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cell C: nodeRole: STANDBY, nodeHealth: Healthy rell C: nndERnIe STANDBY, nodeHealth: Healthy

B HIEER E BT

QR T R A TSR T T ST, VMware Cloud Director 2 [ ZhB 4P H 2 ot, DA EHE
HRE) o

e AR DGO, AR TR 3 R A = 80 E EET R 3, VMware Cloud Director 4
HEBG IR T, e A SR E R By 1 E BN, XRME S T NS SR e St 2. B

a5 E IR 15 5 ER vpostares IR55 . 25, AT DU R AsBUsany 3271 S Jgnl s &
gty PRI TIROGECN “Healthy” o

HRAE GRS TIRGURI S DI e gi s B, 152 WA %A VMware Cloud Director KesFEEHEIZ TR
N (=R
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# % VMware Cloud Director & &2

1335 VMware Cloud Director #8552 i, WAE RIS

2 VMware Cloud Director & & £ &£ MR & B 1F0E

PRAZHf PR VMware Cloud Director IR 55#5 2 T IR S w5 4m] Ui [n] NFS s Hfth L =7 ik . ax A7 B
THATRERTEE, DASCHEINTE R AT T B 3k, N B R gtima 174% .

HEHE] VMware Cloud Director ¥ 7Hr NFS 25t s i7 i, SRl Baph & B34 NFS 3t
RS wH T . VMware Cloud Director 5k 2 (EHE IR NFS ARSSw3 R 280 £4015 H.,
AT H AR AT AL, AATIAFAE A0 NFS Hidk it VMware Cloud Director i#£5 52413)5
[\l:TJO

AR S5 RN B A S B BRI —H30s, 1% N /opt/vmware/veloud-director/data/
transfer, DA FIISEHIE 23]

w (AR, AT N B At . e, KA RE R REER AT N 8. £E 60 BN AT AT
BRI C Y, th ARG A T Re RS, Bk, =D GB f#i#=s
I ASE A2 i 38 e ARG RO o

w NS ELR I AT N B G A7 B e 0 F R e b I it e SMER AT EAR R HIZE A7 F R
KA g . AR eV iGN A AT H o, AT MBCE B0 sl 2 0T B RIS
LA FRZsTale A HSRBIN KR NR L — 4 OVF FEARIEAUAIR N,

w R HdEE R TRERL BRI A T 2 7S TA] .
w DT H SRR TR
R EEPER response. properties U IS,

LIRS A RIS LA R Ry R A R

F NFS A 255k VMware Cloud Director ##5 S IhAE HILE . NFS SCp ke nlin,
HTMLS Ul BTN, AIREZ 52 b ThRE (4% PRES R BIMRi) =2oT . D . FETH45 BT,

F 4 NFS T Ubuntu 5% Debian 1) Linux A ThRIN, Qa2 7R ss a2 i,

FLE NFS iREzZIEXK

NFS Il &2l B B AR w2k, DU VMware Cloud Director A DU SRS AEIFEET NFS LR % 2%

FEEAL N BOCC . R, veloud HI PRI DAB TARAE 2 EASa4E s, 11 root H IRl DA AT

BT H B,

m  NFS RS2 SV #4010 VMware Cloud Director IR 552521 i AR MRS 2 Ak ot S A 56
FbR IR A B S U AR . @tk IhAE, veloud P REMS RSB N B A B R
gL
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m  NFS RF#-UAT1F VMware Cloud Director IS5 #s4lrh A M55 # LI root AZGuK Fonf S
HAWE AR, sl ttoiag, wTPA A 2 Btk i vmware-ved-support A —RULHRT
ﬁ%EqJE’JEI SIS A, AP AT NFS S E O LA B no_root_squash

e R L EDR

B, i NFS RS5#3 AT 1P Mtk 192.168.120.7, H¥ 44l vebspace [ HREN VMware Cloud
Director JIRF5andlifEu=s Al (N8 /nfs/vCDspace) , METHILER, WAUfilR T AACHIAIER
“Jj root:root fl1 750, L AVFA 44k ved-celll-1P il ved-cell2-1P [P oI i B T ],
TH no_root_squash Jyik, BAUE /etc/exports XHFHIEINLA M T,

192.168.120.7/nfs/vCDspace VCD Celll IP Address(rw,sync,no_subtree check,no_root squash)
VCD Cell2 IP Address(rw,sync,no_subtree_check)

FEFHATH, BRANERIT 1P ML S HANSR A5 2 AR 2548 o RAE R Tk i B SN B B
515 NFS g5y, ML HECE P syne Selin B0 BB SER. SRS H
K, EFHACE P no_subtree_check Zelll Al HiE Al HEM:.

WV VMware Cloud Director JIRZ5# 21 AR IR S ARm A2 NFS S H S HAIZkEER NFS
H= | HIHET exportfs —a T NFS =D S A, NFS s rpeinfo -p
localhost B jj service nfs status M\/)ﬁfﬂ&%ﬁﬁib’ﬁo

71 VMware Cloud Director Z3=#1EL & NSX Data Center for vSphere

ﬁu%ﬁfﬁ VMware Cloud Director 2255l 2% H NSX Data Center for vSphere [FJ2& %R, A%
LEFEC Y NSX Data Center for vSphere JHEME—[1) NSX Manager 524l 571 B 574F VMware
Cloud Director 231> vCenter Server S Dk,

NSX Manager {3757F NSX Data Center for vSphere F#iH1, #5¢ VMware Cloud Director FlHAth
VMware i Z [RIFRA PR E E, 15200 VMware 775 EAR(EMESIZR,  MEE http://
partnerweb.vmware.com/comp_guide/sim/interop_matrix.php. A XMZEERMEE, Sl
VMware Cloud Director [/ 5 i B 2K

HEEN PRI VMware Cloud Director $i T4 82235 mHE T . i 24, VMware Cloud
Director [ %%E, 1Z AT Linux _FTH2: VMware Cloud Director,
BRE M

A vCenter Server ZAZa ¥ JE 20355 NSX Manager JUaAss &4k

1 $fT NSX Manager FEfLBE 12 BEAT55
HB W (NSX ZRF5/ ) o
2 ESFH|C LA NSX Manager RElis s H AT L IR 2 ik e

3 KUV NSX Manager FEfi%ss 543 THAE 1K VMware Cloud Director “ZEHR s gl
VMware Cloud Director [{J vCenter Server %Ak,
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4 FESEIEI NSX Manager S E VXLAN 45,

VMware Cloud Director $67E VXLAN RIZ it LAfe it VDC Fe g8 g i, R AT E i)
NSX Manager Ffit® VXLAN o8, NHEEE VDC ¥ GRS M8 s, BaAaio) g — A2k
R, FRH SR VDC MHOCHE, AR E VXLAN ZFFHHEAIG R, 15 M (NSX &8
e/ ) -

5  (Ah) REALE RGN Edge MR H AU A, 1R E NSX Controller #H£E,
2N (NSX R/ ) -

74 VMware Cloud Director Z3 =1t & NSX-T Data Center
TRAEE VMware Cloud Director 22355 112K |1 NSX-T Data Center [H4& 25,  NpAZ 2 Rt v
NSX-T Data Center,

FHESR HACH NSX-T Data Center XS AL, 1 LRSS Ul DL ST UL R O S5EIg
APl A= R, 1520 (NSX-T Data Center & H45RS ) HI[ NSX-T Manager #%ik .

£ VMware Cloud Director Fllith VMware 725 2 ARSI E B, 1520 VMware ;750 G 10
A,
AL RIS A, 1H5 0 VMware Cloud Director [14%4& i i 3k

I FA AR VMware Cloud Director ST #2038 0 18 o W22 VMware Cloud Director [1E],
ks, W NAE Linux | 714% VMware Cloud Director,

AR

ok NSX-T Data Center,

1 EEIFECE NSX-T Manager FEAI44%5 .

i NSX-T Manager S IFANEE, 1520 (NSX-T Data Center “&C3E45F ) -
2 HUREEN L EOR G LR X

AR LR IIRAEANE B, 1520 (NSX-T Data Center 445457 ) -

pas
3 EFEIFRECE Edge T A Edge FEHE,

A XA NSX Edge FUTFEAI{E E, 120, (NSX-T Data Center L4457 ) o
4  JilTE ESXi EHUELHT S,

AR A EH LR AN E S, 1520 (NSX-T Data Center 45 F ) -
5 BIEE 0 B/,

HIAIHEE O EMIDIiEgnfE B, 15500 (NSX-T Data Center F AR ) o
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BESE
2245 VMware Cloud Director J&, #H0[DL:
1 {7 NSX-T Manager 5245,

HFTEM NSX-T Manager 5241015 5., 1520 { VMware Cloud Director ARSSHEALRIETHE] | 45
) o

2 G NSX-T Data Center {&4 X Ia 52 RF 25t

10 d NSX-T Data Center &I I e FFIIM L1405 5, 15200 ( VMware Cloud Director
IRGSHLE R ET 1 PR ) -

3 R O ERIRAE N INIIZE TN

17NN NSX-T Data Center 25 O 2 il SC RN IEAIE 2, 1520 (VMware
Cloud Director IR AL E L 1 48R ) o

VMware Cloud Director iZ ERIEZFYIEE B

AIPLEE P VMware Cloud Director #e#t—/ ek 24524187 VMware Cloud Director IR 557541
i [ vSphere Client 5 VMware OVF Tool {2 VMware Cloud Director #4%%

FEEE N YEAE MRS E4 Linux il VMware Cloud Director & 243558 rhji 42255 VMware
Cloud Director,

VMware Cloud Director %85 &— /M lid B IR, %1 145H6H21T VMware Cloud Director R553EH T
TRt

1oy SR 2Rk 8 VMware Cloud Director-ve v.v.v-nnnnnn_ OVE10.ova, HH
V.V VERRTESERAS,  nnnnnn WA NERR A S . Flal: VMware Cloud
Director-9.7.0.0-9229800 OVAl0.ova,

VMware Cloud Director BB SPA MR

= VMware Photon™ #:/E £ %:

= VMware Cloud Director Iz 5541

m  PostgreSQL 10

F-/NUFIES H]-/NME VMware Cloud Director #es K/Ng T 988 = ok R G, 32 - RIUAIES - KRR
NG AT RGN AR EE R . AR TR, 48] ARG N I A B R

BEEET A LFHE VMware Cloud Director &85 228 TATEE =5l #EIBESL T VMware 75 EL
BN #2082 PRI VMware Z10E, B, FTDL2cR 2 S ERUARI VMware vRealize” Operations
Manager™ 5t VMware vRealize” Log Insight™ W54
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BEHIEELLE

MIRA 9.7 FHifi, VMware Cloud Director ¥ees todf— N4 m ] TP (HA) DhaER A\ PostgreSQL
B, B ORI HA SEREQI AR, 2L VMware Cloud Director #£5 (— AN SR E h =
T, BT AR R T. n] DU R 5 #3417 VMware Cloud Director % 25 SIS
Foh vCD M HREFF T, XA AR A RN IR ERIE ML M is1T VMware Cloud Director JIR %%
4., vCD NIRRT B TR R F TR R E . 155 WA s S A 12 v o] TS B

BRAESL R, VMware Cloud Director %84 TLS (PRI SSL) dhi st (afsdsD .
I IHREAE S e s B TR shIRAS, T 25410 PostgreSQL ik, Ei{di TFF06 L AL (CA) 1925
Ll , S E 54 PostgreSQL #1 VMware Cloud Director %5 8FH Ul i3,

7 VMware Cloud Director S A g i e

M EEE

M 9.7 HH4f, VMware Cloud Director B T/ NZ% (etho Al eth1) , DAMEGA[LUE HTTP
e SEIR R R PEE TR . AR S WIT— AN s B B 282 o

T etho Fll eth1 MIZEAZIN T BT b

% etho FIBAE  ethl RRIRE
SSH 22 22

HTTP 80 ARAlF
HTTPS 443 KA
PostgreSQL ANAlH 5432

LU 5480 5480

il 8443 AT

JMX 8998, 8999 A
JMS/ActiveMQ 61616 ANHT

@7 VMware Cloud Director %455, HILAH] vSphere M DIRER AT (NIC), 152 I
{vSphere [EINVETE ) +a7d AR 8 E AL as A N2 IS So

VMware Cloud Director Kl i iptables ScFFH T B EXB KBTI . ZARMEE X iptables
A, AEATPUE A SR ESOENINE] /ete/systemd/scripts/iptables XAFHIRRE.

MIRA 101 F4f, MRS AL AR R DA ] VMware Cloud Director APl S5 e ik 55w i 1%,
IFAE SSL 1R Tt B rh I iFAR S5 75 S5 b T R4 VMware Cloud Director W& 4z, &G E — NN EEE
PUE4a554%, f#H VMware Cloud Director APl JH TR AR ok v X e S AL, 7R Remk T4
VMware Cloud Director 2 Ji7, ihJcht BLtE4a 41 3%, SR AL )% 174 VMware Cloud Director 1
AP . 2 DURC B G B Aa A1 3
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VMware Cloud Director i% & X /INEEE AN

R RMEER, B DU EAT VMware Cloud Director & IR SS 240 AR FOEC T, th il DA A
/N VMware Cloud Director [ibli4 54 5241,

A
Ll

TR IEIEAE 5 BT A AE MR n] DASCRF B shi B b0, de/) VMware Cloud Director H3 A0 & —A4>
FHRITRIAN T AEHE A — BT T R R DA LT SBUTAT SRS 0, BRESISR AT . s
TR AR, AEE A A BRI oz mr, S SE e IEF B TiIRAsTT, AtEREET
B S WA s A A v T M

VMware Cloud Director 3 PURA/ N (A s IR e /R Al ORI AT (VD). “/N
" e R/NE T 980 =1, ASCRSAEE /NI R BB TR S /IR IS o Ak
TR TAHN OIS, DA A AR A B, R Bl S5l T =5 it VMware
Validated Design (VVD) Zfic & SCAFAIVLRL

SO HE SR/, RGETR R ] DA R E = SR IT I RN,

T A= it/ NE A BT TP R RS = A

H AL A —AN R OTmiR AT & H R ee N R BoC) VMware Cloud Director £E#f
VMware NSRRI BN e, RO MBI RS, BN e e i — i, g
FATTHERB IO A nl A e MEAR S ) S R o

VMware Cloud Director & & A /INEE %I

AT PAEE DL T S F8 r A B AR 1R 25 R/

2ot pvitl AT (VVD)

BRI S == nl/ N PR HEPEERER i1 AP SRR A =R
b2

VMware Cloud Director B 15 o =

1) vRealize Operations

Management Pack &%+

7t VMware Cloud Director i1 7 R =

J5JT] Cassandra VM fir &t HEHn

1E 30 Z PG B ] API <50 <100 <100

& ek 2 s KA

o

ZE VM 5000 5000 15000

FLEE X

7 VMware Cloud Director 9.7 X S primary-large fll standby-large %55, ZRIMEM T, K
T HA SERHRL BT 16 /> vEPU, W AT VMware Cloud Director 4%, &S, WAIF3)
B oo o vePU HIECH 16,
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HA SRS

vCPU ook e ]
Hoo
vCPU R IR T
RAM EHirokss H
L
RAM R IR HIC
VvCPU S¥EE N
tbx

EE S IS L
[f) PostgreSQL H
TEX

22bid]

TAEHIT + 2 RO

KA

16 GB

KA

11

shared_buffers = '3GB";

effective_cache_size = '9GB";

work_mem = '8MB’;

maintenance_work_mem =
'"1GB';

max_worker_processes= '8";

MARNRERESETARE

7f VMware Cloud Director %futlﬂ CPU sk VA7 A FsR i K Ik
VMware Cloud Director *.oTR] fE

AR RGBT E

EBAE

Pl

TAERIT + 2 HFIT + 14
Iz FHREF T

16

24 GB

1:1

shared_buffers = '5GB";

effective_cache_size = '15GB";

work_mem = '8MB';
maintenance_work_mem =
'1GB";

max_ worker_processes= '16";

B ERE SRR

FIBRRE (AT

AR (VVD)
TASERIC + 2 N HIIT + 24
7 HIREFF-H T

24

shared_buffers = '7GB";
effective_cache_size = '21GB’;
work_mem = '8MB";
maintenance_work_mem =
"1GB";

max_ worker_processes= '24';

R .

{FFE VMware Cloud Director B3 veloud-container-debug. log fil cell-runtime.log X

(AR

Timeout:

BEARIROL TN AR

org.apache.tomcat.jdbc.pool.PoolExhaustedException:

available.VMware Cloud Director FICHf

TR SR e

W B E X &R
Z2¥ VMware Cloud Director &5 K/NAE X N2 X HHIBLE, 7E1a1T VMware Cloud Director #£5

HREFI

WA I AT BT TR

T WA A P S ie E pir s  oT
2 HEEFTA FRICHINAERT vEPU,  DAVCRECFT RS B2 SC R

HER

VMware, Inc.

RSB IERE o

Fr A £ B oIS T R RAM A1 vCPU A2 AR

3 Pl root Sy FAZE I SSH & FuinEor B LRSI A S

[pool-jetty—XXXXX]

Pool empty.Unable to fetch a connection in 20 seconds,

none

ERNCE, FrARC BRG] IR Z A 6 DERIT, &HRIT AN AT IT,
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4 BEHPERCH postgres,

sudo -i -u postgres

5 2Tl NS B postgresql . auto. conf il X AE,

RSl i

Sebitl psgl -c "ALTER SYSTEM set shared buffers =
'3GB';"
psgl -c "ALTER SYSTEM set
effective cache size = '9GB';"
psgl -c "ALTER SYSTEM set work mem =
'8MB' ;"
psgl -c "ALTER SYSTEM set
maintenance work mem = '1GB';"
psgl -c "ALTER SYSTEM set
max worker processes= '8';"

K psgl -c "ALTER SYSTEM set shared buffers =
'5GB';"
psqgl -c "ALTER SYSTEM set
effective cache _size = '15GB';"
psgl -c "ALTER SYSTEM set work mem =
'8MB'; "
psgl -c "ALTER SYSTEM set
maintenance work mem = '1GB';"
psgl -c "ALTER SYSTEM set
max_worker processes= 'l6';"

R psgl -c "ALTER SYSTEM set shared buffers =
"7GB'; "
psgl -c "ALTER SYSTEM set
effective cache size = '21GB';"
psgl -c "ALTER SYSTEM set work mem =
'8MB' ;"
psgl -c "ALTER SYSTEM set
maintenance work mem = '1GB';"
psgl -c "ALTER SYSTEM set
max_worker processes= '24';"

7  H¥E5) vpostgres dEFE,

systemctl restart vpostgres

8 HRKKHIFHESCH postgres.

sudo -1 -u postgres
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9 NTFRNEHTE, ¥ postgresgl.auto.conf XHEHIENZT S, ARIEEHSEL) vpostgres 1

o

a ¥ postgresqgl.auto.conf M) R =iiilEaIE RV

scp /var/vmware/vpostgres/current/pgdata/postgresqgl.auto.conf postgres@<standby-node-

address>:/var/vmware/vpostgres/current/pgdata/

b HHEsl vpostgres R,

systemctl restart vpostgres

2% VMware Cloud Director #4285 K/NAE X — P HE XA E, 1Eia1T VMware Cloud Director %55
EEAET IR, AU T T TI S AR

1 VA root Sy EIAZE I SSH % P Eor B LRSI BE A S
2 TEFIFE VvCPU EE, HEIT Mo

grep -c processor /proc/cpuinfo
3 ENEFICE RAMEE, Wit T a4
MR RAM DL KB AL, K HIERDL 1024000 DUl GB.

cat /proc/meminfo | grep MemTotal | cut -dk -fl1 | awk '{print int($2/1024000) }"'

4 shared buffers {HIH NE RAM 7 4 GB Rl 2 —
shared buffers = 0.25* (Al RAM- 4 GB)

5 effective cache size {HIIH A RAM A 4 GB a2 =,
effective cache size = 0.75* (& RAM- 4 GB)

6 max worker processes {HIIH5 N vCPU &0,

7 BHPHEMCH postgres,

sudo -1 -u postgres

8 M TP PSR  FRE K T postgresgl .auto. conf Fit ¥ A,

psgl -c "ALTER SYSTEM set shared buffers = 'shared buffers value';"

psql -c "ALTER SYSTEM set effective cache size = ‘'effective cache size value';"
psgl -c "ALTER SYSTEM set work mem = '8MB';"

psql -c "ALTER SYSTEM set maintenance work mem = '1GB';"

psgl -c "ALTER SYSTEM set max worker processes= 'max worker processes value';"

9 a7 exit A iREIE] root HJ,
10 H#r a5 vpostgres #HFE

systemctl restart vpostgres
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1 BB MO postgres.

sudo -1 -u postgres

12 TR AL, K postgresql.auto.conf KR HIRNZ A, SREHHTHE) vpostgres
o

a P postgresql.auto.conf M KRS HN S,

scp /var/vmware/vpostgres/current/pgdata/postgresgl.auto.conf postgres@standby-node-
address:/var/vmware/vpostgres/current/pgdata/

b E 55 vpostgres HERE

systemctl restart vpostgres

#RE VMware Cloud Director i& & & &4

LR VMware Cloud Director &£ UI#E, AEIT IR & BT T— L BT S5 MTIAG 25 o

ARG VMware Cloud Director . ova XA

m RE LR AT, iR NFS LA IR S A% . 152 Wk Linux 1/ VMware Cloud Director
BALIR S 7 A7
T HELEIRS A RE U responses.properties X, WAREMS appliance-nodes
S

I E RabbitMQ AMQP UEE,

VMware Cloud Director & &I E /7%

» {liff] vSphere Client {{}%¥ VMware Cloud Director %%

n  fliff] VMware OVF Tool i VMware Cloud Director %%

n [T HTTPS Fidzssth] & AL S 2R AUl VMware Cloud Director %%

VMware, Inc. 29



VMware Cloud Director 2234 | it E AT 4445/

{£ A vSphere Client 82 VMware Cloud Director & &
] PUF ] vSphere Client (HTML5) % VMware Cloud Director #8435k OVF itk

B VMware Cloud Director x5 a4l s8 — Ml bl Mo, AILLK VMware Cloud
Director IR 2E 415 £k LR J 24 B TeEk vCD N TIRR A TC. 155 R 24 S R e e v vl T

[Ees]

Ho

FEEHEE YR MIRE LA Linux A1 VMware Cloud Director #8355 iR 4235 VMware
Cloud Director,

B A2 B A SR N BN B BEFE RN, vCPU I RAM A2 S5z SRR B A 10 3 Ao A5 T BT
Pl

HBE I A 1 OVA JRAA IS SRR A B ARl . BB A IFR B TR TOIRAS, A
FAEFE UL “S6F7 BE W AN KA L&A N vMware Cloud Director-ve v.v.v-
nnnnnn_ OVF10.ova, HH viviv.v R, nnnnnn WSRO S lQ1: VMware Cloud
Director-10.0.0.0-9229800 OVAlOQ.ova.

I FAE vSphere i OVF BMfIE R, 120 (vSphere FEAUALEEL) .

i, AL VMware OVF Tool #i# k8. 152 WAl VMware OVF Tool #%% VMware Cloud
Director &5

E AKEAE VMware Cloud Director H1%5% VMware Cloud Director #4% o

=
#i
P
e

155 WS VMware Cloud Director 2 [l g &

i
e

1 J#h VMware Cloud Director 4555
PR, W LAAE vSphere Web Client (Flex) 2k vSphere Client (HTMLS) HT TR 7]

=

~Jo
2  HENX VMware Cloud Director #5750k Bk

il E VMware Cloud Director FEAIS ., T8 8 Y i
BEHR

n OE O HEH SRR, [ VMware Cloud Director %5 etno WK M 1 X 1 8443 [
TSRS ARTIRS . 52 W AT X Linux | VMware Cloud Director [14 F#bE .

= 27 VMware Cloud Director IR 55 # 4l Ik 51, 1 HE il .
 SEENFIESA], 158595%] VMware Cloud Director Service Provider Admin Portal.,

n EEHOE R RS SR B2 ZaF, nTDALE Linux |2 VMware Cloud Director 6] CA %5
‘l/% SSL U—_E:Bu_ffHJ—TEo
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FF4 VMware Cloud Director iZ & %2

T IE 2 EE, WILIAE vSphere Web Client (Flex) &k vSphere Client (HTML5) Hi4T TR .
S8

1 ff vSphere Web Client &, vSphere Client H1, 78T PN %, AFH5EEE OVF 1R,
2 1\ VMware Cloud Director .ova SCEHHER, SREHHET—35,

3 ENERHI I vCenter Server (74 & DAt BB B b Ol Sk, SR
—F,

VePEEIRRER AR ESXT FALEERRY, RF it F—.
EABMGEAEE, AFREF—F,
BTt e R B, ARE R T —25 .
YRR, RE L R —2.

-/ NERIEE -/ VMware Cloud Director 185 kN FH T 9586 = s &2 % . - KIRI8E -k
RURINEFE AT RGO AR AR Bk, AR TAEG 3, 8 nT AR RS B InHAth B i

N o o »

Brilj} ik
-8 A7 12 GB RAM Fil 2 4 vCPU [i%#4#3% i VMware Cloud Director Iz 55 ##41

PR — B
TN R EE AL N VMware Cloud Director £idfa)% . #idfs )4 4Rkt
vcloud, ﬁﬁ(?}%%fﬂ)\:%‘: vcloud,

Bty vill VMware Cloud Director 10.1.3 J M mihiuAss Rt HAT 24 GB RAM #18 4~ vCPU [1]
YAk VMware Cloud Director IR 55 2821 i 4 —A ik 7o
VMware Cloud Director 10.1 2347 24 GB RAM Fil 4 4~ vCPU [ E N
VMware Cloud Director JIR 557541 1) 25— Al bl o
FHTTH IR AN R EIEER Y VMware Cloud Director £dijE ., $da & 4 kE
veloud, HUEFETE velouds

ZH-/NR TR HA SEEp I -/ ML T,
FHA5 12 GB RAM il 2 A vCPU [ A 2 2 = m] HIVERC
VMware Cloud Director JIR 55 #4108 Mk 58 =AM bl
25 TR RN B e 7 = B e i &2 i ML A o
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Brni {7

B H-Rm JHTAEBE A HA SEREFR I T2 - K T,
VMware Cloud Director 10.1.3 M M iAo HA7 24 GB RAM Fi1 8 /> vCPU [fy
P N A B = T FEER E ) VMware Cloud Director IR 5573 41H111 55—
A=A
VMware Cloud Director 10.1 2x¥-H.45 24 GB RAM Kl 4 > vCPU [R5 Jy .
B ] MERCE ) VMware Cloud Director AR5 #5255 — ANk S =k

AN
£ RS TR N B8 e e A B N 5 23— Tl i o

vCD BN FfERFE VMware Cloud Director 10.1.3 2147 8 GB RAM Al 4 4~ vCPU [R5 H
VMware Cloud Director IR 557341 it 4L i1

VMware Cloud Director 10.1 2547 8 GB RAM Al 2 /™ vCPU & 555N
VMware Cloud Director IR HIKE 225 b1

A vCD B EITH N A . vCD B IR 7 e 2 LA

HEHET VMware Cloud Director IR & #54d H i 1 A& b G AR R/ N, — s
J&E HA SR AT DA — 32 /N TR AN 28 - /N PR T B, AT DA R — - RIS TR A28 H -
KIERTTALR

T, AT DA B R IR N
8 N B S ARG IR e PSS MBSl i, SR R T —3B
JEAS AT B I RE, RS TS SR 20 F =S R
9  MBEFRRIZE R ITH FREER A, iZIEES I ethl M etho WIRZER EARMIZE
PRIAZ8 FN R IIMUT FTREATS o BN TR IR 501 E AR5 1R
EEEN B BFRMIZ LA
10 M IP SESEE MhoEsh, mEES-F3) 1P ohid, RISkE: IPva i,
n HpEN—2E.
R T 1 B 1 SCBAR DU ARC 5 VMware Cloud Director 41 B
HEX VMware Cloud Director % &3 X #BE
L ¥ VMware Cloud Director H4I{5 ., 775 8 SRR

HE X VMware Cloud Director %25}, #RF5 Bk 2% B . B EMMIZE mit . (0S5 Fidkes ()
RSB R E— ARG I, ABCEIIG ARG

T AU R PR 3 Wk, AT HA P B RE 1 2 3 VMware Cloud Director #5.
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SB
1 £ VCD &R E T, BB Resitgnfs e

KE iR
NTP JR&H: BRI NTP RS s EML L8k 1P Motk
HI4h root G PG HIRTA root . WA DS /AN . — N KEERF . —AVNSFHF, —

AT NIRRT

EEEI WA root MR RO R TIERR . SRIHE ORI BRI TE R AR TR Y]
A RAAER root b, 51 Resenn, AnUAEBUEMRTEE F T R root &
[EN

¥ OVF 8 S AU RAD SIS UERILA root #485.

BB FIME Root HEad #E QIR BRSS9, LIRS I & root SR04 tE, 2
TETT YL TG ARERLH T RIUG root S5600, BN b eI,

JEF SSH ERINEEH .

HTEERE SO B NFS 3 152 Wk Linux %) VMware Cloud Director 1L IR 55 P4 £

A BOES H. BRI X AEE, 3ES W https://kb.vmware.com/kb/59674,

2 ﬁﬂ%%ﬂ%ﬁ&% SISO, e VCD IRE - SUBEMT “F7 & i, BASdREamE
B, SIERFEERK, TFCE AR

BORE 2R E veloud, FEEERFUE velouds

wE 5%
& RS Z5uGE VMware & PRI T
“vcloud” FIFE “vcloud” FUEE®  vcloud R T b a0,

iz

BHEAAP# RGEBEBRIK I BIMEY adninistrator,

BHREH REBHBIN A%, BIMEHR vep Admin,

HEE R PR RGEBBI I, BRI IENITE 6 B 128 D7 fF 21,

B R R RAEEE G-I bL.

REEHR TRk VMware Cloud Director 24l 1) vCenter Server USRI FR, BRIA
BN vedls

Z¥ID DIRERR O MAC M ZERE I VMware Cloud Director 24501 1D, %k
UNER R

QIR TELAR Z2 08 S % VMware Cloud Director %25 ﬁl TR, TEEEN
1> VMware Cloud Director Z¢E5 B — N[ 23

3 () EHABMIZ RS, ARSI S, TR etho Al eth1 WIZGEE LIRS
i, SREE R —2

SRR SIS AR R s T AL, TRERE R Btk o i, PRI A RRIEY et 2
FIsinl, MERARIRAL T etho bo FERZAUBIL T, M E P AR b2,
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ER SIS R AU T VAR S0 BR A e s e o 5 F RS20 i B ARG 1P bR AT e ) Jo 2t A]
& (CIDR) W48 TG 4H Ak . 1, 172.16.100.253 172.16.100.0/19, 172.16.200.253,

4 ERILBMHEE T, BN etho Fletnl MIRHIMESEANE R, REHET—F,

wE EiiiFu

ENANCES B HOBRIARSCHY 1P ik

4 DNS {3k, #iltn mydomain.com.,

BERER VARSI AR, T B AR, fln

subdomain.example.com.

WA AT SOMEPE A R R R PRI S — TR

ARSI BRI IR SS 7RI 1P Sk
ethO W% IP Mkt etho FEHY IP Hhik,
ethO W75 etho FZ ML RS ITER .
eth1 W% 1P Mk etnl $EHIY IP Hdk,
eth1 &Y ethl FE ML FAIEL TSR .

5 7EEPBSER A L, % VMware Cloud Director ¥4 HOB A, ARG M SE T UG R
BEFR

TR IR A LR

s i VMware Cloud Director #85H}X

{£H VMware OVF Tool #2Z VMware Cloud Director &%
" DU T VMware OVF Tool 4 VMware Cloud Director #4535 5 OVF ik,

R VMware Cloud Director x5 #5410 28 — /MR bl Mo, AILLK VMware Cloud
Director IR %28 4A MG £k R Jes B TtEk vCD B AR B T0. 155 WA & B RS e e = nl e
i

122355 OVF Tool M5 ., 1520 { VMware OVF Tool &Z1Tii ) KRS,
Il 1] OVF Tool [f5 5., 1520 (OVF Tool T8 )

\

HERE YR MIREES41TA Linux A1 VMware Cloud Director B a8 iR 4235 VMware
Cloud Director,

B AR £ B R 2 S N RN B EELE TR, vCPU il RAM AS S e B A 10 = B oAl £ FHEE et
Pl

BB KRS OVA WA S EE R I B A AN . B E R, THIR S IR, 1HEE 1%
AR UL PR 92T (R, W BN KAy vMware Cloud Director-ve v.v.v-
nnnnnn_ OVF10.ova, HH v.v.v.v R A, nnnnnn WG NERRAS o fFl40: VMware Cloud
Director-10.0.0.0-9229800 OVAlOQ.ova.
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HIAE vSphere i OVF BbRIE E, 152 M (vSphere [EHUMNIEEE) .

s+, WAIPA#H] vSphere Client #5# X% 155 W fH vSphere Client % VMware Cloud Director
Ko

E AEEAF VMware Cloud Director HEk% VMware Cloud Director 445 .

TEEfTHRE 22 0, 152 Wi VMware Cloud Director e IA8s 541

HE ST, TG firstboot HE AR AR A DON R 155 W T VMware Cloud Director
KR H S

AT &2 VMware Cloud Director iZ&H ovftool fndikIFnE 4

prnlil # HiR

--noSSLVerify AT ki vSphere ¥ERE) SSL K,

--acceptAllEulas AT PEZ T e 2N PR i (EULA).

--datastore target vc datastore T R AN U 2 SRR R A H
e eleYCa ey i

--allowAllExtraConfig A FETATHISMEC E IR vmx Ko

--net:"eth0 Network" portgroup on vc for eth0 L&L% eth0 M%E’\] E[*/]?Mé%a

BEE M5 eth1 HIFMZ AR,
--net:"ethl Network" portgroup on vc for ethl Y ethl PIZHHT BFRIAZE o

HIEHEM AT etho HARME AR

--name vm_name_on_vc WA EAIAR

--diskMode thin B thick FEFHUAC B SRR AL A O 5

--prop:"vami.ip0.VMware vCloud Directerth(0 ip address etho [ IP Hbihik, HIT- UL A0 API 15IA]. A
SRR 1, DNS Sl Hefiie I i Bk
LA

--prop:"vami.ipl.VMware vCloud Directethl ip address ethl [ IP ik, AU GRS

PostreSQL Fui FEIR 57PN IR 55 o

--prop:"vami.DNS.VMware vCloud Directains ip address l&%ﬁ@@i%ﬂ&%%ﬁﬁ’\] IP Ml

--prop:"vami.domain.VMware vCloud Direlommd'h name DNS &0, {EiE &g h s —A4
&

--prop:"vami.gateway.VMware vCloud Digatewdy ip address BES BRI 1P Mk

--prop:"vami.netmask0.VMware vCloud Diedmask" ethO TZ"D IR 2R Bk T 25 o

--prop:"vami.netmaskl.VMware vCloud Dimetmask" ethl #11IMLSHER TR AT

--prop:"vami.searchpath.VMware vCloud aDiluedttor” domain names lﬁ‘%ﬂ/‘ﬁﬂkﬂggﬂgﬁg%éo

PhgSEzsks oy i gak.
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Pl H

ffprop:"vcloudapp.ceipienabled.VMware;u@&pﬁaiﬁiEector

——prop:"vcloudapp.enable_ssh.VMware_v@km&d@bfa&seor"

——prop:"vcloudapp.expireirootipasswor&r%Mw@&égQ@éoudiDirector"

--prop:"vcloudapp.nfs mount.VMware vChdsd ipimeldres's: nfs mount path

--prop:"vcloudapp.ntp-server.VMware vQ@liguderieactor'address

--prop:"vcloudapp.varoot-password.VMwana vobdugassmeatbr"

--prop:"vcloudconf.db pwd.VMware vClowb Phssotoad'

--prop:"vcloudwiz.admin email.VMware wtbwadinirenadd" address

--prop:"vcloudwiz.admin_fname.VMware Adhoud Vot exner "

--prop:"vcloudwiz.admin pwd.VMware vClwad abimiec pas'sword

--prop:"vcloudwiz.admin uname.VMware whbudnlinrerstamame

--prop:"vcloudwiz.inst id.VMware vClowdd iimestadd" ID

--prop:"vcloudconf.sys name.VMware vClwad shiteat oaine

--prop:"vcloudnet.routes0.VMware vCloug tceetssd" cidr,

ip address2, ...

--prop:"vcloudnet.routesl.VMware vCloug htceetssd" cidr,

ip address2, ...

VMware, Inc.

Biip%
Z 5k VMware & PUATFE T
HERIMESD true,

Je Bk AR FIR 42511 SSH root 4L
{588

i B R A A P 859

ANHS NFS JIRSSER 1P HE AN S H 72
BUN T8 IT.
INTRIR S5 1) 1P ik

KRG root B4, WA/ DS\ A
T, —MKREFR . —MNEFE, —
TN TR

EEE WA root B Sy
o SERESE TR AT BTG
IR ARG root %68, 51 St FR5em
J&, R DA SUTATRT RS $oT B root B
W,

vcloud HJHZIE A0 .
HFERIT,

AGETR R IR
AT EHIT,

REEBRIK) AR,
SURTEHIT,

RGEIE IR,
HFERIC,

RGBS %

ST EHIT,

VMware Cloud Director %% 1D,

ST EHIT,

it VMware Cloud Director 22567
1) vCenter Server A1 4.

M, etho BRI H. HAUELAIE
SRR eI . B e 2
PASC 1P ik R e F I SR3a P% 1h
(CIDR) M HIE (HTZ8/00) 2H. i1,
172.16.100.253 172.16.100/19,
172.16.200.253,

A, ethl FEIIBAIS . HAUEPAIE
SO FRIE ESI R, B e
DA 1P kR ] e o 2sdek m ]
(CIDR) MIZEHIVE CHiTd/hnD AR, Bilan,
172.16.100.253 172.16.100/19,
172.16.200.253,
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Pl

—--deploymentOption

VMware, Inc.

i

primary-small., primary-large.
standby-small., standby-large ﬂ
cell

ik

B S I I N

-/ NI T -/NE VMware Cloud

Director #e K/ 15086 2 ol il i R

Go T KA H- KBRS A= R %

MRS ok, ARPE TR, ATRE

A AR B

B primary-small 2264 12 GB RAM
F12 /> vCPU i & #i#h VMware
Cloud Director Jlg 55 4l —14
B bie FEHICHIIRN B L =
VMware Cloud Director )4, %
PIEAIE veloud, FIRZET 2

vcloude

B AT 1003 KRR primary-
large 23K HA45 24 GB RAM Fl1 8 4
VvCPU &35 N VMware Cloud
Director R 55 x4l s —A-p bio
i TR 101 1 primary-large
F 45 24 GB RAM Fl14 /> vCPU Ky
PR}y VMware Cloud Director
MRS FRA I — A, R TTHRI
AN REIR L E ) VMware Cloud
Director i, Kl LMo
vcloud, %&ﬂ%ﬁ?ﬁﬁ}ﬁf% vcloude

B standby-small 29 H45 12 GB RAM
F12 /> vCPU IS s i HA Al
JE s ] HIPEES 1 VMware Cloud
Director R #4IHf s A ek s =
A w5 TR R A A
TEFHIRE R B PR E .

T TR 10.1.3 R EE AR
standby-large 22¢ 24 24 GB RAM
F18 4~ vCPU ks iy LA B
FE ] FIPERC T VMware Cloud
Director R &5 #s4IH N —AEkiE =
AR BT MO 101 1) standby-
large 2 HA 24 GB RAM A1 4 A
VCPU ke iy A B v vl
PERCE ) VMware Cloud Director Jii
SR AT AR e 25
BTN B AT R SR e
B R R,

B S TITROK 10.1.3 M ERASY ce11
2547 8 GB RAM F14 /> vCPU [y
WA VMware Cloud Director
MRS AFAA I EE— B 18 TR
1011 ce11 2K H A7 8 GB RAM fil 2
A~ vCPU [0 VMware
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—--powerOn

ATEHEE VMw

H R

Cloud Director JIR &SR0 2
Blo M veD NIRRT BocH R
N, veD N TIRL BT R
B AR
BEEZT] VMware Cloud Director IR5%
AR PR CRIRE FH ECA L EL AT AT
HIRANe — B HA SERERI LA —A
F /NSO A28 - N e AL R, B
TR =2 - R BT A2 - R
JUA Y o

AR, AT DTG R A R/ N

path to ova HE ST AT LR

are Cloud Director & & &4 6l

BEET {fia{] VMware OVF Tool @74 21, 156 veloudapp.varoot-
passwordVMware vCloud Director, vcloudconf.db_pdeMware_vCloud_Directorﬂﬂ

vcloudconf.adminipwd.VMwareivCloudiDirector‘%ﬁﬁ%%%ﬁﬁyﬂﬁﬁEﬂEﬂE@fgﬁigﬁﬁ%o

ovftool \
--noSSLVerify \
--acceptAllEulas \
--datastore="'datas
--allowAllExtraCon
--net:"eth0 Networ
--net:"ethl Networ
--name=MyAppliance
--diskMode=thin \

tore6' \

fig \

k"="My UI API Network" \

k"="My Internal DB_Services Network" \
\

--prop:"vami.ip0.VMware vCloud Director"="10.0.0.142" \

--prop:"vami.ipl.VMware vCloud Director"="172.18.41.24" \

—--prop:"vami.DNS.V
—--prop:"vami.domai
—--prop:"vami.gatew
—--prop:"vami.netma
—--prop:"vami.netma
—--prop:"vami.searc
—--prop:"vcloudapp.
—--prop:"vcloudapp.
—--prop:"vcloudapp.
—--prop:"vcloudapp.
—--prop:"vcloudapp.
—--prop:"vcloudconf

—--prop:"vcloudconft.
—--prop:"vcloudconf.
—--prop:"vcloudconft.
—--prop: "vcloudconft.
—--prop:"vcloudconft.

VMware, Inc.

Mware vCloud Director"="10.0.0.2" \

n.VMware vCloud Director"="mycompany.com" \

ay.VMware vCloud Director"="10.0.0.1" \

sk0.VMware vCloud Director"="255.255.0.0" \

skl.VMware vCloud Director"="255.255.224.0" \

hpath.VMware vCloud Director"="eng.mycompany.com" \

enable ssh.VMware vCloud Director"="False" \
expire_root_password.VMware vCloud Director"="True" \

nfs mount.VMware vCloud Director"="10.0.0.96:/data/transfer" \
ntp-server.VMware vCloud Director"="time.mycompany.com" \
varoot-password.VMware vCloud Director"="place-secure-password-here" \
.db_pwd.VMware vCloud Director"="place-secure-password-here" \
admin email.VMware vCloud Director"="admin@mycompany.com" \
admin_fname.VMware vCloud Director"="vcdadmin" \
admin_pwd.VMware vCloud Director"="place-secure-password-here" \
admin uname.VMware vCloud Director"="administrator" \

inst id.VMware vCloud Director"="59" \
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--prop:"vcloudconf.sys name.VMware vCloud Director"="MyAppliance" \
--deploymentOption="primary-small" \
--powerOn "/MyPath/VMware vCloud Director-version number OVF10.ova" \

vi://vc user name:vc password@vc hostname or ip address/vc dataceter name/host/vc cluster name

AFEE& A VMware Cloud Director iZ & &4 =6

BEET fFiaf{T VMware OVF Tool /5221, 1K vcloudapp.varoot-
password .VMware_vCloud_Di rector »‘Zﬁ%%ﬁ%jﬂfg‘ El E,E/‘]'fﬁ:\gﬁ%o

ovftool \

--noSSLVerify \

--acceptAllEulas \

--datastore='datastore6' \

--allowAllExtraConfig \

--net:"eth0 Network"="My UI API Network" \

--net:"ethl Network"="My Internal DB Services Network" \
--name=MySecondAppliance \

--diskMode=thin \

—-prop:"vami.ip0.VMware vCloud Director"="10.0.0.143" \
--prop:"vami.ipl.VMware vCloud Director"="172.18.41.25" \
--prop:"vami.DNS.VMware vCloud Director"="10.0.0.2" \
--prop:"vami.domain.VMware vCloud Director"="mycompany.com" \
--prop:"vami.gateway.VMware vCloud Director"="10.0.0.1" \
--prop:"vami.netmask0.VMware vCloud Director"="255.255.0.0" \
--prop:"vami.netmaskl.VMware vCloud Director"="255.255.224.0" \
--prop:"vami.searchpath.VMware vCloud Director"="eng.mycompany.com" \
--prop:"vcloudapp.enable ssh.VMware vCloud Director"="False" \
--prop:"vcloudapp.expire root password.VMware vCloud Director"="True" \
--prop:"vcloudapp.nfs mount.VMware vCloud Director"="10.0.0.96:/data/transfer" \
--prop:"vcloudapp.ntp-server.VMware vCloud Director"="time.mycompany.com" \
—--prop:"vcloudapp.varoot-password.VMware vCloud Director"="place-secure-password-here" \
--prop:"vcloudconf.sys name.VMware vCloud Director"="MySecondAppliance" \
--deploymentOption="standby-small" \

--powerOn "/MyPath/VMware_ vCloud Director-version number OVF10.ova" \

vi://vc _user name:vc password@vc hostname or ip address/vc dataceter name/host/vec cluster name

ERRATF HTTPS flizH AR EBAGHNEZBLFFIEFEEZE VMware Cloud
Director iZ&

A DU TS 44 AT uE BB VMware Cloud Director %645, DU T SeuF B4 @ Uk Ao rh sl 44
M-I PR IR 5575 o

TR R, #8% VMware Cloud Director ##5H, VMware Cloud Director 24 1252 uF, F{d
X BB E VMware Cloud Director Htllidbi T HTTPS Fifasthl & RS

B R n, WAL E R responses. properties AN RRSE HI 2 NFS Hhgifl
Wk 1EE (N T /opt/vmware/vcloud-director/data/transfer) . Mt VMware Cloud
Director lx55#s 41535 A BB Ik Sc- B 8D T HF ¥ . responses.properties XS
SSL uFPBEYIEMRE, Mg Eh XA 7 AR AZE4UETS user . keystore.path, ERINEN
T, AR FR AR AR I A B B S
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R RS, AT DAEHA R s LM S 2B . At S 2B HER RS B, 155
LA CA 54419 SSL UF B H S\ 5] VMware Cloud Director #%% .

Q5AE 2 VMware Cloud Director s il IS Z Uk BBt 2 b 15, WX eeyt-a] DLV T
VMware Cloud Director iR 55#s 4l A HAb % 2%, Bl oAl VMware Cloud Director N HIFE
BTG, AIPAMEHIHIT HTTPS sl & A 5 1928 Al L T uE 1552 ke gs, DAl 25 2418 Bl T SSL Uk
ol H A R T,

HIIR &M
s FRANUE T HTTPS Fudshl & RELS 2 0% 2B AF SSL Uk gHEAE 1kess Erl Y, Bl /opt/

vmware/vcloud-director/certificates.ks,

n RECI S PINTF N CA AL, 1HS WA CA 241 SSL UE B A\ F
VMware Cloud Director %45 .

s UREHHE HORLR CA LB, 152 WA CA 241 SSL UFBS A E

VMware Cloud Director #%% .

n AP PRSI L T 5 S PR B — 38, S PR R DA 5 B8 A 1A 5 IR TR0 4
root BR—E, il

/opt/vmware/vcloud-director/jre/bin/keytool -keypasswd -alias http or consoleproxy
-keystore /opt/vmware/vcloud-director/certificates.ks -storetype jceks -storepass root-

password

Bz
1 KOS ZUEBIET certificates. ks PN ERGEMBIEMILE (7T /opt/vmware/

vcloud-director/data/transfer/)

2 CREEPIE SR R EECN veloud,

chown vcloud.vcloud /opt/vmware/vcloud-director/data/transfer/certificates.ks

3 WINPT A EF R A RERER .

chmod 0750 /opt/vmware/vcloud-director/data/transfer/certificates.ks

4 ERES L, BTl e, B ZuE SN E] VMware Cloud Director 5244,

i S ib T L [ responses.properties X, M user. keystore.path Z5 15
BONFR GRS TR R g S

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p —--keystore /opt/

vmware/vcloud-director/data/transfer/certificates.ks --keystore-password root-password

5 FHURA AU AR, wEHUHEI R BN vmware-ved IS5

service vmware-vcd restart
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6 i SEIERM—BINRI root B EsE s R TTHIN R T BT s .
ER

FEFIR]— NFS St b 5547k O AT A T A2 s s HORC 2 T 32358 i IR IR — 25 22l G rT SSL e

flZE CA 21 SSLIEEHIEEHENZE| VMware Cloud Director & &
B SN UEBIEIN (CA) L2 HUEP N SSL G i A EE, HaB TR = idERs.

£/~ VMware Cloud Director IR 555 #8F32 /A SSL UF-1 BR3P % Fom AR S5 w2 (AR s . 4
VMware Cloud Director JRZ5#5#P A FFN AR SSL it - -1 HTTPS Azt 5 A TS .

1E VMware Cloud Director #4851, XA S L2 5] —AN 1P #ihk sk B0, B P S AR s -
443 HF HTTPS 1if5, 8443 MM G AHLE S . TR um i #B A O SSLuEP . AT LUKHX A
ity s A FHARIRI AUE TS, Blan, (o AR uE 15 .

PN S UE BRI AT 2 X.500 bRt 41 X.509 AR AR .

QS AR CA ZEAUE B, i AL IR CA 22411 SSL Uk 1553 A E] VMware Cloud
Director ¥ e&H TR FEEAE

BEEET 455, VMware Cloud Director #5521/ NN 2048 (i) BZZulb 4. AL
LA DR, ARG PR BE M RN, LR NIST £k iy 800-131A, AFFF5/NT 1024 fi7
HIBEEH RN

TES R PR B 4 5 R 2 root 1 PSR, ol root_ passwd,

AR

K keytool mrd. BHILUMEH keytool ¥ CA Z5 410 SSL UF 155 A\ %] VMware Cloud Director #
% . VMware Cloud Director ¥ keytool [HEIANAE /opt/vmware/vcloud-director/jre/bin/
keytool Hi,

1 Dl root Sy Bkcskamit SSH % Mk 2] VMware Cloud Director ##54%H 5.
2 MRS R, el Ty —
¥ VMware Cloud Director #%5Hf, VMware Cloud Director £x 5l HTTPS IR S5 Az i 4 40 H
MR35 LB AN R 2048 i 2 ZiEs
w QR PUEBAUR WA FRE N A S UE B TR 4, TEER PR P 5,
o QREETH B ESGETT (ATEKIEYIRND A b ts, 164k S T 03 L5 3.
3 BT LARMIAN certificates. ks Xffs

cp /opt/vmware/vcloud-director/certificates.ks /root/certificates.ks.original
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4 anfTPA N, O3 HTTPS ARksAnzdil & RELRSS QA PR P3P o

/opt/vmware/vcloud-director/bin/cell-management-tool generate-certs -j -p -o /opt/vmware/
vcloud-director/certificates.ks -w root passwd

Ean R EN BIE certificates. ks GBI, Kl a2 HOBRIME G IE
5o PG DNS BLEL, WU 2 HIFAAK (CN) BEEN R MRS 1P Mkl FQDN. U435 IRk
NI 2048 (AR, TG 1 AR,

HEET AT VMware Cloud Director &£ H IR E IR $, AU FEMH] /opt /vmware/
vcloud-director/certificates.ks i/ H.
AP RS root SR E R S5 EH Y .

5 N HTTPS RS Al & RER S QI EE B2 #3153k (CSR).

BEEET] VMware Cloud Director #854f HTTPS kS5 ANz il & AR IR S5 L AR 1P HihEAI =41
“o Ik, CSR Gy 2 ATUN FARE A FR (SAN) ISl FHAHIFIY DNS F 1P,

a fF http.csr X OIEITEBS 4K,

keytool -keystore certificates.ks -storetype JCEKS -storepass root password -certreq
—alias http -file http.csr -ext "san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"

b ¥ consoleproxy.csr XAHQIEUFPBELE R,

keytool -keystore certificates.ks -storetype JCEKS -storepass root password -certreq
-alias consoleproxy -file consoleproxy.csr -ext
"san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"

6 KHEPR AR ARG IR .
WIRAEIUERB DD U R 5T Web IR&5#5257, NIflif] Jakarta Tomcat.
TCRARHL CA 25240

7 B CAZHZUET . CARUEBAMEM A LUEBE T 2] VMware Cloud Director #:7%.

8 T A LB LU TR JCEKS BPFEEH,
a BHEBHEAYMHIERB M root .cer XN certificates. ks BHFEM:.

keytool -import -storetype JCEKS -storepass root password -keystore /opt/vmware/vcloud-

director/certificates.ks -alias root -file root certificate file

b WIRKRI AR, WM intermediate.cer XN certificates. ks Z4]FEY
(G

keytool -import -storetype JCEKS -storepass root password -keystore /opt/vmware/vcloud-

director/certificates.ks -alias intermediate -file intermediate certificate file
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c S AHTTPS IR,

keytool -import -storetype JCEKS -storepass root password -keystore /opt/vmware/vcloud-
director/certificates.ks -alias http -file http certificate file

d AL A RERSUET .

keytool -import -storetype JCEKS -storepass root password -keystore /opt/vmware/vcloud-

director/certificates.ks -alias consoleproxy -file console proxy certificate file

XA AR FET AR CA S5 2 IRIF 1578 5% certificates. ks X1,
9 TRAIERCE TN, WiafThh My, DS SR RIN A

keytool -storetype JCEKS -storepass root password -keystore /opt/vmware/vcloud-director/

certificates.ks -list
10 =fTm A LB IUEB S S VMware Cloud Director 524511,

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p --keystore /opt/

vmware/vcloud-director/certificates.ks --keystore-password root password

M EEHE AU AR, WERSE) VMware Cloud Director %45 I viware-ved IR % o

service vmware-vcd restart

RESR

RGBT, WSS WA T HTTPS Al & A S 102 Ll uE B s VMware
Cloud Director %45,

n RAEREACRFIE D, e EIRS ERALT AT VMware Cloud Director lR%5#% FEE IS FE,

n XEEHR A PostgreSQL HiiFERT VMware Cloud Director #5711 S IUE 1o e 4n =

B, S0 B 25 2\ PostgreSQL A1 VMware Cloud Director #4587 Ul 1F 45,

% FA5AFN CA ZZ 1) SSL IEEEANZE| VMware Cloud Director & &

RAEE A RIRAR CA L UER S, MIYER %45 S \E] VMware Cloud Director #1552 /i, #E
TR PESC:, TSN HTTPS Fissdi] & R IR 55 BB FIFL 5 o

EIE ot

n R keytool mid. BEAPIMEH] keytool ¥ CA Z44H SSL F55 A 5] VMware Cloud Director
%5, VMware Cloud Director ¥ keytool [HEIAIMAE /opt /vware/veloud-
director/jre/bin/keytool i,

s CBRRET . A CA UETS . CA B4 HTTPS IR &5 FdasH] & REEIR S5 AL A AIE T3 58 #2125 i,
SB
1 DL root By Efaim st SSH & S sk 5 VMware Cloud Director #5445 .
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2 IRAPRRNES, Haf T N AR CA 252U S IRREB ST, TF a5

cat intermediate-certificate-file-l.cer intermediate-certificate-file-2.cer root-CA-
certificate.cer > chain.crt

3 {{iff] OpenSSL Jy HTTPS M=l &5 HELR 55 Glidrh ] PKCS12 S, Hoh S AL EA33ERn
MR 4, SRIE B PSS o

a N HTTPS k556180 E Sk

openssl pkcsl2 -export -in http.crt -inkey http.key -CAfile chain.crt -name http
-passout pass:keystore password -out http.pfx -chain

b Dyl G LRSS ORI S

openssl pkcsl2 -export -in consoleproxy.crt -inkey consoleproxy.key -CAfile chain.crt

-name consoleproxy -passout pass:keystore password -out consoleproxy.pfx - chain

4 BTSSR MIAN certificates. ks X1

D

cp /opt/vmware/vcloud-director/certificates.ks /root/certificates.ks.original

5 f#if keytool frd¥4 PKCS12 B4FE S NE| JCE KS B4,

a S HTTPS IREH) PKCS12 B54)%

keytool -importkeystore -deststorepass keystore password -destkeystore /opt/vmware/
vcloud-director/certificates.ks -deststoretype JCEKS -srckeystore http.pfx
-srcstoretype PKCS12 -srcstorepass keystore password

b A G RIS PKCS12 B9,
keytool -importkeystore -deststorepass keystore password -destkeystore /opt/vmware/

vcloud-director/certificates.ks -deststoretype JCEKS -srckeystore consoleproxy.pfx

-srcstoretype PKCS12 -srcstorepass keystore password
6 KuFUEHSAEN .

keytool -storetype JCEKS -storepass keystore password -keystore /opt/vmware/vcloud-

director/certificates.ks -1list
7 iz T S VLB 2 S A\ B VMware Cloud Director 545,

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p --keystore /opt/
vmware/vcloud-director/certificates.ks --keystore-password keystore password

8 Hifi CA B AIuFT54ERY, W E NS E) VMware Cloud Director #5514 vmware-ved IR o

service vmware-vcd restart
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RESR

w QR HEESUET, S WA T HTTPS Aids il & A Hm (5 02 Zam e il s VMware
Cloud Director #4%%.

 RAE AR, iR S AR AL T VMware Cloud Director #4855t F i b 72,
IR AR PostgreSQL AT VMware Cloud Director B8 BT 1 AL IE B IO CEAR1S
J, S B 4 2 RN PostgreSQL il VMware Cloud Director #2545 HE Ul IF .

#Z2 VMware Cloud Director iZ& 25

B VMware Cloud Director IR 55#541)7, P LAZ%E Microsoft Sysprep X 4-#1 Cassandra X4 . a1
RS PostgreSQL i, MM LARCE SSL, FHHE VR L5258,

@l VMware Cloud Director %5/, AILA#EH vSphere MIZSIIREIIIFTHIM - (NIC), 1155 W
{vSphere FEWUETE ) $8 7 HH A PS5 1 B 22 I E] B Eo

HEAURECRERERC ) F B A, WIAEREE — A A TS, AT AP SR
PR TEE N “Automatic” . 1S M VMware Cloud Director 445 APl, #HATTRYERIA NS bt
N “Manual” o WSREEEENS 2 AIROMOR DI A — 2, SRR DR “Indeterminate” o
“Indeterminate” HRUAIRES X EE™ M 5 SCRrIH BRI 2 ISR S A — 2. EEEHEM
WMPE IR, 1155 W& E VMware Cloud Director ¥ 5 EHEIaT TR DU b

MIRA 101 F A, RS HFEGERIFIFLS AT U] VMware Cloud Director API IR S e f ik 55w iR,
A SSL 1R T PR IS UFIR 525 . A T4 VMware Cloud Director MZ8E4:, HRCE— NN E
WlE4a%)2, i) VMware Cloud Director API JHTEEEMBR R o/ X e AL, 7E 20 Enk T+
VMware Cloud Director )&, 1i4elit & biE4as &, RIS A P95 14 VMware Cloud Director 5
AAPR . 152 DAL B MR R b1 26

¥ VMware Cloud Director i& & BtX

I VMware Cloud Director 55, HIDABUZIL S RGN D, IRSSAx4H AT VMware
Cloud Director 85 SXBIA M AL Ik 55 25 A7 A 20U FHAR IR A4

BB &

% VMware Cloud Director i#4%. 152l VMware Cloud Director ¥ £5 1SS S A MG E

BB SS S B X Ml VMware Cloud Director £ #8254 [N IX .

1 B R Web #Efil G alie sl G, G i A T AR ERIX.
2 BN RS HDCHIN DX

FrE EIN DR e ) & & A T S
3 Dl root 3% k%] VMware Cloud Director &% 55 .

4 R VMware Cloud Director 25 4d FIHTONIX, SHEIEE) viiware-ved RS .
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5 XJF VMware Cloud Director #3& H A & FF oA R e, S PR 2] PR 4,

BENX VMware Cloud Director & & 812 At

St R U aER e al ACPRER, P LTS VMware Cloud Director Web |15, VMware Cloud Director
AP Al &G AR ER A 5 Web itk

A VMware Cloud Director 23 ¥ G AREEMHE, RO ss 2t & REEAR 556 B @ S
1/ 8443 [A IP Hitik, 155 6,

AR &M

N EE L RGEE R 85, HARGEF A PLHE T X o

S8

1 £F Service Provider Admin Portal TiZSSiksrt, SeEST,

2 FEAANTARRRE T, A L.

3 HEENAMT S, e

4 X VMware Cloud Director URL, 1544 Web 171/ .

a AT HTTPS (2245 X VMware Cloud Director 2N URL, #RfF T FE#DL I
LSRR R I E VA (=T M A1 ST i 8
UETREAI S MR S s i P UEBAHVEAC, izl 3 E15 VMware Cloud Director Hij%%
HEH N consoleproxy [NUF . ALFEAE MRS A6 6 REEERHIT SSL £k,
WEPRE I S S e TS . FPIRREB A ASS RN PEM AR R AURIETS .
("35> BE[%E X Cloud Director REST API 1 OpenAPI URL, 5 5CHEiH Web [TPEB T,
a MINEEX HTTP HAK URL,

ul

B, Sk HTTP B URL % N http: //veloud. example.com, W W[PIAE nttp://
vcloud.example.com/api 1/l VMware Cloud Director AP, HFJDIfE http://
vcloud.example.com/cloudapi [1Jj[n] VMware Cloud Director OpenAPI,

b HIAFENX HTTPS REST API JLAK URL, JRJE Bty 8L BT+ iz md v (S AR

Bilan, S HTTPS REST API ALK URL % i N https://vcloud.example.com, JN|A[UL7E
https://vcloud.example.com/api |1/l VMware Cloud Director API, HnDITE
https://vcloud.example.com/cloudapi 1/ VMware Cloud Director OpenAPl,
UE PR IR 55 v e A R UEARVE AL, Zub 157l L2 E#EI18> VMware Cloud Director 5L
TR EINAZ 09 neep UESS, WATDUE 0EISMES VIP B4 CIEPRAEN] SSL 2511 o bk
PSSR . R ATE S LA A SRR PEM A ARIARIE D

6 HyAENX VMware Cloud Director 23 & A FE T

IFEHiE S VMware Cloud Director #:85 etho W-KHU5E 2R EE 4 (FQDN), i FQDN Bk 1P il
FE5E, FE N0 8443 T4 RIIRS .
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7

B4, *F FQDN 4 veloud.example.com [f) VMware Cloud Director &£5 3245, 1A

vcloud.example.com: 8443,
VMware Cloud Director K it &5 ARHHIEAE VM ET TRl 5 & 1
TP, R

LYFHEE Cassandra HifEEE LUFE[h L E SR EE

VMware Cloud Director RIS TR, 1ZFEPRE BT 2= R UL R AU B A (o FH & 1 24 i
M R . s dsbrddis 2k /r Cassandra #H5Er,

Cassandra se T IREWE A, AR 2 dE 220 T R e Re iy ZE e il as HAFes, DU B
AR bREE I R e 80 . an 34522 VMware Cloud Director SZEFMRERIA RS 22 0 sh s fgbs, )4
BULBERAC . Cassandra FFEEJH 1 cell-management-tool ¥HFEEERE] VMware Cloud
Director, &2 i AabrAes 2l 5dm R

IR
= KiF VMware Cloud Director s 5 V238 HAFAFIaAT, SR n] e Bds 4t
m IEMAEE Cassandra, 1A http://cassandra.apache.org/ HE LMK

1120 {(VMware Cloud Director &ZATUiH) , TR TIVEM =5 rEdi 41 Cassandra kA7)
o AP http://cassandra.apache.org/download/ T 3% Cassandra,

ZEREIF R Cassandra FEgE:

Cassandra FEEENIIE /DA E 4 DN RN, FHHIX RN ASEZEAER Nk B 2 41 1.
TFEM/S Cassandra Fi-f15 4.

J5 T Cassandra & P 277 S 85, 152 W http://docs.datastax.com/en/cassandra/3.0/
cassandra/configuration/secureSSLIntro.html,

J5 T Cassandra [T P S35l . 1520 http://docs.datastax.com/en/cassandra/3.0/
cassandra/configuration/secureConfigNativeAuth.html,

TrHE Cassandra FEEE [T Java Native Access (JNA) A 3.2.7 ok 5 i,
Cassandra 7 & 21 S 2 rl e

F SSL 55 Cassandra —& & rldefiefF. iR AERIE ATy Cassandra JHH] SSL, MLAZIUR B
A~FAJT (SVCLOUD HOME/etc/global.properties) ' global.properties X/FHRIEE
24 cassandra.use.ssl WEN 0,
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EZ 3

1 ffiff] cell-management-tool SHFEF7E VMware Cloud Director 5 Cassandra JEEEHT Y 52
[EIfRAE U7
HELL T Rlas W, nodel-ip. node2-ip. node3-ip ¥l node4-ip +& Cassandra AR DI 1P Hb
ko ETIER GG (9042), iR iEtrEidmf IR 15 K.

[root@celll /opt/vmware/vcloud-director/
binl# ./cell-management-tool cassandra --configure --create-schema \ --cluster-nodes nodel-
ip,node2-ip,node3-ip, node4-ip \ --username admin --password 'P@55wOrd' --ttl 15

AR TEE THMER, S0 5 5 PorEi T S,

2 () R ET: VMware Cloud Director hiiAx 9.1, 15f#i)1] cell-management-tool it B
AR AT T i FE R
1A THAULA Pl a4

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool cassandra --add-rollup \ --username admin --password
'P@55w0rd’

3 dEEa A VMware Cloud Director 7.

LIEFAEE RabbitMQ AMQP RRIE

G Bl RO ZEE S . 1Ak VMware Cloud Director APl §Ji& ({1 Container Service Extension
(CSE). VMware Cloud Director App Launchpad &k vRealize Operations Tenant App) , A% %E
I E RabbitMQ AMQP 13,

SN B ATMY (Advanced Message Queuing Protocol, AMQP) & 14 EASI T RFRE, SHr
ARG T ARG B . VMware Cloud Director {i# ] RabbitMQ AMQP R A it ik 55
PG A A T B £

BT Linux 24531 VMware Cloud Director, FdEAIN, TTUUEH MQTT & Pt RabbitMQ
AMQP RFE, W& 1] MQTT & P i) P AT 55 .

1 M https://www.rabbitmg.com/download.html & RabbitMQ Server,
I35 RabbitMQ ik A Z, 1520 ( VMware Cloud Director &1 T ) o
2 %I RabbitMQ 2 iIE SR L F 4% RabbitMQ,
RabbitMQ JI 5575 LWL Z#EE VMware Cloud Director FIC/ERIZ% | 1] 2k,

3 {F RabbitMQ ZZEWIA], 1 NECE VMware Cloud Director PL 51 RabbitMQ 2Rl T AFfT 51
{E.

= RabbitMQ Ik Fae EAL e R ek, Bl amagp.example.com,
m  [i] RabbitMQ HH T S I UE R A S 2 A b
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AR AEE . JE SSLIERIMESN 5672, SSL/TLS FER NG 1ok 5671,
n  AEFETON TCP.
m  RabbitMQ EWMI L. ZRiIk “/7 .

BESR

ERINEHLT, VMware Cloud Director AMQP JIR S5 A A1 8. TLARCE. AMQP JIr 55 LA
SSL nasix ey 8., A, AT ARG E RS I)J\T,LEFH VMware Cloud Director ¢ |- Java Runtime
Environment fiJERIA JCEKS (H{F/A%IX GEE AT $VCLOUD HOME/jre/lib/security/
cacerts) WuFfCEMIFS,

Yt VMware Cloud Director AMQP RS 5T SSL, 12 ( VMware Cloud Director IR&HEAE T
PRI HERE ) AOBEC T AMQP ARER(E R

F R FER VMware Cloud Director i%#

MIRA 9.7 JHifi, VMware Cloud Director %8 tudh—"HA7 = v JIPEDIAER IR N\ 20 PostgreSQL £l
JiE o AILLKE VMware Cloud Director Beas 2B S A, 1bAh, I8 il DL AN PostgreSQL £k
FERIELAT HHRCAR VMware Cloud Director 17551074 VMware Cloud Director #8552 10.0 5 =
W KFY) VMware Cloud Director Bik5,

F42% VMware Cloud Director i%#&

VMware Cloud Director %%

M VMware Cloud Director 10.0 }4fi, A3 £F Microsoft SQL Server £ffz/7% .

TH4% VMware Cloud Director I}, #hAAT S IIAT 2R DL N 42 -

= UpTfT VMware Cloud Director Ul R EEAR . AXREMFEE, HEN THAITEER”
E

CYFTETIY VMware vSphere @ JiiA,

n CYFTHTTIN VMware NSX®@ JiiAs,

s B VMware Cloud Director 22 I [RATfl 85 = 5 414k

2% VMware Cloud Director 53Ath VMware 7= M 28 = 5 E &0 de A EE B, 152 1 (VMware 7~
S EARVEMERER ), W http://partnerweb.vmware.com/comp_guide/sim/interop_matrix.php.
T HAE VMware Cloud Director 42t #2rhF-2% vSphere ik NSX 414}, MAGAEF4: VMware
Cloud Director Z 51T, 152 W74 VMware Cloud Director 2 5.

Z/DJH—1 VMware Cloud Director JI55+#s/5, n VAT VMware Cloud Director #dia/% . 12504
A THHE RS # s, THRERAS TR B, R IEEEI TS VMware Cloud Director (L5514 . 2
AT B E R T 555 B R, WIHE AT i MMERT IR 575 33 /e T IR AS T
%
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TP BRI B R B UL N AA 7B (E VMware Cloud Director £ i H -
AR R E M SO R B R
s CETE5SHLEE X K FHHK Microsoft Sysprep XS B H 4R

THEFFEUE K VMware Cloud Director fSAIUNR],  LAETHRIR S5 ae i BT AT IR S5 AU e . AR fdi
Ht A s, LB HE SR E—E A, B, RG4FRAURE, TEJH% (The system is
offline for upgrade)o

MARAS 10.1 T4, IRSSHLAERGANEE PRI LT VMware Cloud Director API il S5 7e f Ik 55 R 1,
IAE SSL 8 Tt B IR &S 25 S5l 1T 1£ 9" VMware Cloud Director &84, AL E — NN BRI
WlE4a42, #i1] VMware Cloud Director API JHTEEEMBR R oI Vs X e L. 7E 2038k T4
VMware Cloud Director 2 Jii, el Btk iagns58, SR HAFL 4% 74 VMware Cloud Director 1/
FIAR . 152 DAL B G E PR 4 51 4

BEEEG FFHEMA 1015, VMware Cloud Director GAZA I E 5 H A Bt T SRR i 15 O uE
1. XEAN VMware Cloud Director ## SSL UE-Bi 7y 2UE 4 T . WERAETH 2 T A uE B S
%] VMware Cloud Director, 7T SSL ¥GuEAl#E, vCenter Server 1 NSX 4% ] A2 s e il
R TEXPIENL T, THEIE AW TR

1 ]é?f%fc%ﬁfiiﬁ trust-infra-certs éﬁ/%b‘)\ Qijﬂ%ﬁﬁﬁlﬁ%?‘r]\@]%qutlﬁ%ﬁﬁ%qjo 1%57(;‘%}‘]\
vSphere BRGNS UE TS o

2 {t Service Provider Admin Portal Ul H1, ##55> vCenter Server fil NSX 545, SRE1EE Ut
RTINS

\

T# VMware Cloud Director i&%&

QIR VMware Cloud Director IlR%5 #5447 VMware Cloud Director 9.5 #:55B,  WIHGER
IR R B FER RN VMware Cloud Director 445, HEEETR T/ A 115 JH T Linux 11
VMware Cloud Director 223 FE 5 AN A S . 152 WiTF2%] vCloud Director #£% .

IS VMware Cloud Director Batfdi AN Oracle Zd 7 sk 4N Microsoft SQL ks, MAazist:
TR A PostgreSQL ¥, SRS HF24%] VMware Cloud Director 101, A XFF4&R, 15& AT
Linux _714% VMware Cloud Director,
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FTrRFEBEES TIER

TG

HAAM Oracle £di 1) VMware Cloud Director 9.0 F1 9.1

HAINIL PostgreSQL 4 1) VMware Cloud Director 1%
% 9.5

Linux I EA4NI PostgreSQL $dia ek VMware Cloud
Director 9.0, 9.1419.5

Linux I EA4NIB Microsoft SQL Server XdkEFEN VMware
Cloud Director 9.0, 9.1 19.5

Linux - SN Microsoft SQL Server £idli ) VMware
Cloud Director 9.7

Linux 4N PostgreSQL K ek VMware Cloud
Director 9.7

VMware, Inc.

HirERE

BAHEBRAS PostgreSQL FHIEFER VMware Cloud Director
#4%10.1

1

X Linux % VMware Cloud Director 9.0, 15
VMware Cloud Director FFZEIA 9.1, 152 WA
vCloud Director,

H# Oracle i AT 22 PostgreSQL Ak, & WitH
5| PostgreSQL i,

BRI R THE S Linux 1) VMware Cloud Director
10.1, 52 WHJIT VMware Cloud Director 2225 [( i 7
Pk T-5hTH4: VMware Cloud Director %735,

1TF%] VMware Cloud Director #%% 10.1. 155 A4
HNEB PostgreSQL £kiZE) VMware Cloud Director i
%] VMware Cloud Director #%%.

BRI T3] Linux FIFJ) VMware Cloud Director
10.1, HZWHIT VMware Cloud Director 25 {1 T
25k T-Eh 7% VMware Cloud Director %%,

T#%] VMware Cloud Director 445 10.1. 15 WA
SN PostgreSQL £ VMware Cloud Director 152
5] VMware Cloud Director #45.

BRI T Linux 1219 VMware Cloud Director
10.1, 52 WHIT VMware Cloud Director 2225/ T}
ek T-5h 714 VMware Cloud Director 4¢3,

1TF2%] VMware Cloud Director #5101, 152 W4
NI PostgreSQL £l Zf) VMware Cloud Director 1154
%] VMware Cloud Director 4%,

P ENE T E] Linux 1) VMware Cloud Director
9.7. & I+ vCloud Director,

TH%] VMware Cloud Director #%% 9.7, 1% W#HA
SN Microsoft SQL $dE (1) vCloud Director 1TF£%
vCloud Director #%%.

BRI TS VMware Cloud Director 4% 10.1, 1
Zx DA FH SR T14% VMware Cloud Director %45,

iT#2%] VMware Cloud Director %% 9.7, EZ WG HA
SN Microsoft SQL %k ZERY vCloud Director i f4%
vCloud Director ##%.

BARIIAETT445) VMware Cloud Director #4101, 15
Z DU S T 1% VMware Cloud Director i#55

iTF%] VMware Cloud Director %% 9.7, & IEHHA
YN PostgreSQL £dfi/Z:f) vCloud Director 1T 4%
vCloud Director %%,

BARIERETH4 4] VMware Cloud Director #45 10.1. 15
2 WAE H B HH 0T 4% VMware Cloud Director 445
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VMware Cloud Director 2234 | it E AT 4445/

BFrERE

BAHEBRAS PostgreSQL FHIEFER VMware Cloud Director
TRI 4% 10.1
Linux FFLA4N PostgreSQL K% VMware Cloud 1 1F#%| VMware Cloud Director %% 10.0, 12 WEAT
Director 10.0 SN PostgreSQL A2 vCloud Director iT 4%

vCloud Director %45,
2 4/4’*F|’]%iﬁﬂ—é—&fﬂ VMware Cloud Director #7% 10.1. i
Z: WAL T 7% VMware Cloud Director 45

AN PostgreSQL £idlij#1) VMware Cloud Director B ERETH4%] VMware Cloud Director 444 10.1, 1551
s 9.7 K110.0 i FHSHH A (0 TH2% VMware Cloud Director #:4% .

{EAEIFFEEEF R VMware Cloud Director i%&

A U FHECE -0 VMware Cloud Director ¥ £ THE R, B2 1 VMware Cloud Director
B N HHBAMER o

1F VMware Cloud Director ##53EF-4%1H], VMware Cloud Director Bk %62 1 T4E, FHaES
(ERL— B o AU TR B 1T+ 2% 55 VMware Cloud Director i#45#1iz1T VMware Cloud Director

BOREEFHRHA T 7N B . VMware Cloud Director IR #S4H A TR i, HAE e —
/™~ VMware Cloud Director #£% 1) VMware Cloud Director Ilk%%. 1F VMware Cloud Director

HTTP St o B T (EAABC A D2 2 A s I A5 1 a7 v R 24 1 O PR

BN H T VMware Cloud Director & H 5 R E T2, WEH 51 F 5819 VMware

Cloud Director #4%%.

BB &4

H B VMware Cloud Director i85 i,

1 FEM 0.1 5B S AT F R A T AN, @R 5 T = Bk 55 Kk AR i B shdb Tl Do, i
TEFHE AR S DI X SO Manual, FFJE, PIDUKMSE IR & B Automatic, BN
VMware Cloud Director %% [ 2t

2 B EIBOREE ST SRR 2 VMware Cloud Director #£5ir{E[1) vCenter Server 54,

3 3i#lE VMware Cloud Director 4%, fr#izisiss, SRE R EHIR > REAZFYRERS.

4 EEREReS, AR HPR > AR B AR R AT R A, RS R RE

5 HE VMware Cloud Director %45, A HERIR > B,

6 AINEIE P T PR T AT AR T IR R IR, 72 A E VMware Cloud Director ##57H
TeE A TR LA Db

73

1 7F Web J5E 2, %575 VMware Cloud Director 1445 S48l 5 25 B HE 2 B DR A 1445
https://appliance ip address:5480,

il N RS MR, DT R Es, RIS BT RTINS AR 7 BT, 2oty Bl e, A2 ]
B

VMware, Inc. 52


https://docs.vmware.com/cn/vCloud-Director/10.0/com.vmware.vcloud.install.doc/GUID-D8D2BB80-E9C0-44A8-9531-5F36FAE1F0C1.html
https://docs.vmware.com/cn/vCloud-Director/10.0/com.vmware.vcloud.install.doc/GUID-D8D2BB80-E9C0-44A8-9531-5F36FAE1F0C1.html
https://docs.vmware.com/cn/vCloud-Director/10.0/com.vmware.vcloud.install.doc/GUID-D8D2BB80-E9C0-44A8-9531-5F36FAE1F0C1.html

VMware Cloud Director 2234 | it E AT 4445/

2 RIS T RS
T RIETIR R

VMware Cloud Director {E N HAT S &, R VMware Cloud Director v.
v.v.v-nnnnnnnn_update.tar.gz, HH v. viv.v EORFERCR, nnnnnnnn 3o mNEOR S,
1, VMware Cloud Director 10.1.0.4424-14420378 update.tar.gz.

3 GEREEH IR 1ocal-update-packag H%.

mkdir /tmp/local-update-package

4 AERT I H b S U

tar -zxf VMware Cloud Director v.v.v.v-nnnnnnnn update.tar.gz \

-C /tmp/local-update-package
5 ¥ local-update-package HXIEE NI

vamicli  update --repo file:///tmp/local-update-package
6 A HHT DA U TS IE AT T A

vamicli update --check

BERS, A s AT R B

7 ia{TPL R4, XM VMware Cloud Director:

/opt /vmware/vcloud-director/bin/cell-management-tool -u <admin username> cell --shutdown
8 N H TS

vamicli update --install latest
9 WHSSMFITHN T T EE P 2 2 8,
10 MR, %4 VMware Cloud Director #£5 i NN B

/opt/vmware/appliance/bin/create-db-backup

1M MEMEEH, 1217 VMware Cloud Director /% upgrade SR o

/opt/vmware/vcloud-director/bin/upgrade

12 FH 51545 VMware Cloud Director 1445

shutdown -r now

RESR
w WUERTHULED, AT AR

JANO0

VMware, Inc. 53



VMware Cloud Director 2234 | it E AT 4445/

s RTFEART, FTPLE VMware Cloud Director #5845 [0 21 T A it R . 152 W IR 2 e
|77 VMware Cloud Director 445,

£ VMware E#{EiEEF 2 VMware Cloud Director i&#%&

TP VMware H 7K VMware Cloud Director #545 MW A 9.7 FHE B A 10.0 M 5w A

N FHBAMEF

F G VMware BT F# ) VMware Cloud Director 7452 5:5i1) VMware Cloud Director
fAe VMware BUFT{7if AP 0GR IR HTRAS . AR ESK VMware Cloud Director THEEHABARAS, 115
S WAE TR0 TH4% VMware Cloud Director 45

7F VMware Cloud Director #5354 A, VMware Cloud Director IRE 44511 T /E, JHHA A HES
ML — BN ] o ASEHLN TRIE R T TH% 55 VMware Cloud Director #£51i21 T VMware Cloud Director
HOREFH R AT E N H] . VMware Cloud Director IR S &4 i TR ey, HaAE e —
/™ VMware Cloud Director #:£5 1 VMware Cloud Director k%%, 7 VMware Cloud Director
HTTP S sSU i T T AP A 0 A A I 452 1 b s PR 28 - O PR T o

KRS HITHEA VMware Cloud Director S IF5¢ il a A 4s, LA #5154~ VMware
Cloud Director %5

BIR &M

s 4 VMware Cloud Director T4 25 1R IE

a  MIRA 101 B O el BN, an iR P = 8508 22 MR 55 & A=t B shadb A Tl e,
THAE TR S IR 2 Ok Manuale FFE, P DCESE DI % B A Automatic,
12 Il VMware Cloud Director ¥5% [ Zhid s bt

b EsE IR m ] TR = VMware Cloud Director #5451 7E[f) vCenter Server 52441,

¢ Si%13: VMware Cloud Director 5%, #A#di245%, ARG H-HHIR > XHEPYEER
%

d AEREdes, AP > AERRIR . AR 2RI R, RS R E
e 7#¥isE VMware Cloud Director %, SARMTEIR > B,
f o AR A AT PR R RO SR T ERIRA . 12 L& VMware Cloud Director #
SR E TIRDURI S D 2
»  J5iF VMware Cloud Director ##544%1Jj[7] https://vapp-updates.vmware.com,
PR

1 fF Web #lEss, %55 VMware Cloud Director 1845 S5l 25 4 HE I - B DLR BT 1445
https://appliance ip address:5480,

1 FEREHIR BRI 325
2Vl root Syt SSH & ik E) E ks m i G o
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3 HTEAEPEE T RN VMware BRI

vamicli update --repo
4 REUFLASUE VMware BUFEE R 2 15 BAT BT Rs o
RINGH T, vamicli midEIA VMware BUF TG .
vamicli update --check
I, TR sy e] F BE
5 i={7PL M4, 2% VMware Cloud Director:

/opt/vmware/vcloud-director/bin/cell-management-tool -u <admin username> cell --shutdown

6 LTS, &1 VMware Cloud Director # 251 N A Ak 4

/opt/vmware/appliance/bin/create-db-backup

T Ames s —Ke. NHATTHRG, AESMHKS.
7 MR T
vamicli update --install latest
8 TR EAIHRMS BTN R HRIT, HARA S P EEPITLE 3, 4. 57,
9 M, 51T VMware Cloud Director $Ji/4 upgrade ST,

/opt/vmware/vcloud-director/bin/upgrade

10 #5155 VMware Cloud Director #%5.

shutdown -r now

BESR
WIS TEAT), WATLUER VMware Cloud Director 5 £ PR,

. URTHCAR T, T VMware Cloud Director WG MIR BT FR AT A SR I . 152 WIS
[717% VMware Cloud Director %45

m {0 vamicli update --install latest ap 22, 155045 VMware Cloud Director [

E PN
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H M5 EE VMware Cloud Director i&%%
% VMware Cloud Director #£5THA,  WIRT DU FHAE T2 2 1 A2 i ri& 25 B IR IR VMware

Cloud Director #4%%.

JHERE 2 /T, 1 H VMware Cloud Director #55 API i FREEA S A 1D, 1520 http://
code.vmware.com [ {VMware Cloud Director 5% APl ZigZ% )

1 3 VMware Cloud Director #2524 T2 A A R bR

TR (s PV S DA I LR IR . 152 0 (vSphere JEIUAUETEEFETE ) HAO6E L S liis it
VM i,

2 793 VMware Cloud Director 1545 i Ci B I

3 EiEEkimn SSH % sk E14 VMware Cloud Director 545 FITIHIE 2 %, A HiLA root H
Bk

4 {2 A T Y VMware Cloud Director Il %%,

service vmware-vcd stop

5 ffi}{]4: VMware Cloud Director HITHH M rRf i1y fi.
a DL root By Bl SSH & S Gk B L HTHIRE R S
b ¥ HEECH postgres.

sudo -1 -u postgres

c iafrar S LABGHIEM 8 s s ot
LBIHENI AR TR A AL BAHRPET A 1D,

/opt/vmware/vpostgres/current/bin/repmgr standby unregister --node-id=node ID -f /opt/

vmware/vpostgres/current/etc/repmgr.conf

d T 5.c BGHHM A e BT
6 ft vSphere Client H1, SCHIFFMIERITA 2 %
a {r vSphere Client 1, S84 HE .
b HFERSNBE, AR RERIR > KHEFYBRIERS.
c BT, RA T W ER
d NHAbE RS HITEL 6.c 2 6.3,

7 EiF repmgr T HZFFIS: VMware Cloud Director #££5 LItk A I\, PostgreSQL #di 7 & 75 11
Lo

a CBHFEMC postgres.

sudo -1 -u postgres
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b =T d, RWEFERS.
/opt/vmware/vpostgres/current/bin/repmgr cluster show

25 5 SR A DR M — Y S AR

ID | Name | Role | Status | Upstream | Location | Connection

string

Node 1 | Node name | primary | *running | | default | host=host IP

address user=repmgr dbname=repmgr

8 HHTHBEHHNA . &M 1#i)T] vSphere Client % VMware Cloud Director %45

9 PiPsskimnl SSH & Ptk 2]4E VMware Cloud Director 4% BT IH/E 2%, Wbk root JI]
B8

10 JEZ) VMware Cloud Director fIlR%%

service vmware-vcd start

B EHIMEB PostgreSQL #i#EER VMware Cloud Director £ Zl
VMware Cloud Director i &

W ET VMware Cloud Director ¥4 HIAMNES PostgreSQL £ /4, AT PLEFES RIS VMware
Cloud Director #£21# VMware Cloud Director #1J5., #2471 VMware Cloud Director 445 1]
PAEEEET Linux Bk VMware Cloud Director #8555 ) VMware Cloud Director %%, #ift] VMware
Cloud Director R r] AL i i IR N (il & 1\ 2 PostgreSQL #dki /.

TR TAERAAFEIIA R,
s FFIATY VMware Cloud Director FRJ5

. I VMware Cloud Director B8 — Nk 24521 61581 VMware Cloud Director Il 55+
?ﬂ

w CREONSEIR AT R R N AR A
L= Pas g 1) S5 6 IR e cEA e
o1z

R M TN PostgreSQL B ZERI A 9.x, 1M PostgreSQL Fila T4 Bl AR 10 ml H 2
A

2 BMATHY VMware Cloud Director FRIETHE IR A 10.1,

—_

12 WAE Linux _FTH4% VMware Cloud Director,

3 #ATFRIE VMware Cloud Director S 2%
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10

n

12

TEE T4 VMware Cloud Director BRIV ETT |, ia1TVA Favds, 21 VMware Cloud
Director k%%,

/opt/vmware/vcloud-director/bin/cell-management-tool -u <admin username> cell - -shutdown

TSN PostgreSQL Hulif I, &6y A&z .

sudo -u postgres path to pg dump -Fc db _name > /tmp/db_dump name

R/ ep SRR BRI ZSTRIAN L, TS A E A e it S
IR B PR F AR 2 FRAR T veloud, 1iFid FHIP AR E LR,
FELBRAB L, AU E TR R P s S B

AR VMware Cloud Director B FEIAT IR 1P ik,  WAZ0Es A -2 il
ZI4NES PostgreSQL FufE A, AR ITHIHL R

a BT /opt/vmware/vcloud-director/etc/ H) global.properties.

responses.properties, certificates. proxycertificates fll truststore X/-&E

FIFNINT PostgreSQL HEFE 11 / tmp SATAT Bk fr .
b IR ITH IR,

WIRFS B VMware Cloud Director SRESH FHIIA TGS NFS RS 28, i57E NFS R4 4 dt
IS ISR NFS B3l

JoEE A REEEST, EYIH NFS rH PRI H T 1D Fi4d 1D (UID/GID) FIRES T NFS HIFgH ) 1D
FI4H 1D ASVTL

i 5% VMware Cloud Director 5 — Nl 24 S GRS w4 .

w QUEREGE EAE R T ETIRE, u A B EITAIPI A S T K (k) — A el A
vCD R HHREFF T,

w  QURC I BRSE T LR, AT AEE IR BTt s 1P bk,

w  WURTEELA NFS RS U, WAL RTERGE A X AN E e S H s
B2 VMware Cloud Director ##5IEB& MAIAARL I o

EREAHTER T B, 217l R, %1 VMware Cloud Director [R5

service vmware-vcd stop

FIN PostgreSQL i I / tmp SRS LG SO S 2 F A o B /emp AR
H2 WP 5,
BB SRR

chmod a+r /tmp/db_dump name
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13 VA root S8R BRI ot Tl &, AREF VMware Cloud Director £l 78 AN A

(RN ¢/ T

a

K PO postgres, 1ERE] psql BdafeZn, RIFafTIA MIERIVAEFE veloud BilfE,

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psgql -c 'DROP DATABASE vcloud;'

AARIAT SN BRI T 5 5 veloud A, 1S IAE PR 6 Hid s AR el —A ]
o

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psgql -c 'CREATE USER
<db _owner external pg>;'
iif jele restoreﬁ%%?o
sudo -u postgres /opt/vmware/vpostgres/current/bin/pg restore -C -d postgres /tmp/

db_dump name

WREA SNSRI B e AR T veloud, EMITIAESE 6 Hid IR R 2 2 p o

HMN veloud,

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psql -c 'ALTER DATABASE
<db_name external pg> RENAME TO vcloud;'

R4 VMware Cloud Director IRHIE =T 2 A E T veloud, 1A ERTH 4 Bk
N veloud, RIGEERTEHNICY velouds

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psgql -c 'ALTER DATABASE vcloud
OWNER TO vcloud;'

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psgl -d vcloud -c 'REASSIGN
OWNED BY <db owner external pg> TO vcloud;'

14 TERF B ISRTT b, s B A dh, ARG BTG B 5 8) VMware Cloud Director %5,

a

C

RN SAEAAEDCRES S, SRR AT IS PostgreSQL i FROAIE (FE 5%
a R SRR D XS

global.properties. responses.properties, truststore, certificates

proxycertificates Xy T /opt/vmware/vcloud-director/etc/ Hi,
BB S, B /opt/vmware/veloud-director/certificates.ks,

T2 MaE RS AL il 5 s P S o
i2{TbA R, Tt E VMware Cloud Director JIlR%%

/opt/vmware/vcloud-director/bin/configure --unattended-installation --database-type
postgres --database-user vcloud \

--database-password db password new primary --database-host ethl ip new primary --
database-port 5432 \

VMware, Inc.
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15

16

17

--database-name vcloud --database-ssl true --uuid --keystore /opt/vmware/vcloud-
director/certificates.ks \
--keystore-password root password new primary --primary-ip appliance eth0 ip \

--console-proxy-ip appliance eth(0 ip --console-proxy-port-https 8443

Hrp.

m  —-keystore-password [H 5L IIRIL root B —E,
--database-password {H GE KA L AR H B B I Bds R 2 i — 5,
--database-host fH 5 E&AM ethl W% IP Hislk—2,

m  —-primary-ip {5 EAMN etho W% IP Hilk—5,

m  ——console-proxy-ip {H 5% %M etho L% IP Hohlk—5,

m  --console-proxy-port {5 REM ARG 8443 —5,

HoEEHER R R, WS IR E] VMware Cloud Director #5251, HHiiE VMware
Cloud Director HE%S‘E&O

d ={TPA 4, JHsh VMware Cloud Director flIi%% .

service vmware-vcd start

TP /opt/vmware/vcloud-director/logs/cell.log T IO Il

BRI etho IP A3E/E HTTP, HTTPS Ml TCP I 1 3k il 7s
i, FEMGX e R IR IHEY Linux VMware Cloud Director it IP,

RS ST A B TS S B B, i VMware Cloud Director SRESHT RS S5 A,

a RS 4l R el etho % 1P HikkTJT Service Provider Admin Portal, )
https://eth0 IP new cell/provider,

b ik BRI A RGBT % 2] Service Provider Admin Portal,
c  WUFEIT vSphere Rz & IRAE WA P27 AT T,

KIhEUE VMware Cloud Director iT#2)5, {#)1] Service Provider Admin Portal MF% )& T-1H
VMware Cloud Director g T4 &%Eo

a  MTESIRIBHR ~ SR,
b fEAEH, BRI,
c  EPHREEERIT, KRR BOEENT.

AP VMware Cloud Director #:85 PURHR SUAs MBI E AL IR IR S5 w2
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BESE

I VMware Cloud Director B R A2 2k 15 BN IEMZS Zub 15, i7ERIAES

AT b, BT R

1 BB NN R /opt /vmware/veloud-director/data/transfer/
certificates.ks JFE,

2 s THITER T Har S LB

PR veloud.veloud sellt XKAFHIFTA A

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p --keystore /opt/
vmware/vcloud-director/data/transfer/certificates.ks \
--keystore-password ks password old vCD

3 @¥i5h VMware Cloud Director JIR55 .

service vmware-vcd restart

SRR IAN IR S5 RS AR IR R 51, T2 o FHIX L Se 4 25 AU PR B2 AT

FH2% VMware Cloud Director ZJ5

T FT47 VMware Cloud Director IR &S #s AL =8 E 5, v RATFIC =52 LIk 551 NSX Manager
A, RN, AIRATF AR E] VMware Cloud Director 223514 ESXi AR vCenter Server 5241,

EEEHT VMware Cloud Director {3754 Edge W2, WILEHTMTIHR AR 2% Edge W N
A, 72N https://kb.vmware.com/kb/66767,

MARAS 101 JF46, IRSSHLAERGFFE S AT LG ] VMware Cloud Director AP il S5 zefe ik SR,
FEAE SSL 1R T AR e bR S 2% 5. b T 47 VMware Cloud Director [Z814E, 1 E— N NEEE
WIE44155%, i VMware Cloud Director API g THE MR CEE VS X Be AL, fE2e 2
VMware Cloud Director 2 Jim, iiJclt Btk iagas58, SR FHAFL 4% 774 VMware Cloud Director 1/
AR . 155 DLl B G AR 408155

FEHEY TR 1015, VMware Cloud Director 1AWl 5 B AR S pt 2R A4 i i

45, XJEH N VMware Cloud Director £ H SSL UFBR T &4 T4 . RAFFR 2 miAH B SN

%] VMware Cloud Director, M1 SSL ¥ukFnji#i, vCenter Server Fll NSX &4 0] fE 2 i oRiERE Il

H ko EXFMEOLN, FHEEM R

1 B THRICEIETH trust-infra-certs & A HEPE T UL B SN RIS RUEPAEE T . 153 W
vSphere FEJ S N k45

2 fF Service Provider Admin Portal Ul /1, P54~ vCenter Server Fll NSX S48, SRfE7ERESZUET
R NGRS

\
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F% 5 B i&EHER vCenter Server R XBEAIE N NSX Manager

T2 8] VMware Cloud Director [ vCenter Server 1 ESXi ML 1, i1 51% vCenter
Server JBEE NSX Manager,

4% NSX Manager 2Hil NSX FFERIHEER I A], (HAS LRSS . PTLAYE VMware Cloud
Director T ATELTH A TH4: NSX Manager, [fi/cit e IEEia{ T VMware Cloud Director Hiyc,

HITHE NSX 15 ., 1S 0 NSX for vSphere XC#%4, Mtk https://docs.vmware.com,

i
1 TS5 M2 VMware Cloud Director 42311551 vCenter Server Sk NSX Manager.,

2 JFHHT NSX Manager Ji7, AJRAFFET vCenter Server 24 F11 ESXi FH1.

F£% vCenter Server &% . ESXi #1501 NSX Edge

T+ VMware Cloud Director 1 NSX Manager &, #0724 E 1 EME] VMware Cloud Director 1
vCenter Server 241 ESXi 141, FFLrf Chik$: vCenter Server 2401 ESXi MU, AT DAFF2%
NSX Edge.

AR &

N TR %2 =11 vCenter Server RZUHIIKIEE NSX Manager., 1152 IR S R
vCenter Server R Zi <05~ NSX Manager,

1 %] vCenter Server 5:4J,

a {F VMware Cloud Director Service Provider Admin Portal T SRR E IR ~, sk
vSphere %R,

b EAMIEHT, il vCenter Server 3,
c EPEEANN vCenter Server SIS AN B, SRR
d HELHE.
2 J} vCenter Server A%,
XL, 50 (vCenter Server F14) .
3 WU VMware Cloud Director 23] URL FHiE 3%
a  MIEBSATRH, B,
b AEAMIEARHIE T, A k.
c  WAITA A I,
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VMware Cl

oud Director 4%, fic ¥ T2 Harg

4 Jil3r VMware Cloud Director Hiff) vCenter Server 1

a

b
C

d

7E VMware Cloud Director Service Provider Admin Portal T SR r& B ~, sk
vSphere %R

e, s vCenter Server S245.
et H bR vCenter Server s7 IR de 24, SR BEHER: .
FLHEE .

5 FHRE T vCenter Server &GS RFIEEN ESXi FAL.

W& (VMware ESXi 7+4%) o

BEEN HEARA BT A B LS P SCREUNL, 1/ MIER TR ST
THUREERT VLRI SE i o e v EMLE R B TR A U

a
b
C

d

1] vCenter Server RGuR FHUE THE R, I oiFz BN LR A RN LT R 21t 4B,
THEEML

i vCenter Server R2Z T HTER: 1M Lo

i} vCenter Server RAZuk FALR H4EP B,

6 (i) TS5 T vCenter Server 24 NSX Manager I Y NSX Edge.

FHHJE I NSX Edge Motk T HEREAIEE M . @RI DLEH] NSX Manager 2k VMware Cloud Director 2k
TJI4% NSX Edge.,

RESR

HIRAEH NSX Manager 714 NSX Edge 115 5, 152 Il NSX for vSphere SXA%, WHEN
https://docs.vmware.com,

Fi# ] VMware Cloud Director T} NSX Edge &, WA Edge i1 VMware Cloud
Director MZEA4 FHATHRE:

= {iiJf] VMware Cloud Director 5 VMware Cloud Director AP| fi'# Edge IR 551124
I, SxAHRHL A BTk Edge MISE,

. JHE Edge WSS TH I NSX Edge #f .
* 4 NSX Data Center for vSphere Edge W23 Friiils .

w T vApp MBI vApp WSR2 2 SCEIT NSX Edge it HHLE vApp HE
H vApp M4, LS vApp IIRIZEI R, ORISR IEAR{E R, il vApp PSS A4 TR
AR, NRPEEE.

A TS Edge MDA B vApp MIZHITEANE ., 1520 ( VMware Cloud Director
API ZifLEE ) -

SHETE] VMware Cloud Director 255 HiAth vCenter Server &4l & it 2.
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VMware Cloud Director ¥ & &18

DA ESERE HA SRR & B THRAS,  FTLAR AR RN B, 38 ] DA PR I8

H## VMware Cloud Director &5/, B ICTE B BU& S etho £ eth1 W% 1P Hikkek FH14 . @ik
75 VMware Cloud Director 25 # FIAN R sk AT, AT0RE— ks o

QRO T TS PR S 2 o o] MR SR B e A TR, AU e e RS, ARG B & Fk %
DLHEG HH B 25 [,

E RO SRR BN A ah R, WS — A At oo)s, A TS AP R EERRR S
P X EE N “Automatic” o 1HZ M VMware Cloud Director #5 APl Hr R i BR AR D) Hpsi
M “Manual” o AUREEFENY N AIROMOR DI A —2, WSRO DR “Indeterminate” o

“Indeterminate” HEFUFIHESS FRUXLE™Y MG 3R IH R I R Z ISR S A —8. BEEEEH
BRI, S W AE VMware Cloud Director ¥ RESE AL PRI A DIt

VMware Cloud Director iZ & B N EIEE S M FIER

mLA# 1 VMware Cloud Director BN T PostgreSQL #ifafe, 147 B - HH B 5 14 i
VVMware Cloud Director 5,

£1% VMware Cloud Director i& & H#x N\ X EIEE

QSRR PR A HAT iR NI PostgreSQL £4d#/4 1) VMware Cloud Director #2552, WIATPAM T
HIT#y VMware Cloud Director A, A . tgz SKEEFEE NFS JLE IR S5 Ak &

1 DL root Sy keEkint SSH & i a8 1 T,
2 3l /opt/vmware/appliance/bin,

3 1217 create-db-backup M4,

TE NFS 2 &5k 547 LY veloudapp.nfs mount.VMware vCloud Director/pgdb-
backup/ Hx'F, RAIUABEZEIHCEN db-backup-date time format.tgz Xff. % .tgz XHES
KR SO LN =5 JT0H global .properties. responses.properties. certificates.
proxycertificates Ml truststore X},

REEASTAMHIEELRER VMware Cloud Director iZ & IS

TR T HA HA ERZERC = 1Y VMware Cloud Director SIS AT, PostgreSQL $diifa, ]
] DL B B e Foh R R S s e

W TARR AR =1 ER B
n EEIIRSS NFS APk G RIR N RBARE S 1) . tar SXPT
o R AEE I BN A R 2 TN gg T
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w SRR RO R T
nhEFEY

A E RS, PostgreSQL A GIELS 1Y . tar X, 152 L5515 VMware Cloud Director 4

IR R B .

n EE A EEOEEE AU S IR, 1520 VMware Cloud Director 28 & AR AR

H

o

o QURAEHTRIBRAS R G HVARTIAGE NFS IRZ525, 16 fEt NFS IRS5as B O H RIS it

o EEHIAERN.
K

1 FEEHITMIg I, DL root S3ESR, RIFiafTRL Far4 LA IE VMware Cloud Director I
%

service vmware-vcd stop

2 fEERITRIgHEIT L, Kt . tar FEHIE] /top SOk
AR /emp AR BRI IZS AL, TEAEHABAIE A | tar XM
3 fEERITMIE MR E, BEGAT / top IS

tar -zxvf db-backup-date time format.tgz

1 /tmp XA, A BRI R global.properties., responses.properties,

certificates. proxycertficates. truststore VAN N vcloud date time format HJ

B PR AT
T truststore X/ H T VMware Cloud Director 9.7.0.1 M S
4 {WEEHITE, DL root Sy EsREERIGHIEIT T s
a FFF veloud HdhE,
sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psgl -c 'DROP DATABASE vcloud;'

b &1Tp pg restore iR

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/pg restore -C -d postgres /tmp/

vcloud date time name

5 fERHITMgHIT b, AR E BRI RIA, dE T, ARIE G RS VMware Cloud

Director iz%5
a  wmEl. UEBAEEAAEX S
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global.properties., responses.properties, certificates. proxycertificates

Fl truststore XA T /opt/vmware/vcloud-director/etc/,

7E truststore XH{YE T VMware Cloud Director 9.7.0.1 B =

cd /opt/vmware/vcloud-director/etc
mkdir -p backup
cp global.properties responses.properties certificates proxycertificates truststore

backup

b EHPFEHMEE 3 i & 4 PR L UE A E AR S

cd /tmp
cp global.properties responses.properties certificates proxycertificates
truststore /opt/vmware/vcloud-director/etc/.

7 truststore XH{Y5&E T VMware Cloud Director 9.7.0.1 K F =l

cp certificates /opt/vmware/vcloud-director/.
c  BEES:, Bl Jopt/vmware/veloud-director/certificates. ks,

cd /opt/vmware/vcloud-director
mkdir -p backup
cp certificates.ks backup

d =/7PA R, T VMware Cloud Director IS .

/opt/vmware/vcloud-director/bin/configure --unattended-installation --database-type
postgres --database-user vcloud \

--database-password db password new primary --database-host ethl ip new primary --
database-port 5432 \

--database-name vcloud --database-ssl true --uuid --keystore /opt/vmware/vcloud-
director/certificates.ks \

--keystore-password ks password --primary-ip appliance eth0 ip \

--console-proxy-ip appliance eth(0 ip --console-proxy-port-https 8443

.

~-keystore-password JEH 5% E FUEB R 1 D —E,

m  --database-password YEII 5 /R HE T A H S B AL — B
m  --database-host JEII S RN etn1 PIZS IP Holb—3,

»  —-primary-ip {HSIEERIEHITH etho W4 1P Hihk—2, XA T B HITH 1P i
iJJ:O

m --console-proxy-ip VeI SRS 2S I etho MIZE 1P HiHEPLHL o

IR B, 152 T R)E 5] VMware Cloud Director ¥ #5), F#id H VMware
Cloud Director IR 4,
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e =TV F®4, KBz VMware Cloud Director JIlR%% .

service vmware-vcd start

T PALE /opt/vmware/vcloud-director/logs/cell. log W G JE Bk,
(A[3%8)  BREAEAT AR R T 70, 152 W, VMware Cloud Director £ RSB A 4R i
7 RS EEAMIFTA BTSSR, $F VMware Cloud Director FREGIR 5 5Ll

a IR S 2P T A TCIN etho % 1P Hili-FTJT VMware Cloud Director Service Provider
Admin Portal, Bl https://et0 IP new cell/provider.

()}

b iTINE RAEEHER TS 5%] Service Provider Admin Portal,
c WU vSphere Al & IiAEHEAE 25 A .

8 WIS UFEIE T, f#i ] Service Provider Admin Portal #il4:& -1 VMware Cloud Director
AR E W R T,

a  MIESTHIBIR N, R,
b AT, s RIT.
c EREEEEIRTT, AR BOEEM
9 WA HTIMIE IR Il “Automatic” , MILZIET] VMware Cloud Director i#%%% AP H
WHXEN “putomatic” .
E & VMware Cloud Director i& &I FE I #iE X

FRINTEDL N, VMware Cloud Director et T2l Uit  ansR 1Al o5 B, s
JEENH R IR o PTUAE T es AP RS DI A SO FB)

M VMware Cloud Director 10.1 H4f, 4 = 8uhE RS HBL R, ATULK VMware Cloud Director H
B DI B E BOREER S . 152 W VMware Cloud Director #6485 [ a8l Hi .

"I PU#E H VMware Cloud Director 8% AP B Uik X B N automatic BY manuals 1520
{VMware Cloud Director %% AP 24222 ) Hhif) “Failovermode” #%47

W T Hehf S I 28, e 7 — k2 N i ez s, AU S AP SRR L)
PN N automatice WIRASTE B EEREAOMSE LI =, I i A] Ao s s =R —28
FLE X VMware Cloud Director E#E & BI9MERI (4]

(DL LSS SN 1P Mt 4: 14 i\ VMware Cloud Director 5GP 1l.

FE1TF 2] VMware Cloud Director #85H F2 T, sl QiR 4T FL 6 88 = Bl st i o &€, ]
AEFE A HIHR A 28 VMware Cloud Director £ ZEm a5 [hl

$E
1 DL root Sy Eeskidt SSH % i B sk B 5T,

2 SiEEYEEHR /opt/vmware/appliance/etc/pg _hba.d/.
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3 OUEEASORSCE, H s FARINGS 1P kg H . 2800 T

#TYPE DATABASE USER ADDRESS METHOD
host vcloud vcloud CIDR notation md5

-
#TYPE DATABASE USER ADDRESS METHOD

host vcloud vcloud 172.168.100.5/32 md5
host vcloud vcloud 172.168.20.5/32 md5

TR ER TN Zh 3538 pg_hba . conf SCHH, AZSCHRFHIANT HA TSR 28R A5 A

BHAmZAX VMware Cloud Director i& %) SSH 54
A o AR R, AT LR AR RS, BT USRS SSH 1ln]. #3E, EaTLLY SSH 5

AL
SSH ?TFE&%E:E%/Q%EPE??’ ﬁi\ﬁ*}%}_\—iﬁ HA Ijjﬁ%ﬂ:‘ujijﬁi root é%,ﬁ.ﬁ)ﬂo f.@ﬁu%‘fﬂ root fﬁﬁﬁ/\j SSH -Lji
il SO HA IR SSH TiTIIRIEAE .

AR

EZ

1 GAREN OVF JEMEIE TG S, filan, TR, 154 VMware Cloud Director H1ET A&
M.

a Lk root Brfy ikt SSH % /it #] VMware Cloud Director ¥l o
b =TTk T SSH root i[RI .

s )5 SSH root 5111, 151517 /opt/vmware/appliance/bin/
enable root login.sh A,

n  HAYH] SSH root 151, 151217 /opt/vmware/appliance/bin/
disable root login.sh JHIA,

2 RES OVF B /R AT, 15T vSphere JT1 = At i

vcloudapp.enable ssh.VMware vCloud Director JEPERIE .
TP AU LI AL IR REAE vSphere HIBEXSUR BRI .

m  ZEH] SSH, 15 vcloudapp.enable ssh.VMware vCloud Director [FE & BN True,

m B SSH, 15K veloudapp.enable ssh.VMware vCloud Director F{HIXE N False,

#%%8 VMware Cloud Director i&&H#) DNS i&

HE S, AIPLH R VMware Cloud Director 441 — i % DNS RS 55,

EEEN ORGSR BTSRRI
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BB &

S8

1 R P DNS &E, i, b 7T, 154 VMware Cloud Director Hi4i% DNS 14
o

Q

PA root S5 i ukidnt SSH & i) VMware Cloud Director #5355 o
b (A[e)  H Iz TPA My 230U 24 HiY) DNS fid i :

ovfenv --key vami.DNS.VMware vCloud Director

B —A 2> DNS k5545

HHBEZ A DNS IR5Sw%, 5k DNS_server_ IP B A ASAS S5 47 Fagl 2.

@]

ovfenv --key vami.DNS.VMware vCloud Director --value DNS server IP

o

B ARG i EHT S VAOS kRS .

systemctl restart vaos.service

2 WEREUK A BN DNS %, 1ff#H vSphere Ul ¥ vami.DNS.VMware vCloud Director JEIEAUIE K
P DNS JIRSS#% 1P btk

BHRTEZ ) DNS k55w, B NESoMRIsE Cessi) .o
TR HEAIA L LR A BELE vSphere FH RS JE RO .
4%%8 VMware Cloud Director i& & M & OMNESIEH
#UHE? VMware Cloud Director Jii, FIPAHIA etho Fll ethl WIZEEE RS HH .

ARG

1 WORSEEN G A R, Bk T3 TINA, 57 VMware Cloud Director HigH stk .
a Vhroot Gy EfZkimnk SSH % ) ek 2] VMware Cloud Director #8555l 5 o
b (Al Boulk 2wy i .
AT etho, TP Fand
ovfenv --key vcloudnet.routes0.VMware vCloud Director
AT etht, 21T Fand

ovfenv --key vcloudnet.routesl.VMware vCloud Director
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c  HRAHIASER
HiASER L+ DAL S B sk . fign, X “etno” , MIUETT:

ovfenv --key vcloudnet.routes0.VMware vCloud Director --value "172.16.100.253
172.16.96.0/19, 172.16.100.253 192.168.100.0/24"

. GF etno, BITPA Fard

ovfenv --key vcloudnet.routesO.VMware vCloud Director --value "new_static_routesO"
m T etn1, BT P4

ovfenv --key vcloudnet.routesl.VMware vCloud Director --value "new static routesl"

d FE¥EE) VMware Cloud Director #5% [ I1MIZ& IR 5% o

systemctl restart vcd-ova-netconfig.service

2 WEREK A GRS THE, 1] vSphere Ul Bl OVF &1k,
SR AU T AR 553 BRI A E A

T ORI IR A GELE vSphere HIEE SO B MEMOE .

m  f#T] vSphere J1 VAU veloudnet . routes0 .VMware vCloud Director JE MR 4 T

AV AT
m  f#] vSphere J1 )V AU veloudnet . routesl .VMware vCloud Director JE MR 4 T
AT T

VMware Cloud Director i% & /Il B B A&

VMware Cloud Director &£ 02 & i B A,

Bx R

/opt/vmware/appliance/bin/ AT B A

/opt/vmware/appliance/etc/ VT B S

/opt/vmware/appliance/etc/ AIEH A B e XA HAPRINE] pg_hba. conf SXYHM T, HZ WL EN VMware
pg_hba.d/ Cloud Director £ N 1]

#51T VMware Cloud Director & &ifH

A% VMware Cloud Director #£5HT, AR A 2ub-B, AR0HR 365 K. iR @rErizif77e BlEs
e A ROUE, AT UAE T B AU . 2y Bl AR VMware Cloud Director k1] ik
45,

VMware Cloud Director #£5# HM4H SSL iF 15, VMware Cloud Director iR % F—2HuF153E T

HTTPS Fxiil & AHm . ik A2\ PostgreSQL ¥/ VMware Cloud Director a5 # ] o 33
=5 SSLuFP,
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PRI DL SGX A A ZS Aul 45 503, Wi CA 220t T VMware Cloud Director /) HTTPS 1
Pl e AREEE S, A RE R i A3 PostgreSQL Fdls A& &4 EE Ul iE B, CA ZZUEBai— 14
AFAUEB IR e BAZAT5E

AR

ﬁﬂ%%ﬁﬁ%ﬁm_ﬁﬁﬁﬁgéq—‘mf WEEATUER, R AT S TR, DB EOEEL .
DR TT,

1 DA root S HifEkimnt SSH %5 %] VMware Cloud Director ¥ E £ %

2 Z{= || VMware Cloud Director [R5, 1i5iafTPA Fans.

/opt/vmware/vcloud-director/bin/cell-management-tool -u administrator cell --shutdown

3 BRI BEZ LU, Hs T .

/opt/vmware/appliance/bin/generate-certificates.sh <root-password>

Hean %2 HBl WA PostgreSQL Hufa A FI e B B U1 (g A= b+ . PostgreSQL Al
Nginx IR #E B R 5h . Zar S A muEB % 5A% /opt /vmware /veloud-director/
certificates.ks, HHUEHTIET VMware Cloud Director [ HTTPS Al & AERE E R
AU, IXECUEARAE DB 4 Wi,

4 GRARME] CA S LU, iafThA M s, BE AR B2 2 ik S NE] VMware Cloud

Director,
/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p —--keystore /opt/
vmware/vcloud-director/certificates.ks --keystore-password <root-password>

5 H¥Hsh VMware Cloud Director li%5

service vmware-vcd start

HR
SHTH A% ZE19¥AE VMware Cloud Director /S firmf i,

FKiz{T appliance-sync BN, #1) PostgreSQL #5214 VMware Cloud Director
gt b VMware Cloud Director (SAEA7Ai#IX o 1281l e 2k 60 FPRYRSH] .

RESR
AL, FTUAE SN N BSUE B U AR RS A4 e 40 F 25 2 0E 4
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B EEZ#AX PostgreSQL #1 VMware Cloud Director iZ& 18 Ul
iEH

ERAMBEOL N, A PostgreSQL i1 VMware Cloud Director BEes A5 BT P Attt 2 —41 %544
SSLuEH. A I iemZeatt, nLLCBERAR B 2B OB U IR (CA) 24 e .

H# VMware Cloud Director e, B4 H2-Zub4s, A0 365 K. VMware Cloud Director
PPl P4 SSLUE15. VMware Cloud Director JR55# FH—4uF 15 E T HTTPS Fids i & RELmRE . ik
A3 PostgreSQL iz F1 VMware Cloud Director #4445 P At =2 58 —41 SSL ik 15,

BRI P UL B RS I T HTTPS Al & RELEE RS . Edih—4
T A EIRE AT S — AUk

1 ¥fiT /opt/vmware/appliance/etc/ssl/vcd ova.csr HUERZF iR AL S CA DLdHT4:
o

2 RIS SRR, TR T HA Y S T AR, DA R

3 4 /opt/vmware/appliance/etc/ssl/ved ova.crt HEA PEM AU D EE 1
M CA FREUIZSE 4 uEA5

4 TURIGHET, TS E) vpostgres. nginx Al ved_ova_ui k%%,

systemctl restart nginx.service && systemctl restart vcd ova ui.service

systemctl restart vpostgres.service
5 QIAREEERERIEEUED, R A SR AR

&R

NRIZAT appliance-sync BEH, Frul S A2 HAL VMware Cloud Director ¥t 1) VMware
Cloud Director fSAEAFEIX . 1Z4R/E R RETT K1k 60 PP TA],

10 VMware Cloud Director i&#& _E#i N3\ PostgreSQL HiIEEHNBE

Wi VMware Cloud Director 575[1) PostgreSQL i At =S AalA 2, AT ARG IR 5
PostgreSQL £l /A A .

PostgreSQL KAz 1At 3 o HEBRAK/NA 80 GB. il it IR #5121 TIN 52k
EEGN AW R S A R AT, LI S RS A

B2 XS I PostgreSQL Bl Az i K/ NS 11425 EIY PostgreSQL £dls ZEm sk e/ M
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AR

1% VMware Cloud Director JAE5EAG £ H W 5, 1 & 0 S /W, ARG &S T SR LR
TR, e S MarEgE B, 155 WA G VMware Cloud Director &85 a1 TR LAl
AR v

m Q12 VMware Cloud Director IS A4, a4 £ A Fisfrizad i

1 %3%%) vSphere Client, B 3 U2 & INE T =19 A/N,

TN LSS 11 PostgreSQL Bl PEmds /N AT 5 2 14 %% 1Y) PostgreSQL KA s A/ M
IﬁJ o
a MRS A AL

b EEHRIE > FEIKE.
c MR 3 RN, RERERE.
FOFI AT S Ik R A MR SS s
2 CKESON RN RERIER R
a Dl root Gy EiEHumt SSH & P E k%] VMware Cloud Director #2575l &
b EONHRAER G IR /IR, I TRA RIS,
/opt/vmware/appliance/bin/db_diskresize.sh

3 WERERIHEARBE—ADFRE, N EAEIREN AN RS PR

&2 VMware Cloud Director i &H1#J PostgreSQL A&
"] PU# H PostgreSQL ALTER SYSTEM #r4H % VMware Cloud Director 1##51 PostgreSQL i & o

ALTER SYSTEM fr 22 8us BN EN S N postgresql .. auto. conf XA, %3 H-{E PostgreSQL
WG AT postgresgl . conf S, —Eoyy BT i BT a2 PostgreSQL RS, [ Hfh—2Eidy
HWIATEIA E, AFHEEFIRL). 1H2HN postgresql. conf XA, PINFFIEMIR/ T 200 W &
S, HESAS R R A

S8
1 DL root Bk iiint SSH & Fum s st B B A R E A 4
2 RSO postgres.

sudo -1 -u postgres
3 {li/f] PostgreSQL ALTER SYSTEM 4 B %0,

psgl -c "ALTER SYSTEM set parameter='value';"

4 SNSRI EN I ESBEEE P 3,
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5 B S T T S 5) PostgreSQL JIRSS, 1 EHTS) vpostgres #HE .

systemctl restart vpostgres

6 WHREHIAEEEA RS, 158 postgresql.auto.conf XA MBI IS, HAELIER FH
Ji5)) PostgreSQL fIlk55 .

a ¥ postgresqgl.auto.conf M5 HI RIS H.

scp /var/vmware/vpostgres/current/pgdata/postgresgl.auto.conf postgres@<standby-node-

address>:/var/vmware/vpostgres/current/pgdata/

b WIREHIN postgresgl..auto. conf AR KF T HRsh A e Ay, iBrEe T A
L HHTAE) vpostgres #EE

systemctl restart vpostgres
c WEARHTNESR 6.a 16.b,

BUGHEMERE S/ A ED I EEIEITHE AR T
QR HAD M TP Y A, B BN T TRt AR A, AR HZ Y 1o
AILME R G E F st TiHa T s

BRI RIERIBIT, EOBAUREA A SIS T,

ARG

SRS T S, AR S ID, BT 1P Mk, R A BRI B L, NN AT
I, i “Connection string” #IIFh ) EAUEAfE 15 50 1P Hikik, 155 WAS & Z5d)s 28 = m] FPERESR R

JJNNe]

TR
1 DA root Sy H#EalN SSH SRR EAE s T IR E R S
2 KPS postgres.

sudo -i -u postgres
3 HOHTEMY S

/opt/vmware/vpostgres/current/bin/repmgr standby unregister --node-id=node ID -f /opt/

vmware/vpostgres/current/etc/repmgr.conf

HR

BOMEEN S S22 P S iIe =M repmgr TREAHNER TR R PR
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ViRBEES T ARESPERATMERATHAE

AL VMware Cloud Director &ecHFFER Ul DI 22 o ] FIVEREEE P o G, IR —A
JUhETH N RTT,

AP VMware Cloud Director #2545FE ] /A sk VMware Cloud Director #8555 API Y BT Al
Tt . W B EEHEEE Ul ST U2 B

3-3. FE BT F A AT BT

localClusterHealth: HEALTHY
localClusterFailover: MANUAL OR AUTOMATIC

cell A: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell B: nodeRole: STANDBY, nodeHealth: HEALTHY
cell C: nodeRole: STANDBY, nodeHealth: HEALTHY

Administrator initiates switchover operation
on Standby B

!

localClusterHealth: HEALTHY
localClusterFailover: MANUAL OR AUTOMATIC

cell A: nodeRole: STANDBY, nodeHealth: HEALTHY
cell B: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell C: nodeRole: STANDBY, nodeHealth: HEALTHY

AR &M

w FRUEESRR T E R E E E T A TR 152 W& 7A VMware Cloud Director #45HHia
ATAR DU B AT

PR

1 BB TIRS 24144 VMware Cloud Director MIT TG E), ki isc st i o0 B T4 it
P25 VMware Cloud Director UFEAT] ] 30-60 Fb, il Si/MES I, AAZHE BRI g
HfTA BT RSB,

2 Ll root SHyESR RIS Ul N https://primary ethl ip address:5480.

3 AR/, SEEHRASREERET Rt
LA eI AR B A G RIRAS, AR e IR TT T SE I B T A

4 BAUFHEETIRIUETR N “Healthy”

5 SRR ICH TSI, SRS EIADI .
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6 UMM SeE, EHURSIHERR, S BRI BT A AR

R MQTT ZRPIRITRIEGFES
AU MQTT % 1] B4 2% VMware Cloud Director Ji:FUT 2511714 . .

MQTT &M g iy — b dilH EAE 4T . VMware Cloud Director f#i ] MQTT A i o< nl il
MQTT %Fz%r%mﬂﬁ@%ﬁ%ﬂﬁ%ﬁﬁfam MQTT 4 Eifit MQTT BRI &8, ZARA A DAFE & oA
AU A T B

B
n  BHIAER MQTT % S s 45 WebSocket,
m AT DLA WebSocket T8 15 RS bRk .

1 fiiFH OpenAPI i i E5k %] VMware Cloud Director,

2 T WebSocket 4%, 115 Sec-WebSocket-Protocol JEMEEE A ngtt, B4 s i bk b
3] /messaging/mgtt B, USIRANERSK, SRIGHIEARAE MQTT SRR EE.

M) VMware Cloud Director FbRHEE SR RPEN JWT AR, ] DK 4 s i B 25

Sec-WebSocket-Protocol: mgtt

Authorization: Bearer {JWT token}

3 ENERSR, W MQTT & ] b

publish/ {user org id}/{user id}

publish/debd63a0-6eae-11ea-8c7b-0050561776be/d19fd8ff-6eae-1lea-bb42-0050561776c8

A AVEER B n] DU BB U5 AT A 4141 28
publish/{user org id}/*
ROETE R DA AL o5 I £

publish/*/*

L2 VMware Cloud Director & & #IEERB £IZTIRR

Al PAE ] VMware Cloud Director &2 AFBE ] AT . 567% API 2k repmgr i T R &R TS
VMware Cloud Director %

et DU FH VMware Cloud Director &85 FE Ul A G st S Uit . e Db XA nAE = 50k
JZE R B ER) VMware Cloud Director S [ ahfiiluk Bl i a b, 162 RGeS BT sh s ahid b
Tﬁo
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ﬁﬂ%*ﬁﬁZIﬂJE’\Jﬁﬁzfiﬁw}ﬁaﬁﬁxéﬁl, m‘JEﬁBﬁw}ﬁ@ﬁﬁjﬂ “Indeterminate” ., “Indeterminate’ T;'th
Al e FEEX LT S5 SR IH BT R Z RIS A — B, A2 R8O T s 8 2 125 0
& & VMware Cloud Director & & B &Iz 17K A FE V)%

A DL T VMware Cloud Director #8585 H ] oA i s g R A

JH i [T] VMware Cloud Director #5457 Ul 5k VMware Cloud Director #55 API, A DL G REEE
ST ARR . BT . HOTIRES . & B TSR SR TR 2R DA S SR S DD B o e A
AR Ul I S R E TR b R

1 DA root SO ER RIS EE UL, PHEN https://primary ethl ip address:5480,
2 fEEMiEb, SRR AR A

AT A BRI MBI ERTRA, DA TR ITI SR ER T AR
3 EEMERIE TR

BEEfTRM ik

1B TR T IEE RS . E ST & H R e A TN VRS
HIEFZET.
VMware Cloud Director Ul 1 API 1F5 T 4F,

[ FEREALTF E R ZR A R oA —AN8 H s e T I

WEHIER BT, HR— M HBReAB T, FEIREE
RS N IEFIBT, BRSO E T4 1T H AR
Wk, FEPRER G E R BT, BRIV ST T
HOTE B E R ST e, DU IS E)
“Healthy” JRZ%,
VMware Cloud Director Ul 1 API 1E# T1E.
No_ Active_Primary B IEF BRI . QA& T IERs,T,
A — AT T T, SRR A AN IE
WIBATHE I, WSS W 8 F s & 20 0.
VMware Cloud Director Ul 1 API /<A H .,
Read_Only_Primary FHRIRFETHAVIRE, HALT read only JERUNIREIHA
HIEFBI TS T G, DIE P T,
VMware Cloud Director Ul #1 API AR H,
Critical_Problem FERAE T A—BORAS . B, 2AF ok TR, 5k
BRI U RS R L T B2 RSO T2
B2 ZIE ML,
XFRASTTRES S VMware Cloud Director Ul il API 1]
FAYE
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4 EHHRRREHEE YR

R
Hzh

Fa)

e

WEYEES T AEESHNERKS

Ei7)
QS I B A, VMware Cloud Director 23 [ slfit
BRI D)

AR R R G, A2 T VMware Cloud
Director & &7 EE Ul a5z Ui AP i ah i Ze i )
e,

FEER AR T A 1 2 RIS DI A — 5, A2 1]
BB EZS0. #T VMware Cloud Director 444 AP,
«{% FailoverMode ﬁﬁyj Manual B & Automatic, ‘L%i‘)l_,
{VMware Cloud Director #£55 API 28457 ) i)
R R

FTLAE e P T R A A e vl MR R SR A TR ez

B

1 Ul root Sy B fZulilisd SSH BRI RFRHEMTIEA IS TR BRITII BRI E R S

2 B HMCN postgres.

sudo -i -u postgres

3 AERFERRIER

m  repmgr cluster matrix’n%

P Rai R

FERFEEADE

AR BT repmgr cluster show e, HPAHRE

/opt/vmware/vpostgres/current/bin/repmgr -f /opt/vmware/vpostgres/current/etc/

repmgr.conf cluster matri

FELA B, 01 RIS 2 AT

X

RIS AR b A A

Name| Id | 1
[, [P
node 1 | 1 | &
node 2 | 2 | £
node 3 | 3 ?

VMware, Inc.

19 3 T RMRE . AT N — B k55,

EE=ATHN =N HERA 2 175, RO A 3 AT RIRAS, A B BeIARDC S
5
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repmgr cluster crosscheck A A BRI KA F L IAIIERE, AT A 1tk

]
o
/opt/vmware/vpostgres/current/bin/repmgr -f /opt/vmware/vpostgres/current/etc/
repmgr.conf cluster crosscheck
TEVA FoRfil, 1547 repmgr cluster crosscheck fy 2 MW B HAFEE M R gk 5 HAB T A
MR TE T, JHE R T2 U A Tﬂtmfﬁlﬁlﬂ FIA 1 B TRl IR, (2B Kk
TR B RV IR 3 #HTERMEdE . X2 — D ARNFRME S DXORGI, B, 580 ok
BEIRE R LR A 3.
Name| Id | 1| 2 | 3
————————— e
node 1 | 1 | * | * | x
node 2 | 2 | * | * | *
node 3 | 3 | * | * | *
BESR

TR A = ] IR R FP A BRI RRIRAS, WA T R biad Tix e ar S IR AE R

MEHFEESAMEREFTRNEHRE
AT DA TS B TS PostgreSQIL 2 H s Ao A Hcme i T TIMERESE TP &A1 it i ik

o
pjane}

EZ

1 Dl root SfyEEElE SSH B3R BIRHEAVLATIEA IS THIT RIFERE R Z o

2 B HEMCk postgres.

3 Tn

sudo -i -u postgres

AT R AR HARAS

/opt/vmware/vpostgres/current/bin/repmgr -f /opt/vmware/vpostgres/current/etc/repmgr.conf

node status

T ARG IR A T N PostgreSQL FAFIE HlE4NE B0 Eo .

Node "bosl-vcloud-static-161-5":

PostgreSQL version: 10.9

Total data size: 81 MB

Conninfo: host=172.18.36.193 user=repmgr dbname=repmgr connect timeout=2
Role: primary

WAL archiving: off

Archive command: (none)

Replication connections: 2 (of maximal 10)

Replication slots: 0 physical (of maximal 10; 0 missing)

Replication lag: n/a
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S SRR X705 . PostgreSQL A . B F4R{S BN AR E. Bl

Node "bosl-vcloud-static-161-49":
PostgreSQL version: 10.9
Total data size: 83 MB
Conninfo: host=172.18.36.191 user=repmgr dbname=repmgr connect timeout=2
Role: standby
WAL archiving: off
Archive command: (none)
Replication connections: 0 (of maximal 10)
Replication slots: 0 physical (of maximal 10; 0 missing)
Upstream node: bosl-vcloud-static-161-48 (ID: 683)
Replication lag: 0 seconds
Last received LSN: 2/D863B4E0
Last replayed LSN: 2/D863B4E0

4 (W) AXHEZEME R, 1T PostgreSQL 32 B ALk A ik & IR A,

PostgreSQL 22 H A 24 1 AR BEA 25 I AT AT B H Bl e S e TRk ik HiE
EOEEFSH
a E¥H psql Ao

/opt/vmware/vpostgres/current/bin/psqgl
b ERITWRIFE AR E S T RIDE, 15117 set \x 72

c AR R st TR RS .

B #Hee
ET R LT, select* from pg stat replication;
AT R B TE R, select* from pg stat wal receiver;

VMware Cloud Director iZ & EIEFEEERE

AR —A VMware Cloud Director 175 B, 7T UMK il 5 SR 1t

DS = n] PSR P RIS BT, SRR Ra TIRDURHE R BRI, DL A gz )l
B4, pegraded SeRfiaf PRI S & TR . ARG HE DA AT A E Y DL A PR T

VMware, Inc.
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B 3-4. \ERBATHEHRE

localClusterHealth: HEALTHY
localClusterFailover: MANUAL

cell A: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell B: nodeRole: STANDBY, nodeHealth: HEALTHY
cell C: nodeRole: STANDBY, nodeHealth; HEALTHY

Standby Failure A

Administrator redeploys failed standby as standby

l

localClusterHealth: HEALTHY
localClusterFailover: MANUAL

cell A: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell B: nodeRole: STANDBY, nodeHealth: HEALTHY
cell C: nodeRole: STANDBEY, nodeHealth: HEALTHY

QU 2 e v R R O T B I, SEREE TR L AT B MO No_Active Primary, XN
ARGUE L s S BB R 32 AT

N EREFHNERATHERRE

AR F IR IEFIET, 5% E VMware Cloud Director $ii e, T b —AN88 T B e A2 s b k) - B
TGy LA BT T, VMware Cloud Director 444 2l & A cE T it e e, ok
BT T T, BRI TR

¥ VMware Cloud Director e ISR DI, AR TAER Al T B spoolds ik 2 .
B RS FHEA TR, PTRAE X e T i T A B ) 2 R Ty 1P A AL
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FEhE R YIHEX B R E TR

R THICAT “Not reachable” Bk “Failed” KA, FHMINEHHICAT “Running” KA, WIA]
DU T8 HTMLS TP LRI VMware Cloud Director %45 AP M SE i &

BEABERT R ITIIRE, 12 A% VMware Cloud Director ¥4 FEJEE TR I A i
1 GsRARE, EHIFROTE BT HoCH] VMware Cloud Director dERE, MHIELMER 5o, =170

AN
i

/opt/vmware/vcloud-director/bin/cell-management-tool -u <sysadmin user> cell --shutdown

2 SRHIHEIE L VM,
3 CBEHRITRI AEI I,

a VA root JI ' Sy EoR BIIEAE IR THIE HIFITHIB BT P Ul https://
standby ip address:5480,

b AEERCAH RTINS TR TAESIT, RERT.
UL R B EEMEANPINRTT, AR A RORE, Fi 3 oo A BT IRE. R
T TIROUy B RS
4 WERHIRGER L BRITINOET R T, 1% APl Unregister J5i%, M repmgr = A] FHTESEREH
B 375 . 152 W VMware Cloud Director i85 APl SCRY,
5 CBKHEIMEE I35 M VMware Cloud Director iR #3414
a DUSPER S4yEt% Service Provider Admin Portal,
b MIERSHEBR I = BR.
c fEAMERY, BB,
d eRREERIT, SR a BT

6 QAR IR B 1P HEHEF AL, 1SR BRI R e e IR RS, B i ]
vSphere Client - H s .

7 HSEEIAS TR . AT ES VMware Cloud Director #4552 5k fifi [T] VMware OVF Tool {552
VMware Cloud Director #%% .

TR S R, s TR ATl Healthy,
ik & B Zhi FE Y RiE =
AR HITAL T Failed KA, VMware Cloud Director £ H alpE &5 s T T TR IE R B T

JC, HERALT ERFICRA, A — BRI ¥ e, BRILA#E ] HTMLS F P Smfn
VMware Cloud Director %% APl MilfErbik g .
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AR ALET R ITHRA, 12 WA VMware Cloud Director S8 THEERIET TR IURIRR Db,

1

UATRE, LA T FLH] VMware Cloud Director . WIS M e, 5470 F

AP
uﬂ4>

/opt/vmware/vcloud-director/bin/cell-management-tool -u <sysadmin user> cell --shutdown

P IR = VM,

EHR UL DR B EEMONPIANRIC, AT RITRCRE, T ol BB AT IR, tEffE
TR E R

B HH BB 1 2 PR CANEARAR T, (A APl Unregister J57, M repmar A FIPESE R
R IR 5 %% . 11520 VMware Cloud Director 45 AP XY,

T HEUM 0 221455 . VMware Cloud Director IR %7841 ik

PIETHE B G183 Service Provider Admin Portal.

b MIESHAIEIR &, SRR

e, R BTT.

deRRm BT, AR RO,

QR EE E B ) S A 1 P BRI, AR R e E e ], s ]
vSphere Client ks,

Q

O

o

R 4% . AT 4E VMware Cloud Director 424355 5k 4# Ff] VMware OVF Tool #32
VMware Cloud Director ¥+, ahZfTHIes ik m, s TIRLAAUN Healthy,

MER B EA TN TT, (IR APl Failover JiikR BRI DG A E ¥y

Automatice 12, VMware Cloud Director #%%% APl XY,

NS RMESERPRERRTHERRE
AR LR IERABAT, (TR M4 AT AL

R —AE HBRITAET “Not reachable” Bk “Failed” ARAS, WIRJPLESEH R IT, HAFER AR
TR, 152 WA E VMware Cloud Director s EEEIE 1 TR0 R b b #ii o0

ST 8 BTN, AT UAGE PRI T AR HR S 2 I B Ty 1P BRI AL

1

VMware, Inc.

GSATRE, T T HoE ] VMware Cloud Director #ER2 . MHHISE R T e, s170A

T
/opt/vmware/vcloud-director/bin/cell-management-tool -u <admin username> cell --shutdown

KA BRI 2 H VM

M repmgr & ] FIPESERE R BOH T BRSO B T T 152 WIBGH T e e ] TIPSR rh o
BRI A £ T
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4 {#iJ1] Service Provider Admin Portal . VMware Cloud Director i 552840 rh R Hh Bk ) 2 ik
%o

a  MTESHHIBHR F, SRR,
b eI, BB,
c  WEPHREBIRIC, KA BGEET .
5 QAR B A B £ T 1P MR DNS 28k, iR B 1 24 T B PR o RS
BCRFHLIES o

6 IREEINR LS . A DT VMware Cloud Director #4532 s fdi ] VMware OVF Tool {2
VMware Cloud Director %% .

HSEORT A &R, SRS TIRDLL AU Healthy,

7 ORI T N Automatic, T MBI T CLAINT AT T, iR API
Failover i1, 152 VMware Cloud Director %45 APl XY,

155 F BN IR P . 7% 1 VMware Cloud Director 4 1.
BUHEMBREES A AMHEF HIRENTETENERATR
AT AERESE A ECEEA TIN5 4 L B repmar BTN H LRI B i P4

T R RIERIETT, EOBIURKAE DT RS T,
AR

SN ASA TR T, IR BT A5 1D, 155 WA B 550 e v ml VR AR I E B IR A
B
1 Ul root HfyEFulilisd SSH B R 2R HME AT IEAEISA T S BRI E R St
2 KNPSO postgres.
sudo -i -u postgres
3 IDUHENHH B ST D TR R

/opt/vmware/vpostgres/current/bin/repmgr standby unregister -f /opt/vmware/vpostgres/

current/etc/repmgr.conf --node-id=ID

&R

BB SR RUE BN repmgr SeEdRHER o
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BUHEMERES W AR S P IS ENERT

SRS e v m PR SR A A T A B, HRERTT TR, AT URGH T A S Y
s VAR H IS AR e 0 EH LA — B SR RS e

ARG

BGOSR RIE TR A, IR 1D, FILAE ] VMware Cloud Director #:£¢ API 1c i
b= A ID, 1520 http://code.vmware.com [ {VMware Cloud Director #££% API
BRIBE) .

m ARG T A T ARG SRS B A AT 82 I A, SRIEHRTE—/ i £ . B oix e
FATCHIR A DA M 28 R TR IR BE T ARk 045 B, 12 WA E VMware Cloud Director s tfEia
AR BURI R D

B
1 VL root Sy Eifokifint SSH Bk B FHEE M IEAEsA THI T IR E R S
2 HHPHERCH postgres.
sudo -i -u postgres
3 (A EEURE SIS SRS SR, EB TR -—dry-run I R g,
/opt/vmware/vpostgres/current/bin/repmgr primary unregister --node-id=node ID --dry-run
4 POHTEMTY S
/opt/vmware/vpostgres/current/bin/repmgr primary unregister --node-id=node ID
&R

ZIRAERN repmgr JTEUR I EZERTY A

Xfis E TR HERR

a1tk VMware Cloud Director el ik i sz TS, IR DAKS A7 1588 H b S DA & RIS I
Al

VMware FR Rl S AN S Rl R R 25 B AT PA ] vmware-ved-support JHAY
£ HLH ELE A VMware Cloud Director Hitio 24Uk VMware Cloud Director [H12W{% & Fl’jﬁ?élﬂ
58, 120 https://kb.vmware.com/s/article/1026312, 11T vmware-vcd-support AR, HER

AE A A CE BUAER ek BB R T CIRAS FATL) IUE R, 152 https.//kb.vmware.com/s/
article/71349,
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2 VMware Cloud Director iZ&H i HE 3044

Hi% VMware Cloud Director #5557, PSR 51 S H A 2 H S e 0 s o it

1 DL root Sy E T SSH % i ek 2] VMware Cloud Director #2545l 5 o
2 53 /opt/vmware/var/logs.
3 WAEHEXU:.
» firstboot XEE HREER ST H IR B
= /opt/vmware/var/log/ved/ HFEESEHIEHL (repmgr) T HEABRE TR E DL
B PO H .
= /opt/vmware/var/log/vcd/pg/ HFEE SNBSS E S MM HE,

m  /opt/vmware/etc/vami/ovEEnv.xml X HEEHEEE OVF 24,

B & IEE VMware Cloud Director AT £ 2 3h

R IhEE T VMware Cloud Director #:4%, {H VMware Cloud Director k&5 R fE 0k 50,

i) 3

vmware-ved IRFSFER A HE R AL THES SRS o

RE

WU T Mt BT AR NFS L& 4q)ik 35 74%, VMware Cloud Director JIR35 1] A Gk M
5. HEERE AT, LIRSS F AT E S responses.properties XfEk appliance-
nodes H3¥%.,

R T 45 HEk veD NIRRT, ) VMware Cloud Director JIRZS Al fiE2s T NFS sz Gi iz
it/ responses.properties XML ABN, HE & ek vCD NIRRT & 20T, e Emikss
{2 responses.properties XA,

T AURTR SRR SN F B, WA — DA AR IS, AU g AP R R AR
PN “Automatic” o 12 VMware Cloud Director %5 APl T ITHBRIAMERE LI
N “Manual” o WISEERHET N2 AIAOBISE DB A2 WIEERERIE DI “Indeterminate” o
“Indeterminate” Bz MRS FHOXLENT S S FFIH R RIT T S Z SRS A — 3. EAHER
HE L, TSNS VMware Cloud Director #85 HEEE 121 TR IR DI

RRFER

1 DL root Iy EHzskainl SSH & s x 2] VMware Cloud Director #5455 .

2 & /opt/vmware/var/log/ved/setupved.log FERAA ST NFS fAAEM0AS R T .
3 BN IR NFS f74#.

4  FEHESEEIT,

VMware, Inc. 86


https://code.vmware.com/apis/967

VMware Cloud Director 2234 | it E AT 4445/

TR EEE| VMware Cloud Director i &0, EEFECE VMware Cloud
Director fR& ¥

1T Eki6JH 2] VMware Cloud Director %451, 1217 configure a3 AIAESAIB,
8] &%

¥ VMware Cloud Director iT#2ukit )5 27 VMware Cloud Director &I FE, F58iaT
configure a2 PATER N HHA LA B HTC B VMware Cloud Director IR%5. configure fp& i AESS
W, FHERPL MR E “sun.security.validator.ValidatorException: PKIX BARIGIESR
W : java.security.cert.CertPathvalidatorException: ZZ4HGHE I
(sun.security.validator.ValidatorException: PKIX path validation failed:

java.security.cert.CertPathValidatorException: signature check failed)”
BRFE
1 fEEFRET L, BT M4

sed -i '/vecd ova.crt/ s/$/ --force /' /opt/vmware/appliance/bin/appliance-sync.sh

2 R 0Bh, SRIEEWNEAT configure s,

& A HES 43T VMware Cloud Director E#T1fE M2 7 3 1THFEHERR
BHEXMEF R T VMware Cloud Director 84, DS H G S AR I A7 AE B R AT

Gk

YR vamicli Ay ARV, AT AR H 5 SOPRE TR

RO

1 DL root Gy HfEEm ) SSH 25 %] VMware Cloud Director #2545 4 .

2 STEARRNI HES

QIR vamicli update --check &, NWSHRE] /opt/vmware/var/log/vami/

vami.log,

m U vamicli update --install latest KM, WISWiB] /opt/vmware/var/log/

vami/updatecli.logs

3 ke HESE.
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#Z VMware Cloud Director E ¥k K
27 VMware Cloud Director &S HIHEH, 1217 vamicli update —-check iy AIAESAIL,

e &

FHEFME TN HTF VMware Cloud Director &£ #irh, #F59521T vamicli update --check fiy
LRA B . vamicli update --check & MRESRMIF R R RIME: KIL: TEGE RN H
. EEEAREHN R (Failure: Error downloading manifest. Please contact your

vendor) .
eS|
ST R F SRR AN A
fRIRFTR
1 HHEFREERIET vamicli i5%o
vamicli update --repo file:/root/local-update-repo
2 HkisfTen @ MG A BT,

vamicli update --check

24 VMware Cloud Director W& 37 5 37 5

Bt B 25 VMware Cloud Director %450, 1217 vamicli update --install latest fiy
Al RE S,

i) &

FHEAMEF N HT VMware Cloud Director Bt #edt, EFE¥I21T vamicli update --install
latest ar @ AN T AT HMEAMEF . vamicli update --install latest & AIRESRIMOTE
IR R R BITHAEE SR 4 (Failure: Error while running package

installation)

R &
NFS e ssas ek vhmling, 2Bz R,
S

1 BuFHERE] Jopt/vmware/veloud-director/data/transfer [ NFS IRFEEHES A5,
2 HZKastTPA M AN AT B MEFT

vamicli update --install latest
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¥Z& VMware Cloud Director [REHIRTS
"L VMware Cloud Director #2508 1 Ul A5 F FIFES HLTH) VMware Cloud Director Il 5514k

AN

JJARYe]

EZ:3

1 DA root OB REIEEHE Ul, BIIEN https://primary ethl ip address:5480,
2 TR HXUCIRSHIRA, MR R BIRSS
414 VMware Cloud Director ¥ £5 1EH TAE, W] viware-ved vpostgres R4S IEAF 12T -

BESR
AR OB repmgrd MRSSTVIRAS, H0UH# ] VMware Cloud Director #£ AP,
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£ Linux E&%&. ARMEE
VMware Cloud Director

BRI DB A — Nk Z ) Linux IR55 5 22348 VMware Cloud Director # 4k 2% VMware Cloud
Director #£51— ek 249255k 617 VMware Cloud Director IS5 784, AL 2e3Ed FErh P THRIIG
VMware Cloud Director it ¥, {UfF a2 RIS e .

& T T Linux [ VMware Cloud Director B35 4NE R, 1 VMware Cloud Director #5858 Tk
A PostgreSQL k4,

B VMware Cloud Director k%5 #541)5, F VMware Cloud Director %% 5 vSphere ALK
WHF LR 7R, VMware Cloud Director HJDL{#i[T] NSX Data Center for vSphere. NSX-T Data Center
ol [N T

T4 VMware Cloud Director 236, 7 VMware Cloud Director BRI R, AREAIRSS
2 HURPER vSphere 2 IIIEIA 9 A A,

B Linux IO VMware Cloud Director 2235 #£%] VMware Cloud Director #E518, A DL HT
VMware Cloud Director B FFHR L AT 2 2525 Hh IR N U8 4:

AREEDHE TUA N 38

w FE

m fERS4eEE VMware Cloud Director

m fF Linux F%%5 VMware Cloud Director
m Z2R VMware Cloud Director 2 )&

m  7F Linux FJ2% VMware Cloud Director

m 7% VMware Cloud Director 2 J&

=Rl

vSphere 1]}y VMware Cloud Director Sefifefif . THRAMILZE A in . AL, 1% BRI A
i) vSphere fll VMware Cloud Director &, FEHLEI T SC R 2 0AdE .

RSO TY 2%, H AR A a5 SRR SRR B DA T RS AT
(BIPZ (i =t

s HEEEE AR RIEAS vCenter Server 24451 —/ VMware Cloud Director Mt
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WA B R VMware Cloud Director Linux IR 5548 % /i it ( VMware Cloud Director K471
B gt A A A PO AR K

m IRHRIEE Linux 2235 VMware Cloud Director, 154 /84F Linux |5 VMware Cloud Director
Fid B AN PostgreSQL il e ARl B VMware Cloud Director i/ .

HEZ LI VMware Cloud Director
7 Linux IR 7% 208 VMware Cloud Director Z |, AAIAERSEFERS

Z£ Linux 24 VMware Cloud Director &t E4MEB PostgreSQL #1EE

VMware Cloud Director Bycff & kAL =45 .. 7E Linux _|2¢% VMware Cloud Director
T, AIZCSERNC T PostgreSQL KR S51) 161 VMware Cloud Director B2 T Pk /1.

B PostgreSQL £idliF 5 VMware Cloud Director —#tffi [T, PostgreSQL Fodi ) B8 4 e 1ohc i 2
Ko

AN A £ TEOR A2, DLt VMware Cloud Director {ii/f]. VMware Cloud Director ik 5
HAATT VMware P25t = 5o 7 208

VMware Cloud Director i) SSL %425 PostgreSQL $uE . 75 TS5 10 4 RIS I e 1 e
WA A E VMware Cloud Director ilig5#s4lim, RILAfE PostgreSQL #idia % )] SSL. 155 W G
A S5l E S 2 RESND PostgreSQL K e I T HAth R ¥ o

# HA Linux EY VMware Cloud Director A i /N4 E . VMware Cloud Director #eei i 1k
A PostgreSQL Huk %,

ARG

5% 3 F51) VMware Cloud Director 5iRIZEIfS E, w2 M VMware 45 HHEEMESI#

DI PostgreSQL s, HIARIEAE .

TR

1 FEESOEERS .

HA716 GB {7, 100 GB {#fif#l 4 /> CPU IEEZE IRk 55w 18 H1- #7891 VMware Cloud Director
RS54,

2 FERARENRS R B SRR PostgreSQL E A ThRG

m  KRFER SERVER ENCODING {HAAUN UTF-8, IMAETE 2R E e, H IR S8R E Ik S5 #s
BER G RS AHPC AL

»  fififf] PostgreSQL initdb a4 Lc cOLLATE Fl Lc cTYPE FUHKTF N en US.UTF-8, I

initdb --locale=en_ US.UTF-8
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3 OIEEAREH
DU 2B H 7 velouds

create user vcloud;

4 QUEEREID], FHOUHAEE M.
IR Mk R 440 veloud IIESHREET e W EdR e A7

create database vcloud owner vcloud;

5 CEBEUEESM AR AT R
DU 44K veloudpass A BURE AT & velouds

alter user vcloud password 'vcloudpass';

6 EURET R B
LA N2 1ogin BB R EURENTA# veloud,

alter role vcloud with login;

RESR

@] VMware Cloud Director Ilk55#541)5, 1 LUK PostgreSQL i ZEfd B i3k L VMware Cloud
Director MyuE. SSL 4%, FH MR ARG SR B RE . 155 W AN PostgreSQL £l
J&E BT HAMBAC

# Linux _EA# VMware Cloud Director /# & {E iR &2 170E

BONHTANE AT TR Fa, NN E =0 H R ftim 7 g, A VMware Cloud Director Az 55#%

AT A IR S A ER R U] NFS s At = 45

AR S5 #R AR B A S I 3 B A —H: 38, 8% 8 /opt /vmware/veloud-director/data/

transfer, A& Y2 AEAS DR PR ZNFE

w BRI, AR NS R . e alE s BB RS LA N AL 7 60 SN JoAEA]
PG PR N E S, HAZGIEEL, ERmgE I aE SRR, ik, /00 BT GB 7=
[RIABEAE R i R AR AT 02 o

AN HR HE BN A AT H s E SR I 7 . AN A E AR R A7 r0 B b g B
KIS E HI A . AN e A G ERINS AT B 3%, v DMRE S e s S50 BRI
A FZSTR] B E SRR NR L — 48 OVF FE R LR N.

AR A RIS LA R AR %
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Bl E NFS IREEEHIER

NFS IR &% 28 i g e Bk, DU VMware Cloud Director 1] PSSR ARIFET NFS ik 5528
FEAHEAL EFH M. I, veloud FH P RTDAB TR a5, i root FH AT AR T2 1T
HEREE,

m  NFS RS TR 7014 VMware Cloud Director JIR 52820 R MRS 28 % GO S HH A1 36
AR A RS U AR . 1l b ohae, veloud I REER S S N B A7 A3
Ot

»  NFSJRF&FUATIF VMware Cloud Director Jlx g5#s41HAF MRk S5 w5 111 root RGulk on Lz
AT S AR, ST HhAE, TOA A £ 8 TE I viware-ved-support JHIA—KIKEERT
AT H SRR . DG E NFS S B ORI A B ] no_root_squash
e DR

B, i NFS RSS2 HAT 1P #itik 192.168.120.7, ¥4k vCDspace 1 HZ#AFF VMware Cloud

Director I[R%5#541 (NN /nfs/vCDspace) HEHZSN], W ATHHERILETAAFIAER 4 root:root il

750, B RVEA4 N ved-celll-IP Fil ved-cell2-1P (AN eI A B T3S i in), 1 )

no_root squash }j/zt:o 4@“,2‘2&& /etc/exports IffFEPZ‘JJDDXTﬁO

192.168.120.7/nfs/vCDspace vCD Celll IP Address(rw,sync,no_subtree_ check,no_root_ squash)
vCD Cell2 IP Address(rw,sync,no_subtree_ check)

ESHATY, BFIC 1P M S HARS I A3 S 2 MABEA 2K o QRAE FRoTl e 67 B 5N T
5% NFS IkR55#s, WAESHBCE P ] sync 28] B IFAEIL A7 S AR #EA . SH S R2gen 1 H
i, ESFHEE P no_subtree check 1761 A He i I 5E

WAFE I VMware Cloud Director IR % at A i AR NIk S aviiid o f NFS S0 S ISk 5 NFS
H=  HHET exportfs —a WHT ST NFS =D S A, NFS s P3fE rpeinfo -p
localhost ﬂ service nfs status dZ@LlEH&%%ﬁJ:@?fO

1% VMware Cloud Director &3 F+ 2% 2| 5 A K HIiE EEIN

{EF+-4% VMware Cloud Director [lx a5l B, 15184 TH AR LR AFH2% VMware Cloud
Director RS #AMIFTH R blo FT7 R W, FEEe2) 2000 PR THI 2850t N BB E IR S5 e A L e
MZAL BB T AT FROcE ARG P IZAL . T2 root I SHAaf TR e cqt:, At
QRS IR SS A N Es A T, A2 ER: root TP W LAEBA T RINE A THH e fF .
RICHEVA root [ Bisd T, WIAZUK SO R HIEI BRI A root HI P S s Tt e, i,
NFS FEaiNPRgHAMb H 5%
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T#HFnZ3E VMware 2N 4H
LEREW AR T HHIGUIE Y, LR 25 VMware A

TP Linux rpm T EAI VMware 2415 VMware Cloud Director 2238 IS F2: %, Bl

vmware.com P ENUEMHABZE L SCF. anRAE THI 2% VMware Cloud Director [ TR I 2e28 4y

H, MSFE LB T ot B T . AEHR LR T Fad B2 1, R DAFEhurss £, Ria¥ad
PO R SR TR e s sl P 72

NS R N BRI ANE . RIS B A o il S iEA R A AT S ORI A
B 5 RASAHIN AR E AR # .

E7Z

—

Bl B PAHE VMware TEAY .

1T Web % 2E M http://packages.vmware.com/tools/keys Hk R VMware T34,
K g IR 2 G H 5%

M MR, s T M LSS

Hh W N

# rpm --import /key path/key name

key_ path j& AT A H 5% .
key_name & NS4

3 VMware Cloud Director Z3F1EL & NSX Data Center for vSphere

ﬁﬂﬁ'ifté VMware Cloud Director 2354 [k 1 NSX Data Center for vSphere [HRI£& 75, T A2
BERBCE NSX Data Center for vSphere J4ME—f1) NSX Manager 525 45+ (05 7F VMware
Cloud Director 2R HI/54 vCenter Server SXBIATSERk

NSX Manager U7 NSX Data Center for vSphere F#H1, 473 VMware Cloud Director FllL{th
VMware 7=t 2 [AERE IR E B, 15200 VMware 7= B EESIZ, [EEY http://
partnerweb.vmware.com/comp_guide/sim/interop_matrix.php. A ICMZEERIEE, 5201
VMware Cloud Director [1p2& i B 3k

EEET i FEYUAER VMware Cloud Director $ T4 82 3Em1E M. 4R 2 T2% VMware Cloud
Director A 2%, 1S ILAE Linux 714 VMware Cloud Director,

ARG

A vCenter Server %14 it 2255 NSX Manager [{A% 44

1 4T NSX Manager FERI s LT 55
HE L (NSX 2266 F )
2 ESREICLRER NSX Manager JEIA A IIALE 2B Rl R E A o
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3 BELEER NSX Manager B R SEFTHAE IR VMware Cloud Director 2228 N2
VMware Cloud Director [J vCenter Server R %ifHICHx .

4 {ESEE NSX Manager 52 E VXLAN 25,

VMware Cloud Director ¥ VXLAN MZ4b LA VDC SR L3R . QR AAE SR
NSX Manager H1fit & VXLAN 3745, NHEEE VDC ¥ 0S5 ES R, BaAmio) d— b2
U R i, RS VDC HCEE, B VXLAN ZHAFSEE ., 1550, (NSX &
Ei=IEZ I

5 (k) WAREAHEAZNN Edge MR R, 1% E NSX Controller BEEE,
20 (NSX SRR ) »

4 VMware Cloud Director ZIEFBELE NSX-T Data Center

WA VMware Cloud Director ZZ23E{H H2K 1 NSX-T Data Center [ 4 5, ML A2 Rt
NSX-T Data Center,

BEEEL HdE NSX-T Data Center XA, 1l LRSS Ul DL ST UL R Y S
APl, HXFANEE, 550 (NSX-T Data Center P8R ) H11 NSX-T Manager #Eik .

£ VMware Cloud Director FlHAth VMware 724 2 [RERAVERRETHE B, 1520 VMware F20) B #1E
S,
HRMLERIEE, H2 ) VMware Cloud Director {5 & 3K,

IR VMware Cloud Director #7482 M . 427145 VMware Cloud Director fE1
AL, W2 WAL Linux FFH4% VMware Cloud Director,

REMH

#K NSX-T Data Center,,

=

W
1 EEEIFECE NSX-T Manager %5,
HJ< NSX-T Manager #SEHHE4NM5 B, 152 M (NSX-T Data Center 22354579 ) «
2 AR L BRI AL X IR
AT DR E4HE B, 15200 (NSX-T Data Center 2236451 ) -
3 EEEIFRCE Edge WIS Edge FEEE.
A A NSX Edge [UTF4H{E £, 1520 (NSX-T Data Center Z24&45/H ) o
4 T ESXi ENUEHTI
AR EHUERT AEAE R, 155 W (NSX-T Data Center 23645/ ) -
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5 OIEEE O Rk,
1AV O ERERIF4NS B, 5 M (NSX-T Data Center #5FE5F ) &
RESR
225 VMware Cloud Director J&, R DL:
1 fE=7EM NSX-T Manager 5241,

B NSX-T Manager SIS B, 15200 {( VMware Cloud Director IR S FEALRIEHE 1 48
i) o

2 i NSX-T Data Center {435 2 RFI 25t o

AN NSX-T Data Center {&5uDX I 32 RO e B, 1520 ( VMware Cloud Director
ARSSHEALRGEFR T e )
3 B O ERISAE MINEMZ SN

T NSX-T Data Center 5 O 2185 T #s St FFUAMT I HITEAR S B, 152 W (VMware
Cloud Director RSSH2 BRI EL T H8F ) o

£ Linux _F%£ 3 VMware Cloud Director

APk 2 Linux IR eE |22 VMware Cloud Director #4013 VMware Cloud Director
IRSSasdle BBE— AR LA BB G — N N SO, AR SO B A A LM R D2

M REOUE HIT W2 . IR ETHRILA T VMware Cloud Director 2238, 1152 WAE Linux 714
VMware Cloud Director,

BHEE N TREAE MRS E4TR Linux il VMware Cloud Director & 243558 rhiji 42245 VMware
Cloud Director,

MR 101 FF4h, IR SSERAERIAFL T U H VMware Cloud Director API I S5 e R 55wz,
FEAE SSL 4R T FErh B IRSS 78 1. N T -4 VMware Cloud Director M£5%E82, 15— AN #5:
WliE4am17e, iH] VMware Cloud Director APl TR RUFH ek v Tl ix s 0L, AE2eenk T2
VMware Cloud Director 2 Jim, igJclt Bt iEgay5, SR HRH 4% 74 VMware Cloud Director 15
AP . 152 DL B R A b1 55

PR &M
n  WAIRSS RS HARIRSS 23 )L 55 2 75 VMware Cloud Director BE{- A 2K,

ARG ER AN FRRIR S5 RSN S 01 T SSL uF. SSL uF B2 LT A H s s ain] i
AT P, FERRSSwe A ORI A B D3 E A FEARIIR] 0 35 0 e s A vl i 2o ek B2, (Bl / tap /
certificates.ks. & WA Linux 5 VMware Cloud Director G4 SSL uF4.2> Hilo

n FHIANCHERYS VMware Cloud Director IR &5 #541H0RT A FARIR G548 7] LLVs [A] NFS i3ttt =47
i, 12 MW H Linux EiY VMware Cloud Director #E & t& Ik 5575 470%
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s A I T A RS A XA U5 R VMware Cloud Director £difFE . 152 ULAE Linux o)
VMware Cloud Director fit &1 9Mi5 PostgreSQL £ e, A\ FHT 5 | 5850 4 R 55 s £ 2 e 55 5
o

AT VMware Cloud Director f%5#% . £dliE RS #% . T4y vCenter Server A4t M ekl NSX
Manager 524517 DL VMware Cloud Director [t 24 B 35k i BT fghr R b A 014 o

n  BUEAT VMware Cloud Director i 55w A ZE IR 55752 5 FREF I VMware Cloud Director [1)
Do) 284 P i SR b Pl 25 2 55 2 ek [ Bl 552 R 20

n IR LDAP RS S A ekdl, 1558 IR VMware Cloud Director Il 55#s 275 0] 151
1ZHRSS

m TITMEs A R h AR b k55 1. 4F VMware Cloud Director #ll vCenter Server 2% A,
DR i ] 443,

iz

1 HIRSS RN E— AL 2238 VMware Cloud Director
HER A IR AL S, P DAHIRTE S —~ b Linux IR %5#% Fizs4T VMware Cloud
Director Z3EfRE 7 VLA VMware Cloud Director fIR5554..

2 {F Linux =& VMware Cloud Director G| @15 SSL if 15
VMware Cloud Director fifi [l SSL 4% Fum AR 555 2 [al0ii15 . 51> VMware Cloud
Director JIR 55 #s#P S AF AN ASFID SSL b i, — AT HTTPS alifs, — AN Tl & A
fFo

3 BB AN
TENR SRS AN — A 01 |25 VMware Cloud Director Ji&, AAUzafTHCEBIAS, DUE ATl
TSR . HACK G — M B SR, B e IR 557 2H I AR g DA Azl 12 St o

4 FEIRSSEEAM AR L E 2 VMware Cloud Director
R 0] DLBBI IR 25 2375 %] VMware Cloud Director IR 2341, RS 2edl bl IR S5 2e Ak
FARIFI OB S e e s S - TS e, DRI A A G B IR 55 2 41 2B — N B DA B i i 7 S
-

|

T TR T B system-setup 4, ﬁ%%éfn’ﬁfimﬂ]ﬁ}jﬁﬁﬂﬂéfm HATE IR S5 2 A B
. B2 EE VMware Cloud Director Z¢5:

EREZEANE—P B R %% VMware Cloud Director

?’E%ﬁ%ﬂ EEIEAAR S, AIAITUETE S5 —/> bR Linux IR 28 1517 VMware Cloud Director 2
SR PLGIEE VMware Cloud Director fIRZS 2541 .

& T Linux ) VMware Cloud Director /E N Z2S AT HA TS % RN viaware-
vcloud-director-distribution-v.v.v-nnnnnn.bin, LW v.v.v R, nnnnnn 15
HOAS o fBan: vmware-vcloud-director-distribution-8.10.0-3698331.bin, 1afTIAIHk
1T XA 2R T VMware Cloud Director,

i
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VMware Cloud Director Z¢3% ., it B A4 IER
VMware Cloud Director Z-5F 790 UE HARIR S 2 10 i T~ G i 5, IREAE L 2o
VMware Cloud Director 4.

ARG

n  WUERSE R FFRIRSS AR T

n QR F RIS, MAE HARIRSS A b A2 VMware 4] QiR ESGIE

LRSI T R4, WATEAE LB UE . 1550 FHAIL 5 VMware 2441,
S
1 VA root S8k 8 HbRIR 5w
2 R MR HRRIR SRR o
R DA A ST, iR 2 B S ) 2 i AR SS s ml D5 IR AL B
3 Ik MR AE T S N I A RIS AIARIE A o

MDS FI SHAT RS FIRMEL A A P2l bo IS S A DRIl M SRS A E 17 5 T 3

T RIS FIARVCERC . DL R IERY Linux a2 1] oK installation-file TR I,

[root@celll /tmpl]# mdS5sum installation-file

e AR LA R DU 1 F) MDS AH6 FIAHVCFC ) 20 SCHEARSG F,
4 HARLRST NPT

LR HFERAPITIR . EHR LA AR, B2 H G . Shell &t 1, FFisfr

DU Linux @34, I installation-file /& VMware Cloud Director Z¢E SR 5¢ 3 14 1244

[root@celll /tmpl]# chmod u+x installation-file
5 siTREH,

THEATLRN, TN TCEEE %, B
[root@celll /tmpl# ./installation-file

PR L AAMIRA X RPM 3,

RN A EARATIRN SR H st T3

WAL HARIRSS #1203 VMware A8, R i # oA MIBmEd
warning:installation-file.rpm: Header V3 RSA/SHAl signature: NOKEY, key ID 66£d4949

LRRR P RPATIL T R4

a  BuFENUE SR AR,

b bR F TR A

C @J@ vcloud )Eﬁ)i'ﬂ]éﬁo
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d fi#lk VMware Cloud Director RPM #ff4d.

e LR,

LALTERIN , LRRET PR B TRCE AS, MRS ) i 5 DX 28 NS e 2
6 WEERGIBTREMA,

a THERAEABSTISITREMA, HMA y 4% Enter,

b MR EABREIAS SRA NS T B, A n % Enter,

7 Linux £ VMware Cloud Director $J@ZFf1&IE SSL iEH

VMware Cloud Director fifi[f] SSL KR 4% ) im AR 55w 2 M0 5 . £~ VMware Cloud Director fz
AP ISCRFRA AR SSL i, — AT HTTPS {5, —ANH T4l G AR S,

XA T DUR S0 1P dbsik, AT LR IR PIASA G A A 1P bk, AR P e 2 A
H TR SSLUFAS . 0T DU A n e AR5, i, (8 PR A uE 45

£ Linux 25 VMware Cloud Director $l]# SSL iEH Z &

ZEiE T Linux 11 VMware Cloud Director I, AU IR SRS AR B A G AN UESS, FFRUETS
SNFENEGIE,

# AT Linux 2035 VMware Cloud Director Ji7, A AR 2341 DG EHIE TS . VMware Cloud
Director ¥ E RS S AEE 2% SSLUEH,

1 DL root 353 VMware Cloud Director JIR55 %
2 DIHARSSHRID 1P Mok,
SN L fconfig SFar R ABIIRSS AR 1P ikl
3 W TEA P HbE, BT NS, 1RF 1P HlEEE 25 2 E# (FQDN),

nslookup ip-address

4 ¢ Mg IP K SO FQDN AR X B/ NIRSS I A B 1P ik, e KRS 1P
HHEH T HTTPS JRSS, MBS 1P sk I T il (5 AR 55

BUEUEI, DAHEHE FQDN; ECEL S AIEIR A ey, At 1P ikt 10 MRl usin) 1P ki
EATEAD FQDN, UG AARA RIS (8 - e 420, A x4 FQDN,

RESR
DI s QU RE TS o FTUABE A2 SR (CA) 25 ZNESS, thal LAGE R HRE A4k
I CA AR MmO AT,

. GOCOIEERS N CA 41 SSLUEPIIE E, W& WAE Linux |5 VMware Cloud Director 4l # CA
2544 SSL UF 4
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n FROIEEEZS A SSLUFPBIE ., 1iE WAE Linux 5 VMware Cloud Director ] %544 SSL WiF
Su

. XS ANEACHRATAR CA ZZUEB G R, 12 IFE Linux FERS AR VMware
Cloud Director il CA 254411 SSL UF #5415 .

7 Linux _E23 VMware Cloud Director I B% 4 SSLiEH

WTAEAEA I S BB RN, AU i E VMware Cloud Director [1) SSL #24L T —fpidlifa i

(Apapive

£/ VMware Cloud Director JR55#s #BE R AE—~ JCEKS B A4~ SSL kB, — T

HTTPS %5, A— ATl & RERSS

{#i{] cell-management-tool AliEHZ 44 SSL UIF, cell-management-tool M JHFEF A FialTHE B ACHE
AT HABA T LR 2 Ja AT T b o 162 WAEIRSS w41 85— a0 2% VMware Cloud
Director,

BERT XEORBIFEE 2048 MR/, HR At 238102 2 E0R, ARG FRE PSS YS9 N, R
P& NIST £k ity 800-131A, AFFHF5E/NT 1024 M7 RN
1 DL root Sy Eizekimst SSH & i e 5% VMware Cloud Director IR&S#510H#E 2%

2 IE{TLA N2, O HTTPS JRSSAMHR S & ARBARSS G A PR B I

/opt/vmware/vcloud-director/bin/cell-management-tool generate-certs -j -p -o

certificates.ks -w passwd

IZ%E/?\«{QH'E certificates.ks E}jﬁugﬁlﬁ?ﬁ%%ﬂ}ﬁ; gﬁ%j} passwd, cell-management-tool Tjii
FZar A BRAME O, MPRERE DNS Bl , Mk 2 CN B N IRST (P Hitkak
FQDN. UE5 FHERIARD 2048 (21, FHAEOIE 1 4EE L.

BEERET SRS A H SR AT P veloud.veloud 2. VMware Cloud Director %
E S a e SRelFE 3l A RRY RN IE S
BESR
10 NI AFR . s TRCE Ay VMware Cloud Director Mot~y L FIE R ZEE ey, T35
BYIERR AR 1S IR AR e i
7£ Linux £ VMware Cloud Director 3 CA &% SSLiEBZHE
GIEMSFN CA ZEAMUED D SSL B EIR AL T i B EE, A TR o A A rh ek

4~ VMware Cloud Director IR 5575 #5214 SSL UF 1B AR 3% P MR S s 2 IRl o A4S
VMware Cloud Director IRZS #5 BB A FFNAANFIR SSL i, — AT HTTPS ailifs, —4~ Tl
ARG,

IX P P AR Bl 1P ik, B nT DR A A AR T A 1P Mk o A s AP e HL A
FICU SSL b AT DU 1X A s s AR eSS, ilan, i s se A ue4 o
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P R UEB AR A2 X.500 ARt X.509 F ke Ay &,
AT TS UER AN LA (CA) B4 uE, AT LAE B2 4iuE.

fiilf] cell-management-tool GIIEAZ S SSL uF15. fEaf TR B RPEZ AiAa T4t 2 a, %otk
27%E cell-management-tool SLHFET . 1HS WAEMRSS AL SE—A Ak 01 223 VMware Cloud
Director,

R A SRR CA B2t R IRAE Linux S AR VMware Cloud
Director Gl CA 25441 SSL uF15 5541 2 b Tk i ok B4 e

FEET XEORFIETE 2048 M YIR/N, AHNE I LR 2R, SRIE B B M P AN, AR

P NIST F5ik iR 800-131A, AR/ N 1024 M IR/,

ARG

s HAEERS IR Java iR 8 B i S TR IR R TR, LUE R DAEH] keytool frd A
W, VMware Cloud Director 2357256 keytool RIAMATLL FAE: /opt/vmware/
vcloud-director/jre/bin/keytool, {HERIPIAEZLE T Java iaf T AR LS EH AT
AR THEAT ARG keytool FrEIENIEFHICH: S VMware Cloud Director —ifiiff],
PUR 21T RN E keytool f7 T &2,

K keytool il

m K generate-certs WA MR T E L E4N(E B, 1550 o) HTTPS At & A S Ak B
B,

m K certificates AR HIETHZFANMEE, 152 W B HTTPS Fsiil & ACER i S AUk
1o

HB

1 DL root Sy ieakifint SSH % Fuiii ek 2] VMware Cloud Director IR 28 T 1 E 52 %

2 iz TPA A, b HTTPS k55 gzl & IR S5 G A SRR S AT o

/opt/vmware/vcloud-director/bin/cell-management-tool generate-certs -j -p -o
certificates.ks -w keystore password

2 Al IR SR AE certificates. ks HOIEE HUH 1 . Bl Far 2 O BRAE O 85IEB
MPRERBING DNS B, Mk CN ¥ E NEANIRSS Y 1P Hoklkek FQDN. UET5f FHERIARY 2048 755
R, RO 1 A E I,

B S N A E s a] T P veloud.veloud 320X, VMware Cloud Director %
BRE R Q2 AN .
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3 Oy HTTPS JRg5 A= & AREIR 55 BRI 25 240K

BEEET WREN HTTPS RS Al & ARER R S5 B 1P Hohk, 5 IREEDL T iy i £
IP il

a fEhttp.csr XHFHAIHUEBREA1E R,

keytool -keystore certificates.ks -storetype JCEKS -storepass keystore password
-certreq -alias http -file http.csr -ext
"san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"

b 7F consoleproxy.csr XHHEIHEUI B 4E K,

keytool -keystore certificates.ks -storetype JCEKS -storepass keystore password
-certreq -alias consoleproxy -file consoleproxy.csr -ext

"san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"
4 CKUEBRF AR R IRSUE UL o
ARIEUE B Y ER R E Web RS 752, NIHT] Jakarta Tomcat,
BRI CA B2t
5 BEH/UEB ST JCEKS B,
a BUEPBmENMIIARUEE M root . cer XIFFN certificates. ks BEHE X

keytool -import -storetype JCEKS -storepass keystore password -keystore
certificates.ks -alias root -file root certificate file

b RIKERIEHERET, WPEHEM intermediate.cer XA 3N certificates. ks Z4AFE Y
o

keytool -import -storetype JCEKS -storepass keystore password —keystore
certificates.ks -alias intermediate -file intermediate certificate file

c S AHTTPS JIRZUED .

keytool -import -storetype JCEKS -storepass keystore password -keystore
certificates.ks -alias http -file http certificate file

d PSRBT,

keytool -import -storetype JCEKS -storepass keystore password -keystore
certificates.ks -alias consoleproxy -file console proxy certificate file

IXEE Ay AR RN CA S E WAL B S certificates. ks s
6 LREUPBENT N JCEKS By, 1 Thh Mard, JIHESESHINA
keytool -storetype JCEKS -storepass keystore password -keystore certificates.ks -list

7 WIRS 2414 VMware Cloud Director IR&S 28T g 2,
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RESR

QAR VMware Cloud Director 5243, 151217 configure WA UE P22 P]E SN VMware
Cloud Director. 1#Zs I EL W 48 A e e 4z

¥ Ol certificates.ks Keystore XA IR TN, AR AR E IR 4 M H O
IP HE SRR S5 75, 152 B1H Keystore SCAF AT MBI Z k5575 . 1o TRCEIAIY , ARt (it
PR AR

QR E LRI VMware Cloud Director 52451, 5 PR THIY certificates A S
WEBBEHEE . 50 B HTTPS Fidzsthl & AR b fliE 15 .

£ Linux _H{EHSNBFA$AS VMware Cloud Director ] CA Z4& 1 SSL iF H %748

E

AR A ORIV CA 2By, e %4145 N\ 5] VMware Cloud Director #1552 17, #4
TSR EESO A, fEEL SN HTTPS A & R IR S5 (10E-B AIFL 4

ARG

Bz

1

154 WAE Linux [ VMware Cloud Director 6|7 SSL F 45> 1o

ARG R Java iAS 8 ul B e A AIE A T BRI T 5L, DA R DA keytool #5485
JF15, VMware Cloud Director 23R 2% keytool RIAAELA M/ E: /opt/vmware/
vcloud-director/jre/bin/keytool, {HEEFPIELHR T Java iz T BRI THRAL - BT
IRt o AT AR keytool FralidRUuE 117575 VMware Cloud Director — 2 fli/f],
DL AT R GE keytool N

K keytool w4,
Tt OpenSSL,

AKX certificates M HIN HIEHIRE ZHEAMEE, S0 B HTTPS Al & A 5 ik
e

WERAHARIES, HIETLA M ar @ LUK CA 252 uE B SR IEB &I, IO

cat intermediate-certificate-file-1.cer intermediate-certificate-file-2.cer root-CA-

certificate.cer > chain.crt
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i OpenSSL Jy HTTPS izl & RELR S Gl ] PKCS12 1A, Hi SR, ikt
FARIA %, SRIE AN SR E o

a N HTTPS RSSO A

openssl pkcsl2 -export -in http.crt -inkey http.key -CAfile chain.crt -name http

-passout pass:keystore password -out http.pfx -chain

b JyiEl G AR S O R Y S

openssl pkcsl2 -export -in consoleproxy.crt -inkey consoleproxy.key -CAfile chain.crt

-name consoleproxy -passout pass:keystore password -out consoleproxy.pfx -chain

i keytool ¥ PKCS12 %4]EF N E] JCE KS 417,

a B T A PLF N HTTPS R4S PKCS12 B4,
keytool -importkeystore -deststorepass keystore password -destkeystore certificates.ks

—-deststoretype JCEKS -srckeystore http.pfx -srcstoretype PKCS1l2 -srcstorepass
keystore password

b 1T LS AIEHI G AR S5 PKCS12 Z41PE
keytool -importkeystore -deststorepass keystore password -destkeystore certificates.ks

-deststoretype JCEKS -srckeystore consoleproxy.pfx -srcstoretype PKCS12 -srcstorepass

keystore password
SRAIF BRTTRN JCEKS B4, WHE(Tol Favd, SIHEBIPESCm .

keytool -storetype JCEKS -storepass keystore password -keystore certificates.ks -1list

5 {rENEHMTA VMware Cloud Director Hyc FEG H R,

RESR

WARMARE VMware Cloud Director 5245, 151217 configure HAKUEBEHHES N VMware
Cloud Director, 152 WAL B W28 A 4% o

ARG certificates. ks BHE S IR G THENL, A A e R I
FEBE P HBHEA R IOIRSS 2, B P B B ZIR S5 7 o 1o TRCE A, (R ER R4 Ak
7Y,

R E 25 VMware Cloud Director 5248, 5 P UEPE T ) certificates i
WBBHEE, HS N B HTTPS Al &R S ur .,
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Bie & ) 2% FREY 48 FE i 13

PEMRSS AR — A A 1 20%¢ VMware Cloud Director &, 2AZaATELE A, DUE I T ol 4
AR . AR B — AR SO, B IR S mn AL AL A R DA A2 2 S A

VMware Cloud Director filk 55 2H i A il b1k s el i M AR B iR 4mfs B £ VMware Cloud
Director ikZ5# 41— R b1 s THRCE AN, AR S G — NI R SR, S PR B B e
Pefs BUABYR SRS ae 23 i T

BT A AS S N Ia TR E A N T2 B ARCE, haf A lmiiar <, AR
REENTEIREE R N EASSRE, i ey S i frs B B

AR EAE RGP AR CHF HTTPS IRSAHH 5 RELIRSS) 8AS 1P Mikk, DHETEAS S5
A M TR E A

E ROTE BT RG] T S SRIaaic B I A RIS B B e AN (5 B o XS 1 S dE A TN
BB NE 4 Rl B SRR SO . A BT B T AR, 1S WA 6 & Foci il T 12
%o

BIRE M

n NTREARE, B ZEAES%.

n NTEASERE, &8 LAZSNES%.

s T EASSEE, AR veroup HoME HUME I E N VMware Cloud Director 222 H 5 5¢
Bk o BN /opt /vmware/veloud-director,

1 DL root S5 VMware Cloud Director IR %5#5 .
2 J&{T configure &
n TR, B I I RN R AT RS B

/opt/vmware/vcloud-director/bin/configure

n T EAZSEA, ST A HRLEBAMS S a2

/opt/vmware/vcloud-director/bin/configure options -unattended

A UE AR B
a WA AR R B IR 5w

b i VMware Cloud Director IR 5205 7] 1444 VMware Cloud Director #8121
URL,

¢ JBzh VMware Cloud Director Hit,
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3 (") i F VMware Cloud Director & 155 URL, i y PAH%) VMware Cloud Director
K55

A DA ER G 121T service vmware-ved start 2 EshiR%.

&R

PRAERC R B s e e e (s R A o] 8 A R OR BB AR S SO rh, 20 T IR S =
i /opt/vmware/vcloud- dlrector/etc/responses properties, XIS l@yi&@fa 5|

IR IAR S5 R R X A5
BRESR

R R SRR A — DA IREIERI AR, R L Rl i . sy S
WG A SR ZE AR ] S

DRI IR SS s B IR S e, R AL 7S /opt /vmware /veloud-director/
data/transfer,

TEAEES®E

TERZ HREANIZAT configure AN, ZHACK L RN M E ..

e BIME, 1% Enter,

® 41 TEXAMEMYIEEREHERENER

FrERRE R
HTTPS k3511 1P Hidil: ERINAE—ANTT I 1P Hiik,
st & AREIR S5 1P itk ERIN R EE—ANFT I 1P ik

SRR AR T HTTPS k%S
Fizda REIRS A 1P Mk, MIETASS
T s T E A,

Java YIRS R ER 1% {5411, /opt/keystore/certificates.ks,

BRAH F2E [ SR AL 12 WAL Linux 25 VMware Cloud Director il &t
SSLiE B>l

HTTPS SSL iiF 1AL 551 12 WA Linux |2y VMware Cloud Director il &
SSL 270,

PSS ACER SSL E S HRL 155 A 2 WAE Linux 2l VMware Cloud Director £
SSL B2 .

Je PR R i H il 7 2] syslog A4l 134> VMware Cloud Director HLooHIf IS 24 1
#1405 %) VMware Cloud Director ¥tiaf, 14
B 90 Ko TR AR ELER B KN IA],  ATLLEE
VMware Cloud Director 551 Fiob: T i L
%1%%] VMware Cloud Director 2> 4h, A4
K45 syslog FHRET .
m TRk, 5% Enter.
m R, WL syslog H1ADR 1P Mk,
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R 41 XEANEZMBFEFLREREAFTNER (

rEfEE

4

IREE IR AT HS sk, WIFGEE syslog ALK UDP sl

BRI SS w0 2Rk 1P Mk
Bl

Bz £k

Bl P44

e At

IINEAIIN VMware & PRE EETFH) (CEIP)

EANSENERES %

B4

BRINE 514,
BATHUREE RS 7
ERIME N 5432,
BRIME veloud,

2 LZE Linux |2 VMware Cloud Director it B

EE
12
HNES PostgreSQL $di)E

HL Qﬁ

152 WA Linux |2y VMware Cloud Director il £
YIS PostgreSQL Xl

FEMEIN VMware & RIS T
( CE|P Yo XL CEIP WERRIEE AN (s B
PAM VMware ST TR & AE ST S0Rueh
L B, BRSNS http://www.vmware.com/
trustvmware/ceip.html, AT DAREES 8 s cas s 1
EINEGR HU 5 VMware CEIP., 152 155 5
BT S,
FIIAZH, THHIA v
WIREARTTEIIN VMware CEIP i1, 15N no

TEILANSERR Na1T configure AN, AIUATEM 24T ARSI 3R 00 E S B

k42 MEXHAEFIEMMSH
prili
--help (-h)

--config-file (-c)

--console-proxy-ip (-cons)

—--console-proxy-port-https

VMware, Inc.

g
b SAN e S GE LS

global.properties  IafTHCE SRR FINIRHIIE ELRTF
AP FERESCAF . AR e T, TR

VBN /opt/vmware/vcloud-
director/etc/

global.properties,

IPv4 ik, Ay s AgeesitHiik AT VMware

Fs

Cloud Director & RFIRSS .
54N, 10.17.118.159,

JUFEl 0-65535 N %  HT VMware Cloud Director 4%l

EAREEAR 35 s 15
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®4-2 BELABRFEBMSE (8D

P

--database-ssl

--database-host (-dbhost)

--database-name (-dbname)

--database-password (-dbpassword)

--database-port (-dbport)

--database-type (-dbtype)

--database-user (-dbuser)

--enable-ceip

--uuid (-g)

--primary-ip (-ip)

--primary-port-http

VMware, Inc.

28

true DJE false

VMware Cloud
Director i LY
IP Mokl s e PR e &

Bk 35 40

Kl F PR . 1T
PIhEs,

B RN g
NS5 i B A o 155

BlpE M, SCRerk

A postgres.

Bl PRI 4o

true DJE false

¥
IPv4 Mk, A n] i

WSS

JuM O £ 65535 Pk
E44

7

T LAAT PostgreSQL Hudfa Ak T
i, M VMware Cloud
Director iy LLIFHIZ A1 SSL &
¥z,

QIR BEE PostgreSQL Kt ZEf
T AL L IR, 12 WA
YN PostgreSQL Kl I HiTE:
b

152 WA Linux |2 VMware
Cloud Director it Fi 4N
PostgreSQL iz,

152 WA Linux 2 VMware
Cloud Director it F 4N
PostgreSQL iz

152 WA Linux 2 VMware
Cloud Director it F 4N
PostgreSQL ki,

152 WA Linux |2 VMware
Cloud Director it F 4Nl
PostgreSQL iz,

Ak, BRI
postgres. HSIAE Linux
VMware Cloud Director it i
PostgreSQL %%

2 WA Linux 2 VMware
Cloud Director Jit. 4N
PostgreSQL ik

PR E NN VMware & Fikta iz
THHH ( “CEIP” ), f15%Hid CEIP
W AN B
VMware JILHI Tz C AT
“BESEERL” A, bk
http://www.vmware.com/
trustvmware/ceip.html, #A[PLkE
Ff e FH BRI N Bkl Rk
i) VMware CEIP, 152 2B 5 ¢
RITEH T BS%,

ERTCAE AT ME— BRI
ALK T VMware

Cloud Director Web #fillR% . 1l
. 10.17.118.159,

JH+%] VMware Cloud Director
Web PRSI HTTP R4
B
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®4-2 BELABRFEBMSE (8D
i H i}

--primary-port-https Y 0-65535 NEE%EL 1 T%] VMware Cloud Director
Web ARSI HTTPS (4 i
Fefs S

Nl

--keystore (-k) A SSLUERAE % WU e R4 B, /opt/
Y Java BPIEMIEEE  keystore/certificates.ks,

--syslog-host (-loghost) Syslog IR # MY 1P 454> VMware Cloud Director 55

B8 e ey e FRRIR S ek diZ s Bt sk 2
VMware Cloud Director /%,
JFRER 90 Ko BERHZIM LR
KA, ATPLK VMware Cloud
Director R 55l e Wl TR0 B
%1%%] VMware Cloud Director %1
P2 AN, B IRIER] syslog 32
T

--syslog-port (-logport) JuFE 0-65535 NIWEL  syslog HFRE I+ EIRSSHS AT
1. BRIMER 514 CansoRds
E) o

--response-file (-r) i) N7 A1) 4 AU SE BRI BRI
N /opt/vmware/vcloud-
director/etc/
responses.properties (YA
B o TR EN R AIArE R
SR B SRR
HHEN ST 2R
Bo MRS FSANI IR SS#SIT, A0
XU R B BZ R
LA, TR,

--unattended-installation (-unattended) G RTINS 523,

--keystore-password (-w) SSL Uk PPl iy SSL UF P54 %0,

=6l BEEWA IP it EASERE

PLF -l 2 B 1P Hikk (FHT HTTPS IR Al & R IR S ) 19 VMware Cloud
Director lR&5 #1217 L AS 5l -

[root@celll /opt/vmware/vcloud-director/

bin]# ./configure -ip 10.17.118.159 -cons 10.17.118.158 \

-dbtype postgres -dbhost 10.150.10.78 -dbname postgresqgl-db-name -dbuser vcloud --enable-
ceip true \

-dbpassword P@55word -k /opt/keystore/certificates.ks -w $3Cret -loghost 10.150.10.10
-unattended
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6. BEFBEAN IPHIHTASERE

PAR Rl 2500 B BN 1P itk (U AN T3 50 T HTTPS RS AzEhl 5 RERIR S 1 VMware
Cloud Director Ik 55312/ T NS 500 .

[root@celll /opt/vmware/vcloud-director/

bin]# ./configure -ip 10.17.118.159 --primary-port-https 9000 -cons 10.17.118.159 \
--console-proxy-port-https 9010 -dbtype postgres -dbhost 10.150.10.78 -dbname postgresql-db-
name \

-dbuser vcloud -dbpassword P@55word -k /opt/keystore/certificates.ks -w $3Cret \

-loghost 10.150.10.10 --enable-ceip true -unattended

{RIPFNEE P i iz 3L 14

BAERLE 26— VMware Cloud Director BT fi fH 1 o 28 A e e b R AR {5 SR DRAT AR B SO
WSS 2 HURME B LRSS IS5 aedlin, WA HIXEEE R o Rz SR A — %
ERINZE, TR o

i NS - A B P 8 RSO e 5 — B IR SS /R LA M2 /opt/vmware/veloud-
director/etc/responses.properties., B ZIRSSFRININEIAEN, APATE FN N AR R 2k
PR A RS AL R E S

EEEL PorE T AR a2 0] T S E 25— VMware Cloud Director HLochf FEEMIMIZE

A e e A B (T8 T B A T B MO 5N 4 e 2 S AN B ST, DRI A 2B PR AT AT

J—El’j_j B NN A (/opt /vmware/vcloud-director/etc/responses.properties), AfEfdif
XA SESZ M. 1S W (VMware Cloud Director F2 DifER ) H “HOciH TRSH" |

TR

1 PRI S

R SARIARAFAE— DL E . IREIEROTIRRER, bR & R R e RS,
Gl N IERZE A WIS

2 MR
a CRZSCHE R O HE s R E AR S5 A% U RNz B

+

E AR S 123 VMware Cloud Director #4F, A fE T M N SCARDION H A TR
Wi N2 SCA R F2 2 H O FIT A B SRaA 2] P veloud. veloud BN, bGP FTs.

[root@celll /tmp]#ls -1 responses.properties-rw------- 1 vcloud vcloud 418 Jun 8 13:42

responses.properties

LR Ol I A
b Al ] - eI N SR 2 oKaa T E A
DL root HIP G 3Ess, $1HHE G . Shell sRZmt 1, FFEEN:

[root@celll /tmp]#/opt/vmware/vcloud-director/bin/configure -r /path-to-response-file
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RESR
FERCE IR S5 we 2 o, MRS 2 AR 55 A T G A e 7 S ARl AR o

EREFZ|AKNHME R %3 VMware Cloud Director

RA] DLBBIEHIR 5 2505 %] VMware Cloud Director RS 2841, RS medlb i A IR &S re a2l AR
HOEE FEERe e A s B TR, Rl FAC B IR 55 S A0 55— il GRS 01 3 i B ST

FEEE N YEAE RS 4T Linux fil VMware Cloud Director & 243558 rhji 42255 VMware
Cloud Director,

ARG
w BRNGERERS U IR B IR S5 R AL B — AP B QRN ST o 1525 DLIRC 1 P 2 R e e 2

»  fHIAFE VMware Cloud Director IR 548 — a7t B /opt /vmware/vcloud-director/
data/transfer LT

73
1 VL root B4y s FIbRRSSae.
2 KRS MR HRRIRSS R
R AT RIS, 8 LB SO R BT AT EARIR S5 A Bl D5 TRl AL 7 o
3 BRSBTS

LR FELHEBRITAIR . THR 23S A AR, S350 5 . Shell sk Zma 11, IFialT
PLR Linux #i72, b jinstallation-file = VMware Cloud Director 238 R 5 88 2 44 o

[root@celll /tmpl# chmod u+x installation-file

THAATLRENT S TN SCEE AR, AN
[root@celll /tmpl# ./installation-file

AL BREATRN L RPM 1,

T TEMHER R LTINS T F s T2

WERARAE BRI SS# 2258 VMware 2441, RRRE TR RN NP B
warning:installation-file.rpm: Header V3 RSA/SHAl signature: NOKEY, key ID 66£d4949

LRI T T A

a  GeiE LRSI ER,

b JEEL RS TR
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c B veloud HUFI4.
d fi#lk VMware Cloud Director RPM ¥ {41,
e AT,
LRGN, LR T 2P s TRCE AR, IS ] I 5 P 2 AR e e
5 fi\ nJf% Enter, DAME4maTICE A
R LA R s i B SR A N R THRC AR
6 Bk iEEHEE) /opt /vmware/veloud-director/data/transfer,
IRS5 a0 VMware Cloud Director IR 35 i # A 20 I ik 2 81 [l — AN EE S
7 RN RS B A 55 A T U TR
i RS A 24 FR IR AT H seb 28] 1 root JTF1sEHIL
8 B TICEIA,
a 1z{T configure @I FIEBIN AR R4
/opt /vmware/vcloud-director/bin/configure -r /responses.properties
AR B S B veloud. veloud FIBEIMIAINZ T, AR5 B I R SCARPE M N s THC i
JHA
b IR, f2ft HTTP ks Fndat & PR S 1P Hihk.

C ARSI B B AL E WA N SCAF PRAF IS 12 2 A BT RIE S, T B S uEAS s 122 42 s
(TR

ARG UE S B, BIRS s B2 a5 /5 5) VMware Cloud Director Ht,
9 (M%) kyANy, F5) VMware Cloud Director Ik%5.

A DA E R G 21T service vmware-ved start e EshiRS.

RESR
HE R ARNII IR S5 AR A AN 2 i 55 4%

VMware Cloud Director IRSTEFTA MRS 7% Fiaf T, AUE HYFRJUESH . RG0S B bk SR S5 5
#ifit VMware Cloud Director £dfifF . @rl DA U T Hifiid system-setup iy K401k
HoREE . %200 i E VMware Cloud Director 2235 |
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Z4£ VMware Cloud Director Z /g7
B4 VMware Cloud Director IR &5 #5415, PILAZ%E Microsoft Sysprep X 4-F1 Cassandra k)4, Al
RAEMEHIE PostgreSQL #dfafE, WIRDARCE SSL, FH#E b B e Lo se 244,

MARAS 101 JF 46, IRSSHLAERGANEE S AT LGE T VMware Cloud Director API il 5 zefi ik 5 R £,
THAE SSL BT AR IR S5 7% 5. b T4 VMware Cloud Director [£&i42, 15Hc B —HE
W4 515, 1 VMware Cloud Director APl {7 AL G D IRX e L, 7E 2 Reui T4
VMware Cloud Director i, /Bl »I7e, S5 FEmtH 4% T4 VMware Cloud Director 15
AR . 12 DR B R e v 2%

BE X Linux £ VMware Cloud Director B2 it

A A A I pe ek AR EESR, RTPLRE &R VMware Cloud Director Web |17, VMware Cloud Director
API s G AER RO ER 5 5 Web ik,

ARG
IANEC LU RGEER I8, WA RGEER VL EESCA .

B

—

1t Service Provider Admin Portal TiHRS ks, e,
MG E &, ARk,

TEHEX A R, R g

T Y VMware Cloud Director URL, 14t Web [/ &,

H W N

a HIAHT HTTP (A4 iR HE X VMware Cloud Director 23 H URL.

b HINTT HTTPS (24 #H AT X VMware Cloud Director 2\ 1] URL, #RJG T &L
SRR IR IR S VA =R At 71 8
WP EE A5 MR 55 s O UEBARVE RS, b Bie F#2)45:1 VMware Cloud Director HiyT#
PHEEH RN consoleproxy MIUETS o ASCRAE D1 E MRS FX ] & ARELERAS AT SSL £k,
UEABHEA I S b 35 . FRIRREB A A S ALY PEM A S OARIES .
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5 (") &N Cloud Director REST API A1 OpenAPI URL, i CHEH Web [ EE T ¢,
a HMINAEX HTTP A URL,

Flan, ndeE HTTP 244X URL 140 http: //veloud. example . com, JIHPIAF http://
vcloud.example.com/api 1/l VMware Cloud Director API, Hn[PIfF http://
vcloud.example.com/cloudapi 1/ VMware Cloud Director OpenAPl,

b HNHEX HTTPS REST API 264K URL, ARG FERLL F3 T iz i @ S e

g, i HTTPS REST APl LA URL # ¥ A https: //vcloud. example.com, NJH[LITE
https://vcloud.example.com/api [-1j[f] VMware Cloud Director API, HR[DLTE
https://vcloud.example.com/cloudapi ["1j[f] VMware Cloud Director OpenAPI,

UEPEE A0 5 MR 55 s A UEBARVE RS, Zub B r DU #2451~ VMware Cloud Director Ht
JUEAHPE HLAN 40 neep (OUER, WATDUR MRS VIP Wb CnsRi A SSL &k o iE%k
AR eSS . R TREB LA SNSRI PEM A OARIESS .

6 HIAHTNX VMware Cloud Director 2z & AR EE L .
RS VMware Cloud Director Iz 55+ uk 01 34 fr=5 10 5¢ 2 PR e % (FQDN) J A 15 . ZRIA
BRI 443,
FEEHET] VMware Cloud Director #4555 H etho M-E 5 HE X1 8443 Tl & REEARSS .

B, T FQDN M veloud.example.com [t) VMware Cloud Director & 255540, 1A
vcloud.example.com: 8443,
VMware Cloud Director ¥4 b4zl & AR VM TP i isil S 5 1 .

7 ELRAFEL R

LIFELE Cassandra HiEE ATFMEH LG EEREHE

VMware Cloud Director AJEEifir s fi5bn, ZFRbrbe o T A BT REALIAT U R AN SE 5t ol 1 & 1 24 iy
AP sAE e P dsbrddisfef7E Cassandra 5,

Cassandra ;e TR A, AR DA ZE AR 0 v Rt Re i 7 St il TAFhs, DU SR
AR R R e 2 80 . 24522 VMware Cloud Director SZFF M EERIA RS 22 0 s s figbr, T4
R E Cassandra FHEETTli ] cell-management-tool FTEER:S] VMware Cloud
Director, A2 Y il HEbr AT 2 nl Se s dm A o

AR &M
= J3iF VMware Cloud Director i3 UL % HAEARISA T, AAEIC B s B0k e
WIS AERGE Cassandra, 15 http://cassandra.apache.org/ 2 frs kL.

s 1520 (VMware Cloud Director &1TUiH) , [ i#SCFF FI1E e abn L1 Cassandra i As )
%%, ERPIM http://cassandra.apache.org/download/ T #; Cassandra,

n ZORETERNE Cassandra FESE:

m  Cassandra FEEVE /DS 4 NERINL, I HIXEE RN AT B A 2 41 F .
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m  HEP Cassandra Fif- i b,

m M Cassandra % sl 0 S ings . 152 W, http://docs.datastax.com/en/cassandra/3.0/
cassandra/configuration/secureSSLIntro.html,

» 51 Cassandra TP &35k, 152 W http://docs.datastax.com/en/cassandra/3.0/
cassandra/configuration/secureConfigNativeAuth.html,

s Fi Cassandra £15: |5 H Java Native Access (JNA) i 3.2.7 Bl i ShoAs,
m  Cassandra " s B IR TS HAE o

m } SSL Y Cassandra —2fli HE nletifE. G EUEA N Cassandra i SSL,  NIIAZUE B
AT (SVCLOUD _HOME/etc/global.properties) In global.properties XAFHINIACE

2y S LIS N
2 cassandra.use.ssl WE N 0,

Nil
58

—

] cell-management-tool I HFEF1E VMware Cloud Director 5 Cassandra FEEEH I i
(Rl B

1EPL N filan 4, nodel-ip. node2-ip. node3-ip M node4-ip 7= Cassandra FHEEEAL G 1P Hb
Hho FEFHBRINGG T (9042), Ml Asbrdin ki IR 15 Ko

[root@celll /opt/vmware/vcloud-director/
binl# ./cell-management-tool cassandra --configure --create-schema \ --cluster-nodes nodel-
ip,node2-ip,node3-ip, node4-ip \ --username admin --password 'P@55wOrd' --ttl 15

BRI THIEE, ES0E 5 & Yo T s %,
2 (%) WiRETHY VMware Cloud Director Bk 9.1, i H] cell-management-tool g Fiflf
BRI PR A TS i e FE R

1A TRIULL PR a2

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool cassandra --add-rollup \ --username admin --password
'P@55w0rd’

3 @A EEA VMware Cloud Director .t

FE5MED PostgreSQL #iiE FHITHMELE

@Il VMware Cloud Director lR55#84l)m, AILLKANI PostgreSQL £l id e i 2ok H VMware
Cloud Director ¥t SSL iz, FHHHE R H IR ES UG i A VERE .

IR TR R B RIS 2 SSLUER,  BIAFRRAR T- O A EB M A ) 5o 285115k, B, il
DU 12544 SSL UFBuk AL A UE-B A A1 SSLE, (HAGUEZir 55 N5 VMware Cloud
Director {S/TA7f#IX .

LRI ARG EORGRIBR A ERE, T LA RS FRie B S B e LA autovacuum 248,
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SB
1 /£ VMware Cloud Director #ll PostgreSQL %ffi 7 > [Rlfid & SSL %z,

a  WIERXINIE PostgreSQL Hufs 2l ] H & Aub- Bk AUk, W ME4 VMware Cloud Director
Hotiaf A Fands, DLEBEdEZEIF-B S\ E] VMware Cloud Director {5 TA7A#X .

[root@celll /opt/vmware/vcloud-director/
bin]#cell-management-tool import-trusted-certificates --source path to self-
signed or_ private cert

b 12{TPL Far4PUS T VMware Cloud Director fl1 PostgreSQL 2 [AIf) SSL %44,

[root@celll /opt/vmware/vcloud-director/bin]#
cell-management-tool reconfigure-database --database-ssl true

TP --private-key-path IR 555 2 FR T Botia  TRA R

[root@celll /opt/vmware/vcloud-director/bin]#
cell-management-tool reconfigure-database --database-ssl true --private-key-
path path to private key

o O T RAOTEME R, S 5 & FOUiH T As2%
2 MEAEN ARSI postgresql . cont SUFHIEIEER
Bilan, X154 16 GB WAFINARZ:, nILAME LT F .

500

# Set effective cache size to 50% of total memory.

max_connections

effective cache size = 8GB
# Set shared buffers to 25% of total memory
shared buffers = 4GB

3 MRIEEEDR SR postgresql . conf XAFHIA autovacuum 244,
XU VMware Cloud Director TAEf1AL, ATRAE LA A B

autovacuum = on

track counts = on
autovacuum max workers = 3
autovacuum naptime = Imin

autovacuum vacuum cost limit = 2400

;ﬁéﬁé?ﬂﬂﬁﬁiﬂﬁ%%iEﬂﬁzﬁ( autovacuumﬁvacuumfscaleifactor‘ﬁﬁ@ilﬁ activity parameters %%o

BESH
WG T postgresql.conf A, WEHNHIEIEE
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LI E RabbitMQ AMQP {LIE

QN TIRH IR T5% . A1k VMware Cloud Director API #7Ji2 (41 Container Service Extension
(CSE). VMware Cloud Director App Launchpad Bk vRealize Operations Tenant App) , AL %E
FHiiL ¥ RabbitMQ AMQP fREE,

=2 EBAAIY (Advanced Message Queuing Protocol, AMQP) S H AT R, SCR
W ARG T R E'{%iﬁo VMware Cloud Director {#i/T] RabbitMQ AMQP RFFHE ATt IR 55 .
A R ATIm A FH AT R 2R

FF Linux 223517 VMware Cloud Director, 7EfC BRI, AJLUEF MQTT % Fimisft RabbitMQ
AMQP RRFE, E& 0 [T MQTT & Pl Bk T2%

1 M https://www.rabbitmqg.com/download.htm!| [ 4§ RabbitMQ Server,
AT RabbitMQ AR, 152 I ( VMware Cloud Director &4 731 ) .
2 % RabbitMQ 23 WIE SR AL F 4 RabbitMQ.,
RabbitMQ k557 EALA I iAE VMware Cloud Director HiyCfE 4% A Z]ik .,

3 {F RabbitMQ 23], 12 FACE VMware Cloud Director PL5 I RabbitMQ 2235 n] T /ERT T
1=

= RabbitMQ RS AR ER 2, 1 amgp.example.com.
»  [f] RabbitMQ 1T LI AU 2R
o AREEEITHERE . IF SSLINBRIME Y 5672, SSL/TLS FUBkIANG Y 5671
n  EEPCH TCP,
= RabbitMQ JEIENL. ERIH /7 .
BB

BIAESL R, VMware Cloud Director AMQP JIR 5534 L A AR E . AILARLE AMQP RS PAGE T
SSL nssix ey B, A, LA ERSS, VA VMware Cloud Director 0| Java Runtime
Environment EI’]ij)\ JCEKS G1EAHEIX. G {7 T $VCLOUD HOME/jre/lib/security/
cacerts) WUFRELIER,

i) VMware Cloud Director AMQP JIR%5 /51 SSL, 1520 { VMware Cloud Director JIR &5 127557
PRI PHERE ) RIOECE AMQP RER(E .

A MQTT EPRPImiITREGFMES

AU MQTT % 1] B4 2% VMware Cloud Director $i:FUT- 21714 .

MQTT J&— PPt ) —dEhE B % il . VMware Cloud Director fiH] MQTT KA k- n) fii H]
MQTT % )i ] TSRS S B MQTT R MQTT RERJE TAL8, 1Z2REEA n] DAL & A
ML A7 TR
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BB &

s TN MQTT & 77 £ WebSocket,

n  HNEA DL WebSocket T i Rz bRk o

iz

1 fiiJ]] OpenAPI i i %5 %] VMware Cloud Director.,

2 HHNT WebSocket 4, 115 Sec-WebSocket-Protocol JBM U E H matt, & P B kR
#| /messaging/mgtt B&{L, WINEARL, SRIGFIEPRE MQTT E8R .

M) VMware Cloud Director FbRHEESR RPN JWT 254, ] LUK - A s i BE 25

Sec-WebSocket-Protocol: mgtt

Authorization: Bearer {JWT token}
3 T ER S, i MQTT & P ] 8

publish/{user org id}/{user id}

publish/debd63a0-6eae-11lea-8c7b-0050561776be/d19fd8ff-6eae-11lea-bb42-0050561776c8

VTR B 0] DU P AT U (Rl AT 4R 30

publish/{user org id}/*

ARGUETE SR DG s AT v In i A

publish/*/*

£ Linux _EFAH 2% VMware Cloud Director

0% VMware Cloud Director ﬂ-ﬁ;ﬂtﬂ%ﬁﬁﬁzﬁ, BNk SS A A T F T BIY VMware Cloud
Director JIR%, TriFE RS e FackemA, T14% VMware Cloud Director ¥, I HE#HHE)
VMware Cloud Director %7{:0

IR VMware Cloud Director 553419535 Linux [ VMware Cloud Director 22%E, Jlijn]
P FE T Linux B VMware Cloud Director 25 F8E 7 20 R KR S

*F Linux % VMware Cloud Director “¢3%, w[DIHATIMATIZS:, thnlLF5hT14% VMware Cloud
Director, £ IHIT VMware Cloud Director 2Tk T-5h 714 VMware Cloud Director %
o MR PMATR, BT B ARk S av Al T A SR e AR . i F a2, 4TIt
REFA PRI o

M VMware Cloud Director 9.5 JT44:

m [ F Oracle $UEZE., WSRAEIAT VMware Cloud Director 2236 ] Oracle $dE)ZE, 15 0T
W AE R 2% o
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n SRR ] ESXi Bl a2z mr, A0SR TFE ESXi FHL. nILA# ] vSphere Client ¥
ESXi FAHLE T4,

= VMware Cloud Director {#i [{J A8 LDAP #5190 Java, WIRAH T E LDAPS RS ws, il
% LDAP BSRAM, AA AT & ERRIET . A5 R, 1S (Java 8 A ) , Wk h

https://www.java.com,
M VMware Cloud Director 10.0 }14f, A FF Microsoft SQL Server ki
F+4% VMware Cloud Director I, #AAI S A 2RI PL T A

n Y4F7 T VMware Cloud Director il EEIREDR M. A0S 4E 2, s “FHRFATEme”
o

m CYFTHTTY VMware vSphere @ i,
m CYFTET R VMware NSX® R,
= P25 VMware Cloud Director 52 E (R TAi 25 =J5 214

H % VMware Cloud Director 5HAth VMware 74 M 26 = 5 BORFERGRAERE R, B2 0 (VMware i~
S EREVERZS Y, WL http://partnerweb.vmware.com/comp_guide/sim/interop_matrix.php.
T HE A VMware Cloud Director 14t ferhiF4% vSphere ik NSX A1, MAGIAEFH4: VMware
Cloud Director 2 J5# 7. 15204 VMware Cloud Director 2~ J5 .

2/DFJ—5 VMware Cloud Director ix55#%)5, RILAFH VMware Cloud Director £dii)4 . 1240k )4
P TAEA MRS FR s THPIR AR B, 5 1E E a1 THFTT VMware Cloud Director (L5 1IR A, 3
R RIE BRI TS5 BB R, BIHE A BT AR S5 %5 IR A TG sk S HIE
%o

T PR ROR B UL N AAEE(E VMware Cloud Director £ ik H -
RN 1Y 1 g =) A G V& A = K oo
s BT & PHLAE X L HHA Microsoft Sysprep A5 HI B4R

THETEE K VMware Cloud Director {SAIUNTH],  PAEFRJIR S as A A IR S ae s A . dnif il
Madtas, PTDLHECE R —28 8, B, RS TBVUIRE, TEFAH (The system is
offline for upgrade)o
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MARAS 10.1 FF4h,  IRSSHEEET AL v DA ] VMware Cloud Director API st 5 ek 55 # O£,
FEAE SSL 4 T-rt FErh SR 5578 15 A T 47 VMware Cloud Director %%z, 1A & — AN 5=
HliE4a412, f#)1] VMware Cloud Director AP B/ TEEREMRR IR TCE U NIX e 0L, AL BEnl T4,
VMware Cloud Director 2 Ji5, i5Jcht BIAELA 4, SR HEHAFL 74 VMware Cloud Director 1
[PAPR o 152 DB PG AR 4001 35

EEHG JMREIR 101 5, VMware Cloud Director (44U iE 5 HE B L Rl 2 25 e

$, X2 N VMware Cloud Director #H SSL uF-Bi0 5 U4 TAME . WRAETF 2 i A uE-B S
#| VMware Cloud Director, NI+ SSL ¥ uEnl#l, vCenter Server fll NSX 4% i] fE2 WoRiE A
Beo EXMEIT, THEEAPIAEEE:

1 Jé'ﬁ‘ﬁj—l:%‘;fﬁiﬂ trust-infra-certs ﬁ/?\l/y\ Q ijJ*{%ﬁﬁﬁlE#%)\ﬁ%qjﬁlﬁ%ﬁﬁ%qﬂ o 1%72‘JI—LU‘A
vSphere BN St 15 o

2 {f Service Provider Admin Portal Ul H1, 4> vCenter Server F1 NSX 50l], SRIG/E#es2ub1s
NI PN 8

FrREF TAERR

EFRERE

Linux _+ 254N PostgreSQL #iEFER VMware Cloud
BN Director 10.1

HASNIS Oracle #di %) VMware Cloud Director 9.0 #19.1 1 %IF Linux |-AJ VMware Cloud Director 9.0, i
VMware Cloud Director R ZIAC 9.1, 155 W44
vCloud Director,

2 ¥4 Oracle ¥R F 1T 5] PostgreSQL ¥, & Wil
7] PostgreSQL ki,

3 CBERUERET4E Linux A9 VMware Cloud Director
10.1. & WHIT VMware Cloud Director 221153 71
2k T 714% VMware Cloud Director 2%,

FLATANES PostgreSQL 2l fE 1 VMware Cloud Director # N2 FF

% 9.5
Linux |- BA 9N PostgreSQL i) VMware Cloud BASHIEREE TS Linux FfJ VMware Cloud Director 10.1,
Director 9.0, 9.1 1 9.5 152 WHAT VMware Cloud Director 223/t H£ ik T2 7

2 VMware Cloud Director %%,

Linux FHASME Microsoft SQL Server %di)%4) VMware 1 BEIERETTRE) Linux EfY VMware Cloud Director
Cloud Director 9.0, 9.1 f19.5 9.7. % W14 vCloud Director,
2 4 Microsoft SQL Server £f/4: 1T f2%] PostgreSQL £ds
i, 1S I E] PostgreSQL Fdnf
3 CHEEITREE] Linux [ VMware Cloud Director
10.1, & WIIT VMware Cloud Director 224/ AF
K FEhTH: VMware Cloud Director 2235,
Linux |- i 19N Microsoft SQL Server £idli /%) VMware 1 ¥ Microsoft SQL Server £ffi 1T F5%] PostgreSQL £k
Cloud Director 9.7 J&o 1152 T3] PostgreSQL #difE
2 BT E] Linux ) VMware Cloud Director
10.1, HZWHAIT VMware Cloud Director 22251 T
2k FEhTH% VMware Cloud Director 727355,
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https://docs.vmware.com/cn/vCloud-Director/9.1/com.vmware.vcloud.install.doc/GUID-6EC093C1-4CE7-4435-9FC5-F801EA618D91.html
https://docs.vmware.com/cn/vCloud-Director/9.1/com.vmware.vcloud.install.doc/GUID-6EC093C1-4CE7-4435-9FC5-F801EA618D91.html
https://docs.vmware.com/cn/vCloud-Director/9.1/com.vmware.vcloud.admin.doc/GUID-30090914-3BB8-4743-BD8B-C29FA863C034.html
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https://docs.vmware.com/cn/vCloud-Director/9.7/com.vmware.vcloud.install.doc/GUID-6EC093C1-4CE7-4435-9FC5-F801EA618D91.html
https://docs.vmware.com/cn/vCloud-Director/9.7/com.vmware.vcloud.admin.doc/GUID-30090914-3BB8-4743-BD8B-C29FA863C034.html
https://docs.vmware.com/cn/vCloud-Director/9.7/com.vmware.vcloud.admin.doc/GUID-30090914-3BB8-4743-BD8B-C29FA863C034.html
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ErerEs

Linux _FEH4ME PostgreSQL HdEFEER VMware Cloud
FEE Director 10.1
Linux - HA SN PostgreSQL £4dfi /1) VMware Cloud BRI TR Linux Y VMware Cloud Director 10.1,
Director 9.7 f1110.0 152 WHAT VMware Cloud Director 22254 sk T 271

2 VMware Cloud Director 2235,

HAmAT, PostgreSQL #dliZERY VMware Cloud Director NS
% 9.7 f110.0

#1T VMware Cloud Director I/t EFH %K

Al DLl iaf T --private-key-path 20 VMware Cloud Director 3SR 7 K TR AR 55 240 k)
Fr g FRoe DA ML R R

@A VMware Cloud Director IR 55w fu & 5130 F5 Linux HE R 41 VMware Cloud Director %
B, AT DU TS T Linux (0 VMware Cloud Director 22387 T2 IR 55754, IR 151 VMware
Cloud Director JIR%52%41 107 VMware Cloud Director 9.5 #5355, WA B TR TAER P 0 & 1T
Linux [J VMware Cloud Director ZZ5FE 7 R IIAT IS . 1S WFHHAITH VMware Cloud Director
.

i@ HIF Linux 1) VMware Cloud Director {EAE S AT TS0 &, s AN vmware-
veloud-director-distribution-v.v.v-nnnNnNnn.bin, LA v.v.v R PSR, nnnnnn TGN
HRWRAS o Bl vmware-vcloud-director-distribution-8.10.0-3698331.bin, i&fTILAIH
1T AR 2255 T+ VMware Cloud Director,

AT ——prlvate key-path 2] VMware Cloud Director L 3EfE 7, @] DIZRIN upgrade SR

FH A fy A 0650, 141 --maintenance-cell, £EEEE upgrade %ﬁﬁﬁ?iﬁbﬁﬂ’\]fgﬁu H2 W

AR IEFS%,

AR &

= ik VMware Cloud Director £idfi%E . vSphere 4A1-F1 NSX A4 51 VMware Cloud
Director &

BT WURAEIIA VMware Cloud Director 23 {ii 1] Oracle £fiZE=L Microsoft SQL Server
B, AT T TSR] PostgreSQL i . A RAIREMIH &L, 152 WAE Linux -
J4% VMware Cloud Director,

n  BUERUE I BARIR S AR ST PR

QR I IR LR A TFE S 44, WIHE BRI SS b 3iFZ05E VMware 228, Wk E 56 uE
LRI T2, WATFEAEZ 2R R, 1S W 312035 VMware 224,

n BUEEE T A AR I B R 4 2 VMware Cloud Director 8K {RAS .

VMware, Inc. 121



VMware Cloud Director 2234 | it E AT 4445/

b

N

3

WA BoTEb e v T P AEAB N RIS O FE T SSH 14, S TauE, " DAa T |

Linux fy4:
sudo -u vcloud ssh -i private-key-path root@cell-ip
R SR E N veloud, SRIEVA root Bty cell-ip AR TN, SSH 4, [EAR L

root i, WIRAMIEIT |- private-key-path HIRAEAF] R F' veloud. veloud L, HAAMN 2
HANIT cell-ip &b root JH Y authorized-keys AR, a3 B,

E veloud 7. veloud AR veloud.veloud ' VMware Cloud Director Z23RERE 7618, H
£ VMware Cloud Director #tFRizf TH T I S50 veloud H AT B4,

AT ESXi TAHLEPC S . M VMware Cloud Director 9.5 144, Az £ A ESXi 4L,

MRS FR AR IR IR S5 s v D L L IR 55 257 i . 1208 Linux ) VMware Cloud
Director #EtE RS #1i4% o

a1 VMware Cloud Director Z36(#i ] LDAPS 55%%, NG THIE LDAP Bk, iiiiAgE
HA5 Java 8 Update 181 FUIEHMAIEIE T . AfE ), iHS 0 (Java 8 AR ) , Kkl https://
WWW.java.com,

A root Bty Bl H Ak 55w o
KL eSE T EE HbRIR S5 75
WERVABHATE IS, iR eSO ) 2 AT FURR AR S5 e Pl U TRl
KnE N ARREGATE S 5 N AR RS AIARPE A .
MD5 F11 SHAT RGN LA E DT E o AHIE M TR N SRR A 17 5 R 2
T EoRIRSEFAHVCAL . TPA FIE U Linux a4 AT iBoR installation-file FIALEEF
[root@celll /tmp]# mdSsum installation-file
Pt A B [P S R AR VT 1 f MDS A6 FIARPC AL 28 SO Al
TR 2B Ny AT I T3

RN FERABRITAIR . TR 23R A AR, 54T H 65 . Shell Bi&ama 1, FHisfT
PLF Linux £54, Lt jnstallation-file & VMware Cloud Director ¢35 Xl 523 14 44,

[root@celll /tmpl# chmod u+x installation-file
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5 7EbsflE . Shell SR LI, 21T —-private-key-path YA E AR T 2 A 2R
,fq:O

PR DA AT E upgrade SRR IO H A dy 10810

./installation-file --private-key-path /vcloud/.ssh/id rsa

T NSRS AT IRN ST H o] 72830

BERE AR VMware Cloud Director (S AR, SR EMMIATH.

WERZL LR AL EY VMware Cloud Director Ay 1 a8 12 B H IR, R il fie i B
9:,‘:]&{:[:]{0

6 N\ y H4% Enter HATIHE,

TR

BREFPR RN T Z e R AR
T VYT IT AL T 2K
fifl . VMware Cloud Director RPM #f-fy
4775 T 1Y) VMware Cloud Director 84,
FH2% VMware Cloud Director £ 7 .

Rt B VMware Cloud Director B, SR G TEHT S 2N Bt i VMware Cloud
Director IR % .

T Esh4nr T FY VMware Cloud Director JIR%%.

g b~ W N

(9]

i

JHENIR S B4R A BT 1Y) VMware Cloud Director JIlR%% .

PEIAE Al DATHR S 2421 vCenter Server A4 k4R NSX Manager, #5714 vCenter Server
A4, ESXi FALAI NSX Edge

FEHFH LR VMware Cloud Director &3E

AL IE T AN A 28 W11 VMware Cloud Director 2282 ok A N T, J0fT i s E 0
JUZ T, AT R THIR S R dlrh &/ D—AN AT e BT s

i VMware Cloud Director IRZS#5 40 60 55T 31510 Linux #:/E 24610 VMware Cloud Director %
B, AT DA FE T Linux [ VMware Cloud Director 23R 7 iz IR S5 wedl. WS VMware
Cloud Director IR #4010 VMware Cloud Director 9.5 #2585, WA GEAETAZ T /b s 1
Linux [f] VMware Cloud Director Z3Ef FE TR A ¥ . 1152 0 T AT F2 VMware Cloud Director
Wtso

KT It VMware Cloud Director 223, 1PN VMware Cloud Director 22355 TIMMT 4, AN E
YT sh RS e SR %f‘ﬂﬁﬂﬂ VMware Cloud Director ZZ2E AT
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Bt 4E
» [k VMware Cloud Director $JfiJ% . vSphere AR NSX A1 58741 VMware Cloud
Director %5,

EEET YR VMware Cloud Director ZE{ii [T] Oracle £3f)%EEL Microsoft SQL Server
Bz, WEHAET 2 i F2 2] PostgreSQL £dliE . Ao REMITHIusis, 1S IAE Linux |
T4 VMware Cloud Director,

NI VMware Cloud Director IRZS 2841 IR 25 B HOE 46 ] PV g

n YERELBTE R LRSI RS, M HARIRSS 7% b oAk VMware 2241 AR E gL
LRS54, WATEAE LB RS, 1520 FHRIZ5 VMware 2441,

n UEEE T BRIV U Rk FHEE TR EIH) VMware Cloud Director AR
AT ESXi EHLESC S . M VMware Cloud Director 9.5 JF4G, ASSZERCUAR I ESXi FH1.
iz

1 F+4¢ VMware Cloud Director H.¢
VMware Cloud Director ‘et 7R uk EARIR S w5 1F G ra FHRb & 551k, I -9azikss s
Y] VMware Cloud Director #4-,

2  JI%% VMware Cloud Director £i#z/%
MWFHHIET VMware Cloud Director lR55#%ia1T VMware Cloud Director %24 1T H. T2
SEHARE 2T, A IR S TR VMware Cloud Director fik55#%.

RESER

n TR ESH YIS VMware Cloud Director RS #AEIR NS, I DAERTA BT S5 VMware
Cloud Director JIR% .

TS EERN vCenter Server A% CEEEES NSX Manager

s TG NSX Manager J&, H[ATFZL vCenter Server 2%, FHAI NSX Edge, 152 WL TH
vCenter Server £%:. ESXi 2HLF1 NSX Edge .

FH4% VMware Cloud Director BT

VMware Cloud Director 23 7R iE HFRIR S # 2 S S I THR A 554, HTH0Z)IR S 28

VMware Cloud Director 4.

16 T Linux [ VMware Cloud Director {E N2 IR BU TS D K, RN vimware-

vcloud-director-distribution-v.v.v-nnnnnn.bin, HMH v.v.v 220K, nnnnnn AP

YRS, Bl40: vmware-veloud-director-distribution-8.10.0-3698331.bine iafTIH AR

T2 w5k -4 VMware Cloud Director,

W T2 850 VMware Cloud Director Z¢2%, #A%4E VMware Cloud Director IR &S #e4H 11 01 s

1T VMware Cloud Director ZZ34 7 .
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B

VA root S8 8 AR 5575 o

2B MBI HARIR S A o

URVAGHATE XIS, s 25 SO I B FTAT FURiR 55w 240 5 Tn O 7 o
ik N RS T 5N 8T A IRV AL o

MDS5 H1 SHAT ARG FIIME A AAE ML Eo IS S0 T AIIEC MRS RS E 5 3
U BoRHIRGEAAIVLAC. (LA MBS Linux sy &R EoR installation-file FORS .

[root@celll /tmp]# mdSsum installation-file

A AR PLAZN S T 3 DU _E ) MDS RS RIAHVC A e ST
PR ZERSCAT g AT TS

LA E AT PATAER o BEPR 2 SC - AT ABE, 54T HHEH & . Shell sRZ8mEr 1, HaafT
PLR Linux #i72, b jinstallation-file & VMware Cloud Director 2238 R 52 8 2 44 o

[root@celll /tmpl# chmod u+x installation-file

TUEATLREN, AT R4, .
[root@celll /tmpl# ./installation-file
AR L REATHRA A RPM £,

I BN O ST IR AR RTI H 3] T2

HRH

AR LREFLFASIE] VMware Cloud Director (R IRRAS, NS R T k.
BN y 4% Enter AT,

LR PR R BN N TR T A

a  BurENUE ST TSR,

b fi#H VMware Cloud Director RPM i,

c Wit FRIAT A TES) VMware Cloud Director fRNVERSERE, 211 IkR%S# ERY VMware Cloud
Director IR &I 22251 VMware Cloud Director #44-

WERAEAAT FARIR S5 75 b2 VMware A, L3t ool MBI &

warning:installation-file.rpm: Header V3 RSA/SHAl signature: NOKEY, key ID 66£d4949
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B EAIR S FRIBIAT global.properties LA, PR RN MER M E

warning: /opt/vmware/vcloud-director/etc/global.properties created as /opt/vmware/vcloud-

director/etc/global.properties.rpmnew

& WA E A global .properties XA, #EA[UIM global.properties. rpmnew
HHAS 2R 1R 8 AL

7 (Al HUHTHASIE R E .

FrkIE, i E SR B S AR /opt /vmware/veloud-director/etc/
log4j.properties.rpmnew Hi,

EI BfE

MFAFERIAE HETREMYE PSR EHE] /opt /vmware/veloud-director/etc/
log4j.properties,

WREER HEICRESE BREART O, 15 /opt/vmware/veloud-director/etc/

log4j.properties.rpmnew 547 /opt/vmware/vcloud-director/etc/
log4j.properties SXAFHITHIS

&R

VMware Cloud Director ﬂﬁ%ﬁi}: R E R —REE, RS e HAE S B RIE B
SRIG, LR B e TR E T T A

RESE
WMRMATIE, FLLTFE VMware Cloud Director 5% .
KRS w4 rEE1> VMware Cloud Director HtH & i 2.

BT SRS AL I RoeAEdEE S, R8N E) VMware Cloud Director Ii55 .

F 2% VMware Cloud Director #(1EE

MT4L5E1 VMware Cloud Director fiIR55#5121T VMware Cloud Director £fla/F T4 T H., T2z
BokE2 i, AR RshE THRREMT VMware Cloud Director i 55+

R AT IEAE a8 TR HT S e T 5545 EA7 i 7E VMware Cloud Director 2l . i T-4dE T2 S a0t
RS E R IEUR TR IR S AT Rad BT S BiAARBA TR SS

VMware Cloud Director JRZ#s4l A oot Z R —8dhigE . TTieERHZ Do, HWEARE0RE
/J\o TP EIEZETS, ATH94) VMware Cloud Director HLCE ok v 2 a2 . TR
JC, A RRERBEITH I R

BIIRSR M
w SOTBLA RN SRR A B R A U R
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MRS AR VMware Cloud Director HTAN HEIRIRS . ARt R, Fs i O
PTG, USRAEAE AT VMware Cloud Director iR45#s, #R0] DUl IS o4 B T B ok ik 0%
RS . Bl oo B T B E TG R, i3 WEE 5 & o LHS %,

. EEBIRETIRONRERF S I

1 BT AEATEDEIEE upgrade ST
/opt/vmware/vcloud-director/bin/upgrade

WS PETH S5 IR e A2 NSX Manager BRI, E¥imn—5 88 M B B0 T .
2 TEHURHE, HIN y IT% Enter BAKURETH
3 fERERl, M y % Enter BN S BdinE

AR T --packup-completed Belil, SUTREFEBT IR,

4 GRS NERTE IR T, AR RS A n R H shell, SRIEHIABRA AT CIEAEEITH
EEREGUBURI S MDA

EZES

BaRFEAR T K217, HE RN E . AREn, Raatnfr niks+s LiHs) VMware
Cloud Director flz%5%.

BESR

i\ y 4% Enter, st ARG 0HE]T service vmware-ved start midJHsizIkss.

AT DUREIE THE VMware Cloud Director IR 2578 10IRSS o

FERTATHR IR S5 #5 4 H 4 VMware Cloud Director i i s HARSS . 152 W TTH4% VMware Cloud
Director ¢,

HIEEARERREFSE

11T upgrade ST, RILAEA AT LB ZEOE AR AL 515 B

upgrade ST E N /opt/vmware/veloud-director/bin/.

& 4-3. JIREARIRAEFIETMFASH

T S8 Ei: 3%y
—--backup-completed ?ﬁ i&bﬁrﬁafcﬁi VMware Cloud

Director &4y, AT RTINS, 4%
IR R 2B T A G R

--ceip-user CEIP RS I 44 MR RGN EAEERA A
Y, I, BN

phone-home-system-account,
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& 4-3. JIREARIRABFETANSH (2D

bl 23 R

-—enable-ceip PePe—1I: FRE I LB ETR I VMware % )
m true WRISTETH) (CEIR), HRIAMEY
a false true CHURAARML) , IR ALY

T E il false, VMware &
FUREART ¢ “CEIP” ) EUfE
“EESHUEL” (REEY http://
www.vmware.com/trustvmware/
ceip.html) £t CEIP WiE
HIEAREPL K VMware FE T Tl Fh
JHES AR B T ARG ] e
JCETHE T H N TIGR tH ™ 5
VMware CEIP, 52 W58 5 & i

BEHMTHSE,
--installer-path VMware Cloud Director 2% U 5¢ 34 % 1 T __private-key-path Ui,
#o P veloud.veloud PAZIARERE S 23S
MHAE H 5
--maintenance-cell IP bk FFININR], T+ L e e 4 e

LN B TRy 1P k. Ik
FEHAB B TTOCART A LR, H.
FETFER A B TTIN AL TAE R, fE
HAb e eI B = DA — BT
HHAEE, BRICREH TR &

B —_private-key-path £l

--multisite-user LW E ARG VMware Cloud Director £ ¥k &5.1)
AEEE IR . AR AGA LI e
HEHALHP R, THER
[/ IN(ER multisite-system-

accounto

HoT T R e s e 4. ]
T, AR S5 Rs AL T A TR
EF P I EdREA e &
Hash. 12 WHdT VMware Cloud
Director “CAErIA T, T RA
T T AR AN E B

--unattended-upgrade Jc ETFHN LTI

EN
N
X

--private-key-path

ill:]ﬁzuﬁfﬂ --private-key-path iil)ﬁ\, ﬁﬁﬁ%ﬁ%ﬁ%iﬁﬁaﬁjﬂﬁﬂﬁ%ﬁfﬂFEK%)\%E%D’\]I%ﬁ?nﬁﬁ
ssh @8, WA DAL FRTRIG Linux a2 T THRUE . ORI SN veloud, SRFEDA
root SR cell-ip ¥t ssh %, (HARRLE root %4,

sudo -u vcloud ssh -i private-key-path root@cell-ip
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G AHETT |- private-key-path TRV R P veloud. veloud 2, HAAN A SHE G INE] cell-
ip Ak root 'Y authorized-keys SAH, a2 Biaih,

A veloud . veloud A veloud. veloud K H VMware Cloud Director ZZ3EfE 148, HIME
VMware Cloud Director HFHafTH AT I S50 veloud HJ A T 250

H2% VMware Cloud Director ZJ5

T4 VMware Cloud Director IR 55 a8 TS, Al UAFICh 232tk 551 NSX Manager
S, AR, AL Rl VMware Cloud Director 2225 ESXi =4LA1 vCenter Server 52451 .

EZEHET] VMware Cloud Director ({32 f5m4k Edge MIo&, MAKAEATIHMAR =2 Edge WIS A=
W, SN, https://kb.vmware.com/kb/66767,

MIRA 101 46, ARSSHRAL R AR T LA VMware Cloud Director API I S5 e FEAR 5575 1482,
FEAE SSL R Pk B IFARSS =5 5. b T {47 VMware Cloud Director WIZ854%, 15 & — NN EBE
MiAELaA12, 1] VMware Cloud Director AP #E TR A CiE T [RX B L, A&kt 2
VMware Cloud Director 2 Ji7, el BIHAELaA 4, SRIG HHAFE #2174 VMware Cloud Director 1
FIAPR o 12 DAL B MR R b1 25

BEHEET JHREIRA 101 /5, VMware Cloud Director iA£¢ 2 ik 5 - B AT Stk 2 A i A 1k
15, EH VMware Cloud Director #31 SSL uF B Uk Az T4 dRAT R 2 AN UE SN
F| VMware Cloud Director, M SSL KiFln]i, vCenter Server Fl1 NSX 4 i B4 o RiERR I
DL, EXFREOUTN, ARG HE MR

1 @?T%)ﬁﬁiﬁi% trust-infra-certs up 54 U\ EI ZJJ’H‘}EE;@ILT:% EL)\:t' quﬁlﬁ%ﬁﬁ%q:‘ o lﬁli‘)b}‘ﬂ
vSphere RSN S UF 45 o

2 1F Service Provider Admin Portal Ul 1, w434 vCenter Server Fil NSX 54§, SRJGHEHEZIE
IR R PNER

F 5 2 %R vCenter Server R FERIE1 NSX Manager

T 2] VMware Cloud Director ) vCenter Server Fll ESXi L2 1, WAZiF14% 5% vCenter
Server A NSX Manager,

THJ NSX Manager ZxHIBA NSX B FRIRE 5 IR], HAZHMTZIRSS . FTLAME VMware Cloud
Director FHHTE )5 TH4% NSX Manager, TfiCitse iIE{H 217117 VMware Cloud Director §.5t,

HITHE NSX 15 B, 1520 NSX for vSphere U4, WA https://docs.vmware.com,
$B

1 TS5 1EME] VMware Cloud Director 22351153~ vCenter Server JCH) NSX Manager.,
2 JFLATE NSX Manager Jio, B DATFRETE vCenter Server 241 ESXi 41,
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F+Z% vCenter Server %t. ESXi E#1F1 NSX Edge

TI4% VMware Cloud Director 1 NSX Manager f&, AT C T EME] VMware Cloud Director [
vCenter Server A4l ESXi EHl. FHRJI A %S vCenter Server 24l ESXi £HUm, AR ATk
NSX Edge,

Bt 4E

AC T2 5542 2 =11 vCenter Server RGuAHSCIKIEE NSX Manager., 52 TS E BT
vCenter Server 24 kA1 NSX Manager,

HB

1 2% vCenter Server 524,

a {f VMware Cloud Director Service Provider Admin Portal Tl SR EIR ., seft
vSphere %,

b e/, ik vCenter Server S,
c PN vCenter Server SIBIST LN e, RIS FREEER]
d REE.
2 JiZi vCenter Server A%,
Hr5H, 520 (vCenter Server F14% ) .
3 IUEArANY VMware Cloud Director 231 URL FHIEF 5%
a  MIESTATEH, SPFEE,
b AR IRE B AR,
c  WHARTA AL
4 Jil¥r VMware Cloud Director HifJ vCenter Server /it

a {F VMware Cloud Director Service Provider Admin Portal T SRR E IR ~, sk
vSphere %R,

b M, il vCenter Server 3,
c PR vCenter Server S5 ], SNE R EEHTERE
d HELHE.
5 JHEE T vCenter Server 2% 1EEA ESXi 3L,
W20 (VMware ESXi 714 ) «
BEHEL AERHRA TR A R E AP SRR, /MR TR BT R,
THURERRT LRI 5E O e v LT B 2R AU
a ffiJl vCenter Server 24l FALE THEH B, IERVRZENL A B RIWUT R R AL EAL.
b FERFL.
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c f#if]] vCenter Server % HiiER L.
d f#iff] vCenter Server R4l MR AR,
6 () TS5 TN vCenter Server £ % <81 NSX Manager 7 HE[1) NSX Edge.

TR NSX Edge Bt T YERRAILE .. @R H] NSX Manager 2 VMware Cloud Director 2k
T4 NSX Edge,

m XA NSX Manager 714 NSX Edge 11915 5L, 152 M NSX for vSphere (A4, HE
https://docs.vmware.com,

s ZffiH] VMware Cloud Director J12% NSX Edge (¢, WifE Edge 251 VMware Cloud
Director WZ&0I4 | P THRAE:

s {#iff] VMware Cloud Director & VMware Cloud Director API ¥ Edge W&k 551 2%
N, SAHN D A Bh 2% Edge M,

. JUHTEE Edge WIDCRFH ST NSX Edge B4 o
E HA NSX Data Center for vSphere Edge W& Frafalts .

w T VApP MBI vApp PIZERETI S22 O NSX Edge 1. HHL T vApp Ak
H vApp 46, SR vApp IIRIZR LT, oIS iranE B, Sl vApp M40k
TR e, SRR REER.

B Il BT Edge WIDCHTE B vApp MIZSHTEAR S B, 155 W ( VMware Cloud Director
API ZfEF8EE ) o

RESE
SHENE] VMware Cloud Director 22351134t vCenter Server 2% i & it 2.
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BTEETES®E

FOTEH T HZ TP VMware Cloud Director Hycek s 5 a1 T2 R 7 o REEUREERAB,
T PR R 40P U

OB T HZEF /opt/vmware/veloud-director/bin/ H, R DUHEHZ T HAGS TR A Ak
4#/;1’@'9?55& Shell iz17.

FIHATAGS
EETIH A AT S, T T 447,

./cell-management-tool -h

{E A Shell &z
PR DA T s, ANMEHSEOR A S TR, BEE R 5 Shell 1217,

[root@celll /opt/vmware/vcloud-director/bin]#./cell-management-tool

Cell Management Tool v8.14.0.4146350 Type "help" for available subcommands.cmt>

WA oRBIfTR, 15 Shell BN, AATDAE cmt> SERTHACEENAEAT ST P T R 4.

cmt>cell -h

usage: cell [options] -a,--application-states display the state of each application on the
cell [DEPRECATED - use the cell-application command instead] -h,--help print this message
-i,--pid <arg> the process id of the cell [REQUIRED if username is not specified] -m,--
maintenance <arg> gracefully enter maintenance mode on the cell -p,--password <arg>
administrator password [OPTIONAL] -g,--quiesce <arg> quiesce activity on the cell -s,--
shutdown gracefully shutdown the cell -t,--status display activity on the cell -tt,--status-
verbose display a verbose description of activity on the cell -u,--username <arg>
administrator username [REQUIRED if pid is not specified] Note: You will be prompted for

administrator password if not entered in command line.cmt>

IZA L SO TR, IRIFIE] cmt> SR, ZORHE Shell B, 157 cnt> SERfTALHN exit,
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. BTEEIRFERE
DR AT AR 4, 3L T AT Shell F30 T Flay 4.

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool -h
usage: cell-management-tool -h,--help print this message Available commands: cell -
Manipulates the Cell and core components certificates - Reconfigures the SSL certificates for

the cell . . .For command specific help: cell-management-tool <commandName> -h

s il VMware Cloud Director Z:%:
P ICEEE T HAY system-setup a2 A F A G B UK P RIS Bl in oI 55 #s 4L o £dis
J&

n APIRSSROLET UG RIIE R AP S
M VMware Cloud Director 10.0 J44, #]LA# ¥R VMware Cloud Director OpenAPI 55
SRR SR AL R AR P15 1] VMware Cloud Director,

n EHEFC
AT T AR cell T, RIS ESHER T A5 Toik msh . &G T s ESSn0R
O a1l E T4 R s W W N A L T

PRI CN R
P ICEEE T cell-application A Al DAYEH FLCAE R B T — 418 R 7 o

n  NUFER R
A DU TR T reconfigure-database & HH VMware Cloud Director a4
MRz I

n ROIMFE A SRR FE AR e 2
VMware Cloud Director fiiJf] Quartz {RV P R g s i TR P E (TRl o ansi
Quartz JEREFEAREREL, A ae oIl R g ik, P T THY
fix-scheduler-data & F A & AT R Fr Bda AR s T s 2 B0k

m O HTTPS Azl & B A A2 2 uk s
T AT B T B generate—certs a2y HTTPS Fzsiil & A b AR b 112544 SSLuF 15,

n B HTTPS Al o A S e
EF T PR T EY certificates frd e HTTPS Al &5 ACHR R 5% SSL ik,

n MAMNERARSS 5N SSLuEts
AT PE T ALY import-trusted-certificates AU, PS5 AMQP fil VMware
Cloud Director £faaE SNBSS B 24t i .

m M vSphere Z T N fuE
T, TS T B trust-infra-certs o MEREE Y vSphere BRI P
5\ VMware Cloud Director i3 .
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B EMGERAEL Y K
LTRSS, O T B manage-test-connection-blacklist iy BH X D
ENTIIN], SRIGEHAFE RS VMware Cloud Director & 35 [RIALPE o
TRV SSL B
EF T PR T B ciphers fn A0 E I CHE SSL 2T R rb e it I — s hd =4t
n PRV SSL A
S AT/ SSL 1R Tt AR R it ng—4H SSL s, 1S I T B 1 LY ssl-protocols W% s
n E MR ARRRICEE
AP RS T HAY configure-metrics fv Mt B SISO i FR bR ER
» il ® Cassandra fi bk Ze
P ICEEE T HAY cassandra iy FR CEfE 2 7] de i fabn S 22
n  RE ARG DU
G AIE VMware Cloud Director £d& 72 ) & s, vl DU e B T LY

- pits

recover-password MK VMware Cloud Director 245 %400,

USSR AS
BRI R TN fail-tasks Ay HUH SHUE S ITI 1B B TS AT 55 52 IR
o BABEM ] fail-tasks s, BRAEFTA HICHEPE o

n BOEHENEAEE
R B T AN configure-audit-syslog fp 2 ML E R Zuic B AZ N B0 .

P B
TSP R GorE O B I ORI RO, P A SRS B T A manage-email 4o

n AR
EF T PR T B find-orphan-vms iy % Al & 06, vCenter 2887 {7714 VMware Cloud
Director £ffa 2E i AEAER RN LI 51 H

n IR VMware % RIS s
THIAEGE H VMware & FAREGHETH IR (CEIP), ARTASE I CE B T configure-ceip £
ﬁéo

N AR ERE
RS T PR T B manage-config Fa4, RILAREAFEI N R PR B e, AN H R PR GG
7]

P HSREP IR )
P2 H ST & AT 2 H A A sk ML AR ZRT B 22 B RTINSl fr H SR IARD o i i R gt 2,
TIPABCE H R FEPRE] . ATRA e EE T Y manage—config -y PE & AT A 2 10 2E i H
BORBCE H R F2DRRH
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XA VMware Cloud Director ] S dE T HER S

BT E M B VMware Cloud Director ¥i4EH1 VMware Cloud Director ¥yt %k P #ihi-F1 DNS
ZH, APMEHPICE R T ) manage-config [iy%.

s ik vCenter VM LK

S B T AR debug-auto-import fmy4, FILAME T &I vApp IHLHIEkE —1>
5% vCenter VM [{JJ5A

w FUETAER S ZE ) MAC Hikik
QIR I A A2 1D IS VMware Cloud Director 35, R AES7E X Bk 1 AE 2R
FHIEE] MAC Hiikrpse, TObER B ZEPSE, AT R T-20%5 1D 1Y FH o SO Hoh— A5 4
AR MAC ik,

s 5 VMware Cloud Director B¢ [FOEEZ 1P Hisk
B R e e ] PR SRR VMware Cloud Director BCff) 1P #ilil, WA B G ER T H

it ® VMware Cloud Director %3

T ERTTE P TR system-setup fip 4 IR GeE B UK S AIARDC (5 EADIA AR 55 e IR 2

£ VMware Cloud Director JIlx a5 I BT IR S5 a - RIL B 2R 2, AT LA HIDL M B
A TRV AL DAMOP I B ISR B gUihft VMware Cloud Director £idhif::

cell-management-tool system-setup options

A LR ARG Fisf T &0 MAHEERR --unattended il --password ZSMUFTA LT

R 5-1. ATERBITREMMSE, system-setup FHE

--help (-h) T PR A IR ] AT
——email IEEOVEE ARE LD AGUEH DI bk A e
LS Hb L VMware Cloud Director $#i%
o
--full-name IFEAH RSB RGBS A FETT VMware
144, Cloud Director i &,
--installation-id 11863 ZWHE Ik VMware Cloud Director 241
AL R D, AR R MAC Hitik

I, ARGl Ze$E D,

AR RAE 2k S s
VMware Cloud Director 22356
JERIIZE, 575 RS VMware
Cloud Director 2544 —/MifE—f1]
2RD,

VMware, Inc. 135



VMware Cloud Director 23

B R Fe g

F5-1. BEBEETRIATIMSE, system-setup FHEL (8D

T S ik

--password WA A4 BE DY 5 VMware Cloud Director #5475
A, (] WU, R E RS
—--unattended Jﬁlﬁlﬁﬂ' EE,IO
T, AN
--unattended ﬁi;ﬁ,
12<uu RSN AL DN i

B AR ARAE AT

J:TM,J o

--serial-number 2B A (] ik, WILEA R VMware Cloud
WD . Director 741+,

--system-name T VMware Cloud 't VMware Cloud Director 2451
Director vCenter FEHRE B FHIR RS vCenter Server
Server IR ETR, h B SRS R

--unattended % ﬂ@o TEE)—HIH:@MU@%HN, 1221%/7\2:

[ iimeD 2 TV

——user IO AAEEE T A VMware Cloud Director #H{75f
FIH . BYIUERy, RS R AU
.
~fl: ¥EE VMware Cloud Director Z&FiZE

a1 R a4 R N VMware Cloud Director 22358 E G 24k . M T AR48/E -—unattended
--password , WA S REIEMIHFHINEN R TR G

[root@celll /opt/vmware/vcloud-director/
binl#
Administrator" --email vcd-admin@example.com --system-name VCD --installation-id 2

./cell-management-tool system-setup \ --user admin --full-name "VCD System

Please enter the new password for user admin (password must have more than 6 characters):

Re-enter the password to confirm:
Username: admin
Full name: VCD System Administrator
Email: vcd-admin@example.com

System name: VCD

Installation ID: 2

Are you sure you want to use these parameters? [Y/n]:y
Creating admin user.

Setting system details.

Completing system setup.

System setup is complete.
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= PR SSIRMEE A0 IHRAR API i m

M VMware Cloud Director 10.0 J45, # DA AR VMware Cloud Director OpenAP| % sk i i
RSB RT A P57 VMware Cloud Director,

ATPUE PSS OpenAPI ik, 1ELLR AN VMware Cloud Director (1) )3 f2 m2e 4t .

B /cloudapi/1.0.0/sessions/provider - IRSSHe LRI B Mo K OpenAPI Ui, i it
U 150 VMware Cloud Director

B /cloudapi/1.0.0/sessions/ - FHJVESEINAE TN OpenAPl g b, IR SSHLT Toik i i S )
VMware Cloud Director,

PRNEOUT, SO R SO A Pl DAs B SR B /api/sessions AP g kR VMware Cloud
Director,

T E PP T manage-config 154, FVAAEIFARSSEEML R 15IR] /api/sessions API i,
IRl PR R A B SR PR B UK S HE 7 PT 5 73T / cloudapi/1.0.0/sessions/provider OpenAPI
it S o

RSN /api/sessions AP AR5, TR IHR AP &S, AERAER s R A
SAML 2RI IR 55 B AL R i R ABAE I o

S8

1 DL root S kT SSH B 5{T & VMware Cloud Director M E R % .

2 BERHIFHREEER U] Japi/sessions APl s, 1E IO [ B2 UL M s

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n
vcloud.api.legacy.nonprovideronly -v true

HR

MR SRR ISR /api/sessions AP i IRSSHEHER P LABE HIHTY OpenAPI i /cloudapi/
1.0.0/sessions/provider 1j[1] VMware Cloud Director, fl R DLIEIN ] /api/sessions AP A
FHTY /cloudapi/1.0.0/sessions/ OpenAPI i 515 VMware Cloud Director,

BETR
FR YR UL 5] /api/sessions API i, s TUA R s

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

vcloud.api.legacy.nonprovideronly -v false
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BIEHEIT

AT B T A cell faps, FMLMERMIFSHERRF MENR S CERE) . EETHSMES IR,
PR TP E R A T

BT, LA NE
cell-management-toolcell-usysadmin-username -p sysadmin-passwordoption
Hrh, sysadmin-username F1 sysadmin-password j- R R AR

E TR, AR, XN, Za S St BN, AERRE R

WRATRERREIE R, BRI DAEH] --pia 2601, FFHRAt ot fEnudiie 1D, FE R T
ID, A N4

cat /var/run/vmware-vcd-cell.pid

F5-2. ATBERBTHENIMSE, cell FHE

bl 28 R
--help o FEPE A I AT T T
(-n)
--pid T RRERE 1D ST DA e, AN ]
(-1) -username,
--maintenance true Ek false {Lﬂfﬁmﬁﬁftwiﬁkﬁfﬂﬂjﬁo
(-m) B true SERIITHINIEED, JIf
BT TR,
Y £a1se B RTTMAET BRI
Hiko
--password VMware Cloud Director R4S Pk (1141 -username %t
o 0 R ) T
QIR RGN, Zan 2Rk
NERD, A pEE R R,
--quiesce true B false AR BT TS Bl o
(- SR true WHERERET
ZH false BT R FIER T
--shutdown o EH PR SS #5 L1 VMware
(-s) Cloud Director IR%5.
—--status jE Ezﬁﬁ)@ﬁl#fb{ﬂéﬁﬁ%ﬁ‘]ﬁé
o RIS TEHAR A .
--status-verbose o R REI T B I THT 55 FE
oo SRR EAT .
-—username VMware Cloud Director RGE 0 DAMETLLLET, i AT
(-v) RN 4. —pids,
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BERTNARER

P ICEPE TR cell-application w4 A DAYEHI FLCAfE R B &1 T — 418 R 7 o

VMware Cloud Director {7142 N HIFERE, 4t VMware Cloud Director % s BE IR S . BRI
BN, BT ashix e N IR P 2o 2 AR Y D AR Ty SR VMware Cloud Director %

iy
o

LA R TT R BN B TN IR AR, i MR ar 24T

cell-management-tool -u sysadmin-username -p sysadmin-password cell-application command

sysadmin-username

VMware Cloud Director A% A5HR R P44,

sysadmin-password

VMware Cloud Director RZeiF L DS . B (0 SRk 757, WAZER&h N 51+

= AL cell-management-tool mya{THIHEHE VMware Cloud Director R4 iy, H
P BEE2 4, X253 cell-management-tool HE/mH NG, BN HRE EASEIR
1A

ARAR B R G P DU E, AT DA —-pid 2600, FHHRALRTRERUdERE 1D, BEEHE Tt
21D, W M4

cat /var/run/vmware-vcd-cell.pid

command

cell-application ?r’uép“/&\o

R 5-3. AT BETEENMSE, cell-application FAIE

we 28 i}y

--help (-h) S SRR A A IO 2

--application- I FIH R ITCR IR M M AT IR o

states

--disable 7 AR 1D B3 1 M B TT R IR AR BRI T I EDINEA T

--enable IR 1D SOVRIC SO IR AR BT BN IEA T

--pid (- BorbRemgERe 1D LRI, ifiAE —u 2k —u DA -p.

--list 7 P BTN R, I Bt i R e HER TR AN BT

--password (-p)  VMware Cloud Director #1511k, WIEREALERSAT FIAVSM, oSBT n B NS,
B
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R 5-3. BB TEETMSE, cell-application F@E (£2)
s BH ik
--set IS4 RN FIRET ID 3. 8T Ra s i —4 oo AR . e AR s TR a)

I R B —4BA o R P . ] --enable o —-disable B
WA AR I S IR AS

—--username (-U) VMware Cloud Director & i1 QIRAIEE --pid NTFERLAE
Fﬁ)ilgil

Bl FIHBTNAERRERIIRR

PLF cell-management-tool Ay fTHskIEMt ARG HE U, R B o FIRE i ML s IRAS 81
e

[root@celll /opt/vmware/vcloud-director/
binl# ./cell-management-tool -u administrator cell-application --list

Please enter the administrator password:

name id enabled

description

Networking com.vmware.vc... true Exposes NSX api endpoints directly from
vCD.

Console Proxy com.vmware.vc... true Proxies VM console data

connection...

Cloud Proxy com.vmware.vc... true Proxies TCP connections from a tenant
site.

Compute Service Broker com.vmware.vc... true Allows registering with a service
control...

Maintenance Application com.vmware.vc... false Indicates to users the cell is
undergo

Core Cell Application com.vmware.vc... true Main cell application, Flex UI and REST
API.

BHEUREEERM
AT DL o T H reconfigure-database T#r 2 B VMware Cloud Director i )%
E.

#£ VMware Cloud Director %245 VMware Cloud Director ¥ a5t Ferf, e Sl B A 4 2R
KR E R EYE . 155 WAE Linux 2235 VMware Cloud Director #l1 VMware Cloud Director 48413
NS TN
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{FIECE VMware Cloud Director %8, RILA] reconfigure-database [-ad BT AdREE
Peo ERLLK AT VMware Cloud Director RS shE1a AL, SBCSHRET - &My, 5o
PostgreSQL £l ] SSL 4%

cell-management-tool reconfigure-database options

I @IE1T reconfigure-database T B AN B I 4 R e S
global.properties NN - responses.properties Hl, FEIEATIZM 2201, HHIAMN A7
T /opt/vmware/vcloud—director/etc/responses properties H R[S, AP HIE N
PEOfE R, S IE Linux 4¢3 VMware Cloud Director,

WERAME] --pia etil, WIAE T AR BT AR T

R5-4. BB T HEMMSE, reconfigure-database FHE

eI

--help

(-n)
--database-host

(-dbhost)

--database-instance

(-dbinstance)

--database-name

(-dbname)

--database-password

(-dbpassword)

--database-port

(-dbport)

--database-type

(-dbtype)

--database-user

(-dbuser)

--database-ssl

VMware, Inc.

28
S

VMware Cloud
Director K 1AL
IP Mtk sk e 2 PRt

SQL Server 5
i,

HEAR 5 2

Bl RO o
Bl RN s
NS5 B A o 15
HfEEl, Mz

B sglserver

B  postgres

BdlrE PRI o

true EE false

Ep
SRAE 2 T] e  E

P& database.jdchrl,Eﬁktn@ﬁﬁo
BHEHD Zar U IR .
e, YEAEEZAS sqlserver I
i,

HIEW R, B
SR AIC P AR R 15 AT ]
(=

T database.jdbcUrl JEMETE

T database .password JEMET
[ER AN A T ae e ) = ]
ZHTHATING o

¥ database. jdbcurl JEMEAIE
EHEEN a2 UG IR .

T database. jdbcUrl JEMERE

B database.user JBIERIE .

MEAREERALN postgres INH/,
H PostgreSQL Fds e o Eok
1 VMware Cloud Director ) SSL
UE

141



VMware Cloud Director 223 | it B AT/

R 5-4 BTBETEETRMSE, reconfigure-database F&d (&)

HET S EiETu

--pid FAJTIRE 1D, e, W IEAFETT VMware Cloud

1) Director Hytiaf TR . 75
LR BT,

WS —-private-key-path —icfli
AL RPN, R A R R BT CIE
T2,

--private-key-path EFITEH/‘JMA%H H/‘Jﬂgg—l%u gk, ﬂ&%%%éﬂqjﬁ/ﬂﬁﬁﬁ E‘QTEIET'%'?;’%
H1, ST HAE R Y, RS
EIE

EHERT G oI v
FH P TEAE NS 1 ﬂTJ&ﬁ SSH

B
--remote-sudo-user ELA7 sudo AUPRIF T M H S root A, 5
?Zo --private-key-path jﬁ:ﬂﬂ ;Laff
.

T, A U DU T
postgres JiI/7, 40

--remote-sudo-

user=postgres,

TﬁﬁHLIﬁ -—database-host fll --database-port HﬂL L&ﬁ/v\/x\ ﬁlﬁﬁﬁﬁﬁfgﬁ {H/I\K/I)_]J—LJQHEE—L%DlﬁD
HARIES AT Bl S A48 E SR IR TR

AR --private-key-path &I, Fir B ICEPAIES BN SOV RER R PEASE NSRS TS B0 T T
SSH &4z, filan, ZHATIUE, rIPLEfTRA T Linux my4:

sudo -u vcloud ssh -i private-key-path root@cell-ip

RGBS BN veloud, SRIGVA root S35 cell-ip AbRI TN, SSH 4%, (HAEE{E root %
e AT | private-key-path YRV AT I veloud.veloud W, HAAN AN T cell-
ip Ak root 'Y authorized-keys SAH, a2 BpTh,

7E veloud . veloud M veloud. veloud K H VMware Cloud Director ZZ3Ef2 70148, HIFE
VMware Cloud Director JHFRa1 T AT I S50 veloud MG

=~fl: T VMware Cloud Director i FE R A& %55

B VMware Cloud Director #dia )4 1 P 2 Fssiy,  HoBL R H b bz M O B8 i 4 B fO e, T RA
LTTU\T g 7

[root@celll /opt/vmware/vcloud-director/
bin] #cell-management-tool reconfigure-database \ -dbuser vcd-dba -dbpassword P@55wOrd
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5. BT R B i TV E T ED B SR 3 VMware Cloud Director #
EE 1P Mt

WAL BT sudo APRAE root I/, B B MA AT Fiot Y VMware Cloud Director £d& /21 1P
Hogk, PIPLEATRA NS
[sudo@celll /opt/vmware/vcloud-director/

bin] #cell-management-tool reconfigure-database \ --dbhost db_ip address -i $(service vmware-
ved pid cell) --private-key-path=path to private-key \ --remote-sudo-user=non-root-user

R FNIE & IR 12 Fr EiE

VMware Cloud Director fifi [f] Quartz {ENVHERE I A G s TR0 e (FENLD o 41 Quartz
VR EOR SR, BRI e e Ih il AgehpEk. M EL T fix-scheduler-data fr& M
BlE e P SRR R B AR R T s B

SR R P A R AR SO, TN NIRRT
cell-management-toolfix-scheduler-dataoptions

%R 5-5. AT BT HENMSE, fix-scheduler-data Fad

L M ik

--help (-h) ¥ TRt S ] F A

-—dbuser VMware Cloud Director $fft)a Ay A T ft,
PP,

“dbpassword VMware Cloud Director i iniuAdft, 2itfTHin.
P,

A HTTPS fniz#l 8 RIBix S ERBZEZIEH
AT R T HLR generate-certs 2N HTTPS Fisihil & B B Ak 1 2544 SSL ks .

1~ VMware Cloud Director JIR 55 #t 41 RFN S SSL s — AT HTTPS IkRSS, SB— A%
HERIRSS . HTTPS IR% i 534 VMware Cloud Director Service Provider Admin Portal
VMware Cloud Director Tenant Portal 1 VMware Cloud Director API, wofedastill & A E R b #F
VMRC &85 vApp FIRHEML.

BASEASTE T LY generate-certs 2 1] HEIFHUTAE Linux -5 VMware Cloud Director Gl (124,
SSL uF e,
EEARCET B Z 4 SSL UEBIER e AR sk A keystore H1, w5 L MEA 247

cell-management-tool generate-certs options
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*5-6. RTEETERMMSH, generate-certs FAp¥

P 28 i 7

--help (-h) T FRBLH I Al A I

——expiration (-X) days-until-expiration  UEBEEIARTIRE . BRIAMEN 365

--issuer (-i) name=value [, UEAIL #511) X.509 brill&, ERIA
name=value, ...] 8 cn=ropn, HH FQDN &%

TEIMFEARGE S A H 1P sk (il

RBA TN ARERZD o R
TEZDIEMEAER, HE 55
1, HREASEE T 515N,

--httpcert (-)) o 9 HTTPS St s A il 1
--key-size (-S) key-size FORA BRI BN R N BRIAME

92048, M NIST FiikH i
800-131A, AHZEF/INT- 1024 (155

RN
--keystore-pwd (-W) keystore-password I FHL I keystore (15541,
--out (-0) keystore-pathname ML | keystore HU5EEkk 244,
--consoleproxycert (-p) G MRl & AR SR S IES

BRI PRI, RN -5 B -p MORBCR SRR -5 F0 -p AHIH .

6. EZEBERIER

XA IR keystore [AIEZ ) /tmp/cell . ks HAM N kspwo WIHIE keystore WAL, <
A keystore,

R FERAE G FHE T . DR & 2 FREE N cn=unknown, UE{H FIERIAN) 2048 7B H1KE, FHAE
Bl R

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool generate-certs -j -p -o /tmp/cell.ks -w kspw
New keystore created and written to /tmp/cell.ks.

I RBISCH HTTPS S S BT IE TS o RIS AR NINUR & S PR BHE X E . DR & AR E N
CN=Test, L=London, C=GB, HTTPS H{IFHLEPHEA 1 4096 (4], ECIHE 90 Kiadil. il
SR S BT UL B AN,

[root@celll /opt/vmware/vcloud-director/
binl# ./cell-management-tool generate-certs -j -o /tmp/cell.ks -w kspw -i "CN=Test, L=London,
C=GB" -s 4096 -x 90

New keystore created and written to /tmp/cell.ks.

EEHE SRS NS H A0 P veloud. veloud 2. VMware Cloud Director 223552
B G P4
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Hi HTTPS flizHl & KB im S fiEH
R TP T B certificates i HTTPS Al & A s & SSL ukf.

BT T B certificates tnd4 BB AU BEHR A JCEKS B4R IUEIEB ., i1
certificates ¥ A AUF B R NS ZUET, sk &g i3, AEa 55 ZuEBn
JCEKS B4/, 155 WA Linux |5 VMware Cloud Director G4 {254 SSL iF5.

TR — A e AN S SSLUETS, L PB4
cell-management-tool certificates options

RE5-7. BB TERMINSE, certificates FHd

il e HHR
--help (-h) T TR I ] a1
--config (-C) ACH) global .properties RIAMEH $VCLOUD HOME/etc/
SRR AR global.properties,
——httpks (-]) G Pt nttp w5 &4
certificates [NEPIFEI:
--consoleproxyks (-p) i Pzl & AREL S T4
proxycertificates MG X
P
--responses (-I) HITI PRAME A $VCLOUD_HOME/etc/
responses.properties M responses.properties,
RS A4
--keystore (-k) keystore-pathname AEZ LB JCEKS B4R
BkRS . -s HEEADTM, IF

it
O -xo
--keystore-password (-W) keystore-password --keystore B 5| Y JCEKS %%
IR Z . P 75 T
-kspassword il --keystorepwd ]ﬁ
i,

. BiiEH

AJPLEME —~config Ml --responses BElil, FRIEXEESAFEMNHERINN B E EoRBIn, BPZERE
%N /tmp/my-new-certs.ks HBM N kspwo HoRBPEHFITHIEA http dm S bl / tnp /my -
new-certs.ks HIUF}

[root@celll /opt/vmware/vcloud - director/
binl# ./cell-management-tool certificates -j -k /tmp/my-new-certs.ks -w kspw
Certificate replaced by user specified keystore at /tmp/new.ks.

You will need to restart the cell for changes to take effect.

T B2 S, BAEREBIRIT,
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MEMERAR S5 SN SSLIEH

F TP T HY import-trusted-certificates g F AU, DS AMQP #1 VMware Cloud
Director Ha e NI R 55 1T e i i o

VMware Cloud Director MAGH F Ik 5 UEB 5N 2] A CIEEA A Iz IR S I A TS, RIE 7 fE
SHNTIR S I e . ER AR S AN BIRST A #, L PB4

cell-management-toolimport-trusted-certificatesoptions

X 5-8. BT EETERXENMSE, import-trusted-certificates F&H<

P B8 R
—-help(-h) o TRAbI 2] a2 R
--destination Eg%ﬁéﬂiﬁ [7$%f§f£4?ﬁ%ﬁ@§f%§ﬁg%§éﬂi$u gkik

} /opt/vmware/vcloud-
director/etc/certificates

CAERAFE AT E3RPD .

--destination-password FAH FRRMETAEE S, BRIk
vcloud.ssl.truststore.password

MOl CARSRAAE S 1T BERED

--destination-type %%iﬂﬁ;géﬁﬁ H*ﬁ{é{ff?ﬁﬁﬁgg%iﬂﬂﬁjéﬁﬁo ETEL%%
JKS Bk JCEKS. BRilly JCEKS,

--force " W B bME A P OB I

--source FRIRAR IR PEM AR SE B IR AR

. SANZEEIER

RGBT M /tmp/demo . pem FAEIN T /opt /vmware/vcloud-director/etc/
certificates Y VMware Cloud Director A 417, VMware Cloud Director DA import-
trusted-certificates & ISR X AFMEZ RS

[rootQ@celll /opt/vmware/vcloud -director/
bin]# ./cell-management-tool import-trusted-certificates --source /tmp/demo.pem

M vSphere FiES N\ifmmiIiEH

R, HHATPOUERE TR trust-infra-certs a2 MIAEIH R vSphere PR UE BB H S A
VMware Cloud Director #tJa)% .

FIUEF T HIY trust-infra-certs s 2 MEMEA vSphere %R HsWEE SSL Uk, B ILSA
VMware Cloud Director %

BIR &4

AL\ i1 vCenter Server A1 NSX Manager S2E 75 O S EhIf HIFAEE T,
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SB
1 VA root Sy i 4kifid SSH &5k %] VMware Cloud Director FITHIIAER S .
2 PUFAERE TS,

/opt/vmware/vcloud-director/bin/cell-management-tool trust-infra-certs options

R 5-9. ATBEH T EEMMSE, trust-infra-certs FA&

P 28 i}
--help (-h) x FEBLH AT a2 IR
--vsphere c POREE R 2 BT A Y

vCenter Server, NSX Data Center
for vSphere #ll NSX-T Data Center 5
PBIRIUESS o

——trust Jc Al BUEPESINE] VMware Cloud
Director {S{FA£HIX

—--inspect ik, K{¢E§?éa Ak, ’{Qﬂlﬁﬁﬂt\%—:y{¢qjo
--unattended = A, R I, iz ey

PRIE—PHIN . K E B EERTA AR
ZERUEDS

=~ EEHESNFEE vSphere BiRix S WG IES

BEAFOR N HALE BB O META S K H vSphere % xS iurH, i HIL N &EmihstiTitbay
A

~ o

/opt/vmware/vcloud-director/bin/cell-management-tool trust-infra-certs --vsphere --unattended

AL & MK iEEIE S 3R
LRI T, AP IUEEL T HA) manage-test-connection-blacklist ayr&FHIEXT AR
WA, RS EA R PR A VMware Cloud Director W53 TRIALE .

M VMware Cloud Director 10.1 141, JIRSSEEHL R AL LLEEH VMware Cloud Director API il 5
TCRR RSS2 ERE, JHHE SSL 18 Tt FE I U IR 528 5175

TN IR (L T VMware Cloud Director 5245 Haili gy, ARGt ikps il AR B G
VRPN ER EA RO FE L5 4

XAE, AR B s TR B T A i FHE R VMware Cloud Director AP Bl ET 27358 |
VMware Cloud Director [R5, if] P ok sz 2R84 56 Rk AL,

LA RIE, R IUE T TR manage-test-connection-blacklist Ay LR P RS
WUIETR], SR FEAFL LA VMware Cloud Director RAIZS I TRIFUE .
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i
1 DL root G Hdskamt SSH E51%] VMware Cloud Director BLITEAEA S

2 IR MR R R I— 14 H o

/opt/vmware/vcloud-director/bin/cell-management-tool manage-test-connection-blacklist
option

X 5-10. B BB T EEMMSE, manage-test-connection-blacklist FaE

eI 28 i)y

--help (-h) 7c IS | L A DA R E

--add-ip IPv4 ok IPv6 Hiiik R eI E EEE Y o

--add-name EHUR Tkl se AR ik 4 s e ATk EE LI

--add-range K CIDR B2 1Pv4 ok B 1P BT INE 4851 2%
IPV6 Mty

—-list x FIH A EARLE T AT 45 H

I8 21FH) SSL ZRLFIR
i BB T HM ciphers ATl B BRI CAE SSL 1B T FE PR (Ll ) — 4 B =1k

F ciphers A (E T VMware Cloud Director T HTTPS Azl & AR BLE S —41ulE 1, A
HIT VMware Cloud Director i#£5 T H &2 B H S Al AP IR .

% 75 VMware Cloud Director HUCHNT SSL 2, Z e R FHHLERINN Se UFs i 51
BB R, 2/ MBRATEIE ST, FTRERII RS X Se AN, O R, ki B X e B
25980 SSL R, 2otk Tk VMware Cloud Director I, 23k FHE A A 1% R iE
QURATAT—ANUE A FHAE SRV B R 51 26 Fh i B34 T 1 I, UIIRIAS 2K PR e RO e B MOk e v i %
SR, I OREE BRI UEBRIOX e i, E AT DAARSAd X EeE 45, AT A TUL T A5
KA, FTH E S SR A 2

1 VA AT A AR griE 5. TUAE R cell-management-tool ciphers -a (UILA F7ffl
B A BRI B S A 250

2 f{iffl cell-management-tool certificates w2 B T U IETs .

3 f#iff] cell-management-tool ciphers #y4-RKi FRVFRADAHIRTTEIC E I HEEH e A IR
Ao, HEER XAl r] LU ot 5 T iy SSL i, R T IR (A 2 A 30R  iie N IR
([E

FEHEE T VMRC #2544 =34 ] AES256-SHA F1 AES128-SHA 55, [t 415 VMware
Cloud Director & P i [Tl VMRC ¥, MIASHEAE 1% AN 354
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SRFEL A VI SSL BHLAITE, I TLL IR f 47
cell-management-tool ciphers options
F5-N. BBEETRIEBMMSE, ciphers FHE

P

--help (-h)

w
=¥

B3
SeftI S n] A i 2

oA

%I VMware Cloud Director 37§
HIFT A,

--compatible-reset (-C) 7 TN VP RIERIAS IS, A 7
VIR 0

--disallow (-d) LB SR At AYIRENIE 5 2 BRs KR,
HlZ%o TEIOBATILR TN, #RAZ S

MR seaEsZR, Ros Tk
T s AT
EERM QRS TR HE A
Al KRS AT B
BEEHTA RN, HIET -a
B s
HERN BT
ciphers --disallow &, WA
FRBIHRIC,

--all-allowed (-a)

——1list (-I) ¥ A H 4 A T A — 4 Se R
e
——reset (-1) J EENBIANR LY. iRt
%fﬁﬁ’]ﬂ%ﬁﬂ?ﬁ‘ﬁﬂﬁ’]fﬁ% e
JEZ R C T SSL iR, BRlLd
TE’EFHJW%E’]ME HIENIES .

EEET iz/7 ciphers --reset
&, ITEHSBIEIC,

. ZERBEANES

VMware Cloud Director 43 Fific i 1 T 5 T i 41 2

WG 7 A A FevVE B 1 e s TR 250, DA A AR AT B2 R T 54
(IR e VN TR

[root@celll /opt/vmware/vcloud-director/bin]l# ./cell-management-tool ciphers -1
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o EEPREAR 0] 25 T2 SR A1)

Allowed ciphers:

* TLS ECDHE ECDSA WITH AES 128 GCM SHA256
* TLS ECDHE ECDSA WITH AES 256 GCM SHA384
* TLS ECDHE RSA WITH AES 128 GCM SHA256

* TLS ECDHE RSA WITH AES 256 GCM SHA384

2 FRICRITAE SSL#ETHIR LA BT AT B A1 35

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool ciphers -a

A A HH R [F] R A A4 5

# ./cell-management-tool ciphers -a
Product default ciphers:

* TLS ECDHE_ECDSA WITH AES 128 GCM SHA256
* TLS ECDHE_ECDSA WITH AES 256 GCM SHA384
* TLS ECDHE_RSA WITH AES 128 GCM_SHA256

* TLS ECDHE_RSA WITH AES 256 GCM_SHA384

* TLS ECDHE_ECDSA WITH AES 128 CBC_SHA

* TLS ECDHE_ECDSA WITH AES 256 CBC_SHA

* TLS ECDHE_ECDSA WITH AES 128 CBC_SHA256
* TLS ECDHE_ECDSA WITH AES 256 CBC_SHA384
* TLS ECDHE_RSA WITH AES 128 CBC_SHA

* TLS ECDHE_RSA WITH AES 256 CBC_SHA

* TLS ECDHE_RSA WITH AES 128 CBC_SHA256

* TLS ECDHE_RSA WITH AES 256 CBC_SHA384

* TLS RSA_WITH AES 256 GCM SHA384

* TLS RSA WITH AES 128 GCM SHA256

* TLS RSA WITH AES 256 CBC_SHA256

* TLS ECDH RSA WITH AES 256 CBC_SHA

* TLS RSA WITH AES 256 CBC_SHA

* TLS RSA WITH AES 128 CBC_SHA256

* TLS ECDH_ECDSA WITH AES 256 CBC_SHA

* TLS ECDH_ECDSA WITH AES 128 CBC_SHA

* TLS ECDH RSA WITH AES 128 CBC_SHA

* TLS RSA WITH AES 128 CBC_SHA

3 TREEAHRER.
QERAEILA T A I OARIARES SN 2605, M2 RSREAL TR IR

[root@celll /opt/vmware/vcloud-director/
bin]#./cell-management-tool ciphers -d
TLS_RSA WITH AES 128 CBC_SHA,TLS_ECDH RSA WITH AES 128 CBC_SHA

4 {7 e DR E T SR NE ISR SR A AT T2 B i A%

root@bosl-vcd-static-211-90 [ /opt/vmware/vcloud-
director/bin ]# ./cell-management-tool ciphers -1
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R TR B R IO RT A 22 A5 41 2

Allowed ciphers:

* TLS ECDHE ECDSA WITH AES 128 GCM SHA256
* TLS ECDHE ECDSA WITH AES 256 GCM SHA384
* TLS ECDHE RSA WITH AES 128 GCM SHA256

* TLS ECDHE RSA WITH AES 256 GCM SHA384

* TLS ECDHE ECDSA WITH AES 128 CBC SHA

* TLS ECDHE ECDSA WITH AES 256 CBC SHA

* TLS ECDHE ECDSA WITH AES 128 CBC SHA256
* TLS ECDHE ECDSA WITH AES 256 CBC SHA384
* TLS ECDHE RSA WITH AES 128 CBC SHA

* TLS ECDHE RSA WITH AES 256 CBC SHA

* TLS ECDHE RSA WITH AES 128 CBC SHA256

* TLS ECDHE RSA WITH AES 256 CBC SHA384

* TLS RSA WITH AES 256 GCM SHA384

* TLS RSA WITH AES 128 GCM SHA256

* TLS RSA WITH AES 256 CBC SHA256

* TLS ECDH RSA WITH AES 256 CBC SHA

* TLS RSA WITH AES 256 CBC_SHA

* TLS RSA WITH AES 128 CBC SHA256

* TLS ECDH ECDSA WITH AES 256 CBC SHA

* TLS ECDH ECDSA WITH AES 128 CBC SHA

BB IFH SSL i FIR
BEE R TAE SSL R T REH R —41 SSL Y, iR OTE B T BT ss1-protocols fipdo

% P VMware Cloud Director HLyGHET SSL a4, 2 e/ S R FHIL o SSL My A I 2 i
EO, ETERY CEIHE TLSV1, SSLv3 fll SSLv2Hello) A{EERASIZER, FHC A EA W™ H
2

1 DL root S5 B inkim ) SSH & s3] VMware Cloud Director HUC#E R % -

2 AT A PUE B SSL YA,

cell-management-tool ssl-protocols options

ER5-12. BB TEEIMAMESH, ssi-protocols FHE

HETH S Ei3uy

-—help (-h) Jc PRSI A] A A O,

--all-allowed (-a) Jc 411} VMware Cloud Director %43
HUAAT SSL i,
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FT5-12. ALEBTHEETMSE, ssl-protocols F@ME (D)

P B8 i)
--disallow (-d) VOS5 fRm SSL T BARHI SSL MRS
REAICIES PIFPHRERI L. BRKISA T

T, A2 S A HIR SSL
WY FEsEAIE, PoIEA T mie
EUNII o e

HIEHED RIa i A

FERTTE, BHBERRTA SSL MY,

TAENATA AR SSL MY, 1His

1T -a BEHL,

EHBEY a7

ssl-protocols --disallow

Jo . WAUEHHE) T,

--list (-I) 7 HIH M EAE M e vrm SSL
e

--reset (-r) o FOBCE Y SSL PN A R Fo
] BRI,
BEER E(T

ssl-protocols --reset ]/,

DRTETHEN R TT

. FHARFRMEEE SSL MU EHAEEZ AR SSL HilFIE
] -—all-allowed (-a) WA SSL 2T SR e LA SSL il s

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool ssl-protocols -a
Product default SSL protocols:

* TLSv1.2

* TLSv1.1l

* TLSv1l

* SSLv3

* SSLv2Hello

AN E R AT SRR SSL P S . AT HIXEE SSL P, 1] --11st (-1) 26T,

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool ssl-protocols -1
Allowed SSL protocols:

* TLSv1.2
* TLSv1.1l

FOEHIAC AT I SSL I, 56 --disallow (-d) ¥ell. ILEliF5% ssl-protocols
VAL 553 BRI e v - ERAI1R
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IR BT 2 B SSL PR LA TLSVI, 5.5 Update 3e 2 i) vCenter Server M AT 5
TLSV1,

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool ssl-protocols -d SSLv3,SSLv2Hello

AT A S S, DA BRI,

Al EE SRS
ATLAE RO B T Y configure-metrics Ay &Mt E BRI = Habrte.

VMware Cloud Director AL HEA BN LIERE RN S IR I FE R iR (5 AN A5 B R st FEbR. (4 H]
Al VMware Cloud Director WWEEIfirmd8br, il cell-management-tool cassandra |
a2 Apache Cassandra ZdlifELA HIfE VMware Cloud Director i sHE A7 . 162 W Bl
Cassandra it FEFREIE

0l ¥ VMware Cloud Director WA FabR, 15 L FIER G447

cell-management-tool configure-metrics --metrics-config pathname

R5-13. BB T EETMBE, configure-metrics Faid

LS % s

--help (-h) 7 FROALE 2 B AT A Ao

--repository-host (EEFHD KairosDB FHIHFNLZek IPH  CfH. #H cell-management-
Bl tool --cluster-nodes 2T

VMware Cloud Director JEmifid &
Apache Cassandra £l ZEDL T
cassandra fﬁf%?ﬁﬂ\ﬁ-ﬁ%ﬁ[

-—repository-port (ELFD FE Y KairosDB i 2. #H cell-management-
tool --port {2 VMware
Cloud Director &Ll i Apache

Cassandra )% DL HI7E
cassandra flije FEFRIFAEE
--metrics-confg B4R TR =t AN A AR ) 22

Bl EEEEERRMIEEEE
AP / tmp /metrics . groovy SCPFHIIHLE A i RHEFRIE.

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool configure-metrics --metrics-config /tmp/metrics.groovy
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VMware Cloud Director fifE R EEAR 55 7] I20 vSphere Performance Manager W EE T R EF8 -
o AR EHRPR A ARSI F 415 2, 152 0L vSphere Performance Manager S(A%,
metrics-config XIS H— ANk ZAMERIRFREIR, IS5 I R bt St S 8. Bilan:

configuration {

metric ("cpu.usage.average")

metric ("cpu.usagemhz.average")

metric ("cpu.usage.maximum")

metric ("disk.used.latest") {
currentInterval=300
historicInterval=300
entity="VM"
instance=""
minReportingInterval=1800
aggregator="AVERAGE"

SCRPLL MR R TR
& 5-14. HEERER
[La=ci=7e=0

cpu.usage.average

cpu.usagemhz.average

cpu.usage.maximum

mem.usage.average
disk.provisioned.latest
disk.used.latest
disk.read.average

disk.write.average

iR

BERF AR EE ] CPU CLAT SR 20 e s ML
o SRR AR IR A

BERE AL 6] CPU CLAARII G B 2D 1 MR
o IR AT A .

BRI B R AT CPU (LA TR 3 Heaos) I EHLR
Kl QIS ImEhIra Nz

BERE R E A (DAURC TN R A EE o) o
FEO ST AL R O TR R ) A7 A 2= 1
JIv A R AT R A (70

JiT A REAURIAR P o 4

PFIT A HEAAEAE ) B N

T AR AN, BT AR B S it dEbr. CPU iR Fsb R L ST PIAZ A

Al

MR EE SRR, ATLMEELL FREESE.
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& 5-15. HEERBESH

SHAIR & i)
currentInterval LT AT PG AR CATTAG HEBAR A D I G IR0 TR

(CARPIAA) o BRMEH 20 CASRASEE) o MR¥E vSphere
Performance Manager /35 X, X5 1 i B b F o T
20 .

historicInterval BRI A by L bR E fTI RIS (DA AL o BRIMEN
20 (A FEE) o I vSphere Performance Manager [
TN AN iR R SRR T 20 O

entity PLUMEZ —: nost, vv  fErEHEFRE I VC XSRAEA, BRIAEN VM CsAtE
) o HAERrE R bR T A S0k
instance vSphere Performance /b i 2l BRSNS (AN, A CPU PR 3k
Manager pertfMetricId . AT ILBIILEEGE, ISEMEEER. B BT
SBIRFRRTT i fabs . SLBIRNEEIE . SERE v ORI

PHo "DIsKFILE" FHFEFAFHIREEZ I BIEIE . BOIAE S
wen o CAIRAIRE) .

minReportingInterval BRI FEE AR TR SR R RAA SIS (AR AT
LS EE ]SRN B AR SRS I T —P bl BRIMESN O
Lt Fis gD
aggregator QL Fﬁﬁi{*‘: AVERAGE minReportingInterval Hﬂﬁﬂ}ﬂ?fﬁgfﬁfiééégo %ﬁi&ﬁijﬁ
MINIMUM, MAXIMUM, AVERAGE (WIHRAFEE) o
SUMMATION

i & Cassandra E=E5+rEEE
5 PRV B TEAE T T L cassandra Ay A4 B TTAERER] Wi RS FRACRRE

VMware Cloud Director AR AT SR LI GEAN S IR S RE R i S AN S5 B == FE bR, i
Al B Apache Cassandra %54z PAHI1E VMware Cloud Director fliie $5bnfrfig2e . i1 TR
cell-management-tool configure-metrics J-ay A0 EWEENIMir BabrtE. 1S W P E AR iEhR

etk

P s tirtEbR Al /7 i%7E Apache Cassandra dfufrt, A OCHCE Pl e Bl B R A DAL AR ARG R ERE T
FEFRIIFANE B, S0 LRI Cassandra Bk A DAAE# I s i Fbr s .

341 VMware Cloud Director Fll Apache Cassandra Zd8 75 2 Rl 6l dak s, W iTI0L BRI 21T:

cell-management-tool cassandra options

X 5-16. BLEH T EEXINMAESE, cassandra FH$

e B R
—-help (-h) T TRttty 4 ] eI 2,
--add-rollup JC T PR ARai A E DA gL S iy

FAEbR. WS LRI
Cassandra B AL 47 47Kt 45
FRAR
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xR 5-16. AT B T HEMMSE, cassandra FAd (£2)
A

4

24 R

--cluster-nodes address [, address ... ] T VMware Cloud Director ffijig
PRI PAIE S5 FERY Cassandra fif

W

g

--clean G M VMware Cloud Director ##j)%
HiFgl% Cassandra fid i1 .

--configure T il ¥4 VMware Cloud Director P15
A Cassandra i fii [,

—-dump Jc %ﬁ%ml Hﬂﬁ?;@aﬁ o

--keyspace IR 4 Cassandra H1ff) VMware Cloud
Director #4178 (Al &k
string. ERIMIH

vcloud metricso

--offline ¥ filt Cassandra DAl VMware
Cloud Director f#i}], {FH A2 iE
B£%] VMware Cloud Director il
2B -

--password TR Cassandra £d& %2 i i
-—port B AR A R T BRIA
{tihy 9042,

——ttl B Bt AR BRI integer Ko ¥
integer %4l 0 2K AR
i,

--update-schema o 1UA1k Cassandra Z5#E X DL
VMware Cloud Director ffij& 55
ik

—--username ?fif\% Cassandra ﬁTEEFJ:H}L‘H/\]FH}l‘%C

~f5l: BRE Cassandra EiBEEE

MR a4, i nodel-ip. node2-ip. node3-ip F node4-ip &= Cassandra BELERG A 1P ik,
I THER IR T (9042), firEfabr B A B 15 K.

[root@celll /opt/vmware/vcloud-director/
binl# ./cell-management-tool cassandra --configure --create-schema \ --cluster-nodes nodel-
ip,node2-ip,node3-ip, node4-ip \ --username admin --password 'P@55wOrd' --ttl 15

SERU A TR L R H B T,
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mERGEEERER

WIERARAE VMware Cloud Director £uflafE H P 20150, TDLEE o EE T 2N recover-password
Ak VMware Cloud Director 2451 515545,

fERh S HE T 2N recover-password g%, Kl VMware Cloud Director £ 4 H] & A58 H]
FRIPUKE VMware Cloud Director 245 I G15545

TS ARG A, R MR a7
cell-management-toolrecover-passwordoptions

R 5-17. B BB ITEETMSE, recover-password FH&

T SH R

--help (-h) 7 FRObE 2B AT A Ao

--dbuser VMware Cloud Director £fliZE AU A THHR AL,
M4,

--dbpassword VMware Cloud Director £ffijd: @i ARH L, SR,
FF G,

FIESHEBIRTE

EFR T PR T HY fail-tasks i HUHT S HCE S BT IEAE 18 THE S AN 55 SE R A%, #%

AHEMH] fail-tasks 4, FRIAEATE HICHERE M,

fifiH] cel1-management-tool -q & FHRFICE, Il THES NAE LT BN IEF . R T5
WEAE IR T sl T, S LCHE T, XS SBITE IEEEiTHHES I ST A ¥t

SEOEE B T ES M, BET A Plia T cell-management-tool fail-tasks FfNXEE(f55%
HISERCIRAS o AT A B DA R R SS RIS IRAS, A BT IRFF RS H GRSV, HE R A

EHHRAE S BN

B R ER BT AR IS TS5 108 3, i A P IE R ey 24T

cell-management-tool -u sysadmin-username cell --status-verbose

*5-18. BT ERETHEEMMSE, fail-tasks FHE

we 28 i1y
--help (-h) x SR ZEBI T Hdr ST
--message (-m) THESCAR B TALSS e RS IIH B SOR.
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=l fERT FIEFEIEITHES KK
BT IR 15 S IR TR A THOFE S5 DA T 55 SRR

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool fail-tasks -m "administrative shutdown"

Operation: IMPORT SINGLETON VAPP, Start time: 12/16/13 6:41 PM, Username: system,
Organization: orgl

Would you like to fail the tasks listed above?

BN y AIEGHSERA administrative shutdown {155, BN n W RVHESSARELIETT.

AR RGR [ 2 AMESS s WA R T AT 55 RMOE S E AP TR . oA B AT
EEgi

AL B B i%iH B AL IE
HEFSEAFFE LI contiqure-audit-syslog @4 IRERHCRFRILERIT R,

1> VMware Cloud Director HiocHIHARSS 2B Bzl 2105 8] VMware Cloud Director £#li)%, Jf
B 90 K. TR B AR K], FILLK VMware Cloud Director IR 5510 M T il BL
1%£%] VMware Cloud Director #flij4 2 4h, K L5 E] Linux syslog ST .

A B A S SR E AN BRI K 320 ( VMware Cloud Director 2245, it B flITH44 45
FA ) R RO E AR AR o ARG E RS E R H S0 R PR B A LA N A S
global.properties fll responses.properties, P PUMHEHUA TR UE B T Hay S4TSR
AR HAZIE E H S e R A

cell-management-tool configure-audit-syslog options

il FHIE BT A PR T A 2 3 TR BE SR R B /E T global .properties
responses.properties X, BEHHIHITE, HSRA 243,

X 5-19. BB T REENMBE, configure-audit-syslog FaFd

eI 28 ik
--help (-h) o G| I DR N
--disable (-d) o IR H S C RS sysloge (X

Rz e 2] VMware Cloud
Director ZaE ., T IUN S
global .properties fll
responses.properties Hl
audit.syslog.host I
audit.syslog.port JEIMIHE.
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& 5-19. BB T EEINMSE, configure-audit-syslog Fod (&)

T E-28 R
--syslog-host (-loghost) Syslog k558 EHLT kT4 audit.syslog.host J&
IP Mkl e RE R M e bk ok 5 2 PR e
B4
--syslog-port (-logport) JBH 0-65535 A3k T2 F audit. syslog.port &
% PERE A B DB E I

}y --syslog-host. --syslog-port BRNFIREMM, ZardSWiriEE e e S g 1EmER, HA
2R T D5 IR A =0 LR 2 & BOE R AFAE IEAE 1B TN syslog MRS

=l FM syslog REEFH A

BEEHEL a3 TS BB A R E SR S T Z B R ORI S S A
£ FIERIOAI Y (ff /opt/vmware/vcloud-director/etc/responses.properties H1) HA'E

No 1HZ W (VMware Cloud Director 2¢%E | it B ANTFAERG ) A ORI Fm B SO
BT % syslog JHE M, 1 AT s

[root@celll /opt/vmware/vcloud-director/bin]#
cell-management-tool configure-audit-syslog -loghost syslog.example.com
Using default port 514

R BUEE B EH U Bk A 1 1 syslog 4.5,

1Za S0 global .properties fll responses.properties, HEEFAICE, W4

o

BC & FE T HP AR
S R G OIS0 (OB, PTDABE T TER 0 T F) manage-email 54

RGO, ARG kki Pl %os, i %é}‘ﬁﬁ'ﬂmTﬁ‘é%?%&?ﬁE’]%@*ﬂ#ﬂR FIVAREH] VMware
Cloud Director API & Web 45l & BUgT LRI ASIZ . mT DA (i HIVA M AR S ci BT Ry
AT E R IR TR P A

N
=

cell-management-tool manage-email options

* 5-20. BB T EETMSBE, manage-email F&HE

g S8 i34

--help o SEAE 2R ] d SR

--delete TR 4Pk LR ABARAI 2R

--lookup TR S BoR L. aRAR
B, iZzan & 2R A AR PRI 5
o
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*® 5-20. BB T EETNMSE, manage-email

P

--locale

--set-template

HAEN AR RR, AR F - H s A o
% 5-21. VMware Cloud Director B8 {418 &1 & R

v iR

VAPP_UNDEPLOY NOTIFICATION viMmaz{ I FHZB1H 1
HIE SR, FHLZ5 I,
VAPP_UNDEPLOY NOTIFICATION RMWare Cloud Director ¥

e ] vApp LIk,

VAPP STORAGE NOTIFICATION DRAHIE ($UBHEEIIE I H
WAEIR, FHL2) I
VAPP_STORAGE_NOTIFICATION BQRNware Cloud Director ¥

TR vApP.

VAPP STORAGE NOTIFICATION FuADEUEREFTZ)HIE I IHIN H!
MR, T2

VAPP_STORAGE NOTIFICATION BYMware Cloud Director 2
4 vApp Frid e ki,

VAPPTEMPLATE STORAGE_NOTIFIUADOHANZIEM IR 1 1]
IR AL,

VAPPTEMPLATE STORAGE NOTIFIGANAIEEERSUd Director 4
TR vARP FiA .

VAPPTEMPLATE_STORAGE NOTTFTUAION MR AG R0 1= 1]
I H IR R 23 IR

VAPPTEMPLATE STORAGE_NOTIFIGAWWAYSBERSUd Director 2
4 vApp ftlcbric e i i,

DISK_STORAGE_ ALERT RS (R

IS VDC KBTI
BoRe LT T AR
FAIAREAE 2= A I 2L
RIS VDC Bk,

DISK STORAGE ALERT VDCS

VM_HW_UPGRADE INVALID POWERFSIANM FLIFIRIAIIEA, 5

THEREBELT, AU VM

VM _UPDATE _NESTED_HV_ INVALI DH@W%S TATE

FEDERATION CERTIFICATE SUCCHBES SSOHIES #e UL
W, AT HRER R L
RIS kB A, S5
RGBT RU SSO iRt

VMware, Inc.

Fad (&

S8 ik

TR X 5 EINEOLUR, 27F en-US Xk
IR AT a4 . TR E HAL
DS E, il e

AET AR SRR AT A W R

TR SIS 72 44 A 1 1) veloud.veloud B2HY, 45

W, /tmp/my-email-template.txt

AT R L T HB A

VAPP [Hiaf T HHLZ)E 2
Al LRI AR A
AR L) BRI T

VADPP IMAETL 203 12 7
FLURHR T B IR AR Rt
FET R Ao

VAPP 7% 25 312> i,
BRI T e B BB A
FHZY o RAT A

VApp BRI AT 2 1]
i, LRI AR A
AR LRI TH]

VAPP IR A 205 2
A7, AR T T B s A
AFAEFH 298K ]

YR IR A R R
RN o

HER A A S RA R
e AWl LS

SV
EINI

2T VM TR

QIR TET A 2
7 RN,

T F TS

LGN

VAPP AT, sk AT
HELRGEHRA, WHARE
b2 i e BRI

VAPP AT, sk B WA
HERRGEER, AR
R RS AL,

VAPP IFTE#, o T
HERRGEHER, WHARE
BERSIWCEI A

VAP BT &, B
Rirfh#EEAREHRR, WA
SUEE B2,

VAPp BRI, sl i
ML RAEER, WA
SV SR

RAREER

RAEER

VM FTH &, S AR
FIRAGEER, WASEE
R EREmAL

ALUEHER
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B R Fe g

% 5-21. VMware Cloud Director BB FHMEBAZFR (40

g2 P

AT R R TR

FEDERATION CERTIFICATE SUCCHSEGHOIYPBH H ¥ VMware
Cloud Director,

IPSEC_VPN_TUNNEL_ERROR
IPSEC_VPN_TUNNEL_ERROR_SUMMARY
IPSEC_VPN_TUNNEL_ENABLED

)
IPSEC_VPN_TUNNEL_ ENABLED _SUMMARY

VPN JHEFS R (L0050R)

TR VPN e (4

KIEHIZ T

% 5-22. AN B E X HY R F BB AR

BRI
vCenter Server [ i {4

D

vCenter Server B ERE L [-B{-2
TRe ZHLTHBAEFEH vCenter Server
FFEERZIO IR R R A it 2 P & i
AMQP R HL IR, 1WA
VMware Cloud Director 5 AMQP JIi%%
AR IR R,

LS 2T P AR LI

ELR IS B T T

L AR U P Bt TR 2

AL B HHUTTE  T
R

LDAP i F IR 5
LDAP JI] ]2 HLf R 2os

Il RORIBRAS SRS R~

aN/IE

TR T ER AR

AR 228 HEL T HR A

vCenter Server TUFERAN .

vCenter Server Wi,

RabbitMQ {5 |Fiaf T,

VMware Cloud Director 5% ZET T
R

VMware Cloud Director Hugrdif: 5%
PEAE

ERRIRSTINE R P BEE i

YL I AR A LT T e
.

5 LDAP [H2E ],
Ay LDAP JT Al

bR TR | ARl & DRI
i,

VPN il A BT

M VPN il AR E B TIE

e
ROEHR

AAEHR

AHEHER

RAEER

AHEER

Ao R
RAEER

RAEHER
RAEER
AoEHR

LVGIN

RGEER

RBEER

A N4 n#5 DISK_STORAGE_ALERT_VDCS HL-{HBHEAR 1) 24 i N A O BAE Sl / tmp/
DISK_STORAGE ALERT VDCS-new.txt [P AIEIINEA

[root@celll /opt/vmware/vcloud-director/

bin]#./cell-management-tool manage-email --set-template DISK STORAGE ALERT VDCS /tmp/

DISK_STORAGE ALERT_ VDCS-new.txt

New property being stored: Property "email.template.DISK STORAGE ALERT VDCS.en-US" has value
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"This is an alert from $productName The S$datastore is used by the following PVDC (s) :
SpvdcsList

Property "email.template.DISK STORAGE ALERT VDCS.en-US" has value "This is an alert from
SproductName The S$datastore is used by the followingProvider VDC(s): $pvdcsList

VCD Email notification details:

name : DISK_STORAGE_ALERT_ VDCS

description : Alert when used disk storage exceeds threshold

config key : email.template.DISK _STORAGE ALERT VDCS.en-US

template placeholders : [productName, storageContainerType, datastore, percentage,

currentFreeSpaceMB, diskSizeBytes, pvdcsList]
template content : This is an alert from $productName The $datastore is used by the

followingProvider VDC(s): $pvdcsList

BRI E

i TP T ALY find-orphan-vms a2 484 vCenter £ FEH 1 {7-4£{H VMware Cloud Director
BRI AGEAER BRI 5 H

vCenter £ifif4 5] T1{H VMware Cloud Director £ /4 HiA& 5 IR AN BRI, 8

VMware Cloud Director JoikvsiX e, BIEEA TR gE S IMRE T A A s IRt itk . R 2
SRR IR AT e 20, Hoh i s TR, BdREH RS E, i find-orphan-vms
e, PR GATDAAI X e ST, DU R DU RS R ek d 5 A\ 2] VMware Cloud Director, [y 4-H
HIE & HGEEAEX R E R, e A2 AUk BT VMware Cloud Director B vCenter 2223,

RES T EOX I Ao

A B a2

cell-management-toolfind-orphan-vmsoptions

xR 5-23. B BETEEMMSE, find-orphan-vms FHE

HETH S8 R

——help (-h) p FEALHZEBI A mT SO

--enableVerifyHostname o JAH SSL HE TR ENLAEUEARY o

--host DUSIENE T A G ENLTY VMware
Cloud Director 2221 1P Hbhikik 5¢
2R E A

--output-file B 4Ek - INESPN | SyalfE U IR A E S SE R 3o 2
Zo FREEBHNRS NRER T -
(] EZa

——password (-p) WA VMware Cloud Director A4 &
DU,

——port VMware Cloud Director (O AT A A0 TERA VMware

HTTPS 511, Cloud Director HTTPS i I A 45

il grin b
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B R Fe g

R 5-23. AL BB T ERETIMSBE, find-orphan-vms Fad (£0)

P

--trustStore

--trustStorePassword

--trustStoreType

--user (-U)

——vCc—-name

—--vc-password

—-vc-user

1.

B AN E L

B4

Java fFEHEAFARIX SO TE R

(2P

FEIEM --truststore MEMY

FRIEM) --truststore [
(PKCS12, JCEKS...)

WU

WAL

WAL

W

iR

PO B than 2 HERIA VMware
Cloud Director {E{F/EEX A A

FEE LT

Y] --truststore FRERG

ARAFABXCCAN A 2

PEYA] --truststore FRERIE

ATATREDC SN A T

VMware Cloud Director Z %5

PP,

FHTA8 ZAT ML vCenter 44

o

vCenter ¥ 1 F18440

vCenter &G 44,

o fles 2t As vCenter Server, M --output-file CIEEN -, EIARAERIHE 23R [A145 R,

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool find-orphan-vms \

--host 10.20.30.40 -u vcadmin -vc-name vcenterl -vc-password P@55wOrd --vc-user admin --

output-file -

Querying
Querying

Querying

10.20.30.

Querying

for VC by name 10.20.30.40
all vdc's associated with VC:
40:443)

all vdc<->VM Moref mappings associated with VC:

10.20.30.40

all vdc<->resource pool mappings associated with VC:

Processing 956 VM's on 5 VDC's across 20 resource pools

Analysis

VDC: "ExampleOrgVDC

[moref:

complete.

'resgroup-30515"]

[urn:vcloud:vdc:1a97...]

The following 22 orphan VMs were discovered:

Orphan VM:

VMs", parent moref

Orphan VM:

VMs", parent moref

VMware, Inc.

"indDisk100-0-95411
"group-v30533")

"indDisk12-0-51259
"group-v30533")

10.20.30.40

(org: "ExampleOrg") ResPool: primary

(https://10.20.30.40:443)
10.20.30.40 (https://

(https://10.20.30.40:443)

(cbc358a0-e199-4024-8fff-2e5cfce20953)" (parent name: "Test

(0bbb4115-673e-4c84-ba26-6875159655e0)" (parent name: "Test

(1la97...)
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IANBIERH VMware B FFIE M EiTRI

%DD)\& E‘*ﬁ VMware %}_'TZM/\TE;L{‘ﬂ“kU (CEIP), 1w ﬂ%fﬁﬁﬁ%g/kfﬁl/ﬁ;m configure-ceip %np

o

=N VMware & FAREGHSGE T ( “CEIP” ), f ot CEIP WEmIEdiaiegn (s B
VMware 4%/\FHJFTT$EPFH@E? “USEESHUETL” A, Wk http://www.vmware.com/
trustvmware/ceip.html, £n] DARERE BT R T 2 I slaB ik VMware CEIP,

cell-management-tool
configure-ceip

options

ARAREIINE 0 VMware CEIP, THIZ{TH7 ] --disable WEHIKILAT 4 .

X 5-24 BB T EENMASE, configure-ceip FHE

HET B R

—-help 7 AL 2R Fh ] a2 I

(-n)

——disable T B VMware & PRSI )
--enable I JIN VMware & HREG BT -4
--status o BoRYFHET N VMware % 1k

Uoeres) maws

. IBRY VMware B RIS K EiTX
FURH VMware & FUAKGEETF ], i A a4

[root@celll /opt/vmware/vcloud-director/
bin] #cell-management-tool configure-ceip --disableParticipation disabled

BT, RGN VMware % P AT ISGE T & 2T {5 B
LN AE S I VMware & AR T, 5 R a4

[root@celll /opt/vmware/vcloud-director/

bin] #cell-management-tool configure-ceip --statusParticipation disabled
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BN AERFREIRE

RS CE T A manage-config {4, FILABGE AR IRE A i e, 1A H SRR ETE B)

& 5-25. BB T EENMESE, manage-config Fand

P B8 i}

--help (-h) v B e DR P NG S
--delete (-q) Ve T FIRRAC %

--lookup (-1) 7 A EARRC R M .
--name (-n) AR AR FUARRL S 1 247K

Bl -d. -1 F -v FERA

--value (-v) [hEn>aEkic] PRI SR FARAC B B I

Bign, WILM# ] manage-config A e HREIE R G,

L & B R [E) 45 BR &l

BIF22 H S0 L A B HoAth 40 2l N\ A 4 20T BelF 22 H SRIBIY, Dl do e E SR RE I R R4 28, v DA
B e ERIFEPER G mTPAEE AT PR TR manage-config F-ay ARl AT TR )25 A0 22T B ok id &
ERREEZ RSN

VB H s HERER, & H 3o ZE0 H M vCenter Server fii#ZE T #i%] VMware Cloud
Director £k 557, AT I H S0 N adERz. nTLASRMRIFTAT A A7 H s nl TRl R 3k e m B4, nl
PABR IR AT 1T B8 H S 0] [l )25 B s 3 45 v ABR BN T B8] H 53] [l il 28 1 20 5 45

AIDAE R T B T ) manage—config a4 HUE H R SIREC E X . AR H manage-config
T HIEE, 155 N i e .
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% 5-26. HRRHMWEELZE

[GAR et BNE ik

vcloud.tasks.VDC ENABLE DOWNLOAD. 30 VMware Cloud Director S fIHIfTA

queue.limit KA E A [l vCenter Server T
%] VMware Cloud Director FJJF5i [ |
PR

QA VMware Cloud Director 5244l
N AR AT PRI S BOCT IR, 32
T H 24t 2 A5y, RIS

7 N
vcloud.tasks.LIBRARY ITEM SYNC.qu 30 VMware Cloud Director SXBIH T4y
eue.limit M=l A ) = W

W EAE VMware Cloud Director 5245
ANIFPE AL BT B SO T IR, 5
H e BR A 24855y, SRR HI0T

ik
contentLibrary.item.sync.batch.si 10 FALNTTTE) E SR AT TR )2 2205 FRR .
ze AR BT b H e R i et H 2o

FHIRBRA, NI xR 23S 2 A
o REHEIB TR o

Bl BEEEITHEERHIE SRS
DA & 3N T ) T IR L OB LRI PR A

[root@celll /opt/vmware/vcloud-director/

bin]#./cell-management-tool manage-config -n contentLibrary.item.sync.batch.size -v 5

AT A 13 NEBH R = T H R o 2E—Rf s e e, 5
SO PRI, Ra—o O RN =101,

XTI i%iA1a] VMware Cloud Director A R SR Hi#1TREHERR

B E M H VMware Cloud Director ¥4 H1 VMware Cloud Director Ht[4 %k 1P HiliEF1 DNS £&
H, WP CER T ER manage-config [,

i 7R

BRI T, ViR VMware Cloud Director Service Provider Admin Portal 5% VMware Cloud
Director Tenant Portal,

TSR NS, B R MDOHE: BEE . Yish i fE @ BE R . AR B DviE A
ZXFMAH URL ViR BOEREA RER SR (Failed to Start. This can be
caused by issues such as accessing the application via an unsupported public

URL or poor connectivity)o.
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RE

VMware Cloud Director {ii 51 # i L2 (CORS) it s S2Bi4E s ] 11 F-1)5]7] Service Provider
Admin Portal 1 VMware Cloud Director Tenant Portal [T 13 3800 2141 4 o

TEHTTRCE R, RS T8 CORS ek, 24K 8 HTTP M HTTPS 4cH, Hh SRS 2%
AP RTAT T 1P HiiE AT DNS 48R, o, w5 M4+ VMware Cloud Director IR Z5#5 4L i 71
A A 2 1P ik

TER B I T SR, ANESTE1ZAEL HUET VMware Cloud Director Hti DNS 48k, HA&WHIC
TR BT DNS AR Hadb i),

fRRFE

1 DL root Sy Bk IHT SSH Bk BIRSS R4 I—AN PRIt

2 A AR VMware Cloud Director HTHIA % URL, 15iafTbA Fard1T.

[root@cell /opt/vmware/vcloud-director/bin]#./cell-management-tool manage-config -n
webapp.allowed.origins -1

ARG — A HTTP Il HTTPS 5 HIAIEE, Hihixses B &Ik Sl Hoch 1P Mtk
1 DNS &, AN, B4 mhiT VMware Cloud Director IR S5 Fe4H Fi 1 71 20Vl 28 25 1
IP bk,

WHIF LT SRR, £ B AR 2
3 (ﬂiﬁ) g%ﬂ?ﬁ webapp.allowed.origins @Eﬁi&ﬁ, l%]é?i’[/y\‘l:ﬁ/%jf?o E’t%/???q:“ IZIQEFI/‘]TE
SHUT 1P HuHLRI DNS 40515, DUESATRNTRRIT, 4H 2R,

[root@cell /opt/vmware/vcloud-director/bin]#./cell-management-tool manage-config -n
webapp.allowed.origins -v "comma separated list of URLs without spaces"

JEik vCenter VM &I
W TSP T HIY debug-auto-import Fax4, AJLAME T L vApp HPLHIEGE — ek %
/> vCenter VM [1J5AL,

FEERNACE R, 4H4H VDC 2 HEh L FIAE 2 FF VDC 14 IR al 1) vCenter VM, 152 I ( VMware
Cloud Director g S HEHEpa 2R 1) H5Rg ) AR IR H vApp (5 5., Q2R vCenter VM AR RTEE K
g vApp W, RIDUERNIE VM Bk VDC 1217 debug-auto-import [iis .

cell-management-tool debug-auto-import options

debug-auto-import a4k |H vCenter VM DL K UL BIHUHIEk R T BRI ARG S BRAI R . %
B FA AR E B ETCES A4 VDC | vCenter VM,
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*R5-27. BT BT HEINMMSE, debug-auto-import FéF4

IR B8 ik
--help 7 SEAE 2R ] A SR
(-h)
--org AL AR ik, MHFEEALNICEE VM 1
LEESEASNS
--vm VM &Rl VM & S EHRE VM ZIRE Bk VM
b EEEES S

e AR --org BETD .

T VM BFR test iR vCenter VM &I
DL a2 Bk ml a2 N Bk vCenter VM [AHIE S E.

[root@celll /opt/vmware/vcloud-director/bin]#./cell-management-tool debug-auto-import -vm test

VM with name:vm22-test (09ad258c-0cb0-4f69-a0a6-201cf3fe7d6b), moref vm-50 in VC testbed-vc
can be skipped for the following reasons:

1) Virtual machine is already imported in vCD or is managed by vCD

2) Virtual machine is created by vCD

VM with name:test-vml (32210d0d-ef64-4637-b1d6-6400743a6bd9), moref vm-44 in VC testbed-vc
can be skipped for the following reasons:

1) Virtual machine is not present in a vCD managed resource pool

VM with name:import-test3, moref vm-52inVC testbed-vc can be skippedforthe following reasons:
1) Virtual machine autoimport is either pending,in-progress or has failed and pendingforretry

I RBI, ARGk iR AR B AR TR test =1 vCenter VM AC(E E. VM
import-test3 2L KIUHLEFAE] VDC 7Rl

BT AR U R IE RN R MAC it

QARG B A AR 22358 1D 1A~ VMware Cloud Director i, Pl BESTEFS X ek 5 A {1 o 25 v
2 MAC Hikrhze, Bk I Zsrhas, WIEE T AR F2058 1D 19 B @ X AFE L dh— b s F AR
i MAC Hifil,

{E#)ih VMware Cloud Director #E Hif], 2% E 24 ID, VMware Cloud Director {#i 114235 1D 4E 1%
REAUM 2842 1) MAC HiE, Bd B A A 25 1D 9P VMware Cloud Director 4 n R4 A= i AH A
1 MAC ik, TEE 1) MAC Mk n] 84 S EEMIAN St 2 TR ZE (12 o HH B R 28

TERCE A AR 256 1D It 2 TRl G A 2% 2 i, Al T T B T B Y mac-address-
management A& fEH T — b S P EDET AR AL MAC ik,

cell-management-tool mac-address-management options
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LACHT MAC ik, F52R EAR 125 1D I EEXR - 2R ASE SR 1D, (HEdhESH
IR A7 AN S AR E S AR 1D

MRS 2R 4H & VMware Cloud Director ik fiia{T mac-address-management | a5d. &m0l
VMware Cloud Director £fli/F121T, I TR &4, T4 XK.

HERT MAC ik i A 5 VMware Cloud Director {EH1—EN Rl JFAATE R B 1, W20k
B SSasdirb pr g o RIS D,

* 5-28. BB T RAEMMSE, mac-address-management FAE

e 2] R

--help o SPGB ] il ST E

(-h)

--regenerate x TR A AL MAC Hbk, T 5

T YR A 0 MAC k. i
RATAEDA TS A1, BT
R ID AR RL MAC ik, R
IEAEE IR MAC Bk,

RS PRIRTE T AE
TARGEIRA . HIEHERATC 055D
IES, HS W R,
--regenerate-with-seed T 0 2| 63 Z[AlfIFh TERWER BT B e XA,
THis AT A T MAC 3L 158
BRI A ORI MAC ok, K
TREEAAE T MAC Hihl
RS ARAR T R T AR A
THEE SRS, A IGHERR T RIS ED
G, HSW ERR I,

--show-seed Jc IR Y Ji R AR EAE R
MAC HihFcit

BT KRB IEAE N MAC Mk, ERROELEE AT MAC Mk BESCH FEHERIT MAC ik, w4700
SRR MAC ik, B oegmit e UM UEMERIE S, 15200 (VMware Cloud Director /7 ] 45
) o

. ETHBEEXHFEREMR MAC it
PAF A A AT R 9 FF R T AR RO TR A TR MAC Hoit

[root@celll /opt/vmware/vcloud-director/
bin]#./cell-management-tool mac-address-management --regenerate-with-seed 9
Successfully removed 65,535 unused MAC addresses.

Successfully generated new MAC addresses.
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Bl BRI TS MFEAERN MAC it dE
DA &R TS S R T RIEAFI T MAC HEIEROR 15 .

[root@celll /opt/vmware/vcloud-director/
bin]#./cell-management-tool mac-address-management --show-seed
Current MAC address seed is '9' and based on MacAddressSeed config.
MAC address seed 9 is in use by 12 MAC addresses

MAC address seed 1 is in use by 1 MAC addresses

TEM R, ARGk SRS 9, FETZMF10 MAC Hisba 12 4 IAh, FETenifhfak e
ID 11 MAC HilibG 14,

E# VMware Cloud Director Bt _FHIEIEEE IP #uilt
B RO s A A EERETT VMware Cloud Director ot 1P Mk, AZd o B T A,

ARG

B AR = ] RS BT 1P bk, AR Y BT SRR 1P Mkl AR 1P Mk, A
VMware Cloud Director 4% AP s EEREH S T S 55 1D, 1520 http://code.vmware.com |
5 { VMware Cloud Director %% APl ZUfg 53 ) |

S
1 VA root Sy EiAZEk il SSH & P R BISRIFHMTAT A IT IR E A 48

2 KWEFRITENEZ A FisfT,

service vmware-vcd pid cell

S TR ID A NULL, I35 VMware Cloud Director MyCiEAEIE, T, BA] DLS ek i 2E 1
IP Huhikify o d8 5 5h VMware Cloud Director BT,

3 BHUHIRSERATATA T LR 1P Mk, 1HIsTRL M
/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-host

primary node IP address —--pid cell process ID --remote-sudo-user postgres --private-key-

path /opt/vmware/vcloud-director/id rsa

N IR EPANCER L WA B
4 (k) WAL VMware Cloud Director B S E A IERAMIEEEE 1P Hidik .

grep "database.jdbcUrl" /opt/vmware/vcloud-director/etc/global.properties

ARG R TE
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5 QERAMATHITRERT, 1HisfThh Fard, XHE TERBC .
n QEREITRIETT, WIs T M

/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-
host primary node IP address

»  WURBSTIEIETT, uaiT R

/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-

host primary node IP address -i cell process ID
6 WIREEHEE T ABTIRIT, 1Ha TS AENTAE) vmware-ved [R5,
a 1z17 IR IR,

/opt/vmware/vcloud-director/bin/cell-management-tool cell -i $(service vmware-vcd pid
cell) -s

b izfr S LUREN RkSS.

D

systemctl start vmware-vcd
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VMware Cloud Director ]}k 5+

VMware Cloud Director H&E

HEAHSUHE E R

/opt/vmware/vcloud-director/logs/cell.log

/opt/vmware/vcloud-director/logs/cell-

management-tool

/opt/vmware/vcloud-director/logs/cell-runtime
/opt/vmware/vcloud-director/logs/cloud-proxy
/opt/vmware/vcloud-director/logs/console-proxy

/opt/vmware/vcloud-director/logs/server-group-

communications

/opt/vmware/vcloud-director/logs/statsfeeder

/opt/vmware/vcloud-director/logs/vcloud-

container-debug.log

/opt/vmware/vcloud-director/logs/vcloud-

container-info.log

/opt/vmware/vcloud-director/logs/vmware-vcd-

watchdog. log

/opt/vmware/vcloud-director/logs/

diagnostics.log

/opt/vmware/vcloud-director/logs/
YYYY MM DD.request.log

AP = Roch gt
JeA VMware Cloud Director H &z THHRIE 2 (KT [0 A T

JL»\—Ld“:KL/fI_I Jlavyel lu\T[/J\
SR HERR o

WA H SRR

Eiyuy
k11 VMware Cloud Director B/l & 4

KEMITHYOTERE T HHEEE

kK EHICE TH H R

K T B ST

Sk LTI e R 5 A H G
KA FATTI IR S5 AR ALE T o

M vCenter Server #2211 B Ui AR FRDA A0 7 D FNES
RIS

K FTT N ST

XE EF'TDH/J{D J58 El/u/% B HEE

o

KA TR IO B H S BRI R BTN 45 10
N, AT FEHTHE B B

£ R T S )

VMware Cloud Director & BE

VMware Cloud Director &85 E T —2esht H &,

VMware, Inc.

PO H e BRARAM SR B b B A2 H bl sk, A0
s s
K HI Apache & I H GRS HTTP ik H &,
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AEXA

/opt/vmware/var/log/firstboot

/opt/vmware/var/log/vecd

/opt/vmware/var/log/vcd/pg
/opt/vmware/etc/vami/ovfEnv.xml
/var/vmware/vpostgres/current/pgdata/log

/opt/vmware/var/log/vami/updatecli.log

%
WESREEXSI SRR H EILRE .

175 Replication Manager (repmgr) [ HEMEE
AR H &,

A5 SN ARSI E S A H .
U7 OVF #5848,
HWEHIRAT PostgreSQL Fdln FEARzey H ik,

WESRETHIMH H B,

A AR SOR R . SORE B = THRESR HE.
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] Linux rpm @y 0 MEAANIR 5525114, VMware Cloud Director #ff,

1 DA root Gy EE BFrRSS 5.
2 LIRSS, W EE T LU TNV E: /opt/vmware/veloud-director/data/transfer,
3 UG . Shell 8iZmEa 1, 24T Linux rpm A

rpm -e vmware-phonehome vmware-vcloud-director vmware-vcloud-director-rhel

QIRLERE TR vware-veloud-director BB HMRA, ARG REAHIZ VMware
Cloud Director R4 Zux S £
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