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promotes a standby to primary promoted to primary

Administrator redeploys Administrator redeploys
failed primary as standby failed primary as standby

localClusterHealth: HEALTHY ocalC lth: HEALTHY
localClusterFailover: MANUAL r: AUTOMATIC

cell A: nodeRole: STANDBY, nodeHealth: Healthy cell A:
cell B: nodeRole: PRIMARY, nodeHealth: Healthy e AARY, alth: H

ihy
cell C: nodeRole: STANDBY, nodeHealth: Healthy rell C: nndERnIe STANDBY, nodeHealth: Healthy

B HIEER E BT

QR T R A TSR T T ST, VMware Cloud Director 2 [ ZhB 4P H 2 ot, DA EHE
HRE) o

e AR DGO, AR TR 3 R A = 80 E EET R 3, VMware Cloud Director 4
HEBG IR T, e A SR E R By 1 E BN, XRME S T NS SR e St 2. B

HBh AR5 1 EFFE IR =15 B vpostares IR5S . 25, AT DUR R AsBUsany 3271 S Jgnl s &
I, VOB EEREEI TIROUAITN “Healthy” o

HRAEG R TIRGURI S D e difs B, 152 WA A VMware Cloud Director BestERHET TR
N (=R
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# % VMware Cloud Director & &2

1335 VMware Cloud Director #8552 i, WAE RIS

4 VMware Cloud Director i% & /# & &R & 3515 0%
PR VMware Cloud Director IR 55#5 2 HH T RSS2 4 m] 15 [n) NFS s H b L= A7 ik 4

VMware Cloud Director fii &R SS A At A T A SRR R, DAKCOAESNIS AT BT B 38T, R
ARIUNH SIS BRI 774 o

HEEPHH VMware Cloud Director ¥ 2Hr NFS AL 2 i, e i Bapl M 2 NFS It
ZAERIR S 757 % . VMware Cloud Director i 85 ib S AF B HIRIEGIE NFS i R 280 e s 5,
F5H AR AR, AT AR NFS Hea b H ATt VMware Cloud Director 445 5249113
[rl,

AR5 R AR B A SR I E B A—H: 35 /opt /vmware/vcloud-director/data/
transfer, W& FISRISAZAT RIERE, (UfE:

w (AR, AR N B i e, R RERRSER LA N 8. £E 60 BN AT AT
P RRA MO C Y], ARG, I T Re RS, Bk, =/ GB frifas
VA B 5 AR PO

w SMESAAT HOR I E A N AR AT I F SR P F R e 5 A7 . ANAS A EAR R 2 A7 i H P H
KIS A . AR e AR BIESIMNE A AT E 5 ATAMBE SO s = 50T H R0l s
TG AR A F SRR KAy — N4 OVF JER I EEUNIR N

m  VMware Cloud Director K& 2Bk 2t A TEL AL = pgdb-backup HEH1, XEEA(Y
nIRES g HRE A,

s ZHOTHEEREERS A Es .

n BT EEIEF response.properties XA b AR,

T AR A AAEI B LA A BERRY R A &

F NFS 5L fie2r 55 VMware Cloud Director S5 FEIIAE IS . 24 NFS SCpEIcEE v NI,
RS HE UL AR, AJRESZSEM A SHRE (U RG: FREs BN = oc, Ui, $ETH88 BT,

4 NFS 3T Ubuntu 5§ Debian 1 Linux GATRRIS, G 22245475 il BE2 A e
HEFMEEIN

BT Linux M54 NFS RS e el b o 75 %€ (14 Microsoft Windows Server, VMware vSAN X4
k% NFS Dhaess) mf DRI S f76% . MO VSAN 7.0 JTUGE, a DL vSAN SRR S ThhE, it NFS

3.0 FII NFS 4.1 Hisl St NFS k5, 4756 vSAN SUHIRSSHUIFANE . 1% I VMware vSphere i
R R VMware VSAN 57 .
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BLE NFS RSE|AIERK

NFS JIR &5 aehic B B R E SR, PUE VMware Cloud Director 1] DLK U5 A FIET NFS (rIfE4HIR 55 28
FEAENAT B RO, R, veloud FF AT DA TARIE S SREHE4E40E, 1fi root FH S MR DABG TS
BT H R,

n  NFS REAE1 G YR AT 27 VMware Cloud Director IR 55 7 20 vt i AMIR S ik oS HH A1) 56
FbRINRE A B HAG RS AR . Gl b IAE, veloud H P AERS RSO S N B3 S A B
Otk

. NFS RE#UA1 1 VMware Cloud Director IR S5#s41r AR MRS %5 LI root AGuMK o sz
HAWE AR, W itoiae, FLAEE A 2 5otk vmware-ved-support A —RILEERT
AHETTH A ST A . AT DU AE NFS S B hoshiv Ak 52672 8 ] no_root squash
R R IR

Linux NFS PR 5588 <6

I Linux NFS IR 558847 — 1440 vCDspace [ E 518 VMware Cloud Director IR 55820 (fi7 14

}y /nfs/vCDspace) HIfEHm=sn], BN 3, WIAWRRILIF AR N root:root #1750, oiF
%44k vCD-Celll-IP, vCD-Cell2-IP 1 vCD-Cell3-IP [ = Aottt i B A T S v iy k2

no root_squash k. WL /etc/exports XKHHERINLA MTo

/nfs/vCDspace vCD Celll IP Address(rw,sync,no_subtree check,no_root_squash)
/nfs/vCDspace vCD Cell2 IP Address(rw,sync,no_subtree check,no_root_squash)

/nfs/vCDspace vCD Cell3 IP Address(rw,sync,no_subtree check,no_root_squash)

ES AT, BT 1P HE S HARS A FES 2 MABR A 25H o QARAE FRTla) L 5 6 5N B T
515 NFS k%575, WFESHECE PR sync 28T By 1F AL 407 8 HIBUEH IR . SH RS H
i, FESHECE P no_subtree check 161 A HE I GEM:

XF VMware Cloud Director RS R MRS #S, BATE NFS IR #5110 /etc/exports XA
RN A E, DB DA e s1% NFS JE52, 78 NFS RS #8 K /etc/exports S
&, 1817 exportfs -a ANEFISFHE NFS 3=,

73 VMware Cloud Director ZZF1ft & NSX Data Center for vSphere

RA7H VMware Cloud Director 22350 115K 1 NSX Data Center for vSphere [HMIZ8 TR, T A%502:
RFIBCE NSX Data Center for vSphere J4ME—[%) NSX Manager S48 545015 4F VMware
Cloud Director “Z235E/ 145/ vCenter Server SEAIFHICHE

NSX Manager 151 NSX Data Center for vSphere F#iH. 755 VMware Cloud Director FlHAth
VMware P72 2 AIFEAPE TS B, 120 VMware P25 G HEAEEES 2, Wbk http://
partnerweb.vmware.com/comp_guide/sim/interop_matrix.php. A IMLERIE R, 1HS 0
VMware Cloud Director [P £5 i B 3K,

FEEYIH AT VMware Cloud Director U T4s 235 mE . 427145 VMware Cloud
Director B 2%, &4 Linux |-FH4% VMware Cloud Director,
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AR

A vCenter Server 2% i 235 NSX Manager [14%% 44

1 PUT NSX Manager R A& 2004155
1152 W (NSX 2225488 )
2 ESRFITALZREN NSX Manager FEAblis 25 I iiALE LB Rl E O o

3 B LEER NSX Manager B S EFTHAE IR VMware Cloud Director 2228 Nz
VMware Cloud Director [/ vCenter Server £k,

4 FESEHET NSX Manager 52 E VXLAN 25,

VMware Cloud Director # G VXLAN Rt PLafe i VDC Bt &8 35, iR ARAE I
NSX Manager F1fit ® VXLAN 3245, NHREE VDC ¥ 0o — S ES 5, aAaio) d—A b2k
TR ER s, FEE S VDC MICEE, B E VXLAN ZHAFEE ., 150 (NSX &
FEE) o

5 (M) REAEAL Edge WO AR 1, 151X NSX Controller #f4,

W2 (NSX EHHER ) o

4 VMware Cloud Director ZIEFBELE NSX-T Data Center

WA VMware Cloud Director Z235{H HoK 1 NSX-T Data Center [ 4 5, M AZ 2 R
NSX-T Data Center,

FEEGHE ECE NSX-T Data Center XS, i LA SNS Ul DL ST UL R Y S
APl, HXFANEE, H52 00 (NSX-T Data Center $5 P8R ) HI[J NSX-T Manager Mk,

115% VMware Cloud Director FfllHAth VMware 7= 2 [FEEAMENRETE B, 1520 VMware ;75 G #0F
MBI,
HRMLERIFEE, H2 1 VMware Cloud Director {4 i 2K,

I FYVAE S VMware Cloud Director B T4 258 18 . WA ZETH4: VMware Cloud Director [{3,
HLEE, W2 IAE Linux 714 VMware Cloud Director,

;

REMH

Pk NSX-T Data Center,

s

[

1 FEEIFEE NSX-T Manager EL5S .
A NSX-T Manager f#EIHFANE R, 1550 (NSX-T Data Center 2451 ) -
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2 HURA L EOR G AR X

AR LRI TEAE B, 520 (NSX-T Data Center L4451 ) -
3 EEIMACE Edge 11 A Edge FEEE.

ARG NSX Edge [UTTF4HE ., 1520 (NSX-T Data Center ZZ5&45H ) «
4 [ ESXi EAUEHTI .

A KB 2 EHUE T S B, 1520 (NSX-T Data Center 345/ ) »
5 QIS O JZMIC,

AIOVEL O 2 FAE R, 1520 (NSX-T Data Center 5 ) -
BESR
%2%E VMware Cloud Director Ji7, R LA:
1 FE=HEM NSX-T Manager 524,

H I NSX-T Manager 521115 &, 12 M, { VMware Cloud Director JRSSHRAEEETHE ] P45
) o

2 i NSX-T Data Center {&4 X Ia S RF 25t

A0 NSX-T Data Center & s e FFIIMI L4015 5, 15200 ( VMware Cloud Director
IRGSHLE ST 4R ) -

3 R O RRIRAE N INIIMZE TN

EH N NSX-T Data Center 45 0 s h 2852 PN IUEAE B, 5 (VMware
Cloud Director R4 UERIEFEL 11467 )

VMware Cloud Director iZERIEZFVEE B

AIPLEE P VMware Cloud Director s t—/ ek 24524147 VMware Cloud Director IR 557541 .
i [ vSphere Client 5, VMware OVF Tool {2 VMware Cloud Director %%

BEERI A TERE— MRS SR 41T Linux F1 VMware Cloud Director #2435 iR 52258 VMware
Cloud Director,

VMware Cloud Director ¥ ¢ — Nl E ML, L1 15Hh21T VMware Cloud Director li553H T
TRt

1By I SR 2Rk 8 VMware Cloud Director-ve v.v.v-nnnnnn_ OVE10.ova, HH
V.V VERRTESERAS,  nnnnnn WA NERR A S . FlQ]: VMware Cloud
Director-9.7.0.0-9229800 OVAl0.ova.
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VMware Cloud Director Bas A PA MR

= VMware Photon™ #:/E £ %:

= VMware Cloud Director Iz 5541

m  PostgreSQL 10

F=-/NUFIES -/ VMware Cloud Director #e K/INd T 986 = okl R G, 32 - RIAIES HI- KRR
IR AR RGN AR B R . AR TAEDAR, 4] ARG N I A B R

HEYA ALFFE VMware Cloud Director ¥ N 2B 28 =5 41f . BHEEIET VMware 724 B
SRS R VMware 4R, B4, T RAZE2 SRR VMware vRealize” Operations
Manager™ 5t VMware VvRealize” Log Insight™ Wi 4REE

BEHIEEDRE

MW 9.7 THifi, VMware Cloud Director &85 B4 —>FA7 A HIPE (HA) ThRERIR A\ PostgreSQL
Bk, B EGEE HA SRR b, A VMware Cloud Director ##4 1—/N 28R A
HIT, FHEPAS SIS e T, AT DUE IR S5 #8411 VMware Cloud Director 18£8 1 H-Ath 5151
2o veD W R EIT, XECHS TR IR IR ZERUTE ML N i21T VMware Cloud Director IR5%
4., vCD N IR B CERE R e IR . 155 WAR S A 14 i ] M B

ERAEAL R, VMware Cloud Director #:4481/1] TLS (PO FE K SSL) T8 E SR (isg s
DGR B o BVAL TG B AS, FE ] A5 44114 PostgreSQL UF 5., B FE Pl L ALK (CA) 1%
ZAFP, S0 25 4N PostgreSQL 1 VMware Cloud Director #4555 Ul iF5,

7 VMware Cloud Director & ANz EryMas SR .

REMBEE

M 9.7 JH4fR, VMware Cloud Director #7555 T/ NAZ% (etho Flleth1) , DAMEEATLUE HTTP
A SRR B PRE R . AEIRR S W — N ER AN N 2845 11 o

T etho Fl eth1 PIZRLZUAL T EAARI)F- D

il etho FHIRO  eth1l FHIRO
SSH 22 22

HTTP 80 EH
HTTPS 443 NN
PostgreSQL ARTH 5432

(s IV]] 5480 5480

sl G A 8443 Ty

JMX 8998, 8999  AA[H
JMS/ActiveMQ 61616 NN
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@ VMware Cloud Director #5557, FJLAH] vSphere MIZEIIEEZSITETRIM & (NIC), 155 W
{vSphere ERWUEFEE Y FHrE IR ILE R SIS IR R UAUE Bo

VMware Cloud Director &£ i1 iptables S5 HE X KEERIN . ZESINEE X iptables
B, AEATDLE H SRR S SR INE] /ete/systemd/scripts/iptables AR R.

MIRA 101 46, IRSSERALRI AR T LA VMware Cloud Director API I S5 FEAR 5575 1482,
FEAE SSL IR T B IS IR 578 S5, {33 VMware Cloud Director W£84 4, 5L E—AN B
5155, ] VMware Cloud Director API JEA TIEEMNAIFL S CiE VS X BE EAL . AF 2l T2
VMware Cloud Director 2 J& . [ff /4% T VMware Cloud Director 5 [AAUE > il B 5464 %5, 155
Uil rwetEs2 SEGYIIE

VMware Cloud Director i&Z& X /NEARE AN

HRARITER, AU EET VMware Cloud Director B84 IR S5 2 40 AR IR &, -t A DA AR
K/ VMware Cloud Director bl #5549,

1
Lk

B TEAE R T R AR AT DA S R L shild D, 2/ VMware Cloud Director {3 A &5 —
FRITAIRAN T, EEh— e AT R DAL SBU TR R O, BREER AT . i
B IUR AR, AEFEFTE R AREER T2 i, RS S IEF B THRESETT, HREa T
B S WA s AN s A e T F

VMware Cloud Director f7PURfA/ N A E IRl B /NI il o RIAEE K (VWD) /)
0 RG99 1A, ARSCRIAEL /N S il BT S . R/ ISR H Ak
TR TAIN AHNE, DA @ A=A Bl “HRAY Bl S5iE T =524 VMware
Validated Design (VVD) 2 & SCAEFHERL

TR AR HE X R/, RGBT RV DA E S e kN,

T A= i/ NE WA B TP AR = A .

AP B A E R B & R TE N R BT VMware Cloud Director 5,
VMware RS PERBEIGH AN TEHE, EOAAURREAIERE , TR F R A
TS TR A M R R AR A DG R S

VMware Cloud Director & & X /NEE % I

FEOT DURE FHUA N O SR8 ra Al SRR 142 R/ N

th#d peitl #BAHL (VVD)
TR 5 S T e N AR PRI HEFEIRE i1 AP SRR 210 A = 2R
55
VMware Cloud Director 1% 77 s =
H111) vRealize Operations
Management Pack 7%
{f VMware Cloud Director i 3 s =

J5 1] Cassandra VM i 4845
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P BRI R

VMware Cloud Director /%%

e
£ 30 St BE ) AP <50
FIFE A H ek Pt RS
o,

VM 5000
FLEE X

p)vicl

<100

5000

AR (VVD)

<100

15000

7% VMware Cloud Director 9.7 X F SR primary-large fll standby-large #4585, BRIMEM T, X
U HA SRR E AT E 16 /> vCPU, AR ELE KM VMware Cloud Director 4, 5% )5, AA1F5)

B2 BTN FHEA ST vEPU BN 16,

2kl

HA SERFiCE TAEHIT + 2 M T

VvCPU FHtE& ] 8

L
vCPU N HIEFHIT  AATH]
RAM LTI 16 GB
HiT
RAM N IREFFHIT A

vCPU S5¥EENE 11

e

LTI G shared_buffers = '3GB';

ft] PostgreSQL H  effective_cache_size = '9GB';
EX

work_mem = '8MB';

maintenance_work_mem =
"1GB";

max_worker_processes= '8";

AN RERERTAE

pivill

TAERIT + 2 M HFITT + 14
ISR BT

16

24 GB

1:1

shared_buffers = '5GB';

effective__cache_size = '15GB';

work_mem = '8MB';
maintenance_work_mem =
'1GB";

max_worker_processes= '16";

HAZL (VVD)

TASERIT + 2 NI + 24
IS IR BT

24

32GB

shared_buffers = '7GB';
effective_cache_size = '21GB";
work_mem = '8MB’;
maintenance_work_mem =
"1GB";

max_ worker_processes= '24';

£ VMware Cloud Director H.ycHt, CPU i ANF R RS KR 2K (BB B E /K o
VMware Cloud Director Myt ] fEih 2 e S EU AR

AN EEBTHERET AR

1FEE VMware Cloud Director ¥yt veloud-container-debug. log Ml cell-runtime.log 3

P, BB RO FINAERI TR

org.apache.tomcat.jdbc.pool.PoolExhaustedException:

Timeout:

Pool empty.Unable to fetch a connection in 20 seconds,

available.VMware Cloud Director "ot A fEil e g SRR e E B .

[pool-jetty—XXXXX]

none

AR RIR R, AR E ARG iR 2 e 6 DT, & HIRT N IREF HoT.
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I B E X &K/

T VMware Cloud Director ¥ k/NAE XN 32 52 FFIIE L, 7Ei21T VMware Cloud Director #8445
BT, DA BRI TS R

1 B A R g pr s 1 T
VHRERTAT B ICII N AEA VEPU,  LAPCEERIT 152 S Fi i

N

EEUH Ara R IeAs HERITH RAM Fil vCPU A .
3 DL root Gy B EkiE st SSH & SRk B E R I E R S o
¥ HI PO postgres.

IS

sudo -1 -u postgres

5 iz TPA M4 BHT postgresgl.auto. conf AlE X

Rl i1y

R psgl -c "ALTER SYSTEM set shared buffers =
'3GB';"
psgl -c "ALTER SYSTEM set
effective cache size = '9GB';"
psgl -c "ALTER SYSTEM set work mem =
"8MB' ;"
psgl -c "ALTER SYSTEM set
maintenance_work_mem = '1GB';"
psgl -c "ALTER SYSTEM set
max worker processes= '8';"

KI psgl -c "ALTER SYSTEM set shared buffers =
'5GB';"
psgl -c "ALTER SYSTEM set
effective_cache_size = '15GB';"
psgl -c "ALTER SYSTEM set work mem =
"8MB';"
psgl -c "ALTER SYSTEM set
maintenance work mem = '1GB';"
psgl -c "ALTER SYSTEM set
max worker processes= 'l6';"

bt psgl -c "ALTER SYSTEM set shared buffers =
'IGB';"
psgl -c "ALTER SYSTEM set
effective cache size = '21GB';"
psgl -c "ALTER SYSTEM set work mem =
'8MB' ;"
psgl -c "ALTER SYSTEM set
maintenance work mem = '1GB';"
psgl -c "ALTER SYSTEM set
max worker processes= '24';"

6 HiIafT exit & IRME] root P,
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7

8

9 MWTHANENTA, ¥ postgresql.auto.conf XHEHIENZ S, RIGEH

H# B 5h vpostgres #EE

systemctl restart vpostgres

PR MO postgres.,

sudo -i -u postgres

Fo

a B postgresql.auto.conf M35 Hl 21 1 5.

scp /var/vmware/vpostgres/current/pgdata/postgresqgl.auto.conf postgres@<standby-node-

address>:/var/vmware/vpostgres/current/pgdata/

b HE¥Esh vpostgres #HRE,

systemctl restart vpostgres

JA5h vpostgres it

2R VMware Cloud Director #at kN A E O —N FHE XL, fFiz{T VMware Cloud Director 5
HRERT R, AT BT T I A

1

2

VA root S B lalt SSH % i Bk B R s IR R S
TEAFFCK vCPU fHE, HisfThL Mo

grep -c processor /proc/cpuinfo

TEAICHK RAM (5 E, s T Mo

FHARER RAM DL KB Jyff7, aUEILERPL 1024000 DL GB,

cat /proc/meminfo | grep MemTotal | cut -dk -fl1 | awk '{print int($2/1024000)}"'

shared_buffers {Hil5 N E RAM J#2 4 GB JalY sy~ —

shared buffers = 0.25* (& RAM -4 GB)

effective cache size fHIH ML RAM 2 4 GB G2 =,
effective cache size = 0.75* (& RAM- 4 GB)

max_worker processes {HIH N vCPU W4

B H SOl postgres.

sudo -1 -u postgres
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8 B TRA M IR A K T postgresgl .auto. conf FtE S,

psgl -c "ALTER SYSTEM set shared buffers = 'shared buffers value';"

psql -c "ALTER SYSTEM set effective cache size = ‘'effective cache size value';"
psql -c "ALTER SYSTEM set work mem = '8MB';"

psql -c "ALTER SYSTEM set maintenance work mem = '1GB';"

psgl -c "ALTER SYSTEM set max worker processes= 'max worker processes value';"
9 lidiafT exit i iIRIIE root ).
10 H¥ 55 vpostgres HEFE,

systemctl restart vpostgres

1 K MO postgres,

sudo -1 -u postgres

12 XA, K postgresql.auto. conf AR HIZIZ M, AFEHHL) vpostgres it
o

a ¥ postgresqgl.auto.conf M5 AR E.

scp /var/vmware/vpostgres/current/pgdata/postgresqgl.auto.conf postgres@standby-node-

address:/var/vmware/vpostgres/current/pgdata/

b 55 vpostgres HERE

systemctl restart vpostgres

#8%& VMware Cloud Director i& &I H & &4

itk VMware Cloud Director Bes s IIESE, AT RS 2 BRI T—EE A AT 55 RN THAS 75

»  INEAHRGS VMware Cloud Director. ova .

 EE R AT, THER NFS LIRSS F i . 1S 0L Linux _EfY VMware Cloud Director
BALIIR S 77
F LIRS A EEAREAS S responses . properties X, tHABE{US appliance-nodes
H,

n ZERIE RabbitMQ AMQP U,

VMware Cloud Director & & &8& ik

»  fli]]] vSphere Client {{% VMware Cloud Director %%

= ffi/ll VMware OVF Tool {% VMware Cloud Director X%

AT HTTPS Rzl & ARELEAS 12 2l AFuE 353555 VMware Cloud Director &
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{£ A vSphere Client 82 VMware Cloud Director & &

A[PLE T vSphere Client (HTML5) # VMware Cloud Director 45552 5 OVF #ikit, #55 OVF itk

J&, AAHE R B P A R 5 i

LUK VMware Cloud Director iR 55a 241 28—k b1 h £ #ot. ALK VMware Cloud

Director JIR 55 #R41IMfF SR 1 e HFR ek VMware Cloud Director B R FHIC, 155 W see il

RS A = ] R B

FERH AR MIRE 4 Linux A1 VMware Cloud Director B8l iR 4225 VMware

Cloud Director,

B A 2 25 sl B A 2 N N BN B R N, vEPU Fll RAM AU i B2 B B A 1Y 2 B o e FH B o T

Aico

HESE ) 2 51 OVA R S EERE R B A e AR . A F IEAA IS TR S IR, EE a1
B Ul P 9T 5 E. wRS ENFEHNZH#EA) vMware Cloud Director-ve v.v.v-

nnnnnn_ OVF10.ova, HH viviv.v B2, nnnnnn MNPNEBRAS S . l4l: VMware Cloud
Director-10.2.0.0-9229800 OVAlO.ova,

HXAE vSphere HIEE OVF B ft5 5, 1520 {vSphere FEAINUEEE) .

kA, WAL VMware OVF Tool #5514 %5, 152 Wi VMware OVF Tool #% VMware Cloud
Director &%,

E AEEHE VMware Cloud Director 1355 VMware Cloud Director %45

|
g
fei]

=

% VMware Cloud Director 4# frahss 5444,

=54
H

¢ =
g

—

Fih VMware Cloud Director #4433
B IE U, AT PIAE vSphere Web Client (Flex) &k vSphere Client (HTML5) Hif T HF s 6 5
22 OVF #h o
2 id® VMware Cloud Director 3:1%+%
KR OVF B, WAIEkSEAE T VMware Cloud Director 488 S5l & & B P A b
PATHC E BB
3 il VMware Cloud Director £& B CAIN L7591
e BTl N TR AT R OVF BEMUT, AIAREAE S B ) S B 2 H 0 T P R H T
B E B
BESR
m FEAN PSS BRI VMware Cloud Director #2553L etno W A F1E X 8443 ]
TG REERSS . 52 W X Linux | VMware Cloud Director (A2 1 HiE

» 3 VMware Cloud Director IR #5 410 I 01, G T e,
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n EE NGRS, 5555 8] VMware Cloud Director Service Provider Admin Portal,

RO RS AU AZE AT, AILAZE Linux o VMware Cloud Director ] CA %5
2 SSLUE e,

FFi4& VMware Cloud Director i &2

TR, AT vSphere Web Client (Flex) Bk vSphere Client (HTML5) HT B2 A1 ST 58

2 OVF Bt

B

1 1F vSphere Web Client & vSphere Client /1, A8 TATNE NS, SREATEE OVF il

2 1\ VMware Cloud Director .ova MR, R8T —3.

3 A NPT vCenter Server 7 LR EAE R O AR DBk, SRR BT
—F,

Ve PEEIASER AR ESXi FAEERRY, IRt T—5.
EABRMGENEE, AR RE TP,

B Re VR T, SRR R —2
VBRI, R T—3.

T-/NEFIEE H -/ VMware Cloud Director #85 KNk 386 2 sk i A Fe o 12 - KIURIES H- K
RIRINFFE A= R G AR SR o AR T AR, TR s I e i

N o o »

HETR Eiisay

-/ #1412 GB RAM A1 2 4~ vCPU ARl VMware Cloud Director flx 554
H S — AR D
FIICHIIHRAN B FERL ) VMware Cloud Director 2z, £l e &k
veloud, HEZEH P veloud,

F-KE ®  VMware Cloud Director 10.2.1 M ¥ mhii A2 HAT 24 GB RAM F1 8 4~
VCPU #5325 VMware Cloud Director JIR 55 241 ik 88— ak 5
m  VMware Cloud Director 10.2 24 H45 24 GB RAM Fll 4 > vCPU [ #5 s
“J VMware Cloud Director IR %573 41155 — ik i

EHITHIIIRA A BIEFRC T VMware Cloud Director 2k . ZdsaE £ F ke
vcloud, ﬁf)ﬁ}?};ﬁ)ﬁ;‘% vcloude

ZR-/N TR HA SRl I -/ N T,
FHAT 12 GB RAM F1 2 A4~ vCPU [BE# s o AT Bl e Al F 1A i
VMware Cloud Director JIR #4128 = A pli bl
25 TR PR N B e 7 = B e 1 2 i N P o
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ZET {7
R it FITAERAREE HA SRR N - KRBT,
B VMware Cloud Director 10.2.1 M ¥ mfii/Re B A7 24 GB RAM F1 8 4>
VCPU A1k 88 825y B 2k e v T FIERE ¥ 1) VMware Cloud Director [R5
A H IR — AN EE AN Dl
®  VMware Cloud Director 10.2 2% 547 24 GB RAM #l 4 4~ vCPU [{Ji& 55
by PG KO A ] TR ) VMware Cloud Director IS5 £ o — Ak
A
£ HIEERS RO N SR A Je AE I 5 3 58U A — IR B o

Cloud Director BTN FfEF m  VMware Cloud Director 10.2.1 X HElk A<= HA 8 GB RAM fll 4 4> vCPU
Ik T25 VMware Cloud Director IR %5 #521 FH a4
B VMware Cloud Director 10.2 #1547 8 GB RAM £/l 2 4~ vCPU [ £5ule
Jy VMware Cloud Director IR 85 #8411 bl

A vCD RIS ICH N A . vCD B IRE 7 e B LA

HEEPIHH VMware Cloud Director IR % 4 = FRITAIeS T AR RN —A2dis
& HA SEREA] DA —A 2 - /N TR AN 28 - /AN B Tl m] DA —A 22 - KRR TRI 25 H -
KIERTTALR

WS, AR LA A R e
8 AN E SCPE R AR A 2 B A SR B, SRS e 3B,
JEA AT B e, RS 2R T 2077 2 1l
9  MBFRMIZEITH M, 2RI ethl Ml etno M- RZEREHFRMIZS
URPRZE B ZRIMUT T REAHIDL o BfA BRI 2 e R 1) H AR £ 1B
EEYH B EARES AN
10 M IP SBERE M, geREaS-F3h 1P 0, SAREEE IPva Pl
" BT
PR T 1 2 1) S S SOBERR UL 11 ABC ¥ VMware Cloud Director 1415 E.o
12 7£ VCD ®R&®REN, ME RS FEMEE.

KE R
NTP fR&#: SR NTP RS #10EMLZ 8 1P Mgk,
54 root L BEEHURIYA root BRI E/DAE \ANERF . —MREFF . —ANINGFRF, —

M Ci i 77 S

EEYW WA root LR RO R TIARRD . SRIE ORI BRI TER IR
[F A root &b, 51t Reselm, AR ULEBUEMRTE ST R root #
e

AR FIPS 158, TSR root B AZIE 5 14 Aok L 54T,
F OVF & S ARSI AL R 4G root B,
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wE i1y
BHRERNE Root 1 1] AREAE OB IS ARG AR, DA AR A ISR root B oty 2

TE BT AR R4 root B85, i HGHZEHR I,
JBJEE SSH A root AR SHER BRAAL T3 TR

H AR HI ., WRIE X EE, H2 0 https://kb.vmware.com/kb/59674,

13 () ZEHARPEBIE R, ARSI, W ctho Fil et & RURATE
i, SRR —P,
QARG A EERA R S USRI AL, PTRETS SRR AR S . ldn, A PRIEREZEM BT ethl $2
Hi5ia], MEOAMSA, T etho o FERZEUBH T, MR E AR has,
BRI AU T PAE 503 BRI PR A e o 5 PR BRI 0 FH E AR 1P A ] e ) e 23k 7]
1% (CIDR) ML T4 . Blan, 172.16.100.253 172.16.100.0/19, 172.16.200.253,
14 ERIZRIEMESS R, I\ etho Fl ethl BRI GRS E, RGHET—3F.
WH £
LN ES PR IERINSE) 1P Hidik
B4 DNS #8218, #li1 mydomain.com,
BERKR DIES s aBRnmasd, AT a&Byadik, gl
subdomain.example.com,
A R SORER NS R B R R L — AT R
HaRBE WIS 1P bk,
ethO W% IP Hstk etho RZLIY 1P it
ethO WL RILEHERD eth0 5 LR B AT 28
eth1 4% IP Jshk ethl RZLIY 1P Hidl,
eth1 RI& K I HERD ethl 5 IR BT S
15 7EBP¥SERR A, 7% VMware Cloud Director ¥4I B, SR h s aa s
BETR
T ST G R R LA L I o
2 Fd'E VMware Cloud Director 1758k B VMware Cloud Director £5 1 B e HIN TR T 27T

ELE VMware Cloud Director £i&&

FERAIE OVF B, WAEkEAE 1= VMware Cloud Director 1484 S & 85 HE ] F A i b T
il B EL

AR

1

JTth VMware Cloud Director %5552
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2 AT AU FL
3 #EK )y VMware Cloud Director B HE AL IR S5 28 A 7hi A,

1 $TJF Web #l%i2s, K595 https://Primary-Appliance-ethl-IP-Address: 5480,
2 ESR R R TN A T P B

JEIR R R R E LI
3 EEFREIS T, RE RS TEE R, R,

wE Ei::2%
FEERSTALRIE R NFS Ha; NFS St LIRS 537 %I . VMware Cloud Director S iEfy ™+ NFS £
TR UIERS BoRgk e bR
“vcloud” FFHBIER#5S vcloud PostgreSQL Hudfi /2 /ity
e 1k vcloud PostgreSQL £ 12 ] s .
S5 PRSI BT S BOMEGTE VMware % PYATSRTH I o

4 EEERWSMSH, BCEAREHEMER, REHET—$.

wE ik

Jislak RO %0 BIMIN adninistrator,

B ARG RIK IR, BRI BELAE 6 5] 128 NI,
e TN RGEEEL R 200

Ex RGEBRMN A4, BIMEN vep Admin,

FL T HIR REVERRIL T

5 1 VMware Cloud Director &5 #i57H1, Bl IS 2035,

wE iR

RELHR ZORIIL VMware Cloud Director 223556711 vCenter Server Sl 4k,

ZHEID JRERR-R A MAC ML BE6E I VMware Cloud Director 222551 1D, 2k
IMED 10

ARFTHAE £k 3B h S VMware Cloud Director 233G HEMIL,, %N
> VMware Cloud Director %2354 B —AMHE—[1)2235E 1D,

6 TARAIMEARGIRE R, EE.

&R
ARESE T, K n RN R EARE B T R AR S5

BESR
m  F% VMware Cloud Director 151X

VMware, Inc. 34



VMware Cloud Director 2234 | it E AT 4445/

n RERS T TE N R, 1E2 WS VMware Cloud Director 3 o

n il VMware Cloud Director £& B eHIN LT 8T

Bt E VMware Cloud Director & F B TR AEF BT
N TN AR G HRE OVF BARS,  AZIAREAE BB i S BIFAE £5 A B F P ST A T T
%o
AR &M
1 SR TE N IR T, 12 W ITHG VMware Cloud Director B
2 5204 VMware Cloud Director # & 1E 2R IR S 78 47 4t
TR QU R LI

1 379 Web l%izs, SRESMiZE https://Cell-ethl-IP-Address: 5480,
2 ESREIR R sy R Boc s S H T P R .
K R R DL
3 I NAEHISCAIE ) NFS k.
4 PERZHERGEE NG, BEE.
BESR
FAPZ VMware Cloud Director B#H X

{£FH VMware OVF Tool Z}2 VMware Cloud Director i%%&

AIPLE T VMware OVF Tool # VMware Cloud Director #5555 OVF i,

V0K VMware Cloud Director R a4l s —pl B M ¥ ot. AILLE VMware Cloud
Director IR 55 #F 1RG£ D1l es HFcek VMware Cloud Director N IR/ FHIC. 1HS Wk
RIS 12 = m P

H IR OVF Tool fifEE, 152N {VMware OVF Tool &1THiHH ) kY.

A OVF Tool {5 ., 152 M (OVF Tool M8 ) ©

FEPIH TR IR 7241 Linux Fil VMware Cloud Director #8358 rhijR 4 2¢ 35 VMware
Cloud Director,

B HAE S BRSNS IR BOE FEEE RS, vCPU Fll RAM ADS Z e iR AT 1 2= Bp e A8 BRIt
i

HERE I AT OVA WA S SRR A R AR . G IEAE B TR ST, 18 E 1%
FER UL T R w0 BRI EFR& .y vMware Cloud Director-ve. v.v.v-
nnnnnn_ OVE10.ova, HW vivivov Forp iz, nnnnnn W APNEBRAS . #ld0: VMware Cloud
Director-10.2.0.0-9229800_ OVAlOQ.ova,
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HXAE vSphere HIil#E OVF BURIEE, 1520 (vSphere RN HE) .

B, WRlPAEH] vSphere Client #5445, 1520 (/1] vSphere Client % VMware Cloud Director
o

TR T a2 200, 12 Wik# VMware Cloud Director 5L 451

M VMware Cloud Director 10.2 744, W 20ifu7 --X:enableHiddenProperties 40 AL

VMware Cloud Director %% .

R DR ESR A g S IR Rk OVF BLER, A m s TR S P L A e
AL E o

AT &2 VMware Cloud Director iZ&H ovitool & ikInfnE 4

P =1 i
--noSSLVerify AT kit vSphere 1 SSL SIE,
--acceptAllEulas AATH PSR I P il (EULA),
--X:enableHiddenProperties AR H fflﬁ%é@ﬂj_}ﬁ’]ﬁfﬁ P %BTLO
--datastore target_vc datastore JHTAFAE AN U B SRR RN H
LANA G ARSI
--allowAllExtraConfig AR BT AN PR DA vMx A%
--net:"eth0 Network" portgroup on vc for eth0 Beré eth0 RAZEIY EARMIZS .

BEEYA A5 etnl BFRMZAR,
--net:"ethl Network" portgroup on vc for ethl WL ethl MERIN EBRIMIZE

HEPH W5 etho HARME A,

——name vm_name_on vc &%’H@FE%H’{‘H%*@O

--diskMode thin B{ thick HERUIATUSC B SRR A O s 7o

--prop:"vami.ip0.VMware vCloud Directet'h0 ip address etho [ IP k. JTIT- ULFD AP 1500, 75
bl I, DNS Sy s i i ik
MENA.

-—prop:"vami.ipl.VMware vCloud Directethl ip address ethl 1 IP ik, J T U5 EFE R A

PostreSQL Al 55 71 NN S5 o

--prop:"vami.DNS.VMware vCloud Directaein's ip address WA RS #=1 1P ikl

--prop:"vami.domain.VMware vCloud Direlommd'h name DNS &3, 7R s ool —A4
JCHRo

--prop:"vami.gateway.VMware vCloud Digadteway ip address IQ%FI{]%(U\M),\H/‘] IP J:H_j,lﬂ:o

--prop:"vami.netmask0.VMware vCloud Dimetmiastk" eth0 $2 11 LSRR B TEH

--prop:"vami.netmaskl.VMware vCloud Diedaiask" ethl $Z I8 HERD Bl AT
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--prop:

--prop:

~~prop

--prop:

--prop:

--prop:

--prop:

--prop:

~~prop

--prop:

--prop:

--prop:

"vami.searc

"vcloudconf.

:"vcloudapp.

"vcloudapp.

"vcloudapp.

"vcloudapp.

"vcloudapp.

"vcloudconf.

:"vcloudconf.

"vcloudconf.

"vcloudconf.

"vcloudconf.

VMware, Inc.

i

hpath.VMware vCloud aDildedtter” domain names

ceip_enabled.VMwarégwﬁiE@dgmﬁeector

enableissh.VMware7v®kmmdefﬂéGEOr"

expire_root_passwordr%MwﬁEég&@éoud_Director"

nfs_mount.VMware vChfisd il selchres's: nfs_mount path

ntp-server.VMware vQltgpudekiesctigr'address

varoot-password.VMwara wdbdugpasismeatbr"

db_pwd.VMware vClowub phsseoad'

admin email.VMware wl aghibi ematidr 'address

admin_fname.VMware Adilioud dofl maameor "

admin_ pwd.VMware vG@lohadmire passivord

admin_uname.VMware widll aalh il mesetomsaine

iR

WA IS R

PAIES B s 18y BRIk & 4113

BOE R BOSEGE VMware & P YA TR
Rilo BRIMEDN true,

QAT HAE A s TR TR A
PLSER e Bl e, W& ml k.,

BT RS PSR SSH root 15 1A
{538

GE B RS SRIF e R AR SR TR AR I o

AN NFS IRSSH3H 1P Mtk Al S R
T EHIT,
I IR S5 w0 1P Hidk o

BEASTHIRITG root %60, M\ ER AN
TR —MRETR. INGTFRF. —
Aﬁ+ﬁ~A%%+ﬁo

BHEYIHT Wik root BHK R I ER
o SERESE R AT B CTE IR S
[AIEATAAIY root 258, 5| St L5k
&, R PAESATA TS $oT 1 root &
B,

vcloud 1) R D

TR IT,

WARF T AR B G 1a] TR B P A
PASER RS, M Al i
RGEH G IRk
T TT,

WA T HAH B T B TR & BT AU
PLSERE il i, e T ki,
=gl SRINEAY S

U FETT,

WERFTHAE SRR G s TR S B P i
PLIERE R il e, W ) ey
REEEBI .

T TT,

WS F T A BB G ia, T B P A
PASERR BRI, 2 T,
RGEEHRIKF £,

T TT,

AR T AT T B A TR T Y
PLSER el i, e AT Efy
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--prop:"vcloudconf.inst id.VMware vClowdl Dimsgatdr'TD

—--prop:"vcloudconf.sys name.VMware_ vClwad shisteat oaie

--prop:"vcloudnet.routes0.VMware vClougp kbidressd" cidr,

ip_address2, ...

--prop:"vcloudnet.routesl.VMware vClougp bidetssd" cidr,

ip _address2, ...

VMware, Inc.

Eiisa

VMware Cloud Director 4% 1D,
T EHIT,

QR AR R i TR BT P A
PLTER LA, T 10

LIk VMware Cloud Director 22567
IfJ vCenter Server LIt 4R,
QAT A s TR B P A
PATER A il B, M P o

Al%E, etho BELIIFAES . DAUEPLE
SOBEREE RIS R . B TS0
X1 1P HLHE AT e A T2 Al 1
(CIDR) MIZS VG CATZ/ ) i Bildn,
172.16.100.253 172.16.100/19,
172.16.200.253,

A, ethl FEOINEHAES . MAUZPGE
SOBERIES RIS . B FR TS A
WA 1P ML AT o2k Al rh
(CIDR) MIZ Ml (HTZR/hn) Ao B,
172.16.100.253 172.16.100/19,
172.16.200.253,
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—--deploymentOption

VMware, Inc.

i

primary-small., primary-large.
standby-small., standby-large Eﬁ
cell

R

B S I I N
-/ NI T -/NE VMware Cloud
Director #e K/ 15086 2 ol il i R
Go T KA H- KBRS A= R %
MRS ok, ARPE TR, ATRE
A AR B
B primary-small 2264 12 GB RAM
F12 /> vCPU i & #i#h VMware
Cloud Director Jlg 55 4l —14
B bie FEHICHIIRN B L =
VMware Cloud Director £/, £
PIEAIE veloud, FIRZET 2
vcloude
B  primary-large:
m  VMware Cloud Director 10.2.1
M ERA S HH 24 GB RAM
F18 A vCPU HUBEE TS
VMware Cloud Director Hi2%5%
AR — B
®  VMware Cloud Director 10.2 2>
FHA 24 GB RAM #14 /> vCPU
K & H525 VMware Cloud
Director k55 a4 0 g5 — ANk
blo
FIRTCH RN A R Ok
VMware Cloud Director )4, %t
PIELIRE veloud, ZHRZET 2
vcloud,
B standby-small 247 12 GB RAM
F12 A vCPU RIBEARE N A Bdm
P ] FIPERCE T VMware Cloud
Director & #s4lIif s A ek =
Ao 28 T RN S 2 A
AE RS IR P ECE Y
B  standby-large:
m  VMware Cloud Director 10.2.1
M ERA LS 24 GB RAM
'8 /> vCPU fyi & AT
Rl e ] PERC Y VMware
Cloud Director [R5 #4115 —
A EREE AN Do
®  VMware Cloud Director 10.2 2>
B HA 24 GB RAM Fi1 4 4> vCPU
PR B ety A i 2 o ] v
fid ¥ 1) VMware Cloud Director
R SR HRI A AN BB = Ak
blo
25 R CH RN N e 2 7 = 4
FE A AR M L
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bl & ik
B cell:

m  VMware Cloud Director 10.2.1
NS RAZGHAT 8 GB RAM
F14 /> vCPU RS
VMware Cloud Director IR 55#%
EiLNEEEdian

B VMware Cloud Director 10.2 £
#1547 8 GB RAM F1 2 /> vCPU
M #4355 VMware Cloud
Director R 55 s 41i OS82 b

ANMEH vCD B FFR T B THI R A

i, vCD MR ST e

AC/ LN

BEEPHBH VMware Cloud Director fili%%
s 1) 32 BT RN 88 H BT A A AR
MR/ —ABdEZE HA SERERT AR —1>
F -/ NSRS - AN AL, th
APAFH—AN T - KA B TR AN 28 - R e
TEAAL

e, R DU R RN,

--powerOn path_to_ova W S AT T R A LR

AFEE4=F VMware Cloud Director & & 164 Rl

HEYIHA fFi21T VMware OVF Tool 5421, 156 veloudapp.varoot-
passwordVMware vCloud Director. vcloudconf.db pwdVMware vCloud Director A

vcloudconf.admin pwd.VMware vCloud Director PR A O B,

ovftool \

--noSSLVerify \

-—acceptAllEulas \

--X:enableHiddenProperties \

--datastore='datastore6' \

--allowAllExtraConfig \

--net:"ethO0 Network"="My UI API Network" \

--net:"ethl Network"="My Internal DB Services Network" \
-—-name=MyAppliance \

--diskMode=thick \
—-prop:"vami.ip0.VMware vCloud Director"="10.0.0.142" \
--prop:"vami.ipl.VMware vCloud Director"="172.18.41.24" \
--prop:"vami.DNS.VMware vCloud Director"="10.0.0.2" \
—--prop:"vami.domain.VMware vCloud Director"="mycompany.com" \
--prop:"vami.gateway.VMware vCloud Director"="10.0.0.1" \
--prop:"vami.netmask0.VMware vCloud Director"="255.255.0.0" \
--prop:"vami.netmaskl.VMware vCloud Director"="255.255.224.0" \
--prop:"vami.searchpath.VMware vCloud Director"="eng.mycompany.com" \
--prop:"vcloudapp.enable ssh.VMware vCloud Director"="False" \

—--prop:"vcloudapp.expire root password.VMware vCloud Director"="True" \
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--prop:"vcloudapp.nfs mount.VMware vCloud Director"="10.0.0.96:/data/transfer" \
--prop:"vcloudapp.ntp-server.VMware vCloud Director"="time.mycompany.com" \
—--prop:"vcloudapp.varoot-password.VMware vCloud Director"="place-secure-password-here" \
--prop:"vcloudconf.db pwd.VMware vCloud Director"="place-secure-password-here" \
--prop:"vcloudconf.admin email.VMware vCloud Director"="admin@mycompany.com" \
--prop:"vcloudconf.admin fname.VMware vCloud Director"="vcdadmin" \
--prop:"vcloudconf.admin pwd.VMware vCloud Director"="place-secure-password-here" \
--prop:"vcloudconf.admin uname.VMware vCloud Director"="administrator" \
--prop:"vcloudconf.inst id.VMware vCloud Director"="59" \
--prop:"vcloudconf.sys name.VMware vCloud Director"="MyAppliance" \
--deploymentOption="primary-large" \

--powerOn "/MyPath/VMware vCloud Director-version number OVF10.ova" \

vi://vc user name:vc password@vc hostname or ip address/vc dataceter name/host/vc cluster name

AFEZ24 =% H VMware Cloud Director & & &4 R4

BIEYH FizfT VMware OVF Tool 5821, 15F veloudapp.varoot-
password .VMware_vCloud_Di rector gﬁ%%*ﬁ%jﬂf‘ El E,E/‘]'fﬁ:\gﬁ%o

ovftool \

--noSSLVerify \

--acceptAllEulas \

--X:enableHiddenProperties \

--datastore='datastore6' \

--allowAllExtraConfig \

--net:"eth0 Network"="My UI API Network" \

--net:"ethl Network"="My Internal DB Services Network" \
--name=MySecondAppliance \

--diskMode=thick \

—-prop:"vami.ip0.VMware vCloud Director"="10.0.0.143" \
--prop:"vami.ipl.VMware vCloud Director"="172.18.41.25" \
--prop:"vami.DNS.VMware vCloud Director"="10.0.0.2" \
--prop:"vami.domain.VMware vCloud Director"="mycompany.com" \
--prop:"vami.gateway.VMware vCloud Director"="10.0.0.1" \
--prop:"vami.netmask0.VMware vCloud Director"="255.255.0.0" \
--prop:"vami.netmaskl.VMware vCloud Director"="255.255.224.0" \
--prop:"vami.searchpath.VMware vCloud Director"="eng.mycompany.com" \
--prop:"vcloudapp.enable ssh.VMware vCloud Director"="False" \
--prop:"vcloudapp.expire root password.VMware vCloud Director"="True" \
--prop:"vcloudapp.nfs mount.VMware vCloud Director"="10.0.0.96:/data/transfer" \
--prop:"vcloudapp.ntp-server.VMware vCloud Director"="time.mycompany.com" \
—--prop:"vcloudapp.varoot-password.VMware vCloud Director"="place-secure-password-here" \
--prop:"vcloudconf.sys name.VMware vCloud Director"="MySecondAppliance" \
--deploymentOption="standby-large" \

--powerOn "/MyPath/VMware_ vCloud Director-version number OVF10.ova" \

vi://vc _user name:vc password@vc hostname or ip address/vc dataceter name/host/vc cluster name

#BZE VMware Cloud Director &2 g

HFE KN, B firstboot HEXH R A 5 . 155 WA ZE VMware Cloud Director
Beps i H S0

BRI P BRI B 5 £ . 152 UL E VMware Cloud Director %o
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{6 FHRA 28 PR P LI TG v 28 FHER T AN AR R 0. 12 WG VMware Cloud Director & FER TN
R,

EARRAT HTTPS flizH AR EBAEHNEZBLFFIEFEEE VMware Cloud
Director &%

T DA S 2B BCEFIE B VMware Cloud Director #5585 7] DA X SEyF 0 @ Tk vl 44
M8 TR IR S5 75 o

PRMNFHE T, 5% VMware Cloud Director #4451, VMware Cloud Director 4% A2 44 uk45, i
FHIX S ACE VMware Cloud Director HycPldi T HTTPS Azl & A E S

B E £ T, KR E RS responses . properties AR ERALHIEI A NFS %
iR AEME (At /opt/vmware/vcloud-director/data/transfer) . Mt VMware Cloud
Director IR F s dl i I HA BB 6 I S B 8hii T B FB Y5 . responses.properties XA US
SSL UFBR NS, AT X aE T HAERIN B ZUEP user . keystore.path, ZRINE N
N, SRR AR RS T A 8 1 SO

ISR, AT ATHTC B 2R s A A 2l . At S8 U B ER G B, 155
LA CA 254419 SSL UFBIHE S\ E] VMware Cloud Director #4% .

A E T VMware Cloud Director %% FA# RS AuE Bl i L b5, WX senr-Haf DL T
VMware Cloud Director A Z5#5 411 fra HAth ik 25, BISS B CR VMware Cloud Director [ R fF
BIt. AIDAMERI T HTTPS Fiyzsil & A (5 25 Al B Uk 1B ke e, DAMIE A 25 2l B SSL ik
Pl AL T,

AR &M
INEL S T HTTPS Rl &5 B A 24 028 2l e T SSL uE B e £ ees Lal i, Bl /opt/
vmware/vcloud-director/certificates.ks,

m QIR ERIESAN SN CA S LU E, S WAlEE CA 410 SSL UF B -EHH S AR
VMware Cloud Director #4%%.
s QEREHI A CRRLEAR CA B LUEE X, S WEALEHAT CA 241 SSL iF SN\ E
VMware Cloud Director 4 %% .
SRS RS SSL USSR E RNy JCEKS, kNS E s PR & s i 5%
RN RS —E, B0 B R A2 S S PIT A £SO 00%h root %5 —24,

/opt/vmware/vcloud-director/jre/bin/keytool -keypasswd -alias http or consoleproxy
-keystore /opt/vmware/vcloud-director/certificates.ks -storetype jceks -storepass root-
password

il
1 KBS LUETNIE certificates. ks XN ERRLHIBLMILE (T /opt/vmware/

vcloud-director/data/transfer/)

VMware, Inc. 42



VMware Cloud Director 2234 | it E AT 4445/

2 BB T A H FAAR BECY veloud,

chown vcloud.vcloud /opt/vmware/vcloud-director/data/transfer/certificates.ks
3 ARSI R A SR
chmod 0750 /opt/vmware/vcloud-director/data/transfer/certificates.ks

4 FERES L, BTl e, B Z4uE SN El VMware Cloud Director 5244,

A A A UL AL ) responses.properties XA, M user keystore. path 5 & 1%
BONFR LS T g S

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p —--keystore /opt/

vmware/vcloud-director/data/transfer/certificates.ks --keystore-password root-password
5 SR LUEPAR, WEHESE R B viware-ved Ik 5%
a {71 AL RS

/opt/vmware/vcloud-director/bin/cell-management-tool cell -i $(service vmware-vcd pid
cell) -s

b iafT a % LAURB) S5

D

systemctl start vmware-vcd
6 i S A S —BU R root BRERE £ R TTRIN R T otk o

&R

FEFIR]— NFS L i 55 A7k RO AT G T A2 S s HORC B T A28 i A IR — 25 22l G TT SSL e+

fllZE CA 21 SSLIEEHIEEHENZE| VMware Cloud Director & &
QRIS NUE B (CA) L HIUET N SSL it A E T, A BT R h iRz
£/ VMware Cloud Director JIR 5528 #8 T3 hAS SSL U4 k54712 P AR 528 2 IRl (s . a4
VMware Cloud Director x5 ae#BA R AN AFI SSL vt - HI T HTTPS Al 5 A ImE .

1F VMware Cloud Director #£5H1, XN S L [ —AN 1P Hihb sk FH144, (B4 A AR R -
443 FIT HTTPS 15, 8443 TG RELAR . SN SALIAT HCRY SSLUEH. AR RIS X A
v e B FARIEI e, BN, s RS

AN S AUE B B0 2 X.500 FRINAHT X.509 F-kss AT i .

QAR I H ORI CA ZSZUE530tt, i AL PR CA 25411 SSL k153 A\ %] VMware Cloud
Director % & H AT fO I FEERAE

BHEWIA A, VMware Cloud Director sS4 R/NY 2048 (i B HAUET . AT

QAERATER, KIETIERSE MBI, HUE NIST Bk 800-131A, AT/ 1024 i
LTIV
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TE b Rl S8 2 2 2 root [P shY, 5ok root_ password JER,

ARG
A keytool e FERLAMEH] keytool F CA Z411 SSL UE-B'S A\ %] VMware Cloud Director #
% . VMware Cloud Director ¥ keytool [HEIAAE /opt/vmware/vcloud-director/jre/bin/
keytool Hi,
B
1 VPl root Oy sl SSH & P e 2] VMware Cloud Director #4515 -
2 RIEEIAETR, mEEPL P —.
#3% VMware Cloud Director %5}, VMware Cloud Director 2= [ HTTPS RS Hz il 4 HE
MRS A RN 2048 (i HEZE A uES o
SRR EUE MU A B A R e B TR 4, Rk E PR PR 5,
QR FE ST (AR RPN AERCHTIES, IEARSE P TP R PR 3,
3 BTSRRI certificates. ks X1,

cp /opt/vmware/vcloud-director/certificates.ks /root/certificates.ks.original

4 GsfTPA Nan, Dy HTTPS kSsAnzdil & (B SS QA PIRRL PP o

/opt/vmware/vcloud-director/bin/cell-management-tool generate-certs -j -p -o /opt/vmware/
vcloud-director/certificates.ks -w root passwd

Aol S EN S IE certificates. ks QIR EH A . B T2 ISR O
o MRPEPAIE DNS BlE, MUEH A HEMR (CN) B SRR 1P Hikksk FQDN, UE 5 12k
N 2048 (K, FFAEBIE 1 4 Ea M.

HZEWH] i1 VMware Cloud Director e IR EFR G, AU UE B E M /opt /vmware/

vcloud-director/certificates.ks fH.

AU RS Y root it (s R s it
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5 O HTTPS kg5 & AEUR S5 BIEREBZE#41K (CSR).

FEEPHH VMware Cloud Director #5547 HTTPS IR 55 Atz il & AR 55 AR 1 1P kA=A
#o Ik, CSR Gy & ATUN EAARE 4R (SAN) IS E Ul FAHIIY DNS A1 1P,

a fthttp.csr XAFHBEUERBZE AR,

keytool -keystore certificates.ks -storetype PKCS12 -storepass root password -certreqg
-alias http -file http.csr -ext "san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"

b 7F consoleproxy.csr XHHEIEU B 4E K,

keytool -keystore certificates.ks -storetype PKCS12 -storepass root password -certreq
-alias consoleproxy -file consoleproxy.csr -ext

"san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"

6 CRUEBA AR AASUET AN o
ARAEIIUEB U AU BRI S E Web IR #2628, ] Jakarta Tomcat.
PSRN CA 25205 .

7 B CAZZUER . CAMRUFBAUTL TR RREBE %] VMware Cloud Director # 7%,

8 BT A ZIE S NS PKCS12 B84,
a  BUF R AN IR IET M root . cer XS certificates. ks BN,

keytool -import -storetype PKCS12 -storepass root password -keystore /opt/vmware/
vcloud-director/certificates.ks -alias root -file root certificate file

b SRR S AR, WM intermediate.cer XA 3E N certificates. ks Z4FEY
(G

keytool -import -storetype PKCS12 -storepass root password —-keystore /opt/vmware/

vcloud-director/certificates.ks -alias intermediate -file intermediate certificate file

c S A HTTPS IRZIET,

keytool -import -storetype PKCS12 -storepass root password -keystore /opt/vmware/

vcloud-director/certificates.ks -alias http -file http certificate file

d  SAfHEREIRS U,
keytool -import -storetype PKCS12 -storepass root password -keystore /opt/vmware/

vcloud-director/certificates.ks -alias consoleproxy -file

console proxy certificate file

XA A RN CA B UE 5 75 certificates. ks XfFs
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9 ERHEUHEAC TN, HafT Mrd, DAIHE PN A,

keytool -storetype PKCS12 -storepass root password -keystore /opt/vmware/vcloud-director/
certificates.ks -list

10 =TS LAEIE B S 2] VMware Cloud Director 5§l

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p --keystore /opt/
vmware/vcloud-director/certificates.ks --keystore-password root password

1M B UE AR, T EETEED VMware Cloud Director #5455 [ viware-ved 55 o
a T A LAEILE RS

/opt/vmware/vcloud-director/bin/cell-management-tool cell -i $(service vmware-vcd pid
cell) -s

D

b 1a1T e LUREN RS

systemctl start vmware-vcd

RESR

R REECATIE T, WS T HTTPS Al & AL B 2S 2B 15355 VMware
Cloud Director %45,

n RAERBACRFIE D, RS ERALT AT VMware Cloud Director lx%5#% FEE IV FE,

n XEEHR A PostgreSQL HdiEZERT VMware Cloud Director 55 BT A BHUE P e 4n =
L, 1S W AS AR PostgreSQL fil VMware Cloud Director #5555 Ul iF 1.

S FAEAFN CA Z2ZH) SSLiIEE S ANE VMware Cloud Director i &

R A RN CA L UER S, MIYER %44 S N\ 2] VMware Cloud Director #1552 |, #EW
TR E S, TSN HTTPS Fidssii] & RERAR S5 BB AIfL S o

HIRE M

n 3K keytool . AL keytool ¥ CA Z4 11 SSL ul- 55 A% VMware Cloud Director
%5 . VMware Cloud Director ¥ keytool [HEIAINALE /opt /vmware/veloud-
director/jre/bin/keytool i,

n EHPENERE . AR CA R, 2S00 HTTPS M &5 Az il & RERIR S5 R AHFIIE B 2 I B HE& S .
SB

1 DA root S E kil SSH & Fii s %] VMware Cloud Director #2548 &

2 WRATHERET, EE TR M PR CA B2t B S HRE A, e

cat intermediate-certificate-file-1.cer intermediate-certificate-file-2.cer root-CA-

certificate.cer > chain.crt
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3 /] OpenSSL Jy HTTPS M=l & REMR S OISR IR SEAIAARLA 24 RO IR B IS, 28
JE A SR E S o

a N HTTPS IR OIS S

openssl pkcsl2 -export -in http.crt -inkey http.key -CAfile chain.crt -name http

-passout pass:keystore password -out http.pl2 -chain

b Dyl G HUR S ORI S

openssl pkcsl2 -export -in consoleproxy.crt -inkey consoleproxy.key -CAfile chain.crt

-name consoleproxy -passout pass:keystore password -out consoleproxy.pl2 -chain
4 (TS LRI AN certificates. ks XA,
cp /opt/vmware/vcloud-director/certificates.ks /root/certificates.ks.original

5 flif] keytool W& PKCS12 HHEFNE| certificates. ks B,

a A HTTPS IREH) PKCS12 B541)7%

keytool -importkeystore -deststorepass keystore password -destkeystore /opt/vmware/
vcloud-director/certificates.ks -deststoretype PKCS12 -srckeystore http.pl2
-srcstoretype PKCS12 -srcstorepass keystore password

b SAFH G RERSS I PKCS12 #4154

keytool -importkeystore -deststorepass keystore password -destkeystore /opt/vmware/
vcloud-director/certificates.ks -deststoretype PKCS12 -srckeystore consoleproxy.pl2

-srcstoretype PKCS12 -srcstorepass keystore password
6 KUFIEHSAEN .

keytool -storetype PKCS12 -storepass keystore password -keystore /opt/vmware/vcloud-
director/certificates.ks -list

AT S LU S-S\ 2] VMware Cloud Director 524571,

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p --keystore /opt/
vmware/vcloud-director/certificates.ks --keystore-password keystore password

8 T CA AU 1A:st, WSl VMware Cloud Director #8585 [/ vimware-ved JIRSS o
service vmware-vcd restart

RESR

w AR AEECATIETS, S WA AT HTTPS Al e RELE(E 5 2l A uE ik VMware
Cloud Director #4%%.

n QURAE RIS, SRR SRRl T VMware Cloud Director #ees ot FHEE g .
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AN PostgreSQL R ZERT VMware Cloud Director 245 B SV AL BOE i E4n s
H, 5SS 2542 A PostgreSQL il VMware Cloud Director #2488 Ul uE .,

#M2E \YMware Cloud Director &&=z 5

@l# VMware Cloud Director g 55 #i4l/m, HIPAZ%E Microsoft Sysprep SCH-#I1 Cassandra £di/4:. 4
R PostgreSQL dufE, WA PARCE SSL, FHH b Bdia e Firoiite 548,

B2 VMware Cloud Director #5)5, FJ LA 1] vSphere BIZEIHEEASIIHTIIR AR (NIC), 152 W
{vSphere FEHUNUEEE ) FHFE HH AR A 4505 AL s s DB B L Bo

T AURTR SRR SN F B, WA — AN A AT, AU TS g AP R R AR
PN “Automatic” o 172 VMware Cloud Director %5 APl T ITHIBRIAMIRE LI
N “Manual” o WISEERET N2 AIAOBIS DI A2 WIEERERRE DI “Indeterminate” o
“Indeterminate” BizU MRS FHEOXLENT S 53 FFIH R RIT T S Z SRR S A — 3. EAHER
T IR, ES A E VMware Cloud Director #8521 PR IR DI =

MR 101 F-4G, MRS F AL A DL H VMware Cloud Director API it SR 55 28 e iz,
EAE SSL IR RIS IR 552 55, A{R4" VMware Cloud Director WZ& 54z, 1500 & — NP AL
4455, {di[T] VMware Cloud Director API - T RENNR ML P eIk X Be 01, fF2iEnl TH4%
VMware Cloud Director 2 J& . M5 VMware Cloud Director 15[nAE > Hifid B4y 25 155
DU B e a8 35

®E ¥ VMware Cloud Director iZ &8t X

WA VMware Cloud Director #:25)m, P DURHBOZIE SN ARG X . IRSH4IT AT VMware
Cloud Director 5% 528 VA M AL Sk 55 w8 A7 it A U FHAHIA] R4 B

BRRH

= % VMware Cloud Director ##%. 152 Ml VMware Cloud Director B8 (s FI9IAAHEL L
w CPAERIR S5 BB X Ml VMware Cloud Director =i g5 I X,
PR
1 T A Web #il G sle i st G, feisfla s DA N Mt EN X,
2 RPN SN IX X
BN DR B R 45 & 8 A T A
3 DL root S3%3%] VMware Cloud Director #5454 o
4  ZHfifk VMware Cloud Director @25 NI, 1WHHTHE) vmware-ved ]R55.
5 X VMware Cloud Director §5&H IEAT a5 HI S CAIN AR e, SAEDER ) 0B 4,
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BEX VMware Cloud Director & & 812 At

S R A E i R el AR EDR, AL EZ VMware Cloud Director Web [ ]/, VMware Cloud Director
AP Al & AR BRI G A Web H#idilk,

TR VMware Cloud Director 2\ %6 & ARERMHE, R 251kl & ARELIR 556 i S
1/ 8443 HUHAS IP Hitik, 153 6.

AR

AR S RGER R S5, A RGEIR LA & A .
E

1 ff Service Provider Admin Portal TiESSHIAE 1, RIS,

2 AEANEARPIOSRE T, A .

3 EHENX AL, R ERE

4 #EHE Y VMware Cloud Director URL, 14t Web [ &,

a HINHT HTTPS (2240 K X VMware Cloud Director M URL, K5t 30
T iz S A B TR .
TP A5 IR S5 v S A UE B AHVE RS, 1Z0E 572 3341 VMware Cloud Director FIC%%
1 H P40 consoleproxy IE . ANTFEAE MRS FAHaH G REERHT SSL &k,
U BEAT 2 Sl . FRIRRIEB LA SASEFA IR PEM AR IARIESS o

(WI3) #HE X Cloud Director REST API Il OpenAPI URL, i55¢HHE ] Web [T/ B FC,
a  HINFESCHTTP 56K URL,

(6}

Bian, S HTTP K URL % E 4 http: //veloud. example.com, JFULYE http://
vcloud.example.com/api 1/l VMware Cloud Director API, HWPIF http://
vcloud.example.com/cloudapi FJj[A] VMware Cloud Director OpenAPI,

b HINHENX HTTPS REST API JLAC URL, ARG B3RV Fa T A2 s 3 (ST uE 1 .

Bian, % HTTPS REST API ZEAK URL % i A https://vcloud.example.com, N DL7E
https://vcloud.example.com/api [-i/jln] VMware Cloud Director API, HWLLfE
https://vcloud.example.com/cloudapi |"1j[i] VMware Cloud Director OpenAPI,
UEPEEAA 5 IR 55 vty pe A AR UE P AHVERL, Zub 15 Al Log F#E15> VMware Cloud Director 5t
JURHZE R BIZ A neep OUEDS, ABATDUR GRS VIP UE1S (ISR H] SSL k) o WE 3%k
WAL By b  HRRUEFS LA S AN S LB PEM AR AUIARUESS

6 HiIAN1ENX VMware Cloud Director 2N i & AL

IEHiE /2 VMware Cloud Director %% etho WRHY5E 2R EHF (FQDN), ik FQDN Bk 1P Hijik
e, FENXHI 8443 I T-Hsthl & AR S .
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7

B4, *F FQDN 4 veloud.example.com [f) VMware Cloud Director &£5 3245, 1A

vcloud.example.com: 8443,
VMware Cloud Director K it &5 ARHHIEAE VM ET TRl 5 & 1
TP, R

LYFHEE Cassandra HifEEE LUFE[h L E SR EE

VMware Cloud Director RIS TR, 1ZFEPRE BT 2= R UL R AU B A (o FH & 1 24 i
M R . s dsbrddis 2k /r Cassandra #H5Er,

Cassandra se T IREWE A, AR 2 dE 220 T R e Re iy ZE e il as HAFes, DU B
AR bREE I R e 80 . an 34522 VMware Cloud Director SZEFMRERIA RS 22 0 sh s fgbs, )4
BULBERAC . Cassandra FFEEJH 1 cell-management-tool ¥HFEEERE] VMware Cloud
Director, &2 i AabrAes 2l 5dm R

IR
= KiF VMware Cloud Director s 5 V238 HAFAFIaAT, SR n] e Bds 4t
m IEMAEE Cassandra, 1A http://cassandra.apache.org/ HE LMK

1120 {(VMware Cloud Director &ZATUiH) , TR TIVEM =5 rEdi 41 Cassandra kA7)
o AP http://cassandra.apache.org/download/ T 3% Cassandra,

ZEREIF R Cassandra FEgE:

Cassandra FEEENIIE /DA E 4 DN RN, FHHIX RN ASEZEAER Nk B 2 41 1.
TFEM/S Cassandra Fi-f15 4.

J5 T Cassandra & P 277 S 85, 152 W http://docs.datastax.com/en/cassandra/3.0/
cassandra/configuration/secureSSLIntro.html,

J5 T Cassandra [T P S35l . 1520 http://docs.datastax.com/en/cassandra/3.0/
cassandra/configuration/secureConfigNativeAuth.html,

TrHE Cassandra FEEE [T Java Native Access (JNA) A 3.2.7 ok 5 i,
Cassandra 7 & 21 S 2 rl e

F SSL 55 Cassandra —& & rldefiefF. iR AERIE ATy Cassandra JHH] SSL, MLAZIUR B
A~FAJT (SVCLOUD HOME/etc/global.properties) ' global.properties X/FHRIEE
24 cassandra.use.ssl WEN 0,
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Bz

1 f#iH] cell-management-tool SEHFLFE VMware Cloud Director 5 Cassandra FFEEH 52
() e B

LU R4, nodel-ip. node2-ip. node3-ip Fl node4-ip 7 Cassandra LM G 1P MY
Ik BRI (9042), s bttt e 15 Ko

[root@celll /opt/vmware/vcloud-director/
binl# ./cell-management-tool cassandra --configure --create-schema \ --cluster-nodes nodel-
ip,node2-ip,node3-ip, node4-ip \ --username admin --password 'P@55wOrd' --ttl 15

AP TEETHNER, 52 i RTEH T RS

2 () R ET: VMware Cloud Director hiiAx 9.1, 15f#i)1] cell-management-tool it B
AR AT T i FE R
BT R Bl ar 4

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool cassandra --add-rollup \ --username admin --password
'P@55w0rd’

3 HE D VMware Cloud Director ot

LA E RabbitMQ AMQP {XIE

G Bl RO ZEE S . 1Ak VMware Cloud Director APl §Ji& ({1 Container Service Extension
(CSE) 1l VMware Cloud Director App Launchpad) , #AFIZEET Y RabbitMQ AMQP A,

= B BB (Advanced Message Queuing Protocol, AMQP) J& 1 E S R EREE, SR
VARG T SIS B S . VMware Cloud Director i} RabbitMQ AMQP FRERFE LAy IR % .
KGR A R FH T R 2k .

xﬂﬁ VMware Cloud Director, 7 IHAIN, AIPAHH MQTT & /it RabbitMQ AMQP B, i
W MQTT & Pt ] g AR5 15hr.

EZ:d
1 M https://www.rabbitmg.com/download.html 3 RabbitMQ Server,
AR RabbitMQ A3, 152 M ( VMware Cloud Director &A1) o
2 %M RabbitMQ LAt AE SR EAL |44 RabbitMQ,
RabbitMQ fIk 55 e AR VMware Cloud Director L7544 F ] 51k,

3 7f RabbitMQ 3], 12 MACE VMware Cloud Director DL 51 RabbitMQ 2281 m] T VERF =1
Ho

m  RabbitMQ k% #s A SE IR eI, Bl amagp.example.com.
m  [f] RabbitMQ #H1 T SIS UE A S 2 A=A
o AREEEITIHEREG . JF SSLINBRIME N 5672, SSL/TLS IUBRIANG Y 5671,
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Ja%E

RS T, VMware Cloud Director AMQP JIR54 K& 24 A IR .
DX sy B AN, R DARCE IR SS, AT VMware Cloud Director ¥t | Java Runtime

SSL
Env

cac

351} VMware Cloud Director AMQP IR %55 SSL, 5%

s HfECN TCP,
»  RabbitMQ EMITAHL. ZRiA “/7 .

EZ S

ironment E’jﬂjw)\ JCEKS S EAH#IX. (GlH (7T $VCLOUD HOME/jre/lib/security/
erts) FuFERUET .

PRI FER ) Hioid . AMQP AEEE EL.

B & VMware Cloud Director i%# Root 285
H4 VMware Cloud Director %251 root Z5hiiy, iR A A £ uE-1 25 41 ZE DA s ai

[ElE7=

Bz

s

K keytool 184, VMware Cloud Director ¥ keytool [EIARAE /opt /vmware /veloud-
director/jre/bin/keytool Hi,

GRSRBE PR BT UE TR AR AE NFS JE il b, SO BT, us e i+

ADARC . AMQP IR 35 DA HI

{VMware Cloud Director JIR & He (L5457

HTTPS Fldaifil & AR B LA U 1535% VMware Cloud Director i85 H TR 1 Fe itk T4

Eo

DL root B kit SSH % s %] VMware Cloud Director #£5¥:4 o
1517 passwd 2 H A root UM .

passwd root
T SEH T FIPS B, A root BHAE /DA 14 AN TR,

AR root BT I, VMware Cloud Director &7E R Yk L root P 345 VMware
Cloud Director 542l 5 I e i iz 550

1A TEA Mo S AR B ROUE A5 28 1% 3o

cp /opt/vmware/vcloud-director/certificates.ks /tmp/certificates.ks
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4 BURRCHINUEB R, 15IB1T keytool i,

keytool -importkeystore -srckeystore /opt/vmware/vcloud-director/certificates.ks
-srcstoretype PKCS12 -srcstorepass old root password -destkeystore /opt/vmware/vcloud-
director/certificates-new.ks -deststoretype PKCS12 -deststorepass new root password

-destkeypass new root password

* M VMware Cloud Director 10.2 JI44, VMware Cloud Director ¥ #5 [ERIAIE 15554 28 20
PKCS12, QR RS RA T THR B 10.2, 5T JCEKS fE ) -srestoretype Fll

-deststoretypeo
keytool -importkeystore -srckeystore /opt/vmware/vcloud-director/certificates.ks
-srcstoretype JCEKS -srcstorepass old root password -destkeystore /opt/vmware/vcloud-

director/certificates-new.ks -deststoretype JCEKS -deststorepass new root password

-destkeypass new_root password

5 IzfTVPA Mg RIHUE R 1P SR 0 3T S

mv /opt/vmware/vcloud-director/certificates-new.ks /opt/vmware/vcloud-director/

certificates.ks

6  HIGUFPE P AR PR TAAL 15181T chown v s
chown vcloud.vcloud /opt/vmware/vcloud-director/certificates.ks

7 BTSSR TS, T VMware Cloud Director JIR 5573 fid i «

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p --keystore /opt/
vmware/vcloud-director/certificates.ks --keystore-password new root password
RETSR

SE S AN s N =0 Suk -

BEEWH IrAR s E AR root B ARATHTECE R EAA AU FTET Y root 54,

F 2R FnEF VMware Cloud Director i%#

WA 9.7 FH4fi, VMware Cloud Director #85 fudh—/NHA7 m ] FPEDAERUIR AL PostgreSQL £k
J2o MTLLKE VMware Cloud Director et FHRE Bl A, IHEAh, i PIVLKHE IS PostgreSQL Xl
PERELA FYIRAS VMware Cloud Director IR 5|05 VMware Cloud Director #2## 10.0 B
Ji A VMware Cloud Director B555,

2% VMware Cloud Director i%%&
4554 VMware Cloud Director ¥4 A 9.7 FHALEINGA 10.2 FUS KL, 162 WL AH T3P0 24

VMware Cloud Director %% .

M VMware Cloud Director 10.0 Jifi, A 324F Microsoft SQL Server a4,
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F+4% VMware Cloud Director [, #AAAI S IAG ZERIPL R A

n YF7 T VMware Cloud Director Kl ENEIRER M. A0CFE4ME 2, s “THRFTme”
#*o

n CYUPIEIRY VMware vSphere @ A,
s CYETEEH VMware NSX® A,
m  FH5 VMware Cloud Director 28 B [ FAal 55 = J5 414E.

% VMware Cloud Director 5HAth VMware =i M 26 = 5 B FERGRAERE R, 52 1 (VMware i~
S EREVERZS Y, LR http://partnerweb.vmware.com/comp_guide/sim/interop_matrix.php.
WAATHAE VMware Cloud Director FZad #EHi 4l vSphere Bk NSX 411}, NAZEF-2% VMware
Cloud Director 53T, 152 W14 VMware Cloud Director 2 J&

2/DF—5 VMware Cloud Director k55 #%5, RIVATH VMware Cloud Director %)% . 1z 40k )4
T DA RS we s TIRRIR AU B, 46 IEEE/ TR VMware Cloud Director (L85 1RAS,
TR T 25 B e T 5545 B A DATEHGH 2 T IR 5555 35955 /T IE sIRAS AT
%o

TH B R B DL R A7 % 4E VMware Cloud Director i rhmiH -

R REMESCE I BT

TR WA T X SR Microsoft Sysprep SCH-E HI #2425

THEFEEB KN VMware Cloud Director {4/ (R, PAETHRIR =540 AT IR S5 aAnaidimE . il

My, PTPLK RS E iR —208 8, B, RS TBVRE, TEFAH (The system is
offline for upgrade).

MARAS 101 T4, IRSSHLAERGANEE P T DLGE T VMware Cloud Director API il S5z f ik 55 R £,
FEAE SSL 4 Tt FErh B b IR S5 28 5405, R4 VMware Cloud Director M4&1E4HE, 15 E— A1
fEZ 403, /] VMware Cloud Director API TR IS X B T L, 202 ml %
VMware Cloud Director 2 . [FfH /9% VMware Cloud Director 354U > Bt B a4 4 35, 152
DU PR b A 81 22

BEEPH TFRERRA 101 BH SRS, VMware Cloud Director GA486IE 5 HE Beff T Sk 2R A i

JUET . XEESN VMware Cloud Director £ 8 SSL uF B Rk 4= T8 . R TR R AKuE 1S

5 \3] VMware Cloud Director, WJfF SSL &ufnj#i, vCenter Server 1 NSX %1 fE 2 i oRidds

SR . EXFMEILT, FHREE P R

1 BITHRITEETH trust-infra-certs & A HEPEIT A UL B SN S P RUE /s . 153 W
vSphere RSN S uE 15 o

2 fE Service Provider Admin Portal Ul /1, P4~ vCenter Server Fll NSX 5248, SRJE7EREZUEH
IR NGRS
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%% VMware Cloud Director i&%&

RIS VMware Cloud Director JIRZ5#34H1U 75 VMware Cloud Director 9.5 #2535, I GER
PRI R B R AT VMware Cloud Director 145, HEEET R TAER A & T Linux 11
VMware Cloud Director 2R TR, 155 WiTF£ 5] vCloud Director %55,

TERR[K) VMware Cloud Director FrtE{ii AN Oracle £idfE ZEsk /M5 Microsoft SQL #di &, Az
1TH%) PostgreSQL Xk, RE T4 VMware Cloud Director 10.2, 5T 4ust, &0
Linux _FJ}4% VMware Cloud Director,

FTrRFMTEHERES TIER

ERrEREs
BAEBRAR PostgreSQL FIEFER VMware Cloud Director
/5785 4% 10.2
Linux F 4N Microsoft SQL Server ¥l VMware 1 iTf4%] VMware Cloud Director #% 9.7, & WK HA
Cloud Director 9.7 AN Microsoft SQL £ /41 vCloud Director 1L
vCloud Director %%
2 CBEIERETTL S VMware Cloud Director 1475 10.2, i
Zx DA PSR T14% VMware Cloud Director #4£5 .
Linux FA#TI4N PostgreSQL %11 VMware Cloud 1 iT#%] VMware Cloud Director #% 9.7, 52 WK HEAg
Director 9.7 NS PostgreSQL £z vCloud Director iTF£%)
vCloud Director #%%.
2 CHENIAETEE] VMware Cloud Director ## 10.2, 5
Z L TR 9% VMware Cloud Director %45,
Linux I FA4NT PostgreSQL ¥ ek VMware Cloud 1 iT#%] VMware Cloud Director #£% 10.0. 152 WA
Director 10.0 HNES PostgreSQL a4 vCloud Director 1F 2%
vCloud Director i#%% .
2 BRI E] VMware Cloud Director #7% 10.2. 1
2 DA S T F-4% VMware Cloud Director #5£%.
Linux FEA4NIE PostgreSQL ik VMware Cloud 1 iTf2%] VMware Cloud Director #4101, & WA
Director 10.1 NS PostgreSQL £l %) VMware Cloud Director 1154

%] VMware Cloud Director %%
2 CHEINEREETZL 2] VMware Cloud Director %45 10.2, i
2 WA T Wt T4 VMware Cloud Director 445,

HAMNAR PostgreSQL ¥k VMware Cloud Director RS T4 5] VMware Cloud Director %45 10.2, &I
#%59.7, 10.0 1% 101 B Tt FH4% VMware Cloud Director 445
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FEREFHEHEFEHZE VMware Cloud Director i&&

APV T RCH 0% VMware Cloud Director & £5 THB A, 5k # 17 VMware Cloud Director
B N HHBAMER

1F VMware Cloud Director #4535 F-4% HR], VMware Cloud Director IR &= 1F T/E, IEHAlfES
SN a] o ASEH U IR T i) VMware Cloud Director #£5#1i21T VMware Cloud Director
BUREETF R AT A, VMware Cloud Director RSS20 TAFA s D, BHEMs )i —
/™~ VMware Cloud Director #£% 1) VMware Cloud Director Ik%%. 1F VMware Cloud Director
HTTP S U I L AAE 1 B2 A A e I 452 1 R e i P 2 1 E R PR T

BT T4~ VMware Cloud Director #acH el B T, AAEHT 5|1 581> VMware
Cloud Director %5

PR &M

R VMware Cloud Director FE i £5 M A,

T AEM 100 B S RRATH R A TIB AN, AR C e FH 3 B e 55 AL A shatt il Uit 1%
E%ﬁﬁﬂlﬂ%ﬁﬁdﬁ%ﬁ%ﬁiﬁ%ﬁ&ﬁ Manual, ﬂ‘é&}é: H“»vl%ﬁ&ﬁﬁ@*ﬁﬁﬁftl&%jﬂ Automaticoe 1%72‘%
VMware Cloud Director %45 [ sl bt .

S BB A T HIPESE RS 32 VMware Cloud Director ## it ) vCenter Server 543,
SiE] = VMware Cloud Director #8%, A8 2%, R LRIE > HE PYBIERZ.
g E g, ARG > AR MNP SRR, RIS PR E

FiE T VMware Cloud Director ¥, SRS U HIR > B3,

A e = ] R B BT A T S BRI IR A 1E S WA A VMware Cloud Director #£5%E
FHaf TR IUFR S DR,

o o~ W N

1 1F Web #lligsrh, 5% VMware Cloud Director #85 SFI e #5 4 BR I A AL DLR B 14 45
https://appliance ip address:5480,

10N TR EHR. WIS TH R A 4AS, ARG TS AT R BT S Bds e, a0 1]
E‘E‘LQ%O
2 CHEETRA N EE AR A
TR R
VMware Cloud Director fEN RT3 K, AN vMware Cloud Director v

v.v.v-nnnnnnnn_update.tar.qgz, HH v. viv.v ZORTEWCR,  nnnnnnnn 3o xNESROR S,
41, VMware Cloud Director 10.1.0.4424-14420378 update.tar.gz.

3 QISR 1ocal-update-packag F3K,

mkdir /tmp/local-update-package
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D

FEFT IR F R F BT .

tar -zxf VMware Cloud Director v.v.v.v-nnnnnnnn update.tar.gz \

-C /tmp/local-update-package

5 ¥4 local-update-package HF&E T HFAE

vamicli update --repo file:///tmp/local-update-package
6 A EUHA IR R IEREN T

vamicli update --check

I, TR T s AT B

7 z{7PA M4, ¢ VMware Cloud Director:

/opt/vmware/vcloud-director/bin/cell-management-tool -u <admin username> cell --shutdown
8 AT

vamicli update --install latest

9 MHAS M TN TR orEE LT 2 5 8,
10 M, %45 VMware Cloud Director &5 1 NN E iz 22

/opt/vmware/appliance/bin/create-db-backup

1M1 MEEET, 1217 VMware Cloud Director £l upgrade ST

/opt/vmware/vcloud-director/bin/upgrade

12 F5] 54 VMware Cloud Director #4455 -

shutdown -r now

BESR
w QAT WTRTPANER VMware Cloud Director #6285 ITR R

n R FIART, ALK VMware Cloud Director #8458 0178 2120 i A b BR . 155 WA b

[1]7% VMware Cloud Director 445 .
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A VMware EFHEMEEFHRK VMware Cloud Director &%

HPME ] VMware BT %2 VMware Cloud Director #55 MIRAS 9.7 T4 2R A 10.0 K T m i A
s HBHMEFF

AR VMware BT g E VMware Cloud Director FH4: 28 VMware Cloud Director
WA, VMware BUHAA#ZE B oo . PR VMware Cloud Director FHE R HABARA, 14
Z WA F Bt 7+4% VMware Cloud Director #4% o

1F VMware Cloud Director &4y 744 8], VMware Cloud Director IR &z T4E, FEHAIEES
BB, AR T FHR A4 VMware Cloud Director 45 A1ia4T VMware Cloud Director
BR TR AT 9R A . VMware Cloud Director IR 2341 i TAER TS /D, A FfF—
/~ VMware Cloud Director %% 1) VMware Cloud Director JIt5. £ VMware Cloud Director
HTTP St o B T (EAABC E A 02 2 A i I 45 14 i v s vR 2452 1 O PR

RKETHEN AT 14 VMware Cloud Director & 5e B FET R, W ETET 5| S 184 VMware
Cloud Director #4%%.

AR &M

s /L% VMware Cloud Director “E#Ees 1A,

a MR 10.1 BB S RRASTH BN, a8 F7E - 80 I 55 & AR B shd b D,
AT HR AR S D B O Manualo, FHRE, T DUBR S D3 & B Automatic,
1% I VMware Cloud Director #54% [ Zhid et .

b EEIBUERE =l TIEEERE = VMware Cloud Director 45 HT1Eff) vCenter Server 5241,

c 9% ¥ VMware Cloud Director %5, FifEidiizik s, AT HIE > AR YIRIER
%,

d e, AR > ERRER . BRI PRFI R SRR, SRS HRRE .
e {781 VMware Cloud Director ¥, SR HlEIR > 3D,
o RIAKE e e T RS B T AT S AL T IR A 152 W EH VMware Cloud Director #
A HRE TR DU AR U
= %iF VMware Cloud Director #7574 15[ https://vapp-updates.vmware.com.
E

1 £ Web JtisH, %555 VMware Cloud Director ¥ S5 & L A S DAR B 2 545
https://appliance ip address:5480,

W R A BRI A
2 Ll root By Feakilid SSH & i E ok Bl E ke il & o
3 CREEHT TR E 9 ER VMware BUSTTEE

vamicli update --repo ""
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4

KA BT AR UE VMware BT /A2 5 B A IR
BINBOUN, vamicli fiyA4810) VMware BUF{E0# 4 o
vamicli update --check
VU, SRR R oo ] F SR .
=47 M4, %M VMware Cloud Director:
/opt/vmware/vcloud-director/bin/cell-management-tool -u <admin username> cell --shutdown
P ERFH, 51 VMware Cloud Director #8510 AR 2 .
/opt/vmware/appliance/bin/create-db-backup
E RS R BTG, BRI,
N AT T
vamicli update --install latest

R B H RIS BTN IR P e, TR &S FEEHITEE 3, 4, 57,
M5, 14T VMware Cloud Director #ii% upgrade 52 TIFEF o

/opt/vmware/vcloud-director/bin/upgrade

10 #3554 VMware Cloud Director #%5.

shutdown -r now

RESR

TR T, AT LA VMware Cloud Director #2351 IE
WRFFHARLD, AP VMware Cloud Director #4310 BT T A s R . 155 W2 S s

[1]7% VMware Cloud Director %5 .

WS vamicli update --install latest /KW, 1S N4%E VMware Cloud Director Hfi

HHET I

F %KM EEE VMware Cloud Director i&#&

a2k VMware Cloud Director #8& A, WA DA FHAE T 2 b A= i £ B R VMware
Cloud Director #%%

FHBENE 2 m, 51 VMware Cloud Director #¢% AP ic FREEEF I S0 5 1D, 1520 http://
code.vmware.com ['ffJ {VMware Cloud Director %% API Zifg53 ) |

1

$F= VMware Cloud Director &£k i BT 4A T 2 mir A s robe i
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TR PR SR A R B A I IR, 152 W {vSphere RERIAUETFEFER ) FRpOE F R S 2k ik I
VM e,

2 T3 VMware Cloud Director 55 Bt HL I

3 EfEsalink SSH & ek 2l4EE) VMware Cloud Director £ HUTHIE R . AHILA root HI
B

4 AT B VMware Cloud Director l%5.

service vmware-vcd stop

5 ffiJf]3: VMware Cloud Director M CHUMI T WIS Fh i1 b
a VA root S EIHEGE SSH & i Bk B A TR E RS
b I HEECH postgres.

sudo -1 -u postgres

c sfrar S LABGHIEM ¢ s s ot
LIHENI AR TR A AL BT A5 1D,

/opt/vmware/vpostgres/current/bin/repmgr standby unregister --node-id=node ID -f /opt/

vmware/vpostgres/current/etc/repmgr.conf

d TEH 5.c PIGHENH A ST,
6 1L vSphere Client H1, SCHIFMIERITAT 8 Ik w5 o
a 1r vSphere Client /1, Sisl & T4
b HFERNBE, AR ERIR > KHEFYBRIERS.
c  ABERERRS, RE T R
d WHAR RS FRITESR 6.c Fl 6.a,

7 EiF repmgr T HEZ{FFI3: VMware Cloud Director #4255 FITIiR A1\, PostgreSQL #da 7 & 75 11
Ao

a BHPHERCH postgres,
sudo -i -u postgres

b izfrand, BAERIRE.
/opt/vmware/vpostgres/current/bin/repmgr cluster show

a5 5 AR D SR R — Y S AR

ID | Name | Role | Status | Upstream | Location | Connection

string
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Node 1 | Node name | primary | *running | | default | host=host IP

address user=repmgr dbname=repmgr

8 HHIEREHEIAR . 1S W i vSphere Client %% VMware Cloud Director %75 .

9  HEEkamnt SSH & Stk B4R VMware Cloud Director 55 HoHE A%, WA root HI T
Sk

J5 %) VMware Cloud Director 55

service vmware-vcd start

% EBIMER PostgreSQL #i3EER VMware Cloud Director E# %
VMware Cloud Director i%#&

W4 E7 VMware Cloud Director ¥4 14N PostgreSQL £ 4, A DLEFE RIS VMware
Cloud Director £ 1# VMware Cloud Director #15., #4711 VMware Cloud Director 35 0]
PLIAEET Linux 5k VMware Cloud Director #5551 VMware Cloud Director Z:%E, i) VMware
Cloud Director P AT LATE iy i PR N T R A\ 3 PostgreSQL 4= .

TR TAERAFEIIA TR
m  JFEIATIY VMware Cloud Director Bl

A VMware Cloud Director %85 —A~ak 25216 HEHTY) VMware Cloud Director i35+
A

w RSN AE R R RN A
n DR IR S Bk A A
TiE

WER L FTANGS PostgreSQL Bl FEIRA Ty 9.x, 1AM PostgreSQL £l 2 Bl flAs 10 Hic i =
JBRA

2 CBUETY VMware Cloud Director IR 2R A 10.2,

—_

152 0IF Linux _ETHE VMware Cloud Director,
3 AT IR VMware Cloud Director E#T B,

4 IR VMware Cloud Director EfHUEEAN TG |, 1a1TL s, 121 VMware Cloud
Director %5 .

/opt/vmware/vcloud-director/bin/cell-management-tool -u <admin username> cell - -shutdown
5 {ESNIS PostgreSQL dlifE b, & Y mi Bk
sudo -u postgres path to pg dump -Fc db _name > /tmp/db_dump name

SR/ emp SR ERGATZS TR, 5 60 A 7 B A R A
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10

n

12

13

GRESR T A R 2R AR T veloua, TEIC NP REHRERE LK.
FEL 3, BRI P ORI o e 4 23

AR TTESHI VMware Cloud Director PR B IAER 1P ik, W AZCR EMERIIE SO
RN PostgreSQL i I IR 1, ARG P TR FL

a BT /opt/vmware/vcloud-director/etc/ ) global.properties,

responses.properties., certificates. proxycertificates fll truststore X#&

T2 SNEE PostgreSQL Kl 11 / tmp sRATAT T 2E 07 o
b SCHIIA AR AT R

WA Y VMware Cloud Director B HIIAEAE NFS 55588, 1545 NFS IRSSHS ol
WrE RIS NFS FREN .

JCEE A REERSS, RoAIH NFS dr g P 1D Fi4l 1D (UID/GID) FIRESH NFS Hif i 1D
FI4H 1D ASPEFL

% VMware Cloud Director @£ H— Nk 2 A S 01 F IR S5 41

w U SRERAE AR AT T ThAR, i — N RTINS T A N (RIk) — Ak
vCD MW HFEFHIT,

QR E S TR R R THEE,  IRT DR A RO A 1P Hbk .
n WU NFS IRSSes S g e, AT DURHEET BRI xS e e S s
154 M VMware Cloud Director 545 SRS M taN B o

TERESIRASE R b, s ThA M4, 211 VMware Cloud Director JI55 .

service vmware-vcd stop

KoM PostgreSQL i b/ trop SR FHIIHEAE SO AT I 2R A 4= 80 B IY / emp SCPFR
WEWLPE S,

SEPSCHAE ST AOAER

chmod a+r /tmp/db dump name

DL root S5 B B HE M Tl G . AR EH VMware Cloud Director £ aE M AN E a2
LR RN B

a KU UMy postgres, EE] psql e, RIFafTIA MIERIVAEFTE veloud Bk,

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psgl -c 'DROP DATABASE vcloud;'

b ARIAE SN IR ERTE & 5 veloud AW, il HTEEE 6 il i Ak el —AH
Fo

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psgl -c 'CREATE USER
<db_owner external pg>;'
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C Ji? Pg_restore IR

sudo -u postgres /opt/vmware/vpostgres/current/bin/pg restore -C -d postgres /tmp/
db dump name

d SR INTESE R BEEE 2 AR T veloud, TR 6 Wil iy AV £ 7 2 Mol
E&j\j vcloude

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psgl -c 'ALTER DATABASE
<db_name external pg> RENAME TO vcloud;'

e WA VMware Cloud Director BNGEIEGZ AT A AF T veloud, 1 EEEFERTH & HIK
N veloud, REHHREHDEL veloud,

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psql -c 'ALTER DATABASE vcloud
OWNER TO vcloud;'

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psqgl -d vcloud -c 'REASSIGN
OWNED BY <db_owner_ external pg> TO vcloud;'

14 FERRASEERENMT b, Sl B 8dE, RN E TR 5) VMware Cloud Director IR 55 .

a BB, BIEAEXFRER A, R MEFEIRIIINTS PostgreSQL #dlaE R e (FEPER 7
a S HI B A D IR X s S,

global .properties. responses.properties, truststore, certificates f

proxycertificates XAV T /opt/vmware/vcloud-director/etc/ H,
b &FEHEH:, B /opt/vmware/vcloud-director/certificates.ks,
T2) MIEREIR AR I S A

¢ izfTPL N4, FHCE VMware Cloud Director %5,

/opt/vmware/vcloud-director/bin/configure --unattended-installation --database-type
postgres --database-user vcloud \

--database-password db password new primary --database-host ethl ip new primary --
database-port 5432 \

--database-name vcloud --database-ssl true --uuid --keystore /opt/vmware/vcloud-
director/certificates.ks \

--keystore-password root password new primary --primary-ip appliance eth0 ip \

--console-proxy-ip appliance eth(0 ip --console-proxy-port-https 8443

Hor:

m  -—-keystore-password [H5ILIKE P root HiL—5,

" --database-password {EG{ERAHE LM BN EUR &S —3,
m  --database-host fH'5F KA eth1 PIZS IP Hit—2K,

» —-primary-ip S EEMN etho WL IP Hilk—5,

B -—console-proxy-ip {H 525 etho L% 1P HiF—3,
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B --console-proxy-port H 5 & E PR 8443 —3,

B ISR ., S W Er i E] VMware Cloud Director &850, HHiCE VMware
Cloud Director k554l

d i=f7PL Ny4, 55h VMware Cloud Director 55 .

service vmware-vcd start

N PLEE /opt/vmware/vcloud-director/logs/cell . log HFIIEE T E S,

15 BRI ISEL S, DU E IETRS etho IP AFELE HTTP. HTTPS 1 TCP Fita i bfiine
M, FEMGXEe AR IHY Linux VMware Cloud Director ¥t IP,

16 HR S RN Boese i B it B e, ¥uF VMware Cloud Director ST E o

a  fHHEIR S 4l AR A ClY etho % 1P HikkFTJT Service Provider Admin Portal, )
https://eth0 IP new cell/provider,

b Rk HEREIIA RGET R % 2] Service Provider Admin Portal,
c  WSUFRIT vSphere Rl A IRAT #r R R 275 7]

17 KI5 VMware Cloud Director 1E#)5, {#] Service Provider Admin Portal #iFs &+ 1H
VMware Cloud Director PRI T ERE I,

a MBI~ SR
b (e, R ETT.
c ERHEERSIRIT, RSB
FILLER VMware Cloud Director ## LARE A SRS INETAZEAGE M S5 A 2 o

RESE

FHLFI) VMware Cloud Director B FRBEH# ] 25 FUE 1o Bl FIHIAS I IERZS AU, T A
RN EATT b, ST M PR

1 B EENE R IR /opt /vmware/veloud-director/data/transfer/
certificates.ks FEH,

2 I THOTEE T HaA DA r4s.
ffifR veloud.veloud se b XKAFHIFTA o

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p —--keystore /opt/
vmware/vcloud-director/data/transfer/certificates.ks \

-—keystore-password ks password old vCD

3 @# B3 VMware Cloud Director filR%5.

service vmware-vcd restart

SRR IAN IR S5 AR AL IR A 51, T2 B FHIX L S o 5 A U AR B 2 AT
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F+2% VMware Cloud Director Z /5

T4 VMware Cloud Director IR & # A =8z 5, Al UATFHICh =Bt M4k %11 NSX Manager
S5, SR, AL E] VMware Cloud Director 22351 ESXi E4/LFI vCenter Server 52431,

EZUA VMware Cloud Director {3 £ 2% Edge Mo, AU IHRIE =2 Edge WIOCHH A =
P, 1EZ L https://kb.vmware.com/kb/66767,

MRRAS 101 18R, MRS HEAERTAFE S ] DL T VMware Cloud Director AP it S fR i 55 281445,
IEAE SSL 18 Tt BRI IEAR 5572 5y, 4 VMware Cloud Director WIZ8 542, 15l & — NN EBEHL
fEgaAF, 1] VMware Cloud Director APl i TEE BN P JCTE DG NIX e AL, 1 LRk 2k
VMware Cloud Director 2 Ji5. [ /4% F VMware Cloud Director 5 [nA%PE 2 Bificd 4435 . 155
DB B M R e A1 55

EEUIH R 101 LSRR, VMware Cloud Director dG25 IS Hote B T SL Rk 20 Ayt
SuE . X2 VMware Cloud Director £ 8f SSL UF B R4 T4, G- TR B A UE
S % VMware Cloud Director, W1+ SSL ¥GuE[rlil, vCenter Server il NSX 0] GE2 Wl nid bz

KR AEXAMEOL T, THRIR AP

1 B THRIUEH T H trust-infra-certs & L HEPE AT AUER SA B RUEBEMWE . 1530
vSphere RSN S UFT o

2 1F Service Provider Admin Portal Ul 1, #PAEE)S vCenter Server Fll NSX 5248, SRIGAERESZUE 45
R NGRS

\

H 55 B ZEHER vCenter Server R XEERIE ) NSX Manager

THEEITE] VMware Cloud Director £ vCenter Server F1 ESXi =ML R, WAiTT4% 5% vCenter
Server JXHIES NSX Manager,

T4 NSX Manager 2xHiIHpi NSX & BRIIGRERIIM], (HAZHIRIMZRSS . ATLAE VMware Cloud
Director JFERTE T m T NSX Manager, [fi/cit e 1EEizf T VMware Cloud Director Hiyc,

XTI NSX (15 E., 152 NSX for vSphere X%, Witk 4 https://docs.vmware.com,
TR

1 JHE57E] VMware Cloud Director 22251454~ vCenter Server Gk NSX Manager
2 TR NSX Manager J&, FIDATF7 Y vCenter Server Z4:F1 ESXi 4L,

FHZ% vCenter Server &% . ESXi E#1F1 NSX Edge

4% VMware Cloud Director il NSX Manager J&, A 7S] VMware Cloud Director 1
vCenter Server ZZuA ESXi T4l THETA E & vCenter Server Z4ufll ESXi 1AL, BRI LATHR
NSX Edge,
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AR

N S ER 2 <) vCenter Server RAAMIKIIEE NSX Manager, 1152 WS T ERET
vCenter Server 2% M UHE1> NSX Manager,

&1

1

{ZH vCenter Server 5244,

a {f VMware Cloud Director Service Provider Admin Portal [T SRR ., seft
vSphere %,

b EAMIEHT, #id; vCenter Server 32,

c  REEUEN vCenter Server SLFIZ A M L, SRS HREEER .
d HELHE.

T+ vCenter Server Z%t.

Hr5H, 520 (vCenter Server F14% ) .

KEFTA Y VMware Cloud Director 23l URL A%k

a  MIEBSATH, BT,

b AEAMIEAHIREE N, B k.

c AT,

Jill 1 VMware Cloud Director HifJ vCenter Server 71/},

a {F VMware Cloud Director Service Provider Admin Portal TiE SR E IR ~, sk
vSphere %R,

b fEAAEHRA, i vCenter Server S,

c PR vCenter Server S5 e, SNE R EEHTERE .

d EHEE.

FHRL T4 vCenter Server A% 1A ESXi FALo

Wz (VMware ESXi TH) o

BEEUY] RGBT A RS PSRRI, 5/ MR TR L BT,
FHURIE AT AR N SE BT RO Fe v R W LIRS B 2 THRI LA

a flifl] vCenter Server R FHLE TAS B, Iz EbL LG RN UE R A EL,
b FEFHL.

c fliff] vCenter Server AZeigit sz 1AL,

d fiiff] vCenter Server RZui EHLEHAET B,
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6 (k) THESE TR vCenter Server £ % 5B NSX Manager IR NSX Edge,

TH ) NSX Edge otk TIERERSE . 4RI DL FH NSX Manager &, VMware Cloud Director 2
F-28 NSX Edge,

B NSX Manager JH: NSX Edge 15 L, 1520 NSX for vSphere SCRS, Kkl
https://docs.vmware.com/cn/,

s J{li[fl VMware Cloud Director 4% NSX Edge W&, WAJifE Edge 5% VMware Cloud
Director MZE0I4 | P THAE:

» {iiJ]] VMware Cloud Director i VMware Cloud Director API ' Edge IR 55 1 2%
N, SAHN A B4 Edge M,

n  EHE Edge MOCKHTHEOUNT NSX Edge ¥
7 A NSX Data Center for vSphere Edge W& s7 £ i il

n HE VApp R vApp MECE TS24 ST NSX Edge %8y, L E vVApp IR
HH vApp M5, ST vApp FIMIZERTIR, BorIH SN B, Bl vApp MZEE4 TR
SEN A, R ER.

BT EET R Edge WIDCHTE E vApp MIZIITEAIE B, 152 W {( VMware Cloud Director
API ZRfEErg ) -

BESE

FENTE] VMware Cloud Director 22354t vCenter Server £24 & v f .

VMware Cloud Director & & &8

A DA E SR HA SRR BThIRA,  AIARS I FIE I IR N SR 2, 18 v DA EHTS B A 1 i o

%% VMware Cloud Director &5/, R 251 etho Fll eth1 RIZS 1P ikl sk ML . Wi

7% VMware Cloud Director ¥ A FIFUHHEE EA144, WAZIE — ke o

QR A B P 22 = ] SR B g A T4, MATU e 85, ARG HOC 88 %25
DL G IR 20 Rt

EOWSRECE AL H SR DI, MIFEE — AT, SRS AP SR

PR EE N “Automatic” o &M VMware Cloud Director %75 APl, 37 ER I ERIA M S Dt =

7'9 “Manual” ° ﬁn%%ﬁ%ﬁzlﬂ%ﬁﬁﬁwﬁ$ﬁﬁ$—§K, ﬂU%ﬁEﬁZBﬁtﬂiﬁﬁﬁﬁﬁ “Indeterminate” °
“Indeterminate” FHATUAIHES SEOXEEN S5 FFH T BT A Z A EREIRASA—3, EEEER

W, S WA S VMware Cloud Director B S FHEL TR RIS bk o,

VMware Cloud Director iZ & N EIEEZ M IIER

FLL# Ay VMware Cloud Director & #5 R AT PostgreSQL &idfafs, X A7 B I I R L i
VMware Cloud Director ¥},
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#1% VMware Cloud Director & &N EIRE

AIARAEHIERGEI (075 BAT G PostgreSQL Hdlif4:ff) VMware Cloud Director S i, R DAL
LT VMware Cloud Director i, =M . tgz SKAAF#E NFS S B I sk 0 i

W

1 DL root Gy Eifukilint SSH & i Bk Bl 3 Fit,

2 ETPL R, &1 VMware Cloud Director #45fH N A Zh 4

/opt/vmware/appliance/bin/create-db-backup

&ER

7E NFS =Lk S A70% 1Y veloudapp. nfs mount.VMware vCloud Director/pgdb-
backup/ H3'F, RILAGEIHGIEA) do-backup-date time format.tgz Xff. % .tgz X/FEE
Bl A SO B A= B e global.properties., responses.properties, certificates.
proxycertificates il truststore Xf,

FEEASTAMEIEERER VMware Cloud Director i%% 10.2.1 B E (KA I E

RS T B4 HA B R E ) VMware Cloud Director 4% 10.2.1 K AR AT E R AL
PostgreSQL k4, AT AR E R £ S A T A SR e B 4 o

B TAER A=A LB B

w  ERIRSS NFS A RIRN B = 2 1 . tar U
w RPN R BN B PR PR TR T T,

n ST RO R T

g

n AEC IR PostgreSQL HURE QIS 4y . tar X 152 W51 VMware Cloud Director i
RN E

HRE— R eI & B R o, 155 W VMware Cloud Director 8830 FIRI AR
o

RIS S A HDARTEAEERT NFS k55 +s, Wh7EIE NFS RS as I aED S H RS H it
=, OB AER

1 EEEITASTEIT E, PLroot s, KgiaiTPh a1l VMware Cloud Director Il

%o

service vmware-vcd stop

2 fEERITMIgHEIT L, Kt . tar SAFEHIE] /top XK
AR /emp AR BRI IZS RS, EAEHABAIE A, | tar X
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3 fERRIUME IR E, MHERAT /tmp REASCHR
tar -zxvf db-backup-date time format.tgz

£ /top XAk, BEEFRIRINHK global .properties, responses.properties,
certificates. proxycertficates. truststore VA& N vcloud date time format [y

PR R
7 truststore XMW T VMware Cloud Director it 9.7.0.1 #Jif A< 10.2.1,
4 WEEHIT E, UL root SR B GBI Mo
a ZEFF veloud FhE.
sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psql —c 'DROP DATABASE vcloud;'

b 21T pg restore iy

o

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/pg restore -C -d postgres /tmp/

vcloud date time name

5 FEEHI ORI b, SRR S BdE SRR, ST, SR EEET IS 5) VMware Cloud
Director IR % .

a EEE. EBAEAEAEX

global.properties., responses.properties., certificates., proxycertificates

Fll truststore AT /opt/vmware/vcloud-director/etc/,

¥ truststore XHUE T VMware Cloud Director il 9.7.0.1 £l 10.2.1,

cd /opt/vmware/vcloud-director/etc

mkdir -p backup

cp global.properties responses.properties certificates proxycertificates truststore
backup

b EHDFEH MR 3 RN e SR I . U RS ATAFREIX SO
cd /tmp

cp global.properties responses.properties certificates proxycertificates

truststore /opt/vmware/vcloud-director/etc/.

F truststore XH{E T T VMware Cloud Director ik 9.7.0.1 ZlfiA 10.2.1,
c BB, B Jopt/vmware/vcloud-director/certificates. ks,
cd /opt/vmware/vcloud-director

mkdir -p backup
cp certificates.ks backup
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d =Pl M, EECE VMware Cloud Director Ili%5.

/opt/vmware/vcloud-director/bin/configure --unattended-installation --database-type
postgres --database-user vcloud \

--database-password db _password new primary --database-host ethl ip new primary --
database-port 5432 \

--database-name vcloud --uuid --keystore /opt/vmware/vcloud-director/certificates.ks \
--keystore-password ks password --primary-ip appliance eth0 ip \

--console-proxy-ip appliance eth(0 ip --console-proxy-port-https 8443

/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-

ssl true
o,

[ ] --keystore- password:l_,Iﬁ I%%ﬁj:ﬁEq%Dﬁ iﬁﬁ?%ﬁﬁ%*‘%ko gféﬁﬁigfﬁ%ATﬁgﬁg:t%i%%%ﬁ%%
HHIAE FHRO root 2540,

m  --database-password 1151 VMware Cloud Director #8587 Ul (https://
appliance eth0 ip:5480) FRgE B S N A B O B PR Y — 3

m  --database-host YEII5 FEPIRFE KL ethl WIS IP Hihk—E0,

m  —-primary-ip [HSEEIEETICN etho BIZE 1P Hilb—30, X AE B8 dRE Roch) 1P #b
J’]J:O

m  —-console-proxy-ip WIS EIAITEEN etho % IP kTR,

B S B, W2 TR S VMware Cloud Director #8251, L E VMware
Cloud Director IR 2544,

e 1z{7PA N4, J55) VMware Cloud Director %5,

service vmware-vcd start

WPAE /opt/vmware/vecloud-director/logs/cell. log VS CI R BhEEAT .
6 (Age) EREEATIHALN IR Hot. 1520 VMware Cloud Director RS FIRILARC E

7 WSS R 1P R[E T B S A S, AT VMware Cloud Director IR 55 #3841 mijifi
MMl , SRS 1P,

8 RFSFRALMIFTA TSR e, Bk VMware Cloud Director MRBEAIEUE A A,

a  fERHR S ZRALP AT A ITIY etho %% 1P HilkFTHF VMware Cloud Director Service Provider
Admin Portal, Bl https://et0 IP new cell/provider,

QUARARSEE R 7 B T AR e e, AU IR 55w 202N k5 10] Service Provider
Admin Portal,

b I RGEH R 5% 5] Service Provider Admin Portal,
¢ BUFEI vSphere Al SRR HEA RS AT H
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9 IS UK EE RIS, ] Service Provider Admin Portal Ml &1 1H VMware Cloud Director
AR E W R R T

a  MIESSTHUEEIR ), iR,
b fEAAMER, Bl BTT.
c  HEPHEREDIERIC, R
10 QSRR RTIORBE Il “Automatic” , MAZIfH ] VMware Cloud Director #45 API JH T
HIXE N “Automatic”
EREEEST AMEHEERERN VMware Cloud Director %% 10.2.2 R ESREAIRE

WFAH T AT HA BURZERLE 1Y VMware Cloud Director 4% 10.2.2 K 5 B bR ARSI AR,
PostgreSQL %dafd, M RT LA & 25 S B 7E ok I £ B e

AT R R = A L.
s IR NFS SE5fefi i MR SRR . tar SCHE
o KRR TS O SRR BT BT
AT RN R

WS

n FEAEE A PostgreSQL HdEF IR . tar k. 5 W) VMware Cloud Director #
RN AL

RN R TR A g AR T, 152 W VMware Cloud Director 25 R R 4G
il

w  QERA BB A HIVART AR NFS JId5+, B7EIL NFS ledsws L OIS Hoxdt T gt
o EEMNIAERU.

1T T HEIT E, DL root SpEsk, RigiafThh FardLAE IR VMware Cloud Director fli
%,

service vmware-vcd stop

2 fEERIUMEMEICE, Kl . tar SAHEHIR] /top SOk
SR/ emp SR ERYATHIZSTRA S, RFE A A4 . tar M
3 fELRITMIgHEIT L, RGN /top BRI

tar -zxvf db-backup-date time format.tgz
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f/tmp NS, e B A T global.properties. responses.properties.
certificates.pem. certificates.key., proxycertficates.pem,
proxycertficates.key. truststore.pem AN N veloud date time format HIEUHERE

A
7 truststore.pem XHE T VMware Cloud Director 10.2.2 N =ik,

4 [UrEEFITE, P root S Esg Bt 6 It Mand .
a %ﬁ vcloud QﬁTEJfEO

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psql -c 'DROP DATABASE vcloud;'
b 21T pg restore i

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/pg restore -C -d postgres /tmp/

vcloud date time name
5 fEERHITNIRE I E, SRAFRCE R SRR, TR, RS EDICE TS VMware Cloud
Director fI%5 .
a @B AR

global.properties., responses.properties., certificates.pem,
certificates.key. proxycertificates.pem. proxycertificates.key #l

truststore.pem X/ T /opt/vmware/vcloud-director/etc/,

# truststore.pem XH{ViE T VMware Cloud Director 10.2.2 M B kA,

cd /opt/vmware/vcloud-director/etc
mkdir -p backup
cp global.properties responses.properties certificates.* proxycertificates.*

truststore.* backup

b EHPFEH MR 3 PRI R SRR . R RS AR RHIX SO
cd /tmp

cp global.properties responses.properties certificates.* proxycertificates.*
truststore.* /opt/vmware/vcloud-director/etc/

7E truststore.pem MAGHE T VMware Cloud Director 10.2.2 & Sk,
c  FUYEAAEE S, B /opt/vmware/vcloud-director/certificates.ks,
cd /opt/vmware/vcloud-director

mkdir -p backup
cp certificates.ks backup
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6

d

121TPL N ap s, T E VMware Cloud Director A%

/opt/vmware/vcloud-director/bin/configure --unattended-installation --database-type
postgres --database-user vcloud \

--database-password db _password new primary --database-host ethl ip new primary --
database-port 5432 \

--database-name vcloud --uuid --keystore /opt/vmware/vcloud-director/certificates.ks \
--keystore-password ks password --primary-ip appliance eth0 ip \

--console-proxy-ip appliance eth(0 ip --console-proxy-port-https 8443

/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-

ssl true
o,

[ ] --keystore- password:l_,Iﬁ I%%ﬁj:ﬁEq%Dﬁ iﬁﬁ?%ﬁﬁ%*‘%ko gféﬁﬁigfﬁ%ATﬁgﬁg:t%i%%%ﬁ%%
HHIAE FHRO root 2540,

m  --database-password 1151 VMware Cloud Director #8587 Ul (https://
appliance eth0 ip:5480) FRgE B S N A B O B PR Y — 3

m  --database-host YEII5 FEPIRFE KL ethl WIS IP Hihk—E0,

»  —-primary-ip {HSIEEIIEEHICH etho M4 1P Mk —E XA HHEZEFITH 1P i
J']J:O
" --console-proxy-ip VIS HILIFIII AR etho W% IP ML ITAL,

B S B, W2 TR S VMware Cloud Director #8251, L E VMware
Cloud Director IR 2544,

2TPL N4, H5h VMware Cloud Director 55 .

service vmware-vcd start

WPAE /opt/vmware/vecloud-director/logs/cell. log VS CI R BhEEAT .

CAlge) BT AN AL 50T, 1520 VMware Cloud Director &£ ISR AR AR E o

AR S R 1P AR B O R 2%, A2 VMware Cloud Director R 55#s 411
HIA MRS ACE , SRS 1P,

5%

a

PTG s S S AR, BiE VMware Cloud Director FEA 15 i 1) o

15 T AR 25 2o 4 T BATTHY etho % 1P Hiti-FT 7 VMware Cloud Director Service Provide
Admin Portal, Bl https://et0 IP new cell/provider,

QUARARSEE R 7 B T AR e e, AU IR 55w 202N k5 10] Service Provider
Admin Portal,

i T1E AT RGeS RV 5555 Service Provider Admin Portal,
YSUFR) vSphere Rl B RAEHT RS 215 7] .
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9 IS UK EE RIS, ] Service Provider Admin Portal Ml &1 1H VMware Cloud Director
AR E W R R T

a  MIEBSABIR N, s RR.
b AEAMERT, BHEmBIT.
c WEBEEEEIRIT, RS PRI
10 WIR T IOMEE Ii A “Automatic” , MAZIfHE ] VMware Cloud Director 74 API LT
WK E N “Automatic” o

M WERAERE 2 1T ST VMware Cloud Director #4% FIPS 555X, TIl24%5i{# [T] VMware Cloud
Director 455 API W HgH T A .

BT FIPS #isas H bkl

T VMware Cloud Director & & & fE i

ERINIESL B, VMware Cloud Director et T oMbz,  ansR 1 Bl il 55 Bk, Auphii
JE B UIHARE . T LA T e AP SIS s SO B 8l

M VMware Cloud Director 10.1 J14A, W5 = 8dkE R SS HEEE, ALK VMware Cloud Director |
S IR T LR IR S5 . 152 W VMware Cloud Director %544 [ Zhid et .

B PI# ] VMware Cloud Director 1#45% AP et Hbi=i4 ® h automatic 5% manuals S
{VMware Cloud Director %% AP ZiyZ2 ) Hhf) “Failovermode” #%45

WFRCE T H S I sE R, 7R T — AN N e i, A S AP SRR
PP BN automatice WIRANE B AEREAOME IR, Iy A e i Lok A — 3
L E X VMware Cloud Director E1E & BI9MERI 9]

AT PLE MR E NS 1P HitE 2 = % 25t A ) VMware Cloud Director #2151 .

1EiF#2 2] VMware Cloud Director e fer, sl an R T 5 28 = 5 Bol e et gy Z¢, Wm)
AEFT 2 HIAHI A28 VMware Cloud Director £ds /24N U 7]

PR

1 LA root Sy E skl SSH % i d e B £t

2 SRR H S /opt/vmware/appliance/etc/pg hba.d/.
3 QUSRS Hh s HRRINGG 1P Mgk H, 2500T

#TYPE DATABASE USER ADDRESS METHOD
host vcloud vcloud CIDR notation md5
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Bian:

#TYPE DATABASE USER ADDRESS METHOD
host vcloud vcloud 172.168.100.5/32 md5
host vcloud vcloud 172.168.20.5/32 md5

TR 2% FS BN BhAS B8 pg_hba . conf SCAFHY, AZSCHRFHIAT HA TR BRI TH]

HEESE B X VMware Cloud Director i&#HJ SSH 154

TER A EB LR, AT DLPRRr S PR A, T DUSOE X425 1) SSH V5inl. B2, &nI LI SSH 15
[P o

SSH S FREE LS TP T, HEdEE HA THEEFILRE root Bk H ., &nI L root FH Y SSH 5
[f]o EHEEE HA ThAEM SSH Th R FEAZE

BIIR &

RN OVF JEVEII B MOK AR, AZ# ] vSphere Ul B OVF JBMEE ., 1155 0L (vSphere BRI
BEHER ) PRy Bl vApp BT 3,

1 WERESRN OVF b riminy Bk, fildn, 2k ik, 157 VMware Cloud Director HiB S
Yo
a DA root Oy EFEukilnl SSH & i ek 2] VMware Cloud Director #5565 .
b E{TH T iE k2 ] SSH root P RIKIIEIA
n  FEUE SSH root 151, 151217 /opt/vmware/appliance/bin/
enable root login.sh JHA,

m =] SSH root i), 1H1a{T /opt/vmware/appliance/bin/
disable root login.sh A,

2 QURESN OVF B /R A n i H] vSphere P A3

vcloudapp.enable ssh.VMware vCloud Director JEPERIE
T ERAUCHIRE U LR A BETE vSphere FiTE U R IEI(E

m EOGE SSH, ik vcloudapp.enable ssh.VMware vCloud Director KX N True,

m FSEH SSH, 6 vcloudapp.enable ssh.VMware vCloud Director FIEXE ) False.

£ VMware Cloud Director iZ& _Fi#iEs{EH FIPS #&3%

MIRAS 10.2.2 JF4A, 1T VMware Cloud Director 85T i 2% FIPS 140-2 b nasfith, 71
TE FIPS A A N a7,

B BACERRRIE (FIPS) 140-2 j&—WSEE RN RBURFFRE, 78 T ISR 248Kk, NIST Jnes
BRI UE ] (CMVP) B UERF & FIPS 140-2 SRR st
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VMware Cloud Director FIPS £ H b Mifb & P AR S AR g sl . S8t T
VMware Pt FIPS 140-2 [ 5, 152 https://www.vmware.com/security/certifications/
fips.html,

VMware Cloud Director FIPS BGUF I ERINE O F A THERFRES . 1l B0E FIPS 4, mILLE

VMware Cloud Director it & Wi ¢ FIPS 140-2 $ulFfhsstitl, JE4F FIPS S FislT.

HEAE FIPS BIIASE0E LA K.

EEYIH 05 FIPS #RUN, 5 vRealize Orchestrator [FEERAKELE

7E VMware Cloud Director 10.2.2 H1, 3% FIPS B, Joikiis SAML s . R4 T FIPS BiH,

W = I B AT BRI

VMware Cloud Director {#i[T]PL N2 FIPS 140-2 FouF 1 st .

m  VMware BC-FJA (Bouncy Castle FIPS Java API) ix7X 1.0.2.1: Certificate #3673

m  VMware OpenSSL FIPS Object Module JluAk 2.0.20-vmw: 1iF15 #3857

VMware Cloud Director 55 tiFHE T H (CMT) #RBE—iE. (H2, Foos B T ARG FIPS brift.
i

i | VMware Cloud Director ¥4}, ZRE AL E MAE FIPS S FiafT, AJIRIINE P54
FIPS FAFI1H T FIPS i,

KA FIPS B RER S IER S . RN B B &R R S Pt

T FIPS B 2Nk £ BT VMware Cloud Director BT,

07F Linux VMware Cloud Director iG] FIPS #x, 1& WAE RS #sdlhn e F S FIPS
P

BB &

IR EEE R EARICEE, EATIA Cassandra WS X.509 v3 UEBAREF ST A BB
VAUl Cassandra it B VMware Cloud Director fr ARSI, A E YRR SSL B H0{5
B, 152 WL RN SSL #0415k .

s M vCenter Lookup Service HHUEEN VMware Cloud Director, 1%l { VMware Cloud
Director IR FEHLFTETEE 1) 8/ ) HHIUEC T vSphere li55 .

—

£ Service Provider Admin Portal TR SR, VEEASHEE.
TEZE TR B E N, e SSL.

R

LI HR R, wiRdER.

FL L 5EMT, VMware Cloud Director 2 o FIIEAEREAT T (IEAESS A OTEHR S 1R, 4]
DIARE AT 5, 7R85 5 thizfT APl 5450, VMware Cloud Director 4452 2 i R Eh
JCo

A W N
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5 S HEAE LS FIPS #838, 1518 ] VMware Cloud Director ##% API [fi] fips/ {node name}
URL %t put 153K, 152l VMware Cloud Director ¥ API,

O AN puT SRR (hode_ namej.

Al HOE FIPS B
Tk

PUT https://vcloud.example.com:5480/api/1.0.0/fips/{node name}
Content-Type: application/json

{
"applianceFips": "ON"
}

6  NHREMER (Flan, R AN R 2R R AP 5,

BESE

B CIIRES, AIPUE ] VMware Cloud Director #E345 8 UL, 155 L85 %E VMware Cloud
Director #%% FIPS fiirt,

#&%E VMware Cloud Director %% FIPS &3

MIRAC10.2.2 H4fi, VMware Cloud Director #£5 R VATE FIPS SR MigfT. nDATE GRS FIPS £
AT FIPS fi,

fii [T} VMware Cloud Director #£5, 2 VMware Cloud Director ¥ £l & N{E FIPS SR Fia
1T, AN g FIPS BIEUFITT FIPS Fi,
KR FIPS BEURE N TIRERSIRER S RN BN & Fh R G R
» T FIPS B E B M 1is1 7T VMware Cloud Director HLoTii,
% 3-1. FIPS #URAE
BATREL ik
12 FIPS B BT FIPS Bist—8, xPIREEHs s e

@

HT FIPS B AL T Pending restart RAS, IS API
& SRR FIPS Bk, B FIPS B2 1Z) T
%) VMware Cloud Director Hiyt/IR%5 .

VMware Cloud Director ¥ £ CiEHiE T FIPS fik., ¥

@ [y VMware Cloud Director Ik 552 GE S T FIPS #
RAERME
IE=E 4E

7 VMware Cloud Director 5 G ek 5] FIPS #5ist,
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IR

1 DL root I BRI Ul, WHEH https://primary ethl ip address:5480,
2 WAEMERR, SERGRE .

3 WA A EKS FIPS BEUHIRIT FIPS BIR A

Bl E® VMware Cloud Director i%#% SNMP {XIE

M VMware Cloud Director 10.2.2 JFifi, WVACE VMware Cloud Director #75 SNMP AEEDL il 4¢
WK

T LR 2 BRI (SNMP) S&— B T4 BEFN I 42 25 o0 =0 B AR 7 =i . VMware Cloud Director
WAL SNMP RER, Z4CHE ] DLBAKCRIN N, GET . GETBULK Al GETNEXT 153K, VMware Cloud
Director ¥4 SNMP RIE5TF4 SNMP ARt SNMP B ELRZHEA . AIPAKH SNMP v, v2c Bk v3
BLE AP (HAE, X SNMP v3 SRR e tE,  win e S ub s,

WRC 2247 Net-SNMP (G, FEJTURBCE 2 AT, 5 I80L Ml

m R 10.2.2 s E oA, VMware Cloud Director 23l Net-SNMP J - H 2l
VMware-SNMP,

RS S Net-SNMP i FIOFE I AR KA, 7 VMware-SNMP 2 7E REIAIE I
snmpa RSN SRR PSS 1.

VMware Cloud Director ##51) VMware-SNMP 2 Fpbrifl Linux #(E R G085 B B2 (MIB), Al LA
IAMETTIE MIB 3845,

= SNMPv2-MIB

m  RFC 3418IF-MIB

s RFC 2863IP-MIB

m  RFC 4293IP-FORWARD-MIB

m  RFC4292UDP-MIB

m  RFC41M3TCP-MIB

m  RFC4022ENTITY-MIB

m  RFC 4133HOST-RESOURCES-MIB

s  RFC2790VMWARE-SYSTEM-MIB, REVISION 201008020000Z

73 SNMP REEFLE B E X im H

M VMware Cloud Director 10.2.2 14, WAL VMware Cloud DirectorSNMP HREEDLH 4816, 1]
‘BT LABIT RN R K H SNMP & A P R A HUiEK, W1 GET. GETNEXT Ml GETBULK 1Ko

ERAEA R, A SNMP RFEGIT UDP 35 11 161 LUK AT PR AR ik . AIA T vicfg-snmp
--port MR N E R Mo EakE SNMP AR b 1 5 R 551 1 2 [ALE Amse, 120 https://
ports.vmware.com/home/VMware-Cloud-Director,
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BIR M
(ARSI Net-SNMP — B TIROFTATBLATS AU, [ VMware-SNMP £/EF BRI snmpa
Hie 55 et S R F R v 1 o
T]
1 DIRAEERRUO - S SR B shell,
2 s TEL P SNMP,
vicfg-snmp --disable
3 ZEH SNMP AEH TR, Eis T Mard .

vicfg-snmp --port port number

3 SNMP v1 #1 v2c it B VMware Cloud Director i&%&

M VMware Cloud Director 10.2.2 4, RIPLiE y SNMP /DL E — /N EXCR A SNMP it i
VMware Cloud Director #%5., & SNMP v1 #l v2c¢ il & VMware Cloud Director SNMP {UEIR, %40
PSRRI

7£ SNMP V1 il v2e i, AEIX TR 00— NE DA G ar #2518 o A 425 [RI AT LA ) —Ah Dy 3
B, EMEATCE R S % 4. EOREE LS, 1 SNMP V3,

251 VMware Cloud Director s SNMP AREILR & DA AIHZI SNMP v il v2e TR, aazi sz b R
PR — X, — SNMP 4 XUE X—H S TR 2 % . AR T R— XS S R %0 AR
 SNMP 1 E.. —MEREE PR G A DU X D

1 LA S8R 215 # shell,
2 R SNMP X, 151517 vicfg-snmp -c fd
Pl SERRFAL . TR OAER, THEFTOL Fard

vicfg-snmp --comunities public,eastnoc,westnoc

R A S HREALXN, HRERIR BRI S AT IR . SN M, R S 107
T

b

3 ={TbA Mand, B H SNMP,

vicfg-snmp --enable
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73 SNMP v3 B2 & VMware Cloud Director &

M VMware Cloud Director 10.2.2 744, 7P SNMP v3 il VMware Cloud Director %55,
SNMP v3 il SNMP IR, 2B RS R I B s 2o, s inss S et fnss

i SNMP v3 il VMware Cloud Director 1585 futf =4 .
1 fid® SNMP 5% 1D

2 i SNMP SR E RIS ALY

3 [idt SNMP i/

£~ SNMP v3 REEES A —/N 515 1D AE Ny HME—FRIRRTF, 5148 1D S5 Ay pa B3 B T AR Bl 0
SNMP v3 4 B T B UEAT ISR AR L 5 8 . anRAE e ] SNMP AREBEZ BiAcHE 2 5 1% 1D, 1)) Fh
7 SNMP (¥, VMware Cloud Director <=4 —5]% 1D,

TR By, AERTLAER] S 5eiE. FaAl ovrns SNMP v3 i B TnE AR BRI R B . B
FAPBBERBEEE SNMP VI T v2e (EHIAEDC PR R R e ) B i o B e MBS RS n]
Vel (HIE, ARESTRUR HIFEAL,  MAZIUS H Syt .

S S UE R AL Y A ERIME S none.
i 2 ARG LN RG] SNMP V3 5 B AP KEASHEE 32 N7ERF . 7ERCE AR, &n
DU FH P S g i FIBR A S i DL K. SNMP RRERIK 514 1D A=l Sy S b AIBa A At Tl B S
QRS S 1D . S IGUE P B RA T, M2 T e, A i A T A
BB &
QAR TR E SNMP BB IEAIBEAL IS, A A T A & AN T P B B S UERIBa AL S Y . A
KW E DR ) \ANFFF o
SB
1 DLEAREEEAUG T P S Bk Bl S shell,
2 247 vicfg-snmp --engineid @ PARLE HAz.
Blan, s TP s

vicfg-snmp --engineid 80001£8880167018238d613d6000000000

i, 80001f8880167b18238d613d6000000000 & ID, — 1T 5 Fl| 32 NEFF 2 A+ 53k
FIFH
3 (Al BFERCE S UETMY, 15181T vicfg-snmp --authentication fiyds

Bign, =17 R

vicfg-snmp --authentication protocol
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Hrh, protocol ¥\75j none R/ CE 3 HUE) . SHAl, SHA256. SHA384 uk SHA512, i, 41l
RIS SR UEIE T SHAS12, MAUEFTIA R

vicfg-snmp --authentication SHA512
4 (W) FERERAD, 1B T vicfg-snmp --privacy .

Bilan, a7l P

vicfg-snmp --privacy protocol

Hrh, protocol V)% none (F -~ CIAR.) . AES128., AES192 ik AES256, /41, {IH-Sk AR,
G% T AES128, N AZLETTUL F s

vicfg-snmp --privacy AES128

5 WERFIEAME ] SRR UEA/ SR, EO AR S e RS RARS AE, 1iia T Mo
vicfg-snmp --hashkey authentication-password privacy-password

N authentication-password FI/5X privacy-password, FARBUE TR0 S5 uE Fa A4
B B EEATIE /D )\ TR, 18 N authentication-password K privacy-password, [ ik
i SNMP & Py 2 i B el . a2 1% HH GRS 0 30 TE A A0 25 RN BRORA A Ak 35 8A 15 5

6 Tz TP PSRl B — e 2
A REZ N, PLES o BRFI LRI A X e F B RT . 52 nl DARC S HANH

vicfg-snmp --users userid/authhash/privhash/security

i S L MR,

pmt

W
o

R

userid B4,
authhash P SRS UL A L 2
privhash R AL 4]

model B Z P 229090, WL auth (GoR{USHEGIE) | priv (FoRSGBEE UML) 2k none (3£
RIS RIFEREEAL) o

Flan, AR EE S e R E R, AT Aiad T

vicfg-snmp --users vcd-snmp-user/-/-/none

IR SRS E R A AR P, FILAEA T

vicfg-snmp --users vcd-snmp-user/225e07958d3c6af615588db17d61986e69fb7a71/-/auth
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IR E B BAUS A IR AL AL PTLAET T

vicfg-snmp --users vcd-snmp-user/225e07958d3c6af615588db17d61986e69fb7a71/
dal057af05f67a25a09265a%a2bedb53/priv

7 (M) AREMER— e AN EEPE 6, FHHI A A E .

FRIBAT vicfg-snmp --users B8 &5 2 BT E o

8 iafrbh M4, i SNMP,

vicfg-snmp --enable

#% snmpwalk 5 VMware Cloud Director SNMP Bt & {& F

M VMware Cloud Director 10.2.2 JT#4, H5i8: GETNEXT 153K, MR T-B a4~ OID 5 bk
NME—a4-, AJPAIEST snmpwalk 54

HIRE M

2 SNMP V1 Fl v2c it VMware Cloud Director 4% 5ky SNMP v3 [il % VMware Cloud
Director %% il ¥ VMware Cloud Director 145 .

Bz
1T EAMIHENL L, bR S %% snmpwalk fid, AHTAE, 1HIHTLR

2 1247 snmpwalk M.

snmpwalk -v SNMP version -1 security level -a authorization procotol -A
authorization password -x privacy protocol -X privacy password -u username host IP:port
queried MIB OID

Hrer, -1 222900, W% E N noAuthNoPriv, authNoPriv B{ authPrive Zakf3#i] snmpwalk
AR, FTLAMEAT -h.

fil: snmpwalk &Eif

sysDescr.O MIB OID F& 7= 4 Nl

snmpwalk -v 3 -1 authPriv -a SHA512 -A myauthpassword -x AES128 -X myprivpassword -u vcd-snmp-
user 192.168.100.187:10161 sysDescr.0

e A T i o

SNMPv2-MIB: :sysDescr.0 = STRING: VMware-Cloud-Director-Appliance 10.2.2.5553 generic build
17709283 VMware, Inc x86 64
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EE VMware Cloud Director i&%& SNMP & &

M VMware Cloud Director 10.2.2 JF4A, "LARCE VMware Cloud Director #4725 SNMP AFHE, 5%
Fr 5 SNMP & B I FHAREE, 15T E R SNMP %,

AR &M

b S SNMP v1 Al v2e il ¥ VMware Cloud Director #4% 5 SNMP v3 i VMware Cloud Director
Y T VMware Cloud Director %55

SR

1 DAEEETREAT P S 2% %% shell,

2 FRAT SNMP RS NEBOMEF ] SNMP RREE, 15i21TPA Fir s

vicfg-snmp --reset

B~ VMware Cloud Director iZ%& SNMP & &

M VMware Cloud Director 10.2.2 JI44, AIPLEx SNMP 5, 5141 UDP it . #HIX . V3 /7. 54
ID. FAUFIBRRA NS

HIRE M

A A SNMP vl T v2e il Bf VMware Cloud Director #5% 80 SNMP v3 fi Bl VMware Cloud Director
%% Bid'E VMware Cloud Director %45

I
1 DA BT F P A8 7 2% 2% shell,
2 UK SNMP X E, 1HiafTPl s

vicfg-snmp --show

H_T@IJ vicfg-snmp --show Eﬁﬂjﬂ_?ﬁu

Pl R B FAUS TS AR RS A1 V3 PR T SNMP ARE,

Current SNMP agent setting

Enabled : true

UDP port : 161

V1/V2c Communities :

V1 Notification targets :

Notification filter oids:

V3 Notification targets :

V3 Users : vcd-snmp-user 225e07958d3c6af615588db17d61986e69fb7a71
dal057af05f67a25a09265a%a2bedb53 authPriv
Contact :

Location :

Engine ID : 80001£8880efbab0540a653e6000000000
Auth Protocol : usmHMACSHAAuthProtocol

Priv Protocol : usmAESCfbl28PrivProtocol
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Log level : warning

Process ID : 15828

Large Storage Support : False
Simple Application Names: False

INFO: listing complete.

%% VMware Cloud Director i&%&H) DNS & &

HEE RS, AIPLEK VMware Cloud Director %45 1—/ ik % DNS IR 75,

EERY] O ELE. BAE TR N Ti

AR

TFARAT OVF B BEBOK ALERL, AUl vSphere Ul g OVF J&MEE. 1520 (vSphere [EHIHL
EHEER ) TPy CBCE vApp EBIET 38

&1

1

QAR EEET A DNS ¥, . o 7T, 157F VMware Cloud Director H14i%t DNS 4
o

a Dlroot Gy HEEEIE R SSH & S sk 2] VMware Cloud Director # #5425 .
b (") s TV Py I UE 2 i) DNS Bl

ovfenv --key vami.DNS.VMware vCloud Director

¢ S AliZ A DNS 55k
FHREZA DNS %75, 5 DNS_server_ IP & E A2 5 3 gl k.
ovfenv --key vami.DNS.VMware vCloud Director --value DNS server IP
o EEEEECEL, WTEHNE) VAOS k.

systemctl restart vaos.service

QD%%%?\%E& DNS l&ﬁ, l%fﬁfﬁ vSphere Ul 4% vami.DNS.VMware vCloud Director E‘@E"]fﬁlﬁ
PN DNS RSS#% 1P ko

LHRELD DNS JIds+s, WL SRR CEx#) .

T BRI HLIR A REAE vSphere HEEBSUMLJEPEE .
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#%48 VMware Cloud Director & & M4&# OIS H
WILHE# VMware Cloud Director Ji7, FIPAHE etho Fl ethl WIZEHEE RS HH .

AR &M

B OVF BRI SOK A LR, AFUE ] vSphere Ul B84 OVF J@ME( . 155 W (vSphere BRI
EHEER ) TP T vApp BPMET S

$B
1 QR EETH ESGE SIS AL, I T T, 157E VMware Cloud Director Hrgfi 255 i .
a Vhroot Oy PifZukimak SSH % ek 2| VMware Cloud Director #8551 & o
b ) Bk i S il
T etho, TP a4
ovfenv --key vcloudnet.routes0.VMware vCloud Director
m XF eth1, BT R,
ovfenv --key vcloudnet.routesl.VMware vCloud Director

c  HHRACHASER
HSES T AL T DAE S BRI thAEA R (a0, X T “etno” , AUAAUEAT:

ovfenv --key vcloudnet.routesO.VMware vCloud Director --value "172.16.100.253
172.16.96.0/19, 172.16.100.253 192.168.100.0/24"

. XTetno, BTLL R4

ovfenv --key vcloudnet.routesO.VMware vCloud Director --value "new static routesQ"
m T ethl, ={TPA Fads

ovfenv --key vcloudnet.routesl.VMware vCloud Director --value "new static routesl"

d E¥EE) VMware Cloud Director 55 [ I1IMIZ& IR %% o

systemctl restart vcd-ova-netconfig.service

2 WREK A GRS TS, 1] vSphere Ul Bl OVF &1k,
TSI LA T VA5 53 BRI e A1 3 o

E BT IR A GELE vSphere HEE U B MEAOE .

s f#T] vSphere J1 AU veloudnet . routes0 .VMware vCloud Director TR S T
HE TR
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m  f#i/f] vSphere H1 VAR veloudnet . routesl .VMware vCloud Director JEME A B T
FE RS TR

VMware Cloud Director i% & Hh iy fc B i A<

VMware Cloud Director 1550075 & I i A

BB R

/opt/vmware/appliance/bin/ VRS A

/opt/vmware/appliance/etc/ B B

/opt/vmware/appliance/etc/ AR H e XA BIRINE] pg hba.conf AERIE . 1S IEEE VMware
pg_hba.d/ Cloud Director Ztdla 4N,

#51T VMware Cloud Director & &iE$H

*B% VMware Cloud Director &85, A B2 Zurds, A30Wh 365 K, WIRAEKIERE R AEAF B
JEk E IR, WAl PUERCENT B2 AubB . A0 BN EE VMware Cloud Director HLyceETT Uk
4%0

VMware Cloud Director 1514 M4 SSL if 5. VMware Cloud Director IR 55 H—4uE 353054 T
HTTPS Al s ARHLEE . iR\ PostgreSQL #diZE A1 VMware Cloud Director £ 47 H ] 1 5t 4k
Z5H—4 SSL Uk,

AT MGX A 25 20k, 50, DR CA 2544533 T VMware Cloud Director [#) HTTPS il
jc;ﬁ;u SRELEE, WHEAEESHR AL PostgreSQL Hl A Ul iF45, CA Z4ur-Btufi— "1 a4
AFAUEBIURA I 5 BT 5

AR

SR BN EE A ] SRR T S S TR, AT HA Y S E AR, DA RSk
WS WEHE R IT,

QR T FIPS 83, ST root B A A/ DALE 14 NFRF . 152 W VMware Cloud
Director %45 Root 24l

1 DL root Sy EiEkimnt SSH &5 %] VMware Cloud Director &8 H3E 2 % .
2 #{Z |- VMware Cloud Director k%%, 5Pl Fird

/opt/vmware/vcloud-director/bin/cell-management-tool -u administrator cell --shutdown

3 OAEIRIEMR AR UL AERCHI B2 21, B HTTPS Rzl & RERESE . BuRE s Bl
Ul AR B Z b5 .

n (WAL PostgreSQL ik VMware Cloud Director #4587 Ul A6 1S 4uE 1, s
17

/opt/vmware/appliance/bin/generate-certificates.sh <root-password> --skip-vcd-certs
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a2 A B IR N PostgreSQL Hdla e Fms &S HE Ul HET ALk il 45. PostgreSQL Al
Nginx Iz 5 #5K B8 A5

n BT HRA PostgreSQL KRS IR Ul A pcul 45, 4228 VMware Cloud Director [1]
HTTPS Az il & AERm AR A= oy H2E 2k

— A
a 1{T Mlan4
/opt/vmware/appliance/bin/generate-certificates.sh <root-password>

b AAOREH] CA SRS, unafTA M, B A28 #4155 A2 VMware Cloud

Director,

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p --
keystore /opt/vmware/vcloud-director/certificates.ks --keystore-password <root-

password>

c ¥ E5) VMware Cloud Director f%% .

service vmware-vcd start

a4 2 H el i N1 PostgreSQL i ZERT A5 EE UL T AE s b5 . PostgreSQL Fl
Nginx iR #E B R Eh. Zar S A UL % 4% /opt /vmware/vcloud-director/
certificates.ks, HA{4 T 34T VMware Cloud Director [ HTTPS Fifasiil & A=
R BZAUET, XECUE 7 4 i .

&R

ST AL 40k B4 VMware Cloud Director [/ A H ] I,

NRiz1T appliance-sync BREUN, H11U PostgreSQL uF 4%+ ‘?J\El HAth VMware Cloud Director

gt EiJ VMware Cloud Director {S{TA7A#IX . 1Z A E R AR TR Kk 60 PP,

BEH R

A, ] U AN ER Y ESUE B A A 28 I UE A58 B 254 1E 45

HHBEZZ BT PostgreSQL 1 VMware Cloud Director iZ& & Ul
iEH

ERAEM N, AR, PostgreSQL 2 FEA VMware Cloud Director #8457 R PR i —21 14544
SSLuEP. hTHgmcatt, FLLHERIAR B2 AU uE UL I (CA) 2 ARIuES.

1% VMware Cloud Director #2851}, F4m BZ4ur4s, 2008 365 K. VMware Cloud Director
YR N 4L SSL uF 5. VMware Cloud Director IR H—41uf Bt T HTTPS Fifzsihil & RBhmS . 7
A3 PostgreSQL i ZEFl VMware Cloud Director 24 & BE ] Fr A L 52 58 —41 SSL iF 5,

B FERTRE R R UL UE BRI REA S5 T HTTPS Azt & BB FEuEAs . B irh—4
UEB I ARG LU S —2H b4
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Bz

1 AT /opt/vmware/appliance/etc/ssl/ved ova.csr NUEBZ LR A LS CA DLdHTA:
%o

2 GSREEH R BRI, TR AT A S E T ARG, AR Z

3 ¥ /opt/vmware/appliance/etc/ssl/vced ova.crt HHA PEM ASRUEBEASONTELER 1
M CA GREUZS Ak

4  FUREGHIER, WSEETEE) vpostgres., nginx Al ved _ova_ui IR

systemctl restart nginx.service && systemctl restart vcd ova ui.service

systemctl restart vpostgres.service
5 WIREEHEEIRENUETS, BT AR SR AP

&R

NRIz4T appliance-sync RIS, b5k S A2 HAL VMware Cloud Director it ) VMware
Cloud Director fFEAF#IX . ZHRAFRTRET 2Kk 60 MU,

#i VMware Cloud Director iZ &1 IR %2515 0%
AT DUTE SERE S B VMware Cloud Director #4511 NFS =

B

1 EEJEE VMware Cloud Director Al 85#5 40 FH il #5645 111 vmware-ved 55

/opt/vmware/vcloud-director/bin/cell-management-tool -u admin username cell --shutdown

2 (EIFRSEA TS Y appliance-sync. timer JR55 .

systemctl stop appliance-sync.timer

3 FERKES b, EIH NFS =g din g i 25 NFS L=,
a  OIEWRY NFS Jheihag b,

mkdir /opt/vmware/vcloud-director/data/transfer-new/

b AR FHEEEETN NFS IRFS#e L5,

mount -t nfs Primary appliance IP address:/data/transfer /opt/vmware/vcloud-director/

data/transfer-new
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c RSBt = S 2 B e

4

SRR RO TR A AR S rh R A7 1 H SR Bt

cp -R /opt/vmware/vcloud-director/data/transfer/* /opt/vmware/vcloud-director/data/

transfer-new/

d RIVEHIAE S, B /opt /vmware/veloud-director/data/transfer-new AR
BIEATVA T, BINE NFS JLZERN AN T8 NFS dhzm,

diff -r --brief /opt/vmware/vcloud-director/data/transfer/ /opt/vmware/vcloud-director/

data/transfer-new/

e Ml FEREUT

F1AH NFS dh

umount /opt/vmware/vcloud-director/data/transfer-new/

f BRI

rmdir /opt/vmware/vcloud-director/data/transfer-new/

4 FHHT /etc/fstab X, K NFS {TEH 8T NFS RIS aeEs 2.

Primary appliance IP address:/data/transfer appliance /opt/vmware/vcloud-director/data/

transfer/ nfs defaults 0 0

5 HIERIH NFS H3%,

umount /opt/vmware/vcloud-director/data/transfer/

6 FEFI NFS L=,

mount -a

7 U mount xS HUETHUE G A CHEEI NFS L=, DIFIAC g NFS JL=,
8 LA NS ¥itE4m H R root BHHEUA velouds

chown -R vcloud:vcloud /opt/vmware/vcloud-director/data/transfer
9 J¥i)H5) appliance-sync.timer AR5,

systemctl start appliance-sync.timer

10 WkRFaedlrh A WaES P E 4 £ 9,
N —KR—"NR, TR viware-ved R55

systemctl start vmware-vcd

12 i\ vmware-ved FER S FRAFRIRTAA 1 A FIEH BT,
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¥ Hm VMware Cloud Director i&#& E#AIX PostgreSQL HiEENEE

a4 VMware Cloud Director #7511 PostgreSQL i Fti 4 Frozs B, WA DA D A
PostgreSQL ¥l E ) At .

PostgreSQL FdlaEf/ A 3 Lo HERMAK/ING 80 GB, I FE M AE 1R &S 1a 1 TN 5E ko
BEEYH FERIN SIS BT, NI I A I 25 s 2 T A&
B8 RS 1Y PostgreSQL Bl et ds o/ NEP A S =42 F I PostgreSQL ik JZr 28 K/ NI

ARG

» {1 VMware Cloud Director Efs BAg 84 ™0 i, aihfie & 0 S = 5, ARG MW AT S aa R
ATZE R A CHET S AOTEgE S, 2 WA E VMware Cloud Director 25 Rzt TR AN
T DA

= 4R VMware Cloud Director IASH A —EA 8, a0 A Fisi Tz i,
Lz
1 53] vSphere Client, BAH# 3 AR INAI RN,
T2 RS 1Y) PostgreSQL Kl FERAEE K/ ML IS %28 11 PostgreSQL Hdfs ik K/ MH
Iml.
a BTSRRI
b IEFRAE > fHEEE.
c WIS 3 K/, SRS HRRARE .
FUR AT S T ik R AR M S s
2 RS RN T AR E R S
a Dl root Sy B EEamt SSH % Pk 2] VMware Cloud Director # #5455
b EONHRER G IR R/ INFEE S, 11T A,

/opt/vmware/appliance/bin/db diskresize.sh
3 WAREMIEARGES A F, A SRR ER AR,

&% VMware Cloud Director & & H ) PostgreSQL Bt &
TP PostgreSQL ALTER SYSTEM 752 5 VMware Cloud Director #5511 PostgreSQL At .

ALTER SYSTEM i 20X EINTEMS N postgresql . auto. conf X4, %A PostgreSQL
RIS T postgresqgl . conf Sff, —SSE U HE) PostgreSQL ks, Tt —1eik
ENSTHARE, ARETRHES) . 52N postgresql . conf X, RSN ERT S
G, H AR ATERT
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SB
1 DL root Sy B kil SSH & i Bk B F I S B E A S
2 R EMCN postgres.

sudo -1 -u postgres

3 fii}l] PostgreSQL ALTER SYSTEM & B4,

psgl -c "ALTER SYSTEM set parameter='value';"

4 SNEERPENESHEE TR 3
5 QRIS e SR TSI T 5 PostgreSQL iRgs, iE ET S 5h vpostgres HERE,

systemctl restart vpostgres

6 WIS EA RN A, 5% postgresqgl.auto. conf AR HIEI & MRS, FFAELER TR
5 PostgreSQL Mk 55 .

a ¥ postgresqgl.auto.conf M A HIE & T A,

scp /var/vmware/vpostgres/current/pgdata/postgresgl.auto.conf postgres@<standby-node-
address>:/var/vmware/vpostgres/current/pgdata/

b R EHIN postgresqgl.auto.conf XA E TR O sh A GeAER, EFER TS
| HCHT S 5) vpostgres #EFE

systemctl restart vpostgres
c WA AEY 6.a fl16.b,

BUHEMEEES T RAEEHP EEETHERART
QN SR A A e P R, s s P ISR AR i, AT A T R
1% VMware Cloud Director %% API UTF4H{E E., 1520, VMware Cloud Director ##5 API 344,
FIDATEIEH RGO T
B BRI RIET, BOMIARZAT A HI S AEEA T,
FR]
1 TR T A48k, 51217 VMware Cloud Director 445 API 5% NODES
2 MHABY A2 —ia{T VMware Cloud Director ¥4 API J57% UNREGISTER,
Hrh node-name JEEMFRIVE IR EIR,
3 TEUEC UMM HI RSP I 25t e m] PR SRR, 151817 AP J7 7% NODES .
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VMware Cloud Director 235 it B AT 4ER

ViRBEES AT AEERPEATMERATHAE

LA VMware Cloud Director &acHFRFER Ul DIsaAcdis 22 o ] FIVESE b s fa o, IR —A
JUhETH N RTT,

AP VMware Cloud Director #2545FE ] /A sk VMware Cloud Director #8555 API Y BT Al
Tt . W B EEHEEE Ul ST U2 B

3-3. FE BT F A AT BT

localClusterHealth: HEALTHY
localClusterFailover: MANUAL OR AUTOMATIC

cell A: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell B: nodeRole: STANDBY, nodeHealth: HEALTHY
cell C: nodeRole: STANDBY, nodeHealth: HEALTHY

Administrator initiates switchover operation
on Standby B

!

localClusterHealth: HEALTHY
localClusterFailover: MANUAL OR AUTOMATIC

cell A: nodeRole: STANDBY, nodeHealth: HEALTHY
cell B: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell C: nodeRole: STANDBY, nodeHealth: HEALTHY

AR &M

w  ASERERIORT AT AR E F S, T HAA TN LIRS . 152 W &5 VMware Cloud Director %4 fia
ATAR DU B AT

PR

1 BB TIRS 24144 VMware Cloud Director MIT TG E), ki isc st i o0 B T4 it
Die2S 3 VMware Cloud Director #tfisfE AT 1] 30-60 #. sk il AMESS I, LA BRI
FFTA AT IS Bl

2 DL root Gy ESERIEEAER UL, Wik M https://primary ethl ip address:5480.

3 AR/, SEEHRASREERET Rt
LA eI AR B A G RIRAS, AR e IR TT T SE I B T A

4 BUFEHEETIRIUET A “Healthy” o

5 SRR ICH TSI, SRS EIADI .
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6 UL e, HFTREIRERE Y, B ORI R BT A

A MQTT ZRIHRITRAES. ESMEEI5HR
APME] MQTT % i) B4 ¢ VMware Cloud Director 33 FIUESS T4 ..
MQTT &M g iy — b dilH EAE 4T . VMware Cloud Director f#i ] MQTT A i o< nl il

MQTT % )it TR TSI B MQTT R MQTT RERJE T4, 12 REEA i DATE & A

IDATUN A7 T B o

M VMware Cloud Director 10.2.2 JFfi, nIDAMEH MQTT % /i ] Bl F8 4.

AR &Y

B MQTT & P s FF WebSocket,

n  HNEADLA] WebSocket TR R bRk o

n SRERT R RS, TR RN TR R A A . 1S L e R AT
S8

1 fififl] OpenAPI i 5% %] VMware Cloud Director .,

2 #HT WebSocket 5, 156 Sec-WebSocket-Protocol JEMEE h matt, & P E e
B| /messaging/mgtt B2, INIHRARRL, SRIGHIEFRE MQTT &R IRAE.

EMXT VMware Cloud Director FIRREE iR zIL JWT A, n] DI H P A s i R 2 .

Sec-WebSocket-Protocol: mgtt

Authorization: Bearer {JWT token}
3 WIENERS, i MQTT & il b R

publish/{user org id}/{user id}

publish/debd63a0-6eae-11lea-8c7b-0050561776be/d19fd8ff-6eae-11ea-bb42-0050561776c8

AHZVETE 3 ] AR s AT s (IR A 4 0L

publish/{user org id}/+

RGETR G0 DU B A AT U5 [ AT T

publish/#

4  (A[E) XFT VMware Cloud Director 10.2.2 sl 3 A, 11 BT st hr.

metrics/{org id}/{vApp id}

ARG G eV Il RHRbR L
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Bah4E i 4H
M VMware Cloud Director 10.2.2 A, #n] DL T P HRAE S 10 CPU FINAZE VS H H sh4a i
NIRRT o

B U X CPU FIPNAZE FTE Bl gt LRI LAE ] VMware Cloud Director Hah4\AH e 4aJir
PEAEA ) VM B0 . By 3 shge OV AR, ATIRCE . K ATRER Y0 B sh4a Ui s 21

VTR

BT s TR — N R AL BRIk S aer 61 A, AR H] VMware NSX Advanced Load Balancer
(Avi Networks),

Ao B % 7 B Eham i dm it

LERFL B T U5 IR 2 i, A 1 Sh4a ALt 75 %€ . N VMware Cloud Director 10.2.2 JT
&, PIDAGE T B 346

1 DL root Dy Bz st SSH & Fiin sk RS RFHT AT T E A S

2 1 Cassandra £l e BTt R AR DUR I ARt Bt it figbs, (HASRFA
PR e FepR Al

. B E Cassandra s FELAFAiE T sh i fe b s
n  EEERARIER AT R RS, 15 T P s

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

statsFeeder.metrics.collect.only -v true

3 TR A A

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

statsFeeder.metrics.publishing.enabled -v true

4 F£ /tmp AR OIS VL PN AN metrics. groovy XfF

configuration ({
metric ("cpu.ready.summation") {

currentInterval=20
historicInterval=20
entity="VM"
instance=""
minReportingInterval=300
aggregator="AVERAGE"

}

5 SN

SVCLOUD_HOME/bin/cell-management-tool configure-metrics --metrics-config /tmp/

metrics.groovy
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6 WIRSCHINCE I Cassandra, il fe HEMA 1y Rtk . B I uE e an s B . v AN i

9

PR R] CR) SR HEHT Cassandra 2244,

SVCLOUD_HOME/bin/cell-management-tool cassandra -configure -cluster-nodes
nodes IP addresses -username cassandra - password cassandra password -port port number -

ttl TTL days -update-schema
e N AN s S— > - R D= St tanl A AN
WERBEH] CA ZFZUE s THIT, USRS, st TA Mand.
SVCLOUD_HOME/bin/cell-management-tool configure-autoscale --set enabled=true
SVCLOUD_HOME/bin/cell-management-tool configure-autoscale --set username=<username>

SVCLOUD_ HOME/bin/cell-management-tool configure-autoscale --encrypt --set
password=<password>

M TaT I, W SRAT () 77557 SUEFTR R T4
THHBIHIT,
service vmware-vcd restart

KA EBDAR AR o

R BEHERNRE

QAR A B E shaa S AR, WA AR 0 & A B R e —A i 214141, )\ VMware Cloud
Director 10.2.2 J45, AL FH H 50461

HIR& MG

LR A A Bh4i i

1 WIS b, EPEEE,
2 (e RO IR EEEED T, AR
3 WHNEDN IR T B A4 O RPR L P A1 80T 1R RRAR ..
4 PP vmware:scalegroup Entitlement {1, k)5 ¥4 KA.
5 EURARPRA, EHRATIA N RLE:
a EPERAREIRE.
b EFHAOELAEINHS,
n  UEREREAPR AR AR RGP AT BT AR O 412, E B R AR BIRTR L
n WURERAIR A B RGO E AL, 1 R
6 R,
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EHE

B 455 ) VMWARE:SCALEGROUP AR N2 Ay B2 4 el L Mt . 15200 ( VMware
Cloud Director RSSHRAEFTEFTEL 1 h8rg ) Wi & Mgk 4 o,

k28 VMware Cloud Director i& & #EEB &EI=ZTIR
] DAfE ] VMware Cloud Director e B H T AL AT, %25 AP ik repmgr JHE T H &k s
VMware Cloud Director & .

R AP ] VMware Cloud Director 43S HE Ul A B W & e biierist, i bl s e L5k
JEE IS VMware Cloud Director & H hfil & £s ZEfd S b, i & RS TR SV T shm shifdd 5 b
Tﬁo

GRER S 2 TR A DI A —3, IR DI RN “Indeterminate” o “Indeterminate” FH
AIRES S EOX Y S SRR H F R IT T A 2 IR IR S A — 2 BRI REUH T a8 1 120 Ol
#&EH VMware Cloud Director i & & Bz TR R A& EYRER
"D VMware Cloud Director #2547 HE T AU I PR BRI S
1S 1] VMware Cloud Director #7445 Ul 8k VMware Cloud Director %55 API, {En] DL G R
FHFITHIAPR . BOTRIMA . BOTIRES . 2R ITHT SRR e HI AR DA MR RS DD 20 I RE A
A Ul s s SRR TIR LD B
iz
1 DA root B R ENLEEE Ul, BN https://primary ethl ip address:5480,
2 RN, PR REGEZER] .
AIPAEE SRR DNS £k, fte . R H I S (PRG350 DA S ] R
fE
TEERERAI, FHLAANHIRRS ()2 s Y50 51 S e R e FALEET RIS (D)2 245 47 8
HITCEIEA T, PIARA D, sz W AR B M iy 1 . WRE R RMEN UG B a8
S AT RE S B [P, qn SRz 15 S e B 2 s, WA OGS, ARG R i &5

- b
HR.
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3 EREMHEITRIL
SEREEA TR

Healthy

Degraded

No Active Primary

Read Only Primary

Critical Problem

SSH_Problem

4 EEEAMIETHAR,
LR Y
Hzh

Tz

ANHE

VMware, Inc.

ki3

ERAE T IEH RS . LRI T e TR LIRS

HIEH21T o

VMware Cloud Director Ul Fl1 APl 1F5 T 4E,

ERAE T OB AR S . T rh—AN 2 e T AL

RASHAEFET, BB AN CARET. FEIREL

RE T IEFEETT, HORETIE—Rook B T AR E

e, RO ERE T, AU AE TR H

BT B H s T e, DURHERRRA I 2
“Healthy” ’Ij@é\o

VMware Cloud Director Ul #1 APl 15 T 4E,

B TS EdRE . A A e isl T,

A H R —MET A EI A T QRIS N 1

WIEATIE I, MBS W RS F e & 2 ZI5 0.

VMware Cloud Director Ul #1 API A~n] f,

FHARZELL TIWAVRE, (HAET read_only e AIAITHIE
HIEH BTG I, DI A T,
VMware Cloud Director Ul 1 API /AR H .,

RO T A—ERE, flin, AT TEHHURA, B
FRAE SRR I A 0. TSI R U F 50
1BEIZIE L.

PR A H] RS540 VMware Cloud Director Ul i1 API 1]
FAME,

SSH [l postgres HlFcikifiid SSH %44 2 Ho %4k
PN e WIURPEE I L, 55 WALREST TR
FEORAFAE SSH )i,

VMware Cloud Director Ul il API AJREJCIESE A 1E T ia
1Ts

R

QA = E R R, VMware Cloud Director 23 F i
A P L

QSR A SR s, A2 T VMware Cloud
Director & E7EE Ul a5z b AP S ah i Zeiss )
i,

SRR AT S TR DA — 3, A ATZHT ]
BB ZNEM. #1] VMware Cloud Director #7% API,
«{% FailoverMode ﬂiﬁyﬂ Manual ﬁ Automatic, 1%72")_'[_,
{VMware Cloud Director #55 API 28157 ) hifsi )
A B
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#&%E VMware Cloud Director iZ & RE KA
Al DA ] VMware Cloud Director 25 BHELH] P i s VMware Cloud Director e IR 5 IR

%—: “H&jj " liIDjJﬁJ:’ ﬁfﬂu%??Elﬁ%%ﬂ%le%E@ vmware-vcd, vpostgres I appliance-
sync.timer H&%U\&Wﬁﬁﬁﬁﬁﬁﬁ’\] vmware-vcd ﬂ:‘ﬂ appliance-sync.timer EE%O

appliance-sync.timer M52 e WhalT appliance-sync.service, TR HA 225k VMware
Cloud Director IR F58 4 IR 15 S 2 ML AN E B appliance-sync.service M SIS NiK
AP OB E S, 5 VMware Cloud Director s SBEE WA T [F20 BT Sc o HHis g501E
Al AN . . .

AR waiting Al running,

G
1 DL root B R ENLE T Ul, BN https://primary ethl ip address:5480,

2 fEANENA, PeP RSSO+ .
3  &%& VMware Cloud Director IR .

WMEHEESRAMERENERRES
T DA T L PR TSR B 0 PRSI

1 VDl root Uy Eifoifint SSH B B FHEE M I EAE B THI R TTIIRE R S
2 HBHPHRCN postgres,

sudo -i -u postgres

3 ARSI R:.

B repmgr cluster matrix ap o (EREEEINEE NN FI21T repmgr cluster show ap%, JEPUHPE

[j/‘] ﬂ'/ft | I//J \/n /tﬁ o

/opt/vmware/vpostgres/current/bin/repmgr -f /opt/vmware/vpostgres/current/etc/

repmgr.conf cluster matrix

FELA B 75 EP, TR FIN R 2 AT REIRAS, A 3 AT ORHIRAS . AT N — B IR SS AR,
For ik S5 H RS R

EE=ATHR = HARRAT 2 155, XRRPUT A 3 AT RMIRES, A e AIARC S

/GO

Name| Id | 1| 2 | 3
———————— B e
node 1 | 1 | * | * | x
node 2 | 2 | * | * | x

node 3 | 3 | 2| 2|
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repmgr cluster crosscheck A A BRI KA F L IAIIERE, AT A 1tk

]
o
/opt/vmware/vpostgres/current/bin/repmgr -f /opt/vmware/vpostgres/current/etc/
repmgr.conf cluster crosscheck
TEVA FoRfil, 1547 repmgr cluster crosscheck fy 2 MW B HAFEE M R gk 5 HAB T A
MR TE T, JHE R T2 U A Tﬂtmfﬁlﬁlﬂ FIA 1 B TRl IR, (2B Kk
TR B RV IR 3 #HTERMEdE . X2 — D ARNFRME S DXORGI, B, 580 ok
BEIRE R LR A 3.
Name| Id | 1| 2 | 3
————————— e
node 1 | 1 | * | * | x
node 2 | 2 | * | * | *
node 3 | 3 | * | * | *
BESR

TR A = ] IR R FP A BRI RRIRAS, WA T R biad Tix e ar S IR AE R

MEHFEESAMEREFTRNEHRE
AT DA TS B TS PostgreSQIL 2 H s Ao A Hcme i T TIMERESE TP &A1 it i ik

o
pjane}

EZ

1 Dl root SfyEEElE SSH B3R BIRHEAVLATIEA IS THIT RIFERE R Z o

2 B HEMCk postgres.

3 Tn

sudo -i -u postgres

AT R AR HARAS

/opt/vmware/vpostgres/current/bin/repmgr -f /opt/vmware/vpostgres/current/etc/repmgr.conf

node status

T ARG IR A T N PostgreSQL FAFIE HlE4NE B0 Eo .

Node "bosl-vcloud-static-161-5":

PostgreSQL version: 10.9

Total data size: 81 MB

Conninfo: host=172.18.36.193 user=repmgr dbname=repmgr connect timeout=2
Role: primary

WAL archiving: off

Archive command: (none)

Replication connections: 2 (of maximal 10)

Replication slots: 0 physical (of maximal 10; 0 missing)

Replication lag: n/a
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S SRR X705 . PostgreSQL A . B F4R{S BN AR E. Bl

Node "bosl-vcloud-static-161-49":
PostgreSQL version: 10.9
Total data size: 83 MB
Conninfo: host=172.18.36.191 user=repmgr dbname=repmgr connect timeout=2
Role: standby
WAL archiving: off
Archive command: (none)
Replication connections: 0 (of maximal 10)
Replication slots: 0 physical (of maximal 10; 0 missing)
Upstream node: bosl-vcloud-static-161-48 (ID: 683)
Replication lag: 0 seconds
Last received LSN: 2/D863B4E0
Last replayed LSN: 2/D863B4E0

4 (W) AXHEZEME R, 1T PostgreSQL 32 B ALk A ik & IR A,

PostgreSQL 22 F A & 1] DU AT SCa8 IS s AR DRl H S e e gm0 s &k H s
DI RS

a E¥H psql Ao
/opt/vmware/vpostgres/current/bin/psqgl
b ERITWRIFE AR E S T RIDE, 15117 set \x 72

c AR R st TR RS .

B #Hee
ET R LT, select* from pg stat replication;
AT R B TE R, select* from pg stat wal receiver;

¥2Z VMware Cloud Director [RE BT

n LT VMware Cloud Director #2518 1 Ul A5 F FIFES BT VMware Cloud Director Il 55104k
e

SR
1 DL root BB FE Ul, WHEH https://primary ethl ip address:5480.
2 EEHXERSIVIRA, N MR A LB IRSS .

nH VMware Cloud Director #£51EH 1T/E, N vmware-ved Al vpostgres RS 1IEF 51T
BRETR
WERH T H T ER D repmgrd IRFIVIRAS, 7T VMware Cloud Director #+5 API,
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VMware Cloud Director X & E#IEEEERE

WA e s T —/~ VMware Cloud Director 5 i B, 7T DAV Bcdka =ttt

SRS e v m PSR S T BUSR, SERRa PIRDURHE R R A, DL i deiz gl .
BN, pegraded SRR PRI & HE TN S, A G0 B DA AT T s R B SR T o

3-4. NERBETHERRE

localClusterHealth: HEALTHY
localClusterFailover; MANUAL

cell A: nodeRole; PRIMARY, nodeHealth; HEALTHY
cell B: nodeRole: STANDBY, nodeHealth: HEALTHY
cell C: nodeRole; STANDBY, nodeHealth; HEALTHY

Standby Failure A

Administrator redeploys failed standby as standby

l

localClusterHealth: HEALTHY
lacalClusterFailover: MANUAL

cell A: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell B: nodeRole: STANDBY, nodeHealth: HEALTHY
cell C: nodeRole: STANDBY, nodeHealth: HEALTHY

SRS e v m PSR A A AT B, SRR  PIRDUATRE S BERSON No_Active Primary, IXHOR
ARG DL AUE S B L
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NE RSB ERTEERRE

IR TR IE R 24T, ke VMware Cloud Director 2iiazE, M rh—AN84 F A TC AT hy i o
TG, ARSI T, VMware Cloud Director #8552 F £ B CHETH A= e, 5%
EARNITF ST T, ARG T st

i VMware Cloud Director s BRI DI, AR TAER AT T poois ik g o
BRSBTS, AT DA X e TR o H B A 3 B TRy 1P HBE RN ML o
FhEVIRERXNRE TIER

QR EFRITAET “Not reachable” B “Failed” IRES, FHHMAHMRITAT “Running” RZS, A
DU T2 HTMLS H P AL AT VMware Cloud Director #5585 API MRS .

A EER R THIRE, B2 WS VMware Cloud Director 45 RREL TR A Ui
1 WERARE, d AT EE T H OS] VMware Cloud Director 3R . MWHIRMEE 0, =700

PANP
s

/opt/vmware/vcloud-director/bin/cell-management-tool -u <sysadmin user> cell --shutdown

2 KPR VM,
3 R HEITERIT U R,

a  Phroot Il BB ENEAREA T ST B Ul https://
standby ip address:5480,

b FEERCH RIS o aesh, Bl
B UL SR EEMAKNAN T, AR EAT RMCRA, B c A IEEB TR, R
FREATIROU N ERE

4 MERHEUER 3 TN R, RS APl Unregister J57k, M repmar & i SR
ol IS 7% . 155 I VMware Cloud Director %% AP 3OS,

5 KIS 3555 M VMware Cloud Director IR 25884055 .
a DI BR Y4555 Service Provider Admin Portal,
b MIESSHREIR ~, AEEIR.
c fEANmART, HiaEIs.
d BRSSO, R B

6 anIREEE IS A B 1P HEHERI AL, 15RO ) R 2 PR R IRAS, sl i ]
vSphere Client Ji: .

7 RIS IR . AL ES VMware Cloud Director 32 5k i FHl VMware OVF Tool 5%
VMware Cloud Director #£%% .

HEHT R RS, BB TR, Healthy,
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8 WIRAFRFZHIEH T VMware Cloud Director %% FIPS #i:k, MAZi# H VMware Cloud
Director ##% API W g TH A Y .
FATT FIPS #iUa H bk o

1k £ B S E V1=K

WHRFHITTAET Failed JRAS, VMware Cloud Director 2 H 2lR£s - TR T i AR is TR A
JC, (BRI T ERFICIRE, A — N EEEf T s e, ErlPAE ] HTMLS J P SmEifn
VMware Cloud Director 5% APl Mgk .

TG ITIRA, 12 WA VMware Cloud Director B HEFAT TR GURIRCR s

1

VMware, Inc.

ERTTEE, RO EE T H 24 VMware Cloud Director #EFE . MHHEIM SR och, 2700 F

AN
A

/opt/vmware/vcloud-director/bin/cell-management-tool -u <sysadmin user> cell --shutdown

KPR FE VM,

BHL UL BB EEMEANNEIC, UG ERITNRBCIRE, BT poe IR Seffis
ITIRG N E R

N BB 32 BTN BR T, FHAERS APl Unregister J57%, M repmagr =y m] FIPEEEREH
TR A S 4 % . 155 VMware Cloud Director #4545 API SCHY,

FHHH ISR R 42525 N VMware Cloud Director I 541215 .

a DISHER 90553 Service Provider Admin Portal,

b MIESSHEIR ~, SREaEIR,

c fEAANHEARA, HihE=EBIT.

o IBivt e == | EyH) L= TORP /N [ = 5 3 L'0 = b oy o8

QARTEE Y HH IR ) 32 1 1P HEHE RN AL, iR B ) F ks E S, sl i
vSphere Client 5 H % .

R 24 T . PRI DLFFLS VMware Cloud Director #2525k i [T VMware OVF Tool 5%
VMware Cloud Director &7 . SIS XS, RS TIRMIAIUN Healthy,

NG HE R e ) = B TCANE AT BT, (i 26 APl Failover Jy iRt VIt e ol
Automatice 12 M VMware Cloud Director i%4%% APl A%,

(i

WHRAEIR N 2 BE T VMware Cloud Director #:4% FIPS 155X, NLAZfdi [T] VMware Cloud
Director %% AP W TE X E .

FATT FIPS B2 Hahid)i
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NS RMEERPRERRTHERRE
IR A T RE BT, AT DU B A TR TC e

RHE P —AE BRI T “Not reachable” BR “Failed” ARZS, WIRIPLHSZEM A T, TAGER R
JOHIRAS, 155 WS VMware Cloud Director £ tEREE L TR IS b Hai

HISE TR 8 AT, AT AGE P T A o RS 28 HIER Ty 1P BRI AL

1

aninrge, AR TEEE T HoEH] VMware Cloud Director JEHFE ., MWHBRBR 25 H B oTH, 124704

i
/opt/vmware/vcloud-director/bin/cell-management-tool -u <admin username> cell --shutdown

KB 2 H VM

MR 28 R T AN T BT, i 7% API Unregister J1EM repmar & i SRR
TR R LA S 1044 P IC . 155 I VMware Cloud Director %55 API SO,

i Ff] Service Provider Admin Portal )\ VMware Cloud Director JIR 25 #5221 H e 5 1) 64 FH 4k
%o

a MBI~ SRR,

b AR, REREIT.

c  VEEHRREIIT, AR EBEEET .

QSR T T B 1R 28 P BT 1P b lERT DNS 240K, A Zf O H B 110 28 TR T RS IR A
R MER o

R T 2% . ATLAFF 45 VMware Cloud Director 14453558 544 [T] VMware OVF Tool 32
VMware Cloud Director %%,

PREET e I e . SRRFa  TIRDUAATN Healthy.

TR S DI R B Automatic, THMHBLMBERES H PR TCUAINIAEAT BT, %S API
Failover Jjik. 12 VMware Cloud Director %55 APl XX#Y.

5 s R TR E L, 1755 M VMware Cloud Director #8£% A Sl U

WAL 2 AT R T VMware Cloud Director #£% FIPS fi3t, 47l il VMware Cloud
Director i##% API A H G THUHA E

AT FIPS #:02 H ahik) o

BUHEMBEES RSP HISENER TS &R AT

G P PR SR R A R I S B, TLA{EH] VMware Cloud Director API AT
MBSO A, AR LR ARt o tH A — B R R EIR S A

AL T VMware Cloud Director AP [U1E4H{E L, 152 VMware Cloud Director #££5 AP SCRSHH)
UNREGISTER API /57, MHE: https://developer.vmware.com/,
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AR

w  FNEEROEE T S THEREIRAS, TR AR, A IGXECRITTIIRASDA K 28 T e i i
TEHARREE ., 155 WA E VMware Cloud Director # & iz TR RIS b

w WUREBOHENT A L iR B 32 S A TR SRS B TR 22 I R, IFHRTHT
M e
S

o ERERARGE AL Rl Tar S IR A S B IR R

DELETE https://<Active Node FQDN>:5480/api/1.0.0/nodes/<Inactive Node Name>

S 3, V Al I=E
3% TR R HERR
a1k VMware Cloud Director el ek ik sz T E S, WA DAKS A7 1568 H S DA e RIS I
Ao
VMware FAR 7 150 5 S AEACEE S Frf ok i BRI A2 5 2o R DU vmware-ved-support AL
ML H EE EH VMware Cloud Director Hitio 24Uk 5E VMware Cloud Director 125 B EE4H
55, 120 https://kb.vmware.com/s/article/1026312, 1517 vmware-vcd-support JHARKS, Hiw
Ae O e MR Bk T IR FATL) S E. 152 https://kb.vmware.com/s/
article/71349,
¥2Z VMware Cloud Director iZ& I B &34
## VMware Cloud Director &5/, HIVMGAT Bk 515 H EAEGEE H E S S A s e fiEd
iz
1 DL root Sy Eiikidnk SSH & a2 VMware Cloud Director #8515 5 6
2 El /opt/vmware/var/log.
3 KBdH G,

m  firstboot XIS EEEH RS HE I RGE B

m  /opt/vmware/var/log/ved/ HRH S SEHIFHAT (repmar) T R B FEHid DAL
B RO H

m  /opt/vmware/var/log/vcd/pg/ HREEEMRN RS LIESDAIHE,

B /opt/vmware/etc/vami/ovfEnv.xml YIS HEEE OVF 244,
B & EZEF VMware Cloud Director BT TixB 5N
R IHES T VMware Cloud Director %45, {H VMware Cloud Director JIR% 1 fe ik 5,

ia) 7R
vmware-vcd H&%ﬁl&%%ﬁ%ﬁﬁﬁcjﬁﬁﬁjﬂkﬁo
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RE

QFEE T o, TR NFS L mliR 55 /74%, VMware Cloud Director IR 35 nIRETCIE I
B, BE BB 2N, LIRS F AT responses . .properties XffEk appliance-
nodes H3,

QRIS T 25 ek veD NIRRT T, ) VMware Cloud Director R4S A fe2s i T- NFS dhs2 L 7 fik
/D responses.properties XML RS, HE & ek veD NIRRT &S 20T, HEEmIkS
IS responses . properties XA,

E AR ECE SRR H s DI, MIFEECE A AN MU, SRS AP R SR

YIS A “Automatic” o &M VMware Cloud Director 1445 AP, 7 R BRI MR ) HuR =

N “Manual” o WIEREERE S22 RO IR A —3 ISR DI ) “Indeterminate” o
“Indeterminate” FITUAIHES FEOX N S5 SR H T oTh T S Z IS A3, EaEhEH

WS, 155 A G VMware Cloud Director 18 25 tE i a TR A S B =8

fRRFT R

1 VL root Sy i ikimnk SSH & a2 VMware Cloud Director #8515 o

2 & /opt/vmware/var/log/ved/setupved.log HHETRA T NFS fFAEI0AS AT .

3 HATIRASEIUAERS NFS 1716

4 TPEERIT,.

EVEEEEERE NFS BiFkMEIRE

GIRTERIEE VMware Cloud Director s ic B IR L S AAAEISTE AL, SRR -4 o a] 8 4 nlit
(NP SIEIS

i) 2

1t VMware Cloud Director #&## ila], M 72 n—200 T NFS HE i ii B,
RE

WERIERAT VMware Cloud Director HEgfE4mIRIT w70, MIFRE A NFS BoubR 8,
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LA ES

FiA
10.2

10.2

10.2

10.2

10.2

10.2

VMware, Inc.

iR
UID N 999 WIRIMAFIA /opt/

vmware/vcloud-director/data/
transfer/xyz; NAN 1003 (/opt/
vmware/vcloud-director/data/
transfer/xyz is owned by an
unknown user with UID 999;
expected 1003)

GID A 999 HIARFMI WA /opt/
vmware/vcloud-director/data/
transfer/xyz; NN 1002 (/opt/
vmware/vcloud-director/data/
transfer/xyz is owned by an
unknown user with UID 999;
expected 1002)

TE AR A% i b ST

to touch file on

(Unable

transfershare)

£ /usr/bin/mount -t nfs
10.150.170.3:/data/

transfer /opt/vmware/vcloud-
director/data/nfs-test HilaliEZ
A BRI 5 B
encountered during /usr/bin/
mount -t nfs 10.150.170.3:/

data/transfer /opt/vmware/

(Timeout

vcloud-director/data/nfs-test.

Duration: 5 seconds)

fE /usr/bin/mount -t nfs
10.150.170.3:/data/

transfer /opt/vmware/vcloud-
director/data/nfs-test JHAEF]
N
during /usr/bin/mount -t nfs
10.150.170.3:/data/

transfer /opt/vmware/vcloud-
director/data/nfs-test)

(Error encountered

ML H A . /opt /vmware/
vcloud-director/data/transfer
(Transfer share directory does
not exist: /opt/vmware/vcloud-

director/data/transfer)

B

Il NFS R55%5 F veloud H PO
ID Al . NFS R #5F1#% Fi veloud
P ID LA AR O

AE NFS JIlRg5#% | veloud H PRI ID
BlE . NFS RS REAIESS 11 veloud [T
JID R AR E

T R TR NFS L 3T
BN . BT BSNNERA, 17
ST Linux PR NFS 3

Fo

WiE IR TCIEAE 5 MR E NFS
RPN . S ICTE MR
NFS L5, 2t At Linux 1H5E
ML THEEL ., B, EYIEE NFS Jhs
1 NFS IR 55 w5 S H 30

T B A o R NFS IR
Al BRSO NFS L, i
SR P Linux HHEEH LRI THES . =k
&, IR NFS JEZ1 NFS % S
.

et FUR U A . BIZ A
Ko
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%N

10.2

10.2

10.2

10.2

10.2 M AR

10.2 M AR

10.2 M EshicAR

VMware, Inc.

iR
PAT LU R HRAERI X SO/ opt /vmware/

vcloud-director/data/
transfer/xyz MIRPRAAETEIAIR -
touch xyz. M AN: root. roots
644, ¥}, F|: root. root. 600
(Unexpected permissions on
file /opt/vmware/vcloud-
director/data/transfer/xyz
while performing operation:
root root
600)

touch xyz.
644.

Expected:

Found: root, root,

NFS ARSI b S g N B A RS .
WZA: 3 28 12 &

PAT DL N AR XS SC/F /opt /vmware/
vcloud-director/data/
transfer/xyz IBBRAAETUPIAE :
chmod xyz. NN: root. root.
750, #F|: root. root. 600
(Unexpected permissions on
file /opt/vmware/vcloud-
director/data/transfer/xyz
while performing operation:
root root
700)

chmod xyz.
750.

Expected:

Found: root, root,

PAT LU RHRAER X SCfF /opt /vmware/
vcloud-director/data/
transfer/xyz MIBFRAAETHIAIR -
chown xyz. MN: root. roots
750, $F]: root. root. 600
(Unexpected permissions on
file /opt/vmware/vcloud-
director/data/transfer/xyz
while performing operation:
root root
700)

chmod xyz.
750.

Expected:

Found: root, root,

BRI .
nfsValidate nfs mount string
(Invalid or missing command
nfsValidate

arguments. usage:

nfs mount string)

nfs_mount FHFHAT

nfs mount

(Empty

string)

nfs mount TR
nfs mount string argument
(Invalid nfs mount string:

nfs mount string argument)

£ 303

£ NFS Hit s FTHE SRIFIR 0E
SRR AR T BUIE 5
LS PN R N 1

Il NFS 55 2 R s LA a3
QA NFS il g5arek g I A
i, S EHONAEN, T N IE
6], FEBEREEH NTP TR

£ NFS fefidt s ESTHRE BRI
SCAFATA A L B AR PO E )5
S AN R o 17

£ NFS Fit s BT HE SRIFIR e
SRR AR T BUIE 5
ES PSR 1 7

TCIEMRAT JSON R IE . R AT
19 JSON 153K IEL .

NFS 3 P RAP AT R IE S, i
Bt NFS #3728,

F NFS H3 7 T SO A R8s =
IP_address.path
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A
10.2 M U

10.2 M oA

10.2 MM RoR

10.2 M U

10.2 M HT A

10.2 MHEhRAR

10.2 M oA

10.2 M oA

VMware, Inc.

iR

FRITRATCRL
(Invalid cell type:

cell type string

cell type string)

AR R G R 5k
(Prerequisite OS configuration

was not completed)

Cloud Director W& RAIFE LK
(Cloud Director appliance
system setup already

complete) .

10.150.170.3:/data/transfer/
cells HFOAMME. TREAERBHRIL
H3 (The 10.150.170.3:/data/
transfer/cells directory
already exists. The primary
appliance requires that this

be removed)

10.150.170.3:/data/transfer/
appliance-nodes HFEOAFE. F&
HHORBERIL A (The
10.150.170.3:/data/transfer/
cells directory already
exists. The primary appliance
requires that this be

removed) o

responses.properties XfFCAFLE
TA I b BRR TR RILH %
(The 10.150.170.3:/data/
transfer/cells directory
already exists. The primary
appliance requires that this

be removed) o

TEAR LS AR AE
responses.properties XfF. BN
ZOAFE T AR e e
(responses.properties file
does not exist on transfer
share. This should already
exist on a standby or cell
appliance)s

FEBEAT R BEIN LRIEAT
nfsValidate (nfsValidate can

not be run while system setup

is in progress)s

£ 303

Eﬁfij‘i}wiz‘ﬁﬂljj primary. standby ﬁ
cells AR OVF AT FidfTA]
1, R i .

W HERD Jopt /vmware/
appliance/etc/os-

configuration-completed X}, &

AR AR S

{Eeee FAE) /opt /vmware/
appliance/etc/vecd-

configuration-completed X, =
FRBE s ek, B HaT TR,

T EA A AR, WRSAT
NFS k5558 I, ik Hisis,

T EAHEAME R EE SR T
NFS 5588 b, i L msis,

Eil A
responses.properties Xff, Wb
T HE

Mk oeiess I, WAFIE
responses.properties X, Fi&
AR AEL S . (EACE I T T,
DAY WL e

TR E TN, REaHEliEtT
nfsValidate,
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A
10.2 M U

10.2.1

10.2.1

10.2.1

10.2.1

10.2.1

10.2.1

VMware, Inc.

iR
Tk a2 im e H S AE N . /opt/

vmware/vcloud-director/data/
nfs-test (Unable to create tmp
directory for use by this

script:

director/data/nfs-test)

/opt/vmware/vcloud-

IR NEs SR EAIESC.
AIREA RIS X ARG TS NES
VARG R, EERIEE
no_root_squash (Unable to
create file on provided NFS
share. It may not be
writeable. This may be due to
the exported NFS filesystem
being read-only or

no root squash was not

specified)

TSR AL A L 52 o0 SO AT
chmod (Unable to chmod file on

provided transfershare)

ToIRAE S BRIt 5 b X ST

chown (Unable to chown file on

provided transfershare)

AEEER )38 B

encountered during mount)

(Timeout

TEFEER B 2 E5 5 (Error

encountered during mount)

PEft NFS JEEH UID N 123 [k
HHE A BN root M
(Provided NFS share is owned
by an unknown user with UID
123; expected root) #&HLH NFS
HTEH GID M 456 [RMAMA: B
N root HIF (Provided NFS
share is owned by an unknown
group with GID 456; expected

root)

£ 303

BUESCAT AR G LA RE O T Bl
MG o

IS B

TE RS TR NFS L5 |3k T
HNIIIA o BEHAAS RS NAIBEAL,
Sl A, Linux S5 NFS 3T

o

WA IO E R NFS L |
FISCRE R GRS G DA BRI A o 2240
H—A Linux HEHEER NFS
=,

A TR T L NFS s |-
ISR ARG G BRI o 223l
FHA—A Linux THEN LR NFS 6=,

W IR TCIAE 5 FPPuHaiae NFS
/\¥FI’JJ—IO BRIt W S R E Y
NFS L=, 2t A Linux TH5
ML THR ., sk, 96 IEE NFS L=
1) NFS 85+ 5 s

Tt RS oL HEEE NFS Ry
Ij:lo BRSSO NFS JE=, 15

S A, Linux THENIH THRERL, Bk
F, ISR NFS L) NFS IRt S
HE,

e /e NFS Mtk P TiReiRlen
TS FT A 2 0/ s 5 P it
A, SRE IR AL,
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IR

RN NEs LA RN
/SR NoN: root:root, BN
750, $F|: root:root, BAN 777
(Unexpected ownership and/or
permissions on provided NFS
share. Expected: root:root
750.

root:root with mode 777)

with mode: Found:

NFS 55 @it o 5 s e A F . i
Zf: 1:55:14.603510 (NFS
server clock is out of sync
with respect to the appliance
clock. Time difference is:

1:55:14.603510)

Hee

WETE NFS = I THEE e
JE A A RIS el A 1
FHEARFS IR A . S E ),

U6k NFS RS RIS AR
QI NFS IR S5 arak g 1A A

B, B AR, TRV IE R
], FERPEE R NTP TR,

T IEEE] VMware Cloud Director &, EFfBcE VMware Cloud
Director BR& KK

T 5] VMware Cloud Director 451, 1217 configure iyl RES LI,

i) &

¥ VMware Cloud Director iE#ukif i %)% VMware Cloud Director & M5 #EHT,
conflgure A AR R N Er T P AL . VMware Cloud Director IlR55. Conflgure > ]
W, I RPN A
W : java.security.cert.CertPathvalidatorException:
(sun.security.validator.ValidatorException:

java.security.cert.CertPathValidatorException:

sun.security.validator.ValidatorException:

B AR

PKIX path validation failed:

TEIslT
ek
PKIX MRIGIER

signature check failed)” .

BRTE
1 BRI L, BT a4
sed -i '/vcd ova.crt/ s/$/ --force /' /opt/vmware/appliance/bin/appliance-sync.sh

2 HfF 108, RETEENEIT configure fipds

VMware Cloud Director iZ& & BT AT E LX)

VMware Cloud Director #E5 i[RI lAEE i 2L Hn i il

P[]

i) 3

VMware Cloud Director #2545 HE Ul o REEHHE TR W 5 DEGRADED,

unreachable,

VMware, Inc.

dnsRes Y AL

AR, AU E R
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/nodes APl &Pl F{Z8.: localClusterHealth 5 DEGRADED, /A status A unreachable,

nodeHealth SN UNHEALTHY,

140, /nodes API RIRESIRIFIDAT 17 515 B,

"localClusterFailover": "MANUAL",
"localClusterHealth": "DEGRADED",
"localClusterState": [
{
"connectionString": "host=primary host IP user=repmgr dbname=repmgr

connect_ timeout=2",
"failover": {
"details": "failover = manual",
"mode": "MANUAL",
"repmgrd": {

"details": "On node primary node ID (primary host name) :

applicable",
"status": "NOT APPLICABLE"

}’

"id": primary node ID,

"location": "default",
"name": "primary host name",
"nodeHealth": "HEALTHY",
"nodeRole": "PRIMARY",
"role": "primary",
"status": "* running",
"upstream": ""

by

{

"connectionString": "host=unreachable standby host IP user=repmgr dbname=repmgr

connect_ timeout=2",

"failover": {

"details": "failover state unknown - unable to ssh to failed or unreachable

node",
"mode": "UNKNOWN",
"repmgrd": {

"details": "On node unreachable standby node ID

(unreachable standby host name): repmgrd = n/a",
"status": "UNKNOWN"

b

"id": unreachable standby node ID,
"location": "default",

"name": "unreachable standby host name",
"nodeHealth": "UNHEALTHY",

"nodeRole": "STANDBY",

"role": "standby",

"status": "? unreachable",

"upstream": "primary host name"

"connectionString": "host=running standby host IP user=repmgr dbname=repmgr

connect_ timeout=2",

VMware, Inc.
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"failover": {
"details": "failover = manual",
"mode": "MANUAL",

"repmgrd": {
"details": "On node running standby node ID (running standby host IP):
repmgrd = not applicable",
"status": "NOT APPLICABLE"

b

"id": running standby node ID,
"location": "default",

"name": "running standby host name",
"nodeHealth": "HEALTHY",

"nodeRole": "STANDBY",

"role": "standby",

"status": "running",

"upstream": "primary host name"

1,
"warnings": [
"unable to connect to node \"unreachable standby host name\" (ID:
unreachable standby node ID)",
"node \"unreachable standby host name\" (ID: unreachable standby node ID) is
registered as an active standby but is unreachable"

]

RE

RSB, PostgreSQL FdE A TS 2 H 0 3% (WAL, 717 AWl WAL i AL 2
TEEhE T A, DM TR AR %ﬁﬁm SIERAKCE] WAL fEa ﬁwio AR Y ek
], s B0 WAL, I LG gk s o i £ o

fRIRTFTER

o BUERETI IR Y SRR UE S BB T,

o BRI RIS R R IEH A,

o BB FTRERLIE A5 Y S HA Y SRl AE R SSH [l

o BUFEHIT MBI vpostgres IRSS TS IEAEIET T,

RESR

TRUEEATAERIZREL SSH 8L 152 IS 25 Bl e v o] FIVERF SR AUIEREIRES .

VMware, Inc. 13
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VMware Cloud Director iZ & & AT TR A EERS

VMware Cloud Director #4155 2 [RIRIFRE AL i dil . ansi e T i AR s AR A, LA Zf
JER AL H- A T

e &

VMware Cloud Director K& HE Ul BortEfEa TR A DEGRADED, HH— A2 1025 HI 0 s ok
BONIELEIZAT, HAFF S0 By s AW A — NS (1)

PostgreSQL H & i s 5B 7 WAL 70 B

2020-10-08 04:10:50.064 UTC [13390] LOG: started streaming WAL from primary at 21/80000000
on timeline 17

2020-10-08 04:10:50.064 UTC [13390] FATAL: could not receive data from WAL stream: ERROR:
requested WAL segment 000000110000002100000080 has already been removed

2020-10-08 04:10:55.047 UTC [13432] LOG: started streaming WAL from primary at 21/80000000
on timeline 17

2020-10-08 04:10:55.047 UTC [13432] FATAL: could not receive data from WAL stream: ERROR:
requested WAL segment 000000110000002100000080 has already been removed

/nodes APIIRAIPL F{EE: localClusterHealth 7'3 DEGRADED, 1/A[K status N running,
nodeHealth & HEALTHY, E%ﬁﬁm,mﬁ’ji{ﬁ AR — M-S (1), /nodes APl 23R [A]—4%
FeH s I R B L R

B0, /nodes API AJfESSIR MDA A E H.

"localClusterFailover": "MANUAL",
"localClusterHealth": "DEGRADED",
"localClusterState": [
{
"connectionString": "host=primary host IP user=repmgr dbname=repmgr

connect timeout=2",
"failover": {
"details": "failover = manual",
"mode": "MANUAL",
"repmgrd": {
"details": "On node primary node ID (primary host name): repmgrd = not
applicable",
"status": "NOT APPLICABLE"

b

"id": primary node ID,
"location": "default",
"name": "primary host name",
"nodeHealth": "HEALTHY",
"nodeRole": "PRIMARY",
"role": "primary",

"status": "* running",

"upstream":

"connectionString": "host=unattached standby host IP user=repmgr dbname=repmgr

VMware, Inc. 14
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connect_ timeout=2",

"failover": {
"details": "failover = manual",
"mode": "MANUAL",

"repmgrd": {
"details": "On node unattached standby node ID
(unattached standby host name): repmgrd = not applicable",
"status": "NOT APPLICABLE"

by

"id": unattached standby node ID,
"location": "default",

"name": "unattached standby host name",
"nodeHealth": "HEALTHY",

"nodeRole": "STANDBY",

"role": "standby",

"status": "running",

"upstream": "! upstream host name"

"connectionString": "host=running standby host IP user=repmgr dbname=repmgr

connect timeout=2",

"failover": {
"details": "failover = manual",
"mode": "MANUAL",

"repmgrd": {
"details": "On node running standby node ID (running standby host name) :
repmgrd = not applicable",
"status": "NOT APPLICABLE"

}l

"id": running standby node ID,

"location": "default",

"name": "running standby host name",
"nodeHealth": "HEALTHY",

"nodeRole": "STANDBY",

"role": "standby",

"status": "running",

"upstream": "upstream host name"

1,
"warnings": [
"node \"unattached standby host name\" (ID: unattached standby node ID) is not
attached to its upstream node \"upstream host name\" (ID: upstream node id)"

]

GRS T AR BRI AURR BRI e b o AR AL T AR RS TIN Td , AEALEE
KA B A RESER AL WAL ICRIN AT RESE R, HRBUCEREE
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RE

RSN, PostgreSQL il e TS 2 H ek (WAL) e 71 S AR WAL Ji A& 21
Al T, DA TR BRI o 2 FITY e E] WAL f:ﬁ l_ﬁkfi JnoRees Y A ORIE
PR, WPRHE E Rl WAL, I HICIEAFE g s i T s =

RRFE
1 BRI A,

2 HUMTEMAOERR 8 T R

RESR

e DWW e ST Rl LB (=
SBBITIRRIERTFHE SSH [a&

FHAEIEZE HA BLE 1) VMware Cloud Director #5551, postgres [T okl SSH 1425 H

]

i 7R

BOREZET 55 2 [AlAAAE SSH Ry, VMware Cloud Director 25 localClusterHealth iR
SSH_PROBLEM, MZUSHREE ™ F AL,

"I PUE ] VMware Cloud Director # 255 P VR I AT S localClusterHealth, tWAIPAIATT /nodes
VMware Cloud Director #%% API JHT# & . 12 VMware Cloud Director 455 API SCAY,

TEAFAE SSH [T SN 5 _E181T /nodes AP, /nodes APl £RMIDL T E B
localClusterHealth S SSH PROBLEM, localClusterFailover Jij INDETERMINATE, #&Bﬁwiﬁ@ﬁﬁ
“}) INDETERMINATE 2, 151T /nodes API {75 S JCikifint SSH 88 HoW 2545 15 > — . f74F SSH
[P S RS IE SO " failover™ fitHEY ) "details” Fi x: ssh failed.command: ssh
unreachable standby host IP /usr/bin/grep failover=manual /opt/vmware/

vpostgres/10/etc/repmgr.conf.

B, A 7 A7 AE SSH A, WiE1T GET https://primary host IP:5480/api/1.0.0/nodes
HTJ" /nodes API T%\E{T{\ I_”//L‘F,flil Jlanye]

"localClusterFailover": "INDETERMINATE",
"localClusterHealth": "SSH PROBLEM",
"localClusterState": [
{
"connectionString": "host=primary host IP user=repmgr dbname=repmgr

connect timeout=2",
"failover": {
"details": "failover = manual",
"mode": "MANUAL",
"repmgrd": {
"details": "On node primary node ID (primary host name): repmgrd = not
applicable",
"status": "NOT APPLICABLE"

VMware, Inc. 16
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by

"id": primary node ID,
"location": "default",
"name": "primary host name",
"nodeHealth": "HEALTHY",
"nodeRole": "PRIMARY",
"role": "primary",

"status": "* running",

"upstream" Pl

"connectionString": "host=running standby host IP user=repmgr dbname=repmgr

connect_ timeout=2",
"failover": {
"details": "failover = manual",
"mode": "MANUAL",
"repmgrd": {

"details": "On node running standby node ID (running standby host name) :

repmgrd = not applicable",
"status": "NOT APPLICABLE"

by

"id": running standby node ID,
"location": "default",

"name": "running standby host name",
"nodeHealth": "HEALTHY",

"nodeRole": "STANDBY",

"role": "standby",

"status": "running",

"upstream": "primary host name"

"connectionString": "host=unreachable standby host IP user=repmgr dbname=repmgr

connect timeout=2",

"failover": {

"details": "ssh failed. command: ssh unreachable standby host IP /usr/bin/

grep failover=manual /opt/vmware/vpostgres/10/etc/repmgr.conf",
"mode": "UNKNOWN",
"repmgrd": {

"details": "On node unreachable standby node ID

(unreachable standby host name): repmgrd = not running",
"status": "NOT RUNNING"

b
"id": unreachable standby node ID,

"location": "default",

"name": "unreachable standby host name",
"nodeHealth": "HEALTHY",

"nodeRole": "STANDBY",

"role": "standby",

"status": "running",

"upstream": "primary host name"

VMware, Inc.
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] ’
"warnings": []

WRIZ1T GET https:// unreachable standby host IP:5480/api/1.0.0/nodes, T EANZET,

localClusterFailover fll localClusterState {5 AES AL, /nodes APl £ RAIEEIM B, FHH
unreachable_standby _host_name JCiF5 e 5] Ho 2y 5,

B0, /nodes APl FIfig2xik AP & B

"localClusterFailover": "MANUAL",
"localClusterHealth": "SSH PROBLEM",
"localClusterState": [
{
"connectionString": "host=primary host IP user=repmgr dbname=repmgr
connect timeout=2",
"failover": {
"details": "ssh failed. command: ssh primary host IP /usr/bin/grep
failover=manual /opt/vmware/vpostgres/10/etc/repmgr.conf",
"mode": "UNKNOWN",
"repmgrd": {
"details": "On node primary node ID (primary host name): repmgrd = n/a",
"status": "UNKNOWN"

Hy

"id": primary node ID,
"location": "default",
"name": "primary host name",
"nodeHealth": "UNHEALTHY",
"nodeRole": "PRIMARY",
"role": "primary",

"status": "? running",

"upstream": ""

"connectionString": "host=running standby host IP user=repmgr dbname=repmgr
connect timeout=2",

"failover": {
"details": "ssh failed. command: ssh running standby host IP /usr/bin/grep
failover=manual /opt/vmware/vpostgres/10/etc/repmgr.conf",
"mode": "UNKNOWN",
"repmgrd": {
"details": "On node running standby node ID (running standby host name) :
repmgrd = n/a",

"status": "UNKNOWN"

}l

"id": running standby node ID,

"location": "default",

"name": "running standby host name",
"nodeHealth": "UNHEALTHY",
"nodeRole": "STANDBY",
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"role": "standby",
"status": "? running",

"upstream": "primary host name"

"connectionString": "host=unreachable standby host IP user=repmgr dbname=repmgr

connect_ timeout=2",

"failover": {
"details": "failover = manual",
"mode": "MANUAL",

"repmgrd": {
"details": "On node unreachable standby node ID
(unreachable standby host name): repmgrd = not applicable",
"status": "NOT APPLICABLE"

b

"id": unreachable standby node ID,
"location": "default",

"name": "unreachable standby host name",
"nodeHealth": "HEALTHY",

"nodeRole": "STANDBY",

"role": "standby",

"status": "running",

"upstream": "? primary host name"

1,

"warnings": [
"unable to connect to node \"primary host name\" (ID: primary node ID)",
"unable to connect to node \"running standby host name\" (ID:

running standby node ID)",

"unable to connect to node \"unreachable standby host name\" (ID:
unreachable standby node ID)'s upstream node \"primary host name\" (ID: primary node ID)",
"unable to determine if node \"unreachable standby host name\" (ID:
unreachable standby node ID) is attached to its upstream node \"primary host name\" (ID:

primary node ID)"
]

RE

VMware Cloud Dlrector ¥ postgres JTI 1) SSH UFB1EfE(E NFS S ABhiR S 2e 47t o Fr i)

I AN RE S U AL AL IR S A A . R B SRS BT (B postgres HI /1 SSH k1)
Z@Eﬁﬂﬂjjgﬁﬂ),wawmﬁﬁtmLJJ%mSSHgfj1&£ﬁéglthfﬁ?“ VMware Cloud
Director e MALEA M IDEEA AL HA B IEH BT,

BRI R
1 WE T A R RO IR R 52 WS & A5 26 = v] I PER SR RR A
2 =TS, Wl appliance-sync.timer AR 5 e IEAEATAE SSH [RBT f FisdT s

systemctl status appliance-sync.timer
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Bign, iz P REIR ]

* appliance-sync.timer - Periodic check and sync of needed files for Cloud Appliance
functionality

Loaded: loaded (/lib/systemd/system/appliance-sync.timer; enabled; vendor preset:
enabled)

Active: active (waiting) since Sat 2020-09-05 23:22:49 UTC; 1 months 9 days ago

Warning: Journal has been rotated since unit was started. Log output is incomplete or

unavailable.

3 MR appliance-sync.timer IRFSMVRENIE Active, 1Ha{TA Fand, T EohiZzikss .

systemctl start appliance-sync.timer
4 K290 #b, SREHER VMware Cloud Director &5 Ul BiFtE R E TR IS 75 HEALTHY 551
Hl /nodes API #E1TUIE
& A HEXE3T VMware Cloud Director BHA&4MEFF 1 TEUFEHERR
ML N T VMware Cloud Director #85H), RIDMS T H G S A S A7 S AL
iB) &%
WER vamicli fy&RIEIEEGE, WA DAGE ] H SOt A i tE s

fRRFTR
1 DL root S HifEEm s SSH %5 %] VMware Cloud Director #5594

2 TDJ"HIL%'J*H}\_\‘ Fl/j D JL»I{L-FO

m QR vamicli update --check Z, WISfi%] /opt /vmware/var/log/vami/

vami.log,

QI vamicli update --install latest Zli, WI'SHi®E] /opt/vmware/var/log/

vami/updatecli.log,

3 Tﬁg /L;\I’fq:

2 VMware Cloud Director E £ 5§

¥2x VMware Cloud Director & #HY, 1217 vamicli update --check fn& HRES I,

i)

FHE#MEF N H T VMware Cloud Director &£ e, 75350217 vamicli update --check fp
AR I M. vamicli update --check fr& A ABSAMOF B RFEUIHE: R TFEE R H
o TEECREMIMLNRE (Failure: Error downloading manifest. Please contact your

vendor) .
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S|

ST H SRR A B
fRIRTTER

1 BHIERRERRIEST vamicli 4,

vamicli update --repo file:/root/local-update-repo

2 s TS A .

vamicli update --check

Z 3£ VMware Cloud Director i Fi & ZH ki

«I% BT 45T VMware Cloud Director %81, 1217 vamicli update --install latest fiy

FHEMERF N HIF VMware Cloud Director s #e, 455 8921T vamicli update --install
latest & DA O] FEAMER . vamicli update --install latest mya M BESICMIT T
IREERIE R R BT SR 4 (Failure: Error while running package

installation)

&
NFS JR5saecikinnn, SHBZHR.
fRRFTR

1 BuFHE#EA] /opt/vmware/vecloud-director/data/transfer [ NFS IRESEEES Al 3510,

2 W TR Mg DA R] TR MY

vamicli update --install latest
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£ Linux E&%&. ARMEE
VMware Cloud Director

BRI DB A — Nk Z ) Linux IR55 5 22348 VMware Cloud Director # 4k 2% VMware Cloud
Director #£51— ek 249255k 617 VMware Cloud Director IS5 784, AL 2e3Ed FErh P THRIIG
VMware Cloud Director it ¥, {UfF a2 RIS e .

& T T Linux [ VMware Cloud Director B35 4NE R, 1 VMware Cloud Director #5858 Tk
A PostgreSQL k4,

B VMware Cloud Director k%5 #541)5, F VMware Cloud Director %% 5 vSphere ALK
WHF LR 7R, VMware Cloud Director HJDL{#i[T] NSX Data Center for vSphere. NSX-T Data Center
ol [N T

T4 VMware Cloud Director 236, 7 VMware Cloud Director BRI R, AREAIRSS
2 HURPER vSphere 2 IIIEIA 9 A A,

B Linux IO VMware Cloud Director 2235 #£%] VMware Cloud Director #E518, A DL HT
VMware Cloud Director B FFHR L AT 2 2525 Hh IR N U8 4:

AREEDHE TUA N 38

w FE

m fERS4eEE VMware Cloud Director

m fF Linux F%%5 VMware Cloud Director
m Z2R VMware Cloud Director 2 )&

m  7F Linux FJ2% VMware Cloud Director

m 7% VMware Cloud Director 2 J&

=Rl

vSphere 1]}y VMware Cloud Director Sefifefif . THRAMILZE A in . AL, 1% BRI A
i) vSphere fll VMware Cloud Director &, FEHLEI T SC R 2 0AdE .

RSO TY 2%, H AR A a5 SRR SRR B DA T RS AT
(BIPZ (i =t

s HEEEE AR RIEAS vCenter Server 24451 —/ VMware Cloud Director Mt
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WA B R VMware Cloud Director Linux IR 5548 % /i it ( VMware Cloud Director K471
B gt A A A PO AR K

m IRHRIEE Linux 2235 VMware Cloud Director, 154 /84F Linux |5 VMware Cloud Director
Fid B AN PostgreSQL il e ARl B VMware Cloud Director i/ .

HEZ LI VMware Cloud Director
7 Linux IR 7% 208 VMware Cloud Director Z |, AAIAERSEFERS

Z£ Linux 24 VMware Cloud Director &t E4MEB PostgreSQL #1EE

VMware Cloud Director Bycff & kAL =45 .. 7E Linux _|2¢% VMware Cloud Director
T, AIZCSERNC T PostgreSQL KR S51) 161 VMware Cloud Director B2 T Pk /1.

B PostgreSQL £idliF 5 VMware Cloud Director —#tffi [T, PostgreSQL Fodi ) B8 4 e 1ohc i 2
Ko

AN A £ TEOR A2, DLt VMware Cloud Director {ii/f]. VMware Cloud Director ik 5
HAATT VMware P25t = 5o 7 208

VMware Cloud Director i) SSL %425 PostgreSQL $uE . 75 TS5 10 4 RIS I e 1 e
WA A E VMware Cloud Director ilig5#s4lim, RILAfE PostgreSQL #idia % )] SSL. 155 W G
A S5l E S 2 RESND PostgreSQL K e I T HAth R ¥ o

# HA Linux EY VMware Cloud Director A i /N4 E . VMware Cloud Director #eei i 1k
A PostgreSQL Huk %,

ARG

5% 3 F51) VMware Cloud Director 5iRIZEIfS E, w2 M VMware 45 HHEEMESI#

DI PostgreSQL s, HIARIEAE .

TR

1 FEESOEERS .

HA716 GB {7, 100 GB {#fif#l 4 /> CPU IEEZE IRk 55w 18 H1- #7891 VMware Cloud Director
RS54,

2 FERARENRS R B SRR PostgreSQL E A ThRG

m  KRFER SERVER ENCODING {HAAUN UTF-8, IMAETE 2R E e, H IR S8R E Ik S5 #s
BER G RS AHPC AL

»  fififf] PostgreSQL initdb a4 Lc cOLLATE Fl Lc cTYPE FUHKTF N en US.UTF-8, I

initdb --locale=en_ US.UTF-8
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3 OIEEAREH
DU 2B H 7 velouds

create user vcloud;

4 QUEEREID], FHOUHAEE M.
IR Mk R 440 veloud IIESHREET e W EdR e A7

create database vcloud owner vcloud;

5 CEBEUEESM AR AT R
DU 44K veloudpass A BURE AT & velouds

alter user vcloud password 'vcloudpass';

6 EURET R B
LA N2 1ogin BB R EURENTA# veloud,

alter role vcloud with login;

RESR

@] VMware Cloud Director Ilk55#541)5, 1 LUK PostgreSQL i ZEfd B i3k L VMware Cloud
Director MyuE. SSL 4%, FH MR ARG SR B RE . 155 W AN PostgreSQL £l
J&E BT HAMBAC

# Linux _EA# VMware Cloud Director /# & {E iR &2 170E

BONHTANE AT TR Fa, NN E =0 H R ftim 7 g, A VMware Cloud Director Az 55#%

AT A IR S A ER R U] NFS s At = 45

AR S5 AR AR B A S I 3 B A —H: 5. /opt /vmware/vcloud-director/data/

transfer, W& LIS RISAZATT RIERE, (UfE:

w BRI, AR NS R . e aln s BB RS LA T AL 7 60 TN JoAEA]
PG PR N E S, HAZIEEL, ERmgE T aE SR, ik, £/ 00 R GB 7=
[RIA B R R AR AT 1O o

NIRRT H R TE N A AT E SR BRI i g . ANB A EA R A1 B &b HE
SRS A o R e F = PR BN LA H 5%, I DMBE S e s B = 50T H SR
B FROSSTRl, A HSRI R N2 —AE4E OVF IER IR N,

E AR A RIS LA R ARk %
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HEFEIEN

T Linux 1454 NFS IR ek g 52 (40 Microsoft Windows Server. VMware vSAN 1
55 NFS Dhfes) nf DRI S 74, M vSAN 7.0 JT4h, #a DL vSAN SCEEIRSShhE, wiatk NFS
3.0 FINFS 4.1 Pl NFS 25, f59¢ vSAN IR SIS B, 152 0 VMware vSphere 73
P PE VMware vSAN 575 .

BLE NFS fREI|HIZER

NFS 5548t A 2k, DIE VMware Cloud Director 1] DU SCHEBNBIEE T NFS [tz 5558
(A BRSO IR, veloud F P AT DA ThRIE a4 fE, 1l root FH AT DA T 50T
ERRE N

m  NFS RGZEMST AN 7 VMware Cloud Director IR&5#8 4 HHIEEAMIR S5 23 ik Gint A1
FFRIRA A B A S AR . @b IhhE, veloud I FRERNS R SO 5N B 20 T I I s
BOCE,

m  NFS RE#5UA15e 1T VMware Cloud Director IR S5 #s 41 AR MRS 75 Y root RGuK Fonf H 2 v
BAWE AR, @ rtoiag, A EA 2 BTk vmware-ved-support A —RILHERT
HHTTHY H S EE A, AR S AE NFS SRS S ot 3t 524672 8 ] no_root_squash
R DR,

Linux NFS R &8R4

ani Linux NFS IR & #54—1~% -k vCDspace 1 H/EN VMware Cloud Director JIlR55#s4l (78

N /nfs/vCDspace) HIfEHNZSIA], IV H %, ORI ITARFIER A root:root 1750, i
X4k vCD-Celll-IP, vCD-Cell2-IP 1 vCD-Cell3-IP [N =AN e s B TS v I 5 2
no_root_squash Jj{k. BT /etc/exports SKAHIRMILL FTo

/nfs/vCDspace vCD Celll IP Address(rw,sync,no_subtree check,no_root squash)
/nfs/vCDspace vCD Cell2 IP Address(rw,sync,no_subtree check,no_root squash)
/nfs/vCDspace vCD Cell3 IP Address(rw,sync,no_subtree check,no_root squash)

EFHATH, AT 1P b5 BB A RS Z AR 254 . AR R TT S LS A B NS N E
515 NFS JIRg5as, W7 HACE R sync GBUA] B - AE L= A B IR A . S 24+ H
K, EFHACE ] no_subtree_check Zelll Al HidE Al HEM:.

X+ VMware Cloud Director RS # 4R MRS #S, BATIE NFS IR %5751 /etc/exports A
R EAANTIEHE, PMEEAT DA ERIZ NFS L5, £ NFS JR%#5 LX) /etc/exports AT
G, 1817 exportfs -a VAEEHISHTA NFS L5,

%% VMware Cloud Director RIEF 4 3| 5 AR HIiEF = EIN

74 VMware Cloud Director IR s 4id #2 st TIH R 22850 ATHS: VMware Cloud
Director ARSSZSAAMFTA R 1. TR W, HUS 2k PRl TR 2o N 3B IR S5 2 i o BT
MAZAL IS T P BT A B . T AL root P S is T e cft, Rtk
QS R IRSS A I BLst T T, PR root M v DAAEBA T THRINAEA TTH &5 fF .
FICHELA root I B iisd T2, WA SCPH 2 HIEIREE DA root FIF S tis  THOEA A e, i,
NFS FEIMPRIHA H 5% .
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T#HFnZ3E VMware 2N 4H
LEREW AR T HHIGUIE Y, LR 25 VMware A

TP Linux rpm T EAI VMware 2415 VMware Cloud Director 2238 IS F2: %, Bl

vmware.com P ENUEMHABZE L SCF. anRAE THI 2% VMware Cloud Director [ TR I 2e28 4y

H, MSFE LB T ot B T . AEHR LR T Fad B2 1, R DAFEhurss £, Ria¥ad
PO R SR TR e s sl P 72

NS R N BRI ANE . RIS B A o il S iEA R A AT S ORI A
B 5 RASAHIN AR E AR # .

E7Z

—

Bl B PAHE VMware TEAY .

1T Web % 2E M http://packages.vmware.com/tools/keys Hk R VMware T34,
K g IR 2 G H 5%

M MR, s T M LSS

Hh W N

# rpm --import /key path/key name

key_ path j& AT A H 5% .
key_name & NS4

3 VMware Cloud Director Z3F1EL & NSX Data Center for vSphere

ﬁﬂﬁ'ifté VMware Cloud Director 2354 [k 1 NSX Data Center for vSphere [HRI£& 75, T A2
BERBCE NSX Data Center for vSphere J4ME—f1) NSX Manager 525 45+ (05 7F VMware
Cloud Director 2R HI/54 vCenter Server SXBIATSERk

NSX Manager U7 NSX Data Center for vSphere F#H1, 473 VMware Cloud Director FllL{th
VMware 7=t 2 [AERE IR E B, 15200 VMware 7= B EESIZ, [EEY http://
partnerweb.vmware.com/comp_guide/sim/interop_matrix.php. A ICMZEERIEE, 5201
VMware Cloud Director [1p2& i B 3k

HEWRH I RO VMware Cloud Director $U T4 52 35mE . s3T5 VMware Cloud
Director A 2%, 1S ILAE Linux 714 VMware Cloud Director,

ARG

A vCenter Server %14 it 2255 NSX Manager [{A% 44

1 4T NSX Manager FERI s LT 55
HE L (NSX 2266 F )
2 ESREICLRER NSX Manager JEIA A IIALE 2B Rl R E A o
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3 BELEER NSX Manager B R SEFTHAE IR VMware Cloud Director 2228 N2
VMware Cloud Director [J vCenter Server R %ifHICHx .

4 {ESEE NSX Manager 52 E VXLAN 25,

VMware Cloud Director ¥ VXLAN MZ4b LA VDC SR L3R . QR AAE SR
NSX Manager H1fit & VXLAN 3745, NHEEE VDC ¥ 0S5 ES R, BaAmio) d— b2
U R i, RS VDC HCEE, B VXLAN ZHAFSEE ., 1550, (NSX &
Ei=IEZ I

5 (k) WAREAHEAZNN Edge MR R, 1% E NSX Controller BEEE,
20 (NSX SRR ) »

4 VMware Cloud Director ZIEFBELE NSX-T Data Center

WA VMware Cloud Director ZZ23E{H H2K 1 NSX-T Data Center [ 4 5, ML A2 Rt
NSX-T Data Center,

HEPIH ZRCE NSX-T Data Center X G AITH, i HFELIOTES UL LN STEE UL ) S
APl, HXFANEE, 550 (NSX-T Data Center P8R ) H11 NSX-T Manager #Eik .

£ VMware Cloud Director FlHAth VMware 724 2 [RERAVERRETHE B, 1520 VMware F20) B #1E
S,
HRMLERIEE, H2 ) VMware Cloud Director {5 & 3K,

IR VMware Cloud Director #7482 M . 427145 VMware Cloud Director fE1
AL, W2 WAL Linux FFH4% VMware Cloud Director,

REMH

#K NSX-T Data Center,,

=

W
1 EEEIFECE NSX-T Manager %5,
HJ< NSX-T Manager #SEHHE4NM5 B, 152 M (NSX-T Data Center 22354579 ) «
2 AR L BRI AL X IR
AT DR E4HE B, 15200 (NSX-T Data Center 2236451 ) -
3 EEEIFRCE Edge WIS Edge FEEE.
A A NSX Edge [UTF4H{E £, 1520 (NSX-T Data Center Z24&45/H ) o
4 T ESXi ENUEHTI
AR EHUERT AEAE R, 155 W (NSX-T Data Center 23645/ ) -
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5 OIEEE O Rk,
1AV O ERERIF4NS B, 5 M (NSX-T Data Center #5FE5F ) &
RESR
225 VMware Cloud Director J&, R DL:
1 fE=7EM NSX-T Manager 5241,

B NSX-T Manager SIS B, 15200 {( VMware Cloud Director IR S FEALRIEHE 1 48
i) o

2 i NSX-T Data Center {435 2 RFI 25t o
AN NSX-T Data Center {&5uDX I 32 RO e B, 1520 ( VMware Cloud Director
ARSSHEALRGEFR T e )

3 B O ERISAE MINEMZ SN

T NSX-T Data Center 5 O 2185 T #s St FFUAMT I HITEAR S B, 152 W (VMware
Cloud Director RSSH2 BRI EL T H8F ) o

£ Linux _F%£ 3 VMware Cloud Director

APk 2 Linux IR eE |22 VMware Cloud Director #4013 VMware Cloud Director
IRSSasdle BBE— AR LA BB G — N N SO, AR SO B A A LM R D2

M REOUE HIT W2 . IR ETHRILA T VMware Cloud Director 2238, 1152 WAE Linux 714
VMware Cloud Director,

HER AR MIRE ST Linux A1 VMware Cloud Director & i iR 4235 VMware
Cloud Director,

MR 101 FF4h, IR SSERAERIAFL T U H VMware Cloud Director API I S5 e R 55wz,
HEAE SSL TR RS B 54y, ME-H VMware Cloud Director WIZ5ERz:, 50— 341
a3, #iT] VMware Cloud Director APl TR AL CEE DT NIX e L, A 2Bk T4,
VMware Cloud Director 2 Ji . [AfH % T VMware Cloud Director 5 [RIAE > jific a4y 4, 5%
Uil SRR

AR &M
n WAIRSS RS HARIR S 25 /L 55 2 75 VMware Cloud Director BE{- A 20K,

ARG ERAH N0 ERRIR S5 RSB S 01 T SSL UF. SSL uF B2 LA A H s asain] i
AT P FERR S w A ORI A B D3 b A FHARIIR] 1 B8 0 e s 2 vl i 2o ek B2, (Bl / tap /
certificates.ks. & WA Linux 5 VMware Cloud Director & SSL uF45.2> Hilo

n  HAE ST VMware Cloud Director IRS5#32H M0 AT FARIRSS 73 #0nT LLVS RN NFS sl bt =7y
i, 12 MR Linux EiY VMware Cloud Director #E#5f& Ik 5575 470%
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s A I T A RS A XA U5 R VMware Cloud Director £difFE . 152 ULAE Linux o)
VMware Cloud Director fit &1 9Mi5 PostgreSQL £ e, A\ FHT 5 | 5850 4 R 55 s £ 2 e 55 5
o

AT VMware Cloud Director f%5#% . £dliE RS #% . T4y vCenter Server A4t M ekl NSX
Manager 524517 DL VMware Cloud Director [t 24 B 35k i BT fghr R b A 014 o

n  BUEAT VMware Cloud Director i 55w A ZE IR 55752 5 FREF I VMware Cloud Director [1)
Do) 284 P i SR b Pl 25 2 55 2 ek [ Bl 552 R 20

n IR LDAP RS S A ekdl, 1558 IR VMware Cloud Director Il 55#s 275 0] 151
1ZHRSS

m TITMEs A R h AR b k55 1. 4F VMware Cloud Director #ll vCenter Server 2% A,
DR i ] 443,

iz

1 HIRSS RN E— AL 2238 VMware Cloud Director
HER A IR AL S, P DAHIRTE S —~ b Linux IR %5#% Fizs4T VMware Cloud
Director Z3EfRE 7 VLA VMware Cloud Director fIR5554..

2 {F Linux =& VMware Cloud Director G| @15 SSL if 15
VMware Cloud Director fifi [l SSL 4% Fum AR 555 2 [al0ii15 . 51> VMware Cloud
Director JIR 55 #s#P S AF AN ASFID SSL b i, — AT HTTPS alifs, — AN Tl & A
fFo

3 BB AN
TENR SRS AN — A 01 |25 VMware Cloud Director Ji&, AAUzafTHCEBIAS, DUE ATl
TSR . HACK G — M B SR, B e IR 557 2H I AR g DA Azl 12 St o

4 FEIRSSEEAM AR L E 2 VMware Cloud Director
R 0] DLBBI IR 25 2375 %] VMware Cloud Director IR 2341, RS 2edl bl IR S5 2e Ak
FARIFI OB S e e s S - TS e, DRI A A G B IR 55 2 41 2B — N B DA B i i 7 S
-

|

T TR T B system-setup 4, ﬁ%%éfn’ﬁfimﬂ]ﬁ}jﬁﬁﬂﬂéfm HATE IR S5 2 A B
. B2 EE VMware Cloud Director Z¢5:

EREZEANE—P B R %% VMware Cloud Director

?’E%ﬁ%ﬂ EEIEAAR S, AIAITUETE S5 —/> bR Linux IR 28 1517 VMware Cloud Director 2
SR PLGIEE VMware Cloud Director fIRZS 2541 .

& T Linux ) VMware Cloud Director /E N Z2S AT HA TS % RN viaware-
vcloud-director-distribution-v.v.v-nnnnnn.bin, LW v.v.v R, nnnnnn 15
HOAS o fBan: vmware-vcloud-director-distribution-8.10.0-3698331.bin, 1afTIAIHk
1T XA 2R T VMware Cloud Director,

i
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VMware Cloud Director Z-5F 790 UE HARIR S 2 10 i T~ G i 5, IREAE L 2o
VMware Cloud Director 4.

BIRSH

o WEERAI RIS B ORI P

o IREREREREL SRR 4, WA FRIRS 25 L TR VMware A9, INRERIE
SHSAFOBT 2 40 AT ZAMATIINE. 55 0 FRAIZE VMware A9,

TR

1 DA root e E FFFRSS 7.

2 B FHE RIS 3.
INSROABARTE SR IITP 2B S S BB IR S5 3T o o

3 W MR AEE 5 PRI LSO R AVHVCRL .

MD5 1 SHAT BEGFIIE K ATAE R 01 o A IS 400 TR UEE P 3 iR AR S 5 N
T RIS FIARVCERC . DL R IERY Linux a2 1] oK installation-file TR I,

[root@celll /tmpl]# mdS5sum installation-file
Zar A B RS N BT 1Y MDS R AIAHDC AR e SO A
4 TR S AT BT SO

RN FEAABITAIR . ZHIR B FE AR, E4TH 6 S . Shell Bi&ams 1, FHisfT
PLK Linux £34, 1Lih installation-file & VMware Cloud Director 2R SR 52 3814 1% 44 o

[root@celll /tmpl]# chmod u+x installation-file
5 siTREH,

THEATLRENE, NGRS, Bl
[root@celll /tmpl# ./installation-file

PR L AAMIRA X RPM 3,

E BN R LGS AIRAN RS RFN H s 7L

WERAAT BFpIR S5 b 2e%E VMware A4, eRafs R oA B
warning:installation-file.rpm: Header V3 RSA/SHAl signature: NOKEY, key ID 66£d4949

LRRR P RPATIL T R4

a  BuFENUE SR AR,

b BuE LR EINEEFAS A

C @J@ vcloud )Eﬁ)i'ﬂ]éﬁo
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d fi#lk VMware Cloud Director RPM #ff4d.

e LR,

LALTERIN , LRRET PR B TRCE AS, MRS ) i 5 DX 28 NS e 2
6 WEERGIBTREMA,

a THERAEABSTISITREMA, HMA y 4% Enter,

b MR EABREIAS SRA NS T B, A n % Enter,

7 Linux £ VMware Cloud Director $J@ZFf1&IE SSL iEH

VMware Cloud Director fifi[f] SSL KR 4% ) im AR 55w 2 M0 5 . £~ VMware Cloud Director fz
AP ISCRFRA AR SSL i, — AT HTTPS {5, —ANH T4l G AR S,

XA T DUR S0 1P dbsik, AT LR IR PIASA G A A 1P bk, AR P e 2 A
H TR SSLUFAS . 0T DU A n e AR5, i, (8 PR A uE 45

£ Linux 25 VMware Cloud Director $l]# SSL iEH Z &

ZEiE T Linux 11 VMware Cloud Director I, AU IR SRS AR B A G AN UESS, FFRUETS
SNFENEGIE,

# AT Linux 2035 VMware Cloud Director Ji7, A AR 2341 DG EHIE TS . VMware Cloud
Director ¥ E RS S AEE 2% SSLUEH,

1 DL root 353 VMware Cloud Director JIR55 %
2 DIHARSSHRID 1P Mok,
SN L fconfig SFar R ABIIRSS AR 1P ikl
3 W TEA P HbE, BT NS, 1RF 1P HlEEE 25 2 E# (FQDN),

nslookup ip-address

4 ¢ Mg IP K SO FQDN AR X B/ NIRSS I A B 1P ik, e KRS 1P
HHEH T HTTPS JRSS, MBS 1P sk I T il (5 AR 55

BUEUEI, DAHEHE FQDN; ECEL S AIEIR A ey, At 1P ikt 10 MRl usin) 1P ki
EATEAD FQDN, UG AARA RIS (8 - e 420, A x4 FQDN,

RESR
DI s QU RE TS o FTUABE A2 SR (CA) 25 ZNESS, thal LAGE R HRE A4k
I CA AR MmO AT,

. GOCOIEERS N CA 41 SSLUEPIIE E, W& WAE Linux |5 VMware Cloud Director 4l # CA
2544 SSL UF 4
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n FROIEEEZS A SSLUFPBIE ., 1iE WAE Linux 5 VMware Cloud Director ] %544 SSL WiF
Su

. XS ANEACHRATAR CA ZZUEB G R, 12 IFE Linux FERS AR VMware
Cloud Director il CA 254411 SSL UF #5415 .

7 Linux _E23 VMware Cloud Director I B% 4 SSLiEH

WTAEAEA I S BB RN, AU i E VMware Cloud Director [1) SSL #24L T —fpidlifa i

(Apapive

£/ VMware Cloud Director JR55#s #BE R AE—~ JCEKS B A4~ SSL kB, — T

HTTPS %5, A— ATl & RERSS

{#i{] cell-management-tool AliEHZ 44 SSL UIF, cell-management-tool M JHFEF A FialTHE B ACHE
AT HABA T LR 2 Ja AT T b o 162 WAEIRSS w41 85— a0 2% VMware Cloud
Director,

BERHH XEORBIFEE 2048 MR/, (HR At 23102 2 E0R, AR FRE PSS YS9/ N, R
P& NIST £k ity 800-131A, AFFHF5E/NT 1024 M7 RN
1 DL root Sy Eizekimst SSH & i e 5% VMware Cloud Director IR&S#510H#E 2%

2 IE{TLA N2, O HTTPS JRSSAMHR S & ARBARSS G A PR B I

/opt/vmware/vcloud-director/bin/cell-management-tool generate-certs -j -p -o

certificates.ks -w passwd

IZ%E/?\«{QH'E certificates.ks E}jﬁugﬁlﬁ?ﬁ%%ﬂ}ﬁ; gﬁ%j} passwd, cell-management-tool Tjii
FZar A BRAME O, MPRERE DNS Bl , Mk 2 CN B N IRST (P Hitkak
FQDN. UE5 FHERIARD 2048 (21, FHAEOIE 1 4EE L.

B S SO M H A B 0] F P veloud.veloud 325, VMware Cloud Director %
BEFE PGB 2 T P R
BESR
10 NI AFR . s TRCE Ay VMware Cloud Director Mot~y L FIE R ZEE ey, T35
BARPEIRR M 155 W A 2 s e o
% Linux _£28 VMware Cloud Director €]i# CA &4 SSL iEFZ4AE
QRSN CA ZANUER R SSL B SRt T FEIE, HA B TR = o L Ay e 5

4~ VMware Cloud Director IR 5575 #5214 SSL UF 1B AR 3% P MR S s 2 IRl o A4S
VMware Cloud Director IRZS #5 BB A FFNAANFIR SSL i, — AT HTTPS ailifs, —4~ Tl
ARG,

IX P P AR Bl 1P ik, B nT DR A A AR T A 1P Mk o A s AP e HL A
FICU SSL b AT DU 1X A s s AR eSS, ilan, i s se A ue4 o
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P R UEB AR A2 X.500 ARt X.509 F ke Ay &,
AT TS UER AN LA (CA) B4 uE, AT LAE B2 4iuE.

fiilf] cell-management-tool GIIEAZ S SSL uF15. fEaf TR B RPEZ AiAa T4t 2 a, %otk
27%E cell-management-tool SLHFET . 1HS WAEMRSS AL SE—A Ak 01 223 VMware Cloud
Director,

R A SRR CA B2t R IRAE Linux S AR VMware Cloud
Director Gl CA 25441 SSL uF15 5541 2 b Tk i ok B4 e

HEPH] XEORFIETE 2048 M YIR/N, (HNIE I LR 2R, SRIE B B M P RN, AR

P NIST F5ik iR 800-131A, AR/ N 1024 M IR/,

ARG

s HAEERS IR Java iR 8 B i S TR IR R TR, LUE R DAEH] keytool frd A
W, VMware Cloud Director 2357256 keytool RIAMATLL FAE: /opt/vmware/
vcloud-director/jre/bin/keytool, {HERIPIAEZLE T Java iaf T AR LS EH AT
AR THEAT ARG keytool FrEIENIEFHICH: S VMware Cloud Director —ifiiff],
PUR 21T RN E keytool f7 T &2,

K keytool il

m K generate-certs WA MR T E L E4N(E B, 1550 o) HTTPS At & A S Ak B
B,

m K certificates AR HIETHZFANMEE, 152 W B HTTPS Fsiil & ACER i S AUk
1o

HB

1 DL root Sy ieakifint SSH % Fuiii ek 2] VMware Cloud Director IR 28 T 1 E 52 %

2 iz TPA A, b HTTPS k55 gzl & IR S5 G A SRR S AT o

/opt/vmware/vcloud-director/bin/cell-management-tool generate-certs -j -p -o
certificates.ks -w keystore password

2 Al IR SR AE certificates. ks HOIEE HUH 1 . Bl Far 2 O BRAE O 85IEB
MPRERBING DNS B, Mk CN ¥ E NEANIRSS Y 1P Hoklkek FQDN. UET5f FHERIARY 2048 755
R, RO 1 A E I,

EEPR S S U H 400 P veloud.veloud 328, VMware Cloud Director ¢
SRR O 2 A4
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3 Oy HTTPS JRg5 A= & AREIR 55 BRI 25 240K

BEEPIH R EN HTTPS RS Al & AER R S5 B 1P Hohk, IR DL T iy &g £
IP il

a fEhttp.csr XHFHAIHUEBREA1E R,

keytool -keystore certificates.ks -storetype PKCS12 -storepass keystore password
-certreq -alias http -file http.csr -ext
"san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"

b 7F consoleproxy.csr XHHEIHEUI B 4E K,

keytool -keystore certificates.ks -storetype PKCS12 -storepass keystore password
-certreq -alias consoleproxy -file consoleproxy.csr -ext

"san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"
4 CKUEBRF AR R IRSUE UL o
ARIEUE B Y ER R E Web RS 752, NIHT] Jakarta Tomcat,
BRI CA B2t
5 KEZIUEB AL PKCS12 A,
a BuEPBmENMIIARUES M root . cer XIFFN certificates. ks BEHE X

keytool -import -storetype PKCS12 -storepass keystore password -keystore
certificates.ks -alias root -file root certificate file

b RIKERIEHERET, NPEHEHEM intermediate.cer XA certificates. ks Z4AFE Y
o

keytool -import -storetype PKCS12 -storepass keystore password -keystore
certificates.ks -alias intermediate -file intermediate certificate file

c S AHTTPS JIRZUED,

keytool -import -storetype PKCS12 -storepass keystore password -keystore
certificates.ks -alias http -file http certificate file

d ARSI RERS I,

keytool -import -storetype PKCS12 -storepass keystore password -keystore
certificates.ks -alias consoleproxy -file console proxy certificate file

IX e AW FF R CA L E 575 5 certificates. ks X/

6 ZREUPENT N PKCS12 B, HsfT Fand, SIHEPIESHRINE .
keytool -storetype PKCS12 -storepass keystore password -keystore certificates.ks -list

7 WIRS 2414 VMware Cloud Director IR&S 28T g 2
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RESR

QAR VMware Cloud Director 5243, 151217 configure WA UE P22 P]E SN VMware
Cloud Director. 1#Zs I EL W 48 A e e 4z

¥ Ol certificates.ks Keystore XA IR TN, AR AR E IR 4 M H O
IP HE SRR S5 75, 152 B1H Keystore SCAF AT MBI Z k5575 . 1o TRCEIAIY , ARt (it
PR AR

QR E LRI VMware Cloud Director 52451, 5 PR THIY certificates A S
WEBBEHEE . 50 B HTTPS Fidzsthl & AR b fliE 15 .

£ Linux _H{EHSNBFA$AS VMware Cloud Director ] CA Z4& 1 SSL iF H %748

E

AR A ORIV CA 2By, e %4145 N\ 5] VMware Cloud Director #1552 17, #4
TSR EESO A, fEEL SN HTTPS A & R IR S5 (10E-B AIFL 4

ARG

Bz

1

154 WAE Linux [ VMware Cloud Director 6|7 SSL F 45> 1o

ARG R Java iAS 8 ul B e A AIE A T BRI T 5L, DA R DA keytool #5485
JF15, VMware Cloud Director 23R 2% keytool RIAAELA M/ E: /opt/vmware/
vcloud-director/jre/bin/keytool, {HEEFPIELHR T Java iz T BRI THRAL - BT
IRt o AT AR keytool FralidRUuE 117575 VMware Cloud Director — 2 fli/f],
DL AT R GE keytool N

K keytool w4,
Tt OpenSSL,

AKX certificates M HIN HIEHIRE ZHEAMEE, S0 B HTTPS Al & A 5 ik
e

WERAHARIES, HIETLA M ar @ LUK CA 252 uE B SR IEB &I, IO

cat intermediate-certificate-file-1.cer intermediate-certificate-file-2.cer root-CA-

certificate.cer > chain.crt
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2 {#iff] OpenSSL Jy HTTPS =il & HER S5 0l it In] PKCS12 B9 S, i S ALY IEA55ERI
FARIA %, SRIE AN SR E o

a N HTTPS RSSO A

openssl pkcsl2 -export -in http.crt -inkey http.key -CAfile chain.crt -name http

-passout pass:keystore password -out http.pl2 -chain

b JyiEl G AR S O R Y S

openssl pkcsl2 -export -in consoleproxy.crt -inkey consoleproxy.key -CAfile chain.crt
-name consoleproxy -passout pass:keystore password -out consoleproxy.pl2 -chain

3 i/l keytool ¥ PKCS12 BHHEFANE| certificate. ks BHE,

a  IZTar LIS N HTTPS R4 PKCS12 B4/
keytool -importkeystore -deststorepass keystore password -destkeystore certificates.ks

-deststoretype PKCS12 -srckeystore http.pl2 -srcstoretype PKCS12 -srcstorepass
keystore password

b BT LS AIE I G PR SS PKCS12 Z91PE
keytool -importkeystore -deststorepass keystore password -destkeystore certificates.ks

-deststoretype PKCS12 -srckeystore consoleproxy.pl2 -srcstoretype PKCS12 -srcstorepass

keystore password
4 BRAEBRACFAMIE WETA A, ISR
keytool -storetype PKCS12 -storepass keystore password -keystore certificates.ks -list
5 (RIS VMware Cloud Director ¥yt i it 7

BESH
R VMware Cloud Director 5143, 151217 configure JACKAIE 1524 FE S N VMware
Cloud Director, 152 WAC & I 25 F I A 4 2

& IREIE certificates. ks MHESAHN M AREIRG TN, AR RRRERA M
S NP MR TIIR SR, iR R YIRS R I 22k Re . IsA TRCELIEAR, AR R At Al
(e

n R CZCEFRCE VMware Cloud Director 52451, i f# FHF I T Y certificates i
WP . S0 B HTTPS Fidzshl] & AR S giE s .
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Bie & ) 2% FREY 48 FE i 13

PEMRSS AR — A A 1 20%¢ VMware Cloud Director &, 2AZaATELE A, DUE I T ol 4
AR . AR B — AR SO, B IR S mn AL AL A R DA A2 2 S A

VMware Cloud Director filk 55 2H i A il b1k s el i M AR B iR 4mfs B £ VMware Cloud
Director ikZ5# 41— R b1 s THRCE AN, AR S G — NI R SR, S PR B B e
Pefs BUABYR SRS ae 23 i T

BT A AS S N Ia TR E A N T2 B ARCE, haf A lmiiar <, AR
REENTEIREE R N EASSRE, i ey S i frs B B

AR EAE RGP AR CHF HTTPS IRSAHH 5 RELIRSS) 8AS 1P Mikk, DHETEAS S5
A M TR E A

E ROTE BT RG] T S SRIaaic B I A RIS B B e AN (5 B o XS 1 S dE A TN
BB NE 4 Rl B SRR SO . A BT B T AR, 1S WA 6 & Foci il T 12
%o

BIRE M

n NTREARE, B ZEAES%.

n NTEASERE, &8 LAZSNES%.

s T EASSEE, AR veroup HoME HUME I E N VMware Cloud Director 222 H 5 5¢
Bk o BN /opt /vmware/veloud-director,

1 DL root S5 VMware Cloud Director IR %5#5 .
2 J&{T configure &
n TR, B I I RN R AT RS B

/opt/vmware/vcloud-director/bin/configure

n T EAZSEA, ST A HRLEBAMS S a2

/opt/vmware/vcloud-director/bin/configure options -unattended

A UE AR B
a WA AR R B IR 5w

b i VMware Cloud Director IR 5205 7] 1444 VMware Cloud Director #8121
URL,

¢ JBzh VMware Cloud Director Hit,
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3 (") i F VMware Cloud Director & 155 URL, i y PAH%) VMware Cloud Director
K55

A DA ER G 121T service vmware-ved start 2 EshiR%.

&R

PRAERC R B s e e e (s R A o] 8 A R OR BB AR S SO rh, 20 T IR S =
i /opt/vmware/vcloud- dlrector/etc/responses properties, XIS l@yi&@fa 5|

IR IAR S5 R R X A5
BRESR

R R SRR A — DA IREIERI AR, R L Rl i . sy S
WG A SR ZE AR ] S

DRI IR SS s B IR S e, R AL 7S /opt /vmware /veloud-director/
data/transfer,

TEAEES®E

TERZ HREANIZAT configure AN, ZHACK L RN M E ..

e BIME, 1% Enter,

® 41 TEXAMEMYIEEREHERENER

FrERRE R
HTTPS k3511 1P Hidil: ERINAE—ANTT I 1P Hiik,
st & AREIR S5 1P itk ERIN R EE—ANFT I 1P ik

SRR AR T HTTPS k%S
Fizda REIRS A 1P Mk, MIETASS
T s T E A,

Java YIRS R ER 1% {5411, /opt/keystore/certificates.ks,

BRAH F2E [ SR AL 12 WAL Linux 25 VMware Cloud Director il &t
SSLiE B>l

HTTPS SSL iiF 1AL 551 12 WA Linux |2y VMware Cloud Director il &
SSL 270,

PSS ACER SSL E S HRL 155 A 2 WAE Linux 2l VMware Cloud Director £
SSL B2 .

Je PR R i H il 7 2] syslog A4l 134> VMware Cloud Director HLooHIf IS 24 1
#1405 %) VMware Cloud Director ¥tiaf, 14
B 90 Ko TR AR ELER B KN IA],  ATLLEE
VMware Cloud Director 551 Fiob: T i L
%1%%] VMware Cloud Director 2> 4h, A4
K45 syslog FHRET .
m TRk, 5% Enter.
m R, WL syslog H1ADR 1P Mk,
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R 41 XEANEZMBFEFLREREAFTNER (

rEfEE

4

IREE IR AT HS sk, WIFGEE syslog ALK UDP sl

BRI SS w0 2Rk 1P Mk
Bl

Bz £k

Bl P44

e At

IINEAIIN VMware & PRE EETFH) (CEIP)

EANSENERES %

B4

BRINE 514,
BATHUREE RS 7
ERIME N 5432,
BRIME veloud,

2 LZE Linux |2 VMware Cloud Director it B

EE
12
HNES PostgreSQL $di)E

HL Qﬁ

152 WA Linux |2y VMware Cloud Director il £
YIS PostgreSQL Xl

FEMEIN VMware & RIS T
( CE|P Yo XL CEIP WERRIEE AN (s B
PAM VMware ST TR & AE ST S0Rueh
L B, BRSNS http://www.vmware.com/
trustvmware/ceip.html, AT DAREES 8 s cas s 1
EINEGR HU 5 VMware CEIP., 152 155 5
BT S,
FIIAZH, THHIA v
WIREARTTEIIN VMware CEIP i1, 15N no

TEILANSERR Na1T configure AN, AIUATEM 24T ARSI 3R 00 E S B

k42 MEXHAEFIEMMSH
prili
--help (-h)

--config-file (-c)

--console-proxy-ip (-cons)

—--console-proxy-port-https

VMware, Inc.

g
b SAN e S GE LS

global.properties  IafTHCE SRR FINIRHIIE ELRTF
AP FERESCAF . AR e T, TR

VBN /opt/vmware/vcloud-
director/etc/

global.properties,

IPv4 ik, Ay s AgeesitHiik AT VMware

Fs

Cloud Director & RFIRSS .
54N, 10.17.118.159,

JUFEl 0-65535 N %  HT VMware Cloud Director 4%l

EAREEAR 35 s 15
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®4-2 BELABRFEBMSE (8D

P

--database-ssl

--database-host (-dbhost)

--database-name (-dbname)

--database-password (-dbpassword)

--database-port (-dbport)

--database-type (-dbtype)

--database-user (-dbuser)

--enable-ceip

--uuid (-g)

--primary-ip (-ip)

--primary-port-http

VMware, Inc.

28

true DJE false

VMware Cloud
Director i LY
IP Mokl s e PR e &

Bk 35 40

Kl F PR . 1T
PIhEs,

B RN g
NS5 i B A o 155

BlpE M, SCRerk

A postgres.

Bl PRI 4o

true DJE false

¥
IPv4 Mk, A n] i

WSS

JuM O £ 65535 Pk
E44

7

T LAAT PostgreSQL Hudfa Ak T
i, M VMware Cloud
Director iy LLIFHIZ A1 SSL &
¥z,

QIR BEE PostgreSQL Kt ZEf
T AL L IR, 12 WA
YN PostgreSQL Kl I HiTE:
b

152 WA Linux |2 VMware
Cloud Director it Fi 4N
PostgreSQL iz,

152 WA Linux 2 VMware
Cloud Director it F 4N
PostgreSQL iz

152 WA Linux 2 VMware
Cloud Director it F 4N
PostgreSQL ki,

152 WA Linux |2 VMware
Cloud Director it F 4Nl
PostgreSQL iz,

Ak, BRI
postgres. HSIAE Linux
VMware Cloud Director it i
PostgreSQL %%

2 WA Linux 2 VMware
Cloud Director Jit. 4N
PostgreSQL ik

PR E NN VMware & Fikta iz
THHH ( “CEIP” ), f15%Hid CEIP
W AN B
VMware JILHI Tz C AT
“BESEERL” A, bk
http://www.vmware.com/
trustvmware/ceip.html, #A[PLkE
Ff e FH BRI N Bkl Rk
i) VMware CEIP, 152 2B 5 ¢
RITEH T BS%,

ERTCAE AT ME— BRI
ALK T VMware

Cloud Director Web #fillR% . 1l
. 10.17.118.159,

JH+%] VMware Cloud Director
Web PRSI HTTP R4
B
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®4-2 BELABRFEBMSE (8D
i H i}

--primary-port-https Y 0-65535 NEE%EL 1 T%] VMware Cloud Director
Web ARSI HTTPS (4 i
Fefs S

Nl

--keystore (-k) A SSLUERAE % WU e R4 B, /opt/
Y Java BPIEMIEEE  keystore/certificates.ks,

--syslog-host (-loghost) Syslog IR # MY 1P 454> VMware Cloud Director 55

B8 e ey e FRRIR S ek diZ s Bt sk 2
VMware Cloud Director /%,
JFRER 90 Ko BERHZIM LR
KA, ATPLK VMware Cloud
Director R 55l e Wl TR0 B
%1%%] VMware Cloud Director %1
P2 AN, B IRIER] syslog 32
T

--syslog-port (-logport) JuFE 0-65535 NIWEL  syslog HFRE I+ EIRSSHS AT
1. BRIMER 514 CansoRds
E) o

--response-file (-r) i) N7 A1) 4 AU SE BRI BRI
N /opt/vmware/vcloud-
director/etc/
responses.properties (YA
B o TR EN R AIArE R
SR B SRR
HEUH S 2 BuEE
Bo MRS FSANI IR SS#SIT, A0
XU R B BZ R
LA, TR,

--unattended-installation (-unattended) G RTINS 523,

--keystore-password (-w) SSL Uk PPl iy SSL UF P54 %0,

=6l BEEWA IP it EASERE

PLF -l 2 B 1P Hikk (FHT HTTPS IR Al & R IR S ) 19 VMware Cloud
Director lR&5 #1217 L AS 5l -

[root@celll /opt/vmware/vcloud-director/

bin]# ./configure -ip 10.17.118.159 -cons 10.17.118.158 \

-dbtype postgres -dbhost 10.150.10.78 -dbname postgresqgl-db-name -dbuser vcloud --enable-
ceip true \

-dbpassword P@55word -k /opt/keystore/certificates.ks -w $3Cret -loghost 10.150.10.10
-unattended

VMware, Inc. 141



VMware Cloud Director 2234 | it E AT 4445/

Rl BERBEANIPHMEASERE
PUR Rl A4 HAT B 1P Mk (AN 40 BT HTTPS JIRSSAids il & A IR S5 1) VMware
Cloud Director IR%5#% 11T I AS 5 .

[root@celll /opt/vmware/vcloud-director/

bin]# ./configure -ip 10.17.118.159 --primary-port-https 9000 -cons 10.17.118.159 \
--console-proxy-port-https 9010 -dbtype postgres -dbhost 10.150.10.78 -dbname postgresql-db-
name \

-dbuser vcloud -dbpassword P@55word -k /opt/keystore/certificates.ks -w $3Cret \

-loghost 10.150.10.10 --enable-ceip true -unattended

{RIPFNEE P i iz 3L 14

RAF 55—~ VMware Cloud Director HLyC |- it B i) W28 RS e 4 e R RN S BRATAE M N S S
WUEHFZBUIE B o MRS MRS 7RI, A XL B IR Z S R — 2 T

[Ses]

Ho

Wi 7 SR AN T R P RS s e S B ) 28— B IR S LA i #2rh: /opt /vmware/veloud-
director/etc/responses.properties, ¥IRFARAIMBILR, AT NN SR RIASK S
iR ss st =R S 8

EEWE OB T R EREA] T S SO R I A RIS PR B e A B 2o X e T 23k
AT SR 5 N4 SR BC EE SO A RSO, PR I i R AT AR 1) AT B N R S (B /opt/
vmware/vcloud-director/etc/responses.properties) , A el X s Ay B HOZ

73

1R,

SRR FAE— DL RN E . IR T TRRER, PRI S Rt . RSOy,
WG A REE A AW S

2 FMR S
a Rz E R C AR S d R E IR S A T R AL
LIRSS 7 F 208 VMware Cloud Director B, 7 AE I FHMRN SCADON H I TR E
i 2 SCAF RS 12 24 FR T A B SRBATRT IS veloud. veloud BEIBG Qb Bilrh s

[root@celll /tmpl# 1ls -1 responses.properties

SEjoo=s = 1 vcloud vcloud 418 Jun 8 13:42 responses.properties
LR R QI ] PRI

b -r IR SRS 4 KB TR A
VA root HIP B3, ATJTHEMIG © Shell Bt 11, FFEN:

[root@celll /tmpl# /opt/vmware/vcloud-director/bin/configure -r /path-to-response-file
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RESR
FERCE IR S5 we 2 o, MRS 2 AR 55 A T G A e 7 S ARl AR o

EREFZ|AKNHME R %3 VMware Cloud Director

RA] DLBBIEHIR 5 2505 %] VMware Cloud Director RS 2841, RS medlb i A IR &S re a2l AR
HOEE FEERe e A s B TR, Rl FAC B IR 55 S A0 55— il GRS 01 3 i B ST

FERH AR MRS ESLTA Linux A1 VMware Cloud Director #8352 iR 4235 VMware
Cloud Director,

ARG
w BRNGERERS U IR B IR S5 R AL B — AP B QRN ST o 1525 DLIRC 1 P 2 R e e 2

»  fHIAFE VMware Cloud Director IR 548 — a7t B /opt /vmware/vcloud-director/
data/transfer LT

73
1 VL root B4y s FIbRRSSae.
2 KRS MR HRRIRSS R
R AT RIS, 8 LB SO R BT AT EARIR S5 A Bl D5 TRl AL 7 o
3 BRSBTS

LR FELHEBRITAIR . THR 23S A AR, S350 5 . Shell sk Zma 11, IFialT
PLR Linux #i72, b jinstallation-file = VMware Cloud Director 238 R 5 88 2 44 o

[root@celll /tmpl# chmod u+x installation-file

THAATLRENT S TN SCEE AR, AN
[root@celll /tmpl# ./installation-file

AL BREATRN L RPM 1,

T TEMHER R LTINS T F s T2

WERARAE BRI SS# 2258 VMware 2441, RRRE TR RN NP B
warning:installation-file.rpm: Header V3 RSA/SHAl signature: NOKEY, key ID 66£d4949

LRI T T A

a  GeiE LRSI ER,

b JEEL RS TR
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c B veloud HUFI4.
d fi#lk VMware Cloud Director RPM ¥ {41,
e AT,
LRGN, LR T 2P s TRCE AR, IS ] I 5 P 2 AR e e
5 fi\ nJf% Enter, DAME4maTICE A
R LA R s i B SR A N R THRC AR
6 Bk iEEHEE) /opt /vmware/veloud-director/data/transfer,
IRS5 a0 VMware Cloud Director IR 35 i # A 20 I ik 2 81 [l — AN EE S
7 RN RS B A 55 A T U TR
i RS A 24 FR IR AT H seb 28] 1 root JTF1sEHIL
8 B TICEIA,
a 1z{T configure @I FIEBIN AR R4
/opt /vmware/vcloud-director/bin/configure -r /responses.properties
AR B S B veloud. veloud FIBEIMIAINZ T, AR5 B I R SCARPE M N s THC i
JHA
b IR, f2ft HTTP ks Fndat & PR S 1P Hihk.

C ARSI B B AL E WA N SCAF PRAF IS 12 2 A BT RIE S, T B S uEAS s 122 42 s
(TR

ARG UE S B, BIRS s B2 a5 /5 5) VMware Cloud Director Ht,
9 (M%) kyANy, F5) VMware Cloud Director Ik%5.

A DA E R G 21T service vmware-ved start e EshiRS.

RESR
HE R ARNII IR S5 AR A AN 2 i 55 4%

VMware Cloud Director IRSTEFTA MRS 7% Fiaf T, AUE HYFRJUESH . RG0S B bk SR S5 5
#ifit VMware Cloud Director £dfifF . @rl DA U T Hifiid system-setup iy K401k
HoREE . %200 i E VMware Cloud Director 2235 |
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Z4£ VMware Cloud Director Z /g7
B4 VMware Cloud Director IR &5 #5415, PILAZ%E Microsoft Sysprep X 4-F1 Cassandra k)4, Al
RAEMEHIE PostgreSQL #dfafE, WIRDARCE SSL, FH#E b B e Lo se 244,

MR 101 JF4R, IRSSHRELR AR AT DAGE ] VMware Cloud Director API st S rc PR 55 i bz,
HAE SSLETF- RN IITIRS B 54y, ME-H VMware Cloud Director WIZ5EHz, b E—AN 341
a3, ] VMware Cloud Director APl B TR AUFL M ICEE DT MR e AL, AF 2Bl 2
VMware Cloud Director . [FfH /9% 7 VMware Cloud Director 35[RIAUE > Bt B a4 4 35, 152
DB FE A R A 31 2%

BE X Linux £ VMware Cloud Director B2 it

A R A A S pe ek AR SR, TP VMware Cloud Director Web |17, VMware Cloud Director
API s G ACER RO ER 5 5 Web ik,

ARG
ANEC LU RGEER 85, WA RGEER UL EESCA .

B

—

{£ Service Provider Admin Portal TiHRS ks, e,
MG E &, A AL,

TEHEX A R, R g

Y VMware Cloud Director URL, 14t Web [/ 5.,

H W N

a HIAHT HTTP (A4 iR HE X VMware Cloud Director 23 H URL.

b HINTT HTTPS (24 #HM AT X VMware Cloud Director 2\ 1] URL, #RJ5 T &L
SRR IR IR S VA =N B¢ 371 8
WP EE A5 MR 55 s O UEBARVE RS, ZufBie F#2)45:1 VMware Cloud Director HT#;
PHFEH R Z N consoleproxy MIUETS o ASCRAE P E Mg FX ] & ARELERAS AT SSL £k,
UEABHEA AL S b 35 . FRIRREB LA A ALY PEM A S OARIES .
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5 (") &N Cloud Director REST API A1 OpenAPI URL, i CHEH Web [ EE T ¢,
a HMINAEX HTTP A URL,

Flan, ndeE HTTP 244X URL 140 http: //veloud. example . com, JIHPIAF http://
vcloud.example.com/api 1/l VMware Cloud Director API, Hn[PIfF http://
vcloud.example.com/cloudapi 1/ VMware Cloud Director OpenAPl,

b HNHEX HTTPS REST API 264K URL, ARG FERLL F3 T iz i @ S e

g, i HTTPS REST APl LA URL # ¥ A https: //vcloud. example.com, NJH[LITE
https://vcloud.example.com/api [-1j[f] VMware Cloud Director API, HR[DLTE
https://vcloud.example.com/cloudapi ["1j[f] VMware Cloud Director OpenAPI,

UEPEE A0 5 MR 55 s A UEBARVE RS, Zub B r DU #2451~ VMware Cloud Director Ht
JUEAHPE HLAN 40 neep (OUER, WATDUR MRS VIP Wb CnsRi A SSL &k o iE%k
AR eSS . R TREB LA SNSRI PEM A OARIESS .

6 HIAHTNX VMware Cloud Director 2z & AR EE L .
RS VMware Cloud Director Iz 55+ uk 01 34 fr=5 10 5¢ 2 PR e % (FQDN) J A 15 . ZRIA
BRI 443,
EEH] VMware Cloud Director #5551 etho W5 & X1 8443 I T-# & RIEIRS .

B, T FQDN M veloud.example.com [t) VMware Cloud Director & 255540, 1A
vcloud.example.com: 8443,
VMware Cloud Director ¥4 b4zl & AR VM TP i isil S 5 1 .

7 ELRAFEL R

LIFELE Cassandra HiEE ATFMEH LG EEREHE

VMware Cloud Director AJEEifir s fi5bn, ZFRbrbe o T A BT REALIAT U R AN SE 5t ol 1 & 1 24 iy
AP sAE e P dsbrddisfef7E Cassandra 5,

Cassandra ;e TR A, AR DA ZE AR 0 v Rt Re i 7 St il TAFhs, DU SR
AR R R e 2 80 . 24522 VMware Cloud Director SZFF M EERIA RS 22 0 s s figbr, T4
R E Cassandra FHEETTli ] cell-management-tool FTEER:S] VMware Cloud
Director, A2 Y il HEbr AT 2 nl Se s dm A o

AR &M
= J3iF VMware Cloud Director i3 UL % HAEARISA T, AAEIC B s B0k e
WIS AERGE Cassandra, 15 http://cassandra.apache.org/ 2 frs kL.

s 1520 (VMware Cloud Director &1TUiH) , [ i#SCFF FI1E e abn L1 Cassandra i As )
%%, ERPIM http://cassandra.apache.org/download/ T #; Cassandra,

n ZORETERNE Cassandra FESE:

m  Cassandra FEEVE /DS 4 NERINL, I HIXEE RN AT B A 2 41 F .
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m  HEP Cassandra Fif- i b,

m M Cassandra % sl 0 S ings . 152 W, http://docs.datastax.com/en/cassandra/3.0/
cassandra/configuration/secureSSLIntro.html,

» 51 Cassandra TP &35k, 152 W http://docs.datastax.com/en/cassandra/3.0/
cassandra/configuration/secureConfigNativeAuth.html,

s Fi Cassandra £15: |5 H Java Native Access (JNA) i 3.2.7 Bl i ShoAs,
m  Cassandra " s B IR TS HAE o

m } SSL Y Cassandra —2fli HE nletifE. G EUEA N Cassandra i SSL,  NIIAZUE B
AT (SVCLOUD _HOME/etc/global.properties) In global.properties XAFHINIACE

2y S LIS N
2 cassandra.use.ssl WE N 0,

Nil
58

—

] cell-management-tool I HFEF1E VMware Cloud Director 5 Cassandra FEEEH I i
(Rl B

1EPL N filan 4, nodel-ip. node2-ip. node3-ip M node4-ip 7= Cassandra FHEEEAL G 1P Hb
Hho FEFHBRINGG T (9042), Ml Asbrdin ki IR 15 Ko

[root@celll /opt/vmware/vcloud-director/
binl# ./cell-management-tool cassandra --configure --create-schema \ --cluster-nodes nodel-
ip,node2-ip,node3-ip, node4-ip \ --username admin --password 'P@55wOrd' --ttl 15

BRI THIEE, ES0E 5 & Yo T s %,
2 (%) WiRETHY VMware Cloud Director Bk 9.1, i H] cell-management-tool g Fiflf
BRI PR A TS i e FE R

1A TRIULL PR a2

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool cassandra --add-rollup \ --username admin --password
'P@55w0rd’

3 @A EEA VMware Cloud Director .t

FE5MED PostgreSQL #iiE FHITHMELE

@Il VMware Cloud Director lR55#84l)m, AILLKANI PostgreSQL £l id e i 2ok H VMware
Cloud Director ¥t SSL iz, FHHHE R H IR ES UG i A VERE .

IR TR R B RIS 2 SSLUER,  BIAFRRAR T- O A EB M A ) 5o 285115k, B, il
DU 12544 SSL UFBuk AL A UE-B A A1 SSLE, (HAGUEZir 55 N5 VMware Cloud
Director {S/TA7f#IX .

LRI ARG EORGRIBR A ERE, T LA RS FRie B S B e LA autovacuum 248,
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IR
1 £ VMware Cloud Director Fl1 PostgreSQL %%~ [RIfd B SSL 4% .
a  WRAIINES PostgreSQL Hk A il ] H 4 Sk elcbATul s, > VMware Cloud Director
HOTIE T P4, PUBEdEEZEUF B2 A\ %] VMware Cloud Director fE{EAF#IX o
[root@celll /opt/vmware/vcloud-director/
bin]#cell-management-tool import-trusted-certificates --source path to self-
signed or_ private cert
b i1l N2 Pl VMware Cloud Director Fll PostgreSQL >[R[ SSL %44,
[root@celll /opt/vmware/vcloud-director/bin]#
cell-management-tool reconfigure-database --database-ssl true
LA --private-key-path 00 Ik S5 as 41 H TG Btz TRA M s o
[root@celll /opt/vmware/vcloud-director/bin]#
cell-management-tool reconfigure-database --database-ssl true --private-key-
path path to private key
AR TEH T RITFAME S, S0 5 & Fori i T AS%,
2 MG ARGMIESH postgresql . conf SCAFHIIEIEFERC L.
Bilgn, X847 16 GB WA RS, FTAERILL TR
max_connections = 500
# Set effective cache size to 50% of total memory.
effective cache size = 8GB
# Set shared buffers to 25% of total memory
shared buffers = 4GB
3 MRIEEEDR SR postgresql . conf XAFHIA autovacuum 244,
XU VMware Cloud Director TAES1#, FTLAETIVA R B,
autovacuum = on
track counts = on
autovacuum max workers = 3
autovacuum naptime = Imin
autovacuum vacuum cost limit = 2400
%é’ﬁ%fﬂ/ﬁfﬂlﬁﬁﬁﬁx autovacuum vacuum scale factor fﬁw\& activity parameters 2%0
BRESR

WG T postgresql.conf A, WEHNHIEIEE

ZIEFNHE RabbitMQ AMQP {18

QSR HIRH ZE4F 55 . 140k VMware Cloud Director API 37 (411 Container Service Extension
(CSE) #1 VMware Cloud Director App Launchpad) , A%l E RabbitMQ AMQP {H,
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I EBSIMY (Advanced Message Queuing Protocol, AMQP) S HBA AT e b, Sedteds
WA Gt T RIS M EAL4 . VMware Cloud Director fifi/{] RabbitMQ AMQP HERHE AT ALy e 55 |
G RAm A I B 2%

X+ VMware Cloud Director, 7EACE AN, AIDAE ] MQTT & Fig 44t RabbitMQ AMQP R, 1
Z W HH MQTT & it g . AT 55 AR abr.

1 M https://www.rabbitmg.com/download.html N3 RabbitMQ Server,

I FFH RabbitMQ FuAS 4, 1520 ( VMware Cloud Director Z4THH]) .
2 i RabbitMQ it E SR EAL |4 RabbitMQ,

RabbitMQ 55+ MLl 151> VMware Cloud Director FLUCFERZ, |- £k,

3 fF RabbitMQ 23R, 10 Md ¥ VMware Cloud Director DL RabbitMQ Z2 51| L AER AR
{IE

»  RabbitMQ Ik F5a EHUNEAMRER 141 amqp.example.com.
»  [f] RabbitMQ JET SR IUEIIAT T A F s
w PREEWTISENSG . dE SSLIERIMEY 5672, SSL/TLS [UERIAIG A 5671,
» JEFEDECH TCP,
= RabbitMQ EENL. BRI <77 o
J=fediat

BIAFEALF, VMware Cloud Director AMQP IR 555k iEA NI E . ATRARLEE AMQP RS DAGE
SSL Jnaix ey b, A, e PIACERSS, LA VMware Cloud Director .yt |- Java Runtime
Environment E/J!jw}\ JCEKS fHEA%IX GAH (7T $VCLOUD HOME/jre/lib/security/
cacerts) RIS,

Fif 1 VMware Cloud Director AMQP JIRSS 51 SSL, 520 { VMware Cloud Director IR S5t piEr
PRI R ) s AMQP fRERE E.

A MQTT ZERIHRITRIES. ESMEEI5HR

" PUE ] MQTT & P 1] 4 3¢ VMware Cloud Director S5 AT 55174 .

MQTT &M g iy b il EA& 4Tl . VMware Cloud Director fii/T] MQTT A i3 < n i 1]

MQTT & Fuii] BRI RS E . MQTT i MQTT REEZE 7508, 1ZRFRIA A DAAE R P
LA A7 T 2

M VMware Cloud Director 10.2.2 J4f, RILAE ] MQTT %& P ] B febn.

AR &4
A MQTT % P 5 WebSocket.,
n  AEEI DL WebSocket T R ER bRk o
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w  WURETEM R RERR, TR E MRS TR TR A A o 155 B R R RS RN A

g
1 fHH OpenAPI i 55t 2] VMware Cloud Director,

2 B WebSocket 5, 154 Sec-WebSocket-Protocol JEMEEEE M matt, & S o iEE:
F| /messaging/matt HfE, INMIEAURSs, REHMARE MQTT EER .

MR VMware Cloud Director HUFRIETE TR EAR JWT i, SERTELRE I P 2 Fsi B o

Sec-WebSocket-Protocol: mgtt

Authorization: Bearer {JWT token}

3 AEhE T ERS, W\ MQTT & 1] b 3,

publish/fuser org id}/{user id}

publish/debd63a0-6eae-11ea-8c7b-0050561776be/d19fd8ff-6eae-11lea-bb42-0050561776c8

4\%§ﬂﬁﬁ14TkLﬁ§fﬂ ﬁﬂ/ l [ﬂﬁﬁ¥§ﬂﬂ4\ﬂziﬁo

publish/ {user org id}/+

ARG B0 DA BT 5 IR

publish/#

4 (") WT VMware Cloud Director 10.2.2 kB mnhRAS, 1T il iEhr.

metrics/{org id}/{vApp id}
HARGETE LU e v ity & bR 328,

Bah 48

M VMware Cloud Director 10.2.2 45, 0] LS yrEfL FH PR PE 4 i CPU RPN A7 FH 3 5h4ie i
MR

FRAETIE X1 CPU RPN AFAE I 26, R I AE ) VMware Cloud Director H Zh4\ a4 g ek el it

WRAEIRZAAY VM Bk, SRS VPR [ D4 O TR, A . AR TR Bh4s ROk T 2 1
L AR o

SRl hiad T — R AR A B IR S #e v 014, A DU VMware NSX Advanced Load Balancer
(Avi Networks).
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L EFN% fn B 3hgs idE 4
TEFE P52 T AR 2 1, A B B Bsh4e IR J5 %, M VMware Cloud Director 10.2.2 JT
B, TR E Sh4 I
1 VA root Gy EEEGEE SSH & i Bk BT A CHIIE R S
2 7F Cassandra g Ak v iR e b o AR i B Fein s s, sk I ER i B iebs, (RS HFA
PR ER i B PR RO
n EIfECE Cassandra B A s S R e ba ko
n  BIEAABIRRF AR RO, s T P

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

statsFeeder.metrics.collect.only -v true
N Spe L e s
3 AR A

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

statsFeeder.metrics.publishing.enabled -v true
4 At /tmp XIERPOIERE DL FNAN netrics . groovy XA

configuration {
metric ("cpu.ready.summation") {

currentInterval=20
historicInterval=20
entity="VM"
instance=""
minReportingInterval=300
aggregator="AVERAGE"

5 SAXf

SVCLOUD HOME/bin/cell-management-tool configure-metrics --metrics-config /tmp/

metrics.groovy

6 WARSeHific e T Cassandra, B SR IERAIOTY S RbHE . BRI B IGUETEAR S B i AN R RS
PRA R () kT Cassandra 2844,

SVCLOUD_HOME/bin/cell-management-tool cassandra -configure -cluster-nodes

nodes IP addresses -—username cassandra -~password cassandra password -port port number -

ttl TTL days -update-schema
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7 WURGEI CA ZEHuEPIa T8 IT, R AZVAERL imiafTA M.

SVCLOUD HOME/bin/cell-management-tool configure-autoscale --set enabled=true
SVCLOUD_ HOME/bin/cell-management-tool configure-autoscale --set username=<username>
SVCLOUD HOME/bin/cell-management-tool configure-autoscale --encrypt --set
password=<password>

MEimisd Tar Sy, A SCRAT (\) 75 S8 SURTR 3R 71T o
8 HHHEhHIT,

service vmware-vcd restart
9 kA HEHAR .

R BGERRE

QAR AT B F b4 S R, ML R LA 2 R e i — A k21414, )\ VMware Cloud
Director 10.2.2 J¥4&, A I FH F 2045

AR
P BRI AT B Bh4R e

EZ S

—

MIES T, SPE T
FEZE MR R R TR | e AR A
WA HA T B S4B AR AR P 4 205 AT IBRRBR AL
Y5 vmware:scalegroup Entitlement 3, 5T &4,
FERATURAY, HHRATEL N RLE:
a EERMEES.
b BEE Mt E A RINAE,
n  QERESRAUR @A B R S O A B AR 02, R R R BITETL .
n  UERERAPR WL B AR IRE AL, 1m0 IR
6 RiLfRF.
e

B 0A55 ) VMWARE:SCALEGROUP AR A a7 2 HAE 4 el L P fata. 200 ( VMware
Cloud Director AR ZSHE BRI ER 18R ) AR & Fgi 4 fH ) i ta.

ul H w N
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7 Linux _EFHZE VMware Cloud Director

T VMware Cloud Director JFEEDFIIA, FE RS asAlh T4 %ot 11 VMware Cloud
Director ik55, {rigalikSas L&A, F4% VMware Cloud Director £/, J H#H5)
VMware Cloud Director ¥,

GRRIELAT VMware Cloud Director iR 55 #5410 555 Linux ) VMware Cloud Director Z7%E, jn]
P FE T Linux 1 VMware Cloud Director 235 F8 v 20 R R RS

*FF Linux 1 VMware Cloud Director %%, W DIHATIMATIZE, il LLTF5h714% VMware Cloud
Director, 152 Wi T VMware Cloud Director ZE Tk T-5h 7% VMware Cloud Director %¢
2o Wl EETR, mT A S BT TR IR SR A AT A e DA AR . 1l T Eh T, $RE TR
R PR ITTHIEIRE o

M VMware Cloud Director 9.5 JT4f:

[ FF Oracle Kok . &4 VMware Cloud Director 2% ffif] Oracle £flfE, S W
PSR TR %

n  ARHFREGERUER ESXi FH. HUETHR T, ISR ESXi 8L, FILLEiI ] vSphere Client ¥
ESXi FHLE FHE .,

m  VMware Cloud Director {#i [Tl fG #4557 LDAP 751 Java. W& LDAPS RS #%, Mk
%, LDAP B, WA A & IEHniE-B . AoeEE, 20 (Java 8 FUARASH ) , Rk R

https://www .java.com,
M VMware Cloud Director 10.0 JTifi, 745 Microsoft SQL Server £ffi)%
T4 VMware Cloud Director b, ¥h AW i 5B A 22251 DL 414

= YhiT VMware Cloud Director #il e 8d FEifl. AOCHFAIE R, 12 W “THNITgER"
o

m  CYFTHETIY VMware vSphere @ JilgAs,
m YT R VMware NSX® fi A,
»  HE5 VMware Cloud Director 22 5 flATfal 55 = J5 41k

115% VMware Cloud Director 5HAh VMware ;=5 M 55 = 5 8N AE M B, 1520 (VMware 7=
I RAEERIZE Y, WIHEH http://partnerweb.vmware.com/comp_guide/sim/interop_matrix.php.
WRFTHAE VMware Cloud Director TH4¢5f fHi 714 vSphere &k NSX 414, MAMAETHE VMware
Cloud Director 2 J5itT. 12 W4 VMware Cloud Director 2 5.

#/DJH9—% VMware Cloud Director ilk5#%)m, #ILATH VMware Cloud Director i, 145k e
ATAEEAT TR IS AR TR IS B, AFFIEAEE1 TN VMware Cloud Director {15514k, 2
TPRTHER S B 3545 B AU TG T 2 BTRMEATIR 35 25 T 343G A TE SRS

5o

I BB R B UL N AAiETE VMware Cloud Director £ s H :
RN R E M SO R Bt
BT PHLEE X S Microsoft Sysprep XS il 2l ae s,
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FHRFEE KN VMware Cloud Director (SN ],  PAEFHZFARSS 2R AT A IR S re FEich 22 . anif il
Hiaddyffirgs, LUK HECE RN —5ME, Flal, REGATHRIVRES, LiEAH (The system is
offline for upgrade)o

MIRAS 101 JF4, IRSGSHLALRTAIFEL S r Ld T VMware Cloud Director API iR S IR 55 2510344,
HAE SSL 1R T FEr ISR S 7e 55, F{A4 VMware Cloud Director WIZ%E 5z, 15 E — N PIEEENL
L4155, 1] VMware Cloud Director API A TIEFMNAMIAH P CiE U X EE FHL, AF2eheml T2
VMware Cloud Director 2 Jii. [AIfH /4% F VMware Cloud Director 15[ 2 i B 44 %, 155
DURC B R AR b1 35

FEPHH TFEERA 101 K E SRS, VMware Cloud Director iU 5 ol Bt T fa S b 20 i

SIUET . X2 A VMware Cloud Director 855 SSL uF B Rk 248 T2 WRA-H 2 miABuE B

S \%] VMware Cloud Director, M1+ SSL ¥k, vCenter Server il NSX 0] iE2 W nid bz

SRMEE e, TEXAMENL N, TR B

1 B THITEE T H trust-infra-certs W& L HEPBArE L B S AR R UL B ET . B5 W
vSphere TN i UEAS o

2 1E Service Provider Admin Portal Ul 11, P4~ vCenter Server Fll NSX 5248, SRJG7EREZUEB
RN

FRZF TAER

HFREAE

Linux |+ EHSMB PostgreSQL HIEFEN VMware Cloud
TRENE Director 10.2

Linux #1436 Microsoft SQL Server k1) VMware 1 Ff Microsoft SQL Server 7T %] PostgreSQL 4ids
Cloud Director 9.7 [ 1S TR PostgreSQL HidfE )% .
2 BT Linux EfY) VMware Cloud Director
10.2, 12 WU T VMware Cloud Director Z22E[# 14 T
ek T-shTH% VMware Cloud Director %¢%5

Linux | FLATANES PostgreSQL diE ) VMware Cloud PR EE T2 E] Linux /¥ VMware Cloud Director 10.2,
Director 9.7, 10.0 1§ 10.1 152 WHIT VMware Cloud Director 2 T£kak T-2h 71

e

2% VMware Cloud Director %73,

AT PostgreSQL £t VMware Cloud Director NS e
#£5 9.7, 10.0 1k 10.1

#1T VMware Cloud Director &3 AT

AT Pl s/ 7T --private-key-path UEi[) VMware Cloud Director 3 K TR 55 7540 H T
Fr A oA M S R P

a5 VMware Cloud Director IR 55 #v 410 & 5T 32151 Linux #54/E 2 4t VMware Cloud Director %
R, AT DA & T Linux [ VMware Cloud Director 223 F 2 FH 0% IR G 2840 . Wi A4 VMware
Cloud Director JIR#%4H 102 VMware Cloud Director 9.5 #4535, WA TR TAER AP 8 & 1T
Linux #) VMware Cloud Director ZZERE - THENA I . 152 WITHAITH VMware Cloud Director
W
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& T Linux [ VMware Cloud Director {E A2 AN T35 A, ZFsks sl vmware-
vcloud-director-distribution-v.v.v-nnnnnn.bin, HH v.v.v ZoRP20S, nnnnnn 5N
FRRA S . fBildn: vmware-veloud-director-distribution-8.10.0-3698331.bin, iafTItbAIHk
AT A 22 E 5, T4 VMware Cloud Director,

12177 --private-key-path il VMware Cloud Director Z3EFE Ry, BT LTSI upgrade SEHIFE

R H b ay 45650, 4 --maintenance-cell, fEEEE upgrade SR EHINE E, HS W EdE

AR IRETFS%,

BB &M

= ik VMware Cloud Director %{J#/% . vSphere 41{FF1 NSX A1 55k A1) VMware Cloud
Director &

FEEPH QR EIE VMware Cloud Director 22358 F Oracle 2725k Microsoft SQL Server
BARERE, WA THR 2 T T8 PostgreSQL 3P, A XA REN T 4ast, 1HE4F Linux |
T4 VMware Cloud Director,

n  WUERSE R HER RS AR

w  WERELRFE UL LRSI RS, M HARIRSS 7% b M 3025 VMware 224 dRE S IE
LRSS, WATEAE LR 1550 A28 VMware 2441,

n  BUER A BB IR PR T EN VMware Cloud Director SRR,
NI RICE VPR T P EA R NS IOIE O R AT SSH ke, ZHUTERIE, AILABAITRA R
Linux fiy4:
sudo -u vcloud ssh -i private-key-path root@cell-ip
PRI AT B3 BN veloud, SRJGPA root S35 cell-jp /bR ICHENT SSH 188z, (HAE

root B, IR AMETT I private-key-path FIFAFIAT T P veloud. veloud 2HY,  HAHRM R4
5T cell-ip &k root P authorized-keys XAFH, Han BT,

7E veloud . veloud M veloud.veloud P VMware Cloud Director 22327618, H
£ VMware Cloud Director #tFizfTH T I S50 veloud H BT B4,

n  BRIAATAT ESXi MBI . A s I ESXi 4L,

n  HRNIRSSER AT G IR S w3 v U L RIS w2 iE . 155 Wl Linux Y VMware Cloud
Director #EG LIRS 7o A70E

m {1 VMware Cloud Director 22l 1] LDAPS k558%, it T8 )n LDAP B, il
H A5 Java 8 Update 181 FUIERIAEIE 1. AR5 E, 1520 (Java 8 AL ) , Wk https://
WWW.java.com,

1 Pl root S8 8] bRk 5w
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—_

o b W N

RS N B H AR S5 7 o
IRVABIASE AT, iR 2B S R BT A HRRIR 55w 24 P U Tl AL o
SoruE MRS AR 5N T A RS AR AL o

MD5 I SHAT KUEFIAE AR AFE FETT o T Y10 T RIS T 3 SRR FE 1 5 N 8
U1 BRI ES FARVCRC . DL FIERN Linux #5231 o installation-file (RS,

[root@celll /tmp]# mdS5sum installation-file

A AR IPLAZIS N 3 TR MD5 R FIAHVC AL e SO
BAPR 2R g AT T3

LT E R PATARR . SR 2B - B AT AR, iEIT SIS . Shell Bt Zameg I, HasqT
PLN Linux #i74, b jinstallation-file & VMware Cloud Director 2238 R 5E 88244 o

[root@celll /tmpl# chmod u+x installation-file

FEFEFIG . Shell BiZmE LI, 181TH4T —-private-key-path BEIUFI HARFITAPI AR S 2R
o

TR DA ISR upgrade S5 R IO Ay 42 101

./installation-file --private-key-path /vcloud/.ssh/id rsa

F TCEMNILER 2 AT RN SR BT B SRia ] T2
ZERFE S IIE] VMware Cloud Director [ HIRRA, 232 B HiAT2 .

WERLERLF A I EY VMware Cloud Director A T 55 T2 8RR, R iR fieib e
FHRH

BN y 74 Enter ATk,

SR FREABIL N 2 BT TR TR

Lo

AT E T MR T 2R

fiftl VMware Cloud Director RPM #i 4,

T YT e Y VMware Cloud Director
TF4% VMware Cloud Director £ 7 .

THEH 5ot Y VMware Cloud Director B/, K5 T8 B shAAN foc 1Y VMware Cloud
Director fiIk% .

TR YT T F Y VMware Cloud Director IR55.
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BETR

A ohIRSS AR AR A E $T |1 VMware Cloud Director IR%5 .

IAE R DT S BRI vCenter Server A% KRR NSX Manager, RJET14% vCenter Server
4. ESXi AN NSX Edge,

FZhHZ VMware Cloud Director &3

YRAT DA E T AT Ay A 2011 VMware Cloud Director ¢35 F 2 sk FH o/ oG, T B 2h 2 FH4 ) i

TCZAT, DATFEEARER . TR S AR 2D — B e BT R

a1 VMware Cloud Director IR 55#8 200555 F 3 H510 Linux #:/FE £ %) VMware Cloud Director %

e AP S F T Linux 1 VMware Cloud Director 2235 P TR Z IR S 7o 4. ansi 211 VMware

Cloud Director JIR%2341105 VMware Cloud Director 9.5 84355, M I AELETTR T AR b s T

Linux ) VMware Cloud Director 2R THEIA IR, 152 WITHAITH VMware Cloud Director

W

K T4t VMware Cloud Director 22358, R[PIAT VMware Cloud Director 2235 AT, iz

LN F BT A B CEUEE . S WARAT VMware Cloud Director =Ml TH

AR &Y

= ff5A VMware Cloud Director %d#% . vSphere 411 NSX 204558 A VMware Cloud
Director %,

EEPH SR AR VMware Cloud Director 2235(# 1] Oracle 4k Microsoft SQL Server
BB, WSHNETFE 2 T IT2 %) PostgreSQL 3l . A3 XA RRIITFHGEE, S WA Linux |-
T4 VMware Cloud Director,

n  HHIAESIA VMware Cloud Director k55 #s 2 H AR 55w R 2 454 o

n QUERELRRE IR LRSI TR, W HARIRSS 7 b M2 VMware 2]. R TS IE
LRSHECF R4 MATREAE LIRS H2 W T #fl4 VMware A9,

w LRSS B ARV TIE R Y DR TR R VMware Cloud Director #UFRiAS
w AT ESXi EHUAC BN . A S I ESXi 4L,
B

1 J+4 VMware Cloud Director ¥t
VMware Cloud Director Z¢ 32 - ¥9e it H b 52 S B A ST FH & 4F, HTH 0z #h
%) VMware Cloud Director # i

2 T} VMware Cloud Director i)

NI VMware Cloud Director iR%5#5121T VMware Cloud Director T4 T H . 75714
HZ B 2 i, AMFEFESETHRIET VMware Cloud Director iR%5#% .
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RESR

s TR EA RS VMware Cloud Director RS # ARG, I DAERTA BT 5 VMware
Cloud Director JIR% .

s THESEEE vCenter Server R4 RS NSX Manager

»  JHERS NSX Manager Ji, AILATH vCenter Server £%t. AL NSX Edge. 112 W4
vCenter Server Z%:. ESXi 2#HLF1 NSX Edge.,

F2% VMware Cloud Director $T

VMware Cloud Director ZZ3R 2 et Hbrk S a2 A ST A THL & 405, HIH Iz RS
VMware Cloud Director #f:.

i HT- Linux ) VMware Cloud Director {E U745 A AT K, APts A0l vmware-
veloud-director-distribution-v.v.v-nnnnnn.bin, HAT viv.v ZoRPEEBCR, nnnnnn P4
HORRAS o fBan: vmware-vcloud-director-distribution-8.10.0-3698331.bin, 1afTItA[Hk
T3] 2 712 VMware Cloud Director

X2 Ht VMware Cloud Director %745, f5042ifF VMware Cloud Director IRZ5#5 4110 % 01 iz
1T VMware Cloud Director 23527
IR
1 LA root S4B HbrlR S5 ae.
2 RS MBI H PR RS R
WORVABATE A A, L RS2 1 2 AT FRR AR S5 ae X ml 1 IRl
3 KUk FEIREEAE S S N O AR RS AIAHPEAC .

MDS5 H1 SHAT R FIRME A ATAE FaDT Fo IS S0 T RIS C MRS RS E 5 P 3
U E B RAREE AR AC . SEFLL NP Linux & 5o installation-file IFIGAT .

[root@celll /tmp]# mdS5sum installation-file
Zan S BHR PSR 8 DT T MDS5 AZES FIAHPT AL 2225 SO A B A
4 RS R AT

LT E R PATARR o BRI AR, 54T SR & . Shell sRZ8m e 1, HaafT
PLF Linux #i72, b installation-file = VMware Cloud Director 2238 R 5 88 2 44 o

[root@celll /tmpl# chmod u+x installation-file
5 1BfTLRSE
BOEATLREN, AN E4, .

[root@celll /tmpl# ./installation-file
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AL BAFIRN N RPM 4,
BN O SAEATIRA AR H 3] T2

W2 B AR Y VMware Cloud Director i A s 5k & 22 88 SO RO, 3 B ot i B,
jTJ\Ej'Hj o

AR 2R AR I E] VMware Cloud Director (5 IlA, N SHURAHIATIR,
6 fi\ y IH% Enter HiiATH,

LR RABIL N THRC AR .

a  FuEFEHUE SRR EOR,

b fi#H VMware Cloud Director RPM #if-ty

c Mt FIRFTETEE) VMware Cloud Director {ENV 52T, 2 1FIRE 28 1) VMware Cloud
Director IR T 231 VMware Cloud Director *ﬁwﬁF

WERAEAAT FARIR S5 28 VMware A, L3t r i ool MBI E S

warning:installation-file.rpm: Header V3 RSA/SHAl signature: NOKEY, key ID 66£d4949

B HRRIRS s AT global.properties AN, ZERFEFE EoRPL MERgEL .

warning: /opt/vmware/vcloud-director/etc/global.properties created as /opt/vmware/vcloud-

director/etc/global.properties.rpmnew

H ARSI E HHIN A global.properties X, #EAVAM global.properties.rpmnew
FRAS B X e B

7 (T]ﬁ) ﬁiiifﬁ El ILJ\—LEJ%E‘I\HJEO

e, I HEICRBEEES AR /opt /vmware/veloud-director/etc/
log4j.properties.rpmnew =5

gl BAE

WRAEBIA HE LR B B2 H18) /opt /vmware /veloud-director/etc/
log4j.properties,

MREEXHEIRESE TR EIRT O, 15 /opt/vmware/veloud-director/etc/

log4j.properties.rpmnew S A /opt/vmware/vcloud-director/etc/
log4j.properties XHHATHI.
HR

VMware Cloud Director FF5ealifa, 2R Bon—4E, oo & e Bt S S E M5 B
SRIG, LRI R s TR %Q&I,\o

RESE
QR AT, AILLTF: VMware Cloud Director £ 7 .
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MRS AR VMware Cloud Director #Hycid phid fi.

BEEUA TR ARG pociiEdia S, 4885 VMware Cloud Director JIl 5%

F2% VMware Cloud Director #iEE

MTHEIS1H) VMware Cloud Director Jli%5#%121T VMware Cloud Director $tiRZET 4 T B, it =
BOREE 21, AFEHEshE THLET VMware Cloud Director IR%5 75,

FIr A IEAE A TR SE AT 5505 B A /E VMware Cloud Director £l fEd . T EdsET e S8ut
L5515 8O R BRI e S A o BT i A A B T (T 55 -

VMware Cloud Director I F5ae2i ¥ pir A7 S oc 2 n — 8l e . Tt Bk L DRot, HFETH R
—Ro FHIEIRFEE, KFM VMware Cloud Director My ok 2 BohEE . AT
TC, A RREERITHR A EdEE

HIRE M
EDBAEIRAE . EHEREAN R A

n RS AR FTE VMware Cloud Director HUTHATE IFIRAS . FEFFd FeErh, Bz 1k E T2
HIBATT. WISAFAE N AT 241 VMware Cloud Director IRZ5%, #m] DL F R o B [ Holi Bkt oe
PHHIRSS . A Ianfalfif oo B T HORASFE TG B, EESI5E 5 & Bt T HS%,

n  EERIRETIROSINREF S A

1 BT A EATED DR upgrade ST
/opt/vmware/vcloud-director/bin/upgrade

AR TR S AR AS IS NSX Manager JIRAAHEA, EoF ion—5 5 1 B IO T .
2 fEfRi, N y IHK Enter BAZAEET .
3 AR, EN y ITHK Enter #INE SR

MBI T --backup-completed Y, ALKkt AR .

4 RSAREFASMEEEI R, WHER RS n B shell, SREBIABCA AT CIEAIE T
HEL P P T

&R

BOREAH T HBE=T, R EmE. AETAE, AGatinBE Y kS FRsh VMware
Cloud Director IR%%

BEFR
N\ y 4% Enter, sk ZMG1ATIE1T service vmware-ved start ay 2 HshizIkss.

Al PLRENE FFH VMware Cloud Director IR 25 2815 o
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J2ANEl 5 T 2L N R ware ou Irector Jix, bl ,llf? AL T o ‘LH%)L) 2 ware ou
YR DAFF AR 25 2240110 H 4y VM Cloud Director i\ iRk HZ T VM Cloud

Director H.JC,

BIEEARLRAEFSE

1217 upgrade SEIREFH, RIDAMEATSATLAETUNSEBOE R A B B
upgrade AT E N /opt /vmware/veloud-director/bin/,

xR 4-3. BiREFARLBEFEINSEH

T SR

—--backup-completed o

--ceip-user CEIP IR I 44

--enable-ceip Ve
| true
m false

——installer-path VMware Cloud Director 25 1 5e #E ik 72
%o /7 veloud.veloud AZRBEASIIN 2R 1
P

--maintenance-cell IP Ml

--multisite-user %ﬁ&5%2ﬁ¢ﬁﬁﬂgmﬁ%o

VMware, Inc.

i %)

FeE s 5e VMware Cloud
Director #{/5. WIGIHETIN, 2%
SR A SR B EdRE .

IR A GRS AR AR #
MR, THeR S, BRIME:

phone-home-system-account,

RIS A VMware % J
PREGFETH (CEIP). BRIME N
true (WERASEHD , HHASEY
i ikl false, VMware %
FUREARTIH C “CEIP” ) B

UHAES UL (KRN http://
www.vmware.com/trustvmware/
ceip.htmb A5G CEIP Wtk
HIEHRPL K VMware FE T T Fh
JHES A B AT ARG ] e
JURHR TN Bkl He e = )
VMware CEIP, 15255 5 &t i
BEMTHSE,

FTH ——private-key-path Ui,

THFSUHIR], TR IR RO
LN IB TR 1P k. IbHT
FEHAB R TOCART A LR, L
FETFERIAM B TTIN AL TR A
HAh T T H 2 DA — MR
HHAEE, WRICREH . &

B —_private-key-path 1D,

VMware Cloud Director £l i)y
AEE IR . AR ARG LI AT
R P A, TRk
I, BRI : multisite-system-

account,
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R 4-3. HIEEARLARFEDMSE (9D

LT 28 Ei: 3%}
--private-key-path 12 HOUHIE SR se 24

eI, e S5 RS A R A B TR
BRI TR BT T
WAl W2 WHIT VMware Cloud
Director LT, T A%
2 TAERATTFANE B

--unattended-upgrade o eI N L4

R ] --private-key-path 20, A FICHERAIIN & SOV FB I PEAR N SIS E O N3 T
ssh 8z, BRI LUE A0 s Linux sy 24T TE0 IR, HoRBPE RIS SK B R veloud, SRIEDA
root AT R cell-ip BT ssh 1, (HARME: root 545,

sudo -u vcloud ssh -i private-key-path root@cell-ip

AT |- private-key-path TRV AT R 7Y veloud. veloud 2, HAAN A SHE G INE] cell-
io &b root I authorized-keys XA, Hard Bk,

7E veloud . veloud M1 veloud. veloud P H VMware Cloud Director Z23Ef2 T 014, TIME
VMware Cloud Director #FEa1 T T IO S5 o veloud H AT 50,

H2% VMware Cloud Director ZJ5

T+ VMware Cloud Director g 5 #sft E 8GR FE S, I LATFIO 252 Ik 5519 NSX Manager
S8, SRIE, FIDATILEE] VMware Cloud Director 22351 ESXi 4 4LFI vCenter Server 944,

EZP] VMware Cloud Director {3574 Edge . MAUETATIHALIF% Edge KSR
K, 17520 https://kb.vmware.com/kb/66767.

MBS 101 FF4h, MRSSELULRTFIRL ] DU ] VMware Cloud Director API il S e f ik 55w i :,
FEAE SSL IR T RIS IFIR 528 5. A3 VMware Cloud Director WZ84 8, 5L — AN PEB L
25155, 1] VMware Cloud Director APl A TIEEAMNAMIR FCIE VS X SE FAL, AF el T2
VMware Cloud Director 2 J5. [MIfl /4% T VMware Cloud Director 1 [AE > Aific BE46 54 . 155

LB B MR LA K

BHEPH] TR 101 XSRS, VMware Cloud Director 42486 uE 5 HE AT R fb A4 i

AUET . X2l VMware Cloud Director 5571 SSL iF By Rk A= T4, WIRFF> piAKuE B
‘—ar)\;tlJ VMware Cloud Director, M7 SSL ¥HIERE, vCenter Server Fl1 NSX iE#z n[ fE2 I oniE 2
IO o AEX AL, FRRSEA A G RE

1 BTHIUEIE T HE trust-infra-certs 2 UL HEPE T AUEB S AR RUEB A . 152
vSphere RS N Sl 15 o

2 {F¥ Service Provider Admin Portal Ul &1, #8514 vCenter Server fll NSX 524, SR~ uFP
R NG R
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F% 5 B i&EHER vCenter Server R XBEAIE N NSX Manager

T2 8] VMware Cloud Director [ vCenter Server 1 ESXi ML 1, i1 51% vCenter
Server JBEE NSX Manager,

4% NSX Manager 2Hil NSX FFERIHEER I A], (HAS LRSS . PTLAYE VMware Cloud
Director T ATELTH A TH4: NSX Manager, [fi/cit e IEEia{ T VMware Cloud Director Hiyc,

HITHE NSX 15 ., 1S 0 NSX for vSphere XC#%4, Mtk https://docs.vmware.com,

i
1 TS5 M2 VMware Cloud Director 42311551 vCenter Server Sk NSX Manager.,

2 JFHHT NSX Manager Ji7, AJRAFFET vCenter Server 24 F11 ESXi FH1.

F£% vCenter Server &% . ESXi #1501 NSX Edge

T+ VMware Cloud Director 1 NSX Manager &, #0724 E 1 EME] VMware Cloud Director 1
vCenter Server 241 ESXi 141, FFLrf Chik$: vCenter Server 2401 ESXi MU, AT DAFF2%
NSX Edge.

AR &

AC T SR 2 210 vCenter Server AGuADCHKIEE NSX Manager., & 0L TR 5 EE R
vCenter Server R Zi <05~ NSX Manager,

$B

1 {=] vCenter Server 4},

a {F VMware Cloud Director Service Provider Admin Portal T SRR E IR ~, sk
vSphere %R,

b fEAAEHRA, i vCenter Server S,
c EREEEIN vCenter Server SIS AN B, SRR TR
d EREE.
2 J} vCenter Server A%,
AXRAEE, 1550 (vCenter Server 7144 .
3 WU VMware Cloud Director 23] URL FHiE 3%
a  MIEBSATRH, B,
b AEAMIEARHIE T, A k.
c  WAITA A I,
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VMware Cl

oud Director 4%, fic ¥ T2 Harg

4 Jil3r VMware Cloud Director Hiff) vCenter Server 1

a

b
C

d

7E VMware Cloud Director Service Provider Admin Portal T SR r& B ~, sk
vSphere %R

e, s vCenter Server S245.
et H bR vCenter Server s7 IR de 24, SR BEHER: .
FLHEE .

5 TR vCenter Server 2% HHAEAS ESXi ML,

W& (VMware ESXi 7+4%) o

BERY] HEARA BT A RS P SCREAUNL, /MR TR ST
THUREERT VLRI SE i o e v EMLE R B TR A U

a
b
C

d

1] vCenter Server RGuR FHUE THE R, I oiFz BN LR A RN LT R 21t 4B,
THEEML

i vCenter Server R2Z T HTER: 1M Lo

i} vCenter Server RAZuk FALR H4EP B,

6 (%) FAHESET N vCenter Server A%< NSX Manager A5 FE[) NSX Edge.

T2 51 NSX Edge Bt TPEREFIEER: . #4RT LAf# F] NSX Manager ik VMware Cloud Director 2k
TJI4% NSX Edge.,

RESR

A XAEH] NSX Manager 7+t NSX Edge M5, 152 M NSX for vSphere S, il
https://docs.vmware.com/cn/,

Fifi [f] VMware Cloud Director 714 NSX Edge W%, WAZIE Edge 519 VMware Cloud
Director MIZAT 4 FHATHRAE:

s f#i/T] VMware Cloud Director &k VMware Cloud Director AP| I Edge W IR 25 1%
B, AR F 2) 712 Edge M,

n  OUHTE Edge WMIDCRTHE ST NSX Edge B o
7 A NSX Data Center for vSphere Edge W2 3 iirisss .

n T VApp R vApp EE T 524 ST NSX Edge 18y, A vApp RS
Y vApp W%, 1S E] vApp FORIERGEm 1, WonTL g8 Ean s B, Rl vApp IIZE SR
SN, R ER,

B IR T Edge WMISCHIEE B vApp MIZSHITEANE L, 15200 ( VMware Cloud Director
API 4ifE8E ) o

SR VMware Cloud Director 22353 Ath vCenter Server 2% =& 32,
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BTEETES®E

FOTEH T HZ TP VMware Cloud Director Hycek s 5 a1 T2 R 7 o REEUREERAB,
T PR R 40P U

OB T HZEF /opt/vmware/veloud-director/bin/ H, R DUHEHZ T HAGS TR A Ak
4#/;1’@'9?55& Shell iz17.

FIHATAGS
EETIH A AT S, T T 447,

./cell-management-tool -h

{E A Shell &z
PR DA T s, ANMEHSEOR A S TR, BEE R 5 Shell 1217,

[root@celll /opt/vmware/vcloud-director/bin]#./cell-management-tool

Cell Management Tool v8.14.0.4146350 Type "help" for available subcommands.cmt>

WA oRBIfTR, 15 Shell BN, AATDAE cmt> SERTHACEENAEAT ST P T R 4.

cmt>cell -h

usage: cell [options] -a,--application-states display the state of each application on the
cell [DEPRECATED - use the cell-application command instead] -h,--help print this message
-i,--pid <arg> the process id of the cell [REQUIRED if username is not specified] -m,--
maintenance <arg> gracefully enter maintenance mode on the cell -p,--password <arg>
administrator password [OPTIONAL] -g,--quiesce <arg> quiesce activity on the cell -s,--
shutdown gracefully shutdown the cell -t,--status display activity on the cell -tt,--status-
verbose display a verbose description of activity on the cell -u,--username <arg>
administrator username [REQUIRED if pid is not specified] Note: You will be prompted for

administrator password if not entered in command line.cmt>

IZA L SO TR, IRIFIE] cmt> SR, ZORHE Shell B, 157 cnt> SERfTALHN exit,
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. BTEEIRFERE
DR AT AR 4, 3L T AT Shell F30 T Flay 4.

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool -h
usage: cell-management-tool -h,--help print this message Available commands: cell -
Manipulates the Cell and core components certificates - Reconfigures the SSL certificates for

the cell . . .For command specific help: cell-management-tool <commandName> -h

s il VMware Cloud Director Z:%:
fEFHPICE PR T ) system-setup a2 I FH R G P Gk ORI S BRI IR S5 7 4 S
J&
n  EHIRSS RO E UG RIIE R AP S
M VMware Cloud Director 10.0 H4f, A LA HAHEY) VMware Cloud Director OpenAPI 5
SRR SR AL R AR P15 1] VMware Cloud Director,
n EHEFC
AT T AR cell T, RIS ESHER T A5 Toik msh . &G T s ESSn0R
O a1l E T4 R s W W N A L T
PRI CN R
P ICEEE T cell-application A Al DAYEH FLCAE R B T — 418 R 7 o
n  NUFER R
A DU TR T reconfigure-database & HH VMware Cloud Director a4
MRz I
n ROIMFE A SRR FE AR e 2
VMware Cloud Director fiiJf] Quartz {RV P R g s i TR P E (TRl o ansi
Quartz JEREFEAREREL, A ae oIl R g ik, P T THY
fix-scheduler-data & F A & AT R Fr Bda AR s T s 2 B0k
m Oy HTTPS Azl &G ARG A B 3 25 2 uk
fEFH T PR T HAY generate-certs myd ) HTTPS Al il & ACH i S A= A 254 SSL iE5,
5 HTTPS Azl & A i s ik
EF T PR T EY certificates frd e HTTPS Al &5 ACHR R 5% SSL ik,
n MAMNERARSS 5N SSLuEts
AT PE T ALY import-trusted-certificates AU, PS5 AMQP fil VMware
Cloud Director £faaE SNBSS B 24t i .
m M vSphere Z T N fuE
T, TS T B trust-infra-certs o MEREE Y vSphere BRI P
5\ VMware Cloud Director i3 .
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B EMGERAEL Y K
LTRSS, O T B manage-test-connection-blacklist iy BH X D
MR, SRS A R AR VMware Cloud Director IZ5 175 RIALPE .
s EEHTATESIRITH FIPS RS
M VMware Cloud Director 10.2.2 JI44, Z¥5iFA755) VMware Cloud Director Hitff) FIPS 1k
X, AIDMEH] fips-status s a2 A R VMware Cloud Director #4511 FIPS R4S,
n  EHESRVIRY SSL MY
RO PR T B ciphers fn 20 E T SSL 2 T R i it I — s hd 24k
IRV SSL PhIER
%ﬁﬂé’ﬂ_%ﬁ:ﬁ SSL }E%ﬂﬁqﬂjﬁl{%a"j*éﬁ SSL JD}D\{, 1ﬁﬁﬁﬁﬁﬁﬁf$1§5@ ssl-protocols ﬁﬁ/&\o
n E AR R R A
AR B T Y configure-metrics myAid E IR N R Fbrte.
il Cassandra flifabrdioi 2
B ITE I T cassandra iy 24 MR T 2 ] ety fabn ddin 22
n R ARG DU
SR AE VMware Cloud Director £k ZE 1 2 F55hs, A DU o B T L
recover-password a3 K2 VMware Cloud Director £ % H G441,
SRS
T EE T fail-tasks a2 HUHT G MUE e BT IEFE 181 THOE S5 AT 55 52 AR
Do BAGEMHH] fail-tasks W2, FRIAEATA HITHEPE M,
n BOEHREEEAEE
i FHEA T FE T B configure-audit-syslog find Al AL M LM o
n P IR
TSP R GerE O B IR R RO, PR SR TS B T A manage-email 54
n ARG ERL
PR T B find-orphan-vms f53 Al &40 vCenter £ R f£4E{H VMware Cloud
Director £z e A FAE R IA LI 51 H
n JIAEGEH VMware % PRI E
THIAEIE H VMware & FAISHEFH IR (CEIP), AT ASE s e BE T configure-ceip f
e
U RS A
T PR T B manage-config Fa4, AILARE SRR N AR RC Bk B, AN H R PRSI
)8
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Bc E E RIA P PR )

Fr 2 H R A B HA A e N A A 40T B vr 20 H SR T, sl re EoR AP I R R gt 3,
PR B EH SR EEE RS, AT O B T ) manage-config {2 PR ] [R5 420 H
BORES ¥ H SR FEFR

WJCiEVEN VMware Cloud Director JT A St ifidbA e Sk

N FH AT VMware Cloud Director BA35iH VMware Cloud Director HLtHIA %L P Hil-F1 DNS
ZH, ATPAE B T HIY manage-config Fd

Vit vCenter VM LB

HE RS PR T HIY debug-auto-import Fay4, AJRAWE I+ LI vApp HIFLHIEkE —1
A vCenter VM HJHIA

T AR AR 2t SRR 25 1) MAC Mtk

QIR CIERE B A A 2235 1D B VMware Cloud Director Sitifh, AJ AEA 7S 13X He sk ik i 1 ] 2%
FIE R MAC Hihk 2, Bl P 5P a8, WAIEE T AN T-42388 1D 19 1 R AE ELh— Nk

AR MAC Ml

s VMware Cloud Director Hot FI0E R 1P Hihk
ST 2w ] TIPSR VMware Cloud Director FoTii) 1P ik, Al e BE T H

it E® VMware Cloud Director &3£

SEHHICE B T AN system-setup 34 P 0 ARG BE GBI RIS EARDAA LIRSS as AR i e

1t VMware Cloud Director IR 55 as 4l Ed B AT A Ik S5 e B e e a8 E 2 e, anl DAL T IER
M A TR R UA A G A BE Dbk S - AT S EiA1e VMware Cloud Director £l

cell-management-tool system-setup

T L LR ARG FIsATI a2 . MAFRERR --unattended Ml --password ZAHMNWRATA LTI,

R 5-1. ATEBETRENMSE, system-setup FHE

I
--help (-h)

--email

--full-name

VMware, Inc.

28

7‘[_‘1

TEAE QI R e L O
MR FE MR AL .

IEAE QIR R T B DY
et

ik
FEAE 2] an S R
AGUE L DU AL SR 7 i

VMware Cloud Director {3 /%:
g

RGP A A VMware
Cloud Director /A,
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B R Fe g

K51 ATBEBTREMMESE, system-setup FE (L5

P

--installation-id

--password

--serial-number

—-system—-name

--unattended

—-user

A

§
=

I 1 5] 63 Z[nlfgH

s

IEAEGIE R S T A
L, ]
--unattended VeI
IR, A
—--unattended ﬁiﬂﬂ,
LRSS N PN
Rt CINARARAE AT
FRED .

2y as (V)
YD .

T+ VMware Cloud
Director vCenter
Server IR,

7

IEAE B R G HL 5
I,

}EE VMware Cloud Director 2415 &

ik

. VMware Cloud Director 22251
LA D, AR MAC bl
W, RgGeffiffs: D,

AT AT 205 S s
VMware Cloud Director 2340 7
SEIZE, 5% RO VMware
Cloud Director 2254 H—/Mif—fK]
241D,

% VMware Cloud Director 75
DYIUERy, ARG SR
5,

Wik, ALY VMware Cloud
Director [7415

I VMware Cloud Director 2%
T FIF IR vCenter Server
h B RIS oR

e, O N, iz A
ahbrilt—BA

*f VMware Cloud Director {75
DI, AGUEEE SRR AL
o

/

WA ) VMware Cloud Director 218 E T H 24X L. T A8 E ——unattended fl

--password 1&

iy & S PE R BRI RIAE R G HE LB A

[root@celll /opt/vmware/vcloud-director/

bin]#

./cell-management-tool system-setup \ --user admin --full-name "VCD System

Administrator" --email vcd-admin@example.com --system-name VCD --installation-id 2

Please enter the new password for user admin

Re-enter the password to confirm:

Username:

admin

Full name: VCD System Administrator

Email:

System name:

vcd-admin@example.com

VCD

Installation ID: 2

Are you sure you want to use these parameters?

VMware, Inc.

[Y/n]:y

(password must have more than 6 characters):
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Creating admin user.
Setting system details.
Completing system setup.

System setup is complete.

ERARSRAEHIEIIBAM APl iima

M VMware Cloud Director 10.0 J14f, LA HH A VMware Cloud Director OpenAPI % 5f i i fik
R &2 AL FIFH 150 VMware Cloud Director

P BN OpenAPI ik, 1l FRAINT VMware Cloud Director {15 MR P2 m 24

m  /cloudapi/l.0.0/sessions/provider - IRFHEHLRIE SN (i ) OpenAPI g S, FIL P TCiki
Uit 5. 751 VMware Cloud Director

m  /cloudapi/1.0.0/sessions/ - fLJVESEINE AU OpenAPl i i MR SSHe it i oy i S 5 nl
VMware Cloud Director,

PRING IR, PR B AR 2T ] DA ik 5 51 ) /api/sessions API vt k5] VMware Cloud
Director,
A HF T T manage-config F54, AILME MRS EEML R V5IM] /api/sessions API Ui i,

A PR L e %IZEE;H ARG FEAE R P 5 RIAHT /cloudapi/1.0.0/sessions/provider OpenAPI

SRS LTINS /api/sessions APl S (R U5 A, SR IR AP S i, FERARSS R 4L
SAML A IR S5 B Bk 1 SR AR I

Fiz

1 DA root S ELfEEkm SSH &7 2{F & VMware Cloud Director BTl E R %o

2 EPHEfR AR A /api/sessions API v, R T A TP A

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

vcloud.api.legacy.nonprovideronly -v true

&R

RS PEHEF IS FEU51R] /api/sessions APl . MRSSHEMLRT AT LAE HTHI OpenAPI il /cloudapi/
1.0.0/sessions/provider 151 VMware Cloud Director. F PR DA H /api/sessions API Py
FIHY /cloudapi/1.0.0/sessions/ OpenAPl i i) VMware Cloud Director.,

RESR

e A ey R ]| /api/sessions APl g, 1H12{TRA Ny

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

vcloud.api.legacy.nonprovideronly -v false
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BIEHEIT

AT B T A cell faps, FMLMERMIFSHERRF MENR S CERE) . EETHSMES IR,
PR TP E R A T

BT, LA NE
cell-management-toolcell-usysadmin-username -p sysadmin-passwordoption
Hrh, sysadmin-username F1 sysadmin-password j- R R AR

E TR, AR, XN, Za S St BN, AERRE R

WRATRERREIE R, BRI DAEH] --pia 2601, FFHRAt ot fEnudiie 1D, FE R T
ID, A N4

cat /var/run/vmware-vcd-cell.pid

F5-2. ATBERBTHENIMSE, cell FHE

bl 28 R
--help o FEPE A I AT T T
(-n)
--pid T RRERE 1D ST DA e, AN ]
(-1) -username,
--maintenance true Ek false {Lﬂfﬁmﬁﬁftwiﬁkﬁfﬂﬂjﬁo
(-m) B true SERIITHINIEED, JIf
BT TR,
Y £a1se B RTTMAET BRI
Hiko
--password VMware Cloud Director R4S Pk (1141 -username %t
o 0 R ) T
AUERZMET, 12 2K R
NERD, A pEE R R,
--quiesce true B false AR BT TS Bl o
(- SR true WHERERET
2] £alse HATHAEN SR o
--shutdown o EH PR SS #5 L1 VMware
(-s) Cloud Director IR%5.
—-—-status jt ﬁﬂiﬁ%ﬁ)&ﬂﬁjtqJﬂE{Ei;?TfF;%H@iYE
o RIS TEHAR A .
--status-verbose o R REI T B I THT 55 FE

(-tt)
——username

(-0)

VMware, Inc.
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BERTNARER

P ICEPE TR cell-application w4 A DAYEHI FLCAfE R B &1 T — 418 R 7 o

VMware Cloud Director {7142 N HIFERE, 4t VMware Cloud Director % s BE IR S . BRI
BN, BT ashix e N IR P 2o 2 AR Y D AR Ty SR VMware Cloud Director %

iy
o

LA R TT R BN B TN IR AR, i MR ar 24T

cell-management-tool -u sysadmin-username -p sysadmin-password cell-application command

sysadmin-username

VMware Cloud Director A% A5HR R P44,

sysadmin-password

VMware Cloud Director RZeiF L DS . B (0 SRk 757, WAZER&h N 51+

= AL cell-management-tool mya{THIHEHE VMware Cloud Director R4 iy, H
P BEE2 4, X253 cell-management-tool HE/mH NG, BN HRE EASEIR
1A

ARAR B R G P DU E, AT DA —-pid 2600, FHHRALRTRERUdERE 1D, BEEHE Tt
21D, W M4

cat /var/run/vmware-vcd-cell.pid

command

cell-application ?r’uép“/&\o

R 5-3. AT BETEENMSE, cell-application FAIE

we 28 i}y

--help (-h) S SRR A A IO 2

--application- I FIH R ITCR IR M M AT IR o

states

--disable 7 AR 1D B3 1 M B TT R IR AR BRI T I EDINEA T

--enable IR 1D SOVRIC SO IR AR BT BN IEA T

--pid (- BorbRemgERe 1D LRI, ifiAE —u 2k —u DA -p.

--list 7 P BTN R, I Bt i R e HER TR AN BT

--password (-p)  VMware Cloud Director #1511k, WIEREALERSAT FIAVSM, oSBT n B NS,
B
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R 5-3. BB TEETMSE, cell-application F@E (£2)
s BH ik
--set IS4 RN FIRET ID 3. 8T Ra s i —4 oo AR . e AR s TR a)

I R B —4BA o R P . ] --enable o —-disable B
WA AR I S IR AS

—--username (-U) VMware Cloud Director & i1 QIRAIEE --pid NTFERLAE
Fﬁ)ilgil

Bl FIHBTNAERRERIIRR

PLF cell-management-tool Ay fTHskIEMt ARG HE U, R B o FIRE i ML s IRAS 81
e

[root@celll /opt/vmware/vcloud-director/
binl# ./cell-management-tool -u administrator cell-application --list

Please enter the administrator password:

name id enabled

description

Networking com.vmware.vc... true Exposes NSX api endpoints directly from
vCD.

Console Proxy com.vmware.vc... true Proxies VM console data

connection...

Cloud Proxy com.vmware.vc... true Proxies TCP connections from a tenant
site.

Compute Service Broker com.vmware.vc... true Allows registering with a service
control...

Maintenance Application com.vmware.vc... false Indicates to users the cell is
undergo

Core Cell Application com.vmware.vc... true Main cell application, Flex UI and REST
API.

BHEUREEERM
AT DL o T H reconfigure-database T#r 2 B VMware Cloud Director i )%
E.

#£ VMware Cloud Director %245 VMware Cloud Director ¥ a5t Ferf, e Sl B A 4 2R
KR E R EYE . 155 WAE Linux 2235 VMware Cloud Director #l1 VMware Cloud Director 48413
NS TN
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{FIECE VMware Cloud Director %8, RILA] reconfigure-database [-ad BT AdREE
Peo ERLLK AT VMware Cloud Director RS shE1a AL, SBCSHRET - &My, 5o
PostgreSQL £l ] SSL 4%

cell-management-tool reconfigure-database options

BEFEYHH #id151T reconfigure-database A MRS N BT 4 Al B S
global.properties NN - responses.properties Hl, FEIEATIZM 2201, HHIAMN A7
T /opt/vmware/vcloud—director/etc/responses properties H R[S, AP HIE N
PEOfE R, S IE Linux 4¢3 VMware Cloud Director,

WERAME] --pia etil, WIAE T AR BT AR T

R5-4. BB T HEMMSE, reconfigure-database FHE

eI

--help

(-n)
--database-host

(-dbhost)

--database-instance

(-dbinstance)

--database-name

(-dbname)

--database-password

(-dbpassword)

--database-port

(-dbport)

--database-type

(-dbtype)

--database-user

(-dbuser)

--database-ssl

VMware, Inc.

28
S

VMware Cloud
Director K 1AL
IP Mtk sk e 2 PRt

SQL Server 5
i,

HEAR 5 2

Bl RO o
Bl RN s
NS5 B A o 15
HfEEl, Mz

B sglserver

B  postgres

BdlrE PRI o

true EE false

Ep
SRAE 2 T] e  E

P& database.jdchrl,Eﬁktn@ﬁﬁo
BHERHA ZaS UL .
e, YEAEEZAS sqlserver I
i,

HTWH] RS, B
SR AIC P AR R 15 AT ]
(=

T database.jdbcUrl JEMETE

T database .password JEMET
[ER AN A T ae e ) = ]
ZHTHATING o

¥ database. jdbcurl JEMEAIE
EHEPIH] 2 UG IR .

T database. jdbcUrl JEMERE

B database.user JBIERIE .

MEAREERALN postgres INH/,
H PostgreSQL Fds e o Eok
1 VMware Cloud Director ) SSL
UE
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R 5-4 BTBETEETRMSE, reconfigure-database F&d (&)

HET S EiETu

--pid FAJTIRE 1D, e, W IEAFETT VMware Cloud

1) Director Hytiaf TR . 75
LR BT,

WS —-private-key-path —icfli
AL RPN, R A R R BT CIE
T2,

--private-key-path EFITEH/‘JMA%H H/‘Jﬂgg—l%u gk, ﬂ&%%%éﬂqjﬁ/ﬂﬁﬁﬁ E‘QTEIET'%'?;’%
H1, ST HAE R Y, RS
EIE

EEWA A oI e v
FH P TEAE NS 1 ﬂTJ&ﬁ SSH

B
--remote-sudo-user ELA7 sudo AUPRIF T M H S root A, 5
?Zo --private-key-path jﬁ:ﬂﬂ ;Laff
.

T, A U DU T
postgres JiI/7, 40

--remote-sudo-

user=postgres,

TﬁﬁHLIﬁ -—database-host fll --database-port HﬂL L&ﬁ/v\/x\ ﬁlﬁﬁﬁﬁﬁfgﬁ {H/I\K/I)_]J—LJQHEE—L%DlﬁD
HARIES AT Bl S A48 E SR IR TR

AR --private-key-path &I, Fir B ICEPAIES BN SOV RER R PEASE NSRS TS B0 T T
SSH &4z, filan, ZHATIUE, rIPLEfTRA T Linux my4:

sudo -u vcloud ssh -i private-key-path root@cell-ip

RGBS BN veloud, SRIGVA root S35 cell-ip AbRI TN, SSH 4%, (HAEE{E root %
e AT | private-key-path YRV AT I veloud.veloud W, HAAN AN T cell-
ip Ak root 'Y authorized-keys SAH, a2 BpTh,

7E veloud . veloud M veloud. veloud K H VMware Cloud Director ZZ3Ef2 70148, HIFE
VMware Cloud Director JHFRa1 T AT I S50 veloud MG

=~fl: T VMware Cloud Director i FE R A& %55

B VMware Cloud Director #dia )4 1 P 2 Fssiy,  HoBL R H b bz M O B8 i 4 B fO e, T RA
LTTU\T g 7

[root@celll /opt/vmware/vcloud-director/bin]#cell-management-tool reconfigure-database \
-dbuser vcd-dba -dbpassword PQ@55wOrd

VMware, Inc. 175



VMware Cloud Director 2234 | it E AT 4445/

5. BT R B i TV E T ED B SR 3 VMware Cloud Director #
EE 1P Mt

WRAE HA sudo AURAVAE root HI1, EiNr B P AT A #ot ERY VMware Cloud Director £f& /21 IP
Willk, PPLETPA Farde

[sudo@celll /opt/vmware/vcloud-director/bin]#cell-management-tool reconfigure-database \
--dbhost db_ip address -i $(service vmware-vcd pid cell) --private-key-path=path to private-
key \

--remote-sudo-user=non-root-user

R FNIE S RIF R 12 Fr EiE

VMware Cloud Director {#/f] Quartz fENV IR HE 54 i THOSS4RME (MRl . W Quartz
TWER B EDER, BRI A gk, P ITEEE T HA fix-scheduler-data 2414
K R VR AR R A T

LIRS, WAL PB4

cell-management-toolfix-scheduler-dataoptions

R5-5. BB TEHERIMSE, fix-scheduler-data Féid

il 28 HR

--help (-h) ¥ TRt S ] F A

-—dbuser VMware Cloud Director $fft)a  AFifr A1 Trfeft,
PP,

“dbpassword VMware Cloud Director i iniuAdft, 2itfTHin.
P,

A HTTPS flizHl A RIBiH S AN BERIEH
BT B T BN generate-certs ap 2k HTTPS Flz il & R S A i B 2544 SSL Uk,

HF1~ VMware Cloud Director IR S5 #5 4l AF SRS SSL tiii: — T HTTPS IS, B— 1T
HERIRSS . HTTPS k% 534 VMware Cloud Director Service Provider Admin Portal
VMware Cloud Director Tenant Portal 1 VMware Cloud Director API, wofdastill & A E i b #F
VMRC &85 vApp FIRHEML.

FICASEE T B generate-certs fr 2 H] AU TLE Linux 5 VMware Cloud Director 6lE [1%544
SSL kAt e

FEARHI AR SSLUEBIFRE BN I INERHIEINAT keystore Hi, 15 AL ME a4 7

cell-management-tool generate-certs options
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*5-6. RTEETERMMSH, generate-certs FAp¥

prinlil E i EiiiFa

-~help (-h) Ve FRBLH I Al A I

——expiration (-X) days-until-expiration  UEBEEIARTIRE . BRIAMEN 365

--issuer (-i) name=value |, UEB A 1 X.509 W HEZ R,
name=value, ...] RIMEN en=Fopn, H FQDN 2

ZIPTUN FE I E A L 1P Mk
QE S0 SIS xRy iEs T E 2D
AURIRE 2R IL/EA, LS5
Fed], IS T 515N,

--httpcert (-)) o g HTTPS il AR il 15

——type (-1) keystore-type BRI, BRIl pres12, 4
IR PAAIE—A oceks B,

--key-size (-S) key-size FORNBEIATI R /N BRI

Jy 2048, HUE NIST FiaktH ke
800-131A, AFZEF/INT- 1024 (155

PR
--keystore-pwd (-W) keystore-password HFHLE keystore [0,
-—out (-0) keystore-pathname ML | keystore HIFE &£ 4,
--consoleproxycert (-p) Ve Az il G AR ATETS

T ORI S FIYRRORIRGR A, R0 -3 A -p IIRCR S I S8t -5 F0 -p AR

. fIEBERIER
XA IR keystore UIEE N /tmp/cell. ks AN kspw. WAL keystore WAELE, MI2:
At keystore,
IR B R QT IE T . k& AR E N cN=Unknown, UFT3EFHERIA) 2048 (R, JEAE
B 1 R A,

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool generate-certs -j -p -o /tmp/cell.ks -w kspw
New keystore created and written to /tmp/cell.ks.
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Ry HTTPS S GEEIES o [N AR SR NI # APk aE FE X . MUK APl

CN=Test, L=London, C=GB, HTTPS HEHMHut35 84—/ 4096 {i/554, frld

B RED R BT UE AN o

[root@celll /opt/vmware/vcloud-director/

90 KJrnti. 4=l

bin]# ./cell-management-tool generate-certs -j -o /tmp/cell.ks -w kspw -i "CN=Test, L=London,

C=GB" -s 4096 -x 90

New keystore created and written to /tmp/cell.ks.

TFEEYHA BSOS i B AT T veloud. veloud 82, VMware Cloud Director Ze35fE

PR G R4

B HTTPS =4l &R IBim = BIEH

AT FE T B certificates a2 i HTTPS Fifssihl & A i S SSL uF .

HIUEEE T HY certificates fnd B I UL B M AFAETE PKCS12 Bt JCEKS 8550 4 i
U, ] certificates ar2 ¥ BELUFBEM NS LU, s TiEBEgo g, Zadas
EANFBRSAEE, 2 0LE Linux |l VMware Cloud Director 412 124544 SSL uF 1.

A B AN S SSL RS, EEE L PB4

cell-management-tool certificates options

RE-7. BB TEREMINSE, certificates F&H%

I S8

--help (-h) Jc

--config (-C) LTI global.properties
AR TR

--httpks (-)) c

--consoleproxyks (-p) o

--responses (-r) FRITIY

responses.properties Xf}

H5e sk 124

--keystore (-k) keystore-pathname
--keystore-password (-W) keystore-password
VMware, Inc.

i)y
SRS R T Far TR

PRIMIN SVCLOUD HOME/etc/
global.properties,

ot http i s B &K
certificates MVBHIE .
s i & RO s B T 240K
proxycertificates MEHFEX

s

RN N SVCLOUD HOME/etc/

responses.properties,

A2 4UE 1) PKCS12 Bk JCEKS
KB HEN TGS, -s 65
DTN, HOBEIRN -k,

--keystore 15| FIFY PKCS12 5,
JCEKS # PR #M, BT
I ~kxspassword Fll
--keystorepwd VeI,
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Bl BHEIER

AILAHE --config Ml —-responses #Il, FRIFXEESAFC MBI EREE . fEdbnpirh, Z9ERE
%l /tmp/my-new-certs.ks HBMN kspwo M/RBIBATTIIIA http dm i iE B8, /tmp/my-

new-certs.ks HIUF

[root@celll /opt/vmware/vcloud -director/

bin]# ./cell-management-tool certificates -j -k /tmp/my-new-certs.ks -w kspw

Certificate replaced by user specified keystore at /tmp/new.ks.
You will need to restart the cell for changes to take effect.

T BB e, AR T,

MAMEBARSS SN SSLEH

@%ﬁﬁ%gkkfﬁl/ﬁrﬂﬁ import-trusted-certificates fig 7%5\—)\1E:B

Director s FE MR SS BT e it o

PIMEE AMQP F1 VMware Cloud

VMware Cloud Director AUl K IR SSUEH SN2 H OB AR iz RS AU B A5, AR e
SINEIIRSS I e et . B RAFATRUE SN BRI TO A, L BRI a4

cell-management-toolimport-trusted-certificatesoptions

R 5-8. BTBHEH T EREMMSE, inport-trusted-certificates F

il
--help(-h)

--destination

--destination-password

--destination-type

--force

——source

VMware, Inc.

28
I

FEIR TR

TR

et

i SEE i

P
<

i
SREAE R ] s S HO R
FAREATAT R E RS R 0Pk BRIA

4 /opt/vmware/vcloud-

director/etc/certificates

CARART T AAT LD
FbrE A1, 2Rk

vcloud.ssl.truststore.password

MOl CARAAE R AT LD

EARE AR B RS, w2
JKS s JCEKS, BRiAh JCEKS.,

B S PP EAEH B

Ui PEM SCHRISEHEIE 2 2R o
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. EANZEEIER

HRBIEHTE N /tmp/demo . pem S AZN T /opt /vmware/vcloud-director/etc/
certificates [ VMware Cloud Director AMIZ4HZ, VMware Cloud Director Pl import-
trusted-certificates w4 AIREHIINEAS A B Y1 E D

[root@celll /opt/vmware/vcloud - director/
bin]# ./cell-management-tool import-trusted-certificates --source /tmp/demo.pem

M vSphere BiES N SIER

o, U T B trust-infra-certs i@ WY vSphere sl it KBS
VMware Cloud Director #tJE% .

TSR T HIY trust-infra-certs 22 MNIAEHK vSphere B H 20 EE SSL b, FHEHSA
VMware Cloud Director #J8 /%,

BIEEM

FIABE S N3 ) vCenter Server Fl NSX Manager 525215 LS Eh HIFAE 15T o
1 DA root S5 HEeoklE SSH &3] VMware Cloud Director BT E R G o
2 PIMERE TS,

/opt/vmware/vcloud-director/bin/cell-management-tool trust-infra-certs options

R 5-9. BLEETERENMSE, trust-infra-certs FH%

ZED 2 Biipu
--help (-h) o FROLE 2B AT A Ao fi
—-vsphere y. PRSI BT E Y

vCenter Server, NSX Data Center
for vSphere fl NSX-T Data Center 5
BIRIUETS

——trust G Ak LB INE] VMware Cloud
Director {F{E/7EX

--inspect Tk SRR 3k CEHIER EoNE SR
--unattended Jc A, RO I, iz A e

PRIE—PHIN . K B S EERTA A
BRI
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=Bl EEHBNFRE vSphere Bk SN AEIES

BE AR N HAth (5 B RIS I NSRS K H vSphere @ w45, 5 LU T sl Titkay
A

~ o

/opt/vmware/vcloud-director/bin/cell-management-tool trust-infra-certs --vsphere --unattended

Fe & MK iEEIE S R
LA RE, R ICE T T M manage-test-connection-blacklist a2 I ERFALN
Vilnl, RIS PR RS VMware Cloud Director W& 115 AP .

M VMware Cloud Director 10.1 T84, JRESELHLFTFIFLF AT LA ] VMware Cloud Director API Jillizt 5
TCRR RSS2, JHE SSL IR T fEhIs U IR 528 5475

NPRFEBMZE (L T VMware Cloud Director S5 Wi sets, RZebe ki ol DAL E A e
TETIRI N ES AL AR SR

XAE, AR B R s AR W B 2 i T R0 VMware Cloud Director AP E 2255 |
VMware Cloud Director [R5, il oz 2514 FrapasEAL.

LTS, E TR T AN manage-test-connection-blacklist Ay FEZafH Fo PN H
WU, AR FHAE S VMware Cloud Director W£& 15 AAVE o

1 DA root Gy H ki SSH &%) VMware Cloud Director ¥t HA{E R %o
2 B TRA Mar A ey R In—14H .

/opt/vmware/vcloud-director/bin/cell-management-tool manage-test-connection-blacklist

option

& 5-10. B BB T EETINSE], manage-test-connection-blacklist Fod

T 28 EjiiFu

--help (-h) o Feptth 2] a4 R

--add-ip IPv4 &k IPV6 Hbi K 1P ML INF LS 4

--add-name TN IEE e PR A B FIEIR A NSRS K

--add-range KM CIDR s 7 7t 2T 1Pv4 B ¥ 1P b TE R B 481 %
IPv6 iyl

--list T S AT C AR T I 45 H o
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EREMAEHATH FIPS RE

M VMware Cloud Director 10.2.2 Hif, ZEGUFHTATEE) VMware Cloud Director o) FIPS ARAS,
AP fips-status . S A E s VMware Cloud Director #4451 FIPS R4,

HFAE Linux -5 VMware Cloud Director 3] FIPS #ifiEgu(= E, 520 ( VMware Cloud
Director xS Hefitpis 2R 148/ ) Hia ] FIPS £z,

fips-status W& BRITATESIRITH FIPS IRAMEE, {UFEHRITHM. UUID. IP kAT FIPS JRZS,
Bk FIPS HiE H, 155 Wi % VMware Cloud Director %45 FIPS fi:t,
)L JSON MW EdE, P RARIE --9son Frid,

1 VL root Sy EiiEkimnk SSH & ek 2] VMware Cloud Director FITHEER o
2 EEFATRSHERITH FIPS R4,

/opt/vmware/vcloud-director/bin/cell-management-tool fips-status

R5-1N. BB T EENMAMSE. fips-status 8

wé SR EiEipa
--help (-h) 7 PRI A I AT A T,
--json o PL JSON #RE R 5 H .

EERIFH SSL A% &R
i AP T EM ciphers mr ATl B BRI OAE SSL 1B T FE R (il A —H 2 =1k

E ciphers {\GE T VMware Cloud Director 1T HTTPS Azl & ACHMmE I —4ur 15, fifad
T VMware Cloud Director Be# 11T H & HL ] 7 SLiAn AP IUESS .

% P VMware Cloud Director FLCHEN, SSL EFN, % BT SCRHU i P BRIA T Fe v i g3 b

BB, 2B AR ZR T, PTRERIIA R R X Se M AR, JoiE PRI, B E A e i

S8 SSL RN

LA T VMware Cloud Director b, ek FFR AR SAS EZ R oTiuE 45, Qi se vy g sk

AR UE T TN, N2 REesl R b, P AE A TEA I R B uE o Foimiic i 7o

VP51 55 «

1T OIEAE A gUE S . AILA# A cell-management-tool ciphers -a (WILA R /RPIfT
7R BIHBRAAECE S VO RT A h

2 fiffl cell-management-tool certificates 2B G U uETs .
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VMware Cloud Director 223 | it B AT/

3 ffiff] cell-management-tool ciphers iy EHHLE SRVF A FIFIE Tt Brofr A s
/’I’L%:E%O

F|EWA BT VMRC #5515 = AES256-SHA Fl1 AES128-SHA 41, [k aiE VMware
Cloud Director & mffi ] VMRC 451l &,  MIASGERE X /N5

TP VRN SSL B IAIER, L MER 1T

cell-management-tool ciphers options

R5-12. P LB T EEMMMBE, ciphers FHE

LT S8 BT

--help (-h) = PO RN R AT A A A

—-all-allowed (-a) G % VMware Cloud Director 5
HIPITE %0

-—compatible-reset (-¢) (E.FHD o O, i —-reset WEIIHE Y IR
PN S R I

--disallow (-d) PSS BRI AR SRR E S 50 b g 2 b i 3

VIE-S RIS TR, EBATA & T
HmEm i se sk, HohistTibisk
WA

HEUA QSRS TN AT
P KRS AT 0 .

BEENTA RS, HIET -a
B s

EHEHHA 1T

ciphers --disallow &, WA

HABIHIC,

--list (- x A BTIEAEAE I — 2L et
.

--reset (-r) 7z BN RIS ARt

%ﬁmﬂ%ﬁ%ﬂm%fﬂ e
Sz uHNT SSL iR, BRAlLa
TB’EH%JIJW&EJJH’JMUL%O

BEEH 1217 ciphers --reset
Ja, AEHEE R TG,

. ZRAAANEG

VMware Cloud Director % Filfid & 11 L s HI 241 2

oG T A S VR B R A b P At 505, DA ST A8 T AN B2 e T i o
(7R E VNE NIRRT

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool ciphers -1
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o EEPREAR 0] 25 T2 SR A1)

Allowed ciphers:

* TLS ECDHE ECDSA WITH AES 128 GCM SHA256
* TLS ECDHE ECDSA WITH AES 256 GCM SHA384
* TLS ECDHE RSA WITH AES 128 GCM SHA256

* TLS ECDHE RSA WITH AES 256 GCM SHA384

2 FRICRITAE SSL#ETHIR LA BT AT B A1 35

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool ciphers -a

A A HH R [F] R A A4 5

# ./cell-management-tool ciphers -a
Product default ciphers:

* TLS ECDHE_ECDSA WITH AES 128 GCM SHA256
* TLS ECDHE_ECDSA WITH AES 256 GCM SHA384
* TLS ECDHE_RSA WITH AES 128 GCM_SHA256

* TLS ECDHE_RSA WITH AES 256 GCM_SHA384

* TLS ECDHE_ECDSA WITH AES 128 CBC_SHA

* TLS ECDHE_ECDSA WITH AES 256 CBC_SHA

* TLS ECDHE_ECDSA WITH AES 128 CBC_SHA256
* TLS ECDHE_ECDSA WITH AES 256 CBC_SHA384
* TLS ECDHE_RSA WITH AES 128 CBC_SHA

* TLS ECDHE_RSA WITH AES 256 CBC_SHA

* TLS ECDHE_RSA WITH AES 128 CBC_SHA256

* TLS ECDHE_RSA WITH AES 256 CBC_SHA384

* TLS RSA_WITH AES 256 GCM SHA384

* TLS RSA WITH AES 128 GCM SHA256

* TLS RSA WITH AES 256 CBC_SHA256

* TLS ECDH RSA WITH AES 256 CBC_SHA

* TLS RSA WITH AES 256 CBC_SHA

* TLS RSA WITH AES 128 CBC_SHA256

* TLS ECDH_ECDSA WITH AES 256 CBC_SHA

* TLS ECDH_ECDSA WITH AES 128 CBC_SHA

* TLS ECDH RSA WITH AES 128 CBC_SHA

* TLS RSA WITH AES 128 CBC_SHA

3 fREEMEHRE.
QERAE LA T A I ORIARE SN 20, MZRREAL T3 IR

[root@celll /opt/vmware/vcloud-director/
bin]#./cell-management-tool ciphers -d
TLS_RSA WITH AES 128 CBC_SHA,TLS_ECDH RSA WITH AES 128 CBC_SHA

4 1217 S DR E BRI RS SRR A AR5 T

root@bosl-vcd-static-211-90 [ /opt/vmware/vcloud-
director/bin ]# ./cell-management-tool ciphers -1
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R TR B R IO RT A 22 A5 41 2

Allowed ciphers:

* TLS ECDHE ECDSA WITH AES 128 GCM SHA256
* TLS ECDHE ECDSA WITH AES 256 GCM SHA384
* TLS ECDHE RSA WITH AES 128 GCM SHA256

* TLS ECDHE RSA WITH AES 256 GCM SHA384

* TLS ECDHE ECDSA WITH AES 128 CBC SHA

* TLS ECDHE ECDSA WITH AES 256 CBC SHA

* TLS ECDHE ECDSA WITH AES 128 CBC SHA256
* TLS ECDHE ECDSA WITH AES 256 CBC SHA384
* TLS ECDHE RSA WITH AES 128 CBC SHA

* TLS ECDHE RSA WITH AES 256 CBC SHA

* TLS ECDHE RSA WITH AES 128 CBC SHA256

* TLS ECDHE RSA WITH AES 256 CBC SHA384

* TLS RSA WITH AES 256 GCM SHA384

* TLS RSA WITH AES 128 GCM SHA256

* TLS RSA WITH AES 256 CBC SHA256

* TLS ECDH RSA WITH AES 256 CBC SHA

* TLS RSA WITH AES 256 CBC_SHA

* TLS RSA WITH AES 128 CBC SHA256

* TLS ECDH ECDSA WITH AES 256 CBC SHA

* TLS ECDH ECDSA WITH AES 128 CBC SHA

E1 R SSL il Tk

BEE R TAE SSL R T REH R —41 SSL Y, iR OTE B T BT ss1-protocols fipdo

% P VMware Cloud Director HLyGHET SSL a4, 2 e/ S R FHIL o SSL My A I 2 i
EO, ETERY CEIHE TLSV1, SSLv3 fll SSLv2Hello) A{EERASIZER, FHC A EA W™ H

L4 o

1 DL root S E kil SSH & i a5 %] VMware Cloud Director Mt E RS,

2 a7 A DU AR SSL AL .

cell-management-tool ssl-protocols options

R5-13. B BETEEMMSE, ssl-protocols FAE

gl E2id
--help (-h) x
--all-allowed (-a) oc

VMware, Inc.
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%I VMware Cloud Director %
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R5-13. BB T EETNMBE, ssl-protocols Faid (&)

T SH B9
——disallow (-d) PLESBR0 SSLHr  REE IR SSL Ml il
DEXTVIEN PR B il MG T

T, A2 S A HIR SSL
WY FEsEAIE, PoIEA T mie

BV TR E

EEWE  GistT ke Ay
AR, BREaE AT SSL hisls

TAENATA AR SSL MY, 1His

1T -a BEHL,

EEYIH 1T

ssl-protocols --disallow

Jo . WAUEHHE) T,

—-1list (-I) " HIH M EAE M e vrm SSL
e

--reset (-r) o FOBCE Y SSL PN A R Fo
] BRI,

HERH BT

ssl-protocols --reset ]/,

DRTETHEN R TT

. FHARFRMEEE SSL MU EHAEEZ AR SSL HilFIE
] -—all-allowed (-a) WA SSL 2T SR e LA SSL il s

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool ssl-protocols -a
Product default SSL protocols:

* TLSv1.2

* TLSv1.1l

* TLSv1l

* SSLv3

* SSLv2Hello

AN E R AT SRR SSL P S . AT HIXEE SSL P, 1] --11st (-1) 26T,

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool ssl-protocols -1
Allowed SSL protocols:

* TLSv1.2
* TLSv1.1l

TR S A RO SSL s AN %, 5 --disallow (-d) %601, HikEWiFES ssl-protocols
BRIVAE 523 Bl se i sl ER A3
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AT T T S R SSL YA #5404 TLSVI, 5.5 Update 3e 2 Hi[) vCenter Server A
TLSV1,

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool ssl-protocols -d SSLv3,SSLv2Hello

TR IE, BT HEIH T,

Al EE SR EN LN
AP OCEEE T HA configure-metrics &l B BIREE T & Habrde o

VMware Cloud Director RIS SEHEHEAT S AU LIE RERNEE IRTHRER o s BRI S A5 ROt e bR, ]
ATl B VMware Cloud Director WEEMI 5k, (1] cell-management-tool cassandra |-
Al e Apache Cassandra £#li/4 VA HIfE VMware Cloud Director iy f8FrfiiffE . 152 W Fle
Cassandra i FEFREI A

HB
1 DL root S EEEEH T SSH & i sk %] VMware Cloud Director HIt#E £ %,
2 it VMware Cloud Director WK T5Fr.

/opt/vmware/vcloud-director/bin/cell-management-tool configure-metrics --metrics-config

pathname

R 5-14. B BRI EETNMESE. configure-metrics Fad

wé 2 R
-—help (-h) . TR SR ] F A A
--repository-host (EEF/]D KairosDB LML 4k 1P ErHe ] ce11-

Honk management-tool

--cluster-nodes ﬂ/‘éﬁ/ﬁ\”/‘]
VMware Cloud Director Jalfifi! #
Apache Cassandra $djiZEDLFITE
cassandra fﬁ]%#ﬁ*d%?ﬁ%)—%o

--repository-port (ELFH) HE Y KairosDB i, U, i cel1-
management-tool --port ?ﬁ
41 VMware Cloud Director 1
ifid 5 Apache Cassandra £fz)%4:
PAME cassandra i iEbafriit
i

--metrics-confg B4R TR AR B SRR 2
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3 WARER VMware Cloud Director BiAh 10.2.2 s oA, ] DLl iz TRA a4 e i s
PREA

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

statsFeeder.metrics.publishing.enabled -v true
M VMware Cloud Director 10.2.2 744, BRIMGH N 5 Ffrfebr & i o

. BEEEIEIREIREEERE
AR /tmp /metrics . groovy SCHEHIHLERE # RHSFRI

[root@celll /opt/vmware/vcloud-director/

binl# ./cell-management-tool configure-metrics --metrics-config /tmp/metrics.groovy

VMware Cloud Director i ¥abrli 82l 55 7] 92 vSphere Performance Manager Y[ ¥abn 1
o AFMTRIERAMAIES I FANE R, 152 W vSphere Performance Manager 4%,
metrics-config XIS H—ANEZ A EIRPRAMR, FHNEA SRt 2 et fEI e S 8. Bila:

configuration {

metric ("cpu.usage.average")

metric ("cpu.usagemhz.average")

metric ("cpu.usage.maximum")

metric ("disk.used.latest") {
currentInterval=300
historicInterval=300
entity="VM"
instance=""
minReportingInterval=1800
aggregator="AVERAGE"

SR MR AR AR
% 5-15. HEIERER

BERHEARGIR iR

cpu.usage.average RBP4 ] CPU - (DA AR T Eb s AU
B, BREET AR AT N

cpu.usagemhz.average R4 CPU (RAUAIIE i fz 2D LN
o BB T AT A

cpu.usage.maximum IERERW Ui R CPU - (AR LR b)) R
B, AT O AT P

mem.usage.average RN LA E N (CAERE A SR E A e o) .

disk.provisioned.latest TEAL S AL S O B4 R A R A 5 R

disk.used.latest FITA READ B S B T A7 1 o
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% 5-15. HEERER (LD

BrERRRER i}
disk.read.average A R A IR
disk.write.average A R Y BN

W+ OCUERWIAA 2 AT, VMware Cloud Director 4 AR BRIV S Bl ik & i fibr. CPU iy
B ARPRRHLE TR PUAZ A o

TR E T RERR, FTUARREDL PBCRSEL
% 5-16. HEREIMIESH

SEAER =1 iR
currentInterval HERDEL ARSI G bR AT EARE D I G I IR

(LA AL o BRIME N 200 HJE vSphere Performance
Manager [1J5£ X, VMware Cloud Director {\UW4% 5 1 fiTkt 45
FR3CFERT 20 1M

historicInterval B A3 s i FEAREIN TR (AR Ea07) o BRIMED
20, FEfi vSphere Performance Manager [ X, VMware
Cloud Director {UCHZ A 1 it FEbrscRe kT 20 M.

entity PANEZ—: HOsT, vm  FlHEAEFRAT T VC WSR2, BRACH vm, FTAERFE fir:
TebrdpiE TR 9tk
instance vSphere Performance {5 i Mt Hebr A S5 (fFlan, 4~ CPU %) 1%k
Manager pertMetricId . AT LB EEGE, SEMEAR [ o BUEET
SBIBRIATF fiireabr ., SRR SR, 27/ v (ORI R

oo "pIskFILE" SERRE FRFR U IZ I DR, BAh

minReportingInterval R P A R P A0 BCs o P BRAA T BRI B (AR AL

UL BRI SR SR TP sl . BRI
0, BT AR,

aggregator kaiﬁ52144: AVERAGE minReportingInterval Eﬂﬁﬂiﬂ?fﬁ@?[fﬁ;ﬁﬁﬁo %ﬁi&ﬂﬂ
MINIMUM, MAXIMUM, AVERAGE,
SUMMATION

Bt & Cassandra E=Is5tREEE
TEEH?ﬁfB%fETE:E’\] cassandra ﬁ*ﬁ/}ﬁﬂifcéﬁﬂﬂﬁ@ii?ﬁﬁﬁﬁﬁo

VMware Cloud Director AJISEEEE AT ST BERN G I IS RE I e s S AN A B i FE bR, i
2l E Apache Cassandra £ /% PLHITE VMware Cloud Director flifi fabnfa i 4. i T FL
cell-management-tool configure-metrics A FLE ZU LRI R IBbrtE . 1HS I B B fahs
WAL A

Jh s FebnEdiE f0& /- Apache Cassandra il fFErf . ARl B ] Sefida B DA AR 2 PR R fir i
FEPRIOTEANE B, 1S W I Cassandra Bla e DA Do sh iy e fbr kit
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34T VMware Cloud Director Fl1 Apache Cassandra £ ZE > [l G dbE s, W TI0L MBI 21T

cell-management-tool cassandra options

R 5-17. AT BE T EEMMSE, cassandra Faid

w4 BH e

--help (-h) Jc PLAk A A R IR O 2

--add-rollup 7 R =iy Tt Ay E A CCE LIS K )
FAEbR. SN RIS
Cassandra &l DAz 1y iy w4
bR

--cluster-nodes address [, address ... ] FT- VMware Cloud Director ffijig
FEPRINPAE S 43 [l Cassandra 7

--clean T M VMware Cloud Director %)%
2% Cassandra Jit i

-—configure T fil¥ VMware Cloud Director DL 5
Fi47 Cassandra fHHE—# i1,

-—dump Ve LA M T R

——keyspace T ¢ Cassandra 1) VMware Cloud
Director 7S M £ Fk % E N
string. BRI N
vcloud metricsso

——offline o il # Cassandra DAk VMware
Cloud Director f#iJf], {H AL E
%% VMware Cloud Director il
AL E

—-password FIFH Cassandra Zli)a: iy

--port L FEANESET R ERE B s T o BRIA
{H 2l 9042,

——ttl BE Frt b Bdis R/ integer X ¥
integer %N 0 2k AR S
A

--update-schema c 4Rk Cassandra 454 E X LR EE
VMware Cloud Director a5
ACITH

--username TR Cassandra BdRZEER PR 44,
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;. BEE Cassandra #iEEER:

I M4, Hrh nodel-ip. node2-ip. node3-ip K node4-ip ji: Cassandra FPEEE B 1P Hidl,
RN (9042), fliritabrdiie R (R B 15 Ko
[root@celll /opt/vmware/vcloud-director/

binl# ./cell-management-tool cassandra --configure --create-schema \ --cluster-nodes nodel-
ip,node2-ip,node3-ip, node4-ip \ --username admin --password 'P@55wOrd' --ttl 15

SR A e AT IR B FR T .

mERGEEERER

GnifE VMware Cloud Director $diz /78 - & Fs s, vl DAE AT PR T HAY recover-password
W4k VMware Cloud Director A4 G140

TR STE T Y recover-password fiy4, Al VMware Cloud Director #4111 & A5 m i H
SLAEE VMware Cloud Director R4 G4

LIRE ALV, L MBI T:
cell-management-toolrecover-passwordoptions

%k 5-18. BT BT EEINMESE], recover-password FAHE

HETR S8 R

——help (-h) Jc POtk 2 B m] A Ao

--dbuser VMware Cloud Director £ifli/F Wit ar 24 THH 2L
HAPrHP#.

--dbpassword VMware Cloud Director a4 Wi ASEME, ST R,
PG,

EHMESHRBRTES
BT T AL £ai1-tasks A4 TEHF SHLREIITEI IEAEETTIVE SRS E S SR A 4
HEMI £ail-tasks fd, BRABFTAEILASC XM,

ffif] cell-management-tool -g & EHERFICE, IEEBEI TS NAE LB IER 2. aRAT5S
GRS T HRERI ST s T, B PRI PAePI T, X SEET B s TSR, SHIFT $oT
SEBUEEB TIES IS, BRI PE T cell-management-tool fail-tasks BFNXEE(ES
MSERCRSS e AT AZERE ARy ROEHHAE SIS BORAS, AT REF RS H BB e, JHE MR m
ETRBAE B

LA EER B TT BB TIMES AR, i TIL MERar 47

cell-management-tool -u sysadmin-username cell --status-verbose
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R 5-19. AT BEE T EREMSE, fail-tasks FE

i S R
—--help (-h) o FRALE 2B AT A Ao
--message (-m) TSR, BT 55 TE ARSI R SO,

=l fERT FEEIEITHES KK
BT BISHT T SCHEA T SR A TR S5 FOCIRII I 55 SRR

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool fail-tasks -m "administrative shutdown"

Operation: IMPORT SINGLETON VAPP, Start time: 12/16/13 6:41 PM, Username: system,
Organization: orgl

Would you like to fail the tasks listed above?

BN y WTHUHSECIREY administrative shutdown [1UfF55. BN n W VRS 44ELE1T .

T AR RLR P 2 AMTSS,  MAIRAAE S BT A AL 55 SO 2 AT TR P o Tork U B 2 H AR AT
FHT .

At & B iZiH 218
T PE T HY configure-audit-syslog 4 AIlLE RGuic koM BT 2.

1> VMware Cloud Director MycHIfIR S 2 Bzl B0 5 2 VMware Cloud Director £iflif%, Jf
B 90 K, FLE AN BB B KINE], TP VMware Cloud Director IS E Mg T B0 8 &
%% VMware Cloud Director i 2 b, 0 H L1245 Linux syslog SXMRET .

AGRCE A SRR E W AZIH BT . 1H2 0 (VMware Cloud Director 2235, B ATHE s
FA ) FRI R AR o ARGl E S E I H S0 e PR B AE LA R A SR

global .properties #ll responses.properties, RJPMEFAL FEAMETTEEE T Bay S T H A
A AZIE B H S0 R B

cell-management-toolconfigure-audit-syslog options

A RO B T B Ay S I TR S SGER OR B 7E 5T global .properties Al
responses.properties X/, THIHEIHICE, HES 24
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*® 5-20. BB T EENMSE, configure-audit-syslog F@HE

D S8 Hik
--help (-h) ¥ PR RN R AT a2 A
—-disable (-d) ¥ 1= R A%

Ji e 78] sysloge (UK
105 %] VMware Cloud Director £
e, eI S I

global .properties fll
responses.properties i
audit.syslog.host F
audit.syslog.port JEMERE

--syslog-host (-loghost) Syslog IR Z5#5 EHLT T2 audit . syslog.host J&
IP Mokl el e M E o e bk ok 5 2B e
4.
--syslog-port (-logport) YR 0-65535 P fdk D2 audit.syslog.port &
£ PERIE A B B e IR

N --syslog-host., --syslog-port BRMHFRTEN, 1ZmSaButfs et A EFIER, (HA
S FH T U5 TR 28 A LA L P A S e S AR IR RIS 1T syslog RS

~fl: T syslog BREEEENZ

BEEGA A S TR S BN B A Rl B SR R SO A 2 AT, TSR N S
fiFIEMTAI S (ff /opt/vmware/vcloud-director/etc/responses.properties 1) HAE

No 120 (VMware Cloud Director 2% | Bl B AITFAERS ) A “OR4PR e B N SO
BHEH 14 syslog MEITENT, W A My 4

[root@celll /opt/vmware/vcloud-director/bin]#
cell-management-tool configure-audit-syslog -loghost syslog.example.com
Using default port 514

R HEE S R ER A 1 ER syslog TH L.

ZAr S 2B global.properties fll responses.properties, (HYETHEEIRITE, HSOH&4E

o

AL & B HR AR

TR A GAT O TR G RO, PTUABE AT B TR manage-email @54

ﬁ%%ﬁﬁ,%%éﬁ%%?%@%i,ﬁﬁ%%ﬁﬂﬁT%%E¥ﬁ%%@ﬁ%ﬁ DA VMware
Cloud Director API ik Web 45l & BUgT HL R PHIE ASIZ . ml Al VA M A o e BT Ry
SATEREG M E R BRI TN A

o
>ér

cell-management-tool manage-email options
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F5-21. BB TEEMMESE, nanage-email FAd

il E-28 R

-—help I PRI IS A ] H a1

-—delete (Y TR LM BRI E

--lookup (e TR il 3363 ”J'J_H’J WARAT R
T, iz 2R I B A AR PR A1
=,

--locale TR X e % NG, 21F en-US XIHEH
FRIBOR L izA T A4 o SRR E HoAth
DXIRIAEE, Tk,

--set-template @@D)ﬂii‘ﬁﬁ’\] Ell?tlﬂlﬂﬂr ﬁtK1¢%\3jﬁ\ﬁE@§E$ﬂﬁﬂé$ﬂi L)J|‘ﬂﬁ

BRI SCAF IR 4 A 11T veloud.veloud 32, 44

W, /tmp/my-email-template.txt

HAEN AR TR, A ASE P F - A A o
% 5-22. VMware Cloud Director B8 F {418 &1 & FR

i

i

VAPP_UNDEPLOY NOTIFICATION wimymdz{TiFHLIRKs i iy

HIE R, FHLR I,

VAPP_UNDEPLOY NOTIFICATION_ RAWare Cloud Director ’Iff

VAPP_STORAGE_NOTIFICATION DWAHXE (LRIt

HHEEOCH vApp M.

A
PR, FHZI5E

VAPP_STORAGE_NOTIFICATION BQiNware Cloud Director 4%_

TR vApP.

VAPP STORAGE NOTIFICATION FUARSUEREFTZ)EIE I IHIN H

MR, AL,

VAPP_STORAGE_NOTIFICATION_BQMware Cloud Director /2:\

& vApp FRid ]

VAPPTEMPLATE_STORAGE_NOTTFTUADONMRI B st 1A

IR AL,

VAPPTEMPLATE STORAGE NOTIFICAIWATESECORSud Director ;‘QJ_

kR vApp Bt

VAPPTEMPLATE_STORAGE NOTIFTUAION MR &G #RHE0H 1=F 1Y]

IR AL I,

VAPPTEMPLATE STORAGE NOTIFICAUWATSCRSud Director i\

DISK STORAGE ALERT

DISK STORAGE ALERT VDCS

VMware, Inc.

¥ vApp ftbRICh Cd

TR R (L)

IS VDC R Bk
oRe ML BRI Ak
FARIAREAE 25 A R 221
RIS VDC Bk,

AT KR L T HB A

VAP [Hiaf T HHLZ)E 2
A, SR TR AR A
AR LB R T

VADPP IMAEFE 203 0] 2 7
FLARHR T B R AR Rt
FLZGE RN TR

VADPP AR 2900 12 i,
SRR T B P8 R
FHZJERI A

VAPpP AR AT 2 1]
il LRI TR AR A
AR L) BRI TH]

VAPP BRI AEFL 20 2
AT, B TR E AR AN
TP %R TR

YE R LI A A R
FLs 221 B

YR IR A AR
HiRB L0 Em

LGN

VAPp HIFTAT#, B AR
AHERGEER, WASE
H R R

VApP [T, sk B R
HELRGEER, 4R
R RS AL,

VApp AT, sk AT
HERRGEER, WHRE
P RSCEIE A,

VAPP BT &, B
R FERAGEER, WA
SUEHE R 2.

VAPp BRI, s
ML RREER, WA
HEE R 2WCENHEA

RAEER

RBEER
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% 5-22. VMware Cloud Director BFHBEBEEAZFR (&)

g2 P

VM_HW_UPGRADE_TNVALID POWERAEFANM HLJFUR AU AT, 5
THREEIRAT, B VM

VM_UPDATE_NESTED_HV_INVALI DE@%@%_S TATE

AT R R TR

U P T VM IR
FNIN

VMware, Inc.

LVGIN

VM T H, sE ARG
TERGEMER, WHLEH
BSWCENmR

FEDERATION CERTIFICATE SUCCEBHE[ SSOBES AUt BHE QRIS IE A ITH R AZVEHR
AR, TSRS ERL 7 RN,
FEDERATION CERTIFICATE SUCCESSGBORYIEH A, 24
IRAZVEER M SSO st
NAGHTUE BT IUE VMware
Cloud Director,
IPSEC_VPN_TUNNEL ERROR VPN il (L1 4 VPN il A s T . RHEHER
IPSEC_VPN_TUNNEL ERROR SUMMARY
IPSEC VPN TUNNEL ENABLED L VPN iliiE (&h¢a WVPN A EFIETET  RAEER
7 PAE s, T
IPSEC_VPN_TUNNEL ENABLED _SUMMARY
3 5-23. A B E X KB FHRE =T
A T} Kz 2% R TR A WA
vCenter Server UL HEFHES L FHIE  vCenter Server HEBZERZN . AaEER
T~
vCenter Server UM /T TR vCenter Server Wi TE#EN REERR
e ZHL RS vCenter Server W
FEEERE IR IR B AR R e ) & G
AMQP JERMTIT LA AR50, A RabbitMQ {51 FiE1TH . REEEDR
VMware Cloud Director 5 AMQP %%
AT EOR.
K e e B F, T VMware Cloud Director SEJEERTT — REEHER
EFZRT
R TR e I e VMware Cloud Director sty  REBEHR
PZER
AL S A U B I 2o M NS AT A BAT UM T4 REGEER
FAC GAAERAZ BN TR M FENS T S AUl e RGEHERA
MR o
LDAP G R 55 LDAP [f2 ] AREEER
LDAP JI PRl HL -l o a4, LDAP HI M) RAEER
3t A SRR 2 T P L R SSIR W ER:  EERE EAY REEER
iz,
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Bl EFTREFEMERR

PA R4 144 DISK_STORAGE_ALERT_VDCS i F-HB PSR M BT N A A 5748 / tmp/
DISK STORAGE ALERT VDCS-new.txt HJSCHH 1IN A

[root@celll /opt/vmware/vcloud-director/
bin]#./cell-management-tool manage-email --set-template DISK STORAGE_ ALERT VDCS /tmp/
DISK_STORAGE_ALERT VDCS-new.txt

New property being stored: Property "email.template.DISK STORAGE ALERT VDCS.en-US" has value
"This is an alert from $productName The S$datastore is used by the following PVDC (s) :
SpvdcsList

Property "email.template.DISK STORAGE ALERT VDCS.en-US" has value "This is an alert from
SproductName The S$datastore is used by the followingProvider VDC(s): $pvdcsList

VCD Email notification details:

name : DISK_STORAGE_ALERT_VDCS

description : Alert when used disk storage exceeds threshold

config key : email.template.DISK _STORAGE ALERT VDCS.en-US

template placeholders : [productName, storageContainerType, datastore, percentage,

currentFreeSpaceMB, diskSizeBytes, pvdcsList]
template content : This is an alert from $productName The $datastore is used by the

followingProvider VDC(s): $pvdcsList

E AL UL

AR TR find-orphan-vns fip 4 AI ARG vCenter £ds i {74E{H VMware Cloud Director
Bt e A RN LI 51

vCenter ZlifErh 51 T1{E VMware Cloud Director £t oA S | I RESUN LA D I FEAURL, PN
VMware Cloud Director Joik v MLX e, B T R MR ARSIt 2 it . U2k
SUHAVCR IR nT g 200, Horh s TAED . Bl R s M P fE. ) £ind-orphan-vms
s, ER G DAA X SE UL, DU AT DR SRR B # S\ 2 VMware Cloud Director,, a4 H.
HAIRESMNEARAHEX I ERS, R A A uE5E1T VMware Cloud Director ok vCenter Z¢3%, 1]

HE/Z\?'? L:E% o

FEHIPA MIEA R4

cell-management-tool find-orphan-vms options

X 5-24. BB T EEXENASE, find-orphan-vms FHE

B 28 iz 3y
--help (-h) o FRALIE 2RI R w] a2 I
--enableVerifyHostname % F}}EH SSL TEJ:F[/\Jq‘:*)L%EﬁlJJ:ﬁB%(
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*5-24. BB T REMMSE, find-orphan-vms FAE (£2)

P

--host

--output-file

--password (-p)

—--port

--trustStore

--trustStorePassword
—-—trustStoreType
--user (-U)

—--vc-name

—--vc-password

——-vCc-user

Bl BERINLEHI

B4

WU

WAL

VMware Cloud Director
HTTPS ¥,

Java AR SO e R
(GER

%EEEH@ -—-trustStore Hqg§ﬁ%

Tﬁlﬁﬁ@ --trustStore H@%ﬁﬁﬁ

(PKCS12, JCEKS..)

WAL

S

WL

LT

HR

FHTHY R UML) VMware
Cloud Director 22251 1P Hbhilik 5¢
2R,

INESPNISvasiE DY R B S ERE o
o TR B R S NbRER Y -
Mk o

VMware Cloud Director &4 581
U,

DA LI A A VMware
Cloud Director HTTPS 3 [ A 45
TE LT

AT B e A HIERIA VMware
Cloud Director {E{EAEE X AN A
FeE e

Y] --truststore FRERHIG
FEAEEX S A TR

OS] --truststore FHESHIE
FEAFABIX SRR A 8

VMware Cloud Director £ 71
RV I REA

FITALZINT AU LT vCenter 114
o

vCenter ¥ H G15540

vCenter FH G 4.

ol As vCenter Server, T --output-file UIEEN -, EARAERIH F2nR[A45 R,

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool find-orphan-vms \

--host 10.20.30.40 -u vcadmin -vc-name vcenterl -vc-password P@55wOrd --vc-user admin --

output-file -

Querying for VC by name 10.20.30.40

Querying all vdc's associated with VC:

10.20.30.40 (https://10.20.30

Querying all vdc<->resource pool mappings associated with VC: 10.20.

10.20.30.40:443)

Querying all vdc<->VM Moref mappings associated with VC: 10.20.30.40

Processing 956 VM's on 5 VDC's across 20 resource pools

Analysis complete.

VDC: "ExampleOrgVDC [urn:vcloud:vdc:1a97...]" (org: "ExampleOrg") Re

[moref: "resgroup-30515"]

The following 22 orphan VMs were discovered:

Orphan VM: "indDisk100-0-95411

VMware, Inc.

.40:443)
30.40 (https://

(https://10.20.30.40:443)

sPool: primary (1a97...)

(cbc358a0-e199-4024-8fff-2e5cfce20953)" (parent name: "Test
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VMs", parent moref : "group-v30533")

Orphan VM: "indDisk12-0-51259 (Obbb4115-673e-4c84-ba26-6875159655e0)" (parent name: "Test
VMs", parent moref : "group-v30533")

MNEIR H VMware & RIS =it %)

FMA R VMware & PR HE T (CEIP), el P oo EE T configure-ceip iy
A
T o

S E N VMware & PR HEGETHI) ( “CEIP” ), Aot CEIP WWERIIEHRM T4 B LK
VMware BEH T A SO “BIESEuEAF” malie, Rakh http://www.vmware.com/
trustvmware/ceip.html, AT DLREI o B T L nNE R H =5 i) VMware CEIP,

cell-management-tool
configure-ceip

options

WIRAAEMN 5 VMware CEIP, 1515/ TH 4 --disable I A2,

% 5-25. B EEB TRIAMAMSE, configure-ceip FAE

T S8 ik

--help o PRI A IR T AT

(-n)

-—disable 7 B VMware & REEREF L1

—--enable jE jJEl)\ VMware EFMAE{‘)?E_%TI'MJJ

——status T ToRBEHEA A VMware % 1k
T

. IBH VMware XIS M=%
FHRH VMware & FUAIGEETF ], i A M4

[root@celll /opt/vmware/vcloud-director/

bin] #cell-management-tool configure-ceip --disableParticipation disabled

BT AT, RYUEARRLN VMware & A Mo ) & T 15 B
LRSS AN VMware & FREGSETILH, 1 AN b a4

[root@celll /opt/vmware/vcloud-director/

bin] #cell-management-tool configure-ceip --statusParticipation disabled
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BN AERFREIRE

RS CE T A manage-config {4, FILABGE AR IRE A i e, 1A H SRR ETE B)

& 5-26. AT EE T EENMSE, manage-config Fard

P B8 i}
--help (-h) v B e DR P NG S
--delete (-q) Ve T FIRRAC %
--lookup (-1) 7 A EARRC R M .
--name (-n) AR AR FUARRL S 1 247K

I -a. -1 F -v FrE AR,
--value (-v) Fi B R PR INER T B AR R E

Bign, WILM# ] manage-config A e HREIE R G,

L & B R [E) 45 BR &l

BIF22 H S0 L A B HoAth 40 2l N\ A 4 20T BelF 22 H SRIBIY, Dl do e E SR RE I R R4 28, v DA
B e ERIFEPER G mTPAEE AT PR TR manage-config F-ay ARl AT TR )25 A0 22T B ok id &
ERREEZ RSN

VB H s HERER, & H 3o ZE0 H M vCenter Server fii#ZE T #i%] VMware Cloud
Director £k 557, AT I H S0 N adERz. nTLASRMRIFTAT A A7 H s nl TRl R 3k e m B4, nl
PABR IR AT 1T B8 H S 0] [l )25 B s 3 45 v ABR BN T B8] H 53] [l il 28 1 20 5 45

AIDAE R T B T ) manage—config a4 HUE H R SIREC E X . AR H manage-config
T HIEE, 155 N i e .
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% 5-27. BRRHMEERE

[GAR et BNE ik

vcloud.tasks.VDC ENABLE DOWNLOAD. 30 VMware Cloud Director S fIHIfTA

queue.limit KA E A [l vCenter Server T
%] VMware Cloud Director FJJF5i [ |
PR

QA VMware Cloud Director 5244l
N AR AT PRI S BOCT IR, 32
T H 24t 2 A5y, RIS

7 N
vcloud.tasks.LIBRARY ITEM SYNC.qu 30 VMware Cloud Director SXBIH T4y
eue.limit M=l A ) = W

W EAE VMware Cloud Director 5245
ANIFPE AL BT B SO T IR, 5
H e BR A 24855y, SRR HI0T

ik
contentLibrary.item.sync.batch.si 10 FALNTTTE) E SR AT TR )2 2205 FRR .
ze AR BT b H e R i et H 2o

FHIRBRA, NI xR 23S 2 A
o REHEIB TR o

Bl BEEEITHEERHIE SRS
DA & 3N T ) T IR L OB LRI PR A

[root@celll /opt/vmware/vcloud-director/

bin]#./cell-management-tool manage-config -n contentLibrary.item.sync.batch.size -v 5

AT A 13 NEBH R = T H R o 2E—Rf s e e, 5
SO PRI, Ra—o O RN =101,

XTI i%iA1a] VMware Cloud Director A R SR Hi#1TREHERR

B E M H VMware Cloud Director ¥4 H1 VMware Cloud Director Ht[4 %k 1P HiliEF1 DNS £&
H, WP CER T ER manage-config [,

i 7R

BRI T, ViR VMware Cloud Director Service Provider Admin Portal 5% VMware Cloud
Director Tenant Portal,

TSR NS, B R MDOHE: BEE . Yish i fE @ BE R . AR B DviE A
ZXFMAH URL ViR BOEREA RER SR (Failed to Start. This can be
caused by issues such as accessing the application via an unsupported public

URL or poor connectivity)o.
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RE

VMware Cloud Director {ii 51 # i L2 (CORS) it s S2Bi4E s ] 11 F-1)5]7] Service Provider
Admin Portal 1 VMware Cloud Director Tenant Portal [T 13 3800 2141 4 o

TEHTTRCE R, RS T8 CORS ek, 24K 8 HTTP M HTTPS 4cH, Hh SRS 2%
AP RTAT T 1P HiiE AT DNS 48R, o, w5 M4+ VMware Cloud Director IR Z5#5 4L i 71
A A 2 1P ik

TER B I T SR, ANESTE1ZAEL HUET VMware Cloud Director Hti DNS 48k, HA&WHIC
TR BT DNS AR Hadb i),

fRRFE

1 DL root Sy Bk IHT SSH Bk BIRSS R4 I—AN PRIt

2 A AR VMware Cloud Director HTHIA % URL, 15iafTbA Fard1T.

[root@cell /opt/vmware/vcloud-director/bin]#./cell-management-tool manage-config -n
webapp.allowed.origins -1

ARG — A HTTP Il HTTPS 5 HIAIEE, Hihixses B &Ik Sl Hoch 1P Mtk
1 DNS &, AN, B4 mhiT VMware Cloud Director IR S5 Fe4H Fi 1 71 20Vl 28 25 1
IP bk,

WHIF LT SRR, £ B AR 2
3 (ﬂiﬁ) g%ﬂ?ﬁ webapp.allowed.origins @Eﬁi&ﬁ, l%]é?i’[/y\‘l:ﬁ/%jf?o E’t%/???q:“ IZIQEFI/‘]TE
SHUT 1P HuHLRI DNS 40515, DUESATRNTRRIT, 4H 2R,

[root@cell /opt/vmware/vcloud-director/bin]#./cell-management-tool manage-config -n
webapp.allowed.origins -v "comma separated list of URLs without spaces"

JEik vCenter VM &I
W TSP T HIY debug-auto-import Fax4, AJLAME T L vApp HPLHIEGE — ek %
/> vCenter VM [1J5AL,

FEERNACE R, 4H4H VDC 2 HEh L FIAE 2 FF VDC 14 IR al 1) vCenter VM, 152 I ( VMware
Cloud Director g S HEHEpa 2R 1) H5Rg ) AR IR H vApp (5 5., Q2R vCenter VM AR RTEE K
g vApp W, RIDUERNIE VM Bk VDC 1217 debug-auto-import [iis .

cell-management-tool debug-auto-import options

debug-auto-import a4k |H vCenter VM DL K UL BIHUHIEk R T BRI ARG S BRAI R . %
B FA AR E B ETCES A4 VDC | vCenter VM,
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* 5-28. BITBHE T HEENMSE, debug-auto-import F&d

IR B8 ik
--help 7 SEAE 2R ] A SR
(-h)
--org AL AR ik, MHFEEALNICEE VM 1
LEESEASNS
--vm VM &Rl VM & S EHRE VM ZIRE Bk VM
b EEEES S

e AR --org BETD .

T VM BFR test iR vCenter VM &I
DL a2 Bk ml a2 N Bk vCenter VM [AHIE S E.

[root@celll /opt/vmware/vcloud-director/bin]#./cell-management-tool debug-auto-import -vm test

VM with name:vm22-test (09ad258c-0cb0-4f69-a0a6-201cf3fe7d6b), moref vm-50 in VC testbed-vc
can be skipped for the following reasons:

1) Virtual machine is already imported in vCD or is managed by vCD

2) Virtual machine is created by vCD

VM with name:test-vml (32210d0d-ef64-4637-b1d6-6400743a6bd9), moref vm-44 in VC testbed-vc
can be skipped for the following reasons:

1) Virtual machine is not present in a vCD managed resource pool

VM with name:import-test3, moref vm-52inVC testbed-vc can be skippedforthe following reasons:
1) Virtual machine autoimport is either pending,in-progress or has failed and pendingforretry

I RBI, ARGk iR AR B AR TR test =1 vCenter VM AC(E E. VM
import-test3 2L KIUHLEFAE] VDC 7Rl

BT AR U R IE RN R MAC it

QARG B A AR 22358 1D 1A~ VMware Cloud Director i, Pl BESTEFS X ek 5 A {1 o 25 v
2 MAC Hikrhze, Bk I Zsrhas, WIEE T AR F2058 1D 19 B @ X AFE L dh— b s F AR
i MAC Hifil,

{E#)ih VMware Cloud Director #E Hif], 2% E 24 ID, VMware Cloud Director {#i 114235 1D 4E 1%
REAUM 2842 1) MAC HiE, Bd B A A 25 1D 9P VMware Cloud Director 4 n R4 A= i AH A
1 MAC ik, TEE 1) MAC Mk n] 84 S EEMIAN St 2 TR ZE (12 o HH B R 28

TERCE A AR 256 1D It 2 TRl G A 2% 2 i, Al T T B T B Y mac-address-
management A& fEH T — b S P EDET AR AL MAC ik,

cell-management-tool mac-address-management options
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LACHT MAC ik, F52R EAR 125 1D I EEXR - 2R ASE SR 1D, (HEdhESH
IR A7 AN S AR E S AR 1D

MRS 2R 4H & VMware Cloud Director ik fiia{T mac-address-management | a5d. &m0l
VMware Cloud Director £fli/F121T, I TR &4, T4 XK.

EEYH MAC Mtk FEi B2 VMware Cloud Director (S 4IL—BI Al JHAT A& 2 7T, 005
BRI SSwd h BirA e BT Bl

R 5-29. BB T RAEMMSE, mac-address-management FHE

e 2] R

--help o SPGB ] il ST E

(-h)

--regenerate x TR A AL MAC Hbk, T 5

T YR A 0 MAC k. i
RATAEDA TS A1, BT
R ID AR RL MAC ik, R
IEAEE IR MAC Bk,

RS PRIRTE T AE
TARGEIRA . HIEHERATC 055D
IES, HS W R,
--regenerate-with-seed T 0 2| 63 Z[AlfIFh TERWER BT B e XA,
THis AT A T MAC 3L 158
BRI A ORI MAC ok, K
TREEAAE T MAC Hihl
RS ARAR T R T AR A
THEE SRS, A IGHERR T RIS ED
G, HSW ERR I,

--show-seed Jc IR Y Ji R AR EAE R
MAC HihFcit

EERH KRB IEAM N MAC Mk, B IEAE I MAC Mk BRSO TR AR MAC ik, 2470
B R MAC Hilik, A oegmi i UAUREERIE B, 1520 (VMware Cloud Director #1145
E‘,:j‘>> (e}

. ETHBEEXHFEREMR MAC it
PAF A A AT R 9 FF R T AR RO TR A TR MAC Hoit

[root@celll /opt/vmware/vcloud-director/
bin]#./cell-management-tool mac-address-management --regenerate-with-seed 9
Successfully removed 65,535 unused MAC addresses.

Successfully generated new MAC addresses.
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Bl BRI TS MFEAERN MAC it dE
DA &R TS S R T RIEAFI T MAC HEIEROR 15 .

[root@celll /opt/vmware/vcloud-director/
bin]#./cell-management-tool mac-address-management --show-seed
Current MAC address seed is '9' and based on MacAddressSeed config.
MAC address seed 9 is in use by 12 MAC addresses

MAC address seed 1 is in use by 1 MAC addresses

TEM R, ARGk SRS 9, FETZMF10 MAC Hisba 12 4 IAh, FETenifhfak e
ID 11 MAC HilibG 14,

E# VMware Cloud Director Bt _FHIEIEEE IP #uilt
B RO s A A EERETT VMware Cloud Director ot 1P Mk, AZd o B T A,

ARG

B AR = ] RS BT 1P bk, AR Y BT SRR 1P Mkl AR 1P Mk, A
VMware Cloud Director 4% AP s EEREH S T S 55 1D, 1520 http://code.vmware.com |
5 { VMware Cloud Director %% APl ZUfg 53 ) |

S
1 VA root Sy EiAZEk il SSH & P R BISRIFHMTAT A IT IR E A 48

2 KWEFRITENEZ A FisfT,

service vmware-vcd pid cell

S TR ID A NULL, I35 VMware Cloud Director MyCiEAEIE, T, BA] DLS ek i 2E 1
IP Huhikify o d8 5 5h VMware Cloud Director BT,

3 BHUHIRSERATATA T LR 1P Mk, 1HIsTRL M
/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-host

primary node IP address —--pid cell process ID --remote-sudo-user postgres --private-key-

path /opt/vmware/vcloud-director/id rsa

N IR EPANCER L WA B
4 (k) WAL VMware Cloud Director B S E A IERAMIEEEE 1P Hidik .

grep "database.jdbcUrl" /opt/vmware/vcloud-director/etc/global.properties

ARG R TE
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5 QERAMATHITRERT, 1HisfThh Fard, XHE TERBC .
n QEREITRIETT, WIs T M

/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-
host primary node IP address

»  WURBSTIEIETT, uaiT R

/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-

host primary node IP address -i cell process ID
6 WIREEHEE T ABTIRIT, 1Ha TS AENTAE) vmware-ved [R5,
a 1z17 IR IR,

/opt/vmware/vcloud-director/bin/cell-management-tool cell -i $(service vmware-vcd pid
cell) -s

b izfr S LUREN RkSS.

D

systemctl start vmware-vcd
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VMware Cloud Director ]}k 5+

VMware Cloud Director H&E

HEAHSUHE E R

/opt/vmware/vcloud-director/logs/cell.log

/opt/vmware/vcloud-director/logs/cell-

management-tool

/opt/vmware/vcloud-director/logs/cell-runtime
/opt/vmware/vcloud-director/logs/cloud-proxy
/opt/vmware/vcloud-director/logs/console-proxy

/opt/vmware/vcloud-director/logs/server-group-

communications

/opt/vmware/vcloud-director/logs/statsfeeder

/opt/vmware/vcloud-director/logs/vcloud-

container-debug.log

/opt/vmware/vcloud-director/logs/vcloud-

container-info.log

/opt/vmware/vcloud-director/logs/vmware-vcd-

watchdog. log

/opt/vmware/vcloud-director/logs/

diagnostics.log

/opt/vmware/vcloud-director/logs/
YYYY MM DD.request.log

AP = Roch gt
JeA VMware Cloud Director H &z THHRIE 2 (KT [0 A T

JL»\—Ld“:KL/fI_I Jlavyel lu\T[/J\
SR HERR o

WA H SRR

Eiyuy
k11 VMware Cloud Director B/l & 4

KEMITHYOTERE T HHEEE

kK EHICE TH H R

K T B ST

Sk LTI e R 5 A H G
KA FATTI IR S5 AR ALE T o

M vCenter Server #2211 B Ui AR FRDA A0 7 D FNES
RIS

K FTT N ST

XE EF'TDH/J{D J58 El/u/% B HEE

o

KA TR IO B H S BRI R BTN 45 10
N, AT FEHTHE B B

BTzl 0. ARG E R O S T2l H S
WSR2

KJ1] Apache I

£ R T S )

Al

S HTTP 1R H S,

VMware Cloud Director & BE

VMware Cloud Director &85 E T —2esht H &,
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AEXA

/opt/vmware/var/log/firstboot

/opt/vmware/var/log/vecd

/opt/vmware/var/log/vcd/pg
/opt/vmware/etc/vami/ovfEnv.xml
/var/vmware/vpostgres/current/pgdata/log

/opt/vmware/var/log/vami/updatecli.log

%
WESREEXSI SRR H EILRE .

175 Replication Manager (repmgr) [ HEMEE
AR H &,

A5 SN ARSI E S A H .
U7 OVF #5848,
HWEHIRAT PostgreSQL Fdln FEARzey H ik,

WESRETHIMH H B,

A AR SOR R . SORE B = THRESR HE.
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] Linux rpm @y 0 MEAANIR 5525114, VMware Cloud Director #ff,

1 DA root Gy EE BFrRSS 5.
2 LIRSS, W EE T LU TNV E: /opt/vmware/veloud-director/data/transfer,
3 UG . Shell 8iZmEa 1, 24T Linux rpm A

rpm -e vmware-phonehome vmware-vcloud-director vmware-vcloud-director-rhel

QIRLERE TR vware-veloud-director BB HMRA, ARG REAHIZ VMware
Cloud Director R4 Zux S £
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