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FEGEATIRCE SRR, TEHT51S Linux DAGE RS

/etc/vmware/config H ML & LT
VMwareBlastServer & HAHAEHLE HIL B S /etc/vmware/config.

£ 4-2. /etc/vmware/config L B IR

TR (=1 HIN U
VVC.ScRedir.Enable TRUE 5t  TRUE &M iZsmi A Gl
FALSE

VVC.logLevel FATAL . INFO i /HiZse i i VVC B o H 2,
ERROR,
WARN
INFO.
DEBUG &
TRACE

VVC.RTAV.Enable TRUE ik TRUE Bzt ASE S0 N o
FALSE

VMware, Inc. 17
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pinll
Clipboard.Direction

mksVNCServer.useXExtButtonMap
ping

mksvhan.clipboardSize
RemoteDisplay.maxBandwidthKbp
]

RemoteDisplay.maxFPS
RemoteDisplay.enableStats

RemoteDisplay.allowH264

vdpservice.log.logLevel

RemoteDisplay.qpmaxH264

RemoteDisplay.qpminH264

RemoteDisplay.minQualityJPEG

RemoteDisplay.midQualityJPEG

RemoteDisplay.maxQualityJPEG

TRUE 5%
FALSE

L5
L5

HA

TRUE &%
FALSE

TRUE ik
FALSE

FATAL .
ERROR,
WARN
INFO.
DEBUG ik
TRACE

AT
[il: 0-51

T
. 0-51

A MBS
Fl: 1-100

A AT
[£l: 1-100

MY
[H: 1-100

ARIA

FALSE

1024

40960

00

60

FALSE

TRUE

INFO

36

10

25

90

A

230 TR R B A B [ SR

O - AR E .

- A AR E

w2 - [RGB e A S i () B AR T 17

w3 - (ST GZERE S I 2 2 s 1 B N e 17 o
WEEHZAEIIPATE SLED 11 SP3 |- sk 28 1 /= F Rlbr % £

T2 U T S AR AR I DI AR A R RN

H77E VMware Blast 21 AT 08 (CLT-LEFRFD (kbps) A
BT AR RGALEE . 540 Kfﬁlﬁiﬁl})\& VMware Blast #2537
. KN 4 Gbps (4096000),

FRE PR i 3R . B B AT AT B P ey RS 085 58
ARAEN AT 3 F1 60 2 i) BRIME AR BEHT 60 2K

B mks LG Blast Y e 5 5, Blanii e . FPS,
RTT %,

BCEIZ A HEEE ] H.264 Zikd.

i 1 Za2e 4% 1 vdpservice 19 H G451

fif D] i 2 H264minQP b 28, 1228k il e o ff
H.264 2R et o B E G i . NCRZ R B R T
RemoteDisplay.qpminH264 4 ¥ (114 .

ISR & H264maxQP RALS 5L, S HUTR i e i ]
H.264 4 e o B e s NG T . NCRZAE 5 = /N Tl
RemoteDisplay.qpmaxH264 14 & 11
FrE i JPEG/PNG Zi it s i il s BB i . (RS T4
WA BRI, N, RAETR BN

FEE ] JPEG/PNG 4t s B nE g b o JH % s s
TR BT AL

FEIEGH] JPEG/PNG Zibind s iR Bt o = BT s T
DRSS SRR, AT A B AP (R T

/etc/vmware/viewagent—custom.conf HfHC B %I

Java Standalone Agent {i Hfii. 5 X f}- /etc/vmware/viewagent—custom.conf,

VMware, Inc.
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* 4-3. /etc/vmware/viewagent—custom.conf FfYED B % IR

I
Subnet

SSOEnable

SSOUserFormat

StartBlastServerTime
out

SSLCiphers

SSLProtocols
SSLCipherServerPref

erence

LogCnt

VMware, Inc.

{4

NULL =k
KH P
Higk/
CIDR ¥4
VOIS
ki
iy

TRUE 5
FALSE
SRFFF
i

ORFRE
th

TRUE =
FALSE

LN
NULL

TRUE

[username]

20

laNULL:KECDH
+AESGCM:ECDH
+AESGCM:RSA
+AESGCM:KECDH
+AES:ECDH+AES:RSA
+AES

TLSv1_1:TLSv1 2

TRUE

i

WIERZ A \P AT 7, 3l Pz s

Linux 1RFEY View ZEEIR 55 A f (11194,

QRAE Linux AER TR AR IR 21 B L, A ]

ZAETEE Linux AREN B FHIERGF- M. B, WA

Linux T30 2255 T Docker, N2 HAE NI £48 G Bl /e
SIN. i Linux {RELE Docker {EIELIMZE G 4, 44

WAZBIAE T TG A ] S B D 285 i i 4

WA 1P Mkl /CIDR KM Bilan,

Subnet=192.168.1.0/24.,

NULL M Linux (EEN 2R 1P Bk,

W E VAT G SR (8S0).

T Tzase i A i T B B s i s s ks TjtiME )
EIMP 4. WRETEIR A, WRE R, W, ERAE
Pe R I 3 7 S KR i) NSV Ik <P P S 537 R Pt
R, WLAZE I S — A BRI BT 3 B A mts
ENGE

m  SSOUserFormat=[domain]\\[username]

m  SSOUserFormat=[domain]+[username]

m  SSOUserFormat=[username]@[domain]

ZIETIRE VMwareBlastServer st RERIIARILAII K JE (DARD
FHAD o MBS AR A R, Pk
FHNZE T DA R e B A . A8 aA 2 hittps:/
www.openssl.org/docs/manmaster/apps/ciphers.html H1igE X

e

TEHRZE BB E 2o STRFIPIOE TLSV1.0.
TLSv1.1 Ml TLSV1.2,

(o FZE I I R FH 101
SSL_OP_CIPHER_SERVER_PREFERENCE. {jJ#H %%

K., 152 https://lwww.openssl.org/docs/manmaster/ssl/
SSL_CTX_set_options.html,

i izt W AE /tmp/vimware—root HIEREEA 1) H b SCH48,
m - R
m 0- 2R

m >0- REMHETHE.

19
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Brni & A i
RunOnceScript il 2B B A e R R A LE T NN AD,

BEFAT ML A AE ISR s T— IR A . RE A A o
RENFFEREIST—IR . AERERSEE, SRBRSS H 3
AN LA T B, ZIASPL root BRI T,

g, KT Winbind fi#ER 755, st Winbind 2L
LW AD, FHEHZe T — A AR A . XA &
IEHINARS /usr/bin/net ads join -U
<ADUserName>%<ADUserPasswords>. {FREHITE%IG, HyE

AGAESCHER TN YRS HEIN, R TIZIA
PMETE M A U AD,
RunOnceScriptTimeo 120 i T334 ¥ RunOnceScript 121 R R, DAFD Sy
ut o

B4, % E RunOnceScriptTimeout=120

1 VMwareBlastServer iJif2 A7 =242 1T: SSLCiphers, SSLProtocols A1l
SSLCipherServerPreference., 7t)ris)) VMwareBlastServer JEF2i, Java Standalone Agent X 2E 1/
NEHES . T Blast 204 ¢ (BSG) I, XELLEIN AN BSG Al Linux Sifi2 [FIf04d% . 4 BSG #f
AP, X eI 22N & P A Linux 52000 2[RI

HTML Access BARBRIEE

HTML Access FJZ IS 5 CAE B vdm_blast.adm HifEE . HEMGE T VMware Blast 12 7<)
B, ZPUE HTML Access i T amE—mos s,

X HTML Access 4.0 1 Horizon 7.0, {7t View H1iz E S IAIFAN IR ith ) SCRYHHY) “VMware Blast
(RSEIGEE” Hk) VMware Blast 2155085 B3 T 714,

R4 HTML Access 3.5 5 51 5L ASHT Horizon 6.2.x s 5 LA, A4 7 idH T HTML Access
WILHFIE R o TR, A Horizon 7.0 J14fi, 4781 Z 1) VMware Blast 415l 1% ¥ m] 1]

R 4-4. HTML Access 3.5 fIE BRI AKMKIRE

wE k]
ToRZS Bk PEfIAE HTML Access 2 IRLZ A 7 DA View INIE RICREEEAUML. 140, 5 EE 53] DLAE ]

Fuifi HTML Access 14425 5iffiil) i [ vSphere Web Client £ERz LT Tt & .
Wz R EORICE R, 258 A2 78 HTML Access X ZIUIRI M View St e rR
L, AR RENS o2 R

Enae S £t D Yy €2 VI s I 08 7Y e S R e = 3 PR DN e a7l e S TR
TR RIS S A T RS R AATURE o of (AT RI s i A bk B
M PR BT A A I A i 5 K AL PTABI NI 5 o BRI T DARD A B
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wE

P B B A R E 17

HTTP 255

TilH

B SOV TR TR A A ] o S RB A SRIADREIG SCAS s AT DL BEDL P2 —
n (BERANE P RAIRSES (HICE R ) i A G n o R s i s T A2 ARG . O
n EHFENER

JEHBAN R

U MRS ESRIZ M (Mo s e s i 1) 25 i AR et T2 R RIAR I . O
1Z K EGE T View Agent B Horizon Agent.

Gz S A AR, BT UR NG Fm IR SRS

FUFR I Blast Agent IR55112¢4 (HTTPS) TCP i . Bk Iy 22443,

o A B TSSO 115 AR TESOZ A AR S A ST (235 T View
Agent 1, Horizon Agent) [R5 k5% |- BT .

Horizon Client B E#ERPHLZLHIXE

Horizon Client ) ADM FASCA (vdm_client.adm) (1) “ZegxtE™ Sl “PIAGE S Forfedt et
MG . BRARREIT, IR i S — T TR 8. R PR W, i
A e e T — M, BRE S8 " %

R T ADM BISCCARR 2t B gL

% 4-5. Horizon Client B BE#itR: R&MiRE

wE P
Allow command line credentials e 27 nl LS Horizon Client fy 4T T . Wit e hzas s, YR/
GBS D Mi41Tiz1T Horizon Client I, smartCardPIN #1 password el ],
E NV IR oA S
01 Windows TR A AllowCmdLineCredentials,
Servers Trusted For Delegation TR M P AR B (FER P2t rh T AR P SR ER E SAEm 25 1Y
(R PR D View RIS ww 410 WERAARFRE AT View IR S w5 9:450, B View 2RSS

VMware, Inc.

Bl ez E R

FEHILAN B U0 View 182K 5575 51451

m  domain\system$

m  system$@domain.com

m View ERIR SSRGS MR SS L4k 42k (Service Principal Name, SPN)
304 Windows 71/IF#A } BrokersTrustedForDelegation,
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wHE
Certificate verification mode

GHEPREE R ED

Default value of the 'Log in as
current user' checkbox

CHFSRURMIT R B D

Display option to Log in as
current user

AR AL E B ED

Enable jump list integration

GHEPRCE R ED

Enable SSL encrypted framework
channel

RN R E B ED

VMware, Inc.

i

fil ¥ Horizon Client A THIUEBAS A2, #0n] DL REH AR

m No Security. View AHfTUF-PI T,

®m Warn But Allow. ¥R View #&fit A2 HUE B, ARG irn—a%d, HH) AL
RLL R ) View MEREIR S5, UEBAATG B 5 1P Horizon Client R {11
View RS w2V . L AATAT HADUE B BRI, View 2 B m— MR
WFIEAE, R P8 5] View dER IS5 #%. Warn But Allow NERIME.

m Full Security. QIEREAATMZMAUEAEE R, H o oikEiz 2] View Rk
Siso View i P omiE s

fil EZ A RIS A S, F PRI DAYE Horizon Client FRS 75 1652 [l 1ossiiFgiat, (Hcik

Pid #2124 1 . SSL L E AR Sm A P A EE R B Bl iz

RO AR 3235 5, Horizon Client J] /] DL BEIF BRI .

QUERAEAAT B UE TS U R R ) A5k, A4 ] DL i PR Windows TR 12

K B IE

E/E Horizon Client M4 HHE [ [RA 4RI P Bty B s S e AE 1 BRI

XU K7 2 Horizon Client 26 IR F5 72 BRI

A T ey A1 Tia{ T Horizon Client 7145 T logInAsCurrentUser 365, %

el Bt

fnSagerh T AR R BB AL, TR i A G B R

BBk View HEER SR, fa b Bt st dRBON ez S, 1

FULIZ YN SRV 2, A e e i s

VNV SR s

22401 Windows J1FR{E N LogInAsCurrentUser,

Wi DRSBTS B SR S A2 15 (o fE Horizon Client iR HHE .

QR B RIZEHAE,  H PR DA O e FP 2 S A S LR . A% A

Bk, P00k M Horizon Client B2 HAE H s 25 LRI

#nl Pl Default value of the 'Log in as current user' checkbox FEl&i%

R DL T P S BRI BR A

ERIAMBIT, BRIz,

“E2) Windows TEFEAE N LogInAsCurrentUser_Display.

fifiEF Windows 7 FIHE mi oA R Zu AT 558 1% Horizon Client BEIbRHUE 73 G s BkA% )

oo MIHBREESIZR, HP R (I View IR S I IAIZE R 5L

JL5 Horizon Client I, 4] AEANAY B S Gl (8IS m 24k M, 40 DA

AR IRZA R AR Bk 1) 3

BOANES T, Bz

2301 Windows J1JIFA&{EH EnableJumplist.

S View 5.0 FNHARRASI S ] SSL. £ View 5.0 Z i, ANHE 1L b

TCP 32111 J ok B s i A .

m EH: B SSL, (AR A RF SSL I s vr iR B LA AT A I . Bl
, View 5.0 FIHUEASRITAS Y SSL. JBRTEERIANRE

m B AN SSL., R EAEIEE ], (R sl i R 2 e A IR RS I T R
rh WAN fii s it i rl e AR A

m BBl S SSL, AR SCRS SSL IS

S Windows JTEJJFR{E N EnableTicketSSLAuth.
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&E

Configures SSL protocols and
cryptographic algorithms
GV I F s D

Enable Single Sign-On for smart
card authentication

GHEPRCE R ED

Ignore bad SSL certificate date
received from the server

CHEIHURC Pk D

Ignore certificate revocation
problems

CHEIHURC PR D

Ignore incorrect SSL certificate
common name (host name field)

CHHELHURCEL

VMware, Inc.

i

R IE SSL R 2 B, Bl B i A PR PR L i AR I R . A1) 5%

FRPAE S B — A AN A R 4

E AEMTIRRBIX S RINE,

m  Horizon Client 4.2 [{J2k A&} 'aNULL:KECDH+AESGCM:ECDH+AESGCM:RSA
+AESGCM:KECDH+AES:ECDH+AES:RSA+AES .

m  Horizon Client 4.0.1 F114.1 {2 iA{E 2l TLSv1:TLSv1.1:TLSv1.2:!aNULL:KECDH
+AES:ECDH+AES:RSA+AES:@STRENGTH.

m  Horizon Client 4.0 [(JERIAE 2 TLSV1.1:TLSv1.2:!aNULL:KECDH+AES:ECDH
+AES:RSA+AES:@STRENGTH,

m  Horizon Client 3.5 [FJZRIA{E ly TLSV1:TLSv1.1:TLSv1.2:!aNULL:KECDH
+AES:ECDH+AES:RSA+AES:@STRENGTH.

m  Horizon Client 3.3 F1 3.4 [ZkiA{E }y TLSV1:TLSV1.1:AES:!
aNULL:@STRENGTH.

m  Horizon Client 3.2 FITHRARAIE ) SSLv3:TLSv1:TLSv1.1:AES:!
aNULL:@STRENGTH,

X EMCETE Horizon Client 4.0.1 F14.1 1, K5 H] TLSv1.0. TLSv1.1 A1 TLSv1.2,
CHF21% SSL v2.0 A1 v3.0, ) WIRATEE TLSVA.0 SRSy, WIn LA H]

TLSv1.0, F Horizon Client 4.0 t1, B TLS v1.1 fI TLS v1.2,  CEZE TLS v1.0

JER£F4: SSL v2.0 F1v3.0. ) 7F Horizon Client 3.5 11, 51 TLS v1.0. TLS v1.1 Fl

TLSv1.2, CI42%)] SSLv2.0 #1v3.0., ) 7F Horizon Client 3.3 1 3.4 1, 7)1 TLS

v1.0 F1ITLS v1.1, CP2%5H] SSL v2.0. SSL v3.0 1 TLS v1.2, ) £ Horizon Client

3.2 FUHHIRAA, Hf T SSLv3.0,  CHZE] SSLv2.0 f1 TLS v1.2, )

BT 128 {78k 256 [ AES, FEfREE & DH 5k, SR HNEE HE B P Y

T HE P 24 i 2 i 81 2

HAECE RS8R hitp://www.openssl.org/docs/apps/ciphers.html

301 Windows JHIIF&{E N SSLCipherList,

QIR AT 2R B B VLS, AGE T DA SSLCipherList (&AM INE]

PR EEL_ERI DA R R — KR e

m T 32 fi7 Windows: HKEY_LOCAL_MACHINE\Software\VMware, Inc.\VMware

VDM\Client\Security

m i 64 /7 Windows: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node
\VMware,Inc.\VMware VDM\Client\Security

TS R AR S UE A S8 sk . B RS ESR S, Horizon Client a4y
AR PIN FERIIGR NAE, SRS PR HAEAC S View EEIIR S5 e WA R 501,
Horizon Client #7172 X PIN X T5AE,

01 Windows TR A EnableSmartCardSS0,

(B View 4.6 FITHEARRAD AfiiE A& 75 20 5 03Ik 85 st 15 H TSI st 7ok
Fie A I I 2 A X e,

300 Windows TN (BN IgnoreCertDateInvalid,

(I View 4.6 FIHARRAD e & 75 20 SRR S sl oot . k%S
K ERIE R LA & it CEE UFIE B RIS ST, S B R
BRSO A
3001 Windows T (BN IgnoreRevocation,

(B View 4.6 FIEEARRRAD HiE & 15 20 SHR RSt 15 A A IR s iR, 78
UF R 44 5 R A ZUE 1R 54 LA AT 23 & ARk s e
G301 Windows JEMTR{E Y IgnoreCertCnInvalid,
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wWE i
Ignore incorrect usage problems (PR View 4.6 FITHEARRRA) HATE A2 15 2S5 MRS #SUE 1 A Y B fi 5. Qi ik
CHRMIECE 2D S AL T T 55— I, A& ORI UL & 24 5 1 S RO IR 55 s s b A T

W W2 R AR

22401 Windows J1MiFE{E A IgnoreWrongUsage.

Ignore unknown certificate (B View 4.6 FHEARRAD HfiE & 75 208 S AR TR S5 A e 10 uE B L 4144
authority problems (Certificate Authority, CA) JCIBIEE D, WIS IRSS 75 A A AR e A Z BRI S =J5 ik
CHFFEATUAC BT PAEHIZS AN, Wk X e,

2301 Windows J1iF{Eh IgnoreUnknownCa.,

R T ADM BRSO “JAASTE S B I L
R 4-6. HAEX B PHREUAXRE

KE i
Connect all USB devices to the TRE SRS BN R & i AP T o] TR USB R Al 2 2 L 1
desktop on launch RS IS I

301 Windows JEMTR{E Y connectUSBOnStartup,

Connect all USB devices to the HER USB i N & Fii R Gl I 7B I LB e e 3 5 i
desktop when they are plugged in BRI R A I
25500 Windows 7EAFEAE N connectUSBOnInsert.,

Logon Password 8/ Horizon Client 75 &8st B 2500 . 12851 Active Directory fif7F4li SO
.
RN T ARE S
3 Windows JEFRAE Y Password,

B IR T N I T 245 B, 1S b (RS T Windows 1) VMware Horizon Client) X
=

Bt E Horizon Client iEFH IR iFi&Est

fErT DL sk h) Windows 2 Pt S _E SN RS N CertCheckMode {5 A 7K £ Horizon
Client 1E P56 uER

1 32 {7 Windows 2% b, ATy HKEY_LOCAL_MACHINE\Software\VMware, Inc.\VMware

VDM\Client\Security. 7f 64 {/ Windows #%; |-, 1ZEM008 HKLM\SOFTWARE \Wow6432Node
\VMware, Inc.\VMware VDM\Client\Security,

TR, MR —
. 0 SRR S EAER .

o - R R R TR B B A
2 - SRR R SRR S A

A R DA o C T IE P 30 E A 202 SR 1A PR B Horizon Client UE-BEGUFREA . QR R AL
T ARG S M CertCheckMode i, A1SEIS 1 E LS TVEMTRIME.
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Fic B 2 R B sk B S, TP AT LAYE Horizon Client F A & U6 e OUFBIG IR, (HICILRC B %
WE
A BB UE P R A SRR B 5 B, 11525 Horizon Client e E b i) 2e ik i

VMware, Inc.
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Ao E R EZEBEH

AT LR EAE Horizon Client. View Agent/Horizon Agent #1 View Server 20 {1 []42:52 A8l 224>
SRR

AREETHE T IA T 8

LA SRS A ELE R BRI SRS

NHERE R s A LA R A

7t SSLITLS HiAET]s5 0t

“; HTML Access Agent it 2 Ze 4 il R pb =4

1F View SLI e i S g

iy h Y s %

TP ZBEHS BB KBE

PRNES T, Bk AR BSCRIE 5 H R 2 i S i Bk

NZAIH THF Windows. Linux. Mac. iOS. Android il Chrome % /i 225 |- 2L &y Horizon Client
42, 41, 4.01, 4.0 F1 3.x F SIS EL . A& T Windows, Linux Fll Mac [ Horizon Client
3.1 RIS RoAD XS p SR sGaa 305 USB afiiE (USB JRSSSTH LTS View Agent ik,
Horizon Agent 2 [Al[}if{%) . X1 Horizon Client 4.0 7 HiURAS, {EiER R o siifmint, USB RS 14
FEFH RC4 ( :RCA-SHA: +RC4 ) ININEIHMFEH TR AR M Horizon Client 4.0 14, AN
RC4,
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Horizon Client 4.2

#+ 5-1. Horizon Client 4.2 EE\B AR NZRBEYS

ARNZ 2N RN E:

TLS 1.2 [ ]

m TLS 1.1
m TLS 1.0

VMware, Inc.

TLS_ECDH_RSA_WITH_AES 256 _GCM_SHA384 (0xc032)
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02e)
TLS_ECDH_RSA_WITH_AES 128 _GCM_SHA256 (0xc031)
TLS_ECDH_ECDSA WITH_AES_128_GCM_SHA256 (0xc02d)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02c)
TLS_ECDHE_RSA_WITH_AES_128 _GCM_SHA256 (0xc02f)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02b)
TLS_RSA_WITH_AES 256 _GCM_SHA384 (0x009d)
TLS_RSA_WITH_AES 128 _GCM_SHA256 (0x009c)
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384 (0xc02a)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 (0xc026)
TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA (0xc00f)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA256 (0xc029)
TLS_ECDH_ECDSA WITH_AES_128 CBC_SHA256 (0xc025)
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA (0xc00e)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA384 (0xc028)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (0xc024)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA (0xc014)
TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA (0xc00a)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (0xc027)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (0xc023)
TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA (0xc013)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
TLS_RSA_WITH_AES _256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES 256_CBC_SHA (0x0035)
TLS_RSA_WITH_AES_128_CBC_SHA256 (0x003c)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA (0xc00f)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA (0xc00e)
TLS_ECDH_ECDSA WITH_AES_128 CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA (0xc013)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_RSA_WITH_AES 128 CBC_SHA (0x002f)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)
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TRINEN NS TLS 1.0, DA Horizon Client 7] DLERIAZEEESE] VMware Horizon Air 5575 BRI
B AEH A 1laNULL:KECDH+AESGCM:ECDH+AESGCM:RSA+AESGCM:KECDH+AES:ECDH
+AES:RSA+AES, WIHAEL TLS 1.0 SRS 2840, MATLIAET] TLS 1.0,

VMware, Inc.
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Horizon Client 4.0.1 1 4.1
% 5-2. Horizon Client 4.0.1 #1 4.1 LB\ B ARSI BBEL

BRINZ 2N

TLS 1.2

m TLS 1.1
m TLS 1.0

VMware, Inc.

BRABILER

TLS_ECDH_RSA_WITH_AES 256 _GCM_SHA384 (0xc032)
TLS_ECDH_ECDSA_ WITH_AES_256_GCM_SHA384 (0xc02e)
TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA384 (0xc02a)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 (0xc026)
TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA (0xc00f)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02c)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA384 (0xc028)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (0xc024)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
TLS_RSA_WITH_AES 256 _GCM_SHA384 (0x009d)
TLS_RSA_WITH_AES 256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_ECDH_RSA_WITH_AES 128 _GCM_SHA256 (0xc031)
TLS_ECDH_ECDSA WITH_AES_128_GCM_SHA256 (0xc02d)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA256 (0xc029)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (0xc025)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA (0xc00e)
TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f)
TLS_ECDHE_ECDSA WITH_AES_128_GCM_SHA256 (0xc02b)
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256 (0xc027)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (0xc023)
TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA (0xc013)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
TLS_RSA_WITH_AES_128_CBC_SHA256 (0x003c)
TLS_RSA_WITH_AES_128 CBC_SHA (0x002f)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA (0xc00f)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
TLS_RSA_WITH_AES _256_CBC_SHA (0x0035)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA (0xc00e)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA (0xc013)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)
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Horizon Client 4.0

%+ 5-3. Horizon Client 4.0 LBHAR AR LIVIBRES

ARNZ 2N RN E:

TLS 1.2 [ ]

m TLS 1.1

VMware, Inc.

TLS_ECDH_RSA_WITH_AES 256 _GCM_SHA384 (0xc032)
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02e)
TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA384 (0xc02a)
TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA384 (0xc026)
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xc00f)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDHE_RSA_WITH_AES 256 _GCM_SHA384 (0xc030)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02c)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA384 (0xc028)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (0xc024)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
TLS_RSA_WITH_AES 256 _GCM_SHA384 (0x009d)
TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_ECDH_RSA_WITH_AES 128 GCM_SHA256 (0xc031)
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02d)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA256 (0xc029)
TLS_ECDH_ECDSA WITH_AES_128 CBC_SHA256 (0xc025)
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA (0xc00e)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02b)
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256 (0xc027)
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256 (0xc023)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
TLS_RSA_WITH_AES 128 GCM_SHA256 (0x009c)
TLS_RSA_WITH_AES_128_CBC_SHA256 (0x003c)
TLS_RSA_WITH_AES_128 CBC_SHA (0x002f)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA (0xc00f)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA (0xc014)
TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA (0xc00a)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA (0xc00e)
TLS_ECDH_ECDSA WITH_AES_128 CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (0xc013)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
TLS_RSA_WITH_AES 128 CBC_SHA (0x002f)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)
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Horizon Client 3.5

% 5-4. Horizon Client 3.5 EBA B AR &MFNZREMS

ARNZ 2N RN E:

TLS 1.2 [ ]

m TLS 1.1
m TLS 1.0

VMware, Inc.

TLS_ECDH_RSA_WITH_AES 256 _GCM_SHA384 (0xc032)
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02e)
TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA384 (0xc02a)
TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA384 (0xc026)
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xc00f)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDHE_RSA_WITH_AES 256 _GCM_SHA384 (0xc030)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02c)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA384 (0xc028)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (0xc024)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
TLS_RSA_WITH_AES 256 _GCM_SHA384 (0x009d)
TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_ECDH_RSA_WITH_AES 128 GCM_SHA256 (0xc031)
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02d)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA256 (0xc029)
TLS_ECDH_ECDSA WITH_AES_128 CBC_SHA256 (0xc025)
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA (0xc00e)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02b)
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256 (0xc027)
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256 (0xc023)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
TLS_RSA_WITH_AES 128 GCM_SHA256 (0x009c)
TLS_RSA_WITH_AES_128_CBC_SHA256 (0x003c)
TLS_RSA_WITH_AES_128 CBC_SHA (0x002f)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA (0xc00f)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA (0xc00e)
TLS_ECDH_ECDSA WITH_AES_128 CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (0xc013)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
TLS_RSA_WITH_AES 128 CBC_SHA (0x002f)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)
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Horizon Client 3.3 1 3.4
% 5-5. Horizon Client 3.3 #1 3.4 L BAB ARSI BBEL

LI DI HNFEEL

TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xc00f)
TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA (0xc00e)
TLS_ECDH_ECDSA WITH_AES_128_CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (0xc013)
TLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA (0xc009)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

m TLS 1.1
m TLS 1.0

HOESCRFTLS 1.2, HEEBRINEGO PR . BEM TLS 1.2, ##E VMware K1 i
2121183 MUt IHEAE, FEX 2 G, S Hi5 5-4. Horizon Client 3.5 |- ¥R\ I 224 MY AN L e
IR

Horizon Client 3.0, 3.1 #1 3.2
% 5-6. Horizon Client 3.0, 3.1f1 3.2 EEiI\BANRLSHNNBHREYS

LIS I FINFEEL

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)
TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA (0xc00a)
TLS_SRP_SHA_DSS_WITH_AES 256 _CBC_SHA (0xc022)
TLS_SRP_SHA_RSA_WITH_AES_256_CBC_SHA (0xc021)
TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA (0xc00f)
TLS_ECDH_ECDSA_ WITH_AES_256_CBC_SHA (0xc005)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (0xc013)
TLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA (0xc009)
TLS_SRP_SHA_DSS_WITH_AES_128_CBC_SHA (0xc01f)
TLS_SRP_SHA_RSA_WITH_AES 128 CBC_SHA (0xcO1e)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA (0xc00e)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)
TLS_RSA_WITH_AES_128 CBC_SHA (0x002f)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

m TLS 1.1
m TLS 1.0
m SSL 3.0 ({UfF Windows % /i |- )

FOETEFTLS 1.2, HEAERRINGH FASSH. BHEA TLS 1.2, 151 VMware J1H 4
2121183 i EAE, 75X )5, X Hi& 5-4. Horizon Client 3.5 ¥R TIH 224 N A b &4 dh
IR,
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AREEPRAEBRERLIUNBHEN

(Bl O R = NP RPN WA I T e o

%24 View server A~ Hi Y Hiii& B, 7 NAE Horizon Client H B2z 4% . @154 Horizon Client it &
ML R AE & P ez i) View Server [, W2k Az TLS/ISSL #5i%, I HaERER AU,

LRI BOME SR BRI, i R E 1% PO

m (. Windows & i A4, f8A] DA A1 B ek Windows [ E . AOEE, HS0 (i
i T+ Windows 1) VMware Horizon Client) S 44,

m  7E Linux & im R g, AT DA IS E SO R e A T . AR, a2k (i HE T
Linux [ VMware Horizon Client) S 4.

m  {FE Mac & /i A4 I, #80LAFE Horizon Client F s B izt i . A A5 5, 152k (RS AT
Mac [t VMware Horizon Client) SCF4,

m £ i0S. Android 1 Chrome OS % i £%: |-, #0]LFE Horizon Client 14 H s FH 2% SSL 146114
Yo BXAGE, WEPE SR (ETE T i0S [ VMware Horizon Client) . ({3 [Ti&E T
Android [} VMware Horizon Client) uk {{ ff]i&i H7- Chrome OS 1) VMware Horizon Client)

XS AT DL Horizon Client SCRYTTHIZREN, W3R https://www.vmware.com/support/viewclients/doc/
viewclients_pubs-archive.html,

£ SSL/TLS hZH35E0m

N T e eth, G DR E GRS GPO (A5, DAtz T View Agent & Horizon Agent 1)
FF Windows [ HH M IFER T SSLITLS Phisdhd il (5 A2l 558585 o

1 1E Active Directory lx55#% F4iftt GPO, Jilodieires > BT R > HRKRERE, L%yl GPO,
IR 1P EmR .

(RN PR g e, ST RITHEA A > SR > BN > %% > SSL ECE K E .
Bt SSL HHEMIY .

fF “SSL s EARIT" wi, Bk mm.

fE “RI” EAs, K “SSLOEMEA" SURME TN A EH LA N e a1k

a h~h W DN

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256_P256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256_P384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P384,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P384,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA
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W TARTAE, BISTHEE S ZATHIE L5, #I B SARE I, BRI T—ATH,
I B R AE M.

6 1B ST ERGR ES
7 TR 5h View Agent 5 Horizon Agent AL B 2 Sl A58

73 HTML Access Agent Bt B 2N ZBEMH

M View Agent 6.2 JT-44, #n] DLt 4 Windows FE KA E HTML Access Agent fi FHI S0 &4k,
M View Agent 6.2.1 JT4f, Ak n] ARCEAE IR e A il o At n] A7E 41RO 52 (GPO) HifiR i ix LT
ﬁo

XF View Agent 6.2.1 KR E oA, ZRIMEAL T, Ik HTML Access Agent [ fifiJf] TLS 1.1 1 TLS 1.2, 7t
VFEEAIMEMSGE TLS 1.0, TLS 1.1 F1TLS 1.2 (MMEEIEHET) o 48R vFi ] SSLv3 A AR ASIHIH
¥, Ss1ProtocolLow Al Ss1ProtocolHigh X/ MM R(E P E HTML Access Agent B2t ilie
Fil, 1941, #F Ss1ProtocolLow=tls_1.0 £l Ss1ProtocolHigh=t1s_1.2 ¥ 5% HTML Access Agent $%
TLS 1.0, TLS 1.1 f1TLS 1.2, BRI\ 2 Ss1Protocollow=tls_1.1 F Ss1ProtocolHigh=tls_1.2,

AU TIAE http://openssl.org/docs/manmaster/apps/ciphers.html FI[ “BEABH R 35 T X

LT S N 7| o) W AP U G N A Y B
ECDHE—-RSA—-AES256—SHA: AES256—~SHA: HIGH: | AESGCM: | CAMELLTA: ! 3DES: | EDH: | EXPORT : IMD5: | PSK: |RC4: | SRP: IaNULL: !
eNULL

5B

1 J35) Windows 71 564w 75

2  S5fin%) HKEY_LOCAL_MACHINE\SOFTWARE\VMware, Inc.\VMware Blast\Config -},

3 RIS TP (REG_SZ) 1 Ss1Protocollow Al Ss1ProtocolHigh, HTH8EhyEfs .,

XU MR B A AUE t1s_1.0, tls_1.1 5 tls_1.2, BLUFH—ADL W M A s
TERFIRI RN ERBNEMRAE T — AT, B BB B E =AM i —
Ay PR BRI

4 I—ASEHFERTH (REG_SZ) {1 Ss1Ciphers, I THg@ iy,
MR I EdE 7 B SN RS 2 S5 3. i,

ECDHE-RSA-AES256—SHA:HIGH: ! AESGCM: | CAMELLIA: !3DES: !EDH: | EXPORT: !MD5: ! PSK: !RC4: ! SRP: laNULL: 'eNULL

5 ¥ )H5) Windows k%5 VMware Blast.

BRI N FHERIA S 182, RS Ss1Ciphers AR T8 i 5h Windows JIli 55 VMware Blast, 15

Oy R (R B m 34y, PR ax R HTML Access Agent 23 {icii OpenSSL 2 Al A1) ks = SO il %
RN $25

HTML Access Agent JEEhI, 22 A% (5 25 N H S S, el Das s it H o Sc ke
I
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K5 VMware AT 4822405 T i e 9, BRIAI e P SOR R i A AE Rk T g

£ View £ L it B iR

BATAE 14T Windows ) View ST FACE RN, DASEHIE] View AR S5wRAOTHELE

Mo
BPRRE View 1R 5575 L E P SEAHRI R SR LARE G 1842 0
5]

1 fF View 5[ [ %) Windows 11 4iE 28

R R S

2  3i%] HKEY_LOCAL_MACHINE\Software\VMware, Inc.\VMware VDM\Agent\Configuration /i:/iit

I,

3 ST (REG_SZ) i ClientSSLSecureProtocols.,

4 CEZRE A4S, ¥ h: \LIST:protocol_1,protocol_2,....
HIHREBBL,  Sed ol 314

\LIST:TLSv1.2,TLSv1.1,TLSv1l

5 IR FERTH (REG_SZ) i ClientSSLCipherSuites.,
6 CHIZERE BN, ¥R N \LIST:cipher_suite_1,cipher_suite_2,....
INRNHEIIFHER,  Jeh i e r st &, lan

\LIST:TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,TLS_RSA_WITH_AES_128_CBC_SHA

VMware, Inc.

37



EPmfE A EXHLE

& P AR G H SR, T IE s A e F s T8 Ol

ARTEPHE T AT 38

m 57T Windows [ Horizon Client H &

m &1 Mac 119 Horizon Client H &

m 5 Linux [ Horizon Client H &

m  FEEiss Y Horizon Client H &

= Windows 1l

m  Linux 5 HE

FIHLH) View Agent 5k Horizon Agent [ i

i& HF Windows ] Horizon Client BE

AT RIS AT AGE AR 5 A P e H A

XH

H ST ATE B HERR 226 . BosthaCRn & Phohge
ST ﬁ?éFHé&bU%D%m ﬁﬂlﬁo
AEHE
AT MRS, YYYY ZOREG, MM 2R 143, DD Fos B, XXXXXX 945
% 6-1. i@ T Windows HJ Horizon Client BE3 ¢
HiE BxEER
e C:\Users\%username%\AppData\Local\Temp

PColP % J i
S vmware—

remotemks . exe ¢

Horizon Client Ul

K vmware-view. exe HEfE

VMware, Inc.

C:\Users\%username%\AppData\Local\Temp

C:\Users\%username%\AppData\Local
\VMware\VDM\Logs

vminst.log_XXXXXX_XXXXXX. txt
vmmsi. log_XXXXXX_XXXXXX. txt

pcoip_client_YYYY_MM_DD_XXXXXX.txt

BT GPO Bl 0 4 3 (4D
FI/J Hi&angil. 4 View PColP % /4> i

A ADM FIHCCHT: (pcoip.adm), I FIRIF
B PColP B4 H & #41% 5.

vmware-horizon-viewclient-YYYY-MM-DD-
XXXXXX. txt

AL GPO fidd HiG s . i View
NI E ADM B S (vdm_common . adm).
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HE2A

Horizon Client [ &

K H vmware-view.exe JfLE

pERSKIEE

L MKS (bR, 8. BT
) HiE
Sk vmware—

remotemks.exe JHfE

Tsdr & it

SEH vmware—
remotemks.exe JFfE
Tsmmr % Pl

FH vmware—
remotemks.exe JFfE
VdpService % /i
Sk vmware—
remotemks . exe JIfi
WSNM JIZ%%

K1 wsnm. exe FEfE

USB HE 1]
FH vmware-view—
usbd.exe HHFE

FRA T I E )

Sk H vmwsprrdpwks . exe i
e

N EE

JH ftscanmgr.exe JHFE

BEELE

HE0] DL 2 SR e g T —
n X F PColP &/ umHik, el PIACE M 0 & 3 Geird) 19 H S ange) .

HREZ

C:\Users\%username%\AppData\Local\Temp
\vimware-username-XXXXXX

C:\Users\%username%\AppData\Local
\VMware\VDM\Logs

C:\Users\%username%\AppData\Local\Temp
\vmware-username

C:\Users\%username%\AppData\Local\Temp
\vmware-username

C:\Users\%username%\AppData\Local\Temp
\vmware-username

C:\Users\%username%\AppData\Local\Temp
\vmware-username

C:\ProgramData\VMware\VDM\logs

C:\ProgramData\VMware\VDM\logs

C:\ProgramData\VMware\VDM\Logs

C:\ProgramData\VMware\VDM\Logs

W e

34

vmware-crtbora-XXXXXX. log

log- YYYY-MM-DD-XXXXXX. txt
debug- YYYY-MM-DD-XXXXXX. txt

ViewMP-Client-XXXXXX. log
vmware-mks—XXXXXX. log
vmware-rdeSvc-XXXXXX. log
vmware-vvaClient-XXXXXX. log

vmware-ViewTsdr-Client-XXXXXX. log

vmware-ViewTsmmr—Client-XXXXXX. log

vmware-vdpServiceClient-XXXXXX.log

debug-yyyy-mm-dd-XXXXXX. txt

AL GPO Bl H G . ] View
AN HLFR T ADM BRSO (vdm_common . adm).

debug-yyyy-mm—-dd-XXXXXX. txt

B DA GPO e H A . T View
AL ADM B S (vdm_common . adm),

Serial*.txt
Netlink*.txt

Scanner*.txt

Netlink*.txt

f#H] View PColP % )i

2EAL . ADM AR (pcoip.adm). I E I EHONECE PColP S4-HEFEMES .

u X‘.‘»ﬁ:%}:‘ UI El;p\?
(vdm_common . adm).

HENE . R R B Sk . ] View 223t

Eficd & ADM A

O USB HUER HAE, FCE HASAZE . RSO AR B SEs . (] View A JLRCE ADM R S

(vdm_common . adm).
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n T WSNM RS HE, Bl HEME . TEAFI RIS, (] View NI E ADM FR b SCL:

(vdm_common . adm),

Pt ml DU ey A Tar S B ) . 5% C:\Program Files (x86)\VMware\VMware Horizon
View Client\DCT HEITH AL T s

support.bat loglevels
BRI A S TR 1, SRk B — P4l .

KERSE

RERTLAE % o UL sean AT oK HASWR S zip SR, SRJR ADRZ S Rk 2 VMware SRSy
i

m  {f Horizon Client % [}, M “UEI” 2Bz R, ARG TE I EAE IR R ST /K
.

s MW7 C:\Program Files (x86)\VMware\VMware Horizon View Client\DCT H i
ANPLF 44 support.bat,

i& HF Mac B Horizon Client BE

HESCHE P LA B AR Lk« B PSR & PO Re AR T A IRl e 4 PT DA B G P SRS 2 R4
Zoilo

HEME

% 6-2. i&ATF Mac i Horizon Client BEX ¢

HE [ER XH4

Horizon Client Ul ~/Library/Logs/VMware Horizon Client

PColP % Ji ~/Library/Logs/VMware Horizon Client

S - ~/Library/Logs/VMware vmware—-RTAV-pid. log
USB I E A ~/Library/Logs/VMware

VChan ~/Library/Logs/VMware Horizon Client

e MKS (Rilbr. ~/Library/Logs/VMware

BB DR S

Crtbora ~/Library/Logs/VMware

HSALE

{¥ Horizon Client 3.1 FIHE Sk ANH, Horizon Client ¥4 Mac & Figll) ~/Library/Logs/VMware
Horizon Client H= NAm H &S0, 5 Sl 4 E Mac % it /Library/Preferences/
com.vmware.horizon.plist SAFHIINL, RILARCE H S SR KRB A B H S SO K R 88
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Hil

* 6-3. AEXHWKEHEMSIRT

b

MaxDebuglLogs

MaxDaysToKeeplLogs

L]

HESH R R H . iR fEh 100,
PRBE H SR IR R B . WHZ A AR

Y4557 Horizon Client I, BHIHIE 53X 6 S P AVERL RSO

% MaxDebuglLogs 5k MaxDaysToKeepLogs TiAfF com.vmware.horizon.plist &Y, TH L
SAFRIERIAE G 5, R HESURIBRIAREC 7.

iEATF Linux B Horizon Client BE

AT AR B HEER 2

Sl
BEMAE

%+ 6-4. iEHTF Linux i Horizon Client A& 1%

«CBoRERORIA DI RE A T L. 2R LA aE

i B P SRR AC P R

HEA

7
L

Horizon Client Ul
PColP %& J i
SN AW AT

USB i

VChan

LA MKS CRUbR .
&= bR HiE

VdpService % Fii

Tsdr & J it

HEERE

AREE=

/tmp/vmware-root/

/tmp/vmware-username/
/tmp/teradici-username/
/tmp/vmware-username/

/tmp/vmware-root/

/tmp/vmware-username/

/tmp/vmware-username/

/tmp/vmware-username/

/tmp/vmware-username/

X4

.vmware-installer-pid.log

vmware-vmis—pid.log
vmware-horizon-client-pid.log
pcoip_client_YYYY_MM_DD_XXXXXX.log
vmware-RTAV-pid.log

vmware-usbarb-pid.1log

vmware-view-usbd-pid.log

VChan-Client.log

TR
“export VMW_RDPVC_BRIDGE_LOG_ENABLED=1" J )]
RDPVCBridge H &, It H &

vmware-mks—pid.log
vmware-MKSVchanClient-pid.log

vmware-rdeSvc-pid.log
vmware-vdpServiceClient-pid.log

vmware-ViewTsdr-Client-pid.log

PRI IR B (view. defaultLoglevel), 47 i H GBI TN 0 GREERTASHE) 26 (X

TR F ) o
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MFREE T USB I H S, ST LA R ar AT %

vmware-usbarbitrator —--verbose
vmware-view-usbd -o log:trace

KEREE

H G EEZRA T /usr/bin/vmware—view—log—collector, E{fi ] H G EERS, Az AT TAUR .
Al PLEAE Linux ar 21 TR A LA B 2 K5 B AR -

chmod +x /usr/bin/vmware-view-log-collector

Al PLI AR Linux sy 21 TH AL M 22kiaf T H R ERs

/usr/bin/vmware-view-log-collector

ik & LY Horizon Client B

TERGER RS b, N RETF LR =R, AR HE St H ok #88h%& Pt it TR H S 6
KA VMware IIBCEBEL . T H ISR T RE N IERE, AN EHER AN 5 H e,

iOS BEPRiImARE

BT i0S % P, HoSSCH T User Programs/Horizon/ Fff) tmp il Documents 5, ELSi 41X
Be 5%, AL iFunbox 2555 = N HIRE Y o

¥ A PAYE Horizon Client & & - R BB, DUBHHE S PSR, GR& mesbE
HE R I RS & P, RG-S IFiX e H E SRR RS2 —A GZ XX, R nT L Am
IR H S k£ S VMware, QSRR 5% 428 PC ok Mac, AU ] iTunes #2 H &k,

Android &Pk A&

T Android % PRI RAFELL N H R4 R H 5 Android/data/
com.vmware.view.client.android/files/, L FfiiE b H 3, ELAc4 4 File Explorer ok My Files
=T R

ERMBOT, AR IR BAMB HINGIE H A5 40 LAAE Horizon Client # = i F B A H &%
i DU BRIA S . EOE L A H S A E VMware,  ARTDUBEIR it R BEE”
E/jkl_ EI Jl_;\lRE_o

Chrome ERixAE
KT Chrome % i, XA DAt JavaScript i) & 480 H &

Windows B ABEZRiRAS

B 23T 1 Windows W H 510 Horizon Client (i 1 Windows [ Horizon Client) [
Windows N R % P, HoESCE v TLUR H3E: C:\Users\%username#$\AppData\Local\Packages
\VMwareInc.VMwareViewClient_23chmsjxv380w\LocalState\logs.

VMware, Inc. 42



Horizon Client 71 Agent 22455/

FERTDAAE 2 POty M T R IR F R, ORI B PSR B e, S o5
0k, BGARh H G ASCEE, SRR DAFRA T HA SO S PELR SR SO S
Windows it &l View Agent 5% Horizon Agent A&

FESCA T DA BOHEER 2238 . BBl BCRI 25 MR LA 5 IR IR o AT A fitt A SR 15 LG P B2 H A
SCPFRORZE . FEANZR RN OR B IR .

BEMAE
ST NS4, YYYY S48y, MM 3ok A4y, DD FosH I, XXXXXX g .

% 6-5. i&EATF Windows i Horizon Client AEX

HE3 Bz X
e C:\Users\%username®¥\AppData\Local\Temp vminst. log_XXXXXX_XXXXXX. txt

vmmsi. log_XXXXXX_XXXXXX. txt

View Agent (T <Drive Letter>:\ProgramData\VMware\VDM pcoip_agent_YYYY_MM_DD_XXXXXX.txt
Horizon 6) ik \logs pcoip_agent_YYYY_MM_DD_XXXXXX.txt
Horizon Agent Cf

vmware-vdpServiceServer-XXXXXX. log

- Horizon 7) Serial#*.txt

Scanner*.txt
Netlink*.txt
debug-yyyy-mm-dd-XXXXXX. txt

A EELAME GPO Bl HGA . ] View 24
Hefid B ADM A S (vdm_common . adm),,

ASEE

AP 2R ok e E H Sl s i

R m il B H BN B RN R B ol . (H 1] View 3L C e ADM BRSO
(vdm_common . adm).

m AP A S T SR B AN ] . S0iE] C:\Program Files\VMware\VMware View\Agent
\DCT FH It ANLL N 452 support.bat loglevels, P i SR nid e [, IenBikF—pf
IS

n A PUEH] vdmadmin @54 A1 -A ETIACE View Agent B¢ Horizon Agent Hibidsk. 5500, 5SS
B View EEIFSR ) Y,

KEREE

AT DUE F A 247 28 H EUEE R —A zip SCiFrh, ARG APEIZ SR R 252 VMware HORSZRER 1. M
AT iE] C:\Program Files\VMware\VMware View\Agent\DCT FsgJfHALL Fans:
support.bat.
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Linux EEAE

HESCPE PT AR B R ke . B iSO & DR J5 T I, 5 mT ATE . G P SR 22 4
Zoilo

BEME

% 6-6. Linux £@E BB

H2a EREz

LAHE /tmp/vmware-root

View Agent O]~ Horizon 6) ik Horizon /var/log/vmware
Agent 4] Horizon 7)

View Agent (}F Horizon 6) &k Horizon /usr/1lib/vmware/viewagent/viewagent-debug. log
Agent (X1 Horizon 7)

BEEE
4 /etc/vmware/config X, fidiE HE L%,

KEREE

AT DLOI AR 5 T 2 (Data Collection Tool, DCT) #4840, JSREE THENIRORC B B0 R 8 4510
tarball i1, 7£ Linux ST 242~ TF, 1217 dct-debug. sh JHIA,

sudo /usr/lib/vmware/viewagent/bin/dct-debug.sh
HEGTZARIO IS CHATIOT S HE tarball, SCHE4 LRI S . I IIBFILABGE R, )
Wl: ubuntu-12-vdm-sdct-20150201-0606—agent.tgz
A4 M /tmp/vmware-root HSAN /var/log/vmware F IS HESCPE, JFREELL T A4 HEM
A B
m  /var/log/messages*
m  /var/log/syslog*
m /var/log/boot*.log
m /proc/cpuinfo., /proc/meminfo. /proc/vmstat. /proc/loadavg
m /var/log/audit/auth.log*
m  /etc/hosts
m /etc/resolv.conf
m  /etc/nsswitch.conf
m /var/log/Xorg*

m  /etc/X1l/xorg.conf

VMware, Inc. 44



Horizon Client il Agent %4155

s /usr/lib/vmware/viewagent FH{AZ00 S

m /var/crash/_usr_lib_vmware_viewagent* Hi[fFA] A7 SO
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IEAMEFIRATRE LA DA N View A1) 2 73 View Composer ., View 1E4%/IkR 55+ . View Agent
5k, Horizon Agent DL K & F Fiifyo AZ0UN I EFMER 3 20 £ IR T 45110 View B TR BB R 5 R

MARTEEEE D, ¥ N AIN)T 2 hedE ) View 414

1 View Composer

2 View 455

3 View Agent (XJ}- Horizon 6) 1k Horizon Agent (X~ Horizon 7)

4 Horizon Client

ISR AN MEAMEFF OB, 525 (View THGEHT ) KR,
AREPHE 7L A8

= )y View Agent &t Horizon Agent [ F{&#M& T

m )y Horizon Client I &ML 7

73 View Agent 5 Horizon Agent M H{E#MEIF

R7 FEAME 403 B BB TS AR ORI 23R

TR S ST O QL. SR S A LR, SR A — LT i
AL, EEHGTIA T,

st

BT T Pk P I TAEA TIB AN 20 B R A0 L FAT B

S

1 FEFTASERWL. T 5e e BRI RE AL . ithrh i Se B LA ST B I S AL L, T2k
View Agent (T Horizon 6) 1k Horizon Agent (X}-T Horizon 7) &M FERRAI 2SR i SOk o

o N, 1R VMware
2 a1y View Agent 5t Horizon Agent SN FRRAS R 210 2357 7 .
A TRIPLEREFIEE, 620 (17E View FHEEE SR IAIN AR ) SO

#  7E Horizon 6 Jix A 6.2 M oA, 208 EAME T 2 Bl oas e R oA o
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3 WURAEAEHERS KT View Composer B HMEAMEFFINAS ] 7 BN B &, EEFA I E .
4 TR T O v R SR SCREAUNL, RN R R A
AIXIHERIEE S, 1525 vSphere Client BALH ),
5 W TR OB REM, AU PR R A LA
6 AR LA ] Horizon Client &5 5 E B H MO S ..
7 WORAEHOE TN R T R B AR AT T AR, E IR HRX LS

7 Horizon Client B B{&# 2R

TESA R P e by, N TBAMER 4E T EAE T IBAME R ORI 223508 . FEREh & M im ., NG
T AR M SR TR IO sG (41 Google Play. Windows [ 1117 ik Apple App Store) e
o

IR

1 EEANZEZRGH, F# Horizon Client S #ME T AN I 2R 7 S o

HRNHU, 1R VMware, B AT DAFER % s NEDUA, MIER http:/
www.vmware.com/go/viewclients, WIHTHEAR, W TIEEe% P, AR DA IR 7 i 5 RS #ME T
A

2 R P e e Mac Bl Linux & S A LB DA, iR R Y TR & e A
IS R FHRE P I a3t R A TR g O o ik
HE AFTIE T Windows (1) Horizon Client 3.5 M kA, 7E Windows %) i | 20 BEAE 4 MR 7 2 il
TCA IR RS . T3 1 T Windows 1) Horizon Client 4.1 & gliAs, AIDUS I “HENLTT2%

Horizon Client” Ihfig, PI{F Windows % fis A FH2 Horizon Client, G5 E., & phdE T
Windows [t {{#i[f] VMware Horizon Client) 4%,

3 WRSET, 151720 Horizon Client FE#MET IR N AR 20588 T o

RN Apple App Store i Google Play sREUEAME 7, WTIREFFIl B e NI I 4ke, 70
THEd TR BT o
4 HNEHEMERNT Horizon Client A] LAESE B EASHN S
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