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RHEL/CentOS 6.x Gnome Gnome. KDE

RHEL/CentOS 7.x Gnome Gnome. KDE

RHEL/CentOS 8.0 Gnome Gnome

SLED 12 SP1/SP2/SP3 Gnome Gnome
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NeoKylin 6 Update 1 Mate Mate
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2 NEIRRE Linux 70 K HIEfTH 1-6. 2088 L i A 1 a2 AR N A 2
R1-6. AFREZAREHHS

Linux 4% 8 BRI R R FITEBERA SR E I a4
RHEL/CentOS 6.x KDE # yum groupinstall "X Window System" "KDE Desktop"
RHEL/CentOS 7.x KDE # yum groupinstall "KDE Plasma Workspaces"
Ubuntu 18.04/16.04 KDE # apt install plasma-desktop
Ubuntu 18.04 MATE 1.225 # apt install ubuntu-mate-desktop
Ubuntu 16.04 MATE 1.16 # apt-add-repository ppa:ubuntu-mate-dev/xenial-mate
# apt update
# apt upgrade
# apt install mate
# apt install ubuntu-mate-themes
Ubuntu 16.04 Gnome Flashback # apt install gnome-session-flashback

(Metacity)

3 BOHAMEHACERVR TN, BRI o

IR A ZA I Linux 5010 S TSSO, 1l HPA M BB SSO 2 il rh i 111 5
T
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SRS

% 1-7. SSODesktopType %R

SR SSODesktopType IR E

MATE SSODesktopType=UseMATE
GnomeUbuntu SSODesktopType=UseGnomeUbuntu
GnomeFlashback SSODesktopType=UseGnomeFlashback
KDE SSODesktopType=UseKdePlasma
GnomeClassic SSODEsktopType=UseGnomeClassic

m T RHEL/CentOS 6.x, %l SSO & k21hfii ] KDE, 15M /us r/share/xsession H %
KDE J= 8 A AANI T A S R s S i, al s B g —2H a4

# cd /usr/share/xsessions
# mkdir backup

# mv *.desktop backup

# mv backup/kde*.desktop ./
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m X} RHEL/CentOS 8.0, %l SSO #2144 ] Gnome Classic, 1M /usr/share/xsession [
kB Gnome Classic o sl SCHRLAYNTIAT G S S sh St Flan, i R —4ldar 4.

# cd /usr/share/xsessions

# mkdir backup

# mv *.desktop backup

# mv backup/gnome-classic.desktop ./

SERRATA R, e P A ek T 5 | S5 Linux 5200, A fE¥ Gnome Classic JH{E F—4>
SSO &l IERIA S
R AR 2 S EER Linux 52 F2AT T SSO, MR THTH AT, & T s
1% Linux SEAIIN, A B AT AR SE M IALR

ZE-E ¥

VMware Blast Extreme 377 H - £dia i sl (UDP) Atz il il (TCP). MZ%ik 23520 UDP A1 TCP
MIVERE, il FH P RES, TARIE I 25 45115 UDP 5 TCP,

QRIS R (Flankb T e (LAN) BRERHD , 1fdefk TCP,

w WERMIZRSEAERE (BIQAE T3 (WAN) SR8, Az Al T RE & K A 20 0 22 S RIS TRTAE
B, iFiksE UDP,

&S5 Mres T B (i, Wireshark) SKffiE VMware Blast Extreme {iJ{][#)& TCP if2& UDP, AJ{#i
R —24 5 (i Wireshark) 1E 2%+,

1 TE Linux BRI | N2 Wireshark.,
%+ RHEL/CentOS 6:

sudo yum install wireshark
%J7F Ubuntu 18.04/16.04:
sudo apt install tshark
%7 SLED/SLES 12:
sudo zypper install wireshark

2 fififfl VMware Horizon Client 4% Linux 51

3 JIFasE I HE T Favds, I A s VMware Blast Extreme i ) TCP ok UDP
£,

sudo tshark —i any | grep 22443

VMware, Inc. 17
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USB HiE A% g shas BLAE 1] (CDR) IREE 252 MIZR SIS o ANRIZ SR A (BIans i

L, IF AN RRERAEIRO R PR aZez . T, REA e 2Ll Mg
o

SRS AT RE RS . AEXFME AL N, SO RTINS
m ofE Linux SRR USB #E4s.
»  USB Hdloikse s, Hlan, (ELHIRMSCHN, SRAFIISCH AT BE/IN T IR IA S

AT usSB EEME) VHCI EZhiEFF

USB JiE [ DR T- USB bl =145 Hl#e82 1 (Virtual Host Controller Interface, VHCI) NAZIX 5hfE

J¥o 3§ USB 3.0 i1 USB FE M IIAE, AT T APER:

1 M https://sourceforge.net/projects/usb-vhciffiles/linux%20kernel%20module/ T #; USB VHCI A
N

2 B4vF VHC IR IR IHAE Linux A% R i) — it ilsctr, il e 1-8. gt Lods
USB VHCI IXzh#e 7 Hian 4o

B, WHRAE /install_tmp/ H3 M4 205 AT VMware—horizonagent-1inux—x86_64-
<version>—<build-number>.tar.gz, 37, full-path_to_patch-file & /install_tmp/
VMware-horizonagent-1inux-x86_64—-<version>—<buildnumber>/resources/vhci/patch/
vhci.patch, JfHEEHM patch ar42

# patch -pl < /install_tmp/VMware-horizonagent-1inux-x86_64-<version>—<build-number>/resources/
vhci/patch/vhci.patch

T VHCI 3K ShFE 71 25 AT E 2225 Horizon for Linux 2 [T 5E %

%+ 1-8. RiIFIERLE USB VHCI EBFHIEFF

Linux &4 RFEFH S USB VHCI IRENFRFE IR 5

Ubuntu 18.04 1 BRI,

# apt-get install make
# apt-get install gcc
# apt-get install libelf-dev

2GR VHCI IXEnET

# tar —-xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch —-pl < full-path_to_patch-file
# make clean && make && make install

Ubuntu 16.04 GPETELEEE VHC] REFE T o

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch -pl < full-path_to_patch-file
# make clean && make && make install

VMware, Inc.
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+ 1-8. fiFH R USB VHCI BEHFERF (40

Linux 9%
RHEL/CentOS
6.9/6.10

RHEL/CentOS
7.x

RHEL/CentOS
8.0

SLED/SLES 12
SP2

VMware, Inc

P2 USB VHC| REEFHSE

1

1

LRI

# yum install gcc—c++

# yum install kernel-devel-$(uname -r)
# yum install kernel-headers-$(uname -r)
# yum install patch

# yum install elfutils-libelf-devel

G L%e VHCI BXEDTEFY

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch —-pl < full-path_to_patch-file
# make clean && make && make install

(RHEL/CentOS 8.0) 2y I ffif& VHCI SR FheiE 5 USB HiE |t bR LAE, 14 USB SA5hEFiid

B iR
a ) USB WA FOIE SSL I,

openssl req —-new —-x509 —newkey rsa:2048 -keyout MOK.priv —outform DER -out
MOK.der -nodes —-days 36500 -subj "/CN=Descriptive name/"

b A} USB &Nyt T4 4.

sudo /usr/src/kernels/$(uname -r)/scripts/sign-file sha256 ./MOK.priv ./
MOK.der /1lib/modules/$(uname -r)/kernel/drivers/usb/host/usb-vhci-iocifc.ko
sudo /usr/src/kernels/$(uname -r)/scripts/sign-file sha256 ./MOK.priv ./
MOK.der /lib/modules/$(uname -r)/kernel/drivers/usb/host/usb-vhci-hcd.ko

c  HMIT UEFI 245 554,
sudo mokutil ——import MOK.der
A S A UEFI 2245 1S3 S TN LT 2% (Machine Owner Key, MOK) Z5h (115
sk,

d 37F vSphere Pl G UEFI 20451S, iHI0H51S A%, AXRTLEE, 550 https:/
sourceware.org/systemtap/wiki/SecureBoot,

TARE M AT N AZ AR R P RRA
# rpm —qa | grep kernel-default-$(echo $(uname -r) | cut -d '-' -f 1,2)

St D LR AR I AR Blan, g #4850 kernel-default-3.0.101-63.1, A2,
A RORRA ) 3.0.101-63.1,
‘2% kernel-devel, kernel-default-devel. kernel-macros Fl patch #Xf-4,

# zypper install —-oldpackage kernel-devel-<kernel-package-version> \
kernel-default-devel-<kernel-package-version> kernel-macros—<kernel-package-
version> patch

-

# zypper install --oldpackage kernel-devel-4.4.21-90.1 kernel-default-
devel-4.4.21-90.1 kernel-macros—-4.4.21-90.1 patch

19
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+ 1-8. fiFH R USB VHCI BEHFERF (40

Linux &3 Pt USB VHCI RERF RIS E

3 T LAE VHCI BRERE T

tar -xzvf vhci-hcd-1.15.tar.gz

cd vhci-hcd-1.15

patch -pl < full-path_to_patch-file

mkdir —p linux/$(echo $(uname -r) | cut -d '-' -f 1)/drivers/usb/core

cp /lib/modules/$(uname -r)/source/include/1linux/usb/hcd.h 1linux/$(echo $(uname -
r) | cut -d '-'" —f 1)/drivers/usb/core

# make clean && make && make install

H H W H R

JEAI, EEAEVA T U
m WUERARY Linux NECEBOETRCR, AU dm 3 Fogr e VHC IXEhREFr, (HJCHy e

Horizon for Linux,

AR S PR Ubuntu 18.04/16.04 2 40 sAIZSALEE, O VHCI SREDRE I Bl N AR
S F¥ (Dynamic Kernel Module Support, DKMS).

a LRNEZRT.

# apt install linux-headers-"uname -r°
b UL Mg dkms,

# apt install dkms
c HREHUFIE#h VHCI TAR U,

# tar xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch —pl <full-path_to_patch-file>
#cd ..

d KR VHC S 2] /usr/srec Hko

# cp -r vhci-hcd-1.15 /usr/src/usb-vhci-hcd-1.15

e QIEE—"1%h dkms . conf [ fE, B HJSHE /usr/src/usb-vhci-hcd-1.15 FH 5=,

# touch /usr/src/usb-vhci-hcd-1.15/dkms.conf

f 7] dkms.conf LA LA FINA
PACKAGE_NAME="usb-vhci-hcd"
PACKAGE_VERSION=1.15
MAKE_CMD_TMPL="make KVERSION=$kernelver"

CLEAN="$MAKE_CMD_TMPL clean"

BUILT_MODULE_NAME[0]="usb-vhci-iocifc"
DEST_MODULE_LOCATION[O]="/kernel/drivers/usb/host"
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MAKE[0]=""$MAKE_CMD_TMPL"

BUILT_MODULE_NAME[1]="usb-vhci-hcd"
DEST_MODULE_LOCATION[1]="/kernel/drivers/usb/host"
MAKE[1]="$MAKE_CMD_TMPL"

AUTOINSTALL="YES"

g ff dkms HES I VHCI SR EhFLE o
# dkms add usb-vhci-hcd/1.15

h A5 VHCI IR
# dkms build usb-vhci-hcd/1.15

i PR VHC BB R

# dkms install usb-vhci-hcd/1.15

2D B ERIHLRE
J Linux JEAUALEI R E 1Y Horizon 7 B, AZIHE S vCPU FEEAU N 4748 i DA e PERE K

Fic & M d ) NVIDIA vDGA [ REUR -3 ] NVIDIA #2784  fid ' {8 F NVIDIA GRID vGPU [z IAL
FHE T NVIDIA FERUE R, B -FET NVIDIA ¥rHIEIE I es . SIe 5 B S ALY vePU FIEEL
NAFIE

R E DT 2D BB REIIA LR T] VMware FERUE R, A2 5 vePU FIEEAN A7 B B 4 RS SR
VEfE. EEVA T im0

n  EE 2D SEEYERE, 14 Linux WA E B2 vCPU R IINAT . i, 4 2 4~ vCPU Fil 2
GB HE N1

. T ENEORE (W14 DNEORES) FIRBEREE R, E RIS 4 > vCPU i1 4 GB ERINAT .
Rt 2D SRR, BRI E 4 4 vCPU 14 GB LAY

£ Linux £l EBRESIEME

W ST EShRE,  F PR DL At PN A 119 Linux e s ih

SEIMENRGER
G R MEIDRE, 51 Horizon 558 WAZNH e i e HoK
F*1-9. REMEMREEXK

A R

B AGE SARFT A BRI ES M AR %) i 240 B2 TiE T Windows . Mac 2k Linux f1
Horizon Client 4.10 sk F ihi A, M, 2440{# T HTML Access 4.10 5k H = iR A,

Linux e sd i WAIE Linux JEAULSLIATFR2225E Horizon Agent 7.7 bl Bl AS . AT S fT b A VDI 2]
o IR M EDRE
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F1-90. SEIMENREER (40

A 2R
TEREIR S5 A TEFZIR S5 A SR AV ATk
RN VMware Blast

# RHEL 8.0 HHIFFH AN RGH B A = X/ 1miME. 15
B A 2R M ETh RS K., 152515 Horizon Client SCA%,

HEEXHPREREHMEED

el A2 iE M ERC ¥ RHEL 8.0

Rl

{E /etc/vmware/viewagent—custom.conf S DL R, USRS FHE A H &G ESDAE .
m  CollaborationEnable

TE /etc/vmware/config SCAFH A E A I,  DARC B B M ES 1wl AR A o

m  collaboration.loglevel

m collaboration.maxCollabors

m  collaboration.enableEmail

m collaboration.serverUrl

m  collaboration.enableControlPassing

THE BT Linux 5L PR E SO s eI T AR 245 B

A METhEE R PRI

MR m DL e s oRe .

= USB /&[]

ST

RS AE

n  FREREERM

w YR E

P TCIEAE M E 2 i B SO PR T 0 W

M PARBRAE R —& & P AL E T 2 AR,

¥ AR P S SRR R TS, ARG SE M ERIBR TR, R IZ T P R e R

B RR N AEE SIS TR NS,

VMware, Inc.

SR ERI AR i SR

22
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ALIEMERE RHEL 8.0 £ &
357F RHEL 8.0 5iff i FHE R IMETIAE, A0 N #1405 GNOME 3.28.26 Shell 372,
B

1 M https://extensions.gnome.org/extension/615/appindicator-support/ HF¥ 1751 GNOME Shell 3 &
N4 RHEL 8.0 A%t. AT Shell WA, 150eH 3.28, AU IR, 155 26,

2 fREE4E N, R H X Ty 448 appindicatorsupport@rgcjonas.gmail.com (FEfyfurh
metadata.json AR “uuid” )

3 f#i] mv #523¥ appindicatorsupport@rgcjonas.gmail.com HREEDL i/ E: /usr/share/
gnome-shell/extensions,

RINF T, AX root JH AT LLEHN appindicatorsupport@rgcjonas.gmail.com HEHT
metadata.json Ao BSCRFSTEIME, AU SCPR AT BT PG

4 =1L RS LAl metadata. json AIEEIA A PEG,  anbl R oRBi R,

chmod a+r metadata.json

5 %
6 FESLEIAEEH, dE gLl R A DL S ) GNOME Shell,

gnome—tweaks.

Alt+F2
r
Enter

7 FRIMEAEH, 121T gnome—tweaks, #&J5 /5 H KStatusNotifierltem/Applindicator Support.
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AEMEPEHE R Linux B

W Linux ST Linux BN, JHAERSERIE R S A TOe iR S s
AREEHE TPAN F:

w GBI L% Linux

NIRRT A Linux T

m 2% Horizon Agent [P (2

IR EHHH R Linux

] PAfE vCenter Server H1oh7E Horizon 7 S ORRA o e 5 i G BER A L. A TFE R AU | 2058
Linux 5% 4.

AR &M

AR I S Linux SEEIROASEEE R o 1555 Horizon 7 for Linux [ 248 50k

m  FRAT AT vCenter Server H IR N URN 3% PR E R e B . 124 (AE Horizon 7 Wik
EREALRIE ) SRS “OUEFNE SRR AL o

n  HORITH TRV E R EAE (VRAM) I EER, 525 Horizon 7 for Linux 1) A EK,

1 ¥ vSphere Web Client 5t vSphere Client 1, AJ@ug Rz,
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2 P EE SR E R
a AT, RSP EEERE.
b #8E VCPU Hum AR/ N,
A FFTTRIE R0 Linux 23 & G5 ar v o
41, Ubuntu 18.04 45 2048 MB /7711 2 /> vCPU,
c PRI R SOR A A (VRAM) ORI

X 2D FIERIRERIAL (] VMware SXE0FEF) . 15/E vSphere Web Client H1i% ' vVRAM
JK/No VRAM [k /NG vDGA ik NVIDIA GRID vGPU 11541 (f#i /1] NVIDIA SXEhFET7) Ha
M

AIPrTIBE, 1EEAE 2D EUPN R AL E RN . B2 A TR
3 FUTREHUNUI I Linux 53 &4,
4 FUEENTHRE Linux 55 & ISR ST
152 Horizon 7 for Linux [ A Ze 2R “SRMINE" #57, LT EEZEE.
5 HHRAZENA TN 127.0.0.1,

AZREREAPEESF Linux HHEH
S 4 Linux 7ML Horizon 7 Mo FTESLA, Al AU PRHERIESS

BEAESS Linux THENILAET Horizon 7 A TAETHL, AR %N SR IR S5 2% 2 R s o A e
Linux THEHL EACE L, DAME Linux THEALAT DA 52 PR e 4 (FQDN) X250k 55 25 B T
ping #fE.

RHEL 8.0/7x. CentOS 8.0/7x f11 SLED/SLES 12.x 5L | iz T Open VMware Tools (OVT), e
WA AR — R AT R i i, B DI N Aot bR 1 & 5, i A48 T e iiss
FENalTL B 7K 255 VMware Tools.

aniRE H Ubuntu16.04/18.04 541, IHEZITFAL F20%E OVT, QiR AEs Z it Fd LA I E A s i, &
TP Bk DA N BB R 1 & 5, RIS L R4 FE Ubuntu 16.04/18.04 THEIAL | F5h4%E OVT:

apt-get install open-vm-tools-desktop

AR &4
»  fHINETE vCenter Server HIGIE [ HIREAIAL (VM), FFEEFERINL 228 1747 Linux 75 & 1

n HURATATE Linux FERIAL A2 VMware Tools [UAEEE, 1525 ( vSphere FERINLE LY ok
1 “fE Linux SRR TFshZe ok 7-4% VMware Tools™

w AEAT K Linux FEIAUECE DD i DNS b g, X e L BRRLANRNY Linux 53 & CORIRRAS T
Fo AU, 1S Linux 53 & SRR SCRY
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1F vSphere Web Client =t vSphere Client 1, ¥ VMware Tools [E#liZiE BRI .

e VMware Tools 235502730 VMwareTools. x. x. x—xxxx.tar.gz, i3EIE], K5 hE
1Y Linux 73k B2t PR

vmware-tools—distrib AR S .
FERERUANLE, DA root JH B8, ARIEAT T EmET o
iRt H:45 VMware Tools tar 228 fe 530,

B

tar zxpf /mnt/cdrom/VMwareTools—x.x.x-yyyy.tar.gz

B TR i . VMware Tools .,
1ZAT S TEANRIRY Linux 53k B a] RERS G AR . fFlan:

cd vmware-tools-distrib
sudo ./vmware-install.pl -d

WG T, 2T e T5e A 21217 vmware—config-tools.pl il 4
1F /etc/hosts S, #f Linux tHEHU =LA 5] 127.0.0.1,

X} RHEL, CentOS. SLES fl SLED, fEWAMT-af AL 2] 127.0.0.1, RS Hail 3
Wl#. X Ubuntu, AFTEHATIZZEEE, KONERIALE FA1# . FERLE SRS S AR TS
B, Ry valad Bt S as It B

T ANSAEZ5E Horizon Agent i BT Linux HHRNII LY, BATIE /etc/hosts SCAFHEEHT 1AL
LB F] 127.0.0.1, 0], B4ked FHIH FH14.
T RHEL Hi1 CentOS, #iiA 25/ virbro,

virsh net-destroy default
virsh net-undefine default
service libvirtd restart

fiffR 7528414 Horizon Connection Server 52451 7] DLk DNS fif#T .
Bl Linux tHREAL, DAREERINZET 700000 5.
BTN 5, Linux S04 GEIET THE.
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10 (EFCE A OpenLDAP R 55 #53H T S5 560 Ubuntu 5L F, £EHFAL K E e 2R el 4.

LB ER 1T LAAE Horizon Console 119 “2x1ih” UL R “JH 7 FRAPIEMIT RIZE B a0 N A4
#t /etc/hosts XA|:

a # nano /etc/hosts
b AINseaPRE 4, Bla: 127.0.0.1 hostname.domainname hostname.
c BHIFFPRAFIZM
11 %}F SUSE, 2] “iliif DHCP B 414" o #E A AE06RA .
a ff “Yast” i, HERSEE.,
b i FEAHZDNS HIi K,
c HUMFaEE DHCP i FA14.
d HANFHAFEA .
e HLHE.

FE2:2%5 VMware Tools 2 Ji, ARETH Linux A%, Il VMware Tools HIAES 5 1 FiafTo BEfHR ]
152} http://kb.vmware.com/kb/2050592,,

=23 Horizon Agent Bk TIRE

Horizon Agent for Linux F.A7—2% Linux 73 A G A IR IITIE . F74%¢ Horizon Agent for Linux 2 {i, 4%
It 2 2R iR BRI £ o

R &M

N ELAE vCenter Server HQIASETHEALAL (Virtual Machine, VM), F H ELFIZREIL |- 2% Linux 2 &

1 RGO N AR LR TR DRI . AR TREA R ER, T S R4
xR 2-1. AFEKTIHEG
Linux %8 B

RHEL 7.5 yum install libappindicator-gtk3

SLES 12.x SP1/SLED 12.x SP1 1 7 SUSE 12.x PLS ] SUSE 1%,

M SUSE f7i fiE Kt xF86-
video—vmware F-45 5 T SUSEConnect —r MGG —e A FHEH

13.0.2-3.2 flyhfuAR. 2 T xf86-video—vmware s

zypper update xf86-video-vmware
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& 2-1. BJ/EHMBmE (20

Linux 4% ARBURE

SLES 12.x 4 Horizon Agent i, #5245 SLES 12.x Linux S27f%:%E python-gobject2.,

1 (Jrﬂﬂ SUSE 12.x LR SUSE 7#1i /%

SUSEConnect —r JEMHEHG —e HITHELE

2 4¢3 python—gobject2,

zypper install python-gobject2

Ubuntu 16.04 apt-get install python-dbus python-gobject

Ubuntu 18.04 apt-get install python python-dbus python-gobject

2 ‘2% Horizon Agent [ ] 36 -4

s BRIEN RN, RHEL 55 CentOS 6.7 235 [ glibc-2.12-1.166.e16.x86_64, iXH[fE2:
i, HEERE, simEReE il . BUazZnE, SOIUNBH GG glibe FHREoHT

AR

sudo yum install glibc

VMware, Inc.
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7 Linux £HIXE Active
Directory &Rk

Horizon 7 fdi FIEI 5% Microsoft Active Directory (AD) JEREA 1 THI P By s A ER . 1] DLUEs
Linux 5[5 Active Directory #2hk, VAR A FIH: Active Directory 17 F 1355 21 Linux S,

¥ Horizon Agent ZE3K Linux 5FIFIZ Fiit P07 T[R4~ Active Directory Jgirt, QiR st i Pz T
A3, Horizon Agent R BES SRS S e iR 51 FH -l

ARZETHE T PN EL:

= 4 Linux 5 Active Directory ZE/%;

 EPRLESR

n KEAREREE

m )y Linux ST E True SSO

%% Linux 5 Active Directory 5

19 Z PR 75 20 Linux 5 Microsoft Active Directory (AD) £25%, FH. Horizon 7 for Linux 5 [ A4 i
RRIRCNELEN) 2P

ELRILA Mg 75 %€ 7] FH Horizon 7 for Linux SITERSS

m  OpenLDAP JIg 55 & FLll S 961k

= E1X) Microsoft Active Directory 11 A4t 4 Ik 555747 EFE (System Security Services Daemon, SSSD)
LDAP L35k

= I Winbind

= PowerBroker Identity Services Open (PBISO) H 535k

= Samba [FIATUE NI

WERAEFIZET LDAP RUMRIR T 56, AU BAEAUNLR A TAHR A B, (EATRZEAE v B RE AU LFP A T
i Hefth DB

MR, A Microsoft Active Directory 11T SSSD LDAP SRS uF Mo 5
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=)

{fH OpenLDAP [REZVEHIEFNIRIE

R DL OpenLDAP JIk 5571 F Bl S350 Uk (Pass-Through Authentication, PTA) HLR A
Active Directory %iif % i o

OpenLDAP E1il S inga bk 5 5% 25 0L MR B,

L

1 %) LDAPS (JET SSL it Hsillnlihil) , 7548 Active Directory |25 151755 .
2 X7 OpenLDAP 5574,

3 M\ Active Directory [11] OpenLDAP JIRS#5[2E T 13 H. CEABRIN)

4

AL OpenLDAP JIz 55 &5 DUBH B IG I ZSIREG— A SRR (4N saslauthd) , it R DG
Active Directory $i{ T2 EGIE

5 ¥ Linux S EECE N6 LDAP % it OpenLDAP IR 2585 1k Pd-d T S 5 56k o

% B3 Microsoft Active Directory i) SSSD LDAP B384

MR AE Linux SEfFHECE R G0 2RSSR ERE (SSSD), 41 LUt Windows Active Directory fii /il LDAP
;}'{j}’ﬁiﬁo

fHTIPL N B ] 4 SSSD LDAP i ub i %<,
B2

1 ZHH LDAPS (Bt T By R S, F54F Active Directory IRS575 2 RE0F
PR

2 FEE BN Microsoft Active Directory fii i LDAP E35611F, F54F Linux S rHEd # SSSD.,

£/ Winbind IBMABRAE

Winbind SN )5 2225 T Kerberos [ S e ik ik Jy ¢, WnlJilTifid Active Directory dE1T Eh 17
DAt

PR WS R 14 B Winbind ISk 5 %

L

1 4f Linux 50 2238 winbind, samba A1 Kerberos #xf-{1.,
2 f Linux S I\ Microsoft Active Directory .,

BR&S®

SR T Winbind 38 i\ ik 77 25k HAt 5L T Kerberos B3Il iU 152, Bt LN Active
Directory, FJE¥ oI REIALT# I Active Directory, I, f#iFHPL R4

sudo /usr/bin/net ads join -U <domain_user>%<domain_password>
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X Winbind fif#g ¢, FTEAMERILL N SeliE ve R RE AL FIsd T Ems a4

11 SSH 1k vSphere PowerCLI %5 75 AU BB # BB BN U st Tz 2 o A A ZE E,
HER 8 T T ah s it 5% Horizon 7,

Brizar 55 shell ARG, 4% E /etc/vmware/viewagent—custom. conf S {-H1 Horizon
Agent RunOnceScript WelifIAR 2. A2 5, 1S BIAE Linux G2 FROECE SO s ik
Tilo

Bt B PowerBroker Identity Services Open (PBISO) B{3&1iE
PowerBroker Identity Services Open (PBISO) Sy 356k /5 e SCHR A TR S I NIRRT 52—
PATPL R BRI 7] PBISO ¥ Linux 11\ %1 Active Directory,

M https://www.beyondtrust.com/products/powerbroker-identity-services—open/ R~k
PBISO 8.5.6 B Fhfu A,

£+ Linux FEIAL 2258 PBISO.,

sudo ./pbis-open-8.5.6.2029.1inux.x86_64.deb.sh

%% Horizon 7 Agent for Linux.
i ] PBISO ¥ Linux S inA AD Ji.
LEPL R, Ixdc.vdi 7214, administrator 2/ /4,

sudo domainjoin-cli join 1xdc.vdi administrator
DS T B BN

sudo /opt/pbis/bin/config UserDomainPrefix lxdc

sudo /opt/pbis/bin/config AssumeDefaultDomain true

sudo /opt/pbis/bin/config LoginShellTemplate /bin/bash
sudo /opt/pbis/bin/config HomeDirTemplate %H/%U

Z4E /etc/pamd.d/common-session 34,
a TIINA N session sufficient pam_lsass.so 11T,

b Bix—{7i# )l session [success=ok default=ignore] pam_lsass.so.

H FHTLEk T Horizon Agent for Linux Ji, AT VAR B,
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7 T Ubuntu 16.04, B DL F{THIINE] /usr/share/1ightdm/1lightdm.conf.d/50-unity—
greeter. conf Fil & .
allow-guest=false
greeter-show-manual-login=true
E RS RE Ubuntu 18.04, NPARTEEHI Tightdm it e S0
8 SIS A%, RaE%,
BR&S®
7

W Jopt/pbis/bin/config AssumeDefaultDomain &l false, AT /etc/
vmware/viewagent—-custom.conf S /-H[1] SSOUserFormat=<username>@<domain> ¥ E .

8 ] Horizon B ve B 7 sh s It DhAEI,  ShREde e 1A vo B RE U LES g Pl 2% 1 B =i 252 DNS IS
PRNE, FBM Linux 24 resolv.conf X, AT Ubuntu 16.04 2%, 7Elf /etc/
resolvconf/resolv.conf.d/head XA IAEIATHS, FPEELL N oRBIfE N $RH

nameserver 10.10.10.10
search mydomain.org

B2 E Samba B#LE NN

FIFE Horizon 7 Linux SR BIIN P REUML 52 FF SSO,  157E 1 Linux MEUWL EAC Y Samba.

PUR TR A5, 6] Samba SFEII SE 211 Linux S EHG THRAUEMIN, PLEE A% Active
Directory. [t FEFEft 1 ifi T~ Ubuntu R4 B

1F = Linux B L, 205 winbind A1 samba #4410, A4G AT (RH 1 ZE, 41 smbfs Fl
smbclient,

VAT fr4 4%z Samba tdb-tools #ff-fl.

sudo apt-get install tdb-tools

2% Horizon 7 Agent for Linux.,
X /etc/samba/smb. conf Ao I TS, (L EAT AT LU R BIng N 2.

[global]

security = ads

realm = LAB.EXAMPLE.COM
workgroup = LAB

idmap uid = 10000-20000
idmap gid = 10000-20000
winbind enum users = yes

winbind enum group = yes
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template homedir = /home/%D/%U
template shell = /bin/bash
client use spnego = yes

client ntlmv2 auth = yes

encrypt passwords = yes

winbind use default domain = yes
restrict anonymous = 2

5 X /etc/krb5.conf B E SO T4k, ARG ZRITUL PRI A

[libdefaults]
default_realm = EXAMPLE.COM

krb4_config = /etc/krb.conf
krb4_realms /etc/krb.realms

kdc_timesync = 1
4
forwardable = true

ccache_type

proxiable = true

[realms]
YOUR-DOMAIN = {

kdc = 10.111.222.33
}

[domain_realm]

your—-domain = EXAMPLE.COM
.your—domain = EXAMPLE.COM

6 JM MRS /etc/nsswitch. conf fid B CH
passwd: files winbind
group: files winbind

shadow: files winbind
gshadow: files

7 WA EALEIETCR, HAZGHBIFN T C 5 DNS R4FL

8 HHAI Horizon Agent Linux FEUALEHH Samba /7N, 157E /etc/vmware/viewagent-—
custom. conf SCAFHE T DL N e,

OfflineJoinDomain=samba

9 FHISITALR, ARERER.
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3t RHEL/CentOS 8.0 {#H Realmd MAfRRAE

Lififk RHEL/CentOS 8.0 WHIMINEE (AN RS IEH1s1T, 1T realmd Mtk 77 SRS A
Active Directory (AD) $fjr1

1 & RHEL/CentOS 8.0 A%l i 5¢ &R =M%
B, ik rhel8 & RAMARRE EHL#, JFH LXD.VDT j& AD 5, 1H1sfTVA Mo
# hostnamectl set-hostname rhel8.1xd.vdi
2 Kuks AD LR, WL MRl TR
# realm discover -vvv LXD.VDI

3 LA, Al R ETR.

# dnf install -y sssd adcli samba-common-tools oddjob oddjob-mkhomedir

4 JINAD 3, WL R BIH TR

# realm join -U Administrator LXD.VDI

5 %t /etc/sssd/sssd.conf, HH2EMIT-PLForfil, fE [domain/domain name] i35 N s
ad_gpo_map_interactive = +gdm-vmwcred,

[sssd]

domains = LXD.VDI
config_file_version = 2
services = nss, pam

[domain/LXD.VDI]

ad_domain = LXD.VDI

krb5_realm = LXD.VDI

realmd_tags = manages-system joined-with-adcli
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash
ldap_id_mapping = True
use_fully_qualified_names = False
fallback_homedir = /home/%u
access_provider = ad
ad_gpo_map_interactive = +gdm-vmwcred

6  ERPRIEINI ARG SEFTSIS ARG, REEFTE R,
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7 HACIERRCESE P VLR R BPRE R ] id S WIS zy el R IR Ei

# id zycl

uid=1084401403(zycl) gid=1084400513(domain users) groups=1084400513(domain users)
8 T e, BN AR B SR R

4T RHEL/CentOS 8.0 5ijfi, Horizon Agent {74 X11 BRIk ReMY . BoE X1 Bl W5 %
BN B R IRSAFDI, G H Bk L s BIbR, RGN MR A (X1 BoR
k% .

REPLER
T AR (SSO), AT R IR,

Horizon i iy 5 Linux 1) PAM (RIS SHBIE IR 1015, ORI T4 Linux 5
Active Directory (AD) T afir i Y /5. Horizon SSO R LAHIT OpenLDAP J Winbind iX AR Linux
5 AD ERIRR T 5

ERIMEOL N, SSO e AD 1) sAMAccountName JEEEE % ID. WIALf# /1] OpenLDAP tk Winbind fi#ik
TE, AT R E P BRDA R SSO  HTIEMAMI S5 ID:

= 4T OpenLDAP, ¥4 sAMAccountName #'% Jy uid,

m A Winbind, CEUL M BRI IR S /ete/samba/smb . conf,

winbind use default domain = true

QIS AR BRI, SAIE Linux 5301 L% ¥ SSOUserFormat £, HCHZHEE, 1550
71 Linux 5L 1R E SR e, SSO WA IR BRI . Hildn, 58,2 mydomain. com,
SSO ¥ JT] MYDOMAIN {F Jysifi 4., Aitt, fFi% e SSOUserFormat el 245 e MYDOMAIN, &
R AN, v AE LA R R

m  X[T OpenLDAP, #Zifdi KSR .
m  Winbind [F]E S REKE PR 2

AD SCRHEE SR A R R 777, 1T Linux WASCRE, I, 7EdE SSO I, i AE BSR4l
FFERTAT o

76 AD 1, WER ) UserPrincipalName (UPN) JEVEFT sAMAccount JEPEADERD, i F /i A UPN &
5%, ) SSO KM, B, aniRAEAE AD mycompany . com HAT—NHIF juser, {HiZHIF i) UPN &
A juser123@mycompany.com [fiA & juser@mycompany.com, NI SSO B2, fpderikit, P
sAMAccount FIF#IERE . I, juser,

Horizon 7 AEER 4 IX 0 KNS o #ZIfIE Linux 37E R 40T DACERAX - KNI 4.
T Winbind, P ZERIAAX 2 KNG
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v.u

= XIT OpenLDAP, Ubuntu {4} NSCD X H b7 S ndeir, H HERNAIX 5> kNS . RHEL il
CentOS fii ] SSSD X H AT S35 uE, FHHEAX 5 kNS o BEHROZEE, 54 XA /ete/
sssd/sssd.conf, JF{F [domain/default] &5 EsIILL FAT

case_sensitive = false

InSRAER Linux SEATHLE T 2RI, 152 R SERE R T SSO SR M.

WEHEFREEM

SRR R EE A, AT B R,

HEE K EE m#ht

FEIZATULT Linux 43 & 10 H 2228 T HRE iR Horizon Agent [R5 |, ScRFETRE R E
R3L.ERFEETRNHRFZER

Linux 4 %15 Horizon Agent

RHEL 8.0 Horizon Agent 7.10 & 57 S hlAC
RHEL 7.1 s 3 2 hio Horizon Agent 7.8 5§ il Ac
RHEL 6.6 Tl 3 A Horizon Agent 6.2.1 5 5 fifcAs
Ubuntu 18.04/16.04 Horizon Agent 7.9 ik 5 5 oA
SLED/SLES 12.x SP3 Horizon Agent 7.9 ki 1 il AC

1E 22 %% Horizon Agent I, AU EAEH] SELinux, IR AZALE | e R R EE 40, ROz 412k
IR, A L5 2, 1524 install_viewagent.sh 6741 710600 .

GARAERRPL LS T RE R IR A DI6E, vSphere Client ) USB fiE [FJcik il IR RE -

R REE MR — R SR — MERE R Ra . AURA I EUE B3 RamEse 2% Fim A4, 1Z20RERE
JCEIEHE ]

Ape REEM SR E—DuE. R R EAZMUE, KT —MEERIuETS, HhuE R
20 o AT Linux F—NPR G

BREREE AT Linux S _ESFF PIV o A& T Linux 1Y Horizon Client 15 PIV A
AT SNSELER, AAUR PIV RHE RAECE TLSV.2 SR LAk HH I SSL i, il VMware 1A%
N http://kb.vmware.com/kb/2150470 H i iR MR 7 %

¥ 1 Horizon 7 WA 7.0.1 58 oA, FHREK SSO 4 TR k4. RHEL 6.x S22 EaE
SSO, {H RHEL 7.x 11 RHEL 8.0 5L %1z IhhE,

RETRFEER
TR R, WA PSS
1 JI Linux S5 RS ATEAE-RO88 RN A st s B RE e
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v.u

2 1R Linux 70 & W FEE 5L 5 Active Directory Sl i/ —it
3 ¥ Linux 73 & Bt B s b e B R e R EE M D)RE

73 RHEL 8.0 S A EE s KEE M IaE

2 RHEL 8.0 S A#CE A R I E M Ihhe, M /cZL S5 Active Directory SliEEp . RIG L BEA I 4
IR CAUES, 27 Hi42%E Horizon Agent.

1% RHEL 8.0 £@E 5 Active Directory ERAH#HITEGEEEEM

AILAE LA N L #2K RHEL 8.0 it Active Directory (AD) SsiiHEER, DA TR REEM,

ot RErh R — SSRGS R AT AR RS BCE S0, Bilan,  AD B DNS 48K, 15 b (ATE
BT E R EME R, T RRATA,

HARFE i

dns_IP_ADDRESS DNS #Frllk 55w 1P ik

rhel8sc.rzview2.com RHEL 8.0 A4 aflE FHL#

rhel8sc RHEL 8.0 AZARR AL LWL

rzview2.com AD i) DNS &k

RZVIEW2.COM AD I5(f¥) DNS #8%, il KEThk

RZVIEW2 {5 Samba IRZ5HR1 L /F4Ek NT 351 DNS &k, &HhkS
Fhk

rzviewdns.rzview2.com AD JIR S #rIENL

L7

1 7f RHEL 8.0 &%t I, HITPL M1,
a  RIEAZUEORNAL E L5 F DNS #
b 2 IPv6,
c ZtJiIE3) DNS,
2 [id¥ /etc/hosts M S, FEHIUTLL NoRfl,
127.0.0.1 rhel8sc.rzview2.com rhel8sc localhost localhost.localdomain localhost4

localhost4.localdomain4
HE localhost localhost.localdomain localhost6 localhost6.localdomain6

dns_IP_ADDRESS  rzviewdns.rzviewZ2.com

3 [V /etc/resolv.conf FCF A, HHZRITFLL Nl

# Generated by NetworkManager
search rzview2.com
nameserver dns_IP_ADDRESS
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4 2R AD R,

# yum install -y samba-common-tools oddjob-mkhomedir

5 J4/1] oddjobd fIl%5 .

# systemctl enable oddjobd.service

# systemctl start oddjobd.service
6 THERG SN IR,

# authselect select sssd with-smartcard with-mkhomedir
7 )15 oddjobd M55

# systemctl enable oddjobd.service
# systemctl start oddjobd.service

8  HFFEE R D UGUE, 1h G /etc/sssd/sssd. conf XA,
# touch /etc/sssd/sssd.conf

# chmod 600 touch /etc/sssd/sssd.conf
# chown root:root /etc/sssd/sssd.conf

BN AR INE] Jetc/sssd/sssd.conf 11, @A b, 78 [pam] 8455 T, F5&E
pam_cert_auth = True,

©

[sssd]
config_file_version = 2
domains = rzviewl.com
services = nss, pam, pac

[domain/RZVIEWZ. COM]
id_provider = ad
auth_provider = ad
chpass_provider = ad

ad
cache_credentials = true

access_provider

[pam]
pam_cert_auth = True

10 J5JH sssd Ik% .

# systemctl enable sssd.service
# systemctl start sssd.service

11 %%t /etc/krb5. conf Bl S0, (HHZSEIT-DL R s,

# To opt out of the system crypto-policies configuration of krb5, remove the
# symlink at /etc/krb5.conf.d/crypto-policies which will not be recreated.
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includedir /etc/krb5.conf.d/

[logging]
default = FILE:/var/log/krb51ibs.1log
kdc = FILE:/var/log/krb5kdc.1log
admin_server = FILE:/var/log/kadmind.log

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
pkinit_anchors = /etc/pki/tls/certs/ca-bundle.crt
spake_preauth_groups = edwards25519
default_realm = RZVIEWZ.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]

RZVIEWZ.COM = {
kdc = rzviewdns.rzview?.com
admin_server = rzviewdns.rzview?.com
default_domain = rzviewdns.rzview2.com

pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname = rzviewdns.rzviewZ.com

[domain_realm]
.rzview2.com = RZVIEWZ.COM
rzview2.com = RZVIEW2.COM

12 %t /etc/samba/smb.conf Bt B S, (HHZEA DL F o,

[global]
workgroup = RZVIEWZ2
security = ads
passdb backend = tdbsam
printing = cups
printcap name = cups
load printers = yes
cups options = raw
password server = rzviewdns.rzviewl.com
realm = RZVIEWZ.COM
idmap config * : range = 16777216-33554431
template homedir =/home/RZVIEWZ2/%U
template shell = /bin/bash
kerberos method = secrets and keytab

[homes]
comment = Home Directories
valid users = %S, %D%w%S
browseable = No
read only = No
inherit acls = Yes
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[printers]
comment = All Printers
path = /var/tmp
printable = Yes
create mask = 0600
browseable = No

[print$]
comment = Printer Drivers
path = /var/lib/samba/drivers
write list = @printadmin root
force group = @printadmin
create mask = 0664
directory mask = 0775

13 WA AD 3, 2nbA Rl s,
# net ads join -U AdminUser
1E1T join ar A FHR MBI T LA 2Rtk .
Enter AdminUser's password:

Using short domain name —-- RZVIEWZ
Joined 'RHEL8SC' to dns domain 'rzviewZ.com'

14 #iiA RHEL 8.0 SZ[HE T i AD 4,

# net ads testjoin

Join is OK
RESH
9 RHEL 8.0 ST AE R I5E 1 Dk

71 RHEL 8.0 SHEEE st FEEMINEE
B57F RHEL 8.0 5] FACE &R RETEIMINAE, W ZEZIDEIT I EE . SCHRr R RE R ] S S UE AR
CA PPN S PCISC Lite £,

RN
¥ RHEL 8.0 i 5 Active Directory HE DL dH TRIAE TR 1]

SR

1 SRR

# yum install -y opensc pcsc-lite pcsc-lite-libs pcsc-lite-ccid nss-tools

VMware, Inc



#'¥ Horizon 7 for Linux 53[A]

2 Jilll pcsed IkR55 .

# systemctl enable pcscd
# systemctl start pcscd

3 TR /etc/sssd/sssd.conf il & AU DL T, XUEFTR I IRRE R DI,

[pam]
pam_cert_auth = True

4 KPR CAuFBE IR /ete/sssd/pki/sssd_auth_ca_db.pem,

# openssl x509 -inform der -in certificate.cer -out certificate.pem
# cp certificate.pem /etc/sssd/pki/sssd_auth_ca_db.pem

5 ZUGULERERAVIRES, 1iafTUA | pkesll-tool fiy4r, FERINEAN IR IEIEMH .
# pkcsll-tool -L
# pkcsll-tool --login -0
# pkcsll-tool —-test —-login
6 X PKCS11 bk,
cp libcmPll.so /usr/1ib64/

7 Ol /usr/share/pll-kit/modules/1libcmP11.module SCf. 7E1%CEHEINPL RN A,

# This file describes how to load the opensc module
# See: http://pll-glue.freedesktop.org/doc/pll-kit/config.html

# This is a relative path, which means it will be loaded from

# the pll-kit default path which is usually $(libdir)/pkcsll.

# Doing it this way allows for packagers to package opensc for
# 32-bit and 64-bit and make them parallel installable

module: /usr/1lib64/1ibcmP1l.so

priority: 99

8 ¥ PC/SC Lite 5/ 1.8.8,

# yum install -y git flex autoconf automake libtool libudev-devel flex

# git clone https://salsa.debian.org/rousseau/PCSC.git

# cd PCSC

# git checkout -b 1.8.8 pcsc-1.8.8

# ./bootstrap

# ./configure —-build=x86_64-redhat-1linux—gnu —-host=x86_64-redhat-1linux-gnu
——program-prefix= —-disable-dependency-tracking ——prefix=/usr ——exec—prefix=/usr

—bindir=/usr/bin —-sbindir=/usr/sbin —--sysconfdir=/etc —-datadir=/usr/share
—includedir=/usr/include —-libdir=/usr/1ib64 —-libexecdir=/usr/libexec
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—localstatedir=/var —--sharedstatedir=/var/1ib —-mandir=/usr/share/man
——infodir=/usr/share/info —--disable-static --enable-usbdropdir=/usr/1ib64/pcsc/drivers
# make
# make install

9 {rE AR REE M DRSO 2 Horizon Agent 7.10 ol 5T i AR
10 THSISARG, RIEEHIE,

A RHEL 7.x/6.x S HEEEREFTEEMIGEE

30 RHEL 7.x/6.x S H A RE R HC MIIRE, B e Zk LS Active Directory JEEAk , R 28
IR CA UE P, 2 4¢3 Horizon Agent,

1% RHEL 7.x/6.x £HE5 Active Directory ERLH#HITEREEEEM

BF RHEL 7.x/6.x S5 ffl] F37 R ae-REE N, 15 ] Samba A1 Winbind i) 2512 5515 Active
Directory (AD) JsiAHEE L »

TP FHDA R 25 RHEL 7.0/6.x 55715 AD SolHERG, DL TEGE i,

Z AR P — 2R G S A DA FOR IR B RO 504k, (504, AD I3 DNS #8k. 1ike b AT E
O ERIBCE R ERE . AT Mg

5 ALRFE Ei::22

dns_IP_ADDRESS DNS # RS54 1P Mokl

mydomain.com AD i) DNS %k

MYDOMAIN.COM AD Iif[¥) DNS &k, i8N KS 7 bk

MYDOMAIN fu8; Samba JIR 55 #5110 1 /EALk NT 381y DNS #4Fk, £3h RS
ads-hostname AD JIR i A144

A {ri51T RHEL 6.0 sk B ok % RHEL 7.1 ok 3 ORI s i - 2R R i .

1 7F RHEL 7.x/6.x 5[ |, 2R -1

# yum install nscd samba-winbind krb5-workstation pam_krb5 samba-winbind-clients authconfig-gtk

2 SR ARGERNNE . T NetworkManager ¥R, AR5 S 02 R 40E R IPv4 Settings
(IPv4 X&), 4T IPv4 Method (IPv4 /57%), idifk Automatic (DHCP) (E3h (DHCP))., {E DNS
AHEF, B\ DNS ZHIRSS 2 1P #uhl, SRS, it Apply (RZF).

3 ifTRA Nard, R ek il RHEL SR 5e PR e % (Fully Qualified Domain Name, FQDN),

# hostname -f
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4 ikt /etc/resolve.conf FE X, WL Nosfild s

search mydomain.com
nameserver dns_IP_ADDRESS

5 {F RHEL 5ijfi 28124185 Linux (SELinux). 4% /etc/selinux/config ftE X4, @bk Nl

Epﬁﬁ/io
SELINUX=disabled

6 % /etc/krb5.conf B XA, anlh R AR,

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN.COM = {
kdc = ads-hostname
admin_server = ads-hostname
default_domain = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

7 4 /etc/samba/smb.conf [ E S, abA R oRBIATR

[global]
workgroup = MYDOMAIN
password server = ads-hostname
realm = MYDOMAIN.COM
security = ads
idmap config * : range = 16777216-33554431
template homedir =/home/MYDOMAIN/%U
template shell = /bin/bash
kerberos method = secrets and keytab
winbind use default domain = true
winbind offline logon = false
winbind refresh tickets = true

passdb backend = tdbsam
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8 JTJF authconfig-gtk [ EIFflE &S, W M.

a Utf¥ Identity & Authentication (SHAFIEHARRUE) e . 4T User Account Database (J1])
PR, L EE Winbind,

b %&£t Advanced Options (B 2%E0) i, SX51EH Create home directories on the first
login (FEERESRAT A 3 B %) AEHE.

c 1&¥ Identity & Authentication (B3FISHEKAT) e, X5l Join Domain (JINIS). 7+
DN EAR D EDR R, i Save (fRFF).

d FEHIEE RIS, fNEEEN H P2 REsS, R E L OK (BERE).
1) RHEL SRR NN AD 3,

9 f{f PAM Winbind %% 25F25 17, 4l /etc/security/pam_winbind.conf /il ¥ S0, DLEIHLAU7
PN 7R s AT o

[global]

# authenticate using kerberos
;krb5_auth = yes

# create homedirectory on the fly
;mkhomedir = yes

10 755 Winbind 55 .

# sudo service winbind restart

1M1 ZEIGUE AD BN, i5ia TP Fards, RO e R REA R H
m  net ads testjoin

m  net ads info

12 %/Jﬁglg‘#%éﬁ’ ,9)(}:%/])?‘—'/](0

RESE
5 RHEL 7.x/6.x 531 B AR K e mLhas

# RHEL 7.x/6.x iﬁiﬁﬁ%ﬁ%-ﬁiirﬁmﬁ%

ZE RHEL 7.x/6.x SR FACE FRE REEMIIRE, ULRZhepr itz . ST 2 nutR CA iF
BUAKSIFEI PCISC Lite FEo IEAh, MR A0 Gw4R At EEX@M;JSZEH TR

A PAEE DL Rt B RHEL 7.x/6.x 530 B aE R i@ Dhge .

12t B — 2 R B O A AR DA R IS S L R Sk, 8ildn,  AD 38 DNS #0k. iks i A2 AHE
BN ERIRC E R E IS R, MR
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HARHE 3%

dns_IP_ADDRESS DNS # ik 55 w511 1P ik

mydomain.com AD 1) DNS £k

MYDOMAIN.COM AD 1) DNS & F5, 43k 71

MYDOMAIN {04 Samba RS 750 L /E4LE NT 3510 DNS 48k, 4ihkS
7

ads-hostname AD JIRFHH N

{Eiz4T RHEL 6.0 o 5wk % RHEL 7.1 sk 3 o i s b Fr e he i e,

SR vSphere ¥l 58 SR B EL 20 5E Horizon Agent /5 HFRTRE R EE @ M1 DAERY RHEL 7.x &
2, 2N RESE R PR il R TR A7 sEI TRIREIR o U vSphere 55l &5 F A2 X Pl a5 ]
JEIR . Horizon Client H1) RHEL 7.x 78556 A 52 5200

RN
¥ RHEL 7.x/6.x 5i[fii5 Active Directory Sk PAdE TR BE KR E N

1 SR

yum install nss-tools nss—pam-ldapd esc pam_pkcsll pam_krb5 opensc pcsc-lite-ccid authconfig
authconfig-gtk krb5-1ibs krb5-workstation krb5-pkinit pcsc-lite pcsc-lite-libs

2 MR (Certification Authority, CA) 1E
a  PFE—MR CA U, FFRHLLRA IR 11 /tmp/certificate. cer Hio 1HZFHAT T HALIE
PUAN AU
b A TR CA UET, JHRHALENE] . pem SCHF,
openssl x509 —inform der —in /tmp/certificate.cer —out /tmp/certificate.pem
c fHH certutil fy4-Fiil CA UE P8l RGcEl)E: /etc/pki/nssdb /i,
certutil -A -d /etc/pki/nssdb —n "root CA cert" —t "CT,C,C" —i /tmp/certificate.pem

d B CAUFBEHIE /etc/pam_pkcsll/cacerts HHi,

mkdir -p /etc/pam_pkcsll/cacerts

cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

3 92 Applications (N FFEFF) > Sundry (Z4J5i) > Authentication (B3561F), %t Enable smart
card support (5 &8 RacHy) BUtE, S5 5L Apply (RZA).
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4  GHERE RIKERET, TEPBIXEhRL T RIS INE] A il A /etc/pki/nssdb i,

cp libcmPll.so /usr/lib64/
modutil -add "piv card 2.0" -libfile /usr/1ib64/1ibcmP1ll.so —dbdir /etc/pki/nssdb/

5 1t /etc/pam_pkcs1l/pam_pkcsll.conf [t B A4 module 08, bl ol A,

pkcsll_module coolkey {
module = libcmP1l.so;
description = "Cool Key";
slot_num = 0;
ca_dir = /etc/pam_pkcsll/cacerts;
nss_dir = /etc/pki/nssdb;
cert_policy = ca, signature;

6 i /etc/pam_pkcsll/cn_map S, DAEHAUE ST UL FoRBIIN A . B N A,
B R RE-R U A R P S R

user sc —> user-sc

7 4 /etc/krb5.conf/ FCESCLE, AbA R oRBI FTR

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN.COM = {

kdc = ads-hostname
admin_server = ads-hostname
default_domain = ads-hostname
pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

8 %l /etc/pam.d/system—auth il S, PAEILAA S DL N oRBI BRI T o

auth optional pam_krb5.so use_first_pass no_subsequent_prompt
preauth_options=X509_user_identity=PKCS11:/usr/1ib64/1ibcmP11.so
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9 TiH 4 PC/ISC SFy e,

10

chkconfig pcscd on
service pcscd start

1317 RHEL 45 % U223 pr 3514 PC/ISC Lite A,

X RHEL 7.x, 1f4:%E PC/SC Lite ik 1.8.8,

yum install git flex autoconf automake libtool libudev-devel flex
git clone https://salsa.debian.org/rousseau/PCSC.git
cd PCSC
git checkout -b 1.8.8 pcsc-1.8.8
./bootstrap
./configure —-build=x86_64-redhat-1linux—gnu —--host=x86_64-redhat-1linux-gnu —-program-prefix=
—-disable-dependency-tracking —--prefix=/usr —-exec-prefix=/usr --bindir=/usr/bin —-
sbindir=/usr/sbin
—-sysconfdir=/etc --datadir=/usr/share —-includedir=/usr/include —-libdir=/usr/1ib64
—-libexecdir=/usr/libexec --localstatedir=/var --sharedstatedir=/var/1lib --mandir=/usr/
share/man
——infodir=/usr/share/info —-disable-static —--enable-usbdropdir=/usr/1ib64/pcsc/drivers
make
make install

1 RHEL 6.x, 1i%%E PC/SC Lite /K 1.7 .4,

yum groupinstall "Development tools"

yum install libudev-devel

service pcscd stop

wget https://alioth.debian.org/frs/download.php/file/3598/pcsc-1lite-1.7.4.tar.bz2

tar -xjvf pcsc-lite-1.7.4.tar.bz2

cd ./pcsc-lite-1.7.4

./configure ——prefix=/usr/ —-libdir=/usr/1ib64/ —-enable-usbdropdir=/usr/1ib64/pcsc/drivers

——enable-confdir=/etc ——enable-ipcdir=/var/run --disable-libusb —--disable-serial —--disable-
usb

—-disable-libudev

make

make install
service pcscd start

11 235 Horizon Agent R FHETRE K E T .

sudo ./install_viewagent.sh -m yes

9 RHEL 73 A2 B (-4 -

T RHEL 7.x, 154355 Horizon Agent 7.8 a5 i il A .
T RHEL 6.x, 1if%:%: View Agent 6.2.1 55 =i

12 FH5|1 9 R %, RIRTEHER.
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71 Ubuntu SHEEREEGEFEEEMIGE

358 Ubuntu SEIAE B B BE R EEMTIAE, B2 L5 Active Directory JitE R, SRf5 2B AR FERT
it CA U, )5 Fi44E Horizon Agent.

1% Ubuntu £H 5 Active Directory RN TEGEREER

BE7F Ubuntu S0 7R EE R, T4 Samba 1 Winbind fi#dk 5 555 5i0fi 55 Active Directory
(AD) 3 EE AT i .

FIVARE VA i K Ubuntu SRS AD SsEEAAREITRIBE R HET o

ot RErh ) — SSRGS R AT AR RS RO E O S, Bilan,  AD By DNS 48K, 1R b (ATE
HOPEIIRCE R EME R, T RRATA,

HARFE i

dns_IP_ADDRESS DNS #Frllk 55w 1P ik

mydomain.com AD 3] DNS £ #x

MYDOMAIN.COM AD J5if¥) DNS #4775, RS FEE

MYDOMAIN fu#; Samba JIR55#H T /EA1k NT 35 DNS £47k, AR
a5

ads-hostname AD JIR 5 1EAL#

ads-hostname.mydomain.com AD Iz %5 #sise Rl % (FQDN)

mytimeserver.mycompany.com NTP s[RIk 552510 DNS #4755k

AdminUser Linux SL0EEE BT )1 44

B

1 7F Ubuntu 531 I, i 4a%E /etc/hostname B SR E SR TR EAL# o
2 [Jil# DNS,
a ¥ DNS RE#5AFRA IP HHZRINE] /etc/hosts Fd i S,

b ¥ DNS &Ry IP HikAn AD 3% DNS £k n%] /etc/network/interfaces fit & 3
1, bl RoRBIR AR

dns—-nameservers dns_IP_ADDRESS
dns-search mydomain.com
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3 %% resolvconfig 1,
a IBfTEEmS
# apt-get install -y resolvconf

TV ARG LB ZIA O HER S
b Iuk /etc/resolve.conf XfFH1 DNS Bl e, 2k Fosfilrh s,

# cat /etc/resolve.conf

nameserver dns_IP_ADDRESS
search mydomain.com

4 L IZRINTR]EZ o

a &% ntpdate A fty

# apt-get install -y ntpdate

b K NTP g5l SN INE] /etc/systemd/timesyncd. conf FLE SCAH,  QnbA FosBilrb s,

[Time]
NTP=mytimeserver.mycompany.com

5 Eﬂeﬁ Kj] NTP H&jj o

sudo service ntpdate restart

6 TN AD IINERARE
a IafTEEmY.

# apt-get install -y samba krb5-config krb5-user winbind libpam-winbind
libnss-winbind

b 7EHINERE NERIA Kerberos 412258 sy, DARE FRHE R AR AD Ji#i) DNS 4%k
({541, MYDOMAIN.COM) . #RJio, EIEHEE.

7 4t /etc/krb5.conf FCE S, @lL NI R,

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]

MYDOMAIN.COM = {
kdc = ads-hostname.mydomain.com
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admin_server = ads-hostname.mydomain.com
default_domain = ads-hostname.mydomain. com
pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname = ads-hostname.mydomain.com

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

8 HIGF Kerberos IANUIF, i TP Fand.
# kinit Administrator@MYDOMAIN.COM

# klist
B A& 1R [ ) S DA ORI

Ticket cache: FILE:/tmp/krb5cc_0

Default principal: Administrator@MYDOMAIN.COMalid starting Expires

principal

2019-05-27T17:12:03  2019-05-28T03:12:03 krbtgt/MYDOMAIN. COMBMYDOMAIN. COM
renew until 2019-05-28T17:12:03

9 4 /etc/samba/smb.conf [t S, @A R oRBIF AR,

[global]
workgroup = MYDOMAIN
realm = MYDOMAIN.COM
password server = ads—hostname.mydomain.com
security = ads
kerberos method = secrets only
winbind use default domain = true
winbind offline logon = false
template homedir =/home/%D/%U
template shell = /bin/bash
client use spnego = yes
client ntlmv2 auth = yes
encrypt passwords = yes
passdb backend = tdbsam
winbind enum users = yes
winbind enum groups = yes
idmap uid = 10000-20000
idmap gid = 10000-20000

VMware, Inc
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10 JI\ AD &, SRIEHE N,
a 1517 AD N2,

# net ads join -U AdminUser@mydomain. com
# systemctl stop samba-ad-dc

# systemctl enable smbd nmbd winbind

# systemctl restart smbd nmbd winbind

b & /etc/nsswitch.conf B S, anbA Noasfilb s

passwd: compat systemd winbind
group: compat systemd winbind
shadow: compat

gshadow:  files

c  ZHRA AD ISR, 1HiafThL Mg b 5 IR MIER .

# wbinfo -u

# wbinfo —g

d A Winbind LRSI, 152 T0L F e S uEE 7 iR [ IEAf s

# getent group|grep 'domain admins'

# getent passwd|grep 'ads-hostname'

11 BTG PAM Bl E SOt

# pam-auth-update

f£ “PAM BCE” RAEh, BT PAM BCE OIS, (UERRIN QIR AR, NRIEHE.

12 {¥ Ubuntu 16.04 I, {F&ES5mREAM AU, B4 /usr/share/1ightdm/
lightdm.conf.d/50-ubuntu.conf 34, LA =BT,

user-session=ubuntu
greeter-show-manual-login=true

RESR
5 Ubuntu 5214 B &R £ HE )

A Ubuntu SAZEEERKEEM

ZE Ubuntu %ﬁiﬁﬂﬁ TRERELIEN, 7L % DORE T i ZE AR SCRe B RE RS2 AT S it iy
R CAIETS . AN, Bl i P SR VA SE s S 3 g i 3 P

W R — BRI 5 AR AR R I B R Sk, 140, AD 3t DNS 48R, 1R b A {EH
O ERIBCE R ERE . A FaRrpfd
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HARHE 3%

dns_IP_ADDRESS DNS # ik 55 w511 1P ik

mydomain.com AD 1) DNS %k

MYDOMAIN.COM AD 1) DNS #Fk, 4HhKE 7 bk

MYDOMAIN fI%; Samba LS5 T4k NT 310 DNS &F%, 4 k’s
7

ads-hostname AD JIR 55 #51 A4

ads-hostname.mydomain.com AD JiRS#s15c 2Bl E 4 (FQDN)

mytimeserver.mycompany.com NTP W]k 55 #+1) DNS &4

AdminUser Linux SHEFFEE AR 44

AR &N

¥ Ubuntu 5i1fi 55 Active Directory £k DA TR AR R H 2 1]

1 ZRTHEE.

# apt-get install -y pcscd pcsc-tools pkg-config libpam-pkcsll opensc
libengine-pkcsll-openssl libnss3-tools

2 BRI (Certification Authority, CA) 1E

a  F#E—/MR CA U, IFHIHLRAFRI A Y /tmp/certificate. cer o 1ES B U1 5 HIALLE

PUAN AU
b A TR CA UET, JHRHALENE] . pem U,
# openssl x509 —inform der —in /tmp/certificate.cer —out /tmp/certificate.pem
c fiill] certutil AR CA IEA %2 R4 /A /etc/pki/nssdb Hi,
# certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem
d CER CAUrBE A /etc/pam_pkcsll/cacerts Hxd,

# mkdir -p /etc/pam_pkcsll/cacerts

# cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

3 O pkes1l WA

# chmod a+r certificate.pem
# pkcsll_make_hash_link

VMware, Inc.
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4 SRR, RSN INE] nssdb H5% .

a 1{rbl P

#
#
#
#
#

cp libcmP1l.so /usr/lib/
mkdir -p /etc/pki/nssdb
certutil -N -d /etc/pki/nssdb

certutil -A -n rootca -i certificate.pem -t "CT,CT,CT" -d /etc/pki/nssdb

modutil -dbdir /etc/pki/nssdb/

b AT I INEFT RIS .

#

certutil -L -d /etc/pki/nssdb

Certificate Nickname

rootca

c  WHAC IR IR IE

VMware, Inc

—add "piv card 2.0" -libfile /usr/lib/1ibcmP11.so

modutil -dbdir /etc/pki/nssdb -list

Listing of PKCS #11 Modules

1. NSS Internal PKCS #11 Module
slots: 2 slots attached
status: loaded

slot: NSS Internal Cryptographic Services

token: NSS Generic Crypto

Services

slot: NSS User Private Key and Certificate Services

token: NSS Certificate DB

2. piv card 2.0

library name: /usr/lib/1libcmP1l.so
slots: There are no slots attached to this module

status: loaded
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5 [l pam_pkcsll J%,
a  (EHERVORBIN A QIE— pam_pkcs1l.conf S,

# mkdir /etc/pam_pkcsll
# zcat /usr/share/doc/libpam-pkcsll/examples/pam_pkcsll.conf.example.gz |
tee /etc/pam_pkcsll/pam_pkcsll.conf

b 4% /etc/pam_pkcs1l/pam_pkcsll.conf 3Cff, QP MR iR,
use_pkcsll_module = mysc;

pkcsll_module mysc {
module = /usr/lib/1libcmP11.so0;
description = "LIBCMP11l";
slot_num = 0;
ca_dir = /etc/pki/cacerts;
nss_dir = /etc/pki/nssdb;
cert_policy = ca;

use_mappers = cn, null;

mapper cn {
debug = false;
module = internal;
# module = /lib/pam_pkcsll/cn_mapper.so;
ignorecase = true;
mapfile = file:///etc/pam_pkcsll/cn_map;
# mapfile = "none";

c il /etc/pam_pkcsll/cn_map SCAF, HHAEDITT,

ads-hostname —> ads-hostname
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6 [ilE PAM SIS,

a Z%iE /etc/pam.d/gdm—password it B XA, ¥ pam_pkcsll.so AT EE common—auth 1T
ZHT, @A MR TR

#%PAM-1.0
auth requisite pam_nologin.so
auth required pam_succeed_if.so user != root quiet_success

auth sufficient

pam_pkcsll.so

@include common-auth

auth optional pam_gnome_keyring.so
@include common-account

b %7 Ubuntu 16.04, &4 /etc/pam.d/lightdm FLESCEE, ¥ pam_pkcs1l.so AT 7F
common—auth 172 [, WL FoRBfR.

#%PAM-1.0

auth requisite pam_nologin.so debug

auth sufficient pam_succeed_if.so user ingroup nopasswdlogin debug
auth [success=3 default=ignore} pam_pkcs1l.so

@include common-auth

auth optional pam_gnome_keyring.so

auth optional pam_kwallet.so

¢ AT Ubuntu 16.04, 15444 /etc/pam.d/unity il E S0, ¥ pam_pkcs1l.so #AU I E AT
common—auth 172 {7, LA FBiIHfR,
auth [success=3 default=ignore} pam_pkcs1l.so

@include common-auth
auth optional pam_gnome_keyring.so

7 EHNACAERRE R LR R R AE D, s T M,
# pcsc_scan
# pkcsll_listcerts

# pkcsll_inspect
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8 [ Gnome St lfd Refr, IHAERSERERE KR BIE.
a LSRR A,

# apt-get install gnome-screensaver

b R RO IREST, 14 /etc/pam_pkcs1l/pkesll_eventmgr.conf XA, LA ol
F‘ﬁ/JA\Ao

pkcsll_eventmgr {
# Run in background? Implies debug=false if true
daemon = true;

# show debug messages?
debug = false;

# polling time in seconds
polling_time = 1;

# expire time in seconds
# default = 0 ( no expire )
expire_time = 0;

# pkcsll module to use
pkcsll_module = /usr/lib/1libcmP11.so0;

#
# list of events and actions
# Card inserted
event card_insert {
# what to do if an action fail?
# ignore : continue to next action
# return : end action sequence
# quit : end program
on_error = ignore ;

# You can enter several, comma-separated action entries
# they will be executed in turn
action = "gnome-screensaver-command ——poke";

# Card has been removed
event card_remove {
on_error = ignore;
action = "gnome-screensaver-command —-lock";

# Too much time card removed
event expire_time {
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on_error = ignore;
action = "/bin/false";
}
}

¢ iz{T pkcsll_eventmgr,

# /usr/bin/pkcsll_eventmgr &

9 2% Horizon Agent B0 m A BE R EE T .

# sudo ./install_viewagent.sh -m yes

A Horizon Agent 7.9 BT FlA .

10 515 2%, R %*.
71 SLED/SLES SHEE R FEE M hEE

#°l) SLED/SLES Hiffiid B ae R EmIIhe, M2 515 Active Directory I EEK . SRJ5 20 R AEi )
JFERIAR CA UFS, 2 )= Fi4%E Horizon Agent.
4§ SLED/SLES £M 5 Active Directory ERINH#ITEEEEEEM

{1 SLED/SLES Sf] I 3 FFaE RHE M, F5{i/1] Samba 1 Winbind f /s 5K 50 5 Active
Directory (AD) 1tk il fr—itt .

AIPEHIVA M FEERs SLED/SLES St AD St A TR - R ELE A

A BRI T S AT AR IS BCE 0 944, B4, AD 33ty DNS #4Fk. 1mRe b AT E
O ERRCE R ENE . A R g

HAALRHE iR

dns_IP_ADDRESS DNS # k55 #5114 1P kil

mydomain.com AD 5[] DNS #Fx

MYDOMAIN.COM AD Ji[{) DNS & ¥k, 4uihKE7h)

MYDOMAIN fI%; Samba IRS5HH T R4Sk NT 3810 DNS &F%, 4 k’s
7

ads-hostname AD R Z5#IIENLS

ads-hostname.mydomain.com AD JIR55 s 5e R Ek £ (FQDN)

mytimeserver.mycompany.com NTP W [H]JIR 55 #+1) DNS &4

AdminUser Linux SRR AR 4

VMware, Inc. 57



% ¥ Horizon 7 for Linux 5[]

1 s SLED/SLES SLIifc & 4R .
a g /etc/hostname Fll /etc/hosts B KAk e SR TR EAL# o
b il DNS JR%5%s IP Husk, J12%/11EZh DNS, X[ T SLES 12 SP3, iA7=2%{ji#:t DHCP HEi¥*:

Pl
c  TRCE ML RIERE, 1K NTP IS5 #3(5 B NE] /etc/ntp. conf SCAEHT, 4L FoRBidfT

server mytimeserver.mycompany. com
2 RPN AD IR

# zypper in krb5-client samba-winbind
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3 AR E X
a it /etc/samba/smb.conf XfF, QLA Mo FTR.

[global]
workgroup = MYDOMAIN
usershare allow guests = NO
idmap gid = 10000-20000
idmap uid = 10000-20000
kerberos method = secrets and keytab
realm = MYDOMAIN.COM
security = ADS
template homedir = /home/%D/%U
template shell = /bin/bash
winbind use default domain=true

winbind offline logon = yes
winbind refresh tickets = yes
[homes]

b 4% /etc/krb5. conf XA, LA Rz,

[libdefaults]
default_realm = MYDOMAIN.COM
clockskew = 300

[realms]
MYDOMAIN.COM = {
kdc = ads-hostname.mydomain.com
default_domain = mydomain.com
admin_server = ads-hostname.mydomain.com

[logging]
kdc = FILE:/var/log/krb5/krb5kdc.log
admin_server = FILE:/var/log/krb5/kadmind.log
default = SYSLOG:NOTICE:DAEMON

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

[appdefaults]

pam = {
ticket_lifetime = 1d
renew_lifetime = 1d
forwardable = true
proxiable = false
minimum_uid = 1

}
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c #%ifH /etc/security/pam_winbind.conf SZff, @bl KRB,

cached_login = yes
krb5_auth = yes
krb5_ccache_type = FILE

d 4l /etc/nsswitch.conf X, WL FosBidATs.

passwd: compat winbind
group: compat winbind

4 NN AD I, WA FoRfIH TR,

# net ads join -U AdminUser

5 )51 Winbind 55 .
a B HIEE) Winbind, is{T0L M,

# pam-config —-add —-winbind
# pam-config —-a —-mkhomedir
# systemctl enable winbind
# systemctl start winbind

b LR AD Al LUE BRI CTE B S E) Linux kRS54, 1E1TRA Mrd 7,
systemctl stop nscd

nscd -i passwd
nscd -i group

H OH R B

systemctl start nscd
6 ZHIA AD JINTh, s  TUA Mp @I e a e ik I EAa i o
# wbinfo -u

# wbinfo —-g

RE&ETR
) SLED/SLES SLIH1#K & £ fE K E A

71 SLED/SLES EHIRBEEGREEEM

F7F SLED/SLES S [t 25he KT EIA, S SaZ AT st BEDL K T TS R A RIS 15T 50y
WSUFIOAR CATE . VAN, FRIRMAZi4 el SO DA SE R S I

Zerd PR (F)— R T 2 71 DA R 20 2 FR I 520k, B4, AD 3% DNS &R, 5 (a5
o R R E S, AT FER ATk

HARHE Ei7)
dns_IP_ADDRESS DNS #FrR55#511 1P ik
mydomain.com AD J5iff) DNS ##
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HARFE
MYDOMAIN.COM

MYDOMAIN

ads-hostname
ads-hostname.mydomain.com
mytimeserver.mycompany.com

AdminUser

RSN
¥ SLED/SLES #1fij 5 Active Directory £

1 RPN,
a Lk PAM ZERIEAMER 1ty

i
AD Jikfty DNS #7%, 4 kS5 R

17 Samba IS5 TAFAIEL NT J81) DNS #7k, 4 hKS

T

AD JIRS5HIN AN

AD JIkF5sit e 2Bl E 84, (FQDN)
NTP I R] I 55K DNS #47%

Linux SEHFFEE G 44

LR LA TRRE R EE

# zypper install pam_pkcsll mozilla-nss mozilla-nss-tools

pcsc-lite pcsc—ccid opensc coolkey pcsc-tools

b g PC/ISC T H, HisfTbA T

# SUSEConnect —-list-extensions

e 2,

# SUSEConnect -p PackageHub/12.3/x86_64

# zypper in pcsc-tools

2 EENEET AN (Certification Authority, CA) 4iF 5,
a PN CA UL, HBEILAARI S FR) /tmp/certificate. cer ., {ES M UTS

B IESS o

b HREIG MR CA LSS, R HALHE] . pem S, IRE QMG

cd /etc/pam_pkcsll/cacerts
pkcs1l_make_hash_1ink

H OH H O H
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openssl x509 —inform der —-in /tmp/certificate.cer —out /tmp/certificate.pem
cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts
chmod a+r /etc/pam_pkcsll/cacerts/certificate.pem
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c BEME AR LT NSS HUlE.

# mkdir /etc/pam_pkcsll/nssdb

# certutil -N -d /etc/pam_pkcsll/nssdb

# certutil -L -d /etc/pam_pkcsll/nssdb

# certutil -A -n rootca -i certificate.pem -t "CT,CT,CT" -d /etc/pam_pkcsll/nssdb

d LESrAEhE .

# cp libcmPll.so /usr/lib64/
# modutil -add "piv card 2.0" -libfile /usr/1ib64/1ibcmP1l.so -dbdir /etc/pam_pkcsll/nssdb/

3 4y /etc/pam_pkcsll/pam_pkcsll.conf SC{F.
a MFx use_pkcsll_module = nss 7. fEIHAZEH, U5 use_pkesll_module = mysc {7T.

b Ush mysc i, Wbl N oRBITTR,

pkcsll_module mysc {
module = /usr/1ib64/1ibcmP11.so;
description = "MY Smartcard";
slot_num = 0;
nss_dir = /etc/pam_pkcsll/nssdb;
cert_policy = ca, ocsp_on, signature, crl_auto;

c  HUHIAMAMUNRRFFRCE, bl N osBih s,

# Assume common name (CN) to be the login
mapper cn {
debug = false;
module = internal;
# module = /usr/1ib64/pam_pkcsll/cn_mapper.so;
ignorecase = true;
mapfile = file:///etc/pam_pkcsll/cn_map;}

d MR use_mappers = ms 17, 7EHAZE ], US) use_mappers = cn, null {7,
4 Y /etc/pam_pkcsll/cn_map FCE SO, HAS DL N T,

ads-hostname —> ads-hostname

VMware, Inc



#'¥ Horizon 7 for Linux 53[A]

5 &% PAM filE
a S pam_config T H., JRIG A REAC B B RER S50 E .

# find /etc/pam.d/ -type 1 —iname "common-*" —delete
# for X in /etc/pam.d/common-*-pc; do cp —-ivp $X ${X:0:-3}; done

b 7t /etc/pam.d/ EHxT, QIH#E—"14%0 common-auth-smartcard FSCHF. FE1ZSKARFRERIIPA T

N

auth required pam_env.so

auth sufficient pam_pkcsll.so

auth optional pam_gnome_keyring.so

auth [success=1 default=ignore] pam_unix.so nullok_secure try_first_pass
auth required pam_winbind.so use_first_pass

¢ X1 SLED/SLES 12 SP3, iffLL MY auth include common-auth 174 auth
include common-auth-smartcard 17: /etc/pam.d/gdm Fl /etc/pam.d/xscreensaver,

6 AP kEE.
# rcSuSEfirewall2 stop

# chkconfig SuSEfirewall2_setup off
# chkconfig SuSEfirewall2_init off

HORR KRS, R R R R 2
7 R R EE AT R E R
a 4T SLED/SLES 12 SP3, iH5iz4TPL F2essans .

# SUSEConnect —-p sle-sdk/12.3/x86_64
# zypper in git autoconf automake libtool flex libudev-devel gcc

b XI7F SLES 12 SP3, i %t systemd—devel,

# zypper in systemd-devel
8 ¢ Horizon Agent G A A AE R T M .
# sudo ./install_viewagent.sh -m yes

T A Horizon Agent 7.9 ik BT oA .

9 FHSITAZR, AREFER.

73 Linux EHEEE True SSO

True Single Sign-on (True SSO) TRE Fe v )7 1 R &1 2] VMware Identity Manager J51/35[1) Linux Ji 11
SR LA S E N IR T o P RTDAGE T AR Rk RSA SecurlD sk RADIUS 7356 uk 55 2
VMware Identity Manager, X5 cHi N\ Active Directory FEHa (i A DL S A Linux 255
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G T P 1 Active Directory (AD) FE3E3E T B0k, WIATEE ] True SSO ik, Aif, =]
PULEIX AP0 T 2L True SSO, DA ST ) DA F5 AD #ZHE 1 True SSO.,

TEERE R Linux FE RSB R AT S i s b TR, H Pl DAGe B FH AN Horizon Client 5k HTML

Access,
True SSO FLAF DL NPRHl:

s (UEEAPL IS R S ERZIEE: RHEL/CentOS 8.0, RHEL/CentOS 7.x. Ubuntu 16.04 FiI
18.04 }) ) SLED/SLES 12.x SP3,

T RHEL/CentOS 7.x S, (NP NI Rz onE: BRAIIAIE T H | Samba, A4ia ks
SEPPERE (SSSD) LM Kerberos MIZ8 5 a ik i o

FE Linux JRETHIA . True SSO, 15HUTEA MESS

1 7F Horizon 7 IR B AR True SSO. 152 ( (Horizon 7 FH4ERT ) ) SRR “9&H True
SSO”

2 M Linux 20 & B BRI S5 AD I EE i E—ikd o
3 1R Linux 70 & SR R S S True SSO.
#£ RHEL/CentOS 8.0 £l L#HiZE True SSO

2/ RHEL/CentOS 8.0 51l L7 FF True SSO, W/ 54ty Active Directory (AD) 3k 5enk. #hm, &
AR ARG E I LRl B A4 AESCRF True SSO Lifig .

# B 7ef% RHEL 8.0 5ijfii FANSZ 45 True SSO.

ot FErh R —EER B TS R AT AR RZRRCE R Sk, Bilan,  AD By DNS 48K, 1R b (AR S
O ERIRCE R ERE R, AT &g

A AHE iR

mydomain.com AD 1#1) DNS #4F#k
MYDOMAIN.COM AD 1) DNS 4Hrk, 4l ks 5+
MYDOMAIN #5117 NetBIOS $[1 474k

AR &M

= 7L RHEL/CentOS 8.0 #%: I[) DNS 1| LLfi##T Active Directory (AD) IR %575
RSN,
(A% FRECE SN TR (NTP).,

B
1 7f£ RHEL/CentOS 8.0 #%; I, 415 Active Directory [1J£%44%

# realm discover mydomain.com
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2

3

4

5

6

LRI AR I D o

# yum install oddjob oddjob-mkhomedir sssd adcli samba-common-tools

BN AD 3,

# realm join —-verbose mydomain.com -U administrator

N CA UE, JHRILAED .pem SCUFEHIRIFTTRIIH %o

# openssl x509 -inform der -in /tmp/certificate.cer —out /tmp/certificate.pem

# cp /tmp/certificate.pem /etc/sssd/pki/sssd_auth_ca_db.pem

1814 /etc/sssd/sssd.conf [ SCPF, anbh ol frs.

[sssd]

domains = mydomain.com
config_file_version = 2
services = nss, pam

[domain/mydomain.com]

ad_domain = mydomain.com

krb5_realm = IMYDOMAIN.COM

realmd_tags = manages-system joined-with-adcli
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash

ldap_id_mapping = True
use_fully_qualified_names = False < Use short name for user
fallback_homedir = /home/%u@%d

access_provider = ad

ad_gpo_map_interactive = +gdm-vmwcred <———————— Add this line for SSO
[pam] < Add pam section for certificate logon
pam_cert_auth = True <———————— Add this line to enable certificate

logon for system
pam_pll_allowed_services = +gdm-vmwcred <—————————————— Add this line to enable certificate
logon for VMware Horizon Agent

[certmap/mydomain.com/truesso] < —————— Add this section and following lines to
set match and map rule for certificate user

matchrule = <EKU>msSclLogin

maprule = (| (userPrincipal={subject_principal}) (samAccountName={subject_principal.short_name}))
domains = mydomain.com

priority = 10

%55 Horizon Agent #4115 ] True SSO.
A Horizon Agent 7.11 sl B s RROA

# sudo ./install_viewagent.sh -T yes
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7 B /etc/vmware/viewagent—custom.conf Bl S, AU DL T,

NetbiosDomain = MYDOMAIN
8 HHsIRA%A, REEHER,

73 RHEL/CentOS 7.x £ E True SSO

35 RHEL/CentOS 7.x 5% True SSO, I EK 55 Active Directory JsEpl . SR &R
R CAUES, 2 J5F4:%E Horizon Agent.

3% RHEL/CentOS 7.x 2H5 Active Directory & Li#{T True SSO

(i RHEL/CentOS 7.x %% I* Horizon 7 Linux s iR rH O BRI v [ R M1 3 True SSO,  AAI(E
Linux HEHUAL L Samba.

11 RHEL/CentOS 7.x realmd JiRgE, AIEAALIIFHIIN G318, realmd B 5= Linux R4S
(41 SSSD 1k Winbind) PLEFZRE, iiAEE ARG 2EA Y, LN DB AR realmd F
Samba ¥ RHEL/CentOS 7.x SLfHALIIA Active Directory f5iH1.,

A&

= RedHat Enterprise Linux (RHEL) %% 17 Red Hat Network (RHN) & (0 7F A2 yum 1,
m {f Linux &% |-, Active Directory (AD) k55751 i1t DNS fi#thfr

m  {F Linux &% FACE T RIZIN R (Network Time Protocol, NTP).

1 1\ RHEL/CentOS R4 v LUA I AD IR55#%. Al UL R onfil, (HZeRIL
ADdomain.example.com &l 11 AD e 55715 E .

sudo realm discover ADdomain.example.com

2 ‘2% Samba tdb-tools #f4u,

Samba tdb-tools #fI-tu ik H /s Red Hat frfifierf M al. Rubai s MEGZEA . Bilgn, mILL

LA M ar4 M CentOS 7.5 24 FRIZ 4, SRR HZ 58451 RHEL R4,
yumdownloader tdb-tools

WA CentOS 248, 144 https://rpmfind.net/1linux/rpm2html/search.php?
query=tdb-tools&submit=Search+...&system=&arch, T7#} tdb-
tools-1.3.15-1.e17.x86_64.rpm #{FtU, IREHILL R AR RHEL R4,

3 2235 Samba FHKEIU .

sudo yum install sssd-tools sssd adcli samba-common pam_ldap pam_krb5 samba samba-client krb5-
workstation
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4 LU oREEST join mvd, (HAUE A ) DNSdomain.example.com E i e T HEEREEHY
DNS I 12

sudo realm join DNSdomain.example.com -U administrator

WIBEA TN & Ta, BN IHE..
LR R AU B
5 HEHSITAL, REEHER,

RESE
1 RHEL/CentOS 7.x %= 1f] il True SSO

£ RHEL/CentOS 7.x £H LB E True SSO

#/F RHEL/CentOS 7.x 5iifii |5 1] True SSO THE, 14 True SSO IHAEIRHNIKIZE . S FF 25 1EM 5175
IS UFAIRE CA LEBLL AN Horizon Agent, ItbAN, R AZ 2 EECE B AR DA SE R S 56 Il 14 i o

T PME P N B fF RHEL 7.x il CentOS 7.x S/ |5 H True SSO. B ixXELaif |37+ True SSO,
A1 Horizon Agent 7.6 &l B miAS

2 BRI — e R B o A AP DA SR R IS O S AA, 814, AD 30 DNS 8. ks A2 AHE &
PRI B ERE R, W N R ANR,

HALRFHE HiR

dns_server DNS #Frllk 55 s i
mydomain.com AD ##[1) DNS #%x
MYDOMAIN.COM AD 1) DNS &#k, a5y hk
AREN

= &y VMware Identity Manager 1 Horizon Connection Server il % True SSO.
s} RHEL/CentOS 7.x 4if] 5 Active Directory 52 VAE{T True SSO

n R RUE R RN AIE S, ISR 17 2] RHEL/CentOS 7.x 520A] F1 /tmp/certificate.cer
o TS B S HEARUE B USUET

1 22 PKCS1 SCheftudls

yum install -y nss-tools nss—pam-ldapd pam_krb5 krb5-1libs krb5-workstation krb5-pkinit
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2 ZPRENAERHUL U (Certification Authority, CA) 1F- .
a B FHIR CA U, HRHEAARE . pem U,

openssl x509 —inform der —-in /tmp/certificate.cer —out /tmp/certificate.pem
b i certutil ¥R CA UE 2R 24 EdliZE /etc/pki/nssdb Hi,
certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem

c BR CAUFBEINEIE RHEL/CentOS 7.x A% FIE1TH CA iE8Irh, F# 1] update—ca-
trust ad HHT RGBS AT AT AR B o

cp /tmp/certificate.pem /etc/pki/ca-trust/source/anchors/ca_cert.pem
update-ca-trust

3 fERZIN SSSD P E A B A IIIIARRN o3, anbh R TR

[domain/mydomain. com]

ad_domain = mydomain.com

krb5_realm = MYDOMAIN.COM

realmd_tags = manages-system joined-with-samba
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash

ldap_id_mapping = True

#set the next line to false, so you can use the short name instead of the full domain name.
use_fully_qualified_names = False
fallback_homedir = /home/%u@%d

access_provider = ad

4 {B& Kerberos it XF /etc/krb5. conf, 4L Nl s,

[libdefaults]

dns_lookup_realm = false

ticket_lifetime = 24h

renew_lifetime = 7d

forwardable = true

rdns = false

default_ccache_name = KEYRING:persistent:%{uid}

# Add following line, if the system doesn't add it automatically
default_realm = MYDOMAIN.COM

[realms]

MYDOMAIN. COM = {
kdc = dns_server
admin_server = dns_server
# Add the following three lines for pkinit_*
pkinit_anchors = DIR:/etc/pki/ca-trust/source/anchors
pkinit_kdc_hostname = your_org_DNS_server
pkinit_eku_checking = kpServerAuth
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}

[domain_realm]
mydomain.com = MYDOMAIN.COM
.mydomain.com = MYDOMAIN.COM

5 %% Horizon Agent #4-tu3f 3 H True SSO.,

sudo ./install_viewagent.sh -T yes

AR Horizon Agent 7.6 B oA

6 KA T ZEURINE] Horizon Agent [H5E X il & XA /etc/vmware/viewagent—custom.conf i, f# /]
LR, HAr, NETBIOS _NAME_OF DOMAIN 21 2H2- 103 1) NetBIOS &4 H41.

NetbiosDomain=NETBIOS_NAME_OF_DOMAIN
7 EHSISARA%, REEEER.

7 Ubuntu £HEEE True SSO

55 Ubuntu SRR E True SSO, 1420 51 55 Active Directory SEER . SRS LT T EAIFL CA
UEs, ZJE 1458 Horizon Agent.,
3% Ubuntu £E 5 Active Directory & BL#{T True SSO

TE4F Ubuntu 16.04 5k 18.04 5Ll 374 True SSO, 15l Samba F11 Winbind it )5 26 5.1 5 Active
Directory I e il fE—itc o

A DAEETIDL R B Ubuntu 16.04 5 18.04 535 AD SifE .

ot REH K —EER B TS AT AR ORISR RCE ISk, Bilan, Ubuntu S04 ik (25
B ERIRCE R E R R, A MR

o ALRFE 22

dns_IP_ADDRESS DNS # IR 5711 1P Mkt

mydomain.com AD 1) DNS #Fx

MYDOMAIN.COM AD kY] DNS &k, i KE 7 bk

myhost Ubuntu SN

MYDOMAIN {14 Samba RS #310 TEA1EL NT 3510 DNS 48k, ks
ads-hostname AD JIR w144

admin-user AD I I 44

AREH

m  fF Linux 2% |-, Active Directory (AD) JIR%5#5 ] 1f DNS fiithfr .
m  fF Linux A% R T2 RT3 (Network Time Protocol, NTP),
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1 4f Ubuntu 16.04 ik 18.04 5[ |, ‘4% samba Fll winbind #{}-11,

sudo apt install samba krb5-config krb5-user winbind libpam-winbind libnss-winbind

2 RPN, Bl Kerberos I uride e, Wi MR

a AT Default Kerberos version 5 realm (2t Kerberos fixZs 5 4fis), i A\ AD Ji(1) DNS #
PR (EESAREFED

Blgn, s AD J## 55 mydomain.com, i\ MYDOMAIN.COM.

b X1 Kerberos servers for your realm (55 Kerberos A%352%), i\ AD JIRZS#310EH1
ez BRIl <8 ads_hostname) .

¢ AT Administrative server for your Kerberos realm (Kerberos St/ TRARS#S), FLRHIA
AD Iz 55 # FA14

3 i PAM fitE
a JIJF PAM fid & T .

pam-auth-update

b 1%#* Create home directory on login (FFERMAIEEHFR), A%k Ok (FE).
4 FIE NI RGRER /etc/nsswitch. conf Bl E S

passwd: compat winbind
group: compat winbind
shadow: compat
gshadow: files

VMware, Inc. 70



#'¥ Horizon 7 for Linux 53[A]

o

a

d

RO BRI resolv. conf XK AD 35| HID I 238, 154 R et a1 NetworkManager %

77T NetworkManager ¥l Ak, SAJE T2 R e £ IPv4 Settings (IPv4 &), 41
Method (J57£), 1#¢ Automatic (DHCP) addresses only ({X E 3l (DHCP) Hilil), 7 DNS
servers (DNS IR%EE8) SCAMEH, fi\ DNS ZFRIk S a1y 1P Hiklk (FEZad B nBilrh ol
dns_IP_ADDRESS) . #Ji, 'fiili Save (f#ff).

Yiiifi T /etc/NetworkManager/system—connections R R GuEHlL B30, i FHA o
il

[ipv4]
dns=dns_IP_ADDRESS
dns—search=mydomain. com
ignore-auto-dns=true
method=auto

b o i & 1 T B AT et 9 =TT P A ) 12 R S Y T STt wh e M 2 L ] O e AT BRI e
RO ZIE IR, LR AN F RO ZE R s TP A& s (41 DNS Ik%#%) ¥BaFEdk. N T
WEGAE ve AU S I PP S DT 8 18 Pl R I 24 DNS IR $Saiik e, Il Linux RSufRE
DNS JIR%5#% .

it /etc/resolv.conf Bl SCARPARE DNS IRS5#%, aibh Mol s,
nameserver dns_IP_ADDRESS

search mydomain. com

YIS R ARG,

6 it /etc/hosts FC X, WA Rl R,

127.0.0.1 localhost
127.0.1.1 myhost.mydomain.com myhost

7 44 /etc/samba/smb.conf [l E S04, WA R o BId TR,

[global]

security = ads

realm = MYDOMAIN.COM
workgroup = MYDOMAIN
idmap uid = 10000-20000
idmap gid = 10000-20000
winbind enum users = yes

winbind enum group = yes
template homedir = /home/%D/%U
template shell = /bin/bash
client use spnego = yes

client ntlmv2 auth = yes

encrypt passwords = yes
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winbind use default domain = yes
restrict anonymous = 2

kerberos method = secrets and keytab
winbind refresh tickets = true

8 ¥ 5h smbd JIk55

sudo systemctl restart smbd.service

9 il /etc/krb5.conf BLE SO, PAFHEAAAMUTLL MBI A
[libdefaults]
default_realm = MYDOMAIN.COM
dns_lookup_realm = true
dns_lookup_kdc = true
[realms]
MYDOMAIN.COM = {

kdc = ads-hostname
admin_server = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN.COMmydomain.com = MYDOMAIN.COM

10 ¥ Ubuntu 53 AD 3
a Jizh Kerberos 25,
sudo kinit admin-user
TEHILEE RN, NS B G4
b AT IO,
sudo klist
B B AT S SR AT YOS AR LRI GIRRH A
c i/ Kerberos keytab 324
sudo net ads keytab create -U admin-user

d JI\ AD 3,

sudo net ads join -U admin-user
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11 F R shHEE Winbind JIl55
a HHSE) Winbind IR .

sudo systemctl restart winbind.service

b ZEGUE Winbind JIR55, HzATPA NI 2 R B A .
m  wbinfo -u
m wbinfo —g
m getend passwd
m getend group

12 B AS, RFERER,

RESR
7£ Ubuntu S1f] FACE True SSO

£ Ubuntu £l LEE True SSO

35¢F Ubuntu 16.04 1% 18.04 A [ 3 T] True SSO Ijjﬁ%, 1255 True SSO IREKHIIZE . TR ST
SRR CA IEHSPA K Horizon Agent. It Ah, (AR W At FALRL B STAEPA ST S (3T 15

FIPAE LA R i FEE Ubuntu 16.04 K1 18.04 531 1] True SSO. #AE X L 5L 3745 True SSO, 4
DA E Horizon Agent 7.8 & BT AR,

AR&H
=}y VMware Identity Manager £l Horizon Connection Server i &5 True SSO.
= 4 Ubuntu 5.]f 5 Active Directory 825 LidE{ T True SSO

n RN MRUE B UIESS, FBHE AR 2 5200 FRY /tmp/certificate.cer W, BT S H
FRUEPB DA A IES o

1 7f Ubuntu 16.04 =k 18.04 210 |, 2% pkes1l S FHRY

sudo apt install libpam-pkcsll

2 Z2%E 1ibnss3-tools b,

sudo apt install libnss3-tools
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3 ZERENIEBUE NI (Certification Authority, CA) -1,
a  RE NI CALER, TRREALHE] L pem SCIE,

openssl x509 -inform der -in /tmp/certificate.cer -out /tmp/certificate.pem
b i/ certutil ar4-Ritl CA UL Z 3R] R dldlifF /etc/pki/nssdb i,

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem
c KR CAUEPEHR] /etc/pam_pkcsll/cacerts HxH,

mkdir -p /etc/pam_pkcsll/cacerts

cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts
d Iyt CANER O MEAEER:. 1F /etc/pam_pkcsll/cacerts o, iz{7bL Mg
pkcs11l_make_hash_1ink
4“5 Horizon Agent B0t 5 True SSO.,

sudo ./install_viewagent.sh -T yes

OS] True SSO Jifg, 42024 Horizon Agent 7.8 Bl B =R .

5 CBLLNSEINE] Horizon Agent g MR ¥ S /etc/vmware/viewagent—custom. conf i, fii ]

PLRfl, Hih, NETBIOS_NAME_OF _DOMAIN #5120 2519151 NetBIOS #4Fx.
NetbiosDomain=NETBIOS_NAME_OF_DOMAIN

6 Zi%E /etc/pam_pkcsll/pam_pkcsll.conf B 1,

a  WRETE, E6E /ete/pam_pkcsll/pam_pkcs1l.conf il A, ¥E /usr/share/doc/
libpam-pkcsll/examples HIEREREISCO:, FBILEHIE] /ete/pam_pkes1l Hgrh, FRRZX
A8 pam_pkes1l.conf, MMETREL, FEM ARG S BN SN A,

b B /etc/pam_pkcsll/pam_pkcsll.conf FlE ok, DUHEIAAE AL T LR R BN A

use_pkcsll_module = coolkey;
pkcs1ll_module coolkey {
module = /usr/lib/vmware/viewagent/sso/1libvmwpkcsll.so;
slot_num = 0;
ca_dir = /etc/pam_pkcsll/cacerts;
nss_dir = /etc/pki/nssdb;
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7 fE PAM BCESCHFHE auth 244
a FTF PAM it E Sk
= X1 Ubuntu 16.04, 547 /etc/pam.d/1lightdm,
= X T Ubuntu 18.04, i4TJT /etc/pam.d/gdm-vmwcred.
b & PAM B S, dnbl Mol s,

auth requisite pam_vmw_cred.so
auth sufficient pam_pkcsll.so try_first_pass

8 HHSISAZ, REEFER.

73 SLED/SLES £H&EE True SSO

355 SLED/SLES Sifiji% 1 True SSO, T14e3ifi5if S Active Directory J{HE i, SR T2 S5 T 00 A FITAR
CA UE15, 2435 Horizon Agent.

4% SLED/SLES £@5 Active Directory & LT True SSO

Fifr SLED 12.x SP3 5 SLES 12.x SP3 #i[fii [ 37 4F True SSO, i{fi/f] Samba Fi1 Winbind fiftik 5 54 51
145 Active Directory I TE sifF—ifd

FILME LA it BEFs SLED/SLES S5 AD S lifE—ite .
AR &M

m 7 Linux 2% I, Active Directory (AD) Ilx55#5 nJ i1 DNS fiihfr .

m  7F Linux &% FRECE T 28I ATY (Network Time Protocol, NTP),

1 4F SLED/SLES HJf I, ‘% samba 1l winbind #4-H.

zypper install samba-winbind krb5-client samba-winbind-32bit

2 JTJF YaST 2 T H, A5 5i%] Network Services (%%4%) > Windows Domain Membership
(Windows 185 53 543)

3 {f Windows Domain Membership (Windows J& % 1 545) Frde FRECE S, a0 FiTR.

a AT Domain or Workgroup (35t TAE4), i A\ Samba iIRZ5#5 1) T EZHEk NT 15/%) DNS
R (A RE TR o e, G TAE4L 48R0 mydomain, %\ MYDOMAIN,

b £t Also Use SMB Information for Linux Authentication (£ fiF SMB {5 E34T Linux 53
I6IE)

c ¥ Create Home Directory on Login (FEEFM G+ HE).
d Pt Offline Authentication (il & 455E) .
e kPt Single Sign-on for SSH (SSH i S &%),
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4 IR RO AR S E NI, 150 Yes ().
5 COHREM TAEAEINE BT AR, RGP OK (HARE).

Bt R —4 04 EDAHTA SLED/SLES SN, 5% OK (JiE).
6 %% /etc/samba/smb.conf it B S, DAEHAUS DL N SEL

[global]

winbind use default domain = yes

7 EWLISRS AEEHER.
8 AJFEIF SLED/SLES sk,
SEATPL R4, T R 7R EFIOR . 45 mydomain 54y Samba 2545 T(E4; NT 5
ENE7 o8
m net ads testjoin
m  net ads info

m  wbinfo —-krb5auth=mydomain\\open%open

m  ssh localhost -1 mydomain\\open

i

SR
7t SLED/SLES i it # True SSO

# SLED/SLES @ LEE True SSO

3Y/F SLED/SLES 12.x SP3 5[] |5 H True SSO ThAE, 1405 True SSO IIAEMKIIIIZE . X HFZ 51T
S IUFAR CA UFT5LL M Horizon Agent, AN,  #EI8 AT St SR U it B SO DLSE R S B LA B

AP FHPL R o F27E SLED 12.x SP3 #1 SLES 12.x SP3 51 |2 H True SSO. BEfF X [ 4
True SSO, L% Horizon Agent 7.8 Bl S mifi AR

RSN
m &y VMware Identity Manager #/1 Horizon Connection Server /il True SSO.
m ff SLED/SLES 55 Active Directory £EA UL T True SSO

n I MRIEB R U, HEIL 7R SLED/SLES 12.x SP3 s /1) /tmp/
certificate.cer W, WHERAUTSHARUE B A UETS

1 X+ SLES 12.x SP3 5[], 1HafTlh M LA fram -,

zypper install mozilla-nss-tools pam_krb5 krb5-client krb5-plugin-preauth-pkinit
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2 41 SLED 12.x SP3 5iifi, iHPUTIA N B BRI R TR0

a B—> SLES .iso X M%) SLED S Az (il /tmp/SLE-12-SP3-Server-DVD-
x86_64-GM-DVD1.1iso) .

K SLES Liso SRS I SLED Sk SIS, AT krb5-plugin-
preauth-pkinit #Ht{\UEH T SLES &%,

b 7t SLED i 34k SLES .iso X, e gt

sudo mkdir -p /mnt/sles

sudo mount -t is09660 /tmp/SLE-12-SP3-Server-DVD-x86_64-GM-DVD1.iso /mnt/sles
sudo zypper ar -f /mnt/sles sles

zypper install mozilla-nss-tools pam_krb5 krb5-client krb5-plugin-preauth-pkinit

c LS, 1% SLES .iso X

sudo unmount /mnt/sles

3 IR (Certification Authority, CA) 1iF5 .
a  HEI MR CAUET, JHR AL . pem SCHF,

openssl x509 —inform der —-in /tmp/certificate.cer -out /tmp/certificate.pem
b/l certutil fy-Rifl CA UEHZ R A e 8l /etc/pki/nssdb Hi.

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem
c R CAUEBEINE] pam_pkcs1l i,

cp /tmp/certificate.pem /etc/pki/ca-trust/source/anchors/ca_cert.pem

4 il /etc/krb5.conf BLESCH, DAEHEATROTLL FoRpI-IN R

[libdefaults]
default_realm = MYDOMAIN.COM
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN.COM = {
kdc = ads-hostname
admin_server = ads-hostname
pkinit_anchors = DIR:/etc/pki/ca-trust/source/anchors
pkinit_kdc_hostname = ads-hostname
pkinit_eku_checking = kpServerAuth
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}

[domain_realm]
.mydomain.com = MYDOMAIN.COMmydomain.com = MYDOMAIN.COM

Reom B b S A E R O RSB B R E MR R, Rk T

AR R

mydomain.com AD Ji§if) DNS %k

MYDOMAIN.COM AD B DNS &k (23K S0
ads-hostname AD JIRZ5 A5 ENLE (X0 R NED

5 2% Horizon Agent X/t Jf 5 1] True SSO.

sudo ./install_viewagent.sh -T yes

# EAEH] True SSO IhaE, #EAZ1%%: Horizon Agent 7.8 Bk B S bl A

6 BT SEURINE] Horizon Agent [ 58 X il B XA /etc/vmware/viewagent—custom.conf H1, f#i{]
PLUR R, Ho, NETBIOS _NAME_OF DOMAIN 24540411811 NetBIOS £ Fx.

NetbiosDomain=NETBIOS_NAME_OF_DOMAIN

7 HFSISAZ, REEFTER.
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7 Linux £ E ER

FPARC U BTS2 H Y Linux 40848, DAFE ESXi MLk & PN E 246 - FI F NVIDIA IhfRE.

BHE 3D KRR EER

1% 3D I, Az fell N AL e sk,

n T VGPU, FEILREREALML |52 ETE R . FEBXSE R AL, TR ] T Te IR AL, TR
ITE—% .

n AT vDGA, TESMEENL el B RE  velExX Sz, (Hg, FET T ve LI f 2 i
RS N TE R RE A L B8 14T NVIDIA BiE PCl %8s, SRJE A v I R AU AR s I i)

NVIDIA Bl PCl 4% . JCEEAERERM LY H3E= NVIDIA Bl PCl #85% . BN ERINLEME FH—A% FIG
NVIDIA Hif PCl &%5.

AREERHE T LAT
m  FCE SRR Linux o3 & LA H vGPU
= /il¥ RHEL 6.x LAfii}i] vDGA

S M Linux 2 28 UER vGPU

TR ABEE SRR Linux 23 & 6, PAEAE ESXi SEAL EATT NVIDIA vGPU (Jk22 GPU flF: i) TifE.
TS ESXi 101 GPU JXaHAEST (.vib) PEALM NVIDIA Linux EAWLE -RIKEIRL T A XCIRENALT
AIEE, 1525 NVIDIA ik,

T A3 vGPU 1 NVIDIA (2R Linux 23 & {5 2, 1524 https://docs.nvidia.com/grid/9.0/
product-support-matrix/index.html,

FETHAZ AT, AR Linux BERIAL L2255 Horizon Agent. 4nifrriic B HHSEHLLAfE T NVIDIA
VvGPU %% Horizon Agent, TI2:75 55 xorg. conf AR TEC B 240, Jf H NVIDIA vGPU Ttk
B T AR, (e 5e R NVIDIA vGPU it B 5242 Horizon Agent.,
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¥ ESXi 4l L#) NVIDIA GRID vGPU BEk=R¥# VIB
AR ESXi 6.0 U1 sk B oA 41 Ei NVIDIA GRID &+ FE0T2¢%E VIB.

NVIDIA $24t T —/Mud vGPU EERS (FEME TR 203E8) ESXi 341 FD A Linux B RIXEHAET (FEJSTH
MR TR 2R3 Linux FERIALED 119 vGPU #4144,

AR &M
s AR 2R T vSphere 6.0 U1 Bl BT i,
m  IALE ESXi AL 22T vGPU K

H AR vGPU [ NVIDIA KA1 Linux 2> £ B1IHE B, 1525 https://docs.nvidia.com/grid/9.0/
product-support-matrix/index.html,

1 M NVIDIA GX a0 R aiah s i N2 4T NVIDIA GRID vGPU &3 -K1Y VIB,
MM R RS BARNAY VIB Rl

B B

gl GRID

e &£ NVIDIA GRID vGPU,

P P ESXi LML R 2R (41 GRID K2)
BERS &£ VMware vSphere ESXi filiA<.,

2 R4 vGPU Bt L zip S
3 ¥ vGPU RS R F A ESXi AL,
HEOCBERTAPENAE Linux JERIPL 223 Linux 2 RIKEREF
4 PHRIREREEE ESXi AL AT RN,
5 fiiff] SSH &%) ESXi F4/1,
6 {1 xorg IR%%.
# /etc/init.d/xorg stop
7 %5 NVIDIA VIB,

Bian:

# esxcli system maintenanceMode set —-enable true
# esxcli software vib install -v /path-to-vib/NVIDIA-VIB-name.vib
# esxcli system maintenanceMode set —--enable false
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8 FHro|'SEE ESXi AL,
& TN ESXi AL EEHTE ISz L.
o TR ESXI EHL, BHITRA T PEPARIZ AN GXECP I T 2250 0. )

Update vmkdevmgr:
# kill -HUP $(cat /var/run/vmware/vmkdevmgr.pid)

Wait for the update to complete:
# localcli --plugin-dir /usr/lib/vmware/esxcli/int deviceInternal bind

This is a new requirement with the NVIDIA 352.%* host driver:
# /etc/init.d/nvidia-vgpu start

Restart xorg, which is used for GPU assignment:
# /etc/init.d/xorg start

9 B TNE, BULERIEEEST xorg RS

£ Linux EBHLEA vGPU I BHRE PCI &
E i ] NVIDIA vGPU, %A% Linux BERIFIAC B AL PCL £,

(o320

n  IAMERLPE Linux BERRALE NS 155 OB 222E Linux A ZC RS S Linux o
B

m FAAAAE Linux SRR 1245 Horizon Agent.

n  BIAAE ESXi BAHL EZ3E T NVIDIAVIB, 155 ESXi AL 11 NVIDIA GRID vGPU i 425
VIB,

n  HCRE T NVIDIA vGPU [RE# GPU 28, 0] DLidk GPU BB SCER& i T8¢, e fl GPU
KIAE ESXi ML 2 REmEl GPU it T & AR Thae,

HE AISCRF vGPU 19 NVIDIA KA1 Linux 43 & GRIE B, 1520 https://docs.nvidia.com/grid/9.0/
product-support-matrix/index.html,

1 KPR IR,
2 7r vSphere Web Client H1, wFERNL, RGERRWIBELREmE ~, PhgmEiRE.
3 felresRineh, SR PCIRE.
4 FULEENIN, SRS TR FER: NVIDIA GRID vGPU,
5 XIT GPUMEMHLE, M MhER SRl GPU 27,
6 REREBITEN, ARG RERE.
BRI REWLNAE, LA GPU fiEfZ 3+ NVIDIA GRID vGPU,
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7 AT,

#% NVIDIA GRID vGPU EFEZHERFF

172%5 NVIDIA GRID vGPU ‘i RIKEIREFy, AT ERIA NVIDIA IXE)RE 7, N2 NVIDIA & RIXE)RE
Fr SRIGTEREPNL FRCE PCl %% .

RIS

AR M NVIDIA Sk S & T vGPU M, R4z, SRk Linux Eﬂ[iﬂ%‘?
(— MRS RS, WE5 ESXi EAL K NVIDIA GRID vGPU 445 VIB,

WEHTPANERRW IS T PClL %4, 120U Linux [EIAL E A vGPU il & 4L PCI %45 &

1} NVIDIA Linux & <3 shF & S L

2 JTHERAI R L, Bl s Ctrl-Alt-F2 DB So AR 6 &, DA root JH P SH5E%R, SRiGialT
init 3 a2 PAZEH] X Windows,

3 2% NVIDIA SR ahFE 7 B ds i Hoth 41 4
sudo yum install gcc-c++

sudo yum install kernel-devel-$(uname -r)
sudo yum install kernel-headers-$(uname -r)

4 Jy NVIDIA GRID vGPU JX W2 e tiss Ml $hd Thric
chmod +x NVIDIA-Linux-x86_64-version-grid.run
5 J55) NVIDIA GRID vGPU % %575 v
sudo ./NVIDIA-Linux-x86_64-version-grid.run
6 £ NVIDIA SR AT, SRS BER DL 2l BT X Bl Bk e
RESRH
7E Linux UL E %% Horizon Agent., 1527 Linux [UL F27%E Horizon Agent.
QUSRI LA SR E Y Linux L. 52501 H45E T Linux 920 5L,
WIERERET NVIDIA B EIEFHERF

] PAE Horizon 5L iH 2 ox NVIDIA IXEhA i, PASGUE & 757 Linux FERWL F225% 7 NVIDIA &
RIXSHFRFF o

AR &
» 2T NVIDIA B RIKEhRLT .
A Linux BEAUAL 14205 T Horizon Agent., 152 )4t Linux KEfUAL | 742%E Horizon Agent,
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w  GHAESRAE R T Linux BERIWL. H2 B G )T Linux (1 T2l 5L

1 HHEE) Linux FEAL.
Horizon Agent JHZIIIAK#I4A1E X IR S el masdhifho
ok EAN T vSphere 55l & &G UMD R 7S

2 M Horizon Client 13422 Linux 52,

3 AE Linux SRS, BubE el 7 NVIDIA B RIKEIRT
FTIFE 1, 1217 glxinfo | grep NVIDIA @’
A2~ NVIDIA Wi it . Bilan:

[root]# glxinfo | grep NVIDIA

server glx vendor string: NVIDIA Corporation

client glx vendor string: NVIDIA Corporation

OpenGL vendor string: NVIDIA Corporation

OpenGL version string: 4.5.0 NVIDIA 346.47

OpenGL shading language version string: 4.50 NVIDIA

PRI AR s 15 R] NVIDIA BIELDRE
TERAC 2258 NVIDIA §-RIXEDRF e, tEHATUA MES R LR 7 IE R 11T,

QR TH Linux WA, Horizon Agent RIfiEJCik 55 Horizon £ IR S At Tl A5 o EUtbA)il, 1
e NVIDIA SX BT .

m  {F Linux JERIATH A NVIDIA GRID ¥rnf . L 5 H, 1525 NVIDIA SR, anS R s,
Linux SIS JCEEIE S TAE, a0, Joikfi A shffx,

fii® RHEL 6.x I{#fH vDGA

PRAT DL RHEL 6.X & PWUISYEZRS:, PAE Horizon 7 for Linux S ] PLF) ] ESXi £ 1) vDGA I

fE,

G200, AEHTARLE Linux HEAUAL F 223 Horizon Agent. QnA-7ERC E HHEALLAGE ] vDGA Z il
Z2%¢ Horizon Agent, &7 5 xorg. conf SCAFHIRTTRACE 240, FHH vDGA JoikiEH TA/E. ahiirE
Sei vDGA i % 7 224 Horizon Agent.
EEH#H_EH NVIDIA GRID BH DirectPath 1I/0

AE7% Linux FERUALAC 08 ] vDGA 2 Hif, 2441# NVIDIA GRID GPU PCI #4557 I+ ESXi 41 1Y
DirectPath 1/0 %1%,

AR &4
n AR 22 E T vSphere 6.0 Bk SRR
s A ESXi 341 205 T NVIDIA GRID K1 82t K2 k.
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4B
w

1

2
3
4

6

7 vSphere Web Client H1, "% %] ESXi T4/,

REEBEDR, RaPhRE.

1E “BEPE" EBorh, ik PCL .

%} NVIDIA GRID GPU J& /1] DirectPath 1/0 141%, i 458 .

L B
SRt bR PCI B AL Fm BRI LA AR .
Ha T VR IR E . CBFUR TR S0, R AR

e NVIDIA GRID GPU, SRJ5 A HaE .
PCI &£ a Nz & “v] T FE ALY DirectPath I/O PCli&£¢” Hi,
FHEIG TN, DM PCLEE AT T Linux BRI,

M RHEL 6.x EE#l#liFM vDGA HiEig &

B RHEL 6.x FEUBUERC & vDGA, AR EIAA N PCI sy . kb B, LUK ESXi F4L
MR R IR TS, DAMEAERR AL FAE

RIS

FAAE S 4R Linux SEAUNLIE SR o 12 B G RR MU 24 Linux FUGRCREs Ak &5 Linux 1
Lo

TAAAE Linux B2 22358 Horizon Agent.,

fifiik NVIDIA GRID GPU PCI &4/ 341 T T DirectPath I/O Biif . 152 F41 18 NVIDIA
GRID J5 ] DirectPath 1/10,

PABC ¥ AT sudo AUPRITIAH T P 57355 RHEL 6.x % FHURIER S

7t vSphere Web Client 1, BEEEEINL, SRIG/EREINEARET KT, Hil4aEisE.
TERTRAG L, 8t PCIL 4.

FREARIDE N MR e PCLIES .

LR REITA R, R EREE .

TR BT AT REAUATLN A7 e GPU S vDGA.

IR IR, SRS 4T vSphere 5 Hil & DAESZ R L5 Lo
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7 A NVIDIA GRID 45 CL 1 S E L.
TIFAGEIT, 3BTV T ard
1spci | grep NVIDIA
2 RS VA FER I HIES XX:00.0. {Aldn:

NVIDIA Corporation GK104GL [GRID K2]

71 vDGA %3 NVIDIA REIEETERF

T VDGA %4 NVIDIA B RIXENIL 7, AUlZAEHIERIA NVIDIA BREIEE ST, R4 NVIDIA & RIXEhEE
¥, SRIGERE RN PCI 5%,

ARG

m  HIACH PCI NS RHEL 6.x SEALH, 520 RHEL 6.x JEAUNLZ N vDGA FIH %% o

1 ZFERAY NVIDIA Nouveau X ZhFE 7 I HAI N 4 2
a it grub.conf 3Cff,
X1 RHEL 6.x, I3CFE /boot/grub/grub. conf,

RHEL fA< we

6.x sudo vi /boot/grub/grub.conf

b  EWELINARERI rdblacklist=nouveau {7,

c 4 blacklist.conf S,
sudo vi /etc/modprobe.d/blacklist.conf

d 7f blacklist.conf SX/-H TN BRI AT,
blacklist nouveau

2 EHESELNL
T RES I INIRS A A= B
3 (Al HRIAE AR Nouveau IXENFE .

/sbin/1lsmod | grep nouveau

Gtk grep ZEKAAIRMTATEE R, NF R Nouveau IXEhFE 7 E B A8 ]
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4 M NVIDIA IXah#Ef7 Nk it N2 NVIDIA 3XEh R
M NVIDIA "N g AT P98 S AR P RRAR

B i)

e il GRID

PR AR GRID %5

TR et ESXi EHL FZBEIRA (141 GRID K2)
BIERG Linux 64 i Linux 32 {7

5 BOERRIERNL, TR Lo, s Ctrl-Alt-F2 DU I ScAEsHl &, DL root T By a 5%, 4k
JEia(T init 3 A PIZEH X Windows.,

6 Z NVIDIA JXEhR 7 A s i At 4 A
sudo yum install gcc-c++

sudo yum install kernel-devel-$(uname -r)
sudo yum install kernel-headers-$(uname -r)

7 5 vDGA ] NVIDIA IXShFE s il A ThRIC

chmod +x NVIDIA-Linux-x86_64-version.run

8 11T NVIDIA 25027
sudo ./NVIDIA-Linux-x86_64-version.run
9 15 NVIDIA Al s, SRIE e AR X Bl s e

RESR
E Linux FEAUNL |25 Horizon Agent. 121 Linux FEUAIL | 2245 Horizon Agent,
B R B ESECE M Linux BEUML. 12 E6IHE T Linux 19252 i,

BIEEERET NVIDIA BEIEZHRRF

A PAFE Horizon Sajfi =i il s NVIDIA 3SR 7o, DA UE 275 7E Linux BT 2258 7 NVIDIA &
%EEZMIF b

AR &4
» N2 T NVIDIA BRINEHRL .
m  ffA Linux SERINL |- 225 1 Horizon Agent. 152 [t Linux AL 2245 Horizon Agent,

L] %U\E/I\ﬁ(liqz“ﬁéT LInUX J_%}U\H—L —L% Iﬂ EJ m:,': |—|nUX H/jﬂ:bj]/kﬁ{t_‘o
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1 T E) Linux L.
Horizon Agent A alIIACK AR ML X IR S5 a AR ~asdhith.
I Fam vSphere #5Hl G & A RN LT Res.

2 M\ Horizon Client H1%4#2%)] Linux 5[ .

3 1F Linux SEAISHEH, US43 T NVIDIA B-RIKEIFLT
FTTF20 %11, 1517 glxinfo | grep NVIDIA @74,
RS 2R NVIDIA SXE0RE Frfarth o il

[root]# glxinfo | grep NVIDIA

server glx vendor string: NVIDIA Corporation

client glx vendor string: NVIDIA Corporation

OpenGL vendor string: NVIDIA Corporation

OpenGL version string: 4.5.0 NVIDIA 346.47

OpenGL shading language version string: 4.50 NVIDIA

FH PRI DA e AR SR T 5[] NVIDIA EIEThAE .
TEHIAE 27355 NVIDIA B RIXEAET A, 1A TRA MES R 28R B W 1a T o

m GRFHL Linux A%, Horizon Agent FIEJCE S Horizon E#2 IR S b A Til 5 . EH@pe bt [nlEl, 158
T2 NVIDIA R EHFYT

» & Linux SEUALAHIE NVIDIA GRID VAT, A2 AR H, 15255 NVIDIA SR, QERARBEER AT,
Linux SFPRICIEIE S TAE, G, ok ashiis.
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T Horizon Agent

TEAIAE Linux ST L 2¢%¢ Horizon Agent, iXAF Horizon Connection Server / fig 5 5 il 5 H S HEL
1618

ARFEDHE TLAN

m  7F Linux JERUAL 22358 Horizon Agent
m i Linux FRERLED

m  7F Linux A1 72 Horizon Agent

m {14} Horizon 7 for Linux 1154/

£ Linux E## &3 Horizon Agent
TEMAZIEAE Linux BEAUAL | 44E Horizon Agent, SRJE A BERHZ UM AR e s o
M Horizon 7.0.1 il JT44, Horizon Agent for Linux {3115 vCenter S FRIIEELIN L, 245 N FRELDL T
W Thie .
m  Linux S=AAFE R HIZOR G T vCenter
m  {F Linux %% Horizon Agent ANEZ T,
o T RYEZ Linux SEAIAESE, AT DAESEREAIAL I Z23% Horizon Agent.

WEREAE ] NVIDIA GRIDVGPU ik vDGA, ML Zitslert Linux HERUAL FACE X EE 3D Thig, JRJA 1
2245 Horizon Agent., 1544255 Horizon Agent, <378 % xorg. conf X224k, 711 3D K
YR JCEIEH TR,
T B E SR Linux 23 2 P T] vGPU 5t RHEL 6.x AT vDGA, 7F 3D KIERCE )G, &
% Horizon Agent.

XY 2D EIERCE, AR LAMESERO e R S o Linux tHALH22 BEJA 42 Horizon Agent.

niR &S
»  FHIACHERSS Linux & HURIERZGLABUR G 185 R 0n iR st i i e 2 Linux tH5 4L

n  FEEHT Linux 1) Horizon Agent 2RI . 15234 install_viewagent.sh 74+ T 2E 10,
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1 M VMware T #k 4 hitps://my.vmware.com/web/vmware/downloads T % Horizon Agent for Linux %

TR XA

TE CSUMANSA T # i, kB “?F G VMware Horizon [ N o 78 “iEHT Linux 11

Horizon 7”7 T, BT 64 7 Linux 2 %c[1) VMware Horizon 7 FItf NI “ N4E” T,

ST 64 f7 Linux, 2R 0448 VMware—horizonagent-1inux—-x86_64-y.y.y—
XXXXXXX.tar.gzy.y.y-xxxxxxx.tar.gz, Hyyy SRS, xxxxxxx &N RS

2 HFRPVERERS S Linux 4 % HY tarball,
Flan:

tar -xzvf VMware-horizonagent-1inux-x86_64-y.y. y—-xxxxxxx.tar.gz
3 JEE] tar ball Sk,
4 DEEH T H15121T install_viewagent.sh A,
T2 install_viewagent.sh iy 41 71601, ZRENa 24 THEBIAI
B

sudo ./install_viewagent.sh

5 IARAIZE1T install_viewagent.sh [fiAfRE -A 11, 55N Yes PAHE EULA,
FrdEResz EULA, B2 F A SisT,
6 5|5 Linux DA TEM A3,

S, a5 viewagent IS5, W fdi] sudo service viewagent status HIAMIRSSE LS E,
RESE

FES BB R AL HS P01 E T Linux (T2h 52 .

install_viewagent.sh 84 1TiEIR

install_viewagent.sh JJlIAYE Linux % JHIEAE R S |25 Horizon Agent.,

1t gnome SRy 2 & T DL N IEUT install_viewagent. sh A,

install_viewagent.sh command_option argument [command_option argument] . . .

install_viewagent.sh JHZREFHAESEFIN ESEL,
#* 5-1. install_viewagent.sh A[EELEHESH

TSR (WBFERH
B SIAA|

-A yes |no P AR Yo ds 2 P AT Y (End User License Agreement, EULA) IS BALEbRAE (FIPS) FHHH,
1T yes 7 HEAkEL I 728,
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3 5-2. install_viewagent.sh A& &

S
-a yes|no

-f yes|no

g

-m yes|no
-r yes|no
-s

-C yes|no
-F yes|no
-M yes|no
-S yes|no
-T yes|no

-U yes|no

#d
LR R FI N TEI SR . BRI yes.

LERR St NI BACERERAE (FIPS) 140-2 BRI 3 55 . BRIMIEN noo AF1E4I65E, 1551

Horizon Linux SLFIFTIAE AR FIPS 140-2 BASHA .

JMS SSL B9 11ER . BRIABIL N, LR 7R A s— N L 1T e
Lk G BAE R EE R SR BRIMEDY no.

BT UV RS A S, BRIMEZN no.

B UL R DN, BRINENL 1, LR 7154 H] Blast.

Ll SR TR E RS Fr . BRIMEDY yes.

Lhinkgik CDR 34F, ERIAMAN yes.

H Linux RIEETHFO 2 A IR, BRUIMEN yes.
etk et i B (SSO) Sd . WML yes.

LR 2R True BN B (True SSO) 345, BRIAME N no.

L
ket USB 3285, BRI no.

W&
?r

>QH,

%+ 5-3. install_viewagent.sh SEERHI

£

-
**

>
%IE\\‘
P

MRS AT REALT
Poo FHORBEARTZIY
FEFIBURE

AR A RS
FI It %
RN Z
THRATEAE A L
BT St

5

sudo ./install_viewagent.sh -A yes

LB A T ORI .

sudo ./install_viewagent.sh -A yes-M no

WS THERA T EE OB SR . ] DUHE AT (1 SRt o
T OEHRS AR R RS, 2RISR

sudo ./install_viewagent.sh -A yes

ISR TR EE O BT SRt . A BB AT 1 S e

BiE Linux {EMER

BE Linux FREEIN, 2008 7250 VMwareBlastServer 2B —AN 124201 .

m (EAHE 2 Blast 224 M5<)m, VMwareBlastServer <=0 {# 1] HTML Access 1328 Linux 531l
stz

w (R[S Blast ‘o), Blast e aWeiul ezt haftas st .
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N TR B e A, AT DU Z FI 2 22k o b Bl &AL (Certificate Authority, CA) 2544
IUESS

L

1 [A] VMwareBlastServer 2 3EF A7 B HAIES .

R A Ear 20 ruikey, FuEdiar#0y rui.crt.

o)

b iz{T sudo chmod 550 /etc/vmware/ssl.
¢ ¥ rui.crt Fl rui.key il %] /etc/vmware/ss1,
d iz{7 chmod 440 /etc/vmware/ssl.
2 CROARFIFR RRE RN UL 26 8] Linux BE R GeuE DAY U FE

H OAEEN Linux 70 &R, TR Linux R G050 HMUE .

£ Linux EHHLEHR Horizon Agent

T DA B TR AR Horizon Agent SKFH4% Linux JE4LAL I-1¥) Horizon Agent,

REZERWN: ARG 7R M U UM ) T 2R P D1 (5 B, SRR A S o3
PR Ui AR G E M RE AL

TR LR A SRS . S AIE R ST SR T vCenter BRI KE L
vCenter e BRI L. A5 RIS S L T IhEE

n ARSI HLN

s VPHIPEE AR

7 Horizon Agent for Linux 7.0.0 N EACASE A2 N1 2ki21T. Horizon Agent for Linux 7.0.1 1F
NZE NSRBI T

FERTLAGE FHEA N I3 MR REAUA LS T R B 52 AU LA

n RS RN H R EI TR INRA 2R A HAFS2E Horizon Connection Server H1{&
MU

n MR RN ERE T 2 2 TR N L= AT AT RRAS . I ZRAY G+ 3535 E Horizon Connection
Server O I

E ST R B TR BT DUOR B S UM LESEH T B RRORRAR . (02, A3
TETFOS ARG 3245 HE UM UAB B A AR S RN LB o

AN ST
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% 5-4. AT Horizon Agent FHRRYTTiE S

B B

-A yes EULA F1 FIPS Al JHesz . AT yes A RRARS T248 . QURRISTEZSAL LA IACKR RE N IZ1E .

-a yes|no ARG N L E A S

-f yes|no LRk Bl IR LA (FIPS) 140-2 B NI e Fr. BOIAMEN noo AOCIFANME L, 12 Horizon

Linux SLIZhAER Y FIPS 140-2 #iliik
-m yes|no LG AR R IE SR . BHAMEN no.

-r yes|no LTS SRR S, BOMEN no.

-C yes|no Rk PR E 10 SRR, BRIMEN yes.

-F yes|no L Sed COR X Ff. ERIME N yes.

-M yes|no - Linux FREIFZCZ PR BUMEY yes.
-S yes|no Lk i) PN Y5 (SSO) S, BRIME N yes.

-U yes|no LA SeT USB b, BRIME N no.

£ Linux E##L EH K Horizon Agent
PEnT DL 2 R i A ) Horizon Agent 2714 Linux 1H5AL F %) Horizon Agent.
fiiR s
»  ffiiik VMwareBlastServer Kz T,
Bzt ke, EAORH PR T R I A TR SRR IS, B s S AL,

1 M VMware Nzah s 8 Horizon Agent for Linux 22558 7304, Wtk https://

my.vmware.com/web/vmware/downloads.,

IF “SMARZ AT N, %P1 R4 VMware Horizon 7, Jri4uff Horizon Agent for Linux

LERET o
X 64 7 Linux, 23R T 440 VWMware-viewagent—1inux—x86_64—y. y. y—
xxxxxxx.tar.gz, Hyyy BIRAS, xooxxx 2N ERRAS

2 TEEJWUHREARS FARESE Linux 2 & Ul tarball,
ian:

tar -xzvf <Horizon Agent tar ball>

3 %A tar ball X,

VMware, Inc.

92


https://my.vmware.com/web/vmware/downloads
https://my.vmware.com/web/vmware/downloads

#'¥ Horizon 7 for Linux 53[A]

4 BTN L N %2 —1a1T install_viewagent.sh J{IA,

P

NHEARZEEBNHEHREAZEEM
PR

FHERFE BRSO
REUARE

TR EBAINIARE

B
sudo ./install_viewagent.sh -A yes -M no
BRI AR s R, IR IR L.
sudo ./install_viewagent.sh -A yes -M yes

I 7E Horizon Console H1, A A EANIAS S MER AT ST, A2 AR
BURE Bl — ARG, AOCE LR, WS OIS T Linux (1T 2052 mit.

sudo ./install_viewagent.sh -A yes -M yes

W THJE, TTRAE R IAT S

1 Horizon 7 for Linux it+E#l

SRR AUAL - Horizon 7 for Linux, #X0AZE1% Horizon Agent FHFSRAic 1 S0

(o320

ik VMwareBlastServer JFFE R T, B8 FiZ3E e, AR TSI L ELA TG shi s 216, Bk

H A5 1SS

SR

1 LERRIML EFIT2mE 1, JRR121T Horizon Agent EIAJHIA,

sudo /usr/lib/vmware/viewagent/bin/uninstall_viewagent.sh

AL #2211 Horizon Agent JEFE, M 222 H 5% /usr/1ib/vmware/viewagent Hifilfs: Horizon

Agent JIR S5 FERLF

2 FEMEEALT /etc/vmware H 3 T 1Y Horizon 7 for Linux fid B S

VMware, Inc.
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Linux 5 Y EL B 1%k IR

AT DAGE P ¥ SO 1 5 Phage i, DA 9 5 SOR AR o
ARFEVHE T LA T 30

m  E Linux ST EAORCE PR H & BT

w T AR

m T Linux ST Blast 152 r ]

m ST Linux SRR Fomdl sl 5E ) e 4l

# Linux RELRYECE i BRI
Al PAR S /ete/vmware/config Bk /etc/vmware/viewagent—custom.conf N H, PARCT
gl

1F Horizon Agent [ 2255 i, 22850 B /N BT AR SO config. template A1 viewagent-
custom.conf.template &iil%] /etc/vmware H1, [ItAh, WK /etc/vmware/config H1 /etc/vmware/
viewagent-custom.conf NEfE, ZREFEFEF config. template & iil%) config, J1Ff viewagent-
custom.conf.template Eil%] viewagent—custom.conf, FERICIEH2A I T 10 A A fic B kT .
FOEE AR, N TR S S R AT

fBlan, /etc/vmware/config HHLL AT HT 0 I EJCH PNG #l,

RemoteDisplay.buildToPNG=TRUE

TEFHTRCE MU, FEHT5 1S Linux DA SRR
/etc/vmware/config i) ft B kR

VMwareBlastServer K H AT I & SCLE /etc/vmware/config,

E RN T Horizon Agent it S04 F g & AMRERSR B T USB SEl% % . Horizon Agent fifi J]ix
VB B R T AR USB #4545 141, Horizon Agent if 23X 204 ¥4 15 2] Horizon Client JE1 TH#k:
AT, HREUEFRESH (m) BEFLARIN B ] Horizon Agent §ifi it 5l 14 ¥ 1l Horizon Client ik 5
W Er, i EEd (o) BHUFFLAfE ] Horizon Agent it e i 14 12 1T A~ ] Horizon Client it Sl 13
KPATo
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% ¥ Horizon 7 for Linux 5[]

* 6-1. /etc/vmware/config Hr Al e B 1EIR

IR fEnER

Clipboard.Direction 0, 1, 2,1k3

RemoteDisplay.allowAudio true B false

RemoteDisplay.allowH264 true 5 false

RemoteDisplay.buildTOPNG true uk false

RemoteDisplay.enableNetworkCo  true Bf false

ntinuity

RemoteDisplay.enableNetworkinte  true Bl false

ligence

RemoteDisplay.enableStats true B false

true i} false

RemoteDisplay.enableUDP

RemoteDisplay.maxBandwidthKbp — %%§
s

RemoteDisplay.minBandwidthKbp  %¢%§
s
RemoteDisplay.maxFPS B

RemoteDisplay.maxQualityJPEG A FHMETERE: 1-100

RemoteDisplay.midQualityJPEG Al FMETER: 1-100

RemoteDisplay.minQualityJPEG A YE . 1-100

RemoteDisplay.qpmaxH264 T FE e 0-51

VMware, Inc.

BRIA

true
true

false

true

true

false

true

1000000

256

30

90

35

25

36

i

i FZ0e 48 T B o 1) SR o A B

0 - S BINAR R E

m - A R T A

B2 - (USRI i ) e R S A B AR T 17
3 - (U IR SR B i B s A E A
W E Iz LS R Sk
Bz I LA F ek 25 H] H.264 Z4mid

EHER Ry OCHGREIEBT R IR ) ZOREIGAE
Linux SR )i o g S IR A 215 R 1
FERTLA Linux S20_E A0 FE % Faiide st L S DL
GARUBIRIAIC E i PNG B, zhaganb T
H S ESXi S AU . TIZ e R 45
JTI H.264 Ziht,

WEFHZIET PLLE Horizon Agent for Linux H1 JT]i 22 1]
FREN S TIRE

W 1Ze T VLT Horizon Agent for Linux H i k2%
MEE A RETIRE o

A B2 ] mks H o GH) VMware Blast ol 451
58, PInisE. FPS, RTT %5,

W HZ0E LA E Horizon Agent for Linux H1 s sk 2% H
UDP i 3cHF.

fir VMware Blast 2 iS58, DA LLRHFD
(Kbps) JHhz, By SECUIRAT A IEIGALEE . 0. KERL
A M VMware Blast $2 46l . A 8UEAHUVINT 4
Gbps (4096000).

f8%E VMware Blast 211t/ NIF5E, LT LR
(kbps) NN, Aty T REIT A G4 EE . S0, R
JEIEPLE VMware Blast s 6ite o

TR B AR R o R T A EE S
VI BE o AU T 3 F1 60 2], BRIAME N
FEFD T 30 K

FeE il JPEG/PNG Zihi s mo B g it . =
I T T RN SO B, A=A b
B,

P4l T JPEG/PNG 4 ity st TRl i, T
T B S TR S TR I

T (T JPEG/PNG ity st Ton g Bt . A%
A T W A RO BRI, B, &R D)
o

T SE I A 14 H264minQP (b 251, 122501k
HFCE N T H.264 it Bon e e iR EG T
o NRIZEIXE N KTl RemoteDisplay.qpminH264
EEE{E.
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% ¥ Horizon 7 for Linux 5[]

%+ 6-1. /etc/vmware/config PRI EIEIR ()
Brn| fEMHE LININ i
RemoteDisplay.qpminH264 WMEYER: 051 10 T T 2 H264maxQP k24, 123501k
IR AT H.264 gt fe o e AR B 15T
o N ZMERE I NTN
RemoteDisplay.qpmaxH264 4 7 [1{H .
UsbRedirPlugin.log.logLevel error, warn. info i Z 2T ¥ USB T Al H g il
info. debug.
trace X verbose
UsbRedirServer.log.logLevel error, warn, info iz ik B USB g Ik 55wy H 5400
info. debug.
trace 5 verbose
VMWPkcs11Plugin.log.enable true 5 false false Y ZET N True SSO Thakm HEk AT H & st
o
VMWPkcs11Plugin.log.logLevel error, warn, info i FFZ 1551l True SSO THAEKE HEZA,
info. debug.
trace BX verbose
VVC.RTAV.Enable true Bf false true W B2 T S S FE TSN
VVC.ScRedir.Enable true BY false true WEZR T DL S 2 1 Re i E N,
VVC.logLevel fatal error, info i iz % ¥ VVC AREEYT S H SR
warn, info. debug
DJ&; trace
cdrserver.cacheEnable true ik false true T Z T D a2 R ) % P ) 55 N 2B 175
fio
cdrserver.customizedSharedFolde  folder_path /home/ {5 FHI G 151 AR 2 P X shes B[] (CDR) L2 -5k
rPath A7 MERIAL /home/user/tsclient HskHMON HE
M HZ%,
f5an, Qo test EH CDR LSk
1 /mnt/test/tsclient (A2 /home/test/
tsclient) W1, WZHAIAREE
cdrserver.customizedSharedFolderPath=/mnt/.
O THEMETUER, RS R A A H L
FHIERAI BRI TR
cdrserver.forcedByAdmin true 5} false false B Z I A & P e 7 i DA Rl
cdrserver.shareFolders Il 10 HAth SOk
cdrserver.logLevel error, warn, info i FHiZ0e 0114 1 vmware—-CDRserver. log 1) H &

info. debug.

trace X verbose

VMware, Inc.
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% ¥ Horizon 7 for Linux 5[]

%+ 6-1. /etc/vmware/config PRI EIEIR ()

P

cdrserver.permissions

cdrserver.sharedFolders

collaboration.logLevel

collaboration.maxCollabors

collaboration.enableEmail

collaboration.serverUrl

collaboration.enableControlPassin
g

mksVNCServer.useUInputButton
Mapping

mksvhan.clipboardSize

vdpservice.log.logLevel

viewusb.AllowAudioln

VMware, Inc.

(5

R

file_pathl,R; fi
le-path2, ;
file_path3,R; .

error, info B{
debug

/NT 10 R

true B{ false

[URL]

true Ik false

true i}, false

i3

fatal error,
warn, info. debug
Eﬁ trace

{m|o}:
{true|false}

BRIA

RwW

info

true

RIEX

true

false

1024

info

KX, %
+ true

B

14 FH1Z356 1515 J1] Horizon Agent % Horizon Client 52

SO BAT RN S AR . 51411

® 415 Horizon Client L2 f) -k 1A read Al
write AR, I T
cdrserver.permissions=R, /] Horizon Agent -1
HA read UilnAUR .

m {1 Horizon Client #5211 f 5k AT read A1
PR, ifif% % 7 cdrserver. permissions=RW, |
Horizon Agent (/59X -LELAT read 15 [FIAUE
Horizon Agent JoiE 54 Horizon Client 4 ¥ (Y
read J&I’E. Horizon Agent A AEFZIRE N5 THIAL
R

B AEQTT

m cdrserver.permissions=R

m  #cdrserver.permissions=R ({fl40, B LR
MR Z 25 ED

FRER P 5 Linux S ANk A SR

SRR AN

®m i Windows % /i :

C:\spreadsheets, ;D:\ebooks,R

m A E Windows % )1
iiti: /tmp/spreadsheets;/tmp/ebooks, ; /home/
finance,R

e S M E 2 ST R H E409], ik H &
2318 debug, M23054 collabui FAAUF collabor
RN TR .

FEE PBOE MNP ER 1 f KA o

VEEZAR TP o VT B AE  F A O 2B HL B R AR
Fr R IEM RS anRAS TG, T T A g
PREAE M ES, B T sl 2T
FEE B STEIMEEISE T IR S57F URL.

VEE ZE I L e VT ek B P E S P Linux 530, 24
TEH M ESTE, iRzl false,

W EZETPAAE Ubuntu 5k, RHEL 7.x S A= FRUbR
Y #r. CentOS Fl RHEL 6.x /A TRlbF, A5
WL,

T Z B R T S IR IR D A Ak

Mo

i FFZ e % E vdpservice [ H G250,

TR0 S VPl 28 1
fi: o:false

NI TIEM . 7
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% ¥ Horizon 7 for Linux 5[]

%+ 6-1. /etc/vmware/config PRI EIEIR ()

P

viewusb.AllowAudioOut

viewusb.AllowAutoDeviceSplitting

viewusb.AllowDevDescFailsafe

viewusb.AllowHIDBootable

viewusb.AllowKeyboardMouse

viewusb.AllowSmartcard

viewusb.AllowVideo

viewusb.DisableRemoteConfig

viewusb.ExcludeAllDevices

viewusb.ExcludeFamily

viewusb.ExcludePath

viewusb.ExcludeVidPid

VMware, Inc.

e o
{m|o}: KEN, ZH
{true|false} T false
{mlo}: ;K/:,—EX’ ¥]’:|J
{true|false} F false
{mjo3: KEX,
{true|false} T false
fmlot: RN,
{true|false} F true
{mlo}: ;KEXy %__FF]’:IJ
{true|false} T+ false
{mjo3: KEX,
{true|false} T false
{mlo}: *iXy %H
{true|false} T true
imjo3: FEX, %
{true|false} T false
{true|false} KX, A
T false

{m|o}: family_nam K& X
e_I[;family_nam
e 2;...]

{m|o}:bus—-xI[/
yI].../ port-
zI[;bus-x2[/
y2].../port-
z2;...]

ARIEX

{m|o}:vid—xxxI_ KEX
pid-yyyI[;vid-
xxx2_pid-

ywy2;..]

B

B PIZISE LA FoVFE A8 R % A AT TEAE T

WHIZ BV o VRl AR 1 F bR 5 USB #e4.

Bl mitrue

BEE Za I PAEHIHTE Horizon Client AREZRHNAC 0k
VAT, B e vr ok A e s TE R E . A
BERSARERHUAL B g 2 R T ()5 2R Fe vk HLadE A T
T, AP ZS A Include Tiiskss i,
IncludeVidPid =k IncludePath,

(2 e VB A x5 | N PR R B R 2 SR T
b n] A OIS HID %88 TS
il

T RZIE B vF sl AR L R S A M B 3 (481
s B BB ERE AR PEATIER

WA A AR R A T T

(o 2 0 T VP Bl 5 PR AR B A TR D

VP ZR I DASE || 5k Se VA T USB e i
Horizon Agent %71

FHNZASE TiE T 1) FP R st S s USB et
SRR true, FILAE PRI SRR R Fe b R gk
AT AANIA T E N . A False, FILIEE
FHH A SRR R A 11 W R e e sl ke £ R AN T
[ A%+ Horizon Agent | ExcludeAllDevices
I EN true, J1¥ 2 145 Horizon Client,
Horizon Agent % %1475 &5 Horizon Client #£11 .

M TZ S AT E R HERR e R 51, .
m:bluetooth;smart-card

WFIEIT T A Bhi% RSy, Horizon ¥ A USB 4
BV RRE 240, DA AR 1
WEREEHT T BBy, Horizon Kia AN &
USB K&k R,

O BRINEIUT 2 AE AR bR L,
T TR PR R IX B

T HNZ B T T A2 17 FRHERR (T FR 0 SR kv sl 1R 42
Mises . ABZA 7Sttt R e A F G S50 1
R N R R R

15ign:

m:bus-1/2/3_port- 02;bus-1/1/1/4_port-ff

W Ze AW G ] PR A e e (A R 1D
(RS VAV 11 Ra i< e r=puctl | DIS SSI BY/K
TACAT (%) 1R 1D WA ST,

Hlan: o:vid—0781_pid- *%***;vid-0561_pid-554c
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#'¥ Horizon 7 for Linux 53[A]

+ 6-1. /etc/vmware/config PRIEEEIR (£

P (5

viewusb.IncludeFamily {m|
o}: family_name_
1I[; family_name_

2]...

{m|o}:bus—xI[/
yI].../ port-
zI[;bus-x2[/

y2].../
portz2;...]

viewusb.IncludePath

viewusb.IncludeVidPid {mlo}:vid-xxxI_
pid-yyyI[;vid-
xxx2_pid-

yyy2;...1

viewusb.SplitExcludeVidPid {m|o}:vid-
xxxI_pid-
yyyl[;vid-
xxx2_pid-

yyy2;...1

viewusb.SplitVidPid {m|o}: vid-
xxxx_pid-
yyyy([exintf:zz
[;exintf:mwwl])

Li...d

BRIA

RIEX

REX

i
B ZIR T PA S AT A RS R
4. o:storage; smart-card

i R Zse Tt S L TR T 2 s el T A2 T T )
B O NV 1)) R ANl e N VRS K 7 D S A
AN RE B HAEAC AT o

14n: m:bus-1/2_port— 02;bus-1/7/1/4_port—0f

WEENZR I A & B 48 BER B A= 1D AT EE
[ETR2 <NV 1)) S A il e Wyl | DI el R/ KU LN
RS (%) KB ID g e

fflan: o:vid—***_pid-0001;vid-0561_pid-554c

T HNZZE AR FIFT™ 0 1D AE4F 43 bR o B &4
SEME S USB if. S EINAD
vid-xxxI_pid-yyyi[;vid-xxx2_pid-yyy2;...]
TV IR AR 1D S0l DU TImEACTT (%)
K ID A

~fil: mavid-0FOf_pid-55%*

BEFZ TR AN 7 AT 1D FR B E 5 USB %
AN ARG o B E IR

vid-xxxx_pid-yyyy(exintf: zz[;exintf:mwwl]) .
AIDABEH] exintf Sy e AR TS e
[AHHEER AR, Aol 3EE ID 5, DL
Fitfils (BEWRE) fEkO5. AT
TF (%) 15 1D HPi AN T

o:vid-0fof_pid-

#*%%(exintf-01) ;vid-0781_pid-554c(exintf:01;e

xintf:02)

¥ Horizon A2x F iU S AR WIRHR IO A1, B0
FeE—ANMRE SR (21 Include VidPid Device) 3k
A X T

/etc/vmware/viewagent-custom.conf # i B kIR

Java Standalone Agent {ii i’ 5 X f}- /etc/vmware/viewagent—custom.conf,

K 6-2. /etc/vmware/viewagent—-custom.conf REJELE EIR

T & LN

CDREnable true B{ true
false

CollaborationEnable true B{ true
false

VMware, Inc.

B

eI U S & i sl #50E 7] (CDRY) Lifg.

eI A Linux SAL TR TTEES T2 iR M EDIRE o
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% ¥ Horizon 7 for Linux 5[]

%+ 6-2. /etc/vmware/viewagent—-custom.conf PRIEBEREM (£

P

EndpointVPNEnable

HelpDeskEnable

KeyboardLayoutSync

LogCnt

NetbiosDomain

OfflineJoinDomain

RunOnceScript

RunOnceScriptTimeo
ut

SSLCiphers

VMware, Inc

(=A

true ik
false

true EE
false

true EE
false

B

S TOPAN
HIERM
SRR
H

pbis BL
samba

BRIA

false

true

true

pbis

120

laNULL:KECDH
+AESGCM:ECDH
+AESGCM:RSA
+AESGCM:KECDH
+AES:ECDH+AES:RSA
+AES

iR

P EZ LI LS & AE MR Dynamic Environment Manager 15
il & rp R 1P HEREYE Rl s 1P Mk, SR I%
PR 1P kA VPN IP Mkl dnSiiZaemise e
H false, R FomiP R & 1P Hibk, S0, R
VPN IP Mk,

B IZ I sk S RO SR TR IhRE

i PN Z0e B T A 75 2 Vs ) 28 e X 3 e 7 4 i e
#5538 FH T Linux [f) Horizon Agent 5[ .
BRIy, VR . AR, AR
pig

WUAE T Windows 119 Horizon Client 5z IhfE, 7 H1%1)
AEOGE FF3eiE . JEiE . f@iE. Hib. ®EE. FHPEE. Wik
FRSCRTEE R SO A

T TRZE I A /tmp/vmware—root HER AT H RSSO
A

I o ]

m 0- 2FRR

m >0-RENHEG

TERCE True SSO I, AT DA FHZase ik i 75 AU AL ALk
NetBIOS 7k,

AL e iR 4 BN SR AT U o AT A TR I
I J712:1u4E PowerBroker Identity Services Open (PBISO) &
B39 UEAT Samba BIHUHINAN . AR EIERIEAE pbis 5k
samba, P2 AN o

il FZe LR e UL #T N Active Directory,

W WA ESUSRY RunOnceScript W6l F8 & A U
RENA RGBT IR AR SRS B T LA,
TEREEARSS IF b, FEPA root AUPRIZITIZIA

g, XT Winbind fi#gR 755, AA0E L Winbind K 2ETHE
LI Active Directory, F4Zemiis il — AR 2.,
WA B T INNAS /usr/bin/net ads join —
U <ADUserName>%<ADUserPassword>, fEREHLTERES,
PERG FESCH R N URBIRSFBIN, Kasf Tz
ARPLE re IR Active Directory.,

fF %4 ¥ RunOnceScript eI {BININ ], DAFD Ay
fio

B4, L RunOnceScriptTimeout=120

Tz I AR E = sy . bzt ] https://
www.openssl.org/docs/manmaster/man/ciphers.html FiE X

ks
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% ¥ Horizon 7 for Linux 5[]

%+ 6-2. /etc/vmware/viewagent—-custom.conf PRIEBEREM (£

b} & BRIA B
SSLProtocols YARFR TLSVI_1:TLSv1_2 o P2 AE 24 bl o STRFI ML TLSV1.0,
H TLSv1.1 Fl TLSv1.2,
SSODesktopType UseGnomeClad¥Ak TR EAE ST T SSO N EAAH SIS, A ZERIA
SRR,
UseGnomeFlashback FEABE RIS IRIPR G 2 1, e DR S [ O e
SR, /F Ubuntu 16.04/18.04 5L R E I emifE, Jo
UseGnomeUbuntu WS SSO Tifie, Mk 43, inAeE RHEL.X/
: CentOS 7.x S HEE IS, WS AR SSO iEH
;eMATE N Al BT SR AR
UseKdePlasma % RHEL/CentOS 8.0 fil RHEL/CentOS 6.x 5tffi A~ & 51tk
5, Horizon 7 {{4F RHEL/CentOS 8.0 *fi | 37+ Gnome
I, 4525017 RHEL/CentOS 6.x A ST SSO 1y
T840 T KDE BB BRI E 25 2, Sk
Hie

SSOEnable true &k true VEEZk I PL ) S FH R 5 5 5% (Single Sign-On, SSO),
false

SSOUserFormat SATHE [username] 1 I A RS A T R R GRS 2o BRIAMEH
Hh GHIF#. IRSEFREIRS, FR I, Wk, & ?1‘%\

SR AR, BN P AR TR R
AT, WAZUE T 5 — A RORA TR A T S o B A
OENCIFINN

m  SSOUserFormat=[domain]\\[username]

m  SSOUserFormat=[domain]+[username]

m  SSOUserFormat=[username]@[domain]

Subnet KH [subnet] B B HA LR HT T4 5] Horizon Agent for
CIDR IP Linux (07 1o, URAFAE A TR A: 1P Husk, 1)
bk A TR BT M A HE 1P ik ZE 4% %) Horizon Agent
MM for Linux, #AHEE CIDR IP Muhl ks M. Bilan,

Subnet=123.456.7.8/24

UEMEnable true mf, false Wz A S FE 22 ] Dynamic Environment Manager %

false ABTEms . AU RZ sk Ik o, I Hf i Dynamic
Environment Manager Z{HESRIS IS, Komil g Tixee s
28

UEMNetworkPath SMARTHRF DA I eI N F Dynamic Environment Manager ¢

S B BRI 2 R . IR LT //

10.111.22.333/view/LinuxAgent/UEMConfig,

¥ VMwareBlastServer #4247 — /M4 1kli: SSLCiphers. SSLProtocols #1
SSLCipherServerPreference., 7355 VMwareBlastServer Ji L, Java Standalone Agent X Se T/
ﬂa%iﬁzﬁ%‘% JE ] Blast 2245 (BSG) i, iXUELEIi 0 BSG Al Linux S [Alfdss. 24 BSG #
AR, X LRI SN & P AT Linux S RS
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% ¥ Horizon 7 for Linux 5[]

B RE R
AT DA FTRSAE NS OS50S, TSR R Linux 216 1 USB T2, DB P
TR ISR

BRIV IG5 B BTN RS, SRR A A S B AR e rp USB EENA) . FESUTEN . B9t
HEM % PumIXEh Ry E AT . Web H1 Chrome SCHEHEIRELA K s SEBC S ST M. T 3R
B B Horizon FRESIK AL MMM T, I EL AT AL BOgle e o v IR el o B0 - Bogde e 8 2

VRN EHTN ] Horizon BYRESENS, FIDARCE — ML ESS

P DA I P LS | i Dynamic Environment Manager NI TR LIRS 14 2 O HE—SE 5
IXEE Horizon ZRE XM Flash ZIEATE M . SEAITEIAT USB T rifT . M ARG i E 1
Horizon £ RE MG AE T SEALS | S AR FH, 56 ELmT DAAE e e 2 ik A ol 3

R AR, AT LA AW R R e S A AR Sl . ilan, P DARC B — Ao 11

AV HER AN B e RE SR, ZEH & s s JE ) Dk .

BHERBEAIE R

T RRE SR, 1) Horizon 7 BRELAAN EF5E DK

w A ELE S R RE R I A T PR e AR S T L2 Horizon Agent 7.5 S mihicA A K VMware
Dynamic Environment Manager 9.4 1l 5 =i,

n Pl H] Horizon Client 4.8 Bl M b A £ B B0l ol R AR SR TAT PRS2 Linux ST

m PR DEMEnable 150, FHAAMIE /etc/vmware/viewagent—custom. conf /A& E
DEMNetworkPath Tl 11525 Bl Linux S F AL S/ F e e,

IR P A RE I S L i . 40, 7F Ubuntu 18.04 2% |, AR NFS (Y
2 {7 fiE 22 58 nfs—common #/-4u, AV Samba {745 cifs—utils b,

L4 Dynamic Environment Manager

FL 1] Horizon FRESR I 2 Hllzefs Linux S0 F e s haenuf -, Bt Windows S=A F 2
Dynamic Environment Manager 9.4 ik 55 oA,

AT DA VMware F#; 5TfT N 4, Dynamic Environment Manager 2235827, #45A] DAAE E M Fh A 3
Dynamic Environment Manager ¥ 4544F{17 Windows £.[fi] |- 4% Dynamic Environment Manager & 7
FlE Ly, 1Ht Windows S ¥ Dynamic Environment Manager #5F st &, 40 DL zefE Linux
SR AR R T DIRR AT M o

XF RDS s, AI7ERR A AR 2 1ERY RDS 41 F %355 Dynamic Environment Manager

415 Dynamic Environment Manager A ERAGEE 80, 1520 (LMl E VMware Dynamic
Environment Manager) 4.
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% ¥ Horizon 7 for Linux 5[]

B. B Dynamic Environment Manager
ARG E Dynamic Environment Manager, 7 GE{ T & A o 5 [ THRE G 2 RE g .

% Dynamic Environment Manager, 1i54% ( VMware Dynamic Environment Manager ¥ 5Fg )

P A A TR
Horizon Rt REGIXE

T DL sk 612 Horizon £ BE S IE k4454 Dynamic Environment Manager HH e FEDEEI T Ao

FEATVAON P RS 8 1 G AT SR, ks il 2 A A SR s b FHAR b USB HEE ) MEAUTER . BTIhAR
TEM . &SI shRS A 4T . Web 1 Chrome SCPEERIHAE LA M Be Bic F STl 2R
B3N Horizon Y AESRIAEERIVIRIN I HL T DAE e o uif IRl e . e T P e e sl <
TN TR ] Horizon £9AESEME, DAL E —AMil & £5% . 1525 ( VMware Dynamic Environment
Manager PR ) N NP EC . Horizon ZYRESENE" S8 SRR A1 4

BRI IR P RS S Dynamic Environment Manager N F R TS LIRS 18 B 61— 2E 56
X2 Horizon ZREHRME ] Flash ZHHATE @M . FEpFTENFI USB EE 4T o T i IREA Y
Horizon B HESRMGAE LI AILS S IRIN Y, LA AFE T e vs A ilsr . 1525 ( VMware Dynamic
Environment Manager #5514 ) N80 DTN LIRSS 5 L Horizon FYRESRIE" HTR SE#E ek 4]
E

.2, N Dynamic Environment Manager W/ FEDDAERC ¥ 11 Horizon 4 HE BRI B 278 A T S50
TR 2H SR
& HFEME Horizon BREKIEE N

7F Dynamic Environment Manager /15 X Horizon £YGESEIEINT,  FT LA DTS SE I A= 3 Al A1 JE [ 5%
o lan, SRR I—" 2500, DMLY FTP AL ISR AN B e st [, A 25 & indX slae
HEALIRE,

BN BTSSRI AR Linux SRR AR, AU EL N 2R INE] Horizon FHRESRIE X
Mo HRTASHRRXEES M AR T HARS A, SRR IR R A5 AR D false.

#* 6-3. iEF2 Linux EEMEMEY

& TilH

Operating System Architeacture WA A RGNS o AH AT N Linux,

Endpoint IP address g, IP HHE R SRR E Ve REIN . YERIT AR 2 F B Rl 0, ghRANIZS F B
By 255,

Hig, LA %A Endpoint IP address 5511, @A Fonfilffrs.

Operating system is Linux
AND Endpoint IP address is in range 11.22.33.44 - 11.22.33.54
OR Endpoint IP address is in range 11.22.33.66 - 11.22.33.77

HAr Dynamic Environment Manager 5 Hi7tl & FRES IAISa i 2RO F s B, 1520 ( VMware
Dynamic Environment Manager &2 5F ) «
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% ¥ Horizon 7 for Linux 5[]

£ Dynamic Environment Manager Ffil|i Horizon &gt RAE

#xn] LL# ] Dynamic Environment Manager 5 ¥4 & 7F Dynamic Environment Manager H 61|
Horizon £RETRIG . 7EE X Horizon RETRMSIN,  ASn] DLAS IR B8 SR A= 38 I A 0005 S R 464
AN

» ZAEFRCE Dynamic Environment Manager., 172304 Dynamic Environment Manager A/ i
Dynamic Environment Manager,

n HCKAIEINE] Horizon FHEETRIE & Mo 1S B S5 IN 2] Horizon 7 HE JEIE & S o
" ff /etc/vmware/viewagent—custom.conf X {|-H1 3 H] DEMEnable 15, J{/i’ Bf DEMNetworkPath &
Tilo W2 PE Linux SLIANFAORC S SCH A B e I

HE BRI, AT BRI s ORI RR IS e, 16 20— 8, Uil Dynamic
Environment Manager 5¢ 5 EIALER, R P AR 28 e 21 52 s M S 1 o

RERTUA AT B AR SR, SRA2 ) A A Tl B AR e USB EETA) . RERUATEN . Bt
HEM . & PisIXEh AT E AT . Web H1 Chrome SCHEHEIRELA K Y Silc S ST R T 3R
S E Y Horizon B RESRIS /LGSR ], I HLAT DA BUgde e v IR BT . e P B e 2 &
VRN RN T] Horizon BYRESENS, FIDARCE — ML RS

PRI DU AR e T P LS | 5 Dynamic Environment Manager B 5 LR 14 B 0 i BU 35
X2 Horizon ZREHI 21 Flash Z8HATE R . SERATEIM USB THE AT . TR ER
Horizon e SRMSAE LI EAILS IR Y, 5+ FL AT DATE FogE e 2 vl Al il o

17 5%f# | Dynamic Environment Manager £ H50] & 1052845 B, 1520 ( VMware Dynamic
Environment Manager & FI5F ) SRS,
$Ig

1 {f Dynamic Environment Manager FFRix i &b, b5 BRI A3 0 G LR, sl ke
THEAIRBRE I DU TR LA 15 2 61 R

AT Horizon ZHREHRIGE X (QIRAT) 28 R~7E “Horizon ZYREHIK” s,
2 Jc¥f Horizon FHRBSRMG, SR/ L QIR G T BT RE SR
3 EERREEIR, JfE SRR R
a fE RS ERTNERRSCAMES, N ARSI AR
Bildn, WERERE RIS SRR Pk IX e FE AR, LUK e sk 4428 CDR.
b & “Horizon ZAESMG I E" H5r, WebRB S/ R e sk h i M s I DR AT i
T2 N I AR LD RE
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#'¥ Horizon 7 for Linux 53[A]

4 NIRRT RE RIS TR Linux SETEIFT SR e S
a RPN, RN, RSP R R GRS
b K E N Linux,
Operating System is Linux

c P, SRR IP kT
BRI OL N, Ko5in AND G257

d AE “Ui il 1P HBHE” REHEr, S P S, SRR R
PAN Se et A il

Operating System is Linux
AND Endpoint IP address is in range 11.22.33.44 - 11.22.33.54

5 BRI ARSI .
Dynamic Environment Manager 21F F R Fz ok T 42 B e A2 S A AL FE Horizon 24 AE T

Dynamic Environment Manager % FEETRE Sl 2 MR 7 BRI A HE 2B E RIS . Horizon 5 HE SR K%
TR EoRAE “Horizon FYRETENS” Bk H . AR REIRI A BN, M AL PR AR RE SR mE B R i
Jed. BN, GURIEH—A%0 Sue MIRTRESRISNT %428 Sue IR USB FEml, RN EAT B—1%
“Jy Pool fHIETRESME AT £k Ubuntu1604 (153 2% USB FiiE A, NIFE Sue i%E42%] Ubuntu1604 ST
PRSI, K2 T USB JiE mIIhhE .

i& AF Linux £ HEH Blast & RHI

(TN covm 2 A1 R RN | E3CIin = S ONE Ca R Pk N: o el e B e s R e e e S
Fr— S0 RS

VMware Blast Extreme 1B E =6

VMwareBlastServer J H AR R E S /etc/vmware/config.
K 6-4. /etc/vmware/config Y Blast fit B &R 61

i
2R B B3 LAN  LAN £ WAN 55 WAN  WAN Ak
R RemoteDisplay.maxB 1000000 1000000 1000000 5000 (5 2000 (2 1000 (1 Mbps)
andwidthKbps (1 Gbps) (1 Gbps) (1 Gbps) Mbps) Mbps)
I K FPS RemoteDisplay.maxF 60 30 30 20 15 5
PS
IR RemoteDisplay.allow  TRUE TRUE TRUE TRUE TRUE FALSE
Audio
WoRIE (JPEG/ RemoteDisplay.maxQ 90 90 90 70 60 50
PNG) ualityJPEG
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#+ 6-4. /etc/vmware/config Hff) Blast BEEREIRG] (25

i
BETZHR 28 B LAN  LAN T WAN 55l WAN ~ WAN
HoRE (JPEG/ RemoteDisplay.midQ 35 35 35 35 35
PNG) ualityJPEG
LR (JPEG/ RemoteDisplay.minQ 25 25 25 20 20
PNG) ualityJPEG
SR (H.264) RemoteDisplay.gpma 28 36 36 36 36
xH264
TR (H.264) RemoteDisplay.qgpmin 10 10 10 10 10
H264

EATF Linux £HEAIE P iRIEEN38 8 E miEm sl

flied
35

20

42

AILARC L % sk sh #% FE 22 1) (Client Drive Redirection, CDR) #E0il,  PARfE A AR e 5 S-S B )

PRI AR Mo Linux 53 i i 1m] o
AR /etc/vmware/config AP INSS H K B CDR #'H .

DA MBCEDRBIZEE T d:\ebooks H1 C:\spreadsheets U3k, FUXIANSCAIAREBIN, FFAR % P

T Lk

cdrserver.forcedByAdmin=true
cdrserver.sharedFolders=d:\ebooks, ;c:\spreadsheets,
cdrserver.permissions=R

VL FoRpI, aEEsS “,” T ebooks Fll spreadsheets )&, VARG IEHAAT 6T

cdrserver.sharedFolders ZEI 0 S AT “R” B izi& B A IR AT A SCefk .

U R E(E T /home/jsmith K-k J5, ebooks fll spreadsheets SCf-Jet &k i,

cdrserver.sharedFolders=d:\ebooks, ;c:\spreadsheets, ; /home/jsmith,R
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fIEEMEE Linux 2E M

T Linux SEAWLDA FE R s, e S Linux R S it o
1 1T Linux ) Horizon Sz43: DL I 5 [t 26780

» 7 vCenter EAUALINT Bh R I

L= E Bt S D T

w AN SRR SR

0] vCenter HEMINUNT-A) LI, EBUERFA B 25 Horizon Agent. SAJF. (i EREIR %
ST O S B DR B S, BTl AL, 250 Linux ST RSB K

LV A B e R v PR T, AUAAUE Linux FEAUAUBI 122358 Horizon 7 Agent. X5, (R IR55#%
S O A e SR AL

SRR ST B A, A E T PBIS Open B35/ Linux FEFHL_E 22 Horizon 7 Agent,
FEMH O EE— MR . SR, R IR S5 we s it G 2 ) 5 01 B v P I Bl S T i o

AREEPHE TUA N 38

m  OIELE T Linux (OFah st

s FHH Linux SLHIE

w QIS Linux (1 H 80 5C 8 v 5 1
w OGNS T Linux RIS GOl sh s i i
s I PowerCLI 752

flIEEATF Linux BFEmEit
(TR0 Linux JE B LOIEET 2 8L .

PUNEARERGE T EET Linux FOTFE ) A B A3 I PO . B GBI F Bl B 25 L, i
%1% (AF Horizon Console M1 & FEHLALIE )

RIS

m  HHIATE Linux 2 HLHEE RS FE 223 Horizon Agent. 152 [i7E Linux [EAUAL F 224 Horizon
Agent,
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% ¥ Horizon 7 for Linux 5[]

s fAIAEE VMware vCenter Server 7512 Horizon Connection Server,

TR
1 {f Horizon Console 1, ZsinT-ahsimib,
PEPETE IR > 5L > 0.

T HZLER A S FIN G Windows A Linux FEAUATL,

i SIE il

wEFEH vCenter Server FFERHA I HA I, SRa Hd T —2,
s TN LR B FsF s P i, IF e T —3B.

F IR SR s Bl .

fE SR E” Ol b, Bl R,

a h~h W DN

prinlil BB

L UNTENS VMware Blast

e Pl &

3D B2 #11] vSphere Client 58 (i} T 2D 5k vDGA 52> 1 NVIDIA GRID vGPU (it T
VGPU %D

T PAECE X E . N, ATRETCEEE R R, R B R O 2] ST R

6 GG, RAUH USRS b AL, 7E Horizon Console H1, wePesifiit, %A >
ENIRAL,  SRIG A I P k4

I, Linux BEUMUE U AE 25474 Horizon 7 3B R F/E e AR s

8 Linux 2@t

T OIEET Bt F T2 R AN Linux ST, T DURRC TS —SE R B B T B LA, A
44 Linux % POLERE S G50 e T 3hs i, Sl 437 Windows 11 Linux % SHLERE 545, 1%
Zitb Ay Windows i1, I IG5 Linux ST
BTRIRIEX
= AR ST
BRI
= BRI
AT LA Horizon 7 WEZIREIUNL, B MR FR IR FEAUA Lo
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% ¥ Horizon 7 for Linux 5[]

iR E Sy
K71 EZEEE

VEAR ST IR SRS B NPUTETHL R
m ARG ZAT TR
m fER
m X
Wr T e A 2t [ vl
L BNV
m noEra
SOV AL 2
5
RUFHAMAFRINE P s ashamy n 2
g o

T R AN B A DAL (T -
e M AL "

huy it

Horizon Console ##{EX
. BRI

RIS

LI EN VA ER [V =bm) C ]

n REAHE

KT s, AIUAB IR A B L P 0Bl o AN BAT e, it H Horizon
PowerCLI Cmdlet,

m  Update-UserOwnership

m  Remove-UserOwnership

T B ESCR R BRI o X R AU £ SR It O I AR R R R TR B R

wE bl

NN VMware Blast

RV SEEDY &

3D LHEE m  fiiff] vSphere Client &2 (i ]- 2D 1k vDGA)

= NVIDIA GRID vGPU

HRELZER, 172k (VMware Horizon Console FEHEfER ) SR,
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% ¥ Horizon 7 for Linux 5[]

fIEEAT Linux HEI SR EIEEmit
FSATDAY Linux FEaLOTEE [ 3he B M, OV F e s s LS 4 ATLLZE Horizon 7 (52
FBs Linux BRI E e 5 o

PUR R T A3 T Linux 10 H 8h5¢ 4 v b S 1 A B0 £ B OE ] . A5 B 8t H ah5e & Ta P L i
W25 E, 1525 (fE Horizon Console HIEEREILRTT ) -

RIS

m  HIALE Linux & FHERPE RS0 FE 223 Horizon Agent. 152571 Linux B2 |- 22255 Horizon
Agent,

n  ERATHEMWUERE L B, AR O RERTRE T RO U . 1§53y e Linux 5L TS LB
it

n QEREIE R Winbind fiih 75 266 Linux BRI Active Directory, AZITERE UM UAR 5 i
Winbind fift 7 Z 0 o

n  URAEAE R Winbind iy 58, SIFERERNL Fasf T in ey 2. Kz S-S 7E Shell A, JIf
1F /etc/vmware/viewagent—custom.conf H1457E 2] Horizon Agent %151 RunOnceScript HIHIANRS 2, 47
FKHLER, ESHE Linux S _EAELE SCPRHA E 2T,

AT vCenter Server 1% Horizon EH IR 55 4% .

1 BIER S HLEE X,

20 (vSphere HEUNUETELER ) SR “ft vSphere Web Client Hi2jy Linux G5 F & XU
o QUEERITEIN, BAREIERRE DL MEHE .

WwE =1

HFRRERIMLERER S Linux

TR IR

I FBE Horizon 7 PRI
DX [ TIPRIE PR 2% 3 2

1: DNS EI=JAEE S & 8 08

T AR PHIRIER S HEX KRN E L5 B, 520 http://partnerweb.vmware.com/programs/
guestOS/guest-os-customization-matrix.pdf,

2 {f Horizon Console H1, #sJIH BhE b
VR > 5= > B,
3 EEEEBIREmEM, RGP,
4 VePRSREERINL, FTUERE vCenter Server 540, ARG LT —3.
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% ¥ Horizon 7 for Linux 5[]

5 SRR e
a f£ “WRIMMBCE” UL, RE RN,

ginll B

BN R VMware Blast

FevE R B s

3D £z i [ vSphere Client ¥ (4 2D 5 vDGA &) 1 NVIDIA GRID vGPU

T vGPU LD

b BB RE, &R &k,

HETH i
FERELIR TEINZIR,
R 34n, FEE LinuxvM-{n},

TR AZHRIE LAN S it T e T
RIS E
m ST AR TR
c IR, kKRG EE vCenter Server 1% .
Joik#kid vCenter Server 1414 :
1 ik
2 ERWCRALE
3 EMLEEEE
4 B
5 BdEfetk

6 GRS, BAUT s A s A L. 7E Horizon Console M, dePesdffit, Ay >
%Mﬁﬂ,%EﬁM%F%ﬁo

7 EREE I Linux EEHLAS YR,

£132:& AT Linux BB 5 fEi2 3h £ o it

PR DU A NS ER A S, S Linux BRI LG ERBIN va i sl st . GBI 5a By ah S it s
AIPLKS Linux FEHIALHPE Horizon 7 3555 Fh e R SR 11 o

1% HT Linux 1) Horizon 7 fRFE{ {2545 Ubuntu 18.04/16.04 . RHEL 7.1 sk % =i A . RHEL 8.0 5%
SLED/SLES 12.x ) &% | S F B vl s i it

B A Linux S @1 BIN pe s b A SRy vGPU EIEDIRE o

DU S RRERAE T ON3ET Linux R BIE 5 s 1 A C B AP 4 B O AE I o A S 01 e B o oA s T b ) B 22
{85, 1HZH (7F Horizon Console M1 P REIISLI ) -
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% ¥ Horizon 7 for Linux 5[]

RIS

£

AT FA(E vCenter Server G IINIFNZ%E Linux AERZNP R, B LG E, nShaiE
MEIMTT 2238 Linux,

TR T PBISO S5 iikfigck 15 55k Samba Winbind AU ZhAEEST T AD LERG LR, HEH %
BE, WS PowerBroker Identity Services Open (PBISO) S5 iFskfic i Samba [T a1
)\ [e]

# ZMiz T RHEL 8.0 19 Linux HEAUA L G ED I vop 5L, 15 ) Samba Winbind BiALIIA T
AERIAT AD T2, ] PBISO S35k RHEL 8.0 FEAUA AN S 45 BV RS T B S 1 7t

M3 Horizon 7 Agent for Linux fUZ235 08, B L5 R, 1S M Linux AU 2225 Horizon
Agent,

T fi#diF VMware vSphere Web Client S 2L IR Linux SERWLIAE R RD S, 1555
{vSphere H.& EHEFE - VMware Host Client) H111) “YF VMware Host Client FRJ# R B 354,

AT ¥+ vCenter Server 75 1% Horizon 45k &5 #%

AE—23E T Ubuntu 18.04/16.04, RHEL 7.1 &k 3 =ilkK . RHEL 8.0 5 SLED/SLES 12.x 1
Linux KEFUHIL (VM)

ﬁ%ﬁiigﬁ,%\, lﬁ Z IEEI/B\] i qu’fﬂuﬂ: é( i Linux,
FEHILL R 44 4E Ubuntu 18.04/16.04 1HELAL I T-2)%2 Open VMware Tools (OVT):

# apt-get install open-vm-tools

TS B R R TS AE RS Linux THEL T AR .
& Linux 3 & B FT 75 A A RORm £,

THZ: %% Horizon Agent IARHIIG T iR 245 B

1F Linux [ERIPLH4%E Horizon Agent for Linux.

# sudo ./install_viewagent.sh -A yes

AXRIFAEL, 1HSFE Linux AL E 2 Horizon Agent,
¥ Linux [ERUNLS Active Directory AHEEAR .
L] PBISO St 55, iHHITIA NP EE:

a M https://www.beyondtrust.com/products/powerbroker-identity-services-open/

1% PBIS Open 8.5.6 ml B mfi AN, F4e e 2411 Linux FEAUAIL |-

# sudo ./pbis-open-8.5.6.2029.1inux.x86_64.deb.sh

b ] Linux 5 Active Directory 5241 “PowerBroker Identity Services Open (PBISO) 1y
ESuE” S hiofE e, ¥ Linux BB Active Directory AHEERS .
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% ¥ Horizon 7 for Linux 5[]

n i [f] Samba Winbind ALIIAIIAE, i57E /etc/vmware/viewagent—custom.conf XAHIE
OfflineJoinDomain % & & Samba.

F ST Samba Winbind # RHEL 8.0 FE 15 Active Directory AHEE ., 730, BRI 7ol
17 S S B B S A
QB USINNTDAE, AUIF /etc/vmware/viewagent—custom.conf SCAHUEL
OfflineJoinDomain I E N none, 750, B v fA77 shad it i) 6 220 e
6 15 DHCP JIR % #r A #5%] DNS IR55#%, 150 Linux AGeHEE —1> DNS k%55

BT BN PR BN s SN I— TR R PAPA S5 B Bl o 75 1) IS S B R AT LR DT P 5% 1 i
W, AW USAR TR IEGE R RS TR (B0, DNS Ik$sws) #B%E%. PBIS T — N HRM
DNS IR %575, HAZAZ /etc/hosts W FQDN i, 4 7l 7E [A) v B ST LS DIDET I £5 1E il A s
ZJk DNS RS54, AIE Linux RTHRE —> DNS kg, 141, & Ubuntu 16.04 R4,
T1H AT /etc/resolvconf/resolv.conf.d/head - ZRINPL N Tk F5E DNS IR557%.

nameserver 10.10.10.10
search mydomain.org

7 O QRAEREYE S Linux VDI BRI PR ERAY /ete/Fstab SCAHER I NFS 253500, 518 HLA
ARz —.
m  {F /etc/fstab HFshN “soft” Frid, -

10.111.222.333:/share /home/nfsmount nfs
rsize=8192,wsize=8192,timeo=14,soft, intr, tcp

n REARYE Jete/fstab i “soft” Fricd, BECEEAE T Linux FRAUAIBME TR E /etc/
fstab, AP E— D FHUAKEE /etc/Fstab X1, 4K H ClonePrep T H48/E I AL
Ko HRHEZAEE, 1525 (VMware Horizon Console #HE4EFS ) SR,

8 XM Linux ML, SRJT k1] VMware vSphere® Web Client ] 2 < LR Linux FEAUFLIE
PR QU =

152 (vSphere BLE& FEHEHE - VMware Host Client) #11) “4F VMware Host Client Fr 1k i
#B53, DA TS B

9 £ Horizon Console H1, NiIH BRI
VR > S > 3.
10 EFFEFEREEM, HFRET—25.
11 PEECBIRPpE, st vCenter Server 5:f5l, JRE ¥ F—3,
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% ¥ Horizon 7 for Linux 5[]

12 RSP R el
a HIERM, & E RNl &,

ginll B

ERER =Sl gvin i

HIERNELEE =Sl gvin i

RN H45E Horizon 7 {EFT AT SRR A PR FTIERTZRIOEA, ST — e —4
5o B, FEE LinuxvM-{n}.

THEIRARE R A AU E A

% (BHTFFRIR) HHEHE TR PR R ) S R A LSO

B EERT A T EDL USRI ARSI 68 Horizon 7 14 $5 7R THEN IR B R3S PR e O U LT

b IRy, U E PSS e P B VMware Virtual SAN,

c BRI, feeikE . AD BRsANAE TR N UG LA T IR AT H 2 SOHAS,
BEHEHET /e ClonePrep SeH Lk [F20 G AN, #ffiX SeiAN T /var/userScript Xk
B, U root A, IR SCHEABRIZE R 700,

1E Horizon Console 11, g fE AN 2 J5, nl DA e PEE B > AR &G X Ee s [ )
*ILO

AIEME, NFAZBEAE, 15 AR R G ok - vCenter Server 15 BHR RS AR A H TR
TGN vCenter Server 15 AL, MLAAU AN ZS, SRS ] 24 piy (g g T— R e 5
BAE.

RETE

B P Inb AR . 1520 (FE Horizon Console M B FE S Y il Al S s s il

{XIE PowerCLI 2

T ERE IR S5 234K Windows S 1f]_F P T8 AT HE4T-5511) Horizon PowerCLI ecmdlet t 7] DL 1T Linux 5%
18

tIEFHEEt

Add-ManualPool -DefaultProtocol Blast -AllowProtocolOverride $false —threedRender usevc|vgpu -
Pool_id <pool id> [more parameters]

AT Linux 520, AEEHEDL MR A
m  DefaultProtocol Blast
m  AllowProtocolOverride $false

m  threedRender usevc|vgpu, X1 VGPU 5i[fl, 15ffiH] —threedRender vgpu, X T~ 2D/DGA i, i
{#if] —threedRender usevc,
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¥ Horizon 7 for Linux S

il
I EAL (VM) LinuxVM-01, 61—/~ #4 LinuxDesktop [1J7F-5)) Linux St
Add-ManualPool -DefaultProtocol Blast -AllowProtocolOverride $false -threedRender usevc —Pool_id

LinuxDesktop -Id (Get-DesktopVM —Name LinuxVM-01).id -Persistence NonPersistent -Vc_name
myvc.myorg.org

N ERALEAEL LinuxVM- TEKIORHA RERIAL,  Q1E—4~% 4 LinuxDesktop 1) % 1] Linux vGPU 5

T o

Get-DesktopVM | Where-Object {$_.Name.StartsWith("LinuxVM-")} | Add-ManualPool -DefaultProtocol
Blast -AllowProtocolOverride $false —Persistence Persistent -threedRender vgpu -Pool_id
LinuxDesktop

m  GHE S RHEL 6 x64 [EAL, T 5) Linux 5B LinuxDesktop,

Get-DesktopVM | Where-Object {$_.GuestID -eq "rhel6_64Guest"} | Select-Object -Index 0 | Add-
ManualPool -DefaultProtocol Blast -AllowProtocolOverride $false —Persistence NonPersistent -
threedRender usevc -Pool_id LinuxDesktop

tlEEExIEa K Eit

Add-AutomaticPool -DefaultProtocol Blast -AllowProtocolOverride $false —threedRender usevc|vgpu °
—Pool_id <pool id> -Vc_id <vCenter id> °
—NamePrefix <VM Name Prefix>" °
—templatePath <Virtual Machine Template Path> °
-VmFolderPath <Virtual Machine Folder Path> °
—ResourcePoolPath <Resource Pool Path> °
—dataStorePaths <Datastore Path> °
—customizationSpecName <Customization Specification Name> °
[more parameters]

KT Linux S, AZEEHELL N 2 DUAE .
m  DefaultProtocol Blast

m  AllowProtocolOverride $false

= threedRender usevc|vgpu Xf - VGPU 3 f, 15 {li/{] ~threedRender vgpu, X1 2D 5iff, 5]
—-threedRender usevc,

<l

Add-AutomaticPool -DefaultProtocol Blast —-AllowProtocolOverride $false —threedrender usevc’
-pool_id FullClone-Linux °

-Vc_id (Get-ViewVC -serverName myvc.myorg.org).vc_id

—NamePrefix "FullClone-{n:fixed=3}" "

—Persistence NonPersistent - deletePolicy DeleteOnUse °

-VmFolderPath "/LinuxVDI/vm/FullClone" °

—ResourcePoolPath "/LinuxVDI/host/LinuxVDICluster/Resources" °

VMware, Inc

115



¥ Horizon 7 for Linux S

—templatePath "/LinuxVDI/vm/LinuxTemplate" °
—dataStorePaths "/LinuxVDI/host/LinuxVDICluster/datastore" °
—customizationSpecName "linux-spec" °

—maximumCount 100

RN B IR R it 182
. ZAUH mydomain.org (13 1 F14H1)51] LinuxDesktop.,

Add-PoolEntitlement —-Pool_id LinuxDesktop -Sid (Get-User —-Name "domain user" -Domain
"mydomain.org").sid

» M LinuxDesktop H15%4: mydomain.org 35513 ] P 4H 1104524

Remove-PoolEntitlement —-Pool_id LinuxDesktop -Sid (Get-User —-Name "domain user" -Domain
"mydomain.org").sid

BRAPSESTRAKEBPRELN, HMPEEREAF
w s myuser PR T ALY LinuxVM-01 [

Update-UserOwnership -Machine_id (Get-DesktopVM —-Name "LinuxVM-01").machine_id -Sid (Get-User -
Name "myuser" | Where-Object {$_.cn -eq "myuser"}).sid

w K myuser PN TR ST LinuxVM-01 FEAUALH 2R
Remove-UserOwnership —-Machine_id (Get-DesktopVM —Name "LinuxVM-01").machine_id
sy Al

R mERE

» M myuser [F)5 2 TE RS,
Get-RemoteSession -Username "mydomain.org\myuser" | Send-SessionLogoff

H XA PowerCLI ecmdlet [UFE 215 5., 115554 (Horizon 7 fEH8F ) Wiy “fdi 1] Horizon PowerCLI
B,
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AFEBIE T LA

»  Linux SAALEEENLE

m  Linux ST

m Tl Linux SEHPHEHLGIE R TR

m I Linux SR B PowerCLI I N\ SC2E

m T TR Linux RERBLI RIS

n TR BRI AD S Bl

m  fifiJf] SSH ¥ el AL Active Directory I A

m TR S E 3 Linux BRI R B

m (1] SSH R E SO A Linux FEARIATL -~ B IZR

» A Linux S AL ETH Horizon Agent #7545 PowerCLI i
m  fifijf] SSH 7F Linux ML T4 Horizon Agent (1) < BIlJEIA

m A Linux SN E S TEAER R BIIIAS

Linux RE#MEHPEZHR

s Linux Tt Fid K LD B nRGTH R 2 s, AT LAGE T PowerCLI IAIACK H 2)
SERIEEE LB,

TR, AR DA BT PowerCLI 5k SSH 75 Linux THRAL F A Tar4 o FRAG T IXPIMI AR
DAY
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PowerCLI SSH
TCAFLBHNT H m T Ubuntu, EFEE# 754 sudo apt-get install openssh-server %

4L SSH IR 5575, X1 RHEL #ll CentOS, openssh-server j&ZRiAZREE), (HA
AR KRR VT SSH.

B BT SSH % um HFEFF pscp.exe Fl plink.exe, JFEEAIN
PowerCLI JEIAE - [il—/3ff-Je.

RSO A S A TR R SO A S T TR R R
S pE It ESXi FALIE B 5 NAREEAL ESXi THURETER BT

115471222 Horizon Agent [MJHAINTE:  7REIS1T 11 T4 Horizon Agent [ JAAKIN FT AL B G i FR KRR IR 747, kAl
AEFRAE IR U IR R AT, SR B T T AT T IS BEASIN AT LA T AD I i H R R A

TN BHIAI JCEEAL R AD I Frasshid it

SRFRT o

# 3T PowerCLI [HJHAFIEL T SSH (1A A PLALEE vCenter Server £ DA Linux G5 FH D155 h
Mk 715 . 35T PowerCLI [FIAIE Al DLALFE ESXi AU HE RS b s ok 715 . A FRra TS T,
YA L ST o
4% vSphere PowerCLI [T £(% E., 1550 https://www.vmware.com/support/developer/PowerCLI,
Linux SRt s o Bl M UL R DB
1 QIR WU EAE UL 2255 Horizon Agent.

HE R valE Linux S AT G R .
2 QIEE AL E X,

1152 (vSphere [EINUE TR ) SR “7E vSphere Web Client Hi2h Linux 6l 5 2 X
7 o GIEEEER, BRCRIEIERIRRE DL Mk

wE LT

AR RILRER S Linux

BE IR R

I F51E Horizon 7 ¥A55111
PAZX B T HIbRAE RIS

7= DNS PR AL

T BAXEPHIRER S HEX XHRNE LS, 520 http://partnerweb.vmware.com/programs/
guestOS/guest-os-customization-matrix.pdf,

3w
S BT VOl Linux BRI A~ BIEIAS .

4 GARERE RS2 Winbind filth )y 58, iR BRI Active Directory (AD) Ji, #R] LAt DA
FoRBIHA IS TN S, s F i 1] /etc/vmware/viewagent—custom. conf Hf#] RunOnceScript
BT RN L ECED -
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HZ TR e R RE MU AD S R UIIAER ] SSH R re BRI EEMUAN Active Directory
l'j(rl/‘_J/J\/fz]—lJ \ 7IK0

5  HHEMWLA AR

TS F TR S0 32 Linux BRI s BIASER 6 SSH RS B0 32 Linux BEAUBLIY
IR

6 BIEERImM.
2RSS T Linux F2h5L i,

BHIRPATITH IR <A BRI R S B ER RBIEIAS, S B4 Linux AL FAT
PV RIS . 1Z I AT DI vCenter Server Filliig e AL,

Linux £mEtEFH FKH#E %R
HER T Linux F2hsa i B R LA, 4T A ] PowerCLI JIASSK [ 150 L R S8,

HEAFRZERE

TERASE AN R TN L SR ZE AL, B H BT A, KT Horizon Agent |

H B A BN, T R 4.

 WISROREARSZ A REAUNL, AT DA R 1R R 1

n  WURMARS A BRI KBS UL, AR 1 s i o O s . AXEZE L,
HZBTE Linux FERIAT_ET1-4% Horizon Agent,

HEARZERA

TR TR RN, B Pk —.

IE: Eiiip%
TERARE L, 2Rk T HUHY Horizon m HSEE RIS S NI R U B A, BRAE R B R v S
Agent H-AI THERSE (BIATNFS JlRES@ L.
B EEEAUS, View Administrator HTRES L D EEIIN LIRS . A2 3T
PIRBIRSKEBEE.

ff AR BITHREIAR, #49i1 Horizon Agent FH PSRN B SO R R
FAEBA RN s T a4 .

ATEE Linux SE TS 18182 E LR
TEPATHMRE 2 B, A0 ST AL T BB
AR &4

m BIAEAOERE T E ST RE Linux SEIAAHSCESKR . 1555 Horizon 7 for Linux [ R 400K,

m B AE vCenter Server MR MNURIZ R FHIURIE AL BR, 125 (4 Horizon 7 ik
LRSI ) SR “UEERE & R
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SR RE R BoRaR 0T B A7 (VRAM) . 1525 2D EUEIREIINLIE .

m HOR AD SRR, WSS 3 75y Linux S Active Directory £Epl,

m  PORTE Linux 203 Horizon Agent [12PEE, 250 5 7% %% Horizon Agent,

m QURTE, 1R Horizon 7 Fit B SCAHRC BT BR . 1S BUEE 6 T Linux SL(AIMC 2
w  WURGHTEREEIY, B ER, SR 4 55 ) Linux S = A2,

1 ¥ vSphere Web Client 5t vSphere Client 1, AJ@ugrRERIAL,
2 il HE X BT,
a LEREREUNL KR REHRERE.
b f5E vCPU AT AR/,
T Linux 73 & B2 25 m rhif) vePU B30 A A7 R/ INE I
#l4n, Ubuntu 18.04 457E i % 2048 MB {771 2 /> vCPU,
¢ PRI E Bonar BeR AT AE (VRAM) BN

WFAE ] 2D BERIREAUNT (] VMware IXEIFEF) , 157 vSphere Web Client 1% 5 vVRAM
K/No VRAM [k/NkF vDGA ik NVIDIA GRID vGPU 11541 (f#i)1] NVIDIA SXEhFE7) a5
M

B 2D PRI EAA L S T AE I . 152060 B A7 T R RS
3 ATTREAUALA LRI 225 Linux 73 & fd.
4 OIELA root BRI TP, 540 ViewUser, T XTI 225 FiI%, Horizon Agent.,
5 4l /etc/sudoers HAIIAT ViewUser ALL=(ALL) NOPASSWD:ALL.

i /etc/sudoers HAISIHAT, MITCT M EEGEDL ViewUser 55121 T sudo, 4l iaf TA R
PEHLR R BIIIACK 225 Horizon Agent 1Y, 520K ViewUser f87E Wi

6 1l Linux 2> & fUi& RHEL, CentOS ik NeoKylin, 154t /etc/sudoers JERPILL T 1T:

Defaults requiretty
Defaults !visiblepw

7 W% Linux 43 k942 RHEL/CentOS 8.x. RHEL/CentOS 7.x i1 SLED/SLES 12.x, 11435 VMware
Tools,

A OL R, RHEL/CentOS 8.0, RHEL/CentOS 7.x 11 SLED/SLES 12.x (1422255 | Open VM
Tools,
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8 2L E AR A
a1 Linux 43 & fia1 71X Open VM Tools AL T 9.10, 1'% deployPkg #if: .
http://kb.vmware.com/kb/2075048 H& At T HAR K18

WER Linux 73 4 42 Ubuntu, 52 LA N RITR B SCERERAE BEREAUAT P 2 S FIC B R RS0
.

O]

(o

m AT Ubuntu 18.04 Fi1 16.04, 152 M1 https://kb.vmware.com/s/article/2051469 #l
https://kb.vmware.com/s/article/59687,

T Ubuntu 18.04, FHiEZ MR A SCEE https://kb.vmware.com/s/article/56409,
9 T RHEL 1 CentOS, JiTIM&kifeits “HahiER” .
10 4T AD HRRCBEE,
1M HATPEREEIT.
12 %% Horizon Agent,
sudo ./install_viewagent.sh -A yes
HS R 5 i 4%t Horizon Agent,
13 {ifi /] Horizon 7 B¢ B ST HABRC L
14 SCHIREUNLIIF BRI

ATFEE Linux EEBTREI PowerCLI BIZS B3N 3
JHT-#5% Linux 52119731 PowerCLI A3 — AN 2 S RALE B IS NSO
ENSAIZTN csv, HPEEDLMEE:

w RARERALSARR

s RIS IR

n  EPHLEEXE

w SRR ST B

w  JEERIIHSIALTY ESXi Server

LI R 2 SR £ GRS P s
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DU R R TR ST B ST N A

VMName, Parentvm, CustomSpec,Datastore,Host, FromSnapshot,DeletelfPresent

1inux-001,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-002,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-003,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-004,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-005,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE

FERBIEATR, eI NS PRN CloneVMs . csv,  FHHLZ SRS IIAA T[] — ke

BT %=IE Linux EHRHLEREIHZA

R A S SCRIE FHDA N /s BUIACK e AT B AR R UL (VM)

TAT AR AN S 2 VIR AR N S, T 380 HTML JRAS, AT LA T-DL N 7 E i Horizon
7 SCRYTTI AR BZ A https://docs.vmware.com/cn/VMware-Horizon-7/index.html.,

1P, 27PN

A — NSO, 8% Linux S ] PowerCLI AN SO Ao A 7 /4.
JAASE 22 VA By BRI LA MR B

= vCenter Server 1] IP Hfill:

m vCenter Server [V EE DUE KA
m vCenter Server [ EE D1
PRI, HRRASEEE
324 1] vSphere FEIM G

= 2

HMERNE

<#
Create Clones from a Master VM

The Tool supports creation of Full clone from Master VM.
#>
# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString

$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
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}

else

{
$input = Read-Host

[Console]: :ResetColor()
return $input

function IsVMExists Q)

{
Param($VMExists)
Write-Host "Checking if the VM $VMExists already Exists"
[bool]$Exists = $false

#Get all VMS and check if the VMs is already present in VC
$1listvm = Get-vm
foreach ($1lvm in $1listvm)
{
if($§VMExists —-eq $1lvm.Name )
{

$Exists = $true

}
return $Exists

}

function Disable_VM_Console()

{
Param($VMToDisableConsole)
$vmConfigSpec = New-Object VMware.Vim.VirtualMachineConfigSpec
$extra = New-Object VMware.Vim.optionvalue
$extra.Key="RemoteDisplay.maxConnections"
$extra.Value="0"
$vmConfigSpec.extraconfig += $extra
$vm = Get-VM $VMToDisableConsole | Get-View
$vm.ReconfigVM($vmConfigSpec)

function Delete_VM()

{
Param($VMToDelete)
Write-Host "Deleting VM $VMToDelete"
Get-VM $VMToDelete | where { $_.PowerState -eq "PoweredOn" } | Stop-VM - confirm:$false
Get-VM $VMToDelete | Remove-VM -DeleteFromDisk - confirm:$false
}
# Main Script

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput -prompt "Your vCenter admin user password" -IsPassword $true
$cloneType = GetInput —prompt 'Clone Type ("full")' -IsPassword $false

$disableVMConsole = GetInput —prompt 'Disable vSphere VM Console ("yes" or "no", recommend "yes")' -
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IsPassword $false

$csvFile = '.\CloneVMs.csv'

# Check that user passed only full clone
if (($CloneType.length >0) -and ($CloneType -ne "full™))
{
write-host -ForeGroundColor Red "Clone type supports only 'full' (case sensitive)"
exit
}
if (($disableVMConsole.length >0) -and ($disableVMConsole -ne "yes" -or $disableVMConsole -ne "no"))
{

write-host -ForeGroundColor Red "Disable vSphere VM Console supports only 'yes' or 'no' (case
sensitive)"

exit
}

#check if file exists

if (! (Test-Path $csvFile))

{
write-host -ForeGroundColor Red "CSV File $CSVFile not found"
exit

# Connect to the VC (Parameterize VC)

#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty ($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile
#$csvData = Import-CSV $csvFile -
header ("VMName", "Parentvm", "CustomSpec","Datastore","Host","FromSnapshot","DeletelfPresent™)
foreach ($line in $csvData)
{
" "
$VMName = $1line.VMName
write-host -ForeGroundColor Yellow "VM: $VMName ™ n"

$destVMName=$1ine.VMName

$srcvM = $line.Parentvm

$cSpec = $1line.CustomSpec

$targetDSName = $line.Datastore
$destHost = $line.Host

$srcSnapshot = $1line.FromSnapshot
$deleteExisting = $line.DeleteIlfPresent
if (IsVMExists ($destVMName))
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{
Write-Host "VM $destVMName Already Exists in VC $vcAddress"
if($deleteExisting —eq "TRUE™)
{
Delete_VM ($destVMName)
}
else
{
Write-Host "Skip clone for $destVMName"
continue
}
}

$vm = get-vm $srcvm -ErrorAction Stop | get-view -ErrorAction Stop
$cloneSpec = new-object VMware.VIM.VirtualMachineCloneSpec
$cloneSpec.Location = new-object VMware.VIM.VirtualMachineRelocateSpec

Write-Host "Using Datastore $targetDSName"
$newDS = Get-Datastore $targetDSName | Get-View

$CloneSpec.Location.Datastore = $newDS.summary.Datastore
Set-VM -vm $srcVM -snapshot (Get-Snapshot -vm $srcVM —-Name $srcSnapshot) —confirm:$false

$cloneSpec.Snapshot = $vm.Snapshot.CurrentSnapshot

$cloneSpec.Location.Host = (get-vmhost —-Name $destHost).Extensiondata.MoRef
$CloneSpec.Location.Pool = (Get-ResourcePool -Name Resources -Location (Get-VMHost —-Name

$destHost)) .Extensiondata.MoRef
# Start the Clone task using the above parameters

$task = $vm.CloneVM_Task($vm.parent, $destVMName, $cloneSpec)

# Get the task object

$task = Get-Task | where { $_.id -eq $task }
#Wait for the taks to Complete

Wait-Task -Task $task

$newvm = Get-vm $destVMName
$customSpec = Get-0SCustomizationSpec $cSpec

Set-vm -0SCustomizationSpec $cSpec -vm $newvm —confirm:$false

if ($disableVMConsole -eq "yes")
{
Disable_VM_Console($destVMName)

}
# Start the WM
Start-VM $newvm

}
Disconnect-VIServer $vcAddress —Confirm:$false
exit

,—
BIAE#IT
IR TN BRI A
PowerCLI C:\scripts> .\CloneVMs.psl

Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

Fd F¥k

Your vCenter admin user password:
Clone Type<"Full"> : Full
Disable vSphere VM Console ("yes" or "no", recommend "yes")
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SelE RPN TR BT S TR, nTRRFR ) Loy #h 8 /NSO Al BRI AR, 1A
vSphere Client Hffiff fcfg— AL AT LR, BAAWE—EdL%, FH VMware Tools 1F{1ia
1To

AT =EMEMIIAN AD S REIEZA

AT DL 5 SO DA R R BIIAR A R RE AL (VM) I Active Directory (AD) 3.

AR Winbind g )y ST AD ek, EFREa TIUIAAR, PSR e BRI R LIS B 2
Mo AR ZB] T— @ AMERE R IS 4R 1] OpenLDAP figtkJy 58,  RAJCHHad T
Ao

HG FIFOREIE AL 523 DU IAS N 25, i (I S8 HTML WA, S8R DAL T https://
www.vmware.com/support/pubs/view_pubs.html ] Horizon 7 A4 01T ENZ A .

[P 317N

HEAACKE I — N NSO, T30 Linux S 7R 0] PowerCLI A A SCAHOR A 1 /8. it
JIAIE 22 DAAZ BT ARER A LA M5 B

= vCenter Server 1] IP i

= vCenter Server 1) BB SR AR

= vCenter Server [ G

»  ESXi BHUEH SRR

m  ESXi LWL 5

w  Linux SRR T E g 4 0

m  Linux SEAALI T 85 AD

AR USSR ) AD SR AR
»  REAUY AD Y

HWENE

<#
.SYNOPSIS
run command "sudo /usr/bin/net ads join"

.DESCRIPTION
The tool is to run the command "sudo /usr/bin/net ads join" to join Linux to AD

.NOTES
#>
# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + "
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Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString

$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else

{
$input = Read-Host

[Console]::ResetColor()
return $input

Handle input

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput -prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput -prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$adUser = GetInput —prompt 'Type the AD user name to join the AD' -IsPassword $false

‘nPlease type the AD user password."
"Plase note that special character in password may not work with the script"
$adUserPassword = GetInput —prompt 'Your AD user password' -IsPassword $true

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

# Main Script

#Connect to vCenter

#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
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$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one

foreach ($line in $csvData)

{
" "
$VMName = $1line.VMName

write-host —-ForeGroundColor Yellow "VM: $VMName n"

$cmd = "sudo /usr/bin/net ads join -U $adUser%$adUserPassword"
Write-Host "Run cmd 'sudo /usr/bin/net ads join' in VM '$VMName' with user '$guestUser'"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd
}

Disconnect-VIServer $vcAddress —Confirm:$false

A AT

R TSN s e

PowerCLI C:\scripts> .\ClonedVMs_JoinDomain.psl

Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator
Your vCenter admin user password: *¥*¥*¥¥x¥*

Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: *¥*¥*¥%¥*%*

Your VM guest OS user name: ViewUser
Your VM guest OS user password: #*¥¥i#iix

Type the AD user name to join the AD: viewadmin

Please type the AD user password.

Please note that special character in password may not work with the script.
Your AD user password: ¥¥¥¥FFk

{EH SSH ¥ = IEMEHIMIN Active Directory 358745 B 24
FEATUL B E SOF L R R BIIASK R se LML (VM) I Active Directory (AD) Jif. IR 25 (i ]
SSH £t Linux ML FizfTim4 .

WAL ] Winbind fi# 77 20517 AD B2k, TS TIUINAS, RO SR RE U I IS 2D B s 2k
o A ZZ T — M SRR AL IS, a8 H] OpenLDAP fi#il s %, ML T
PN

FUZ HIFRES A S0 TR AN A, i 328 HTML BRAS, 8] DAMAGZ T https://
www.vmware.com/support/pubs/view pubs.html [{J Horizon 7 A4 T HI TR 2% A .
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BIZAHA

AR BEE — AN NS, T T8 Linux S210 175515 PowerCLI AR N SCEE RN I T 945, it
WA 2 AR B 7 AR M E B

= vCenter Server 1 IP i

= vCenter Server [{JF7 L B4 65 24k

m vCenter Server [ G141

w  Linux AL et 20

»  Linux BN 205

w  ARCREEN I AD F i ARk

m SRIAUT AD Y

HENE

<#
.SYNOPSIS
run command "sudo /usr/bin/net ads join" via SSH

.DESCRIPTION
The tool is to run the command "sudo /usr/bin/net ads join"™ to join Linux machine to AD via SSH

.NOTES
#>
# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{
$input = Read-Host —AsSecureString
$input =
[Runtime.InteropServices.Marshal]: :PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else
{

$input = Read-Host

[Console]::ResetColor()
return $input

function Check_SSH_Client

{
Param($IsPlink, $IsPSCP)
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if ($IsPlink)

{
if (Test-Path ".\plink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from
its official web site'
exit

}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else
{
write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'
exit

function RunCmdViaSSH

{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)
{
$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + '""' + $cmd +'"'
$output = Invoke-Expression $command
return $output
}
else
{
echo yes | .\plink.exe -ssh -1 $user -pw $password $IP "$cmd"
}
}

function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
VMware, Inc.
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write-host "Upload file: $command"
Invoke-Expression $command

# Handle input

Check_SSH_Client -IsPlink $true -IsPSCP $false

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$adUser = GetInput —prompt 'Type the AD user name to join the AD' -IsPassword $false

‘nPlease type the AD user password."

[Console]: :ForegroundColor = "Yellow"

"Plase note that special character should be escaped. For example, $ should be \$"
[Console]::ResetColor()

$adUserPassword = GetInput —prompt 'Your AD user password' -IsPassword $true

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

# Main Script

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress -user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty ($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)

{

$VMName = $1line.VMName
write-host -ForeGroundColor Yellow "VM: $VMName ' n"

$cmd = "sudo /usr/bin/net ads join -U $adUser%$adUserPassword"
Write-Host "Run cmd 'sudo /usr/bin/net ads join' in VM '$VMName' with user '$guestUser'"
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RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

Disconnect-VIServer $vcAddress —Confirm:$false
exit

A AT

R TSN s e

PowerCLI C:\scripts> .\ClonedVMs_JoinDomain_SSH.ps1l

Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

F¥k

Your vCenter admin user password: *#3¥3

Your VM guest OS user name: ViewUser
Your VM guest OS user password: #*¥¥#iik

Type the AD user name to join the AD: viewadmin

Please type the AD user password.

Please note that special character should be escaped. For example, $ should be \$
Your AD user password: ¥¥¥¥FFk

AFBEREXHLHE Linux BB REIM A

PR DL B X L R ORI A S 5 B S config 1 viewagent—custom. conf |3 £ Linux
FEAUHL (VM)

B AR A S0 TR AN, i 3280 HTML A, 8] DA https://
www.vmware.com/support/pubs/view_pubs.html ] Horizon 7 SCAY4 T i 4% 2% i A .

B SN

ARSI — RN SCPE, T2 Linux S22 15 PowerCLI AT A ST HON A 1 /8o it
SR 22 VARE BT A BOREEHELL M E B

= vCenter Server [1J IP Hijil-

» vCenter Server [ EE DIE K4
» vCenter Server [{J5 5 515505

m  ESXi EHIREELDESR AR

m  ESXi BAUNEEE GV

w  Linux JEARALI TH a2

m  Linux SR T 205
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<#

Upload the configuration files config and viewagent-custom.conf to Linux VMs
#>

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{
$input = Read-Host —AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else
{

$input = Read-Host

[Console]::ResetColor()
return $input

# Handle Input

write-host -ForeGroundColor Blue 'Please ensure your config file and viewagent-custom.conf file are
in current working directory'

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false

$vcPassword = GetInput —-prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput —prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$csvFile = '.\CloneVMs.csv'

$setConfig = $false

$setCustomConf = $false

$config_File = "config"

$customConf_File = "viewagent-custom.conf"

#check if config file exists
if(Test-Path $config_File)
{

$setConfig = $true

write-host -ForeGroundColor Yellow '"config" file found'
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}

else

{

write-host -ForeGroundColor Yellow '"config" file not found, skip it'

if(Test-Path $customConf_File)

{
$setCustomConf = $true
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file found'
}
else
{
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file not found, skip it'
}

if (($setConfig -eq $false)-AND ($setCustomConf -eq $false))

{
write-host -ForeGroundColor Red 'Both file not found, exit'
exit

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty ($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one

foreach ($line in $csvData)

{
" "
$VMName = $1line.VMName

write-host —-ForeGroundColor Yellow "VM: $VMName n"

#Try to delete the configuration file from home folder on destination WM

$cmd = "rm -rf config viewagent-custom.conf"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

if ($setConfig)
{
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Write-Host "Upload File '$config_File' to '$destFolder' of VM '$VMName' with user '$guestUser'"
Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -

Source $config_File

$cmd = "sudo mv ./$config_File /etc/vmware/";

Write-Host "Move configuraton file: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

}

if ($setCustomConf)

{
Write-Host "Upload File '$customConf_File' to '$destFolder' of VM '$VMName' with user

'$guestUser
Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -

Source $customConf_File

$cmd = "sudo mv ./$customConf_File /etc/vmware/";

Write-Host "Move configuraton file: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

}
}

Disconnect-VIServer $vcAddress —Confirm:$false

A HRAT

TR THIAR RO

PowerCLI C:\scripts> .\UpdateOptionFile.psl

Please ensure your config file and view-agent.conf file are in current working directory.
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

Fededdedehd

Your vCenter admin user password:

Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: *¥*¥*¥¥*%*

Your VM guest OS user name: ViewUser
Your VM guest OS user password: #¥¥#iix

£ SSH BEEXH EHE Linux ESHLAREIHZA

PRI DL E XV N R BIHASK R B S config Fll viewagent—custom.conf F#iAE £ Linux
FEAUAHL (VM) LA 2 (i ] SSH 7 Linux FERNL Fiaf T2

FAT FIROREIE A 523 DU AN 2, 0 S8 HTML WA, 8T LA T https://
www.vmware.com/support/pubs/view_pubs.html ] Horizon 7 SCA4 T i 4% 2% i A .
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<#
Upload the configuration files config and viewagent-custom.conf to Linux VMs using SSH
#>

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —-NoNewLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else
{
$input = Read-Host

[Console]::ResetColor()
return $input

}

function Check_SSH_Client

{
Param($IsPlink, $IsPSCP)
if ($IsPlink)

{
if (Test-Path ".\plink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from
its official web site’
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exit

}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else
{
write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'
exit

function RunCmdViaSSH

{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)

$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)

{

$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + + $cmd +
$output = Invoke-Expression $command
return $output

}

else

{

echo yes | .\plink.exe -ssh -1 $user -pw $password $IP "$cmd"

function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)

$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]

$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file: $command"

Invoke-Expression $command

# Handle Input

Check_SSH_Client -IsPlink $true -IsPSCP $true

write-host -ForeGroundColor Blue 'Please ensure your config file and viewagent-custom.conf file are
in current working directory’
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$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$csvFile = '.\CloneVMs.csv'

$setConfig = $false

$setCustomConf = $false

$config_File = "config"

$customConf_File = "viewagent-custom.conf"

#check if config file exists
if(Test-Path $config_File)

{
$setConfig = $true
write-host -ForeGroundColor Yellow '"config" file found'
}
else
{
write-host -ForeGroundColor Yellow '"config" file not found, skip it'
}

if(Test-Path $customConf_File)

{
$setCustomConf = $true
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file found'
}
else
{
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file not found, skip it'
}

if (($setConfig -eq $false)-AND ($setCustomConf -eq $false))

{
write-host -ForeGroundColor Red 'Both file not found, exit'
exit

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile
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$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)

{
" "
$VMName = $1line.VMName

write-host —-ForeGroundColor Yellow "VM: $VMName n"

#Try to delete the configuration file from home folder on destination WM

$cmd = "rm -rf config viewagent-custom.conf"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —-Cmd $cmd

if ($setConfig)

{
Write-Host "Upload File '$config_File' to '$destFolder' of VM '$VMName' with user 'S$guestUser'"

UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath
$config_File -DestPath $destFolder

$cmd = "sudo mv ./$config_File /etc/vmware/";
Write-Host "Move configuraton file: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

}

if ($setCustomConf)

{
Write-Host "Upload File '$customConf_File' to '$destFolder' of VM '$VMName' with user

'$guestUser
UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath

$customConf_File -DestPath $destFolder

$cmd = "sudo mv ./$customConf_File /etc/vmware/";
Write-Host "Move configuraton file: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd
}
}

Disconnect-VIServer $vcAddress —Confirm:$false
exit

MR 1T
TSRS TV RO

PowerCLI C:\scripts> .\UpdateOptionFile.psl

Please ensure your config file and view-agent.conf file are in current working directory.
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

Fdk K

Your vCenter admin user password:

Your VM guest OS user name: ViewUser

Fededdedehd

Your VM guest OS user password:
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<#
Upload the Linux Agent installer tar ball and re-install
#>

#
#

Functions

function GetInput

{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + "
Write-Host $prompt —NoNewlLine
[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
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$input = Read-Host -AsSecureString

$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}

else

{
$input = Read-Host

[Console]: :ResetColor()
return $input

Handle

input

$acceptEULA = GetInput —prompt 'Accept Linux Horizon Agent EULA in tar bundle ("yes" or "no")' -
IsPassword $false
if ($acceptEULA -ne "yes")
{
write-host -ForeGroundColor Red "You need accept the EULA with 'yes'(case sensitive)"
exit
}
$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput -prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$agentInstaller = GetInput —prompt 'Type the Horizon Agent tar ball path' -IsPassword $false

$UpgradeToManagedVM = GetInput -prompt 'Upgrade to managed VM ("yes" or "no")' -IsPassword $false
if (($UpgradeToManagedVM -ne "yes") —-AND $UpgradeToManagedVM -ne "no')
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit
}
$installSmartcard = GetInput —prompt 'Install the Smartcard redirection feature ("yes" or "no")' -
IsPassword $false
if (($installSmartcard -ne "yes") —AND $installSmartcard -ne "no")
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

#check if file exists
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if (! (Test-Path $agentInstaller))

{

write-host -ForeGroundColor Red "installer File not found"
exit

}

#check if file exists

if (! (Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

}

#

Functions
function GetSourceInstallerMD5()
{

$agentInstallerPath = Convert-Path $agentInstaller;

$md5 = New-Object -TypeName System.Security.Cryptography.MD5CryptoServiceProvider;

$md5HashWithFormat =
[System.BitConverter]::ToString($md5.ComputeHash([System.I0.File]::ReadAllBytes($agentInstallerPath)))

$mdS5Hash = ($mdS5HashWithFormat.replace("-","")).ToLower();

return $md5Hash;

#

Main
#Get installer MD5Sum
$installerMD5Hash = GetSourceInstallerMD5;

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($line in $csvData)
{

n

$VMName = $1line.VMName
write-host —-ForeGroundColor Yellow "VM: $VMName n"

!

$cmd = "rm —rf VMware-*-linux-—
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Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

#Upload installer tar ball to Linux VM

Write-Host "Upload File 'S$agentInstaller' to '$destFolder' of VM '$VMName' with user '$guestUser'"

Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -
Source $agentInstaller

#Check the uploaded installer md5sum
$cmd = "mdS5sum VMware-*-linux—*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

$output = Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -

GuestUser $guestUser —GuestPassword $guestPassword —Confirm:$false -ScriptType Bash -ScriptText $cmd

if($output.Contains($installerMD5Hash))
{
Write-Host $VMName": Uploaded installer's MD5Sum matches the local installer's MD5Sum";
Write-Host $VMName": Extract the installer and do installation";
$cmd = "tar -xzvf VMware-*-linux-*.tar.gz"
Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

$cmd = "sudo setenforce 0";

Write-Host "Set the selinux to permissive mode: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

$cmd = "sudo killall /usr/lib/vmware/viewagent/VMwareBlastServer/VMwareBlastServer"

Write-Host "Stop VMwareBlastServer before upgrading: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

#Run the upgrade command.

$cmd = "cd VMware-*-linux-* && sudo ./install_viewagent.sh -A yes -m $installSmartcard -M
$UpgradeToManagedvM"

Write-Host "Run upgrade cmd in VM '$VMName' with user '$guestUser': $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

$cmd = "sudo shutdown —-r +1&"

Write-Host "Reboot to apply the Horizon Agent installation"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

}
else
{
Write-Host $VMName": Uploaded installer's MD5Sum does NOT match the local installer's MD5Sum";
Write-Host $VMName": Skip the installation. Please check your network and VMware Tools
status”;

exit;
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}
Disconnect-VIServer $vcAddress —Confirm:$false
exit

A AT

R TSN s e

PowerCLI C:\scripts> .\InstallAgent.psl

Accept Linux Horizon Agent EULA in tar bundle ("yes"™ or "no"): yes
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

Fededdedehd

Your vCenter admin user password:

Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: *¥*¥*¥%¥*%*

Your VM guest OS user name: HorizonUser
Your VM guest OS user password: *¥¥i#ii%

Type the Horizon Agent tar ball path. Please take care of the installer arch: .\VMware-viewagent-
1inux-x86_64-x.y.z-1234567.tar.gz

Upgrade to managed VM ("yes" or "no"): yes
Install the Smartcard redirection feature ("yes" or "no"): no

{5/ SSH % Linux E#M EFH K Horizon Agent BIRHI A
PRI DL E SO VA N AR BIIALEZ /S Linux AL (Virtual Machine, VM) | F14% Horizon Agent. i
A2 ] SSH 7+ Linux JERWL FiafTar 4.

B FIROREIE A 503 DU AR N 2, I 8 HTML WA, 8T LA T https:/
www.vmware.com/support/pubs/view_pubs.html [ Horizon 7 SCAY T H #% BiZ A

BN

AR B — NN SCPE, T332 Linux S22 15 PowerCLI AT A ST HIORT A 1 A4 it
JAASE 2 VAAZ By BRI LA MR B

m %57 Horizon Agent EULA (IRZ T P4 al i)
= vCenter Server [ IP il

m  vCenter Server [V H Ik 401

= vCenter Server JU&H 15545

»  ESXi FAEBL DI SR AR

m  ESXi FAUEE Y
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w  Linux & PR R G T 8k 40k
w  Linux & )WUERE R G 20

m  Horizon Agent tar ball %1%
TR RN
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HMERE

<#
Upload the Linux Agent installer tar ball and re-install
#>

#

#

Functions

function GetInput

{
Param($prompt, $IsPassword = $false)
$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{
$input = Read-Host —AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else
{

$input = Read-Host

[Console]::ResetColor()
return $input

}

function Check_SSH_Client

{
Param($IsPlink, $IsPSCP)
if ($IsPlink)

{
if (Test-Path ".\plink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from
its official web site'
exit
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}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'
exit

function RunCmdViaSSH

{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)
{
$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + '""' + $cmd +'"'
$output = Invoke-Expression $command
return $output
}
else
{
echo yes | .\plink.exe -ssh -1 $user -pw $password $IP "$cmd"
}
}

function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file $LocalPath to VM $VM_Name with user $User"
Invoke-Expression $command
}
# Handle
input

Check_SSH_Client -IsPlink $true -IsPSCP $true

$acceptEULA = GetInput —prompt 'Accept Linux View Agent EULA in tar bundle ("yes" or "no")' -
IsPassword $false
if ($acceptEULA -ne "yes")
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write-host -ForeGroundColor Red "You need accept the EULA with 'yes'(case sensitive)"
exit

}

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false

$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$agentInstaller = GetInput —prompt 'Type the View Agent tar ball path' -IsPassword $false

$UpgradeToManagedVM = GetInput -prompt 'Upgrade to managed VM ("yes" or "no")' -IsPassword $false
if (($UpgradeToManagedVM -ne "yes") —-AND $UpgradeToManagedVM -ne "no')
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit
}
$installSmartcard = GetInput -prompt 'Install the Smartcard redirection feature ("yes" or "no")' -
IsPassword $false
if (($installSmartcard -ne "yes") —AND $installSmartcard -ne "no")
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

#check if file exists

if (! (Test-Path $agentInstaller))

{

write-host -ForeGroundColor Red "installer File not found"
exit

}

#check if file exists

if (! (Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

}

#

Functions
function GetSourcelInstallerMD5()
{
$agentInstallerPath = Convert-Path $agentInstaller;
$md5 = New-Object -TypeName System.Security.Cryptography.MD5CryptoServiceProvider;
$md5HashWithFormat =
[System.BitConverter]::ToString($md5.ComputeHash([System.I0.File]::ReadAl1lBytes($agentInstallerPath)))
$mdS5Hash = ($mdS5HashWithFormat.replace("-","")).ToLower();
return $md5Hash;
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#

Main
#Get installer MD5Sum
$installerMD5Hash = GetSourceInstallerMD5;

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty ($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($line in $csvData)
{

n

$VMName = $1line.VMName

write-host -ForeGroundColor Yellow "VM: $VMName ™ n"
$cmd = "rm —rf VMware-*-linux-*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

#Upload installer tar ball to Linux VM

Write-Host "Upload File '$agentInstaller' to '$destFolder' of VM '$VMName' with user '$guestUser'"

UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath
$agentInstaller -DestPath $destFolder

#Check the uploaded installer md5sum
$cmd = "mdS5sum VMware-*-linux—*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

$output = RunCmdViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -Cmd $cmd -

$returnOutput $true

if($output.Contains($installerMD5Hash))

{
Write-Host $VMName": Uploaded installer's MD5Sum matches the local installer's MD5Sum";
Write-Host $VMName'": Extract the installer and do installation";

$cmd = "tar -xzf VMware-*-linux-*.tar.gz"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd
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$cmd = "sudo setenforce 0";
Write-Host "Set the selinux to permissive mode: $cmd"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

$cmd = "sudo killall /usr/lib/vmware/viewagent/VMwareBlastServer/VMwareBlastServer"

Write-Host "Stop VMwareBlastServer before upgrading: $cmd"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

#Run the upgrade command.

$cmd = "cd VMware-*-linux-* && sudo ./install_viewagent.sh -r yes -A yes -m $installSmartcard

-M $UpgradeToManagedvM"

Write-Host "Run upgrade cmd in VM '$VMName' with user '$guestUser': $cmd"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

Write-Host —ForeGroundColor Yellow "Linux Agent installer will reboot the Linux VM after

upgrade, and you may hit the ssh connection closed error message, which is expectation"

}

else

{
Write-Host $VMName": Uploaded installer's MD5Sum does NOT match the local installer's MD5Sum";
Write-Host $VMName": Skip the installation. Please check your network and VMware Tools

status";

exit;

}

}
Disconnect-VIServer $vcAddress —Confirm:$false
exit

M 1T
TR THIAR RO

PowerCLI C:\scripts> .\InstallAgent.psl

Accept Linux Horizon Agent EULA in tar bundle ("yes"™ or "no"): yes
Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator

Your vCenter admin user password: *¥*¥*¥%¥*%*

Your VM guest OS user name: ViewUser
Your VM guest OS user password: #¥¥i#iik

Type the Horizon Agent tar ball path. Please take care of the installer arch:

Tinux-x86_64-x.y.z-1234567.tar.gz

.\VMware-viewagent—

Upgrade to managed VM ("yes" or "no"): yes

Install the Smartcard redirection feature (""yes" or "no"): no
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.DESCRIPTION

The Tool supports:
1. Power off VMs
Power on VMs
Shutdown VMs
Restart VMs
Restart VM guest
. Delete VMs from Disk
.NOTES

#>

S v AW N

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + "
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString

$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
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}

else

{
$input = Read-Host

[Console]: :ResetColor()
return $input

function IsVMExists ($VMExists)

{
Write-Host "Checking if the VM $VMExists Exists"
[bool]$Exists = $false
#Get all VMS and check if the VMs is already present in VC
$listvm = Get-vm
foreach ($1lvm in $1listvm)
{
if($§VMExists —-eq $1lvm.Name )
{
$Exists = $true
Write-Host "$VMExists is Exist"
}
}
return $Exists
}

function Delete_VM($VMToDelete)

{
Write-Host "Deleting VM $VMToDelete"
Get-VM $VMToDelete | where { $_.PowerState -eq "PoweredOn" } | Stop-VM - confirm:$false
Get-VM $VMToDelete | Remove-VM -DeleteFromDisk - confirm:$false

}

# Handle input

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput -prompt "Your vCenter admin user password" -IsPassword $true

$action = GetInput —prompt 'Select action: 1). Power On 2). Power Off 3) Shutdown VM Guest 4).
Restart VM 5). Restart VM Guest 6). Delete VM' -IsPassword $false
$sleepTime = GetInput —prompt 'Wait time (seconds) between each VM' -IsPassword $false

[Console]: :ForegroundColor = "Yellow"
switch ($action)
{

1

{

"Your selection is 1). Power On"

}

2

{

"Your selection is 2). Power Off"
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}
3
{
"Your selection is 3) Shutdown"
}
4
"Your selection is 4). Restart VM"
}
5
{
"Your selection is 5). Restart VM Guest"
}
6
{
"Your selection is 6). Delete VM"
}
default
{
"Invalid selection for action: $action”
exit
}
}
[Console]::ResetColor()
$csvFile = '.\CloneVMs.csv'

#check if file exists
if (! (Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

}

# Main

#Read input CSV file

Disconnect-VIServer $vcAddress -Confirm:$false

#Connect-VIServer $vcAddress -ErrorAction Stop -user $vcAdmin -password $vcPassword
Connect-VIServer $vcAddress -user $vcAdmin -password $vcPassword

$csvData = Import-CSV $csvFile

foreach ($line in $csvData)
{
$VMName = $1line.VMName
switch ($action)

{
1
{
Get-VM $VMName | Start-VM -Confirm:$false
3
2
{
Get-VM $VMName | Stop-VM -Confirm:$false
3
3
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{

Get-VM $VMName | Shutdown-VMGuest -Confirm:$false
3
4

Get-VM $VMName | Restart-VM —Confirm:$false
3
5
{

Get-VM $VMName | Restart-VMGuest —Confirm:$false
3
6

if (IsVMExists ($VMName))

{
Delete_VM ($VMName)
3

3

default{}
3

Start-Sleep -s $sleepTime

Disconnect-VIServer $vcAddress —Confirm:$false

exit

B 1T
NP TSN R e

PowerCLI C:\scripts> .\VMOperations.psl
Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator
Your vCenter admin user password: *¥*¥*¥%¥*%*

Select action: 1). Power On 2). Power Off 3) Shutdown VM Guest 4). Restart VM 5). Restart VM Guest
6). Delete WM: 1
Wait time (seconds) between each VM: 20

Your selection is 6). Delete VM

AT R FOET SRR S s UL PAURTE, R UL RIS A TRIFR 2 %D 20 #

ARG RIS S RGO, 75 AT RE SRR
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