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Horizon 7 24>

% 3-1. Horizon 7 {£fRY TCP #1 UDP 5O (£2)

IR poim} B poim} Wl i
TR RS * WEB AL A * HTTP.  CRL &k OCSP #1fi

HTTPS
Unified Access * VEREIR S weak 11 443 TCP HTTPS 15[, Unified Access Gateway #¢#5ifiik TCP
Gateway ¥ oV Uit 1 443 I TIEEE, DS — A EREIR S A sk 24

TEFE IR S s SAGT T TR 61 28V el A Tl A o

View Composer * ESXi FH1 902 TCP T View Composer [ 7E SRz re s (], X 06
N5 JA01% View Composer PNMSHEI K ARAIL M A %8Ik

e nc e .

F % T PColP 19 UDP i S I RE S A A M. dn S aEAE (s Filis 1 50002, % Pkt e ¢
50003, I IEAE TS 50003, % et 50004, (RIV S, il ANY FE RS ki (G
FIHES (%) D .

£ Microsoft Windows Server ZLRAF Horizon 7 FREHI A ERE IR S w2 [MFT T— R4 shA00 1 .
Microsoft Windows 75 i 2 1R BT B R B2 ] (RPC) il Active Directory & il #/E. 4
KA VBN 245 ., 12 Microsoft Windows Server 4%,

T RSSO b, ATl vl ] 389 SRIEL AN W R . A2 Bt R RIIAR A
BN AEGEH LDAP gfias ELEGai ey, ARAE ] repadmin 28 T HAUL @I, ATLATS )i
Mo 2¢%¢ AD LDS I, CREHI T 2e H A BIEERT KRR, (2 QiR Z S IRt 1, nTLCREHZEH]

B OBIAEALT, VMware Blast Extreme F it 7 {44123 I 3 175 49152-65535 J14f:, B —LLi;
Ho T2 BRARREEE 52558:

Horizon 7 iy HTTP EE (9

Mk HTTP gEf T seaei o DLk )y R e 2] HTTPS, {H38[A Horizon Administrator (134 22215t
Ahe BRI Horizon Client JCFE3H T HTTP T, RAEATERINEEH HTTPS, {H & H i H]
Web 3l Hi2&%4: (54 F % Horizon Client) I, HTTP S A2 .

HTTP S RS e e — N EEL 2N G A R i N https:// B9, IHGE
FB ot Web JIVEAY, L3S s IR, A R s TN O gt 2 At o

F YN KBS E R S EE TCP s 80 [ kN, A S BN &R HTTP B,
1@t HTTP 7] Horizon Administrator JH TH A A S I THEN . M5, CBHRIPl—448 RN R, fin
WS HTTPS.,

BT HTTP st T, 1520 (Horizon 7 2235815 ) SCRY “Bij 1k 2 P e 8RR
LR HTTP S .

AR TLS & e e 0 A i B R R & 38 M LA S iR 55 e Bl ee IR S5 st 11 80 A7k
Peo 152 H (Horizon 7 FRIEHT ) SCRYH “Ff TLS MRS B R BI P RS A" .
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Horizon 7 S FlVF 2 APIES o Horh—SSur 45 6 ARG IER LIRS M 22 F AR =5, (X MU A
PP ORI AR B0 N, Horizon 7 2l HTRR{E RS UER AL .

PRSI AR UE & MIEB 7 Bl R R, 1T R S, KA T A (s 47)
SHHERF WSS TICA . WHEBIL N, USRS By Sl B 52 fE ARl iE R
B, XRS5 S B AOUETS P AR VOB BUYIRUE S .

Horizon ¥ 55 £k IR R IR 55w 2 IAIE TS, AT {E Horizon Agent FIZERER 555 94 2 IR BE Il o
LR T i R A A RN A BN s 17 2 20 P S8 P BB ue i) TLS SEftordfe L] TLS SRy
R, % s AR S AR SRR IEER 2 (] TLS uEHANHREGIE. X T Horizon j1 B E£kiHiHE, IRFS7H4A
AL IH R Rei . &t LT R Ay, PUODIHER s ge i X Aoy =M E

1o ERE, &Pl RER R R OSan L 4 likS5ak Horizon Agent.

WIHUEPHRECRNE B B2 2 815 BRI B ko an, 7R i, Laikssave 5 HERR
Fan PG B o BARSIATICRIIG A He, (R 58225 2 B P AIE e acdc ool we il Tl s . 78
WEIRSS S I, uFBIRSUEfE(r LDAP 1, DU Horizon Agent ] DL STATERE IR S eedb i TS, LT
AR S DL EARESE . Horizon 1M E Sk S5 vt AR FumuE 152 A sl AE o e Wit 2, o
WhEAshMER, HICCTHEFEhF, sid v, s ek T el il il s uE A4
VI BB AR, FE el s, AOeTE BT X RuE . o InuE e A shgkk.
FABAFIAT LA ol F T2 e A A o

FoAtha Wi v DAE & S AOUER, (HERASEE N BB e o X AL s . MRS
v, Composer il vCenter FEE:, VAR REPSCHEIBIELE . A B JSuE BHOTEgE R, HS
Bl (Horizon 7 f5HEfRF ) SO, BRIAUEASAE 26 AR R, BREEGET] PCoIP s AL, BRIAUEB A H5h
2T, WA PKI A iEB rl 4t PColP {1, PColP KA A S shiny [ 8hAE s iiir 45, Bidifdi 1]
PKI A uEAs,  (HH KBS i d 2 R EE .

Composer UE1571 vCenter UE-PIIGIES 455 AR R o Ik 55 ws Seplan 2222l ) PKI 36 1E
WERIUEAS o AR aG U, Horizon 7 R BiR] AE A B UEB 5 o drdkaiii i, X ER RS20
AL BN 75, DMEAE RS I faadeut i B shi izt
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rEZRSFLOS L RS LA
BEREMWUNEBEH

P UABC B IR S An 5 2 A 2 A P OB R A o 1B T DAE S - RIAR A A AR R IR 55w S BV 4
Jrpp sz g, AT LAOY &R 55w SR R 55 i o SR SR

AT DURC B P2 IR 55 2 S IE 4% vCenter Server K1 View Composer 2 G5 1 2 4 TSRS i 24
PR DL S T Bl AL A g IR 55 e S 4 TR B DORI . ANBEN RN S SO AN Sz 2 SR SR
W52

& U%H&%%%Hﬁ?c SREAGENT Blast L4 M¢ (BSG), AUl BSG FMMEL H Mtk . 15
1 Blast 224 PO B e PN A B4

Oracle [ JCHR SR A HE SR SR ARHERC B Y, BRIA VR 256 f# 9.

AREETHE T AT 8

w RPN E BRI AR S

w R AN

m TEEAMIRSS R bR R R

m (RS A O

w1t Horizon 7 FRAE I IH PRI 45

ZEWMIUFZDEHRIBOA LRI
SN T, AR TSR o T SR iy SRS
# 51 RS BET R

BRAZ eI BRI\

TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

m TLS 1.2
m TLS 1.1
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Horizon 7 24>

& 5-2. A2 BB IURM
BRINZ TN BRINEHEEH
mTLS 1.2
m TLS 1.1

TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA
TLS_RSA_WITH_AES 128 CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA

HFVERES . BRSO A H] GCM ZR et

AL E £ B Z N E PUR R

PSR BRI e £ View LDAP JEIEAE S o aX BRI T RI AL A P e e 55w S U RN &
PRSSAR . HHEBARENS, AgTEIERE IR S5 =R 9] Y View LDAP,

RETSEIE A DL N View LDAP o7 2 i) — A B Je -
ch=common,ou=global, ou=properties,dc=vdi,dc=vmware,dc=int

View LDAP HiE X & FEZ FEBUREE

TR DAt X4 e sz AN BRI 1 View LDAP JE

EREZ R

PR B T 224l . MBIV MBI, M E R -

pae-ServerSSLSecureProtocols = \LIST:TLSv1.2,TLSv1l.1,TLSvl

PLR B T B E:, SonBliEn T — ANk

pae-ServerSSLCipherSuites = \LIST:TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,TLS_RSA_WITH_AES_128_CBC_SHA

PAN s sl i s e se de. 185, IRSasME ST O E, BRI % P i
7o BHONE RS s REA I, 3L T ENE:

pae-ServerSSLHonorClientOrder = 0

EREVURBE

PUNJEMESI T 22 thills e g s o, AR -
pae-ClientSSLSecureProtocols = \LIST:TLSv1.2,TLSv1l.1,TLSvl

PAUNEVESI T et N R T e 2 o Jeiminitdeunm s is =, SRIRININEE s
RN, VIS, ZonBliion T — 4.

pae-ClientSSLCipherSuites = \LIST:TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,TLS_RSA_WITH_AES_128_CBC_SHA
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Horizon 7 24>

EUER/EZT IR IR
SR A DRI A R B R, 1) “ADSI 4l S:JTRIF4ii View LDAP Jii

Mo

AR

B

A WO DN

4§L

KT E XA MR BCRMS) View LDAP JEPE. 15255 View LDAP HuiE ST 4 e sz AT il o

=

o

152 1% Microsoft TechNet ik, T i@ an i 7E 411 Windows Server ¥/E R Zih A # 1] “ADSI 4
SRR

TELRI View MERARSS 75 1HEAL S5 “ADSI 4" SHFEF .
TEFSHI G, RPERED .
TEEFREBA R IRk & L T SCCRE, #ENF] /> ##4 7k DC=vdi, DC=vmware, DC=int.

1F BRI AR 2588 SO, ekl B\ localhost:389 uk View PR S5 #3 T EIHLI 5E 2R
B3+ (FQDN), Rl 389,

f514n: localhost:389 ik mycomputer.mydomain.com:389

JEIF “ADSI 4t W45y, BRI OU=Properties, 1:3¢ OU=Global, #kJ5 1A M &% it
CN=Common,

7t CN=Common, OU=Global, OU=Properties X5 |-, SR N EIEFEN—SH 24
I EE BT

WHRABEM T pae-ServerSSLSecureProtocols, FERFMERIRSS 7S I 2RSS LT HHE)
Windows Jilz5$ VMware Horizon View Security Gateway 411}

&% pae-ClientSSLSecureProtocols &, A IS TATIRS .

BN RES R BT R

BYE AN R S5 w8 ek 2o R 555 FAR e A2 %, AI(E locked. properties SCA-HVA A
JeJElEs RS RS FIEAFAE locked. properties SCfF, WAZRGIEL SO
AT DO B 24 PN IT—)> secureProtocols. n 25 H o 1l HIPA T iBk:

secureProtocols.n=security protocol,

AT S A EL R IT—A enabledCipherSuite. n 55 H o iDL Mifk:

enabledCipherSuite.n=cipher suite,

n ALRUBAETEAN S FIZRRUR AR I B (1, 20 3D &
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Horizon 7 24>

BERTLAES /> honorClientOrder 2% H LA BB L e, W, IRSSARIE AR Lo 5
=, PO % P o 28O IR SS A B SIS EEFLL MfE:

honorClientOrder=false

ik locked. properties SCYFHRSE FITEEIENS, ST EAIIFS TR, K L
(EREOFEVS G S EIRliis)i &g Pl pINEHEN e

1 EERRSS el 2RSS we T EEHUY TLS/ISSL MSGAC B S kb G i 4’ 1ocked. properties X
1/_1:0

Bi4n: install_directory\VMware\VMware View\Server\sslgateway\conf\
2 hn secureProtocols.n fil enabledCipherSuite.n2cH, AHGERI 2 TMUZ M EL,,
3  {#ff locked.properties .

4 THAE) VMware Horizon View FEER 55 #3i %55k VMware Horizon View 204 IR 55 28R 5%, {HRH
FAMAERL

. BARRSZRE EMBCAESE R
VANl s T locked. properties SCPFH R E BN TR H -
# The following list should be ordered with the latest protocol first:

secureProtocols.1=TLSv1l.2
secureProtocols.2=TLSv1l.1

# This setting must be the latest protocol given in the list above:
preferredSecureProtocol=TLSv1.2

# The order of the following list is unimportant unless honorClientOrder is false:
enabledCipherSuite.1=TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
enabledCipherSuite.2=TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
enabledCipherSuite.3=TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
enabledCipherSuite.4=TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

# Use the client's ordering of cipher suites (ignores the ordering given above):

honorClientOrder=true

IR RE B B WOR M
(STTVAREIET Windows IREERZAUI L REFLARHENS, DARSEIBIEREIRSS SEAOT LM SRIERERO 24
RRE BRI PR B S A DO S0 DSBS S
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Horizon 7 24>

Bz

-—

SR BRI 1 Windows 114wt 7e
2  5i%) HKEY_LOCAL_MACHINE\Software\VMware, Inc.\VMware VDM\Agent\Configuration Ji:/iit
FIi o

3 ST (REG_SZ) i ClientSSLSecureProtocols.,
4 BiZRE N — e, Kh: \LIST:protocol_1,protocol_2,....
SIS, s oo 4

\LIST:TLSv1.2,TLSv1.1,TLSv1

5 WIGHINFRH (REG_SZ) fi ClientSSLCipherSuites,
6 Bz RE h—HEEN, AN \LIST:cipher_suite_1,cipher_suite_2,....
ANRN IS THES ], e e s =1k, Blan:

\LIST:TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,TLS_RSA_WITH_AES_128_CBC_SHA

1£ Horizon 7 Z AR B FNZZHY

BB, 4978 Horizon 7 HAs HER TR 22— S R ARy, MR, T ie
s

DHE ZREH

HHRELER, 1HZM http://kb.vmware.com/kb/2121183, 5 DSA UF- A2 ] Diffie-
Hellman %%, M Horizon 6 HA 6.2 F14f, AFHERIAS XS £,

SRR 45 259201, 224k %5 41 Horizon 7 58U, AT RARIBASHIFTA, il 4 View LDAP %
JE7E . locked. properties SCHEskEMIAA R FEERERASAE . 2 M T R NG | /i
R 2 i e s R AL T ARG ST DA X — LR RO S, s FIHI— Ak
EAEAE I TFIR

s TLS_DHE_DSS_WITH_AES_128 GCM_SHA256 ({{ TLS 1.2, A& T FIPS)
s TLS_DHE_DSS WITH_AES 256 _GCM_SHA384 ({{ TLS 1.2, &I FIPS)
= TLS DHE_DSS WITH_AES_128 CBC_SHA256 ({{ TLS 1.2)

= TLS_DHE_DSS WITH_AES_128 CBC_SHA

= TLS DHE_DSS WITH _AES 256 CBC_SHA256 ({{ TLS 1.2)

= TLS_DHE_DSS_WITH_AES_256 _CBC_SHA
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Horizon 7 24>

%1 View Composer £l View Agent Direct-Connection (VADC) 1541, 7EHT (Horizon 7 235451 )
Farfifr) “7F SSLITLS 1k View Composer £l Horizon Agent 1522 119556465 S FEm, 48 n] DUESE A
BB L AER L T N AR DHE B,

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

JCikh ECDSA UEP R TS FF e MASCRRXEEUETS

SSLv3

1£ Horizon 7 1, ELf4f% SSL A 3.0,
HAHELEH, 1555 http://tools.ietf.org/html/rfc7568,

RC4
HXHELZEH, 1555 http://tools.ietf.org/html/rfc7465,

W THER RS /e e 4R S5we 1 Horizon 7 5iff, #n] DlE i 4w id % 4 C:\Program Files
\VMware\VMware View\Server\jre\lib\security\java.security, (FZEERHSeE. LR
Horizon Agent 541 I 5 RC4, Z XA ARRAL S — 40 jdk.tls. legacyAlgorithms [1Z4T55 H
Mz H 2R Rea_128 MILFTHME S, SAE Sg R sk ik 5Ssas . Lalikss#ok Horizon Agent 14
ML REAAE S ED -

%1 View Composer #i1 View Agent Direct-Connection (VADC) 11541, 7EH{T (Horizon 7 2235550 ) ¢
R4 “fE SSLITLS Hily View Composer #i1 Horizon Agent 15425 1159555 pEREF, 4] DL 7F
LB INLL T N AR A ] RC4.

TLS_RSA_WITH_RC4_128_SHA

TLS 1.0
TF Horizon 7 w1, ¥ERIAZEH] TLS 1.0,

HRELEE, 155 M hitps://www.pcisecuritystandards.org/documents/PCl_DSS_v3-1.pdf 1 http://
nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP. 800 52r1.pdf, A<= A TLS 1.0 FUEHH, 15
Z: i) {Horizon 7 28RS ) SKRYHIY X MR S5 #5 1T vCenter 14825 T TLSV1” A1 “XS M View
Composer #4711 vCenter A1 ESXi 1425 ] TLSv1” #37
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71 Blast Z2E& M Xl B L2 E NI
BEH

PERZ IR S5 7RI 22 ¥ AN T Blast 224 5c (BSG), Bl BSG HRAHL B 2 i
AFEBFE T LA A
m )y Blast L4 (BSG) it B 2 4 Pl RS p

7 Blast Z&£ WX (BSG) BiEZXZEMNFAZLEHF

TP L m 4 absg . properties SUARKALE BSG MK il A s (1 &4 SR Z S =44

SRR 1.0, tis1.1 Al tls1.2 COMEE[SHT) o ATV SSLv3 AR AIIH .
localHttpsProtocolLow fil localHttpsProtocolHigh N ENEHLE BSG Wil B2 10l JEfE . 11
U, 1 E localHttpsProtocollLow=t1ls1l.0 fl localHttpsProtocolHigh=t1s1.2 F FE Wi #sfes tIs1.0.
tls1.1 A tls1.2, BRIAEE & localHttpsProtocollow=t1s1.1 F localHttpsProtocolHigh=t1ls1.2, ZA] VL
K BSG ) absg. Log SUAFAAIIN T AMFIE BSG LB RA(.

BAIUE FFE hitps://www.openssl.org/docs/manmaster/man/ciphers.html Hif) “BRFIFRAE " EBo T
TESIRE SRR E B AR . LA N 2RI RS 3K

1aNULL : kKECDH+AESGCM: ECDH+AESGCM: KECDH+AES : ECDH+AES

B

1 (iSRRG |, 4wttt install_directory\VMware\VMware View\Server
\appblastgateway\absg.properties X {f,

ERANBOLR, 28 H 5% %ProgramFiles%.
2 4% localHttpsProtocolLow F11 localHttpsProtocolHigh JEMEDIEEMIEH .

g,

localHttpsProtocolLow=t1lsl.0
localHttpsProtocolHigh=t1s1.2

TV A", 150 localHttpsProtocolLow 1l localHttpsProtocolHigh F5EAHIA PN,
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https://www.openssl.org/docs/manmaster/man1/ciphers.html

Horizon 7 24>

3 i’ localHttpsCipherSpec JEMEDATRIE BN,
flan,

localHttpsCipherSpec=!aNULL : KECDH+AESGCM: ECDH+AESGCM: KECDH+AES : ECDH+AES

4 A5 Windows JIii55 VMware HorizonHorizon 7 Blast %240,

VMware, Inc.
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71 PColP Z& M KA B X E NI
LEH

TERER 55 23N 24 B AN JTI T PColP 4% (PColP Secure Gateway, PSG), #0478 PSG Uit
TR .

ARFEDFE TP 338

m  y PColP 45 (PSG) fit i e Pl A i =1k

A PColP Z£M:X (PSG) BEEREMNMIMEREH

AT LB G NEEORRC . PSG 1% ST s 2 M e At RIs Ek . QUREE, T DE
RDS 4L S TIHAT S5

SRRSO ts1.0, tis1.1 Al tls1.2 OB T o Z6ASevFEE ] SSLvd FIEARAIIH .
LA N 2 BN 51K -

ECDHE-RSA-AES256-GCM—SHA384 : ECDHE-RSA-AES256—-SHA384 : AES256-SHA256 : AES256-SHA : ECDHE-RSA-AES128-GCM-
SHA256: ECDHE-RSA-AES128-SHA256 : AES128-SHA256 : AES128-SHA: @STRENGTH

1 TEEIRS A I, Lo ksSesak RDS FHLE, TGRS, 85 SiE) HKLM\Software
\Teradici\SecurityGateway,

2 INhnekgait REG_SZ IHEMFE SSLProtocol DAFRIE MAI .
Flan,

tlsl.2:tlsl.1

3 nEkgeit REG_SZ i EI5&{E sSLCipherList DAFRE S ELAIE,
#ilan,

ECDHE-RSA-AES256-GCM—SHA384 : ECDHE-RSA-AES256—-SHA384 : ECDHE-RSA-AES128-GCM-SHA256 : ECDHE-RSA-AES128-
SHA256
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L4/ Horizon 7 IMERRERE
USB 1%

USB %A 552 Bl —FMch BadUSB 1924y, XL USB #es Falalfh nl aE 2 BIEhky, e
BAFIBOMARZ o Flan, ATDAEEES B 0] S8 i BB R it . mTDABC L USB H 5 n) DhAE LARS
1= Horizon 7 355 HH B I 224 i) o

AR USB HE R, FIUABIIEATAT USB 1535 HE 1) 2 AR st AN AR o 52, rDAZEH
FFE USB s Y ELAE ], R eV HI P v I e R s IR R P b AR e 58 o

SE G TIXEE D IR TP e EOR . XS BT AR RN . TP %% USB HUE ], FFOR
Fxf Horizon 7 ¥ HRifT A USB g R It IhRE. 0, SHAEZ RGN BRI B T2 4T
AIRRIEE o

AREEDRE TLA R F8:
NPT RIS AE ] USB HEE )
n RRE RS USB HE N

AT ERERIREEM USB EXEE

P R B A A A R AR5 L L T R B LA PR s OFT AT USB ks HE 17 2 He R S IATRN R,
REFr o PT UM ITAT SR it  iE SR I it e s 1 v AR 2 TP AR USB JE )

pizdy S ERE VNI I ER PN R

w  {EREG I RDS 4201 |2 Horizon Agent I, JRGMZEHT USB BLE I ZAEelil,  GZUBiER I,
B o O 75 al B - DA MUR sk, RDS AL A A7 e s AR IR 7 11 USB %
o

m 1T Horizon Administrator 11, Ziise i) USB ih1R5ENs, DAib4ank fSoirisinl. mnk b ik, Aaas
ORI, HL AT DAFS SRR e S AN, FHRE e it USB 5 19151 o

FUAT4 )R USB THTRIENS A) 1O A I S BRI TR 7 it e T B O A R SR b e b TR 7
IR E IR

m  {F Horizon Administrator Ff1, 4475 5 b IR - e v ems fs, wl A e e P P B e
Rt s s e R 2 P R SRS

s HUEFTEAE Horizon Agent il fF % Fiff Exclude A1l Devices Hl&i& N true,
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Horizon 7 24>

w R RRRIG QI A, DAAETT USB BRI Horizon Helifis il o il by ik, ] DAL e R e
A O AR E AR S R USB JE M Blan, T DARCE —Aoms,  DAZE T Rl
WX £ SN R B S N A5 ] USB BT,

WK Exclude A1l Devices il ¥ 4 true, Horizon Client 211 FC AT USB Bk, #ERTLAf

PRI SR8 5 DA Se v B R B alde s A1 NS ki Bl false, Horizon Client 5o 1 B

MIATAT USB 1425 (HLAh SEmg& BRI i 26 B8 9N o 7F Horizon Agent #ll Horizon Client I DIi& E

Hilg, FEREIR T U447 PLk Horizon Agent F1 Horizon Client % Fiff) Exclude All Devices %ifi%,

IR P TR A R SRS . BRIAE AL T, B USB B BRI AR E R, FRAE RS B L .

% 8-1. £EEERHRATEIZ & R IR

£ Horizon Agent HHERETH RIS 7E Horizon Client FHFERETR RS LA M AAMINHBRTA RS 5k

false BkAEX (UENIH USB K4) false BhAEX (UENIH USB #4) WENH USB ¥4

false CEFTTT USB i) true (HEBRFTAT USB ##) HEERFT AT USB 4%
true (FEBRATAH USB #:45) Rk E X HEERTAT USB %

¥ Disable Remote Configuration Download HM&4 i A true, Il Horizon Agent | Exclude
A1l Devices A 215184 Horizon Client, {H Horizon Agent 1 Horizon Client 25 ] Exclude
A1l Devices fACHI(

XEEEIE £ 5 /E Horizon Agent fi &5 ADMX B SCH: (vdm_agent.admx) F1. A LG5 E, HEM (1
Horizon 7 Hifid B o FE s [ THRE ) 1K) “Horizon Agent Fid i ADMX FEAR 1) USB &1 .

X EIREEM USB EEM

—EEH A GRAINE AE MV RFE AR 1) USB 55y,  DAMEALAT TR AR Fe s sk AR e BT
%o fltn, FEERASRTREAIE HR S USB &8 Kl BB BT 5 B TEXEF T, ORI By s
USB &5, 7B DU A SRIRA i FH S F S e 1% 25 10 USB T 1] o

W E SR USB @ M2 AT, B e T SR rh & P v Sd a2 o PR RS ARI
PENE, AR nTRE, HERES USB S s st .

AN, B8 T ARG A S MR AR R o AR PTRE, BRI & BRI AN 52 B 25 & T ]
PEE . EaEnk FIPS 140-2 Level 3 AUE H A R R 21057 B AT S [ % 2% o axX e USB 4%
MR, HARPR AR BRI AE IR AR S . X Ee BT AR S, (H e MEESE,

£~ USB e B A 1 B OO BN i M TAE AL E I AR5, 1D, il fid'E Horizon Agent it &
HHMEE L, TR E AR s A A o g . i 5k, AT DLTEER So R AR R S i N IR B
JXLIKL/TZO
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Horizon 7 24>

Blan, AIARG I A S BN R A 1D vid/pid=0123/abed PAAMNKIATFAG 1454 B e 1) Z A s i ek 2
FFE

ExcludeAllDevices Enabled

IncludeVidPid 0:vid-0123_pid-abcd

E ORI B O TR, (S B R R TR AT vid/pid, PRI T RE S A AR I
i

BRATOL R, Horizon 7 2B FRFE S e RANEE [F) B P il S TIRE 7o 40an,  BHIE HID CAWLEE %
&) MBI R A . T LA BadUSB RUABLL USB a5 Hbs.

PRI UART LE 45 E B e AP HLE 1) e R SR TS FREFr o 04n, ATLARELIE PR A AL, S ORI A AT 15
L2

ExcludeDeviceFamily o:video;audio;storage

MBS, AT AR B 1 E FE A T A B H Se v R E R s RAR B & e Blan, ATLARHLIEBR ARk R &
VIS 126+

ExcludeAllDevices Enabled

IncludeDeviceFamily o:storage

M P B SR B S N IR P A H A, Al e R AR . ST DABT 1E USB i inlk B A w1
KERSNHSIAEAT Horizon 7 18z, ATLAMPNES GiidRSNESD 1] USB #:45 .

TR, WAL TCP i1 32111 DAZEIE MANTBTIIR] USB 1845, KAt T X M2, IR 1
32111 WHTHIX R . M TF% g, USB R A\ 2] UDP ikl 1 4172 g bhmE . fhim
4172 T BoR B DA USB JE A, PRICCTERH IR T 4172, Gnsie®, ATRATER & i B2 USB
FIEM . ARTFAMEL, 155 WE R P i SR A & BN

B VAR E B8 RO E s e, W] A D2 s BadUSB A AR A o X EESIR A 222
SRR AR, AR A T Bk e A SR A AL 5

XIS 045 /F Horizon Agent fill i ADMX B SZA: (vdm_agent.admx) . XL E, 1H26 (F
Horizon 7 Hhfid B A2 S AINRE ) ©
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EERFRMEZEMRSE LR HTTP
RIFFETIE

Horizon 7 SRIPLEERE i APR ST HTTP B a1
AREEDIE T AN 38

m Internet [ FR{L5541bniME

n AR R FRE

m AR

m iUE HTTP (R85

Internet TiEEZAIRE

B R SS we A I 55 #5185 —E 1Y Internet TF2{F-5541 (Internet Engineering Task Force, IETF) Frifto

. ZAJEH RFC 5746 =2Vt (TLS) - EHhEbrmiRy e (XN “Ladmgihem” D
HEOBIMERT, BrEERRS L eSS AR s m s ER g . R HZIhae, hgaH
A A#{E [HKLM\SOFTWARE\VMware, Inc.\VMware VDM\plugins\wsnm\TunnelService

\Params]JvmOptions 3 MF R/ hFEks:
-Djdk.tls.rejectClientInitiatedRenegotiation=true.

»  ZRIE RFC 6797 HTTP ™I &k 2c 4ok (HSTS) (UMK “fEffrac 4™ O o JCHES A .

s BRIVEN R, B H RFC 7034 HTTP #1378 X-Frame-Options CHFRH “THEES S8 ) o &
T PAYE locked. properties XN x—frame—options=0FF &% H VUG HZET . A & miE
URINE)SCAE 1ocked. properties [UE B, 12 W HTTP L4975 )it

T £t Horizon 7 A 7.2 2 FiffRACH,  SEESOHETIARN 2 520 2] HTML Access U1

s BRINBOUR, K RFC 6454 KAy, axX2Bhikisnt bk ihig. %R UA{E locked. properties
RN checkOrigin=false £ HUUKHASH HRHEZE R, nSRERGILE,

T AEVARTIIRAS R, RS Z AR 3
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Horizon 7 24>

T3 HE W BX SR AR
e 5 A A2 R 5 R —SE T2 (WSC) B

R RIL S (Cross-Origin Resource Sharing, CORS) 2R % P e ik . 4] DLt 7]
locked.properties 7155 enableCORS=true i}, enableCORS=Ffalse 3 ek 25 FHILThAE

n  NAZAEHIE (Content Security Policy, CSP) R/ D & 25N AT E NI, BRINE I NS T8 RS
A PILE 1ocked. properties W75 enableCSP=false 45 H DIF A%

E‘%;IE'}?J\I \/\?‘

ESRIF P JIL S (CORS) Thistuliid If) % P A e PLAmk A ], FRl A A sk S R, kel
ai s KPR K o I IHRE PIAE S N A TR B AL

ML B —2H AR REZ I HTTP 5. iR IOSRIEAT B DA A U BRI 288, X BRI s ok
URL ffi5, WlBA locked. properties AU INSE HRAR Y T B b A T EHTIC o o

JEME LR T A IS oz s e ] DAz o1 3
% 9-1. CORS B

=) 2R FEERIME FAnBRINE
enab1leCORS true false n/a
false
acceptContentType... http-content-type application/x-www—form-  admin=application/x-amf
urlencoded,application/  npewadmin=application/json,application/
xml, text/xml text,application/x-www-form-urlencoded

portal=application/json
sso-redirect=application/x-amf
view-vlsi-rest=application/json

rest=application/json

acceptHeader. .. http-header-name * n/a

exposeHeader. .. http-header-name * n/a

filterHeaders true true n/a
false

checkOrigin true true n/a
false

checkReferer true false n/a
false
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Horizon 7 24>

% 9-1. CORS B (&)

)=

allowCredentials

allowMethod. ..

allowPreflight

maxAge
balancedHost

portalHost...

chromeExtension. ..

g i)
true
false

http-method-name

true

false

cache-time
load-balancer-name
gateway-name

chrome-extension-
hash

ERRIME

false

GET,HEAD, POST

true

0
OFF

OFF

ppkfnjlimknmjoaemnpidmd

1fchhehel

* IHEEEH T Chrome HY
Horizon Client [J Chrome 4~

Ji€ 1D,

PLUF 4 locked.properties XXf:H1 CORS JE M1l

enableCORS = true
allowPreflight = true
checkOrigin = true

checkOrigin-misc = false

allowMethod.1
allowMethod.?2
allowMethod.3

allowMethod-saml.1l = GET
allowMethod-saml.2 = HEAD

acceptContentType.1l
acceptContentType.2
acceptContentType.3

VMware, Inc

application/x—www—form-urlencoded

application/xml
text/xml

HABRINE

admin =true
broker=true

misc =true
newadmin =true
portal=true
rest=true
saml=true
sso-redirect =true
tunnel=true
view-vlsi=true

view-vlsi-rest=true

misc =GET,HEAD
rest=GET,POST,PATCH,DELETE
saml =GET,HEAD

sso-redirect =GET,HEAD

n/a

n/a
n/a
n/a

n/a



Horizon 7 24>

KR E

KIS A A BRINGOL ML T RIS BHE, BB RIS IR S DL N SRR A 285215
K: AMES URL F8@ Uik . balancedHost #ilik. {Ti] portalHost ik, {11 chromeExtension I
75+ null 5k localhost, AUARKIAEXECTH A —A4, M2l “EIMNKIR” (Unexpected Origin)
FUITIRIA 404 R

R RS A ST A E SRR ARk . (Al AEBDSRIEAR KRS AL T, I AR sk i 51
Hbrdko SIbRSRIbRR BRI RS — “r7 o ERAESIHbRSL, P T EMEG N
locked.properties ¥ AffHi:

checkReferer=true

QAR 2R e S5 v M Lk e e e 55 e db AT 01 35 Ky, RAZIHE locked. properties SCAFHIZRII—
/™ balancedHost &< H DI E 08 - fyas bl o iz bl g 10 443,

& Pumim sk Unified Access Gateway e s HAMb e db 1 T4, #4200 1ocked. properties I
HIZR N portalHost 25 H AR AT IO SCHIRE o ixX SeHbyb i Fli 11 443, A6 A0EE portalHost 4%
H, PLlint 59855 URL W AR 2R O R IR 55 2 T H Lk e IR S5 =i s Tl

Chrome ¥ J& & P g RIE R S e MBI Sy . BRI TEER:, 157F locked.properties X
A n—/~ chromeExtension < H DALY e, i an:

chromeExtension.1=bpifadopbphhpkkcfohecfadckmpjmjd
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Horizon 7 24>

NERE R

WA 245 (CSP) Thig il A 5 AL B as

BRI, IO &N BTENTRI,  anis uh A

(XSS). ZIIAREAEBRINEOL T I TFRES . 11 1] locked. properties FRIRINSH, W] FEHAC L SR 5

4,

% 9-2.CSP E*

B
enableCSP

content-security-policy

x—content-type-options

x-frame-options

X-Xss—protection

Lizapil
true

false

directives-list

OFF
specification
OFF

specification

OFF

specification

ERRIME

true

default-src
'self';script-src 'self'
'unsafe-inline' 'unsafe-
eval' data:;style-src
'self' 'unsafe-
inline';font-src 'self'
data: ;frame-ancestors
'none’

nosniff

deny

1; mode=block

UK CSP szl locked. properties S, 7i-f5] CSP J&ik::

enableCSP = true

content-security-policy =

data:;style-src 'self'

'unsafe-inline';font-src
content-security-policy-newadmin = default-src

data:;style-src 'self'

'unsafe-inline';font-src

VMware, Inc.

default-src

'self' data:

'self' data:;img-src

'self' data:;connect-src

'self';script-src 'self' 'unsafe-inline'

'self';script-src 'self' 'unsafe-inline'

FALERINE
n/a

newadmin = default-src
'self';script-src 'self' 'unsafe-
inline' 'unsafe-eval' data:;style-
src 'self' 'unsafe-inline';font-src
'self' data:;img-src 'self'
data:;connect-src 'self’
https:;frame-ancestors 'none’

portal = default-src
'self’;script-src 'self' 'unsafe-
inline' 'unsafe-eval' data:;style-
src 'self' 'unsafe-inline';font-src
'self' data:;img-src 'self' data:
blob:;media-src 'self'
blob:;connect-src 'self'
wss:;frame-src 'self' blob:;child-
src 'self' blob:;object-src 'self'
blob:;frame-ancestors 'self'

rest = default-src 'self';script-
src 'self' 'unsafe-inline' 'unsafe-
eval' data:;style-src 'self’
'unsafe-inline';font-src 'self'
data:;img-src 'self’
data:;connect-src 'self'
https:;frame-ancestors 'none’

n/a

portal = sameorigin

n/a

'unsafe-eval'

'unsafe-eval'

'self' https:

39



Horizon 7 24>

content-security-policy-portal = default-src 'self';script-src 'self' 'unsafe-inline' 'unsafe-eval'

data:;style-src 'self'
'unsafe-inline';font-src 'self' data:;img-src 'self' data: blob:;media-src 'self' blob:;connect-src

'self' wss:;frame-src

'self' blob:;child-src 'self' blob:;object-src 'self' blob:
x—-content-type-options = nosniff

x-frame-options = deny

x-frame-options—portal = sameorigin

x-xss—protection = 1; mode=block

H it RiFFETE

B T Internet TRET5541H1 W3 brfELASN, Horizon 7 i& RIHABRHELARIE T HTTP B 1 e .

B> MIME B 22X
PRANFE LT, Horizon 7 78 H HTTP MR i 4 1% x—content—type-options: nosniff b kDL#EBLRGTEIE
T MIME 2R AT
TR LAE locked. properties SKAFHIERINLA 2% HIEAZEFZD)RE:
x—-content—type—options=0FF
R S o R B AR T
PRINF LT, Horizon 7 £ HTTP Wi N HH A% x—xss—protection=1; mode=block FrLPAU{Hi ] XSS
CES3h RIS JZe D RB IS Bl UM AR G
YEHILAAE Locked. properties SCPEFRIR AR 4 H LA HIZ D0
x-xss—protection=0FF
NBERIKE
BRANESUT, Horizon 7 (%2 HAA LT AN A2 )15 3K «
m  application/x-www-form-urlencoded

m  application/xml

m text/xml

B EDARTIORRASH, RERASE T R

LR View 2N AL, 15(E locked. properties SCAFHRERINLL M &5 H
acceptContentType.l=content-type

il s

acceptContentType.l=x-www—form-urlencoded

VMware, Inc
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Horizon 7 24>

SRE HAB PN 2280, 158 I acceptContentType. 2=content-type < H, RILSHE,

TR LT A I N AT 115K, 1R E acceptContentType=+,

1 7E Horizon 7 Jix/K 7.2 Z AR, SHRUEAI R A2 5202 Horizon Administrator 113442

& P70
EEHR 55 5 1] HIRALER Pt K INBHRAA PR, s/ TAIER 0% P il e X e s, Aifi Aok it
AR I BT o & Pt T e — 26T B L B ERA T ORI IS AR e o

BT it

il 443 FIK TLS 2 F 00 nT i e OB BRIN Se s, TP sm il 26k o BRIAEOL R, IEASBR >N 10 75
RS T Ee - S E, BRI 443 1Y TLS 42 F AT LAIZE 100 FOIN 52K

ARTEE, APl AE locked. properties SCAFFIERIIPA N EVEREL:G T 443 1) TLS #2 T [H]
handshakelLifetime = lifetime_in_seconds

flan:

handshakeLifetime 20

Fe) P AR SR TLS IR TN a1 TN % P IR B o iHS b i R 0 TR SRR

TR IS
HTTP 153RIAZ0E 30 R se ez, A0, R T2 L .

B, AR AN 30 RbR% i ] RE S EIShEN B R A . 1B i A T AR A5 R

HRITE

PN PO AR BIUR A HTTP A5 RECA N s 100 4, SUSAEH IR, BRINB B0 A2 R TAT

A,

B, B % i T RES I ShE IR A B 1S P AR T R 24 R

ISRE R & R4 R IRE, AR RERE B R T A

ERT DB R VA T RPERINE Locked. properties SCARRIFRAE N i O AR HTTP af R i A AL

B

==
requestTallyThreshold = max_served_requests_in_30_seconds
fAi4n:

requestTallyThreshold = 100

AT PLE B UL N BYEIS A 1locked. properties SCARIAEAEAN % P g HTTP 5K i e KB

tarPitGraceThreshold = max_failed_requests_in_30_seconds

VMware, Inc.
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Horizon 7 24>

Bian:

tarPitGraceThreshold = 5

ERmBZE

XAPRAU PRI TEEHPIRES, PUODIARACE SR, ATRESPRIRVERE, 1EH PUdElH . ansR i I
% (filgn, Unified Access Gateway 1#:#5) » W20 % i B AARINRE,  PONIMOCE KT % i
YRR JIARIFI R 1P Lk

IARJF I ERE, SR B RAE LI R S POEIR— BT RSB MO TR, SREA 2B dnsRok B ) —
& RN SRR, R Hi%% PR SaER S gdhds, A el PO EIEE TR E .

XA PIETS AT locked. properties SCAFHSIILA I B MK I DIRE

secureHandshakeDelay = delay_in_milliseconds

Bian:

secureHandshakeDelay = 2000

BN HTTPS EI NN L INRE, 15564 secureHandshakeDelay 45 H, BUBHARE N 0,

KA TLS R FHINHa T, & P imit (P MR s in s B2 5, i BRA handshakelLifetime 5
secureHandshakeDelay 2 #/1,

LA ORI IOME, s TANIEH % P 1P ks NS B4 PRI RO 22 7D

(20 * 1000) + 2000 = 22 seconds

RER FARR] 1P IR TAIE RN, KAz N PR . FERSNFR 2N, I BABALE 1R B4R
R AP HIhE iR e — JOER R, (E2K5i% IP ik AR A2 PR A2

TLS & TN IZ T AT R % Fm AN B B e — I PR . AR PR s — RSO IIERE, i — RS
ERONFERITER, i, ZREERUIAFEAER) URL . XA R fih A A 2 1R dpci A 44 B TR AR AN
] o BRI At figh 4 TR 3R I 42 JR B3 11 80, 157E Locked. properties SCAFHIRINPA T 45 H :

insecureHandshakeDelay = delay_in_milliseconds

lan:

insecureHandshakeDelay = 1000

BT HTTP (&8 AL 2 A IhRE, 15288 insecureHandshakeDelay 2% H, Bl HEl 0,
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Horizon 7 24>

17 h M R
SEFIVA NP 45 o T LA NP EAm nT B ik A BRA T A I AN ZE e I o
% 9-3. {TH ML

Bl YA RNE B

handshakeLifetime TLS TEFRa K] (DA 10 5k 100 GESlEF I )
AL 5.

secureHandshakeDelay M e, 75 0 UIMAZEAPRIAEICHD ES

TLS & T2 BRI TR (24
TNEAD .

insecureHandshakeDelay T IMASEZ B IhEER, 7EdE 0 ONMASRZPATRERCUD o
TLS JEFZ i ER i 1] (2L
ERNRAD

requestTallyThreshold £ 30 MK P A R E 50
ALFE HTTP 15k 5.

izl

tarPitGraceThreshold 5 30 PINE i A4 B R 3
ALFE HTTP 1R E

secureBlacklist. .. FIFFIMONEZ R IhRE, g AaE ]
443 |37 BIHELAI 1P Mk
%,

insecureBlacklist... TN BAThREN, Ul AEH
80 7 HIFEAAI 1P Hilk-%1)
*o

secureWhitelist. .. Ui 443 _F ML R AE T
IP k712,

insecureWhitelist. .. Ui 1 80 MR BRI Asid
IP k5156,

izl

i

Fm

Fm

P

B H BB I, T B H R EIRSS o
ARREAZER
et W 1144 S TRFIRERS 15 Horizon 7 SCELIRFE PR, SRAHIILT By P AL

T X AERE X B Thie. P AEUS I o i sl s e g T P AR AR,
X FEUERARA FTRERRE o e RS o v B Ha KRk

P REEE I AR R ARRRATR E 1 o B4

clientWhitelist-portal.l = Chrome-14
clientWhitelist-portal.2 = Safari-5.1

xR H 1 Google Chrome FiA 14 AT E RO, DA Safari foAs 5.1 F15E S icA# 1 HTML Access
PHTIER: . AT IR ST DL B HA IR 55 o
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Horizon 7 24>

IR NI SR RV DRI e e

= Android
m  Chrome
m Edge

s |E

m  Firefox
m  Opera

m  Safari

7E Horizon 7 HAESZRAATA IX L H FREE X0 H P ARERP1

BE HTTP RP#EHE

I HTTP SR, B IR S vk e ik 55w 91 SSL it B S Je Bl i ek g i
locked.properties ¥ ff,

Bign, install_directory\VMware\VMware View\Server\sslgateway\conf\locked.properties,

(DL NIEEACE locked. properties HiffJ@E k.

myProperty = newValue

wEMERIIGE X KNG, THEATREX /T R/NS o = FES IR 2 B2 il

= X7 CORS 1 CSP J&i:, BErJABE e TIRSHME, el DA F0H. Blln, SRR 15t
P! Horizon Administrator 152K, Pl 7 JEME AR TS I —admin, SKAZHR S E AT JETE, TﬁT
s EAb R SS .

myProperty—-admin = newValueForAdmin

w QERIEE T REARE TIRSSHOE, WRE TIRSSHOEE eSS, i EE T A kS5
HME—BISMNERIIAE “OFF” o AR E%E )y “OFF” , RIS EM AR E TR
IER8

5 4n:

myProperty = OFF
myProperty—-admin = newValueForAdmin ; ignored

n  URENEAT DR ES A
TR HME, AL T E

myProperty = newValue
myProperty—-admin = newValueForAdmin
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Horizon 7 24>

LSV B B 2 ME, AT A ST E R E R ME:

myProperty.l = newValuel
myProperty.2 = newValue2
myProperty-admin.l = newValueForAdminl
myProperty-admin.2 = newValueForAdmin2

n  BEEI TRE T RS IORC E N BT 8 TN IERIRSS 4%, iR S & & LR A0 7

(ajp:admin:Request21) Request from abc.def.com/10.20.30.40: GET /admin/

TEM B, RS EM adming RTLAEE VAN AR IR 55 44 %
m  admin (Horizon Administrator)

m  newadmin (Horizon Console)

m  broker GEFZIRSSHD

m  docroot (AMISCHARSS)

m  portal (HTML Access)

m saml (SAML iifif5) (vIDM)

m  tunnel CL4f4i)

m  view-vlsi (View API)

s misc (i)

m  rest (REST API)
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