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AR

n R vdmutil @41 a‘iﬁu_lﬁﬂl%/k HEA EBHVEACKIZAT vdmutil 54 1SR E IR 5
e A F vdmutil 652475 R o

g

n  PUK URL NEEERHEH URL Uik, 1550 “--agentURLPattern” Zeliiff)ifs,

1 ERENEEIRS I,
2 1Z{THiH -—createURLSetting YEIifY vdmutil 452, DAGIA URL NA T E AP,
vdmutil --createURLSetting —-urlSettingName url-filtering —-urlRedirectionScope LOCAL

[--description value] [--urlScheme value] [--entitledApplication value | —-—entitledDesktop value]
[-—agentURLPattern value]

I YA

--urlSettingName URL N TE AR E ME— 28K, AFRAICN url-filtering,

--urlRedirectionScope URL AT ABEE VM. 5 “LOCAL™ Tl E{AEA 2 5 il Ol

--description URL A TE B IR . MRS F /A AT 1 2 1024 ARz i,

--urlScheme F URL N2 TE Fs s N I PR3, B4 hitp . https . mailto ok callto.,

--entitledApplication FRATITHEE URL RUASHD Y AR il s 2400, 5140 iexplore-2012, &A1)
DA It e 04 i A RDS L s &4 0.

--entitledDesktop JRAT I URL AOAHD RS s 2488, 140 Winl0, )T RDS 5iib, i
ffi}1] ——entitledApplication I,

--agentURLPattern — A BISIERT, TR E N AR R e e LN AR H4TTH
URL.

3 (W[ 1z ——updateURLSetting eI vdmutil @72, DLKBTE 2 . URL FIAH A IR
P A A URL N AT ERNEE

vdmutil —-updateURLSetting —-urlSettingName url-filtering —-urlRedirectionScope LOCAL

[--description value][--urlScheme value][—-entitledApplication value | ——entitledDesktop value]
[-—agentURLPattern value]

XIS ——createURLSetting EHifH) vdmutil a2k il .

Bl GIEAH URL NBREERIEE

PUF R~ BIEIEE T —A %48 url-filtering (UAM URL WA T E ML, ZXE PRI 65 30K
http://google.* [J% Fin URL TE M%) 44 iexplore2012 1N FHFE b

VdmUtil --createURLSetting —-urlSettingName url-filtering —-urlScheme http
——entitledApplication iexplore2012 —-agentURLPattern "http://google.*"
——urlRedirectionScope LOCAL —-authAs johndoe —-authDomain mydomain —-authPassword secret
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PURRBIBESE T url-filtering %, DMEHRATA SR https://google. * 1% it URL HAE 1]
F4) iexplore2012 [N FHFEFE L.

vdmutil --updateURLSetting —-urlSettingName url-filtering —-urlScheme https
——entitledApplication iexplore2012 —-agentURLPattern "https://google.*"
—-urlRedirectionScope LOCAL —-authAs johndoe —--authDomain mydomain —-authPassword secret

PURRBIBEST T url-filtering %', DMEFHTAEESCAK mailto: //.* . .mycompany . com [{J% F it
URL A %444 Outlook2008 (15 FFE T,
vdmutil —--updateURLSetting —-urlSettingName url-filtering —-urlScheme mailto

——entitledApplication Outlook2008 —-agentURLPattern "mailto://.*.mycompany.com"
—-urlRedirectionScope LOCAL —-authAs johndoe —--authDomain mydomain —-authPassword secret

m

B URL WAHEE R B FA P, 1R URL N HE A o s Pl

tli#%£/E URL IFEEMEIRE

WA HA Cloud Pod 4244 $J5%, WIPAAIHE4 ) URL A FE MR E, PAEEAFEN URL, HHAR
KA AR A s P s RE S Tl 2 AR R IR AT

2 fF URL NETE B E R RN AR G i o eG4 R URL A HUE MBI, AT AR URL
HUE AR RBP4 R AR 4 SR R R A

PR DARE BT R CR Y, 43 HTTP. HTTPS. mailto i1 callto. Chrome 3% # iy T [ DO e A~ S 4
callto T,

I ARG E S HTTP A HTTPS P AR T e [ e e XRE, QS I 7E Internet Explorer HiEA
43 URL (4 mycompany . com) , F Hizub b HE M HTTP HE %] HTTPS, Il URL A HEE M AR
BT TR, e fih, anifoh HTTPS BeE— U, R 8 HTTP S E AR E m sk e, )
AEHFE R PN URL,

AP EANEEE Cloud Pod ZUMERGIN ZEREAE B, 1520 (£ Horizon 7 HE I Cloud Pod ZAy ) SR,
VMware A E N URL AT E M GIEL M.

LA URL WA FEAWRE, ES0IEAM URL N AT ERIXE .

AR

n HUR vdmutil Sy TR SUIEDR, IHAGA B BIERCKETT vdmutil 44, iSSP E I
245 1A 1T vdmutil 41T 92 TR

n UK URL WA A E N URL (iR, 1550 “--agentURLPattern” 1eliilff)ifi:,
SB
1 BRB AP TR IR 552 5951
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2 1Z{THi -—createURLSetting YElifY vdmutil 5%, DAGIAE URL NA T E R,

vdmutil —-createURLSetting —-urlSettingName url-filtering —-urlRedirectionScope GLOBAL
[--description value] [--urlScheme value] [--entitledApplication value | ——entitledDesktop
value] [-—agentURLPattern value]

bl Bl

--urlSettingName URL N TE AR E ME— 28K, SFRAIN url-filtering,

--urlRedirectionScope URL NATE MR EIIEE . 82 “GLOBAL” R Pifr N A sd el i,

--description URL A TE B A . MRS 7R AT 1 2 1024 A7z hl,

--urlScheme F URL N TE A N RN PRSL, Bil4 hitp, https . mailto I callto.,

--entitledApplication FRATHHEE URL {04 N FHRE - ISR S 22 R o

--entitledDesktop FFHATIHEE URL HA RSBt om0, 04, GE-1.

--agentURLPattern NEESISIERR, T AR RS e AN TR 4T
URL,

3 (k) =T ——updateURLSetting &[0 vdmutil 452, PABEEZ Y . URL A4 )o@ IR
FIEOIE) URL AT E K E

vdmutil —-updateURLSetting —--urlSettingName url-filtering —-urlRedirectionScope GLOBAL
[--description value] [--urlScheme value]l[--entitledApplication value | —-entitledDesktop
value] [--agentURLPattern value]

ULRTH 59174 ——createURLSetting YelifY vdmutil a2 e miAHA] o

. BEELR/ URL HFEERIZE

AN RBIOIEE T —A 400 url-filtering 4 J5 URL WA TEMMEE, Zis i T E S SOR
http://google.* [FJ& Py URL Ti5E M) 24478 GAEL [F)4 R TIRR FFA%AL

vdmutil —--createURLSetting —-urlSettingName url-filtering —-urlRedirectionScope GLOBAL
——urlScheme http ——entitledApplication GAE1l —--agentURLPattern "http://google.*" ——authAs johndoe
——authDomain mydomain —--authPassword secret

PR ORI T url-filtering %8, PAEHLKTA (075 XK https://google.* [¥) URL HiE[AIE] 4K
GAEL 14 Ja i IR P A

vdmutil —-updateURLSetting —--urlSettingName url-filtering —-urlRedirectionScope GLOBAL
——urlScheme https —-entitledApplication GAE1l --agentURLPattern "https://google.*" —authAs johndoe
——authDomain mydomain —--authPassword secret

DT BIST T url-Filtering Wi, DU (940K "mailto: /. % . mycompany. con” 1] URL
T FTE 4 GA2 A R FF AT

vdmutil —--updateURLSetting --urlSettingName url-filtering —-urlRedirectionScope GLOBAL
——urlScheme mailto —-entitledApplication GAE2 --agentURLPattern "mailto://.*.mycompany.com"
——authAs johndoe —-authDomain mydomain —--authPassword secret
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RESR
¥ URL WREE &R EO B T . S FR URL PNATE MR B Beas ek

# URL IBEERIEENES APSE
TR URL AR FEM RS R, AL T4 Active Directory J1ok4l.

ARG

A vdmutil ﬁ*ﬁ”\ﬁﬁﬁ‘ WUFIZER, FEAEA B IRFACRIETT vdmutil fird . S BRI
a9 1A vdmutil 654 TSR o

TR

o E5 URL WAHUERIRE DB I, BRI Ss w390l L, 12171747 ——addUserURLSetting 1E15]

i vdmutil o572 .

vdmutil --addUserURLSetting —-urlSettingName value —--userName value

ZET i
--urlSettingName SN URL AT E A B AR, BN FE url-filtering,
--userName Active Directory T4k, HA& Ul domain\username,

o IUF URL WAIEMBESECED, HafTii ——addGroupURLSetting i1 vdmutil @2

vdmutil --addGroupURLSetting —-urlSettingName value —-groupName value

priali il
--urlSettingName T URL NA T EIE BN 4R, BN HE url-filtering,
--groupName Active Directory 41/ #F%, Tk A domain\group.

o~ 4B URL ABEEEMEE
VLR RIS 28 url-filtering 19 URL NA T E AR B AL %48 mydomain\janedoe [ F,

vdmutil --addUserURLSetting --authAs johndoe —-authDomain mydomain
—-authPassword secret —-urlSettingName url-filtering --userName mydomain\janedoe

DU PB4 0 url-filtering 1Y) URL AT TR E 5 BL4S %40 mydomain\usergroup 141,

vdmutil --addGoupURLSetting ——authAs johndoe —-authDomain mydomain
——authPassword secret —-urlSettingName url-filtering ——groupName mydomain\usergroup

BESR
UEER URL NEEENKE. w2kl URL AT A4 e
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L EH URL IBEEZE M INEERTER T Windows K Horizon Client

B FI M Windows 2 s B e A S [ 5k 2 &0 NIRRT URL WA TR (&) BB S A ,
LA HA URL WA T E A IIREE HT Windows 11 Horizon Client,

A URL WA A IhAE, AUl ey S T0e 8 15 115 Windows [/ Horizon Client 2235887, 1F
AT RTTE OHIa A P (BB 2R SO R fe s

VMware-Horizon-Client-x86-y.y.y—-xxxxxx.exe /v URL_FILTERING_ENABLED=1

B IEET U 45 URL WA T EMIIIAE, 56 vmware—url-protocol-launch-helper.exe #ll

vmware—url-filtering-plugin.d11l X/ T %PROGRAMFILES%\VMware\VMware Horizon View

Client g, WAEAE Internet Explorer Hifii [l URL WA HERIDIAE, WA FFIUERE 15 0 2k
“VMware Horizon View URL ffgtfifif}” iX— Internet Explorer B izt

# 15 HF Mac 11 Horizon Client 4.4 ZEZRINE O N scRr P BRI E A . TP TRIING 2520 B
i HI T Mac [ Horizon Client 4.2 il 4.3 A~ 475 P BACHE 2 7] o

i URL IREEREE

TEAETI 0 URL WA AR E S, st TR E P BRAG IR Z & B e LA

ARG

K vdmutil a4 T RIETRIER, NG EEEACKIETT vdmutil 454 152 BRI 555
S Ad ] vdmutil 3y 2475 R o

1 BRBERRSSH I,
2 =7 ——readURLSetting 1T vdmutil #52.

lan:

N

vdmutil --readURLSetting —-urlSettingName url-filtering --authAs johndoe
——authDomain mydomain —--authPassword secret

A2 R ¢ URL WA ENE S TEAE B Bldl, PUFA ¢ url-Ffiltering & a2y
HEoR T8 R google. * [ HTTP A1 HTTPS URL 2 W& Fuiit g [ 2] 44 iexplore2012 7S
o AR

URL Redirection setting url-filtering

Description : null

Enabled : true

Scope of URL Redirection Setting : LOCAL

URL Scheme And Local Resource handler pairs
URL Scheme : http
Handler type : APPLICATION
Handler Resource name : iexplore2012
URL Scheme : https
Handler type : APPLICATION
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Handler Resource name : iexplore2012
AgentPatterns
https://google.*
http://google.*
ClientPatterns
No client patterns configured

3 7 Windows % )i it HAIL I, 4T Horizon Client, L}gé L&HE?””W&I B SR P E Y
URL #RRAAVER Y URL, SRIGEUFXEE URL 275 W4 TR 2l

4  {E[Fl—% Windows % i i 5iHL F, FTENTRS AT (regedit) TG A {2 \Computer
\HKEY_CURRENT_USER\Software\Vmware.Inc.\VMware VDM\URLRedirection\ HH|17E/5E00,

PN BITE R PR E AR AT — S N i R I, A8 R] DL G NI DA B 5213k
MIF, 4D, agentRules ' i E M URL, brokerHostName ni /e d e\ URL I M4 #2
R 2250 1P Hiik ek 52 PR 014, remoteltem i RACTET A URL B ok B FHAL 7 i

IRFFR

12 URL ABREELEIZEE
PRI vdmutil ey 2B URL N A TEHE o

wteE T IrE a5 21 ——authAs . ——authDomain fl ——authPassword 15601, I 25 0., 1HZ A
PERENR 55 23521 T vdmutil 624752 TR T

BRIZE

21T —~listURLSetting WU vdmutil a4, FIAIHEECEMTA URL A TE RS E I 2405,
vdmutil —--1istURLSetting

15171 ——readURLSetting [ vdmutil fy4%, AJEE AR URL AT E A I R gn s .
vdmutil --readURLSetting —-urlSettingName value

T R ig &

11T ——deleteURLSetting YEIifYT vdmutil w72, FIMIE: URL PNA T E A .
vdmutil --deleteURLSetting —-urlSettingName value

ZERMEAIZE

21T ——disableURLSetting YEli[1) vdmutil 452, T2&H] URL NA T E AR H
vdmutil --disableURLSetting —-urlSettingName value

51T --enableURLSetting 20 f1) vdmutil, "] FHE A HA0 URL WA T E MK .

vdmutil —--enableURLSetting —-urlSettingName value
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Mg B A FSAE

1547151 ——removeUserURLSetting ZEI0ifY vdmutil 474, ] URL AR E ML E PR H .

vdmutil --removeUserURLSetting —-urlSettingName value ——userName value

11T ——removeGroupURLSetting ZEII[Y) vdmutil 754, T M URL NA T E A E R .

vdmutil --removeGroupURLSetting —-urlSettingName value —-userGroup value
(EHRE T P ak A0, 1581 domain\username 5% domain\groupname #&=X,,

ERARMZEREE FiRENIEEER

URL Y FE [ ADMX BRI (urlRedirection. admx) it &A1 o m) F T 0 2K URL W&
F EAE [ R R I s A A N IR (% P B REREE DD A

BN FCE R A E A e e ST vdmut il a AT, 1T macOS AR
%, GREEA Mac % i, IS A SRS e 2 - o 2 AR 7 o

FOVE R o S EE AN, 1 TR B e T R S Il B R e e P S s 2 bk, T AR AR
DU TG R F A ) 2 e R S B B A AR R RS 7 URLe A A2 AR A2 01 Fis 2 7K URL
HLE I 8 e A R T A A A R AR P PR R IR 55 ALY 1P bk e se e PROE S

Biln, KT AN, T EA A AR Sk 2 A B IR e T T FR R 2 R 48 IR HTTP URL,
TEXAMESL T, Ar] DU ARFRRAN L0414 . * .mycompany . com,

116 URL YA TSR FOBUARSCI S8 00 . LG 2 T A BRI i 1 B R 5 2
S

URL A&EEZE [ FRHI
URL Py T PRI P R B R RS AR

m  WR URL ARIEDCS S BT — MR E TR AR T, R RIRPE ST DR 2 T 1
s AR s RRERIED (7 F HARR SR L PSRz F-260, FFH URL M AREEE E
I 2% o e, ISR % o b 4T B H 15 BT

w  WERSH MR BT G ol OsmiAE B e A2 0d . Bl R AR Pk 5L
BERZ, JFH URL B g m B FEss i (FRED , [FIRHZ P SOl e DA O @ B, KOs 27
R, NI PER P AL ST RS, P TR A P o S b e ot
T, AHZORI i e e s i (RIS -

w PN ESCH R oA HIRATIT URL ORISR T 5L L, B, 4P PR
BERz, JFH URL g BE m B M s N o WEREERE R 7 S, sl adie 5 P R ORI TTAR
WL, NS R AR, AR AL

m DIRARAE RS | 222 Horizon Agent Fl1 Horizon Client, I RJDL{E Horizon Agent & Horizon
Client #1511 URL NATEER], HARREME SR TIZI008. AT DAMEX & T % & i 5
REREE A s AR & T E ), HANRRIRI BB
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AZHH URL IR EE M INEE

FERLENEOL T, URL INATEE R DR IR T A,

45351 URL

44N URL (A1 https://goo.gl/abc) FILIARE ISR A TE E ), (H BB LA A & B AR A4
URL.

B, RS 22 acme . com [f] URL ({4 http://www.acme.com/some-really-long-path 22 25[1
J54A URL, VLK https://goo.gl/xyz 2 25[J4A URL HU4EsE URL) JEfTEE A, WS e R A
URL, [fAEEMLERR URL,

AT AR R, 22 SRR PARE 1 B E [ 228 1 T4 URL A9k URL.

BB HTML TTE

R HTML I gkd URL FEml, Blan, 24 A v5RS URL FE A ASVCEC ) URL By gndi it
AT AN HTML T11f1 (iFrame s NRAEZD) , FEHAZIRAR HTML TUH PP A9 URL 554 E
TERRINPCES, URL FE MR ASEIER- . ZN00E % 2R URL,

=K Internet Explorer

URL A TE R DIREEZE] T Internet Explorer $fFRUTS 40 N CEM, 140, 4174 Internet
Explorer i) 5] “InPrivate %" B o ALTMEHBRFANIYE,  DABEAS SR TURTA P T 30 S il s 2
B AL R SR N3 sl sz, BRI A, URL HE M DhaR 2K T A LE Internet
Explorer fiff, [l fL M b oAt Hlix Sefdiff

AT, Ipi 2l T GPO & B R ik I 25 A o XS A 25 1 P = e A T hnzk
T A H DR HPT S g o el PRgR R A b, XU B A TR E > BEER >
Windows 4 > Internet Explorer [ fi.

TR PLx—FE T Internet Explorer (KPR, 15 ] GPO & B 22 ] InPrivate #X., Z&EM N “ICH]
InPrivate pUE" o 7L g Aerh, XU E A TR E > EEEAR > Windows 44 >
Internet Explorer > [&#. N ifil.

BRI i L, PTLART IEAEBRBEALN S AN HA T B0 N AT RE B g 17 In] R

Windows 10 i# AN i F i EA L IEIE F

41157 Windows 10 3 FIRT VR R AE G FHE RO P MUBR LIPS, ) URL TS RTAIER T i
JHRE FIVEEFF 46308 ) Windows F £ LA, DA ST R AEIANATHSTAL, AR 1, s

jainaiay

J¥{u4% Microsoft Edge 7|5 #% . Mail. Maps. Photos. Grove Music, 5%

QAP R B B R e e o — NN R, WA EEE T URL. 14N, Qi H e AR v
B —AN R, I LRI N AR 72 Mail BN HREr, MIASS T E M b
URL,

SRR R, i FAt S AR P s BN B E A URL P BRI AR o i, sk
Edge ZBRIAM S, W% Internet Explorer 142 BRI 2%,
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7£ Windows F%%EH/EHER T Chrome B URL AEFEE R
LMEFT R

ZE4r Windows % itk Windows A LA |-—[H] /] Chrome JIE#H1 URL N TEEMIIIAE, #ah
BT A HE T Chrome 1) VMware Horizon URL A TEE I IR 78 J

W URL A T 41 s i85, AT RA%2E0 5 ] VMware Horizon URL YA TR A A1 A IO 4 g

RN T AT AE #5117 Active Directory i35+ FA URL P& FEE [A) 4 Mg 40 v N B GPO., X
Windows % Ui i 5L, AZI0KE GPO 4R 2 10 5 7511 Windows % 7 it S L) OU . 4o A 5t AR,
FIREF, 0K GPO S22 5 W UL AT RDS F411Y OU,

SR A5 K 2253 5 ] VMware Horizon URL PN & T2 A HS BORR 70 2, M AZIN Chrome ¥4
N HER TR EEZY R
AR &

m AT Windows & PR, 1520355 Horizon Client 4.7 s koA, 2 H URL AT EAIRE .
2% BA URL YA T 1A DRI T Windows 1 Horizon Client,

T Windows FRFEFREANL, 15745 Horizon Agent 7.4 sk B = hioAs, JFEH URL WA T EAITIRE, 1
SR 54T URL WA TEE A DJAERY Horizon Agent,

m 223 Chrome HEai. ARSCRAMNRAS, HS 5 URL YA TE DR,
n BN ERENE DU B DU P BB SR BIFEES Active Directory IR 55550 1HE L.
m A MMC R4 SR G it wivdi £F 7L 2511 Active Directory JIlR 557 r] H.

n % URL WA EIN ADMX BRSO INEI 4511 Active Directory IR55 55, 152 URL N AT E M)
ADMX BiHias Nz GPO,

1 7F Active Directory Iz 555 I, ST AR Bt 2%, -SRI R PECE > R > SRR >
VMware Horizon URL &[] X3k,

2 I3 URL WEEENIIEBBHATHRR Chrome ¥R IS, hHEEH, AEnHHE.

3 ft Windows 11541 |55 Chrome,
VMware Horizon URL P& T 5E A 7 B R Fr i -2 ARy SRk A T2 356

4 FHHAC 2% 1% Chrome 7, 1i57E Chrome #%i#s 114\ chrome://extensions.
VMware Horizon URL WA EIRFEERF K lonte “§ iy s, I HERRASEIEL T
deHRAES .

BRESR

RN E i FIY Chrome I Bi#s T M) URL I, RGea4E s 7E Horizon Client HifT 1% URL, HiJ™
W4T URL:VMware Hori...lient 1%, 5SS T URL Foe . g i T g had R8sy
URL:VMware Hori...lient T3 EERRERE EHE G, IIAS R E R R,
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£ Mac tEHBIERAT Chrome By URL IBREEQBHMEERF

B57F Mac % P - —[Al{#i7T] Chrome B ES AT URL N A EATHRE, #0205 T1iE [T Chrome (1)
VMware Horizon URL NA T E MBI T8 E

BB &

m  {F Mac % /i |22 Chrome W Wiss . A CRFTINAS, 1525 URL A TE A EDK

m  7F Mac | Z2%E Horizon Client 4.7 s oA, 555 5, 1620 (&M Mac 1) VMware Horizon
Client ZeBEMIA B4R ) SR,

n EEEIRS ARSI G E URL WATERIRE . 12 B % i 2 A T E )

1 7F Mac 53} Horizon Client, JfiEE 2l T URL P HE M5 B IR 55 25 9201
VMware Horizon URL PN 5 E A BURE Fr 3 2 F 8256/t Mac % /i 1) Chrome BT #5H

2 {f Mac [ Hi¥7)-i5)) Chrome Jlli#s.

3 YA VMware Horizon URL PN T I # BIFE 4 Jieid, ok B FY R
TR TZY A BEAE Chrome 13T 284 1] URL PN AT E 1),

E ORI, YT PAM Chrome W13 ST shae e,

4  EHNAD 2% Chrome 3, 157F Chrome 284 A\ chrome://extensions.

VMware Horizon URL WA EERFBEREF A Eo~E PR F1Fkh, JFOEE BBkt T

PeHIRAS
RESR

M Mac % it |11 Chrome % 2eF 2 A URL I, ZAgiesit~ T S 4E Horizon Client W7 71%
URL. Fifuniii54TFF VMware Horizon Client, 73 A2:3E( T URL HE M, Q1R A Pk bt
VMware Horizon Client S8R & L e (Hits) , NIAS R BRI R,

£ Linux F=¥#EFH B AIEHRT Firefox B VMware Horizon
URL EEM¥Y &

BN Linux & P il Firefox P #5201 72 Fum 2 CHE URL NAEE R, BAIRET 5 & T
Firefox X} VMware Horizon URL T ¥ &

AT DI Adi ] Firefox B N4 S22 45 4% VMware Horizon URL T A3 e 2378 7 .

BTIRS

m  {F Linux 2% [ 203 Firefox WY AT, A RSZRROMIE RS, 1555 URL PUA T 1 2K,

m  7F Linux &% |25 Horizon Client 5.4 sk ¥ oA, Boeuild, 520 GEJHT Linux 18 VMware
Horizon Client 2235 F14 B fRFd ) XA
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w  FERERRSS AR S FACE URL WA EE MR E . THZ RN % i 2 U E 1

PR

1 f Linux 5% |55} Horizon Client, JF42I0C % | URL N2 HUE A3 B I ZERENIR 55 7 5401
Horizon Client 247511 URL WA FE B E N EE] Linux R4,

JA 5] Firefox. MM R, e IngE A .

EMTIMAAE TR TE ], A SORE R vmware VL E5H% VMware Horizon URL H &A1Y JiE .
¥t VMware Horizon URL FE A JiE, ARJRHEIRER Rty R n#) Firefox.

LU T4 keZ Firefox §7, ik n RIEAINAEAEERRS UL, ARG RET R, #10ZY R Rt
Sy =SR-S N

6 ¥ m5h Firefox,

a h~h W DN

RESR

TR Linux % 1 |14 Firefox 3% fe i@ i) URL B, ZgeatiiorT S Horizon Client H14T 1%
URL. /et VMware Horizon Client, SRJ5 3T HsERE, 40U, ALY T URL EHE ., 40
e id ST vmware-view SEEREREE AE (METE) , NPASERR G R R
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¥ USB & 52 £ EAMN HIEFF
— e fE

L GIAT ARG AU SR I B P & A USB s IORE S, AN AHBHRINAA & . B8k VoIP (IP i) 1%
EAATEINL. HDRERRDY USB HLAENA . MRS i % 1] 54/ 255 4> USB 1.

R AT AT E [ RS A 21 USB e, DASEAEC R A ISR MR RSP Hh A o B SRR E I &
FHRIE L, THS R USB 5 I AR 5l o

AR P FENL S s T b A Iz DhaeRs , BB INEIAM L P R Rk 28 USB & & e
SRR, AR ] DN GRS R iPad., 40, 7 iPad 52 7r io R s i i )
iTunes [k, 7FFEee% Pumis s (41 Windows Fil Mac 115411 I, 4F Horizon Client 3241 USB
WA MR T B s AT e &S 1k i o

FERZEAGOL T, TEERINAEE i R GRS P e USB 58 . FUT LML) USB e il AAE
TR HAIAM I L L . X EE R AR R AR R AR AN R D8 (A AIR )«

EH IR E IR A PR USB e 2, W& Fum A% B S SR I (g, eI
PR N Rt ) IR A, ERLTmE rorses, vREiirh—Mgd nditn A
WD MEARER S —A frfERs) o

USB Hi7E Ml DhAe s e R P B T REEANREE & P 5 SCRnz g, 12 s & P
i) Horizon Client 4 BRI B SO FR R B ThRE SC R34

EEEG i USB EEMIIRER, LA TSP BRI E A4 U I B2 520 USB & 24
IR WS ME 22451 Horizon 7 JRBIHE USB ##% .

ARFEVHE T AR 8

m  USB A I AR )

= USB i

m XF USB Frffihih

m i ERAGER N T E

G

m PERTEFT USB FEm

s [BhiEEE USB ek

BALES

7

|
=
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m  {E224 Y Horizon 7 BAEITEE USB ¥ £

w TSSO TSR HEER AN E USB 7 ID
m ISR ) USB HET

m  HER USB Hw

USB & &8 HIHH X BR &l
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DA E RIS . N Mac &, AT S T 4. AR 2GR, 155 M ZR e 2
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2 BT HKEY _LOCAL_MACHINE\SOFTWARE\VMware, Inc.\VMware UsbRedirection
\sideChannelType (REG_SZ) %% Jy pcoip.
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.
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BT BLAA

m (50 [%: Horizon Client 1 JE551%14 ¥ 4h, Horizon Client 1543/ Jf| Horizon Agent i3t 544 2 . 14
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w BRI E HE 1) 2 SR I B IR Pt o (o AR B 18 2

Exclude Device Family: o:storage

VMware, Inc. 110



1t Horizon 7 i e s ine

RS AT L BRSSPI &e s ARRORIX 2E iR ek 4R 2 T SN S -l RE o
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wE JEtE
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JElk:  SplitExcludevidPid TR/l R 1D 5o W RVREHTmACTT (%) AU ID A AT
Bilf: 0:vid-0781_pid-55%*
A SCERIME
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W EE R T E R, W Horizon 7 2567519 & USB #eis BN s 241, i
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wE
Exclude Vid/Pid Device
J&M:  ExcludevidPid

Include Device Family

JElE:  IncludeFamily

Include Vid/Pid Device
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JEE
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3 4-15. Horizon Agent BLE#EIR: EZPin LBEHIZE

wE
Allow Audio Input Devices

J&:  AllowAudioIn

Allow Audio Output Devices
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Allow HID-Bootable
J&E:  AllowHIDBootable

Allow Other Input Devices

Allow Keyboard and Mouse
Devices

J&1:  AllowKeyboardMouse

Allow Smart Cards
J&ME:  AllowSmartcard
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% 5-19. VMware Browser EERIZE

wE
Enable VMware Browser Redirection

Enable URL list for VMware Browser Redirection

Enable Navigation URL list for VMware Browser
Redirection

Enable automatic fallback after a whitelist violation

Show a page with error information before automatic
fallback

VMware, Inc.

A
JE TN SRS T E 1R BURE

Sy R E I DhRE R E AT URL, JT P ] LU/ Chrome
R SRR P N X 28 URL S35 (1% 2E URL, H
P n L AAI A URL sl AT AR 2 B 1
TG SR URL 335 x4 URL,

1E “fE#3” Flhd N URL. MAE URL Hifud; http:// =k
https:// Wigk. ERILAAE URL Al FHPCERER . DEfeiEtus
FFFEr https://developer.chrome.com/extensions/
match_patterns,

B4, EHRETAT YouTube N7, ki https://

www . youtube.com/*,

B E” TR

a7 fevr I MUB A VMware Browser ESEIAIIK) URL 53R
LEATPRER URL T80 URL, A RL A [ SO
HHEBIN URL, 52 44 5T URL JHA 302 1% URL
K

FpJcidamid 4 Chrome Mtk g URL sl MARER i 5 IR
TSt URL Sk E2 15 IMX 28 URL,

A" B URL FIl5%, WirE URL Fl sy http://
o https:// Wigk. I PAFE URL ARl FIDCECREA, LA
FUATIRTE https://developer.chrome.com/extensions/
match_patterns,

Blan, HREATT YouTube P%, 5HIA https://

www . youtube.com/*,

¥ E” FEEE.

AN S, QT Pl 7 e R F N URL 2
Fl ME— 4 URL THG SIS URL (177 1K S0
FHA URL CRTET—RNI RS T E I (4 e, B4t
W e, SO AR ESRBOE RN %
URL.

A R S URL HRAE B VMware
Browser EEF URL FUFi i ihiais, MITCie a7 it
W, ZE R A2 LR E e REE F RO R 1% URL,

RIS, R EL A A pabf], W2 s R
(A RN ISP R oK 2 U N E PR Svint S SRR E PR A2l o7
IR FBOZE RN URL. Az E, WASE RS
P I o

BSOS RN T A HBLE 2R RIE BSIERR % P, i
B SE
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VMware WebRTC EE G IIEEIZE

T VMware HTML5 Thfg ik i A T 41 PR a i s O RN G E. > BT > VMware View Agent it
& > VMware HTML5 Zjfig > VMware WebRTC E g R ZHRE /-Jcrh

% 5-20. VMware WebRTC EEMINEEIZE

WHE ViRA
Enable software acoustic echo cancellation for ISR T A S A e T a2 ] 35 P ThRe, AN R

Media Optimization for Microsoft Teams

R A
AT S IRTEE S ST e T R e
BRI

Enable Media Optimization for Microsoft Teams ST S AT R 1385 HF Microsoft Teams G, anifoR

PLE LR, WA IRE

i& FiF Skype for Business #J VMware Virtualization Pack

R E

VMware View Agent i i ADMX AR AE (vdm_agent . admx) 1275 518 11T~ Skype for Business [1]
VMware Virtualization Pack A5 10 5 &4

IR A T RIS B AR R T THEA R B > SRR > VMware View Agent Bt & > & HT Skype
for Business [¥] VMware Virtualization Pack SZ /-3¢,

& 5-21. i& T Skype for Business | Virtualization Pack RIgi&ZE

wE
Disable extended filter for acoustic
echo cancellation in VMware

Virtualization Pack for Skype for
Business

EnableDetectProxySettings

Force Skype for Business in non-
optimized mode

Show Icon

VMware, Inc.

WA

BINEOUE, R R TR S I 1y e deass, 120wk il AT M
BRI RSS2 Horizon Client 24t 22 5¢ MR SRk L fEae iy, % 0mkas
TR W AT 23E T Skype for Business (1) VMware Virtualization
Pack f LI s, 1)t FHZ 5

1t Horizon Client R ZeFz 2l HREIIR S5 s, IR FZ S DAURIRAER o 40
W, 3@ T Skype for Business [ Virtualization Pack 1t Horizon Client
A PRERE R, R AR R P X S, 405RAE Horizon Client &4t
BB, SE T Skype for Business 11 Virtualization Pack fii 11 14145
XT Horizon Client 4%, ] LAfE2:56 | Horizon Agent [WTHEATL F i 4%
IR 2 R, LSRG Skype for Business 7EIELMA M izdT. 4
RV ZAT R 4R, 15T Skype for Business [ Virtualization Pack k& £
[EIFEY 52w

#ilan, 11 Horizon Client T 5L ] F5 140 AW SNTHEATIEREN 4
AR s AR RN S ViewClient_F5_APM FREASG, I HLE7S SR
B TR, W% 2l ViewClient F5_APM., BRIAE LN A
a5l

B oaE 1T Skype for Business [ Virtualization Pack [Efr. ZRIANEAL T, $
FHZ5EME . A= H T 1% T Skype for Business { Virtualization Pack HJ “ i
REBRT g, WA oREbR, WA RS, ek B E R HE
JSEIAIEISNS
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& 5-21. i& T Skype for Business i Virtualization Pack RBgIZE (£

wE i

Show Messages it T Skype for Business [ Virtualization Pack 748, ERIATEN R, EE
=]

FHZAN% . WsRAEF T 3% T Skype for Business ff Virtualization Pack f “1i
REIRRT Bk “EORIME” I, WS BRI E.

Suppress minor version mismatch warning SR 1T Skype for Business [ Virtualization Pack {1- Horizon Client £ i/l
Horizon (2 [l _E AT AR S AP IR, Il AR R 2t . il s %
Helg, BANE I RZE L AR, QAR AP RACASICHEL, 4R Skype for
Business 1l {581/, {H Virtualization Pack 1] GEASBA @I ThiE,

VMware Horizon 48ERRIZEERIRIZE

Horizon MEREIEERS ADMX B (perf_tracker.admx) 975 VMware Horizon PEAEIR G #EhREA &
TR L o

A E AL ] Horizon PEARIRER RS DIRENI(S.E., 152k (Horizon 7 #34R ) SR,

% 5-22. Horizon MAEIRER S REGIZ B

wE Ui
Horizon 4RIV EA RS A B R, AT DL E Horizon PERESR I Rels G2 B i
F
TR PR A 5 1] Horizon PEAREREE#S A 2540 QIS A B B S E SR, B H 3)58) Horizon
PEREERER RS . BUHBRIZ eI GPO K, 1T REEA .
AR TR 7 5 1] Horizon 1 REIRIS 2% 1 553D AR, FER PSRN R N, ¥ AR

Horizon MEREERERRT . ZHNERIZ T GPO #EY, 15ubHEEER] .

VMware Integrated Printing 5FBE&ZE

VMware Integrated Printing ADMX 54y 32 (printerRedirection.admx) 1175 VMware Integrated
Printing DHAEAHCIU IS 136 B

IXECR T SR IS PR R 1 THEAURCE > BEEAR > VMware Integrated Printing SCf-JcH

& 5-23. VMware Integrated Printing RB§i& &

wE i

Disable LBP e R HE T A TR o RS IR, BT S A TE 28 . Ak
AEORBCE LR, T E TR 25 H

Disable printer redirection for non- FpE AR ST & i e 7o S+ VMware Integrated Printing

desktop client AR RTIE ST i AR S0 VMware Integrated Printing. 417

AR RS BT, ARaLIA i 0K 505 VMware Integrated Printing .
BRGSO N A E I B

Disable Printer Property Persistence WRESTEINUBMEE S 2R AR o AR B, ATEINUBVER A e % A
HoATENHURI T E A TEINLL A AR B o WEREE BRI Pt i T, FTEND LRSI
B AR i A T BN [ (4T ENPLZ R A DR B
BRGSO N A E I B
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% 5-23. VMware Integrated Printing %HB§IZE (40

wE

Print Preview Setting

Printer Driver Selection

VMware, Inc.

Wi

P B TR A T M

R TENRT 2 R T TEN H s, Qe Bk, TP ki e H

Fro ANRTON PR BRI IR, T AT DA BATEN bR, 2% FbR AT DUZAT BN

YOk BTN . BRINEBOL T, AACE ZEE .

FTEN BRI T e BRI TR El b, AT DL R Tl —:

w EEITEL FTEUT N R RN TEN U B T

m FTEISRE: TR S A BRIAS T B U T BT

R PR A% i TEI L TEND LR BN RE o s PR, Aok ity

£

m GRAAER NPD: A AHUTEINUREDRL 7 1] T a4 TEI L.

PR UPD: 5 FHITERALIR AhRE e FH T B Rl 4T B L,

= JofH NPD, B UPD: Bl ANUTOWIER Ty, WA AE %K
ShREfT, WA AT O R SR

m iR UPD, FEAEF NPD: i efii T T eI El LT, ARz
R, TME AT AR SR T .

QURAS TR S s, ERIAE A5 NPD, Fif#H UPD.
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% 5-23. VMware Integrated Printing %HB§IZE (40

wE

Printer Name for RDSH Agents

Specify a filter in redirecting
client printers

VMware, Inc

i

TR 2 Pt T EIATL AR ) 28 8 A 110 SR Tk U A PR L R P I B PR 4 T AL

mALE

GRS T R A AT BRI ARAR SAKE FRoy N A TEIFTL AP, A 2801041 E

HLEATRIE DL %P Tk SR A IR 4R

B v%S: 255 1D

B %C: & AL

SCREDA M ATEIRL A AR

%P (v%S): HUERINTEINLAAR S AT 1D fENIRE. Bl Ak s
Ui TENAL# 745 %) PDFCreator, - HMpi<xtili ID 2y 2, WIHE RIF4TEILA R
~y PDFCreator (v2),

B %P (%Q): FEEMINTEINIAIR SR Pl T B ARIE AR B, g
& TEINLFR 2l PDFCreator, F % ) st FALEFRN client-pe, NI
EMMIFTEINLZ 7}y PDFCreator (client-pc).

T WA THIAIA RSB %P (%C), WY& i T A A MR AR AT
PRI, A& rum i EN LA ATER 2. X T Windows ., Mac Al Linux %
Fuity, & P SN PRAERFE SN BT . -+ Chrome il HTML Access %
Fu, B R PR AT REE BT AL E AT T, JF ELATEIN LR %P
Q) AIREICTEAZ UYL ]
QSRR A T, FTEIHLAMRE A %P (v%S) o
AN FABE R
P MAT BB 1A FP R 2 i TERATLARIIN o ansfs HIEise s, #Asn] LAAEFTER
WU RS SCAHE FREEN TRt T e — A E SRR, T THRE AN T
FIFRFTEINL R o S iR T EDY AN BT AT BN L2 e
o
RGeS LA N B . SRR m B AT
m  JEVE: DriverName, VendorName /1 PrinterName
m =577 AND, OR I NOT
o RTT: R
TSI T I S LA R
(DriverName="DrNamel" OR VendorName="VeNamel") AND NOT
PrinterName="PrNa.?e"
PrinterName=".*HP.*" OR PrinterName=".*EPSON.*" AND

DriverName="PDF"
PrinterName!=".*PDFCreator.*"

N KNG o SR PO, i TEN R, Bldn “Anp
$7 . MiAZE “HP” .

BRINTEOUT s Jde N 7s, IXEMeES TE T A & T md TETHL
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PColP REZE

PColP ADMX 1A S0 (pcoip.admx) 1955 PColP G Rt e sim& i s o &nl DURH A B I ¥ o ] it
EPR DUE SR ERME, B E AN A S A
ADMX -5 7F VWMware—Horizon-Extras—Bundle—x. x. x—=yyyyyyy.zip H, &A[PIMN VMware 7,

S5 N EGZ S, BIEEN https://my.vmware.com/web/vmware/downloads, {F 5[ AR PR
N, %8 VMware Horizon 7 F#, Hibfusd zIP S0k,

PColP 2 1EA 5t ADMX FM S 5 A2

B E SR IBOAME 5 PColP SR ERIME . XSOl B n A PR DU e e X BB BRI R
T 5 N\ HKLM\Software\Policies\Teradici\PCoIP
\pcoip_admin_defaults 1. FFA7iX i i (71240 Sl ey B Gt (10 oL
PHIERE > SR > EFREIR > PColP AR > B by B NBIAE
Sk

BN E=IRE EE RO E R ERME” AR, (HIX R AR DU
2 XS EE R ST B O\ HKLM\Software\Policies\Teradici
\PCoIP\pcoip_admin H1, R X i T4 S g as i e
> 5Kl% > HHEEAR > PColP &4 > EIH A B &S E -k,

BB ES “ENRCE” i, e SRR K.

FERERIEM RN

QRTINS AR TR LR B HANGER FURCE AE HKLM\Software\Policies\Teradici T, W¥ACH T
ML ECELAE HKLM\Software\Teradici [T . FREAHRIO A 2 TUAU E 4 HKLM\Software
\Teradici /1, FMEE AL HKLM\Software\Policies\Teradici F—FF. AR M B AR
AT, HKLM\Software\Policies\Teradici A4 BB aa A i E A L .

PColP EMiZE

PColP ADMX HARSCA (08 HITHCEL PColP KRkt . USB e A2 i 155 b A IAC B ) AL AR 150

Jfr A X BB 2 A A PR e O THEE Y URC L > SR > P EEEAR > PColP =354 & > HEE AR M
CUNEREESISR

P X A AL SRR R R R O PR EL > SR > A ESAR > PColP 21438 > HEE AP B
OB S
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% 5-24. PColP EMEMIZE

wE
Configure PCoIP event log cleanup by
size in MB

Configure PCoIP event log cleanup by
time in days

Configure PCoIP event log verbosity

Configure PCoIP image quality levels

VMware, Inc.

i

J5 T PColP i HAEIE PRI/ (MB) il

P SRS 12 T DA B SO 2RI S B, B A
m i, i m MB 1 H S AR . B 0 SRRSO NI
TR A ST

AR Bl I e, BRI SR NSRS 100 MB,

BAE ST TR H SR W% T AT A SO B R —A4 e
T A 2 A58

7 PColP ik H I HIN ] CR) Fili .

P et SR e, 12 B T DAt H SRR B 2D RIS i i, W RS
i n i, BT n RO H S Al . 158500 0 SRR AL IS
AT S

AR ATC S LA, BRI R H TSR N 7 K,

W AE SRR B B T— I H SO E R . W28 T MO B R — A
TEIN A 290

W PColP Sl HAGTrang il . Eyuflh 0 G g % 3 Gefdl o
R, DS EAN A 0 2 3, R B A, BRIA
HFHE H ETEN G 2,

WRARIE BN PColP 2 B HIREMOZ e, M5 e B A3

PEGITE LB IR PColP Wil £ A%, BREGRE . REOrEGRR
AR R IR < FLE T, MR R4 455 5 52 A

o PR B GBRE T Y- f57H7 5 S BRAG 5 T AT AN R . P e 30 &
100 Z A1, BRAMED 40, RARAOME LR mmidR, (LR RES S8R R
TP B SRR OGP RZE T 5 SZ PRI AT BB 5 Bt
RIAG MRIET SNSRI, JCIC R E A, PColP SARF5 i ke
S50 A T A A R T R (A S s PR 5 T e D e e, T AAL
PColP fIr BRI MIZ T il fi, W 30 % 100 Z A, ERIAEN 80, &
IR E 2B N B MG TR A 2R . R E SRS TN &
OB G T RERTIE A Y FE K . TR B AT, TR A EHEIX g2z LA
1 (5E38) B S, B 80 sk AR Tt s 43 MR ] s i
BEEGRRE AL REmRE SRR

i PR R R R KPR AR OB SR A T P RAR A T o
SRS TE . FIHRERRD 1 TR 120 U2 (A, BRIME N 30, Bt
AL g, HBERAE, SCRp s A G, B, e
B IO SiM, (HRRE MR .

DG TR AR AGE T TR, W P AR

AR ECRRC B B I, TR A

WERAETE 21 PColP SIS HOZI& T, BT 7 B A 3
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% 5-24. PColP EMKREIEE (&)

wE
Configure frame rate vs image quality
preference

Configure PCoIP session encryption
algorithms

VMware, Inc.

HH

B R ARG TR PR E N O Gl 2 100 (s G
ZIIME . WA kR B s, MBIl 50,

el Gaek: 1000 SoRBIENGERAED, A G,
BARME Gprhe 0) FoRE BAEAREUG TUR TG O N SRR AR

% AT Configure PCoIP image quality levels GPO, DATMHfE i
FERIARIENG T G B R AR TR 24 8] . )Y Frame rate and image
quality preference FJLAJHTEAEANMIOENE TR, (e ARE# T
Configure PCoIP image quality levels GPO fill & i) s A/ s/ Nt 2 il
[EAlE

A TH BRSO RIS S Bt ST AN B AES

P2 510 PColP 2t 4 (1 ez 857k

g LA — AN A AR IR s Sk . AU 2 D — ANk

PO EEE FHTARBIAN S oo £ 0 m Fi SbBT RO Sl s 5k . s
T FIPS140-2 ¢RI, il 2375 2525 A AES-128-GCM (i, ifiie i
AES-128-GCM Jjli#4 .

S FFH B ST ST HES) . SALSA20/12-256 ., AES-GCM-128 il
AES-GCM-256, BRIMFGHL N, BT 52 SRt i S8 nl (i s i 66
GBI PR B SRR =AY, AR e 2 M8 (SG), NI
Pt SALSA20 Fii. (HAnsbZEsiH SG, W< Fzh4tH] SALSA20,
TR B AES128, anit—24mnk SG A5 4] SALSA20, [ —A-2mat
AES128, MKt fli] AES256.
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% 5-24. PColP EMKREIEE (&)

wE
Configure PCoIP USB allowed and
unallowed device rules

VMware, Inc.

HH

KT HIZ4T Teradici [Al1A% ity PColP 231, $8E ARG TR
TR USB #£6%. PColP 2l i) USB 55 AJiE e USB %
W, USB BN PR SR USB W  NGEFE PColP £ il i [Tl
BeZ A E Y 10 45 USB FZAUGHIAT 10 4% USB BUHAN . i 46 (|) 7
FERA B AT

TR AT DL S BER 1D (VID) A1 1D (PID), st Ufiid—4~ USB
Perg s UMM FoVpal At A N s . B2k 126 P
VID/PID A5 HIIITIRS 2R Ixxxxyyyy, HA xxxx 521\ filks = VID,
yyyy H oSl PID. 4, BB ERS VID O 0x1a2b. PID
0x3cdad MRS TIHINIY 11a2b3c4d.

TS, A HPA AR

SRR USB # Fal: 23300000

& Al 23X00KKK
AFEARERID 1t 22classxxxx

Iy USB s 22aaXXXX

RYFEET s 21class-subclassXX

4l 21aabbXX

FRVFREE Y ¥it: 20class-subclass-protocol
s~f3ll: 20aabbcc

Bil4n, FoiF USB HID (FRARAIEESD 54 (351D 0x03) FIMIZfgk (251D
0x0e) 1) USB BT HI Jy 2203XXXX | 220eXXXX, 25T USB KA fH {7k
% (J5 1D 0x08) 19 USB HUMIEALFATFHI Y 2208XXXX,

251 USB AN 1T R R ANZAUT AT USB 1445, 2511 USB HUMFAN =17 R
IRAEEFRATAT USB #67% .

IR EGE T Horizon Agent,  HAX/E AR H 5iafT Teradici [A1F1Z % )™
i e SRy RN AN PN QT e Sl (e

TAMEBU, e T s, ST A .
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% 5-24. PColP EMKREIEE (&)

wE

Configure PCoIP virtual channels

Configure the PCoIP transport header

VMware, Inc.

HH

FREREBLL M AREET PColP £ G A E NI o ik B IR A R A ]

PColP 4/l FIBIEHRAL I bifie

PColP 23 i FHI1 A TULJ_,Z\JF TR MBI AN R . ARIAUE IS

A BRI A RETE PColP 2x1hHi i,

2 A HRE 15 A, PATE PColP il i,

FHIREE (1) AP BRI 27k, i, e mksvehan 7l

vdp_rdpvcbridge ALl Y M I BAL /R A

mksvchan|vdp_vdpvcbridge.

QDEELL%’FT’TQ”%&i&ﬂ%% (\) T, XA AR TR — SRR
RAT. N, 4 FR awk|ward\channel 4 Al awk\ [ward\\channel.

RO RLEE S 2 s N 2R E T B . AIAUE RS 3 R 2 i

FORFVIE T M

WA S T RN i AITE RIS )i L 303 ALl

/RE VARt (PR UETE RS

R TP — AN PR AT, T AAE ] PColP AL L A B AR

AEFTIRE . BEAEAGE AR,

BRNEOUT, AR RLEE, SRR A TR o

fid it PColP f&hibrsk, HkEL s m e,

PColP {&kkrk SNz i 4 PColP UDP 3l ity 32 fukrss (Y805 ]
HCFRHERRKI) o PColP fEAbRk ARSI 5 B AE P ZSHTGTR, B ol
PP IR S TR ok o BRI OL MLkl TR RS .

PR IR HIE 1 PColP (Lihs il i i) PColP 2ifflise i, s

o SV VL TN W4 ) Can Sk a R Y WA S DTN i

J2H Configure the PCoIP transport header & E N, DL MMEh2simitde
Pr

L=

m i CERIAED

m fk

B REX

PColP HEEAIE Fitidb A T P ket (B e i A S . ik PColP {35
S TS TR, WaiHE M PColP RELFHEE ETEM . W
FOSURR e T im e, WSk & Pl g e S Tm e
Jeth FAFRE S PIEEIR TR  anIed, AR R XS
&, MRS A, BSR4,
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% 5-24. PColP EMKREIEE (&)

wE
Configure the TCP port to which the
PCoIP host binds and listens

Configure the UDP port to which the
PCoIP host binds and listens

VMware, Inc.

i

FREZAT PColP EALPEN TCP AAHR ,

TCP s M E AP E 3 TCP 3R, TCP s M AffaE Y A
i AN I 22 A AN i S RELAZUE 1 F0 10 2 T,

UM IR A i 1k 2 R AR 1 ity L 1YBIR B, A SR AR 10
4172, ey 10, NILYERE 4172 55 4182,

AN T YN 00 HZE N 0 'S80 PColP ik
PSCE SR I R B RESMc, Horizon Client 253 NI ES DR e 52 10 1 o
HBCHTIATH . EIRREMRSEEH R (The Display protocol for
this desktop is currently not available. Please contact your
system administrator).

IR PGS T Horizon Agent,

RPN, T View 4.5 FHEFRAR, ZRINEAR TCP k114
4172, AT View 4.0.x M EARRA,  BRINLEASS 12 50002, BRIAGOLT
ST 1.

£ RDS EAL L, ERINWAEA TCP i [ 4173, 4§ PColP 5 RDS A4 7
FHI s 3 A 20 B PColP 3171, FueA s i Ak 554 i O BRI
Ui BRI R/ N B S AN B i 20T R T etz

EEE (ENmefEI, SIS R RDS AL EOER ISR 1S
[, B3k TCP 3 I BRI 4173, B SEit, AELE TCP i M4
Ty 4172, BIE T 4172 45 RDS 2111 PColP PERESAE 171 fii5
i)

FRERAE PColP FA145E M UDP AT,

UDP i B 8 8 R EE 0 U BEAS UDP i 11, UDP S 1R A 24 Bk
i VAN ] PSS 2l At O/ s IS FRIAAZBE 1 R 10 2 I,

AL E L T EBIR RN 00 FIZE RN 0 T8 H PColP /R
S B S BTN I B2 e, Horizon Client 23R [AIEH54Y E.: ST &
HBCHTTAT . KR EM RS EH R (The Display protocol for
this desktop is currently not available. Please contact your
system administrator).

I Sl M A 11 s 2 B 11 5 ISRl 2 e B, R3S 1
4172, SmYEEy 10, WIHTEEY 4172 % 4182,

It T HI+ Horizon Agent.,

R PHENLE, 5T View 4.5 K ERAR, ZRINIEA UDP i1k
4172; X1 View 4.0.x M EARIRA, BRIAEEA UDP i1k 50002, BRIANT
M, BRLTERE 10,

76 RDS 1ML E, ERIARIIEA UDP il 10k 4173, 4 PColP 5 RDS F:HL45
TR, B B FH P e H BR g PColP i o FH e S iR 5594 1 O 2R
Wit B FBIRAR INE BA AN U e 2 3 & P dz

EERI (EAREI, SIS R RDS AL EAOER NG 7S
FBl, A S UDP b T HUSRIAE 4173, SEEEADE, AEEK UDP i 3
Jg 4172, BT E N 4172 K20k RDS £l PColP LA A 11 5
Wi,
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% 5-24. PColP EMKREIEE (&)

wE
Enable access to a PCoIP session from a
vSphere console

Enable/disable audio in the PCoIP
session

Enable/disable microphone noise and DC
offset filter in PCoIP session

Turn on PCoIP user default input
language synchronization

Configure SSL Connections to satisfy
Security Tools

VMware, Inc.

HH
e 275 5oV vSphere Client #2515 1l /ni% 5l PColP 2 G LMK T N\ & 16 51 5
T,
PRINHILR, % il PColP ¥4, vSphere Client #7576 & Ji hzs B
HEHl G Io RN IEERAK S IO 24 PColP mRE 23 ab 1% SR
W, R IO A P S s E A TR
bR FHGE T Horizon Agent,
BRI R, A fevrdb sl e, HHE SR, EHEHE
71 PColP 2B fe vzl G i
S G, Fl A UE Windows 7 FENURE{ERR AN v8 B ik Windows
7 ZGIE(TIY PCoIP 231, fift v8 (AT ESXi 5.0 KB pfiA i) i, Sk
AAR, T KB RRA AT, B v Ml 214 Windows 7 A ZilE A T4
No
i 57 PColP 2xiifirs JHER I A/ A0S s Tt e et i
I, seérfiH] PColP 3530l AEHIAE N, 251 PColP w54, A riise
B, BRIA R L
i S5 7E PColP 21l HIR] 5 HI 220w MR A 1 22 50 A 1 DC i I
I3 EGE T Horizon Agent Fil Teradici S 3BX 20527 o
AR 24, Teradici ZAXANTE 7 BRNE I 2250 A RS FL DC 2t I
o
fifiie PColP 2x1&rh P BRI IE 5217 5 PColP & it 2 ER I
R = RTE 2 = 1A 7 ok 1 o 1 P33 51 N S 2o i o | w2 B3
IR FHGE T Horizon Agent.
FeE T s SSL 2R e,
SO AL I RS 2Rk, 15 “Fid s SSL R i AL Horizon Agent
LT TS5
1 fF Microsoft Bl G, B 1EHa 22 AL 1 B4 L5
ML PRI AAE T, SRR T 2,
BEHZAE I T LRI R A 32 B AT AR B A
%] VMware View 5.1 FHIE RO 8%
fic % Horizon Agent DX M UEBAEfEHIIEIE TS o Al FHA o SEAL A
NItk TP UEBAHE ARy “MY” 1 “ROOT” (AN 515D, R
JEAEPER 1 RN 2 H SR O 1
HERIT) PColP Server 4 & i AR FE 735 204 T K,
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% 5-24. PColP EMKREIEE (&)

wE

Configure SSL Protocols

Configure SSL cipher list

PColP BNt FN¥EAL & B

yzi|

FEREST AR SSL R A, Bl OpenSSL Frl DARR ML IR, Pl
HIFRAE 4/\i§/\1/)\'ﬁ Sy FRAY) OpenSSL Tl A th . &, Frasiy
FRRAX S KNG,

TRINME Ny “TLS1.1:TLS1.2”

IR T TLS v M TLS v1.2 (2511 T SSLv2.0. SSLv3.0 f1 TLS
v1.0) .

1% 1 JT1T- Horizon Agent £/l Horizon Client,

WA PR T, K08 OpenSSL s i HU

EFEST INEENY SSL &R I, FdE SSL AR VAR FIE BB, 1241
FKM— PR E SR ENER TR A . IraBREE 7R
X RINE,

A ) ECDHE-RSA-AES256-GCM-SHA384:AES256-SHA256:AES256-
SHA:ECDHE-RSA-AES128-GCM-SHA256:AES 128-SHA256:AES 128-
SHA:@STRENGTH.

QURECE T I, S 2GR E SSL FERDARE R e T BERIL B H] ST
B AES-256 BRSSP T SSL EBBRT L AL,
I AN R T PColP IR 4575 A1 PColP % it

Horizon PColP ADMX A SCA- G 25 I 52 T ARDRE NG M H A i v B N AR5 P PO 2 SRR
Jir A X A SR E R A O TR E > R > B EEUR > PColP 183 E > B i A HR

CUNERES IR

Jir A X A AL SR B R A PR E > BRI > HEEAR > PColP 1A% R > B AT B

OB E S
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& 5-25. PColP SR IRIZE

wE

Configure clipboard audit

Configure clipboard memory size on
server

Configure clipboard redirection

Configure drag and drop direction

VMware, Inc.

HH

FRE RSB ST LS B AR P AZ DAR o AR IR, AFoede i fu

i

mOBURIZEA - AN ST AR A A S

n UBHZE P EEIIRSSES - (RIS TR H RT3 S s 1
SIS B BT AT DT AR A 15 B

m OEEA - RIS H Sl s SN S LS R
PRSI S M ARER ST 1) 81 28 i o S A LA B AR 25 o 1 8

m (UBFAIRERRBE PR - SN g H SIS SRR T
HUEHIZN & b v AU B AR E R 015 .

UNSRAS P AL A, BRAME AR AR,

Pr] DAAEARER TS 6] Windows Fifh & Gl G Hib. HE2HN

VMware Horizon RX Audit, #/F—AMSmf i s Gt HiL, @nl Rl

VMware Log Insight 5 Windows FiFItass .

T Windows % /i, Horizon Client 4.9 & T A S R ST 8 % i

PHERUI AT, AT % i, Horizon Client 4.10 K B i i AK  #57%&

Juitg VAL AREE LTS LB AR A A%

¥ N Windows % )i sz FEACER TS5 & i S AT LD A T A%

PR T 0 N PR R 5 25 L B AR N AR M, R TIE . JR

KB, WINAERNATZ45 5z,

& A BRI IME, IR AT 71 A . AE B S,

M55 25 2 HEBIMAR A A7 R IMEL R 28 B P o A S BT P A7 R/ IME R

Fruti AR 55w DT AR PN A7 K/ IME R R N

% S T2 T Horizon Client 4.1 5855 2 4SH) Windows . Linux A1

Mac %/ i, PARZ5E T Horizon Client 4.7 53 = RO 10S & i, 7E4

TRAIRCAHT, B PN AF R INAE S 1 MB G T

B RRAIBIMAR N A7 R N AT RE SRR = A S TSR, PR T (A £

VMware BT DTEHR A7 K/ NEEN AT 16 MB 1

TfAE FeVFHE TS AR IR g 1) o AT DA RRDL Mt 2 —
SUSHZ Fon sl RE

WAIZEH

) =)ii

n (URARERE i

SR T PV E D A S, ARAS I T AL, W0 JGhk S b AR o
SET o

I S AT Horizon Agent,

AR AR TEORAC RSB I PR,

FRE VIR AT 1A o AR, AT Tt A

" NEEEA

DB PmEIRIR, (S vr A& i At fREE
PUBFAREERIE o . (e v MRIRHI S % s R 4
= MEJEH

QAR C A AR, SO ADUS A Z PSR,
2 B T A
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& 5-25. PColP B REEIZE (20

wE

Configure drag and drop formats

Configure drag and drop size threshold

Filter text out of the incoming
clipboard data

Filter Rich Text Format data out of the
incoming clipboard data

Filter images out of the incoming
clipboard data

Filter Microsoft Office text data out of
the incoming clipboard data

Filter Microsoft Chart and Smart Art
data out of the incoming clipboard data

Filter Microsoft Text Effects data out
of the incoming clipboard data

Filter text out of the outgoing
clipboard data

Filter Rich Text Format data out of the
outgoing clipboard data

VMware, Inc

i

e AR AR AT Fe VBT T COURIASH . SUS FIRBERI% o . DUR
A& FmBRELERD o WA S, AHDGLT T
TSR

TSR

AT EXAEREREN

. ATEGRENEDR

® T HTML #5330

TR TR

AR T A BRI WA A U B AR B R
12 LG A

BN SR RIS RS AN AR e R/ NS

RS AR T 3 BB/ IN BLRE RS b s P A SR N
P, BTDAEBET . FEWTEIRE . RO INEHE SCAHE vk 5 sl A\
HEBhEE N, AEAN B A R BN N s

m F. 151023

m FF. 1% 1023

m kTS 1 E 16 BRI AN 16 k71D

R E DA R, M 1 IR T RIERA R A,

12 B TR,

TR MR P A 5 SRR S AR i b BSOS . 5 I
T PRI AL A, Rl pE it e . ZEHE AR B Y, KT
VFAZ AR S A

FEE ST M P Ak B RER A AR R e Bt SO B . 5
BRSSPI AL HER s RISt I . S AR P BT S
B Se v IR DRGIG H DS 2 o

TR M P Aos SRER R S AR R o i i (G 8l . 5 s
R i U0 BINA=Bvie [Riy P S0 R -6 1 € e RS o Nl P
Y FIATRI I e A

FE e 7T M i Aos B CEERI S AR Ak L B 5 Microsoft Office SCAN
A& (BIFF12 4820 o RIS E, FFkrpHN S, K il H 28k
o ASHECRRC IR N, 3 S ERIATR I 25 4k

Fr R A M 2 i & 14 BRER A B AR A5 o 1 i€ 45t Microsoft Office ¢
Smart Art 5042 (Art::GVML ClipFormat). ST, FEeriARR & Az,
B e 25 e . A8 AL E R I, B Fo v i AR I 2858

FRIE ST R o Ak B AR D I AR P 4 Microsoft Office SC52
R HTML RO o RIS, RTINS, Ko it 22
o SERECARCEIL BN, K S v A ARt s s

TS M ARE AR 2% i A B A St ot B i SOR B . It s
P, R AR AR, R B R . S HE AR B, KT
Y FIATRI I e A

FE e 7T MBI AR 2% i A S AR o B vt SO Bl .
E5 e Ry B iR B BN =R, LI P S SO S v €/ L I A S D R N R e
B se v HIRUREIG I S E R
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& 5-25. PColP B REEIZE (20

wE
Filter images out of the outgoing
clipboard data

Filter Microsoft Office text data out of
the outgoing clipboard data

Filter Microsoft Chart and Smart Art
data out of the outgoing clipboard data

Filter Microsoft Text Effects data out
of the outgoing clipboard data

Whether block clipboard redirection to
client side when client doesn't support
audit

PColP HHiZE

i

FRE 2T M A RHE 26 215 i DT A A v B b PG A . )= ik

i, AN S EHER, R s e s . AN B A, R

VI ARG 2 258

FRAEAE 7T MR AR A 26 218 i () D AR S et Hh 3k . Microsoft Office SCAKS

A& (BIFF12 450 o BB, JF AR S e iEnT, Fad b b 28

o ASHECNECE IR BN, K e & ARG I S

FRE A I AR A 26 2% s B A K L 58 B Microsoft Office 72 AT

Smart Art Zd5 (Art::GVML ClipFormat). IR, FEs R & BeAEr,

B B S . A B AREC B E I, B o SRR 2 )

PR AT MFRARTI A 24 B1% s (B AR 5 ok e Microsoft Office SCF4%

REIE (HTML KD o RS, I AR & e ey, kw255

Pito BEIEOANAC R, B e v R AR S

FEAE A 7 BELL DT AR T2 17 B AN S DT A% DRI &) o

A ENZSE, AR M

m FHIE - AERAER RS R AR A A% DI RE
fig, JUIBHIEARRRRN P B b A 1 o

m I - QR S R B AR T SRR, AR T A A SRRZ D
A8, I S/ ARER R & B AR A ]

QAR AR E B A, BAMEIBELE .

1A ] Configure clipboard audit ZH3EI& - DLHIZ5 AR

R Pt AR S 20

Horizon PColP ADMX FARSC -G 25 1 T . PColP 7 SR IE M 4 A i
Pir A IX e LA A SR B A e TR ARG E > SRM > B HEEAR > PColP &1 E > I R A B HN

EUNERGS IR

FirAT X SR A (o A PR R A O P ICEL > 3RE > B EURR > PColP 2R E > HHE A IS

HOBEE S
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% 5-26. Horizon PColP £iiH T &

wE
Configure the maximum PCoIP session
bandwidth

Configure the PCoIP session bandwidth
floor

Configure the PCoIP session MTU

VMware, Inc

HLH

i PColP 2 if 1 ) i CHRAA kbps) o Iy B A AT G AR L 3

B, REfLEE . USB PARAzH PColP Jit

B BN KR EERE R S A R, B RATTR IR PColP 2 &4, #ilan, Xt

TR 4Mbps Internet R LT VDI L (i PColP 2xi) » BRIt

R 4Mb L 90%, MIHABRIZ R IR AR, AL 4k PColP

SRk AN 25 VDI T A RDS Bl 410 Iy, 40

AETRZEAIN b o (U, PRI PR/ N BR A NI B2 B e A

o

PR T B 1 EARER 2 DU B AR R A T, AT S HH IR 252k

B ol RS TR . SRR 38 B AR AR P

F_ERTEE M RN A 0, #E 4AMbps R T SERE SR AR

PMIGF I R A i, BR8P LRl T e ot ikt o

TE S SRR B B, SO NSy SRR, ICEIE R, %R
el AR At R iR (DA kbps HLALD o

ARBC I R N R IAE ) 900000 kbps.

IR 1T Horizon Agent R F it o WSROI E AN, S50 T2

LISES]IE

i PColP 2 iB TR aly 36 NI (A2 Kbps) o

IR T o A Ot AR TRUNIAY S it one . (ol TR B b A A TR Y S

TP Sy S AR AT T, I T2 i M BE /) o

RN T T 2 B T SR TR B o A ORIC FTA ZE BT 9 T IR 2

TR R i

ERMEN 0, FORATER /N B8 o AR BRI B I PN R TR e/ N 55 o

% 08 F T Horizon Agent A% i, {H A SEMAC T %1% B A S o

WIRAEIE )] PColP i ARSI s e, sy BIAR3

T8 PColP 2511y UDP $is (Ui &M BT (MTU) K/

It MTU K/ NVESE IP A UDP Hdlitabrsk. TCP i bt MTU & IRHLHIR 5
T MTU, HASSZIG % E 0,

F Rk MTU K/NH 1500 2750 f/h MTU ksl 500 275, BRI 1300 =

-
o

WHEIT, TFTEHEE MTU K. QR IE PColP i (BT
SRR SO

I U T Horizon Agent F1% i, WERFIANZ MTU /N AN,
o AR L

WURAHOREC B, W% i fE 'S Horizon Agent SEAT T I 411K
H
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& 5-26. Horizon PCoIP £iFHETE (£

wE i

Configure the PCoIP session audio fRE PColP 2x1hifh il GRERi0 Al I i Ko 3

bandwidth 1imit S STAC TR N RS T IO 5 o AL TR RAR 4 Y 5 R Sk st v

TR A I S S QSRR 1 SR, ACTEE R el S
e AR 5T, ELBNR R SER B 1o AURAEFEE I SRR T
TCESR PR BT, HR A

TR VPR A R e b O AR R 203 s 8 KT 1600 kbps 1
{H. #0450 kbps M E ] AP IR st B L AR E . 1504 50 kbps
450 kbps 2 [AIIHE I 3Ry FM ) #7555 FLIR S BT I &0, 1541 T 50 kbps
FOMECRE ORI L

IS FAGE FiT T Horizon Agent, iR PN b s sl IHese g nl A=
o

HEAN, O USB SN

WA ORI, KK 500 kbps [ERIA ST SERRAIAL S, DABRH)
Pride s A 5k URECEY I, AR SR, kbps,  HEKRIAE 3T 58
PR 500 kbps.

I T T View 4.6 R H pshioA. BRI View ANEETEH] .
IRAETH NI PColP Sx il lIHME % B, TS BIA

Turn off Build-to-Lossless feature AU ] PColP MU T iR . i IREEBRIAG S R AL TR

AR HEORIC PR P, RO PG ETRE, T EL/Rz e A AR
ASHIMGRE AR SN FHREFF N o A S8 IRAIMIZE RS, SCHCHig
FEIHE VA B 5 o

ARSI, R R ThRe . e A RSl GAT
FLAth LT M R PR A RO ERE T 2 ZhRE o

URAEG A PColP 2 iR s, Sy R A=

KT PColP JifM I ThREIN I 2 /5 K., 1555 PColP Joiitty i RE.

PColP ##EIZE

View PColP ADMX i SCA-(0 25 1 F-d EE 2N S (8 I PColP 15 B U2 SR 1A

P X e LA AL T B e THE NG E. > 5R0 > B HUEAR > PColP 1R E > EH R EEN
BRNE AT

Jir A IS A AL SRR B A e P PG EL > SRR > A EMEA > PColP &1l > HHl A B SR
HOBE S
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% 5-27. §13142#& 1 Horizon PColP £iFTE

wE i
Disable sending CAD when users press JE S, R EE PColP £ii AR 24t 5551 (SAS) Kk 2ol s
Ctrl+Alt+Del i, JH/ g Ctri+Alt+insert [iiA~& Ctri+Alt+Del,,

Yo% Ctri+Alt+Del 9152 2 U 20mie,  WIR—A> SAS #i & a2 FHLFIZ
Bl AT —E BN, SN, AR R BT E

P EVGE T Horizon Agent, X% i AN e

R AR I s I, ] P AT4% Ctrl+Alt+Del T Ctri+Alt+Insert ¥ SAS %1%

ESuw AT
Use alternate key for sending Secure Fae AT Rk A TER A (SAS) 10 L, TIAREHEE Insert (A
Attention Sequence L

FEPT DA TR B R B 7 PColP 231 MR Mz PSR I S S EEAUATLA P ) Ctrl
+Alt+Ins $ T4

Ban, H Al PColP 5L ii4h vSphere Client, F47JF vCenter Server Hij
WM RIG . e vCenter Server HENLIKI % W URIER S {d 1] 1 Crl
+Alt+Ins [741), W22k Ctri+Alt+Del SAS Lk Z Reii L, H& S it Crl
+Alt+ 25 /7787 5% Ctri+Alt+Del SAS %1% %5 PColP S,

R E R, AN Fh S B — A& . AR s IR B AR e
AT

MRS B A N, Cri+Alt+Ins 2438741 JTI1E SAS.,

A EGE T Horizon Agent, % P ASEAE T

PColP ity IheE

RERIUAKE PCoIP Sy S B D i R it A S sl OS5 O G 5 1, 25 ik BV AE 2 IR I 26 55
N RERB IR R R SR T P RS . ZDDRBAEBRIAIG O FAL AR AR .

A IEDIRE 1 et it — N RIS (RROVAIREIGD » AREEEr R A3 5e e Bk
TR BIREZIEIGER LA TR 52 2 R FUIR S B oo

7t LAN b, PColP 4ZR HITCHE SR Bon SO iR Tt Esae, a2 b iy il iy sl 2
1Mbs VL M, PColP & F A ion AT SR G, SRRt iz B G S TCiR S . XL AR
R a e NI B S N 7 52 Vs s P A AR = A TS (B 53 € KO i T et i 4 X N vl

T EDIRE A DL TR R

w  BSTEE G

w7 RALERH FER PR G

w D B B A IR R AR

m 7E LR AR ZEN R e P T

AIPLEE A Turn of f Build-to-Lossless feature A5 BRI FHCHMEEIIAE ., 155 PColP
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VMware Blast REGIZE

VMware Blast ADMX #A5 SC4F (vdm_blast . admx) £ T VMware Blast P sl & . W H1Z
SEME ST, XU BB AR A A 2T HKLM\Software\Policies\VMware, Inc.\VMware Blast

\config 1,

XU ESE T HTML Access FlIfiT4 Horizon Client -4 .

& 5-28. VMware Blast RH&iZE

wHE
Audio playback

Clipboard memory size
on server

Configure clipboard
audit

Configure clipboard
redirection

Configure drag and
drop direction

VMware, Inc

iBH

=Yk iy B et A 6T/ =P8 R 16 iy O 1 a3 R =D A= 5 € 1918

DA el T A AR R 5w OB AR AT I ME, IRIEB T o WA, PR/ N T
FA AL,
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KOME KL BN P AR BI N P A7 IME R 2 P e RN S5 8 B AR P A7 K/ IME R A N o

AT Windows % i, Horizon Client 4.9 M S b A S R RER LA LE & it L A LTI AR F i . )
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(R PIRERSRS - (B FE HUSH SR AT SN s v SR B B L
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T Windows & P Sc R RERHHRNLE & oot LI AR I Heth & o\ & i v

FEAUE A S LR A% o

PRI DA RIS F 6] Windows S S G Rk G 5. A4 VMware Horizon RX

Audit, BAAEMEPAIEGSHE RS, AR VMware Log Insight i Windows S FHi s .

FEIE DI AR E R EF AT o DI (4

n WAEHA

= WA

»  (URAEFmRBIRSAS

s PR SSRB) & P

BRI ABUR I Bl 845 .

FRAE SRR T 18] o QAR IR D, AP eI (U :

n WA

TR FAZPSRBIRIR, (Ui & i A R,
AU FIRERBIZ P, (e MARE I ) o A 200
LI =)

TR O A AR, SRS R P 2R
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& 5-28. VMware Blast RB&IZE (4

wE
Configure drag and
drop formats

Configure drag and
drop size threshold

Configure file
transfer

Cookie Cleanup
Interval

VMware, Inc

L]

e R R AR T e VIO T OBURASH . DUS BRI % P . SURIE Pk B RO

FD o WS AR, DGRB8

" AT RIZER

TSR RIZ

TR SRR

n FATEGERRER

= T HTML A8RASCf:

TSR AR AR
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12 PG AR
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IR A RBO/NRAEL AT P AR e 3/ AP T BT
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m F. 151023

m TS 151023

m kTS 1 E 16 CAIHERI B RN 16 Ik

IS E A TEOREC S, WIS de® 1 IR T IIERIA Y .

B TR,

SRR RIS HTML Access % i 2 [ STHRL AR E VT T IAT R o e BEDL M E2 —:
n BH FRATE

n BHEEATE

m [UBH3CHER A
n (UEACHTE UL
TRV RIS L3

I EAGE T HTML Access 4.1 FIHT iR
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& 5-28. VMware Blast RBEIZE (£

wE

DSCP Marking

Filter images out of
the incoming
clipboard data

Filter images out of
the outgoing
clipboard data

Filter Microsoft
Chart and Smart Art
data out of the
incoming clipboard
data

Filter Microsoft
Chart and Smart Art
data out of the
outgoing clipboard
data

Filter Microsoft
Office text data out
of the incoming
clipboard data

Filter Microsoft
Office text data out
of the outgoing
clipboard data

VMware, Inc

W

QIR ISR, 208 Fe VA H G Blast i ik gt 1 2253 I 95 10AD 0 (Differentiated Services
Code Point, DSCP) {2, g/ MRALEER A1) A AR B E . AURAST], NARSAE Blast [R4% it it H
14 DSCP {ii.

SRIFHL, RERTRUNVA N ISR e T 0-63 JilHI YA :

DSCP from Agent, TCP/IPv4

DSCP from Agent, TCP/IPv6

DSCP from Agent, UDP/IPv4

DSCP from Agent, UDP/IPv6

DSCP from BSG to Client, TCP/IPv4

DSCP from BSG to Client, TCP/IPv6

DSCP from BSG to Client, UDP/IPv4

DSCP from BSG to Client, UDP/IPv6

DSCP from BSG to Agent, TCP/IPv4

DSCP from BSG to Agent, TCP/IPv6

DSCP from BSG to Agent, UDP/IPv4

DSCP from BSG to Agent, UDP/IPv6

DSCP from Client, TCP/IPv4

DSCP from Client, TCP/IPv6

DSCP from Client, UDP/IPv4

DSCP from Client, UDP/IPv6

FEE AL TR 0 k16 B ACER R S AR SR v o i G S . R T, T e A e
B pE R s dE . AIE AR I B BN, K Fe i B ARSI 25 58

P M AR Ak 2 o R D AR P e S e . T e, SR PR AT ARy
KL mIE It . BB AR P B P S 4 Fe VR IR I e Al o

FRAEAE AT MR )it A BRI B AR i 6 451 Microsoft Office %A1 Smart Art 2k
(Art::GVML ClipFormat), JAMIb e, JFderh AN A GRAERT, Sl jERi IS5t . A oA Bt 14
A, B eV i AR 2SR

FRE AT M AR R 26 B0 s ) B AR i 6 5L Microsoft Office %A1 Smart Art 2
(Art::GVML ClipFormat), Jii b, FHurhArRN S Otem), it 258 . 25 oo Ee e it
A, B eV AR 2SR

PRI M 2 it 2 B ARBR A S MR 25 rh i Microsoft Office SCAUS A\ (BIFF12 f%
O o R, FESrP AR AL AR, B BRI I . A RN EC R R, B e v IR
G 25

FEE T M FAREBE & 24 217 P (P S M 25 Hh L 5 Microsoft Office SCAUS A\ (BIFF12 f%
O o FRIRE, SR AR L AR, B BRI I . A RN B R, e v IR
G 25

165



1t Horizon 7 i e s ine

& 5-28. VMware Blast RB&IZE (4

wE

Filter Microsoft Text

Effects data out of
the incoming
clipboard data

Filter Microsoft Text

Effects data out of
the outgoing
clipboard data

Filter Rich Text
Format data out of
the incoming
clipboard data

Filter Rich Text
Format data out of
the outgoing
clipboard data

Filter text out of
the incoming
clipboard data

Filter text out of
the outgoing
clipboard data

H264

H264 High Color
Accuracy

H.264 Quality

HEVC High Color
Accuracy
HEVC

HTTP Service

Image Quality

VMware, Inc
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PR I i A A S AER R A A P B 45 Microsoft Office SCRUR AU (HTML 4%

A o BT, AN AL AR, R Bt R A . SRR B Y, R T e AL AN
el ¢

TR AR R 2 m T D ARk Pl it Microsoft Office ST R e (HTML
RO o PR, FRbrPATR AT g, R e 28 . SR AR PR Fi R so v A AT
I E U

TR M P Ak B AR S AR s it SO B . R s s e AT AT i
HER, Rl pE s e . AT EARE I EIN K Fe VR RTS8

TR MR R 2 2 i D AR A Pt it s SORAR Al . S e v, e AT IR AT i
HER s LB 2 . SE AR P B P S 3 Fo VPR IR I 28 2500
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WL BB A . ASNIEANEC B B E N, R Se v UM DRGNS E e

PRI AR R 2 P DM P B SOREE . R TR e, g rAT R A AR
T IE IS . TSN B N, ¥ S VP ARG 25 T

FeE i) H.264 4ifilik it JPEG/PNG 4y, ERIAT] H.264 4375,

1] H.264 4y, Bl YUV 4:4:4 St 23 Al AE 4:2:0 KRS ST,
AR S R A BoRasi, i B i e S8 AE M.

FERIECE AT H.264 4ifbiocfe Bonfa e BIGm . EnT AR e N B R R (S, DARfE
L NRRE Fa BRI ICRSs . T DB e R T i N s m] DA e (I 5 T
Mt BT . T DR DA N0

m  H264maxQP C(nJFl{EyufHE: 0-51, BRME: 36)

m  H264minQP (FJHI{EJEM: 0-51, BRIAME: 10D

PRI EERIG R, W RS (QP) [EISHE B N T ARG +5 5k -5, XS EE E A0
g, Fit, BIUOES SRS RG R .

T IHAZ B R A T HEVC 4RIy, i YUV 4:4:4 it 23 AT AT 4:2:0 SEELE (R, &%
JUiiAr T HEVC 4:4:4 SCE5F R g A28, BRI B0 B 2 .
BRI B PR Fe i ] HEVC il PRy st i, AR RS ] H.264 5F JPEG/PNG
PEAT4A

P F T2 4 IR 55 #3 8 Access Point 7% 5 51 2 [AIE 72041015 (HTTPS) Hsie 1. 200 Bk
B, TR . BRIME N 22443,

e DR G R, AT DA E AT R . A TR R BRI — A S B i, (R
B T AR bR, B, AR . mmri A e T R i A A B de, AP B
GFERIG TR . TDAEE DL R

m {KJPEG JRE (F[JJ{EJEF: 10-100, ZRiMHE: 25)

m % JPEG JRE OV EFE: 10-100, 2RiAE: 35)

m 5 JPEG B /e 10-100, ZRiMiE: 900
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& 5-28. VMware Blast RB&IZE (4

wE
Keyboard locale
synchronization

Max Frame Rate

Max Session Bandwidth

Max Session Bandwidth
kbit/s Megapixel
Slope

Min Session Bandwidth

PNG

Screen Blanking

UDP Protocol

Whether block
clipboard redirection
to client side when
client doesn't
support audit

A
PR 725 1 DX ok 5 ) SRR DX ok 2 [0 B PR s TR B TR o R
W, WS B AERE . b S AGE T Horizon Agent.,

B E T Windows (1) Horizon Client s #:1%I08E

FErE PR ORI T P R P 5 TR iy 5 o BRAE AR BT 30 4

i VMware Blast 231G Kt 56, PAT-ERRHFD (Kbps) S 67 s 55 CAm AT UG AL BE . 35551
HEALImIE . USB LA VMware Blast #7575t . BRIAMECN 1 Gbps.

f8i2 o VMware Blast 215 (1 B /O TEUEE, DATEEHED (Kbps) P A7, fe/ Ml 100, e KA
4 100000, ZRIA(EJy 6200,

52 VMware Blast 231l (B 1/ Vs o8, DLT-EUEEED (Kbps) JHAL, BRIAEY 256 kbps.

QAR AR L T, PNG 4l ] e ife QRESFIs e, WIFE JPEG/PNG £l

L ] JPEG 4Rttt T4mis . 24 H.264 ZRilesih TG shiRASmy, AN . BRAGOL FAREC I

W,

FeE YR S mN, AR RIS G 2o G 2 SR, b2

oRES R

PR i UDP Hlak st TCP 1l ERIAEH UDP Bisle 24 F A EA7AE AN A 3011 Horizon

Agent THEHL E P TR ES-FAN, RS AR IR EAAE T HTML Access, HTML

Access IHZAEH] TCP i,

T S 7 B LR B B B 1) BN SR B s A A A DR A 2 it 1T A L

WER B ZE R, AN FEY —.

m [HIE - QU SNSRI T R IR, (H P S A SRR IhE, IR AR B % P
SN HR EE W

B OEGE - QURRE SNSRI TR, (H P SN IS SR RZIAE, W SRR B & P
B T E ]

QURAE s AR B, BRAEARHE

1A Configure clipboard audit ZH3EM&EE DLAIZ 4 E AR

Bz ARrRE. BRIA

M FH VMware Blast RESIZE
WL VMware Blast Sl& 75 2% P 2 ib HAIRL&Z A2 %, ) Horizon Client RIS I 21 12 B8 o7 BIR FH r

ai
= H264

m  Audio Playback

m  Max Session Bandwidth

m  Min Session Bandwidth

m  Max Frame Rate

m  Image Quality

ST HAD VMware Blast 5:l%, F23%57E Microsoft GPO Ui HIN] . A DLR T 2h 5 Rkl T3 2h
Horizon Agent THATEEUET GPO. 11 F41(5 ., 11521 Microsoft 3%,
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4 VMware Blast B LiRIE4E

RLUR ] VMware Blast S R,  AGE ROy g B e Bt B bt J ik o HEIhRE A Sttt — e
JERAEIRIARE G (BrRos AR SREBERR EA D e e iRES . TR BEIRE B BoRk AT
W ZE 2 R ITIRA B R

250 VMware Blast j3 e E4s, i E B EAL FRY Windows A2, ¥ HKEY_LOCAL _MACHINE
\SOFTWARE\VMware, Inc.\VMware Blast\Config X {}-&H1J EncoderBuildToPNG L5 A 1. ERIA
ke (ZEHD , Bigafdides Ay PNG Johilg X,

%} EncoderBuildToPNG JiiFfF il i Bk 2 v B34

& O VMware Blast jii IJCHUE4s S Il SEAT CPU AR QiRFEICHEEE, VMware L]
PColP T sl VMware Blast, £ PColP Bl el 4aitfs B, 20 PColP Jofiiy HDihe.
1% IR 72 = AR 55 42 3R g

P AT DU O AR SR TR 55 4 S 2 ) RDS EALDA M B & A S AN A e 2 1R RO ¥ AL RE . Horizon 7
L T EA5AE Horizon 7 Ha 32371 Microsoft RDS 41 5% ADMX SCAE

VENIAENGE, 1R EAE Horizon 7 ADMX SCAFHER JEFILE TN, A2 Y Microsoft ZH 5 .
Horizon 7 455K E i IALE, SZHFA Horizon 7 #554 .

VMware, Inc. 168



1t Horizon 7 Ml e s ne

EREFERSNAEFREERE

RDS [ FHAR e 2 R4 ik 4 1 427 Windows Installer S
K RDS £ IP Huhl R

% 5-29. RDS M AREFRAMARKIIE

PE L RRARI P FRIME . PSR @R AR s B LA

WHE TiRA
Turn off Windows Installer RDS Compatibility MG PR e T e A N RS 7, Windows Installer RDS

MR A BN AOEA 1217, Windows Installer 53—k
1217 msiexec HEFRI—A9, ERINEAL T, Windows Installer
RDS S A b o HIRAS

USRS TRZ SIS, Windows Installer RDS JEa a1, —k
HEEH A msiexec HRENIMBZT T,

QAR TR R I 5 T, Windows Installer RDS e ¥ IT
s A PN R P 2 R o R I e iR AR
msiexec JFFEHEPAFIALEL,

Turn on Remote Desktop IP Virtualization 2RI B AR RS T R R R 1P R
PRINF LR, R 1P R AL ToE R A
AR E N ZORI R, R IP MRS . AT RAE R H 1%
BRI RAET] R 7 B, A N T 1P ik
HIRR PRSI . AR A S T (R 2 RN NAT i 23
1 - Pilgn:

explorer.exe
mstsc.exe

QEREEORICE 2R B, R AT IP MR G

Select the network adapter to be used for Remote  iZ5EM&UEHRE ST HEL 1P Mk £ B Re #e ot R 1P Hbuik A
Desktop IP Virtualization NI, 1P HBUERIDRI KRR LA “To A RIRIALE i ok .
Bln: 192.0.2.96/24.,

QAR ZSRE S, MRS ) 1P MR 28 SRt e B HI T
PP MBS T Pt
QRAES O 2R A, RS P MBI, e
IR IE A A AR AR ST 1P M AR,
Do not use Remote Desktop Session Host server IP  Z3RIEUS IR EAEENL IP ikl A Al 25 245 H RDS LY
address when virtual IP address is not available 1P il
AR RTZ IS E, AR, 1P ASA] IR ] RDS SEALK 1P
Wk S URRHRAT EE R
QRS FOlAI B2 MG R, UFE R 1P AN AT IR ] RDS
HUAY 1P Hbhk

EEREARSEZIZE
it (1) RDS YEBEAH O T, P A BA o) RDS L 1Ay £ imAy s 1 e

Horizon 7 RDS 415EIS A B 2 AE THRATRC E. > SRE% > SR > Windows 44F > iR H RS > iz
HASTEEL > dER b e,

Horizon 7 RDS 415M& X A 23 E FA P ECE > BHEAR > Windows 4 > SR MARS > RS
TEEML > Tk,
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& 5-30. RDS &EEAKRMKIEE

wE

Automatic reconnection

Allow users to connect remotely using Remote
Desktop Services

Deny logoff of an administrator logged in to the
console session

Configure keep-alive connection interval

VMware, Inc

W

FEE A LR LI P i ) P 2 TR I ORI S 75 L e v B Bl
HERE) RDS BHL B2 ile ERIAMGEOUT, £ 5 FPHIM IR 5
ZHHT 20 RATHERE A,

WIARFIZAMR T, AT IS TIEAE S AR & P it P25t
L P S ERNIEZ R Wit [pG

DARESNZ RIS T W25 2% P e
AARRFC T Z RIS, WIS ARSI BRI A S ks, A
i, PRl DA R ST B AR e R _E 1SR e T
B R I BT

2 SRR T B R SR T IR S5 e YR TS LR RE D
WRRNZIEBEEL, (10 AR SN s 45
P T DA e A s 1 e 55 R e 3 H AR T 5L
INRARNTZSIG RS, T Teik T e R SR AR 5% e R B b
ML HARTHRHUR R AT Y e, (BRI N
.

ARARORPC 2RSS T T RE S IR S5 B A F AR TS iR
TR AT S T VP LR e, MTDAE R AR R e R
bkERZBCE . BRSO N, AR v

T LA TR E > HEEEAR > Windows 44 > g
FHERSS > ERFERWEENL > ZE AR BRI ME 2%
T B S ibn eEAR R T A T S e S e AR e
& ] DAGE R S T R S5 b TR et o ] DA AR 77 TR
AT I e R P A AR SR T2 A URC L T 1 4R i T
R R ORISR g, seH R T RN E >
HHBAR > Windows 4 > mARRERS > TR EREEN >
B IO PR AR SR

12 SRS B B E 25 U AR B N S5 A thll (5 TR B B 75 T DA
EliiEeensafatIslibiEe2 It

FEAHRERR I L A RO AR DU TSN, 2 R AT
o QURTEBRERRITEL DY, DANPARPRAT ROl & ok
GRS FTZ RIS T A SO B e B DY

ARES BRI P Z RIS, W S e e B

F EHESEBNCh S 07 o A LMEm R SR T AT
Beakakay 1 T ] /console FFIERAsKIE i & 1n].

T PR B, A PT DA N R SRS (R [AI B LA £
RDS LA L&k S % kA2

1E% 5 RDS ENMAFERS, RDS LML L&l i RES (AT
SRS, WA SOOI EREIRAS,  BIEESbR¥ % i S5 RDS =
HUTTEER: . AR & P R BB [ —~ RDS 4L, AIRESHNT
EEsE (AR RDS AR N R VF 2ot I HIEDRM S
IEATREOYRE TG SR AS

QR FZSRI A, AU N R SRS (ARG . (R 2)
ARSI TR R IR 5 A A & RIS IR (LA i) o vl
PURI NI 1 2] 999,999,

QRAS PR 2R A, DA (R sl RSN (AT AR,
HRSS a2 IR,
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& 5-30. RDS EEARKIZTE (&)

wE

Limit number of connections

Set rules for remote control of Remote Desktop
Services user sessions

Restrict Remote Desktop Services users to a
single Remote Desktop Services session

VMware, Inc.

3|

T TR S T IR 55 2 75 R A B IR 5 TRl I R 2

AT DA P23 PR A T e IR 55 8% EAR TR RS A AR S I 55 25 0
Bo dniah iz, SR AL RIS R, FrHIR
SRFEN, TERETAR . PREISIEET AR e RE, TN R A
IR TR . BRNES T, RDS FEHA v AR I i
SRS 2168, HF T4 BE A oA s i e v i A i R T IR
2k,

FTULZE, BN E ARG FRE M ER . TR EAZ
PRAIIZEREEL, 3N 999999,

WS JA HNZIRM R, MR R AR S5 IR o s Az THY

Windows il AR R SRR S5 B —SRi FrE £kt

QAR PR P TSR T, AR e A M 2 B 1 B A 4%
e

HOZEEOIHT RDS 0L iXSEEHUEIET Windows #1#
G PRI 2 EA L (IR S5 IR 3575

FTVASE P2 SR 4 P P e A e R L AR 55 2 0 b e VA iz e 42 )
Ao

SRR UABEHZ SR S P B DA N IR IR IR 2 —: BB R
WO CEAREET o CAESW avrmiEh A E .
e B S ST TR B W AMERA SO AL
FRAOTS 0 N e R A5 6

GRS Z RIS v TR ] AR R RO 5 P i P A
MRS 2R AT AT B o B X BN, W AE Wl FlaRrhgt
PERTA IR IR R . A AR, TR APPSR
/.

ANRESHBICRTC 12 SR R v, A 47 AR e R S 2 v AL
e T A e R RIS e . BOATS LT, R ds il
M PEERA R P ABRAEE O R sl

WL HITAURE" A TRE" . R
TR, R PSR .

FIVAGEFTZ SR 8 R T P IR B AN IR SR AR 35 20

AR FZ RIS RS iz R L TR 55 e R S ) P )
ZIRSs s RIS SR GRENEMTERD o AR RS im O
JFHEEREARAS, WP FRESRIN A Zh B 2l i i
ANAREEFNZ RIS, W SV A B Az R R T e 55 T AR A A
(il Pt

QAR EZ A, AR i B E TR IR
AR P2 SO BTSSR R R R Ak 55

i,
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& 5-30. RDS EEARKIZTE (&)

wE

Allow remote start of unlisted programs

Turn off Fair Share CPU Scheduling

RDS & &MAFBEERIZE

3]

AT DA 2 M5 2 He A FE e AR ) shae AR L T IR 552 1 S2 T DA
A5 RDS EAL EAEfTREY, 2 e RemoteApp FE/7413%
HhA R T

fnl DA ] RemoteApp #EES 1 H 614 RemoteApp Fi 741l L%
Hlv R H sl RDS AL EMREEHEF . BRIMEOL T, R R shic
FEULAIIR S 2 m, AR E5) RemoteApp 74 RHHIIRET

QR R HNZ R, e ] P R s R R AR S 253, Al Tm]
PURE) RDS ML AR Yo B, Zefe ] AR e fi ]
TR S R P R AT AR 1 AT T SO AR DU Bz
QAR AR R B P2 R L, e R ] P S s A s T R 55 2
i, AN RemoteApp FHi#R 1) RemoteApp 47 41|k
HHREE o

VAR CPU AR 2 R M A2 1 AR IR AR S (] oK
JoAHI] RDS FA7L IR mefst s IR 5543 1 A A T AR PR 7]
A5 E T fg 4, Fair Share CPU Scheduling 554,

GRAR BRI E I SN &, KT Fair Share CPU
Scheduling.

RDS 14 £ FITgs Y H 7 7] 2H S Mk T 4 R e R s IR 552 vE vh & P LA b A 2 s IR s TR A PR
Horizon 7 RDS 21 5i& % & 235 tHEA R B > SR > EHFEAR > Windows A > iR HRSS > i

SESWEFE > SRR IREE A

Horizon 7 RDS 41 5il& % A 2/ E P ECE. > BN > Windows A4 > RS AR S > iR g8 me

TEENL > WA R IR EE A S
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+ 5-31. RDS & EZFMAFEERMARKIZE

wE

Allow audio and video playback redirection

Allow audio recording redirection

Limit audio playback quality

VMware, Inc.

3|

AT DA 2 a8 2 e e 75 T DATE e R L IR 552 34t p T A 1P
TERR VLIS ORI AT HH

FHPAT DA AR S B2 (RDC) [ “AHb e Selii-f 1Al i efe
FR AR R R T AT Ut R O . TP ml DA A
TCRE A A FAL RO 5. ] DA BT IGS
Bite AT PASE e R S Y (rdp) KR videoplayback e H
PRI BRMEOUR, ¥ 8 IR

PRINE IR, (EER£5)324T Windows Server 2008 R2., Windows
Server 2008 1 Windows Server 2003 [ 154N, ASFRUFHET 0
ARSI E IR . AEiE4 21351 T Windows 7. Windows Vista ok
Windows XP Professional [fJ 1A, ERINFevFiid T SRR
EE A

QAR R HNZRIAE L, W SVt A T 2 SRR B e 17

QA FZaRs A, R Se v AT S R IR i e, B
RDC HiEE T S T kA rdp SO T ALTUE L .
QRS 2R, e AR B B E TR <& s
W BT L (RO A B 75 SeVF I TR BRI
i CEE

AT P A e e 2 5 AT DA 1A s IR 55 2 1 o4
SR B R L

FP A AAE R R %R (RDC) [ “ARM IR eliiF kAt e

T B T R B AR T S L. TP T A AR
ML ER SNBSS (I 225 R0 Sl .

SRS IUR . TEEREE)E1T Windows Server 2008 R2 [ 5K,

ARV TR e A SISO, fEERE)Z1T Windows

7 HHSIAUR,  Fe VAT IR T

QR HNZ RIS, M Vb T MR I A

QIR HNZIRIGE T, MR e vrdkf TRl B e, HEE7E RDC

MR T IR ] o

QR RTC 2R A, AR R A2 B A T AR <% rig
WL IR S A P A 7 SO R A T S IR B EE S 7

AT DA P2 1A e PR A P S TR R 52 VB I S ST U b PR
BT AT DA e e G, O e e

WU FZORI A, AR DL Tl —: “p” o “Hh” Bk
CEIAT o WERE T, WERBM AT D s MR RS
W DT R S . AR, M T e B4 D
ANER CRE FHIOSRR SRR i) Kl Qs “sh&s” . W
FHUCFEIEAE I B8 B 8 S N 1 PR 4 231

T RZ SR AR A TR S FR I S s B e e i e s i AR 55
STER TR T, T S v AL T S AT T
Teoee BN, Ansfe & Pt L A S R RS e e T A R
AL e ) S SRR T, T TR AR ) e I

] PATE % P S L i AR [ P (.rdp) SCAFHY
audioqualitymode % ¥ /it B S IR U R . BRINEOL T, S HUERL
DT R A )
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% 5-31. RDS FFMBFFREERMARKIZE (5

wE P

Do not allow clipboard redirection FBE R TR AR SR IR 55 2 il R 28 | E me R v R LR i o SR
Z IR N A (BIREERD o
FRAT DU 24 AR ) P e e S R A S0 L e T2 1 3
IR . BRNEDUR, e REsR AR 55 Fo vVr B T E 1)
R R HIZAEE, WP ICRE e B AR
ARAR 2R, M PR s AR 55 4R 28 Fe v B AR B A 1)
QR AT B2 RIS, MR SR IS 2R e s s T e Ml . A~
W, EER B RAR T DA P R S A Al WU B B AR B A
o

Do not allow COM port redirection PR A FER AR 55 2l TP AR R M B S L e 1A B %
Jui COM 3,
T DA FIZ R B A8 1 P e R B i P R IR 55 2 i AR e
715 COM it [T AN BRI R COM ¥ 1, BRINGEI T, wofi st
%5 Fer% COM st T ] o
QAR ERZAEE, W P ICER IR S A B o ) 2 AL COM i
M,
QAR AR ZRIG A T, MR IR S5 R 2 se i COM S I FE 2 7]
QIR E IR, MRS eG4 B F5 2 COM s I HiE
Mo Ak, BEEEGUHIR AT DAME e e S 25 A AU o T HL A%
COM Uiy I FE 1

Do not allow drive redirection FBE TR - TR e R S IR S5 2 il P B 22 P X ah#s (UXBhes FE
EIDIS
HINEOL T, RD 2 iE A UIRSS A [ sl 5 2 X 2 it o
W SR R DA <THEHLE> 1 <BRah 5> 14 2UiR7T Windows
GRIRATEERR O “FRAIHINT PO iSO v AT A R

FIZAT N
SRR TNZIE, NIRRT AR 55 2B A e PR REA T4 B sl
HE.

ERESNZE T, WA ST kR Sl s e 7
IRARCEZRIRE, WA M P R & R Bl s T
Mo ik, BEERATT A ISR R e i U E T RA %

IRIR B AR TR E 1) o
Do not allow LTP Port redirection PR RS AR S5 2 i R 15 22 1 s e v % P LPT
an

PTG T2 B A% T P Al LPT i 1 DA SR Bs Mz R i
SURUTE A B A LPT SN, BRAER R, R miRss foir
1% LPT s 1 T0E T o

WA HhZEE T, MR RS il R i F P e iR 55 8 s
SETV A LPT 3

ARESZEE, WAL et T LPT i g ]

QR AR A, WA SRS LPT s i
Mo AN, AEERDUBSR AT DS R S G S A o L AR A
LPT 3 &
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% 5-31. RDS ¥ BB FREEOMARKIZEE (&

)

wE
Do not allow supported Plug and Play device
redirection

Do not allow smart card device redirection

Allow time zone redirection

ImREREARSITAIZE

3]

AT DA P2 1A 8 sl e A o TR 55 2 0 PR SR BV D T 4
2 (4 Windows il is ) HE 1 Bl e B 5 Lo

FRINEOUT, I REEL AR 55 S VR ) SRR BRI & es . )
PARE P B S B AR IR TR B “TEL" Sl
FERIRARED A A ) 2 o AL

QORI FZSRI A, U P G SR BV B 8 T 1 e
TS Lo

QRAS PR P 2R, 0P P AT DA S R B B 2%
FE AR T AL

WD E PR I 2 A U L % P ik
A A SR R g o AT AT A > R
BRI > BA > BB R > BRI h SIS AR L
SE T SRR E SR MR T8

DL 12 SR 3 A e e SR T 552 i FR s BT R A )
GRS T Z SR A T D R ST R 55 1 T B A e R sk Bl
%mﬁﬂ&f‘zluo

APRESHECRTC P Z SRR, W S P TR l RR E. BRIA
LT, ARG AL B A e R RE Rk

B R A/ Dis T Microsoft Windows 2000 Server ik,
Microsoft Windows XP Professional, J{-H 2% HFRIRS 2SI
b

VSRS B P 2 ) SN Ut 7 4 HL I DX P T 1) e L T
ey

RRITIHSRIS BE E, RRAEHEATIN DX A PN 2 PR HUN X B A

AANRSS fre IRIF S IRSSRSEEAIN TP TS AT 2l ) CH i

ST TR] = JIR S ARAEARIN [R] + & SO o

GRS EORFL P RIS B T, % P S A S FUE N XA

K I X R S XA o

RDS V1] 4 SIEA 4510 RDS Y Al IR S as i Es 305 . 275 Bonm L@ AL K RDS & i 1 ] 4F il ik

(CAL) S JH P FIT 6 52 oA BT

Horizon 7 RDS 4154 5 2 E THREAN RS E > SRB% > BN > Windows 44 > mfRE kS > iz

SERTEENL > HR S,
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& 5-32. RDS AT AKRKIZE

wE

Use the specified Remote Desktop license servers

Hide notifications about RD Licensing problems
that affect the RD Session Host server

Set the Remote Desktop licensing mode

IEERERSITEHNEERIZE

B
L TZ RS B, AT DAEE RDS A UIRSS #e il A P e
TRV T UFIR S5 S50 T o
WA TZERIS A, I RDS A MUIRSS e 2l B e v vk
MRS5S WA RIS E VAR S5 %8, ) RDS MUK SRzt
F Bl H kR % o
TE H B R PR S5 A AL, 55T Windows Server [
RDS AUk S5t DA I T I A AT U S5+
1 PP E LA E T R b fe iV AT bR &5 o
2 {F Active Directory 1/l 55 H & A OVF FIUE R 5 7 o
3 {155 RDS FHUHRIIE A ldds il b2 vr nJubik 55
QR SRR Bk ACHC B2 e, T RDS Uil FAE R s i 26
BUECE T R S8 OV T UEIR 55 fe s s
2RISR IEAE WY RD ¢Ff RlEEEm RDS EAI /21575 RDS
FALF R RmE .
TGS, I RD V] [RIEGZ RDS A:0L, TEAAHA
TS MER, ¥ RDS FHL L TorlA, RG], we s
WAIAUET RDS F=H L7 T s PRI W8
AR ZeRs s, WAZAE RDS 01 F B osix el
QAR ORI BRI T, (EDAAHD A TR R S s, B4
RDS F:A - i mix Seiim Al
T RS A, R DR R E)1Z RDS AT I
5% % P Rl Ik (RDS CAL) 2871,
LRI AE s S e B A R A T — R Bk
R o
“CEAPT VPTERER RS Z RDS EHUEAF ko L —
~ RDS & F CAL,
CERRET VPITREIER R R)Z RDS EHUE MR LA —A
RDS #5145 CAL.
PUES YN S2 A AIS = Pat R I 5 W 7 oo e e W i T
T SEATUIRI AR A A Bl e R SR [ £ 06 - AU 7 TR R v ml A
Ko
DRAA TR 2 M SR A T UM T 2o e R s 2 1 = U e
NI 25 SRR A P e AR A e P ST 2 A U T L L P e A T A
e

T RDS FTEINLE E 4l sm& 4 e, ] DABC B 4T B LR A 1) SR o
Horizon 7 RDS 41 5l& K & 235 E HHEA IR E > 5% > SEEEMR > Windows A > R £ HIRS > iz

SEETEEAL > FTEEE R S

Horizon 7 RDS 415X A 2 F P ECE > BEERAR > Windows 4 > B R HARSS > RS

TEEN > STEIHIEE SRk
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%+ 5-33. RDS TEINEERMARMKIZE

wE
Do not set default client printer to be default
printer in a session

Do not allow client printer redirection

Use Remote Desktop Easy Print printer driver first

VMware, Inc.

Vi

AT DA HRZ RIS R e TR 2 s RIS T EAIL E 2hi% A
RDS ML e il T ERASTEINL,

TSI, AR 2k & P imBIA TER L RDS
TSR BRI TEINL . #n] DA S8 i 224 T
QRIS FZSRI A, BRI AT BN UA A e AR L L R 4T
ElAL,

QIRAE FHZ SRS, I RDS ML E Bt 2 i AT EHL
R R R A TE L.

QIERARFL RIS, A S RIS A BRI TEIL,
i, AEER AT DA e B S 2 S T FUh & i ain
P i BRIATEIA L

T VA TZ SR B B S 75 AR A I R R TR 35 2 1 i g 25
Fi T EIAL

R UABE A2 SR8 45 R T B Mz R v S L E )
BN G AR TEINL. BOARS O, R
MRS Se Vi i TER LY .

GRS Z RIS T W P A R S T R 35 2 1R R 4 T B
PRV MR AL E 1 B A P d TEAT L
GURARNZSRIG e, WP DA % T E U FE )
FTENRL

ARARARPC 2RI BT, WA SAE ARG B E I & i d TEAL
Wit ANid, R AUSIR AT DA T R s 2 ih LA B TR A%
J%& oA TEUBR o

AT LA P2 A i 2 7 e (o PH e PR S T AT B T BV AL
SRR LT 5 A TEA L

QAL FHER AL PZ g4 e, ) RDS =ML ezar il i fE s

THAATTENFTEDH N AR Fr 2 B R % S d TERIL. s rh T
i SRR T P R SR AR AAT T ERSTE IR Zh Ry, I H] RDS
WL E SR AT B WSRO AT B IR IR 7. W RDS 4L

B 5% s TEALC RO T ERATLAR SRR, e Rl 23 16 C
P P TEI L

WA Z NS % =, W) RDS M2zl afk Aid 4 TEIN K 5)

FEFPA 2% Pumd TEIN L. Qs RDS WA 5% i TEIHL

VERCHIHTENMIRSh ALy, RDS W LK il i T e FE s A T B
IX BT B P A TEIA Lo AR Pl T B A P P
RN TENSTER IR ShRE e, e R s T A 55 2 iE el ] 4% 7
I ATEAL

T OWRBMT A P TEWUEER” SigRE, W
R e S AR IR T EA TR LR SRR 7 SRR
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% 5-33. RDS ITENHIEE MARMKIZE (&9

wE
Specify RD Session Host Server fallback printer
driver behavior

Redirect only the default client printer

VMware, Inc.

i

TATLAME FZoRI 3 P HE E RDS LN LUER T EIH RS 1T 4 o

RIS, HEEH] RDS ZEHURRFTEIIIRENRET . dni RDS

FAWAT 55 AT EO WL BC T EDA AR B2 7, e A s

K55 2B IS TR Lo

QIS FZORIE A, 2 )s R AT B LK S RE e, - ELERIA

117002 RDS EAE IR W IF T BRI o QR AR TED

HUEREIRER, WIJCTERE I FmF TR, An] DA B B B0z ik

T S A -

B Do nothing if one is not found) . WURFTEINEKShAE
JFANERL, RDS EHUKZ IR A A IR 7o WA
E\TEMYUIREhRE e, WUTCIE R & I TEIN L. 122N
T e

m Default to PCL if one is not found) . QIRFEAZ]
AEIATEINERSIRE T, MIBRIA ST BN H1E = (Printer
Control Language, PCL) [1liRFTENHAXZhFLF

®m Default to PS if one is not found) . WIRILAZE
EFTEINER SR, MIERIA N PostScript (PS) MR ATEINL
UNEHRET o

m  Show both PCL and PS if one is not found) . I
PABISE IR, Wi rEET PS #1 PCL (R ATE!
WK EIRE o

QOB ZORIG A, W22 RDS EHLUNEIX S RE R, JHH.

RDS FHIAS LU R TEIHUER Eh R 7

AARAEL MG, AR T AR B A T BRI

Mo

T OWRBMT Avrg PR TEIWUEER” B, W2
IZ RIS IR T EA IR B R o

FIVASE 2 SR S P 1 RN i d T B U 75 Az e S e
SARHEE A RIME—4TEIAL

IR NZ SRR T A R L R 55 2 iR T BRI &

Jmd TEIAL

AARES T ECRTC P2 SR S T AR ST R 55 2 1 v T 7]

B A% i TR
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RDS BEEXHigE

RDS it 5 SO 2H SR 8 v s e R S I Al 55 2 0 (TIPSR AN SRk i

% 5-34. RDS B E X HARMIZE

wE
Limit the size of the entire roaming user
profile cache

Set Remote Desktop Services User Home Directory

VMware, Inc.

L

ISR T P FR AR AR Bl b AN P P SRR A RN
ISR P T TR R i 2 3 AL I S5 TS L

AR A R SN, 1AL T PR E
\FEIEVE BB\ R GVT] P ECE ST Limit profile size 5EIK

Pace

WA E TSRS R, R E I ALRIR CBRLAA A B FIEAE
Wi FH B SRR AT N CRAGEATIRT T o IRl
A B T I B SRR A7 R/ IR o M ANl T T P 7S
PR AT RN HE T M KRR/, BB e F Cpaafr 6 T e D)
TR I I e SR, B BNl PG P SRR AT I R M T
TEMII K IN

AUARAAE BRI RS, A S IR A AN B |- R0
PR E S FRAF IR N

FERS: nis T A THHEN R B CRENVE R\ R 50T PR E

#H17) Prevent Roaming Profile changes from propagating
to the server Hilgi&E, NSZMZHMRE

FRE e R S IR 55 (TR R T AR L 23 S A H SR A A e i
SRIARSS T 3 H R IR 2

SHAI A, TN NIET MR REEE RN (IS Ek
A o WA H SRR E M s, B L, \\Computername
\Sharename # U H FARES S, SR LEPEERK £ S i 5 5]
SR B AT o

QAR PERE A2 H SRR B E AT S L, i50A Drive: \Path #47X
BT H SRS, ANER ST R A . ANEN A E
SEATRIRT, RO IeRE IR S 2370 P sk i 3 30 Ik N2
HEAREEERE AR, B2 AR B WRAE
TEPF PR EAHIES A2, (FORFE 1 HRARERAR” RN T MR IR
R, TERESAIIRSS 4 H P =5 F S8 M2 A

RIS BT R IR S B A A T S ek 2%
FRAE RN E OV 1 H ke B I B8RSR e 3 H
AREEIN B4,

AR O ok ke, HPIEERRIR S
FREMIEE,
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% 5-34. RDS BLE N HAKRBIZE (40

wE
Use mandatory profiles on the RD Session Host
server

Set path for Remote Desktop Services Roaming
User Profile

RDS ZE#ZR %G55 E

B

T HNZAIE A, AT DB E AR S IR 55 e T W AR B
RDS F=AIURIFTA 60 s A E S

QAR E ISR, AR IR S5 44- 601 Set path for
Remote Desktop Services Roaming User Profile HRM&¥& FH
FROE AR R ) e SRR SO . Lefiififz %] RDS &
HUIFTA L R FAR R P P e 22 S

SERA BRI 2 R e, MR 5] RDS MU H Pt
FHBE PR B S

T ORISR ARG e BUS IR Set path for

Remote Desktop Services Roaming User Profile Hili&iX 1% .

ISR MR T P R e S T Ml 55 {68 PP T P e SO P D 5 i

%o

BRNFI T, Rk 5S4 RDS W UAHI At Fir A FH i 1S

o ARPTLUE TIZ IR FL R E — AN PR A0 T P G LSO IR 2%

FRE, SRR, NG B R Z A I S A A ) v ST

RDS ML L2idE, HP R AU AR R fc S

QAR A FHI M 5, oRE R IR 5K i FR e OB ARV E N i

FUBCE SRR H ok o BB SRS S AN H P ik P 2 2410

T,

SRS AR, 1750 \\Computername\Sharename #%#EA ¥4

SRR . ANEDN R 2R S R, RO R R R 5

TEFH B OV SR A BRI N 2R o AR E I 28 L

AFAE, ARSI RDS LML sl g, J7E RDS

FATUAH A7t FH B 2 S

QAR AR R I 2R A L, WITE RDS W UAHAF % F Pl 23

fFo ERTLAZER b “JmbE” SEAE_ B R s i 551 v S

PE7 BRI R T P OB B S AR

i

1 A IZ RIS RS P P e SO SGE T e s IR 55
VERE, PR EBARCE T Windows i T E SO, TR
THIR S5 TR0 ) e B SO i B s IR S5 S T PR IR 28418 e o

2 U REERR] RDS FAUATAT ) e o e A s 1 ke 5508
I PECE SO, RIS S 7 TR A BV R
\Windows AR REARS\RD 2iEFA N E AT Use
mandatory profiles on the RD Session Host server i
&% i 7], Set path for Remote Desktop Services
Roaming User Profile Sl i Hiidk e AU AR 005 o il fid
.

T4 RDS SRS A SR, FH ] DU B 55 A4 T SR o
Horizon 7 RDS 415l 225 E T EAEC E > SR > EHEEMR > Windows A > iR E RS > ik

SHESWEE > RD HEARE S,

VMware, Inc.
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% 5-35. RDS &R EBARKIZE

wE

Join RD Connection Broker

Configure RD Connection Broker farm name

VMware, Inc.

BB

DA HNZ R R RDS EALZ TN A RDS FAL %

RIS FR T RU% . RDS THL F AR &S iR e

U, ISV E R B R 63Oy RDS R h, 2

SN RDS WL RS/, AU RDS T L el

SR B RSS .

QIERE S FHZa %=, RDS AL “Firl RD A

WA SEWPIRENY . 0T TE RD EEAEIR S

G R RS E R IR S5 L

QARAE I Z S, ) RDS EAUA S TINS5

Y, I HASPETH PSR, GURC A HhZgE, Wikl

FHZCAR R TS AU T sk 20l ss WML FE(LFE 74 RDS

FHUMNZERR 575

QAR B Z RIS R B, WASTE AR SRR e 2k . X

FESLN S AR DU e R s e ih R MU B Tk 2 Ik 55

WMI SRR e # RDS FHLADIN RDS F41 Fis4Ik %

o

o

1 RNz, EAURH T RD A R
A “fic i RD i EeRIEIR S A2 SIS, ok iz
FRE R TR AL E T H & ss WMI B AR 5 fid i X it
W

2 T Windows Server 2008, Z/Dff Windows Server 2008
Standard |37 FFIZ I

A DA T2 SR 3 S E T AE RDS AR IR S5 2s N
B# k. FEBIRSS w2 Mt b RDS EAUN T —
RDS 1, Ak, [F—f i RDS =LA # ]
AR SR &R A5 Active Directory IR 55 H 11 & Fid
TR

WIRFRE RTINS 2 FR, METE RDS AU ERIRSSAsh Gl
17, WRIEEIAINZ4FR, RDS EHUE A RDS 41 Fiy
PR A%

QU FZRI A, IR RDS EALIE R IR S
HAGI AR,

QAR PR 2R B, AL PR 2k, X
PGEUT, AT A P FE s 2318 LA T Flok 20k 55
WMI BEBERE P35 20

AT Windows Server 2008, % /D7 Windows Server 2008
Standard [ S RRZIG S . FRAEOEHAL0NS . sof s ot
B T H ek Zm)lk 55 WML SRR 7 IS e e N RD &8
B F1 B RD ERABRIRS AR B, A0, %k
sk
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% 5-35. RDS ZE#ZREWARBIZE (L)

wE

Use IP Address Redirection

VMware, Inc.

W

AT DA A2 15 5 HR e A 2 vy e ORI B 60 41 ffir RDS
By A e RE SR 55 2 1 R TR e 1y 1. % B
T RDS EHL R RS w5 1 RDS EHL, ik
T B o il e R Sl b PR IR 55 75 1) RDS F:HL.
QIR HNZR I, R s AiRSs & Pl A i RDS 471 1
MEEREIR 555, I THEIAT 23R ER) RDS ALY IP Mtk e
% ih. TR HNZEEE R R, & i R L AR
IP Huhk H PEE R E ) RDS FAL.
WIRAE FHZ RIS, A2 RDS ML 1P Mtk 436 5 %
it TSRS RNAZ P HihE . A% i b v B 0 A
FRIS, B G FR A R g i T [ B ORI, RDS 3201
A SR, P RIS S TR Ty S¢S Fr# ] RDS
W BN S5 7 AR AN 525 Pl P bk P e 7 5
AR RDS NN, A Az
DRI 2R, U e PR s 2 AU T R
O IP Ml R . BRINEST, KR T S A
TR T H Az .

4T Windows Server 2008, %:/D7F Windows Server 2008
Standard [ SZRRZ IR
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% 5-35. RDS ZE#ZREWARBIZE (L)

wE

Configure RD Connection Broker Server name

Use RD Connection Broker load balancing

RDS iSRRI E

W

AT DA T2 SR o RDS A UT) TR RO 2 11 67 2 -
RDS i A& iE a5 75 . F5E M RDS FHIHa] TiE
e ss . D3RRI RDS AN A A %
(3

WA JFHNZIRME B, U N4 L 1P itk ol e AR ek
#iE RDS FHERR S AR . A N IR S5 R (2R
ol IP Mk Jeal, WIS RDS AL LS A d il s — 45
RIHE.

QAR IR O 2R A T, A n] DA PR SR T 23 L
T HB RS WM B4R P 3% RDS 1R S5 w44 %
al IP Mtk

e

m T Windows Server 2008, 1 Windows Server 2008
Standard |37 FFIZ IG5

m BRARE NN RD BRI S, o TR
2An A UECE T HE 2RSS WML LR RDS T H1AD
EOMAN RDS L Ak s o, B0, 2RI s E e
o

m Hph RDS 3 IR EEIR S A IS TEINTE shal b1, 123
MR RDS FHUR ALK 46202 RDS EAUM SRS
i LI S TEH SN AR .

A DL 2 S AR A 7 RDS ML eI 5 s rh (i
AR/ RDS itk 555 2 A1V 61 4
IR, U RDS EAL E R IR S 2l i A
SN P EER R A R D2 RDS 201, A2
DA S I ERIAT R o AR IR S 2R TE v 6]
RDS 4l bidegelli sy, HARASEN NP RETmE S
TEATTEIY RDS 4L,

IPRESNZ RIS, WA IAT 2 0f B SR B A e R 5
FEE—4 RDS F:Hl,

ANPRARTC I SR B, AT DA e A s 2 v AU o T
sk ZamfiR 5 WMI SRR ™ RDS LSS RDS L%
PR S5 a1

B AR R HZ RIS, A BUR ] NN RD AR
Y R RD EEAIIZ S A R RD AR SS
AR SRR

RDS e & ih A2 SRR o 4 ) e A S A R 55 i v g - A e e
Horizon 7 RDS 415K & 235 E T EA R E > 5% > SEEMR > Windows A > R £ HIRS > iz

KT > TRSTEIMR o o

Horizon 7 RDS 415l X A 2 E P ECE > BEERAR > Windows 44 > 2R HAkSS > RS

TEEN > ERRSTEIMR o

VMware, Inc.
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3+ 5-36. RDS 2SR IMNEARMKIZE

wE

Limit maximum color depth

Enforce Removal of Remote Desktop Wallpaper

Configure RemoteFX

Limit maximum display resolution

VMware, Inc.

ginlli]

AT DARE HZ SRR R e e R R IR S e i K i . (Bt
W

AT DU 2 &4 v M (i T RDP Al 2 (10 230 (8 34 S FR
o PRAIE R W AR sz e U E i 1 RS ) ATIRAIG
k55w %

WS JE HNZIRM R, MR E A (R 2l RDP (11 4 7o
VRN KB ORI o S0 S B (O R A PR P T BT B
PR SCREIRENT . WIAEEE & Puies” W12 P SR i
KEIEIRE

i {XAF Windows XP Professional £l Windows Server 2003 |- 3
F§ 24 fipi iR g,

QAR A SR A 2R T, MR A (R B P i R SR T 2376

FHFCE THARRY & i iR B PRI A R

BEELRE R, BRAEH P e a7 AR

PR TS TAIm I O SR AR 5 R A P 8 i S SR TR AR

ST DM FZa8 e A R R R S5 2 i Al U R b Ak . RIS

N, Windows XP Professional [fi]iif s o R 5 iR e i & i i

REEAL, PRI PumBlE . AR R, 1S e s

LRIy RYE” IR, BRAEOUT, 24T Windows Server

2003 [AINRSS s Ar s R 55 2 ih TN R B 4G

QIR R HNZAEEE, MMAE e s AR S5 S iE i B hs4L

QUARAE s, AT DA e R S IR S5 il oAk, LRI

TE

QR ARFELEZR L, BRI T IS .

A DA T2 SR 148 T 47 ) RemoteFX 7R e ek 301 (RD fi

PUL AN F1RDS M F 27 H .

QUREELE RD FEME N |, RemoteFX fd IEIEALIA T

(GPU) St iR 57 1 N A DABE B M PG o RIS

BUR, 1T RD FEUE ML RemoteFX {ii FHIRSS 25 GPU mhs

Tt LAN Y4280 RDP 7.1 B2 F o (0 1 P 4

QIR HEAE RDS B, RemoteFX i FHREL sk (k45 B it
I PR

QIR R TZ RIS A, B8 T RemoteFX 1#3 LAN yE£2F1 RDP 7.1

TR PR

QURAR 2N, 228 ] RemoteFX.

QARAREL RIS, BRI T . BRGSO N, K S

T RD Mk 41 RemoteFX, JEA5 1 1T RDS 34111

RemoteF X,

FIVABEFZ SR B B e T ORI TR 35 1l I B N et 7]
SN R PR IRET BoRm R e ih P U ik
Fettng OUHUZML RN FPARIR S s 13

GRS HZ RIS B, RIS S R SEE R IR . FEIE R R
ST BRI R RIAR 35 2B A o TN R B
AERENHORAC B Z A B, W T omim R IR 55 2 i A
B P A R o e R R 2 h AU T LRy i
ARV R EAEAMETER .
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% 5-36. RDS iIZESIRIMEHRBIEE (4D

wE

Limit maximum number of monitors

Remove "Disconnect" option from Shut Down dialog

Optimize visual experience when using RemoteFX

Set compression algorithm for RDP data

VMware, Inc

B

FTVASE 2 SR s PR AR A AT s R R 55 2 1 A s e
B FRHI AT oz e s R 55 2 iR 1 s a0 AR e Fe Vg
COUH R e MR S5 01 4

AR R Z SRR v A DA T s e RS T R 55 21 1
el BTDAEE 1 E] 10 Z MIMECT
AERESHECRTC FZ R 3, T s e RS I R S5 2 1R I s
AU T A SR 2 B TR “Boaikd” 2ok 1w
EA SRR TR AR R I RE N

AJ DA R Z SR M R P T e 5 IR 55 b A2l 9%/ Windows”
ITEAERR W 2,

PP LA FHZ SR 5 B A 1 FH P il T X R i 7 e L P 5
RDS AW %Rz,

IS HZ IR, ) “OCH] Windows™ WEAERY R gl #e A
SR CWRIT R GRI,

QUEARES SRR 2R, MRS “IEH] Windows™ i iEATE
MBI R Wi .

FE ORI I “SEH] Windows” SEHE . NS -
A 5 5 R i 55 2 T e . 2R P N2 2 -
MR&5ws PO R0 2 TE, ] DIETHENECE > S HRER >
Windows 44 > R EMHRSS > RD & > SiE TR ok
S B B TP TR IR SR DA I R
SRR S5 ES F ARG BRSO TF]

W DA P2 15 5 e e e e 1 77 {68 ) RemoteF X (1 5 1
1% (RDC) ¥R TR o 0T DA T2 S A 0 g o 2%
W o SEEHER T ARG 2SI 2 [k A5 -1y

i P DR, AT AR A iRt 3 AR Dot PP PR 25 5
AR G (RO T GEGiiD DURD i RO 2717
o

DR IREHS B TV M, 8T DAt oo 0 e A ok 2 A Y R e
=0 B G AL T DA e KRR B R AT 9 o

SRANER R, BRI ] RemoteFX fnfe s [ 2 G PATE LAN
ST RIS o AnRA R oz R A, T
RemoteFX [ A B2 TESBAHIAI Y, haF G B 1 s D edm
HOHCRFIN SRS A% S CRNT D —Ff

AT DA HIZ R T R e T A R s T (RDP) 4k o
FRINEOUT, MR SSATEE T RS #R ORI AC 211 RDP Fe4i i
QR Nz R A, PT LA e B I RDP ek, ansiak
BRAC LA e D AP, e U TR DA, AR %
FRIRIZEHT B o AN BERE AL DU I D R S 1 500, e 150 1)
BDIIMEEATE, B ZIP47. Heah, TR DA S
MR 281 BE 1) 56—

WAL AT RDP 43k deP AT RDP g i o f i
TR Z M2 6 AL B 7E SR IS B B S i, A
ARG, BRI RDP E4i5:, (4 dn S p s
e

QAR AR R I B2 A L, W FERIA RDP 452

n
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% 5-36. RDS iIZESIRIMEHRBIEE (4D

Optimize visual experience for Remote Desktop
Services sessions

Start a program on connection

Always show desktop on connection

VMware, Inc.

ginlli]

AT DA HZ SRR R e e R P e B S T IR 55 2 il rh A R AU

RS, SRS, WICRER A i B i A T O A SRR Z A D R

E N I ST DU E SN E 4 1 NI R e AT s r P T (A

Jil Silverlight it Windows Presentation Foundation 15 JI#2% .

WS NTZORIA BB R B A e S R 55 25 R IR A

U T BV vivt= S o= IDE 211 7 NU= T N

AR ORI BRI R S s 0 2 A e P s

FKoxilio

Wi 2 e A S T MR 55 AR S5 F Bl TR e IR T o

PR AR Pz 8 R A A P sk B A T BN B 2hist TR T

BRIV, R R S5 251 R #8 Windows S U 1],

BRARNSS A S PR Bl ] PR & e BN B AR .

Pz B IR S5 wv i B DAt F P i i R R Ay

o JHR” SEFUNT Windows Sl /RN RHAR P, K50t

e,

BHEANZAE, 5T “RTERAERSER” RN S R B T

P AT TSR SE PR E BRI S 20 RTHE, i “ TAEH

S NI S B H RS R R . W “ TAER SR

TREE= A, WRTHERA TAEH SRt TR . AR E AR FiRE .

AT TAE ARG H &4k, RDS EAER RO B

R .

ARy IR, W S IR 55 20 H 2his THRAE M

R IR E I TR H R B BN E & (U oRdgE TIEE ) 18

AR GEER

SRR OB o ORBCE” , WIZeRE sk oS 2uh e

SERESRMRED, FRARRS TR IS PR T AR ®E . AR

IE R, WS HTTRENRE > BEER > R4 > B3Rk
“TEHI VBRI IS TIX SR T BRI

HOZRE LN USEAIERE” A CNERE” e RECE 7
ARE, W) IR ReEAE IR R

I T AR P R BRSNS A R ST,
TR o T T P RAE 22 Pt B R AL
T, EMEC R AT S RC TS | e SR
R4 PPk AL F R T WD
IR, e PR BRI, KA T
. R T AT R P S

RS S, AT 2 P B R 5
BURTER R L LA TR, . SRR AR, W%
P BB IR WA R L | R

AR TZ ORISR, W RN AR SRR
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% 5-36. RDS iIZESIRIMEHRBIEE (4D

wE
Allow desktop composition for remote desktop
sessions

Do not allow font smoothing

Remove Windows Security item from Start menu

EERERSEEIZE

3]

AT PAR HRZ R A T R e e 15 S Ve R S i SR P o 2%k
%% B ANIE F T RemoteApp 231

SPFE AR s 2T it Windows Aero I Wi %, i,
FSBIAB . T Windows Aero T35l AN AR ZeRT 9575,
FVFLRE S TR AP RS e e Ot 1
AEHS R R T AL A

G R FZ s, ) se e R s i e m s i B o A28 70
HEALE, SR sz (RDC) Wil “IRkEE” dEli~ Fid
FLRIAPES, B iR s m Y (rdp) STHERRRY “ e st
A OREPTICE . AN, & SN GA RAAEAT TS R DA S
£ Windows Aero IJfig.

B OTRET AR AR L AL U TN E DA AR R 2

] Windows Aero Zhag, 4, WA ELCRE LA L L ni i ARus
e, I HATUERE R LA L P K (g B A o hp 5 2% 32
fio BN, BRSNS B LRSS

ﬁu%iﬂffﬁmam?w%&n, DNAS Fe i e R ST 2 i S T B
4, BMiifE RDC & .rdp SO S T S hiar

AT PARE HNZ RIS AR e 1 SO VP R R P A0
TR I RAE Bt ClearType TfE. ClearType J&—Fhili < it
FINIFARAEAR, DAMEFARIEW-E, CHEAE M LCD Eones
o PRV T AN JE U5, A e R el F
AT DS R B AR, S P

TGO, v B T AT I o AR DAY IR s [T
(RDC) Ffy “PREE” el R Ay, s (i i R s i by
W (.rdp) SCEHRIY “SRUFTARNIET S E TS
GRS FZ AR, IS S Ve R F i ) Ay, B
RDC & .rdp SCAHUR T T e

QAR AR R A 2R A, W e Ve R R ) At

FRIE ST MO RESR A % Pl “RE” 2R “Windows %

4" Wi, FEPTDA IR L B LB R 1 P e e R T IR

SR,

RIS  “Ea” . IFHAT SRR RE” AR
“Windows 4" . ixXFf, Fr i N ig a1 CTRL+ALT+END (1

LARTEE A BRAEE P L RAL AT T “Windows %e4” )i

HE

QAR E S AR Bk CRAE” . “Windows 4" R
BATE “8r” R,

RDS 24 4 SFM& A E s 75 Fe v A A H 53 1 o SRR o
Horizon 7 RDS 415EH A = 2 E THRA TR E > SRE% > SRR > Windows 44F > R HRS > iz

SEWEL > 2tk

VMware, Inc.
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% 5-37. RDS LLAKMKIEE

wE

Server Authentication Certificate Template

Set client connection encryption level

VMware, Inc.

3|

AT 2 A 2 He e i 1 2l BRI AN UE 15 AL RDS 44T
BRI TR AR

7t RDP yEERIE T SSL (TLS 1.0) £i471% il RDS F:A41 [H]
AR 2e 2, AR FHUE B LA RDS A3 T S 36k
QR FZ SRR R, TR BRI AT, 78 F Bl A )
RDS WA T B O3S i, X% R i S e A - i 1
HRES . RATEARBERREF E I BIN, A2 A sk Eard.
QERHABIME TR AU B OV IE TS, RDS AU A HIUETD
HWHE SR IR SE AR R 2 A AT U . iR AREI 2 A e 1)
UEPIHR O IIES, KR 25 415 RDS EALAFRICHL
HIUES

QAR AR TR I B2 R L, MBI T A2 2354 RDS EA1L
PTG IE . R DAF R s 2 B HUAC TR R 203
F EERI TN RDS AT IR i o

B ARSI BT TN RDS T S0, k534
ezt .

FREAE RS AT P (RDP) 1 BRI 75 75 Sl R s 40

P Pl RDS AL TR AR 042

ARz, AR B IR & in Al RDS FALZ IR

WA s B R eI T ik . BOATESU N, gl e

H T o ATLAMETIA N I Ty vk

B High) . “F7 WEMH 128 (58N % S ARk 55 ps >
(AR BRI TN o ATATE A2y 128 (7% im (I, ia
AT RERA R P IERSE il FZ sl . A5
I i ok 42 58] RDS FEHURSS .

m Client Compatible) . “&JUmilfea” W i % Fim 2 ff
M R B RE i AR 55 st 2 [ A4 T B T 0%
A PATE AN SR 128 ML s PR A iz s 2
il

B Low) . M7 BEER{NAE] 56 {7 IR I i &k B IR 55 A
IR TN

QAR AR A B iz s, A2t A1 SEmssm il i T T 2) RDS

FAUN R MR o Ak, AP AR S FA U

L e B B T I i)

FEER 0L HEYIERE > Windows &E > 20T > A
SR > REFIULIFRI “RG0n: ¥ FIPS etk T
B ARSI B R R A E LA E R “FIPS Jfe
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% 5-37. RDS L& AHRKRMIEE (&)

wE

Always prompt for password upon connection

Require secure RPC communication

Require use of specific security layer for
remote (RDP) connections
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wE
Require user authentication for remote
connections by using Network

Do not allow local administrators to customize
permissions
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wE

Set time 1limit for disconnected sessions

Set time 1limit for active but idle Remote Desktop
Services sessions
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Set time 1limit for active Remote Desktop Services
sessions
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Terminate session when time limits are reached

Set time limit for logoff of RemoteApp sessions
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RDS T F A S 3 4 e FE s 1 I 55 2 1 I SOk QRN R o

%+ 5-39. RDS I X4 EAFKKIZE
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Do not delete temp folder upon exit

Do not use temporary folders per session
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