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Linux 4% BRI Horizon 7 for Linux S &FNRERE
Ubuntu 18.04 Gnome Gnome Ubuntu, K 5EEIREE (KDE), MATE
Ubuntu 16.04 Unity Gnome Flashback (Metacity), KDE. MATE
RHEL/CentOS 6.x Gnome Gnome. KDE

RHEL/CentOS 7.x Gnome Gnome., KDE

RHEL/CentOS 8.x Gnome Gnome

SLED 12 SP1/SP2/SP3 Gnome Gnome

SLES 12 SP1/SP2/SP3 Gnome Gnome

NeoKylin 6 Update 1 Mate Mate

FEHPSAE RS Linux 23 o A IFBR ISR AL, AP T A N 2B R T T34 Linux
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RHEL/CentOS 6.x KDE # yum groupinstall "X Window System" "KDE Desktop"
RHEL/CentOS 7.x KDE # yum groupinstall "KDE Plasma Workspaces"
Ubuntu 18.04/16.04 KDE # apt install plasma-desktop
Ubuntu 18.04 MATE 1.225 # apt install ubuntu-mate-desktop
Ubuntu 16.04 MATE 1.16 # apt-add-repository ppa:ubuntu-mate-dev/xenial-mate
# apt update
# apt upgrade
# apt install mate
# apt install ubuntu-mate-themes
Ubuntu 16.04 Gnome Flashback # apt install gnome-session-flashback

(Metacity)

3 EIHAE RN SR AL, THEET R Bl

QR AEAE R 2 SRS Linux S0 SR T SSO, il DL R Hak B EEAE SSO £ ifidfili I s
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= X1 Ubuntu 18.04/16.04 11 RHEL/CentOS 7.x, i # 1-7. SSODesktopType VeI S Bk
B /etc/vmware/viewagent—custom.conf A1) SSODesktopType 21, DA EZEH]T SSO [
SIS

% 1-7. SSODesktopType HEIN

SRR SSODesktopType LT E

MATE SSODesktopType=UseMATE
GnomeUbuntu SSODesktopType=UseGnomeUbuntu
GnomeFlashback SSODesktopType=UseGnomeFlashback
KDE SSODesktopType=UseKdePlasma
GnomeClassic SSODEsktopType=UseGnomeClassic

m X RHEL/CentOS 6.x, Zil SSO B2 ihfiliH KDE, 1M /usr/share/xsession EPrd=eF 7443
KDE J3 8 SCAF AN S s SCth o B, nl s B R g —2Ha 4.

# cd /usr/share/xsessions
# mkdir backup

# mv *.desktop backup

# mv backup/kde*.desktop ./

VMware, Inc.
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SERNAIIA R B, e P A ek BT 5 | S5 Linux S20f1, A RERF KDE JIfE F— SSO &
MR IA S

m AT RHEL/CentOS 8.x, #iil SSO %% 2:14 i H Gnome Classic, iiM /usr/share/xsession [
kB Gnome Classic o sl SCHRLAYNTIAT G S S sh St Flan, i R —4ldar 4.

# cd /usr/share/xsessions

# mkdir backup

# mv *.desktop backup

# mv backup/gnome-classic.desktop ./

SERRATA R, e P A ek T 5 | S5 Linux 5200, A fE¥ Gnome Classic JH{E F—4>
SSO &l IERIA S
R AR 2 S EER Linux 52 F2AT T SSO, MR THTH AT, & T s
1% Linux SEAIIN, A B AT AR SE M IALR
] 28 =3k

VMware Blast Extreme 3z H] 5 sl (UDP) gzl bl (TCP). MZ&Ik <520 UDP A1 TCP
HOVERE, R F VRS, T AR A 25 551415 ¢ UDP 1 TCP,

w QRIS R (BIanALT R (LAN) BR5EHD , 15LE: TCP,

w QURMZSAHEE (BIARAL T 38 (WAN) BB, A2 B8 nT e 2 A R 28 0 28 SR AR R] 2E
B, iRk UDP,

fH 285 ke T (f54n, Wireshark) S VMware Blast Extreme i [If) /& TCP it & UDP, [ {i
R —48 (f 1] Wireshark) {F &% -4,

1 FEAHY Linux FEAUAT N 301205 Wireshark.,
T RHEL/CentOS 6:

sudo yum install wireshark
XF Ubuntu 18.04/16.04:
sudo apt install tshark
XfT- SLED/SLES 12:
sudo zypper install wireshark

2 f#i[f] VMware Horizon Client 234 Linux 5i[f .

3 T E IFa T N a4, k24427~ VMware Blast Extreme {ii /1111 TCP #ff-tuk UDP %t
(2E

sudo tshark -i any | grep 22443
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USB HiE A% g shas BLAE 1] (CDR) IREE 252 MIZR SIS o ANRIZ SR A (BIans i

L, IF AN RRERAEIRO R PR aZez . T, REA e 2Ll Mg
o

SRS AT RE RS . AEXFME AL N, SO RTINS
m ofE Linux SRR USB #E4s.
»  USB Hdloikse s, Hlan, (ELHIRMSCHN, SRAFIISCH AT BE/IN T IR IA S

MF USB EE A VHCI IKZNTEFF

USB HE AIDIREMI T USB il M1t #sf2 11 (Virtual Host Controller Interface, VHCI) PNAZEK 5+

J¥o JN3CHF USB 3.0 £ USB HE I DIAE, MAPTIA TAPEE:

1 M https://sourceforge.net/projects/usb-vhciffiles/linux%20kernel%20module/ F#; USB VHCI JE{L
i

2 i VHCI IREDRE PR ARSI AR Linux R %0 b2 plony — b il w2 1-8. it 4o
USB VHCI JXsh 7 a4

Bign, RAr /install_tmp/ H 3 FREELR4EE A VMware-horizonagent-1inux—x86_64—
<version>—<build-number>.tar.gz, A3/, ful l-path_to_patch-file & /install_tmp/
VMware-horizonagent-1inux-x86_64—-<version>—<buildnumber>/resources/vhci/patch/
vhci.patch, FHZEMHHT patch 42

# patch —-pl < /install_tmp/VMware-horizonagent-1inux-x86_64—<version>—<build-number>/resources/
vhci/patch/vhci.patch

E VHCI X EhHE 7 258 A0 E 2% Horizon for Linux 2 A 5EY

% 1-8. HiIFFH LI USB VHCI IREHIEF

Linux 53 k& RIS USB VHCI IRBIRE RIS B

Ubuntu 18.04 1 LRI,

# apt-get install make
# apt-get install gcc
# apt-get install libelf-dev

2 GiiEITLesE VHCI BT .

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch —-pl < full-path_to_patch-file
# make clean && make && make install

Ubuntu16.04  ZiFIF42% VHCI Bahe sy,

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch -pl < full-path_to_patch-file
# make clean && make && make install

VMware, Inc.
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% 1-8. wiFFH R USB VHCI IBFhiEF (&)

Linux 4%
RHEL/CentOS
6.9/6.10

RHEL/CentOS
7.x

RHEL/CentOS
8.x

SLED/SLES 12
SP2

VMware, Inc.

%223 USB VHCI REEF NS B

1

1

# yum install gcc-c++

# yum install kernel-devel-$(uname -r)
# yum install kernel-headers-$(uname -r)
# yum install patch

# yum install elfutils-libelf-devel

ik VHCI BB T .

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch —pl < full-path_to_patch-file
# make clean && make && make install

(RHEL/CentOS 8.x) Jy [ #if# VHCI UXshFLTAEE S USB diE A BhhE—itC1EH TE, 15 USB UXBhFL Tl

RSB
a )y USB YXahfefy0lid SSL &Y.

openssl req —-new -x509 -newkey rsa:2048 -keyout MOK.priv —outform DER -out
MOK.der -nodes -days 36500 -subj "/CN=Descriptive name/"

b A} USB W&l 7t T45 4

sudo /usr/src/kernels/$(uname -r)/scripts/sign-file sha256 ./MOK.priv ./
MOK.der /1lib/modules/$(uname -r)/kernel/drivers/usb/host/usb-vhci-iocifc.ko
sudo /usr/src/kernels/$(uname -r)/scripts/sign-file sha256 ./MOK.priv ./
MOK.der /lib/modules/$(uname -r)/kernel/drivers/usb/host/usb-vhci-hcd.ko

¢ EMHIT UEFI 2451 S554
sudo mokutil ——import MOK.der
Ha A Sk AN UEFI 245 S B AU A #7249 (Machine Owner Key, MOK) #5111
Ko

d  IfE vSphere 5l A M UEFI 224515, W55 4%, AL, 526 https:/
sourceware.org/systemtap/wiki/SecureBoot,

it i N AZ AR B R A
# rpm —qa | grep kernel-default-$(echo $(uname -r) | cut -d '-' -f 1,2)

T R M L NAZ I I 2k I, R AR kernel-default-3.0.101-63.1, A2,
YN IR A 3.0.101-63.1,
2% kernel-devel, kernel-default-devel. kernel-macros #1 patch A1,

# zypper install —-oldpackage kernel-devel-<kernel-package-version> \
kernel-default-devel-<kernel-package-version> kernel-macros—<kernel-package-
version> patch

5an:

# zypper install —-oldpackage kernel-devel-4.4.21-90.1 kernel-default-
devel-4.4.21-90.1 kernel-macros-4.4.21-90.1 patch
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% 1-8. wiFFH R USB VHCI IBFhiEF (&)

Linux & PRIt EZsE USB VHCI RIS E

3 gL VHC BREhRE T

tar —xzvf vhci-hcd-1.15.tar.gz

cd vhci-hcd-1.15

patch -pl < full-path_to_patch-file

mkdir —p linux/$(echo $(uname -r) | cut -d '-' -f 1)/drivers/usb/core

cp /1lib/modules/$(uname -r)/source/include/1linux/usb/hcd.h 1linux/$(echo $(uname -
r) | cut -d '-'" —f 1)/drivers/usb/core

# make clean && make && make install

H W W H R

AN, EEAEVA TR
m WUERARY Linux NECEBOETRCR, AU dm 3 Fogr e VHC IXEhREFr, (HJCHy e

Horizon for Linux,

AR S PR Ubuntu 18.04/16.04 2 40 sAIZSALEE, O VHCI SREDRE I Bl N AR
S F¥ (Dynamic Kernel Module Support, DKMS).

a RIS
# apt install linux-headers-"uname -r°
b UL Mg dkms,
# apt install dkms
c HREHUFIE#h VHCI TAR U,
# tar xzvf vhci-hcd-1.15.tar.gz
# cd vhci-hcd-1.15

# patch —pl <full-path_to_patch-file>
#cd ..

d KR VHC S 2] /usr/srec Hko

# cp -r vhci-hcd-1.15 /usr/src/usb-vhci-hcd-1.15

e BIEE—14 0 dkms . conf 193X, JEEHEIAAE /usr/src/usb-vhci-hcd-1.15 F 5%,

# touch /usr/src/usb-vhci-hcd-1.15/dkms.conf

f 7] dkms.conf LA LA FINA
PACKAGE_NAME="usb-vhci-hcd"
PACKAGE_VERSION=1.15
MAKE_CMD_TMPL="make KVERSION=$kernelver"

CLEAN="$MAKE_CMD_TMPL clean"

BUILT_MODULE_NAME[0]="usb-vhci-iocifc"
DEST_MODULE_LOCATION[O]="/kernel/drivers/usb/host"
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MAKE[O@]="$MAKE_CMD_TMPL"
BUILT_MODULE_NAME[1]="usb-vhci-hcd"
DEST_MODULE_LOCATION[1]="/kernel/drivers/usb/host"
MAKE[1]="$MAKE_CMD_TMPL"

AUTOINSTALL="YES"

g ft dkms RSN VHCI BXEDEEFT o
# dkms add usb-vhci-hcd/1.15

h A5 VHCI IR
# dkms build usb-vhci-hcd/1.15

i e VHC IR .

# dkms install usb-vhci-hcd/1.15

2D BFEREMIIZE
g Linux FEALAI 210 Horizon 7 I, WA B vCPU AR 7738 B DA iR M AEER

fid 2 A {# 7] NVIDIA vDGA IR T NVIDIA #78EE . ¥ AT NVIDIA GRID vGPU 1AL
Bl 1 NVIDIA FEE £, i B3 T NVIDIA PRI s ey, 4003 o S vePU FIREL
AT .

AL 9B H] 2D BB AL H] VMware FEAUIE AR, bzt s vePU MU AT IR EL A RESE =i 2 1
VEfE. IR T HE

JytirE 2D SEITERE, 1k Linux SRR EL 2 vCPU FIE LN A, i, ¥ 2 4> vCPU F12
GB EMN AT

T EAEREE (14 NERED AL R, TNEALEE 4 /> vCPU Fll 4 GB EHINAT
dkdt 2D S IRIETRG TN RERAL E 4 4~ vCPU 14 GB RN AT .

£ Linux RHE FEESIEME
S TR DMEDRE, TP RAS A TP IABUAT I Linux SER2 5L 2%

SIEMMERN RHEER
TR FFEARELIAE, 1Y Horizon S5 WA /& i ZEoK o
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& 1-9. SUEMMERN R R ER
Hfr R

i A G SR FRIMEB VACAL R s A5 23 7l T Windows . Mac B¢ Linux (1)
Horizon Client 4.7 s 5 kA, S, 220 ] HTML Access 4.7 55 kA,

1Z1TLAN Linux 23 & QAR PR 2e A8 S b S R i EDhRE
m  FLf5 Gnome 5iAIEALEN) Ubuntu 18.04
[
n
m

Linux e 5L i

H4 Gnome Classic &t KDE S[fiFFiEH RHEL 7.5
F.49 Gnome Classic 5L[HEIE) RHEL 7.6 B 5 o
HA47 Gnome Classic %L [AiFA131) RHEL 8.x

IEAh,  GCRE SRS L T 2K

m A% Horizon Agent 7.7 S SO, ATREAE Gnome SIMIEREEH SRl

B A4 Horizon Agent 7.12 BT EiAS, /1 REAE EAT KDE SLEALE) RHEL 7.5 5L
[N vy (e

m AZBE SR RO S TR S P 2 i i E T RE .

SCEEA - Em AR 55 s S FH Al AT IE

oRTMY VMware Blast

7 RHEL 8.x S ZAIMNI RSB A Be R M E. 1SR 2 1E I ER Y RHEL 8.x 511,
a2 TE M ETDAEI(E B, 152504 Horizon Client SCAY,

ERE X HFHIZESIEMEIZIN

f£ /etc/vmware/viewagent-custom.conf SCEFHIEE DL N, LUS A S G T EDRE .
m  CollaborationEnable

1t /etc/vmware/config SCAFFREL DL N Emt, ARG E A E DM E o iU R 6 T4

m  collaboration.logLevel

m  collaboration.maxCollabors

m  collaboration.enableEmail

m  collaboration.serverUrl

m  collaboration.enableControlPassing

ZBAE Linux S0 ARG B SO g Bl TR 205 R
SIEMEThBE YRR
AN — BBl ) T2 ih D AR
PR ES TR G T R i R s T DI AE

» USB FiiE[]

n EHHIATE R

w KK Sl E )
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n  HREREER

w DA E

P ICEAE I 2 vl v SO R SR T R

M AR R — & % P AL B T2 E ST

DA R BEAIIE A 245 KDE SR RHEL 7.5 s FROHESTE:

LR “SUnET KB, PRI BT AT P IS M EEIRR . A 2R AR o
J IR B THRAEZ T, 23 T P EE RS e, Rzt s A shik
o BHZALHA TIREIIRAS, Py KDE SRR LRI B3N IRy

T FHEA AR R 5 2 0 M AR A )RR T R -

WARAE P RS BRI T, ARG HORAE DR v M EEIRR, s W e e
WTERZ B R ERER R S, S Bl M ER bR

WA P B R B G, AGUHTRP IS T EEBRTCIRL, sz PR R e
FIRR/ N RS RN il M BRI RS o

ASIRMEELE RHEL 8.x £
BYE RHEL 8.x Sl FA# 1B METIAR, SO0 F 30145 GNOME 3.28.26 Shell 47 /i,

w

1

B

M https://extensions.gnome.org/extension/615/appindicator-support/ H¥frFH) GNOME Shell §J&
3% RHEL 8.x %, AT Shell fiA, ifdeft 3.28, X TH A, i5dkkt 26,

LR N, TR H T4l appindicatorsupport@rgcjonas.gmail.com (FifFfurh
metadata.json LAY “uuid” H)

] mv 554 appindicatorsupport@rgcjonas.gmail.com HfEE VL FiE: /usr/share/
gnome-shell/extensions,

ERMNE LR, X root HI P AT LAEEY appindicatorsupport@rgcjonas.gmail. com H 5
metadata.json X HSCRFEIEME, RAUE SO AT ] Pz

TP M4 DA metadata. json AIHEILABHT FEEL,  anbh Ronfilrb pirs.
chmod a+r metadata.json

225 gnome—tweaks .,
TESRIAIAGE, Fesdds Ll Mgk e 41 AR S 2) GNOME Shell,
Alt+F2

r
Enter

TESAIPAEH, 1217 gnome—tweaks, &) ] KStatusNotifierltem/Appindicator Support.
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A RERREHEE Linux EHIL

W Linux ST EIEE Linux JERWL, AR E R G DA T R S
ARFEDHE TPAF 3

QUL Linux

RS Linux AL

m 2% Horizon Agent 4T {1

BIEEHHFH R Linux

R VAAE vCenter Server H1JyfE Horizon 7 rs ORE NI FE s A QU EEHTEAUN L. IR ML |25
Linux 43 A £,

AR

w RIS L SR Linux SRAHDCEK . 1723 Horizon 7 for Linux [1) S 450K,

n  HURATE vCenter Server WG Z 5% SN E RSP BR . 15 214 (7E Horizon 7 Wik
BRI ) SCRYRY QIR AL .

s HRITHRA TR E A 24 (VRAM) K E K, 15205 Horizon 7 for Linux 1 A4 20K

1 ¥F vSphere Web Client &k vSphere Client 11, S # RN,
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2 P EE SR E R
a AHHREHEUL, RS R
b 8 vCPU e AR A7 RN,
A FFTTRIE R0 Linux 23 & G5 ar v o
41, Ubuntu 18.04 45 2048 MB /7711 2 /> vCPU,
c PRI R SUR A A (VRAM) ORI

WFEH 2D BIERIREAUNT (#H VMware IXShFEF) . 157 vSphere Web Client 1% 5 vVRAM
K/ VRAM [/ vDGA 1k NVIDIA GRID vGPU 11581 (fdi ] NVIDIA IRZ0FEF) % H 5
M

AIPrTIBE, 1EEAE 2D EUPN R AL E RN . B2 A TR
3 FUTREHUNUI I Linux 53 &4,
4 BB TRIE Linux 7 & RS EA
152 Horizon 7 for Linux [ A Ze 2R “SRMINE" #57, LT EEZEE.
5 HHRAZENA TN 127.0.0.1,

HIRFEREEPE AR Linux iTEH
O Linux LA ELE Horizon 7 S5 FAESEHT, AR PR S 0fF 55

B Linux THEEALDLETT Horizon 7 Y TEEE, ATEZIT SN SRR S 78 Z R T8 . N JIE
Linux HHEAL FRACERIZS, DAME Linux THEALAT DA 3L 5 - fR s & (FQDN) X ERE IR 55w S a 7
ping ##fE.

RHEL 8.x/7.x. CentOS 8.x/7.x fll SLED/SLES 12.x 115 I #iiZ¢%E T Open VMware Tools (OVT), 1k
AT — R A IA R B R i, B DAELA P A Bk 2P R 1 £ 5, 1z A4 7 anffim i
TENEI TR B 7 K22 %5 VMware Tools,

s ] Ubuntu16.04/18.04 541, 1E1Z 5L F22%E OVT, WSSzt S LU E e s, &
T PABEE DA N B AP R 1 & 5, SRIG T TILL R4 7E Ubuntu 16.04/18.04 THFAL | F5h4208E OVT:

apt-get install open-vm-tools-desktop

AR &M

N1t vCenter Server FGIE THEINL (VM), FEHCAZMEAL L 2ede 71 Linux 53 & .

PR AE Linux FERINL A2 VMware Tools [R5, 15205 ( vSphere RERIFLEHE Y ok
1 “YE Linux S Fsh 288 7144 VMware Tools”

n FERA K Linux FRRAUECE NPT DNS fEATHOE R, X YD BRIARIE Linux 23 & B AR AT
To AU, S Linux 45 & RO SORY,
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L
1 1t vSphere Web Client &k vSphere Client H1, K VMware Tools [z it UL L.

2 17T VMware Tools 223527 A VMwareTools . X . X. x—xxxX. tar.gz, MAIAREE], RiE hE
1Y Linux 73k B2t PR

vmware-tools—distrib AR S .
3 TEREUMLE, DA root I BHRESK, SRR 2mE .
4 fi#H4E VMware Tools tar ZeE R 5 S0

(LGE

tar zxpf /mnt/cdrom/VMwareTools—x.x.x-yyyy.tar.gz

5 a7 BRI E VMware Tools.
1ZAT S TEANRIRY Linux 53k B a] RERS G AR . fFlan:

cd vmware-tools-distrib
sudo ./vmware-install.pl -d

WHEIEM R, R T et Toe e E25ia1T vmware—config—tools.pl il B S
6 fF /etc/hosts SCHEH, 4 Linux HHEEHLUG FEHLZMLE E] 127.0.0.1,

X} RHEL, CentOS. SLES fl SLED, fEWAMT-af AL 2] 127.0.0.1, RS Hail 3
Wl#. X Ubuntu, AFTEHATIZZEEE, KONERIALE FA1# . FERLE SRS S AR TS
%, Ao FErR S DI i

EaRAEZEE Horizon Agent R Linux tHSEALI AL, BAILE /etc/hosts KAEHUEHT AL
ZWLEE] 127.0.0.1, B0, KRS FIHENLZ .

7 4T RHEL Fil CentOS, #HIAE 2% virbro,

virsh net-destroy default
virsh net-undefine default
service libvirtd restart

8 Wit re 1) Horizon Connection Server s A] DLk DNS fi#t#r .
9 ¥ Linux tHEAR EAERING O FPABIER ST,
Blan, DA R4 vk CentOS tHEAMURC S M AR R is1 T,

systemctl set-default graphical.target
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10 (EFCE A OpenLDAP R 55 #53H T S5 560 Ubuntu 5L F, £EHFAL K E e 2R el 4.

LB ER 1T LAAE Horizon Console 119 “2x1ih” UL R “JH 7 FRAPIEMIT RIZE B a0 N A4
#t /etc/hosts XA|:

a # nano /etc/hosts
b INseaPRE 4, Bla: 127.0.0.1 hostname.domainname hostname.
c BHIFFPRAFIZM
11 %}F SUSE, 2] “iliif DHCP B 414" o #E A AE06RA .
a ff “Yast” i, HERSEE.,
b i FEAHZDNS HIi K,
c HUHFaEE DHCP B FA14.
d HANFHAFEA .
e HLHE.
%R

1£%%E VMware Tools 2 Ji, WIREETF4 Linux NA%, NIl VMware Tools FIRES {5 11181 T. BRI,
1522 http://kb.vmware.com/kb/2050592,

Z3E Horizon Agent BRI &

Horizon Agent for Linux J14—%€ Linux 73 & R M . 75225 Horizon Agent for Linux 2 {if, 4
TN e 2R IR AR £ o

AR &M

N ELAE vCenter Server HIGI A ETHEALAL (Virtual Machine, VM), F H ELFIZREINL - 2% Linux 2 &
o

iz

1 FERRINIE O P AR LB TR AR . AnSAT BN Bk, LeBERE e il 22
= 2-1. LERBINE

Linux 4% 5 R

RHEL 7.5 yum install libappindicator-gtk3

SLES 12.x SP1/SLED 12.x SP1 1 M SUSE 12.x LU SUSE 77

M SUSE frtii i x 86—
video—vmware F}-45 %5 T SUSEConnect -r MG —e A FHEH

13.0.2-3.2 A, 2 H7 xf86-video-vmware i,

zypper update xf86-video-vmware
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*® 2-1. wEKRBIE (50D

Linux 4% KB

SLES 12.x 22 %% Horizon Agent I, 5258 SLES 12.x Linux 53l python-gobject2,

1 7 SUSE 12.x PLE ] SUSE 1%,

SUSEConnect —r JEMHEHG —e HITHELE

2 %% python-gobject2,

zypper install python-gobject2

Ubuntu 16.04 apt-get install python-dbus python-gobject

Ubuntu 18.04 apt-get install python python-dbus python-gobject

2 2% Horizon Agent ) n] ik 411,

s BRAEMT, RHEL 5t CentOS 6.7 %% | glibc-2.12-1.166.e16.x86_64, XN e SFEBLM

e, HARE, SERRHE . ZRUazne, B ANBA L glibe THEE]

FRAR

sudo yum install glibc

VMware, Inc.
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A Linux RHIZE Active
Directory £ 1 R B4 IEIEThEE

Horizon 7 fdi FIEI 5% Microsoft Active Directory (AD) JEREA 1 THI P By s A ER . 1] DLUEs
Linux 5[5 Active Directory $2il, VAT AT FJH: Active Directory 17 5% 2 Linux S, &
WHTPARCE T P B3 uE Dhae, Blans mgsg (8S0). FRE REE A1 True SSO,

& Horizon Agent %3K Linux SLIfi A% i ] 7z 17— Active Directory JeiH . @SR st i ML 6z 1
AIFIF, Horizon Agent T A2 st i b 5k 1T Pt o

ARFETHE T AT 8

m f Linux 55 Active Directory Sk

R ER

s R EREREEN

m y Linux S E True SSO

% Linux 5 Active Directory £/

LR 75 276 Linux 5 Microsoft Active Directory (AD) #2)i%, Jf H. Horizon 7 for Linux S [ AS A
TRl T %

CURILA Mg 75 26 0] 11 Horizon 7 for Linux S EAR

m  OpenLDAP JIR 55 &5 Fall S 596 1k

= F1%) Microsoft Active Directory 1) 5 4t &4k 557472 (System Security Services Daemon, SSSD)
LDAP S35k

= I\ Winbind 33

= PowerBroker Identity Services Open (PBISO) S35 iiE

= Samba AN

GRAE IR T LDAP [R5, AU E BRI ZEA THRRRC  ,  (HAN T2 e B A I T
T HAh P B

ORI, 144 Microsoft Active Directory 3417 SSSD LDAP EMA T F IR 7 4 o
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£ OpenLDAP fREZ S EH 1@ S IGIE

PR DL OpenLDAP JIR 5578 JT] Ll S iiF (Pass-Through Authentication, PTA) HLiISK 4 %)
Active Directory &iiF J %8s

OpenLDAP il S s ub il s 5 L 2B DL MK,

PR

1 i H LDAPS (BT SSL ft g H g sInthil) , F54F Active Directory | 22360EBl %
2 % OpenLDAP JIi %57,

3 M Active Directory [] OpenLDAP AR55eelnl P E CERLERAN)

4

Fi® OpenLDAP I35 2 UK ARG I 2R e — N RO 3ERE (5141 saslauthd) , HERR AT DAIK
Active Directory $1U{ T% 5611 o

5 B Linux SLHEC N H LDAP & ift OpenLDAP filigs#s AT S g6t

& B 4§t Xt Microsoft Active Directory B SSSD LDAP H4I&1E

Wt AF Linux SR RG22 IR ST ERE (SSSD), #4A LAX Windows Active Directory {1 /i] LDAP
AT

VL NS B 4 SSSD LDAP S Wik 5 % .
$E

1 BRI LDAPS (BT B R H XU , 51k Active Directory IR 555 I 24E1E
k55

2 HHP Microsoft Active Directory fii/T] LDAP EMAIG1E, F54F Linux S FHfc e SSSD.,

£ Winbind SN N\fZR 5

Winbind IS J5 2 2 55T Kerberos 19 B3 g b gk /5 %<, thn] FI+-1E5:) Active Directory JE/ 175473
Bk

WL B BT Winbind Sgi IR 5 5

PR

1 7F Linux 5] %% winbind, samba Fil Kerberos #f-11,
2 F Linux SN Microsoft Active Directory .

BRETR

QR ] Winbind $s Ik 757 5k HA LT Kerberos S iiF Ik Ty %, i EBERIH LI Active
Directory, ¥ 5eli AL H I\ Active Directory., 9141, LA Fars

sudo /usr/bin/net ads join -U <domain_user>%<domain_password>
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X Winbind fif#g ¢, FTEAMERILL N SeliE ve R RE AL FIsd T Ems a4

11 SSH 1k vSphere PowerCLI %5 75 AU BB # BB BN U st Tz 2 o A A ZE E,
HER 8 T T ah s it 5% Horizon 7,

Brizar 55 shell ARG, 4% E /etc/vmware/viewagent—custom. conf S {-H1 Horizon
Agent RunOnceScript WelifIAR 2. A2 5, 1S BIAE Linux G2 FROECE SO s ik
Tilo

fic @ PowerBroker Identity Services Open (PBISO) S{45&iE
PowerBroker Identity Services Open (PBISO) {1356l /7 e SCARF AT USRI T3 56 2 —
PATPL R BB ] PBISO K Linux Sfii LA %] Active Directory.,

M https://www.beyondtrust.com/products/powerbroker-identity-services—-open/ %
PBISO 8.5.6 Bl A

1F Linux FEAUML L2 PBISO.
sudo ./pbis-open-8.5.6.2029.1inux.x86_64.deb.sh

%% Horizon 7 Agent for Linux.,
i PBISO ¥ Linux SN AD .
LEPLU R orpilh, Ixde.vdi 72384, administrator 2/ /4 .

sudo domainjoin-cli join 1xdc.vdi administrator
g P E BRI

sudo /opt/pbis/bin/config UserDomainPrefix 1xdc

sudo /opt/pbis/bin/config AssumeDefaultDomain true

sudo /opt/pbis/bin/config LoginShellTemplate /bin/bash
sudo /opt/pbis/bin/config HomeDirTemplate %H/%U

%% /etc/pamd.d/common-session XA,
a TkFINE N session sufficient pam_lsass.so [J1T.

b Bix—1Ti4#e ) session [success=ok default=ignore] pam_lsass.so.

HE FEELRE T Horizon Agent for Linux Ji, WAZIEE P BE
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7 T Ubuntu 16.04, B DL F{THIINE] /usr/share/1ightdm/1lightdm.conf.d/50-unity—
greeter. conf Fil & .
allow-guest=false
greeter-show-manual-login=true
H RS RE Ubuntu 18.04, NPRTEEHI Tightdm fit i S0 fF
8 SIS A%, RaE%,
BESR
7

¥ /opt/pbis/bin/config AssumeDefaultDomain 1EUikE & false, WAHHT /etc/
vmware/viewagent—-custom.conf S /-H[1] SSOUserFormat=<username>@<domain> ¥ E .

{56 Horizon B v 72 B S I HAERT ,  Shyslte G e 17 ye BERE ML ST 51 B AR N 252k DNS fiRk5S

PRNE, FBM Linux 24 resolv.conf X, AT Ubuntu 16.04 2%, 7Elf /etc/
resolvconf/resolv.conf.d/head XA IAEIATHS, FPEELL N oRBIfE N $RH

nameserver 10.10.10.10
search mydomain.org

Bt & Samba RN
BEF Horizon 7 Linux SE[mEAE ORI ve R IAL F 37 FF SSO, 15 4F 1+ Linux UL A E Samba.,

DL N Tt FE A4, {45 Samba BRI Bl Linux SR TSI, PUEHIINE] Active
Directory, Ittt FEfeft il T Ubuntu 2410208,

B

1

2 Linux JEHL L, 225 winbind 1 samba #0410, (4G HAATATARH %, 1 smbfs Fl
smbclient,

IR fir 4442 Samba tdb-tools Hff-{u.
sudo apt-get install tdb-tools

7% Horizon 7 Agent for Linux.,
X /etc/samba/smb. conf Bl AR T, A AU T DL MBI A

[global]

security = ads

realm = LAB.EXAMPLE.COM
workgroup = LAB

idmap uid = 10000-20000
idmap gid = 10000-20000
winbind enum users = yes
winbind enum group = yes
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template homedir = /home/%D/%U
template shell = /bin/bash
client use spnego = yes

client ntlmv2 auth = yes

encrypt passwords = yes

winbind use default domain = yes
restrict anonymous = 2

5 X /etc/krb5.conf B E SO T4k, ARG ZRITUL PRI A

[libdefaults]
default_realm = EXAMPLE.COM

krb4_config = /etc/krb.conf
krb4_realms /etc/krb.realms

kdc_timesync = 1
4
forwardable = true

ccache_type

proxiable = true

[realms]
YOUR-DOMAIN = {

kdc = 10.111.222.33
}

[domain_realm]

your—-domain = EXAMPLE.COM
.your—domain = EXAMPLE.COM

6 JM MRS /etc/nsswitch. conf fid B CH
passwd: files winbind
group: files winbind

shadow: files winbind
gshadow: files

7 WA EALEIETCR, HAZGHBIFN T C 5 DNS R4FL

8 HHAI Horizon Agent Linux FEUALEHH Samba /7N, 157E /etc/vmware/viewagent-—
custom. conf SCAFHE T DL N e,

OfflineJoinDomain=samba

9 FHISITALR, ARERER.
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¥} RHEL/CentOS 8.x {#F Realmd MMAfERF R

Hiffitk RHEL/CentOS 8.x SIAINYLIAE (A i) 1EH 11T, ] realmd fif )y 28R 2 I
Active Directory (AD) Jif;,

1y RHEL/CentOS 8.x &% & 5 PR EMEH L o
B, Wi rhel8 JE R4 IR E 4144, FEH LXD.VDI 2 AD 1, i1

il
M1
NN
|l
N4
7]
Ele
R

# hostnamectl set-hostname rhel8.1xd.vdi
2 ISukS AD IRIMMIZER:, b FoRBIrb TR,
# realm discover -vvv LXD.VDI

3 ZRPrFRRIIE, WA N BT ETR.

# dnf install -y sssd adcli samba-common-tools oddjob oddjob-mkhomedir

4 JON AD I, bl RoRfIFRRTR.

# realm join -U Administrator LXD.VDI

5 4iift /etc/sssd/sssd.conf, HHEEITLLNrBl, 7E [domain/domain name] 553 N sl
ad_gpo_map_interactive = +gdm-vmwcred,

[sssd]

domains = LXD.VDI
config_file_version = 2
services = nss, pam

[domain/LXD.VDI]

ad_domain = LXD.VDI

krb5_realm = LXD.VDI

realmd_tags = manages-system joined-with-adcli
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash
ldap_id_mapping = True
use_fully_qualified_names = False
fallback_homedir = /home/%u
access_provider = ad
ad_gpo_map_interactive = +gdm-vmwcred

6  SERADIEIINEEAR, EEESI SRS, AR ISR,
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7 HACIERRCESE P VLR R BPRE R ] id @ WIS zy el R IR Ei

# id zycl

uid=1084401403(zycl) gid=1084400513(domain users) groups=1084400513(domain users)
8 T e, BN AR B SR R

# 4 RHEL/CentOS 8.x 5iffil, Horizon Agent {75 X11 WoRARSS#EMYL,

HERREXR

TR K (SS0), A T—LE R AP B
Horizon 5158 bt sx 5 Linux Ff PAM CRIBEA S0 Se ib s ai (s, X AT Linux 5

Active Directory (AD) £E i 111151k . Horizon SSO AL T OpenLDAP & Winbind iXFi R Linux
55 AD SRR T 5

ERINER R, SSO {BE AD ffJ sAMAccountName JE £k ID, Wit H OpenLDAP =k Winbind fifik
T5, AT FECE P BRDA IR SSO fE HIIEMARE S ID:

= T OpenLDAP, ¥ sAMAccountName ¥}y uid.

m A Winbind, LA R iEAES INEIEL 5 S /ete/samba/smb . conf,

winbind use default domain = true

QS AR B SR IR, A Linux ST % # SSOUserFormat £, AR ZEE, 1550
71 Linux S PR E SRR e, SSO IGZHE TR BRIRIE 4. Bildn, I 2 mydomain. com,
SSO ##ii il MYDOMAIN 1E Ml &, [Hlitk, 7Fi% T SSOUserFormat ik 24115 MYDOMAIN, T
RIS, i gL N R

4T OpenLDAP, #AJidi RS54 .
m  Winbind [FlF SZRFEE PRI 2

AD SRR AR IR IR A, 10 Linux WASESg . I, R SSO I, i AEAE R AR
IR A o

1 AD H1, a9 UserPrincipalName (UPN) JEMEFIT sAMAccount JEEAVCES, 1 FH ) UPN &
%, N SSO RN, filan, nRfEfE AD mycompany .com HifT— I/ juser, {HiZJT/ Y UPN i
4 juser123@mycompany.com [fiAE juser@mycompany.com, I SSO K2, fiferikit, PR
sAMAccount FHIfEIGINAPRESR . 4, juser,

Horizon 7 ANEDR P ZIX 0 KNG o RATIAER: Linux 5:7E 2 40 0] DA ARIX 2 K/ NS P 4
s T Winbind, I ZERIAAX 9 KNS
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= XIT OpenLDAP, Ubuntu {4} NSCD X H b7 S ndeir, H HERNAIX 5> kNS . RHEL il
CentOS fifi [} SSSD X H AT S35 UE, HHERAX kNS . BHEBOZIEE, Hg X /etc/
sssd/sssd.conf, JT{E [domain/default] & UMIVL FAT

case_sensitive = false

InSRAER Linux SEATHLE T 2RI, 152 R SERE R T SSO SR M.

HEEGEFEEM

PRI F R RE RECE G, P AT UG PSR 2% P AR R R Ras s 3t T e
UE. BOREEREREEN], RBAPI T E PR,

FREFETE R

FEIEATEA N Linux 73 & 00 H22388 1T H8ECARIT Horizon Agent [ [, SCRFRAE REEIA .
xR 3L BREFEEEANRSZERK

Linux 4 %11 Horizon Agent

RHEL 8.1 Horizon Agent 7.12 ul i mi i Ac

RHEL 8.0 Horizon Agent 7.10 &k T Fi i A

RHEL 7.1 &l s mhioAs Horizon Agent 7.8 ik # el

RHEL 6.6 & mhiAs Horizon Agent 6.2.1 mk Hi il A

Ubuntu 18.04/16.04 Horizon Agent 7.9 B T S iAC

SLED/SLES 12.x SP3 Horizon Agent 7.9 B T S iAC

TE22%5 Horizon Agent I, A0 25 ] SELinux, fRIAAIE | e B RE R T @ I 4leh, ROz A2k
Ik, AXRELEE, 126 install_viewagent.sh 774175600,

QR BRI ST T ae R EMThRE, vSphere Client [ USB 5/ A Joik i A HE 1 .

BReRE T IRE— K AR F— MR RRs . WA i R a R Sim R %, ZIAeE
JCIEIEH

BRI A F R E—MER. Rk FAZAUEE, BRSO, AR
200 . AT A2 Linux 19—NPRA

= %‘jﬁﬁﬁimf Linux 5 F37FF PIV o 24 JT15% T Linux [#) Horizon Client i1t PIV A6HEE
P TS RITEN, BAHTh PIV BRE RECE TLSVA.2 SCRFDLBE G I SSL Ak, 1548 1T VMware %144
W E http://kb.vmware.com/kb/2150470 i iR 1R T %

¥ 1 Horizon 7 WA 7.0.1 BT oA, B9RE+ SSO 4T R A, RHEL 6.x Sl Sc fRRE &
SSO, {H RHEL 7.x #1 RHEL 8.x 5[~ FHZIhhe .
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EEEEFEEMD

TRCE AR REER, HHITIA MESS .

1 FEHE Linux 2384 B AR R AL R R B b S i 5 B ae R o

2 %M Linux 73 & R BRI 5 Active Directory S EElirE—i2.
3 W Linux 73k (i R s i FIC B R e REE N ThAg.

73 RHEL 8.x R HEIGLEE e FEE M INEE

30y RHEL 8.x S B fiae REE M IIRE, BB LS Active Directory JltERG . IRIG 2T
IR CAUES, 27 Hi42%E Horizon Agent.,

1% RHEL 8.x 25 Active Directory &£ IHITEREFEEM

ATPAE DA T 3 B RHEL 8.x 5i7f 5 Active Directory (AD) IlAHEE K, PUEHEATRTRE R ERE1A).

P R — RS R U 5 B AR R ISR E 94, B4, AD I3 DNS 48R, 15 b ATE R
O ERIRCE R ERE B, A R g

T

LR ik

dns_IP_ADDRESS DNS # IR 55 w11 1P ikt

rhel8sc.rzview2.com RHEL 8.0 A4:15¢ 2L E F 14

rhel8sc RHEL 8.0 &AL E F 414

rzview2.com AD I DNS #Fx

RZVIEW2.COM AD kif¥) DNS &k, HBNKEFhE

RZVIEW2 {8y Samba I35 7R LAEZHER NT 38 DNS #48k, RS
rzviewdns.rzview2.com AD &5 a1 ENLEA

IR

1 {f RHEL 8.x &% I, $TLL M§AE,
a  ARYEAZUEORAL L5 FN DNS #1% ,
b 2] IPV6,
c Z1E3) DNS.
2 [idE /etc/hosts Bl KA, HILISLLTLA T fl,
127.0.0.1 rhel8sc.rzview2.com rhel8sc localhost localhost.localdomain localhost4

localhost4.localdomain4
H localhost localhost.localdomain localhost6 localhost6.localdomain6

dns_IP_ADDRESS  rzviewdns.rzviewZ2.com
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3 fdH /etc/resolv.conf Bl e X, FEHLZELITF-DL R =i,

# Generated by NetworkManager
search rzview2.com
nameserver dns_IP_ADDRESS

4 24 AD SERITEIYA
# yum install -y samba-common-tools oddjob-mkhomedir

5 J5/1 oddjobd JI%% .

# systemctl enable oddjobd.service
# systemctl start oddjobd.service

6 THEAR IS,

# authselect select sssd with-smartcard with-mkhomedir

7  JZ) oddjobd %

# systemctl enable oddjobd.service
# systemctl start oddjobd.service

8 TR MO UGUE, 151G /etc/sssd/sssd. conf XA

# touch /etc/sssd/sssd.conf
# chmod 600 touch /etc/sssd/sssd.conf
# chown root:root /etc/sssd/sssd.conf

9 KRN AININE] /etc/sssd/sssd. conf Hi, GnbA M Bz, 76 [pam] #355
pam_cert_auth = True,

[sssd]
config_file_version = 2
domains = rzviewZ.com
services = nss, pam, pac

[domain/RZVIEW2.COM]
id_provider = ad
auth_provider = ad
chpass_provider = ad
access_provider = ad
cache_credentials = true

[pam]
pam_cert_auth = True

VMware, Inc
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10 J5JH sssd IR5S.

# systemctl enable sssd.service
# systemctl start sssd.service

11 4i%t /etc/krb5. conf Fl i S/, (HH2SEITDL N oRfl,

# To opt out of the system crypto-policies configuration of krb5, remove the
# symlink at /etc/krb5.conf.d/crypto-policies which will not be recreated.
includedir /etc/krb5.conf.d/

[logging]
default = FILE:/var/log/krb51libs.log
kdc = FILE:/var/log/krb5kdc.1log
admin_server = FILE:/var/log/kadmind.log

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
pkinit_anchors = /etc/pki/tls/certs/ca-bundle.crt
spake_preauth_groups = edwards25519
default_realm = RZVIEWZ.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]

RZVIEWZ.COM = {
kdc = rzviewdns.rzview?.com
admin_server = rzviewdns.rzview?.com
default_domain = rzviewdns.rzview?.com
pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname = rzviewdns.rzview2.com

[domain_realm]
.rzview2.com = RZVIEWZ.COM
rzview2.com = RZVIEW2.COM

12 %t /etc/samba/smb.conf Bt B S, (HHZEF DU T o,

[global]
workgroup = RZVIEWZ2
security = ads
passdb backend = tdbsam
printing = cups
printcap name = cups
load printers = yes
cups options = raw
password server = rzviewdns.rzviewl.com
realm = RZVIEWZ.COM
idmap config * : range = 16777216-33554431
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template homedir =/home/RZVIEWZ/%U
template shell = /bin/bash
kerberos method = secrets and keytab

[homes]
comment = Home Directories
valid users = %S, %D%w%S
browseable = No
read only = No
inherit acls = Yes

[printers]
comment = All Printers
path = /var/tmp
printable = Yes
create mask = 0600
browseable = No

[print$]
comment = Printer Drivers
path = /var/lib/samba/drivers
write list = @printadmin root
force group = @printadmin

create mask = 0664
directory mask = 0775

13 WA AD 3, 2nbA Rl s,
# net ads join -U AdminUser
1E1T join ar A FHR MBI LA e pilitkint o
Enter AdminUser's password:

Using short domain name —-- RZVIEWZ
Joined 'RHEL8SC' to dns domain 'rzviewZ.com'

14 Hfii\ RHEL 8.x S b AD 3,

# net ads testjoin

Join is OK

-

1=
REET R

3 RHEL 8.x SLIfc & e R EE [ DIRg

73 RHEL 8.x R HE B B FEE [MINAE

T RHEL 8.x siifil FACH FRE-REE M IIRE, 7%

CA uE LA PCISC Lite J% .

ARG

¥ RHEL 8.x 5i[fii5 Active Directory £k DA/ T4,
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R RE AR e e
1 RPN,
# yum install -y opensc pcsc-lite pcsc-lite-libs pcsc-lite-ccid nss-tools

2 Jilll pcsed IkR55 .

# systemctl enable pcscd
# systemctl start pcscd

3 TR /etc/sssd/sssd.conf il & AUV T, XUEF TR HRRE R DI,

[pam]
pam_cert_auth = True

4 KPR CAuFBE IR /ete/sssd/pki/sssd_auth_ca_db.pem,

# openssl x509 -inform der -in certificate.cer -out certificate.pem
# cp certificate.pem /etc/sssd/pki/sssd_auth_ca_db.pem

5 ZUGULERERAVIRE, s TUA | pkesll-tool fiy4r, FERINEAN R IEIEMH .
# pkcsll-tool -L
# pkcsll-tool --login -0
# pkcsll-tool —-test —-login
6 X PKCS11 bk,
cp libcmPll.so /usr/lib64/

7 4l /usr/share/pll-kit/modules/1libcmP11.module X, {EZSCHHZRINL FINA .

# This file describes how to load the opensc module
# See: http://pll-glue.freedesktop.org/doc/pll-kit/config.html

# This is a relative path, which means it will be loaded from

# the pll-kit default path which is usually $(libdir)/pkcsll.

# Doing it this way allows for packagers to package opensc for
# 32-bit and 64-bit and make them parallel installable

module: /usr/1lib64/1ibcmP1l.so

priority: 99

8 ¥ PC/SC Lite %A 1.8.8,

# yum install -y git flex autoconf automake libtool libudev-devel flex
# git clone https://salsa.debian.org/rousseau/PCSC.git

# cd PCSC

# git checkout -b 1.8.8 pcsc-1.8.8

# ./bootstrap
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# ./configure —-build=x86_64-redhat-1linux—-gnu —-host=x86_64-redhat-1linux—gnu
——program-prefix= --disable-dependency-tracking —-prefix=/usr —--exec—prefix=/usr
—-bindir=/usr/bin —-sbindir=/usr/sbin —--sysconfdir=/etc —-datadir=/usr/share
—includedir=/usr/include —-1libdir=/usr/1ib64 —-1libexecdir=/usr/libexec
—localstatedir=/var —--sharedstatedir=/var/1ib —-mandir=/usr/share/man
——infodir=/usr/share/info —--disable-static --enable-usbdropdir=/usr/1ib64/pcsc/drivers

# make

# make install

9 2%t Horizon Agent # - a3F H R GE R I E ) .

# sudo ./install_viewagent.sh -M yes

ORI REE N, DAUHEN Linux 23 & B2 58077511 Horizon Agent iR, 41~ 3&PnA

Linux 43 &£ Horizon Agent
RHEL 8.1 Horizon Agent 7.12 &l T 2 il
RHEL 8.0 Horizon Agent 7.10 B} T 2 il A

10 FF5| SRS, RIRTEHIER,

4 RHEL 7.x/6.x REEIELE E8EFEEMINEE
39 RHEL 7.x/6.x 5L B A HE E I E Ihe, e 255 Active Directory AR, SRIF 245
(RN CA UES, 2 A f54¢3% Horizon Agent,

1% RHEL 7.x/6.x 25 Active Directory &£/ HITEREFEEM

BE RHEL 7.x/6.x S P37 6 R e, 170 )T] Samba il Winbind fiftk /5 5 8Z 5510 5 Active
Directory (AD) A5

FILME LA Mg R RHEL 7.x/6.x 505 AD SsARERR,  DASERE TR REREE .

P R — B R U S AR AR IR E R S A, - B4, AD J3ii) DNS #4088, 1R b (A AFE R

O ERIBCE R ERE B, A R

M RRFE iy

dns_IP_ADDRESS DNS #5511 1P Mkt

mydomain.com AD 11y DNS #Fk

MYDOMAIN.COM AD 1Y) DNS &4k, i RKE bk

MYDOMAIN fu8; Samba fIR 55 #5101 EALSk NT 381y DNS #47%, £h RS
T

ads-hostname AD IR w144

{7 RHEL 6.0 B AR # RHEL 7.1 s s ARSI b SRR RE R EE R
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Bz

1 7F RHEL 7.x/6.x 5[ |, 2R,

# yum install nscd samba-winbind krb5-workstation pam_krb5 samba-winbind-clients authconfig-gtk

2 SR ARGERNE I E . FTHT NetworkManager ¥, AR5 S 02 R 40ERE IPv4 Settings
(IPv4 & &), 4T IPv4 Method (IPv4 /574), iidefk Automatic (DHCP) (B3 (DHCP))., {E DNS
AHEF, B\ DNS ZHIRS #ei \P Huhl, SRS, it Apply (RZF).

3 BT, IR E IR RHEL SAR SR EiH 44 (Fully Qualified Domain Name, FQDN),

# hostname -f

4 4ilt /etc/resolve.conf L E S, Wb Mosfld s

search mydomain.com
nameserver dns_IP_ADDRESS

5 {F RHEL Siffi |25 H]2e 4155 Linux (SELinux). 4 /etc/selinux/config it Xk, bl Rl
E':]ﬁﬁ/ﬁ\o

SELINUX=disabled

6 i /etc/krb5.conf ElE M, WA R ORBIFRR,

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN.COM = {
kdc = ads-hostname
admin_server = ads-hostname
default_domain = ads-hostname

}

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

7 4 /etc/samba/smb.conf IS, anbA R oG TR

[global]
workgroup = MYDOMAIN
password server = ads-hostname
realm = MYDOMAIN.COM
security = ads
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idmap config * : range = 16777216-33554431
template homedir =/home/MYDOMAIN/%U
template shell = /bin/bash

kerberos method = secrets and keytab
winbind use default domain = true

winbind offline logon = false

winbind refresh tickets = true

passdb backend = tdbsam

8 JTJF authconfig-gtk [ EIFflE &S, W M.

a 1L Identity & Authentication (S AFISHAEEIE) Y5 k. 4T User Account Database (/117K
PR, 1i5kEE Winbind .

b £ Advanced Options (FF4%%E) vilii, k)51 Create home directories on the first
login (FEE BRI RIE R B ) ZikiE,

c 1&¥ Identity & Authentication (B3FISHKAT) eI, X5l Join Domain (JINIS). 7+
DN EARV EDR R, i Save (fRFF).

d FEHIEE RIS, ST H P 2R, R E L OK (BERE).
1) RHEL SRR NN AD S5,

9 {f PAM Winbind |- 4 ¥ ZEF 45 {7, 4l /etc/security/pam_winbind.conf fid & S0ff, DL fusy
NN UL SR TN N

[global]

# authenticate using kerberos
;krb5_auth = yes

# create homedirectory on the fly
;mkhomedir = yes

10 ¥ 5) Winbind fIR55.
# sudo service winbind restart

11 SGUE AD N, 15isf VA Fans, FHi e R IFEAR I o
m  net ads testjoin
m  net ads info

12 HOi51 A%, AR ISR,

BESE
b RHEL 7.x/6.x 5L1A11% ¥ 2 GE K e A Dhhk
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4 RHEL 7.x/6.x S HiZXE Bt FEERINAEE

LA RHEL 7.x/6.x Sf FRCE R RE REEMZIAE, 1HZhaz el imiiEE . S g prdy 2ot CA E
BLLKITTEI PCISC Lite Fio IbAh, LG O RE B A LA SE i S S uE s

ATDABE LA Rl #2 RHEL 7.x/6.x S E R AR R EEE M DAk

P FE P — BRI 5 AT AR R I B R S, 140, AD 33 DNS 48K, 1R 2 {E
O ERIRCERER S, A Mg

5 RLAFHE iR

dns_IP_ADDRESS DNS #Hlk 55 #5114 1P ikl

mydomain.com AD 1) DNS £k

MYDOMAIN.COM AD J31) DNS &k, 4 kST b

MYDOMAIN fu Samba 55751 T 1E4HEk NT 81y DNS #8k, b kS
T

ads-hostname AD JIRFH LN

fr1z1T RHEL 6.0 B 8 i Ak RHEL 7.1 SUH SN 5 b SCRefiRe REENA o

R vSphere Fisil Bk B U 223 Horizon Agent I 5 A RE R HE M TIAER RHEL 7.x &
7, AR RE 2B B A3 Bk BRI RIS TRIZER . S vSphere #3Hil &5 H A2 B SORR: 8IRH]
2E3R . Horizon Client F11#) RHEL 7.x JE48 RS A2 5201

BB &4

¥ RHEL 7.x/6.x 5i[fi'5 Active Directory Sk DLk TR BE K HRE

1 EEERTRRINE

yum install nss-tools nss—pam-ldapd esc pam_pkcsll pam_krb5 opensc pcsc-lite-ccid authconfig
authconfig-gtk krb5-1ibs krb5-workstation krb5-pkinit pcsc-lite pcsc-lite-libs

2 ZERENTEBE NI (Certification Authority, CA) 15,
a PR CAUE, FTRRHRAFRI S 11 /tmp/certificate. cer H1o 1S FIUNMT S HILE
BN UETS o
b HEI N CA U, IR AL . pem XA

openssl x509 -inform der —-in /tmp/certificate.cer -out /tmp/certificate.pem
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c il certutil iy 4Bl CA UL B35 24 88)F /etc/pki/nssdb Hi,
certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem

d B CAUFREHIE /etc/pam_pkcsll/cacerts HxEH,
mkdir -p /etc/pam_pkcsll/cacerts

cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

3 92 Applications (N FAFEFF) > Sundry (Z4J5) > Authentication (B3361F), %t Enable smart
card support (J5H& 8 R38F) BIEtE, A5 Hil Apply (RF).

4 SRR RIENE . JERIXEDRE T EEA NS R B /ete/pki/nssdb

cp libcmPll.so /usr/lib64/
modutil -add "piv card 2.0" -libfile /usr/1ib64/1ibcmP11l.so -dbdir /etc/pki/nssdb/

5 1 /etc/pam_pkcsll/pam_pkcs1l.conf it B SC/-H 44 module ¥, WP Fonfilb R,

pkcsll_module coolkey {
module = libcmP11l.so;
description = "Cool Key";
slot_num = 0;
ca_dir = /etc/pam_pkcsll/cacerts;
nss_dir = /etc/pki/nssdb;
cert_policy = ca, signature;

o

6 it /etc/pam_pkcs1l/cn_map A, DAMEHAUEIMF LU I RBIAN S . TUSRERNE, 15
B EE R UE A A S R

user sc —> user-sc

7 4kl Jetc/krbS. conf/ B SCHE, AL ARG,

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN. COM = {
kdc = ads-hostname
admin_server = ads-hostname
default_domain = ads-hostname

pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname = ads-hostname
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[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

8 it /etc/pam.d/system—auth Fil &S, DAEHAUE DL Mo Bild BT,

auth optional pam_krb5.so use_first_pass no_subsequent_prompt
preauth_options=X509_user_identity=PKCS11l:/usr/1ib64/1ibcmP11.so

9 a5l PC/ISC ~rPtfe.

chkconfig pcscd on
service pcscd start

10 1 RHEL 43 %5 025572511 PC/SC Lite BAs.,
= X[ T RHEL 7.x, 1223 PC/SC Lite it/ 1.8.8,

yum install git flex autoconf automake libtool libudev-devel flex
git clone https://salsa.debian.org/rousseau/PCSC.git
cd PCSC
git checkout -b 1.8.8 pcsc-1.8.8
./bootstrap
./configure ——build=x86_64-redhat-1inux—gnu —-host=x86_64-redhat-1linux—-gnu ——program-prefix=
——disable-dependency-tracking —-prefix=/usr —-exec—prefix=/usr —-bindir=/usr/bin —
sbindir=/usr/sbin
—-sysconfdir=/etc —-datadir=/usr/share —-includedir=/usr/include —--libdir=/usr/1ib64
——libexecdir=/usr/libexec —-localstatedir=/var —--sharedstatedir=/var/1ib ——mandir=/usr/
share/man
——infodir=/usr/share/info —-disable-static —-enable-usbdropdir=/usr/1ib64/pcsc/drivers
make
make install

= X RHEL 6.x, 1% %% PC/SC Lite hitA 1.7 .4,

yum groupinstall "Development tools"

yum install libudev-devel

service pcscd stop

wget https://alioth.debian.org/frs/download.php/file/3598/pcsc-lite-1.7.4.tar.bz2

tar -xjvf pcsc-lite-1.7.4.tar.bz2

cd ./pcsc-lite-1.7.4

./configure —-prefix=/usr/ —-libdir=/usr/1ib64/ —-enable-usbdropdir=/usr/1ib64/pcsc/drivers

——enable-confdir=/etc ——enable-ipcdir=/var/run --disable-libusb --disable-serial --disable-
usb

——disable-libudev

make

make install
service pcscd start
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11 2% Horizon Agent - tu 3 B R AE - R E M)

sudo ./install_viewagent.sh -M yes

i RHEL 43 R AL -

s 4T RHEL 7.x, 15%¢3% Horizon Agent 7.8 Bl 3 mihioA .

4T RHEL 6.x, 1540 View Agent 6.2.1 B B i As .,
12 TH5IS 5%, RITEHER,

71 Ubuntu S EEEEEFEE@MINEE

Fy Ubuntu S E R RE R AE R IINE, H/cES SIS Active Directory 3lifEpl . IS L BEAEIT 4 F
R CAUET, )54 Horizon Agent,

1% Ubuntu =5 Active Directory &£ IHITEEFEER

BE7F Ubuntu 530 2R AR B E IR, T4 F] Samba Fl1 Winbind fi#idl 5 555 5411 5 Active Directory
(AD) 3 EE AT .

H P HPA R B Ubuntu 5205 AD 385 5% DA TR RE R EE 1)

12 B — 2 R B O A AR DA R IS S L R Sk, fBildn,  AD 38 DNS #8. iks i A2 AHE
BN ERIRC E R E ISR, MR

AR iR

dns_IP_ADDRESS DNS &R 55751 1P ik

mydomain.com AD 3] DNS £ ¥k

MYDOMAIN.COM AD B[] DNS #7%, 488 KSR

MYDOMAIN fu#; Samba JIRF5#H T /EA1k NT 35 DNS £47k, AR
Tk

ads-hostname AD IR & #51 EA1#4

ads-hostname.mydomain.com AD iR 55 #05¢ 2Rk £ (FQDN)

mytimeserver.mycompany.com NTP ISR 55 %511 DNS £7xk

AdminUser Linux S EHL A4

73

1 7F Ubuntu 530 I, i 4@k /etc/hostname Bt Sk 8 SR TR B o
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2 e DNS,
a Bt DNS JIR55#s WA IP ik n® /etc/hosts fid B -,

b ¥ DNS “Frik 557510 IP Huk A0 AD 451 DNS #5512 /etc/network/interfaces Bt i X/
L, bl R oR IR AR

dns—nameservers dns_IP_ADDRESS
dns—search mydomain.com

3 2% resolvconfig #fffu.
a IBfTREMY,
# apt—get install -y resolvconf
RV R RLREZA I ERH LS.
b 5uF /etc/resolve.conf X/ DNS I, WA Rl AR,
# cat /etc/resolve.conf

nameserver dns_IP_ADDRESS
search mydomain.com

4 PRERIZEE RIS,
a 2% ntpdate WA,

# apt-get install -y ntpdate

b K NTP JIR5#+5 B INE] /etc/systemd/timesyncd. conf Bl S, QilL Mol s,

[Time]
NTP=mytimeserver.mycompany.com

5 FHEsh NTP %,

sudo service ntpdate restart

# apt-get install -y samba krb5-config krb5-user winbind libpam-winbind
libnss-winbind

b 7EHEERENERIA Kerberos 4T 2 355 Ry, DAKE FRHE XA N1 AD 3] DNS £ Fk
(ffl4n, MYDOMAIN.COM) . 2K, EEHAE.

7 YR /etc/krbS.conf BCESCHE, AL N oRBIR TR

[libdefaults]
dns_lookup_realm = false

VMware, Inc. 49



¥ Horizon 7 for Linux S

ticket_lifetime = 24h

renew_lifetime = 7d

forwardable = true

rdns = false

default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN.COM = {

kdc = ads-hostname.mydomain. com
admin_server = ads-hostname.mydomain.com
default_domain = ads-hostname.mydomain.com
pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname = ads-hostname.mydomain.com

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

8 HIGiF Kerberos AIIF, 52Tl R
# kinit Administrator@MYDOMAIN.COM

# klist
DN T B [t RS AN T B VRS

Ticket cache: FILE:/tmp/krb5cc_0

Default principal: Administrator@MYDOMAIN.COMalid starting Expires

principal

2019-05-27T17:12:03  2019-05-28T03:12:03 krbtgt/MYDOMAIN. COMBMYDOMAIN. COM
renew until 2019-05-28T17:12:03

9 4 /etc/samba/smb.conf [t S, abL R oG R .

[global]
workgroup = MYDOMAIN
realm = MYDOMAIN.COM
password server = ads—hostname.mydomain.com
security = ads
kerberos method = secrets only
winbind use default domain = true
winbind offline logon = false
template homedir =/home/%D/%U
template shell = /bin/bash
client use spnego = yes
client ntlmv2 auth = yes
encrypt passwords = yes
passdb backend = tdbsam
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winbind enum users = yes
winbind enum groups = yes
idmap uid = 10000-20000
idmap gid = 10000-20000

10 JI\ AD &, SRIEHEHEN.
a iz{7 AD IIA®G2 .

net ads join -U AdminUser@mydomain.com
systemctl stop samba-ad-dc
systemctl enable smbd nmbd winbind

H H R B

systemctl restart smbd nmbd winbind

b & /etc/nsswitch.conf B S, anbA Noasfilb s

passwd: compat systemd winbind
group: compat systemd winbind
shadow: compat

gshadow: files

c T AD JINEER, s Tl M@ Ifgaube &k B EAHH o
# wbinfo -u
# wbinfo —g

d A Winbind ZFRIRSS VI, HEF TR T iy &b 5 R R E AR o
# getent group|grep 'domain admins'

# getent passwd|grep 'ads-hostname'

11 B PAM Bl E St

# pam-auth-update

f£ “PAM BCE” RgErh, BT PAM BCE OIS, (UEER RN QIR AR, NRIERE.

12 {¥ Ubuntu 16.04 I, {F&ES5mPEHAM AU, B4 /usr/share/1ightdm/
lightdm.conf.d/50-ubuntu.conf X, WA T RBIFT R,

user-session=ubuntu
greeter-show-manual-login=true

BEHR
5 Ubuntu 5214 B &R £ HE )
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J Ubuntu SHIZEERFEER

LAE Ubuntu S FACEERE RIER, S5 B2 e R A b T SR B RE RIS ST Sy ga e

M CAUETS o IEAh, Bl A eI B S LA S S A B U P

ot REHh R —EER B T S R AT AR RIZRBCE R Sk, Bilan,  AD Sy DNS #48K. 1R (AR S

O ERIRCERERE R, T N arhfrd .

5 ALRFE Ei::2%

dns_IP_ADDRESS DNS &R 55751 1P ikl

mydomain.com AD 15ff) DNS £/

MYDOMAIN.COM AD J5if¥) DNS #4775, AN RS T hE

MYDOMAIN fu#; Samba RS #H T /EA1sk NT 35 DNS £475k, AR
ads-hostname AD IR & #1 EA1#4

ads-hostname.mydomain.com AD Iz 55 s se AR id % (FQDN)
mytimeserver.mycompany.com NTP i[RIk 552510 DNS #4755k

AdminUser Linux SEIAETH A4

AR

¥ Ubuntu 51155 Active Directory HEakPAE T4 RE K H E 1)

1 ZRTTHEINE.

# apt—-get install -y pcscd pcsc-tools pkg-config libpam-pkcsll opensc
libengine-pkcsll-openssl libnss3-tools

2 PEEHIERUL L (Certification Authority, CA) 1E15 .

a  PFHE—ME CAUET, FHHHERAFRISE A /tmp/certificate. cer o 1S F U1 5 HIALUE
B IS
b REI AU CA U, FEIHAAmE] . pem T,

# openssl x509 -inform der -in /tmp/certificate.cer —out /tmp/certificate.pem

c fill] certutil a4 Rl CA IEAI 4B A il & /etc/pki/nssdb Hi,

# certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem

d CBR CAUFPBEHE| /etc/pam_pkcsll/cacerts HH,
# mkdir -p /etc/pam_pkcsll/cacerts
# cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts
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3 Al pkes1l W7,

# chmod a+r certificate.pem
# pkcsll_make_hash_link

4 GRS, BB SR INE] nssdb H .
a 1 1A M

cp libcmPll.so /usr/lib/

mkdir -p /etc/pki/nssdb

certutil -N -d /etc/pki/nssdb

certutil -A -n rootca -i certificate.pem -t "CT,CT,CT" -d /etc/pki/nssdb

modutil -dbdir /etc/pki/nssdb/ -add "piv card 2.0" -libfile /usr/lib/1ibcmP11.so

H* OH B W H

b WAL I FIUES
# certutil -L -d /etc/pki/nssdb
Certificate Nickname
rootca

c AT AT
modutil -dbdir /etc/pki/nssdb -list
Listing of PKCS #11 Modules

1. NSS Internal PKCS #11 Module
slots: 2 slots attached
status: loaded

slot: NSS Internal Cryptographic Services
token: NSS Generic Crypto Services

slot: NSS User Private Key and Certificate Services
token: NSS Certificate DB

2. piv card 2.0
library name: /usr/lib/1libcmP11.so
slots: There are no slots attached to this module
status: loaded

VMware, Inc. 53



#'¥ Horizon 7 for Linux 53[A]

5 [l pam_pkcsll J%,
a  (EHERVORBIN A QIE— pam_pkcs1l.conf S,

# mkdir /etc/pam_pkcsll
# zcat /usr/share/doc/libpam-pkcsll/examples/pam_pkcsll.conf.example.gz |
tee /etc/pam_pkcsll/pam_pkcsll.conf

b 4% /etc/pam_pkcs1l/pam_pkcsll.conf 3Cff, QP MR iR,
use_pkcsll_module = mysc;

pkcsll_module mysc {
module = /usr/lib/1libcmP11.so0;
description = "LIBCMP11l";
slot_num = 0;
ca_dir = /etc/pki/cacerts;
nss_dir = /etc/pki/nssdb;
cert_policy = ca;

use_mappers = cn, null;

mapper cn {
debug = false;
module = internal;
# module = /lib/pam_pkcsll/cn_mapper.so;
ignorecase = true;
mapfile = file:///etc/pam_pkcsll/cn_map;
# mapfile = "none";

c il /etc/pam_pkcsll/cn_map SCAF, HHAEDITT,

ads-hostname —> ads-hostname
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6 [ilE PAM SIS,

a Z%iE /etc/pam.d/gdm—password it B XA, ¥ pam_pkcsll.so AT EE common—auth 1T
ZHT, @A MR TR

#%PAM-1.0
auth requisite pam_nologin.so
auth required pam_succeed_if.so user != root quiet_success

auth sufficient

pam_pkcsll.so

@include common-auth

auth optional pam_gnome_keyring.so
@include common-account

b %7 Ubuntu 16.04, &4 /etc/pam.d/lightdm FLESCEE, ¥ pam_pkcs1l.so AT 7F
common—auth 172 [, WL FoRBfR.

#%PAM-1.0

auth requisite pam_nologin.so debug

auth sufficient pam_succeed_if.so user ingroup nopasswdlogin debug
auth [success=3 default=ignore} pam_pkcs1l.so

@include common-auth

auth optional pam_gnome_keyring.so

auth optional pam_kwallet.so

¢ AT Ubuntu 16.04, 15444 /etc/pam.d/unity il E S0, ¥ pam_pkcs1l.so #AU I E AT
common—auth 172 {7, LA FBiIHfR,
auth [success=3 default=ignore} pam_pkcs1l.so

@include common-auth
auth optional pam_gnome_keyring.so

7 EHNACAERRE R LR R R AE D, s T M,
# pcsc_scan
# pkcsll_listcerts

# pkcsll_inspect
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8 ¥4 poscd MR2SELE e BATH 3 SR HEbEE.
WA RLETHT SR poscd IR A, M pam_pkostt R,

a i /1ib/systemd/system/pcscd.service X, 7F [Install] #5514 T WantedBy=multi-

user.target,
N RN S VS RN N

[Unit]
Description=PC/SC Smart Card Daemon
Requires=pcscd.socket

[Service]
ExecStart=/usr/sbin/pcscd ——foreground ——auto-exit
ExecReload=/usr/sbin/pcscd —-hotplug

[Installl]
WantedBy=multi-user.target
Also=pcscd.socket

b i pesed k%

# systemctl enable pcscd.service
9 {fi[HPL Fean 41 PCISC Lite & HI#H IR 1.8.8,

apt-get install -y git autoconf automake libtool flex libudev-dev

git clone https://salsa.debian.org/rousseau/PCSC.git

cd PCSC/

git checkout -b 1.8.8 pcsc-1.8.8

./bootstrap

./configure ——prefix=/usr —-sysconfdir=/etc ——1libdir=/1ib/x86_64-1inux-gnu/
CFLAGS="-g -02 -fstack-protector-strong -Wformat —>Werror=format-security"
LIBS="-1d1" LDFLAGS="-W1,-Bsymbolic-functions -Wl,-z,relro" CPPFLAGS="-Wdate-time -

D_FORTIFY_SOURCE=2"

# make

# make install

* W OH O H ¥ B

10 2% Horizon Agent (0 /5 IR RE R ELE ).

# sudo ./install_viewagent.sh -m yes

B Horizon Agent 7.9 B HH SRR A

1M HF5IRAS, R0 EHER.
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73 SLED/SLES RHELE & EFEE[EINEE

5% SLED/SLES SUBE/SIfE-KIEAIAE, 1 B4 Active Directory M. AR 465821
JEMMRE CA uEs, 25438 Horizon Agent.

1% SLED/SLES £HX5 Active Directory &R I ITEEFEEM

TH7F SLED/SLES 53] 3 FFREREEEM, 5 H Samba F11 Winbind fifEdt ) 586 5310 5 Active
Directory (AD) I il fr—itd

A PME VAN i AR SLED/SLES 55 AD Sl s LA TR e R e Al o

it BRI T B R I ISk, U, AD J5iff) DNS 448k 545 (ol
BN A IS, AT R,

5 ALRFHE R

dns_IP_ADDRESS DNS &Ik 55751 1P ik

mydomain.com AD 3] DNS £ ¥k

MYDOMAIN.COM AD B[] DNS #7%, 488 KSRk

MYDOMAIN fu5 Samba IRZ5HR1 [ /FE4HEk NT 31 DNS &5, &HhkS
Tk

ads-hostname AD IR & #51 EA1#4

ads-hostname.mydomain.com AD Iz 55 s se R id % (FQDN)

mytimeserver.mycompany.com NTP IR 55 %511 DNS £Fxk

AdminUser Linux S EHL A 44

73

1 N SLED/SLES Sijfific & 484 e
a I 4iH /etc/hostname Fl /etc/hosts Jit B A2 E XN N o
b il DNS JR&5#% IP Motk FH25H HzZh DNS. X1 SLES 12 SP3, 4%t DHCP B

mg[)
c  ERCEMLSIIAIFEE, R NTP RS a5 ERINE] /ete/ntp. conf SCARH, QL Fosfilrhifir
Ro

server mytimeserver.mycompany. com

2 LTI AD N,

# zypper in krb5-client samba-winbind
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3 AR E X
a it /etc/samba/smb.conf XfF, QLA Mo FTR.

[global]
workgroup = MYDOMAIN
usershare allow guests = NO
idmap gid = 10000-20000
idmap uid = 10000-20000
kerberos method = secrets and keytab
realm = MYDOMAIN.COM
security = ADS
template homedir = /home/%D/%U
template shell = /bin/bash
winbind use default domain=true

winbind offline logon = yes
winbind refresh tickets = yes
[homes]

b 4% /etc/krb5. conf XA, LA Rz,

[libdefaults]
default_realm = MYDOMAIN.COM
clockskew = 300

[realms]
MYDOMAIN.COM = {
kdc = ads-hostname.mydomain.com
default_domain = mydomain.com
admin_server = ads-hostname.mydomain.com

[logging]
kdc = FILE:/var/log/krb5/krb5kdc.log
admin_server = FILE:/var/log/krb5/kadmind.log
default = SYSLOG:NOTICE:DAEMON

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

[appdefaults]

pam = {
ticket_lifetime = 1d
renew_lifetime = 1d
forwardable = true
proxiable = false
minimum_uid = 1

}
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c #%ifH /etc/security/pam_winbind.conf SZff, @bl KRB,

cached_login = yes
krb5_auth = yes
krb5_ccache_type = FILE

d 4l /etc/nsswitch.conf Xt 4iPL FonBldifs,

passwd: compat winbind
group: compat winbind

4 NN AD I, WA FoRfIH TR,

# net ads join -U AdminUser

5 )51 Winbind 55 .
a  FEEHFIESh Winbind, iR NS 741,

# pam-config —-add —-winbind
# pam-config —-a —-mkhomedir
# systemctl enable winbind
# systemctl start winbind

b Zfk AD HIF AT LA SRR S i /o5 TSN Linux k554, 1HIs UL Fan il

systemctl stop nscd
nscd -i passwd
nscd -i group

H OH R B

systemctl start nscd

6 ZIHHIN AD IR, 1mia TUL Mg AR 5 IR M ER o

# wbinfo -u

# wbinfo —-g

BESE
5 SLED/SLES Hijfj i B A e R i g )

1 SLED/SLES K EiZEEREFEEM

%i(F SLED/SLES §A |-UEFIAE RN, F2cd %I ER i Fi DA B I T Sch e KOS A
SOUEMOAL CA ME, LS, HSEEAS ARSI T SCPEDASE L B R R

o B —EER B I R AL AR R IZRBC S0k, B4, AD J¥) DNS 48K, 17K b (ATE
HOTERIRCERPEFE R, W RRRiTR,

AR ik
dns_IP_ADDRESS DNS #Frllr 55w 1P ik
mydomain.com AD 5] DNS #Fx
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HARHE 5%

MYDOMAIN.COM AD Jt) DNS £ 8k, AR E TR

MYDOMAIN 1U% Samba IR55#510 T /E4 sk NT 4y DNS #8k, i ks
FBk

ads-hostname AD JIRS A5 1EHL

ads-hostname.mydomain.com AD JI 55 # 5 2 PR E 4 (FQDN)

mytimeserver.mycompany.com NTP ]Ik 55 7+ DNS &4

AdminUser Linux SEHFFEE G 44

AR &M

¥+ SLED/SLES 5i[fi5 Active Directory £EA LA TRIBE K E &)

1 RPN,
a Lk PAM ZERIEAMER 1ty

# zypper install pam_pkcsll mozilla-nss mozilla-nss-tools
pcsc-lite pcsc—ccid opensc coolkey pcsc-tools

b B4R PC/ISC T H, iHiaiTbh Fard 251,

# SUSEConnect —-list-extensions
# SUSEConnect -p PackageHub/12.3/x86_64
# zypper in pcsc-tools

2 EENEET AN (Certification Authority, CA) 4iF 5,

a  PFE—MR CAUET, FHEHEATR A A /tmp/certificate. cer o 1S Qi 5 HIALUE
BUE A UESS o

b HREIG MR CA LSS, R HALHE] . pem S, IRE QMG

openssl x509 —inform der —-in /tmp/certificate.cer —out /tmp/certificate.pem
cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

chmod a+r /etc/pam_pkcsll/cacerts/certificate.pem

cd /etc/pam_pkcsll/cacerts

pkcs1l_make_hash_1ink

H OH H O H
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c BEME AR LT NSS HUlE.

# mkdir /etc/pam_pkcsll/nssdb

# certutil -N -d /etc/pam_pkcsll/nssdb

# certutil -L -d /etc/pam_pkcsll/nssdb

# certutil -A -n rootca -i certificate.pem -t "CT,CT,CT" -d /etc/pam_pkcsll/nssdb

d LESrAEhE .

# cp libcmPll.so /usr/lib64/
# modutil -add "piv card 2.0" -libfile /usr/1ib64/1ibcmP1l.so -dbdir /etc/pam_pkcsll/nssdb/

3 4y /etc/pam_pkcsll/pam_pkcsll.conf SC{F.
a MFx use_pkcsll_module = nss 7. fEIHAZEH, U5 use_pkesll_module = mysc {7T.

b Ush mysc i, Wbl N oRBITTR,

pkcsll_module mysc {
module = /usr/1ib64/1ibcmP11.so;
description = "MY Smartcard";
slot_num = 0;
nss_dir = /etc/pam_pkcsll/nssdb;
cert_policy = ca, ocsp_on, signature, crl_auto;

c  HUHIAMAMUNRRFFRCE, bl N osBih s,

# Assume common name (CN) to be the login
mapper cn {
debug = false;
module = internal;
# module = /usr/1ib64/pam_pkcsll/cn_mapper.so;
ignorecase = true;
mapfile = file:///etc/pam_pkcsll/cn_map;}

d MR use_mappers = ms 17, 7EHAZE ], US) use_mappers = cn, null {7,
4 Y /etc/pam_pkcsll/cn_map FCE SO, HAS DL N T,

ads-hostname —> ads-hostname
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5 Bl PAM AL
a  JeAtH pam_config TH, SRR ARALERIAE | S,

# find /etc/pam.d/ -type 1 —iname "common-*" —delete
# for X in /etc/pam.d/common-*-pc; do cp —-ivp $X ${X:0:-3}; done

b 7t /etc/pam.d/ EHxT, QIH#E—"14%0 common-auth-smartcard FSCHF. FE1ZSKARFRERIIPA T

Mo
auth required pam_env.so
auth sufficient pam_pkcsll.so
auth optional pam_gnome_keyring.so
auth [success=1 default=ignore] pam_unix.so nullok_secure try_first_pass
auth required pam_winbind.so use_first_pass

¢ 8T SLED/SLES 12 SP3, 1KLL P/ ORI auth include common—auth 171} auth
include common-auth-smartcard 17: /etc/pam.d/gdm Fl /etc/pam.d/xscreensaver,

6 U pescd RS N A AT SR ABEE), 14l /etc/init.d/after.local 3. E¥N
1T rcpescd start, FESCAZRALT-DU T ol

#! /bin/sh

Copyright (c) 2010 SuSE LINUX Products GmbH, Germany. All rights reserved.
Author: Werner Fink, 2010

/etc/init.d/after.local

script with local commands to be executed from init after all scripts
of a runlevel have been executed.

Here you should add things, that should happen directly after
runlevel has been reached.

H OH O O OH O O OH O HF K K H

rcpcscd start
E R RSN S 2n pesed I SAUHED, W KE L pam_pkes11 H R KU
7 AR kR

# rcSuSEfirewall2 stop
# chkconfig SuSEfirewall2_setup off
# chkconfig SuSEfirewall2_init off

TR kSRR, R REERAN 25K,

VMware, Inc. 62



=)

8 LRFREREE M TR ER A,
a X SLED/SLES 12 SP3, iHiafTbh N4 s,

# SUSEConnect -p sle-sdk/12.3/x86_64
# zypper in git autoconf automake libtool flex libudev-devel gcc

b Xt SLES 12 SP3, i systemd-devel,

# zypper in systemd-devel

9 fiIL Féx2 541 PCISC Lite & H Ik A 1.8.8,

# SUSEConnect -p sle-sdk/12.3/x86_64

# zypper in git autoconf automake libtool flex libudev-devel gcc

# git clone https://salsa.debian.org/rousseau/PCSC.git

# cd PCSC/

# git checkout -b 1.8.8 pcsc-1.8.8

# ./bootstrap

# ./configure -program-prefix= --disable-dependency-tracking —-prefix=/usr —-exec—prefix=/usr
—-bindir=/usr/bin —-sbindir=/usr/sbin >--sysconfdir=/etc --datadir=/usr/share --includedir=/usr/

include
—1libdir=/usr/1ib64 —-1libexecdir=/usr/libexec —--localstatedir=/var >—-sharedstatedir=/var/1ib64
—-mandir=/usr/share/man —-infodir=/usr/share/info --disable-static --enable->usbdropdir=/usr/

1ib64/pcsc/drivers

# make

# make install

10 ‘43¢ Horizon Agent G715 AT RE R EE .

# sudo ./install_viewagent.sh -m yes

E A2 Horizon Agent 7.9 Bl B oA

1M FE5I SRS, RIRTEHER,

A Linux £EIZE True SSO

True Single Sign-on (True SSO) TAE Fe v I E 1 Bk 2] VMware Workspace ONE 5151 Linux jiZ11
SRELE R AR IS AT o TP R AR RE-Rak RSA SecurlD 5k RADIUS Stk 5]
VMware Workspace ONE, k)5 o34 AL Active Directory 4% 1/ A] DAy TRz Linux %57,

True SSO #fi&

Wi 1] Active Directory (AD) ATHE T S5 861E, MIARTZZEAH ] True SSO Thfk. A, &HER]
PAEXFRIG 00 FECEL(E ] True SSO, DAEELIAT AT PASZ £ AD #E4F1 True SSO.

FEIERZ R Linux HEADS I sl R AR s el N R sy, P ml LAk B I ARH1 Horizon Client 5t HTML

Access,
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True SSO HEFZEK

TEIEATVA T Linux 43 A& (0 H 4058 T HRE A Horizon Agent 1511 |, SZFF True SSO.

Linux 4 &8, Horizon Agent

RHEL/CentOS 8.1 Horizon Agent 7.12 il sl =ik
RHEL/CentOS 8.0 Horizon Agent 7.11 B3 S A
RHEL/CentOS 7.x Horizon Agent 7.6 B 5 =i AC

¥ 1F RHEL/CentOS 7.x 5ifi |, {XLA NIIAT 1ESCHE True
SSO: RN T H | Samba, R4 RS it
(SSSD) L} Kerberos 48 S EaiF il .

Ubuntu 18.04/16.04 Horizon Agent 7.8 Bl 5 =ik

SLED/SLES 12.x SP3 Horizon Agent 7.8 i HH i i A

BLE True SSO
FF Linux 5fi i True SSO, iHHATRA FES%,

1 7F Horizon 7 IR E AN E True SSO. 1525 ( (Horizon 7 FEE4RE ) ) SKRYPRY “I%E True
SSO” .

2 % Linux 53 &t FERRTT S AD S —i2.
3 %M Linux 73 & i e siifn G True SSO.

7£ RHEL/CentOS 8.x £MH_FALE True SSO

3 RHEL/CentOS 8.x 5i[f] |34 True SSO, W4l #%:5 Active Directory (AD) 1 fEik. KRG, #&
B RS | RO F-LCt B A BE S FF True SSO IHAE.

/E RHEL/CentOS 8.1 5[] |- % #F True SSO, #EWAJ1% % Horizon Agent 7.12 i B HflAs
7F RHEL/CentOS 8.0 31 |37 4% True SSO, #70%4-%: Horizon Agent 7.11 i B oA

A BN R RHEL 8.x S0 AN True SSO.

P R — B R AR AR R IR E R SeA, - B, AD I3 DNS #4088, 1R b (A AF{E R
O ERIBCE R ERIE R, A Mg

HALRFE i3y

mydomain.com AD (1) DNS %k
MYDOMAIN.COM AD 1 DNS &7, 43k kS5
MYDOMAIN 1511 NetBIOS 1144 7%

AIREMH

= ffiik RHEL/CentOS 8.x %% i) DNS 1 DLfi#Afr Active Directory (AD) x5
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n RERZNENA.
»  (ERG FRCEPIZIN A (NTP),

1 7 RHEL/CentOS 8.x A%t I, ¥iul5 Active Directory fIRIZ51ERz .

# realm discover mydomain.com

2 EREFTHRIRII.,
# yum install oddjob oddjob-mkhomedir sssd adcli samba-common-tools
3 A AD I,
# realm join —-verbose mydomain.com -U administrator
4 FHAMR CAUEYS, FFRIHAED pem SCAFEHIBIFTF F %o
# openssl x509 —-inform der -in /tmp/certificate.cer —out /tmp/certificate.pem
# cp /tmp/certificate.pem /etc/sssd/pki/sssd_auth_ca_db.pem
5 1B /etc/sssd/sssd.conf FCESCAE, Q1A FonBiHfs.

[sssd]

domains = mydomain.com
config_file_version = 2
services = nss, pam

[domain/mydomain.com]

ad_domain = mydomain.com

krb5_realm = IMYDOMAIN.COM

realmd_tags = manages-system joined-with-adcli
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash

ldap_id_mapping = True
use_fully_qualified_names = False < Use short name for user
fallback_homedir = /home/%u@%d

access_provider = ad

ad_gpo_map_interactive = +gdm-vmwcred < Add this line for SSO
[pam] < Add pam section for certificate logon
pam_cert_auth = True < Add this line to enable certificate

logon for system
pam_pll_allowed_services = +gdm-vmwcred <——————————————— Add this line to enable certificate
logon for VMware Horizon Agent

[certmap/mydomain.com/truesso] < ——————— Add this section and following lines to
set match and map rule for certificate user
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matchrule = <EKU>msSclLogin
maprule = (]| (userPrincipal={subject_principal}) (samAccountName={subject_principal.short_name}))
domains = mydomain.com
priority = 10
6 4% Horizon Agent #4393 5 H True SSO.

# sudo ./install_viewagent.sh -T yes

F HE ] True SSO ThfE, AFUMIER Linux 73 & (025 FT 5110 Horizon Agent FAS, 41~ Tk,

Linux 43 &£ Horizon Agent
RHEL/CentOS 8.1 Horizon Agent 7.12 &} T 2 il AR
RHEL/CentOS 8.0 Horizon Agent 7.11 Bl T oA

7 B2k /etc/vmware/viewagent—custom. conf fil 4, HHAS DL TIT,

NetbiosDomain = MYDOMAIN
8 HHLIRASA, AEEHER,

71 RHEL/CentOS 7.x REHAE True SSO

354 RHEL/CentOS 7.x 5[4 i True SSO, T4l silfi 5 Active Directory JitEnl . SRIG 2 RERTFRHY
FERIAR CAUES, 2 )5 Fi4%E Horizon Agent.
% RHEL/CentOS 7.x £HE5 Active Directory &£ L3 1T True SSO

3} RHEL/CentOS 7.x %%: I* Horizon 7 Linux 5 [fEAsE A O BIN Te [ BRI L S #F True SSO, A%
Linux FEWL FRCE Samba.

1 RHEL/CentOS 7.x realmd Ihfig, BN E I B4, realmd Bl S IEE Linux 245
(41 SSSD tk Winbind) PAZEHEI, MASK AGEEEIA L . DL NP Q] realmd 1
Samba f RHEL/CentOS 7.x 5N Active Directory i1,

AR
»  RedHat Enterprise Linux (RHEL) #2111 Red Hat Network (RHN) &k 2 7E At 2255 yum T H
m  7F Linux &% I, Active Directory (AD) Ik 55#% n]idixk DNS fi## .
m  {F Linux &% FRCE T W8S TRITMY (Network Time Protocol, NTP),

1 ik RHEL/CentOS R4 LKL AD lRg5as. AIEEHILA N 7~fhil, HZ0R b
ADdomain.example.com Z# N 1E[1) AD 55755 5.

sudo realm discover ADdomain.example.com
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2 ‘2% Samba tdb-tools #/l.

Samba tdb-tools HAIICIEMNE TS Red Hat frfifierh N, BUAaiT-ah Mz, #ian, nIee
LA M4 M CentOS 7.5 A %4eH FAHZAM 0, IRRHR LB RHEL A4,

yumdownloader tdb-tools

URAEAT CentOS 2%, 1155548 https://rpmfind.net/1inux/rpm2html/search.php?
query=tdb—tools&submit=Search+. ..&system=&arch, T~z tdb-
tools-1.3.15-1.e17.x86_64.rpm AU, SRR L3RR RHEL 24,

3 223 Samba FIMKHRII{Y,

sudo yum install sssd-tools sssd adcli samba-common pam_ldap pam_krb5 samba samba-client krb5-
workstation

4 RPN N RBistT join day, EAUKHE Yy DNSdomain.example.com B MR E T A5
DNS Jai 2.

sudo realm join DNSdomain.example.com -U administrator

RIEA TN I, BT .
CL I 7E U A S0
5 TH5ISAS, REEHER,

RESRE
£ RHEL/CentOS 7.x 5iifi AL True SSO

£ RHEL/CentOS 7.x £HE LB E True SSO

3iF RHEL/CentOS 7.x 5[ I J5 /1] True SSO IhAE, 1l4c%E True SSO TIREMRHAITIIE . LR BT By
EUEIAR CA UF LA N Horizon Agent., IbAh,  #k AZ0igme SRseid i SCERLSE i B B b v o

AP FPL N FEAE RHEL 7.x 11 CentOS 7.x 5l )= H True SSO., BAF XYL |37 #F True SSO,
R Horizon Agent 7.6 55 EiAS

120 FE A — e B A B DA s I EE B B R S4A, f504n,  AD 35 DNS #4FR. 1l b A RHE
o ERIR E R T R B, A R ER TR

o R RHE HR

dns_server DNS #Frllk 55w i
mydomain.com AD #[1) DNS #Fx
MYDOMAIN.COM AD 1) DNS 4k, b hRE5+HE
AR &M

=}y VMware Identity Manager £l Horizon Connection Server fi. &5 True SSO.,
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s ¥ RHEL/CentOS 7.x ii[fii5 Active Directory 52 iPL#E1T True SSO

R MRUERU AU, BR8] RHEL/CentOS 7.x S0 1Y /tmp/certificate.cer
o ES BRI T AR UEB U U IET o

1 228 PKCS11 S b4l
yum install -y nss—tools nss—pam-ldapd pam_krb5 krb5-1libs krb5-workstation krb5-pkinit
2 EENIIEB A MM (Certification Authority, CA) 15,
a  HEI TR CAUER, HHRIHLHE] . pem KA,
openssl x509 —inform der —-in /tmp/certificate.cer —out /tmp/certificate.pem
b /] certutil A& ¥R CA UE P4 3E 8] R iUl /etc/pki/nssdb i,

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem

c B CA UFBEEINEIfE RHEL/CentOS 7.x 2% &1L CA i34, Jdif] update-ca-
trust a4 T RGOS A B o

cp /tmp/certificate.pem /etc/pki/ca-trust/source/anchors/ca_cert.pem
update-ca-trust

3 FEAZN SSSD BLE AV EH IS IARR 5T, Ak MR s

W

[domain/mydomain. com]

ad_domain = mydomain.com

krb5_realm = MYDOMAIN.COM

realmd_tags = manages-system joined-with-samba
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash

ldap_id_mapping = True

#set the next line to false, so you can use the short name instead of the full domain name.
use_fully_qualified_names = False
fallback_homedir = /home/%u@%d

access_provider = ad

4 (B4 Kerberos fit &1 /etc/krb5.conf, QLA NRflhHR.

[libdefaults]

dns_lookup_realm = false

ticket_lifetime = 24h

renew_lifetime = 7d

forwardable = true

rdns = false

default_ccache_name = KEYRING:persistent:%{uid}

# Add following line, if the system doesn't add it automatically
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default_realm = MYDOMAIN.COM

[realms]

MYDOMAIN. COM = {
kdc = dns_server
admin_server = dns_server
# Add the following three lines for pkinit_*
pkinit_anchors = DIR:/etc/pki/ca-trust/source/anchors
pkinit_kdc_hostname = your_org_DNS_server
pkinit_eku_checking = kpServerAuth

}

[domain_realm]
mydomain.com = MYDOMAIN.COM
.mydomain.com = MYDOMAIN.COM

5 %% Horizon Agent #4-tu3f 5 H True SSO.,

sudo ./install_viewagent.sh -T yes

AR Horizon Agent 7.6 B oA

6 KA T ZEURINE] Horizon Agent [ e X il & XA /etc/vmware/viewagent—custom.conf i, f# ]
PLUR R, Hrf, NETBIOS _NAME_OF _DOMAIN JE 48140 411131 NetBIOS £ F4 .

NetbiosDomain=NETBIOS_NAME_OF_DOMAIN
7 EHSISARA%, REEEER.

A Ubuntu EHELE True SSO

55 Ubuntu SR True SSO, 1420 51 5 Active Directory SfER . SRS ZRERTERIEMAR CA
WP, 25 4% Horizon Agent.
1% Ubuntu £@E5 Active Directory £/ Li#1T True SSO

ZE4F Ubuntu 16.04 5k 18.04 5Ll 374 True SSO, 151/l Samba F11 Winbind it 7 26 51l 5 Active
Directory I8l fE—itZ o

ATPAE DL R 2 A2 Ubuntu 16.04 5% 18.04 51 5 AD JlEE s fr—ia .

Z AR P — 2R B AT AR IR I B R D SE4k, 4, Ubuntu SR AL 1k A HE
B g ERIRCE R E RS, a1 MR

5 NLRFE Ei::22

dns_IP_ADDRESS DNS # IR S5 11 1P Mokt

mydomain.com AD /1) DNS #7Fx

MYDOMAIN.COM AD 1) DNS &R, RS

myhost Ubuntu SR ML

MYDOMAIN {0% Samba RS #5101 /EA1EE NT 3510 DNS #48k, 45 kE
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HARFHE Eiyuy

ads-hostname AD 55 #$HLA
admin-user AD LR 44
AR &M

m 7F Linux &% I, Active Directory (AD) X575 7] 11k DNS g4
m  fF Linux &% FdE T Y (Network Time Protocol, NTP).

SB
1 4f Ubuntu 16.04 ik 18.04 5[ |, %% samba Fll winbind # {411,

sudo apt install samba krb5-config krb5-user winbind libpam-winbind libnss-winbind

2 EHIIERES, FidE Kerberos S5 UEIA R, W N R,

a AT Default Kerberos version 5 realm (2t Kerberos fix7s 5 &4fiis), i##i A\ AD Ji(1) DNS #
PR (RS REFED

Blan, sk AD J##4 55 mydomain.com, iff \ MYDOMAIN.COM.

b X1 Kerberos servers for your realm (4fls{\) Kerberos AR%5#%), ihfi N\ AD IRZE#5 ML
(EZA RN R Irh 2784 ads_hostname)

¢ AT Administrative server for your Kerberos realm (Kerberos s 5SFRARS5S), FLRHIN
AD I 55 # FA1LE o

3 HE PAM it
a J7JF PAM fid & T .

pam-auth-update

b 1%#* Create home directory on login (FFERMAIEEHFR), Ak Ok (FE).
4  FRW NIRRT /etc/nsswitch. conf [l A

passwd: compat winbind
group: compat winbind
shadow: compat
gshadow: files
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o

a

d

RO BRI resolv. conf XK AD 35| HID I 238, 154 R et a1 NetworkManager %

¥17F NetworkManager ¥l iR, SKFEFATE R ZeE L IPv4 Settings (IPv4 #E). 4T
Method (J57%), i#%tFk Automatic (DHCP) addresses only ({X H3 (DHCP) i), 7t DNS
servers (DNS R%EE8) SCAMEH, fi\ DNS ZAFRIk S a1y 1P Hiklk (FEZad B nBilh ol
dns_IP_ADDRESS) . #kJii, Hiili Save (f£77).

Yiiifi T /etc/NetworkManager/system—connections R R GuEHlL B30, i FHA o
il

[ipv4]
dns=dns_IP_ADDRESS
dns—search=mydomain. com
ignore-auto-dns=true
method=auto

b o 1 & 1 T B AT et 9o =TT P A ) 1 R S Y T STt wh e M 2 L ] kO e AT BRI e
RO ZIE IR, LR AN F RO ZE R s TP A& s (41 DNS Ik%#%) ¥BaFEdk. N T
WEGAE ve AU S I PP S DT 8 18 Pl R I 24 DNS IR $Saiik e, Il Linux RSufRE
DNS JIR%5#% .

it /etc/resolv.conf Bl SCARPARE DNS IRS5#%, aibh Mol s,
nameserver dns_IP_ADDRESS

search mydomain. com

YIS R ARG,

6 it /etc/hosts FC X, WA Rl R,

127.0.0.1 localhost
127.0.1.1 myhost.mydomain.com myhost

7 44 /etc/samba/smb.conf [l E S04, WA R o BId TR,

[global]

security = ads

realm = MYDOMAIN.COM
workgroup = MYDOMAIN
idmap uid = 10000-20000
idmap gid = 10000-20000
winbind enum users = yes

winbind enum group = yes
template homedir = /home/%D/%U
template shell = /bin/bash
client use spnego = yes

client ntlmv2 auth = yes

encrypt passwords = yes
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winbind use default domain = yes
restrict anonymous = 2

kerberos method = secrets and keytab
winbind refresh tickets = true

8 ¥ 5h smbd JIk55

sudo systemctl restart smbd.service

9 il /etc/krb5.conf BLE SO, PAFHEAAAMUTLL MBI A
[libdefaults]
default_realm = MYDOMAIN.COM
dns_lookup_realm = true
dns_lookup_kdc = true
[realms]
MYDOMAIN.COM = {

kdc = ads-hostname
admin_server = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN.COMmydomain.com = MYDOMAIN.COM

10 ¥ Ubuntu 53 AD 3
a Jizh Kerberos 25,
sudo kinit admin-user
TEHILEE RN, NS B G4
b AT IO,
sudo klist
B B AT S SR AT YOS AR LRI GIRRH A
c i/ Kerberos keytab 324
sudo net ads keytab create -U admin-user

d JI\ AD 3,

sudo net ads join -U admin-user
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11 F R shHEE Winbind JIl55
a HHSE) Winbind IR .

sudo systemctl restart winbind.service

b ZEGUE Winbind k55, 1T Far IR 2 Rk MR H o
s wbinfo -u
m wbinfo —g
m getend passwd

m getend group
12 SIS R%, REERER,
BESER
7F Ubuntu 5[] -2 True SSO

£ Ubuntu £E LA E True SSO

B4E Ubuntu 16.04 =% 18.04 53/ |5 ] True SSO Ijmb, TR True SSO THEEARIINE . W E S ST
U CA UEBUA N Horizon Agent., b4k, SR AZ0 4 FEC il v SO DL SE R S 6 U A B o

FIDUE A R 3 24 Ubuntu 16.04 F118.04 531f 1] True SSO. B X #e i | 3 fF True SSO, 4
DA% Horizon Agent 7.8 B BT m A

AR &M
=}y VMware Identity Manager £l Horizon Connection Server [ic. & True SSO.,
m ¥ Ubuntu 5[5 Active Directory £ PLiEAT True SSO

w ORI RUEB WU UGS, TR B33 R /tmp/certificate. cer 1o 1GZ B AT
FRAUEBBUE A UESS o

1 7 Ubuntu 16.04 &k 18.04 i |, Z¢3E pkes1l St b4,

sudo apt install libpam-pkcsll

2 Z¢%E 1ibnss3-tools i,

sudo apt install libnss3-tools
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3 ZERENIEBUE NI (Certification Authority, CA) -1,
a  RE NI CALER, TRREALHE] L pem SCIE,

openssl x509 -inform der -in /tmp/certificate.cer -out /tmp/certificate.pem
b i/ certutil ar4-Ritl CA UL Z 3R] R dldlifF /etc/pki/nssdb i,

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem
c KR CAUEPEHR] /etc/pam_pkcsll/cacerts HxH,

mkdir -p /etc/pam_pkcsll/cacerts

cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts
d Iyt CANER O MEAEER:. 1F /etc/pam_pkcsll/cacerts o, iz{7bL Mg
pkcs11l_make_hash_1ink
4“5 Horizon Agent B0t 5 True SSO.,

sudo ./install_viewagent.sh -T yes

B True SSO Jifg, 4223 Horizon Agent 7.8 Bl A .

5 CBLLNSEINE] Horizon Agent g MR ¥ S /etc/vmware/viewagent—custom. conf i, fii ]

PLRfl, Hih, NETBIOS_NAME_OF _DOMAIN #5120 2519151 NetBIOS #4Fx.
NetbiosDomain=NETBIOS_NAME_OF_DOMAIN

6 Zi%E /etc/pam_pkcsll/pam_pkcsll.conf B 1,

a  WRETE, E6E /ete/pam_pkcsll/pam_pkcs1l.conf il A, ¥E /usr/share/doc/
libpam-pkcsll/examples HIEREREISCO:, FBILEHIE] /ete/pam_pkes1l Hgrh, FRRZX
A8 pam_pkes1l.conf, MMETREL, FEM ARG S BN SN A,

b B /etc/pam_pkcsll/pam_pkcsll.conf FlE ok, DUHEIAAE AL T LR R BN A

use_pkcsll_module = coolkey;
pkcs1ll_module coolkey {
module = /usr/lib/vmware/viewagent/sso/1libvmwpkcsll.so;
slot_num = 0;
ca_dir = /etc/pam_pkcsll/cacerts;
nss_dir = /etc/pki/nssdb;
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7 fE PAM BCESCHFHE auth 244
a FTF PAM it E Sk
= X1 Ubuntu 16.04, 547 /etc/pam.d/1lightdm,
= X T Ubuntu 18.04, i4TJT /etc/pam.d/gdm-vmwcred.
b & PAM B S, dnbl Mol s,

auth requisite pam_vmw_cred.so
auth sufficient pam_pkcsll.so try_first_pass

8 HHSISAZ, REEFER.

73 SLED/SLES KHEE True SSO

2555 SLED/SLES i E True SSO, P4tk 5iifi 5 Active Directory JHEnk . SR R fir s it e AR
CA i, 2524 Horizon Agent.
1% SLED/SLES =ME5 Active Directory &£ Li#1T True SSO

HE SLED 12.x SP3 & SLES 12.x SP3 1i[f |- 54§ True SSO, 1 flii] Samba Fll Winbind fik /5 5K 1
115 Active Directory 55 i fF—#d

A DA DA R B2 SLED/SLES 5iif1 5 AD St piifr —ie .
AR &M

» {F Linux &% I, Active Directory (AD) JIx 5%+ i1k DNS fighr

m  {F Linux &% FECE T 8RS TRITMY (Network Time Protocol, NTP),

1 4£ SLED/SLES HJf I, ‘2% samba il winbind #X4-H,

zypper install samba-winbind krb5-client samba-winbind-32bit

2 JTJF YaST 2E 1T, 5551 Network Services (F%5H24%) > Windows Domain Membership
(Windows 185 53 5 143)

3 7 Windows Domain Membership (Windows 3% 51 5 4y) s FRCEE S, @1 Firr.

a X7 Domain or Workgroup (3t TfE4H), 5%\ 127 Samba /I35 #%10 LIE4Iek NT J5/1) DNS
PR (EEAKRE TR o Bildn, R TAE414 850 mydomain, 4 A\ MYDOMAIN,

b £t Also Use SMB Information for Linux Authentication G fiF SMB {5 E3#4T Linux 543
IF).

¢ 1Pt Create Home Directory on Login (FEEZEROIEFE HFR).
d Pt Offline Authentication (il & #455F) .
e Uit Single Sign-on for SSH (SSH B H&E %),
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4 IR RO AR S E NI, 150 Yes ().
5 COHREM TAEAEINE BT AR, SREERE OK (HARE).

Bt o —4 04 EDAHTA SLED/SLES SN, 5% OK (JiE).
6 %% /etc/samba/smb.conf it B S, DAEHAUS DL N SEL

[global]

winbind use default domain = yes

7 EWLISRS AEEHER.
8 AJFEIF SLED/SLES sk,
SEATPL R4, T R 7R EFIOR . 45 mydomain 54y Samba 2545 T(E4; NT 5
ENE7 o8
m net ads testjoin
m  net ads info

m  wbinfo —-krb5auth=mydomain\\open%open

m  ssh localhost -1 mydomain\\open

]

7+ SLED/SLES s /i i True SSO

7£ SLED/SLES KRH LEE True SSO

35YF SLED/SLES 12.x SP3 sfi F /1] True SSO ThAE, 1fh4¢%E True SSO INAEMKHNITIE . X Fr 2 G
B EAERIR CA AFBPL M Horizon Agent, b, 7R DA 4t FEUU D 2 SO DLSE B S S i 3 1

AP DL Rt FEZE SLED 12.x SP3 1 SLES 12.x SP3 5ijfij [ 51 True SSO. HAFixEesih 37 Ff
True SSO, L1424 Horizon Agent 7.8 Bl M mihi A

AR &M
=}y VMware Identity Manager £/l Horizon Connection Server i & True SSO.
m }¥ SLED/SLES %[5 Active Directory tEakPLiE(T True SSO

n I MBI, FREILAR 7 5] SLED/SLES 12.x SP3 &M I-f1] /tmp/
certificate.cer W, WHEFUUT S AU A IS

$E
1 X SLES 12.x SP3 5ifi, iafThA My S AL -,

zypper install mozilla-nss-tools pam_krb5 krb5-client krb5-plugin-preauth-pkinit
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yyyyy

2 41 SLED 12.x SP3 5iifi, iHPUTIA N B BRI R TR0

a B—> SLES .iso X M%) SLED S Az (il /tmp/SLE-12-SP3-Server-DVD-
x86_64-GM-DVD1.1iso) .

K SLES Liso SRS I SLED Sk SIS, AT krb5-plugin-
preauth-pkinit #Ht{\UEH T SLES &%,

b 7t SLED i 34k SLES .iso X, e gt

sudo mkdir -p /mnt/sles

sudo mount -t is09660 /tmp/SLE-12-SP3-Server-DVD-x86_64-GM-DVD1.iso /mnt/sles
sudo zypper ar -f /mnt/sles sles

zypper install mozilla-nss-tools pam_krb5 krb5-client krb5-plugin-preauth-pkinit

c LS, 1% SLES .iso X

sudo unmount /mnt/sles

3 IR (Certification Authority, CA) 1iF5 .
a  HEI MR CAUET, JHR AL . pem SCHF,

openssl x509 —inform der —-in /tmp/certificate.cer -out /tmp/certificate.pem
b/l certutil fy-Rifl CA UEHZ R A e 8l /etc/pki/nssdb Hi.

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem
c R CAUEBEINE] pam_pkcs1l i,

cp /tmp/certificate.pem /etc/pki/ca-trust/source/anchors/ca_cert.pem

4 il /etc/krb5.conf BLESCH, DAEHEATROTLL FoRpI-IN R

[libdefaults]
default_realm = MYDOMAIN.COM
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN.COM = {
kdc = ads-hostname
admin_server = ads-hostname
pkinit_anchors = DIR:/etc/pki/ca-trust/source/anchors
pkinit_kdc_hostname = ads-hostname
pkinit_eku_checking = kpServerAuth
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}

[domain_realm]
.mydomain.com = MYDOMAIN.COMmydomain.com = MYDOMAIN.COM

Reom B b S A E R O RSB B R E MR R, Rk T

AT R

mydomain.com AD Ji§if) DNS %k

MYDOMAIN.COM AD B DNS &k (23K S0
ads-hostname AD JIRZ5 A5 ENLE (X0 R NED

5 2% Horizon Agent X/t Jf 5 1] True SSO.

sudo ./install_viewagent.sh -T yes

# EAER] True SSO IhRE, #RAZ1%:%: Horizon Agent 7.8 Bk B S bl A

6 BT SEURINE] Horizon Agent [ 58 X il B XA /etc/vmware/viewagent—custom.conf H1, f#i{]
PLUR R, Ho, NETBIOS _NAME_OF DOMAIN 24540411811 NetBIOS £ Fx.

NetbiosDomain=NETBIOS_NAME_OF_DOMAIN

7 HFSISAZ, REEFTER.
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A Linux KEIZEERE

FPARC U BTS2 H Y Linux 40848, DAFE ESXi MLk & PN E 246 - FI F NVIDIA IhfRE.

#HE 3D R R

1% 3D I, Az fell N AL e sk,

n T VGPU, FEILREREALML |52 ETE R . FEBXSE R AL, TR ] T Te IR AL, TR
ITE—% .

n AT vDGA, TESMEENL el B RE  velExX Sz, (Hg, FET T ve LI f 2 i
RS N TE R RE A L B8 14T NVIDIA BiE PCl %8s, SRJE A v I R AU AR s I i)

NVIDIA Bl PCl 4% . JCEEAERERM LY H3E= NVIDIA Bl PCl #85% . BN ERINLEME FH—A% FIG
NVIDIA Hif PCl &%5.

AREERHE T LAT
m  FCE SRR Linux o3 & LA H vGPU
= /il¥ RHEL 6.x LAfii}i] vDGA

BB iR Linux 9 &8 ER vGPU

PR DL S A5 Linux 40 &40, DAETZE ESXi 4L EFI ] NVIDIA vGPU (JL= GPU fi¢E ) Thfg.
EE S ESXi 4L GPU SXE)HEST (. vib) PLEZRY NVIDIA Linux BEUALE -RAXEDRE T o A IR EhiE 7
AHEE, 1525 NVIDIA ik,

E AR vGPU 1) NVIDIA E-RAT Linux 4> £ B1IE B, 1520 https://docs.nvidia.com/grid/9.0/
product-support-matrix/index.html,

TG Z T, AEFIAARAE Linux BEAUALE 2% Horizon Agent, WIR/ERCE THEN LA ] NVIDIA
VGPU i %2 %E Horizon Agent, &5 xorg. conf S RUAFARECE 240 - H NVIDIA vGPU JGik
EH TAE, A2 525 NVIDIA vGPU it 5 2e3E Horizon Agent.
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7 ESXi E£#1 LRI NVIDIA GRID vGPU E+%3 VIB

PRAZ50h ESXi 6.0 U1 Bl 8 SR AR 4L -1 NVIDIA GRID i f N4 VIB,

NVIDIA $24t —/ MU s vGPU AFEERS (a2 b IR 203E3) ESXi 341 1) Al Linux B RIXEIRE ) (ZEJA T
FAE R 225 ) Linux JERPL ED B9 vGPU R4,

AREH
m  THINERIIEAE 23 | vSphere 6.0 U1 Sl A,
m AR ESXi FAL 2T vGPU Bk

A3 vGPU 1 NVIDIA (2R Linux 73 & {5 ., 152 https://docs.nvidia.com/grid/9.0/
product-support-matrix/index.html,

1 M NVIDIA S0y 3k Srh 345 NVIDIA GRID vGPU K11 VIB,
MR B BN T VIB A

Bl B

I il GRID

PR RS &% NVIDIA GRID vGPU.

o P ESXi ML FZ2RE A (4141 GRID K2)
BIERS WeE+ VMware vSphere ESXi BiAS.

2 4 vGPU B L zip SR
3 ¥ vGPU FREZR S 3] ESXi EHLH

HE KRR Linux BERIAL 22356 Linux 2 RIXEIRET o
4 CHIHREER ESXi B ERIFTA WL,
5 fdi1] SSH 45 ESXi 4L,
6 1=k xorg %5

# /etc/init.d/xorg stop

7 2 NVIDIA VIB.

Bilan

# esxcli system maintenanceMode set ——enable true
# esxcli software vib install -v /path-to-vib/NVIDIA-VIB-name.vib
# esxcli system maintenanceMode set —-enable false
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8 FHro|'SEE ESXi AL,
& TN ESXi AL EEHTE ISz L.
o TR ESXI EHL, BHITRA T PEPARIZ AN GXECP I T 2250 0. )

Update vmkdevmgr:
# kill -HUP $(cat /var/run/vmware/vmkdevmgr.pid)

Wait for the update to complete:
# localcli --plugin-dir /usr/lib/vmware/esxcli/int deviceInternal bind

This is a new requirement with the NVIDIA 352.%* host driver:
# /etc/init.d/nvidia-vgpu start

Restart xorg, which is used for GPU assignment:
# /etc/init.d/xorg start

9 FEEFPshTENUE, Bube EEialT xorg IR55 .

£ Linux BRI LA vGPU BEEH = PCI &
FHHH] NVIDIA vGPU, A% Linux FEUAUEC B2 PCL% .

AR

n  HIAERLER Linux BN SRI . 152 B O T 2k Linux RO CRES TR E RS Linux T
Jll‘j:ﬂo

m  ARAE Linux BEAUALE42%E Horizon Agent,

»  HHIASE ESXi EHL EZ T NVIDIA VIB, &5 ESXi E4L 11 NVIDIA GRID vGPU i} 2
VIB,

UK T NVIDIA vGPU [ GPU 251, fn] DLl GPU BB SCH& Bk TP, bl GPU
BIUAE ESXi FAL 2Pl GPU HR it T &R RFII DA

Y

A5 vGPU 1 NVIDIA KA Linux 43 & G5 £, 1152519 https://docs.nvidia.com/grid/9.0/
product-support-matrix/index.html,

EZ3

1 MR,

7 vSphere Web Client 1, BEEENL, SRIS/ERERINEARLET KT, HildaEisE.

TERTRAE T, P PCLEEE

FREERIN, SRJE M MRS AR NVIDIA GRID vGPU .

AT GPU BRE SR, M MhE s Fhif Rl GPU A

RLREBEITAENAE, R EERIE.

T IGR BRI REAULN A7, LABE GPU BB 3£ NVIDIA GRID vGPU.,

o A WO DD
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7 FTFERAHER,
3£ NVIDIA GRID vGPU EFIRZHIZF

31725 NVIDIA GRID vGPU i RIXENFER, AEEHIERIA NVIDIA SXEhFE, T4 NVIDIA BRI ahie
I SRIGTEREUML FRCE PCl &

ARG

A NVIDIA Faub b N3 7 vGPU 8 tu, R4z tu, SREH Linux B RIKshAE 7
(— AN EAE) #ERES . 50 ESXi 141 1% NVIDIA GRID vGPU [ 2245 VIB,

WEFAERERAIRZRIN T ILE PClL %S . BSBIAE Linux FEIWL N vGPU it JL 5 PCI % o
S8
1 NVIDIA Linux & KX shRE 2 d S AL

2 TR R Sy, skl BN Ctrl-Alt-F2 YR SO &, DA root JI T S Eesk, SRIgisfT
init 3 4 PAAEH X Windows,
3 NVIDIA JXEhRR 7 A s i H At 4 A
sudo yum install gcc-c++

sudo yum install kernel-devel-$(uname -r)
sudo yum install kernel-headers-$(uname -r)

4 3 NVIDIA GRID vGPU WX shfe 7 S el i AR
chmod +x NVIDIA-Linux-x86_64-version-grid.run
5 525 NVIDIA GRID vGPU 223527 .

sudo ./NVIDIA-Linux-x86_64-version-grid.run

6 £ NVIDIA BAVFRI BB, ARG BRI H Bl g X Rl P

m

1E Linux JEAUAL 2235 Horizon Agent. 152 {1 Linux LE4UAIL I 2245 Horizon Agent,
AR A AT E Y Linux BN L. wE 2 Q1SS Linux 19T 252 i,

RIFTEBRET NVIDIA BEFIRZIIERF

AT LIAE Horizon SEff2 i s NVIDIA SXE0RE o, DA UE 275 7E Linux MERUML 12258 7 NVIDIA &
FIXEHRET o

R Y
N T NVIDIA G RIREIFET .

m A Linux FEAUAL | 2258 1 Horizon Agent. 152 [RI7E Linux [AUAIL |22 Horizon Agent,
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w  GHAESRAE R T Linux BERIWL. H2 B G )T Linux (1 T2l 5L

1 FHEE) Linux BEUHL.
Horizon Agent JHaIIIACK R 4A1E X IR S aefilin nasdnith.
i Fm T vSphere $5iil G & & ERWLE R~es .

2 Horizon Client H1#£2%] Linux S,

3 fr Linux S iEs, BubEs2edé 7 NVIDIA B RIXEIE T
FTIFE 1, 1217 glxinfo | grep NVIDIA @’

LI o NVIDIA SXEhRE ke o 4.

[root]# glxinfo | grep NVIDIA

server glx vendor string: NVIDIA Corporation

client glx vendor string: NVIDIA Corporation

OpenGL vendor string: NVIDIA Corporation

OpenGL version string: 4.5.0 NVIDIA 346.47

OpenGL shading language version string: 4.50 NVIDIA

#R
FHLPT A AERL R AL |- 51 NVIDIA BB DhRE
FEFINE. 2255 NVIDIA B-EREDRL IR, TN T AR5 Kb 22 SR IF 2T«

m  WIRT Linux VA%, Horizon Agent FIBETCTE S Horizon YEREAR 55 253 b TS o Syt n] i, 5
1225 NVIDIA WRENFEST o

m  {F Linux JEIALHAE NVIDIA GRID ¥ri] . L5 0, 1525 NVIDIA SO, AR e v,
Linux SEEPE IO E S TAE, Flan, JoikfEH A sha,

FiE RHEL 6.x KI{EH vDGA

YRR DL RHEL 6.X & PWISYEZRS:, PAE Horizon 7 for Linux S ] PLF) ] ESXi E4L 1) vDGA I

&b
Heo

FEHAGZ AT, WEHIAAAE Linux JEL 12225 Horizon Agent. 4nSRAFRC i i H LA H] vDGA Z i
22%¢ Horizon Agent, &7 5 xorg. conf SUAFHIRTTEACE 248, - H vDGA JoikilEH TA/E. aAiirE
e vDGA it % 7 224 Horizon Agent.
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ZEEH LA NVIDIA GRID /2 DirectPath 1I/0

FEEE Linux B LEC T vDGA 2 i, 4%if#i NVIDIA GRID GPU PCI #:£5 1] JII T ESXi 4L |1
DirectPath I/0 f£1%.,

AR

n FHAGIUENE 2T vSphere 6.0 S A

s ffiiA ESXi 41 25T NVIDIA GRID K1 8t K2 K,
S

1 ¥ vSphere Web Client I}, % 2] ESXi F41.

2 PREERDR, RERERE.
3 fE CTEART s, R PCLRE.
4 375 NVIDIA GRID GPU /1] DirectPath 1/0 1514, it 4% .
[ Pit
SR PCI & AL T Bk AT ELAT AR
R AR T T, SRR B SEH, A A A%

5 &P NVIDIA GRID GPU, G THHEE.
PCI &2 B nBI5E “nl TR LI1) DirectPath I/O PCI #4457
6 SIS ENL, PMERE PCL& AT Linux UL,

[ RHEL 6.x EEfIHLAIMN vDGA Hi#iZ&

20 RHEL 6.x FEUMUAC B vDGA, AR EIUALA N PCI sy . b ER, AILLEE ESXi FAL
YRR A AT, DMELE R E .

HIIR &

TAMERS SRS Linux BEWLIED SR o 162 B QI RE UL T4 Linux Rz RE s (i 35 HE 5 Linux 1f
B,

m AEIARAE Linux BERIAL | 2235 Horizon Agent.

= ff1IA NVIDIA GRID GPU PCI %457 341 1] T DirectPath I/O Eifi. 152 b7t 141 |-/ NVIDIA
GRID J5 ] DirectPath 110,

1 PARCEAT sudo FURMIASH 7 S35 RHEL 6.x % FAHURIE R S

1¥ vSphere Web Client F1, ZEFEEAINL ARG BRWEBEETT T, bR,
TERTRLE S, i PCLR R .

FREARIIOT N MR Bk B PCLIR S o

A W DN
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5 HERBETANG, ARRETE.
TR BAIA RN A7 A BEE GPU S¢HF vDGA.
6 FTIPREUMLIORLIE, SRIEFTIT vSphere 5 & DA HH5IHL
7 ik NVIDIA GRID 548 C L5 B R L
FIFF4amer 1, BT F s
lspci | grep NVIDIA
I 2 RS VEA S fffx il XX:00.0. 140

NVIDIA Corporation GK104GL [GRID K2]

1 vDGA =3t NVIDIA BFIREZNIEFE

8 vDGA 2355 NVIDIA i RIXEhREy, AAZiZE FIERIA NVIDIA SXsh#Efy, 4 NVIDIA B RIXEhFE
I SRIGTEREML FRCE PCl &

IR &M

n FHINECE PCLE&ERINE] RHEL 6.x BRI, 1520 RHEL 6.x FEAUA LA I vDGA FLl A o

1 ZEFERINE NVIDIA Nouveau X ShRE IR AN 4400
a %i%s grub.conf Xff,
X1 RHEL 6., 342 /boot/grub/grub. conf,

RHEL kA e
6.x sudo vi /boot/grub/grub.conf

b  IENEETIAREZ I rdblacklist=nouveau 17,

¢ 4% blacklist.conf 3C{f.

sudo vi /etc/modprobe.d/blacklist.conf

d 7F blacklist.conf AT EN EAILL F AT

blacklist nouveau

2 HFTHBIEAL
B RER IR A A AL
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3 () BAIACZET] Nouveau WX EHFLT .

/sbin/1lsmod | grep nouveau

i grep R EATIRMEATEE R, WF7R Nouveau IXShFE 7 2 H]
4 M NVIDIA IXR=0FET 1 2k S N 2 NVIDIA 38087 o
M NVIDIA "7 55 AT 98 SFE P RRAR

Pt B

FERm2T GRID

PR ARSI GRID &%l

PR BePE ESXi EHL LR (541 GRID K2)
BIERG Linux 64 {75k Linux 32 {i7

5 BEERRIELNL, TR, shEk N Ctrl-Alt-F2 DU Sc ARz &, DL root F P S Esk, 2k
G247 init 3 2 LAZET] X Windows.,

6 2% NVIDIA X shE e pras b 42k

sudo yum install gcc-c++
sudo yum install kernel-devel-$(uname -r)
sudo yum install kernel-headers-$(uname -r)

7 5 vDGA [{J NVIDIA 98 ZhFE e s il S A
chmod +x NVIDIA-Linux-x86_64—version.run
8 iz NVIDIA 25

sudo ./NVIDIA-Linux-x86_64-version.run

9 1% NVIDIA BRI Y, SR DE R DA HT X I ik .

BRESRH
7E Linux MU _E 223 Horizon Agent. £ (T Linux [ZHUAL [ 2¢4% Horizon Agent.
B ETEE Y Linux SEUNL. 1E 2B Q1SS T Linux 1252 i,

WIFREBLET NVIDIA BFIRZNFEFE

A DAAE Horizon S22 15 7k NVIDIA IXE e Ffi . PABGUEE S 4E Linux JEIUAL 2225 7 NVIDIA i
RIXSHFEE o

AR &M
m AL T NVIDIA G-RIXEhRET
m A Linux R4 23851 Horizon Agent., 152 4E Linux [T |- 2245 Horizon Agent,
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w  GHAESRAE R T Linux BERIWL. H2 B G )T Linux (1 T2l 5L

1 HHEE) Linux FEAL.
Horizon Agent JHaIIIACK R 4A1E X IR S aefilin nasdnith.
i Fm T vSphere $5iil G & & ERWLE R~es .

2 M Horizon Client 13422 Linux 52,

3 AE Linux SRS, BubE el 7 NVIDIA B RIKEIRT
FTIFE 1, 1217 glxinfo | grep NVIDIA @’

A o NVIDIA SXZhRE kit o {914

[root]# glxinfo | grep NVIDIA

server glx vendor string: NVIDIA Corporation

client glx vendor string: NVIDIA Corporation

OpenGL vendor string: NVIDIA Corporation

OpenGL version string: 4.5.0 NVIDIA 346.47

OpenGL shading language version string: 4.50 NVIDIA

#R
FHLPT A AERL R AL |- 51 NVIDIA BB DhRE
FEFINE. 2255 NVIDIA B-EREDRL IR, TN T AR5 Kb 22 SR IF 2T«

m  WIRT Linux VA%, Horizon Agent FIBETCTE S Horizon YEREAR 55 253 b TS o Syt n] i, 5

1225 NVIDIA WRENFEST o

m  {F Linux JEIALHAE NVIDIA GRID ¥ri] . L5 0, 1525 NVIDIA SO, AR e v,
Linux SEIAPE IR TAE, Blan, Tk A shd sk,
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=3 Horizon Agent

TEVAE Linux S0 | 42%E Horizon Agent, 1X#F Horizon Connection Server /i 5 5 [ {5 F4 Fil s
(I8

ARFEDHE TLAN

m  7F Linux JERUAL 22358 Horizon Agent
m i Linux FRERLED

m  7F Linux A1 72 Horizon Agent

m {14} Horizon 7 for Linux 1154/

£ Linux E#H_EZ 3 Horizon Agent

WAAAE Linux UM E45 Horizon Agent, SRS A BERFZIE LA e e s o

M Horizon 7.0.1 i 4fi, Horizon Agent for Linux {i FH5Z vCenter & FERURZAUAL . 25T FERIAEL LD R
W Thie
m  Linux SEAFSE SR 2R 1] vCenter,
m  7F Linux =222 Horizon Agent N2,
T NS Linux SOEE, ] ALESEREEEIAL [ 4% Horizon Agent.

4nSZEfiT 1] NVIDIA GRIDVGPU il vDGA, MLttt Linux HEAUAL FACHIXEE 3D Thie, JRJA
2% Horizon Agent, W1H5:42%5E Horizon Agent, 237555 xorg. conf XCEHFTEE240, HfH 3D EE
DipeJCikE s TR,
HS B SRR Linux 2> & WLAMEH] vGPU Bifid ¥ RHEL 6.x LA H] vDGA, #£ 3D KB e G, %%
% Horizon Agent.,

T 2D EIERCE, BT AR SE O ne B S AR HE S Linux oS 2EBRIG 43¢ Horizon Agent.,

HIR &M
n  HAEHERLS Linux 2 PR EARGABR I . B2yl s i i i & Linux 15541,

m  HURHT Linux [ Horizon Agent 223558 7 IS, 152505 install_viewagent.sh 21 135610
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g

1 M VMware T #k 4 hitps://my.vmware.com/web/vmware/downloads T % Horizon Agent for Linux %
BERET A
1E SRR #ord, dehe “#5% VMware Horizon [ N o 78 “1& 1T Linux (1)
Horizon 77 %, P& HIT 64 {7 Linux £4cH) VMware Horizon 7 BT i “ R 4" DU

ST 64 f7 Linux, 2R 0448 VMware—horizonagent-1inux—-x86_64-y.y.y—
XXXXXXX.tar.gzy.y.y-xxxxxxx.tar.gz, Hyyy SRS, xxxxxxx &N RS

2 HFRPVERERS S Linux 4 % HY tarball,
Flan:

tar -xzvf VMware-horizonagent-1inux-x86_64-y.y. y—-xxxxxxx.tar.gz

3 B%E tar ball k.
4 DUBYH P Bzt install_viewagent.sh JHIA,
125 install_viewagent.sh #y 34 T0E0, FRHA A TS %
4.
sudo ./install_viewagent.sh
5 IARAIZE1T install_viewagent.sh [fiAfHE -A 11, 5N Yes PA#E EULA,
FrAEREZ EULA, SR T A 1E1T,

6 TS5 Linux DABHEE MR

G, R viewagent IS5, Wdif] sudo service viewagent status HIAMIRSS 4D,
BRETE

TES M R, S5 EHE T Linux (2052

install_viewagent.sh é54$1Ti%IN

install_viewagent.sh JAIAYE Linux % WIEAE R 4 |20 Horizon Agent.,

7t gnome SFIEAEHIF 4 & AR LA M PR install_viewagent.sh A,

install_viewagent.sh command_option argument [command_option argument] . . .

install_viewagent.sh JHARGFHNESEFIN LS,
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% 5-1. install_viewagent.sh AIIEEVNENSE
TS (B

B T
-A yes |no J’% jS%ﬁféaaéﬁffﬂ)‘jﬁ Al (End User License Agreement, EULA) A BEALEERRAE (FIPS) I, #0420

TE yes A REMR S TR,

& 5-2. install_viewagent.sh A[iE S £

AIESE #R

-a yes|no ke el RN TUE R SR . BOAMEN yes.

-f yes|no éci\fi?éa_jjﬁ%ﬂ%u SALEEARiE (FIPS) 140-2 Bt fEbhscfi. BRIME noo ASCHFANEE, 152
Horizon Linux S LIAEFIHY FIPS 140-2 BEAA.

- JIMS SSL F I, BRANGOUT, LR BRI R

-m yes|no LIRS R REEIN SR BB no.

-r yes|no 5 BB R A G . BAAMESY no.

-s B ZUE R DN BRIMEOUT, 228582 R ] Blast.

-C yes|no Rk Gend IR T E 1 3CRF . BUIAMAY yes.

-F yes|no LS COR Scff. BRIMED yes.

-M yes|no H Linux AREEFHO Z 45 ToARZ AT RE, BRIME N yes.

-S yes|no LRGSR (SS0) St BRIMEY yes.

-T yes|no LTR80T True B 5% (True SSO) 3745, BRIAME N no.

-U yes|no LRksil USB 3cHf. ZRIAMESY no,

% 5-3. install_viewagent.sh S HIRAI
& M

sudo ./install_viewagent.sh -A yes

R LR N A OB ST

WA A RN

T HIREARZHE sudo ./install_viewagent.sh -A yes-M no
FEAATRER

A THR AT BT RG] DT I ALt o
RS RS AR, 1B AR AT IR

MAAZ A FEAUM LD
EFHPI AT 52 sudo ./install_viewagent.sh -A yes
BN, 12
FHRTEAARPE 1
BRI B THR B A BT R T . AU IRAT SR T
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% ¥ Horizon 7 for Linux 5[]

BLE Linux KIERYIEE

2R Linux FRERIN, 2255 RE 745 VMwareBlastServer A= —AN 25 ZiEP
n  (FRH AR Blast 24 M5¢5, VMwareBlastServer 271 [l HTML Access 1422 Linux S
ikl U
n  ERHELF ST Blast 240G, Blast 24 MISCHUUEBas Bzl I AtA I #s
N TR TV e A, T LR Z B3 e B o e B U LAY (Certificate Authority, CA) 2544
HILETS o
$B
1 [f] VMwareBlastServer 2R AT S RIES .
a KA EHEGEHA ruikey, KU Em 40 ruicrt,
b 1217 sudo chmod 550 /etc/vmware/ssl.
¢ ¥ rui.crt 1 rui.key Eifi|E] /etc/vmware/ssl,
d 1&{7 chmod 440 /etc/vmware/ssl.

2 KPR IRIE B A 2 B8] Linux #84F R Fub B U f7AE

T AHEN Linux 2 0508, Tl Linux 4008 SR Eo

£ Linux E#HL_EFZ Horizon Agent

PR DL 2B R B R AN Horizon Agent SKFH4% Linux FE4U4/L 11 Horizon Agent.,

AR RAUNL: AL R PR 2 UM 2 5 S R B 515 B AR SRR B A e (35T
AU BT AR IROR e T M AU L

T AR SIS . ST AR ST ISR TR vCenter BERINLKIE T
vCenter HFFIEINL, 24T AILNE DL FIbhE.

w RS ES

»  RVFAPEEH RN

IE Horizon Agent for Linux 7.0.0 X AR E A S A A IR 121T . Horizon Agent for Linux 7.0.1 1
N2 NSRBI T

REATUAE LA N 5 TR MR A REAUAT LB T 2 52 A8 R AU LAR 5

n RS RN H T HE FT RS, 2T ANFT3E7E Horizon Connection Server Hi{%
AR
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% Horizon 7 for Linux 5iffi
0 MR RN E T2 2 RN L= AT AT RRAS . I 2R+ 3528 E Horizon Connection
Server FAJEEH SN

HE ST R A TR BT UAOR B S R UM LESEH TR B AR RIS . (02, S
FETHEFd AR PRS2 4 FE AU LS B oA S A I S LA

PA N ZET T T+

% 5-4. FiF Horizon Agent A RHATIESE

2 A

-Ayes EULA 71 FIPS FElE:52 , AAIHIE yes A BRAKSII T2 MR IREZSEL LA R 218
-ayes|no LA SR S N TE N 3R

-f yes|no LA G IS BACPIARIE (FIPS) 140-2 ST ME 3R F, BRIAMAN no, A CIF4IME R, 1525 Horizon

Linux S TIRER Y FIPS 140-2 f Ak,
-m yes|no LAk G B ae REE I S FF . BAAMEN no,

-r yes|no LGRS SHIE RS BUMEDY no.
-C yes|no LAERR G BN AR T E 1) S R BROAMEN yes.
-F yes|no ek et CDR 35, ERIMEDD yes.

-M yes|no 4 Linux FREETHION 3255 R 2. BRIMEDY yes.
-S yes|no LRI S AU (SS0) 3hr. BRIME yes.

-U yes|no ek gt USB 3 Ff, BRIMESH no,

1£ Linux EfIH_EFHZK Horizon Agent
fs ] DL i 2o S5 i ET R Y Horizon Agent K712 Linux 11541 [/ Horizon Agent.,

AR &M
m  ffil\ VMwareBlastServer FHEAIET.

B b R, ORI ER A TR S SR 2h, seE S 1 S AL,
$B

1 M VMware Nalh S 8upit) Horizon Agent for Linux 22358 7 S04, WIHEN https:/
my.vmware.com/web/vmware/downloads .

SRR AT NI, eBPL R4 VMware Horizon 7, i {ufE Horizon Agent for Linux
LRRRIT o

KT 64 {7 Linux, R X% VMware—viewagent-1inux—x86_64-y. y. y—
xxxxxxx.tar.gz, H yyy BHAS, xxxxxxx e EBRAS
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% ¥ Horizon 7 for Linux 5[]

2 EEPHURERS RS Linux 43k fURY tarball .
il s

tar -xzvf <Horizon Agent tar ball>

3 %A tar ball X,
4  BRHPAZERENNL, EEHLL N & 2 —1a1T install_viewagent.sh A,

TR TilH
A FARZERPIIEHRERZERN  sudo ./install_viewagent.sh -A yes -M no

WL
T ERG AR R, AR IR L.

A FRZE RPN E R E TSy ZE sudo ./install_viewagent.sh —-A yes -M yes

R
¥ 1t Horizon Console M1, A AL MR IS L, F AR
ML E QU — S, FXE LS R, WES IS T Linux (U852,

HEZEBRWEE sudo ./install_viewagent.sh -A yes -M yes

TR, TLAE BT SR

0%k Horizon 7 for Linux i+&#1
S SN _E 1Y Horizon 7 for Linux, E24%71#1%% Horizon Agent JH RS T B 4,

AR

ik VMwareBlastServer JEfEAz T, Zf5mibizibfe, wfitr @t s tH ST LA TR sl sR i e, o
HHFT 51T AL

S8
1 FERUNL ETH28mRE T, SKGia1T Horizon Agent EIEHIA

sudo /usr/lib/vmware/viewagent/bin/uninstall_viewagent.sh

IIHACK 5 1 Horizon Agent #ERE, FEMZEEH 5% /usr/1ib/vmware/viewagent Hififl[5: Horizon
Agent JIR 55 R 1F

2  FEMERA T /etc/vmware 3% N Horizon 7 for Linux i i o
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Linux REAJEEIEIN

SR DA G 2 SO 4 Fade i, DA P ST AR
AREFEFE TP T 38

m  {F Linux S bR e SOr s B e I

m T AR

m 3@ Linux S Blast 135 <l

T Linux SRR s shas 58 e s 4

7 Linux RHE_ERVECE X% E kI

1Al PLA SO /ete/vmware/config BY /etc/vmware/viewagent—custom.conf USN&s, DARACE Lt

eI,

~

1F Horizon Agent 27351 R, 22350 B N B AR SO config. template Al viewagent-
custom.conf.template §fl%] /etc/vmware ., 4N, 1R /etc/vmware/config #ll /etc/vmware/
viewagent-custom.conf NFIE, ZEFEFTE config. template & iil%] config, ¥ viewagent-
custom.conf.template &%) viewagent—custom.conf, FERA AR EA I 10 S AT B B 0e 10l

TP EI, AT REERTERR E SORAE B A

fildn, /etc/vmware/config FHLL FATHIF R A TG PNG 2,

RemoteDisplay.buildToPNG=TRUE

A TICE U, FURTS 1S Linux DUSERUAER
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% ¥ Horizon 7 for Linux 5[]

/etc/vmware/config HHJEL & ik

I

VMwareBlastServer N HARSS@HA- A & S /etc/vmware/config,

H FERAG T Horizon Agent Fit B SO R A MR EESE IR TR USB Sl ik E . Horizon Agent fili fix
O I S T AR USB #5k % 1241, Horizon Agent 1A 23 ¥ 1% H0 15 %33 %)) Horizon Client JE1 TR
AT AR R T ST (m) BUFLAIAIE R ] Horizon Agent e S 14 ¥ Fll Horizon Client §iidt 5

WG, M eE o (0) BT LA ] Horizon Agent i A& 15 ¥ 1fi ANl ] Horizon Client {0 Al 15
KT
% 6-1. /etc/vmware/config HEIE BRI
I BER LN il
Clipboard.Direction 0, 1, 2,13 2 M HNZAZE TR E DI MR A [ SR o AT 3UE
m 0 - ZEEOTE A .
m - E A BT ER T E
B 2 - (USR] o R S T B I AR T S 17 o
B 3 - (U TIEAR S B R B AR T E ]
RemoteDisplay.allowAudio true Bl false true VEEZIR A A S ikt o
RemoteDisplay.allowH264 true B false true VEEZ A T A ] H.264 4k,
RemoteDisplay.buildTOPNG true 5} false false EIEN R OEHEEI SN R HRIEGAE
Linux ST i o it SRS i 2 15 2 2
FEATLAN Linux 521 A2 s % s g 1 I
GRIARA HOAC 2 TR 2E PNG . % IhRESs H
i ESXi EALZ RIEYNGT 58 . i HZ e i A%
1 H.264 4kt
RemoteDisplay.enableNetworkCo  true Bf false true W ZIETVAAE Horizon Agent for Linux 7= FE 22
ntinuity FRE e DIRE
RemoteDisplay.enableNetworkinte  true i}, false true & Z 0T L AE Horizon Agent for Linux Hi e Fak 22
lligence LS BETIRE o
RemoteDisplay.enableStats true 1k false false A FEkZEH] mks H G HY VMware Blast 5 Y e il
fHE, Bl s, FPS, RTT %,
RemoteDisplay.enableUDP true BY false true W20 AT Horizon Agent for Linux H S T Ek 2%
UDP il 3cH
RemoteDisplay.maxBandwidthKbp 454 1000000 {8 VMware Blast 23 G R 58, PLTEEED
s (Kbps) JHhz, ey BECURAT A EIGALER . 540, KR
T PLK VMware Blast ¥ il . Ui LT 4
Gbps (4096000).
RemoteDisplay.minBandwidthKbp ~ %%§ 256 f5E VMware Blast 231/ Vi 58, LAT-ELR#FD
s (kbpS) NEAN . T BE AR A AT L SR R
T PLK VMware Blast #2177 & .
RemoteDisplay.maxFPS BE 30 EiEyel i AR NN et & S O e K =8 e

VMware, Inc.

HIFRIE 05 o A RUEAIINT 3 160 Z [l ERIAMEN
FEFPEEHT 30 W,
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% ¥ Horizon 7 for Linux 5[]

& 6-1. /etc/vmware/config FRIEE X ()

piinil
RemoteDisplay.maxQualityJPEG

RemoteDisplay.midQualityJPEG

RemoteDisplay.minQualityJPEG

RemoteDisplay.qpmaxH264

RemoteDisplay.qpminH264

UsbRedirPlugin.log.logLevel

UsbRedirServer.log.logLevel

VMWPkcs11Plugin.log.enable

VMWPkcs11Plugin.log.logLevel

VVC.RTAV.Enable

VVC.ScRedir.Enable

VVC.logLevel

cdrserver.cacheEnable

cdrserver.customizedSharedFolde
rPath

VMware, Inc.

B

H JTMEYEH: 1-100

A FHEEH: 1-100

] EYER: 1-100

] HMEYE: 0-51

A JIMETER: 0-51

error, warn,
info. debug.

trace i verbose

error, warn,
info. debug.
trace B¢ verbose

true i}, false

error, warn,
info. debug.

trace BX verbose
true Ik false
true X false

fatal error,
warn, info. debug

DJZ trace

true i} false

folder_path

LN
20

35

25

36

10

info

info

false

info

true

true

info

true

/home/

i

P2l T JPEG/PNG 4 hiiny st Tori g it . o
e T RN BRSO BRI, AT A S
G,

feE ] JPEG/PNG s sl o B G5, H]
T LA R R A R

fr i JPEG/PNG s s m i g miie . %
e T A BRI, flan, KBRS
I,

A T4 H264minQP Sk 28k, %2501k
SR E T H.264 Gl it Won e e iR o
o POEIZ{E% K T RemoteDisplay.qpminH264
BEE I

T ] 2 H264maxQP b2, 12235011k
L ] H.264 ittt s da e R
o NCFIZESE R NT N
RemoteDisplay.qpmaxH264 i 7 1{H .

TRZE T USB i ek H 4% 3.

2t s USB JE IR 55 ity H S

W 2T True SSO DRE i AR H 5 1d R
o

FEHNZIETN True SSO DhREREE H B .

B E 2R A RN o

WeE LA AR RE REE

2l VVC RIS H B 90
Basaz i E NI 2 PN e IR T INKE PN ZE20)
4ok

HEo

e & i Al HE ) (CDRY) HhsScffke
AL FLNBRIAM /home/ user/tsclient [FIsg O FE
XH*%,

g0, AP test 4% CDR FL 2 S0fbk

7 /mnt/test/tsclient (A2 /home/test/
tsclient) w1, Nz PLEE
cdrserver.customizedSharedFolderPath=/mnt/.

d O TR SUAERG EE RS RS AE LT
FHIEGAR R AU TR
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% ¥ Horizon 7 for Linux 5[]

& 6-1. /etc/vmware/config FRIEE X ()

eI

cdrserver.forcedByAdmin

cdrserver.logLevel

cdrserver.permissions

cdrserver.sharedFolders

collaboration.logLevel

collaboration.maxCollabors

collaboration.enableEmail

collaboration.serverUrl

collaboration.enableControlPassin
g

mksVNCServer.useUInputButton
Mapping

mksvhan.clipboardSize

VMware, Inc.

B Bk
true B{ false false
error, warn, info

info. debug.

trace X verbose

R RwW

file_pathl,R; fi K& X
le-path2,;
file_path3,R; .

error, info i info
debug

/NF 10 (R 5

true i} false true
[URL] AKX
true f false true
true Ik false false
B 1024

Wi
BEE Zak I PAR 2 P 1 A DR Rl
cdrserver.shareFolders eIl e 19 HAth ok

T2 i34 % vmware—CDRserver. log SCEHF H &
KAl

{81 3% 5513 /T Horizon Agent % Horizon Client 4152

RIS BB ROAIS NS AR . 514n:

m {1 Horizon Client 2L 2[5k 24T read
write B, Mk E T
cdrserver.permissions=R, /lj Horizon Agent }{
HA read P5IRUE

m {1 Horizon Client 252130 F sk HIELAT read A2
fR, 1% T cdrserver.permissions=RW, ]
Horizon Agent /52X - 24T read 1 [AIKL
Horizon Agent Joi: 5% Horizon Client 1% E (Y
read J&:. Horizon Agent HAEFZIR S AT 1AL
R

AL ATT

m cdrserver.permissions=R

m  #cdrserver.permissions=R (fjl&]1, KRG
R Z s ED

FRE & P ] 5 Linux S ) — A SR

SCHRRE ., Bl

BT Windows % i
C:\spreadsheets, ;D:\ebooks,R

m 4 TE Windows %

iii: /tmp/spreadsheets;/tmp/ebooks, ; /home/
finance,R

B B M ES TR I H S0 Wik H &

A0 debug, W20 54 collabui PEEAI collabor

N LA TR

FRE T EaE IS TR M EE R RS .

WEEIZE A Fo v i A8 1 F Al g O 2 BE 0 R IR R AR

Fr R AT EISE . AnSRASHIZ I, A TC LB

PR MES, B 1l AR T

T B MR T IR S5 URL.

BEPIZIE I FoVFE IR A PR P2 Linux Siifle 2245

SER MBS, R ZE Sl false.

YEEZPER DAL Ubuntu ok RHEL 7.x S A F bR
% Fj, CentOS I RHEL 6.x ¢4 4 Flilbr, Afdza
BV I

(o 2 Be U5 T S ARSI AR VR R B I AR i Rk

Ne
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% ¥ Horizon 7 for Linux 5[]

& 6-1. /etc/vmware/config FRIEE X ()

eI

vdpservice.log.logLevel

viewusb.AllowAudioln

viewusb.AllowAudioOut

viewusb.AllowAutoDeviceSplitting

viewusb.AllowDevDescFailsafe

viewusb.AllowHIDBootable

viewusb.AllowKeyboardMouse

viewusb.AllowSmartcard

viewusb.AllowVideo

viewusb.DisableRemoteConfig

viewusb.ExcludeAllDevices

viewusb.ExcludeFamily

VMware, Inc.

fE &

fatal error,
warn, info. debug
ﬁz trace

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{true|false}

{m|o}: family_nam
e_I[;family_nam
e 2;...]

BRI

info

KX,
+ true
ARIENX,
+ false
T false

jEI}EX’
T false

T true

T false

K s,
T+ false
KAEX,
T true

KEL %
+ false

AIEX
+ false

RIEX

48 48

il

Il

4

Il

48

Il

Vi

i FZE I vdpservice IH G

A Z e e VT A E N S N BRI TEE . o
f4l: o:false

WL IZE L So vl A8 on) S e e i A TR E ]

WIZI B o VR AR 1 B8R A USB #4.

~fl: mitrue

P B Z0E I AE M E Horizon Client ARAESRINC E Bk
WA, Aok e A A TE e ). A
BEB ARSI 1 A 2 A FFH AR Se Vo HAdE A T
g, APRZ AR ASTE Include Tiidessrh, Bl
IncludeVidPid & IncludePath,

(e e VF Bl A5 x5 | e R R sk b S L
AP ER A RA OORATTSISIN HID &8 HEATIEE
il

2 e vra A% E A BERL DA M BB s (D)
dn, bR U ERE AR FEATHER

W PIZISE B Fo VPSS TR R & AT HE

o P00 0 P 28 L RSB 46 AT TS 1D

VEE ZE I PAZE | F R e VAT T USB 2% D) fifi
Horizon Agent i ,

TS I ) R R B A 5 T A7 USB ik Al
AN true, FTDASE I SR8 2R oV R 5
O RPN TEE M. AEE S false, AIDAGE
T SR 1A T R A | bR 1A e R T O
1, W% Horizon Agent [[%] ExcludeAllDevices
HIEY true, H¥ZiE L3285 Horizon Client,

IRE]

Horizon Agent # “’K 8l i Horizon Client 157,

FEHNZE BN T E 1A PR R B2 251 A
m:bluetooth;smart-card

WA FH T A Bk, Horizon ¥i0 254 USB #
BRI 25, DUE DAHERMBLE Rz 1
QIREE T A sl isr, Horizon B i M &
USB #4515 5 241

BRSO N 2 MTDE R HEERERBRANEEE, P A
o S T BB R HE X e
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% ¥ Horizon 7 for Linux 5[]

& 6-1. /etc/vmware/config FRIEE X ()

eI

viewusb.ExcludePath

viewusb.ExcludeVidPid

viewusb.IncludeFamily

viewusb.IncludePath

viewusb.IncludeVidPid

viewusb.SplitExcludeVidPid

viewusb.SplitVidPid

VMware, Inc.

fE &

{m|o}:bus—-xI[/
yIl.../ port-
zI[;bus-x2[/
y2].../port-
z2;...]

{m|o}:vid—xxxI_
pid-yyyIi[;vid-

xxx2_pid-
yyy2;..]
{m|

o}: family_name_
1I[; family_name_

...

{m|o}:bus—xI[/
yI].../ port-
zI[;bus-x2[/
y2l.../
portz2;...]

{m]o}:vid—xxxI_
pid-yyyIi[;vid-
xxx2_pid-
ywy2;...]

{m|o}:vid-
xxxI_pid-
yyyil[;vid-
xxx2_pid-
ywyz;...1

{m]o}: vid-
xxxx_pid-
yyyy([exintf:zz
[;exintf:mww]])

L...d

BRI
RIEX

REX

RIEX

RIEX

ARIEX

ARIEX

il

A TRZ S T ) PR HERR O T4 e kasaioi 112
e AL et U SRR 5o 1
PR TP ASRR A T AT

1140

m:bus-1/2/3_port- 02;bus-1/1/1/4_port-ff

B Z e T A T g rhHERR FUA P (AR R A= 1D
R VAV 11K R il i = pucl | DI S NI DY K T 3
HACRF (%) 1 1D WA 2T,

Han: o:vid-0781_pid— *¥*¥*;vid—0561_pid-554c

W IZ B 8 ] TE MY R0

f5l4n: o:storage; smart-card

il T Zde A S T HE e e el 1 S A2 11 R T RE 1)
W s ARBBPAT 7B b e S e 1 e
fErANRR Bl AT o

#an: m:bus-1/2_port— 02;bus-1/7/1/4_port-0f

WP 5 H A B BERY BRI 1D [ R) FE
Mg o AAIAT 7S il A8 E 1D 5. RTRAREH]
IWALET () AUFF 1D AR AT

Bil4n: o:vid=***_pid-0001;vid—0561_pid-554c

i HIZSe AR BRI 1D AR 43 R Hk R ek 5 F
SEMEE USB 5. LI E SN
vid-xxxI_pid-yyyI[;vid-xxx2_pid-yyy2;...].
AL R E 1D S IR HTmALET (%)
KA ID A sy

5B mivid-0fOf_pid-55%*

BEEZAE I LK A B AT 1D FREINE 5 USB %
AL PR RS o IR ISR
vid-xxxx_pid-yyyy(exintf: zz[;exintf:msl) .
RIDABEH] exintf SCHE i F e 4 A% S EE
AHHEER AR, Aol R 38E ID 5, L
Tl CRERTTED fREES . AR mE
¥ (%) R ID HI ANy

ENUE

0:vid-0fef_pid-

**%(exintf-01) ;vid-0781_pid-554c(exintf:01;e
xintf:02)

#  Horizon A~2x Fsh S AUIWHEBR 4L asdn
P AL SEE (41 Include VidPid Device) %
UL IR BB
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% ¥ Horizon 7 for Linux 5[]

/etc/vmware/viewagent-custom.conf f1 L B X I

Java Standalone Agent {i il 5 X} /etc/vmware/viewagent—custom.conf,

& 6-2. /etc/vmware/viewagent-custom.conf HHEL B iEIN

I
CDREnable

CollaborationEnable

EndpointVPNEnable

HelpDeskEnable

KeyboardLayoutSync

LogCnt

NetbiosDomain

OfflineJoinDomain

RunOnceScript

VMware, Inc

(i}
trueﬁz

false

tr‘ue/ﬁz

false

true EE

false

true ik

false

true ik

false

ESUIVOPN
HIZA
SRR
”—l—"

pbis Eﬁ
samba

RRIA

true

true

false

true

true

pbis

Vi
Tz I DA S B S T ot sl 55 E 7] (CDRY) Dk,

I A Linux S0 F S AR 2 M EDInE .

W EZE VAR E A HE Dynamic Environment Manager 15
il G W 0 1P MBS Bl o5 1P kR, I
FUmEIE R 1P MiHkif S VPN IP Mkl QSRR i20emiis 7
g false, R HIZE Fump B 1P Hukk, 500, 6
VPN IP il

BB 2L LS T A IBOR SR T R e

o PRI S 2 7R 2 1) 2 e DO R o ) AR T
1755 1E T Linux 19 Horizon Agent ST A0

MR E IS BTN, RvFRD, &t J—Hlttm%lh‘ AFCTFIF]
HAEHT Windows 1) Horizon Client % #FZ DA, JTIHLZT)
HL'{X]E)‘H?E”L)W 1= Ln D;Fni\ Hﬂni\ $1:1L3r|i\ p‘qﬂ?yﬁﬁ;}\ ﬁﬁ{zk
FRSCMIZE RS 7

i 20 W =R /tmp/vmware—root HIPREARY H G R
Ko

" -1- /\ALB{I_I B

m o 0- R

m > 0- B H G

TERCE True SSO IV, A DA %3k ORI R Ik
NetBIOS %%,

R R 5 1 BN e BREIAT NN o AT TIIEATL A AT
[ 777210 $% PowerBroker Identity Services Open (PBISO) &
F3UERT Samba BEAUIIN o A0 RIEIRVEEAE pbis B
samba, K2 BATI NN o

iz B e A LEEH N Active Directory,

B WA TSN RunOnceScript 20, FRE A ZETT
RFEMNA BT IET—IR e AURAE LR T 04,
TEREIRSS BB, KPA root BRI TiZ AR,

Bilan, KT Winbind itk 5, 2t Winbind KLl
UMM Active Directory, FFH¥ 120 g BN — A 2
A S E B I 4 /usr/bin/net ads join -
U <ADUserName>%<ADUserPassword>. 7EREfINI RIS, #
TERG A ESCE BN . RBIRSS FEIN, s T
ARPAH TR REAUNLIN Active Directory.
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% ¥ Horizon 7 for Linux 5[]

& 6-2. /etc/vmware/viewagent-custom.conf FRIBEL BRI (£2)

il
RunOnceScriptTimeo
ut

SSLCiphers

SSLProtocols

SSODesktopType

SSOEnable

SSOUserFormat

Subnet

UEMEnable

UEMNetworkPath

VMware, Inc.

i1 RRIA
120

SORFFF - laNULL:KECDH

H +AESGCM:ECDH
+AESGCM:RSA
+AESGCM:KECDH
+AES:ECDH+AES:RSA
+AES

SORFAF TLSv1_1:TLSv1_2
H

UseGnomeClad¥fi
UseGnomeFlashback
UseGnomeUbuntu

UseMATE
uk

UseKdePlasma

true ik true
false

SOKFFRF [username]
H

KH [subnet]
CIDR IP

Hohbis
(=

true Ok false

false

SCRTAE

i

%14 B RunOnceScript e BN I E], DAFD Ay
o

B4, #E RunOnceScriptTimeout=120

R Ze B AR AL A3 o A2 ] htps://
www.openssl.org/docs/manmaster/man/ciphers.html H1E X

e

TEHZE BB E 22 o STRFIPISUE TLSV.0,
TLSV1.1 FI TLSV1.2,

BEAeTR AL ST T SSO I IS ImEAEL,  ifiAEEkIA
SR

FERRE IR PR B, e R SR - E 2
1ZS A . {F Ubuntu 16.04/18.04 W E LTS, o
IR E ] SSO hfik, b2 3. APRE RHEL/
CentOS 7.x LRI, WIALERI T SSO [lisil
A2l P RE i SR TR

¥ RHEL/CentOS 8.x il RHEL/CentOS 6.x 5[ F51 ik
15, Horizon 7 {¥4f RHEL/CentOS 8.x 5i[fii |57} Gnome &
MIREE . Aol RHEL/CentOS 6.x S 1 SSO 1)
150U N KDE BB A S PRI T 205 B, 155 Sl
BN

BEEZ e I A S AR 55 % (Single Sign-On, SSO).,

Tz I A F T B Ra e s s = BRME A |
SIS WHIATE A, GRS ERT, W, SR AR
S F AR, TN RS AR R AT I
BT, W Jé\iﬁ{%ﬁﬁﬁ~/\&f¥4lﬁ LHATHE S, HR ARl
BN

[ ] SSOUserFormat=[domain]\\[username]

m  SSOUserFormat=[domain]+[username]

m  SSOUserFormat=[username]@[domain]

B B HAb LR T T4 5] Horizon Agent for
Linux 5/, WERAEAEZ A HATAR T M AHE 1P Hok, )
s F AR O T A b, 1P bkEZE42 5] Horizon Agent
for Linux. #2445/ CIDR IP Mg AL, 4,
Subnet=123.456.7.8/24 ,

Ve EZ0EI LA T A% JT] Dynamic Environment Manager 4
AR . QIARBZE A A ], IF Hii e Dynamic
Environment Manager £7RE SIS HHIFAHF, Sl Tix e 3
8

AU T 2 )9 7F Dynamic Environment Manager #
B E ORI S 2. B ST //
10.111.22.333/view/LinuxAgent/UEMConfig.
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% ¥ Horizon 7 for Linux 5[]

1 VMwareBlastServer iJif2 A7 =242 1T: SSLCiphers, SSLProtocols A1l
SSLCipherServerPreference., 7t)ris)) VMwareBlastServer JEF2i, Java Standalone Agent X 2E i/
NS HUEEE, )5 Blast 240 (BSG) I, XEEMETI 250 BSG M Linux Sl [AfJ&ER:, 24 BSG #
AR, XSO T2 i % P A Linux S5 JH] 2 RIFRIZE R

£ ERERE
LA FEVATABSRNG O RO, PSR BIS AZR2 Linux 51 - USB A1 . DURRAR T AV P
TR PR

RPN Pt — 25T 9 P RS s B O . T T PR ) Horizon 5 AE SIS 71 6 s M TRI Y
s I T PAME R e v WA RET o e T BB B 2 1IN FURT ) Horizon ZRESRIN, AT AR
B ML

AT P U515 | S Dynamic Environment Manager 3 FH TFRATUAE 14 2 0 2l —BE SEis
MRS LT Horizon ZYRE SIS A THENLS RIS ], I H T AR Birde e 2 1 W R o

BTSN, TV RO LR E S PN 7 S A . A, PTDAE P 3obe— Aol 44 1P
LN BRI % PR R T E I IRE.

B RERBERIE K

SO FATARSRIG, 4450 Horizon 7 FRERUAAI AR IEER .

m A ENE S R R SR A TR PR AR SR L 2% Horizon Agent 7.5 5 BH Bl LA K VMware
Dynamic Environment Manager 9.4 &l 5 =i,

n I uAZdd ] Horizon Client 4.8 B 5 B A F2 21 Bl B Ae SRS E A T A BRAYI AR Linux 520 .

m  VAJUS T DEMEnable 101, JHAAMIfF /etc/vmware/viewagent—custom.conf SCA-HI4
DEMNetworkPath 1610, THZ[IE Linux S OSSO Hse e I .

IR P A RV P IS A i . BN, £E Ubuntu 18.04 24 |-, WEVS I NFS 11
25 nfs—common X110, “NE T Samba FIfFiE LR cifs—utils BF(u.

%% Dynamic Environment Manager

L] Horizon FRESRIE P Hlzeis Linux 521 e S haenuq T, AR Windows 52 F2eke
Dynamic Environment Manager 9.4 i B =il A

[P VMware R# 71 jfii N3, Dynamic Environment Manager “35ERE 5, 448 0] DAL E M AR 3

Dynamic Environment Manager E45511{T{7] Windows ST |%42% Dynamic Environment Manager 75 4%
HlE 41k, 1 Windows (1 I ) Dynamic Environment Manager & &, 0] DL HEfE Linux
Sl F e AR IRRIAT N o

X RDS siffiith, AIAERRALE LA sLAI4 Y RDS 41 F22%E Dynamic Environment Manager.

415% Dynamic Environment Manager e 2R FISERI e il I, 152 (LBl VMware Dynamic
Environment Manager) 4%,
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% ¥ Horizon 7 for Linux 5[]

B & Dynamic Environment Manager

AL ¥ Dynamic Environment Manager, A GE(H T2 e e 5L 0 DhAE O R RE Sk

Ziid & Dynamic Environment Manager, 1% { VMware Dynamic Environment Manager #2451 )
OO E A TR A

Horizon ERERIRIZE

frT PAm s 6 Horizon £RESEIS K% Dynamic Environment Manager Mt FELIREIAT

BTl — 25T T PR R G SR . T TP R 141 Horizon A S 71 5 ) Y

R, FELATAE SRR 2 I . 0 PP I ) 2 i T ) Horizon RTfESNE, FTDLRE

B MR . 152 (VMware Dynamic Environment Manager &5 BRI ) PRI < 1T S aRdis v
Fid i Horizon FIAESRNE” HRISEEERIGSIZR,

ASTTB L2 TP SEHLSI Y Dynamic Environment Manager 52 I3 5 HLERAL B G260t

T TR 1 Horizon BRSNS £ THEEALS ISR, I B DA E T e i Ul Jp o 1

Z % {VMware Dynamic Environment Manager #2457 ) AR “ it SRS 3 AL Horizon ZRE
SRl SR S

&2,y Dynamic Environment Manager H1 /¥ 2c i DIRERC 1 1) Horizon FHE S 1% B 2 78 s AR 25 80T
W TR S R

BE&HEFHME] Horizon SEERIEEN

7 Dynamic Environment Manager H1iZ X Horizon Z{RESIEIN, 1T AR DA S A 280 A 0 JE 1 4%
o B, EERTRAGS I —AN 6, DUEACS T AL I ANIE B2 B e R s N, A SR i 2 s
FEM IR

HEHEW ST SRR BCEAE LR Linux S ARG AR LT S A INE] Horizon FRESRI & X
W FRTHSCREX RS IR T HABSA, SR i A S50 false

% 6-3. %72 Linux REFIENEH

& i

Operating System Architeacture WA BAE R G LA . (H2AT0E M Linux,

Endpoint IP address AR A 1P MBS TERRE IO N . JERTTRAbI 2 7 BOs Rl 0, S8R ZS 7B
RfRE )y 255,

HSE, AIPAEE 2 Endpoint IP address 25fF, WILA R nfilFs.
Operating system is Linux

AND Endpoint IP address is in range 11.22.33.44 - 11.22.33.54
OR Endpoint IP address is in range 11.22.33.66 - 11.22.33.77

41 XAt Dynamic Environment Manager B #45 i &5 FRES IIMI4E S0 TFAN (S B, 1620 (VMware
Dynamic Environment Manager 255/ ) .
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% ¥ Horizon 7 for Linux 5[]

£ Dynamic Environment Manager H €& Horizon & gEREZ

fn] DAL ] Dynamic Environment Manager P14l 5 /& Dynamic Environment Manager H14lj 7
Horizon F eSS . 715 X Horizon FYARTRMSHT , AR DU DI i SR i A= 35 A WA 280 JE R 458 o
AR &M

n  ZEESFACE Dynamic Environment Manager, 152054 % Dynamic Environment Manager Fl/i i
Dynamic Environment Manager,

n HCRANINE] Horizon B RESRIG E IS 1S A2 Horizon FRE I 2 3,
m  fF /etc/vmware/viewagent—custom.conf X {13 H DEMEnable 126051, FFd B DEMNetworkPath &
Wi, WS P Linux S _ERORC B SCA s B e i,

T EEER M, RAEHTI T RE SRS B O B RE SRR S, 2 DS —Bh, DAL Dynamic
Environment Manager 5¢ i SO ETE, SR FRm A e 2T e 15 21 52 52 1) 53T

Rt — RSO R HP EREBe E B S . F T EAETR B Y Horizon 8 AE SIS AR5 S I TRI B
s JF BT DA E B e vh WA eg o e M BB e B 2 1IN FUg S ) Horizon ZRESRNE, AT ARG
B MRS

PRI DA I P LS | S Dynamic Environment Manager NI TR LIRS 15 B 61— SE 5
TSR E R Horizon B RE SIS A THEALS | S AN Y, LR DAE B e vl BTl Rl 3

1 2<fifiJ1] Dynamic Environment Manager & #7511 52345 8., 1520 ( VMware Dynamic
Environment Manager £ F 5 ) SCR%,
iz

1 1t Dynamic Environment Manager © Rz &b, e PERMRLAN T AR B QLR , ot
THEAEPRRIE IR DA THRAT LA 15 1 Gl S

AT Horizon FRESME &3 (WIRAT) 2 oAt “Horizon FREHNS” Eitg T,
2 i Horizon ERESEME, ARSI AIEDL G EHTI R AR K .
3 EEARERIUR, e RN E .
a A “HRIEE" HO BFRSCAMER, BRSSPk
Bilgn, ISV RE SIS SR & PR sl E I hAE, ATLCKHRT RIS Ay £ CDR,
b 7E “Horizon FREFMEHETE " H5y, R EA ST AR H T R S T DI Re Fl i
(ATINYSvin s 2 i ISR 8
4 IRIREETR AR R T TE R Linux SRR ML AP
a  WEEESARETUR, RN, RDEERIERARE L.
b CRHMEHIXE N Linux,

Operating System is Linux
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c RN, SRS LR R IP Mk S
BRSO, K iin AND 12554

d A& “Nl 1P HhE” REHE, BE R IP bkER, SRS TR
AN B il

Operating System is Linux
AND Endpoint IP address is in range 11.22.33.44 - 11.22.33.54

5 LR ERE
&R

Dynamic Environment Manager & 7E JH R Rz ek e 42 2 po P 52 [ A0 EE Horizon £5RE

R

el o
Dynamic Environment Manager #8824 GE S B% 2 VR BRI F AL PR 2 GE SR I . Horizon Y HE SR ig K%
TFHRIWUT SR E “Horizon ZYREHENE” BksH . AR RESRISG A EMNEE, MR e AL PR R s B A i
Jeo BIAN, WERIEA—1%0 Sue MRRESRIN 2470 Sue ST USB HE M, [FINIAA S —1 %
oA Pool [EREFME S %40 Ubuntu1604 [{sL b2 ] USB FiiE i, JI7E Sue #4%5] Ubuntu1604 St
FRERR SR A, 2 /m i USB EE Al LIAE

i&HTF Linux EHER Blast iZE =4l

RERT LR R R S W os G TR, DABSGE P Al . AEPIER RIS BN, BGERIG BT BT %
Fr— S0 RS

VMware Blast Extreme tii3i% & 4l
VMwareBlastServer & H AL HI E S /etc/vmware/config.
% 6-4. /etc/vmware/config HHY Blast Bt &iE TR

Rk
AR B i LAN  LAN LH WAN %l WAN  WAN R
SR = RemoteDisplay.maxB 1000000 1000000 1000000 5000 (5 2000 (2 1000 (1 Mbps)
andwidthKbps (1 Gbps) (1 Gbps) (1 Gbps) Mbps) Mbps)
Ik FPS RemoteDisplay.maxF 60 30 30 20 15 5
PS
R i RemoteDisplay.allow  TRUE TRUE TRUE TRUE TRUE FALSE
Audio
WoRIE (JPEG/ RemoteDisplay.maxQ 90 90 90 70 60 50
PNG) ualityJPEG
oRE (JPEG/ RemoteDisplay.midQ 35 35 35 35 35 35
PNG) ualityJPEG
WoRpE (JPEG/ RemoteDisplay.minQ 25 25 25 20 20 20

PNG)

VMware, Inc.
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% 6-4. /etc/vmware/config HH) Blast BEIXRTURG] (£

Rk
HEIEFR B8 B LAN  LAN ZF WAN S5l WAN ~ WAN FRARH
BoRITTE (H.264) RemoteDisplay.gpma 28 36 36 36 36 42
xH264
BoRITTE (H.264) RemoteDisplay.qgpmin 10 10 10 10 10 10
H264

iEAF Linux KHEHE P imIKEI28E T [R5

AIPARC % gl slqs HE 7 (Client Drive Redirection, CDR) 4e5i,  LARE AM R e L 2304SR Eh
2 LA MZERE Linux 5L 3R T 1R]

Al /ete/vmware/config SCEFHNINZS HORIEC EE CDR #H .

PLUNBCERIILE T d:\ebooks F1 C:\spreadsheets 3k, XSO HAE AL, FFE5 1% i
HEFE Lk,

cdrserver.forcedByAdmin=true
cdrserver.sharedFolders=d:\ebooks, ;c:\spreadsheets,
cdrserver.permissions=R

DL Forfidh, SAEES “,” BT ebooks M spreadsheets &, AR IEHAfAAT VT

cdrserver.sharedFolders Wl FH AU ST “R” REEZNIZIE P AT SOk FERL Fonfirp, B
4 R{EALE T /home/jsmith SCfF-kiHiZ 2 J5, ebooks Fl spreadsheets S-St #ih ik,

cdrserver.sharedFolders=d:\ebooks, ;c:\spreadsheets, ; /home/jsmith,R
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PEFEIE Linux 2tk

T Linux SEAWLDA FE R s, e S Linux R S it o
1 1T Linux ) Horizon Sz43: DL I 5 [t 26780

» 7 vCenter EAUALINT Bh R I

L= E Bt S D T

w AN SRR SR

LD vCenter UM TN, ERBHENTAREUNL |25 Horizon Agent, JAJ5, IS
v I O AR ) SR RE AU LS I B St . 3RS BEICREREUAL, 125 B Linux SLITHEREARE A BT o

LV A B e R v PR T, AUAAUE Linux FEAUAUBI 122358 Horizon 7 Agent. X5, (R IR55#%
S O A e SR AL

SRR ST B A, A E T PBIS Open B35/ Linux FEFHL_E 22 Horizon 7 Agent,
FEMH O EE— MR . SR, R IR S5 we s it G 2 ) 5 01 B v P I Bl S T i o

AREPHE TLLT 328

m  QESE T Linux (R shsmith

n I Linux SR

w  GIESE T Linux 19 H 3h 52 bR i
w OIS T Linux BRI SO sl s i
n {3 PowerCLI i34

BEEAT Linux BIFhEmEits
AT PR Linux JERALEIEETFSh 5L it .

PUN R G T ONSET Linux Tl A B A2 B FOTE N . A oG BT Bl B 25 ., 15
%% {{F Horizon Console ¥ B RELURTT )
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% ¥ Horizon 7 for Linux 5[]

AR

m  IASE Linux & P HLEE RS U 2% Horizon Agent. 152 pi7r Linux [EAUAL F 224 Horizon
Agent,

s HAC Y VMware vCenter Server 75 iN%] Horizon Connection Server,

S
1 1 Horizon Console W1, 7 IiTahs it
TEPEE R > RH > B,

HEOELER AR N6 Windows A1 Linux FEUAL.
VT B

a1 vCenter Server B B HATEW RN, SRE T —38 .
NPT A LR L BT s T i, T —8.
eI SEHOE ANl fE 2/

£ “SIRE” T b, R EPL NI

a h~h W DN

priali L

BRI B RBMY VMware Blast

SevFR Pl &

3D 2Nz {11 vSphere Client 778 (i1 2D ik vDGA 1) 1 NVIDIA GRID vGPU CH |
vGPU 5

E PR . S, AT R S, TR P IR B B RS TR R

6 QA , BAUH U A s A L. /E Horizon Console M, wePesdffit, EHHAY >
OSOHRAL, SRIGEUSI ek ad

&R
B, Linux FEAATLAE CLE R 4r/E Horizon 7 F i IR AR s o

&I Linux 2@t

TEOVEETF s st 1 Z B i N Linux 5N, TP A B — e B T sh el Mt . A2
¥ Linux & S HUERE RGN EI Fahsmitbrb . b RR7 Windows Fl Linux & S HLERER S, K
12 Windows b, I HOGRERE Linux S0 .

EIRREXRIE

TSy =) E T

n ESEESEE
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L[ T
AT LM Horizon 7 HEZEREEAUAL, kB Mk AR RE LML
IEREE T

xR 7-1.ERREE

TR E IR

TCAE TR LA SRS n NPT R R
m R LG ZAT TR
m R
m

Wr T e A ZhiE e L BvA:
L BRI
m noHZE

BN A RN ST iy =Frpant= K IN 2
m

FEVFH IR P s By w2

EAT e AT s BB b T w2

ISR S 5

Horizon Console ##1EX#
n WS

RS

CI NV ER T S DA

m RIAVHE

KL R, AT PAS I N B LU F o e . i b T k350, A 20ifili ] Horizon
PowerCLI Cmdlet,

m  Update-UserOwnership

= Remove-UserOwnership

TSGR R RSO o X R A A it G R AR F R R T B R AT

wE BT

RN RN VMware Blast

FVFHI PR

3D RIS m  {i/f] vSphere Client =¥ (4] 2D Bt vDGA)

®  NVIDIA GRID vGPU

HIMZEE, 1525 (VMware Horizon Console & ELfEF ) SCFY4,
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% ¥ Horizon 7 for Linux 5[]

BIZIERT Linux B EE T EE

FERTLAA Linux FERWLENE B shoe s e it . O B ahse et ls, @nIPAfE Horizon 7 5%
Bt Linux HEAUE L/ E e B s .

DU S FRERAL T ON3ET Linux i F Bh58 4 0o B S I AC B A0 8 S I AOHE ] . A A1 F shoe A ve b s T
W2 5, 1525 (fF Horizon Console H1 FHEIELI ) -

BB &M

m  THIALE Linux & PHERTE RS0 T 223 Horizon Agent. 1525571 Linux BEAUML |- 222 Horizon
Agent,

n EPUTRERNUCEE B, 55O AT S T IR SR . 2B vl Linux S HEA LG R
PR

QR Winbind iP5 565 Linux JEUALIIN Active Directory, WAZI{EFEFUNUBR H 58 %
Winbind fig0k 5 €L

QR Winbind iR 56, AITEREIUNL s TginNay 4o FiZar 2 B8 7E Shell JlAH, FF
1F /etc/vmware/viewagent—custom.conf H1457E %] Horizon Agent 6151 RunOnceScript HIIAS L. A
FHZE L, WESRIE Linux 5L IORCE SO BT,

A vCenter Server Z11E] Horizon EE IR 5575 .

1 QIR PHLAE XIS,

152 (vSphere ERINUE TR ) SR “7E vSphere Web Client Hi24 Linux 6l 5 2 X
7 o GG, BRCRIEIERIRRE DL Mk

®E =1

HIRELFIRIER S Linux

TP 1l AL R o

S5 7€ Horizon 7 BRI .
DA 2% i TR 2% 5

71 DNS FEE AL

T BAXKPHIRER S HEX XHRINE LS, H20 http://partnerweb.vmware.com/programs/
guestOS/guest-os-customization-matrix.pdf,

2 {f Horizon Console H1, 71 Bl k.
VEPER R > S > 3.
3 EEEEShREH, Rl NP
4 DEESTERERIML, L ES vCenter Server S, SRF LT TF—3E,
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% ¥ Horizon 7 for Linux 5[]

5 SRR e
a f£ “WRIMMBCE” UL, RE RN,

gLl B

BB R VMware Blast

FevE R B s

3D EWzE i [ vSphere Client ¥ (4 2D 5 vDGA &) 1 NVIDIA GRID vGPU

T vGPU LD

b BB RE, &Rk,

HETH i
FERELR TEINZIR,
ey 34n, FEE LinuxvM-{n},

PR MATHRIEVA I 55 11 RO gkt
U RERI b A €T
LI NS AA RV AUESRE e ki B e

c IR, Rk PE vCenter Server X .

P
1

2
3
4
5

Bkt vCenter Server ¢ :
Tl

FEAALSCAE AL
EIE 7 S

BHR

Hlfri

6 GRS, BAUT s A s A L. 7E Horizon Console M, dePesdffiit, Ay >
%Mﬁﬂ,%EﬁM%F%ﬁo

7 EREE I Linux EEHLAS YR,

BIEERT Linux BB R EiZo R E it
AT BN INEE RS, O Linux SN EVEE RIS B ah st GBI s sl st s
AT DL Linux REALTIFE Horizon 7 S35 e fE 521 o

1% JT1 T Linux [#) Horizon 7 Agent {{{r3547 Ubuntu 18.04/16.04. RHEL 7.1 ok i =il . RHEL 8.x ik #
SLED/SLES 12.x [V &% | SZFFRI vo b s it

& A Linux S @R BN S b A SC Ry vGPU EIEDIRE o

PUF S AR T 3T Linux B BPES 555 S 1 0 AC i A2 A B PR AR T o A5 Gl B ' oA o Tt ) B8 22
B8, 152 (£ Horizon Console M1 EMEISEI ) -
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% ¥ Horizon 7 for Linux 5[]

AR

PR AL vCenter Server HAIEREIWIFNZCEE Linux U ERZNP R, AXHELZEL, WSRHE
FEA 4% Linux,

TR PBISO BBk /5 % 5k Samba Winbind BN ZIGRERIT AD SERIEEE, X%
BE, WS PowerBroker Identity Services Open (PBISO) S5 iFskfic i Samba [T a1
N

# iz T RHEL 8.x 11 Linux FEUIH GBI va s mth, 14 ] Samba Winbind BiALINA T
AERIAT AD ZE, f#H] PBISO S 356 1FHY RHEL 8.x MR A S FFEN 7 4 i it

A Horizon 7 Agent for Linux 122588, A ZAE L, 1HZ B Linux UM 22 Horizon
Agent,

T fdi il VMware vSphere Web Client S E <P IR Linux SN IR BE, 15205
{vSphere H.& EHEFE - VMware Host Client) H111) “YF VMware Host Client FRJ# R B 354,

A EVEs vCenter Server P N5 Horizon R iR 555

B2 T Ubuntu 18.04/16.04, RHEL 7.1 skE kA, RHEL 8.x ¥ SLED/SLES 12.x [{J
Linux FELIAL (VM)

BHXRELEL, WSROIEELNIH 2% Linux,
LA 44 4E Ubuntu 18.04/16.04 1HELAL I T-2)%2% Open VMware Tools (OVT):

# apt-get install open-vm-tools

THS P R S HE £ Linux THELHL T RS B
L Linux 73 & BT I A oini €0,

T2 i Horizon Agent [FARFSINE T A2 1% Blo
1F Linux [ERIPLH4%E Horizon Agent for Linux.

# sudo ./install_viewagent.sh -A yes
HIIRARE R, S BIE Linux HEUHL L2225 Horizon Agent.
¥ Linux [ERUNLS Active Directory AHEEAR .
n  ZfliH] PBISO SN UEITTZE, AT I ER:

a M https://www.beyondtrust.com/products/powerbroker-identity-services-open/
%k PBIS Open 8.5.6 Sl M mhioA,  Ff 22 21401 Linux JEAUL 1.

# sudo ./pbis-open-8.5.6.2029.1inux.x86_64.deb.sh

b ] Linux 5 Active Directory 5241 “PowerBroker Identity Services Open (PBISO) 1y
uE” H i s L K Linux UMY Active Directory AHEE %o
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n i [f] Samba Winbind ALIIAIIAE, i57E /etc/vmware/viewagent—custom.conf XAHIE
OfflineJoinDomain % & & Samba.

* EZE ] Samba Winbind ff RHEL 8.x FEUALS Active Directory AHEERG . 7501, B o
TF BN B G 2 I
QB USINNTDAE, AUIF /etc/vmware/viewagent—custom.conf SCAHUEL
OfflineJoinDomain Yl ¥ A none, 750, RIS o0 B377 ah 52 1 i A 6 dE 2 2
6 WK DHCP JIR%#rA 2 DNS [R5 #%, 50 Linux AZufiiiE —4> DNS JIk%+s.

BT BN PR BN s SN I— TR R PAPA S5 B Bl o 75 1) IS S B R AT LR DT P 5% 1 i
W, AW USAR TR IEGE R RS TR (B0, DNS Ik$sws) #B%E%. PBIS T — N HRM
DNS IR %575, HAZAZ /etc/hosts W FQDN i, 4 7l 7E [A) v B ST LS DIDET I £5 1E il A s
ZJk DNS RS54, AIE Linux RTHRE —> DNS kg, 141, & Ubuntu 16.04 R4,
T1H AT /etc/resolvconf/resolv.conf.d/head - ZRINPL N Tk F5E DNS IR557%.

nameserver 10.10.10.10
search mydomain.org

7 O QRAEREYE S Linux VDI BRI PR ERAY /ete/Fstab SCAHER I NFS 253500, 518 HLA
ARz —.
m  {F /etc/fstab HFshN “soft” Frid, -

10.111.222.333:/share /home/nfsmount nfs
rsize=8192,wsize=8192,timeo=14,soft, intr, tcp

n REARYE Jete/fstab i “soft” Fricd, BECEEAE T Linux FRAUAIBME TR E /etc/
fstab, AP E— D FHUAKEE /etc/Fstab X1, 4K H ClonePrep T H48/E I AL
Ko HRHEZAEE, 1525 (VMware Horizon Console #HE4EFS ) SR,

8 XM Linux ML, SRJT k1] VMware vSphere® Web Client ] 2 < LR Linux FEAUFLIE
PR QU =

152 (vSphere BLE& FEHEHE - VMware Host Client) #11) “4F VMware Host Client Fr 1k i
#B53, DA TS B

9 £ Horizon Console H1, NiIH BRI
VR > S > B,
10 EFFEFEREM, HFRET—25.
11 PEECBIRSRE, st vCenter Server 5:ffl, JRJE M F—3,
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% ¥ Horizon 7 for Linux 5[]

12 RSP R el
a HIERI, & EERLar e,

gLl B

BEHE® =Sl gvin i

HIERNEEE =Sl gvin i

RN H45E Horizon 7 {EFT AT SRR A PR FTIERTZRIOEA, ST — e —4
5o B, FEE LinuxvM-{n}.

THEARASE R A AU E A

£ (SRR HEVEE TR PR R ) S R A LSO

B EERrA TEDL BEFILIEITR] i Horizon 7 ¥ &5 7 THENUR BB E h AR MR U

b HIFE RN, AEE I E R VMware Virtual SAN,
c BRI, FREHuLE . AD FEsA A v RN UR B AUST TIOAETAINGY 2 SRR
EEHET /1] ClonePrep JHLEk I S IAIN, #ifHX e IS T /var/userScript K¢k
i, VT root PRI, HRSARRIRILE S 700,
R

{E Horizon Console M1, Kl fFAUA IS 2, ATPAOEN PR B > SRER A5 X LE s [ AU
Hlo

QS WRAZIMAAE, TEASEEMNEE =G Ec L vCenter Server 5 FLHPRERS AR TR IR ERS
TG RN vCenter Server 75 F A2k, ATV Hs N2, SR ] 24 ArRAG B0A 77— R Sk 5
B1E.

RESR
T P UEIBAORSR . 5251 (£ Horizon Console H& B AL I ) HIY “[A) S E AR IIHAR

£IE PowerCLI 5%

T ERE IR S 23R Windows S ff] A T8 AT HET-5511) Horizon PowerCLI ecmdlet t 7] DL 1T Linux 5
[iEn8

Bl F I R HEith

Add-ManualPool -DefaultProtocol Blast -AllowProtocolOverride $false —threedRender usevc|vgpu -
Pool_id <pool id> [more parameters]

T Linux S, AR HEDL N eI .
m  DefaultProtocol Blast

m  AllowProtocolOverride $false
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m  threedRender usevc|vgpu, X1 VGPU 5i[fl, 15ffiH] —threedRender vgpu, X1 2D/DGA Hi[f, i
{#iff] —threedRender usevc,

B
w  JHE R (VM) LinuxVM-01, GlEE—4>44 4 LinuxDesktop 7% 5] Linux S,

Add-ManualPool -DefaultProtocol Blast —-AllowProtocolOverride $false —threedRender usevc -Pool_id
LinuxDesktop -Id (Get-DesktopVM —Name LinuxVM-01).id -Persistence NonPersistent -Vc_name
myvc.myorg.org

n N ERHIEFRPL LinuxVM- TEKRORTE RERAL, 61— 4~% 4 LinuxDesktop % H Linux vGPU 5
[TEIRS

Get-DesktopVM | Where-Object {$_.Name.StartsWith("LinuxVM-")} | Add-ManualPool -DefaultProtocol
Blast -AllowProtocolOverride $false -Persistence Persistent —threedRender vgpu -Pool_id
LinuxDesktop

s A E— RHEL 6 x64 [EIHL, A1E%5h Linux 5.k LinuxDesktop.

Get-DesktopVM | Where-Object {$_.GuestID -eq "rhel6_64Guest"} | Select-Object -Index 0 | Add-
ManualPool -DefaultProtocol Blast -AllowProtocolOverride $false —Persistence NonPersistent -
threedRender usevc -Pool_id LinuxDesktop

Pl R B R AR E

Add-AutomaticPool -DefaultProtocol Blast -AllowProtocolOverride $false —threedRender usevc|vgpu °
—Pool_id <pool id> -Vc_id <vCenter id> °
-NamePrefix <VM Name Prefix>" °
—templatePath <Virtual Machine Template Path> °
-VmFolderPath <Virtual Machine Folder Path> °
-ResourcePoolPath <Resource Pool Path> °
—-dataStorePaths <Datastore Path> °
—customizationSpecName <Customization Specification Name> °
[more parameters]

X Linux 520, AZEEHEDL T R mIRE .
m  DefaultProtocol Blast
m  AllowProtocolOverride $false

m  threedRender usevc|vgpu X T VGPU 5i[fl, 15 ] —threedRender vgpu, X 2D 5L, 5fd ]

—threedRender usevc,
Bl

Add-AutomaticPool -DefaultProtocol Blast —-AllowProtocolOverride $false —threedrender usevc’
—pool_id FullClone-Linux °

-Vc_id (Get-ViewVC -serverName myvc.myorg.org).vc_id

—NamePrefix "FullClone-{n:fixed=3}" °

—Persistence NonPersistent -deletePolicy DeleteOnUse °

-VmFolderPath "/LinuxVDI/vm/FullClone" °
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—ResourcePoolPath "/LinuxVDI/host/LinuxVDICluster/Resources" °
—templatePath "/LinuxVDI/vm/LinuxTemplate" °

—dataStorePaths "/LinuxVDI/host/LinuxVDICluster/datastore" °
—customizationSpecName "linux-spec" °

—maximumCount 100

R N FE B R E A
» AU mydomain.org f{J3E ] 1411517 LinuxDesktop.

Add-PoolEntitlement -Pool_id LinuxDesktop -Sid (Get-User -Name "domain user" -Domain

"mydomain.org").sid
= M LinuxDesktop H1 2[4 mydomain.org I /1) JH P4 (R4 A4

Remove-PoolEntitlement —-Pool_id LinuxDesktop -Sid (Get-User —-Name "domain user™ -Domain

"mydomain.org").sid

BHRARSEATAREMARELY, SKNPRERAR
¥ myuser HIERSANTL S MR LinuxVM-01 JEUAL.

Update-UserOwnership -Machine_id (Get-DesktopVM —-Name "LinuxVM-01").machine_id -Sid (Get-User -
Name "myuser" | Where-Object {$_.cn -eq "myuser"}).sid

n B myuser TG T L S MBAT LinuxVM-01 FEIUALHRRZER

Remove-UserOwnership —-Machine_id (Get-DesktopVM —Name "LinuxVM-01").machine_id
: . N4 A v
R &R
» M myuser [P35 2 TE RS,

Get-RemoteSession -Username "mydomain.org\myuser" | Send-SessionLogoff

43R PowerCLI emdlet [ 245 6., &5 (Horizon 7 $25548F4 ) i’y “fdi ) Horizon PowerCLI #
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AFEEmMHtEEE Horizon 7

fifi ] Horizon Console, #1]VLH#)EIE Windows (ffiAg Linux) SN, (2, &Lk T
FI B85 Linux SRR IIAS

SR R B U 2 o R TAE G s B AT RE IR IR, VMware BEAT 51,
AFEBIE T LA

m  Linux S EEREAR

m  Linux St T

m Ol Linux SR ORI UBR

s TS Linux SR PowerCLI AN SCA:

w TP Linux BT R BIIAS

TR NI AD S8 s BIIAS

m  {d1)1] SSH ¥ TR IHUIN Active Directory S/ FiIHIA

o JHTRECE SR A Linux UL R BIEIAS

m 1] SSH AL E SO LA Linux R R BIEIAC

m  JIFAE Linux S5 ETT4% Horizon Agent 197541 PowerCLI Jiii 4
»  fiiJf] SSH 1E Linux UL T2 Horizon Agent [ =Bl

m  TAE Linux JEDAL E S THRAERD S BUITAS

Linux K EHEEPEHE R
S Linux TEhs B B UA B0, QR 8 2/ 58U, IR DA ) PowerCLI JIAIK [ 20

FEMILO LR,

SR E, ARTT DL R ] PowerCLI 5t SSH 7F Linux 0L FHUTMS e FEND T X1
X5

VMware, Inc. 17



¥ Horizon 7 for Linux 5L

PowerCLI SSH
TCAFLBHNT H m T Ubuntu, EFEE# 754 sudo apt-get install openssh-server %

4L SSH IR 5575, X1 RHEL #ll CentOS, openssh-server j&ZRiAZREE), (HA
AR KRR VT SSH.

B BT SSH % um HFEFF pscp.exe Fl plink.exe, JFEEAIN
PowerCLI JEIAE - [il—/3ff-Je.

RSO A S A TR R SO A S T TR R R
S pE It ESXi FALIE B 5 NAREEAL ESXi THURETER BT

115471222 Horizon Agent [MJHAINTE:  7REIS1T 11 T4 Horizon Agent [ JAAKIN FT AL B G i FR KRR IR 747, kAl
AEFRAE IR U IR R AT, SR B T T AT T IS BEASIN AT LA T AD I i H R R A

TN BHIAI JCEEAL R AD I Frasshid it

SRFRT o

# HET PowerCLI [HJHIAFIEL T SSH (1A n] PLALEE vCenter Server £ DA Linux G5 F D155 h
Mk 715 . 35T PowerCLI [FIAIE Al DLALFE ESXi AU HE RS b s ok 715 . A FRra TS T,
YA L ST o
4% vSphere PowerCLI [T £(% E., 1550 https://www.vmware.com/support/developer/PowerCLI,
Linux SRt s o Bl M UL R DB
1 QIR WU EAE UL 2255 Horizon Agent.

HE R valE Linux S AT G R .
2 QIEE AL E X,

1152 (vSphere [EINUE TR ) SR “7E vSphere Web Client Hi2h Linux 6l 5 2 X
7 o GIEEEER, BRCRIEIERIRRE DL Mk

wE H

AR RILRER S Linux

BE IR R

I F51E Horizon 7 ¥A55111
PAZX B T HIbRAE RIS

7= DNS PR AL

T BAXEPHIRER S HEX XHRNE LS, 20 http://partnerweb.vmware.com/programs/
guestOS/guest-os-customization-matrix.pdf,

3w
S BT VOl Linux BRI A~ BIEIAS .

4 GARERE RS2 Winbind filth )y 58, iR BRI Active Directory (AD) Ji, #R] LAt DA
FoRBIHA IS TN S, s F i 1] /etc/vmware/viewagent—custom. conf Hf#] RunOnceScript
BT RN L ECED -
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FES T TR AN AD S A SR {8 ] SSH 7B M LIN Active Directory
IR B

5  HHEMWLA AR

155 b TR0 E S FAE Linux SERW LT R BIEIAS L 65 ) SSH B B SO F3ZE Linux BERUALIT
IRBIEIA

6 Gl
2GS T Linux [T 2052 10

BHIXRPATITH IR, 2<H . T A sheMBREE WL ER R BIEIA, 1525 T-7E Linux BRI ST
BEVER R BIIAS . Z AT LA vCenter Server HlllES R LA

Linux EEHtEFH LT
HERFFL Linux T35t B B LAS B . T DU PowerCLI JEIASK H 252 oH i U4 S .

HEFARIRZERHE

FEREAS S EN AL BT O A oA A UL, Al TR I TR BEAS,  K8T1Y) Horizon Agent |
HEIATERN U T Heim 4.

n QURPRBEARSZAE AL, )R] AR AT A S 1 o

u ﬁﬂ%y\ﬂi'kk AN LT R EN S AL, LAZSER A 1 S T b O s . 25 R,
HZ B Linux BERIA_TT4% Horizon Agent,

HEARZERHT

TR TS R, EEBEL Pk —

ViR Eiiipu
AR, 28k T80 Horizon w0 I BSOlFIES ¥ SO N B FEAUN LR 22, BB Bdls e v Sz
Agent FH-AIEHIA, FHZRSH (FIAINFS IkR55# o
m EEHENUG . View Administrator FR R BES /D AR AS . A A HT IS
SIREIR S RAB L .

A RBIFHIAS, 81 Horizon Agent AR ATIFC B S 2 i R RS o
FAEIA U FETTI i 4 o

AEPE Linux REITENEE E RHER
EBTRE LA 2 i, 4550 B ST T RO B AR
ARG
WSS AL S04 Linux SEIIOATSEZR . 152  Horizon 7 for Linux 0542 .

n  FERAG AR vCenter Server M GBI URIZ28% P AU E RGP B . 1S (1F Horizon 7 Hiik
E RS ) SCRAFRIY B EAIE 2 R AL
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n HGREAZUHT R U R # A T5 A7 (VRAM) (B, 1525 2D EIEARE DL
n K AD HIP . 1R B 3 55y Linux SLMBLE Active Directory SEpli T F Stk tise.
m  PORTE Linux |03 Horizon Agent [12PBE, 250 5 75 4745 Horizon Agent,

w WUERFEE, AR Horizon 7 BCESCAFACE TP BR . 1S5 6 77 Linux ST LI

n EREITRIREEIE, WABHOCEE. WA EEE 4 75 0y Linux S EEDE
SR

1 ¥ vSphere Web Client 5t vSphere Client 1, AJ@ugrRERIAL,
2 il HE X B,
a LEREREUNL RERERERE.
b fifE vCPU T A7/
T Linux 73 & B2 m rhif) vePU B30 A A7 K/ N
#l4n, Ubuntu 18.04 457EMi % 2048 MB {771 2 /> vCPU,
¢ EFRIRIFEE Bonar BeR A AE (VRAM) BN

WFAE ] 2D BERIREAUNT (] VMware IXEIFEF) , 157 vSphere Web Client 1114 5 vVRAM
K/No VRAM [k/NkF vDGA ik NVIDIA GRID vGPU 11541 (f#i)1] NVIDIA SXEhFE7) A
M

HAE 2D EUPM RN LB S e o E2 60 B AT SRR
3 FTTFREAUMLA HLIRI 225 Linux 73 & fd.
4 OIEELA root BRI TP, 540 ViewUser, T XTI 2255 FiE1%, Horizon Agent.,
5 4ifl /etc/sudoers HAIIAT ViewUser ALL=(ALL) NOPASSWD:ALL.

i /etc/sudoers HAISIHAT, MITCTEEMEEGEDL ViewUser 53121 T sudo, 4l iaf TA G
PEHLR R BIIIACK 225 Horizon Agent 1Y, 520K ViewUser $87E Wi

6 1l Linux 2> & /& RHEL, CentOS ik NeoKylin, 154t /etc/sudoers JERPILL 1T

Defaults requiretty
Defaults !visiblepw

7 W% Linux 43 kA2 RHEL/CentOS 8.x. RHEL/CentOS 7.x i1 SLED/SLES 12.x, 1435 VMware
Tools,

A0, RHEL/CentOS 8.x. RHEL/CentOS 7.x i1 SLED/SLES 12.x [\ 4+4¢%5 [ Open VM
Tools,
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8 NI BRI

a W Linux 45 & 932171 Open VM Tools iRAE T 9.10, 154235 deployPkg #ifd-
http://kb.vmware.com/kb/2075048 H& At T HAR K18
b 4 Linux 2% fUie Ubuntu, 152 LA AR B SCEE KA BAE R A LHh 2B RITC 2 O AT

.

m AT Ubuntu 18.04 Fi1 16.04, 152 M1 https://kb.vmware.com/s/article/2051469 #l
https://kb.vmware.com/s/article/59687,

T Ubuntu 18.04, FHiEZ MR A SCEE https://kb.vmware.com/s/article/56409,
9 X7 RHEL f CentOS, JFiTMEHLE “HBIER" .
10 4T AD HRRCBEE,
1M HATPEREEIT.
12 %% Horizon Agent,
sudo ./install_viewagent.sh -A yes
S M 5 i 4% Horizon Agent,
13 {ifi ff] Horizon 7 Bt ¥ SCAFHTHABAC Y
14 SCHIREUNLIIF BRI

AT3EB& Linux KHEAYRG] PowerCLI BIZA B3N 3L 14
FI T35 Linux 5L ) PowerCLI VA2 30— A Ui AL S M SCH
HINSCHEIZ ) csv, B il s .

. STHEPHLAH

. SURBBLLTS

. WL SO

n SOV TR 7 b

w  FEE RIS ESXi Server

o TR L

o JITAERR AR SN R HbFiT
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DU R R TR ST B ST N A

VMName, Parentvm, CustomSpec,Datastore,Host, FromSnapshot,DeletelfPresent

1inux-001,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-002,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-003,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-004,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-005,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE

HEoRBIHAT, U NS4 F5h CloneWs . csv, I HIZSCH S AN TR —ScfF ke,

BT % Linux EIFEREIRIZA

FERTLL A & SCRME DA N 7R AR e B R R FE UL (VM)

B ARG S AN & 00 DURF A N 2 i BRI 800 HTML RBoAS,  #5R] DU PL I 32 F Y Horizon
7 SCRYTT TR B)iZ%RRAS:  https://docs.vmware.com/cn/VMware-Horizon-7/index.html.,

[P R=TPN

ARG B — NS, T8 Linux S 6] PowerCLIEZA AN SCAT Ao el 7 /28 e
JAIE 22 DAAZ BT REORAR BELL M5 B

= vCenter Server [1J IP il

= vCenter Server [ H &L TR
= vCenter Server JU& ! 515545
R, AR Se TR

= 24T vSphere fEILH A
BARNE

<#
Create Clones from a Master VM

The Tool supports creation of Full clone from Master VM.
#>
# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString

$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
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}

else

{
$input = Read-Host

[Console]: :ResetColor()
return $input

function IsVMExists Q)

{
Param($VMExists)
Write-Host "Checking if the VM $VMExists already Exists"
[bool]$Exists = $false

#Get all VMS and check if the VMs is already present in VC
$1listvm = Get-vm
foreach ($1lvm in $1listvm)
{
if($§VMExists —-eq $1lvm.Name )
{

$Exists = $true

}
return $Exists

}

function Disable_VM_Console()

{
Param($VMToDisableConsole)
$vmConfigSpec = New-Object VMware.Vim.VirtualMachineConfigSpec
$extra = New-Object VMware.Vim.optionvalue
$extra.Key="RemoteDisplay.maxConnections"
$extra.Value="0"
$vmConfigSpec.extraconfig += $extra
$vm = Get-VM $VMToDisableConsole | Get-View
$vm.ReconfigVM($vmConfigSpec)

function Delete_VM()

{
Param($VMToDelete)
Write-Host "Deleting VM $VMToDelete"
Get-VM $VMToDelete | where { $_.PowerState -eq "PoweredOn" } | Stop-VM - confirm:$false
Get-VM $VMToDelete | Remove-VM -DeleteFromDisk - confirm:$false
}
# Main Script

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput -prompt "Your vCenter admin user password" -IsPassword $true
$cloneType = GetInput —prompt 'Clone Type ("full")' -IsPassword $false

$disableVMConsole = GetInput —prompt 'Disable vSphere VM Console ("yes" or "no", recommend "yes")' -
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IsPassword $false

$csvFile = '.\CloneVMs.csv'

# Check that user passed only full clone
if (($CloneType.length >0) -and ($CloneType -ne "full™))
{
write-host -ForeGroundColor Red "Clone type supports only 'full' (case sensitive)"
exit
}
if (($disableVMConsole.length >0) -and ($disableVMConsole -ne "yes" -or $disableVMConsole -ne "no"))
{

write-host -ForeGroundColor Red "Disable vSphere VM Console supports only 'yes' or 'no' (case
sensitive)"

exit
}

#check if file exists

if (! (Test-Path $csvFile))

{
write-host -ForeGroundColor Red "CSV File $CSVFile not found"
exit

# Connect to the VC (Parameterize VC)

#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty ($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile
#$csvData = Import-CSV $csvFile -
header ("VMName", "Parentvm", "CustomSpec","Datastore","Host","FromSnapshot","DeletelfPresent™)
foreach ($line in $csvData)
{
" "
$VMName = $1line.VMName
write-host -ForeGroundColor Yellow "VM: $VMName ™ n"

$destVMName=$1ine.VMName

$srcvM = $line.Parentvm

$cSpec = $1line.CustomSpec

$targetDSName = $line.Datastore
$destHost = $line.Host

$srcSnapshot = $1line.FromSnapshot
$deleteExisting = $line.DeleteIlfPresent
if (IsVMExists ($destVMName))
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{
Write-Host "VM $destVMName Already Exists in VC $vcAddress"
if($deleteExisting —eq "TRUE™)
{
Delete_VM ($destVMName)
}
else
{
Write-Host "Skip clone for $destVMName"
continue
}
}

$vm = get-vm $srcvm -ErrorAction Stop | get-view -ErrorAction Stop

$cloneSpec = new-object VMware.VIM.VirtualMachineCloneSpec

$cloneSpec.Location = new-object VMware.VIM.VirtualMachineRelocateSpec

Write-Host "Using Datastore $targetDSName"

$newDS = Get-Datastore $targetDSName | Get-View

$CloneSpec.Location.Datastore = $newDS.summary.Datastore

Set-VM -vm $srcVM -snapshot (Get-Snapshot -vm $srcVM —-Name $srcSnapshot) —confirm:$false

$cloneSpec.Snapshot = $vm.Snapshot.CurrentSnapshot

$cloneSpec.Location.Host = (get-vmhost —-Name $destHost).Extensiondata.MoRef

$CloneSpec.Location.Pool = (Get-ResourcePool -Name Resources -Location (Get-VMHost —-Name
$destHost)) .Extensiondata.MoRef

# Start the Clone task using the above parameters

$task = $vm.CloneVM_Task($vm.parent, $destVMName, $cloneSpec)

# Get the task object

$task = Get-Task | where { $_.id -eq $task }

#Wait for the taks to Complete

Wait-Task -Task $task

$newvm = Get-vm $destVMName
$customSpec = Get-0SCustomizationSpec $cSpec
Set-vm -0SCustomizationSpec $cSpec -vm $newvm —confirm:$false
if ($disableVMConsole -eq "yes")
{
Disable_VM_Console($destVMName)
}
# Start the WM
Start-VM $newvm
}
Disconnect-VIServer $vcAddress -Confirm:$false

exit

BT
P TSI SR B

PowerCLI C:\scripts> .\CloneVMs.psl
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator
Your vCenter admin user password: #¥¥#%¥i
Clone Type<"Full"> : Full

Disable vSphere VM Console ("yes" or

no", recommend "yes") : yes
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vl REFTAE IO TR EER - ST S ATRERS 2 Loy Bh 8] JL/NW IO TR] o SERIZE RESE MG 1A
vSphere Client Hffiff i m — MR RIS, HAWE—EPL%, JFH VMware Tools 1EfEi=
7o

AT R =ERAEMYIMN AD ERIRGIREIZ

BRI LA B ESOFREHL T s BIASK R v BRI UL (VM) TN Active Directory (AD) Ji

QAL H] Winbind fi# 7 260617 AD Bk, RS TICIAS, PR e B R N LIS 2P B 2

o AR ZZ T M S AR AL IS, R4 )T] OpenLDAP f#il s 5, MEILTFE T
A

BT AR A5 0 TR AN A, i 38 HTML JRAS, AT DA T https://
www.vmware.com/support/pubs/view pubs.html [{] Horizon 7 S4BT A ER B4 AS .

PSP

AR RIS, 5 Linux S22 1) PowerCLI AR A SCAFHOR IR T 8o e
JAASE 22 VA By BRI BELL MR B

= vCenter Server 1] IP Hi

= vCenter Server [ H DUE SR Fx

= vCenter Server [1JE5H GU# D

»  ESXi BHIFEL DTSRk

w  ESXi MU 1A

w  Linux SR HT ook 4

w  Linux SR HI P 300

n AR ENUINAISH ) AD I B AR
w  RIAUY AD I

BIARANE

<#
.SYNOPSIS
run command "sudo /usr/bin/net ads join"

.DESCRIPTION
The tool is to run the command "sudo /usr/bin/net ads join" to join Linux to AD

.NOTES

#>

# Functions
function GetInput

{

Param($prompt, $IsPassword = $false)
$prompt = $prompt + "
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Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString

$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else

{
$input = Read-Host

[Console]::ResetColor()
return $input

Handle input

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput -prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput -prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$adUser = GetInput —prompt 'Type the AD user name to join the AD' -IsPassword $false

‘nPlease type the AD user password."
"Plase note that special character in password may not work with the script"
$adUserPassword = GetInput —prompt 'Your AD user password' -IsPassword $true

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

# Main Script

#Connect to vCenter

#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
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$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one

foreach ($line in $csvData)

{
" "
$VMName = $1line.VMName

write-host —-ForeGroundColor Yellow "VM: $VMName n"

$cmd = "sudo /usr/bin/net ads join -U $adUser%$adUserPassword"
Write-Host "Run cmd 'sudo /usr/bin/net ads join' in VM '$VMName' with user '$guestUser'"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd
}

Disconnect-VIServer $vcAddress —Confirm:$false
exit

BT

MRS TR o A

PowerCLI C:\scripts> .\ClonedVMs_JoinDomain.psl

Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator
Your vCenter admin user password: #¥¥#%¥i

Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: *#¥*#%*

Your VM guest OS user name: ViewUser
Your VM guest OS user password: #**#k¥i%

Type the AD user name to join the AD: viewadmin

Please type the AD user password.

Please note that special character in password may not work with the script.
Your AD user password: ¥k

£ SSH B =EHERHLIN Active Directory 15 HI = BIR] Z4x
PR DA S SO FHPA N s BURASK K ye B EERUAIL (VM) I Active Directory (AD) ik, IEREIAN S {ifi 1]
SSH 1t Linux JEUML FiafTa 4.

QR Winbind filgth )y € 64T AD Bepl, TR TILIIAR, DR e R REAUN LN NI 25 B 22k
Weo WA E T 2 UM BRI NI . 202R 55 T] OpenLDAP filgth J5 58, M Fa T
P/

BT MRS A S0 TR AN S, w380 HTML JRAS, T LA T https://
www.vmware.com/support/pubs/view_pubs.html [) Horizon 7 SCR4 T TH $R BZ A .
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PSP
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JAASE 2 VAAZ By BRI LA M R B

m vCenter Server 1 IP Hitik

» vCenter Server [N F D1E LR

m vCenter Server [[J{5H 515565

w  Linux BRI s 20

m  Linux SERIALII 30

R ENUIIAIE R AD e AR
m SRR AD PR

b NSRS

<#
.SYNOPSIS
run command "sudo /usr/bin/net ads join" via SSH

.DESCRIPTION
The tool is to run the command "sudo /usr/bin/net ads join" to join Linux machine to AD via SSH

.NOTES
#>
# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host —AsSecureString
$input =
[Runtime.InteropServices.Marshal]: :PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else

{
$input = Read-Host

[Console]::ResetColor()
return $input

function Check_SSH_Client
{
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Param($IsPlink, $IsPSCP)
if ($IsPlink)

{
if (Test-Path ".\plink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from
its official web site'
exit

}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else
{
write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'
exit

function RunCmdViaSSH

{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)
{
$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + '""' + $cmd +'"'
$output = Invoke-Expression $command
return $output
}
else
{
echo yes | .\plink.exe -ssh -1 $user -pw $password $IP "$cmd"
}
}

function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)

$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
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$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file: $command"
Invoke-Expression $command

# Handle input

Check_SSH_Client -IsPlink $true -IsPSCP $false

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$adUser = GetInput —prompt 'Type the AD user name to join the AD' -IsPassword $false

‘nPlease type the AD user password."

[Console]: :ForegroundColor = "Yellow"

"Plase note that special character should be escaped. For example, $ should be \$"
[Console]: :ResetColor()

$adUserPassword = GetInput —prompt 'Your AD user password' -IsPassword $true

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

# Main Script

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)

{

$VMName = $1line.VMName
write-host -ForeGroundColor Yellow "VM: $VMName ' n"

$cmd = "sudo /usr/bin/net ads join -U $adUser%$adUserPassword"
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Write-Host "Run cmd 'sudo /usr/bin/net ads join' in VM '$VMName' with user '$guestUser'"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —-Cmd $cmd

Disconnect-VIServer $vcAddress —Confirm:$false

exit
RIS #1T
NIEPEE7 Ryl NI R AN ISP EISE:

PowerCLI C:\scripts> .\ClonedVMs_JoinDomain_SSH.ps1l

Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator
Your vCenter admin user password: #¥¥#%¥i

Your VM guest OS user name: ViewUser
Your VM guest OS user password: ¥¥¥%#ix

Type the AD user name to join the AD: viewadmin

Please type the AD user password.

Please note that special character should be escaped. For example, $ should be \$
Your AD user password: ¥k

AFBEREXHELIEHZE Linux BV REIBIZA

UL B E SOF AL R s BIIASKCR B # S config Ml viewagent—custom. conf 4% £ Linux

FEAUHL (VM)
TAT AR A2 2 TR AN Y, I 38 HTML JRAS,  #5RT A T https://
www.vmware.com/support/pubs/view_pubs.html [J Horizon 7 SZAY4 U1 [ 2% ik A

PSP

ESACRE B — RN SCPE, T3 Linux S 745 PowerCLI AR A ST HOR A 1 o

AR 2 A B 7 AR AL M B -
= vCenter Server [1J IP Hii-

» vCenter Server [ EE DIE K4 Hx
» vCenter Server [{J5 5 515540

m  ESXi EHIREEL D ESR AR

w  ESXi BN

w  Linux JEALALI P a0

m  Linux SELALM T 205

VMware, Inc

)
4o

It

132


https://www.vmware.com/support/pubs/view_pubs.html
https://www.vmware.com/support/pubs/view_pubs.html

¥ Horizon 7 for Linux S

MARANE

<#

Upload the configuration files config and viewagent-custom.conf to Linux VMs
#>

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else

{
$input = Read-Host

[Console]::ResetColor()
return $input

# Handle Input

write-host -ForeGroundColor Blue 'Please ensure your config file and viewagent-custom.conf file are
in current working directory'

$vcAddress = GetInput —-prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput -prompt "Your vCenter admin user name" -IsPassword $false

$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput -prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —-prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$csvFile = '.\CloneVMs.csv'

$setConfig = $false

$setCustomConf = $false

$config_File = "config"

$customConf_File = "viewagent-custom.conf"

#check if config file exists
if(Test-Path $config_File)
{

$setConfig = $true

write-host -ForeGroundColor Yellow '"config" file found'
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}

else

{

write-host -ForeGroundColor Yellow '"config" file not found, skip it'

if(Test-Path $customConf_File)

{
$setCustomConf = $true
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file found'
}
else
{
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file not found, skip it'
}

if (($setConfig -eq $false)-AND ($setCustomConf -eq $false))

{
write-host -ForeGroundColor Red 'Both file not found, exit'
exit

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty ($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one

foreach ($line in $csvData)

{
" "
$VMName = $1line.VMName

write-host —-ForeGroundColor Yellow "VM: $VMName n"

#Try to delete the configuration file from home folder on destination WM

$cmd = "rm -rf config viewagent-custom.conf"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

if ($setConfig)
{
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Write-Host "Upload File '$config_File' to '$destFolder' of VM '$VMName' with user '$guestUser'"
Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -

Source $config_File

$cmd = "sudo mv ./$config_File /etc/vmware/";

Write-Host "Move configuraton file: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

}

if ($setCustomConf)

{
Write-Host "Upload File '$customConf_File' to '$destFolder' of VM '$VMName' with user

'$guestUser
Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -

Source $customConf_File

$cmd = "sudo mv ./$customConf_File /etc/vmware/";

Write-Host "Move configuraton file: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

}
}

Disconnect-VIServer $vcAddress —Confirm:$false

BT

I T P TSN R T

PowerCLI C:\scripts> .\UpdateOptionFile.psl

Please ensure your config file and view-agent.conf file are in current working directory.
Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator

Your vCenter admin user password: #¥¥#%¥i*

Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: *#¥¥#%*

Your VM guest OS user name: ViewUser
Your VM guest OS user password: ¥**#%¥i%

{ER SSH BB EXH LEEHZE Linux ERIWIHI GBI ZS

AT DL E E O TIDL R R BIIAS R il B E config A1 viewagent—custom. conf F#iZE £ Linux
FEPIAL (VM) IS 2548 1) SSH 7E Linux FERINL FisiTad .

TG FIROREIE AL 273 DURFRO AN 25, i (I SR8 HTML JioAR, S8 RTLAMAL T https://
www.vmware.com/support/pubs/view_pubs.html [) Horizon 7 SRS T ] $8 2Z AR .
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PSP

AR B — NN SCPE, T3 Linux S22 15) PowerCLI AT ASCAHION A T /4o it
JAASE 2 VAAZ By BRI LA M R B

m vCenter Server 1 IP Hitik

» vCenter Server [N F D1E LR
m vCenter Server [[J{5H 515565

w  Linux BRI s 20

m  Linux SERIALII 30

MARNE

<#
Upload the configuration files config and viewagent-custom.conf to Linux VMs using SSH
#>

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host —AsSecureString
$input =
[Runtime.InteropServices.Marshal]: :PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else
{
$input = Read-Host

[Console]::ResetColor()
return $input

}

function Check_SSH_Client

{
Param($IsPlink, $IsPSCP)
if ($IsPlink)

{
if (Test-Path ".\plink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from
its official web site'’
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exit

}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else
{
write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'
exit

function RunCmdViaSSH

{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)

$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)

{

$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + + $cmd +
$output = Invoke-Expression $command
return $output

}

else

{

echo yes | .\plink.exe -ssh -1 $user -pw $password $IP "$cmd"

function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)

$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]

$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file: $command"

Invoke-Expression $command

# Handle Input

Check_SSH_Client -IsPlink $true -IsPSCP $true

write-host -ForeGroundColor Blue 'Please ensure your config file and viewagent-custom.conf file are
in current working directory’
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$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$csvFile = '.\CloneVMs.csv'

$setConfig = $false

$setCustomConf = $false

$config_File = "config"

$customConf_File = "viewagent-custom.conf"

#check if config file exists
if(Test-Path $config_File)

{
$setConfig = $true
write-host -ForeGroundColor Yellow '"config" file found'
}
else
{
write-host -ForeGroundColor Yellow '"config" file not found, skip it'
}

if(Test-Path $customConf_File)

{
$setCustomConf = $true
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file found'
}
else
{
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file not found, skip it'
}

if (($setConfig -eq $false)-AND ($setCustomConf -eq $false))

{
write-host -ForeGroundColor Red 'Both file not found, exit'
exit

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile
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$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)

{
" "
$VMName = $1line.VMName

write-host —-ForeGroundColor Yellow "VM: $VMName n"

#Try to delete the configuration file from home folder on destination WM

$cmd = "rm -rf config viewagent-custom.conf"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —-Cmd $cmd

if ($setConfig)

{
Write-Host "Upload File '$config_File' to '$destFolder' of VM '$VMName' with user 'S$guestUser'"

UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath
$config_File -DestPath $destFolder

$cmd = "sudo mv ./$config_File /etc/vmware/";

Write-Host "Move configuraton file: $cmd"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd
}

if ($setCustomConf)

{
Write-Host "Upload File '$customConf_File' to '$destFolder' of VM '$VMName' with user

'$guestUser
UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath

$customConf_File -DestPath $destFolder

$cmd = "sudo mv ./$customConf_File /etc/vmware/";
Write-Host "Move configuraton file: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd
}
}

Disconnect-VIServer $vcAddress —Confirm:$false

BT

I T P TSN R T

PowerCLI C:\scripts> .\UpdateOptionFile.psl

Please ensure your config file and view-agent.conf file are in current working directory.
Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator

Your vCenter admin user password: #¥¥#%¥i

Your VM guest OS user name: ViewUser
Your VM guest OS user password: #*¥#%¥i%
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<#
Upload the Linux Agent installer tar ball and re-install
#>

#
#

Functions

function GetInput

{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + "
Write-Host $prompt —-NoNewLine
[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
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$input = Read-Host -AsSecureString

$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}

else

{
$input = Read-Host

[Console]: :ResetColor()
return $input

Handle

input

$acceptEULA = GetInput —prompt 'Accept Linux Horizon Agent EULA in tar bundle ("yes" or "no")' -
IsPassword $false
if ($acceptEULA -ne "yes")
{
write-host -ForeGroundColor Red "You need accept the EULA with 'yes'(case sensitive)"
exit
}
$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput -prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$agentInstaller = GetInput —prompt 'Type the Horizon Agent tar ball path' -IsPassword $false

$UpgradeToManagedVM = GetInput -prompt 'Upgrade to managed VM ("yes" or "no")' -IsPassword $false
if (($UpgradeToManagedVM -ne "yes") —-AND $UpgradeToManagedVM -ne "no')
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit
}
$installSmartcard = GetInput —prompt 'Install the Smartcard redirection feature ("yes" or "no")' -
IsPassword $false
if (($installSmartcard -ne "yes") —AND $installSmartcard -ne "no")
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

#check if file exists
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if (! (Test-Path $agentInstaller))

{

write-host -ForeGroundColor Red "installer File not found"
exit

}

#check if file exists

if (! (Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

}

#

Functions
function GetSourceInstallerMD5()
{

$agentInstallerPath = Convert-Path $agentInstaller;

$md5 = New-Object -TypeName System.Security.Cryptography.MD5CryptoServiceProvider;

$md5HashWithFormat =
[System.BitConverter]::ToString($md5.ComputeHash([System.I0.File]::ReadAllBytes($agentInstallerPath)))

$mdS5Hash = ($mdS5HashWithFormat.replace("-","")).ToLower();

return $md5Hash;

#

Main
#Get installer MD5Sum
$installerMD5Hash = GetSourceInstallerMD5;

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($line in $csvData)
{

n

$VMName = $1line.VMName
write-host —-ForeGroundColor Yellow "VM: $VMName n"

!

$cmd = "rm —rf VMware-*-linux-—
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Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

#Upload installer tar ball to Linux VM

Write-Host "Upload File 'S$agentInstaller' to '$destFolder' of VM '$VMName' with user '$guestUser'"

Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -
Source $agentInstaller

#Check the uploaded installer md5sum
$cmd = "mdS5sum VMware-*-linux—*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

$output = Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -

GuestUser $guestUser —GuestPassword $guestPassword —Confirm:$false -ScriptType Bash -ScriptText $cmd

if($output.Contains($installerMD5Hash))
{
Write-Host $VMName": Uploaded installer's MD5Sum matches the local installer's MD5Sum";
Write-Host $VMName": Extract the installer and do installation";
$cmd = "tar -xzvf VMware-*-linux-*.tar.gz"
Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

$cmd = "sudo setenforce 0";

Write-Host "Set the selinux to permissive mode: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

$cmd = "sudo killall /usr/lib/vmware/viewagent/VMwareBlastServer/VMwareBlastServer"

Write-Host "Stop VMwareBlastServer before upgrading: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

#Run the upgrade command.

$cmd = "cd VMware-*-linux-* && sudo ./install_viewagent.sh -A yes -m $installSmartcard -M
$UpgradeToManagedvM"

Write-Host "Run upgrade cmd in VM '$VMName' with user '$guestUser': $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

$cmd = "sudo shutdown —-r +1&"

Write-Host "Reboot to apply the Horizon Agent installation"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

}
else
{
Write-Host $VMName": Uploaded installer's MD5Sum does NOT match the local installer's MD5Sum";
Write-Host $VMName": Skip the installation. Please check your network and VMware Tools
status”;

exit;
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}
Disconnect-VIServer $vcAddress —Confirm:$false
exit

BT
I3 RIS S .

PowerCLI C:\scripts> .\InstallAgent.psl

Accept Linux Horizon Agent EULA in tar bundle ("yes" or
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

no"): yes

Your vCenter admin user password: *##%x¥*

Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: *#¥¥#%*

Your VM guest OS user name: HorizonUser
Your VM guest OS user password: #*#k¥i

Type the Horizon Agent tar ball path. Please take care of the installer arch: .\VMware-viewagent-
linux-x86_64-x.y.z-1234567.tar.gz

Upgrade to managed VM ("yes" or "no"): yes

Install the Smartcard redirection feature ("yes" or "no"): no

£ SSH £ Linux E#HL_EFHZK Horizon Agent BITRBIRIZ

AT VL E SOFEE VA N s BIAAE 2/ Linux SEUAL (Virtual Machine, VM) | 714 Horizon Agent. I
A2 SSH 7F Linux REINL i/ T6r4

BT HIRIREE A 52 IR A N 2, i I 2280 HTML floAS, 48 RTDAMAZ T hitps://
www.vmware.com/support/pubs/view pubs.html [{] Horizon 7 SR TT i #k 2% AR .

PSP

AR B — NN SCPE, T30 Linux S22 5] PowerCLI AR A ST HIOR A 1 /4o it
JAASE 2 VAAZ By BRI LA MR B

m %57 Horizon Agent EULA (IRZ T P4 al i)
= vCenter Server [1J IP il

m  vCenter Server [V H D1k 401

» vCenter Server (U8 515545

»  ESXi FAEEL OISR AR

m  ESXi MU b1y
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w  Linux & FHURE RGO 8k
w  Linux & )WUERE R G 20

m  Horizon Agent tar ball %1%
TR RN

R R REE M LhRE

HARE

1

ﬁ“l

<#

Upload the Linux Agent installer tar ball and re-install

#>

#

#

Functions

function GetInput

{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + ": "
Write-Host $prompt —NoNewlLine
[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{
$input = Read-Host -AsSecureString

$input =

[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]:

TR($input))
}
else

{
$input = Read-Host

[Console]::ResetColor()
return $input
}
function Check_SSH_Client
{
Param($IsPlink, $IsPSCP)
if ($IsPlink)
{
if (Test-Path ".\plink.exe")
{

write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'

}

else

{

write-host -ForeGroundColor Red 'SSH client "plink.exe"

its official web site'
exit
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}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'
exit

function RunCmdViaSSH

{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)
{
$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + '""' + $cmd +'"'
$output = Invoke-Expression $command
return $output
}
else
{
echo yes | .\plink.exe -ssh -1 $user -pw $password $IP "$cmd"
}
}

function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file $LocalPath to VM $VM_Name with user $User"
Invoke-Expression $command
}
# Handle
input

Check_SSH_Client -IsPlink $true -IsPSCP $true

$acceptEULA = GetInput —prompt 'Accept Linux View Agent EULA in tar bundle ("yes" or "no")' -
IsPassword $false
if ($acceptEULA -ne "yes")
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write-host -ForeGroundColor Red "You need accept the EULA with 'yes'(case sensitive)"
exit

}

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false

$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$agentInstaller = GetInput —prompt 'Type the View Agent tar ball path' -IsPassword $false

$UpgradeToManagedVM = GetInput -prompt 'Upgrade to managed VM ("yes" or "no")' -IsPassword $false
if (($UpgradeToManagedVM -ne "yes") —-AND $UpgradeToManagedVM -ne "no')
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit
}
$installSmartcard = GetInput -prompt 'Install the Smartcard redirection feature ("yes" or "no")' -
IsPassword $false
if (($installSmartcard -ne "yes") —AND $installSmartcard -ne "no")
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

#check if file exists

if (! (Test-Path $agentInstaller))

{

write-host -ForeGroundColor Red "installer File not found"
exit

}

#check if file exists

if (! (Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

}

#

Functions
function GetSourcelInstallerMD5()
{
$agentInstallerPath = Convert-Path $agentInstaller;
$md5 = New-Object -TypeName System.Security.Cryptography.MD5CryptoServiceProvider;
$md5HashWithFormat =
[System.BitConverter]::ToString($md5.ComputeHash([System.I0.File]::ReadAl1lBytes($agentInstallerPath)))
$mdS5Hash = ($mdS5HashWithFormat.replace("-","")).ToLower();
return $md5Hash;
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#

Main
#Get installer MD5Sum
$installerMD5Hash = GetSourceInstallerMD5;

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty ($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($line in $csvData)
{

n

$VMName = $1line.VMName

write-host -ForeGroundColor Yellow "VM: $VMName ™ n"
$cmd = "rm —rf VMware-*-linux-*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

#Upload installer tar ball to Linux VM

Write-Host "Upload File '$agentInstaller' to '$destFolder' of VM '$VMName' with user '$guestUser'"

UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath
$agentInstaller -DestPath $destFolder

#Check the uploaded installer md5sum
$cmd = "mdS5sum VMware-*-linux—*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

$output = RunCmdViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -Cmd $cmd -

$returnOutput $true

if($output.Contains($installerMD5Hash))

{
Write-Host $VMName": Uploaded installer's MD5Sum matches the local installer's MD5Sum";
Write-Host $VMName'": Extract the installer and do installation";

$cmd = "tar -xzf VMware-*-linux-*.tar.gz"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd
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$cmd = "sudo setenforce 0";
Write-Host "Set the selinux to permissive mode: $cmd"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

$cmd = "sudo killall /usr/lib/vmware/viewagent/VMwareBlastServer/VMwareBlastServer"

Write-Host "Stop VMwareBlastServer before upgrading: $cmd"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

#Run the upgrade command.

$cmd = "cd VMware-*-linux-* && sudo ./install_viewagent.sh -r yes -A yes -m $installSmartcard

-M $UpgradeToManagedvM"

Write-Host "Run upgrade cmd in VM '$VMName' with user '$guestUser': $cmd"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

Write-Host —ForeGroundColor Yellow "Linux Agent installer will reboot the Linux VM after

upgrade, and you may hit the ssh connection closed error message, which is expectation"

}

else

{
Write-Host $VMName": Uploaded installer's MD5Sum does NOT match the local installer's MD5Sum";
Write-Host $VMName": Skip the installation. Please check your network and VMware Tools

status";

exit;

}

}
Disconnect-VIServer $vcAddress —Confirm:$false
exit

BT

I T P TSN R T

PowerCLI C:\scripts> .\InstallAgent.psl

Accept Linux Horizon Agent EULA in tar bundle ("yes" or "no"): yes
Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator

Your vCenter admin user password: #¥¥#%¥i*

Your VM guest OS user name: ViewUser
Your VM guest OS user password: ¥¥#%¥i

Type the Horizon Agent tar ball path. Please take care of the installer arch:

linux-x86_64-x.y.z-1234567.tar.gz

.\VMware-viewagent—

Upgrade to managed VM ("yes" or "no"): yes
Install the Smartcard redirection feature (""yes" or

no"): no

VMware, Inc.

149



yyyyy

FF 7 Linux EHWL_EHITIRIERIRBIRIZA

FAT DA R SCRIAE VA N AR BIIASKAE Z A SERIATL (VM) T3 FE . XSS B E AR TITHIIE . S PATHLIR
JCH L FUER SRR AU Lo

ZART LA vCenter Server HIEREAUNL, (HAGEM View iz AU L.

FUT RS A5 0 TR AN A, i 38 HTML JRAS, AT DA T https://
www.vmware.com/support/pubs/view pubs.html [ Horizon 7 SCRS 01T B Z AN

REIZS BN

AR BRI — NS, B Linux 527 01 PowerCLI AR ASCAFHOR U T /4o e
JAASE 22 VAAZ Ly BRI LA MR B

m vCenter Server [ IP #ifil-
m vCenter Server [ HE RIS 44 R
m vCenter Server [5G0

n EEHTROERE, PTDURATITRIR. QPRI OCPIE PPl RSB, SR RS AL S
TREREEAIAL o

n EAUNL RO TRIRAEARN TR (LARD N EARD

BMIARANE

<#

.DESCRIPTION

The Tool supports:
1. Power off VMs
Power on VMs
Shutdown VMs
Restart VMs
Restart VM guest
. Delete VMs from Disk
.NOTES

#>

S v AW N

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + "
Write-Host $prompt —-NoNewLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString

$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))

VMware, Inc. 150


https://www.vmware.com/support/pubs/view_pubs.html
https://www.vmware.com/support/pubs/view_pubs.html

¥ Horizon 7 for Linux S

}

else

{
$input = Read-Host

[Console]: :ResetColor()
return $input

function IsVMExists ($VMExists)

{
Write-Host "Checking if the VM $VMExists Exists"
[bool]$Exists = $false
#Get all VMS and check if the VMs is already present in VC
$listvm = Get-vm
foreach ($1lvm in $1listvm)
{
if($§VMExists —-eq $1lvm.Name )
{
$Exists = $true
Write-Host "$VMExists is Exist"
}
}
return $Exists
}

function Delete_VM($VMToDelete)

{
Write-Host "Deleting VM $VMToDelete"
Get-VM $VMToDelete | where { $_.PowerState -eq "PoweredOn" } | Stop-VM - confirm:$false
Get-VM $VMToDelete | Remove-VM -DeleteFromDisk - confirm:$false

}

# Handle input

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput -prompt "Your vCenter admin user password" -IsPassword $true

$action = GetInput —prompt 'Select action: 1). Power On 2). Power Off 3) Shutdown VM Guest 4).
Restart VM 5). Restart VM Guest 6). Delete VM' -IsPassword $false
$sleepTime = GetInput —prompt 'Wait time (seconds) between each VM' -IsPassword $false

[Console]: :ForegroundColor = "Yellow"
switch ($action)
{

1

{

"Your selection is 1). Power On"

}

2

{

"Your selection is 2). Power Off"
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}
3
{
"Your selection is 3) Shutdown"
}
4
"Your selection is 4). Restart VM"
}
5
{
"Your selection is 5). Restart VM Guest"
}
6
{
"Your selection is 6). Delete VM"
}
default
{
"Invalid selection for action: $action”
exit
}
}
[Console]::ResetColor()
$csvFile = '.\CloneVMs.csv'

#check if file exists
if (! (Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

}

# Main

#Read input CSV file

Disconnect-VIServer $vcAddress -Confirm:$false

#Connect-VIServer $vcAddress -ErrorAction Stop -user $vcAdmin -password $vcPassword
Connect-VIServer $vcAddress -user $vcAdmin -password $vcPassword

$csvData = Import-CSV $csvFile

foreach ($line in $csvData)
{
$VMName = $1line.VMName
switch ($action)

{
1
{
Get-VM $VMName | Start-VM -Confirm:$false
3
2
{
Get-VM $VMName | Stop-VM -Confirm:$false
3
3
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Get-VM $VMName | Shutdown-VMGuest -Confirm:$false

Get-VM $VMName | Restart-VM —Confirm:$false

Get-VM $VMName | Restart-VMGuest —Confirm:$false

if (IsVMExists ($VMName))

{
Delete_VM ($VMName)

}
default{}

}
Start-Sleep -s $sleepTime

Disconnect-VIServer $vcAddress —Confirm:$false
exit

BT
I3 AN S .

PowerCLI C:\scripts> .\VMOperations.psl
Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator
Your vCenter admin user password: #¥¥#%¥i

Select action: 1). Power On 2). Power Off 3) Shutdown VM Guest 4). Restart VM 5).

6). Delete WM: 1
Wait time (seconds) between each VM: 20

Your selection is 6). Delete VM

AT RIE . B8R SRR MU ESET R SR P LR, KR RIS
PSS 5 BRI O, 7300 P e SRR
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