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m  VMware JMP API Service

m  VMware IMP File Share Service

m  VMware JMP Platform Services

RESR

FEHTZHER) JMP Server SIS HLOCHKT) Horizon Connection Server 2 [H][A20 I A] . 52 bl 20
Horizon &2k %5445 JMP Server 41> [AlfAI TR

2% JMP Server

B U 2R JMP Server FH 2 S AT JMP Server B, BI04 JMP B E AT JMP 431 a2 (5

o

N4 Horizon 7 K 7.5 SCHERASE, 25107 JMP Server 22558 7 f . BT T 222511 JMP
Server, WALE R Horizon 7 iU 7.6 8l 8 S AR 5 BuE1 T JMP Server 2056 FR 7
AR &M

DA HIEZ LA S E AR K P is T IMP Server 22386 Re 73X

1 ZUHZ) VMware JMP 225508710, iHIRENENTY JMP Server et i S FRAGE %A
LR 2B R R 25 JMP Server,

A “IMP TR N A R AE o

TE WG pisih, HET—2b.

I R U TSR, ARIE TR

7E “IMP Server V- IR FSHBIRZENR S 75" TUE, (REMAEIRELE, KRR ET—5,
TEE&REREF UL, s,

LR AT, JFHFEI B fesE .

7 LRI, RS

o O A WD

2R
BITR S, Windows Server EHL T H 51— JMP Server JR% .
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AtE JMP Server L4

K Ih2eE JMP Server 25, APV THCE (S, DA JMP Server 5245 °] DL 7E Horizon Connection
Server [ I T SIS Mg g HAL IR S5 A8 2o el s o

AREEWFE T LU 358
m 12 Horizon &R 55755 JMP Server =41 [AIfRIINF ]

m  }y JMP Server fit {5 TLS UF PBAIZEEL:

[E# Horizon E#RE:ES JMP Server £#H12Z [H Y5t [E]
WA Horizon HE2IR 2% 25H1 JMP Server LI, 5cREi /MR 25 22 I S s M i b A Al
1,

1454 Jf] Horizon Console Ul J5]11] JMP Integrated Workflow jfEff, JMP Server 24} M Horizon 1443
R S5 R A AT SR SR UE,  Horizon EFZIR 3575 1 SR TR 1] 2] JMP Server, QS A AL
I TRARIAZE, Horizon 42k e o tE4s JMP Server 2140, XK FE0Cik M Horizon Console Ul
H{ii JT] JMP Integrated Workflow LhAE, “IMP #8” Gtk Rl PSR E .

TIERAE Horizon SSO 4% (Horizon SSO token could not be verified).

BRI SEN I FE, 15%F Horizon ER2IR 5575 A1 IMP Server AL 1R[] 5 23 ol 24 [T
(Network Time Protocol, NTP) fIk 55 #= 1IN [Al[F] 25

SB
1 4£ Windows +HL F VL T VMware Tool 754>

C:\Program Files\VMware\VMware Tools>VMwareToolboxCmd.exe timesync status
C:\Program Files\VMware\VMware Tools>VMwareToolboxCmd.exe timesync enable

2 7 ESXi FAHLLE, ¥ ESXi oS5 ML Rk 5535 A0
a JAzh VMware Host Client, J&4#:%] ESXi £4L.
b RERE.
c {ERZ L, HLKTREE, A5 L5E.
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d  UEPEBE RSN TR (B NTP 2/ m).
e T “URIINTP RS R" SCRMER, SNZESHFL I E A NTP RS A1 1P Hihkok e 4R
TE A
EESR
9 JMP Server il ¥ TLS uE45. #5250 JMP Server 1) TLS UF 514 B S5 LA

7 JMP Server Bt E TLS iFHHIZRBEH

St IMP Server S5 RIZ& i HM AR S5 e e e Til A%, L A0K JMP Server S5 2 (i F 281k
HRAEBM AN (Certificate Authority, CA) 254 [1) TLS UF-1 ., ZLIERIERA 22 M, ] DL PR
IR 55 ARAES JMP Server S5 (5252 A O BRI S AL 4

ERAEA R, JMP Server 26 72 e 11 JMP Server Sfi4et 2544 TLS IRSSERuEd5, #nT DAl
BRAE BT . A AP~ R 53R 4 1] JMP Server 545,  AZUR PR ERGIE 185300 CA 25 &1
TLS RESAFUER . AR AL CA LML, NGRS =¥ v Be B B IR 35 7 F R
o 1HSM JMP Server [ TLS UFE54 B L5 AEA

JMP Server B TLS iEBi& B FE SH#Eid

B 2e%E IMP Server Ji7, AT LIBT3 K5 B FRA SOUE B AN UL (CA) 254411 TLS JIRSSariub 15, DA
HIT JMP Server 9243,

e 7 AR LB EI TS 28N, FELAEREE T JMP Server it 2HiF 1S 5ok ) & BB BRI E A2, i
DR HEAE AR B o 1 U T R AR P S AP BRI THR R, DA DI LR e R uE 5 o X Thrid o Al AT

%, T ST AP TIX T %, DU JMP Server it b4y, SealuF R0 n, Azl ]
Windows JIf 555 BliRS T8 21 =1~ JMP Server IR .
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6-1. 5 JMP Server i BIFEHNEESE

VMware, Inc.

P2
- BIEBRER
C:\Program Files (x86)\VMware\
JMP\com\XMS\nginx\conf\
18 1 jmp_self_vmware.com.crt 3.
IRE 7 SQL Server - BFRARTEE £ 3
sRE M TLS/SSL, %% TLS/SSL C:\Program Files (x86)\VMware\ 4% ca-chain.cert.pem SC#-R7EE]
MEBFAELE JMP Server JMP\com\XMS\nginx\confl C:\Program Files (x86)\VMware\
A AHIERFEX P jmp_self_vmware.com.key 3. JMP\com X3k,

N
SQL Server HATIME CAER
i TLS iEH

AN
NS
SEH S

JMP Server

L4 $E]5 $E6
FHER TS HIF] BHEBTHEFIZ] FHER S HIZ
C:\Program Files (x86)\VMware\ C:\Program Files (x86)\VMware\ C:\Program Files (x86)\VMware\
JMP\com\XMS\config\adCA.pem 3. JMP\com\horizon.cert.pem 31+ JMP\com\av-selfsigned.cert.pem 3 4.

Active Horizon 7 kfiZ 7.5 App Volumes
s [EoESe  SEEMAEE Manager 2.14
il E2E HESRA

W EAF SQL Server H1S T TLS/SSL, Hafkt Fr TLS/SSL uF-B 53 A JMP Server AT AMIE
PAFEX A,

B IMP Server 2R A a1 TLS ARSS AR .

JMP Server 23R A4 I ERMR S AR IE B 2 B2 ZuE-B, AL ORZTeE Rz, $iZEa%s
ZUEBEHC YR CA FREIARL TLS B, 1S M A TLS uE 1,
ARSI A 200 TLS Web IRES#3UFP, 1M CA SREES 4411 TLS IkRSSesit 45, i5Z0
Horizon 7 %8 TLS UF BT ) HIEE,

AR PR SS esuE-B R CA 254, 1Kt JMP Server fid B i T4 2H 4R (UF 554 ca
chain.cert.pem, DAl JMP Server GEWEAT A &% AR 55 2504 T D IR L. 1S JMP
Server fic B Ml FHUEP 5 A

E O AREAZY TLS IRSSarub 152 NodedS BAEMIAR CA 2544, NIATEERR AL UF P05 AR uF
A ca.cert.pem,

SRIHTX) Active Directory IR S UE P T2 #410 CA UL, HHAHER] adCA. pem SCFH, SRIG
FZSHFARINE] IMP Server XMS Pl i Sk, AATFANEE, 1ES 0 JMP Server [it & il 1]
Active Directory [{JiF o
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5 4 Horizon HEER #31 CA Z 4 B3 % horizon. cert.pem SC4F, SRIFHZSCAEINE] IMP
Server XX, HIFAEE, HS Y IMP Server [t E 5 {H 1] Horizon 4R S #80F 15,
FIJH] horizon.cert.pem X, JMP Server A] DU ER IR S5 #1E R mldEf 21 ] B AR 5 w0 b1 T S0 96
1k

HE EBUIUNS IMP Server S8 B R ERIR S e Aas 5ol 55 . A E T H CA 2 0E11Y
N EBAZ N E [H]—4> horizon.cert.pem SAEHT,

6 QAEEEGIE JMP AL 45 i App Volumes Appstack, 1511 JMP Server S0 A {5 T App
Volumes Manager S F %52 ub45, LAEE VLAY App Volumes Manager 524 i s . 152
B JMP Server I & i ] App Volumes Manager 1E15

7 Al LR JMP Server SIS FRERIN B AR SR SO R AL BRI . WS E JMP
Server [ EL,,

8 (W) 11 JMP Server e TIRRAIE S = s R IR RIL = (CORS) 5ill, LABER 5 Horizon 7 14:4%
MRS IBIERB M2 AN, S PIT JMP Server [l HIFRHIMEE F/f) CORS Hill

9 {#iJf] Windows IR &5 HERS T 5= JMP Server JIlR%5 .

il PR S5 IS, S FTLARTTE Horizon Console KL JMP 5 ¥ 5 H14fif#H] JMP Integrated Workflow
ik, 12k (VMware Horizon Console FEEER ) HAY “FIRBCE JMP % H” .

BEHEGAR TLS iEB
¥ JMP Server Z35F 22 B0 BRIN TLS UEB R A B LRI M I (CA) 254 TLS U5,

B2 JIMP Server 924ljE . #5ADATE Web B #srh{# H Horizon $55 &5 U5 RIZ A, HIE, QR

WAL IR L 25O BRI TLS TE45, BB 2 S4B KL IMP S, BB Web U #8124 Eomoxt
TEAE . AT DA FIBIA R A2 2 B T, (R AR EES JMP Server SN 2R, 1
BERVIF BRI Bl CA 254411 TLS WFBFIRLE.

EEHET RSB AR SO I SR 25 IMP Server 228588 BRI ERIASCAEANTH], - T4

FifEA JMP Server NGINX Ficl & SCEEDAE FH# -4

AR &M

% JMP Server, 152545 JMP Server .

m R CA Z5 410 TLS UE 154 IMP Server Z0R6RE 20 B BRIN TLS UE45 . # AT DASE FHuE 45 T HA=
BCUETS, ldn, ¢ Windows |- [ i [T Microsoft Certreq i, OpenSSL., 1525 (& Horizon 7 14
TLS uE BT E ) I “ MUEBMUAH IAGZREN TLS ub43” S 4etkiofE .
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SB

1 7F JMP Server T 4/1H1, fi#i[]] Windows Ik 552w 1 H45 1 =1~ JMP Server JIR55.
a 1 Windows FFGEEbR, ARG 10EPGETT .
b TE “iaf7” MIEHERFTFF SCAAME N services.msc, RFHHHEE.

c fE R3S B CMRSCGRM)” Ak, HELL =AY IMP Server iR55, HR MRS AR
&1k,

s VMware JMP API Service
m  VMware JMP File Share Service

s VMware JMP Platform Services

2 £ JMP Server 1AL FI{ NGINX B i SCfEserh, 4511 CA 2544 TLS ARSSavub 453X B 7k

jmp_self_vmware.com.crt,

Bla: C:\Program Files (x86)\VMware\IMP\com\XMS\nginx\conf
\jmp_self_vmware.com.crt

3 K CAZSAIY TLS ISt BRAM IR 5470 jmp_self_vmware.com.key.

Bi4n: C:\Program Files (x86)\VMware\IMP\com\XMS\nginx\conf
\jmp_self_vmware.com.key

4 (Al QAR SR I SO 24 S TURIUE 15 S 44 jmp_self_vmware. com.crt ok
jmp_self_vmware.com.key [, AU FE SR8 NGINX it E5SCf

a JTJF C:\Program Files (x86)\VMware\JIMP\com\XMS\nginx\conf\nginx.conf fi & 31},

b AREIHEIN jmp_self_vmware.com.crt Fll jmp_self_vmware.com.key JEM, B I LT
W4,

¢ {#1F nginx.conf S,
EES
WAE, AT 41051 JMP Integrated Workflow Zfie, i A2 HHEL Web i 2524 oA 1A .
BESR

WARAEH LI EE U EE R CA 2540, R JMP Server SAIRL A i TTUETHESCF . 1S K
JMP Server [ EA A TUE BHESCIE, A0, H4k8 JIMP Server SUAAIEC # ] Active Directory i
P, HESEE JMP Server [l ki ] Active Directory [iFT o

1% JMP Server BB AEFAIE B84

AR ST SR IS AR IUE S P TRRIE B A (CA) 255, WGSBS 5E (S HRES A
[RIUETS) SRACELIE JMP Server 51

AR

m {1 Windows JIRZ5 5 FIE5 1 = JMP Server JIz55 .
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SB
1 QlEE—14%N ca—chain.cert.pem [{3Cf:, I FSCRSAS (41 Notepad++) FTTT I SO
2 AEF ORGSR, TSR . BRI A EH %] ca-chain. cert.pem,

WA FRTRIE SO CARAAAE) SRR, KR HRRIE BN A INE] ca—chain. cert. pem ]
Ko

3 {Rf7FIfKH ca-chain.cert.pem,
A T — M8 A SR A R uE A I uE 55 S o

4 ¥ ca-chain.cert.pem uF P52 H1%] C:\Program Files (x86)\VMware\IMP\com S {3k
i,

ZR

Wk SEnEa4E, 451 JMP Server 525 AT DL Horizon 7 11 App Volumes S2fliE T B3 IIE, JfHEME %
S el TEG.

JBEHR

i | Active Directory uFPid it JMP Server 52451, DU Y 53 [ 0144 JMP Integrated Workflow Djfig
i, JMP Server SZ5lREREXT Active Directory IR S5 #50E T S UE. 15 FE JMP Server [t i 0 i 1]
Active Directory fJuFP .

1% JMP Server B & A{EF Active Directory BJIEH

ik JMP Server %1% T Horizon Console [1) Active Directory #1755, 24 40% JMP Server it & ki
FHiZ Active Directory JIR 523 {JUE15 .

167K Active Directory JH[fJR CA uF 153 H 21— 40 adCA. pem [JUESHFH, SRR SRS

JMP Server XMS il & S0,

BIHRSEH

m ERE JMP Server,

» WIUE Active Directory fit 7 3L T SSL /1 LDAP (LDAPS) &} StartTLS (LDAP over TLS) .

= Active Directory J#[JAR CA UE15. WIHRXEEUE1i A PEM (Base64 i) #47, 152 OpenSSL
OB (RSO SISOl PEM #5X,

T RAZAUEIE A Bk AR, TR PEM A RIUE 51 58— A scivh, ik
SRR SN AR — G2 A . pem S,

7S

1tk PEM BUUE R SCAH SR 44 adCA. pem.

2 51t adCA. pem CIFA ] JMP Server XMS it 2301k
f4n: C:\Program Files (x86)\VMware\JIMP\com\XMS\config\adCA.pem,
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H#R

> JMP Server SX{Jlfil & Active Directory il-13J5, F%i25¥ Active Directory IR B i {5k S5 %5, JF1L
Horizon Console ] a] DAk Dt i JMP Integrated Workflow 1t

BESE

TR S5 Pl Blc . JMP Server, DUE 4 sy #E b4l 1T JMP Integrated Workflow ZhfES, JMP
Server SBIF] DI ERZIR S 25 T AR, 1S 0E JMP Server BE b H] Horizon 421k % # ik
1o

1% JMP Server BLE A Horizon E#EARSIFIEH

351 JMP Server %1445 | Horizon Console [ Horizon 7 432K 55 #530E THE, A0 JMP Server fid &
JyfEH Horizon 7 24z IR S5 #sUES .

WA Horizon 7 53R 8525 0uF B S H Bl— 4448 horizon. cert. pem [FUF 15304, FEEIESCER#E]
JMP Server =3¢,

EER WIS NS CA ZZUEBI N AN INEIFE—/ horizon.cert.pem X1,

I CA %548k 02544 Horizon 7 ik S5 et iy, DA FARRI P ER

AR &Y

RS JMP Server,

s IR Horizon 7 R8RS 2210 BRI [MIALR

iz

1 %% 5 Horizon Console Fllfi2eE JMP Server 22 I [#) Horizon 7 132k &5 25 7E Y Windows Server
EHo

2 18R Windows HHREIR, UeftiE T, SREHA mmc. exe.
K2R MMC SRR 1
3 M UER” ERERIC,
a (EEHEMRT ARG T, RS > IR E R IT.
b {EANINRRAEEEATTE L, W “RIJIRE B IT” AR FESs, RS B,
c  NINEBE, BERE.
d /& “UEREERRITT G, SRR, ARE 2.
e fE “WEFSIEAL drih, SREAMTENL AR BREER.
“UEB RN R TR NS eI Bk
f o REHRE DO AR BB TN VR A o

4 RIE] G W, RS ERT R > B EY), RS E R R >
MEB AR R H N A
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5 S Horizon R S5
a {EUEBNEERT, WELLFAPR vdm LT,
JAF T Horizon 3R 5575
b AHEERIZUEY, RS ES > SH.
c TF “UEPBRHS AEAE, T35,
d PR, AESHMS, SMRRET—,
e Uiff Base-64 4k} X.509 (.CER) K\, AFH L T—F.
f %\ horizon.cert.pem {304, SRJA FERIBE ST B 7 S HHUE SO
EEHEG] A . pem S R LKA S HUER S, IARRE . cer Bk . crt XY
Je#h. AEE, AESORGHAR P SHHIUE S SR, I 54700 horizon. cert. pem,
g IET—, AEREERUOCERSHARE .
B FHUED
6 SEISHY horizon. cert.pem UEBIERIAALE, THRILEHIE] JIMP Server 130k,

BI4n: C:\Program Files (x86)\VMware\JMP\com\horizon.cert.pem,

&R

9 JMP Server il FE IR SR B, RASRERIR SR A FIkSS 7%, I H Horizon Console /i
Pl DUk EhH i F JMP Integrated Workflow ZhfE .,

BRELR

% JMP Server [ TLS UF-BX AT SAEA TR AI T 155, FHfE BE DR NI E X et 55 . anf
O ST A NI BT S, SRS E) JMP Server RS E IMP 5. A2 (=8, H5H
{VMware Horizon Console & Hgr ) 110 “FRBCE JMP % H”

% JMP Server BEEA{EH App Volumes Manager if$H

QNSRBI JMP AT 45T App Volumes AppStack, 74514 JMP Server SZIREE Jy ki ] App
Volumes Manager Sk, VAEE RILLS App Volumes Manager 54514 4 M {7 o

1F PoC “ZeEfsi, W4k App Volumes Manager 52431 125 ZiF B S H B — 448 av-
selfsigned.cert.pem [l 454, XK JMP Server A GE(ZiF15. @ App Volumes Manager
RS CAZZuE, ik JMP Server fit B 4l AU UE 55 S F ca-chain. cert.pem X App
Volumes Manager S T S 356Uk, 152 bl IMP Server [t B 8 (T UE 155 S0

Bt 3E

m IZEEE JMP Server,

» WX} App Volumes Manager SR 2 S BI) 0 3P figas HATETER DS AR .
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Bz

1 M JMP Server EHLH, #iH Web % #5755 5] App Volumes Manager Sl ak i FEAEAE 1) App
Volumes Manager S5 11 2 -7 7

2 54K App Volumes Manager S47ak 67 201 iy a6 FHUE 45 B, 1 6T Web S S s AOuE 1545
HRESIHR 1] Base-64 i X.509 (.CER) # MUt 1535 % C:\Program Files
(x86)\VMware\JMP\com\av-selfsigned.cert.pem X{|-H,

B U] . pem XY R LKA SHIOUE S, IARRMIT . cer Bk .crt U
o WAHRE, ORI S HROUEE S, TR HE 70 av-selfsigned. cert.pem,

#ian, ffi}] Google Chrome Web i asif, 5T E > &%k, Mo kERUES. /& “UEh” kf
INAEH, 185 App Volumes Manager iE 157 F . (1] “ub45 S5 ¥ Base-64 4ifiYh X.509
(.CER) #%=\I"J App Volumes Manager uf 534711 %] C:\Program Files (x86)\VMware\JMP\com
\av-selfsigned.cert.pem S i, AR T Ay 412300, DMETHALEAT L pem SR R4,
AR .pem.cer X JE4.

3 WRCSERACE TLS iEB LA JMP Server B2 NEATSS, 1l T 50 JMP Server JIlR55 .
1520 JMP Server 1 TLS UF-BiE EATSMEA, T T H A TLS WEPEdEITS

& JMP Server HZBEH

225 JMP Server Hitd7 JMP Server, Horizon Connection Server, App Volumes £/l Dynamic
Environment Manager S5 2 [Al4% S AEESBRINIR S weim Al & P s iy 2. A LAk Pef JMP Server
KR S BRI B A SO I A EUSRr B

BRI S 2 24, I JMP Server S 5 M BRIk &S, 18278 24 1A] Horizon
Connection Server. App Volumes &, Dynamic Environment Manager ‘&t 2c 4 5 B K (1 % S
WA https://www.openssl.org/docs/man1.0.2/apps/ciphers.html#CIPHER-LIST-FORMAT A iE M f#%
ORI E S EMSIER, LU 2T IRSEmIEA M EAFI %,

ECDHE-RSA-AES256-GCM—-SHA384 : ECDHE-RSA-AES128-GCM-SHA256 : ECDHE-RSA-AES256-SHA384 : ECDHE-RSA-AES128-
SHA256 : ECDHE-RSA-AES256—-SHA : ECDHE-RSA-AES128-SHA : AES256-GCM-SHA384 : AES128-GCM-SHA256 : AES256-
SHA256:AES128-SHA256: AES256—-SHA:AES128-SHA:HIGH: !aNULL: !eNULL: 'EXPORT: !DES: IMD5: ! PSK: IRC4

BT PRSP 224N, SbnfdE A2 B4 T nginx. conf SCEFRAE SR H2 52 1% TLSv1.1 il
TLSV1.2 SkIE,
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Bz

1 7F JMP Server T 4/1H1, fi#i[]] Windows Ik 552w 1 H45 1 =1~ JMP Server JIR55.

gkl Windows JREEEIbR, ARG RIEAT
TE “BA7” AEHEFTHF CAMEEEN services.msc, SRIGHTHHEE

fE MRS B “IRSSOARM)” Ak, FREILL R =AY IMP Server I35, FEX R MRS R TS
1k

s VMware JMP API Service
m  VMware JMP File Share Service

s VMware JMP Platform Services

2 BUAESHEENRCE ST,

BBIR SR BB .

a S1% C:\Program Files (x86)\VMware\IMP\com\XMS\nginx\conf S {}-3k .

b el nginx. conf SKHFRURARIA, SRE PN B TIEH

¢ HHCPFEASTIF nginx. conf SCfF,

d JLFIL ss1_ciphers JIkHUTT, SREHURTGZESCHIL AT

e {RIEA nginx. conf TR0 T,

BSE P B ERE B

a %) C:\Program Files (x86)\VMware\IMP\com\xmp\conf S {3k,

b FCHASTIT jmp. js SCf.

c JeOIE jmp. s SRR, RIS I TS

d HEEEULMULENTT,
ciphers: ' 1aNULL : KECDH+AESGCM: ECDH+AESGCM: RSA+AESGCM: KECDH+AES : ECDH+AES : RSA+AES '

e BHBULRISEOH ciphers: Hr 2 A B EL:. B4
ciphers:'your_organization_cipher_suite’

f ORI gmp.js SCPRFTAlA S

3 {liJ] Windows x5 #l 3R LI ELH HB)="> JMP Server IR55, PAEHTEM B FHIRAERL
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£ JMP Server F{ERRFIMEE SR CORS K&

I PATE IMP Server S50 |- i FHER S B s sk i 95 R 52 (CORS) i, e b ml 15[n] JMP
SawﬁﬁthHmmm7 TR S # S i — 2

ERINTEOL N, Wik Horizon 7 2R 55 a3 I UER S5 s % IMP Server [t e Ay i FTTIE 4558 SOt B
WEEEESCAE TR UEEARE, SR AV TR JIMP Server 52451, B G Y RIAI L HH 1) Horizon 7 4%
N5 28554 AR R JMP Server, i HTRA T 25,

1 SO RS, FTHPA T C:\Program Files (x86)\VMware\JMP\com\XMS\nginx\conf
\nginx.conf E’\j NGINX fit B S

2 REVHIPNALIOEL N SCATF RSO I # ARic ABGHIERE, e 1an Mifrs.
add_header "Access-Control-Allow-Origin" "$cors_header" always;

3 BB LA N SCRIFAESORAT NN # AR UK R, e 1 FHrs.
# add_header "Access-Control-Allow-Origin" "$http_origin" always;

4 CRCHEHERIE IR S5 as SC B ASIN S B 45
a BN FNE

# CORS: Whitelist of origins allowed to contact IMP
# Syntax Documentation: https://nginx.org/en/docs/http/ngx_http_map_module.html
map $http_origin $cors_header {

# default value

# by default no one is allowed

default "'

# List of hosts allowed to access IMP
# "~*A(https:\/\/YOUR_CONNECTION_SERVER_DOMAIN\.com)$" "$http_origin";
}

b 7E default ''; 1T, WA DAL L GERIEAERIR S BRI 7.

B, A e R ) JMP Server IR AR 55 #5551 1038 44 52 www . testhorizon. com Al
www . prodhorizon.com, WEZSINIATAN F I DT N AR
default '';

"~*AChttps:\/\/testhorizon\.com)$" "$http_origin";"~*A(https:\/\/prodhorizon\.com)$"
"$http_origin";

5 (R4 nginx. conf ST F A,
6 fiTH] Windows JIR S5 BRER T T B IMP V-5 IR 55
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ELIE JMP Server FEFHEIEER
g

GRABEAE W) IE JIMP Server 25 RIS T SQL Server £d 7223501,  A3A 205 % VMware JMP
Server 551 ORI 6515 B

AFETHE T LA 58

L VMware JMP ¥ & IR S5 E U 2 5

m 5 VMware JMP SO s IR 55 0 B0 e s il

B3 VMware JMP FE & IREEIBEE AL

IS 2eSE JMP Server I SQL Server XURFEER, AELFER VMware JMP -4 1%
42 5] SQL Server Kt KR AR5

RS

A SAT IR E BRI A B JMP Server FA/LHHUEUR S B .

H B

1 £ JMP Server 1-HLH1, {if] Windows JIR&5 7 FEsE T L4511 VMware IMP Platform Services i
o
a A8 Windows FF#EIbR, SRS 5EHEETT .
b 7E “iaf7" MIFHERFTH SCAREEN services.msc, SR HGHAT

c A “IRSST BN CIRES (AHh)” ERRH4LE] VMware IMP Platform Services, Z&J5 &
1k

2 GRS T IMP Server AW N AT TS0 2 —PA4T /T ODBC BURIREERAR & [

m C:\Windows\SysWow64\odbcad64.exe

m C:\Windows\system32\odbcad32.exe
3 ff “ODBC ¥l Has" %, Hii R4 DSN, SRSfE “HIHURR” fkrhiest svmanager.
4 HilERHE.

FiEor “Microsoft SQL Server DSN il 115,
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5 RT3k,
B SSR IR AR AR ST ER SARAEH BT 5 B
TPz i R P NI ESSR ID FIESRS#EAT SQL Server BH35eiE.
TR SCARER NSRS, JRF B R —38 .
BN —25, MiCds HBCERIASIR A B A B
RE5ER.
B lor “ODBC Microsoft SQL Server 2353”7 11, Horp 4o ST B Egn s Ho
10 A5 RS, SRS R DAAkS 5 VMware IMP Platform Services R3510%5Y.

11 {FHE¥ 550 VWMware IMP Platform Services k5520, Btz S NE] VMware JMP ~F-5 ik
SR R S

a LU RSO SCARSGR #s, fTH C:\Program Files (x86)\VMware\JMP\com\XMS\config
\database.yml HiF R ZEAC EL AT

b & username JEMFTAEINTT, RIGIEIZA TR password JEIEFRA—"H117 0
c  HINEOIEASAE R, PMERPL R R~ R,

© 0 N o

password: new_password

EEET LS5 VWMware IMP Platform Services k%5, ¥ HhM database.yml SCfF
HRZERIZ B .

12 972 Z5) VMware IMP Platform Services JIR% .
a Akl Windows FFEEIEbR, RGBT
b 7E “iafT” AIEHERFTFE SCAME#EN services.msc, SRIGHHAE.

c fF “IRSST B “IRSS (Adb)” Ei& %] VMware IMP Platform Services, Af5HLE
3.

BESE

QAR AR BUET VMware JMP SO L AR 558 IO B sk s B, BRI T1Z 458 E . 152 b T
VMware JMP SCPFH IR S5 118 s e 0

E3 VMware JMP X 4= ARSHEIREZ

WIFIERAE2%E IMP Server I /11110 SQL Server X4, L4701 HET VMware JMP St 52k
55 T T 1E4:5) SQL Server £5dfs et B st

AR
HASE AT IR B PR S JMP Server AU EE A5 E.o
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Bz

1 4F JMP Server -EHLH1, 1#i]T] Windows JIR 257 H#E T H{= |- VMware IMP File Share Service it

o

a A8l Windows FFERIAbR, IRJGMebz T .

b 1

AT ATEHERIFTFFSCAHMER BN services.msc, SRS LHAE.

c fF “IRSS” EHM “IRSS (Adb)” EA%H14%) VMware IMP File Share Service, #RJ5Hd{Z
1k

2 Hg VMware JMP SRR RS 0S50S . ARYEAE JMP Server 22285 [RI{# 111 SQL Server 112

eVl

Ko

A E B 2 2P B

n AT SQL e bR

1

St C:/Program Files (x86)/VMware/IMP/com/uem S 13, SRIGAE A giEashiTIT
db.json 1,

DT password 4%, IR E N AHE 2258 JIMP Server J5 6121108 SQL Server £ds
FERR . VAN E— Rl

"jmp.production”: {
"server": "MyOrg-DB_server\\SQL2014",
"database": "MyOrg-database",
"userName": "sa",
"password": "new_SQL_password",
"stamp": "nnXXpIIGeImfPIWbuOYAQA==.ED1k31CqSubg6Y2uIwSSgw=="
}

3 PR ZS R ORGSR RS
AT Windows S 56 b feAsiat:

1

VMware, Inc.

S C:/Program Files (x86)/VMware/JIMP/com/uem X f3k, SRIGAE ARG RS AT
db.json X},

B SN A B LI NA, T <IP address> S SQL Server 1411 IP Hbik, i
<Database name> &A1 & A& #4740

{
"jmp.production": {
"connectionString": "Server=<IP address>;Database=<Database
name>;Trusted_Connection=Yes;"
}
}

DRAFZSC IR HSOR G A o

33



VMware Horizon JMP Server 2511 EHH5 RS

3  HE¥)EE) VWMware IMP File Share Service.
a AR Windows FHAIEIbR, R EPRETT .
b AE “iaf7” MIEHERFTFF SCAAMEFEEN services.msc, RfFHLHIE.

c 1F “MRSS” AW RS (AHb)” E A& E] VMware IMP File Share Service, RJ5HE
Bo

RESR

IR EHT VMware JMP S IR 4 ISR PR TP S B, LT R 55 T
VMware JMP - I 55 R e 5
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ITRE) JMP Server 31T PEHERR

A2 . IEAEM JMP Server SUIR FTREES BB S o AT LU AT h 3 (O M HERR (5 S .
AREEDHE TP E-L:

s “JMP Server AT g

w ISR P A e B O

= 13 JMP Server

“JMP Server AR A” ik
ICEEREE]) JMP Server 521,

i 7R

1E# 1 Horizon Console 7/} JMP Server S24lINf, TIRESsE RIS BB IMP Server A H.

H SIS ANN ARG EIX (The JMP Server you entered is unavailable. Modify your
entry or try again later).
g
HELZ RN B T RE R A AT 200, e R PRI Ik, B IA N &R i fE B
fRIRTFTER
1 WERUEBEIERACE .
14 JMP Server it 7 TLS ik -BARIZ A EHE o
2 e JMP Server URL )5, M Web I as i é7 HTTP Wi,
WORA R BT DA Mt ) HTTP Wisy,

{errors: {}, error: "Insufficient Horizon Privileges", code: 400}
code: 400

error:"Insufficient Horizon Privileges"”

errors:{}

T E R A BT 7257 2] Horizon Console (1) F ik P R A BE DU
a 7f Horizon Administrator H1, 75t View fiE > &= R,

VMware, Inc.
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b fF “BERLY wkSH, BRI RO T MK P ol <domain-name>\Administrator (i~
& BUILTIN\Administrator) , Jf HLg o ic 1 52 B B DURFAL

¢ WHE L RAYSE BUILTIN\Administrator, 155 1] VMware Horizon 7 xS 7.5 4TI Ho R FR g
I

AE ISR BBPRAVE R, 152 (Horizon 7 FEIEHT ) SRy “EEEAIAGAER” .

3 WIERAE Web pYE#SH) HTTP Mg /7 500 MR I4 5. {"code" :403, "error": "Error: Unable to
verify Horizon JWT","error_code":"1044", error_type":"horizoantVerificationError"}ﬁﬁfuﬂ@

JSON Web 4% (JSON Web Token, JWT) J4E., ##fifk JMP Server 4Ll Horizon Connection
Server EHLZ AT AIC A TS .

i 712 Horizon &38R %755 JMP Server 412 [HE TR bR AL (% B,

FIRS K AZEE HEIR

FACEE RIS JMP Server B RME AR SS K - H P35 hd a4 228 ] JMP Server SEFIET(T:
Zin, SURRIERIEE

PRIV T 260 (5 B 50 JMP Server #8575, 7] fif 1] Ruby on Rails #1il] &5 BUHT 7% E JMP Server
SQL Server % 2 b

{1/ Ruby on Rails il &5 EX5 M RE SN PRSI ™ HEEEN . QR AAZE Ruby on Rails 71l
8, AR 4 )12 T %, SRR T AR P A HH S TR
i &

(B i) JMP Server ST JMP Sl TARRALSS I, WIRESERIVL MR —.

Error 1: "errors":{},"error":"Login failed","code":500}
Error 2: "Unable to contact AV Manager"
Error 3: "Users search fails in IMP Assignments"

RE

QAR R AR . JMP Server SIAFII (AT I 550 %54, i JMP Server {57 fif HIH %5465, 4

AIHEE B FSUAII AR > — . RN T Horizon 7 JIRS5MK P, TIREHHIREE R 1, QIR F M T App

Volumes Manager x50 Fbl, s iz kS e o], nIREHIIEE 5 2, W3 T Active Directory

(AD) 4, TIREHHENEE IR 3,

fRRAR

1 M JMP Server 341 1) Windows iy 42 <~ H1, Si2] JMP Server XMS Il & /15, 550
Ruby on Rails #5fil& .

cd C:\Program Files (x86)\VMware\IMP\com\XMS
svmanager_run script/rails c production
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2

FIUHT SQL Server Fdk E LI, 5 LA N Ruby on Rails #5564 .

% 8-1. BFE# SQL Server HIEEFZFHMHGHS

Bl

Ruby on Rails #%#] & a4

TE¥r Horizon 7 2504, a=Xms: :Service.find_by_service_type("horizon™)

a.password="<new_Horizon7_password>"
a.save

3 App Volumes Manager #5751, a=Xms: :Service.find_by_service_type("avmgr")

a.password="<new_AVM_password>"
a.save

T4 Active Directory 251, a=Xms: :IdentityService.find_by(netbios_name:"<ne

tbios—-name>")
a.password="<new_AD_password>"
a.save

3258 Dynamic Environment Manager S5/, 154 1 Horizon Console (1) UEM Zelii < 1114
8 UEM SCHSEEIEAE

152 { VMware Horizon Console F5EEfEF ) SCRYHIY “Zft User Environment Manager it 15 S

" ”
jji?"f IE\ o

H

FEOWSRIEEUET T AD B, NAZIE B ET JMP Server SQL Server A AD #isH, KR
F{HE% Dynamic Environment Manager (15541,

H#E JMP Server

PR B 0T FE 2 IMP Server 1 AEfiEHR L,
S R4 1 24 s B e HAth 75 R P RS gl 14, JMP Server

ARG

A B A IEHE PR RCR 13 JMP Server,

FEEIE, JMP Server 217, M 5% JMP Server J5H[1f 45 Dynamic Environment Manager fic 21
=, iz (VMware Horizon Console #3457 ) Hiiy “Mif% User Environment Manager Fiil /i 52

{ ”
[SPIan o

FTIT Microsoft Windows 1) “FRFFFIZIAE” 5.

Pilan, HEITaE >%E >RG5 >N HRFATIEE.

ME BN R PP A e VMware JMP.,

TSR ECEER, IR, ARSI SR R
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BESE
T2 %E IMP Server, 1< E40E B, 1S4 JMP Server SUAY,
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