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Linux 4> &2 BRIAREINE Horizon 7 for Linux WH R EIAS
Ubuntu 18.04 Gnome Gnome Ubuntu, K 5iTfiFREE (KDE), MATE
Ubuntu 16.04 Unity Gnome Flashback (Metacity), KDE. MATE
Ubuntu 14.04 Unity Gnome Fallback (Metacity). KDE. MATE
Ubuntu 12.04 Unity Unity

RHEL/CentOS 6.x Gnome Gnome. KDE

RHEL/CentOS 7.x Gnome Gnome. KDE

SLED 11 SP4 Gnome Gnome. KDE

SLED 12 SP1/SP2/SP3  Gnome Gnome

SLES 12 SP1/SP2/SP3  Gnome Gnome

NeoKylin 6 Update 1 Mate Mate

S ECAE HASCFER Linux 45 % Eart 8 RO U S TBRS,
T4,

T PO Linux S FERAVGERE R (B RbrR:) I,

TEATHATVA N DG FE 4819 Linux 5%

A% KDE Fil MATE 52 BRI F B B Rk

(SSO). Bzl 4 1-6 HhAI 1Ay 220 %5E KDE i1 MATE,

{E{# 1] SLED 11 SP3/SP4 . RHEL/CentOS 7 #1 Ubuntu 14.04/16.04/18.04 43 % ), SSO Jik s
KDE 2 iififei. BAIiTF sl NS/ GEX i e 2 Th e

1 BRI IR LRSI Linux 20 R QIR E R S

2 EHIRRE Linux 25 & fiad 14 1-6 AR a2 o
®16. ATZREANENGT

Linux 77 £ £ RS HIER M EEERUN RS a4

RHEL/CentOS 6 KDE

# yum groupinstall "X Window System" "KDE Desktop™

RHEL/CentOS 7 KDE
# yum groupinstall "KDE Plasma Workspaces"
SLED 11 SP4 KDE .
# zypper install -t pattern desktop-kde
Ubuntu KDE . o el
14.04/16.04/18.04 # apt install plasma-desktop
Ubuntu 18.04 MATE 1.225
# apt install ubuntu-mate-desktop
Ubuntu 16.04 MATE 1.16
# apt-add-repository ppa:ubuntu-mate-dev/xenial-mate
# apt update
# apt upgrade
# apt install mate
# apt install ubuntu-mate-themes
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Ubuntu 14.04 MATE 1.8 .
# apt-add-repository ppa:ubuntu-mate-dev/ppa
# apt-add-repository ppa:ubuntu-mate-dev/trusty-mate
# apt-get update
# apt-get upgrade
# apt-get install mate
Ubuntu 16.04 Gnome Flashback . .
. # apt install gnome-session-flashback
(Metacity)
Ubuntu 14.04 Gnome Fallback 4 . T i el
(Metacity) apt-get install gnome-session-fallbac
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= 3T Ubuntu 14.04/16.04/18.04 11 RHEL/CentOS 7.x, iffdi[T] 4 1-7 mhfifs Hik
B /etc/vmware/viewagent—custom.conf X A-H[{) SSODesktopType 121, LLIEEHT SSO (5
IETpZS:

% 1-7. SSODesktopType &I

TR SSODesktopType HEFIEE

MATE SSODesktopType=UseMATE
GnomeUbuntu SSODesktopType=UseGnomeUbuntu
GnomeFlashback SSODesktopType=UseGnomeFlashback
KDE SSODesktopType=UseKdePlasma
GnomeClassic SSODEsktopType=UseGnomeClassic

%[ T- RHEL/CentOS 6.x fil SLED 11 SP3/SP4, #ii|- SSO 2% 1] KDE, 1
M /usr/share/xsession HEH1F%: KDE 5ol > AA-LAINGO BT S0 5 S0, ldn, AT R i
géﬂﬁ{(\o

# cd /usr/share/xsessions
# mkdir backup

# mv *.desktop backup

# mv backup/kde*.desktop ./

WA B e, I P A s Eg 5 15 4L Linux 5270, 4 BEfl KDE Bl F—4> SSO 2 1E i
BRI o

IR EAE R 2 S EAEN Linux 5210 F2EH T SSO, MITCHERGTRTIEFNAIAEAT R, & T PorE
1% Linux ST, A B AT AR S AL .
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ZEEERY

VMware Blast Extreme 247 8B Y (UDP) A&t il il (TCP), WIZ&IR I 25401 UDP A TCP
HOVERE, gk F RS, T AR A 25 55415 ¢ UDP 5 TCP,

m QRIS R (BIanALT R (LAN) BRBE ) 1Rk TCP,

w QURMIZSAHRZE (BIARAL T 3300 (WAN) BREET, AR Rl R A B R (0 BRI TRER )
1L UDP,

LR es T H (B4, Wireshark ) SffiiE VMware Blast Extreme {#iJ{][{))& TCP if4& UDP, HJ{ii ]
NI 410 (i Wireshark ) 7E 853 R4,

1 I Linux BB T 30143 Wireshark,
%JT- RHEL/CentOS 6:

sudo yum install wireshark

X1 Ubuntu 14.04/16.04/18.04

sudo apt install tshark

BT SLE 11/12:

sudo zypper install wireshark

2 {#i[f] VMware Horizon Client 3% Linux 5if .
3 FTTE e TP Fars, ka4 s VMware Blast Extreme {1111 TCP &tk UDP B4,

sudo tshark -i any | grep 22443
USB HoiE MANE Fitdl s e 7] (CDR) THARA 5 S A AR o QISR IIZE AR (ilAy 520,
JFAEANRERMSR R ) , A REST %z, FHEEA T, AN TResB Rl MEE.
SRS A RS . AEXRIEOL N, SO R NS
oA Linux SEHAE R USB ks

m  USB Hdloikse A, lan, FERRIRMSCHy, SRAFHISCAE FTRE/N TR SCf .

T USB EE [ VHCI IKZhTEFF

M Horizon 7 JiixA 7.1 for Linux SL[f46, 28F USB EEMIRE. HIhREHIS T USB [ LA Lz il gvkz
(Virtual Host Controller Interface, VHCI) ISR SRS . 6 2iE+h VHCI BREDFET A4 fE S +F USB 3.0,

Horizon for Linux 2R 5 0082 3705 Linux 23 & SIERANAZT VHCI BXBhAEr — ki Scfh. d5P: USB
TERIDIRES, 2R a2 VHCI IshEF . & 1-8 il T Horizon for Linux 2R AR 22 250 2RIA N
KA

VMware, Inc. BT AR o 18
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*1-8. BUIAWIZRRA

Linux 4 %13
RHEL/CentOS 6.9

RHEL/CentOS 6.10

RHEL/CentOS 7.5

SUSE 12 SP2

Ubuntu 14.04

Ubuntu 16.04

Ubuntu 18.04

AR Linux 228 TIPS S Horizon for Linux 2R B A SR ARAANE], SAZIM

RRAPIEERA
2.6.32-696.€16.x86_64

3.10.0-862.€l7.x86_64
4.4.21-69-default
3.13.0-24-generic
4.4.0-21-generic

4.15.0-20-generic

2.6.32-754.el6.x86_64

https://sourceforge.net/projects/usb-vhciffiles/linux%20kernel%20module/ T #; USB VHCI JFHAS, R)F,

WA VHCI SXENRE IR IE T4, FHAE Linux R %0 b2 B A= it — dE i S ffo

& VHCI SMENFE 238 A0 2 Horizon for Linux Z [T 5E R .

NEURSHTRRART) USB VHCI X R IR, AR 1-9 Hhitar &0 Hdb i, SRR 2 e A

Linux 2% . B0, WsRAE /install_tmp/ Hs MRESE 2% X VWMware-horizonagent—1inux—
x86_64-<version>—<build-number>.tar.gz, J7., full-path_to_patch-file

J& /install_tmp/VMware-horizonagent-1inux-x86_64—-<version>—
<buildnumbers>/resources/vhci/patch/vhci.patch, FZ3{li M patch ay4 i

# patch -pl < /install_tmp/VMware-horizonagent-1inux—x86_64—-<version>—<build-

number>/resources/vhci/patch/vhci.patch

% 1-9. FmiFH =L USB VHCI IKZhiEHE

Linux 4" %15
Ubuntu 18.04

Ubuntu 14.04
Ubuntu 16.04

41%H22% USB VHCI RFEFNS B

# apt—get install make
# apt-get install gcc
# apt-get install libelf-dev

2 IR VHCT EDRET

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch -pl < full-path_to_patch-file
# make clean && make && make install

YR 2 VHCT IR a7

# tar -xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch -pl < full-path_to_patch-file
# make clean && make && make install

VMware, Inc. {82 FTHFUF .
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%= 1-9. HiFFH LI USB VHCI IKZFEE (47)

Linux 4 %15
RHEL/CentOS
6.9/6.10

RHEL/CentOS
7

SUSE 11 SP4
SUSE 12 SP2

$RIEIEEE USB VHCI IRE RIS EE
1 R,
# yum install gcc-c++
# yum install kernel-devel-$(uname -r)

# yum install kernel-headers-$(uname -r)
# yum install patch

2 GiiEITLsE VHCI KB .

# tar -xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch -pl < full-path_to_patch-file
# make clean && make && make install

1 WE Y PR R

# rpm —qa | grep kernel-default-$(echo $(uname -r) | cut -d '-' -f 1,2)

TR M AT N R bR B, AR AR kernel-default-3.0.101-63.1, 34,
M HT AR 3.0.101-63.1,

2 AR,

a AT SUSE 11, et YpiNAZARVCA Y kernel-source A kernel-default-devel #{)tu, Bl gcc
Fl patch B,

# zypper install —-oldpackage kernel-source-<kernel-package-version> \
kernel-default-devel-<kernel-package-version> gcc patch

1540 :

# zypper install —-oldpackage kernel-source-3.0.101-63.1 kernel-default-
devel-3.0.101-63.1 gcc patch

b T SUSE 12, %% kernel-devel. kernel-default-devel. kernel-macros Fl patch fftd,

# zypper install —--oldpackage kernel-devel-<kernel-package-version> \
kernel-default-devel-<kernel-package-version> kernel-macros—<kernel-package-
version> patch

15140 :

# zypper install --oldpackage kernel-devel-4.4.21-90.1 kernel-default-
devel-4.4.21-90.1 kernel-macros-4.4.21-90.1 patch

3 G L VHC B RET .

tar -xzvf vhci-hcd-1.15.tar.gz

cd vhci-hcd-1.15

patch -pl < full-path_to_patch-file

mkdir —p linux/$(echo $(uname -r) | cut -d '-' -f 1)/drivers/usb/core

cp /lib/modules/$(uname -r)/source/include/1linux/usb/hcd.h linux/$(echo $(uname -
r) | cut -d '-' —-f 1)/drivers/usb/core

# make clean && make && make install

H H K H K
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GNSRAER Linux R AR, RO g i P EE T 2058 VHCI IRy, {EJCHH0g 4k Horizon

for Linux.,

L P LA S PAT Ubuntu 16.04/18.04 R Gy BIZSARIEE, S VHCI IXEhAR s INSh A PRI 37 FF

(Dynamic Kernel Module Support, DKMS),
1 LRSS

# apt install linux-headers-"uname -r°
2 L a2 dkms,
# apt install dkms

3 HRHFIERN VHCI TAR X,

# tar xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch -pl <full-path_to_patch-file>
# cd ..

4 CBHEE VHCI JiSC- 23] /usr/src Hok,
# cp -r vhci-hcd-1.15 /usr/src/usb-vhci-hcd-1.15
5 QlEE—14%8 dkms . conf B, FEEHIRE /usr/src/usb-vhci-hcd-1.15 FH3EH.

# touch /usr/src/usb-vhci-hcd-1.15/dkms.conf

6 [ dkms.conf SCHEZRINPL RN A

PACKAGE_NAME="usb-vhci-hcd"

PACKAGE_VERSION=1.15

MAKE_CMD_TMPL="make KVERSION=$kernelver"
CLEAN="$MAKE_CMD_TMPL clean"
BUILT_MODULE_NAME[Q]="usb-vhci-iocifc"
DEST_MODULE_LOCATION[O]="/kernel/drivers/usb/host"
MAKE[0]="$MAKE_CMD_TMPL"
BUILT_MODULE_NAME[1]="usb-vhci-hcd"
DEST_MODULE_LOCATION[1]="/kernel/drivers/usb/host"
MAKE[1]="$MAKE_CMD_TMPL"

AUTOINSTALL="YES"

7 ¥ dkms FrEgs itk VHCI BXEDFE o

# dkms add usb-vhci-hcd/1.15

VMware, Inc. {82 HTHHUF .
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8 % VHCI IXZhFE)T .

# dkms build usb-vhci-hcd/1.15
9 2R VHCI WEhfT .

# dkms install usb-vhci-hcd/1.15

2D 70 vSGA BRI EBIHLIL
TEBIEEREE Horizon 7 for Linux RN, WAZI0KS A A7 AIAC 15 S E O MO 8 i/ ML

BB o NVIDIA vDGA FRERUAILEE ] NVIDIA P8R < o BdE fF] NVIDIA GRID vGPU [ E U LR
H NVIDIA [+, B5T NVIDIA YEREIE InE S o AT SOX S AL A7 (VRAM) 34 2 AT
B3,

B e AT 2D 5k vSGA EIEIIMEALE ] VMware [ R, HAABUX SR AN LIS L sk
= 77 (VRAM) K

» ESH

= 3D BAFRE

»  vCPU RN A7 E LA L EREEK

87 (VRAM) &8

¢ vSphere Client F6IEE Linux BN, iR 4 1-10 TR0 VRAM /i, Sk IR 1 5
RSO IS B3 B VRAM /R,

£ 1-10. 2D = VSGA Bz Wi VRAM iZE

VRAM X/ Eoanfig RRITPER
10 MB 1 1600x1200 & 1680x1050
12 MB 1 1920x1440
32 MB 1 2560x1600
48 MB 2 2048x1536
80 MB 2 2560x1600
128 MB 3 2560x1600
128 MB 4 2048x1536

X8 VRAM /i INIEEE . WAL B AT B Z SRR B, 15K vRAM S B BORHUE A i

MAERE .
TR R MICE TR BRI RN, 10 MB 2 i SR iRk vRAM K/h,
R RE NI LA B I BoRas SO A7 &, il UM U4 Linux AT
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57F Windows FERUL F—4F, Horizon HEREARSS#% 7 A2 HED/E Linux FEAUAL FECE VRAM &8 . 740
1t vSphere Client HF-Ehlid B VRAM K E .

4Ry Linux AT EELD vRAM KN IESUE /)N, I ATRES HHERLL I nf7e .

w RIS, IR BT R h

»  EEDEN AR IR TR RAERY MR BRI R

4R Linux BRI BoRaR B e D T Ibrir s, — i M ioRas 2 s s AR

U RAAE B TR B BN 21 [ Zhafi 7 (IR, T DAFRAE K vRAM K/, vSphere Client 5o ¥k
VRAM K/ 128 MB. aii R INER S 128 MB, A TF-shfEil vinx Fo B SCfE. AN R fils e
VRAM K/l 256 MB:

svga.vramSize = "268435456"

RESH

T LA Bords R Linux i, AU BN B 2. DRI LR LG 2 A8 — ik
S SUNNIIE

1 KR HLI,

2 {f vSphere Web Client 1, f7#ERTERNL, ARG EBRERE .
3 HLLMNLEIE R, SRR,

4 HLHEEE ., NEREERIT.

5 N ESEEFME.

6 FhFE AR

LR E DL MBS S

® ¥ svga.autodetect % M false,

svga.autodetect="false"

o R EORESECEAS A (KFERTE ) 15T svga.maxWidth 11 svga.maxHeight i, —&ifis,
svga.maxWidth 1 svga.maxHeight {HAABUR KA BRI Wonasr. Blan, BE50FE 4 Mk
)y 2560x1600 1t rdy, AT EIL ME:

svga.maxHeight="3200"
svga.maxWidth="10240"

WMRAHEA B, EBIEHBRESH. 70, TABSILL F—A kB A .
BRI RES R, AL REE
= RIS,

" RN

VMware, Inc. BT AR o 23



¥ Horizon 7 for Linux S

w FERY KRR RS

8192x8192 R Rz M5 K /MR

%+ RHEL 6.8/6.9/6.10/7.3/7.4. CentOS 6.8/6.9/6.10/7.3/7.4. Ubuntu 16.04. SLED 12 SP2/SP3 fl1SLES
12 SP2/SP3, 2D Fl1 vSGA i Kt i/l 4096x4096, {F1a{T xrandr a2, i E—1T8 5
maximum 4096x4096,

ST Ubuntu 18.04. RHEL 7.5 Fll CentOS 7.5, 2D #11 vSGA [1ix R hisE /N A 8192x8192,

BT Ubuntu 14.04, @225k BB 5 Ubuntu T8RO IB ALY, T2 5] N GZPR

2 B oRar R RE TR EIR T 4096x4096 1SR/, BEGa IIRGI, wI DL Mg 2

»  QURGELIUAHEALE ] VMware SRR 11 (HWvAT) Sl RRAR, welbl M TE IR BT vMx
Pl S

mks.enable3d = TRUE

W BRI 5, Linux 3ERZ 1K 3D Dhastis4a ik - A2y, 5140 Chrome, {HJ2, iXFEHATAHE
25520 Linux AZIMERE

w UUEREIEEALAT LA VMware BECRRRAS 10, E7EREABUIT VMX SCHEHRETIDL AT

virtualHW.version = "10"

I fiF ke 75 2 A58 11T RHEL 6.8 #1 CentOS 6.8,
BRI 77 Z€4F Ubuntu 16.04 2% FidiH, 0225k A B 5 Ubuntu 1745 R S i ME T

vCPU HINFIZE

P 2D B vSGA SLHIMERE, 154 Linux BRI S £ vCPU FIFE AT, Bild, %' 2 4~ vCPU Fl
2 GB [E#INLE

WFEZAEoREs (A4 DNEoRES ) BB, AR S 4 4~ vCPU 14 GB EILINAT .
BHPE 2D Bk vSGA SRR, E NI E 4 /> vCPU F 4 GB BN

3D BEFIEE
TE vSGA £ i ned IR B RE, TR 3D BAF K E N 1 GB B K.

£ Linux £ H_ LA ESETME
EA SR IMEDDAE, T DLOgas At T AT 1Y Linux o s m2ih .

SEMMERNREER
LY FFEARTMEDIAE, 5 Horizon S5 dAZIH e R o
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T 1N SEMERNRFEEXR

Sk R

B ARG SRR BRI EZ L ACAE R i AR 45 2058 1716 T Windows . Mac & Linux (1)
Horizon Client 4.10 s B EpfioAs, 750, A% HTML Access 4.10 a2k 3 SihioA.,

Linux zLfEsa i WAZHE Linux FEALLARH 222 Horizon Agent 7.7 BB iR . IAZ0FE S 1A A VDI 23]
S ELDRE

PPN S5 7% IR S5 fs B T A A ATIE

TR VMware Blast

A A fE IS n M EDIRERI (S L, 1152 Horizon Client SCRY,

TR E X HPIEERTENMEIZT

1t /etc/vmware/viewagent—custom.conf XA E DL Mkml, DR A i EDDRE
m  CollaborationEnable

1E /etc/vmware/config LA E DL delin, DARC B S UM ES vh IR TR i

m  collaboration.loglLevel

m  collaboration.maxCollabors

m  collaboration.enableEmail

m  collaboration.serverUrl

m  collaboration.enableControlPassing

THZBUAE Linux SLIA RSO RS eIl T A 245 B

SR EThBERIFR

P TCEAEMEL TR LL P R ThRe .

= USB fiE]

T E

w RISl T A ]

= R REEMN

w SR E

PTG T E S i P B e R S T 4 e o
AL — & & P AL T2 e

VMware, Inc. B AT AR .
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HREEBEBHES Linux EHIL

W Linux SRS EGIEE Linux BRI, FHHAERIRE R Z A TR S 3
ARTETHE TPAF 3278

QUL Linux

e R AE R Linux THEAL

m 225 Horizon Agent FOARHI {1

B BN FHZZE Linux

5P LATE vCenter Server H1A7E Horizon 7 W& AR M PRt T S ESH RE N L. A TE RN b2
Linux 25 % f4.o

AR &Y

m IALRROESE N R FF Linux SEAIFOARDCEK . 1254 Horizon 7 for Linux 1) A4 2K,

. FORACTE vCenter Server H G EEINIFNZ R PR ER LN P . 1655 (FF Horizon 7 H1ik
READLSRIA ) SCRYHRR) O RE S R AL o

n HCRITSI T RN Bonas i B A7 (VRAM) X B E0K . 1523054 Horizon 7 for Linux [19 &% 50K
o
1 ¥ vSphere Web Client 5t vSphere Client 1, A@ugr R,
2 i HE X
a  frEREELL, REREEERE.
b #H& VCPU oA AR/,
A RS E , TR Linux 43 & A0 228 e rg rh it e
51, Ubuntu 12.04 $57E 1L E 2048 MB /£ 2 /> vCPU,
c EEER R e Bonas SO M B AT (VRAM) ER/N,

W] 2D Bk vSGA IR (il VMware BXzhFEf 7 ) , if5{E vSphere Web Client 113 vVRAM
F/Ne VRAM {6 vDGA 5 NVIDIA GRID vGPU ML ({81 NVIDIA BXEIFRT ) AT 500

BT R, 13548 Horizon 7 for Linux [ A Ze sk e o 152048 F A7 TS
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3 TP AL Linux 77 &£,
4 B TRERE Linux 23 & SRS .

%5 Horizon 7 for Linux (1A Z ORI “ RIS #553, AT EZAE R,
5 MR RG NN 127.0.0.1,

HIZEEREAEBERF Linux iTEHL
i Linux JHEHLARERLZE Horizon 7 HSS i FRESUE, (A B THEIIESS

Linux FEALAGIR] DLS &R IR S 2 (5, RIS Horizon 7 A T DU BT 55H L. RAZIAE Linux 15T -
B %%, DA Linux THEATLRTDAGE I 52 2R 44 (FQDN) 3R IR 55 25 S T ping #E1E,

Open VMware Tools (OVT) #4454 RHEL 7. CentOS 7. SLED 12 A SLES 12 541 | antfsess
AT — P AL E i s, AT DAELL P ARkl 2P 8R4 % 5, i B4 17 i F2hisf 4
RERLF S22 VMware Tools,

QIFAEH] Ubuntu16.04/18.04 THEHL, 7R IZ AL 2058 OVT . Wik ke izt LA R fE s, 45

FAIABRE LU A2 R 1 52 5, SRS TIVA R4t Ubuntu 16.04/18.04 1HEIHL |- T-5h%4 OVT:

apt-get install open-vm-tools-desktop

AREH

AT AE vCenter Server G TN (VM), FEH O AEREIIBL F 22358 745019 Linux 43 % £

m HORAGAE Linux BERINL A2 VMware Tools [AEEE, 15205  vSphere RERIFLEHE Y ok
i “AF Linux BRI P Fshze ik 74 VMware Tools” .

m HORAICE Linux SEUAIAC E A Al iEid DNS AP IR . XS P ERAANFIRY Linux 43 & GO ARRAS T S
HXRH, WS Linux 55 & ORI A SCRS

1 7F vSphere Web Client &k, vSphere Client H1, £ VMware Tools FEfUfEEF:EE BN 1o

2 4 VMware Tools Ze35FE 734 VMwareTools . X. X . Xx—xxxX . tar.gz, HFHEEE, R hEm
Linux 73 & AU e st .
vmware—tools—distrib IR HEINE] S

3 AWML, DA root P B sk, SRGH Tt .

4 fiizE45 VMware Tools tar 223552 730
Bl

tar zxpf /mnt/cdrom/VMwareTools—x.X.x-yyyy.tar.gz

VMware, Inc. BT AR 27



¥ Horizon 7 for Linux S

10

11

D

oA TLERERR T A ¥ VMware Tools.,
A TEAN Linux 43 & S A RERS A AN . Flan:

1A 8]

cd vmware-tools-distrib
sudo ./vmware-install.pl -d

MWHEIEN N, LZRBEF X a 15 e haia{T vmware—config-tools.pl Ft'F XA
1F /etc/hosts SCPEH, 4 Linux PR EN LML E] 127.0.0.1,

)T RHEL. CentOS. SLES 1 SLED, #iTFahf FALZmEsE] 127.0.0.1, FohAS H a3
Ml#o *T Ubuntu, AFEEHATIZEEE, FOVERABLS EA1Z . ARt S s e th A A T B,
A Ry pa ok B rp 208 I i

T ANRAEZ5E Horizon Agent i B Linux HHENII LY, BATITE /etc/hosts SCAFHREE 1AL
ZILEE] 127.0.0.1, BN, BAke i TIHENLE .

T RHEL 7 1 CentOS 7, HHIAC 2E] virbro,

virsh net-destroy default
virsh net-undefine default
service libvirtd restart

fififA & #5111 Horizon Connection Server 53] LAk DNS fifhfr .

FCE Linux tHEIAL, DAGEERIAZA 7900 5.

WBITRBIAAN 5, Linux SEAREIEH T /5.

FERCE A T OpenLDAP JIR S5 3E4T SH %kt Ubuntu tH5EHL I, AN Bk E e IR E s .

12D BRI Y LAFE Horizon Administrator (1 “215” 01 ERY “H” RANEME Rz B a1 My
Rt /etc/hosts 1

a # nano /etc/hosts
b HhsEAIREE 4. Flin: 127.0.0.1 hostname.domainname hostname.
c RIS

X SUSE, 4] “iiit DHCP HSCENLS” o S FHAEIHA.

a f{& “Yast” 1, FlMZEE.

b i EHIAIDNS Tk,

c UMz DHCP Bl FA1&.

d HANFHAFEA.

e RIEE.

2% VMware Tools 2 Ji, WAETFH4 Linux N, ] VMware Tools Rl GE& & 11T, Eiaetb[n)e,
HZ http.//kb.vmware.com/kb/2050592o
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T Horizon 7 for Linux Sffi

%23 Horizon Agent Bk EiT &
Horizon Agent for Linux JL.47—%E Linux 23 & R AT FOMEII 4 . 7F 2% Horizon Agent for Linux 2 i,
I X ARSI A
AR
TIAELAE vCenter Server H1AIEEH REALAL (Virtual Machine, VM), I H E7EIZEEIAL - 2e3E Linux 2 % £,
3
1 ZREERNBI N ARZ ST DTF R . RAEFT B ER, LR F R,
® 2. wERBIE

Sk

Linux 4 %8 Ui ke

RHEL 7.5
yum install libappindicator-gtk3

SLED 11 SP3/SP4

¥ xorg-x1l-server T 5]

T 7.4.27.111.1 IR,

SLES 12 SP1/SLED 12 SP1 1 7B SUSE 12 LLs A SUSE f7i# 7 .

M SUSE friifiEE i xf86-
video-vmware T4 55T SUSEConnect -r G —e HFHEH
13.0.2-3.2 [l

zypper update xorg-xll-server

2 i xf86-video-vmware A,
zypper update xf86-video-vmware

SLES 12 2% Horizon Agent I, F535 ) SLES 12 Linux SL[4*%: python-gobject2,,
1 M SUSE 12 PUH T SUSE ffi# /.

SUSEConnect —r JEHHUIG —e HTFHEH
2 % python-gobject2,
zypper install python-gobject?2

Ubuntu 14.04
wget http://launchpadlibrarian.net/201393830/indicator-

¥ indicator-session {72k session_12.10.5+15.04.20150327-0ubuntul_amd64.deb
£ 12.10.5+15.04.20150327,

Py . L.

i ) sudo dpkg -i ./indicator-
https:/launchpad.net/ubuntu/wi o o500 12,10, 5+15.04.20150327-0ubuntul_amd64 . deb
ly/amd64/indicator-

session/12.10.5+15.04.201503
27-0ubuntut,

VMware, Inc. {82 FTHFUF . 2
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¥ Horizon 7 for Linux 5Ljfi

* 2. RERFIE (5)
Linux 5 E 6 R
Ubuntu 16.04

apt-get install python-dbus python-gobject

Ubuntu 18.04
apt-get install python python-dbus python-gobject
apt-get install lightdm

TE 225 R TP e lightdm 18 b oRAepge

2 %% Horizon Agent f{)R] e 44

. IRAENL R, RHEL Bt CentOS 6.7 %% | glibc-2.12-1.166.e16.x86_64, X1 AL SERLH
I, HE5R0E, SMERSRH L, ERIGZRIE, NI i 2 R 911bc THRERHTR
PN

sudo yum install glibc
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A Linux £Mi%E Active Directory
=S54

Horizon 7 i FHEI 45 1Y Microsoft Active Directory (AD) ZEAHAA KRS T H P S SG UERTET BE . A5n] LKE Linux
S5 Active Directory TEk, DU~ m] DLEE FEL Active Directory H il 2SR E) Linux S0

AREEVHE T AN 8

= ¥ Linux 5 Active Directory %/
m RE RN

= REEREREERN

®  Jy Linux 5JM%E True SSO

1% Linux 5 Active Directory £

HZ R 7 2 Linux 5 Microsoft Active Directory (AD) ££5%, I H. Horizon 7 for Linux 52 [HIANMA At
I AR 5 28 o

ELANPA N gk 75 % 0] FI-F Horizon 7 for Linux SEiER
m  OpenLDAP JIi 5%+ BLil B 3% ik

= 1% Microsoft Active Directory 1) R4t 44l 555147t F2 (System Security Services Daemon, SSSD)
LDAP S35k

= I\ Winbind i

= PowerBroker Identity Services Open (PBISO) 3 51iF

= Samba AU

WERGE AL T LDAP IfRITT 5, MAHEBBUEAUN A TAINAC E , (HATEEAE s R R A U S TR A

HAth BB

TN, AlE %S Microsoft Active Directory 11T SSSD LDAP SR EG UM T 5

{EF OpenLDAP RS2 HIE SR IGIE

AT DL OpenLDAP IR S5#8 00 J1] E18 S5 46 iF (Pass-Through Authentication, PTA) HLiI3K %14 Active
Directory %6k Hi 5 o

OpenLDAP F{iifl S IEUEARIR T Z FEAE DL M,
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SB

1 B LDAPS (EF SSL e g Hogusnll ) , #57E Active Directory | 235 uE 555 .
% OpenLDAP JI55 7%,

M Active Directory [i1] OpenLDAP JIxg5#s [R5 H F s B (RN )

Bic ¥4 OpenLDAP Ik 55 ARSI 23RS — MRt RE (40 saslauthd ) , IIERERTDAXT Active
Directory $if T4 0556 1E

5 ¥ Linux S EACE 6 LDAP % Suifr OpenLDAP IR 2585 1 ak I Fsd- A T S 5 56k o

A W0 DN

&% B $tXt Microsoft Active Directory B SSSD LDAP H4I&1E

Wt AF Linux S HR LS R 2e 2 IR ST ERE (SSSD), #4m] LA Windows Active Directory {1 1] LDAP
YUk

VA N A S B 4 SSSD LDAP S5 W iF i 5 % .
I

1 Z5/1 LDAPS (ST Lt fie Liid g F bl ) , F57E Active Directory JIR 5575 I3 Eub15
H&%O

2 FE P Microsoft Active Directory {ii /1] LDAP S5 5IE, F54F Linux S E SSSD.

EAMN Windbind EifR AR

BN Windbind $lififtoh 77 Z€ 235 Kerberos 1) S IGUEMRER 75 53¢, J&h) Active Directory JE4T S 336 UL 55
— Tk

i TIDA N P B T DN Windbind 3ol 7y %€ .
1 7 Linux 50 458 winbind. samba Fl1 Kerberos 41U,

2 ¥4 Linux ST I\ Microsoft Active Directory.,

RESR

QAR NN Winbind i 5 ek Hofth 5L T Keberos S M IR T 2, i B ERIN LI Active
Directory, ¥R ALE HT N3] Active Directory, #l4n, f#iTILL N4

sudo /usr/bin/net ads join -U <domain_user>%<domain_password>

XFF Winbind g s 5€, RTAGE AL N 5 AE se BERRE AL b asd TR T INN A 4 -

m i) SSH sk vSphere PowerCLI &5 5 R e B B M ERW Ui T1Z e S . AR EZE R,
THZMEE 8 i, AT sl il E B2 Horizon 7,

n iz A A E shell JHIAT, JHEE /etc/vmware/viewagent—custom. conf X1 Horizon Agent
RunOnceScript WA, AIBELEE, B2 Linux SHAT RS SOPE A ek,

VMware, Inc. BT AR o 32



T Horizon 7 for Linux Sffi

At & PowerBroker Identity Services Open (PBISO) B{35&iE
PowerBroker Identity Services Open (PBISO) Sy 356k /7 e SR TR IS I NIRRT 52—
BATPL R LRI T PBISO ¥ Linux 21\ %1 Active Directory,

B

1 M https://www.beyondtrust.com/products/powerbroker-identity-services—open/ T2
PBISO 8.5.6 Hi i kA,

2 {t Linux fEHUHL I 2% PBISO,
sudo ./pbis-open-8.5.6.2029.1inux.x86_64.deb.sh

3 2% Horizon 7 Agent for Linux.
4 fliff] PBISO ¥ Linux St A AD .
LU, 1xde.vdi £1844, administrator ‘&3& 174,

sudo domainjoin-cli join 1xdc.vdi administrator
5 NEMAFEEBRNCE,

sudo /opt/pbis/bin/config UserDomainPrefix 1xdc

sudo /opt/pbis/bin/config AssumeDefaultDomain true
sudo /opt/pbis/bin/config LoginShellTemplate /bin/bash
sudo /opt/pbis/bin/config HomeDirTemplate %H/%U

6 %i%E /etc/pamd.d/common-session A,
a BN A N session sufficient pam_lsass.so [1J17

b Bix—17i# )l session [success=ok default=ignore] pam_lsass.so.
TR T Horizon Agent for Linux 5, A & IHD TR,
7  %i%E /usr/share/lightdm/1lightdm.conf.d/50-unity—-greeter.conf A VA AT,

H SRS Ubuntu 14.04, 1] Tightdm fid & X440 60 1ightdm gtk greeter.conf,

allow-guest=false
greeter-show-manual-login=true

8 HWISIFAZ, RIRExR.
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RESR

7

71 Ubuntu £EAEE Samba BRI

Wk Jopt/pbis/bin/config AssumeDefaultDomain Wi % N false, WA

#r /etc/vmware/viewagent—custom. conf XH-H) SSOUserFormat=<username>@<domain> % £l .

{55 Horizon BN ve B2 B S M HAER,  Shyslte G e 17 ye BERE UM I 281 B AR N 22k DNS fiRk55

Ry S |inux 240K resolv. conf X, % Ubuntu 16.04 2%, 1F
] /etc/resolvconf/resolv.conf.d/head AR IAEEIATRE, FPE DL R RBIfE N HETR

nameserver 10.10.10.10
search mydomain.org

BEYF Horizon 7 Linux SEHEAEEHH ORI sl R UL =24 F SSO, 157F Ubuntu AZe 13 Linux R E
¢ B Samba,

££ Ubuntu 24 F3ATUA NP AT ] Samba XTEII va % Linux SEmEG TP BESIIN,, DI E] Active

Directory,
B
1
smbclient,
2 LA My 44%E Samba tdb—tools #f-fl.,
sudo apt-get install tdb-tools
3 2% Horizon 7 Agent for Linux,
4

£ Linux UL E, 2238 winbind Al samba BRAF(S, AR HAARAT AT, 41 smbfs Al

X /etc/samba/smb. conf Bl e AR TSR, HH AT LT ~BIRN A

[global]

security = ads

realm = LAB.EXAMPLE.COM
workgroup = LAB

idmap uid = 10000-20000
idmap gid = 10000-20000
winbind enum users = yes

winbind enum group = yes
template homedir = /home/%D/%U
template shell = /bin/bash
client use spnego = yes

client ntlmv2 auth = yes

encrypt passwords = yes

winbind use default domain = yes
restrict anonymous = 2
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5 XJ /etc/krb5.conf B & A T4, H B ISPIT UL MBI A,

[libdefaults]
default_realm = EXAMPLE.COM

krb4_config = /etc/krb.conf
krb4_realms = /etc/krb.realms

kdc_timesync = 1
ccache_type = 4
forwardable = true

proxiable = true

[realms]
YOUR-DOMAIN = {

kdc = 10.111.222.33
}

[domain_realm]
your—domain = EXAMPLE.COM
.your—domain = EXAMPLE.COM

6 LM NIRRT /etc/nsswitch. conf B S

passwd: files winbind
group: files winbind
shadow: files winbind
gshadow: files

7 WA ATEHIZIERCR, HAZH N RIE S DNS &4 0HD
8 1f /etc/vmware/viewagent—custom.conf /- E DL Nk, 2540 Horizon Agent for Linux £ {i#
] Samba 756 Linux BRI 30N o

OfflineJoinDomain=samba

9 HHSISAL, REEFER.

ML
RERRER
TR A LUESK (8S0), WA T2l E AP I,

Horizon H1 i 8552y 5 Linux FHf) PAM (IR SRS LRI ) 15, XA 40K Linux 5 Active
Directory (AD) Tl Fr i 1) 751 . Horizon SSO 1J LA T OpenLDAP } Winbind jX el Linux 5 AD
SRR TT 2 <

ERINEDL T, SSO fisE AD 11 sAMAccountName JE V2% 5% 1D, 215 {# /1] OpenLDAP 1 Winbind fif /s
%, A TA MRLE P ERAACR SSO ] IEAAI % ID:

= T OpenLDAP, ¥4 sAMAccountName #'E Jj uid.
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m N Winbind, CELL M iEAES INEIEL & S /ete/samba/smb . conf,

winbind use default domain = true

QSR POATR B R 2, A Linux 53] Fi%'H SSOUserFormat &1, fCHE LR, 1HES0
7E Linux (i) FRORc e SO p A s e, SSO WA KRB &, Hilan, i g mydomain. com,
SSO K ] MYDOMAIN 7E M4, K, 7E¥%E SSOUserFormat eI W25 E MYDOMAIN, & T4
WA, AR TR .

X[ OpenLDAP, %l KSR .

®  Winbind [F]i SZRERE R 4

AD 7 EFEE LR Tk =57, 1 Linux AR5, Rk, 7E#E SSO R, i AEAEE S A i
FRRFAT

7E AD 1, QiR Y UserPrincipalName (UPN) &1 sAMAccount JEEAITHEL, 1fo T8 1) UPN %
3, ) SSO KA. flan, WidAEdr AD mycompany . com 47— NI juser, {HAZHIFH UPN &1

juser123@mycompany . com [fijf~/& juser@mycompany.com, NI SSO ¥i&llf, fiiphprikrd,
sAMAccount HI{FIFIN A%, B, juser,

Horizon 7 ANESR I A X K/NE . AR Linux $0E 2400 DACEEARX 2 R/ NS 4.
57 Winbind, P ZEBRIAAX 9 KNG

= ] OpenLDAP, Ubuntu fii/{] NSCD X T b TS nieur, H HERAAX S A/NE . RHEL A1 CentOS
£ SSSD X H AT S IGUE, HHEOAX D KNG . EEROZEE, 19X
ff /etc/sssd/sssd.conf, J{7E [domain/default] &5 Nl FAT:

case_sensitive = false

AR Linux SEATHI 2 T 2SI, 162 BT ORE BT SSO HsLImEAT.

REERFEEM

TR EERERTEN, AP T B P IR,

e FEE @EE

{1217 RHEL 6.6 B 3 i fliARsl % RHEL 7.1 S S A S E SRR AR REE ) . 14 DDRRIR T 2261
m  View Agent 6.2.1 BB S fiAR, 12T RHEL 6.6 sl 5 AR s

= Horizon Agent 7.8 sk BT mihiA, T 11241 RHEL 7.1 S S iR AR ) S g

122 %E Horizon Agent i, #RABISEEE ] SELinuX, AL | PR ge R a e m i, oz 4 - 2RA
Kb, AXREZIEE, 1555 install_viewagent.sh iy 447180,

QR REAL_E S T ae R E M IhRE, vSphere Client (1) USB 5 & i) Joik i A HE 4 .
B REC I R — /N ERE R RS . WERBIAN S 2 R Sumik ss, AR ek
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e R EEA A YRR EI—MEP . Gk EAZAE, BN ERE s, HAB ISR 2
W%, AT M58 Linux 19— PR,

FRe-RIEMAE Linux 520 FS2FF PIV K. 7Ef# FHi&E T Linux 19 Horizon Client 1l PIV < AHRERE
TSI, AN PIV ZGERECE TLSVA.2 SRl G IR SSL e, 151 VMware iR 4 Cix
http://kb.vmware.com/kb/2150470 H iR frIfEE 72

{7 Horizon 7 ik Ax 7.0.1 sk B oA, 268K SSO A TS IR . RHEL 6 Eifi sz hE £ SSO, (H
RHEL 7 SIS FFZIIGRE

BEEEFEEMD
LCEERE REER , 1T MES.
1 FM Linux 23 85 REAIETRE OB RT IO U W s ik B AR R
¥+ 5310 5 Active Directory S5k, Wi RHEL 5ijfii'5 Active Directory tEi LA T REE M Rk
3 SEMREEREREEMERE, W0y RHEL SR EEGEREE M TR

% RHEL 2@E5 Active Directory &£/ LIHITEREFEEM

FF RHEL S0 7B 8ae R dE i, 15 Samba £l Winbind fife /5 5654 56 55 Active Directory (AD)
WA,

ATPABEFIVA M B RHEL SRif155 AD 8 s DAE TR REEE

W B ) — 2R U S RAHE AR R IR L P Sk, i, AD 3 DNS #48R. 1R i A AFH B
O ERIRCE R ENE L, A N aRrhfnd .

LR i

dns_IP_ADDRESS DNS # Wik 55w 1P itk

mydomain.com AD i) DNS &k

MYDOMAIN.COM AD I DNS #Fr, &Eh KNS5t

MYDOMAIN {4 Samba fIR 55 740 TAEZN B NT Jf) DNS £ 8k, 4l kS
Bk

ads-hostname AD JIRS A5 1ENL

& frizfT RHEL 6 B SRR E RHEL 7.1 SR S RS I _E SRR RE R IE A

i
1 £ RHEL SRfi b, ZEFrazmEra

yum install nscd samba-winbind krb5-workstation pam_krb5 samba-winbind-clients authconfig-gtk
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4 Horizon 7 for Linux Siff

2 G ARGEEIIME R E . FTJT NetworkManager &Ik, IR5 SHUE ARGt IPv4 Settings
(IPv4 #&'E). X T IPv4 Method (IPv4 J57k), 1516 #¢ Automatic (DHCP) (B Z) (DHCP)). 7F DNS /4
HEFT, S\ DNS AR 28t 1P Hodl, 285, il Apply (REFH).

3 ETPL RS, IEmiAER I RHEL S 5E 2R 2% 4 (Fully Qualified Domain Name, FQDN),

hostname -f

4 4 Jetc/resolve.conf BlE AR, Wbl NoRBId TR,

search mydomain.com
nameserver dns_IP_ADDRESS

5 7F RHEL S A% 2445 Linux (SELinux), Zwfit vi/etc/selinux/config s Kb, @bl For
15“2!:]}5}(4\@

SELINUX=disabled

6 ZifH /etc/krb5.conf BlE X, L RGBT R,

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN.COM = {
kdc = ads—hostname
admin_server = ads-hostname
default_domain = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

7 4 /etc/samba/smb . conf [t E S, @A oGP ATR,

[global]
workgroup = MYDOMAIN
password server = ads-hostname
realm = MYDOMAIN.COM
security = ads
idmap config * : range = 16777216-33554431
template homedir =/home/MYDOMAIN/%U
template shell = /bin/bash
kerberos method = secrets and keytab
winbind use default domain = true
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winbind offline logon = false
winbind refresh tickets = true

passdb backend = tdbsam

8 JTJT authconfig—gtk T HIFECEEE, @ NFx.

a UiFf Identity & Authentication (S FTSHKHIE) Lelli . %I T User Account Database (/i
JIEARPE), e Winbind,

b %&£t Advanced Options (E44%M) G, &5k Create home directories on the first login
(TEERERN QI F B FR) S,

c &Pt Identity & Authentication (BZFIEREGIE) i, X5 T Join Domain (JINI). 7F %
IR PLNEDSR AT SN, 15T Save (FR-4F) .

d  FEHBEE RN, M R H 2, SRE RS OK (BERE) .
RHY RHEL SEIEPE AN AD 43,

9 /£ PAM Winbind | ¥ B BEUFZEA7, 4t /etc/security/pam_winbind.conf il & S, PAEHAI5
PUR 7~ BIH 2R 94T o

[global]

# authenticate using kerberos
;krb5_auth = yes

# create homedirectory on the fly
;mkhomedir = yes

10 5155 Winbind IR %S .

sudo service winbind restart

1M1 ZEGUE AD N, 1HIs1 T R a2 TS A 7k EART Y o
®  net ads testjoin

m  net ads info
12 W59 R %, RIFEFER,
BRESR
79 RHEL S5 B B HE R E )

A RHEL EHIZEEGEFEER

i RHEL 51T FROFUEAE RIEEI, 2 SO IR . SCFF S (5 TR RGeS SIEROMR CA EH
BLKFFAEN PCISC Lite it BEAN, S Al KR TS A ST T

ATDARE DA P R RHEL SR B R AE R A8 1 o
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W B 2R U S R E AR R IR EC PSSk, 40, AD 33 DNS #4815k R AT E R
O ENRCEREN R R, A FaRrhfnd

LR HiR

dns_IP_ADDRESS DNS # WMl g5 1P ik

mydomain.com AD 5] DNS #7Fx

MYDOMAIN.COM AD It DNS £k, 2l kS50,

MYDOMAIN {7y Samba IR Z5#5(1 T E2HEk NT Je1) DNS #8k, &3S
25

ads-hostname AD iR 55 a1 A: 415

H {5547 RHEL 6 oM AR sk % RHEL 7.1 S5 m b S i b S Ry e R i 1Al o

AR &
¥ RHEL 215 Active Directory £ s DL TRV RE - FLE 1)

1 ZRrHRIE.

yum install nss-tools nss—pam-ldapd esc pam_pkcsll pam_krb5 opensc pcsc-lite-ccid authconfig
authconfig-gtk krb5-1ibs krb5-workstation krb5-pkinit pcsc-lite pcsc-lite-libs

2 R A MM (Certification Authority, CA) 4iF5,

a N MRCAUEP, U HMARI S ERY /tmp/certificate. cer H, G FAT SEHARLE ]S
MUEH LTS
b A MR CAUET, FHHAEEE] . pem XA

openssl x509 —inform der —in /tmp/certificate.cer -out /tmp/certificate.pem
c i certutil ap4-Kifi CA UE B2 5] R4 8dlifFE /etc/pki/nssdb Hi,

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem
d B CAUFBEHIE] /etc/pam_pkcsll/cacerts HH,

mkdir —-p /etc/pam_pkcsll/cacerts

cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

3 i3] Applications (RN FHFEFF) > Sundry (Z435) > Authentication (B3%F), 1tH Enable smart
card support (3 &R R H) Hukle, K5 Apply (R2H).
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4 GHIERE RIS, JTEPBIXEhRL T RS INE] A il A /etc/pki/nssdb i,

cp libcmPll.so /usr/lib64/
modutil -add "piv card 2.0" -libfile /usr/1ib64/1ibcmP11l.so -dbdir /etc/pki/nssdb/

5 1 /etc/pam_pkcsll/pam_pkcsll.conf Fif KL 4% module ¥, QLA ForBilrb R,

pkcsll_module coolkey {
module = 1libcmP1l.so;
description = "Cool Key";
slot_num = 0;
ca_dir = /etc/pam_pkcsll/cacerts;
nss_dir = /etc/pki/nssdb;
cert_policy = ca, signature;

6 4l /etc/pam_pkcsll/cn_map Xt DAEHAEROTLLFRBIRANE . ZOSRENNE, 155
bﬂ%?ﬁgﬁiquﬁqulHﬁHJ fj{ulgo

user sc —> user-sc

7 4 /etc/krb5.conf/ FLESCLE, abA R oRBI FToR,

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN.COM = {

kdc = ads-hostname
admin_server = ads-hostname
default_domain = ads-hostname
pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

8 4t /etc/pam.d/system—auth FCE A, DAL MR B s T.

auth optional pam_krb5.so use_first_pass no_subsequent_prompt
preauth_options=X509_user_identity=PKCS11l:/usr/1ib64/1ibcmP11.so
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9 H¥EEh PC/ISC ~rfatfE,

chkconfig pcscd on
service pcscd start

10 MR RHEL 4 & 02T H519 PCISC Lite A,
m X[ RHEL 7.x, 1i54%% PC/SC Lite hiuAs 1.8.8,

yum install git flex autoconf automake libtool libudev-devel flex
git clone https://salsa.debian.org/rousseau/PCSC.git
cd PCSC
git checkout -b 1.8.8 pcsc-1.8.8
./bootstrap
./configure —-build=x86_64-redhat-linux—-gnu --host=x86_64-redhat-1linux-gnu —-program-prefix=
—-disable-dependency-tracking —-prefix=/usr —-exec-prefix=/usr —-bindir=/usr/bin ——
sbindir=/usr/sbin
—-sysconfdir=/etc —-datadir=/usr/share --includedir=/usr/include --libdir=/usr/1ib64
—-libexecdir=/usr/libexec --localstatedir=/var --sharedstatedir=/var/lib ——
mandir=/usr/share/man
——infodir=/usr/share/info —-disable-static --enable-usbdropdir=/usr/1ib64/pcsc/drivers
make
make install

® [ RHEL 6.x, %% PC/SC Lite fijiA 1.7.4.,

yum groupinstall "Development tools"

yum install libudev-devel

service pcscd stop

wget https://alioth.debian.org/frs/download.php/file/3598/pcsc-lite-1.7.4.tar.bz2

tar -xjvf pcsc-lite-1.7.4.tar.bz2

cd ./pcsc-lite-1.7.4

./configure ——prefix=/usr/ —--libdir=/usr/1ib64/ —-enable-usbdropdir=/usr/1ib64/pcsc/drivers

——enable-confdir=/etc ——enable-ipcdir=/var/run --disable-libusb —-disable-serial --disable-usb
—-disable-1libudev
make

make install
service pcscd start

11 2245 Horizon Agent R R RE K E T .

sudo ./install_viewagent.sh -m yes

HE AT RHEL 6.x, #E0A%001205E View Agent 6.2.1 i B S iR A, AT RHEL 7.x, AL 5
Horizon Agent 7.8 & 1 il A .

12 i1 S A%, RGTHeEx,
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4 Linux 2HEi%ZE True SSO

M ] True FRSESK (True SSO) Thise, AR/l HEAE <. RSA SecurlD &k RADIUS S35l & 5 5
VMware Identity Manager &, F /G35 FRd N\ Active Directory BT {6 ] Linux 4Dl [k A& A1)
[N AT

Q15T i ] Active Directory (AD) SR T B3 deiE, MIANFEEE ] True SSO Thik, Ak, HHEZERTPA
CEXFME O NECE ] True SSO, DUESLE T LA FF AD #5441 True SSO,

AR Linux FERLS TS KA STt PR PNy, P T LAERE 6 F AL Horizon Client s HTML

Access,
True SSO AV MR

s (UL NS R RS HRZI6E: RHEL/CentOS 7. Ubuntu 16.04 #118.04 VL )% SLED/SLES
12.x SP3.

= T RHEL/CentOS 7 i, (WA FAIAJS S Z0tE: BN T L, Samba, RG240 %5
i (SSSD) PAK Kerberos [0l (5 iF 3L

BYE Linux FEA4E True SSO, 1P TA M5

1 {£ Horizon 7 IAL5HH X EAIACE True SSO. 152  (Horizon 7 E 4R ) ) KRS “i% ' True
SSO”

2 I Linux 43 G I B SUAT S AD SRR —i2.
3 HZM Linux 23 & (g B A s i G True SSO.

1% RHEL/CentOS M5 Active Directory & ILi#1T True SSO

3iffi RHEL/CentOS %% |- Horizon 7 Linux 52 [fEA5E A BIR se eI LS £ True SSO, AZIFE T Linux
FERIAL A Samba.,

it RHEL 7 realmd DhRg, AIERAARIIFIANS . IR 2 BEC R e 2R &, I R=

Linux #4ulk35 (a1 SSSD ik Winbind ) JEATHC EL LK e RIS, TS TIA N PSRV T] Samba K

RHEL/CentOS S [fifli#/LIIA Active Directory fiiii,

AR

®  RedHat Enterprise Linux (RHEL) £t 1] 1% Red Hat Network (RHN) ik £ 4 A 2258 yum T 5,

m {f Linux &% I, Active Directory (AD) 55 #% 115k DNS fifthiT.

®  7F Linux 2% FRCE T M5 HMY (Network Time Protocol, NTP),

SR

1 ffiIk RHEL/CentOS 4t LAK L AD IR55#5. WIEFHDA Fonfsl, (Hauk i) ADdomain.example.com
o 751 AD IR F#55 B.

sudo realm discover ADdomain.example.com
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2 423 Samba tdb-tools #f-4d.

Samba tdb-tools HAIICIEMNE TS Red Hat frfifiFerh N, RUAziT-ah Mz, #ian, niee
LA M4 M CentOS 7.5 A %4eH FAHIZAM 0, INRR LRI RHEL A4,

yumdownloader tdb-tools

WA CentOS 2%, 15555 https://rpmfind.net/1linux/rpm2html/search.php?
query=tdb—tools&submit=Search+...&system=&arch, T7#§ tdb-
tools-1.3.15-1.e17.x86_64.rpm B ff-10, SRIFRH 254 RHEL A%,

3 225 Samba FUKHEIU .

sudo yum install sssd-tools sssd adcli samba-common pam_ldap pam_krb5 samba samba-client krb5-
workstation

4 WfERPL FREIEETT join ands, (HAUEH ) DNSdomain.example.com Pfoh s e A5
DNS H i

sudo realm join DNSdomain.example.com -U administrator

RIEA TN A& I, BB T .
C B 7E U A S

5 TH5ISA%, RETPrEx.
BESER
F RHEL/CentOS 1 Fhc ¥ True SSO

1% Ubuntu 2E5 Active Directory £ L#1T True SSO

ZE4F Ubuntu 16.04 5% 18.04 5ijf] 374} True SSO, 151l Samba F11 Winbind it 5 2K 5.1l 5 Active
Directory I il fF—itd .

AIPAGETIEL L #24 Ubuntu 16.04 5k 18.04 5ijfi Y5 AD I ER R/t

Ve R P — B R (I T 5 R R DA G R PSP 924, 914, Ubuntu SURTIIENLE . 5605 R
BHOY IR B IO B, AT TR

ARHE 3%

dns_IP_ADDRESS DNS &kl 55 #10 1P ikl
mydomain.com AD 1] DNS #Fx
MYDOMAIN.COM AD 51 DNS #Fr, ¥ KE5Ek
myhost Ubuntu S AL
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HARHE
MYDOMAIN

ads-hostname

admin-user

ARG

R

{97 Samba R 55#R 11 LAE4HEL NT S/ DNS %75,

bk
AD IR HEHLH
AD AT G T 4

®  7F Linux &% |, Active Directory (AD) flx 555 Pl idk DNS fi#th .
T Linux A% FIRCE T L8 RITY (Network Time Protocol, NTP),

E7Z

1 7f Ubuntu 16.04 &k 18.04 & [f |-, “Z¢%E samba Fll winbind #X4FH,

sudo apt install samba krb5-config krb5-user winbind libpam-winbind libnss-winbind

2 EHIEERI, U Kerberos HHSESIEREE, W N,
a AT Default Kerberos version 5 realm (Z:iA Kerberos 7 5 4i)%), i\ AD 5i/1) DNS £k

(EHARETEE) o

Bgn, s AD 15445 mydomain.com, i5%i )\ MYDOMAIN.COM,

b %T- Kerberos servers for your realm (4351 Kerberos k55%%), it \ AD RZS#51FHLE
(fEZad R ih 3750 ads_hostname )

¢ XIT- Administrative server for your Kerberos realm (Kerberos s RS ES), XA

AD JlR S5t AL

3 W5 PAM 0L

a {771 PAM e D

pam—auth-update

b &Pt Create home directory on login (FEESREGIETFHR), RiGkE Ok (FE).
4 IR N RIS /ete/nsswitch. conf it E U

passwd: compat winbind
group: compat winbind

shadow: compat
gshadow: files
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5 R HEIARNIT resolv. conf SIYFRE AD S5 TGI8 S, 14 A gl r) NetworkManager 151 .

a §TJT NetworkManager ¥, A5 S8 2 4841 IPv4 Settings (IPv4 #E). *T Method
(J5#), 1% Automatic (DHCP) addresses only ({X %)) (DHCP) #b3l). 7 DNS servers (DNS
AREEZ) STKHE, B\ DNS ZFRIRSS#10 IP ikl (e 23 R~ %)y dns_IP_ADDRESS ) .
SRIF, il Save (fR7F).

b 445/ T /etc/NetworkManager/system—connections HH[1) & ZoiEfalid B 3. i LR
%1,

[ipv4]
dns=dns_IP_ADDRESS
dns—search=mydomain.com
ignore-auto-dns=true
method=auto

T AR e BRI R, AT RN K AR o AE RIS e B R S i sp s T
OPALEIERCRRIN, EAUS AR IR E AR FP TR (21 DNS ik35ae ) Kk, Oy 1
G O BB A RIS DITHTA P28 G st 52 DNS RS awist i, AZI0H Linux A 445 7E DNS
liF&:an

c 4t /etc/resolv.conf fl e AFLAFRE DNS IR%5a%, WbA Forfilh s,
nameserver dns_IP_ADDRESS

search mydomain.com

d EH5I9 A%, REEHER,
6 ZifE /etc/hosts Ml SCLE, Wbl FoRBId R,

127.0.0.1 localhost
127.0.1.1 myhost.mydomain.com myhost

7 4t /etc/samba/smb.conf BLE AR, GnlA R oRBIF TR

[global]

security = ads

realm = MYDOMAIN.COM
workgroup = MYDOMAIN
idmap uid = 10000-20000
idmap gid = 10000-20000
winbind enum users = yes

winbind enum group = yes
template homedir = /home/%D/%U
template shell = /bin/bash
client use spnego = yes

client ntlmv2 auth = yes
encrypt passwords = yes
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winbind use default domain = yes
restrict anonymous = 2

kerberos method = secrets and keytab
winbind refresh tickets = true

8 HHish smbd k%

sudo systemctl restart smbd.service

9 Wi /etc/krbS.conf il B, DAEHEATRMLTLL FsBilim g
[libdefaults]
default_realm = MYDOMAIN.COM
dns_lookup_realm = true
dns_lookup_kdc = true
[realms]
MYDOMAIN.COM = {

kdc = ads-hostname
admin_server = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

10 ¥4 Ubuntu 5L[A I\ AD 4,

a J35) Kerberos 5T,

sudo kinit admin-user

FEHBIBRI, BN EE GG
b HHIANC I A SN,

sudo klist

2 AR AT SRR B, AR RSOV aam TRl AD 2] R TR
¢ fillE—/ Kerberos keytab 1},

sudo net ads keytab create -U admin-user

d A AD i,

sudo net ads join -U admin-user
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11 B S s FEUF Winbind Al 55 .
a HHSE) Winbind IR .

sudo systemctl restart winbind.service

b EEHHIF Winbind M55, HETTIAT A& FR AR ATR I E I

m  wbinfo -u
m  wbinfo -g
m  getend passwd
m  getend group

12 FOfi51 A%, RIATEHIER,

BRESR

7F Ubuntu 5 |-l ¥ True SSO

1% SLED/SLES =HE5 Active Directory &£ IL#HIT True SSO

TE{F SLED 12.x SP3 & SLES 12.x SP3 5[] [ 3¢4F True SSO, 15/ Samba Fl Winbind fifit /5 5K 5
IS5 Active Directory I 5E sl /F—ifd

A DU FAPL R i % SLED/SLES iffit5 AD st mide—ite .
AR

= {f Linux #%; I, Active Directory (AD) IR55 %% i} DNS filthfr.
®7F Linux A% FRCE T RT3 (Network Time Protocol, NTP).
S8

1 ft SLED/SLES fi |-, %% samba #llwinbind #X/F{d.

zypper install samba-winbind krb5-client samba-winbind-32bit

2 JTHF YaST 2T H, #5315 Network Services (P14 5%) > Windows Domain Membership
(Windows 3% 51 547).

3 7F Windows Domain Membership (Windows 5 51 5 475) ke FRCE S, W Fir.

a i1 Domain or Workgroup (3Zsk T/E41), 15\ fu7 Samba k551 TAE41E NT J5/f) DNS
PR (ARG TR o Bildn, AR TAEZ4 2000 mydomain, 1% A\ MYDOMAIN,

b £t Also Use SMB Information for Linux Authentication (i£f#iF SMB {5 E#H{T Linux EH3%
k).
¢ %Pt Create Home Directory on Login (FF& RN BIEEE ).
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d %P Offline Authentication (BB AHAT).

e Pt Single Sign-on for SSH (SSH H 5& %),
4  EHIHRRPORRIESE R ZINIIN , 155 Yes ().
5 IEEM TAEAR NSO P2, K5 0E OK (HA5E).

¥ R —4 1 B AN SLED/SLES SRfi I, 15 OK (FASE)-
6 il /etc/samba/smb.conf it S, PAMEHAEPLF 24

[global]

winbind use default domain = yes

8 kJIfusil SLED/SLES S,
'Z_‘<

A TEL Ml &, FH AR IMIERR . 5 mydomain 40 Samba ik 5575 T4k NT I
OE 8

®  net ads testjoin
®  net ads info
m  wbinfo —-krb5auth=mydomain\\open%open

m  ssh localhost -1 mydomain\\open

m

ft SLED/SLES 5iffii | il True SSO

£ RHEL/CentOS £MH _EELE True SSO

/F RHEL/CentOS 7.x 51fii I /1] True SSO THRE, 1543 True SSO DHAEMHNIIZE . S FF 2 (BT S5
FUFROM CA UFBLA K Horizon Agent., ok, sk 2t i v SCH-DL 5 i A 36 iF 4 i o

AP DA M7 RHEL 7.x il CentOS 7.x 52if_F s H True SSO. EAEXELRI(A] |37 4F True SSO, &
WAI2KE Horizon Agent 7.6 il B m oA .

12t R —REom B 5 A R DA R S B B R S04k, (314, AD 380 DNS &8, iR A AHE

PO R E IR R, PR AA,

AHE R

dns_server DNS #Frllk 5

mydomain.com AD 5[] DNS #7Fx

MYDOMAIN.COM AD J1] DNS &k, Hh RSG50k
R &M

=}y VMware Identity Manager #1 Horizon Connection Server [ic. & True SSO.,
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» ¥ RHEL/CentOS 5[5 Active Directory £\ DL 14T True SSO

R MRUERUE AU, BR8] RHEL/CentOS 7.x S0 1Y /tmp/certificate.cer
o ES B T AR UEB U S IES o

1 2235 PKCS11 St H i,

yum install -y nss-tools nss—pam-ldapd pam_krb5 krb5-1ibs krb5-workstation krb5-pkinit

2 ZERENEBUE NI (Certification Authority, CA) 115,
a  RE NI CALED, HREREALHE] L pem SCIF,

openssl x509 —inform der —in /tmp/certificate.cer —out /tmp/certificate.pem

b il certutil iy 2444 CA U2 2ER] A 8l /etc/pki/nssdb Hi,

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem

c A CA LA INEIYE RHEL/CentOS 7.x &%; 5T CA UE43415r, H#iJH update-ca-trust
WA T ARG E B B TAT BT B

cp /tmp/certificate.pem /etc/pki/ca-trust/source/anchors/ca_cert.pem
update-ca-trust

3 FERZN SSSD P E A MBS IIIIARN ST, anbh BRI TR o

[domain/mydomain.com]

ad_domain = mydomain.com

krb5_realm = MYDOMAIN.COM

realmd_tags = manages-system joined-with-samba
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash

ldap_id_mapping = True

#set the next line to false, so you can use the short name instead of the full domain name.
use_fully_qualified_names = False
fallback_homedir = /home/%u@%d
access_provider = ad

4 (& Kerberos it & X1 /etc/krb5. conf, QLA NosflfR.

[libdefaults]

dns_lookup_realm = false

ticket_lifetime = 24h

renew_lifetime = 7d

forwardable = true

rdns = false

default_ccache_name = KEYRING:persistent:%{uid}
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# Add following line, if the system doesn't add it automatically
default_realm = MYDOMAIN.COM

[realms]

MYDOMAIN.COM = {
kdc = dns_server

admin_server = dns_server

# Add the following three lines for pkinit_*

pkinit_anchors = DIR:/etc/pki/ca-trust/source/anchors

pkinit_kdc_hostname = your_org_DNS_server

pkinit_eku_checking = kpServerAuth

}

[domain_realm]
mydomain.com = MYDOMAIN.COM
.mydomain.com = MYDOMAIN.COM

5 %2245 Horizon Agent #-0uJf)5 H True SSO.

sudo ./install_viewagent.sh -T yes

A Horizon Agent 7.6 % B E i .

6 KLU ZEsINE] Horizon Agent H & Y il 5 X} /etc/vmware/viewagent—custom. conf Hi, f#iff]
PUFRfI, Hrh, NETBIOS NAME OF DOMAIN &S ifI4H 4R [t NetBIOS &7,

NetbiosDomain=NETBIOS_NAME_OF _DOMAIN

7 HFSISAZ, REEFER.

£ Ubuntu £E_EEE True SSO

F{E Ubuntu 16.04 5k 18.04 5Ll )= /T True SSO UifE, 1544 True SSO LIREIKINIIE . XHrZ BT
SRR CA 13U Horizon Agent. b, (s A it ROl ¥ SO A B BB

FIDAEE LA R I FE7E Ubuntu 16.04 1 18.04 Siifi b ] True SSO. BE X EE R F 3745 True SSO, ik
4125 Horizon Agent 7.8 ok B =5 iR AS

AR
=}y VMware Identity Manager #/1 Horizon Connection Server il i True SSO.

» ¥ Ubuntu 5iffi1 Y5 Active Directory S5k DLt/ T True SSO

SRR UE BRI UL TS, FR AR R 520 1Y /tmp/certificate.cer o, 1HS AT S H
FUEB AT

S8
1 Ubuntu 16.04 &k 18.04 5[ |, 273 pkesll SRR,

sudo apt install libpam-pkcsll
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2  ‘z2%E 1ibnss3-tools ®fEfU.
sudo apt install libnss3-tools

3 BN (Certification Authority, CA) iF5,
a B NEAR CAUET, FHREALH R L pem SUHF,

openssl x509 —inform der -in /tmp/certificate.cer -out /tmp/certificate.pem
b i/l certutil ARt CA uEA3 25 R4 Hidfi s /etc/pki/nssdb Hio

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem
c KR CAUFPBEHIE] /etc/pam_pkcsll/cacerts FskH,

mkdir —-p /etc/pam_pkcsll/cacerts

cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

d IR CAUFRaIE— /G ATEER:E, 7F /etc/pam_pkcsll/cacerts HsH, ia17bl Fird s
pkcs1l_make_hash_11ink

4“8 Horizon Agent B -tu3f 5 True SSO.

sudo ./install_viewagent.sh -T yes

A ] True SSO ThAE, A 0I4:%E Horizon Agent 7.8 il B A,

5 CBLLNSESINE] Horizon Agent [ E ML ¥ S /etc/vmware/viewagent—custom. conf i, fi#i ]
VAN rfil, Hor, NETBIOS _NAME_OF DOMAIN 2141447151 NetBIOS 2 HR

NetbiosDomain=NETBIOS_NAME_OF _DOMAIN
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6 i /etc/pam_pkcsll/pam_pkcsll.conf B XAk,

a  WARFEE, 618 /etc/pam_pkcsll/pam_pkcs1l. conf fid B3k,
{t /usr/share/doc/1ibpam-pkcs1l/examples FRFRERFICH:, B HIF] /etc/pam_pkcsll
Hagrh, IRz bfar 48 pam_pkes1l. conf, ARPRFEE, B RS HIINEI SN A

b {ZX /etc/pam_pkcsll/pam_pkcsll.conf e F S/, VAEHE AL ZRFLL R Bl 4

use_pkcsll_module = coolkey;
pkcs1l_module coolkey {
module = /usr/lib/vmware/viewagent/sso/libvmwpkcsll.so;
slot_num = 0;
ca_dir = /etc/pam_pkcsll/cacerts;
nss_dir = /etc/pki/nssdb;

7 A£ PAM FCESCHFHB auth 240
a 177 PAM fit & 0.
® X} Ubuntu 16.04, 154771 /etc/pam.d/lightdm,
® i} Ubuntu 18.04, 15411 /etc/pam.d/gdm-vmwcred,
b Zuf PAM B SR, @bl Nafirhfs.

auth requisite pam_vmw_cred.so
auth sufficient pam_pkcsll.so try_first_pass

8 WHIIFRL, AFTEHER.

7£ SLED/SLES K E LA E True SSO

357F SLED/SLES 12.x SP3 2 I J5 ] True SSO ThRE, 1544t True SSO AL . SHFZ ST &
PIEUFIAR CA IET5LL M Horizon Agent., 4N, IR A Z0 4 e il ¥ SR DL SE i 3 i v

A PAEE DL R BEAE SLED 12.x SP3 I SLES 12.x SP3 siffii FJiiH] True SSO. HiAE X L 5iff |- 34F True
SSO, #uAAIL: % Horizon Agent 7.8 Bl 5T =il

AR

& VMware ldentity Manager #1 Horizon Connection Server [ic. &5 True SSO.,
m ¥ SLED/SLES 5[5 Active Directory £ VLT True SSO

ORI MRUE B UUET, HEREL AR /7 5] SLED/SLES 12.x SP3 5ifi [[¥) /tmp/certificate.cer
Ho SR T HARUE UL UG IE

B
1 AT SLES 12.x SP3 5, tisisf ThA Mg ALzt .

zypper install mozilla-nss-tools pam_krb5 krb5-client krb5-plugin-preauth-pkinit
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2 41 SLED 12.x SP3 5ijfii, iHPUTRA N B BRI R R p s -

a

a

b

C

F—~ SLES .iso 3 M4 E] SLED A A (64 /tmp/SLE-12-SP3-Server-DVD-
x86_64-GM-DVD1.1is0) .

LK SLES Liso KA SLED S - tulsiscft-, RAFTESI krb5-plugin-preauth—
pkinit #XEGEH] T SLES A%,

7f SLED sijfj FHEdL SLES .iso S, JF2eBEframnis- 1o,

sudo mkdir -p /mnt/sles

sudo mount -t is09660 /tmp/SLE-12-SP3-Server-DVD-x86_64-GM-DVD1.iso /mnt/sles
sudo zypper ar -f /mnt/sles sles

zypper install mozilla-nss-tools pam_krb5 krb5-client krb5-plugin-preauth-pkinit

s R, HE SLES Liso S

sudo unmount /mnt/sles

BERUEB 0 & H1# (Certification Authority, CA) 1iF45 .,
HEI TR CAUE, TR AR . pem SCIF,

openssl x509 —inform der —in /tmp/certificate.cer —out /tmp/certificate.pem

] certutil Ay 244K CA UEB2ER] R fUk)E /ete/pki/nssdb Hi,

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem

BiAR CA UFPBEINE] pam_pkcs1l Hi,

cp /tmp/certificate.pem /etc/pki/ca-trust/source/anchors/ca_cert.pem

4 ik Jetc/krb5.conf B SCUE, DMEILEA LT LU RO A .

[libdefaults]

default_realm = MYDOMAIN.COM

dns_lookup_realm = false

ticket_lifetime = 24h

renew_lifetime = 7d

forwardable = true

rdns = false

default_ccache_name = KEYRING:persistent:%{uid}

[realms]

MYDOMAIN.COM = {
kdc = ads-hostname
admin_server = ads-hostname
pkinit_anchors = DIR:/etc/pki/ca-trust/source/anchors
pkinit_kdc_hostname = ads-hostname
pkinit_eku_checking = kpServerAuth
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[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

R B i S R AT E R ) B B E IO R, 4 PRt

A i

mydomain.com AD 5t DNS #7

MYDOMAIN.COM AD J5ii¥) DNS #85 (K551 )
ads-hostname AD RSB (X3RN )

5 %% Horizon Agent #4-tu3f 3 H True SSO.,

sudo ./install_viewagent.sh -T yes

F ZEH] True SSO ThRE, B2 % Horizon Agent 7.8 Bl T b A,

6 CBKLLFZEu g Horizon Agent & Xid i X /etc/vmware/viewagent—custom. conf Hi, fii[f]
LR, HAr, NETBIOS _NAME_OF DOMAIN 211 2H2- 103 1) NetBIOS &4 F4.

NetbiosDomain=NETBIOS_NAME_OF _DOMAIN

7 HFSIS AL, REEETER.
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Al DARCE M BT S R RHEL 45 k10, DAL ESXi ALEk & PALERE 24 1 F) ] NVIDIA T8k,

RE 3D HEHEDWI I EER

TE ' 3D R, B BN R R TRk,

4 vGPU 1 vSGA, FERERMREINL e iR S . ToBEX BRI, IR n] B ve FE A R UL
B, ICEddTit—2i% .

m T vDGA, fERAREIAL e R B . TEREX SRR, [HUE, FEAT I ve R A LA FR 2
PN T RIS P2 B 4T NVIDIA Bl PCLiE£s, ARG FHA T AR LR R T NVIDIA

Hal PCl &S . TOIEAEREINLZ RIJLZ NVIDIA Bl PCl &% B HERINLEREE F—% R0 NVIDIA
il PCI #4545,

AREEHRE T AR08

=l vGPU [l 3 F51) RHEL 1 SLED 43 &£
= il RHEL 6 PL{#i/] vDGA

® Jy RHEL 7.x /i’ vVSGA

7 vGPU Bt B 1/ RHEL 1 SLED % €&

R DI S R RHEL 5k SLED 43 %10, PAZE ESXi 3241 FF ] NVIDIA vGPU ( JL= 1) GPU Bl i )
Iifg.

il S ESXi AL GPU SXEhAEfF (. vib) VEACH NVIDIA Linux FEALE RIKEIFE T . A OCIXshfe T
MM E, 1520 NVIDIA K5,

EE {£NVIDIATeslaM6. M10. M60 1 P40 {Z{ F 527 NVIDIA vGPU, iZ1hfefE At NVIDIA 2 (4
GRID K1 5k K2) FJCiEIEH T4,

TR AT, AL Linux FERAIL I Z24E Horizon Agent,  WERARCE THAALLAEE ] NVIDIA vGPU

Z %% Horizon Agent, N2 5 xorg. conf SFHIIATEEC 24, FFH NVIDIA vGPU JoikilE s 1
P, HAZtr 52 % NVIDIA vGPU it 5 222 Horizon Agent.,

1 ESXi £#1_EAJ NVIDIA GRID vGPU B+k%3 VIB
PRAZ5N ESXi 6.0 U1 sl B @SR 4T 11 NVIDIA GRID 5 Nid22%E VIB,
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NVIDIA 245 T/ M35 vGPU BEIEE (LIRS ESXi 241 ) A Linux BRI (FEfETA

(2L R 258 Linux FERUAL 1) 19 vGPU BF (.

BTIRE M
RN RIS T vSphere 6.0 U1 ok B S A
»  AAE ESXi AL EZ5 T NVIDIA Tesla M6, M10, M60 =i P40 GPU.
1 MNVIDIA G008 R it R 41T NVIDIA GRID vGPU K11 VIB.
MR R FARR I VIB AR

T Vi

e it GRID

PR AR 4% NVIDIA GRID vGPU.

A Pt ESXi EHL 2R (141 GRID K2)
BIERG 16 VMware vSphere ESXi i,

2 fRE4E vGPU Bty L zip Sk,
3 ¥ vGPU EHERS SRk AR ESXi LA,
F BRI P BRI Linux FEAUAT 12285 Linux B -RIKEIFEFT .
4 P EIREESR ESXi T FIOFTEE RN,
5 {fiH] SSH 3] ESXi 1.

6 {71k xorg JIR%

# /etc/init.d/xorg stop

7 NVIDIAVIB,
(AR

# esxcli system maintenanceMode set —-enable true
# esxcli software vib install -v /path-to-vib/NVIDIA-VIB-name.vib
# esxcli system maintenanceMode set --enable false

8 Hgs|SE T ESXi A,
& AR ESXi ML, EEEEISZ L.
¢ T ICIRE ESXI T, WBHATUL FAPBAEINZ M. (XEePBE 22800 0. )

Update vmkdevmgr:
# kill -HUP $(cat /var/run/vmware/vmkdevmgr.pid)

Wait for the update to complete:
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# localcli --plugin-dir /usr/lib/vmware/esxcli/int devicelInternal bind

This is a new requirement with the NVIDIA 352.%* host driver:
# /etc/init.d/nvidia-vgpu start

Restart xorg, which is used for GPU assignment:
# /etc/init.d/xorg start

9 EEHHBIENS, BUubR M IERET xorg IR .

7 Linux ERIHL_EAN vGPU BEEHE PCI %
25 [T] NVIDIA vGPU, #4751 Linux ERINEL B 1L = PCI #5455 .

AR

m AR Linux BN SR 355 B GV 205 Linux RO ZERE 5= HESS Linux 1
AL

m UCKREE Linux BERIAL 2235 Horizon Agent.

= fAE ESXi AL L4 T NVIDIA VIB, #5255 ESXi E4/LE 1 NVIDIA GRID vGPU R VIB,

= HUKE T NVIDIA vGPU [fERL GPU 252, fr] LA GPU BB SCA-A H i Tk Fe. Rl GPU 25
AUITE ESXi EAL s GPU it S MAFIIThAE . 152 NVIDIA i GPU 2671,

S

1 SCHRALI LR,

7t vSphere Web Client 1, ZEEEUNL, AEERRWUBEEET R T, HhRERE.

(ERTR RS, ks PCLESS

LA, SRS FREE % PE NVIDIA GRID vGPU,

KT GPU BB, iHM FH e B — Rzl GPU 267,

L REFTAENA, Ao REE.

AR BB T REAULN 77, LAE GPU fEf% %+ NVIDIA GRID vGPU.,

7 EEIERL

o A~ W DD

NVIDIA E#l GPU ZE!

T ] vSphere Web Client (1) “FEfUEEA" TIHK) GPU BCE U, A DLEH—REE ) GPU 2571
PIZE ESXi 41 [ IPEE NVIDIA GPU b e [ uhae .,

{F Linux JERIALE, 7F NVIDIA Tesla M6. M10. M60 5k P40 GPU 3745 NVIDIA GRID vGPU,
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% 4-1. IEATF Linux E#IWL LR NVIDIA GRID M60 vGPU RIEIL GPU KE!

M MR
Kl GPU FANE GPU IRk MBI
Esit] YRR WF GPU GPURFBH Soraslk BASHER  BRIGPUR GPUX
GRID Tesla M60 2 1G 2 2560x1600 8 16
M60-1q
GRID Tesla M60 2 2G 4 2560x1600 4 8
M60-2q
GRID Tesla M60 2 4G 4 3840x2160 2 4
M60-4q
GRID Tesla M60 2 8G 4 3840x2160 1 2
M60-8q
* 4-2. iEATF Linux E#I#l_LH NVIDIA GRID M6 vGPU HEHL GPU ZEE!
M B
Kl GPU FNE GPU KIBK MBI
K7 YRR YFE GPU GPURFBH Boraslk BAOPER R GPUI  GPUZK
GRID M6-1q  Tesla M6 1 1G 2 2560x1600 8 8
GRID M6-2q  Tesla M6 1 2G 4 2560x1600 4 4
GRID M6-4q  Tesla M6 1 4G 4 3840x2160 2 2
GRID M6-8q  Tesla M6 1 8G 4 3840x2160 1 1
& 4-3. iEFATF Linux E#IHL_EAR NVIDIA GRID M10 vGPU HEHL GPU 28!
M AR
Kl GPU FAE GPU IBK MBI
KT MR YFE GPU GPURFBH Sraslk BAOPER R GPUI  GPU K
GRID Tesla M10 4 1G 2 4096x21600 8 16
M10-1q
GRID Tesla M10 4 2G 4 4096x2160 4 8
M10-2q
GRID Tesla M10 4 4G 4 4096x2160 2 4
M10-4q
GRID Tesla M10 4 8G 4 4096x2160 1 2
M10-8q
X 4-4. EATF Linux EfIF_LEA NVIDIA GRID P40 vGPU HIEIL GPU ZEE!
B AR
R GPU IR  MISkEER
B GPU KA MR YiE GPU GPURIFBH Smasd BROHR ERIGPUR  GPU3K
GRID P40-1q  Tesla P40 1 1G 2 4096x2160 24 24
GRID P40-2q  Tesla P40 1 2G 4 4096x21600 12 12
GRID P40-3q  Tesla P40 1 3G 4 4096x21600 8 8
GRID P40-4q  Tesla P40 1 4G 4 4096x21600 6 6
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% 4-4. IEATF Linux E#WL_EH NVIDIA GRID P40 vGPU BYEIL GPU KB (47)
=Y /NI

BN GPU IR  HIBKEH
EHIGPU KR MR W GPU GPURIFB# Someef BAO¥E  EBUGPUH  GPU#
GRID P40-6q TeslaP40 1 6G 4 5120x2880 4 4
GRID P40-8q  TeslaP40 1 8G 4 5120x2880 3 3
GRID P40-12q TeslaP40 1 12G 4 5120x2880 2 4
GRID P40-24q TeslaP40 1 24G 4 5120x2880 1 2

%% NVIDIA GRID vGPU BFIRZhER

17255 NVIDIA GRID vGPU ‘g RIKEIREFy, AT HERIA NVIDIA IXE0RE 7, N4 NVIDIA & RIXE)RE
F, SRR EACE PCl X

AR

n HIAZEM NVIDIA NS R4 7 vGPU B, R4zt tu, SRE¥ Linux BRIXEhAEF (—
DMK EAN ) R, S0 ESX FHL I H’] NVIDIA GRID vGPU IR VIB,

EEFNEREB AN T 5 PCI & . 1S b Linux AL F vGPU i L5 PCI %

1 ¥ NVIDIA Linux & <X shFE & I S L

2 FTITEERIALN oL, samnkEE N Ctrl-Alt-F2 Ui Se A = Hl 4, DA root P &%, RigiaiT
init 3 2 LIZET] X Windows.,

3 2 NVIDIA IXEhFE T Frasnt Hofh i 44

sudo yum install gcc—c++
sudo yum install kernel-devel-$(uname -r)
sudo yum install kernel-headers-$(uname -r)

4 J3 NVIDIA GRID vGPU WX shfe 7 S Al i TR

chmod +x NVIDIA-Linux-x86_64-version-grid.run

5 555 NVIDIA GRID vGPU “Z23E7E )7 o

sudo ./NVIDIA-Linux-x86_64-version—grid.run

6 12 NVIDIA AT i, ARG R UL BBl B X il s i

RESR

7E Linux JEAUML 2235 Horizon Agent, 124+ Linux JEAUAIL |25 Horizon Agent.,
B R E STECE M Linux BEUNL. 152 E6IHE ] Linux 19 T2 it
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WIFERE LT NVIDIA BFIRFNERF
TR DA Horizon SRfI 2 o NVIDIA SXEDRE 74, PABSUER /7 4E Linux FEAUAL |42%E 7 NVIDIA i
RIKEIRET o
AR &M
» AR T NVIDIA BRENEIFT o
= AN Linux BEAUAL 236 T Horizon Agent, 152 BT Linux [EHUAL |22 Horizon Agent,
= NSRRI T Linux BEUML. 162 60 HSE T Linux 19 T 2D st
IR
1 FHAE) Linux B,
Horizon Agent JHEIIIACK R IA1E X Ik S e filin rnasthith .
i Fhmid vSphere 51l G & & LT et
2\ Horizon Client H1ZE#% %] Linux 531,
3 fE Linux SR, BUbEE 4 I NVIDIA B RIKEIFE T
FTTF20 81, 1517 glxinfo | grep NVIDIA @54,

I o NVIDIA SXshFE ki . Bilan.

[root]# glxinfo | grep NVIDIA

server glx vendor string: NVIDIA Corporation

client glx vendor string: NVIDIA Corporation

OpenGL vendor string: NVIDIA Corporation

OpenGL version string: 4.5.0 NVIDIA 346.47

OpenGL shading language version string: 4.50 NVIDIA

P e S _E V3R] NVIDIA EIEDRE o
FERAE 2236 NVIDIA BARIXEIREFF IR, 1ithd T MESSRAE 2R IE RIS T,

= JURTFE Linux NA%, Horizon Agent I GEJCIE S Horizon B4 S avdbA Tl {5 . ZAROIL L, 55
e NVIDIA BXEDF

=t Linux fERULHAE NVIDIA GRID 0] G 25 EL, 1520 NVIDIA S0, QiERORIRE V],
Linux S EPRECIEIER T, filan, okt Bahis.

A& RHEL 6 LU{EH vDGA
ALK RHEL 6 & L E A e, DA Horizon 7 for Linux 5211 A LAF]H ESXi 41 ERY vDGA Ihfg.

PTG Z 1T, WEHIAAAE Linux BB 12225 Horizon Agent. 4nSAFRd f v HH LA H] vDGA Z i
2% Horizon Agent, N7 55 xorg. conf SCAFHRTTACE 240, FHH. vDGA JoikiEH T/E. EaAiifs
e vDGA it ¥ 5 4% Horizon Agent.
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E£E#H LA NVIDIA GRID /2 DirectPath I/0O

TEA Linux RERUIRCE 8 1T vDGA 2 jif, 2441{# NVIDIA GRID GPU PCI #5451 I T ESXi =41 FiY
DirectPath 1/0 {41,

HIRSH
" AAERHSIT 2 T vSphere 6.0 B RS
= ffIA ESXi AL EZE T NVIDIA GRID K1 8 K2 i,

iz
1 (£ vSphere Web Client 41, #I%i%] ESXi F4/L.
2 RREERTR, REREERE,
3 fE CHE Eorh, i PCILRE
4 35 NVIDIA GRID GPU J5i/1] DirectPath I/O 515, 1455,
L3P B
&t bR PCI &AL FIE BRI E LT DL
Tt R PR IRASE E, BB T LS LN, G A RER TZR .

5 PPt NVIDIA GRID GPU, K5 ¥ HiE.
PCI &Nzl “v] FIT ALY DirectPath I/O PCIi&£%” Hi,
6 EESIS TN, DMERE PCI A FT Linux B,

[ RHEL 6 E#WLAM vDGA HiRiZHF

B0 RHEL 6 R & i vDGA, EAZia e LES I PCI %45 . il HAEEE, ATLLUK ESXi =41 |
FOMIEIE S TR, DAL R AL b

B S

= BN EER Linux ERWUERSUR. WS REIEERILFSS Linux RUGERLAAE A & Linux if
5L

m TUCRAE Linux BERIAL 2% Horizon Agent.,

= 7fiiA NVIDIA GRID GPU PCI #4557 41 T HI T DirectPath /0 i, 1525 141 |- NVIDIA GRID
J2 FH DirectPath 1/0.,

B

1 DABCEAT sudo AUPRAAR I B85 RHEL 6 & P HURE RS,

2 ¥t vSphere Web Client H1, ZeRERIAL, REERRWIBEAELT - ~, PRk,
3 EENAR R, BB PCIER.
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4 PRI TR R PCL s,
5 HERBITAENG, Ao bE.
AR BRI RN AFA B GPU SCFF vDGA.
6 JTIFRERWLIIHIE, SRIS4TH vSphere fxifil & DLEEEITHEN L
7 7L NVIDIA GRID £ U AL 5 B FEAUM L
FIF&amE o, BT P S

lspci | grep NVIDIA

FEIRA EoR S VA FEAUEHIZE XX:00.0, fl4r:

NVIDIA Corporation GK104GL [GRID K2]

71 vDGA %3 NVIDIA BFIRZNERF
09 VDGA %3¢ NVIDIA i -RINEDFEFr , ARAUS HERIA NVIDIA SKa)FeFr, R4k NVIDIA - R9REh ),
SRS TERERINL F R PCI kA
BTIRE M
= HINEH PCI &2 NE] RHEL 6.x EUALH ., w52 5n RHEL 6 [EMLA I vVDGA FHil k% .
PR
1 ZEFERINE NVIDIA Nouveau X hE IR AN 440

a it grub.conf 3ff,

X T RHEL 6, 342 /boot/grub/grub. conf,

RHEL BA we

6
sudo vi /boot/grub/grub.conf

b  EWNELIINARERI rdblacklist=nouveau {7,
c % blacklist.conf X,

sudo vi /etc/modprobe.d/blacklist.conf
d fE blacklist.conf AT R BRI FAT.

blacklist nouveau

2 FHREhEAL.
B oRARISNILRE & A B
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3 (ngk) FIAEAE] Nouveau IXEhFEFT .

/sbin/1lsmod | grep nouveau

R grep H2RATIRIFTATEEH, WZ 7~ Nouveau IXSHFE Ui 25 H ,
4 M NVIDIA IXah#efr Nk it N2 NVIDIA 380 R
M ONVIDIA "N 7352 B e BT I SRR e oA

T Vi

AL GRID

PR ARSI GRID %%

TR TPt ESXi FAHL - 2RERAS (1441 GRID K2) .
BIFRG Linux 64 {75 Linux 32 {17

5 BERREWANL, SRS, BN Ctrl-Al-F2 DLEE SO 4G, DA root F P SE5%, RiE
1217 init 3 2 LAZEST] X Windows.,

6 2% NVIDIA IXEhFE R Frasn Hofh 444

sudo yum install gcc-c++
sudo yum install kernel-devel-$(uname -r)
sudo yum install kernel-headers-$(uname -r)

7 Jy vDGA [£] NVIDIA XS A A ThRIC

chmod +x NVIDIA-Linux-x86_64-version.run
8 iziT NVIDIA 2L

sudo ./NVIDIA-Linux-x86_64-version.run

9 1 NVIDIA AT, SRS U DU T X s .

BESR

¥ Linux MEIUNL I 44¢ Horizon Agent. 1152/t Linux JEALIAIL I 2¢%E Horizon Agent,
B R E STECE M Linux BEUML. 152 FIGIHS ] Linux 1925 it

WIERETRIET NVIDIA BERIRhIEF

AT LAFE Horizon S i il s NVIDIA SXEhFE 7o, DA UIE 275 7E Linux BB |- 225 7 NVIDIA &
KINSHEEF o

AR &M
m AT NVIDIA DRI .
A Linux FEAUAL 122285 T Horizon Agent, 152 il Linux FEUAL | 22%5 Horizon Agent.

VMware, Inc. BT AR o 64


http://www.nvidia.com/Download/index.aspx?lang=en-us

¥ Horizon 7 for Linux 5Ll

" AR T Linux Bl 3525 01HLE T Linux 92053 .
1 F¥ I sh Linux BRI,
Horizon Agent JHZIIIACK #I4A1E X IR SSre il rasdhifho
fJCTE AR vSphere P51l G T G AL R As .
2 J\ Horizon Client Hi%#2 ] Linux S,
3 7f Linux SIS A, BUE5 205 T NVIDIA B RIXEE T .
FTIFET I, 1517 glxinfo | grep NVIDIA #ns.

I o NVIDIA SXEhRE ek . ilan.

[root]# glxinfo | grep NVIDIA

server glx vendor string: NVIDIA Corporation

client glx vendor string: NVIDIA Corporation

OpenGL vendor string: NVIDIA Corporation

OpenGL version string: 4.5.0 NVIDIA 346.47

OpenGL shading language version string: 4.50 NVIDIA

FHLPY T BAZERL A LT 151 NVIDIA ERDIRE.
TERIAC 2245 NVIDIA 5-EUENRFIE , T TS 238 R I AT

= OTH Linux A%, Horizon Agent RIREJCTE S Horizon iE# IR S asdb ATl s . AT, 155
22k NVIDIA SRZhFR T o

7 Linux JERMLHA E NVIDIA GRID ¥Fr] . ARE 25K, 1520 NVIDIA R, iR d e,
Linux SR TCEEE S TAE. Blan, Joikfi i B s,

A RHEL 7.x Bt & VSGA
R PIKEE RHEL 7.x & PWE 4%, PUME Horizon 7 for Linux 5iifi nf LUF T vSGA Tk,

A ESXi EH ERAF vSGA B NVIDIA BEFZR% VIB

TIAZICR ESXi 6.0 U1 Bl s A AL 1) NVIDIA GRID R N30 2e4: VIB,

NVIDIA £ T Fi T vSGA [ VMware vSphere ESXi IXzhF /7. X T vSGA, AEAE Linux HEAUAL 225
NVIDIA & -REXEhHE T

ARG

= NI T vSphere 6.0 U1 Si AR

NIRRT NVIDIA BXEDEE T

= HHIAME ESXi EHL 4T NVIDIA GRID K1 5 K2 GPU.,
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$E
1 M NVIDIA SXz0e b alah Srh 34 NVIDIA GRID vGPU K11 VIB,
MNP FRE BTN VIB R

T ik

sl GRID

FER AR el GRID &3,

A He Pt ESXi ML I LedefiAs (441 GRID K2) .
BIERG 168 VMware vSphere ESXi iz,

¥ T vSGA ) VMware vSphere ESXi 9K 5)fi 7 I ##] ESXi 6.0 U1 =411,
KM R SRR ESXi AL EMIRT A R,

1)1 SSH 1455 ESXi 4L,

{511 xorg %5 .

[3, D - S I

# /etc/init.d/xorg stop

6 ‘2% NVIDIA VIB,
4.

# esxcli system maintenanceMode set —-—enable true
# esxcli software vib install -v /path-to-vib/NVIDIA-VIB-name.vib
# esxcli system maintenanceMode set --enable false

7 JHHE) xorg (JIT GPU 43HL) -

# /etc/init.d/xorg start

8 HHrslS ESXi M.
9 HHEIFEsIENGE, BUbE IEEEST xorg k5

£ Linux EIHL A vSGA ELE 3D Ihat
B0 RHEL 7 JERIALAE ] vSGA, #4.4717F vSphere Web Client H1 ok SIS KA 3D # .

BT

® A Linux BERINLE HE S5 47 FPE LI, © %% Horizon Agent, J H EV7E S B rP s 5 Lo

» BN ESXi THLE%3< T NVIDIAVIB, 15255y ESXi AL HIT vSGA 1) NVIDIA %% VIB,
73

1 SCHRWL LR,

2 1r vSphere Web Client H1, PRI, RISEBRWIBEEET K, AlaEEE.

VMware, Inc. B AT AR .
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1% Horizon 7 for Linux 5t

3 fF R E&TiRh, RERBRURITERE.
4 KERFKES 128 MB.
5 X7 3D BEE, ke 3D XHF.
6 X[T 3D 2R, N FhEE R PR
7 AT 3D BAE, SEBERTG IN R R
R PRI 3 N Eones, ERIZE N % /) 1024 MB,
8 HEHAE.
9 JTTFRENLHLIR
BB

WSS 1IEAF Linux JERINL Fi51T vSGA,

B R2K, 7E Linux FEAUAL F 2258 Horizon Agent. 152 [7E Linux [ UL F 2255 Horizon Agent.

ISIERHIER Linux BRI _EIET vSGA

A DA R AL H S SRR PR E R g AR & 5 1 7E RHEL 7 JEUATL LisfT vSGA,

S8
1 T ERNIY vmware. 1og S
TR IE A2 T Hi GPU A1 NVIDIA VIB, H ESCE o225 T s 4T

2015-06-24T22:19:25.259Z| mks| I120: OpenGL Version: "4.0.0 NVIDIA 346.69" (4.0.0)
2015-06-24T22:19:25.259Z| mks| I120: GLSL Version: "4.00 NVIDIA" (4.00.0)
2015-06-24T22:19:25.259Z| mks| I120: OpenGL Vendor: "NVIDIA Corporation”
2015-06-24T22:19:25.259Z| mks| I120: OpenGL Renderer: "Quadro 4000/PCIe/SSE2"

QIR A2 F51 GPU A NVIDIA VIB, NIEEUNLE T2 888, vmware . log XX~ 25EDL

NRBIERIAT

2015-07-06T17:09:26.423Z| vmx| I120: [msg.mks.noGPUResourceFallback] Hardware GPU resources are not

available. The virtual machine uses software rendering.
2015-07-06T17:09:26.423Z| vmx| I120:

2015-07-06T17:09:26.425Z| svga| I120: MKS-SWP: plugin started — llvmpipe (LLVM 3.3, 256 bits)

2015-07-06T17:09:26.426Z| svga| I120: Started Shim3D
2015-07-06T17:09:26.426Z| svga| I120: MKS-RenderMain: Starting SWRenderer

2 {ERBNLERE PPURERZH, B Fard.

glxinfo|grep Gallium

VMware, Inc. {82 FTHHUF .
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AR VSGA TEH TAE, Zan A RR DL R SOA

OpenGL renderer string: Gallium 0.4 on SVGA3D; build : RELEASE;
ISR vSGA JEIEIEH AR, iZan SRR AP SO

OpenGL renderer string: Gallium 0.4 on 1lvmpipe (LLVM 3.3, 256 bits)

EEHE

£ Linux HEUAL I 22358 Horizon Agent., 152 i)/t Linux HEAUAL |25 Horizon Agent,

VMware, Inc. {82 FTHFUF .
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3% Horizon Agent

TRAZIHE Linux 53 |72 Horizon Agent, iXAf Horizon Connection Server A fit 5 5 M5 E FRE M
REEDHE TUA R 328

A Linux HEUAL | 22%E Horizon Agent

il Linux REEFOUES

7 Linux FEUML EFF2% Horizon Agent

»  J{I#; Horizon 7 for Linux 1155411

£ Linux E#H_EZ 3 Horizon Agent
YEMSHEAE Linux AL |25 Horizon Agent, #AJ5 4 AEKHZER N E AR s

M Horizon 7.0.1 AT, Horizon Agent for Linux {1152 vCenter S H KRN, 255 REAUMFRALDL N 3
SRIDEE o
m Linux SEEsE SR m R H vCenter,
®  7F Linux 2738 Horizon Agent 521t
m NEEEEE KR Linux 53f1, ATLAKE Horizon Agent ‘2ot BEREAUAIL I .

QAL ] NVIDIA GRID vGPU ., vDGA it VSGA, WAZISEAE Linux FEAUAL FACE X4 3D ThhE, 2k
JE 22235 Horizon Agent, W1 2¢%E Horizon Agent, JII2X7E % xorg. conf X244, JEH 3D
EIEDhRE RS T 1.
W2 vGPU fiL Y S F#1) RHEL 1 SLED 43 &3, fid't RHEL 6 LAf#ifi] vDGA B >h RHEL 7.x fit i
VSGA, 7t 3D KBRS 5k fm, 2% Horizon Agent.

X1 2D BEACE, AT DAAESER e e S A fE £ Linux o ST LA 2P 3R 5 203 Horizon Agent.

ARG
» HHIAEHERSS Linux & FPHURIERZGLABUR I . 1823y nfe st e & Linux tH5AL.

. FERAT Linux [ Horizon Agent Z2B5FE P IR, 152 1 install_viewagent.sh 741 T1£ 101,
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Bz

1 M VMware T #uk A hitps://my.vmware.com/web/vmware/downloads T % Horizon Agent for Linux %

TR S

A “SEARZIT ST 355y, wmEE “& % VMware Horizon [ N#ZH4:" o 78 “Horizon 7 for
Linux” N, @& T 64 (7 L|nux A4 1% VMware Horizon 7 Fiost R < N T .

ST 64 7 Linux, 2235449 VMware—horizonagent-1inux—x86_64-y.y.y—
XXXXXXX.tar.gzy.y.y-xxxxxxx.tar.gz, HH1yyy BHRS, xxxxxxx &N RS

2 EEPHUREARS FRESE Linux 43 & U1 tarball,
flan .

tar —-xzvf VMware-horizonagent-1linux-x86_64-y.y.y-xxxxxxx.tar.gz

3 JEE] tar ball Sk

4 VY P 31217 install_viewagent.sh 7,
20 install_viewagent.sh Ay 21T, K S4THETIA % .
Bian:

sudo ./install_viewagent.sh

[3,]

PR EULA, N2 AS1E1T.

6  FEr51S Linux USSR
2, KR sh viewagent 55, TIEi/T] sudo service viewagent status HHINARSS LS5
BRESR

R PSR, 155 M 0SS T Linux (19T shea mmit.

install_viewagent.sh #5< 1T
install_viewagent.sh JHZYE Linux & FHI#AE & %0 _E 4% Horizon Agent,
{£ gnome SR & LR HIPL MEA install_viewagent.sh JHIZA,

install_viewagent.sh command_option argument [command_option argument] . . .

install_viewagent.sh JHZRHE AT S AR 1k

\\\}fb

e

VMware, Inc. B AT AR .

WRAIEAT install_viewagent.sh i ARIET -A &1, 58N Yes PAEE52 EULA,
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% 5-1. install_viewagent.sh AIEENENSE

TS (ERE
) TiH
-A yes |no B AL 2T P AT Y (End User License Agreement, EULA) FHIEE S EALFIFRIE (FIPS) I, #04

JUHE yes A REARSFI T2

% 5-2. install_viewagent.sh A[iES%#

Gipiz > 5%

-a yes|no LR F N TEE 50k BRIME yes.

fyes|no LR GO IIPIE EALHEPRAE (FIPS) 140-2 BEHHROINEBIR SR . BRIMEA noo AOGIFARMEEL, 150
Horizon Linux 5if[HShaERY FIPS 140-2 Bk,

5 JMS SSL & PIFEE L, BRIMGOL T, 2 B A — MBI

-m yes|no ek G e RHEN SR, BAAMEN no,

-r yes|no e B EHREh R 58, BRIMEN no.

-s F2E AT £k DN BRINIEOU N, Zehefe 7Kl 1] Blast.

-C yes|no LR SR TR E M S R BRIMEDY yes.

-F yes|no Lhinkgil CDR 34F, EIAMAN yes.

-M yes|no H Linux RIETHECH 2 EEORZ BRI, BHIMAEN yes.

-S yes|no LR LGB (S80) 34, BRIME yes.

-T yes|no LW SR True FLLUES (True SSO) 38f. BRIMEA no.

-U yes|no LAk ge USB S, ZRIME N no,

% 5-3. install_viewagent.sh SRR E]

&M Pl

Ep e . .
sudo ./install_viewagent.sh -A yes

LR A S

WA LT do _JinstalLvi Cah A .

ﬁ, %%%7&;% sudo ./insta _v1ewagen .S - yes - no

FEAUBUAE AT AT T O T ST 25T DA B T S i
T TR R, W TR L

AR

sudo ./install_viewagent.sh -A yes

FI IR 52

FHEIUEe 32y emagy ot o i st s UM BUAT G ST
THRFEAERTE L

BT b
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BLE Linux KERIES
2% Linux FREEIF, 2238 FE 7450 VMwareBlastServer 4= —A4 A4 4k .
m  {EAREE A4 Blast 4G, VMwareBlastServer 23 (1 1] HTML Access 4% Linux S
kit Al
w  ERELF S Blast 224 5CIE, Blast 224 MU B ezl BRSNS
TR TV e A, T LR 2 A RS A UE B O RE B U ALY (Certificate Authority, CA) 254411
uks.
IR
1 ] VMwareBlastServer 23584 B AHFIUE D
a HLAEATEG AN ruikey, FubEa 400 ruicrt,
b 1217 sudo chmod 550 /etc/vmware/ssl.
c ¥ rui.crt Fl rui.key %] /etc/vmware/ss1,

d 1=2{7 chmod 440 /etc/vmware/ssl.
2 CBARAIPRRER IR A2 S Linux BV RSB 75 .

F OGN Linux 70 LS, T i# Linux R G004 E S B

£ Linux E#HL_EFZ Horizon Agent
PR DL 2R T AR Horizon Agent 2E 714 Linux FEAUIATLF %) Horizon Agent.

ARZERAUNL: AR ROZ AU LT 2 T2 B B O 5 RO, SRIE B ST “THEL
T DU SRR IRAR S CL TR RE A Lo

T AR S B . ST AR ST SR TR vCenter BERINLKIE L
vCenter PRI, S35 RIS SHIA F e

w R TR
VP EEH R

7% Horizon Agent for Linux 7.0.0 N KA E N ASZ S RN 2K121T, Horizon Agent for Linux 7.0.1 724
SE RN RERIZAT
ST FIDA D 5 R MR SZ A R AT 2 2 32 A R AU LS

n RERZE RN LS H TR BTSSR TR AT 35T Horizon Connection Server Hi{%
BT
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1% B Horizon 7 for Linux [
MRS RN L TR R R LB RO I 752 EE Horizon Connection Server
AR T

E T WA ENERE I TR, BT AR B S UL B R BTG O RRAS. (o2, ARSCHFAE
THS REHURE S A R SUNLERE At A S B AU LR

L NZBOT T T4

% 5-4. FTF Horizon Agent AR ATIESE
e 21 il
-Ayes EULA Fl FIPS FIH#:% . ULIHEE yes A REARERIE I T2ee . WIRASRE LS, LRHAK T RN % .
-a yes|no LGS PN T AE 1) S0 o

-f yes|no LRk G WIS BALBEARIE (FIPS) 140-2 W HI MBS SRr . BRIMEDD noo AOGITFAH{E L, 115255 Horizon
Linux SEITILDEERT FIPS 140-2 Bk

-myesjno A ERE RIEEIN SR . BRI no.

-r yes|no LTS SRR S, BIMEN no.

-C yesno LA B E 1) SCRF . BRIME N yes.

-F yes|no ZkigRid COR ks, BRIAMEN yes.

-M yes|no Rt Linux ARERTFHA S AR, BIAMEDY yes.,
-8 yes|no LR R B T L (SSO) 3. BIMELN yes.

-U yes|no LR SeT USB xFF. ERIME N no.

1£ Linux EfIH _EFHZK Horizon Agent
AT DA 2B oA Horizon Agent k74 Linux 54 E 1) Horizon Agent.
AR
®  ffiiiA VMwareBlastServer JHfERK121T,

T F izt e, RO P T I AT R R 0, s TS | e L.
W

1 M VMware N#kihidi R adsat) Horizon Agent for Linux 228 R e o, Witk
https://my.vmware.com/web/vmware/downloads.,

TE SRR T N, YeEPL N4 VMware Horizon 7, JLH1404% Horizon Agent for Linux

BT 64 47 Linux, 225 X4 VMware-viewagent—1inux—x86_64—-y.y. y—-xxxxxxx.tar.gz,
Hrf yyy BRRAS , xoooxxx SE RS o
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2 EEPHURERS RS Linux 43k fURY tarball .
il .

tar —-xzvf <Horizon Agent tar ball>

3 W% E tar ball S0k,
4  TRPAZE WL, LN TR 2 —1a1T install_viewagent.sh A,

prnlil BB
FEARZE RN H AR BRI ) .
e sudo ./install_viewagent.sh -A yes -M no

W BRI RESAHRAENERE, TE 2B AR R L

gﬁgﬁ'ﬁmﬂﬁﬁﬁ#ﬁﬁﬁﬂg%ﬁﬁ sudo ./install_viewagent.sh -A yes -M yes

¥ 1t Horizon Administrator 1, RS2 WL E MBI s, Hh%52
BN QA st SR, WESPOIEE T Linux 19F8) 5
RS

TR ERINRE

sudo ./install_viewagent.sh -A yes -M yes

& TR, AT A S .

1 Horizon 7 for Linux iTE#1
TR RE AU 1Y Horizon 7 for Linux, #SAZEIA Horizon Agent JEFER4 0 B A

AR

ik VMwareBlastServer JEfEAizfT. Zf5mbizidbie, wifitrAEs tH ST LBCA TR sl R 2, 5
HHOH S AL

Bz
1 (ERRRIWL FFIT20mE 1, JRJR121T Horizon Agent SHIZJHIA

sudo /usr/lib/vmware/viewagent/bin/uninstall_viewagent.sh

IHIACE 1 Horizon Agent 3ERE, JEMZEH S /usr/1ib/vmware/viewagent Hfli4: Horizon Agent
Al 55 R A

2 FEhMEALT /etc/vmware H 3 T HY Horizon 7 for Linux fid B2 S
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Linux REAECE IEIN

P DA TG B SOPC o 45 Fhade i, DASE 1 SO AR
ARFETHE T LA N 8

®  7F Linux ST AORCE SCHH R ELE T

m AR

= ST Linux SR Blast 155

u JﬁJH J Linux 71'J1|H]‘H/‘J/g)i'ﬁm J]—AJJ“”IIWJLI)'TT/

m  2EYE vSphere £l & 1 oK Linux S

£ Linux £H_EHBEE XX HHiZEIED

PRI AR /etc/vmware/config By /etc/vmware/viewagent—custom.conf ZINEcH, DARCD B 3L
pri s

1F Horizon Agent [Z2 3 Rirh, 2250 B /N BT SO config. template Al viewagent-
custom.conf.template &3] /etc/vmware H, AN, W /etc/vmware/config

Fl1 /etc/vmware/viewagent—custom.conf A7, “LHERRIT2F config. template &%) config,
J¥ viewagent—custom.conf.template &%l viewagent—custom.conf, {ERBMCLPE A0 %
P AR, FRE NI, AR AR S B AT

flan, /etc/vmware/config HLL AT TR A I PNG #i,

RemoteDisplay.buildToPNG=TRUE
e TRCE U, EHT5 1S Linux DA AR
/etc/vmware/config I EL EiE IR
VMwareBlastServer K HAH T I & SCLE /etc/vmware/config,

E RN T Horizon Agent it f SCAFHTR 4 MREEER B FE T USB Sl . Horizon Agent fiif{lix 1t
W TS AEEHE USB 5 4 % 4L, Horizon Agent ih 2 x84 ¥ {% 1% 2] Horizon Client JE1 TR AR
1To ARIFEGERE S IF (m) BUGT AR ] Horizon Agent i 5l 1% i F1 Horizon Client it s 14
T, T (o) BHUET LA Horizon Agent it el i 1 1fi A~ 1] Horizon Client it sl s Pk T
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% 6-1. /etc/vmware/config HHIEL BRI

PEIR

Clipboard.Direction

RemoteDisplay.allowAudio
RemoteDisplay.allowH264

RemoteDisplay.buildToPNG

RemoteDisplay.enableNetworkC
ontinuity

RemoteDisplay.enableNetworkIn
telligence
RemoteDisplay.enableStats

RemoteDisplay.enableUDP

RemoteDisplay.maxBandwidthK

bps

RemoteDisplay.maxFPS

RemoteDisplay.maxQualityJPEG

RemoteDisplay.midQualityJPEG

RemoteDisplay.minQualityJPEG

RemoteDisplay.qpmaxH264

RemoteDisplay.qpminH264

VMware, Inc. { BT AR .

B

0, 1, 2,53

true ¢ false
true o false

true i} false

true o false

true o false

true 5}, false

true i} false

Y

HHHETE . 1-100

A HMEYER: 1-100

" HMEER: 1-100

A JIMETER: 0-51

A JEYER : 0-51

BRI

true
true

false

true

true

false

true

4096000

60

90

35

25

36

10

ViR

i T Zse A BN AR T ) S o A UL

=0 - AR A

1 - e HDRA B AR E 1A

2 - {URHINE eA s B AR T A 17
® 3 - (A R S I 2 5 ) B AR T 1
B ZaR LA FAS S Wi H
BEENZAR LA S sk 25 H] H.264 Z4mid .

EHEN IRy OCHSEEIE RN TR ) SORIEIGAE
Linux SR 1 s s IR A 215 3R 20
FERTPA Linux S2 AR R Fomis s 2 A
GARUFURIAIC B i PNG B, Zhagan b i
% Pt ESXi N ARSI 98, 3 iz i 4L
JT1 H.264 Ziht,

B Z eI PATE Horizon Agent for Linux Hi T sl 24 7]
LML DN .

B FZ0E 55 PLE Horizon Agent for Linux H 5 H sk 2% H
R BELIRE .

Jo AR mks Hd RS VMware Blast s il 4 it
fBE, BlunTs. FPS, RTT &5,

W PAAE Horizon Agent for Linux H1 i FEk A%
UDP il 3 HFo

R VMware Blast 21 K 6, LAT-HRRD
(kbps) Nifz, A TERATATAEIGALEE . S50,
TP, VMware Blast 3567 5o oA {E N 4 Gbps
(4096000).,

BV RR D Coiet S Ol et e K S DRl
PR 5 . ARUEL AT T 3 M1 60 2 i) BRIAE N
FERP T 60 4.

FeE i JPEG/PNG i s i mo s B Bt . =
RS T RO AR bR, A=A s i
G5,

FeE i JPEG/PNG 4t s w1 g B, 1]
T PSR R S T

FeiEH T JPEG/PNG 25Ny i Tom kA G it i, A%
A AT T A8 A BRI, B, AERshi,

i FHIHSE T AT A H264minQP SHv 25k, %2501k
AP A H.264 it fe o e A R 5T
o REEZTIA E T RemoteDisplay.qpminH264
B

T TO FT  H264maxQP b 235, S 80T1k
B R H.264 4Ris it B os e e AR G5
o NEEZEREN/NT N
RemoteDisplay.qpmaxH264 1 1 [11H
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& 6-1. /etc/vmware/config FRIELE XN (4:)
T B LN il
UsbRedirPlugin.log.logLevel error. warn, info R Ze T USB T i H S 20
info. debug.
trace i verbose
UsbRedirServer.log.logLevel error, warn, info fifi FiZ0eTii% i USB HE IR S5 1y H gl
info. debug.
trace o verbose
VMWPkcs11Plugin.log.enable true ok false false % True SSO THER AT A T H i st
VMWPkcs11Plugin.log.logLevel  error. warn, info i FZ0 il True SSO Thfig ik i H B,
info. debug.
trace o verbose
VVC.RTAV.Enable true =k false true BEEZIR I LS TS T E N o
VVC.ScRedir.Enable true i false true BB ZOE AR A s e R I T .
VVC.loglLevel fatal error, info 2034 1 VVC ARBRY S H e,
warn, info.
debug 1k trace
cdrserver.cacheEnable true i false true VEEZGE I DA A AR ) 0 ) 55 NG A7 2D
fito
cdrserver.forcedByAdmin true i, false false BEE I A& Pt e 5 v] AL S
cdrserver.shareFolders EIif& i fyHAth S F-
cdrserver.logLevel error, warn, info i FHZ0e T4 1 vmware—CDRserver. log SCH1) H &
info. debug. Tl o
trace i verbose
cdrserver.permissions R RW i 11335355 JH| Horizon Agent %} Horizon Client $£=2

VMware, Inc. B AT AR .

FAI S e HA A FAMSRIBU S NP o 50

= %R Horizon Client JL52f) 305 24T read Fl
write AR, &%= T
cdrserver.permissions=R, Jlj Horizon Agent
HBEA read 15 [AFLER .

®m {15 Horizon Client JL 2 1045k A AT read #U
B, 1% T cdrserver.permissions=RW,
I Horizon Agent 1/5%% A BA read 15[RAIR .
Horizon Agent JCiJ Bk Horizon Client #¢¥ f{Y
read JEM. Horizon Agent M AEFZER S N1 THIAYL
R

WAL

cdrserver.permissions=R

#cdrserver.permissions=R ({541, FHTBRE
MRz H)
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& 6-1. /etc/vmware/config FRIELE XN (4:)

PEIR

cdrserver.sharedFolders

collaboration.logLevel

collaboration.maxCollabors

collaboration.enableEmail

collaboration.serverUrl

collaboration.enableControlPassi
ng

mksVNCServer.useUInputButton
Mapping
mksVNCServer.useXExtButtonM
apping

mksvhan.clipboardSize

vdpservice.log.logLevel

viewusb.AllowAudioln

viewusb.AllowAudioOut

viewusb.AllowAutoDeviceSplittin
9

viewusb.AllowDevDescFailsafe

viewusb.AllowHIDBootable

viewusb.AllowKeyboardMouse

VMware, Inc. { BT AR .

B

file_pathl,R;fi

le-path2,;

file_path3,R; .

error. info &,
debug

JNT 10 R

true o false

[URL]

true &}, false

true 5 false

true ¢ false

HE

fatal error,
warn, info.
debug B trace

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

BRI
RIEX

info

true

ARFENL

true

false

false

1024

info

KIEN, T
+ true

T false
KIEX,
T false
KIEN,
+ false

AKX,
T true

KIEN, A
T false

il
PR & i v 5 Linux ST — A Sk
SRR Bl
m T Windows % i :
C:\spreadsheets, ;D:\ebooks,R
= JFIE Windows % /7
Vii: /tmp/spreadsheets;/tmp/ebooks, ;/hom
e/finance,R

WA P P E 2B T I BS99, it H &
A%y debug, NI2EsAt collabui p4%H collabor
HFN A THORTA .

TR AT ISR I PR R iR B

BT DA SV Fal A8 | F i 1 O 2B i B R AR
FE R A M ER . AnSRAS eI, ek T
PEEAETMES, B 1IN R

e E O ESSTH IR RS URL,

PO IZE A s v PR D E S F ) Linux 53T, 24E
TR ESE, R ZEIE E N false,

Y EZEIR DAL Ubuntu ok RHEL 7 1S A F Rk
¥, CentOS fll RHEL 6 LA Fiilbr, ARTREdy
Y ZPEIRPALE SLED 11 SP3 [ s sk 28 1] 4= F-Filbs
BN

W FTRZakIH S T T AR R B AR N

fili Fi 20Tl & vdpservice [ H S0,

i P Z0e I S Vel A X B N S S TEE R 1A, R
#]: o:false

B PIZSITIA S B A e S R e A T T E

WHIZBE BV o VPl SR 1 bR 0 4 15 USB 4

<fl: m:true

%R R4 Horizon Client ARSI 1 =k
VARSI, th Vol N s TEE ] . A
VA A BRI B ok A S AR 58k Fe Vi HLdk A T
FEN], FPEZ S ST Include Tidessrh, Bl
IncludeVidPid &k IncludePath.,

{2 e VAR L 5] P ER R U < S
AFTIRNBE (SPRM P51 HID % ) A THE
il

TEHIZ I T A AR DA M SR B ke 2 (41
i, BUbR. POz ERE AR ) PEATIER
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& 6-1. /etc/vmware/config FRIELE XN (4:)
PRI A& L9 Wi
viewusb.AllowSmartcard {m|o}: AAEX, FH BEZETA RV B AR N B R A TEE
{true|false} T false
viewusb.AllowVideo {m|o}: AAES, FERA A e fo v A I £ A T E A
{true|false} T true
viewusb.DisableRemoteConfig {m|o}: REX, R BEZEIASE ek fe v E B T USB e st
{true|false} T false Horizon Agent % i,
viewusb.ExcludeAllDevices {true|false} AEX, 2 THZEE e m bRk 5 USB 45, Wl
T false RN true, DU T HAD SRS EOR R v iR e
BRIk RS THE . IR ESY false, TILA
ok LA SR A8 R A L R e e B e R A TR
Elnle WS Horizon Agent |/ ExcludeAllDevices
N true, 11415 51265 Horizon Client,
Horizon Agent i #f 78 = Horizon Client %2 .
viewusb.ExcludeFamily {m|o}:Ffamily_na FiEX T HNZAE BN T e [ PP R s £ R 8. Blan
me_1[;family_na m:bluetooth;smart-card
me_2;...] WA T B8 £4%5, Horizon $44H A USB %
LA R 240, DARIE iRt 1,
WIRAE T A sl sy, Horizon B ie M d &
USB K&k A4,
L OEAEN P T A TR R R, PTAS
T R PR R X e
viewusb.ExcludePath {m]o}:bus— AKX FEHNZIE T E [ FrHERR A THE e S i o 14
x1[/y1l1.../ MIRERS o LEAZBLA 7Sl e e s 5. 71
port-z1[;bus- AR HASRE R T AT
x2[/y2].../port il -
-22;...] m:bus-1/2/3_port- 02;bus-1/1/1/4_port-ff
viewusb.ExcludeVidPid {mjo}:vid-xxx1_ AiEX WEEZ I AT A R B R N s A= 1D
pid-yyyl[;vid- SNV 1) S AN il e Ve il | DI el R/ KU LN
xxx2_pid- TALET () U ID AR R
yyy2;..] f5gn:
0:vid-0781_pid- *¥*¥*¥*;vid-0561_pid-554c
viewusb.IncludeFamily {m| A B ZE I PAA S AT A RS R
o}:family_name_ fl41: o:storage; smart-card
1[;family_name_
2]...
viewusb.IncludePath {m|o} :bus- A X i FHZaSe A o v TR FR 2 s s T B AR AT H e 1)
x1[/y1].../ Weto WA TNt flks SR e BRI 15 E
port-z1[;bus- FERANRR A B AR o
x2[/y2].../port aar
z25...] m:bus-1/2_port- 02;bus-1/7/1/4_port—0f
viewusb.IncludeVidPid {mjo}:vid-xxx1_  FIiEX W EZA I A& B HEE BEN R A5 1D 1) HE

VMware, Inc. B AT AR .

pid-yyyl[;vid-
xxx2_pid-
yyy2;...1

A o AZBA T 7Sl filis ke e 1D 5 TR H]
AT (%) A 1D WA ST
Hl%1: o:vid-***_pid-0001;vid-0561_pid-554c
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& 6-1. /etc/vmware/config FRIELE XN (4:)

PEIR

viewusb.SplitExcludeVidPid

viewusb.SplitVidPid

B

{m|o}:vid-
xxx1_pid-
yyyl[;vid-
xxx2_pid-
yyy2;...1

BRI
RIEX

{m|o}: vid-
Xxxx_pid-
yyyy([exintf:zz
[;exintf:wwl])
[;...]

ARIEX

BN

W HNZE AR BRI 1D A4 43 Rkt &4
SEME T USB #25. iZseEs Al
vid-xxxI_pid-yyyl[;vid-xxx2_pid-yyy2;...].
TR 7S dEfIAS ARE 1D S0 ATLAGE FHmART (%)
1D s T

5B mivid-0fef_pid-55%+

WEEZe B LUK PR RN AU 1D FRE R E A USB
AP e8RS O
vid-xxxx_pid-yyyy(exintf:zz[;exintf:ww]).

I DAGE ] exintf SCHE I e A8 s WTE
PR HEEREA . A oSk dis e ID 5, A
T (AT TS fREtEr 5. W RAE FmE
7 () fREF 1D il AT

il

o:vid-0fof_pid-

*%%(exintf-01) ;vid-0781_pid-554c(exintf:
01;exintf:02)

7 Horizon A2 H a5 RIHBHER AL, s
FeE— AN SENE (41 Include VidPid Device) %
(U IR BB,

/etc/vmware/viewagent-custom.conf f1§JEL B FEIN

Java Standalone Agent {#i JHid & 4 /etc/vmware/viewagent—custom.conf,

& 6-2. /etc/vmware/viewagent-custom.conf HRYHEL & IEIN

pril|
CDREnable

CollaborationEnable

EndpointVPNEnabl
e

HelpDeskEnable

KeyboardLayoutSyn
c

(=1

true =k
false

true ik,
false

true ok
false

true Bk
false

true i},
false

VMware, Inc. B AT AR .

LN

true

true

false

true

true

B
(T IZde A sk S I SR ED AR FE ) (CDR) Zhf.

IR AE Linux S0 1S AR 2 i oine .

Ve EZGE VAR T AEHUE User Environment Manager 4551l &
PR IS 1P kS R i a5 1P Hikis 2l P
PRI 1P MM VPN IP Mk, @iz i ok
false, K1 FomO Rk 1P Hokk, 300, i) VPN
IP Hiik,

W HIZB B S BRI DhRE

FHHIRZIE I A2 754 5 it 28 e DX S8 A BRI m A
75 51E M T Linux 119 Horizon Agent s fifrl 4
JEHBATL M REN, FedrFlE . SEHI R, A e
WA 1E T Windows /Y Horizon Client S £51Z 6,
DIREAGE TR iR, iR, HiE.
PR SCRITEE R SCIX g 1

JFHZ
wE . PRI,
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& 6-2. /etc/vmware/viewagent-custom.conf FIRJELEIRIT (£:)

e & YN
LogCnt BEL -1

NetbiosDomain ENEYOPN
SR
TFH

OfflineJoinDomain pbis i, pbis

samba
RunOnceScript
RunOnceScriptTime 120
out
SSLCiphers SR laNULL:KECDH
TP +AESGCM:ECDH
+AESGCM:RSA
+AESGCM:KECDH
+AES:ECDH+AES:RSA
+AES
SSLProtocols RF TLSv1_1:TLSv1 2
P
SSODesktopType UseGnomeClassic
UseGnomeFlashback
UseGnomeUbuntu
UseMATE
o
UseKdePlasma

VMware, Inc. { BT RG] .

B

T TNZ T FLAE /tmp/vmware—root HIEREA Y H G SC ot
.

- R

=0 - AER

= >0- REHE T

{EECE True SSO M, 1) PAGETHZe 0 s B A A 2R 1IE )
NetBIOS ##75.

LRGN vintn B ae Nt iy 1 R i | AR Ky | 2 1B W) 1PN
1)y 1 tufE PowerBroker Identity Services Open (PBISO) £f
90EA Samba JBALEIIN . AR I EIE IS A2 pbis ok

samba, WK 2GR o

i Z e e S A LT HT N Active Directory
NI TS Y RunOnceScript %elil, TEE A A
TIRENEEBUTIET TR o ARAT 2R R B T =401
%, RIS BB, LA root AUPRIZATIZ A,

Bdn, A Winbind fi#gey 5, i Winbind KL
MU Active Directory, JRHZamiid & h— ARG 4.,
XA S F T IIAA2 /usr/bin/net ads join -U
<ADUserName>%<ADUserPasswords. fFEEHLCfEE, H51E
ARG A ESCHITREN A YIRS B, s Tzl
PLK BRI Active Directory.,

A %5114 B RunOnceScript ZEIR IR A, PAFD A &
o

B4, 1'% RunOnceScriptTimeout=120

TS A HR E AR, izl ]
https://www.openssl.org/docs/manmaster/man1/ciphers.html

X

T RZEA R E A hisle. SCRHISUE TLSV1.0. TLSv1.1
HITLSV1.2,

I BT AR /S T SSO ISl ISR IEAE,  ifiAAEERIA
SAER,

FEREE T CE A SR IR 2 A, SRR SR |- 2
2RSS, 7F Ubuntu 14.04/16.04/18.04 5[ 23610
J&, JCeES A SSO Thfk, ka4, JRAE
RHEL/CentOS 7.x S8ttt lil, WIVEEHH T SSO
MBI T, A2l RS

% RHEL/CentOS 6 1 SLED 11 LA Epbe i, 7551
Xt S H T SSO W KDE ¥ MERIA S IR
LA 5 A, 1520 (X1 Horizon 7 for Linux 52 ) SRS,
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& 6-2. /etc/vmware/viewagent-custom.conf FIRJELEIRIT (£:)

D & LN i

SSOEnable true B true VB Z LT DL S TS FH 2 5 2% 5% (Single Sign-On, SSO),
false

SSOUserFormat SCART [username] i I Zae W DA HEE TR S s 2 . BMERE
FFH SR &. MASATENN S, RS ZT, 1, SR AR

SR NIRRT, B AR AR R
AT, WLAZRE T — AR TR A T X B Mkt
SRR

m SSOUserFormat=[domain]\\[lusername]

m SSOUserFormat=[domain]+[username]

m  SSOUserFormat=[username]@[domain]

Subnet KH [subnet] BT ) HA AL R] I T4 %) Horizon Agent for
CIDR IP Linux /1T IAAFTE HATAN I 2/ A 1P Mk, T
HoHEA% A T E R 1 PR A 1P Mibhik%3225)) Horizon Agent for
MM Linux., #0A%3E 5% CIDR IP HuhlA& R AME . 14,
Subnet=123.456.7.8/24 ,
UEMEnable true ok false BEE 1z A Hok 25 1] User Environment Manager 24HE 2R
false Mo AnSRZe A A A i, HI# e
User Environment Manager 885l S pE, Fsi il T
IXEETENE
UEMNetworkPath AR TGI8 O E User Environment Manager 7l 5 Hp
T BEE HIAAF 25 2 A A EL

+ //10.111.22.333/view/LinuxAgent/UEMConfig.

* VMwareBlastServer #Hf5 4 = M4 %11 : SSLCiphers. SSLProtocols #il
SSLCipherServerPreference., 7r 55l VMwareBlastServer Ji#Lff, Java Standalone Agent X ¥e kT /E
W, T Blast 224 WC (BSG) I, XI5 BSG A Linux Sl fiER:, 24 BSG #f
ARFHRY, X LSRR 2 R & P A Linux S0 22 A8

£/ FHEREE
AT DA VB R B0, KPR Linux 50T |- USB TR IAT . BRSHETA s S
YR T FUIREIAT .

S FRRRESENS, FTOAQUEE ORI AR A PRI 7 2 LR o IR, T DAL SCRE—A Sl 24P g
N PN B ALY , SOTI% PRIk T E A

EREREE RIEK

T FRIRE SR, 151 Horizon 7 BREIAA M S F5E DK

A ELE R R BRI A AT PR R SR 223 Horizon Agent 7.5 Bl AR DA M
VMware User Environment Manager 9.4 a5 =5,

» AT Horizon Client 4.8 Bl B i oA 4% 2 S BRE SRS /E A T PRI AR Linux S0
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® DS UEMEnable 26051, I HAADIE /etc/vmware/viewagent—custom. conf SCHHIEE
UEMNetworkPath 12655, 152 B/ Linux S b (R B S ik B e i,

%4 User Environment Manager
Tl Horizon FYREFME I HICHE Linux S0 e M hAemIAT A, oA ELErE Linux S b 2%
User Environment Manager 9.4 1} 5 =i A,

AN VMware FN#; T N % User Environment Manager 235727, 48 r] DAL N AT FE
User Environment Manager I35 AT 521 225 User Environment Manager £ 5 411F .

TR B, T P EERE ve P SRR 5 1) A FEAUA L 2225 User Environment Manager, 4fJ- RDS
LI, RO E A I E ) RDS 4L | 2e%E User Environment Manager.,

5% User Environment Manager 4 ZRMGERE R 22600, 1520  Z3EMIBLE VMware User
Environment Manager) 4%,

BLE User Environment Manager
TRV E User Environment Manager, 7 REfl & e i st (i DhAE O AR B AR SR

3 User Environment Manager, 15441 ( VMware User Environment Manager & H 451 ) HROFC
DA THRA o

Horizon e REKIZE
T pLim s 62 Horizon #fESRI& d2:1H] User Environment Manager H e 5L IGER T M o
72 6-3 ik 11 User Environment Manager Jyic#e Linux 521715 X Horizon £ HE ARG Al de B e .

VMware, Inc. BT AR o 83



¥ Horizon 7 for Linux S

% 6-3. Horizon S EEERRIZE

®E B

USB e W A AE LR b USB g Al diid USB SiiE A BhAE, A DML RE s i i FH A 143511 USB
WS, WA AT LR TEIN L. ansR el R HE IR B USB e, fifliff] User Environment Manager
9.5 B TR AR

B B SRV TR T R A AT DA B T —:

. AL R TIAR EE.

w RWRE. FHSWREE R T PAE S b AR G R RS T IRDA A 1 R A
= RENFPmERBRE. AR E i R G e PR PRI 2
" REARBEEHIBIE P T AR % i R g2 PRI 7 .

FPURINEhRR TR R e R R POm I s eI, AR E ISR A R TS N, T DAL
.z —:
B AR AR IR sl A A
m RPFEES. &SRB ISR S B AR R, O A LGNS N
n HE F U AN RS SRR AL R, OF AT DA, AT BN
QUARAECE R, W IR B A SR I Al SN TS A LA /ete/vmware/viewagent—
custom. conf X f1-H1)5/1] " CDREnable 1eliil, A1CHIZAF L, B2 Linux S A0 S s,

M2, “h User Environment Manager H /e 52 DAL 2 1) Horizon F5HE SR A B 2578 AT S5 80107
TR TURN2H SR A T

EE&HEFHME] Horizon SEEFRIREN

1t User Environment Manager H1iE X Horizon £/ RESISIN, 1] DS DTSl S A= e il A28 2 1R 25 1. 451
an, EATLAGRIn—AN G, DAY P A A 8 AN 3 B e R s s, 2R 4 i sh s s e [ 2D

&b
Heo

BE BTSRRI E AR Linux SEIHARL, AR LT SR INE) Horizon FRESKIE & SCH
HRT AR e AR T HASS AT, SRR A S5 RK Dy false

& 6-4. T2 Linux REAMENEHE

%1 BiHA

Operating System Architeacture FGAFH/EARLIIZH . (ELAH5E N Linux,

Endpoint IP address 2 vt 1P M & S AR E TN o TEIEDT IR 2 B R 0, a5RALI 2= 7B
RfARE )y 255,

B2, ADLAE 24 Endpoint IP address &4, @PA Nonfilfir.

Operating system is Linux
AND Endpoint IP address is in range 11.22.33.44 - 11.22.33.54
OR Endpoint IP address is in range 11.22.33.66 - 11.22.33.77

A JAE User Environment Manager & ERYS il & s IIAN a5 2510 eE4ifs ., 1525 (VMware User
Environment Manager & 451 ) .
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1 User Environment Manager H16]# Horizon Z&EKEE

#En] UL User Environment Manager #5454 & 78 User Environment Manager H1 617 Horizon #/fE%
Mo AEE X Horizon FHRETRMEHT, AT DAV ISR 2 i R A= 38T A 200 e I 45 1F o

BREM

m G User Environment Manager., 152 0% %E User Environment Manager FI/id 1 User
Environment Manager,

m HORA[ENINE] Horizon FTEE TR & SIS B2 B S5 IN 2] Horizon B EE JEIIE & S o
B 7f /etc/vmware/viewagent-custom.conf X {-H1 3 H] UEMEnable %5, J{fil el UEMNetworkPath

VeIl THZBUAE Linux S F R E SO e Pzt

T AERAER RIS, RAEETIO R R SRS TR RE R S, R DS, DAL
User Environment Manager 5¢ %S0, SR PR R 2 P2 22 52 M S 1 o

A XALJT] User Environment Manager £ EE= 6l 5 152845 £, 1525 (VMware User Environment Manager
EIRERF ) SR

1 {¥ User Environment Manager & H4H & 1, PR PR ETF, RE R EE d) Horizon &
BRI .

AT Horizon FRESRIE E X (WIERA ) 2 nfE “Horizon FRERNE" BatsH
2 178l Horizon FREHRNE, JTUbH-QIE Horizon ZREHRIEE XL, VLG R AEHN
2R “Horizon FAESRIE” AHEAE
3 RERERIUR, JfE RN E .
a A “HRIEE" H BFRSCARMER, BN RR RIS 1 AR
Bilgn, IS RE A SR & PR st L E I hAe, ATLCKH YRR SRS Ay £ CDR,
b 7t “Horizon FREHISILE " H55y, RS S 7 BIRR S oA SR I DR AN AL
(ATINYSvin £ 2 E ARV 8
4 NIRRT RE R TR Linux SAFTTR ML A1
a ERESREIIR, BLEERIN, RREERERGIM AT,
b KHE#E N Linux,

Operating System is Linux
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c REENIN, SRS IP Hibk A
BRANGEOLT . K AND i85

d fF “Uti 1P btk WHEAER, A P Hikue, SRS
DA 2B R

Operating System is Linux
AND Endpoint IP address is in range 11.22.33.44 - 11.22.33.54

5 EHRAEDURAE R R RIE
User Environment Manager 2 7F H] PR FZ ik FgnE B2 vo A s A0 EE Horizon ZYRE TR

User Environment Manager 4% IFERE S 2 A1) BRI 7 AL ER 2N RE SR . Horizon £ fE SR F 7RI
¥ B RAE “Horizon ZYAESRIE” Bk, WISRBREENG & A has, MR G AL R RS ms A e s 2
B, WS —A %k Sue MIRTRESEIE N 440 Sue TP R USB 5[, [FI R4 5 —4%H Pool
T RESRIEN 224 Ubuntu1604 [5LthAS ] USB FiE ], NIFE Sue #42E] Ubuntu1604 S jth Hh e e
SR, B2 USB HEMTHfE .

iEFF Linux £HEA) Blast iZ & R~

PR DL R o A L T s ORI TR, DASGE H PSS . (EEE BRI R, BeERIE TR BT
— B AR

VMware Blast Extreme 1% & 7~

VMwareBlastServer M HAHICSER - TR E S /etc/vmware/config.
% 6-5. /etc/vmware/config H1#J Blast fit &L R Al

it
HEIETR 28 H# LAN  LAN &M WAN 55 WAN ~ WAN ik e
T RemoteDisplay.maxB 1000000 1000000 1000000 (1 5000 (5 2000 (2 1000 (1 Mbps)
andwidthKbps (1 Gbps) (1 Gbps) Gbps) Mbps) Mbps)
K FPS RemoteDisplay.maxF 60 30 30 20 15 5
PS
RED it RemoteDisplay.allow  TRUE TRUE TRUE TRUE TRUE FALSE
Audio
(TZINib | RemoteDisplay.maxQ 90 90 90 70 60 50
(JPEG/PNG) ualityJPEG
R RemoteDisplay.midQ 35 35 35 35 35 35
(JPEG/PNG) ualityJPEG
R RemoteDisplay.minQ 25 25 25 20 20 20
(JPEG/PNG) ualityJPEG
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% 6-5. /etc/vmware/config H1H#J Blast Bt E XU RA (42

i
BEEFR 28 B®LAN  LAN LI WAN 555 WAN WAN B
L RJiii (H.264) RemoteDisplay.gpma 28 36 36 36 36 42
xH264
L oRJiii (H.264)  RemoteDisplay.gpmin 10 10 10 10 10 10
H264

iEAF Linux KHEHE P imIRE25E T 63 I~ 5

I PABC ¥ & s s E 1 (Client Drive Redirection, CDR) 615l  DATfE A R Zel)H 2SS AR Z)
2 LA MZEAE Linux SEI03EF TR,

AliEE A /ete/vmware/config SCAFHN NS H R CDR #E .

PURNBCE RIS T d:\ebooks fil C:\spreadsheets -3¢, XA SCfIe HBETEEL, FE28 % P
HEHEL Ak,

cdrserver.forcedByAdmin=true
cdrserver.sharedFolders=d:\ebooks, ;c:\spreadsheets,
cdrserver.permissions=R

FEVA o, JtkE5 “,” T ebooks Ml spreadsheets 7 Jr, VABALR IEAMfFAT LTI,

cdrserver.sharedFolders GeliH S AT “R” E2miizii & i I Scefsk . ZEDL R ofilr,
Bk R {15 T /home/jsmith (k%2> )5, ebooks Fll spreadsheets S/t # N ik,

cdrserver.sharedFolders=d:\ebooks, ;c:\spreadsheets, ; /home/jsmith,R

2 |F7F vSphere #I=HI & 27~ Linux £H

FH P EERER] Linux SN, 1252 [ 7] DL R Linux BERUALA vSphere #5il& i, AT DK Linux HEAUAL
PHTRCE, PAROERAE TSR 2 Hg iy vSphere 455l & A A R T 5L o

EZ S

® 7F ESXi ML, HLANATEINE] Linux BRI vmx SCHH
RemoteDisplay.maxConnections = "Q"

HENAHE R E MRS O N RPN, vSphere 42 & 5 A2 BRI
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PIEMEZFE Linux SHEM

L Linux EAWIDA R i, a8 sy Linux BERINLAGO S it o
i T Linux ) Horizon Sz#5 L R s it 26780 .

» 7 vCenter FEIUALIN TSR

LI = P Bt 3 e

w O SRR B it

LD vCenter HEIN LTl AN REIUAL 2235 Horizon Agent. JAJE, (IR SS
fe S I R A SR R AL N2 SR it . BRI, 15255 Linux SLITHERE AR LT o

PO H ) SE R RS I, FAZIFE Linux MEFRWURAR |- 223 Horizon 7 Agent. SR, fH HIERRSS 7%
S AR S e e B R L

G RN v I B, AT T PBIS Open BRI Linux FEFUAL |- 22358 Horizon 7 Agent, Jf
MR —ANEARR . SRJT, (i TERE IR 55 ws S h b O 2] 5 61 B DR 7 B 7 s S it

AT DG TV 37

»  OJEE T Linux [(OFshsL it

= EELE T Linux ST

»  QESE T Linux 19 E sh5e 3o b Sl
m  QESE T Linux [ RIS sl s 2h S

= [RPH PowerCLI 154

fIZEAT Linux WFEshEmE

RPN Linux JEAAIL O sh e i

IR

= HIATE Linux & PAURIE R0 EL 225 Horizon Agent., 15227 Linux FE#UHL | 2225 Horizon Agent,

= A E VMware vCenter Server 1% Horizon Connection Server,
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Bz

N L

7 Horizon Administrator H1, s IIF-shs it

SPEER > RER > B,

priEees Bl Aicipiit

12 PR U E, s SR B HsF sl P, e T—5.
FE CYFEIHLIRT BUE F, %Pt vCenter FERINL, SAEHE R—,

7F vCenter Server DI}, #EREHIN ) vCenter Server, SKf5Hih T—25,

M \SEH ID.

fE “SRIMBIE” T b, #EPL P,

BET BB

BRNE R VMware Blast

e P 7w

3D 2R {ii ] vSphere Client % ( %I+ 2D. vSGA &k vDGA 4ijfii ) 1 NVIDIA GRID vGPU
(AT vGPU i )

HE O XA . ), R AR R S, SR S e B B B AR
1E “URIN vCenter JERINL” B I, 5P Linux L. BEEIN, R T—35.
HOIEAE R S H R G Windows A1 Linux B2,

LMz AR, IR NI THRA

PR P St Fh I REAUM L. 76 Horizon Administrator H, RS, BEPHRAN > BN, &
IE IR

R, Linux B E #E A5 4F(E Horizon 7 3538 i IV R 2 1

SEIRIE AT Linux B

FE OV T Sh e I i Z b A N Linux THELHURS, ATDAE A o — e PR B T ol it . i -UF
Linux 2 P URIE R G NEI T shed b A, ansfab R 5 Windows 1 Linux & P URIER S, WKz
2k Windows b, FHFLJGHE%ER2 3] Linux S,

BIRRIESH

A5 s TR

ol H Z S

ORI s

LA Horizon 7 IR AN, sl M ri MR R LA
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ImPRE BT
K7 IEEEE

EREE BT

i TS HL TR n R HERTIR R
R AAT TR
= i
ES

T2 I 1 B . E
= AR
= 2

FUTE IR PR B AL =
. g

RV PIAFIE P Ee g w2

B .

T e SR Y 1 B aU G TE m

SR MR TS0 .

Horizon Administrator #{ExX ¥
. WITR

. A

n EE/ERESEM

. LME

KT s, Al UABS ISR A B L P 0Bl e AnFe T st E, il H Horizon
PowerCLI Cmdlet,

= Update-UserOwnership

®  Remove-UserOwnership

SRR BRI L 2R L AUA S B SR BN B AT

wE eI

E NN VMware Blast

S B A

3D EHIE ®  {§i[f] vSphere Client 58 (%I} 2D, vSGA ik vDGA )

= NVIDIA GRID vGPU

AFRHLARE, 125 (Horizon 7 #HLER ) SR,
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fIZERAT Linux MBI BT EE it

AT PL N Linux JERIALEIEE B 8h e vk s itb . G E B ah ety L i, 4RI LATE Horizon 7 #35%
HK Linux REUALUHIPE R S0 -

B 4E

= fIALE Linux % POHLERE R 40 I V225 Horizon Agent, 5257 Linux FEAUAL |- 222E Horizon Agent,

n ERATHEWUE R AT, A ORI TR U . 1E S0 velE Linux SLATTSIATLGNEEAAL
LG

m GnSASE T Winbind fifgek 75 2685 Linux BEAUATLINN Active Directory, A2 e UM UAR -H 52 i Winbind
FERT T ZE T L

m QURAEH] Winbind iy 5, AAHEERINL S TNy 4 Kz &S 7E Shell A, I
1F /etc/vmware/viewagent-custom.conf H{5/E 3] Horizon Agent %15 RunOnceScript I
7o HXREZAEE, WHESFE Linux S RS E SO i e,

= A CF vCenter Server N5 Horizon &R RS 75 .
S8
1 QIR PP ESCE,

152 ( vSphere FEM VTSRS ) SCRY Y “7F vSphere Web Client H12/ Linux Il & [ & XHIE”
BIEEMEN, BIiR BRI L R .

wE I8

FIFRENIERIE 2% Linux

TR R,

I J85E Horizon 7 BRI .
PRSI IR 2%

J: DNS FEE AL

I ARESHBERG A ESCHPRNEZER, 155
http://partnerweb.vmware.com/programs/guestOS/guest-os-customization-matrix.pdf,

{E Horizon Administrator H1, JEFEFE3R > SHEM > #RiN.

Ve BERE, RT3,

Dy T N e B s T i, R R —25.

5 f& “vCenter Server” Tl[fii I, 5B, JFAHN vCenter Server, JAJFHET—3,
6 f£ “sRimhRIR” T, BRI 1D, SAJERE T2

L I M
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7 fE CREMEMIE” DU, &EDL N, RERET .

pinll B

BN R VMware Blast

e Pl &

3D EWAE ifi ] vSphere Client #5 21 (4}]-2D, vSGA ik vDGA % ) 1 NVIDIA GRID vGPU

(X vGPU 531 )

T BB . S, RO B R, RIS R B B FEGE TR

8 fF “EERCE” UUALL, REERWIEREL, REnE TP,

Bl Vi
FHIRELFR FEIHINEFR.
fiE Fi—Fhar 2B BN, $5FE LinuxvM={n}.

RRLFRE VL N R IR 2 e 5
R
= SNEATIT IR TR # G
9 fE “fefEUIL” BUM L, EEAEEEERRNG, SNERET P
10 & “vCenter ¥ &" DU I, i “WW" , &7 2kE vCenter Server KF, A5 T—25.
PABEB AT vCenter Server ¥4 :
a Btk
b RIS AL
c EMEHLE
d ikt
e Hulfrhk
M AE “SBAAEER” DU b, SRR Bl SRS RETT 28,
12 78 “ZPHUAE” B b, SRS Linux & S HLAE X, R T—38.
13 75 “BIRSER” DUM b, R e, ARkt S BUE AU P .

14 FE5ER
15 S0 ] T SR i b T S LRORPR,, e AR SR i, A 3AN > ERINIRAL, SRR TN A
#H,

6 HELRM AT Linux BT R,

fIZEIEAF Linux BB EfEF s R E A

PR DA FES IS A M7 S, O Linux RPN LRI vo g sh et mt, ORI vep sh mb s, 4]
PIK+ Linux UKL FTE Horizon 7 232 b e R si i o
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AR

PORAXAE vCenter Server O RSN URIZAEE Linux #/E AR, AXBESEL, ES RS
PINIFH 2238 Linuxo

TR PBISO s ubfifih Jr 34T AD SR, T IREZE R, w2 F Linux 5 Active
Directory T ) “PowerBroker Identity Services Open (PBISO) S5561E” #i547 .

2% Horizon 7 Agent for Linux [2c330 3R, A2 EE, 1520 Linux UL 4% Horizon
Agent,

T fifd ) VMware vSphere® Web Client Jy G HIHLIE Linux BRI, 15559 (vSphere
&MU - VMware Host Client) HfY “7F VMware Host Client FH3F5EE A" #5456

A EVEs vCenter Server P N2 Horizon iR 5%

AE—2%E T Ubuntu 14.04/16.04/18.04 5 RHEL 7.1 S5 S Ay Linux FEAUAIL (VM),
AT Ubuntu 14.04/16.04/18.04 5 RHEL 7.1 o B oA 2240 |- Se iz ohfe

AREZER, HSRAEELWUIFLEE Linux,
i TILL M4 75 Ubuntu 14.04/16.04/18.04 11541 I F-5h4 % Open VMware Tools (OVT):

apt-get install open-vm-tools

TS B e S AE 2 Linux THEAL T AREAE .
ZEE Linux 73 & BT AR I 2 SO £

THZ %% Horizon Agent HOUKTIN D T RS 215 B
1F Linux FERIALHZ%E Horizon Agent for Linux.

sudo ./install_viewagent.sh -A yes

BT B, 1S BE Linux UL F 223 Horizon Agent,
¥ Linux [ERUN1S Active Directory AHEEAR .
m B PBISO Btk 5, witdTIA M.
a M https://www.beyondtrust.com/products/powerbroker-identity-services-open/

4 PBIS Open 8.5.6 Bk A, H2e 2 2451 Linux HEUAL L.

sudo ./pbis-open-8.5.6.2029.1inux.x86_64.deb.sh
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b i HPE Linux 5 Active Directory £211%) “PowerBroker Identity Services Open (PBISO) E 7356
U™ AR R, R Linux BEFUAILS Active Directory AHEE

YR PBISO ¥ Linux AL Active Directory AHEERL, TJ.AZ
1F /etc/vmware/viewagent-custom.conf X {fH1¥ OfflineJoinDomain 5% %} none, 1
], BOE Sl ah 52 b r Bl dt s i
6 Q1 DHCP JIlRgssiA #% %] DNS IR55#%, 154 Linux R4HEE 1> DNS JlR55+%.
BB va FERE AU, SO II— N R B 4E i &5 o AE Il B e B R ST LR DD P 28135 il 7%
I, RERH SR A G e s P& B (i, DNS AR%ses ) #0% Fd, PBIS F238— /1N E 300 DNS
Aes5ws, (HAE% /etc/hosts Hift) FQDN WLGT Ay 1 e G 78 17 o B R U LS I X 25 3 i e 25 0
DNS AR 558, WMAIE Linux 24iH45E— 1 DNS iRZ5#5. B4, {F Ubuntu 14.04 5 16.04 #%;
dr, F[IEEE /etc/resolvconf/resolv.conf.d/head SCA-FZRINIDL F4TR38E DNS IR 78

nameserver 10.10.10.10
search mydomain.org

7 (A[EE) @R AR Linux VDI B TE R /ete/Fstab KA I NFS 25485050, 158 A
ARz —.

/% Jetc/fstab Hshn “soft” kric, Bilan:

10.111.222.333:/share /home/nfsmount nfs rsize=8192,wsize=8192,timeo=14,soft,intr,tcp

B QURIEAETE Jete/Fstab 1] “soft” Aric, SEJCEEFEL Linux SR UMYG P E /etc/Fstab,

PO DA S A AR DAL B /ete/Fstab XA, SRISTE Horizon Administrator [R5 55 5 it )
SR B PHLEEX" ERPRREIZ AU,
8 &M Linux FERWL, SRf5mm# H VMware vSphere® Web Client G2 E S HLIRTY Linux FEAUALA TR
IR O T A5

1521 (vSphere H.&5 EHLEHE - VMware Host Client) Hift) “/F VMware Host Client HF R IR 3458
5y, AT AR R

9  {f Horizon Administrator /1, YeftHF > RIEM > HR.
10 & SCRIM.
a A& A s, REEEERER, A5 2.
b fE PR Eish, EREES. RT3,
¢ ft vCenter Server %itg e PRI 7Tk .
M AE R Gk SR 1D, SRS BT 2R,
12 7F “SESE” @k, B BAEE IR HTML Access., Hidi F—35,
13 78 “ERWE” G E BRI 2T, SRR,
s AR SRR IR LR
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n ERERERSAME TR MR, Horizon 7 BHAE AT A SRR IN LA AR IO SE, o iRmE—4
5o P, $8E LinuxVM-{n}.

(RN EESOAE T, FRE b i S AU

R (BATTTHRIR) RN SOMET, Fa nl AT P 60 s A LA

" EFPURBERETENL, DLk Horizon 7 B & A HHEN IR BRBER TS I R N LA
14 75 g Gk, RS TS VMware Virtual SAN, SR)5 5 T —3,

15 {f “vCenter ¥ Efs, 454 vCenter Server Y ORI F4], T A B BN O, 4K
T —3E,

16 £ “FPHLAEX" @id, FRElid . AD AU ve b RIS D AUa] THT AN FiE X
A, il R—3b,

EHE {EffH] ClonePrep JH Lk [FlLfE AR, XS AN T /var/userScript X£FJrr, U root
MR, R SAAPRIEE N 700,
17 78 “BURsepl” kb Fbm e e B P, ARG A RIS B
18 H5EM.
7F Horizon Administrator /1, W] DATER: S UM LA DN E N 255 X Sesd [ UL, T5 e e B > 5=
JiEiRi:A

GG, WORZIAELE, EAEMER BBV HN vCenter Server I FRHSER . WUREE T T ER iR
WRAZEEAUA LI vCenter Server ig i, MLAZIRELANINEI L, SR 24 G T— KA (e o

RESR
T PR . 17208 (& Horizon 7 Mg AR ) T W i s el o

LI PowerCLI 5%
FHTFAE SRR S 7T Windows S P TR RV FIMT-2511) Horizon PowerCLI emdlet t A DA T Linux 5f .

£l F o = Hit

Add-ManualPool -DefaultProtocol Blast -AllowProtocolOverride $false —threedRender usevc|vgpu -Pool_id
<pool id> [more parameters]

AT Linux 520, AEEHEDL N oe WA
m  DefaultProtocol Blast
m  AllowProtocolOverride $false

®  threedRender usevc|vgpu, XJF vGPU %[, 15[l ~threedRender vgpu, X/ 2D/VSGA/NDGA
Hifil, 15f#)1 —threedRender usevc,
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Z(l|
m En AL (VM) LinuxVM-01, 61—/~ #4 LinuxDesktop [1J7F-5)) Linux St

Add-ManualPool -DefaultProtocol Blast —-AllowProtocolOverride $false —-threedRender usevc -Pool_id
LinuxDesktop -Id (Get-DesktopVM —Name LinuxVM-01).id -Persistence NonPersistent -Vc_name
myvc.myorg.org

w I LA AR LinuxVM- JERRIFAA REAL, 14405 LinuxDesktop (1% ] Linux vGPU S
it

Get-DesktopVM | Where-Object {$_.Name.StartsWith("LinuxVM-")} | Add-ManualPool -DefaultProtocol
Blast -AllowProtocolOverride $false —Persistence Persistent —threedRender vgpu -Pool_id
LinuxDesktop

I % — RHEL 6 x64 441, G1E5%4h Linux 5Lfi LinuxDesktop.

Get-DesktopVM | Where-Object {$_.GuestID -eq "rhel6_64Guest"} | Select-Object -Index 0 | Add-
ManualPool -DefaultProtocol Blast -AllowProtocolOverride $false —Persistence NonPersistent -
threedRender usevc -Pool_id LinuxDesktop

Pl E AR

Add-AutomaticPool -DefaultProtocol Blast —AllowProtocolOverride $false —threedRender usevc|vgpu °
—Pool_id <pool id> -Vc_id <vCenter id> °
—NamePrefix <VM Name Prefix>" °
—templatePath <Virtual Machine Template Path> °
-VmFolderPath <Virtual Machine Folder Path> °
—ResourcePoolPath <Resource Pool Path> °
—dataStorePaths <Datastore Path> °
—customizationSpecName <Customization Specification Name> °
[more parameters]

BT Linux ST, AZHEHELL N Se iR .
m  DefaultProtocol Blast

m  AllowProtocolOverride $false

®  threedRender usevc|vgpu X/ vGPU 5[, 15f#i/H] ~threedRender vgpu, XiT 2D/VSGA 5,
151 —threedRender usevc,

i

Add-AutomaticPool -DefaultProtocol Blast -AllowProtocolOverride $false —threedrender usevc’
—pool_id FullClone-Linux °

-Vc_id (Get-ViewVC -serverName myvc.myorg.org).vc_id

—NamePrefix "FullClone-{n:fixed=3}" °

—Persistence NonPersistent - deletePolicy DeleteOnUse °

-VmFolderPath "/LinuxVDI/vm/FullClone" °

—ResourcePoolPath "/LinuxVDI/host/LinuxVDICluster/Resources" °
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—templatePath "/LinuxVDI/vm/LinuxTemplate" °
—dataStorePaths "/LinuxVDI/host/LinuxVDICluster/datastore" °
—customizationSpecName "linux-spec" °

—maximumCount 100

A NS FS R 5 Tt 42 4%

= AU mydomain.org f{3E ] 41157 LinuxDesktop.

Add-PoolEntitlement —Pool_id LinuxDesktop -Sid (Get-User —-Name "domain user" —-Domain
"mydomain.org").sid

= )\ LinuxDesktop H1#2}45: mydomain.org Ju {3 FH F 41 4524

Remove-PoolEntitlement —Pool_id LinuxDesktop -Sid (Get-User —Name "domain user" -Domain
"mydomain.org").sid

BRARPSESEREEMPHEMI, SIAPBBRAR

¥ myuser TS AT L TSR LinuxVM-01 FERIN L.

Update-UserOwnership -Machine_id (Get-DesktopVM —-Name "LinuxVM-01").machine_id -Sid (Get-User -Name

"myuser" | Where-Object {$_.cn -eq "myuser"}).sid

¥ myuser HMNTL RR IR LinuxVM-01 JERIALH 2 .

Remove-UserOwnership -Machine_id (Get-DesktopVM —Name "LinuxVM-01").machine_id

THEEEE
)\ myuser [ 2T

Get-RemoteSession —Username "mydomain.org\myuser" | Send-SessionLogoff

BRI PowerCLI cmdlet [ {5 HL, 1524 (Horizon 7 ££Ak3ER Y Wi “ffiff] Horizon PowerCLI

o
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AFEmMHtEEE Horizon 7

f#i [} Horizon Administrator, #20]DLIA 20617 Windows ( [fjA~2 Linux ) S dsdi. (H2, Ea T g
FHTE bl Linux S v SEAT LB BIA

PR R BIEANA I 2 o AR P R IS FTREHH A A8, VMware BEAN 151,
AZEVHE TLUR £

®  Linux S AL

w  Linux St T

= Ol Linux ST SIALOTEE RIS

m T Linux S PowerCLI A N\ S

= TR Linux BRI R BIRIAS

TR MR AD IR FIRIAS

(i SSH TR Active Directory Iai i) < fiilJIHIA<
R SO FEE Linux FEAUNLI R BIRIA

m i SSH AL E S 2 Linux REAAL - BilIEIAS

»  JTHE Linux AL E T Horizon Agent [1)745] PowerCLI A
m  fifiJf] SSH 7F Linux JEHIML F T4 Horizon Agent [ = ilfiEIZ<

m  JIAE Linux BRRAL ESATHRAER R BIIEIAS

Linux KHE#t=EPEHEE

s Linux Tl st Beed K LB, iR 24 s, WIRTLA{E ] PowerCLI JIASK F5h5¢
JRHEEEL B

SRR AT LR ] PowerCLI 5t SSH 7F Linux 0L FHUTMS e FEND T X1
X,
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PowerCLI SSH

TFTLEEHINT R, = 3 Ubuntu, FE3# 144 sudo apt-get install openssh-server %
4L SSH IR%5%5. 4T RHEL Al CentOS, openssh-server &2\ 2R, (HA
TR KRR S0 VF SSH.
TR SSH & P TR pscp.exe Fllplink.exe, J¥&4 781 PowerCLI
JRA B TRl —N SRk

RSO A S P TR SO R S T R R
St ESXi EHUEBE 5 R AT ESXi AL AR

LEIa1THI T 42235 Horizon Agent (AN JGHE  {Fiad 71122355 Horizon Agent [ JIAI A DLALEREFFE b1ty FR R ik 2 7F, BlAr
SO R RS R R AT, SRS T T s AT TN IS AR FT DUAGER AD P s RS R 1
ISR BIASIN FiEALEE AD FH P 3t b s

PRETF

T 5T PowerCLI {UHIAKIE T SSH HUIIAIA ] DAALEE vCenter Server 7 G111 Linux £ G171 %
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AN - T NS ATRE S N A

VMName, Parentvm, CustomSpec,Datastore,Host, FromSnapshot,DeletelfPresent

1inux-001,Ubuntul204x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-002,Ubuntul204x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-003,Ubuntul204x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-004,Ubuntul204x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-005,Ubuntul204x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
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<#
Create Clones from a Master WM

i

The Tool supports creation of Full clone and linked clone from Master VM.

The parent VM is required for the linked-clone to work and the parent VMs file cannot be renamed or moved.

#>
# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —-NoNewLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString
$input =

[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]::SecureStringToBST
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R($input))
}
else

{
$input = Read-Host

[Console]: :ResetColor()
return $input

function IsVMExists ()

{
Param($VMExists)
Write-Host "Checking if the VM $VMExists already Exists"
[bool]$Exists = $false

#Get all VMS and check if the VMs 1is already present in VC
$1listvm = Get-vm
foreach ($1lvm in $1listvm)
{
if($VMExists —eq $1lvm.Name )
{

$Exists = $true

}
return $Exists

}

function Disable_VM_Console()

{
Param($VMToDisableConsole)
$vmConfigSpec = New-Object VMware.Vim.VirtualMachineConfigSpec
$extra = New-Object VMware.Vim.optionvalue
$extra.Key="RemoteDisplay.maxConnections"
$extra.Value="0"
$vmConfigSpec.extraconfig += $extra
$vm = Get-VM $VMToDisableConsole | Get-View
$vm.ReconfigVM($vmConfigSpec)

function Delete_VM(Q)

{
Param($VMToDelete)
Write-Host "Deleting VM $VMToDelete"
Get-VM $VMToDelete | where { $_.PowerState -eq "PoweredOn" } | Stop-VM - confirm:$false
Get-VM $VMToDelete | Remove-VM -DeleteFromDisk - confirm:$false
}
# Main Script

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput -prompt "Your vCenter admin user password" -IsPassword $true
$cloneType = GetInput —prompt 'Clone Type ("linked" or "full")' -IsPassword $false
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$disableVMConsole = GetInput —-prompt 'Disable vSphere VM Console ("yes" or "no", recommend "yes")' -

IsPassword $false

$csvFile = '.\CloneVMs.csv'

# Check that user passed only linked or full clone
if (($CloneType.length >0) -and ($CloneType -ne "linked" -or $CloneType -ne "full"))
{
write-host -ForeGroundColor Red "Clone type supports only 'linked' or 'full' (case sensitive)"
exit
}
if (($disableVMConsole.length >0) -and ($disableVMConsole -ne "yes" -or $disableVMConsole -ne "no"))
{
write-host -ForeGroundColor Red "Disable vSphere VM Console supports only 'yes' or 'no' (case
sensitive)"
exit

#check if file exists

if (! (Test-Path $csvFile))

{
write-host -ForeGroundColor Red "CSV File $CSVFile not found"
exit

# Connect to the VC (Parameterize VC)

#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress —user $vcAdmin —password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile
#$csvData = Import-CSV $csvFile -
header ("VMName","Parentvm","CustomSpec","Datastore","Host","FromSnapshot","DeleteIfPresent")
foreach ($1line in $csvData)
{
" "
$VMName = $1line.VMName
write-host -ForeGroundColor Yellow "VM: $VMName ' n"

$destVMName=$1ine.VMName

$srcvM = $line.Parentvm

$cSpec = $line.CustomSpec

$targetDSName = $line.Datastore
$destHost = $line.Host

$srcSnapshot = $line.FromSnapshot
$deleteExisting = $line.DeletelfPresent
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if (IsVMExists ($destVMName))

{
Write-Host "VM $destVMName Already Exists in VC $vcAddress"
if($deleteExisting -eq "TRUE")
{
Delete_VM ($destVMName)
}
else
{
Write-Host "Skip clone for $destVMName"
continue
}
}

$vm = get-vm $srcvm -ErrorAction Stop | get-view -ErrorAction Stop

$cloneSpec = new-object VMware.VIM.VirtualMachineCloneSpec

$cloneSpec.Location = new-object VMware.VIM.VirtualMachineRelocateSpec

if ($CloneType -eq "linked")

{

$cloneSpec.Location.DiskMoveType =

[VMware.VIM.VirtualMachineRelocateDiskMoveOptions]: :createNewChildDiskBacking

}

Write-Host "Using Datastore $targetDSName"

$newDS = Get-Datastore $targetDSName | Get-View

$CloneSpec.Location.Datastore = $newDS.summary.Datastore

Set-VM -vm $srcVM -snapshot (Get-Snapshot -vm $srcVM —-Name $srcSnapshot) —confirm:$false

$cloneSpec.Snapshot = $vm.Snapshot.CurrentSnapshot

$cloneSpec.Location.Host = (get-vmhost —-Name $destHost).Extensiondata.MoRef

$CloneSpec.Location.Pool = (Get-ResourcePool -Name Resources -Location (Get-VMHost —Name
$destHost)) .Extensiondata.MoRef

# Start the Clone task using the above parameters

$task = $vm.CloneVM_Task($vm.parent, $destVMName, $cloneSpec)

# Get the task object

$task = Get-Task | where { $_.id -eq $task }

#Wait for the taks to Complete

Wait-Task -Task $task

$newvm = Get-vm $destVMName
$customSpec = Get-0SCustomizationSpec $cSpec
Set-vm -0SCustomizationSpec $cSpec -vm $newvm —-confirm:$false
if ($disableVMConsole -eq "yes")
{
Disable_VM_Console($destVMName)
}
# Start the WM
Start-VM $newvm
}
Disconnect-VIServer $vcAddress -Confirm:$false
exit
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BT
N TIAR BRI

PowerCLI C:\scripts> .\CloneVMs.psl

Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator

Your vCenter admin user password: #*¥#i¥*i

Clone Type<"linked" or "Full"> : linked

Disable vSphere VM Console ("yes" or "no", recommend "yes") : yes
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<#
.SYNOPSIS
run command "sudo /usr/bin/net ads join"

.DESCRIPTION
The tool is to run the command "sudo /usr/bin/net ads join" to join Linux to AD

.NOTES
#>

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString

$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]::SecureStringToBST
R($input))
}
else

{
$input = Read-Host

[Console]: :ResetColor()
return $input

Handle input

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —-prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput -prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$adUser = GetInput —-prompt 'Type the AD user name to join the AD' -IsPassword $false

‘nPlease type the AD user password."
"Plase note that special character in password may not work with the script"
$adUserPassword = GetInput —prompt 'Your AD user password' -IsPassword $true

#$csvFile = Read-Host 'Csv File '
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$csvFile = '.\CloneVMs.csv'

# Main Script

#Connect to vCenter

#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress —user $vcAdmin —password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one

foreach ($line in $csvData)

{
" "
$VMName = $1line.VMName

write-host -ForeGroundColor Yellow "VM: $VMName n"

$cmd = "sudo /usr/bin/net ads join -U $adUser%$adUserPassword"
Write-Host "Run cmd 'sudo /usr/bin/net ads join' in VM '$VMName' with user 'S$guestUser'"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser $guestUser

—GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd
}

Disconnect-VIServer $vcAddress —Confirm:$false
exit

BT
PG TR B0 6.

PowerCLI C:\scripts> .\ClonedVMs_JoinDomain.psl

Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator
Your vCenter admin user password: #*¥#x¥ii

Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: ¥*¥¥*%&x

Your VM guest OS user name: ViewUser
Your VM guest 0S user password: *#%¥*i*
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Type the AD user name to join the AD: viewadmin

Please type the AD user password.

Please note that special character in password may not work with the script.
Your AD user password: %k
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<#
.SYNOPSIS
run command "sudo /usr/bin/net ads join" via SSH

.DESCRIPTION
The tool is to run the command "sudo /usr/bin/net ads join" to join Linux machine to AD via SSH

.NOTES
#>

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + "
Write-Host $prompt —NoNewLine
[Console]: :ForegroundColor = "Blue"
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if ($IsPassword)
{
$input = Read-Host -AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]::SecureStringToBST
R($input))
}
else

{
$input = Read-Host

[Console]: :ResetColor()
return $input

function Check_SSH_Client

{
Param($IsPlink, $IsPSCP)
if ($IsPlink)

{
if (Test-Path ".\plink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from its
official web site'

exit

}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'

exit

function RunCmdViaSSH
{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)

$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)
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[RIR] [RIR]

$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + + $cmd +
$output = Invoke-Expression $command
return $output

}

else

{

echo yes | .\plink.exe -ssh -1 $user -pw $password $IP "$cmd"

function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)

$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]

$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file: $command"

Invoke-Expression $command

# Handle input

Check_SSH_Client -IsPlink $true -IsPSCP $false

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —-prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput -prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$adUser = GetInput -prompt 'Type the AD user name to join the AD' -IsPassword $false

‘nPlease type the AD user password."

[Console]: :ForegroundColor = "Yellow"

"Plase note that special character should be escaped. For example, $ should be \$"
[Console]::ResetColor()

$adUserPassword = GetInput —prompt 'Your AD user password' -IsPassword $true

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

# Main Script

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —user $vcAdmin —password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))
{
Write-Host 'Exit since failed to login vCenter'
exit
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else

{

Write-Host 'vCenter is connected'

#Read input CSV file

$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)

{
$VMName = $1line.VMName
write-host -ForeGroundColor Yellow "VM: $VMName n"
$cmd = "sudo /usr/bin/net ads join -U $adUser%$adUserPassword"
Write-Host "Run cmd 'sudo /usr/bin/net ads join' in VM '$VMName' with user 'S$guestUser'"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword -Cmd $cmd
}

Disconnect-VIServer $vcAddress —Confirm:$false
exit

BT
P THIAIN SR .

PowerCLI C:\scripts> .\ClonedVMs_JoinDomain_SSH.ps1

Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator
Your vCenter admin user password: #*¥#¥¥ii

Your VM guest OS user name: ViewUser
Your VM guest 0S user password: *#¥¥*i*

Type the AD user name to join the AD: viewadmin

Please type the AD user password.

Please note that special character should be escaped. For example, $ should be \$
Your AD user password: ¥k

AFHBERENXHLEEHZE Linux BN HREIEZA

Fn] DL A SOT DL N R BIEAKR AL & S config Al viewagent—custom. conf FEE £ Linux [
LA (VM)
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Linux FEAUATLIY FH 245

b NSRS

<#

Upload the configuration files config and viewagent-custom.conf to Linux VMs
#>

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]::SecureStringToBST
R($input))
}
else

{
$input = Read-Host

[Console]: :ResetColor()
return $input

# Handle Input

write-host -ForeGroundColor Blue 'Please ensure your config file and viewagent-custom.conf file are in
current working directory’

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false

$vcPassword = GetInput —-prompt "Your vCenter admin user password" -IsPassword $true
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$hostAdmin = GetInput -prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —-prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput -prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$csvFile = '.\CloneVMs.csv'

$setConfig = $false

$setCustomConf = $false

$config_File = "config"

$customConf_File = "viewagent-custom.conf"

#check if config file exists
if(Test-Path $config_File)

{
$setConfig = $true
write-host -ForeGroundColor Yellow '"config" file found'
}
else
{
write-host -ForeGroundColor Yellow '"config" file not found, skip it'
}

if(Test-Path $customConf_File)

{
$setCustomConf = $true
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file found'
}
else
{
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file not found, skip it'
}

if (($setConfig -eq $false)-AND ($setCustomConf -eq $false))

{
write-host -ForeGroundColor Red 'Both file not found, exit'
exit

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —user $vcAdmin —password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
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$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one

foreach ($line in $csvData)

{
" "
$VMName = $1line.VMName

write-host -ForeGroundColor Yellow "VM: $VMName n"

#Try to delete the configuration file from home folder on destination WM
$cmd = "rm -rf config viewagent-custom.conf"
Write-Host "Run cmd '$cmd' in VM '$VMName' with user 'S$guestUser'"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser $guestUser

—GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

if ($setConfig)

{
Write-Host "Upload File '$config_File' to '$destFolder' of VM '$VMName' with user '$guestUser'"

Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser $guestUser

—GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -Source

$config_File

$cmd = "sudo mv ./$config_File /etc/vmware/";
Write-Host "Move configuraton file: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser $guestUser

—GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd
}

if ($setCustomConf)
{

Write-Host "Upload File '$customConf_File' to '$destFolder' of VM '$VMName' with user '$guestUser'"
Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser $guestUser

—GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -Source
$customConf_File

$cmd = "sudo mv ./$customConf_File /etc/vmware/";
Write-Host "Move configuraton file: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser $guestUser

—GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

3
3

Disconnect-VIServer $vcAddress —Confirm:$false

exit

BT
PG TR B0 6.

PowerCLI C:\scripts> .\UpdateOptionFile.psl

Please ensure your config file and view-agent.conf file are in current working directory.
Your vCenter address: 10.117.44.17
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Your vCenter admin user name: administrator
Your vCenter admin user password: *¥¥¥%%¥%*

Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: ¥*¥%¥%¥%¥%¥%*

Your VM guest OS user name: ViewUser
Your VM guest OS user password: #*¥¥¥iki%

{EH SSH BB EXH EFHZE Linux ERHLRIRGIREIZA

PERTLA 2 XOFE LA T R BEACRH I 250 config I viewagent-custom. conf A% £/ Linux i
WML (VM) A2 i 1T] SSH £F Linux BN 151762

EUG FIRDRIE AN 253 DURFROBIAR N 25, i T 338U HTML hiAs, ST DA T
https://www.vmware.com/support/pubs/view_pubs.html [£] Horizon 7 SRS T i+ E1Z A .

i FAE TN

EBEIA R — NS, T2 Linux S 1111 75345) PowerCLI BIIASFI R N SCAEFRON A T /4. iR
A VIS T AEOR L 5 B

= vCenter Server [ IP ik

= vCenter Server [(JF7HE DU SR AR

= vCenter Server [JEH G

= Linux SRR I sk 40

= Linux SRR 200

HARE

<#
Upload the configuration files config and viewagent-custom.conf to Linux VMs using SSH
#>

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + "
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{
$input = Read-Host -AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]::SecureStringToBST
R($input))
}
else
{
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$input = Read-Host

[Console]: :ResetColor()
return $input

}

function Check_SSH_Client

{
Param($IsPlink, $IsPSCP)
if ($IsPlink)

{
if (Test-Path ".\plink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from its
official web site'
exit

}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else
{
write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'
exit

function RunCmdViaSSH
{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)

$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]

write-host "Run cmd on $VM_Name ($IP)"

if($returnOutput)

{
$command = "echo yes | .\plink.exe -ssh -1 $user -pw $password $IP " + '"' + $cmd +'"'
$output = Invoke-Expression $command
return $output

}

else

{

echo yes | .\plink.exe -ssh -1 $user -pw $password $IP "$cmd"
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function UploadFileViaSSH
{

Param($VM_Name, $User, $Password, $LocalPath, $DestPath)

$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]

$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"

write-host "Upload file: $command"

Invoke-Expression $command

# Handle Input

Check_SSH_Client -IsPlink $true -IsPSCP $true

write-host -ForeGroundColor Blue 'Please ensure your config file and viewagent-custom.conf file are in

current working directory’

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$csvFile = '.\CloneVMs.csv'
$setConfig = $false
$setCustomConf = $false
$config_File = "config"

$customConf_File = "viewagent-custom.conf"

#check if config file exists
if(Test-Path $config_File)
{

$setConfig = $true

write-host -ForeGroundColor
}
else
{

write-host -ForeGroundColor
}

if(Test-Path $customConf_File)

{
$setCustomConf = $true

write-host -ForeGroundColor
}
else
{

write-host -ForeGroundColor
}

Yellow

Yellow

Yellow

Yellow

'"config" file found'

'"config" file not found, skip it'

'"viewagent-custom.conf" file found'

'"viewagent-custom.conf" file not found, skip it'

if (($setConfig -eq $false)-AND ($setCustomConf -eq $false))
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write-host -ForeGroundColor Red 'Both file not found, exit'
exit

#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress —user $vcAdmin —password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit

}

else

{

Write-Host 'vCenter is connected'

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one

foreach ($1line in $csvData)

{

n
$VMName = $1ine.VMName
write-host -ForeGroundColor Yellow "VM: $VMName n"

#Try to delete the configuration file from home folder on destination WM

$cmd = "rm -rf config viewagent-custom.conf"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword -Cmd $cmd

if ($setConfig)

{
Write-Host "Upload File '$config_File' to '$destFolder' of VM '$VMName' with user 'S$guestUser'"
UploadFileViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword -LocalPath $config_File

-DestPath $destFolder

$cmd = "sudo mv ./$config_File /etc/vmware/";

Write-Host "Move configuraton file: $cmd"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword -Cmd $cmd
}

if ($setCustomConf)

{
Write-Host "Upload File '$customConf_File' to '$destFolder' of VM '$VMName' with user '$guestUser'"

UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath

$customConf_File -DestPath $destFolder

$cmd = "sudo mv ./$customConf_File /etc/vmware/";
Write-Host "Move configuraton file: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword -Cmd $cmd
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}
}
Disconnect-VIServer $vcAddress —Confirm:$false
exit

BT
N TIA BRI

PowerCLI C:\scripts> .\UpdateOptionFile.psl

Please ensure your config file and view-agent.conf file are in current working directory.
Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator

Your vCenter admin user password: #¥¥#i¥*

Your VM guest OS user name: ViewUser
Your VM guest OS user password: #*¥#¥¥ii

AT Linux £EITEN _EFHZ Horizon Agent 871 PowerCLI
731N

P DA E O L R R BIIAAE 2 Linux BERUBL (VM) -T2 Horizon Agent.

A S 23502 Fy tar ball 3= R L, SRS FE205E Horizon Agent, T35 I AeE R RERS, 7E
U KR AR 28 BB e e Rtk . AT AINTE], AT DLs T SSH AR, sk iy
tar ball & TN ERWIE AT RSN, XA 3,

LG AR AL 20 IR AR NG, i T 38 HTML iR, R UG T
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VMware, Inc. {82 FTHFUF . 121


https://docs.vmware.com/cn/VMware-Horizon-7/index.html

1% Horizon 7 for Linux 5

TR UL

wRRREREDEM DRE

b NSRS

<#
Upload the Linux Agent installer tar ball and re-install
#>

#

Functions
function GetInput
{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + ": "
Write-Host $prompt —-NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{
$input = Read-Host -AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]::SecureStringToBST
R($input))
3
else
{

$input = Read-Host

[Console]: :ResetColor()
return $input

Handle

input

$acceptEULA = GetInput —prompt 'Accept Linux Horizon Agent EULA in tar bundle ("yes" or "no")' -
IsPassword $false
if ($acceptEULA -ne "yes")
{
write-host -ForeGroundColor Red "You need accept the EULA with 'yes'(case sensitive)"
exit
}
$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —-prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput -prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput -prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$agentInstaller = GetInput —prompt 'Type the Horizon Agent tar ball path' -IsPassword $false
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$UpgradeToManagedVM = GetInput -prompt 'Upgrade to managed VM ("yes" or "no")' -IsPassword $false
if (($UpgradeToManagedVM -ne "yes") —AND $UpgradeToManagedVM -ne "no™)
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit
}
$installSmartcard = GetInput —-prompt 'Install the Smartcard redirection feature ("yes" or "no")' -
IsPassword $false
if (($installSmartcard -ne "yes") —-AND $installSmartcard -ne "no")
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

#check if file exists

if (! (Test-Path $agentInstaller))

{

write-host -ForeGroundColor Red "installer File not found"
exit

}

#check if file exists
if (! (Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"

exit

3

#

Functions

function GetSourceInstallerMD5()

{
$agentInstallerPath = Convert-Path $agentInstaller;
$md5 = New-Object -TypeName System.Security.Cryptography.MD5CryptoServiceProvider;
$mdSHashWithFormat =

[System.BitConverter]::ToString($md5.ComputeHash([System.I0.File]::ReadAllBytes($agentInstallerPath)));
$mdS5Hash = ($md5HashwWithFormat.replace("-","")).ToLower();
return $mdS5Hash;

}

#

Main

#Get installer MD5Sum
$installerMD5Hash = GetSourceInstallerMD5;

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —user $vcAdmin —password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))
{
Write-Host 'Exit since failed to login vCenter'
exit
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}

else

{

Write-Host 'vCenter is connected'

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one

foreach ($1line in $csvData)

{

n

$VMName = $1line.VMName

write-host -ForeGroundColor Yellow "VM: $VMName ' n"
$cmd = "rm —rf VMware—*-linux—*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser $guestUser

—GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

#Upload installer tar ball to Linux VM
Write-Host "Upload File 'S$agentInstaller' to '$destFolder' of VM '$VMName' with user '$guestUser'"
Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser $guestUser

—GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -Source
$agentInstaller

#Check the uploaded installer md5sum
$cmd = "mdS5sum VMware-*-linux—*"
Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

$output = Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser

$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

if($output.Contains($installerMD5Hash))
{
Write-Host $VMName": Uploaded installer's MD5Sum matches the local installer's MD5Sum";
Write-Host $VMName": Extract the installer and do installation";
$cmd = "tar -xzvf VMware-*-linux-*.tar.gz"
Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser

$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

$cmd = "sudo setenforce 0";
Write-Host "Set the selinux to permissive mode: $cmd"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser

$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

$cmd = "sudo killall /usr/lib/vmware/viewagent/VMwareBlastServer/VMwareBlastServer"
Write-Host "Stop VMwareBlastServer before upgrading: $cmd"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser

$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

#Run the upgrade command.
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$cmd = "cd VMware-*-linux-* && sudo ./install_viewagent.sh -A yes -m $installSmartcard -M
$UpgradeToManagedvM"

Write-Host "Run upgrade cmd in VM '$VMName' with user 'S$guestUser': $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

$cmd = "sudo shutdown -r +1&"

Write-Host "Reboot to apply the Horizon Agent installation™

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

}

else

{
Write-Host $VMName": Uploaded installer's MD5Sum does NOT match the local installer's MD5Sum";
Write-Host $VMName": Skip the installation. Please check your network and VMware Tools status";
exit;

}

}
Disconnect-VIServer $vcAddress —Confirm:$false
exit

BT
P THIAIN SR .

PowerCLI C:\scripts> .\InstallAgent.psl

Accept Linux Horizon Agent EULA in tar bundle ("yes" or
Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator

no"): yes

Your vCenter admin user password: #*¥#¥¥ii

Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: ¥*¥¥*%%x

Your VM guest OS user name: HorizonUser
Your VM guest 0S user password: *#¥¥*i*

Type the Horizon Agent tar ball path. Please take care of the installer arch: .\VMware-viewagent-linux-
x86_64-x.y.z-1234567.tar.gz

Upgrade to managed VM ("yes" or "no"): yes

Install the Smartcard redirection feature ("yes" or "no"): no

fEA SSH £ Linux E#H_EFH K Horizon Agent BI7RGIRIZ

Fn] DL EE ST L T R BIIEASAE 2 Linux JELAL (Virtual Machine, VM) |74 Horizon Agent. L]
A2l SSH 7E Linux HEUAL FizfTar 4

TG AR A S0 TR AN A, i 3280 HTML A, AT DA T
https://www.vmware.com/support/pubs/view_pubs.html fJ Horizon 7 SCAY4 T i 4% 2% ik A o
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<#
Upload the Linux Agent installer tar ball and re-install
#>

[V

i

#.
#

Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —-NoNewLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString

$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]::SecureStringToBST
R($input))
}

else

{
$input = Read-Host

[Console]::ResetColor()
return $input
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}

function Check_SSH_Client

{
Param($IsPlink, $IsPSCP)
if ($IsPlink)

{
if (Test-Path ".\plink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from its
official web site'
exit

}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else
{
write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'
exit

function RunCmdViaSSH

{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)
{
$command = "echo yes | .\plink.exe -ssh -1 $user -pw $password $IP " + '"' + $cmd +'"'
$output = Invoke-Expression $command
return $output
}
else
{
echo yes | .\plink.exe -ssh -1 $user -pw $password $IP "$cmd"
}
}

function UploadFileViaSSH
{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)

VMware, Inc. B AT AUH] 127



1% Horizon 7 for Linux Hiffi

$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]

$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file $LocalPath to VM $VM_Name with user $User"

Invoke-Expression $command

# Handle
input

Check_SSH_Client -IsPlink $true -IsPSCP $true

$acceptEULA = GetInput -prompt 'Accept Linux View Agent EULA in tar bundle ("yes" or "no")' -IsPassword

$false

if ($acceptEULA -ne "yes")

{
write-host -ForeGroundColor Red "You need accept the EULA with 'yes'(case sensitive)"
exit

}

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false

$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput -prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$agentInstaller = GetInput —prompt 'Type the View Agent tar ball path' -IsPassword $false

$UpgradeToManagedVM = GetInput -prompt 'Upgrade to managed VM ("yes" or "no")' -IsPassword $false
if (($UpgradeToManagedVM -ne "yes") —AND $UpgradeToManagedVM -ne "no™)
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit
}
$installSmartcard = GetInput —-prompt 'Install the Smartcard redirection feature ("yes" or "no")' -
IsPassword $false
if (($installSmartcard -ne "yes") —AND $installSmartcard -ne "no")
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

#check if file exists

if (! (Test-Path $agentInstaller))

{

write-host -ForeGroundColor Red "installer File not found"
exit

}

#check if file exists

VMware, Inc. {82 FTHFUF .
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if (! (Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

}

#

Functions

function GetSourceInstallerMD5()

{

$agentInstallerPath = Convert-Path $agentInstaller;
$md5 = New-Object -TypeName System.Security.Cryptography.MD5CryptoServiceProvider;
$mdSHashWithFormat =

[System.BitConverter]::ToString($md5.ComputeHash([System.I0.File]: :ReadAl1lBytes($agentInstallerPath)));

$mdS5Hash = ($md5HashWithFormat.replace("-","")).ToLower();
return $mdS5Hash;

#

Main

#Get
$ins

#Con
$vC_
if ([
{
W
e

}

else

{
Wr

#Rea
$csvi
$des
#Han

fore

{

$age

VMware

installer MD5Sum
tallerMD5Hash = GetSourceInstallerMD5;

nect to vCenter
Conn_State = Connect-VIServer $vcAddress -user $vcAdmin -password $vcPassword

string]::IsNullOrEmpty ($VC_Conn_State))

rite-Host 'Exit since failed to login vCenter'

xit

ite-Host 'vCenter is connected'

d input CSV file

Data = Import-CSV $csvFile

tFolder = "/home/$guestUser/"

dle VMs one by one
ach ($1line in $csvData)

n

$VMName = $1line.VMName

write-host -ForeGroundColor Yellow "VM: $VMName ' n"
$cmd = "rm —rf VMware—*-linux-*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user 'S$guestUser'"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword -Cmd $cmd

#Upload installer tar ball to Linux VM

Write-Host "Upload File 'S$agentInstaller' to '$destFolder' of VM '$VMName' with user 'S$guestUser’

UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath
ntInstaller -DestPath $destFolder

, Inc. PREAFT-AALH]
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#Check the uploaded installer md5sum

$cmd = "mdS5sum VMware-*-linux—*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

$output = RunCmdViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -Cmd $cmd -
$returnOutput $true

if($output.Contains($installerMD5Hash))

{
Write-Host $VMName": Uploaded installer's MD5Sum matches the local installer's MD5Sum";
Write-Host $VMName": Extract the installer and do installation";

$cmd = "tar -xzf VMware-*-linux—*.tar.gz"
Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword -Cmd $cmd

$cmd = "sudo setenforce 0";
Write-Host "Set the selinux to permissive mode: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword -Cmd $cmd

$cmd = "sudo killall /usr/lib/vmware/viewagent/VMwareBlastServer/VMwareBlastServer"
Write-Host "Stop VMwareBlastServer before upgrading: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword -Cmd $cmd

#Run the upgrade command.
$cmd = "cd VMware—*-linux-* && sudo ./install_viewagent.sh -r yes -A yes -m $installSmartcard -
M $UpgradeToManagedVvM"
Write-Host "Run upgrade cmd in VM '$VMName' with user '$guestUser': $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword -Cmd $cmd
Write-Host -ForeGroundColor Yellow "Linux Agent installer will reboot the Linux VM after upgrade,
and you may hit the ssh connection closed error message, which is expectation”

}

else

{
Write-Host $VMName": Uploaded installer's MD5Sum does NOT match the local installer's MD5Sum";
Write-Host $VMName": Skip the installation. Please check your network and VMware Tools status";
exit;

}

}
Disconnect-VIServer $vcAddress —Confirm:$false
exit

BT
PG TR B0 6.

PowerCLI C:\scripts> .\InstallAgent.psl

Accept Linux Horizon Agent EULA in tar bundle ("yes" or
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

no"): yes

Your vCenter admin user password: #*¥#x¥iki

Your VM guest OS user name: ViewUser
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Your VM guest OS user password: w*¥#¥¥ii

Type the Horizon Agent tar ball path. Please take care of the installer arch: .\VMware-viewagent-linux-
x86_64-x.y.z-1234567.tar.gz

Upgrade to managed VM ("yes" or "no"): yes
Install the Smartcard redirection feature (""yes" or "no"): no

FT 7 Linux EHWL_EHITIERIERIRBIRIZA

AT DA 2 SCRIE LA R /R BIASKAE ZA SRR (VM) R TR . X E O RRF TR . PR
M TR R SRR AU Lo

ZHAHT LA vCenter Server iR EAUNL, (HAGEM View il B L.

H FIFOREIE AN 523 DURFIO AR N 25, i I 338U HTML WA, S5mT DA T
https://www.vmware.com/support/pubs/view_pubs.html [{] Horizon 7 A4 DI TR ENZRCAS .

R EN

VA B — M NSCPE, T2 Linux S ITY7R{9] PowerCLI AT N SCERFRNT AR T 4H. IHD
A VI H T ABOREZ L T E B

= vCenter Server { IP il

= vCenter Server [ DUE R4 FR

= vCenter Server [ FI 155 HY

w EHETROERE, PTDURATITRIR, ORPIRIR, PR L. SRS, SR RS AL
HHIESR RS .

m RN BB RISEREN TR CARD 9 R ) o

MIARANE

<#

.DESCRIPTION

The Tool supports:
Power off VMs
Power on VMs
Shutdown VMs
Restart VMs
Restart VM guest
. Delete VMs from Disk
.NOTES

#>

S v A W N R

# Functions

function GetInput
{
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Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{
$input = Read-Host -AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]::SecureStringToBST
R($input))
}
else
{

$input = Read-Host

[Console]: :ResetColor()
return $input

function IsVMExists ($VMExists)

{
Write-Host "Checking if the VM $VMExists Exists"
[bool]$Exists = $false
#Get all VMS and check if the VMs 1is already present in VC
$listvm = Get-vm
foreach ($1lvm in $1listvm)
{
if($VMExists —eq $1lvm.Name )
{
$Exists = $true
Write-Host "$VMExists is Exist"
}
}
return $Exists
}

function Delete_VM($VMToDelete)

{
Write-Host "Deleting VM $VMToDelete"
Get-VM $VMToDelete | where { $_.PowerState -eq "PoweredOn" } | Stop-VM - confirm:$false
Get-VM $VMToDelete | Remove-VM -DeleteFromDisk - confirm:$false

}

# Handle input

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput -prompt "Your vCenter admin user password" -IsPassword $true

$action = GetInput -prompt 'Select action: 1). Power On 2). Power Off 3) Shutdown VM Guest 4).

VM 5). Restart VM Guest 6). Delete VM' -IsPassword $false
$sleepTime = GetInput —prompt 'Wait time (seconds) between each VM' -IsPassword $false

VMware, Inc. {8 FTHRUF .
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[Console]: :ForegroundColor = "Yellow"
switch ($action)
{
1
{
"Your selection is 1). Power On"
"Your selection is 2). Power Off"
}
3
{
"Your selection is 3) Shutdown"
}
4
{
"Your selection is 4). Restart VM"
}
5
{
"Your selection is 5). Restart VM Guest"
}
6
"Your selection is 6). Delete VM"
}
default
{
"Invalid selection for action: $action”
exit
}
}
[Console]::ResetColor()
$csvFile = '.\CloneVMs.csv'

#check if file exists
if (! (Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

}

# Main

#Read input CSV file

Disconnect-VIServer $vcAddress -Confirm:$false

#Connect-VIServer $vcAddress —ErrorAction Stop -user $vcAdmin —password $vcPassword
Connect-VIServer $vcAddress -user $vcAdmin —password $vcPassword

$csvData = Import-CSV $csvFile

foreach ($1line in $csvData)

{
$VMName = $1ine.VMName
switch ($action)
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{

1
{

Get-VM $VMName | Start-VM -Confirm:$false
3
2
{

Get-VM $VMName | Stop-VM —Confirm:$false
3
3
{

Get-VM $VMName | Shutdown-VMGuest -Confirm:$false
3
4
{

Get-VM $VMName | Restart-VM —Confirm:$false
3
5
{

Get-VM $VMName | Restart-VMGuest -Confirm:$false
3
6
{

if (IsVMExists ($VMName))

{
Delete_VM ($VMName)
3

3

default{}
3

Start-Sleep —s $sleepTime

Disconnect-VIServer $vcAddress —Confirm:$false
exit

BT
P THIARIN SR .

PowerCLI C:\scripts> .\VMOperations.psl
Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator
Your vCenter admin user password: #*¥#¥¥ii

Select action: 1). Power On 2). Power Off 3) Shutdown VM Guest 4). Restart VM 5). Restart VM Guest 6).
Delete VM: 1
Wait time (seconds) between each VM: 20

Your selection is 6). Delete VM

AT R BT RS U S s UL PAURLE, R [RIRS A TRIFR E ) %/D 20 7
ARG RIS S RRIOIG O, 53 AT RE SRR AR
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