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A B4 0h vdm_agent .adm il vdm_agent.admx. [RAEAER, AR E A S “HEIATA
ﬁ" :l/xﬁo

LAV B AR % PAL 1S HKLM\Software\VMware, Inc.\VMware
VDM\Agent\Configuration #,

% 4-1. View Agent ( ¥tF Horizon 6 ) = Horizon Agent ( XfF Horizon 7 ) Bt B rh AL 4448
XiZE
weE B
AllowDirectRDP HR5E B Horizon Client #6552 SMNAZ e 15 1 DA T RDP BLEAERE B fE i i, dnif
ERRIE A, R S vriEid Horizon Client 45757 Horizon B EEfIEE:
MG T Mac 1) Horizon Client HZEfz B o sy, T4 AllowDirectRDP % .,
GRARAS M, RS TR B 1) B e R
PRNEST, P E R R i aih)T, AU ] RDP SN, RDP a4t
IFE RS maE, AR BIR AN BT ReaE 0. PN RDP 85, H
PR SRBISH . AR aX AP, 1545 ] AllowDirectRDP ¥ o
B WIOEEASMNE FYUERSE RS isfT Windows s [filllk 55 . n DUE I
PS5 1E T T RDP B8 i i

EUN RSl IES e

S0 Windows TEFA( ) AllowDirectRDP,

AllowSingleSignon T ) U (SSO) K ke Bl st M IR o 3 IzasEny, P
FERSS AT N — T . ATRZREN, P B T R B Tt AT
SAEE.

BRNESUT B T2 .

550 Windows T FE(E 5 AllowSingleSignon,
CommandsToRunOnConnect YRS I IR B T — 4l A i S A

BANTH O FAFRES =,

“E2361%) Windows 751/ 5 CommandsToRunOnConnect.
CommandsToRunOnDisconnect FBEAE SR BT R — A A ki 2 AR

BRAAE LT ASR S

S0 Windows R A CommandsToRunOnReconnect.

VMware, Inc. BT AR o 18
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% 4-1. View Agent ( 3F Horizon 6 ) 5 Horizon Agent ( ¥tF Horizon 7 ) Bt BEf&tR L2144
XigEE (&7)

W P
CommandsToRunOnReconnect FBEAE 2 T Ja B N e T — A 2 ol & AR
BRAAE LT SRS

“501) Windows M ZE{ CommandsToRunOnDisconnect.
ConnectionTicketTimeout $55E Horizon &2 A RN TR ( AP 9By ) o

HEAZARBERT, Horizon Client e il HZERE SEUESH THSUERIER gk o tH T 2e e PEIGIA,

BRI AR TN AR 4 P i B e s iy, A0 142 SR I sl o

B2 WA T Sy et . QIARORAC B, A AR B PR 900 #5.,

300 Windows 71MFE{E A VdmConnectionTicketTimeout,
CredentialFilterExceptions TBE ARV CredentialFilter BT IS TXCE . S A AT SRR 2,

DS REN A

LNV SEn I

S Windows TR N CredentialFilterExceptions,

AR ML VPN ZEE, 1520 (View FHUEHT ) KR,

£ Linux £H B E X HHiZEIED

PRI DA /etc/vmware/config Bk /etc/vmware/viewagent—custom.conf ZngcH, PARC B 3Lt
eI,

7t Horizon Agent 123 Birpr, ZoBERE P ANAC EXARAROC A config. template Fll viewagent-
custom.conf.template &% /etc/vmware H1, 4N, 4I% /etc/vmware/config

1 /etc/vmware/viewagent—custom.conf NFFE, ZREFLFSF config. template %) config,
H-F viewagent-custom. conf. template &%l viewagent—custom.conf, FEHAMCHEREHHIf0%
P AR BT, FRE R, N R R SO AT

i, /etc/vmware/config LA FATHIF R A ETCH PNG £,

RemoteDisplay.buildToPNG=TRUE

FEFATICE U, FURTS 1S Linux DU SESUAERL

/etc/vmware/config HHE BiE IR

VMwareBlastServer M ARG TN E S /etc/vmware/config,

HE TERAA T Horizon Agent Jit B SCAFH I & ARERBR A T USB Hil%i4 ¥ . Horizon Agent il F]ix 2t
WEMER DR USB #: 4 2= 341, Horizon Agent 1A 2 ix B4 #4135 51 Horizon Client 1E1 TR
1To MRASEFEE S (m) BMAFLARIN R ] Horizon Agent it 55 1% 14 ' F11 Horizon Client 12 S 14
B, EE T (0) (BATLAT] Horizon Agent it skl 4t & [f ANl JT] Horizon Client Jide SR kA T o

VMware, Inc. BT A HUF) 19



Horizon Client 1 Agent %415/

& 4-2. /etc/vmware/config FHIELE LI

PEIR

Clipboard.Direction

RemoteDisplay.allowAudio
RemoteDisplay.allowH264

RemoteDisplay.buildToPNG

RemoteDisplay.enableNetworkC
ontinuity

RemoteDisplay.enableNetworkIn
telligence
RemoteDisplay.enableStats

RemoteDisplay.enableUDP

RemoteDisplay.maxBandwidthK

bps

RemoteDisplay.maxFPS

RemoteDisplay.maxQualityJPEG

RemoteDisplay.midQualityJPEG

RemoteDisplay.minQualityJPEG

RemoteDisplay.qpmaxH264

RemoteDisplay.qpminH264

VMware, Inc. { BT AR .

B

0, 1, 2,53

true ¢ false
true o false

true i} false

true o false

true o false

true 5}, false

true i} false

Y

HHHETE . 1-100

A HMEYER: 1-100

" HMEER: 1-100

A JIMETER: 0-51

A JEYER : 0-51

BRI

true
true

false

true

true

false

true

4096000

60

90

35

25

36

10

VA

i T Zse A BN AR T ) S o A UL

=0 - AR A

1 - e HDRA B AR E 1A

2 - {URHINE eA s B AR T A 17
® 3 - (A R S I 2 5 ) B AR T 1
B ZaR LA FAS S Wi H
BEENZAR LA S sk 25 H] H.264 Z4mid .

EHEN IRy OCHSEEIE RN TR ) SORIEIGAE
Linux SR 1 s s IR A 215 3R 20
FERTPA Linux S2 AR R Fomis s 2 A
GARUFURIAIC B i PNG B, Zhagan b i
% Pt ESXi N ARSI 98, 3 iz i 4L
JT1 H.264 Ziht,

B Z eI PATE Horizon Agent for Linux Hi T sl 24 7]
LML DN .

B FZ0E 55 PLE Horizon Agent for Linux H 5 H sk 2% H
R BELIRE .

Jo AR mks Hd RS VMware Blast s il 4 it
fBE, BlunTs. FPS, RTT &5,

W PAAE Horizon Agent for Linux H1 i FEk A%
UDP il 3 HFo

R VMware Blast 21 K 6, LAT-HRRD
(kbps) Nifz, A TERATATAEIGALEE . S50,
TP, VMware Blast 3567 5o oA {E N 4 Gbps
(4096000).,

BV RR D Coiet S Ol et e K S DRl
PR 5 . ARUEL AT T 3 M1 60 2 i) BRIAE N
FERP T 60 4.

FeE i JPEG/PNG i s i mo s B Bt . =
RS T RO AR bR, A=A s i
G5,

FeE i JPEG/PNG 4t s w1 g B, 1]
T PSR R S T

FeiEH T JPEG/PNG 25Ny i Tom kA G it i, A%
A AT T A8 A BRI, B, AERshi,

i FHIHSE T AT A H264minQP SHv 25k, %2501k
AP A H.264 it fe o e A R 5T
o REEZTIA E T RemoteDisplay.qpminH264
B

T TO FT  H264maxQP b 235, S 80T1k
B R H.264 4Ris it B os e e AR G5
o NEEZEREN/NT N
RemoteDisplay.qpmaxH264 1 1 [11H
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& 4-2. /etc/vmware/config RHIEREIRIT (£:)
PRI A& LV Wi
UsbRedirPlugin.log.logLevel error. warn, info R Ze T USB T i H S 20
info. debug.
trace 1k verbose
UsbRedirServer.log.logLevel error, warn, info fifi FiZ0eTii% i USB HE IR S5 1y H gl
info. debug.
trace 1k verbose
VMWPkcs11Plugin.log.enable true ok false false % True SSO THER AT A T H i st
VMWPkcs11Plugin.log.logLevel  error. warn, info i FZ0 il True SSO Thfig ik i H B,
info. debug.
trace ik verbose
VVC.RTAV.Enable true i false true BB Z e I A e AR FH S50\
VVC.ScRedir.Enable true 5k false true W EZE LS A s R Em .
VVC.loglLevel fatal error, info 2034 1 VVC ARBRY S H e,
warn, info,
debug 1k trace
cdrserver.cacheEnable true i false true B Z I A Pk A5 F MR ) 2 i 5 N2 A7
fio
cdrserver.forcedByAdmin true i, false false BEE I A& Pt e 5 v] AL S
cdrserver.shareFolders WEIifs e R At o -5,
cdrserver.logLevel error, warn, info i FHZ0e T4 1 vmware—CDRserver. log SCH1) H &
info. debug. Tl o
trace 1k verbose
cdrserver.permissions R RW i 11335355 JH| Horizon Agent %} Horizon Client $£=2

VMware, Inc. B AT AR .

HISCSke B PO A MR S AR . 45140 -

= {1 Horizon Client F: =[S 247 read Fil
write AR, &%= T
cdrserver.permissions=R, Jlj Horizon Agent
HEA read V5V,

®m {15 Horizon Client JL 2 1045k A AT read #U
B, 1% T cdrserver.permissions=RW,
I Horizon Agent 1/5%% A BA read 15[RAIR .
Horizon Agent JCiJ Bk Horizon Client #¢¥ f{Y
read JEM. Horizon Agent M AEFZER S N1 THIAYL
R

B EQTT

cdrserver.permissions=R

#cdrserver.permissions=R ({541, FHTBRE
MRz H)
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& 4-2. /etc/vmware/config FHIELE XD (4E)

PEIR

cdrserver.sharedFolders

collaboration.logLevel

collaboration.maxCollabors

collaboration.enableEmail

collaboration.serverUrl

collaboration.enableControlPassi
ng

mksVNCServer.useUInputButton
Mapping
mksVNCServer.useXExtButtonM
apping

mksvhan.clipboardSize

vdpservice.log.logLevel

viewusb.AllowAudioln

viewusb.AllowAudioOut

viewusb.AllowAutoDeviceSplittin
9

viewusb.AllowDevDescFailsafe

viewusb.AllowHIDBootable

viewusb.AllowKeyboardMouse

VMware, Inc. { BT AR .

B

file_pathl,R;fi

le-path2,;

file_path3,R; .

error. info &,
debug

JNT 10 R

true o false

[URL]

true &}, false

true 5 false

true ¢ false

HE

fatal error,
warn, info.
debug B trace

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

BRI
RIEX

info

true

ARFENL

true

false

false

1024

info

KIEN, T
+ true

T false
KIEX,
T false
KIEN,
+ false

AKX,
T true

KIEN, A
T false

il
PR & i v 5 Linux ST — A Sk
SRR Bl
m T Windows % i :
C:\spreadsheets, ;D:\ebooks,R
= JFIE Windows % /7
Vii: /tmp/spreadsheets;/tmp/ebooks, ;/hom
e/finance,R

WA P P E 2B T I BS99, it H &
A%y debug, NI2EsAt collabui p4%H collabor
HFN A THORTA .

TR AT ISR I PR R iR B

BT DA SV Fal A8 | F i 1 O 2B i B R AR
FE R A M ER . AnSRAS eI, ek T
PEEAETMES, B 1IN R

e E O ESSTH IR RS URL,

PO IZE A s v PR D E S F ) Linux 53T, 24E
TR ESE, R ZEIE E N false,

Y EZEIR DAL Ubuntu ok RHEL 7 1S A F Rk
¥, CentOS fll RHEL 6 LA Fiilbr, ARTREdy
Y ZPEIRPALE SLED 11 SP3 [ s sk 28 1] 4= F-Filbs
BN

W FTRZakIH S T T AR R B AR N

fili Fi 20Tl & vdpservice [ H S0,

i P Z0e I S Vel A X B N S S TEE R 1A, R
#]: o:false

B PIZSITIA S B A e S R e A T T E

WHIZBE BV o VPl SR 1 bR 0 4 15 USB 4

<fl: m:true

%R R4 Horizon Client ARSI 1 =k
VARSI, th Vol N s TEE ] . A
VA A BRI B ok A S AR 58k Fe Vi HLdk A T
FEN], FPEZ S ST Include Tidessrh, Bl
IncludeVidPid &k IncludePath.,

{2 e VAR L 5] P ER R U < S
AFTIRNBE (SPRM P51 HID % ) A THE
il

TEHIZ I T A AR DA M SR B ke 2 (41
i, BUbR. POz ERE AR ) PEATIER
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& 4-2. /etc/vmware/config RHIEREIRIT (£:)
PRI A& LV Wi
viewusb.AllowSmartcard {m|o}: KEN, SFEH A EZRIIDA Sk AR A RE RS T
{true|false} T false
viewusb.AllowVideo {m|o}: AAES, FERA A e fo v A I £ A T E A
{true|false} T true
viewusb.DisableRemoteConfig {m|o}: REX, R BEZEIASE ek fe v E B T USB e st
{true|false} T false Horizon Agent % i,
viewusb.ExcludeAllDevices {true|false} AEX, 2 THZEE e m bRk 5 USB 45, Wl
T false RN true, DU T HAD SRS EOR R v iR e
BRIk RS THE . IR ESY false, TILA
ok LA SR A8 R A L R e e B e R A TR
Elnle WS Horizon Agent |/ ExcludeAllDevices
N true, 11415 51265 Horizon Client,
Horizon Agent i #f 78 = Horizon Client %2 .
viewusb.ExcludeFamily {m|o}:Ffamily_na FiEX T HNZAE BN T e [ PP R s £ R 8. Blan
me_1[;family_na m:bluetooth;smart-card
me_2;...] WA T B8 £4%5, Horizon $44H A USB %
LA R 240, DARIE iRt 1,
WIRAE T A sl sy, Horizon B ie M d &
USB K&k A4,
L OEAEN P T A TR R R, PTAS
T R PR R X e
viewusb.ExcludePath {m]o}:bus— AKX FEHNZIE T E [ FrHERR A THE e S i o 14
x1[/y1l1.../ MIRERS o LEAZBLA 7Sl e e s 5. 71
port-z1[;bus- AR HASRE R T AT
x2[/y2].../port il -
-22;...] m:bus-1/2/3_port- 02;bus-1/1/1/4_port-ff
viewusb.ExcludeVidPid {mjo}:vid-xxx1_ AiEX WEEZ I AT A R B R N s A= 1D
pid-yyyl[;vid- R VAV 11 RA il Sawe r=pucll | DIES SN DY/
xxx2_pid- TACRF (%) 1 1D H AT,
yyy2;..] f5gn:
0:vid-0781_pid- *¥*¥*¥*;vid-0561_pid-554c
viewusb.IncludeFamily {m| A B ZE I PAA S AT A RS R
o}:family_name_ fl41: o:storage; smart-card
1[;family_name_
2]...
viewusb.IncludePath {m|o} :bus- A X i FHZaSe A o v TR FR 2 s s T B AR AT H e 1)
x1[/y1].../ Weto WA TNt flks SR e BRI 15 E
port-z1[;bus- FERANRR A B AR o
x2[/y2].../port aar
z25...] m:bus-1/2_port- 02;bus-1/7/1/4_port—0f
viewusb.IncludeVidPid {mjo}:vid-xxx1_  FIiEX W EZA I A& B HEE BEN R A5 1D 1) HE

VMware, Inc. B AT AR .

pid-yyyl[;vid-
xxx2_pid-
yyy2;...1

A o AZBA T 7Sl filis ke e 1D 5 TR H]
AT (%) A 1D WA ST
Hl%1: o:vid-***_pid-0001;vid-0561_pid-554c
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& 4-2. /etc/vmware/config FHIELE XD (4E)

PEIR

viewusb.SplitExcludeVidPid

viewusb.SplitVidPid

B

{m|o}:vid-
xxx1_pid-
yyyl[;vid-
xxx2_pid-
yyy2;...1

BRI
RIEX

{m|o}: vid-
Xxxx_pid-
yyyy([exintf:zz
[;exintf:wwl])
[;...]

ARIEX

B

W HNZE AR BRI 1D A4 43 Rkt &4
SEME T USB #25. iZseEs Al
vid-xxxI_pid-yyyl[;vid-xxx2_pid-yyy2;...].
TR 7S dEfIAS ARE 1D S0 ATLAGE FHmART (%)
1D s T

5B mivid-0fef_pid-55%+

WEEZe B LUK PR RN AU 1D FRE R E A USB
AP e8RS O
vid-xxxx_pid-yyyy(exintf:zz[;exintf:ww]).

I DAGE ] exintf SCHE I e A8 s WTE
PR HEEREA . A oSk dis e ID 5, A
T (AT TS fREtEr 5. W RAE FmE
7 () fREF 1D il AT

il

o:vid-0fof_pid-

*%%(exintf-01) ;vid-0781_pid-554c(exintf:
01;exintf:02)

7 Horizon A2 H a5 RIHBHER AL, s
FeE— AN SENE (41 Include VidPid Device) %
(U IR BB,

/etc/vmware/viewagent-custom.conf f1§JEL B FEIN

Java Standalone Agent {#i JHid & 4 /etc/vmware/viewagent—custom.conf,

& 4-3. /etc/vmware/viewagent—custom.conf HAJEL B IEIN

T
CDREnable

CollaborationEnable

EndpointVPNEnabl
e

HelpDeskEnable

KeyboardLayoutSyn
c

(=1

true =k
false

true ik,
false

true ok
false

true Bk
false

true i},
false

VMware, Inc. B AT AR .

LN

true

true

false

true

true

i
(T IZde A sk S I SR ED AR FE ) (CDR) Zhf.

IR AE Linux S0 1S AR 2 i oine .

Ve EZGE VAR T AEHUE User Environment Manager 4551l &
PR IS 1P kS R i a5 1P Hikis 2l P
PRI 1P MM VPN IP Mk, @iz i ok
false, K1 FomO Rk 1P Hokk, 300, i) VPN
IP Hiik,

W HIZB B S BRI DhRE

FHHIRZIE I A2 754 5 it 28 e DX S8 A BRI m A
75 51E M T Linux 119 Horizon Agent s fifrl 4
JEHBATL M REN, FedrFlE . SEHI R, A e
WA 1E T Windows /Y Horizon Client S £51Z 6,
DIREAGE TR iR, iR, HiE.
PR SCRITEE R SCIX g 1

JFHZ
wE . PRI,
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& 4-3. /etc/vmware/viewagent—custom.conf RREBEIEIN (£:)

BEL & YN
LogCnt BEL -1

2k
St
SR
T

NetbiosDomain

OfflineJoinDomain pbis i, pbis

samba
RunOnceScript
RunOnceScriptTime 120
out
SSLCiphers SR laNULL:KECDH
TP +AESGCM:ECDH
+AESGCM:RSA
+AESGCM:KECDH
+AES:ECDH+AES:RSA
+AES
SSLProtocols RF TLSv1_1:TLSv1 2
P
SSODesktopType UseGnomeClassic
UseGnomeFlashback
UseGnomeUbuntu
UseMATE
o
UseKdePlasma

VMware, Inc. { BT RG] .

P

T TNZ T FLAE /tmp/vmware—root HIEREA Y H G SC ot
.

- R

=0 - AER

= >0- REHE T

{EECE True SSO M, 1) PAGETHZe 0 s B A A 2R 1IE )
NetBIOS ##75.

LRGN vintn B ae Nt iy 1 R i | AR Ky | 2 1B W) 1PN
1)y 1 tufE PowerBroker Identity Services Open (PBISO) £f
90EA Samba JBALEIIN . AR I EIE IS A2 pbis ok

samba, WK 2GR o

i Z e e S A LT HT N Active Directory
NI TS Y RunOnceScript %elil, TEE A A
TIRENEEBUTIET TR o ARAT 2R R B T =401
%, RIS BB, LA root AUPRIZATIZ A,

Bdn, A Winbind fi#gey 5, i Winbind KL
MU Active Directory, JRHZamiid & h— ARG 4.,
XA S F T IIAA2 /usr/bin/net ads join -U
<ADUserName>%<ADUserPasswords. fFEEHLCfEE, H51E
ARG A ESCHITREN A YIRS B, s Tzl
PLK BRI Active Directory.,

A %5114 B RunOnceScript ZEIR IR A, PAFD A &
o

B4, 1'% RunOnceScriptTimeout=120

TS A HR E AR, izl ]
https://www.openssl.org/docs/manmaster/man1/ciphers.html

X

T RZEA R E A hisle. SCRHISUE TLSV1.0. TLSv1.1
HITLSV1.2,

I BT AR /S T SSO ISl ISR IEAE,  ifiAAEERIA
SAER,

FEREE T CE A SR IR 2 A, SRR SR |- 2
2RSS, 7F Ubuntu 14.04/16.04/18.04 5[ 23610
J&, JCeES A SSO Thfk, ka4, JRAE
RHEL/CentOS 7.x S8ttt lil, WIVEEHH T SSO
MBI T, A2l RS

% RHEL/CentOS 6 1 SLED 11 LA Epbe i, 7551
Xt S H T SSO W KDE ¥ MERIA S IR
LA 5 A, 1520 (X1 Horizon 7 for Linux 52 ) SRS,

25
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Horizon Client 1 Agent %415/

& 4-3. /etc/vmware/viewagent—custom.conf RREBEIEIN (£:)

eI & RN i

SSOEnable true ik, true Wz A AR FH B L B 5% (Single Sign-On, SSO).
false

SSOUserFormat SCART [username] iz I ARS8 TR B sk s b o BAME
FFER S AR, WIS, 1, BRI

SR NIRRT, B AR AR R
AT, WLAZRE T — AR TR A T X B Mkt
SRR

m SSOUserFormat=[domain]\\[lusername]

m SSOUserFormat=[domain]+[username]

m  SSOUserFormat=[username]@[domain]

Subnet KH [subnet] BT ) HA AL R] I T4 %) Horizon Agent for
CIDR IP Linux /1T IAAFTE HATAN I 2/ A 1P Mk, T
HoHEA% A T E R 1 PR A 1P Mibhik%3225)) Horizon Agent for
MM Linux., #0A%3E 5% CIDR IP HuhlA& R AME . 14,
Subnet=123.456.7.8/24 ,
UEMEnable true ok false BEE 1z A Hok 25 1] User Environment Manager 24HE 2R
false Mo AnSRZe A A A i, HI# e
User Environment Manager 885l S pE, Fsi il T
IXEETENE
UEMNetworkPath AR TGI8 O E User Environment Manager 7l 5 Hp
FFER BEE HIAAF 25 2 A A EL

+ //10.111.22.333/view/LinuxAgent/UEMConfig.

* VMwareBlastServer #Hf5 4 = M4 %11 : SSLCiphers. SSLProtocols #il
SSLCipherServerPreference, 7t /sl VMwareBlastServer JEF2, Java Standalone Agent $fix e 1ifF:
hZHEsk . A Blast 4 WOC (BSG) I, XL BSG 1 Linux 5L [AIiER:. 4 BSG #
ARFHRY, X LSRR 2 R & P A Linux S0 22 A8

HTML Access B KRIRIZE

HTML Access 1140553 B AE 440 vdm_blast.adm A1 vdm_blast.admx [X) ADM Fi1 ADMX feitf S ¢ Hhtg
TEo XEERIMGE H T VMware Blast Ry, Z 02 HTML Access fif FHFME— B 2R3,

X HTML Access 4.0 FSE S i ACA M Horizon 7 ik 7.x, 11 Horizon 7 FRECEZLRE SR DIRE ) SCR A
1) “VMware Blast il 1" 144 I VMware Blast 21 5% 1% ¥

QIEREIIA HTML Access 3.5 B IR ADL M Horizon 6 fiiAs 6.2.x B, NRAL TENT
HTML Access [14HFEIZ A E . {F Horizon 7 JiZR 7.x R sl Asrh, H24t 1552 VMware Blast 2450814 B

VMware, Inc. BT AR o 26



Horizon Client 1 Agent %415/

% 4-4. HTML Access 3.5 S{E XA LK Horizon 6 iiiZA 6.2.x S ERARAMARKIEE

wE

s F B

ESR NS

P P B AR S 1)

HTTP k%

i

FHI7E HTML Access 2R IALE 3 1T DA Horizon 6 SMNiE B tiiL. a1, #8 GiaT Pl
TEH Pl HTML Access 4% 21 st H] vSphere Web Client 7E LTI 45 0
A HEORBC T, A A 22R7E HTML Access 23155 2IH1[RI A Horizon 6 M5 [t
FEIEAUNL, ZERRREINL W 1 b

T OO R SRR e . R I, AT ARG B SR A S TRl DB L
I TR fHE TREM R R U o I [l R Serdt B DL D FRLAN

P B R S iR A 2 KN TR T AN e e - R 2 AR A LAV
BfAE Fe VA TR AR T IR T A o SRR A MR SOAS . 5m AL M —
{UBFANE FomBIiRkSES (R WA i S g et s AT 2 IR . )
BRI T 7

BB

PUB MRS EEBIE o (BT e RS 70 i R g A T 2 R, . )

1Z K PGE T View Agent 2 Horizon Agent.

QSRR A O, BRI Y UE FIRSS 3B i -

FEVFA A Blast Agent IR 551024 (HTTPS) TCP il . Rk 4 22443,

JETZABEE P HEoH I S QRSO , BRI IR (2258 T View Agent
i Horizon Agent) 1By k&% I BUgri% &

Horizon Client B E#EIRP L L EIEE

Horizon Client ) ADM F1 ADMX A SCHR) “2eaME” AR “THIAE X S5 e it T ENDGE .
ADM FEib 440 vdm_client.adm, ADMX BiliSCiE44 0 vdm_client.admxo FRIEEFRIUE, ik
EH ST “PFENECE” EE. AR CHARE” R, e E T ME, R ES

B AR

NN T ADM F1 ADMX B SO “eatE” SB35 Pk e .
% 4-5. Horizon Client Bt Bt : Z£HIEE

wHE

A

Allow command line credentials M 275 vl DA Horizon Client a1 TR ST . AR A e, 24 FH

AN E RS )

Mar41Ti24T Horizon Client i, smartCardPIN il password Wi [,
ENINRNEN A e
5540 Windows TEFEA(E 5 AllowCmdLineCredentials,

Servers Trusted For Delegation  HAZHSE(E 1Pk DA MR FH P BHD BRI ML 34110 1L SO AR B34

(AP E S )

VMware, Inc. B AT 400

Fan Il WMRAAGEALATERIR SR, WA ERIR S we Il 25 B
TR IR IR S5 50, T IR —

m  domain\system$

= system$@domain.com

B RIS RRIR S IR SS A2 Ak 47k (Service Principal Name, SPN).

S50 Windows T FE (5 BrokersTrustedForDelegation,
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& 4-5. Horizon Client BeE#Et: M8 (47)

wE
Certificate verification mode

(AU BB )

Default value of the 'Log in as
current user' checkbox

CHBRURIT PR 3 ED)

Display option to Log in as
current user

CHEPRIT FRCE 3 E D)

Enable jump list integration
CHHRATUR 8 )

Enable SSL encrypted framework
channel

CHAENURIT FRCE 3 E )

VMware, Inc. { BT AR .

i

fic i Horizon Client Huf TIRUESAS 290 o« 48 0] DLz HL i — ik

®  No Security., AEAUFT,

®  Warn But Allow. WARERERFS#ENERMEAZSAIT, HEs—5E, (1
FIT L RS B REIR S5 o UE B AMANTE LIS )77 Horizon Client Hif )
HERRSS AR AFRICEL . QIR AEAT AT A B DR AL, M2 BoR— M DO IEATE

A P RE R IR 55 %S . Warn But Allow AERIME.

® Full Security, QURHIUEMZSBIAGUEEE G, W oo slie sk e .
M P BB,

Fid P Z A S, T PRI DLAE Horizon Client W & 6 UUE-BIa uERE R, {HICHE:

B 22124 . SSL Bl EMEAESm A P A ER R D B iz

R A Z I, Horizon Client J1 P i] DA 596 IERI .

QUEREAAS B UE TS U3 R ) A5k, 454 ) DL ) PR Windows JEFR 1% 12

A HIuEBY Uk

fE Horizon Client ZEE WEAE 1 [1IPA Y48 F P S BR S AE IR I .

I R % Horizon Client 25 U1 Al8 2 [ BRI

QAR P 1447181 T Horizon Client 7145 T logInAsCurrentUser 3615, MZ{H

R IR

QR T AMBT P B ESREAE, TPE a8 i A o SR AL S F S b

15 B L BIERIR S5 wn 93, I BB A B R . ARIBON e e, I

DU IE2U WA= LAY Sy = S N T i by EL AT

BRIV DL N AR ZIEE

5200 Windows JEFRAE N LogInAsCurrentUser,

T DA T P S B SR S U HE S 75 [ s /1 Horizon Client 3320 THAE -

QUER R RIZEIAE, H PR LA sl M e FP iz A A R G LRI . ARz A e

Bk, TPt M Horizon Client B0 EHE R 25 HLBR A,

#nfPlimsk Default value of the 'Log in as current user' checkbox Hli%i%

B PSR PR R R S AR B .

LN ER A2 SR

25541 Windows JH/FE{H 4 LogInAsCurrentUser_Display.

fifiEAE Windows 7 FITHI S AS R el A1 5542 L1 Horizon Client EbrHH &5 ikt 41

Ko WRLAETIBREEEE, T DA B palo e Bl 55 s S PR e R S

JL52 Horizon Client IV, #n] A B H] P & G i (ISR 2R Ik, ] bl

AR R RS Bk 41 55

E N R e

5301 Windows EMFA{E ) EnableJumplist.

e 25 A SSL A HE AL E I

= EH: B SSL, (BRSNS SSL I SR AFIRR B AR AN i

m ZE. AT SSL, MR EAHEEMT, BN Sl i A ] A s T R
rh WAN B it A i rl e AR A

BBl S SSL, HRAGIERAA SRS SSL IS .

AT Windows 1 FE{E )y EnableTicketSSLAuth,
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& 4-5. Horizon Client BeE#Et: M8 (47)

&KE
Configures SSL protocols and
cryptographic algorithms

CHAAUVRIT FECE 3 E )

Enable Single Sign-On for smart
card authentication

CHHANIRCE RS )

Wi

TEHST I SSL R 2T, I i B i A1) FOR PR e s Sk A I il o iy

FRPAE S B — A A i R R A

A ER TR KNS,

®  Horizon Client 4.10 A5 & AR IERIME A TLSV1.1: TLSv1.2:!aNULL:KECDH
+AESGCM:ECDH+AESGCM:RSA+AESGCM:KECDH+AES:ECDH+AES:RSA
+AES

= Horizon Client 4.2 FIHI S IRARTIERIAAY TLSVA:TLSVA.1:TLSV1.2:!
aNULL:kECDH+AESGCM:ECDH+AESGCM:RSA+AESGCM:kKECDH
+AES:ECDH+AES:RSA+AES

®m  Horizon Client 4.0.1 1 4.1 2R IAME A TLSv1:TLSv1.1:TLSv1.2:!aNULL:kECDH
+AES:ECDH+AES:RSA+AES:@STRENGTH.

®  Horizon Client 4.0 P2k IA{E 2l TLSv1.1:TLSv1.2:!aNULL:KECDH+AES:ECDH
+AES:RSA+AES:@STRENGTH,

®  Horizon Client 3.5 fUZKIA{E ) TLSV1:TLSv1.1:TLSv1.2:!1aNULL:KECDH
+AES:ECDH+AES:RSA+AES:@STRENGTH.

®  Horizon Client 3.3 7l 3.4 fUERIA{E & TLSv1:TLSv1.1:AES:!
aNULL:@STRENGTH.

= Horizon Client 3.2 FIHLAR Al SSLv3:TLSv1:TLSv1.1:AES:!
aNULL:@STRENGTH.,

M Horizon Client 4.10 J14fi, TLS v1.0 Bk AZEI, RS2 4%,

7+ Horizon Client4.0.1 % 4.9 1, 451 TLS v1.0, TLS v1.1 FITLS v1.2. CKiZE:

SSLv2.0 filv3.0, ) WA TLS v1.0 SRS #efZs, nIPAIEEH] TLS v1.0,

7t Horizon Client 4.0 1, ¥ TLSv1.1 FITLS v1.2, (425 TLS v1.0 JfF2l% SSL

v2.0 f1v3.0. )

7t Horizon Client 3.5 /11, {5 /H TLSv1.0, TLSv1.1 AMITLS v1.2. (H45H] SSLv2.0

#1v3.0. ) 7F Horizon Client 3.3 11 3.4 1, *KjiJf] TLS v1.0 A TLS v1.1,  (CR2E

SSLv2.0. SSL V3.0 fiI TLS v1.2, )

1t Horizon Client 3.2 FIHRIACH, K= SSLv3.0,  (¥445H] SSL v2.0 A1 TLS

v1.2, )

BT 128 {78k 256 [ AES, FEFREE £ DH BTk, SR HMEE B Y

T HE P 24 jiT 2 i 81 2

R RS 45E8E . hitp://www.openssl.org/docs/apps/ciphers.html

301 Windows J1IIF&{E N SSLCipherList,

QIR BT %A R O SN, AR ] DA 4 SSLCipherList [EAFRAMIE]

P SN L R R R e .

m 3 32 {7 Windows: HKEY_LOCAL_MACHINE\Software\VMware, Inc.\VMware
VDM\Client\Security

® F 64 {2 Windows:
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\VMware,Inc.\VMware
VDM\Client\Security

e 75 R AR SOy S e o RS A S, 2R T S8R, Horizon Client 41
HIETRER PIN 75 RIS AFH, ARG RRR R B eIk 55 v o QUSRAEH 08
3%, Horizon Client A e X PIN G IHATE,

341 Windows J1F4{H°h EnableSmartCardSSO.

NERSTE T ADM AT ADMX BEHCCPRRD “BIACE S #5 H B

VMware, Inc. B AT AR .
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Horizon Client 1 Agent %415/

xR 4-6. HIAELIBYFHNREMBERIZE

wE P
Connect all USB devices to the THRE SRS BIIN RS 2 i A b T T FHRY USB R Al e 21 2R 1M
desktop on launch BRI BT S A

3 Windows TEHA{ Tl connectUSBOnStartup,

Connect all USB devices to the e f USB S dfi N4 ) i A Zui e A i L A e 8 s
desktop when they are plugged in ey R AR 230
23400 Windows J1IF#{E 2l connectUSBOnInsert,

Logon Password 5 Horizon Client 7256 2 (i 110350 . 122565 Active Directory f7fif {2l
M,
NN S G e
S50 Windows TEFEAE N Password,

AR N LAV 2 5 B, 152+ Windows [¥) Horizon Client SCAY,

i ® Horizon Client iFHIEIFAE T

Al PLE kA Windows & i v ST IS NI N CertCheckMode B ok i Horizon Client
MR CE SRt v

{r 32 fi7 Windows &% |-, %L/ #55i )y HKEY_LOCAL_MACHINE\Software\VMware, Inc.\VMware
VDM\Client\Security. fF 64 {ii Windows %% |-, iZMEThY
HKLM\SOFTWARE\Wow6432Node\VMware, Inc.\VMware VDM\Client\Security,

MFAZIEMEI, FEHA Mz —:

" 0 - SRR SRR SIS e

v 1- UEEEREIAR BRIk SR AR B S LT
"2 - WA EEREAZFEENIR SR L.

PR, 0T DA 3o B 5 B A A S I BRI ® Horizon Client T PEs iR, S 47 35 0 b
TR B A CertCheckMode ¥, ZH I B A0S A (A .

fid B A S I Bk Rk B S, T AT PALE Horizon Client HHEy & 8 e [OuE B bk, (BC7Ad BiZik

=021
Elo

A SRC EIE P IR IR A M3 B ., 15255 Horizon Client Fid BB 14 A PEBET

Bt B A = E AR

Horizon Client i1 Horizon Agent ~¢ A 2241142 (Local Security Authority, LSA) 47", LSA £-41] 51k
FARRASSZ ORI T P BN A A E NS

ARCE LSA (RPHEE£15 B, 1527 Microsoft Windows Server (%,
& Horizon Client 4.4 N B AXRMORACE LSA (2375, DA NIhEERJoik b .
m DURYETH T SR

VMware, Inc. BT AR o 30
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“Jy Horizon 7 Jix Ak 7.2 > HifI%) Horizon Agent Jix Al B LSA #1475, DL R IhRER TCIE T«
m ERE R SHDYOIE

= True SSO

VMware, Inc. B AT AR .
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LB XS FAZEBEN

#ATPARC EAE Horizon Client, View Agent/Horizon Agent FUIR 55 #2012 I 252 AR A R 22 4 s R
EAEM,

ARELTHE TR 8
w RPN R SR

m ONEEER P A e TSR B R

®  7f SSL/TLS H&k 1552545

=y HTML Access Agent fit i 2 4 SRS RS AT
w R b R

ZE XTI ZBE GBI RS

ERUNES T, ARk ARG o R e RS L

TERAIHE TERNIE O A Horizon Client J3 TR S £ . 7618 T Windows . Linux 1 Mac 119
Horizon Client 3.1 B iACH, X2 iSRRI SR T i USB i (USB IRSS-1MEFS View
Agent & Horizon Agent 2 [RI[}i#{% ) . X1 Horizon Client 4.0 Z BifIRRA, {FiER: S o sy, USB
IR FE T2 RC4 ( :RC4-SHA: +RC4 ) UNINEMIEHI TP ARE. M Horizon Client 4.0 H-if,
ARSI RC4.

VMware, Inc. BT AR 32
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Horizon Client 4.2 X E Sk
% 5-1. Horizon Client 4.2 R E A EBIAB AL ZBESE

BRNZ 2l

TLS 1.2

= TLS 1.1
= TLS 1.0

# M Horizon Client 4.10 JI44, TLS v1.0:K
BOK S, BTS2 304

VMware, Inc. {82 FTHFUF .

BRNBILER

TLS_ECDH_RSA_WITH_AES 256 _GCM_SHA384 (0xc032)
TLS_ECDH_ECDSA_ WITH_AES_256_GCM_SHA384 (0xc02e)
TLS_ECDH_RSA_WITH_AES 128 GCM_SHA256 (0xc031)
TLS_ECDH_ECDSA WITH_AES_128_GCM_SHA256 (0xc02d)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384 (0xc02c)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f)
TLS_ECDHE_ECDSA WITH_AES_128_GCM_SHA256 (0xc02b)
TLS_RSA_WITH_AES 256 _GCM_SHA384 (0x009d)
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA384 (0xc02a)
TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA384 (0xc026)
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xc00f)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA256 (0xc029)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (0xc025)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA (0xc00e)
TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (0xc024)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256 (0xc027)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (0xc023)
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (0xc013)
TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA (0xc009)
TLS_RSA_WITH_AES 256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_RSA_WITH_AES 128 CBC_SHA256 (0x003c)
TLS_RSA_WITH_AES_128 CBC_SHA (0x002f)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA (0xc00f)
TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA (0xc00e)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (Oxc00a)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)
TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA (0xc009)
TLS_RSA_WITH_AES 256_CBC_SHA (0x0035)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
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% 5-1. Horizon Client 4.2 RESMA LB AR EHINFIZBEGE (4
BRNEZE BRNBEES
= TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

M Horizon Client 4.10 JT44, TLS v1.0 B8k AZEH], R AFRS2

7 Horizon Client 4.2 £ 4.9 tf, RS R TLS v1.0, DUAfifR Horizon Client BRA R DLERZ B HL AL
LRI Horizon Cloud Il 55w, BRINIUMS 710 laNULL:KECDH+AESGCM:ECDH
+AESGCM:RSA+AESGCM:KECDH+AES:ECDH+AES:RSA+AES, WIS AFEEE TLS v1.0 SRS FeHfA,
PRI TLS v1.0,
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Horizon Client 4.0.1 #1 4.1

% 5-2. Horizon Client 4.0.1 #1 4.1 FEIAS BN L LN AIZBEL

BRI BAEHEL:

TLS 1.2 = TLS ECDH_RSA_WITH_AES 256_GCM_SHA384 (0xc032)
m TLS ECDH_ECDSA WITH_AES 256 GCM_SHA384 (0xc02e)
=  TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA384 (0xc02a)
m TLS ECDH_ECDSA WITH_AES 256 _CBC_SHA384 (0xc026)
= TLS ECDH_RSA_WITH_AES 256_CBC_SHA (0xc00f)
m TLS ECDH_ECDSA_WITH_AES 256 CBC_SHA (0xc005)
m  TLS ECDHE_RSA_WITH_AES 256 _GCM_SHA384 (0xc030)
m  TLS ECDHE_ECDSA WITH_AES 256 _GCM_SHA384 (0xc02c)
m  TLS_ECDHE_RSA WITH_AES 256 CBC_SHA384 (0xc028)
= TLS ECDHE_ECDSA WITH_AES 256 _CBC_SHA384 (0xc024)
m  TLS ECDHE_RSA WITH_AES 256_CBC_SHA (0xc014)
= TLS_ECDHE_ECDSA_WITH_AES 256 CBC_SHA (0xc00a)
= TLS RSA WITH_AES 256_GCM_SHA384 (0x009d)
= TLS RSA_WITH_AES 256_CBC_SHA256 (0x003d)
= TLS_RSA_WITH_AES 256_CBC_SHA (0x0035)
= TLS ECDH_RSA WITH_AES 128 GCM_SHA256 (0xc031)
= TLS ECDH_ECDSA WITH_AES 128 GCM_SHA256 (0xc02d)
= TLS_ECDH RSA WITH_AES 128 CBC_SHA256 (0xc029)
m TLS ECDH _ECDSA WITH_AES 128 CBC_SHA256 (0xc025)
s TLS ECDH_RSA WITH_AES_128 CBC_SHA (0xc00e)
= TLS ECDH_ECDSA_WITH_AES 128 CBC_SHA (0xc004)
m  TLS ECDHE_RSA_WITH_AES 128 GCM_SHA256 (0xc02f)
= TLS ECDHE_ECDSA WITH_AES 128 GCM_SHA256 (0xc02b)
m  TLS _ECDHE_RSA WITH_AES 128 CBC_SHA256 (0xc027)
= TLS ECDHE_ECDSA WITH_AES 128 CBC_SHA256 (0xc023)
= TLS ECDHE_RSA WITH_AES 128 _CBC_SHA (0xc013)
m TLS_ECDHE_ECDSA_WITH_AES 128 CBC_SHA (0xc009)
= TLS RSA WITH_AES_128 GCM_SHA256 (0x009c)
= TLS RSA WITH_AES_128 CBC_SHA256 (0x003c)
= TLS_RSA WITH _AES_128 CBC_SHA (0x002f)
= TLS _EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

= TLS 1.1 = TLS_ECDH_RSA WITH_AES_256_CBC_SHA (0xc00f)

= TLS 1.0 » TLS_ECDH_ECDSA WITH_AES 256 _CBC_SHA (0xc005)
= TLS_ECDHE_RSA WITH_AES_256_CBC_SHA (0xc014)
= TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA (0xc00a)
= TLS_RSA WITH_AES_256_CBC_SHA (0x0035)
m TLS_ECDH_RSA WITH_AES_128_CBC_SHA (0xc00e)
= TLS_ECDH_ECDSA WITH_AES_128_CBC_SHA (0xc004)
m TLS_ECDHE_RSA WITH_AES_128_CBC_SHA (0xc013)
m TLS_ECDHE_ECDSA WITH_AES 128 CBC_SHA (0xc009)
= TLS_RSA WITH_AES_128_CBC_SHA (0x002f)
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% 5-2. Horizon Client 4.0.1 #1 4.1 LA AL LB HELE (£)
BN B BRI\
= TLS EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

RMEIR, B TLS 1.0, PAA{# Horizon Client BRI ] 152 2] oGRS S 244514 Horizon Cloud JIi
L&08 W) B A TLSVA:TLSVA.1:TLSv1.2:1aNULL:KECDH+AES:ECDH+AES:RSA
+AES:@STRENGTH, IR ATE TLS 1.0 SRSk %, WA LIAEH] TLS 1.0,

VMware, Inc. BT AR o 36



Horizon Client 1 Agent %415/

Horizon Client 4.0

& 5-3. Horizon Client 4.0 FEHARE AL &N ZBES

RNz LY

TLS 1.2

= TLS 1.1

VMware, Inc. B AT AR .

BRABILER

TLS_ECDH_RSA_WITH_AES 256 _GCM_SHA384 (0xc032)
TLS_ECDH_ECDSA WITH_AES_256_GCM_SHA384 (0xc02e)
TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA384 (0xc02a)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 (0xc026)
TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA (0xc00f)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384 (0xc02c)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA384 (0xc028)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (0xc024)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA (0xc014)
TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA (0xc00a)
TLS_RSA_WITH_AES 256 _GCM_SHA384 (0x009d)
TLS_RSA_WITH_AES 256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256 (0xc031)
TLS_ECDH_ECDSA WITH_AES_128_GCM_SHA256 (0xc02d)
TLS_ECDH_RSA_WITH_AES 128 CBC_SHA256 (0xc029)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (0xc025)
TLS_ECDH_RSA_WITH_AES 128 CBC_SHA (0xc00e)
TLS_ECDH_ECDSA WITH_AES_128 CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f)
TLS_ECDHE_ECDSA WITH_AES_128 GCM_SHA256 (0xc02b)
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256 (0xc027)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (0xc023)
TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA (0xc013)
TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA (0xc009)
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
TLS_RSA_WITH_AES 128 CBC_SHA256 (0x003c)
TLS_RSA_WITH_AES_128 CBC_SHA (0x002f)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xc00f)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_ECDH_RSA_WITH_AES 128 CBC_SHA (0xc00e)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA (0xc013)
TLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA (0xc009)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
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% 5-3. Horizon Client 4.0 FBHUAB AR E&WMMEZRESE (£2)

L7 g RATEES
= TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

EE CBIRAZET TLS 1.0, ELFF SSL 3.0,

VMware, Inc. {82 FTHFUF .
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Horizon Client 3.5

& 5-4. Horizon Client 3.5 FEHAE AL &N ZBES

BRNZ LY

TLS 1.2

s TLS 1.1
m TLS 1.0

VMware, Inc. B AT AR .

BRABILER

TLS_ECDH_RSA_WITH_AES 256 _GCM_SHA384 (0xc032)
TLS_ECDH_ECDSA WITH_AES_256_GCM_SHA384 (0xc02e)
TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA384 (0xc02a)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 (0xc026)
TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA (0xc00f)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384 (0xc02c)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA384 (0xc028)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (0xc024)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA (0xc014)
TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA (0xc00a)
TLS_RSA_WITH_AES 256 _GCM_SHA384 (0x009d)
TLS_RSA_WITH_AES 256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256 (0xc031)
TLS_ECDH_ECDSA WITH_AES_128_GCM_SHA256 (0xc02d)
TLS_ECDH_RSA_WITH_AES 128 CBC_SHA256 (0xc029)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (0xc025)
TLS_ECDH_RSA_WITH_AES 128 CBC_SHA (0xc00e)
TLS_ECDH_ECDSA WITH_AES_128 CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f)
TLS_ECDHE_ECDSA WITH_AES_128 GCM_SHA256 (0xc02b)
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256 (0xc027)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (0xc023)
TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA (0xc013)
TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA (0xc009)
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
TLS_RSA_WITH_AES 128 CBC_SHA256 (0x003c)
TLS_RSA_WITH_AES_128 CBC_SHA (0x002f)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xc00f)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_ECDH_RSA_WITH_AES 128 CBC_SHA (0xc00e)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA (0xc013)
TLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA (0xc009)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)

39



Horizon Client 1 Agent Z¢ 4451/

% 5-4. Horizon Client 3.5 FEABRAWZEWHNFBZBES (£:)

BRAZ 2l BRABREH

Horizon Client 3.3 1 3.4

TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

% 5-5. Horizon Client 3.3 1 3.4 FEi\E ARSI ZBEYR

RN 2l BRABILEN

= TLS 1.1 u
= TLS 1.0 =

TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xc00f)
TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA (0xc00e)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (0xc013)
TLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA (0xc009)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

EOEFFTLS 1.2, HEABINEN FARBE . ZRATLS 1.2, 15 VMware H1iH 7 35T 2121183
R E, FEIX 2 A, SCffde 5-4 A B,
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Horizon Client 3.0, 3.1 %01 3.2
% 5-6. Horizon Client 3.0, 3.170 3.2 FBHAE BN R L& FZmE S

L E g HNFEEL
= TLS 1.1 = TLS_ECDHE_RSA WITH_AES_256_CBC_SHA (0xc014)
= TLS 1.0 = TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA (0xc00a)

m SSL 3.0 ({Uff Windows % /% /i) m  TLS_SRP_SHA_DSS_WITH_AES 256 _CBC_SHA (0xc022)
= TLS_SRP_SHA RSA WITH_AES_256_CBC_SHA (0xc021)
= TLS_ECDH_RSA WITH_AES_256_CBC_SHA (0xc00f)
= TLS_ECDH_ECDSA WITH_AES 256 _CBC_SHA (0xc005)
= TLS_RSA WITH_AES_256_CBC_SHA (0x0035)
= TLS_ECDHE_RSA WITH_AES_128_CBC_SHA (0xc013)
= TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA (0xc009)
= TLS_SRP_SHA DSS WITH_AES_128_CBC_SHA (0xc01f)
= TLS_SRP_SHA RSA WITH_AES_128_CBC_SHA (0xcO1e)
= TLS_ECDH_RSA WITH_AES_128_CBC_SHA (0xc00e)
= TLS_ECDH_ECDSA WITH_AES_128_CBC_SHA (0xc004)
= TLS_RSA WITH_AES_128_CBC_SHA (0x002f)
= TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

I OEFFTLS 1.2, HEAERRINHI NS ZRAITLS 1.2, 1M VMware JIiHE 7T 2121183
FRIB R X2 )R, TRk 5-4 AR B

AFEEFPHENREL SN NEBBEY
AT 2 PSR T VR T AR S

1V 24 View server A~ 4 i &, /N AE Horizon Client HH M 24 1% . w15k Horizon Client il
2 TSR AE & Pz i View Server FRH, W2k A4 TLS/SSL 4%, FH BRI,

TSR I B, 0 TR E T Pl A L)

»  7F Windows % J i S 4eH, F8A] DU FZH SR 14 1k Windows TR s

» /£ Windows 10 UWP % Fiin #4¢ I, %P LA Horizon Client JEXirf i ] SSL JEIlise o

m  ff Linux & i R, AT AR IR B SR R s A A TR

®  7F Mac % /i 240 b, #5RTLATE Horizon Client Hfs FH el i .

= {riOS. Android #ll Chrome OS & i 54t |, #AILA{E Horizon Client & i 1im2% SSL el i
AXZAEE., 1525 Horizon Client SCHY,

£ SSL/TLS A5

N TR, AT DARC BRI GPO (4IEms A4 ) , DAWATRIZST View Agent 2k Horizon Agent [k
T Windows 15/ ] SSL/TLS sl d T B N A2l g9 251
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Bz

1 1 Active Directory IR 5575 F 4t GPO, Jiloe et Iran > BEETH > ARG, sl GPO,
SR e

2[RRI IR, SR THRNIECE > SR > BB > 4 > SSL BRERE.
3 Wil SSL BREMIF .

4 ff “SSL &ML Wi, REBEREM.

5 fF “WRI” Bk, K “SSLBRYEME" SCAMER N A B LA T RS

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256_P256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256_P384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P384,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P384,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA

K TETES, BHEELC S ZATIE LT o BZdFRNG B SCARE R, eI T —1TH,
FFHESEAEG .

6 R AR E PR A

7 THTRZ) View Agent 5k Horizon Agent T 5ATLRABE T O 41 SRS A= 280

# HTML Access Agent i E R £l FIZRBEY

M View Agent 6.2 45, @ADL 4t Windows JEME KL HTML Access Agent 1 TS S &1F .
M View Agent 6.2.1 147, b AT LARCEL B AL o B AT LR SIS N (GPO) HIEE X EEid
Fio

T View Agent 6.2.1 MR E R, BRIMEAL T, Ik HTML Access Agent {fii/T] TLS 1.1 1 TLS 1.2, 7t
VREHIPGE TLS 1.0, TLS 1.1 R TLS 1.2 (MREISHET ) o oA Vi ] SSLv3 MR IF )
1, Ss1ProtocollLow fll Ss1ProtocolHigh X/ NI RE P E HTML Access Agent B2 11
54N, ¥ Ss1ProtocollLow=t1s_1.0 #1 Ss1ProtocolHigh=t1ls_1.2 ¥ 55 HTML Access Agent 155
TLS 1.0, TLS1.1 FITLS 1.2, BRIAKE /& Ss1ProtocolLow=t1ls_1.1 1 Ss1ProtocolHigh=t1s_1.2,

R e https //www.openssl.org/docs/manmaster/mani/ciphers.html H1ft] “BXA04IFRAK R H50 R E
XS AR E YL LT 2 BRI A1 5

ECDHE-RSA-AES256—-SHA: AES256—SHA:HIGH: ' AESGCM: | CAMELLTA: ! 3DES: !EDH: | EXPORT: IMD5: ! PSK: IRC4: !SRP: aNULL: !
eNULL

B

1 2Z) Windows 714 s
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2 5j%) HKEY_LOCAL_MACHINE\SOFTWARE\VMware, Inc.\VMware Blast\Config /M0,
3 RIS TATHY (REG_SZ) 1 Ss1Protocollow #11 Ss1ProtocolHigh, JHFHaEthidyEHl.,

XU AR A AU tls_ 1.0, tls_1.18k tls_1.2, ZURHI—ADIML, HABANEIERE
SERRIII L. AR NIRRT — MEAAE, S BREBIRARE AL E =AM i—A,
JUPRE B FER AP

4  RI—NEIT A (REG_SZ) 1 Ss1Ciphers, [T e S mEty .
FEF MG OB DE 7 Berh BN SOk B p =41 56, fFlan,

ECDHE—RSA—-AES256-SHA:HIGH: | AESGCM: | CAMELLTA: 1 3DES: | EDH: | EXPORT : IMD5: | PSK: IRC4: I SRP: |aNULL : ! eNULL
5 ¥ )a5h Windows k%5 VMware Blast.

SR A FHERA SRR, 15 Ss1Ciphers FEHAE T8 S 5) Windows JiIlR55 VMware Blast, 157
fET AR (A SR, XA HTML Access Agent 23 {i4is OpenSSL 25541 ek e SCR T A %4
WA a7

HTML Access Agent a2 RHIBISCRIEAAS (5 EE NILH SO T DLl A At H S SCP ke 7
S GRS

ftiE VMware ABTESCIERIZE 24 )5 IR IR EE S, BRIAI 2 T SUNE A B AR R T RRIE AT

FInfERmE LR EEUCRE
AT AAEIE1T Windows Fzehe sl [ Ae i s, DAl B Bk 55 2l BUS S Ber e ek
R B 55 e 1 P S AT ) SR DAl e P2 S e o

1 BEhuc R 9 Windows J1IT 4% 75

2 513 HKEY_LOCAL_MACHINE\Software\VMware, Inc.\VMware VDM\Agent\Configuration j T/
ES3i

3 ST (REG_SZ) i ClientSSLSecureProtocols.,
4 HizfERE N4 EN, #2h: \LIST:protocol_1,protocol_2,....
HIRERSL, e BT 4.

\LIST:TLSv1.2,TLSv1l.1,TLSvl

5 IR EATH (REG_SZ) fE ClientSSLCipherSuites.,
6 Rz h—A e, /%l \LIST:cipher_suite_1,cipher_suite_2,....
ZANRNFZA AT HES ], e e i =k, .

\LIST:TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,TLS_RSA_WITH_AES_128_CBC_SHA
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B H AR, Tl AL s T1E Ot

® & T Windows [ Horizon Client H &

ST Mac [ Horizon Client HiE

5 Linux [ Horizon Client H &

m  uhiEss Y Horizon Client H i

®  Windows |5

m  Linux 5 H G

MY Horizon Agent H it

i&d i+ Windows #J Horizon Client HXE

SR UATE DR 2 |

TfFFI’\J (VACERNIRE P Sl NP

HEME

M NRBISEE, YYYY RoREA

K 6-1. &

JIBFEO

, MM o8 A3,

AT Windows i Horizon Client BE 4

R BCRI IR T TR AL, A PT LAE A SRS 18 ARG P e H S

DD oI, XXXXXX J445 .

s e
LR

PColP % J i
K H vmware—

remotemks .exe JHfE

VMware, Inc. B AT 4R

R

C:\Users\%username%\AppData\Local\Temp

C:\Users\%username%\AppData\Local\Temp

-
vminst. log _XXXXXX_XXXXXX.txt
vmmsi. log _XXXXXX_XXXXXX.txt

pcoip_client_YYYY_MM_DD_XXXXXX.txt

W ETRAE GPO A 0 % 3 (fi4m)
1 HETEANGON . 1] View PColP % s
1A ADMX B S (pcoip.admx). 2
1P B E PColP B4 H S Famasl.
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& 6-1. EHT Windows i) Horizon Client HEXXf (42)

HE2A
Horizon Client Ul

F 1 vmware—view. exe L

Horizon Client H it

SB[ vmware—view. exe BEfL

E)SKIEES

ofE MKS (FRbR. B, bE
) HE
2K vmware-

remotemks.exe FHfL

Tsdr % i

K vmware—
remotemks . exe JIfE
Tsmmr %& Pl

S vmware—
remotemks .exe JHfE
VdpService % J i
2K vmware—
remotemks.exe JFfE
WSNM JI5%

11 wsnm. exe HEFE

USB H ]

Sk vmware—view—
usbd.exe &t vmware—
remotemks.exe %

HA4 T 1 EE )

Sk vmwsprrdpwks . exe
PR

BT E

K ftscanmgr.exe JEfE

VMware, Inc. B AT AR .

HREgE

C:\Users\%username
%\AppData\Local\VMware\VDM\Logs

C:\Users\%username
%\AppData\Local\Temp\vmware-username—
XXXXXX

C:\Users\%username
%\AppData\Local\VMware\VDM\Logs

C:\Users\%username
%\AppData\Local\Temp\vmware-username

C:\Users\%username
%\AppData\Local\Temp\vmware-username

C:\Users\%username
%\AppData\Local\Temp\vmware-username

C:\Users\%username
%\AppData\Local\Temp\vmware-username

C:\ProgramData\VMware\VDM\logs

C:\ProgramData\VMware\VDM\logs

C:\ProgramData\VMware\VDM\Logs

C:\ProgramData\VMware\VDM\Logs

34

vmware-horizon-viewclient-YYYY-MM-DD—-
XXXXXX . txt

AR PAEH GPO Bl Habhie . i
View 2\ L E ADMX FEH S
vdm_common . admx.,

vmware—crtbora-XXXXXX. log

Log-YYYY-MM-DD-XXXXXX . txt
debug-YYYY-MM-DD-XXXXXX . txt

ViewMP-Client-XXXXXX.log
vmware-mks—-XXXXXX. log
vmware-rdeSvc-XXXXXX. log
vmware-vvaClient-XXXXXX. log

vmware-ViewTsdr-Client-XXXXXX. log

vmware-ViewTsmmr—Client-XXXXXX.log

vmware-vdpServiceClient-XXXXXX.log

debug-yyyy-mm-dd-XXXXXX. txt

R PAEH GPO B Hib e inf
View LR ADMX FEH S
vdm_common . admx.

debug-yyyy-mm-dd-XXXXXX. txt

{t Horizon Client 4.4 } S kAT, vmware—
view—usbd.exe PR LR, 1l USBD gEE
¥ % vmware—remotemks . exe JFFEH,

HE EALAMET GPO i HAEA S . 15
View A JEFC L ADMX FEHCCA
vdm_common . admx.,

Serial*.txt

Netlink*.txt

Scanner*.txt

Netlink*.txt
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IL.\ EEE
T G I NG B B A T — R B

m 5 PColP % i H i, #aIPARSYEM 0 2 3 (fifdl) A H BFangsl. 156 H View PColP % )i
AR ADMX A S (pcoip.admx). VX E 47 hECE PColP B4 H 45 .

R UL HAE, Bl S S . PRI IR B s . 1T View A JLHCE ADMX #RCCLE
vdm_common . admx,

T USB HUER A, FlE HGEAIE . RN AR B S o 15 ] View 2 FLFCE ADMX AR ST

vdm_common . admx,

m AT WSNM IRSS HOE, BEE HGGALE . TR RIOR BE SRS o 15 6T View AFLACTE ADMX BARSCAT:

vdm_common . admx,
W T DU s A Ta 8 m T gngi il . S0i&E C:\Program Files (x86)\VMware\VMware Horizon
View Client\DCT HEHH AL Firs .

support.bat loglevels

Ko m B ar SEERiTE 1, Senae—Rran g

[‘Iﬁ% E e

AR o U sl AT 8 H SR 2] zip SCrh, SRR APRAZSCH K % VMware BORSCRHA
Ho

®  {f Horizon Client %111, M “Ueli” e SmmE B, RS EH BN s e S R e

. WA S TEMIE C:\Program Files (x86)\VMware\VMware Horizon View Client\DCT &)%)
ANPATF#r4: support.bat,

i&d i+ Mac B Horizon Client BHE

HESCE T DATR B R 22388 . s SO R RE A5 TR I, A5m] DAt Gl G B SR B A
o

BEAMAE

% 6-2. AT Mac i Horizon Client HEXX

HE HRBZ X

Horizon Client Ul ~/Library/Logs/VMware Horizon Client

PColP & J i ~/Library/Logs/VMware Horizon Client

SN - ~/Library/Logs/VMware vmware-RTAV-pid. log
USB HE] ~/Library/Logs/VMware

VChan ~/Library/Logs/VMware Horizon Client
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& 6-2. iEHTF Mac By Horizon Client BEX{E (1)

HE2RA Ekd7:2 Xt
e MKS (bR, ~/Library/Logs/VMware

AL i) HiE

Crtbora ~/Library/Logs/VMware

BEERE

{¥ Horizon Client 3.1 FIF S kA<, Horizon Client ¥/t Mac & Fiill) ~/Library/Logs/VMware Horizon
Client H MAERH G R DUE K Mac & i

) /Library/Preferences/com.vmware.horizon.plist SCEHII0, B DIREEE H OSSO i R B AN
PREE H U e KRB

% 6-3. HEMHWENELETIRI

i iRA
MaxDebuglLogs SRR o SKAE M 100,
MaxDaysToKeeplLogs TRE H SRR RS Wz A PR

Y455 5) Horizon Client I, IR 51X Be 4 AT RC I SCA

415 MaxDebuglLogs Bf MaxDaysToKeeplLogs TiA7F com.vmware.horizon.plist X FHEE, MHEX
PERBRIAECER N 5, PREE H SR BRIAKRE N 7,

i&d AT Linux El’] Horizon Client HX

H B AT BhHERR 205 . B s RN & IR AL 5 T IRl . #5n] DA 6 e B SR e e R4
Al

HEME

% 6-4. AT Linux B Horizon Client BE

A BREEE Xt
Ere /tmp/vmware-root/ .vmware-installer-pid.log

vmware-vmis—pid.log

Horizon Client Ul /tmp/vmware-username/ vmware-horizon-client-pid.log
PColP % i /tmp/teradici-username/ pcoip_client_YYYY_MM_DD_XXXXXX.log
SIS -1 /tmp/vmware-username/ vmware-RTAV-pid.log

USB &1 /tmp/vmware-root/ vmware-usbarb-pid.log

vmware-view-usbd-pid.log
VChan /tmp/vmware-username/ VChan-Client.log

R
“export VMW_RDPVC_BRIDGE_LOG_ENABLED=1" |5
5 RDPVCBridge H G, 26l H &,
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& 6-4. IEHT Linux B Horizon Client HEXXf (4%)

HEA BREEE A
LfE MKS (Filbs, 8 /tmp/vmware-username/ vmware-mks—pid.log
B bt HE vmware-MKSVchanClient-pid.log

vmware-rdeSvc-pid.log
VdpService % J i /tmp/vmware-username/ vmware-vdpServiceClient-pid.log

Tsdr & J it /tmp/vmware-username/ vmware-ViewTsdr-Client-pid.log

HEERE

PRI IBC L EYE (view. defaultLloglevel), K& i HGTFAAIR T O CRERRTA ;) 26 (X
TR ) o

MFHRET USB IH S, ATLAMEILL Mg AT :

vmware-usbarbitrator --verbose
vmware-view-usbd -o log:trace

KEREE
HiEWSeRs 7 T /usr/bin/vmware-view-log-collector, ] H EWRs, EAMEAPITAIR . &
A PLE S AE Linux y S THIN LA R iy &2k B AR »

chmod +x /usr/bin/vmware-view-log-collector

BTl AE Linux s A T A LL M Raat T H SRR

/usr/bin/vmware-view-1log-collector

% 3hi% % R Horizon Client B

Rk e b, Ru e = e, DU E HESCEOfefiE B . #eohg Fomiedt T8 H Bk
A% VMware FIBCE B . T HE 0k AT REZmERE, RN AT SRR Rl = H & e,

i0OS ZRmARE
XFTi0S Ejﬂiﬁ”ﬁ, HEXAAIT User Programs/Horizon/ T tmp #11 Documents [H3¢H, ZSi4E
BB E SR, A LR iIFunbox 58 =5 W 7 .

XA ALE Horizon Client & B R HEER K E , DU HE S B E, W% e MR
s R I S s R P, RGes #Lﬁbﬂluxﬁiﬁﬁﬁﬁ?ﬁﬂ*ﬁ GZ e, SRfE R Dhamnt H
mBA- H G L 242 VMware, WA & E82) PC 5k Mac, £ r] DA ] iTunes #:2 H 530
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Android ZRimHE

X Android % i, HE 7T Android/data/com.vmware.view.client.android/files/ H%
SRS H S, A et File Explorer o, My Files 2545 =77 N TR

BANEST, AR N R MR e H & #87 PA7E Horizon Client 1% F T /B I H B,
PUE SO ERIGE . B o F R H B R 6 = VMware, 0] DU FHZ Fomirt) “H iesE” Wi gE
HEXE,

Chrome OS ZFiHE

X Chrome OS % )i, X n]imak JavaScript f4iill 53R HH o

Windows 10 UWP X FigHE
X Windows 10 UWP % P, Hi&7 T C:\Windows\Users\%username
%\AppData\Local\VMware\VDM\logs 1%,

R LAIEEAE Horizon Client eTifY “ FSidx" # I HR B ARR H SR, A5 RSB
BHH, SRR HEICR. RAaiintoh HSks— ek, SRR LAMEHE T A Sk —FE R4
SRk

Windows M RREEZRimHE

BT 2255 1T Windows W 117511 Horizon Client ( [fiel & T Windows [ Horizon Client ) [ Windows
N RS EE P, H S SR C:\Users\%username
Z\AppData\Local\Packages\VMwareInc.VMwareViewClient_23chmsjxv380w\LocalState\logs [
K.

R LAl AE Horizon Client () “ AL W R B AR A SRR, SRR PR SCRe S B,
K HEID R RRatnEoh HEWE— 3k, SRR MG H A S — R 4 Sk

Windows itE#l# Horizon Agent HE

FUSSCA T AT BHERR Zee . Smom P SONI & MR RE L5 IR IAIRE o AT VA GE P A SR R0 B e P e H
PRI . PRARZIANER B HRR .

HEAMAE
W FRBMSLEL, YYYY FOREGy, MM F5 Ay, DD R HIBL dO0XX W4
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& 6-5. iEFHTF Windows HJ Horizon Client HEX 4

H &2 Bz X
b C:\Users\%usernameX%\AppData\Local\Temp vminst.log XXXXXX_XXXXXX.txt

vmmsi. Log_XXXXXX_XXXXXX.txt

View Agent (T <Drive pcoip_agent_YYYY_MM_DD_XXXXXX.txt
Horizon 6 ) 1k Letter>:\ProgramData\VMware\VDM\logs pcoip_agent_YYYY_MM_DD_XXXXXX.txt
Horizon Agent ( %f

vmware-vdpServiceServer-XXXXXX.log

+ Horizon 7) Serial*.txt

Scanner*.txt
Netlink*.txt
debug-yyyy-mm-dd-XXXXXX . txt

 ERDME GPO Fle HEN . i ] View
SNHd L ADMX B S vdm_common . admx .

HEERE
A Dot 2 0 PRI L H A1 R st
=TT DU AL ELE S PN BRSNS . T View AL ADMX BURCCHE

vdm_common . admx,

n A DUE R Tar SR B N . 5%l C:\Program Files\VMware\VMware View\Agent\DCT
FFHAALL M4 : support.bat loglevels. B m mgiiUar S nfia [, SR —Argn
S

A PUE ] vdmadmin fy4F -A G View Agent B Horizon Agent FHibidsk. 55U, 1551
(Horizon 7 5 HEHT ) SCRY,
WEBEE

’J\TU\TEEH%‘E/%?THD A8 HEREER]—A> zip XA, SRIGPRZSC L6 VMware FERSZHFTT . M
1T SR C:\Program Files\VMware\VMware View\Agent\DCT H &I AL Fays:
support.bat.

Linux EmAEE
SO T DTS WM 22 . o TSRS R A4 7 T I, 85T DA 6 e S S 8 Al

Al
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HEME
% 6-6. Linux EEHAEXH

H 7528 Bz
7S /tmp/vmware-root
View Agent ( X} Horizon 6 ) &, /var/log/vmware

Horizon Agent ( XJ-J- Horizon 7))

View Agent ( % Horizon 6 ) i /usr/1lib/vmware/viewagent/viewagent-debug.log
Horizon Agent ( 4J-T- Horizon 7)

HEERE

Yt /etc/vmware/config XA, Bl H %,

KERES
R PLOIEEGECSE T 2 (Data Collection Tool, DCT) #RZ6tu, HRUKEE A RO H 5 B0 5 8 4 iy
tarball HH. 7F Linux 52Ty 258~ T, 1217 det-debug. sh JHIZA

sudo /usr/lib/vmware/viewagent/bin/dct-debug.sh
BB TZIIARN E s YR TAERSR ) A4 tarball, 2B ER %, I TRIEFI s 2, 4l
41: ubuntu-12-vdm-sdct-20150201-0606—agent.tgz

It M /tmp/vmware-root FISA /var/log/vmware [H SRt HOSSCHE, FRREEDL N 240 H R
(RS

m  /var/log/messages*

m  /var/log/syslog*

= /var/log/boot*.1log

®  /proc/cpuinfo, /proc/meminfo. /proc/vmstat. /proc/loadavg
m  /var/log/audit/auth.log*

m  /etc/hosts

m  /etc/resolv.conf

m  /etc/nsswitch.conf

m  /var/log/Xorg*

m  /etc/X1l/xorg.conf

®m  /usr/lib/vmware/viewagent HI[{JAZ 0y XA}

®m  /var/crash/_usr_lib_vmware_viewagent* /A gavi S
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