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Linux 4328 BRIAREENE Horizon 7 for Linux SH RIS EINE
Ubuntu 18.04 Gnome Gnome Ubuntu, K 5EFREE (KDE), MATE
Ubuntu 16.04 Unity Gnome Flashback (Metacity), KDE. MATE
RHEL/CentOS 6.x Gnome Gnome. KDE

RHEL/CentOS 7.x Gnome Gnome. KDE

SLED 11 SP4 Gnome Gnome. KDE

SLED 12 SP1/SP2/SP3 Gnome Gnome

SLES 12 SP1/SP2/SP3 Gnome Gnome

NeoKylin 6 Update 1 Mate Mate

BN SZRF Linux 43 A& Gl IO BRI SIS, g LA I BBl FaE H T 4511 Linux
SR 2o

SR Linux %ﬁﬂ@iﬁﬁ%%ﬁﬂﬁ% CESEBf I, A v KDE A1 MATE S PREE(# F B 5 5ok
(SSO). BLAUE T 1-6. JT] T2 s i PR EE 1y 2 FR A R a4 225 KDE 11 MATE.,

fifi[f] SLED 11 SP3/SP4 . RHEL/CentOS 7 #1 Ubuntu 18.04/16.04 %3 % tuiy, SSO JCikul4iiE ) KDE £
TEMRS . EAINT-BhE NS A RN B E B 2 TR

1 BRI SRR 5 205 SR Linux 0 K U EE R S o

2 CNEIHRRE Linux 70 K HIafT 1-6. 2058 sl iR 1 a2 AR N A 2

FK1-6. ATREZERENGS

Linux 43 & £ FTHIBRIA SR EFRS T BRI 64

RHEL/CentOS 6 KDE # yum groupinstall "X Window System" "KDE Desktop"
RHEL/CentOS 7 KDE # yum groupinstall "KDE Plasma Workspaces"

SLED 11 SP4 KDE # zypper install -t pattern desktop-kde

Ubuntu 18.04/16.04 KDE # apt install plasma-desktop

Ubuntu 18.04 MATE 1.225 # apt install ubuntu-mate-desktop
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Linux 5 &8 FRIBRASR RIS T EBERA R EIMRR 64
Ubuntu 16.04 MATE 1.16 # apt-add-repository ppa:ubuntu-mate-dev/xenial-mate
# apt update
# apt upgrade
# apt install mate
# apt install ubuntu-mate-themes
Ubuntu 16.04 Gnome Flashback # apt install gnome-session-flashback

(Metacity)

3 TR BRI, R B

QR 2 SRS Linux 520 S T SSO, if#i HIA Mg Bk £2E SSO S if H i FHIK 5
TR,

= AT Ubuntu 18.04/16.04 1 RHEL/CentOS 7.x, i5fifi/f] & 1-7. SSODesktopType Ui Hik
i /etc/vmware/viewagent-custom.conf X /[HIHJ SSODesktopType %Elii, PAFEEZHIT SSO Y
PAEEZ N

% 1-7. SSODesktopType &I

) SSODesktopType TS

MATE SSODesktopType=UseMATE
GnomeUbuntu SSODesktopType=UseGnomeUbuntu
GnomeFlashback SSODesktopType=UseGnomeFlashback
KDE SSODesktopType=UseKdePlasma
GnomeClassic SSODEsktopType=UseGnomeClassic

m T RHEL/CentOS 6.x il SLED 11 SP3/SP4, | SSO 2 Ef# ] KDE, 1M /us r/share/
xsession FEsrHHEER KDE 58 SCA-DAANGI AT A S R sh 3. lan, A R M i) —4lar 4.

# cd /usr/share/xsessions
# mkdir backup

# mv *.desktop backup

# mv backup/kde*.desktop ./

WA B e T, T A ek TS | S Linux 53, e KDE sl F—/> SSO £ i
AR ST o
AR RE ZA SEEAEEY Linux 52 _FA2T T SSO, WM TRT TR T 8, T P AE s
1% Linux 52N, AL TR RS AL
P 4% 2 3k

VMware Blast Extreme =7 5 1] 54 01 (UDP) A&z il (TCP). WIZ IR 2520 UDP 1 TCP
HIVERE . RIS P A, AR 25 558 B UDP B TCP,

QRIS S RAE (Flankb TR (LAN) EREEHD 5Pk TCP,

VMware, Inc. 17



% ¥ Horizon 7 for Linux 5[]

w DRSS (BT T3 (WAN) BR85ErR, Az ps il RE 2 K A 2dis (0 22 S RIS AT AE
B, kR UDP,

5 FHI 2555 hres T H (54, Wireshark) KfiE VMware Blast Extreme i /& TCP A2 UDP, HJ{#
N —415% (1] Wireshark) {E &% x4,

1 AR Linux SEUAL I N0 425 Wireshark,
%+ RHEL/CentOS 6:

sudo yum install wireshark

1T Ubuntu 18.04/16.04:

sudo apt install tshark

*FT- SLED/SLES 11/12:

sudo zypper install wireshark

2 fififl] VMware Horizon Client i3] Linux 531 .
3 TR E e ThL Fands, Ibar ¥ s VMware Blast Extreme fii i) TCP #cf-fui UDP %t
i,

sudo tshark —i any | grep 22443

USB TE MK Fumdi shas g R (CDR) THAEA Z 2 AR FIEEN . AR LRI AEAE (B v
B, JFEAEAM RRERREIE 2R, PR e ST T, & A rTResB Bl M
o

R SO R T RN . FEIXFME AN, IHSCE R/ INE S
R Linux SEHHAE R USB ks

n  USB BdEcilse G, Flan, 1EEHAISCHRS, SRS B/ N IR G S
BTF usB EEMB VHCI BEHIERF

USB HE MIThREM T USB REfl 15 Hl #2211 (Virtual Host Controller Interface, VHCI) PNAZSX 5hE
¥o 1EAUEEN VHCI URENFE T it F5 USB 3.0,

Horizon for Linux 2352 Hh 605052 320 Linux 43 & B RO BRIA PN VHCI BX shs e — kil so . e
USB HEMIDIRESG, 2B 2e%E VHC IXNshE T, 4 1-8. BRIA P AZAS A T Horizon for Linux %7
SRR 2B BRI N AZ A

#*® 1-8. BLIANIZIRE

Linux 5 245, BRI RS

RHEL/CentOS 6.9 2.6.32-696.€16.x86_64
RHEL/CentOS 6.10 2.6.32-754.€16.x86_64
RHEL/CentOS 7.5 3.10.0-862.el7.x86_64
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#'¥ Horizon 7 for Linux 53[A]

Linux 4 %4 BRINPIAZRR A
SUSE 12 SP2 4.4.21-69-default
Ubuntu 16.04 4.4.0-21-generic
Ubuntu 18.04 4.15.0-20-generic

42k Linux =G0 8 FH N AZIRA S Horizon for Linux Z23ERE 5 A S BRIA AN, B2 https://
sourceforge.net/projects/usb-vhci/files/linux%20kernel%20module/ F#; USB VHCI JRfHY, RfG,
X VHC IXEW AR I A 3E T4, JHAE Linux 540 b2 580 A= i) — il S

E VHCI JXEhFEFr I 258 A0 22 2% Horizon for Linux 2 52 o

N USB VHC! SRR IR IS, FEIR 1-9. 41205 USB VHCI BX a7 Hhff a4t
Habirgee, SRS/ E B Linux R4 o B, WIRAT /install_tmp/ H3R MER4E LR
VMware-horizonagent-1inux-x86_64-<version>—<build-number>.tar.qgz, 2., full-
path_to_patch-file & /install_tmp/VMware—horizonagent-1inux-x86_64—<version>—
<buildnumber>/resources/vhci/patch/vhci.patch, =3 patch fd 2

# patch -pl < /install_tmp/VMware-horizonagent-1inux-x86_64-<version>—<build-number>/resources/vhci/
patch/vhci.patch

£ 1-9. RiFIH R USB VHCI BEHTEF

Linux 53 k& SRR USB VHCI IREIFEFE NI B

Ubuntu 18.04 1 SRR,

# apt-get install make
# apt-get install gcc
# apt-get install libelf-dev

2 IR VHC WEhET .

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch —-pl < full-path_to_patch-file
# make clean && make && make install

Ubuntu 16.04  4iPEJf24E VHCI SNENEL T

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch -pl < full-path_to_patch-file
# make clean && make && make install

VMware, Inc.
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#'¥ Horizon 7 for Linux 53[A]

Linux 53 k& SRS USB VHCI IREIFE 3 B

RHEL/CentOS 1 LRI,
6.9/6.10

RHEL/CentOS 7 # yum install gcc-c++
# yum install kernel-devel-$(uname -r)

# yum install kernel-headers-$(uname -r)
# yum install patch

2 Yt VHC! JXEhfEfT

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch -pl < full-path_to_patch-file
# make clean && make && make install

SLED/SLES 11 1 fffe Ml VARSI iioR
SP4
SLED/SLES 12 # rpm —qa | grep kernel-default-$(echo $(uname -r) | cut -d '-' -f 1,2)

SP2
i EH o M AT PR ARk Blan, a4 88 kernel-default-3.0.101-63.1, 2,

AT ARy 3.0.101-63.1,
2 LRI
a T SUSE 11, Z2:5YpTAZAVLEL kernel-source Fll kernel-default-devel # /iy, Bl gcc
il patch BfEAd.

# zypper install —-oldpackage kernel-source-<kernel-package-version> \
kernel-default-devel-<kernel-package-version> gcc patch

g

# zypper install --oldpackage kernel-source-3.0.101-63.1 kernel-default-
devel-3.0.101-63.1 gcc patch

b XF SUSE 12, % kernel-devel. kernel-default-devel. kernel-macros 1 patch Hffu,

# zypper install --oldpackage kernel-devel-<kernel-package-version> \
kernel-default-devel-<kernel-package-version> kernel-macros—<kernel-package-
version> patch

54n:

# zypper install --oldpackage kernel-devel-4.4.21-90.1 kernel-default-
devel-4.4.21-90.1 kernel-macros-4.4.21-90.1 patch

3 GMiEIFLdE VHCI MREhEE) T .

tar —xzvf vhci-hcd-1.15.tar.gz

cd vhci-hcd-1.15

patch -pl < full-path_to_patch-file

mkdir —p linux/$(echo $(uname -r) | cut -d '-' —-f 1)/drivers/usb/core

cp /1lib/modules/$(Cuname -r)/source/include/1linux/usb/hcd.h 1linux/$(echo $(uname -
r)y | cut -d '-' —-f 1)/drivers/usb/core

# make clean && make && make install

H* o O H W

ARSI Linux WAZRRAL AEFEG, B T ST B8 2ee VHCI KBy, (HACH B4 Horizon

for Linux.,
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BIAFT DA ISP N Ubuntu 18.04/16.04 R 40 BIRIIAEER,  VHCI IXEDER s INBhAS N AZ B S S R
(Dynamic Kernel Module Support, DKMS).

1 RN
# apt install linux-headers-"uname -r°
2 VA Mg L dkms,
# apt install dkms
3 TEHUMHERL VHCI TAR SC#F,
# tar xzvf vhci-hcd-1.15.tar.gz
# cd vhci-hcd-1.15

# patch —-pl1 <full-path_to_patch-file>
# cd ..

4 KPR VHC PR EHIE] /usr/src H,
# cp -r vhci-hcd-1.15 /usr/src/usb-vhci-hcd-1.15

5 GIEE—"1%N dkms. conf IS, FHAHKAE /usr/src/usb-vhci-hcd-1.15 Hagri,
# touch /usr/src/usb-vhci-hcd-1.15/dkms.conf

6 111 dkms.conf SCAFESIIDL FINE .
PACKAGE_NAME="usb-vhci-hcd"
PACKAGE_VERSION=1.15
MAKE_CMD_TMPL="make KVERSION=$kernelver"
CLEAN="$MAKE_CMD_TMPL clean"
BUILT_MODULE_NAME[O]="usb-vhci-iocifc"
DEST_MODULE_LOCATION[O]="/kernel/drivers/usb/host"
MAKE[0]="$MAKE_CMD_TMPL"
BUILT_MODULE_NAME[1]="usb-vhci-hcd"
DEST_MODULE_LOCATION[1]="/kernel/drivers/usb/host"

MAKE[1]="$MAKE_CMD_TMPL"

AUTOINSTALL="YES"

7 ff dkms T VHCI SRERRLT .

# dkms add usb-vhci-hcd/1.15
8 R VHCI Y BhFLT

# dkms build usb-vhci-hcd/1.15
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9  23E VHCI WKEhFE)T .

# dkms install usb-vhci-hcd/1.15

2D 1 vSGA EIEEHEIN R E
TEBIFEFEE Horizon 7 for Linux HEAUAILES, S AZ0RS AT B AR ¥ S 880R 8Ok 38U fie/IMEL

Bic 2 A8 NVIDIA vDGA [ L FT NVIDIA %ﬁﬁ'ﬁo fid 5 A ] NVIDIA GRID vGPU [ b L i
H NVIDIA [+, B5T NVIDIA ¥EREIE Ik as . AT B SOX S AL A7 (VRAM) 34 2 A
B2

e A ] 2D 5 vSGA EIERIMEIUALEE T VMware [ERLE K, I HAABU X Ee ST MU LT M N i

=

A7 (VRAM)

n S

s 3D BAFRE

»  VCPU M A4 2 DA R 1 RE 2R
E%# (VRAM) g B

1t vSphere Client H1 % Linux BRI, 154 IRE 1-10. 2D = vSGA FIERHE?F VRAM % H Flroiic B
VRAM K/ SRR EALATUAC i 1) S s R 2SO RN o0 B 8 1 ) VRAM K/

3 1-10. 2D = vSGA EH#HE VRAM g8

VRAM R/ BrAE BRTHR
10 MB 1 1600x1200 5 1680x1050
12 MB 1 1920x1440
32 MB 1 2560x1600
48 MB 2 2048x1536
80 MB 2 2560x1600
128 MB 3 2560x1600
128 MB 4 2048x1536

X8 VRAM R/ R/ NI . anAEUNL E AT Z B n LI, 15K vRAM 8 E N BRI E AR =
L;yﬁ[ HE HEo

M TAERAR PR M CE T3 BoRaR RN, 10 MB 2 ISR AR vVRAM K/h,
TN H R AU UL IR A 7 S I B AR ORI B A7 it A O I 2% Linux Hfrd

54F Windows JEHIHL E—FF, Horizon IR 5% 7 A2 [ Eh1E Linux BERAL EICE VRAM &8, 070
7 vSphere Client FH -zl & VRAM %,
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4Ry Linux SEAUALAC LD vRAM R/ NEGIESUE /)N, T ATRE S HITILL I nfje

w (RIS, PR BT SR k.

n  FEIEN TR T AR RAERy NGRS R s

4R Linux BRI BonaR g e D T Ibrr s, — i M ioRas 2 R s FURL

GRS B TR B BN 2 [ Zhai 7 (IR, T DAHRAE K VRAM K/, vSphere Client 5o ¥k
VRAM K/ 128 MB. aii R INER IS 128 MB, A iTF-shfEi vix Fo B SCfE. DA N~ fils e
VRAM KNk 256 MB:

svga.vramSize = "268435456"

KRES¥

TAELAWonds FEoR Linux SCREsifl, AU SRS 24 LB I 2 50—
BB BT R TR

1 SRHIERAWL R,

2 {r vSphere Web Client H1, FEEEERNL, AR LERERE.
3  RLEMHSERLE R, AR REER.

4 PLAHERECE, RN RRIMT.

5 IINEE SIS

6 ELFHN, HREE.

A E L TS S5

m 4 svga.autodetect & K false.

svga.autodetect="false"

PSR AT OREEEERD 11 svga.maxwidth il svga.maxHeight {H. —&I =,
svga.maxWidth 1 svga.maxHeight {ELAUR SR A RESCRFITA Wondr. G141, ZESCHRF 4 MR iR
“h 2560x1600 1w i, AR DL ME:

svga.maxHeight="3200"
svga.maxWidth="10240"

MR LA RS, LIRS, A, TARREIRL T — Nk A
RS R, R RN A,

s RS,

R,

w FERUNR X R
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8192x8192 Rz HIRR K/ R FI

% RHEL 6.8/6.9/6.10/7.3/7.4. CentOS 6.8/6.9/6.10/7.3/7.4 . Ubuntu 16.04. SLED 12 SP2/SP3 #lI
SLES 12 SP2/SP3, 2D 1 vVSGA [t KthE /Nl 4096x4096, 1Fia{T xrandr ey, HrHE—4T
A5 maximum 4096x4096,

T Ubuntu 18.04 . RHEL 7.5 Fi1 CentOS 7.5, 2D 1 vSGA [{fi K 5iHs A/ N 8192x8192,
%2 BoRa iR A R TR E T 4096x4096 bR/, B IR, Al DL MR 2 —:

w  GERAEAU N VMware BEPERCAR 11 (HWvAT) BICE R R, 35REEL A TER DR E LA YMX
P S

mks.enable3d = TRUE

W YL %, Linux £27E R S0 3D ShEER G4 IR, 5140 Chrome, {HJZ, XAEAT
AEZ52M Linux RAZeHIMERE

w WURGIEEIALAT A VMware BEFFRRA 10, (i 7ERFBILT VMX SCEEA S IDL R 7

virtualHW.version = "10"

I fiF s 75 2 A58 11T RHEL 6.8 #1 CentOS 6.8,
SR T 2 4F Ubuntu 16.04 2% i, A0 55K H'E 7 Ubuntu 1245 FE ST B4 ML

vCPU IR FIRE

B 2D 5k vSGA SLHMERE, 14 Linux AN S H 2 vCPU AEIINAE. B, & 2 > vCPU
12 GB FEfNTF .

MF2AEREs (A4 DNEoRED RS E RIS 4 4~ vCPU 14 GB ERINAT .
FI7E 2D B vSGA SLMHERAIM, WML 4 4~ vCPU Fi1 4 GB BN AT«

3D REFRE
TE vSGA Z W Rat AP R = e RE, 1R 3D BAF KRN 1 GB sk A,

£ Linux £l L& ESEME
W S EDRE, A DASE A PN 1Y Linux e S M2 ih o

SEMEMRZER
TR IMEIIRE, 51 Horizon 355 A2 5 e Bk o
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% ¥ Horizon 7 for Linux 5[]

RN SEMENRZEK

A
COR T E N SR B RPMES DAICTE R i 250 2288 T 1 T Windows . Mac gk Linux 1)

Linux ZofE s [H

R

Horizon Client 4.10 s 5 kA, 5], 2420if# Ff HTML Access 4.10 ik 5 = koA,

M TEMEDIE
RS HERENR S e S Al v el
TR VMware Blast

B i SR M EZDARINAS S, 1525 Horizon Client SCRY,

EEREXHPRESIFEMEREIR
f£ /etc/vmware/viewagent-custom.conf SCEFHIEE DL N, DUS A S G P EDIRE .

CollaborationEnable

1t Jetc/vmware/config SCAFHE DL M0, DARC B BEA PIMESvn I TR P04 .

m  collaboration.loglLevel

m  collaboration.maxCollabors

m  collaboration.enableEmail

m  collaboration.serverUrl

m  collaboration.enableControlPassing
ZRME Linux S2I R E SO Bk I T iR 215 5

SIEHMEDIAERIPR S

P TCEAE Rl rp A iR s I EhRg o

m  USB HE)

AN TE

m RN B AR E

»  BREREER

m SR E )

R FEEAE 2 i i S SO RS T R
AR — & & w72 M

VMware, Inc.
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AEMEPEHE R Linux B

W Linux ST L1 Linux BEAL, JFHER BRI R GV TI RS I F
AREPHE TLL R A8

n  BEBEINIIFZE Linux

R A AE S Linux THREAL

m ‘2% Horizon Agent [/ 11

R EMHH RS Linux

AT LAAE vCenter Server H1 gt Horizon 7 HiFS O g N Ie AR S GRS AU L. RAAHE FEAUAIL |20
Linux 43 441,

AR &N

n PARORRE L SCR Linux SERIUAIDCEDK . 15258 Horizon 7 for Linux [ A4 E0K

n AR IAE vCenter Server H O R IUN RN ZE % PHUERE R AP . 1555 (£ Horizon 7 Hhik
BRI ) ORI QIR AL .

s FCRITH TR SoRes i 87 (VRAM) B EK, 15204 Horizon 7 for Linux [ &2 420K,
S&
1 1{¥ vSphere Web Client 5t vSphere Client F1, G853 EERIAL,
2 i HE R B,
a GEREEUNL, RSB RERE.
b HiE vCPU AT A7/,
FRPTFISE, THEAE Linux 73 & B e g R el
5140, Ubuntu 18.04 $5:EFCH 2048 MB I #4112 /> vCPU.,
c EEEBRIF IR E WA R A A (VRAM) ERV)N

ST T] 2D ok vSGA [N (fifi]T] VMware SXZ0F25) , ii5/F vSphere Web Client Hiii
VRAM k/)n. VRAM [k /ik vDGA 5k NVIDIA GRID vGPU 1441 (f#i /7] NVIDIA IXZFE5) 7%
HEW,

AR Y, EE Horizon 7 for Linux [1) 24 EoR P RgHEN] . 15200 AT es
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% ¥ Horizon 7 for Linux 5[]

3 FTUTRAWI AL Linux 77 &£,
4 FlEETRERE Linux 23 & SRS .

%5 Horizon 7 for Linux (1A Z ORI “ RIS #553, PATEZAE R,
5 WA RGZ TN NN 127.0.0.1,

AREEHEPEHESR Linux iHEH#
4 Linux HHEHLBAEHAE Horizon 7 B2 FYESATE, MU T (T 5

Linux TFEALAGIR] DLSE R IR S 25, RIS Horizon 7 A AT DU B 530, RAZIAE Linux 15T -
FCENZS, DAE Linux $H5EALRT DAE T 52 PR E s 44 (FQDN) SHEREIR 55 25523 T ping #1F,

Open VMware Tools (OVT) ¢34/ RHEL 7. CentOS 7. SLED 12 1 SLES 12 #+5ibl . anifEs It
FEf— PP LA E i i, AT DAL N AR gk 2P R 1 = 5, e 1 i T8z
T2 2k 23 VMware Tools.,

R H Ubuntu16.04/18.04 15541, I5EZITEAL F20%E OVT, QiR e Z i Fd LA I E e R sy, &
APk DL N SRR 1 2 5, SR F a4 Ubuntu 16.04/18.04 1H5AL | 5423 OVT:

apt-get install open-vm-tools-desktop

AR RN
»  HIACAE vCenter Server HI GBI HTENL (VM), FFELE AL F2ede T4 Linux 43 44

m HURA AT Linux JERINL FHEAFIZ23: VMware Tools 125, 1525 (vSphere RN IASTE ) OB
M “YE Linux BN Tsh2e3E a6k 71-4% VMware Tools” .

n FAEATIHS Linux FEIAUACE DD i DNS b g X e BRI Linux 53 & RIS T
Fo AU, 1ESHE AN Linux 53 & B ARSI SCRY

1 ¥ vSphere Web Client 1k vSphere Client H1, ¥ VMware Tools e ai B L L,

2 1EEECE VMware Tools 2235 F8 7 S E VMwareTools . x. X . x—xxxx. tar.gz, HEREE], RGN
[ Linux 73 & B 0e B 5 o

vmware—tools—distrib IR HEIE s .
3 FERERWLE, DA root TIPSy, SRIGHITZRE .
4 RS VMware Tools tar 205 RE e so k.

Bilan:

tar zxpf /mnt/cdrom/VMwareTools—x.x.x-yyyy.tar.gz
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% ¥ Horizon 7 for Linux 5[]

5

10

1"

D

oA TLERERR T A ¥ VMware Tools.,
WA TEANE Linux 43 & B A RERS A AN . fFlan:

1A 8]

cd vmware-tools—-distrib
sudo ./vmware-install.pl -d

BT, R SO el T5e B R 23121 T vmware-config—tools. pl il 31},
£ /etc/hosts XfF, ¥ Linux HEALKEHLZMLEGTE] 127.0.0.1,

XFF RHEL. CentOS. SLES fll SLED, @uAZFaifs EHLABREIS] 127.0.0.1, PDyAZ A b G
Pl#r. X1 Ubuntu, AFESITIZEE, OSBRI FHLE . ARt s i th A hd Tiel
B POl B A o

HE AIRAE 2% Horizon Agent J5 5024 Linux tHELHLT EALE, AA0IFE /etc/hosts SCA-HE T EHL
ZETE] 127.0.0.1, B0, HAkEE HIA NS .

*FT- RHEL 7 f1 CentOS 7, #HIALVEEH] virbro,

virsh net-destroy default
virsh net-undefine default
service libvirtd restart

ffalR- 222111 Horizon Connection Server S5 7] DL s DNS fi##

L Linux o541, DAERERINZA TN 5.

BATHAIATN 5, Linux S A REIEH TAE.

FERCE A8 1] OpenLDAP JIR 5528054 T S 386k ) Ubuntu HHEHL E, 7EHHEIAL E A e 2R e si4 .

2 BRI DLZE Horizon Administrator [ “25i8” T Fg “HH /A" ZEh I E R R~ iZfE B 3T
TGk /etc/hosts fF:

a # nano /etc/hosts
b FINsE A E 4, 41: 127.0.0.1 hostname.domainname hostname.
c BHIFRAZUE,

X SUSE, 51 “ufiik DHCP BEMENLE” o wE A4,

a fE “Yast” i, BLENEEE.

b HliFHIAIDNS LIk,

c MUHZEAHE:E DHCP Bk EAI4A.

d HAEN SRR,

e IHE.

11425 VMware Tools 2 f5,  WERAETH4 Linux PA%, Il VMware Tools AJREZ: (5 1154 T, ZHRUGHEINE,
152} http://kb.vmware.com/kb/2050592,,
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2% Horizon Agent Bk IR

HAH—L Linux 20 &R R0, 7F 2% Horizon Agent for Linux 2 fij, 44

Horizon Agent for Linux |
XL

Ol e

AR R4

AL AE vCenter Server FGIELETZAUML (Virtual Machine, VM),

1 BB OU PR TR LTS

*® 2-1. BR/EHBITA

HHEAEZHENL 2% Linux 43

AR ARAT AT RAA L EOR, LR r 2 Pl 4

Linux 43 %1

RHEL 7.5

SLED 11 SP3/SP4

7.4.27111.1 [,

SLES 12 SP1/SLED 12 SP1

M SUSE {#iifi K xF86—
video—vmware T} %5 T
13.0.2-3.2 fRRAS.

SLES 12

Ubuntu 16.04

Ubuntu 18.04

It

¥ xorg-x1l-server JI2 %

el

yum install libappindicator-gtk3

zypper update xorg-xll-server

1 M SUSE 12 LUs T SUSE #7147

SUSEConnect —r JEMHEHG —e HTFHELE

2 TI¥ xf86-video—vmware A,
zypper update xf86-video-vmware

2745 Horizon Agent i, F5%08 SLES 12 Linux 5L % python-gobject2,
1 M SUSE 12 PLURH SUSE 4% .

SUSEConnect —r JEMHCIG —e HFHE

2 /% python-gobject2,

zypper install python-gobject?2
apt-get install python-dbus python-gobject

apt-get install python python-dbus python-gobject

2 2% Horizon Agent ] de -1y,

m BRIANSOL N, RHEL ok CentOS 6.7 Z¢%t [ glibc-2.12-1.166.e16.x86_64,
M, HEA0E, SImEER IR, SEfRdazn8l, BN E Y glibe A EIR

FRAR

sudo yum install glibc

VMware, Inc.

SHT

X R SR

29



7 Linux £HIXE Active
Directory &R

Horizon 7 {4 [TIF1 47 1%) Microsoft Active Directory (AD) EERbZMg KT T P S I uE A, #5m] LK
Linux 5i[fii 55 Active Directory Sk, DAL Active Directory JT] ik 785 2 Linux S,

I Horizon Agent 33k Linux 5% Fi T Pz 1l —A Active Directory S, @SR st i f 1] S 1
AR, Horizon Agent W RESS G SIS Db iR B T Fdsi

AREEPHE T LA R 3208

m f Linux 5 Active Directory 21

R ESR

n  WEEREREERN

m }y Linux SJA%E True SSO

1% Linux 5 Active Directory 5

L RiEE T 276 Linux 5 Microsoft Active Directory (AD) #2%, 71 F. Horizon 7 for Linux S [EIAN AT
TR s %6 o

CLHIPA Mgk 75 56 7] 1T~ Horizon 7 for Linux SEHIFALR

m  OpenLDAP JIZ55 %% Bl Sy 56iE

= EPX) Microsoft Active Directory 1) 54 &4 IR 551 471t #% (System Security Services Daemon, SSSD)
LDAP Zpy4iuk

= JIIA Winbind 3

m  PowerBroker Identity Services Open (PBISO) &34tk

= Samba FIAUEMIA

WUERE LT LDAP RUMRR T 5, B AU A TAHR S, (AT v B RE U LR A THE

i HoAth DB

TN RS, AT 5 Microsoft Active Directory 31T SSSD LDAP Er 1yl (ML 17 5 o
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=)

{fH OpenLDAP [REZVEHIEFNIRIE

BRI DL E OpenLDAP JIk 557 ) Fl Bl S350 Uk (Pass-Through Authentication, PTA) HLR A
Active Directory %iif % i o

OpenLDAP E1il S inga bk 5 5% 25 0L MR B,

L

1 %) LDAPS (JET SSL fifttgl Hsillnlihill) , 7548 Active Directory |25 1501755 .
2 X7 OpenLDAP 5574,

3 J\ Active Directory [1] OpenLDAP JIRS#5[2E T 13 H. CEABRIN)

4

AL OpenLDAP JIz 55 &5 DU B UG IEZSIREG— A SRR (4N saslauthd) , it R DG
Active Directory $i{ T2 AEGIE

5 ¥ Linux S EACE N LDAP % i/t OpenLDAP IR 2585 1 ak I Fd-d T S 5 56k o

% B3 Microsoft Active Directory i) SSSD LDAP B384

MR AE Linux SEfFHECE R G0 2RSSR RS (SSSD), 41 LUt Windows Active Directory fii /il LDAP
;}'{j}’ﬁiﬁo

fHIPL N B ] 4 SSSD LDAP W ub i %<,
B2

1 S LDAPS (kT a7 R m g H s i), F57F Active Directory IR 55#% I 2200F
PR .

2 P Microsoft Active Directory {ii /1] LDAP S5 55iE, F54F Linux S P iEdE SSSD.,

HFERMA Windbind igfgR A %=

HI Windbind S5k 75 56235 T Kerberos 19 S35 UEARDL T 5, J2X) Active Directory JE1T S 356 UERY
H—Fhk.

AN P B & BN\ Windbind Itk 7 %

SR

1 7f Linux 50 2738 winbind, samba A1 Kerberos # {4,
2 ¥ Linux S I Microsoft Active Directory.,

RESE

QS FH AN Winbind Y )y = ok Hofth ZE T Keberos S5 iF i 5 2, B LI Active
Directory, JE¥ ol T # I\ 2] Active Directory., i, f#iHL Fans

sudo /usr/bin/net ads join -U <domain_user>%<domain_password>
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XY Winbind ffth gy %€, TAGERILL 5 TR SR RN Lasd s gy %

» fiid SSH ok vSphere PowerCLI %55 s M 2 2 A N U2 T2 %o AR E 215 E,
TSP 8 T T o [ bt /5% Horizon 7,

Bz s A shell BIARH, J4E /etc/vmware/viewagent—custom.conf S {-H1 Horizon
Agent RunOnceScript AR S, X LEE, WS FI Linux SR E SOz e gt
Tl o

Bt B PowerBroker Identity Services Open (PBISO) B{3&1iE

PowerBroker Identity Services Open (PBISO) Sy 356k /5 e SCHR A TR S I NIRRT 52—

PATUL R0 1] PBISO ¥ Linux S[fi A% Active Directory.,

1 M https://www.beyondtrust.com/products/powerbroker-identity-services—open/ R~k
PBISO 8.5.6 B kA,

2 ¥F Linux FEUL 2238 PBISO,

sudo ./pbis-open-8.5.6.2029.1inux.x86_64.deb.sh

3 %% Horizon 7 Agent for Linux.
4 fiiff] PBISO ¥ Linux AN AD Ji,
LEPL R, 1xdc.vdi 7214, administrator 21154,

sudo domainjoin-cli join 1xdc.vdi administrator

5 BT BB BRI E
sudo /opt/pbis/bin/config UserDomainPrefix 1lxdc
sudo /opt/pbis/bin/config AssumeDefaultDomain true

sudo /opt/pbis/bin/config LoginShellTemplate /bin/bash
sudo /opt/pbis/bin/config HomeDirTemplate %H/%U

6 %i%H /etc/pamd.d/common-session 34,
a FIINA N session sufficient pam_lsass.so 11T,

b Bix—{7i# )l session [success=ok default=ignore] pam_lsass.so.

¥ FHTLEk T Horizon Agent for Linux i, A VAR BE,
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7 T Ubuntu 16.04, B DL F{THIINE] /usr/share/1ightdm/1lightdm.conf.d/50-unity—
greeter. conf Fil & .

allow-guest=false
greeter-show-manual-login=true

E SR TRRE Ubuntu 18.04, JIANTEE L 1ightdm Bl S,
8 FHSISAR%, REEF,

RESR

n 15 /Jopt/pbis/bin/config AssumeDefaultDomain &Il false, T /etc/
vmware/viewagent—-custom.conf S /-H[1] SSOUserFormat=<username>@<domain> ¥ E .

»  {#iHf] Horizon B 5 F 7 sh S m b ThREI, Ao 7E IA] ve FERE AU LS DIV 28 18 Pl w54 DNS k%%

A, FHBI Linux 2% resolv. conf XX}, XF Ubuntu 16.04 &%, {Xlf /etc/

resolvconf/resolv.conf.d/head AR IASATES, UL N onBilfE N $amE o

nameserver 10.10.10.10
search mydomain.org

71 Ubuntu £E@EEE Samba BRALIE NN

FIFE Horizon 7 Linux SR A BIN Fe AR DAL T S7HF SSO, 157E Ubuntu 2% Linux FEUATL L
lil B Samba.

7t Ubuntu 24 FHATLA FPEEAT 6 ] Samba BN 5efZ Linux S TSI, DRI S
Active Directory,

1 fF=E Linux FEUHLE, 225 winbind 11 samba #cf-tu, AREHAATFI AT 7, 41 smbfs Fl
smbclient,

2 (VL Mg 24 Samba tdb-tools (U,
sudo apt-get install tdb-tools

3 %% Horizon 7 Agent for Linux.
4 X /etc/samba/smb.conf B A TS, A EATIMUTLL PR BI A

[global]

security = ads

realm = LAB.EXAMPLE.COM
workgroup = LAB

idmap uid = 10000-20000
idmap gid = 10000-20000
winbind enum users = yes
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winbind enum group = yes
template homedir = /home/%D/%U
template shell = /bin/bash
client use spnego = yes

client ntlmv2 auth = yes

encrypt passwords = yes

winbind use default domain = yes
restrict anonymous = 2

5 X /etc/krb5.conf B SO T4k, ARG ZRITUL MR A

[libdefaults]
default_realm = EXAMPLE.COM

krb4_config /etc/krb.conf
krb4_realms = /etc/krb.realms

kdc_timesync = 1
ccache_type = 4

forwardable = true
proxiable = true

[realms]
YOUR-DOMAIN = {

kdc = 10.111.222.33
}

[domain_realm]
your—-domain = EXAMPLE.COM
.your—domain = EXAMPLE.COM

6 $xM MR RGRE /etc/nsswitch. conf FlE 4,

passwd: files winbind
group: files winbind
shadow: files winbind
gshadow: files

7 WA EALEIETCR, HAZGHBIFN T C 5 DNS R4FL

8 1t /etc/vmware/viewagent—custom.conf PFHBEE DL MUk, 74l Horizon Agent for Linux ' fif

1] Samba 574 Linux FERATHG T3 IIN

OfflineJoinDomain=samba

9 FHSITALR, AREFER.
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% ¥ Horizon 7 for Linux 5[]

REPRER

SR K (SS0), A TR E P IR

Horizon ¥ {852 5 Linux FIf) PAM CRIFRN S 36 bR i fs, AR 2% Linux 5
Active Directory (AD) £E Ak JIT{ii 11751 . Horizon SSO R ULHIT OpenLDAP } Winbind iX A Linux
5 AD SRR %o

ERIMNEOL B, SSO e AD 1) sAMAccountName JEVEE 4% 1D, WIS /1] OpenLDAP &k Winbind fi#ik
FE, AT FECEEERDA R SSO f FIERIRIE S ID:

= XJT OpenLDAP, 4 sAMAccountName #'% Jy uid.

s T Winbind, $PL N BRI E XA /etc/samba/smb. conf,

winbind use default domain = true

QA AR e BRI %, SAIE Linux 52071 1% ¥ SSOUserFormat k0, HXHZHEE, 1550
71 Linux 5L RC RSP R e, SSO IKZHE TR BIRIR % . #ildn, a2 mydomain. com,
SSO ¥4 ] MYDOMAIN {4, i, fEi%E SSOUserFormat el 2245 MYDOMAIN, J& T
RIS A, g LA R

» T OpenLDAP, EWAZfE KSR .
m  Winbind [R]I SCRF RGP AR

AD SCRHEE SR A IR R 77, 1 Linux WASCRE, L, 7EdE SSO B, i ANE/ B R ARl
R TAE

£ AD w1, QU1 UserPrincipalName (UPN) &R sAMAccount JEPEADERS, 1 8 UPN &
5%, ) SSO KM, B, ansRAEAE AD mycompany . com HAT— NI juser, {HiZHIFH) UPN #
4 juserl23@mycompany.com [fiA & juser@mycompany.com, NI SSO 2, gk, i
sAMAccount FI{FEAifI I %, B, juser,

Horizon 7 ANEESR F P14 IX 4y K/NE o ARG Linux 37E 2 40 0] DAL BRI A A/ NBIF 1 4 .
m AT Winbind, H P ZERIAAIX > KNS

= 4] OpenLDAP, Ubuntu ffi/T] NSCD X T it T S ndeut, JHFHERAAIX /3 A/ . RHEL
CentOS f# H SSSD W H it T S 56uE, HHBOAX 0 A/NE o THEROZIE T, 14X /ete/
sssd/sssd.conf, J{7F [domain/default] E43 s InbA NAT:

case_sensitive = false

GRS Linux SEIEH 225 T 2SI, 12 RIS RS+ SSO HsLIErE.

VMware, Inc. 35



v.u

REEGRFEEEM

TR E AR REE N, EAIHT Ll B R

et FEEm#Ld

R TVA T Linux 23 & 10 HL2088 T Fe e AR Horizon Agent [OSLT F, 2R REREEE M.
R3-LEHFEFEEANERZER

Linux 43 &£ Horizon Agent

RHEL 7.1 BB b Horizon Agent 7.8 il 5 il A<
RHEL 6.6 55 i i A Horizon Agent 6.2.1 5l # i A
Ubuntu 18.04/16.04 Horizon Agent 7.9 ik 5 =R
SLED/SLES 12.x SP3 Horizon Agent 7.9 s B S A
SLED 11.x SP4 Horizon Agent 7.9 Bk T S iAC

{E4%E Horizon Agent B, #4205 ] SELinux, AL | e B RE R EE M 4leE, BFOZAIER
ARk, AXTELEE, 1550 install_viewagent.sh 41 710650

GuARAE REAUAL S TR RE RHCE FIZhRE,  vSphere Client f¥) USB HUE FIJCTE R RE Ko
BRERIERDCHR— MR R IR MR EOE B3 R % Fumik s, ZIRER O IR

o

BaeREC I SRR E— MNP R EA AN, B NS U, b
2% AT M2 Linux fO— MR

E

bes %uAtJﬁﬁﬁmf Linux 5iifii F374% PIV . £E{d i T Linux [ Horizon Client it PIV 4 CHE
VAT S, aAZich PIV A GE RACE TLSVA.2 SeHEDLBE 0 ) SSL 4%, 151 VMware HIiH %
NE http://kb.vmware.com/kb/2150470 H i iR MR 7 %

H 1 Horizon 7 A 7.0.1 g8 mhlo A, 46ER SSO Ab TR AS . RHEL 6 SHSCRAE - SSO,
{H RHEL 7 SRS RHZIIRE

BEZH#FEEM

TRCERRE REEN, HHITL MES

1 FE Linux 2088 B ANRTRE - ROLN ROl IO R I B R RE R

2 K5 Active Directory 25k, Wil RHEL 55 Active Directory S2ai DA T GE B e 1A HRAlr

3  SEMOREEREREEMMER, ) RHEL SIS AR REE R ik

VMware, Inc.


http://kb.vmware.com/kb/2151294

#'¥ Horizon 7 for Linux 53[A]

1% RHEL £@5 Active Directory R IH#HITEREFEEM

T RHEL S0 -2 AR AE R, 1501 Samba F1 Winbind fifth 77 56K 5311 15 Active Directory (AD)
ISR A i

AT FICA R s RHEL 215 AD SR s DA TR A R EEE A

R — BRI b R DL ISR (0560, 9101, AD St DNS 445, 34l GrrF(i s
BRI RN, AT R,

vt HiR

dns_IP_ADDRESS DNS #Fllk 551 1P itk

mydomain.com AD 3] DNS £ #x

MYDOMAIN.COM AD /1] DNS #Fk, 2 K5 5E)

MYDOMAIN fu#; Samba JIR55#H T /EA1k NT 35 DNS £7k, A RSE
Bk

ads-hostname AD JIR & #51 EAL#4

£ {Hiz1T RHEL 6 s mikioA sk # RHEL 7.1 S SO S 1 SRR RE R EE M .

B
1 {F£ RHEL Rfl, AR rsea

# yum install nscd samba-winbind krb5-workstation pam_krb5 samba-winbind-clients authconfig-gtk

2 G RGNS . FTIT NetworkManager 224l 1iH, 285 S0 5] R 45 £ IPv4 Settings
(IPv4 #'E). T IPv4 Method (IPv4 757%), 15+ Automatic (DHCP) (H3) (DHCP))., 7+ DNS
AHEF, i\ DNS ZHIRSS 21 1P ikl SRS, it Apply (R2F).

3 2 TA NS, IR e RN RHEL SAI 54 PR e % (Fully Qualified Domain Name, FQDN),

# hostname -f

4  4ifH /etc/resolve.conf Bl SCAE, @nlh FoRBIF TR

search mydomain.com
nameserver dns_IP_ADDRESS

5 {F RHEL s |25 )24 1008 Linux (SELinux). 4% /etc/selinux/config il S04, Wibh Tl
TR,

SELINUX=disabled
6 %t /etc/krb5. conf FLE AR, LA s BRI R,

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
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renew_lifetime = 7d

forwardable = true

rdns = false

default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]

MYDOMAIN.COM = {
kdc = ads-hostname
admin_server = ads-hostname
default_domain = ads-hostname

[domain_realm]

.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

7 4 /etc/samba/smb.conf [ E S, abL oGP AR

[global]

workgroup = MYDOMAIN

password server = ads-hostname
realm = MYDOMAIN.COM

security = ads

idmap config * : range = 16777216-33554431
template homedir =/home/MYDOMAIN/%U
template shell = /bin/bash

kerberos method = secrets and keytab
winbind use default domain = true
winbind offline logon = false
winbind refresh tickets = true

passdb backend = tdbsam

8 4TJT authconfig-gtk T EIffl B S, W FHx.

a Uikt Identity & Authentication (S AFISDEIE) Uil k. %I T User Account Database (/i
FAEhEE), 11 Winbind,

b & Advanced Options (& Z5EM) vilii &, X5k Create home directories on the first

login (TEERE R BT B R) Lk,

c 1Eff Identity & Authentication (FFIFMHIGUE) eIk, &5 H .k Join Domain (JIAIR). 7F
R EAR D ESRAEGAEE, 5 Save (FRFF).

d EHIE RN, BNEEEE A P AEe, SR)E Bl OK (HE5E).

511 RHEL SEEE N AD Ji

9 {f PAM Winbind % ® S F4E 17, it /etc/security/pam_winbind.conf it S, DA ADS;
DU 7=~ BoRI4T o

[global]

# authenticate using kerberos

VMware, Inc.
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;krb5_auth = yes

# create homedirectory on the fly
;mkhomedir = yes

10 TEH75E) Winbind IR 5% .

# sudo service winbind restart
11 HIGUE AD I, His TP PSR 2
m  net ads testjoin

m  net ads info

12 SIS AL, NEEHER,

RESR
9 RHEL SR E B AR REE N

% Ubuntu £H 5 Active Directory S5k LLi#

FI/E Ubuntu ST SRR RE
(AD) S EE A i,

ATDARE DA T K Ubuntu 5275 AD 3si#R plc DAE

IR T o

TEEFEER

KHEEIA, %] Samba 11 Winbind figde /5 584 5415 Active Directory

e anl

EIREREE N

P R — B R U 5 AR AR IR B E R 94, B, AD I3 DNS 48R, 1R (A ATE R

O ERIRCE R ERE R, A Mg

i ARHE
dns_IP_ADDRESS
mydomain.com
MYDOMAIN.COM

MYDOMAIN

ads-hostname
ads-hostname.mydomain.com
mytimeserver.mycompany.com

AdminUser

1 4 Ubuntu 5 |-,

VMware, Inc.

Eif34 ]

DNS #4551 1P Hiil:
AD 1) DNS %%k
AD i) DNS &7k, RS h):

f37; Samba IR 57510 TrE4Ek NT 4581 DNS &/, 4ib ks
bk

AD JIRZ5REIENLA

AD JIRg5# e ik % (FQDN)
NTP Al 55 DNS #47%
Linux SR O T4

W % /etc/hostname fic B SR RE SR EN LA .
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2 e DNS,
a Bt DNS JIR55#s WA IP ik n® /etc/hosts fid B -,

b ¥ DNS “Frik 557510 IP Huk A0 AD 451 DNS #5512 /etc/network/interfaces Bt i X/
L, bl R oR IR AR

dns—nameservers dns_IP_ADDRESS
dns—search mydomain.com

3 2% resolvconfig #fffu.
a IBfTREMY,
# apt—get install -y resolvconf
RV R RLREZA I ERH LS.
b 5uF /etc/resolve.conf X/ DNS I, WA Rl AR,
# cat /etc/resolve.conf

nameserver dns_IP_ADDRESS
search mydomain.com

4 PRERIZEE RIS,
a 2% ntpdate WA,

# apt-get install -y ntpdate

b K NTP IS5 75 B INE] /etc/systemd/timesyncd. conf Bl S, Qilh Mol prs,

[Time]
NTP=mytimeserver.mycompany.com

5 FHEsh NTP %,

sudo service ntpdate restart

# apt-get install -y samba krb5-config krb5-user winbind libpam-winbind
libnss-winbind

b 7EHEERENERIA Kerberos 4T[0 2 255y, DAUKRE FRE XA N1 AD J5) DNS £ Fxk
(A4, MYDOMAIN.COM) . 2K, EEAE.

7 YR /etc/krbS.conf BCESCHE, AL N oRBIR TR

[libdefaults]
dns_lookup_realm = false
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ticket_lifetime = 24h

renew_lifetime = 7d

forwardable = true

rdns = false

default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN.COM = {

kdc = ads-hostname.mydomain. com
admin_server = ads-hostname.mydomain.com
default_domain = ads-hostname.mydomain.com
pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname = ads-hostname.mydomain.com

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

8 HIGiF Kerberos AIIF, 52Tl R
# kinit Administrator@MYDOMAIN.COM

# klist
DN T B [t RS AN T B VRS

Ticket cache: FILE:/tmp/krb5cc_0

Default principal: Administrator@MYDOMAIN.COMalid starting Expires

principal

2019-05-27T17:12:03  2019-05-28T03:12:03 krbtgt/MYDOMAIN. COMBMYDOMAIN. COM
renew until 2019-05-28T17:12:03

9 4 /etc/samba/smb.conf [t S, abL R oG R .

[global]
workgroup = MYDOMAIN
realm = MYDOMAIN.COM
password server = ads—hostname.mydomain.com
security = ads
kerberos method = secrets only
winbind use default domain = true
winbind offline logon = false
template homedir =/home/%D/%U
template shell = /bin/bash
client use spnego = yes
client ntlmv2 auth = yes
encrypt passwords = yes
passdb backend = tdbsam

VMware, Inc.
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winbind enum users = yes
winbind enum groups = yes
idmap uid = 10000-20000
idmap gid = 10000-20000

10 JI\ AD &, SRIEHE N,
a iz/7 AD IIA®G2 .

net ads join -U AdminUser@mydomain.com
systemctl stop samba-ad-dc
systemctl enable smbd nmbd winbind

H H R B

systemctl restart smbd nmbd winbind

b &4 /etc/nsswitch.conf B S, anbA Noasfilb s

passwd: compat systemd winbind
group: compat systemd winbind
shadow: compat

gshadow: files

c T AD JIANEGER, s Tl M@ Ifgaube &k B ER i o
# wbinfo -u
# wbinfo —g

d A Winbind ZFRIRSS VI, HIEF TR T iy & H b2 5 R R E AR o
# getent group|grep 'domain admins'

# getent passwd|grep 'ads-hostname'

11 B PAM Bl E St

# pam-auth-update

f£ “PAM BCE” RgEh, BT PAM BCE OIS, (UTER RN QIR AR, AR IEPE.

12 {F Ubuntu 16.04 I, {F&ES5mP R AU, B4 /usr/share/1ightdm/
lightdm.conf.d/50-ubuntu.conf X, WA T RBIFT R,

user-session=ubuntu
greeter-show-manual-login=true

RESR
5 Ubuntu 5214 B &R £ HE )
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4% SLED/SLES £m5 Active Directory ER A H#HITEERKEEM

BH7F SLED/SLES 5[ b FFRRERTEEM, 5 H Samba F1 Winbind fiftdt ) 586 53 5 Active
Directory (AD) I 5 sl fr—itt

FILME LA Mg ks SLED/SLES 5SS AD St p LA TRIRE R EE o

ot RErh R —EEoR B T S R AT E AR RZRBC E Sk, B, AD S5y DNS #48K. 1R b (A TE
B ERIBCERERE R, A NP frd.

HALRFE i}

dns_IP_ADDRESS DNS &R 55751 1P ik

mydomain.com AD 15/f) DNS #/4

MYDOMAIN.COM AD 35(f¥) DNS #75, AR T7hE

MYDOMAIN fu#; Samba RS #H T /EA1 sk NT 35 DNS £47k, AR
A5

ads-hostname AD JIR & #51 EA1#4

ads-hostname.mydomain.com AD Iz 55 dhse bRl % (FQDN)

mytimeserver.mycompany.com NTP s[RIk 552510 DNS #4751k

AdminUser Linux SLEHE G ) 4

SR

1 ¥R SLED/SLES S i i 48 4 o
a 4% /etc/hostname Fll /etc/hosts Bt B SR SR AL o
b AlE DNS RS IP Mk, FE25H]H5h DNS, %1 SLED 11 SP4 £l SLES 12 SP3, A 2% 1138

3 DHCP BE:HI4.
c T LIRS, iR NTP IRSS#515 B INE] /etc/ntp. conf KB, nbl NoBi Al
o

server mytimeserver.mycompany. com

2 LTI AD IINERAR AL

# zypper in krb5-client samba-winbind
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3 AR E X
a it /etc/samba/smb.conf XfF, QLA Mo FTR.

[global]
workgroup = MYDOMAIN
usershare allow guests = NO
idmap gid = 10000-20000
idmap uid = 10000-20000
kerberos method = secrets and keytab
realm = MYDOMAIN.COM
security = ADS
template homedir = /home/%D/%U
template shell = /bin/bash
winbind use default domain=true

winbind offline logon = yes
winbind refresh tickets = yes
[homes]

b 4% /etc/krb5.conf XA, LA Forpildhfin.

[libdefaults]
default_realm = MYDOMAIN.COM
clockskew = 300

[realms]
MYDOMAIN.COM = {
kdc = ads-hostname.mydomain.com
default_domain = mydomain.com
admin_server = ads-hostname.mydomain.com

[logging]
kdc = FILE:/var/log/krb5/krb5kdc.log
admin_server = FILE:/var/log/krb5/kadmind.log
default = SYSLOG:NOTICE:DAEMON

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

[appdefaults]

pam = {
ticket_lifetime = 1d
renew_lifetime = 1d
forwardable = true
proxiable = false
minimum_uid = 1

}

VMware, Inc.
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c #%ifH /etc/security/pam_winbind.conf SZff, @bl KRB,

cached_login = yes
krb5_auth = yes
krb5_ccache_type = FILE

d 4l /etc/nsswitch.conf X, WA FoRBIdATs,

passwd: compat winbind
group: compat winbind

4 NN AD I, WL FoRIH TR,

# net ads join -U AdminUser

5 i1 Winbind IS .
a R MI A5 Winbind, 151a1T0A a2 741,
# pam-config —-add —-winbind
# pam-config —a —-mkhomedir

# systemctl enable winbind
# systemctl start winbind

b Zfk AD HIF AT LA SRR S i /o5 TSN Linux k554, 1HIs UL Fan il

# systemctl stop nscd
# nscd -1 passwd
# nscd -i group
# systemctl start nscd

6 ZIHAIN AD IR, 1mia TUL Mg AR 5 IR M ER o

# wbinfo -u

# wbinfo —-g

RE&ETR
&) SLED/SLES 5[Hj 4 B & fE £ I E 1]

A RHEL EHEXEEREFEEM

LA RHEL S [ AC ﬁéfimﬁ, m;« SAZINREMIIEE . SCRP (BRI RTRE R DB Ja b AR CA Ik
BULKITHI PCISC Lite Fio 1Ak, LG B BElE B SCA LA e i A S s

AT DU DA T3 R RHEL SR B A RE R EEE T o

ot REH R —EER B o S AL A RSB R S0k, B, AD S DNS #45K. i (A7 a5
HOTERIRCERPEMFEE, AN rd
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HARHE 3%

dns_IP_ADDRESS DNS & #5571 1P ikl

mydomain.com AD 1) DNS %k

MYDOMAIN.COM AD 1) DNS & F5, 43k 71

MYDOMAIN {04 Samba RS 750 L /E4LE NT 3510 DNS 48k, 4ihkS
Tk

ads-hostname AD JIRF#R N

B fFi21T RHEL 6 uf S Ank 2 RHEL 7.1 8§ 5 e oA s S Fp e el
AR H

¥ RHEL 15 Active Directory £ % DL TR AE -+ F 2 1)

IR

1 ZRTEE.

yum install nss-tools nss—pam-ldapd esc pam_pkcsll pam_krb5 opensc pcsc-lite-ccid authconfig

authconfig-gtk krb5-1libs krb5-workstation krb5-pkinit pcsc-lite pcsc-lite-libs

2 R RMUA AR (Certification Authority, CA) LE15 .

a  FEME CAUET, FRRHOFRISI LY /tmp/certificate. cer Hio HZ B LI T HILLE
PRI o
b HE N CAUET, FHRHALHE] . pem S

openssl x509 -inform der -in /tmp/certificate.cer -out /tmp/certificate.pem
c fHH certutil ay 4Kl CA UE 152258 Rackll)E: /etc/pki/nssdb i,

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem
d B CAUFE 5] /etc/pam_pkcsll/cacerts HEi,

mkdir -p /etc/pam_pkcsll/cacerts

cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

3 5% Applications (R IFEF) > Sundry (Z¥351) > Authentication (F{53&iF), % Enable smart

card support (B RIHR) LklE, KiGRd Apply (FZA)-
4 SRR RIEIRET, RIS AR IR R B 7 /etc/pki/nssdb Hi,

cp libcmP1l.so /usr/1lib64/
modutil -add "piv card 2.0" -libfile /usr/1ib64/1ibcmP1l.so -dbdir /etc/pki/nssdb/
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5 £ /etc/pam_pkcsll/pam_pkcsll.conf Bt F S FH 4kt module wE, WL Mo,

pkcsll_module coolkey {
module = libcmP1ll.so;
description = "Cool Key";
slot_num = 0;
ca_dir = /etc/pam_pkcsll/cacerts;
nss_dir = /etc/pki/nssdb;
cert_policy = ca, signature;

6 ZifH /etc/pam_pkcsll/cn_map X, DMEHES KT FRBINA . BOEFHERNNA,
B RE - RUEFB AT 5 B

user sc —> user-sc

7 4 /etc/krb5.conf/ BESCEE, @ibA R oRBiId TR

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN.COM = {

kdc = ads-hostname
admin_server = ads-hostname
default_domain = ads-hostname
pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN.COMmydomain.com = MYDOMAIN.COM

8 it /etc/pam.d/system—auth Fil & S, DAEHAUE DL Mol BRI T,

auth optional pam_krb5.so use_first_pass no_subsequent_prompt
preauth_options=X509_user_identity=PKCS11l:/usr/1ib64/1ibcmP11.so

9 Tia5h PC/ISC ~r4Ptfe,

chkconfig pcscd on
service pcscd start

VMware, Inc.
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10 11 RHEL 75 & 0228507511 PC/SC Lite A,
s [T RHEL 7.x, 1§43 PC/SC Lite hiiA< 1.8.8.

yum install git flex autoconf automake libtool libudev-devel flex
git clone https://salsa.debian.org/rousseau/PCSC.git
cd PCSC
git checkout -b 1.8.8 pcsc-1.8.8
./bootstrap
./configure —-build=x86_64-redhat-1linux—gnu —--host=x86_64-redhat-1linux-gnu —-program-prefix=
—-disable-dependency-tracking —-prefix=/usr —-exec-prefix=/usr —-bindir=/usr/bin —-
sbindir=/usr/sbin
—-sysconfdir=/etc --datadir=/usr/share —-includedir=/usr/include —--libdir=/usr/1ib64
——libexecdir=/usr/libexec —-localstatedir=/var —--sharedstatedir=/var/1ib ——mandir=/usr/
share/man
——infodir=/usr/share/info --disable-static --enable-usbdropdir=/usr/1ib64/pcsc/drivers
make
make install

m X RHEL 6.x, 174 % PC/SC Lite WA 1.7.4,

yum groupinstall "Development tools"

yum install libudev-devel

service pcscd stop

wget https://alioth.debian.org/frs/download.php/file/3598/pcsc-lite-1.7.4.tar.bz2

tar -xjvf pcsc-lite-1.7.4.tar.bz2

cd ./pcsc-lite-1.7.4

./configure —-prefix=/usr/ —-libdir=/usr/1ib64/ —-enable-usbdropdir=/usr/1ib64/pcsc/drivers
——enable-confdir=/etc ——enable-ipcdir=/var/run —-disable-libusb --disable-serial --disable-
usb

—-disable-libudev

make

make install

service pcscd start

11 273 Horizon Agent B¢t R RE R EE @),

sudo ./install_viewagent.sh -m yes

7 4T RHEL 6.x, #R0A7122%E View Agent 6.2.1 s 8 =i, T RHEL 7.x, #80A201%2%5E Horizon
Agent 7.8 BT F A

12 B35S R %, RIREHER.

A Ubuntu EAEEEGEFEEM

FYE Ubuntu SETA] FACE RAERIEE A, FFLZ AR AR A A N T S R B e R RS2 BT S 36 bRy
R CAUEAS . AN, iR AZ gt FEE e i B A VASE A S B UE A

12 R I — SR (B ] o A AR DA R AR TS B TR I 54, 5040, AD 3t DNS 28R, RS M A E R
o PRI E R T R B, A AR TR
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HARHE 3%

dns_IP_ADDRESS DNS # ik 55 w511 1P ik

mydomain.com AD 1) DNS %k

MYDOMAIN.COM AD 1) DNS #Fk, 4HhKE 7 bk

MYDOMAIN fI%; Samba LS5 T4k NT 310 DNS &F%, 4 k’s
7

ads-hostname AD JIR 55 #51 F144

ads-hostname.mydomain.com AD JiRZ#s15c 2 BbE 4 (FQDN)

mytimeserver.mycompany.com NTP W]k 55 #41) DNS &4

AdminUser Linux SEFFEE AR 44

AR &N

¥ Ubuntu 5i1fi 55 Active Directory £k DA TR AR R H 2 1]

1 ZRTHEE.

# apt-get install -y pcscd pcsc-tools pkg-config libpam-pkcsll opensc
libengine-pkcsll-openssl libnss3-tools

2 BRI (Certification Authority, CA) 1E

a F#E—/MRE CA U, LTRSS Y /tmp/certificate. cer o 1S B U1 5 HIALLE

PUAN AU
b A TR CA U, JHRHALENE] . pem U,
# openssl x509 —inform der —in /tmp/certificate.cer —out /tmp/certificate.pem
c fiill] certutil AR CA IEA %2 R4l /F /etc/pki/nssdb Hi,
# certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem
d CBtR CAUrPBE A /etc/pam_pkcsll/cacerts HxH,

# mkdir -p /etc/pam_pkcsll/cacerts

# cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

3 Ol pkes1l WA

# chmod a+r certificate.pem
# pkcsll_make_hash_link
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4 SRR, RSN INE] nssdb H5% .

a 1{rbl P

#
#
#
#
#

cp libcmP1l.so /usr/lib/
mkdir -p /etc/pki/nssdb
certutil -N -d /etc/pki/nssdb

certutil -A -n rootca -i certificate.pem -t "CT,CT,CT" -d /etc/pki/nssdb

modutil -dbdir /etc/pki/nssdb/

b AT I INEFT RIS .

#

certutil -L -d /etc/pki/nssdb

Certificate Nickname

rootca

c  WHAC IR IR IE

VMware, Inc.

—add "piv card 2.0" -libfile /usr/lib/1ibcmP11.so

modutil -dbdir /etc/pki/nssdb -list

Listing of PKCS #11 Modules

1. NSS Internal PKCS #11 Module
slots: 2 slots attached
status: loaded

slot: NSS Internal Cryptographic Services

token: NSS Generic Crypto

Services

slot: NSS User Private Key and Certificate Services

token: NSS Certificate DB

2. piv card 2.0

library name: /usr/lib/libcmP1l.so
slots: There are no slots attached to this module

status: loaded
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5 [l pam_pkcsll J%,
a  (EHERVORBIN A QIE— pam_pkcs1l.conf S,

# mkdir /etc/pam_pkcsll
# zcat /usr/share/doc/libpam-pkcsll/examples/pam_pkcsll.conf.example.gz |
tee /etc/pam_pkcsll/pam_pkcsll.conf

b 4% /etc/pam_pkcs1l/pam_pkcsll.conf 3Cff, QIbA MR iR,
use_pkcsll_module = mysc;

pkcsll_module mysc {
module = /usr/lib/1libcmP11.so0;
description = "LIBCMP11l";
slot_num = 0;
ca_dir = /etc/pki/cacerts;
nss_dir = /etc/pki/nssdb;
cert_policy = ca;

use_mappers = cn, null;

mapper cn {
debug = false;
module = internal;
# module = /lib/pam_pkcsll/cn_mapper.so;
ignorecase = true;
mapfile = file:///etc/pam_pkcsll/cn_map;
# mapfile = "none";

c il /etc/pam_pkcsll/cn_map SCAF, HHAEDITT,

ads-hostname —> ads-hostname
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6 [ilE PAM SHSEIE,

a Z%iE /etc/pam.d/gdm—password it B XA, ¥ pam_pkcsll.so AT E A common—auth 1T
ZHT, @A MR TR

#%PAM-1.0
auth requisite pam_nologin.so
auth required pam_succeed_if.so user != root quiet_success

auth sufficient

pam_pkcsll.so

@include common-auth

auth optional pam_gnome_keyring.so
@include common-account

b %7 Ubuntu 16.04, &4 /etc/pam.d/lightdm FLESCEE, ¥ pam_pkcs1l.so AT 7F
common—auth 172 [, WL FoRBfR.

#%PAM-1.0

auth requisite pam_nologin.so debug

auth sufficient pam_succeed_if.so user ingroup nopasswdlogin debug
auth [success=3 default=ignore} pam_pkcs1l.so

@include common-auth

auth optional pam_gnome_keyring.so

auth optional pam_kwallet.so

¢ AT Ubuntu 16.04, 15444 /etc/pam.d/unity il E S0, ¥ pam_pkcs1l.so #AU I E AT
common—auth 172 {7, LA FBiIHfR,
auth [success=3 default=ignore} pam_pkcs1l.so

@include common-auth
auth optional pam_gnome_keyring.so

7 EHNACAERRE R R R R AR, s T M,
# pcsc_scan
# pkcsll_listcerts

# pkcsll_inspect
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8 [ Gnome St lfd Refr, IHAERSERERE KR BIE.
a LSRR A,

# apt-get install gnome-screensaver

b R RO IREST, 14 /etc/pam_pkcs1l/pkesll_eventmgr.conf XA, LA ol
F‘ﬁ/JA\Ao

pkcsll_eventmgr {
# Run in background? Implies debug=false if true
daemon = true;

# show debug messages?
debug = false;

# polling time in seconds
polling_time = 1;

# expire time in seconds
# default = 0 ( no expire )
expire_time = 0;

# pkcsll module to use
pkcsll_module = /usr/lib/1libcmP11.so0;

#
# list of events and actions
# Card inserted
event card_insert {
# what to do if an action fail?
# ignore : continue to next action
# return : end action sequence
# quit : end program
on_error = ignore ;

# You can enter several, comma-separated action entries
# they will be executed in turn
action = "gnome-screensaver-command ——poke";

# Card has been removed
event card_remove {
on_error = ignore;
action = "gnome-screensaver-command —-lock";

# Too much time card removed
event expire_time {
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on_error = ignore;
action = "/bin/false";
}
}

¢ iz{T pkcsll_eventmgr,

# /usr/bin/pkcsll_eventmgr &

9 2% Horizon Agent B0 A RE R EE T .

# sudo ./install_viewagent.sh -m yes

Ak Horizon Agent 7.9 BT oA .

10 EH5ISARS, NREHRER,

74 SLED/SLES S HREE#EFEEM

227t SLED/SLES S FACE BRE REEN, 5Lz el it P LA S TSR BiRe RINZ B
KU CA UET o A, BB A SR RE SR VA S B B g i

ot REHh R —BER B T S R AT AR RZRRC E R S0k, Bilan,  AD J¥) DNS 48K, 1R (AR S

O ERIRCERERE . T N arhfrd.

HALRFE
dns_IP_ADDRESS
mydomain.com
MYDOMAIN.COM

MYDOMAIN

ads-hostname
ads-hostname.mydomain.com
mytimeserver.mycompany.com

AdminUser

RIS

Biip%
DNS ##RIRSS#510 1P il
AD i) DNS &k

AD ki) DNS 47k, 43 kS

17 Samba IS #3110 TR NT 8110 DNS 47k, 2 kKS

AD JIRG5 it AL
AD JIk &t e A e iR % (FQDN)
NTP i IR 55 2810 DNS £47%

Linux SO0 4

¥ SLED/SLES #ifi'5 Active Directory # i AU T8 AE-K T AE 1]
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a

LA R

Z%E PAM JERIHARER A0

# zypper install pam_pkcsll mozilla-nss mozilla-nss-tools
pcsc-lite pcsc-ccid opensc coolkey pcsc-tools

b HUTHRN L ERIAZ % PC/SC T A,
» 4[] SLED/SLES 12 SP3, iiafTbh Fiand &5,
# SUSEConnect --list-extensions
# SUSEConnect -p PackageHub/12.3/x86_64
# zypper in pcsc-tools
= 4] SLED 11 SP4, i5MEL ML R 3Jf4e8s PC/SC T H:
https://download.opensuse.org/repositories/security:/chipcard/SLE_11_SP4/
ZEREFUEBUL A (Certification Authority, CA) 1E .
a  NE—HE CA U, HBIHARAARISE FHY /tmp/certificate. cer H1, 15 Bl QI S AT
PHUAA I UESS
b HREIETIEIMR CALER, KIEHE] pem XU, RGO A S,
# openssl x509 —inform der —-in /tmp/certificate.cer -out /tmp/certificate.pem
# cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts
# chmod a+r /etc/pam_pkcsll/cacerts/certificate.pem
# cd /etc/pam_pkcsll/cacerts
# pkcsll_make_hash_1link
c HEMEN LR NSS HihifE
# mkdir /etc/pam_pkcsll/nssdb
# certutil -N -d /etc/pam_pkcsll/nssdb
# certutil -L -d /etc/pam_pkcsll/nssdb
# certutil -A -n rootca -i certificate.pem -t "CT,CT,CT" -d /etc/pam_pkcsll/nssdb
d ZRTFRIIEIET .

# cp libcmPll.so /usr/1ib64/
# modutil -add "piv card 2.0" -libfile /usr/lib64/1ibcmP1l.so -dbdir /etc/pam_pkcsll/nssdb/
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3 4ghE /etc/pam_pkcsll/pam_pkcsll.conf A,

a MR use_pkcsll_module = nss 1T, fEHAZEH, sl use_pkcsll_module = mysc 1T,

b I mysc BBk, bl R TR,

pkcsll_module mysc {
module = /usr/1lib64/1ibcmP11.so0;
description = "MY Smartcard";
slot_num = 0;
nss_dir = /etc/pam_pkcsll/nssdb;
cert_policy = ca, ocsp_on, signature, crl_auto;

c  HUHIAHAMUNRRFFRCE, bl NGl s,

# Assume common name (CN) to be the login

mapper cn {
debug = false;
module = internal;
# module = /usr/1ib64/pam_pkcsll/cn_mapper.so;
ignorecase = true;
mapfile = file:///etc/pam_pkcsll/cn_map;}

d MiEx use_mappers = ms 17, {EHAZEH, A use_mappers

4 i /etc/pam_pkcsll/cn_map FCE SR, EHAE LT,

ads-hostname —> ads-hostname

5 &% PAM i,

a  SCAJH pam_config TH, ARG AR K AL,

# find /etc/pam.d/ -type 1 -iname "common-*" —delete

= cn, null T,

# for X in /etc/pam.d/common-*-pc; do cp -ivp $X ${X:0:-3}; done

b 7f /etc/pam.d/ H&T, QIH#—"4%0 common-auth-smartcard FSCHF. FE1ZSKAFFRERIPA T

N
auth required pam_env.so
auth sufficient pam_pkcsll.so
auth optional pam_gnome_keyring.so
auth [success=1 default=ignore] pam_unix.so nullok_secure try_first_pass
auth required pam_winbind.so use_first_pass

¢ X+ SLED/SLES 12 SP3, iU MR auth include common-auth {78544 auth
include common-auth-smartcard 17: /etc/pam.d/gdm Fll /etc/pam.d/xscreensaver,

d & SLED 11 SP4, i5¥ VL NS auth include common-auth 178} auth
include common-auth-smartcard 17: /etc/pam.d/gdm 1 /etc/pam.d/gnome—

screensaver,
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6 ZEHP kg,
# rcSuSEfirewall2 stop
# chkconfig SuSEfirewall2_setup off
# chkconfig SuSEfirewall2_init off
= OEMB KRS, AR REE AR 28
7 LR REC TR N ERA .,
a X'} SLED/SLES 12 SP3 Fil SLED 11 SP4, ifiafTbh M4,

# SUSEConnect —-p sle-sdk/12.3/x86_64
# zypper in git autoconf automake libtool flex libudev-devel gcc

b XJJ SLES 12 SP3, i} %E systemd—devel,

# zypper in systemd-devel

c AT SLED 11 SP4, il FicfEAu:
m perl-Error, autoconf, automake. flex rpm
= git, gcc
= libtool

8 2% Horizon Agent B0 o A RE R HE -

# sudo ./install_viewagent.sh -m yes

B Horizon Agent 7.9 585 A

9 HHSITAZ, AREHRER.

73 Linux £/ E True SSO

iy ] True HESK (True SSO) Uifg, £ IR HER . RSA SecurlD 1k RADIUS S 345 i e ok 2
VMware Identity Manager J&, TP Jcq35 FG N\ Active Directory A8 BRI ] Linux FE LS sk & 75 11
SR T

S H 8 H Active Directory (AD) R HadbT Snieut, WIATZEEE A True SSO IhpE. A, Az n]
PIFEXRME B R BCEAE ] True SSO, DA AT LAY 45 AD F4EA1 True SSO,

FEEERZR] Linux ML Tl LA BN AR I, P LAl 1AL Horizon Client st HTML

Access,
True SSO A DL MR

n UERADL IS RS S FRZ . RHEL/CentOS 7., Ubuntu 16.04 F11 18.04 L X SLED/
SLES 12.x SP3.
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= X7 RHEL/CentOS 7 5ijfl, {XVA MIIAT Esckrzthae: BRINIIAIE T H. . Samba. R4r& ks
SEPERE (SSSD) DL K Kerberos P48 BB UF MY o

LT Linux SAEE e True SSO, 15HU TR TS

1 4 Horizon 7 I B AN True SSO. 152 ( (Horizon 7 & ¥4 ) ) KRR “I%H True
SSO”

2 $%H Linux 70 Z RO R S 1S5 AD Sl AE —ii2
3 ¥ Linux 70 &G RS FECE True SSO.

1% RHEL/CentOS £MH5 Active Directory £ 58 {T True SSO

Bi(ji RHEL/CentOS Z % I Horizon 7 Linux St [ ERs i g B i e e U L 32 £ True SSO, AZIE T
Linux fEIHL A2 Samba,

i RHEL 7 realmd DRE, AIERFAREITFIIAN S 33 ZIhREAE HECR R GUER RIS LY, IENRE
Linux Z#4ulR5s (41 SSSD 1k, Winbind) TR LUK HAZE R, nIABATIA I AP ERDAE T Samba K
RHEL/CentOS Hi[f/BiA/LIIA Active Directory JiH1.,

AR &M

»  RedHat Enterprise Linux (RHEL) £\ 1] 1% Red Hat Network (RHN) ik B A A 2758 yum T 5.,
» 7F Linux % I, Active Directory (AD) IR 5575 nliifiik DNS fifh .

m  7F Linux A% FRCE T RT3 (Network Time Protocol, NTP).

1 #fiik RHEL/CentOS A% LLUK I AD IR55%s . R LA Fonffl, HZ0E R
ADdomain.example.com 4 751K AD HE% w5 B

sudo realm discover ADdomain.example.com

2 ‘2% Samba tdb-tools #/-l.

Samba tdb-tools A H I M E 7 Red Hat {72 M, A AIF5) NEazih-ta. #lan, mIRL
LT a4 M CentOS 7.5 R4 Faaz /-, SRIEEIH 23R RHEL &%,

yumdownloader tdb-tools

WMAEAT CentOS 24, 144 https://rpmfind.net/1linux/rpm2html/search.php?
query=tdb-tools&submit=Search+. ..&system=&arch, [z tdb-
tools-1.3.15-1.el7.x86_64.rpm i/f\ﬁi/j IR H 2 A5 230 RHEL &%,

3 2 Samba FUKEIIIE .

sudo yum install sssd-tools sssd adcli samba-common pam_ldap pam_krb5 samba samba-client krb5-
workstation
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4  WIEHILL R oRBEETT join fiy4, (HAUEH ) DNSdomain.example.com H i s e T IR
DNS %12

sudo realm join DNSdomain.example.com -U administrator

WIBEA TIN5, BN IHE..
LR R AU B
5 HEHSITAL, REEHER,

BR&ESRE
F RHEL/CentOS £ FAcE True SSO

1% Ubuntu £/ 5 Active Directory R L i#4T True SSO

TAE Ubuntu 16.04 5k 18.04 5l |32 FF True SSO, i /il Samba F1 Winbind fifit )5 5K 51 5 Active
Directory J ki rE—ite .

AP TPL N i B2 Ubuntu 16.04 ok 18.04 35 AD SEE Ak fE i,

Pt B —2E R B P S AT AR IR AL E O S0, 4, Ubuntu SN . s (A (E
B ERIRC R E R, A MR

ALRFE R

dns_IP_ADDRESS DNS ##IRS5 w1 1P ik

mydomain.com AD 1/f) DNS £k

MYDOMAIN.COM AD J£f) DNS #47%%, 4=fiih RS 5H

myhost Ubuntu SN

MYDOMAIN fu#; Samba RS #H0 T /EA1sk NT 35 DNS £7k, AR
a5

ads-hostname AD JIR & #1 EA1#4

admin-user AD S EL B

AR &M

m 7F Linux £% I, Active Directory (AD) X575 7] 11k DNS fi##7
m  7F Linux A% FECE TR (Network Time Protocol, NTP),

1 1F Ubuntu 16.04 =% 18.04 5] |, %%E samba 1 winbind %411,

sudo apt install samba krb5-config krb5-user winbind libpam-winbind libnss-winbind
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2 RPN, BCE Kerberos TG ubide e, Wi MR

a

X1 Default Kerberos version 5 realm (EtiA Kerberos ixA 5 47i3%), 1% A\ AD /1) DNS %
PR (EESAREFED
B, i AD 1540 mydomain.com, %\ MYDOMAIN.COM,

%1 Kerberos servers for your realm (5] Kerberos fz55%%), 15k A\ AD JIR5525 ) H144
ez BRIl ~°h ads_hostname) .

%1 Administrative server for your Kerberos realm (Kerberos s SFRAR S 8Y), TN
AD fR55#:IFHLE o

3 i PAM it

a

b

F171 PAM Jic & 0TI .

pam-auth-update

¢ Create home directory on login (FFERE IR EHR), AR5 %EE Ok (HE).

4 IR RGAE /etc/nsswitch. conf it 5S4

passwd: compat winbind
group: compat winbind
shadow: compat
gshadow: files

5 LR F SR resolv. conf SCERE AD 5| DDA 208, 1590 R 40441 NetworkManager 14

o

a

FT7+ NetworkManager =il Ak, K5 SR RSk IPv4 Settings (IPv4 % &), X1
Method (57%), 15164 Automatic (DHCP) addresses only ({X E3 (DHCP) Hiitik). 7F DNS
servers (DNS [R%88) SCAMEH, fii\ DNS ZAFkIk S #iy 1P Hiklk (FEZad B nBilvh Lol
dns_IP_ADDRESS) . #Ji5, iili Save (fRFF).

i T /etc/NetworkManager/system-connections Hiff RGUERC S THHTILL o
il

[ipv4]
dns=dns_IP_ADDRESS
dns—search=mydomain. com
ignore-auto-dns=true
method=auto

H RGNS R v B RS T, RS I O R A 8B RS o 7E BN s B R A0S 1 s g
ML IE R, PR AR F ML ER RS A S (41 DNS IR #9) ¥aEdk, AT
WEGAE e RS I PP S DT 5 1B il A i 55 DNS IR S5k, Il Linux R4t E
DNS JIR%5#5 .
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c 4t /etc/resolv.conf Bl E XAFLATRE DNS IkR55#%, LA Pt s,
nameserver dns_IP_ADDRESS

search mydomain. com

d EH5IS2%, REEHER,
6 ZiE /etc/hosts Ml SCLE, bl FoRBId R,

127.0.0.1 localhost
127.0.1.1 myhost.mydomain.com myhost

7 4 /etc/samba/smb.conf [ SR, aibA R RGBT fTR

[global]

security = ads

realm = MYDOMAIN.COM

workgroup = MYDOMAIN

idmap uid = 10000-20000

idmap gid = 10000-20000

winbind enum users = yes

winbind enum group = yes
template homedir = /home/%D/%U
template shell = /bin/bash
client use spnego = yes

client ntlmv2 auth = yes

encrypt passwords = yes

winbind use default domain = yes
restrict anonymous = 2

kerberos method = secrets and keytab
winbind refresh tickets = true

8 Wiz smbd IR

sudo systemctl restart smbd.service
9 4 /etc/krb5.conf FlEi i, DAEH EAT AT LU TR BN

[libdefaults]
default_realm = MYDOMAIN.COM
dns_lookup_realm = true
dns_lookup_kdc = true

[realms]
MYDOMAIN.COM = {
kdc = ads-hostname
admin_server = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN.COMmydomain.com = MYDOMAIN.COM
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10 ¥ Ubuntu 51NN AD 135,
a Jozh Kerberos ZEf

sudo kinit admin-user

FEHLR NI, RN R DA
b WAL MBIk

sudo klist

Zar AR AT SR UE R B, B SOV GRS RN 21 S0 A]
¢ fliE—/ Kerberos keytab {1,

sudo net ads keytab create -U admin-user

d I\ AD Ji,

sudo net ads join -U admin-user

11 S shITEUF Winbind AR5 .
a 550 Winbind JI5S .

sudo systemctl restart winbind.service

b EEGIE Winbind 55, 1HIafTEA M-I A 5k n R o

m  wbinfo -u
s wbinfo —g
m getend passwd
m getend group

12 FOfi51 A%, RIRTEHIER,

RESR

7t Ubuntu 5[ FACHE True SSO

1% SLED/SLES @5 Active Directory ERKL#$T True SSO

F/F SLED 12.x SP3 1k SLES 12.x SP3 £ fj I %4 True SSO, 1i{iiffl Samba F1 Winbind fi2it /5 55 5
5 Active Directory I £ sl /F—ikd

A DU FAPL R i3 2% SLED/SLES siffit5 AD s mide—ite .

CIE: 3123

m {¥ Linux %% I, Active Directory (AD) I 557 il ik DNS fifhfr .

m  7F Linux A% FECE TR (Network Time Protocol, NTP).
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7F SLED/SLES il |, “¢%E samba A1 winbind 49
zypper install samba-winbind krb5-client samba-winbind-32bit

FIF YaST 223 T H, K5 5% Network Services (F2%/Ik%%) > Windows Domain Membership
(Windows I, m%{ﬁ)o

1F Windows Domain Membership (Windows 1% 51 5 73) B FECE %, W1 N R,

a AIJ- Domain or Workgroup (3#sk TfE4H), iifi N\ {7 Samba A55#510 T /E41Ek NT J5/%) DNS
YRR (R RE TR o Fln, i TAE4H 2 F5 N mydomain, 1% A\ MYDOMAIN,

b Pt Also Use SMB Information for Linux Authentication (i£{#F SMB {5 BT Linux 543
ISUE) .

¢ 1% Create Home Directory on Login (&R IEEHF).

d ¥ Offline Authentication (/L BH{SHHIE).

e k¥ Single Sign-on for SSH (SSH ¥ 5 &%),

FEHIREE R AR U A SIS, 15055 Yes ().

NHRE M LAFAM N ST 2, SRR OK (JEE).

i —4 4 DAL SLED/SLES s Ih NN . e OK (IE)-

%% /etc/samba/smb. conf [t i S, DAMEHAUS DL N SEL
[global]

winbind use default domain = yes

BB RS, REEIER,
MR I SLED/SLES SRR .

BATRA P4, S SR I EFR T o % mydomain F#l Samba 555 TAEZ4HEL NT 5
nggl?l?d‘o

m  net ads testjoin
m  net ads info
m  wbinfo —-krb5auth=mydomain\\open%open

m  ssh localhost -1 mydomain\\open

BRETR
7t SLED/SLES 53 |fid i True SSO
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£ RHEL/CentOS £EH L& & True SSO

3 RHEL/CentOS 7.x 5if F ] True SSO IHfE, 1548 True SSO IHREIKHNTIZE . 25T Sy
YSUFIAR CA LIE15LL M Horizon Agent., AN, A A Z Gt S be i ¥ SO DL S i S B i v o

AP FIPL R @ FEE RHEL 7.x 1 CentOS 7.x 521 | True SSO., ZAF XYL | 374 True SSO,
PR J145E Horizon Agent 7.6 Bk HH i il

123 R A ) — e o I FH 5 7 R DA SR s 28 B B AR S0A, 9140, AD 35 DNS ZFR. 15K 5 A R %
PR E R E G R, N RTATIA,

AR L%

dns_server DNS #FriR 557511 12
mydomain.com AD i) DNS %k
MYDOMAIN.COM AD Ji[{) DNS & ¥k, ul K570k
AR &N

=}y VMware Identity Manager £/l Horizon Connection Server fi &5 True SSO.
» ¥ RHEL/CentOS 55 Active Directory 2 A3 T True SSO

R MRUEBUE U, BR8] RHEL/CentOS 7.x S 1Y /tmp/certificate.cer
o BSRAUTT HARUE BN A UETS

1 2238 PKCS11 SR,

yum install -y nss-tools nss—pam-ldapd pam_krb5 krb5-1ibs krb5-workstation krb5-pkinit

2 ZRERAFBUE NI (Certification Authority, CA) 15,
HEI TR CAUE, TR HAZRE] . pem SCIF,

]

openssl x509 -inform der -in /tmp/certificate.cer -out /tmp/certificate.pem
b /] certutil 4Kl CA uF BBl R4 i /etc/pki/nssdb i,
certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem

c KR CA UFBAIINEIF RHEL/CentOS 7.x 2% {5y CA ik 5%1&h, Jf#i /1] update-ca-
trust aA HE ARG E IS A B E

cp /tmp/certificate.pem /etc/pki/ca-trust/source/anchors/ca_cert.pem
update-ca-trust

3 FEAZLH SSSD BLE A BB IR AR A 5T, Ak N R

[domain/mydomain. com]
ad_domain = mydomain.com
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krb5_realm = MYDOMAIN.COM

realmd_tags = manages-system joined-with-samba
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash

ldap_id_mapping = True

#set the next line to false, so you can use the short name instead of the full domain name.
use_fully_qualified_names = False
fallback_homedir = /home/%u@%d

access_provider = ad

4 (&4 Kerberos it 7 X1 /etc/krb5. conf, QLA N sflifs.

[libdefaults]

dns_lookup_realm = false

ticket_lifetime = 24h

renew_lifetime = 7d

forwardable = true

rdns = false

default_ccache_name = KEYRING:persistent:%{uid}

# Add following line, if the system doesn't add it automatically
default_realm = MYDOMAIN.COM

[realms]
MYDOMAIN.COM = {
kdc = dns_server
admin_server = dns_server
# Add the following three lines for pkinit_*
pkinit_anchors = DIR:/etc/pki/ca-trust/source/anchors
pkinit_kdc_hostname = your_org_DNS_server
pkinit_eku_checking = kpServerAuth
}
[domain_realm]
mydomain.com = MYDOMAIN.COM
.mydomain.com = MYDOMAIN.COM

5 %% Horizon Agent # -5 H True SSO.
sudo ./install_viewagent.sh -T yes

2R Horizon Agent 7.6 Bl oA .

6 CELLNZSERINE] Horizon Agent 7 XL S /etc/vmware/viewagent—custom. conf Hi, fifi ]
PLURsfl, i, NETBIOS_NAME_OF DOMAIN 45 R4 21151 NetBIOS #4Fk.

NetbiosDomain=NETBIOS_NAME_OF_DOMAIN

7 EHSISAL ARERER.
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£ Ubuntu £l LEE True SSO

354F Ubuntu 16.04 1§ 18.04 35if [ 3 ] True SSO IHAE, 1544 True SSO THAEMRIIN . SR 51Tm
S EAE IR CA IFBPL M Horizon Agent, A1, 73R D42t RO D 2 SO DLSE B S D S iF 5 i

AP A N REEAE Ubuntu 16.04 F118.04 520t _F s ] True SSO. A X L5 ] _F7FF True SSO, 14
WA Horizon Agent 7.8 Bk T EIOA

AR&H
=}y VMware Identity Manager £/l Horizon Connection Server i & True SSO.
= Ubuntu 5[ 5 Active Directory #2 AT True SSO

n RN MRUE B UIESS, IR 2 5200 EY /tmp/certificate.cer W, BT S H
FRUEPB DA A IEF o

1 7 Ubuntu 16.04 5k 18.04 i |, 2% pkes1l SZHpfd,
sudo apt install libpam-pkcsil
2 2% 1ibnss3-tools ¥fftU.
sudo apt install libnss3-tools
3 PEERUEBUL L (Certification Authority, CA) UE5 .
a B NEAUR CAUET, FPKEALE R L pem SUHE,
openssl x509 —inform der —in /tmp/certificate.cer —out /tmp/certificate.pem
b /] certutil fap &Kl CA UEPLR R R EdliA /etc/pki/nssdb i,
certutil -A -d /etc/pki/nssdb -n "root CA cert" —t "CT,C,C" —i /tmp/certificate.pem
c BIR CAUFREHIE /etc/pam_pkcsll/cacerts [,
mkdir —p /etc/pam_pkcsll/cacerts

cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

o

i CA U G M AEERE . {F /etc/pam_pkcsll/cacerts FsgH, 127D M4,
pkcs11l_make_hash_1ink
4 2% Horizon Agent -3 5 H True SSO.,

sudo ./install_viewagent.sh -T yes

- EH] True SSO LhfE, AuAZii4 4 Horizon Agent 7.8 B B il A,
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5 CBLLNSESINE] Horizon Agent H E MR ¥ S /etc/vmware/viewagent—custom. conf i, fii [
PLR 1, Hoh, NETBIOS_NAME_OF _DOMAIN #5120 251351 NetBIOS #4Fx.

NetbiosDomain=NETBIOS_NAME_OF_DOMAIN

6 i /etc/pam_pkcsll/pam_pkcsll.conf B X AE,

a R, Al /ete/pam_pkesll/pam_pkcsll.conf il B X AF, {E /usr/share/doc/
libpam-pkcsl1l/examples HRE RGBS, ¥ HIR] /etc/pam_pkesll HH, FRHZL
PEFar#4h pam_pkcs1l.conf, MPETEE, ARG E BRI SN A,

b 1B /etc/pam_pkcs1l/pam_pkes1l. conf Foif SCfF, DAHIHAE AU T DL P sl 2

use_pkcsll_module = coolkey;
pkcsll_module coolkey {
module = /usr/lib/vmware/viewagent/sso/libvmwpkcsll.so;
slot_num = 0;
ca_dir = /etc/pam_pkcsll/cacerts;
nss_dir = /etc/pki/nssdb;
}

7 7E PAM il SCPRR B auth S5
a TJF PAM e Sk,
= X ] Ubuntu 16.04, 154171 /etc/pam.d/1ightdm.
= X1 Ubuntu 18.04, 154 JT /etc/pam.d/gdm—vmwcred,
b 4 PAM BLE SR, WL R FTR.

auth requisite pam_vmw_cred.so
auth sufficient pam_pkcsll.so try_first_pass

8 THISISAR%, RIEEHLRE,
7£ SLED/SLES £m L& HE True SSO

35YF SLED/SLES 12.x SP3 i |5 /1] True SSO ThiE, 1477358 True SSO INAEMKHNITIEE . X Fr 2 G1TM
SSEAEIOR CA UFBPL M Horizon Agent, A1, 7348 D42t RO D 2 SO DLSE R S D I i 5 i

A PAEPA R i BEAE SLED 12.x SP3 i1 SLES 12.x SP3 5iffij |- ] True SSO., HAEIX LI |37 4
True SSO, AL %E Horizon Agent 7.8 Bl BT sl A

A&

=}y VMware Identity Manager £l Horizon Connection Server i & True SSO.

m % SLED/SLES 5[5 Active Directory #2501 E{T True SSO

n I MRUEBUE AU, FEILA 7 5] SLED/SLES 12.x SP3 s(fi I-ff) /tmp/
certificate.cer H1, S B S A UE-B UL N UL
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1 X+ SLES 12.x SP3 5iMfl, i51afThA My LA BT 3 -1

Zyp

2 XT

per install mozilla-nss-tools pam_krb5 krb5-client krb5-plugin-preauth-pkinit

SLED 12.x SP3 &, HHATLA I BB R ik -

a $— SLES .iso Xf} Fai#] SLED AR (541 /tmp/SLE-12-SP3-Server-DVD-
x86_64-GM-DVD1.1iso) .

L2 SLES Liso SCIHAS Iy SLED ST (s, TS krb5-plugin-

preauth-pkinit ZfFE{LE]T SLES A%,
b 7 SLED i 4%k SLES .iso S(ff, FH2e Bt

sudo mkdir -p /mnt/sles

sudo mount -t is09660 /tmp/SLE-12-SP3-Server-DVD-x86_64-GM-DVD1.iso /mnt/sles
sudo zypper ar —-f /mnt/sles sles

zypper install mozilla-nss-tools pam_krb5 krb5-client krb5-plugin-preauth-pkinit

hesenin, I SLES .iso S

sudo unmount /mnt/sles

LEREFUEBUL A (Certification Authority, CA) 1E .

a RE MO CA LR, TRRILEER] . pem S,

openssl x509 —inform der —-in /tmp/certificate.cer —out /tmp/certificate.pem

b i certutil ar4¥ M CA L2235 R4 KUk )% /etc/pki/nssdb i,

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem

c R CAUEBEINE] pam_pkes1l i,

cp /tmp/certificate.pem /etc/pki/ca-trust/source/anchors/ca_cert.pem

/etc/krb5. conf B A, VAR A ZUTLL P B 2.

[libdefaults]

default_realm = MYDOMAIN.COM

dns_lookup_realm = false

ticket_lifetime = 24h

renew_lifetime = 7d

forwardable = true

rdns = false

default_ccache_name = KEYRING:persistent:%{uid}

[realms]

MYDOMAIN.COM = {
kdc = ads-hostname
admin_server = ads-hostname

3
4 Yt
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pkinit_anchors = DIR:/etc/pki/ca-trust/source/anchors
pkinit_kdc_hostname = ads-hostname
pkinit_eku_checking = kpServerAuth

}

[domain_realm]
.mydomain.com = MYDOMAIN.COMmydomain.com = MYDOMAIN.COM

Reom B b S A E R O M B B R E MR R, Rk TR

AR R

mydomain.com AD i) DNS %%

MYDOMAIN.COM AD B DNS &k (23K S0
ads-hostname AD JIRZ5 A ENLE (X R NED

5 %% Horizon Agent # - 0uf5 H True SSO.

sudo ./install_viewagent.sh -T yes

# EAEH] True SSO IhaE, #RAZ%:%: Horizon Agent 7.8 Bk B = bl A

6 BLA T SEGRINE] Horizon Agent [ 58 X il B XA /etc/vmware/viewagent—custom.conf H1, f#i[{]
PLUR R, Hip, NETBIOS NAME_OF DOMAIN JE 4140 2011351 NetBIOS £ F4

NetbiosDomain=NETBIOS_NAME_OF_DOMAIN

7 EHSISAR, AREHRER.
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Al DARCE Y BT S R RHEL 45 k1, DAfE ESXi ALk & FPAERE 24 1 F) ] NVIDIA T8k,
®E 3D HEHKEDWI I EER
TE ' 3D RIIEZ i, i DL R R ra ok,

m 4T vGPU I vSGA, FEREREEAUNL b oe I B . el e bl IR B AT ) T ye i R
Pl AT %A,

T vDGA, FESERERAL LseRETE A . s BB (B2, FEFT e AU FLIR 2 /i
PN TR LA AZER 0 NVIDIA Bl PCl #06%, AR G A v B RS L s D 1)
NVIDIA i PCl %45, JCIEAEERINLY [AI4E 5 NVIDIA Hif PCl 4% . R R LEE TH—AN % T
NVIDIA i PCl %75,

ARFEGHE T AN F:

=l vGPU [l ¥ 3 F51) RHEL 1 SLED 43 &£
» il RHEL 6 DLfii[fl vDGA

= Jy RHEL 7.x fit i vSGA

7 vGPU BB X #19 RHEL 1 SLED 446

PR DL E S M RHEL Bk SLED 43 %3, PALE ESXi EM1 FFIJT] NVIDIA vGPU (GE=1% GPU fELE I
) Ihfg.

S ESXi 4L GPU JXEDEE T (. vib) PEFCY NVIDIA Linux FEUALE RIKEDRE T . A7 OCHREhER T
I E, 1520 NVIDIA K,

TEEHI /¢ NVIDIA Tesla M6, M10. M60 #i1 P40 i+ 3745 NVIDIA vGPU, ZIhfEfr At NVIDIA
+ (41 GRID K1 8k K2) F Ak IER T1E,

TR Z T, TEFAAAE Linux SERALE 22 Horizon Agent, WERAERCE THEIHLEAE ] NVIDIA

VGPU 2 i3 Horizon Agent, TII475 % xorg. conf SCE-HRAFERCE 250 11 NVIDIA vGPU ik
EH TAE, A2 52aE NVIDIA vGPU it )5 2235 Horizon Agent.
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% ESXi £#l EEI NVIDIA GRID vGPU BFE&R¥# VIB

PRAZ5N ESXi 6.0 U1 sl B SR 4L 1) NVIDIA GRID 5 MaiJf4c%E VIB,

NVIDIA $2 4t T—/Mud vGPU EERS (FEMP TR 208E5) ESXi 341 F) Al Linux B RIXBhFE T
HE B2 3 Linux FERMLE) 9 vGPU EMJr’jo

ATIRSH
n AR 2R T vSphere 6.0 U1 Bl BT oA,
m  IALE ESXi FH1 F2eET NVIDIA Tesla M6, M10., M60 8¢ P40 GPU.,

1 M NVIDIA S0 4k frh 34 NVIDIA GRID vGPU K11 VIB,
MR B R BN A VIB A

(EJSTH

I B

et GRID

PR AR &% NVIDIA GRID vGPU.,

A el ESXi ML 2eheiliRAs (5141 GRID K2)
BERS 5 VMware vSphere ESXi 7.

2 fRE4E vGPU B L zip Xt
3 K vGPU RIS SRk F3A) ESXi ML,

OB R RPEE B Linux UM 2 Linux B-RINEIRRT
4 SCHHREHER ESXi AL FFTE WL
5 fliJf] SSH %] ESXi T4/l
6 1=k xorg %5

# /etc/init.d/xorg stop

7 NVIDIAVIB.

Bian:

# esxcli system maintenanceMode set ——enable true
# esxcli software vib install -v /path-to-vib/NVIDIA-VIB-name.vib
# esxcli system maintenanceMode set ——enable false

VMware, Inc.
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8 FHro|'SEE ESXi AL,
& TN ESXi AL EEHTE ISz L.
o TR ESXI EHL, WBHITRA T PEPARIZ AN GXECP IR T 225 0. )

Update vmkdevmgr:
# kill -HUP $(cat /var/run/vmware/vmkdevmgr.pid)

Wait for the update to complete:
# localcli --plugin-dir /usr/lib/vmware/esxcli/int deviceInternal bind

This is a new requirement with the NVIDIA 352.%* host driver:
# /etc/init.d/nvidia-vgpu start

Restart xorg, which is used for GPU assignment:
# /etc/init.d/xorg start

9 HFEHBHFENE, ISR IEEiE,T xorg k5.

£ Linux EBHLEA vGPU I BHRE PCI &
Efi ] NVIDIA vGPU, %A% Linux FERIFIAC E L= PCLE £,

RIS

w  BRNER IR Linux BRI E D SR . 152 B GIER UM 2 Linux RUYRC RS A2k &5 Linux T+
B,

m FAAAAE Linux FERUNL 245 Horizon Agent.

m BN ESXi ML F235ET NVIDIA VIB., 15550 ESXi 12K FiJ NVIDIA GRID vGPU i 24k
VIB,

n  HCRE T NVIDIA vGPU [RE# GPU 28, 0 DLidk GPU BB SCER& T 5. Efl GPU
HIUAE ESXi TAHL 22 10EE GPU H2 it T S AARRIINEE. 1555 NVIDIA 4l GPU 257,

1 MR HIR,
2 {f vSphere Web Client 1, yERERELINL, SRS/ BRWERARLET K F, Pt .
3 (EFnERSET, PEHE PCIEE.
4 IR, SRS FHEE LR NVIDIA GRID vGPU.
5 X GPUBEIAKE, 1M M B Mz GPU 287L,
6 HHREFAENG, ARRETE.
BRI RN A7, PAE GPU fE% 57+ NVIDIA GRID vGPU,
7 EEIERL
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NVIDIA E#l GPU %8

L {4 1] vSphere Web Client 1) “REfUif:" DI GPU BoE A4, An] DLk P4l GPU 2%

TPIAE ESXi EHL FRO¥EE NVIDIA GPU it i ohae,

1F Linux FERUALE, 7F NVIDIA Tesla M6. M10. M60 =k P40 GPU 374§ NVIDIA GRID vGPU,

#+ 4-1. AT Linux E#I#L LR NVIDIA GRID M60 vGPU HIEEH GPU %R

AR g A MBER
Bl GPU 2% GPU [y FB GPUIIBRA  HEBAEN
il WA Y8 GPU b4 BB BAOE EBIGPUN GPUK
GRID M60-1q Tesla M60 2 1G 2 2560x1600 8 16
GRID M60-2q Tesla M60 2 2G 4 2560x1600 4 8
GRID M60-4q Tesla M60 2 4G 4 3840x2160 2 4
GRID M60-8q Tesla M60 2 8G 4 3840x2160 1 2
* 4-2. AT Linux EHIHL LA NVIDIA GRID M6 vGPU [IEHl GPU %8I
BAED g MR SR
Bl GPU 2% GPU [t FB GPU IR  MEBAEM
il YEEER YR GPU 18 BRER BASYE  EBIGPURL  GPUX
GRID M6-1q Tesla M6 1 1G 2 2560x1600 8 8
GRID M6-2q Tesla M6 1 2G 4 2560x1600 4 4
GRID M6-4q Tesla M6 1 4G 4 3840x2160 2 2
GRID M6-8q Tesla M6 1 8G 4 3840x2160 1 1
%+ 4-3. AT Linux E#IHL LA NVIDIA GRID M10 vGPU HIE# GPU &
FAED g M FAWEER
Pl GPU 2 GPU ¥ FB GPU [k B REM
il WEEER ¥#% GPU 14 BRER BAA¥PE  EBGPUX GPUX
GRID M10-1q Tesla M10 4 1G 2 4096x2160 8 16
GRID M10-2g  Tesla M10 4 2G 4 4096x2160 4 8
GRID M10-4q Tesla M10 4 4G 4 4096x2160 2 4
GRID M10-8q Tesla M10 4 8G 4 4096x2160 1 2
% 4-4. AT Linux E#HL L NVIDIA GRID P40 vGPU [IE#l GPU #5!
A ED AR AU
GPU 1 FB GPU ik IR AR
Bl GPU 5B MpEiR #¥E GPU 4 B BASPE  ERIGPUK GPUXK
GRID P40-1q Tesla P40 1 1G 2 4096x2160 24 24
GRID P40-2q Tesla P40 1 2G 4 4096x2160 12 12
GRID P40-3q Tesla P40 1 3G 4 4096x2160 8 8
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BRI A SR
GPU [ FB GPU Kilk  HIBRAKER
B GPU KR MEiiR ¥E GPU o BB BAOPBR  EAUIGPUE GPUH
GRID P40-4q Tesla P40 1 4G 4 4096x2160 6 6
GRID P40-6q Tesla P40 1 6G 4 5120x2880 4 4
GRID P40-8q Tesla P40 1 8G 4 5120x2880 3 3
GRID P40-12q  Tesla P40 1 12G 4 5120x2880 2 4
GRID P40-24q  Tesla P40 1 24G 4 5120x2880 1 2

4% NVIDIA GRID vGPU 2KIEZTEF

1425 NVIDIA GRID vGPU B RIXENFE T, AWAZZE HIBRIA NVIDIA JXE)REf7, R4 NVIDIA & -RIXE)HE
77, SRR B PCL %4,

RIS

AR NVIDIA N i M a7 vGPU B, RSz, AR5 Linux ‘g RIKEhRE
(— MR HERILE ., S ESXi L 11 NVIDIA GRID vGPU [ 2% VIB,

EEHIATERERWLH RN T = PCLEE . 1S BI7E Linux JEUWL o vGPU L = PCL %
TR
1 NVIDIA Linux & <IXshRE 4 I B AL

2 TN R L, alamEd N Ctrl-Alt-F2 PIHa R SCASE 6l &, DA root FI T S8R, SRIFiafT
init 3 a2 PAZE] X Windows.,

3 L NVIDIA IXEhE e i dG i HA 2 7
sudo yum install gcc-c++

sudo yum install kernel-devel-$(uname -r)
sudo yum install kernel-headers-$(uname -r)

4  J3 NVIDIA GRID vGPU Wb 7 S i al i Thric .

chmod +x NVIDIA-Linux-x86_64-version-grid.run

5 5% NVIDIA GRID vGPU 223527 .

sudo ./NVIDIA-Linux-x86_64-version-grid.run

(=2}

P2 NVIDIA AT, SRR e BREA F B DR X B s

o

ZL®
7E Linux UM E 4% Horizon Agent., 1152 [ 7E Linux [ I 4255 Horizon Agent.
AN A RSB E Y Linux BN, 162561 HESE ] T Linux 1920 5L,

VMware, Inc. 74



#'¥ Horizon 7 for Linux 53[H]

BIERBERHET NVIDIA B REHER

R VAL Horizon SIZ i1 5o NVIDIA SXEh R et ,  DASRIEZ 5 4E Linux BEFUML E4%¢ T NVIDIA .
{EEEJPHEO
AR
m AL T NVIDIA B RIXEIFE T
m  HfIA Linux BN 22358 T Horizon Agent. 152 [i7E Linux UM |22 Horizon Agent.,
NSRS T Linux BEUML. 162 6 HSE T Linux 19T 2D 5L,

1 §UHREh Linux AL,
Horizon Agent JHZIIIAKE #I4A1E X IR S el rmasdhitho
i vSphere 2 5 & A ENLE R
2 M Horizon Client H1iZ42 2] Linux 5 .
3 1E Linux S, BUbE 4k T NVIDIA B RIKEIFE T .
FTIFE 1, 1517 glxinfo | grep NVIDIA @’

IR i 7 NVIDIA X sh R . lan:

[root]# glxinfo | grep NVIDIA

server glx vendor string: NVIDIA Corporation

client glx vendor string: NVIDIA Corporation

OpenGL vendor string: NVIDIA Corporation

OpenGL version string: 4.5.0 NVIDIA 346.47

OpenGL shading language version string: 4.50 NVIDIA

FHP AT DAAE e AR s i 15 7] NVIDIA IR IhRE .
TERAE 22255 NVIDIA BRI TS, EHATUL MBS R 2B 1R 7 1B H 1B, T o

m  QERTFH Linux W%, Horizon Agent RIfiEJCik 55 Horizon £ /IR S A b Tl A5 o EU b r)isl, 15
B2k NVIDIA BXEhFEFF

m  7F Linux JEBLH4E NVIDIA GRID ¥7A] . A Z 5 E, 1525 NVIDIA SCR, QiR AR s vrl,
Linux SETEPCEEIE S TAE, Flan, JoikfiH A shf,

fii® RHEL 6 KMfEH vDGA

A LIk RHEL 6 % F U E RS, VA Horizon 7 for Linux S21 AT DAFI ] ESXi 41 111 vDGA 1)y

&b
HEo

TEIT UG 2 11 1@6)%1}\7‘165'“ Linux FEUNL I 2¢5 Horizon Agent. QAR e vHHAHLLA ] vDGA Z 1
%% Horizon Agent, &7 xorg. conf SHFFIIATTREC S 4L, F H vDGA JoikiEH TAE. A2
SEH VDGA it B i 2o Horlzon Agent,
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#£E#H . LA NVIDIA GRID BH DirectPath I/O

LEAE Linux BEALUMLAC B R T vDGA 22 i, 2445148 NVIDIA GRID GPU PCI #4511 T ESXi =41 1Y
DirectPath 1/0 {51% .

AR &

n  HAEIIAETHZ%E T vSphere 6.0 Bk 5 S oA

AL ESXi ML 225 T NVIDIA GRID K1 5 K2 &k,

S;

1 ¥ vSphere Web Client 1, % %] ESXi 41,

2 PEEEEDR, RERESE.
3 AF CRERT sy, ik PCLESS .
4 3y NVIDIA GRID GPU J5 [f] DirectPath I/O 141%, 14448
BElR BiEA
SR PCI B AAL TR BRASHE FLAT AR o
BB VLR TOIRAS TS, TR 5 S, SAIE A ARS8 Ao

5 Pt NVIDIA GRID GPU, K5 #iE.
PCI &zl 2 “vl I ALY DirectPath I/O PCIi&£8” Hi,
6 TSN, LMERE PCLE T Linux BN,

M RHEL 6 E#l#likin vDGA Hilig &

2 RHEL 6 LA B0 vDGA,  EAZifa MU LS N PCL ke o il DB, rILUKE ESXi AL
RO R A TS, DMEAE AL EE A

AR &

w  FHAERER Linux BERWLIE SR . 152 B G REIA U T4 Linux R e RES ] 3 HE S Linux 1F
Bl

m ARALE Linux BEAUAL 2% Horizon Agent.,

= ffiIA NVIDIA GRID GPU PCI #£5/EF 41 1] T DirectPath I/O Fiifi. 152 b/ -4/ 1=/ NVIDIA
GRID J5 | DirectPath 1/0,

1 LARCE A sudo BUPRMAM T P 54735 RHEL 6 & FHURE R S,

7t vSphere Web Client i1, ZfEEINL, SR BRWIREGLET R T, bR,
TERTBLE R, ek PCILRE

PRI I MR RS PCI s

A W DN
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5 MRLREFTANA, AR REE.

TR BT LN A7 A e GPU SZ4F vDGA,
6 JTTHRERWUOHRIR, SRISHTTT vSphere il & DAERZE R THAL
7 1A NVIDIA GRID #& AL A B ML

FITF e 1, 1247PL i

lspci | grep NVIDIA

2 B 5 VGA FEREIfE iR XX:00.0, l41:

NVIDIA Corporation GK104GL [GRID K2]

71 vDGA &% NVIDIA B KIEZHIERF

355 vVDGA Z¢%5E NVIDIA 5 RUXEIFE, X5 FHERA NVIDIA WX50FE, R4 NVIDIA & FIXshfs
o, SRIGTERERINL ERCE PCI %% .

AR &
s HIAEDR PCI &I INE] RHEL 6.x FEALH . iS5 RHEL 6 AL vDGA Ll s o

1 ZEHIERIAMY NVIDIA Nouveau JX )L T HE-HAI N B4 5
a 4%t grub.conf {4,
X+ RHEL 6, IIt3f}-)& /boot/grub/grub.conf,

RHEL A< we

6 sudo vi /boot/grub/grub.conf

b  EWNELIIARERI rdblacklist=nouveau {7,

¢ %% blacklist.conf .

sudo vi /etc/modprobe.d/blacklist.conf

d 7t blacklist.conf AR RENEAINPA F 7.

blacklist nouveau

2 AL
B RARTRINILRE & A B
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% ¥ Horizon 7 for Linux 5[]

3 () BAIACZET] Nouveau WX EHFLT .

/sbin/1lsmod | grep nouveau

i grep R EATIRMEATEE R, WF7R Nouveau IXShFE 7 2 H]
4 M NVIDIA IX=0FET 1 2k S N 28 NVIDIA 38087 o
M NVIDIA "7 55 AT 98 S FE P RRAR

pinll B

et GRID

Iyl GRID &%l

PR BePE ESXi EHL LR (541 GRID K2)
BIERS Linux 64 {75k Linux 32 fi7

5 BIERRIELNL, TR, shEk N Ctrl-Alt-F2 DU Sc ARz &, DL root F P S Esk, 2k
JG1a47T init 3 2 PAZET] X Windows.,

6 2% NVIDIA X shE e pras o b 4 2F

sudo yum install gcc-c++
sudo yum install kernel-devel-$(uname -r)
sudo yum install kernel-headers-$(uname -r)

7 5 vDGA [1J NVIDIA 95 ZhFE e s il S A
chmod +x NVIDIA-Linux-x86_64—version.run
8 iz NVIDIA 25

sudo ./NVIDIA-Linux-x86_64-version.run

9 1% NVIDIA BRI Y, SR DE B DA BT X I ik .

RES®
7E Linux JEAUAL 2235 Horizon Agent., 124+ Linux U412 Horizon Agent.,
B  AETEE Y Linux SEUNL. wE 25 Q1SS T Linux 1252 i,

BIEEERET NVIDIA BEIEZHRRF

A DAFE Horizon i ifH inl s NVIDIA SXEhFE 7o, DA U275 7E Linux BB 2255 7 NVIDIA &
{g[—_‘ L‘jJ%IJ— o

AR &4
» A2 T NVIDIA BRINEhRL .
m A Linux HEAUATL %2358 T Horizon Agent. 152 (T Linux [ZUAL [ 224 Horizon Agent,
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FALE St R B T Linux Rl 162 B G 1 Linux (T30 5L

FoH D Linux B2,

Horizon Agent JHElIIACK#I4A L X IRSSwe AR A~ dfidh o
fEJCi st vSphere #5565 & A BT R evo

M Horizon Client H1i%E32%] Linux 51 .

E Linux SRAZEH, K22 7 NVIDIA B RIXEhEET .
TP E 1, 1517 glxinfo | grep NVIDIA @’
A2~ NVIDIA Wi it . Bilan:

[root]# glxinfo | grep NVIDIA

server glx vendor string: NVIDIA Corporation

client glx vendor string: NVIDIA Corporation

OpenGL vendor string: NVIDIA Corporation

OpenGL version string: 4.5.0 NVIDIA 346.47

OpenGL shading language version string: 4.50 NVIDIA

PRI AR s 15 1R] NVIDIA BIELDRE .
TERAC 225 NVIDIA B -RIXEDR T, 1 TEA MES R LR 7 IE R 11T,

T Linux PNAZ, Horizon Agent FIRETCEE S Horizon SRR S A TS . B nlE, 15 &
e NVIDIA WX EhRYT

£ Linux SEAUATL % NVIDIA GRID ¥FiJ o A5CH A5 B 1525 NVIDIA SCR . QIRoR B VT,
Linux SRR RIS TAE. Bilan, JoiE [ shiise.

#1 RHEL 7.x fit & vSGA
AT PLEE RHEL 7.x % PWUERE RS, LAE Horizon 7 for Linux Sifii 7] LUF] ] vSGA ThfE,
# ESXi EH EAF vSGA i) NVIDIA BE&¥# VIB

PRAZ5N ESXi 6.0 U1 sl B S A 4L 111 NVIDIA GRID B N aidf4e4E VIB,
NVIDIA 2L T T vSGA [ VMware vSphere ESXi WzZhF2/ 7. & T VSGA, LA Linux FEIAL [ 205

NVIDIA [ -REXEIFE T

AR &N

n BN REI 23 T vSphere 6.0 U1 B3 S fiAS,

»  RNEBIIEAEIR 2% T NVIDIA SXEhRET

»  HiAAE ESXi 1ML %% T NVIDIA GRID K1 5§ K2 GPU,
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1 M NVIDIA SXz0E b alah Srh 3 NVIDIA GRID vGPU &K1 VIB,
MNP FRE BTN VIB R

I WA

TSR GRID

syl &% GRID 231,

TR Pt ESXi EHL 2Bk (41 GRID K2)
BIERGR PeP VMware vSphere ESXi i/

BT vSGA [ VMware vSphere ESXi JX£hF2)7 |45 ESXi 6.0 U1 AL,
FAR IR R ESXi EHLEIIATA A L.
fifi 1] SSH %45 ESXi FH1.

51k xorg JIR%S .

a h~h WO D

# /etc/init.d/xorg stop

6 % NVIDIAVIB,
(LGE

# esxcli system maintenanceMode set —-enable true
# esxcli software vib install -v /path-to-vib/NVIDIA-VIB-name.vib
# esxcli system maintenanceMode set —-enable false

7 EHEE) xorg T GPU ) -
# /etc/init.d/xorg start

8 HEH5|5 ESXi FHl.

9 fEHESFENIE, BUEESIEAF BT xorg k55 .

# Linux E#IHLEH vSGA B E 3D Thak

T RHEL 7 M ALLAE ] vSGA,  #E07014E vSphere Web Client H b UM A< ¥ 3D i,
LIE 2 20

w A Linux SERWLCAES G PRSI, £V %23 Horizon Agent, I H CUAE S0 HR S T34 Lo

m  IALE ESXi FHLEZEET NVIDIA VIB, 15250 ESXi FAL T vSGA 1 NVIDIA i K225
VIB,

SR
1 RHEEALA R,
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2 7t vSphere Web Client 1, wEFELNL, REEBRWEEALED T, PhmEisE.
3 fE CHERMEAR EmiRh, RGER RIS,
4 BEBFKE N 128 MB.
5 7 3D B, ki 3D XHF.
6 T 3D 2IE, i MR A
7 AT 3D BAFE, HEEERTG IR R R
R I P BRI 3 AN oA, R A /D 1024 MB,
8 MlHAE.
9 TR,
RESH

Frub 23 1EAE Linux R 1217 vSGA,
MK, 7E Linux JEAIAL 223 Horizon Agent, 152 [7E Linux [FAUAL |22 Horizon Agent,

RIFRFBIETE Linux ERIPLEIETT vSGA
B DA T R UL &SN PR E R Z A IR 75 1E7F RHEL 7 [N 11547 vSGA,
L
1 FIFFEMIE vmware . log SC#E.
WIS IER2EE T S F5 0 GPU FINVIDIA VIB,  H S0 s 28 BARL R s Bl 7

2015-06-24T22:19:25.259Z| mks| I120: OpenGL Version: "4.0.0 NVIDIA 346.69" (4.0.0)
2015-06-24T22:19:25.259Z| mks| I120: GLSL Version: "4.00 NVIDIA" (4.00.0)
2015-06-24T22:19:25.259Z| mks| I120: OpenGL Vendor: "NVIDIA Corporation”
2015-06-24T22:19:25.259Z| mks| I120: OpenGL Renderer: "Quadro 4000/PCIe/SSE2"

U AR IEW20 55 F- ) GPU A1 NVIDIA VIB, AU 28RS . vmware . Tog X /R 240
DA R~ B 47

2015-07-06T17:09:26.423Z| vmx| I120: [msg.mks.noGPUResourceFallback] Hardware GPU resources are
not available. The virtual machine uses software rendering.

2015-07-06T17:09:26.423Z| vmx| I120:
2015-07-06T17:09:26.425Z| svga| I120: MKS-SWP: plugin started - 1lvmpipe (LLVM 3.3, 256 bits)
2015-07-06T17:09:26.426Z| svga| I120: Started Shim3D

2015-07-06T17:09:26.426Z| svga| I120: MKS-RenderMain: Starting SWRenderer

2 ERBHLERE FPURERZT, B Fard.

glxinfo|grep Gallium

VMware, Inc.

81



#'¥ Horizon 7 for Linux 53[A]

WIS vSGA 15 TAF, Zar A FiRm DL R SOA:
OpenGL renderer string: Gallium 0.4 on SVGA3D; build : RELEASE;
Q5 VSGA JoikIEH TAE, Zan A FHREI DL T SOAR:

OpenGL renderer string: Gallium 0.4 on llvmpipe (LLVM 3.3, 256 bits)

7E Linux JEAUAL | 224 Horizon Agent. 124+ Linux U412 5 Horizon Agent.

VMware, Inc.
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T3 Horizon Agent

FEWAZIE Linux 53071 1 Z¢%E Horizon Agent, iX#¥f Horizon Connection Server /A8 5 S35 H4 B
Ifl,

ARFEBIE TUAN

m  {F Linux UM 4% Horizon Agent
m il Linux ARERFIED

m 7 Linux FERUML FFH2% Horizon Agent
m {17} Horizon 7 for Linux 541

#£ Linux E##l E &% Horizon Agent

et Linux HERUAL 12235 Horizon Agent, JRJS /A RERHZ I UM LESE ysefe i i .

M Horizon 7.0.1 Jix A4, Horizon Agent for Linux i /] vCenter & BRI, A REIAELHELA
MR IDRE o

m  Linux SESRE SR A1 ] vCenter,
m  7F Linux %% Horizon Agent ANFFEENT
m GIEEEEE R Linux SAT,  ATLAKE Horizon Agent 22 E SER AU L .
AR Edi ) NVIDIA GRID vGPU . vDGA ik vSGA, Z\/ﬁflﬁf Linux JETUAL RS k8t 3D DhRe, £

J5 122255 Horizon Agent., 15452225 Horizon Agent, N85 xorg. conf XX/ 24, HH. 3D
e thae oikEw TR,

THZ Y vGPU BCE S RHEL A1 SLED 43 &t ¥ RHEL 6 LAfHT] vDGA By RHEL 7.x it i
VSGA. 7t 3D KB & 5ehkm, 4% Horizon Agent.

T 2D EIERCE, BT AR SE O ne B S i A e o Linux oS LA 2P B IE 43¢ Horizon Agent,

AREH
» AT HERSESF Linux & FPAUHRIER GPABLRTE . 12 B huc i i i & Linux 1t
n KM Linux 11 Horizon Agent Z238RE A, 1525 install_viewagent.sh 1741 T,
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1 M VMware T #uh A hitps://my.vmware.com/web/vmware/downloads T % Horizon Agent for Linux %
SRR A
TF S LT 5By, %P “&% VMware Horizon [ N ZH#:" . 7& “Horizon 7 for
Linux” I, Zefadi T 64 £z Linux R4 VMware Horizon 7 FIpAT VI “ N&” DU,

ST 64 f7 Linux, 2R 0448 VMware—horizonagent-1inux—-x86_64-y.y.y—
XXXXXXX.tar.gzy.y.y-xxxxxxx.tar.gz, Hyyy SRS, xxxxxxx &N RS

2 HFRPVERERS S Linux 4 % fY tarball,
lan:

tar -xzvf VMware-horizonagent-1inux-x86_64-y.y. y—-xxxxxxx.tar.gz
3 JEE] tar ball Sk,
4 DEEH T H15121T install_viewagent.sh A,
T2 install_viewagent.sh iy 41 71601, ZRENa 24 THEBIAI
B

sudo ./install_viewagent.sh

(3]

WMPRARIEIT install_viewagent. sh [fiA$8E -A 2, 1HEEN Yes D57 EULA,
FrdEResz EULA, B2 F A SisT,
TS Linux DAEESCA%4

2, KRS viewagent [R5, RIfifT] sudo service viewagent status HiAMIRSS T G,

(=]

RESE

FES B B SRS T Linux (T8 5t
install_viewagent.sh 84 1TiEIR

install_viewagent.sh JJIAYE Linux %& S HIEAE R G |25 Horizon Agent.,

1t gnome S [MEAEEH a2 I DL MERIY install_viewagent.sh A,

install_viewagent.sh command_option argument [command_option argument] . . .
install_viewagent.sh JHZRGFTAESEFIN ESEL,

K 5-1. install_viewagent.sh A[iE{ELHEHSH

RS (BEE
B) S|

-A yes |no Bz Lt 21 P AT Y (End User License Agreement, EULA) FHICH S EALEIFRAE (FIPS) 7], #04%0
TRAE yes R4k T2,
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3 5-2. install_viewagent.sh A& &

Gipiicz =8 5%

-a yes|no LA S E N E ISR . BRIMEY yes.

fyes|no LRSI IR BALEIFRAE (FIPS) 140-2 Bt ScFr . BRIMEN no. AR, 1555
Horizon Linux LLAIFIZIEEHY FIPS 140-2 A4 .

N JMS SSL & PIERRD . BOAMGEIU T, 2R R — L= AR

-m yes|no ek Gl e RHE N SR, BAAMEN no,

-r yes|no TR A EH R ARG BRIAME N no.

-s B FUE PR DN BRMEOU T, 2852 KA ] Blast.

-C yes|no LRSS DR T E M5 FF e BRMEDY yes.

-F yes|no sk COR 35, BRIAMEY yes.

-M yes|no H Linux REETHECHZ EEORZ BRI, BIAMAER yes.

-S yes|no LAk SE TG EER (S8S0) 3. ERIMEDN yes.

-T yes|no L gen True B e (True SSO) 324, BRIMEH no.

-U yes|no L SeT USB 3cFf. ZRIMEN no,

F* 5-3. install_viewagent.sh SR RHI

& Pl

sudo ./install_viewagent.sh -A yes

R LRI TR

MAZ AT AT
% FHREARSZE sudo ./install_viewagent.sh -A yes-M no
REAURE
AT FANT O A S o P AT AT S it
OOV ATRER SRR, W AR O Lo
AL AL
ATHPI AR 3 sudo ./install_viewagent.sh -A yes

R, 12
THREREAE

BT AL S A THR A BT AL b . A TR LA SIS .

e

BLE Linux XIER)EH

2288 Linux fCBRRT, 22358874 % VMwareBlastServer 24—~ 1A 440E 15 .

n  EACHE FARJT] Blast 224 24T, VMwareBlastServer 23 [f{i JT] HTML Access 1E8251] Linux S i [#ix]

W aebettiZuEs
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% ¥ Horizon 7 for Linux 5[]

w  EARER | ST Blast 22555, Blast Ze2 EHIE e Bzl R ke s,

N TR Tl e AT, AT DURE 1% F 2 22k ekl A ALY (Certificate Authority, CA) 25#4
IUETS

B

1 [f] VMwareBlastServer 2R AT Y RES .

WA BTG H N ruikey, FUEHE AN rui.crt,

b 1247 sudo chmod 550 /etc/vmware/ssl,

O]

¢ ¥ rui.crt l rui.key Hifi|F] /etc/vmware/ssl,
d 1217 chmod 440 /etc/vmware/ssl,
2 CEARFIR REB IR YU 235 5] Linux B R ZeUE-BTE A5

T AHER Linux 2 0508, TR Linux 240008 BN Eo

£ Linux E#l#LEFH K Horizon Agent

fn] DL s iofhi AR Horizon Agent K72 Linux UL E Y Horizon Agent.

RS RN A2 R e R Z R AU LT 2 S P 5 5 E RO s B S o5
HUE™ BT AR ROR e 6 T I AU L

T AR SIS . SRATERA ST SR TR vCenter BEIALKIT T
vCenter HFFIEINL, 24T RIS SH DL FIbhE.

w SRR HLER S

RV EEH L

7 Horizon Agent for Linux 7.0.0 & BRIRAAE AR S AF EUN R 121T . Horizon Agent for Linux 7.0.1 fE
N2 RN FRIBIT

TR LAE LA N I3 MRS FEAUAT LS T 0 52 R LS5

n REERSZE R NLIEE H TR EI TSSO TH AT 357E Horizon Connection Server Hi{%
AT AT

N R LIEE TR 2 NS AT AT AR . I RTFH 2 F557E Horizon Connection
Server | Ol s M

TN T WA IAEE A T T LAOR B 2 AT LA B TR BT oA, B2, AT
FETHRE R s S A8 R AU LS B A AR A R UM LA

AN BT T T
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% 5-4. AT Horizon Agent FHRRYTTiE S

B8 A

-A yes EULA 1 FIPS FHllEZ . AIHEE yes A BRAKSI 7200 WAARIBEZSEL LRIHAK L RN Z(H

-a yes|no ek Gend S N EE SR

-f yes|no LGt WIS BALEEARIE (FIPS) 140-2 W HI MBS SRr . BRIMED noo AOCITFAR{E R, 15255 Horizon
Linux SEITILDHERT FIPS 140-2 Bk

-m yes|no LRGN AR R E SR, BRIME no,

-r yes|no LTI S | P ER T . BRIMEN no,

-C yes|no LRSS DI E 3R . BRIMEDN yes.

-F yes|no LR Sed COR xcff. BRI yes.

-M yes|no H Linux REETHIC A RS2 R BRIME ) yes.

-S yes|no RS IR (8SO) i, BRIMEY yes.

-U yes|no LR SeT USB xXFF. ERIME N no.

£ Linux E#M#HLEFHA R Horizon Agent
AT DL ok 2R o iKY Horizon Agent K FH4 Linux #1541 /Y Horizon Agent.

AR &M
m i\ VMwareBlastServer HFEAiE4T,
B B R, RO T R T S U LA IS S SR 21, B TS S L.

1 M VMware &5 50 N 8uncii Horizon Agent for Linux 225582 e SC4F, 3l hitps://
my.vmware.com/web/vmware/downloads.,

f “ELIAAHR A ST N, 2P R # VMware Horizon 7, HLi{£4% Horizon Agent for Linux
LRRRIT

X 64 7 Linux, 23R 7 445 VWMware-viewagent—1inux—x86_64—y. y. y—
xxxxxxx.tar.gz, Hyyy SRS, xxxxxxx &N

2 FEEPVURERS RS Linux 43 & fUR tarball .
4

tar -xzvf <Horizon Agent tar ball>

3 W% E tar ball 32fd,
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4 BTN L N %2 —1a1T install_viewagent.sh J{IA,

P

NHEARZEEBNHEHREAZEEM
PR

FHERFE BRSO
REUARE

TR EBAINIARE

B
sudo ./install_viewagent.sh -A yes -M no

BRI AR s R, IR IR L.
sudo ./install_viewagent.sh -A yes -M yes

# 7t Horizon Administrator 1, o328 SIS MBRELA s, 847
BN QA . AXE LR, ISP T Linux 19585
[

o

sudo ./install_viewagent.sh -A yes -M yes

W THJE, TTRAE R IAT S

£ Horizon 7 for Linux it+&H#l

SRR AUAL - Horizon 7 for Linux, #0AZ1E1% Horizon Agent FHFSR4Aic S0

RIS

ik VMwareBlastServer e A ial T, B 1% R, s A A T R IR shi R

HF A5 1SS

B

1 (ERRWL EFIT 2% 1, JRR121T Horizon Agent EIAJHIAS,

sudo /usr/lib/vmware/viewagent/bin/uninstall_viewagent.sh

AL 42211 Horizon Agent B2, M2 H 5% /usr/1ib/vmware/viewagent Hifilis: Horizon

Agent JIR S5 FERAT .

2 FEMEAIT /ete/vmware H 3 T Y Horizon 7 for Linux fid B S
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Linux 5 H B9 Bl & % IN

REATVAE G 5 SCPHRC A Phade It DAMSE i ORI P AR o
ARZETHE TPAN E:
w  7F Linux ST ARG E SO s T
w (] RRRENS
m @] Linux S Blast 152 E syl
m T Linux SRR % g sl fi B E ) s s ]

m 277 vSphere $xiill & H B R Linux S0

£ Linux EW L E X HAi iR

PRI A /etc/vmware/config BY /etc/vmware/viewagent—custom.conf ZINEcH, DARC B 3Lt
ﬁ'ﬁlﬁo

1F Horizon Agent 228 i, 22380 B /N BT SO config. template A1 viewagent-
custom.conf.template Giil%| /etc/vmware 1, AN, QIR /etc/vmware/config 1 /etc/vmware/

viewagent—custom.conf AEfE, ZERERRFE config. template B3] config, J1¥f viewagent-
custom.conf.template &%) viewagent—custom.conf, {ERIMCAEFLAN 0 S A i 10T
PO R MR, A SRR RSO R A

flan, /etc/vmware/config LA FATHIF A A EEICHT PNG i,

RemoteDisplay.buildToPNG=TRUE
T TRCE SR, FEHT515 Linux DAGEEE SRS

/etc/vmware/config i) El B kR
VMwareBlastServer N IARSCHRH FHfC B XA /etc/vmware/config,

T MR T Horizon Agent it B SO FR T & MCEESR IS T USB $IR 1% . Horizon Agent fifiJT1ix
SO P S TS AENS RS USB #E 4 2 101, Horizon Agent ih 251X M4 43 2] Horizon Client JE1 Tfk
FPIT. ARIEESEFRE AT (m) BT LARIR R ] Horizon Agent 1t 514 1 A1l Horizon Client fifide
MR, e s (0) BEFLAM ] Horizon Agent it Sl % i f A~ ] Horizon Client e SRl 18 1
FPHAT

VMware, Inc. 89



% ¥ Horizon 7 for Linux 5[]

* 6-1. /etc/vmware/config Hr Al e B 1EIR

BT B

Clipboard.Direction 0, 1, 2,13

RemoteDisplay.allowAudio true B} false

RemoteDisplay.allowH264 true B false

RemoteDisplay.buildTOPNG true 5l false

RemoteDisplay.enableNetworkCo  true B false

ntinuity

RemoteDisplay.enableNetworkinte  true B false

ligence

RemoteDisplay.enableStats true Bl false

RemoteDisplay.enableUDP true 1 false

RemoteDisplay.maxBandwidthKbp %45
s

RemoteDisplay.minBandwidthKbp %%
s
RemoteDisplay.maxFPS LA

RemoteDisplay.maxQualityJPEG W TMETEE: 1-100

RemoteDisplay.midQualityJPEG W HMEYER: 1-100

RemoteDisplay.minQualityJPEG Al FMETEH: 1-100

RemoteDisplay.qpmaxH264 W JMEYE: 0-51
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P EZ0 I VAZE Horizon Agent for Linux A1 ek A%
FRE e DIRE

W HZETLE Horizon Agent for Linux F S HIEZE ]
AR REDIRE o

A B2 ] mks HSHIY VMware Blast Tl Ziit
fBEL Planyse. FPS. RTT %,

W EZ 0 AT Horizon Agent for Linux H s k22 H
UDP ¥ 3 H5

VNIRRT, AT LR D
EATERET ARG . S8
I, ABEMAUNT 4

18 VMware Blast 2>
(Kbps) JHfze ity
THIEPL N VMware Blast 44t
Gbps (4096000),

f5F VMware Blast i—*iﬁﬁ’ﬂw/ N BE, AT LRRRFD
(kaS) Ry T R IR EGALEE . . R
1P M VMware Blast 5 fil7m i .

T B T AR o R A EE 5
VI BE o AU T 3 F1 60 2], BRIAE N
FFFD T 60 K,

feE i H JPEG/PNG Zrili S A o mi B G i . =
R T RO SRS, T AR ar A
G,

TR i H] JPEG/PNG Zifii st i i e . H
TR SR R P .

TEEN] JPEG/PNG iy St s g r o Ik
JF B T A B, B, R AR E)
o

T2 TH AT 1 H264minQP &k 254, 22301k
HECEN ] H.264 it Eon e i RIS R
Hito NHZ{E KTl RemoteDisplay.qpminH264
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P
RemoteDisplay.qpminH264

UsbRedirPlugin.log.logLevel

UsbRedirServer.log.logLevel

VMWPkcs11Plugin.log.enable

VMWPkcs11Plugin.log.logLevel

VVC.RTAV.Enable
VVC.ScRedir.Enable

VVC.logLevel

cdrserver.cacheEnable

cdrserver.forcedByAdmin

cdrserver.logLevel

cdrserver.permissions
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=05
I IHETER: 0-51

error, warn,
info. debug.

trace 5 verbose

error, warn,
info. debug.

trace i verbose

true B{ false

error, warn,
info. debug.

trace 5 verbose
true ok false
true i} false

fatal error,
warn., info. debug
bl trace

true i}, false

true i}, false

error, warn,
info. debug.

trace BX verbose

R

10

info

info

false

info

true

true

info

true

false

info

RwW

i
P SE I A 4 H264maxQP b 25, Z2 50Tk
ARG 9 F H.264 St i o8 e AR G0

Ho NEIZE N
RemoteDisplay.qpmaxH264 1 111

2015 USB JE i H S

FEHIZ LI USB HE il 35w 1 H 5200

W EZ0e 0 True SSO ThEEJE kAL I H i s

P

=2

i 256151 True SSO ThgEik i H B0,

BEEZe I A S AR S 505N o
BBz A S A A e R T A o
il FZa0e i . VVC BRI S H 4050,

B ZE I DA Tk 25 B ) % Pt 5N B AT T
fito

B Zak I PA R 2 P e m DA Rl
cdrserver.shareFolders Il e 10 HAth SOk

i FH11Z 0 W34 . vmware—CDRserver. Log A1 H &
Hl,

{81 3% 5513 [T Horizon Agent % Horizon Client J1=2

RISCASe BB OB NI S AR . 540

m {1 Horizon Client 2Lk 24T read #l
write FUR, Mk 1
cdrserver.permissions=R, !l Horizon Agent
HA read 5AATE

m {15 Horizon Client 22130 F sk LA read A2
FR, % E I cdrserver.permissions=RW, Il
Horizon Agent {52k LELAT read 5 R4 .
Horizon Agent Joik 5 Horizon Client i (Y
read JEIt. Horizon Agent HAEFEIS S N AL
R

ML ATT

cdrserver.permissions=R

#cdrserver.permissions=R ({1, P RH
iRz BD
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BT

cdrserver.sharedFolders

collaboration.logLevel

collaboration.maxCollabors

collaboration.enableEmail

collaboration.serverUrl

collaboration.enableControlPassin
g

mksVNCServer.useUInputButton
Mapping

mksVNCServer.useXExtButtonMa

pping

mksvhan.clipboardSize

vdpservice.log.logLevel

viewusb.AllowAudioln

viewusb.AllowAudioOut

viewusb.AllowAutoDeviceSplitting

viewusb.AllowDevDescFailsafe

viewusb.AllowHIDBootable

viewusb.AllowKeyboardMouse
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B

file_pathl,R; fi
le-path2,;
file_path3,R; .

error. info Ik

debug

/N 10 [k

true ok false

[URL]

true 5f false

true Ik false

true If false

H

fatal error.
warn., info. debug

DJZ trace

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m]o}:
{true|false}

{m|o}:
{true|false}

BRIA
RIEX

info

true

AR

true

false

false

1024

info

KEX, ZEH
+ true
KN, A
T false
KT, %
+ false
KT, HFA
+ false

KN, A
T true

RENX, %
7+ false

Vil
FRE & P A] 5 Linux ST 1) — A SOk
AR .
B T Windows % i
C:\spreadsheets, ;D:\ebooks,R
m i TE Windows % )
iii: /tmp/spreadsheets;/tmp/ebooks, ; /home/
finance,R
eI B M ES TR I H S0 Witk H &
518 debug, MIZ0 54 collabui PA4AI collabor
HZRNFAA TR
FRE T EaE IS TR M EE i RS
VEEZE I PA VT o AE  F Al O 2 BE ) HL IR AR AR
Jr ARSI . WURES I Ze i, ICTE A H Rl
PREEMES, B T SR AR 7
T B O MR T IR S5 7 URL.

W EZ IR DA Se VR sk BRI M E 42 Linux S50, T
TEVEMESE, W ZL I E N false,
WEENZETPLAE Ubuntu B, RHEL 7 1 FHZATRlbR2
¥, CentOS fll RHEL 6 YA Fiilbr, ARTREdy
L

YEENZETIPLTE SLED 11 SP3 |- sk 28 1 /= F-fbr
BN

bzt e TR RS R B AR R R

Ne

i N Z0e 04 2 vdpservice [ H EH A,

206 0 Se Rl A% 1 4 S B N S TR . 7R
fil: o:false

BIZIE LA Fo VR e A8 o % A AT TEE ]

WHIZ BV o VPSR 1 F bR 0 5 15 USB 4o

Bl mitrue

W Z PAERI T Horizon Client g4k L 5k
VAR, B e vrok Bt e s T E R E . AT
RS AR B2 e s R TN 52K Fe Vi HLadE A T
HEA, AEZIESESTE Include TRk, a0
IncludeVidPid &k IncludePath,

T RZ T o v sl AR L 5 | eI BB A sl FolUbR 2 S B
b n] B A OO 5119 HID ##%) BT
il

T IZ I Fe HF A AR DA M SR B ke & (481
s BUbR BB ERE AR PEATIER
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viewusb.AllowSmartcard

viewusb.AllowVideo

viewusb.DisableRemoteConfig

viewusb.ExcludeAllDevices

viewusb.ExcludeFamily

viewusb.ExcludePath

viewusb.ExcludeVidPid

viewusb.IncludeFamily

viewusb.IncludePath

viewusb.IncludeVidPid
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B

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{true|false}

{m|o}: family_nam
e_I[;family_nam
e_2;...]

{m|o}:bus—-xI[/
yI].../ port-
zI[;bus-x2[/
y2].../port-
z2;...]

{m]o}:vid—xxxI_
pid-yyyI[;vid-

xxx2_pid-
»wy2;..]
{m|

o}: family_name_
I[; family_name_

2.

{m|o}:bus—-xI[/
yI]l.../ port-
zI[;bus-x2[/

y2l.../
portz2;...]

{m|o}:vid—xxxI_
pid-yyyi[;vid-
xxx2_pid-
yyy2;i...1

B
KIEN, T
7+ false

KX, %
+ true

KX, A
+ false

REX, %EH
T false

ARFENL

RIEX

RIEX

RIEX

RIEX

L]

BPIZBE LA Fo VR A8 AR R & AT TE T

(o 2 I 50 Pl 5 R RS e A T F T

W EIZEWASE | F ok SR VAP T USB £ i it ( ]
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H HNZaSeiAE FE 1A PP s S iy USB s 4
FEE K true, FTRASH I M5 ok fe vron e
B RAPHATEEN . S false, HIPAE
FHHAL SRR KA 1 W R e e e Bl ke £ R AN T
[, 215K Horizon Agent |-/ ExcludeAllDevices
TN true, JRRIZIZTIE 5] Horizon Client,
Horizon Agent 1A ¥i475 & Horizon Client 1A .

EHNZE BT E 1A FPHERR Bt 281 A
m:bluetooth;smart-card

W EHTT BBk, Horizon ¥i0 25 E 7 USB #
SRR N I IIBERE 281, DARE ARSIz 11
WIREH] T B 8his sy, Horizon 6 &N E 4
USB &A1k A

EBRINFIUT S A EE A R AL,
TR BRI X i

Pl A

FEHNZE TN T2 1) FRHERR 7 T HR 0 SR ke ol 142
S5 VAT 1)) S AN il S Ve M e i I MRS D {2
e N S PRI R

B

m:bus-1/2/3_port- 02;bus-1/1/1/4_port-ff

B Za A T g R FUA e (LR B A= 1D
SR VAV 11 Ra il A r=pucl | D IS SNl BY/K A
TR (*) O ID FR N,

Blan: o:vid-0781_pid— *¥***;vid—0561_pid-554c
B ZaE I A B S B A R8s R

#lan: o:storage; smart-card

i T Zase I T HE e e el 1 S A2 1 R ELE 1)
Bt o EIPA b s B AR 1S, 7
A AR B AT

#an: m:bus-1/2_port— 02;bus-1/7/1/4_port-0f

VEE Zak I A S HAT HE e (A B A= 5 1D (R e
Mo EABIAT 7S il 8 E 1D 5. RTRABEH]
TBECTT (%) B 1D H s g

{l41: o:vid—***_pid-0001;vid-0561_pid-554c
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BT

viewusb.SplitExcludeVidPid

viewusb.SplitVidPid

B

{m|o}:vid-
xxxI_pid-
yyyilivid-
xxx2_pid-
yyy2;...1

{m|o}: vid-
xxxx_pid-
yyyy([exintf:zz
[;exintf:wwl])
[;...]

BRIA
RIEX

RIEX

BEH

M HNZZE AR FIFT 1D AR5 bRk B &4
SEINEL T USB B iz ms Al
vid-xxxI_pid-yyyI[;vid-xxx2_pid-yyy2;...].
A7 IR R AE 1D S0 FIRAGE FHImRTT (%)
K ID H A

JRfA): m:vid-@FfOf_pid-55%*

WL S B A5 1D F8E S & USB 1%
AP g e8RS Ol
vid-xxxx_pid-yyyy(exintf:zz[;exintf:mww]) .
AIDAEH] exintf Syl e AR S WEE
PR HEERAA R oSk dis R e ID 5, A
kg (RETTEE) BEENS.. WM @R
TF (%) 15 1D PN T

ENUE

0:vid-0fof_pid-

*%%(exintf-01) ;vid-0781_pid-554c(exintf:01;e
xintf:02)

¥ Horizon A2 H B S ARWIHGHERRAO 41T A2
FRE—NFES% (41 Include VidPid Device) 3k
AU XA,

/etc/vmware/viewagent-custom.conf H i B kIR

Java Standalone Agent {i Hfii 5 X f}- /etc/vmware/viewagent—custom.conf,

K 6-2. /etc/vmware/viewagent—custom.conf H L H EIR

HEI
CDREnable

CollaborationEnable

EndpointVPNEnable

HelpDeskEnable

KeyboardLayoutSync
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(=1

true 22
false

true o{
false

true uk
false

true EE

false

true ER

false

true

true

false

true

true

A
2 A S AR 1% gl shAs E5E ] (CDR) it

eI I A Linux ST ARSI 2 b EDhRE .

V2% T LS 2 AEARYE User Environment Manager 7464
R RN Sl STyl | e o b A E R (e Bl ol | P e U SR b
HOPEE R 1P HEUEA R VPN IP Bk, anbiiZak i i
false, R umOEE < 1P Hibk, 500, F6H VPN
IP Hiik,

BPZEBIA S s SE RO SR TR IhRE

o 20 T A 758 25 ) R e X i 1 ) R 24 it
#5553 1T Linux [ Horizon Agent Siffilil2h
B AT A N, YRR . AEHIGAE T, AR e iR
*

A5 1T Windows 19 Horizon Client S35z 0aE, 3£ %)
AEQUE T o0 . ik, fEiE . Hil. whih. WPEAE. @k
R SCRTE PR S X 1
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Pt
LogCnt

NetbiosDomain

OfflineJoinDomain

RunOnceScript

RunOnceScriptTimeo
ut

SSLCiphers

SSLProtocols

SSODesktopType

SSOEnable
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& BRI

B -1

ESHIVOPN

HIEAW

NORTRF

s

pbis Bk pbis

samba
120

NORFFF laNULL:KECDH

H +AESGCM:ECDH
+AESGCM:RSA
+AESGCM:KECDH
+AES:ECDH+AES:RSA
+AES

SORTFRF TLSv1_1:TLSv1 2

i

UseGnomeClassic

UseGnomeFlashback

UseGnomeUbuntu

UseMATE

k

UseKdePlasma

true X true

false

B

T TZBE I A /tmp/vmware—root H{R AT H RSSO
.

B -1 - IR

m 0- 2R

B >0-REMH S

TERCE True SSO I, AT DA FHZase ik i 75 A AL 2Lk )
NetBIOS £k,

{2k T B e S IAT Lo o S TIBAT Lo
H )5 4 tufiE PowerBroker Identity Services Open (PBISO) £
Fy4eEAN Samba JALEIIN o Gt EIEIE A pbis Bk
samba, PKEZEBATIS NN o

il Zse R e B UL #T N Active Directory

W NI B SUA T RunOnceScript el FRE M IA AL 1
RENEFHBEEI TR o QISR ARBIE S T 014
TEARFIR S IR B, LA root BRI T Z A,

g, XT Winbind fi#gk755€, A0 Winbind K 3EfHE
LI Active Directory, 344 1Z eIk o o — A IAS 42
AL SIS NN @4 /usr/bin/net ads join -
U <ADUserName>%<ADUserPasswords., frFREINLE) T,
TEAG B ESCEEBEN . SRERSS FEh, KE T
AU e UM Active Directory.,

i FE 2eT5134 ¥ RunOnceScript SeTi RIS R, DARD b 2
o

B4, #E RunOnceScriptTimeout=120

EHIZ AR i 2. AU ] https://
www.openssl.org/docs/manmaster/man/ciphers.html H1igE X

ks

T ZE BB E 2o STRFIPISUE TLSV.0.,
TLSV1.1 FI TLSV1.2,

PR THEEAE A T SSO M B SIS, A EEA
SR

PEFRE S P S PR 2 17T, S A PR S i L 2
2SI, (F Ubuntu 16.04/18.04 5iffris itk ifn, /6
e A SSO Tk, MtHiEle . WHRAE RHEL/
CentOS 7.x HLIAIFHHEE LT, WIAHTER T SSO & #L
N, e T S A

A RHEL/CentOS 6 1 SLED 11 3K He i, 452440
X e s S ] T SSO M KDE 1 BRI S AT
HL(5E, 15205 (%' Horizon 7 for Linux 5 ) S04,

W EZE I DL A FH L L8 (Single Sign-On, SSO).
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ZET & LN PiHH
SSOUserFormat AT [username] i FZe W AR E T S B SR B s 2 g 2, BRAME R
H SR SRR, W T I, R AR

R F— AR, TN E P& AR AT I
FHL, WA TS — A BRI BT 3 B Al
SN

m  SSOUserFormat=[domain]\\[username]

m  SSOUserFormat=[domain]+[username]

m  SSOUserFormat=[username]@[domain]

Subnet KH [subnet] F s e A S L) F 4% 2] Horizon Agent for
CIDR IP Linux (1370 GARAEAE 2NN TS 1P ik, ]
Motk X B G B T RO A 1P HihEZE$% 5] Horizon Agent
HIfAE for Linux, #4435 CIDR IP Mkt A, Fildn,
Subnet=123.456.7.8/24
UEMEnable true ok false BEFEZEI L TIE AL T User Environment Manager £ 5
false W, AnASFZR I AR T, I Bl 2 User Environment
Manager FHESRIGE FRIAC PR, B Tix LE SN
UEMNetworkPath SARFRF A T 2 9 7E User Environment Manager #1 4 Hp
Hh PE R M iR 2. BRI LT //

10.111.22.333/view/LinuxAgent/UEMConfig.

£ VMwareBlastServer B2 7 =441kl SSLCiphers. SSLProtocols #/1
SSLCipherServerPreference. 1t )i5)) VMwareBlastServer i, Java Standalone Agent K ix e 1ifF
NZEUMEEE . JRH Blast Z40C (BSG) I, iXEEETi2 520 BSG A Linux SR [AIRER: . 4 BSG #
AP, X eI 2N & P A Linux 5201 [RIE R o

&/ & ek SR

ST UL RS RE NS Bl — LU0, IRl E IR Linux Sif |- USB FE ] . BIAREEE A FI%s /s
IR BRR TE I DDRERIT T o

S RESNK, T LA BIEAAE W L R R SN A S AR S o A, T ARG DA — SRS . 2 P
AV P Z SN B LRSI, 25 % om i sh s BT 17 DU RE o

BRI E K

TR REAN, 451 Horizon 7 PRBTAZIGM AT E YK

m AR ELE R AR R A TR PR O R SR 223 Horizon Agent 7.5 BB A DL i VMware User
Environment Manager 9.4 & 5 =il A,

» AT Horizon Client 4.8 il B i o AN 4% ) Sl i B RE SRS /EA T BEIRAE AR Linux S0

U T UEMEnable 1500, JfHAAMIE /etc/vmware/viewagent—custom.conf SCAF-H4
UEMNetworkPath 125001, 152 Bil/E Linux S Ao e SOy is e se i,
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24t User Environment Manager

L T] Horizon FYRECRIEAEHICHE Linux Al e s (M DIREIAT R, NI ETLHE Linux S _F 25
User Environment Manager 9.4 1§ 51 = fifcAs

AT A VMware R #; TTT F 2, User Environment Manager 2355827, #450] DAAEEM R4S EE User
Environment Manager 531 5L | 22%E User Environment Manager &5 EiHz il &5 4144

T RERE N, AT TR R vo B SERIAR ) A FE AU L 423 User Environment Manager, 1
RDS Sifih, AIAERRHEE AR Imeihny RDS AL I 422E User Environment Manager.

455 User Environment Manager £ 4 BRI BE R 2R, 12 235/ S VMware User
Environment Manager) 4%,

B.E User Environment Manager

AL E User Environment Manager, 7 GE(H T e Fe st [ ShAE Ol B RE S50

FRLE User Environment Manager, %/t {(VMware User Environment Manager #5545 RT ) ML L
DI THAE

Horizon ERERIKILE

T PAm ok 63 Horizon #RESI K1 User Environment Manager Hzef2 DIREIA T

% 6-3. Horizon ZHETEIG 4 # AR T 48 1] User Environment Manager ShicfE Linux S X Horizon £4fE
DRI PSR

% 6-3. Horizon ZREHKMIRE

wE Ll

USB JiiE ] i S A e RS B ] USB g ). it USB TE Al BhaE, Pl DUz e st i A B2 USB
Wk, WNAF . BEAFATURIF TR, iR il TP RESRmE e USB g ), #A40ifli ] User Environment
Manager 9.5 5l T &l

DA TAAE FeVFI OSSR E 1A g Tl o SR DAL M2 —

B WA A AR E
m RV, UHBWAR T . AT DALE 2 i R GO AR S I 2 (AR A IR P 2
n RAFNEFRERIBIRE, AR i A gl e s i & TR 2
n RFENEREHBE R ) AN e S & R G BRI 2
H I EN S TEN MRS AT R LR & A B T E N, PSSR AR E SRS R A T SN ST AR
iz —
m Z, Rt R AR A A S E
B RVFEE. E R AR S R s S, R W DU S N
m HIR, F PR ElR AC S A, I A, BB N
GRAECE A, WA S IR Bl RS A SO IS AT BN T8 S EAE /etc/vmware/viewagent—
custom. conf X1 )1] | CDREnable il ASCHZAER, HZ M Linux SRk
T,

.2, N User Environment Manager W[ cFEDhRERC ¥ 11 Horizon £ GE SRS 4 ¥ 278 S AT A S5 800 E
TGURNAH SRS A
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B R FRMEB] Horizon BHEREEE X

7t User Environment Manager H1ii X Horizon ZYRESRIS Y, AT LA Il S A= 8 ir i e i 45k 4l
an, SRR 25, DAESCY TP AL 2SN B B R S I, 4 A5 & P s I sl e 1A
TiRg.

EEE ST SRR B E AR Linux S ARG AR LN SRR N Horizon BRESNE & X
W FRTHSCREX eSS R TS, SRR A S5 00K false.

® 6-4. i Linux SERENHEZY

&t i

Operating System Architeacture A BAE RGN . EATHRE R Linux.

Endpoint IP address KA 0, |P M2 S 7EHEE VEIEIN o YOI A2 F RO IR 0, Z5RANN A7 B
RN 255,

B2, "D E 2 Endpoint IP address 25, WPA MonfilfR.

Operating system is Linux
AND Endpoint IP address is in range 11.22.33.44 - 11.22.33.54
OR Endpoint IP address is in range 11.22.33.66 - 11.22.33.77

A JAE User Environment Manager & ERYs il & s TIANGa R 2510 o4 5, 1525 ( VMware User
Environment Manager & 451 ) .
fE User Environment Manager Hflli# Horizon % 8E R

L H] User Environment Manager 2 H 5 575 User Environment Manager H1 6l Horizon F7RE
W, EE X Horizon ' AEHHSI, A AT DS N 2 56 SRl A AT wA 0 2 O 25 2F o
AR &Y

m ZEETFCE User Environment Manager., 1520445 User Environment Manager FI/id 1 User
Environment Manager,

m  FCRATININE] Horizon R ARG E XA AT 1S bR 245 INE] Horizon 4 RE S & X o
m [t /etc/vmware/viewagent-custom.conf SCfFH1)H H] UEMEnable 28151, ML UEMNetworkPath 1%
Tio WES BT Linux S _E AR SO B e i,

O TEEERMIZE T, CRAEET R AR SR W R AR SRR S, 15 B D F—o b, DA#LE User
Environment Manager 5¢ A BEICAEEE, SR PR A 28 FH e 42 21 57 sEmi ) S 1 o

KAl 1] User Environment Manager & PR 5 105085 B, 1525 (VMware User Environment
Manager & HEHERG ) SRS,
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1 4t User Environment Manager 5 P58l G i1, Se P PEREEERTIR, AR5 B A rh %) Horizon
FRRoREE

BUA 1 Horizon BRESM S (A1RA) £ HRE “Horizon ZHAEHME” A&,
2 fy#EHl; Horizon FHRESENS, JTULF- G Horizon FHRESEESE S, DLGIEHI AT RN .
25 o~ “Horizon ZAESRIE” XHEAE
3 EPREERIUR, TR SR RERIR R
a b “EHIRE” HOMERSCAHER, BNEIRESRISI AR,
Blan, AR RESE SR Pk as EE M ThAg, AT LK R ARSI £ CDR.
b 1t “Horizon FRESRIG " 57, WebFEia (R Re SRS T e A S I DU RE A
LIV Srin e Agpeun S R
4 RIS ARSI O RE Linux SEEFTRS L RO 44
a  WEEESRMREIUR, A, AN EEBERARE R
b RHEEE A Linux.

Operating System is Linux

c M, SRR IP Mkt
BRINGEOL R, K in AND ia 57

d fE “Urd IP k" AR, e A P IR, SRS B
LA N SRR IR

Operating System is Linux
AND Endpoint IP address is in range 11.22.33.44 - 11.22.33.54

5 BRI R AE R

User Environment Manager 2t J1] R H2 ol o 12 2 e A S [N 403 Horizon YRE SR

User Environment Manager ¥ JHEGE SIS &R 7 LR FACER 2N HE SIS . Horizon B AE SR 42 - b
Wy EosAE “Horizon #YAESENS” Ak . AR BRI A AEmPoE, s e AL PRI &Y sl e B e s st
Ko BT, WRAEAH % Sue BIFRERIAT 478 Sue TR USB THEN, FINGAA 5 — "1 %h
Pool [ REFIE S 720 Ubuntu1604 FISLIARBAS ] USB Hae [, JIAE Sue #4725 Ubuntu1604 STy
FOERE s, Fr2)a ] USB EE M haE,
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iEHATF Linux £HEHA Blast & RHI

AT DAY e R s A R g B, DASGE FH AR . (EMIZE B AS R ZE T, BRI i A B TR
j:_fglﬁH/j)_HF%}“/o
A} A —
VMware Blast Extreme {ipislist & 7R 51
VMwareBlastServer K HAHAE L I & SC4F /etc/vmware/config.
F 6-5. /etc/vmware/config HHY Blast g EiEIGRH)
ik
BT ZTR 2 =% LAN  LAN LZHI WAN  5iH WAN  WAN ik
T RemoteDisplay.maxB 1000000 1000000 1000000 5000 (5 2000 (2 1000 (1 Mbps)
andwidthKbps (1 Gbps) (1 Gbps) (1 Gbps) Mbps) Mbps)
oK FPS RemoteDisplay.maxF 60 30 30 20 15 5
PS
SRR RemoteDisplay.allow TRUE TRUE TRUE TRUE TRUE FALSE
Audio
BRI (JPEG/ RemoteDisplay.maxQ 90 90 90 70 60 50
PNG) ualityJPEG
ORI (JPEG/ RemoteDisplay.midQ 35 35 35 35 35 35
PNG) ualityJPEG
BoRiE (JPEG/ RemoteDisplay.minQ 25 25 25 20 20 20
PNG) ualityJPEG
TR (H.264) RemoteDisplay.gpma 28 36 36 36 36 42
xH264
BoRITTE (H.264) RemoteDisplay.gpmin 10 10 10 10 10 10
H264

EATF Linux £HEAYE P inlE 338 8 E miEm 6l

A M@dﬁ?@)ﬂf'%zﬂ $IE2E 1) (Client Drive Redirection, CDR) £, DARE At RGeSO AN 5))
5] M AR Linux S2 A3 TR0,
Al A /ete/vmware/config SIS H R CDR ¥ .
|\

Bl RBIIE S T di\ebooks A1 C:\spreadsheets ({3, f#ix
K.

PA

=

P %

XA S BRI, FHRAR 1|2 i

cdrserver.forcedByAdmin=true
cdrserver.sharedFolders=d:\ebooks, ;c:\spreadsheets,
cdrserver.permissions=R

TELL Lo,

IR S “,” BT ebooks Fll spreadsheets 2 J5, VABAPRIEAAfEAT12ET
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cdrserver.sharedFolders JEI S AT “R” B2z & A AT A SCefk . ZELL Rofilr, Bl
55 R ELE T /home/jsmith Rk 2 o, ebooks HI spreadsheets SCJth il A1k,

cdrserver.sharedFolders=d:\ebooks, ;c:\spreadsheets, ; /home/jsmith,R

#IL¥E vSphere #EHI AR ER Linux £H

JFEAER] Linux SN, 1252 HA T UL O RAE Linux KERIALT) vSphere 24l &5, 5T LK Linux [
PUEATICE,  DARRORAE e 21 HL 53 N vSphere ) & A AN B R AR ST

5B
& fEESXi FHLE, KLA MTESINA] Linux BT vmx SCEE

RemoteDisplay.maxConnections = "0"

FEE A P C SR RIS OL MERRI MUY . vSphere 424l 5 /5 A2 BT S

VMware, Inc. 101



fIEFEIR Linux 2EM

L Linux [EAWIDA R R i, e 8 dy Linux BERIBLAG S it o
i T Linux ) Horizon Sz435 DL I s it 25780

w7 vCenter FEIUALIN T BRI

CI = P Bt 3 e

CIN A 16 W ) TR

LD vCenter NI T B, AN REAUAL 1235 Horizon Agent. JAJF, (IS
Ay SR I 7t B ) SR AU LA N SR Tt . e R RN, 152559 Linux Sttt A

LV AR v PRI, AUAAE Linux ERIAUER 22 Horizon 7 Agent. X5, iRk S5+
SRR B EE ) S T B SRS I L

LOVEIIIN YE B A I, AAAHE R T PBIS Open A3 Linux HEHUAL |23 Horizon 7 Agent,
R MA . ART TR R 55 s i 6 1) 5 B RN v BT s S vt

ARZETHE T PAN E:

OS] T Linux (305 b

m  EFELE AT Linux (ST

w  QUAESE T Linux 1) E 5580 s i i
m  QUESE T Linux B RD SO T sh st

s R PowerCLI 4

fIEEAT Linux BFEEmEit
AT PLR Linux AL G Sh 5L it .

RIS

m  HIALE Linux & FHERTE RS0 T 223 Horizon Agent. 152571 Linux B2 |- 222 Horizon
Agent,

m A VMware vCenter Server 73 1% Horizon Connection Server.,
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S&
1 {f Horizon Administrator i1, ¥ shstifmit.
VPR R > REM > H.
2 REFERIE .
3 fE “M/ord” Ui b, s SR L e s PR, R T—28.
4 AF “EHURT UUE I, deB vCenter BRI, S HE T35
5 1f vCenter Server Ul[H1, ZEEATIN T vCenter Server, SRJ5HET—,
6 HiASmEH ID.
7 AF “SEmIE” b, RELL N gD,
Bt BT
RRAE RN VMware Blast
FeVF PR Y &
3D 235 i 1] vSphere Client 757 (i - 2D, vSGA 1 vDGA 5[l #1 NVIDIA GRID

VGPU CHJ- vGPU ifi)

W OBBRCEX R . S, ERTRRCRE R, B P R O B SRS L
8 £ “VRMNvCenter HEML” TIE b, 8¢ Linux BEUML. SEEsin, ARIEHET—8.

HE a2 R A S RG] 8 Windows 1 Linux AL,
9  BUEHOZRE, R TR

P Pl PSR PO EE UL, 7E Horizon Administrator 1, Jeiesiifiit, LeiAY > FRIRAL,
SRIGUS I ek 4l

I, Linux SELEE A2 47 7E Horizon 7 S5 HIPE S e 2 ]

EIBEATF Linux Rt

FE OV T s I izt b 0 Linux dFSUUN,  nl DU d  — e PR B T ol it . A i
B Linux & S HUHRE R G N2 T sh st imb b . aniithl=lm 025 Windows Fi1 Linux & S AERE RS, NPE
1Z A Windows th, I H G %22 Linux 530 .
EIRREXHF
RSy =) A
n EISEESREE
LR [T
T DAM Horizon 7 WASEREEAUAL, sl R b R s 4D L
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iR E Sy
xR 7-1.EZREE

FERE SN UL R R I
TP U AL 2 T T L
EeS ol

BTl

W TR )e 1 Bhit e

[ ]
<
=

vt M AR A s =

ST P HEh Rty - 2

/ﬁ\lﬁ N
BT M S H AR T e 2
GEIEy e RN m

Horizon Administrator ¥R{EZHF
TR

RS

/AR

m RIATHE

R s, ATABS NSRBI LR P 0BG . AnFedhd TR A, 4aZitfdi H Horizon

PowerCLI Cmdlet,
m  Update-UserOwnership

= Remove-UserOwnership

E SRR RO E . %R E AU G SR BN B E A o

wE 25

ERIAT RN VMware Blast

SRR

3D EM A m  {ii/f] vSphere Client ¥ (4T 2D, vSGA & vDGA)

= NVIDIA GRID vGPU

HRHELER, 1525 (Horizon 7 & HF8H ) KR,
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fIEERT Linux BB RIZEAt

FERTLAA Linux FEWLENE B shoe s e i, 1d B ahse s vt simibAS, @0 AfE Horizon 7 5%
H¥t Linux HEADALHE R s
AR &M

AL Linux & PHLETE R 4 I B2 Horizon Agent., 152 (F Linux HEAL 22255 Horizon
Agent,

n EPITHERNICRE BT, SR OIE TN TR SR . 1525 velE Linux SO AL
B o

QR Winbind 5 568 Linux JEUALIIN Active Directory, WAZI{EREFUAUBR H 5T %
Winbind fifgth /5 Z A E

QR Winbind RS, AITEREIUNL s gy 4o FiZar 2 B8 7E Shell JlAH, FF
1F /etc/vmware/viewagent—custom.conf H145 7T %] Horizon Agent 615l RunOnceScript HIBIANS L, A
FKHEZAFR, ESFIE Linux SR E SO Fh s B e,

s HHIAEE vCenter Server 73 1% Horizon AR 5575 .

1 AR S HLEE X,

152 (vSphere ERINUE TR ) SR “7E vSphere Web Client Hi2h Linux 6l 5 2 X
7 o GUEEEER, BRCRIEIERIRRE DL MK

®E =1

HIRELFIRER S Linux

ALK 1l P R o

5 $E5E Horizon 7 ¥R .
DA £% i TR 2% 15

7= DNS fREA RO,

T BAXKPHIRER S B EX CHRINE L5 B, 205 http://partnerweb.vmware.com/programs/
guestOS/guest-os-customization-matrix.pdf,

2 {F Horizon Administrator 1, ZEFEER > sEEM > FRIN.

3 utReABEmEM, JFrE Tk

4 s S sl T Re, RS T2,

5 f{t “vCenter Server” Tlifi I, JPE5e UL, LEHAIN T vCenter Server, JXEH T F—31.

6 fE “SEARI” ST, S ID, SRR RT3
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7 FE CSRIIRE” U, R E gL RRRE T35,

B BB

LN TN VMware Blast

SR PR &

3D EWA {# F vSphere Client &5¥! (4T 2D, vSGA 1 vDGA ) Fi1 NVIDIA GRID

VGPU Ch['J- vGPU LD

E DAECEX I A, A PTRETCEE R B S, AR TR B RS

8 fE “FASIRET DN L. WEESMALLN, AELEET—.

HBEI i
FalaE £ TFEANEHR
R —Fhar 2R B, 85 LinuxvM-{n},

SR AT DA T ST R V51
m TR AR
m S IE TR TSR

9 fE “frfEILI” DUALL, UERCAAEEIINNS, ARG T,

10 7& “vCenter &F” DI L, BJUFRL “MIE" , #%IU7 s vCenter Server ¥, AAJEHdi F—

7
PARREBk T vCenter Server 14 :
a PR

b HERLWICAIALE
c FAlEkES
d Bkt
e Hilsfrn
M AE “SPAFEERT DR b, EEAAN R, R T35,
12 78 “FPHLEES DUl L, BB Linux (0% PHLEES, REHRH T35,
13 76 “HPRSER” TUR F, R vrdnfs B, ARG hibm S s m w2l .
14 5T
15 0 PP Rt o SO, e B AR s it B > BRI, SRS AR I P
A
16 52 SLEMBHIATE Linux SRS R o
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S ERATF Linux BBIN EIE 23 Emith

AT DU SIS/ S, A Linux JERWLETEERI sebF shadifiit . SUEERIR soliF shad i, 4
ALK Linux ERIBLUTIVE Horizon 7 35 dh i B s 1t o

AR &M

n AR A vCenter Server H O AUNURIZCEE Linux B ER SR, A2 ER, 52 00E
REFURLH 222 Linuxo

m  [fRH] PBISO SHLUGUEMRDU T itAT AD SERRITIPER . B T2 58, 152K Linux 5 Active
Directory tE 1) “PowerBroker Identity Services Open (PBISO) S f54aiE" #5547

m 3K Horizon 7 Agent for Linux U203, A LE R, WS FEE Linux B2 2258 Horizon
Agent,

= [fiRff]T] VMware vSphere® Web Client 25 IHLIETT Linux SEUNUASEER TR . 152 5]
{vSphere ¥4 1M - VMware Host Client) F1i) “#F VMware Host Client fif #3555

m  IACE S vCenter Server Z %] Horizon R %%

1 G2 T Ubuntu 18.04/16.04 5% RHEL 7.1 8k 5 = ROAS Y Linux B2 (VM),
# {EEA Ubuntu 18.04/16.04 5k RHEL 7.1 55 S oK R4 SRRz alie

HREZER, WHSROIEEUNIHZ2%E Linux,
2 (HHIPL A4 7 Ubuntu 18.04/16.04 1150 545 Open VMware Tools (OVT):

# apt-get install open-vm-tools

FHRELEE, HESRmR R I R Linux 1AL,
3 % Linux 0 kBRI R A SRR A
T2 445 Horizon Agent [T T S 25 K

4 7F Linux FEHIALH 2% Horizon Agent for Linux.
# sudo ./install_viewagent.sh -A yes
HIUME R, 1ES B Linux UL F2%5: Horizon Agent,
5 ¥ Linux [EHJ415 Active Directory A5/,
w  BH] PBISO DHREUEMRIR T 5, EHITIA N APER:

a M https://www.beyondtrust.com/products/powerbroker-identity-services—-open/
N PBIS Open 8.5.6 B FfiiAS, JH2 BRI Linux FERIAL L.

# sudo ./pbis—open-8.5.6.2029.1inux.x86_64.deb.sh
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6

10

11
12
13

b i HF Linux 5 Active Directory 5241 “PowerBroker Identity Services Open (PBISO) 1y
PEUE” HhiufE E FF Linux J2HUKLS Active Directory AHEE A% .

R PBISO ¥ Linux FEAAILYS Active Directory A5, WAZIAE /etc/vmware/
viewagent-custom.conf Cf-Huf 0fflineJoinDomain el ® k) none, 73U, B STkET oh
SR O 2 R

G DHCP JIlR&s#8 A~ #5%5] DNS JIRS5#%, 15h Linux £4i45C—1> DNS 5555,

BIEEHTR B SR BN s S — TR R AR S5 1B Bl A o 7 17 BB S B R ST LR DT 5% 1 i
i, AU S RSSO . (B, DNS IRS5#%) #BFK =5, PBIS fR2— 201
DNS fI55#%, HA%% /etc/hosts HIJ FQDN BRES . Sk 1l o 78 1) s B R AL LS 0 o 465 125 i Ris )
220k DNS k5574, WIE Linux RZuHHRE—> DNS lkdsai. #1411, 1t Ubuntu 16.04 R%4iH1,
HENAE /etc/resolvconf/resolv.conf.d/head A7 INPL FIT3-3E T DNS RS 7%,

nameserver 10.10.10.10
search mydomain.org

() G A3 3= Linux VDI BIRFSa AR /etc/Fstab SCAEHRER N NFS 3, 5 HPL
THEZ—,
m L /etc/fstab FshN “soft” Fric, f5l4n:

10.111.222.333:/share /home/nfsmount nfs
rsize=8192,wsize=8192,timeo=14,soft,intr,tcp

n QEREARETE Jete/fstab WE ] “soft” Aric, SJCIHEAE T Linux RIS P E /ete/
fstab, PGS A UHALIEL T /etc/fFstab XA, SRJ57E Horizon Administrator [ R 5l
SEM AT B PWIEE X G Tz AR,

Fe] Linux JEAL, SRS ] VMware vSphere® Web Client 6l @ ¢ 1 FRLIEY Linux ST
PRIk G i

1524 ( vSphere 14 M HE - VMware Host Client) M) “7F VMware Host Client Hipigibie "
B, VAT A B

1F Horizon Administrator H1, #EFH % > S > IR0,

SE SCRAT.o

a fE L fatkrh, R EERREM, RS nE T8,

b fE “JHPE” Gksrh, WEERR). BT,

c 1 vCenter Server Ft& e BRI TakE

15 “RbFRAT Bk P A RIT I ID, R T2

1 SRR AT w2 E TR HTML Access., Hiddi F—2 .,
1E “ERRE” GRS LT Rl ks, ARe kT

R EFAERHIE R E B R
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(SRR SOARER TR E MBI, Horizon 7 3 E AT A SA AL AR OSSR —
Y=o PlIUl, 52 LinuxVM-{n}.

n (T EAURRREE SCAME R, frE b b SRR

(R (BHTTRIR) THENEE SCRES,  Fia v T SRR UL

n  EFTURBEEFETENL DLk Horizon 7 & & 7e RN IR RBE T8 R I LEL
14 15 “fetEiie” aarsr, el BRI R A VMware Virtual SAN, K5 55 F—3.

15 7F “vCenter &'B” ##H, 4R vCenter Server % NI M HE, AR A B e RN IO,
N EL Rl e 2

16 7 “BFWIEEX” G, Rt . AD Bt MIE e BRI UG sl TH TSN B 2 X
A, BT3P,
BRI (Eff ] ClonePrep Sk [Fl2E G BIAS ,  BfR X SEIAN T /var/userScript CFskr,
5 root HIF T4, RSO %5 N 700,

17 78 “BPEoe” ws kR R Be AR, R EE1HEgNE S

18 b5,

7E Horizon Administrator H1, A DATER: AR N2 3G X Se g 1R AL, itk s > £
it
A, WFRAZMAELE, AT =g s L vCenter Server IR REES . AR i TR R

TGP vCenter Server I F i AZ1G,  WAZUE HZS N2, SR 1 24 ARAG B0 T— R Sk 5
B
RESR

2T PP AOAR . 15204 (7 Horizon 7 MR i FEALSIRT ) HRR P st ithads szl

X PowerCLI b2

T AE BRI S5 721 Windows LT P T & P FEAT- 2511 Horizon PowerCLI cmdlet t5 7] DU T Linux 5
[iETfS

tIEFHEEt

Add-ManualPool -DefaultProtocol Blast —AllowProtocolOverride $false —-threedRender usevc|vgpu -
Pool_id <pool id> [more parameters]

AT Linux 520, AEEHE DL N 2R A
m  DefaultProtocol Blast
m  AllowProtocolOverride $false

m  threedRender usevc|vgpu, X1 vGPU 5i[f, 1fffiH] —threedRender vgpu, X 2D/VSGA/NDGA 5L
M, ] -threedRender usevc.
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il
n  HEERAL (VM) LinuxVM-01,  GIEE—4~#428 LinuxDesktop 177 5] Linux 531,

Add-ManualPool -DefaultProtocol Blast -AllowProtocolOverride $false -threedRender usevc —Pool_id

LinuxDesktop -Id (Get-DesktopVM —Name LinuxVM-01).id -Persistence NonPersistent -Vc_name
myvc.myorg.org

N ERAIEAEL LinuxVM- TEKIORTA RERIAL,  Q1E—4~% 4 LinuxDesktop 1% 1] Linux vGPU 5

[IETpRS

Get-DesktopVM | Where-Object {$_.Name.StartsWith("LinuxVM-")} | Add-ManualPool -DefaultProtocol

Blast -AllowProtocolOverride $false —Persistence Persistent -threedRender vgpu -Pool_id
LinuxDesktop

m  GH S RHEL 6 x64 [EUWL, GJEF5) Linux 5B LinuxDesktop,

Get-DesktopVM | Where-Object {$_.GuestID -eq "rhel6_64Guest"} | Select-Object -Index 0 | Add-

ManualPool -DefaultProtocol Blast -AllowProtocolOverride $false —Persistence NonPersistent -
threedRender usevc -Pool_id LinuxDesktop

tlEEExIEa K Eit

Add-AutomaticPool -DefaultProtocol Blast -AllowProtocolOverride $false —threedRender usevc|vgpu °
—Pool_id <pool id> -Vc_id <vCenter id> °
—NamePrefix <VM Name Prefix>" °
—templatePath <Virtual Machine Template Path> °
-VmFolderPath <Virtual Machine Folder Path> °
—ResourcePoolPath <Resource Pool Path> °
—dataStorePaths <Datastore Path> °
—customizationSpecName <Customization Specification Name> °
[more parameters]

KT Linux S, AZEEHELL N S DiUAE .
m  DefaultProtocol Blast

m  AllowProtocolOverride $false

m  threedRender usevc|vgpu X VGPU 5[, 15ffiJT] ~threedRender vgpu, X 2D/VSGA 5[, 151l

JT] —threedRender usevcs
il

Add-AutomaticPool -DefaultProtocol Blast —-AllowProtocolOverride $false —threedrender usevc’
—pool_id FullClone-Linux °

-Vc_id (Get-ViewVC -serverName myvc.myorg.org).vc_id

—NamePrefix "FullClone-{n:fixed=3}" "

—Persistence NonPersistent - deletePolicy DeleteOnUse °

-VmFolderPath "/LinuxVDI/vm/FullClone" °

—ResourcePoolPath "/LinuxVDI/host/LinuxVDICluster/Resources" °
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—templatePath "/LinuxVDI/vm/LinuxTemplate" °
—dataStorePaths "/LinuxVDI/host/LinuxVDICluster/datastore" °
—customizationSpecName "linux-spec" °

—maximumCount 100

RN B IR R it 182
»  ZAUE mydomain.org (13 1 F14H1)511) LinuxDesktop.,

Add-PoolEntitlement —-Pool_id LinuxDesktop -Sid (Get-User —-Name "domain user" -Domain
"mydomain.org").sid

» M LinuxDesktop H1#%%: mydomain.org 355133 ] P 4H 1104524

Remove-PoolEntitlement —-Pool_id LinuxDesktop -Sid (Get-User —-Name "domain user" -Domain
"mydomain.org").sid

BRAPSESTRAKEBPRELN, HMPEEREAF
w4 myuser PR T ALY LinuxVM-01 [

Update-UserOwnership -Machine_id (Get-DesktopVM —-Name "LinuxVM-01").machine_id -Sid (Get-User -
Name "myuser" | Where-Object {$_.cn -eq "myuser"}).sid

w K myuser PN TSI LinuxVM-01 FEAUALHZER
Remove-UserOwnership —-Machine_id (Get-DesktopVM —Name "LinuxVM-01").machine_id
sy Al

R mERE

» M myuser [F)5 2 TE RS,
Get-RemoteSession -Username "mydomain.org\myuser" | Send-SessionLogoff

XA PowerCLI ecmdlet [UFE 215 5., 15254 (Horizon 7 fEH5r ) Wiy “fdi 1] Horizon PowerCLI
B,
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AFhERitItEEE Horizon 7

i Ff] Horizon Administrator, #30] DL A Zh013 Windows (fiif~& Linux) SLfiisEidiih. Hig, APt
KT BB Linux S LA A

SRR R BIIANL B 2 o W T ARG T BUIAI ATREH BRI, VMware A1 D1
ARFEVHE T PA T

m  Linux St AL

m  Linux SRR TR

m il Linux SR LG RN SR

m JHTEEE Linux SRR PowerCLI AR N\ SCHE

m TR Linux BRI R BIIIAS

TR R AN AD 8 s BIIRIAS

m ] SSH ¥R AU Active Directory 31 /v Al A

w TR E S A Linux SERIALIR S BIEA

m ] SSH AL E SO A Linux HERIALIN S BIIAIAS

» A Linux SATSIALE T2 Horizon Agent [171<15] PowerCLI JiHIZx
m  ffiJf] SSH 7t Linux Fz4LIHL [ 712 Horizon Agent (1) il

m  TAE Linux SEAUAL ST HAER R BIEA

Linux RE#HENPEHE

i Linux Tl mfd Beid M LA BB Aot ises 2 s, AT AEE T PowerCLI EIACK H 2)

FEMFLO LR,

R, AT LA EAE T PowerCLI B SSH 7 Linux tHHEAL F3ATare . NRITER 7RIS 1
DA
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PowerCLI SSH
TCAFLBHNT H m T Ubuntu, EFEE# 754 sudo apt-get install openssh-server %

2 SSH R4S 7%, X RHEL F1 CentOS, openssh-server J-BkINZea(h), H 4
TR KRR ST SSH.

m GENE SSH & Pk T pscp.exe Fll plink.exe, JEEEATHN
PowerCLI A T[] —> Sk,

RSO A S A TR R SO A S A TR R R
it SpE It ESXi FALIE B 51 NEREEAL ESXi THURETER BT

115471 T22%¢ Horizon Agent [MJHAINTE:  7EIS1T 11T %% Horizon Agent /1A FT DAL B G s i H KRR IR 747, Al
AEFRAE IR U IR AT, SR T T AT T IS BEASIN AT LA T AD H i R R A

TN BHIAI JCEEAL R AD I Frass i it

BRFRT o

# 3T PowerCLI [HJHAFIEL T SSH (1A A PLALEE vCenter Server £ DA Linux G5 FH D155 h
Mk 715 . 35T PowerCLI [FIAIE Al DLALFE ESXi AU HE RS b s ok 715 . A FRra TS T,
YA L ST o
4% vSphere PowerCLI [T £(% E., 1550 https://www.vmware.com/support/developer/PowerCLI,
Linux SRt s o Bl M UL R DB
1 QIR WU EAE UL 2255 Horizon Agent.

HE R valE Linux S AT G R .
2 QIEE AL E X,

1152 (vSphere [EINUE TR ) SR “7E vSphere Web Client Hi2h Linux 6l H 2 X
7 o GIEEEER, BRCRIEIERIRRE DL Mk

wE LT

AR RILRER S Linux

BE IR R

I F51E Horizon 7 ¥A55111
PAZX B T HIbRAE RIS

7= DNS PR AL

T BAXEPHIRER S HEX XHRNE LS, 520 http://partnerweb.vmware.com/programs/
guestOS/guest-os-customization-matrix.pdf,

3w
S BT VOl Linux BRI A~ BIEIAS .

4 GARERE RS2 Winbind filth )y 58, iR BRI Active Directory (AD) Ji, #R] LAt DA
FoRBIHA IS TN S, s F i 1] /etc/vmware/viewagent—custom. conf Hf#] RunOnceScript
BT RN L AC D o
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T2 B TR e B RE AU AD i~ BIEAREl B ] SSH R sa RN Active Directory
b RPAN O] A PN

5  HHEMWLA AR

B TR B B3R Linux BEUNUR R BIIASEAE ] SSH R ESCAE R4 Linux ALY
B

6 BIEERImM.
T2 R AESE T Linux F2h5L i,

BHIXRPATITH IR, 2<H . T A sheMBREE WL ER R BIEIA, 1525 T-7E Linux BRI ST
BEVER R BIIAS . Z AT LA vCenter Server HlllES R LA

Linux £mEtEFH FKH#E %R
HER % Linux F2hsa i B9 R LB, 4T A ] PowerCLI JIASSK [ 15 EL R S8,

HEARRZERE

PR RN R TR 2 SR 2 B, A F R IR AS, 8 Horizon Agent |-

HEA BRI THHa 42 .

 WROREARSZ A REUNL, AT DA R 1R R 1

n  WURMARSZ RN REZ A WL, AR A 1 S o G g s it . ARE2E S,
THZRAE Linux B2 ETH% Horizon Agent,

HEARZEEE

TR TR IR, B P Ak —.

IE: BB
ARBRAIR, 22857900t m PSRRI A BN s 2, BRAEFH P A AED Sy T3k 52 IR 5%
Horizon Agent J-l i, BT NFS IR 1.
m EPHRERNUG, View Administrator FHATRES B D EERIN IR A #EAZTEHT I 2 AR BRIR
SKRBEE.

w QURGEE RO, T AR AL A AR A

RT3 I PR S 2R
Horizon Agent FAUSISLAINL  w  usggss liitsbe, B 0ERAMBIIbL 15T ISR,
R TTArs

ATEE Linux SEHE IR EMER

FESRA TR BEZ T AR OE me BRI RE T IO AU RSN o

AR R4

m BIAEIERE T E SR Linux SEIAATSCESR . 155 3 Horizon 7 for Linux [ R0 E0K
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n R IAE vCenter Server H O AN RN 2% PN E R AP . 1555 (£ Horizon 7 ik
BRI ) ORI “RIERIE R AL .

R T RN BoR e T B AE (VRAM) {17525 Horizon 7 for Linux [ £ 400K
PR AD SRR, ES IS 3 51 Linux S Active Directory Gifilio

m  PORAE Linux |20%¢ Horizon Agent fE2DEE. 152350 5 71 4258 Horizon Agent.
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DU R R TR ST B ST N A

VMName, Parentvm, CustomSpec,Datastore,Host, FromSnapshot,DeletelfPresent

1inux-001,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-002,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-003,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-004,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-005,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE

FERBIEATR, eI NS PRN CloneVMs . csv,  FHHLZ SRS IIAA T[] — ke
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vCenter Server [1] IP Hiiik

vCenter Server (K53 G155 55 4

vCenter Server [ G150

ORI, n] DU v R e R v
ST AT vSphere FEA LI HI &

HMERNE

<#
Create Clones from a Master VM

The Tool supports creation of Full clone and linked clone from Master VM.

The parent VM is required for the linked-clone to work and the parent VMs file cannot be renamed or
moved.

#>

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString

$input =
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[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))

}

else

{
$input = Read-Host

[Console]: :ResetColor()
return $input

function IsVMExists Q)

{
Param($VMExists)
Write-Host "Checking if the VM $VMExists already Exists"
[bool]$Exists = $false

#Get all VMS and check if the VMs is already present in VC
$1listvm = Get-vm
foreach ($1lvm in $1listvm)
{
if($§VMExists -eq $1lvm.Name )
{

$Exists = $true

}
return $Exists

}

function Disable_VM_Console()

{
Param($VMToDisableConsole)
$vmConfigSpec = New-Object VMware.Vim.VirtualMachineConfigSpec
$extra = New-Object VMware.Vim.optionvalue
$extra.Key="RemoteDisplay.maxConnections"
$extra.Value="0"
$vmConfigSpec.extraconfig += $extra
$vm = Get-VM $VMToDisableConsole | Get-View
$vm.ReconfigVM($vmConfigSpec)

function Delete_VM()

{
Param($VMToDelete)
Write-Host "Deleting VM $VMToDelete"
Get-VM $VMToDelete | where { $_.PowerState -eq "PoweredOn" } | Stop-VM - confirm:$false
Get-VM $VMToDelete | Remove-VM -DeleteFromDisk - confirm:$false
}
# Main Script

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput -prompt "Your vCenter admin user password" -IsPassword $true
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$cloneType = GetInput —prompt 'Clone Type ("linked" or "full")' -IsPassword $false

$disableVMConsole = GetInput -prompt 'Disable vSphere VM Console ("yes" or "no", recommend "yes")' -
IsPassword $false

$csvFile = '.\CloneVMs.csv'

# Check that user passed only linked or full clone

if (($CloneType.length >0) -and ($CloneType -ne "linked" -or $CloneType -ne "full"))

{
write-host -ForeGroundColor Red "Clone type supports only 'linked' or 'full' (case sensitive)"
exit

}

if (($disableVMConsole.length >0) -and ($disableVMConsole -ne "yes" -or $disableVMConsole -ne "no"))

{

write-host -ForeGroundColor Red "Disable vSphere VM Console supports only 'yes' or 'no' (case
sensitive)"

exit
}

#check if file exists

if (! (Test-Path $csvFile))

{
write-host -ForeGroundColor Red "CSV File $CSVFile not found"
exit

# Connect to the VC (Parameterize VC)

#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress —user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile
#$csvData = Import-CSV $csvFile -
header ("VMName", "Parentvm", "CustomSpec","Datastore","Host","FromSnapshot","DeletelfPresent™)
foreach ($1line in $csvData)
{
" "
$VMName = $1line.VMName
write-host -ForeGroundColor Yellow "VM: $VMName ™ n"

$destVMName=$1ine.VMName

$srcvM = $line.Parentvm

$cSpec = $1line.CustomSpec
$targetDSName = $line.Datastore
$destHost = $line.Host
$srcSnapshot = $1line.FromSnapshot
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$deleteExisting = $line.DeleteIlfPresent
if (IsVMExists ($destVMName))

{
Write-Host "VM $destVMName Already Exists in VC $vcAddress"
if($deleteExisting -eq "TRUE™)
{
Delete_VM ($destVMName)
}
else
{
Write-Host "Skip clone for $destVMName"
continue
}
}

$vm = get-vm $srcvm -ErrorAction Stop | get-view -ErrorAction Stop

$cloneSpec = new-object VMware.VIM.VirtualMachineCloneSpec

$cloneSpec.Location = new-object VMware.VIM.VirtualMachineRelocateSpec

if ($CloneType -eq "linked")

{

$cloneSpec.Location.DiskMoveType =

[VMware.VIM.VirtualMachineRelocateDiskMoveOptions]: :createNewChildDiskBacking

}

Write-Host "Using Datastore $targetDSName"

$newDS = Get-Datastore $targetDSName | Get-View

$CloneSpec.Location.Datastore = $newDS.summary.Datastore

Set-VM -vm $srcVM -snapshot (Get-Snapshot -vm $srcVM —Name $srcSnapshot) -confirm:$false

$cloneSpec.Snapshot = $vm.Snapshot.CurrentSnapshot

$cloneSpec.Location.Host = (get-vmhost —-Name $destHost).Extensiondata.MoRef

$CloneSpec.Location.Pool = (Get-ResourcePool -Name Resources -Location (Get-VMHost —-Name
$destHost)) .Extensiondata.MoRef

# Start the Clone task using the above parameters

$task = $vm.CloneVM_Task($vm.parent, $destVMName, $cloneSpec)

# Get the task object

$task = Get-Task | where { $_.id -eq $task }

#Wait for the taks to Complete

Wait-Task -Task $task

$newvm = Get-vm $destVMName
$customSpec = Get-0SCustomizationSpec $cSpec
Set-vm -0SCustomizationSpec $cSpec -vm $newvm —confirm:$false
if ($disableVMConsole -eq "yes")
{
Disable_VM_Console($destVMName)
}
# Start the WM
Start-VM $newvm
}
Disconnect-VIServer $vcAddress -Confirm:$false
exit

VMware, Inc.



#'¥ Horizon 7 for Linux 53[A]

HE#RIT
IR PRI SR

PowerCLI C:\scripts> .\CloneVMs.psl
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

Fededdedehd

Your vCenter admin user password:
Clone Type<"linked" or "Full"> : linked
Disable vSphere VM Console ("yes" or "no", recommend "yes") : yes
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<#
.SYNOPSIS
run command "sudo /usr/bin/net ads join"

.DESCRIPTION
The tool is to run the command "sudo /usr/bin/net ads join" to join Linux to AD

.NOTES
#>
# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{
$input = Read-Host —AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else
{

$input = Read-Host

[Console]::ResetColor()
return $input
}
# Handle input

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —-prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput —prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$adUser = GetInput —prompt 'Type the AD user name to join the AD' -IsPassword $false

‘nPlease type the AD user password."
"Plase note that special character in password may not work with the script”
$adUserPassword = GetInput —prompt 'Your AD user password' -IsPassword $true

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

VMware, Inc.

122



¥ Horizon 7 for Linux Sl

# Main Script

#Connect to vCenter
#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress -user $vcAdmin —-password $vcPassword

if([string]::IsNullOrEmpty ($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($line in $csvData)
{

n

$VMName = $1line.VMName
write-host —-ForeGroundColor Yellow "VM: $VMName n"

$cmd = "sudo /usr/bin/net ads join -U $adUser%$adUserPassword"
Write-Host "Run cmd 'sudo /usr/bin/net ads join' in VM '$VMName' with

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser

$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash

}

Disconnect-VIServer $vcAddress —Confirm:$false
exit

M 1T
TGRS TR RO

PowerCLI C:\scripts> .\ClonedVMs_JoinDomain.psl

Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator
Your vCenter admin user password: *¥*¥*¥%¥*%*

Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: *¥*¥*¥¥*%*

Your VM guest OS user name: ViewUser
Your VM guest OS user password: #*¥¥i#iix

VMware, Inc.
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Type the AD user name to join the AD: viewadmin

Please type the AD user password.

Please note that special character in password may not work with the script.
Your AD user password: ¥¥¥¥FEk

{5/ SSH B = EIHLIMAN Active Directory I5/)7R G2
FEATLL B SOF L R R BIIASKR se LML (VM) I Active Directory (AD) fif., IR 25 (i ]
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Mo AR SIS T— e AMERE N REUAIL IS 4R 1] OpenLDAP fifttk s 58,  WRTCHHad T
ZINS
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WA B — NSO, T T-AE Linux SIS 01 PowerCLI AR SCYHR A 7 /88 i
JHASE 22 VAR L7 BRI LN M B

= vCenter Server [{J IP il
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<#
.SYNOPSIS
run command "sudo /usr/bin/net ads join" via SSH

.DESCRIPTION
The tool is to run the command "sudo /usr/bin/net ads join" to join Linux machine to AD via SSH

.NOTES
#>

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + "
Write-Host $prompt —NoNewlLine
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[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{
$input = Read-Host -AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else
{

$input = Read-Host

[Console]::ResetColor()
return $input

function Check_SSH_Client

{
Param($IsPlink, $IsPSCP)
if ($IsPlink)

{
if (Test-Path ".\plink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from
its official web site'
exit

}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'
exit

function RunCmdViaSSH

{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
VMware, Inc.
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if($returnOutput)
{

$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + + $cmd +
$output = Invoke-Expression $command
return $output

}

else

{

echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP "$cmd"

function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)

$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]

$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file: $command"

Invoke-Expression $command

# Handle input

Check_SSH_Client -IsPlink $true -IsPSCP $false

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$adUser = GetInput —prompt 'Type the AD user name to join the AD' -IsPassword $false

‘nPlease type the AD user password."

[Console]: :ForegroundColor = "Yellow"

"Plase note that special character should be escaped. For example, $ should be \$"
[Console]: :ResetColor()

$adUserPassword = GetInput —prompt 'Your AD user password' -IsPassword $true

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

# Main Script

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty ($VC_Conn_State))
{
Write-Host 'Exit since failed to login vCenter'
exit
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}

else

{

Write-Host 'vCenter is connected'

#Read input CSV file

$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)

{
$VMName = $1line.VMName
write-host -ForeGroundColor Yellow "VM: $VMName n"
$cmd = "sudo /usr/bin/net ads join -U $adUser%$adUserPassword"
Write-Host "Run cmd 'sudo /usr/bin/net ads join' in VM '$VMName' with user '$guestUser'"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd
}

Disconnect-VIServer $vcAddress —Confirm:$false

A AT

R TSN R

PowerCLI C:\scripts> .\ClonedVMs_JoinDomain_SSH.ps1l

Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

Fdk

F¥k

Your vCenter admin user password:

Your VM guest OS user name: ViewUser
Your VM guest OS user password: #¥¥i#iix

Type the AD user name to join the AD: viewadmin

Please type the AD user password.

Please note that special character should be escaped. For example, $ should be \$
Your AD user password: ¥¥¥¥FFk

ATFHEEEXHLHEE Linux EHIPLEREIHZE

PR DL B X L R ORI A S 5 B S config 1 viewagent—custom. conf 3% £ Linux
FEAUHL (VM)

FAT FIFOREIE A 523 DU AR N 2, i I S8 HTML WA, 8 RT LA T https://
www.vmware.com/support/pubs/view_pubs.html ] Horizon 7 SCAY4 T i 4% 2% i A .
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<#

Upload the configuration files config and viewagent-custom.conf to Linux VMs
#>

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host —AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else
{
$input = Read-Host

[Console]::ResetColor()
return $input

# Handle Input

write-host -ForeGroundColor Blue 'Please ensure your config file and viewagent-custom.conf file are
in current working directory'

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false

$vcPassword = GetInput —-prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput —prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
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$hostPassword = GetInput —-prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$csvFile = '.\CloneVMs.csv'

$setConfig = $false

$setCustomConf = $false

$config_File = "config"

$customConf_File = "viewagent-custom.conf"

#check if config file exists
if(Test-Path $config_File)

{
$setConfig = $true
write-host -ForeGroundColor Yellow '"config" file found'
}
else
{
write-host -ForeGroundColor Yellow '"config" file not found, skip it'
}

if(Test-Path $customConf_File)

{
$setCustomConf = $true
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file found'
}
else
{
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file not found, skip it'
}

if (($setConfig -eq $false)-AND ($setCustomConf -eq $false))

{
write-host -ForeGroundColor Red 'Both file not found, exit'
exit

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile
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$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)
{

n

$VMName = $1line.VMName
write-host —-ForeGroundColor Yellow "VM: $VMName n"

#Try to delete the configuration file from home folder on destination WM

$cmd = "rm -rf config viewagent-custom.conf"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

if ($setConfig)

{

Write-Host "Upload File '$config_File' to '$destFolder' of VM '$VMName' with user '$guestUser'"

Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -
Source $config_File

$cmd = "sudo mv ./$config_File /etc/vmware/";

Write-Host "Move configuraton file: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

}

if ($setCustomConf)

{
Write-Host "Upload File '$customConf_File' to '$destFolder' of VM '$VMName' with user

'$guestUser'"
Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -

Source $customConf_File

$cmd = "sudo mv ./$customConf_File /etc/vmware/";

Write-Host "Move configuraton file: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

}
}

Disconnect-VIServer $vcAddress —Confirm:$false

exit
MR 1T
TR THIARS RO

PowerCLI C:\scripts> .\UpdateOptionFile.psl

Please ensure your config file and view-agent.conf file are in current working directory.
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator
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Your vCenter admin user password:

Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: *¥*¥*¥*¥*%*

Your VM guest OS user name: ViewUser
Your VM guest OS user password: *¥¥#iik
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PR DA SO FHPA N s BIHIACSK KB 25 config Ml viewagent—custom. conf | £ 4> Linux
FEAUAIL (VM) IEIAC 2l ] SSH 7 Linux SN Fisf T2

BT FIROREIE A 523 DU A N 25, i I S8 HTML WA, S8 RT LA T https://
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kX TP N
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= vCenter Server [ E DTS 4R
m vCenter Server [1 H G125 65
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<#

Upload the configuration files config and viewagent-custom.conf to Linux VMs using SSH
#>

# Functions
function GetInput

{

Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{
$input = Read-Host —AsSecureString
$input =
[Runtime.InteropServices.Marshal]: :PtrToStringAuto([Runtime.InteropServices.Marshal]::SecureStringToBS
TR($input))
3
else
{

$input = Read-Host
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[Console]::ResetColor()
return $input

}

function Check_SSH_Client

{
Param($IsPlink, $IsPSCP)
if ($IsPlink)

{
if (Test-Path ".\plink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from
its official web site'
exit

}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else
{
write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'
exit

function RunCmdViaSSH

{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)
{
$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + '"' + $cmd +'"'
$output = Invoke-Expression $command
return $output
}
else
{
echo yes | .\plink.exe -ssh -1 $user -pw $password $IP "$cmd"
}
}
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function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file: $command"
Invoke-Expression $command
}
# Handle Input

Check_SSH_Client -IsPlink $true -IsPSCP $true

write-host -ForeGroundColor Blue 'Please ensure your config file and viewagent-custom.conf file are
in current working directory’

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false

$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$csvFile = '.\CloneVMs.csv'

$setConfig = $false

$setCustomConf = $false

$config_File = "config"

$customConf_File = "viewagent-custom.conf"

#check if config file exists
if(Test-Path $config_File)

{
$setConfig = $true
write-host -ForeGroundColor Yellow '"config" file found'
}
else
{
write-host -ForeGroundColor Yellow '"config" file not found, skip it'
}

if(Test-Path $customConf_File)

{
$setCustomConf = $true
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file found'
}
else
{
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file not found, skip it'
}

if (($setConfig -eq $false)-AND ($setCustomConf -eq $false))
{
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write-host -ForeGroundColor Red 'Both file not found, exit'

exit

#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress -user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty ($VC_Conn_State))

{

}

Write-Host 'Exit since failed to login vCenter

exit

else

{

Write-Host 'vCenter is connected'

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one

foreach ($line in $csvData)

{

n

$VMName = $1line.VMName
write-host —-ForeGroundColor Yellow "VM: $VMName n"

#Try to delete the configuration file from home folder on destination WM

$cmd = "rm -rf config viewagent-custom.conf"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

if ($setConfig)

{
Write-Host "Upload File '$config_File' to '$destFolder' of VM '$VMName' with user '$guestUser'"
UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath

$config_File -DestPath $destFolder

'$guestUser

$cmd = "sudo mv ./$config_File /etc/vmware/";

Write-Host "Move configuraton file: $cmd"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd
}

if ($setCustomConf)

{
Write-Host "Upload File '$customConf_File' to '$destFolder' of VM '$VMName' with user

UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath

$customConf_File -DestPath $destFolder

$cmd = "sudo mv ./$customConf_File /etc/vmware/";
Write-Host "Move configuraton file: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd
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}
}
Disconnect-VIServer $vcAddress —Confirm:$false
exit
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PowerCLI C:\scripts> .\UpdateOptionFile.psl

Please ensure your config file and view-agent.conf file are in current working directory.
Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator

Your vCenter admin user password: *¥*¥*¥%¥*%*

Your VM guest OS user name: ViewUser
Your VM guest OS user password: #¥¥#iik
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<#
Upload the Linux Agent installer tar ball and re-install
#>

#

#

Functions
function GetInput
{

Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{
$input = Read-Host —AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else
{

$input = Read-Host

[Console]::ResetColor()
return $input
}
# Handle
input

$acceptEULA = GetInput —prompt 'Accept Linux Horizon Agent EULA in tar bundle ("yes" or "no")' -

IsPassword $false

if ($acceptEULA -ne "yes")

{
write-host -ForeGroundColor Red "You need accept the EULA with 'yes'(case sensitive)"
exit

}

$vcAddress = GetInput —-prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false

$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput —-prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true
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$agentInstaller = GetInput —-prompt 'Type the Horizon Agent tar ball path' -IsPassword $false

$UpgradeToManagedVM = GetInput -prompt 'Upgrade to managed VM ("yes" or "no")' -IsPassword $false
if (($UpgradeToManagedVM -ne "yes") —-AND $UpgradeToManagedVM -ne "no')
{

write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"

exit

}

$installSmartcard = GetInput -prompt 'Install the Smartcard redirection feature ("yes" or "no")' -

IsPassword $false

if (($installSmartcard -ne "yes") —AND $installSmartcard -ne "no")

{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

#check if file exists

if (! (Test-Path $agentInstaller))

{

write-host -ForeGroundColor Red "installer File not found"
exit

}

#check if file exists

if (! (Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

}

#

Functions
function GetSourceInstallerMD5()
{

$agentInstallerPath = Convert-Path $agentInstaller;
$md5 = New-Object -TypeName System.Security.Cryptography.MD5CryptoServiceProvider;
$md5HashWithFormat =

[System.BitConverter]::ToString($md5.ComputeHash([System.I0.File]::ReadAl1lBytes($agentInstallerPath)))

$mdS5Hash = ($mdS5HashWithFormat.replace("-","")).ToLower();
return $md5Hash;

#

Main
#Get installer MD5Sum
$installerMD5Hash = GetSourceInstallerMD5;

#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress -user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
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Write-Host 'Exit since failed to login vCenter'

exit
}
else
{

Write-Host 'vCenter is connected'

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)
{

n

$VMName = $1line.VMName

write-host —-ForeGroundColor Yellow "VM: $VMName n"

$cmd = "rm —rf VMware-*-linux-—

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM

!

$VMName -GuestUser

$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

#Upload installer tar ball to Linux VM

Write-Host "Upload File 'S$agentInstaller' to '$destFolder' of VM '$VMName' with user '$guestUser'"
Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser

$guestUser -GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -

Source $agentInstaller

#Check the uploaded installer md5sum

!

$cmd = "mdS5sum VMware-*-linux-—

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

$output = Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -

GuestUser $guestUser —GuestPassword $guestPassword —Confirm:$false -ScriptType Bash -ScriptText $cmd

if($output.Contains($installerMD5Hash))

{

Write-Host $VMName": Uploaded installer's MD5Sum matches the local installer's MD5Sum";

Write-Host $VMName": Extract the installer and do installation";

$cmd = "tar -xzvf VMware-*-linux-*.tar.gz"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user 'S$guestUser'"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash

$cmd = "sudo setenforce 0";

Write-Host "Set the selinux to permissive mode: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash

-VM $VMName -GuestUser
-ScriptText $cmd

-VM $VMName -GuestUser
-ScriptText $cmd

$cmd = "sudo killall /usr/lib/vmware/viewagent/VMwareBlastServer/VMwareBlastServer"

Write-Host "Stop VMwareBlastServer before upgrading: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd
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#Run the upgrade command.

$cmd = "cd VMware-*-linux-* && sudo ./install_viewagent.sh -A yes -m $installSmartcard -M
$UpgradeToManagedvM"

Write-Host "Run upgrade cmd in VM '$VMName' with user '$guestUser': $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

$cmd = "sudo shutdown —-r +1&"

Write-Host "Reboot to apply the Horizon Agent installation"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

}

else

{
Write-Host $VMName": Uploaded installer's MD5Sum does NOT match the local installer's MD5Sum";
Write-Host $VMName": Skip the installation. Please check your network and VMware Tools

status";

exit;

}

}
Disconnect-VIServer $vcAddress —Confirm:$false
exit

M 1T
TR THIAR RO

PowerCLI C:\scripts> .\InstallAgent.psl

Accept Linux Horizon Agent EULA in tar bundle ("yes"™ or "no"): yes
Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator

Your vCenter admin user password: *¥*¥*¥%¥*%*

Your ESXi host admin user name, such as root: root

etk

Your ESXi host admin user password: *%*

Your VM guest OS user name: HorizonUser
Your VM guest OS user password: #¥¥i#iik

Type the Horizon Agent tar ball path. Please take care of the installer arch: .\VMware-viewagent-
Tinux-x86_64-x.y.z-1234567.tar.gz

Upgrade to managed VM ("yes" or "no"): yes

Install the Smartcard redirection feature ("yes" or "no"): no
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<#
Upload the Linux Agent installer tar ball and re-install
#>

#
#

Functions

function GetInput

{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + "
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host —AsSecureString
$input =

[Runtime.InteropServices.Marshal]: :PtrToStringAuto([Runtime.InteropServices.Marshal]::SecureStringToBS
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TR($input))
}
else

{
$input = Read-Host

[Console]: :ResetColor()
return $input

}

function Check_SSH_Client

{
Param($IsPlink, $IsPSCP)
if ($IsPlink)

{
if (Test-Path ".\plink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from
its official web site'
exit

}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else
{
write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'
exit

function RunCmdViaSSH

{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)

$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]

write-host "Run cmd on $VM_Name ($IP)"

if($returnOutput)

{
$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + '"' + $cmd +'"'
$output = Invoke-Expression $command
return $output

}

else
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echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP "$cmd"

function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file $LocalPath to VM $VM_Name with user $User"
Invoke-Expression $command
}
# Handle
input

Check_SSH_Client -IsPlink $true -IsPSCP $true

$acceptEULA = GetInput —prompt 'Accept Linux View Agent EULA in tar bundle ("yes" or "no")' -

IsPassword $false

if ($acceptEULA —-ne "yes")

{
write-host -ForeGroundColor Red "You need accept the EULA with 'yes'(case sensitive)"
exit

}

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false

$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$agentInstaller = GetInput —-prompt 'Type the View Agent tar ball path' -IsPassword $false

$UpgradeToManagedVM = GetInput -prompt 'Upgrade to managed VM ("yes" or "no")' -IsPassword $false
if (($UpgradeToManagedVM -ne "yes") —-AND $UpgradeToManagedVM -ne "no')
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit
}
$installSmartcard = GetInput —prompt 'Install the Smartcard redirection feature ("yes" or "no")' -
IsPassword $false
if (($installSmartcard -ne "yes") —AND $installSmartcard -ne "no")
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'
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#check if file exists

if (! (Test-Path $agentInstaller))

{

write-host -ForeGroundColor Red "installer File not found"
exit

}

#check if file exists

if (! (Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

}

#

Functions
function GetSourceInstallerMD5()
{

$agentInstallerPath = Convert-Path $agentInstaller;

$md5 = New-Object -TypeName System.Security.Cryptography.MD5CryptoServiceProvider;

$md5HashWithFormat =
[System.BitConverter]::ToString($md5.ComputeHash([System.I0.File]::ReadAl1lBytes($agentInstallerPath)))

$mdS5Hash = ($mdS5HashWithFormat.replace("-","")).ToLower();

return $md5Hash;

#

Main
#Get installer MD5Sum
$installerMD5Hash = GetSourceInstallerMD5;

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($line in $csvData)
{

n

$VMName = $1line.VMName
write-host —-ForeGroundColor Yellow "VM: $VMName n"
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$cmd = "rm -rf VMware-*-linux—*"
Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —-Cmd $cmd

#Upload installer tar ball to Linux VM

Write-Host "Upload File '$agentInstaller' to '$destFolder' of VM '$VMName' with user '$guestUser'"

UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath
$agentInstaller -DestPath $destFolder

#Check the uploaded installer md5sum

$cmd = "mdS5sum VMware-*-linux—*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

$output = RunCmdViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -Cmd $cmd -
$returnOutput $true

if($output.Contains($installerMD5Hash))

{
Write-Host $VMName": Uploaded installer's MD5Sum matches the local installer's MD5Sum";
Write-Host $VMName": Extract the installer and do installation";

$cmd = "tar -xzf VMware-*-linux-*.tar.gz"
Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —-Cmd $cmd

$cmd = "sudo setenforce 0";
Write-Host "Set the selinux to permissive mode: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —-Cmd $cmd

$cmd = "sudo killall /usr/lib/vmware/viewagent/VMwareBlastServer/VMwareBlastServer"
Write-Host "Stop VMwareBlastServer before upgrading: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —-Cmd $cmd

#Run the upgrade command.

$cmd = "cd VMware-*-linux-* && sudo ./install_viewagent.sh -r yes -A yes -m $installSmartcard
-M $UpgradeToManagedvM"

Write-Host "Run upgrade cmd in VM '$VMName' with user '$guestUser': $cmd"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —-Cmd $cmd

Write-Host —ForeGroundColor Yellow "Linux Agent installer will reboot the Linux VM after
upgrade, and you may hit the ssh connection closed error message, which is expectation”

}

else

{
Write-Host $VMName": Uploaded installer's MD5Sum does NOT match the local installer's MD5Sum";
Write-Host $VMName": Skip the installation. Please check your network and VMware Tools

status”;

exit;

}

}
Disconnect-VIServer $vcAddress —Confirm:$false
exit
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PowerCLI C:\scripts> .\InstallAgent.psl

Accept Linux Horizon Agent EULA in tar bundle ("yes"™ or "no"): yes
Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator

Your vCenter admin user password: *¥*¥*¥%¥x¥*

Your VM guest OS user name: ViewUser
Your VM guest OS user password: #¥¥#ik%

Type the Horizon Agent tar ball path. Please take care of the installer arch: .\VMware-viewagent-
Tinux-x86_64-x.y.z-1234567.tar.gz

Upgrade to managed VM ("yes" or "no"): yes
Install the Smartcard redirection feature (""yes" or "no"): no
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.DESCRIPTION

The Tool supports:
1. Power off VMs
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2. Power on VMs

3. Shutdown VMs

4. Restart VMs

5. Restart VM guest

6. Delete VMs from Disk

.NOTES

#>

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else

{
$input = Read-Host

[Console]::ResetColor()
return $input

function IsVMExists ($VMExists)

{
Write-Host "Checking if the VM $VMExists Exists"
[bool]$Exists = $false
#Get all VMS and check if the VMs is already present in VC
$listvm = Get-vm
foreach ($1lvm in $1listvm)
{
if($VMExists -eq $1lvm.Name )
{
$Exists = $true
Write-Host "$VMExists is Exist"
}
}
return $Exists
}

function Delete_VM($VMToDelete)

{
Write-Host "Deleting VM $VMToDelete"

Get-VM $VMToDelete | where { $_.PowerState -eq "PoweredOn" } | Stop-VM - confirm:$false
Get-VM $VMToDelete | Remove-VM -DeleteFromDisk - confirm:$false
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}
# Handle input
$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$action

GetInput —-prompt 'Select action: 1). Power On 2). Power Off 3) Shutdown VM Guest 4).
Restart VM 5). Restart VM Guest 6). Delete VM' -IsPassword $false
$sleepTime = GetInput —-prompt 'Wait time (seconds) between

[Console]: :ForegroundColor = "Yellow"

switch ($action)

{

}

[Console]::ResetColor()

}

"Your

"Your

"Your

"Your

"Your

"Your

default

{

selection

selection

selection

selection

selection

selection

is

is

is

is

is

is

"Invalid selection

exit

1). Power On"

2). Power Off"

3) Shutdown"

4). Restart VM"

5). Restart VM Guest"

6). Delete VM"

for action: $action”

$csvFile = '.\CloneVMs.csv'

#check if file exists
if (! (Test-Path $csvFile))

{

write—host
exit

}

—ForeGroundColor Red "CSV File not found"
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# Main
#Read input CSV file
Disconnect-VIServer $vcAddress —Confirm:$false

#Connect-VIServer $vcAddress —-ErrorAction Stop -user $vcAdmin -password $vcPassword
Connect-VIServer $vcAddress -user $vcAdmin -password $vcPassword
$csvData = Import-CSV $csvFile

foreach ($1line in $csvData)

{
$VMName = $1line.VMName
switch ($action)
{
1
{
Get-VM $VMName | Start-VM -Confirm:$false
3
2
{
Get-VM $VMName | Stop-VM -Confirm:$false
3
3
{
Get-VM $VMName | Shutdown-VMGuest -Confirm:$false
3
4
Get-VM $VMName | Restart-VM —Confirm:$false
3
5
{
Get-VM $VMName | Restart-VMGuest -Confirm:$false
if (IsVMExists ($VMName))
{
Delete_VM ($VMName)
3
3
default{}
3
Start-Sleep -s $sleepTime
3

Disconnect-VIServer $vcAddress —Confirm:$false
exit
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PowerCLI C:\scripts> .\VMOperations.psl
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

Fededdedehd

Your vCenter admin user password:

Select action: 1). Power On 2). Power Off 3) Shutdown VM Guest 4). Restart VM 5). Restart VM Guest

6). Delete WM: 1
Wait time (seconds) between each VM: 20

Your selection is 6). Delete VM

AT R FOET RS USSR UL PAURAE, R UL IRIR A TRIFR 2 22D 20 #)
PRSI S S BRI IGO0, 75 0 P] e B AR AR
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