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nk View
Composer

vCenter Server
View Composer
AR SS

AR S

TR

BN

443

4172

3389

9427

32111

4172

22443

4172

8443

48080

80

443

18443

4100

4101

8472

22389

22636

32111

e
TCP

TCP Hl
UDP

TCP

TCP

TCP

TCP H1
UDP

TCP H
UDP

TCP H
UDP

TCP

TCP

TCP

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

HTTP.
HTTPS

BiH
JTI 1653 Horizon 7 [ HTTPS,
HER IR I A TR

FERE 2 A sk i

PColP ({sf{di [Tl PColP “4f5)

5111 Horizon 7 537 Microsoft RDP it (i fdi fH i
B e e s E g |

Windows Media MMR 27 [FIRIE Fmdl s fE i) (4
A B A Ze SRR

USB TEE AR DAL CApsR O H B s A 24
IEBRIERD o

PColP (WIS AAE ] PCoIP L4 )
wE TR AR, WSS TR,

VMware Blast

PColP (Jf SALSA20) (Qitffili | PColP % 4i5e)

R AN, 2R T IR

HTML Access.

TR S AL 2 T PR AR A

SOAP 5. (AIsfx} vCenter Server & View Composer
IMAEH TLS) &

SOAP JHE. (an5x) vCenter Server [R5 H] TLS)
SOAP J4 K. (5% View Composer 7[5 /1 TLS)
JMS il i o

JMS TLS i 2 it .

JIIT- Cloud Pod AU 2 e M A o

JIT1E Cloud Pod Agifi474 )y LDAP il

JITAE Cloud Pod AgHifif T4 4114y LDAP 1,
B

CRL tk OCSP #if]
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Horizon 7 24>

b/ | Epan Ui T B

Unified Access * EREIR S5 a5 Ek i 443 TCP HTTPS 1Jj[i], Unified Access Gateway 14 #ifi TCP

Gateway %7 Heorfigse Uil 443 B TR, DMES ARk SIS E A
IR S5 i SR T O P R g Tl A

View Composer * ESXi 141 902 TCP 7t View Composer [1/E X vo RG], XS8R

JiF&:3 FLAudE View Composer PRSI ARG M A %5 —IR

PERGEL Cln487E) S

=+ & T PColP 1Y UDP in IS I AES L A, Qs IEAE (i ] 1 50002, % Fimfide Be
50003, IR IELEE 5511 50003, % e 50004, (RIV I, szl ANY e ERL kil (&
SRS (%) IO o

7  Microsoft Windows Server ZZ3K7F Horizon 7 IR H AT A 132 IR 5552 Al T T — R4 sh A0 1 o
Microsoft Windows 525 5 FH i Wi [ A TH M e it A28 F (RPC) F1 Active Directory & fill#:1E. 47
FeENAE VEBIRE 25 B, 1555 Microsoft Windows Server 32,

B ARG Re S b, Tl Ul 1 389 SRAESL AN W IN 1842 . AR R IR SR
B . 7E(E ] LDAP e B BdR ey, LARAES repadmin 55 TR @ &, FILATI RN
Ho 2% AD LDS IV, CREH T e H O BIEERS IR, (2 iR AT ZE s TR 1, FTLCREHLAE ]

Horizon 7 i HTTP EXEM

Wik HTTP T seaeit 2 DLy R h 2 HTTPS, {H$8]A] Horizon Administrator 122435t
Aho BRI Horizon Client Joizdb(T HTTP HEEla), OB TERIAM ] HTTPS, {H & 24 1 P i ]
Web I Wiesks: (an 2% Horizon Client) I, HTTP T 2 4a .

HTTP F A AT e — MR il AR P FE R A TP A N https:// IOSI5E,  IsGs
FRAH Web BTS2 WS s G I s, AR A s PO DL I Ot 2 itk
HECYEEBINI KR A fi TCP i1 80 [N kAR, A2 I ANIBER K HTTP e .
1k HTTP 7] Horizon Administrator 4 THEREZAR A S TR E . MR BHRPl—4 58 E, 87
WU HTTPS.,

BT HTTP et h, 1550 (Horizon 7 2255083 ) SCRYT “B5 1F 22 P B B f AR
LB HTTP fE R

AR TLS % P U i B IR s, a8 AT LA SRR S5 an e Blsk 2 A ik S5 wefsin 11 80 HEA ik
Peo 152 (Horizon 7 A HEHER ) SRR “H5 TLS e 8 in 2Irh Rk 557" .

LRVFII TLS di | 1SR T HTTP HUER], 1525 (Horizon 7 22548 ) SCRYPH) “ Hidoim 115 LA St
VPRI AR SR HTTP EER)” .
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Horizon 7 24>

Horizon 7 TrueSSO ix0O

Horizon 7 i [T] TrueSSO i 1/ Ml E g G A FiZe4d=4, 7F Horizon Connection Server
MEEA S B B AN IR 7 2 &R S, DA TS TrueSSO 5 8 FHIUE 5855

3K 3-2. Horizon 7 {E /Y TrueSSO #x0

b/l
Horizon Client

Horizon Client

Horizon Connection

Server

Horizon Connection
Server

TENIR 5575

Horizon Agent

REPMR I E LAY
N HREFE

Horizon Client

Horizon Client

VMware, Inc.

Br

VMware Identity
Manager %%

Horizon
Connection Server

VMware ldentity
Manager #£#

Horizon 7RSS

i

ADCS

Horizon
Connection Server

AD DC

Horizon Agent (1}
e

Horizon Agent (1}
RESTY

il
TCP 443

TCP 443

TCP 443

TCP
32111

TCP
4002

TCP/UD
P 22443

UDP
4172

P
HTTPS

HTTPS

HTTPS

JMS over
TLS

Blast

PColP

il
MAzR SAML W 35 A5 H 19 VMware Identity Manager #5755
4J) Horizon 7.,

J55)) Horizon Client,

HEREIR S5 F AT VMware Identity Manager $1U{T SAML fithr .
VMware Identity Manager 56 1iF 1 [ & [FlW =

NI S 5

IR S5 M Microsoft LE 1544 1114 (Certificate Authority,
CA) itRuEs, PAAA M e e

RS H] TCP 135 RPC 1% CA i T#1 10, SRl
FHM 1024 - 5000 F11 49152 - 65535 = [FIKtiA/ L0 i — i
M. 1525 https://support.microsoft.com/en-us/help/
832017#method4 1y “UFPARS" o

TR fE & S mles b T s, R DG kA&
Tl DC, #AJn45iE % Active Directory JEE 2511,

152 [ https://support.microsoft.com/en-us/help/
832017#method1 #1 https://support.microsoft.com/en-us/help/
832017#method12,

Horizon Agent 115K -l H T8 ik 1.

Windows i1} Active Directory Jif HiF BRIz . Ay A]
BETT RS , AE, 5Z DA Microsoft SCRAPL T fiftin
RIS 2

ok F) Windows S 117 uk B T2 £-7F Horizon Client |2

—/MZEFE ST

R %) Windows Silfjek B A7, IHIHE7E Horizon Client
FaE— RS
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https://support.microsoft.com/en-us/help/832017#method12
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Horizon 7 24>

Horizon 7 Cloud Connector E#lig&&ixO
Horizon 7 {#i Fis SR & =Rk, anM s —A Horizon 7 Cloud Connector [T, 505

VMware Horizon Cloud Service Pt i M H 9 T S5 5k .

K 3-3. Horizon 7 Cloud Connector iz

IR i Btx i 7 il

Horizon 7 Cloud * VMware Horizon 443 HTTPS 5j VMware Horizon

Connector Cloud Service Cloud Service BlAf 1%

LinEAE] I8

Horizon 7 Cloud * IR 443 HTTPS SRR 575 AP R

Connector Ho

¥4 Horizon 7 * Ji45 Horizon 7 22 SSH W IS EhTH o FE s

Cloud Connector Cloud Connector Ko

Web i fe * Horizon 7 Cloud 443 HTTPS W S B S FR A
Connector Ko

Horizon 7 Cloud * UEAUA A A * HTTP. HTTPS CRL &t OCSP #¥if

Connector

EERS|EN LIRS

Horizon 7 Hiaf THR TR IR S a3 0L i THO#E TIRSS o

3+ 3-4. Horizon EZERFRENERS

MRE 2 ) =g il i

VMware Horizon E55) FEfltZe 4 HTML Access 711 Blast Extreme JIii 5%, Wik % Fiiifiid Blast 24 e 2 214

View Blast 245 BIRSS RS, MFLs T IRSS -

VMware Horizon EF5)| PO ARBIIRSS o DIURLEITIINRGS . AR R BhEE IR g%, SR S Ehek &k

View ZE42/IR 5% Framework. Message Bus. Security Gateway F11 Web JIR55 . MRS AS: S5l i
VMwareVDMDS iz 551k VMware Horizon View I = HIARSS .

VMware Horizon T3 PR 2o COM+ HEZIRSS . AIRZG] TIHIRSS o

View Framework 41

7

VMware Horizon FI ¥ Horizon 7 412 AR AH EAL 38R 55 . MAURZKIEITIVIRSS -

View Message Bus

At

VMware Horizon F3)) $Etlk PCoIP il ds . anitss Fimilsd PColP Ze 4 e 8l Bl s, WbZilis

View PColP 4= ATIEARSS

ES

VMware Horizon EAEH] I UM IS T S = 5 AT S . BROATEOL N, RS O EE . s

View A=A BATHAS, NSRS

VMware Horizon Fih PEfH WIOMZEIRSS . AR ZAaTTIEIRSS -

View Security
Gateway 41

VMware, Inc.
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Horizon 7 24>

RS54

VMware Horizon
View Web #1}

VMwareVDMDS

REMRFHE LRSS

=g it
Fz)

H5h

WA

Stk Web k55, SAUARZIEITIEIRSS

P2 LDAP HlikSs . BAURLZGEITILIRSS . T14 Horizon 7 JIIRL, AR S5 H5 i PRIEAIE RS
AL,

Horizon 7 IiafTHcHi T2 ks s FisiThioa TS .

X 3-5. RLBHRBS

357k

VMware Horizon
View Blast 2745k

VMware Horizon
View % 4JIg 55+

VMware Horizon
View Framework 41

11

VMware Horizon
View PColP 2244
xK

VMware Horizon

View Security
Gateway 41

VMware, Inc.

=g il
F5)

S5

Fh

Fi

B3

Heflt2: 4 HTML Access 11 Blast Extreme JIR%5 . Q1R% il Blast 204 MG B2 1
LRNRS RS, MDFEATIHIRSS o

R 2RSS AIRSS o DIURLAEATIVIRSS o AR ERBDR 1 IR SS, RIS Bl ik
Framework F/1 Security Gateway [ 5% .

SRR H L 24 COM+ HERUIRSS . AUARZIETTIIRSS o

Fft PColP N SS o ARE i) PColP e WG EFZ B2 R S5, Wi

BATIIRSS .

PROLHE WIS . RAURZKISA TIEIRSS .
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ViE P 45 ZUIRVE N B Bh & RGEB

Horizon 7 2l I 2 APHIES o Hrh— b5 60 IR LHIY M B 2B =07, (HIX AL A
HLARFr TS . M RN 7EREE 0N, Horizon 7 2 IFRVERRSES R AL
TESIEAETFAEIE S M IE D 7 BE R AR, e fuE 0 &, 4‘4%55/1\?%)‘7 S (RHEINEIE A
S RIEeS q'—E’J TFPAEE A A TILA . lHE SO0 T, BT A B0 il i) 2 (5 Rl sk
B k5, X RIS IR SR B ROUESS 7] DA VU2 BUHAGIE S .

Horizon 148 S 28 P Bl 5% v 2 (R EA TS, B AT/E Horizon Agent FIZEERk 55 #5545 2 [RIEA TS .

%é%%ﬁiﬁfﬁfﬂ{ﬁm\u%ﬁﬂﬁﬂzbﬂm 77 3 T SRR B ERIEN TLS $2B 47, Y] TLS fR47m

“ELET, % P IR S5 250 S S B 2 0 F TLS UE-BRFREUGIE . KT Horizon 14 B R £amiE, MRSHG
KIMH B A, R umth P DASe M B A%, UM B s e i foy KL= M A

Mo fHE, &Pl e e IR S, Zealik%#e Horizon Agent.

WIGAUE P FRECRA B I B 25 2 2 0 i ISR 7y S . i, EROW N, e ikssaves SHIEE R
St s B mARS z&ﬁﬁb%ﬂ%"%ﬁe RS 825 2 I AIIE P Hracd sl S i I Tl s o 7E
EPRSS R b, UEPHRSUF(E LDAP i, LUfE Horizon Agent ] LA S ATAr A2 IR 55 s dbA T1 (7 J#CHFE
FERR S wetl T LA . Horizon 4 EUS IR SS s AN i 154 F ah A sl e Wik AT 2, 1
WEBeEaMER, EITCHEFeh T, s il, S I TR T . ‘Efﬁiﬁﬁtﬁﬁ@iﬁ%ﬁ%@ﬁﬁ
T F B R, i L A . IO AT OX 2R . T IARE T2 E SR

A LhIE P T A A T A

HAtbam (5 a3 v] ABE & PSR e, (HBOABEE N H A ROE B . X iR N pEls . F RS
7%, Composer fll vCenter [Uik4%, VASE REPSREIBRHELE . A T S ux KUEBrrEgnE e, s
B (Horizon 7 & HEEF ) SO BRIAUE7E 2R ALk, BREEEH] PColP a1, BRINIEB A2 HEh
LRAT, WA PKI AR HEB AT PColP {8 1], PColP B 7E R S BhiNy [ 8h A= s fiir 45, Bidifd )
PKI AERHIUETS, AR S/ 118 TR 2 (5 RS IE

Composer uF-5f vCenter i1 UF 245 G i FHANRIEIR . R 5525 SR 22Ul ] PKI 361
WRIHUED o WIS, Horizon 7 4521 DR AE T G uE )5 o r ke, XN R R S as 21 (E
ZUEBI s 4y, VMEFEREfSIfeadsurh B e zur B
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HEZR S5 e LHlsk ¥ £ k55 LE
BRI MEBEH

AT DARC B IR S5 A e LI L IR A o I ) DAE SCE T RIAR A H 4 PR ik 557 S B 4
JrpPe s g, AT LA &SRR 55w S BIR2E 4 IR 55 i 2 S SR

AT AR R AR 55w S E 42 vCenter Server F1 View Composer I iy (1) 24 PR i =44
PEAT PLE S T Bl AL A IR 55w S A R SR . ANRENS BN SB e SO AN A JR R
M SN

P ERIRS LA AE T Blast 2410 (BSG). 444U BSG MR 2 A . #Z51H
%6 % Jy Blast 24 R 224 USRS £k

Oracle HITCHREE EF AR HEMA SO BRIERC LRG0, BN AL VP 256 (854
ARTEVHE T DA F L

. RIS R

. RPN

o GEAMRE R LR

o fERLRLA R R

m  7F Horizon 7 W AE FFGIH PSRN

TN BEESHBEGAL BRI
BANES T, ERESZ SRS 5 R 2 2 S i Bk
x®5-1. A2 BRIEZ R

BRNZE Y BRI\ A
TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA384
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA

m TLS 1.2
m TLS 1.1
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Horizon 7 24>

*® 5-2. A2 R IUR M

LN I RNBHEELS
m TLS 1.2 m TLS_ECDHE_RSA WITH_AES_128_CBC_SHA256
m TLS 1.1 m TLS_ECDHE_RSA WITH_AES_128 CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA
TLS_RSA_WITH_AES 128 CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA

HFVEREE &, BRSO A GCM B et

fii B £ % T E UR R

P SN BRI 2 £ View LDAP JEMEHE S o aX BEAM T R AR A e e 55w S U AN 2
RIS RT . HHEKRAERUK, Mg EERAR S w598 1Y View LDAP,

FEISRME AR IELA T View LDAP A7 ¥ Hi i —A B sk«

ch=common,ou=global, ou=properties,dc=vdi,dc=vmware,dc=int

View LDAP HE X )2 FHEZ MEWUREE
TR DAGE e X4 e e A SO 1Y) View LDAP JE 1.
LREZRE
PANBYESIH T 2eathidle AU Insos o thaisl, I RHR- 4T 7
pae-ServerSSLSecureProtocols = \LIST:TLSv1.2,TLSv1.1,TLSv1l
PUNEYESI T2, 1Zonfliis T — ek
pae-ServerSSLCipherSuites = \LIST:TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,TLS_RSA_WITH_AES_128_CBC_SHA

PAN @ sl s et e, 185, IRSB=sME SRR OO, BRI % Fm i
J¥o BRSO RS s B BRI, 15 DL N s

pae-ServerSSLHonorClientOrder = 0

LREVURK
AN IEVESI T2 il B IS ihal, sEH G

pae-ClientSSLSecureProtocols = \LIST:TLSv1.2,TLSv1.1,TLSv1l

A NS TR E: . NN Ty o Sl e B i =, SRIFEINEE — 15
Peeft, VAR, ZorlEoR 17— 4.

pae—ClientSSLCipherSuites = \LIST:TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,TLS_RSA_WITH_AES_128_CBC_SHA
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Horizon 7 24>

B &R EWURE

S BN A A SR e 2 A SO, FH2E M “ADSI 4ai” 5 R4l View LDAP &
Yo

AR &M
AR X R SOR IR View LDAP JEM: . 15204 View LDAP He M4 bz 2 o
M o

m 5204 Microsoft TechNet [, it il AE 4311 Windows Server #/E A Gl A i ] “ADSI 4
m” SR

1 {EH View ERIRSS # ML 1 H5) “ADSI 4" ST .

2 AEHlastt, kPR,

3 (EEBEE AR O PRERE e A LI SCORME T, ST #E 47 DC=vdi, DC=vmware, DC=int.
4

(PR IR IR B 28 CAMEH, YePok N\ localhost:389 ok View HER S5 1AM 52 2R
B4 (FQDN), ok 389,

141: localhost:389 B mycomputer.mydomain.com:389

5 JEJT “ADSI 4at” ghty, 25T OU=Properties, 176+ OU=Global, X574 IS kit
CN=Common,

6 (£ CN=Common, OU=Global, OU=Properties %% I, 5P 1A N BT N—F0 24
il ek

7 WREBM T pae-ServerSSLSecureProtocols, 7EfMEREIRSS FELBIAIL RS F8 T HT L)
Windows JIk%% VMware Horizon View Security Gateway 4114,

B4 pae—ClientSSLSecureProtocols J&, T AT sk .

HRANESFRE LA E R R

A R ANER IR S A T 24 R 5575 EARE AP 05, WAZIHE locked . properties SCH-FIER AT
KEtk. WA RS ws LifAfFAE locked. properties SUfF, NAZAI IS

] DR S A s l—-) secureProtocols. n 25H o 1 HPA T iEE:

secureProtocols.n=security protocol,

PO DR B S B I— enabledCipherSuite. n 45H o 1 TP R B

enabledCipherSuite.n=cipher suite,

n AR F SRR A% F 2R RN R R (1. 2, 3) &
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Horizon 7 24>

AT LAZRII—/~ honorClientOrder 2% H VARSI S e 105, AR FRIVEM ST oo %
25, R % FumiT . SO IR SR B BRI, i FHDA R iE k.

honorClientOrder=false

ik locked. properties SCYFHRISE FITEEIENS, ST EAIIFS o, KA
(EREOFEVS G S EIRliis)i &g Pl pINEHEN e

1 TFERIRS w2 R S5 ALY TLS/SSL WSed i S-Skl i sk 4 1locked. properties X
Vlio

Bi4n: install_directory\VMware\VMware View\Server\sslgateway\conf\
2 8l secureProtocols.n fil enabledCipherSuite.n 2% TR 2 RS B
3  {#1f locked.properties 4.

4  F¥ 55 VMware Horizon View 42k 5575 Ik 858k VMware Horizon View 2 ik S5 ek 5s, i fiur
AR

il BRAARSEE LR RN 2R
PA N7~ T locked. properties SCAFH R EERIA I T RERI4% H -
# The following list should be ordered with the latest protocol first:

secureProtocols.1=TLSv1.2
secureProtocols.2=TLSv1l.1

# This setting must be the latest protocol given in the list above:
preferredSecureProtocol=TLSv1.?2

# The order of the following list is unimportant unless honorClientOrder is false:
enabledCipherSuite.1=TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
enabledCipherSuite.2=TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
enabledCipherSuite.3=TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
enabledCipherSuite.4=TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

# Use the client's ordering of cipher suites (ignores the ordering given above):

honorClientOrder=true

T R m LA E R

R AfEIZAT Windows [ReREs i H R B sCms,  DARstil )il 55 R il BB Zhe Bert e et
PRSI I 55 A0 5 P SEARIIR] O SRS A S e e 2 I
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Horizon 7 24>

I

1 Bshue s F % Windows 14wt 75

2  5i%) HKEY_LOCAL_MACHINE\Software\VMware, Inc.\VMware VDM\Agent\Configuration Ji:/iit
HIi o

3 ST (REG_SZ) i ClientSSLSecureProtocols.,
4 Bz E A — A e, KXh: \LIST:protocol_1,protocol_2,....
SIS, s oo il

\LIST:TLSv1.2,TLSv1.1,TLSv1

5 I FRH (REG_SZ) fi ClientSSLCipherSuites,
6 Bz E h—HEEN, AN \LIST:cipher_suite_1,cipher_suite_2,....
ANRN IS THES ], e e s =1k, Blan:

\LIST:TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,TLS_RSA_WITH_AES_128_CBC_SHA

7£ Horizon 7 REE A &Y IR th i FN 25 65

BINB O, BAE Horizon 7 A AN ELRIN 22 10— 2o IH ORI . QiR T2, Rl DAT-shia e
fils

DHE ZiEH

HFHLEL, 55 http://kb.vmware.com/kb/2121183, 5 DSA UF BHeA 414 /1] Diffie-
Hellman Iifil %44, M Horizon 6 JixAs 6.2 T4, AFERS X4,

MFIESEIRSS A0 4k S5 AAN Horizon 7 siif, Zn DALIRUARSERIHTIe, alid 4 View LDAP %
. locked.properties SCAFBTNOR B HIX LSRS0S B MO e s AR BRI | (E A
S5 I e s SRS A E e R s i b G B i BRI . EmT LU X — A ettt Hp s FEm— ek
B GEUL T

s TLS_DHE_DSS WITH_AES_128 GCM_SHA256 ({{ TLS 1.2, &+ FIPS)
s TLS_DHE_DSS_WITH_AES_256_GCM_SHA384 ({{ TLS 1.2, A& T FIPS)
s TLS_DHE_DSS_WITH_AES_128 CBC_SHA256 ({{ TLS 1.2)

= TLS_DHE_DSS_WITH_AES_128 CBC_SHA

s TLS_DHE_DSS_WITH_AES_256_CBC_SHA256 ({{ TLS 1.2)

= TLS_DHE_DSS_WITH_AES_256_CBC_SHA
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Horizon 7 24>

%1 View Composer £l View Agent Direct-Connection (VADC) 1541, 7EHT (Horizon 7 235451 )
Farfifr) “7F SSLITLS 1k View Composer £l Horizon Agent 1522 119556465 S FEm, 48 n] DUESE A
BB L AER L T N AR DHE B,

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

JCikh ECDSA UEP A TS FF e MASCRRXEEUETS

SSLv3

1£ Horizon 7 1, ELf4f% SSL A 3.0,
HAHEL(EH, 1555 http://tools.ietf.org/html/rfc7568,

RC4
HXHELZEH, 155 http://tools.ietf.org/html/rfc7465,

W THER RS /e e 4R S5we A1 Horizon 7 5iff, #R]DE i 4w id % S C:\Program Files
\VMware\VMware View\Server\jre\lib\security\java.security, (FZEERHSeE. LR
Horizon Agent 541 I 5 RC4, Z XA ARRAL S — 40 jdk.tls. legacyAlgorithms [1Z4T55 H
Mz 2R RCa_128 MILFTHME S, SAa Sog R sk ik ssas . a5 #ok Horizon Agent 14
ML REAASESUED -

%1 View Composer #i1 View Agent Direct-Connection (VADC) 11541, 7EH{T (Horizon 7 2235550 ) ¢
R4 “fE SSLITLS H1ly View Composer #i Horizon Agent 154125 T894 5" pEREF, 4] DL 7
LB INLL T N AR A ] RC4.

TLS_RSA_WITH_RC4_128_SHA

TLS 1.0
7E Horizon 7 1, ERIASEH] TLS 1.0,

HRELER, 155 M hitps://www.pcisecuritystandards.org/documents/PCl_DSS_v3-1.pdf 1 http://
nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP. 800 52r1.pdf, A<= A TLS 1.0 fUEHH, 15
Z: i) {Horizon 7 28RS ) SKRYHIY X MRS #5 1T vCenter 1825 T TLSV1” A1 “XS M View
Composer #4711 vCenter A1 ESXi 1425 ] TLSv1” #37
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71 Blast £ M XE SR £WLE
BEH

TERE IR SR 2 i ANE T Blast 2245 5¢ (BSG), #AZily BSG FRAM B e i e
AREELHE T LA 8
m  y Blast L4 05¢ (BSG) it B 24 PSR B2 il 244

7 Blast 2R X (BSG) BEER£MAMEBEH

ERIPLEE 4 absg. properties UKL E BSG 1% ST sz 2 (1) e th lUR s i 24

FVFBE I PRON ts1.0. tis1.1 Ml tls1.2 OMIEEIEHET) o 46 7oVl SSLv3 MEARIAIH I
localHttpsProtocolLow fll localHttpsProtocolHigh AN IENEEE BSG il ae i #= 10thilyulsl . 1l
1, 414 localHttpsProtocolLow=t1s1.0 fil localHttpsProtocolHigh=t1sl.2 ¥ -SE T EsE7 tIs1.0,
tls1.1 il tls1.2, ERIAE )2 localHttpsProtocolLow=tls1.1 fil localHttpsProtocolHigh=t1ls1.2, &AL
WA BSG W absg. log AR LHN T HARE BSG S U1

AU AR https://www.openssl.org/docs/manmaster/man/ciphers.html Hift) “ZR41#t& " #55F
TE SRS SORFRE A 2% LA N2 ERIN 241 3K -

!aNULL : KECDH+AESGCM: ECDH+AESGCM: KECDH+AES : ECDH+AES

1 IEEEIRS 295 |, 4t install_directory\VMware\VMware View\Server
\appblastgateway\absg.properties {},

BANBOUN, LHEH RN %ProgramFiles%.
2 i’ localHttpsProtocolLow fll localHttpsProtocolHigh JEMELLIEE TG,

flan,

localHttpsProtocolLow=t1ls1.0
localHttpsProtocolHigh=t1s1.2

U S H—"1, 150 localHttpsProtocolLow 1l localHttpsProtocolHigh F8EAHRI I,
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Horizon 7 24>

3 i’ localHttpsCipherSpec JEMEDATRIE BN,
flan,

localHttpsCipherSpec=!aNULL : KECDH+AESGCM: ECDH+AESGCM: KECDH+AES : ECDH+AES

4 A5 Windows JIii55 VMware HorizonHorizon 7 Blast %240,
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73 PColP Z2£MXHBL E X i FN
ZBEEH

TERENR 55 PN 24 B ANE [T T PColP %42 % (PColP Secure Gateway, PSG)., 04418 PSG Bt

B
AREEVHE TR £/
m )y PColP L4 (PSG) it B Ze WM RS p =

73 PColP R£MX (PSG) BEERLUMEWEH
ATV R AORACEL PSG 2 P VT A 2102 A IR SORIBS E5 . RS, tmTLAfE
RDS FAL A TIHAT 55

FEVFEE IR BEON t1s1.0, tis1.1 F1 tis1.2 CAMERIEHET) o AT 6] SSLv3 ATEEARMAHIIF
PAT SRR RS 51k

ECDHE-RSA-AES256-GCM-SHA384 : ECDHE-RSA-AES256-SHA384 : AES256-SHA256 : AES256—-SHA : ECDHE-RSA-AES128-GCM-
SHA256: ECDHE-RSA-AES128-SHA256 : AES128-SHA256 : AES128-SHA: @STRENGTH

1 TEERIRSS ARSI, 2ea)ljSsark RDS EHL L, FTREMRGEAS, 5 AE] HKLM\Software
\Teradici\SecurityGateway.

2 INhnEigni REG_SZ iEMEEE sSLProtocol LAFRE YA,
fian,

tlsl.2:tlsl.1

3 IRINER SR REG_SZ [ #1E sSLCipherList AFRE SN ELK .
g,

ECDHE-RSA-AES256-GCM-SHA384 : ECDHE-RSA-AES256—-SHA384 : ECDHE-RSA-AES128-GCM-SHA256 : ECDHE-RSA-AES128-
SHA256
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EZ2H) Horizon 7 3RIERERE
USB & &

USB & A 52 Bl—FiFrly BadUSB 24 @iy, ixXflidist USB & FIUIPE AT aez 218y, HumE
AR Z o B, RTLABE SRS T8 7] I e sl BB A Tl idacigl . AT DABC 1 USB TJ55E M) Dhik ARS
1F Horizon 7 #5355 H B 24 il

LA USB FER),  FILABIIEAEAT USB 1535 JE 1 2 ] e R s AN AR o s, trDAAEH
FFE USB s IV ELAEN], I et I v e R SR RIS R b R E 85 o

SE P TIX L BRI TR AP ) 2 Bk, X B PRI AR S bMER) . AT DLZe3E USB FElr], FFAR
Rt Horizon 7 #5 HiATa USB &5 m ik ohie, £/0, B el N 2R H R 82 1 it 22 4
TR

AZELHE T AR /8

TR AR ] USB FEE A

n RREIR A USB HE N

MR RBMREEMH USB EEM

A3 B A HOPR R 50 1 JFL P T AL ) HL s PO s O USB e T A HL A s I
PR ARBTG5 LB SR 2 T USB Tz,

HEDL T A RO 500

m {EELAG R RDS AL 1225 Horizon Agent I, (Mt USB BB 2050, (IZeER I N
HOSer . D ey TR 1 15T M S IR ek RDS LML T A e R s A AR L USB %
%o

m  {F Horizon Administrator 1, Zikier @by USB $ATR s, DAEZEEk o). makib ik, A
MRS, FLAT DA R s AN, A e it rh USB &5 i 1)

A4 USB P5IRISEI 7] 118 LA i s b AN AR it . Joik A B & A R s i s sk 7 TR
T B BRI

m  {f Horizon Administrator 11, 47 5 sl b TR et 9 34 S, P DAl e B B ik

AR P s R R PO S

n  RIETSEAE Horizon Agent iiek 7E % i ff Exclude All Devices Sl N true.

i
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Horizon 7 24>

w HRRRRIS O A, DAAETT USB BRI Horizon Helfif B o il by ik, ] DAL e R e
SAIIIE O AR E AR S R USB JE M Blan, ] DARCE — Ao, DAZE R il
WX £ SN R B S N A5 ] USB E5E T,

Wi Exclude All Devices il 4 true, Horizon Client 211l T MIfTf USB 4. ERILAE

PRI SRR 25 DA Se v B R B alde s A1 NS ki Bl false, Horizon Client 4 5o 1/ 8

MIATAT USB 1445 (HLAB SEmR& BRI % 26 B8 9N o F Horizon Agent #ll Horizon Client FIm]DI&E I

Hil&, FERER T U447 PLk Horizon Agent Fl1 Horizon Client % Fiff) Exclude All Devices %%,

IR P TR B S RS . BRIANE AL, B USB B BRI AR E R, BRAE RS B L .

* 8-1. AR EAHRMAEIR & RO

7 Horizon Agent -HEBRFTH &350 7F Horizon Client I HIBRFTE RIS  SAERAEIHBRITE RS
false s AE X (HI5 AT USB i) false i AE X CHI5 AT USB i) A HTA USB #

false (U517 USB i) true (HEBRATA USB #:4) HeBRArs USB
true (AT USB #45) LRk X el USB #4%

UK Disable Remote Configuration Download #il&i% i/ true, Il Horizon Agent |- Exclude
A1l Devices HIfEi 23151945 Horizon Client, {H Horizon Agent F1 Horizon Client 25 {4 Exclude
A1l Devices [{JAH

IXULHEIG A 5 F Horizon Agent it & ADMX Fil 2 (vdm_agent.admx) H1, XS A, 1556 (F
Horizon 7 il B o ft st i Lhae ) Y “Horizon Agent it 2 ADMX fid i) USB 4"

MAFERFER USB EEM

— BB ] PR REDA L E A S I AC B REN) USB 34545, DAMEMAT TR DALE FL A s i sk b TR _E A T/
%o Plan, HEERAPTRERAUE 3L USB e Fil A IS5 Ble IEIXELIHI T, Joiks5 ik vsnfrG
USB 5%, #Zn] DU FHAH SmR 15 o e Pk 28 RS i 14 2510 USB g ),

W E RS R USB BE M2, MR ST S0 & P i A GERE R 5 . iR S A
BN, ARTTRE, TEERES USB &£ Bk

AN, #0E R LR TS MR AR S . iR v RE, BEAETH O 2 R R (452 .25 K A ]
PR, Bk FIPS 140-2 Level 3 IAUE H A SCREHTAT RIS 7 BT B [ 21 88 o IX BT USB 4%
BAORIAME, AR AR EOR T RE TR E] . X see B REASH, (HeA b &,

AN USB e B A L H S RO BN jg M e oHEAL A TR =4, 1D, Bt S ¥ Horizon Agent i B
HEMRBEE, DT RIS B B B s . st i ik, AT DATEES e A A A AR A I
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Horizon 7 24>

Blan, AIARG I A S BN R A 1D vid/pid=0123/abed PAAMNKIATFAG 1454 B e 1) Z A s i ek 2
FFE

ExcludeAllDevices Enabled

IncludeVidPid 0:vid-0123_pid-abcd

E ORI B O TR, (S B R R TR AT vid/pid, PRI T RE S A AR I
i

BRATOL R, Horizon 7 2B FRFE S e RANEE [F) B P il S TIRE 7o 40an,  BHIE HID CAWLEE %
&) MBI R A . T LA BadUSB RUABLL USB a5 Hbs.

PRI UART LE 45 E B e AP HLE 1) e R SR TS FREFr o 04n, ATLARELIE PR A AL, S ORI A AT 15
L2

ExcludeDeviceFamily o:video;audio;storage

MBS, AT AR B 1 E FE A T A B H Se v R E R s RAR B & e Blan, ATLARHLIEBR ARk R &
VIS 126+

ExcludeAllDevices Enabled

IncludeDeviceFamily o:storage

Mo P B SR B S N IR P H A, Al e I A . #mT DABT 1E USB i ink B A w1
KERSNHSIAEAT Horizon 7 18z, ATLAMPNES GiidRSNESD 1] USB #:45 .

TR, WAL TCP i1 32111 DAZEIE MANTBTIIR] USB 1845, KAt T X M2, IR 1
32111 WHTHIX R . M TE% g, USB R A\ 2] UDP ikl 1 4172 [ RgfEhmEm .
4172 T BoR B DA USB JE A, PRICCTERH IR T 4172, Gnsie®, ATRATER & i B2 USB
FIEM . ARTFAMEL, 1HS W R P i SR A & BN

B VAR e B8 RO E s e, P A D2 AR s BadUSB A AR A o X 2RI A 22
SRR AR, AR A T Bk e A SR A AL 5

XIS 045 /F Horizon Agent fill i ADMX B SZA: (vdm_agent.admx) . XL E, 1H26 (F
Horizon 7 Hhfid B A2 S AINRE ) ©
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EERSFRNELEFSR LA HTTP
{RIPIEHE

Horizon 7 RHCHEEHTHEA PR T HTTP PRl ffiifs .
ARFEVHE T AT 8

m Internet [ FE{T-5541briE

w JTAERER B bR

m HAB LRI

m P HTTP (R379EE

Internet TIR{EF AR

TEREIR S A IR SS as il r—E Y Internet T FRAT-5541 (Internet Engineering Task Force, IETF) Frift .,

»  ZRIAS RFC 5746 L =204 (TLS) - FEihmibmily 8 (RN “aeimgithig” ) .
HOBINET, BEERIRSE e RS ws FAE i S s T e . BRHZhhe, 1EgaiE
TEERAE [HKLM\SOFTWARE\VMware, Inc.\VMware VDM\plugins\wsnm\TunnelService

\Params]JvmOptions JF M\ F AP FE%
-Djdk.tls.rejectClientInitiatedRenegotiation=true.

» BRI RFC 6797 HTTP J i e etk (HSTS) (XAl “fefde k™ O o JolA ik .

ISR, BT RFC 7034 HTTP bk 7B X-Frame-Options (th#rly “tHEss b H o 48
AILATE locked. properties XXAFHIZN I x—frame-options=0FF £5 H DK AN A e dnfi i ik
ININE]SCE 1ocked . properties [UEE, 1S W HTTP L4975 it

7 7E Horizon 7 Jix/K 7.2 Z AR, RO~ 2: 5200 %) HTML Access 182

. BRINBEOR, B H RFC 6454 KAy, X aBhikEsub kbt . % PATE locked. properties
s checkOrigin=false APV A, HXRELER, BS sk EE L E,

H AERARTIORRA R, RERNEERZ R
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Horizon 7 24>

T3 4k P BX S #ifE

EEREIR S5 A AL 4R S5 iy — g 1 4EIEC L (W3C) ARt

n EORJEBEILEE (Cross-Origin Resource Sharing, CORS) 2R il & S pOEs KR s K o 0] L[]

locked.properties HZ 155 H enableCORS=true i, enableCORS=Ffalse 3 fHuk 25 FHIL ThAE .

A (Content Security Policy, CSP) I /b & 25N SIE N,  ERINE O B AET 3 HIRAS
A PATE Locked. properties H175 N enableCSP=false £ H DK H AL

EtﬁﬂEtﬂﬁjEELEE¢'s=?=

SRITH I (CORS) ThREd 7] % Pt b oRIE A ], IRl A s AR, SRfzhl %

IES R ITIE R o M DDRE PTAE T N A TRC ELRS H o

WA — ARG 1 HTTP 757 . i RIRIEAT B DA R AT S AR N A, X Be SRS R PE 1 oK
URL [fi%#, PIiExtA) locked. properties SRR INAS H AR T B T H 0L

JEPERRIE T A S Aoz B e T DR A3

#%* 9-1. CORS BH#
Bt it it e UN FAbBRIME
enab1leCORS true false n/a
false
acceptContentType... http-content-type application/x-www-form-  admin=application/x-amf
urlencoded,application/  npewadmin=application/json,application/
xml, text/xml text,application/x-www-form-urlencoded
portal=application/json
sso-redirect=application/x-amf
view-vlsi-rest=application/json
acceptHeader. .. http-header-name * n/a
exposeHeader. .. http-header-name * n/a
filterHeaders true true n/a
false
checkOrigin true true n/a
false
checkReferer true false n/a
false
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Horizon 7 24>

B =tESitl FERRIME HABBRIME
allowCredentials true false admin =true
false broker=true

misc =true

newadmin =true
portal=true
saml=true
sso-redirect =true
tunnel=true
view-vlsi=true

view-vlsi-rest=true
allowMethod. .. http-method-name GET,HEAD, POST misc =GET,HEAD

saml =GET,HEAD
sso-redirect =GET,HEAD

allowPreflight true true n/a
false

maxAge cache-time 0 n/a

balancedHost load-balancer-name OFF n/a

portalHost. .. gateway—-name OFF n/a

chromeExtension. .. chrome-extension- ppkfnjlimknmjoaemnpidmd n/a
hash 1fchhehel

ST Chrome 11
Horizon Client [ Chrome §~
J& D,

PLU R4 locked. properties S CORS J& M+,

enableCORS = true
allowPreflight = true

checkOrigin = true

checkOrigin-misc = false

allowMethod.1l = GET

allowMethod.2 HEAD

allowMethod.3 = POST

allowMethod-saml.1l = GET

allowMethod-saml.2 = HEAD

acceptContentType.l = application/x—-www—form-urlencoded
acceptContentType.2

application/xml

acceptContentType.3 = text/xml
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Horizon 7 24>

RiE®E

IR M TR RS BE, R RAERA IR IR S A ORI A 245216

K: ANES URL F8EUHBHE . balancedHost ik, {T4i portalHost ik, {11 chromeExtension 5
fiv. null =t localhost, WIRRIGFAEXEETIHFHET—, W05k “EIMNRIR” (Unexpected Origin)
IR ] 404 R A

E R A A S B A E SRRk (AT AEFDRIEARSKIIE LT, RS AR A S5 |
Abrdke SIARRSKIIbRSLZMRPEE— “r o ERAESIHFRk, LT B )
locked.properties S {fH:

checkReferer=true

WS 2 e IR SS ws B e IR s w7 0 Py, AT locked. properties SCAFHIENII—
> balancedHost 4% HUATRE a4 V- lirasttiohl . 1z Hhk i s 1 443,

W% il Unified Access Gateway Wees sl HAAB DG T 4%, RAZ0FE locked . properties 1
RN portalHost 25 HPAFRE TG ORI CHINE o X Setihfifi v 1 443, #RIL MR T portalHost 2%
H, Phlinak 59845 URL Hh$sE AR 2 e e 82 Ik 55 25 A Lk e 2 IR S5 =s i sl

Chrome ¥ &% i ) i R I B eI TH O Sty . BRI Ti8%, 15/E locked. properties X
PR II—/ chromeExtension 25 H LML Y g filan:

chromeExtension.1=bpifadopbphhpkkcfohecfadckmpjmjd
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Horizon 7 24>

ABERLRE

WA LA (CSP) AR M5 A Wias NIk RIS HR 4, A& 2N BT NIRIN, Qs it s AR
(XSS). ZIIREAEEINEOL I kA . i1 locked. properties HIZ A H, A HHITC Sl 15
4,
& 9-2.CSP B4
=i TR ERRMA HApRRIME
enableCSP true true n/a

false

content-security-policy

x-content-type-options

x-frame-options

X-xss—protection

directives-list

OFF
specification
OFF
specification

OFF

specification

default-src
'self';script-src 'self'
'unsafe-inline' 'unsafe-
eval' data:;style-src
'self' 'unsafe-
inline';font-src 'self'
data: ;frame-ancestors
'none’

nosniff

deny

1; mode=block

HVAK: CSP RPEIRINE] Tocked. properties (1, fi] CSP JE{E:

enableCSP = true

content-security-policy =

data:;style-src 'self'
'unsafe-inline';font-src

content-security-policy-newadmin = default-src 'self';script-src 'self'

data:;style-src 'self'

default-src 'self';script-src 'self' 'unsafe-inline'

'self' data:

newadmin = default-src
'self';script-src 'self' 'unsafe-
inline' 'unsafe-eval' data:;style-
src 'self' 'unsafe-inline';font-src
'self' data:;img-src 'self’
data:;connect-src 'self'
https:;frame-ancestors 'none’

portal = default-src
'self';script-src 'self' 'unsafe-
inline' 'unsafe-eval' data:;style-
src 'self' 'unsafe-inline';font-src
'self’ data:;img-src 'self' data:
blob:;media-src 'self'
blob:;connect-src 'self'
wss:;frame-src 'self' blob:;child-
src 'self' blob:;object-src 'self'
blob:;frame-ancestors 'self'

n/a

portal = sameorigin

n/a

'unsafe-eval'

'unsafe-inline' 'unsafe-eval'

'unsafe-inline"';font-src 'self' data:;img-src 'self' data:;connect-src 'self' https:

content-security-policy-portal = default-src 'self';script-src 'self'

data:;style-src 'self'

'unsafe-inline' 'unsafe-eval'

'unsafe-inline';font-src 'self' data:;img-src 'self' data: blob:;media-src 'self' blob:;connect-src

'self' wss:;frame-src

'self' blob:;child-src 'self' blob:;object-src 'self' blob:
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Horizon 7 24>

x—-content-type-options = nosniff
x-frame-options = deny
x-frame-options—portal = sameorigin
x-xss—protection = 1; mode=block

Ho At R 4745

BT Internet T R2AT2541H01 W3 #rifELASh, Horizon 7 i RICHA A HELACR I G HTTP Fhsl i % o

&> MIME £BIZLR S

PRGN, Horizon 7 7E1L HTTP R 1 & 1% x—content—type—options: nosniff FrklL# I sEL

+ MIME 28R I3 .
A PILE 1ocked. properties LA IILL N 45 H DAZE % e

x—-content-type-options=0FF

R S i B A By

RINFH LT, Horizon 7 ZE3: HTTP Wi N HH A 1% x—xss—protection=1; mode=block FrLPA{HiH] XSS
CESIh S EAD Tt DRI s ik A o

A PALE Locked. properties SCATEINPL T 46 HDAZE % 0hGE

Xx-xss—protection=0FF

AERBRE

BRNTEDL N, Horizon 7 352 HAT VL N A AN 2 2R 015 5K -
m application/x-www-form-urlencoded

m  application/xml

m  text/xml

F EVARTIRAR, BERIAZE FRZ IR
TR View £ AR, 157E locked. properties SUAFIESINLA T 45 H

acceptContentType.l=content-type

5l an:

acceptContentType.l=x-www—form-urlencoded

SRE S HAB P 252870, 1581 acceptContentType. 2=content-type 55 H, RILZSHE,
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Horizon 7 24>

PR AT IR N A 201K, 1548 acceptContentType=+*,

¥ AF Horizon 7 JiAK 7.2 Z HifiiAsrf, S84y A2 520 %) Horizon Administrator (R348

EPiR{TAM

PR MR 55w T HIRALER S P i R I BHRA PR, s TAIE R 1% P il e 2 X e, it Aoy

R HEIRSS . & Fmd T et — 28T B AR T A AN SR e o

EFmE

v 1 443 L) TLS 42 F 2000 Al FC B OB PR N 5ER, & PRt 2l o BRIAESL N, EEFR S 10 b,
WS E T 88 & S EIE, 501 443 |14 TLS $2F- 7] DAL 100 PPN 525 .

QURTEEE, A DAE AT locked. properties SCAFHER DA N BRI R 1 443 11 TLS H2FH[A]:

handshakelLifetime = lifetime_in_seconds
B
handshakelLifetime = 20

(38> T HEPE SR TLS e FHIHE TR S imds N2 SR 15255 i 200 T i 245 L.

EREGEE
HTTP 53R 30 PN e AU, ), PRt 1481k,

B, AR AN 30 M% P T RE S B EhE B B B S PR Pun AR T2 R
R

AR Py SR AM HTTP R ECARG#E R 100 A, S e RN, BRIATS O N A2 RBUEAT
#1E,

o

Z, IR R P T REE W SR INFI A iES IR S A TR 25 R
WRE A P A ThRE, 7] RE T B SR A
AP B VLN RSN locked. properties KA R IAHEEEANZ P ELALEE HTTP 15K i kAL

e

requestTallyThreshold = max_served_requests_in_30_seconds

Bian:

requestTallyThreshold = 100

AT PLE S LA N EBPEISINZE 1ocked. properties SCARIHFEERAN % P2 HTTP 5K i i KA

tarPitGraceThreshold = max_failed_requests_in_30_seconds
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Horizon 7 24>

Bian:

tarPitGraceThreshold = 5

EPimBRE

XFIIA R RIPERINAE T A IRAS, OB e, AT AR ARiERE, L IEENHE . Qi F
e (flan, Unified Access Gateway 1#%5) » 6200 & Fim B 0 0hag, UONMISCE TG & Pl
PG R ARIFIR 1P Mk

WARE I IRE, R BB R PR SO R BT E N TR], SRE A AL ARk IR
& it 2 M ERRINBOER, R B2 i e S i, i ARHER . PN A TR E

A PLE AT locked. properties SCAFHESINPA N IE K A T EhAE

secureHandshakeDelay = delay_in_milliseconds

5 an:

secureHandshakeDelay = 2000

TARH HTTPS IR A INRE, 15208 secureHandshakeDelay 25 H, B %0 0,

KA TLS 12 RS Th, & umy 1P M a s i) 4 e, i PRy handshakelifetime 5
secureHandshakeDelay 2 f.

AV FosBIR i, 12T AIEH I S 1P N2 AL BRI R 22 F)-

(20 * 1000) + 2000 = 22 seconds

T4k FAHI] 1P Mk RGBT A IEE R, FaE Kz IR e IR2VY, JF H AR 1ok FAH
R AP Mok e —OEIR R, R 1P i MR PR RZER

TLS & TN s TSR 2% Pom N B B ROME— I Y . HAb B PRt — RS E OISR, B — A5
SERONFRIER, B, 2RI URL o X AR i 4 A 22 1R 5 A8 44 B PR AR 25 ANAH
] SRR X O At i A TR ZR M i 458 i 2% 1 80, 1H1E locked. properties SKAFHIZRINDA 45 H

insecureHandshakeDelay = delay_in_milliseconds

5 4n:

insecureHandshakeDelay = 1000

S HTTP SR I L A ThRE, 1524 insecureHandshakeDelay 5 H, oo HAI&E M 0,
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Horizon 7 24>

TALEEREY
SEFHLA T PR T a2 Foind 1709 VAR s PEAE rT B - B RS DA T o0 ARG AN S gt Ik
®O9-3. THEERY

Bl YA ERNE B

handshakeLifetime TLS \EFR K] (DAl 10 5 100 (S liEF I i
B o 7.0

secureHandshakeDelay M e, 75 0 UIMAZEAPRIIAEIEHD 3

TLS & T HifAERI A (DA
ERRAD
insecureHandshakeDelay THIMAEZ B IhEER, 7EdE 0 OUNMASRZPATRECNUD o

TLS 2T 2 ATAERR] (2L
M NERAD .

requestTallyThreshold 5 30 INE Fum 2 e 50
ALFE HTTP 15K 5.

il

tarPitGraceThreshold 30 FPINE P B4 RO 3
ALHE HTTP 1R A

secureBlacklist. .. TN IREN, Sl AE
443 [ ArHIEL ) 1P k-4

%,
insecureBlacklist. .. TN BAThREN, ¥l AEH

80 F a7 HIMELT IP Hihl-41)
o

secureWhitelist. .. Ui 443 _F MWL RS AE T
IP k712,

insecureWhitelist. .. 31 80 MR BRI A1
IP k5156,

il

i

FI

FI

Pl

S ETos H= ({60 G VA e O et ) -
ARREAZE
i3 44 TIRAIERS 5 Horizon 7 2 FLI I B, BRINNGSU T, Bes i il PR

T AR B TRE . P REAS IO e 2 P sl N W AR R S A P Bk bR
X FRARSA FTRERARE o SRR eV P IBHSOE SRRk

P REL I AR ATRRAF R E 1 o B140:

clientWhitelist-portal.l = Chrome-14
clientWhitelist-portal.2 Safari-5.1

XFR A e UF Google Chrome FiA 14 FIHE EhiAS, LM Safari A< 5.1 A1 S Al il HTML Access
BHTER: . AT aSal T AR 2 ot IR 55 -
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Horizon 7 24>

IR NI SR RV DRI e e

Android
Chrome
Edge
IE
Firefox
Opera

Safari

7E Horizon 7 HIESZRAATA XL H FREE . X082 H P ARERP1

BRE HTTP {R3PIEHE

IR HTTP SR, I IR 55 vk e ik S5 e 91 SSL I e B S Je b 1) 1l ok g i
locked.properties X {f.

4N, install_directory\VMware\VMware View\Server\sslgateway\conf\locked.properties.

L MiBEERCE locked. properties HAff)JEE:

myProperty = newValue

JEVEAIIRE X IONS, IHEATREX KNS o = RS PR s B AT o

XJF CORS F11 CSP B, BERI DA ST TR, el DLk HE. Flan, B DRSS okt
P! Horizon Administrator 152K, A3l 75 B A FIH I —admin, SKOAZIRSS A EAINJEME, A
s HEAbIRSS .

myProperty—-admin = newValueForAdmin

RFRIE T EAEARE TIRSS IO, MR E TARSSAOMEE T TH8EMRSS, M E G TR RS o
HME—BIINERFRE “OFF” o aiREIEm Ry “OFF” , Rt A % E TR
([

5l 4n:

myProperty = OFF
myProperty—-admin = newValueForAdmin ; ignored

S EVE T AR AR 3
TR ME, AL T s

myProperty = newValue
myProperty-admin = newValueForAdmin
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Horizon 7 24>

LSV B B 2 ME, AT A ST E R E R ME:

myProperty.l = newValuel
myProperty.2 = newValue2
myProperty-admin.l = newValueForAdminl
myProperty-admin.2 = newValueForAdmin2

n  BEEI TRE T RS IORC E N BT 8 TN IERIRSS 4%, iR S & & LR A0 7

(ajp:admin:Request21) Request from abc.def.com/10.20.30.40: GET /admin/

TEM B, RS EM adming RTLAEE VAN AR IR 55 44 %
m  admin (Horizon Administrator)

m  newadmin (Horizon Console)

m  broker GEFZIRSSHD

m  docroot (AMISCHARSS

m  portal (HTML Access)

= saml (SAML ifif5) (vIDM)

m  tunnel (&A%

m  view-vlsi (View API)

s misc (Jifth)
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