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BAINH O P ASREE S,

“22561%) Windows 751 %455 CommandsToRunOnConnect.
CommandsToRunOnDisconnect FREAE 2 TR T R B AT I —2H A S ki A A

NNV S Ee IES

“E25601% Windows 731/ & CommandsToRunOnReconnect,
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wWE PiIH
CommandsToRunOnReconnect FRETE S TN 5 o B ia 1 71— 4l A uli A A
VNN S R B

456K Windows JE1£ {4 5 CommandsToRunOnDisconnect.,

ConnectionTicketTimeout FEE Horizon 425U RN ] (DAY A
BRI, Horizon Client e (R SEIESEA TR UERIFR S8R o T2 A,
TR AT A PRI TR N AT 38 U P B A s IR, AT B SR R ok 2 5
I Z BT T SRSl . AR B %5 B, I FHER G I FR 900 5.
426K Windows 75E1% 1 VdmConnectionTicketTimeout,

CredentialFilterExceptions FREA TR EFINECEE CredentialFilter RT3 U2 AE USG5
SHBREA A,
FINEOL N RABE S

SE Windows TENFRAE N CredentialFilterExceptions.,

A IRIXER N LRI 25 R, 1525 ( View HHIRHT ) SOk,

£ Linux £ EE X HAi FikIR

PRI DL S /ete/vmware/config Bf /etc/vmware/viewagent—custom. conf FEHN& H, DAL E HhLt
eI,

1F Horizon Agent [Z2 5 i, 22550 B /N BT AR SO config. template A1 viewagent-
custom.conf.template &3] /etc/vmware H, AN, W /etc/vmware/config F1 /etc/vmware/
viewagent-custom.conf INEfE, ZHREFEF2F config. template Eiil%) config, J1Ff viewagent—
custom.conf.template &% viewagent—custom.conf, LEREA A 10 ST A i Bl .
FOEE AR, N TR S R AT

fldn, /etc/vmware/config LA FATHIT A A EETCHT PNG A,

RemoteDisplay.buildToPNG=TRUE
(e A TR SRS, TS Linux DAEBE ARG
/etc/vmware/config e B E IR

VMwareBlastServer K H AT I S SC4E /etc/vmware/config,

HE NEANYT Horizon Agent it B SRR S ANMRER SR I HA T USB Halii% ¥ . Horizon Agent fii [iliX
PEETIfE A4 USB 4 31, Horizon Agent i 24430 4 7 {£:8%5] Horizon Client i Tt
R T, MR RE AT (m) BT LLRIN S T Horizon Agent 1t 5% 14 Fl Horizon Client it
WREE, W (0) BT LA F Horizon Agent 75 3 5& 14 1 1T A~ i Horizon Client 716 5 & 4
KHAT,
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x 4-2. /etc/vmware/config PHEIER B ER

BT B

Clipboard.Direction 0, 1, 2,13

RemoteDisplay.allowAudio true B} false

RemoteDisplay.allowH264 true B false

RemoteDisplay.buildTOPNG true 5l false

RemoteDisplay.enableNetworkCo  true B false

ntinuity

RemoteDisplay.enableNetworkinte  true B false

ligence

RemoteDisplay.enableStats true Bl false

RemoteDisplay.enableUDP true 1 false

RemoteDisplay.maxBandwidthKbp %45
s
RemoteDisplay.maxFPS B

RemoteDisplay.maxQualityJPEG W EYEE: 1-100

RemoteDisplay.midQualityJPEG W EEE: 1-100

RemoteDisplay.minQualityJPEG "] HMETERE: 1-100

RemoteDisplay.qpmaxH264 ] F{EYE: 0-51
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BRI

true
true

false

true

true

false

true

4096000

60

90

35

25

36

i

W RZSE TS B AR EE A [ SR . AU T s
0 - BB E .

- AR B AR AE ]

w2 - (USRI i ) e R S B A T 17
3 - USRI B % P A R R 1 o
VEELICIR VA P F i
WEZA LA AR H] H.264 Zitt,

EITEN AR OCHRETERTN AREF) EREGAE
Linux SEIAIFD % P o s i S BRNAS B 15 2494001 .
ATy Linux SR AR AR % s s - S BRI
SRR 2 e 2 PNG e ZIAES 5 ]
P ESXi LA [RIFIMOT 55 o o Tz ik 2%
H H.264 4ijht .,

PEEHZEIDAAE Horizon Agent for Linux H ok 2%
PR IRE .

WEZLETPLTE Horizon Agent for Linux HH 3 sk 2% 1
LS RETIRE .

S HER AR ] mks S VMware Blast ol it
fZEL, Bl se. FPS, RTT %,

W EZ 0 AT Horizon Agent for Linux H s k22 H
UDP ¥ 3 H5

a2 VMware Blast 2 i Kl e, PATFLERFD
(kbps) AL, AT SE IR AEIGALET . 5. Ml
LA M VMware Blast 56l st i K1EHN 4 Gbps
(4096000).,

PR B BT o R R Al P A B A 5
HV I DE o AU AN T 3 F1 60 Z i) BRIAME N
FFFPUTHT 60 Ko

FeEMTH JPEG/PNG Zihii s i oG Bk . 15
TR T RO BRSO B, T2 A S 1A
G5 .

Fre i1 JPEG/PNG 4 i s i mo i g it . H
T L R T S R

FeE(f 1T JPEG/PNG 25 R s i) o ik G it b . A%
WU T A AR, Blan, &Rz
it

i FHZE I R 14 H264minQP ik 23881, %2301k
RS E M) H.264 gl uefe s his e iR T
o PEEZAE % E Rk Tl RemoteDisplay.qpminH264
BEE I o
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P
RemoteDisplay.qpminH264

UsbRedirPlugin.log.logLevel

UsbRedirServer.log.logLevel

VMWPkcs11Plugin.log.enable

VMWPkcs11Plugin.log.logLevel

VVC.RTAV.Enable
VVC.ScRedir.Enable

VVC.logLevel

cdrserver.cacheEnable

cdrserver.forcedByAdmin

cdrserver.logLevel

cdrserver.permissions
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=05
I IHETER: 0-51

error, warn,
info. debug.

trace 5 verbose

error, warn,
info. debug.

trace i verbose

true B{ false

error, warn,
info. debug.

trace 5 verbose
true ok false
true i} false

fatal error,
warn., info. debug
bl trace

true i}, false

true i}, false

error, warn,
info. debug.

trace BX verbose

R

10

info

info

false

info

true

true

info

true

false

info

RwW

i
P SE I A 4 H264maxQP b 25, Z2 50Tk
ARG 9 F H.264 St i o8 e AR G0

Ho NEIZE N
RemoteDisplay.qpmaxH264 1 111

2015 USB JE i H S

FEHIZ LI USB HE il 35w 1 H 5200

W EZ0e 0 True SSO ThEEJE kAL I H i s

P

=2

i 256151 True SSO ThgEik i H B0,

BEEZe I A S AR S 505N o
BBz A S A A e R T A o
il FZa0e i . VVC BRI S H 4050,

B ZE I DA Tk 25 B ) % Pt 5N B AT T
fito

B Zak I PA R 2 P e m DA Rl
cdrserver.shareFolders Il e 10 HAth SOk

i FH11Z 0 W34 . vmware—CDRserver. Log A1 H &
Hl,

{81 3% 5513 [T Horizon Agent % Horizon Client J1=2

RISCASe BB OB NI S AR . 540

m {1 Horizon Client 2Lk 24T read #l
write FUR, Mk 1
cdrserver.permissions=R, !l Horizon Agent
HA read 5AATE

m {15 Horizon Client 22130 F sk LA read A2
FR, % E I cdrserver.permissions=RW, Il
Horizon Agent {52k LELAT read 5 R4 .
Horizon Agent Joik 5 Horizon Client i (Y
read JEIt. Horizon Agent HAEFEIS S N AL
R

ML ATT

cdrserver.permissions=R

#cdrserver.permissions=R ({1, P RH
iRz BD
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BT

cdrserver.sharedFolders

collaboration.logLevel

collaboration.maxCollabors

collaboration.enableEmail

collaboration.serverUrl

collaboration.enableControlPassin
g

mksVNCServer.useUInputButton
Mapping

mksVNCServer.useXExtButtonMa

pping

mksvhan.clipboardSize

vdpservice.log.logLevel

viewusb.AllowAudioln

viewusb.AllowAudioOut

viewusb.AllowAutoDeviceSplitting

viewusb.AllowDevDescFailsafe

viewusb.AllowHIDBootable

viewusb.AllowKeyboardMouse
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B

file_pathl,R; fi
le-path2,;
file_path3,R; .

error. info Ik

debug

/N 10 [k

true ok false

[URL]

true 5f false

true Ik false

true If false

H

fatal error.
warn., info. debug

DJZ trace

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m]o}:
{true|false}

{m|o}:
{true|false}

BRIA
RIEX

info

true

AR

true

false

false

1024

info

KEX, ZEH
+ true
KN, A
T false
KT, %
+ false
KT, HFA
+ false

KN, A
T true

RENX, %
7+ false

Vil
FRE & P A] 5 Linux ST 1) — A SOk
AR .
B T Windows % i
C:\spreadsheets, ;D:\ebooks,R
m i TE Windows % )
iii: /tmp/spreadsheets;/tmp/ebooks, ; /home/
finance,R
eI B M ES TR I H S0 Witk H &
518 debug, MIZ0 54 collabui PA4AI collabor
HZRNFAA TR
FRE T EaE IS TR M EE i RS
VEEZE I PA VT o AE  F Al O 2 BE ) HL IR AR AR
Jr ARSI . WURES I Ze i, ICTE A H Rl
PREEMES, B T SR AR 7
T B O MR T IR S5 7 URL.

W EZ IR DA Se VR sk BRI M E 42 Linux S50, T
TEVEMESE, W ZL I E N false,
WEENZETPLAE Ubuntu B, RHEL 7 1 FHZATRlbR2
¥, CentOS fll RHEL 6 YA Fiilbr, ARTREdy
L

YEENZETIPLTE SLED 11 SP3 |- sk 28 1 /= F-fbr
BN

bzt e TR RS R B AR R R

Ne

i N Z0e 04 2 vdpservice [ H EH A,

206 0 Se Rl A% 1 4 S B N S TR . 7R
fil: o:false

BIZIE LA Fo VR e A8 o % A AT TEE ]

WHIZ BV o VPSR 1 F bR 0 5 15 USB 4o

Bl mitrue

W Z PAERI T Horizon Client g4k L 5k
VAR, B e vrok Bt e s T E R E . AT
RS AR B2 e s R TN 52K Fe Vi HLadE A T
HEA, AEZIESESTE Include TRk, a0
IncludeVidPid &k IncludePath,

T RZ T o v sl AR L 5 | eI BB A sl FolUbR 2 S B
b n] B A OO 5119 HID ##%) BT
il

T IZ I Fe HF A AR DA M SR B ke & (481
s BUbR BB ERE AR PEATIER
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BT

viewusb.AllowSmartcard

viewusb.AllowVideo

viewusb.DisableRemoteConfig

viewusb.ExcludeAllDevices

viewusb.ExcludeFamily

viewusb.ExcludePath

viewusb.ExcludeVidPid

viewusb.IncludeFamily

viewusb.IncludePath

viewusb.IncludeVidPid
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B

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{true|false}

{m|o}:
family_name_1[;
family_name_2;.

..

{m|o}:bus-xI[/
yIl.../ port-—
zI[;bus-x2[/
y2].../port-
z2;...]

{m|o}:vid—xxxI_
pid-yyyi[;vid-

xxx2_pid-
yyy2;. .1
{m]

o}: family_name_
1[; family_name_

2]...

{m|o}:bus-xI[/
yIl.../ port-—
zI[;bus-x2[/

y2.../
portz2;...]

{m|o}:vid—xxxI_
pid-yyyI[;vid-
xxx2_pid-
yyy2;...1

B
KIEN, T
7+ false

KX, %
+ true

KX, A
+ false

REX, %EH
T false

ARFENL

RIS

RIEX

AR

L]
BPIZBE LA Fo VR A8 AR R & AT TE T

(o 2 I 50 Pl 5 R RS e A T F T

W EIZEWASE | F ok SR VAP T USB £ i it ( ]
Horizon Agent i .

H HNZaSeiAE FE 1A PP s S iy USB s 4
FEE K true, FTRASH I M5 ok fe vron e
B RAPHATEEN . S false, HIPAE
FHHAL SRR KA 1 W R e e e Bl ke £ R AN T
[, 215K Horizon Agent |-/ ExcludeAllDevices
TN true, JRRIZIZTIE 5] Horizon Client,
Horizon Agent 1A ¥i475 & Horizon Client 1A .

EHNZE BT E 1A FPHERR Bt 281 A
m:bluetooth;smart-card

QS T B85, Horizon 0 12 & USB #:
TR R e /A, DAfE A HER R4 11
WISRAE T A B, Horizon ¥iih A ik Mg &
USB 15 & 11155 751

& BRI OUT 2 IR HFER bR, DA A
T BRI B PR HFBRIX SE B 2

S HIRZSE T T2 17 FRoHERR (T Fi 0 SR kv sl 1R 42
S ANV 1)) S AN il S Ve s s i I MRS P {5
ERAE AN RR AL HHm BT o

154

m:bus-1/2/3_port- 02;bus-1/1/1/4_port-ff

B Zag WA T r) HR R AT P AR B AT 1D
S5 VAT 1)) S Al e Ve =yl | DI R R/ K
TACET () A48 ID HRf A,

fl4n: 0:vid-0781_pid— ****;vid-0561_pid-554c

W IZE LA B P E IR R4

541: o:storage; smart—card

B HRZA Tt 2 (67 T4 SR ARt ity 1 A28 1) R o I
[ N NIV 11N R i1 = e (=PI 7 b | B RS et 8
T FRANRE A FIm AT

{41411: m:bus—1/2_port- 02;bus-1/7/1/4_port-0f

BEEZ I LA B HAT PR AR R 1D [ P] T e
iAo At Nikg U EE 1D 5. FTRAEH]
MECET (%) A5 ID AP BN

f5n: o:vid—***_pid-0001;vid-0561_pid-554c
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BT

viewusb.SplitExcludeVidPid

viewusb.SplitVidPid

B

{m|o}:vid-
xxxI_pid-
yyyilivid-
xxx2_pid-
yyy2;...1

{m|o}: vid-
xxxx_pid-
yyyy([exintf:zz
[;exintf:wwl])
[;...]

BRIA
RIEX

RIEX

BEH

M HNZZE AR FIFT 1D AR5 bRk B &4
SEINEL T USB B iz ms Al
vid-xxxI_pid-yyyI[;vid-xxx2_pid-yyy2;...].
A7 IR R AE 1D S0 FIRAGE FHImRTT (%)
K ID H A

JRfA): m:vid-@FfOf_pid-55%*

WL S B A5 1D F8E S & USB 1%
AP g e8RS Ol
vid-xxxx_pid-yyyy(exintf:zz[;exintf:mww]) .
AIDAEH] exintf Syl e AR S WEE
PR HEERAA R oSk dis R e ID 5, A
kg (RETTEE) BEENS.. WM @R
TF (%) 15 1D PN T

ENUE

0:vid-0fof_pid-

*%%(exintf-01) ;vid-0781_pid-554c(exintf:01;e
xintf:02)

¥ Horizon A2 H B S ARWIHGHERRAO 41T A2
FRE—NFES% (41 Include VidPid Device) 3k
AU XA,

/etc/vmware/viewagent-custom.conf H i B kIR

Java Standalone Agent {i Hfii 5 X f}- /etc/vmware/viewagent—custom.conf,

¥+ 4-3. /etc/vmware/viewagent—custom.conf HEHLE EIR

HEI
CDREnable

CollaborationEnable

EndpointVPNEnable

HelpDeskEnable

KeyboardLayoutSync
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(=1

true 22
false

true o{
false

true uk
false

true EE

false

true ER

false

true

true

false

true

true

A
2 A S AR 1% gl shAs E5E ] (CDR) it

eI I A Linux ST ARSI 2 b EDhRE .

V2% T LS 2 AEARYE User Environment Manager 7464
R RN Sl STyl | e o b A E R (e Bl ol | P e U SR b
HOPEE R 1P HEUEA R VPN IP Bk, anbiiZak i i
false, R umOEE < 1P Hibk, 500, F6H VPN
IP Hiik,

BPZEBIA S s SE RO SR TR IhRE

o 20 T A 758 25 ) R e X i 1 ) R 24 it
#5553 1T Linux [ Horizon Agent Siffilil2h
B AT A N, YRR . AEHIGAE T, AR e iR
*

A5 1T Windows 19 Horizon Client S35z 0aE, 3£ %)
AEQUE T o0 . ik, fEiE . Hil. whih. WPEAE. @k
R SCRTE PR S X 1
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Pt
LogCnt

NetbiosDomain

OfflineJoinDomain

RunOnceScript

RunOnceScriptTimeo
ut

SSLCiphers

SSLProtocols

SSODesktopType

SSOEnable

VMware, Inc.

& BRI

B -1

ESHIVOPN

HIEAW

NORTRF

s

pbis Bk pbis

samba
120

NORFFF laNULL:KECDH

H +AESGCM:ECDH
+AESGCM:RSA
+AESGCM:KECDH
+AES:ECDH+AES:RSA
+AES

SORTFRF TLSv1_1:TLSv1 2

i

UseGnomeClassic

UseGnomeFlashback

UseGnomeUbuntu

UseMATE

k

UseKdePlasma

true X true

false

B

T TZBE I A /tmp/vmware—root H{R AT H RSSO
.

B -1 - IR

m 0- 2R

B >0-REMH S

TERCE True SSO I, AT DA FHZase ik i 75 A AL 2Lk )
NetBIOS £k,

{2k T B e S IAT Lo o S TIBAT Lo
H )5 4 tufiE PowerBroker Identity Services Open (PBISO) £
Fy4eEAN Samba JALEIIN o Gt EIEIE A pbis Bk
samba, PKEZEBATIS NN o

il Zse R e B UL #T N Active Directory

W NI B SUA T RunOnceScript el FRE M IA AL 1
RENEFHBEEI TR o QISR ARBIE S T 014
TEARFIR S IR B, LA root BRI T Z A,

g, XT Winbind fi#gk755€, A0 Winbind K 3EfHE
LI Active Directory, 344 1Z eIk o o — A IAS 42
XA EIRIH N2 /usr/bin/net ads join -U
<ADUserName>%<ADUserPasswords>. 7FREAUNL RS, 7F
ARG ESCHHEBCENLE . YRIRS HEI, BafTiZ A
PUB se B EE LML Active Directory,

i FE 2eT5134 ¥ RunOnceScript SeTi RIS R, DARD b 2
o

B4, #E RunOnceScriptTimeout=120

EHIZ AR i 2. AU ] https://
www.openssl.org/docs/manmaster/man/ciphers.html H1igE X

ks

T ZE BB E 2o STRFIPISUE TLSV.0.,
TLSV1.1 FI TLSV1.2,

PR THEEAE A T SSO M B SIS, A EEA
SR

PEFRE S P S PR 2 17T, S A PR S i L 2
12N, (F Ubuntu 14.04/16.04/18.04 5ijf 4 i %615
J&, Joitie Rl SSO Thik, 1z IiEr Ay, aRAE
RHEL/CentOS 7.x s figE ke, WAHAFERMT SSO
MTEOL T, AT S ERsE.

A RHEL/CentOS 6 1 SLED 11 3K He i, 452440
X e s S ] T SSO M KDE 1 BRI S AT
HL(5E, 15205 (%' Horizon 7 for Linux 5 ) S04,

W EZE I DL A FH L L8 (Single Sign-On, SSO).
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ZET & LN PiHH
SSOUserFormat AT [username] i FZe W AR E T S B SR B s 2 g 2, BRAME R
H SR SRR, W T I, R AR

R F— AR, TN E P& AR AT I
FHL, WA TS — A BRI BT 3 B Al
SN

m  SSOUserFormat=[domain]\\[username]

m  SSOUserFormat=[domain]+[username]

m  SSOUserFormat=[username]@[domain]

Subnet KH [subnet] F s e A S L) F 4% 2] Horizon Agent for
CIDRIP Linux 19700 QAR EAT AN TR 2 AN A 1P bk, )
Motk X BHE RSB TR A 1P HihkZ$% 5] Horizon Agent
HIfAE for Linux, #4435 CIDR IP Mkt A, Fildn,
Subnet=123.456.7.8/24
UEMEnable true ok false BEFEZEI L TIE AL T User Environment Manager £ 5
false Mo Az s o s, JF Ll User Environment
Manager FHESRIGE FRIAC PR, B Tix LE SN
UEMNetworkPath SARFRF A T 2 9 7E User Environment Manager #1 4 Hp
Hh WE AR M2 1 . BR AR TR LT //

10.111.22.333/view/LinuxAgent/UEMConfig.

£ VMwareBlastServer B2 7 =441kl SSLCiphers. SSLProtocols #/1
SSLCipherServerPreference. 1t )i5)) VMwareBlastServer i, Java Standalone Agent K ix e 1ifF
NZEUMEEE . JRH Blast Z40C (BSG) I, iXEEETi2 520 BSG A Linux SR [AIRER: . 4 BSG #
AP, X eI 2N & P A Linux 5201 [RIE R o

HTML Access BIAKRBRIEE

HTML Access 4155 E A1 45 vdm_blast.adm il vdm_blast.admx [J ADM Fil ADMX fspie A
FRE . XEERGE H T VMware Blast sl 1Z 0 HTML Access i HIIME— T s o

3T HTML Access 4.0 A e AL M Horizon 7 BRAS 7.x,  (4E Horizon 7 Hifid e B st [ ThRE ) SCAY
1 “VMware Blast %1% " /141 7 VMware Blast 215l 14 1 .

B4 HTML Access 3.5 ok R AL M Horizon 6 ik 6.2.x s BRIRA, NENAEE TiE T
HTML Access [FJ415M& 5 . F Horizon 7 JiAK 7.x FSE S ficAcrf, #2475 % VMware Blast 41 5 %14

o

Imff
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R 4-4. HTML Access 3.5 BRI A R Horizon 6 K7 6.2.x S B {RIARA AR E
i
PEHIE HTML Access 23R IHIZ S T PAM Horizon 6 9N B e e fe UL, BN, F5FE 5T bA
7E P HTML Access #3251 521 ] vSphere Web Client 75 fE LA T 5615
U TR E I, 255 A 22t HTML Access 21515 sh IR M Horizon 6 N5 1)1t
TR, RN L2 oS b
SRR PN T CBOT e S AR o MR B R RN, T DA AR s T T S AT
N ST LT il e v e e == S S T ST = D = <R
R R LT ) 2 i A A 20 25 KR TR A AT AN ISR (e o T 14 ¥ LA S 2057
5L A T 1) At SO VFA TR T TR A ] o S BB A SRIRDREIG SCAS s AT DL B P2 —
n (BERANE P RBIRS RS (BICTr ) i AR G e B s i B T A2 SRR, . O
n EHFENERH
JEHBIANTT A
PUBHEMIREERBIZ Mo (M SV s R i 1) 2 AR et T ARG . O
1Z K EGE T View Agent 5 Horizon Agent.
QAR E A R, B AR RS AR B P
HTTP IR Fo VP Blast Agent IR 55110224 (HTTPS) TCP i, kA 1 22443,
JE FNZAE P TR 5o QAR Z T, SR IR 2SN E R A (2225 T View
Agent &t Horizon Agent) {57 k5% |- Hgr i &

SIS
&
B
o
|
I

Horizon Client B E#ERPHLZLMEIXE

Horizon Client ] ADM F1 ADMX Bt ST “2ea ™ 3oy A S 3500 g it 72 Mo
o ADM B 44N vdm_client.adm, ADMX Bl SCfE44 0 vdm_client.admx. [ERERRERH, -
R E P S AR E” %K. i “HPEE” KErH, mEE e T4, &

B S G TR R
TERAY T ADM Fll ADMX FBCSCA 24Pk S5 ik B .

%+ 4-5. Horizon Client Bt E#itR: R&MigE

wE WA
Allow command line credentials fifE ;& 75 P LA S Horizon Client i THEIHR AL ] S Fedi . a0 ARSI SEE, 411
AR A Min4171217 Horizon Client i, smartCardPIN Fl password ZEH5A0] 1],

NN SRS e
2010 Windows 7121 AllowCmdLineCredentials.
Servers Trusted For Delegation H5i 3 i 1/ idie}t DA B B YRR ST VARIN H4 0410 1P S RIFE IR 5 KO B
GHIHR R SIS TR B, W R B S % .
B INERE SS90, ERHIDL Pl —
m  domain\system$
m  system$@domain.com
B ERIRSS AR SSRGS T4k #4F% (Service Principal Name, SPN),
3001 Windows 71 /JF#A{f )y BrokersTrustedForDelegation,
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wHE
Certificate verification mode

GHEPREE R ED

Default value of the 'Log in as
current user' checkbox

CHSTAURI PRE Pk D

Display option to Log in as
current user

BRI FRCE B ED

Enable jump list integration

GHEPRCE R ED

Enable SSL encrypted framework
channel

CHEERURIT PR E 3 ED
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A

fil ¥ Horizon Client A THIUEBAS A2, #0n] DL REH AR

®m No Security. AU,

B Warn But Allow, WAGERIRS# VIR AL AUEE, K in 4%, B~
DA B B R IR S5 e R AR EL S T A Horizon Client Hfi2 fL(1ie
PR SARARICEL . AR R AR AT AT e 0 R AR DL, W2 R — N DR EHE,
AR R B IR S5 7% Warn But Allow MERIMI.

B Full Security, WISRHIARATAAMUEBEE G, W I oiks B 2 IR 5w
M PSS E R,

Fic B Z ISR A S, P T RAYE Horizon Client Has & e i (IE 56 ub R, (HCH:

Pl A o SSL B EDRTEHESIm AT R I Bl 12k .

RO AR 3234 5, Horizon Client J] /] DL ESIFB IR .

QAR SEAT PR AR TS R A S I O AN, AR ] LAOm i B Windows )R

A kB uE o

F85¢ Horizon Client ¥ HotTHHE F LA M4BT P S5 B e IR

XTI E 7 % Horizon Client 25 1Al & (R

SR PaE @y 4471217 Horizon Client 745 T logInAsCurrentUser &5, ZAH

BRI

Qg T DM ET P BB SR E AE,  HEE SEE i R G SR Sy R

15 B L BERIR S5 ar i, TG IE B R sl i . AR ez e, I

DU IE 20 DN LAy Sy = S N T il by EL AT

VNV SN A s

550 Windows T FE (4 4 LogInAsCurrentUser.,

it DA 1 P B8 A e 2 45 T /7T Horizon Client R4 TRAE 1.

AR RZE AR, PR A RO e i % S A T A HLERAE . ARz AR

Fagt, B CH M Horizon Client YEfen 1B AE Fh 26 H BRI,

APl Default value of the 'Log in as current user' checkbox FEl&4&

TR LA ET P S BRSO ER IAE

B NN IEA S

SE5 Windows TEFE (4 S LogInAsCurrentUser_Display.

TELE Windows 7 FIHE E AR GeUAT- 5542 1219 Horizon Client 4R A5 i~k 4]

Ko WM AEIBREESIR, TP DAERE R pao 0 e Bl 55 25 SR R 0

FL72 Horizon Client I, #<RIHEAAT B B it s 4k, R, on] DLim

AR TR B R AR Bk 1) 3

LN ER A2 SR

201 Windows JEFA(El EnableJumplist,

e A5 5 ] SSL A AE AL E

m E: AT SSL. (H7ERLEERITA SR SSL I Fe VRl B LARIR A I e o

m EH. A SSL, MR EAETEC T, (HIRRIN Sl i R 2 i e A I RS I T R
rh WAN s i et rl s R A HI o

m BRH: )T SSL. JfELaIEEAA R SSL S

1 Windows 1A %4 EnableTicketSSLAuth,
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&E

Configures SSL protocols and
cryptographic algorithms
GV I F s D

Enable Single Sign-On for smart
card authentication

GHANEE R ED

B

{EHE I SSLAEREZ T, e TS5 I S I B R S G T, 3%
FLE B4 I — Nk AR T PP AL

H RIS ANE,

m  Horizon Client 4.10 FIH S il A ERIME S TLSV.1:TLSv1.2:1aNULL:KECDH

+AESGCM:ECDH+AESGCM:RSA+AESGCM:kECDH+AES:ECDH+AES:RSA
+AES

m  Horizon Client 4.2 MIE SR ARNERIAE Y TLSV1:TLSV1.1:TLSv1.2:!
aNULL:kECDH+AESGCM:ECDH+AESGCM:RSA+AESGCM:kECDH
+AES:ECDH+AES:RSA+AES

m  Horizon Client 4.0.1 F1 4.1 [JERIAfE ) TLSV1:TLSv1.1:TLSv1.2:!aNULL:KECDH
+AES:ECDH+AES:RSA+AES:@STRENGTH.

m  Horizon Client 4.0 [{JZRIA{E >l TLSv1.1:TLSv1.2:1aNULL:KECDH+AES:ECDH
+AES:RSA+AES:@STRENGTH.

®m  Horizon Client 3.5 [JEkIA{Ei s TLSv1:TLSv1.1:TLSv1.2:!aNULL:KECDH
+AES:ECDH+AES:RSA+AES:@STRENGTH.

®m  Horizon Client 3.3 71 3.4 [ZkIA{& )y TLSv1:TLSv1.1:AES:!
aNULL:@STRENGTH,

m  Horizon Client 3.2 AR A K SSLv3:TLSv1: TLSv1.1:AES:!
aNULL:@STRENGTH,

M Horizon Client 4.10 JT44, TLS v1.0 Sk AZEIT], PRI AT 2 H

1 Horizon Client 4.0.1 % 4.9 1, #/5H TLS v1.0, TLS v1.1 fI TLS v1.2. CEF54%:

SSLv2.0 f1v3.0. ) QIR AT TLS v1.0 SRS AR, MIPAZEA TLS v1.0.

1F Horizon Client 4.0 1, B TLS v1.1 R TLS v1.2.  CEAXJ] TLS v1.0 JEHEF%

SSL v2.0 H1v3.0, )

{r Horizon Client 3.5 /1, ¥ 5 TLSv1.0, TLS v1.1 f1TLS v1.2, CK2EH] SSL

v2.0 #11v3.0, ) {F Horizon Client 3.3 #13.4 1, ¥ /=H TLS v1.0 f1 TLS v1.1, i

AJ1) SSL v2.0. SSL v3.0 Fll TLSv1.2. )

7 Horizon Client 3.2 FITBEARRA, W45 H SSLv3.0.  (H44LH] SSL v2.0 FI1 TLS

v1.2, )

W] 128 {7k 256 [ AES, FEFRES & DH Bk, SR H B P Y

W HE e 24 a2 h 41 2

ARG E S5k http://www.openssl.org/docs/apps/ciphers.html

G301 Windows TR SSLCipherList,

QERAEAATE A Z S Al D AL, f5A P LAl SSLCipherList &AM INE]

P AN ELL R ENEREL kR e .

m i 32 i Windows: HKEY_LOCAL_MACHINE\Software\VMware, Inc.\VMware
VDM\Client\Security

m AT 64 £ Windows: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node
\VMware,Inc.\VMware VDM\Client\Security

WiE T R e RSP ub o T s . VS T T LS5 5%, Horizon Client 4 1%
FIRIRE R PIN FEaE IR Pufrrh, ARG PR RS BB 5 A . JRAE FH P B o,
Horizon Client 37 [ X PIN W EAE,

550 Windows 7 F£ (5 EnableSmartCardSSO.

NERITE T ADM NI ADMX BEHCCIRRD “BIACE S A5 TR

VMware, Inc.
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®4-6. HAEXBAPHREEHXRE

wE WA
Connect all USB devices to the Wy St s S A B & i A ZeFP T R I USB #eeg A i 21 5t o
desktop on launch BT BT S A

ZE200) Windows 7EFAAE connectUSBOnStartup,

Connect all USB devices to the TE R USB B £5H N % iy 2 i 2 1 B L e 4 2 s 1
desktop when they are plugged in BRI R A %

3 Windows TEMHA( Sl connectUSBOnInsert,

Logon Password F84E Horizon Client {E 2l P 250 . 2%k 1 Active Directory {7 7E4l AR
i,
RIS DL ARE I
S50 Windows TEFEAE N Password,

T X Bl i N e S 245 B, 12 b T Windows 119 Horizon Client SC#%,

Bt ® Horizon Client iEFHBRiFi&Est
fET DLk A Windows % Pt S _E 5N RIS N CertCheckMode B 7KL E Horizon
Client Ll P55 uER

1 32 fi7 Windows #%: I, N2y HKEY_LOCAL_MACHINE\Software\VMware, Inc.\VMware
VDM\Client\Security. 7E 64 {i Windows Z%; |, 1Z /T4 HKLM\SOFTWARE \Wow6432Node
\VMware, Inc.\VMware VDM\Client\Security,

ST, BT R —

0 - SRR B S B

1o SRR IR B B R
2 SRR AR AR S

PRt AT DL I P IE S IR A 20 4 S I A4 R Horizon Client WF B R . Qs e 2mmirhid
T ARG EFT CertCheckMode 51, 41 SRR F A A T iR .

i 25 2 R kT R S, PRI LAFE Horizon Client FRESE e @ (OUEBIG IR, (R JCIERCE %

e
-[/QJ:LO

A BB IR AR A TS B M5 B, 2 Horizon Client il e Bt H 1 2 PEik o

AL E AR L PR

Horizon Client F1 Horizon Agent #5432 44145 (Local Security Authority, LSA) {447, LSA {3 r] 11
FARHRASSZ ORI FH P N AR NS

HXFCE LSA (P 215 E., 152 Microsoft Windows Server SCHY,
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“} Horizon Client 4.4 J BEARMARC S LSA RIE, LA N IIAREICIEfE

w  PUYRHT S S

“Jy Horizon 7 ik 7.2 T 1t) Horizon Agent iR LSA {475, L RTh
n  BRERSBRIE

s True SSO
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#rn] DAL EE Horizon Client. View Agent/Horizon Agent FlIR 552820 1 114257 RSN A TR 224 TSR
BHYEA:

ARFEBIE TUAN

n LA A BRI R

w  ONRRE R A e e A

m  7f SSL/TLS HAE 558540

m Jy HTML Access Agent i i Zc 4 Tl R iy &4
w (R b SR

RN BEEHS BN REE

PRAONES T, SRR AR BCRIE 5 H R 2 A S i ek

TERAIE TERNIE O A Horizon Client J3 RIS 4 . 7615 1T Windows . Linux £11 Mac 11
Horizon Client 3.1 MBS iRACHT, XS i R FIP G TN USB aiiiE (USB IRFS5H iy 5 View
Agent 5%, Horizon Agent = [ilf/Ji#1%) o %1 Horizon Client 4.0 > BiffRAS, 7F &5 efe s iy, USB
RSP F2f RC4 ( :RCA-SHA: +RC4 ) UNINEVE A EHIFFFH AU AR M Horizon Client 4.0 45,
AR RC4,
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Horizon Client 4.2 REGSMRZE
% 5-1. Horizon Client 4.2 RESRA EEIAB ANRLSIMUINBHBES

BRINZ 2N

TLS 1.2

= TLS 1.
m TLS 1.

7 M Horizon Client 4.10 F4f, TLS v1.0 %

K AZE

VMware, Inc.

1
0

s PIAS S S

BRABILER

TLS_ECDH_RSA_WITH_AES 256 _GCM_SHA384 (0xc032)
TLS_ECDH_ECDSA_ WITH_AES_256_GCM_SHA384 (0xc02e)
TLS_ECDH_RSA_WITH_AES_128 GCM_SHA256 (0xc031)
TLS_ECDH_ECDSA_ WITH_AES_128_GCM_SHA256 (0xc02d)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384 (0xc02c)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f)
TLS_ECDHE_ECDSA WITH_AES_128_GCM_SHA256 (0xc02b)
TLS_RSA_WITH_AES 256 _GCM_SHA384 (0x009d)
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA384 (0xc02a)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 (0xc026)
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xc00f)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA256 (0xc029)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (0xc025)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA (0xc00e)
TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA384 (0xc024)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256 (0xc027)
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256 (0xc023)
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (0xc013)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
TLS_RSA_WITH_AES 256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_RSA_WITH_AES 128 CBC_SHA256 (0x003c)
TLS_RSA_WITH_AES_128 CBC_SHA (0x002f)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA (0xc00f)
TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA (0xc00e)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (Oxc00a)
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (0xc013)
TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA (0xc009)
TLS_RSA_WITH_AES 256_CBC_SHA (0x0035)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)
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M Horizon Client 4.10 F44, TLS v1.0 Bk AZE ], R A2 7+

1 Horizon Client 4.2 £ 4.9 tf1, 2RIES T T TLS v1.0, PAFIfE Horizon Client 2RI AT DI H:5] HAFHE
B4 Horizon Cloud JIk55#% . BRINRYEM 17 H N 1aNULL:KECDH+AESGCM:ECDH
+AESGCM:RSA+AESGCM:KECDH+AES:ECDH+AES:RSA+AES., {1 ATEE TLS v1.0 SRS FadfA,
HAIPIAE TLS v1.0,
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Horizon Client 4.0.1 1 4.1
% 5-2. Horizon Client 4.0.1 #1 4.1 LB\ B AR LB BEL

BRINZ 2N

TLS 1.2

m TLS 1.1
m TLS 1.0

VMware, Inc.

BRABILER

TLS_ECDH_RSA_WITH_AES 256 _GCM_SHA384 (0xc032)
TLS_ECDH_ECDSA_ WITH_AES_256_GCM_SHA384 (0xc02e)
TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA384 (0xc02a)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 (0xc026)
TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA (0xc00f)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02c)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA384 (0xc028)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (0xc024)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
TLS_RSA_WITH_AES 256 _GCM_SHA384 (0x009d)
TLS_RSA_WITH_AES 256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_ECDH_RSA_WITH_AES 128 _GCM_SHA256 (0xc031)
TLS_ECDH_ECDSA WITH_AES_128_GCM_SHA256 (0xc02d)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA256 (0xc029)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (0xc025)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA (0xc00e)
TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f)
TLS_ECDHE_ECDSA WITH_AES_128_GCM_SHA256 (0xc02b)
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256 (0xc027)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (0xc023)
TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA (0xc013)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
TLS_RSA_WITH_AES_128_CBC_SHA256 (0x003c)
TLS_RSA_WITH_AES_128 CBC_SHA (0x002f)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA (0xc00f)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
TLS_RSA_WITH_AES _256_CBC_SHA (0x0035)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA (0xc00e)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA (0xc013)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)
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PRIMES R, BT TLS 1.0, DU Horizon Client BRIA T 2] A FEE L2441 Horizon Cloud JIi
05 IR B S TLSVA:TLSV1.1:TLSv1.2:!laNULL:KECDH+AES:ECDH+AES:RSA
+AES:@STRENGTH., W1 ATEE TLS 1.0 SRS, WA PIAEH] TLS 1.0,
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Horizon Client 4.0

%+ 5-3. Horizon Client 4.0 LBHAR AR LIVIBRES

ARNZ 2N RN E:

TLS 1.2 [ ]

m TLS 1.1

VMware, Inc.

TLS_ECDH_RSA_WITH_AES 256 _GCM_SHA384 (0xc032)
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02e)
TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA384 (0xc02a)
TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA384 (0xc026)
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xc00f)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDHE_RSA_WITH_AES 256 _GCM_SHA384 (0xc030)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02c)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA384 (0xc028)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (0xc024)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
TLS_RSA_WITH_AES 256 _GCM_SHA384 (0x009d)
TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_ECDH_RSA_WITH_AES 128 GCM_SHA256 (0xc031)
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02d)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA256 (0xc029)
TLS_ECDH_ECDSA WITH_AES_128 CBC_SHA256 (0xc025)
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA (0xc00e)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02b)
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256 (0xc027)
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256 (0xc023)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
TLS_RSA_WITH_AES 128 GCM_SHA256 (0x009c)
TLS_RSA_WITH_AES_128_CBC_SHA256 (0x003c)
TLS_RSA_WITH_AES_128 CBC_SHA (0x002f)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA (0xc00f)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA (0xc014)
TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA (0xc00a)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA (0xc00e)
TLS_ECDH_ECDSA WITH_AES_128 CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (0xc013)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
TLS_RSA_WITH_AES 128 CBC_SHA (0x002f)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)
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BEEHT KA TLS 1.0, 22 #%%: SSL 3.0,
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Horizon Client 3.5

% 5-4. Horizon Client 3.5 EBA B AR &MFNZREMS

ARNZ 2N RN E:

TLS 1.2 [ ]

m TLS 1.1
m TLS 1.0

VMware, Inc.

TLS_ECDH_RSA_WITH_AES 256 _GCM_SHA384 (0xc032)
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02e)
TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA384 (0xc02a)
TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA384 (0xc026)
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xc00f)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDHE_RSA_WITH_AES 256 _GCM_SHA384 (0xc030)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02c)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA384 (0xc028)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (0xc024)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
TLS_RSA_WITH_AES 256 _GCM_SHA384 (0x009d)
TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_ECDH_RSA_WITH_AES 128 GCM_SHA256 (0xc031)
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02d)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA256 (0xc029)
TLS_ECDH_ECDSA WITH_AES_128 CBC_SHA256 (0xc025)
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA (0xc00e)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02b)
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256 (0xc027)
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256 (0xc023)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
TLS_RSA_WITH_AES 128 GCM_SHA256 (0x009c)
TLS_RSA_WITH_AES_128_CBC_SHA256 (0x003c)
TLS_RSA_WITH_AES_128 CBC_SHA (0x002f)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA (0xc00f)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA (0xc00e)
TLS_ECDH_ECDSA WITH_AES_128 CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (0xc013)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
TLS_RSA_WITH_AES 128 CBC_SHA (0x002f)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)
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Horizon Client 3.3 1 3.4
% 5-5. Horizon Client 3.3 #1 3.4 L EAB AR LHIFBHEL

LI DI HNFEEL

TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xc00f)
TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA (0xc00e)
TLS_ECDH_ECDSA WITH_AES_128_CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (0xc013)
TLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA (0xc009)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

m TLS 1.1
m TLS 1.0

HOESCRFTLS 1.2, HEEBRINEGO PR . BEM TLS 1.2, ##E VMware K1 i
2121183 MUt IHEAE, FEX 2 G, S Hi5 5-4. Horizon Client 3.5 |- ¥R\ I 224 MY AN L e
IR

Horizon Client 3.0, 3.1 #1 3.2
% 5-6. Horizon Client 3.0, 3.1f13.2 EEiI\BANRLSHNNBREYS

LIS I FINFEEL

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)
TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA (0xc00a)
TLS_SRP_SHA_DSS_WITH_AES 256 _CBC_SHA (0xc022)
TLS_SRP_SHA_RSA_WITH_AES_256_CBC_SHA (0xc021)
TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA (0xc00f)
TLS_ECDH_ECDSA_ WITH_AES_256_CBC_SHA (0xc005)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (0xc013)
TLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA (0xc009)
TLS_SRP_SHA_DSS_WITH_AES_128_CBC_SHA (0xc01f)
TLS_SRP_SHA_RSA_WITH_AES 128 CBC_SHA (0xcO1e)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA (0xc00e)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)
TLS_RSA_WITH_AES_128 CBC_SHA (0x002f)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

m TLS 1.1
m TLS 1.0
m SSL 3.0 ({UfF Windows % /i |- )
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2 5% HKEY_LOCAL_MACHINE\Software\VMware, Inc.\VMware VDM\Agent\Configuration /1:fiit
Il

3 INIDHIFRR (REG_SZ) {H ClientSSLSecureProtocols.
4 Bz A EE, KCh: \LIST:protocol_1,protocol_2,....
I Jed sl .
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