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7 Horizon 7 i€ 8 TLS iEBRIA R

(b Horizon 7 % TLS UE PRI Z ) $E4L 7L RmBR I 15 B TLS Uk 5 PAM Horizon 7 I 55 #
Mo 55— Z T NIE B WU IRENES & TLS uF5, FEafRur 15 B3 7 Horizon 7 Server i /1]
kg AT U T L S Horizon 7 Server K6 TLS w50 7 2 A IR &S 78 .

Bfix&

A A A BB 205 Horizon 7, FE2E5KHL Horizon 7 Server [T TLS UE-Br i, s b Al 2528
¥ TLS BR300 E) Horizon 7 [ e ACSCRSH AR B & 1100 B #RGR AR 1 UM LR AR RS O
VE. HHAFEELEH Windows 5 Linux 2408 45,
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MAEB A HFFKER TLS iEH

VMware 5 2 AL AT 8IE 30U LA (Certificate Authority, CA) 254411 TLS 1E+45, LAfE Horizon 1%
PR ss w39 4RSS #5FN View Composer S5 ]

TEA RN 525 58] . e R 35 7%k View Composer Sl , 23R BRIAR TLS 1F ., RS ERAR A
S AUE T DL TR E A, (H 2 NS R e ] BROIAUEBAR CA 2544, QIRAE AL CA 241
UER, AZEEREE =78 TR Dy R s IR S5 AR H R it

{t Horizon 7 B85, AR vCenter Server — -4 ERINUE A B 48t CA S84 iub45 . 4nf A
f#iJ1] openTLS 2y vCenter Server S TILAT55. AOCHFANME ., 125 VMware BOR IR Bk i B <8
¥ vCenter Server 1F 57, HRHEA http://www.vmware.com/resources/techresources/ .

AZETHE T LU 28

m  TEARTT SN AR i ]

w  EPEMR U

m i Microsoft Certreq 4= iliF % A4 R AR IG5

HERXSFEMEEREH

AP U S5 ONE] Horizon 7 Server 411 F 11 Windows A LA TUEBAE&IX , Kl Horizon 7 it
HiuFp,

Tz A uE 1555 %4115 3K (Certificate Signing Request, CSR) Jf M CA ZRINAT SIS 4 ub 15, SR E A4 fE

SNUEPB o WERARARIEATT ZA BRI FER CSR, MAESRIAIE XA NI, PKCS#12 (LA
HIFRDg PEXO AR

AlaH AT N CA ZREN TLS UE45. A5 S aifrl {5 H] Microsoft certreq 52425 CSR FHEHuk
PELHLLS Horizon 7 Server i, R AR BGRFTR0 T EIF HARIRSS 7S | 2ebemix e TH, NInf P
FHHEAMb 57 o

AT S TR LA T
R CAZSEI TLS R, i LA AR AR e AT
s EHIAASIIEE S TLS b, HEN kA E PKCS#12 (PFX)

MR ERIH AL T CA ZS 410 TLS UF, MR DU X Seir 45, ZA2H2Ln] UG FHA 200 53 CA
A= CAL P R AN PKCS#12, MLAZ I THES L, 1SS bl iy
PKCS#12 t5+,
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=+ N\ Windows UuF P57#fi%X, If¥ Horizon 7 Server fit & i

R AR RS LR, WS
SANHIUE o

FZiEd5 . %550 Horizon 7 Server 41

EIFIEAYIE R 3R

AT DU ASIAIZEA Y TLS UFB T Horizon 7., Bk B IERAIOUE B 2882 5 0C ), ARRIIE
PR EA AR RA, BRI T DU e AR 3573 25

T FIE B 72 2R 28854 (Fully Qualified Domain Name, FQDN) PLiZ{E VMware 2e4 43, itk
PRMSRR2Y , AN F IR S5 2 ARk 1P Hilk, B PN s b i 45 th 2 itk o
BRSRAFIES

PRI DL R E IR SS v A e AT 5 2RI 45 . 141: dept.company. com,

Fe A A — A IR S5 e SR PIOTE AL T, X R E23Ew A .
TEREPZ 2 iE KA R CA N, @RI DS SUE BRI SS w5 0. 1h6ffR Horizon 7 Server 1] DLfi#
itk S5 e 20k, DA SUEE e 4 PrAHPLid

FHEERAW

{125 11477 (Subject Alternative Name, SAN) J&—/MERUA L3I FT S INEIIES R EVE . PTUAE ]
ZEMERE A AR (URL) BRnEEdsry,  DUEE T A 2 MRS #% o

flan, "L dept. company . com FIIRSSFRMUAUETS o FTH LI 20 4R 55 4% £ Horizon 7 1Y
NI P ORAE T ZUE S . S R UEB 21T, Eh LUK SAN dept—int. company . com FINZEUEF, DAELAE
JEH T REERIISOU N, Sevrub 17 0 2l 5 R B IR 55 as il e 4 Ik 55 i - H o

BEEH

APV —MEE I, DR T2 kRS lan: *. company . com,

WARZAN RS LS, WEAduEB2dE% A M. Bk T Horizon 7 LAAR, @SBRI A Homh s
PR i ] TLS UE-f, @t ] DAFEX ek 55 & i FHERCuE B, Ak, @R 1 5 IR S5 2 il
U, I VMware Horizon =510 20 4 PR e T e Hpb IR 55 11 241

R R MR B UE . Bldn, RTDUR R AR SR * . company . com [ LE T T
dept.company.com, {HAGEH]T dept.it.company.com,
f£ A Microsoft Certreq 4 piEH ZE R iF R FIEKBGER

TR UL e 4 Horizon 7 Server fliff], #ubZBIHERCE ST, WL E KA AEAGIEF 25 74 1i52K (CSR), If
RREAR A RSs CA. 2 CAIRIFIUET , itk 252Uk 155 A\ Horizon 7 Server 4L |- ) Windows
ARSI UEBAAE, A B AR S5 DA A I RL 145 o

CSR HT LA Z A5 T A, BRI TR A S AE BT o
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{F Windows Server 2008 R2 | #2fit T Microsoft certreq 521127, R FiZ 90 AT 425 CSR AN
U R EERAR R A4 55— )7 CA, fiifT] certreq Jjy Horizon 7 ZRIMIF P i fre bk . fefii e
T

g
1 @8 CSR Il B .

Microsoft certreq 52 HFE 75 FHEC SO 2R Y CSR. A Gl B0 B S, ARG A R AR R .
HZEFE AR FZ U151 Horizon 7 Server [ Windows Server 112N G @0 B SCLE AR CSR,

2 Rk CSR HM CA i5R&4ar b
A e IRCE SR, AT PLUERIEAT certreq SKHIRT A CSR, KR ZA4 =77 CA, %
CA Rk [RIZE 2k

3 WA CSR M HM 7 fif(E Windows iEA5/7i#X
RG] certreq KRR A CSR, SR P A — P OIRIRL . Z5 R CSR
FAAFEAL A% CSR I AL TH AL Windows AT RAHLUE P57 #IX R . An] DA
Microsoft # i zl &5 (MMC) bR CRMIA CSR ML IEHI76 .

4 fIiH] Certreq BANE LI

WA CA B4 0ET, nIPLEIE S\ Horizon 7 Server 141 |1t Windows AH 1A LIE 47
fitlX,

5 4 Horizon 7 Server &% S ANIEP
B SS AR UL S 2] Windows A RN UE-PAFEX S, i THAL LB PL 51 Horizon 7
Server {#ifHiZul 4.
f3 CSR BB X,
Microsoft certreq 52 IR F o FHEC S A2 5 CSR. A G RE S0k, SRIE A BeAE kK. AIAF
FEEP B %l 151 Horizon 7 Server [ Windows Server 1554 61 2500 B S4B 5 CSR,
AR &
RIS B ST S B RAZURIE Horizon 7 Server [ FQDN . 414147 . 4147 . 3. MNAIE
KX, A HEES FIREHR,
TR
1 FIHSORGEERS, BPL P SOR CREEH AR IC RIS SRbRIE) RG2S

request.inf

[Version]

Signature="$Windows NT$"

[NewRequest]
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Subject = "CN=View_Server_FQDN, OU=Organizational_Unit, O=Organization, L=City, S=State,
C=Country"

; Replace View_Server_FQDN with the FQDN of the Horizon 7 server.

; Replace the remaining Subject attributes.

KeySpec = 1

KeyLength = 2048

; KeyLength is usually chosen from 2048, 3072, or 4096. A KeylLength

; of 1024 is also supported, but it is not recommended.

HashAlgorithm = SHA256

; Algorithms earlier than SHA-2 are insufficiently secure and are not recommended.
Exportable = TRUE

MachineKeySet = TRUE

SMIME = False

PrivateKeyArchive = FALSE

UserProtected = FALSE

UseExistingKeySet = FALSE

ProviderName = "Microsoft RSA SChannel Cryptographic Provider"

ProviderType = 12
RequestType = PKCS10
KeyUsage = 0xa0

[EnhancedKeyUsageExtension]

0ID=1.3.6.1.5.5.7.3.1 ; this is for Server Authentication

QIS FIRTREI SO 7E Subject = 4THESIN T AN T (CRILF) 7, iR TR o
2 IR Horizon 7 Server FIESE AN AR B8 Subject B

BI140: CN=dept.company.com

Oy T VMware Ze 4 B i I i e fEE R AU GE A SE R E# (FQDN). A
AT IR S5 s 22 brak 1P ik, BRI b i 5t anitt

FUE CA A Ai N state B4 STER.
3 (A[EE) HIHT Keylength B,

BRARESHE E— D AR KeyLength K/, fIERIME 2048 SEC L. ¥H2% CA SORIR/IME N
2048, BRMHAR/ N L4y, (HIPPERERI IS LR

IR FFE Y 1024 1) KeyLength, {HIEESrESEARDIFEEE (National Institute of Standards
and Technology, NIST) ANESUE I R/ NRE T, RO TR UBOR ks Ak, A1 A] BE AR AR i B i R
BD%}Q_{;O

BEEE 15240 1024 1) KeyLength {i. i 1T Windows ] Horizon Client 4<%} Horizon
7 Server /B, KeyLength fE/NF 1024 FJUF-BUETHUE, Horizon Client &£ ¥ Joika i 2
Horizon 7. 4RSSt TIOUE P56 ub th e e, F 178052521 1¥) Horizon 7 Server 1+ Horizon
Administrator (S A s ALt

4 BXAESA{EN request.inf,

VMware, Inc. 8
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RESE

MECT A CSR,
S/ CSR M CABREZIEH

B SERECE SR, AT LAl iaq T certreq SCEEFAEm CSR. Rtk Ak A45 55 =75 CA, 1% CA
RS EESEATE o

RIS

n  WHAGT5ER CSR EIFSCAE. WAMAIE CSR AL AR, .
s CSR EUH LA SN AT B AR certreq HRYE.

1 (ETHRR R B e SRR PR A E R R BT T S 4R
2 SHBIRAT request.inf LR H 5.

fl4: cd c:\certificates
3 A:pk CSR 3,

fil4n: certreq —-new request.inf certreq.txt

4 N CA MiMHARE, (] CSR SUAFRIN AR UE itk 2424y CA.

a

YK REERC S CA I, CA S nBik B 238 ZuE Bk #5258, T Horizon 7 f# H
Microsoft iF 15 MMC 2 FEIE15, 50685 T Microsoft., Microsoft IS 7 sl 25 2EAIAR 55 2L
1o CA N — M8 U5 Horizon 7 {75 220 UE 1S o

TR K AR S5 28 2 HriE 45, 15 13)1] Horizon Client 4% 1] fiighf A1t Horizon 7 Server [t IP b
HH 2 M. HENUTSkER: Horizon 7 Server [k RN 12 5k 45 11 S 2 o —5

CA THESHERAC CSR XX (5l certreq. txt) [HNAEFITERINLEE] Web Fir, #0] DL

T SORGE AR 2 1 CSR SUAFIINA . 1Bt Z i N A A T HAPRICAIZ AR bR d . 4N

MIID2jCCAsICAQAwazEWMBQGALUEBhMNVW5pdGVKIFNOYXR1czELMAKGATUECAWC
QOEXEjAQBgNVBACMCVBhbG8gQWx0bzEKMAgGALUECgwBTZELMAKGATUECwWwCT1UxX
FzAVBgNVBAMMDm15LmNvbXBhbnkuY29tMIIBIjANBgkqhkiGOwOBAQEFAAOCAQSA

L9nPYX763jeu5rwQfXLivSCeabnZiI0ZYw8Dbn8dgwAqpJldzBbrwuM1TuSnx6bAK8
S52TvOGXW58jUTtxFV+Roz8TE8WZDFB51jx+FmLs

TER AR TZ TS, CA 2Hds CSR i B eIk S AnESS, AR TS, Re
RIS LY Bty S

CA AR A —HR CA UEFFI—HIR] CA UE (WERED o

VMware, Inc.
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5 BSOS T A 40N cert. cer,
TR Z S T A e uE 151 2K 1) Horizon 7 Server |,

6 B CA LB XA H] CA UEH Sy BT 4440 root. cer il intermediate.cer,
TR S S AR AUl 1515 3K 1) Horizon 7 Server |
T U certreq SUHIRRFFEAIET SN Windows A SEALIE T A7 A5 XN, X EEiF BT R H]
PKCS#12 (PFX) koo ansfefdi UL 5 S N SRk SN2 Windows WE 577 B, 752 ]
PKCS#12 (PFX) ¥+

BRE&ESE

ik CSR S K HAL 7B E Windows AHE M LIE B AEAsIX

ik CSR REFASATFHEE Windows iEBFHEEX P

AR certreq SEHIFEF AR CSR, ZSIIREFE S A — R 1ZITHFER# CSR M AL
B L% CSR I FFFETHEAT Windows AR FEATUEBAEEX . #8n] LAEt Microsoft 57 F17%
HlE (MMC) UE-BRHI A TR AN CSR KALHIE IEHITT % .

MEAALAG A% Zutb—ee i, Uitk Horizon 7 Server BEFEIEHS NAIE HIUETS

RIS

n  ACE certreq SEREFA A CSR, JH.EM CA R ZiET, 1iE 5% CSR M CA i
/‘kﬁ éut IJO

u 2}“7&%[H%Mﬁmfnﬁ}m§ﬂ Microsoft & #5855 (MMC) [l R, 11525  Horizon 7 436451 ) Y
“>}y Horizon 7 Server fit & TLS U7 —iify Bl B e ins MMC”

1 ¥F Windows Server 11541 |, FUF BB CEINE] MMC,

2 7 Windows Server T 541 MMC & CHH, JEITFUIER (A#H8A) 17 Sk B35 e ag o

3 BT B E S H e BRI S
4 HAIEBEIUE AR Sk

MR F 7BV B o~ AE T TER CSR 1 request.inf XY subject: CN 7 B A 1,
%o

5 RPN PEZ —HAERE AR
w  ORAEEEER oA T E IR .
w OGRS, BRIAE CREBEE” W TAEH AL FE] A AN SR R A

i

ZER
FuEH SN Windows AR THHEA IE-BAFAHIX

VMware, Inc. 10
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{£H Certreq SENZZMEE
WA CA 4 MIET, FIPUEAIE B S\ Horizon 7 Server 41 I [#) Windows A5 HIF A7 X .

QR AEAE ] certreq SRR FAER CSR, MINEEALVEHN T4 CSR AR SS# A, BT 5 REME 1 5 i
M, WHSHE ST . SRR R certreq 452, AIHARIE ARG EFASTTSAN
Windows UF 5 77f41X .

QR A 57 A CA SRS A R0uE,  WImT DA ] Microsoft 45l & (MMC) £ EE s gUESS
SANAS, BuFBSN Windows iF 47X . (Horizon 7 2¢3E4555 ) A4Sy “4 Horizon 7 Server fid
FL TLS UL B4 7 ik k.

RN

s HABCN CARRIZZLUET . SN CSR M CA 1R AR

n {EAERE CSR HFAAEZS UL BROTHENL I, BT FRATIAR certreq #1E.

1 (TR e SRR TR B VB E R B s T U T 3R
2 PEIPRAFR LIRS (A cert.cer) MUH %
ln: cd c:\certificates
3 @5 1T certreq —accept A S ANZKAIIUET .
f5l4: certreq -accept cert.cer
ZUE R E R Windows A HHEETIE B 75X
RE5H
B FNIUEBECEL ) AT Horizon 7 Server {111, 15255y Horizon 7 Server 1% S A\ IES

73 Horizon 7 Server igESNBIEH

FRSS AR UL S 2] Windows A RN TUEPAAAEIX S, A THAL P B L 521 Horizon 7 Server fiff
HZAIE

5

1 HMRSZHEB T RIS

2 KRB A BCH vdm,

vdm AAU/ING o BAT A 2R vdm () HABEFIES AL #rar 4, 5 WA XU EER AU
ey

e B View Composer [T HE B AU &7
3 1t Windows UF P5f£EX 2560 CA uEBAIHR] CA Uk,
4 EHEhERIRS RIS . AR Es RS EL View Composer R55, DAIEIZIRSH A FFHIED

VMware, Inc. 1
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5 WA HTML Access, 15871740 VMware View Blast %4 5Chk 55 o
6 1A View Composer Server Fi¥EUFTS, TR T HAME

m QERAELEE View Composer 2 JE ik FUgIuEts, W4AZI=4T SviConfig ReplaceCertificate
SRR DU % View Composer JiF T 1S5 .

m QERAEZEE View Composer 2 BT PUFTUE TS, N AAiz4T SviConfig ReplaceCertificate 52
2y . 1217 View Composer 3R P, R LAZERET] CA 25 2 b B EURER A A 25 41k
P
HIEZAEE, 1520 (Horizon 7 225647 ) ORI “¥48T TLS UE149& = View Composer fili ]
ESpmA.
P SRR P TIX ST 55, ES RPL N
n  BEOEBI AL
n CKARUE AR ANE TS SN Windows Uk 157X
HREZEL, 125 (Horizon 7 Z226H8r ) SKRIRH “BlEhERIRS 75 . LRSS View
Composer PAEI#T TLS uEH5” .

HE AR I ARSI (Horizon 7 2225588 ) T8l B LIRSS #HEB SN E] Windows UEF{74i%
A e 2 certreq SRR SN TIRSSZHIER . AR H MMC & E T “UFBS
)\" ﬁ%ﬁa\%)\ﬁtﬂ&ﬁ PR,

HE, AT “UE SN FISHRAR CA iEF AT TR] CA UEF5 5 A S Windows TEA 77 fifX

VMware, Inc. 12



# TLS EEfA T2 R BIPIRARFZES

A AAE Horizon 7 Server Fll Horizon Client ¥ #% 2 [R14 B FR AR S5#%,  DASA T T 28 AN 207 TLS
HEREZ K155 . Horizon Client & &1l HTTPS 2R 5575, ARG AR 5B RetG s B 4h
EI’JJET*H&%””HW [ R & aaen

T TLS R B IR BIP RIIRSS 28, ATSE A T J I T 55
BRI IRSSE A TLS UE BSR4 Horizon 7 Server,

m  {EXFAME) Horizon 7 Server |, 4N URL &8 k5% i i) R F 2 A [A] AR 55 %8 1 URL AHPT
Fico

»  REFHAIARSS 2 A0 Horizon 7 Server 2 [ilff) HTTP %42,

ARZETHE TLUT 28

m  ff TLS fdio ik Ssasiuit 15 5\ 2] Horizon 7 Server

m ff Horizon 7 Server 4l URL & FiORE & i die) TLS 14k ik 55w

m VR E ARSI HTTP 152

# TLS i 2HRERPIEBSAE Horizon 7 Server

nks TLS ﬁi%ﬁ%ﬁ‘(ﬁ%ﬂﬁﬂlﬂﬁ&%%% R R IR S5 73 HOUE B S\ B 5575 S sl e F 2 v 7]
RS #eH LRSS 7 [H—A TLS RS U v T 1IEAEFE T 380 i A AR 5 s AaZe e 2
[AlR 55 =5 HL.E gt 1 353 7Y Horizon 7 Server Hi1,

IRAERRB L 2RSS, AR AR S5 s R 2 22 IR AR 5w I e AR 5w D AT AR ) TLS AR5 48
ABEC S L AR F AN EAR B 2 Rl R 5w (eI 55w 5L 1 b 22 8EARRIf TLS UEF .
INRAEARIE LS5, B IR ARG IR (00— Lo 2 R 5w Al — e MR IR 55 7
S, SR TR IR 55 i R 212 R TR IR S5 A AR AT e IR 55 2 SE IR BHTAT AHIAI ) TLS WES

AR R IR 5578 IR P AR L B R IR 55w Ik 2o AR 55 7% b, & P S8 H 5 Horizon 7 11912
P FEIXPPFEAL R, Horizon 7 server &AM uE-BHEECS Horizon Client £ [RIAR S5+ FIuEHA~—
§&O

VMware, Inc. 13
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AEIRIE SIS TLS 080 it. MT#1d F IR B0 beft TLS fd i thRefse sy, Aahlisess
R EPARERF o (U2, BAARR T AR R % 2 TR B HIES

EEHEG DN RS AT ERoR T =J7 A5 VMware Z1¢F 2 (AL S TLS i —Fsik. 1t
JTEATRFARE S TR N, XWAE P TZAESSIIME—TT T

G2
1 WHRIRRSS = N3 TLS 1k
W FRAE AR S5 7% 225600 CA 25411 TLS U,  SRIEA AR LS N BIXFSMK) Horizon 7
Server,
2 HIRIIRSS S T AL
W N # SR RIR S5 L1 TLS UEBoeiiofa . AL BIHIIE 15—t 5 N\ B Horizon 7 Server I,
3 KU BSCAL ) PKCS#12 55K
GRAERIIE A K HAL SR A2 PEM Al =X, M aife ¥ L4y PKCS#12 (PFX)
WX, RIEA BB ZIE 155\ %] Horizon 7 Server 1) Windows iF 15 776X, Q1 A2 i ]
Windows UE P AAAEXHI “UES N 1, WFEET] PKCS#12 (PFX) #42U,
4 BEARIRS SIS N E] Windows LEF X
TRAAHE TLS IRFSRFUF B RNEN e T IR S5 we il e 4 Ik 557 Ik 55110 Windows Server 2471 -
(1) Windows A 1A LUE 52 X
5 BEGEBIALF AR
TR IR SS AR S IR S5 A B R R TLS UE4S,  BAURHIEAS AT A IESCH vdm,
6 CRURUEPBAIFALETS SN Windows LE 157X
TRV ARUE A5 FTE 555 FR AR AT R I 55\ Windows A HHEATLIE 1 744X
MAE RSS2 T TLS iEH
DA RSP IR IRSS 7 222500 CA 254410 TLS b5, SRE A AR L SN EIXSMNE Horizon 7 Server,
L7
1 EREIEIRSS RS, FREINL R HTTPS iR % Fumie ity TLS b4,
2 JEDF F T Horizon 7 1) TLS iiE15,

=Bl: M F5BIG-IP LTM R4 T& TLS iEH

R ] F5 BIG-IP ACHEm i FE 2% (Local Traffic Manager, LTM) 1 bRl $ 2, 1%l B AELE K
BT W B R IR s AR .

HEEN XOPPRERE T F5 BIG-IP LTM (4R 4F, IREAIE T TRt FS 77 X s BN
JTHA AR R g HH RN IR 55 7% o

VMware, Inc. 14
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A Al 1 HAE ELE Horizon 7 Hhi# F5 BIG-IP LTM £%;. HAE 5ehk F5 B8R (7F VMware
View F1#5% BIG-IP LTM &%) (B4 http://www.f5.com/pdf/deployment-guides/f5-vmware-view-
dg.pdf) HIESS

1 3% F5 BIG-IP LTM fic & 52 AT

2 (ESWUERND RN IR L, RITARE, SRS SSLUEF.
N2 BoR R G H b s,

3 fF “#H” Firh, BT Horizon 7 (NI R,

4 TEBEEIRHS, ik
SR AU SCAME P BRI TLS 1.

5  MUFBSCA-kh, T file_name.
¥ PL CRT SXHEA M TLS k45

M Al iR 5528 T 5 FA%H
WA N B IR S LI TLS uEBoCRMALEH . AAHAZENE 45— 5 A\ Z] Horizon 7 Server |,
L7
1 EEEREIRS A, HREIR L HTTPS 1RI% Fumie iy TLS Uk,
2 %ETT Horizon 7 (R FEILRLH .
7fl: M FSBIG-IP LTM RH T HFH
oG] F5 BIG-IP A s HEs (LTM) 1Ry IRk S 75 o 1205 AL EBORE T i A E 2
HRAIIRSS = D LT o
EEEH XEUPRERE T F5 BIG-IP LTM (8, ATREAE TRk At F5 7™, XS BB E
T A BER R r R IR 5545 o
T2 00, e E RS F5 BIG-IP LTM fid ' 5L
1 AESHUERRIY 007 IR L, JRITAShIRER, SRSl SSLIEH.
IR 2 BoR RGP b BIAIER,
2 AE “HFR” P, HEE T Horizon 7 (LT & HK.
3 feEmirh, HihEEE.
4 TERRIRHS, S
LRy A BT s IAT AL
5 M B wEH, T file_name.
KA KEY SURTER N AL .

VMware, Inc. 15
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BB XA PKCS#12 #5

QAR EGRBUIE R M EERLAR T E PEM Rl ik o, MLAT R L PKCS#12 (PFX) #82X,
SRIG A B ZUE 5 5\ 2] Horizon 7 Server |11 Windows 1iF TAEEIX A, a4 ] Windows 1iF 5724
XHR “uE N s, MIFTEE ] PKCS#12 (PFX) 1520,

FERI LB DA N 75k 2 — ARG A S

» )\ CA SRR S4APE SAT

» M Horizon 7 &5 Hhis B R RIIR S5 7 T k5 A AL

LU BRI

E S 2R AN, AE Linux BRIEHm T PEM A8, SO rTaR s B LN I A IE
3L EPISCHRT CSR XA

server.crt
server.csr
server.key

CRT X8 CA IRFIY SSL iE45, CSR ARG IuE B Akl AFEI SR, KEY SCfF
e
AR

s HIAEAE RS E OpenSSL, AIDIM http://www.openssl.org [N#f openssl,
n ARG A CA IRIBIFY SSL LRI IETS .

1 K CRT AT KEY XA %) OpenSSL Z4E H 5,

#lan: cd c:\OpenSSL-Win32\bin
2 JTJF Windows fr %42 <, WIERTTE, 15502 OpenSSL ZHEH %,
3 MAFASSCH-RIFASILLE B PKCS#12 (PFX) B89 1

4. openssl pkcsl2 —export —out server.pl2 —inkey server.key —in server.crt -
certfile CACert.crt

TE RGBT, CACert. crt sEUFBAUAH I FTIR [FARUE A1 R o
Windows UF-BA7 X A3z 8 1] PEX 37 2 A pl %581 % . 5Ia: —out server.pfx

4 BNGHELDLRY PKCS#12 (PFX) XX

BEEZBRE[DIEHESANE Windows IEBEFHEEX

TRV TLS IR S5 AUl N B 2%t T iR Ik 55w Ik 2o ik 5578 Ik 5510 Windows Server 411 1)
Windows A5 LUE B A7 A5 X A

%77 248 ] PKCS#12 (PFX) A% 15304k

VMware, Inc. 16
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MRPEAIUEA S AR, A S E PRI B MRS 3 MTREED 2 8 5\ 8] Windows At HSIATLUEAS 7 ik
Do Bilan, nIREa S NIRSAFUES . FIRESAIARUES .

AT HA A UE RS, AT IR RRIE B2 S\ E] Windows A THREATIEBAAAEIX o XA N, &
I AN UET P HOARE AR A RS

HIUEBTEZE R, 1H5% MMC i Bt hi At Microsoft BEH LAY
AR &
A TLS MRS5S arub R HIE PKCS@12 (PFX) A8 e 1S FRAIE T U440 ) PKCS#12 K53,
5]
1 {E Windows Server -4/l /) MMC % [IH,  JRITUES (AR tEA) 1m0 F A ASCrk.
TE “BRE” wish, HERIEZE > BrAfs > B
TEUEBRNASH, HE T S A B o
BEPEUE B SO T I
TR AR SO, ATDAMSZE £ MR s e B H SRR
BENUEAS SR A S AL A
B e Lol it i A Tava Ll R
EHERERACY BB,
2B, AR
b Do uESs (AHE) > A > ARk
9 HAFHIE A FAH.
a  TEUEP (RHTHEN) > AN > RS, BT,
b fF “UEPEE” AEHER “ER TR, AR A B S AN SRR R AL

(You have a private key that corresponds to this certificate),

L S I

0 N o O

RESR
RAUEF A B vdm,

ERGE B KT BT

TR S5 w2 AR 5w B R TLS UES, ACRAIER A AL SR IEHECY vdm,

AR R4

AR S H UL SN B Windows UEPB A& X IUEE (RHTHEAL) > DN > TR e d, 52 bl
ARG FIE SN 5] Windows TIF A7 fEX .

g
1 £ Windows Server A/l Ff MMC & 1, JEITUESS (AREBTHEAL) 1 5Bk P A > BB ik,
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AT A UL 45 Horizon 7 Server EAHLIESS, SRS i@,

fE “HRT wBR b, MR ARRSCRI PN vdm,

RN, AR PREE.

TAAN A > BEFB A I BT HA IR S5 Aiub A5 R T ACF 4R vdm,

a  AEMTHMRSAIET, AR, RRREEE.

b UWERUEBRIALT ARy vdm, B Z AR, RENA, A5 REE.

a h~h W DN

RESR
WARUEB R EEB S\ E] Windows A i EALIE-B A7 IX
SN UED S, AT R SR IR 55w I 55 5 22 4 Ik 55 IR 55 VA S I At B s A3

BHRIEBFREHERS SN\ Windows iIEHHFH# KX

LEAITCR AR UE A FTUE A HE R AT FRRIIE S SN Windows AXHE THEHLIE-BAERHIX
WEREN A TRIAR 575 SN TLS JIRF5AFUE 1 HERIR 525 EVUBAEN T AR CA 25k, HARMUE5EHiX
AHIEES, AT PABk AT 55 o U AT AL &S AT e s EHUEAT

5

1 1f Windows Server 4/ [ MMC il &b, JRITUESS (AHETHENL) 15 0 21 A5 AR ARIE 1540
BRI > UE Sk

o UEREHORSER AT S, HaE ek T IARE, IBRE SR 7,

w  WERERRRUERB A TSRS, HUE s T RLETS, MBS P g 6.

n UUREIRRUE AN SRR, BT8R 2,

AR ZAFENRUE IR > uE Sk, ARG REREES > |

EUEBRAR G, B N2 E AR CA UEBIALE

WP CA UE 1 S 4T I

EHRE T35, REHRETER.

IR SS AR UE TS R R] CA 254, IiPREUE B RE FR IR Hh IFTUE 55\ Windows A T FEATLIE S £7
fiEX

a FERINES (AHTHENL) > HIFREBIURAE > UEE -k,

b AT N HRRE B HITEEE 3 EI2LEE 6,

7 FHURBERIRSARIR S B RS wR RS, RERT R B SRR

8  WIREET HTML Access, 15T i5) VMware View Blast 2425/ 55

[ S - N
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4 Horizon 7 Server 5MEB URL iR B AKX E PiRigm TLS fif4y
TR SR

R TLS TR R %28, F1: 1. Horizon Client 1 #5{i# F 24 s i %52 Horizon 7, W AGUE 22
S IR RS AINAS URL 35 & F s vl ARk s )R] AR 55 = i itk

TR R AR 55 2 MR AR 55 28 Sl ak 22 IR 55 % T E /NSRS URL & H

MR 2RSS, M 2eA RS B EAING URL, (H 5204 IR S PSR R E B IR S re AN B,

AR ABE e R S5 7s, B S0 2o A IR SRR 0 AN R AR 5578 S BIROTR A I £ 2R L, T
HERE R P R IR 5578 HOAT AT R IR 55 78 ST T Bl FH /NS URL o

T AR PColP 2242 (PColP Secure Gateway, PSG) ik Blast Ze4 001 TLS B 111 3%
3. PColP 4N URL Al Blast 274 eshTs URL 2AZI T VR4 S iimide 2 2IFEAT PSG il Blast 44 et
AL BRI e IR 5575 5 Horizon 7 Server 2 [AIFE#H ] TLS %482, 15 WIATEE PColP 4N
URL #ll Blast N5 URL & S FE1a A iR 555

B EE AR ST AR HIRSMB URL

LA 1] Horizon Administrator it FZ: 4R 55 i 9451 FI /TS URL .

LI 2 30
NI SRR R T R IR R e
SR
1 {F Horizon Administrator /1, i View BlE > JIR%5+5.
2 fF CEmIRSSEST IR, EEERIRSSEE I, KT,
3 FESNER URL SCAKE RN LA I kiR S URL.
URL A A . 2 s TR (0 LA L4 R 1145
5l https://myserver.example.com:443
YN AT, GRS IEREIR S5 w948, AT DAGEIT 1P $ohl, (HA2, S
WU S MR IR S5 75 IR TLS UEBAERS, T B0 T B - sl s i) e 4 AR
4 HACU IEAE O AT ML SV R 2R e v [l R 55 A A
5 HHE.

ERRLREFHFIMNE URL

#r] U Horizon Administrator 1825224 Ik 55+ /M URL,

AR &4
n NSRS AR RO IR S5 As LB b R e A I R e 2
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1 & Horizon Administrator 1, 1#¢ View Bl > BR553%
2 TE RS W, mERAIRSHIT LS
3 {ESMNHS URL STAMEHHEN e 4 ik 1 ANES URL.
URL A2 S L & P AR (22 4 IR S5 AL A 1 5o
#lan: https://myserver.example.com:443
B NRETEL WA AT 5 2Rk 555, ATRME 1P sk (RARZE R EHU 5 24
RS 75BN E TLS UEFAVERS, S5 RIRERHLE sk s TRl 2o VR
4 HAERE T A HHEAS e VE & P A G L 2RSS we L.
5 HEHE RN

Horizon Administrator 2K BUgiI1 /M URL ik 2) 4 k55w . BBICHIm b issas, Frdrt sk
BIRT A2,

ARFBEERRRSRD HTTP E#E
TLS U IR B IAIIR S 2T, R DU R IR 55 2 S sl 24 IR 55 2 e 0 o 2RI FE 1T 7 250 i g v T
B HTTP 8z, & &A1 HTTPS fE4 Horizon Client 1%4%

35S0V 7E Horizon 7 Server SR > A HTTP 4%, WAJIE fovr HTTP B iR N Il 55 2ol
BRIz k55 7% Fif i locked. properties X1

HI{s 42 - AE Horizon 7 Server 5l £¢ 2 [al @y HTTP &8, tASREAE Horizon 7 h2% ] TLS. Horizon
7 Server 4445 HTTPS 180 & HTTP 154,

T WIRAER) Horizon Client fi JTIETRE £ S5 50IF, XK P oA d 1R SRR 5wt ak e ik S5 e ity
HTTPS i, R SISy TLS 130 .

1 (RS arEes IRS5wr TR TLS/SSL WAL P Sk b Bl ik 4t Locked . properties X
,fq:o

Bign: install_directory\VMware\VMware View\Server\SSLgateway\conf
\locked.properties

2 B E Horizon 7 server 1M, 15NN serverProtocol BT HZE N http,
i http HALUNSEEN
3 (Afge) PEINEMPLLE Horizon 7 server FECEAEERIA HTTP {5y LI A1 25452 11,

T HTTP s I 80 By HAthG 1, 17K serverPortNonTLS 8 & ok Hi Al 88 EUAC A
B n— im0 S,
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m 1% Horizon 7 Server LA Z/NWg8 b2, AT E1ZARSS 78 AT — N0 i HTTP #8%,
1 serverHostNonTLS & E 1% MZ& £ 1114 1P Mk,

4 {#17 locked.properties S,
5 HHAAERIR SRR B LIRSS we RS, AT SR

i=fl: locked.properties 4t

W SCE 52145 Horizon 7 Server 37 HE TLS HTTP %32, Horizon 7 Server [0 % S i IR PR 2 111 1P Hb
HEF 10.20.30.40, EARSS 2 FHER A 1 80 KAV HTTP 82, [ http WATH/NE,

serverProtocol=http
serverHostNonTLS=10.20.30.40
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