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3 BRUEAUE A DLESR T4 vSphere il vShield 41T

4 i F vShield Manager. vCenter Server 1 ESXi [ 4 i i<,

5 HWA vShield 385, BARITATIRSIERAT B s gkt . IR e o

6 Ik AL E syslog.

7 BUES RIS SR S R LA,
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BARMEEGFARIZE CLIEERAR

7 NSX 6.x R4 21, M e A AR A M. B NSX 6.0 12, FIF AT sl CLI I Jsk
BlA RSt ST PRI S S BRI B U .

%F7T vCloud Networking and Security 5.x 251, CLI HHrE L 53 ) F Ul (VSM) Frpg 28 03 P2 A AS
FIFIHI . CLIEEL U P RSB A R E RSB 2R, 1fi VSM HI OS5 ph I P oA RS A28 . B CLI
EHEGUT P I, S22l VSM ETEE BT P s, [FIRE, SEMC VSM A B GUT] P B SI,

S AL CLI & FE 53 PRy

X NSX 6.x R4, VSM HIF#dET 7. CLI IR PA B #2665 2 NSX Manager.

TR, B mE RN, B A PRI AT CLI £dREZEF Web Ul BdlZEr T, £E X AP il
N, AR CLI PSS E 0, A2 iy Ul 5 REST APIL A . 78 NSX 6.x #4127, CLI
P Je 853 Ul 5 REST AP,

7E NSX 6.x #AIM4HT () i, CLI HF A1 NSX Manager (Ul 5k REST) JEAHAIY, - HAR R
I

WERAETFISE I NSX 2R NSX 6.x [ —EE LR, @ DU RN n) £,
RN 1 - SEECEEE GOSORE T PR,
R PAVEE LU REST AP BEECERRY b i Bk A RTE TH %

PUT URI /api/2.0/services/usermgmt/user/local/<userld>

<userInfo>
<userld></userId>
<password></password>
<fullname></fullname>
<email></email>
<accessControlEntry>
<role></role>
<resource>
<resourceld></resourceld>

</resource>
</accessControlEntry>
</userInfo>

flan, fEH curl:

curl -k —-H 'authorization: Basic YWRtaW46ZGVmYXVsdA==' -H 'Content-Type: application/xml' -X PUT
https://<vsm-ip>/api/2.0/services/usermgmt/user/local/admin -d
'<userInfo><userId>admin</userId><password>123</password><fullname>admin</fullname><email>admin@com
pany.com</email><accessControlEntry><role>security_admin</role><resource><resourceld>datacenter-312
</resourceld></resource></accessControlEntry></userInfo>"'

1% AP A T BOg A T Pk S RIS Y . G AR GRS, WA %, URI A1) userld AZE R
5 XML HrgE g 1D Al
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VeI 2~ F2BR Web UL &L DU 91 CLIASER BT s in—AN it et ks, #snf A ] CLI
ek 2] NSX Manager, [ff E CLIAFEE 53 H] B T s b B 2 S ke NSX Manager 72
G

1T Web Ul 22 53 712 super_user, AR EEIS NS —AN A5 super_user AT - BN
% Web Ul B B,

m  NINEAT super_user fA@ET ] tempadmin,
fian, ] curl:

curl -k -H "authorization: Basic YWRtaW46ZGVmYXVsdA==' -H 'Content-Type: application/xml' -X PUT
https://<vsm-ip>/api/2.0/services/usermgmt/user/local/admin -d
'<userInfo><userId>tempadmin</userId><password>123</password><fullname>tempadmin</fullname><ema
il>tempadmin@company.com</email><accessControlEntry><role>super_user</role><resource><resourcel
d>datacenter-312</resourceld></resource></accessControlEntry></userInfo>"'

= fifi[f] tempadmin I Web Ul A5EE 53
flan, f#H curl:

curl -k —-H 'authorization: Basic YWRtaW46ZGVmYXVsdA==' -H 'Content-Type: application/xml' -X
DELETE https://<vsm-ip>/api/2.0/services/usermgmt/user/admin

= 7] CLIHL BT 8N super_user ffité,
Bilgn, #H] curl:

curl -k -H 'authorization: Basic YWRtaW46ZGVmYXVsdA==' -H 'Content-Type: application/xml' -X
POST https://<nsx-ip>/api/2.0/services/usermgmt/role/admin?isCli=true -d
'<accessControlEntry><role>super_user</role></accessControlEntry>"'

E1#L vShield Data Security
WA IR | Data Security, 1/ E] NSX 2 ik HU 1

MONSX 6.2.3 FFit, NSX Xfie o haebiuisi . 48 NSX 6.2.3 1, #Ral DL 4T e 4kadi iz ohae, (2
BT E, (R NSX AR RSl ke .

B

1

M\ vShield Manager 5.5 i it J& 8RR (Datacenters) SOk, K5 STEIZe4: | vShield
Data Security 13 #1.

TE222%% T vShield Data Security FOEEA ML L, SERkPA N DERDUE HEIE,

a IZENL, SR “vShield AR EXIUIEE (Summary) Ll -KHitE vShield Data
Security [ (Uninstall)i42

b 7 “WePEEHIENOIRSS” Btk il 1 vShield Data Security, X5 1R (Uninstall)f24.,
F4H1%; vShield Data Security, 3£ “vShield AR GRS LT A 2%,
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vCloud Networking and Security &% f1ifJE

T I R ok i B TAEIRZS, i UEH#$ 1345 vCloud Networking and Security 4114, X5,
vShield Manager #1310 & 47 vShield it 2, (AR A 2k . 20, vApp BUIILL N FE vShield
Manager Ul &t API Hfc B AT HAAB PN A . T2 B4y vCenter Bl EEAEE I TR (QIREIIASHA) -

/D e £y vShield Manager fil vCenter, 2 3WERANTHI AT GEFNY 55 TRk st it .
P T B KN 25 BT vCloud Networking and Security 75455

vShield Manager #513 FI DAETEHAT, AT DARER/NR 7 H SR BRI T,
B ML N A TR

m  7F vCloud Networking and Security 1, vCenter 2%~ Hiif .

®m 7t vCloud Networking and Security 5k vCenter T4~ 5.

®  7EHIT vCloud Networking and Security 41442 H S FRIGARCE S, Flan, 75 OI Rl
Edge. 24 PERIR kA% &S o

w SRS

» PUTERE 2 HESZ )G,

A R GRS RN AR, HH0F vCloud Networking and Security #1565 5 HAth 32 H4RPE (4

vCenter, ZEFLAZMIAIT THSE) Mgt RFEREE

REEZM vShield Manager #1113

LR DABEIR P T4 528 3 LA# 1) vShield Manager i .

EZ3

1 M vShield Manager Ji5 M, B ERE (Settings & Reports).

A E (Configuration) s <.

5454y (Backups).
(A ) WA R B RGTR, b HEBR R4t (Exclude System Events) %A
(Al ) AR R MU H SR, HE T HER A (Exclude Audit Logs) S i%HE .,

NPT RSN IP Mtk (Host IP Address).

BN A RNIENIEFR (Host Name).

BB S M AT 4 (User Name),

HNS &0 RGN P # K 5E (Password).

10 7E%4YHZ (Backup Directory) 7-Birt, BENfFAfETHOLEA B 12

a h~h WO DN

© o0 N o
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1M {34 ET2 (Filename Prefix) i A — /N SORF R

ISR T B 24y 2, DMEAE 20 R Ge it B se Stk i, kst ppdb, WA
N5 4778 ppdbHH_MM_SS_DayDDMonYYYY,

12 My NIBHR4EIE (Pass Phrase) LAl i1 SCf-2e 4
7F vCloud Networking and Security 1, S50 1E A& A 561 . 7F NSX H1, SR i 2 AR .
13 ME#rthil (Transfer Protocol) N2 i1, %£% SFTP 5k FTP,
14 $i2%4 (Backup).
TESERR , w0 R oA EiZaR 5 NI R
15 HHRFEE (Save Settings) L {F 1AL E
R, RIS RIFE A B, EATRERAER T I PR, EEEMGRIT, WA A0 f
BRI RStk
%1% vSphere Distributed Switch
T LLK+ vSphere Distributed Switch F143# =i 20 Ad 2 S H 810
ZXAH R B AR ECE, fUXEERCE AR & B HAB R
ZIIRE(LAE vSphere Web Client 5.1 BB Ffi A i) o VDS B2 Al AL BRI P NV A ) —
HTEN.
e FERTEFEAE N VXLAN J9FEERMECT HE 5 < AT T HT VDS Bl Ao, wE i
http://kb.vmware.com/kb/2034602,
#&1# vCenter
NP NSX BB, 155528505 vCenter KU A AL R DI LER I
iH 2% 8 ) vCenter A R vCenter SCRY, T fi# vCenter £ 3 AL FULBRUA KtnefE Mk o
AREDHURIE, 120 http:/kb.vmware.com/kb/1015180.,
5 vCenter 5.5 13 AT HBER: :
= http://kb.vmware.com/kb/2057353
= http://kb.vmware.com/kb/2034505
m  http://www.vmware.com/files/pdf/techpaper/vmware-vcenter-server-availability-guide.pdf
5 vCenter 6.0 A7 CHAT FHEERL :

m  https://pubs.vmware.com/vsphere-60/topic/com.vmware.vsphere.install.doc/GUID-539B47B4-114B-4
9BC-9736-F14058127ECA.html

m  http://kb.vmware.com/kb/2110294
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T#; vShield Manager 2] NSX A28 H 12 MDS

vShield Manager £] NSX 714t 547 7H2 NSX SERAUAFTEIIATA ST 15 714% vShield Manager -2 i,
BRI MEGE T BB .

BT

—/> MD5 #5aAn TH

E7Z

1 %% vShield Manager % NSX J1-{u ~#;%] vShield Manager ] 3|5 206 o Tty b4 fr A7 28
1T VMware-vShield-Manager-upgrade-bundle—to-NSX-releaseNumber-
NSXbuildNumber.tar.gz R,

2 WU EFR S A targz 452
BT SR AT RE S O e 4. Bilan,  dndR RS AR :
VMware-vShield-Manager-upgrade-bundle-to-NSX-6.X.X-Xxxxxx.gz
JIUESE SN oF
VMware-vShield-Manager-upgrade-bundle-to-NSX-6.x.x-xxxxx.tar.gz

A0, AE FETHRE)E, BEoRPL MEEDOEE . TS VMware-vShield-Manager-upgrade-
bundle-to-NSX-6.x.x-xxxxx,9z Jo&k, FHESHFAMINY R 28 tar.gz” o

3 i MD5 KEEAI T HA VMware W5 2 R4 6 5 75 MD5 REGAN S 12 R88 A T 2o 507531 MD5
KU AL R

a f£ MD5 Bdu AT Her, Jlbslzrtt.

b HRZ LRI A,

c Kk VMware 55 141 HR RSN

d iz TR,

ARG FIRIL R, SR TR FEd

M vCloud Networking and Security 5.5.x 2% 2] NSX 6.2.x
for vShield Endpoint

TR NSX 6.2.x, AT ASE /A gArlifr7+4% vCloud Networking and Security 411},
W% DL T TH% vCloud Networking and Security 204

1 vShield Manager %] NSX Manager

2 vShield Endpoint %] NSX Guest Introspection
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7 vShield Endpoint £11% vShield Manager #Z: %] NSX Manager
NSX FLAH AL TR FER BE— 202 T2 NSX Manager £ o

TANEEHI T A0 vShield Manager 3475 52431,

AR

AR E 5e it £ vCloud Networking and Security %] NSX for vShield Endpoint T+ H1 iR iR A5 7+

RAMEFAT S

= ik vShield Manager 45 2 %425 0l DA THL B NSX Manager., 12 )l NSX for vShield Endpoint
RGEOK,

= {EFRE] NSX 6.2.x 217,  vShield Manager MEALIAEAS T RS N A7 85 N5 2/ 16 GB Jf40 1 4 4

vCPU,

Z: ) NSX for vShield Endpoint 22 23K,

1 NSX T P&l vShield Manager R LA R0 E o TS T VMware-vShield-
Manager-upgrade-bundle-to-NSX-release-buildNumber.tar.gz.

2 )\ vShield Manager 5.5 Ji5 S ifitrh, PR BRI
3 b EERkmiR, SREnG FEASE.

4 EBRECH, %88 VMware—vShield-Manager—upgrade—bundle—to-NSX-release-
buildNumber.tar.gz X{F-, SKIGHTFTFF.

5 B REOUE.
B E Lo3 BRI T

6 HLEREVITIRTI S R

7 pEmINRE. THGE R E RS vShield Manager, [R5 A] fE2 225 5 vShield Manager J1 /7 5t
HWZER: . AR5 HAERT vShield 414

8 FEEHSISIE, f17T Web MBI E LIFEN IP HihkDLE 5] NSX Manager 5, 4,
https.//10.10.10.100 T4 1) NSX Manager H1.47 55 vShield Manager A[H]f{) 1P 31l

PR GeIi R B R 222 NSX Manager [
9 S9izFET > B vCenter IEM, FEH1IA vCenter Server IR & H EiEH:

10 SCHUETIE/E VSR vSphere Web Client FUELFN T s 2 ihi. SAREI L, IEERNERs s, RIFTHE
x4l vSphere Web Client,

11 G0 7F vShield Manager |3 )T SSH, TIITH i 2447t 45 NSX Manager |5 JT] SSH., £ NSX
Manager Ik, RGP LEEERE. TAGIDIAE, & SSH RS Hiti 8.
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EHZE M vCloud Networking and Security 5.x 7242 NSX 6.x Ji7, A7 ] CLI 5B AT e a5k 2 NSX
Manager. LT, 7f vCloud Networking and Security HHF 356 PN 58S, —ANHT CLL, B—NFT
Ul A NSX 6.x JT4fi, Wi il— s, Bl

vCloud Networking and Security 11545
= mypassword#123 - CLI

B mypassword#456 HT- Ul
T 2] NSX Ja i

®  mypassword#123 J{]-J- CLI
= mypassword#123 T Ul

TEF+4 NSX Manager Ji7, A )1 e % £ vSphere Web Client,

WIRAE vSphere Web Client 1A IEAfi /s NSXAHLE, 1HIERRN SRS AT AT il 5k e WIsRAPATIE
BE, N454r vSphere Web Client H1) NSX BB b1 THIUN, FIRESEBIZRMILL PN A REE . “HHILA
BB - A5 #1009 (An internal error has occurred - Error #1009)”

AIRAF vSphere Web Client HA B “PIEZEFIZ4" liF, 1#H % vSphere Web Client Az 5% :
m  7f vCenter 5.5 1}, §TJT https://<vcenter-ip>:5480, X5 #/55h Web Client IR%5#5 .

® 7t vCenter Server Appliance 6.0 #7, DA root JH G 5E5%5] vCenter Server shell, &5z Fands:

Command> shell.set —-enabled True

Command> shell

localhost:~ # cd /bin

localhost:~ # service-control —-stop vsphere-client
localhost:~ # service-control --start vsphere-client

= 7F Windows [[1J vCenter Server 6.0 1, #n DLl is TP Nl BT E,

cd C:\Program Files\VMware\vCenter Server\bin
service-control —-stop vspherewebclientsvc
service-control —-start vspherewebclientsvc

TR TR Web Client 5 P21 T4 NSX Manager Jii /1] vCenter Server, PLiEbiat TANRIRAE
NSX Ffif I A E M R

BESH

Bll3E NSX Manager HI£177. AT NSX Manager & 33O Se A %4, 152 Wl vShield Endpoint %
£y NSX Manager %t

73 vShield Endpoint &1 NSX Manager #{#&

PR DL B TR s I B B A oK £ NSX Manager £

#ErTPLimsL NSX Manager [ Web 5Lifiisk NSX Manager API it i NSX Manager 23 AL, #5473
SR ] LU B Ry /NN g R
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B SAERAFE] NSX Manager 7] 5 [RIgcFE FTP 5 SFTP £/ ., NSX Manager £ (udhific & & . k&
M HER, IEROUSIEGDEOT,

PO S 2 AR RRAAAR ) NSX Manager FH 1A A, 1855 AET T NSX THEiif i Bl idEE
B, Bl— 3 TR, 55— oA,

%555 NSX Manager E1 455 o

2 fE CHRREET NS, REEBAER.
3 EURESRMAE, RS CFTPIRISHE” 550 nIER.

o)

(o

f

BN RGN 1P M AL,
A FARSCRIN A, WD MR Uk B SFTP s FTP.
R R A 11 o

HENER BNy A GPIra= I P 24 AR

R EFRFE, NI THR AR .

TRE AT 12, ALV E] FTP RS
directory y% (pwd). #141:

PS C:\Users\Administrator> ftp 192.168.110.60
Connected to 192.168.110.60.

220 server-nfs FTP server ready.

User (192.168.110.60:(none)): admin

331 Password required for admin.

Password:

230 User admin logged in.

ftp> 1s

200 PORT command successful.

150 Opening BINARY mode data connection for 'file list'.
datastore-01

226 Transfer complete.

ftp: 22 bytes received in 0.00Seconds 22000.00Kbytes/sec.

ftp> cd datastore-01

250 CWD command successful.

ftp> pwd

257 "/datastore-01" is current directory.

FESCH BRI BN — SR

BESCAKRE T E B REN 2e S, UL R Gerh iRl
A= B 6 5 10 2857k ppdbHH_MM_SS_DayDDMonYYYY .,
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g HENEMEIEDIRR A
T AR A

h  FEHE.

Bilan

Bachkuy L ocation "
P ‘Hl:|$| LT 1]

Transier Prefocol FTP

Part 29

Uise nams sirie
Pagsgword 0000 e
Backup Dhirsciory
Frianama Frof rrismgr-hackup

Pass PRIESE = e :

0K Cancal

4 TSRS, uihE .
PRI B RIE= b,
5 XTHERE, wERE PR SHUER.

Crmte or Scheduie Bachup o
Backup Frégquenty ekl
Day of weak Fristay
Haur of day 15 5
Manule
Tum OFF Pty Cancel

a  MEESRER MR, PRI ERAEER . RGO HURRT IO iR
CREHINTR R “Orph” NRSER, Glan, GUREEEE “HeR”, MPRAEA “—RArpii” M

S, PO BOANE I TR R

b ATy, PN AZE— T IR & EdR .

¢ NTHSHRMEEFER G, EEITIHE I/ N

d EEITIRBHISS, KRR EREE.
6 ZONFHHER HSA R, uiRE CHEER” SRL .

a  EEEMNEHHERIIEH .

b TR,
7 RAFFTP IRSSaRM IPIEALS, . s, Hfanfs EMED, ARG EA BRI 4
BRESR
FI4% vShield Endpoint, 12l 7F NSX for vShield Endpoint 1714 5] Guest Introspection,

VMware, Inc. { BT AR .

20



NSX for vShield Endpoint T14¢45/5

£ NSX for vShield Endpoint A ZEZ] Guest Introspection
1555V T1H4% Guest Introspection VLI 5 NSX Manager h AAHPTHL .

*  TJLIM vSphere Web Client H1 4% Guest Introspection IR 55 HEINL. 7EF+2% NSX Manager )=, #4~
T MR IR S A IAIEA T, Qi ibs: 7RSS RN, RS IR Tor R, PO REE RIS,

Hil e (Resolve) LAV E FHINIR S HEUAL, SRIFH1E Rl F4% (Upgrade Available) A i) Guest
Introspection fI 55 HEAUAL

R

fifiik NSX Manager U712 %5 6.2.x.

TR

1 7EZ%E (Installation) e il 1, ARG (Service Deployments).

Installation

Management HostPreparation Logical Metwork Preparation | Service Deployments |

NSXManager | 192 168.110.15 (Role: Primary) |~ |

Network & Security Service Deployments

Metwork & security services are deployed on a set of clusters. Manage senice deployments here by adding new senices or deleting existing

ones.
¥ x % (@ Filter -
Service Version Installation Status Service Status | Cluster Datastore Port Group IP Address Range

+ Succeeded

€ Upgrade Asilable ~ Up fh Comp.. [ ds-site.. & vds-sit. GlIPool

& GuestIntrospection 6.2.0

ZHAIRZS (Installation Status)’!| <R[ F}-4% (Upgrade Available).
2 EPEETHN Guest Introspection #3%5 .
FE RSS2 o7 T R RAZ (Upgrade) (¢) Kbz,
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3 HuliTt4t (Upgrade) () R4 Ul SEmibf THRAE.

Confirm Upgrade

Upgrade Guest Introspection service

Datastore =~| ds-site-a-nfs01 | = J
Metwark x| vds-site-a_Management... | - |
IP assignment =~| Gl Pool | - |
Specify schedule:

(*) Upgrade now

() Schedule the upgrade

[ OK l[ Cancel ]

TETI4% Guest Introspection Ji7, ZCRIRAMEEN, IRSSHIREN O iR, AL vCenter Server Ji5 i
7~ Guest Introspection IR 55 REAA L.

RESR

TEHFERFETT 2 Guest Introspection J&i, ZAT ATHAT AT SRR AIREL T 560 WRIFHT T Fr PRI PR TS
%, WS TEKAHRIRITIIO O . BMEARTI RS TR 58, th kTR LRy

IR VRO AR R T H B NSXOAERIRRAS , B FIR 55 4 HE LIRS S PR CK AR5 S 61
SRIELABRBEOR I, 1152 W NSX A AR Y “Tﬁfﬂﬂﬁ%éﬁﬁk" o

FREXTERR
TESERTERIE , Wit TRA N B8R,
1 7E7HR)E, Al NSX Manager 14 1 #5475
2 BEESEEN LR T VIB,
NSX {di[IILL N g 2351% 48 VIB

esxcli software vib get —-vibname esx-vxlan
esxcli software vib get —-vibname esx-vsip

WIS E 2% Guest Introspection, RS 1% VIB 78 4L FIE 7 1E :

esxcli software vib get —-vibname epsec-mux
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3 HEHFDENINEEL. VMware A% FHETHE I TR o
BRTLAMEFLAT AP FIERED AL ES TEEHRE

URL : https://<nsx-mgr-ip>/api/4.0/firewall/forceSync/<host-id>
HTTP Method : POST

Headers:
Authorization : base64encoded value of username password

Accept : application/xml
Content-Type : application/xml
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m REGTEEIRSS

= {E NSX for vShield Endpoint Hfi Fl il 554

£ NSX for vShield Endpoint A EE1E(kFRE
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S
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2 ZEQNFIEERIG L NSX Manager FE (K FEIRS .
BB K PERSS SORDA T IRAIRZA B,

3 KM PRSI

BESR

A K LIRSS

MESIEUNFRSS

RS VRO AR T 2 008 EA U BE BRI s, IR LA iR IRSS, AR 1H) NSX Manager JENHi#o s

Fo

IR
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= [fi] NSX Manager 715 VEIKFEARDE T %
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S SETR IR T 2RSS B M UEE R 2 OB AT b , ok e R EAE R FEE.
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R TEEENEIEE, WSR2 i, A0UE AU AgentVM & Hi5E
ESX EHUEH g, 155 W (vSphere API/SDK SCA%)

BT TR PR A SR P 1 4 o 1200 1 4L AT RE S 1511 NSX Manager (135 114

QR B BTN EHeE, WABEREEE NS AR R E > W& JE M 5w 26
s, 1520 ( vSphere API/SDK SCA4)

A FAL ERE R PIES JE e, SRR TR na i . SislEs > &8 > REEH
PUORE > W%, SR L G A e P AT 2%

Ve E 1 2 A E 76 2 ESR IR A £ AL E AT o
£ “IPATEC” i, GBEEDL R — It

Brirtc Br
DHCP I BN AR E Y (DHCP) 4 1P Huhl 45 B 48 IR 55 FEAbATL
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R N —2b, R “ARESER” T FEESE.
Wiy, BHARERTL R W7 o MAURSEIR R, nRE R SFA R R
JEfRRIZ R o

EZ

BUAE T LA NSX ULl NSX AP A KA DS o

=

NSX for vShield Endpoint H{E AR & 4= HE

Wi 25 gm AR BT B 2 P28 2 A A 557K HL o3 Bl 4 R AU RE R ZRAG PR O SRR o
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