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VMware it BLERPEPESI A aGEE (it 747 ¢ NSX R AMERIRA R E B S0
http://partnerweb.vmware.com/comp_guide2/sim/interop_matrix.php,
Al vSphere Distributed Switch 5.5 uk 5 i fif A,

F it DVS AR IRSS AT,

TR )P SRR RGRE T5 1k MRS i NE R

FEZR , TPRAE I T N IAE & 2 TR T Pl ot Al Tar ks,

N\

TEFFERI, EIORAE T 2 B T dilas it aiBab Tar RS, S0 (NSX FHd81 ) -

AREHE 7L R ERL:

m NSX AR LR

= oA FEEE RO
iR NSX Manager [n]
= )\ NSX Controller {42
m T NSX (AR

m  f#i[}] show host health-status 72>
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m B NSX A H IR
m  vSphere ESX Agent Manager
= NSX CLI #i#ik

~

NSX Bl ZetE &P F

NSX #EE e — s 4 NP BRI,

1 ¥ NSX Manager 1%:4%%] vCenter Server, NSX Manager #/1 vCenter Server 145 —f—3C &
a ff vCenter Server HjT it

2 55 NSX Controller ({UZ5HAcHe . /0 2K ik Edge k5752, anif{¥f# H Distributed Firewall
(DFW), NPATEEE e ) o

3 EMUMER: EREETTRTE AL E N XLAN, DFW F1 DLR 2235 VIB, fid Bt T Rabbit MQ (7 E 4
FEREAAS o JE IR ks o AR E  NSX A2 AL,

4 Pl IP i E I E VXLAN: ZEREEEFRIUATE A1 F A7 VTEP iig 14180 VMKNIC, 7EZ20 ],
T DL AL VLAN ID . 4L m&f MTU .,

% NSX Manager i&# %] vCenter Server

i 1] NSX Manager #1 vCenter Server 2 [Hl[1)i%4z, NSX Manager HJLL{{i{] vSphere API $iifT—2£1))
AE, BN, FEARSS AL, R A Sl A L L 2H . R FEAE Web Client lk35#% 10 NSX
422 Web Client fif:

B R E T AE, #A27E NSX Manager, vCenter Server A1 ESXi 1AL FFCE DNS FINTP., #1444
Hofr ESXi AL INE] vSphere J T, 1AL T/ NSX Manager |AC & DNS HR5eHE H A FRARHT 15
TAE. AN, NSX Manager £ JCiE@MT IP Hitik, WAZ0FRE NTP IRSs#s, DA SSO IS #f [RIFT NSX
Manager [N A1 {#55A2 . 7F NSX Manager |, /etc/ntp.drift e SC-4u 5 7F NSX Manager [H;
RIFt,

AN, JHF# NSX Manager #4421 vCenter Server [k i 45 vCenter “FHE0Y” fifh, B “EH
17 fAtaik foPF NSX Manager 7t Security Token Service JIR 5575 L [ 5 8BRS FH K 2o NSX
Manager 1%£#%5] vCenter i, i£2:7E NSX Manager " iz 61— “AFER R Mt

51 NSX Manager £#£%| vCenter Server % E Il ja] &

= fF NSX Manager. vCenter Server &t ESXi T4/ F IEAfific 2 DNS,

®  K7E NSX Manager. vCenter Server ik, ESXi F-4/1 [ 1EAAflCE NTP,

m ]I A vCenter “EEEOYT ATk NSX Manager 1£4:%] vCenter,

®  7F NSX Manager Fll vCenter Server 7 [11] H JJ ) 2% 4 iz ] it

w  JIETAE NSX Manager |47 ffi ek 655 2 vCenter.
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B K NSX Manager 55525 vCenter Server K J1E5 %] vCenter. SRJ5, AT DA
vCenter 1 > P48 FN224 > NSX Manager > {NSX Manager IP} > &3 > i~ (vCenter Home >
Networking & Security > NSX Managers > {IP of NSX Manager} > Manage > Users) API /- NSX Manager
AR R

HRER M REFR E % 4 - PO TR], FEICHAIR], vCenter K AT NSX Ul £d.,

ISIEM NSX Manager Z| vCenter Server BiE#E
TUSURER:, 1 NSX MBI T Ping #:0E, SRIEEH ARP FlEk .

nsxmgr# show arp

IP address HW type Flags HW address Mask Device
192.168.110.31  0Ox1 0x2 00:50:56:ae:ab:01 * mgmt
192.168.110.2 Ox1 0x2 00:50:56:01:20:a5 * mgmt
192.168.110.1 Ox1 0x2 00:50:56:01:20:a5 * mgmt
192.168.110.33 Ox1 0x2 00:50:56:ae:4f:7c * mgmt
192.168.110.32  0x1 0x2 00:50:56:ae:50:bf * mgmt
192.168.110.10 Ox1 0x2 00:50:56:03:19:4e * mgmt
192.168.110.51  0Ox1 0x2 00:50:56:03:30:2a * mgmt
192.168.110.22 Ox1 0x2 00:50:56:01:21:9 * mgmt
192.168.110.55 0Ox1 0x2 00:50:56:01:23:21 * mgmt
192.168.110.26 Ox1 0x2 00:50:56:01:21:ef * mgmt
192.168.110.54 Ox1 0x2 00:50:56:01:22:ef * mgmt
192.168.110.52  Ox1 0x2 00:50:56:03:30:16 * mgmt

nsxmgr# show ip route
Codes: K - kernel route, C - connected, S - static,
> — selected route, * — FIB route

*

S>* 0.0.0.0/0 [1/0] via 192.168.110.1, mgmt
C>* 192.168.110.0/24 1is directly connected, mgmt

7F NSX Manager H G a#d8e, DA RER:5] vCenter Server RN, 125 A H a4 2 show

log manager follow,

he.http.NoHttpR

o5 NSX Manager CLI #55#&, #X)514a1T debug connection IP_of_ESXi_or_VC iy 48 dkrt .

£ NSX Manager FHUITHIRE MK IERERE

i debug packet 74 : debug packet [capture|display] interface interface filter
NSX Manager |13 14 FRE mgmt,

Jiidern th AR LA MEAL: - “port_80_or_port_443”

G A RAS NE T, BN, 151217 enable a2 IR UL R 1550

VMware, Inc. { BT AR . 8
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nsxmgr# en

nsxmgr# debug packet display interface mgmt port_80_or_port_443

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on mgmt, link-type EN1OMB (Ethernet), capture size 262144 bytes

23:40:25.321085 IP 192.168.210.15.54688 > 192.168.210.22.443: Flags [P.], seq 2645022162:2645022199, ack
2668322748, win 244, options [nop,nop,TS val 1447550948 ecr 365097421], length 37

£ NSX Manager FIGiEFMERLE
show running—config #y4 W RETEIEZ T, NTP FIERIARS 4 B IO FEART 1

nsxmgr# show running-config
Building configuration...

Current configuration:
1

ntp server 192.168.110.1
!

ip name server 192.168.110.10
1

hostname nsxmgr
1

interface mgmt

ip address 192.168.110.15/24
|

ip route 0.0.0.0/0 192.168.110.1
!

web-manager

NSX Manager ifH

NSX Manager 75 PRI A st 15 .

®  NSX Manager 251 CSR: H T CSR iz ZIFR Bl ThAE

m KCS#12: HBCKE AR I

FAE—N AR CMS JoiEHUT APLIFI, AR B,

FEPA T AHEUE MU SN, B A xmiE oL, PR EIARIE BRI, s ub 2 BS54
WP SERPGZINE, TN 2515 NSX Manager IP Hiil sk 144 2 uF

#8& NSX Controller

NSX Controller j& NSX Manager {if/{] OVA # AR . HATHR MBI R nf DU Ay ] I
U B2k NSX Manager. vCenter Server A1l ESXi =H1ACE | DNS #11 NTP,

WA IS 1P it RNl e o 1P ik

HEN AR5 DRS M HUIILLEE NSX Controller £z #Ul ) FA4L 1o

VMware, Inc. {82 HTHFF . 9
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TEWAZHE =~ NSX Controller,

B e 2% 5] /R

LE3EBE NSX Controller #lr], HJfE

m  NSX Controller 12{7i#%

éﬁ IIHI

18 B R AT T P
XA AR IRAS RIS 1 . 2400 NSX Controller 483K 1]

1T request system compatibility-report 52,

nsx-controller # request system compatibility-report

Testing:
Testing:
Testing:
Testing:
Testing:
Testing:
Testing:
Testing:
Testing:
Testing:
Testing:
Testing:
Testing:

Number of CPUs. Done.
Aggregate CPU speed. Done.
Memory. Done.

Management NIC speed. Done.

NTP configured. Done.

/var disk partition size.
/var disk speed. Done.
pserver-log disk size. Don
pserver-log disk speed. Do
pserver—-data disk size. Do
pserver—-data disk speed. D
logging disk size. Done.
logging disk speed. Done.

Det

Number of CPUs
Aggregate CPU speed 5.

Memory

Management NIC speed

1.8
10000

NTP configured

/var disk partition size

/var disk speed -

pserver-log disk size

pserver-log disk speed -

pserver—-data disk size

pserver—-data disk speed -

logging disk size

logging disk speed -

= NSX Manager #11 NSX Controller 7 [r]HH ], IP

15 R

VMware, Inc. {82 HTHFF .

Done.

e.
ne.
ne.
one.

ected
2

6 GHz
35 GB
Mb/s
No

- GB
MB/s
- GB
MB/s
- GB
MB/s
- GB
MB/s

Supported
NO
NO
NO

YES
NO
NO
NO
NO
NO
NO
NO
NO
NO

BERZIAL, X ImE

Required
>=8
>=13
>=63
>=1000
Yes
>=128
>=40
>=128
>=40
>=128
>=40
>=128
>=40

SRS
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m vSphere EATEBHIGHE (CAifrhl ) DT Tshilay . fEfhles B Bin, nPAEA vCenter AT

55 HE LUK X se n]j

mware: vSphere Web Client # @&

- = -
_ 4 Networking & Sec.. |+ % X | [] Task Console
@} Home T E
@vCenler > Task Name Target zslus
T Di OVF 1 at Mgmt-Ed Insufficient disk sp...
|7 Rules and Profiles > SFLDY S K Mg Edoe o debillsbinlo bl
Deploy OVF template Mgmi-Edge Insufficient disk sp...
(_J vCenter Orchestrator > b & W ug Y B
Create virtual machine Datacenter v Completed
5 Networking & Security >
Scan @ 192.168.1.202 v Completed
&% Administration >|  Update option values @ 192.188.1.202 + Completed
ﬁ Enable agent @ 1921681202 v Completed
— ~ Bl snn ans anasa o ra—

IR R SRS T R FR AL T W TR A
® CRIEHARCE ESXi EAU NSX Manager |11 DNS,
= ESXi EHLFI NSX Manager |11 NTP A,

Summary  Monitor ‘ Manage | Related Objects

[Seifings | Networking | Storage | Alarm Definitions | Tags | Permissions

5/9/2016 9:08 PM

" Time Configuration
« Virtual Machines Date & Time:
VM Startup/Shutdown NTP Client

Agent VM Settings

NTP Service Status: Stopped

Disabled

Swap file location

Default VM Compatibility

NTP Servers:

« System
Licensing
Host Profile

Time Configuration

Authentication Services

192.168.100.1

n R AU I, X P RERR I H R I UG R o A AR dl RS

VMware, Inc. { BT AR .
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Irrst alation
Maragement ! [
NSX M
| 2 A '
K w10l
+ -
9 a
) a
] a

S

REEAESE ESXi AL FizafT esxcli network vswitch dvs vmware vxlan network list —-vds-—
name <name> fip & LM A ST 2RSS . iR, SHIAER R,

clan network list

28c5157-abf3-718e-88c5-422091389211

2014-02-26 10:09:44.932 GMT DEBUG VcEventsReaderThread VcEventsReader$VcEventsReaderThread:301 - got prop collector ug
ctReference: type = PropertyFilter, value = session[d46b86a2-7a1@-c17e—6ebe—8ab252eedefd] 527420f2-bdd7-529b—8ab6-17d14
6E3-4A64-96D7-5833C287588F

2014-02-26 10:09:44.937 GMT ERROR taskScheduler-25 VCUtils:184 - Error while waiting for property collector updates.
com. vmware. vim.binding.vim. fault.NoDiskSpace:

datastore = datastorel (1)

inherited from com.vmware.vim.binding.vim.fault.FileFault:

file = [datastorel (1)] NSX_Controller_lc3dd18d-8cd3-4d7d-896b=51247176ae77/NSX_Controller_lc3dd18d-@cd3-4d7d-896b=517
inherited from com.vmware.vim.binding.vim.fault.VimFault:

inherited from com.vmware.vim.binding.vim.fault.NoDiskSpace: Insufficient disk space on datastore 'datastorel (1)'.

FHES
vSphere ESX Agent Manager ¥ VIB #5555 ESXi 41 I

AL EAOEREERAE AL, vCenter Server fll NSX Manager Ffit DNS, #& AT T5H 515 ESXi 12
B, ABAEART VIB BTl B PR T 22 5 15 ESXi 4L,

Issues - esx-01a.corp.local X

Resolve all

esx-01a.corp.local: Host reboot is required to _
complete agent VIB installation. Resolving this error € NotReady
will attempt to put the host into maintenance mode /~

and reboot it © NotReady

v 620

VMware, Inc. {82 HTHFF . 12
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VIB &7F NSX Manager G, WA DMEN zip SCA-FEf .

AL https://<NSX-Manager-IP>/bin/vdn/nwfabric.properties Wiz -, 7] Nakl) zip K-
NSX F ESXi iAo i, vSphere 6.0 AL [ https://<NSX-Manager-
IP>/bin/vdn/vibs-6.2.3/6.0-3771165/vxlan.zip 3},

C:\Users\Administrator>curl -k https://nsxmgr-01la.corp.local/bin/vdn/nwfabric.properties
# 5.1 VDN EAM Info

VDN_VIB_PATH.1=/bin/vdn/vibs-6.2.3/5.1-2107743/vxlan.zip

VDN_VIB_VERSION.1=2107743

VDN_HOST_PRODUCT_LINE.1l=embeddedEsx

VDN_HOST_VERSION.1=5.1.%*

# 5.5 VDN EAM Info
VDN_VIB_PATH.2=/bin/vdn/vibs-6.2.3/5.5-3771174/vxlan.zip
VDN_VIB_VERSION.2=3771174
VDN_HOST_PRODUCT_LINE.2=embeddedEsx
VDN_HOST_VERSION.2=5.5.%*

# 6.0 VDN EAM Info
VDN_VIB_PATH.3=/bin/vdn/vibs-6.2.3/6.0-3771165/vxlan.zip
VDN_VIB_VERSION.3=3771165
VDN_HOST_PRODUCT_LINE.3=embeddedEsx
VDN_HOST_VERSION.3=6.0.%*

# 6.1 VDN EAM Info
VDN_VIB_PATH.4=/bin/vdn/vibs-6.2.3/6.1-3689890/vxlan.zip
VDN_VIB_VERSION.4=3689890
VDN_HOST_PRODUCT_LINE.4=embeddedEsx
VDN_HOST_VERSION.4=6.1.%*

# Single Version associated with all the VIBs pointed by above VDN_VIB_PATH(s)
VDN_VIB_VERSION=6.2.3.3771501

# Legacy vib location. Used by code to discover avaialble legacy vibs.
LEGACY_VDN_VIB_PATH_FS=/common/em/components/vdn/vibs/legacy/
LEGACY_VDN_VIB_PATH_WEB_ROOT=/bin/vdn/vibs/legacy/

VIB ZHRiE
®m  esx-vsip

= esx-vxlan

[root@esx-0la:~] esxcli software vib list | grep -e vsip -e vxlan
esx-vsip 6.0.0-0.0.3771165 VMware VMwareCertified 2016-04-20
esx-vxlan 6.0.0-0.0.3771165 VMware VMwareCertified 2016-04-20

VMware, Inc. {82 FTHFF . 3



NSX Wik RS

ENAEFHERE L EE
FEEALHER I, P REIE B S B R R

EAM Joiki5% VIB,
AR TR BN I E AR DNS,

p

Issues - esx-01a.corp.local

0

reboot on the host due to an earlier operation.

\,

Resolve all

esx-01a.corp.local: Agent VIB module cannot be
detected on the host. This may be due to a pending >Q Not Ready

Please check for any errors on the vCenter console
or host that may be causing this. Resolving this error v 620
will attempt to install the VIB on the host again.

Installation Status

&) NotReady

v 620

m AREE TP kBB I E ESXi. NSX Manager Fil vCenter Server 2 [F[1 a1l
CVLELAHTIIA VIB AR . X T2 2 T HA 8T 5| 240

NSX Manager #1 vCenter Server i 2|1

R EE

m CROKAI A" FRIEREAIES (Host Preparation) el A iE il i s FiT A EA4L.
m 7 vCenter Server 215 A DIMOEFTA EH UL

FHAER (VIB) BEEHERR
A EAUE FEE s TR 52 W A S (s, PR O

¥ 2 vSphere ESX Agent Manager DL& 15 1% .

vCenter 1 > & > vCenter Server 3 J& > vSphere ESX Agent Manager (vCenter home >
Administration > vCenter Server Extensions > vSphere ESX Agent Manager)

{¥ vSphere ESX Agent Manager |-, 17

A “VCNS160” HrZiREAURPIRAS. AIARIE ML

P THERIGIRAS, I ERZ R U T &5 TR R

Agency State
_VCNS_160_Management & Edge CI_.. Enabled
_VCNS_160_Compute Cluster A_VMwa... Enabled

Issues for the selected agencies

Trigger Time Agency

Thu Apr 28 12:03:12 GMT-0... = _VCNS_160_Compute Clu..

VMware, Inc. { BT AR .

Status Optimized Deployment

@ Normal v

O Alert v
lssue Host Agent VM
Agent VIB module is not installed esx-01a.corp.local

14
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EHIRERENLLE, 21T tail /var/log/esxupdate.log iy 4.

2016-04-28T19:02:52Z esxupdate: downloader: DEBUG: Downloading https://vcsa-(
o /tmp/tmpKTOwjN...

2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: An esxupdate error exceptit
2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: Traceback (most recent call
2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: File "/usr/sbin/esxupdate
2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: cmd.Run ()
2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: File "/build/mts/release,
site-packages/vmware/esxSupdate/Cmdline.py"”, line 106, in Run
2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: File "/build/mts/release,
site-packages/vmware/esximage/Transaction.py”, line 73, in DownloadMetadatas
2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: MetadataDownloadError: ('ht
fd3f37ad4c', None, " ('https://vcsa-0la.corp.local:443/eam/vib?id=facdbl60-21t
rlopen error [Errno -3] Temporary failure in name resolution>')"™)
2016-04-28T19:03:12Z esxupdate: esxupdate: DEBUG: <<<

m HS N https://kb.vmware.com/kb/2053782,

FHES (UWA) BFEHERR

NSX Manager {5 HHIFTAT AL ERCE P TP A
= Y EUEZE UWA (vsfwd)

P E T UWA (netcpa)

NSX
Controller

BHE

FERDEGOL T, VIB Zeni s, Ei AR, — i PR R B T A XTI :

w B R R IR

Clusters & Hosts Instal lation States Finewuall

VMware, Inc. { BT AR . 15
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NSX HflE e

PR AR L RIS HR O], 15K A NSX Manager #4851

€Ge‘fting&‘.tarled Summary | Monitor | Manage

| Audit Logs | System Events ‘ Tasksl

Timestamp. Severity Event Source Code Event Messsge

2/26/2014 10:56:38 AM  Critical Host messaging infrastructure 381002 Messaging infrastructure down on host.
2/26/201410:51.56 AM  Critical host-22 301502 Spoofguard configuration update number 139340752032.
2/26/2014 10:51:56 AM  Critical host-20 301502 Spoofguard configuration update number 139340752032,

LA ESXi EHLZ A0, 1/ NSX Manager Appliance Web Ul #§22 (Summary)ie i N ik 75 7
,_\,ué)%ﬂﬁ%ﬂﬁﬂzﬁo s R, TR 5 RabbitMQ,

& Summary | Manage

NSX Manager Virtual Appli

DNS Name nsxmgr--01a

IP Address: 192.168.110.42

version: 6.0.2 Build 2944561
Uplime: 7 days, 3 hours, 16 minutes

Current Time: Monday, 24 February 2014 01:29°52 PM UTC

Common components
Name Version Status
vPostgres Running W
RabbitMQ Running W

IR B ERIIRSS 72 NSX Manager FAL TR IR :

. f ESXi ¥4 [izfT /etc/init.d/vShield-Stateful-Firewall status a3 PIRE LA M E
ION= kfﬂ}jixiﬁftl‘%;{ﬁﬂ_ﬂo

[root@esx—0la:~] /etc/init.d/vShield-Stateful-Firewall status
vShield-Stateful-Firewall is running

A AL ERONEE T SRR H L /var/log/vsfwd. 1og.

®  7F ESXi THl Fiz4T esxcfg-advcfg -1 | grep Rmq #y2-PLE AT Rmqg A&, WiZ47 16 > Rmg
pr=t
SCEH o

[root@esx—01la:~] esxcfg-advcfg -1 | grep Rmq
/UserVars/RmgIpAddress [String] : Connection info for RMQ Broker
/UserVars/RmgUsername [String] : RMQ Broker Username
/UserVars/RmgPassword [String] : RMQ Broker Password
/UserVars/RmgVHost [String] : RMQ Broker VHost
/UserVars/RmgVsmRequestQueue [String] : RMQ Broker VSM Request Queue
/UserVars/RmgPort [String] : RMQ Broker Port
/UserVars/RmgVsmExchange [String] : RMQ Broker VSM Exchange
/UserVars/RmgClientPeerName [String] : RMQ Broker Client Peer Name
/UserVars/RmgHostId [String] : RMQ Broker Client HostId
/UserVars/RmgHostVer [String] : RMQ Broker Client HostVer

VMware, Inc. BT AR o 16
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/UserVars/RmgClientId [String] : RMQ Broker Client Id

/UserVars/RmqClientToken [String] : RMQ Broker Client Token

/UserVars/RmgClientRequestQueue [String] : RMQ Broker Client Request Queue
/UserVars/RmgClientResponseQueue [String] : RMQ Broker Client Response Queue
/UserVars/RmgClientExchange [String] : RMQ Broker Client Exchange
/UserVars/RmgSs1CertShalThumbprintBase64 [String] : RMQ Broker Server Certificate base64 Encoded
Shal Hash

®  F ESXi T4 1517 esxcfg-advcfg -g /UserVars/RmqIpAddress 4. HiHih 7k NSX Manager
IP #ihik,

[root@esx—0la:~] esxcfg-advcfg -g /UserVars/RmqIpAddress
Value of RmgIpAddress is 192.168.110.15

m  {F ESXi T4l [iafT esxcli network ip connection list | grep 5671 & RAArHkifahiy B nk
P

[root@esx—0la:~] esxcli network ip connection list | grep 5671

tcp 0 0 192.168.110.51:29969 192.168.110.15:5671  ESTABLISHED 35505
newreno vsfwd
tcp 0 0 192.168.110.51:29968 192.168.110.15:5671  ESTABLISHED 35505

newreno vsfwd

e netepa F P EREAREE G AR I, EPATRA R ERAE:
®  /F ESXi £H1 12T /etc/init.d/netcpad status @IS ML Y netepa T ERBACERR A

[root@esx-0la:~] /etc/init.d/netcpad status
netCP agent service is running

m 7 netcpa HI P EREELAC . /etc/vmware/netcpal/config-by-vsm.xml, 1414} NSX Controller 1) IP
Hodk,

[root@esx-0la:~] more /etc/vmware/netcpa/config-by-vsm.xml
<config>
<connectionlList>
<connection id="0000">
<port>1234</port>
<server>192.168.110.31</server>
<sslEnabled>true</ss1Enabled>
<thumbprint>A5:C6:A2:B2:57:97:36:F0:7C:13:DB:64:9B:86:E6:EF:1A:7E:5C:36</thumbprint>
</connection>
<connection id="0001">
<port>1234</port>
<server>192.168.110.32</server>
<sslEnabled>true</ss1Enabled>
<thumbprint>12:E0:25:B2:E0:35:D7:84:90:71:CF:C7:53:97:FD:96:EE:ED:7C:DD</thumbprint>
</connection>
<connection id="0002">
<port>1234</port>
<server>192.168.110.33</server>
<sslEnabled>true</ss1Enabled>
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<thumbprint>BD:DB:BA:B0O:DC:61:AD:94:C6:0F:7E:F5:80:19:44:51:BA:90:2C:8D</thumbprint>
</connection>
</connectionList>

®  jz/T esxcli network ip connection list | grep 1234 & VUG UESii#s TCP iEdz,

>[root@esx-0la:~] esxcli network ip connection list | grep 1234

tcp 0 0 192.168.110.51:16594 192.168.110.31:1234  ESTABLISHED 36754 newreno netcpa-
worker
tcp 0 0 192.168.110.51:46917 192.168.110.33:1234  ESTABLISHED 36754 newreno netcpa-
worker
tcp 0 0 192.168.110.51:47891 192.168.110.32:1234  ESTABLISHED 36752 newreno netcpa-
worker

VXLAN #&
NSX #E#s VXLAN F i1 DVS.,
XESK NSX 7 DVS |6l DVPortgroup PAf: VTEP vmknic /1],

Al ECET 7. MTU FTVLAN ID S27E VXLAN BB IR . sedmn iz i 20 58 VXLAN
Ve DVS Jil EAHVLAL

MTU A 00% 8 %70 1600, I HA/NTAE DVS FEACE AR/,
QAT VTEP BUBGR T2 B il 41 5 ms A1 DVS Bl B o

VXLAN # &R p0E I 0 &
7F VXLAN Fc 2 0], AT AR B O Al 4 R o

m O VXLAN e B AL 5755 DVS SCRFIN T EEADERE. 15200 { VMware NSX for vSphere 45z iE
YeiHERS ) ., PUIHESS https://communities.vmware.com/docs/DOC-27683,

=y VTEP %51 VLAN ID AN IEf,

= PR T DHCP PAJyfc VTEP IP sk, {H345 ] i) DHCP JIR %5+

m  vmknic k> “sEEIEEET Bl

= vmknic EAEFUH IP Hiilk,

BEEMNmAOS

VXLAN UDP 35 1111 UDP $135E, BRI R, VXLAN UDP 515 8472, {E{liJTIELE VTEP 1) NSX
6.2 MIH EfiA R, i)t VXLAN UDP 3145 4789, R DL REST API 50 15,

PUT /2.0/vdn/config/vxlan/udp/port/4789

P NSX Manager ok =137 ] 80, i FHT Rk VIBAREE,
K. BEPLNAE ESXi 4. vCenter Server A1 NSX 24> [l 11 443/TCP.,
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AN, ZAE NSX Manager F4TJTRL Rifi Ll

m A43/TCP: FHEM I Zim 7L ESXi AL N ELAESE OVA S, 1] REST API UL ] NSX Manager
FH 0

m  80/TCP: F5Ei[1iZif [1)55h %] vSphere SDK [13%4%, DL NSX Manager F11 NSX LU [A]
AT EEE

m 1234/TCP: FEli iz 7E ESXi LML NSX Controller FEEE 2 [ E TIHAR .

= 5671: Rabbit MQ (—FHEELBR ) LAz

m  22/TCP: THEd Iz Il 56155 (SSH) Vi) CLI. BRGSO, KiSehliZi o
QBRI LML vCenter Server 5.0 WixFF4¢ 5 5.5, WAZIAEXEE 1M T 80 1443 7 RER )

22 %E Guest Introspection.,

KREREEEZITRA

M vSphere Web Client 1, ] LIS 75 25 FheH A 2 [R5 PR

B2 NSX Manager FP5 k5B > i) . NSX Manager Azl 2 [ ACEE > TR DL R A 2 T AR A2 ) 2%
Z B EEEE TR, S TUA N PR

1 7F vSphere Web Client 11, SfjiZIM£&F1%c4 (Networking & Security) > 223 (Installation) > 4],
HE£ (Host Preparation).

VPR IT— AN, ARSI LHL e (Actions) (), U5 T BSEBEETRN

(Communication Channel Health),

FRN B fE il E E TR B

Management | Host Preparation | Logical Network Preparation

NSXManager: | 192 168.110.15 (Role: Primary) |~

NSX Component Installation on Hosts

{G§ Actions

Force Sync Services
Change Locale ID

l |CommunicationChannelHeanh |l

@ esx-02a.corp.local

> E@Managemem & Edge Cluster
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esx-01a.corp.local - Communication Channel Health

NSX Manager 1o Firewall Agent: + Up

NSX Manager to Control Plane + Up
Agent

Control Plane Agent to A\ Unknown
Controller.

[ ok || cancel |

WREN =N — RS A, W/ HERBA—5HE. EHEHEH, SRR
& “EJ@;{’ . CEORH]” B “ARTHIT (fF vSphere Web Client HUE Ry “RAT” ) o AiRIRZSH “E
EHE Ay O B AR, WAl EE IR Bl

2016-05-23 23:36:34.736 GMT+00:00 WARN TaskFrameworkExecutor-25 VdnInventoryFacadeImpl
$HostStatusChangedEventHandler:200 - Host Connection Status Changed: Event Code: 1941, Host:
esx-04a.corp.local (ID: host-46), NSX Manager - Firewall Agent: UP, NSX Manager - Control Plane Agent:
UP, Control Plane Agent — Controllers: DOWN.

WFURZSH “EOCH” B RATHTT A BT, WS A — ST IHE R E R B

2016-05-23 23:55:12.736 GMT+00:00 INFO TaskFrameworkExecutor-25 VdnInventoryFacadeImpl
$HostStatusChangedEventHandler:200 - Host Connection Status Changed: Event Code: 1938, Host:
esx-04a.corp.local (ID: host-46), NSX Manager - Firewall Agent: UP, NSX Manager - Control Plane Agent:
UP, Control Plane Agent — Controllers: UP.

i@ R NSX Manager [a)g3

i 8

m Z22%E VMware NSX Manager 20,

®  J}Z% VMware NSX Manager i .

m ZSRE] VMware NSX Manager 2804,
= {jj[1] VMware NSX Manager 20,
fRRTR

Wb R MR P B e G T AT AP BRR Ot TR, LATHER AT RERIHLIEC A A 22N SR
AR, XD B R A RIF R THES, AR AR RE AN IR T 56 o AEBRL I P B

1 ESRPARIRARN (NSX AT AEE &A1 HR S Z ik 7.
2 fififRAr4%E VMware NSX Manager N 2 iR R A 2K o

200 NSX 2256461 .
3 ISUbE 4 NSX Manager HTH TR AT it

20 NSX 2285461 .
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4 LGN
»  YRACE Lookup Service ik vCenter Server 2, 1i5551F NSX Manager i1 Lookup Service
e FRORFIRLER A . 157 NSX Manager #l1 Lookup Service | {i FHAHFI) NTP A 5#5HC
o WEMMPRIERANE I DNS,
BB IERRLRE T OVA S, R JCiEZedE NSX OVA Xff-, vSphere Client HI DR T [
KRR BRI B o ISR N 3 OVA/OVF S MD5 #5611
B IGUF ESXi ML EROTRE S 5 NSX Manager [H20
m VMware AT E 2 5E NSX Manager 57 Bl i NSX Manager £ 85175
5 TJHRIAEL:
TR AT, SN TR R RSN DU o AR RN E
= VMware HIAET 2 0T &y M The BT P AR SR H &
® {1 7H NSX Manager Ji&, HRER 50 55 vCenter Server BT . itl, 1]
NSX Manager Web Ui GUI, #2 [k, #E1EH vCenter I/} > NSX EFEARSS > 4748 (Manage
vCenter Registration > NSX Management Service > Edit), A5 NS HH 2581,
6 Eaein)E:
m PRI R AR vEPU 0K,
n ISUEAR (/) DX R BRI AsE] . ERTDUESEE] ESXi EAUFEN df —h ey S USRI X Fhi
o
flan:
[root@esx-0la:~] df -h
Filesystem Size Used Available Use¥% Mounted on
NFS 111.4G 80.8G 30.5G  73% /vmfs/volumes/ds-site-a-nfs0Ol
vfat 249.7M 172.2M 77.5M 69% /vmfs/volumes/68cb5875-d887b9c6-a805-6590183f3d4
vfat 249.7M 167.7M 82.0M 67% /vmfs/volumes/fe84b77a-b2a8860f-38cf-168d5dfe66a5
vfat 285.8M 206.3M 79.6M 72% /vmfs/volumes/54de790f-05f8a633-2ad8-00505603302a
= ffiff] esxtop iy A0 A MPLEPERR(E H K CPU AN AT o
B g5 NSX Manager 7+ H & H B 2L NAFA L 555, 155 UE /common/dumps/java. hprof X
TR E s AAZSUAEAE, W OIENZ IR, FFE NSX HARS R H B E R A,
ORI S A A R L
m 220K NSX Manager 1 T2 5 — ESXi E#1.
7 ERAEL

W1H NSX Manager 5 vCenter Server il ESXi F-H 2 [AlHBELERE RS, 15555 NSX Manager
CLI &, k1217 debug connection IP_of_ESXi_or_VC my 3 A2k .

AT Fi5h Virtual Center Web £ FEIRSS, JE H I B Rs A A TSRS,
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YRR E T NSX Manager Web JT] 5 (U1, AT LS 2% T 875 T Web IR S5 DA%
[, 550 https://kb.vmware.com/kb/2126701,

m Y/ ESXi ML F{#H esxtop A HiiE NSX Manager 1 FHfsi I 41R1 -4 THERR o A DCEE4N
fEE., 155N https://kb.vmware.com/kb/1003893,

» 2250 NSX Manager iT#5) 5 —A ESXi 4.

= )\ vSphere Web Client [{J¥1#% (Monitor) it rH 2 NSX Manager FE U LIk 74T 55 FEs 4
(Tasks and Events)%: il | .

= {1 NSX Manager 5 vCenter Server 2 [Al - EIERE N, 1752208 NSX Manager i #4101
T vCenter Server FEIUMLAUAIE ESXi A LLATERR FT BE A JES 2 0EE o 25 ] 751,

WEEERE, SOUE T AR LA T — VLANAS AT b

M NSX Controller #fEIRE

I NSX Controller #EN, FIRESA P NFHIRRIEE TAF. N OREFERFEEZ S, I HAahl =i (544 2x
IEHE TAE. R at, Eedi = stlas i Mo At , DAL sg e R TR =151
REEE.

YD MEHIRFE R AT IS IR R, sl — e S NMEFIRREEN g e s BB
I, SRR R .

TEIXFREOL T, BT HIRRE Oa T RAF, B @ S UMERr A stilae . B 2 S G p il
aelfEE, ZASTE NSX Manager ] “BUgrashlar R HUHPRHRAFEE Bl4sdtilts .

SR

1 &%) vSphere Web Client,

2 N\ WgMZe b, Rl > HE,

3 {E “NSX Controller 155" #orH, PR MEHIRHARBUEANE B St mi fm s B ATEN b, Bl
MERCEE SRS .

B

MEX Comirollar nodes

& x [5 13 & Acions
HEX Controior Datads x

Coninplies 10 conirolier-4

192 168 110 502 CluslerFesowos Posl  Management and Eage | Flesources
\| Datastere a1

Host M52 188 190,23

4 YF “NSXController 15" f0H, B=ANT i, T d e i N s s R A (x) B

BAGHPAFAEAEMTEHIR, EVLRANTER “Jok” BN TR, S ls 2 T vMotion £ {F
PREADUREB B ZR AL, AR 1 dilas F BLIRE 2 5o ik
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5  FSE=/NETI NSX Controller 7%, J5id it BRI A (+) Kbx.
6 7E “UNInFEtlEe” RHESHER, SRR s sdE L, SRR E IR
a  EPHE I,
b R rP R —A AL
c BSR4,
d  BEBEREILPY IP HuhE LT 250 1P b
e HBHE, TSR, R AIRESESY CIERET
7 FEI SRR, ke R R E > RS HIRRIRAS .
| nstalsnoe
pr— |

MET iy

i Aot

Asagr: Prr—ary Ricte

Lrpzats Cortroller Si0

BTSRRI M AT VXLAN A1 A sGZ AR FHas B e (fufEEs VC NSX HeE bl x4 ) M NSX
Manager #2527 fil g iE et

& NSX &R
M NSX AR RIEATIRIL A R, NSX (LB T R F2.

#ERTLAM vCenter Web Client [1IMI£5F1224: > [N (> Networking & Security > Dashboard)r11)]i112{%
P

System Overview

NSX Manager (=]
Controller Nodes @ @ @
Host Preparation Status 2 Clusters

There are no errors or Warnings.
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Firewall Publish Status 4 Hosts

There are no errors or Warnings.

Logical Switch Status & Logical Switches

There are no errors or Warnings.

BRI A MRS :
= NSX JLAHZU - NSX Manager R
DL MRS RO IRE
= BUREEIRSS
= HENZERS
GRS - b s E SR

= NSX Manager #4784 112 .
U (RERHE T > 80% )
w20t (R > 90% )

NSX Manager (]

I

192.168.110.15 - Details (X}

ﬂ MNSX Manager disk usage is 25%

ﬂ MNSX component vPostgres is RUNNING

& NSX component RabbitMQ is RUNNING

ﬂ MNSX component NSX Replicator is RUNNING

N

. NSX JLAliZE#) - NSX Controller JR 4%
 PIES ERAS (IEAFE B THEAE BB EAE RS SR M R )
RS RS

w RIS UIRAS (ORI E MR )

VMware, Inc. { BT AR .
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P E A e AR AR
Controller Nodes @ @ (=
controller-4 - Details (X
Host

ﬂ Controller is deployed and running

Thers & Connectivity with controller "192.168.110.31"is up.

ﬂ Connectivity with controller *192 168.110.33" is up.

m NSX JERHZA - FHLRE

HEARC

n FL MRS IR A
TR
wEFEH TR TR

B B

w AT KRS AL

m Bk ERIR AL (i RS AL
VXLAN:

m RECE VXLAN [OREEESL

m VXLAN PRAEEL /i AL
m NSX RS - B kds A RS

By IR RARAS Dy R ML
= NSX k55 - BRI

HA

bridie

CRETRT RN BT OIRSHIEIR A AT

AR AU ST 2 DVS i -1 20

{# 8 show host health-status %%

M NSX Manager £zt CLI 1, i DS dide > ESXi EALAYIaT TR

B TIRACE AR5 critical . unhealthy B healthy.,

B

nsxmgr> show host host-30 health-status
status: HEALTHY

nsxmgr> show host host-29 health-status
UNHEALTHY, Standard Switch vSwitchl has no uplinks.

VMware, Inc. B AT 4R
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UNHEALTHY, Storage volume datastorel has no enough free spaces: 19.% free.
status: UNHEALTHY
nsxmgr> show host host-28 health-status
CRITICAL, VXLAN VDS vds-site-a VNI 200000 multicast addr is not synchronized with VSM: 0.0.0.0.
CRITICAL, VXLAN VDS vds-site-a VNI 200003 multicast addr is not synchronized with VSM: 0.0.0.0.

CRITICAL, VXLAN VDS vds-site-a VNI 5000 multicast addr is not synchronized with VSM: 0.0.0.0.
Status: CRITICAL

th R P L NSX Manager API )i 1] host-check 4>,

& NSX A HEIERR 5
GERTLIO A NSX AP F TR0,
SFHOGBINAIETISE , 31 FFTR

nsxmgr> set
hardware-gateway Show Logical Switch Commands

PACKAGE-NAME Set log level
controller Show Logical Switch Commands
host Show Logical Switch Commands

nsxmgr> set hardware-gateway agent 10.1.1.1 logging-level
ERROR
WARN
INFO
DEBUG
TRACE

nsxmgr-0la> set <package-name> logging-level

OFF

FATAL
ERROR
WARN
INFO
DEBUG
TRACE

nsxmgr> set controller 192.168.110.31
java-domain Set controller node log level
native-domain Set controller node log level

nsxmgr> set controller 192.168.110.31 java-domain logging-level

OFF

FATAL
ERROR
WARN
INFO
DEBUG
TRACE

nsxmgr> set controller 192.168.110.31 native-domain logging-level
ERROR
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WARN
INFO
DEBUG
TRACE

nsxmgr> set host host-28
netcpa Set host node log level by module
vdl2 Set host node log level by module
vdr Set host node log level by module

nsxmgr> set host host-28 netcpa logging-level
FATAL
ERROR
WARN
INFO
DEBUG

nsxmgr> set host host-28 vdl2 logging-level
ERROR
INFO
DEBUG
TRACE

nsxmgr> set host host-28 vdr logging-level
OFF
ERROR
INFO

vSphere ESX Agent Manager

vSphere ESX Agent Manager (EAM) [ 5 5¢ ik 22 A1 P vSphere ESX Agent [ 2, [FIl 42 ESXi &=
MLIIRELATR (I vSphere fiftth 77 S A iR MRS o

ESX RIS NSX #FaHFER Ao, P2 NSX HS2 i RR ATl FHARF & 1) W 28 gt b il 5 A e B A R I
PFo B kdEncE AT LAE T ESX (&R E] vSphere Hypervisor, T HZACE A& I DIREY ML, Bilan,
ESX IR PATRde 2 ie,  AERS KB AT <=L BRI LI HAth 5 8 .

ESX FREEEAIZAUT Windows 5k Linux RS o IXUEIR S AEEAE R GRS 5 5h, ISR R G M
W51, ESX ARERBIINIAIAT o P o anslt ESXi #E R4 m5h, FHHEESHTH ESX
FEWIMIIFATIF IR, vSphere EH KR Nak&sik A,

TUEES vSphere ESX Agent Manager S2alifE—it -9 i ESXi Server UifE, WAAUK ESX REEFT (U h
OVF 1k VIB Fibe,

T PAm G EAM s ESX AR TR, HFRHIE T E ESX ARRE I P THELe n] R sEmi i FHax Se AP
SRR, A VIB FIESIHUOEA N, Fl41, ESX Agent Manager £S5 51 ESX 1t
BERENLAO IR, sk 25 1 M & 2 AR R H AL R UL ESXi AL RZaZAREE
bR EEIE Bk T T ESX Agent Manager 1) UL
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Navigator X & vCenter Server Extensions

4 Home L0

Administration MName 1 ajvCenter Server System Version

+ Access Control & NSXManager (5] vcsa-01b.corp.local 6.2.3.3771501
Roles & NSXManager (5] vcsa-01a.corplocal 6.2.3.3771501
Global Permissions & vService Manager (51 vesa-01b.corp.local 6.0

« Single Sign-On & vService Manager (5 vesa-01a.corp.local 6.0
Users and Groups & vSphere ESX Agent Manager l J vcsa-01b.corp.local 6.0
Configuration db vSphere ESX Agent Manager (31 vcsa-01a.corplocal 6.0

+ Licensing
Licenses
Reports

~ Solutions
Client Plug-Ins

~ Deployment
System Configuration >

vSphere ESX Agent Manager (EAM) BYHEFARS
EAM H G5 7E vCenter HGfur,

= Windows - C:\ProgramData\VMware\vCenterServer\logs\eam\eam.log

= VCSA - /var/log/lvmware/vpx/eam.log

m  ESXi - /var/log/esxupdate.log

vSphere ESX KIZFI{XIEH144

vSphere ESX EEH ML 2IAES ) NSX EAURES: . A5~ ESX REEFUIE N ESX REEFA #v. ESX U
WU REA el TSR IEE B NI, %ﬁfw\'ﬁ ESX RERA JERUATA TR, ESX REINUGIRILE
&R ESX ARERAOMEZAE .

ESX Agent Manager /AU 21 TIN5 Bl & sl A B 5155t ESX Agent Manager 1eTii-R 11
DA, ESX Agent Manager HJ UL FIhfide FAerll, Bian, aiifoch] 1 ESX AREEHLE,  IATTET T
CER/S

E AR ESX AREEHUITER A, WA FE R s ESX BRI, KL, S T ESX
REE, fEXFMEN T, ESX Agent Manager fifiie ESX KREIH U E 5 1IE 2 THRHIRAIRE B oMLk,
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BRIV MNBCEHEE Tz REEH A e 552 HAREEAN VIB. 15255
https://pubs.vmware.com/vsphere-60/index.jsp#com.vmware.eam.apiref.doc/eam.Agency.Configinfo.html

o

BE T IAZe5E NSX 2 i F bypassVumEnabled FRid i True, JEAFZed B ik nl %) False, i
Zx[5] https://kb.vmware.com/kb/2053782,
¥ vSphere Web Client 11575 EAM IRZS, %5 5)EFE > vCenter Server J J&E.

EAM (BRI B A s TIAEI U B, ST ESX R, JHids47 ¢ ESX Agent
Manager £ FEf{) ESX HEEHIfE H.

Navigator X & vSphere ESX Agent Manager | Actions =
| <4 Administration 'O | Gefting Started Summary Monitor | Manage | Related Objects  Solution
| % vSphere ESX Agent Manager
B virtual Machines (7 'ESXAgencies
38 vApps By
Agency State Status Optimized Deployment
_VCNS_160_Compute Cluster B_VMware Network Fabri Enabled & Normal v

ARG EH G S, SR
https://pubs.vmware.com/vsphere-60/index.jsp#com.vmware.vsphere.ext_solutions.doc/GUID-40838DE9
-6AD1-45E3-A1DE-B2B24A9E715A.html,

NSX CLI FE&EFR

£ 2-1. T ESXi ML LAY NSX 223t - M NSX Manager HiE{THIA

&

B
S AR LARIHEE 1D
ST HR I A EHLAREL AL 1D

S ML LA REUAL

NSX Manager [f{j#y4
show cluster all

show cluster CLUSTER-ID

show host HOST-ID

% 2-2. T ESXi M LR NSX =3 - NENHIEITHHS

£

AEGEITATEEE

AR ENL. EHLID FAELER 2
SRR

EERFEFIURE FAUNL, LD F1
LIRS

HiEH
gk T =4~ VIB:

esx-vxlan. esx-vsip. esx-dvfilter-switch-
security

S YT R P NI R G

I 7B
vdI2, vdrb. vsip. dvfilter-switch-security

VMware, Inc. { BT AR .

EHLERHS

esxcli software vib get —-vibname
<name>

esxcli system module list

esxcli system module get -m
<name>

348
R 2 RIS H Y

esxcli software vib list L& %1

FTAT VIB 119415

B4 : vmkload_mod —1 |
grep -E vd12|vdrb|vsip|dvfilter-
switch-security

NEFMEPIBAT Z 5%
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® 2-2. & ESXi EHL LA NSX &2 - NEHHIBTHSGS (£2)
3] EH RIS B
PN BRI CER (UWA): netcpad . /etc/init.d/vShield-Stateful-
vsfwd Firewall status
/etc/init.d/netcpad status
oAy UWA 2. i 1234 BEsfgsPl M esxcli network ip connection list 6|38 TCP %

v 11 5671 F| NSX Manager

| grep 1234

esxcli network ip connection list
| grep 5671

IHEELL TCP 4%

it EAM RS Web Ul, #77&%E > vCenter ESX Agent
Manager
% 2-3. K& ESXi EH LR NSX =3 - EHNMEGS
WiEA By G E-2a8
HIHPEE R ivmnic esxcli network nic list TR SREPRR T B IRAS
MTU
WEE RS esxcli network nic get —-n vmnic#  ISAUKEHRUTRIFEIERCALL A A E4m s 2.
HIH vmk DL IP #HHE/MAC/MTU %5 esxcli network ip interface ipv4 LAk VTEP
get
A vmk RIS S, fuiEvDS 5. esxcli network ip interface list  #fffIERIII{L VTEP
A vmk RO EEAN S B, UG VXLAN  esxcli network ip interface list  #iff 1S VTEP
vmk {1 vDS 1% £, —-netstack=vxlan
WA S Z MY VTEP Sl VDS 48 esxcli network vswitch dvs vmware  #fiffiEAf2flit VTEP

M VXLAN % H TCP/IP #ErhiidT Ping #:/F

vxlan list

ping ++netstack=vxlan -1I vmkl
X.X.X.X

T VTEP {5 M N -d
VeI CRAL R 241 MTU 1& 111
VXLAN

-s 1572

& VXLAN Z 1] TCP/IP Mg esxcli network ip route ipv4 list fifdlt VTEP 15 A)
-N vxlan

#574 VXLAN % J] TCP/IP HE[f) ARP %% esxcli network ip neighbor list — f#ikt VTEP il{E [l
N vxlan

%k 2-4. 7 ESXi EHL LM NSX =¥ - EHHEXH
e HEX B/
M NSX Manager i1 show manager log follow i NSX Manager H it
1 F T SR R

EHHHTEAT LA H &
SEIEESINIE

VMkernel %45 14

e T PR

VMware, Inc. B AT 400

/var/log/esxupdate.log

/var/log/vmkernel.log
/var/log/vmksummary . log

/var/log/vmkwarning. log
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R 2-4. & ESXi EH LAY NSX &3t - THMBAEXH (£)

W
BN B I

7f vCenter |-, ESX Agent Manager 1157
HEA TR

HE3H

/var/log/syslog

{ vCenter ;5 eam.log

& 2-5. WEIBIETH - M NSX Manager FIiE1THIHS

=2
IXGBE U shfs i
NSX FRBRAT S b 1 T S b

HH
HIH AT AT AL

NSX Manager {4

show logical-switch list all

% 2-6. BiEZHE - M NSX Controller HiE{THIMm S

£

HFIHHTE APL, fLHIX 38T vdnscope Hifi ]
HIRTE 25 S #ed L % H UUID

B
AARAE VNI I H s i

AR R VNI IZEs RS 1A 4L

T PAFEE 1% VNI ) VTEP

SIS Z VNI BTSRRI MAC Hihl:

SIHEEUAL IP BRI SEM ARP 2217

RTHRE M EAUEETI AT, SRt N
AW VNI

EhilE e

show control-cluster logical-
switches vni 5000

show control-cluster logical-
switch connection-table 5000

show control-cluster logical-
switches vtep-table 5002

show control-cluster logical-
switches mac-table 5002

show control-cluster logical-
switches arp-table 5002

show control-cluster logical-
switches joined-vnis
<host_mgmt_ip>

*® 2-7. BEXH - NENHEBITHGS

&

i ORI 1P LI SSH
VAL

Bt 1P M EN B, I
it 11454 TCP 32 At 11

5t MAC Huik 5B T4 iy ittt i)
VTEP |-

ARP 221745 180 #hJmit

B

o2 L VXLAN JE 752
BRI RN T a2 sk
A 22 3 L 11 1D

S UE TS N T VXLAN N R vdi2

YSUFAE 2258 T IEIAIY) VXLAN VIB A

FUE USSR TR AT Ui A AL

VMware, Inc. B AT 400

FHL RS

esxcli network vswitch dvs vmware
vxlan get

net-stats -1

esxcli system module get -m vdl2

esxcli software vib get —-vibname
esx-vxlan

esxcli network vswitch dvs vmware
vxlan network vtep list —-vxlan-
1d=5001 --vds-name=Compute_VDS

i
L RIFIPIRAS AN B e 1

SR 1R i AR IR E RE DL
FO REAUATL A8 Ly 1)

R RHRE ORI SE B A B
TUERRAC

ToRFBER VIB 5L R4 B
B UERRAHN H 14

ToRZ ML T RIS vtep 5001 (T4
VTEP {4113
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® 2-7. EEIZH - NEHHIET

THI&GS (£2)

W

Loan ek INiNE et =TfpRei
LIS RERHIEINS

gzt
A LT MAC Hik

BRI

YIS A A ZEA 7 e R ARP
%A

EHL LIS

esxcli network vswitch dvs vmware
vxlan network list —-vds—name
Compute_VDS

esxcli network vswitch dvs vmware
vxlan network mac list --vds-name
Compute_VDS —-vxlan-id=5000

esxcli network vswitch dvs vmware
vxlan network arp list --vds—-name
Compute_VDS —-vxlan-id=5000

I

it s O sh) L 1 /Mac 405
ZAEHL A LS FRi R A LA o

XEAHZ AN E VNI 5000 FEUA LIRT
1 MAC

BUEFHUR S TEA DR A R UL
ARP % H

P UEMEIN USSR R LS A B AN, esxcli network vswitch dvs vmware DU VNIEE R s, A HZAH
VMKnic vxlan network port list —-vds- vdrport
TR ToRFEIML dvPort L5 vmknic ID  hame Compute_VDS —-vxlan-id=5000
#54 vmknic ID AN BTGBl esxcli network vswitch dvs vmware
i 11 FATRERS vxlan vmknic list —-vds-
name=DSwitch-Res01
% 2'8. *&giggﬁﬁ ll‘\i14:
yali] H & B/iE
TAHURZERRIFEE L NI sl /etc/vmware/netcpa/config-by- VSN IREH PRI R sl f

config-by-vsm.xml & NSX
Manager /1] vsfwd k(1)
0 config-by—vsm.xml SCEEASEAf,

1A vsfwd H &
By HlFsrERHE i ] netepa HAZY

VDL2 itk H 07T vmkernel.log H1

vsm.xml

/var/log/vsfwd. log

/var/log/netcpa.log

/var/log/vmkernel.log

config-by-vsm.xml 32 netcpa ik
TR eI

Vsfwd 1Y/ netcpa f2{ikim

Netcpad iE#e 2511 15002 |-#J vsfwd

SIS AT Bt e
WEFAE, 1HE Ty
4. /etc/init.d/vShield-Stateful-
Firewall stop|start
IIMTIZSAF A HR R

1 Ivar/log/vmkernel.log Hhisdr “HAy
VXLAN fi2%” 1) VDL2 fid H &

R 2-9. HEIBEMKH - A NSX Manager HIE{THIH S
i NSX Manager F[{#4 £
JIT ESG a2 show edge T Edge JI# 45 (ESG) [ CLI A4
PL “show edge” J3
JTIT DLR Fthl i Lt a4 show edge JIT oA 8RR T % (DLR) Tl L

JIT DLR a2

SIHFT4 Edge
S Edge MIFTA MRS AHH VRS B

VMware, Inc. B AT 400

show logical-router

show edge all

show edge EDGE-ID

1) CLI #4-PL “show edge” JI=k

A ek th#s (DLR) [ CLI #34
PL show logical-router JT3k

HIH R CLI UfF 4T Edge
G Edge 55 WI5EfE L
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* 2-9. HBEIBIEEKME - A NSX Manager HIEITHIGS (47)

BB

S Edge 1dr4 2L

A AR R

AR IR
A R AR

FIAE RN LIS A TIRTA ZHR K ths 531

Fods WL I R

Fo#s ML 1A DLR 4 LIF

NSX Manager a4

show edge EDGE-ID ?

show edge EDGE-ID ip ?

show edge EDGE-ID ip route

show edge EDGE-ID ip ospf
neighbor

show logical-router host hostID
connection

show logical-router host hostID
dlr all

show logical-router host hostID
dlr dlrID route

show logical-router host hostID
dlr dlrID interface (all |
intName) verbose

% 2-10. K& IBIEIEH - M NSX Controller HIE{THIH S

&

WETANE L, B, M, HE. NAT,
B Bk, RO . BEORRS
EER NS L. BGP, OSPF At 14
5B

7 Edge RIS HIE

B HATE R

PSUEEREN LIF BUS & Em, sl kg
ERALA SO A Al TARN ) vDS

P LIF FiEs p 4k

P ER AR IIAT A ML, PRHIEE 1P
1ZAHIH]

Control Plane Active %1%} yes

--brief H&ft OFE

AR R B DO i A AT
I h

AN, ZRBFTIRAARY

QSR DEENL D Fel 2
MEEtlFe S TR ESE 2 syne 4

E brid s il ECMP 7K1
LIF {75 BR s il s s 21 AL

LA Tz SRR AL TR AR P
A LIF

B
BT K has S

EERMZIRE Az HEn(E B

IR BP R th T B

mt
i

PRI R AR T A

VMware, Inc. B AT 400

NSX Controller |4

show control-cluster logical-
routers instance all

show control-cluster logical-
routers instance 0x570d4555

show control-cluster logical-
routers interface-summary
0x570d4555

show control-cluster logical-
routers routes 0x570d4555

show network connections of-type
tcp

-2

XA R S BIVA S AL D
HAEHLES Phas SR A AL

A, e Bz iR Ak 55
M ilas

IP %1 531 DLR FIrfEIFTA AL vmkO
IP i

IP %14 7ix1Z DLR FrfEFT AT =0T vmko
IP il

1R, IPAE % DLR Frfe a4 3=
HLY vmkO 1P ik

KA S HER R I L 75 N B RS
) netcpa 144
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* 2-10. ®HBEIBIEEEH - M NSX Controller HIE{THIHS (47)

B
He R TN g0 2] 4201

Hale i R ] 2 2 42

NSX Controller |4

sync control-cluster logical-
routers interface-to-host
<logical-router-id> <host-ip>

sync control-cluster logical-
routers route-to-host <logical-
router-id> <host-ip>

& 2-1. BEBEKH - M Edge HEITHHS

&k

AR DR R R s, (ER[RE
FFrAENL, XeAEEA I

InARAE DB B DR, (X
FEHAERZ AN, 2 ER A

e AL (R

Y

H

OSPF

5
RS

BGP 4>

VMware, Inc. B AT A0H]

Edge sRZHEE A= HIEE UM L roa&

show configuration <global | bgp
| ospf | ->

show ip route
show ip forwarding

show interface

show interface

debug ip ospf
debug ip bgp

show configuration ospf

show ip ospf interface

show ip ospf neighbor

show ip route ospf

show ip ospf database

show tech-support ( FF&KFIGTH:
“EXCEPTION” I “PROBLEM” )
show configuration bgp

show ip bgp neighbor

show ip bgp

show ip route bgp

show ip forwarding

show tech-support (&EHFIEH
“EXCEPTION” fI “PROBLEM” )

-2

TR FRANEL & R R FEN) 2D

RS FRANEL & R FE N 2D

TR P R8N 2 VDR #2100
VDR B IS IZAE AL FRELTE vNIC
FERES] VDR ORI R “pasp 2o
EERHA 2 R h s B L L
YILIE vNIC

QAT HA RS E 1P ik, DU )T]
169.254.x.x/30

QISR EIRE VSRS TP Muhl, SR
Rb oz

TEA AR R (fFlan, RVERER) OSPF
DI, PRI RS AR ASN) 1, R
A

& HAEA Edge 1l Fasaimt (i
AfHEIE T SSH 231F )
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* 2-12. EBEEH - TVMAHBEEXE
P HE30pE =2
vsfwd ¥ VDR 924{5 BIEE S EHIIERA:  /etc/vmware/netcpa/config-by— QURAE LA EB/D VDR 5341, e A 1Z
> XML #, vsm.xml SAFLA R TS A1 % S
QURAANH, i E) vsfwd

S NSX Manager fif H vsfwd 4
peSib|

WA config-by—-vsm.xml XA IER,
'LF] m% vsfwd D j:

/var/log/vsfwd. log

AR, B WA 2SO R BRI T iR
Hshls

I HTZSAE R R
ST A R, Wiaf T Py

4. letc/init.d/vShield-Stateful-Firewall
stop|start

FPlas e B L netepa HET Y /var/log/netcpa.log YW A DATS R 1R
VDL2 fiidk H 47T vmkernel.log Hr /var/log/vmkernel.log 1 /var/Iog/vmkerneI.Iog A B
vxlan {728 1) VDL2 1 H ik
xR 213, =4185AK - M NSX Manager FiE{THI#H S
Ei::2% #4 (7£ NSX Manager I-) E-224
A A s il e MRS show controller list all BoRTE Pl B TR A 3%

* 214, =#HI2AR - M NSX Controller HIE{THI&HS

B
pacealiiniiEa ST

oAt RICE R INE SaR EFSE M) )

BE S MRS TS 350G
N EIAED

exerii SEEOREIEPIES

BRI S R
o

ik i) SERE Gyl p i

AT net stat

EREISEGG kil

VMware, Inc. B AT 400

wd (EEfEL)

show control-cluster status

show control-cluster core stats

show control-cluster history

show control-cluster startup-
nodes

show network connections of-type
tcp

restart controller

restart system

E-2a 5

NAIHZE R “Join complete” I
“Connected to Cluster Majority”

RIFRERE G A A
IS R EES i SIIDNEITE SRS E

TR, Y RATF AT ST A
ENAZAE A Y AT T il 812
TE Bl il LAE S Hh i Ho At il =
W, ATRARE iz 3%

R B HE RIS T B L
Y netcpa 14

& ErmIE e il T
I R R

TS| AR H AR R AL

LB
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& 2-15. #=#188EiR - NSX Controller FHIRE

W

SRR R BRI . T

oA o RS REAE

o sat B IR R A I

A ) T

HE3H

show control-cluster history

show log cloudnet/cloudnet_java-
zookeeper<timestamp>.1log
filtered-by fsync

show log syslog filtered-by
collectd

show log syslog filtered-by
freespace:

I

AT erstilas AR e TR, JoHE

fif R B ]

— S A s R M R I P Ay TR

{F cloudnet_java-zookeeper H iHi#r 4%
“fsync” 14

QUL AR TR 150, ZooKeeper

FHEHZINE., ARG T HARRR T

IR TEAE il 2R A

£i5% “collectd” [y~ falf iKY B AEAE
5 P e A S T A

FEZS [ il A B AN ER, 2o
“freespace” IJ5 G E MRS
FRIH H SR A SR, PR ST,
SRRERAR N M B e AR R, W2

GE KR freespace I8 XA AR

FEEITE
AU AT TS B AR 51 show log syslog filtered-by A T SR D1 s 1D, AT R
Active cluster members THEERITN syslog, KAFHARIAZA
HOZIHE
BB show log cloudnet/cloudnet_java-  H[EEA LA zookeeper |15, A A
zookeeper. F oA ARG S
20150703-165223.3702. 109 iﬁiﬁ@/‘\ﬁ)iﬁ}xﬁ’]fﬂﬂﬁﬁﬁiifﬂil
el ELDA R Gl s 3 A 2RI A G
AR R
A EZ OIS show log cloudnet/cloudnet.nsx—  Fpsilss [fEHZE, Fla, LIF QlEEA.
controller.root.log.INFO. 1234 | EREDITES .
20150703-165223.3668
% 2-16. WEHHXP AR - N NSX Manager FiEITHIH S
BEE NSX Manager F[fjfy4 =H
BERLIUEE show vm VM-ID DC. JHLE. L. EUPLAME. WNIC, %
BN dvfilter ZEFEAN S L
G E R LR B, show vnic VNIC-ID VNIC £ #%. mac Holil. 541, M
e IS
HETAREER show dfw cluster all HEEE MR, BEE ID. Bl &bk, Bk
HRAS
BHERHERIF A R show dfw cluster CLUSTER-ID FH& . EHLID, ek
G dfw A EAUE R show dfw host HOST-ID REWLERR. MWL D, HL RS

E dvfilter HfTEANS L

WAL DFW 7K.

#E VNIC 1E4H(E 1

VMware, Inc. B AT 400

show dfw host HOST-ID filter
filterID <option>

show dfw vm VM-ID

show dfw vnic VNIC-ID

HIHEA VNIC I ZoilfH e

EEFWPUNLFR,. UNIC ID, fFkrss:

& VNIC 4.
H. rsrs

sk

ID. MAC Hiitik, 5l
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% 2-16. BESHXFHAIE - Ik NSX Manager FIE{THIGS (47)

BB

HIHCNEEA NIC 22 RE i e rs

(mt

R E TS IVNIC [

BRI R

154~ VNIC [1) spoofguard 11411 5.

HE IR T

HE VNIC IR I e 5 B

NSX Manager a4

show dfw host hostID summarize-
dvfilter

show dfw host hostID filter
filterID rules
show dfw vnic nicID

show dfw host hostID filter
filterID addrsets

show dfw host hostID filter
filterID spoofguard

show dfw host hostID filter
filterID flows

show dfw host hostID filter
filterID stats

& 2-17. RESHAPMNE - NENPIETHGS

&

BB G EIHUVNIC, HARIA IR T
Bl im g S Rk sy

XUEHUIN R L, IRARE T a2
eI il SRSy E S

A2 E M T spoofguard LUK i1
IPIMAC

WS T e s, EALE R S
Bk 1%%]) NSX Manager

A LAE Tz 2 B 1A vNIC T3

(A E A ar RN, X2 AR AT I

LT
S E NI VIB

AT ST AR AR SR TEAR S

BEREH AR

SPAPREF A4

%

BHILR e

FHLERIAS

esxcli software vib list | grep
vsip

esxcli system module get -m vsip
ps | grep vsfwd

/etc/init.d/vShield-Stateful-
Firewall {start|stop|status|
restart}

esxcli network ip connection list
| grep 5671

& 2-18. WESHAHNE - TN LK BEEXH

=2
RS AAOR R4 T IEAAIT VIB RO

A TR Lo e VAR, 1 A
G BN NEREETT vsfwd JEFE

Wt A EAEE TR, RS
)

i

A EAE A FAT %) NSX Manager [ TCP
%

L

HEEHE

Foye o H EE AserE
dvfilter HERE K

VMware, Inc. B AT 400

HE
/var/log/vsfwd.log

/var/log/dfwpktlogs.log

pktcap-uw ——dvfilter nic-1413082-
ethO-vmware-sfw.2 —-outfile
test.pcap

s

vsfwd TR Hd, X vsfwd JEFE. NSX
Manager #2711 RabbitMQ HilEHE A
HH

Bl H B A B
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BRI AR TR, RS ALE 0 R8st o MR P 2% A2 25 I W S 288 B B oz
B ge, 1l ME@EI—JQ%FI%H?%TD By BRI E PR sl BE 1 25 Ao sl F ARl v B AR R o
ARELTHE 7L 38

TR
m (R TR R

KT ERERIR

ﬁé&?ﬁ@Lh@Eﬁl—Jﬁﬁ%DF LR R N i Sk (4 ESXi AL, @B UFE RIS thes ) I, ILE
B e B E i 8\ 2] vSphere Distributed Switch (VDS) i 11, 75 20 RS2 L5202k,

FE, Gn] AR IREH G 2k H HFRIT A i — Pk 2/ Mig e, s ot ok, *ﬂﬂéﬁtﬁ@/&%ﬂﬂﬁ/\%@ﬁﬂﬁ
EF . BNIURIRSIR A ONF OB ACER, DRI T LARE e s o sl 2 B o 2 75 Hh B
[

WOAE, PRI S5 % PH RN IR 2 AME AT ping 1R MAR AN o BREERPTIOERE A E bR i S
I 7 S PR AR a0 . FERN O il s s, Bz B, B RAIF R A E
EARE PRI L. AL, ZaAS ¥ NIIERESR A (S 2 BFRE PSRl X EmaE % -
MU IRSCH], BREAARTRENS AN .

BRI SR A N it 28
2 EHNE
3R
" B2E
" 22X

REAT VAR B SOhr Sk 7 Bongidls o )0 Maisidinte . BRERIR IR L RE WA R (WNIC).  Fl bR
LA NSX 5 sl iR IR . A, BICTE AL T NSX Edge RS5O (ESG) ALEBI F b,
HAR A AR 50, S aiRE I NSX 43T 2OZ e thas V1] F bR

GRSRERT HARRERA A7 TR — 28 2 SR, BRERIERAERAUNSE 2 )2 #8 NSX i, XM eI T
] — VXLAN PZ8hriifF (VNI s ID) Fo B, éﬁ/\ﬁn‘u)rﬂjjﬁilJﬂ — I, 2R X
oL,
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GARBCE T NSX M, AHIEE 2 REAR ORI Z AR RN, 1, W2k el (0 &k 2] VLAN Jf
R tufhe 5o “OR” o SN k™ 8l —E o miiE SR U Xk B R E N R,

M 3 JRIREHAARRI R, BN A T AR AL b, B ERR R A 2 h &% (DLR)
AT VNI

MR, FOVRUAIIEM R, FFR) 2R .

BRI EE AT e s OB SR AR EE . WERARIE EAR LN MAC Hilil, ESXi ALK RERESR
Bt X #me, FOERAIRELIMR, TR 2 ZHPs MAC Hiikh
FF:FF:FF:FF:FF:FF, SAB KSRGS EdE, | BRI i F A g K . P ff
NSX LA E R I 1P W28 ik .

A FRAE AR o e L OSSO, 300 SRR ER T R P RE 2 AR O R It

i ER R A W R . 5k API Ak GUI, API B GUI (1Y APL, {BJE APl e vr e diditurh
FEMYRAEE, 1 GUI FLA R E E AR,

GUI S VR DA T :

= {i--TCP, UDP, ICMP,

= AP (TTL). BRIMEDN 64 MR

= TCP A1 UDP Ji kA Fbrim 15 BRIMED 0.

= TCP fric.

= ICMP ID MIJ7A5 . I ERIMEY N 0.

w  RESARIERL R, AR (ms) N Efz. BRIME D 10,000 ms.

n DURMAMITR N BRIMEDDEENT 128 5, SR N AT 1000 52775,
= GG, ERIMEY Baseb4.

.

{8 R R B 1 TE PR HERR
HBAE L R Ak A .
HUSRAEDA P A

o I DA A A R AR

= UGTSPEREDL T IRBERE G TR

w LIS DL T IRIOICE LR BT

EEmiEEK vCenter, NSX Manager, NSX Controller FE£EVL N AL F1Y netcpa HI T EREFACEE >
[RIREAEIR S .
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n BRSO TR, insOR IR R O i AL IR IR
B

1 {£ vCenter Web Client /1, ‘SiE|ETT > MEFIZ2 > BER (Home > Networking & Security >
Traceflow).

vimware" vsphere Web Client ]

—— 1
| 1 Home m

Retworking & Security

£ pex piome

i Instamaman

T Loical Suiches

5 MEN Eoges

M Fuwwall

%, SpoofCuard

B Farine integration

I 7 Serdicw Coenposar

) Daba Gecurh

» T

[a] Faow Misnitomnsg

CH Aty Moofomg

= Networkieg & Security mnlory
U nesx wanagens

2 RPREZEM. BER. JIREZE.
3 EEEEUNIIRE R

QR FERWFCES THa THRESAN vCenter Server tt, AT LAM B e B A LR LR o
4 T EARIE, U BRREE R R

HFRAT A2 NSX 78 75 WA 25 5l RS2 P 28 H T R s R U, lan L. FRiL. 25 sk Edge
RS, Wi HhrEia T VMware Tools (IR, I HZE I IE N s T ER 7 0[] — vCenter
Server I TEEE, AT DL FP G B EE UM URTER LA o

AN, AN ERR 1P HihE Oh TR e 2 IR, B MAC itk ) o AIRATE & il & ok
SSH 2 MRS H IR S E . Bilan, ik HFRE Linux FERRAL, MIRTPAEEAE Linux Z8misf T
ifconfig A kR IP FIIMAC Hihl, A T2 fhissek Edge IkF5AE, AL show interface
CLI i A tiefs .o

5 ONTEE 2 B RRRER, i NIRRT
B OLET MAC kit 7224, H AR MAC HihlJy FF:FF:FF:FF:FF:FF,
TR ERR 1P bk, A ReE 1P Zls G By Ak Wl A28

6 XTI 2 EXRMHENR, WML
HUR LT MAC HIEHETAsH

o SRR FbR 1P kb, Rel IP Bl A%. ELHEGILE, MAC HBibZ R 1P Ml Sk
o
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7 e AT R
8 HREE (Trace).
6. mE

MIRRIEE 2 RIRERRIS MAER— & ESXi AL LI TR I L. X P REAUA L2 21 [F)— 2452
Hibllo

N

NSXManager: | 192.168.110.15 (Role; Primary) |~/

Trace Parameters

Traffic Type: Unicast | -

Source: * @l web-01a - Network adapter 1 Change...
IP:172.16.10.11, MAC: 00:50:56:ae:3e:3d

w Advanced Options

Destination: # [ web-02a - Network adapter 1 Change...
IP: 172.16.10.12, MAC: 00:50:56:a¢:18:6b

Protocal: | TCP ‘ o }

Timeout (ms): 10000

Source Part o] Frame Sz [128 =)
Destination Port: D TTL:

TCP Flags: Clen |
Mswm
[JRsT |=

Trace

Trace Result: Traceflow delivered obsenvation(s ) reported

1 Delivered

Sequence 1 a Observation Type Host Component Type Component Name
0 > Injected @ esx-01a.corp.local wNIC WNIC

§ 3 Received [ esx-01a.corp.local Firewall A Firewal

2 ¥ Forwarded ﬁ esx-01a.corp.local Firewall A Firewall

3 3 Received ﬁ esx-01a.corp.local Firewall A Firewal

4 ¥ Forwarded B esw01a.corplocal Firewall A Firewall

5 + Delivered ﬁ esx-01a.corp.local vNIC vNIC

MR A 2 EERERAIE K oy BIAE R G AN ESXE ML IS TIBIASRE AL, IX A R AU L4 2 ) —
MR
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—

NSXManager: | 192 168.110.15 (Role: Primary) |~ |

Trace Parameters

Source: # web-01a - Network adapter 1 Change... Destination: = web-03a - Network adapter 1 Change...
IP:172.16.10.11, MAC: 00:50:56:ae:3e:3d IP: 172.17.10.11, MAC: 00:50:56:3¢:cf.88

w Advanced Options

Protocol: | TCP [+] Timeout (ms). 10000
Source Part ] Frame Sz [128 S
Destination Port: D TTL:

TCP Flags Cen |~
[+ syn
[JRrst |

4]

Trace

Trace Result: Traceflow delivered obsenvation(s) reported

1 Delivered

Sequence 1 & Observstion Type Host Component Type Component Name

0 3 Injected B esx-01a.corplocal WNIC v

1 $ Received @ esx-01a.corp.ocal Firewall M Firewall

2 ¥ Forwarded ﬁ esx-01a.corp.local Firewall M Firewall

3 ¥ Forwarded esx-01a.corp.local Physical ﬁ esx-01a.corp.local

3 ¥ Forwarded ﬁ esx-01a.corp.local Physical @ esx-01a.corp local

4 \$ Received ﬁ esxmgt-02a.corp.local Physical ﬁ esxmat-02a.corp.local
4 “ Received esxmot-02a.corp.local Physical ﬁ esxmat-02a.corp.local
4 3 Received esxmat-02a.corp.local Physical ﬁ esxmgt-02a.corp.local
4 3 Received esxmgt-02a.corp.local Physical ﬁ esxmgt-02a.corp.local
4 3 Received @ esx-02a.corp.local Physical ﬁ esx-02a.corp.local

4 \p Received esx-02a.corp.local Physical ﬁ esx-02a.corp.local

5 9 Received @ esx-02a.corplocal Firewall M rirewall

6 1 Forwarded ﬁ esx-02a.corp local Firewall u Firewall

I " Delivered esx-02a.corp.local vNIC vNIC

MBUEIR T A5 3 JRIRER A Hr PSS L5 B R ) PRI AR PR 23 BRI S AR B A2 e Lo

VMware, Inc. {# 82T HUH .
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NSXManager: | 192.168.110.15 (Role; Primary) |~/

Trace Parameters

Traffic Type: Unicast

Source: # @l web-01a - Network adapter 1 Change...
IP:172.16.10.11, MAC: 00:50:56:ae:3e:3d

» Advanced Options

[ Trace

Trace Result: Traceflow delivered observation(s) reporied

1 Delivered

Sequence 1 4 Observation Type
0 $ Injected
% Received

b

¥ Forwarded
¥ Forwarded
3 Received
¥ Forwarded
3 Received
¥ Forwarded
\$ Received
% Received
\$ Received
10 ¥ Forwarded

w L o N O AW N

1 + Delivered

Host

ﬁ esx-01a.corp.local
@ esx-01a.corp.local
E esx-01a.corp.local
E esx-01a.corp.local
@ esx-01a.corplocal
@ esx-01a.corp.local
@ esx-01a.corplocal
@ esx-01acorp.iocal
ﬁ esx-02a.corp.local
a esx-02a.corp.local
esx-02a.corp.local
@ esx-02a.corp.local
esx-02a.corp.local

Destination: # [ db-01a - Network adapter 1 Change...
IP: 172.16.30.11, MAC: 00:50:56:ae:d4:2b

Component Type
vNIC

Firewall
Firewall
Logical Switch
Logical Router
Logical Router
Logical Switch
Physical
Physical
Physical
Firewall
Firewall

wNIC

Comgpenent Name
vNIC

A Firewan

A Firewall
% web-Tier-01

E Local-Distributed-Router

% Local-Distributed-Router
% DB-Tier-01

a esx-01a.corp.local

ﬁ esx-02a.corp.local

ﬁ esx-02a.corp.local

u Firewall

B Firewall

VNIC

YIRS T =AW R[N A LB FR T RS . AR RS BN T— A AL
(esx-01a) I, HE=AFERNULI T 5D W (esx-02a) . [ H#EMEHL 192.168.210.53 |y Hh—A 5

PWUEIER .

VMware, Inc. {82 HTHFF .
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NSXManager: | 192.168.110.15 (Role: Primary) | ~ |

Trace Parameters

Traffic Type:

» Advanced Options

Trace

3 Delivered

Sequence
0 S Injected
% Received
¥ Forwarded
1 Forwarded

1 a Observation Type

=3

3 Received
¥ Forwarded
¥ Forwarded
3 Received
3 Received
9 Received
3 Received
¥ Forwarded
3 Received
3 Received
¥ Forwarded
¥ Forwarded
¥ Forwarded
¥ Forwarded
v Delivered
+ Delivered
¥ Forwarded
¥ Forwarded
'-} Received
¥ Forwarded
+ Delivered

N o R R R R R R R W W W WM

Source: # Fl web-01a - Network adapter 1 Change...
1P:172.16.10.11, MAC: 00:50:56:ae:3e:3d

Trace Result: Traceflow delivered observation(s ) reported

Host
@ esx-01a.corp.local
@ esx-01a.corp.local
ﬁ esx-01a.corp.local
ﬁ esx-01a.corp.local
ﬁ esx-01a.corp.local
Q esx-01a.corp.local
E esx-01a.corp.local
B esxmat-02a.com.local
@ esxmgt-02a.corp.local
B esxmat-02a.com.local
@ esxmot-02a.corp.local
Q esx-01a.corp.local
ﬁ esx-02a.corp.local
@ esx-02a.corp.local
@ esxmgt-02a.corp.local
ﬁ esxmgt-02a.corp.local
@ esxmot-02a.corplocal
a esxmgt-02a.corp.local
ﬁ esxmgt-02a.corp.local
ﬁ esx-01a.corp.local
@ esx-02a.corp.local
E esx-02a.corp.local
@ esx-02a.corp.local
@ esx-02a.corp.local
E esx-02a.corp.local

LTS T AR E AR B T s 2 BRI R

VMware, Inc. B AT 400

AN
z

L2 Broadcast | hd & High volume of traffic may get generated for this traffic type.
Subnet Prefix Length: =

IP: 172.16.10.255, MAC: FF:FF:FF:FF:FF:FF

‘Component Type
VvNIC

Firewall
Firewall
Logical Switch
Firewall
Physical
Physical
Physical
Physical
Physical
Physical
Firewall
Physical
Physical
Logical Switch
Logical Switch
Logical Switch
Logical Switch
vNIC

vNIC

Logical Switch
Logical Switch
Firewall
Firewall

vNIC

HHELHITE Ol

Compaonent Name

VNIC

A Firewall

M Firewal

B Web-Tier-01

M Firewal
esx-01a.corp.local
esx-01a.corp.local
esxmgt-02a.corp.local
esxmgt-02a.corp.local
esxmat-02a.corp.local
esxmgt-02a.corp.local
Firewall

esx-02a.corp.local

e I v - e O e O e e e

esx-02a.corp.local
B web-Tier-01
% Web-Tier-01
% web-Tier-01
% Web-Tier-01
vNIC

vNIC

B Web-Tier-01
% Web-Tier-01
u Firewall

! Firewall
vNIC
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-

NSX Manager. [ 192.168.110.15 (Role: Primary) | ~ |

Trace Parameters

Traffic Type: L2 Multicast | v

» Advanced Options

Trace

3 Delivered

140 ion Type
9 Injected
% Received
¥ Forwarded

- a

3 Received
¥ Forwarded
¥ Forwarded
3 Received
3 Received
3 Received
9 Received
¥ Forwarded
9 Received
3 Received
+ Delivered
v Delivered
$ Received
¥ Forwarded
+ Delivered

N o o0 A R AR AR A R A W W WM

IR TR HIRH LR RE ICMP i i A 18 31 F bk k) o3 GBI KR M) i 25 ARt I ER BT Ol 157

Source: # @l web-01a - Network adapter 1 Change...
1P:172.16.10.11, MAC: 00:50:56:ae:3e:3d

Trace Result: Traceflow delivered observation(s ) reported

Host
[ esx-01acorp.local
@ esx-01a.corp.local
Q esx-01a.corp.local
Q esx-01a.corp.local
ﬁ esx-01a.corp.local
B esx-01a.corp.local
@ esxmgt-02a.corp.local
B esxmat-02a.comp.local
@ esxmgt-02a.corplocal
@ esxmat-02a.com.local
Q esx-01a.corp.local
ﬁ esx-02a.corp.local
ﬁ esx-02a.corp.local
ﬁ esxmagt-02a.corp.local
ﬁ esx-01a.corp.local
ﬁ esx-02a.corp.local
@ esx-02a.corp.iocal

ﬁ esx-02a.corp.local

& High volume of traffic may get generated for this traffic type.

Destination IP: %|239.0.0.1 eg. 239.00.1

IP: 239.0.0.1, MAC: 01:00:5e:00:00:01

Component Type Component Name

vNIC wNIC

Firewall A Firewall

Firewall P Firewal

Firewall A Firewall

Physical ﬁ esx-01a.corp.local
Physical ﬁ esx-01a.corp.local
Physical ﬁ esxmgt-02a.carp.local
Physical ﬁ esxmgt-02a.corp.local
Physical ﬁ esxmgt-02a.corp.local
Physical ﬁ esxmgt-02a.corplocal
Firewall P Firewall

Physical ﬁ esx-02a.corp.local
Physical ﬁ esx-D2a.corp.local
wNIC VNIC

wNIC vNIC

Firewall A Firewal

Firewall A Firewall

wNIC VNIC

B, WEREAS BTG, B EFRREALA T A— 0L g ant.

NSXManager. | 192.168.110.15 (Role: Primary) | ~ |

Trace Parameters

Source: #+ Bl web-02a - Network adapter 1 Change...
1P:172.16.10.12, MAC: 00:50:56:3e:f8:60

» Advanced Options

Trace

Trace Result: Traceflow dropped observation(s) reported

1 Dropped

Sequence 1 a Observation Type
0 B Injected

1 3 Received
2 @ Dropped

VMware, Inc. {# 82T HUH .

Host
@ esx-01a.corplocal
@ esx-01a.corp.local

ﬁ esx-01a.corp.local

Destination: = web-03a - Network adapter 1 Change...

Compenent Type
wNIC
Firewall

Firewall

IP: 172.17.10.11, MAC: 00:50:56:ae:cf.88

Component Name

[l i

P Firewall

A Firewall (Rule - 1013)
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MBLEoR TR H BT Edge MRSSWIDCH) F it RELRIMSOL, B14n Internet BisZiifid Edge /IR 55 M4
SRR HAEATN S F AR L 1P Hiotike Mt B Se vl PR Rt , IR T A — b s nTaimad 53450
R haY (DLR) IR A FRR SRR IR o

- B

Select Traceflow Destination ()

Destination IP address should be on the same )
& subnetorshould be reachable via the Distributed
Logical Router

IPAQOreSST  #|40.1.23 | &

() Select Destination vNIC

il >

]

] > -
5 items

[ 0K H Cancel ]

MBIEoR TERERR H R AT A TR E AR R SN EHE O o

Traceflow

NSXManager: | 192 168.110.15 (Role: Primary) |~

Trace Parameters

Traffic Type: [ Unicast | -

Source: # app-01a - Network adapter 1 Change... Destination: = db-01a - Network adapter 1 Change...
IP:172.16.20.11, MAC: 00:50:56:ae:23:09 IP: 172.16.30.11, MAC: 00:50:56:ae:d...

» Advanced Options
‘ Trace

Trace Result: No delivered or dropped observations reported

Sequence 1 a Observation Type Host Compenent Type Component Name

0 \$ Injected @ esx-02a.corplocal wNIC WIC

1 Lf Received ﬁ esx-02a.corp.local Firewall u Firewall

2 ‘ Forwarded E esx-02a.corp.local Firewall u Firewall

3 ‘ Forwarded E esx-02a.corp.local Logical Switch E App-Tier-01

4 “ Received E esx-02a.corp.local Loagical Router E Local-Distributed-Router
5 1 Forwarded E esx-02a.corp.local Logical Router E Local-Distributed-Router
6 3 Received [@ esx-02a.corplocal Logical Switch % DB-Tier-01

VMware, Inc. { BT AR . 46
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NSX HAWRAIIE 1RG0, BN PR35 RKE T T .

NSX i 1 R G0e -

w PSSR R WAy AR, X2 f oG R R (DLR) $24E

w YRR A R B “db-r” BH, iXO& R Edge RS MISE (ESG) H4E.
AR T Kb T

fr LAy DLR Bin A UR-paik

DLR SCFFRFUGEATHAEAE il (OSPF ok BGP) 5 ifii ESG SHFHI s, TS F P, 1A
JEPRE, DLR ity “Rim” B st A N A, XIS Il AT 2 O T s o i ic

DLR #1 ESG 7 i S M sh A il & o
DLR #11 ESG #J37 47 ECMP 4,

ARt T L3 sifRE, XEME, A AR Edge MRSSMISCIIAA A L3 Bl 26U
+ L3VPN VRF,
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4-1. fJ# DLR

2 25

NSX Manager

NSX Edge
VKT
BiERR R

ATEPHE TUA T

g A O Fhes

T fift Edge JIRSS ISR K R
ECMP %l tuiii

NSX . Wef S A S
DLR F1 ESG Ul

¥ilt) NSX Edge (DLR)

J17UfY) ESG 1 DLR Ul 41
NSX 5 s HFER

TS HNEEREHER

DLR £t v PALE 345 VXLAN Bt VLAN {3 20 1 ORI L2 TRIF 8 i 23 (Rl L X

VMware, Inc. { BT AR .
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NSX Wik RS

DLR BALL NEE:
m EMERE. RTTAEIOSE BRI
m BRI R R
m 7F ATHERS SRS 8 [ ECMP
= RN ENURZ 1,000 4 DLR 5451
= 4 DLR hig% 999 N (LIF) (8 /> FATHERS + 991 DMPES) + 1 MEEE
»  7EFFAT DLR Seirh A e A B LR 2 10,000 /4~ LIF (NSX Manager Ao i 52 )
TR AR IRl
TR ZA DIR HEEZ BT M4 VLAN 5k VXLAN,
»  CEEEA DLR RIS T2 HITMYL,
= QREET OSPF, MITCikfE£ 4> DLR 175k Fiz1T OSPF,
= ZE VXLAN A1 VLAN ZIajis i, ALAaDXsnaiis A~ DVS,
MEFERE, DLR BEHE LR T T S Al s U2 -
= ESXi BAIUT LR
w  CUAIRATERE T4 CREIAL) (T,
n ORI TR R PORIAE
m  DLR Pl I T35 A PR i 5
w TR TEDASE R, DA S AR S B A
m CURPER AL . SRS Fh RISl i E B iR LR
PR LR ENE] AR GBI ) DL R
m K ESXi BN ERAT RO 2O T AR -
mUfE CRES R ZfEE VLAN Bk VXLAN ERREOEUE

BE DLR #iEE R

HHFEANEC S AY DLR 52, &4 ESXi FAUEA O RIA, & DLR SeBI AT H E—4 sk,
S BRI B BEZ DLR SXBIFTERATA AL BIR2E 15 B AR AL EHEA DLR
SF EAT SE RS B

% AR 208 s TR AU LA =41 FAY DLR SEAIACEERY . XEME, fEIRA BRI T AR 3
L ERE, ZEeA 2 R g DLR SEBAE—A 5 TR CJEREALE] BARRERIL ) FERIEdE . LH

FREEFMLI A4 DLR BOARRN S0 23R [Fli7

ARIEANH PR T AR ML E, 7F DLR 5epimfE, DVS faoiild L2 (VXLAN Bk VLAN ) &%
Pl EHER; A EARRERAU FAARIR L, ) DVS TEAHE TiE 1%

4-2 W TEAE AL s T HEE RN AF 2 A L (VXLAN 5000 F1 VXLAN 5001 ) RN EEL
FU CRERIFL 1 FRRIAL 2) 2 BEdEim
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4-2. #Z DLR HIEER

ESXi E#l A ESXi E£#1 B

&%#u FEHMIL 1

’\iﬂﬂk VXLAN 5000
vl o

O

DLR al="] DR
e 11
S 9

< > ‘

(9]

VXLAN 5001 v

ﬁ%mm A 2
~>

Hdlatoim (ki ARP figffr) -

1 RIUAL MR 2 RE—DEdEE, BB R ERIENL 2 TR 1 p5C (BB ) o ZM
& DLR _E VXLAN 5000 LIF,

2 ESXi TALA LY DVS H4dls et 2% AL L DLR, e i T St st LIF iy
VXLAN 5001 LIF) .

3 WRE, MZBERsLIF o HESRG, X5bs FREdREEREIE DVS, (B4 T AR #d1 (5001) F.

4 BNk, DVS T L2 fek DU iz Bdi ek B IR AL (ESXi AL B) , DVS fEH R (ot k
BIREIIHL 20

R ERR A, ok BRI 2 i Eds & 2 ESXi E41L B L DLR 52451, Skt VXLAN
5000 [[#) L2 #ET{E%.
DLR ARP f##rid 2

FEREAUAL 1 TR RN RN 2 20T, DLR Fe R 2 i) MAC Mkl #E5REHEIINL 2 ) MAC b
HibJF, DLR FTLLSH SR G B BRI L2 ARk,

4 4-3 o< T DLR ) ARP fidtht 2.
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4-3. DLR ARP 172

ESXi E£#l A ESXi *#l B

FEHMIL 1
'ﬁmm (MAC1) | vXLAN 5000

B G .

W —0

al="] p R al="] p_R

Lol o | ool
@ T/

VXLAN 5001 . B 2
ey, A (MAC2)
Sy

TR MAC Hblik, DLR BHATLL N ALER:

1

FAHLA FY DLR 3214 pi— ARP iR & (I MAC =vMAC, HFsMAC =] &) . FHLA F
7 VXLAN bt VXLAN 5001 | #5450 VTEP, KRG MEEA VTEP & ik1Z) Wi —" R4S,

AEZmiE s, VXLAN S5 B BT AU, IR MAC B vMAC B4k pMAC A, DR [R5 & T DALE
FHLA AR DLR 524, ZiEAE )R MAC = pMAC A, H#ix MAC =] #%.

TEFAL B FURBIFFfEhzminy, Hiaizmidt K ek H 15 VXLAN 5001 |44 DLR S5if LIF
VCRECI 1P Hbtik, X 2fizibric h abrequest DA THER ARP ThiE, Hhr MAC B Rk
VMAC, PAfEZIT ] PAZ] A DLR 5431,

T B A DLR 52l 2] ARP 153kl (5 MAC = pMAC A, H#r MAC =vMAC) , SR &E [
U LIF 1P kDI sRiZAs B BRI MAC FHEARGHTTY ARP 5k EdEt (J7 MAC = vMAC, H#x
MAC =] 1) o Zhi¥bric oy “DVS Ad” , PABsIEEidsk dvUplink & 4867 . DVS ¥azife k2] i
ML 2,

REUHL 2 15— ARP [0l (i MAC = MAC2, [HHxr MAC =VvMAC) . DVS ¥ AL X F A DLR 5k
1&”0

FHLB Y DLR S H s MAC B e 20 3 4 TR ERAFIY) pMAC A, SRIEHE R0 & 240 DVS DAL
EFFHT AL

£ ARP RIS RE ML A J, His MAC KHECH vMAC, F1H. ARP [l (i MAC = MAC2, Hix
MAC = vMAC ) ZliATHLA 1) DLR 524,

ARP fiEfrid B 5eR, FALA 1) DLR SCBIBLAE R LU f R e A s B REAUML 2.

Tf# Edge AR 55 M i tr) B B

NSX % HI) S — A1 R G0E h Edge k35 SR,
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ESG 3fr g el s R as . HANERS SRR RATIAN RS, FF i NSX Manager #HEH 3~
Hear I, ESG 3B S S E NI FhEs, EECETESL T DLR Z RIA S WA AR FURA 2% 2 7]

ESG HAVA M@tk
m B ESG i FIARAT 10 4 vNIC #2115k 200 AMHidk 1421 .
m > ESG 4 8 [ ECMP LU ER A TUAMINT o R

ECMP #iEEIR

B il TS ESG, LAEAEMHERA ST et AT 2 7] ECMP 174X 1) DLR 5431,

] 4-4 R TAEMIA ESG APIFRELMIZEAY 2 A5 HIFE 2645 (ECMP) % HHIN 1Y) ESG A1 DLR #s i
ik, S5HEAHA ESG UEEAHLL,, FEAUNL 1 RTDURAS 2 f5i08Umfit i

VM1 RS AT VNI 5000 (2537 il L.

DLR ELATHAN LIF - VNI5000 |AIPNHES LIF LUK VNIEB001T |11 1475k LIF.

DLR 5T T ECMP, Ffimint A8 il (BGP =t OSPF) M—%} ESG (ESG A 1 ESG B) Hifzk 3|
VLAN 20 1 IP MRS o

P4 ESG #4235 5 VLAN 10 JEH H 3% VLAN [ dvPortgroup, iR 7F Hh i3] VLAN 20 [543
(MRS FH 7 o

ESG il Zh A FH D SONP R e FP 200 VLAN 20 FOAMEBIES

P TASH PR T2 A ESG Hi3kK 5 VXLAN 5000 SEBE 1P B, FEAM &R Z I e AL
(TR T ECMP 17 3% A

E 4-4. A ECMP K& E ESG #1 DLR HiEEiR

ESXi 41 A ESXi £#1 B

Jﬁm* M 1

]YTLA VXLAN 5000
T O

o)
. | €

N b
DLR DLR PR35 2%
4(/1\ A
ECMP A
5 5 0 o
T < > T VLAN 20
A4 VXLAN 5001 Y <>
ESG A ESGB
— < D ymE
o VLAN 10 o BEng
| =< > A ECMP
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DLR W LA 8 DNEFATR TRk th 2 APt . [P ESG A R ESG B fefit 1P ANEAT 1

ESG LA TEIMIHRRZX ) ECMP B, (B 7E 2 MR these i suie I, IR s AR

AEHIE ESG il F) DLR [ ECMP, [A}FF4 DLR LIF £ T ESG Frfeiifi—3:#41 “ZAH” . 7 DLR
FECE A FATHERR B L A S R AIMOTTAL

EFEHLZI-F miIE LN, FTLLE £ ESG EAHIRY ESXi 41 ELAET 8 4~ ESG Ay R 2k
% 80Gbps.,

ECMP £zt ( AE3E ARP fifT) -

1 RN KSR AR B IR SS &, BdR ok Lk s) ESXi EHLA RIUREUAL 1 IP BOC (25 DLR
LIF) .

2 DLR WPBRSS#5 IP PUTER R 4R, IR E A S R, 2S5 ESG A 1 ESG B Hil#
I~ ECMP 5 AHPL I o

3 DLR [ ECMP W57, i F—ikA (AfhE2 ESG A5k ESG B) , KI5 M VXLAN 5001 LIF
g H .
4 DVS ¥EdEtuftit sk ESG,

5 ESG U, JELMATLAGSE VLAN 10 FROPEEER s 1P Hohl s B AR SS 2t 1, 2 B4
HEREE) ESG A2,

6 HoRtu st DVS &, 7EfT] VLAN ID 10 [f4HR 801.Q brickricda, DVS BEdE &k sy
IX_)(J%O

7 BRI YA SR SR DA R R B PR, RS R RS P T A AR DA R I ER AR 55 R B e e B
VLAN 20 F[f$sr,

8 WyEH v R A (0 Ak BRI 55 o
FEARBCT I F
1 PR SSA R B AR BRI 1, FRRMBELR ARt N —ERS.

2 WEBE SO BT TR, HERBLERZ S PRI, MRl ESG A I
ESG B f{J VLAN 10 £[1,

3 WHEER Rt RN, RE R G R A BRI ESG.

4 PIEERZREER LA R ESG FTfER) ESXi 1L, SRIEHHAL 4% DVS, DVS s tulf7ES VLAN
10 JCHBEY) dvPortgroup |34 H: 4 8 ESG.

5 ESG PuTiHEE R, JFLABIRTPAEE S VXLAN 5001 SCHAGEE s RIEERNL 1 95, F—EKA2 DLR
R EATHERSEZ I IP Mk,

6 ESG ¥R k%55 ESG MFEKI ML 1 DLR 52431,
7 DLR $UTEE T, JEABnT DL VXLAN 5000 LIF $50] 24 1,
8 DLR BEuRtIMIL VXLAN 5000 LIF &1%%] DVS, DVS PUTH2dE %,
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NSX B8 : SHELEMEEEM

DLR F1 ESG 14 DVS fy dvPortgroup #24% L2 5 &Ik (FLT VXLAN A1 VLAN ) DU S Ze a1 E i 1
fEo

XS, W E RS DLR 5k ESG 1Y L2 #: KRS HIE #1817, £F NSX ZeEd fi,  “EHIMER"
DRSS SR T IXEEIRSS .

TEL P DVS it B QLR X, 15 E 1 DVS HIREE R A SR X AT #fAfR: DLR
P T DVS dvPortgroup [T A FELE IR,

TEAL XS DVS 0 550, Bt DLR 324,
B 4-5. XI5 DVS MR EMHTFF

web1 app1 web2 LB
i J[\ T J[\ T T o l )
J J J J J J
N | o | %
o | | | | | o
T 5003
db1
VTEP: VTEP: VTEP: VTEP: VTEP: VTEP:
192.168.250.51 192.168.250.52 || 192.168.250.53 || 192.168.250.54 192.168150.52 192.168.150.51
esxcomp-01a esxcomp-02a esxcomp-01b esxcomp-02b esx-01a esx-02a

<«— [H%: CompA]—> <«—[F&: CompB]——> <«— [ #E: Mgmt/Edge] —>

= [DVS: Compute DVS ] > <—[DVS: Mgmt Edge DVS ]—>

< [ f&4iX18: Global-Transport-Zone ] >

LEALEIIX IR 5 DVS 1 BASK NN, 252241 (5001, 5002 F15003 ) (70 X Ee 185 55 M 145 2 1
DLR ST 5ERE, iS55k Comp A BEEEHR RSN AT 1510 DLR LIF,

1 FEF, DVS “Compute_ DVS” GG MEEE:  “Comp A” Fil “Comp B” . “Global-Transport-
Zone” fiuff “Comp A” A1 “CompB” .

XESEEEHAZHAL (5001, 5002 15003 ) 75 H STETA REEE X e A2 M L TE T T4 )
1) DLR S EHN 55 o

BifE, EHATE— N ARSI ARRERmPOR E s “Comp A” HEEE.
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& 4-6. fEH XSS DVS BRARITF

web1 app1 web2

o i o i 5001

O

) ! ) I

o o |
B, d B 5 a5,

° T 5003

db1

VTEP: VTEP: VTEP: VTEP: VTEP: VTEP:
192.168.250.51 || 192.168.250.52 || 192.168.250.53 | | 192.168.250.54 || 192.168150.52 192.168.150.51

esxcomp-01a esxcomp-02a esxcomp-01b esxcomp-02b esx-01a esx-02a

<«— [#&: CompA]—>» <«— [E#%: CompB]—>» <«— [ &% : Mgmt/Edge ] —>

< [DVS: Compute_DVS ] » <«—[DVS: Mgmt Edge_DVS |—>»

< [ f24X18: Global-Transport-Zone ] >

TEXFMEHL R, 78 “Comp A” THEE Fis TR A T A 2 A AR 5e 2T AR o X2 R g se
L EA_F 1Y dvPortgoup # k[, 1l dvPortgroup S DVS JE[HIK45# . (F 3 A IR~ BIErE T,
“Compute_DVS” fuff “Comp A” FI “Comp B” .

Axd, I DLR S5 SAERDORIEHE 57, XEWE, A2 “Comp A7 AL GIEHEf DLR
5451

Rk,  “web1” FRAUALFTLATEIN] “web2” FlI “LB™ meibl, KA FAIRIAZ AL -, H
“app1” A1 “db1” FEANLICIHE S TSI TIHfS

DLR (K AEysHlFS SR A BRI TAE, Ifi ESG AMEFEfshl#ti e . 78 QI3 % DLR Bl 2 1l , 5ok
Hls R R shIt HorT o

AR EEE DLR #4251 VLAN dvPortgroup, 15#A{RECT T DLR [ ESXi AL LATE UDP/6999 -4 LL 151
PAHEZET DLR VLAN 1 ARP AREEIEH T 1R,

(e aIE
" Z50EM DLR SPGBV AR Z A Lo X FTRER AT A2 A2 4T R DLR S
o

{15 DLR BR3P 2 DVS (18R as e, Mi% DLR JoikiEbe )57 4 VLAN s 40, a0 Bk,
XA PR DLR S5 FAH L2 AL B LA dvPortgroup IR 57

m  7EEPE DLR SHIREAUALAL BN, R GEH DRS SOOI MU DA Gk HRE 5 — 4 e 24 Bl ESG A
PR AL E CHR B T R—REET) o X ATRERAREA SN DLR #2452 .
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n LERFERRAS FATHERS R OSPF (HSZHRF2 /N800 ) o Jn—J51H, PIDAEZAS FATHERE 0 R
BGP (4 ) .

DLR #1 ESG UI

DLR #1 ESG Ul f57r 2% TAEIRAS

NSX E&H Ul

vSphere Web Client Ul $2{1E [ F1/~5 NSX 1 FA3 i 2255553 o

IXEEIRA 05 L2 Fdsstil 2 R AL AAG O OC R AR Fh 1 Rl

NSX 434 2k th F5 26 s thleR e S Bt Thak . T bR Bon T T IE R RS fl seff bk .

NSX Controller nodes

% 7 x [F] G Actions

Name Controller Node NEX Manager Managed By DNS Name Status Peers Software Version
192.168.11031 B 10216811015 EH 19216811015 v Connected [l @ 5246803
controller-1
192.168.110.32 8 10216811015 EH 102168.110.15  Connected  [E E 6.2.46893
controfier-2
192.168.110.33  FH 192.168.110.15 PR 192.168.110.15 v Connected =] 6.2.46893

controlier-3

THEEL NI

LIS e oy o

w rAEEIRRN CCRE b TR .
n AR RS RRAARE

w AR S EAA PR

AT RIS FH WAV N M A VXLAN R —38 0 2B EMIE Y . XS, i Rig
SKEEE ESXi BN A X e EAL RS E VXLAN,

Clusters & Hosts Instalistion Status Firewall VXLAN
= ﬁlCOI‘HDuW Cluster & » 6233771501 « Enabled  + Configured
L3 Iﬁl.]anage-‘nznl& Edge Cluster .+ 6233771501 " Enabled + Configured

TR RDA N

m CRIRE AEfa,

" CVXLANT O DT .
PR IERAIRC L T VXLAN &5
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VALAN Transport| SegmentID | Transport Zones |

Ciusiers & Hosts Configuration Status Saiten VLAN MTU | VMKNicIF Addressing Teaming Folicy VTER
¥ GComputs ClusterA v Unconfigure vds-site-a 0 1600 IP Pool Fail Over 1

B esx-0za.comp.local v Ready ©vmk3: 192.168.130.51

@ esx-01a.com.iocal v Ready @vmk3: 192168130 52
¥ BhiManagement & Edge v Unconfigure vds-mgt-edge 0 1600 IP Pool Fail Over 1

B esxmgt-02acorpl v Ready @vmk3: 192.168.120.52

(@ esxmgt-01acorpl + Ready @vmk3: 192.168.120 51

TR LA MR

= VTEP &% VLAN (] VLAN ID AJUERJCER . 1R, F LR, el “0” o FERZEEL
PR, SR .

= MTU BCE R 1600 55 A, s MTU A& H 9000, FivhREUHL 1 MTU % ¥ 5 9000, DVS
K MTU 2 9000; AR EERIMT 2 9000, M4 A VXLAN Rk B3 Hias(i .

®  VMKNic WA IERAf L, SR E IR 169.254. x.x Hiik, DAFRIAT 5 G N DHCP HiziHL
Hidil

AR DVS RIRTA SR 01, A RIS AT — 2 o
m  VTEP £uigis dvUplink Z0RH1H] . AP0 T A 807t 1P il
XIS DVS I SR 55, DAk AR e EE FiD DLR A5 00,

Name M5 vSwitch Status
B} Compute Cluster A on vds-site-a ©® Normal
ﬁ Management & Edge ... gm vds-mgt-edge @ MNormal

“NSX Edge” Ul
NSX & A4 24F Ul [ “NSX Edge” #553 Fhie B A HE Y
TELEEE Ul ZiBor iy, B mPU A,

4 Home 9 | NSXManager: | 192.168.110.15 (Role: Pimary) [~

Networking & Security &+ £ 0 Installing | €p 0 Failed

3 Dashboard | cage-2 |22 Local-Distnbuted-Router Lagical Router 623 Deployed | Default 4 Compact

g Installation edge-3 |== Perimeter-Gateway-01 NSX Edge 623 Deployed Default 2 Compact

% Logical Switches | edged neArm-LoadBalancer-01 NSX Edge 623 Deployed Default 1 Compact
' edge-5 nmeter-Galeway-02 NSX Edge 623 Deployed  Default 2 Compact
| A Firewall | edge-6 =1 OnzArm-LoadBalancer-02 NSX Edge 623 Deployed Default 1 Compact
‘ I3 SpootGuard edge-9178_ | T Universal-Distrinuted-Routsr  Universal Distributed Routsr 623 Deployed  Default 4 Compact

TR SIS DLR Fil ESG, 40 Al Bl FEE.:

= “Id” Z/x ESG ok DLR Edge #7% ID, n T APIEHPAS] % ESG 2k DLR.
m CFHPT + “Id” AR T DLR SEI#A R, FTRALE NSX CLI HRaE BRI T 475

» T DLR,  “R/NT GRZEN KSR 5 X ESG. R SRR RN,

B 7 RARE SN, RO FE . R DR N SRR

VMware, Inc. BT AR o 57



NSX Wik RS

% 4-1. NSX Edge F T8

Btz

e |
¥

¥,

&

& & E

Sl A - I - B

BE
s SRAEIGER ESG Bk DLR PN, T085]S, ANRTUFEAZRC .

“IEHRERE” MR ESG sk DLR, SRS HIAHIRI AL ¥ 0 491 ESG 5k DLR. BRI 1D,

“HSCE SN & TR ESG A HIIRSS I QIR ESG B ki (lan, FZEEH] TCP/M79
) BGP) .

R FFH " M ESG Bt DLR FHI R a1 H G,
T DLR, FMHEROSER RIS, A TR,

CHPORRS RN AGEHIT ESG. X MHIB BT “EHBE"  (VNIC MAC iR R4

T B CLLAERE” , #E DY AT LSRR CLI i
THAE 5 REFIMIGAE ESG 5 DLR WAL FAUE CLI, XASERPIE . WERESE 5 04, 5
“HUETS” ESG/DLR DA AR el d g s o

“RHPR GO MUk %45 ESGIDLR syslog HFANE S0 -

“FeE R TR ORI AU R I ESG ok DLR, HIE RSN A DAL A2 DA
3t

AEOVEETIANE ESG I, nJRIREIH] “HpE” o
LI TP R (3% OVF, BCEHE N DU Bk B G g% ) ©

U1 DLR/ESG WAkl NSX Manager 5, A DU “THRARAS” 15610,

“Pgkas” A% “ABRT 142X ESG/DLR,

FrEY NSX Edge (DLR)
LEHEAE RO ESE D DLR I, B DL R A S B nfs B
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New NSX Edge 2]
4 1 Name and description Name and description
' 2 Settings )

Install Type: () Edge Sernvices Gateway

" 3 Configure deployment
~" 4 Configure interfaces
5 Default gateway settings +) Logical (Distributed) Router

6 Readyto complete

_J) Universal Logical (Distributed) Router

Name; # | DLR-01
Hostname: dir-01

Description:

Tenant: Tenant01

[ Deploy Edge Appliance

[[] Enable High Availability

1E AWM bisE b, RREEDL M EE
U HoR(E “NSX Edge” Ul Hi,

LN AT E ESG Bk DLR #EHI LT DNS #40R, Z# PR e SSHIfE Il 54 1% . syslog
THELLM vCenter [1J ESG/DLR FENL “Hg%” DIHhRg “DNS #4487 Nl

= PR 7T UL H, e ios NSX Edge 455 .

m R FHTF4HEE NSX CLI 1) DLR S48k, AN~ HE Al e i % 2 k.

£ R B b

New N5X Edge ?)

+ 1 Name and description Settings

il 2 Setfings
CLI credentials will be set on the NSX Edge appliance(s). These credentials can be used
~' 3 Configure deployment = s T
fig to legin to the read only command line interface ofthe appliance

~' 4 Configure interfaces
User Name: # | admin
5 Default gateway settings
Password
6 Ready to complete
Confirm password: =

[] Enable SSH access

Edge Control Level Logging | EMERGENCY -

P R AT R CLIERW LI & A PR LA TSR] DLR # 6L, NSX 7E ESG Bk DLR #4]
AL EASZ R AAA, ZiK B ESG/DLR #EHI RN 5e AR 5 (HJcikid CLIE A Ll & 3
% ESG/DLR i & .

= M SSH U7 feiF sl DLR Gl 1Y) SSH SF 127
o TR R LB KSR LA Se i SSH MIZE 1]
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NSX e HE
w RGOSR B AU VS B 100 AL aZe e ) DLR PEthiliEaupL, s OSPF/BGP
“PEOEE” e TR MR CARRACE TS OE) .

H JCEEAE DLR UM URNE 17612 DLR BT PR 210 A HOATA IO T 1P Skt
Z IR ER I . OEAA DLR PSRRI I i s i iz L Fe iz 1 “VDR” (‘B
EREIRIRE ) o

A HA” BRI TS ShIES ) HA X

m  “Edge I H &L K" 7F Edge s [k E syslog 27

F “TeEE" bl

 New NSXEdge

+ 1 Name and description Configure deployment

~ 2 Settings .
Datacenter: 'el Datacenter Site A | b |

¥4 3 Configure deployment

" 4 Configure interfaces NSX Edge Appliances

5 Default gateway settings
Resource Pool Host Datastore

6 Ready to complete

Management&E... ds-site-a-nfs01

Specifying a resource pool and datastore is mandatory for configuring the NSX Edge
appliance. Appliance configuration is mandatory if you want to deploy NSX Edge Appliance

Bl R A AR UL vCenter ZdkiHL

“NSX Edge 57" #5152 DLR UL, F FevrE Sty —MatilEull (iR ) o

YRS CHAT CRERRIRER . EAURSdEA A fE A )T Edge. ROMTN BT ] DLR 4
HREAUHL O DRS “BluRAUbL” FUU,

fE “REHE” brat b

MNew NSX Edge

+ 1 Name and description Configure interfaces

~' 2 Settings
HA Interface Configuration

' 3 Configure deployment
Change Remove

Connecled To: # |vds-mgt Management Network
¥4 4 Configure interfaces

5 Default gateway settings Configure interfaces of this NSX Edge

6 Ready to complete L
Hame IP Address St P Connected To
Langth
LS A-Uplink 192.168.10.5* 29 vis-mgt_Uplink Network

= CHA BT
m OROVEN AT AT DLR $25EE . BAURHIEEAL E vNIC,
m ZRIUATEME ] P Mok, [AA NSX il VMCI 258 DLR fic¥
m QURAE CARRAEEAR” BRAE Bk DLR BRI RIIME” , RO HARIINE S .

VMware, Inc. BT AR o 60



NSX Wik RS

= ‘It NSX Edge U417 51U/ DLR 24411 (LIF)

= DLRJy “CaEE]” ¥ dvPortgroup sl sl RN HE L3 OGRS, XUefF LA
AR F-PAFR R 1P 3k o

 CATRERR” 2T LIF EHIRRAALEO1E wNIC, Rk, &2 FE 8 4N vNIC; H/EiAr]
i) vNIC 7 fid4s HA £z B — vNIC,

SR IFEA O R TR 2R LIF A REFE DLR 1B T1FE.
o CPNER” A LIF FER ML E I8 vNIC, 2 T LAELAE 991 /M vNIC,
TE BRI BRbE |

Hew NSX Edge
+ 1 Name and description Default gateway settings
»' 2 Settings
[ Configure Default Gateway
" 3 Configure deployment
+ 4 Configure interfaces WNIC | LS A-Uplink
5 Default gateway settings Gateway IP:
G Ready to compiete MTL: 1500

Admin Distance: |1

iR, CFREERIAMSE” 7E DLR LA ASERIARS o anRAE F—BRaerh a7« FATHERR” 2%
HUg LIF, ] DU FZ %0

w QRAE BATHEER EOEA] ECMP, IRSCRAZGII RIS AFIRAS, LABIIRAE N —BR S SR £ = i hib

E A EMPORETERTUL e AP TR S, LAERAS AT AR 407

ESG 71 DLR £5%
5 DLR #iltk, 7EHFE ESG I, FISFRAA(E—H .
HARIT TOERME PR

New NSX Edge (?)

+ 1 Name and description Configure deployment

v 2 Settings S
Datacenter. = | Datacenter Site A | = |

Appliance Size: (s) Compact

() Large
() X-Large
(_) Quad Large
7 Ready to complete NSX Edge Appliances
L]
Resource Poal Host Datastore Folder

Specifying a resource pool and datastore is mandatory for configuring the NSX
Edge appliance.

AT ESG, FILAE “BUEAET HhikEe Edge Ko, WIR ESG DUA T, " SEil RS
AR N BRI R/ N A2 ESG U REfE ft i 2 CPU B, JTHASSBE AT,
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WA LA AR ESG, X{hFEHLH Edge #45,

PAG, ATAHESE AP FHEREE T “H” Ul BRPEsE “RE&” Edge.

W ERE Edge HA, AR D—A> “PN” £01, B0, HA KSR, A S8 “Iisd” 1580,
NSX Ul F1 APl SevHRAE BRI e —A> “PNER” #211, iX 28 HA BRI

BiAVEY ESG #1 DLR Ul #1E

B T AIEELASN, AERIARESE n i R A TS R
Hrp .

= syslog fil &

SRR

w PR P IORC EAE Fh T &

syslog Bt &
Bl e ESG uk DLR Fil EINLLAKS H 545 H k1A B e syslog i 55+ .
TIDLRO1  Actions -

Summary . Manage |

| Settings l Firewall | Routing ‘ Bridging | DHCP Relay

“

Details: §c§ Action
Interfaces
Size: Compact
Auto generate rules: Enabled
Syslog servers: Change
Server 1: 192.168.110.79
Server 2:
it

I syslog R S5 AeCE A IP Hbk, [A2h ESG/DLR 5l NI AL & DNS fftfras o

m T ESG, n[PL “JiF DNS JIkES” (DNS RRF) , ESG A nf U FHiZ IR &5 fiAr DNS # 8%, 15
0 AE EAT B DRSO B ] 5 7y 1R syslog AR Ss#sfa M 1P Hiik,

» oA UL PHRAE syslog il (BERZN 514) , HETUARE Y (UDP/TCP),
= syslog {HEKH T Edge #1119 IP Huhk, Edge (U L &ifetiz iz LIVATE ) syslog lR55+5 IP fkirt o

m 5T DLR, syslog k557510 IP Mz AGELZ T7E DLR [AEA “PUE” £ FRCE R0 o X
FEH Dl DLR B 1 X s Ak i I Fe bz 1 “VDR” (e AR R 8 =) .«

BRINEOL T, KiZEH] ESG/DLR B 519 HEd e WRTEE, il “shA hiic i iy 4l #edl
Pl Ul S H S %,
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Summary | Manage |

| Seftings | Firewall M Bridging | DHCP Reiay]

4

Global Configuration

Static Routes

OSPF

BGP

Route Redistribution

AL EL RS e 1D, el iy

FRSRE

Routing Configuration :

Default Gateway : |

Edit

H Delete ]

Interface :
Gateway IP :
MTU :

Description :

Dynamic Routing Configuration :
Router D :
OSPF: @ Disabled
BGP : @ Disabled
Logging : @ Disabled

Log Level :

JE PATHERSHE IR 1P bk,

i ASER LR N —ERRUR B NS DLR AR LIF 5k ESG YRR SS90 R 1P Stk 300, P

R
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SRARIERE, WA BPRE N B SR EEER R T PR AR . e o

Network % 10.10.10.0/24 |

Network should be entered in CIDR format
eq. 192 169.1.0/24

NextHop: | 192.168.10.1

Interface: [ | » ] (i ]

MTU: 11500 |

Description:

| oK || cancel ]

BHEHRD X

4 ERINE] BT R MRS BN B R K. BAEE B T
IS IARTS” 1 O RIS R

BRARGOU T, DLR BCE Dy R R TR &k 2] OSPF, 1ff ESG AEXFF.
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B EDET T AR
2, WHENFRE SRR H

IEDLR01 | Actions v

setN EE MR AL R, FFAE T RPLEC A5 AR SENETET T K HHEER S

Summary | Manage ‘

| Settings | Firewall [RoUSng | Bridging \ DHCP Relay |

“ Route Redistribution Status :

Global Configuration 0SPE- ¥ BCP-

Static Routes
OSPF IP Prefixes :

BGP =

Route Redistribution Name IP/Network

Route Redistribution table :

[ Edit

0 items

+ (@
Learner From Prefix
OSPF Connected  Any

NSX % B & FEHERR

NSX it 1" Z A LI LARORES FhE s AR,

NSX E&H CLI

Action

Permit

1items

M 4 CLI a2, 4R1FE SRS NSX % - R G &3 s TIRAS

i NSX A G sk, TLAE R AT NSX A1E FiiT—28 CLI, I NSX 6.2 i) T4, NSX ik
HA—AEAE CLI, AIRBhAE R Uy W AR B & R A AL AR iy AT TR o e MDAz

Pil k2405 . NSX Manager shell,

WENEFRY

A ESXi AL E A D88 61
m 4] DLR TSR B E T AE,
m U VXLAN JE#S ESXi 1.
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BETRILIEITRAKGE
NSX %115 NSX W A lic & 1], B UFERES] DLR [ HA A L2 & EH TAE, WHdTRL N
n EREREIDE DLR AR M HRAZHALIN 70 B ID (VXLAN VNI), 540, 5004..5007

i Logical Switches

NSX Manager. | 192 168.110.42 |~

Name 1 a Staetus Transport Zone Segment D Control Plane Mode ."_'Descnptlcn

:é LSA & Normal == Global-Transport-Zone 5004 Unicast
‘ E LSB @ MNormal = Global-Transport-Zone 5005 Unicast
;@ LSC @ Normal == Global-Transport-Zone 5006 Unicast
E LSD @ Normal = Global-Transport-Zone 5007 Unicast

" 7Fizf71Z DLR SR 0UIR SR IIALG ESXi 41 I, #AFERE]1Z DLR [ A AT VXLAN 754 2
TR

# esxcli network vswitch dvs vmware vxlan network list —-vds—-name=Compute_VDS
VXLAN ID Multicast IP Control Plane Controller Connection Port
Count MAC Entry Count ARP Entry Count

5004 N/A (headend replication) Enabled (multicast proxy,ARP proxy) 192.168.110.201 (up)
2 2 0

5005 N/A (headend replication) Enabled (multicast proxy,ARP proxy) 192.168.110.202 (up)
1 0 0

5006 N/A (headend replication) Enabled (multicast proxy,ARP proxy) 192.168.110.203 (up)
1 1 0

5007 N/A (headend replication) Enabled (multicast proxy,ARP proxy) 192.168.110.202 (up)
1 0 0

AR MHIE VXLAN FIPL A

TR E R I A A
m  Control Plane }y “Enabled” .

= HIH T “multicast proxy” F1 “ARP proxy” ; HMEZEF] T IP &3, theFH “ARP proxy” .
= 7 “Controller” FHAIH T A HIES IP Hiik, HH “Connection” “k “up” .

m  “Port Count” 1EHATCEE - /00 14, BIELEERERIADCE A Z A ER BRI %m0
h vdrPort, X EiERER] ESXi A1 1) DLR NAZIREL Rk dvPort,

n ETPL R A DU vdrPort sEEE R A MHIEHT VXLAN,

~ # esxcli network vswitch dvs vmware vxlan network port list --vds—name=Compute_VDS --vxlan-id=5004
Switch Port ID VDS Port ID VMKNIC ID

50331656 53 0
50331650 vdrPort 0
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~ # esxcli network vswitch dvs vmware vxlan network port 1list —--vds—name=Compute_VDS —--vxlan-id=5005
Switch Port ID VDS Port ID VMKNIC ID

50331650 vdrPort 0

m F ARG, VXLAN 5004 B —NEEIBURT—A DLR %42, 1fi VXLAN 5005 (Y 45—/ DLR
U

RO AR N RN LE B R 2N N ) VXLAN, f8l1, VXLAN 5004 |-f#) web-sv-01a,

~ # esxcfg-vswitch -1

DVS Name Num Ports Used Ports Configured Ports MTU Uplinks
Compute_VDS 1536 10 512 1600 vmnic®
DVPort ID In Use Client
[..skipped..]
53 1 web-sv-01a.eth0@

VXLAN EZFHRE

YEk ESXi FEAIAY VXLAN Ft B3R5, b2 B5MIA0 B DLR AR, FEE RSN VXLAN HE£SH
DVS |/ dvPort,

1 1217 show cluster all PAZEHUELE ID.

2 1z{7 show cluster cluster-id PIZRHYEAL ID.
3

i
NN

T show logical-router host hostID connection DIARHUIRAME

nsxmgr-0la# show logical-router host <hostID> connection

Connection Information:

DvsName VdrPort NumLifs VdrVmac
Compute_VDS vdrPort 4 02:50:56:56:44:52
Teaming Policy: Default Teaming
Uplink : dvUplink1(50331650): 00:50:56:eb:41:d7(Team member)
Stats : Pkt Dropped Pkt Replaced Pkt Skipped
Input : 0 0 1968734458
Output : 303 7799 31891126

m 5T T VXLAN [ DVS BG4 vdrPort, ‘& 11% ESXi 41 F RO DLR Sk =,
®m  “NumLifs” #5020 T1Z AL EAIATE DLR SXFIFR R LIF SR,

B “VdrVmac” J& DLR 7EATA 9B ATA LIF FA T vMAC, 1% MAC 7EATA EAL AR . 7E
ESXi FHINASHIPIER LS R AT, A EBIZN R
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AT VXLAN [ DVS FEE dvUplink, HLAA—ANERCH) VTEP; {H{# ] LACP/DAAIH 1 sl 4145
RSN, Iy, X aId—A VTEP, [fi'5 dvUplink £c/c¢,

= R DLR B (I8 MAC = vMAC) R+l MAC BESCAAHR dvUplink 1) pMAC.

TR, B GARE A LI T EE MAC B dvUplink (X275 DVS seidE N EdE
B .
AL E R 2 A VTEP HH A dvUplink & 2ERSE, 5 dvUplink &R VTEP DL S
SERZ VTEP IFTA RN BRI EIR RO dvUplink, sXEEOE T 8% S8 NI E AR
5] VTEP A5 S04 = 10 5 O A=tz
A “dvUplinkX” 3211 () HIIET2 dvPort 45, 3 TS AT e el e R A .
R “dvUplinkX” BRI MAC #iik2 51% dvUplink S4B “pMAC” . 1% MAC Hihk -3k 1 T
DLR ffJiiat, 4, DLR AR ARP Al M AE 5 H ESXi FAUN DLR BT Edis . mILAYE
PIERMZE A ENZ MAC #i3k: Ei#E (40 DLR LIF 15 VLAN 2570 sl VXLAN LIF (1) VXLAN £
PEtr,

= Pkt Dropped/Replaced/Skipped 51 2 5 DLR BB IE 1A EAT S THER , A T Ttk

B A R AR IR

N T AR PR IR, T s T i) T AR SRR G A s B AR H A FI.
1 B AR ULER B bR 1P ik,

2 BRI FEITIE N A 1P bk,

3 HE T Iz SRR

4 GRIGZ RS MAC Hidik (iEid ARP)
5 R L2 Wi,

6 Kz EE L,

Rt BEFATRR Y, EFEE:

m REER (CESEE 1P R R )
R

= ARP &

{F ARG HFAFMEGIE DLR K7
AT T Q2K DLR 4 HHScR T i .
VATV RIS Fh 04D, FEO0 i —4LZ A Bl LA DLR AE NSX Hht T804,
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4-7. Rl EHEH

FUEEES

o 92.168.10.0/29\,‘[?

‘ .2 DLR “default+edge-1”

s < X
172.16.10.0/24 172.16.20.0/2* 172.16.30.0/24
O ’ O ’ O ’ O

O

VM 1 VM 2 VM 3
gl 11 Ry b 11 Ty -1
.Y I 8452 L :BA:09

LR
= ANZESHIL, A SHHU EE R T
3L, NI — L
o MERBLE I P HBHLR IP p
o MBI MAC Hiit (LR TRRHA 1)
o —NERE] 4 NBHEHHUG DLR; —MEHEHHUNT “ LATHE , HAZHE IR s
= NN, AR ESG M DLR i i
Jg LI DLR S T B2 11 .

New NSX Edge -
+ 1 Name and description Ready to complete
¥ 2 Clicredentials Name and description
+~ 3 Configure deployment Name: DLR1
v 4 Confiqure interfaces Install Type: Logical (Distributed) Router
~/ 5 Configure HA Tenant:
¥4 6 Ready to complete HA: Disabled
Interface Ci

Connected To:  Mgmt_Edge_VDS - Mgmt

1P Address Subnet Prefix
Length
NSX Edge Appliances
Resource Pool Host Datastore Folder
Management and Edge Cluster ds-site-a-nfs01
Interfaces
Name P Address E’:::: Preft | connaced To
LS A 172.16.10.1* 24 LSA
LS8 172.16.20.1* 24 LSB
LsC 172.16.30.1* 24 LSc
LSD 192.168.10.2* 29 LSD

Back Next Finish Cancel

1E DLR &35, nILAE ] ESXi CLI ay &G AU uEd M i EAL F AR DLR 10 AR S o
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A DLR %41
HEEANE, A T DLR SEBILL MLyt 2T 5 A TR sk

1

2

3

M NSX Manager shell i1, 1217 show cluster all DIZRHUEESE ID.
1217 show cluster cluster—id PAZKENTAL ID,

1217 show logical-router host hostID dlr all verbose DIAKHUIREE E

nsxmgr# show logical-router host host-id dlr all verbose

VDR Instance Information :

Vdr Name: default+edge-1
vdr Id: 1460487509
Number of Lifs: 4
Number of Routes: 5
State: Enabled
Controller IP: 192.168.110.201
Control Plane Active: Yes
Control Plane IP: 192.168.210.51
Edge Active: No

T REPA FILA:

A o T4 ESXE BN EIIAFA DLR 52491,

“Vdr Name” i “fH/" Fil “Edge Id” 4k, frizonfilh, AKigE 7 , B, ] “default”
—i, “Edgeld” ;& “edge-1” , RILPAfE NSX Ul & 2% ID,

" WERENLERAZA DLRSBI, — R HaEms itk & ikt Ul “NSX Edge” Hig R “Edge
ID” .

“Vdr Id” Tt EEAEE A, 5EHE.
“Number of Lifs” 511207 T2 54 DLR 5245 F 17 LIF,
AL,  “Number of Routes” Jy 5, '&4u 4 DNEELERNIE T (84 LIF —/) Fl—PERIARE

“State” . “Controller IP” Fi1 “Control Plane Active” #5[1) 2 DLR (R HETmIR A, T8 H IEf
42 HhlEs IP Jf- H. Control Plane Active 4 Yes, 11, DLR IhEeds 3l I TAEMsh=s; L
Fr o IE S DLR 52T s B .

“PERZI 1P $8A02 ESXi TAHUH T-S4FIRsmEn0 IP Hikik, 1% IP 162525 ESXi TAIHUEEE vmknic
I 1P ik, FERZEIEN T, % IP A vmkO,

“Edge Active” Rz HUZ S MiafTiZ DLR SLBIREstl R AL A LA MR AL Tim sk
»  {55) DLR BN B OE TP T NSX L2 #i (CAnisil) (1 ESXi 4L,
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) “brief” A, PASEAp ARt DRSS B B, LA HoSathIis

Y X e L % N

LR “vdrid”

nsxmgr# show logical-router host host-id dlr all brief

VDR Instance Information :

State Legend:
State Legend:

[A: Active], [D: Deleting], [X: Deleted], [I: Init]
[SF-R: Soft Flush Route], [SF-L: Soft Flush LIF]

Vdr Id #Lifs  #Routes State Controller Ip CP Ip

default+edge-1 0x570d4555 4 5 A 192.168.110.201 192.168.210.51

“Soft Flush” ARAFRIE LIF Az IR BRAS, lHE £ DLR HEAZHZIRA.

DLR miZ%E# M

FEREC B DLR J&, 1#fifR DLR APFA AR A A BRI

1 M NSX Manager shell H1, 11T show cluster all DIZRIEEE ID,

2 iz{7 show cluster cluster—id DAZKHLEHLID.

B o

4 1217 show logical-router host hostID dlr dlrID interface all brief DIGKINA 1144
ERASE R

5 1&17 show logical-router host hostID dlr dlrID interface (all | intName) verbose DA
SRBPITAA # I SRR e B 1 RS S Ho

3 1217 show logical-router host hostID dlr all brief PAKHC dIrlD (Vdr £

nsxmgr# show logical-router host hostID dlr dlrID interface all verbose

VDR default+edge-1:1460487509 LIF Information :

VMware, Inc. {8 HTHHF .

Name: 570d45550000000a

Mode: Routing, Distributed, Internal
Id: Vxlan:5000

Ip(Mask): 172.16.10.1(255.255.255.0)
Connected Dvs: Compute_VDS

VXLAN Control Plane: Enabled

VXLAN Multicast IP: 0.0.0.1

State: Enabled

Flags: 0x2388

DHCP Relay: Not enabled

Name: 570d45550000000c

Mode: Routing, Distributed, Internal
Id: Vxlan:5002

Ip(Mask): 172.16.30.1(255.255.255.0)

Connected Dvs:
VXLAN Control Plane:

Compute_VDS
Enabled

7
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VXLAN Multicast IP:
State:

Flags:

DHCP Relay:

Name:

Mode:

Id:

Ip(Mask):
Connected Dvs:

VXLAN Control Plane:

VXLAN Multicast IP:
State:

Flags:

DHCP Relay:

Name:

Mode:

Id:

Ip(Mask):
Connected Dvs:

VXLAN Control Plane:

VXLAN Multicast IP:
State:

Flags:

DHCP Relay:

TR ML

0.0.0.1
Enabled
0x2288

Not enabled

570d45550000000b

Routing, Distributed, Internal
Vxlan:5001
172.16.20.1(255.255.255.0)
Compute_VDS

Enabled

0.0.0.1

Enabled

0x2388

Not enabled

570d455500000002

Routing, Distributed, Uplink
Vxlan:5003
192.168.10.2(255.255.255.248)
Compute_VDS

Enabled

0.0.0.1

Enabled

0x2208

Not enabled

LIF %) “Name” 711 T4 DLR Sl uEnE—1) . ‘BEAE LU DLR Y4zt e 1 a8 b2 A,
LIF /) “Mode” i LIF J&s hifdtise, UK e NEbdE FATakig.

“Id” 7w LIF 25B0FIAHR AR SS ID (VXLAN FI VNI 5% VLAN F1VID)

¥iA “Routing” LIF B r “lp(Mask)” .

IR LIF 7E7R ok sk N e8] VXLAN, T “VXLAN #6121 k) “Enabled”

ST VXLAN 40T VXLAN LIF,  “VXLAN Multicast IP” ol “0.0.0.17 , 750, Hosss
bRZ3% IP Motk

HFES R LIF,  “State” NiZA) “Enabled” . X478z LIF, YEHUTHE TN N “Enabled”
FERTAE AL AL “Init”

“Flags” & LIF RAMEELR PR, IR LIF J&:
m R
= VLAN LIF J&75 % DI
= EEHH T DHCP gk

7R 0x0100 Frid, ‘EsefE DLR 520 VXLAN VNI AR E R (5461 VXLAN A BT
RS END)
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w75 “brief” #A N, RELUE T O R s ERId
nsxmgr# show logical-router host hostID dlr dlrID interface all brief
VDR default+edge-1 LIF Information :
State Legend: [A:Active], [d:Deleting], [X:Deleted], [I:Init],[SF-L:Soft Flush LIF]

Modes Legend: [B:Bridging],[E: Empty], [R:Routing],[S:Sedimented],[D:Distributed]
Modes Legend: [In:Internal], [Up:Uplink]

Lif Name Id Mode State Ip(Mask)
570d45550000000a Vxlan:5001 R,D,In A 172.16.10.1(255.255.255.0)
570d45550000000¢ Vxlan:5003 R,D,In A 172.16.30.1(255.255.255.0)
570d45550000000b Vxlan:5002 R,D,In A 172.16.20.1(255.255.255.0)
570d455500000002 Vxlan: 5000 R,D,Up A 192.168.10.5(255.255.255.248)
DLR K& H
LEHAE DLR /745 . 1B TAEHEANA LIF J5, £ P RN .
1 M NSX Manager shell i1, 24T show cluster all PIZKHUREE ID,

2 iz{7 show cluster cluster—id PIGREEHL ID,

3  iz{7 show logical-router host hostID dlr all brief DAZKHY dIrlD (Vdr £4F5%) .

4 =17 show logical-router host hostID dlr dlrID route DIZRHUATA £ IRE S E .
nsxmgr# show logical-router host hostID dlr dlrID route
VDR default+edge-1:1460487509 Route Table

Legend: [U: Up]l, [G: Gateway], [C: Connected], [I: Interface]
Legend: [H: Host], [F: Soft Flush] [!: Reject] [E: ECMP]

Destination GenMask Gateway Flags Ref Origin UpTime Interface

0.0.0.0 0.0.0.0 192.168.10.1 uG 1 AUTO 10068944  570d455500000002
172.16.10.0 255.255.255.0 0.0.0.0 UCI 1 MANUAL 10068944  570d45550000000a
172.16.20.0 255.255.255.0 0.0.0.0 UCI 1 MANUAL 10068944  570d45550000000b
172.16.30.0 255.255.255.0 0.0.0.0 UCI 1 MANUAL 10068944  570d45550000000c
192.168.10.0 255.255.255.248 0.0.0.0 UCI 1 MANUAL 10068944  570d455500000002

LA LA

= “Interface” T AN “Destination” WUk LIF, ‘E3 N DLR [HAS LIF [ “Lif Name” .,

= T ECMP 8§, 1772 H A4 Destination. GenMask H/1 Interface {H H A7 A~[ri] Gateway 1%
Mo PridifB4s “E” DAL SRS 1) ECMP 5,

DLR iy ARP &

X7 DLR #2 R MEIRE, & AREBARNT N —ER5 1P Hitk) ARP 153K . T R 45 A B 54 1
HUH) DLR S
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sl E iz AR ANREME, I HAS S TZERRRR AR ARP 45 H 5 & B H A A1,

GBI HIREE 600 B, SRJE¥HLFZRR. ¢ DLR ARP A BRI 45 ., 1755 I DLR ARP fiftf
UR/

1 M NSX Manager shell #, 11T show cluster all DIFREUEEE ID,

1217 show cluster cluster-id PAZRENEAL ID,

11T show logical-router host hostID dlr all brief PIZKHC dIrlD (Vdr &%) o

A W0 N

1517 show logical-router host hostID dlr dlrID arp PAIAKHUAHE 0 R AE E.

nsxmgr# show logical-router host hostID dlr dlrID arp

VDR default+edge-1:1460487509 ARP Information :
Legend: [S: Static], [V: Valid], [P: Proxy], [I: Interface]
Legend: [N: Nascent], [L: Local], [D: Deleted]

Network Mac Flags Expiry SrcPort Interface Refcnt

172.16.10.1 02:50:56:56:44:52 VI permanent 0 570d45550000000a 1
172.16.10.11 00:50:56:06:7a:a2 VL 147 50331657 570d45550000000a 2
172.16.30.1 02:50:56:56:44:52 VI permanent 0 570d45550000000c 1
172.16.30.11 00:50:56:06:ba:09 \Y 583 50331650  570d45550000000c 2
172.16.20.11 00:50:56:06:84:52 VL 568 50331658  570d45550000000b 2
172.16.20.1 02:50:56:56:44:52 VI permanent 0 570d45550000000b 1
192.168.10.2 02:50:56:56:44:52 VI permanent 0 570d455500000002 1
192.168.10.1 00:50:56:8e:ee:ce \Y 147 50331650 570d455500000002 1

TR M

»  DLR HCIWLIFATA ARP ZH ( “1” brid) A, IfER VXLAN HEAS A TR eAtE vMAC,
U LY BRE ARP £ HM N TFEa T CLI a1 EHL Fasf THIRE WL,

m  “SrcPort” ' x ARP £ H2KH dvPort ID, @15 ARP 25 H2k T 3— 141, K s dvUplink [
dvPort ID, iZ dvPort ID FJLLL) VXLAN #E40 75 11181 dvUplink dvPort ID 42 X 5],

N AAEE “Nascent” ARiC. fF DLR 445 ARP [ RN, i H ZbRic. WH T ZbRCHFET
4 H T HESH] ARP AT LB
AL DLR REBXENAH

TEER TA TN (ESXi FHLAFIESXi TH1B) , HPEE T/x “DLR S A7 422004~ VXLAN
LIF,
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4-8. MAMEBEA DLR LHIHEM
ESXi E#1 A ESXi ¥#1 B
DLR A#%iEHR DLR MAiztEHR
172.16.10.1/24  PLRZEBIA 195 168.10.2/29 172.16.10.1/24  DPLRZEBIA 195 168 10.2/29
LIF A LIFD LIF A LIFD
1721620124 7 172.16.30.1/24 172.16.20.1/24 172.16.30.1/24
LIFB , LIFC LIFB LIFC
N it oo Bt 9 0
i [ L [ [
Fememo- I: vdrPort VXLAN 5000 vdrPort VXLAN 5000
o—0 e off- - - - el
! ' VXLAN 5001 l VXLAN 5001
o ! o ofl- - - -[lo o o
. | VXLAN 5002 VXLAN 5002
o : L ofl- - - -llo—o 0
| il il VXLAN 5003~ 17~ ~[[ ! VXLAN 5003
o ' o ofl- - - -llo— o o o
! DVS : DVS T
! v 192.168.10.1/29 |
VM 1 VM 2 VM 3 EECE 1
By, 11 & By, Y ’*l‘i}gu_ Ny ShER
I 7aa2 I 4:52 1 :BA:09 FEREBM
RN EHEA A L2 AL (DVS) Fl—A> “HUE S h#s”  (DLR AR ) |, zigmgsim
" P (vdrPort) EEREENZ AL
TR, % R B A RULEY VLAN AT VXLAN, {EAEERE vdrPort &R E R L A5 801.Q

ok UDP/VXLAN Frs. A5, DVS i HAES eidkbric 51205 1
& 155 DLR JKZini%: % %) vdrPort,,

EE 2 HAR MAC = VMAC 1M,

e Al
[DJFAVER @Fﬁw&fﬁ,

WARATAEZA DLR 52, REPRAT FHR

VMware, Inc. { BT AR .

DVS AliE N L

1 vdrPort 23k DLR NS, B H oo eV e e 1T ER VXLAN VNI B VLAN
B e BdE AT R DLR S LIF,

VARG R 2402, ToEHZ24 DLR 544l

5145 DLR PR,

EBERE55E M VLAN 5% VXLAN,
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4-9. MAMEB®A DLR LHIKEM

ESXi =LA ESXi £#.B
DLR A4gfR 1R DLR PI4%tER
DLR 324 A DLR 324 B DLR 3241 A DLR sz B
IP AIWMAC IP BIWMAC | ||[IP CIVMAC  IP DIVMAC IP AWMAC  IPB/IWMAC | [IP CIWMAC  IP DIVMAC
LIF A : LIFB| [||LIFC : LIF D LIF A : LIFB| |LIFC 3 LIF D
0 e [} e [} 0 e e [}
vdrPort VXLAN A vdrPort VXLAN A
oO——O O --=- O O O
VXLAN B l VXLAN B
o C -——- e le]
VXLAN C VXLAN C
o O ----lio C 0
VLAN D VLAN D
o C lo} To} le]
DVS DVS T
REHAHL 1 ER 2 ERIAL 4 BRI 3 ERIAL 5
&%w IP1 gy b IP2 Jﬁ;%_ IP 4 Ty b IP 3 I\E;w IP5
I mact 0 MAc2 D MAC 4 I MAC 3 L MAC 5

RO R FA IS R a4 D, XN e PR, R TRERAEER IP bk,
B 4-10. SEWAENFEA DLR SLBIxF Rz i R & F b

SVR 1 SVR 3 SVR 4
IP1 IP3 IP 4
MAC 1 MAC 3 MAC 4
| FW A | | F®C
O O O O
| IF A | IFC
RTR A RTR B
\ﬁB \JF?D
O O O O
| FMB FMD |
SVR 2 SVR 5
IP2 IP5
MAC 2 MAC 5

SHNEHE T RS

ESXi FHL L) DLR 91T DAVSIRIHATT L3 s T A AUBT A7 15 .o
ELBAERS (BB B T )

AT T (el hakriidedt)

VMware, Inc. { BT AR .
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SRR BT IDA RIS N RS MAC Hil (ARP %)

ZfE BRHL LRI E LA ESXi AR S

DLR & iZ18
TR T NSX ZEBIEEHTY DLR I TR FE
4-11. DLR fl&EiTi2

ESXi 41 A ESXi £#l B

DLR sEffil A DLR sEffi A DLR A #=HIERIHL

*LIF *LIF *LIF
“EREH *ERE “BRIAEEHH

(7) B&EH

(3) #1 DLR ) BE (8) LIF #n
Sl £ R B

(5) tu
LIF
(1)3{% age DLR 25l A
(4) # DLR =65 ES 2t

(6) B LIF "LIF
“Ba

FEBEH] “SEpd” FEENARAS Ul A kb T APLIFHARRZHTY DLR I, RGKHITUL NP ER.

1
2

NSX Manager 2] APl i LA 89 DLR ( ELFZE M Ul 7' 4 I vSphere Web Client 1)

NSX Manager il H 4% (1) vCenter Server LASE—ak—3x) (4K HA) DLR ZilEIL.

a {77 DLR # il RENUHLIF I FE£0] NSX Manager DAAE R I

b WIRHEE T HA XS, NSX Manager fic 2 S I ERIN A HA SHEARIENL 54T, 2855, DRS
RIS e 1T

NSX Manager 7£ -4/ |67 DLR 544

a  NSX Manager Z5H{# 4% 2181 DLR MR 2L, DUSE CA TR TR MEAm I35,

b KRG, EEMAIZEMXIE S — AR, TSR R R AL G DLR,

c Uy, EHUNFLEEH DLRID, B EMAIN IR (LIF S ) .

NSX Manager 74 il#fEGe 1 G1IEEHT1) DLR 5451

a P RE AR RN il 25 Y SR 1Z DLR 5SS =75 A5

NSX Manager #fi #5 ( {04 LIF ) k4% DLR Pl L.

a ESXi £AL (fhiafT DLR #HHEMNUNENL) WISl A5 5., #fiE 715087 DLR 5K
BIRgFstls 1 AL, ARG RNz R (AR B IR .

7F DLR #ZHIEEIALE 6018 LIF J5, NSX Manager 7428 E6E A5 DLR 19 LIF,

i

VMware, Inc. BT AR o ”



NSX Wik RS

7 DLR R UNIERSIE DLR SHIPstilas 18, SRIEREHS rh A R B sl 1y ps
a H4t, DLRREHES RO (R RATZEMT Y LIF) o
b JRJE, DLRCREApHIAR AR B2 R 19 1o
8 AR 5.a FENZAYIERR, PRHIRST AR LIF ROER A 21ET DLR SCBIFT R HAR 3L

WS A AINE DLR f

fEinE “EEE” AP ( 548i1] vSphere Web Client Ul A% ) @l DLR I, AJRES I HAL A5 5 A1
HI5E B (1)

4-12. DLR tHIzh7s&

ESXi F#HL A ESXi £#1 B
DLR =245 A DLR £ A DLR A =l EE AL
*LIF *LIF *B& <>
“B& P& ER *LIF (3) BFS N
R SNER
st B e
(4) B8
&I
fizg=s]
(2) #=H
ERRE (5) B v
(1) B ~0e DLR A

DLR

fa EX

1 NSX Manager %I AP LA SORAT DLR [RRCE, HALFRIE IS INEDAE o

2 NSX Manager ##iic B A % £ DLR # 6l

3 DLR &l A E A TEL R i s th ke, Ao s B, 5%,
4 TEAHUR S, DLR Pl b ot kR, L 5] DLR ARl a1 s
5 SRJ5, DLR sl ey SUR SR Fh oy & 2 DLR SXBIFr/ERy ESXi F:AL.

TR, 1217 DLR #ZEfil LY ESXi 4111 DLR SXBIM L LIF, JFHAUM DLR [f == F s s
i, 1AM EFEE A DLR Fiil AL NSX Manager Hiis i

DLR #=#IF1EIE E®EAGNiEE
AATRIBERI T DLR SRS R 414k
R B T X EEE DA R A 1 IR AR L0 12 1
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4-13. DLR #=HIAEEEEAH

A ( T .:
________________ > NSX Manager ]
! ! X REST/SSL ——>»
| K RMQ/SSL ——>»
! ¢ v TCP/SSL ——>»
. Ak EiET — >
' - bl VMCI ——>
: D;?J;J%A L VMKLINK ——>
| = Dl UDP/6999 - - - - >
1 1
! A A v
1 1 |
1 1 h
1 1 h
1
v ESXiE#HLA 'y ESXiEMLB
vsfwd

A

DLR PiZkith DLR A DLR Mgtk DLR A
=] DI |

m  NSX Manager:
AR R B S
m FARDN NSX AER IR EAL IS I EE 2% i (vsfwd) SRR B K A
= WA DLR S, B Msfilas e (A 3 AR R B
w QERIGGTEHIRR Y AU R, Y S IhRE AT ARS B H e RS
w B ESXi LA TR IR (UWA): T EE 2% i (vsfwd) AR TG (netepa)

= netcpa 75 £ /T NSX Manager HI(E B A ARIEH TAE (Blan, FEribd Hes sili LA 7r 2 i
AR T S UE ) 5 FTLAE vsfwd SREER) I SR RE R MIZAE B

» netcpa it DLR PIAZBHUE R, PASEFH IR Hilws il 8 rOARDC (5 B LB T4 i
» NP4 DLR S, HA—> DLR AL, BAERA ESXi FA4L 1iz1T; DLR #stil E LA M

RS UINERURER
m  jf vsfwd %] NSX Manager [ VMCI a1,  FFd 42 il AL
® iyt netcpa £ DLR 4542510 VMCI il , JHT-K DLR (Rl i3k & A Bz s il 7

= 3R DLR FLA5—AN VLAN LIF, Tt s KA ESXi AR i 926l (D). HAh ESXi =
HL R DLR ARG DI /2SR VLAN _EHUATHEE ARP #5f),
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NSX B HFREHH

NSX it i Z G0 th 2 /MRS
= NSX Manager

LI g

= ESXi BAUB (R UWA)

" DLR #iil L

= ESG

NSX Manager
NSX Manager it 5 NSX & 5 5<PA T Bk«
PRSI, IR NSX B RREERR 41 API JTA]
w TEEAL ey A T R AR T AR, DA e £ DABR B NSX Thi
= O]/ DLR 1 DLR LIF
= iyt vCenter {3 /MR DLR =il EUNIF ESG
» i REST API e Pl e, JFmad il BUE 26 v 0L
m ON TN EE AR RS 1P bk
w RGBS & B ARl 8 AR s il 2 T 4 2 4
m YRR ESG Al DLR il EEAUL
R, ATDAMEARMER R RN FERE ESG, FEXFMELL N, B VIX AR AL

EHISEEEE
NSX 73 A 2% F 5 2 TSR s il DAY A s ol F e, Ak~ 2hRe
m R VXLAN Ao U ph il = 1
= R CLI #e LRI G v HE B ANSA TR
m  OBEA DLR S F fsfilae 15 00
= N DLR NI O th s B, PR 2 EEHL
B LIF R EE TN
w R DLR #al SR AU TR AL
=y VLAN LIF SeBeF8E M, JHR2mE BAR B AL, mu G R ARGz GRS 30 B, 16
DU IR ATEASE 20-40 #0) Wids DI 4L M UAE BT (ARG E ) DI EHLIHA)
ESXi EHELR

NSX % 1 ELE A IS P PR AR (UWA) RIER FRAAZREER, H FLIEARSE VXLAN PIAZBS S, VXLAN
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MR SR T H AR AT RE

P ZHAEE (netepa) 5& TCP (SSL) & Fuim, E Gl E i Sistasmfs . vrlfeaiEiEs 2
M EfilEs . netepa S EREE i (vsfwd) dlifE, PAHEM NSX Manager Hks & 47 il J2 AT E B o

netcpa T EIFIIERE :

n ZHETUCl VXLAN VIB (vSphere Z2%5510)

n EFEHUERN, NSX Manager 1#i: EAM (ESX Agency Manager) 117742758
m {f ESXinetcpa | {E ARSI RISt T

DL BB Jetelinit.d/netepad JEEh/5  F /2 1)

w APUE WIS A” ISR ke o> CEHUERT > ek A EN LA
PSR e TS 5D

DLR A% (vdrb) 55 DVS S5k fF bl T L3 # %
= [{] netcpa it
= E5 VXLAN VIB FBE 1 b T4 8
w A “vdrPort” [URFEAHREE (SRR VLAN R VXLAN) %425 DVS
m JREAC DLR SRR B LA KA 54
= LIF FIES R
s HURHE ARP 2575
netcpa. ESG il DLR il SEALAILAE FHIY EUE 28 & P (vsfwd) 55 NSX Manager 115

m  vsfwd 1ifi1d vpxa/hosd M vCenter i 1% 11 /UserVars/RmglpAddress H15kH NSX Manager 1 IP
Ik, SRIEHE IR /UserVars/Rma* 45 & HAEE IR EA LTI SR 21 B USRIk 557

1 ESXi 41 a1 netepa #4E vsfwd $1ATDL FHR1F
® M\ NSX Manager H3IN M EZ T SSL AVHAHIES . A, BHxXeefs B A7k

1F letc/vmware/ssl/rui-for-netcpa.* 1

= NSX Manager HREUE SRR 1P HibAl SSL 840, SRIm, FhxX e s SA7iE
1E letc/vmware/netcpalconfig-by-vsm.xml H1

AL FARIE NSX Manager 154 012 F1HE: DLR 52431

FT R
= 5 netcpa AHFl, ‘EiE VXLAN VIB [1—5
®  7F ESXivsfwd F{ERNRSS TR FialT

APl SN fete/init.d/ vShield-Stateful-Firewall j5 20/ 1 |/25 1)
ESG #1 DLR il e L 2] vsfwd 1 VMCI 115 ) NSX Manager Hf220cfic 2
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DLR #=H ML ESG
»  DLR #ZHIREUNLE L DLR 54t “Hs AL
w  FUHHESDLRLIF [ “EAZRF” sk “FOIE vNIC 82117 LUK IP fids
w A PLETIA A T EhASES MY ( BGP 5k OSPF ) 22—l K /a3 (i i 25 1
 F/DFEELAS CATHERK” LIF 4 21217 OSPF o BGP
wE EEERY (LIF) TR ST T R AR, RS ) netepa 1) VMCI R H L
] DLR S L4l 25
m TGS RN SRS HA
»  ESG MWL S i
m el T NSX DLR B 154 (Jo NSX =il 2 ek )
» JEHEIERAEEA DLR Y RS
" SHEEAMRIEHET TR B H Y

NSX EH#=HIEmE CLI

B 7 EAUALEASN, NSX % rhk i 4z s S AN DLR AL IRSS , B 162 DLR 4l = m 5 £
ki, JEEABACH CLI PUHTA A ix e 2.,

DLR | FEI=H55

FFA DLR S A 2Bl 3R 1 s Btk S5 . I AGEFILA R CLI d3% 254 DLR Sl d-dsilas i amifs
M.

SO .

nsx-controller # show control-cluster logical-routers instance 1460487509
LR-Id LR-Name Hosts[] Edge-Connection Service-Controller
1460487509 default+edge-1 192.168.210.57 192.168.110.201
192.168.210.51
192.168.210.52
192.168.210.56
192.168.110.51
192.168.110.52

nsx-controller # show control-cluster logical-routers interface-summary 1460487509

Interface Type Id IP[]

570d455500000002 vxlan 5003 192.168.10.2/29
570d45550000000b vxlan 5001 172.16.20.1/24
570d45550000000c vxlan 5002 172.16.30.1/24
570d45550000000a vxlan 5000 172.16.10.1/24
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nsx—controller # show control-cluster logical-routers routes 1460487509

LR-Id Destination Next-Hop
1460487509 0.0.0.0/0 192.168.10.1
= “show control-cluster logical-routers” 41 °

AR, FEIEHE TR, 125385 Fra REgE T DLR e fra 3240,
»  “interface-summary” TEHIZEM NSX Manager HI3R M LIF, 245 5 & £ 5] EHL.

= “routes” WoniZ DLR (EHIRE MUK Bz dl s ik, 1EE, 5 ESXi ML EAR, Z&A
WO EEERN W, BD9izfE e LIF BCEfe .

DLR =l EfUH1

DLR 5l AL EA LIF AL /4L & e DLR Ffil l AL A i A0 3= B 2 DLR Ak, X2

Interfaces £l Routes ZEAV 11 o

edge-1-0> show ip route

Codes: 0 - OSPF derived, i - IS-IS derived, B - BGP derived,
C - connected, S - static, L1 - IS-IS level-1, L2 - IS-IS level-2,
IA - OSPF inter area, E1 - OSPF external type 1, E2 - OSPF external type 2

Total number of routes: 5

S 0.0.0.0/0 [1/1]
C 172.16.10.0/24 [6/0]
C 172.16.20.0/24 [6/0]
C 172.16.30.0/24 [6/0]
C 192.168.10.0/29 [0/0]

edge-1-0> show ip forwarding
Codes: C - connected, R - remote,

> — selected route, * — FIB route
R>* 0.0.0.0/0 via 192.168.10.1, vNic_2

via
via
via
via
via

C>* 172.16.10.0/24 is directly connected, VDR
C>* 172.16.20.0/24 is directly connected, VDR
C>* 172.16.30.0/24 is directly connected, VDR
C>* 192.168.10.0/29 is directly connected, vNic_2

192.168.10.1
172.16.10.1
172.16.20.1
172.16.30.1
192.168.10.2

m RERGRIN R T A DLR B LAE NS BAS TRkt o
w CRSHATA P 28U LIF o “VDR” . “VDR” 1125 vNIC ASH RO,

DLR il UM L4 T BE 40 B s

edge-1-0> show interface
Interface VDR 1is up, line protocol is up

index 2 metric 1 mtu 1500 <UP,BROADCAST,RUNNING,NOARP>

HWaddr: be:3d:al:52:90:f4

inet6 fe80::bc3d:alff:fe52:90f4/64
inet 172.16.10.1/24

inet 172.16.20.1/24
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inet 172.16.30.1/24
proxy_arp: disabled
Auto-duplex (Full), Auto-speed (2460Mb/s)
input packets 0, bytes 0, dropped 0, multicast packets 0
input errors 0, length 0, overrun 0, CRC O, frame 0, fifo 0, missed 0
output packets 0, bytes 0, dropped 0
output errors 0, aborted 0, carrier 0, fifo 0, heartbeat 0, window 0

collisions 0

Interface vNic_0 is up, line protocol is up

index 3 metric 1 mtu 1500 <UP,BROADCAST,RUNNING,MULTICAST>

HWaddr: 00:50:56:8e:1c:fb

inet6 fe80::250:56ff:fe8e:1cfb/64

inet 169.254.1.1/30

inet 10.10.10.1/24

proxy_arp: disabled

Auto-duplex (Full), Auto-speed (2460Mb/s)
input packets 582249, bytes 37339072, dropped 49, multicast packets 0
input errors 0, length 0, overrun 0, CRC O, frame 0, fifo 0, missed 0
output packets 4726382, bytes 461202852, dropped 0
output errors 0, aborted 0, carrier 0, fifo 0, heartbeat 0, window 0

collisions 0

Interface vNic_2 is up, line protocol is up

index 9 metric 1 mtu 1500 <UP,BROADCAST,RUNNING,MULTICAST>

HwWaddr: 00:50:56:8e:ae:08

inet 192.168.10.2/29

inet6 fe80::250:56ff:fe8e:0e08/64

proxy_arp: disabled

Auto-duplex (Full), Auto-speed (2460Mb/s)
input packets 361446, bytes 30167226, dropped 0, multicast packets 361168
input errors 0, length 0, overrun 0, CRC O, frame 0, fifo 0, missed 0
output packets 361413, bytes 30287912, dropped 0
output errors 0, aborted 0, carrier 0, fifo 0, heartbeat 0, window 0

collisions 0

SLERTE R

u 17 52 O IR LA (WNIC), X2 “Ovfe” , BobHEE T DLR W “HEk”
LIF H@ﬁ)ﬂ’ﬁ‘ IP bl

m  oREIFR Nic 0 B2 HA B,

IR NS T HA FUERE DLR HI, Fo8 HA 82000 1P Juhk . s o A
IP il 169.254.1.1/30 (i HA Hzh/EdH) ) #110.10.10.1/24 (  HA B Fsh0Bdhy ) o

= {FESG I, # T’EJ FIVAFERRSEAS NIC HEE0 HA, Bl R B BRIASC B ALE R e F B AT Y
AT BRI TR . B CNER” SR TR, R, HA KIS

m  vNic_2 BT RATHEEST S B, eAoRy “ESE” WNIC,

R, A% FERIN P HHES DLR [ LIF A1 {H DLR EHIERIN AN 2 LIF 1P #ihk
(AL 192.168.10.2/29 ) 1Y) ARP #51f), 1] LL 1% vNIC [ MAC Hitik b H—/ ARP fiige s LAk
4J‘2Lf?
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NSX Hb e

m 7 DLR FECE SIS AT, FiRSRERT, i, B IP Hiik 5 ARP Tk as—c 25,
HA A B A RS & AR e “Ts 1P Mtk
® 7F DLR #H R s  THOshAE s i % vNIC SRS Fh a5 DA A AR B S H o
NSX 2% H F R S fE4R T Fn 520
REAG T e NSX % ARG Al St m, sl X Bel Bz s2m
NSX Manager
% 4-2. NSX Manager &tz F1220m
PR BRI
) NSX Manager UL 144 4 42 vy = 74 NSX Manager THESE 4, A0dEIT T NSX # i/t
) CRUD
RS ER R

NSX Manager Fi1 ESXi 412 [AIF ML 1T, k& RabbitMQ

Je 555 A LR

NSX Manager FII{ZE s 2 IR 252 d rh g

NSX Manager JEUNLLBEEA (Edsfeiss )

BB E T ks S E T A2 Pl
LR DLR il bk ESG 7537
F:HL L CRUD # R liic
PESZEEMAA AL GUEERIINER: DLR 545145
A E R v A

B Z ks 2 A S il

AT S8 Hh BERTAR SR 1 1 A

NSX 4372 FH AR G L SFTRMIMER B i
A TR AL

BT sl A% =T A2 g
e,

SEMAR AL LIsAT, X2t

Fi17 NSX Manager Ijf T NSX [ rhi/#7;
P41 CRUD

Qi NSX Manager iR U EGIFIRAC S, 35 1% fh/Mr 252
IR B2 WIS I, I T shdtd TG ERATh

BB ET s FE A2 W, ERARFZEIEAT I

EHISEEEE
% 4-3. NSX Controller &zt 220
PR PR
PSR ESXI ML IR 44 B bl = DLR HHIZMIIAE (BIEE ., SR, oz
H1) 524
= DLR FHZMHIIAE (ZEEHL EOIEE ., SRR LIF )
m RS VXLAN 5%, XIS SRR B (L2+L3) ki
T2
m RERE EARAS, BUREmAkS R T E

— AR 5 ESXi AL IRz HhiT
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NS N s RS 5K T AT AR rh O LAt s il 2%, 3%
PEIES IR DLR S5 2) L IrprARAHR S, H
g2 A s
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% 4-3. NSX Controller #fEi&Xf1gm (4:)
HEER, HERN

— Al S E A RS 2 R M EE Rl (ese i) n AR R RS SR R I RS AL BRI VXLAN A DLR
® ZENRESHIRE A G, EF R AR

fEsena
£l vl 8| ESBE e praaRl ARSI AR, SE R AR IR A T
H
= DLR WA LIF A (QfGsh&i ) g, Sgmi
[FREZEESIIY

® NSX HHfic i (LIF) AIEETE NSX Manager Az il 2
[RIANFE, TR T2 T WA gl 2
ARSI A RS RAS FisqT

—/NEHER IR %R m PR TR DT O
m RS R ARSE AT
PN 2 R L= 2 w HRPEHIR AR 2RI S il s 2 i

PN ATIE) Can BRTAR ) o MTREFRET Al IR TR

FEHELR

netcpa (e AL SSL B HHFIUEFPA M SSL 88 S Hilas i 24nif5 . X2 Eogiia 1M e L (i vsfwd
L) M NSX Manager H3EH

NS A Hd BRI, netepa Gk b D fE B s il R
R A MRS, RO R s s R ™ I (PSOD) - HAR D& & .
R 4-4. FHEREEEXINEE

AR, TSR
vsfwd {ii 1] /500 S B s I i LR 2R 5588 (FIfESeid w0 dnSffEad iy ESXi ML B vsfwd e/ INR P JETE T NSX
1) Manager, 7L2 2RISR E o 2 i i, IFLL

ZAEAL EE B &I ETT
TR P (vsfwd) RS2 T )
A ErE NSX #iil 2T  HAb SR IR E B TR Z i & 4=

L B AR s R TR, PO UG SRS Rl i

s = WG NSX Manager HiZK3E DLR 52471

QR B AE AN RIS K At ® {EEHL FISTHY ESG Fl DLR $5# BE A LG e i 2 s
m FHIASRENN DLR, FHHICEMEREIATH) DLR
RPN AR A RORC TR B Ak e at T
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& 4-5. netcpa WEEX TR

01252

VA HER (netepa) Ml BRI HX R T 8]

ISR ETE NSX BBk At NSSEEA IR 2 Wi A AR e
AR EAE EA NG EIRASIR R A

BRI

AL RS A s R AR

FE 1AL FIETTHY DLR Pl W UC R HAR A R B ko )
PR

oA A RS A 2 MR R SR LIF sl o
BT, AR RT B A TRk S ETT

DLR #= 4l 2 U4
& 4-6. DLR ¥=HIERMAFERR 0
R O

DLR i HE N2 B AT IR

DLR il fEUALY NSX Manager Al < [l 4z Hhib

DLR ##HIEEIM1S NSX Manager 2[RI VERE ik

DLR 2 HE S L5428 ) e T O e e b

EBHEXR NSX BE
AR, i NSX [T A DL

AT, EEFTLUE S NSX A H S0 . A 0GTFATE .,

NSX Manager B &

= NSX Manager CLI H1ffJ show log
» i NSX Manager Ul R IGER SCRF H b

N3X Manager Virtual Appliance Management

1% DLR [y LIF FE R GIEE . SRR H k
INEBATAT B T T 6 B B CRFR s BUAE T
THAR R TR )

w SO AR, FTANFERDE, AnSR DLR 4xHlEI LA L
FARRRIPR AR, S LARTRERINTE < MR R A 2 2 5

2

1% DLR (1) LIF Fi i) NSX Manager 617, 50 g A 14
I, FHAZEIR
B P U ARSI A A 1

% DLR AR h T (Sl alas ) ANl 1HL

OXRBIGE RS, DA — MR A H S
T2 W NSX AR F S IE =00

’ View Summary ‘ “ B oownioad Tech Support Log

o
’ Y& Manage Appliance Settings ‘ ’ 8" Backup & Restore

’ Bl wmanage vCenter Registration ‘ ’ < upgrade

NSX Manager H &S SEHZ A 105 B, Hibf
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EHIFEE

Fetilae 0t 2 ik, IREREEA A HES . ATUAEN] show log <log file> [ filtered-by
<string> ] ar@Uilnidatilae Hilke SR AT O H S R s

m  cloudnet/cloudnet_java-vnet-controller.<start-time-stamp>.1log

m  cloudnet/cloudnet_cpp.log.INFO

m  cloudnet/cloudnet_cpp.log.nvp—-controller.root.log.INFO.<start-time-stamp>
®  cloudnet/cloudnet_cpp.log.ERROR ( @ISR HIFfTER, T2z 0t. )

il HEARR TR, AERZEAEOLT, FALEER VMware T AREPHIA S Bhfok SRR (PSRN, 4 R5 e
xS,

%7 show log CLI L4N, iAn]PLfEJH watch log <logfile> [ filtered-by <string> ] @A (F 5T
B BB SIS S X e S

DU S ST lEs SR, ATRAE NSX UL e —/Mstillai 19 o o T EBoR#FH & (Download
tech support logs)XIFrUERTT N #iZSCfi .

ESXi FHHE

75 ESXi FHL FisfTHY NSX 415 N LA H G St

= VMkernel [:d: /var/log/vmkernel.log

s P EEAE L /var/log/netcpa.log

YRR P /var/log/vsfwd. log

AT RLKR e H SR vCenter Server H1 A BRI REIINLSE R A0 — B0 dEA T B

ESG/DLR =M B E

RIS PR 5517 ESG Al DLR FEfl ML A HESCE: ) CLI Bomix s, s i) CLI Bk
Ul N3RS

T 5 rHER CLI 4742 show log [ follow | reverse ],
BN R, EHATL N ERE
m M CLIH, JEN enable X, SKj5151T export tech-support <[ scp | ftp 1> <URI> %,
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= )\ vSphere Web Client #1, {F3{E (Actions) i i FEiFRZ#7H & (Download Tech Support

Logs)izt il
['\4 Hame » ¥ K NSXEdges
Networking & Security NSX Manager: (19216811042 | ¥ )
£8 NSX Home F | x O % [ | @acions - [ 0 nstalling | € 0 Failec |
4k Installation 1 Actions - LDR-01 Type
& Logical Switches Sigen x Delete Logical Router
edge-2 3 Force Sync NS Edge
P Firewall eploy
=, SpoofGuard ¥ Redeploy ‘

I e gut 1l 1l
Im Download Tech Support Logs I ‘

& Service Definitions
F genice Composer
@) Data Security

HitE A HREMAE

EIRT IR S SC A H A, AR EATRT ARS8 T fgRfigk: NSX i rh nl i

Pl ARRAL T /etc/vmware/netcpa/config-by-vsm. xml 547 3CLL MALFIOME S
w PRSP ik, TCP g, uEBfEZC. SSL i HIAEH]
= ST VXLAN (1) DVS 111y dvUplink ( s4l5cms . ##k. UUID)
m  EHLT#M DLR 945 (DLRID, #4F%)

n PHZHAPEACE /etc/vmware/netcpa/netcepa. xml E75 % Bl netepa Bt Bk i, A H Gl =)

(RN info) .

» PSRRI /etc/vmware/ss1/rui-for-netcpa.*
w ASCHR: ENLUEBAEARAG
LRI R A e DR I RU

FIT X eS8 netepa fifi M NSX Manager HU 215 B 81 (il vsfwd S04 R £

ERHEEFRNES
5 LIRSS 0 40 i 2
EATRACE A R . ] REREFE I, (EIFAHE W
BLE BBEAES
AT WA TR WG T A H S
x 4-7. ENEE BN

TRIRR B

Bl AP ISORAE & 1P sk 2 AR A AL RS T

XIS DVS 14 AT ?Etﬁ?ﬁmf 3 ESXi FHL FICIERIEH TAF (FEfiXisrh
ﬁ*ﬁ% DXL )
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& 4-7. EREEREMZME (£2)
TR 2

EASH R B AV (HH2E. MTU. BGP ASN. B85, Jf iy shash il ap s
JE L1 5] OSPF DXt )

29 DLR HA 351153 T 1P ik I Se VTR #1532 4 itk DLR 4 AU LT BE 2R HA 322 11 PP i 7 A i e S

TR PGX LI, 5 AR AR A TR

PRAE, T debug ip ospf E debug ip bgp CLI @4, FU%E DLR = HENIEL ESG =5
(At SSH 2x1h ) 11 H B ARSI Y s A )

EHEmDEMES

R T s ol 2 T TP A DA TRl ) «

 EYUEHIZEAEE (netepa) JoikiE T vsfwd FEOLITYE R £6E 1 %2 5] NSX Manager

w PSR REEE AR AL T DLR/VXLAN S 3 A ¢ N H B ]

W, PPN NSX Controller ( #54i#5/1) CLI Y restart controller) DAt SALHE 11
A I AR LR (]

A IR R TR S S B, 1520 http://kb.vmware.com/kb/2125767 ,,

W Sk B Ak R iR
ARSI T T HE NSX B HhHbiEfG OLI &4

NSX Manager
MNSX 6.2 47, PARTM NSX Controller FIHAE NSX 214 Hrizf TRAMRE NSX 1 H (RS a2 EAE M NSX

»»»»»

" DLR 941515

m 4 DLR S LIF 415

= 4 DLR SIS rha

= T3 DLR #5001 MAC Hihbs| ok

LI AN

w PRI R

= AP (OSPF &k BGP) k4

= NSX Manager % %% DLR #Z§lERIM12k ESG 1t &

DLR = HIEMLFN ESG
DLR i RE LA ESG $AAMEFE O FHIZREGR I Thae . B to gk vl LA BfH i bl Pl ]
1 1217 show interfaces DA Hi 210485,
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NSX W BEHF R

2 iz{7 debug packet [ display | capture ] interface <interface name>.
w  QUREER, BRI pcap LA
3  1z17 debug show files DASHERAFIFIIZR SO

4 =17 debug copy [ scp | ftp ]

dlr-01-0> debug packet capture interface vNic_2
tcpdump: listening on vNic_2, link-type EN1OMB (Ethernet), capture size 65535 bytes

43 packets captured

48 packets received by filter

0 packets dropped by kernel

dlr-01-0> debug show files

total 4.0K

—rW—————— 1 3.6K Mar 30 23:49 tcpdump_vNic_2.0

dlr-01-0> debug

copy

scp use scp to copy

ftp use ftp to copy

dlr-01-0> debug copy scp

URL user@<remote-host>:<path-to>

debug packet frt) & ] tepdump JEL AT A2 vk

%

Z

e,

oo DU Bl Ot AL

PR R BT UNIX R

tcpdump JEGEIBITT . ME—FEE e, RKImledal U I s By M2k (7 ) o
vNic_0 iIfirfa ittt (SSHERSN) , PAlES &5 A 122 B it AR St it o

Bian, LA M4 Sl

plr-02-0> debug packet display interface vNic_0 port_not_22

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on vNic_0, link-type EN1OMB (Ethernet), capture size 65535 bytes
IP 192.168.101.3.179 > 192.168.101.2.25698: Flags [P.], seq 4191398894:4191398913, ack
913, length 19: BGP, length: 19

04:10:48.197768
2824012766, win
04:10:48.199230
04:10:48.299804
length 19: BGP,
04:10:48.299849
04:10:49.205347
length 19: BGP,

ESXi £

FAHLE NSX BRI B 4-14 EWBTER 16 - R 4000 ML T Bk

IP 192.
IP 192.
length:
IP 192.
IP 192.
length:

Manager CLI 774 :

VMware, Inc. {82 HTHFF .

168
168
19
168
168
19

.101.2.25698 > 192.168.101.3.179:
.101.2.25698 > 192.168.101.3.179:

.101.3.179 > 192.168.101.2.25698:
.101.3.179 > 192.168.101.2.25698:

Flags
Flags

Flags
Flags

[.1, ack 19, win 2623, length 0
[P.], seq 1:20, ack 19, win 2623,

[.1, ack 20, win 913, length 0
[P.], seq 19:38, ack 20, win 913,

PR B NSX
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4-14. 5fgR NSX % 8@ A KR EHAH

show
logical-router
host hostID dir
all verbose

show
logical-router
host hostID
connection

ESXi E£#1 A

DLR AiziEHR

VMAC: 02:50:56:56:44:52 41
PMAC : XXIXXIXX XX:XX:XX

»

show logical-router
host hostID
connection

DLR SEfji A (default+edge-1) cBmE
> - ARP 475 <
172.16.10.1/24 172.16.20.1/24 ~ 172.16.30.1/24 192.168.10.2/29
LIF ..0a LIF ..0b LIF ..0c LIF ..0d

show
logical router
host hostID dIr
dirID route
show
logical-router
host host-ID
dir dirID arp

— » vdrPort ..656

VXLAN 5000

|
vl Y

o O O O

show
logical-router
host hostID dIr
dirlD verbose

show
logical-router

host hostID
dir diIrID interface

intID verbose

O O
VXLAN 5001
O O
VXLAN 5002 o
VXLAN 5003
O O
DVS (Compute_VDS)
..657 ..658
VM 1 VM 2
Ty b 11 By, b 11
B 7aa2 T 42
show logical switch
host hostID
verbose

TERRE AR TR K o m] DA Bh B 7 B0 A R i S A B BER IR TR0, [ 4-15 TR ES T 5 EHERN
AfE FROAHN. CLI #4
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4-15. #HIRAFHEEH CLI 5%

ESXi E#l A

DLR PI#%tEtR

DLR =45 A

LIFA LIFB o
? ? C

s
Y

vdrPort ~ VXLAN A

DLR R=:
B 7 DLR: pktcap-uw --switchport 50331566 --dir=0
# N DLR: pktcap-uw --switchport 50331566 --dir=1

RERA EITHRR A=
DVS-> E4T4%R&: pktcap-uw --uplink vmnic0 --dir=1 --stage=0
F175EE->DVS: pktcap-uw --uplink vmnicO --dir=0 --stage=1

0—oO VJ\ T
o 3 ~ |VXLAN B o
dvPort DVS (Compute_VDS)
oo DFW (2)
OO0 SwSec (1)
dvFilter
ey IOChain

VXLAN HHERRE:
BEFEH: pktcap-uw --uplink vmnic0 --dir=1 --stage=1
HENEH: pktcap-uw --uplink vmnic0 --dir=0 --stage=0

BRI E -

EFERUML: pktcap-uw --switchport 50331660 --dir=0
HENERIM: pktcap-uw --switchport 50331660 --dir=1
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Edge & &F i FEHER

ARBHRE T BT T i VMware NSX Edge #5835 A Tt HERR 3 Lo

LR NSX Edge 55 (AL, T3GIE I AR M HE P BT 15 T T . S PR TN
Bl SR SCRABESRE , DATEBR AT RERIAR I ZEIN RN IR . XD B s S R 2E A THES I, DA
ARV EATR O TG 58 0 AEBRE ISP IR

TS B T RRASH A TR LA S A AR 13 R
WIRAE 4% VMware NSX Edge Nl i IR A 20K, 11520 (NSX 345/ ) o

vl '~ B8

LT 2R o) R

»  BIEEBIREE S S “Would Block” RIS, XIS E, 15515
https://kb.vmware.com/kb/2107951,

WERTH RS FTHRE L), B Edge #eMBAER:, EHuEE 2 El EER:, 162
https://kb.vmware.com/kb/2135285,

m QSR Edge AREETHCRIGF LA MR

/sbin/ifconfig vNic_1 up failed : SIOCSIFFLAGS: Invalid argument

35{7

m RSESE SN, B4 Edge B2 R ER::
® 21T show interface fy4 VAN Edge Scif HER R 2Bl FIMIA H -
VNic_0: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc mq state DOWN glen 1000
link/ether 00:50:56:32:05:03 brd ff:ff:ff:ff:ff:ff
inet 21.12.227.244/23 scope global vNic_0

inet6 fe80::250:56ff:fe32:503/64 scope link tentative dadfailed
valid_1ft forever preferred_l1ft forever

FEIXPFPIEOL T, TAHA A S NI A, BRIz, 1 a A B L
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NSX e HER R He RS

AL & 5] &1

» % NSX Edge 215 E.. 155 https://kb.vmware.com/kb/2079380.,
ZF AR H S H AT Re SR A X

WZEFFFH vse_die DTk NSX Edge H it

BA A5 (5] @

» WURHBARE DN T, BN TIRR Ry PR BRI TR, 35 1] REST API EHIHERS SN % B 15215

https://kb.vmware.com/kb/2101275,

Edge B NIGHIEE EFF0)E

1 f#if] show firewall APy kKEEHIZE, usr_rules T RAC

nsxedge> show firewall

Chain PREROUTING (policy ACCEPT 3146M packets, 4098G bytes)

rid pkts bytes target prot opt in out

Chain INPUT (policy ACCEPT 0 packets, 0 bytes)

rid pkts bytes target prot opt in out
0 78903  16M ACCEPT all — 1o *

0 0 0 DROP all — * *

0 140K 9558K block_in  all - * *

0 23789 1184K ACCEPT all — * *
RELATED, ESTABLISHED

0 116K 8374K usr_rules all - * *

0 0 0 DROP all — * *

source

source
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0

0.0.0.0/0
0.0.0.0/0

Chain FORWARD (policy ACCEPT 3146M packets, 4098G bytes)

rid pkts bytes target prot opt in out

source

Chain OUTPUT (policy ACCEPT 173K packets, 22M bytes)

rid pkts bytes target prot opt in out

source

Chain POSTROUTING (policy ACCEPT O packets, 0 bytes)

rid pkts bytes target prot opt in out
0 78903  16M ACCEPT all — = lo
0 679K  41M DROP all — * *

0 3146M 4098G block_out all - =* *
0 0 0 ACCEPT all — = *
match —-physdev-in tap® --physdev-out vNic_+

0 0 0 ACCEPT all — = *
match —-physdev-in vNic_+ —--physdev-out tap®

0 0 0 ACCEPT all — = *
match —-physdev-in na+ ——physdev-out vNic_+

0 0 0 ACCEPT all — = *
match —-physdev-in vNic_+ —-physdev-out na+

0 3145M 4098G ACCEPT all — =* *
RELATED, ESTABLISHED

0 221K 13M usr_rules all - * *

VMware, Inc. BT R .

source
0.0.0.0/0
0.0.0.0/0

0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

BRI o

destination

destination
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
destination

destination

destination
0.0.0.0/0
0.0.0.0/0

0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

state INVALID

state

state INVALID

PHYSDEV

PHYSDEV

PHYSDEV

PHYSDEV

state
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*

0 0 0 DROP all —

Chain block_in (1 references)
rid pkts bytes target prot opt in

Chain block_out (1 references)
rid pkts bytes target prot opt in

Chain usr_rules (2 references)

rid pkts bytes target prot opt in
131074 70104 5086K ACCEPT all —— *
set 0_131074-o0s-v4-1 src
131075 116K 8370K ACCEPT all — =
set 1_131075-ov-v4-1 dst
131073 151K 7844K ACCEPT all —- *

1F show firewall w41 POST_ROUTING

B

= Ping 1

®  Ping iE% TfE, ifi TCP JoikiEH TAE
2 g% show ipset 4y,

nsxedge> show ipset

Name: 0_131074-o0s-v4-1

Type: bitmap:if (Interface Match)
Revision: 3

Header: range 0-64000

Size in memory: 8116

References: 1

Number of entries: 1

Members:

vse (vShield Edge Device)

Name: 0_131074-o0s-v6-1

Type: bitmap:if (Interface Match)
Revision: 3

Header: range 0-64000

Size in memory: 8116

References: 1

Number of entries: 1

Members:

vse (vShield Edge Device)

Name: 1_131075-ov-v4-1

out

out

out

%

*

0.0.0.0/0

source

source

source

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

destination

destination

destination

0.0.0.0/0 match-

0.0.0.0/0 match-

0.0.0.0/0

Sy i DROP invalid AUNAEBIE(E. ST (o dh
AR PR IR, slFE T TCP IR HIREFy EKT#(P?AJJU\M? AN o AR RS AR — 2D ik

Type: hash:oservice (Match un-translated Ports)

Revision: 2

Header: family inet hashsize 64 maxelem 65536

Size in memory: 704
References: 1
Number of entries: 2
Members:

VMware, Inc. {8 FTHFUF .
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Proto=6, DestPort=179, SrcPort=Any (encoded: 0.6.0.179,0.6.0.0/16)
Proto=89, DestPort=Any, SrcPort=Any (encoded: 0.89.0.0/16,0.89.0.0/16)

Name: 1_131075-ov-v6-1

Type: hash:oservice (Match un-translated Ports)

Revision: 2

Header: family inet hashsize 64 maxelem 65536

Size in memory: 704

References: 1

Number of entries: 2

Members:

Proto=89, DestPort=Any, SrcPort=Any (encoded: 0.89.0.0/16,0.89.0.0/16)
Proto=6, DestPort=179, SrcPort=Any (encoded: 0.6.0.179,0.6.0.0/16)

3 {#iJ1] REST API ik Edge T/ SHERE B KBS FS A H e, 2R A show log follow 7y
LI HE.
WAREAZIHE, LT REST API{E DROP Invalid B F s T H .
URL : https://NSX_Manager_IP/api/4.0/edges/{edgeld}/firewall/config/global

PUT Method
Input representation
<globalConfig> <!—— Optional —-—>

<tcpPickOngoingConnections>false</tcpPickOngoingConnections>  <!—— Optional. Defaults to false ——>
<tcpAllowOutOfWindowPackets>false</tcpAllowOutOfWindowPackets> <!— Optional. Defaults to false
—-—>

<tcpSendResetForClosedVsePorts>true</tcpSendResetForClosedVsePorts> <!— Optional. Defaults to

true ——>

<dropInvalidTraffic>true</dropInvalidTraffic> <!— Optional. Defaults to true ——>
<logInvalidTraffic>true</logInvalidTraffic> <!— Optional. Defaults to false ——>
<tcpTimeoutOpen>30</tcpTimeoutOpen> <!— Optional. Defaults to 30 —-—>

<tcpTimeoutEstablished>3600</tcpTimeoutEstablished> <!—— Optional. Defaults to 3600 ——>
<tcpTimeoutClose>30</tcpTimeoutClose>  <!-— Optional. Defaults to 30 ——>

<udpTimeout>60</udpTimeout> <!— Optional. Defaults to 60 —-—>
<icmpTimeout>10</icmpTimeout> <!— Optional. Defaults to 10 ——>
<icmp6Timeout>10</icmp6Timeout> <!— Optional. Defaults to 10 ——>
<ipGenericTimeout>120</ipGenericTimeout> <!— Optional. Defaults to 120 ——>
</globalConfig>

Output representation
No payload

fii}f] show log follow x4 H AU MM HE:

2016-04-18T20:53:31+00:00 edge-0 kernel: nf_ct_tcp: invalid TCP flag combination IN= OUT=
SRC=172.16.1.4 DST=192.168.1.4 LEN=40 TOS=0x00 PREC=0x00 TTL=64 ID=43343 PROTO=TCP
SPT=5050 DPT=80 SEQ=0 ACK=1572141176 WINDOW=512 RES=0x00 URG PSH FIN URGP=0
2016-04-18T20:53:31+00:00 edge-0 kernel: INVALID IN= OUT=vNic_1 SRC=172.16.1.4
DST=192.168.1.4 LEN=40 TOS=0x00 PREC=0x00 TTL=63 ID=43343 PROTO=TCP SPT=5050 DPT=80
WINDOW=512 RES=0x00 URG PSH FIN URGP=0
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4 {§iff] show flowtable rule_id my4{F Edge Py kEEIR A s R VT i

nsxedge> show flowtable

1: tcp 6 21554 ESTABLISHED src=192.168.110.10 dst=192.168.5.3 sport=25981

d port=22 pkts=52 bytes=5432 src=192.168.5.3 dst=192.168.110.10 sport=22 dport=259

81 pkts=44 bytes=7201 [ASSURED] mark=0 rid=131073 use=1

2: tcp 6 21595 ESTABLISHED src=127.0.0.1 dst=127.0.0.1 sport=53194

dport=10 001 pkts=33334 bytes=11284650 src=127.0.0.1 dst=127.0.0.1 sport=10001 dport=5319
4 pkts=33324 bytes=1394146 [ASSURED] mark=0 rid=0 use=1

fifi ] show flowstats iSRG s S o K o R e 0TI B

nsxedge> show flowstats

Total Flow Capacity: 65536

Current Statistics :

cpu=0 searched=3280373 found=3034890571 new=52678 invalid=659946 ignore=77605
delete=52667 delete_list=49778 insert=49789 insert_failed=0 drop=0 early_drop=0
error=0 search_restart=0

5 f{#iH] show log follow 4t Edge HEFFE AT ALG 57, HZIMT tftp_alg.
msrpc_alg ok oracle_tns 7R, AOHMGEE, HSI:

m  https://kb.vmware.com/kb/2126674

m  https://kb.vmware.com/kb/2137751

Edge & HiE (o)A

1 fliff] ping <destination_IP_address> @M% i S shisdilit i .

2 WA R R, B S AE—ASc, SRE T SCP S HIZ At
Bldn:
DL N & 7E N 1 AR i

debug packet display interface vNic_0 -n_src_host_1.1.1.1

VA T ar e 32 1 _E iR

debug packet display interface vNic_1 -n_src_host_1.1.1.1
RN B G laR, 1 e ESXi Tl ] ESXi Bl otk X AT pktcap-uw THo 1525
https://kb.vmware.com/kb/2051814,
WREE O B — B, ARSI AR Bk
m P phbAE
w BRKEIE NAT AL
m EAARES
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NSX Hb e

»  RP jpdesrio
a {#i]f] show interface a1 IP/ 1M,
b WERFAEEURE TR DI R, WA T R
= show ip route
= show ip route static
= show ip route bgp
m  show ip route ospf
¢ iz{7 show ip forwardi VAT R B B TR o

d  WRHEAGZANRIE, sl show rpfilter mid,

nsxedge> show rpfilter
net.ipv4.conf.VDR.rp_filter = 0
net.ipv4.conf.all.rp_filter = 0

net.ipv4.conf.br-sub.rp_filter = 1
net.ipv4.conf.default.rp_filter = 1
net.ipv4.conf.lo.rp_filter = 0
net.ipv4.conf.vNic_0.rp_filter =
net.ipv4.conf.vNic_1.rp_filter =
net.ipv4.conf.vNic_2.rp_filter =
net.ipv4.conf.vNic_3.rp_filter =
net.ipv4.conf.vNic_4.rp_filter =
net.ipv4.conf.vNic_5.rp_filter =
net.ipv4.conf.vNic_6.rp_filter =
net.ipv4.conf.vNic_7.rp_filter =
net.ipv4.conf.vNic_8.rp_filter =

R R R R RRRRRR

net.ipv4.conf.vNic_9.rp_filter =

nsxedge> show rpfstats
RPF drop packet count: 484

LA RPF 21t 5 KL, 151517 show rpfstats .

nsxedge> show rpfstats
RPF drop packet count: 484

IR B TR A LRI, i A T PR A -
a AT CPU B, 1HiafTA Mg
m  show system cpu
m  show system memory
m  show system storage
= show process monitor

m top

VMware, Inc. {82 HTHFF .

99



NSX Hb e

B ESXi, iz

JA
t—H
V
X
f-"
o
©
>
p=
T,
i
[e]

6:26:46pm up 28 days 20:01, 548 worlds, 3 VMs, 3 vCPUs; CPU load average: 0.14, 0.12, 0.12
PCPU USED(%): 7.2 32 AVG: 19
PCPU UTIL(%): 6.2 37 AVG: 21

2 System

2 Bt 8. 0. .
88295638 88295638 esxtop.11413506 I 3.05 2.52 0.01 95.50 = 0.32 0.00 0.03 0.00
371958 371958 web-02a ] 1.18 0.84 0.34 b588.66 0.00 0.27 97.90 0.00 0.00
368736 368736 web-0la 6 0.92 0.92 0.04 591.45 0.00 0.44 98.26 0.05 0.00
362728 362728 app-02a & 0.60 0.62 0.01 589.15 0.89 0.23 96.68 0.00 0.00
14826 14826 netcpa.35043 21 0.30 0.30 0.00 20&3.88 = 0.28 0.00 0.00 0.00
793 793 vmsyslogd.32996 5 0.28 0.27 0.00 491.39 - 0.16 0.00 0.00 0.00
8176 8176 hostd.34168 34 0.16 0.27 0.00 3340.26 - 0.42 0.00 0.00 0.00
19890 19890 vmtoolsd.35736 2 0.08 0.08 0.00 196.31 . 0.15 0.00 0.00 0.00
17967 179&7 logchannellogge 1 0.07 0.07 0.00 98.31 = 0.05 0.00 0.00 0.00
6024 6024 storaqeRM 33890 1 0.07 0.01 0.05 98.36 - 0.00 0.00 0.00 0.00

BEH CPU HHZE

4 NSX Edge [1¥) CPU 7 IR, 157E ESXi B4 1] esxtop ar @5k g5ttt &L~
HR AR

= https://kb.vmware.com/kb/1008205

m  https://kb.vmware.com/kb/1008014

= https://kb.vmware.com/kb/1010071

m  https://kb.vmware.com/kb/2096171

B2 0 https://communities.vmware.com/docs/DOC-9279,

Bl ksoftirqd #EFME R RMENBIR GRS, BE EOAESOERZ PR H S0, B, Ak
FIWEH . 1247 show log follow fy & LARE & csk T AEMHE nnﬁﬂﬁo

NSX Manager 5 Edge i#&/5 )&

NSX Manager 15 VIX sk B2k NSX Edge 1{5. NSX Manager 7£i% Edge B2 VIX 2l B8
£, HHMNARAEZ N,

VIX

ORI ESXi EHL, WP VIX T NSX Edge.

= NSX Manager Jc ) vCenter Server HRI AT Bl AiER: 2] ESXi FAHL,
= NSX Manager {ifi/f] Edge %% 5] Edge ¥ -

=  Edge /) vmtoolsd FEFEALFR VIX 15,

KA VIX B R R TR -

= NSX Manager Jii% 5 vCenter Server 15 .

= NSX Manager f5ik5 ESXi FHLHE.

B {77F NSX Manager [N:[A]81 .

»  {7fF Edge PERINIEL,
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NSX W BEHF R

VIX i
¥ NSX Manager 5 #5 e VIX 45158 VIX_E_<error> DA4i/INEIATEE] . B2 RS 1 .

Vix Command 1126400 failed, reason com.vmware.vshield.edge.exception.VixException: vShield
Edge:10013:Error code 'VIX_E_FILE_NOT_FOUND' was returned by VIX API.:null

Health check failed for edge edge-13 VM vm-5025 reason:
com.vmware.vshield.edge.exception.VixException: vShield Edge:10013:Error code
'VIX_E_VM_NOT_RUNNING' was returned by VIX API.:null

W, WNARIRZ Edge [FIN & AEARRIE R, WREA e HHAE Edge I.

Edge 2
DL P vmtoolsd 2T IEAFIET T,

nsxedge> show process list
Perimeter-Gateway-01-0> show process list

%CPU %MEM VSZ  RSZ STAT STARTED TIME COMMAND
0.0 0.1 4244 720 Ss May 16 00:00:15 init [3]
0.0 0.1 4240 640 S May 16 00:00:00 logger —p daemon debug -t vserrdd
0.2 0.9 57192 4668 S May 16 00:23:07 /usr/local/bin/vmtoolsd --plugin-pa

0.0 0.4 4304 2260 SLs May 16 00:01:54 /usr/sbin/watchdog

= 24T P LA A Edge sE A TIEHRAS

nsxedge> show eventmgr

messagebus : enabled
debug 0
profiling 0
cfg_rx 01

(o]

cfg_rx_msgbus

AN, ERIUAE ] show eventmgr sy & Usul e A5 IR B HACEE A 1 2o

nsxedge> show eventmgr

messagebus : enabled
debug
profiling
cfg_rx
cfg_rx_msgbus
cfg_rx_err
cfg_exec_err

© © © © B © ©

cfg_resp

VMware, Inc. {82 FTHHF .



NSX W BEHF R

cfg_resp_err : 0
cfg_resp_ln_err: 0

fastquery_rx : 0 fastquery_err : 0
clearcmd_rx
clearcmd_err
ha_rx
ha_rx_err

© © © © ©

ha_exec_err

=
)]

status_rx
status_rx_err : 0

=
(o]

status_svr
status_evt
status_evt_push:
status_ha
status_ver
status_sys
status_cmd
status_svr_err
status_evt_err
status_sys_err
status_ha_err
status_ver_err
status_cmd_err
evt_report

O P O 0O 00O O O Voo oo

evt_report_err
hc_report 1 10962
hc_report_err
cli_rx
cli_resp
cli_resp_err

© © B N O

counter_reset
—————————— Health Status ————————————
system status : good

ha state 1 active

cfg version
generation
server status
syslog-ng
haproxy

ipsec

sslvpn

12vpn

dns

dhcp
heartbeat
monitor

gslb :
—————————— System Events ————————————

© O O © 0O 0O O O R KL O N

2R vmtoolsd AKizfrik Edge 4b T BCIRA:, 15T H5]F Edge.
PRIR A PAKS 7 Edge HiL, 12 https://kb.vmware.com/kb/2079380,
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NSX i HER R Ha RS

§ BB

FEHESS ESXi AU, B I B2k T NSX Edge 1815, 7Fi

S VENERESEE

B E AR, NSX Manager H i nIfE(Y

GMT ERROR taskScheduler-6 PublishTask:963 - Failed to configure VSE-vm index 0, vm-id vm-117,

edge edge-5. Error: RPC request timed out
FEVANMBHT, KB n)
= Edge & TR

wJHE R

22 Edge FiZWriZL, iPATEL MR

m  TOA rmq B8, WHis TVA Pad

nsxedge> show messagebus messages

Message bus is enabled
cmd conn state : listening

init_req HE
init_resp HE
init_req_err HC]
= oAy vmei 158z, 15is1TVA Mapd

nsxedge> show messagebus forwarder

Forwarder Command Channel

vmci_conn oup
app_client_conn Ioup
vmci_rx : 3649
vmci_tx : 3648
vmci_rx_err 1 0
vmci_tx_err 1 0

vmci_closed_by_peer: 8

vmci_tx_no_socket : 0
app_rx 1 3648
app_tx : 3649
app_rx_err HC]
app_tx_err HC]
app_conn_req Ha
app_closed_by_peer : 0
app_tx_no_socket 0

Forwarder Event Channel

vmci_conn Toup
app_client_conn Toup
vmci_rx : 1143
vmci_tx : 13924

VMware, Inc. {82 FTHHUF .
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vmci_rx_err
vmci_tx_err
vmci_closed_by_peer:

© © © ©

vmci_tx_no_socket
app_rx : 13924
app_tx 1 1143
app_rx_err 1 0
app_tx_err
app_conn_req
app_closed_by_peer :

© © B ©

app_tx_no_socket

cli_rx
cli_tx
cli_tx_err

© O B B

counters_reset

11z, ki vimci_closed_by_peer: 8 FrnEHURIESCHER IR E Az T AW ot
I vmci conn y down, NE=HIARFRICEER:E] RMQ 03, 7F show log follow i1, 7F Edge H i
HE PR E 5. VmciProxy: [daemon.debug] VMCI Socket is closed by peer

FE ESXi AL F Wi ni, i J‘uﬁ;ﬂ*ﬁ:
n HSA ESXi FHUE L ERE RMQ R, 15zt s

esxcli network ip connection list | grep 5671

tcp 0 0 10.32.43.4:43329 10.32.43.230:5671 ESTABLISHED 35854 newreno vsfwd
tcp 0 0 10.32.43.4:52667 10.32.43.230:5671 ESTABLISHED 35854 newreno vsfwd
tcp 0 0 10.32.43.4:20808 10.32.43.230:5671 ESTABLISHED 35847 newreno vsfwd
tcp 0 0 10.32.43.4:12486 10.32.43.230:5671 ESTABLISHED 35847 newreno vsfwd

ERHEEEFHITER

MNSX for vSphere 6.2.3 J14fi, #HILA/] show packet drops a4l MzE IO ZF S IHEE
= B

 KERET

= |2
m |3
[k

W

TIa{T M, R E] NSX Edge CLIJFHENIEAR, AOCHANREE, 1520 (NSX Ar44 75
Z.:>> o @Iﬁﬂ

show packet drops
vShield Edge Packet Drop Stats:

Driver Errors

VMware, Inc. (5T AAUH. 104
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X
Interface Dr
vNic_0
vNic_1
vNic_2
vNic_3
vNic_4

© © © © © O

vNic_5

Interface Dr

opped

ops

T

Error Ring Full

© © © © © O

X

X RX

© ©O © © © ©
© ©O © © © ©

Interface RX Dropped TX Dropped

vNic_0
vNic_1
vNic_2
vNic_3
vNic_4
vNic_5

L2 RX Errors

4

2710

0

2
2
2

Interface length crc

vNic_0
vNic_1
vNic_2
vNic_3
vNic_4
vNic_5

L2 TX Errors

© ©O © © © ©

© ©O © © © ©

© © © © © O

frame fifo

© ©O © © © ©
© © © © © ©

RX

© © © © © O

missed

© ©O © © © ©

Dropped

Interface aborted fifo window heartbeat

vNic_0
vNic_1
vNic_2
vNic_3
vNic_4
vNic_5

L3 Errors

IP:
ReasmFails

InHdrErrors :

InDiscards
FragFails :
InAddrError

OutDiscards :
OutNoRoutes :

ReasmTimeou
ICMP:

InTimeExcds :

InErrors :
OutTimeExcd

VMware, Inc. {8 FTHRUF .

0

© © © © ©

)
0
)
0
s : 0
0
0
t:0

0
227
s : 0

0

© ©O ©o © © ©
© © © © ©

© © © © © ©

RX
Error Out Of Buf

© © © N © O
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OutDestUnreachs : 152

OutParmProbs : 0
InSrcQuenchs : 0
InRedirects : 0
OutSrcQuenchs : 0
InDestUnreachs : 151
OutErrors : 0
InParmProbs : 0

Firewall Drop Counters

Ipv4 Rules

Chain - INPUT

rid pkts bytes target
0 119 30517 DROP

0 0 O DROP
Chain - POSTROUTING
rid pkts bytes target
0 101 4040 DROP

0 0 © DROP

Ipv6 Rules

Chain - INPUT

rid pkts bytes target
0 0 0 DROP
0 0 0 DROP
Chain - POSTROUTING

rid pkts bytes target
0 0 0 DROP
0 0 0 DROP

prot
all
all

prot
all
all

prot
all
all

prot
all
all

opt

opt

in

*

in

*

in

*

in

out

*

*

out

*

*

out

*

*

*

*

source destination
0.0.0.0/0 0.0.0.0/0
0.0.0.0/0 0.0.0.0/0

source destination
0.0.0.0/0 0.0.0.0/0
0.0.0.0/0 0.0.0.0/0

source destination
::/0 ::/0
::/0 ::/0

source destination
::/0 ::/0
::/0 ::/0

EIE NSX Edge RHEITEAIT A
1r vSphere Web Client 11, 7F NSX Edge /T L2 VPN DIRZRII. FERaak 5 onk i B Heguis BN, %

BRAER S EWTF ERT R Ir A A IER . e HIIRAT .
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INVALID
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SV N

DA RabbitMQ 714 BUS £ 4E vsfwd ( RMQ % /i ) Al NSX Manager IR RMQ R 55 #0218
&, NSX Manager {#i [T1iZ 4 B 205 & Fhvs B L 245 ESXi 1ML, AN A 55 ks 5
NP SR

6-1. ESXi FHL AR ZZEE

NSX HH P RESTAPI

Manager

A
A

____________________________________________

RabbitMQ
HERE

1833 SSL 8y TCP

netcpa(UWA)

ry
#
o
it
Wkt

P #l) B J

| R vmlink X

: DFW VDS B E

. ESxiEtl :
AFEVHE TPA N 3258

= {fafdi ] show dfw CLI

m  Distributed Firewall #EHER:

WA {E A show dfw CLI

ZERTPIAE NSX Manager 27158 | CLI 3R X A B kBRI 24005 B
IRIFIT 15 B AT PR

1 WORFTAREEE: show cluster all

IRE, WoRFRERERHO AL show cluster clusterID

B Mok, SoRENLEIUATG AL show host hostID

o, WoREEUNIEE., iikss 2 FRF0 vNIC ID: show vm vmID

A WwDN
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flan

nsxmgr> show cluster all

No. Cluster Name Cluster Id Datacenter Name Firewall Status
1 Compute Cluster A domain-c33 Datacenter Site A Enabled
2 Management & Edge Cluster  domain-c4l Datacenter Site A Enabled

nsxmgr> show cluster domain-c33
Datacenter: Datacenter Site A
Cluster: Compute Cluster A

No. Host Name Host Id Installation Status
1 esx-02a.corp.local  host-32 Enabled
2 esx-0la.corp.local  host-28 Enabled

nsxmgr> show host host-28

Datacenter: Datacenter Site A

Cluster: Compute Cluster A

Host: esx-0la.corp.local

No. VM Name VM Id Power Status
web-02a vm-219 on

web-01a vm-216 on

win8-0la  vm-206 off

app-02a vm-264 on

A W N R

nsxmgr> show vm vm-264
Datacenter: Datacenter Site A
Cluster: Compute Cluster A
Host: esx-0la.corp.local
Host-ID: host-28

VM: app-02a

Virtual Nics List:

1.

Vnic Name app-02a - Network adapter 1

Vnic Id 502ef2fa-62cf-d178-cb1lb-c825fb300c84.000
Filters nic-79396-ethO-vmware-sfw.2

nsxmgr> show dfw vnic 502ef2fa-62cf-d178-cblb-c825fb300c84.000
Vnic Name app-02a - Network adapter 1

Vnic Id 502ef2fa-62cf-d178-cb1lb-c825fb300c84.000

Mac Address 00:50:56:0e:6c:6b

Port Group Id dvportgroup-385

Filters nic-79396-ethO-vmware-sfw.2

nsxmgr> show dfw host host-28 filter nic-79396-ethO@-vmware-sfw.2 rules
ruleset domain-c33 {

# Filter rules

rule 1012 at 1 inout protocol any from addrset ip-securitygroup-10 to addrset ip-securitygroup-10 drop
with log;

rule 1013 at 2 inout protocol any from addrset srcl013 to addrset srclQ13 drop;

rule 1011 at 3 inout protocol tcp from any to addrset dstl011 port 443 accept;

rule 1011 at 4 inout protocol icmp icmptype 8 from any to addrset dstl011 accept;

rule 1010 at 5 inout protocol tcp from addrset ip-securitygroup-10 to addrset ip-securitygroup-11 port
8443 accept;

rule 1010 at 6 inout protocol icmp icmptype 8 from addrset ip-securitygroup-10 to addrset ip-
securitygroup-11 accept;
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rule 1009 at 7 inout protocol tcp from addrset ip-securitygroup-11 to addrset ip-securitygroup-12 port
3306 accept;

rule 1009 at 8 inout protocol icmp icmptype 8 from addrset ip-securitygroup-11 to addrset ip-
securitygroup-12 accept;

rule 1003 at 9 inout protocol ipv6-icmp icmptype 136 from any to any accept;

rule 1003 at 10 inout protocol ipv6-icmp icmptype 135 from any to any accept;

rule 1002 at 11 inout protocol udp from any to any port 67 accept;

rule 1002 at 12 inout protocol udp from any to any port 68 accept;

rule 1001 at 13 inout protocol any from any to any accept;

}

ruleset domain-c33_L2 {
# Filter rules
rule 1004 at 1 inout ethertype any from any to any accept;

}

Distributed Firewall #fEHERR
A R T A B T4 T fi# VMware NSX 6.x Distributed Firewall (DFW) F1Ef TS HER 1045

ja) &
% %7 Distributed Firewall £ J i .
T3 Distributed Firewall Hi 2 .

&

NSX Distributed Firewall &R NFEEBERE P NAZHFOR k3, v DAE ARSIl E M TAE D s, 14
AL VMware vCenter X5 (WaRAODARELE ) | SERIWLEMAIPRICL . 25254 (a1 IP/VLAN/VXLAN
Mtk ) DA Active Directory Hif - dlbmiRl G D IR S . A, /rfat vMotion fEARIER EHL2
[RIFZ BN BTN, F2 ) S — B Vs Il SR, i CT S k%A, thT- Distributed Firewall fik
NTEE R P, B r] DA R 2R s R it i, M e IR 55 bR L E B 5. Bk
W A SRR AU B A AN R, AT E R B A OIS NS 2 SR AT B0 e B kB Dhi

ESXi =41 F 1) NSX Manager Web [/ FTIF A1 NSX 4111105 RabbitMQ FRIEFEAH Em (S, iZHRfE S
NSX Manager Web N FHEEFAHRI RN 1247 (I E ThiCh AMQP (gl B BAAITER) , FFl
JT SSL 4Pt Ze4s, #F ESXi 41 F, VSFWD (vShield [ k Byt ) dEREd - HA4E 2 R PR SSL
e, MM L AN, X IPC 5 H T,

IUE N AR MSEEHE P B e Tl TSR . B DR T AN S Fe m SO Bk, DATHBR AT
A AE B RINA I E R o X e B e ine i 4 N A THES , DA $R R R AT ok 77
o EHITRN P EIE, Bk & A Distributed Firewall AL,

fRRAR
1 WF2 75 /21517 Distributed Firewall (DFW) 12485 4441
= VVMware vCenter Server 5.5

= VMware ESXi 5.1 5 ESXi 5.5
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®  VMware NSX 6.0 A5 =i As

2 BUFEEAERER R ESX BN A IR DFW VIB, hilt, 7ERHERIEA ESXi £ FisfTPh
TDU T o

B
# esxcli software vib list | grep esx-vsip
esx-vsip 5.5.0-0.0.2318233 VMware VMwareCertified 2015-01-24
# esxcli software vib list | grep dvfilter
esx—-dvfilter-switch-security 5.5.0-0.0.2318233 VMware VMwareCertified 2015-01-24
3 fF ESXi BALL, 4iF vShield-Stateful-Firewall 552 &5 4b Tia TR A
4.
# /etc/init.d/vShield-Stateful-Firewall status

vShield-Stateful-Firewall is running

4 IGUENE SR IERTS NSX Manager 1015

1z IR AR B a5 8hR; ansR RN, BB A sz . FERESR A
ESXi FHL FasfTPh Fanss

4.
# ps | grep vsfwd

107557 107557 vsfwd /usr/lib/vmware/vsfw/vsfwd
107574 107557 vsfwd /usr/lib/vmware/vsfw/vsfwd
107575 107557 vsfwd /usr/lib/vmware/vsfw/vsfwd
107576 107557 vsfwd /usr/lib/vmware/vsfw/vsfwd
107577 107557 vsfwd /usr/lib/vmware/vsfw/vsfwd
107578 107557 vsfwd /usr/lib/vmware/vsfw/vsfwd
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5  BUEE AR KRR E T T 5671 DA Tl .

PA N4 %] RabbitMQ A VSFWD 4%, i/t ESXi EML EizfTUA M4, PAEA M ESXi &
HLEI7 vsfwd JEFEE] NSX Manager (1382426 . BPRAE PRI AN Kb 4T T 11 5671 LA
DTS BEAN, Trisl 5671 N AR/ DIANER: . ARk w1 5671 FHAE LR, KOTE ESXi
FEHLLHE R NSX Edge REUN LB 2007 2] RMQ AERER: .

flan:

# esxcli network ip connection list |grep 5671

tcp 0 0 192.168.110.51:30133 192.168.110.15:5671 ESTABLISHED 10949155
newreno vsfwd
tcp 0 0 192.168.110.51:39156 192.168.110.15:5671 ESTABLISHED 10949155

newreno vsfwd

6 JoubE A I VSFWD,
PL N4 M s NSX Manager 1P itk

# esxcfg-advcfg -g /UserVars/RmgIpAddress

7 WSRAEZ ESXi EALHVE AU B SR, i EIARAE EALEC S RabbitMQ Bl .
HEN
m  https://kb.vmware.com/kb/2092871
m  https://kb.vmware.com/kb/2125901

8 IS ESXi 41 RabbitMQ 5 fE /275 5 NSX Manager A~[H)20 . 1 2 NSX Manager £ R > +7H &
EW AT NSX Manager BOR SR HSSE, AT A HASH 22500 R sc H -

¥ host-420 Eefly nlBEFAIY mo-id.

PLAIN login refused: user 'uw-host-420' - invalid credentials.

9 RAERTRE ESXi EHUK HAE P RX A H, EE i M R Rk,
LI MR LR, 1] REST AP, O 1S4 7 ZIR, s 7E BRI 20 1 S 2w v B
E FIEO

HTTP Method : POST

Headers

Authorization : base64encoded value of username password
Accept : application/xml

Content-Type : application/xml

Request:

POST https://NSX_Manager_IP/api/2.0/nwfabric/configure?action=synchronize
Request Body:

<nwFabricFeatureConfig>

VMware, Inc. {82 FTHHUF . "
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NSX W BEHFE R

<featureId>com.vmware.vshield.vsm.messagingInfra</featureld>
<resourceConfig>

<resourceId<{HOST/CLUSTER MOID}</resourceld>
</resourceConfig>

</nwFabricFeatureConfig>

10 {§iff] export host—tech—support <host—id> scp <uid@ip:/path> w2 UCEE AU E I khE H
N
Iy

4.

nsxmgr# export host-tech-support host-28 scp Administrator@192.168.110.10
Generating logs for Host: host-28...

11 {#iJ]] show dfw host host-id summarize-dvfilter a2 Uil & AE ENL I E82 T By kB 54
HN TR

fEkithd, module: vsip B rUiNE DFW BHJTIEAIZTT. name ol vNic Fiaf TR ks,

AT PLizfT show dfw cluster all ey 2 DIRENEEEEI ID, 9X)5121T show dfw cluster domain-
id DISREENL ID,
il

# show dfw host host-28 summarize-dvfilter

Fastpaths:

agent: dvfilter—faulter, refCount: 1, rev: 0x1010000, apiRev: 0x1010000, module: dvfilter

agent: ESXi-Firewall, refCount: 5, rev: 0x1010000, apiRev: 0x1010000, module: esxfw

agent: dvfilter-generic-vmware, refCount: 1, rev: 0x1010000, apiRev: 0x1010000, module: dvfilter-
generic-fastpath

agent: dvfilter-generic-vmware-swsec, refCount: 4, rev: 0x1010000, apiRev: 0x1010000, module:
dvfilter-switch-security

agent: bridgelearningfilter, refCount: 1, rev: 0x1010000, apiRev: 0x1010000, module: vdrb

agent: dvfg-igmp, refCount: 1, rev: 0x1010000, apiRev: 0x1010000, module: dvfg-igmp

agent: vmware-sfw, refCount: 4, rev: 0x1010000, apiRev: 0x1010000, module: vsip

Slowpaths:

Filters:
world 342296 vmmO:2-vm_RHEL63_srv_64-shared-846-3f435476-8f54-4e5a-8d01-59654a4e9979 vcUuid:'3f 43
54 76 8f 54 4e 50-8d 01 59 65 4a 4e 99 79'
port 50331660 2-vm_RHEL63_srv_64-shared-846-3f435476-8f54-4e5a0-8d01-59654a4e9979.ethl
vNic slot 2
name: nic-342296-ethl-vmware-sfw.2
agentName: vmware-sfw
state: IOChain Attached
vmState: Detached
failurePolicy: failClosed
slowPathID: none
filter source: Dynamic Filter Creation
vNic slot 1
name: nic-342296-ethl-dvfilter—generic-vmware-swsec.l
agentName: dvfilter-generic-vmware-swsec
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state: IOChain Attached
vmState: Detached
failurePolicy: failClosed
slowPathID: none
filter source: Alternate Opaque Channel
port 50331661 (disconnected)
vNic slot 2
name: nic-342296-eth2-vmware-sfw.?2
agentName: vmware-sfw <================ DFW filter
state: IOChain Detached
vmState: Detached
failurePolicy: failClosed
slowPathID: none
filter source: Dynamic Filter Creation
port 33554441 2-vm_RHEL63_srv_64-shared-846-3f435476-8f54-4e5a-8d01-59654a4e9979
vNic slot 2
name: nic-342296-ethO-vmware-sfw.?2
agentName: vmware-sfw < DFW filter
state: IOChain Attached
vmState: Detached
failurePolicy: failClosed

slowPathID: none
filter source: Dynamic Filter Creation

12 1217 show dfw host hostID filter filterID rules W% .
il .
# show dfw host host-28 filter nic-79396-eth@-vmware-sfw.2 rules

ruleset domain-c33 {
# Filter rules

rule 1012 at 1 inout protocol any from addrset ip-securitygroup-10 to addrset ip-securitygroup-10

drop with log;
rule 1013 at 2 inout protocol any from addrset srcl013 to addrset srcl013 drop;
rule 1011 at 3 inout protocol tcp from any to addrset dstl@1ll port 443 accept;
rule 1011 at 4 inout protocol icmp icmptype 8 from any to addrset dstl011 accept;

rule 1010 at 5 inout protocol tcp from addrset ip-securitygroup-10 to addrset ip-securitygroup-11

port 8443 accept;
rule 1010 at 6 inout protocol icmp icmptype 8 from addrset ip-securitygroup-10 to addrset ip-
securitygroup-11 accept;

rule 1009 at 7 inout protocol tcp from addrset ip-securitygroup-11 to addrset ip-securitygroup-12

port 3306 accept;

rule 1009 at 8 inout protocol icmp icmptype 8 from addrset ip-securitygroup-11 to addrset ip-
securitygroup-12 accept;

rule 1003 at 9 inout protocol ipv6-icmp icmptype 136 from any to any accept;

rule 1003 at 10 inout protocol ipv6-icmp icmptype 135 from any to any accept;

rule 1002 at 11 inout protocol udp from any to any port 67 accept;

rule 1002 at 12 inout protocol udp from any to any port 68 accept;

rule 1001 at 13 inout protocol any from any to any accept;

VMware, Inc. {82 FTHHUF .
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ruleset domain-c33_L2 {
# Filter rules
rule 1004 at 1 inout ethertype any from any to any accept;

13 iz{7 show dfw host hostID filter filterID addrsets a5,

il .
# show dfw host host-28 filter nic-342296-eth2-vmware-sfw.2 addrsets

addrset dst1011 {

ip 172.16.10.10,

ip 172.16.10.11,

ip 172.16.10.12,

ip fe80::250:56ff:feae:3e3d,
ip fe80::250:56ff:feae:f86b,
}

addrset ip-securitygroup-10 {
ip 172.16.10.11,

ip 172.16.10.12,

ip fe80::250:56ff:feae:3e3d,
ip fe80::250:56ff:feae:f86b,
}

addrset ip-securitygroup-11 {
ip 172.16.20.11,

ip fe80::250:56ff:feae:23b9,
}

addrset ip-securitygroup-12 {
ip 172.16.30.11,

ip fe80::250:56ff:feae:d42b,
}

addrset srcl013 {

ip 172.16.10.12,

ip 172.17.10.11,

ip fe80::250:56ff:feae:cf88,
ip fe80::250:56ff:feae:f86b,
}

14 R E S uE IR NSRS DR, I H o A & AR B EA UL, il NSX Manager
Ul kDA~ REST API I FHE T LA s il )20 o

URL : [https:]https://<nsx-mgr-ip>/api/4.0/firewall/forceSync/<host-id>
HTTP Method : POST

Headers ,

Authorization : base64encoded value of username password

Accept : application/xml

Content-Type : application/xml
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L
m QREG KRN T IP Bk, 5 VMware Tools 1IEZEREIAL FiaiT. ARG, HE 0
https://kb.vmware.com/kb/2084048,

VMware NSX 6.2.0 5|\ T —4M#iJT] DHCP Tk ARP (T4 1P Mk e, i i ik et
L PIALET, NSX AIPATE A2 VMware Tools [IEERN R S2iEdE T 1P BbhkioZe M, 3¢
TS R, 12 W NSX 6.2.0 &1 T,

FESE FMIER SRS, B2 B DFW., QRN URAARTZZE ] DFW IRSS, R )
HERAIZDiaerh CBRIMESL T, HZh A DFW ZhRgHhHEER NSX Manager. NSX Controller 1 Edge JIi5%

W5E) o fE DFW Frgldt “4apiags” HilS, nlaesBHil vCenter Server 15lnl, HXCFAIEE, 155
I, https://kb.vmware.com/kb/2079620,

® /EiEK VMware HR SRS THEES: VMware NSX 6.x Distributed Firewall (DFW) b, 382kl ~

BE:
m FEHEEAED ESXE ML EM show dfw host hostID summarize-dvfilter aydHirH .

w ARIEFNZRS > B kI > H# (Networking and Security > Firewall > General)i_Iﬁ{ElﬂiﬁP‘
Distributed Firewall it 75, A5 - HECE (Export Configuration), X2} Distributed Firewall
FLEE T XML RS

®m  NSX Manager Hi&. G405 R, 1520 https://kb.vmware.com/kb/2074678.,
= vCenter Server M, HAXCEANEE, HE 0 https://kb.vmware.com/kb/1011641
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AETE

NSX Edge $12-F-fira (i 2t it 1T AT 2 MR RV E B AR BRNIE RS RIS A e 2 M IR SS
#et, M E R R SO B . ATRAE NSX AR fc i AR S 8o IR 55 - PRt (i
OUARER ) BRI, (Ao @EI IR .

NSX TP EIRE AT MR -

thi¥: TCP. HTTP, HTTPS

Pk IAEER. IP IS, URI, febieds

HLAT AES-NI Jiitis ) SSL 21

SSL #i##% (% Fiiti SSL + fIR 557t SSL)

SSL kP

MT& P I X brskil &

L4/L7 B

E PP

PR R S 7% (e 01 ) LA T4Ed

B TIRBUAS A Tk (TCP, HTTP, HTTPS)
HsRIM ST IR 75 45

{R45PREPE 7 . SourcelP, MSRDP, COOKIE, SSLSESSIONID
AR

URL B S AIHE 1]

T iRule AL ol PN A A2 #)  FTRE - L)
T L7 AP HT HA Sl Sy

IPV6 74

TS HERR g 0 20 firss CLI

& T 26241 Edge

T kRe SLB it k262
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ARFEETHE TIA N 38

Yt BOE S PR

= UL e e
m W CLI A B e S R

LI e e

Yim: BLEBE R TESR

LUK Edge RSSO (ESG) MAENE P it AEE,

oy 6 & ¢

o— RS [EEHUA| [ EEAATL

FEREERGUN, SOECPATRRR O 1P il ORISR R B Eumiik 5 r . Rmikosas & a M
T rRs PORARIT A TR, T BN S RS o XK SNAT Bl RE IR
SR NSX VB P e il 8 AT H R IR 5w AR 100 L, 528K a0 IFe NSX Sy
FERMIR S5 25 0T UL IP DA Hok A % Fim e NTR, HFRX i RoR A B JEum AR5 ar o TRl
e B HIRR NAT DR 1P i M m iR 5525 BRSO AL 1P (VIP) Mk, SRFEREREALL IP Mkl 3%
Hito ARAPITIZIRAE, 2% Fomi ek i

TE ESG WA R, EPITANENE: BFRMZHnEFEH (DNAT) LA VIP itk B SOk A 1 20 55
BLI 1P itk s DAMIR M ZE i FE e (SNAT) DU & i 1P Hikik 5 ESG IP Mtk e

SRIE, ESG RSt A kBT IR S o, TR SS st mny &k ml ESG, SRFE & ERI% i
ZRTIE NRRN A BB %, (HEAWNBIER, 2B— RO, 12602 H % Hr ESG Ik
fr, A ANRIEUE, SRR IR S AR AN RIE AR Sy 1P itk HTTP/HTTPS B AR 7 (1 — Mg )7 ik
B, 7 HTTP N RS FRCE S R “Wi N X-Forwarded-For” , DUHTE & 1% B mim IR &5 2R 19 X-
Forwarded-For HTTP FrkHi &% Fim 1P Hihk
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R HTTPHTTPS DASM R IR - R AR i IR 5528 L F 2% P 1P Mk, #50T LUK 1P b 9 B o
AR A Rt S eIk SR A RS, RS A I, i s B fires 1P ik
(IR e LN NN

A, LIPS AR S R

= SNAT/RERAREYIBLE Can kit

»  EEIRS AR (DSR)

£ DSR AT, Jesimlk 55 as BN % o, FIHT, NSX S A3 DSR.

EZ
1 Wl Edge, ARG EPERE > #E > UE (Manage > Settings > Certificate) L Gl 7— " iE.

Ii i OneArm-LoadBalancer-01 = Actions ~

| Summary Monitor | Manage |

[Seu'ings \ Firewall ‘ DHCP‘ NATl Routing ‘ Load Balancer ‘ VPN ‘

19 d o G Actions
Configuration | Certificate |
Interfaces | CACertificate |

2 PS> B FrE: > ©/FECE > 474 (Manage > Load Balancer > Global Configuration > Edit)
USRI 8 ae ik 55 o

Edit Load balancer global configuration

[¥] Enable Load Balancer
[] Enable Acceleration
™ Logging
LogLevel: | Im‘07|? |
[] Enable Senvice Insertion

Senvice Definition:
Service Configuration:

Deployment Specification:

VMware, Inc. { BT AR . 18
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3 P > MEPEES > N HREFR E X (Manage > Load Balancer > Application Profiles))L il

A~ HTTPS W TR A

New Profile (?)
Name: Web-S5L-Profile
Type: | HTTPS [+]

[]Enable SSL Passthrough
HTTP Redirect URL:

Persistence: | None |~ )

Cookie Name:
Mode: v
Expires in (Seconds):

[]insert X-Forwarded-For HTTP header

[] Enable Pool Side SSL

| virtual Server Certifica...

| Senice Certiicates | CA Certficates | CRL |

4} Configure Service Certificate

Commaon Name lssuer Validity
VSM_SOLUTION_71 VSM_SOLUTION_71 Tue Sep 8 2015-Thu
VSM_SOLUTION_71 VSM_SOLUTION_71 Tue Sep 8 2015-Thu

PO

T R B2 AU AU TR BT H .

4 (Wgk) PERE > AR > kRS RIE (Manage > Load Balancer > Service Monitoring), &)

SRR S W s DB LWL A HTTP/HTTPS BMCA 21 URL/URI ( quifaess ) |

VMware, Inc. {# 82T HUH .
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5 UEEETE > 53 FHEE > #b (Manage > Load Balancer > Pools) VL 0] Gk 2525t .
I SNAT i, 15 7E it rp UGN 2 rhB A (Transparent) S Al

Algorithm Parameters

Monitors: | default_https_monitor
Members
+
Enabled Name E:A“"é"s e Waight
Cantainer
v web-01a | 172.16.10.11 1
v web-02a 172.18.10.12 1

[] Transparent

443
443

| Cancel |

Edit Pool 2
Mame: # | Web-Tier-Pook-01
Drescription:
Algarithm | ROUND-ROBIN

B E A I B AL

6 (k) FAEER > AFCEEEY > 1 > BonithZiHE B (Manage > Load Balancer > Pools > Show

Pool Statistics) L AR 4S

WAPRA AL T 2R B IR

VMware, Inc. { BT AR .

120



NSX Wik RS

7 RPBETR > MRS > BIURSSES (Manage > Load Balancer > Virtual Servers) )L (17— RE IR
%5850
QIR E L4 130K firss T UDP w8 = ERRIG TCP, 1k )8 A (Enable Acceleration), 1if
verh BN (Enable Acceleration), 1i5ffipr 0712 Vs NSX Edge Fils kSN E B H
(Enabled), [K} L4 SNAT Z=3 I ki

J General | Advanced

[w] Enable Virtual Server

Application Profile: A| OneArmWeb-01 | ]
MName: # | Web-Tier-VIP-01

Description:

IP Address: %172.16.10.10  €)| SelectIP Address
Protocol: | HTTPS |+ ]
Port: %443

Default Pool: | Web-Tier-Pool-01 |~ |
Connection Limit: 0

Connection Rate Limit. |0 (CPS)

Btk IP Mk g05E Rk S5 Av it o

8 (W) WA R RN, T > S TR > N FFERHU (Manage > Load Balancer
> Application Rules) 757

Add Application Rule

(-v)

MName: | App-Rule-1

Script: # Asample application rule to log the name of the
virtual server

capture request header Host len 32|
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9

QIS AN HIRE L), 15708 > A E e > RS S > m4% (Manage > Load Balancer
> Virtual Servers > Advanced) [ iR 128 IR 7 FII 5 READUIR 55 2 At

BRI, 50 https://communities.vmware.com/docs/DOC-31772,

r B

Edit Virtual Server (?)

General | Advanced |

Application Rules:

L | Q Filter -
Rule Id Name Soaript
applicationRule-1 App-rule-1 capture requesthe...

FAREAEECT, EmRRESACEERIR i P, HAT LA B0 3 P HsPs 1P k. () HTTP/HTTPS
R 7, k3 X-Forwarded-For HTTP #52k (Insert X-Forwarded-For HTTP
header). QfukriZiki, Edge (i Filselsin “X-Forwarded-For” Rk HAE A% il 1P Hb
Jko

Hame: hitp_application_profle

Tipe HTTP

HTTP Redrect URL
Persistance None
Cooiie Mame:
Mose
Expires in (Seconds)

[ Incen X-Forwarded-For HTTP header

A Ul (s EsssiEdEiR

FERTUARE ] UI SR TR S P i SRR

i) 3
SRR AR A
fRRTTER

-—

A W0 DN

WL Ul BSERd e,

WL UL R it A DU

iR HABARSS (41 SSL VPN ) Al HIERIN HTTP/HTTPS i 11 80/443.
T A s 1 AT i 11 P o
AERARIBC ] e S B0at TIRIUS A K
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5 AHLE A 4 R AR [ R,
a it fii] TCP ik,
b RECERIFEEE 7 R
¢ {EPECHraR A RAC EL R R AR (Enable Acceleration)i i)y “4130 ©

6 aRibALTEN (PR BGL, wiatR Edge (i HRIBIERARr . AnRAR UL L ARG BRIA I DG T 11 3
Vet ESG PLYMG ESG, Edge HIfiEf TR {22 4h

£/ CLI By S 2 T =s b= HERR

R A ] NSX CLI AT 328 0 - e i SR FAR o

i) 7R

P AIE T AF.

MR

1 WORBCERZIHE B

nsxedge> show
nsxedge> show
nsxedge> show
nsxedge> show
nsxedge> show
nsxedge> show

configuration
configuration
configuration
configuration
configuration
configuration

loadbalancer

loadbalancer virtual [virtual-server-name]
loadbalancer pool [pool-name]

loadbalancer monitor [monitor-name]
loadbalancer profile [profile-name]
loadbalancer rule [rule-name]

2 R TR SRS (LALT).

nsxedge> show service loadbalancer

haIndex:

0

Loadbalancer Services Status:

L7 Loadbalancer

: running

L7 Loadbalancer Statistics:

STATUS PID

MAX_CONN_RATE

running 1580 0

MAX_MEM_MB MAX_SOCK  MAX_CONN MAX_PIPE CUR_CONN

2081 1024 0 0

L4 Loadbalanc

MAX_CONN  ACT_CONN

0 0

er Statistics:

0

INACT_CONN TOTAL_CONN

0

Prot LocalAddress:Port Scheduler Flags

—> RemoteAd

dress:Port

VMware, Inc. {8 FTHRUF .
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3 WA bR (LALT).

nsxedge> show service loadbalancer pool

Loadbalancer Pool Statistics:

POOL Web-Tier-Pool-01
| LB METHOD round-robin
| LB PROTOCOL L7
| Transparent disabled
| SESSION (cur, max, total) = (0, 0, 0)
| BYTES in = (0), out = (0)
+->POOL MEMBER: Web-Tier-Pool-01/web-0la, STATUS: UP
| | HEALTH MONITOR = BUILT-IN, default_https_monitor:L70K
| | | LAST STATE CHANGE: 2016-05-16 07:02:00
| | SESSION (cur, max, total) = (0, 0, 0)
| | BYTES in = (@), out = (8)
+->POOL MEMBER: Web-Tier-Pool-01/web-02a, STATUS: UP
| | HEALTH MONITOR = BUILT-IN, default_https_monitor:L70K
| | | LAST STATE CHANGE: 2016-05-16 07:02:01
| | SESSION (cur, max, total) = (0, 0, 0)
| | BYTES in = (), out = (0)

4 RENEFERNRSEUEE (VIPL il slibl) .
TEE EAUIR S5 RR I 4 P8

nsxedge> show service loadbalancer virtual Web-Tier-VIP-01

Loadbalancer VirtualServer Statistics:

VIRTUAL Web-Tier-VIP-01
| ADDRESS [172.16.10.10]:443
| SESSION (cur, max, total) = (0, 0, 0)
| RATE (cur, max, limit) = (0, 0, 0)
| BYTES in = (0), out = (0)
+->POOL Web-Tier-Pool-01
| LB METHOD round-robin
| LB PROTOCOL L7
| Transparent disabled
| SESSION (cur, max, total) = (0, 0, 0)
| BYTES in = (0), out = (0)
+->POOL MEMBER: Web-Tier-Pool-01/web-0la, STATUS: UP
| | HEALTH MONITOR = BUILT-IN, default_https_monitor:L70K
| | | LAST STATE CHANGE: 2016-05-16 07:02:00
| | SESSION (cur, max, total) = (0, 0, 0)
| | BYTES in = (0), out = (0)
+->POOL MEMBER: Web-Tier-Pool-01/web-02a, STATUS: UP
| | HEALTH MONITOR = BUILT-IN, default_https_monitor:L70K
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| | | LAST STATE CHANGE: 2016-05-16 07:02:01
| | SESSION (cur, max, total) = (0, 0, 0)
| | BYTES in = (0), out = (@)

nsxedge> show service loadbalancer pool Web-Tier-VIP-01

TIMESTAMP SESSIONS BYTESIN BYTESOUT SESSIONRATE HTTPREQS
2016-04-27 19:56:40 00 00 00 00 00
2016-04-27 19:55:00 00 32 100 00 00

5 RSk (ER . W& )

nsxedge> show service loadbalancer monitor

Loadbalancer Health Check Statistics:

MONITOR PROVIDER POOL MEMBER HEALTH STATUS
built-in Web-Tier-Pool-01 web-0la default_https_monitor:L70K
built-in Web-Tier-Pool-01  web-02a default_https_monitor:L70K

6 KEHE.

nsxedge> show log

2016-04-20T20:15:36+00:00 vShieldEdge kernel: Initializing cgroup subsys cpuset
2016-04-20T20:15:36+00:00 vShieldEdge kernel: Initializing cgroup subsys cpu
2016-04-20T20:15:36+00:00 vShieldEdge kernel: Initializing cgroup subsys cpuacct

nsxedge> show service loadbalancer session

L7 Loadbalancer Statistics:

STATUS PID MAX_MEM_MB MAX_SOCK MAX_CONN MAX_PIPE CUR_CONN CONN_RATE CONN_RATE_LIMIT
MAX_CONN_RATE
running 1580 0 2081 1024 0 0 0 0 0

L7 Loadbalancer Current

Sessions:

0x2192df1f300: proto=unix_stream src=unix:1 fe=GLOBAL be=<NONE> srv=<none> ts=09 age=0s calls=2
rq[f=c08200h,i=0,an=00h, rx=20s,wx=,ax=] rp[f=008000h,i=0,an=00h, rx=,wx=,ax=] s0=[7,8h,fd=1,ex=]
s1=[7,0h,fd=-1,ex=] exp=19s

L4 Loadbalancer Statistics:
MAX_CONN ~ ACT_CONN  INACT_CONN TOTAL_CONN
0 0 0 0
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L4 Loadbalancer Current Sessions:

pro expire state source virtual destination

8 A MRS 7 BRI RIRAS

nsxedge> show service loadbalancer table

L7 Loadbalancer Sticky Table Status:

TABLE TYPE SIZE(BYTE) USED(BYTE)

AN bk B R T b
ABE T — Rl K AT

TEA ] NSX (A i, a2 HELPA N [A)s
m TCP il 443 6 g ok b T AE.

w ORAMIA AT I D

= Edge it ARSI Ao
7 RS

e PIROURIES L

w Gl AR ESIRESY CEERTET
bR EEEDT ORI
7 RS & Edge AR .

B AR FEHERR

1 1F vSphere Web Client H1#67 7 2 V- lirasfid BRIk AS .
a g4 > NSX Edge (Networking & Security > NSX Edges).

b d—/ NSX Edge.
c 57 (Manage).
d AEAETESE (Load Balancer) il
e AR IRAFINC E R H Sl &0
2 TERR SOV IR S R 1T, 157E NSX Manager 1iaf TUA Fan & DA ZIk S B R shE IEAE I, T

nsxmgr> show edge edge-4 service loadbalancer
haIndex: 0

Loadbalancer Services Status:
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L7 Loadbalancer I running

L7 Loadbalancer Statistics:

STATUS PID MAX_MEM_MB MAX_SOCK  MAX_CONN MAX_PIPE CUR_CONN CONN_RATE CONN_RATE_LIMIT

MAX_CONN_RATE
running 1580 0 2081 1024 0 0 0

L4 Loadbalancer Statistics:
MAX_CONN ACT_CONN INACT_CONN TOTAL_CONN
0 0 0 0

Prot LocalAddress:Port Scheduler Flags
—> RemoteAddress:Port Forward Weight ActiveConn InActConn

7 0 PLia T show edge all PL#i4k NSX Edge k.

fR IR BLE 8] 3
IR NSX P15t REST AP T4 S 8 P AR R AR, R LSO L.

R R E = T ) R

NSX Manager $5 T 043 #iTRRAC e, (AR i Edge S5 00Ol 55w < I HHBLA S ERE L, 4k

I E T M A P AV RRs T CLI MBI R 5 38 V- s R G Rl

1 mnHEE 1% REST AP, ¥ NSX Manager Hi[1) Edge Hbidseg N “f B FSCh “Hiy

P .

URL: https://NSX_Manager_IP/api/1.0/services/debug/loglevel/com.vmware.vshield.edge?level=TRACE

Method: POST

2 {f vSphere Web Client H6#5 it il 1R Ao
a lZginZ4 > NSX Edge (Networking & Security > NSX Edges).
b M:i—/ NSX Edge.
¢ i (Manage).
d il 118 FHeS (Load Balancer) T | .
e IHilib (Pools) A EC E 1 04 B Py e b AR 2

—

N

3 Gl 1%Z REST AP, 0 DL NSX Manager Hik B B4k 67 25 V- 2 it 2 4 13 4

URL: https://NSX_Manager_IP/api/4.0/edges/{edgeld}/loadbalancer/statistics
Method: GET

<?xml version="1.0" encoding="UTF-8"7>
<loadBalancerStatusAndStats>
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<timeStamp>1463507779</timeStamp>
<pool>
<poolId>pool-1</poolld>
<name>Web-Tier-Pool-01</name>
<member>
<memberId>member-1</memberId>
<name>web-01a</name>
<ipAddress>172.16.10.11</ipAddress>
<status>UP</status>
<lastStateChangeTime>2016-05-16 07:02:00</lastStateChangeTime>
<bytesIn>0</bytesIn>
<bytesOut>0</bytesOut>
<curSessions>0</curSessions>
<httpReqTotal>0</httpReqTotal>
<httpReqRate>0</httpReqRate>
<httpRegRateMax>0</httpReqRateMax>
<maxSessions>0</maxSessions>
<rate>0</rate>
<rateLimit>0</rateLimit>
<rateMax>0</rateMax>
<totalSessions>0</totalSessions>
</member>
<member>
<memberId>member-2</memberId>
<name>web-02a</name>
<ipAddress>172.16.10.12</ipAddress>
<status>UP</status>
<lastStateChangeTime>2016-05-16 07:02:01</lastStateChangeTime>
<bytesIn>0</bytesIn>
<bytesOut>0</bytesOut>
<curSessions>0</curSessions>
<httpReqTotal>0</httpReqTotal>
<httpReqRate>0</httpReqRate>
<httpRegRateMax>0</httpReqRateMax>
<maxSessions>0</maxSessions>
<rate>0</rate>
<rateLimit>0</rateLimit>
<rateMax>0</rateMax>
<totalSessions>0</totalSessions>
</member>
<status>UP</status>
<bytesIn>0</bytesIn>
<bytesOut>0</bytesOut>
<curSessions>0</curSessions>
<httpReqTotal>0</httpReqTotal>
<httpReqRate>0</httpReqRate>
<httpRegRateMax>0</httpReqRateMax>
<maxSessions>0</maxSessions>
<rate>0</rate>
<rateLimit>0</rateLimit>
<rateMax>0</rateMax>
<totalSessions>0</totalSessions>
</pool>
<virtualServer>
<virtualServerId>virtualServer-1</virtualServerId>
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<name>Web-Tier-VIP-01</name>
<ipAddress>172.16.10.10</ipAddress>
<status>0PEN</status>
<bytesIn>0</bytesIn>
<bytesOut>0</bytesOut>
<curSessions>0</curSessions>
<httpReqTotal>0</httpReqTotal>
<httpRegRate>0</httpReqRate>
<httpRegRateMax>0</httpReqRateMax>
<maxSessions>0</maxSessions>
<rate>0</rate>
<rateLimit>0</rateLimit>
<rateMax>0</rateMax>
<totalSessions>0</totalSessions>
</virtualServer>
</loadBalancerStatusAndStats>

4 TN AT A B TR A S B, 15 NSX Edge FisfTixEean 4.
MPREERREUML: Jciz1T show service loadbalancer virtual DISKHUEIALEH, SRFizlT

show statistics loadbalancer virtual <virtual-machine-name>.

W THFER) TCP . 48ia1T show service loadbalancer pool VIGKHGMAZFR, SRfF121T show
statistics loadbalancer pool <pool-name>,

5 EENECHRSHE B A SRR
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