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HY I L

BE RN Sk BER S E A G IR, WA Rl T 2% i A SR
{T4aT NSX Manager F i 4T Hopth 22 B bk 58

5  REENINEM L R DO R

Transport-Zone & 7F HAI R AT ZE ) NSX Manager [/ A £y X
Universal-Transport-Zone s&7F % vCenter NSX PRI AT NSX Manager |34 R] F )i & 5 X

Name 1 a Desaiption Control Plane Mode Logical Switches
== Transport-Zone Unicast 1

E Universal-Transport-Zone Unicast 4

RESR

LSRN AR, ATLAGR IR A2 ) Lo

QRN Tl AL DR, TGS INE 2 A S A L

SN T B AR, PTLAE R NSX Manager H4 A O BESER I 2 FE
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NSX EFEHEH

ERMmEEHXE
(EFTDAS B A AT BRI . AR REE , DL TR
B

1

3

TE R th, Bh— MG,

B IR NI AR, DA S HARSCHR I A R . D 4 s
BB BRI PR

LRI IR RS B, (Transport Zone Details)if /) 11438 ¥ B (Edit Settings)<lhx, ZififL4iX
SRR R i =

WIS AT T AR DR s il 2 T, ik PRI A B R i R His H EE R (Migrate
existing Logical Switches to the new control plane mode), D45 5z &4 DX satRe Il A 125 A8
PSRN R EGHE, WA 5E s gn i 5 512485 DX 112 i S e L 2
Bl E T,

HLHE (OK).

i KM XA

FIVAA A DO RIS o T B AR DOSAE s I S 35 1] H o

ARG

IS I A DR T LA IS RN, X VXLAN 3T TICE . 152

g7

2

3

=
Z
w
X
kﬂ'
e
o
&t

18
T P h, AERAMERIX I,
¥ L YRITEEE (Add Cluster) (0 iz,
PP B 2SRRI, S AR (OK).

75 IMERI X I

DA DCOEAZ IR S . IUA A DX R NE A, VAR 4/ NE ITE o

[
TEAERIX IS, (Transport Zones) 1, Wt—AMEHIX I,
HERMXIF S B, (Transport Zones Details), 5% R4 (Remove Clusters) (@) ElFbro
WP RERINRELE .
L (OK).

VMware, Inc. BT AR o 36



12 58 32 Al

ZERE R RS IE R OGS L ML AN R . T e R R R B, DARCH T e TS IP
U, SXEER FHRE AR P Bk B AR ES . NSX B A HA LB G LR TS 5 ok B P R L ] 2 e 2%
(5 I 2 50 B o X T DATE (SR B ER I 2% )33 (VLAN) (R AT R O TR s PRIE 51 SR ME A
W, NIV 2 Sk A s
WA S A 2, AT DABS BT B/ N TR . XFREES s b O N R SRS 51 (vMotion) A
ZPREE 2 2 (VLAN) 2 SRR G, e FE AU TR0 EE MAC/FIB PR, REAZ A A L
YRS
FiZ A A S BME—f) VXLAN, X2 T WL E TR @B S PR 1P &%,

e
3
Nsxager BRI 2 = =
BRI 1 = = =

vSphere Distributed Switch

CHC CHIC 1 SAIC

-« -« -
« « “«
« - “«

122
122
122
111
122

« «
-« -

pu
— - — -
— — — bE

111

NSX Controller j& W& N AT AT AR AU FRR S, AP RERAL. AL, AU VXLAN
HOAHDCAR B 22 AR SRR Z A s R TR FRRERITR & X B NSX AR KA
22 IBiESe VXLAN AHEEDRYIEZE SR 2 FELCEZ S B fE . RAIFERIZEE (BUM) ik, ¢
A SAEAM G HI LN LT BUM iitht, HICTHAEMYEINSACE . AR, —2% BUM jikt
RS EN R S — MR B B L DAGRAS BEAFERE . I AU S E S — MR B AZ L B4 TTT IGMP it
W EARASARM UM ML AT B AL AT i i, (04 IPve RIZ 4%

R AN L2 PRI A AL R BB 8 o T2 LR 8 75, L2 My,
RAAAT P B A VA BE B AR A REAE B AR AT AL

VMware, Inc. BT AR 37



NSX EFEHEH

ARFEETHE TIA N 38

IRz

R REAUA L B2 AR A2 AL
IR A2 Hb L

B A L LA T
i IZ R A2 B
A 5

s INiZ 3R 3T HR A

ARG

HAy “HPAEH T 5 “SIAEE R MAOAEE Bl EAE B A #A .

VXLAN UDP i FIE RS KBS Cadal ) o Al APIBCED VXLAN UDP i

PR MTU A2 5/ DL B URED A MTU 2 50 575,

{r vCenter Server iz I & B}, A4 vCenter Server % E [ 545 IP #ihk, 1550 (vCenter Server
FENEE)

anifAdi i) DHCP 3147 VMKNic (19 IP 23 Fc, TIAI7E VXLAN 557 VLAN 3543 DHCP,

TEFRE L H DI EIN , B H—2000 0 A TR A 125 (AR R ) AR, Sl 2R
— SR HIAE XAT N

BT AR LACP s ALsRIG, BRI R im0 o A O A N Egnfs B, 1650
VMware vSphere 4%,

NS SR G R (LACP) JH I 1 5 JeAMS A 31 o

X2, AR VXLAN ikt iereim s e, W2 e 2 R o 0 28 B DA IRAG 2 1
e /el 8

s 1234 CERINEE SRS 00w ) 7ERG A EATIF, VARE ESX THLRE S S flasm (s,

(HEFE) W T ZAREARR S B, AEAE VXLAN DN EHUITERET L2 3281 1S T IGMP T
WRAE L2 FJFHTIGMP (i, T IGMP & AU R i Av ek L3 28l R, HR & CasZin i
NEZi 0]

A INE 4R 3T IR

NSX ZH A BRI AE 5 2 R R A RO R A P e e Re (% . 290018 ) o s

SRR AU U 2R 5 50 2R 00T VLAN . IZA A8 i 51 A vCenter NSX 5. {15 vCenter
NSX B, ArULelids i vCenter fil HIZ A HA L. 12 DS AL IIE B AL b U@ i A2 b ik

el FHIZAR AL b L
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R &M
% 6-1. fIEBEZHNNEAZELRNNLEEH
BB AL B ER AL
= P vSphere Distributed Switch,, ®m Al E vSphere Distributed Switch,
® 2% NSX Manager. ®i2e%E NSX Manager .
WARE T R = IR
WA NSX HEe% 1 HLIEEE A NSX fES AU
WIIFC . VXLAN, = IECE VXLAN,
P E B 1D b ® 45T ) NSX Manager,
ORI IS m AR AT B D .

= IO A D

fffyE ZON HAH THUSRAHR. NSX Manager

ey s A vCenter NSX BA35EHT, A —1> NSX Manager, [N 7zt Tt
WM NSX Manager & Fii F 52 .
HA~ NSX Manager A I G i Ziifili 1112 NSX Manager JE1 T4 HE,

TEA A TR RS vCenter NSX BRI, AT B 12 2 AR AHEME Y NSX Manager [1)
vCenter HHEE A i .

LEAL TR AL IS vCenter NSX BRI, BRI LAME R EER) vCenter BHMUT L NSX Manager
HIRCE . M NSX Manager Nhrirbide PR ) NSX Manager

1t vSphere Web Client H1, FHi2IFETT > MZL L > ZEAHA] (Home > Networking & Security
> Logical Switches),

VBB PR NSX Manager, TG ESE HZ A Hubl, AF1EH 1= NSX Manager.
LR ERE A HA (New Logical Switch) (%) [<F5.
g

' @ vsphere Web Client x iq-”

it prss 1SR T68.1 1026544

vmware: vSphere Web Client  #=

{| Management HostPreparafion | Logical Network Preparatic

. B HSX Home | HEXManager | 192 166.110.44 | 7|
i Logical Switches VELAN Transponl | Segment ID rfﬂ_nl-ull Zanes |
% NSNEdges :
=l T [ | Gacions -
B Firewan Hama 1 & Deseriptiae
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4 NS A FRFI ] e .
5 GERREAEH A QR A A XIS el T DXIEeRs G i T R 2 A L

BRGNS DOR AR R 0 HR . AT DLR SO HAb T IR —o ]
B R TR,

GnIRBEE— N FZ A e L BR S E G IR, WAt T 2 B i AR S IR 4Tl
NSX Manager |/ it (ATA HoAth 22 7R ok v

6 (") MM IP £ (Enable IP Discovery)lL i 1 ARP 2% |- Tifi

I B T R D &4~ VXLAN 43 Berfr (BIERR 2[R — 23R A2 B LI FERIA L2 ] 1) ARP i
o BRAMBOUN, 1P ZIAL T B FIRAS .

7 (Al WA EEIALITA 24 MAC itk AR T H gk VLAN [, 15 5458 MAC &
# (Enable MAC learning).

S MAC KBS TERRA B K A VLAN/MAC SRERS . bR 1E R dvfilter 2t —354>
PATERAT. 7EEAT vMotion [ REH, dvfilter 7680 BLIRAT A% ARG, B 5H R P
fir VLAN/MAC £ H & H RARP,

WoRBIE R T RN B N IR Fr i B A2 A L

i

7 New Logical Switch

Mame: i j-app
Description:
Transport Zone: = 171 % Change Remove
Replication mode: () Multicast
fulticast o Physical network used for VXLAN control plane
=} Lnicast
VXLAN control plane handled by NSX Controller Cluster
) Hybrid
£ = castmode. Offoads local raffic replication fo physical network
[ Enable IP Discovery
[_] Enable MAC Learning

| ok || cancel |

DB-Tier-00 j2& i B LAmDOR A Z A Al L. EAAE B FTAER) NSX Manager 7] ],

DB-Tier-01 &4z 21 L F D s pam HZ i 2 #adll. & n7E 5 vCenter NSX TREGHIAIE(T—> NSX
Manager F{#i/],
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A AT U FHIZ AR AZ b 3 B 1D Sk 3 TANFIRIS-BE 1D itk

= DB-Tier-00 & Normal == Transpor-Zone 10000 Unicast
/& DB-Tier-01 @ Normal =5 Universal-Transport-Zone 900003 Unicast
RESR

TNV B 5 A b L i JTT B A L
GBS 3R B A L, DA T B R R B A b A [IF
BEE— N0 N2 s e B e 2w N2 i Aas L, DLUS R R AN P R A HA L i B AL [AT%
B2 BT HliEREE] NSX Edge

WMIAEZ AL S NSX Edge RS5S¢ NSX Edge IR i ssiiEs, NImHRALRpymmaigh (/532
AL ) spgdbiimEEs th CGRAINTTE ) , s TR kS .

E7Z
1 AU, BEE04EsE NSX Edge OZ I AZHib L.
2

¥ ¥4 Edge (Connect an Edge) (2= ) [/},

3 R HAERNY NSX Edge, SRJF L F—2F (Next),

4 EEELEREISHAMAUNET, RIS HRTTF—28 (Next),

AR PHLm R N AR

fv “4wfH NSX Edge #2117 U |-, #\ NSX Edge #1114 Fx,

HLTT PR (Internal)ik_EATHER (Uplink) AT S/ P B8 EE LA 2 1 Tkl .
Ve I REIRAS .

QIR B RAP ALY NSX Edge 168 T F3) HA B & (Manual HA Configuration), 15 CIDR
Fe P ML 1P Mtk

9 MURETEEGEHBIA MTU,
10 Hd T—3F (Next),
1M1 #% NSX Edge 4174015 £, AR5 558 (Finish),

0 N o O

BB ERERS
M PT DATE B ACHA L LB =T RS <
BIR M

RIS R E 22— AR N B =5 R a8
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Bz

N =

W

(FBREASW (Logical Switches) 1, HPEss s IR 4 2 A2 oL
VR IIR S BB SO (Add Service Profile) (85 ) ihr.

P TR 25 R 55 B 55 S

HEHE (OK).

B R LE R BB TR
ST DL L B S A i T AL
B

1
2

7

EBEAHAL (Logical Switches) T, R R LA INRIZ AT A L

P IR (Add Virtual Machine) (ﬁ) Elbr.
BB R A MU R AU Lo

PR BRI R

i F—3F (Next).

A5 U E R o

52 (Finish).

DXIZ 8 3T Rl E T2
ping U THA5 iz T VXLAN {102 i3 £ AHUR 7R TR EL 1.

1

2
3
4
5

1EZHAZHAL (Logical Switches) 1, IE#HK (Name)dl rh il 12 i Az #ed L
2 5 EE (Monitor) 2elii < .

Y5 R (Hosts) e+ .

7E UM DR, 2 HIYE (Browse). 75 “BERREHL AHEAER, R EL,
VPRI E R RN

VXLAN FriEIR/INJg 1550 ATy (e, W ASPBEERZEE MTU LA ) o fE1X—K/MEE T, NSX
RIS A R FRUERLA 2R 2 75 T 0 ek VXLAN Jr it s 5

T/ NS E N TRV FAERE o BRI, B/ NS OB T, NSX ARt & sz, (HARER A RLAlL
ZRRRETS B 0 BRIt HE 2%

fE “HFRENL XK, $5ER5T (Browse) o fE “UEEEAL” XE, S HbrEAL.
FBETFAMRR (Start Test).
IR S 2R AT AL ping MRS R
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1B 5215 45 2T AL FR L I ER IR T A

5 vCenter Server [F20 5, NSX Manager 2 WAL ERY VMware Tools HIKEETAT vCenter % 41
FEIALA 1P 3otk sl 1P AHL CAUEREFHTD) ik, NSX FEAELE VMware Tools 5k IP A8l
LR 1P bk, QR IEE:, W)IP Mohk T aRsR S , SRS BT Ak gent By Kb g

i 1] SpoofGuard, R LIFEZAL VMware Tools &k IP & B A1) 1P Mkl , I 0T DR P F 38 5 X se b bl
DL 1 K8 . SpoofGuard A 5 ik {EFE N VMX XA vSphere SDK IS EEIEE ALY MAC Mk, W] DLAZERS
KBEHRIN > 4Mif T SpoofGuard B A K FE R (S .

AR, WA 13 7, (477 SpoofGuard.

IREEIZ R TR

R DA 2 A AU 20 . R A R TS

B

1 (BB (Logical Switches)H, JEHFE4H 1A AL
2 kg (Edit) &b,

3 TR,

4 HLHE (OK).

BET RIS

i SHETE A R . 237 ACME Enterprise 7 £z 1.0, (ACME_Datacenter) (U MESE F A5 %4 ESX &=
Hle THEHIT (A7 10541 PG-Engineering &) AT ({321 141 PG-Finance I ) #B7t Cluster1
o EEHEBI] (PG-Marketing) 7F Cluster2 |-, P/ NEESEERH ) vCenter Server 5.5 £ F,

B 6-1. LEZ4ERYIBIA ACME Enterprise M4

————————————————————————————————————————————————

| BN N BigE 2 |
| I I
: R koG W 200 | B | e : : I :
| | 11 I
| I I
| I I
: TR 55 3R : : g :
| PG P o |
| I I
| 11 I
: vDS1 : : vDS2 :
| [ I
| [ I
| | mEEHN
| [ I
| 11 \ |
| [ I

W 4%-&817]: VLAN20:10.20.1.0/24
E 44387 VLAN30:10.30.1.0/24
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Cluster1 [/{tJ ACME 423 [iA4~2, i Cluster2 353 F] . ACME %S i3k John 81 57 ( ACME
FIREM AR B ) SRR TR0 1 R 3 Cluster2 (175 1k, e R i J@ T TR I s LA
FRAESE T, ARSI AT S . 3oBamId ZEfh ACME 1y L2 JZ4# ACME e FI AN RESE R 0,
QAR John B EE DI LG 5 b 8L, AR5 AR T s FR Y VLAN DA AN AL T[] —
L2 Jarh . X P REFS 3 ACME WIS Hi B DA B, JEnT A 3504 40 VLAN HihL . PIZRAEERDA K &R
SRV PRI AH 25 )R,

EEL 5T John 10434E VMworld AL R, JE L NSX. Mk 4y 7Es dvSwitch1 Al
dvSwitch2 (A HH L] PAAEf ACME 1 L2 )=, i+ 1 K NSX Controller, John Jo75144; ACME f1]
YIFRELREZEAS, PR NSX ZAEIA 1P %% FiaqT,

6-2. ACME Enterprise SEHE T84 #aMl

HRALY (BRI | (BRI | R R | ALY | B AR

e e e N = — — — —

T#2E5(7: VXLAN5S000:10.10.1.0/24
M+4ERi7: VLAN 20:10.20.1.0/24
EH54ERIT: VLAN 30:10.30.1.0/24

EHLGT John MiE TSI NEFEERIIZ IR AU, AT LAEH] vMotion £ VDS NITAZIEAUAL.
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& 6-3. iZ3EMZ Y vMotion

AL HRAAL) | EEHRATL Lﬁmﬂll 2001

I
I
I
I
I
I
I
I
I
I
I
:
I
! Ti2E7T PG W 5EBIT PG
I
I
I
I
I
I
I
I
I
I
I
I
I

vMotion 3z El

R [E#MJI][EMM @D@] AL

! :
| |
| |
| |
| |
| |
| |
| |
| |
| |
: :
B =i PG T2 PG i
]

|
i |
! |
| I
| I
| I
| I
! |
! .
| I

vDS2

__________________________________________________

MH4ERi7: VLAN 20:10.20.1.0/24
E$5ER7: VLAN 30:10.30.1.0/24

A2 T — N5 John 7F ACME Enterprise | 4738 5 28 1) 5 B

EIER John 4 NSX Manager HFi4 ¢ ID A L&t SEE
B DT John AR IR 21153 B 1D i 2RBEE ABC 23 mlfl 25 i i o

1 PR John ¥iF dvSwitch1 F11 dvSwitch2 2755 VMware Distributed Switch JixAx 5.5,
2 John ¥ L1l vCenter Server #5258 1P il

a LBER%EE (Administration) > vCenter Server i%'E (vCenter Server Settings) > i2{TH & &
(Runtime Settings).

b 7 vCenter Server Managed IP H, %A 10.115.198.165,
c IIHEE (OK).
3 HEG1 John fF Cluster1 fll Cluster2 |4 Epzg b 414, 152 W NSX 25467 o

4  EHPEG John A ACME 1) NSX Manager & 514035455 B 1D i (5000 - 5250), H11HIH T NSX
Controller, [ HP7ER 24 ST 245

5 EHLGL John G IP tr, DABERFZ IP ihrflisas 1P Mk oy ficss VXLAN VTEP, 52 WS IP Jih
E

1 ¥ vSphere Web Client 11, ;& F1224 (Networking & Security) > %35 (Installation).

2 P PEERZE S (Logical Network Preparation)t i+, #Rf5H.1:43 8 ID (Segment ID),

3 L4 (Edit).
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4
5
6

fE B ID ith” i, A 5000 - 5250
A R HZ 85 3E (Enable multicast addressing).
L (OK).

BIER John B E VXLAN RHSH

PR 5L John 7F Cluster 1 1 Cluster 2 it VXLAN, AR ANEEEERL 2] —AN vDS. S REEEmL 5 8 25
MU, B AZ A b s FZ RS T A A L.

1

2
3
4

©o© o

¥ FAHER (Host Preparation)iilii .

BT Cluster 1, ii57F “VXLAN” #ihik ¢ E (Configure).

1F “FilE VXLAN BZ5” SSRtEr, 268 “dvSwitch1” {EIEERIREALL Y A s xg #et Lo
i dvSwitch1 #EA 10 LU ACME £ VLAN,

15 “FrEtmmE” th, K 1600 £E dvSwitch1 (i KA LT (MTU).

MTU S2AE— Nt 23 D S/ N Al (0 2 i I e L rp g i kBl &t . John PR B31E VXLAN 2
A LIt st TR R AR N BRSPS AL MTU 2805 #1550 Bl KA.

7t VMKNic IP 34k (VMKNic IP Addressing)H, 2 IP 1B (Use IP Pool), SXfEEFe—> IP b,
*T VMKNic 4R 5Em (VMKNic Teaming Policy), 5t )#e (Failover).,

John 7 537 I PRApZ R A LA LT RIS 0 R AOPEREAAIR], R PR L RIZ8 rh I 55 ot it o
e, eRE R PR AL R

AN (Add).
H 4 55055 8 2, 1F Cluster2 it Ei VXLAN,

HE DY John 4 Cluster1 1 Cluster2 WL BIAAN [IAZ AT, 2 SRS HATLIE £ X SERELE H ) AL -

1

N

F VXLAN AR EURT vmknic 75 0% Cluster 1 1 Cluster 2 HHiEES FA4 L.
HAE S AN vSwitch | B2 E Y dvPortGroup, FH# 15 VMKNic AlEdz .

BB John RMEHIX I
FTSE B AR A OB RIZ4 5y transport zone. FERIBCIE BN L A BT RS BT 12

E7

A W0 DN

VMware, Inc. B AT 400

B’

BRI HESS (Logical Network Preparation), X5 58X, (Transport Zones).
TR EEIX I (New Transport Zone) &b

£ B i, SN\ ACME Zone,

1E “HiAR” rh, 8¢\ Zone containing ACME's clusters,
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5 ERENIMENL IR Cluster 1 1 Cluster 2,
6 friz#EREBR (Control Plane Mode)1, 15 (Unicast).
7 PEEE (0K).

EHR John HIZIBEITIR

BHEBY John 7EAL T VXLAN (GRS 0T, FHAGIEEZ A 5L

73

1 EZEREAL (Logical Switches), X5 #TELEZHE KA (New Logical Network)&[4r.
2 £ “#” i, BN ACME logical network.

3 7E CfiR” b, HEA

Logical Network for extending ACME Engineering network to Cluster2,
4 (FAEEXIE, (Transport Zone)', ¢ “ACME X" .
5 HUliHEE (OK).

NSX A6l B2 Az L, MIfi7E dvSwitch1 HT dvSwitch2 2 [l L2 1#4%.,

RESR

VMware, Inc. B AT 400

47



RS TPS

TR DX i P P B P 5 e B 21 DL R 265 . BB ¥ 72 ¥ NSX I ] Open vSwitch £k /% (Open vSwitch
Database, OVSDB),

OVSDB s e A0 A )M AU 25 105 8L R R R PR AR s ek 55 7%

NSX 125 2% r (rRg - Hééﬁ?iﬁ%ﬂé%m VXLAN F¥i o AT R4S, Bl s b LR iif: VTEP, &
& VTEP FITFE4HE E., 152 (NSX Z22EH8RT ) Fll (NSX ML R B T8 ) -

FAREA R i MM & DU 44

RS RS

w REREROCAZ AL (L2 s )

=P %K

/PO AR, AR A RN A
HA DA S sl e s

PR SRR BRI HVA A HV2 S NS ERRE . VM BERUALAZ T HVA | VTEPA A7 T HV1
F, VTEP2 {iiF- HV2 I, VTEP3 {7 MR o 507 T A—FR 221 BIPRANE BRRE AR, B
NFAFERF M 211,

_ o9\ NSX Controllers
AR 10.114.221.132-134

- VLAN-Server

3 VLAN 160
Hardware Gateway
10.174.221.199 ~ 10-114.211.204

B RE R E T RE S LA M —
LIS )

w FAA 1P R 2 LR R A A
w AN HAIBE 2 A s i

NSX Controller f# FH IP Hil-7F G 1| 6640 | SHEFMSCH TS . 120 T S8R0 2 [a] k5 Rzl
OVSDB Fi% .
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Y BHMXTEIEER

R T T NSX S8 B i A S B LA AT 55 o AT S5 o W R AU L VM 5
PR SS oS, DA anar i L =l WebService 12 28 i 11645 % VLAN JI %575 VLAN 160,

RN R EEUAT VM R VLAN IR #1910 Hhld e 17— IP #ihk, VM1 #4455 WebService 2k
AL, VLAN RSS2 2 el 5575 111 VLAN 160,

s
MWD.O.W 10.0.0.2/8 !&.’VLAN—SeNer

WebService Logical Switch VLAN 160

BTIREM

AR AH R 7 SRS DA I AR o s FE R Y 2 K

= AR PIOCECE Y NSX R FANBELRER . 1S AR 1 55, NSX R GEK,
» FRERSE TR, HS 0 (NSX LR ) .

m A VXLAN HIEE S B G IR . 1520 (NSX ed5/ ) -

LI v < LS PR VA F S U

m A VXLAN i B O 4789, 155 W ANSX THERT ) o

ATV REST APl 754 PUT /2.0/vdn/config/vxlan/udp/port/4789 &40+, % APl ANk
[T Y

Sl e - AEIRR, ASUH MRS AR R | R R AT RE R AR R SR AN 2 £

2 BB MSCERE] NSX Controller

PILHE ToR WIFE Az 3L |- Al OVSDB EHIRES & DU A i JC 425 NSX Controller,
3 NIRRT

ARG SIS MBI RE A& R, BB RRIEH T 1R,
4 CELBERASHAGT B A B

BERBIRAUNL VM1 1) WebService @45 24t L4251 5 [l ——-P) | AR AR P OG- TIB S o

IEEHIRE
SHFRE AR, ST RO AR Fiatt. | Rt TR AR SRR R A
T L ARSI ARE AL TARRI Y 1P - L
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AR
BN R B DA A 38 T
S

1 &%) vSphere Web Client,
2 EPMEAIZRS > IRFEN.
3 LRI R,

4 CEHIRERT B LR, DAk

5 wEEHRERF, ARRTE6ARTL.

R P AR a2 S IR SR R 52 1Y

Edit Replication Cluster Configuration

Select replication nodes to paricipate in replication cluster.
(Qrter ) (. Filter

Available Objects Selected Objects

v @ “ v @ 172.16.205.62

v @ v @ 172.16.205.61

172.16.205.63

172.16.205.64 [&

172.16.205.65

172.16.205.66

]
H]
]
@ 1721620567
]
H]

|

172.16.205.68
172.16.205.69

Sl 47 4c AnE 70

12 items

2 items

PEME PR B R g g,
6 LAEE.

SHT kA e G . SaEShsaiE O A~ F .

R4 2 iE#E 2] NSX Controller

PRI ToR PIFRAZHeAI] i ¥ OVSDB 45 Fl s 2 DU I %42 8] NSX Controller,

Controller # VT k 1 ToR ()&

VMware, Inc. B AT 400

EResete I, BEPERIDCAE ] OVSDB 4 Hias R R shikfz .
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SB
1 i S T ERE R a2 R B i 5S84 51 NSX Controller,
TR AT NSX Controller [l .

prmh—-nsx-tor-7050sx-3#enable

prmh—-nsx-tor-7050sx-3#configure terminal
prmh—-nsx-tor-7050sx-3(config)#cvx
prmh—-nsx-tor-7050sx-3(config-cvx)#service hsc
prmh—-nsx-tor-7050sx-3(config-cvx-hsc)#manager 172.16.2.95 6640
prmh—-nsx-tor-7050sx-3(config-cvx-hsc)#no shutdown
prmh—-nsx-tor-7050sx-3(config-cvx-hsc)#end

2 {rRfERISC Bk OVSDB & HiRRk,

3 ¥4 OVSDB il 1*5{H % ¥k 6640,

4 () BSUEREPRERIOCHE T OVSDB il 4% 5] NSX Controller.,
ORISR N EER,
®  ping VM1 H1 VLAN 160 DI FE 52 75 i o

5 (i) BuFREAESGE TS 1R E] EAAT) NSX Controller,

a i1l vSphere Web Client,
b MG RIZ4 > > 223 > NSX Controller 77 .

AN INFE 44 Y S IE B
S BRESAE B R B R, A REIE 3 T 1,

BIHR S
TSR PR FR R AP DG 7] ] o

1 %% vSphere Web Client,

2 kM4 (Networking & Security) > iR55E X (Service Definitions).

3 LA AE (Hardware Devices) i+

VMware, Inc. {82 HTHFF .
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NSX EFEHEH

4k i () EBRDA OB R B ST

Add Hardware Device (7)(x)
Mame: # | hardware_registration
Description:
Certificate: = |—BEGIN CERTIFICATE REQUEST— -

MICujCCAaICAQAWITELMARGATUIEBRIMCY VI
EzARBgMVBAQTCKNhbGIMb3JuaWEx
EjAQBgNVBACTCVBhbGEgQWx0bZESMBAGATU
ECxMJVGVjaCBQdWIZMROWEgYDVQQK
EwtWTXdhcmUgSW5jLJETMBEGATUEAMKdmM1
IVAILMNYETCCASIWD QY IKoZlhveh
AQEBBQADgQEPADCCAQOCOIEBAIZaGpixELIF
TEDMKpeU4TGIOK20YIP30WOgH3ey
WILYKSEWWMRNTTpnAT/OR28HKYICKZHggQz |»

[¥] Enable BFD
Brili| WHH
ZARFA FRE AR AR
ST DAERA 3 R DG SR s
I I AR AR B FR BT o
JE2F BFD SREOCT, B TS e k6 (directional Forwarding Detection, BFD) [J3i¥.,

BT TR A DGR A

5 HEBE (OK).
K O ARSI B P S
6 RS E R PSS A 1 O HLEAEABAT o
HERRALT TR R,
7 (WEE) FRREPEMSCR S S, SRS A R DU R R h 2 P E BFD FEIEIRA (View the BFD

Tunnel Status).

torg y-8 - y BFD Tunnel Status (7)(x)
Diagnaostic Ermor Message Forwarding Information Local VTEP
50.40.1.1

Tunnel State Details

Remaote Diagnostic

Remote State up
Remaote VTEP IP 172.16.205.84
Tunnel State up

TR R i2 W B R A RN 5 B LA TSR R RS
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12T A E B WIB T A
HEREFIHL VM [ WebService I AL AL 5 7l — 1 Io_LRUBRAEIICE AT

T WK 2R AR E BRG], AU R SR AL X Be D B

BIR &M
= Hi\ WebService 2 AL Ho 165 WA AZ L.
" FRNPBEEAHALA]

1 %% %) vSphere Web Client,
2 R4 (Networking & Security) > Z# 25 #i4)1 (Logical Switches).

3 k%] WebService WHHAHL, RIS HEFELAUN M h b i B FREA4EE (Manage Harware
Bindings).

4 SRR OGRS

5w i (W) BIRR, SRS FREE R AT L
i, AristaGW.,

6 EYERR (Select) N “HIIXS” FIFrhiseht —AMFIHI
41, Ethernet 18,

7 HREHE (OK).

8 151 VLAN &7,

w AristaGWW (1 Bindings)

&

Switch Fort VLAN

prmh-nsx-tor-7150s-1 Ethernet18 160
Bilgn, 160,

9  HIE (OK).

K Te e o

NSX Controller BHEE A2 i ic v A5 L S AR et A TR 2 o

VMware, Inc. B AT 400
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L2 M#F

T PAEZ RAZHA R VLAN 2 [F] 61 L2 WIiE, TR R L L AE 01 30T R B B 24 T A2kt IP bk =
FEATSE , 1B B Z A B L) R 2 2] VLAN | REIe, @5 g n] DUR) FIER L3 W5EH 15 0] B A M Ee
DA% A2 R

L2 MIMAEHAT NSX Edge i@ 5% HasfeW L0 EAL FiaiTo — L2 RIFF SR 21—~ VLAN, (B DIAg
AR, 1B RS o R B 2 AR A 24 O A 5 o

A% e S High Availability (17500 F 2= NSX Edge B2 LHERspE, e 1 shis 8 LG
BRI L. TITI I CAE TR, e AT 4B NSX Edge WA EHT FRCE VLAN,

NSX Edge
BEEH AR

. L
&L |
;
< < <
= = = =
3 3 3 3
8
p=4
<€
s
Y TS
—— L2 W

kb= ES

TR, ARG L2 FRRZ A ST L e 2 H A F S ML . RE VLAN 2002 21 oAt VLAN 28 E 1.
BT AN, o I HEZ R hashC e, WICTEAIE HIZ AR AL B LA IR o

AREELREC T LA
m RN L2 I
PRI PRSI L2 A
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NSX EFEHEH

i L2 M

AT DA IR AL 21534 R A0 1 2 AR AR o

BT

PAIAE IR TS T NSX (2 h#k o

ANBR A FHIE T2 5t aR e e, ELASRRR IR D0 81 T2 A 22 b Lo
PR

1 %% vSphere Web Client,

il g RIZ4: (Networking & Security), A/ ¥.il; NSX Edge (NSX Edges).
B2 A o

REERR, SRS R

et () b

BN 2R

PERE BN H A WA ) A L

VPR A T B P oA 2 A 1 4L

HLHRE

[@)iZ 25 E% R ERET AN AN L2 W4T

— MR R P ARG 2R 0, EER SRR S B AN 52 [F— vxlan/vian &%, I AR HY
Wiz vian FItfiEz vxlan il Joidis i S miss, Sz 759k

a A WO N

© 00 N o

AR
" DI T NSX R A
w AR TLE R RSB S, HANRRR WA N 2 T2 A AL
FR]
1 &3k7% vSphere Web Client,
2 il g4 (Networking & Security), #A)5 i1 NSX Edge (NSX Edges).
3 WK TR RS thei
o FSAEILAE vxlan ZERE R IE— B e Q. — AN LLRA —A vxlan Fl—A
vlan, {HiZ vxlan 1 vian REEFEE, [i]— vxlan Fil vian ANHEZE R E] 2RI 9401
4 T (Manage), SR HLEARES (Bridging).
TEAE IR g A AC A LR ] R o
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5 wilRin (add) () b5

CONCRIER

SRR B L G BRI AL
RIS T SRR 45715 2 1 4L
RETIE (0K).

10 FIRHE AT %1 RIIHRE (OK).
M Bk R, R R

6
7
8
9

IR s T 2 Ac e, 4R BB ABH (Routing Enabled)., A 25 E, 520U

DIEHASAGH RS A L4 212 A A Lo

VMware, Inc. { BT AR .
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%

AT NSX Edge F57E K ISR 1o

ShASER LSS 2 J2) T [Ale BT R (B R, AN AR B D2 2 J2) Fia, PR PIgRsdes, kM
ZXRPE . NSX IR A5 B R 2 AR BAERAL ., TR PUrEs o X0, R It DA s Hedk
AT, JCRRAE SN AR (RIS RIS IRl , NSX g ftrgdbiidess, M AEFR ] DLy
TS

AFEVHE T UL EHL:

w INEE () B

= DN Edge IRE M

= RERRRE

= NSX Edge fit &

m IR R

n 2 (R B LidE OSPF
= {i Edge JIx55WI< [ OSPF

= il BGP

m il SIS Y

PRSI A

m 7% NSX Manager X314 % 1D
P () Mhas AR X 1D
m PR R DR 1D

wnZEE (2= ) BEEs

FHLA B RS AZARERAE VXLAN 2% 2 T8I DL R AURIEE 4 2 I TR FH . 4niRd538, NSX Edge
B MR LB R IEE . /K5 vCenter NSX BALGHT, 2 iES fhas 7] PA7E 32 NSX Manager FliiiE) NSX
Manager |G, {Hif 25 a2 AE7E 1 NSX Manager |64,

PURFIRALE TR e FAORE 2R ( FATREERFINGE ) R ThAE
S (BGP il OSPF) {NAF FATHEE I a2 ks,
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w PRI R I FaE ], ELERGAR R L 2 Edge R AT o

= f52¢ DLR HHRE IMEIME ., 1S WANRE L “o A 2B 5 I th s R AT U A B L
", MHEN http://kb.vmware.com/kb/2122060.,

ARG
v BRI SIS HE e NSX A HE D1t
w RPN AT, RIS S IR s TR H R

n OIEASTRGIEE NSX 2 Hdll, A e BEAH 7 B 1D 1.

i/ D NSX Controller, 2 & FhasE o s s S0 L4 0L, 2R h#s i 5E NSX Controller
HizfT, 1l Edge IRSSMISE (ESG) ALiXbE, 1E O sk MO g h#shic B 2 1, Metri ks o s
shH AT,

= ISR RERES] VLAN dvPortgroup, R T LS B I PR OB A MU SR
AR AT LAYE UDP i1 6999 ARG V5IR], DAMEFL T2 h#s VLAN 1) ARP RREEGERSIEF T AF,

mDHRE RS DRI U2 2] VLAN ID 480 0 1Y) dvPortgroup.

m SRR FH RS SO R B AN S DO A S AT A L. A E B TER IR T A LA
RIS FH RS S BIAAS R

m QURENMP R e L BB Z 4 vSphere Distributed Switch (VDS) [ AcHdL, T2 i
e CEER B SR VLAN 1 4 IEERAE B AR OR 25 LRI 2 4R S s S0 5 2 i S A
dvPortgroup AHXTR .

QRN TR vSphere Distributed Switch H, TSR ZE AN EATARIE] VLAN 1D A4 7 =
Ui 14 (dvPortgroup) Ol 2 ik i #s 1 .

ORI AT AR RIRY vSphere Distributed Switch H1, {Hix /™ vSphere Distributed Switch 3= 4]
I AL, MEARAE A B AR VLAN ID [ANH] dvPortgroup | BRI Fhase o A imid,
FHAS dvPortgroup 37T AJrl[Y) vSphere Distributed Switch H1, Hixi> vSphere Distributed
Switch A=A, MATLAZER S EA4HE VLAN ID [FRE s b G 32 R ph 421

B 5 NSX A 6.0 f16.1 A, NSX A 6.2 seiPRaZ ik thesig thnZ iz 1 (LIF) =82 2% % VLAN
i VXLAN,

m EPEOCELZARI AR ORI, QRAE ECMP & i ESG, NIBEGKZ ik hes i ik s 55
—N kA~ B ESG B AEAAR ML L. FILAfE A DRS SO IR FIPATIX— &, A A1
WS I FH AR A 52, QAR HAT — N PR tAl T HA B MY L3 ESG, N ANE
Mo AXIFAMEE, 150 https://communities.vmware.com/docs/DOC-27683 | { VMware NSX for
vSphere ML FEAMVIEETHERT ) o

Aty N HAE TEEEIATIN, NSX Manager

m 7ERRA7 RS vCenter NSX BAEEHT, {47 —/ NSX Manager, KI5 5¢.
= I NSX Manager 270 FHX 5 .

= HA NSX Manager HUASHIT G 470148 1112 NSX Manager JH{TH7HE,

VMware, Inc. BT AR o 58


https://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2122060
https://communities.vmware.com/docs/DOC-27683

NSX EFEHEH

B A R RS vCenter NSX PRI, FAZIMN BEFZ 2 A& M) NSX Manager [
vCenter H 54l

m AL TR RS vCenter NSX RS, R DAMAT R EERZT vCenter BT NSX Manager
MIRCE . M NSX Manager = FIZeBEAHR ) NSX Manager

" T B IR Th e AR .
n QURFEEERER AN, WIS I thay
n QRS A AL, AZAS I IR T 2R

RS I TSRS PR RS, IR BOE S T T A o AHb A H o A e B b R AL 6
. AR NSX SRS N0k, Rl REFs Sk ThRE . e EgifE B, 1S Wi vCenter NSX #14h,
TCIRAE G H1Z 5% F 2% e 5 A b

Bz

-—

7f vSphere Web Client 1, 2| FE T > ML&F1Z4 > NSX Edge (Home > Networking & Security
> NSX Edges).

2 PEPEIEIET IO NSX Manager. W1 TG T HHg h %, W08 12 NSX Manager.
3 ik (Add) (%) EE.
4 PERTERIIIE RS A

 EPEER (AR) BEHIEE (Logical (Distributed) Router) A7 Ml & NSX Manager [ A8 i i
FH#%

EPLEHLRERE (SR B HES (Universal Logical (Distributed) Router), 7117 DL #5 vCenter
NSX IREFHIZ RS thas. eIl A7E B E £ 42 NSX Manager H.iFEM = NSX Manager i#£1T

BRSNS N A AT
a R RFSERZE (9mR) BBHE#8 (Universal Logical (Distributed) Router), A AP
JE A

5 BNKEAI,
ZA MR WoRAE vCenter T EAH . IZ A FRAE SN N IR 124K s AR R E—

BEA, AU A TS o 124 es nfE CLL i WURATRE ENLA, W) CLI ki s HEh QT
Edge ID,

AN, BB UE N AR
6 IBE— Edge #55.

MBI, B ERE Edge %% (Deploy Edge Appliance). Edge %45 ( kB has el
Wees ) SEBhASES HAZ RIS P A g B KO T A T5 1, a1 thes ping. SSH U5 RIFNZh A%
Fif i

QAR TS h, HAA 250 Edge wees, WA DIRONLER: Edge Bees e, JolAr ol 2
e 2 a3 Edge #ES o
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NSX EFEHEH

7 (Alge) AR,
BRMBOUR, Aaufe P " o mdh el " SRER R TR S o . i
RIS TR AR L A v .

8 BT ARIUE R, SRS FCH A —K,

VRIS 12256 A, FLBAIS
R e

. AN
TR e
. AR

9 (W) I SSH IR H B,

BONEOUT, SSH AL TS IRAS . WisRAJS ] SSH, N AT st § 1T FE il il 6 R v M2 B by
fivo FEICALIS ] SSH 235 SSH FEREAEIRAR IR Re HEIIR & Fisd T, (ALK T 2T shi 2 iR
e KERACE, LA STV IZ RS A PSR FE T SSH Thlnle PhsUhl oA @R I thas FACE DA
B PRI B TR o

PRNE T, HERN KA,
B4

Hew N5X Edge )

+ 1 Hame and description Seftings

CLI credentials will be s on the NSX Edge appliance(s) These credenbals
can be used to login 1o the read only command line imerface of the appliance

3 Configure deployment

4 Configure interfaces

Userlame = | admin
5 Default gateway settings

Password: i TR
§ Ready lo complete

Confirm password: & | T

[ Enatie S5H accass

] Enatie High Avallability

Edge Control Level Logging EMERGENEY e

Back Mext f Cancel
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NSX EFHEH

10 Fid BB,

11

* Sk EREE NSX Edge (Deploy NSX Edge), MIEHN (Add) (%) Ekr b ik4s, il F—

35 (Next)4k&fid i o
& URERE T E5E NSX Edge (Deploy NSX Edge), 1 N\ HIE] vCenter 75 M8 ik rhRe Rz 4L
BRI
Bilgn:
Edil N5X Edge Appliance 7

Specify placemenl paramebers for the N5X Edge appliance.

ClusterResource Pool = kanagement and Edg
Datastore #  ds-1 [ =
Fost 19216811052 |-
Folder Discovered writual mac.. | =
OK | Cancel |
B g
Bl

TERRER R b, (SR IPv4 Sk,

F “HA B RS h, iRiess 5% NSX Edge (Deploy NSX Edge), #UAAink#2 #2550 =X
v 4. EEUCK VXLAN A HATLH T HA 2100 GRS Atk 25 [R] 169 250.0.0/16 145 B d P
P NSX Edge #2510 1P Mtk AFE I Tt—20 il B DARC . HA IR%% .

H SRR NSX Hi, HA B PR B T o e R M AR A AN SR HA 21000 415 HA
PELIAER— 1P W ERIAZE, JCikiid SSH 7 iksz HA $210 . JoERC e HA B2 HEERAE SN
I, X EWE RPF LA R Be LIS RPF, (R AR T ol n] itk xT
SSH, il Az Ol R RRCE B T I TRC

7ENSX 6.2 H1, @ZHi thasiy HA H2 02 H B I ETE A H HEER
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TFACE I NSX Edge FJ#:10 (Configure interfaces of this NSX Edge)', Py H T 1ERR S0 vriE
PIHLE] CARFRNZRPEA ) AR, NS DB i s & BV O AR 34T 61
Ao PATRESEE O TR A ANE S . B Fhas EATRERE O AT RE %42 NSX Edge JIRS5MADC, HEE
=5 e E PSR VLAN ) dvPortgroup,  DAGEZ SRS thai ELR: SR h avidds . iz b
A ATHI O A R TS e I ATHEM I R R S Fhes RS EAE R R b Tl
TEAE AL N PR T E TR DU A TIE . TR B i i IE RN . REPRAMB S 1 .

PR - e R B0 PR A R T 40 HA 32100 0 2o Blia s AN sRe 1 (N TR A Web ) Tl
—AN FATEES R (AR ESG)

New NS Edge o
+ 1 Name and description Configure interfaces
W 2 Setings
HA Interface Configuration
" 3 Configure deployment
4 Connoure menaces [ Cnange Remove
S Defaul gateway selfings *

P Address Submet Prefix Lengih

24

192 168.110.60"

HA interface is a mandatory 3 pecial-purpose intertace that requires network
connectiity and is configured separately from ofher interfaces in the Logical
Router.

Configure interfaces of this N5X Edge

* /S x

buonet et
Name |F Agidres Conmected Ta

Langth
app 172 16.20.1° 24 app
web 172 16.10.1* 24 web
1-ESG 192.168.10.2* 29 transit

Back Hext Cancel
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12 BCEERIARC,

Bilan
New HSK Edge i
+ 1 Name and description Defaull gateway settings
2 Senings
[+] Configure Default Gateway
" 3 Configure deployment
" 4 Configure inferfaces whIC: w 0-ESG *
& Raady to Com plat MTL: 1500

Back Haxt I Cancel

13 ORISR DA A A LA R A LR A P SCHBIE Afss a2 B FRas 4211 1P itk

EDL NG, S R R AU LR ER ISR 2 172.16.20.1, Web FE UM LIIER AR Ky
172.16.10.1. HAPRIXEEENLA] AAT . ping HERIARSE

VMware, Inc. { BT AR .
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NSX EF

T2 18101

172.16.10.10

Viy iy

W ]
H1:f SSH &%) NSX Manager, RJGiaiThL Fans .
G RS PR AR SIS

-

nsxmgr-1-01a> show logical-router list all
Edge-id Vdr Name vdr id #Lifs
edge-1 default+edge-1 0x00001388 3

w S E IR RS R R PR AR S A R L.

nsxmgr-1-01la> show logical-router list dlr edge-1 host

ID HostName

host-25 192.168.210.52
host-26 192.168.210.53
host-24 192.168.110.53

i COFRRCE D AR DO B A USRI 0L, A DX R R R e 2 s thas

(ATRBIF g edge-1) HIEHAZHAL,

w B B R R A AR I RAS e T LRI 4% BN —3K
nsx-mgr-1-0la> show logical-router host host-25 dlr edge-1 route
VDR default+edge-1 Route Table

Legend: [U: Up], [G: Gateway], [C: Connected], [I: Interface]
Legend: [H: Host], [F: Soft Flush] [!: Reject] [E: ECMP]

Destination GenMask Gateway Flags Ref Origin  UpTime Interface

0.0.0.0 0.0.0.0 192.168.10.1 UG 1 AUTO 4101 138800000002
172.16.10.0 255.255.255.0 0.0.0.0 uCI 1 MANUAL 10195 13880000000b
172.16.20.0 255.255.255.0 0.0.0.0 uCI 1 MANUAL 10196 13880000000a
192.168.10.0 255.255.255.248 0.0.0.0 uCI 1 MANUAL 10196 138800000002
192.168.100.0  255.255.255.0 192.168.10.1 UG 1 AUTO 3802 138800000002

VMware, Inc. B AT 40H] .
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NSX & H5

NS EARIMEE, I A aei A B XA 1A Mz tgs B 512 RN T
nsx-mgr-1-01a> show logical-router host host-25 dlr edge-1 verbose

VDR Instance Information :

Vdr Name: default+edge-1
Vvdr Id: 0x00001388
Number of Lifs: 3
Number of Routes: 5
State: Enabled
Controller IP: 192.168.110.203
Control Plane IP: 192.168.210.52
Control Plane Active: Yes
Num unique nexthops: 1
Generation Number: 0
Edge Active: No

{¥ show logical-router host host-25 dlr edge-1 verbose &k, 2 “PSHlEs IP” FE

i SSH B Re, FHasf T ML Bz

2454010 VNL, VTEP. MAC F11 ARP kA S B,

192.168.110.202 # show control-cluster logical-switches vni 5000
VNI Controller BUM-Replication ARP-Proxy Connections
5000 192.168.110.201 Enabled Enabled 0

VNI 5000 f{frHH HoREANER:, HoBshlEs 192.168.110.201 41k VNI 5000 [T A . S8
PUCEE VNI 5000 M EEZ (S H.

192.168.110.201 # show control-cluster logical-switches vni 5000
VNI Controller BUM-Replication ARP-Proxy Connections
5000 192.168.110.201 Enabled Enabled 3

192.168.110.201 iyt Won =, fdHAD VNI,

192.168.110.201 # show control-cluster logical-switches vni 5001
VNI Controller BUM-Replication ARP-Proxy Connections
5001 192.168.110.201 Enabled Enabled 3

192.168.110.201 # show control-cluster logical-switches vni 5002
VNI Controller BUM-Replication ARP-Proxy Connections
5002 192.168.110.201 Enabled Enabled 3

1T 192.168.110.201 447 47—/~ VNI g, FATHINZAE S — M iiles 192.168.110.203 L& 5%
N é':T/
T o

192.168.110.203 # show control-cluster logical-switches vni 5000
VNI Controller BUM-Replication ARP-Proxy Connections
5000 192.168.110.201 Enabled Enabled 0
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NSX EFEHEH

" ERA MAC BT ARP K207, FFaM—AREL ping 25— RE A
M FHFE R UL E] Web B UL :

vmware@vmware-virtual-machine:~$ ping 172.16.10.10

PING 172.16.18.18 (172.16.16.10) 56(84) bytes of data.

64 bytes from 172.16.10.10: icmp_seq=1 tt1=63 time=2.15 ms
54 bytes from 172.16.10.10: icmp seqg=2 ttl=63 time=1.60 ms

A MAC 7%,

192.168.110.201 # show control-cluster logical-switches mac-table 5000
VNI MAC VTEP-IP Connection-ID
5000 00:50:56:06:23:0e 192.168.250.52 7

192.168.110.201 # show control-cluster logical-switches mac-table 5001

VNI MAC VTEP-IP Connection-ID
5001 00:50:56:06:8d:72 192.168.250.51 23
¥4 ARP %

192.168.110.201 # show control-cluster logical-switches arp-table 5000
VNI IP MAC Connection-ID
5000 172.16.20.10 00:50:56:06:23:ae 7

192.168.110.201 # show control-cluster logical-switches arp-table 5001
VNI IP MAC Connection-ID
5001 172.16.10.10 00:50:56:06:8d:72 23

R e R hae (s B A Z i thas SIS A Psiiae 1 mbe ks o
_—
A

TR B M AR R AR YR S R

show control-cluster logical-routers 34 instance -4

5”%0

interface-summary a2 Wiz M NSX Manager 311 LIF M5 B4 A 6 3 i A DO s #RIg 3=
HURESE I AL,

routes [y B R I HHR FHASH RIS (HOEHIRERIAL) KA B sfles g hak, s, A~
%4E ESXi 1ML |, B R A RE e 00, O s B LIF Bl i ft, ESXi ML ik s
ARE LR 10, ROMFEXAMSE LR, Eaa— 1 ESXi EHUREHEER AL 0 & %

u
controller # show control-cluster logical-routers instance all
LR-Id LR-Name Universal Service-Controller Egress-Locale

0x1388 default+edge-1 false 192.168.110.201 local

i N LR-Id FFHITPA R4
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controller # show control-cluster logical-routers interface-summary 0x1388

Interface Type Id IP[]

13880000000b vxlan ©0x1389 172.16.10.1/24
13880000000a vxlan ©0x1388 172.16.20.1/24
138800000002 vxlan ©0x138a 192.168.10.2/29

controller # show control-cluster logical-routers routes 0x1388

Destination Next-Hop[] Preference Locale-Id Source
192.168.100.0/24 192.168.10.1 110 00000000-0000-0000-0000-000000000000 CONTROL_VM
0.0.0.0/0 192.168.10.1 0 00000000-0000-0000-0000-000000000000 CONTROL_VM

[root@comp02a:~] esxcfg-route -1
VMkernel Routes:

Network Netmask Gateway Interface
10.20.20.0 255.255.255.0 Local Subnet vmk1l
192.168.210.0 255.255.255.0 Local Subnet vmkO
default 0.0.0.0 192.168.210.1 vmkO

BorysilEs SRE VNI Z ISR

192.168.110.203 # show control-cluster logical-switches connection-table 5000
Host-IP Port 1ID

192.168.110.53 26167 4

192.168.210.52 27645 5

192.168.210.53 40895 6

192.168.110.202 # show control-cluster logical-switches connection-table 5001
Host-IP Port 1ID

192.168.110.53 26167 4

192.168.210.52 27645 5

192.168.210.53 40895 6

XL P HihkE vmk0 2101, [fidFE VTEP, ESXi LML S#stes 2 RIMEEBAE S B 2% |- o2,
AL TS 2 B LS Tl s v R ESXi =L IP HEAR A EC A TCP b

TEFNL L, ATLAEE S S VLR SRR 2R .

[root@192.168.110.53:~] #esxcli network ip connection list | grep 26167
tcp 0 0 192.168.110.53:26167 192.168.110.101:1234 ESTABLISHED 96416

newreno netcpa-worker

BoREALEAOTES) VNL G ENURE AR Z AL TFHEERTA EAL EROFTA VNI Tm sk,
IR FA I AW E R RNE AL, WRZ AL R VNE TR RS

[root@192.168.210.52:~] # esxcli network vswitch dvs vmware vxlan network list ——vds—-name Compute_VDS
VXLAN ID Multicast IP Control Plane Controller Connection Port
Count MAC Entry Count ARP Entry Count VTEP Count
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5000 N/A (headend replication) Enabled (multicast proxy,ARP proxy) 192.168.110.203

(up) 1 0 0 0
5001 N/A (headend replication) Enabled (multicast proxy,ARP proxy) 192.168.110.202
(up) 1 0 0 0

T EAE vSphere 6 M kA A ] vxlan a4 23 [0], 11217 /etc/init.d/hostd restart 4
X TAE TR ARk AR 2 s L, esxcli network vswitch dvs vmware vxlan network
list ——vds-name <vds—name> 4R 5PL FiH -

LIRSV =V AL R

BRI ARP AREE, K141 H AARP A, BIEECART IP LB

BB RIS 1P kT

w WURCREEARES theR e R ESXI Im W PRI 1, BIME AL RIRA R LR 2 24
ML Bt 14 vdrPort, SIS ESXi AL R NAZ B Rk dvPort,

S MEERIAL ping BN DA — AL, RE SR MAC 3£ ETEE, NEE MAC SERERINLS:
H, 1M MAC FiIshaR IP #5 VTEP,

~ # esxcli network vswitch dvs vmware vxlan network mac list —--vds—name=Compute_VDS --vxlan-id=5000
Inner MAC Outer MAC Outer IP Flags

00:50:56:06:23:ae 00:50:56:6a:65:c2 192.168.250.52 00000111

~ # esxcli network vswitch dvs vmware vxlan network mac list —-vds—-name=Compute_VDS --vxlan-id=5001
Inner MAC Outer MAC Outer IP Flags

02:50:56:56:44:52 00:50:56:6a:65:c2 192.168.250.52 00000101
00:50:56:f0:d7:e4 00:50:56:6a0:65:c2 192.168.250.52 00000111

RESR

TEEE s NSX Edge &%H’JIML NSX 25 H A SR UR BN ANk & IR KT 2
AL, WAL BEAS HH Eﬂjﬁm):zb/aém Rltt, VMware EESUER A FHEEE O 1AL,
uﬁ%%ﬁﬁﬁ TH abﬁwﬂﬁzb/aém e

http.//pubs.vmware.com/vsphere-60/|ndex.Jsp?topic=%2Fcom.vmware.vsphere.vm_admin.doc
%2FGUID-5FEO8AC7-4486-438E-AF88-80D6C7928810.html,

FISERZ RIS e, OBGEZ IS has 1D DARCE e, dnd il | i, Bk, il DHCP gk,

VMware, Inc. BT AR o 68


http://pubs.vmware.com/vsphere-60/index.jsp?topic=%2Fcom.vmware.vsphere.vm_admin.doc%2FGUID-5FE08AC7-4486-438E-AF88-80D6C7928810.html
http://pubs.vmware.com/vsphere-60/index.jsp?topic=%2Fcom.vmware.vsphere.vm_admin.doc%2FGUID-5FE08AC7-4486-438E-AF88-80D6C7928810.html

NSX EFEHEH

Bign:
vimware: vSphere Web Client fi=
| angator —
4 Fome o | MSX Manager | 45218811044 |-
Networking & Secudity 'y i
| ME Home F 1 afsiame Trea
! &t Installabon WI | mogscal-akstributa-routert Logicsl Router
T Logacal Switches | e
E A Firewall
| 4 SpoehGuard

Afn Edge RS M <

AP E— RO ke 2> NSX Edge IRSSMIDCHRERE S . 551> NSX Edge RE s SIL I DIA 1
A PATHERMIN SIS . NS FER R i I A, 38 20 L AH FP T SR PN LI DG . 43
FCEE N BTER T 1- P AT AR A S PR 1P k=S TA], s8R A NAT/ES Y RFC 1918 % 7S fi]. Soxz
12 TRI e ST ks MM AT A NSX Edge k55

ESG I FATHE e MR TR R A, 53 rTLAT IR Al ek sl i In] 2 P e DhREAAR 55
PATHIERAA T ESG _LIWHE AL (PNHSA A THERS ) SR IhRE

= DHCP: ATHERHZ AR,

m  DNS kesi: PATRESH A S .

" HA: FATHERRSE A SCRE, BT APREE .

= SSLVPN: (il IP AZUE T FATHEREE .

= IPSec VPN: Al IP AR T HATHER I,

m L2 VPN: {AJIEFRA A4S

NEEIR TMRERE, Hoh ESG i R TiE it vSphere Distributed Switch 14z S BRI
#y, ESG M ERZITH T NSX Z A i Lk 42 21 NSX R i o
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vSphere
Distributed

192.168.100.3
HERRAY: FITHERS

192.168.100.1

192.168.10.1
HEREAAY: ED

192.168.10.2
SERRAH). EITHERR
It
192.168.10.3

172.16.20.1
HEREAAY: MED

172.16.10.1
HEREAAY: MED

172.16.20.10 172.16.10.10
App Web
RN AL

RIPUA PR . S VPN R NAT RSS2 N 1P Rtk

BIR &
TR RAIF AN AT PR G NSX B P G 4

=

SUEFIEMGE S R A R B B T Edge IRSSWIC (ESG) Mifblit s, HS I 1 1, NSX ALK

VMware, Inc. {82 HTHFF .
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TR

1 ¥f vCenter H1, S5l T > PILKFNZ4 > NSX Edge (Home > Networking & Security > NSX
Edges). A/ H 7R (Add) () k5.

2 Bt Edge IRE M (Edge Services Gateway), A/ N\ 14,
M2 BoRAE vCenter 15 B, ZAIRAE SN T NIIITAT ESG HHEBRME—

AN, AP N EHLA o AR oAt CLL i, WERAFRE N, T CLI ek iR s F B 01
Edge ID,

AN, SR AT DU NFERAIREL Y, 0 e ml
il .

Mew NSX Edge T

Miama and descripion

el 1 Mame and deacnpbon
2 Settings

Ingtail Type J Edge Sendces Galeway

3 Conhgure deploymant

4 Configure mierfaces

Lagical (Distribwled) Router

5 Defaull gatleway seltings

& Firewaii and HA

T Ready bo complete Hame fes61

Hostnamsa

Dascription

Tanant

[ Deploy MSX Edge

[[] Enable High Availability

Hext Cancal

3 HEN ESG UMY, SKRIFEHEAN—IR,
BRI R 12 NFERE, HATREEVL T 4 NN 3 /.
s B RETE)
[ ]

=
" DA
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e
4 (Wl T SSH. FERT MR SINI L, FFRE A

WERAH I EE AR, W AZTTF-Ehas gy kit . NAT Mg rhid e, DAGEPsi] 28 NSX Edge k5
(AR PECFHAT VPN I3t o F SR A= sl A2 B i e g

BRI N, SSH Fles il MEAC TA5RPRAS, 1Mo B Sh BN A+ R APIRES . BRMGOL T, HE90
B3,

BRGSO T, RAERTAT 30 NSX Edge 1545 R H Sk BRINHEIE R “mlR” .
Bian:

i Hew NSX Edge L7 lt.

« 1 Mame and descrpton Seftings

1 Configure deplayment CLI credentials will be set on the NEX Edge appliance{s], These credeniials

can be used to legin io the read ondy command ine interface of the appliance

4 Confgure interfaces

Usef Hame & admin
5 Defaalt gateway setlings

Eaaaid ] prrerreerrrr——
6 Firevendl nnd HA

CONSIm DASEWONT & *tessessresasnes
T Ready 1o compheie

i/l Enable 35H sccass

W Enable sulo nule generabon

Enabie auto rule generalion, to aulomatcally generate sendce nules to allow fow of
control traffic

Edge Control Level Logging | EMERGENCY

Back Hext Cancel

5 JLTRZEJAEEE NSX Edge S/ N,

F# (Large) NSX Edge (1) CPU ., {7 AR 25 M5 TRSTH (Compact) NSX Edge, 25105 &
SSL VPN-Plus P %E %, MK (X-Large) NSX Edge i 75 B A 17 8 PAirre DL ANk 2sih
HUEREE, KAL) NSX Edge #E77 H T H EAm Ee i R EOR R

W 18, NSX [HUARZEK,
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6 @l Edge #o

B ONER INE] vCenter [ AT ESG FERIE ML . WK 25E NSX Edge IR INE S, NSX Edge
FERFIA R, BRI NIk,

GAREVE T HA, RTINS o AR In—1M1%%%, NSX Edge & b I Ml AL e, Jf
PR BR324 ] DRS F1 vMotion 2 5, P~ HA NSX Edge BN ATER]—A~ ESX AL I (FRIE
PLF 5075 il vMotion ¥~ FH AR —ADTHL) o F HA IEH TAE, DICE M NSz
Patif 1o

B

Edit N5X Edge Appliance *

Specify placemenl paramebers for the N5X Edge appliance.

ClusterResource Pool = Management and Edg

Diatastore + ds-1 [ =
bost 19216811052 |-
Folder Discovered wriual mac... | =

OK | Cancel _|_
7 B NSX Edge (Deploy NSX Edge), PAEZIIAL 1O BT Edge. 0 415¢ 00 Edge il ¥ %
EHHELT, SRIEA BRI T
8 Mo,
7E ESG I, [FII SFF IPv4 HolEFN IPv6 itk
T DU IN—AS PS4 LA RERE HA T,
—MEOATARAZ ARSI FM,

R — DN IP ikl AT DAeE 1P bk, — M n LR —A 2 1P MR AN
Bl 1P ik, NSX Edge ¥+ P il A A leimn i (B, e syslog FIEEVE DU BN ping ) 11
IRz x|

W 1P ML INEIE 11, A REAE T DhRERCE B b
HEAh, AT NZ LI MAC Mtk

WEREE T HA, FTLCR ] CIDR # U N BIANE R 1P Hihil. B4~ NSX Edge HA JEAMLIAS IS 5 18
XSS 1P M TS o AR IP MR AWER— L2/, JF ELARB i

AN, BRI PAMER MTU,

GRAREE e VF ESG M ) A AR ARP 153K, 1R FIAREE ARP, a0, 247 WAN s H
AR TR, X2 AEE A o

FRICMP TFE ), DA rh s S e Hgs AL
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JE IRk TR, AR E R R I EdE A R g m s v . FE R T, AR A ]
SRR MR O 1 FEER (. AETAMEUT, LA RS Fhak

AR B AFI ) SZ B4R EA > TR 1P A MAC Hihl, 1580 E B340, 541, {F Cloud Management
Platform (CMP) 1, sl B nl DA 121 T2 A AR 1P A1 MAC Hisk H5e afREek “2ZE597 =
S5

Bilgn:
Edit NSX Edge Interface (7]

WNICH: 1

Mama: ==u| jnternal [

Typa: (=) Internal () Uplink o

Connected Tao: fransit-switch Change Remove

Connectivity Status: (=) Connected () Disconnected

Configure subnets

et

IF Address Subnet Prefix Length

192 168.10.1* 29

MAC Addresses:
You can specify a MAC address or leave it blank for auto generation. In case of HA, two
different MAC addresses are required

MTL: 1500

Options []Enable Proxy ARP [ Send ICMP Redirect Reverse Path Filter | Disable | - |

Fence Parameters.

Example: ethemetQ filter1.param1=1

oK H Cancel |
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PLUN R TN, —ANBralin vSphere Distributed Switch |11 4 T4 5 11415 ESG %8s
FIGNAL, BT ESG R RFIINERE AT B IR T 2SS s e L

New NSX Edge 71 bb
. Configure interfaces
" 1 Name and description
w2 Settings
Configure interfaces of this NSX Edge
" 3 Configure deployment
oy g J o
L 4 Configure interfaces
] Siibnet
5 Default gateway settings vHICS Narme IP Address Prefix | Connecied To
& Firewall and HA it
i] uplirk 192.168.100.3.24 Mgmi_VDS - HQ_Uplink
T Ready to complete
1 internal 182 168.10.1* 29 transit-switch
Back Hext Finkst Cancel
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9

10

A

[T NP
T DA MTU i, (HECRRERE 30 FRCE MTU {H,
B
Hew N5X Edge 1M
+ 1 Name and description Default gateway settings
w2 Settings
[+] Configure Defaull Gateway
" 3 Configure deployment
+ 4 Configure interfaces WiC: «| uplink | =
5 Default gateway settings Gateway IP: = | 192.168.100.2
& Firewall and HA MTU: 1500
7 Ready to complete
Back Hext : Cancel .
e P kSR . H A HA 254

AN ASRAEOR I E B KR SRS, U BRI REse B hde i A it i

BRMBOUY, BAEFTA NI NSX Edge ¥t R H B, BRIANHEICRZI ) “lA" o e HEAR
HfFfgdE ESG L, WHEICRAfeaEME 2 HE, HiEm NSX Edge [lkfE. Kb, @Sl s
2 syslog R55#%, FE¥ AT HEH & B0 s RS DL T/ A i 428

WEREE R, 5 HA S50 BRIAEOUT, HA & EshEBPiEz D, I [ sho oAb iER:

IP ik, NSX Edge S H5MiAHE AL SBm vl vE, XA R M LA AR T B B . dndi el
ML IR S, WHBI R LIRS A AE sh, BRI, 4% IR —A> NSX Edge FERILAL
FIHEIRE . NSX Edge 2 08 TS il 324 1B L, ITHfREDEH7E #4244 1] DRS 1 vMotion 2 )5,
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P~ HA NSX Edge [N IHEAE R/~ ESX EHL L. PR vCenter |35, SARLE Y
BEAAL T i — IR AR T . R%i4 5 NSX Edge HA i1 HA FEA 145 B Ak IP Mihl-, DL
I TS . RN AL E HA SE0NEE L . Ao el A", (HORACEA T
P2, ) UL A2 oRssse . Bl Edge #4%, HHTRACETTPERE, #if Edge Bk
Fres RS HAZ R HAL BCE BT, 7% Edge #8 FUR H HAG LIRS B NI TR) B
QAR A AEZIN T BN AR R BRI =, W Bes o ANE B, Iz e s B
RN TRITRIRG N 15 0o IbAh, BRI PLR ] CIDR KU NI/ EE IP Mok, DU HA FERIAL
A BER: 1P Hik, S EE IP b A S AT AL B 0 1P ik &, I AT IR ER .
ANl S F AT AF AR 1P ikl B2 REs AR B RaE 4 5] NSX Edge 2 anitt.

B

New NSX Edge _ Q' |
+ 1 Name and description Firewall and HA &
" 2 Sattings
[+ Configure Firewall defaull policy
" 3 Configure deployment
+ 4 Configure interfaces Default Traffic Policy: (=) Accept () Deny
+ 5 Default gateway settings Logging: ) Enable (=) Disable
6 Firewall and HA
Configure HA paramelers
7 Ready to compiete Configuring H& parameters is mandatory for HA to work.

WNIC = | internal [+ ]
Declare Dead Time: |15 (seconds)

Management IPs:

You can specify pair of IPs (in CIDR format) with /30 subnet Management IPs must
not overlap with any vnic subnets.

Back Next F Cancel |

W ESG YJm, B CEHUMBEE” ME, JTIT Edge BRI RIIEESIG . Wstlar, iR PA ping
BRI .
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BESR

TEEB— UG NSX Edge #a5EAL I, NSX 2 i BBl USRS L. AR RN R 2
HADENL, M ENUTREAS S T A ZERAUSEISA L. Hik, VMware UG AHEI A AL,
PRI T BB UA BN EE 0
http://pubs.vmware.com/vsphere-60/index.jsp?topic=%2Fcom.vmware.vsphere.vm_admin.doc
%2FGUID-5FEO8AC7-4486-438E-AF88-80D6C7928810.html,

BlfE, (ERTACEE th A So VRN & B AU e 2 o

EEER/EiE

RIPCHEASER BB BRIAASS, 2 Edge IR S5 MSCE s A Ut a5 e shaA s rhir 4 (= B
WHHATIEARIZ T NSX Edge Sl REFEIL FACERR 1. £72%EEL NSX Edge fIfFE., 1525 NSX Edge
U=

SR

5k %] vSphere Web Client,

McE R A2 4 (Networking & Security), ZX)5 i NSX Edge (NSX Edges).

Wik—4 NSX Edge.

& (Routing), JAJ5 ¥4 /L E (Global Configuration).

WK LM (ECMP) B E , 15 d3 % FHECE (Routing Configuration)ss 144w (Edit),
IRIFIAATEA T 181

a h~h W DN

BT iEH
WTF Edge WIS 4 ECMP, 115517 ECMP 5% JJE A (Enable)siZ:H (Disable).
ST EER A a  uEh “ECMP™ I, s Bkt “ECMP” B HZEA]

b Bk “HrE” .

ECMP & e vrilind M e AR N — S Bl (s & B A EARRORE FH RIS o XS R T DS R
SN, ATPAE OSPF Bt BGP Z5ah & th il A Tl febr it B AR R0 g5 R . TDAEEAE “i
g AHFAER B LA PLES BRI T —ER ARSI S R . Bz R, BS Wk
DRSS o

Edge IR MIS<FI ] Linux PIZEHERRSHE, 15 TR IO E IR . A N R e IR H AR 1P b
HEREE F—R ST, BRI s E ) F—R S 2R e iR A B R e e i N —R s
BRI IPv4 % FHZE /7RI 300 ) (ge_timeout). 4SRN S HAEIZAS (R Be N — BN B, AT DA
FHZEAT SRR . SEBRIREER R EAE B IR BRI S HI 3RS I & 4= (ge_interval = 60 7))
AR FhE s F XOR Bk MATAERY ECMP F—iR A6 b i F—iR i RS P a8 a0 i
JERTERR IP HoHEE AR5

1F 6.1.2 N Z Rk, 5 H ECMP EirE Edge MRS5S RE AL AR A A B ks . NAT SRS
RS TS ECMP il &5+ 1. 4 NSX for vSphere 6.1.3 12, ECMP #1455 #5 255 ks v DL T4,
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NSX EFEHEH

6 SEFMOTEEK S FIOXKIEEEE ID (Locale ID), 15 ER HIficE (Routing Configuration)57i4 ({474
(Edit), FAXIKiE ID, SRGHRE “0iE” .

RSN, XA 1D #5 h NSX Manager (1 UUID, {ES2, 2 R 6 s TS th 25t 5 T 7oA
Mo, WIRTDAE RS 1% UUID, X0 e ID A e BiAEEs vCenter NSX Bk 22 0b 2 EAEE L B FH o
HITEEE, W& 0% vCenter NSX #1441,

DX 1D AR UUID KR 31407, XXXXKXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXXK, H g
A X #E N 16 kT (0-F).

7 EHREBIANC, R ERARISE (Default Gateway)ss i {4 (Edit).
a e, MazgEr AT LAvs Rl EARMIZR I N —ER R
b BAKIP,
c  (Alk) BEADGEKRE ID,  “DISRE ID” X AU Tl P Fh s 1.
d (") %t MTU,
e WERHIE R, HENEE IR (Admin Distance).

BEBE— T 1 A1 255 2 [AfMH . M5 @ LS A AN R, AT AR B DR 2o B P P i
FHo AFEEDUIR BB, AR S e BTN % o
xR 91 BUASIEREEES

B IR BRI 2 SIPERY
Cakd 0

s 1

SN BGP 20

OSPF Xy 30

OSPF [y 110

PR BGP 200

f (k) SENERARISCHORR
g HLfRFE (Save).
8 ENIHEEIAKM, HH AR EEE (Dynamic Routing Configuration)sZi/i (4% (Edit).

a [&H% ID (Router ID) ' Al TRHER HIHE A 2 PUAZ LA SIS Eh 850 ) NSX Edge FUEE—> FATHERL
IP ik

b EHZEI AT
c FEMAEIER (Enable Logging) A fR1r H Sl x5 ., AR 2R H S0

RIS RALE T IPSec VPN, ISR {d T ZhA 1 1 .
9 [ &7EK (Publish Changes).
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RESR
LR G E, TR (Reset). XCRMERATATMACE (BLARCE . #SACE . OSPF [ E A1 BGP
P E AN DR L) o

NSX Edge Bt &

— BB T —MAEEIaA T NSX Edge (BT, 78N 7 — Al 22 M AR I FRCE T ERIAMDE [ kB3R
WA PR ), MRTLAIT AR 6] NSX Edge k55

ERIEH
NSX Edge S (145 4IE 15, HIIE BALLHLE (CA) 2 AIKIE BEAK I CA LIS AIIE 1.

BiE CA Z£ZiLfH

AT A CSR I HARAT CA B84, WERAE2 R0 ER CSR, 1% CSR RIS HHIITAT NSX
Edge.

S
1 PUTA MRIEZ—

BT WiA
St a  TER%| NSX Manager B4,

Bl R kiR, ARE NG “SSLuE” .
¢ id;4H CSR (Generate CSR),
AT NSX Edge HIiF3 a %) vSphere Web Client.
o REE 224 (Networking & Security), #4)5 511 Edge IR%% (Edge

Services).

Wit~ NSX Edge.

HHEE (Manage)iilii |, A5 H1E5#E (Settings),

¥ UFP (Certificates)fif42z

L3 (Actions), SRJEUEE4ERK CSR (Generate CSR),

o

- 0 Q O

2 FNALRAIAIR,
3 ENAZHN . O A RIRXAER X
4 HENIZ AR R Ik
W, SSL VPN-Plus ({34} RSA iiE15,
5 HUETFZGEIRINETIR N,
6 XFTafuibt, SAURBA,
7 RIEAE (OK).
CSR KA It WondfE “UEf” Ak,
8 IH(ELRUEBIUANIL Atk CSR %544
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9 SAZLUEP,
HHISLUF BN A
PATUA FEEZ —

]

(o

m BRSNS ZUETS, 1 NSX Manager Virtual Appliance 45 H1 535N (Import).,
m 35\ NSX Edge %2k, i7EuET (Certificates)yblii - i L #4E (Actions) 5

AIFF (Import Certificate).

c fE “SA CSR” XTHEMEH, HilEAE ZUEHHIN %

d FLHE (OK).

IR CA 25 ZUE B o fEuE 413k,
i CAEH
LRI CAUE, AR LABCH A RGN CA. SRS, BsiAREEE H O ks,
L
1 %% vSphere Web Client,
2 pEgFZR4 (Networking & Security), #A)5 .1 NSX Edge (NSX Edges).
3 Bli—/> NSX Edge.
4 HIVEE (Manage) el £, SR EAE TR E (Settings) el i,
5 9 (Certificates).
6 ipkyin (Add) () EER 2 CA IEF (CA Certificate.).
7 KRB EEEDERIEE] UEBNA” SORHER
8 HEA CA UEPRUMA,
9  HAE (OK).

TEIAE AT LY A U3 T35 44

BRERERIEH

ADABIEE . 22 BERA T 25 2RSS R IE T .

AR &M

B CAUER, DUERA IS A CuEB

EZ3

1 5% vSphere Web Client,

2 PR ANIZZ 4 (Networking & Security), ZXJ5 i NSX Edge (NSX Edges).
3 Bh—/ > NSX Edge.

4 pREERTR, ARG TRE RS R
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5 R,
6 XML M APBRAER CSR,
a IRRE, SR CSR.
b 7 “ANMAW” v, %A NSX Manager [ IP Hihikok 52 4R 45 % (FQDN).
c  HENALIAMFNRAL
d SNSRI . B/ EBXMER M,
e NFNLZIENEGE BN,
T, SSL VPN-Plus {37 #F RSA IE15. VMware ik EE RSA DLSERIA EAeA
o AR R BN RN
g BEENUEPAEA,
h  HEHE.
CSR K LT oAt “ub45" Ak,
7 Kb O AR BIuETS
8  PLLHRME, AEEEBEREIET.
9 BANPZAUEBINARREL
10 pERE.

N

fER%EFAIRIES

ATl CAl 548k REST JAHEIE% Fomitds. Filn, Ar DURIIES /0 R ar g P, AbfTe]
PR UEA %k fE I Web %5 | o

e FmUE S R EAAAE T, AL R N R P & B SA% FamiEds, FEATIRRE i P it
FumiE AR Az . VR E P ARSI SS A, ATLACRE S TIIE N2 R 55w % b 4541 e
IR o MR UEAS B ELE S2 T Fadd

ARINER BETIR
UEBRAESE (CRL) 21T Tl MR A3, i Microsoft fe it 254,
ARSI BT

m R UET LA R I A

w R H Y

= WU IR SR

w PRAAT RN H Y

MR 2T IR SS ARy, IRSSRe AR IZ R E B B CRL 25 H fevraldtga il
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S8

1 Z%%) vSphere Web Client,

T A% 4 (Networking & Security), X5 ii; NSX Edge (NSX Edges).
WE—A NSX Edge.

HEEE (Manage) i, REHIR A TE (Settings) il i1,

Y ESS (Certificates).,

o O A WD

AN (Add) () 445, SRR CRL.
FUFBNE (Certificate contents) kbl 41 2
(Al ) BEATAR,

9 RIHE (OK).

~

EIREE
FIVAENIN . iR . NSX Edge SiBiR— B RFNLIRS, BEmEINED— Mg,

g

FERBEHT 42007 NSX Edge & /DU i—/ %

p

1 5% vSphere Web Client,,

ME 4R A2 4 (Networking & Security), ZXJ5 i NSX Edge (NSX Edges).
MiF—4> NSX Edge.

TR (Manage) il -, A5 L% E (Settings) Ll .

a h~h W DN

{F Edge WI3<## (Edge Gateway Appliances), ¥.d:%%h1 (Add) (F) 2157,
RS R Bl SR IR AN SR A i

(AlE ) BRI INEIR AL,

(Al ) PRSI INEIN vCenter SR,
FLERIN (Add).

© o N o

WESE

ATPL 4t NSX Edge 145 .

1 5% %) vSphere Web Client,

2 LIS (Networking & Security), X5 5.1 NSX Edge (NSX Edges).

VMware, Inc. BT AR o 83



NSX EFEHEH

3 Wik—/~ NSX Edge.
4 TR (Manage) bl f, SAJETRE (Settings) il .
5 {f Edge M4 (Edge Gateway Appliances)r, R H 11445,

iR (Edit) () bR,
7 E “Y4iH Edge #EAET MHEAHERT, HEATIE MAUFE M
8 I fRFF (Save).

B 1% &

A PUINES: NSX Edge 4 .

PR

1 %&3k7%) vSphere Web Client,

2 AL gAIZE4 (Networking & Security), X551 NSX Edge (NSX Edges).
3 B/ NSX Edge.

4 BT (Manage) il |, SRS LT (Settings)felii K.

5 {f Edge M5i#%4% (Edge Gateway Appliances), P E M4

6 LR (Delete) (%) [k,

EM#ZEN

NSX Edge 55 WISk FIDAA T APIBEELT 1736 HE 1 skl 1. — 1 NSX Edge B2/ Doty
PA AT, DR AT AP .

—> NSX Edge WA /DAT—A> e A T DO HEE T

BEEZEN

SRR, WSRO TR E, i FATEER O TE bR E . 42 RS (DLR) %822 Edge

IS5 M (ESG) I, Herhas FroEI0oh FATHER R, 117 ESG IR PNBEz I . NSX Ardkdz 3 ]
TNERRALS, AT FH TN . dhakpz I e 4k 2 AP E4% (VLAN Bk VXLAN)

NSX Edge IR%5MC (ESG) i 2 M DI HAWEEEL L FATHERR R sl gz, X EER I NSX Manager
St 1) ST

NSX #5555 1] DAFE RS ESXi FHL EAA 215 1000 o0 i 22 th =5 (DLR) 528, 7F F M thas b,
AT DARE 21k 8 A PATHER I DA M 229k 991 MR E o X HEfR %I NSX Manager 55650, 4%
NSX I rhfz 1y RBIEAEE, %20 https://communities.vmware.com/docs/DOC-27683 |1
(VMware® NSX for vSphere WML TTHHEFE ) o

W
1 &3k7% vSphere Web Client,
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a h~h W DN

=)

10

11

12
13
14

15
16

i 4R 1224 (Networking & Security), #4)5 51 NSX Edge (NSX Edges).
BE—A NSX Edge.
HREEE (Manage)ii i, 285 H#E0 (Interfaces) el | .

VEFERL 5T I 4R (Edit) () EIbr.

& “4i Edge 2117 MRHER, BEARZONAIR,

VPRI (Internal)sl_EAT8EE (Uplink) DASS R HE P ESA S AN B2
FEQIEE TR LI, 2erhgk (Trunk), AoSE4NE R, S WA T,
BB 1 SR B 1)y 1 2H o B AR Lo

a HIEZERS (Connected To) 7 E55 i 11UE#E: (Select).

b ARPEEIERRIFE NS, AT (Logical Switch), FRfEsi 4 (Standard Portgroup)
ks 148 (Distributed Portgroup)iZtlii .

C  HERAISAE A S 4L
d %E (Select),

HEPEPE D BEARAS .

{FEE ¥ (Configure Subnets)i1, Hi:7MN (Add) (%) [Elhs, DLEEE LT,
— AL R AR S T,

TEPRINT- (Add Subnet)l, (700 (Add) () RN IP bk

WMFENZAS P ik, MIPTDAGERE: 1P Mok, — DO AT AEA— 2 IP b2 AN 1P ik,
NSX Edge K1 IP it Oy Al A= s e O J -

W 1P ML INEIE 1, A REAERT A DhRERCE b

SRR VN T RS, RS T ARTE (Save).

MR RN MTU,

TEET (Options)H, SRR,

BT VA

BRI ARP SRE AR > T B A e 2

53 ICMP B[ K S AR L

RSBk W F A R TR o T T T 5 T, ZE TR, AR B 2l TR

SRR R B . ERIECT, I B AR R TR Thakh

BENDISE, SRE ENIN (Add).
FHHEE (OK).

VMware, Inc. BT AR o 85



NSX EFEHEH

il B 7% 01
AT AR NSX Edge #11,

1  %3k7%) vSphere Web Client,

H N2 4 (Networking & Security), X5 H:1; NSX Edge (NSX Edges).
Wik—/ NSX Edge.

BT (Manage) el -, AR5 T8O (Interfaces) ikl .

VeI

MR (Delete) (%) K47

o a A~ W DN

BAR#EO

WAH NSX Edge A HIE A AR ES 1232 Clit A1 SOB HAH L) NI,
Bz

1 %53 vSphere Web Client,

2 g4 (Networking & Security), #AJ5 .1 NSX Edge (NSX Edges).
3 Blli— NSX Edge.

4  HEEH (Manage)ili K, A5 HEEO (Interfaces) it i+

5 SERERMNED.

6

¥4 B (Enable) (V) KF5,

ZER#EO

] PAE NSX Edge 25211,

IR

1 &% vSphere Web Client,

2 ERIZRANZS (Networking & Security), ZXJ5 i NSX Edge (NSX Edges).
3 Wiki—/> NSX Edge.

4 HREM (Manage) bl &, S5 RN (Interfaces) bl .

5 GEBEEAMNREC,

6 y:ZH] (Disable)&br.

EXRERERME

AILLFE vSphere Distributed Switch 25 NSX Edge 2 1 52 P it i 35 0 i o

VMware, Inc. B AT 400
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TR

1 M5—1 NSX Edge, 55 0i5EE (Manage) > & & (Settings) > #[ (Interfaces).
VeFF— R,

LR (Actions) > B E R EHEE (Configure Traffic Shaping Policy).
PEATIE G A

AIEBI TGS, 165 Wi R .

5 HliE (0K).

A 0 DN

IO
AIPAZE PRk F IR TR, 2% L85 1T T T- NSX Edge RS
'é N\

Edge

% ° ° ° %
A J

EHEF 0 E#FF 10

GBS ARSIV ESitk

m  VLAN HgRb@brifEn, FLE T TARFRAR ESXio & FH TRt VLAN Jititiy A Edge Hi.

m  VXLAN Higk s I NSX FOR 6.1, BT VXLAN i\ Edge 7.
TR TLLT Edge RS

= DHCP

= & (X BGP)

RS

= IPSEC VPN

= L2VPN

THAREI T HA SoZ 50 ko (B2, ATRAER KRR Hh B2 0 1P ik
g

1 7f NSX Edge W& > BT R, HhEO.

PPt () bR,
1E “4i Edge 107 SHHHE, EASEIHIEHE.
4 fF CPH o, eBhgk,

w

VMware, Inc. { BT AR .
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5

10
11

12
13

14
15

16
17

VePRIZ LR R B bR 1 2 o3 A s 1 4.
a PHEEERR TR NIER.
b AREEERERE LI S, iR E A e oy A = D e K.
c  HEBSAINIRIIA, SRIE A HE.
d g,
TE TR v, b,
HEEAFER, RERATEONSAM,
{ERE ID 1, ST 11 4094 2 RIECT
BEIE 1D TR A PES o 2 Pt ;ORI S5 2 ik b AR A A A ] o
fE “5 SRR, GeBRDL NI —DAAE s SR IS
®  VLAN, &5 VLAN 4,
BEONTFE R IO EE L LAN (4 VLAN ID, VLAN ID (5 TPk 0 %1 4094,
%%, 2% VLAN 5k VXLAN 2%,
PTG, SRIETERR A A1 A L. NSX Manager B2 VLAN ID, F T rh4kfd i .

G, JITTAEAREMZS S VLAN ID (01550 N el 720 o % R rE NSX Edge O AREE T, JIT
TEAEARPAZEAIAE SR (AR ) P46 R At .

TR WIS IR 3, Rl “BCET R DOS BT AR,
TE “DRINA-pA” vh, B EINESRLAZR N 1P itk SN IP Higik, SRR FREHE .

WAEANZAS 1P sk, WIRTDAREEE S 1P Mk, — DRI ARA A3 IP A2 1P Mk,
NSX Edge K- IP ik Mgt A= i e O i

BN IIRTERAE, SRR HLRARE o
RS EGE 12 1 AOERIA MTU {E

FRZkEE 1 IERA MTU 24 1600, 32 CERIA MTU S5 1500, F-3:001K MTU B7%5 T/ T NSX Edge
(IR AT ke L (R e ik MTU

ERRRRREE N, DO 5 AL L.
NEETVEEN MAC Hidik,

HIT TR ASHE HA, AT —A MAC Hilik,
R S T AR 1 O ERIA MTU

TEHAE .

PUAERI AT YE Edge AR5S A fH0

BESE
GUSFRAE TS BN P4k vNic 14801, ERECE VLAN Hgk, 152 W E VLAN Higk,
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& VLAN Higk

W IR oA s VSRR ZR AU -RIN - 2xErh gk 1 B ShRCE VLAN 5 VXLAN gk, 3
PR VR INE R VLSRR R AR A0 I, SCHF VLAN gk

AR

ARG bt 1 41 SR 4k vNic IO A ol W42,

SRR

1 %% %] vCenter Web Client.

2 7 MZ% (Networking).

3 dekebRdEm A, ARG 4R E (Edit Settings).

4 A VLAN B3R

5 f& “VLAN ZRA1” g8 “VLAN HRgk” | SAESENZIREET VLAN D,
6 ILHE (OK).

EENNEE
WIERE R A SRR, NSX Edge B pG Kbk . NAT FIEH, DUS A XSRS ids il e anik
R EE N AR, W AZTF-BhAs IR k% . NAT A rRic e, DAEPsHl 0280 . VPN % NSX Edge ik
B2 TIBIERY N
SB
1 Z5%%) vSphere Web Client,

LT Mg FNZ4 (Networking & Security), SXf5i1; NSX Edge (NSX Edges).

WE—A NSX Edge.

2
3
4 REESOR, RE R E IR
5

e (B) mh R AR,
6 SHTARIER, AE LR

B CLI £1F

AT DA T8 A T (CLI) s

S8

1 Z5%%) vSphere Web Client,

2 A4 (Networking & Security), X511 NSX Edge (NSX Edges).
3 MiE—> NSX Edge.
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4 IR, AR RE IR,

>k mEaae (B Eho s ER CLIRE.

6 JEITiE Mg
7 HilIE.

STl
EAFIME (HA) il NSX Edge £t AR SS vl T, Bk sl i S 80 a /Mg £ A~ . NSX Edge
HA i KPR D DI AEH U TR], A SR QBN URTR], RS 2[RI AR bt ] e s 2 g i 4h
FULRSS .
4N, NSX Edge HA [AlE A RAS S KBS HOE RaR s 5l 01 8O P s RAF AT IR S S B ST IRSS s
ORI R EAROIRSS T R Sl s, 75 NSX Edge 15 & thesisf T LG s thidE S
HURTHE]
A, P NSX Edge HA &85 ToilfE, B T 28 M sk 2. XTI T, PAEAER T NSX
Edge 1] I R-ERES) NSX Edge ARSSHOTT M. QR A— &S URGAE, (ERd il G, M
NSX Edge HA ¥ Bt im sh Al e HARAS . AN Se Oz g, I BN A& T i e fe i A e
FRAC TR BIRAS, WS MR ZIMT N . MERXRME I (FRAINEZL ) JE T LA R EREE S 8 in :
PSR, AR X
m  NSX Edge If{J CPU s34,
n [RESEE DA NSX Edge HA AU ARSAS ] T ING I i Tl
B, Mot B E S AR P R E AU UNY, B 23] NSX Edge HA faiE EFIMERES S =0 Hrilis, 7R
R R 2 1], R A7 R I T HE 2520 NSX Edge HA fae i,
BRI MR ek e L S E RS T A ZE
B TERESIEDAAN,, 7F HA Fo i 5B D R A El HA SEP R IR, 20022 31 295 4 o

BRESTAE

J: NSX Edge WAL TR ERAS, B AL THHUIR AL, NSX Edge e &S RS nid e, 7ath
AIPATFEE NN 45 . VMware A b IRt AR i b O R S MBI 2 . R ik
SRR 2 QR AR o] — SR s b, B NIRRT EAURIEE S, DL HA &5 B
AFIR ESX FML Eo iR Bl A A 5 RS, WA LSS AE R — A |

firfs NSX Edge IRSSHMEIR shik s FisdiT. LiR&S4E & RS IRIIGE S, FHamd e Rk ikss s
/‘%JTO

R ALESRE R TRIN CERAMEN 15 B ) B R ORGSR S s o E s 1 iE1T. 25 H
PRI NIE SRS, B FIRASAHOFIAIACE, SRG R shoe e %5 g1 T NSX Edge JIRSS. &4 Dk
W, 27F “UWEMIRE RSGEM: (System Events) el i i — R4 b, 1aCEzefl VPN iR
ST S5 NSX Edge 119 TCP 4%, frlUE HR A AR AR S b o 3B AEAS Ml LIERE RIS Kk B 2 ih 1
TR RS 2 M TIE S, AL R 2 R BIR 55 ik
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AR NSX Edge e R AR RS FEURIRAS, HA R ifil[nl b & AR i s A R 12k & . IRETR, 1%
R R YRR RARCE, JFRFILIRS. a1 NSX Edge % U5 1HiaTT, Bbaililikizks, 2
JE IR IVE &2 o

NSX Edge P HifREI{HEAE 41 ] DRS 1 vMotion 2 )=, W/ HA NSX Edge M LIAER—4~ ESX F:4L
b (BrAEVATFE 85 2t vMotion B — F R £ R EHL) o A RRIIALERTE vCenter |5, SEEER
BERAL T — IR AR A5 . 4 NSX Edge HA H HA FEINL A A EERS 1P, DLEE A T
TS . R DARE T B 0 2 1P bk

WARBCE T syslog 55+, MiGEhdes B H SR AR E] syslog k554t

vSphere High Availability

NSX Edge HA 5j vSphere HA %, 1iz1T NSX Edge 92l 01455 1R1a1T, ) NSX Edge 375 %% 4
MLETH RS, e NSX Edge HA /5T DA E T— ke b4t

USRARF ] vSphere HA, AT EIRAS & ) NSX Edge HA e — R DI R AL Tis sk .
e, WERAERDTEE A HA R BT H B U)ge, MR A B NSX Edge HIHFITE.

H %< vSphere HA [1i4i(5 L, 1520 {vSphere "] FIPE)

B RAEEREE

R DL A AE 225 NSX Edge IR HA il

SB

1 5% vSphere Web Client,

2 K ANZL4 (Networking & Security), 245 Hi:; NSX Edge (NSX Edges).
3 Wiki—/> NSX Edge.

4 FRLETE (Manage) il |, )5 il E (Settings) il .

5 {f HA FtE (HA Configuration) it 41, -5k (Change).

6 fF “THHBCHABCE" SHEHED, R I TS

B WERAT R HA it Edge e PRI T L2 VPN, JIAZ &/ DU B AN . QsR7r I Edge
R T —ANE T L2 VPN RO, ES1E Edge #7% FAEFT HA,

7 HREEE (0K).
{£/H NSX Manager Xt NSX Edge #1TiR&l[EH

ATPLM NSX Manager [fi] NSX Edge %k 15— MK,
LT E0 NSX Manager CUAIY Edge Fic w7020 2R A 4100, S 520

B ONT 6.2 KA AR, SRR T DA ARG A i SRR, (ER A AR AT R tH AL
I:I:]%ﬁo
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SR A R B TV T R
" Edge W& IS, I RMICHE
SRR

= 1% NSX Manager &= NSX Manager @477 NSX Manager, [ Edge 2855 g hies, ML
il siea S

n CERPIRTANDCENULEIEE., VAR A s d s 541

EE {5 vCenter NSX FRkHT, 464 32 NSX Manager |5t ]2 NSX Edge 92491, 525 FHAE
#igh NSX Manager _F5il[H2 NSX Edge 543l

TR

1 %3k7%) vSphere Web Client,

2 i MIgRANZ4 (Networking & Security), X511 NSX Edge (NSX Edges).

3 &> NSX Edge 544,
4

- LEAE (More Actions) ( & ) EFRI 2 BR %R (Force Sync).

BLEIZFE Syslog fR%5=5

AT DAL 2 — ek AN E R syslog IRS575 . 5 MM NSX Edge a5 i HE B kSRS NSX Edge 25
PERTH B 12 5] syslog 5+

TR

1 %53 vSphere Web Client,

gk N4 (Networking & Security), 74/ il NSX Edge (NSX Edges).
At NSX Edge.

PR (Monitor)ielii |, SAS I E (Settings)iflii 1.

TEFEYRMR B (Details) A, i Syslog Ik 55#555 1013 RK (Change).
BENX M IERE syslog Ik Fae) 1P Huhl I e bl

HEHE (OK) PR AL

N 6o g b~ W DN

#&FE NSX Edge BIIRTS

IRASTURE it firde NSX Edge (£ BT R A, UM B k3% 5 03 P sk 55 g s B
PR

1 &>k7% vSphere Web Client,

2 i gkAIZ4 (Networking & Security), #4511 NSX Edge (NSX Edges).

3 Al—4 NSX Edge.
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4 IR (Monitor)elii |

5 GEEESAESHE BN

a5

T E A NSX Edge [1F4I{5 £, 15155 E (Manage), S5 1il&E (Settings).

EIERE NSX Edge
g ilE 2D S NSX Edge MRS AT TT, An PLE R NSX Edge 524,

T AT R R . N SR TR AR AR, PRI TEDR AR

FHTHE NSX Edge SR FEETUL M RAE:

= R Edge Bees, FHAEHIN A Soslic B b A T

N IElRS R R B s, SRS NI s 2 T O

BRI LR B R AR I, SR e P R I SRk 1 T O

WA E R T RS, R T Ry OSPF 4.

EE {05 vCenter Silirh, AXAJGE T NSX Manager | FU# % NSX Edge 54, SRFSEHIED NSX
Manager |- g% NSX Edge 5247l 75 HUHTE# 4= NSX Manager 4y NSX Manager.

IR

A FEAUAE T AR AT e BER LA &S ) NSX Edge IR 55 WSk 2s . AR NSX Edge k

INFPRERBIR, WHE WA 1 55, NSX [ RGER,

m GfFES NSX Edge S, 7EFDFss ARG NAET “EFT IR IR AN KN NSX
Edge %%

» M NSX6.2.3 /I, fFmgsE 2 HA 1) NSX Edge S5, BAF B H A58 2 BT SRS 9/ sk
o XEMA, TETFRAERI NSX Edge ], BEAPU AT “E4T IR IRSFHEAMN /N
NSX Edge 1#%. EHHTBE NSX Edge 520, £— HA & Al RESA M IR

® 7 NSX6.2.3 Zh], AFHIHEEA HA I NSX Edge S, {SAE B el A A I 558 — N e 45 o
XEWRE, RIS LER NSX Edge I, REEA=4T “CAFHRIET REFFE AR/ NG
NSX Edge #¢. FETLHTAP NSX Edge S:iljm, aH LA HA 251 0 1) NSX Edge s 2 il k.

E7Z S

-—

%l vSphere Web Client,
R4 (Networking & Security), X551 NSX Edge (NSX Edges).
WePE—/> NSX Edge 524

A W DN

¥ EHRE (Actions) (@) [ EESHYE Edge (Redeploy Edge).
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NSX Edge FEUNLE BRI, Fra iR SEBEEIR . Gk IR ANRIEN], 155<H] NSX Edge
REAAUR )R, RIS TR EE % NSX Edge.

E - AELL MG A A T REASEIEH

. R4 NSX Edge [ M ASFLAEAE T vCenter Ji5 5, sk 45 44 ID (Mold) & 34

m 22T NSX Edge MOEdE 7% E i/ 2 #3E A T 5[]

%52 NSX Edge #1111 dvportGroup A~ FH/7AE T vCenter 15 HiH, k1L Mold ( vCenter Server HbR
PR ) LU

WA AV FAT—15 0, aZiifE ) REST API A FHR B i . Bdlf7 % dvPortGroup Y Mold., 1
Z: 0, (NSX API 42674 )

T# NSX Edge M ARZFHE

AL AR NSX Edge 529 N3RS H H k. anif el NSX Edge S FHms vl I, TR A~ NSX
Edge FEAML FEEAR L HEH &

1 %% %) vSphere Web Client,

2 I 4 (Networking & Security), #AJ5 i1 NSX Edge (NSX Edges).
3 P/ NSX Edge 54,

b opnmEsn (B) i TREARRRE A .

5 AWEASFIHEE, BT

6 & CUERE MEAET OWEHERR, SN E Bz H S SR E R

7 HRE.

8 ik,

ﬂ%j]ﬂ ﬁ%:uﬂﬁ' Eﬂ

FILLA EARA- P AT I i o

73

1 Z%%) vSphere Web Client.

2 g INZ4 (Networking & Security), K)5 %1 NSX Edge (NSX Edges).
3 Wik NSX Edge.

4 pEEER (Manage) b, SAJ5 MBI (Routing) /el |- .

5 MR RSB H (Static Routes).,

6 kRN (Add) () [Ehr.
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7 R CIDR FoRiL8ENARIZS (Network).

8 # N N—IKE (Next Hop)t) IP Mtk
I R AR EL R B N —BR o
WA ECMP, RIDABEANZAS T —ER S

9 EEERNINFHSE HUEO (Interface).

10 X1 MTU, i tidiE s mEmE (ARGEE) .
Z MTU ABE T NSX Edge #2111 % #1f MTU.

M PRI R, HEENETE GIEEES (Admin Distance).

BEBF— T 1 F1255 Z IR M40 e MZ A 2 R, PR IR PR DR B Bl FAES i
EIR DU BN, BB e BTN R
*£92 BNBEHERAKES

BE HRIR L UNCEE R
[RRCEE 2 0

S 1

SN BGP 20

OSPF X3 30

OSPF X3 110

M BGP 200

WORETPIRE B50h 255, 2B AR th S thk (RIB) AR Z TR, M A IRR S
12 (k) BEAXIEKE ID (Locale ID),

PRINE LT, S NSX Manager BRI IX80% . 1ID, ZEI R @ X0 1D 2R i S5 1 X
K ID A, X e R R A B LA VR Xk B 1D ML, S 405 5., 152 Wi vCenter
NSX #4h,

13 (Hk) HEANFSES AR (Description).
14 HLTE (OK).

FiZ8E (%) BHI[Z LAE OSPF

FEZHEE RS G OSPF mILUS FIZ i thas < IR ER: , PANM MNP HH#55] Edge k55 2%
(ESG) MM ER:

OSPF jtf 5 T2 AR e rh 2 TRI B3 E A T B 0 8 F

—/> OSPF PI4553 W 2N thDXCet,  PAOSAE I S FBR i T ok /e DX R AR DR Y OSPF
2% | I e SRS FRE AR 5

X3 X3 1D A TAR I
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AR
AP £ (320 BR R FACEY OSPF FsAC B Higs 1D,
JEHES igs 1D, 125 B RN TE R sl B ToEk R

PR
1 %% vSphere Web Client,
2 gk ANZ4: (Networking & Security), 7A/5 .1 NSX Edge (NSX Edges).
3 BhEEE .
4 HiiEgH (Routing), Sl OSPF,
5 J/1] OSPF,
a  HilE A LMgRTE (Edit), 24545 A OSPF (Enable OSPF)
b {i¥E Ml (Forwarding Address)t, SN FAILHES s Bk B R A 2 d i 2 2dia B0
IP bk,
c {riiGthk (Protocol Address) ', N 5% &tk (Forwarding Address){y T[] —/ Wi i)
ME— P Mtk POtk A PR E T, DL HRAD.
6 filti OSPF [XJi,
a  WATRAZE B MIBRER AL P AR R X 3 (NSSA) 51,
b XIfE X (Area Definitions), HERNN (Add)Ebr.
c fEAIXIH ID, NSX Edge 4% IP Mbhbuk k% w2 R IX I 1D,
d 7E25A (Type)h, UEPEIEHE (Normal)sk NSSA.
NSSA 2BH I AS SNIBERRIRAE Y (LSA) TN NSSA. “BA WiHi T 2SN I RRERIAS . A,
WA NSSA JifE OSPF B sk Ui 2%, NSSA FlEINEE S N\ E] OSPF B Hhidrf, Mg
51 OSPF 6 g rp ) /N sk B UL IR 55
7 (W) EEERAHEAE (Authentication)f)2/ll. OSPF £ LRI T S 35T

ZDCI N AT 1 1 R A T B AR 1 S5 B AR B ) B . 2248 MDS SHReE AR, Beliofnf%
i = L AU A AR MDS 24

a
b

Cc

7 (None): AFEEMEIE (ERIAME) o

245 (Password): {EIE B dul ik, Admrodioh @b i,

MDS5: It B3t /i ] MDS (THE 2R 5) T, tdmmdiitorh o MD5 KaAT .
1585 (Password)ik MD5 25U/ SR I6IE, N huk MD5 24,
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8 MRETDXIE

a rEOEEHXIE (Area to Interface Mapping)t, M LEIN (Add)& bR JE T OSPF X1
B,

b VERCEMLINIEE LB OSPF Xk,

O (W) WHTE. HEHEKIL OSPF i,
TERZAIILT, HEBR BN OSPF L%, WU, HHf OSPF 45 iy b AR .
a  EAEHFFIG (Hello Interval) i i 11 - o83 AN 5 e b Il gk AR 5

b SBUATHIIFIFE (Dead Interval) i sER I [IIAIFE, (EIZN TRIRIBRI, 8K FRas s 0 P A DG
Z A= D Wiz R — i s Al .

c RSk (Priority) o I ERIML e e LSeSdnem M ISR E I

d IR (Cost) i 2% MU A B CURTFRIER VI8 . 32 I BA S 1242 T T SE R L

10 A &% B (Publish Changes).

6. wEE (2% ) KhF LR ER OSPF

fifi ] OSPF I—/MAH NSX W 7 412 5% i &% (DLR) F1 Edge IR 55 M (ESG) ;& OSPF £IJHHT,
W,
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NSX

9-1. NSX b

162 183.10.1

182188102
Link type: uplink

address:
162 183.10.3

172.16.10.10

NI BESE T, IPH R th 2RO ERIA N 5SS ESG RO IP Hbhl (192.168.10.1).
e rh#% 1D SR thas i EA TR R, B, Ifi ESG [ IP itk (192.168.10.2).

VMware, Inc. { BT AR .
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NSX & HEH

vimware vSphere Web Client f=

4

| oot asirbuses ooy Ackons =

Summany | Masags

s v [ s o

Rerting ConNgurabon

| ceosCotmacen R

Slabc Houtes
QsP¥ Derlaut! Gabeway :
BOR
Roule Redmtribubon
Caleaiay P 152 968 101
T LA
k Adrrin CHEtanie
Descnpbon

Cynamic Roatmg Condugerstn

- 12 A 02

BGR &) Disabled

Loggeng @ Disaned
Lt Ll

I RS IC B 192.168.10.2 (RN L ik . Stk il DUR A7 T [F— A7 W AR AR A7 2
6 FAATAT 1P Hbhl . AEARBI, BCE T 192.168.10.3, FCFEMIXIE ID 2 0, AiTaEEgH:T (T ESG 1)
P ) BB ENZIX

Sstings | Fuewall [REHAG| Drdging | DHCF Ralay |

" DS Conbgurabon :
Glotsal Conbguiaton
Snatic Routes —_
o
BGR Forwarding Adareas |
Recin Radistribulion Gracahs Reslan

Daetauf O als

Area Dehimthons -

+* /S x

" Enabied
192 188,103
192188 102
" Enabig

@ Dmasisd

Ares o Intarfacs Mg ©

* /S x
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NSX FHEH

RESE
T ORI P FHT 20 A RN KBRS AC B Fe V7% 2 IEFANI RS i o
LEARGIR, B TR i i (172.16.10.0/24 F11172.16.20.0/24 ) 3% % % OSPF 1,

Ebgcanebobomert MMt
 Summary | Manage |

[ sekngs | Firewail [[RoHNG| Eeagng | DHCP Relay |

it Rowle Redisiribation Stabes :
Global Coaligmaton 0EFE W BOR
Static Routes
OSPF IP Prefines | [}
BoP *
N —

InRAE QIR RS R T SSH, IR E — A Es K Tkas, VAsevriid SSH Ty e 2] 2k
EEEn R IgIvG 5 S P

Firewall Status: Enabied
d ([ x =r =, Hide Generated nes Hide Pre niles Seardh
L Higmas Typw Souroe ‘Dot b Tl
&1 firewall Inemal Bze &y any
[ ] routing Intemal any any @ ospfanyany
&3 s8h User any
&4 Ditaun Rube Default iy
Value:
192.168.10.3
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NSX EFEHEH

£ Edge AREZ Mk FELE OSPF

ff Edge IRZ5M5C (ESG) il ET OSPF 1Ll ESG #RAIFIE & 1, OSPF £ ESG | i WIKIN FHAEAE
N ESG 585 (4fma) BHFsZ RINSER: o 1XFE ESG RISk AR B2 SR th#e 1032 Pz 1
(LIFS). Itk HFrATLAE B OSPF . 1S-IS. BGP Btk ok szl

OSPF it rh 5 FH 8 AR it rh 2 TRI B3 b T B 0 A8 F A

—/> OSPF WZ553 N2 ANtk DA BB I TR, DO R AR DO AR OSPF
Ee N = Er g i e S

DX R X3 1D A TAR R
AR E G
WA Ar Edge IRSSMADC AL 1Y) OSPF Fr~Ed B Hhss 1D,
A h#F ID JE, Z BRI ESG [ F TRk 1P bk,
o
1 &5%%) vSphere Web Client,
2 g AnZ4 (Networking & Security), #A)5 5.3 NSX Edge (NSX Edges).
3 Mk ESG.
4 B (Routing), A5+ OSPF,
5 i1l OSPF,
a  HulhE A LANgRE (Edit), 2854 )2 A OSPF (Enable OSPF)
b (k) Hif/BMIEREN/S5) (Enable Graceful Restart), i/t T7H5) OSPF k35 HilHIA

S IR L
c (k) )3 FEAJR (Enable Default Originate), 214 ESG KL [ SH/EMER AR K 44 1
E

6 [ OSPF X3,
a  (Afk) MERBRIABCERIZCOR T (NSSA) 51,
b fERX3EX (Area Definitions) 1, FEESIN (Add)A b,
c BEANIXIH ID, NSX Edge 327 IP Huhksk bl % X 1D,
d 7E2H (Type), LEFEIER (Normal)k NSSA.,

NSSA 2H 1l AS FMNEEERER A (LSA) A NSSA, "B M T 2SN I ARIER A& o PRI,
WA NSSA B OSPF 1 itift)ii%k . NSSA Tl¥ AN S NE] OSPF & htdirf, Mifi kA
fUSTE OSPF 1 s it/ N Fasi e L ik 55 o
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NSX EFEHEH

7 (Wk) EEBBEAT (Authentication)J2571 . OSPF 71 XIS T I .

XIS N T A B R Bl A G B ) B A B MR B R 2505, Sl MD5 B33k A:3%, Balkfnf
g Fh s AU AT AHIE] MD5 3

a . (None): AFEZEGMIGUE (BIME) -
b B (Password): {EI NI, (R E i,
¢ MD5: IS MEE kT MD5 (IMERMEIN 5) g, (EimsdiEwrh (% MD5 K,
d A T#5H5 (Password)il; MD5 S0 S48, ARk MD5 254/
8 WX,

a [FEIBLEIXIE (Area to Interface Mapping), FLEARN (Add)E bR & T- OSPF X I
B,

b EEEEALN R I XU B OSPF [XH,

9 ("k) FwfHBRIN OSPF 1% .
TERZEAEI T, BRI BRIA OSPF % . WERAENORE , #iff OSPF X455 i FAHR 5 .
a TEIEMRIEIRG (Hello Interval) W s rE4z 1 & 8 AN A5 25 (0 2 A1 SRS TR] TR o

b JSHHFIAIRE (Dead Interval) i BRI [IIAIFE, (EIZRIRIERI, B FHas 0 e P A DG
Z AT D AR fE R — i Al .

c 5 (Priority) o LINBRIAL e g, DLJeunmnie LU FRE IS AR .
d FMEA (Cost) w124 L ABHE T FRIER T FEO R S22 AT SR L o
R, B
10 H; B4 (Publish Changes).
11 PR T A RIS ARG B Se VIR A LEAIER

76l: 7 Edge AR5 Mk EALER) OSPF

i OSPF fJ—Mii it NSX W 1750 MZ i Fh % (DLR) A1l Edge IR 55 M5 (ESG) 4 OSPF £,
N EFTR.

11 vSphere Distributed Switch [ T4 R 141, ESG ATLLEAF . MFlighes (s FEMR)
PR RN o
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NSX

9-2. NSX ##p

vSphere
Distributed
Switch

192.168.100.3
HERRAY: FITHERS

192.168.100.1

192.168.10.1
HEREAAY: ED

192.168.10.2
SERRAH). EATHERR
It
192.168.10.3

172.16.10.1
HEREAAY: MED

172.16.20.1
HEREAAY: MED

172.16.20.10 172.16.10.10
App Web
RN AL

TE NHEIBERD, ESG HERIAMSCNERL NI 1) ESG FATHER .
P8 1D 2 ESG 1Y FATBEREE: 1 1P Hhik, B, [ H AN 5 1 1P Hbdk
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NSX FHEH

e

| Summary  Moofer | Manage |
" Roopting ConNguralion :
T .. oo (@
- @0
OSPF Detaull Galiway ©
. e uelies
a8
Gatwaay P 152 168 100 1
Roule Redistribubon
WTU - 1500
AT CHERINOR
[P
Dynamic Routmg Coafgeraton :
Fouter ID 182 1681003
CaPy - «F Eraibled
BGP @ Disatied
585 @ Disanhed
Loggng @ Disapled
LogLevel

FCEAIDCE 1D Oy 0, PNERERIT CTEIAEARER RS AusR ] ) WO 21 D0
e

Bummany  Monir | Easage
Satings [ Firewall | DHCP | 1aT [RBUBRG] Load Balancer | VPN | SSLVPH-Pus | Grogng Dtects |
- ISP Conbigusntion | [ Em
Giobal Confguration
— S | w Enakied
R o v
L Defsus Onginse© (@ Disaoied
1515
’ Bttt durea Definationn |
L & _rum
Aagg D T -
dren io nierisce Mapping ©
* /S x a
wac Arga D vigiis e oeoncl Cmacl irtarval esso~dsi Fnordy Cowt
i o 1 a0 -3 LB

EERAH T ERT 4% OSPF, LA OSPF 4f3fH (i hay ) FILAZRNI ESG iy LA THEER MIZSHIARDAE B o
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NSX #EHEr

Sumessy Mok | Mamsow |

wmetngs rwwt | Doicr | feat [T Land Patancer | vi%0 | SO0 VPN-Pl | Griupng Oty

L Wt BB e (e e L e

il =20
A deowte s

] P Prafae
Mk +*
5] [T *
S il 1. st bl
*
1 naw Py ke L F
P s ey L]
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NSX & HH5

SN, AILAE ESG 5 HAMIN S 7% 2 [RIRCE OSPF, {HEH WG 2125 H 0 T BGP 4TI

ifR ESG MBI RSN OSPF SMIRIE i o
N5x-edge-7-8> show ip route

Codes: (0 ODSPF derived, i IS-15 derived, B BGP derived,

C connected, S static, L I5-IS level-1, L2 IS-IS level-2,

1A »PF i wr area, El O5PF external tupe 1, E2 O5PF external type 2,
M1 OSPF M35 xternal tyupe 1, NZ OSPF HN55A external tupe

Total number of routes: 5

A.8.8.8-8 (B8]

LH-H ]

UG UEER:, BRYIEEGAG AN B T DA ping FEAUAL.
Bilan .

PS C:\Users\Administrator> ping 172.16.10.10

Pinging 172.16.10.10 with 32 bytes of data:
Reply from 172.16.10.10: bytes=32 time=5ms TTL=61
Reply from 172.16.10.10: bytes=32 time=1lms TTL=61

Ping statistics for 172.16.10.10:

Packets: Sent = 2, Received = 2, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 5ms, Average = 3ms

PS C:\Users\Administrator> ping 172.16.20.10
Pinging 172.16.20.10 with 32 bytes of data:
Reply from 172.16.20.10: bytes=32 time=2ms TTL=61
Reply from 172.16.20.10: bytes=32 time=1lms TTL=61
Ping statistics for 172.16.20.10:
Packets: Sent = 2, Received = 2, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 2ms, Average = 1lms

& BGP

AP (BGP) FIHIEARZ LS FHE SR . RIS — A IP IIZSEATE AR, X EEARE T 24
SRTEE=% 0 121159 ik AR Mo L1 G
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NSX EFEHEH

TEAZ AT IS R EZ BT, 29e/EM BGP &5 75 (speaker) 2 [l — ALl . BGP k5 ik

T OCRERER A, DMERRXFNESIRAS . BOrERS, BGP k& rRac i It R AR,

iz
k5] vSphere Web Client,,

2 R FNIZ4 (Networking & Security), #5)5 il NSX Edge (NSX Edges).

3 Wik~ NSX Edge.

4 B (Routing), 25+ BGP,

5 Mg (Edit).

6 7T “4ultt BGP il t[iEMEr, Hii: =] BGP (Enable BGP),

7 R RMIERERSE) (Enable Graceful Restart), DU (0 AT S E) BGP RSS2l o

8 i EHIBRIAR (Enable Default Originate) )’ 717 NSX Edge K H [ SHE A BRINISAR K 45 HOW 55

9 {rZ<Hh AS (Local AS) i Nk =S ID, BENAM AS, 24 BGP 5HAth 418 2% (AS) WG has i
ERRI, R RZAM AS, WBERIE BRI ER RN, 20RE e fTi i 1 AS B4 HIE— A
| €istins

10 HEHHE (OK).

11 7E4Rf& (Neighbors)i1, HEHRIN (Add)EIF7.

12 GENLBIE 1P Mk
fil # Edge IR ME (ESG) 5k 352> 1] BGP W45 2, i B th 2310 s 1P HuhbfEy
ESG () BGP Al JE il

13 ((UAEZREK RS ) BENFE Ll .
R LR A B T R BGP &BJE o7 LR phav e 11 (H FATRERRIE ) 1 1P Mk,

14 ({25 Has L) SEAMOHE,
TS HE B S T2 TSR TE R, BGP 4BJE AR P Mtk &R DU S &7 T 6 — W AT Ao
IP 3tk (R AEAST MO BT o Bl Edge IRFSMISE (ESG) HiZ i st 2 [ BGP X4 R
I, i T2 RS P IP kPRl ESG ABFEIT IP Mk,

15 #AZfE AS,

16 AR T EE g AR I R BRI

17 #AEER# (Hold Down Timer) il -7 2 ARSI B Prr e I EUR A DN 25 5 8 (180 )
AR S B T4

18 fREFERSERES (Keep Alive Timer) i mHAIHON ST L1k “ORERERE” HEMBRIAZ (60 7)) o
MR TS EE A T4

19 IIRTEE S MR, BN SRR, AR &SE RIER: AR R N s B S g A TH U . LR

i MD5 S35 utAEpiA BGP &l L AR A, Ao — 3 A%
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NSX EFEHEH

20 SHEEABIEINEE iRE, 1w d BGP ket (Add)X - (BGP Filters)<IF5.

A INE AETRERR R SR ST “BHIEAER” M,

21 BT IR R IR NI 2 AR AR
22 BEEERFLR R R R LA
23 [\ CIDR R AN i e e e SR O R 2% o
24 HENSEHUEN IP AISE, SRS EEE (OK).
25 LR (Publish Changes).

il

o

. BEE ESG 5ZiEHK M 8/ BGP

—————————————————————————————————

AS 64511

HEERERY: AED
192.168.10.1

_________________________________

HHRIZ R AT

—————————————————————————————————

HERRARY . FITHERR
192.168.10.2 (¥4 ihit)

192.168.10.3
(sl ittt )

DLR AS 64512

_________________________________

i, ESG £ AS 64511 1, @ik =y (DLR) £ AS 64512 i1,

WERES RS ORE K il 192.168.10.2, 1ZHBHE/EZ G FH RS FATRERIZ 1 A o (25 Fh s ra st
1/ 192.168.10.3., ESG Bii izl 5 2k has et BGP XEE &,

IR AR L, 40 FRECE BGP:
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NSX & HEH

Er—

Surmmary | Manage |
|§a1mns Firewsall M Bridging |I:I-|CFR:elq';
o BGP Configuration :
. o Stahus w Enabled
Static Routes
QspE Local AS Ba512
| Feeisen e
Route Redintribution Dedault Originate - B Desabled
% Meighbours :
* /S x
Fofemrtneg Asdime Probsas] Asdreaa IF A8 swe Hamcie AS
192188.102 192168103  182168.10 84511

1F ESG I, W M RidE BGP:

(Fes | Adonsr

_ Summary  Manitor | Manage |
[ Setings | Firewsil | DHCP | NaT [TRBUBAG| Load Balancer | VPN | SSLVPN-Pius | Grouping Objects |
- BGP Configuration :
Global Conliguranon
yoz: Status ~ Enabled
Static Rouwles
: B4511
o5Pe Local A%
B -
1545 Defaunt Originate . @ Desabled
Route Redistributhon
Heighboura :
* /=
P Sgaeas Agresia AS
192.168.10.3 54512

ESG (AR il 2 192.168.10.3, ‘& BB 5 Fh s P ik .
EIPHIE HES 111217 show ip bgp neighbors @4, Fififx BGP IRAN “Bd "
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NSX & HH5

NSX-edge-6-8> showu i}] b neighbors

BGP meighbor is 192.168.18.1, rermote AS 64511,
BGP state E blished, up
Hold time is 188, HKee p a live interval is 6B seconds
Heighbor capabilitie

Route refresh: advertised and received

Addr : famil Ly IPvd Unicast:advertised and received

Gracef -estart Capability:advertised and received

! art remain time: A
Received 'H essages, sent 125 m ges
Default minimum time between advertisement runs
For Addr ; family IPvd4 Unicast:iac tised and received
] 1 Identifier xJaaZzBf3
Route refresh reque iceived B sent A
eived B sen H advertised @

Connections e ]||"|‘1 1, dr |11|}|r*|1 5
Local ho 8.18.3, Local port: 179
Rermote host: 92. 168. .1, Remote port: 43846

{F ESG Liz1T show ip bgp neighbors @34, FEiiff BGP IRA N “ELH” o

N53x-edge-7-8B> show ip bgp neighbors
BGP neighbor is 192.168.18.3, reqote AS 64512,
BGP state Established, up
Hold time is 188, Keep alive interval is 68 seconds
Neighbor capabilit :
Route refresh: advertised and received
Address family IPvd Unicast:advertised and received
| estart Capability:advertised and received
tart remain time: 8
Received 121 mes es, Jent 128 messages
Default Minismum time between advertiszsement rums is 38 seconds
For Address family IPvd Unicast:advertised and received
[ nd 3 ldentifier Bxd8212chc
Rou efresh request:received 8 sent 8
Pref S Tk ived B sent 8 advertised 4
Connections es ished 1, dropped 1
Local host: 192.168.18.1, Local port: 438¢
Remote host: 192.168.18.3, Renmote port:

FLE I1S-IS thiX
FRRI R GBI RS (1S-1S) 1 FH MY S ZE DA E 10 1 0 A P28 OB R 1 e B FR 0 2R FE 8015 B
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NSX EFEHEH

SEA A5 AP R R AR SR KA e — AN KRAUE T3 2N DX AESEAN DX A TR R
O 1 o AEDCIRIE TS RO 2 St 2 ZRTRIR S (IS) HRER F AR 2, 1 2 1S Bk
H DN o A TR BdE 60, 1 9018 Rzl ok £ 20 H B C DO il 2 2¢ 18,
17E1e HARX IO, ARG 1248t 2 2 Gk B FIPRDOE, A DTt 1 2% ik 8] B s,
AL T 1 25M 2 201 1S Bk 1-2 2

FOIS-IS YA NSX S5 H kb T 525 B B o

1B
v

-—

o g A~ W DN

B

%l vSphere Web Client,

¥ & AN 224 (Networking & Security), #X)5 .17 NSX Edge (NSX Edges).
Bili—A NSX Edge.

HiliEH (Routing), ZAJ= 1T ISHIS.

Yl 4esE (Edit), 2590 B H 1S-IS (Enable IS-IS).

BENFR S ID HEEE 1S-1S 5,

e 1 RPN, A 2 $RDOHRIA], A 1-2 2 HRX M . 2 JaR e A as S HAh 2 U has T

Fe AR IR RIS FH A% B HRIEEAE 1 Zais rhas S A 1 S has 2 Rl 7o i, [FIRE, 2 s S

HoAth 2 elig e s Bl 2431 1-2 B PR 2SR S X RN B0 R FR A e e fs 8., TR DX A P

AR ek A I P A 2

B \IF%H5 (Domain Password) X %245 (Area Password)., X1 1 Ze5paik S5dE, BRAX

WA TAEE, T 2 FBEeREEBIRE, RN S

EN1S-IS X,

a [rXIF (Areas) AN (Add)Elbr.

b AN =X P Hidl,

¢  HLfRTF (Save).,

i e TR

a {EEMBLS (Add)HfEE D (Interface Mapping) &It

b R “HEE” DU SR ERCE 1 F. 2 FaksE 1-2 AR

c 1BfEHHRIEIRG (Hello Interval) i /nrE £z 1 F &0 am s 2ds (2 Rl R RN Rl Bs (=280 ) o @i
EECIIE L NN

d BEFEL (Hello Multiplier) i/~ 7E 48/ A A PHTT A E 22 ERMERIA 1S-1S il fE ik 4o . ik
EECIIE L NN =TS

e LSPAIEIFE (LSP Interval) ioiE4i1) 1S-1S Heahasdidia o (LSP) &k IR TR ER (ZF)) .
PUESEE I LU SN

f  BEISFR (Metric) T iz I ERIAT B FEPR. 12 88hs TS i 48t b BBz 1 B HAD B b
55 NI S P e N N 1S
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NSX EFEHEH

g gk (Priority)orE I e, Pocommii RO PR e st QIR TS AT g RN
h FF RS o, SNSRI D@ S SRS . R T 4 BRI
i BEAEON S M B UEEAS I REAE (OK). AR ] 4 BRIAE

10 i &5 (Publish Changes).

BERHAENTK
SRS, P2 SIEAT— Py U A AR . (E D PSRBT, WA R P TR 5 A
SIS L

SRERA BRI N T DT AP bR 25, MR DON IR IR EAa 26T, 72 NSX 8.2 T, @ (43
M) B AR HA PR 202 s R B 3oy A HFER 25

FHB
1 %35k%) vSphere Web Client,
LT LA 4 (Networking & Security), XJ5 i1 NSX Edge (NSX Edges).
Mit—1> NSX Edge.
¥R H (Routing), A5 HLLEERERTS & (Route Redistribution).
R HER S RIRA (Route Redistribution Status)57:/1 (144 (Edit).
HePR A T N EUE T LI, SRR BETE (OK).
PRIn—A 1P £
IP HITERAIZR R 2% FURAZIG 7 IEA TACEE
a 1t IP §iZR (IP Prefixes)r iR (Add)&IF5.
b FENRIZ AN IP ik
BN 1P JTSCR e A Viie, (HAE A/ NTAET (LE) BUR 1551 (GE) BT ERSb.
c RLHE (OK).
8 {HIE IP WM K51
a {FHEH S K E (Route Redistribution table) ¥ i 71N (Add)&/Hr.
b 7EF>IH Y (Learner Protocol)H, ePCR MILA R AN T
c  TEAREMLATIHHES] (Allow Learning from)rt, %63 M HHZR AR I TS o
d REFE (OK).
9 i EFTEK (Publish Changes).

N 6o g b~ W DN
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NSX # P

#&FH NSX Manager X & ID

T~ NSX Manager #3—MXIK1 1% 1D, 1% ID BRiAK A NSX Manager [ UUID. AT LA T2 Hh
G e e e ey S A

B

1 ¥ vSphere Web Client t}1, S/ %] ®I&H1Z24 (Networking & Security), RJ57F PR LTEE
(Networking & Security Inventory) | "1 5/~ NSX Manager.

2 HEEE (Summary) ki, ID 7B NSX Manager /i UUID,

HAEMAZE (56 ) BAmF LEEXEIZE ID

G SRAE BEHE HRZ IR AR R T A, 0O DGR 1D S TSRO L 1D AT
PR, A S AR B AL, AT DU thas RO E 1D, M HEE RO B 1D R iz =
(FSANENAS ) ERIBTAER OCHE . B PR &L 6 2D L 1D AHPTACT) - HUATHE SR

455 vCenter NSX FRIEHUIK HAC B AOE ., 152 W% vCenter NSX 4],
TR
T () BB hesnaie ol Hos i T A&

EF

FR]

-—

515 vSphere Web Client,

IR AN4 4 (Networking & Security), %) 5.1 NSX Edge (NSX Edges).
Bt () B,

MR (Routing)ise i, #4514 /FlicE (Global Configuration).
EER RS (Routing Configuration)s%1/i (1448 (Edit).

HENHIOX IR 1D,

o a A~ W DN

BE I 1D AR UUID Koo 1, XOXOKOKXX-XXHXKXXXK-XKXKXXXKXIXXKKXKXX
HohdgAs X #0016 By (0-F)o

EENSFE LEEXEIZE ID

AR A G 2 thasin S ] T ARk, IO AU 1D S i B X 0 B 1D AHIT
PN, B A 2 AR B L. AT PAE A AC PRI RFERE AL DO L 1D RIEFERE th Ak 2 L.

HIHRE M

RFEAECRFR I TR Hm 2R (h20) Bk mes e 0 R ] T At o
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NSX EFEHEH

IR

1 Z5%%) vSphere Web Client,

LR A% 4 (Networking & Security), 245143 (Installation).,
15 MR (Host Preparation)ii i | .

PR PRI ) LSRR NSX Manager.
WEEHEB U M E, TN PRI LR R EAL

o a A~ W DN

S (Settings)hr (49), S5 b EBIX %4 E ID (Change Locale ID).
BB 1D, SR E B (OK.).

~J

B DO 1D AR A UUID A%l A, XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX,  H
HAEAS X #E ) 16 LEBIECT (0-F).

A T H SRR AU S IR DOER B 1D AHPLACHIES

RESR
R E PR 2 1D BC e RS
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1Z 58 B NI

T K B SR OSR B AAUE], ZE KSR WS ALE, HT RO AFERIEE G At
B KBS 2= PH A o T4, if Edge By KBS AEE TR Pl i b CANBEIFI R AL R A T X2
25 TP A R A L s B KRG R o P AR B B — FIBOR, S ]I e i 4
Ho

ARFEBIE TV 8

w ik

®  Edge [k

m R IR

m AR AR

m B KRR HEER FE AU

= RN IP I

m  EHED K CPU I -
Pk E

= ffi}{] NSX Edge [ &R

B NG

Iy A N5 KBS R RN B AL k k%, BT A AR RO CAE AL, rIPAE T VMware
vCenter X% (W ORI ) AL, #aIP Bk IPSet #blik, VLAN (DVS 5l 141) . VXLAN
(AL ) Szt . 24 41PL M Active Directory HIfH JT] P ARIASK QI BT TR RIS . b5k Rs
NSRS AR R |, TR 20t B R LE T vMotion &4 T1FF2, Bk
BRI 2 A E - o T B KRS ANTE ST AR e i ORI, DRI T B ok 7 &, AT AT AERD
PRAR S5 7% E SR AR D s o B KBS0 A0 2R Ay B N e, AT e Bdis v O el
Z NI A shy R kBEhAE .

KT L2 By, o B kRS O VAR TR . 4% DL P4 PR L3 Kkt .

1 KREFTAEEIE IR Et SYN PUTIHEAE, DUMERNHEIA 23 sk S &5 SYN,

2 INGURBRASIERS, A B Rt

VMware, Inc. BT R . s
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3 AL IURASILAS, el AU ACFEE G, BB NPT
m T TCP #dkity, SUYHTA SYN FRiciSd ik Bk, HIE, AfgEthil ¢ “EE” IRk35) i
MMRTUAKS TCP Ll 0 S TARC A AL AL o

X UDP Hdltd, MBI 5 STAliFamE R RIRERPAFATNIRE, M
SR 5 TS B BVERTIRES . Bl aReli o Lk Gk SN B RIREATEAC .

n T ICMP Bdifu, BE T ICMP 2570 . KRB FIEE 75 1A R B R A,
AR B KRS AT B T O R T S AN . A B3] DLEE T4l Active Directory FPE S FH ARG 1%
R R St D sl A2 n] (i ST RR IR OB KBS 375t -
s s FE A N RS s U RN TR (] AD 3E4T P S5 EeAIE )
] VDI B RAAS U R AN AR (REUALEE T Microsoft Windows )
QR EREE P T S8 =5 (N i 5 KRR Reh 77 58, 155 WAl il s B 95 kRl i B B [ 2 RN e e 5

o

I AAE S A 2 AR B UE R 75 T AR L T ARG U ML FIsA T4 T VMware Tools .

S NIE R RF AR ESXi HESH

B ESXi FHBIRE T =Tt DFW SR REIES A CPU, RAM FIEFEREEL (CPS), 4
SAE 200 FOII TR B PN ZE SR AN IR 20 K, B AR, & 10 BHd T— R CRFE.

100% CPU S& 511 EraHn] ] CPU,
100% RAM S&-45 0 A s kS ST NAT ( “BROR NG ) SR FE AL F225500 RAM BLE
£ 10-1. RAKNMEIT

YERNEE BARK/NEH (MB)
0-8GB 160

8GB - 32GB 608

32GB - 64GB 992

64GB - 96GB 1920

96GB - 128GB 2944

128GB 4222

WAEF A 2 K NS SR S5 1T, XS a iy ERnmdeas . B, Aas. SRS, AN IP
MEFFMRE . EATLAEHILLT AP AR IS Hlix 2e 24 .
https://NSX-MGR-IP/api/4.0/firewall/stats/eventthresholds
Request body:
<eventThresholds>
<cpu>
<percentValue>100</percentValue>

</cpu>
<memory>

VMware, Inc. B AT AR 16
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<percentValue>100</percentValue>
</memory>
<connectionsPerSecond>
<value>100000</value>
</connectionsPerSecond>
</eventThresholds>

Edge B NG

Edge [y ) iies idx ma b i i AR BHONEI e 2 T0RE, (4w Kl . PSRtk o4 (NAT) LUK ST AT IPSec
1 SSL VPN Bhfie. ek )y 5 v HERERWIALETEA, I H T UALE M i) VR MR

B KBS SRR T ek o S VBT ERER OR/ A THERR 0 ERORUMGESEIT, TPk 1 E A A
TEH.

# NSX-V Edge A 552 5] SYN iz Hots, {oxXfpdehrh, Bk Lok K SYN Hdls A se b kiR
ARERE . 1% DOS/DDOS By SEULIE RS . Edge WA IEZ i LIRS T2 F Dhid i) TCP %
B, MIASINFEDT KRR ARSI, MK SYN Bz st ERAGHLN, Bz ohhae, Se m s
RS TZIbAE, 115 REST APl enableSynFloodProtection Hi%E A “true” DIYERFH kB4
BB,

{55 B B NI R 0 [X 33

AP IN— AN X3k A3 BB kBRI ., Ban, 4n] A SRR A AN L RE SRR R 3 B B N B X
b

TIPLA L2 A0 L3 A1 2N X A

5 vCenter NSX Rtz H 1] DL AUAh— 1l 1] L2 F DXAsohT— N1 1) L3 DX, 22 = NSX Manager
PR RN, I A A NSX Manager F Q50 HIXH, GRS s A

10 T DX A AN AR SR 2 R I ) = NSX Manager A4 NSX Manager [# 4  Fi]

B AT B

PEATUAER KSR AR A I— AN, TR0, sl T 0lE— A EHEFS vCenter NSX BRI HIE I
A T3

REMH

Ay E BN HAE T IAT N, NSX Manager

= e vCenter NSX BASEHE, (VAT—> NSX Manager, At Cizdbiriese.

= M NSX Manager 75 Hf 3 TN 4 .

5N NSX Manager A5 470148 F1% NSX Manager #H T8 T,

(e R R RS vCenter NSX PRI, AN BEHE 2 B AHEHE M) NSX Manager [
vCenter H1 A it

=
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A TR RS vCenter NSX ERGHT, R DAME R BER) vCenter BT NSX Manager
MIRCE . M NSX Manager NHEFLHIZERAIN 1) NSX Manager

73

1 1F vSphere Web Client 1, Sfi%|M£&F1Z4 (Networking & Security) > [ k3% (Firewall),

2 WARAZA NSX Manager A1, ifeEe—4~. A4 NSX Manager, 7 A i FHIX 3

3 WA T EM (General) i, LAYy L3 BUIZSINDCE B d AR (Ethernet) el 1) oy L2
AU AN

+
P ERRINX IS, (Add Section) ( © ) b
5 HENXIAFHIREHX NS . XIS #FRE NSX Manager H1AAZE—,

6 (nuk) QU K, e XA T FFIZP (Mark this section for Universal
Synchronization).

7 PEHAE (OK), AR5 EATER (Publish Changes).

RESR

[FICIES IR . PTVAH ) A Z IO 4B D08 (Edit section) () RS DR #4085

BB AR X5

TR PAE IR N B S X Se DO N AN o 18T, IRSSSHEER BRIV DOSCiE S HADOR &I 7115
vCenter NSX FALGH, 18 T 5 HAB DR 5 7F

GRS G AP KRR A B TR AE T TR o T

1 7 vSphere Web Client #1, {54 FnZ4: (Networking & Security) > [ k%% (Firewall).,

2 PR, et Merge) () bR, HEimE ARSI ORI [T IA R T I
e

XA R R T 150 o DX PR B I DX 5 HAD DO 5 i i 2 78

3 il &AiEK (Publish Changes).

A B o g A0 ) 33
AT AR5 RN R . DR P U B

AREAEMNIER AN R L TR I By KSR R A B o SR T2, R Z DO L AT
B AR T MER DA NP AR, TFEHT R AR

TR
1 7 vSphere Web Client #1, 5424 (Networking & Security) > [5:k 5% (Firewall).

VMware, Inc. B AT AR . 18



NSX EFEHEH

2 R TER (General)e i KH, DABEMIER L3 BUIAOE . 2 a5 AKX (Ethernet) e i< DAMHE:
L2 A X

3 TR, B INERIX S (Delete section) (¥ ) K.

4  HEHEHEE (OK), A5 R Fi%EK (Publish Changes).

R MERIZ IR KA X AT O

1 A B At AL
ATDALE “BiACH” ST S At kSN Edge 5 AHEBLI . 1528 PRSI, HEBLITTIA
S S AR R - S A

RS Bl i BN ANt e, REARE P ERBNESHN ., R sE—4c0IT
Flimt LR SR S . MU MR 2o -

1 PR A P S SRR B AT e e, 42 AR 20 R L S 2y HES S Hh L 2
RS

2 FESMEIRRI (TR Edge M55 im i a I HIiAm ) .
3 JHfE NSX Edge S E SR o

4 JRSSYAHEII - B RIS — SR . ASREFERTT KRR Gt e, {H P A2 4 SR T3 K
SR DS TS I o ansRPAAT T IRAE, MLAAHENR S gt H TR 2N . AR fs B,
WS 17 5, RS Gtk

5 BRI B SR
TR, B ERRIAE C R B ARAOREER Eambl 9. AOCHERRFRIIE R, W20 NSX 28/

#REEBOA ST B S

RIS IR B I S5 A P SCRIBIS KB R AP RE R i o 501 X AR BRI A B rh BT 2k
SRR R, FFHAEA NSX Edge HUERIABUNASE NSX Edge 2l 2.

BRI AT 20 A e PFAIT AT L3 A1 L2 Jniebid FER AU rh e A e e d OREEE o BRIABIIN 4R 2 A2 10
MZRRJECHR, TCEEMBREA . (e, ERT LKA “BRE” ST “Seur” SO “BHIE” Bt “Hh4e”
RGNS T, LA AR A RO Rz A e it o

{r#5 vCenter NSX FASEHH,  BRUKHINAZ 1 HIA o 6F BRI SERSCER A2 E B3 NSX Manager [
BT,
pZ
1 1 vSphere Web Client 11, S5 B£&F1Z4: (Networking & Security) > 5 :k%% (Firewall),
2 T BRI, A TRTRR G
] A4 aRAE (Action)FIH S (Log), sl ABRUAIIZSINES I
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s B3 A R )

RILA{E NSX Manager YU INBT KU . 2R, RTLAGER “RHIXR” -Bedi/ NER AU TEr . 45
FTAFETRZ AN R B M IUIIERINZ x5, DASR BhR D EEES IR BT K5 AU R

FILLCRVAT vCenter X5 i e o iy KBS MU O ek A
£ 10-2. MG ST EEI TR

ek BAR RS
A m (0% Distributed Firewall fOFTA #ELE (BIELSe A2 A0
= kL HHES IR )
L i e RIS Edge WG
=PI = R
» EGUHOH =
WAL L ibavinE:|
= Bh = Edge
L] w G4 4
= VApp PR
= RN A
LI VUTRS RN
= P HbhE (IPv4 = IPv6) " R R
IR

fifitk NSX Distributed Firewall [FJRAALL TR Efem il SR A Y ArRA, 1L~ REST APLIJ /]
GET https://<nsxmgr-ip>/api/4.0/firewall/globalroot-0/state . 1R TR Ay fE s, AT DA FHPA
I REST APl i FRHIR S B SO RTHER . PUT https:/<nsxmgr-ip>/api/4.0/firewall/globalroot-O/state., 4
Distributed Firewall &b T[54 AU, 1202434 4 Distributed Firewall #iI .

URSRASIEAE PR DA IS AN, 372 WS et BT A
WERARIEAE T INEE T-HRIRIB KSR, 50 -

L[] NSX Manager 71/t T—/ i 2N, NSX Manager M A B AN I AL AT 7 S DL
H2Z AR . 155 M NSX Manager i Windows 1,

m BT Active Directory X4 6l 7 n] FITERUN IRk PR 244, 1S el 2441,
QAR IEAEARYE VMware vCenter 3RS, 1HICRAE AL 2225 T VMware Tools, 152 I NSX %

BHEH

E

1 1F vSphere Web Client 1, i %2k F1Z44 (Networking & Security) > [j5 k3% (Firewall),

2 REAL TR (General) e R LA N L3 FiN . PR RAKR (Ethernet) i< Rl s i L2 i,

3 AL, L ERIE (Add rule) () FE.

VMware, Inc. B AT 400 120



NSX

4 M EFEER (Publish Changes).

(RN SRV RTINS AR DB SR THS. 45 22 e SR MU e e — KN, DU B4
BB 175 .

IR B K O A, e M. E BT B, ek T, JREEERnE
75 (Add Above)#INEI T 77 (Add Below).

Firewall

j Configuration ‘ Saved Configurations
NEX Manager: (10110893 |~

This rule sethas unsaved changes. Click on Publish Chanaes button to start deploving or click Save Changes to save this configuration.
[ Publish Changes H Revert Changes ] [ Save Changes ” Update Changes

[ General | Ethernet | Partner security services ]

¢axoaled |ty
3 Hams Souree Dastination Senvice Action Applied Ta
w Demo Firewall (Rule 1 - 3) & ﬁ‘ I x i
(] * any * any = any Allow @ Distributed Firewall
&3 [FE MEX_Contraller_55. any = any Allow @ Distributed Firewall
Security Policy 4 ﬂ‘ 7 % ﬁ;
w Default Section Layer3 (Rule 4- 7} L ﬁ‘ / x ﬁ:
(X} ForhtyTest * any * any = any Allowy ENSXEdgz
@ Distributed Firewall
(3] Default Rule NDP any any [ IPVE-ICMP Meighbor... Allow @ Distributed Firewall
[ IPYE-ICMP MNeighbor.
(2] Default Rule DHCF any any [ DHCP-Client Allow @ Distributed Firewall
[Z] DHCP-Server
o7 Default Rule any any = any Allow @ Distributed Firewall

S FerE N ERR (Name) s, SRt B,
6 EAFHNIEFR,

VMware, Inc. {82 HTHFF . 121
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7 EAEHTNAIR (Source) T, K R HABEER, a1 MRATA,

B

VMware, Inc. { BT AR .

£

TR 1Pk, ERATIA N

a

b

Ve 1P HihkAs .

5 K 5 RN S 1Pv4 FT 1PV #524,
FEN P HbE

AT AR S BRA R N2 1P ik, 128302 W DL 255 AT

LEGIHRE VR E 1P M DUANIAN B, P TL MR PR

a

e

TERUEE (View)Hh, 5N Ll EIN AR

I 22 s e A AR R

WAL, KR B o

LA — AN 45 IPSet, GIEEHNZIT, BRIMGH R EREmE] <R
M, Al Hek IPSet UfE R, 1S W 22 v, ML SRIZ N4,
TR ILNFHEBRTE RN Z 4k, 35 L 45889 (Advanced options).
PEPEEUEIR (Negate Source), DA ZITHIBRAEAIN 2 SN,

QAR e EXE IR (Negate Source), MU T2k T ARIGT R, 04
E—ANP B R IR R AN

QIR EUEIR (Negate Source), TIIERIEE S FH ok 4 F— 8
EMTRIR R

HLEHSE (OK).
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8 TRIAEMINY B (Destination) iyt K R HAMEbR, W FRPATA,

ZET EiuY
s P FUE A FREE N P Mk, FHATUL N ERAE
a PR IP HHE A,
5 K 5 RN S 1Pv4 FT 1PV #524,
b N IP Hbhl,
A DIAFE S B i N A 1P itk 25552 1T A2y 255 MrA,
T BT NIRRT 1P i DAAMNIAT %R, BT OA TR,
a WA (View)r, Pt MEERIITN AR,
IR 2 R AR I 4 o

B

WAL, KR B .
LA ANHIT 241k, IPSet., BIENHAT G, BRSO M efdsng “H
B 5o HROIER LD IPSet E R, S WA 22 55, W24 s:
W o
¢ EHERFEAHbRmRD, 15 RZEH (Advanced options),
d  EEBUYEFE (Negate Destination), DUEALZ EARHERR RN S,
R BEE E R (Negate Destination), I HR LR T T ira B FRIG
e, AR BB R 1 EARI R RN
WRAEEEIS B4R (Negate Destination), JIIAHINE R I T a4E F—A
SRR E R E R
e HMHEE (OK).

9 fRFHTAMINARSS (Service) T, K monHAMEER, N RAFTA,

P i:5%)
i [ LIRSS AR Iy DR &, WRATIL MR
a  ERERIS ML

Distributed Firewall 2L R MK ALG (S TIRRFZR RIS ) « FTP, CIFS,
ORACLE TNS. MS-RPC #1 SUN-RPC,

Edge (Y2 f5 FTP [1J ALG,
b BN, KFHTHE (OK).
TEYC PR TIUE SRS IR SS A s 2 SORTIRSS RS 4., 1 DA TLA T #fe

B
° L
WG, KRR °
FIVAOEE TR S B SS A OIEERTN R, BRSO B RIS “2E
MR A,
b HEFE (OK).

N T RAPZ Gz ACK B SYN iz dtHits, FTLAERXERIAINERE “ik35” 15y “TCP-all_ports”™ &,
“UDP-all_ports” , JfK “HRfE” 8By “BHIE” o ABBCRANIEE, 2 W 4RI
B3 S A o
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10y Bl (Action)fior, ARG HE B, Wl N R FHAMER R, AR5 M ERE (0K).

(3
R
FRIE
EiEEc)

A

Az

T

Sk B InAE N . HARFIIRSS AL

FRLIE R E s AR TR . FARFIIRS A F A .

SRR OB A AR

W TCP 4%, Ak RST £dlati.

X J UDP. ICMP FIHA IP ez, A SRR Fas RS ICMP JHE.,
s SIEHIVC RS T A<, R T H B D aR vl e s teGe .

AR

11 N NS (Applied To)r, & SOHFINE TMYER . Dofe NRAHARAIRIEDT, SRR BT HE

(OK),
AR T EPATUA T #E
B e LT TR Y PED, B Distributed Firewall [T EESE b7 RN

IRESFTA NSX Edge MG

(Apply this rule on all clusters on which Distributed
Firewall is enabled). %5 “WiE” &, EHUNAD <N HDL
%" B4 5k Distributed Firewall,

R Edge Wio< ERFIEAIN (Apply this rule on all
Edge gateways)., F.ili “H#fiie” T, SEAUNRS R DN ST
H144 5128 Edge (All Edges).

ASRIEI AL L, W) R NS IR SR (Any).

— SR, Bt SRR 4L, NSX 1 {r&#RKA (Container type)t, EEARAN A,
Edge. W%, REIML. HERIR-EEGEHE AL 2 fE CTII B, kB EmEANR, REnTE
%

GOSN FIRAN B AR B A S RE AU U R AU, AR R b i ST L R FOL Do 058 I 28 R e
% (Applied To)H, HABEIEH 1217,

12 il KA %X (Publish Changes).

M2, Rl os—H B R R BRI S o WOR IR, KA HHACR TR ) L
HIEAIWIHAB RS B, 53 015] NSX Manager (NSX Managers) >
NSX_Manager_IP_Address > ¥i#% (Monitor) > %54 (System Events).

i RS (Publish Changes)it, ¥ sl (RAFF ARSI AN miEl B nofs S, S0

2 KBS

RESR

" E © AN, i R A

VMware, Inc. B AT 400
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A F @ FREFAANIOA, oA P HA A

ek BrER
MID RGOS A s ME— 1D
H& ACSREANT SR HLIN 7

et .
ok S R S AR B (BRI

ik TR £ T
Gl R FRIPEASCRRALZE N
m FER R A kA MRS o

n fS A X (Merge section) &bk 5L _FIX I A&FE (Merge with above section)sl 50T
X3 &I (Merge with below section) X1,

IES G PE =

ATLAINAR B PRAT () SSRGS T E 0 2 IR S OB, £ S NS XA 2
SR

1 1£ vSphere Web Client i1, S| fiZ4: > 5%

2 L3 P KRR, SRR R, N L2 B KRR, i Rt DK

e (B) .

4 DTG, AR .
R Pl B M

BEFR

QNSRS T PR S AR N a e A R, TR IR S R et IR IEME > RIPEE
KIEAN o

s N1E FA B s A )

TES vCenter NSX ERIirh, it FUBIFEZEE AU X 3 == NSX Manager =78 S5 7 25 ks A
BAERE AT A 5B NSX Manager |5 HillixXse i, PAELRRERZES vCenter 1 SRR EU G KBS
%, %) vCenter Server = [f]f] vMotion A~ 5 Edge [5 k550

+ NSX Manager AJ PAd-&—N -8 1] L2 B FH DX Rn—A~ -2 0 L3 AR pgai FIX e, o] DAZES
Bl NSX Manager |27 1 FHDdAm AN, (S AEedE T4mk . 10 FHDOSADS T A DOS A EAS T
PRS2

VMware, Inc. B AT 400 125



NSX EFEHEH

& 10-3. B AR/ AERN STHEFHIXTR

YR EAR RIS %
= ififf] MAC m R TB AL m TR IR S IR S5 41
= S IP m RS - EE RS W eI IR S IR S5 41
= {7 IP 5. MAC fEskiil i 2e 44l (RIS LR TR

O3 1) e 44

R A
TR, WS HAD vCenter A4,
BT S

DA O RN X3, ARIE A R G FA o 152 WL NS i R D
PR
1 1t vSphere Web Client 11, SijiZIMEFI24 > B k.
2 {E NSX Manager 1, #iffztt NSX Manager.

AT E = NSX Manager |75 b T
3 R TREBEITR o DA N L3 @ TR . 5ok ARG T FTAIN L2 i A
4 g, R () B, S AR

AT T VIR RSN N 21 8 P DI TR

FEFFTRI R ETT, JFRE & o BRI,
6  FEFHMNIAIR A TC, R HAERR, R RTA,

Brinil Eipu
s 1P HORIEAEE N P HubE, SPATUL MR
a B IP HinRS A,
57 kB [EIR S IPv4 F1TIPV6 kgt
b HEA P Hutl,
S T IPSet. MACSet Bk 24414558 Wi, HHUTUL FR1E:
a NI, mR— A E AR,
I 2% BRI E A AR TN R o

B

Ak 2N, R P .

ljJ PAATHEE—ASHIT 2244k IPSet. SIS S, BRAMEOL Fedsins] <)
o ATl IPSet UG B, 1S WIS 22 5, WIZ S RI L5,

954 A VFHESAE I 2 AN, A B e

VPR IOETR, DB Z IR e O 2 Sh

QO BT, AR R B R TR R, RAE N

TERRRI AT IN

QAR PSR, IR R ok A E— AN BT R e TR

e WhEHE.
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7 EFEAN BRI, KRR HARERR, A MRATA.

B

EihuY
BUE A FREE N 1P ik, AT N ERAE
a PR IP Hihbig s,
By K IS S 1Pv4 FT 1PV #554,
b #EN P bk,
KA IPSet. MACSet s Ze i by, AT NigfE:
a  {ENZEIAT, ERNIERII AR,
I 2 R i A 42 o

WA EANE, R & o

A PLAIEE AN A 1R IPSet, SIS, BN G M eEsing “H
bR A, BRI Zed ek IPSet (UG, SIS 22 58, W00 G fnZe4
POE3

SRETEA EURRHERAE N 2 A1, 37 2 R Tl

PEECEIS BAR, DAEEZ EARHES A > 4k

QIR EFRGE B AR, W i a Bbsftdie, (HAE E—ADE
PR E R BRI RN

WA RS, WA S T-AE_ E—A PR b i B b
e HIHE.

8 IRFHTINIAOARSS ek . K inon bR, 4 MR ATA .

PETR
wE O

i

iR
TR AR SR i A A, W TRA T R
a  BEEIRS L.
AT KRS S AL N Y ALG (R SIS ) « FTP, CIFS,
ORACLE TNS. MS-RPC 71 SUN-RPC.
b HNNGIS, AR EHE.
SEPERRTIUE S FR 55 1R 55 2 sl i SCRAOsm IR 55 1RSS40, AT DA A
@ B
RIS, RIGHT o
DA IIR S RSS2, QI UG, BRI P B a s “deEn
PO SR
b ALH#E.

T ORI IZ% G52 ACK B SYN Iz #tcily, FTLASERFERUHUILK: “Ik25™ 8y “TCP-all_ports™ &
“UDP-all_ports™ , Jf¥ “HRfE” 8By “BHIE” o ARBBCERANIEE, 52 W 4RI

B3 S o

TR OBRAER T, ARSI & o HePf BRI FTIRAOAREI, SRS M TR -

(3
R
FHIE

VMware, Inc. { BT AR .

R
VPR AR RER . BARHUR S .
FRIESR F el r st FARFilk ISRt .
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BE &R
EjcE] SRS U 0 kAR I
W TCP ik, kik RST £diiti,
T UDP. ICMP At 1P ez, LAt ar Tl P as oS ICMP JHEL,

HE LRGP RO 236 5 H SR EIRE 1] RE 2k RE .
A RGeS

10 ZERERRIZ ETE, BB E B R ARG DALE CL R P B A RS O A TS R IR, sk
B G IETR 7 DS T DU O TR A
1M R AER.

FAERT B NSX Manager & il FIRUN] . BTy NSX S5 2 TRl RUN 1D fREpAHIR] . B <l 1D,
T , SR B ID” .

1WA AT A 3 NSX Manager | idE 74wk, 1Bl NSX Manager |2 H 13510

A8 X2 3 E RIS 3 JE B K s i) .

No. Name Source Destination Service Action Applied To
v I Universal Section Layer3 (Rule 1 -2) & D'/ x
@2 Allow Web Access = any E_S Web USG @ HTTPS Allow @ Distributed Firewall
[®SsH
vﬁbefaunsacﬁonuyers(mleln P ﬂ 7 % 1}_
@3 Web Micro-Segmentation ﬁ‘/ Web SG E"l’ Web SG * any Allow @ Distributed Firewall
@4 Allow Web Access ~ any i WebSG [ HTTPS Allow @ Distributed Firewall
{3 sSH
@5 Default Rule NDP = any = any [ IPv6-ICMP Neighbor ... Allow @ Distributed Firewall
(2] IPv6-ICMP Neighbor ...
€6 Default Rule DHCP » any * any [ DHCP-Client Allow @ Distributed Firewall
[ DHCP-Server
@7 Default Rule * any + any + any Block @ Distributed Firewall
RESR

"R g B © SSRBN, soE g <O AR,

i FREBARRN IS, oA AR A o

&% BAER
HUID AR S A rOME— 1D
H& IDREAE U i

Geith W
it g R SRR (AN )

&I FUMIR 287
AR R RSO R
w  FER AR A k) MRS S o
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B 198 By AR A

TR DA FOC B SRR B nO N EE . M se dRdb A T sp O ANE L. T DARAR R B RREE U LEE, 1P 3kt |
RONEEE . Hidst, B4, %zﬁn%ﬂbmu ID K Jme

1 “Bikdk R Erh, ik RERRASE (Apply Filter) (T) 57,

Firewall

j Configuration ‘ Saved Configurations

We:¢anager: (10110893 [ )

[ General | Ethernet | Partner security services

*ax=s|B0 Y

Destination Senice Ation Applied To

Ho
j Apply Fitter
¥ Derr

+ S x
o o _—-_
Destination Selectyi
@2 . Al @ Distributed Firewall
Action | any | J
SECU  Enabled [ any [-) it x
w Defa|  Logging [ any |- ] +pt sk
&3 Narme +any s any Allow = NSKEdg2
Comments @ Distributed Firewall
[-X] Rule Id * any [ IPYE-IGMP Meighbor. Allow @ Distributed Firewall

[ IPVE-ICMP Reighbor...
&5 (=) Specify Service

*any [ DHCP-Client Al @ Distributed Firewall
Senice Select Service [ DHGP-Server
&8 + any = any Allow @ Distributed Firewall
() Specify Protocal

Protocol Any
Destination Port
Sub Protocol. Any

Source port:

2 MR NSRS .
HiEMA (Apply)s
JHI 2 S SR DE e S 97 e A OB

w

BESR

SEEHT RT3 R T FIROTE 2658 (Remove applied filter) (<) (6.

AR INER ) A 5 & Az

PRI DA IN— R, FFEAEARATZIS S0 N ORAFRC o RS T DU & A1 2 PRAFIRE 2 o

B
1 ININBT KBS o 52 WIS K o
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S
2 P RATER.
Firewall
J’ Configuration | Saved Conflgurations
NZX Manager: 10110803 |~
This rule set has unsaved changes. Click on Publish Changes button to start deploying or click Save Changes to save this configuration.
[ Publish Changes H Revert Changes H Save Changes “ Update Changes \
[ General ‘ Ethernet ‘ Partner security services ]
$uxonlun vy &g
Ha. Hame Saurcs Destination Senvica Action Applizd To
¥ Demao Firewall (Rule 1- 3) & D“ S x
FHRRIR , AR5
3 BEABCERIAAREIEL, SRS o

4 R PRBEECE AR B A

NSX % F] LALRAT 100 TifC e . &8 IR, HORBEAAE RBEEN A TE Y, HEMBRERIAR
KOREEECE, DAE MR BE O RC BRI 1h]

5 ATV MEZ—

m PEHREESABSA I AT B . QRS AT WIS IR, o 5 o nesBe B bR, EHEse
3 LR ORATIRIBIN, AR R BE o

m R ETESOTAR S IR o

BB B A A T e

75 AU 22 HR LA R S Fh A PRI R T

FOHLL I o (FafligT)

1 JHPE SR R e e, 4L 3 P IUr st 7, A AR R e 4.
2 FEMEIE,

3 £ NSX Edge Zlliz ST AR AN

4

EE%E?#F%M”U BRI — A RIS ANBEAERS SRR X SN, (HE PTUAAE 22 SR BTk
SR DOF R TR IR o QPERIATT T IEARAE, WA ENR 5 St g RS U . A7 PR .,
WS AT 5, IRSSHHE.

5 BRI RS A

FE SN FTAE R B R R28),  MERARI R 2hr T RIGH HL G A2 80

73

1 1EB53E (Firewall)ielsi i, e PEEER2 it .

2 ik FRH (Move rule up) (ST) i TAHIM (Move rule down) (S4) [5/55.
3 i RAEEK (Publish Changes).

A Bk oy At A
FTLABIR  IREIBT A A o (LS SR B UK s PR 5 S R L S
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5%
1 {EB5 kIR (Firewall)brmi-£rf, e,

2 AT A T IR REROE (Delete selected rule) (%) [/,
3 AR (Publish Changes).

MBA N IB R IP R HERR R AT
T PIM NSX Distributed Firewall {54 HHES:—41ERIL,

NSX Manager. NSX Controller 1 NSX Edge HEINUE H 2 M NSX Distributed Firewall £47 1 4E: . It
4h, VMware B DL T IRSSIERINURE “HERZIZR” L sevriht B sl

» vCenter Server. FULKHAZ 2 Firewall fRIPHHESET, (HHLIICAFE TR IR, DLEES R EL

BRI

RIS AL,

o TRZFLBLUIERINL. AUREIEENUE NSX Distributed Firewall (47, JIIFMEREATHE 2254
il

m T Windows [ vCenter fit{di 1) SQL Server,
= vCenter Web Server ( @15 IFAFE AT )

1 1t vSphere Web Client H1, i fIZ&FN14:4 (Networking & Security).

2 MERFIZTE R (Networking & Security Inventory)d, i:I; NSX Manager (NSX Managers).
3 7EEFR (Name)d)h, 5 NSX Manager,

4 HAETR (Manage)itli K, S5 H-EHEERFIS (Exclusion List)iEmi .

5

PRI (Add) () EFR,
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6 EENEHRREIWLI 2, REFEERD (Add),
B
Vo seewam G
'!* M A hetps192.168.11026:5443 vphere- client TospRetenssonid S30vens server mansge vshiel plugin.app. ecludelist B contet 5

vmware: vSphere Web Client =

4 Metworking & Se.
| B3 19216811044

Gefting Stared  Summarn  Mondler | Manage

| System Event Severty | Securty Tags [IERGUBIGNLISH| Domans | Grouping Objects | Users
+
Virual Matu-s

B ConbrolCenter (mgmi)
B vesa-8.0 (mgml)

7 HERAE (OK).

SRR A AR, B AT R ORI R . ARAESERE LIS “HEERAIEL" 25 R FEAL
PUAIREEAU -, WIS ARSI AU K L B 2hEBE B Kk e Oy T BRI HFERIX S UM, 44
BN “HEERSIZR” RSB ZEE ML, SREREEENUEDEAS NS “HEERSIZR" o BRI T L
CORPAIHUEUR FHTIFRUED |, (RS —MUs S Bua bbb .

FEFUHLE IP &3

VMware Tools 7ML RIS  THIR ML AR SS . S T AP kS &, AR I —TUIR S 2R R UL
NMILFERIR S 1P bk SCGE K . /F NSX 6.2 211, WIARARA L 145 VMware Tools, M| JCiksk Al
ZFEAUML 1P Mok, 75 NSX 6.2 /1, R DIOTRHEEIH THdE, fliLamid DHCP (il ARP {iifT (ki )
RASTUREALAIL 1P Hohk. XA, NSX EREEA RN L% VMware Tools IS 1P Mok, QiR a3,

I VMware Tools 75 DHCP il 1 ARP il & TA1F.

VMware SRS AR ML F 225 VMware Tools, [ 1] vCenter $2(EEERIALAY IP itk 2 4, 1%
THIER B 2 HAL DhE -

" VAL AL i SR AL T 2 A RTORE

n GEAURIERGFE N

= Rifilist vCenter SCHIEEE T BIRFLINL

n AR L | RN OIS DU Ak B A1
w S ARG I S R AL R

KT A2 VMware Tools [HREUNL, Sz NI RS E S ] ARP ilir A1 DHCP i, 1l NSX il
f ARP {iiffrok, DHCP i 3550 1P Hihil .
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NSX EFEHEH

X IP KR

FEAUMLI 1P A] h2e e e e AUAIL 1Y VMware Tools JE1 7460, o m] Dlai st FATURESE F I DHCP (il A
ARP T BEA TAS I . £E[R]— NSX ke, X8 IP LHL 5 ik LASs & 6T

TR
1 1f vSphere Web Client 1, ‘FiiEIM&EMZ4E > &% > FTHMER.

N

RSB, AT e (8 > O Rk
3 PERFTRIORIS , SRS .

BESE

Fil & SpoofGuard.

LA BN

HEER NIE CPU N FHRESHS

SRR O MR T 1), WIS AEIZRFERRIFTA AL 2l SOt . ORI e =3, — A
BRPHEFI A RIS, — DUHE R TAAAE R | A aehmstas, — DIESHER TR . HER/ Ny
P F AT AU A R AE I o HER/INATRE S FIN TRIFOHERS I KB 4/, BRI TR, A el
Perg st o R TPt TIOR) KSR DOA G I F- 0L CPU SRACEEAUIR (1.0

TR RRE N TR SR MU Rl P 3 P 5 B 4 B e M B A R R 55 el TR AN 415 1

ERIN CPU HI(h 100, PI/EHIME A 100, RIDAIESE REST AP A THE MR IABIE . P47 CPU {5 T2
WEER, PR AR R F . AR EEOARENE R, 1520 (NSX API$8RT ) Hig “fiHIAN
17F1 CPU [RI{” .

Bz

1 ¥F vSphere Web Client 11, i.if; B£5F1224 (Networking & Security), &)1 NSX Manager (NSX
Managers).

2 FZF (Name)dr, HEEE 411 NSX Manager [19 1P #iil .

3 LIRS (Monitor) el |, SR 5L RGiE 4 (System Events),

fh NI B R

B SRR A A A USSR, Blansiiz HE L BUIE B H SRR et H s
B IR A B = A

» HUNHE HEEREENAUIE, RN E evrskiEa i (QERE Dz s H e ) .
XU H SRR AU /var/log/dfwpktlogs.log i,
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FEVA Nl

= 1002 255 A KEFHU 1D,

®m  domain-c7 ;¢ vCenter Managed Object Browser (MOB) H1f{J#{£E ID,
® 192.168.110.10/138 &7 IP Mk,

= 192.168.110.255/138 j& [Hr IP bk,

~ # more /var/log/dfwpktlogs.log

2015-03-10T03:22:22.671Z INET match DROP domain-c7/1002 IN 242 UDP 192.168.110.10/138-
>192.168.110.255/138

PLF R TN 192.168.110.10 %) 172.16.10.12 {1 Ping f5:/ERU4E T

~ # tail -f /var/log/dfwpktlogs.log | grep 192.168.110.10

2015-03-10T03:20:31.274Z INET match DROP domain-c27/1002 IN 60 PROTO 1 192.168.110.10->172.16.10.12
2015-03-10T03:20:35.794Z INET match DROP domain-c27,/1002 IN 60 PROTO 1 192.168.110.10->172.16.10.12

7t vSphere Web Client 6.0 M= HIRUNH.E H G 15 (vSphere 5.5 Hift) Ul FTRERTA A, (FDEGEA
i)

a (ERIZRIZEA > Bk I A B S5

e 1

i o] Desanaton *
| B Senice
|2 scnen

5 Appiied To

Stas .

b FONRAKIRH HEICH, R ChRa S H SR Tk o g B,

T H S EREE I H S A KR E R, X H B
1 /home/secureall/secureall/logs/vsm.log H.

ARG HE RO A REG KSR E N, TRk AR . BRI, DA EIIFIE IS IR 4
S IXUEH B FELE /home/secureall/secureall/logs/vsm.log H,
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B Ul My B HEMAZG SR HE, SN EMEiZes > 225 > &1, /58615 NSX Manager (1]
IP ik, Hemere k.

L A
« C | [ bwrs//192.168,110.28:9443 /vsphere-client/Tespfextensionldis3 Deom vmware vshield plugin.com
it App (@ navv-webechent

vimware vSphere Wab Client L | AaminisralosfiiVSPHERE LOCAL =

| Haigsior B R 18218811048 | sckons
| A Netweoring § Sac v [ [ Gafling Staned  Summary | Wonhor | Mansge
st Logs W Tasks
a Fits -
" saation T | Eves Sausse
1
TZN20YS 429045 PN | Informasional Secunty Fabnc
TER2015 52001 PM Infaneridd ol wdge-2
TER20S 121705 PU | Informational Take Backap
TEAR015 530043 PR | Informafionat wdga-1
TREFZE 4939 PN :Inr-cf-'n.ﬂnnil Sequnty Fabac
TEEA2015 52927 PM Infgrrmadonal wdge-1
TIN5 L 55T PM | Major wahield Firewall
TEF2S 44501 PY | Major wWIhiald Firgaall
TIERSAAR 111811 A :"\-'\-I adna.q
[} 53 Objocts g~

N

AXRFMFEE, SN 23 5, BN,

{E£/ NSX Edge By KiERN

AT TE) NSX Edge LAE A H R I KR .

JSz A& I P R T AR UM SR AP A ie EH IR P et SR AU LA Pl R T e B o X 2 ) ANt o)
PATAEFTEIR R RO EOAPHEARZ IR, RIS AR P O B RN, 5 7 NSX Edge
155 WSR3 D AR T 1) AP BN o

FEB3 KA T S BRI Tt NSX Edge AU B o e HIIAZL I s S il S -
1 FPAER IR P S SRR (E) .

2 FESMEIRI (TR Edge M5 im i a s HIism ) .

3 JHHE NSX Edge [i5 ks 1 A e SCROMUI

4 BRI

YREEERIAEY NSX Edge B A3 £

BRI R B T S A AT P SR BT CRRI BASDE G i it . BRIAIK Edge B K SRS 2 BH 1T A
Nt o T AT SRR AN H S0 s

L7
1 7f vSphere Web Client 11, S 2|28 F1Z24 (Networking & Security) > NSX Edge (NSX Edges).
2 L—> NSX Edge.
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3 AT (Manage)iili ., A/ HERE k3 (Firewall),
4 JEEEERAHIN (Default Rule), 1WA B kB3 ¥ el — D

FEF RO (Action)fths, AR Hd &,
a 3R (Accept) Uk Bk AR IR A BRI E .
b HIHEF (Log) kL RITE M T4 215 .
T H S ORI RE e R A
c  MURETNGE.
d HiliBE (OK).
6 . ZA4HEK (Publish Changes).

A NSX Edge Fh A IEAL N

Edge 5 KBl s et sl B kih” el BRSO BRI . BAE AN AR TR #6

ARSI Pk kIR .
TEATPARINZAS NSX Edge $2 F1URI/EE 1P Hohik-2R 1 9By K BE B0 R sofn H .
10-1. iIEHAFT M NSX Edge #EOiFKE HTTP AR 2R ERIBH AR

Mo. Mame Type Source Destination Sarvice Action
@1 firewall Internal @ vse any any Accept
N e = =
@ 3 Default Rule Default any | HTTP Address Group @ ‘ | e ® ‘ Deny
Value: Value:
10.20.222.34 TCF:8080 ‘

10-2. iEATFI NSX Edge WIFTEREREZENO (EEIRNETEONKOALHFR ) fFE HTTP ARS8

ik=: P e E |

No. Name Type Source Destination Service

firawall Internal @ vse

Acdtion

Accept

Default Rule Default
| HTTP Address Group ®| | For HTTP server

@ | Deny

Value:
TCP:8080

Value:
10.20.222.34

R (internal) (DI, TP E AR P R 1 IHORIURS 19 5 BT

10-3. f2iFiEE SSH ARXRAREBME m/c HRER NEHN

Action

Accept

No. Mame Type Source Destination Service
firewall Internal O vse any
IIIIIIIIIIIIIIIIIIIIIIII 2
Default Rule Default any

I VM in internal network ®| | Internal VM

@ | Deny

Value:
TCP:22

Value:
192.168.0.10
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B

1 ¥ vSphere Web Client 1, 515l PIZ&F1Zc4 (Networking & Security) > NSX Edge (NSX Edges).

Mi—1> NSX Edge.

A W DN

PATIA M EEZ —

TR (Manage)telii £, JAJ5 BBl k3% (Firewall) el

b
FEB SRR AR E AL B S AR

i R A AR AR
FEBG K S AR R A B A

NS S

ok
a  JEEHN.
T e Blh, M o | UG ERERME LTS (Add Above)sk RIS T
(Add Below),
AT AT S VF B I s U R 770 401 ZR G SRR s ok o i
ME— U, T AR A N Bk ASE F 5
P,
ot g (G2 K.
PR,

fE G5 B, il & JFRPAE EJTKG (Paste Above) e T RERY

(Paste Below),

a

TR (Add) (W) [T
AT SR VPR P R N e AT 7 o ansR R G R B K s rh iy
IR, T3 R s I B R R A 5 o

5 e pr &R (Name) o, A5 e st B,

6 FEAFMMIMZIR,

7 ety OTE (Source) o, et By 18
sl T 4B Mg —A 1P ik,
a M NRBIEPER—ANS, SRIE TR R

AR RIRE4E (WNIC Group), SKmicie vse, MZHLNIER T T NSX Edge 4= fiimift .
T PEPEE (internal) S (external), JUIHAPEE R T2k H FTde NSX Edge SEAAIHATART YR
AT . U bR Ty, N B Bh . TR, PR R AR

PR R AL

GRS 1P & (IP Sets), W] DLAIASHIT \P Hukk4H, OlESgda s, % B o insss d, A%
A P ERE R, HS WO 1P Hihl4,

b LHEE (OK).
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8 Je N B AR (Destination) i ot, ity [ ok 18
a MW FHFIEDERE NS, R TN %R

AR RIRR4E (VNIC Group), SKmieie vse, MZHUNIER T T NSX Edge A= fiifi it .
RIEPEPNER (internal) sk 73K (external), TSR FHT-mm irde NSX Edge SAFIHATAR A5k
AT o . YA R I, SN A BT R, PR ARG AR
ZHR s R AEAEH

RS IP & (IP Sets), W v DLAIASHI \P Hukk4H, OlESgda s, ek B o nsss d, A%
QI P ERE R, HS WO 1P Hihl4,

b HIHE (OK).
O grrEEIIIRS (Service)iiie, Jdr Bk

" pendd T B R AMIRSS . WOERIRS SRS, IR (New). GIEERIRSS, H
HaEhEnel “Mkss” S ARG IHAIEE, 1S ek,

" e T B A AT R E R SEIISAIORA RIS . VMware B
TS 5.1 M AT T A AR 2 I 1o AERT LA il 45 B IR 55 o

. NSX Edge (\ScFefii I L3 FHhBslE SR TS

10 et M BE (Action)¥fior, SR B, el Farh iR oM velsi, SR 2 53 (OK).

B RIBRAE R

o FEVFR ek R PO AR i e
FHIE FILIE 2R F sl i 8 I LRI Tt
B4 SR AR (LA EAATH R

b TCP %ty &% RST Fdlstu,
I HABEAE L 1% ICMP AWl iyin] (CEFERRRE) ) st

HE WS HHVC R A 2506 i T H S0 DaE nT Re gk Ag .
Az AR,

£ TR NS

TSI > Fet TThd DN NAT BT, A2 TR ) 1P HhEFTIR 55

JE TR 75 FEHHR IS NS R0 2 HH s R

VMware S FETE RS KBS HUN 771 o
11 5 RAEK (Publish Changes) i 2] NSX Edge 24,
BELSB

"SR, Rends @ (G TGRS (No )G S o510 )

I =V o3 S o U Qe e Vi D v Sl by 119 5/ W 1| I I RS vt s i = - 7= 5, 9 S|
(Hide Generated rules)} e TN (Hide Pre rules).
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A F @ FREFAANIOA, oA P HA A

ek BrER
MIbRIE RGOS A s ME— 1D
H& ACSREANT SR HLIN 7

et R
et S R IR (2R B RN )

ik TR £ T

AR R FRRENSCARIE R

4m%E NSX Edge Bp AIEHL

TG A “Edge By BEIT-RAEINA FHFoE SCRIB KRN . ToikAE “Edge B kiE™ 2Tk 4%
PHERrPEC B kRE” iR LRI o

TR
1 {£ vSphere Web Client /1, ‘Sfji%] B£&F12c4 > NSX Edge.
2 WE—4 NSX Edge.
3 phRREETR, RGBT,
4 G
B IO T B BRI sk ER R

5 JHTRTEEMS, RE R
6 i EAER.

F ¥ NSX Edge Bh ASER MBI TR

FILLHIE “Edge B3k etk rbads it e SCBs KRBT, DL E & X NSX Edge it »
B, Bk —4& RV iR R U . BRAE, R DL IN— SN AR 4R B R E 1P k4T
AT, PRI E T LB eVt M -5

S

1 {£ vSphere Web Client 1, ‘Si%] B£&F1Zc42 > NSX Edge.

2 Wil—1> NSX Edge.

3 RMRRERTR, AR B AR R,

4 BEFEUHH ARSI

AR B AR IR s BRI O e % o

5 i bR (ST s M (5 Kb,
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6 HTHIE.
7 RLERAER.

Bk NSX Edge By AIEHM

FILAHEREAE “NSX Edge iy k" 1635-K HEs I I e SCRIB KBS MU . e e AR IR e rbl “Biisk
5 S ) S PSS

S8

1 7t vSphere Web Client }1, %] Pi&gH1Z4 > NSX Edge.
2 WG4~ NSX Edge.

3 hlEEETR, SRS RERAIEETR,

4 PRI,

H BTCEMER F DA IR SRR AR o

S (%) KR,

=18 NAT £

NSX Edge 2 (LI5S (NAT) IR SSAKAGAFEHNE S RCEs % T ZE N TR T LA T 2257
LA FN, EANZBOR AT BRI ooy R IR 23k 1P kS s e B NAT A Re 5 IRl T
LA RN FIS1THIIRSS o

NAT IR 5510 45 15 NAT (SNAT) F11HF1 NAT (DNAT) i),

AN SNAT #m)

AL NAT (SNAT) U, PR 1P Hilk MASE 1P Musi BESCh % 1) 1P Hikk sk iz > .

AR &M

 BESURE (A2E) IP A AIC RIS A Hr R TR NSX Edge $ 11,

RO R ASCRE SNAT B,

PR

1 {t vSphere Web Client 1, S5 MZ&H1Z4 (Networking & Security) > NSX Edge (NSX Edges).
Mt —4~ NSX Edge..

HUIVETE (Manage) il |, 28J5 il NAT 20 .

A W N

L ERIN (Add) () bR, JFE PRI SNAT #1I] (Add SNAT Rule).
5  SEEEEINIEINRgEE O
TR F AR SNAT i,
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8
9

RN MR —BNF AR 1P ik,

L5 7~

IP Hpik 192.0.2.0

IP 3 192.0.2.0-192.0.2.24
IP ik T 192.0.2.0/24

f£&

RAVL A —BENARERY (A38) I8 IP ik,

7520 T~

IP it 192.0.2.0
1P}k 192.0.2.0-192.0.2.24
IP Mt/ 192.0.2.0/24

£&

W PT B (Enabled) LS HZ A,
i BB HEE (Enable logging) A ic s ikl 436,

10 FLliHaE (OK)ZS .
11 ¥ B (Publish Changes).

Zfin DNAT £
ATPLGIE FI AR NAT (DNAT) FUI, DUEEE I FR 1P ik M2 1P hlk 5k % 1) 1P Hbkkak S > o

ARG

Jiths (A36) 1P b E A B S RS NSX Edge #2111,

g7

1

2
3
4
5

(2]

5

%51 %) vSphere Web Client,

IR ANZ2 4 (Networking & Security), %) NSX Edge (NSX Edges).
Wik~ NSX Edge.

RS (Manage)tlil |, ZAJ5 Hiih NAT 850 .

YRR (Add) () [bR, JEEEEARIN DNAT #11 (Add DNAT Rule).
VEPREER ] DNAT MU

KA MRz — 8N ah (A3 1P ik,

5 il
IP Bl 192.0.2.0
IP HiHE R 192.0.2.0 - 192.0.2.24
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5o ~B
IP ik FR 192.0.2.0/24
=B

8 HEAWIL,

9 BENJF A I B B o

75 T~
WS 80
primpas| 80-85
2%

10 SRAPL PR —BENELH S 1 1P ik,

7520 B

IP 3k 192.0.2.0

IP M55 192.0.2.0 - 192.0.2.24
IP Hobik/ 3 192.0.2.0/24

G-

1M SNBSS S 1 s B

L5 i
b mEsy 80

3 75 80-85
o=

12 BB EH (Enabled)lL)S T2
13 e HEi8% (Enable logging) DL ic sEibhl 4,
14 PASEERIN (Add) 7712300,
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510 B NiE#kid

A S5k s Thae, NSX B EE ST LA EEE T Active Directory 7 DFW A,

IDFW Bt T AR A 1 e 4R T S & o X EE BIFER MR IR LR I e A S 41
FI ¥ Active Directory [F]25, DA NSX ] DU ] AD 14, £ Mok, IDFW AZ0UATE Active Directory
FH gk 2 s34 GEN H) DFW HU] . IDFW AT DAE FH A 75351 T8k A0 0. Guest Introspection F1/ak
Active Directory F3f- L R H:8% . Guest Introspection #55(Fia1T IDFW FEIMLRY ESXi #EEE |- fEH P4
Fiﬂéﬁ$ﬁﬁﬁ TEREINL 1225002 PRI LT Guest Introspection HEZEH % 5] NSX Manager

TR H T Active Directory JH: H G SREERS, 1/ NSX Manager il & Active Directory Jif H &
mmﬁ'ﬁbﬁaﬁ#/\ Active Directory Jgi7sill#s 54, A5, NSX Manager M AD ¢4 H il rhfg BVt
SR A SIS R RIS il X AR5 7, sl il TR i — b5 7. 1, WIRAIN(ET] AD =l H 5 R
7 Al Guest Introspection, ‘CAI VEMAHLHFR: AR — AR TAE, S— 1 4ASERR 4
PR TAE,

FEMER RIS, B GBI NSX LT ARt ] Al AD 41 (Fro Hsrdl) o ShE, ERELRTLLE]
THERA SR KBS RN R 22 S, TR BRI T3 el e g, e, 781 PR B s,

AGURAS RZ R ARSI 1P it , 352 P IR B IS, ARJE TR PSSR . 138 H]
TYHLR A T TR, R AD A H SRR DA P 75 8% B R I

IDFW IR IER S

AD SRR

= Windows 2012

= Windows 2008

= Windows 2008 R2
SR PRI ER S
= Windows 2012

= Windows 2008

= Windows 2008 R2
= Windows 10

= Windows 8 32/64
= Windows 7 32/64
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S B g TAER
BB (IDFW) S0 VAT P05 k5 KA (DFW).

LT R4 2B KB (DFW) 2 1 Active Directory (AD) 2R SR B3 S5 ). IDFW I Active
Directory VB BIMIALE, FRG B LML) IP Hoht, DFW i FHiZ it DA B KRS . B 5Bk
ReH5 2 H] Guest Introspection HEZER1/5k Active Directory it} H G HEH .

Bz

1 7F NSX HIfit ¥ Active Directory [F)25; 152 IF Windows 15 Active Directory 12, T3 11z IhAE
PATERR S5 4k i ] Active Directory 41

2 5y DFW fEss ESXi 5. 12 M NSX A RFT Y O NSX fEss EHUHEE" .
3 FlE SO KBRS IR . R, AR N I — ANk A e
m il Active Directory S5 H 50, 152001 NSX Manager 71/ Windows Jif;,

m RS TR UL Windows & P E R G X bRt e R VMware Tools ™ 22, K Guest
Introspection [k 55 H5& BRI . 152 M 205 Guest Introspection, {72k Guest Introspection
WEHERE, 1S MUEE Guest Introspection S HEEE

\
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{£F Active Directory 13

"] PAR NSX Manager N ki) vCenter Server JEIF—/ k221~ Windows 1, NSX Manager MA&E Y
IR IR T P B DL 2 [AIR 54 2 . NSX Manager 44625 Active Directory (AD) 454k .

NSX Manager #6225 AD FEf/m, 2T DRI Al el i alEE TARiRmB KA Kozt T
RS o

ARFEHE TPA N L

m 7] NSX Manager 73/ Windows 1

) Windows 1,5 Active Directory [F]:1

® i Windows Ji

= 7k Windows 2008 |- il i H ]

IS SRR
@ NSX Manager ;¥ Windows 1

ARG
S P A S T AN S AD AR . e H S SRR P AT e A F A H S AR
$B

5k %] vSphere Web Client,

N

2R FIZE4 (Networking & Security), 745 11 NSX Manager (NSX Managers).

1r45% (Name)dIlH §i:; NSX Manager, SRJ5 L EEE (Manage) it il .

e (Domain) kil f, 245 i ER e (Add domain) () b7,

5 {EENIBE (Add Domain) iRt , SAlsfm A\ e PR & (B4 eng. vmware . com ) F1netBIOS ##1.

BRI netBIOS 4 Fk, PIAEJE THmhz s dlas i Windows T AESS &5 L FR4kE N
nbtstat —n. 7£ NetBIOS Aty & FrkEr, Higil <00> (155 BT “41” J& netBIOS ##i.

6 fERPIN, Bk A ARSI S, iR BESEE IR AP (Ignore disabled users).
7 i F—3 (Next).

F - )
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NSX EFEHEH

8 ft “LDAP &I” THH, fEIRES 2 REErEds sy, SRRl
9 MUETFE GRS,

10 S NIRRT o I P A ZRE S U 1Rl I SR 4544

11 8 N—25 (Next),

12 (Alk) 78 “LadEHEWRT Db, 25 CIFS sk WMI {5 A VS AR 2 1 AD iRss#
(P2 gt H il MR E SR 145, Active Directory F5f) H G RERS B HIZ BB, 155 W 910515k
B TARR

E P EEEGER N AD i H SR A AL N ID [UEEF: Windows 2008/2012: 4624
Windows 2003: 540, FifhHEIRS#R A 128 MB Bkl Ak BNZBREIN, ] feos 4 0B
AR ID 1104, AR, 1550 https://technet.microsoft.com/en-us/library/dd315518.

13 P YR (Use Domain Credentials)Af# ] LDAP JIg55ai HI e . Eda e dbiT H & &
JIsR™, TG g rh 8 AR (Use Domain Credentials), Jf-fisic 11 #4a A,
BRI PUARE RS IR 25 38 10 rhis iz il s e s gk H .

14 $5TF—35 (Next).

15 15 “BK5ens” bl b, REsAiLeE.

16 588K (Finish).,

A HER AURHIUHRIE RIS, SURMIR ISR T80 s b, s R CBEiaIt .

e, HaRER Do EEsIER Ty,
RESR
bR SRS R RIS IEE R

RIDAUS I, 4ttt MHBR . o IEZE ] LDAP IRSS#S, JridoedePRigidl 2 B it LDAP fRS5#% (LDAP
Servers)t Ui, LA BRSOy AR S H ER S5 EF (Event Log Servers) i xS 4F H
EIRFS AP THRIIAESS . A2 Windows JIli55#% (lfzihil#5 . Exchange Server sk SCf- R 55+% ) 164
i HEMRSSFS TG P FRIN S

F R A IDFW, SR AD IRSSs

% Windows 185 Active Directory [E3

BROEHLT , Fra e 3 /N B 815 Active Directory [F125— . i AT DUZ T
73

1 %% vSphere Web Client,

2 ik MgRIZ 4 (Networking & Security), 74/ i NSX Manager (NSX Managers).
3 {r&#k (Name)¥l i 4 NSX Manager, $kj5 Hi-H45TR (Manage) i k.
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NSX EFEHEH

4 PRI
5 Rl My —.

B Hi
b PATHERERL R BT F IR R R i A B 7Rt AD 52
WATIERIRRE, KHDFITA AD XRIAMARES

4758 Windows i3

H AR08 . netBIOS #4445, 2 LDAP JIR 35w A MK 14

T

1 Z5k%) vSphere Web Client,

2 g AZe4 (Networking & Security), &) % NSX Manager (NSX Managers).
3 fF4FR (Name)d i Ei:5; NSX Manager, #XJ5 i 45EE (Manage) i .

4 BEPHE, AR5 RT4RES (Edit domain) &by,

5 TN, AR5 HESERK (Finish),

£ Windows 2008 FEHA<£RiZHEIG

IDFW R H R e i 204 H sl

LE O T Pk P, AT RS T Windows 2008 JIlk 55w idal 3oy v s T Hasze4s H &), DA NI
T A AR .

BT AR AN RS AT e P

EZ S

1 SaFes > BB T H > Active Directory /#1171 EA (Start > Administrative Tools > Active
Directory Users and Computers).

FEFUR T, JETT 5 S5 F2e 4 H S DR TR0 RZA 9 K
FENEITIO Y NI, 268 Builtin 55,

A5 #F ) Event Log Readers .

1t “Event Log Readers JEVE" XiHHEH, EFER R (Members)tli .
FEERN... (Add...) $24.,

Regos “EHP . AN TR AHEHE,

7 WERVARTDY “AD Reader” HIS @I, 15/E “WEP . WAL THEALEA" MHEHER R
Mo MARLOEIZ AP MBca B, e SR BERA L IS AR Rz A

o a A WO N
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NSX EFEHEH

8 PEFAE (OK)LASCH] “BEBEHI . BRAA . WAL XEHE,
9 HHE (OK)PL4 “Event Log Readers J&IE" X IHAE,

10 >[4 “Active Directory JII P AIFEAL" %1,

BRESR

Rz HEWRE, R LR E SR BRI H AR

B B RANFR

BruE F Pk R R A P as AR DAL 4 H b

FEBIERTIK IR e H ST RlE, s b e s e 4 H k.
AR

24 B EWN ES0AE Windows 2008 [ H2¢4 Has H & w51 o

1 MISE ST TR, DUER 51 S ek B
2 SiEIFFR > BHE T H > B2 A RS (Start > Administrative Tools > Event Viewer).,

3 MEME (Action)SZ i rh ik PEEER] 5 — & 1HE ... (Connect to Another Computer...), Fiinix “iek
PR AEHE,  CGiadEsr, BT ERATEEE R H BRI, BhaidTizsre. )

4 QURARERE, EEEB—E HEAL (Another computer) 4

TEH—EHEAML (Another computer) F e 550 B SCARF B, B NSsisdlas 4k, s, ik
HYE... (Browse...) F&4, SRFEeRHmisiil#t.

werh DAEAE F P B 153%E#2 (Connect as another user) S AT,
LR ER ... (Set User...) #2451, Bior “BEEER" MHHHE,
P4 (User name) 7B, F NG AT T 44
TEa%ES (Password) 7 BiHT, B AR OIER H P R4S .

10 HH45E (OK)

11 JRRBRERE (OK).

12 {ESik R JT Windows H7E (Windows Logs) i i,

13 1t Windows H3: (Windows Logs) 1 i Mifil, w6 “Zlh” “Wpie AR AmT A W H SR, ik
F AR RAUR o

(3]

© o0 N o
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{FH SpoofGuard

5 vCenter Server [120 5, NSX Manager 2 W\ FERINL ERY VMware Tools HIKEERTA vCenter % 41
WL 1P Hohk, GnA BRI, W) IP Mk rlREsRE , WG is B r RESsud by ks R

s & Gl 73 SpoofGuard SEIE T, AT LAY VMware Tools FITAR45 11 1P Bk, FAE 2B B X stk
HEPABT 130 . SpoofGuard A< B A5 VMX X1 vSphere SDK U EE KRN MAC Hitl, ATDLAE
B3 kS50 > SMi ] SpoofGuard FHIF LA RS e

SpoofGuard [FlI 755 IPv4 1 IPv6 Hijik, {#iH] IPv4 I}, SpoofGuard & 45 J bl A it B4 1P Hb
HEo IPV6 SCHEAEIM-RATZ A 1P #itik, SpoofGuard S DL R AL Y — Va3 FAs B UM LT 4R 25
() 1P HbdiE,

HREHN B3lfEE IP AR Fe Pk ERE UM L RT A i e, [RIA A — AN SCRE - &
IyES IP HohkAO 3. R AE T ER2E R B 1P Mtk MR ofs E shitb e
JEAA - HIPT AT ipv4 F1ipve Mok,

SRR FEREAARERT  HBLUABLE i, BB AR AT AR 2] 1P bl
A IP 5L

2 rﬁ)ﬂﬁﬁuﬂmﬁf SpoofGuard A E#52: 7 I DHCP itk Aoid, WAL FFapRiit, bl
it , Bl DHCP 4MRIN 1P sl 225t .

SpoofGuard tUf H Ze A= BTIBRIN A, 1232 I T HoAt, SpoofGuard SRS AT M i [T AHAZ B A%
FA I 252 B SR I BN BRI H , BRAEARZ I8 8 D0 A SR o ok 2 G kg

SpoofGuard ;& NSX 4371 2B K S TR AAE RE AL IP Mk 757k 2 —. AR E, WS WAL 1P
R o

ARFEDIE TV 378

» G SpoofGuard il

= HUE IP ik

m e 1P Mk

= R IP MR
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NSX EFEHEH

fl& SpoofGuard Kk

AIPAGIHE SpoofGuard S, R E MESHREMRIFRI . R ERIY (BRIA) SRS I T3147 SpoofGuard
RS A 5 T AR A Hed Lo

o

1 7F vSphere Web Client 1, %] B£&f12:4 (Networking & Security) > SpoofGuard.

2 HEERIN (Add)EER.

3 ORISR

4 EPE S A (Enabled)sk 222 A (Disabled) A fE A2 75 o T ol

5 X TH#FREZ (Operation Mode), Ll Ptz —:

BT B

BRI B3EEE IP HEC BRIk, e NSX Manager 2E1 T4 AATEAHN (H AT CRIAT A 1P,

B RIBT T B AT 1P 5L B ] BOR TS HLERT A 1P Motk Birf ik S sl Rk FRZEHEIER 1P ik
R R .

6 il asE, e AN ML E A Bk (Allow local address as valid address in this
namespace), PASEAER L se v A 1P ik,

IR LIRS, A SRR LC 28] DHCP Rgs+s, M2 ARl — N ACHE 1P Hiik, 024
SpoofGuard ik E VT Ay B2 A, Fe i AR E D B R E (Allow local address as
valid address in this namespace)i, A IP AR, B0, K20 AM 1P ik,

7 N2 (Next),

8  THREHMETOM, LA (Add), SRISERER R I SRS IR A2% | 431 it 1 A B A8 b Lo
— AN A BB AU R JE T4~ SpoofGuard il .

9 HHEE (OK), AAEHE5E (Finish),

RESR

Al LA PR AR (Edit)Ebrgm g, i b NER (Delete) <IbrMliR e .

HEAE 1P i

WK SpoofGuard % EL N EON S BCIT A 1P bbbt s T st e, 2006 o3 BC 1P HhEdE A Tt 4
REFCVFK HXEEREAUA LA T i

B
1 1F SpoofGuard LA, BN,
S AN B R TE R R T T .
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NSX EFEHEH

2 7ERR (View)rh, s Hoh— AN eTGES:

T Vi

TESHEIUR BT 256 E 10 1P skt 31) 2

SN/ & Zii =2 e S R BRI SRR P kA1

IP FZEHAERI B R 1P kAR G o SR A A, i 0 AN X S R AUATL
BREH P FELMR 1P Mtk 55 3 7 Bl v NG T 43 B 1P bk i i

JHIE SR+ T 1P b1k 5 L AT 1P Bl ARPTEC 1P Hihky) &
REAMRRFR IP TR GREI 1P bk B (E M A A AT T SR8 3=

3 PUTUATHEZ —
SRR P RbRE, R IP HihEST L O HE (Approve).
m EAEZAS IP Mk, BRI, RS R LR IUZIRY IP (Approve Detected IP(s)).

YREE P it
A DGR A2 MAC Jilikns 1P ik, DA IERTAECN 1P bk,

IF SpoofGuard FI#e52 ok H ZAHEUALME— IP Hitik, (HRE, BUHLARIC A IP Hblik. 28 e 1P 3
HEAE NSX HEME—¥ . AFeVF B R IZd Lk 1P ik

1 {r SpoofGuard i ~H1, P,
RN O R Mg SR R o
2 P (View)dr, el i — A el

T Vi

TEBHER B S0k 1) 1P Hbhk 4] 36

B bR AT S s RIS AT 1P 31

IP FEHAER | 1P bl AR W v SR A, it 0 AN X S R AUATL
BHEE IP NEMMFE 1P itk 55 3 e 2 v N A T 43 B 1P bk i

JEIE SRR YT 1P b1k 5 R AT 1P Bl ARITACE 1P Hihkg) 4
REARBRFR IP TR YR 1P bk B (E M A A AT T SR8 3

3 AN RIREIR, 4R (Edit)&IbR, SR TIE M0 R
4  HEEHE (OK).

TSRS IP Hhit

ATk S SpoofGuard S HER 1P Mt/ ic
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NSX EFEHEH

L

1 1f SpoofGuard Bl ~H1, ZEFEHng.
EHILSEEHIRYSRSRTRAIV (R 5 S i

2 (rE (View)d, i Hoh—A el

TR B

TEBIEMR FITE A6 UER) 1P Holkf41 5%

B ER KA GRS RN R TR S AT 1P ks 3

IP FEMIERERIR R IP M A SR B ek A, SRR TR X R L
BAEE IP NEMR IP bl S50 e o ERAT T i 1P T
JETESREIUR U P Mk 5 & A 1P M AL 1P Hihl-41) 2%
KRBT IP PTG L 1P Mtk 2P R e A OB R L4 2

3 PUTUANEREZ —,
m GRS P MR, AN IP HiESS i RS (Clear),
m EEERZAS IP HibE, BTN AR, ARG TR HERY IP (Clear Approved IP(s)).
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EIEHREMNZ (VPN)

NSX Edge 735£ R VPN, SSL VPN-Plus o4 izee T P 0] % s b LR . IPSec VPN fi
it NSX Edge FFIAIE LR & 2 (Al S a8z, L2 VPN SV A s M s AR (B e 2, ATl
FEEHRE A

WAVHIEAFZ1TIY) NSX Edge S5l AERE ] VPN, H5CHEE NSX Edge 115 ., 152 Il NSX Edge i .
ARTERIE TP

m  SSL VPN-Plus #1

= |PSec VPN

= [2 VPN fifk

SSL VPN-Plus #ti&

T SSL VPN-Plus, 1efET Faf DL2c4s b2 5] NSX Edge WA I % 2R . oA T a] DLTE % T
28 N A AR 55w AN TR T o

NSX Manager

> Connection

| I

| I

| I

| I

g I !

N / | I

g I !

2 PE ! i

Web iy Bl i [ |

! .

| I

| I

| I

| I

&m %"' Internet "D» """ 1 :

NSX Edge | i

- I

) Remote Desktop Connection =10 SSL VPN 9""5[3 : :
- I

5| Remote Desktop : :

! i

| I

Server @

________________________

Computer | 192XXXX.X -

EREAFEE
SSL E ik
THDL N P 2 %
®  Windows XP N =R (% #F Windows 8) .
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NSX EFEHEH

®  Mac OS X Tiger. Leopard. Snow Leopard. Lion, Mountain Lion, Maverick f/1 Yosemite, iX¥t &%
AT sl sl fii ] Java L.

m W Linux R4, SR TCL-TK Gfikil UL IER IS T, AURASRME, AIPAE CLI ] Linux 2 7.
% SSL VPN WFEHFR IR B, 1E2 0 https://kb.vmware.com/kb/2126671.,

BL & M %&iA1a SSL VPN-Plus
FEMLE s IS Cr, Zef TPl DAAE 804 SSL & P 2 Ja Ui Inl & FH2%
AR &M
SSL VPN RiSCERAERE IR 5T 11 443, ifi SSL VPN % P BORAERE % it A 4t 1] NSX
Edge M IP Al 1 443,
ST
1 75/ SSL VPN-Plus JIR 55 23 4 2
AR SSL VPN IS5 #3514 ¥4 fie e NSX Edge #2171 | SSL.
2 HNIP
NASFIRER NI 1P s Az A H P4 Bl — UL 1P ik
3 IR ML
PN B et P ] DLV IRIFR P4
4 NS mEIE

PRI DA INERE 2 SSL WIS sNEs S it ik 55#% (AD. LDAP. Radius Bk RSA) , A& IIAC
iMHF'o B LA E R B bk Ss w5 Ebk P RO P T S SR

5 NIRRT
eI A SSL VPN-Plus % J it K 2e Rt 49
6 AN
A A SR R e R
7 J5JH SSL VPN-Plus JIZ%%
Fil# SSL VPN-Plus [IR55)5 , i TiZIR%s, DAEZER T P T il 4 RS .
8  INIIIEA

AIDAR IMZAS B RS, B, "TLCK S ED Internet Explorer 1% A S gmail.com 48iE
R ] PESR B SSL % iy, Internet Explorer BT 4T/ gmail.com.,

9 FERURRNS S LS SSL & i
AN TAERCE SSL VPN-Plus Jucfe f el DAAEAb/ b st i F T e S28F Windows, MAC
1 Linux 53]

75/ SSL VPN-Plus fR&SB5E

WA SSL VPN R 55714 B A4 ferE NSX Edge 11 |71 SSL,
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NSX EFEHEH

S

1 7f SSL VPN-Plus ik, WA MR Hie RS is & .
R

YEFE IPv4 5k IPV6 ik,

HRPE S ZE R 15 i e R R AR i 1 5

it ol LAy

(AIE) AN “MRSSARUER” Rh kB IIR 5w UE
L RRRE -

N~ o a A~ w0 DN

P
MIFFER NG 1P b e il P43 it — N REAbl 1P ik

EZ

1 £ SSL Vpn-Plus &1, WAL SE IP # (IP Pools).

2 RN (Add) <'I'> b

BEN P J T AANEE TR 1P ik

BEN IP A ZR D

BENEAE NSX Edge PSRN IS 2 7Y 1P il
(A3 ) BEN IP hAHiAR

WeREE R A2 25 1P it
(") 754k (Advanced)fifit, #A\ DNS £#5.
(AL ) BENAHED DNS #7K.

10 BENFFEERN DNS J548, DUEHTEE T 34144,

11 %N WINS RS 7L

12 FEHE (OK).

© o0 N o Oua »~

winE AR

PRI B A PRI AT TR 2%

S

1 7f SSL Vpn-Plus iK1, MRk £% FIR%E .
RN (W) B

BENTL IS 1P Hidik

BENL IS R A 25 b

N

F - )
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NSX EFEHEH

(3,

(Al ) FENDALEHA

6 et AT SSL VPN-Plus [1) NSX Edge A1k % JTIZEH Internet Jiii, 14248 NSX Edge H.
P H A B £ RS 75 o

7 RER B RRE R R R, 1T PR TCP AR i .

HOZE A SSL VPN FRiE 2 Bl 1485 =/ TCP/IP Hi:A% & 1% TCP/IP %L, Internet #E1 TN
DR BN TR 7 EE R AT AN U TCP il ik . BAEIEE (7EitE Internet 2514 M b
) I, Bk AEVERERR NN, #h TCP-over-TCP fSfle WA Fiff, X2 T TCP #4
IEAERIIS BE—A 1P Bl t, Xl Mg, I SE0ERBN . TCP /b 71t TCP-over-
TCP [, HfRI2 At ErERE,

8  WIREH T ttt, THEEN I TR S
2 E P2 s TR R A 2 A o

TCP it fm, SSL VPN RSB E Mimd T H TCP 8z, i+ TCP 8z SSL VPN JIk 55+
FTHE, DI 1 Bh AR RO S8 — A0, it MK S v A Edge T RORMA dEERee o ROTCHITR
R Edge B KBS UM TR o BRI S VAT AT e

9 EEEHIEE L %

10 FHTE.

RESR

PRI KA VA Fe vE I 28 it b o

0 & 4> BE

AT LA N4 E ) SSL WCANI B da i iR 55 7% (AD. LDAP. Radius 5 RSA) , [fi /& A 1
Fro B BAT e B SOy IR 55 A5 B BB T P T SRR AIE

i3 SSL VPN ST SIS UE RIS TR 3 438, X2 RN AE S IGUEERI -, 3 0 8h, HAE AL &
Mo AL, 7E% AD S UEHRE N 3 /B, sR RS A AE 2 S IR 3 L P Sy
SRR AL 3 0BRSS T R

g

1 f£ SSL Vpn-Plus &35, M /=ML B B 33HiE (Authentication),

2 g (Add) () E,

3 RS UIR S ARSI,
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NSX EFEHEH

4 RIERTIE S EAEIR SRR A, SRR
¢ AD Siygsubikssas

% 14-1. AD SRIIEAR S ARIE

gl R

J5F ssL WS SSL, Kot Web IR S5 5 i s 2 TR — AN I s

(Enable SSL)

IP 3ttt (IP SRR RS #E1 1P bk

Address)

31 (Port) URBAE 1 0 RABTR S T

A (Timeout)  DIRDIN SRS [RIBE, AD IRSSHR AT TR BE N FEH IR .

R (Status)  ZEEEHA (Enabled) s B (Disabled) A s IR A2 1AL TR

HEE (Search  HHY M NG H b o I 2 A nT RS 4041 A1k AN F SRl (AD).

base)

SY5EH) DN SN AD JIegs BT, R Em NI AN AD Fiske KEEIEN T, JEEN DN nf DU

(Bind DN) AEFIH TR, Y0ER DN R DN (PR I Rimdees A R A H ok, it
AD IIPHIEAT SUE. I DN, /1] DN AIGFHLAS AD I T St

HERHG ¥k AD H P Sy A

(Bind

Password)

BEFRNSER A,

15 (Retype

Bind

Password)

BREEETR ek TN T ID HIPCELY 2 FR. A Active Directory, &SRB AN

(Login sAMAccountName,

Attribute

Name)

MR JHRPR SRR s E . TR IRk RsIM N attribute operator value.

(Search Filter)

FFILIRSS AR LR BZI, W AD BRSSHER HIPESE 2081 S5l

TR _SHIIE

(Use this

server for

secondary

authentication

)

TEHBRUEIIR  WCRERE I, Y S8 e I 2 iR A 0
LR el ssar
(Terminate
Session if

authentication
fails)
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¢ RADIUS 54

NSX EFEHEH

% 14-2. LDAP SN ISIERR & 281% I

prnll
J2F SSL (Enable
ssL)

IP bl (IP Address)

30 (Port)

A (Timeout)

R (Status)

#&E (Search base)
4B5E(%) DN (Bind DN)

HEHIHD (Bind

Password)

BN EHD
(Retype Bind
Password)

BRBEMAFR (Login
Attribute Name)

MRS (Search
Filter)

LIRS ARHA TR
BIAIF (Use this
server for secondary
authentication)

TE BRI I 251
£3% (Terminate
Session if
authentication fails)

iR

QAT SSL, KT Web Ik 55 5 s 2 N — N s .

ANE IR S5 1P Hbdik
SRBRAAI I £ o AR TS B T
DIFD IR BRSO AT, AD IR S A AR 12N TR B A AR R

W B (Enabled)sk T 25 (Disabled) L5 IR 55 e L A AL T TR AS

TR AN E S o IR P RESE R TG AN F SRR (AD).
SN SS w PRI, RS SRR SR RN AD Hot, REZEIUT, 45:E DN LU

A H TR, 40E R DN A G2 DN (FRiHE ) M2 it fis 22 e dify H ok,
MRS AD P EAT S yeiE . 3RIEI DN Ji, /1] DN FIEfhs AD AT S 5iE.

BEUE AD I BRI G R

G INATR

S BT NI L 1D AVCECO %48k, 4T Active Directory, ZStJEE#Hk N

sAMAccountName,

FHRRPR AR =0 e fiv (i . U= Im 2 A% 20 attribute operator value.,

USRGEPRIZ I, AR 55 25 R B8 — B B i

ARG IZIT, )2 B S RO 2 iR 455

UaNIN | &g ind

% 14-3. RADIUS B4 361 AR % 251% 5

prinll
IP bk (IP
Address)

30 (Port)
A (Timeout)
7 (Status)
4 (Secret)

HFENENA
(Retype secret)

VMware, Inc. {8 AT 4R

Lj:ipy
SIS fef) 1P itk

BoRERINIG 44

o MPEE TR

DARD A B TRIE, AD JIRSS #5  Z0AE II TI BN PEHR AR

BE B (Enabled)sk B 25 (Disabled)lh 5~k 55w e A AL+ 0 HIRAS
TE RSA Ze 45 G R N S A B b AN H e AL 522 7
EHRNILEEY
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NSX EFEHEH

% 14-3. RADIUS SR ISIEARS 23R (48)

ZE Ei7pu

NAS IP it oty HTPE RADIUS J@E 4 “NAS-IP-Address” [ IP Mok, B 7=k RADIUS £t
(NAS IP IP Bk A iR 1P ik,

Address)

ERHI(Retry 75 TS 1T, RADIUS RS RN, B RIZIR S PSR AL,

Count)

FEFIIRSEHHAT Wiz, W ARSS s 8 HIFESE — 2B S350

BB IeE

(Use this server
for secondary
authentication)

TEEHIUERBE RS FZI, T S Uk AR O 23 iR A5 o
Kk

(Terminate

Session if

authentication

fails)

¢ RSA-ACE S 5uriissss
% 14-4. RSA-ACE B4 I8IFARSSE21EIR

pri| i

BT (Timeout) DIRD A AT R B, AD IR 55 i AT 122 [ BV HR R

= LRI (Browse) L5 M RSA Authentication Manager 71 sdconf. rec S0,
(Configuration

File)

R (Status) BRI (Enabled)=kE2EH (Disabled) A5 k55 s it AL T m IR A

IR IP Mk NSX Edge #1114 IP sl A izt 7] 1iin] RSA k55
(Source IP

Address)

BEFIIRS AT WU R, IR S5 2R RS B0 S 06k
E_BEHE

(Use this server
for secondary
authentication)

EESHWUIIET RS EIZI, 2 S5 UM Sif 4R
KIESvE

(Terminate

Session if

authentication

fails)

& KB IEIR SRR
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NSX EFEHEH

R 14-5. Kb HRUIEAR S EFET

YEIR R

=)z et RS RAZIR, TR S RYNG . FEE AT

(Enable

password

policy)

=) s v RIS, NSOk P SN . R TR

(Enable 1 HE TR, NG PR N SR A AT DA U TR P
Paf_SW)md 2 7F TR b, BABRRANOE, R B RS N AR
policy

Bilgn, Rt TR H5,  CTERUEZANTT O 1 e, MMIAR HTE 1 B2t
R 5 RBRMUT, HK R .
3 AE BUERZENIT h, AP S BUE RN TRBL. AN TS, 2or R S

IRT (Status) YT S (Enabled)sk T2 (Disabled)V 5 Rk 5782 AL T R TR AS

ARG ARHAT SRR, LIRSS 74 R S8 I B Be UE
g3 e

(Use this server

for secondary

authentication)

TESPIIESIRET  WURLE BT, U Sy B E BN 25 i A
Kb oE

(Terminate

Session if

authentication

fails)

ML EREE
e e H P00 SSL VPN-Plus & P i 28 S5 -4 .

B

1

o

7f SSL Vpn-Plus LI~ , WA MRS .

RN () bR

BN LRI R RC S

TERISEH, N NSX Edge 2244411119 IP Hiksk FQDN,

I iZ 1P HbhikEk FQDN KA48E 2 SSL & e L1254 Fimla, It IP ksl FQDN 2 i /RfE SSL
& P Fo

BENAEARSS#d E I SSL VPN-Plus $85E 01155 152 W I SSL VPN-Plus Ik 55 # ik i .
(Al ) oK HAth NSX Edge FATHERSHE 4EE S SSL & i, THIATEL MRIE:

a i am (%) Ebr.

b BN IP HLERG15

c MEEE.
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7 BRIMEH N, 208 Windows BiE ARG O 2 {0, 28FF Linux 5 Mac, 4 Linux 2¢ Mac #/E #4:

B2,
8 (M) MANZAAT AL

9 WEFRA, DMEAE R AR RN R

10 AURETEGEELL M,

b

BRNBEBE G

BN AT ER T
B

TR SSL 2 P kB Al AR

Feugiss i R S TR ER
etk L Sl

JE PR AR

I8 s nag el tand

1M PEHRE.

HImA A
[ A RS R I AR

Eiipu
vefe ] sk 2 AN, 2 )58) SSL VPN 2 i

FomoR
Ak
i
&
=

ey SSL VPN 22k i — kil Ze s rr it Fi LB IY VMware SSL VPN-
Plus j&AC#5 o

BRI VPN S35 A TI% BRASA SSL VPN FT2 A b,
OEEREbR, T Sl i SSL % /i

B FE s 2 B L SE R BN T ]

TR e 2k Beni, SSL VPN & Pl 238 1E SSL VPN JIRSSERiE T .

1 1t SSL Vpn-Plus £+, MAMTHRERHF (Users).

2 iy (Add) () b,
BN D,

BENZ,

TN

(A% ) BN

0o N o a A 0w

B

(Al ) BN AR o

{6 “HREAE LT W, PRI (Password never expires), LEHACH [ (A 1

9 P ARFEIIER (Allow change password), i) DAY,
10 QEREEMHI R NSRRI SO, 10 T IRESRINTEEUER (Change password on next login).

1M BE IR,

12 HilHE (OK).
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NSX EFEHEH

B H SSL VPN-Plus R %
fid ' SSL VPN-Plus IRZ 5, hia HZIRSS, VMEZREH P A 0% NS

w

1
2

I

7F SSL Vpn-Plus 2 £H, WA P& (Dashboard).

N 1 .
s G Ensble ]

I RIRSSIRAES | 753) SSL VPN Sl B e e ih g EAESdm e an (s e il “Thahend
B 5 HAIE R (Details), PIA 705 NSX Edge My Ja& M TEE I B

RESR

1

2
3
4
5

PRIN—~ SNAT BiUl, K NSX Edge #4514 IP M4 VPN Edge IP Ml

fdi 1] Web J' 2388\ https//NSXEdgeIPAddress, VL5 i%] NSX Edge £ 11 IP Hiti,
SRS P —" QU T AR a5, I R Bl .

XTI SSL VPN-Plus I 55515 v 68 P 5, 7R Hh R F R om e

JEE VN & P, 5B VPN IS #s, SRIAEsk. BIAERN P SR 2% RIS . SSL VPN-Plus 2 H
B &2 NSX Edge m%iﬁdﬁﬁﬁ syslog k%%, SSL VPN-Plus %Flﬁﬁl:l A
FIHIPL N H . %PROGRAMFILES%/VMWARE/SSLVPN Client/.

IR

AL INZ AN BRI . 04, ATLLCK 5] Internet Explorer (7SI gmail.com 455, 24 icfe
5] SSL % SNy, Internet Explorer BIRT T/ gmail.com.

Iz

7t SSL Vpn-Plus 25K, WMol 8f s (Login/Logoff Scripts).
RN (Add) () B,

ERAS (Script)h, AL (Browse), SAJSZEHZ4E S NSX Edge MK,
PR A2 A (Type).

LI PiEA

B MR PR SSL VPN I, BTIIAG /R,
T L eA FH PAAY SSLVPN I, BT

=& Y PEREF PO SRS SSL VPN Y, B TR .
TN JEACH A

B B (Enabled))s T,

1 EHE (OK).
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NSX EFEHEH

FEIRTRIh R R¥E SSL X iR
A TAERC L SSL VPN-Plus JEzefi H P vl PAZEMb/ A sSmm EPATRO #2372 4F Windows . MAC 1
Linux &1

B

1 R s, DR AT DU I S RS B L Hp 4N (https: //ExternalEdgelnterfacelP/ss1vpn—
plus/), I ExternalEdgelnterfacelP &t i ff] SSL VPN-Plus ) Edge #Mi2 1R IP Ml

2 I PEREREIT
3 Bl e @wmik.
SSL % Fiini M.
4 ) P o bR E TR B SSL & Pl
MR Pt E RS, JouE SSL VPN RS HHIE P
= Windows % J i
GSRAE QL B BN e IR SRS R 2 UEBRAE LT, ) Windows & i L dE AT SR RIE .
® Linux & Ui
1. NSX for vSphere fit/A< 6.1.3 M mifiiAH, ERIAFSL I, SSL VPN Linux % s Firefox

MUEB AR UE AR SRRl o ARIRSS ARSI, ISP n B R IR R . ik
G uEBEERCTD, W2 BoRE RN,

¥ rI 5 CA BINENSITAEE (40 Firefox [UE/70E ) A2x5200 SSL VPN TAER.
= OS X &/
7E NSX for vSphere JixA< 6.1.3 K EhAH, BRIAEHL K, SSL VPN OS X % iz fR{E Keychain

(OS X F—Ff -t s A ) BoubIRSSAuES o ARIRSSARUEBIIEII, WSk
RN ARGE I . AURIRSSAUEBEIERD, e BoRefidos.

K5 CA ISINENGE A7 (41 Keychain ) A~2x520 SSL VPN T 1Ei.
VR P EAE B AT 5 )% FARN 2% .

Bt E Web Access SSL VPN-Plus
7t Web Access fzUH, TefE ] AT DATESRA AR sk AF SSL & um it &t N v in) % HIRAZE
1 AlE Web %I
IR e DL Web il B 22 iR 55758 o
2 HhF
A A s e B
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3 ISR
TR DA N2 2] SSL MM iy B uE ik 55+ (AD. LDAP. Radius 5 RSA) , [fiAEis A
TP R BRARE N S St ik S bk IR A TP 3EA T St

4 )1 SSL VPN-Plus JIR 55754
WA SSL VPN filk 55 #iv s 4 At NSX Edge #2111 I j5 /1] SSL.
5 1] SSL VPN-Plus %%
fid# SSL VPN-Plus k5515, B TZRSs, PMERE T I aa s & Hmss
6  ININEAS
W AR INZAS B SR A A, {511, AT DLUKE 3D Internet Explorer SR HIA) gmail.com 27E .
Mo FE SR E] SSL & i, Internet Explorer BIA[HTF gmail.com.,
12 Web &
PR AL T PRl Lhaisd Web 30U #e B2 IR 575
PR
1 &3k7%) vSphere Web Client,
2 gk 4: (Networking & Security), 7AJ5 5.1 NSX Edge (NSX Edges).
3 Wik—/~ NSX Edge.
4 FREERETR, A5 SSL VPN-Plus LK.
5 AR Web BER.
6 witiin (d) Elhr.
7 N Web HHIZ
8  HEAATEAR AR Web B URL.
9 AREZEER I PR ESEIUA R TSN Web BE, ekt HTTP J7IE0 88N GET o POST ¥iJfl,
10 H\ Web FIRIMAR . 24ucf2 H 510 Web RIS, HIA S W R7E Web 1177 EF.,
1M PR FPUS ] Web %, 242005 ) Web 95, e F P oA e LB T U]

AIMA A
[ A X RS DI R P

1 7f SSL Vpn-Plus &0, MZ=MIAkE R (Users).
2 RN (Add) () .

3 EAHAID,

4 BN,
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5 FHENEN,

6 (Hk) BAHPIATELER,
7 (nak) BEANHIPRR,

8

18 EMTEANGE R, P KRS (Password never expires), DAL T BREFAHIA] %
i

9  EERWHEBUF (Allow change password), 1]/ a] LAY,

10 QUREHE I E PRSI ECRRY, E TR P RE R BEBUERD (Change password on next login).
1M R E IR

12 R EHE (OK).

Y/ E= g ani

PR DL INE e 2] SSL I SEIANEE By s daiF iR 55 %% (AD. LDAP. Radius 5 RSA) , [fi/ &z
o B IRE N SR S E b IR T T S 6T

I SSL VPN ST S MERI I L 3 455, SORBE A eI 3 5060, LA P ER
Mo ik, 7R AD S IR B A 3 iy, RS ATAE 2 SR SRS L P S0y
SUET TN TR 3 S5 60, R 2 FA T LT
5B
1 7f SSL Vpn-Plus i1, MMk B B4396E (Authentication).
2 R (Add) () EER.
3 EBEEMHBIIRSESISH,
4  FRAERTE SIS UEIR SRR 2R, B N K.
* AD gt v

% 14-6. AD BN IGIERR S ES £

il R

JE A SSL WS SSL, Kot Web JIk S5 5 s TR — AN I s

(Enable SSL)

IP ik (IP SRS R 1P Witk

Address)

5 H (Port) ToRERINIG 12 AR B T4

ABIY (Timeout)  DIFPOHEAAZIIINRIEL, AD JIR S5 A AL LN TR B A H R

R (Status) TS M (Enabled)sk B8R (Disabled) A5 ik 35w AL T TR

BERE (Search UM ING H b o 123U A AT RESE A T 4141, A1k ANB E Skl #4 (AD).

base)

#55Ef DN AN AD IR S5s FRI L, A S SN RENT AD o, KZE05HL T, 482 DN rJ LU
(Bind DN) AHEFIA TR F0EN DN R DN (B4 I im e A S R R A H ok, it

VMware, Inc. {8 AT 4R

AD HIPEAT S geut. i8] DN &, (] DN Al AD H - T S gk o

165



NSX EFEHEH

& 14-6. AD HMKIEARSZIED (£7)

Pl
GUERERY
(Bind
Password)

EFENSER
4 (Retype
Bind
Password)

BREMEER
(Login
Attribute
Name)

(Search Filter)

i FIAR 5 2Rtk
TE_SHEIE
(Use this
server for
secondary
authentication

)

TSR ERIE R IR
e Sl
(Terminate
Session if
authentication
fails)

R
BUE AD HI B3I G 58D

TR

S P NP 1D AHVERCI &40k, k) Active Directory, EJmiE &40

sAMAccountName,

FHORBR S 205 dert . H =k Rs 2l attribute operator value.,

ISRk ez, I AD AR S5 Rs (RS 230 STt .

QIAZEEEZI, Y BRI 2 A5 A

¢ LDAP S{3ie itk 55+

*£14-7. LDAP SN IR Z 2%

prin
J5 A SSL (Enable
ssL)

IP #i31k (IP Address)

#11 (Port)

#BHT (Timeout)

IR (Status)

#KPE (Search base)
#5528 DN (Bind DN)

B (Bind

Password)

VMware, Inc. {8 AT 4R

i
IR H] SSL, H4HE Web 5525 5 W i = [T Ny — /S i 2z .

SN SS #ei 1P ik

RN o AR 2RI T4

VARD AL IR, AD IS5 2 UL 1IN TR BN P HR IR o

vEFFEJEH (Enabled)=kE25H (Disabled) A AR 55 it AL 1 )m IR A
THY RN SN E S o 2L R ] AR T ALY HESNB E SR #4 (AD).

INEBARSS 25 BT, AT IS AN AD Hat, KEEISEHT, 4521 DN AR
BN FHATINE . F0ER DN AR DN (BRRA) IZS iR s A & PEs i H 5%,
MGt AD FH AT Sy 36iE. iR [E] DN f5, {iiF DN AR AD FI b4 T S0y 36

Youk AD I S il R s
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NSX EFEHEH

*14-7. LDAP M ISIERRS AT (48)

Pl R
EFENERH N,
(Retype Bind

Password)

BRBEETR (Login - SLCFE AN 1D AHILECT 247k, 4T Active Directory, ZEgJEIE£Hk

Attribute Name) sAMAccountName,

HERTR A (Search JTRPR S 2T 2. M RIFIkRSIR AN attribute operator value.
Filter)

AR ST WIR B2, NIRRT RS 2 Sy st

BIAIE (Use this

server for secondary

authentication)

FESRIUEIIRI IR RS PEZI, Y Sy ge il O 2 TR A
£ (Terminate

Session if
authentication fails)

¢ RADIUS S350k 55+
% 14-8. RADIUS B/ I8EAR 552210

P R

IP 331k (IP SNERIIR 51 1P Mk

Address)

%0 (Port) ToRBRINIG I 2 o AR LR TR

B (Timeout)  DIRDJSLAZAUIT AL, AD RIS RRAAAFE LI AT £ HH S
R (Status) B BH (Enabled)=tE.44 (Disabled) A i k5 it AL+ 5 RS .
254H (Secret) 15 RSA el G NI S B i REEN HE Ot 2 9

BEFENEHA HOTHENIL S 4
(Retype secret)

NAS IP it fid ¥4 Jy HH7E RADIUS JEiE 4 “NAS-IP-Address™ [ IP Hbtil, fic FilCi= ik RADIUS £ ot
(NAS IP IP FrkHgis 1P ik
Address)

FRIE (Retry 7 BT 17, RADIUS IR A AR, B AR ZIRSHSHIREL
Count)
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% 14-8. RADIUS B/ ISIEARS SRR (£8)

e iz
IR AT WLz, MR S5 2R T 56— 20 S iyt .
BB H%E

(Use this server
for secondary
authentication)

TEEHWUEIIET RS FIZI, 4 S5 U i 4R
Kk

(Terminate

Session if

authentication

fails)

¢ RSA-ACE G556k 55w
% 14-9. RSA-ACE S I8iER S E51EIR

eI R

BB (Timeout) ARyl (B, AD JR 55 #5 A JifE 120 LB AR IR A

B X RN (Browse) Lk B4 RSA Authentication Manager F#i#) sdconf. rec X1,
(Configuration

File)

IR (Status) e A (Enabled)sE25F] (Disabled)ll 18 IR & 22 AL T RS,

IR IP HbHE NSX Edge £/ IP il A izl 7] 151n] RSA k55
(Source IP

Address)

FEFIIRSARIAT QUG BZ0, WIIR S 20 RS B Sy e ik
FEBhRr

(Use this server
for secondary
authentication)

TESRRAESMT R PZI, WY S RO 2R A5
KIEE

(Terminate

Session if

authentication

fails)

& KD EIEIR SRR

VMware, Inc. {8 AT 4R
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R 14-10. At HH IR 5 =F1EIT

HEIR R

=)z et RS RAZIR, TR S RYNG . FEE AT

(Enable

password

policy)

=) s v RIS, NSOk P SN . R TR

(Enable 1 HE TR, NG PR N SR A AT DA U TR P
PaT_SW;"‘ 2 7F TR b, BABRRANOE, R B RS N AR
policy

Bilgn, Rt TR H5,  CTERUEZANTT O 1 e, MMIAR HTE 1 B2t
oK 5 R, Hbk FeRsie .
3 AE BUERZENIT h, AP S BUE RN TRBL. AN TS, 2or R S

IRT (Status) YT S (Enabled)sk T2 (Disabled)V 5 Rk 5782 AL T R TR AS

ARG ARHAT SRR, LIRSS 74 R S8 I B Be UE
g3 e

(Use this server

for secondary

authentication)

TESPIIESIBET  WURLE BT, U Sy I E AU 23 RS A A
Kb oE

(Terminate

Session if

authentication

fails)

il SSL VPN-Plus fR&E1%E
WA SSL VPN R 557514 B A RErE NSX Edge 11 |51 SSL,

FR]

1 & SSL VPN-Plus iR, WA RS ae i E .
2 LR

3 UeBf IPv4 Bk IPV6 Mtk

4 NURTEGERIGS . E LR ORISR S

5 EEEmEsL.

6 (F[k) M “IRSRSUEDR” RAEEEIR MRS A
7 REEE.

5 SSL VPN-Plus AR5
Fil % SSL VPN-Plus lx55 )5, )R HZMss, DMEZRE P aavhIn 4 ML
1 7£ SSL Vpn-Plus &I+, MMtk f{YEHx (Dashboard).
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2 e b
VAR D R IRSSIRES . 65D SSL VPN 28 M2 it geit s EAEIER G B iy “T5sha1n
B 57n0EEgEME B (Details), DL E T 5 NSX Edge WSSy f5 % FHMIZ IO T RIS L.
BES R

IN—A~ SNAT BUUJ, 3 NSX Edge #+#% (1) IP Hisi#£H ) VPN Edge IP Hbtito

—_

2 {fi}] Web %285t N\ https//NSXEdgeIPAddress, DLSii%] NSX Edge $11(1 IP #bhil-,

3 EHEAER I —S I P A s eE s, H N E A .

4 XTI SSL VPN-Plus IR 55 #5i& e v FRIs 5, e m#s FR s O R .

5 JA3h VN &, 26k VPN RS RS, SRIFESR. DIERI AT SRl -olikss. SSL VPN-Plus = H
B R IEEIE NSX Edge %5 FECE syslog Ak 5575, SSL VPN-Plus % i H b B 7 g E e 1 P it
EHUPLT Hgh: %PROGRAMFILES%/VMWARE/SSLVPN Client/.

B

RIDAR INZAS G S B . a0, wTLLCKE IS ) Internet Explorer (8 SR IHIAC ) gmail.com 4B5E ., ich
F Bk 2] SSL & it , Internet Explorer EJ AT gmail.com.

PR

1 {£ SSL Vpn-Plus &1, MM P8 3R HIAS (Login/Logoff Scripts).
2 pikaRn (Add) () =z,

3 /EMK (Script)d, FLERIY (Browse), SAJSIEEREAEE F) NSX Edge WIS,
4 GEEIANTZEEL (Type).

Briblj} BAE

B% AR P B SSL VPN I, ST,
A SRR SSL VPN B, HUTIASRAE.

] LR PRI R SSL VPN I, U FRIASR .

5 BENARGA,
6 PE B R (Enabled) s T,
7 REEEE (OK).

SSL VPN-Plus HE

SSL VPN-Plus o< H &k k£ 2I7E NSX Edge #ees FRECETY syslog JIi55#5. SSL VPN-Plus & /i H
BB P AL N E s . %PROGRAMFILES%/VMWARE/SSL VPN Client/.
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mEEPImARE

DL e B T P s 81 SSL VPN B SSL VPN % Fs Bk mi i (19 75 8 o

iz

1 /& SSL VPN-Plus 2tlii <+, MZ=MiEiesE% FinficE (Client Configuration).
2 EPREERR (Tunneling Mode).

TEAF o PR, AT VPN 2t NSX Edge WIDG, fE4fiEizint, NSX Edge WK AL Jyucht

HPRERIARSE, A RE (VPN A Internet ) #SE it o,

3 WURCEERE 7 AaREi.
a ik EHERZAH M (Exclude local subnets)AfHER A MR L, (EH AR VPN i
b N RGRIBRIAKOCEEN 1P 3,

4 QUREEETAR N PEWT TR S B E TR E] SSL VPN & iy, 1t Ee)E FI B 3 EHTE#: (Enable

auto reconnect).

5 Y& P frAE ] TR, R PR Al S (Client upgrade notification) A Alizc e H o
T2 PSR DA B2 86T

6 HUIHE (OK).
mEENZE

T AZARERIAT VPN 35

1 7 SSL VPN-Plus i<, MM ERRE .
2 JHTArERE R

ﬁ

bz E[:

- FARR R P 2 TR UOR WIS —AME R A 8

BRESE ST TCP AT AREA e 44 e S L i

V=l e PRE T SSL VPN RISkt H k.

SRR Rl I e VPt sl AR N Web B P 855605 B,

BRI R R R A RN

A PR R FEE A IR A5 RS W T A8 FH PRz . BN (DL BIohas ) o

ESrd by ) AAAEHRE IR P ] P2 ibrh a5 sl ez IR e a5 R 231k

H @A NI SR PG B

JE 3% URL 157H] FOVFERE TP A B ORI (JF ELAE Web [T BRSOt
3 HEHE.
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%48 Web P&t

A DUHRZ5E 2] SSL VPN & Pt % S i .

73

1 7t NSX Edge 1l <H, it NSX Edge.
iR R, S5 SSL VPN-Plus L1k
AT AR e BT B o

BENTFFREL

BN P A TR

e, R, SRS R T B R B
fEBET, RHEAHESE RN C 4S5 I E S LB AL, SRR rf g,
QR TSEBCR P

HLETRE.

{EF 1P ith
Al DLt el RS 1P o

A WO DD

© 00 N o o

BHIERMIP HE R, 152 WA E 4157 SSL VPN-Plus 5k ¥ Web Access SSL VPN-Plus,

YmE 1P
FTLAG 1P .
EZ3
1 #f SSL VPN-Plus JE1i-£f1, MZEMIfiHY 35 IP 31 (IP Pool).
2 EPREGRE P b,
g (Edit) () bR,
BRI REATIT g 1P " A IEAE,
4 RPEFTEI TSR
5 EHE (OK).

MER 1P

ATPAMIES 1Pt

S8

1 {£ SSL VPN-Plus &1 K1, MR F 5 IP # (IP Pool).
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2 REFEIERT 1P M.
3 LM (Delete) (%) [EIF5.
FITageft) 1Pt s o

B IP it

WUEREDREE 1P by IP Moty ilgs ek P, AT DUS Pzt

PR

1 {F SSL VPN-Plus B, MM TS IP # (IP Pool),

2 EEEDSNM P i,

3 ¥t (Enable) (¥) EHE.

2R IP it

WERAA A 1P A1) 1P Mok oy Bega e 7, n] DAAS Tzt
73

1 {F SSL VPN-Plus #li-frit, MAANmAR LSS IP # (IP Pool).

2 EBEEAHN P th.

3 H1i1i25H (Disable) (@) Elkro

B IP R F

SSL VPN KEET 1P e 1P bR it K it Fh (1) 1P Mokl o3 e 4 ek -
S

1 {f SSL VPN-Plus bk, MM F S IP # (IP Pool),

2 RS IP it

3 ik LA (Move Up) (5F) sl “ FE2” (S4) iz,

ERERME
A A MR oA P AT O TR] A S .
BHATINE ML EE, 5SS 44151 SSL VPN-Plus Bkl & Web Access SSL VPN-Plus,

i B & A R 2%
FTUAMMES: % 45 o

TR
1 7£ SSL VPN-Plus 2151, MR ¥ 4% FIP4S (Private Networks).
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2 IR, SRE A (Delete) (%) Ebr.

BREZRAM%
WAL A&, Wz A Al DAt SSLVPN-Plus i H3E T3[R,
PR
1 7t SSL VPN-Plus ik, MAANFIAR T+ % FIP%S (Private Networks).
2 BREEMML
3 AR (Enable)EhE (V).
e 2K =

ERERM%
DSREE I I 4, e PeR ekt SSL VPN-Plus 1ilH)E

1 ¥F SSL VPN-Plus &I, MAMIEHCT % FIRNEE (Private Networks) .
2 REREATNML

#1124 (Disable) (@) b7,
P P EE Rl AR o

EWE A MKIRF
1k SSL VPN-Plus, wofeJ T o] AR HMEAE “& FIZE” TaH oo s Lk 75

IAREERRA L LR B A TCP Autk, M IR (anabT “ihah” # My FTP) FIREJCiEA
ZAWINIER TIE. BRITE “WE5)” BANECE FTP RS #s, AAEASH] TCP AR HL o8 iZ FTP
IR S5 AFININEAD L FHZE . AN, LU HIEEhiY) TCP & I, , I FLAZUR HE - & s 2

S
1 {r SSL VPN-Plus yETi-KH1, AR & & PSS
2 RO (S8 Ebr,

3 RIS

4 i bR (2N TR (54 Eibr.

5 REHE.
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ERZEHREGE

AT PUMER sk 4wt SSL & i )2 S A

B2 SR REE, 155 WAL E 25350 SSL VPN-Plus 2kl ¥ Web Access SSL VPN-Plus,
REZREREE

AT e S A

TR

1 ¥F SSL Vpn-Plus &1, MNP e 2284 (Installation Package).

2 PRI,

3wk g () B
HRPRHATIF G2t SHmE,

4 HURTEM T,

5 HHEE (OK).

MR

AT e S P

iz

1 ¥f SSL Vpn-Plus ZE1<H, MR g 2284 (Installation Package).
2 SRR LR

3 v (Delete) (%) [EIF5.

ERRAR

AP IS g e el R H o
BREIMHPREE, S0 E 25350 SSL VPN-Plus 5k/it i Web Access SSL VPN-Plus,

HERAR

RIDAGRER T I EgR s 2 (P ID BRAN)

S

1 7F SSL VPN-Plus w3, MZAMER 5 F P (Users).
2 sl (Edit) () R

3 MR T .

4 HEHE (OK).
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NSX # P

T B AR

ATLAMIER TP

73

1 {£ SSL VPN-Plus k1K, WAt et F (Users).
2 H P (Users)/rECE (Configure)fitid, HdiF/ (Users),

3 REEEMI T, S5 g (Delete) (%) FEhr.
ERAFRERS

ATV P e

PR

1 {£ SSL VPN-Plus k1K, WAt di i (Users).

2 BN (Change Password)& 47

3 HENIEN, A EHEA—K

4 B Y NRESRINESCEL” , DA R RS R B RGN BESeE
5 HEHIE (OK).

1 AERIEHEA

FIDLR S SRl ARSI E £ NSX Edge PG

SREERI
RILAGEHARE 5] NSX Edge WSCHIESRETESIAR A . Fd AR

B

1 {F SSL VPN-Plus 2 rr, MAME R . 5 B s RS (Login/Logoff Scripts).

2 SRPOIA R (Edit) () IR

3 b TIE YR
4 FREFE (OK).

T R B 7
FTDAMMBSR S SR B A A

1 7 SSL VPN-Plus &I, MM B FAEFEA (Login/Logoff Scripts).

VMware, Inc. {82 HTHFF .

176



NSX EFEHEH

2 SeEEATE I (Delete) (%) bR,

2 k7R

WIS A BEfEIIAIZA T o

EZ 3

1 & SSL VPN-Plus &l KH, MR A F 8 RAEHEA (Login/Logoff Scripts).

WREATT R (Enable) (Y1) Kbz,

2 AR

A DAEE S SR B AR

73

1 fF SSL VPN-Plus Ii-KH1, MAMIEAR L ERAESEZAS (Login/Logoff Scripts).

2 eppAdt 2 (Disable) (D) Fiz.

Ed:biN: ) 053

AL SUHA T o 5040, k84 Internet Explorer HUE- 171 gmail.com 106 SR EIASACE /1T )T
yahoo.com [\JERIA Y |-, W24 5cfe ] FoEsk 3] SSL VPN I, gmail.com 2 3 7<7F yahoo.com 2 fif. 41
RIAT FAGS SRARIOIUT ) yahoo.com K i i3fE gmail.com 2 il

S
1 {E SSL VPN-Plus iK1, MAMEHCIR T EBRAEZA (Login/Logoff Scripts).

2 PR EA, SRS 0 B3 (Move Up) (=) 5T % (Move Down) (S4) &k,
3 LEHE (OK).

IPSec VPN #is

NSX Edge sc##/E NSX Edge 5471 et i 2 [ S S0k 1 IPSec VPN, 1 NSX Edge 415 f% VPN
FErae 2 [A], SCRFUET S EIE . PO AR 1P SRRl ARl P

FERE LA VPN B e e, AT LUK 2 G E il IPSec i 42 27 T NSX Edge J T
I_J%O

E AT NSX Edge Ja i N AL O L TS R ANRE EL &

dnisd IPsec VPN ZE Rt A o) 28 MR 55 - AT FL & 1P ik, DS iE 4 A i &t il AN
B, BRI TR S A A A T P [ ShAS U 20 PO o

HPAEE NAT #&25 Ja TS NSX Edge fRHE, ZEIERE T, NAT %50 NSX Edge S45111) VPN k4640 h
[ Internet (A TFU5IMbAE, TCRE VPN B ih#s il FH 2 e Hbaik 510 NSX Edge 52431
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AT DUBIERE VPN BR s B NAT iR . AR A VPN Ak Fl VPN 956 ID DA
Whi . AEIBIEE, VPN MR B4 — NAT,

v A1 At Fh Ak PO SR LUR S5 WS T S i . Bldn, GnsRAr 10 AT 10 X2
W, MFEEE 100 MlIE . SR REE ST 1 ESG K/NRAE, AT F7R.

X 14-11. 5/ ESG HJ IPSec HEH=
ESG IPSec HEiHHE

Wi 512
g 1600
pait] 4096
AR 6000

SZHFPL T IPSec VPN 5k

= AES (AES128-CBC)

= AES256 (AES256-CBC)

= i DES (3DES192-CBC)

= AES-GCM (AES128-GCM)

= DH-2 (Diffie - Hellman group 2)

= DH-5 (Diffie - Hellman group 5)

fi5< IPSec VPN Bt #7~fil, 15504 24 75, NSX Edge VPN it =4l
H% IPSec VPN HfHkEs:, 152 W https://kb.vmware.com/kb/2123580,

it E IPSec VPN fR%
A PATEA ;- 56 251 2 [ B —> NSX Edge [%iE .

# Rt IPSec VPN R ol i, WiZuk s 1P HulilJeik i Edge A THER HHIEhASES FHFTER A

1 J53/1 IPSec VPN JI%%
WAUAH IPSec VPN IS, DAL et MACHI - PRE e 25194
2 {i/f] OpenSSL Jy IPSec VPN 4 CA %4k
3 IPSec i IR S TIE, BB ENIRSFRUEBFIAHRN D CA Z540F 4, B, B nT DA H
w1 OpenSSL 5 ian 4T LHA M CA Zx k15,
3 EE4)H IPSec VPN fit
ZARERAE NSX Edge 52431 15 ] IPSec VPN,
4 JyIPSec VPN I H &id %
AILIOH AT IPSec VPN it i T H i sk
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NSX & H 5

5 FdE IPSec VPN &%
WIIHE NSX Edge | /DR E— NI 1P #iik /- BEFE i IPSec VPN k55,

B H IPSec VPN fR%

WAUR T IPSec VPN IS5, DASE Bt A £~ P i o 251

FR]

1 %% vSphere Web Client,

PRI 4 (Networking & Security), 7A)5 5.1 NSX Edge (NSX Edges).
Ml—/ NSX Edge.

FLEER (Manage) e il <, A5 it VPN 26351,

5 i IPSec VPN,

6 i /EH (Enable).

E - S I

{£/ OpenSSL A IPSec VPN 4, CA Z£&iFH

BN IPSec JA HUER S5 UE, AT ANRS FUEBFRFANT) CA 22Uk, s, Bt n] DA an
OpenSSL a4 1T T HA RN CA Z4UE15,

AREH

WA OpenSSL,

1 {E%25& T OpenSSL ¥ Linux 5 Mac o151 E, FTFPL P
4. /opt/local/etc/openssl/openssl.cnf il /System/Library/OpenSSL/openssl.cnf,

mkdir newcerts
mkdir certs

mkdir req

mkdir private

echo "01" > serial
touch index.txt

4 zfTPA M AR CA B 4uk 5.

openssl req —new -x509 -newkey rsa:2048 -keyout private/cakey.pem -out cacert.pem -days 3650
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5 fENSXEdgel I, ik CSR, EHlFRIISRILE (PEM) SCIFNZ, REHRHIR(7 5] req/edgel. req
Ho% NS

=
i= wag  Ackons =

Gumman'  bandy | bisnsgs

Safireg DG B W £,
“ ok - L]
LILIEEE 2

W2 E CA 24U,

6 ={TbA MyA X CSR 74544

sudo openssl ca -policy policy_anything -out certs/edgel.pem —in req/edgel.req

7 fENSXEdge2 I, Lk CSR, il PEM SUHFNE, SRIFRIHARFE] req/edge2. req Hgk MRS,
8 i=fTUA by hl CSR #H T4

sudo openssl ca -policy policy_anything -out certs/edge2.pem -in req/edge2.req

9 ¥ certs/edgel.pem SC-£EEALT PEM 15 |34 Edge1.
10 ¥ certs/edge2.pem X} 45 ALY) PEM UF | #51 Edge2.
11 ¥ cacert.pem XA CA UEF51E CA 254 uk 5 I %42 Edge1 1 Edge2,

1

N

1t Edge1 1 Edge2 [¥J IPSec £ a1, wEFEC FARH PEM UEA5HT CA UE B PR AL E
13 k45 (Certifcate)t ik I, HHC FARUEIF105% DN 775 H .
1

H

¥ DN =P R C=IN, ST=ka, L=b1r,O=bmware ,0U=vmware,CN=edge?2 .eng.vmware.com f&=\,,
It Edge1 #11 Edge2 {#-/£1%Z 71 H .

15 7F Edge1 Fll Edge2 @3 IPsec VPN 3fis, H{i FHE TR AAND ID FIXEE ID 7 hris 4 (DN) &
VEREEN

L FT BN IPsec Zi1HE B (Show IPsec Statistics)fO Ak . L ifiliE i) &5 5 IR . i FIpRiE
IR ASHON Lk,

IEELF IPSec VPN Bt &

A E A NSX Edge 9441 |3 ] IPSec VPN,

BHREY

TS HUE UL, @A NIRSFRUE-BAIN T CA Z4uE1 . sk, &t DA # a1 OpenSSL
EHa AT T EA N CA 4145,

HAE U AR T IPSec VPN, JURE T T 045 FfirFll SSL VPN,
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L
1 Z%%) vSphere Web Client,

2 g AEES (Networking & Security), K541 NSX Edge (NSX Edges).

3 ME—> NSX Edge.

4  PEEEE (Manage)it i, K5 Ll VPN 2200

5 i IPSec VPN,

6 i “SRECEIRE" 55AMER (Change).

7 PN R RS R, KRR RE R E %4 (Display shared key)
PLB RZE o

8 F “BHUEBSMEIE” BERAERN UE .

9 HRAE (OK).

2 IPSec VPN FERBFRIER

LA IPSec VPN ikt i T H &%

NN Sy R I E R R S R Wk A= &)

TH

1 &%) vSphere Web Client,

2 pRgRZR4 (Networking & Security), #A)5 1 NSX Edge (NSX Edges).

3 Bli—/> NSX Edge.

4 PIVEERANR, SREHT VPN ETR,

5 i IPSec VPN,

6 i BREIDRERM LI ¥, ARIE A R R B RIS AL SR AR A T RN 1. IR B S,
S = RS TaR S Sl

7 EEEHESN, RE R RS

L& IPSec VPN &%

WZE NSX Edge |2 /DIt B —/ ML IP itk A fEfit it IPSec VPN JI55.

Lz

1 &5k %) vSphere Web Client.

2 R gAIZES (Networking & Security), ZX)5 4.1 NSX Edge (NSX Edges).
3 Wik~ NSX Edge.

4 i IEYE (Monitor)Zk il |, AR5 VPN I |,

5 5 IPSec VPN,
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10
11

12
13
14
15

16
17
18

19

20

HFRN (Add) ()

BN IPSec VPN [l 4 Fx,

TEZH#1 ID (Local Id) F18 A\ NSX Edge Al IP bk, 1k 1D BEploh e itiph X 1D,
BENA I 221 1P o,

WER A PP 2 2 R —A 1P I INE] 1P ki, A 1D A & 1P I REARN]

KM CIDR #:UBEN Bt 5 2 [ i FTRE S0 BRAFEAN Z 1M

BN XS ID” DAME—HRiDR SR A, 6T U SIS O S A, e 1D AR i AT
HIR A 8RR A+ PSK AR A, I 1D Pl DURATATERF R . VMware HESCE VPN 28 3E 1P Hbyikik
VPN JIlZ45 14 FQDN JI/EX % 1D,

FE 0 BN S 1P k. dn AU LR 2, I NSX Edge S35 S5 i s R s o
K H CIDR #8 2V NS 1P ik o i HEES 5 B RFEN 24T WA

it S [1F S BT

£ SR iE” H, R NIy —

e ik

oK (RS T NSX Edge S5 a2 S E SO BT RIEAT YT B4 RT DAL
FAKE Ny 128 FAFE

i SRR R SR BT S AR T,

WIREE 205 SR e 2 VPN IRSS, M A= 53540],

¥ RIL B4 (Display Shared Key), DUEZEA Sk b I ioRiZ24].,

1t Diffie-Hellman (DH) Group H, @K Fo b il ff NSX Edge i1 44 5 i iy 5254
I T 5

1t Extension W1, SEALL PR Z —:

®  securelocaltrafficbyip=IPAddress iifii:f IPSec VPN %1 5 1] Edge HUAM M . X2 ERIME .

®  passthroughSubnets=PeerSubnetiPAddress 37 55,
HHE (OK).
NSX Edge Gl AP 26 551 M1 i

RESE
J5 T IPSec VPN k%5 .

4548 IPSec VPN k%
i DAt IPSec VPN IR55 .
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IR

1 5% vSphere Web Client,

1 4R A1Z2 4 (Networking & Security),
Hik—/~ NSX Edge.

PRI, ST VPN BT,
i IPSec VPN,

PEREGR Y IPSec IR .

N 6o g A~ W DN

b () BbR.
PEATIE M4t
9 HilWE.

(=)

#* /A IPSec RS

AILAZE AT IPSec k55 -

B

1 &3k7%) vSphere Web Client,

AR FIZ4 (Networking & Security),
Wik—/ NSX Edge.

PRI, RS VPN GBI,
iid; IPSec VPN,

PEREEAE T IPSec k55 o

N o a A~ W DN

ke (9 Eihr,

HiEx IPSec AR5

ATLAES 1PSec Mlz55 .

TR

1 %% vSphere Web Client,

2 LERIZRANZ 4 (Networking & Security),
3 ML—4> NSX Edge.

4 piliREEniR, RS HE VPN TR,

5 5 IPSec VPN,

6  EEAREMERT IPSec k55,
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T it (X)) BT

L2 VPN #EiAk

L2 VPN UL & AN L i 2 AR . R UL AR BRFE R — Wb, (H R DAEX Seul 2> [ F25), Xk
BRI DAY BB L — N5 NSX Edge 7] DA 55—k 1 IR LT A IR 55 o

FAE L2 VPN F¥il, B L2 VPN RS L2 VPN % 1,

BE L2 VPN

T L2 VPN SEMfp4, AIDARCYS L2 VPN RS+ ( HiR Edge ) #1L2 VPN & i (I Edge) o SR
IR w5 AN P 1455 11 L2 VPN JIRSS .
AR
7t NSX Edge MRk 1 IS8 o imZS W41 .
SB
1 L2 VPN iefflfik
MY AR E L2 VPN R LARES A AR IR, Bl an{ ERFNEE 1) ping #RAEAINAN .
2 id¥ L2 VPN JIRS5 %
L2 VPN IR 55 e e % ik 21 HFr NSX Edge.
3 RN
L2k R B L2 VPN IRSS#E
4  TriR%SH A L2 VPN IR

W L2 VPN IRSS# ( bR NSX Edge ) ] L2 VPN IlkSS . anireitt Edge %45 FEUACE HA,
1R Edge 7EH FEACE 2RI o AR RUEAE— N2, Rz B HA BT, D)[E—
BRI L2 VPN Bt B i,

5 il L2 VPN % it
L2 VPN % /i i NSX Edge, 4t 5 Flbrs Edge (L2 VPN JIRZ57% ) 2 FIF{ .
6 7r& i A L2 VPN RS
WAZBAE L2 VPN % Fiifs (5 NSX Edge ) /T L2 VPN JIR%% .
L2 VPN E{EME
PRI L L2 VPN AT DA A IR, BN ERAN T &) ping BRAERINART o

VMware, Inc. B AT 400 184



NSX EFEHEH

AT EFEEIFE L2VPN £

LA PIANETT AT HIT- 22/ i EA . NSX Edge RN VAR AR ESXi ML E, A AN T[F— ESXi
T

= &I 1: ff L2VPN Edge FIEEAUNLT % H ESXi EHL T
a kKt Edge MIHEINLERZEAE M) ESXi AL L.
b k5 Edge frPAK R SCHAR) 5313 3 11 21 B A S AT S LD, 4 R T
1 DA TR RR EE h gy RO S
2 KA LATHRERRECED) CTRBD” M I ATREERECE D T .
C NSRRI /3 Al s 11 4 P Pl 4L SR R e DU Biemss 4 R I
1 AT
2 AJLARCEZANEED FATHER
d ¥ Edge BB i It AR, IFAErRAR RN AR A,
m i 2: Edge FIEAUMLN T H)— ESXi FA4L 1
a N5 Edge [HRERREALLRI R S 53 i 2ty 1 ZH B s 20 SR IS RIS g Smes - 4 B o
1 DL ST IRE R s Ry RO R AT
2 KA MATHERSRCE N “TEREDT R A PATERRRCEY B .
b Ry SRR /A 2 4P ¥ B A S R e D s, an R :
1 R RIS ]
2 HEEA— EATEEE AL TR s IR,
3 LA s 4R Edge WK RERAA-R 237 2o A Th sh/es HEATHERS RO AL Z5TAH ] o
¢ HE RISy Edge it E AR b CUBE, HZErpakRamlmg - 22 TR AR,
e B it O
UK NSX 5 Y] NSX Edge 15 #h L2 VPN % /i, NSX 23 FIBhTen— 2ol o ARy i1y NSX
Edge %10 L2 VPN & i, X2l PP BRI T3 50 o

GRS VPN 36 530 NSX, R DAAEZamb i Hh s s o) NSX Edge PARCE L2 VPN, R[] Edge
SEff T OVF SRR, B3 Edge MIZCPATENTE NSX AETEL ML FERE T L2 VPN & 1 o

Q) Edge WAk R 1442 %) vSphere Distributed Switch, 52, 55 3R 4 s b 114 G ]
L2 VPN Dhig, RIS FEHHBIEE R Ping B RN . A, H59AE L2 VPN Jliy; NSX Edge
Ficd v e P s AR

ARG

AT Edge AYHZEREII R 5
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IR
1 K% dvsUuid ff:
a %] vCenter MOB Ul https://<vc-ip>/mob?vmodI=1,
b % (content),
¢ .5 rootFolder JCHG5ERE (5141 group-d1 (Datacenters) ) .
d Y childEntity JCEE5EEE (15140 datacenter-1)
e i’y networkFolder S5 (14 group-n6) .

f i 5 NSX Edge Sl vSphere Distributed Switch [ DVS £ FriE4: (il dvs-1
(Mgmt_VDS)) .

g 2l uuid TR
2 Yt vCenter Managed Object Browser (MOB) H1{&14 selectionSet.
a k% vCenter MOB Ul https://<vc-ip>/mob?vmodI=1,
b iiAZE (content),
¢ i DVSManager.
d il updateOpaqueDataEx.
e 1t selectionSet {HAEH, FLIELL N XML Bk

<selectionSet xsi:type="DVPortSelection">
<dvsUuid>c2 1d 11 50 6a 7c 77 68-e6 ba ce 6a 1d 96 2a 15</dvsUuid> <!--example only——>
<portKey>393</portKey> <!--port number of the DVPG where SINK to be set-——>
</selectionSet>

5 FI M. vCenter MOB #2211 dvsUuid 1t
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f

g
h

1 “opaqueDataSpec” {HAEH, FiEPLIN XML Hez—.
B M, EPETUL M ERAE:

<opaqueDataSpec>
<operation>edit</operation>
<opaqueData>
<key>com.vmware.etherswitch.port.extraEthFRP</key>
<opaqueData
xsi:type="vmodl.Binary">AAABAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAA=</opaqueData>
</opaqueData>
</opaqueDataSpec>

SRt 1, A TEA N R

<opaqueDataSpec>
<operation>edit</operation>
<opaqueData>
<key>com.vmware.etherswitch.port.extraEthFRP</key>
<opaqueData
xsi:type="vmodl.Binary">AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAA=</opaqueData>
</opaqueData>
</opaqueDataSpec>

& isRuntime /R {E % BN false.

AT (Invoke Method),

& L2 VPN AR&E
L2 VPN JIk F5#5 i % e 42 210 H s NSX Edge.

EZ S

1 7F L2 VPN &Ik, PR %2S (Server), 454 EK (Change).
2 {F{iiWrER IP (Listener IP) 11, A\ NSX Edge #Mis2I 14 IP Hunlskfish 1P ol

(=2} (3, £ w

L2 VPN RSBk IS 152 443, AR5 2 gm ik

S S

RS RR 5% i 2 TRl S e I 5k
VPRI B SSL VPN RS #1uE
HLTHIE (OK).
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gy I PO ey
ALK ok R B L2 VPN JIRSS#

B PO AL RS 2 NSX Edge Wi TR T A B E R .

BB

7 “L2 VPN” 3&I5iFr, #iff L2 VPN = (L2 VPN Mode) HfR%5ES (Server).
1ruh A E RS B (Site Configuration Details)H, 730 (Add)&br.
RS b R BN — R

FENR SR SHE T SR AT S I P A e o 3k i b T P e sy 5% P I - s
A

5 JriEfHREED (Stretched Interfaces) ', Hi[i%EFT3: 1 (Select Sub Interfaces)l vt P35 %
i AEAR) 4211

a fE “MFONR” W, B Edge MUHR4EEL .
N SR TAANERE K (PN Nl W e

b OB ESEMFE .

c ILHE (OK).

6 QAN F AR UERIA SRR, A IS E (Egress Optimization Gateway
Address) N RN AT A FHC R ok B0l B R L R R PO 1P Bk

7 PEBAE (OK), RJ5H EAEM (Publish Changes).

A W DN

ER%E2E EEHA L2 VPN fRS

WAHIAE L2 VPN JIRZ5%% ( HFr NSX Edge ) FJi L2 VPN JIRSS . @RAr it Edge %645 VLT HA, 5
{#* Edge 7EH FERCE 2RI o AR HUEAE—ANE 0, HEEZ 02 HA G, ME—pPyiske F
1) L2 VPN B BRI M,

S

1 XFH#Pr NSX Edge, Si7)%F (Manage) > VPN > L2 VPN,

2 ff L2VPN J[R%ECE (L2VPN Service Configuration)', . j5H (Enable).

BB

TR Internet BT ks G NAT sl B5 kSR, DABER P 5 IR 55 A i ELde s .

BLE L2 VPN & iR

L2 VPN % /il NSX Edge, Wit 5 Flbk Edge (L2 VPN JIRZ57%) 2 JlFfs .

WA PUE T ) Edge Bl L2 VPN % P, 152 04087 Edge ik L2 VPN % P,
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Bz

a A~ WO DD

10
11
12

13

=F

7F “L2 VPN” 355, o L2 VPN 3 (L2 VPN Mode) i i & P (Client), XS5 MK
(Change).

BN i P2 L2 VPN RSSOl . bl AT DU S 148 1P itk
AU T e L2 VPN & P B Ze iR A 1 o
Ve 5 IR S5 w5 B I s 55k
TFREfREE D (Stretched Interfaces)t, Hii2EEFH:0 (Select Sub Interfaces))\ e AE {15 i
SR
a {riEEst4 (Select Object)t, ¢ Edge (rhak 1,
N R AT RANESE s 7175 N 3 Sl WA i e g
b BULEIEMI T,
c RIHE (OK).
BENFHA
TER AR S (Egress Optimization Gateway Address) i, 4N TR0 1P Hhkak &%
EARLE FEEFTRIA 1P k.
1r H P4 B (User Details), SENLEIRSS AR AT S uEm I P Eds.
¥E2 (Advanced) il

A o NSX Edge AREE #1511 Internet, I A2 REIR 357515 M (k%545 ) NSX Edge,
1R ERELE (Proxy Settings).

LR L R, 1R Ze 432 (Enable Secure Proxy).
FENARBER S AL s AR

B RSS2 BT, T PR IR S 25IET (Validate Server Certificate), 245 BEAIRN (1) CA ilF
1,

HLEHRE (OK), S5 1 RTTER (Publish Changes).
B2

TR 55 K 41 Internet S Fi7i it M L2 VPN Edge il Internet, HARHI1H 443,

EEZPFim B L2 VPN RS
WAHIAE L2 VPN % P (5 NSX Edge ) )T L2 VPN JIRS .

$R
1
2

X1 NSX Edge, TiiZl#EE (Manage) > VPN > L2 VPN,
1F L2VPN fR&ECE (L2VPN Service Configuration) ', .15/ 2F (Enable).
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RESR

LRI Internet 1R K kit O3 NAT Sl B5 KRR, DUBEE Pt S5 IR 98w Tz o

SR EAEAE A 1 AP SRS PR AR R R, il DA AP BRFh)5  L2 VPN ikt :
a J4EZuEsR (Promiscuous mode)ik i 52 (Accept).

b KfhfE# (Forged Transmits)ik % /5% (Accept).

AXREANEE, 152 U0 (ESXi Ml vCenter Server 5.5 U/ )

%37 Edge BLE N L2 VPN & R
AR BEE R FEANBE ST NSX SR, IR DR 2k i F 3 — sy Edge fEA L2 VPN % i o

ARG

BE N ELEAERI AT Edge YR M BIEE T —/ kg 4l 120 1 A7 528 Tah A -

A WO DN

(3]

IRk FT417E vSphere AR sc L I, AAHHRA T N RIE

LI =il

AR

5% (vSphere WIZZERARRT) -

QS 4k T 417E vSphere Distributed Switch |, A TLL FHE:

w  ET G 520 (vSphere MIZs AR ) o

W g AR R I O, SR PR i L PR iR A o

s 1 EE AT T Edge R A RESEA, PRMATT RGNS Edge FRAKREALIN R R E o

fifiJT] vSphere Web Client #5257 F1-E NSX Ef154(1) vCenter Server,
PR EVURIEESE , I REITREELL S R A L.
AL BT Edge BN, ARG FEE OVF Bt

N URL LA Internet N#0f22%5E OVF SCtf, s B % 2 5 Ly, Edge OVF SCHRAIFFERSC
ke, R T—5F,

£ “OVF Bitfciran(s £ Ui b, BubBiaegn s Bt T —35.

fE PR DU b, SENAGT Edge AARK, TRt A Hrh g TSR SOkl
L. SAE, B8,

fE “BEPAAERYT DUAL, BERREAT A D AR E RO AL

TE “RERERIZE” BUE E, BCE C AR CE LR . BT 28

w RHERIU FATRERR AR

w PR TR S R S BIRE FHR  RtRE L B R i B o 4k L 4
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9 fE “HEXHEAHRT U0 L, fRERL ME.
a  BENTFHREN CLIE B GV
b NI CLIF T,
c  BEANJFHIREEN CLI AR,
d BEN FATEEE IP HBHEFIRTEC S, BRINKSCHT DNS IP kil Al e,
e IAEEAE S Hp A I RS, XM 5 L2VPN JIR55as A B hAH—2.
f o BUFM RO NS R R IS 1P bk sk I s BEGERH R O 1P Mk,
g BN L2 VPN JIRSSasitobhb g 1,
h BN 30 5 5T B S e R P ERIT T FH P 2 R A

i FEF4EIVLAN (FEE ID) i, BENBERER 25 VLAN ID, AT LUK HHE 503 BR Al R ek & Ve Y
JERAH VLAN ID, 4, 2,3,10-20,

QAR A A2 A 2] JhsT. Edge 1h S 2 HT BB 2451 VLAN ID, RIDABEAMIZE1H VLAN ID, SRJ
TERG S A NBEL 1D, B0, 2(100),3(200), FEd 1D Tk S SERE(Rf 2k . (HATeHE VeI
FRAFERE 1D, P FevFR T 10(100)-14(104), F74H SN 10(100),11(101),12(102),
13(103),14(104).,

i s NSX Edge ok B #2151 Internet T B0 IR S5 b )5 (IR555% ) NSX Edge,
M NACER - . v P RN

k QSRAR CA W, EPTULR RIS “UEds” #57.
I HRET—b.
10 7£ “BR5en” m b, frdrphar Edge &, AR HLSER.

i

RESR

FTIF3hsT. Edge REAUMLITIFLIE

10 N RN R S, HRRCE b o 1S DA b

1y, Edge ar AT HHANBC EF AT P M 7HS W NSX a4 T FHH

W

=T

#EH L2 VPN &itHE8
ATDAR GRATE bR NSX Edge 1) L2 VPN Zeilf5 ., BIAnmiiRes . Lt FBaie) v 8.
S
1 fF “L2 VPN” %50k, #iff L2 VPN 2 (L2 VPN Mode) % P (Client).,
2 FEIRBURE (Fetch Status), X5 /ETFEEIRTS (Tunnel Status).
S L2 VPN JIRS# A 20t s, WS R R 4k S g s B
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BRESRH

TAEAE AR FIECE LS, 1R Edge MU EE (Manage) > % & (Settings) > £ (Interfaces),
SRIG A “2” Bhfrhgk (Trunk).
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Z B AT RS

NSX Edge $a V- firas i i AT HIPEIRSS , HAEZ N IR A 2 TR g it . e RN lIR G512k 45)
SAAEL A RSSR, WO BB RO B BN T PEW] o SRS AP BT SR R RO BT R T, I
KEEE g s A AR DI NI TR], JFdEfd 2. NSX Edge % MIXS 7 JZHE A 2P

BN e AT 1P Mgk O B — 20 SR S5 e A T 0 3ol . S8 Feflires nl 2 N IP btk B TCP,
UDP. HTTP sk HTTPS ik, FH#fe B N BIRSS =5 ¥l 80 J& HTTP HUER NI, Sl 443 &
HTTPS FER AR o

WA TAE NSX Edge LB M LAB T8, A< NSX Edge (1015 5., 2 M NSX Edge /il .
AR NSX Edge UEBIEE., 152 WAL,

AREEDHE 7L R E

= R

w P EN IR R S

m CEPARSS sRR

PR SSRRI

LI e DY s

w P EN IR R

= U] NTLM SHR50ET Web IR 5a5 3T 0 301

m  NSX (el E 5t

B RHTE

NSX Edge 518 VARS1E 2R 55352 A TSR, DASKILI IR T

NSX SUECT IR SCH o 4 RIS 7 RSP 08 . 5 4 EOUFIRIE TR, % 7 5 P
TR,

ST HAR M N EAFiiRAE TCP M UDP J2 FSCHiN . S TEUR QM A BT 2 45 FE R g i AN
K, e AR R R S B R R B IR S5 A% o K S 8P ff4 TCP A UDP 233, A
R A TR BIR E R BARF IR SR o R LAE A R BRI RO RE AR S5 A B rhde B2 R TN
W PUS T B i e o
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TR TSI S B R R EISE  RE MR PIANESE : TH017) 2 P FOZE BRI 1)
MRS asEse, AR SSasfa, KRS aeiEsz. ANTET HTTP BRI IE], KLk ks R
AN L7 AEHRLE AR S5 2 AT HMCRE MR . W TR HTTPS RIS, RAE TR % - om Y
sk AR SS AR E e e S RE S B BT BRI iTE TCP. HTTP NI HTTPS [RS8
CUN DB

NSX $3 -l (0 H ZHE S AT R IR S5 2 . IRSSamith . IRS5am M n DIRIAR 55 M diswis o

REIRS=E B FFIR S HIMEIER, Eah 1P, s Y (40 TCP 5 UDP) HMHE
—HEFRM,

i feiflR 55 A Lo

il oAl VR 1 S e AR LI () A A

BR % badases S AR eI 55 2R B TIRAS

B, ERE ARSI R, AR, E I im IR S AR A A IR SR, IR SS A S
Zih e, DA SO PRI = R AR 55 7
SRIG, BIEE— NN HRE IS B S DA S s s rh i s DO FHRE AT R, an& i SSL., JRS5#% SSL.,
x-forwarded-for iR A, FFANER ERAG ROUERI R EaE K (BN, F5E0K)E IP 5k cookie &k FIAHIH
FIMAC B ), e Taal T A DALERE AR 5575 Hh B 42 faf FH N AR i B St o
SRIGE, ORI N PR RN, DAGE R A (ZnPCi S URL sk 20142 ) Bl N AR 2
Y, DB AR AN ARE SR . B2 Nk, 1S 0IEIRSS Vst Dl A res s TR A5 2354,
FERE IR 55 # SR RNy, AP R re it il DA B A THRPIRES . RIS, 2Bt SARRN B DA 4y
Bl S — e 2 A AT . A I AR, B, ACE . oA A, s TR
AT UEER: . R R DA NG RIS AR AE B TR EETRESEIGER . IIAIEER, fhe/ D iEpeak i 1P
W75 o
BB AR RO IR S W e a0 U D e A IR At ple 53 HR B ARSI, S Hobrid b, MRS
ARG B DI, NS RRC R IRIRS R . WERARSSHS AR B R SS Madsws, PR A it S E
=58
w il B RS IR 55
AP R E 4 Rt R B E S
n GRS R
T AR 55 W A2 s DU Rt 2B K i im B i SOa A TR B 540, BIRSS W iaes Sithoches, KR
PEIRSS I 2 SO b i A T I 4%
n RIARSSES I
AP IIIR S8, DU S B L S e iR 5575 o ] B sl s o iid ik, HH A —
AEEINIIRSS g as, RS TR B S5
w QY AR R S
IO AR PR I S T LA SR 25RO I A T o B B S, R DR e B S
SRS TR, RE, ZE RS AR S ARIRAC & S R MO RACER R & o 8 IR B S T DA b
X A B R B fs ), A R AT 55 B PR o

VMware, Inc. { BT AR . 194



NSX EFEHEH

CIREAY) NAREEE S S W

BTG S — AR AN, DA BRI BN AR It o

= IR SRR

K NSX Edge PHISE A THERE VN RE MR 35252 THR I .

BB AT ERRS
FILAEE 2 R0 iR i B S A
B

1  %3k7%) vSphere Web Client,

Wi—4~ NSX Edge.

HiigntE (Edit).
e P S R T 5% 100 ) A TR AT .

o g A W DN

L R FTZ24: (Networking & Security), X)5Hi:[; NSX Edge (NSX Edges).

FHEE (Manage), 285 it A3 F#eR (Load Balancer) it i .

P
=hle- R i
JE PR sk

HEER

J2H Service Insertion

7 HilE#E (0K).

Bl AR 55 ln = es

i)
FeUF NSX Edge 13 FAires im0 11 21 N EBIR 55 7 LASKEL 07 e -
AR, BN IP SR L4 LB 5148, iAot L7 LB 514,
L4 TCP VIP 1t Edge By k52 aiabE, DIVATEEE “qeip” Bk, L7
HTTP/HTTPS VIP 7 Edge |5 k&% JFAbHE,
QURBERE T R HNEE” , Edge [k BUILAZI S VY5 L7 HTTRP/HTTPS VIP,
QIACH L4 TCP VIP e 7 B HIIE” Frid, JFHIRS smibhb TSI,
SURIN—A SNAT #UI) . PRIk, 56t NSX Edge 1) TS5 Ak
QISCh L4 TCP VIP HUHZERE B IR dricdFELS TG k3%, Edge B k%M
M A A VP18 L7 HTTP/HTTPS VIP,
NSX Edge $1#4 i asfictem et H .
BTN R e H B R o x40 H K S EIRCE Y syslog k557§, ik
AILABEH] show log follow i 441§ 351 H 5.

PR A EET EIUC SRR R, BT L SRR RN IR eI
AR A PR
FOVFSA BT A 28 =5 BN I 5% o
QERAEIAR S TR = BN R A RIS, S A R0t i

P BIEIR 55 M da a DA g S W4 i B E SO PIRDUS A 288 R Ss Indsas SiboTon, KRR

55 Wt an S BN i nl DdEA T I A
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L
1 &%) vSphere Web Client,
il gk A4 (Networking & Security), 7AJ5 il NSX Edge (NSX Edges).
Aiti—~ NSX Edge.
HEEE (Manage), 2805 il 513 g (Load Balancer)it i |,
EAAMSHAR A, RS WHE (Service Monitoring).
PRI (Add) () KR,
i NIk 55 e s 47K o
8  HI AN AT ping A MU TRITRIER (D) o
9 I NAEFE RS R IR 2 B A0 IR 55 #5404 T ping IR AL
10 Sy NBAIITR] (FD) , FEIZIN TR N A MR S5 s e S B
1M W MR E T RO B SR R R B SS R T o
12 3T HTTP FIHTTPS ik, 15U TRA NP,
a TE T O R EOR 5 HTTP WIRLRAA TIC R TR
B4, 200,301,302,401 .
b A R F HE R IIIR S5 2R IRAS T T
¢ HNEAEERRBIFP I URL,
d WiEE POST J5ik, i N A MMEdE.
13 75 “Ball” 553 v N SR N A VR 7R
IR T AL, MR ASEARS Bl AR
14 75 “PR” o, DA k=" AR R a2
I warning=10 20, WERIRSSARAAE 10 FDINIARL, JPRERE & B DS .
P TR T LA PR Il 2275 43 B

o o A WD

<extension>eregi="(0K1|0K2)"</extension>

TSRS e
% 15-1. TCP thillly &

Ly R R

escape FIDAME R A BGR P R R R \n ey B\, AE & 2k
BRI AT BRA: AR PR IMEMNZ, \in
RINELE KR

all B BT A AR5 BT IR S AR R P B, ZRIAH any

quit=STRING RIEBIRS AR TR, IR .
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F15-1. TCP iRy R (£2)

Wy R
refuse=ok|warn|crit
mismatch=ok|warnl|crit
jail
maxbytes=INTEGER
delay=INTEGER

certificate=INTEGERI[,INTEGER]

ssl-version=3

ssl-version=10
ssl-version=11

ssl-version=12

ciphers="ECDHE-RSA-AES256-GCM-SHA384'

warning=DOUBLE

critical=DOUBLE

% 15-2. HTTP/HTTPS HiXfi# &

iR

Pk A ok, warn 5 crit () TCP 4H45, BRIAN crit.
B SRS ok . warn 2 erit AVLRL, ERIACH warn,
M TCP £yttt .

PR B HE T T BN S

RRTFRT S SENR 2 [T RO FD AL

UEPB DI REL . 5B MEE SIS, M
FEGA) CARAREEE, W 0) .

{81 ssiv3 5 il 51t SSL #2F
BRINGOU R, s PR A 2t AR H] ssiv3 il tisv o

] tls 1.0 529206 SSL 5 T

B tls 1.1 RS2 SSL 12 T

1 tls 1.2 3RS0 SSL 12T

ToRAE HTTPS daf TR AUk A i I 25 A o

WD RIS T] CFD )+ ARG A SR ) A 54

Wl RS T] (D)« AEIETEFEIN AN SR AR s F R A

Wy R
no-body

max-age=SECONDS

content-type=STRING

linespan

regex=STRING & ereg=STRING
eregi=STRING

invert-regex
proxy-authorization=AUTH_PAIR
useragent=STRING

header=STRING

onredirect=ok|warning|critical|follow|sticky|stickyport

pagesize=INTEGER:INTEGER
warning=DOUBLE

critical=DOUBLE

VMware, Inc. B AT 400

ik

AERFSORIESC: AZIE TR SR R I A TR, XA
HTTP GET 1k POST, |[fif/& HEAD.

QRS RAEAEI Al SECONDS, )% Hyest: | 2805541
DL 10m ( 2655380) L 10h (/N ) 8 10d (FoRK
B .

f& POST Tty Content-Type ki k /15267 .
RYFIEMFSARIEHT (MTLAWN L -r 5% -R) .

£ ST ZRIE N K L STRING.
LEBUAHHE A R NBIIENIE L STRING,
FREINR A CRITICAL, 735K [A OK,

R S5wt  5e BEEAR S ST ] P 2 Fn 4

2 HTTP FkHHPE N User Agent kM7t

THE HTTP bk AT H A R AR TIZ

AT AT A S HI T . sticky 2501 follow (HISfEfE &
[ 1P Bl stickyport iRl DR EAAS,

I WA N IME (1Y) Fras WA/ NI (52719)
WA ) (RD )« FERCTEFBIN AN R H B o
WA TR] (RD ) o FEIGAEFBIN AN AL e B IR AS
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% 15-3. HTTPS thilii¥ &

Wiy R iR

sni T SSUTLS NI4T 2 (SNI).

certificate=INTEGER UEBAI BRI RS i 1 ERIACH 443, WA Zak
i, AT URL,

authorization=AUTH_PAIR 5 FHAEAR YRR 50T P 2 S

15 FLHE (OK).
RESR
Bl 55 s B . o

A NNAR 525

FLAGS IR S5 eitly, ARG s 8O B Rk 55 s . M B A B iTRe il ik, I HEA
DRSS aas, WL TR B 24

SHB

1 Z%%| vSphere Web Client.

g FNZ2 4 (Networking & Security), SXJ5:1; NSX Edge (NSX Edges).
Mit—~ NSX Edge.

L (Manage), 2455 8P = (Load Balancer)iftlii |
AU, $iil (Pools).

H RN (Add) () B

BN B Re i 2 ARA A .

8 N ARSI B R T T

o g A W DN

~

bl R

IP-HASH FRAEIE 1P Ho LS A8 DA T AT B TR S 2 1) S e e IR 52
Bz A RS

LEASTCONN s S P OAFAE R CK & FiniE Ry K B Z MRS

RS WOA BRSO IR S8 o
B izt B ST ES A

ROUND_ROBIN RGNS #e o P BINORE,, AR 5 55
RIS AR AIACERIN T PRSI BRI, I | e RIS

Wizt B SIS H
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gl R

URI X URI ZESy (TRPS 2 ) g6 T R LUsA TRIIR S5 s 1 EAGE
SERRE BOE R IR S 450 ORE T AR ER AT IR SS #H shskocial, URI #4h
KA B A — R 5575
URI SIS HEL AN T : urilength=<len> fl uriDepth=<dep>, KJEZ%
TN Z N 1<=len<256, RIS HGUHEN 120 1<=dep<10.
KRR SRR EBE X e ] DU URI TF iR S5 75 K
SR RETE AN EAE URI S8 U A ARG 71
BESBEE R A T SIS A BRSO BRI o Btk R MR LN
Blo AT TS, FRERAE 280, THRR L.

HTTPHEADER A HTTP iR AR 254k HTTP Frsk #444,
[ S HIAR L AR AN, X ZEEL T ACL BRAL “hdr()” o WIRFRIA AL
WAV R, RN TR
HTTPHEADER §17: 24— 0i: headerName=<name>. {41, "L host
)y HTTPHEADER 5551,

URL TEEEA HTTP GET iR E E A h & RS X e URL 250,
WRBEFIRES = FI—AME, WIHZE A TS AR LS TR 5538 1R .
ZERPR e GERIOIR 575 o Zad BT IR R R A bR AT, IR UG 2k
ARIEI 1D Rk BRI IR S5 5s, (HmTPEa i sl e ik 5555 o
WREAEUEMES S E, WS REE
URL B2 — %000 urlParam=<urls>,
9 (W) MEEHEES (Monitors) N7 B e PE— NI PO BRI 1 X i 7 o
10 B InAk 5t o
a  pdEin (Add) () B,
b ARSI APRAN 1P Hihik, Bk5 38 (Select) LAyl /34X % .
SN A DL vCenter 5k NSX,
c AR ATE R RO e R AR RO E TR LRSS ping RO R 1 o
AR HEUIR S5 e B 7 s Y, s EHELR 124 null,
d TE “BUEE” # N ZAL AR EE A
e N DT DARCER i KA TR
GARAE N REGS THRORE, B TRHED AR R .
f RN AR LT S It N TEE R
g FHEBE (OK).
11 eHERR (Transparent) % s 1P HohbG e ik 5w Al Lo

A EHT (ERIME) , WEimIR S # 2 m R 1P ik G Ve 3 s U0 1P Mk, 4ok
e T CFEIT O, YR IP Mub S ECERIE P 1P Mk, IF HoATUE NSX Edge 48 BRI E DR
R AEGE T NSX Edge #4545 .

12 HlHE (OK).
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BN AREFEE

A BN PR PG B SR T DA E SCREE R AR R AT N o B IO SRS, TR 2 S S
PR R SRE, RIS AR RN B S TR O AR & o P B S R ANt P 4 37
PRI ESE], R YT S R =R

PR

1 %% vSphere Web Client,

2 il MIgkAZ4 (Networking & Security), 745 .1 NSX Edge (NSX Edges).

3 Mil—4> NSX Edge.

4 43 (Manage), A8 2% (Load Balancer)it i

FEAMIST TR, 5L MR FECE XA (Application Profiles).

6 miin (Add) () F

7 BENFCE SRR, SRE N MR s g B O A B SO 252

a

pinze il SRR A

TCP J# 1P, MSRDP

HTTP cookie, il IP

HTTPS cookie, SSL 2x1% ID (U= /11 SSL FHal ) | Ji IP
UDP P

8 BEN HTTP Jnited ZHE M 2 URL,
Biln, vIPUEm R http://myweb. com £\ %] https://myweb.com,
9 M NREER AR E S E R AR,

P APERCE SO AR R 2 v B, ARS8 Fom R AR E M 1l e AME, %
i T R AE B S T TR B 22 ik TR 1) 20 ) — el o

® &5 Cookie £ APELAHAME—T) cookie, DAMETEZR )i i kU5 lih s RN 21T
BAER SR 51 1% cookie, DK APREE BIFHN AR S5 aeitde i .
® LR IP (Source IP) 5 AMELURIE IP HIHEERER 2315 o

2 PR RIS A SR A BRS80S T B B b B P T
MRS W, T PR FIA T AN R

® ZEPE Microsoft zofz S il (MSRDP) £ A PELATEIZAT Microsoft o st (RDP) 551
Windows % P AR 555 2 [ SREERF A ME 2518

i MSRDP £ A it 7y 5 01 @t 11T Windows Server 2003 ok, Windows Server 2008 [
B G AL R 1 3 Pl SR A i B4R T —A Windows BEEEFF I Windows 2515 [H 5% .
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10 #E\ cookie ZFrIf1efddi N cookie N KR,

App

R
NSX Edge & 1%/ cookie.
WIRSS Fe kA A cookie, & FumiliE]—AMEIINT cookie (JIkR55 s cookie
+ Edge cookie ) . QMRS Ak 1% cookie, % bl %] Edge cookie.
Wz s A 24 cookie, TR IZi%00
TR RS2 %2 cookie. WAL IR FRE IS4~ cookie
L % i, Web I35 #i 1l & 411 cookie, NSX Edge {1/l 5+ cookie {iiH!
N (FENHTEE ) L cookie, IETRIN T cookie (1115 EL7E NSX Edge #4452l
25 ARG .

By JIi 5575 A k1% cookie, TR T P idfs BN URL Kik.
g,

http://mysite.com/admin/UpdateUserServlet;jsessionid=0124BO9ASD7BSSD, L
jsessionid &M S0 E BT HRANE, TCIEE G App St AVESRE T
HiFA

M NFFAMERIHIN TR (FD) .
Fr AMEERIME N 5 238
KT L7 80K TCP il IP Fr AN 5, WRAE—BUS RINAE W) TCP &4, frAML BRI

in

BRI R 54 TR B IR

12 (W) b HTTPS s Gl d— A R A B st
YE HTTPS ik,

SSL HI# -> % P -> HTTPS -> LB (411 SSL) -> HTTP -> R %1%
SSL fRBH -> % Fiif -> HTTPS -> LB (41 SSL) -> HTTPS -> [ %575
SSL Fiiifi -> % Fifl; -> HTTPS -> LB (SSL [iifi) -> HTTPS -> J[ 4558
% Pt -> HTTP-> LB -> HTTP -> JR %58

(") EerdEN X-Forwarded-For HTTP #5:2k (Insert X-Forwarded-For HTTP header), [lfx
IHIm R 61 3 RR R B Web IR S5#8 0% Fim i IP ok,

e lic B2 ARSUEFH (Configure Service Certificate), DL {H1F RS EFUFF (Virtual Server
Certificates) /el e Peid IR SSUE S . CA UET5A1 CRL DU THE fa s Pl s F2Kal- % i
HTTPS 7k,

(Y “% P > LB” 3Rl HTTPS FEEIN, A T8 A TR AR,
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c (k) wkH)E Mt SSL (Enable Pool Side SSL) DA & Ve Mln vk 55ws 2 iS5 T HTTPS

SR =18
AT DU s SSL AL B i 2 SSL.

d (A[3k) EhECEHRSUFF (Configure Service Certificate), DL{H7-#3F$ (Pool Certificates)
PEIF e BaE AIRSSUESS . CA UEBA1 CRL LU T IR 555 im i £ 8 FAl =5

BB, “& i -> HTTPS -> LB -> HTTPS -> JIlR 558%™ I, AT S Tt/

Wk NSX Edge ##-Fi# U AL S CA UEBAI CRL, J A7 MGk 35 e rhsbuE IR &b 15, 0]
VARCE RS UESS o AR e I 55 s s g ik 0 e P aeom IR S5 a5, th il DAGE A2l fe ik 55

AU A RRUE T
13 K AAE SSLTLS R TN &k (S en) o
B, EATRMY Se Vil 3DES £
14 A FhEE T HEE 2 2 BRI P S 3o e
RS CEDRY WK PGS R edE T R R
15 FERIE (OK).

SRz A 2 A
REAT A S — DR IRE R, DASE BB A PR TR it
AR RN R, 152 DU AR e AL il
73
1 %5%%| vSphere Web Client,
2 g AIZZS (Networking & Security), ZX)5 4.1 NSX Edge (NSX Edges).
3 Bh—/ > NSX Edge.
4 HREETH (Manage), SAJ5 T # FirEs (Load Balancer)tlii .
5 e, s SRR (Application Rules).
6 RN (Add) () ElE.
7 B PRFIIA
XN AR HIREEE ., 155 W http://cbonte.github.io/haproxy-dconv/configuration-1.5.html,
8 HLHE (OK).

N R A2 Fr A0 7 451
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NSX & HH5

N

SEiBO
=19

K

F& &R HTTP/HTTPS EEM

N RS E S Rl FEE HTTP/HTTPS S 1A, JoieiK URL 2t 2., H& v EE R RE. f
TR EEA 2.5 PRl LT E M HTTP/HTTPS i .

move the login URL only to HTTPS.

acl
acl
acl
acl
acl
acl

clear dst_port 80

secure dst_port 8080

login_page url_beg /login

logout url_beg /logout

uid_given url_reg /login?userid=[A&]+
cookie_set hdr_sub(cookie) SEEN=1

redirect prefix https://mysite.com set-cookie SEEN=1 if !cookie_set

redirect prefix https://mysite.com if login_page !secure

redirect prefix http://mysite.com drop-query if login_page !uid_given

redirect location http://mysite.com/ if !login_page secure

redirect location / clear-cookie USERID= if logout

RIS A AT H

ATLAGIEER FRR AU, DASEARE &4 ok ) B i s s Pt . DA AR 4% 31 foo.com i
SRAEM A pool_1, ¥44k3% %] bar.com [13 K & 1 %) pool_2,

acl

is_foo hdr_dom(host) -i foo

acl is_bar hdr_domChost) -i bar

use_backend pool_1 if is_foo

use_backend pool_2 1if is_bar

Microsoft RDP fi#;E&Fn{Rip
FELL R oRBs e, s dertirssefon -~ Fir 2l o2 8 Dok S8 ik 2 v 216 . 7 58110 NSX Edge

NEBEETT IP Mk 2 10.0.0.18, PNEF1 IP M2 192.168.1.1, FEflRSSrei2 192.168.1.100.,

192.168.1.101 F1 192.168.1.102,
) TCP i 6 405 MSRDP H5 A ME 8 RS e B Sk

1
2

B TCP A TR IA 44 (tep_monitor).,

AEdE 40 rdp-pool [19ih, Hrhfud Ak 5 192.168.1.100:3389., 192.168.1.101:3389 #I
192.168.1.102:3389,

¥+ tep_monitor 5 dp-pool AHICHK

6

LA N LTIRE R A

tcp-request content track-scl rdp_cookie(mstshash) table rdp-pool
tcp-request content track-sc2 src table ipv4_ip_table

# each single IP can have up to 2 connections on the VDI infrastructure
tcp-request content reject if { sc2_conn_cur ge 2 }

# each single IP can try up to 5 connections in a single minute
tcp-request content reject if { sc2_conn_rate ge 10 }

VMware, Inc. {82 HTHRUF .
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# Each user is supposed to get a single active connection at a time, block the second one
tcp-request content reject if { scl_conn_cur ge 2 }

# if a user tried to get connected at least 10 times over the last minute,
# it could be a brute force
tcp-request content reject if { scl_conn_rate ge 10 }

6 GIEEL N rdp-vs IREUIR 5575

7 B IRR PR E S SR B MR IR SR, TRANINEE 4 S5 rh QUL R AR A
PRI S5 st b PR R TR 3 KK LR 47 RDP IR S5485

SHAKIER

BRIATEOU T, NSX T3 Ffr s SR A H ad st R AR B 5 2N al AN R L), DA A VRN
H 030 B A T R

# log the name of the virtual server
capture request header Host len 32

# log the amount of data uploaded during a POST
capture request header Content-Length len 10
# log the beginning of the referrer
capture request header Referer len 20

# server name (useful for outgoing proxies only)
capture response header Server len 20

# logging the content-length is useful with "option logasap"
capture response header Content-Length len 10

# log the expected cache behaviour on the response
capture response header Cache-Control len 8

# the Via header will report the next proxy's name
capture response header Via len 20

# log the URL location during a redirection
capture response header Location len 20

R IR DB B AR 5= 5, HSR QS MR PR £

2013-04-25T09:18:17+00:00 edge-187 loadbalancer[18498]: [orgl]: 10.117.7.117 - — [25/Apr/2013:09:18:16
+0000] "GET /favicon.ico HTTP/1.1" 404 1440 "" "" 51656 856 "vip-http-complete"
"pool-http-complete" "m2"™ 145 0 1 26 172 --NI 11 000 0 0 "" "" "10.117.35.187" "Mozilla/5.0 (Windows

NT 6.1; WOW64) AppleWebKit/537.31
(KHTML, like Gecko) Chrome/26.0.1410.64 Safari/537.31" "Apache/2.2.15 (Linux" ""

2013-04-25T09:18:17+00:00 edge-187 loadbalancer[18498]: [orgl]: 10.117.7.117 - — [25/Apr/2013:09:18:16

VMware, Inc. (5T AALH. 204



NSX & H5

+0000] "GET /favicon.ico HTTP/1.1" 404 1440 "" "" 51657 856 "vip-http-complete"
"pool-http-complete"” "m2" 412 0 0 2 414 ——NI © 0 00006 0 "" " "10.117.35.187" "Mozilla/5.0 (Windows

NT 6.1; WOW64) AppleWebKit/537.31
(KHTML, like Gecko) Chrome/26.0.1410.64 Safari/537.31" "Apache/2.2.15 (Linux" ""

FEHERR HTTPS i, nIRETEEUR IR Z A0 K01 Web B FFE A T2 P bRk 301/302
Wi DLKs % P B e 1A B T (RSB R e sskek POST G ) , 23 IR cookie, FirlL
S R IR 55 7% PTRETCHAR I P um e (5 5., AT e BB, x5 nl e 2l i AR 51 1T
fEo

g Web N IFLT 32 HE SSL HIA, HEsmbL ),

# See clearly in the log if the application is setting up response for HTTP or HTTPS
capture response header Location len 32
capture response header Set-Cookie len 32

# Provde client side connection info to application server over HTTP header

http-request set-header X-Forwarded-Proto https if { ssl_fc }
http-request set-header X-Forwarded-Proto http if !{ ssl_

Wik SSL # kR G, APl RAEALL Mirsko
X-Forwarded-Proto: https

W HTTP d e, ECrHissfmA Ll ek,
X-Forwarded-Proto: http

PEIE4FERT URL

RERTPARE I-AE URL A SR E R AR e DL R oR BRI & 1K A2 A fprivate 5 /ffinance Ik, JF
FH I 2 X BN A K

acl block_url_list path_beg -i /private /finance
block if block_url_list

&8 cookie FTHIFMIGIE HTTP EE G
] DLEE R A cookie HU% Pt R A T S 5E . DU R /RBIIASE HTTP 153K 27 2 B S AE
Prdsm LA cookie, U iEKIXAT cookie, MIARIKER TiE 7 E)] / authent.php DA T S5 56E

acl authent_url url /authent.php
acl cookie_present hdr_sub(cookie) cookiel=
redirect prefix /authent.php if !authent_url !cookie_present
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BUARHEEE R
AT LR 25 PR 1 EE A BIERIA T . AR on BN HTTP @S /, FEREREE A 2IERIA
R A

acl default_url url /
redirect prefix /login.php if default_url

EE [ B 440 P ik
et A A, AP LAE FHAE PR 5w s URL T [ 2 2R 4P bt

redirect location http://maitenance.xyz.com/maintenance.htm

NT LAN 25 (NTLM) SHIIE
IR B MR IE R IR S AR i, AT LURIR S5 as 2 v R BRETT A NTLM Pl R 4P et e

£

no option http-server-close

BiRAR SRR tRk

T DAHBSR A M B AR 55 bk, RO H— MRS F . DL N RGBS IR 55 brk, FE
oAl fE ) HTTP, HTTPS. SMTP. POP3 il IMAP P . HTTP ZE 171 4 T i S a AR EIR 55 25 11
NGINX Web IR %575,

rspidel Server
rspadd Server:\ nginx

ESEEM
TERTDLEA EARN HTTP B555 HTTPS,, DA M oRBIRINIFE @A E ARSI HTTP & HTTPS,

rspirep AlLocation:\ http://(.*) Location:\ https://\1

RIEENIEFFFE R

PRIV BATREE UK E A BE S VA RIS AR E 4L app1.xyz.com, app2.xyz.com
Fl'host_any_app3 [FiF3K, FJFREXEEER S B FE A 2] E XYt pool_app1. pool_app2 il pool_app3. fit
A HAB U RCRE HE 17 2 R SR 5 P SR BLA it

acl host_appl hdr(Host) -i appl.xyz.com
acl host_app2 hdr(Host) -i app2.xyz.com
acl host_any_app3 hdr_beg(host) -i app3

use_backend pool_appl if host_appl

use_backend pool_app2 if host_app2
use_backend pool_app3 if host_any_app3
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RIE URL I ER M

IO URL S AR B0 A B R e it . DA R BN 25 152K 275 A Jprivate B ffinance T
Sk, B sk L E A 2 X i pool_private Bk pool_finance. Fir HAtE R B A B R IR S5 Ra
BRI

acl site_private path_beg -i /private
acl site_finance path_beg -i /finance
use_backend pool_private if site_private
use_backend pool_finance if site_finance

EFMEEMEREER
QR IR S & e, T AT e i) DA A R 5558 o LA T /s BIARIAS 25
pool_production J& 75 & A=, HofH P L F2 %] pool_sorry_server,

acl pool_production_down nbsrv(pool_production) eq 0
use_backend pool_sorry_server if pool_production_down

H&H® TCP &k

REAT AR I 25 73 1P Ik v RIS 7 o WERGE S 1P HEAE A2 5rh, DU T 2= BRI 1] 1% 2 1P
e e B E 78

acl whitelist src 10.10.10.0 20.20.20.0
tcp-request connection reject if !whitelist

B H sslv3 # tlsvi
PRINGIR, RS PR es T RAE ] ssiv3 A tlsvl o 0T DLEE DL N N RS E800 5 e .

sslv3 enable
tlsvl enable

BLERE PmsiEEn

SN P R B R R LN AL o A2 i 5 A A SO KT, R RN EDHEIN o AE HTTP 55X
N, FEH BB (% ARk ) A RHIR] (% P RIBUIR S AR AR OB ), N SRR T
BRUGEEINE D 5 4%,

DL N 7R BRI AR S B[R] 5 B R 100 F0.
timeout client 100s

I TRIAT A BN AR . D i, AN RO PR R R

7 02 $oLAR 55 =5
15 NSX Edge POk 11158k 0 {EA HE SR 35 LA TR

VMware, Inc. {82 HTHFF . 207
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AR

BN IR R E ST e B2 W BT R il P

m QSRCRER AR U S AR S5 RRAROI , 12 WO AR P T A

w SRS D mE A I R S A i, RLAERCE P e S AT . 152 W

I
=
}_\j;
=
LH}
28
=
dr

EZ3

1 Z%%) vSphere Web Client,

i LR A2z 4 (Networking & Security), %) 5.1 NSX Edge (NSX Edges).
Aiti—~ NSX Edge.

HiE (Manage), )5 il A 3RS (Load Balancer)diliii | .

FEAAM AR, o Rk S5 A% (Virtual Servers).

HLEERDN (Add) () Ebr,
v B AR S E (Enable Virtual Server) izl 55 &5 71 .

(AlE) o= bnE (Enable Acceleration)lA i NSX Edge f7#-F-ffiras (i IR L4 S8 F s
518, A L7 A3 iae 5%,

IR IR S ARAC T (AR R . HTTP J$2Unk cookie HfAME ) 1] L7 S Fiaes| e, HIME
AT I, e i) L7 PP ires 514,

DU ] show service load balancer virt CLI a4 A IEAE i HIFG 7 3 T firrs 514
9 B EAUIRSS ARSI N R R S

T RESI S AT IR AR 55 25 P AR S R PR e SO o M- e RO S R R 55
10 S NFELUIR S AR 2 PR AR o

1M1 iheEE IP ik (Select IP Address), VAR 3 s (EAE IV 1P Mokl SRISBEN BRI S 75K
SSEHINIPISIGS

“PEEE 1P Ml X UEAECUE R P ik, qndRaEFIEHED 1P HbukGIEE VIP, ETFahim Az k.
12 NP s e PR DR S5 2 A B T o
13 Hy NG AR T A 5

HIFT AR 95 (401 80,8001-8004,443 ) LISLEE RS 250, Gln, MRZ5s8ith. MoJTRFACEE
SCEERIT AU

HEH] FTP, @AZCh TCP By Fidis I 21,
14 RPN IR A
15 70 “YERRET S5, BNRUIR 525 1T DA PR A R 4
16 7 “VERedRPRE” Hiorh, BINR IR KA N B KA
17 (") RS (Advanced)elli&, SRFSIRIIN AR HUW DU 5 AU S8 = ARG

o g A~ W DN

~
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18 HLHIE (OK).

BIENHREFEEX G

A BRI G B SR S R UIR 55w b, T AR LA FOBC B S B I MBR ATy 2 AR %
\2}/?\‘ o

HAEN AREFBE N H

AT DAG S AR BC S

S

1 %% vSphere Web Client,

2 ALERZRANZ 4 (Networking & Security), ZX/5 il NSX Edge (NSX Edges).
3 BGE—/> NSX Edge.

4 pE IR (Monitor)iilii |, S5 51 8P4 (Load Balancer) &l k.

5 e/, ik R PR E A (Application Profiles).

6

PR —AMEE S, SRE 4R (Edit) (¢ ) KPR,
7 WAL FEANE. Bk SR E A TRV ES, ARE H5e R (Finish),

A EESEERE SSL 41

GARARRCE SSL Z40F, NIASHK A HTTP 13K, a3 Firss vl LAE B0 H AR 1P Hihk DA s i £dis . an
RERT HTTP 52k, @n] DI 3 Eres 20k SSL 233, ARG OIS spocb ¥ SSL 21,

TR
PR > WE > IFF (Manage > Settings > Certificates) DL fffif H A 43 3850103

EF

B

1 EEIE > e > NS E E X4 (Manage > Load Balancer > Application Profiles)|])5/ /1]
FE B B S

2 MRS HTTPS (AL,
3 Kb AEGELET TR H SSL E#E (Enable SSL Passthrough).
4 e TR ERSUEF (Configure Service Certificate).
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5 MIIERA AR UES .

Edit Profile (?)
Name: OneArm Web-01
Type: | HTTPS |+ ]

[] Enable SSL Passthrough
HTTP Redirect URL:

Persistence: [ None E J

Cookie Name:
Mode: v
Expires in (Seconds):

[ ] Insert X-Forwarded-For HTTP header
[_] Enable Pool Side SSL

!. Virtual Server Certificates [ tificat ]

| Senice Certificates | CA Certificates | CRL |

™ Configure Service Certificate
Common Name Issuer Validity
(») VSM_SOLUTION_71 VSM_SOLUTION_71 Tue Sep82015-Thu
VSM_SOLUTION_71 VSM_SOLUTION_71 Tue Sep 8 2015-Thu

T B Rz PR 72 P BC & S 1%

ST UUINER B R e i 25 ST

T

1 &5%%| vSphere Web Client,

MicE 4R A2 4 (Networking & Security), ZX)5 i NSX Edge (NSX Edges).
Hiti—~ NSX Edge.

Rl (Manage), A=A #CFTS: (Load Balancer)ifelii |
FEAAAR Y, RN AR E XA (Application Profiles).

PRI SR, SRS LR (Delete) <Ibr.

BIEAR S SRR

Fr BIEIR S5 e AR LS it i SO TR B S HOT R S — NI g , AT AEDH LA IR 25
e sCR MR LAY & R Bt

o O A WO DD
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HiEAR S ISiE RS

T DA Gtk 55 i 4as s o

TR

1 Z%%| vSphere Web Client,

2 S AIZ4 (Networking & Security), 245 #i:; NSX Edge (NSX Edges).
3 At—/> NSX Edge.

4 MEETE (Manage), SAJ5 it # Fires (Load Balancer)tlii |

5 frAMSHuEit, RaiRSEIERS (Service Monitoring).

6 PRSI, AR RERE (Edit)EFR.

7 TN N, AR HREE (OK).

i Bk Al 55 B RS
FTLUIBRIR 5 s

FR]

1 %% vSphere Web Client,

il g RnZe4: (Networking & Security), X/ ¥.il; NSX Edge (NSX Edges).
Miti—~ NSX Edge.,

HEEEE (Manage), )5 #1538 TH##S (Load Balancer)ilii .

5 (AR, BdiRSHESS (Service Monitoring).

6 RIS IR Rt B ER (Delete) <47

BIEAR SRRt

FETR IR S B PR B P 3 R 65 DA SR A sl S DA 55 R e

A W DN

ek 5 aet

DA IR 55 it o

PR

1 &3k7%) vSphere Web Client,

2 BRI AIZR4 (Networking & Security), 74551 NSX Edge (NSX Edges).
3 M4 NSX Edge.

4 PEREETR, A5 AR ATk
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5 AT “Ib” R,
6  PEREGUETID.

T g () Ehr.

8 WHTIEWHN, TR,

1 AR T =SB E A (E R E A

WY FRE P 1P T IR AT, AR B (BRI L SRR A
UR P B (SR AG2PIH 1P, JISRAEPE T BN, IR IP JEITIER% P 1P, 3 H NSX Edge #274ifi:
TIRGS FRMIRIE R . SURIIETHZAS NSX Edge IR BN,

B

o BT > fE RS > M (Manage > Load Balancer > Pools)/{) /i 55#5 i i, BN,

Edit Pool ?
Name: * | Web-Tier-Pool-01
Description
Algorithm | ROUND-ROBIN [+]

Algarithm Parameters:

Monitors | default_https_monitor \ v |
Members:
EH]
IP Address Max M
Enabled Name r Weight Monitor Port | Port = | :
VC Container Connections Connedtion
v web-01a 172.16.1.. |1 443 443 0 0
¥ 4 web-02a 172.16.1... | 1 443 443 0 0

OK | Cancel

IR AR 55 25 it

AT DA R 25 it

73

1 %35k%) vSphere Web Client,

M LA 4 (Networking & Security), X521 NSX Edge (NSX Edges).
Wik~ NSX Edge.

FLEIREETR, AR AR IR

TR ARAE T b7 IR,

a A~ WO D
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6 PR
T G (%) B,

B E AR 555

TEP IR S AR )E T A SR sl IR B AR IR 55 A i P

HEEENR SRR
A DAGtH R IR o5
1 &5%%] vSphere Web Client.

Wit—A NSX Edge.

LA B xSty AP NRIL N sh b= 3 i s
H R UIR A e

LERE R AR 55 %% o

N o g h~A w0 Db

il () bR
8 MATIENUES, AIFHEER.
A Bk 2 #0055 =5

FTARMBA: AR 555

SR

515 vSphere Web Client,,

MFi—1~ NSX Edge.

MR ISR, AN R PR
b EEIRSS AR TR

B MR MR 5575 o

A (%) 1R,

BN AER AN
i GRRRE FVEL P I DA 8 VR P R 50 AR SR HO AL

N~ o aa A~ w0 DN

VMware, Inc. {82 HTHFF .

g AIZ4 (Networking & Security), %) 5.1 NSX Edge (NSX Edges).

PR 4R ANZZ 4 (Networking & Security), ZXJ5 i1 NSX Edge (NSX Edges).

213



NSX & HH5

i N FAE R AL

AT AR TR A

FB

1 Z%%| vSphere Web Client,

2 S AIZ4 (Networking & Security), 245 #i:; NSX Edge (NSX Edges).
3 At—/> NSX Edge.

4  ETE (Manage), K5 TR E RS (Load Balancer)iilii .

5 (/M) T, R AL (Application Rules).

6 RN e (Edit)EbR.

7 TN N, AR HREE (OK).

I B 1z R 72 e # )

R LAIES LR A

TR

1 %% vSphere Web Client,

2 g4 (Networking & Security), #A)5 i1 NSX Edge (NSX Edges).
3 Wik—/~ NSX Edge.

4 P (Manage), A5 HLERECTEA (Load Balancer)itlii | .

5 AT, RN R ARG E XA (Application Profiles).

6 HERRCESME, SRR FLHIER (Delete)=Ihr.

IHEHA NTLM S4I8IER Web IRE 88117 1 5 F1&

FRNTEOU R, NSX S Hiirae R N Fm iR IE AR SS 75 TCP 2. NTLM S A35iEfE[—/> TCP
ST HTTP K, Rl NSX 64 8 st A T Sk T o

BIRE M

SERPU IR, AR NTLM 356 UET Web ik 55#52E T 03 VIP Ras el ™ B HIRE e R -

add # NTLM authentication and keep the server connection open between requests
no option http-server-close

VAT HUNAE R 2 A IR 5 38 B R T TR AS
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NSX fa# il Eir=

AT DU NSX 538 - as il Bt T e = s 2 LA
e RELEHHTES

ALK Edge RS MISE (ESG) HIMAE N F i e FOAREE

-»!4-

7

Ny
] I """ RS

oy 6 & 4

o— FEHIM | BB | R

51

—> EXK

ERFEERN, E ek B O IP Hbh e ik, DUBAE K Rk BRIk 57, FimiRSS et E M
TR es T A AT A R, TR N G 3 firRs . XA SNAT BEek dRE R
HITUP) NSX B 67 38 P g e B A Hm IR S5 as OAIA A |, 585 has T, NSX 3 Figas
REAUIR S 28T FR AL IP LA HoKk & PompOfe NatioRk,, FRRB s setisk L k5 ik 55 as . 6Tk mlima,
T B HIRR]) NAT PR 1P Mk M ik 5 # BERCA RERDL 1P (VIP) ik, SRFEE R 1P Hihik G 6 5 % )~
Uit WIRAHITIZERNE, B PmAERe T,

1F ESG WEIMEE, BHITHANERME: HERMZHHE 3 (DNAT) LU VIP Btk 55Ok WA 7 38 i -5
B P Mok DA IS g ke (SNAT) DUEZ Pt IP Hikik 5 ESG IP Hihkfi,

SRI, ESG RSSHeEHna Ak 05 VRS &%, 03 PR SR FmaN &2k ESG, SRIE &% M.
ZRIEE NIRIR A D B S, HEAPANEBERE, BN, 12752l 4 ik ESG RS
2, B TANEUE, AR IR S R AN RIE R AR s 1P Mk, HTTR/HTTPS W AR i — Rk 77 2
S, AEHTTP N AR TR E SO SR “ff N X-Forwarded-For” , DUEAE %32 B 5 iR 25 2 sk 11 X-
Forwarded-For HTTP Fr3k 2% P 1P il
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R HTTPHTTPS DASM R IR - R AR i IR 5528 L F 2% P 1P Mk, #50T LUK 1P b 9 B o
AR A Rt S eIk SR A RS, RS A I, i s B fires 1P ik
(IR e LN NN

A, LIPS AR S R

= SNAT/RERAREYIBLE Can kit

»  EEIRS AR (DSR)

£ DSR AT, Jesimlk 55 as BN % o, FIHT, NSX S A3 DSR.

EZ
1 Wl Edge, ARG EPERE > #E > UE (Manage > Settings > Certificate) L Gl 7— " iE.

Ii i OneArm-LoadBalancer-01 = Actions ~

| Summary Monitor | Manage |

[Seu'ings \ Firewall ‘ DHCP‘ NATl Routing ‘ Load Balancer ‘ VPN ‘

19 d o G Actions
Configuration | Certificate |
Interfaces | CACertificate |

2 PS> B FrE: > ©/FECE > 474 (Manage > Load Balancer > Global Configuration > Edit)
USRI 8 ae ik 55 o

Edit Load balancer global configuration

[¥] Enable Load Balancer
[] Enable Acceleration
™ Logging
LogLevel: | Im‘07|? |
[] Enable Senvice Insertion

Senvice Definition:
Service Configuration:

Deployment Specification:
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3 P > MEPEES > N HREFR E X (Manage > Load Balancer > Application Profiles))L il

A~ HTTPS W TR A

New Profile (?)
Name: Web-S5L-Profile
Type: | HTTPS [+]

[]Enable SSL Passthrough
HTTP Redirect URL:

Persistence: | None |~ )

Cookie Name:
Mode: v
Expires in (Seconds):

[]insert X-Forwarded-For HTTP header

[] Enable Pool Side SSL

| virtual Server Certifica...

| Senice Certiicates | CA Certficates | CRL |

4} Configure Service Certificate
Commaon Name lssuer Validity
(») VSM_SOLUTION_71 VSM_SOLUTION_71 Tue Sep 8 2015-Thu
VSM_SOLUTION_71 VSM_SOLUTION_71 Tue Sep 8 2015-Thu

T R B2 AU AU TR BT H .

4 (Wgk) PERE > AR > kRS RIE (Manage > Load Balancer > Service Monitoring), &)

SRR S W s DB LWL A HTTP/HTTPS BMCA 21 URL/URI ( quifaess ) |

VMware, Inc. {# 82T HUH .
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5 UEEETE > 53 FHEE > #b (Manage > Load Balancer > Pools) VL 0] Gk 2525t .
I SNAT i, 15 7E it rp UGN 2 rhB A (Transparent) S Al

Algorithm Parameters

Monitors: | default_https_monitor
Members
+
Enabled Name E:A“"é"s e Waight
Cantainer
v web-01a | 172.16.10.11 1
v web-02a 172.18.10.12 1

[] Transparent

443
443

| Cancel |

Edit Pool 2
Mame: # | Web-Tier-Pook-01
Drescription:
Algarithm | ROUND-ROBIN

B E A I B AL

6 (k) FAEER > AFCEEEY > 1 > BonithZiHE B (Manage > Load Balancer > Pools > Show

Pool Statistics) L AR 4S

WAPRA AL T 2R B IR

VMware, Inc. { BT AR .
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7 RPBETR > MRS > BIURSSES (Manage > Load Balancer > Virtual Servers) )L (17— RE IR
%5850
QIR E L4 130K firss T UDP w8 = ERRIG TCP, 1k )8 A (Enable Acceleration), 1if
verh BN (Enable Acceleration), 1i5ffipr 0712 Vs NSX Edge Fils kSN E B H
(Enabled), [K} L4 SNAT Z=3 I ki

J General | Advanced

[w] Enable Virtual Server

Application Profile: A| OneArmWeb-01 | ]
MName: # | Web-Tier-VIP-01

Description:

IP Address: %172.16.10.10  €)| SelectIP Address
Protocol: | HTTPS |+ ]
Port: %443

Default Pool: | Web-Tier-Pool-01 |~ |
Connection Limit: 0

Connection Rate Limit. |0 (CPS)

Btk IP Mk g05E Rk S5 Av it o

8 (W) WA R RN, T > S TR > N FFERHU (Manage > Load Balancer
> Application Rules) 757

Add Application Rule

(-v)

MName: | App-Rule-1

Script: # Asample application rule to log the name of the
virtual server

capture request header Host len 32|
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9 WEREE—/N HRE A, R > s > BIURSES > E4 (Manage > Load Balancer
> Virtual Servers > Advanced) [ iR 128 IR 7 FII 5 READUIR 55 2 At

BRI, 50 https://communities.vmware.com/docs/DOC-31772,

r B

Edit Virtual Server (?)

General | Advanced |

Application Rules:

L | Q Filter -
Rule Id Name Soaript
applicationRule-1 App-rule-1 capture requesthe...

FAREAEECT, EmRRESACEERIR i P, HAT LA B0 3 P HsPs 1P k. () HTTP/HTTPS
R 7, k3 X-Forwarded-For HTTP #52k (Insert X-Forwarded-For HTTP
header). QfukriZiki, Edge (i Filselsin “X-Forwarded-For” Rk HAE A% il 1P Hb
Jko

Meame: hitp_application_profle

Type: HTTP

HTTP Redrect URL
Persistence Hone
Cooiie Mame:
Mose
Expires in (Seconds)

[ Incen X-Forwarded-For HTTP header

Ww: AFERSESFEE NSX & &5

FEMRFSE SRS (PSC) ek Aig2e = That, a0, vCenter Single Sign-On. VFHT | LTRSS 7+
Bi(eEs

FEPLE NSX e Fles/= , A&RTEL)y vCenter Single Sign-On #it{ft NSX Edge iicay 1A THER% 1 IP M.
AR

» HATHIRERSIH PSC & r] AR TS5, 155 W hitp://kb.vmware.com/kb/2113315,
AN PSC AL hallb.crt 71 /hallb_rsa.key DAL FHET

= HAIARCY T NSX Edge 4%,

AR HE A FATEES AR VIP, 54—/ B8 N 8 48 25 b L

1 ¥ PSC CA il B/ n%] NSX Edge .

a {rf7 OpenSSL 4L PSC root.cer AIE1 . RSA FIB ALK IE o
b Al Edge, ARG 1kPYETE (Manage) > K& (Settings) > iiF 5 (Certificate).

VMware, Inc. B AT 400 220


https://communities.vmware.com/docs/DOC-31772
http://kb.vmware.com/kb/2113315

NSX EFEHEH

c HLRAFHIN A root.cer KA INE] CA WEBPAH,
d BRI R RSB BT
2 FHNECTR RS .
a LEPYETE (Manage) > 713 F#%% (Load Balancer) > 4#%# (Edit).
b kS M E AT (Enable Load Balancing) 1 H 15 (Logging)itiii .

VMware, Inc. B AT 400
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3 QIEEAS TCP M HTTPS P 7 L e v S

a LPYETE (Manage) > 5713 F#%% (Load Balancer) > N FfEFECE X (Application Profiles).

b AIH—A TCP I 7 Hc S

New Profile ()
Mame: sso_tocp_profile
Type: [TcP [-]
Enable SSL Passthrough

HTTP Redirect URL:

Persistence: | Source IP |~ ]
Cookie Mame:
Mode: -
Expires in (Seconds):
Inser ¥-Forwarded-For HTTF header

Enable Pool Side SS51

Virtual Server Certifica...

Sernvice Cerlilicales | CA Cerlificales | CRL

Configure Service Cerlificate
Name Issue validity
NSX-ESG-1-0.8ysten CA Thu Jul 30 2015 - Thu
Cipher: -
Client Authentication: lgnore -

[ ok |[ cancsi

c  QlE—A HTTPS N R FIE B Sck

New Profile {2}
Mame: sso_https_profile
Type: [HTTPS [+]

[[] Enable SSL Passthrough
HTTP Redirect URL:
Persistence: m]
Cookie Mame:
Mode: -
Expires in (Seconds):
[]Insen x-Forwarded-For HTTP header
[»] Enable Poal Side S5L

J Virtual Server Certificates | FPool Certificates

Senvice Certificates | CA Certificates | CRL |

B Configure Service Certificate
Commaon Name Issuer Validity

(e) MNSX-ESG-1-0.systen CA Thu Jul 30 2015 - Thu

Cipher: .
Client Authentication: [ lgnore [+]

VMware, Inc. { BT AR .
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4 QIR IR P AR DN 53 PSC 15 ki
VEPAETE (Manage) > 730K 728 (Load Balancer) > i (Pools).
b GRS HA Ifam 1 443 FOR FRE .
FEH PSC 135 IP ik

a

Cc

Mame: = ss50_tcp_pool1
Description:
Algorithm: | RoUND-ROBIN
Algorithm Parameters:
Monitors: | default_tcp_monitor
Members:
+ / x

IP Address /
Enabled Name VC Containgr VeiONt

v PSC02 192.168... 1

[] Transparent

Monitor Port  Port

443

OIEE AN B W st 11 389 [N IR Fr ith .

i PSC 1550 1P ik,

Max Min
Connections  Connection.
0 0

0 0

MewPool

Name: #|sso_tcp_pool2
Description; |
Algorithm: [ RounD-ROBIN
Algorithm Parameters:
Monitors: [ default_tcp_monitor
Members:
L X
Enabled Name ® MﬂEB | Weight
VC Container
LY PSCO01 192168.. 1

v PsCo02 192.168.... | 1

[] Transparent

VMware, Inc. {# 82T HUH .

Monitor Port | Port

389
389

Max Min

Connediions Connedlion.
0 0
0 0
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5 5 TCP HIHTTPS il gl e ik 55 s

Cc

P (Manage) > 513 F#77% (Load Balancer) > BRIk SS+% (Virtual Servers).

i TCP VIP Gl @dt—A Rk 5575

New Virtual Server

)

J. General | Advanced

[/] Enable Virtual Server

Enable Acceleration
Application Profile: ES ( s50_tep_profile | - |
Mame: @ 550_top_vip
Description:
IP Address: #10.156.209.158 €3 | SelectIP Address
Protocol: [TcP |~
Fort: #|389,636,2012,2014,2020
Default Pool: | ss0_tep_pool2 | - |

Connection Limit:

Connection Rate Limit: (CPS)

5 HTTPS VIP Gl — AR S A5 o

New Virtual Server

o)
J. General | Advanced

[/] Enable Virtual Server

Enable Acceleration
Application Profile: ES ( s50_https_profile | - |
Mame: # | 550_hitps_vip
Description:
IP Address: #10.156.209.158 €3 | SelectIP Address
Protocol: [HTTPS [-]
Fort: | 443
Default Pool: | ss0_tep_poold | - |
Connection Limit:
Connection Rate Limit: (CPS)

VMware, Inc. { BT AR .
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HAtl Edge Ak

NSX Services WIIHEAE IP HuLEAT—XF—RiA 1P il Bl LA M SN DNS IR S5aehic i -

WEAT T AE NSX Edge S REAE ] R E—/IR S5, A0 E NSX Edge {5 E., 152 M NSX Edge
Bl o

AREEPHE TUA R 328

= %F DHCP IR

= il DHCP ik

il DNS % ie

I8 DHCP BR%

NSX Edge 7 £F IP Hibib b Al— 4 —UE S 1P #ilE0d . FAS IP Hbukghe S5k & s vCenter 45
W5 1D R 1D,

NSX Edge DHCP JIR 554G 0L R AEN] .
= il NSX Edge PN DL & 3 DHCP,

= % NSX Edge b 1P HEHLfERATA % POsBR A IC AL (JEPEBEERIRIN ) | FEE
S U A T IO R T 224

TENHBIE &, AEE sk AL - B8 5) DHCP k%S :
MR T/ DHCP jth. BRIAMISEEE DNS RS
= R T NSX Edge SLBIfIPNES IP bkl

#/n DHCP IP ity

DHCP 55755 —> IP Hisibith o 1P b2 i FhEgln IP HIEFEEl. b IP Hibhb ol A EE
L2 NSX Edge (RAPIHEIIAL. 1P iyEB A EANSZ S, IRt —A> 1P ik sl A 1Ptk

Lz

1 %% vSphere Web Client,

2 I ANIZ4 (Networking & Security), #4511 NSX Edge (NSX Edges).
3 Mik—4 NSX Edge.

VMware, Inc. B AT AR 225
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4  PIEERTR, /ST DHCP &Ik,

5 ki (%) kR,
6 FlE .

P

B3 E DNS
TH 29K A
A 1P
£7RIP

&

X e

HEBIRIR S
BRI
TR

FHZJRA]

7 HEERE.

2 F DHCP BR%

BYE

#EFEl) DHCP 452 fifi il DNS JIR 550 i .

DEPRE L K AGSE BIREAIA LR MAC Bk, iRk PR, 2% 2R,
FHONMBATE LS 1P Mk,

FENMAISEHR 1P ik,

HEN DNS JIRF5#5110% o bl Ry nl e e 101

WAL HEHIECE DNS, 159\ DNS [R5 1R 2HRIREG 5%, A7k A DNS JIX
S5ERI 1P HBHE TR T EWLA S (P HoREAOMAT o a0y AT e 0610
ARAE B BRI DNS, 154\ DNS 55113 2R IR 28, i Jik \ DNS
ARS5 70 \P Mok F T3 T M2 5 1P HukE T o e g m) 616 10
FAENBRIAA R L, AR ATE T ERARG 1P Hbl, M2F NSX Edge SR PN 4%
PR BRI o e Tk P e 6 1

PR IR . T R RS, 2RS4 S Edge #2105k DHCP Higkiy
- PR AIE]

PEPHRDABRIN ] (1 %) Kbl R4S 2 i, 2N —AME (DAL ) o
QAR THERATE, MR TC AR E FLZO ], e A ] e eIl

J5i 1 DHCP JIRZ5PA 7o F NSX Edge Fal L E X IP R3S IP Hikik i 4 R4 Lo

AR

WAE R DHCP 1P it

EZ

1 %3k7%) vSphere Web Client,

2
3 ML/ NSX Edge.
4

5 LA

6

7 L RAER.
FES R

A 1P AT .

VMware, Inc. B AT 4R

L Mg AIZ24 (Networking & Security), ZRJ5 .1 NSX Edge (NSX Edges).

PR, A5 AT DHCP %I+,

IR, R BA PR, RS,
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4748 DHCP IP ith
P L4k DHCP IP DA ek feis 1P Mtk

EZ

o g A~ W DN

i1l vSphere Web Client,

L g FTZ24: (Networking & Security), XJ5Hi:[; NSX Edge (NSX Edges).

Wi—4~ NSX Edge.

SR (Manage) e, SX)5 Hiili DHCP Ml5if .
e PE DHCP hJf # it 4% (Edit)/<Ipr.

BEATARRBERA, SRJS F L RRE (OK).

#in DHCP 835541E

QR ENL F A IEFIaTHIRSS, T HAAZS B IP #bhl, WADE 1P M40 21 1 MAC Hitl,
En IP HHEASES IP ES.

g7

1

o g A~ W DN

Iz

51 %) vSphere Web Client,

M 4R FNZZ 4 (Networking & Security), #X)5 i1 NSX Edge (NSX Edges).

Wit—/~ NSX Edge.,

TR (Manage) ikl , SRJ5 i DHCP 2l

MZEMIfTHh EHE4EE (Bindings).

HLERIN (Add) () B,

(=i

pinlil

B ZhECE DNS (Auto Configure DNS)
FLLJ5Kk AT B (Lease never expires)
#0 (Interface)

ERWLEZHR (VM Name)
BRWUERZS] (VM vNIC Index)
THLLHR (Host Name)

IP ok (IP Address)

FRIFERS (Subnet Mask)

184 (Domain Name)

VMware, Inc. B AT 400

BAE

et DHCP 45 /1) DNS IS5 HCH o
PR bEAK AGEE B AL MAC Hikk.
PEPEEGEE N NSX Edge #2111,
PR E IR AL

PEPREGEE E] 1P Ml AL

HN DHCP & P LR AL 27k

BN S 3 ALY MAC HEREZ0E it o

FRE WD . R TR R, 2 IR S Edge £21-1mk DHCP Higkit--
DAHAEAARI] o

BN DNS R F5#sitli# .
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BT B
EZRIRSES (Primary Name Server) QIR B E DNS (Auto Configure DNS), 5% A DNS IR S5 1HEZFRIRSS
2 (Primary Nameserver), #0470 N\ DNS ik 258519 1P Mtk H T30 7= L& 2

1P bk FRIfEEAT o

EBEIZ RIS 5 (Secondary Name WAL EhlCE DNS (Auto Configure DNS), 5% A\ DNS AR 45 14 2R IR

Server) %% (Secondary Nameserver), &40\ DNS R8540 1P itk 25T EA1
B P Hh- i o

BRI\ (Default Gateway) FENERVAEHE . AR A E BRI 1P ik, T2 NSX Edge SAlff P s
CHERERIAR S

TN H] (Lease Time) AR AR BFFZIA LR (Lease never expires), e HEPABRIANT (1K) 4

U % o, SN —ME (BARAL) o

8 HLLAN (Add).
9 - ZFEK (Publish Changes).

%748 DHCP 4E

BT Bedhe Z AL MAC BRI A 1P bk

PR

1 &%) vSphere Web Client,

2 i MIgkAIZZ4 (Networking & Security), 745 .1 NSX Edge (NSX Edges).
3 Mk—4 NSX Edge.

4 HEHE (Manage) el £, A5 Hd: DHCP 1.

5 Wi (Bindings), AV M 0E B T4

6 I " K.

7 TR, SREEEHE (OK).

it & DHCP Hgx

BN FHUE E MY (DHCP) Hgk ml i 4] ] NSX Hh A1) DHCP JLaliZer, M AS i EEREE b 1P Hohik
PR B ATAT T, EEEEAE A DHCP 31 E MM LR 4R 21 H8 2 DHCP IlR5s+ws. X nlfd NSX Hifr
IP itk 5HAD AR 1P Hipk[A2D

DHCP i & E N 25 e 1, FEE AT RASIH 24> DHCP k%575, SAFTAEFIHIIIRS 78 L5 15K
rhgkck 5 & Pl DHCP 53K, FR4kSImZai R Roe 1P #ik, Zh3S DHCP i 85#3 5 H it o>k
VERC DA M R iZaisR A e 1P Mtk . iZ S hl 420 8 T rh 4k E A a4 T NSX i -0

T PICAHEAE R A A8 E A FI) DHCP IkSS+s, HH A DAFERAZ % hes FACE 2 DHCP Jk55+s,
NIPSE 2O B Finl S &

TE DHCP Jk 555 FACE MALPT, EHtR Ak E i ib/gh e i1 Mg 5 DHCP mgkfke AHA . 24
DLR JI{EREIIAL 5424t DHCP IRS51Y Edge 2 [fl[Y) DHCP Hh4kiny, #EaAzire API gt pifieid (5 ., It
SIS S DLR RSB S 11 1 e P T PR A DE AL o
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DHCP

server

Distributed
router

. DHCP W4k FFREEN IP Hihk2s1h] (2251 82) .

®  DHCP 4kl DHCP RS Ttk RN e I FigdT. WSRO eim o FAC e gk B, WIJeikds
12 1 HO - i ¥ DHCP it

7 fin DHCP H4kfAR %25
PNINGEAT 2% DHCP JHEH & BRSNS AR IR 557 o HRARIRSS AR AT A IP £ IP Mtk kDA b Ao
WG HER SR BIHH N DHCP Rk,
E
1 (£ vSphere Web Client 1, Sfi2|MZF1224 (Networking & Security) > NSX Edge (NSX Edges).
2 OMEAHRIT Edge, JTAffRFEAL TSR (Manage) > DHCP &0 K H1,
3 i.; DHCP H4k£FItE (DHCP Relay Global Configuration)s%i/[{4##8 (Edit).
4 TR P AE MRS AN, EPATEL FHRAE
a EANIN (Add), SREERE IP B

b
e P bR e PR TR Sl

¢ M (OK).
5 BRI IP Mokt 4, AR A M A
6 HlE (OK).

AN AR ACTE

IR DHCP i S H 4k 215N DHCP Fhgk)i 557511 Edge 4411,
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S
1 {t DHCP H4k{{32 (DHCP Relay Agents)[X i, HEHIN (Add)Flbr.
2 ERRIFR (VNIC)H, Bfdelt 1T NI R .
W< IP itk (Gateway IP Address) Al de FE U3 1P Ml
3 IIEHE (OK).

i E DNS R 2=

REATLARC LA DNS Jle g5+, NSX Edge [A1iz /I 5 rhabok % P AR i>K . NSX Edge #5171
DNS JIz g5 Hhgk s o R PR, DARESE RTINS M0 2 A7k B IR SS AR e R

EZ

-—

i3] vSphere Web Client,,

1 PR4RAN224 (Networking & Security), 745 Hiif; NSX Edge (NSX Edges).
At NSX Edge.

HEEEE (Manage) bl i, SAJ5 LT E (Settings) bl | .

7r DNS E2E (DNS Configuration) i1, #.i1:E ¥ (Change).
115 )5 71 DNS k% (Enable DNS Service)lL ) /1] DNS JIR% .

BENFIE DNS RS0 1P Mk,

WRTFEL, FEBERIAE AT RN,

i B A HE1E3R (Enable Logging)PLic sk DNS i & 68 H G231,
AR H G &4 F) syslog iRk %5

10 HEHE (Ok).

© 00 N o a A~ W DN
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Ak 55 4R HE

AR S5 il BT 2 2 2 A AR S5 L i 45 B SUSE R ZEA FR HO R IR o FT] UK X Bl 55 i 3] 22
A, XU SSEI SN B 2 A A R L

e

B B 2 4R ER B2, LV DS SN (&R ERuAL) , el RUEshan, Hg
B DA% AT DA IS A — Rk 22 Aoy ROk X

m  vCenter &g (FHELE . dim I Auk i)

m AbRid, IPset. MACset s Hfh 24, Bian, @rTDUIMN—AN50, B s 2 ebrid (41
411 AntiVirus.virusFound ) FEA RGBT B R INEN 22441,

B R4l (iR Active Directory 7 1:/iF NSX Manager )
w  IENERRE, ngdioy VMT RO

TR, R SR E LA . BN, DL AntiVirus.virusFound Aric gl ARG RE I URS 21 B i 2
Y. TEERARFEAE R IER IR ICE , 2R PR L 44l

LR
LRSI PRSI E RS
K171 BFERERBPHRERS

&% R EANSR
Bl K E5 AL SEMTRVFRIA A . NG AR A AR 224 N TR Eh R T F AR RESI R
Endpoint IR55 Bl kS IRy SR RIRSS , B A PR DS o RESIAL
MK AR RS ERIRSS, AN IPS. FESIAL

FE NSX HERE RS IVIR], S =5 B B Al e AR BB O IR SS TR 35 2R . ARG g MR R B2
—NERIMIR S5 S

RSB =TT BN RIIR S THREI NSX 6.1 IV, RGLINIEAET I BN R BRI IRSS I E ST . 05 Guest
Introspection FUMFRIBLAT i 55 SR R 51 IAE T A h B R S5 L P S

K 2 SRR B 22 x4

VMware, Inc. BT R . 231



NSX EFEHEH

FILRE 245 (a0 SP1) BRI 244 (a1SG1) o $1A SP1BLEIIRSS N T TG IR T SG1 MR,
a2

T UEFER I S RN — 2R, WS X T e 2l d, If
et e M T T2 e 2 SRR NSX 534 30875 i ) Lt R T ESXE UM A

2

B 17-1. RS 4HHEEEEA

&
=

MRS T 2424, TR TZEAH IR S5 RE B T 23X e 2e IR 24 SR I e
NS5 SR E ST AE D & 40 S RIS N, BB AR S o X R R 28 AL 4k 55 1 15 B
TS TR AN AT E A e A A P

ATETHE TUA T

m A ARSS GtE

w RS GHERIETE A

LI R e AT

» EEHRIRS

m TR

= e

m RS

15 AR 55 4R HE

JIR 2% g T B Bh A T e 2 IR %5

WA TNIE A, 2o 7RSSR HEan T LA B 7 2R B PR P2 o LR WS AR B 5R
HE ST LA 2 g, -

w  CREIEARIR S TR AR A 24 S (InitStatePolicy)

w  BRBARERINFISGRE &R 55 AN, R AEmIS IPS IS5 18 w45 (RemPolicy)

fifitk RemPolicy AL ({t5cdk ) =it InitStatePolicy.

RIEATAT LA M e st 24 -

w Y HREF R4 (AssetGroup), o e AR OB 55 IR P

» %y RemGroup [NBE 244, 2 AmEo RN 2B bRC
(VULNERABILITY_MGMT.VulnerabilityFound.threat=medium) & X
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WAE, # InitStatePolicy 5] %] AssetGroup PAPRIAII PR R IRT A FREl 550 FHRE T . 82 RemPolicy
WLt 2] RemGroup VAPR I 552 Beh I REIAI L

SRS, R AssetGroup HRRT A RN, R BAEAE IR R, 20k
VULNERABILITY_MGMT.VulnerabilityFound.threat=medium i’ A T ZE AL,

MRS grHES ST B CARC I Z R INE] RemGroup, FHIMZS IPS ity Z D ksl , AlR4%5
ZUCEHI AL,

17-2. B1THHIR S HE

-

[ aroemrrg ).

VULNERABILITY_MGMT.
VulnerabilityFound.threat
=medium

o

1 BEERRER - pmmmmmmmmmmms X e ———. . @ @

: | I l i VULNERABILITY_MGMT. | | ES e gvaitateg

! | —— ] 1| VulnerabilityFound.threat ] g

| @ @ @ i O -megium T e
1 1 1 1 i | _ L _ __
| » » R

| XBUSHARFREE | L mEEs i : “

' i ' ; L BEmENERM

________________________________________________________

VULNERABILITY_MGMT.
VulnerabilityFound.threat

=medium

-~ 4

______________________

BAE, AT EURAHE S R e i i FHIR S5 g i 22 2 IR S5 P s b
1 MRS g a2 a4
AP NSX Manager 4% 31 0 2 2e 44
2 Ol AR
LA AR AT DA 2245 4 10—4H Guest Introspection ., [95 kRS FNRIZE FIAG IR SS o 24 mg () oIt

Fr SIS AR A R E o BRIME DU, BT ey i AT, PRIz 3R . (BT LA
BEBOEBBRRE, VLSO s H ks O o

3 RLA RN T
R 2 R B 2], DAPRIPESHORE ISR . OCBL S5 FIRR P LA K 2 TR . ke
AT DAAS B AR IR 55 AR LA S TR 5 A

RS HAR IR L EH

A[PIAE NSX Manager 4% 31 6 @244

EZ

1 %3k7%) vSphere Web Client,
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a A W DN

PR A1Z2 4 (Networking & Security), 745 5 IR547HE (Service Composer).
PRk, KL iR nR Kb,

NN AR, NG T35,

TE “BUASBUAYHE” DU L, @ SO REG IR AT 0L 2 A TR 2 1 &

Bign, ERTPAIMN—"550, R IR E Zabrid (B AntiVirus.virusFound ) A TARICHIITAT B DA
e, ZebrcX s NG,

E AREE N TR L e FRC R E S A, W T LB S A e AR AR
TREAWALN, ZREAUA R B Shis IR AIR L 42

B, LR A 2 2k w2008 [REIIALLL KAz T2 4R 2 #idL global_wire HRFREEAALIN IR 242
A

%" New Security Group

+ 1 Name and description Define dynamic membership

| 2 DB AR Specify dynamic membership criteria that objects must meetto be part ofthis security aroup.

Y4 3 Select objects to include &

+ 4 Select objects to exclude

+ 5 Readyto complete S —
Members matching | Al \ ~+ | ofthe criteria below

+
| Computer Name | = | [contains |+ | wzo0s x

| Entity | - \ | Belongs to ‘ v | global_wire ex

T —2.

fE “ERREAIRION R T b, W R B R I,
B INE CFRAR AR o AT LA AR DL MRS
m ] (RTDURNIEE QI .

LIt S
AL
LI

w RN R
ke

= |PAE

= AD4]

3 NSX L4411 AD fid B AT vSphere SSO 1) AD Jit 2, NSX AD 4 B T -5 1% P Lz
WM F, 1] vSphere SSO 1 AD fic 1 111 [T} vSphere i1 NSX [R5 FE 51,

= MAC £
mAFRI
LRSS VUSRS
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R

LIk

AR 4

TR AL ERIN GOE A L sS4, ARG fE L g,

BRI INE 220, B A ShIR IR SRR . Blan, EEREERNUS, SRR 6 shil
InE 244

9 HET—3, RERHENLEHPHPRIINS.
AR E AR SR 2 N e R, BB G e sl At al a5 E A B4 e e 7R it o
10 IAESER.
B N7 A E A I A AR
(AL CRASE 50) + @ (7548 8 20 #85E) - HEBR (7528 9 20 #85E )
XFOR BRI B FA A R SRS, KNG S5 R rpik A HERR T

PR KA

AT DUN T T2 41 —4 Guest Introspection. [7 kRIS FIAG IR SS . 2 as S i) S F
S HRIEATDTIR BRI E o BRIAEDL T, HRIS Rl A S s, PRIy TR TS, (B DUBHEE Y
MOBRUARCE ,  PUSE S Be4 i sk 5y o

AR &M

TR :

w R T VMware N EIRSS (Blanss 7 B ik . B4 4T Guest Introspection )

m 3] NSX Manager 7EiF TR a00 5 TELKREIR 55 o

m IR GHERS KRB T TR RN T S8 o 1752 W4t IR 55 2 HE R KRR TN S i
SR

1 %3k%) vSphere Web Client,

HT A2 4 (Networking & Security), X541 R554% HE (Service Composer).

LR T S 1 v N

A WO DD

st plgaea s (3 ) i,
1E TRIMZAE KHEREh, A2 s 2R
6 A IIRA,

NSX 1A SR PO ER AT (fem AT + 1000) o ilan, aniRal A skl b i AL Dy 1200, 501
SO RIS IIAE Sy 2200,

SRR L2 4 SRS FRASUER R L 22 4 SRS, - AU v O SR e e A AR A SR

(3,
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7RI IR ORI A A RO IR S AR I R0 . JEFR L0
MR FAFOR E1 SISO -
8 HlT—%.

9 7 “Guest Introspection [R5 T, i 4:%IN Guest Introspection fI#55 () Kkx.

a

b

g

{E “IIN Guest Introspection iIR55” SFIEAEHT, HEARSS AR .

FEE TR TR S5 0 2 RH 1R S5

YORL TGS, FTLAGEBERA LR R H ARSI IR S

WORRLTIIRSS . AR IS ARSI B S o WORBHIEIRSS , AR B 11 IR S5 ) 2628
pab Svit=ciE RIS M=o E e it

GG EE SR A, MAAUR A CE AR Ak . S WA 19 55, Hdliics,
WISRLEEN H Guest Introspection JIR%5, e BIRSS 4H5 .

B BTSSR IR SR SO, Fr E S P AR I SRtk 55 DRe 2SR B
R, FREZ IR 2 A5 E Y Guest Introspection /Il %5 .

£ AT DAV Guest Introspection 255 5 354 AR et FHIIR 5 0 5 ReF. AR MEtE T ke e MR
ST (B, B AR )

PR S ERFIIIT Guest Introspection k55 (B, AAREZRIIRSS ) o WSl 55 B S 52
Fr MRS IhReAy, MIEERIAS B Ousad), HICE B

QISRAE 224 e TR I T Guest Introspection JIRSS, Tk M 22 4 S g () Hopth S 5 Rk R
HoAth 1SR 2 AT R I S o QSRR TR SS, WAk A R 1SR 2 T s I A2 SR

TLHE

T F RS EREZR TR 22 Guest Introspection ilkSS. Al iR 552 5 OB HE Guest

Introspection JIl¢55 .

AP EZ I S e RS, e T “Guest Introspection IlR5s” BT N1 (=~ Edbro
10 i T—35,
M fe miss” v L, g R ()

AT DAE I Ak AR I 22 A SRR 1 e A2 S KRS HN

a
b

C

FENFTES AT KSR AR i o
VRS UF R B DR s N 522 S v B e e e F AR iRt

Dy MR . BRNEOU T, Rk B R I SR i) 2 2 i it . SESERSORRIATR, 7
BRSNS E 4.
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12

13

d iz AimRe FbR.
HOUET B CERRT (SN IV N RIS L 2 A
BRI BRI QU R, URRE © HFR™ 870 “THR” |, SRR BuE BAR. et 24
SRMSRITIR] “TREAR” Zeqedle WRAERHE “TREAR” RERBURIIER “ToRE” JIRSSARSNIEATAZE.
e URECRN TR 5 R el 5540
f kB ERHEERH, DHEEMIIIRE.
g EEHBLOOR S HMNARE A 21
R H SIS ®IhRE T RE e fomattne.
h  HEBE.
P AR BRI 205 KRR o ATt By K R b 5 TR Bk A BT K BRI
A DA s B A BT GO, A E MR AT Wi B R T

AL ML IR K EEFRE BonAE “Bkci™ 2R VMware B AEGHR B K RS2 ik 55 4 1k
R AERAEBEAT BRI g, LA 24 Bk Delst R I3RS b i PRI P B K
BERRN , 51 25 g HERI 55 975 KR AN R 21 o

T3,
“g FARIRSS T TR R B 541 VMware FEADIAEAHEE AT NetX k55 .
B VRIS R SS () [AThE.
a & “UNINMIZE FRIRSST REHERR, BT IR S5 1 A PR A o
b HEPEEATEENEINIRS .
c  EFIRSS APRAIR E A
d EEATHR
e EFEININIMIZEIRSS o
] AR e IR 25 1 T 5 2
f B A RS o
g #F “HE” PLdrSIHMARC R 21
h R,
AR AP B RN I 22 s A IR SS o Pl IR 553 5 PR R T BRI 25 FLAS IR 55 o
Az A E SR HIIRSS, Trse AT WS ARIRSS” TG T (=~ £V 7

D9l SS g HERE R R 55RO ST Eh B ARE R 2
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14 HE5ER
LRSI INB ML o T LR SRS PRI e BARN I, DA 2RI IR IR S5 i 2
EE MRS IR IR DS o

RESR

R 2 SR )2 2

HERSHEANEN AN RIZE

R UAKS I I 55 S HE GO G Bl KR ORI RBEE B 3 Bl kg™ sl S it de 4
BRATOL N, RS E N ks .

TENRSS Gt KRR B PN S8 i oA e kil I, XSRS T2 66 1 o0 A =B ok B
FrAESE s AnAUR B KBRS D N T SR i A2, AT DO 3 KRR s 4 T SRS A sl TE'T
T B T 2 R kB KBS M L RAR AT R 1 2521
7
1 %&3k7%) vSphere Web Client,
2 i MgFnZe4 (Networking & Security), i1 iR55%HF (Service Composer), X5 il &Lk
(Security Policies)i%:hi .

3 THRME (Actions) > R K BEERSLE (Edit Firewall Policy Settings). EHRERIA “RNITIA4” &
', SREEmd HE” .

g A
S K Eup e IINN R F D e (bR,
SR HZz 2 KBl IR ML TR 22 4SRN 22 422

Al PAE S APl Z5 5 TR BRI “I TIN5 & E . 155 W NSX API f5Fd.

). MAXNRITA

TEZonligsed, BROARG KBS E R EONRLE . RS B Z 441 web-servers Fll app-
servers, OIEE DA NB KBS 2450 allow-ssh-from-web, SR HI 24241 app-servers.

= % ¥. allow-ssh-from-web
= Ji. web-servers

m HbR: SIS

m JI55: ssh

= BE U

GO BT KRE RN R FH A 5 kRS, AnT DL ssh 2244 web-servers HREERIALTG [R]22 4 4H app-
servers HIEIAL,
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QAR KBS RUN RN TSm0 224, ot ssh A TU5IR], ROARHLIE R R 2k app-servers, #E7530
AIFEEINO L4 5 DL fe Vs ssh 111 app-servers, JFEAZRIE R T T-42424H web-servers.,

m . allow-ssh-to-app
R SRR

m  [Fr: app-servers

m k%% ssh

= RE o

BeeRBYATEEA

ERTUAKS 24 s A 22, DAGRAP SRR ISR . SRV 25 B IR e DA M 5 2 TRI e o A mT LA
BB AR HIFIIR SISV B IR B P

IR

1 &5k vSphere Web Client.

2 RIS (Networking & Security), #A)5 il IRS54wHE (Service Composer).
3 24N (Security Policy)it i
4

PEPR ARG, SRIE T N 2 5Rig (Apply Security Policy) (@ ElFF.
5  GEEEEONEN FZ R L a4

SRR ] T IR RE L AR RN UTTE SO — e, MR A BBl At AR . PR ICR
T REAUAUR, AZREAUN R B S INEIARR 2421

EjZ 5ME ST il 2% A AN Endpoint HUIIGH7 IPSet Fl/sk MacSet Jik 5112441 TC3
6 FALETBARSSIRES (Preview Service Status)/&by i 2A Tk T8 2 4R 55 LA K IR AL

Blan, L RE T T ML RERIEIR S < — BRI BAHEARR IR b2z likss,
ASE 22 4 SRS H U A28

7 HBil#E (0K).

AR 55 4R HERY B AL
G5 SHEBRAE T — AR, HE PP 797 NSX Manager FRIIFFA 244, ILRUTE S SEibnt
B (G2 AL A B I 24 400

ZIKELLL/ﬁ RERCE I ARG AR GetE, LA LR EDU DAL A RO 2 TR R RS O

$E
1 %3k7%) vSphere Web Client,
2 HERISRAIZESE (Networking & Security), &5 5 ARSS4RHE (Service Composer).
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3 HRmETEEm R,

it NSX Manager HIIAT A 241 (A EFEHAL 2 4 ) #HRB- SN RS —Z Bk, NSX

Manager N7 b 7Y miEsk o PR o fda M NSX Manager,

B 17-3. RS HAFERTUEIE

vmware’ vSphere Web Client # @&
7] Recentask o
[ an | Running Faled
NSX Manager (19216811042 |~ )
-4 @ Toplevel o - )
My Tasks ~ are Tasks |l

@ T @ s

-/ WokmProgress O
mo " o
SG_App_Group SG_Quarantine $G_DBAdmins
|o A3 |o
skl 50 o 20 o 50 .

- 3 Alarms o

[y | Newt)  acknowiedged @)
O werla
License inven fory manitoring

& o & - & -

A
$G_Monitor SG_PCI_Servers SG_HIPAA

il 20 il 20 il 0

PRI P

AR R MR ARG — N e, AR EBR AR 2 A DA L B2 e 4 2 2 4

HIEEARTS B
17-4. &4

&1
& .

5G_Gluarantine
4[]

(g0 20

TR BT 2R SBIEE - B, E FORA 1 NLATRISHLE B T2,

Btz BERER

B2 PN L2,
&=

HHTOE A L LA EZ AR, Bt R iR A IR SS R R R

W) 22 2 AU AT S A
T AR (50 ) [k, T DGR B2  . HTOIEEIZ A TR 512 4

A T R SR (%) Pl oAt 2 4 SRR A ) 2 A 40
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IR BHEER

| S B2 A2 2 A SRS TSR AT 28 Endpoint 55 (RBSAT I SRIE R HIB)— 22, O HLAR N SRIE AL 7 AT
[F125301¥) Endpoint Ak 55 o s BIH A8k 35180 1 (DRI BRI 28 — MRS RS ) ©
Endpoint [l 358 EORERME R (RERA) o B R BoRshiR.

i S B2 A2 12 A SRR AT DB AT 2807 K B
NS5tk o bR CRA ) o BditbEbR T B iE k.

. St ) 2 A A A2 A SRS ATDRIBR RO 280 2% A 55
NS5tk o bra s (AERA ) o BdbE bR Boiiix.

B bR AT B R AT AR AR B AR A o
B 17-5. BREREEFHERRERHIFARER

DBServers - Firewall Rules @
(q Filter -
Ha. Hame Saurcs Destination Senvics Action Security
&1 il Eﬁ Falicy's 5... * ANy * ANy Allgw Sec..
[ 12 ES Policy's 5 * Any * Any Allow Sec.
M 2items D-j

ATV SR e, Blan, R EmA RS Fami R Bob N PCI, MU S R4 E
PCI 19441

FRALEAEREN, RGE A ETTRE (7)) Bk, AR R Rosiced. ReeAus
RENZ2H, wnd ® UoRRERH . TSR s A AR A0k, R EIRR s T
ZACH NN . Endpoint IS5 I K ERIRSS ALK AR S50 E S AERT LA E Sl Tz, 5t

A e F o gk (™) b,

WA AR E G AR Y, AT DUBMIUSORARS s Nl “Sias” AR s A ML
o SR i R/ NzEisft HHE A AR, PR SCBR PR DO Lo —AME, - T ARSEhIAE
S U R AN TR R e

BEHR

BEARTATE T M2 AR 2 A R ML) T AR, RETT AT AR 0 2 4 MR SUBTEM T2 4110
%2R

¥ R e ARG B R £ IR

AT LR 2 22 A B A 2 Al

SR

1 PRI T TR A A A

2 TOULERNE, W LA

HE WAL 2R
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3 {RTF (Save),

ERREIRC

R UAE A BT R Ze e bmic el BT PO S 2 4bRic

EFNAMREIRC
5P DA 0 FTEERS5P BL 24h
BIRS M

WA A 1o e A B B 24, I F ELAEARN AL B T FRid.
AR =TI R T5 SN TIOARC IR s B, 52 0B =I5 Ry 53R

p

1 %% vSphere Web Client,

L g AT (Networking & Security), X/ 5.1 NSX Manager (NSX Managers).
EZHR (Name)#l i NSX Manager, A5 HT45 3] (Manage)it i |

LR T Y ATl N

RS R AT R FIFARICIAIER,, AMA RE B HIX PRI R BT EAn(E B AR Ao
Mz EIR A REPMCRREIL, iic M ERARIC &R

5  BHEUNITHES) RS U A S O N HZA TR AR C I AL

E - S I

AT ERIE
FICAT BN i R N B RE L. AELA MO, e . e RS rh AR NETX i
Py s, IR JCE NSX Manager [ 75 5 hrid

R

AR &1

SRR

1 5% vSphere Web Client,

2 MK AIZ4 (Networking & Security), 7&J5 1 NSX Manager (NSX Managers).
3 7E&F (Name)dl i NSX Manager, SR # % (Manage)ieliiF .

4  E4FRIT (Security Tags)ieli |,

S M ETEZEAHRT (New Security Tag) (%) Ebx.

6  BEAbRICHAIRIA, RSB TEHE (OK).
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HERERC

R 7l BT EhAS R A I LMD G A LIRSS, I rT AT Bk e bmid e g e Lo
SR

1 %% vSphere Web Client,

2 HERISRAIZ S (Networking & Security), 74J5 55 NSX Manager (NSX Managers).

3 7r4&#R (Name)dl i NSX Manager, K545 3 (Manage)it i .

4 R4 FRIE (Security Tags) el .

SR ANEARRL, ARREATZ AN (Assign Security Tag) () [f5.

6 WEEEEL, AR BEFE (OK).

MmEREIRC
AT DAG P U 22 Abic e AR AT AR SRR, Wb C I T ST R 22 2L
BV

L7

1 &3k7% vSphere Web Client,

2 i MgkFIZ4 (Networking & Security), 7&J5.i1; NSX Manager (NSX Managers).
3 {E4&#R (Name)d il NSX Manager, A/ (Manage) i K.

4 MAdRAFRD (Security Tags)ili <.

S BEAhRII R 24T (Edit Security Tag) (¢ ) ElFF.

6 TN, AR BREE (OK).

il BR Z2 £ AR

Tl DI F P X2 ebmics iR A T MERAOARIC, WHZFRICHEA THCT
AR TR o

\]\‘“3

2R

W
e

o

%515 vSphere Web Client,

L L FNZe e (Networking & Security), 74)5 i1 NSX Manager (NSX Managers).
14 Fx (Name)dl| i 5:; NSX Manager, SAJ5 55 EE (Manage) il £

1424 FRi0 (Security Tags) i<,

a h~h W DN

Ve bRl RIE MR Z2HRIC (Delete Security Tag) (%) 57,
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ERFFURS

P LA LA RO RO U U A 38Uk 55 o

ERELZERBPHNBERRS

PTG LA EARINIRSS , AR A SRR AR SS o

S

1 &5%k%) vSphere Web Client,

2 kRIS (Networking & Security), 245 1RSS5 4RHE (Service Composer).
522 43IE (Security Policies) el

FLTZAFR (Name) S Hiff— N2 3

WAL TA5EE (Manage) > 15 BZ4 (Information Security)&i <.

(3, B N

X=/ kK (Endpoint k%5 (Endpoint Services). [5:k3% (Firewall)FI%2% B# KR5S (Network
Introspection Services) ) /RNl B2 i 24 SR AHR IR 55

TR S A k. B (Overridden) ¥ g s SEbry 204 5i& R 55, 14k&H (Inherited from))]
BRI 55 12 4 Tl o

BEERZE RIS HE

FIDAEE 5 e A s (24 SRmE ORI B 512 R ML ¥ 2441 ) ARSI AR S5 o
IR

1 %% vSphere Web Client,

LT 2R FI224 (Networking & Security), 2K/ %1 IR %5 4%HE (Service Composer).
P 22504 (Security Policies)iGli <.

L EHR (Name)dil i) — A2 4 s

iR AT 153 (Monitor) > iRS548% (Service Errors) il <Hi,

HEARES (Status)yFhiEERe TN RS DU, m/E A I ER S H R

EFEMN ERBERRS

AT AREE BN O IRSS . SNSRATHERIUSI T T %42 25 (GBI T A X e 24
A1), NIRRT B S IR 73805 (RS FISEM I ) o MRS RESH o aUR s
s

a h~h W DN

7
1 &3k7% vSphere Web Client,
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2 i vCenter, A5 EEIAL (Virtual Machines).
3 AR (Name)d bl — N EEpL,
4 HRss T3 (Monitor) > IR$4HE (Service Composer)ift i1,

ERZERE

LA — A R AN 2 2RSS

AN A2 RN 24 IR 55 T DA R — A 22 4 R

= Endpoint JIx55 - Hdlliear . B di R
w AR R

LS HRIRSS - M4 IPS RIS HIE

BEERERBMER

FTVARR a2 4 SR AU P 2 A SR - e SRR OB Sy , HLAR S el AEakrh BRSER PRSI,
HASCEE AR 4

AIRE AT REAUNIN A 22k, TR o Z B I e e 41 5 2 RIS, sk ZERUE T 5
AR RIS A 2N e 50 AR B SR 40 L AR S5 A 2, SRS ORIt e ) AL
BN FROMRSS o Bildn, BSR4 BiE Internet 151R], HAUEEAE ) 1000, (fiskls 2 521F Internet 5/n], H
(S A 2000, FEPCREESAL T, SRig 2 (AR R, PRI e v BT T Internet 345111

S

1 %&3k7%) vSphere Web Client,

2 Mg FnZe4 (Networking & Security), &5 il ik554%HE (Service Composer).
3 i ReEEmK (Security Policies) b

4 TR (Manage Precedence) (gj:) &Fre

S FE CRFERLSE” WNREAET, MBS MUS AN, SRS i 1B (Move Up) (1) 5T
(Move Down) (S4) [&#75.

6 LHAE (OK).

B R

T AT DA 2 R ) S iR, DAMOCHRIOIRSS AR .

B

1 &%) vSphere Web Client,

2 L EAIZZ4 (Networking & Security), SR)5 #5544k (Service Composer).
3 4R (Security Policies) il k.

VMware, Inc. {8 AT 4R 245



NSX # P

VePERGIR A2 A, SRS R 4 22 3R (Edit Security Policy) (°[:‘@g ) bR
5 fF G ARIET XHEAE, B TIE A E, SR BLESERK (Finish).

T Bk 22 2 SR Mk

R LLUMER 4e 4 S

Bz

1 &%) vSphere Web Client,

2 LRI 4 (Networking & Security), K51 Ak354%HE (Service Composer).
3 PR (Security Policies) T
4

HE PR MR 2 A i, SR)T L IR 22 23K (Delete Security Policy) (%) [&lhsi.

HiELEAH

R At e 44 o

p

1 &3k% vSphere Web Client,
2 Mg FIZe4 (Networking & Security), &5 il lks54RAE (Service Composer).
3 RS ED R,

4  RPREYRMRL e, MR R H KR,

5 BTN N, NERERE.

RS HmAEn=

BEERIT 4 T RS g HE— e st e . eI, Bk C AT L 2B R I idss TP R,

BB B Z R N E =

NS5 2 E AT AR 28 =5 W st 5 SR H 2R h 32 I AU A 4, TR RABRES, LARS et —
BoY

AT P17 SR AR AT £ S T i (s 2 i DR 47 o
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E17-6. BLERSHHE

AREEE 52 LR HUML Bl RS RAEIL BB RERIL
ZEREE Bl R R A REE BEZEANRS
(DesktopPolicy) (QuarantinePolicy) (DesktopPolicy) (QuarantinePolicy)
4% DesktopPolicy k&1 48 QuarantinePolicy Bt&1] ETEIERE
DesktopSecurityGroup QuarantineSecurityGroup fRRF R

Y wmass

E17-7. REFEHFGTIER

] HEHRIC K E UL & IPS R4
TR B R S EBE IR UL 7B AnE QuarantineSecurityGroup
#Ric QuarantineSecurityGroup R ER AL
Y ) BERES YD B HUTHIIRIE

Service Composer

HIHRE M

FATAIL, Symantec Ml AntiVirus. virusFound bric 2B BB AL,

1 288 PGB Symantec Antimalware fift 75 % .

2 R A T

22 R (Security Policies) ki, SR LEs N2k (Add Security Policy)X#r.
b 74&# (Name)r, %\ DesktopPolicy.

V]

c fr#iiiR (Description)1, &\ Antivirus scan for all desktops.

d RSN 51000, KESEIE AR B AR R, AR IS T AR T A7 SR SR ST
e i h—2F (Next),

F % “¥hn Endpoint Jk45” UM E, #ili W HEONL R,

prinlil H

#4E (Action) VI E N

R4 (Service Type) DapsE

JRS54%R (Service Name) Symantec Antimalware

W& #HCE (Service Configuration) it

R (State) W EHBCERINE

R 5LHE (Enforce) W MEBCERINE

ZFR (Name) Desktop AV

ik (Description) TR FITAT ST P ) ST

VMware, Inc. {82 HTHFF .
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g
h

FEHHIE (OK).
H S ITAT B K Bk 28 BRI SS, ARG H i 52k (Finish),

3 BTN B L TR

a

b

h

K (Security Policies) ik, ARJ5 i iz a5k (Add Security Policy)/</17.
£ “#H” h, BEN QuarantinePolicy.

7E “fik” vh, #\ Policy to be applied to all infected systems.

AT HBCERAGE

i T —2F (Next),

7E “Us I Endpoint IRZS” B, AZEHGTAEATEAE, 4T —25 (Next).

fE “BKEE” R ERIN=ANEO, Fer— SR R A ek, B AN TR
P, e — DR e vk AR TR A S &

BT AR SS, 5k (Finish).

4 4 QuarantinePolicy F&% 204 TR LI TGS, PANGIRZ RIS 7E AT T Ath SR 2 s il 7o

a

b

A PER 224% (Manage Priority) &4
5P QuarantinePolicy {1 F# (Move Up)&br,

5 ONEIRGIRRIRTA SRi e el

a

b

Bk 5l vSphere Web Client,

i Pgg N4 (Networking & Security), A5 ik 4EE (Service Composer).
2224 (Security Groups)ielii |, S5 AR IIZ 24 (Add Security Group)&ljr.
TE “E4FR” th, #E\ DesktopSecurityGroup.

1E “fiik” i, BN A1Ll desktops.

FEHE DRI DU F#E R —2F (Next).

a&E AR SeR” Blm FeRE, SRR HESER (Finish),

6 AU ARIBCE SRR R N B S e 4

444 (Security Groups)i i+, A5 M ERIIZ4 4 (Add Security Group)&lFr.
{F %R (Name)', #A QuarantineSecurityGroup.
iR (Description)f, A

Dynamic group membership based on infected VMs identified by the antivirus

scan,
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10

d 75 BN AN TUR L, Ml TR INL R &4,

Membiers makching | Ary = ofthi criteria bilow
L
Security Tag - Equals o w | mnevinus winus Found x

e fE GRS Bl EEEHBRION SR T b, AEPTETERIE, T2 (Next).

f &E “Hsek” h ERgsRs, SRE R SERR (Finish),
¥ DesktopPolicy ili&hii i ) DesktopSecurityGroup 444,
a & AT kIR b, fffRUEEE DesktopPolicy Hll

° o N 245K (Apply Security Policy) (%) bR, J0ePk SG_Desktops 4.

¢ LlHRE (OK).

IO SR TR ORAT i A B s AN i AT 521 (25 /F DesktopSecurityGroup H1)

S A LE PATIA QuarantineSecurityGroup AU TATHEAUNL,
a Hi{5EZ4 (Information Security)Z6 i
b @ q

A HIAT AT HE AL ( )
¥ QuarantinePolicy i} %] QuarantineSecurityGroup,
OISR P PR BT AT IR ] S A R S o
M Symantec Antimalware 5745 il & U284 .

B R A2 LB, IT00 24 Frid AntiVirus. virusFound HXEE LM L ThRIC . 1XLE
AR B E] QuarantineSecurityGroup 1. QuarantinePolicy A7V N

ENLEiE
MRS 2hbl T 5380 1y 2 P B A DU B IR

2R TEIERSE Rapid 7 Vulnerability Management itk /5 %€ .
NI SN RIS —E (Web JIlkSS#s ) QL4

a k%) vSphere Web Client,

b HLEMEMEZE, KR ERSGREE.

c HuhREHRH K, RS EEH b,

d (E&RE, B\ SG_Web.

VMware, Inc. B AT 400
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h

3 e, I EURPEAISE R GRS AR S A, I BN H 440 SG_Database Fil

{FfERT, 4N Security group for application tier.
THZAE “ESOR A" DU A TEMRIE, RR8RET—2,
fE “HePREAARIONSR” Tl b, %68 Web RIS ERRELINL

THZAE RO R DU B TEERE, R RE T2,
aE CAReR” U R EE, KA SRR

SG_Server_SharePoint, {F&4PEFESIETINZ .

4 NN R R A= ], IR A 40l SG_App_Group., % SG_Web. SG_Database
1 SG_Server_SharePoint 3 IIE]1%4H .

5 N Web Ali5sws Bl 844 g

a
b

C

g

6 ¥ SP_App M5 SG_App_Group.

il LRI IR, RIEHRL AN g Jbs.

1“2 v, #EN SP_App.

TE “HiR” b, %\ SP for application web servers.,
KA N 50000, Kkl A e Bs DR S iE, AR Lo TR ZE 0 Hth s (BRE Bl

HMEDL ) SRS
iy M7

7F “Endpoint IR%” TUf |, il 9 SRR,

B
#iE
B g5 22
BR&547R
B
W&
ST

=1

B BCRINE
Vulnerability Management
Rapid 7

R

T ZMEBCERINE

T HESERINE

VORI KRl 26 FAS IR S, AR PR ek

7 SR AR LA T K SP_App ML %] SG_App_Group.

a

8 S SP_App %k,

a

VMware, Inc. B AT 400

il “FEZE” Wik,

et & bR B TTE S SP_App UL,

B “eetkig” Ik, RE RS Blueprint([@) E3p s
b 7E&FRT, #E\ Template_ App_, 7EHIZH, 4\ FromAppArchitect.
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c
d
e

f

e

vebE SP_App i, REHL M7 .

A Mehrgess, ARRT e
VRN E GRS PRI E, RERE CRAFT .

IR H 24 SR DA M E R T SRS TP A 2 ] (FERAT I R frh, BIR ATRE e DA K = 4L
=" %24) .

9 EHURSHESI TAEREE, 15ME: SP_App .
10 BIE, Tl PRAAIRAESEE 7 rh S HiY Template_ App_ DevTest 5l

a
b

Cc

pilEE, KRS NIRSECE K.
{ESLIH 67 FromAppArtchitect_Template_App S0 ({52088 7 i {ORIFIISLAT)
BT3P,

B SER” TR on ZE R N2 ST R (R LR ig 24241, VAN Endpoint
IR55 . By kEERIUFIRZE ARSS ) o

L SER
Pt B A SR N vCenter I8, FH AT AF miA R & .
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Guest Introspection

Guest Introspection FRE 53 22 AP A CHAC PT35I 2] VMware SRR AR S LI % 2 i 1L
W b MTLlRs (5% PHUEERILARD) ASBINL, P DK R 5 2R ERD, M
TR B AR 7. 535h, s PTDAFERTRE L (A TR BT BRI ) DU, SzB
I EET B SR K PR AP X E R AL

Guest Introspection izf kUK L vCenter Server 444l &5 FHZL (A s BRI TARIL. AL, I8 AT A
I H AR 2RO B .

EE WG Guest Introspection 224 TEAfIC L vCenter Server:

n  HHERTH & SHURE R Su4B% Guest Introspection S2 iy, i A SCRFIEANE R SRR IANSZ 204 itk
TT R

SRR R T LAY Guest Introspection B G, DA FE LA 1
vMotion M —5 ESX FHLEFEE] 5 — G r] Z 47,

ARFEPRE TN 328

2% Guest Introspection

7 Guest Introspection R4

m  Guest Introspection 4

®m  Guest Introspection J3f:

m  Guest Introspection %4 £

m I fE Guest Introspection HifEHER 45T

m 17 Guest Introspection frbk

23 Guest Introspection

Z%& Guest Introspection 2/ IFSEFRIREAN AL H B R8T VIB FUIRSSIERINL. NSX Hdlidc4a: . 155)
VSN =TT LR JT 5752 Guest Introspection,
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MRS FALL A BE RS, Edifs ESXi FALEH 5|95 A T EHHz5) VMware NSX for vSphere
6.x Service Virtual Machines (SVM)., A GRS ., 155 WA FE
http://kb.vmware.com/kb/2120649,

1F VMware NSX for vSphere 6.x #1555/, YEEfIRSSERIAL (SVM) (vMotion/SvMotion) i, FJRES:
HHELLL MELK :

RS HEAIL (SVM) BRSO S (TSR IIL)
= ESXi BRI RSO SUAL, Fh sk T IR phe:

@BlueScreen: #PF Exception 14 in world wwww:WorldName IP Oxnnnnnnnn addr 0x0

PTEs :@xnnnnnnnn;Oxnnnnnnnn;0x0;

Oxnnnnnnnn: [Oxnnnnnnnn]VmMemPin_DecCount@vmkernel#nover+0x1b

Oxnnnnnnnn: [@xnnnnnnnn]VmMemPinUnpinPages@vmkernel#nover+0x65

Oxnnnnnnnn: [Oxnnnnnnnn]VmMemPin_ReleaseMainMemRange@vmkernel#nover+0x6
Oxnnnnnnnn: [@xnnnnnnnn]P2MCache_ReleasePages@vmkernel#nover+0x2a

Oxnnnnnnnn: [@xnnnnnnnn]DVFilterVmciUnmapGuestPage@com.vmware.vmkapi#v2_2_0_0+0x34

X3 VMware ESXi 5.5.x F16.x AU E KA, BERUZ n 8, 1A B IR S5 BN (SVM)
(vMotion/SvMotion) FahiT FRIFEEF S — ESXi 4. 22K SVM T8 51—l /74% (svMotion),
VMware 8] SVM HRBHAE 28] 7 — Db s AP T8 .

AR &Y

PUN 2280 M E A AT ARG

FEEETP AR L 132 T HAG 2 SRR vCenter Server £ ESXi U

SR EALE M vCenter Server fii A 5.0 T4 %] 5.5, M IAZIAEXEE AL 4T H3m 1 80 A1 443,

m g NSX #ESS TREEE I Z4%E Guest Introspection AL, 152 M NSX 235 fRH I “ o NSX #Ese =
HURFE” o ANAEKF Guest Introspection 2/ FUMT AL F o QAT NSX 5 FIATHE Guest
Introspection VAR AL 2 EH1ZIDEE, BAATFTE N NSX #2541, I H NSX for vShield Endpoint iF
AIUEA SRV i D)RE

42 NSX Manager 6.2 HH 1FAF 21T,

» i FHa1T Guest Introspection 551 NSX Manager FE#S G = ik ZIAHIA ) NTP RS2,
INTRIAD . Joise it E rT R S B R RIS IO R eI L,  (EREEEAIRAS BT Guest Introspection
MR B =TT RS B ek ta,

QERZSINT NTP RS #5, VMware HESCE T B Guest Introspection AT 55 =75 Ik 55 .

R 1P b A 1P HBlE3 04 NSX Guest Introspection IR SSRERIAL, 154012 1P i, SRS et
NSX Guest Introspection, 152l {NSX & ELfEF ) Hiiy “fEH 1P th”

vSphere Fault Tolerance 755 Guest Introspection —i2fiiJf] .

Gz
1 223 (Installation) i £ |, #HRSSHE (Service Deployments).
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NSX EFEHEH

10
11

i

TR S (New Service Deployment) () Ebx.,
1 “HEMLE R 4R SS” WIEHER, %5 Guest Introspection,

EFE I (Specify schedule) ( 7E 20 IHHEMJRES ) W, e BIER:E (Deploy now) L {Hi7E 225
Guest Introspection Jim a7 BIATHEF T, sl de e H AT ]

FET—2F (Next).

VEPEEI4E Guest Introspection (& HL OIS, ARJS Lt F—28 (Next).

PAT Vit = ) A= e T vt =< Sy 1 63 3L et 04 €7 X ) O vt e s =3 | M o =
SE (Specified on host), il T 2B A A RIS A S “OE ML EFRE” |, DUE S T
TR

Ve B A 0 TR AT 0L AR Z5TR]

dnsRare T EAEENLLIESE (Specified on host), iEAHEEEHER N NI T M AIEPER,

a 1f vSphere Web Client 171 |-, il vCenter, #XJ5 51534 (Hosts).,

b 7E&FK (Name) s it —A 01, SRS B (Manage) i+ .

c P HERIEERWIEE (Agent VM Settings), A5 HiE4RE (Edit).

d eREEdEfAE, RS ERTEE (OK).

VB AR A PR 1 00 A s A T 4 R Bl ik o EFE AL L HE5E (Specified on
host), NIzt hTAFENL EIEE (Specified on host).

6T W T AL AZIRE B U5 1n] NSX Manager (1)t 141, - HATSeE BT 0L AT

Attt T BN EHEE (Specified on host), 15#4 28 7 2Pl P B R FObEE— N4 K
— AL (B EAL) BB, B S B e A Ls, PR A IR

£ CIP e i, DL M — T

piir=S B
DHCP T3 B FHURCE Y (DHCP) 4 IP Mkl 43 fil4s NSX Guest Introspection %55
Lo EREHU T AFFP, i Bk,

IP #s B iE 1P M IIEA 1P #ikk 4 Ti'4s NSX Guest Introspection JIR 25141
H R —2 (Next), SAE7E “H5en” T b 5emk (Finish).

WP Za?, HEZRERS (Installation Status)?l i /~E ) (Succeeded).

WIRZHRTS (Installation Status)yl R (Failed), I “J” S7UMIEIRR, R RITA A
Wik, LD (Resolve)B X i, fEEEA T, MRIGXEEF DN & B R b s, HUTHr
W, SRR LARRIIE (Resolve).

% PRI 225 VMware Tools
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EEFHLERH L3 VMware Tools

VMware Tools {1 &5 AZ 2 Fe A B2 PR AP EE R & UL g NSXOEACEL, 7R3 124l )s 5
ESX 4L FRBhE % VMware Tools [RRFUINUR, FrSshiREpLE: Qi BI040 X ERE ORI
PBUAE AR 35 57T DA B e 24, Maiad vMotion iEFE R S — N2 T e it )y 561 ESX F:41
I AFISN

ARG

R E PRI L T ESX 5.1 sl Sl AR LA K SCRF) Windows ik, NSX Guest Introspection SCF51A
N Windows #§:/F # % :

= Windows Vista (32 fii )

= Windows 7 (32/64 i)

= Windows XP SP3 } Hi g (32 fi7)

= Windows 2003 SP2 2 Hi kA (32/64 fi7)

= Windows 2003 R2 ( 32/64 fi/ )

= Windows 2008 ( 32/64 fi7 )

= Windows 2008 R2 (64 fi )

= Windows 8 (32/64) - vSphere 5.5 } H =il

= Win2012 (64) - vSphere 5.5 } H =i A

= Windows 8.1 (32/64) - vSphere 5.5 Patch 2 } i =i A
= Win2012 R2 (64) - vSphere 5.5 Patch 2 } H =i A

B

1 Mt Windows fEIALIH T-5h2e a7+l VMware Tools™ 1t FEiE A T41F
http://pubs.vmware.com/vsphere-55/topic/com.vmware.vsphere.vm_admin.doc/GUID-391BE4BF-89A
9-4DC3-85E7-3D45F5124BC7.html,

2 FEW 7 h kR AEN (Custom) 2T, JEIT VMCI IXE)FREFE (VMCI Driver)is/>, 1%EP¢ vShield JX
Zh#ER (vShield Drivers), SRJ51EFCBAEAMAER: | 2255tk ThAR (This feature will be installed on the
local hard drive),

3 MU RO AP BRI TR

#&E Guest Introspection k7S

%I Guest Introspection Sl W 5 0 FEAS 25K 144 Guest Introspection 4 {FARZS: A HEAL (SVM),
ESX “EHLITSE R Guest Introspection Bt K 52 OR-4P11 HEAUA LTS B I AR

7
1 {£ vSphere Web Client }1, il vCenter, X511 dEH.[> (Datacenters).,
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2 {r&#k (Name)yil, b BNl
3 s (Monitor), &)= 517 Endpoint,

Guest Introspection “Ia{TIRAGTAIEAR” TUH 2 WAk Bdi ey B S st IR A MIE ) 541
A TR S AE b A Z A R 52 & A e — 3 B s ik

Guest Introspection 3

AR S 1A vCenter Server P G/ £ T R Y Guest Introspection -, ANRERRA A
TAAE, XUEAR 2 AN,

vCenter Server 45 1] 7F K245 H 2 X vSphere ffif-15 M N B, 1520 (vCenter Server FHERT ) T
FF A R 1R o

T4 vCenter Server I FE411ES , NSX Manager 23 X, PMEEST R EHPL F = Guest Introspection
PSR BIERIRZER AR . SVM, Guest Introspection R A . UM ATEAT FIE S A ANy
S G FETIY [ XCHUEIBEH, 155 00 vCenter Server OB, FESELIEMN , SECHIER G AT BT A A
RZFh, FICIFRAIH T A BRI R DA MAS & R8T 35 R EOAR R 1

ENER
TV 520 Guest Introspection R TIRAS IS A A
F18-1. #iR (fRich4aE)

T RRRRA B
Guest Introspection #2238 E AL B, (HA 1 B =V A4 /etc/init.d/vShield—Endpoint—Mux
NSX Manager #i5k 45, start #fif# Guest Introspection IF7FizAT.
2 TEILRECELERS, DA Guest Introspection 1 DL E] NSX
Manager,

3 @H5|5 NSX Manager.

SVM Zif
SVM 45 1 50 SVM iaf PRI 3342 i o
+18-2. 4 SVM &3

Bl B

YRS Guest Introspection fhiEASPLHT fifift Guest Introspection A SVM ELAHIE kA 1Y
Guest Introspection Jo/: 7 5 SVM (1R PR 4TI SVM HLIEFH IE AR B T 2%

BIEEEERE 7% L, SYM AR R PSSR, I AR B VMware HOR SR

Guest Introspection EH4
HAEH TR AT AL T Guest Introspection 11224 248 P& Rl I
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PRI A LR 52 X vSphere FEEIOTEHL T EoR.

E NI RS

Ul {vCenter Server SRR ) | il S AN

A AR AR, TR vCenter Server T EALES, NSX Manager 235 YOI A FIFSFR ZAR AN
FrA a2 E0E S TR T NSX Manager event_id,

A T SVM Fl NSX Manager #2511 Guest Introspection =i},

% 18-3. Guest Introspection E4

R
£ )5 Guest Introspection fiftk /5 %¢ SolutionName ., <7 Ff
versionNumber ) VFile T35,

ESX il H.
ESX i 3k,
NSX Manager £\ %55 ESX Bz,

ASHEASEAI) ESX B 22 T Guest Introspection fiftile /5 5
SolutionName .,

ESX It SolutionName = [RIF1i%EF2 I,

Guest Introspection JCiL1E 5] SVM,,

Guest Introspection F=4k5 SVM 114,

Guest Introspection FiZ%iE &

FEE

VC 2H

R [T

IRl
I TR]E
I TR]EL

I IFTRG AP SERRAR . ESX it
JRA

ARG . ESX BHLRA ., oy 5
JfAS

N [T
IR THIR

R BB S B R M S H R B, X2 {E BACRAE vmware . Tog 1,

LA N T R R D BAZIE AL «

w BRI (RS ) .
m EREIG R
U TS SVM I .

» TS SVM EN(E (X MEICE R BN .

MR R H B R M S DL N 245 . vF-AUDIT. vf-ERROR. vf-WARN, vf-INFO. vf-DEBUG.

1 & Guest Introspection &fEHER £iE

VMware BRI 12 @ WSR2 (5 Balchr . (AR PESRRIR ) o 120205 B S R LY

F AR B S

510 Bn NS FEHERR B4R

R IET B bRIR I KBS ER {5 ] Guest Introspection, 157F DA FANRZECEh s 2 Wi (s B “HE%:
vShield Endpoint/NSX Guest Introspection [ (https://kb.vmware.com/kb/2094261) 1 “/F VMware NSX
for vSphere 6.x Guest Introspection 1[I/l 55 FEIA LIS EE H S (https://kb.vmware.com/kb/2144624),
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NSX EFEHEH

EZ; Guest Introspection &k

1% Guest Introspection 2 WFHEE FIIEALRFZER VIB, ML FRORE G VIR AZERIRSS BT, NSX
Bofe s IReh s RZ e = 24 i ) 2332 Guest Introspection., 1%, Guest Introspection 2774
2P

/Ly MEESEHEIZL Guest Introspection Bibe 2 i, IABUEMIZIFEE 1 EALAH 12T Guest Introspection
MO B =5 7™ o AR IR TS SR BB R AL e A THR A

T Guest Introspection, 1A TUL FHE(E

1 7F vCenter Wi, STEIETT > PIEFNL A > 228, KRG ERPFIRSIZE LI K.

2 P> Guest Introspection 551, SR LR EbR.

3 RILATHEIMNER, tonl DLHEUS MR o

B A § TN
B e s

% Linkes Bt e

Ry *[=]

£ L=

L -

B B Ceedsamd 130 - e
: dain e ey r— - e

B P e

L S o

i P s

& o

b by b m——
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HiELE

AlIE NSX #dfa e & B At A R M S B i U idls . BT NSX Hdli&e it ik
MG, BT UABR USSR 2058 R 17, FFREV 2 75 5 A FREAL i .

E M NSX6.2.3 fF4fi, NSX Hdlize Tt Riflr Mo £ NSX 6.2.3 v, RER[LLEA THREARSAE HIZIhRE,
HEEEE, 7ERRI NSX A H PR ZIhAE

TP LAME T NSX Bdli2e 4, 01— AR, 1 Z RIS SOE T A8 IR LR, FH B E
MIRERDISRI S o TR I AAS MBI N BTN B Fr i ml . NSX G785 PCLL PHI I PH ARSI

RIS LS, NSX R34 vSphere T B AR REAUAIL b 04, SR e A 0 280 Fr) i A AS R S SR
RIS

AREWHE 7L R

m 2 NSX Bl s

= NSX s e
mE UL AT

LI e R € T e D 1
 HEMN R
QI NSRAR

m I NSX Hdadcds

L3 NSX HiEL £

I ANSX6.2.3 IR, NSX Hdlaie 2 Ihab i, £ NSX 6.2.3 Hh, Anl LA 1o e ka8l iz o0RE,
HEERE, 7ERRM NSX AR H Rz Ihhe .

AIRE Y
WABE B BE R R 2 TR | 2255 NSX Guest Introspection,
WSRE 1P bR 1P Hilk o Be A B L2 IR SRR, 1t 1P b, RS IR L e, 55

W ANSX AFEER ) Hl 4R .
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Bz

10
11
12

fr22%E (Installation) £ i <1, 1 RSSERZ (Service Deployments),

i HTRIR S (New Service Deployment) () &lbx.,
fE “EEMZ AL 2RSS AEhET, eRidEZ 4 (Data Security), ZA/5H il N —35 (Next),

ERE VA (Specify schedule) (75120 WHAEGHS ) W, DefFarBIERE (Deploy now) DL fHirE 2 454y
P lar B A T30, B e B H AT A)

i N—2F (Next).
VB L B DRI SR . SRR EE T —28 (Next).

1 “WERAFAE A EAS” DU b, SRR IR S B U A e B A7, sl et e e ML B3
& (Specified on host).

VEE BT A E RFSR AT ML AR

aRe e TEFEEH LI (Specified on host), NIYEEEGEFAETRINEITEGErh 2 /T, AAE AU
AgentVM #-'E (AgentVM Settings)i |15 ESX TAHUNEUR/ . 1520 (vSphere API/SDK k%) o

PR TR I LI o A 2R s L1 4H o %2 ] LA ZTRE RS 175 1] NSX Manager 193 114 o

R R E OV EEINEARE (Specified on host), JIAZRAEREEEN A4 agentVmNetwork
JEPEEE M4 . B2 W (vSphere API/SDK (i) .

BN INRIFEERN, DAVERZ A INET S 2 Ak % L agentVmNetwork J& 1L,
VESE s AL UE e e FE SR ML AT H
fE 1P SrEC” v, e RRLA R H ) — T

Birtc BiY
DHCP 3 EDAS AR E Y (DHCP) # IP Mkl 25 B 45 MR &5 R AL
IP #s BeiE 1P RIS 1P Mk s B 2e IR S5 FEAUAL.

TR, ASCRER IP HbhE,
Hii F—3F (Next), SRJG7E “BREse” T F 4588 (Finish).
WPz, HAEREERE (Installation Status)?!) i} ~FIh (Succeeded).

WIRZZHEIRE (Installation Status)yl] LK (Failed), NF O S5 EIbR. 1 0 R e
B, HLARUL (Resolve)(8 X bithiit, AARLIENT, MR 2 B AR . BUTIT

BlE, SRE TR TR (Resolve).,

NSX HiifEZc R AR

MR ERE 12 LA TR PR
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it RVFIRERAE

LI QIR AN, JEEGEIREG . Tk ahal s B i
NSX EHLGT  HEIA - Bdnse 2.

HAZ B A P EE ) SR A AR 2

ENHER &R

THEFRS IR, D AOIEBUR ARG . L TULSA T BT ] QIR

T R SR DL T

L HAUR BRI PO R | PHI GRS

B AP AAGHEE) FHE. WPAREEIA RIF O IEM. 517
FHIIN, Hdiede o IR RIS Fh 0T HoW 2R L U

SCHER RS A DA O A AR H SR, P A P A L O U
RIS
EFEER

WEBETE A RIS R ST ITE U, NSX BRI 1RUBIWIREE ST fu ik R X BB e TE A5

AR &M

N RAF LA B .

SR

1 &%) vSphere Web Client,

2 L gAIZZS (Networking and Security), 245 80E224 (Data Security).
3 HLIVET (Manage) il .

4 4R (Edit), 5 HERRR (AN USR] AR

5 EEEERIHAIIERTEN.

F AR HERRE R, 20 (B2 eS% ) 5.

FELEEE AT NSX Bt 2y HAt 5 B A RE ) tﬁ(FEiFﬂE AR IE R AT AR A AR S S 5 R
FIRRG | ITICRG S . R AGS . RERATIKS . BES Pl AR IR S, TRELE
M Z R A BRI 2 A o

6 A IR A A

RN E N R R S8 A B2 . A ENERRFanfE , 52 WaEE Nk,
7 TF—2 (Next),
8 HL5EAk (Finish),
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9 - R7EHEEK (Publish Changes))si JTiZ 550K .

18 L4 TR kRS

RIDARAE RN A H ISR e A R B s R SO
AR &M

LB ARAF L P Bt

S

1 Rz e (Manage) iR, HHEFHIS: (Files to scan)5571 (14 (Edit).
2 WA BT SR RO SO, T A B R A RRA

b £
W P FOFT A ST NSX Hehhi 2 A5 AT A S
DU TR R AT 4RI SR R T R 2805

m R/ (Size) s NSX Hfta e e A/ N THs e R/ NI SO

n FXRBKHE (Last Modified Date) {7 < NSX K24 N AR fa 2 H i >
[ S

m 25 (Types:): EP{NEBTY RGN (Only files with the following
extensions) DU N EH i) SO, e PR B DU R ZRISUELASNGIFT
B M (All files, except those with extensions) Ui N\ T2 M3 HHHE 1 S0

LI

A NSX s 24 DS SR R R, 820 (BdE4e5% ) 18/,
3 LR (Save),
4 ¥ RAAFEK (Publish Changes)) %50

EITHREREAM
BT L AR AT IR R LIRS R s SR T B o
AR &M
HU NSX SRR BN . B Eml s - B e 24
S
1 %557 vSphere Web Client,
Mk 2R A4 (Networking and Security), 245 ¥t 3B 424 (Data Security).

2
3 HET (Manage) i,
4 il BT SlIHSA (Start).

T RERAIE AR, WA REAHAT I R EUS A T LA THH
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GFEAE B TH, AT T T iR 4 (Pause) ML (Stop).

IR B L e IR SS A HE SRS TR —B155), AR A rh 2Rt 2132 1 55 2 HE SR 1) Ze 4L O EE AU LA
fMli—i o GRASA TN SR AL A T, WARPR TR 5. SR TR T A RE AU & 4R
g o P A A R A SR M B, Al BRI B RS B

ARAE A 2 A R R AT URS Zh B HFER AR SR Bt It , A SR Z AL RSt anditaid
vMotion R FEIIA RS = HAB AL, WIFHHAER — 6 BHL E4kSuat T, RN TZ AT EAL RN 435
RIS TR

e TR ke yRR R R E ) (2 A1 DS e Ty et 1111 A (oIt [ PO S i 2 U ot S TWe & i DA U AP i B A
WFAES M- (Tasks and Events)pblii &, FIUAAT AR . MR LIFHRT A6 RANSE RN ] o
NSX Lt 2 A 2 R EAL FRRR PN R R AL, s KRR B O PERE RS . VMware FE U4
FEIEH AR TR RS DA AT ATV RE T4

EEMTEHIRE

JREN AR, NSX 2 o BRI I A TR FRSE RN TR . SR R AU LA DA S AS I B rh 2R

CIE-E St
UYL T 2 TR B A R
B2

1 &3k7%) vSphere Web Client,

2 i PIgRFIZE4 (Networking and Security), X5 i 8dEZ 4 (Data Security).
3 Rk (Reports)iilii Ko

4 FRE MRS S IS

BIEIENRIAR
IEMFRAGE— R E SR T (RO 778 ) FRAIRREe IR R R s SORIE SO
FRERVLRCRE A AT HRE T I 2K

SRR AT P T A R, R M U EhRE Ha ok . 1B AR AT AR R IR, thi]
PARR . IENIZRA R — A HORGLE cat,

EEAEN FNZIEN X AT SR E SO A 7 B4 cat BOSE—/ 92001, Qs Spfi A 25 $0 cat,
IAZE 4k cats 5 hepcat “5 A7 7r e, W Ad FHPL R RYE Ze—2L i E N 3Rk \beat\b,,

R AR R AT, BOCRY cat [ A AT I A VCRC, FEEE— M-, AT LT
WY Z TR o+t 102, TR FIDL FIEEA G \belw+t\b,

PR P FIA: R (\b) b ¢, FIR—DEREANIES TR AR AT S T (w+), abl tfEN
FEA R (\b), ARG A cot. cat. croat, [HAEAK crate,

RERATPARE 2 DL N R A A SR AT 801 HL -l ko
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\b[A-Za-20-9._%-]+@[A-Za-20-9.-]+\.[A-Za-Z]{2,4]\b
HXAE N FRARIE4ME ., 155 W, http://userguide.icu-project.org/strings/regexp.

HZ NSX HiEg£

UERAEANTBE ] NSX Kl Ze 2 sl i1 NSX Manager, #5252 128 NSX £dliZe 4. NSX i e AT
FeTT 9k AET14 NSX Manager 2 Tiif, 1555 I NSX Bdli 24, JHETHISERUR FEIET &4

M NSX 6.2.3 TT4h, NSX Hul2eaThiel w7 M. 78 NSX 6.2.3 1, 0[Pl B TP EdkSdi % ThhE, 2
P IEERI NSX BT BRI 128k
1 {3 (Installation) it i<, i Hx55EB (Service Deployments).

2 PR NSX KU 2IRSs . S5 T IR EEE (Delete Service Deployment) (%) F/fx,
3 fE “HRAMMER” MHERER, $ihr BIER (Delete now), s MR A5 H AN A]
4 HERE (OK).
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e TRl

Hehrb OIS T M TE 2 IR AR SS, fdmsede, B, Bk

PRI ERZEBI N, X

SR SS AN R be it . AEWIERERIE R, FERIZE HOER X IR 55— WU TG ), (O H ST Sy P
WSS . T B AN Ay BT HIX AR 55 . NSX W fRifb 2 I E AR IR B A2 e e ERIR 55 s 2
TFH R Bh s AE > ESX Server EALHkES 24~ ESX Server EAULHE Z4m4s, LAUTTF A7, Mhiikek

& HH,
@ &
1 v ®‘~ 1
EERARERE i i
. ) ) | HAERETR
YRR A 4 TR S i P B i
c 1 \ [W)_ """""""""""
( NSX J
E & ) ( vSphere J
[ e } _____________________
| == B==4 B=3 B== I By m—
[ E BB
pung = = (= =
— =] =] l“—»J mannnsE]
EEEEE -’é
Edge fREHEN

A B RIERE T AT i) NSX FRAN =5 55
AREEDHE 7L R E

RIS

= ILT Edge [MIRSSHHN

SRR =IRSS

ARG

m RS R R AR S
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w IR KRR R L ) B B R AR 5
m SR RS

SR =T RN

SRS A

ARSI, B EFVWIG RS YIRS B . ARSIV LS. RZpra 4l
PR S PR AN A TR F o 13X AT DA SIS PR A R Bl 5 DA SRS i B R[] — i
TR H R g rh g Ho B 22 2 DAY J, [, RSB vikernel 2 [R]f 47 il = T S £k = 1
R R —YFE R % FACER . EZ AP EEIALR) vMotion HRAEIAIR], SRR A T RN BRI IR A
JEAREE BT,

) F b 2RI 54 N BN, s fif ok S B3 NARBHTIR S5 (IPSY NARAS IR S (IDS). k&, By, File
Identity Monitoring (FIM) F1jiil e B,
EF Edge HIBRSSHEN

K NSX Edge SHALM LRI AT Edge M ISAFAHARE U HELINL. NSX Edge H AR E i it HLE ) 21
55— )T L8 I S5 T DE

A I O e S5 AN RO BER AR DR Ty 5 603 ADC BTk ss o

ERE=TRSE

XA SE =I5 IRSSHAN ] NSX - & Hh i S H AR

=>h

1 RN RSl & B NSX Manager (M =51k % .
e 2 NSX G A REIENHZIRSS . AT, 1H5 BRI R SO,

2 {ENSX HIEREZIRSS o W55 WAH SRR S5
FERSE G, S =JiIRS2AE NSX “IR95E 3 & iR, JFHEHEREs, rLAMEM. 78 NSX
(o P2 55 i IR T PR A IR S5 F 2628
Bign, i AE AR S5 g b O 3 24 SR ke GEERE e E 17 2Z AR S5 OB AR RN, T LS T AL
IR K EEIRSS o 1EZ Wt IR 55 GG F R 7 I 55 B o 22 7 ARt et i 1) B (RN R AR R 5 o
ARMHIET Edge MIRSSHIE R, 1HZ WIS AE T s

MESIEMFRS

WG PRIK PR T 22005 MR SE R R IR &, WP LASERRER S, FRJE 1] NSX Manager FEHi#ER 77

o
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HIfZ

FH

TR :

EZ S

10
1"

R4k

] NSX Manager JEMHSEIK PR TS %
NSX Manager ] i[RI EOK PR 7 ST B il &

L RN, IR e
RS IBBILI L AE A RR S (P) K

T “HBMER ARG FATHER, SEBATIR ORIy % o

TEAREVARE (AR TRAEIIRGHS ) W, SbRsr BISSEDLr BI Bk I 5, ol R PR I I
T3

PR R RO ORI, ARG F—2,

PSR IIRD T SRS TR E R B KR 17, kPR EAE R R

A B A RS T L LA

RGP TN EREE, W EBdR R IR R b 2w, A JE AR AgentVM BB R E
ESX FHUNEIEF . 52 W (vSphere API/SDK A% )

PR TR P LT o A 2R P 1V 4H o %2 ] LA Z0TRE A2 175 1] NSX Manager 3 14 o

SR 4y Edjaﬁjzmﬁai M ATHEFFEE N FAR AR E > ISR e e 2
2%, 1520, ( vSphere API/SDK A% )

BB AEEAL E BB WL Y, SRR PRIk . e > %8 > KRB
PUBCE > W%, K)o g A i e AU L2

VERE s [ ALAAHE U E RFER AT A AL EART
fE P ATEC” Y, BEEEDL AR

priiz2s El:)
DHCP W BN FEAUEE D1 (DHCP) 1 1P ikl 2y Beas I o5 il
IP 3t FE 1P R SAS 1P HbhEA 28 I S5 FEAUAT L

R T—28, WA BRSNS

Wi, HEZERSL R NI o WHIRASE R R, W R s R EIbR RIS
fZ R

B

PRAE AT PLamsE NSX Ul 5t NSX API A A TEIKEEIR S

VMware, Inc. { BT AR . 267



NSX EFEHEH

188 1 Rk 55 4w HE45E P L R ey AR 55

BN EIRS R R T . AR A MBI LG DRSS R P IS . il IS g
HE, A PIAH—41 vCenter %[5 W T SE R 55 .

Ll 454l vCenter A%, FIUEELE . [ERAL. FRAURI-RAIZAR SSHb L, L4 iEfa—41 Guest
Introspection JIR 5% . B3 KIS HUNFIRIZS AR 5%

R e AR G 2 22 2, RERE T IE M A58 =5 BN R IR S5 e B S G E A AU . it MR 2%
AN HE WU, R e 1) B T A P i e T M S =00 BER RTIRSS o AT IR SS S 14
BE, WS RIS HF.

B EEM NS REEE D EI N EERAE
ASPTDATRANS AR, DA T B L BRI . TR TN 2 5 2 R R R S5 AL

AR
m A NSX Manager JEFE =555, HAapZift NSX FHsE s .
w QRBRA KBS “BEAE” , ILDAZIUAR D% Se v e T T O
73
1 7£ vSphere Web Client /1, S5 B£&F1%c4 (Networking & Security) > fi5 k3% (Firewall).
2 ARk Z LIRS (Partner security services)itli .
3 FEEEIMIIIECET, A (Add rule) () bR,
LT —A LA IR DO TS o
4 R HIIRZRR (Name)fioits, #ids B, SRS &5,
5 FREMMIIR (Source). BEFF (Destination) iR (Service), A 4N, 1HZ WA K
6 JRrRTHIIERAE (Action) Tk, SR B,
a {F#fE (Action) i EEFE M (Redirect.).
b {rEEMZ] (Redirect To)rft, PR ISECE SCHFEIA AT RS e AR A N ke 42
IS SR I B i e 2 AR M Ll 2 A s h B SR DA L
c JEWIRGEKEEMAMNREICAHE, HENERE (ArF) .
d ILEHE (OK).
PITik IR S5 L B S BRAE (Action) S B ol iiRe . FREZIRSS i ] R IR S L B SR
7 5 EFAHEK (Publish Changes).
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& A S Ak T Eras

FIDAE IR =05 th e Pk Virkr 2 NSX Edge it .

AR

=5 AT R NSX Manager 7, I HLAAZIE NSX B .

73

1 {f vSphere Web Client 1, S:fii5IM&F144 (Networking & Security) > NSX Edge (NSX Edges).
Hiti—~ NSX Edge.

ST (Manage), &) ol 518 FeS (Load Balancer)filii .

PR AT A R S A 4R (Edit).

P B 58 F#7F (Enable Load Balancer) )= Hik554E )\ (Enable Service Insertion),
1EIRS5EX (Service Definition)r, ZEFE S TEPE G P firse .

1EHRSSECE (Service Configuration)r, efid IR FACE

WS HATE, SERIECFERR s, O IIRSS et . IRSasit . MR R E SR . SR
MUWRIEEAIR S5 7 e ARONEERUIR SRR, HUeRe N PR OB, AR R, S Wi i,

0 N o a A~ WO DN

f5IE Edge Ml itRiamd 58 =75 PR p 0 B i 5 EA T 00 P

BHRE=ZFENK

AT T I NSX HRER 8= I SRS 5
BERRAETA= 8Ty R, B Y
B

1 7t vSphere Web Client #1, i =M FNZ4 > fk55478F (Networking & Security > Service
Composer), R R T E 17 21 55 = 5 R SR (sideasims ) .

2 SHiEIRSBENX (Service Definitions), SAF W48 = o 7 Z 14

3 HIHESEHE (Related Objects), ZXEMIATIFENS: .

4 ThEZE > RF5EE (Installation > Service Deployments), 2&JE MR8 =y i
IHEAR PR S B OGP AL L

5 RIEIPREE X (Service Definitions), SRS MGG X IOAEAT 4145

6 ARSI, MHERAR S I E ST
7 MERIRSS S,
8 RIS E X
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=TT EERR DL 2B E N NSX R
BE$E

10 FACEICE, RGN EE=J5 5 S RglR NSXo 4R, Zsn] REms ZEMIER 5 T HA S iR, ZR0E
PRIXEEXS G2 o
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HREHE

FEVFZ LR, PSRRI L R E AN IR/ N O SIS ZUPT RERG 2RI TERPR A e
PRI LA TR P o AR R4 1 NSX S22 I FRC L b S8 U [l e il .

NSX i£ 375 Single Sign On (SSO), ifd SSO, NSX n[ff it phfex ok [ AL G 43H55 (40 Active
Directory. NIS i1 LDAP ) [{JH it T S 4556k

vSphere Web Client H1 1 1] E AT NSX A CLI Hi I BEER 45T
AREEPHE TN 8

= NSX JH & DIRE v AR
m  [iZ# Single Sign On

= AR

= EREERA bk
Bt riid 4y vCenter
= o
IS

w AR F R

w R

NSX FRAF&IhEEs lal i fR

TP FENSX, FR AR vCenter AR, NSX A+ AR AL T2 AR A SAUR

ABEX
AT

14, = system_write . system_urm. super_user. vshield_admin. security_admin. auditor, dlp_svm,
epsec_host, enterprise_admin, component_manager_user, replicator

A {7 = system_write, system_urm. super_user. security_admin. auditor. dlp_svm,
epsec_host, component_manager_user. replicator

A0 = system_write, system_urm. dlp_svm. epsec_host. replicator
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/|

PR EEY

PRSI 55 BRI S AR o

AR BURE X

ETEIMABIRE XAfE — D i PR 4 2 37 AR
super_user.object_permission = 32, 5
vshield_admin.object_permission = 132, 5
security_admin.object_permission = 52, 5
auditor.object_permission = i3
system_write.object_permission = {32, =
system_urm.object_permission = i
dlp_svm.object_permission = i, 5
epsec_host.object_permission = 2, &
enterprise_admin.object_permission = 32, 5

replicator.object_permission = 32, 5

RE X
A SO BB R P A
super_user.superuser = true

system_write.superuser = true

£ EHEE N A B XX R RUR
vshield_admin.object_access_scope.global = true
super_user.object_access_scope.global = true
system_write.object_access_scope.global = true
system_urm.object_access_scope.global = true
dlp_svm.object_access_scope.global = true
epsec_host.object_access_scope.global = true

enterprise_admin.object_access_scope.global = true
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18 FSE B M f e XXt 5 B i i8] A PR
replicator.object_access_scope.universal=true

system_write.object_access_scope.universal=true

AR 55
DA RIRZ5E NSX o]

administration, urm. edge. app. namespace. spoofguard. dlp. epsec. library. install. vdn., eam,
si. truststore, component_manager. ipam. secfabric, security policy. messaging. replicator

LhRERE X
FERRIRSS IR ST R

administration.featurelist = administration.configuration, administration.update,
administration.system_events, administration.audit_logs, administration.debug

urm.featurelist = urm.user_account_management, urm.object_access_control,
urm.feature_access_control

edge.featurelist = edge.system, edge.nat, edge.firewall, edge.dhcp, edge.loadbalancer, edge.vpn,
edge.syslog, edge.support, edge.routing, edge.certificate, edge.appliance, edge.highavailability, edge.dns,
edge.vnic, edge.ssh, edge.autoplumbing, edge.statistics, edge.bridging, edge.systemcontrol

app.featurelist = app.config, app.firewall, app.flow, app.forcesync, app.syslog, app.techsupport
pgi.featurelist = pgi.switch, pgi.portgroup, pgi.lkm

namespace.featurelist = namespace.config

spoofguard.featurelist = spoofguard.config

dip.featurelist = dlp.scan_scheduling, dlp.reports, dip.policy, dlp.svm_interaction

epsec.featurelist = epsec.registration, epsec.health_monitoring, epsec.manager, epsec.policy,
epsec.svm_priv, epsec.scan, epsec.reports

library.featurelist = library.grouping, library.host_preparation, library.tagging
install.featurelist = install.app, install.epsec, install.dlp

vdn.featurelist = vdn.config_nsm, vdn.provision

eam.featurelist = eam.install

si.featurelist = si.service, si.serviceprofile

truststore.featurelist = truststore.trustentity _management
component_manager.featurelist = healthstatus

ipam.featurelist = ipam.configuration, ipam.ipallocation
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secfabric.featurelist = secfabric.deploy, secfabric.alarms
security_policy.featurelist = security_policy.configuration, security_policy.security_group_binding

blueprint_sam.featurelist = blueprint_sam.reports, blueprint_sam.ad_config,
blueprint_sam.control_data_collection, blueprint_sam.techsupport, blueprint_sam.db_maintain

messaging.featurelist = messaging.messaging

replicator.featurelist = replicator.configuration

Thee i B AR E X

ST ALE, hRE T AR E SCGHRE ] A A BRI B AR o
HUREAM A AIIN, XEWREIHTIZM G e it E6e.

Bidn.

auditor.app.firewall = {32

security_admin.app.firewall = 32, 5

X7 app.firewall ik 11 auditor fAtadiifa HAUE, 1 app.firewall DifE 111 security_admin ff A
BIEAPR

hEEF IR E X - system_urm

system_urm.urm.user_account_management = 3£

hEEF M BRE X - vshield_admin
vshield_admin.administration.configuration = 32, 5
vshield_admin.administration.update = i3:, 5
vshield_admin.administration.system_events = 13, 5
vshield_admin.administration.audit_logs = i
vshield_admin.urm.user_account_management = 132, 5
vshield_admin.urm.object_access_control = i3
vshield_admin.urm.feature_access_control = 132
vshield_admin.edge.system = iz, 5
vshield_admin.edge.appliance = 12, 5
vshield_admin.edge.highavailability = i35z, =
vshield_admin.edge.vnic = iz, 5

vshield_admin.edge.dns = i

vshield_admin.edge.ssh = i, 5
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vshield_admin.edge.autoplumbing = 13
vshield_admin.edge.statistics = 13
vshield_admin.edge.nat = 132
vshield_admin.edge.dhcp = i
vshield_admin.edge.loadbalancer = 13
vshield_admin.edge.vpn = i
vshield_admin.edge.syslog = i, 5
vshield_admin.edge.support = {32, 5

vshield_admin.edge.routing = i

vshield_admin.edge.firewall = 13
vshield_admin.edge.bridging = i
vshield_admin.edge.certificate = i3
vshield_admin.edge.systemcontrol = 32, 5
vshield_admin.library.grouping = i

vshield_admin.app.config = 3£, 5

vshield_admin.app.forcesync = 132, 5

dm

vshield_admin.app.syslog = .
vshield_admin.app.techsupport = i, =
vshield_admin.namespace.config = 32, 5
vshield_admin.dlp.scan_scheduling = {2, 5
vshield_admin.epsec.reports = 15, 5
vshield_admin.epsec.registration = 132, 5
vshield_admin.epsec.health_monitoring = -
vshield_admin.epsec.policy = 3. 5
vshield_admin.epsec.scan_scheduling = 32, 5
vshield_admin.library.host_preparation = i3t 5
vshield_admin.library.tagging = i3:
vshield_admin.install.app = 2. 5
vshield_admin.install.epsec = 2. 5
vshield_admin.install.dlp = 5, 5

vshield_admin.vdn.config_nsm = 52, 5

VMware, Inc. B AT 400 275



NSX EFEHEH

vshield_admin.vdn.provision = {32, &
vshield_admin.eam.install = i3z, 5
vshield_admin.si.service = iJ:, 5
vshield_admin.si.serviceprofile = i, 5
vshield_admin.truststore.trustentity management = 32, 5
vshield_admin.ipam.configuration = 132, 5
vshield_admin.ipam.ipallocation = 132, =
vshield_admin.secfabric.deploy = 32, 5
vshield_admin.secfabric.alarms = 32, 5
vshield_admin.blueprint_sam.ad_config = 32, 5
vshield_admin.blueprint_sam.control_data_collection = {32, =
vshield_admin.blueprint_sam.techsupport = 32, &
vshield_admin.blueprint_sam.db_maintain = 2. 5
vshield_admin.messaging.messaging = . =

vshield_admin.replicator.configuration = 32, 5

IheEH PR E X - security_admin
security_admin.administration.system_events = 332, 5
security_admin.administration.audit_logs = i
security_admin.edge.system = i3
security_admin.edge.appliance = i3
security_admin.edge.highavailability = 132
security_admin.edge.vnic = iz, 5
security_admin.edge.dns = £, 5
security_admin.edge.ssh = i3, 5
security_admin.edge.autoplumbing = i3, 5
security_admin.edge.statistics = 13
security_admin.edge.nat = 32, 5
security_admin.edge.dhcp = 52, 5
security_admin.edge.loadbalancer = 32, 5

security_admin.edge.vpn = iz, &
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e

security_admin.edge.syslog = 1.

P

security_admin.edge.support = 132, 5
security_admin.edge.routing = 132, 5
security_admin.edge.firewall = 352, 5
security_admin.edge.bridging = i3, 5
security_admin.edge.certificate = i3, 5
security_admin.edge.systemcontrol = 2, 5
security_admin.app.firewall = 32, 5
security_admin.app.flow = 32, 5
security_admin.app.forcesync = 132
security_admin.app.syslog = i3
security_admin.namespace.config = 3£
security_admin.spoofguard.config = 132, 5
security_admin.dlp.reports = 32, 5
security_admin.dlp.policy = 2, 5
security_admin.epsec.policy = i, 5
security_admin.epsec.reports = i3
security_admin.epsec.health_monitoring = 3
security_admin.library.grouping = 1. 5
security_admin.library.tagging = i3, 5
security_admin.install.app = 132
security_admin.install.epsec = i
security_admin.install.dlp = i
security_admin.vdn.config_nsm = i3
security_admin.vdn.provision = 13
security_admin.eam.install = i3
security_admin.si.service = {2, 5
security_admin.si.serviceprofile = i
security_admin.truststore.trustentity_management = 2,
security_admin.ipam.configuration = 32, 5

security_admin.ipam.ipallocation = 132, 5
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security_admin.secfabric.alarms = i3
security_admin.secfabric.deploy = 1
security_admin.security_policy.configuration = 132, 5
security_admin.security_policy.security_group_binding = 32, 5
security_admin.blueprint_sam.reports = 13
security_admin.blueprint_sam.ad_config = 3
security_admin.blueprint_sam.control_data_collection = 3£
security_admin.blueprint_sam.db_maintain = 32
security_admin.messaging.messaging = 13, =

security_admin.replicator.configuration = 32

INREA EILPRE X - auditor
auditor.administration.system_events = 13
auditor.administration.audit_logs = 13
auditor.edge.appliance = i
auditor.edge.highavailability = i
auditor.edge.vnic =

auditor.edge.dns = 132

auditor.edge.ssh = i3
auditor.edge.autoplumbing = 3
auditor.edge.statistics = i
auditor.edge.nat = i3

auditor.edge.dhcp = i
auditor.edge.loadbalancer = 132
auditor.edge.vpn = i
auditor.edge.syslog = i

auditor.edge.routing = i

auditor.edge.firewall = i
auditor.edge.bridging = 13
auditor.edge.system = i

auditor.edge.certificate = i
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auditor.edge.systemcontrol = {3
auditor.app.firewall = i3

auditor.app.flow = i3

auditor.app.forcesync = i

auditor.app.syslog = i
auditor.namespace.config = i
auditor.spoofguard.config = 132
auditor.dlp.scan_scheduling = 13
auditor.dlp.policy = i

auditor.dlp.reports = i3

auditor.library.grouping = 13
auditor.epsec_host.health_monitoring = 32
auditor.epsec.policy = i
auditor.epsec.reports = 1
auditor.epsec.registration = i3
auditor.vdn.config_nsm = i3
auditor.epsec.scan_scheduling = 13
auditor.vdn.provision = i3:

auditor.si.service =

auditor.si.serviceprofile =
auditor.truststore.trustentity_ management = 13
auditor.secfabric.alarms = 13
auditor.secfabric.deploy = 13

auditor.security _policy.configuration = 332
auditor.security_policy.security_group_binding = 13
auditor.blueprint_sam.reports = 132
auditor.blueprint_sam.ad_config = 13
auditor.blueprint_sam.control_data_collection = 13:
auditor.blueprint_sam.db_maintain = iJ:
auditor.library.tagging = i

auditor.ipam.configuration =
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auditor.ipam.ipallocation = 132
auditor.messaging.messaging = 13

auditor.replicator.configuration = 132

heETHEIARE X - dlp_svm
dlp_svm.dlp.svm_interaction = 2, 5
dlp_svm.epsec.svm_priv = i3, 5
dlp_svm.epsec.registration = i
dlp_svm.epsec.policy = 13
dlp_svm.epsec.scan_scheduling = i3
dlp_svm.library.host_preparation = 3£, 5

dlp_svm.library.tagging = 2. 5

IhEETA BRI PREX - epsec_host
epsec_host.epsec.registration = 3

epsec_host.epsec.health_monitoring = 5

Ky

ThEEF M BRE X - enterprise_admin
enterprise_admin.administration.configuration = 3¢, =5
enterprise_admin.administration.update = 32, 5
enterprise_admin.administration.system_events = {3, 5
enterprise_admin.administration.audit_logs = i3
enterprise_admin.urm.user_account_management = i3t 5
enterprise_admin.urm.object_access_control = i3
enterprise_admin.urm.feature_access_control = 3
enterprise_admin.edge.system = 2, &
enterprise_admin.edge.appliance = i3, =5
enterprise_admin.edge.highavailability = 32, =
enterprise_admin.edge.vnic = i, 5
enterprise_admin.edge.dns = 13:, 5
enterprise_admin.edge.ssh = 32, 5

enterprise_admin.edge.autoplumbing = 132, 5
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enterprise_admin.edge.statistics = 2. 5
enterprise_admin.edge.nat = i, 5
enterprise_admin.edge.dhcp = 3£, 5
enterprise_admin.edge.loadbalancer = 132, =
enterprise_admin.edge.vpn = iz, 5
enterprise_admin.edge.syslog = 132, 5
enterprise_admin.edge.support = i, 5
enterprise_admin.edge.routing = i3, 5
enterprise_admin.edge.firewall = i, 5
enterprise_admin.edge.bridging = 2, 5
enterprise_admin.edge.certificate = 1352, =5
enterprise_admin.edge.systemcontrol = 132, 5
enterprise_admin.library.grouping = 2. 5
enterprise_admin.library.host_preparation = 3¢, 5
enterprise_admin.library.tagging = 2. 5

e

enterprise_admin.app.config = 32, &

enterprise_admin.app.forcesync = 32, 5

o

enterprise_admin.app.syslog = i:. 5
enterprise_admin.app.techsupport = 5, 5
enterprise_admin.app.firewall = 2, 5
enterprise_admin.app.flow = 352, 5
enterprise_admin.namespace.config = 132, 5
enterprise_admin.dlp.scan_scheduling = i3z, 5
enterprise_admin.dlp.reports = ¥, 5
enterprise_admin.dlp.policy = i, =
enterprise_admin.epsec.registration = 32, 5
enterprise_admin.epsec.health_monitoring = 1
enterprise_admin.epsec.scan_scheduling = 32, 5
enterprise_admin.epsec.reports = i, 5
enterprise_admin.epsec.policy = 152, 5

enterprise_admin.install.app = ;. 5
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enterprise_admin.install.epsec = 32, 5
enterprise_admin.install.dlp = ¢, =5
enterprise_admin.eam.install = 52, 5
enterprise_admin.spoofguard.config = 2. 5
enterprise_admin.vdn.config_nsm = i3z, 5
enterprise_admin.vdn.provision = 32, 5
enterprise_admin.si.service = 132, 5
enterprise_admin.si.serviceprofile = 132, 5
enterprise_admin.truststore.trustentity _management = i3z, 5

enterprise_admin.ipam.configuration = 13, 5

enterprise_admin.ipam.ipallocation = 152, 5
enterprise_admin.secfabric.deploy = i, &5

enterprise_admin.secfabric.alarms = 132, 5
enterprise_admin.security_policy.configuration = 152, 5
enterprise_admin.security _policy.security _group_binding = i3, 5
enterprise_admin.blueprint_sam.reports = 13
enterprise_admin.blueprint_sam.ad_config = 32, 5
enterprise_admin.blueprint_sam.control_data_collection = i3, 5
enterprise_admin.blueprint_sam.techsupport = i3, 5
enterprise_admin.blueprint_sam.db_maintain = 32, 5
enterprise_admin.messaging.messaging = . 5

enterprise_admin.replicator.configuration = 32, =

hEEF I BBRE X - component_manager_user

component_manager_user.component_manager.healthstatus = 1

heEm B BRE X - replicator
replicator.administration.configuration = 13z, =
replicator.administration.update = i3, 5
replicator.administration.system_events = 3£, 5
replicator.administration.audit_logs = 13

replicator.urm.user_account_management = 3£, 5
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replicator.urm.object_access_control = i3
replicator.urm.feature_access_control = 13
replicator.edge.system = 352, 5
replicator.edge.appliance = iz, 5
replicator.edge.highavailability = 132
replicator.edge.vnic = i, 5
replicator.edge.dns = i
replicator.edge.ssh = i
replicator.edge.autoplumbing = 352, 5
replicator.edge.statistics = i
replicator.edge.nat = i
replicator.edge.dhcp = £, 5
replicator.edge.loadbalancer = i3
replicator.edge.vpn = i
replicator.edge.syslog = i
replicator.edge.support = 3
replicator.edge.routing = 2, 5
replicator.edge.firewall = i3
replicator.edge.bridging = i
replicator.edge.certificate = i
replicator.edge.systemcontrol = i3
replicator.library.grouping = 32, 5
replicator.library.host_preparation = 32, 5
replicator.library.tagging = 2. 5
replicator.app.config = 32, 5
replicator.app.forcesync = iz, 5
replicator.app.syslog = i3, 5
replicator.app.techsupport = 5. 5
replicator.app.firewall = 152, 5
replicator.app.flow = iz, =

e

replicator.namespace.config = ¥, 5
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replicator.dlp.scan_scheduling = i3, 5
replicator.dlp.reports = ¥z, 5
replicator.dlp.policy = i, 5
replicator.epsec.registration = i3, 5
replicator.epsec.health_monitoring = 13
replicator.epsec.scan_scheduling = 32, 5
replicator.epsec.reports = 32, 5
replicator.epsec.policy = i3, =

replicator.install.app = 1. 5

replicator.install.epsec = i3z, 5

replicator.install.dlp = 13, 5

replicator.eam.install = 52, 5
replicator.spoofguard.config = 32, 5
replicator.vdn.config_nsm = iz, 5
replicator.vdn.provision = 132, 5

replicator.si.service = i, 5
replicator.si.serviceprofile = iz, 5
replicator.truststore.trustentity management = 32, 5
replicator.ipam.configuration = 132, =5
replicator.ipam.ipallocation = 52, 5
replicator.secfabric.deploy = 2, =5
replicator.secfabric.alarms = {32, 5

replicator.security _policy.configuration = 52, =
replicator.security_policy.security_group_binding = 32, 5
replicator.blueprint_sam.reports = i
replicator.blueprint_sam.ad_config = i3:, 5
replicator.blueprint_sam.control_data_collection = 32, &
replicator.blueprint_sam.techsupport = 32, 5
replicator.blueprint_sam.db_maintain = 15, 5
replicator.messaging.messaging = 13, 5

replicator.replicator.configuration = 13, 5
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HWHT R EXEANKNESABINENR
secondary.super_user.edge.highavailability = 132, =
secondary.enterprise_admin.edge.highavailability = 132, 5
secondary.vshield_admin.edge.highavailability = 152, =
secondary.super_user.edge.ssh = 32, 5
secondary.enterprise_admin.edge.ssh = 12, 5
secondary.security_admin.edge.ssh = 32, 5
secondary.vshield_admin.edge.ssh = 52, 5
secondary.super_user.edge.syslog = 2. 5
secondary.enterprise_admin.edge.syslog = i3, 5
secondary.security_admin.edge.syslog = 132, 5
secondary.vshield_admin.edge.syslog = ¥, =5
secondary.super_user.edge.support = i3, 5
secondary.enterprise_admin.edge.support = £, 5
secondary.security _admin.edge.support = 32, 5
secondary.vshield_admin.edge.support = 13, 5
secondary.super_user.edge.routing = 132, 5
secondary.security _admin.edge.routing = 32, 5
secondary.enterprise_admin.edge.routing = 32, 5
secondary.super_user.edge.appliance = 132, 5
secondary.vshield_admin.edge.appliance = 12, 5
secondary.enterprise_admin.edge.appliance = 32, 5
secondary.super_user.edge.vnic = 32, 5
secondary.vshield_admin.edge.vnic = ;. 5
secondary.enterprise_admin.edge.vnic = 32, 5
secondary.super_user.edge.firewall = iJ:, 5

P

secondary.vshield_admin.edge.firewall = 3£, &

e

secondary.enterprise_admin.edge.firewall = 32, 5
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BLE Single Sign On

SSO H#Ef vSphere I NSX 2, & e & AU FE L A A S U B Tl A, mAEEK
AN B TP T S35k . T PAYE NSX Manager /it Lookup Service, Jf#{k SSO 8 515%
JEPIELL SSO M S5 NSX Management Service, 4 Single Sign On (SSO) JI55 5 NSX fEifr
— 4 vCenter T TP BRI U 2e 4, JH NSX nf LAt #5401 AD . NIS 71 LDAP %5 HAth
PRIk S5 - T SR Y IE

fiilh 88O, NSX A 3¢Fpimit REST API I 12 EAEIRI Rk 22l SAric i 5 (SAML) 2Rk T
E555iF . NSX Manager i A DUSEHUE 356 1F SAML AR VMware fiftde /7 548 1],

SSO HIJ'HI NSX 2474115 Elo AL A I THO S U 2 K4 2% 60 43 PR TR M AR IR L RE e ({5l 4n
Active Directory ) {5472 NSX,

AR

. JF NSX Manager Ff#i[f] SSO, #2745 vCenter Server 5.5 sl B mihAs, J ELAJIfE vCenter
Server [-*%¢ Single Sign On (SSO) S ubkss. ilAR, XEEHHRA SSO, #HsE il fefli
MMz SSO k55 o

£ 5% vSphere $2{it/f) SSO IRF5 M5 E., 155 http://kb.vmware.com/kb/2072435 #iI
http://kb.vmware.com/kb/2113115,

" AUEE NTP IS5+, VAR SSO IR ERUMITHIS NSX Manager I TR ER4H]
Bian:

€ B httpr 1B TEA0 10,04 e it nage; vertwg s/ gener
Y | Summay | Manage
Time Semegs
_ Specty NTP serar below For S50 configuraion i work Somecty i iS rog
L Ll E WTF Server 192 188. 110,190
T Timezone ure
Backuns & Reslon DateiTime J-_“u'[lj;é':“'. 021 58

1 Z5:5) NSX Manager [Eli4% %

1F Web % ssHh, i1 NSX Manager #%7% GUI (7T https://<nsx-manager-ip> &k https://<nsx-
manager-hostname>) , RSV EE 03 S48 FHAHE NSX Manager ‘235 R] e 5 1 2 i 55k o

2 P (Manage) il o, K5I NSX Management Service.
3 B Lookup Service [N FRE IP itk

ansRfi#E ] vCenter ${T Lookup Service, i\ vCenter Server ] IP Huilsk 4144, FH4i A vCenter
Server JI P41,
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NSX EFEHEH

4 HNIRIE,
QnFA# ] vSphere 6.0 NIl N\ 11 443, 44T vSphere 5.5, fifi [Tl 145 7444,
A GeEAREFE R B9 AR 2 Lookup Service URL.,
B

Lovhep Serace X

Far vCanbed versiond 5 1 and above, you may confgeig Lookup Seioe and piovios the 550
Sdmartstratcr cradeniials to romater NOX Uanagement Senicn 25 a solulion usen s also
reCommended 10 5t the NTP server 1or 350 Confguralan 10 Wik oomecly

Loockup Service IP 152 168 110,28
Loosup Senace Por 443 D‘E
Lok Safice hips #1832 168 110 28 44300 00up Rerdoesdic

S50 Adminisirator User Hame: gaemnisiratongaphore local

Fassword SEEEEE

114 | Candel

5 KEUFBIESUET 5 vCenter Server HiF15UCH,

QIRAE CANRSS 75 B35 T CAZS 2, B 151Z CAZSZurRilfasar, &, B3R AZLird.
6 fifilk Lookup Service {R# N EZEE: (Connected).

Bign:

Lsokiagi Serece

For vCenior werghons 5 1 and abowe, you may oonfigure Lookup Sendcs and provids he S50 admi

ooracy
Lociap Semce: BEps w132 168 11035 44 M sokupaerdces dic
S50 Agministraior User Hamies almEnislr i pleene lacal
Status @ Connecied

m

M1z 8SO il —" .

EIEA PR

P EtEE © P AT AR E B IR THOBRE . SR EE T A 488 B TI07E Bl I
DR P RES T5E B SRV E LTI IRE o X AR AT ASCHUR R E BRI s, A RASAORR A BRI, I8
CIESER- wlels =i ey

BRI RAT N BRI -
MR ARIE .
n AREREA IR P EOA R AR I S . R T LU P A
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% 21-1. NSX Manager iR fafa

TR TR

AR DY NSX IRAFERIZ 4

NSX 3 b1 NSX BAECARELA RN : I, 2ebeieilifees . Bl s 14,

LA NSX Ze A AFEA N INE s AN, & SCBdhZeasims . QI 4L, GIEE NSX bR .
A% At

HAEH vCenter H P10 Bl i\ ATEE SUFT NSX 7B B ff1 4

S EAFH Ak A

NSX Manager [T/ St fua— o, ek B i IR v TnAUR o ANRRZRAR I T P AOASPR
MR . BRI 208 admin, BRI T default B 47F NSX Manager 28l i 103545

I AT PLIEE CLI /747 NSX Manager 144511 admin [,

EREaiiss vCenter HF

Bt ficsy SSO H M, vCenter il 7E SSO MRS 7% FECE ) SRS A 12 H gt T S Eeul . Wik
SSO JRSsweARL E s AR, W A I T S ie itk 2L T vCenter fid ik Active Directory 14T LY
BYEAIT

1 &%) vSphere Web Client,
2 PLERgEMZ 4, R NSX Manager.
3 fE “HHFR” HIhEid NSX Manager, RJ A B ERGET .
4 PR
5 HEENIN.
BERRHTIT “o B &,
6 Ji;#55E vCenter FiFEk#55E vCenter 21,
7 HENJTI vCenter FH RN 4R
AXRVEAMEE, ES WL N,
1% corp.vmware.com
A% corp
HE M. group1@corp.vmware.com
14, user1@corp.vmware.com

HAE NSX Manager H oSN —/N e, 1Z4 A A F PR ER T LA 5] NSX Manager H
ggﬁo

Fotentics P, gENHF#. a1, useri@corp.
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8 LT,
O WMIFUERAG, RFRET—H. A MMGIEMEL, W2 0TR.
10 HE5ER.

PP o T TP b
THRETARNABSE

AR P AL TE YA PR, 55 SSO temkifi, NSX Manager M LR HI AT BRI THAR(S Ko

NSX Manager "Dt FeZa 4, i Cisf s Begs il — A S P DU NS00 7 NSX
Manager 1l /4.,

6. ETReEmipniEflns
508 1T 2% TA2)T (Sally Moore) St T0FUL MR NSX AT R .
AD Jif. corp.local, vCenter 4. neteng@corp.local, /74 : smoore@corp.local
WG SR B NSX Manager 74/t T vCenter Server, [ SSO.
1 I Sally 3 ffita.

a Eoik%) vSphere Web Client,

b FliM&ME e, A5 Hd NSX Manager.

c ff “HI" ik NSX Manager, SR BRI,

d AP, AR BRI,

JERPRATIT it w1,

e HiEE vCenter 41, SRS/ 4lh#EN neteng@corp.local,

f HET—.

g fr “wEEme v, b NSXEER, RERET—25.
2 i) Sally £ T EdmHOAR

a il 0 Kb, ARJEHT vCenter T > HdEHL.

b EEHTL, RISRTEE > B vCenter #4E > AR .

¢ HuLEIN, RSP CORP,

d A, iR d.

e Uiff NetEng, RJFHRLHAE.

f o ESERMAET, SERBIFIGNERAERERTH, A5 HEHE.
3 7144 vSphere Web Client, Xf5 Tl smoore@corp.local SH13% 5%

Sally {r$hiT NSX #4F. N, ezl QU RN
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T
IR B
ZR G1

H

SR dEsL Lk
/T\

E)asial
Ry
J T4

SRt ok

John B 141 G1, Z4lE g i w iz i fith. John 4R | 4L (AN JiAUR o

BT A E MR 5 AR L AL R A3 =

o~ AR RETESIEANGS
VTR &
E G1
SRR AG FADL (AR
PR AR
HLEIR B
ZR G2
SRR AR (RS )
ARl Datacenter1
APEm A
E Joseph
B T4l G1. G2

SRt ok

Joseph B T41 G1 1 G2, FHHAK | Ik A B U Al 5 ARR . B, John HFHATLL AR »

m 3 Datacenter? [1Ji5:.

5 (LGREHAME) AR

w A EARA A CHZ D) AR
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NSX # P

6l ARRREREZIAENGS

IR =

#pk G1
SRR MIETN
Pt ENEIN
RpPEm A

HR Bob

Je T4 G1

SIS ZREHR (PH5S)

PRI Datacenter1

Bob U/ Rl L A LDt PRI oRAR A M AR . Bob HilA LA MR

» % Datacenter! NIL{#IHAEE, 5 (LS RME ) R
m  Datacenter1 [ FE 514

HIER P A
LA P Pk B A T (LA adwin .
B

-—

%l vSphere Web Client,

HLT RIS, SRS AR ) NSX Manager .

TE “HRRT FIrhEid; NSX Manager, SRJ i EE (Manage)delii .
P (Users).

VPRI

Hili4eE (Edit).

PP EIEA T

HiSER (Finish)fRAy S

EX gz ab )]

FIVAD9RS: admin P2 SN R F P BRSO (03 i

0 N oo O A~ W DN

$E
1 5% vSphere Web Client,

2 R WEMRE, A0 ZRZ2TE R MY NSX Manager.
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TE A Hidids NSX Manager, X5 H TR (Manage) i | .
Hi P (Users),

VRN LSRRI

¥ XAt (Change Role).

FAR S 2 T

HihSERL (Finish) (/7 5

EHEUE AR RKA

AT DA PN FE ke 2, DARHLLE 3% 11 P85 81 NSX Manager., CiE28 ] admin 7ok Y i e 25 5] NSX
Manager ) F .

h w

0 N O O

1 %% %) vSphere Web Client,
2 PG WIS, IR LG ISR ETE R R NSX Manager.

3 fE 4" FidiEds NSX Manager, A5 HLHETE (Manage) i | .
4 HF.HFP (Users),

5 EEEHIFRE

6 i1 (Enable)skZ [ (Disable)&kr.

B4 FE 4 P

PR DU SRR FH i o (H2, ANREMER admin B, SR AOd e e IR E R,
FATAME R H SRS 2 5 1.

E

1 %3k%) vSphere Web Client,

W Mg Ze 4, SRR IR ATE B T NSX Manager,

fE “HFR” S NSX Manager, #AJF 5 EE (Manage)eliil |

Hi P (Users),

TR R

H G HER (Delete).

Hil e (OK)HIAMESR .

WMIES: vCenter HIFbk S, M MHFR NSX Manager HIffi (5 fic. A2k vCenter ik,

N~ o o A~ W DN
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PIZEITRFNL E X5

AT T ARG Ry o XA M U AR S i o 1 #5 vCenter NSX IR
i, ] DA B SR 1A 20 KRS R v 5 IR T8 AT e e o TCTEAENIRSS St h 6 P e T
PR AN LR

AREWHE TUAUF 8.
w ] IP ke

= {fiJf] MAC Hbht-41
m ] IP

m el
RS RS A

{EF 1P HifitZR

Bl IP k4R

FIVABIEE—A> 1P kb2, SRERAZ AL E D9 ER FARAS IR 55 IR e 200 P 358 B PR AP BN A2 ki
WV, 2 IRR.

73
1 Z%%| vSphere Web Client,
2 gk BRI S, ARG MERFIR 2 TEE N NSX Manager.
3 {EEBRYIHIRTE NSX Manager, A5 BB EREI .
& QURTEEE L@ P MopkAl, 40%EE T NSX Manager,
4 LoHENRETR, SRS IP &,
5wk (%) i
6 BEAMIHEA AR
7 (Hh) BEAMRETE A
8 BENZGOAEA PR IP Hikl.
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NSX EHHL S

9
10
11

(T3 ) L Fe)R AR LA AT e LR R P W] L
(k) Le PR AR TIE IR A o 1 1P ik .
TLTRE

4w P HhkZE

AR

E7Z

o

&

%554 vSphere Web Client.

M PRI S, ARGl AR 2T 1 NSX Manager.
FEEZFRSI T NSX Manager, ZR)5 BRI

& QURTTEEEIEA] IP HukkA, A0k 3 NSX Manager.
LA HNRETIR, ARG IP .

EPRERRINAL, AR5 E SR (Edit) (« ) ElbrR.

T “Gat IP 57 REAEr, ETIE M

FEBAE (OK).

MRS 1P ik 2H

B

53] vSphere Web Client.,

s ISR A, NIRRT ORI LTE R 1 NSX Manager.
1EEFRAIH AT NSX Manager, #KJ5 i i .

& ANTERTEE A IP MihE4, kR ) NSX Manager.
IR (Grouping Objects)tliii -, SXJ5Hili IP £ (IP Sets).

VR4, AR R (Delete) (%) Kdbr.

{EF MAC #iit2R
Bz MAC HititZa

FIVABIEE — 2251 MAC HihEZL ) MAC Hihkal, SRR E 537 2B KR 2 2 IRk H ARSI

IR AR BH RSP EIHLAS S AU LI EENR , 2 JR9R

Bz
1

51 %] vSphere Web Client,
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2l Mg A, ARE T ESFIR2TE R 1Y NSX Manager.
3 EEMYIT T NSX Manager, A B K .

& QURTTEATHLE ] MAC Hilk4l, AR 3 NSX Manager.
4 Ay 4EXER (Grouping Objects) e, &) il MAC ££ (MAC Sets).
5 pitiin () Bl
6 BEAMILEAI AR
7 (HE) BEAMRATE A,
8 HENZSEAINA MAC Hilil,
9 (Wk) PR AgRMERTEERTEEN .
10 (W) SEPEFRCIIS SRR T M) 2B DA G A ] MAC Hihik4 ]
1M1 RHFE (OK).

%R4E MAC bk
73
1 Z5fk%) vSphere Web Client,
2l Mg, SRS PSRRI TE B [ NSX Manager .
3 EAFRAIA T NSX Manager, #AJ5 i e |,
& YIRS TIE T MAC Hiib4l, W2k Re T NSX Manager.
4 S HANR (Grouping Objects)elii |, )5 i MAC £ (MAC Sets).

VPR, SR HEREE (Edit) () Kb,
6 £ “Zuft MAC 55" XHER, ZEFTIE MR
7 EEE (OK).

HER MAC k2R
L7
1 5% vSphere Web Client,
2 il SRR S, SR EMZETEER MY NSX Manager.
3 fE&BRIIHHLE NSX Manager, SR)n L EHRED R
& QURTEAEPLE ] MAC Hib4, A0%RE T NSX Manager.
4 Y43 4H%% (Grouping Objects) il £, A5 i MAC £ (MAC Sets).

S BRI, S (Delete) (%) KR,
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{EF 1P ih
] DA gk MRS 1Pt
BRGNP #hrE E, 152 WACE ML 510 SSL VPN-Plus 5kfit ¥4 Web Access SSL VPN-Plus,

B IP it
S

1 5% vSphere Web Client,

LT g AIZE S, SRS IR AZ2TE B M NSX Manager .
ARSI Ll NSX Manager, A5 BRI
44N (Grouping Objects) il |+, A1 IP #s (IP Pool),
PERRANETEY IP s (Add New IP Pool)/&/Fr.
BEN P b 2R BN BRI ZR K

(f3E) HEATZE DNS. 4l DNS VLK DNS JH2k.
BENEEAEM Y IP MBI, SRS HREHE (OK).

0 N o a A~ W Db

4H4E 1P it

FTAZR4R 1P 2, {HARESHE CIDR AIRIC,

TR

1 %35k%) vSphere Web Client,

2 ik MIgAIZeE, SRIE G RIEAIZAIE R M) NSX Manager

3 &RV L NSX Manager, A5 BT K.

4 LR (Grouping Objects) il =, A IP #i (IP Pools).
5 B IP I FA T 4R (Edit)/<hr.

6 IETAHN N, AR HREE (OK).

fHER 1P it

T

1 &5%%) vSphere Web Client,

Wit WIS Ze A, SR PIERAIZe2IE . M) NSX Manager.
1E&BRYIH FLE NSX Manager, SR)5 B BRUETI K .

il X5 (Grouping Objects)Ltlii v, ZX i IP 1 (IP Pool).

A W DN
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5 ULEEMERI IP i, SNEERTHNER (Delete)<Ihr.

ERREH

¢ 5E vSphere i BUHPIEE FE 0 AUN SR SR .

flE=REA
A[PIAE NSX Manager 4% 316 @244

AR &G

AR EAE A Active Directory 205 012440, 1AM E 17 NSX Manager i 77— ek 24N, NSX
Manager M A H MRS AN P 5 BLAS R Z AR R . 152 017 NSX Manager {1/
Windows 1,

PR
1 %&3k7%) vSphere Web Client,
2 Rl MgRR e, RIE R MEEIZLETE B T NSX Manager .
3 EZWRYIR T NSX Manager, SKJ5 S BRI <.
& WURTEEAT I 24 4], MR NSX Manager.

4 RIS 4HITR (Grouping Objects) /el . 2244l (Security Group)FlZkinZ 441 (Add Security
Group)&I#5.

5 HNCLeAmSTRIE (RE) .

6 (k) WERFTFECIEm L, B MENRAF 4TS FHFE (Mark this object for universal
synchronization),

7 T3 (Next).

8 FE “ShAMCATHE” T b, ESCHREAINEIFr G L AR R st XA, AL i ]
SCRA KR S HOE SO P ATL O R SR 0 0 AU L
T WA QI e A e, IE SCBIASBUR B TEA T T
Bian, ERPUIMAN—"S0, RbmcATH8E Z4brid (40 AntiVirus.virusFound ) [FIRTAT REAUALES IS 2
S, bR o NS,

i, ATLCRE A (5 £ 0k w2008 IRFUALLL K A7 T2 22 #hL global_wire HHHRE ML IR 24
A
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% New Security Group

+ 1 Name and description Define dynamic membership

hg 2 Denins tymamic membership Specify dynamic membership criteria that ohjects must meet to be part of this security group
%4 3 Select objects to include 4

+ 4 Select objects to exclude

+ 5 Readyto complete P — m
Members matching | Al ‘ + | ofthe criteria below
L]
[ computer Name | =] [contains | = | wa2n0s x
\.Emw | - \ | Belongs to ‘ * | global_wire [ x

9 i h—2F (Next),

10 7 “QEEEQIRAON G Tl b, eSS NI, R A NN 4
AFRBIR. PILAMEL AP R TR,

xR 22-1. REEAMBERZEHRFIASIERITR,

i) ERZEH

m Hfthe s (RTRURNIEAE GBI 24 4l) o m Ut e dl (AT RURNIEAE QU m T 2e441) .
I = i IPAE

WAL = JEJf] MAC %

L

RN RE

= L

m P

m R4

HF  NSX L4411 Active Directory it i A [F+ vSphere
SSO {1y AD Fit i, NSX AD 4t i FIF (2 il &
JULEERL, 1] vSphere SSO IR Fi{ii ] vSphere
HFNSX, HAFE XL H 4], @215 Active Directory
PHATRRE . WS W 11 5, S0P KBS A

= MAC fE

m LRl

n RN

= RN

LIS/ b

AR 14

AR E I RICIE SR IAL 25 8 21 HiiZRtl, AR S a2,

BRI IR 21, B E ST S BR . Blan, EPSERWUGE, SCBRER AR H s
a2 421

11 B F—20 (Next), RPN LA PHERIN AR

t

T AUREIEA G EE T2, WEBEEREER N S BT T

BEAL I E X G IR I R B o, EBR M e A HERR
12 FE5ERK (Finish),
B N8 J7 S AAE 2 A I K DA
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{FahaR (AW 8 20 ) + Wl (£E55 10 20 WidgaE ) } - BRI (FE28 11 20 ihiEsE )

EWT, BB aBl G E R AT AR5, RS ER PR HRI

mEREH
1 5% vSphere Web Client,
2 ik PIgAIEE, ARIR Rl AT eTEEL M NSX Manager.
3 fERFRYITIL NSX Manager, JRJ& Pl BRI
¢ PREER LI ], WAL EE T NSX Manager.
4 PR HENRENR, KRR,
VPR EIRINAL, NE R () Bk,
6 fr “GfELad” WuRHER, JE TS I
7 PETE.

T BR =2 28
EZ3
1  &3k7%) vSphere Web Client,
2 Rl WIS RIRE, NIRRT MEOMIZ LS [ NSX Manager.
3 EAFRAIR T NSX Manager, #KJ5 A B R |,
& QURTREIAEHLE L AL, LAk NSX Manager .
4 BN (Grouping Objects) il |, JRJ5 it %44H (Security Group).

S RBEMGIOLAL, SIS T (Delete) (%) Kk,

ERRS MRS A

NS5 thisl-m VA F, MRS5S AUE RS B AR 55 AL I 2L

IR S
FTUAGIEE ARG, SRR AZIRSS S SN

$E
1 %53 vSphere Web Client,
2 P WMISAIZeE, SR LG ISR 25 B R NSX Manager.
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3 EAFRAIR T NSX Manager, #AJ5 b i e .
& UARTTEAT PR NRSS , MRS NSX Manager.,
4 4N (Grouping Objects) il k., AT RS (Service).
5 it (%) B
6 HEANRFRNZIRS 4R (Name).
7 (Ale) BEAXMRS IR (Description).
8 tHY (Protocol).
a WPTEIIONE, RAN AR REMANEZEL, mEFREH,
9 (k) ULPERAARERERRTERN AR
10 (rafe) PRSI SARES TIE AIFIE DA G AR S5 .
11 FHBAE (OK).

2RSS 2 WonAE RS R

-~

Bl AR SA
AT LGRS 4, SRIEIZIRSS 4 SGH
TR
1 %35k%) vSphere Web Client,
2 ik MIgAIZea, ARG LT RIEAIZ2IE B M) NSX Manager .
3 rERYIFEH L NSX Manager, A5 BT K.
& QURTREAPLE RIS, LAk S NSX Manager.
4 ESTHNA (Grouping Objects) i, A5 Hiidifik554 (Service Groups).
5 FEEMN (Add)EFrR.
BNRARIHRSS 411475 (Name).,
(Al ) HENIRFS AR (Description).
(Fife) SePARCHON SRR TIB AFRE L el k5541,
12 R Y, BRI R H RS B SS A
10 (M) efeim MARAE rI RS R AT I .
11 HHFAE (OK).

ARSI RS A
35T DSt IR 55 IR 25 41

© o0 N o
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FH
1 Z%%) vSphere Web Client,
2 ik PIgAIEE, ARGl AT TE R M NSX Manager.
3 fEZRRYITIAL NSX Manager, X)Ll BRI
& IRTEEAEHE RS ER S AL, MAERE NSX Manager.

4 Ay 4XER (Grouping Objects) el £, A5 i IRSS (Service)mi RS54 (Service Groups).

VR e XIRSSE RS, ARG 4R (Edit) (< ) &br.
6 PHTIEM TS,
7 i (OK).

1 B Al 55 2 Ak 55 22
TR LAMER Al 55 5k 55 4 o
EZ
1 &3k7% vSphere Web Client,
2 Rl MRS, NIRRT MEOMZ LR M NSX Manager.
3 EAFRAIR S NSX Manager, #AJ5 i Rk .
& RIS EE AR S ek IR 5L, AR NSX Manager.

4 L5 HNR (Grouping Objects)ieliif, R[5 MRS (Service)i R34 (Service Groups).

S BB EIE MRS EIR AL, SRE M (Delete) (%) k.
6 iE (Yes).
RS IR 25 AR
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RIEfE

ARFEETHE TIA N 38

Fanle gl
M NSX Controller &k g

HI VXLAN diii ]
R (E IS TR
EGRYN o7 il

AG g HE
EHE AR

1 1 SNMP [

NSX 5 Ak i

v2s EL A%

JILEE i
PN

BRERI

B = 2R E D

IR B2 4, AT NSX Controller [1%54

1=
W

1

2
3
4
5

o1l vSphere Web Client,
REMgMZE, NRnhRR.

(E PR, e UL B AR
ERE, R BRI
BN, AR5 PEE .
Fdfila I B
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M NSX Controller & f&E xS

I NSX Controller #SEN, FIREIATPIAN A IRRIEAE TAF. N REFERFEEZ A, I HAs bl =54k 2%
IEH TR RYEat, A Bbaeks = M aiiles S e s filss, AR b s TAR =" 5
s S8

YNk MEHIRE R A AT IR, sl — el S NMEFIRREEN g e s g BB e
I, SRR R .

FEXAMEOL T, BIRES IR G PIa T R, Bl R SMBRAT AR HRy . BN R e SR

b, SAETE NSX Manager [ @] “BUFr bR RA" HLHPRAREF L 2 fhlas .
S

1 &3k7% vSphere Web Client,
2\ WEEZRE T, il > HHE,

3 {E “NSX Controller 155" #7rm, PR MR HARBUEANE B St mi o a BB ATE b, Bl
IRCEAS BB RS

B

MEX Comirollar nodes

& x _J 03 Acions
NSX Controller Datass N

o W Addeam

B 10201 Coniroles 1D comroliar-4

192 168 110 02 ClusietResowce Pol  lanagement and Edge | Resourtes
\| Dalasiere 281

Host 1592168 190.23

4 ff “NSXController 151" #lirrt, K=, e e no R R R (x) bR,

UAGHAFAAE RN, EAURERER “Jok” BTN TR FEpblE 2 i T vMotion #ifF
RN RS R P28 R, B B3 TR sstilas o ELRE E 5ot o

5 JIBE =N NSX Controller 5 i, 2 BRI & (+) KFr.
6 7F CURDHEHIEST RHEME, SRR S R0EdETR L, AR B IR

a  UeRRE MRUREE,

b AP R AL

¢ ERE A4

d - BERREnE L IP Mk ECZS Y S 1P .

e HHE, FRLCRTEN, IR AR CIERT
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7 EHIRERPEEIEIRA, ke R > R HRRRE.

lianagemes:  HostFréparafion  Logical Na
HEX Mgy

:}4-..1 o
- Brr—ari Rt

T R FE IR AR 24 1 VXLAN R 22 s PR e B (s VC NSX s b x4 ) M NSX
Manager 6 2 iR S

B VXLAN i
FETTATE T T VXLAN SR

M NSX 6.2.3 H4f1, 2RIA VXLAN il 1h 4789, X2 IANA 2R ibrdtss 1. 75 NSX 6.2.3 ZHf, 2RI
VXLAN UDP 51154 8472,

FAATETI NSX 2254 UDP 311 4789 11T~ VXLAN,

RIS NSX 6.2.3, F H A eIt e i HIHERIME (8472) B FE i 115 (4118888 ) , RifETH44
JEAREEAE 2 11, BRAFEONHLEA T T

GUAR AR T 2 B el TR VTEP 2 (ToR W), MAZI B2 VXLAN i1 4789,

¥ vCenter NSX AERES 4789 T VXLAN i1, [HAZUEES vCenter NSX EAIEHRRIFT A LA U B o
FHAAIRIAS VXLAN 5o ans D2 1 4789, XA U INE]Es vCenter NSX IAET AT HT NSX %
Al S A NSX SR e o

B VXLAN ity Ui o — M S =AM B R 5e i), HAZ il VXLAN Jitt . 7185 vCenter NSX
REEr, FCRHERE IS vCenter NSX IREEHIHIFTA NSX Manager 525 FIFT A F 4L,

AR &M

m BIARS AEARBHLE ST XLAN i o

m AL VXLAN i R AN B T AL

1 AR (Logical Network Preparation)filiif, SX/5 1 VXLAN f£%; (VXLAN
Transport).

2 FE “VXLAN 517 JHEibe, AR (Change) il B N ZEDIH R 1, 4789 52 IANA Jfy VXLAN
I3 B

o 1 SRS R 2P WL ZEAR O TH]
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3 (ngk) i GET /api/2.0/vdn/config/vxlan/udp/port/taskStatus API R4S 2 i 15 gk

B

GET https://nsxmgr-0la/api/2.0/vdn/config/vxlan/udp/port/taskStatus

<?xml version="1.0" encoding="UTF-8"7>

<vxlanPortUpdatingStatus>
<prevPort>8472</prevPort>
<targetPort>4789</targetPort>
<taskPhase>PHASE_TWO</taskPhase>
<taskStatus>PAUSED</taskStatus>

</vxlanPortUpdatingStatus>

<?xml version="1.0" encoding="UTF-8"7>

<vxlanPortUpdatingStatus>
<prevPort>8472</prevPort>
<targetPort>4789</targetPort>
<taskPhase>FINISHED</taskPhase>
<taskStatus>SUCCEED</taskStatus>

</vxlanPortUpdatingStatus>

KEBEREETRR

NSX Z:H: 7 NSX Manager 5 2, NSX Manager A A FREEL Kb 2 ARS8 2
R RS

FR]

1 ¥ vSphere Web Client IJ1, S 2|28 F1%4 (Networking & Security) > 223 (Installation) > 4],
HE£ (Host Preparation).
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VEFREE R RITREG:, HRAL, 2 4RAE (Actions) (88), SRS BB TR
(Communication Channel Health),

BB ol (5 Il s TR OUE B

Management | Host Preparation | Logical Network Preparation

NSXManager: | 192 168.110.15 (Role: Primary) |~

NSX Component Installation on Hosts

{G§ Actions

Force Sync Services |
Change Locale ID

l |Communica!ionChannelHeanh |I

@ esx-02a.corp.local

> E@Managemem & Edge Cluster

esx-01a.corp.local - Communication Channel Health (7)

NEX Manager to Firewall Agent: + Up

NSX Manager to Control Plane + Up
Agent:

Control Plane Agent to A\ Unknown
Contraller;

[ ok || cancel |

) SN gy 6 |
NSX 25 VMware (& g (CEIP).

fxaiint CEIP Wtr A M VMware (3 HZ8disr0 &1 s, 155 W Trust & Assurance Center Hiff)
HIE . http:/lwww.vmware.com/trustvmware/ceip.html,

HIMAEGR HH NSX CEIP st v de B, w2 W4 i ) A it Tl et

Eot= R v vk $ria il priad ]

FE22 BT NSX Manager I, T DLZEBIIN CEIP., AT DAIFELAG A EGE HY CEIP, 534 FTRAE ik
LSEFSNibpE iR iR

AR &M

®  ffiAERE T NSX Manager 7 H A] L5 vCenter Server [,

®  ffHIAYE NSX Manager i T DNS,

m fIAKE NSX EHRI AL DL T 8
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NSX EFEHEH

IR

%515 vSphere Web Client,

Ve A4 (Networking & Security).

TE PB4 A" i, 1Pk NSX Manager (NSX Managers).
R ELEA ) NSX Manager .

HERE (Summary)ikli .

1 R PRI NERE g (Edit).

PRPEEIM IS VMware & ) ASG o318 (Join the VMware Customer Experience
Improvement Program)t1ii .

8 (ngk) M EE ML E.
9 ALHE (OK).

AREEHMEZARE

RO NSX AN, BN RGP rT R MR o, oMk AR SRR (f
BB ) ST () A,

55) NSX SHIEIEFAIAE, AT FISST 1D BRERFTIIIENC . 1T FISSERBRIOBRIE, 7 0l

ACTHT
SEIE D,

N 6o g b~ W DN

*xF NSX B=E

AT syslog MRS5S AERE S NSX AR AR H G, A2 H ] EE NSX Manager
AR, s 2 H Bl md vCenter Server 2810, ALY, @H% 75N NSX 41{1-F11 vCenter Server 57—
syslog k5575, DAMEAEDE syslog Mk55#s I i H G R A 52 B 1015 B o

A E vCenter Server HFEET AU syslog [UHE4I(E KL, 152 Il VMware vSphere ESXi #l vCenter Server
5.5 3 #4,

T T H ST NSX 23 sGZ K i (DLR) # RN syslog Sk IRk 35w ARl T Bt
PR DLR (R R L AL E

NSX Manager

FRIE syslog IRE#S, S Wi syslog IR 5575
FONEHEARSFFHE, SN N ENSX B SFR H
NSX Edge

TR AE syslog Ik %ew, 52 WAL E s Syslog Ik 55+

TN ERARIIFHE, S0 F 4 NSX Edge [HEAR I FFH
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P

TN ERAN R T T Bk B I BL e e syslog IS+, 1okt syslog k&5 #57F Syslog.global.logHost
JEVEPEEE . 11520 ( ESXi 1 vCenter Server 5.5 30k%)

LA S EALH S H R i 7

2013-10-02T05:41:12.670Z cpull:1000046503)vsip_pkt: INET, match, PASS, Rule 0/3, Ruleset domain-c7, Rule
ID 100, OUT, Len 60, SRC 10.24.106.96, DST 10.24.106.52, TCP SPORT 59692, DPORT 22 S

H a8 =50

% 231. HEXHEBHHEEHS

BIFRE
VMKernel & UL H &85 75 H9 L I TR] 2013-10-02T05:41:12.670Z cpu11:1000046503)
CPU 71 WorldID
FRIARF vsip_pkt
5 kRS e i 4y INET, match, PASS, Rule 0/3, Ruleset domain-c7, Rule ID 100, OUT, Len 60, SRC

10.24.106.96, DST 10.24.106.52, TCP SPORT 59692, DPORT 22 S

& 23-2. HEXHFBHRKEHERS

Sk Tl REME
AF 11 INET. INET6
JAL TfHE{: match. bad-offset, fragment. short. normalize, memory. bad-timestamp. congestion. ip-

option. proto-cksum. state-mismatch. state-insert. state-limit, src-limit, synproxy A1 spoofguard

Bt PASS. DROP. SCRUB, NOSCRUB. NAT, NONAT. BINAT. NOBINAT, RDR. NORDR,
SYNPROXY_DROP. PUNT. REDIRECT fl COPY

IRIMERIEAR Identifier

UL FUIEE 1D FOONA7 L (PR R L)

U EERRIRRT Identifier

SIS PEIE =i

JUI 1D FRIEET Identifier

HUU 1D VEECI 1D

J71A] ROUT. IN

KEEFRART “Len” JEHRAZEL

KEEH Hra kg

TRERIAT SRC

Ui 1P Mtk IP address

EARPRIRTE IP address

D TCP. UDP fil PROTO

ity I ARIRATE SPORT
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® 23-2. HEXHZBHBNESEDS (2
Ak TREE

PRI TDP #i1 UDP [l 1145
A IR RIAAT Flbrifi I ARRAT

FbRi 1 TDP #11 UDP 11 Hl bl 145
Fric TCP fubric

fEH NSX EiEidxk=s

NSX Sk s o VFEERIEON SRR A BT IR S PIrAT 4R AR G0 TR E A SHIE 1D 3 TARid, JF Haxet
SRR H SR IZEEIE 1D X R H RSSO G FAHRISEIE 1D B TARC.

THB

1 &5%%) vSphere Web Client,

2 Mg AIZ4 (Networking & Security), 285 B (Manage) i+ .
3 Ll NSX EEFC AR E (NSX Ticket Logger Settings)>7 1 11458 (Edit).
4 HEN—EEEID, AR5 TR (Turn On),

I 7E vSphere Web Client 77 A IR o “NSX ZEIEICHE" Bik&. 782401 Ul 2 T ER
Bz H Eh, B arfEbrid (Operation Tags)yl 14051 250F 1D,

B 23-1. “NSX EiFid®8" FiR

4 Home © X EinsKHome b 4
Networking & Security Geting Started | Manage | ~ [7] Recent Tasks ==
E% S Home
L3
All Running Failed
{3k Installation | WX Ticket Longer | |
) gl s NSX Ticket Logger Settings Edit.. |
T MEX Edges

. MSX Ticket Logger can be used fo track infrastructure changes made for a user specified ticket. When ticket logging is OM,
A Firewall the audit logs generated for all operations performed on the NEX manager will be tagged with the specified Ticket 1D, NEX
@ SpoofGuard manager log files will also include ticket 1D infarmation for the relevant operations
% Service Definitions

JLJ' Service Composer Audit Logs for Current Ticket

@) Data Security MEX Manager [ 104125117 |~ |

Flow honitoring User Madule Operation Resource(s) Time Operation Tags My Tasks = More Tasks

[8 Activity Monitoring

~ Networking & Security Inventory ~ L# Work In Progress o
[E NSX Ticket Logging. Q

S5 NSX Managers >

MNS¥ Ticket Logging is OM (Ticket Id: For
demao)

QK vSphere Web Client #7714~ vCenter Server, WZEE ID T E#r 151111 NSX Manager .

SHFICRIET 2. ISR R TR RS AR, WY ER UL, KR
PISEIEICSR, . SERCSEIEROBRTFIR , T4 2 BRI 3 A6 ke (Turn ORISR .

BEERGEHRE
M vSphere Web Client 1, #m] DLy i NSX Manager &[T A 41111 2 40354k
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Bz

k5l vSphere Web Client,

2 G WgAIRE, D IR 2TE R Y NSX Manager.
3 EZRRAIT T NSX Manager, ZR)5 Hids R4t .
4 FRERFEETR,

AT RS AR P SO S THER AT LA R AR SCAHE S

NSX Manager ERIEZEH

s Fit o

PL N R E T NSX Manager B
% 23-3. NSX Manager EIZ&E 4
SRR FITTFLIR HHExHA SHEER
A< CLI iZ1T show log followfi iz{T show log followfy iz{T show log followfir iz{T show log follow
GUI At A A ST

% 23-4. NSX Manager EIIZEEH

CPU NS
Kb CLI iz{T show process monitor#7% .,  iz{T] show system memory 754>
GUI AN ] AiEH

*%F Syslog &3k
syslog HiT ) ARG hs B IS AT T

syslog header (timestamp + hostname + sysmgr/)

Timestamp (from the service)

Name/value pairs

'::'" (double colons)

Name and value separated by delimiter

Each name/value pair separated by delimiter ';;' (double semi-colons)

AGHTI BRI 5 VLIS B

Event ID ::
Timestamp ::

32 bit unsigned integer

32 bit unsigned integer
Application Name :: string
Application Submodule :: string

Application Profile :: string

Event Code :: integer (possible values: 10007 10016 10043 20019)
Severity :: string (possible values: INFORMATION LOW MEDIUM HIGH CRITICAL)
Message ::

VMware, Inc. {8 FTHRUF .

Ve
iz2{T show filesystem s,

A&
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EFHEZARE
B AL BUIE T 45 NSX Manager JiI P TH:(E. NSX Manager % {1 1,000, 000 4 it

Hi&e

E7Z

1 &3%%| vSphere Web Client,

2 L PRI A, SRIG R PSRN TR R 1) NSX Manager.
3 FERRSIT, PEHAS NSX IR RE, ARJE A TR,

4 BlHRHEENR.
5

Wi AR H AR R, W] DL ERAES iz H ST LSO . B I — i H S r 4 fs
B i BREI I ISOR,

6 EHREHEESGEAEEL, SR EEBEAT 1 DM s Rz # A SR R A A=A e s

BIERRIZE
AT vCenter Server, DNS FINTP RS, AMAE R E s B R e & )ik 35+s. NSX Manager
25 vCenter Server M35 ({541 DNS A NTP) JE 7115, PAFEAEA< VMware Infrastructure 715 .11
TAE .
% %% NSX Manager E#IiZ &
LRI NSX Manager FEUNLE, 5% NSX Manager fE Ul 5 DA 2 R W IR H8 e 1% o
PR
1 FTJT Web BB 2867 N8N/ 104 NSX Manager 11 P ik, 5141, https://192.168.110.42,
NSX Manager JT]/ F R ] SSL 7F Web 3% s & LT 7T
2 BLair .
- OATRAE ] SSL uE 53 T S5 YGIE
IR i o NSX Manager &55 54
3 (G4 admin MIZEEE AN E B E % 5] NSX Manager FE Ll e
4 B (Log In).

Y748 NSX Manager HHIFORTE]
P ] DL AR B OB SRR E 1 NTP IliSs#s o

TR
1 Z5%E] NSX Manager FEfDl5E45 .
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2 &£ EHE (Appliance Management) ], HEE KL% E (Manage Appliance Settings).
3 HEmAREE (Time Settings) 2111474 (Edit).

4 FHTE S

5 RIEFE (0K).

6

5155 NSX Manager

f57E syslog AR5 25

WIRHETE T syslog kg5, ) NSX Manager 20K firAT dii% H SR G gl LA = syslog k557
syslog #da A7 Bl T3 TR HEER DA A 2 BRI B TRl SR 28R

NSX Edge SZF5 syslog Ik 55+#%. NSX Manager 1 NSX Controller 37— syslog /IR % 7% .
S

1 ¥F Web bizs, Sfi%] NSX Manager 1% GUI: https:/<nsx-manager-ip> 5k https://<nsx-manager-
hostname>,

2 {fiH{E NSX Manager ‘2 H[A]AC 1) admin AL E R
3 SR EE (Manage Appliance Settings).

B
),(.'n"v'.-.arl NSX Manager V. % [% N
- C [ https://192.168.11042/index.htn =

3 Appr  [B) nexv-web-chent

P12 A0 Versew 820 Buld 271
Hame reomgr-rigad [FTEI ]

N3X Manager Virtual Appliance Management

€D view summary B oownicad Tecn support Log
4]
%‘ Manage Applance Sellings . Backup & Reslore
= Z el
KManage vCenter Registration = Upgrade

4 fF kT kb, PEEHRL (General),
5 i Syslog J[R553% (Syslog Server)521 144 (Edit).
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6 N syslog IRZS2SM1) IP HohFa 14144 . i AT,
AR, W] syslog IS5 #% IP b/ AL RIERIAN UDP Sl
4
I Syslog Server
¥ ou can specisy the IF address or name of Mma syslog sepver thiat can be resolvad using the abova
menbaned DMS Serveris)
Syslog Sanvar: ve-l-0ia
Fart

Pratacol UDP L]

OF Cancal

7 HREHE (OK).

vCenter Server ot H id s, 91 H HEAAEE 0T syslog RS

%R%E DNS %25

A LE R/ Manager e U]l HRE 1) DNS fiRk55 7.

S

1 ZR%| NSX Manager 01425 o

2 riAAETE (Appliance Management) [, HLE TR E (Manage Appliance Settings).
3 fF CRET R, FRERIZ (Network).

4 'l DNS k%5 7% (DNS Servers)57 i1 /()4#4 (Edit).

5 FATEEEEN

6 IPIHE (OK)-

%48 Lookup Service IFH{ER

AT LA 1 USRI FEE 1 Lookup Service HEA(E B

1 %5%) NSX Manager EIE .

2 {r&&EE (Appliance Management) [, i HEBEEAEE (Manage Appliance Settings).
3 fF WE” A, Hul NSX BFRARSS (NSX Management Service).

4 i Lookup Service 551455 (Edit).

5 FHITEMEK.

6 IEHE (OK).
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Ym%g vCenter Server

PR DL et B i 7 NSX Manager (1) vCenter Server, {VAE H4 i vCenter Server 1) 1P
HE 7 BT IZ IR

1 QTS5 vSphere Web Client, 157344

Bk E NSX Manager FE& S .

1FX B (Appliance Management) [, HETL¥KAXE (Manage Appliance Settings).

T W e, Ll NSX EEEARSS (NSX Management Service).,

i vCenter Server (Edit) 571 )4q%5 (vCenter Server),

FHTIEY H

HUTHIE (OK).

T NSX B ARZ#EHRE

A[LLK: NSX Manager £%t H i F1 Web Manager H ik R a2 52,

N o o A~ w0 DN

izl
1 3% NSX Manager ik .
2 fF CEREE T, REERRRRE.

o B s TR RS,
4 TR
5 FIRAER AT, R TR |
ST, SRS gz,
BETR
T DL (RSP L S e TSR, AT RIS SR T 2.

NSX Manager SSL iF$H

NSX Manager 7521 1 25 £ uF- kil NSX Manager Web JIRZS 1 S5 DL K 1% %) NSX Manager Web
MRS ERHE BTN . b RN EPERUSE . AR BZE 215K (CSR), ¥iZiiRIEsc 4 CA #7555
LM E 20 SSLUEF'S N E] NSX Manager H1, 1E 24 5 IS0, N 28 AR AuE e 15i 2k
WARLEHRIA ), Hrh AL PR A7 2] NSX Manager

FHRHL NSX Manager -5, #80 DLfd ] NSX Manager [#J4 # CSR ZEpk 2%, -t a Ui [ {1 OpenSSL %
Hb T H,
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fli}T] NSX Manager [fJA £ CSR Al A k1) CSR Joik sy
TOEY ek,
REQTR

AT

{EFRAHNE CSR & R=E
4 NSX Manager 3KH SSL uk 5110757 2 — 2 fli IV & CSR il

TR R e CSR ekt Sid in - R 1420k (SAN) S5y ek e REQEY RN, Al ik
fis CSR AR TR o WeREE IR 2 HMl CSR A T A, idBkidItid 2.

1

A W0 DN

5 5] NSX Manager JE1 £ o

B E (Manage Appliance Settings).

fF “WE” R, P SSLiET (SSL Certificates).
#1245 CSR (Generate CSR).

g2 13 OUMEK O Vidwess inc. L=Pake S0 §TCA Lo

WA N BOR SR

WA AR (SAN) 2 JR B, sk
PRA0E FH A CSR AE e T H . a3 g 4 OpenSSL 5 HAh T HAE/ CSR, Mk
1) A5 CSR, 2) BEAZZi kAT, 3) ML T NSX Manager iiE-15 SC#-#44k) PKCS#12

Pt Bk

BRI (Key Size) PR SR B A

AF4%HR (Common Name) HE NSX Manager 1) IP il ok 5¢ 2Rk % (FQDN), VMware #E i 5 A\
FQDN,

SHLBAL (Organization Unit) EINTTEZ U2 FIEBI T,

HLELFR (Organization Name) N EIE 2

W& (City Name) HINA TR 2R

BIBIRIX/EFET 2K (State Name) BN EIHEA MR 4R,

ER X ARFS (Country Code) NSRRI A . B, £, us.

HIHE (OK).

¥ CSR kA% CA 7554,

a 1M T8 CSR (Download CSR) [k m 11K .
57, NSX Manager skt e 0o
b KltikigscEl CA.
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¢ HHEZ AU BAIR CA IEBLASATAT PEM KRR CA UET,
d f#iTILLT OpenSSL fir4-F CER/DER ¥R MIE 5554t Jy PEM K4

openssl x509 —inform der —in Cert.cer -out 4-nsx_signed.pem

e KFrAUED (RSFFUEAS . HIE-BARIESS ) BEAE SCAS
f  fF NSX Manager Ul 1, B3N (Import), A5 ZE S A UE-B IO SCASCE:,
g SABE, IRSAEBRITA CA UE R (e “SSLuET” Bl b

BRESR

K2 # SSL uE A %] NSX Manager Hi,

1% NSX Manager iE ¥ XX §55#4 PKCS#12 #&=

QAR C T A T2 (5140 OpenSSL ) 3KHY NSX Manager iF-15, 5l 1 AIRLH] ) PKCS#12 &+,
i NSX Manager UF- AR A S PKCS#12 #55, NIAG A GBS\ F] NSX Manager H1.,

RIR &
WF R4 T E 2% OpenSSL, 4R DAM http://www.openssl.org T openssl,

& MWIAESLH RIS k155, i OpenSSL HARYEUF 5 U FIRLEAE i PKCS#12 (.pfx ik .p12)
S o

4

openssl pkcsl2 -export —out server.pl2 —inkey server.key -in server.crt -certfile CACert.crt

TEM B, CACert.crt S UE P& MUK B FIARIE B Y 2 FR o
I=sdig
K4 SSL Uk 3 A\ ] NSX Manager 1,

8

B\ SSLiFH

A DL AT AT AE Ik CA 25535119 SSL uE-BLAH NSX Manager 1 [,

AR &

7f NSX Manager | 2350, (X 7FF PKCS#12 BAHZER A, 1 HAZUEF5 A0 5 BN FAEH M AR
AU eI 5E

SB

1 Z%%] NSX Manager LA o

2 ETREARE (Manage Appliance Settings).
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3 KT M, Pl SSLUET (SSL Certificates).
4 i 13 PKCS#12 %4HFE (Upload PKCS#12 Keystore),

5 Sk (Choose File) i 430
6 FHEFN (Import),
7 ENHUER, wEEHSF NSX Manager 1%

WA E A7 E{E NSX Manager H1.,

/A SNMP &Rt

NSX Manager M NSX Edge F1E IR 725 B0l B B M T R 40 . SNMP ALK AT OID 1)
SNMP BB % 21 SNMP #2055 .

SNMP [EBEAT AT SNMPv2c A, FABFEAZ0 S5 B (MIB) AHICHE, DL SNMP #2507y 7] DLARER
B EFRRFT (OID) HIFERE

BRATOL N, KZEH] SNMP BalHL] . 51T SNMP ARG ™ SR M S Ead A, DUE SNMP R RS
RIS AER . 1P Mk LS T FEB bR ZER AT TP EbR, A0 B & A A s
% 2% (DNS) IR%5 75

TEE ] SNMP IR &SI, Bk HEF OID 1.3.6.1.6.3.1.1.5.1 [{) coldStart [, k5, ZEERKRE F-H4h
iEE A4 OID 1.3.6.1.6.3.1.1.5.2 [ warmStart [P & H 20 2 SNMP F20475 .

QI SNMP IR SRR HRAS, ¥ 5 08Pk H—/1~H 4 OID 1.3.6.1.4.1.6876.4.190.0.401 [1J heartbeat
Wb, 2R FZ RS, ¥k H A4 OID 1.3.6.1.4.1.6876.90.1.2.1.0.1 [J vmwNsxMSnmpDisabled [,
12 B2 Fis4T vmwHbHeartbeat [A 525 2RSS .

LRI BB SNMP BB, B m— 418l EEY SNMP #4507 &% 547 OID
1.3.6.1.6.3.1.1.5.2 [1J warmStart [fliF1H45 OID 1.3.6.1.4.1.6876.90.1.2.1.0.2 1]
vmwNsxMSnmpManagerConfigUpdated F&[F.

A SNMP #5141,

BLE SNMP %
TR SNMP R, JFL T FIARERCT AR BT . sk i L Bl
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BIR &M
m A SNM [EBFILEL . 152 WA SNMP [#[F,
= IANACE T SNMP £4505

® 5y NSX Manager N#J42% MIB fibe, DU SNMP 205 7] DLALER AT OID fOfaBt. 5 M
http://kb.vmware.com/kb/1013445,

1  &3k7%) vSphere Web Client,

2 PRIk AIZe4 (Networking & Security) > WZEFl1Zc 25 M (Networking & Security Inventory) >
NSX Manager (NSX Managers).

3 EFE—/> NSX Manager IP il
4  LP4EFE (Manage) > R4iZE4: (System Events)iZelii |,
5 uhigeiE (Edit) DAL T SNMP %

BEIH B
il %t SNMP BEp
PRINEIL T, KBS HZ kT,
HIEA HFIC R G EIE A, FTREBIAISHE, BIMER T, ez,

g, WRAGFEET AL, 4?—Bﬂ¢ﬁ%§j\éﬂﬂhf+nﬁrawo 558 g H—A
FealsE, DATEATI I NSX Manager I ZI10 A G0 4. & B D IOBaBE AT AT &4
SNMP £z 75 85 it
By Fi e 2 DU/ BB A HE BT BT
LEAS I SNMP S IN, AAZUIE S LNy
Bl Hittk - BT FAL 1P Motk ek 52 A PRAEI 42
Fell s 1 - SNMP J221505 B IA UDP 3 112 162,
PR TR R - VR am R B —0 55 42 R4S B
CUEH - HEmizdi oy e 5 kR

6 LHEE (OK).
KA H SNMP JIe 55 K5 At 213807

i
o

$E
KA SNMP il B 1 EH LA, 1S M5 UE SNMP [P & o

I&IE SNMP [EMELE
TEH RGN I R G EHEZ 1T, 238 ) SNMP IR 55k 53 SNMP 275 155 TAE,

AR &
FIABCE T SNMP, 152 D & SNMP 41
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NSX EFEHEH

S
1 I5UF SNMP it B b 4z
a FETE (Manage) > RZiER4F (System Events)it i <.
b 4R (Edit) A SNMP 15 .
ANEL RO TEAE P
c HBHE (OK).
K firfs SNMP 2075 % HiH 4 OID 1.3.6.1.6.3.1.1.5.2 [fJ warmStart [#4f .
2 it SNMP JBCE sl [l
a Qi SNMP BRSO AR EIFARE, E5IE SNMP B2 f 5 AE e B s 1 s T,
b & “SNMP #i5” iy, A EOT TR e 5 e,

c W SNMP B8 & 5 4 pss - B2l 245 OID 1.3.6.1.4.1.6876.4.190.0.401 /) vmwHbHeartbeat
B, 15875 NSX Manager 14555k NSX Manager SNMP ACHRE A3 1FE 3 TAF,

d 41 Heartbeat [EpHz2 11, A A AT T SNMP IS5, s ik NSX Manager Fi1 SNMP £
T3 Z IR 28 e R 75 1R A

MIE R PER
(STTVA SR AR G AR P oM IR B AR AR TIRAS , DAEAS BB tH ) B SRR - Bl

. SNMP OID Bt SNMP [@Bf “E R H” FNE S RN —, XSS M AR X e i BdfalE OID.,
i, A2k X R fERT

RGBT, e DI R G R AR

T B
FER Sk SRR o i AT
] R R
itk fil R =R - A
JEHE PRI DR E L A, Ly B A
BAMBEBUE, 1T SNMP IS, T H ™ FRT o ™ T M SR i B A Bl 1 Sy B 5 R R i b
SNMP OID FORIPAS OID, A1 5 A eI+ A i OID.

BRANEOUT, RsHAmA . R EH TR, Z R ek BB R ek BER T R 4 OID
g, 4 B AR M 4H0m %0 OID BT OID 1.3.6.1.4.1.6876.90.1.2.0.1.0.1,,

SNMP [ABfFE R VPR SRk iz FERE

J TR LB IR I DIHE] Fe sl Bt RS . uss T T 4, WA D aBt s RS o
i e NG SN
ARG

ik SNMP 5 0] FH, 152 WAL E SNMP 4 1,
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L
1 Z%%) vSphere Web Client,

2 B FNZ 4 (Networking & Security) > BIZ5 1225 (Networking & Security Inventory) >
NSX Manager (NSX Managers),

ePE—/> NSX Manager IP i,
BT (Manage) > R4 (System Events) ikl 1<,
15 “RGEGE EB kB RS H

o g A~ W

kg (Edit) () Blfr.

HEM T 4mE, WA g bR TR . T LU &4 i R Ja TR S

7 N FhE b s R G EE

8  WAETEMEN fE R HECh CTUE” ik Y SNMP FE (Enable as SNMP Trap) i A
9 HHHAE (OK).

10

(Ale) EFREHTER (Enable) (¥) EFRokZE ] (Disable) (@) BbR, VASSUFekEE - &k R gt
B

M (A) sikEEH (Copy) (2 BIFRLALE— ek A T84T IS A

NSX ZFHFiE]E
BETF H ISR R R 2ok R B TARRAS, B AUERIs s ra NSX -, XS Eem,

NSX Manager &3 (2 T NSX B, Cfahilas . @A ACHMIk ok . 2t By KRR LUK 78
NSX Manager Ul it APIHIECE AT 2 . 72 B3 vCenter HURIEAMDCIIC R (AIEAL K
L) -

WA DE I NSX Manager fll vCenter, £ SR AR AT AEAND 55 TR Faf Tim AR i . BN
I B I 2 AT NSX 254036

NSX Manager &3 7] DA% dA T, T AR/ | A H BB R R g T
FEBAELL FE L BT84

= JlifT NSX 5 vCenter T4 2 1l .

= HifT NSX i} vCenter T4 ).

BT NSX S HAEMREAC S 25, BN, Bl NSX Controller, iZ#RAZHuA) . WHHH H#5 . Edge
ARSI | 4 TR AN K % T 2 I o

w LRSI S SR
w PTHCRES 2 HEMZ .

BN 2 4 [0)VR BIFEE FIRIRAS, K NSX 444545 (41 NSX Manager ) 522 H404: (1
vCenter, =~ A MalT THE ) IS0t RERRD
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%13 NSX Manager #iE
PR DA B TR A s 25 3 K2 1 NSX Manager £k

fnl DL T NSX Manager L1555 Web Fifiak NSX Manager API fil i NSX Manager £ FA I . 2543
SR ] DA BE AN L A H R

B SAFARATE] NSX Manager 1] 5 [A]ff ke FTP 5 SFTP /7 # . NSX Manager £l {ufiic i . k&
Mz HEER, ]ERUSETNEHT,

POAHEA S 2 AR IRAAAR ) NSX Manager 3 TiAE o B, 855 AET T NSX THEii i Bl idEE
gy, =TI, S— DT,

1 5] NSX Manager fEli% £ .

2 RRETE N, RS HAEE .

3 EHRERMAIE, W CFTP RSSO

BN RGN 1P Mk

b AR AR A, MR M R klE SFTP ik FTP,
¢ MRHETEEGRERIAG I .

d  BANERERDRGHEN AN,

e TMRMWEFTET, AN THAESMIZAN ISR,

RE LN AR, W PAESRE] FTP IkSsws, SRS B %, SRJ5121T present working
directory #5724 (pwd). #l41:

o)

PS C:\Users\Administrator> ftp 192.168.110.60

Connected to 192.168.110.60.

220 server-nfs FTP server ready.

User (192.168.110.60:(none)): admin

331 Password required for admin.

Password:

230 User admin logged in.

ftp> 1s

200 PORT command successful.

150 Opening BINARY mode data connection for 'file list'.
datastore-01

226 Transfer complete.

ftp: 22 bytes received in 0.00Seconds 22000.00Kbytes/sec.
ftp> cd datastore-01

250 CWD command successful.

ftp> pwd

257 "/datastore-01" is current directory.
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f SRR NSO T
W SCAK T BRSSO, DB RGR IR BIX ey S B, WERBEN ppdb,
T AL B 4 50 28l ppdbHH_MM_SS_DayDDMonYYYY.,

g BENEMEEIEARS DL,
TR A BRI 2 o

h  RERE.

B

Bachup L ocation X
P31 BEmE

Transter Prodscol FTP

P 1)

Usar nams .
Paggword. =000 s

Rackap Directar T — T
Fibgnams Frifx rEamgr-backup

Pasi Phiase 0 aed :

Le Cancel

4 NTHEFESN, LR
ARSI INE &R R .
5 RSy, wWmd PR SRR

Create or Schedule Backup o
Bastkup Freguenty Wby
Day of weak Fraday
Hour af day 14 =
Bhrasie
Turm OFF sty Cancel

a  NEAIER MR, BN BREEEE . AGCRAREITEIOSEREE A (AR
CEEHIR R “orph” NRERE, BN, GREEEE HeRT , WPREEH] iR M
KE, RO T BOANE TR

b ATy, PN A — T R diE .
¢ W THEER AR RS, EBTHARS O N
d EBIHASGIN . AR5 RGRE.
6 TN HERR BB R, s CHERR” SRR
a EPEENRRHERIOEE
b HHAE.
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7 PR FTP IRSSasi IPIEALE . Rl . FSRTranfE BRI, At 5 EA REIE R 0

£ E NSX Manager &%

HJ5 NSX Manager 2 845304 N33 NSX Manager 1545 o 8 SC 24201175 NSX Manager 7] D4
VilRIfLEFE FTP 5k SFTP (5. NSX Manager i tufific 5 . om0 E%,

BEE FRESO ST, A S iR TR

ARG

RJ5T NSX Manager 53 > i, @Y F #1202 NSX Manager 455, 7k Fth i AZERIAT NSX Manager #
& FIEATRRE, (HI BRI EARGR I B 3. I IA NSX Manager TR0, MITTERE 18T NSX
Manager %% o

IR IR NSX Manager BEA8 110 1 150 2 A pmeieki< sl Fax et s, DA R DAGE X 283 ok
FREHTHE T NSX Manager 4511 1P {5 BRI 07 FL A5 o
PR
1 R D FELAT NSX Manager 7% F IR .
2 FEEETY NSX Manager #55 .
FAAZS EL 451 NSX Manager & 754 .
3 BRI NSX Manager #55 .
4 AE R N, Ri#mFER (Backups & Restore),
5 fF “FTPRSSARixE" ., Hil3EK (Change)  FARIMA L.

“EOSRIE” BRI ERL IP Mtk (Host IP Address). FiF'4 (User Name), % (Password), %
#y B3 (Backup Directory). X4-441i14% (Filename Prefix) 155754515 (Pass Phrase) 7By ibriH g
WAL E

6 fE “RLIdR” ol e SRR R TN NI R AE, RJE TR (Restore).

#1» NSX Edge
Ffrf5 NSX Edge Fi'E (21 #5810 Edge MR35 M%) #B21E#5 1y NSX Manager Za #7454

QAR T 5N NSX Manager fidet, w] DAEE FHTHC% NSX Edge (7E vSphere Web Client Hi#L i EE
FEE NSX Edge b5 ) R FH G — A AT U ] B 3801 Edge A METAL.

A Fro) k) NSX Edge 25155 -

%1% vSphere Distributed Switch
AL+ vSphere Distributed Switch F143 77 i [ 20 fc 2 S 1 215048
AR B AT U ST B, X el B RENS 2 & B AR .
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ZINREINAE vSphere Web Client 5.1 gk BT mafloAH il ] . VDS % B R 24 EHE N SN A A I —3500
HITFEN

IR FEAESEAE N VXLAN DS e 2 B HY VDS I . AOGEN], 1550
http://kb.vmware.com/kb/2034602,

%1 vCenter

NPRPTNSX i, 508y vCenter ZU A HAE UM LR I

HZH I vCenter RAK Y vCenter SCY, 1 fi# vCenter & IR I 2 BELA K s AR
ARBERHIRIA, 50 http:/kb.vmware.com/kb/1015180,

5 vCenter 5.5 17 1A J15kdx :

= http://kb.vmware.com/kb/2057353

m  http://kb.vmware.com/kb/2034505

= http://www.vmware.com/files/pdf/techpaper/vmware-vcenter-server-availability-guide.pdf
5 vCenter 6.0 71147 15z :

m  https://pubs.vmware.com/vsphere-60/topic/com.vmware.vsphere.install.doc/GUID-539B47B4-114B-4
9BC-9736-F14058127ECA .html

= http://kb.vmware.com/kb/2110294

R
lzf.il T

e — M E AT TR, SRR NGRS gl . B E, Ht e X
WRE R L B e B FRE e s et o I B h RS TR B SR LA Bds 0 8. S1RirgnE B
AFEIR . Bbr. NHREFAIEEM R0 o A DA S b gifs Bl GRS k85 DA se v sk BELL- R

Al DA E 2 A i i, s TCP UDP. ARP #1ICMP %5, [t4h, ik il DA E e il

P N k/ sk TCP A UDP #d32, en] DAm it 5 e HEES i o
R, PlE g W e N BGIE T EL A T 2 IR S5 A A 2 ik
HEEREMRIEHIE

AL AL E R e RE B N A e 2l o BRIATSOL RSB Rid 25 24 /N8R, SOt TRIBOS—/N
I, I TR B P o

HIRE M
FARHER C M2 e LA 5 T B AR B LA S fim i e A3l . 7H 2 I NSX 223865/ o

EZ3
1 &%) vSphere Web Client,
2 WA AE P B ggANZ2 4 (Networking & Security), &5k PRE TS (Flow Monitoring).
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NSX EFEHEH

AL TR (Dashboard) i fHr,
BB R (Flow Monitoring).

Izt BT P RERS 2 LIRS TR] o DLIRITIERE s e i it . B AR I it iR SpoofGuard
ENTRRiRe B INAS B o e 22 4E S8 SR T
ZHURSSIEIER S B

Sl
Flow Monitoring

ARG RIS OB . AR DO O FETUR S5

| pashboard | Datails By Senice  Live Flow  Configuration
NSxManager: [ 1011047171 |~

Floves Alloweed 71.43% Blocked By Rule 23.57% Blocked By Spoofguard. 0.00%
l Top Flows | Top Destinations ‘ Top Sources l

Service

Time Interval: 82172013 1:48 PM to 821/2013 2:03 PM E

Protocol:port

TCP:7474

TCP:3128

NetBing Session Service (TCF)
HTTP

DNS-UDP

360000

3zooon |

Bytes

354634
20253

15626
elitata)

H4fil

Packets

a7
91
108
B0

28

Sessions

40

280000 | |
l
240000
\
[ 200000
o 1
® 150000

© TCP7a7a
|
120000 1

TCP:2128
|
20000 \

© MNetBios Session ...
¥

1

40000 \

l

O DHS-UDF
-8 |
0 g

812172013 8/21/2013 2142012 812172013 8/21/2013 2142012 812172013 8/21/2013 2142012 812172013 8/21/2013
1:49 PM 1:50 P 1:51 P 1:52 PM 1:55 P 1:56 PM 1:59 P 2:00 PM 2:01FPM

1:54 P

2142012
1:528 P 2:02 P
Time
DA =3I R Wi

mEgHE R

»  FEEE (Top Flows)Z 5@ N TR BEN AR SRS FIH b Sm e (R R0, imdEsE
BUBHEOED) o A BoRm R m AR S . T e i e A RS2 R I R
»  REEEN B (Top Destinations) i <5 & I FIE PN AR NS e . ALK Borim i
BT L R
[ ]

O

PeRBESHOUE (Top Sources) it 7 B A MR E. ALK 7

IR E IR AN
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5 HEIRSFIHFLME B (Details by Service)tlii .
BEALHE B TR IR S T A R R4S B RIFHITRE (Allowed Flows) el g s e Vi e
21, BHIERIE (Blocked Flows) Uiy < i PH I i .
AT LA IR S5 2R TR 2R

Flow Monitoring

Dashhoard | Details By Service | Live Flow  Canfiguration

NS¥ Manager (1041047171 |~ Time Interval: 82372013 B:10 AM to 82372013 B:25 AM 25
[Ailowsd Flows | Biocked Fiows | [ Fiter |
Type Senvice Bytes Sessions
UDP DHCP-Server 1954 g
TcP TCPAT4TY 2224 1
OTHER IPYE-ICHP:0 1872 18
OTHER ARP 1198 26
OTHER 0t 162 2
uoP MTP Time Server 162 1
M (a rind -] Giterns [~
[ Fiter |
Rule Id Time Stamp Source Source Users) Destination Packets Actions
1021 IT2013 B-15 AM 10.112.243.233 & Unknown 101121935 2 Add Rule  Edit Rule
1021 B/2H2013 615 AM DB_server & Unknawn 101121925 2 AddRule  EditRule
1021 BI232013 615 AM winiZrdpclane & Unknawn 101121926 2 Add Rule  EditRule
1021 IT32013 B-14 AM 10112243214 & Unknown 101121936 2 Add Rule  Edit Rule
1021 Bi332013 612 AM win32rdpclane & Unknawn 1011219346 2 AddRule  EditRule
1021 8232013 611 AM 10.112.243.229 & Unknawn 101121926 2 Add Rule  EditRule
1021 BI22013 13 AM win3Zrdpclone & Unknown 10.113 A0.150 12 Add Rule  Edit Rule

6 BTSRRI R se VB 2 R A
7 AR ID (Rule Id) W] iz 4TS B

EMiRENEERRNERERE
ATV (AR T BN SRR O R SRR I

1 Z%%| vSphere Web Client,
2 NASH e B TP s PR A2 4 (Networking & Security), 245 ZeiimE %% (Flow Monitoring).
3 AN EIRE (Time interval)si 1) .
4 RPN RI B BN BT ah HITFNSE R H 3,
R PAE 5 it e AR BRI TRV B T A
5 HLHIE (0K).
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TR B MR R B AR NSl 4R 48 B AR A

WA BRI TRANE S, LRI, R 5 B R R =R s, DA R0
BIEEE Fe A EiRE A

Bz

-—

515 vSphere Web Client,
A SR e e 28 2z 4> (Networking & Security), X517 E %1% (Flow Monitoring).
AR S ¥ 40/ B (Details by Service)itlii .
BERAIRSUEE HiRE.
MR E IR R, K Bt IRSS Fovr el B4 B A o
5 BEFEAM D LAEEMM RS o
6 PUTLANEEZ —:
w BN, SEPATEL MR
1 HEHME (Actions)| 144 (Edit Rule).
2 TSR, BREERR T,
3 HE TE” .
w BRI, EPATEL MR
1 ERE (Actions) S HUERIIAN] (Add Rule),
2 SEBGRBLAAIEN o 7T b KRN R B (F B, 152 WS INB KRR
3 ILHE (OK).
SEE RS AR 2% D2 73 K AU D) TS

EELRRE

FLAE A Ve EA R s A\l UDP A TCP 4% . BEEM A UL RIS, PIUAE—& 151
EEFLD-GEDPRNSN R, 5 -G HHRN EEE S e RIS E .. 5 TURE &
PRt , NSRS R 2 WA 5 AU KA .

A7 SN AR 2 N NSX Manager FTAHR REIM LI EfRE

A W DN

L7

1 %&3k7%) vSphere Web Client,

2 NWASHTE R P B FN224 (Networking & Security), X5k ERE R (Flow Monitoring).
3 LSRR (Live Flow) Gl .

4 R (Browse) ik B — NI o
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5 HEEs) (Start) UM AE E SN .
TR AR 5 FPRIHT—K . PIDAMRIRT#R (Refresh Rate) Mg i e AR

Flow Monitoring

Dashboard  Details By Service | Live Flow | Configuration

W Manager: | 10,24.130.213 |~
Live Flow will be shown for the selected viic. Please select a viic and press startto see the live lows

whlic app-sv-t2 - Metwork adapter 1 Browse Start Stop

Refresh Rate: | 5 Seconds [-] Hewe active flows Flows with state changs Bl Ter minated flows
Ruleld  Direct Flow T Fiot 3 IF 3 Pol| Destination(p | Lonation stat '"°°"'i"g GOl | BhERIN Outgoing Parkets
irection on Type rotocol ource aurce ol estination - ate S —— . utgoing
1026 ouT Inactive 1721640121 43093 1721640131 3306 FINVWAITZ 747 2077 q

6 SepE SRR S, iR L (Stop) LAEEGZN NSX Manager 5T SEU LA IR

(= wih =R SR El S

AT R R I s s, T DARS S B . nT DA fe e HER A A e 2 e s s . 1)
an, fEnlRe %ﬁkﬁ?*/\Fiiﬁﬂﬁ%%%U\lﬁ%ﬁiuiﬁgﬁ( i, B, WURAETE R RE UL 11517 Nessus
P, PTREA BRI E . BT DAEC . IPFix, FRERE R E RSB R BG k% T H B B ERs .
IS IEE R AR IPFix i . IPFix i SoE IPFix WEERSIO YL I,

IR
1 Z5%%) vSphere Web Client,
2 NS E IR e L RN 224 (Networking & Security), A5 iR %1% (Flow Monitoring).
3  EFECE (Configuration) i<,
4 R RREREIRD (Global Flow Collection Status) & /1] (Enabled).
BAEEBAE R (HEEREE (Exclusion Settings) 15 IS RN ) ISR A B A REAH SRR & o
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5  SHREIHEA, i T REHER (Flow Exclusion), Jf4%0L N LB AR,
a REEHERII N SR .

Flow Monitoring

Dashboard  Details By Service  Live Flow | Configuration |

NSX Manager: (10110893 [~

Global Flow Collection Status: Enabled Disable

Flow Exclusion | IPFix

Exclusion Settings

Syatern will not colfect fows that match the specified condition

Filter
Collect Blocked Flows
Collect Layer? Flows
Source

Drestination
Destination ports

Service

Syatern fa configured o coliect ali firewall related flows except those that match the conditions specified Helow

fes

system-generated-broadeast-macset, 224.0.0.0/24 255 255 255 255

138,137

Detail Collection Policy: (Click Save fo commit changes to sefiings)

Collect Blocked Flows: (2 Yes (O

Collect Layer? Flows: (=) es ()

Save

b IEENTHEFEE.

puz iz

W SRR L o
WS 2 ERiR
R

B A

il&4

¢  TiLifRTE (Save),

VMware, Inc. { BT AR .

HEUTREL

WP B HEERBLIE A

BB T HEBREE 2 E .

A TR SR

1 AR (Ad)EAR,

2 fF CEmET P, EEAINIARS.
3 WERREHERION S

AR I AR R

1 LA (Add)EAR,

2 fF CEET R, RPN R
3 BEPETHEBRIIN A

HEBm IS E I R
BENTEHERR I 5

HEBR MR 55 AR 55 4 it

1 PEHE (Add)EFr.

2 BRI IR S R IR 55 4.
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6 B EmEIREE, W IPFix, HAEIHDL NS BERE,
a i “IPFix Bl 550444 (Edit), 85 %458 IPFix BdE (Enable IPFix Configuration).

b 7EX%E DomainID (Observation DomainID) H1, A FIARIN S H B EISCRAR 0P ki 32 bR
T,

c  {IIEEhA S HABE (Active Flow Export Timeout) [ N —/ M TE] (DL EAT ) |, &t ixBE
A S, TEShAeE S B R 2SN 5. I, GnRpia st 30 20 aab THE ShR A,
FHL S HEI S 5 408, MZrEe e EL A P S 7 2. GBI &2k, TEEhIIN 5 %K.

d  ZRr£E5R 1P (Collector IPs) 1, By “URh” (W) F&RE, FEEAEREEZS IP Mokl UDP 3511,

e EHIE (OK).

B
{38 P BT DA 75 1 vCenter 7RI Windows SEHRALLIE 6 6 IO . EPT WUPEAT B TR
AL 2 2 S B E AT

LA RIE ATRERNUE THREE A SR LA TnWIRLE i FIRE o = BB D AT AR pim sl 2, LA TR B R T
IP OB KA 7 IEAZ U T AR . il e BT AN TR P 2O R (B 8, TRl lda rl LR s i 22 45
WAL T 1P AT 28 (R AIRZR 3 S e

23-2. HETHEIIRE
& Y P
o ) ] [ e | &{

VMware ESXi Active Directory

iR Bix
172.16.254.1 172.16.112.2

yimahkads B TEdRCEER, FTLAs T A E Nk (O OB TR AU ) DA kit (BRR
FFE TERARRRINAZ B LA K hIR] T IRSS#510 AD 41) .
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23-3. £/ iEEhEIE BIEIIREE

John Y
o . R
VMware ESXi Active Directory
mp | aD@ Iodhed 5 BRI B IP B#R IP
s IR B ZFR perth
John & Epic.exe DoctorsWS13 EpicSVR3 172.16.254.1 172.16.112.2

HE A Linux B EASRAG S o

IR EiEB S

PUH BRI TAE, EIP T LB EEE R, fudhiZead Guest Introspection JX 57 H1 Guest
Introspection FEIUAILA M R I NSX TEEh Y. s, £t m DAEE R IR S5 4R b il s O KB AU Lo

ARG

m NSX AIE 2R HAEF1B1T.

®  NSX Manager 715 AD IR 55 %%

Aico

= vCenter /if LA S — Nk Z > Windows 5[ KEUM L.

®m  VMware Tools A 1EAE Windows 5[ ERINL Fisf T H i BhiAs

VMware, Inc. { BT AR .

HEESEK, Ay Windows FEFMLTI oS5 Az ik 55 2R U LA TIE
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NSX

B

1 7 vCenter Ji5 Bt Windows FZiUAL |, 4% Guest Introspection SXEIFLRF ( aniiRess ) |

a S EEHEERVEREEF TR (Control Panel\Programs\Programs and Features), 775}

VMware Tools J{- i FFE % (Change).

|ER * Control Penel » Programs # Progrsms and Festure:

e Uninstall or change a prograr

| updates To uninstall  program, sebect it fram t

=+ Features an or

Organize =  Uninstell Change Re

~am fi

ST Mame -
Bl dcbe Flash Player 17 MPAPI
& Gocgle Chrome

[T Microzoft Visual Cos 2008 Redistriby
[E T Microsoft Visual Ce + 2008 RedistribL
B Microsaft Visual Ce+ 2008 Redigtrby
M hicrosoft Visual # 2.0 Redistributabl
@ Mozilla Firefox 32.0.5 (26 en-US)
EiMazils Meitensnie Service

B TextPad 6

(5 V¥iveare Client Integratson Plug-in 5.
(5 Vhware Client Integration Plug-in &/

HE.- P P
@ Change 5
@ Repair D

b LLFBH (Modify).

c ff VMCI IXEh#EFF (VMCI Driver) i, ¥.:; Guest Introspection IXZIfEFF > I IhAREK 2T A

HHERL | (Guest Introspection Drivers > Will be installed on local hard drive).

vymware

ik the wons n S tree below bo change the way festures will be nstaled.

= | LISE Mouse Driver A

Select ko install Guest Introspection
SVGA Driver Than Agent on the virtual machene to
|| Ausdie Driver be protected by Guest
VMMt MIC Drivver . i
Wolume Shadow Copy Seraces Support This feature recuires 4298 on your
VICT Drever B harddrive.

I 3} Guest Introspection Drrvers
= Will be installed on local hard dirve
8 Entire feature will be installed on local haed drive

¥ Entive featune will be unavmlable

[ el Il sk Limige: [ <moe || mext> |[ canca |

Guest Introspection X ZhF 72Kl TF7F &) Windows eI iz TR AR, JERE B R A 5]

Guest Introspection FE1IH1.

VMware, Inc. { BT AR .
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245 Guest Introspection FEIAL.

B VMware Tools 2238, ileF HE X (Custom) e, 7£ VMCI SCfFkr,

£ Guest

Introspection JXEH#EF (Guest Introspection Driver)., ZkAEHL T, QEELjJ&Ek??EJiEPHLW
BT 2% VMware Tools G s INEXSHAE T, GBI TIA N1
a f{r vCenter Web Client i1, Sfi% WM& 4 > &3 > fk%5HF (Networking & Security >

Installation > Service Deployments).

b USRS

c &Pt Guest Introspection,

d PP Windows FEFLHLI M LEEEE

e PHAHNIOBIEAE . LA IP FHLHE L, Rk Guest Introspection |

BIEFHAECL 1P .

'[;.Duhrmuumm

UL ] DHCP, i

L]

+ 1 Salect services & schedubs Ready to complete
Revew setings before Sinishing the wizard
" 2 Select clusiers

+w 4 Select storage and Schedube ai: Mow
Management Network

Sarvum Cluster

4 Ready o complete

@& Guestintrospection  (ffy Compute B
i Guestintrospection [l Compute A

Ditasices

B ds2
B ds2

Fastann
& Compute_VDS - Mgrmi
& Compute_VDS - Mgmt

Back

F wmigerreant
puesl-introspacion
puesl-introspacion

Finish Cancel

IE 2255 Guest Introspection FEIUAL, FEAMREERNIVEE N T | &2 d—A,

= [l Compste A
152.168.210.52
wrmdows T -Epp

inux
m Guest Introspection (2}

s linus-web3
B [y Compute 8
@ 13216821053
db
Gusst Introspection (1)
R
[y windows7 web
& [flj Hanagemert and Edge

VMware, Inc. { BT AR .
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3 Yf Windows R4l b e TG sh 42 .

a

b

4 (Hik) BHEGZIER vCenter MRIAIZK, BE SCEIZASH BRI

a

1EENFNFEEEE (Hosts and Clusters) /&, 28 Windows FE4LIML,
Wi+,

f£ NSX ifshifidzrh, HihZR% (Edit), A5 HL15E (Yes).

vmwarg: vSphere Web Client L E

Hamganor & | [pwindowsT-app | Adions =
4 Home o i Cettng Staned | Summary | Mondior  Manape  Relshed Dijeds
D @ 8 g
o (5 VER VAR 11028

+ [ Datacwter

= B Compote &

R 19218821082
&, Guest inrcapecion [2)
%, tinus- app
& tinus-web3

wendows T app

et T Micrgas® Windowy T (HLBE)
Compalbity BN 0 aad i (VM veraos |
Yilware Tools Buanng versign BUM (Cumend
D P B0 D01 verveans com
FAdaresssy.  1TLI822.100

ven al 7 F addrenaay

synch Remote Conpdle Hede
) ! Dewnioad Remole Consois :I
= I Cowvipesin B

12 18a 1053 = RE5X Ay Wonforing -
S “Vrtual Machine Dula Colleciion w* Enabied
& Guasd inred pachon (1)

2 rua-wap

ST A A s Windows FEFUN LT & I 03,

PRJF SRR (Summary)ik

7 vCenter Web Client 11, i % IZ&FI2c4s > IkR554RHE (Networking & Security > Service

Composer),

FiiE s i BB EE (Activity Monitoring Data Collection)z: >4,
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c JEXEIAMATHEAIN, DASEF RIS Windows FEIUATUN, X ECEAUAL H 252 thida
d EEEEE RN AR 2 A EN TR vCenter X5,
ER AT Sh i s AU R NUR B 3h 602 BIS s s e 4l

FELA oI, B ZARVA “win” KIS B s inElibshin s a4l . X EREIX R IL
K BRI s

i el Seciirity Gicmip L
w1 Nams and descrition Rnsdy ko compiele
w3} Defme dynamic membership
Hame Aty Womitanng Drala Cokeion
w3 Select oljects o inclide
Chescripioon
w4 Splecl objects lo eachede
o Soope Glooa

5 Ready 1o comphete

[rynaimiie mssmbserahip

klgemibars masiching (Any) of ihe criless Balow

WU Hame Saits with L]

Oepacts to Include Oibjects by Exchude

(3 wingewsT-app
B wndowsT-wes

Back Finggh Cancgl

iEshiEiE g =

A B AR R Rk s 5

Xt iz A #2 Fr 9 B P73 [a] A FR

1E{B A ACME Enterprise 2\ wlH, A Sevr £ bk P o Tk 2% 7 1 e e NIRRT o
HAZ RIS ARAA T

w SRV U s 35 B AR T

w (SRR R RO A m IR S5 1

m (S ARRE P4 U T R ) i ]

FRIEVA AL, 2N ml s AR P sl 03 TR TiAR,, (R4 A%, HHahls, ACME Enterprise 1)
LAPRE VRN GSEE DI T LA U5 [7] MS SQL Server,

SB
1 &%) vSphere Web Client,
2 i PIgANS (Networking & Security), A5 i3G5 A% (Activity Monitoring).
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3 P AMEES) (Inbound Activity) i+ .

4 {rii%EH (Outbound from)H1, FHIRE NFFEE LTI AD 4 (All Observed AD Groups), D&%
K E R BRI

5 7 BiRENIAE (Where destination virtual machine) ', %P3 (includes), Tk rER
RILH BArEERIAL (all observed destination virtual machines).

6 /BN FREFALE (And where destination application)r|, JE#fUfE (includes), G LR
R EFRN HFEF (all observed destination applications) /{12t £+ Microsoft SQL Server.

7 H.[;38% (Search),

FREER DR AETET e T MS SQL Server, i, BOHAL (BIAN55E HR) £ET5IRLIX LAk S

8 I/ DL B E (Outbound from){fi4 F h HR FllllA 5% AD 415K St 25 11
9 4% (Search),
AR, X DA IX EE4H g F PR eI 1R MS SQL Server

HEF ORI HERF

VE R Ze K% —i 55, ACME Enterprise 7535028 E Bl O FT A N R o XA B IR A 1% (5 B
BB AR HE T R SN R P S B AR FE

John /2 ACME Enterprise [ =8P b1, AN RN Internet Explorer 5[] SharePoint Ik 555,
HAAEEN R (Bl FTP 2k RDP) AILATSIAIIR 5555

SR

1 &% vSphere Web Client,

2 EgAIZES (Networking & Security), SX)5 it iEBIIA# (Activity Monitoring).,

3 HEERIAIESD (VM Activity) i .
4

TFRERWIAIE (Where source VM), 16E35 (includes) ke T R BB (All observed
virtual machines), DUiliiok &L AT BRI

5 {FBRERIAIE (Where destination VM), 258935 (includes), HLl:Fra T IR (Al

observed virtual machines), #XJ51%#¢ SharePoint Ik 5575 .
6 482 (Search),
R Y App PR EHR (Outbound App Product Name)%!) i i il Internet Explorer X

SharePoint IR 354 T 7 Uslnle X EEADN F) M8 R 450K, 1% SharePoint Ik 357551 7 /M85 A B
), AR T A s R 7

PN TER, BRGSRE R DR, AR, SRR R ETER B IR - (4
AT AD ) IUTEARLE S
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BIEFT ARy Im O

DY John TR EI A AR FIREF 4 RE V1M ACME Enterprise 352 diflessav/m, At rT VAR 24 m] 5
TIUYHE AR G 75 3

HIRE M

ARV IR RS P dgaerh, B EE 01 John ELWI%E | ACME Enterprise Jt 5 IS wsiiniin. BAE, fib
BT M= 5 IR S 25 8] MSSQL Server (135 R iy UM s AR AR F 3 E 1T

EZ3

1 l#EET (Go Home) X bk,

2 i} vCenter T (vCenter Home), &S5 il EEIAL (Virtual Machines).

3 & win_sharepoint, A5 5T IEEE (Monitor)ielii K.

4 5 SHAEE (Activity Monitoring).

5 7 BB (Where destination), 15 win2K-MSSQL .

6 fE{E (Search),

FRAR o ML= Rl S5 75 2] MSSQL Server [iitt. H/ (User) ity App (Outbound App) 415
SR RGNS MSSQL Server, X thJE John TS FIf04EE

NI H (Inbound Port)Fil App 51K 547 15 AR S H0E H ARk 3575 127711 MSSQL Server,

T RERPIIdRE 2, John JCiEAE Web ST A R T 4T, (2 n DL se e g R L, JF
i 20t T A T 700 [ PERBL CSV Mk RSP

B RERW S

LR T IH B 5 21, WAk vCenter Server F [ — ANk 2 ERINUS HEIRICEE . fFiafTiZdRs >
B, NAAER RIS TR SR ES, AL A & i .

PRIE N %10 AD I8z #5 M NSX Manager. 152 LI\ NSX Manager 71:/} Windows i,

TR, B OURER s e . MR R N IR KRS MR EELLE O R I L A2 S e AR v
E—TEMI LR REERE

DAHE IR = D T 2 e, AT s T ihshi s ko

AR &

SR

1 %5k%) vSphere Web Client,

2 il vCenter, A5 HLTREINLAIEEAR (VMs and Templates).

3 FEAMS B AR PR AU Lo
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HEETE (Manage) il |, SAJ5 LR (Settings) il k.
fEZAMTAAR L NSX 75 B HEHE (NSX Activity Monitoring).
g (Edit).

1E “Ziih NSX ih i s B et i AEtErh, FasR (Yes),

N o o b

A B RIS RBIRER S

Al BRI R R AU UE L 24 FLA— RN IRz 224, IF BAERT A X e
IMBYEVAEES €l e S

WA R TR 2D Ty ph 2 e, AR AsAT i shi s ik

IR

1 &5k %) vSphere Web Client.

2 il ANLS (Networking & Security), #4511l IRS54HE (Service Composer).
3 224 (Security Groups)itli .
4

vebt TREIR ORI wad, RS L4 (Edit) (<) Bk,
5 FMASIER NI INE) %244

BB A A IR Z 2 AT R AL TR HPRAS, iR A2 L A DA MRS
AT ES RS

EREMHESIHRE

BRI A B — R —H R N

APl B R (Search) i TIBRINIR R THR SR A 1), sl ARAR AR 0K 1 A 1A

AR &M

B IR SE Guest Introspection.,

= A NSX Manager (EM— M, AT SCiEMEE., 152 Wi NSX Manager 71/ Windows fif,

w A REAIL S PR

SH

1 %55 vSphere Web Client,,

H g2 4 (Networking & Security), X5 H%Eh 5% (Activity Monitoring).

¥R BERIMIIESD (VM Activity)gemi .

HEIRAE (Where source) 5 15k, e EEE A H R ulin st RN L. 48 R ECR e b LA

FEAR A HIE BRI S Z S

5 i HRIE (Where destination) 50115 Rz, WEEEEEA H RN RIEMNL. Fo2RK izl
USRS RIS 2 HEBR AR A 2 b

A W DN
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6

7

¥ 1 BN (During period) () Fibz, SR vk ARG AN TR
Hi#82 (Search),

IR RE e P S TR R R A R . B AT AT B ZAT I TR (S B

AT DA B ST T (T PR S M T E A e R R, KL osv KR IRAEEI A
FH

EENWED
FSTTDLRIRRUE G . 264415k AD A1AE RS BHIOFTH N it
23-4. ERENUE

KU

AAA

KHE Zaf AD 4

FIPA I PR (Search) (i HIERINE R AP THUA AT ), sl AR R 2R 1 A

AR &M

B

A W N

()}

10

AT 2425 Guest Introspection.,
WA NSX Manager J—Mik . A S8ENOE R, H2 M0 NSX Manager 71/j Windows Jif .
WAAUE— B AR A RO

o1l vSphere Web Client,

HE M FIZ 42 (Networking & Security), AJ5 #7753 (Activity Monitoring).
L NBEESD (Inbound Activity) i

iR (Originating from)s5 i) [15E4% .

PR A TR BN ] AR,

fERERRRAY (Filter type)rft, WbFe— P4, ML “TE” .

7 BRI E (Where destination virtual machine) ', %A (includes)iiHERR (excludes)L
TR M A8 & T A S HER AT SRR AL

il BARERWIALE (And where destination virtual machine)s% 0 [14554%
RN R, SR FREIE (OK).

1 BinN BRI E (And where destination application) |, E£HHE (includes)=iHEER (excludes)
AR RN AR 22 e dd A 2 HERR e BV AR 7 o

VMware, Inc. {8 AT 4R 339



NSX EFEHEH

11 i AN AREFALE (And where destination application)52 10 15542
12 BBk AN IR, SRIE R HERE (OK).

13 w3 (During period) (B) Eibr, #4/5 vk B2t gL
14 #138% (Search),

O S R E SR IR R AR . R ASAGRIE AL, BE G U MR E R NI R P
JRUIENSES

AT DA B o ST T BT B S U B E RO e R TR, KL osv KR IRAEEI A
K

EFHEEED

LA G LA e I A TN RS, ARG PR G IR AR e 2 P i FAR i LE rh— 4R e
RS e . I8 PTDURBIEAE TS AR E B AR i ORI L AR, X T AR B S A2 75 e 22
PRI P BBl K o

23-5. &EFEHLFED

RE A0 RE AL R AL
H’-c é f A SharePoint
AR &M

B R4 3E Guest Introspection.,

= A NSX Manager FEfH—Me Ao mrIE S, 152 Wi NSX Manager 1A Windows 1,
A A AL LS AR .

SB

1 &3k7%) vSphere Web Client,

R4 (Networking & Security), A5 35 3h# (Activity Monitoring).
O MR 3575 S) (Outbound Activity) el -4 Tk rhH RS,

HiF3kJR (Originating from)52101 5z .

I i o Guest Introspection & BT 4 .

5 EPEEEE SRR AR T AR AL,

6 {rfidtas (Filter)h, WHE— k24, KRG BEHTE (0OK).

7 (N FAREFAIE (Where application) |, JEHfUFE (includes)=iHE: (excludes) )L 15 48 N AU 75
BRI N AR T

8 ML NFEFAIE (Where application)s7ih (1554
9 BN R, REHRTERE (OK).

E N I
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10 7+ B#rzE (And where destination) ', %PHE (includes)= RS (excludes) AT <48 R 4045
R EHERAT e B L

11 i A2 & (And where destination)s% 10 {55 .
12 BBk, R RERE (OK).

13 ooy (During period) (E) ks, SR b 2 it a1 B

14 132 (Search),
RENBIMAEE BRI o

O R o H B E S IR R AR . B M TR &R 5% AD AP O R E N R R U IR AE UL
A SRR B

AU A T T B PR ST RO R AT IO, 53 osv Bk RAEIRA-
i
ERFRRREANKZE

DA EPE X E7S (Ban AD 4. A= ) 2 AE s i . X ) DA Bhfastfe i e 4L =
ARSSHOVGTRIAER,, HAR TS AR T Y . SLEA AD 412 [Al5C A PR B f e .

23-6. HFHEXZE

4 N
q e (o f

h—
FEANR AD A

FEARREA

AP R AR (Search) fTIERIAME R A AR TER AT ), sl MR A BOK i S
AR &M

B RN 3E Guest Introspection.,

= LA NSX Manager [N, A3 S, 152 Wi NSX Manager 74:/)ff Windows 3,
" PHHE—A A AL LS TR .

PR

1 %&3k% vSphere Web Client,

g R4 (Networking & Security), A5 35 Zh# (Activity Monitoring).
TEANE A% e P25 881F]32 B (Inter Container Interaction)Ztli |,

HiF3kJR (Originating from)5210 5z .

IR i oRim s Guest Introspection & BRI 4.

A W DN
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a

Ve B AREIAE BRI I P2 262y,
6 {EfELss (Filter)h, pbPe— k24, K5 REHE (OK).

7 fEBE#MZE (Where the destination is) 1, UEFSE (is)diAJE (is not) USRI AEI 22 b (U UL E 4Lk
sefBRE

8 B E (Where the destination is)>% 1/ 5 .
9 EEAIRAL,
10 {rifsdeas (Filter)h, etk 41, K5 REHIE (OK).

T 390 (During period) (B bz, shE RIS 2R IR

12 %K (Search),
PERS R s e S I = 25 . Bl AT M B A v I FE e A A T 1AE B

AT DA B ST T B B S MU U E O e ek O, KDL osv B RAZEI A H
FH

= FRAREARNTE
" RV

QIR EVZ27E vCenter Tf HUHE XU T A%S, SRIGUNIN T FevrxX BeAas 2 i A Tl o ), 0y m] DA bt
JE 8 (Originating from)1 B 747 E (Where the destination is) 7 BrHHEE AN A Fe s TIH A 2R 16
UEIZHUIE 75 A

ISR LAREE
WERTLEAE vCenter T HUHIE X T A%, SRIGIRIN [ HRA6X SO 2525 2 [RIEA Tl AR AR, D AT DA b %
VR H (Originating from)fIH##.E (Where the destination is) 7 E 57 (N ARSI T A k46
UFIZAUE TS A28

= UEELA A RN EEE
QRO T SRR — A28 B A AR ELBAE TR, AT DUEAT A AR UE 2 SR 75 430 7]
W7EJR B (Originating from)fIE¥RAE (Where the destination is) 7 BtHZEPE AR

m RERAREI S AR

TRAIEEAE vCenter i HLHUE N TR, RGN T —& R VPX e Rw a2 WA Bl fE sl . W)5g4sAs
SHM A AT — RS T REAAE—SEp Dlo AERT DAEBE WA A A Th ARSI IX e Al b1, DA 224
Pl BRI, WA MR E (Originating from)F1BARAZE (Where the destination is)7 &
HERAAR I s . e BARAIE (Where the destination is) 521 AR (is not).

BEHIE AD HiED

A AT B8 XY Active Directory ZHI A 2 [RIRO &, R HZEdm te e b K sk ) o
Al PLE R 8 (Search) i HERINE RSP THRE AT 1), BB HRIE A ER e X i)
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AR &M

B IR 2 %E Guest Introspection.,

= YA NSX Manager {3/ A S8ENTE L, 152 Wi NSX Manager i/} Windows 1,
AL S R

73

1 &5%%) vSphere Web Client,

i L A2 4 (Networking & Security), A5 ¥d:-7G 50445 (Activity Monitoring).
R AME A% T AD 412585 (AD Groups & Containers)i/t1ii |,

;3R E (Originating from)5210 [1Ed:

IR Rl Guest Introspection & BRITIRT A 41,

5 SRR P,

6 [rifEeas (Filter)rh, fe— sk Z AN, K5 REFE (OK).

7 YF AD 4{7E (Where AD Group)'', %P E4E (includes)ikHE (excludes) L s~ N 7E i 2 b A0 4fiA
seHEERTE AD 4.

8 i; AD AfE (Where AD Group)siJ 15 .
9 LB EZEA AD 4, KGHTEHE (OK).

A W DN

O -39 (During period) (B) bz, S5 EIE 20N RIEL
11 4% (Search),

MR o R E S IR I R A R . B AT T A MR E e B s s D5 R4S IR FE AE AD
I ARG EPS ENSM

AT DA B ST T T B S M T E A e R T ICR, KL osv KR IRIFEI A
%I I ! (o}

BERUENESE
ERANI T (MG | TSRS BRI, e BRI FAb SR i
SR

1  &3k7% vSphere Web Client,

2 A4 (Networking & Security), SK)5 it TG BN (Activity Monitoring).
3 EE (Settings) i,

4 DRPREE ARG vCenter Server,

5 HiligE (Edit).
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6 HUMErIREREEDE (Collect reporting data).,
7 EHAE (OK).

EEE'.R UIL

R — AﬁﬁﬁiﬁF%\TB, REMB AN L G e 25 10 W R P 2 R R P 2 I G2 28 0 R B 2
o WRIEE, FTLAREMIZE AR R, IR OGP IS sl 28 (0 s F ARl ks R

X T ERERAT

éﬁ%@LL@%H%ﬁﬁFH%ﬁmMﬁ&LEi%(%E&qzm\Eﬁiﬁmmﬁﬁ%m%)ﬁ,ﬁ
e B B\ 21 vSphere Distributed Switch (VDS) i1, & SR B R AL &N S

FE, ] DARIREHR B 21k BRI 2 i — a2 M s, s ot ok, SRR BdE i a i ikt ﬁﬁ
5, B IAERS IS N E OB AT, PRI nT DURAE A B o fu sl & s oS 75 i B
Rl

TG, R SR SRR WU 2 A2 ping T KM R AN o BREFFRDATIOERI AR R I A
AU I 78 2 PR EE I g e i 0 . R B i E S s, BNz R, BRI 2
ERRZ FHURINL. A, 6B NS S s bn e fma) B hrg UL, XEMeE %
HUEFWLHLIR O], BRI R R

PRESm X FFPA P e

= ZE2 R

3R

m 22

B2 EEE

AT DA Y B 8 bk 7 B G M0 IRESR IR Z N W (vNIC),  Hbri
AT PLE NSX E # e R Z T . A, Bkt NSX Edge k5% (ESG) ALY HFro
HFrAIN AR |, sl A 2aE . NSX 201 2 S rh s U5 0] H bro

QARIEAT EHFRREA AT F—28 2 JE33Eh, EREAREER N EE 2 )2, 75 NSX i, IXEME e+
[Fl— VXLAN MIZPRIATT (VNI BB ID) bo BN, 24BN LERZ 2 [F]—Z S g U, 2k A i
Illﬁo

ARACE T NSX Mz, AHIES 2 REAR R AR Z AR RIIT . 0H, WOk el (0 & 21 VLAN Jf
R 5o “CFR” o EN k" il —E o SdR U X PR E N R,

XA 3 SRR AR it 2 T AN IR A2 AL b, HEAAERR A 202 iR s (DLR)
AN VNI,

MR, FOVRUAIEE R, FFR) 2R .
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BRI EE ] e s OISR AR g, WA AR LN MAC Hililk, ESXi ALK FRERESR
Klitw. X #mE, BOERAIERIME, | RN 2 2 His MAC Hisikh
FF:FF:FF:FF:FF:FF. ZhBh KB G A B, | RS ER B AT R K, e
NSX FILATHR R I 1P W28 itk

A HRAE A Ha e L OSSO, 030N SRR T A P e AR R It

f PRSI AR . @ API Flamsk GUI, APIBISA GUI {8 Ik APL, {H2 AP S e Bdkfurh
FeE b, 1 GUI BB AT,

GUI FevF s i DA M -

= [Ji¥---TCP. UDP. ICMP,

w JESHIAL (TTL). BRI 64 ANER

= TCP A1 UDP J A Fbrom 15 BRIMEDY O,

= TCP fric

= ICMP ID MIJFA5 . M ERIME N 0.

wREFRRIERS N, AR (ms) Az BKIAMEDY 10,000 ms.

n DRI N BRIAME RN 128 5. fRAmi/ N AT 1000 575,
PGS, BRIAMEDY Baseb4.

.

{5 AR BRI B 1 THU P HERBR
FRERIAT Z A s rh AR A o

PR L M A R

w HEER LR L B R R IR A A E S

m PEVERRDA TR TR

RIS DL T RIS R P A s T 2
RS

»  PREEGIR(EEDR vCenter, NSX Manager, NSX Controller #8200 & 41 1) netcpa F S EREAEE >
[RIREAE IR
w  BERERREETUN TR, nSieR s hl R iR Ok i HAL T IE R IR
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B
1

7t vCenter Web Client H1, SiZEIETT > Mgz 2 > BRER (Home > Networking & Security >
Traceflow).

vimware" vsphere Web Client ]

—— 1
| 1 Home m

Retworking & Security

F remx whome

i Instamaman

T Loical Suiches

5 MEN Eoges

M Fuwwall

¥, SpoctCuand

B Farine integration

I 7 Serdicw Coenposar

) Daba Gecurh

» T

[a] Faow Misnitomnsg

CH Aty Moofomg

= Networkieg & Security mnlory
U nesx wanagens

T2 R/ IR £ i R 1 15 2 8

BB R UL AU

QR FERWFCES THa THRESRN vCenter Server tt, AT LAM B Zer e B A LR LR o
X BRI R, RN F AR

HFRAT A2 NSX 78 75 WA 25 5l RG22 P 2 H T R s R U, lan L. FRiUAL. 25 #sek Edge
RS, Wi HhrEia T VMware Tools (IR, I HZE I IE N s T ER 7 0[] — vCenter
Server I TEEE, AT DL FP G B FE AT URTER LA o

AN, AN ERR 1P HihE Oh TR e 2 IR, B MAC itk ) o AIRATE & il & ok
SSH 2 MRS H SRS E . Bilan, iR HFRE Linux FERRATL, MIRTPAEEAE Linux 28 isf T
ifconfig A kR IP FIIMAC ik, A T2 fhiesek Edge IkFSHAE, FILLMEE show interface
CLI i A tiefs .o

T 2 2 BRI, N T AT AR

B OLET MAC itk ibf 7224, H AR MAC HihlJy FF:FF:FF:FF:FF:FF,
TR ERR 1P bk, 7 Re6E 1P Zla G By Ak Wl A28

M5 2 R, ISR L.

HUR LT MAC HIEHETAsH

o SRR FbR 1P kb, Rel IP Bl A% ELHEGIL N, MAC M2 1P Mk S ik
o

P HAB A AT i B
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8 HREE (Trace).

. HE

MOIRRIEE 2 JRIRESARIS M AEIR— 5 ESXi FAL Fisf THRIMNHENL. X PR LR I R — N A
Hibllo

Traceflow
S

NSXManager | 192.168.110.15 (Role: Primary) |~/

Trace Parameters

Traffic Type: Unicast | ¥

Source: = web-01a - Network adapter 1 Change...

Destination: « [ web-02a - Network adapter 1 Change...
IP:172.16.10.11, MAC: 00:50:56:ae:3e:3d

IP: 172.16.10.12, MAC: 00:50:56:ae:8:6b
w Advanced Options

Profocal: [ TCP ‘ b }

Timeout(ms): 10000

Source Port:

Destination Port:

D FrameSize:  [128 )
- m

TCP Flags: Orn |~
s
CRrsT |+

Trace Result: Traceflow delivered obsenation(s) reported

1 Delivered

Sequence 1 a Observation Type Host Compoenent Type Component Name
0 3 Injected [ esx-01a.corplocal WNIC VNIC

1 % Received @ esx-01a.corp.iocal Firewall A Firewall

2 ¥ Forwarded ﬁ esx-01a.corp.local Firewall A Firewal

3 % Received ﬁ esx-01a.corp.local Firewall A Firewall

4 ¥ Forwarded @ esx-0tacomplocal Firewall A Firewal

5 v Delivered @ esx-01a.corp.local vNIC vNIC

MRS 2 R Ko BIAE N G AN ESXE ML IS T REIA L. IX A HE AL 2 ) —
N HH L
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—

NSXManager: | 192 168.110.15 (Role: Primary) |~ |

Trace Parameters

Source: # web-01a - Network adapter 1 Change... Destination: = web-03a - Network adapter 1 Change...
IP:172.16.10.11, MAC: 00:50:56:ae:3e:3d IP: 172.17.10.11, MAC: 00:50:56:3¢:cf.88

w Advanced Options

Protocol: | TCP [+] Timeout (ms). 10000
Source Part ] Frame Sz [128 S
Destination Port: D TTL:

TCP Flags Cen |~
[+ syn
[JRrst |

4]

Trace

Trace Result: Traceflow delivered obsenvation(s) reported

1 Delivered

Sequence 1 & Observstion Type Host Component Type Component Name

0 3 Injected B esx-01a.corplocal WNIC v

1 $ Received @ esx-01a.corp.ocal Firewall M Firewall

2 ¥ Forwarded ﬁ esx-01a.corp.local Firewall M Firewall

3 ¥ Forwarded esx-01a.corp.local Physical ﬁ esx-01a.corp.local

3 ¥ Forwarded ﬁ esx-01a.corp.local Physical @ esx-01a.corp local

4 \$ Received ﬁ esxmgt-02a.corp.local Physical ﬁ esxmat-02a.corp.local
4 “ Received esxmot-02a.corp.local Physical ﬁ esxmat-02a.corp.local
4 3 Received esxmat-02a.corp.local Physical ﬁ esxmgt-02a.corp.local
4 3 Received esxmgt-02a.corp.local Physical ﬁ esxmgt-02a.corp.local
4 3 Received @ esx-02a.corp.local Physical ﬁ esx-02a.corp.local

4 \p Received esx-02a.corp.local Physical ﬁ esx-02a.corp.local

5 9 Received @ esx-02a.corplocal Firewall M rirewall

6 1 Forwarded ﬁ esx-02a.corp local Firewall u Firewall

I " Delivered esx-02a.corp.local vNIC vNIC

MBUEIR T A5 3 JRIRER A Hr PSS L5 B R ) PRI AR PR 23 BRI S AR B A2 e Lo
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NSXManager: | 192.168.110.15 (Role; Primary) |~/

Trace Parameters

Traffic Type: Unicast

Source: # @l web-01a - Network adapter 1 Change...
IP:172.16.10.11, MAC: 00:50:56:ae:3e:3d

» Advanced Options

[ Trace

Trace Result: Traceflow delivered observation(s) reporied

1 Delivered

Sequence 1 4 Observation Type
0 $ Injected
% Received

b

¥ Forwarded
¥ Forwarded
3 Received
¥ Forwarded
3 Received
¥ Forwarded
\$ Received
% Received
\$ Received
10 ¥ Forwarded

w L o N O AW N

1 + Delivered

Host

ﬁ esx-01a.corp.local
@ esx-01a.corp.local
E esx-01a.corp.local
E esx-01a.corp.local
@ esx-01a.corplocal
@ esx-01a.corp.local
@ esx-01a.corplocal
@ esx-01acorp.iocal
ﬁ esx-02a.corp.local
a esx-02a.corp.local
esx-02a.corp.local
@ esx-02a.corp.local
esx-02a.corp.local

Destination: # [ db-01a - Network adapter 1 Change...
IP: 172.16.30.11, MAC: 00:50:56:ae:d4:2b

Component Type
vNIC

Firewall
Firewall
Logical Switch
Logical Router
Logical Router
Logical Switch
Physical
Physical
Physical
Firewall
Firewall

wNIC

Comgpenent Name
vNIC

A Firewan

A Firewall
% web-Tier-01

E Local-Distributed-Router

% Local-Distributed-Router
% DB-Tier-01

a esx-01a.corp.local

ﬁ esx-02a.corp.local

ﬁ esx-02a.corp.local

u Firewall

B Firewall

VNIC

YIRS T =AW R[N A LB FR T RS . AR RS BN T— A AL
(esx-01a) I, HE=AFERNULI T 5D W (esx-02a) . [ H#EMEHL 192.168.210.53 |y Hh—A 5

PWUEIER .

VMware, Inc. {82 HTHFF .
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NSXManager: | 192.168.110.15 (Role: Primary) | ~ |

Trace Parameters

Traffic Type:

» Advanced Options

Trace

3 Delivered

Sequence
0 S Injected
% Received
¥ Forwarded
1 Forwarded

1 a Observation Type

=3

3 Received
¥ Forwarded
¥ Forwarded
3 Received
3 Received
9 Received
3 Received
¥ Forwarded
3 Received
3 Received
¥ Forwarded
¥ Forwarded
¥ Forwarded
¥ Forwarded
v Delivered
+ Delivered
¥ Forwarded
¥ Forwarded
'-} Received
¥ Forwarded
+ Delivered

N o R R R R R R R W W W WM

Source: # Fl web-01a - Network adapter 1 Change...
1P:172.16.10.11, MAC: 00:50:56:ae:3e:3d

Trace Result: Traceflow delivered observation(s ) reported

Host
@ esx-01a.corp.local
@ esx-01a.corp.local
ﬁ esx-01a.corp.local
ﬁ esx-01a.corp.local
ﬁ esx-01a.corp.local
Q esx-01a.corp.local
E esx-01a.corp.local
B esxmat-02a.com.local
@ esxmgt-02a.corp.local
B esxmat-02a.com.local
@ esxmot-02a.corp.local
Q esx-01a.corp.local
ﬁ esx-02a.corp.local
@ esx-02a.corp.local
@ esxmgt-02a.corp.local
ﬁ esxmgt-02a.corp.local
@ esxmot-02a.corplocal
a esxmgt-02a.corp.local
ﬁ esxmgt-02a.corp.local
ﬁ esx-01a.corp.local
@ esx-02a.corp.local
E esx-02a.corp.local
@ esx-02a.corp.local
@ esx-02a.corp.local
E esx-02a.corp.local

LTS T AR E AR B T s 2 BRI R

VMware, Inc. B AT 400

AN
z

L2 Broadcast | hd & High volume of traffic may get generated for this traffic type.
Subnet Prefix Length: =

IP: 172.16.10.255, MAC: FF:FF:FF:FF:FF:FF

‘Component Type
VvNIC

Firewall
Firewall
Logical Switch
Firewall
Physical
Physical
Physical
Physical
Physical
Physical
Firewall
Physical
Physical
Logical Switch
Logical Switch
Logical Switch
Logical Switch
vNIC

vNIC

Logical Switch
Logical Switch
Firewall
Firewall

vNIC

HHELHITE Ol

Compaonent Name

VNIC

A Firewall

M Firewal

B Web-Tier-01

M Firewal
esx-01a.corp.local
esx-01a.corp.local
esxmgt-02a.corp.local
esxmgt-02a.corp.local
esxmat-02a.corp.local
esxmgt-02a.corp.local
Firewall

esx-02a.corp.local

e I v - e O e O e e e

esx-02a.corp.local
B web-Tier-01
% Web-Tier-01
% web-Tier-01
% Web-Tier-01
vNIC

vNIC

B Web-Tier-01
% Web-Tier-01
u Firewall

! Firewall
vNIC
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-

NSX Manager. [ 192.168.110.15 (Role: Primary) | ~ |

Trace Parameters

Traffic Type: L2 Multicast | v

» Advanced Options

Trace

3 Delivered

140 ion Type
9 Injected
% Received
¥ Forwarded

- a

3 Received
¥ Forwarded
¥ Forwarded
3 Received
3 Received
3 Received
9 Received
¥ Forwarded
9 Received
3 Received
+ Delivered
v Delivered
$ Received
¥ Forwarded
+ Delivered

N o o0 A R AR AR A R A W W WM

Source: # @l web-01a - Network adapter 1 Change...
1P:172.16.10.11, MAC: 00:50:56:ae:3e:3d

Trace Result: Traceflow delivered observation(s ) reported

Host
[ esx-01acorp.local
@ esx-01a.corp.local
Q esx-01a.corp.local
Q esx-01a.corp.local
ﬁ esx-01a.corp.local
B esx-01a.corp.local
@ esxmgt-02a.corp.local
B esxmat-02a.comp.local
@ esxmgt-02a.corplocal
@ esxmat-02a.com.local
Q esx-01a.corp.local
ﬁ esx-02a.corp.local
ﬁ esx-02a.corp.local
ﬁ esxmagt-02a.corp.local
ﬁ esx-01a.corp.local
ﬁ esx-02a.corp.local
@ esx-02a.corp.iocal

ﬁ esx-02a.corp.local

& High volume of traffic may get generated for this traffic type.

Destination IP: %|239.0.0.1 eg. 239.00.1

IP: 239.0.0.1, MAC: 01:00:5e:00:00:01

Component Type Component Name

vNIC wNIC

Firewall A Firewall

Firewall P Firewal

Firewall A Firewall

Physical ﬁ esx-01a.corp.local
Physical ﬁ esx-01a.corp.local
Physical ﬁ esxmgt-02a.carp.local
Physical ﬁ esxmgt-02a.corp.local
Physical ﬁ esxmgt-02a.corp.local
Physical ﬁ esxmgt-02a.corplocal
Firewall P Firewall

Physical ﬁ esx-02a.corp.local
Physical ﬁ esx-D2a.corp.local
wNIC VNIC

wNIC vNIC

Firewall A Firewal

Firewall A Firewall

wNIC VNIC

IR TR HIRH LR RE ICMP i i A 18 31 F bk k) o3 GBI KR M) i 25 ARt I ER BT Ol 157
B, WEREAS BTG, B EFRREALA T A— 0L g ant.

NSXManager. | 192.168.110.15 (Role: Primary) | ~ |

Trace Parameters

Source: #+ Bl web-02a - Network adapter 1 Change...
1P:172.16.10.12, MAC: 00:50:56:3e:f8:60

» Advanced Options

Trace

Trace Result: Traceflow dropped observation(s) reported

1 Dropped

Sequence 1 a Observation Type
0 B Injected

1 3 Received
2 @ Dropped

VMware, Inc. {# 82T HUH .

Host
@ esx-01a.corplocal
@ esx-01a.corp.local

ﬁ esx-01a.corp.local

Destination: = web-03a - Network adapter 1 Change...

Compenent Type
wNIC
Firewall

Firewall

IP: 172.17.10.11, MAC: 00:50:56:ae:cf.88

Component Name

[l i

P Firewall

A Firewall (Rule - 1013)
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MBLEoR TR H BT Edge MRSSWIDCH) F it RELRIMSOL, B14n Internet BisZiifid Edge /IR 55 M4
SRR HAEATN S F AR L 1P Hiotike Mt B Se vl PR Rt , IR T A — b s nTaimad 53450
R haY (DLR) IR A FRR SRR IR o

- B

Select Traceflow Destination ()

Destination IP address should be on the same )
& subnetorshould be reachable via the Distributed
Logical Router

IPAQOreSST  #|40.1.23 | &

() Select Destination vNIC

il >

]

] > -
5 items

[ 0K H Cancel ]

MBIEoR TERERR H R AT A TR E AR R SN EHE O o

Traceflow

NSXManager: | 192 168.110.15 (Role: Primary) |~

Trace Parameters

Traffic Type: [ Unicast | -

Source: # app-01a - Network adapter 1 Change... Destination: = db-01a - Network adapter 1 Change...
IP:172.16.20.11, MAC: 00:50:56:ae:23:09 IP: 172.16.30.11, MAC: 00:50:56:ae:d...

» Advanced Options
‘ Trace

Trace Result: No delivered or dropped observations reported

Sequence 1 a Observation Type Host Compenent Type Component Name

0 \$ Injected @ esx-02a.corplocal wNIC WIC

1 Lf Received ﬁ esx-02a.corp.local Firewall u Firewall

2 ‘ Forwarded E esx-02a.corp.local Firewall u Firewall

3 ‘ Forwarded E esx-02a.corp.local Logical Switch E App-Tier-01

4 “ Received E esx-02a.corp.local Loagical Router E Local-Distributed-Router
5 1 Forwarded E esx-02a.corp.local Logical Router E Local-Distributed-Router
6 3 Received [@ esx-02a.corplocal Logical Switch % DB-Tier-01
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NSX Edge VPN FEi & =4l

IEJ5 %405 NSX Edge 5 55—ty Cisco 5k WatchGuard VPN 2 [HIfJ LA L0 £ IPSEC VPN B2
il

WHFI 7%, NSX Edge 24 INHM4% 192.0.2.0/24 #4145 Internet, NSX Edge £21 1A E TR
m  FiTBEPEIT. 198.51.100.1

= PR 192.0.2.1

WEFER 2K 172.16.0.0/16 PUEBIZE RS Internet, LCRERDCHE T Fan R 75 2000 T & -

w  ATRERPEIT . 10.24.120.90/24

= NS 172.16.0.1/16

B 24-1. ZE#ZFITFE VPN F£H NSX Edge

192.168.5.0/24
192.168.5.1 ‘! 10.115.199.103 i \102412090 n 172.16.0.1

Internet
NSX Edge

172.15.0.0/16

& KA NSX Edge % NSX Edge [ty IPSEC fikid, FILAERER /> NSX Edge 1% 5 e M7y 50
KA I — N %

AFEPFE T AN

LI/ N

mKE BB 1 MR 2

m [il® IPSec VPN R~

m  {}iff] Cisco 2821 HEkIRS5 g 2%
m  {i}{] Cisco ASA 5510

e

il WatchGuard Firebox X500
m  NSX Edge /it ¥ #SaHE: 14
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RNig

IPSec s T REARIEIIESE . KE R ARIET 25 T HE: NSX Edge H i M AAE VPN #:8% (JHTX)
IPSEC VPN kTt HER S ) HE.

TR BE ST B L M AR

®  |SAKMP (Internet -4 JclAIB P EEMY ) J&— 1 RFC 2408 & X, HIT7E Internet TRE:
H T 22 el (SA) M 4] . ISAKMP (SCh S I IR A st i —MEZR,, 5% Psc o,

= Oakley s&—MEHHME L, RUFTERSRIUETT T K] Diffie-Hellman S5 HA2 0 it AN 2e 421
EA Sz gy B Ik

= |KE (Internet 2914# ) J& ISAKMP HEZLURN Oakley 114175, NSX Edge #2{t IKEv1,

= Diffie-Hellman (DH) FAHAZ#E — AN, Fevr AR il A4 il s s i — A
=54, VSE SokF DH 412 (1024 37) F141 5 (1536 fi7) .

IKE BrEz 1 FAf B 2
IKE S FFHE 51 i S35 VI 22 A S RO i

BrE 1 SH

B 1 R DS SR SRS TE, PRRIINEESEL, IFeIE %Y. NSX Edge fEIIIINEL 1 S804 T -
LI 52

= TripleDES/AES [F] /il %]

= SHA-1

=  MODP 412 (1024 {7 )

w PRI [ ]

m  SA /Ly 28800 5 (8 AN ) |, ARIEH IS T

= ISAKMP B AT

MEE 2 S35

IKE [ B 2 aifiad G4 IPSec (RIS BRI R IPSec BEiE (il IKE BB 1 80 FITERfE s R
TS50 ) . NSX Edge ScF51) IKE B 2 28000 F .

= TripleDES/AES [E-SPAEE 1 & AHVCE]
= SHA-1

= ESP it

= MODP 412 (1024 fi/ )
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w T EE IR R S AR B PR
= SA [N 3600 B (1 AN/NK) , SREHET NG T T
w TR IPva LS 2 TR 1P TAMSORIRT A o 1 )

FE5EA TR
NSX Edge SCHHBE 1115 “EHER" FINBL2 i) “Podbik”

NSX Edge ¥ i 175497 PSK, 3DES/AES128. sha1 fil DH Group 2/5 [{5fil% . %4k i 21455
Wes S, PRRTRT BRI

BrEg 1. ERAESF
It s N NSX Edge JHENIIETEL 1 Th#i 2 Cisco ##&UA#t..
PAUN 355427 R AEARAL T “ R RZS M NSX Edge #1 Cisco VPN #2552 [,
1 NSX Edge %/ Cisco
m Y. i 3des-cbc. sha. psk. group5(group2)
= DPD )i
2 Cisco %] NSX Edge
m (U7 Cisco MR

m R Cisco ¥ss 52 NSX Edge 75 55— i Rk 244, N Cisco &e B & s A bric
NO_PROPOSAL_CHOSEN [1y74 22 FThRg .

3 NSX Edge % Cisco
= DH BRI i

4 Cisco %] NSX Edge
= DH BRI YA

5 NSXEdge #| Cisco ( 1% )
= {45 ID (PSK)

6 Cisco %] NSX Edge ( &L/ )
= {45 ID (PSK)

O Cisco ees K8 PSK AVEELS, N Cisco 425K & 147 A #xic INVALID_ID_INFORMATION [t
MR, BB 1 2k,

BrEg 2: RIFEEKES
PA NS 583 07 R AAE AL T PR IR R NSX Edge A1 Cisco VPN #4252 [l
1 NSX Edge %] Cisco
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NSX Edge H:i5 TSk pi i T EE 2 el Bl

Aug 26 12:16:09 weiqging-desktop
ipsec[5789]:

"sl-cl" #2: initiating Quick Mode
PSK+ENCRYPT+TUNNEL+PFS+UP+SAREFTRACK
{using isakmp#1l msgid:d20849ac
proposal=3DES(3)_192-SHA1(2)_160
pfsgroup=0AKLEY_GROUP_MODP1024}

2 Cisco %] NSX Edge

AR Cisco Ws A K BUTAT S EESUHVCEC OS2 F & 140 NO_PROPOSAL_CHOSEN, 7311, Cisco

B RIAC R —H S
3 NSX Edge % Cisco

Dy R, PIDAYE NSX Edge [ H] IPSec HiGids¢, F4E Cisco I It (debug crypto

isakmp <level>),

BLE IPSec VPN JRE R4l
AR VPN 2488, SRJa A AT IPSEC fIR35 .
S8
1 fic i NSX Edge VPN S04
WE NSX Edge AL 2/ D— NS IP kA fEf it IPSec VPN JI55 .

2 J2H IPSec VPN JIg %% <45l
WA IPSec VPN JIRSS, DA 7 E MACHI £ W an sk 251

BLE NSX Edge VPN ZHU Rl

WAfE NSX Edge AL 2/ D—/MNAS IP HibkA feditfit IPSec VPN JIR55 .

i

1 &5%%) vSphere Web Client,

2 g InZ4 (Networking & Security), #A)5 5.3 NSX Edge (NSX Edges).
AiE—4 NSX Edge.

PR R, SRS L VPN EI R

#i:1; IPSec VPN,

o O A~ W

rsheein () .
N IPSec VPN [ & #5.
7EAHb ID i A NSX Edge S2/If) 1P Hil. I 1D ekt L s 1D,

~
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10
1"

12
13
14
15

16
17
18

19
20

BN b S 1P ik
QAR A T S 22— 1P G NE) 1P ki, TASHE 1D FAHw 5 1P vl RERI .
K] CIDR A% BN BEAE UL 35 2 (RIS o i TS S50 BTN A1

BEN “XNEE D™ DIME—FRU SRR A ST U SIS IR SR G A, 1D AR i
AT AR, T PSK XEeuk 5, It ID v DUBATEA 7/ H . VMware 5 A4 T VPN (AT 1P 1
Hsk VPN R %514 FQDN 7E R4 1D,

FE R PRSI IP otk AR 2, I NSX Edge &S SRR s iR i
K H CIDR # U1 IR NS 1P ik o i HE S 5 FERF N 241 AL

VeBE “INESET .

fE SRR, e PRI —

BET ik

PSK (FLEa54H) For B TIAE NSX Edge 5tk i ML S B AE T St 255 T DU
KK N 128 T FRTR

B STl P & SR A SURIE AT SR IE

QAR B 20k B 2 VPN RS, T N =0ss4h]

o BoRIE R, DML SR A oz s .

1r Diffie-Hellman (DH) Group 1, E£ERE SRk 25 R NSX Edge i1 52 4l f i 2 v 554
PRI T 5 o

AR MTU 51 .

PR R TE A e MR (PFS)” BIf. 1E IPsec P, SE&mnTiREs (PFS) MIHfRE4
W5 A T PG,

NSX Edge Gl APl B4 551 I i

ki
2 H IPSec VPN k% .

B IPSec VPN FR%& R~

W

JEH IPSec VPN JIl 55, DA fk AACHE - Pt ()4 251l o

FR]

-—

A W0 DN

i3] vSphere Web Client,,

PR AIZ2 4 (Networking & Security), )5 &i:l; NSX Edge (NSX Edges).
Hiti—~ NSX Edge.

PRI R, AL VPN R
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5 i IPSec VPN,
6 FHEEH.

RESR

R EABEER, DOCRAEAM 1 IAD 5 2 Rlim st it .

{EF Cisco 2821 £ RE B HE
DL R A48 7 14 1] Cisco 10S TR .
I

1 BCE S EATERIARS

interface GigabitEthernet0/0

ip address 10.24.120.90 255.255.252.0
duplex auto

speed auto

crypto map MYVPN

|

interface GigabitEthernet0/1

ip address 172.16.0.1 255.255.0.0
duplex auto

speed auto

!

ip route 0.0.0.0 0.0.0.0 10.24.123.253

2 flE IKE S

Router# config term

Router(config)# crypto isakmp policy 1

Router(config-isakmp)# encryption 3des

Router(config-isakmp)# group 2

Router(config-isakmp)# hash sha

Router(config-isakmp)# lifetime 28800

Router(config-isakmp)# authentication
pre-share

Router(config-isakmp)# exit

3 RN S UL S R TR

Router# config term

Router(config)# crypto isakmp key vshield
address 10.115.199.103

Router(config-isakmp)# exit
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4 EN IPSEC i

Router# config term

Router(config)# crypto ipsec transform-set
myset esp-3des esp-sha-hmac

Router(config-isakmp)# exit

5 GJ& IPSEC ij[n)5) 3

Router# config term
Enter configuration commands, one per line.
End with CNTL/Z.
Router(config)# access-list 101 permit ip
172.16.0.0 0.0.255.255 192.168.5.0 0.0.0.255
Router(config)# exit

6 CREERME S s 4 e o R TR
1E M, 2 i brid  MYVPN

Router# config term

Router(config)# crypto map MYVPN 1
ipsec—isakmp

% NOTE: This new crypto map will remain
disabled until a peer and a valid
access list have been configured.

Router(config-crypto-map)# set transform-set
myset

Router(config-crypto-map)# set pfs groupl

Router(config-crypto-map)# set peer
10.115.199.103

Router(config-crypto-map)# match address 101

Router(config-crypto-map)# exit

. BE

router2821#show running-config output
Building configuration...

Current configuration : 1263 bytes

!

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname router2821

!

boot-start-marker

boot-end-marker

]

! card type command needed for slot 0

VMware, Inc. B AT AUH] 359



NSX EHHL S

! card type command needed for slot 1

enable password cisco

!

no aaa new-model

!

resource policy

!

ip subnet-zero

1

ip cef

I'no ip dhcp use vrf connected

!

1

no ip ips deny-action ips-interface

!

crypto isakmp policy 1

encr 3des

authentication pre-share

group 2

crypto isakmp key vshield address 10.115.199.103

!

crypto ipsec transform-set myset esp-3des
esp-sha-hmac

!

crypto map MYVPN 1 ipsec-isakmp

set peer 10.115.199.103

set transform-set myset

set pfs groupl

match address 101

!

interface GigabitEthernet0/0

ip address 10.24.120.90 255.255.252.0

duplex auto

speed auto

crypto map MYVPN

!

interface GigabitEthernet0/1

ip address 172.16.0.1 255.255.0.0

duplex auto

speed auto

1

ip classless

ip route 0.0.0.0 0.0.0.0 10.24.123.253

!

ip http server

no ip http secure-server

!

access-1list 101 permit ip 172.16.0.0
0.0.255.255 192.168.5.0 0.0.0.255

!

control-plane

1

line con 0

line aux 0

line vty 0 4
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password cisco

login

line vty 5 15

password cisco

login

!

scheduler allocate 20000 1000
]

end

{&F Cisco ASA 5510
DL M Cisco ASA 5510,

ciscoasa# show running-config output
: Saved

ASA Version 8.2(1)18

!

hostname ciscoasa

enable password 2KFQnbNIdI.2KYOU encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
names

!

interface Ethernet0/0

nameif untrusted

security-level 100

ip address 10.24.120.90 255.255.252.0
!

interface Ethernet0/1

nameif trusted

security-level 90

ip address 172.16.0.1 255.255.0.0
!

interface Ethernet0/2

shutdown

no nameif

no security-level

no ip address

!

interface Ethernet0/3

shutdown

no nameif

no security-level

no ip address

!

interface Management0/0

shutdown

no nameif

no security-level

no ip address

]

boot system disk0:/asa821-18-k8.bin

VMware, Inc. {82 HTHHUF .
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ftp mode passive

access-1list ACL1 extended permit ip 172.16.0.0 255.255.0.0
192.168.5.0 255.255.255.0

access-1ist ACL1 extended permit ip 192.168.5.0 255.255.255.0
172.16.0.0 255.255.0.0

access-1list 101 extended permit icmp any any

pager lines 24

mtu untrusted 1500

mtu trusted 1500

no failover

icmp unreachable rate-1limit 1 burst-size 1

icmp permit any untrusted

icmp permit any trusted

no asdm history enable

arp timeout 14400

access—group 101 in interface untrusted

access—group 101 out interface untrusted

access—group 101 in interface trusted

access—group 101 out interface trusted

route untrusted 10.115.0.0 255.255.0.0 10.24.123.253 1

route untrusted 192.168.5.0 255.255.255.0 10.115.199.163 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00
udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00
mgcp-pat 0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00
sip-disconnect 0:02:00

timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:01:00

dynamic-access-policy-record DfltAccessPolicy

no snmp-server location

no snmp-server contact

crypto ipsec transform-set MYSET esp-3des esp-sha-hmac

crypto ipsec security-association lifetime seconds 28800

crypto ipsec security-association lifetime kilobytes 4608000

crypto map MYVPN 1 match address ACL1

crypto map MYVPN 1 set pfs

crypto map MYVPN 1 set peer 10.115.199.103

crypto map MYVPN 1 set transform-set MYSET

crypto map MYVPN interface untrusted

crypto isakmp enable untrusted

crypto isakmp policy 1

authentication pre-share

encryption 3des

hash sha

group 2

lifetime 86400

telnet 10.0.0.0 255.0.0.0 untrusted

telnet timeout 5

ssh timeout 5

console timeout O

no threat-detection basic-threat

no threat-detection statistics access-list

no threat-detection statistics tcp-intercept

VMware, Inc. B AT 4R 362



NSX & HH5

username admin password f3UhLvUj1QsXsuK7 encrypted
tunnel-group 10.115.199.103 type ipsec-121
tunnel-group 10.115.199.103 ipsec-attributes
pre-shared-key *

prompt hostname context
Cryptochecksum:29c3cc49460831ff6c070671098085a9
: end
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NSX Edge

7t NSX Edge #4171 5¢H (ipsec auto -status, [l show service ipsec #r41)—% ) Hi:

000 #2: "s1-c1":500 STATE_QUICK_I2 (sent QI2, IPsec SA established);
EVENT_SA_REPLACE in 2430s; newest IPSEC; eroute owner; isakmp#1; idle;
import:admin initiate

000 #2: "sl-cl1" esp.f5f6877d@10.20.131.62 esp.7aaf335f@10.20.129.80
tun.0@10.20.131.62 tun.0@10.20.129.80 ref=0 refhim=4294901761

000 #1: "s1-c1":500 STATE_MAIN_I4 (ISAKMP SA established); EVENT_SA_REPLACE in
27623s; newest ISAKMP; lastdpd=0s(seq in:0 out:0); idle;
import:admin initiate

Cisco
ciscoasa# show crypto isakmp sa detail
Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)

Total IKE SA: 1

IKE Peer: 10.20.129.80

Type : L2L Role : responder
Rekey : no State : MM_ACTIVE
Encrypt : 3des Hash : SHA

Auth : preshared Lifetime: 28800
Lifetime Remaining: 28379

BB 1 SRE&ANILAL
FIISIE T BB 1 M RUCRE F k

NSX Edge

NSX Edge 7 STATE_MAIN_I1 R4 M5, 7 /var/log/messages H1F 5 15 ot 25 ik fak il 4

“NO_PROPOSAL_CHOSEN” %1y IKE J1. 5915 Lo

000 #1: "s1-c1":500 STATE_MAIN_I1 (sent MI1,
expecting MR1); EVENT_RETRANSMIT in 7s; nodpd; idle;
import:admin initiate
000 #1: pending Phase 2 for "sl-c1" replacing #0
Aug 26 12:31:25 weiqing-desktop ipsec[6569]:
| got payload 0x800(ISAKMP_NEXT_N) needed: 0x0 opt: 0Ox0
Aug 26 12:31:25 weiqing-desktop ipsec[6569]:
| ***parse ISAKMP Notification Payload:
Aug 26 12:31:25 weiqing-desktop ipsec[6569]:
| next payload type: ISAKMP_NEXT_NONE
Aug 26 12:31:25 weiqing-desktop ipsec[6569]: | length: 96
Aug 26 12:31:25 weiqing-desktop ipsec[6569]:
| DOI: ISAKMP_DOI_IPSEC
Aug 26 12:31:25 weiqing-desktop ipsec[6569]: | protocol ID: 0
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Aug 26 12:31:25 weiqing-desktop ipsec[6569]: | SPI size: 0
Aug 26 12:31:25 weiqging-desktop ipsec[6569]:

| Notify Message Type: NO_PROPOSAL_CHOSEN
Aug 26 12:31:25 weiqging-desktop ipsec[6569]:

"sl-c1l" #1: ignoring informational payload,

type NO_PROPOSAL_CHOSEN msgid=00000000

Cisco
R E ARSI TENEE N B UL oA e AT AT i1

ciscoasa# Aug 26 18:17:27 [IKEvl]:
IP = 10.20.129.80, IKE_DECODE RECEIVED
Message (msgid=0) with payloads : HDR + SA (1)
+ VENDOR (13) + VENDOR (13) + NONE (0) total length : 148

Aug 26 18:17:27 [IKEv1l DEBUG]: IP = 10.20.129.80,
processing SA payload

Aug 26 18:17:27 [IKEv1l]: Phase 1 failure: Mismatched attribute
types for class Group Description: Rcv'd: Group 5
Cfg'd: Group 2

Aug 26 18:17:27 [IKEv1l]: Phase 1 failure: Mismatched attribute
types for class Group Description: Rcv'd: Group 5
Cfg'd: Group 2

Aug 26 18:17:27 [IKEv1l]: IP = 10.20.129.80, IKE_DECODE SENDING
Message (msgid=0) with payloads : HDR + NOTIFY (11)
+ NONE (0) total length : 124

Aug 26 18:17:27 [IKEv1l DEBUG]: IP = 10.20.129.80,
All SA proposals found unacceptable

Aug 26 18:17:27 [IKEv1l]: IP = 10.20.129.80, Error processing
payload: Payload ID: 1

Aug 26 18:17:27 [IKEv1l DEBUG]: IP = 10.20.129.80, IKE MM Responder
FSM error history (struct &0xd8355a60) <state>, <event>:
MM_DONE, EV_ERROR-->MM_START, EV_RCV_MSG-->MM_START,
EV_START_MM-—>MM_START, EV_START_MM-->MM_START,
EV_START_MM-—>MM_START, EV_START_MM-->MM_START,
EV_START_MM——>MM_START, EV_START_MM

Aug 26 18:17:27 [IKEv1l DEBUG]: IP = 10.20.129.80, IKE SA
MM:9e0e4511 terminating: flags 0x01000002, refcnt 0,
tuncnt 0

Aug 26 18:17:27 [IKEv1l DEBUG]: IP = 10.20.129.80, sending
delete/delete with reason message

BTET 2 RILE
N T B 2 S A TURUHAR F b

VMware, Inc. B AT 400 365



NSX & HH5

NSX Edge

NSX Edge 7 STATE_QUICK_I1 R4S M, HEME B st bk % T—45 NO_PROPOSAL_CHOSEN
THE

000 #2: "sl-cl1":500 STATE_QUICK_I1 (sent QI1, expecting
QR1); EVENT_RETRANSMIT in 1ls; lastdpd=-1ls(seq in:0 out:0);
idle; import:admin initiate
Aug 26 12:33:54 weiqing-desktop ipsec[6933]: | got payload
Ox800 (ISAKMP_NEXT_N) needed: Ox0 opt: Ox0
Aug 26 12:33:54 weiqing-desktop ipsec[6933]: | ***parse
ISAKMP Notification Payload:

Aug 26 12:33:54 weiqing-desktop ipsec[6933]: | next payload
type: ISAKMP_NEXT_NONE
Aug 26 12:33:54 weiqing-desktop ipsec[6933]: | length: 32

Aug 26 12:33:54 weiqing-desktop ipsec[6933]:
| DOI: ISAKMP_DOI_IPSEC

Aug 26 12:33:54 weiqing-desktop ipsec[6933]: | protocol ID: 3
Aug 26 12:33:54 weiqing-desktop ipsec[6933]: | SPI size: 16
Aug 26 12:33:54 weiqing-desktop ipsec[6933]: | Notify Message

Type: NO_PROPOSAL_CHOSEN

Aug 26 12:33:54 weiqing-desktop ipsec[6933]: "sl-cl" #3:
ignoring informational payload, type NO_PROPOSAL_CHOSEN
msgid=00000000

Cisco
P B SR 1 E5ek, HBTEE 2 KA SRl 6 A I S o

Aug 26 16:03:49 [IKEv1l]: Group = 10.20.129.80,
= 10.20.129.80, PHASE 1 COMPLETED
Aug 26 16:03:49 [IKEvl]: IP = 10.20.129.80, Keep-alive type
for this connection: DPD
Aug 26 16:03:49 [IKEv1l DEBUG]: Group = 10.20.129.80,
= 10.20.129.80, Starting Pl rekey timer: 21600 seconds
Aug 26 16:03:49 [IKEvl]: IP = 10.20.129.80, IKE_DECODE RECEIVED
Message (msgid=b2cdcb13) with payloads : HDR + HASH (8)
+ SA (1) + NONCE (10) + KE (4) + ID (5) + ID (5) + NONE (0)
total length : 288

Aug 26 16:03:49 [IKEv1l]: Group = 10.20.129.80, IP = 10.20.129.80,
Session is being torn down. Reason: Phase 2 Mismatch

PFS A~ILAL
NIEAIH T PFS APLRd s H
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NSX Edge

PFS T abiee 2 I—E053 . R PFS AWLEC, NAZAT 2T FEe 2 AL H AR A SR M Bl

000 #4: "s1-c1":500 STATE_QUICK_I1 (sent QI1l, expecting
QR1); EVENT_RETRANSMIT in 8s; lastdpd=-1s(seq in:0 out:0);

idle; import:admin initiate

Aug 26 12:35:52 weiqing-desktop ipsec[7312]: | got payload 0x800

(ISAKMP_NEXT_N) needed: 0Ox0 opt: 0x0
Aug 26 12:35:52 weiqing-desktop ipsec[7312]:

| ***parse ISAKMP Notification Payload:
Aug 26 12:35:52 weiqing-desktop ipsec[7312]: |

type: ISAKMP_NEXT_NONE
Aug 26 12:35:52 weiqing-desktop ipsec[7312]: |
Aug 26 12:35:52 weiqing-desktop ipsec[7312]:

| DOI: ISAKMP_DOI_IPSEC
Aug 26 12:35:52 weiqing-desktop ipsec[7312]: |
Aug 26 12:35:52 weiqing-desktop ipsec[7312]: |
Aug 26 12:35:52 weiqing-desktop ipsec[7312]: |

Type: NO_PROPOSAL_CHOSEN

Aug 26 12:35:52 weiqing-desktop ipsec[7312]: "s1-

next payload
length: 32
protocol ID: 3
SPI size: 16

Notify Message

cl" #1: ignoring

informational payload, type NO_PROPOSAL_CHOSEN

msgid=00000000

Aug 26 12:35:52 weiqing-desktop ipsec[7312]: | info: fa 16 b3 e5

91 a9 b0 02 a3 30 el d9 6e 5a 13 d4

Aug 26 12:35:52 weiqing-desktop ipsec[7312]: | info: 93 e5 e4 d7

Aug 26 12:35:52 weiqing-desktop ipsec[7312]:

| processing informational NO_PROPOSAL_CHOSEN (14)

Cisco

<BS>Aug 26 19:00:26 [IKEv1l DEBUG]: Group = 10.20.

129.80,

IP = 10.20.129.80, sending delete/delete with

reason message

Aug 26 19:00:26 [IKEv1l DEBUG]: Group = 10.20.129.

IP = 10.20.129.80, constructing blank hash

Aug 26 19:00:26 [IKEvl DEBUG]: Group = 10.20.129.

IP = 10.20.129.80, constructing blank hash

Aug 26 19:00:26 [IKEvl DEBUG]: Group = 10.20.129.

IP = 10.20.129.80, constructing IKE delete

Aug 26 19:00:26 [IKEvl DEBUG]: Group = 10.20.129.

80,
payload
80,
payload
80,
payload
80,

IP = 10.20.129.80, constructing gm hash payload
Aug 26 19:00:26 [IKEvl]: IP = 10.20.129.80, IKE_DECODE SENDING
Message (msgid=19eble59) with payloads : HDR + HASH (8)

+ DELETE (12) + NONE (0) total length : 80

Aug 26 19:00:26 [IKEv1l]: Group = 10.20.129.80, IP = 10.20.129.80,
Session is being torn down. Reason: Phase 2 Mismatch
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PSK A ILEC
AT PSK ARPCRLE4SE H 3%

NSX Edge

TENE 1 e —5e i PSK. @i PSK a0, Il NSX Edge R4S H STATE_MAIN_I14, A&k i

Bk 25075 INVALID_ID_INFORMATION 17 K o

Aug 26 11:55:55 weiqging-desktop ipsec[3855]:
"sl-cl" #1: transition from state STATE_MAIN_I3 to
state STATE_MAIN_I4

Aug 26 11:55:55 weiqing-desktop ipsec[3855]: "sl-c1l" #1:
STATE_MAIN_I4: ISAKMP SA established
{auth=0AKLEY_PRESHARED_KEY
cipher=oakley_3des_cbc_192 prf=oakley_sha group=modpl024}

Aug 26 11:55:55 weiqing-desktop ipsec[3855]: "sl-c1" #1: Dead Peer
Detection (RFC 3706): enabled

Aug 26 11:55:55 weiqing-desktop ipsec[3855]: "sl-cl" #2:
initiating Quick Mode PSK+ENCRYPT+TUNNEL+PFS+UP+SAREFTRACK
{using isakmp#1 msgid:e8addl0e proposal=3DES(3)_192-SHA1(2)_160
pfsgroup=0AKLEY_GROUP_MODP1024}

Aug 26 11:55:55 weiqing-desktop ipsec[3855]: "sl-c1" #1:
ignoring informational payload, type INVALID_ID_INFORMATION
msgid=00000000

Cisco

Aug 26 15:27:07 [IKEvl]: IP = 10.115.199.191,
IKE_DECODE SENDING Message (msgid=0) with payloads : HDR
+ KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13)
+ VENDOR (13) + VENDOR (13) + NAT-D (130) + NAT-D (130)
+ NONE (0) total length : 304

Aug 26 15:27:07 [IKEv1l]: Group = 10.115.199.191,
IP = 10.115.199.191, Received encrypted Oakley Main Mode
packet with invalid payloads, MessID = 0

Aug 26 15:27:07 [IKEvl]: IP = 10.115.199.191, IKE_DECODE SENDING
Message (msgid=0) with payloads : HDR + NOTIFY (11)
+ NONE (0) total length : 80

Aug 26 15:27:07 [IKEv1l]: Group = 10.115.199.191,
IP = 10.115.199.191, ERROR, had problems decrypting
packet, probably due to mismatched pre-shared key.
Aborting
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R IDh i i BO LR B fh gk
TSI T NSX Edge F1 Cisco £ 2 [l Eh i i B s (o AiiZh 2018 .

No. Time Source Destination Protocol Info
9203 768.394800 10.20.129.80 10.20.131.62 ISAKMP Identity Protection
(Main Mode)
Frame 9203 (190 bytes on wire, 190 bytes captured)
Ethernet II, Src: Vmware_9d:2c:dd (00:50:56:9d:2c:dd),
Dst: Cisco_80:70:f5 (00:13:c4:80:70:f5)
Internet Protocol, Src: 10.20.129.80 (10.20.129.80),
Dst: 10.20.131.62 (10.20.131.62)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 0000000000000000
Next payload: Security Association (1)
Version: 1.0
Exchange type: Identity Protection (Main Mode) (2)
Flags: 0Ox00
Message ID: Ox00000000
Length: 148
Security Association payload
Next payload: Vendor ID (13)
Payload length: 84
Domain of interpretation: IPSEC (1)
Situation: IDENTITY (1)
Proposal payload # 0
Next payload: NONE (0)
Payload length: 72
Proposal number: 0
Protocol ID: ISAKMP (1)
SPI Size: ©
Proposal transforms: 2
Transform payload # 0
Next payload: Transform (3)
Payload length: 32
Transform number: ©
Transform ID: KEY_IKE (1)
Life-Type (11): Seconds (1)
Life-Duration (12): Duration-Value (28800)
Encryption-Algorithm (1): 3DES-CBC (5)
Hash-Algorithm (2): SHA (2)
Authentication-Method (3): PSK (1)
Group-Description (4): 1536 bit MODP group (5)
Transform payload # 1
Next payload: NONE (0)
Payload length: 32
Transform number: 1
Transform ID: KEY_IKE (1)
Life-Type (11): Seconds (1)
Life-Duration (12): Duration-Value (28800)
Encryption-Algorithm (1): 3DES-CBC (5)
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Hash-Algorithm (2): SHA (2)
Authentication-Method (3): PSK (1)
Group-Description (4): Alternate 1024-bit MODP group (2)
Vendor ID: 4F456C6A405D72544D42754D
Next payload: Vendor ID (13)
Payload length: 16
Vendor ID: 4F456C6A405D72544D42754D
Vendor ID: RFC 3706 Detecting Dead IKE Peers (DPD)
Next payload: NONE (0)
Payload length: 20
Vendor ID: RFC 3706 Detecting Dead IKE Peers (DPD)

No. Time Source Destination Protocol Info
9204 768.395550 10.20.131.62 10.20.129.80 ISAKMP Identity Protection
(Main Mode)

Frame 9204 (146 bytes on wire, 146 bytes captured)
Ethernet II, Src: Cisco_80:70:f5 (00:13:c4:80:70:f5),
Dst: Vmware_9d:2c:dd (00:50:56:9d:2c:dd)
Internet Protocol, Src: 10.20.131.62 (10.20.131.62),

Dst: 10.20.129.80 (10.20.129.80)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBD0O9
Next payload: Security Association (1)
Version: 1.0
Exchange type: Identity Protection (Main Mode) (2)
Flags: 0x00
Message ID: Ox00000000
Length: 104
Security Association payload
Next payload: Vendor ID (13)
Payload length: 52
Domain of interpretation: IPSEC (1)
Situation: IDENTITY (1)
Proposal payload # 1
Next payload: NONE (0)
Payload length: 40
Proposal number: 1
Protocol ID: ISAKMP (1)
SPI Size: 0
Proposal transforms: 1
Transform payload # 1
Next payload: NONE (0)
Payload length: 32
Transform number: 1
Transform ID: KEY_IKE (1)
Encryption-Algorithm (1): 3DES-CBC (5)
Hash-Algorithm (2): SHA (2)
Group-Description (4): Alternate 1024-bit MODP group (2)
Authentication-Method (3): PSK (1)
Life-Type (11): Seconds (1)
Life-Duration (12): Duration-Value (28800)
Vendor ID: Microsoft L2TP/IPSec VPN Client
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Next payload: NONE (0)
Payload length: 24
Vendor ID: Microsoft L2TP/IPSec VPN Client

No. Time Source Destination Protocol Info
9205 768.399599 10.20.129.80 10.20.131.62 ISAKMP Identity Protection
(Main Mode)

Frame 9205 (222 bytes on wire, 222 bytes captured)
Ethernet II, Src: Vmware_9d:2c:dd (00:50:56:9d:2c:dd),
Dst: Cisco_80:70:f5 (00:13:c4:80:70:f5)
Internet Protocol, Src: 10.20.129.80 (10.20.129.80),
Dst: 10.20.131.62 (10.20.131.62)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBD0O9
Next payload: Key Exchange (4)
Version: 1.0
Exchange type: Identity Protection (Main Mode) (2)
Flags: 0x00
Message ID: Ox00000000
Length: 180
Key Exchange payload
Next payload: Nonce (10)
Payload length: 132
Key Exchange Data (128 bytes / 1024 bits)
Nonce payload
Next payload: NONE (0)
Payload length: 20
Nonce Data

No. Time Source Destination Protocol Info
9206 768.401192 10.20.131.62 10.20.129.80 ISAKMP Identity Protection
(Main Mode)
Frame 9206 (298 bytes on wire, 298 bytes captured)
Ethernet II, Src: Cisco_80:70:f5 (00:13:c4:80:70:f5),
Dst: Vmware_9d:2c:dd (00:50:56:9d:2c:dd)
Internet Protocol, Src: 10.20.131.62 (10.20.131.62),
Dst: 10.20.129.80 (10.20.129.80)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBD0O9
Next payload: Key Exchange (4)
Version: 1.0
Exchange type: Identity Protection (Main Mode) (2)
Flags: 0x00
Message ID: Ox00000000
Length: 256
Key Exchange payload
Next payload: Nonce (10)
Payload length: 132
Key Exchange Data (128 bytes / 1024 bits)
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Nonce payload
Next payload: Vendor ID (13)
Payload length: 24
Nonce Data
Vendor ID: CISCO-UNITY-1.0
Next payload: Vendor ID (13)
Payload length: 20
Vendor ID: CISCO-UNITY-1.0
Vendor ID: draft-beaulieu-ike-xauth-02.txt
Next payload: Vendor ID (13)
Payload length: 12
Vendor ID: draft-beaulieu-ike-xauth-02.txt
Vendor ID: C1B7EBE18C8CBDO99E89695E2CB16A4A
Next payload: Vendor ID (13)
Payload length: 20
Vendor ID: C1B7EBE18C8CBDO99E89695E2CB16A4A
Vendor ID: CISCO-CONCENTRATOR
Next payload: NONE (0)
Payload length: 20
Vendor ID: CISCO-CONCENTRATOR

No. Time Source Destination Protocol Info
9207 768.404990 10.20.129.80 10.20.131.62 ISAKMP Identity Protection
(Main Mode)

Frame 9207 (110 bytes on wire, 110 bytes captured)
Ethernet II, Src: Vmware_9d:2c:dd (00:50:56:9d:2c:dd),
Dst: Cisco_80:70:f5 (00:13:c4:80:70:f5)
Internet Protocol, Src: 10.20.129.80 (10.20.129.80),
Dst: 10.20.131.62 (10.20.131.62)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBD0O9
Next payload: Identification (5)
Version: 1.0
Exchange type: Identity Protection (Main Mode) (2)
Flags: 0x01
Message ID: Ox00000000
Length: 68
Encrypted payload (40 bytes)

No. Time Source Destination Protocol Info
9208 768.405921 10.20.131.62 10.20.129.80 ISAKMP Identity Protection
(Main Mode)
Frame 9208 (126 bytes on wire, 126 bytes captured)
Ethernet II, Src: Cisco_80:70:f5 (00:13:c4:80:70:f5),
Dst: Vmware_9d:2c:dd (00:50:56:9d:2c:dd)
Internet Protocol, Src: 10.20.131.62 (10.20.131.62),
Dst: 10.20.129.80 (10.20.129.80)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBD0O9
Next payload: Identification (5)
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Version: 1.0

Exchange type: Identity Protection (Main Mode) (2)
Flags: 0x01

Message ID: Ox00000000

Length: 84

Encrypted payload (56 bytes)

No. Time Source Destination Protocol Info
9209 768.409799 10.20.129.80 10.20.131.62 ISAKMP Quick Mode

Frame 9209 (334 bytes on wire, 334 bytes captured)
Ethernet II, Src: Vmware_9d:2c:dd (00:50:56:9d:2c:dd),
Dst: Cisco_80:70:f5 (00:13:c4:80:70:f5)
Internet Protocol, Src: 10.20.129.80 (10.20.129.80),
Dst: 10.20.131.62 (10.20.131.62)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBD0O9
Next payload: Hash (8)
Version: 1.0
Exchange type: Quick Mode (32)
Flags: 0x01
Message ID: 0x79a63fbl
Length: 292
Encrypted payload (264 bytes)

No. Time Source Destination Protocol Info
9210 768.411797 10.20.131.62 10.20.129.80 ISAKMP Quick Mode

Frame 9210 (334 bytes on wire, 334 bytes captured)
Ethernet II, Src: Cisco_80:70:f5 (00:13:c4:80:70:f5),
Dst: Vmware_9d:2c:dd (00:50:56:9d:2c:dd)
Internet Protocol, Src: 10.20.131.62 (10.20.131.62),
Dst: 10.20.129.80 (10.20.129.80)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBD0O9
Next payload: Hash (8)
Version: 1.0
Exchange type: Quick Mode (32)
Flags: 0x01
Message ID: 0x79a63fbl
Length: 292
Encrypted payload (264 bytes)

No. Time Source Destination Protocol Info
9211 768.437057 10.20.129.80 10.20.131.62 ISAKMP Quick Mode

Frame 9211 (94 bytes on wire, 94 bytes captured)

Ethernet II, Src: Vmware_9d:2c:dd (00:50:56:9d:2c:dd),
Dst: Cisco_80:70:f5 (00:13:c4:80:70:f5)

Internet Protocol, Src: 10.20.129.80 (10.20.129.80),
Dst: 10.20.131.62 (10.20.131.62)
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User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol

Initiator cookie: 92585D2D797E9C52

Responder cookie: 34704CFC8C8DBD0O9

Next payload: Hash (8)

Version: 1.0

Exchange type: Quick Mode (32)

Flags: 0x01
Message ID: 0x79a63fbl
Length: 52

Encrypted payload (24 bytes)
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