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NCP 24 T LA F Ik

=[5y OpenShift fFEEOIEE NSX-T BARIAHD, TR OpenShift a4 %5 [ G1EE— N B R Z B 2%
= ¥ OpenShift pod EHEZH ML, ForBL IP A1 MAC Hitl,

SRR (NAT) I %5 OpenShift ay #4745 (Bl id—/ HUAh) SNAT 1P,

HOACE NAT I, Hi)s IP Y EECAAERBE 1000,

w ] NSX-T 234285 kB 52 OpenShift 4% 5

LI &2 PN 1L T S

m SCRFMIZE SR Y IPBlock B

m SIS R T PRSI ERRRN , SCFF matchLabels Fl matchExpression,
m ] NSX-T 28 7 2003 Fifiras 9230 OpenShift i rH .

m ok TLS Edge 21530 8F HTTP B HHAT HTTPS B HH o

SRR R R AT I
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= J+Z¢ NCP

NSX-T Container Plug-in (NCP) FLA5DL N afeatEEisk,

AT PR
NSX-T Data Center 22,23
AR E BT = ZHHKY vSphere B
= RHELKVM7.4, 75
BREEVIRIER S RHEL7.4. 75
SEABIIRSS OpenShift 3.9, 3.10
2% 1M1 Open vSwitch 2.9.1 ([ NSX-T 2.3 f1 2.2 [y )
L REIA

QAR NCP (0T EL 25 0E, SO T BB, {51 7 NSX-T Data Center il OpenShift 224

1 % NSX-T Data Center,
B —NE o I S A X
B ANE 5 I EZ AN T R S R B2 A Bl Lo
BIH—AEE 0 22 R AR
7y pod BIHE IP B,
2y SNAT (AL s ) I 1P b,
755 OpensShift LML
#HE2% Ansible hosts {7
(615 1) fdi 112/ playbook 2225 NCP #11 OpenShift,

© o0 N o o »~ w DN

(6151 2) 2% CNI4fifl. OVS (Open vSwitch) £l NCP Docker 4. SXJ5 2% OpenShift 7573 ¥4
10 iz17 NCP Al NSX 55 EE
QA TIFEHLR playbook Zed% NCP, NIATEEHUTEHE 2 % 6. 152 WLl Playbook 2% NCP #ll
OpenShift 1445 CNI ##if}-. OVS F11 NCP Docker W5,

H% NCP

T NCP J1H4:5) 2.3.0, 58 ToL P,
1 J+4 CNI RPM 44, NSX 11 LiftHE DaemonSet 1 NCP ReplicationController,
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W01 NSX-T Data Center ZEJR AT 1L 2] OpenShift 5 fiff4s, #Zn LTI NSX Manager GUI )i
FEIXEERE, ok {0 )T] Ansible playbook [Zh5% 5% % B

AT T W FEhIE NSX-T B, BRZITEBOZLE, WSk %hE CNIAiff:. OVS Fil NCP Docker
WL

ARFEDHE T AN 38

U NSX-T %

m QUESRIRCESE O JE PR Fhes

FLE NSX-T &R

P35 5 B ) NSX-T Data Center WS FADFEE o5 LALHRIX 0 . Tier-0 25 ey . T S LAY
WAL . Kubernetes 1551 IP BelL K SNAT 1) 1P b,

Al PAZERC B SO nep. ini H#E ] UUID I FRC . NSX-T Data Center 5.

B =M B H X

515 NSX Manager J- i 21 £58)E > BRI, A& 1 T A28 M2 1078 5 ek, sl 60 dsgm
LR

HEAE nep.ini 1Y [nsx_v3] il E overlay_tz SEHURIREIFARUE s A B IOk, P B En
W), RS overlay_tz, NCP ¥ HEIM Tier-0 i heekt 278 24 4R L5 X e 1D,

Tier-0 245k H
HRE) NSX Manager, SRIF SHLEII% > Bebli > BEigh. 2oii A S4B iag, oo OIRERT oS
%%O

M AE nep.ini 1 [nsx_v3] &#B0H1i% E tier0_router BEUURAR T RELEN Tier-0 W 7o

T BAHERBh-5 PN SR e
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Z AR AR

TR R vNIC Jé\/)lu‘ﬁﬂ?ﬁ%l—l?% PR Lo AT ST B R

NSX-T Data Center (XA R B R . 8 nT DLE I 2o 8] NSX Manager J A EIRIZE > &5# >
RBH K QAT WA o EASHAL - QI T, FR 5 vNIC FEEEBIX s 1, i@ LA
MTi‘mE:

®  Frid: <cluster_name>, julfl: ncp/cluster
®  fRid: <node_name>, JUH: ncp/node_name

<cluster_name>{HAA715 nep.ini [ [coe] i3I cluster EBUEITAL .

Kubernetes pod HJ IP
ok E] NSX Manager, #AJE IR > IPAM LG4k 2/ 1P B, 7] CIDR #8487 IP B,
HAF nep.ini 19 [nsx_v3] &% H1i% ¥ container_ip_blocks %l k#5E Kubernetes pod (19 IP B,
PIETT DAL AR SNAT a4 231l gl 1P b,

HHAE nep.ini [ [nsx_v3] #B%0 H1i%& H no_snat_ip_blocks ik FRE I SNAT IP B,
WIRAE NCP iz T Gl SNAT IP He, RAZIEHT S NCP, AU, NCP K4Sl 52 1P e, FHE|
XEEH R

HOEGIE IP B, RIZORRERT NCP AL S nep.ini HIfY) subnet_prefix 24

SNAT B IP it

Wl 1P b3t 1P Mk, X eehbhbF ] Tl SNAT B pod IP DL SNAT/DNAT U/ TT
Ingress #577%, #l{% Openstack 7750 IP —Ff, XL IP Huhl-th BRSNS 1P,

£/ Kubernetes FFEE FFIAHIFEIRISMNE IP jtb. 424 NCP SXiPE iz i) —55 F T2 & FEAY Kubernetes
o BRMEIT, KT pod ~PARIAHIR-F-MARTER . EAETARF-MIR/N, 1 3H nep.ini (A [nsx_v3]
4y Hff) external_subnet_prefix T,

ok E| NSX Manager, SAE S ZIEE > 4 > IP A G bk A 5 i
W AE nep.ini BY [nsx_v3] #0H T external_ip_pools K45 E SNAT 1 IP b,
FEIE A DA R E IR S5 I IR IR S5 . SNAT . {31140,

apiVersion: vl
kind: Service
metadata:
name: svc-example
annotations:
ncp/snat_pool: <external IP pool ID or name>
selector:
app: example
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NCP ¥ bR 55 Hc & SNAT Hi) ., BUNAIR IP Sl 5 pod B2, FAR IP SEMIEESMIE IP #BFli) SNAT
IP. EHEEDL I

" ERSS 2T, ncp/snat_pool F5E1 IP BN iZEAFAE T NSX-T Data Center 1, A NCP 2.3.1 FF
A, IP A E AR {"ncp/owner”: cluster:<clusters},

= 7E NSX-T Data Center 1, JI55 SNAT MU 5c 2k 111 H SNAT K.
= QIR pod BUE T2 SNAT B0, MAA—ANEIEH.

AL AR SNAT IP i FR s INEL M FRic s e rl omese ay £ 25 )23 e 1P Ay 1P,
m JuMl: ncp/owner, FRid: ns:<namespace_UUID>

AU ILA T a4 2 — 3k Har £ 23[3) UUID

oc get ns -o yaml

VERA TR
o AMRERHE A UUID. ATBUN Nl M.

w YRR IERRIC g R iy S s[RI JE S ThRC, MRS5S SNAT AL Bipksk NCP HifiHsh
i, KA X 1P,

» AR ARG A AR ARG, EATar 2 2SR 1P AT AN SNAT IP 4.

Ak ) By AOEARIE X

(
95 SOV DY QI MU LA T3t NCP 25 T ol o 0 R0 JHDC, #4257 NSX Manager, %
1% > AR > B AIEE N AL

T AE nep.ini 9 [nsx_v3] & Hi% E bottom_firewall_section_marker
top_firewall_section_marker JEIiAgEFRICHT Kk EEX

JECHIS K 5 DX AUE TR K RSP 5 BldX e kB DCER , NCP I TR ES I A 15k
BEDCICRE AL B K RS DX 05, NCP I TSI TR A Bl K DXEeRs Bl A TS k5 X
N5 o ARG EEX PRI, MIRAE AR QU A PR RS, AETAR B I A S DX, A SRR
FEEEr 2Rl KBS DR FIAARIROME, XK 2 a8 iR

BIEFEESE 0 FiZHEE M=

55 0 Z I RS Kubernetes 7 a4 B ML o

73

1 WMEESH, ERE) https:/INSX Manager IP ###/ 11y NSX Manager.
SRR > B > Behas, AR PR > 5 0 B mEs.
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7 RGP,
8 LESH > BHEFS K.
9 RRENINLAAR TR L 5 A

MR, ARSI (3E NAT) $a4hrhade s NSX #8485, 1F NAT $h4hih,

10 L RAE.

1M AT O R

12 IPERCE > B Eden O

13 BRI —A P ATHERK IR
14 P AMERTT .
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16 EANTMRLS R E —A 1P Mk,
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7E£ OpenShift IREFRZE3E NCP

ARES 4

AEFHE T LAUT 2.

2% OpenShift FE AL

2% Ansible hosts A4

i H A4~ Playbook “Z2%& NCP #l1 OpenShift
2% CNI itk . OVS FiI NCP Docker B4
2% OpenShift Aas 5

1247 NCP F1 NSX 7 SR

vvvvv

Z82 OpenShift E#IH

TEZ2 %5 NSX-T Container Plug-in 2 {ij, #7014 %% OpenShift,

HITEHE E, 1550 https://docs.openshift.com,

RESR

HEF% Ansible hosts SCfE. 155

HESS Ansible hosts X4

# %% Ansible hosts 34

Ansible hosts X} X OpenShift FEEE 15 2,

B3

1

AT A 2R L NSX-T Container Plug-in (NCP) 71 OpenShift,

PRI 2D — D R

val https://github.com/vmware/nsx—integration—for—openshift H1) NCP GitHub f7f#%/4 . hosts (A
J- openshift—ansible-nsx F&H1, @AG0E hosts XAREETE openshift—-ansible—nsx 5k,

HEEE playbook 231\ X ¢ hosts ‘Kﬁiﬁ@ﬂ%{lo
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2 {r [masters] 1 [nodes] #5451, 85 OpenShift SEIALIEHLAAHN 1P Hikl, B,

[masters]
admin.rhel.osmaster ansible_ssh_host=101.101.101.4

[single_master]
admin.rhel.osmaster ansible_ssh_host=101.101.101.4

[nodes]
admin.rhel.osmaster ansible_ssh_host=101.101.101.4 openshift_ip=101.101.101.4

openshift_schedulable=true openshift_hostname=admin.rhel.osmaster
admin.rhel.osnode ansible_ssh_host=101.101.101.5 openshift_ip=101.101.101.5
openshift_hostname=admin.rhel.osnode

[etcd]

[OSEv3:children]
masters

nodes

etcd

LR, openshift_ip fREHEEANS IP, WS FROE AR ERIA R, MR Mz . 7995
1) nep At fdi ] single_master AZ i DA TR FLEAT-55, 4, NSX-T Data Center 52
JE I A

3 & SSH ], LAEMIZTT Ansible ATy s s oh 356 ) ublara 1, AR -

ssh-keygen
ssh-copy-id -i ~/.ssh/id_rsa.pub root@admin.rhel.osnode

4 JUF [OSEv3:vars] iiisr. I LALE OpenShift 27 ait V-5 SCRAMIET “mdedc s kBT i 280 EanE
B (fF https://docs.openshift.com il 2¢ “SZ%E” ) o #ila,

# Set the default route fqdn
openshift_master_default_subdomain=apps.corp.local

os_sdn_network_plugin_name=cni
openshift_use_openshift_sdn=false

openshift_node_sdn_mtu=1500

# If ansible_ssh_user is not root, ansible_become must be set to true

ansible_become=true

openshift_master_default_subdomain
This is the default subdomain used in the OpenShift routes for External LB

os_sdn_network_plugin_name
Set to 'cni' for the NSX Integration

openshift_use_openshift_sdn
Set to false to disable the built-in OpenShift SDN solution

openshift_hosted_manage_router

VMware, Inc. {82 FTHHUF . 3
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Set to false to disable creation of router during installation. The router has to be manually
started after NCP and nsx-node-agent are running.

openshift_hosted_manage_registry
Set to false to disable creation of registry during installation. The registry has to be
manually started after NCP and nsx-node-agent are running.

deployment_type
Set to openshift-enterprise

openshift_hosted_manage_registry
Set to false to disable auto creation of registry

openshift_hosted_manage_router
Set to false to disable auto creation of router

openshift_enable_service_catalog
Set to false to disable service_catalog

(For OpenShift 3.9 only) skip_sanity_checks
Set to true

(For OpenShift 3.9 only) openshift_web_console_install
Set to false

5 WELESRASINAENERE:
ansible OSEv3 -i /PATH/TO/HOSTS/hosts -m ping
SERNZUT LA PN . AR, e R,

openshift-nodel | SUCCESS => {
"changed": false,
"ping": "pong"

3

openshift-master | SUCCESS => {
"changed": false,
"ping": "pong"

2285 CNI AR OVS, 152 22355 CNI il . OVS F11 NCP Docker W% ,

ER B Playbook Z3 NCP #1 OpenShift

IR AN playbook 2% NCP 1 OpenShift, ] DL 7205
1/~ Ansible playbook install.yaml $4 TP FAE5S
= NCP /%

®  OpenShift %%
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= NCP 223

ok, WalDIEREDL RHERs TR 235 NCP il OpenShift: 222 CNI4fiff:. OVS i1 NCP Docker L4
FZe%E OpenShift A= 5,

1z17 install.yaml playbook 2 fill, iy ncp_prep il ncp plabook ffj S Bl 24y, 24 CNI
it . OVS #11 NCP Docker MG HIA 43 T XS5,

PL Ny 41217 playbook:

ansible-playbook —i /PATH/TO/HOSTS/hosts install.yaml

=3E CNI #HfE. OVS 1 NCP Docker B &

AasZE Rz (CNI) 4difd . Open vSwitch (OVS) A1 NCP Docker Mg 7022 567F OpenShift 155 b, 2058
10111247 Ansible playbook Hi AT,

gm0

S H AN playbook 2755 NCP #11 OpenShift, WIATEEHATI AR, 152 DL H H4> Playbook 2
% NCP #1 OpenShift,

playbook 1175 4717 il B NSX-T i, #sth il LAF-5hiid B NSX-T Data Center %, 4125 2 5, %
1 NSX-T T b iR, perform_nsx_config 445 ~{ia1T playbook i j& 3t B 7 I

BZ

1  ## roles/ncp_prep/default/main.yaml fll roles/nsx_config/default/main.yaml )54
{E, fHA A N CNEFfE RPM, OVS M HAHRI N RPM 1) URL. Ith5h, uplink_port ;¢
TRAERNL M EATRERSE I VNIC 119828k, HAvE i 5 NSX-T Data Center £ E 2 I 7 A o

B ENS AL

m  perform_nsx_config: @G HUTHIRACE . QR TE5eMECE, W HRE N false, KA T
nsx_config JHIZ,

B nsx_manager_ip: NSX Manager [1] IP
®  nsx_edge_cluster_name: £ 0 ZR&HavEdi Y Edge FEEERI LR
®  nsx_transport_zone_name: 75 LRI BRI 4R
®  os_node_name_list: DA S/rFREAIT S A FRAIFE
51411 node1,node2,node3
®  subnet_cidr: EHLOURIIECE T AU br-int [ IP CIDR ik
m  vc_host: vCenter Server [ IP -
m  vc_user: vCenter Server & H G144
®m  vc_password: vCenter Server & G254

nvms: VOESFRIERNIZHIIEE . 7257155 os_node_name_list VEfic,

VMware, Inc. BT AR o 15
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VA NSEOAAAERINE . ] DIARIE T 23 T

" nsx_tO_router_name: FFEEMYZE O 2R tharr) &0k, ERIME: te

®  pod_ipblock_name: pod [1J IP Bh[{JZ R, 2RiAME: podIPBlock

®  pod_ipblock_cidr: % IP H/f) CIDR Mitl, ZkiIAE: 172.20.0.0/16

®  snat_ippool_name: SNAT [1J IP B0 & 8k, BRHMEH externalIP,

®  snat_ippool_cidr: % IP B/ CIDR Mk, ZkIAAE: 172.30.0.0/16

®m  start_range: NI IP #bFEE ) CIDR &4 1P Mok, ZRIAE: 172.30.0.1

®  end_range: Mt IP b5 E ) CIDR 4550 IP Mk, BRIAME: 172.30.255.254
®  os_cluster_name: OpenShift IFEE LR, ZRiAME: occl-one

= nsx_node_ls_name: MEFZE|T G EEAZHMINLFR. BIME: node_ls

®  nsx_node_lr_name: i/l node_1s [FIZHREE R0 ZFR. BRIME: node_lr
nsx-config playbook (S FFOIHE—A IP fifl—A> IP e, WURFTER L, WLITFEh 6,

2 %% openshift-ansible-nsx HEIfi1T ncp_prep ffita.

ansible-playbook —i /PATH/TO/HOSTS/hosts ncp_prep.yaml

playbook 5 HATLL ME/ERITLI -
m [k ONHERPR LR

NAEZHE nsx—cni-1.0.0.0.0.xxxxxxX—1.x86_64. rpm, FLH1 xxxxxxx J&NESR RS o
w2 ONHBRPRLRE

IR REE Jopt/eni/bin H1, CNI R E 4k 10.net.conf £ 1% /etc/cni/net.d . % rpm i
SONIREFE 4% Jete/cni/net.d/99-1oopback. conf fit .

m NHJFRE OVS LR

XL Al openvswitch—2.9. 1. xxxxxxx—1.x86_64. rpm fll openvswitch-
kmod-2.9.1.xxxxxxx—1.e17.x86_64.rpm, 1 xxxxxxx LA .

m QURMABIE brint S5, 15OIENZSA,

# ovs-vsctl add-br br-int

m CREERIT SR AL B2 (node-if) s INE] br-int Hh
= {4 br-int FIl node-if link K59 up.

# ip link set br-int up
# ip link set <node-if> up

m U E ST, DARRER I B R 5 1 e A T 2RIk

VMware, Inc. BT AR o 16



1% FHF- OpenShift 1) NSX Container Plug-in - 25T B FE R

= N3 NCP tar X tar SCFRiZ Docker L4

= [% ncp-rbac yaml SR apiVersion BHCH v,

£ NSX-T Data Center H1 G i 541 MAHDCHE T a1 bRE, DAEEA TR 1 NCP -1,
f#i[f] NSX-T Data Center ¥ J5i{5 B 5HT ncp.ini.

m

2% OpenShift A5 F 5. 155 2% OpenShift A5 F- 4

3= OpenShift zZF &

OpenShift A&+ K4 (OCP) 22— K& RIRSS (PaaS) F=hth, Zrohhil f: T Docker Fll Kubernetes,,

R B playbook ¢34 NCP F11 OpenShift, TATEEHATIHAEE, 15206 HA Playbook %
% NCP #1 OpenShift,

HR2 % OCP 5 B, 1HE M https://docs.openshift.com,

RES R
1217 NCP A1 NSX 5 S ARFE, 152 Wiz NCP Fll NSX 15 5ACH,

]

iZ1T NCP #1 NSX T = {XIE
P E Az T NCP FiI NSX 15 i,

Bz

1 4i%H roles/ncp/defaults/main.yaml, F45 OpenShift APIJIR55#s IP. NSX Manager IP L} NCP
ReplicationController yaml F nsx-node-agent DaemonSet yaml [1 | % URL,

2\ openshift-ansible-nsx [H5¢H1, 1217 nep 4.
ansible-playbook -i /PATH/TO/HOSTS/hosts ncp.yaml

ncp MEathdTIA NP ER:

= A nsx-system Wi ER 7T WURAIEAE, WATE—PTIHE .

oc new-project nsx-system

® [N ncp-rbac yaml AR apiVersion BHECH v,

= Gl NCP pod HIlRS5k )™, SRFEEIEE—/MEEE M (s NCP nf DL AR, FHREse fataghe 3
NCP iz 55K

VMware, Inc. BT AR o 17


https://docs.openshift.com

1% T OpenShift 1] NSX Container Plug-in - 4 KM i

= @i nsx-node-agent pod fIRITIK 7, ARIE B NS M G FE TR LRI LAS IR Bt FRREFER
GRS

oc apply -f /tmp/ncp-rbac.yml

RIS FaAIRSS I ORI ARE, R HAEiEE /etc/nsx-ujo/<service_account>_token 1,

secret="kubectl get serviceaccount ncp-svc-account —o yaml | grep -Al secrets | tail -nl | awk
{'print $3'}"

kubectl get secret $secret -o yaml | grep 'token:' | awk {'print $2'} | base64 -d > /etc/nsx-
ujo/ncp_token

secret="kubectl get serviceaccount nsx-node-agent-svc-account -o yaml | grep —Al secrets | tail
-n1 | awk {'print $3'}"

kubectl get secret $secret -o yaml | grep 'token:' | awk {'print $2'} | base64 -d > /etc/nsx-
ujo/node_agent_token

= JyNCP [#{ SecurityContextConstraint (SCC) yaml X} ncp-os—scc.yml, FHfiZ yaml @] SCC.
oc apply -f ncp-os-scc.yml

1% SCC yaml XK SELinux ZRAU48E l spe_t, DAtk NCP/nsx—-node—agent 7F SELinux NHLA71)
[RAPR . B,

seLinuxContext:
seLinuxOptions:
type: spc_t

1F SCC yaml X fFH/) seLinuxContext [1t) seLinuxOptions T, ELT-HrZSM SELinux 5 a4 2 5
WHN s0:c0:¢1023, LA ncp/node—agent i [HIANRISCAE 2RI HFR,

B SCC izl 6z NCP Al NSX 10 A pod KU . Ban, Bf SCC sz 24 nrti 5 i O ERIAH .

oc adm policy add-scc-to-user ncp-scc -z default

m B SCC s hnsl NCP Fl NSX 1 i R FR IR 55K 7«

oc adm policy add-scc-to-user ncp-scc -z ncp-svc-account
oc adm policy add-scc-to-user ncp-scc -z nsx-node-agent-svc-account

= /5 NCP ReplicationController (RC) #1 nsx-node-agent DaemonSet (DS) I #\ yaml SC 4= T
ConfigMap.

I NCP L ( nsx-node-agent (i JTAHIFIHMLE: )
m UENZIRSS K P 3h NCP Fil nsx_node_agent % i fiT7= (1) SecurityContextConstraint.,
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@4 NCP ReplicationController F11 nsx-node-agent DaemonSet.

¥ NCP 115 Kubernetes API IR 5811054 HTTP 132, LA Kubernetes % AE 4y M 4. 4
e API iz 55wt ol A 25855 S50 NCP 1) TCP RS, MAZEH 2 NCP, DAMEH P DA H T 5
API RSS20 R:, ), NCP Bt grfift.

&

TE'E OpenShift 1 NCP 1, &bl FEEui,

pod AREMABIE 11 M, Mid 4 ARE QAR 12 M52,

NCP 220y OpenShift P37 INMOAREE (Bilan, 7EH8 b HATHIZE openshift.io AR5 )
e, HPEAREARH NSX BHE FBIERIAAN AR HAb2 OpenShift i HIFFRZS BT, N
POlEG S FHLMERTEL N N B I SRARRES Bt -

openshift.io
pod-template

WALV pod, 40, #H4T Kubelet iaf IRGUS Ao 1R AV LIRES U5 IH] pod 2%

K il fie2x M Linux Zh6E NET_ADMIN 1 NET_RAW DUER pod P&, 18N %28 FHASZ BRI A
PN TR . BB G, W TSZBE IR anyuid SCC, A~2x#2 7 NET_ADMIN,, 157 2 W5 1
NET_ADMIN =k 521 pod FEFAAUEE R N/ THIMEA SCC. AN, WTAZ G AR, HiRiE ey

2% (1 anyuid SCC) /M) SCC J1#2M4: NET_RAW Ijfig, ALK NET_RAW #shn%] SCC

EX I “requiredDropCapabilities” 41 4Pl 52k 1% AE .

FEYHE pod/ & kAT root ThT] (A FIL) o R IR a4 75 2R 2 BT 55k 21 oc B H U7 pod
FEAT root 1 [AIASUR .

oc new-project test-project
oc project test-project
oc adm policy add-scc-to-user anyuid -z default

BLE (Is0n) OpenShift A .

oc login -u system:admin -n default
oc adm registry —--service-account=registry --config=/etc/origin/master/admin.kubeconfig

I OpenShift /1%

oc login -u system:admin -n default
oc delete svc/docker-registry dc/docker-registry
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= /b IPtables [ RN LA fo 0K DNS 153K M Docker BRI 2 7 & 122 2019 11 I dnsmasq i1
TEFEPRIITIT. 4l /etc/sysconfig/iptables, JHEZ AR COMMIT FTHZSIILA R R :

—A OS_FIREWALL_ALLOW -p tcp -m state —-state NEW -m tcp —-dport 53 —j ACCEPT
—A OS_FIREWALL_ALLOW -p udp -m state —-state NEW -m udp —--dport 53 —j ACCEPT
COMMIT

= 575 iptables. docker £l origin-node ( #7550 kube LA kubelet )

systemctl restart iptables
systemctl restart docker
systemctl restart origin-node

m  FESLYF OpenShift [t docker IEMFAAEITIE TLS, DASE OpenShift iE# T, ifi%, iX/E OpenShift
Ansible ZBEREF FEZR N, ARLP & Y RTJCIRIER LAE. 4 fetc/sysconfigidocker JTfl1:

INSECURE_REGISTRY='--insecure-registry 172.30.0.0/16'

m  §7)5%) Docker,

systemctl restart docker

®  NCP HIMIZ NG F55 Kubernetes A2 £5—FF, FHHHW-T OpenShift 4 Hf) Kubernetes b A

= OpenShift 3.9 - £ S H AN 1418 2 S AB4U 7 namespaceSelector, podSelector fil
ipBlock HIf— " efidi.

= Kubernetes API I 25#5 AR LR SIK I T3 UE . AT LB IS S . NCP K54 2 i 2%
TG o AN SR T SR AT AT, NCP AL BZI 2R SRS o R iz i 28 e, AR B8 AT
BT E R Ol —

m  HULRROK Kubernetes FL47 5 subPath AHDCHRIEL (1520
https://github.com/kubernetes/kubernetes/issues/61076 ) , W1 OpenShift K AN S FRETME
NCP pod Gl H¥ 2 O o451 “ CreateContainerConfigError: TN volumeMount #E#:
subPath (CreateContainerConfigError: failed to prepare subPath for
volumeMount)” . i3t A NCP yaml 2% subPath RJ DU, LAk, 555107 subPath:
ncp. ini TR volumes FURCE DL N :

volumes:
- name: config-volume
# ConfigMap nsx-ncp-config is expected to supply ncp.ini
configMap:
name: nsx-ncp-config
items:
- key: ncp.ini
path: ncp.ini

S RITEHEEA /ete/nsx-ujo HFCRA MU, AL, EHEBARLYIRCEE S NSX-
TR, D NCP JCiAE /ete/nsx-ujo MR SCA,  PRIMICEAUE-BATRA D RS RIBAAN S
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 URIEARIETE TS OpenShift 3.10 FEEE, 5EE DL Nui .

n PIHRESE T OpenShift 3.10 FEG T S AIHOAC E o AIEN SR AL SCLE AL 15 configmap
Fic B o

w AT [nodes] ArE XA EA AR BLLE— T kAR,

= )\ Ansible playbook TI-%% OpenShift 4 Al it 2 RIS E . iHTRTE openshift-ansible £#{i)4:
FARINMBAMER (https://github.com/openshift/openshift-
ansible/pull/8016/files#diff-2386e21861da3f95091dbb27d72ca366) L4l Open vSwitch -1
{5 VAR A

=\ OpensShift 3.10 JT4fi, kube-proxy L1\ openshift-node /%1% %= DaemonSet, ‘A FERINHZ. 1
PATUL M BF 5 E 5 kube-proxy (fEUE L7l openshift-ansible 776%/% )

= %] openshift ansible H>¢, ft [defaults] I, BEDL PR

library = roles/lib_utils/library/

=/ playbooks &A1 create_proxy.yaml S/ A5 DL M H

— import_playbook: byo/openshift_facts.yml
- hosts: masters
run_once: True
roles:
— kube_proxy_and_dns

® 247 playbook:
ansible-playbook -i hosts playbooks/create_proxy.yaml

A B R R R MU B e M AZBIGX S L, n Pl 121 T4 oc get po —-all-
namespaces JuF4i R,
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ERYINEHRZIE NCP

TEAA AL 2255 NSX-T Container Plug-in (NCP) F2E B S {E AR BRI 222 NCP [P BRISEL, AT
P NEIINp

ARZEPHE T DA 8

228 NSX-T Data Center CNI fif:

m >y OpenShift 15 %ifid &1 NSX-T Data Center [
m 2R NSX AR

®  nsx-node-agent-ds.yml [ ncp.ini [ ConfigMap
m 2% NSX-T Container Plug-in

®  ncp-re.yml H11) nep.ini ) ConfigMap

Z2%£ NSX-T Data Center CNI it
NSX-T Data Center CNI fdiff-4 7514541 OpenShift 55 1o
PR
1 FEE T ER Linux & AR RRAS ) 223 S0
SCAE4 IR nsx—cni=1.0.0.0.0.xxxxxxx-1.x86_64. rpm, FLrh xxxox A S
2 RREPEE A T N E rpm S

AE LR Jopt/cni/bin HH, CNIE S 10.net.conf ¥4 il %] /etc/cni/net.d 1. 1% rpm i
2 JgERInlF s Jete/cni/net.d/99-1o0opback. conf Fil 4t

21 OpenShift T A#ELE NSX-T Data Center W&
AT WAl OpenShift =715 SRS 5 B NSX-T Data Center (4%,

RN A% NSX Manager FEIEAEE 24255 RHEL Container, s Bie 1 7] FI1-\ OpenShift
FEEE, AL T NSX-T Data Center 851512, W rJ A T NSX-T 5#)2, FAth B oA aste S asad Bz,
HH 27107 NSX-T Data Center 25142,

VMware, Inc. BT AR 22



1T 1T OpenShift ) NSX Container Plug-in - 225 P45 R

AL LA DL T AR

{'ncp/node_name': '<node_name>'}
{'ncp/cluster': '<cluster_name>'}

fn] Phamt M NSX Manager GUI ‘SiEI 52 > 5 SURPRIA OpenShift 17 &4 15 1o
'K OpenShift 15 iS5 Z A ATk, AT ncp/node_name Fric BT E 5 NCP, r] DU L RNy
AR AR

oc get nodes
QUARAEIZAT NCP B S N RELE T, AIFEIZ1T oc cluster add iy 22 B bRiC g BN L4
Ro B, FTAERAMEER . WRbRICAIERIER RS, BRI DAATUA N BRI Z ]
KRR IO N TR R S
= 057 H5) NCP,

L3 NSX T RRIE

NSX i S fCELE— DaemonSet, f4~ pod KAEHHUZI TN AR — D AFsiafT NSX 1788, 4
BN IR P22, & 55 CNIELEFT Kubernetes AP RS 25 T2 H o N 851T NSX Kube
RER, FME—UER SR LR IP 540k pod IP LLSC)E Kubernetes I35 H% . & 55065 il Kube FCEEAH
R THAE

1 N%i NCP Docker {4

VA4 nsx—ncp—xxxxxxx. tar, A xxooxxx &R ERA S
2 F# NSX T LiACH DaemonSet yaml Fid

SRS nsx—node-agent-ds.yml, ZAI PG 20, Bl R 1 CURBARCSCA R =1
3 K& NCP Docker Mg a2 A gyt .

docker load -i <tar file>

4 %% nsx—node—agent-ds.yml,
Fs G AR SO DA e o
HATVL T B

[coe]
node_type = 'BAREMETAL'

[nsx_node_agent]
ovs_bridge = 'nsx-managed'
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BUHPA N A TR :

securityContext:
capabilities:
add:

— NET_ADMIN

— SYS_ADMIN

— SYS_PTRACE

— DAC_READ_SEARCH

# For BMC usecase

— DAC_OVERRIDE
volumeMounts:

# mount nestdb-sock for baremetal node

— name: nestdb-sock

mountPath: /var/run/vmware/nestdb/nestdb-server.sock
volumes:

# volume for baremetal node

— name: nestdb-sock
hostPath:
path: /var/run/vmware/nestdb/nestdb-server.sock
type: Socket

T % yaml XX, BRAZITEE N nep.ini A2 ConfigMap WA 2ol Hads: . R yaml <
PFEFIZE, AN TR,

5 DL N arS el NSX 5 i DaemonSet.

oc apply —-f nsx-node-agent-ds.yml

nsx-node-agent-ds.ym| 1 ncp.ini B ConfigMap

5 yaml X4 nsx-node—agent—ds.yml {375 NSX 15 5 RELOE S A nep.ini 1) ConfigMap. 1%
ConfigMap #3522, ] DI EXEeSEG L H 8 O R4

PR ) nsx—node—agent—ds.yml f35 DL nep.ini {55

# ConfigMap for ncp.ini
apiVersion: vl
kind: ConfigMap
metadata:
name: nsx-node-agent-config
labels:
version: vl
data:
ncp.ini: |
[DEFAULT]

# Set to True to enable logging to stderr
#use_stderr = True
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# Set to True to send logs to the syslog daemon

#use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.
#debug = True

# The log file path must be set to something like '/var/log/nsx-ujo/'. By
# default, logging to file is disabled.
#log_dir = None

# Name of log file to send logging output to. If log_dir is set but log_file is
# not, the binary name will be used, i.e., ncp.log, nsx_node_agent.log and

# nsx_kube_proxy.log.

#log_file = None

# max MB for each compressed file. Defaults to 100 MB
#log_rotation_file_max_mb = 100

# Total number of compressed backup files to store. Defaults to 5.
#log_rotation_backup_count = 5

[coe]

#

# Common options for Container Orchestrators

#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), openshift, pcf.
#adaptor = kubernetes

# Specify cluster for adaptor. It is a prefix of NSX resources name to
# distinguish multiple clusters who are using the same NSX.

# This is also used as the tag of IP blocks for cluster to allocate

# IP addresses. Different clusters should have different IP blocks.
#cluster = k8scluster

# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None

# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsxlib_loglevel=INFO

# Once enabled, all projects in this cluster will be mapped to a NAT
# topology in NSX backend
#enable_snat = True

# The type of container node. Possible values are HOSTVM, BAREMETAL.
node_type = BAREMETAL

[ha]

#
# NCP High Availability configuration options

VMware, Inc. {82 HTHFF .
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# Time duration in seconds of mastership timeout. NCP instance will

# remain master for this duration after elected. Note that the heartbeat
# period plus the update timeout must be less than this period. This

# is done to ensure that the master instance will either confirm

# liveness or fail before the timeout.

#master_timeout = 9

# Time in seconds between heartbeats for elected leader. Once an NCP

# instance is elected master, it will periodically confirm liveness based
# on this value.

#heartbeat_period = 3

# Timeout duration in seconds for update to election resource. If the

# update request does not complete before the timeout it will be

# aborted. Used for master heartbeats to ensure that the update finishes
# or is aborted before the master timeout occurs.

#update_timeout = 3

[k8s]

#

# From kubernetes
#

# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service IP from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <port>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

# Full path of the Token file to use for authenticating with the k8s API server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_cert_file"

#client_private_key_file = <None>

VMware, Inc. {82 FTHHUF .
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# Log level for the kubernetes adaptor. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,

# ERROR, CRITICAL

#loglevel=None

[nsx_node_agent]

#

# Configuration for nsx_node_agent
#

# Needs to mount node /proc to container if nsx_node_agent runs in a container.

# By default node /proc will be mounted to /host/proc, the prefix is /host.

# It should be the same setting with mounted path in the daemonset yaml file.
# Set the path to '' if nsx_node_agent is running as a process in minion node.
#proc_mount_path_prefix = /host

# The OVS bridge to configure container interface.
#ovs_bridge = br-int

[nsx_kube_proxy]

#

# Configuration for nsx_kube_proxy
#

# The OVS uplink OpenFlow port where to apply the NAT rules to.
# If not specified, the port that gets assigned ofport=1 is used.
#ovs_uplink_port = <None>

=3 NSX-T Container Plug-in

NSX-T Container Plug-in (NCP) ;&5 Docker BIMEHEHET . WAETT 5 [as1T NCP AR BEE A AR 55
AR F S IE1T NCP,

1

T4k NCP Docker Bl ,
WA nsx—ncp—xxxxxxx.tar, FLH xxxxxxx J& N AR S

T 7 NCP ReplicationController yaml £54 .

AR nep-re.ymle ERTDASRENZSMT, SRR 0 8 B S RIBBC IR B

¥ NCP Docker Wit{g ina 2] @ w5 v o
docker load -i <tar file>

it ncp-rc.yml,
BT S A B Lo

[coe]
node_type = ‘BAREMETAL’
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RGBT NI o

F55E nsx_api_managers 238, ZRASIHEA Kubernetes 15 S EHE RIS NSX Manager 52431, 151
an:

nsx_api_managers = 192.168.1.180

(AIE) 7F [nsx_v3] M HRE ca_file 24 IZENZEAEKUE NSX Manager I 55 k150
) CAQUSCF, R, KN ARZAM CA,

$55C nsx_api_cert_file fll nsx_api_private_key_file 2% I{li i NSX-T Data Center #4745
¥k

nsx_api_cert_file ;& PEM K% S5 SR se Btk A2 o 2 SCPRIIIN AR A Ms -

Gt Ingress FHIERAC EOAE NAT X MiaqT, 1548 ingress_mode = nat 240,

ERNIESL R, FIRETZ 24 11T pod ZEF AL 1P R BLR AT 1Mo S AR RN,
IHLE [nsx_v3] #55 H1HUHT subnet_prefix ielil,

T fEiZ yaml SCPEh, RN nep. ini A1) ConfigMap NN H AR, 4T yaml U
ERAAERE, AR HATHES.

5 44 NCP ReplicationController,

kubectl create -f ncp-rc.yml
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F NCP §TH5 Kubernetes API RS e510F745: HTTP %82, UG Kubernetes B A ar g4, 4
S AP IR S5 i ol £ 55 S5 30 NCP [ TCP R 380, WA ¥ 5 5h NCP, DM v PLE i i S
API IR 5525108 R:, ), NCP Bt grhft.

TR B F T NCP ReplicationController Jii[n], 1520 F 5| A ML W ENIRUTA A TS 1S, @A)
B G REN S SIS T NCP pod, 7EXMMEAL T, EHUTOA FHR/E:

= JERHE R —4> NCP pod, HARMIERIE— e RKZ, fildn,
oc delete pods <NCP pod name> —n nsx-system
. fHERA 42510 nsx-system, 41,

oc delete —f ncp-rc.yml —-n nsx-system

ncp-rc.yml HfJ ncp.ini B ConfigMap

=~ yaml XX nep-re.yml fU 5L E S nep.ini ff) ConfigMap., 1% ConfigMap #3573 U & —it
WAL 2235 NCP Z HTFREX e S AL, i b—Thprd

\\}b
=
Sy

R~ nep-re.yml 500N nep.ini 5 E

# ConfigMap for ncp.ini
apiVersion: vl
kind: ConfigMap
metadata:
name: nsx-ncp-config
labels:
version: vl
data:
ncp.ini: |
[DEFAULT]

# Set to True to enable logging to stderr

#use_stderr = True

# Set to True to send logs to the syslog daemon

#use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.
#debug = True

# The log file path must be set to something like '/var/log/nsx-ujo/'. By
# default, logging to file is disabled.
#log_dir = None

# Name of log file to send logging output to. If log_dir is set but log_file is
# not, the binary name will be used, i.e., ncp.log, nsx_node_agent.log and

# nsx_kube_proxy.log.

#log_file = None
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# max MB for each compressed file. Defaults to 100 MB
#log_rotation_file_max_mb = 100

# Total number of compressed backup files to store. Defaults to 5.
#log_rotation_backup_count = 5

[coe]

#

# Common options for Container Orchestrators

#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), openshift, pcf.
#adaptor = kubernetes

# Specify cluster for adaptor. It is a prefix of NSX resources name to
# distinguish multiple clusters who are using the same NSX.

# This is also used as the tag of IP blocks for cluster to allocate

# IP addresses. Different clusters should have different IP blocks.
#cluster = k8scluster

# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None

# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsxlib_loglevel=INFO

# Once enabled, all projects in this cluster will be mapped to a NAT
# topology in NSX backend
#enable_snat = True

# The type of container node. Possible values are HOSTVM, BAREMETAL.
node_type = BAREMETAL

[hal

#

# NCP High Availability configuration options
#

# Time duration in seconds of mastership timeout. NCP instance will

# remain master for this duration after elected. Note that the heartbeat
# period plus the update timeout must be less than this period. This

# is done to ensure that the master instance will either confirm

# liveness or fail before the timeout.

#master_timeout = 9

# Time in seconds between heartbeats for elected leader. Once an NCP
# instance is elected master, it will periodically confirm liveness based
# on this value.

#heartbeat_period = 3

# Timeout duration in seconds for update to election resource. If the
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# update request does not complete before the timeout it will be

# aborted. Used for master heartbeats to ensure that the update finishes
# or is aborted before the master timeout occurs.

#update_timeout = 3

[k8s]

#

# From kubernetes
#

# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service IP from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <port>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

# Full path of the Token file to use for authenticating with the k8s API server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_cert_file"

#client_private_key_file = <None>

# Log level for the kubernetes adaptor. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,

# ERROR, CRITICAL

#loglevel=None

# Specify how ingress controllers are expected to be deployed. Possible values:
# hostnetwork or nat. NSX will create NAT rules only in the second case.
#ingress_mode = hostnetwork

[nsx_v3]
#
# From nsx

#

# IP address of one or more NSX managers separated by commas. The IP address

VMware, Inc. {82 FTHFUF .



1% 1T OpenShift ) NSX Container Plug-in - 2 I FIE R

# should be of the form (list value):

# <ip_addressl>[:<portl>],<ip_address2>[:<port2>],...

# HTTPS will be used for communication with NSX. If port is not provided,
# port 443 will be used.

#nsx_api_managers = <ip_address>

# If true, the NSX Manager server certificate is not verified. If false the CA
# bundle specified via "ca_file" will be used or if unsest the default system
# root CAs will be used. (boolean value)

#insecure = False

# Specify one or a list of CA bundle files to use in verifying the NSX Manager
# server certificate. This option is ignored if "insecure" is set to True. If
# "insecure" is set to False and ca_file is unset, the system root CAs will be
# used to verify the server certificate. (list value)

#ca_file = <None>

# Path to NSX client certificate file. If specified, the nsx_api_user and
# nsx_api_passsword options will be ignored. This option must be specified
# along with "nsx_api_private_key_file" option.

#nsx_api_cert_file = <None>

# Path to NSX client private key file. If specified, the nsx_api_user and
# nsx_api_passsword options will be ignored. This option must be specified
# along with "nsx_api_cert_file" option.

#nsx_api_private_key_file = <None>

# The time in seconds before aborting a HTTP connection to a NSX manager.
# (integer value)
#http_timeout = 10

# The time in seconds before aborting a HTTP read response from a NSX manager.
# (integer value)
#http_read_timeout = 180

# Maximum number of times to retry a HTTP connection. (integer value)
#http_retries = 3

# Maximum concurrent connections to each NSX manager. (integer value)
#concurrent_connections = 10

# The amount of time in seconds to wait before ensuring connectivity to the NSX
# manager if no manager connection has been used. (integer value)
#conn_idle_timeout = 10

# Number of times a HTTP redirect should be followed. (integer value)
#redirects = 2

# Maximum number of times to retry API requests upon stale revision errors.
# (integer value)
#retries = 10

# Subnet prefix of IP block. IP block will be retrieved from NSX API and

# recognised by tag 'cluster'.
# Prefix should be less than 31, as two addresses(the first and last addresses)
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# need to be network address and broadcast address.

# The prefix is fixed after the first subnet is created. It can be changed only
# if there is no subnets in IP block.

#subnet_prefix = 24

# Indicates whether distributed firewall DENY rules are logged.
#log_dropped_traffic = False

# Option to use native loadbalancer support.
#use_native_loadbalancer = False

# Used when ingress class annotation is missing

# if set to true, the ingress will be handled by nsx lbs

# otherwise will be handled by 3rd party ingress controller (e.g. nginx)
#default_ingress_class_nsx = True

# Path to the default certificate file for HTTPS load balancing
#1b_default_cert_path = <None>

# Path to the private key file for default certificate for HTTPS load balancing
#lb_priv_key_path = <None>

# Option to set load balancing algorithm in load balancer pool object.
# Available choices are

# ROUND_ROBIN/LEAST_CONNECTION/IP_HASH/WEIGHTED_ROUND_ROBIN
#pool_algorithm = "ROUND_ROBIN'

# Option to set load balancer service size. Available choices are

# SMALL/MEDIUM/LARGE.

# MEDIUM Edge VM (4 vCPU, 8GB) only supports SMALL LB.

# LARGE Edge VM (8 vCPU, 16GB) only supports MEDIUM and SMALL LB.

# Bare Metal Edge (IvyBridge, 2 socket, 128GB) supports LARGE, MEDIUM and
# SMALL LB

#service_size = 'SMALL'

# Choice of persistence type for ingress traffic through L7 Loadbalancer.
# Accepted values:

# 'cookie'

# 'source_ip'

#17_persistence = <None>

# Choice of persistence type for ingress traffic through L4 Loadbalancer.
# Accepted values:

# 'source_ip'

#14_persistence = <None>

# Name or UUID of the tier@ router that project tierl routers connect to
#tier@_router = <None>

# Name or UUID of the NSX overlay transport zone that will be used for creating
# logical switches for container networking. It must refer to an existing

# transport zone on NSX and every hypervisor that hosts the Kubernetes

# node VMs must join this transport zone

#overlay_tz = <None>
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# Name or UUID of the NSX 1b service that can be attached by virtual servers
#lb_service = <None>

# Name or UUID of the container ip blocks that will be used for creating
# subnets. If name, it must be unique
#container_ip_blocks = <None>

# Name or UUID of the container ip blocks that will be used for creating

# subnets for no-SNAT projects. If specified, no-SNAT projects will use these
# ip blocks ONLY. Otherwise they will use container_ip_blocks
#no_snat_ip_blocks = <None>

# Name or UUID of the external ip pools that will be used for allocating IP
# addresses which will be used for translating container IPs via SNAT rules

#external_ip_pools = <None>

# Firewall sections for this cluster will be created below this mark section
#top_firewall_section_marker = <None>

# Firewall sections for this cluster will be created above this mark section
#bottom_firewall_section_marker = <None>

VMware, Inc. {82 FTHHUF .

34



ST

NSX-T Data Center 114 V#1755 OpenShift ££5%, 717524 OpenShift 1% 7%,

NCP 4% OpenShift [ fh A s e, FEAUER O E 7 38 P firas 1A e o 30 . IR,
NSX-T Data Center 1135 V-fiyss ARSI NG5 25 7 2 0m m i A B0 24 10 i 257 o

Ao & T 3T 1

fic 7 61 -1l S 20 ¥ Kubernetes LoadBalancer Il 555 OpenShift %, Ak, 773500 ¥ NCP &g il
%%, LoadBalancer JIlR55 11 T-56 4 J=i7E, 11 OpenShift 1% 1T-26 7 JZ2AE .

fit i Kubernetes LoadBalancer IR 55T, 23 WAEER E HUANES IP Bz k550 fid—A 1P bk, 27Fi 1P b
HEFIR 505 11 AN 38 g% . T RAS T LloadBalancerIP HiiUAE LoadBalancer & X Hig5E IP 44
ek 1D, B Z IP by fid Loadbalancer I35 IP, @1 loadBalancerIP By s, B MASHEC & 17N
IP S5 1P,

MNCP 2.3.1 }14f, loadBalancerIP FREI1 IP i 5l {"ncp/owner": cluster:<cluster>},
HiffiJT] NSX-T Data Center 7125 Fflirss, 2420 NCP i ¥ 0140 F i, 7F ncp_rc.yml SXPEAT, BUTRAN
R

1 ¥ use_native_loadbalancer ¥ B N True.

2 4 pool_algorithm %% ) WEIGHTED_ROUND_ROBIN,

3 & Ib_default_cert_path #ll Ib_priv_key_path 73 J1i& 1 4 CA Z5 Al S FIRAF SR e B AR 24

AT AR CAZELUEBHIRBIIAA, 20 M3 ah, REBRIET A 1EESE] NCP pod i,
AR, 1SN N

4  (A[k) R4 14 _persistence Hll 17_persistence $8EFFAMER S . ATH T IKESE 4 2R AN
ML IR 1P, AT T&EL AR 7 R A5 cookie AR IP, ZRIME A <None>. fild1,

# Choice of persistence type for ingress traffic through L7 Loadbalancer.
# Accepted values:

# 'cookie'

# '"source_ip'

17_persistence = cookie
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# Choice of persistence type for ingress traffic through L4 Loadbalancer.
# Accepted values:

# 'source_ip'

14_persistence = source_ip

5  (A[%E) ¥ service_size %'l SMALL., MEDIUM 5k LARGE. 2KIA{Fi A SMALL.

6 ARiz{TiMsE OpenShift 3.1, MLk UL MCE, OpenShift 421 LoadBalancer 55531 1P

®  /f /etc/origin/master/master—-config.yaml S A-H1 networkConfig T, ¥
ingressIPNetworkCIDR ¥4 0.0.0.0/32,

w PN NS ETHEh AP RS R Al Re -

master-restart api
master-restart controllers

T OWEREINEC 2R 4 2R 7 E i de sy, WU 14_persistence Fl/uk 17_persistence KN
source_ip, {HAREH 14_persistence &}y source_ip, F 17_persistence %}y cookie, IR
R 14_persistence N source_ip, ¥ 17_persistence %%} cookie, LoadBalancer Ik
BRI SR, UM Ingress PilUM LoadBalancer JIik55, HEMcRf AR E, HHTHED
NCP, JfHH#itli Ingress ¥ iiifll LoadBalancer 55 .

% 7 EaEFEsRR

DL YAML SCEE2TCE A E dl 1628 (tea-re 1 coffee-rc) . WiMIRS (tea-sve Fil coffee-sve ) DI
M ( cafe-route-multi #11 cafe-route ) , DURALES 7 20148 F A .

# RC
apiVersion: vl
kind: ReplicationController
metadata:
name: tea-rc
spec:
replicas: 2
template:
metadata:
labels:
app: tea
spec:
containers:
— name: tea
image: nginxdemos/hello
imagePullPolicy: IfNotPresent
ports:
- containerPort: 80
apiVersion: vl
kind: ReplicationController
metadata:
name: coffee-rc
spec:
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replicas: 2
template:
metadata:
labels:
app: coffee
spec:
containers:
- name: coffee
image: nginxdemos/hello
imagePullPolicy: IfNotPresent
ports:
- containerPort: 80
# Services
apiVersion: vl
kind: Service
metadata:

name: tea-svc

labels:
app: tea
spec:
ports:
- port: 80

targetPort: 80

protocol: TCP

name: http

selector:

app: tea
apiVersion: vl
kind: Service
metadata:

name: coffee-svc

labels:
app: coffee
spec:
ports:
- port: 80

targetPort: 80
protocol: TCP
name: http
selector:
app: coffee
# Routes
apiVersion: vl
kind: Route
metadata:
name: cafe-route-multi
spec:
host: www.cafe.com
path: /drinks
to:
kind: Service
name: tea-svc
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weight: 1
alternateBackends:
- kind: Service
name: coffee-svc
weight: 2
apiVersion: vl
kind: Route
metadata:
name: cafe-route
spec:
host: www.cafe.com
path: /tea-svc
to:
kind: Service
name: tea-svc
weight: 1

Hftix BH
= [ HTTPS Jits S+ Edge #F .

m AR, a0, 0P wildcardPolicy ¥ Erl Subdomain, H FEHIZAEE N
wildcard.example.com, NJEAMEER] * . example. com [T K .

= G5 NCP fEACERES PR HAR] TS B e i 5 & s, TR i YAML SCPF, BRI 6l
AR R

= NCP fiZar 2= NS LA AR
£ Kubernetes #1527 F5— Loadbalancer /I %5 .

m  NSX-T Data Center 14554 LoadBalancer Il 555 1G4 2738 i eIk 55 25 fiith, TCP
1 UDP 5757 5.

m  NSX-T Data Center 612 F-flias 3 2 FlAF K/, A5G NSX-T Data Center 6125 a5 &, 15
Z 0 (NSX-T &HEER )

/N NSX-T Data Center 17135 V-flirss s2 45 R 411 &1

m 10 /> NSX-T FEMIIR 5575

® 10 /N NSX-T jth,

® 30 /> NSX-T ik i,

= 8 i T LoadBalancer % .

= LoadBalancer JJx 351t FHZE & S EAE 10 AN
= LoadBalancer Il 55 F1i% FRZE IS T3 30 Mo
Hi7 NSX-T Data Center 6145 V-l 45 N 41 55 il -

m 100 4> NSX-T HEHIIR 55 75
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= 100 > NSX-T ith,

= 300 4~ NSX-T bl it

= 98 M H T LoadBalancer JI% %% .

= LoadBalancer Jllt 55 Fit% FHEEUE YR AL 100 M1,
= LoadBalancer I35 1t Fh 2t 5 FIF AL 300 A o
K NSX-T Data Center 171 5 F-fliras S £ N 41510«

= 1000 4 NSX-T [ELUIRSS %5

= 1000 > NSX-T jth.

® 3000 /> NSX-T jth/ik b

= 998 N [ I+ LoadBalancer 255

= LoadBalancer Il 55 FHit FH R E X AE 1000 M1,
= LoadBalancer JIx 55 F1it Fh 25| IS 2L 3000 AN ai
G AE - Ren , JCHEm BRSO R S A irRs k)N, (ER TLAERE Ul Bk AP AT

= M NCP 2.3.1 JHf, Schy Hab4ies 4 R0 a0 irer . aR el kB Kubernetes LoadBalancer JI55
PMETRE S Z MRS &%, MIATIEE 4 EREc s 2 Bgriaa, Holdbmmss 4 E0Ecry
firo NCP R MR A FRER B RUIRSS 2RI EE 4 B sV ires . BROMGOUN, ¥ahzohae. Pt
7f NCP ConfigMap HFf 14_1b_auto_scaling % 4 false 25 IhAE, HIhfEs
NSX-T Data Center 2.3 5 5 =ik A<

ATEmM CA ZZIEHHIREIFEIZA

DL N JIAC R 43 5 A= i A2 A A S0 <filename>.crt F1 <finename>.key H111) CA Z5 2 uF BAIFL . genrsa a4
AIAERY CA 254, RNkt CA BEAH TInss . ] LARH] aes256 Sy Fraw s 15k

#!/bin/bash
host="www.example.com"
filename=server

openssl genrsa —out ca.key 4096

openssl req —-key ca.key -new —x509 -days 365 -sha256 -extensions v3_ca -out ca.crt -subj
"/C=US/ST=CA/L=Palo Alto/0=0S3/0U=Eng/CN=${host}"

openssl req —out ${filename}.csr -new —newkey rsa:2048 -nodes -keyout ${filename}.key -subj
"/C=US/ST=CA/L=Palo Alto/0=0S3/0U=Eng/CN=${host}"

openssl x509 -req -days 360 -in ${filename}.csr -CA ca.crt -CAkey ca.key -CAcreateserial -out §$
{filename}.crt -sha256
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B EINE B 0253 EH E| NCP Pod H

HEREBARA S, B E T VUL ERH R /etc/nsx—ujo H o RIS UEAS SO RS S 43 l e
5 1b-default.crt 1 1b-default.key, 1544 ncp—rc.yaml DAHEEAL FAOX e f-H:455] pod i, {4
an,

spec:

containers:

— name: nsx-ncp
volumeMounts:

- name: lb-default-cert
# Mount path must match nsx_v3 option "lb_default_cert_path"
mountPath: /etc/nsx-ujo/lb-default.crt
— name: lb-priv-key
# Mount path must match nsx_v3 option "lb_priv_key_path"
mountPath: /etc/nsx-ujo/lb-default.key
volumes:

- name: lb-default-cert
hostPath:
path: /etc/nsx-ujo/lb-default.crt
— name: lb-priv-key
hostPath:
path: /etc/nsx-ujo/lb-default.key
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AT L NSX Manager GUI sy 771l (Command Line Interface, CLI) HH45EE
NSX-T Container Plug-in,
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Ta4T CLI a4, 11585 %] NSX-T Container Plug-in A%,

WRTPAMET G Basf 7L Far @A CLIRAT

kubectl exec —it <pod name> nsxcli

% 6-1. F NCP B2 CLI &%

IRFAT I —1 2

K HIEAT nsxcli and

#7
P
s
s
s
s
s
s
7
7
iz
7
s
AT
AT
AT
AT
i
ok
ok
o
ek
it
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get ncp-master status

get ncp-nsx status

get ncp-watcher <watcher-name>

get ncp-watchers

get ncp-k8s-api-server status

check projects

check project <project-name>

get project-cache <project-name>

get project-caches

get namespace-cache <namespace-name>
get namespace-caches

get pod-cache <pod-name>

get pod-caches

get ingress-caches

get ingress-cache <ingress-name>
get ingress-controllers

get ingress-controller <ingress-controller-name>
get network-policy-caches

get network-policy-cache <pod-name>
get ncp-log file <filename>

get ncp-log-level

set ncp-log-level <log-level>

get support-bundle file <filename>

get node-agent-log file <filename>

get node-agent-log file <filename> <node-name>
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& 6-2. AT NSX T REEZH CLI &<

g il we

PR get node-agent-hyperbus status

217 get container-cache <container-name>
217 get container-caches

% 6-3. FIF NSX Kube RIEREEMN CLI &%

E it e

R get ncp-k8s-api-server status

RE get kube-proxy-watcher <watcher-name>
PRAS get kube-proxy-watchers

RE dump ovs-flows

BT NCP BRI RESDS

= PR NCP £ iiyIREs
get ncp—master status
ENIE

kubenode> get ncp-master status

This instance is not the NCP master

Current NCP Master id is a4h83ehl-b8dd-4e74-c71c-cbb7cc9c4clc
Last master update at Wed Oct 25 22:46:40 2017

= 5K NCP #11 NSX Manager > [R]fiERER A
get ncp-nsx status

il

kubenode> get ncp-nsx status
NSX Manager status: Healthy

R Ingress. a4 7E ], pod FIlR SRR 7 IR AS

get ncp-watcher <watcher-name>
get ncp-watchers
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ANNE

kubenode> get ncp-watcher pod
Average event processing time: 1174 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:47:35 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:47:35 PST
Watcher thread status: Up

T~ 2:

kubenode> get ncp-watchers
pod:

Average event processing time: 1145 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

namespace:
Average event processing time: 68 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

ingress:
Average event processing time: 0 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 0 (in past 3600-sec window)
Total events processed by current watcher: 0
Total events processed since watcher thread created: 0
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

service:
Average event processing time: 3 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
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Total events processed since watcher thread created: 1
Total watcher recycle count: 0

Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

m o NCP 1 Kubernetes API JI% 5575 2 [RIEBEIRAS

get ncp-k8s—api-server status

ZNAE

kubenode> get ncp-k8s-api-server status
Kubernetes ApiServer status: Healthy

»  RENADIH B ESTH

check projects
check project <project-name>

il

kubenode> check projects
default:
Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 40a06829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

nsl:
Router 8accc9cd-9883-45f6-81b3-0d1fb2583180 is missing

kubenode> check project default
Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 40a06829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

AT NCP BREMEHFHL
m RHEIE ey 228 RN AT

get project-cache <project-name>

get project-caches

get namespace-cache <namespace-name>
get namespace-caches

aN/E

kubenode> get project-caches
default:
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24

VMware, Inc. {8 FT AR . 46



1% 1T OpenShift 1) NSX Container Plug-in - 2 FIE SRS

subnet_id: f75fd64c—c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd15ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:
id: 6111a990-6e06-4faa-al31-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get project-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kubenode> get namespace-caches
default:

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180

logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd15ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
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logical-switch:
id: 6111a99a0-6e06-4faa-al31-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get namespace-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

m  RHY pod UINFZEAT

get pod-cache <pod-name>
get pod-caches

ZNAE

kubenode> get pod-caches
nsx.default.nginx-rc-uq2lv:
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:
app: nginx
mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlan: 1

nsx.testns.web-pod-1:
cif_id: cel34f21-6be5-43fe-afbf-aaca8cO6b5cft
gateway_ip: 50.0.2.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 3180b521-270e-11e8-ab42-005056b198fb
ingress_controller: False
ip: 50.0.2.3/24

labels:
app: nginx-—new
role: db

tier: cache
mac: 02:50:56:00:20:02
port_id: 8lbc2b8e-d902-4cad-9fcl-aabdc32ecaf8
vlan: 3

kubenode> get pod-cache nsx.default.nginx-rc-uq2lv
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
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gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:

app: nginx
mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlan: 1

m RIUZR SRR SR A7 B R e A7

get network-policy caches
get network-policy-cache <network-policy-name>

d§1§U:

kubenode> get network-policy-caches
nsx.testns.allow-tcp-80:
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22f82d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f7f825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eee4afcOaf065b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91cle722670a59f971f8fccla5ac51f1
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kubenode> get network-policy-cache nsx.testns.allow-tcp-80
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22f82d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f71825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eeed4afc0af065b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91cle722670a59f971f8fccla5ac51f1

BT NCP BN HFGS
n TESCHE T ORAT NCP SZFRE

YRS pod HITHFTA Aes i H S XA EA tier:nsx—networking #7555, SR tgz #520,
HAFAFAE CLI BRI A#4E H 5% /var/vmware/nsx/file-store 1, AL FH CLI file-store iy 4K
S ) B e R R

get support-bundle file <filename>
il

kubenode>get support-bundle file foo
Bundle file foo created in tgz format
kubenode>copy file foo url scp://nicira@10.0.0.1:/tmp
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AR ORAE NCP HE

H S tgz # U RA7AE CLI BRI 7i H % /var /vmware/nsx/file-store Hi, #H[LAHT] CL
file-store iy & F5 00 SO il B e R il b

get ncp-log file <filename>

R

kubenode>get ncp-log file foo
Log file foo created in tgz format

AT O AR

IR AE—ANTT S E A S AT A, BBk tgz K RAFAE CLI BRI SC- A7 4% H
% /var/vmware/nsx/file-store 1, #r[ L] CLI file-store iy 4K U SO 2 il B o fe kb

get node-agent-log file <filename>
get node-agent-log file <filename> <node-name>

aE

kubenode>get node-agent-log file foo
Log file foo created in tgz format

n RO H S
A I H 52050k NOTSET . DEBUG. INFO. WARNING. ERROR 1 CRITICAL,

get ncp-log-level
set ncp-log-level <log level>

il

kubenode>get ncp-log-level
NCP log level is INFO

kubenode>set ncp-log-level DEBUG
NCP log level is changed to DEBUG

AT NSX T RREBERRAINREST S

R RAREERZTY SRR HyperBus 2 [RIFZERERAS

get node-agent-hyperbus status
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il

kubenode> get node-agent-hyperbus status
HyperBus status: Healthy

BT NSX TR RERRNEFGS
m REUNSX T fRERA AR 2 AT

get container-cache <container-name>
get container-caches

IR

kubenode> get container-cache cif104
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104

R~ 2

kubenode> get container-caches
ciflo4:
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104

FIF NSX Kube REZEMRAHS

= o) Kube fCHEA Kubernetes API JIR 2588 > RIfFVEBER A
get ncp-k8s—api-server status
Al

kubenode> get kube-proxy-k8s-api-server status
Kubernetes ApiServer status: Healthy

» i Kube RERIEHURE RS

get kube-proxy-watcher <watcher-name>
get kube-proxy-watchers
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ANNE

kubenode> get kube-proxy-watcher endpoint
Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

2

kubenode> get kube-proxy-watchers
endpoint:

Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

service:
Average event processing time: 8 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

R R OVS i
dump ovs—flows
GNP

kubenode> dump ovs-flows

NXST_FLOW reply (xid=0x4):

cookie=0x0, duration=8.876s, table=0, n_packets=0, n_bytes=0, idle_age=8,
actions=ct(table=1)

cookie=0x0, duration=8.898s, table=0, n_packets=0, n_bytes=0, idle_age=8,
actions=NORMAL

cookie=0x0, duration=8.759s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,tcp,nw_dst=10.96.0.1,tp_dst=443 actions=mod_tp_dst:443

cookie=0x0, duration=8.719s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,ip,nw_dst=10.96.0.10 actions=drop

cookie=0x0, duration=8.819s, table=1, n_packets=0, n_bytes=0, idle_age=8,
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priority=90,ip,in_port=1 actions=ct(table=2,nat)

cookie=0x0, duration=8.799s, table=1, n_packets=0, n_bytes=0, idle_age=8, priority=80,ip
actions=NORMAL

cookie=0x0, duration=8.856s, table=2, n_packets=0, n_bytes=0, idle_age=8, actions=NORMAL

HixHD
AHSS S T 44 B R

NCP $HixRHS

ERRED B

NCP00001 R
NCP00002 R S
NCP00003 WSk
NCP00004 SEAVer/wd
NCP00005 HAEUE
NCP00006 HAE AT
NCP00007 NSX i 2%
NCP00008 NSX brid ok
NCP00009 NSX 142
NCP00010 HAETT sibrid
NCP00011 RS AT L 1T
NCP00012 A2 VIF BUE i
NCP00013 VLAN JiJ/&
NCP00014 VLAN BRI
NCP00015 IP iR
NCP00016 IP RIS
NCP00017 IP P
NCP00018 IP DA Gl e
NCP00019 IP TRt
NCP00020 IP b Al A
NCP00021 1P b A SR e
NCP00022 R R O
NCP00023 e R TR TN LY
NCP00024 DR R
NCP00025 AT O
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SRS B

NCP00026 BT AT R
NCP00027 BT HAUMER M
NCP00028 B T g B
NCP00029 WK e IR
NCP00030 A i O
NCP00031 AR Lo BT AR
NCP00032 WA L ISR
NCP00033 PR PR 2% S
NCP00034 By S G SR
NCP00035 B KRR
NCP00036 W ) S BT
NCP00037 DY N
NCP00038 e ESPS
NCP00039 NS £H Gl R
NCP00040 NS 2RI
NCP00041 IP SE G R
NCP00042 IP S5 B R

NCP00043 1P SR S

NCP00044 SNAT JI 61 2K
NCP00045 SNAT AR 2K e
NCP00046 TS AP R IK
NCP00047 ST Rl
NCP00048 T e e 55 IER SR
NCP00049 TP IR 557 B 2RI
NCP00050 TP s IR 5575 BB R IK
HRR B

NCP00051 Y IR S IR 2 T
NCP00052 PRt v G R
NCP00053 TP e BT R
NCP00054 TR IR O
NCP00055 ST AL Gl S
NCP00056 STty L B 2R e
NCP00057 kAR R W FPRVe
NCP00058 R 1P BRI
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SRR B

NCP00059 HAEN G BV Hras BEAUR 55 s Rk 55 5%k
NCP00060 NS 41HE# K%

NCP00061 apie v ERIEN S
NCP00062 NS AT

NCP00063 HAEY SR
NCP00064 HAE S VIF

NCP00065 SIS YNCS

NCP00066 SIS
NCP00067 SSL 25 BT
NCP00068 RARE] SSL AL E
NCP00069 HAE] 1P i

NCP00070 A% TO Edge 4
NCP00071 IP b Fg e

NCP00072 P EERE TR

NCP00073 NAT AR e
NCP00074 R i R IR
NCP00075 NSX i = R K

ERRD WA

NCP00076 SNAT HU BT b
NCP00077 SNAT il 5

NCP00078 TR S IR I
NCP00079 TRV S S T
NCP00080 PP it 61 32 e
NCP00081 HAB VA IR 5525
NCP00082 IP SR

NCP00083 SNAT b RHUI K
NCP00084 TP S5 B S
NCP00085 TP S5 S R
NCP00086 PRI s R IR
NCP00087 TR R A P
NCP00088 IP b ASHE—

NCP00089 57 B PEE FR R
NCP00090 TECHRS A A TE SR
NCP00091 PRCHRRS LR A R
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R

NCP00092
NCP00093
NCP00094
NCP00095
NCP00096
NCP00097
NCP00098

NCP00099

B

SNAT 3

ST BRSERIAE T3 R R
T R SRS
HAZBH

NEVNEIEE EE )
TCRFRI S BV il ss
Tk O RE 5 BV iR S
ST RS 28 A7 ] 4

NSX 19 X IEEIRED

SRS

NCP01001
NCP01002
NCP01003
NCP01004
NCP01005
NCP01006
NCP01007
NCP01008
NCP01009
NCP01010
NCP01011
NCP01012
NCP01013
NCP01014
NCP01015
NCP01016

NCP01017
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B

HAE OVS | 174k
HAEEHL MAC

OVS i I 1l ke
JCAEAT pod Fi

Pod Fic % 2

Pod HUHIC K
THAH] CNI £

CNI 42 K

CNI iR AAERL

CNI 74 B2k 5

CNI 4 AL R
Hyperbus %42k
Hyperbus FRAAILHL
Hyperbus 4 U
Hyperbus 4 8.4 5
GARP %2l

Fe O R
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nsx-kube-proxy iz A5

ERRG B

NCP02001 PRER P 1 2
NCP02002 (S LTRPNI
NCP02003 FREREE UK

CLI $HiRHCH

R Uil

NCP03001 CLI JHzh2kik
NCP03002 CLI =7 0l 2R
NCP03003 CLI &=ty
NCP03004 CLI &) i sk ek
NCP03005 CLI 5 it I
NCP03006 CLI e stz e
NCP03007 CLI AP TJ0K

Kubernetes $£iZ 7Y

SRR g

NCP05001 Kubernetes #§20k
NCP05002 Kubernetes [ T4
NCP05003 Kubernetes i3k i
NCP05004 HAE] Kubernetes %%
NCP05005 A% Kubernetes 2571
NCP05006 Kubernetes W72 R 7 571
NCP05007 Kubernetes %l K J&% 24
NCP05008 Kubernetes #2824
NCP05009 Kubernetes Zt i 40ik4k ik
NCP05010 Kubernetes JI 55 HIAZ K
NCP05011 Kubernetes 3ifi & fURA K
NCP05012 Kubernetes Ingress 14k
NCP05013 Kubernetes [#12%55s tA i
NCP05014 Kubernetes 17 5 Uik
NCP05015 Kubernetes iy £ [ FU i i
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R

NCP05016
NCP05017
NCP05018
NCP05019
NCP05020
NCP05021
NCP05022
NCP05023
NCP05024

NCP05025

B

Kubernetes pod 424
Kubernetes & 4A10HRAIk
Kubernetes BRiAJE S
Kubernetes VLfid ik XA 3
Kubernetes R4 BET ik
Kubernetes ¢ 51T ik

HAE] Kubernetes iy 425 25 4%
WS Kubernetes %54
Kubernetes BRI i =76 I

Kubernetes LoadBalancer il 55 1UMk2< M

OpenShift $EiIRCHD

HERAID
NCP07001

NCP07002
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i
OC % iR I
OC BR ARSI RN
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