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NSX-T Container Plug-in(NCP) £t NSX-T Data Center 5 & #51JA% ( 41 Kubernetes ) 2 [RIHUEERL DL A
NSX-T Data Center 53 T A #%1) PaaS (“F&HIIRS ) 7 (41 OpenShift 1 Pivotal Cloud Foundry )
[AIMEE R . AFRFEA4E T Wik NCP L5 Kubernetes i1 Pivotal Cloud Foundry f2)i% .

NCP [H = ZH A AeshiaiT, J15 NSX Manager F11 Kubernetes il =3 115 . NCP i NSX API

DU RS AHA O I B DA BRI 28 05, A ae i@ i 11 . ASHedfL . S e fde el

NSX CNI {fifF-ERE Kubernetes 15 51 FiafT. Bl was b G E, Bam e e 8 2% 41

vSwitch, FX % AL vSwitch JH T4RFEVARRICATE k Ars 42 11 F1 vNIC 2 [ A#s it o

NCP ffit LU Thae:

» 3k Kubernetes BEEEGI: NSX-T Data Center :2544h, I 554 Kubernetes iy 4423 [l Gl i —4
BRI A 2K

m  ff Kubernetes pod 42 ZI %%, Jf/3d IP A1 MAC itk
R bR (NAT) H 5D Kubernetes i #4235 [R5 il — U5 SNAT P,
AL NAT B, 865 1P BN RERR L 1000,
m  {}i[]] NSX-T Data Center 2377 5\[J5 k3% 5231 Kubernetes 4% 55l
m SRR NI H 4 TR
SRR SRS R IPBlock dEPERR .
B LRI bR e BERRIN, SFF matchLabels Hll matchExpression,
R HAMb Ay s AR pod.
S ClusterIP 25711 Kubernetes JIR55 411 LoadBalancer 251 %S .

m i NSX-T 5 7 213 Fifi2s 9230 Kubernetes Ingress.,
m i) TLS Edge #1F %#F HTTP Ingress A1 HTTPS Ingress.

m  HE Ingress BRI UG E .
B % #F Ingress URI i 5,
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=/ NSX-T Data Center &4 2t lii 1 LA 42310 pod Mk pod Ar%5 QIAERRIL, TR vFiyHE GiAR
PEARICE X NSX-T 224 4RI .

LEZART, NCP A Kubernetes F5E, 4 nT LAELAG (i FHAHR] NSX-T Data Center #32510% 1
Kubernetes #1455, & MHEEEA AN NCP 5441,

ARTEWHE T LA 8
m AR
mCREHEA
= J}4¢ NCP

NSX-T Container Plug-in(NCP) X Kubernetes 3114/l Pivotal Cloud Foundry (PCF) FREFEAT VL e 2

% 1-1. Kubernetes IMEMEAMER
BT PR
NSX-T Data Center 22,23
A EAUERWL B AL T L5 vSphere fiK
= RHELKVM74. 75
= Ubuntu KVM 16.04
v AU ER S ®=  Ubuntu 16.04, RHEL7.4. 7.5
RSt gy m  Kubernetes 1.10
m  Kubernetes 1.11
AreF41 Open vSwitch 2.9.1 (Jifi NSX-T 2.3 H1 2.2 il )

% 1-2. Cloud Foundry IMERFAMER

AR %S
A ENUEAUN LI AL L F vSphere iR
eI = ({UfENCP2.3) Pivotal Application Service 2.1.x (2.1.0[4%%h) FiI Pivotal Operations

Manager 2.1.x
®  Pivotal Application Service 2.2.0 #/I Pivotal Operations Manager 2.2.0

= ({Yf NCP 2.3.1) Pivotal Application Service 2.3.x #1 Pivotal Operations Manager
2.3.x

1 4 AT 3
S LA
TEE 205 Kubernetes PRI, Z2B6RIAC B NCP il udgELA MP R, SR IhHTIX DI, aAdEE
NSX-T Data Center 1 Kubernetes 2350451
1 %42%E NSX-T Data Center,

2 QAR DO,
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AN S5 2 A K LK Kubernetes 15 s 45 21232 40t Lo
B8 0 225K thas

5 Kubernetes pod il & IP b,

oy SNAT (ML LR ) BILE IP .

FERFANTT AT 2025 NSX CNI (R gs e 1) itk

TEEANT 5 F 2 OVS (Open vSwitch),

© o0 N o o b W

i Kubernetes 5 fifid i NSX-T 45
10 5 NSX 15 LR 244 h) DaemonSet.
11 K NCP %374 ReplicationController,
12 {E NCP pod HiHE#L U .

FHZ% NCP

oK NCP JHK 8] 2.3.0, I TUL R 8,
1 RisfTi2 Pivotal Application Service (PAS) 2.1.x, 1515k PAS TH44%) 2.2.x.
2 X7 Pivotal Application Service ¥115%, i#E NCP 2 NSX-T Tile (U441 2.3.0,

3 X1 Kubernetes 5k OpenShift B4, 115714% CNI RPM/DEB #ifffu., NSX 7y LifLH DaemonSet Al
NCP ReplicationController,

4 (A% ) B NSX-T Data Center T[4 %1 2.3,
NCP 2.3.0 % #F NSX-T 2.2, {HB [ PLF+4% %] NSX-T Data Center 2.3,
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1E229% NSX-T Container Plug-in 2 i, #7205 B 128 NSX-T Data Center Z5Ji.

ARFETHE TP 3208
B P NSX-T %

= GIEANCE S 0 E 2k e

FLE NSX-T &R

T EC ) NSX-T Data Center 950457 s I ZALH X I8 . Tier-0 @RI s, T BRI SRR
WA AL, Kubernetes 15511 IP Ll SNAT 11 IP b,

Al DAL B SO nep. ini H#E T UUID I FRIC . NSX-T Data Center %5,

BEEMEEHXE

ERE] NSX Manager 3t 2GR > R4, SHT] A ae WIZR 10 S5 gs e dm e, ol el s
b

M AE nep.ini i [nsx_v3] H0 % E overlay_tz Bl TS S I 28Xk, PR
PERTo GARACK Y overlay_tz, NCP ¥ HZhM Tier-0 i HHashs 2278 o M8 L 4 X8 1D

Tier-0 2488 H

o E] NSX Manager, XI5 SHTEIRISS > B > BBz, AT ARRME0E has, s el b

o
pufiue

o

W AE nep.ini 1Y [nsx_v3] #F45HAE tier0_router MRS ERELEN Tier-0 8 HIL R,

B A Bh- 2 RN B thes
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Z AR AR

W T HORER R vNIC AT R 578 25 2B R A M L ASERIG T i B 1 15

NSX-T Data Center, {HiXFEMHCE ML B RE, @0 DU 2R %) NSX Manager H- S 21 g% > 35#e >
RBH K QAT WA o EASHAL - QI T, FR 5 vNIC FEEEBIX s 1, i@ LA
PLFhric:

®  Frid: <cluster_name>, juM: ncp/cluster
®  Jrid: <node_name>, JU[H: ncp/node_name

<cluster_name> {EH 715 ncp.ini [ [coel #5HI cluster ElifE L,

Kubernetes pod HY IP

TR E] NSX Manager, 2o Sl > IPAM LLGIE— k2> IP e {1 CIDR A5 7E IP P,
AITE nep.ini [ [nsx_v3] #Hi% H container_ip_blocks #EIi2K+5E Kubernetes pod 11 IP £,
A AT PLE AR SNAT 44231 (T Kubernetes ) sifttE (4T PCF) I IP He,

HAAE nep.ini 19 [nsx_v3] % H1i& ¥ no_snat_ip_blocks ik +5E ) SNAT IP B,

GSRAE NCP iz T GIHEE SNAT IP B, BunZiidfiHs NCP. I, NCP AR H IS IP B, %
IXEEHIR

ARG 1P YU, HTARERT NCP FLE S nep.ini 1Y) subnet_prefix 24, AXCIHANE L.,
152, nep-re.yml FAf) nep.ini [ ConfigMap.

SNAT & IP it

B NSX Manager H1HY 1P 0 1P Hokl, sx#einl- 1105 SNAT M4 pod IP DL K
SNAT/DNAT HUIIZA T Ingress #254i8%, #t{% Openstack i75) IP —FF, X2 1P Hihl- th s 1P,

%4 Kubernetes FEEE( FHAAIRIOAMES IP i, 554> NCP S5l EZ ith it —3545 H T & 4 PR Kubernetes
o BOMBIT, B pod FRAFATR-FRIRTZ . ZE AR RIS, 1558 nep.ini i [nsx_v3]

B HI) external_subnet_prefix &1,
A PAEEAE nep.ini 1) [nsx_v3] &5 H1iX B external_ip_pools BEIUKFET SNAT 11 IP jib,

M NCP 2.3.2 H4fi, ] DA 58 8 v S EDg e 5) NCP SR B ASFIY 1P b,

1% SNAT IP iR %I 145 EH Kebernetes f5 &= a3 PCF A4
A PAAEAE SNAT IP s il R hricHsE il WlEe Kubernetes 44 %5 [Alak PCF 4HZH55 00 IP iy 1P,
i Kubernetes #r 4 25[R]: JoFl: ncp/owner, #ric: ns:<namespace_UUID>

= X PCF #H41: J5H: ncp/owner, #rid: org:<org_UUID>

VMware, Inc. B AT 4R . 9
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FLMEFIEL N4 2 — 3k Man #2354 UUID :

kubectl get ns -o yaml
cf org <org_name> —--guid

TR NI

m APRCRNAEE A UUID, TR R ANb a2 il

w GERAEINRR I Ry s TRl A IP R B T ARiC, W Kubernetes ik 35k PCF 1 AR 11
SNAT il kel NCP ST BN A, A2 se 1P,

23BN PCF LT Ehric e WA X Eekrid, (Efay2asalak PCF 441 IP #Bn]
DI SNAT IP Jth453 7

ARRSZEE SNAT IP it
AT VA R 5 A DR IR S5 . SNAT 1P 3t f5ild,

apiVersion: vl
kind: Service
metadata:
name: svc-example
annotations:
ncp/snat_pool: <external IP pool ID or name>
selector:
app: example

M NCP 2.3.1 /4, ncp/snat_pool ¥8E IP AFUEARRC {"ncp/owner": cluster:<clusters>},

NCP £ IR 55T L SNAT . ANFIIR 1P A5 pod £, FIAR IP 2 FEEINIS IP i/ Bl SNAT
IP. 45 NCP fic &5 SNAT BN HES, 2RSS AN nep/error. snat: <errors> 118, FIREIE S

IP_POOL_NOT_FOUND - £ NSX Manager 1A Z] SNAT IP i,

= |P_POOL_EXHAUSTED - SNAT IP jii! I,
= |P_POOL_NOT_UNIQUE - ncp/snat_pool 5 15| NSX Manager 112Nt .
= SNAT_POOL_ACCESS_DENY - ¥ & bric 5 &k s Bl iKW IR 55 () a £ 23 R ASUL R

m  SNAT_RULE_OVERLAPPED - 6lJ3:5f1) SNAT HillJ, {H SNAT k551 pod [l thJ& T-HAth SNAT Iz
%, B, [W—/ pod 7%~ SNAT }illl,

» (T NCP 2.3.1 KA ) POOL_ACCESS_DENIED - ncp/snat_pool /£ IP i A Fric
{"ncp/owner": cluster:<cluster>}, SBMFTAEPRICS AR RITNRSS 1 2425 [RAVERL .

TR NI

®  [ERSSZHT, nep/snat_pool FEEMIMN 1Z L f7/E T NSX-T Data Center H1,
= £ NSX-T Data Center H1, Jlx55 SNAT MU0 24 T35 F SNAT A,

= R pod fid T2/ SNAT MU, TR —ANEE,

VMware, Inc. BT A HUR) 10
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m M NCP 2.3.2 fH4f, wIRAlid HRGERH T HR 50 NCP K BRSO AR 1P .

A ZAZTIEBLE SNAT IP i
M NCP 2.3.2 JH4f, A DL Ay 2428 RIGS IR A dy 425 R)fd B SNAT 1P it 54,

apiVersion: vl
kind: Namespace
metadata:
name: ns—sample
annotations:
ncp/snat_pool: <external IP pool ID or name>

NCP K Jyitt sy 2= Al B SNAT B HUWRGIE 1P Jyjas pod e HAR IP &M FRE SN IP o3 idity SNAT
IP. 1% NCP fic i SNAT MU, Zay &S AHE I “nep/error. snat: <error>” R, RGN
T

= |P_POOL_NOT_FOUND - 7£ NSX Manager H1+%/%] SNAT IP i,

®  |P_POOL_EXHAUSTED - SNAT IP i /.

= |P_POOL_NOT_UNIQUE - ncp/snat_pool $5E€ 15| NSX Manager 12Nt .

=  POOL_ACCESS _DENIED - ncp/snat_pool &M IP i hric
{"ncp/owner": cluster:<cluster>}, EthFTATEhrCS KD BCIRIOIR S Ay 445 AT

T RLA MR

w RBAERETRAEE —1> SNAT IP i,

" JGEEAE nep.ini BCEL SNAT IP jth,

®  ncp/snat_pool R IP A A A FRIC {"ncp/owner"”: cluster:<cluster>}.

B ncp/snat_pool FEEM IP it A UL A w423 hlkrid {"ncp/owner": ns:<namespace_UUID>}.
»  QRERD nep/snat_pool JERE, Nidr a2k SNAT IP I THEER

w APl SRR EDET R NCP SR EEOS A FIRY 1P .

A PAS M HEFBELE SNAT it

RS R, NCP Jy PAS (Pivotal Application Service) ZHZHfEC T SNAT 1P, 1 DL by b TR Al i 40 25
SNAT IP jih {5 B HY manifest.xml KWW R FFECE SNAT IP, {5140,

applications:
- name: frontend
memory: 32M
disk_quota: 32M
buildpack: go_buildpack

VMware, Inc. BT AR 11
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env:
GOPACKAGENAME : example-apps/cats—and-dogs/frontend
NCP_SNAT_POOL: <external IP pool ID or name>

NCP i At i R FFAC 2L SNAT J, A FOI 1P 25l 1P 52, FLEFR IP 2 MM IP ity fic i) SNAT

IP. iR MR

m JEEN HIFEF 21T, NCP_SNAT_POOL fEE BN Z /74 T- NSX-T Data Center H1,
= NIRRT SNAT BN 2 14121 SNAT A,

w  HEEAN IR ICE —1 SNAT IP,

= M NCP 2.3.2 JT4f, A DAk X E I T8 5) NCP KBS 1P b,

A PCF R4 3 BLE SNAT

E PCF AR 3 th, WIDUBI DL NI 12— SNAT:

w QN FHRLFRE, 7F manifest.yml Hifid ¥ NCP_SNAT_POOL .
B, W FARFFN bread, manifest.yml HATLL FEE

applications:
- name: bread
stack: cflinuxfs2
random-route: true
env:
NCP_SNAT_POOL: AppSnatExternalIppool
processes:
- type: web
disk_quota: 1024M
instances: 2
memory: 512M
health-check-type: port
- type: worker
disk_quota: 1024M
health-check-type: process
instances: 2
memory: 256M
timeout: 15

124 TUA M

cf v3-push bread

cf v3-apply-manifest —f manifest.yml
cf v3-apps

cf v3-restart bread

m {Ji]f] cf v3-set-env mr AL E NCP_SNAT_POOL .

VMware, Inc. {8 FTHFUF .
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A TEA M (BRER HREFFFR Y app3) -

cf v3-set-env app3 NCP_SNAT_POOL AppSnatExternalIppool

(optional) cf v3-stage app3 -package-guid <package-guid> (You can get package-guid with "cf v3-
packages app3".)

cf v3-restart app3

AliE ) ({UEAF Kubernetes ) B MIEHRIC X

SOV GO AR AU HAT-HE NCP L4 Sl G R B kB35 X3, 15°85% 2] NSX Manager, &
1224 > A ABL k3G > FHIF O K%K

W AE nep.ini 19 [nsx_v3] E4H#E bottom_firewall_section_marker #il
top_firewall_section_marker dETizkg e hric By khE I ,

JEGBBT K 3t DX WA A E TR K B DX N 75 o B EEXRER kS X8, NCP Gl BRI A 1 K
i DX G B GBI kRS X 77, NCP G F TSRS R AT 55 K % DX 61 7R TR K i X 3k
TR JT o ARG X Eebric X3, NPT RSSO AT A R e N, 7E TS G T SRS X3 A2 RrRE
HESETh 2 bR1c B KBS DR AAHEIOME, R S EER

PIEMEESE 0 RiBiEHaR

0 8 A Kubernetes 5 S BIANER IR

(
o
o

J
IE:

SB
1 MHIBERET, &35 https://INSX Manager IP #4/- 7111f) NSX Manager
2 SR > B > BRERAY. SRS AR > 55 0 B
3 NSRRI B
4 PR N AT Edge BRI RRZEE 0 E 2R IR fhds.
5 PR a] IV
VR B2 T
6 R,
PR thawkt oo — ek
7 B R,
8 LECH > BRHEHS K.
9 HBERINA IR R KA
SR, ERR G (FF NAT ) JRFhhide s NSX #25. 76 NAT $fh1, 6558 0 2 NAT,
10 HHARFE.
M T OIS %o
12 rphECE > BRSO,

VMware, Inc. BT A HUR) 13
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13 BRI —AN A TRERK IR
14 P AMERT .
15 el ART Q2 A AL,
16 EANHIRLS R E A IP Mk,
17 PR
B e R oo — AN
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£ Kubernetes IfEfRZ3E NCP

2735 NSX-T Container Plug-in (NCP) 7527 15 15UF1 Kubernetes 154 226411k,
ARZETHE TN 28

m 225 NSX-T Data Center CNI {7}

m RN OVS

m  y Kubernetes 5l 5 NSX-T Data Center [0]£%

w20 NSX AR

®  nsx-node-agent-ds.yml /1) ncp.ini [) ConfigMap

m Z2%E NSX-T Container Plug-in

®  ncp-re.yml H11%) nep.ini 1) ConfigMap

m  7F NCP pod Hi:ak PEM 4 i 157154 9]

® /£ NCP pod Hid:3r 45 30

m  [ilE syslog

LI SE S

m O S T B s

24 NSX-T Data Center CNI {4

NSX-T Data Center CNI ffiff- 24200122 55 4F Kubernetes 5 i |-,

X Ubuntu, 2% NSX-T CNI #6224 AppArmor fid B X ncp—apparmor & il 5 /etc/appa rmor.d,
HmEe . 22 nr, AppArmor Ik S5z T H.H 3 /etc/apparmor.d I FAE. 30, 2R AU,
RIPAETILL R 240 25 AppArmor Bt /5 T s -

sudo cat /sys/module/apparmor/parameters/enabled
RIS IEL M 240 75 AppArmor Ik 3525 E 53D :

sudo /etc/init.d/apparmor status

VMware, Inc. BT AR 15



1% F T Kubernetes 7l Cloud Foundry ) NSX Container Plug-in - 225 I B FE R

WISR2e%5E NSX-T CNI i AppArmor RSB T, Zdese B i m Pl FilE
subprocess installed post-installation script returned error exit status 1

ZIMEIERER TN AppArmor BCE S 2 S, T AT e 3R B SE ko

ncp-apparmor Bl E S NSX 5 S (#1774 node—agent—apparmor ) £2{ AppArmor Fit & 3 ff-, X
5 docker-default il &5 SCAHAELL NI T ANA) -

» 5T deny mount HiN,
= U7 mount U,
® X172 network. capability. file Fll umount X,

Fn] DU AN AL 2 S5 46 node—agent—apparmor Pt e SO, (HUE, 2o NSX 17 S ARERI i I S
ff nsx-node-agent-ds.yml F15[J{] T AL S5 node—agent-apparmor, QAR T AR AL 5S04,
MAJiE nsx—node—agent—ds.yml [fJ spec:template:metadata:annotations ¥4 FILL N&HH,
FRE R E SR

container.apparmor.security.beta.kubernetes.io/<container-name>: localhost/<profile-name>

S8
1 FELE T Linux &7 RAS 22850k,

VA4 nsx—cni-1.0.0.0.0.xxxxxxx—1.x86_64.rpm 5k nsx-cni-1.0.0.0.0.xxxxxxx.deb, JL
oo e NEBIRAN S o

2 CLEAELTEA RN rpm ik deb S

VAR 2RELE Jopt/eni/bin 1, CNI it XA 10.nsx.conf G )5 /etc/cni/net.d 1, 1% rpm i
SONIREFE%E Jetc/cni/net.d/99-1oopback. conf fit 4.

ZHEFEE OVS
FETAEY S F 255 B OVS (Open vSwitch).,

1 NS Linux AT N aizeiescft,

A4k openvswitch—common_2.7.0.6383646-1_amd64.deb. openvswitch-datapath-
dkms_2.7.0.xxxxxxx—1_all.deb F1 openvswitch-switch_2.7.0.xxxxxxx-1_amd64.deb, HH
XXXXXXX ST N AR

2 PR NI deb SCHE
3 XIT Ubuntu, 1HiafTEL Mg & AEETINA OVS PAZAE: .

# systemctl openvswitch-switch force-reload-kmod

VMware, Inc. BT A HUR] 16
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4 il OVS IFAEIE] T

# system openvswitch-switch status
5 QAR MACIEE br-int 52, 1501 EZ I,
# ovs-vsctl add-br br-int
6 CRRERRY SR AU LR R (node-if) PRINE] br-int Hi,

# ovs-vsctl add-port br-int <node-if> —- set Interface <node-if> ofport_request=1

B TPA My DA ofport IUME, BUNTE ofport 1 AR IS, OVS 43 c Al RS H o

# ovs-vsctl —-columns=ofport list interface <node-if>

IS ofport A2 1, 5/E NSX 15 LAt DaemonSet yaml X/ nsx_kube_proxy #375 HAHR Mk
H ovs_uplink_port i,

7 T br-int A1 node-if link tRZ50 up.

# ip link set br-int up
# ip link set <node-if> up

8 BB EE S, DARACR IS L FE T 51 e AT E R ahik A
KT Ubuntu, 1558 /etc/network/interfaces JFIILL AT

auto <node-if>
iface <node-if> inet manual
up ip link set <node-if> up

T RHEL, 15338 /etc/sysconfig/network-scripts/ifcfg—<node-if> FEUSMILL FAT:

ONBOOT=yes

7} Kubernetes T S Bt & NSX-T Data Center M 4%

AT 4l Kubernetes =75 SR T/ S5 NSX-T Data Center 4%,
RN S E A DAL, 55— N AT, AlBEA7 T NSX-T Data Center 45442 1, th

Alf X{J?lgém/{‘/j)% Fo B—AE0H pod 424024, {377 NSX-T Data Center 5422 |, HaEd:51Fr K
PR AZ A R A L. AR pod IP HilE AR, Kubernetes iz ARG A A HRIE R T 1E,
TR 1A pod 2 [AINIESS, NCP HZhaliE—> DFW ML R Fiaf RIS A AL s B b, 448
AIPATE NSX Manager GUI HHAs A Z AU TEARME B o AN Bl s 12 ) .

AT S REAL, TEHIOR YA R PIZR T E ) vNIC 82 27 a2 A Lo

0
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NSX-T Container Plug-in (NCP) WAZiIE TR 15 s A s i 1) vNIC [ VIF 1D, AZidlL 5 2Ubr
TCAHIN PRI B A BT L 1

{'ncp/node_name': '<node_name>'}
{'ncp/cluster': '<cluster_name>'}

AT LA NSX Manager GUI H i 2ITE R > REWLLASE 2 17 SN LI 2 SR A2 A Ui 11
45t Kubernetes 15 i AR 4B, A HT ncp/node_name Fric HEHTH5) NCP, &n] LA UL
AR A

kubectl get nodes
WAL IZAT NCP IR S BRI IZAT kubeadm join a4 Z HPRARICHE INEZ A AL
ug T SO, SRR IS . AERBRICAN BRI G, AT A TUAN P BR DA
w  CROERARAR IO T2 R A L
= JUHTH5h NCP,

I NSX T &g

NSX 5 fifCEE 2 —> DaemonSet, £~ pod MAEHHE TN AR — A emialfT NSX 17 iR, His
SN AR A28 F2 11, 5 CNIL AT Kubernetes AP IR S #8728 H . 5 — A #8217 NSX Kube
RER, HnfE—OBR ST BHEEE 1P 540k pod IP DL3ZJE Kubernetes IRZS S . B2 9005 -3 Kube HCERA
EH@IjJHbo

Lz
1 T3 NCP Docker {5,
SNAFEZFE nsx—ncp-xxxxxxx.tar, FH xxxxxxx JENEBRAR S .
2 [ NSX 17 L DaemonSet yaml 54 .
X% 5E nsx-node-agent—ds.yml, AT LAGREIZO00:, SRR BN 8 F OB R 1
3 K NCP Docker LG in# s A imug i b

docker load -i <tar file>

4 %% nsx—node—agent—ds.yml,
e G A4 PR S AR

ST Ubuntu, 1% yaml SCEHEGET BT AppArmor, EAE LSS T AppArmor, 1516
75 /sys/module/apparmor/parameters/enabled . @A H AppArmor, 5 TRL N HI .

n HEREBEEREL T

container.apparmor.security.beta.kubernetes.io/nsx-node-agent: localhost/node-agent-apparmor
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S HEHE

®  {fsecurityContext [, J&nsx-node-agent & #iH1 nsx-kube-proxy Azl privileged: true
1To Biltn:

securityContext:
privileged:true

W AAE—AC AN, RAE# ] hyperkube B A w5 11217 kubelet, kubelet 452K AppArmor
it WA, TG SFRAL TR RIRAES . i1z yaml SCER3EAT R POARIR] S

HAEIZ yaml KPR, SAZUHEE N nep. ini AR ConfigMap Wi B A itk 31 yaml 5C
PFEBAAIZAE, AR HAA TS

5 L Ny ald NSX 3 i HE DaemonSet.

kubectl apply -f nsx-node-agent-ds.yml

nsx-node-agent-ds.yml H1J ncp.ini B ConfigMap

s~ yaml XA} nsx-node-agent—-ds. yml (05 NSX 15 SR EEAC BL SC# nep.ini ) ConfigMap., 1%
ConfigMap #5773 & —28 2485, LR EIX e S H E SO R e

T 31~ nsx-node—agent-ds.yml 5L nep.ini 5.

# ConfigMap for ncp.ini
apiVersion: vl
kind: ConfigMap
metadata:
name: nsx-node-agent-config
labels:
version: vl
data:
ncp.ini: |
[DEFAULT]

# Set to True to enable logging to stderr

#use_stderr = True

# Set to True to send logs to the syslog daemon

#use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.
#debug = True

# The log file path must be set to something like '/var/log/nsx-ujo/'. By
# default, logging to file is disabled.
#log_dir = None

# Name of log file to send logging output to. If log_dir is set but log_file is
# not, the binary name will be used, i.e., ncp.log, nsx_node_agent.log and

# nsx_kube_proxy.log.

#log_file = None
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# max MB for each compressed file. Defaults to 100 MB
#log_rotation_file_max_mb = 100

# Total number of compressed backup files to store. Defaults to 5.
#log_rotation_backup_count = 5

[coe]

#

# Common options for Container Orchestrators

#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), openshift, pcf.
#adaptor = kubernetes

# Specify cluster for adaptor. It is a prefix of NSX resources name to
# distinguish multiple clusters who are using the same NSX.

# This is also used as the tag of IP blocks for cluster to allocate

# IP addresses. Different clusters should have different IP blocks.
#cluster = k8scluster

# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None

# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsxlib_loglevel=INFO

# Once enabled, all projects in this cluster will be mapped to a NAT
# topology in NSX backend
#enable_snat = True

# The type of container node. Possible values are HOSTVM, BAREMETAL.
#node_type = HOSTVM

[hal

#

# NCP High Availability configuration options
#

# Time duration in seconds of mastership timeout. NCP instance will

# remain master for this duration after elected. Note that the heartbeat
# period plus the update timeout must be less than this period. This

# is done to ensure that the master instance will either confirm

# liveness or fail before the timeout.

#master_timeout = 9

# Time in seconds between heartbeats for elected leader. Once an NCP

# instance is elected master, it will periodically confirm liveness based
# on this value.

#heartbeat_period = 3
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# Timeout duration in seconds for update to election resource. If the

# update request does not complete before the timeout it will be

# aborted. Used for master heartbeats to ensure that the update finishes
# or is aborted before the master timeout occurs.

#update_timeout = 3

[k8s]

#

# From kubernetes
#

# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service IP from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <port>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

# Full path of the Token file to use for authenticating with the k8s API server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_cert_file"

#client_private_key_file = <None>

# Log level for the kubernetes adaptor. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,

# ERROR, CRITICAL

#loglevel=None

[nsx_node_agent]

#

# Configuration for nsx_node_agent
#

# Needs to mount node /proc to container if nsx_node_agent runs in a container.
# By default node /proc will be mounted to /host/proc, the prefix is /host.

# It should be the same setting with mounted path in the daemonset yaml file.

# Set the path to '' if nsx_node_agent is running as a process in minion node.
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#proc_mount_path_prefix = /host

# The OVS bridge to configure container interface.
#ovs_bridge = br-int

[nsx_kube_proxy]

#

# Configuration for nsx_kube_proxy
#

# The OVS uplink OpenFlow port where to apply the NAT rules to.
# If not specified, the port that gets assigned ofport=1 is used.
#ovs_uplink_port = <None>

=3 NSX-T Container Plug-in

NSX-T Container Plug-in (NCP) J&1F5 Docker LG HE ALK NAETY S FiaiT NCP DURILEEREZEMIIRSS .
AEESHE T A FiaiT NCP,

1

3 NCP Docker L% .

A IE nsx—nep-xxxxxxx. tar, T xxxxxxx 2N RS .

T 7 NCP ReplicationController yaml £54 .

S IE nep-re.yml, R DAGRERIZ SR, slER A 48 B O B 7R
¥ NCP Docker Wi ik 2 g it b

docker load -i <tar file>

it ncp-rc.yml,

RS RS RO DA AR .

152 nsx_api_managers S5, 1ZHRAS R Kubernetes 17 S EFEE AL NSX Manager 52451, 3]
an:

nsx_api_managers = 192.168.1.180
(k) £F [nsx_v3] #HHRIE ca_file 28, 2N 1zt % Ul NSX Manager JIz 5wiviut 1o i 1]
1) CA RIS AR, KR4l CA,

}87E nsx_api_cert_file fll nsx_api_private_key_file 2% L{#iJ{] NSX-T Data Center J1T 5145
Sk,

nsx_api_cert_file /& PEM I& % Pl B AR 5E 888 2 . AN BRI F s :
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nsx_api_private_key_file j& PEM KU1 % P AL PISCPH 5e BBk 120 2SN B NN IR -

U Ingress FEHIFRAC EONAE NAT BIX Mg T, 1545/E ingress_mode = nat 2%,
BRI, FRITEE 24 H1 T pod ZHRAHAL 1P B B i 1o B AN ORI/,
IHLE [nsx_v3] #H1 H#T subnet_prefix &,
HEAE1Z yaml SRR, BAITHRE N nep . ini A2 ConfigMap NAERCN iz, N yaml SC2F
CEAAZHNE, AN T

5 i NCP ReplicationController,

kubectl create —-f ncp-rc.yml

#  NCP 47715 Kubernetes API IR 5558110854 HTTP 1482, DL Kubernetes &A= AR 1
R API RS A8 ak i 255005 20 NCP ) TCP i Ry, MW s NCP, DUMEE AT THid TS
API RSS20 R:, ), NCP Bt grefft.

IZENHTET NCP ReplicationController Ji[u], 7ELL MEHAL T, RENFUF ST M 25 2P NCP pod 1A
1217
w RIS AR L.

BTG A AE T Kubernetes 195 L, TRENEFTIRFIRI. FEIME, RS Ha RSN
}ﬁIjJO

AP NCP pod 1EFIa]T, PRI TRA FHRPE:
m JHERH P —A NCP pod. EARMBRME—ANTCOC BT, g,

kubectl delete pods <NCP pod name> —n nsx-system

m B 4250 nsx—system. il4,

kubectl delete -f ncp-rc.yml -n nsx-system

ncp-rc.yml HfJ ncp.ini B ConfigMap

o~ yaml K nep-re.yml (05 SO nep.ini 9 ConfigMap., 1% ConfigMap {57 05— 25, &
W2 %5 NCP 2 B fRE XS, W —ih ik,
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PN R nep-re.yml {45 DL R nep.ini (ZH.:

# ConfigMap for ncp.ini
apiVersion: vl
kind: ConfigMap
metadata:
name: nsx-ncp-config
labels:
version: vl
data:
ncp.ini: |
[DEFAULT]

# Set to True to enable logging to stderr

#use_stderr = True

# Set to True to send logs to the syslog daemon

#use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.
#debug = True

# The log file path must be set to something like '/var/log/nsx-ujo/'. By
# default, logging to file is disabled.
#log_dir = None

# Name of log file to send logging output to. If log_dir is set but log_file is
# not, the binary name will be used, i.e., ncp.log, nsx_node_agent.log and

# nsx_kube_proxy.log.

#log_file = None

# max MB for each compressed file. Defaults to 100 MB
#log_rotation_file_max_mb = 100

# Total number of compressed backup files to store. Defaults to 5.
#log_rotation_backup_count = 5

[coe]

#

# Common options for Container Orchestrators

#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), openshift, pcf.
#adaptor = kubernetes

# Specify cluster for adaptor. It is a prefix of NSX resources name to
# distinguish multiple clusters who are using the same NSX.

# This is also used as the tag of IP blocks for cluster to allocate

# IP addresses. Different clusters should have different IP blocks.
#cluster = k8scluster

# Log level for the NCP operations. If set, overrides the level specified

# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL
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#loglevel=None

# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsxlib_loglevel=INFO

# Once enabled, all projects in this cluster will be mapped to a NAT
# topology in NSX backend
#enable_snat = True

# The type of container node. Possible values are HOSTVM, BAREMETAL.
#node_type = HOSTVM

[hal

#

# NCP High Availability configuration options
#

# Time duration in seconds of mastership timeout. NCP instance will

# remain master for this duration after elected. Note that the heartbeat
# period plus the update timeout must be less than this period. This

# is done to ensure that the master instance will either confirm

# liveness or fail before the timeout.

#master_timeout = 9

# Time in seconds between heartbeats for elected leader. Once an NCP

# instance is elected master, it will periodically confirm liveness based
# on this value.

#heartbeat_period = 3

# Timeout duration in seconds for update to election resource. If the

# update request does not complete before the timeout it will be

# aborted. Used for master heartbeats to ensure that the update finishes
# or is aborted before the master timeout occurs.

#update_timeout = 3

[k8s]

#

# From kubernetes
#

# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service IP from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <port>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)
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#ca_file = <None>
ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

# Full path of the Token file to use for authenticating with the k8s API server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_cert_file"

#client_private_key_file = <None>

# Log level for the kubernetes adaptor. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,

# ERROR, CRITICAL

#loglevel=None

# Specify how ingress controllers are expected to be deployed. Possible values:
# hostnetwork or nat. NSX will create NAT rules only in the second case.
#ingress_mode = hostnetwork

[nsx_v3]

#

# From nsx

#

# IP address of one or more NSX managers separated by commas. The IP address
# should be of the form (list value):

# <ip_addressl>[:<portl>],<ip_address2>[:<port2>],...

# HTTPS will be used for communication with NSX. If port is not provided,

# port 443 will be used.

#nsx_api_managers = <ip_address>

# If true, the NSX Manager server certificate is not verified. If false the CA
# bundle specified via "ca_file" will be used or if unsest the default system
# root CAs will be used. (boolean value)

#insecure = False

# Specify one or a list of CA bundle files to use in verifying the NSX Manager
# server certificate. This option is ignored if "insecure" is set to True. If
# "insecure" is set to False and ca_file is unset, the system root CAs will be
# used to verify the server certificate. (list value)

#ca_file = <None>

# Path to NSX client certificate file. If specified, the nsx_api_user and
# nsx_api_passsword options will be ignored. This option must be specified
# along with "nsx_api_private_key_file" option.

#nsx_api_cert_file = <None>

# Path to NSX client private key file. If specified, the nsx_api_user and
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# nsx_api_passsword options will be ignored. This option must be specified
# along with "nsx_api_cert_file" option.
#nsx_api_private_key_file = <None>

# The time in seconds before aborting a HTTP connection to a NSX manager.
# (integer value)
#http_timeout = 10

# The time in seconds before aborting a HTTP read response from a NSX manager.
# (integer value)
#http_read_timeout = 180

# Maximum number of times to retry a HTTP connection. (integer value)
#http_retries = 3

# Maximum concurrent connections to each NSX manager. (integer value)
#concurrent_connections = 10

# The amount of time in seconds to wait before ensuring connectivity to the NSX
# manager if no manager connection has been used. (integer value)
#conn_idle_timeout = 10

# Number of times a HTTP redirect should be followed. (integer value)
#redirects = 2

# Maximum number of times to retry API requests upon stale revision errors.
# (integer value)
#retries = 10

Subnet prefix of IP block. IP block will be retrieved from NSX API and
recognised by tag 'cluster'.

Prefix should be less than 31, as two addresses(the first and last addresses)
need to be network address and broadcast address.

The prefix is fixed after the first subnet is created. It can be changed only

HF OH OB OH K B

if there is no subnets in IP block.
#subnet_prefix = 24

# Indicates whether distributed firewall DENY rules are logged.
#log_dropped_traffic = False

# Option to use native loadbalancer support.
#use_native_loadbalancer = False

# Used when ingress class annotation is missing
# if set to true, the ingress will be handled by nsx lbs
# otherwise will be handled by 3rd party ingress controller (e.g. nginx)

#default_ingress_class_nsx = True

# Path to the default certificate file for HTTPS load balancing
#1b_default_cert_path = <None>

# Path to the private key file for default certificate for HTTPS load balancing
#lb_priv_key_path = <None>

# Option to set load balancing algorithm in load balancer pool object.
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# Available choices are
# ROUND_ROBIN/LEAST_CONNECTION/IP_HASH/WEIGHTED_ROUND_ROBIN
#pool_algorithm = "ROUND_ROBIN'

# Option to set load balancer service size. Available choices are

# SMALL/MEDIUM/LARGE.

# MEDIUM Edge VM (4 vCPU, 8GB) only supports SMALL LB.

# LARGE Edge VM (8 vCPU, 16GB) only supports MEDIUM and SMALL LB.

# Bare Metal Edge (IvyBridge, 2 socket, 128GB) supports LARGE, MEDIUM and
# SMALL LB

#service_size = 'SMALL'

# Choice of persistence type for ingress traffic through L7 Loadbalancer.
# Accepted values:

# 'cookie'

# 'source_ip'

#17_persistence = <None>

# Choice of persistence type for ingress traffic through L4 Loadbalancer.
# Accepted values:

# 'source_ip'

#14_persistence = <None>

# Name or UUID of the tier@ router that project tierl routers connect to
#tier@_router = <None>

# Name or UUID of the NSX overlay transport zone that will be used for creating
# logical switches for container networking. It must refer to an existing

# transport zone on NSX and every hypervisor that hosts the Kubernetes

# node VMs must join this transport zone

#overlay_tz = <None>

# Name or UUID of the NSX 1b service that can be attached by virtual servers
#lb_service = <None>

# Name or UUID of the container ip blocks that will be used for creating
# subnets. If name, it must be unique
#container_ip_blocks = <None>

# Name or UUID of the container ip blocks that will be used for creating

# subnets for no-SNAT projects. If specified, no-SNAT projects will use these
# ip blocks ONLY. Otherwise they will use container_ip_blocks
#no_snat_ip_blocks = <None>

# Name or UUID of the external ip pools that will be used for allocating IP
# addresses which will be used for translating container IPs via SNAT rules

#external_ip_pools = <None>

# Firewall sections for this cluster will be created below this mark section
#top_firewall_section_marker = <None>

# Firewall sections for this cluster will be created above this mark section
#bottom_firewall_section_marker = <None>
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£ NCP pod HiE# PEM 4RAZRVIE B FNFALH

R EAT PEM 4 i ruE AL, n] LB T yaml SCEEHY) NCP pod 22 X PLFE NCP pod HifER; TLS %%
/fﬂo

1 NIEBFRIRSIOIE—A TLS %9,

kubectl create secret tls SECRET_NAME —-cert=/path/to/tls.crt —--key=/path/to/tls.key
2 HH NCP pod #i7i5 yaml DL7E NCP pod FIyE HUEHZ S8 148 o Stk

spec:

containers:
— name: nsx-ncp

volumeMounts:

- name: nsx-cert
mountPath: /etc/nsx-ujo/nsx-cert
readOnly: true
volumes:

— name: nsx-cert
secret:
secretName: SECRET_NAME

3 FF yaml XXFAHETHT nsx_v3 120l nsx_api_cert_file fl nsx_api_private_key_file.

nsx_api_cert_file = /etc/nsx-ujo/nsx-cert/tls.crt
nsx_api_private_key_file = /etc/nsx-ujo/nsx-cert/tls.key

£ NCP pod HfEZiE 34
R SO R Ger P AT —ANIER P, 45T BLEH NCP pod A7 DL7E NCP pod TR 230/
o,

spec:

containers:
— name: nsx-ncp

volumeMounts:

- name: nsx-cert
# Mount path must match nsx_v3 option "nsx_api_cert_file"
mountPath: /etc/nsx-ujo/nsx_cert
— name: nsx-priv-key
# Mount path must match nsx_v3 option "nsx_api_private_key_file"
mountPath: /etc/nsx-ujo/nsx_priv_key
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volumes:

— name: nsx-cert
hostPath:
path:
- name: nsx-priv-key
hostPath:
path:

<host-filesystem-cert-path>

<host-filesystem-priv-key-path>

AL & syslog

] DA rehial T syslog fUFE (41 rsyslog &k syslog-ng )

Hh%%%o

VA M. A% Kubernetes HIFY H 5

FAE IR RS

DL HEM NCP AMIAHSEH A A5 2 syslog

BRI NG E, 35

https://kubernetes.io/docs/concepts/cluster-administration/logging.

m GE—FE NCP 1k nsx-node-agent pod H11z1TH sidecar Ay,

n EREAT A FiaiT—4> DaemonSet K,

E T sidecar A EE AR, JoiE NSX CNI S H b k1% %) syslog JIRSs#e,

1517,

4 syslog Bl sidecar &8

P izdifANE pod

ERIPLN syslog fil't— sidecar A, PAFES NCP AHFIY pod H1izfT. DL R4 syslog HRERmL{:
h example/rsyslog.
iz
1 Bl NCP AT NSX Wy SRR IC S B — SO,
7E NCP F1 NSX 17 s5 ARHRfY yaml ST, T log_dir 280 H8 e SHERNE . i,
[DEFAULT]
log_dir = /var/log/nsx-ujo/
spec:
containers:
- name: nsx-ncp
volumeMounts:
- name: nsx-ujo-log-dir
# Mount path must match [DEFAULT] option "log_dir"
mountPath: /var/log/nsx-ujo
volumes:
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- name: nsx-ujo-log-dir
hostPath:
path: /var/log/nsx-ujo

Al DLSEE log_file UM H G -4k, BRIAZ M nep.log. nsx_node_agent.log Al
nsx_kube_proxy.log., Wi log_dir %&li s /var/log/nsx—ujo LAANKIERER, AZa)EE—A
hostPath %k emptyDir %4 EH1N 1Y pod ML,

2 R ENURAAEAE L AT I nsx=ncp S\,

a z17hA Mad.

mkdir —-p <host-filesystem-log-dir-path>
chmod +w <host-filesystem-log-dir-path>

b I nsx—ncp sl EHAEEERCY 777,

useradd -s /bin/bash nsx-ncp

chown nsx-ncp:nsx-ncp <host-filesystem-log-dir-path>
or

chmod 777 <host-filesystem-log-dir-path>

3 {F NCP pod [ yaml SCfFH, - syslog #sfi—/~ ConfigMap. 1341,

kind: ConfigMap
metadata:
name: rsyslog-config
labels:
version: vl
data:
ncp.conf: |
module(load="1imfile")

ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.example.com"
Port="514")

stop
input (type="1imfile"
File="/var/log/nsx-ujo/ncp.log"

Tag="ncp"
Ruleset="remote"
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4  7£ NCP pod 1] yaml SCPEH, Ui rsyslog A s HHEEANR 4, rsyslog m] PAZE At $RAC B s
Hpb g H &, i,

spec:
containers:
— name: nsx-ncp

— name: rsyslog

image: example/rsyslog

imagePullPolicy: IfNotPresent

volumeMounts:

— name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true

— name: nsx-ujo-log-dir
mountPath: /var/log/nsx-ujo

volumes:

— name: rsyslog-config-volume
configMap:
name: rsyslog-config
— name: nsx-ujo-log-dir
hostPath:
path: <host-filesystem-log-dir-path>

7 syslog fl]& DaemonSet g4

AL 205 B T NCP A H b . Tk AR id i i s 2l stderr CERUSRHT) o AR
TR % syslog FREHILE A example/rsyslog.

Bz

1 @4 DaemonSet yaml XA, 4,

apiVersion: vl
kind: ConfigMap
metadata:
name: rsyslog-config
labels:
version: vl
data:
nsx-ncp.conf: |
module(load="imfile")

ruleset(name="remote") {
if $msg contains 'nsx-container' then
action(type="omfwd"
Protocol="tcp"
Target="nsx.example.com"
Port="514")

stop
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input (type="imfile"
File="/var/log/containers/nsx-node-agent-*.1log"
Tag="nsx-node-agent"
Ruleset="remote")

input (type="imfile"
File="/var/log/containers/nsx—-ncp-*.1log"
Tag="nsx-ncp"
Ruleset="remote")

input(type="imfile"
File="/var/log/syslog"
Tag="nsx-cni"
Ruleset="remote")
# rsyslog DaemonSet
apiVersion: extensions/vlbetal
kind: DaemonSet
metadata:
name: rsyslog
labels:
component: rsyslog
version: vl
spec:
template:
metadata:
labels:
component: rsyslog
version: vl
spec:
hostNetwork: true
containers:
— name: rsyslog
image: example/rsyslog
imagePullPolicy: IfNotPresent
volumeMounts:
- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
- name: log-volume
mountPath: /var/log
— name: container-volume
mountPath: /var/lib/docker/containers
volumes:
- name: rsyslog-config-volume
configMap:
name: rsyslog-config
- name: log-volume
hostPath:
path: /var/log
— name: container-volume
hostPath:
path: /var/lib/docker/containers
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2 Q] DaemonSet.

kubectl apply —-f <daemonset yaml file>

. BLETE Sidecar B HIEITHI HE#R#F0 Syslog
DL R o R B anfrrid B4 sidecar 25 2edias 71K H LA Al syslog.,

Pl AEBARMEE H SR
R CEIRET D BRI HEH R, JERETAE SO 1D Oy 1000 IAEFT AT,

mkdir /var/log/nsx-ujo
chown localadmin:localadmin /var/log/nsx-ujo

®  7F /var/log/nsx-ujo HRRIFTA 175 FECE H SR,

cat <<EOF > /etc/logrotate.d/nsx-ujo
/var/log/nsx-ujo/*.1log {

copytruncate

daily

size 106M

rotate 4

delaycompress

compress

notifempty

missingok

EOF

fZ NCP ElizHlss
=y NCP Gl ncp.ini X1,

cat <<EOF > /tmp/ncp.ini
[DEFAULT]

log_dir = /var/log/nsx-ujo

[coe]

cluster = k8s-cll

[k8s]

apiserver_host_ip = 10.114.209.77
apiserver_host_port = 6443

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token
insecure = True

ingress_mode = nat

[nsx_v3]

nsx_api_user = admin

nsx_api_password = Passwordl!

nsx_api_managers = 10.114.209.68

insecure = True

subnet_prefix = 29
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[nsx_node_agent]
[nsx_kube_proxy]
ovs_uplink_port = ens192
EOF

w BT ini SCHR IR E L
kubectl create configmap nsx-ncp-config-with-logging —-from-file=/tmp/ncp.ini
= (] NCP rsyslog fic ¥

cat <<EOF > /tmp/nsx-ncp-rsyslog.conf
# yaml template for NCP ReplicationController
# Correct kubernetes API and NSX API parameters, and NCP Docker image
# must be specified.
apiVersion: vl
kind: ConfigMap
metadata:
name: rsyslog-config
labels:
version: vl
data:
ncp.conf: |
module(load="imfile")

ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.licf.vmware.com"
Port="514")

stop

input(type="imfile"
File="/var/log/nsx-ujo/ncp.log"
Tag="ncp"
Ruleset="remote")
EOF

I R AE OO L
kubectl create -f /tmp/nsx-ncp-rsyslog.conf
= {fi[f] rsyslog sidecar fil{d: NCP & iz 7,

cat <<EOF > /tmp/ncp-rc-with-logging.yml
# Replication Controller yaml for NCP
apiVersion: vl
kind: ReplicationController
metadata:

# VMware NSX Container Plugin

name: nsx-ncp
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labels:
tier: nsx-networking
component: nsx-ncp
version: vl
spec:
# Active-Active/Active-Standby is not supported in current release.
# so replica *must be* 1.
replicas: 1
template:
metadata:
labels:
tier: nsx-networking
component: nsx-ncp
version: vl
spec:
# NCP shares the host management network.
hostNetwork: true
nodeSelector:
kubernetes.io/hostname: k8s-master
tolerations:
- key: "node-role.kubernetes.io/master"
operator: "Exists"
effect: "NoSchedule"
containers:
- name: nsx-ncp
# Docker image for NCP
image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx—ncp:ob-6236425
imagePullPolicy: IfNotPresent
readinessProbe:
exec:
command:
- cat
- /tmp/ncp_ready
initialDelaySeconds: 5
periodSeconds: 5
failureThreshold: 5
securityContext:
capabilities:
add:
— NET_ADMIN
— SYS_ADMIN
— SYS_PTRACE
— DAC_READ_SEARCH
volumeMounts:
- name: config-volume
# NCP expects ncp.ini is present in /etc/nsx-ujo
mountPath: /etc/nsx-ujo
- name: log-volume
mountPath: /var/log/nsx-ujo
— name: rsyslog
image: jumanjiman/rsyslog
imagePullPolicy: IfNotPresent
volumeMounts:
- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
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readOnly: true
— name: log-volume
mountPath: /var/log/nsx-ujo
volumes:
- name: config-volume
# ConfigMap nsx-ncp-config is expected to supply ncp.ini
configMap:
name: nsx-ncp-config-with-logging
- name: rsyslog-config-volume
configMap:
name: rsyslog-config
— name: log-volume
hostPath:
path: /var/log/nsx-ujo/
EOF

w ] RIS A1 NCP,

kubectl apply -f /tmp/ncp-rc-with-logging.yml

Bl NSX T X2 DaemonSet
n T RFEAIE rsyslog Bl

cat <<EOF > /tmp/nsx-node-agent-rsyslog.conf
# yaml template for NCP ReplicationController
# Correct kubernetes API and NSX API parameters, and NCP Docker image
# must be specified.
apiVersion: vl
kind: ConfigMap
metadata:
name: rsyslog-config-node-agent
labels:
version: vl
data:
ncp.conf: |
module(load="1imfile")

ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.licf.vmware.com"
Port="514")

stop
input(type="imfile"
File="/var/log/nsx-ujo/nsx_kube_proxy.log"
Tag="nsx_kube_proxy"

Ruleset="remote")

input (type="imfile"
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File="/var/log/nsx-ujo/nsx_node_agent.log"
Tag="nsx_node_agent"
Ruleset="remote")

EOF

m T EARHALGIE configmap.
kubectl create -f /tmp/nsx-node-agent-rsyslog.conf

m  ffiff] configmap sidecar i DaemonSet,

cat <<EOF > /tmp/nsx-node-agent-rsyslog.yml
# nsx-node-agent DaemonSet
apiVersion: extensions/vlbetal
kind: DaemonSet
metadata:
name: nsx-node-agent
labels:
tier: nsx-networking
component: nsx-node-agent
version: vl
spec:
template:
metadata:
annotations:

container.apparmor.security.beta.kubernetes.io/nsx-node-agent:

labels:
tier: nsx-networking
component: nsx-node-agent
version: vl

spec:

hostNetwork: true

tolerations:

- key: "node-role.kubernetes.io/master"
operator: "Exists"
effect: "NoSchedule"

containers:

- name: nsx-node-agent
# Docker image for NCP

localhost/node-agent-apparmor

image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx—ncp:ob-6236425

imagePullPolicy: IfNotPresent
# override NCP image entrypoint
command: ["nsx_node_agent"]
livenessProbe:
exec:
command:
- /bin/sh
- —C
- ps aux | grep [n]lsx_node_agent
initialDelaySeconds: 5
periodSeconds: 5
securityContext:
capabilities:
add:
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— NET_ADMIN
— SYS_ADMIN
— SYS_PTRACE
— DAC_READ_SEARCH
volumeMounts:
# ncp.ini
- name: config-volume
mountPath: /etc/nsx-ujo
# mount openvswitch dir
— name: openvswitch
mountPath: /var/run/openvswitch
# mount CNI socket path
- name: cni-sock
mountPath: /var/run/nsx-ujo
# mount container namespace
- name: netns
mountPath: /var/run/netns
# mount host proc
- name: proc
mountPath: /host/proc
readOnly: true
- name: log-volume
mountPath: /var/log/nsx-ujo
— name: nsx-kube-proxy
# Docker image for NCP
image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx—ncp:ob-6236425
imagePullPolicy: IfNotPresent
# override NCP image entrypoint
command: ["nsx_kube_proxy"]
livenessProbe:
exec:
command:
- /bin/sh
- —C
- ps aux | grep [n]lsx_kube_proxy
initialDelaySeconds: 5
periodSeconds: 5
securityContext:
capabilities:
add:
— NET_ADMIN
— SYS_ADMIN
SYS_PTRACE
— DAC_READ_SEARCH
volumeMounts:

# ncp.ini
- name: config-volume
mountPath: /etc/nsx-ujo
# mount openvswitch dir
— name: openvswitch
mountPath: /var/run/openvswitch
- name: log-volume
mountPath: /var/log/nsx-ujo
— name: rsyslog
image: jumanjiman/rsyslog
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imagePullPolicy: IfNotPresent

volumeMounts:

- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true

— name: log-volume
mountPath: /var/log/nsx-ujo

volumes:
- name: config-volume

configMap:

name: nsx-ncp-config-with-logging
- name: cni-sock

hostPath:

path: /var/run/nsx-ujo
- name: netns

hostPath:

path: /var/run/netns
- name: proc

hostPath:

path: /proc
— name: openvswitch
hostPath:
path: /var/run/openvswitch
- name: rsyslog-config-volume
configMap:
name: rsyslog-config-node-agent
— name: log-volume

hostPath:

path: /var/log/nsx-ujo/
EOF

= (] DaemonSet,

kubectl apply -f /tmp/nsx—node-agent-rsyslog.yml

EEEM

LEE5 NCP I, 1555 BG4 Kubernetes 1 NSX-T Data Center $f% .

% NCP [REIANAEREEN TR LIE

NCP Q‘W\Ujlﬂ NSX-T Data Center & HE= 1, SERHFR A FEE RS 15 1 E1T. AT DAE]
AR PR E Y 5, SR, NEIZbRESH) nodeSelector ¥/ [T T NCP ReplicationController ¥y, #1141,

nodeSelector:
nsx-infra: True

WATVAGE AR (Qocibelt ) LR pod srficéa Timi. ACHFAER, HE L

https://kubernetes.io/docs/concepts/configuration/assign-pod-node,,
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1% Docker 3| E 2RI
Docker ‘E & 4 Hg . N SE—AN H S FEAN X Se 58T

HIFANZEERAEEA NET_ADMIN 1 NET_RAW Ik

i35 T AE2 R Linux ZhfE NET_ADMIN Al NET_RAW DUBEER pod 4%, AR 248 FASSZ (BT I A7 1
XATIRE . BRMNB IR, A2 AERAUA 247 T NET_ADMIN Zhit, 40k pod #UYEHHAAE iZIhhe, 5k
P AR BOE R, 155N AN, N AZEER AR, 1EEAFIEN SecurityContext fil
FEF I shRes Kb s E NET_RAW DA NET_RAW., i,

securityContext:
capabilities:
drop:
— NET_RAW

ETRBREET

Kubernetes i J1]5 T €alf s[4 6] (RBAC) API B EHIAILE , Il Fe vr Ay 2R D1 BhAS R0 5 el . A3k
PEYE{E B, 1550 https://kubernetes.io/docs/admin/authorization/rbac.

W, R FURME— B AR AR P s S TP RIRSS MO, AHER T 5 R PRIN AR fx
NFASUE U

HESUE FHRA R

= KX Kubernetes API - F T THIFR A Dy 75 2B A1 11 pod.

= K4 NCP ConfigMap 1 NSX API % FiiiiE 4511 TLS #4111 15 IR HIZ) NCP pod.,
AT Kubernetes [ AP pod 2E/T12251517],

m 511 Kubernetes RBAC Sl DAREMFEE pod 15415117 Kubernetes API,

NCP pod HjiEil RBAC K&

fifi 1] ServiceAccount g7 NCP pod, I AiZik ) 5 F—4lim/ N 4N, A7 HiAb pod Bk
ReplicationController ijj[11] ConfigMap #1 TLS %41, 1 ;21 NCP ReplicationController F1 NSX 77 it
PRBEER

DA /RGN T 4nfar >l NCP $aiE f taf M (4B -

# Create a ServiceAccount for NCP namespace
apiVersion: vl
kind: ServiceAccount
metadata:
name: ncp-svc-account
namespace: nsx-system
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# Create ClusterRole for NCP
kind: ClusterRole
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ncp-cluster-role
rules:
— apiGroups:
- extensions
- networking.k8s.1o0
resources:
— deployments
- endpoints
- pods
- pods/log
- namespaces
- networkpolicies
# Move 'nodes' to ncp-patch-role when hyperbus is disabled.
- nodes
- replicationcontrollers
# Remove 'secrets' if not using Native Load Balancer.
- secrets
verbs:
- get
- watch
- list

# Create ClusterRole for NCP to edit resources
kind: ClusterRole
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ncp-patch-role
rules:
- apiGroups:
- extensions
resources:
- 1ingresses
- services
verbs:
- get
- watch
- list
- update
- patch
— apiGroups:
- extensions

resources:
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- ingresses/status

— services/status
verbs:

- replace

- update

- patch

# Bind ServiceAccount created for NCP to its ClusterRole
kind: ClusterRoleBinding
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ncp-cluster-role-binding
roleRef:
# Comment out the apiGroup while using OpenShift
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: ncp-cluster-role
subjects:
- kind: ServiceAccount
name: ncp-svc-account
namespace: nsx-system

# Bind ServiceAccount created for NCP to the patch ClusterRole
kind: ClusterRoleBinding
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ncp-patch-role-binding
roleRef:
# Comment out the apiGroup while using OpenShift
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: ncp-patch-role
subjects:
- kind: ServiceAccount
name: ncp-svc-account
namespace: nsx-system

= A5 N] Kubernetes AP IRZS 25T pod #BS AT LAVS I ] Kubernetes API ) NSX-T Data Center %
JusuE B RIRL S G TLS 254, [FIRE, ZEAME RSB 618 pod I, BAEAIRITr 228 R Bl
HATCERMIRSS K P, X2 A shE AL ] Kubernetes AP, A, WAER X e A 1K TRIFR A 35
FEAIR pod.

B XA E M EFIFERRT

PC B A P ZR BTN, W A2 LR
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NSX-T Data Center fxic PRl
Fric x4, NSX-T Data Center 45 1L NBR i .
U 128 N ERTIIRR 4

= pRicHEAT 256 NERTIRR ]

= SR Z RTDARA 30 MRl

"4 Kubernetes 5% OpenShift {1545 & %] NSX-T Data Center JuBFbRIC, FEHHPRAHIR, XEEpEh]
AESSECHBAEL, Flan, AR I NRICE TRt U 1, fiZdsic sl T B ks A, ] REJC 447
175 2N FRZ AR, TR R R el A ) 2 VS PRl b L A e T

=g
2% Sk (RS e BEAR e 6 pod s #2251
NCP (2% 5 345 Kubernetes T2t schy—FF, Jf IR Kubernetes A,
= Kubernetes 1.11 - W LURRE LA N A P -
m  podSelector: RJWEFEOIHMNLE SR 1 ar £ 23 AIF T4 pod.
® namespaceSelector: FERRfA a4,

®  podSelector #l namespaceSelector: R/ i namespaceSelector HeiE Iy &2 MHIRT A
pod.

®m  ipBlockSelector: #If ipBlockSelector 5 namespaceSelector Bk podSelector £5& i,
Do SR e . ipBlockSelector MAZ UM/ -SRI ANTEHT

m  Kubernetes 1.10 - PIZ& SR NI 1) 2 A BEAD 7S namespaceSelector, podSelector #llipBlock
FRR— RS

Kubernetes API I35 & A4 W2 SIS IO E TR UE . AT AU MIZX SRl . NCP REHH48 I 2 i 26 SRS
AR HEHRTAZR SR AT AT R, NCP {5 A AEBIZ I Z K . AR P 48 S, SRS A 280 e
HOFTOE
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1£ Pivotal Cloud Foundry IMEHZ
% NCP

Pivotal Cloud Foundry (PCF) ;& JTi[1~F- 5 BN 55 (platform-as-a-service, PaaS) $2(itfe 5. #E1 PAfE PCF
FREEH2:5E NSX-T Container Plug-in (NCP) DA {25 IR 55 .

i1 Pivotal Ops Manager G 2RI LA EAT BIA #R LSO 2E 3 J2 e/ e n] NSX-T Zhfg.

= F] FIPE (High availability, HA) 25 2], 2256 NCP 2 i, g TP M Asic Gl SpoofGuard Al
P

®  JUFE: ncp/cluster, bridl: <cluster_name>
®  JUfE: ncp/ha, FRid: true

B NN, TR N T2 A N Ry o XA S IR A TR e e
R AT s T R 2], s e i .

F£ Pivotal Cloud Foundry InEHZ3E NCP

NCP izl Pivotal Ops Manager EJE H F A I E T2 %5

AR &M

2 H14%5 Pivotal Ops Manager, NSX-T Data Center #ll Pivotal Application Service (PAS). 15 #ifitRIlc2c3E
Ops Manager, k225 NSX-T Data Center, ffiZedt PAS, G145 E, 1152 Pivotal Cloud
Foundry SCF%,

W

1 N PCF [1) NCP L3t

A4 HRl VMware-NSX-T . <version>.<build>.pivotal,

DU EE 01 S35 5 Pivotal Ops Manager .

SN,

W RIS,

5 ;5 Ops Manager Director for VMware vSphere <}r.

6 1t vCenter FLEBLE Il b, pEPE NSX M4%, X T NSX R, bk NSX-T.

7 fENSX CAIEBFE, Feflt PEM AR ES .

A O DN
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10
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13
14
15
16
17
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19
20
21
22

23
24
25

26
27

VMware, Inc. B AT 4R .

RERIF.

B PR FAERIR AR 2SR
i1 Pivotal Application Service Efy.
FEREERT R, Sl ST TR
(B O T, LLRRINER.
A PR FAERAR AR [ 2SR
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A PR FAERAR AR [ 2SR
it VMware NSX-T &b,

i\ NSX Manager |1l

1Pt NSX Manager S35k ik

BEI k203

& PRI B F4k NSX Manager [T BHIELH .

R H P 2B TR B DR 2L NSX Manager #5153 JT] 1 44 M6
7£ NSX Manager CA WFH 7B, $2{LuEP,

R

1E S E ks NCP,

Hi )\ PAS Foundation Z#x.

I A HRE—HbbRIE NSX API 1K) PAS foundation, b7k TIfE NCP >/ PAS foundation 6 /1]
NSX G2 Frrh TR

LI E A e

HINEE 0 B HR.
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a BN,
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28 {5 Mk E T AL RS REINE (NAT) IP 3 IP .
a  HLEE.
b HINIP #b&HR. FILUEHIN IP ith, A DUEBIA IP b,
c (UEMTHT IP b adtEft CIDR AT IP YulEHEE IP M.

29 (wfak) M NTRERES K EEXIgARIC .

30 (L) i NJERHERES K DISARE .

31 (Ak) A HEEE LRk mi,

I BME
EREFR R TR CASIT. SRR, LS PR T K BN 25 2 RO R
 NCP H &30 B IR =IETi

32 HkfRAE.

33 (wak) [ESTEHs rhiEe NSX 7 sUREE.,
a Uiy NSX 5 s RER S AR B H12 =AU A0 H Sl .
b LR

34 Rl PR EAERAR AR A B SRR
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VMware, Inc. B AT 4R .



- Vi A
AR B}
NSX-T Data Center 11 F-fi#i £ 5 Kubernetes T21 .

[N =R

Wi 17 3T ) B Kubernetes LoadBalancer JIl 251k Ingress iDL & NCP & il 2%
AP E 2N LoadBalancer [ Kubernetes IR 55 GIEEEE 4 2 018 Flires, Mg Al Kubernetes Ingress
PRV 7 2030 et

ZHE NCP L B A8 FAl7, 154E nep-re.yml SCfFH

1 %' use_native_loadbalancer = True,

2  (n[%k) ¥ pool_algorithm 14 ¥ 5 ROUND_ROBIN &k LEAST_CONNECTION/IP_HASH. ZRIAE N
ROUND_ROBIN,

3 ("%k) ¥ service_size 4 Jy SMALL, MEDIUM &} LARGE. “kiAffih) SMALL.
LEAST_CONNECTION/IP_HASH ik Bk s ok [ [l —Jt 1P Mk i s fe i Aok BIAHRI A =i pod.
/N NSX-T Data Center £ &5 Va3 55 N 311400 :

= 10 4 NSX-T RS #s.

= 10 P NSX-T ith.

= 30 /N NSX-T itk i,

= 8 N[ /11T LoadBalancer 55 .

»  LoadBalancer JIX55 A Ingress % il aE X4t 10 AN,

»  LoadBalancer fIR55 711 Ingress ZR 5| T EFE 30 AN .

Fh7 NSX-T Data Center 1 % FAlires S35 o1& T -

100 /> NSX-T iR 5575

= 100 N NSX-T i,

® 300 > NSX-T it .
= 98 M 1 /71T LoadBalancer Il %%

= LoadBalancer I 55 H1 Ingress % il X1 s 2L 100 4N,
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»  LoadBalancer x50 Ingress Z 5 | TR I 300 AN i

K1 NSX-T Data Center 135 Va5 N 415500 -

= 1000 > NSX-T bR 55 7%

= 1000 ™ NSX-T jth.

= 3000 > NSX-T it 5.

= 998 M 1 /11T LoadBalancer Ai2%5 .

= |oadBalancer IR 551 Ingress % i X H)E A 1000 4N o

= LoadBalancer JIX55H1 Ingress %5 | HfF) E2E 3000 M i,

QI BTG Aol BT B SR S A P e )N, E2 T DAL Ul sl APL EA TR,

HEE 4 ENE 7 ERFTENFAME
T PALE NCP ConfigMap Hi{# 124 14_persistence #1 17_persistence f8EFF AR E . W HT&E
9 4 JER AMERETUR IR 1P AT TR SR 7 SR ARSI cookie A 1P, BRIMECA <None>. 34,

# Choice of persistence type for ingress traffic through L7 Loadbalancer.
# Accepted values:

# 'cookie'

# '"source_ip'

17_persistence = cookie

# Choice of persistence type for ingress traffic through L4 Loadbalancer.
# Accepted values:

# '"source_ip'

14_persistence = source_ip

OGRS 4 ZANEE 7 R0 s, WIATLLKE 14_persistence HI/ok 17_persistence #i52H
source_ip, [HAFEFRS 14_persistence %N source_ip, ¥ 17_persistence ¥ ¥ 4 cookie, #I:
MK 14_persistence EE N source_ip, ¥ 17_persistence %%} cookie, LoadBalancer JIk5%
FARIER . B, Wi Ingress #YJfl LoadBalancer Ik 5%, SESGRFAMERE, THAEh
NCP, JHEHtl4 Ingress ¥ fi1 LoadBalancer /%5 .

Ingress
m  NSX-T Data Center 73 5 A TLS MVOUAAIA TLS MYEHY Ingress GlEE—N28 7 2080 o
® {5 Ingress EOF AR AT 1P Mt

= Moncp.ini ¥ [nsx_v3] &3 HiY) external_ip_pools wEIifisE NSNS IP ith )l Ingress T FL IP
Motk AR 1P kDL HTTP 511 80 A1 HTTPS ¥ 11 443 | /AT Ffires

VMware, Inc. BT A HUR) 49



1% F T Kubernetes 71 Cloud Foundry ) NSX Container Plug-in - Z2 5 I B FE R

M NCP2.3.2 FF4fi, M ncp.ini ) [nsx_v3] #0H1) external_ip_pools_1b i oM IP
My Ingress 254 AL IP Hiklk, 405 external_ip_pools_1b &I Afritr, i)
external_ip_pools fREIM . BAEN IP HikDA K HTTP S [ 80 Al HTTPS Ui [ 443 F AT 61380
flies

m M NCP 2.3.2 Ff#4f, v PAmak 5 B 3 5) NCP KM ANFEIRY 1P b,

m AP TLS 8@ BIAUETS o A RA R UE P uE 1544 2] NCP pod M5 KL, B2 03,

n  CBAE HTTP RSS2 (311 80) FAERAEAT TLS MIYENY Ingress,

m OEAE HTTPS BRIk S = (Unll 443) FFEETHEA TLS WVERY Ingress. 78 Ffiirasf e 24 SSL S
H& L% o SSL s,

= PR Ingress O OI T LR, GERAAESE SN R HAZW S 0E A Ingress 51H, MR
NSX-T Data Center H1 5 NUEFS . QMRS T8l MlR: 1 51 Tz 35 010G —1 Ingress, M HIES:
SZ P N AIE R

VRIS IINERLRS: TLS Xk B Ingress., M Ingress MVE I FEI: t1s %405, Ingress HIIHEE A
HTTPS RS Es (inl1 443 ) L% HTTP RIUIRSSH: (0] 80) o [RIFE, B t1s 2400
Ingress WYB)E, Ingress FINIEEM HTTP MEfUIRSS % (il 80) (L4 %] HTTPS ek 55wy (Il
443) .

m QRRANEEENY Ingress @ ARG RN, I B2 N SR —AN R
RN ARG T Ingress. ARVCALEAT Ingress UMK A ekt 4 BUR NG o
= QURAE A A BINE T Ingress, TSRS S — NN HAL Ingress B H IS %

 HIENFGENTRE 7 A Y7 SR URINERCRFVCHL, i, #5415 “/coffee/*” VLRZ “/coffee/” MJ&
PREA . —ANEEATRE, W “Icoffee/” . “Icoffeela” . “Icoffeelb” , {HAUEHE! “/coffee” .
“/coffeecup” Bk “/coffeecup/a” . iHIEE, WHESEHRES 7, Bl “fteal*” , WPKICH “/tea”
FIGIREAN | — Ak EANFFE, W “ftea” . “fteal” . “fteacup” . “/teacup/” . “/teala” i}
“fteacup/b” o FEILIGHL T, IEMZGRRER R FTT " FE DR o

Ingress Hiz <P :

kind: Ingress
metadata:
name: cafe-ingress
spec:
rules:
- http:
paths:
- path: /tea/* #Matches /tea, /tea/, /teacup, /teacup/, /tea/a, /teacup/b, etc.
backend:
serviceName: tea-svc
servicePort: 80
— path: /coffee/.* #Matches /coffee/, /coffee/a but NOT /coffee, /coffeecup, etc.
backend:
serviceName: coffee-svc
servicePort: 80
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AT R RN INE] Ingress FRIFORACE URL 15K ES . a0,

kind: Ingress
metadata:
name: cafe-ingress
annotations:
ingress.kubernetes.io/rewrite-target: /
spec:
rules:
- host: cafe.example.com
http:
paths:
— path: /tea
backend:
serviceName: tea-svc
servicePort: 80
— path: /coffee
backend:
serviceName: coffee-svc
servicePort: 80

¥4% /tea 1 /coffee ¥4 URL B3RS 2 HIESE] /.
m M) NCP 2.3.2 /Hifi, S2FF Ingress 715 kubernetes.io/ingress.allow-http.
» QRERSEE N false, KX OIEE HTTPS B,
 QURTERREE DN true SREC, KEOIEE HTTP MU, b4, 202 Ingress MEHF7AE TLS #553, I
Kl HTTPS J,
BRI INE] Ingress Wi, #5280 ncp/error. loadbalancer, 455
ncp/warning.loadbalancer, RJAEFEIRAI A (UE .
m  ncp/error.loadbalancer: DEFAULT BACKEND IN_USE
AR R BN E R Ingress EL /7 7E. Ingress B TAEESRAS, Toiea S i TLS, A+
—4 Ingress &, HabA "IN ZRROCbEE B, R Ingress H HIERARIAE EHT Gl
H
®  ncp/warning.loadbalancer: SECRET_NOT_FOUND
RN Ingress MBI EN B PIATAAE . Ingress K A TG ERES . B FE D, 170l
DR R, EEHIMAAAER TS, A Ingress BRIRI Az Ay BT R HE R

£ 7 BB TR0 0 4 R

Frimm M NSX T s IR S 74L& 2 pod B, J 1P & Tier-1 B rhss FATRERH 1A 1P Mok, eHb
HE T4 Y Tier-1 (528 R, TTRESSEEET CIDR [RIMILE IR AS || AN S i iim i o Bt gn tH B )
L, AZBC DA SR DA Tier-1 % F s A THERm 1 1P #2048 7o 1 CIDR b, PSS 1P Mk
BN Ingress HTEH—3EB/01F status.loadbalancer.ingress.ip “ZEHF DL RAE iTRE
(ncp/internal_ip_for_policy) 7 Ingress @ 5irH i R~Zs
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B, W EEAUAR S5 RS IANES IP HbkIE 4.4.0.5, [fiNEE Tier-1 1% rhas B4 TaERE i 1Y 1P Mtk 2
100.64.224.11, Ingress MIEHH

kind: Ingress

status:
loadBalancer:
ingress:
- ip: 4.4.0.5
- ip: 100.64.224.11

Ingress T il L FIHERE A«

ncp/internal_ip_for_policy: 100.64.224.11

IP Hitik 100.64.224.11 AZ0UE - 25 SR 1pBlock weBswsH 7t 141 CIDR, 4,

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy

ingress:
- from:
- ipBlock:
cidr: 100.64.224.11/32

Kubernetes LoadBalancer fR&EFE 4 E £ F &8

NSX-T Data Center ¥ EE Ak 550 1 G128 4 20 201 firas KRR 55 a A
TCP F1 UDP #5235,
MRS EHEA—AME—R 1P Hodk
MANES 1P 3t AR5 5Ac 1P kb, ATLA ] TloadBalancerIP MiyufF LoadBalancer & X HT5E IP b
4 Frek 1D, BHMIZ IP 145 fid Loadbalancer JIRZ 1 IP. 4% loadBalancerIP HiiG R2s, MM
ncp.ini 1Y [nsx_v3] #55HIK external_ip_pools_1b ZlilfsE AN IP 1B IP Misk, (5
BT AE NCP 2.3.2 g, ) @it external_ip_pools_1b EliAfErE, NIHH
external_ip_pools &M, FAE IP Mk AR 55 1 2N LoadBalancer fiz55 .
M NCP 2.3.2 J-4fi, ] DA 58 i v - FE87 5 5 NCP RSO AR 1P o
M NCP 2.3.1 /{44, loadBalancerIP 5T/ IP A LA kric
{"ncp/owner": cluster:<cluster>},
FAE TR INEIARSS . R4 H nep/error. loadbalancer, FIHERYFEIR AT
m  ncp/error.loadbalancer: IP_POOL_NOT_FOUND
ZER AR T loadBalancerIP: <nsx—ip-pool>, {H <nsx—ip-pool> A{7fE, MR55FAb Tk
THEIRAS . ERUIbES DS, IR EA RN IP b, SRS MERIF R GRS .
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®  ncp/error.loadbalancer: IP_POOL_EXHAUSTED

ZAE R Ao RE T loadBalancerIP: <nsx—ip—pool>, {H IP bt JJURH IP Mtk RSB TR
TSRS, B EEAs, e B ST IP Mt 1P i, SRS IR T 6z ik %5 o

m  ncp/error.loadbalancer: IP_POOL_NOT_UNIQUE
HERACRZ A IP A loadBalancerIP: <nsx—ip-pool> fEEMIAIR. MRS TARTEIRAS.
m  ncp/error.loadbalancer: POOL_ACCESS DENIED

(X T NCP 2.3.1 RERIRA) B354 1oadBalancerIP fR5E IP A HAThRL
{"ncp/owner": cluster:<cluster>} Wibric 38 S S Kubernetes ESE A FRALHL.,

= M NCP 2.3.1 J1f, 3k HEh4aitier 4 E0aacPlires. ARl sk 224 Kubernetes LoadBalancer /Il 5%
PMETRE S ZRIMEUIRSS &%, MIATIEE 4 EREcH s 2B riaa, Holdmmss 4 EaEcrly
it NCP R MR A FRER BN SS 2RISR 4 BV, BRONGOLT, ¥ e hzohae. T RAEst
7f NCP ConfigMap HFf 14_1b_auto_scaling %% false 25 v IhAE, HIhfE:

NSX-T Data Center 2.3 5 5 =A<

HE #ARE R LoadBalancer JIR455k Ingress Z il Bl 2 1 IP Hitlk, 47 LoadBalancer fiIR555k Ingress
GRS T8 A R R i 2008

RAT4H CA ZZIEBHIRBIEZA

DL N AR 23 B A A e S <filename>.crt F11 <finename>.key H111) CA 2 ZuEBAIRLH. genrsa @34
AR CA 54, RiXF CA BAHIH TIngs . n] LAET] aes256 Zean A fR s i ik

#!/bin/bash
host="www.example.com"
filename=server

openssl genrsa —out ca.key 4096

openssl req —key ca.key -new —x509 -days 365 -sha256 -extensions v3_ca -out ca.crt -subj
"/C=US/ST=CA/L=Palo Alto/0=0S3/0U=Eng/CN=${host}"

openssl req —out ${filename}.csr -new —newkey rsa:2048 -nodes -keyout ${filename}.key —subj
"/C=US/ST=CA/L=Palo Alto/0=0S3/0U=Eng/CN=${host}"

openssl x509 -req -days 360 —-in ${filename}.csr —-CA ca.crt -CAkey ca.key —-CAcreateserial -out $
{filename}.crt -sha256

B ERNIE B FN22$3EEE NCP Pod H

AR AR S, B E T VUL ERE SR /etc/nsx—ujo Hio RS UEAS SCFRISH S oy Bl e 24
A lb—default.crt fl lb—default.key, 54k ncp—rc.yaml PIEFEHL X432 pod H1, 44
an,

spec:

containers:
— name: nsx-ncp

VMware, Inc. BT AR 53



1% F T Kubernetes 7l Cloud Foundry 1) NSX Container Plug-in - 225 B FE R

volumeMounts:

- name: lb-default-cert
# Mount path must match nsx_v3 option "lb_default_cert_path"
mountPath: /etc/nsx-ujo/lb-default.crt

— name: lb-priv-key
# Mount path must match nsx_v3 option "lb_priv_key_path"
mountPath: /etc/nsx-ujo/lb-default.key

volumes:

— name: lb-default-cert
hostPath:
path: /etc/nsx-ujo/lb-default.crt
— name: lb-priv-key
hostPath:
path: /etc/nsx-ujo/lb-default.key

VMware, Inc. {8 FTHFUF .
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AT L NSX Manager GUI sy 771l (Command Line Interface, CLI) HH45EE
NSX-T Container Plug-in,

F SRR IAURAIE ESXi 6.5 FizfT, HHIZERMALEE vMotion T2 %] 75—~ ESXi 6.5 1471, NI
BATERBEN FOAZSENIT Siaf T M B2 L F AR RER:, 0] DU Se Wi AR G e
PRI VNIC SRfiRduiZ i, ESXi 6.5 Update 1 5k B 2 il A A2 HHER e [

Hyperbus 2 {F 55 FIFE 7 HH R VLAN ID 4094 JTIT- PVLAN filt®, HRREH ML 1D ysli (T VLAN b
58, Wi VLAN 1254z # Lk VTEP vmknic it # 9 FLATHIEI Y VLAN 1D,

ARFEVHE T AN 308

= )\ NSX Manager GUI HH45 8T IP Bk

= )\ NSX Manager GUI &4 IP B

= CIF HRN2

= CLla4

m ARG

JdE

M NSX Manager GUI HEIE IP 3t
EATLA NSX Manager GUI Hzs i, MHERANZREE 1P B, &7 IP Bhiraifs ELUMAEE IP BhFrid.
PR
1 ARIMEESH, Z5R%) https://<NSX Manager IP Hihitsiisi4%> f1f%) NSX Manager.
2 SEIMZ > IPAM,
KDoA 1P SR,
3 PUTIEMILA M ERAES

b BE

BONIP B AN,

MR —A A 1P S WEE—E A 1P B, SR LR
4 IP WA IP M, SAE R
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P BAE

TERX IP JIOHEAER Bk 1P Pe bR SRR RS G S B Sl kA A% 1P B
SR

I IP BEOPRIL WA P M, SRE LR > BTN

RICTEMFRE 31 PR 1P B,

M NSX Manager GUI Z&F IP thF
ATLAM NSX Manager GUI & 4 IP Jeigf-1, AR R 1217 NCP R INEER 1P Per-.,
PR
1 MR ssrh, &%) https://<NSX Manager IP Hbuhibsiifi4> i) NSX Manager.
2 SfiEL > IPAM,
KDoA 1P HA
3 AN IP TR,
4 HEFRIETTR.

CIF E#riZEin O
CIF (‘A& 2wy P B Wbl - a2 i 28821 o X e I FRA CIF s fz a8 g 11 .
AT PAM NSX Manager GUI H TR CIF 518 5 11

BIE CIF E#piZ im0

SATRIILE > R2H > B O UAEE I8 1, (G CIF i iitg . By CIF dEdef s i [ ik
PR EERE R, BanZ i D AT H S AN R0E R BT s . ERY
FCRDET o BAARDC > BN ORI FATHERR AC L ERAHDCZ i 1 o A A Kbl U 1 O PEAN A5 L,
HZ b (NSX-T FHEHEH ) .

Mg =T E

DU TASCHE CIF 12 s o A OGX S T MG S, 1520 (NSX-T HHHE ) -
= PR

LI RRUEE

= |PFIX

R R R AR AP A Ui 1 10 GRE BRI L 5. A E R, ES 5 (NSX-T
EHERRE ) T T L B AL B S o B2, ASCRRE PR Ul BT CIF Z VIF 51171
Ui 15515
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CLI &%
21T CLI 4, 15853 2] NSX-T Container Plug-in A%, R4 H— /M H121T nsxcli a4,
WRTPAMET G Basf 7L Far @A CLIRAT

kubectl exec —it <pod name> nsxcli

% 6-1. F NCP B2 CLI &%

il e B

R get ncp-master status 1% T Kubernetes #i1 PCF,
R get ncp-nsx status 15 T Kubernetes #il PCF,
RS get ncp-watcher <watcher-name> 1% T Kubernetes A1 PCF,
A get ncp-watchers & -+ Kubernetes #ll PCF.
s get ncp-k8s-api-server status LUE I Kubernetes..

s check projects {1 Kubernetes,

I check project <project-name> T Kubernetes .

PRAS get ncp-bbs status {GE T PCF.

RS get ncp-capi status i T PCF,

R get ncp-policy-server status {\GE T PCF,

B17 get project-caches DUE T Kubernetes.

LT get project-cache <project-name> BUEFTT Kubernetes,

oy get namespace-caches {1 Kubernetes.

Py get namespace-cache <namespace-name> T T Kubernetes,

e get pod-caches {\id& FF- Kubernetes,

ey get pod-cache <pod-name> DUE T Kubernetes.,

ayea get ingress-caches LUE I Kubernetes..

oyed get ingress-cache <ingress-name> LUEHIF Kubernetes..

LE17 get ingress-controllers QL& T Kubernetes.

e get ingress-controller <ingress-controller-name> {%i&E HT Kubernetes.,

AT get network-policy-caches LUEHIF Kubernetes.,

pyea get network-policy-cache <pod-name> LU T Kubernetes..

ZAT get asg-caches & 11 PCF.

17 get asg-cache <asg-1D> X T PCF,

17 get org-caches DGE T PCF.

e get org-cache <org-ID> & 1 PCF,

e get space-caches {1 PCF,

VMware, Inc. B AT 4R .
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£ 6-1. AT NCP BHER CLI &S (&)

FAE IR

il e

Eryea get space-cache <space-ID>

Eeyea get app-caches

17 get app-cache <app-ID>

paea get instance-caches <app-ID>

A7 get instance-cache <app-ID> <instance-ID>
paea get policy-caches

B get ncp-log file <filename>

XHr get ncp-log-level

B set ncp-log-level <log-level>

B get support-bundle file <filename>

Yy get node-agent-log file <filename>

B get node-agent-log file <filename> <node-name>

xR 6-2. AF NSX T HaRIBR:EN CLI &%

E-3a3

BUE T T PCF.
D AT PCF.
BUE T PCF.
BUE T PCF.

BUE T PCF.

BUENIT PCF.

1 T Kubernetes #1 PCF,,
1T T Kubernetes #1 PCF,
1T )T Kubernetes #/1 PCF.
{GET Kubernetes,
{GEIT Kubernetes,

{5 JTI T Kubernetes.,

Eitl e

KA get node-agent-hyperbus status

217 get container-cache <container-name>
Ere get container-caches

% 6-3. FAF NSX Kube RIZREH CLI &%

poitl W

RS get ncp-k8s-api-server status

RS get kube-proxy-watcher <watcher-name>
RE get kube-proxy-watchers

RE dump ovs-flows

BT NCP BEHHREDS

= PR NCP 7 pifyIREs

get ncp-master status

IR

kubenode> get ncp-master status
This instance is not the NCP master

Current NCP Master id is a4h83ehl-b8dd-4e74-c71c-cbb7cc9c4clc

Last master update at Wed Oct 25 22:46:40 2017
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®m  [oR NCP Fl1 NSX Manager 2 [A|{JiEREIRAS
get ncp—-nsx status

R

kubenode> get ncp-nsx status
NSX Manager status: Healthy

» UK Ingress. @ #4A5 1], pod FIRSSH IR IR A4S

get ncp-watchers
get ncp-watcher <watcher-name>

il

kubenode> get ncp-watchers
pod:

Average event processing time: 1145 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

namespace:
Average event processing time: 68 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

ingress:
Average event processing time: 0 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 0@ (in past 3600-sec window)
Total events processed by current watcher: 0
Total events processed since watcher thread created: 0
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

service:
Average event processing time: 3 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1

VMware, Inc. {8 FT AR .
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Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

kubenode> get ncp-watcher pod
Average event processing time: 1174 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:47:35 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:47:35 PST
Watcher thread status: Up

m o NCP 1 Kubernetes API JI% 5575 > [RIEBEIRAS

get ncp-k8s-api-server status

ZNAE

kubenode> get ncp-k8s-api-server status
Kubernetes ApiServer status: Healthy

»  RENADIH B ETH

check projects
check project <project-name>

2B
kubenode> check projects
default:
Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 4006829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

nsl:
Router 8accc9cd-9883-45f6-81b3-0d1fb2583180 is missing

kubenode> check project default
Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 40a06829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

= A NCP £ PCF BBS 2 [Al[{Efetk A
get ncp-bbs status
ZNIB

node> get ncp-bbs status
BBS Server status: Healthy
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m 57 NCP #11 PCF CAPI 2 [HlfiEfak 4

get ncp-capi status

VR

node> get ncp-capi status
CAPI Server status: Healthy

= & NCP il PCF SR I 55+ 2 IRIIEREIRAS

get ncp-policy-server status

il

node> get ncp-bbs status

Policy Server status: Healthy

BT NCP ZRHEHFHS
RIS H e 4425 P 17

get project-cache <project-name>

get project-caches

get namespace-cache <namespace—name>

get namespace-caches

aIE

kubenode> get project-caches

default:

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:

id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24

subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:

testns:

id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24

subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd1l5ce751

ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:

ns: myns
project: myproject
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logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:

id: 6111a099a-6e06-4faa-al31-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24

subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98

project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get project-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:

id:

9d7da647-27b6-47cf-9cdb-6e4f4d5a356d

ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c—-c7b0-4b42-9681-fc656ae5e435

kubenode> get namespace-caches

default:

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:

id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24

subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:

testns:

id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24

subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd1l5ce751

ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:

ns: myns
project: myproject

logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:

id: 6111a99a-6e06-4faa-al31-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24

subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98

project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get namespace-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:

VMware, Inc. {82 HTHHUF .

62



1% F T Kubernetes 711 Cloud Foundry 1) NSX Container Plug-in - Z2 5T B FE R

id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24

subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

m  GRHY pod NS T

get pod-cache <pod-name>
get pod-caches

ZNAE

kubenode> get pod-caches
nsx.default.nginx-rc-uq2lv:
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:
app: nginx
mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlan: 1

nsx.testns.web-pod-1:
cif_id: cel34f21-6be5-43fe-afbf-aaca8cO6b5cf
gateway_ip: 50.0.2.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 3180b521-270e-11e8-ab42-005056b198fb
ingress_controller: False
ip: 50.0.2.3/24

labels:
app: nginx-—new
role: db

tier: cache
mac: 02:50:56:00:20:02
port_id: 81lbc2b8e-d902-4cad-9fcl-aabdc32ecaf8
vlan: 3

kubenode> get pod-cache nsx.default.nginx-rc-uq2lv
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:
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app: nginx
mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlan: 1

»  REUITA Ingress L2 {7Ek AR E Ingress Z5 47

get ingress caches
get ingress—cache <ingress-name>

AR

kubenode> get ingress—caches
nsx.default.cafe-ingress:
ext_pool_id: cc02db70-539a0-4934-a938-5b851b3e485b
lb_virtual_server:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
lb_service_id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-http
type: http
lb_virtual_server_ip: 5.5.0.2
name: cafe-ingress
rules:
host: cafe.example.com
http:
paths:
path: /coffee
backend:
serviceName: coffee-svc
servicePort: 80
lb_rule:
id: 4bclé6bdd-abd9-47fb-a09e-21e58b2131c3
name: dgo2-default-cafe-ingress/coffee

kubenode> get ingress—-cache nsx.default.cafe-ingress
ext_pool_id: cc02db70-539a0-4934-a938-5b851b3e485b
lb_virtual_server:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
lb_service_id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-http
type: http
lb_virtual_server_ip: 5.5.0.2
name: cafe-ingress
rules:
host: cafe.example.com
http:
paths:
path: /coffee
backend:
serviceName: coffee-svc
servicePort: 80
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lb_rule:
id: 4bcl6bdd-abd9-47fb-a09e-21e58b2131c3
name: dgo2-default-cafe-ingress/coffee

 REUH I Ingress FEHIRSE T Ingress PEHIRSME ., AR E AT S

get ingress controllers
get ingress—controller <ingress—controller—-name>

ZNAE

kubenode> get ingress—controllers
native-load-balancer:
ingress_virtual_server:
http:
default_backend_tags:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
pool_id: None
https_terminated:
default_backend_tags:
id: 293282eb-f1a0-471c-9e48-ba28d9d89161
pool_id: None
1b_ip_pool_id: cc02db70-539a-4934-a938-5b851b3e485b
loadbalancer_service:
first_avail_index: 0
lb_services:
id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-bfmxi
tl_link_port_ip: 100.64.128.5
tl_router_id: cb50deb2-4460-45f2-879a-1b94592ae886
virtual_servers:
293282eb-f1a0-471c-9e48-ba28d9d89161
895c7f43-c56e-4b67-bb4c—-09d68459d416
ssl:
ssl_client_profile_id: aff205bb-4db8-5a72-8d67-218cdc54d27b
vip: 5.5.0.2

nsx.default.nginx-ingress—-rc-host-ed3og
ip: 10.192.162.201
mode: hostnetwork
pool_id: 5813c609-5d3a-4438-b9c3-ea3cdb6de52c3

kubenode> get ingress—-controller native-load-balancer
ingress_virtual_server:

http:
default_backend_tags:
id: 895c7f43-c56e-4b67-bb4c—-09d68459d416
pool_id: None

https_terminated:
default_backend_tags:
id: 293282eb-f1a0-471c-9e48-ba28d9d89161
pool_id: None
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1b_ip_pool_id: cc02db70-539a-4934-a938-5b851b3e485b
loadbalancer_service:
first_avail_index: 0
lb_services:
id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-bfmxi
tl_link_port_ip: 100.64.128.5
tl_router_id: cb50deb2-4460-45f2-879a-1b94592ae886
virtual_servers:
293282eb-f1a0-471c-9e48-ba28d9d89161
895c7f43-c56e-4b67-bb4c—-09d68459d416
ssl:
ssl_client_profile_id: aff205bb-4db8-5a72-8d67-218cdc54d27b
vip: 5.5.0.2

w RN SRS D A7 R E ST

get network-policy caches
get network-policy-cache <network-policy-name>

d§1§U:

kubenode> get network-policy-caches
nsx.testns.allow-tcp-80:
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22f82d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f7f825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eee4afcOaf065b78cda302a97674c

src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
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port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91cle722670a59f971f8fccla5ac51f1

kubenode> get network-policy-cache nsx.testns.allow-tcp-80
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22f82d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f71825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eeed4afc0af065b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91cle722670a59f971f8fccla5ac51f1l

w  REUITAT ASG ZiA7 il E ASG At

get asg-caches
get asg-cache <asg-ID>

ZNAE

node> get asg-caches
edc04715-d04c-4e63-abbc-db601a668db6:
fws_id: 3c66f40a-5378-46d7-a7e2-beedba72a4cc
name: org-85_tcp_80_asg
rules:
destinations:
66.10.10.0/24
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ports:
80
protocol: tcp
rule_id: 4359
running_default: False
running_spaces:
75bc164d-1214-4619-80bb-456a8fbccbfd
staging_default: False
staging_spaces:

node> get asg-cache edc04715-d04c-4e63-abbc-db601a668db6
fws_id: 3c66f40a-5378-46d7-a7e2-beedba72a4cc
name: org-85_tcp_80_asg
rules:
destinations:
66.10.10.0/24
ports:
80
protocol: tcp
rule_id: 4359
running_default: False
running_spaces:
75bc164d-1214-4619-80bb-456a8fbccbfd
staging_default: False
staging_spaces:

w ORI HAG A el R H AT

get org-caches
get org-cache <org-ID>

4515U:

node> get org-caches
ebb8b4f9-a40f-4122-bf21-65c40f575aca:
ext_pool_id: 9208a8b8-57d7-4582-9c1f-7a7cefal04f5
isolation:
isolation_section_id: d6e7ff95-4737-4e34-91d4-27601897353f
logical-router: 94a414a2-551e-4444-bae6-3d79901a165fF
logical-switch:
id: d74807e8-8f74-4575-b26b-87d4fdbafd3c
ip_pool_id: 1b60f16f-4a30-4a3d-93cc-bfb08a5e3e02
subnet: 50.0.48.0/24
subnet_id: a458d3aa-bea9-4684-9957-d0ce80d11788
name: org-50
snat_ip: 70.0.0.49
spaces:
e8ab7aa0-d4e3-4458-a896-133177557851

node> get org-cache ebb8b4f9-a40f-4122-bf21-65c40f575aca
ext_pool_id: 9208a8b8-57d7-4582-9c1f-7a7cefal04f5
isolation:
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isolation_section_id: d6e7ff95-4737-4e34-91d4-27601897353f
logical-router: 94a414a2-551e-4444-bae6-3d79901al65f
logical-switch:
id: d74807e8-8f74-4575-b26b-87d4fdbafd3c
ip_pool_id: 1b60f16f-4a30-4a3d-93cc-bfbO8a5e3e02
subnet: 50.0.48.0/24
subnet_id: a458d3aa-bea9-4684-9957-d0ce80d11788
name: org-50
snat_ip: 70.0.0.49
spaces:
e8ab7aa0-d4e3-4458-a896-133177557851

w  REUITAT 23 IR A7 R E 25 TR 2 A7

get space-caches
get space-cache <space-ID>

d§1§U:

node> get space-caches
global_security_group:
name: global_security_group
running_nsgroup: 226d4292-47fb-4c2e-al118-449818d8fa98
staging_nsgroup: 7ebbf7f5-38c9-43a3-9292-682056722836

7870d134-7997-4373-b665-b6a910413¢c47:

name: test-spacel

org_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09

running_nsgroup: 4a3d9bcc-be36-47ae-bff8-96448fecf307

running_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

staging_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

node> get space-cache 7870d134-7997-4373-b665-b6a910413c47

name: test-spacel

org_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09

running_nsgroup: 4a3d9bcc-be36-47ae-bff8-96448fecf307

running_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

staging_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

w  GRIBUYTA R Fr G Ay RS E R Fr A7

get app-caches
get app-cache <app-ID>
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il

node> get app-caches
aff2b12b-b425-4d9f-b8e6-b6308644efa8:

instances:
b72199cc-elab-49bf-506d-478d:
app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3

name: hello2

rg_id: a8423bc0-4b2b-49fb-bbff-ad4badf21eb09

space_id: 7870d134-7997-4373-b665-b6a910413c47

node> get app-cache aff2bl12b-b425-4d9f-b8e6-b6308644efa8
instances:
b72199cc-elab-49bf-506d-478d:
app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3
name: hello2
org_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09
space_id: 7870d134-7997-4373-b665-b6a910413c47

w RIS TR T S BIE Ar slohs E S B2 Ay

get instance-caches <app-ID>
get instance-cache <app-ID> <instance-ID>

VMware, Inc. {82 FTHHUF .

70



1% FF- Kubernetes 711 Cloud Foundry 1) NSX Container Plug-in - Z2 5T B FE R

il

node> get instance-caches aff2bl12b-b425-4d9f-b8e6-b6308644efa8
b72199cc-elab-49bf-506d-478d:

app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3

node> get instance-cache aff2bl2b-b425-4d9f-b8e6-b6308644efa8 b72199cc-elab-49bf-506d-478d
app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3

= T A
get policy-caches

R

node> get policy-caches
aff2bl2b-b425-4d9f-b8e6-b6308644efa8:

fws_id: 3fe27725-f139-479a-b83b-8576c9aedbef

nsg_id: 30583a27-9b56-49c1-a534-4040f91cc333

rules:

8272:

dst_app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efal8
ports: 8382
protocol: tcp
src_app_id: f582ec4d-3al3-440a-afbd-97b7bfae21d1

f582ec4d-3a13-440a-afbd-97b7bfae21d1:
nsg_id: d24b9f77-e2e0-4fba-b258-893223683aa6
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rules:
8272:
dst_app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
ports: 8382
protocol: tcp
src_app_id: f582ec4d-3al13-440a-afbd-97b7bfae21d1

AT NCP B ZiESmS
LSO NCP S5

SCRFEE S pod HIIRTA A AR H ST AT tier:nsx—networking Fr%5. AR tgz #53X,
FEARAFAE CLI BRI ST 4265 H 5% /var/vmware/nsx/file-store 1, #A[PL{# ]| CLI file-store #y4-¥
BISCPEE B Rt

get support-bundle file <filename>

Al
kubenode>get support-bundle file foo

Bundle file foo created in tgz format
kubenode>copy file foo url scp://nicira@10.0.0.1:/tmp

m FERER O NCP H R

H DA tgz BN CLE BRSO -7 H 5% /var/vmware/nsx/file-store H1, 0] DIfE] CLI
file-store iy 2B AR B o fR i i .

get ncp-log file <filename>

R

kubenode>get ncp-log file foo
Log file foo created in tgz format

T O AR H

PRAF— 98 E T A SRR H &, HER tgz 18 ARAEAE CLI BRI H
& /var/vmware/nsx/file-store H1, ZEA]PI{#iJT] CLI file-store #2150 342 I B e f ik Arh

get node-agent-log file <filename>
get node-agent-log file <filename> <node-name>

ZN/E

kubenode>get node-agent-log file foo
Log file foo created in tgz format

m RBOFRE H B0
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A H 52324 NOTSET, DEBUG, INFO, WARNING, ERROR 1 CRITICAL.,

get ncp-log-level
set ncp-log-level <log level>

aNIE

kubenode>get ncp-log-level
NCP log level is INFO

kubenode>set ncp-log-level DEBUG
NCP log level is changed to DEBUG

AT NSX TR REBARHRESS

ORI EAREERNZ Y S B HyperBus 2 [RITUZERRIR A

get node-agent-hyperbus status

R

kubenode> get node-agent-hyperbus status
HyperBus status: Healthy

AT NSX TEARERZSENEEGS
n GRINSX i R ER AR I B AT

get container-cache <container-name>
get container-caches

ZNCAE

kubenode> get container-caches
ciflo4:
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104

kubenode> get container-cache cifl04
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104
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AT NSX Kube KIBAZRIRESFS

7~ Kube AT Kubernetes AP IR 55252 (Al IFERER A

get ncp-k8s-api-server status

ZNE

kubenode> get kube-proxy-k8s-api-server status

Kubernetes ApiServer status: Healthy

7~ Kube PR HIRE IR A

get kube-proxy-watcher <watcher—-name>

get kube-proxy-watchers

ANAE

kubenode> get kube-proxy-watchers

endpoint:
Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

service:
Average event processing time: 8 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

kubenode> get kube-proxy-watcher endpoint

Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT

Number of events processed: 90 (in past 3600-sec window)

Total events processed by current watcher: 90

Total events processed since watcher thread created: 90

Total watcher recycle count: 0

Watcher thread created time: May 01 2017 15:06:24 PDT

Watcher thread status: Up
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= 1 R OVS ikt
dump ovs-flows
ZNUE

kubenode> dump ovs-flows

NXST_FLOW reply (xid=0x4):

cookie=0x0, duration=8.876s, table=0, n_packets=0, n_bytes=0, idle_age=8, priority=100,ip
actions=ct(table=1)

cookie=0x0, duration=8.898s, table=0, n_packets=0, n_bytes=0, idle_age=8, priority=0
actions=NORMAL

cookie=0x0, duration=8.759s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,tcp,nw_dst=10.96.0.1,tp_dst=443 actions=mod_tp_dst:443

cookie=0x0, duration=8.719s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,ip,nw_dst=10.96.0.10 actions=drop

cookie=0x0, duration=8.819s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=90,ip,in_port=1 actions=ct(table=2,nat)

cookie=0x0, duration=8.799s, table=1, n_packets=0, n_bytes=0, idle_age=8, priority=80,ip
actions=NORMAL

cookie=0x0, duration=8.856s, table=2, n_packets=0, n_bytes=0, idle_age=8, actions=NORMAL
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