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(NSX-T Data Center #1571/ 751 ) FEfh T4 Y a{aAF NSX-T Data Center ERIEHUN T BE IR R RTES T
B HERR O B

BiriEE

RHRRIIG T NSX-T Data Center (ARG D1, RIRESAEIEIME . IEME OB

VMware $i R HIRPIARIE R

VMware S ARH PR AE T— A RIEL, Hb s S Ea g ASCRIIARE . 5% VMware HRSCR Hf ]
IARIBIIEX, 153510 http://www.vmware.com/support/pubs.

VMware, Inc.


http://www.vmware.com/support/pubs

HEFAR S5

H GRS HER R IR A . REIRSSHIRS 0 5,
ARFEPFE T LA 38

. HEME

X Syslog [FdE 1 T S HERR

K HF G NSX-T Data Center 4144- ({34 ESXi M1 FizfmH044: ) BOH BN ESFRTG RFC 5424 HH8ER
syslog ¥, K[ KVM 1811 H B E R RFC 3164 #5. HESX 7T /var/log HEH,

7 NSX-T Data Center %75 |-, AJPLizfTPL T NSX-T Data Center CLI #y & DAAY & H ik
get log-file <auth.log | http.log | kern.log | manager.log | node-mgmt.log | syslog> [follow]

TR b, IS tac, tail. grep flimore % Linux w2 aE Hib. A LAE NSX-T Data Center
Wy b HIX A4S,

7 RFC 5424 Y145 ., 152 https://tools.ietf.org/html/rfc5424, 45 5¢ RFC 3164 [iE4H(5 5., 15
I, https://tools.ietf.org/html/rfc3164 .

RFC 5424 2 HEMHEE X DL PR

\

<facility * 8 + severity> version UTC-TZ hostname APP-NAME procid MSGID [structured-data] msg

ENCIISFSYEISE

<187>1 2016-03-15T22:53:00.114Z nsx-manager NSX — SYSTEM [nsx@6876 comp="nsx-manager" errorCode="MP4039"
subcomp="manager"] Connection verification failed for broker '10.160.108.196'. Marking broker unhealthy.

TR IH B EATAUIT (comp) FI-T-4111 (subcomp) fi5 B, AIAEEIARINTH EIKIRIR

NSX-T Data Center A5 H L (FLFE: locale, & HAXME 22) MEFHE (FEFELR local?,
EEAHUE 23) o T APk — ANz H .

VMware, Inc. 6
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5 AP DR B H SR AL FMEE

» 50k ID B4 entTd, JTITHRIA API RS

= 5K ID 24 req-id, FHTAriFERER AP,

. SNESIESK ID 245 ereqId (W APLE A2 FRJs X-NSX-EREQID: <string>) .
n SNIBH S euser (45 APL A B &Rk X-NSX-EUSER: <string>) .

RFC 5424 & X VL R«

FEEE i

0 B RYUEMT

1 et AT HER G it
2 JEE PR

3 ik fREo

4 ek IO

5 AL IR AN
6 AR HEMHE

7 Pt FRZANHE

Ay @y o YERT . TET B0 CERRT IV AR H ST B RS (R R e e —
RS BERAE F— DR ER AT — bR AL 2T RO R E

MSGID “FEArHERIZL. AOGHE ID S5, H2 0 HEHE ID.

AEZEAEIER
R PARC ¥ NSX-T Data Center 1& 25 AV HRAE - DUKE H i B 126 B e fE H bl s Ik 557

NSX Manager. NSX Controller, NSX Edge F& AL 7 S F 5 H il sk, A B AN A F RS Bhc
2 H AR

7 KVM EAL I, NSX-T Data Center 223 - il Fiiid B2 A T /ete/rsyslog.d Hrisk [ shid
% rsyslog ~F4 e

ARG

w R H SRR S AR AR H
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$E
1 35fF NSX-T Data Center 455 Fic Brvcfe H il 5%, ilsaToL FERfE:

a aaf TP Mg ARCE H SR SS A FIE L 1R B H SR S5 R B2 . FTLLR 2 M s Bl B 1D $55E
MBS FRAIR (AEZHE) .

set logging-server <hostname-or-ip-address[:port]> proto <proto> level <level> [facility
<facility>] [messageid <messageid>] [certificate <filename>] [structured-data <structured-data>]

ARIASIEMELE, H2 0 (NSX-T CLI 22£) . BRI Z st 1izan < LA INZ A H Sl g
RS E . Blan:

nsx> set logging-server 192.168.110.60 proto udp level info facility syslog messageid
SYSTEM, FABRIC
nsx> set logging-server 192.168.110.60 proto udp level info facility auth,user

b HPI{liff] get logging-server aySa&E Hiid®ACE . Hlan,

nsx> get logging-servers
192.168.110.60 proto udp level info facility syslog messageid SYSTEM, FABRIC
192.168.110.60 proto udp level info facility auth,user

2 BE ESXi BAL LA E AR H LR, WEHITIA N RAE:
a iafTPA Nar A DARC E syslog F & D&M

esxcli network firewall ruleset set -r syslog -e true

esxcli system syslog config set --loghost=udp://<log server IP>:<port>
esxcli system syslog reload

esxcli system syslog mark -s "This is a test message"

b WPLEITUA TS VA B R

esxcli system syslog config get

3 L KVM EALEACE TR H S %, imdTRA MERE:
a  EFNERERE SR S /ete/rsyslog.d/10-vmware-remote-logging. conf,
b LA ATIINEZ SR

*,% @<ip>:514;RFC5424fmt

service rsyslog restart

VMware, Inc. 8
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HEHEZID

EHEMHEH, A ID FBFRRM BRI,
oo R H ST B AR B H S = Ik 55 4s o

®11 HEHEID

XA PLFE set logging-server @y & {#i [ messageid &

HE ID |

FABRIC B/
THUEE
Edge 174
AR
LA s
T ATHERS O SO
RIS
Edge H{4E
DOXATT R S i

SWITCHING AL
R A i
SAL AT
WA LA e

ROUTING L e
W E A
oY |
BB
NAT

FIREWALL 1575 K k]

I K Bk AN DX S

FIREWALL-PKTLOG By ok i e o
5 K Bl 0 H

GROUPING IP £
Mac %

NS 41

NS JIk %%
NS 5541
VNI it

IP b

DHCP DHCP gk
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% 1 1 Elb\léll_.\ |D (g:l:’j:)

JHE ID il

SYSTEM P (ot syslog. ntp %5
T
(EraREs:
vEn]
PRt
RS
222 (NSX Manager. NSX Controller )

TF% (NSX Manager. NSX Controller, NSX Edge Fl - A1 t0T1-4% )

SR

Frid
MONITORING SNMP

S 1

FRES

- Pr A EAb H S

xf Syslog [E)RRF 1T R FEHERR
ISR FL AR 35 BB FL G, IATOL T 8.

Brubzhs H SRS =R1 1P Motk

Wk level ZHUE T MR

ok facility Z40E M IEMACE

WSRO TLS, R HGEE N UDP, DA A A7 AE U AT AL )L,
QERPHSCH TLS, iH% b 6514 2 A EFimal i1

MERTHE ID fikes, HAEBEIRSSwE AR H .

ffiffle54 restart service rsyslogd fH¥)Hs) rsyslog Az %%

rsyslog fil i 1 (/etc/rsyslog.conf) /<l

### rsyslog config file. Customized by VMware.

### Do not edit this file by hand. Use the API to make changes.
$PreserveFQDN on

$ModLoad imklog

$ModLoad immark

module(load="1imuxsock" sysSock.useSpecialParser="off")
$RepeatedMsgReduction on

$FileOwner syslog

$FileGroup adm

$FileCreateMode 0640

$DirCreateMode 0755

$Umask 0022

$ActionFileDefaultTemplate RSYSLOG_SyslogProtocol23Format
$IncludeConfig /etc/rsyslog.d/*.conf

VMware, Inc.
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$template RFC5424fmt,"<%PRI%>1 %TIMESTAMP:::date-rfc3339% %HOSTNAME% %APP-NAME% %PROCID% %MSGID%
%STRUCTURED-DATA% %msg%\n"

$WorkDirectory /var/spool/rsyslog

$ModLoad imudp

$UDPServerAddress 127.0.0.1

$UDPServerRun 514

$PrivDropToUser syslog

$ActionQueueType LinkedlList # nsx exporter: e7347687-8be7-4519-a8e1-73c5192c9b43

*.info @1.2.3.4:514;RFC5424fmt # nsx exporter: e7347687-8be7-4519-a8e1-73c5192c9b43

WERS
FEALEATHUR RIS TR 2 SBOTIRL.  55 DRI AR BE R 24T
9425 NSX Manager IS THRAS, IHATOA A

nsxmgr> get services

Service name: cm-inventory
Service state: stopped
Service name: http

Service state: stopped
Session timeout: 1800

Connection timeout: 30

Redirect host: (not configured)
Service name: install-upgrade
Service state: stopped

Enabled: True

Service name: liagent

Service state: stopped

Service name: manager

Service state: stopped

Logging level: info

Service name: mgmt-plane-bus
Service state: running

Service name: node-mgmt
Service state: running

Service name: nsx-message-bus
Service state: running

Service name: nsx-upgrade-agent
Service state: running

Service name: ntp

Service state: running

Service name: search

VMware, Inc.
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Service state: stopped
Service name: snmp
Service state: stopped
Start on boot: False
Service name: ssh
Service state: running
Start on boot: True
Service name: syslog
Service state: running

FE FosBi, http RS E5 1. AT DABEFILL M4 55D http 155

nsxmgr> start service http

SSH fR%

AR RS A T SSH IRSS, T DUETER I S B R B s HE AT e 2 e R 55 -
start service ssh

PRI DAE VA T 44 SSH Bt BN E EA L Ehi 8«
set service ssh start-on-boot

A SSH root £5%, LA root JT/7 Py ek 21k es, gl S letc/ssh/sshd_config J 4 T

PermitRootLogin prohibit-password

B, Tl SR RO vApp JEYER S SSH kS5 HI SSH root 13 [ .
7

PermitRootLogin yes

SRR IVA N a4 HL8T S 5 sshd 55+«

/etc/init.d/ssh restart

WEXFFE

RN RO RFERAIZ A E T 8 ESR S, PR o 3Rt Rplak B S iS5 s

VMware, Inc.
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IR RER B N BN TS, CRERAS MRS, H S T SRS . AR
B PR EREISHIRSS Ao, WS B S EAN AM sh R 3RS RS ae b

NSX Cloud il @RI EE CSM -2 F5fl, 15EkE] CSM, #:3) R% > SLRER > XFrE, REHRE
T#., nPUEHEPL Bt NSX Manager 3575 PCG [H35#:f1., PCG (IS Hr Uil 02 i TAE EERIAL
MHE,

TR
1 MRS RS, AP RS S EIA T https://nsx-manager-ip-address [1) NSX Manager .

2 SRS > SKHRT
3 pulisEi k.
4 EFEERR R
PR SRS M EI AT ISR A . “Edge” . “TEALT A AR .
5 (W) #5E HEWIRREUAHR R HHEERBIH &,
6 (nlk) UHIEx, deretimErEA O SR H S,

EE Bz SRS BURE R, B, Benmsgl.

7 (Fk) SRR EAE LR B RS S IR S R
S ViR L e S-S ISR GINE SEERUR
FRIEAFAER) H S, A1 AT RERR 2 Loy BN TR o
I CECE SO SRR
IRAET B R FE S IR R T 43 b
10 SRR BRSO LR RS IR SS AR, 15 A M.

VMware, Inc. 13



XJ 56 2 E&EFE ] R g TR e HERR

WRAERRA— AL A BEALE 1 (virtual interface, VIF) 2 [RIHIEEE T, Bildn, ApeMA—
ASHEAUNL ping 55— FEAUNL,  A0nT AR AT i D SO e i Bl A T R o

FHARZ T, S EAOR A SN RELE 2 e o 1 2 TR R o S S22 AR P ) 2RIy S e ]
PEATHERHERR o

AFEDIE TV 37

m A NSX Manager 11 NSX Controller FEEEHR A

= RO

= R IR

= AP AR

= P CCP

m AR R RS

m NG T A TR HERR

=X L2 S iE R A T HERR

WO R A B R A AT L A5 T PSR T HE
= O VLAN SRR A L A 2 TP A TS HE R

m ORI LEIZ R S BT ARP [RGB T B HRRR

m 4 VLAN A HA Lt ARP IO S (0,25 46 n] A T SRR

H#& NSX Manager #1 NSX Controller &R 7S

fif)k. NSX Manager 1 NSX Controller {21 ARS VIES, JFEHEHl#s 2452 NSX Manager.
iz
1 {F NSX Manager [iz{TUA I CLI a2 LATERAR A I ERE o

NSX-Manager> get management-cluster status
Number of nodes in management cluster: 1
- 192.168.110.47 (UUID 45A8869B-BB90-495D-8A01-69B5FCC56086) Online

VMware, Inc. 14
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Management cluster status: STABLE

Number of nodes in control cluster: 3

- 192.168.110.201 (UUID 45A8869B-BB90-495D-8A01-69B5FCC56086)
- 192.168.110.202 (UUID 45A8869B-BB90-495D-8A01-69B5FCC56086)
- 192.168.110.203 (UUID 45A8869B-BB90-495D-8A01-69B5FCC56086)

2 7£ NSX Controller |Fiz1TVA T CLI w32 ARG 5

NSX-Controllerl> get control-cluster status
uuid: db4aa77a-4397-4d65-ad33-9fde79ac3c5c
is master: true

in majority: true

uuid address status
Ocfe232e-6c28-4fea-8aa4-b3518baef00d 192.168.110.201 active
bd257108-b94e-4e6d-8b19-7fa6c012961d 192.168.110.202 active
538be554-1240-40e4-8e94-1497e96302aa 192.168.110.203 active

3 7£ NSX Controller Fiz{TPA N CLI sy 2 LA B2 E] NSX Manager.

NSX-Controllerl> get managers
- 192.168.110.47 Connected

B2 4 in

AR AR — M2 bl ARG EE i, I HHAIRAS hE .
B

1 M NSX Manager GUI 3k HUZ i 1 UUID,
2 WA OHETAN AP, DARERE B A2 TR — 2R 24 Lo

GET https://<nsx-mgr>/api/vl/logical-ports/<logical-port-uuid>
3 WD TUA T APHEH, DAFPRIR A B

GET https://<nsx-mgr>/api/v1l/logical-ports/<logical-port-uuid>/status

WEEET RRE

RO T RS
S8
& HUTLLR AP VARG fr T s IR S o

GET https://<nsx-mgr>/api/v1l/transport-nodes/<transport-node-ID>/state

VMware, Inc.

15



NSX-T Data Center #itlHEs 4514

AR LR B RPC BRI, 1P T R EHERR P R

11T /etc/init.d/nsx-opsAgent status VA75H opsAgent j&1h 1IEAEIE To

11T /etc/init.d/nsx—mpa status DLEEE nsx—mpa ;&5 IEAEIETT,

A nsx—mpa S 75 CERES] NSX Manager, 1t 25 nsx—mpa #1055 H &

HAE opsAgent Ji 5 LLiEREE] NSX Manager, i5f5 7 nsx—opsAgent H i, U1 opsAgent L
%P5 NSX Manager, ZEEFIVLNEE.

Connected to mpa, cookie: ...

JAE opsAgent 15 IFF7E HostConfigMsg MUALFE |, HH4 nsx—opsAgent Hit, R 2ix
e, BEAER % RMQ KB A, (RS kAN, s R REER G2 k%,

¥4 opsAgent &S 7EP T HostConfigMsg I v

TNE RMQ 4 E e TR A& AL, 15EbE NSX Manager F1-EATL - H B E RS
[AJ#

WIS HR [FI 5 partial_success, MAVFZ AR, Hei&E nsx—opsAgent Hik. 7k ESXi
ML, #% hostd.log 11 vmkernel.log. fF KVM I, syslog fRiF&ATA H ik,

REZETHRIRE
AR .

*  HITLAUT AP HIVARIBGE A I IRZS o

GET https://<nsx-mgr>/api/v1l/logical-switches/<logical-switch-ID>/state

QAR R EE S partial_success, HRZRIZFEE NSX Manager Joizfk i i As ot UC e 1%
AN, BEASIRERIE . SRR BT TS SR b R . dER A DL ST

g s B L HAEH 11T
nsx-mpa L2 E] NSX Manager.
nsxa T 2224 H I,

it grep A5 4% nsxa. log #l nsxaVim. log HREZHAHAL ID, DAAGEH T AUE S CUEREZ AL
B E

o2 nsxa M nsx-mpa 1521 TH Al i1 grep 24K syslog SCAEHIY nsxa HETHE., #5H] nsxa
fATe R B A 1L o

50H nsxa YEFE RIS HTE BN TRl QRAE nsxa ARIEFE R ST 15 N A M LD T 5 5
T, BB FTREA AL B R L.

VMware, Inc. 16



NSX-T Data Center #itlHEs 4514

£ KVM b, AT A U B B e PRI, R ROZ A L n REUAAR AT RE HA A A

J2TH

TEESXi b, FE Ry 22 St L. Bl I sc i, HP a5 H vCenter Server ok, vSphere

AP BRI LR 2 SR 25

WEZETIRIE CCP
WAAZ AR B TR (CCP).

& £ NSX Controller [iz1TLL R CLI #y & VANARZ A M AT AF o

NSX-Controllerl> get logical switches
VNI UUID Name
52104 feab22ec-94b2-46f4-88f8-f9d44a416272 1sl

HEE I CLI A A4 H 3 FF VLAN HZ A8 it .

KB AR ERERE

X R IBEAEL. WHSE P LR netepa EAEERS
AR

AR TR IR, 55 WA AL COP,
EZ

1 L SSH USRI

BT T, WSR2 e B I VNI (B

N

get logical-switch 5000 connection-table

3 HEHERT L, 21762 /bin/nsxcli 5z NSX CLI,
4 z17PA M A LRI CCP 251,

hostl> get ccp-session

Session Index State Controller
Config © up 10.33.74.163
L2 5000 UP 10.33.74.163

IrhoR =T

TN 1241 CCP RFEEHIH A —> CCP il P AR E Sk, AT ME MR T L, BN %

5] CCP FHErpHf—A> CCP W il L2 £1f, AFT VLAN ZHAs#uhl, %4 CCP #E#z,

VMware, Inc.
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X E & 1E 1) B i 1 T A PR HERR
QAR CCP Bl E 1A 3), k2 MPA Fl netcpa HUIRZS.

EZ
1 HUTUA N AP, DAEE MPA 275 4 5:5) NSX Manager.

GET https://<nsx-mgr>/api/v1l/logical-ports/<logical-port-uuid>
2 EEEREY Fiafra4 /bin/nsxcli JH5) NSX CLI,
3 =T M2 LAKEL node-uuid,

hostl> get node-uuid
0c123dd4-8199-11e5-95e2-73cclcd9b614

4 zf7LL Mar @ L A E NSX Manager & 77 LUK CCP {3 BEAEE 2] 41,
cat /etc/vmware/nsx/config-by-vsm.xml

5 {4 config-by-vsm.xml 45 CCP {5 E., 1A e S PR 7 LA L& 19 k.

NSX Manager (£ (&5 5 QI B R B BERE P S HLUES . fERes2ok B B 2 BT, CCP &
EAFENES

6 # /etc/vmware/nsx/host—cert.pem HHIE 1A 80
ZuE 915 NSX Manager fir LA 10 M LuEF5AH .
7 BT A DI netepa FOIRAS,

1E ESXi |

/etc/init.d/netcpad status

1E KVM I

/etc/init.d/nsx—agent status

8 Ak E) netepa,
7F ESXi I, F3l netcpa (WIRALZTT) , BEHEHHE (WRIELET) -

/etc/init.d/netcpad start

/etc/init.d/netcpad restart

VMware, Inc. 18
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£ KVM I, J53) netcpa (AARARAEIZTT) , BF B8 Rse (WERIEAETT) .

/etc/init.d/nsx-agent start

/etc/init.d/nsx-agent restart

9 R E TR, WIEEBIRSR TS VMware SCRFEBTTICA

Xt L2 & n) 1T 8 FEHERR

XANGE F 178 w22 AL

1 PR FisfTir4 /bin/nsxcli J55) NSX CLI,
2 BT NS DA ELE B LR ORISR AL

hostl> get logical-switches

3 B IAES SN AE admin down,

£ ESXi I, 11T net-dvs JF&HMIN . fild,

port 63eadf53-ff92-4a0e-9496-4200e99709ff:

com.vmware.port.extraConfig.opaqueNetwork.id = - <- this should match the logical switch UUID
com.vmware.port.opaque.network.id = :--. <- this should match the logical switch UUID
com.vmware.port.opaque.network.type = nsx.LogicalSwitch , propType = RUNTIME
com.vmware.common.port.block = false, ... <- Make sure the value is false.
com.vmware.vswitch.port.vxlan = -

com.vmware.common.port.volatile.status = inUse ... <- make sure the value is inUse.

SR s | I A TR IR, TCERER SR 0TS VMware SCRFERT TR R, azfTLA
S VLREL DVS £7k:

[root@hostl:~] net-dvs | grep nsx-switch
com.vmware.common.dalias = nsx-switch , propType = CONFIG

BATLA N a4 DABGHRH 1E i 1 -
[root@hostl:~] net-dvs —-s com.vmware.common.port.block=false <DVS-NAME> —p <logical-port-ID>

7E KVM I, iz{T ovs—vsctl list interface J¥ U AT4HN VIF UUID F8 &S A77E, HHH
admin_state N EREE ., #ALIAE external-ids:iface-id [ OVSDB A& %] VIF UUID,

X} 78 25 N 4% 12 48 X AL B B4R /= T (o) AR gt A T PR HEBR

AT R R ] TAERC BN TR S IE H I 1 787 S5 2R AZ A DN ARV R B DAL TR e R )

R TIPSR o

VMware, Inc.
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RN TR SRR b, 55 B0 S I 402 B2 4L ARP [RUIE TSR o
1 AERAEESHAIESR Faf T M, LAEE CCP &R HA LW VIEP S5

controllerl> get logical-switch 5000 vtep

2 (EEANMEEEF L, 21700 F NSX CLI e DA & &t & B IEWA VTEP 4155 .
7E ESXi |-

hostl> get logical-switch <logical-switch-UUID> tep-table
5, ELLiafTPA T shell a2 E VTEP {3 K.
[root@hostl:~] net-vdl2 -M vtep -s vds -n VNI

£ KVM I:

hostl> get logical-switch <logical-switch-UUID or VNI> tep-table

3 REEPIRET 0 VTEP &8 il DU H $UT ping #R1E,
{r ESXi shell #ER75 N

hostl> ping ++netstack=vxlan <remote-VTEP-IP>

1F KVM shell #2175 1

hostl> ping <remote-VTEP-IP>

A VTEP JoiEAH G 3T ping #41FE,

a  IEHORAE BT AR E IS VLAN SR ST EEARVL A . an RAE R E WS
olipi 1, AR 2 &k VLAN RESCE 0 00 WEREFTE L VLAN, B2 RCR T HEAR Fr i B RE
D2 A2 # L BC O E PR AR 452 VAN

b KA REMEIERE,
4 F# VTEP Al BFD 3525 0 55D,
£ ESXi I, 1517 net-vd12 -M bfd &AM, fild,

BFD count: 1

Local IP: 192.168.48.35, Remote IP: 192.168.197.243, Local State: up, Remote State: up, Local
Diag: No Diagnostic, Remote Diag: No Diagnostic, minRx: 1000000, isDisabled: 0

VMware, Inc. 20
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1t KVM I, #ZI7cfs IP () GENEVE #%11,
ovs-vsctl list interface <GENEVE-interface-name>

WIRAAKRER 1 4HFR, 15151T ovs—vsctl find Interface type=geneve R[N FAERE T, 75
# BFD {5 5.,

WIERHAEILAE VTEP 1) GENEVE ££11, 07 nsx-agent j& 77 IEEiafTVA M OVS TR 275 £
1F25] nsx-agent.,

[root@hostl ~]# ovs-vsctl show
96c9e543-fc68-448a0-9882-6e161c313a5b
Manager "tcp:127.0.0.1:6632"
is_connected: true
Bridge nsx-managed
Controller "tcp:127.0.0.1:6633"
is_connected: true
Controller "unix:ovs-13d.mgmt"
is_connected: true
fail_mode: secure

3F VLAN iZ 58 34l O EE /= T 10) 73 31T A PR HERR
AT A TAERC st THRER S E R E MZE FRCE RS VLAN YRR R FREA L )
P (M U A T s o
R TR —EERA T F, DFraR S Fst THRPRSSEBIE R, 1207 5 L2 S AZ L) ARP
[P TR o
[

RO T EAE AR B A AL VLAN Fi B JEe= 4 o

F ESXi I, iintizfT net-dvs FHAsHiB it 11, FAC /O 1 FRCE VLAN, fian.

¢ &

port 63eadf53-ff92-4a0e-9496-4200e99709ff:
com.vmware.common.port.volatile.vlan = VLAN 1000 propType = RUNTIME VOLATILE

£ KVM ., ¥ VLAN 253 i U e B2 s s 1O OpenFlow FN . #efdiiisd, XM VIF Y
i, fEH VLAN X 3 TRRIC, SRIGAEIBAME im0 RS L 2 PIF [F, 1217 ovs—vsctl list
interface JHAIALE NSX BRI EFAT NSX A8 WA LI 2 [BIAETEAEANE T 1 o

X B EMKFEZIRA ARP o)1 TE FEHERR
AT 2 IR0 U5 e L B 0 2 IR TR
YT VLAN IBRRASHERL. S VAN 25 AL el ARP I8 0 T A T
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TEPATLA PREEHE P B 2 0, SRR F1ETar 2 arp —no WERAEIAN AL E R DhidtT ARP,
M REBERSTAT RS, R, B2 N300 VLAN 25 22 e Lk idhT ARP N 15 2 nlidb T
AR

$E

& QRPN EESE ESXI AR A AL T ARP ARHR ([0 8 2 4 s #llL ), 1i/E CCP
AR FASH ARP 3,

1E CCP .

controllerl> get logical-switch 5000 arp-table
TEREEIRRY b, A8 NSX CLI HizfTA Fans

hostl> get logical-switch <logical-switch-UUID> arp-table

FRILARP £ H 25 1KF T ARP RRELIRASE M IEM. QR A @ ACHIE] ARP MR/, s, isf3ml
J& KVM H A Hr ARP AR, TGRSR 1%) 1% ARP 1K . TTAETAAE BUM JiE & Tnlil, 223k
TUA R P8R

m FSBEHAS A IR MTEP, 15 M NSX Manager GUI 12 i S b i & il B
SOURCE, XRIRESBHE IR, (i ping #AEREWE LR LIE,

RIS ARP L BB A AR 25 I TR,

37 VLAN BB AT ARP K REIE 6 E 5 (o) S 3t 1T &
HEB®
R DU A sl TE, 5k T a5 e 2o 0 B Je n e A i iR bR o

BA TSR T, 15 NSX Manager GUI i8Il T H > IBERR . AirgiiE e, mS W (NSX-T &8
755 ) -

g
o TTOREEIE,

TE ESXi |, 1217 net—stats -1 DIZKIN VIF (A28 Ui 1 1D, anA A H bR VIF 75 H— NS B 7
., T P

pktcap-uw —-switchport <src-switch-port-ID> —-dir=0
pktcap-uw —-switchport <dst-switch-port-ID> —-dir=1

GRIEATH bR VIF ZEARSEIRE T |, iB7EFEE IR VIF IS ERT FisfThl Mand

pktcap-uw ——switchport <src-switch-port-ID> —--dir=0
pktcap-uw ——uplink <uplink-name> —--dir=1
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FEFERE H AR VIF R |, BT R

pktcap-uw ——uplink <uplink-name> --dir=0
pktcap-uw ——switchport <dest-switch-port-ID> —-dir=1

7E KVM |, s H bR VIF ZE[E— DN E R T b, 1T My

ovs—dpctl dump-flows

VMware, Inc.
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Lo fEHERR

ATTERPE T A SO e IR TR HEER 15 B

B R AR5

VA MRS AR s RS PR Fasd T, A, 4R vCenter Server I RS,

Server 11217,
= NTP
m  DNS

TLRBE KB AR NSX-T A PRAR 7 2 IR e MR AR AL 2 T TR 5 .
2% NSX Manager | DNS 2517, 1504 root [ S5 imat SSH 1515 FR2s st LA s

root@nsx-mgr-01:~# /etc/init.d/resolvconf restart
[ ok ] Restarting resolvconf (via systemctl): resolvconf.service.

SRIG, PTDIRSE DNS BB S,

root@nsx-mgr-01:~# cat /etc/resolv.conf

# Dynamic resolv.conf(5) file for glibc resolver(3) generated by resolvconf(8)

# DO NOT EDIT THIS FILE BY HAND —— YOUR CHANGES WILL BE OVERWRITTEN

nameserver 192.168.253.1
search mgt.sg.lab

MEFHEEFSNEESRES
7F ESXi LA _Ef# 1] NSX-T CLI 754>

esxi-01.corp.local> get managers
- 192.168.110.19  Connected

esxi-01.corp.local> get controllers

Controller IP Port SSL Status Is Physical Master
192.168.110.16 1235 enabled connected true
VMware, Inc.

Session State
up

LA vCenter

Controller FQDN

NA

24
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1E KVM FHL FAH] NSX-T CLI #574

kvm-01> get managers
- 192.168.110.19  Connected

kvm-01> get controllers
Controller IP Port SSL Status Is Physical Master Session State Controller FQDN
192.168.110.16 1235 enabled connected true up NA

7E ESXi FH1 AL CLI #y 4.

[root@esxi-01:~] esxcli network ip connection list | grep 1235

tcp 0 0 192.168.110.53:42271 192.168.110.16:1235  ESTABLISHED
67702 newreno netcpa

[root@esxi-01:~]

[root@esxi-01:~] esxcli network ip connection list | grep 5671

tcp 0 0 192.168.110.253:11721 192.168.110.19:5671  ESTABLISHED 2103688
newreno mpa
tcp 0 0 192.168.110.253:30977 192.168.110.19:5671  ESTABLISHED 2103688

newreno mpa

££ KVM L G EAL CLI i

root@kvm-01: /home/vmware# netstat -nap | grep 1235

tcp 0 0 192.168.110.55:53686 192.168.110.16:1235 ESTABLISHED 2554/netcpa
root@kvm-01: /home/vmware#

root@kvm-01: /home/vmware#

root@kvm-01: /home/vmware# netstat -nap | grep 5671

tcp 0 0 192.168.110.55:50108 192.168.110.19:5671 ESTABLISHED 2870/mpa
tcp 0 0 192.168.110.55:50110 192.168.110.19:5671 ESTABLISHED 2870/mpa

root@kvm-01: /home/vmware# tcpdump -i ens32 port 1235 | grep kvm-01

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on ens32, link-type EN1OMB (Ethernet), capture size 262144 bytes

<truncated output>

03:46:27.040461 IP nsxcontroller@l.corp.local.1235 > kvm-01l.corp.local.38754: Flags [P.], seq
3315301231:3315301275, ack 2671171555, win 323, length 44

03:46:27.040509 IP kvm-01l.corp.local.38754 > nsxcontroller@l.corp.local.1235: Flags [.], ack 44, win
1002, length 0

AC

<truncated output>

root@kvm-01: /home/vmware#

root@kvm-01: /home/vmware# tcpdump -i ens32 port 5671 | grep kvm-01

tcpdump: verbose output suppressed, use —-v or -vv for full protocol decode

listening on ens32, link-type EN1OMB (Ethernet), capture size 262144 bytes

03:51:16.802934 IP kvm-01l.corp.local.58954 > nsxmgr@l.corp.local.amgps: Flags [P.], seq 1153:1222, ack
1790, win 259, length 69

03:51:16.823328 IP nsxmgr@l.corp.local.amgps > kvm-01l.corp.local.58954: Flags [P.], seq 1790:1891, ack
1222, win 254, length 101

AC

<truncated output>
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FEHEM KK

SR NSX-T ISR 1P Mk, FHUENER . S EHE 24 IP b, PTRES R AX AL, 22t
TR R REHAL T I IRAS . ERPL L, WA TEL M RAE

w HRIZEIE > A > B, G EHUFREERERET R 1P ik SN A 1P Mk

w R, SRR PR

KVM FE 4 [a) 3

KVM EHLREAIN @ A 2s RS 2 51 . /Boot HSRA] R Pl S 80 Mk«
oI F P (Failed to install software on host)

5 FIRARIS23 A (No space left on device)

A lisf T4 df-h A . QiR /boot 5%k ®) 100%, A LASRATIA MR(E:

®  z{T sudo dpkg —-list 'linux-image*' | grep Aii DATEEZEEIATH N,

® 24T uname —r DAESE YRTIEAIE TN, AEREERIENE (linux-image).

»  {fi/]] apt-get purge FEFR AP LML . BIA1, 121T sudo apt-get purge linux—
image-3.13.0-32—-generic linux-image-3.13.0-33-generic,

n FHS T ENL
m  {F NSX Manager H1, WA, SRIG AR
PRI T

#8& Edge EHW BRI B E IR

1% Edge ML 5, NSX Manager K UHLIIRAS o ovECE SR . A EERS SO RMUT L FNAE
FOTHE. -

nsx-manager NSX — FABRIC [nsx@6876 comp="nsx-manager" errorCode="MP16027" subcomp="manager"] Edge
758ad396-0754-11e8-877e-005056abf715 is not ready for configuration error occurred, error detail is NSX
Edge configuration has failed. The host does not support required cpu features: ['aes'].

T 5) Edge BAEEKRIRSS, SRJEREINLN iZAEAB AR i AR,
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S H BB R T =
(SFIDLIE AT AP ARSI RRAE T ARSI T4

DELETE https://<NSX Manager>/api/vl/transport-nodes/<TN ID>?force=true

NSX Manager FAKHE G A TATE SN IE FHL s THETEATEeIE . &5 5iilER N-VDS %u VIB, Wk
B A BRRS NN T A, iR T R RS, ARSI A BRI R ST
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i B A PR HEBR

NSX-T N & A HF0 s nl stk

ER BRI

AT AR A S R . RIS ECEEL, 55T

7, REoRRRH. B, dEt

KB HR

TR

/\o

FREPMIIG K R T 25 7

LHENRSS R has L EERK IR, 1msiThl M

edge0@1> get logical-router

Logical Route
UUID

7360a80e3-23f6-502d-81d6-bbefb2786666
c9393d0c-1fcf-4c34-889d-2daleeee25b8
9333c94e-5938-46b4-8c7d-5e6ac2c8b7b5
c91eb7c5-0297-4fed-9c22-b96df1cIb80f

edgedl> vrf 1

edge0@l(tier@_sr)> get route

VR

w N R o

F

LR-ID Name Type
0 TUNNEL
10 SR-t0-router SERVICE_ROUTER_TIERO
8 DR-t1l-router0l DISTRIBUTED_ROUTER_TIER1
9 DR-tO-router DISTRIBUTED_ROUTER_TIERO

Flags: c - connected, s - static, b - BGP, ns - nsx_static

nc — nsx_connected, rl - router_link, tOn:

tll: Tierl-LB VIP, tls:

Total number of routes:

b 10.10.20.0/24

b 10.10.30.0/24

b 10.20.20.0/24

b 10.20.30.0/24

b 30.0.0.0/8

rl  100.64.80.0/31
rl  100.64.80.2/31
rl  100.64.80.4/31
<TRUNCATED OUTPUT>

b 192.168.200.0/24

VMware, Inc.

[20/0]
[20/0]
[20/0]
[20/0]
[20/0]
[0/6]
[0/6]
[0/6]

[20/0]

Tierl-LB SNAT

via
via
via
via
via
via
via
via

via

192.
192.
192.
192.
192.
169.
169.
169.

192.

Tier0-NAT, tln: Tierl-NAT

168.140.1
168.140.1
168.140.1
168.140.1
168.140.1
254.0.1
254.0.1
254.0.1

168.140.1

. B ERE LR gk R

Ports

E- e IV, |
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b 192.168.210.0/24 [20/0] via 192.168.140.1
b 192.168.220.0/24 [20/0] via 192.168.140.1
b 192.168.230.0/24 [20/0] via 192.168.140.1
b 192.168.240.0/24 [20/0] via 192.168.140.1

THRIEEN 1P ik, His1TUA M

edge0@1(tier@_sr)> get interfaces
Logical Router

UUID VRF LR-ID Name Type
c9393d0c-1fcf-4c34-889d-2daleeee25b8 1 10 SR-t0-router  SERVICE_ROUTER_TIERO
interfaces

interface 1 977ac2eb-8ab7-40e9-8abe-782a438c749a

ifuid 1 285

name : uplink0l

mode : Lif

IP/Mask 1 192.168.140.3/24

MAC 1 00:50:56:b5:d5:64

LS port : 14391f86-efef-4e3d-98c3-f291c17d13f8

urpf-mode : STRICT_MODE

admin T oup

MTU : 1600

interface 1 6af81d72-4d32-5f66-b7ae-403e617290e5

ifuid 1 270

mode : blackhole

interface 1 015e709d-6079-5c19-9556-8be2e956f775

ifuid 1 269

mode : cpu

interface : 3f40f838-eb8a-4f35-854c—-ea8bb872dc47

ifuid 1 272

name : bp-srO-port

mode : Lif

IP/Mask 1 169.254.0.2/28

MAC 1 02:50:56:56:53:00

VNI 1 25489

LS port 1 7700208d-27fa-4f8d-afad-a9c41ca6295b

urpf-mode : NONE

admin T oup

MTU : 1500

interface : 00003300-0000-0000-0000-00000000000a

ifuid 1 263

mode : loopback

IP/Mask 1 127.0.0.1/8

#E T B

AU T1 B8, DUMEFE TO BRi#s A DL R Es F ol W, AR ] DL
NAT. #45. LB VIP Fi1 LB SNAT.
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B N iE e FE HERR

AR B T A AR K R RIRR AR o
ARTEHE TLA N 38

m e ESXi EHL ER B KRR
m fffE KVM 01 R ks k)

= PkEESdRECHE

ME ESXi £ LRz FRIBA AR

B ESXi EAURIBG kRS AR A TS e, AT AR EFE ML E N TR KBS
IRIESXi AL Iy dvfilter 5113 .

[root@esxi-01:~] summarize-dvfilter
<TRUNCATED OUTPUT>
world 70181 vmm@:app-0la vcUuid:'50 35 9c 70 18 8e 99 1d-3c f9 8e cc 6b 27 4c 6f'
port 50331655 app-0la.eth0d
vNic slot 2
name: nic-70181-ethO-vmware-sfw.?2
agentName: vmware-sfw
state: IOChain Attached
vmState: Detached
failurePolicy: failClosed
slowPathID: none
filter source: Dynamic Filter Creation
world 70179 vmmO:web-02a vcUuid:'50 35 2b f3 4a 4b 10 83-54 72 50 f7 25 10 d8 64'
port 50331656 web-02a.eth0
vNic slot 2
name: nic-70179-ethO-vmware-sfw.?2
agentName: vmware-sfw
state: IOChain Attached
vmState: Detached
failurePolicy: failClosed
slowPathID: none
filter source: Dynamic Filter Creation

VMware, Inc.
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1t dvfilter R HREE REAUNL:
[root@esxi-01:~] summarize-dvfilter | less —p web

world 70179 vmmO:web-02a vcUuid:'50 35 2b f3 4a 4b 10 83-54 72 50 f7 25 10 d8 64'
port 50331656 web-02a.eth0
vNic slot 2
name: nic-70179-ethO-vmware-sfw.2
agentName: vmware-sfw
state: IOChain Attached
vmState: Detached
failurePolicy: failClosed
slowPathID: none
filter source: Dynamic Filter Creation

HWERN I T4E dvfilter [R5 AS%HN] (ZEHRUIA, nic—-70227-ethO-vmware—sfw.2 iy dvfilter 475

[root@esxi-02:~] vsipioctl getrules —f nic-70227-ethO@-vmware-sfw.2

ruleset mainrs {

rule 3072 at 1 inout protocol tcp from any to addrset 48822ec3-2670-497b-8219-524618c16877 port 443
accept with log;

rule 3072 at 2 inout protocol tcp from any to addrset 48822ec3-2670-497b-8219-524618c16877 port 80 accept
with log;

rule 3074 at 3 inout protocol tcp from addrset 48822ec3-2670-497b-82f9-524618c16877 to addrset 8b9e75e7-
bc62-4d7f-9a58-a8721393448e port 8443 accept with log;

rule 3074 at 4 inout protocol tcp from addrset 48822ec3-2670-497b-82f9-524618c16877 to addrset 8b9e75e7-
bc62-4d7f-9a58-a8721393448e port 22 accept with log;

rule 3075 at 5 inout protocol tcp from addrset 8b9e75e7-bc62-4d7f-9a58-a8721393448e to addrset
b695c8df-9894-4068-a5e7-5504fe48d459 port 3306 accept with log;

rule 3076 at 6 inout protocol tcp from ip 192.168.110.10 to addrset rdst3076 port 443 accept with log;
rule 3076 at 7 inout protocol icmp typecode 8:0 from ip 192.168.110.10 to addrset rdst3076 accept with
log;

rule 3076 at 8 inout protocol tcp from ip 192.168.110.10 to addrset rdst3076 port 22 accept with log;
rule 3076 at 9 inout protocol tcp from ip 192.168.110.10 to addrset rdst3076 port 80 accept with log;
rule 2 at 10 inout protocol any from any to any accept with log;

}

ruleset mainrs_L2 {
rule 1 at 1 inout ethertype any stateless from any to any accept;

3
SRIUREE dvfilter Fi Al FIOHEEES1R -

[root@esxi-02:~] vsipioctl getaddrsets —-f nic-70227-ethO-vmware-sfw.2
addrset 48822ec3-2670-497b-82f9-524618c16877 {

ip 172.16.10.13,

mac 52:54:00:42:4d:38,

3

addrset 8b9e75e7-bc62-4d7f-9a58-a8721393448e {

3
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addrset b695c8df-9894-4068-a5e7-5504fe48d459 {
ip 172.16.30.11,

mac 52:54:00:64:0e:4f,

}

addrset rdst3076 {

ip 172.16.10.13,

ip 172.16.30.11,

mac 52:54:00:42:4d:38,

mac 52:54:00:64:0e:4f,

}

R R E dvfilter 77T :

[root@esxi-02:~] vsipioctl getflows -f nic-75360-ethO-vmware-sfw.?2

Count retrieved from kernel active(L3,L4)=20, active(L2)+inactive(L3,L4)=0, drop(L2,L3,L4)=0
a5d914f7a5b85fe5 Active tcp 0800 IN 3076 06 0 192.168.110.10:Unknown(51281) —> 172.16.10.11:ssh(22) 513
FINWAIT2:FINWAIT2 4304 5177 34 33

a5d914f7a5b86001 Active tcp 0800 OUT 2 0 0 172.16.10.11:http(80) —> 100.64.80.1:Unknown(60006) 457
SYNSENT:CLOSED 56 819 1 1

a5d914f7a5b86006 Active igmp 0800 IN 2 0 0 0.0.0.0 —> 224.0.0.1 36 0 1 0

a5d914f7a5b86011 Active tcp 0800 IN 3072 0 0 100.64.80.1:Unknown(60098) —> 172.16.10.11:http(80) 320
FINWAIT2:FINWAIT2 413 5411 9 6

a5d914f7a5b86012 Active tcp 0800 OUT 3074 0 0 172.16.10.11:Unknown(46001) —> 172.16.20.11:Unknown(8443)
815 FINWAIT2:FINWAIT2 7418 1230 10 9

a5d914f7a5b86013 Active udp 0800 OUT 2 0 0 172.16.10.11:Unknown(40080) -> 192.168.110.10:domain(53)
268 140 2 2

a5d914f7a5b86014 Active udp 0800 OUT 2 0 0 172.16.10.11:Unknown(59251) —> 192.168.110.10:domain(53)
268 140 2 2

a5d914f7a5b86015 Active ipv6-icmp 86dd OUT 2 0 0 fe80::250:56ff:feb5:a60e —> ff02::1:ff62:5ed4 135 0 0
7201

a5d914f7a5b86016 Active ipv6-icmp 86dd OUT 2 0 0 fe80::250:56ff:feb5:a060e —> ff02::1:ff62:5ed4 135 0 0
7201

a5d914f7a5b86017 Active tcp 0800 IN 3072 0 0 100.64.80.1:Unknown(60104) —> 172.16.10.11:http(80) 320
FINWAIT2:FINWAIT2 413 5451 9 7

a5d914f7a5b86018 Active tcp 0800 OUT 3074 0 0 172.16.10.11:Unknown(46002) —> 172.16.20.11:Unknown(8443)
815 TIMEWAIT:TIMEWAIT 7314 1230 8 9

a5d914f7a5b86019 Active tcp 0800 IN 3072 0 0 100.64.80.1:Unknown(60110) —> 172.16.10.11:http(80) 320
FINWAIT2:FINWAIT2 373 5451 8 7

a5d914f7a5b8601a Active tcp 0800 OUT 3074 0 0 172.16.10.11:Unknown(46003) —> 172.16.20.11:Unknown(8443)
815 FINWAIT2:FINWAIT2 7418 1230 10 9

a5d914f7a5b8601b Active tcp 0800 IN 3072 0 0 100.64.80.1:Unknown(60114) —> 172.16.10.11:http(80) 328
TIMEWAIT: TIMEWAIT 413 5451 9 7

a5d914f7a5b8601c Active tcp 0800 OUT 3074 0 0 172.16.10.11:Unknown(46004) —> 172.16.20.11:Unknown(8443)
815 TIMEWAIT:TIMEWAIT 7262 1218 7 9

a5d914f7a5b8601d Active tcp 0800 OUT 2 0 0 172.16.10.11:http(80) —> 100.64.80.1:Unknown(60060) 457
SYNSENT:CLOSED 56 819 1 1

a5d914f7a5b8601le Active tcp 0800 IN 3072 0 0 100.64.80.1:Unknown(60120) —> 172.16.10.11:http(80) 320
TIMEWAIT: TIMEWAIT 373 5411 8 6

a5d914f7a5b8601f Active tcp 0800 OUT 3074 0 0 172.16.10.11:Unknown(46005) —> 172.16.20.11:Unknown(8443)
815 FINWAIT2:FINWAIT2 7418 1230 10 9

a5d914f7a5b86020 Active tcp 0800 IN 3072 0 0 100.64.80.1:Unknown(60126) —> 172.16.10.11:http(80) 229
EST:EST 173 5371 3 5

a5d914f7a5b86021 Active tcp 0800 OUT 3074 0 0 172.16.10.11:Unknown(46006) —> 172.16.20.11:Unknown(8443)
815 FINWAIT2:FINWAIT2 7418 1230 10 9
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BE KVM FE4N_E 57 B rIRA A5 20 )
BN KVM AR5 KBS )8 TSk b, AT AR B B N IR k% R0
IRIBGEST KVM A1 E B kBRI VIF 215 .

# ovs—appctl -t /var/run/openvswitch/nsxa-ctl dfw/vif

Vif ID : da95fcle-65fd-461f-814d-d92970029b0
Port name : db-0la-etho
Port number : 2

WSO, WA S SR TR R

IREUS P THRE VIF 4155 (7E~foi, da95fcle-65Ffd-461F-814d-d92970029bf0 5 VIFID) :

# ovs-appctl -t /var/run/vmware/nsx-agent/nsxa-ctl dfw/rules da95fcle-65fd-461f-814d-d92970029bf0
Distributed firewall status: enabled

Vif ID 1 da95fcle-65fd-461f-814d-d92970029bf0O
ruleset d035308b-cb0d-4e7e-aae5-a428b461db46 {

rule 3072 inout protocol tcp from any to addrset 48822ec3-2670-497b-82f9-524618c16877 port 443 accept
with log;

rule 3072 inout protocol tcp from any to addrset 48822ec3-2670-497b-82f9-524618c16877 port 80 accept
with log;

rule 3074 inout protocol tcp from addrset 48822ec3-2670-497b-8219-524618c16877 to addrset 8b9%e75e7-
bc62-4d7f-9a58-a8721f393448e port 8443 accept with log;

rule 3074 inout protocol tcp from addrset 48822ec3-2670-497b-8219-524618c16877 to addrset 8b9%e75e7-
bc62-4d7f-9a58-a872f393448e port 22 accept with log;

rule 3075 inout protocol tcp from addrset 8b9e75e7-bc62-4d7f-9a58-a872f393448e to addrset
b695c8df-9894-4068-a5e7-5504fe48d459 port 3306 accept with log;
3

ruleset 3027fed3-60b1-483e-aal7-c28719275704 {

rule 3076 inout protocol tcp from 192.168.110.10 to addrset b695c8df-9894-4068-a5e7-5504fe48d459 port
443 accept with log;

rule 3076 inout protocol icmp type 8 code O from 192.168.110.10 to addrset b695c8df-9894-4068-
a5e7-5504fe48d459 accept with log;

rule 3076 inout protocol tcp from 192.168.110.10 to addrset b695c8df-9894-4068-a5e7-5504fe48d459 port
22 accept with log;

rule 3076 inout protocol tcp from 192.168.110.10 to addrset b695c8df-9894-4068-a5e7-5504fe48d459 port
80 accept with log;

rule 3076 inout protocol tcp from 192.168.110.10 to addrset 8b9e75e7-bc62-4d7f-9a58-a872f393448e port
443 accept with log;

rule 3076 inout protocol icmp type 8 code 0 from 192.168.110.10 to addrset 8b9e75e7-bc62-4d7f-9a58-
a8721393448e accept with log;

rule 3076 inout protocol tcp from 192.168.110.10 to addrset 8b9e75e7-bc62-4d7f-9a58-a872f393448e port
22 accept with log;

rule 3076 inout protocol tcp from 192.168.110.10 to addrset 8b9e75e7-bc62-4d7f-9a58-a872f393448e port
80 accept with log;

rule 3076 inout protocol tcp from 192.168.110.10 to addrset 48822ec3-2670-497b-82f9-524618c16877 port
443 accept with log;

rule 3076 inout protocol icmp type 8 code O from 192.168.110.10 to addrset
48822ec3-2670-497b-8219-524618c16877 accept with log;
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rule 3076 inout protocol tcp from 192.168.110.10 to addrset 48822ec3-2670-497b-82f9-524618c16877 port
22 accept with log;

rule 3076 inout protocol tcp from 192.168.110.10 to addrset 48822ec3-2670-497b-8219-524618c16877 port
80 accept with log;
}

ruleset 5e9bdcb3-adba-4f67-a680-5e6ed5b8f40a {
rule 2 inout protocol any from any to any accept with log;

}

ruleset ddf93011-4078-4006-b8f8-73f979d7a717 {
rule 1 inout ethertype any stateless from any to any accept;

3
SRIUREE VIF HR kR 415

# ovs—appctl -t /var/run/vmware/nsx-agent/nsxa-ctl dfw/addrsets da95fcle-65fd-461f-814d-d92970029bf0
48822ec3-2670-497b-8219-524618c16877 {

mac 52:54:00:42:4d:38,

ip 172.16.10.13,

}

8b9e75e7-bc62-4d7f-9a58-a8721393448e {
3

b695c8df-9894-4068-a5e7-5504fe48d459 {
mac 52:54:00:64:0e:4f,

ip 172.16.30.11,

}

Koy im Linux Conntrack Bt . ZEtonpBid, T a3 Fee 1P Huk 2 Al .

# ovs-appctl -t ovs-13d conntrack/show | grep 192.168.110.10 | grep 172.16.10.13
ACTIVE

icmp,orig=(src=192.168.110.10,dst=172.16.10.13,1id=1, type=8,code=0),reply=(src=172.16.10.13,dst=192.168.

110.10,1id=1, type=0,code=0) ,start=2018-03-26T04:43:28.325,1d=3122159040, zone=23119, status=SEEN_REPLY |
CONFIRMED, timeout=29,mark=3076, labels=0x1f

By NIEEEE B R

AR ABG KBRS T H &k, W DOB I EE B ks 0 H s, Al TS HERR
ANE ST ESXi ib 2 KVM EHL, 2 H G XH-#BE /var/log/dfwpktlogs. log.

# tail -f /var/log/dfwpktlogs.log
2018-03-27T10:23:35.196Z INET TERM 3072 IN TCP FIN 100.64.80.1/60688->172.16.10.11/80 8/7 373/5451

2018-03-27T10:23:35.196Z INET TERM 3074 OUT TCP FIN 172.16.10.11/46108->172.16.20.11/8443 8/9 1178/7366

2018-03-27T10:23:35.196Z INET TERM 3072 IN TCP RST 100.64.80.1/60692->172.16.10.11/80 9/6 413/5411

2018-03-27T10:23:35.196Z INET TERM 3074 OUT TCP RST 172.16.10.11/46109->172.16.20.11/8443 9/7 1218/7262

2018-03-27T10:23:37.4427 71d32787 INET match PASS 3074 IN 60 TCP 172.16.10.12/35770->172.16.20.11/8443
2018-03-27T10:23:38.492Z INET match PASS 2 OUT 1500 TCP 172.16.10.11/80->100.64.80.1/60660 A
2018-03-27T10:23:39.934Z INET match PASS 3072 IN 52 TCP 100.64.80.1/60720->172.16.10.11/80 S

VMware, Inc.

S

34



NSX-T Data Center #itlHEs 4514

2018-03-27T10:23:39.944Z INET match PASS 3074 OUT 60 TCP 172.16.10.11/46114->172.16.20.11/8443 S
2018-03-27T10:23:39.9447Z 71d32787 INET match PASS 3074 IN 60 TCP 172.16.10.11/46114->172.16.20.11/8443 S
2018-03-27T10:23:42.449Z 71d32787 INET match PASS 3074 IN 60 TCP 172.16.10.12/35771->172.16.20.11/8443 S
2018-03-27T10:23:44.712Z INET TERM 3074 IN TCP RST 172.16.10.11/46109->172.16.20.11/8443 9/7 1218/7262
2018-03-27T10:23:44.712Z INET TERM 3074 IN TCP FIN 172.16.10.12/35766->172.16.20.11/8443 9/10 1233/7418
2018-03-27T10:23:44.712Z INET TERM 3074 IN TCP FIN 172.16.10.11/46110->172.16.20.11/8443 9/9 1230/7366
2018-03-27T10:23:44.712Z INET TERM 3074 IN TCP FIN 172.16.10.12/35767->172.16.20.11/8443 9/10 1233/7418
2018-03-27T10:23:44.939Z INET match PASS 3072 IN 52 TCP 100.64.80.1/60726->172.16.10.11/80 S
2018-03-27T10:23:44.957Z INET match PASS 3074 OUT 60 TCP 172.16.10.11/46115->172.16.20.11/8443 S
2018-03-27T10:23:44.957Z 71d32787 INET match PASS 3074 IN 60 TCP 172.16.10.11/46115->172.16.20.11/8443 S
2018-03-27T10:23:45.480Z INET TERM 2 OUT TCP TIMEOUT 172.16.10.11/80->100.64.80.1/60528 1/1 1500/56
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= NSX Manager FEIH1%L%

m  NSX fF 5 NSX Manager il {5 B

» RGN ESXi AL

= NSX Controller R A 1A

= KVM AL AR IP 55 T IPFIX IGO0 R ACikih1n]

To iR R NS BR AR5 T =

BAREMEREZ AT Ko

i)

FELA M EOL T 2 Bl s R

1 ESXi TAUSSHE T AR A

2 PRty SRR AL (Hi, T R MIERR M. Y S RS AT

3 RMEREIET AR AL

4 B EAICEA ISR R

5 MEAHTHIEAMDCEAISIAL, R AT Al PR SERIR R/ M BRI .
HE

TR 2 W, SRR LAy B ], P01 S A2, Iy NSX Manager 2T, <7 BG4
2550, NSX Manager % it, [H500 A NSX-T Data Center SR 4L. ixe SECHIHIA A,
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BRFE
1 MEHNL R vCenter Server Al % £:5] NSX-T Data Center 22/ [1frA vmknic,
2 ffiJf] esxcfg-vswitch -1 CLI x4k HHAL 27k, Bl

esxcfg-vswitch -1

Switch Name Num Ports Used Ports Configured Ports MTU Uplinks
vSwitch0 1536 4 128 1500 vmnicO
PortGroup Name VLAN ID Used Ports Uplinks
VM Network 0 0 vmnicO
Management Network 0 1 vmnicO
Switch Name Num Ports Used Ports Uplinks
nsxvswitch 1536 4

3 fifif] esxcfg-vswitch —-d <switch-name> —-dvswitch CLI a2 MIERASHAL#4 R, Blan:

esxcfg-vswitch -d nsxvswitch —--dvswitch

RRETRKAEFE S HHAREZED S —MEFISE
1 ESXi {6y 11 AR SRR ORI (6K 1SR LTTE 5 4B AR 53— e
i 7R

ESXi {571 il i e Bl s B R rh O e s thiles . ] DLEEH] CLI #y4 get controllers ikt
FRROPEHIRS o WA RO e LA, LR 1T R AFEE 5 Bl R B 8 — il 5

RE

Téfiﬁiﬁﬁ/*\-féiﬁf IR S e B IR s il g, SRR AR I e 2] S — M stilas . B e
KRETHE S 578 IZEHIIRAT .

NSX Manager EIHIFEL

HSEAE KVM 21 18] NSX Manager 1217 get service fll get interface %5 CLI a2 iRk 5%,

i 7R

CLI 74> get service ik [5x4,

nsx-manager-1> get service
% An error occurred while processing the service command
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HAth CLI sy A th il gEik 14515, get support-bundle #2487~ /tmp FloE A8 I, i,

nsx-manager-1> get support-bundle file failed-to-get-service.tgz
% An error occurred while retrieving the support bundle: [Errno 30] Read-only file system:
' /tmp/tmpHzXF1lu'

/var/log/messages—<timestamp> H G HAUTFHE.

Nov 17 07:26:48 no kernel: NMI watchdog: BUG: soft lockup - CPU#5 stuck for 23s! [gemu-kvm:4386]

RE

NSX Manager %% FI— Nk 24X RT3, 7 https://access.redhat.com/solutions/22621 H1ig 5%
TR ERI A,

SRR, AT PUE S AN S R RSN R HE TIE

BRTE

1 W BESNS RS LR PEL T KVM 3241 iz 711 NSX Manager.
a iz{7 virsh destroy w4 VAE - NSX Manager AL,
b 7 gcow2 W LIS NEBLAGEST virt-rescue . A4,

virt-rescue ——rw -a nsx-unified-appliance-2.0.0.0.0.6522097.phadniss—p0-DK-to-DGo-on-rhel-
prod_nsx_manager_1.qcow2

C fE virt-rescue iy &P RTT MiafT e2fsck iy KABE tmp M2 %, filan,
<rescue> e2fsck /dev/nsx/tmp
d arawE, FIRIEST e2fsck /dev/nsx/tmp, ELEIAFA R,
e ffiff] virsh start Fg)745) NSX Manager.
2 kmi2. NEMPITIER .
HxRUH, 1520 (NSX-T &£8155 ) o

NSX RIE5 NSX Manager & {5018t

7E ESXi ML F A2 T S AW I A T, 12477 ESXi FAL A9 NSX fREEFE S NSX Manager
TAE I P RESHRIN
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i &

FLECRAVESLI, AN UL vnic 22l RPEA HATUN . /var/run/log/nsx-opsagent.log JLA 4]

—F?%AE\ :

level="ERROR" errorCode="MPA41542"] [MP_AddVnicAttachment] RPC call [0e316296-13-14] to NSX management

plane timout

2017-05-15T05:32:13Z nsxa: [nsx@6876 comp="nsx—esx" subcomp="NSXA[VifHandlerThread:-2282640]"
tid="1000017079" level="ERROR" errorCode="MPA42003"] [DoMpVifAttachRpc] MP_AddVnicAttachment() failed:
RPC call to NSX management plane timout

BE
TERBUEAGR R, R n] AR b R AR B AR R], I FL AT AR 2 DR HE RO I 12 1 S0
BRI
1 9N NSX ARHLHI L

a ff ESXi AL, L May4{21E NSX opsAgent:

/etc/init.d/nsx-opsagent stop

b i /etc/vmware/nsx—opsagent/nsxa.json, JEHEM vifOperationTimeout [1{H, 1
U1, M 25 Hh 55,

"mp" ¢ {
/* timeout for VIF operation */
"vifOperationTimeout" : 25,

ERE IGEN AN TP 2 PR EIN hostd N {E .

¢ {HEHPL R4 55 NSX opsAgent:

/etc/init.d/nsx-opsagent start
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2 B9 hostd HIE .
a f£ESXi FHL L, LA Faya1Eil hostd HREE:

/etc/init.d/hostd stop

b 4 /etc/vmware/hostd/config.xml, 7 <opaqueNetworks> T, HUMERE
<taskTimeout> XN H, SRIFR{EMM 30 BHHCH 60 (7-41)

<opaqueNetwork>
<!—— maximum message size allowed in opaque network manager IPC, in bytes. ——>
<!—— <maxMsgSize> 65536 </maxMsgSize> ——>
<!— maximum wait time for opaque network response ——>
<!— <taskTimeout> 30 </taskTimeout> ——>

c fEHPL Nav4 5k hostd ACEE
/etc/init.d/hostd start

FoiERIN ESXi £H

TEASRER ESXi =L INE] NSX-T Data Center 45442,

[a] &3
M NSX Manager GUI 73 I ESXi EH G, FER REER .. X2 MBS S VIB =] (File
path of ... is claimed by multiple non- overlay VIBs) . H &S mu FIHA:

Failed to install software on host. Failed to install software on host. 10.172.120.60 :
java.rmi.RemoteException: [DependencyError] File path of '/usr/lib/vmware/vmkmod/nsx-vsip' is claimed by
multiple non-overlay VIBs

eS|

PART 26 —18 VIB 57 L 1, AR AR #HIZ

RRFR

1 EEGIHEH RIS B VIB (#4445,

2 fiif]] ESXi Ay & HE VIB.

NSX Controller XS IEH
NSX Controller FHAE KRB B2t H AP 28R 5 R EHR S

] &

ZRKHNHTIT A PRI RIS, R flssii e A TARE SRS, e 9bs FE Bsi HIEHIETT,
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RE

Y5 HIE FRAT TR IR O IR, A2 IS & ZooKeeper BRI HEE R, B S E0ZIsHIR: Stk
PR sl < T R 0 (e

fRRFTR

& NHHRARZEAR S AR S IR SO HIRR T, AT AR BRI SR, SRR ST I B A
AREAEE, SN (NSX E2E/G/4 ) T “H#e NSX Controller FFELUAT” F#57

KVM E#IH_EREIE IP B A IPFIX BIER T ki

7 KVM AL 1AL LR IPFIX, RS SREERO 100% B, SOSSiaulplL 1 e 1P iie 2 s
HUTEIE I

i) &R

U4 EAL SRS IPFIX FLESRRERIE Y 100% B, WIAE2A AR IPFIX kL, 0]
BESTOMET AL, AT SBCRER 1P IBKPEHUICHE I, DG WA BRI R AT OVS,
&

VR AL T A58 i K

RIS

o ST IPFIX (R e R P B A L -0
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