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BiriEE
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NSX-T Container Plug-in A

NSX Container Plug-in(NCP) #{it NSX-T Data Center FlIA#51f#s ( 41 Kubernetes ) 2 [RIFHEERL DA M
NSX-T Data Center FILL 2351 PaaS (V& IR ) %45 (41 OpenShift) Z [T . AHEH
ST T A (i OpenShift % NCP.,

NCP 1= E A rsrizfT, F£5 NSX Manager Fll OpenShift #2424 Tl {5 . NCP ﬂﬂ% NSX API
DU A s A A SR IR S DA M A R 28 95, AR i itim . A2ibl, B has flde 4

NSX CNI ffEAEEE OpenShift 155 Fia T, Bl a s L BT, B aas s DR s & L
vSwitch, Ff% Sl vSwitch Y T4RFELARRICATEE & Atz LR vNIC 2 [RIF B as i o

NCP 24 T LA F Ik

= 4325 OpenShift FEEE QI NSX-T 2R D, I hEE1> OpenShift iy £ 45 [ QIS FRZ LS
= ¥4 OpenShift pod ZHEZ M, Tf50HL IP A1 MAC Mtk

SRR (NAT) I %5 OpenShift ay #4745 (Bl id—/ HUAh) SNAT 1P,

HOACE NAT I, Hi)s IP Y EECAAERBE 1000,

w ] NSX-T 234285 kB 52 OpenShift 4% 5

LI &2 PN 1L T S

m SCRFMIZE SR Y IPBlock B

m SIS R T PRSI ERRRN , SCFF matchLabels Fl matchExpression,
m ] NSX-T 28 7 2003 Fifiras 9230 OpenShift i rH .

m ok TLS Edge 21530 8F HTTP B HHAT HTTPS B HH o

SRR R R AT I

m 7F NSX-T @A Hl s 1 Foay 4450 pod FRAN pod A2 GIEERRIC, T 0 ydFs B DURIERR I8 X
NSX-T Data Center 22441 FlI55 .

FEIZRAT, NCP SZ£31/)> OpenShift 4.

AT T DA M
S
S
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= J}Z¢NCP

NSX Container Plug-in (NCP) ELf5 DL N ez gisk

AT PR
NSX-T Data Center 23,24
Han EHURUN TR = K vSphere JiAS
m RHELKVM74.75 76
ArrEHURER S RHEL7.4. 75, 7.6
SEE RS OpensShift 3.10., 3.11
Ky AL Open vSwitch 2.10.2 (56 NSX-T Data Center 2.4 §711J )

LI EL NCP Afi LA FP B, BRI TIX S B, A2 NSX-T Data Center £l OpenShift 4%
RV,

1 ‘Z2%E NSX-T Data Center.,

BN 55 X 2 A X I

R — AN N E8 I B AT LR 1 S B BNZ R b L
G EE— Tier-0 HHS 75

y pod G IP e,

> SNAT (IR A8 ikt ) I IP i,

#E£5 Ansible hosts S}

i JT1521> playbook “Z:%& NCP /i1 OpenShift,

o N o o A w DN

FHZ% NCP

ARG E NCP 7+ %] 2.4.0,
1 J}2% CNI RPM # -1y, NSX 15 5 fLHE DaemonSet il NCP ReplicationController.
2  f££% Ansible hosts Y44,

TN RN SR 2540 openshift_node_group_name, 41,

[nodes]
config-master.example.com openshift_hostname=config-master.example.com
openshift_node_group_name=config-master

VMware, Inc. {82 HTHHF . 6
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3 (MIgh) RS

Wi—/ 203, & LoadBalancer R3S 9N IP Mk 482 AHI 1P . 5140,

external_ip_pools_1b = <nsx ip pool name>
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\)'L ~ :
WG EE NSX-T Data Center %5 LAFE(E %] OpenShift 13 2145

BB NSX-T FiR

TR E ) NSX-T Data Center 904078 o L&k . Tier-0 WA thas . T80 S LY
WA AL, Kubernetes 15 i IP el A SNAT 1 IP b,

HEE QURYS NSX-T Data Center 2.4 sl # i —iafT, WA R AZ 4l KL E NSX-T
A3/

1E NCP Bl E A nep.ini H1, {#if1] UUID 5k & k82 NSX-T Data Center %l

BEEMBEEXE
HORE| NSX Manager, SAIF AT 2 BRSO I oHITC I, o2 QIRERT IR P X sl

TEAE nep.ini [ [nsx_v3] #0H1i& E overlay_tz Gelikis @ REAEN07E 25 2L DXt . I DB nT
WEle WRAKE overlay_tz, NCP ¥ HDM Tier-0 % a0 2278 o5 M 2L Hn X 3 1D,

Tier-0 Z4EI&H
ok E] NSX Manager, SR T ARS ML IOBs h#s, ok QIS has .
HEAE nep.ini 1Y [nsx_v3] B HiE tier0_router WEIOKFRERFLEN Tier-0 24 .

H BAHERBh-5 RN SR e

B AR A

VTR VNIC AR R MBI, R IERRE 1y B 1)
NSX-T Data Center, {HicRECl KL RE. TR 278 NSX Manager GlHZHAHL. 13cH:
B OIREBERI, JEH1 5 NIC ARSI SEIR 1, SR L LB i

m  Frid: <cluster_name>, UM : ncp/cluster
®  Frid: <node_name>, ju[Hl: ncp/node_name

<cluster_name> {7015 nep.ini Y [coe] #2HHY) cluster EII{EICH .

VMware, Inc. B AT AR 8



1% 1T OpenShift ) NSX Container Plug-in - 225 PSR

Kubernetes pod i IP 3k

o s NSX Manager, SAJE Q1A Ek 24 IP B, ] CIDR #A45E IP B,

WHAE nep.ini 19 [nsx_v3] #5Hi%H container_ip_blocks Lk Kubernetes pod [1 IP .,
AL FTLAL 1 AE SNAT 425 G 1P Bk,

W 7E nep.ini [ [nsx_v3] #%HiE no_snat_1ip_blocks &k EETE SNAT IP B,

AIRAE NCP 1z Ti IR SNAT IP Bk, BUAZHATETHE) NCP. A, NCP KRS I3 IP B, FLF]
XEEH AR,

A IP BN, RTZEARE AT NCP ELE X nep.ini Hf1) subnet_prefix 24l

SNAT B IP ith
B P e 1P Mokl iXUeHnb HTHmd SNAT BUNEEH: pod IP DLK T SNAT/DNAT KA T
Ingress #ifilds, W% Openstack 775l IP —FF, X2 [P HiEhFRA SN 1P,

%2 Kubernetes BFEE{di FIARIEIISNGS IP o 534> NCP SZl¥Z bt — 5o I T B FEY) Kubernetes A
o BRIMESL T, 1] pod F-MIIAHIE T MIFTSE o B2 FTASFI PR /N, 55508 nep. ini 1Y [nsx_v3]
55 HIf) external_subnet_prefix 15,
Eor s NSX Manager, SRJGQIEE—/Mib, S S ImAa .
W AE nep.ini 1 [nsx_v3] ¥4 E external_ip_pools ZElik+EE SNAT 19 IP jth,
FE A DAt VR E IR S5 IS IR eIk 5 Fd B SNAT . 3114,
apiVersion: vl
kind: Service
metadata:
name: svc-example
annotations:
ncp/snat_pool: <external IP pool ID or name>

selector:
app: example

NCP 1 IR 5B SNAT Hill), BN 1P M5 pod 5. HAR IP 2 MIEESMIE IP 1B SNAT
IP. iEH DL S

m UERS 2 HT, nep/snat_pool FREM IP N 1ZE77ET NSX-T Data Center i, IP A=A bRiC
{"'ncp/owner": cluster:<cluster>}.

® /i NSX-T Data Center 1, JIR55 SNAT H 2% T H SNAT Hil) .
1% pod FBCEL T2 SNAT ), I —ANESERT,
AIPLE T AE SNAT IP A InPA N hrid fa e il AmBeeay 24 25 (R4 1P B rR i 1P,

m  JuHl: ncp/owner, Fri: ns:<namespace_UUID>

VMware, Inc. B AT 400 9



1% 1T OpenShift ) NSX Container Plug-in - 225 PSR

FILMEFIEL N4 2 — 3k #7231 UUID :

oc get ns -o yaml

R TS
o AR UUID, ATBL— AR

AR EE IHRRC N R Ay A2 A 1P fE R T ARIE, MRS SNAT it 'E Bk NCP Hi sl
i, B IROXEE 1P,

w AR A ARCE P WERBATARE, Ay S 2SRy 1P AT LA SNAT IP 4.

(AIIE ) By AIEHRIC KI5

SO VFRTER G ORI ACRERLIN FLR T4 NCP LT R S QIR X0, 25 ] NSX Manager, %
I LA K

W AE nep.ini 1Y [nsx_v3] #5A%E bottom_firewall_section_marker #ll
top_firewall_section_marker Bl KF5EPRICHT kDX bk

BRI KR DX E TR KD 5 o BIEEX L R DORR , NCP B T FRES IR 5k
B DR B AR AR BT AR DS F 5, NCP B TSRS (RO A Bl ki DRSS TR ks ek
7o ARG AERRCDOE, WSROI T A BRI, AE TR QAT A SR DO, AR
HEEE PR 2RI AR DOSR AR, 1R B IR

VMware, Inc. BT AR o 10



%3 NCP

NCP £\ 5 OpenShift 5¢ 2 fE . 7F Ansible hosts SCEHR TR S50 205 OpenShift Iy, B 5205
NCP,

ARFEEVHE TIA T 38

»  JfE#% Ansible hosts Sf:

fE42% OpenShift 2 |, PR B ERTIH LR E ZOK

HAE K
®  Ansible 2.4 5 5 oA

EFEXR
Openshift 5 )T HERIATAZU A A~ VNIC
ST VNIC, HEEI ARG Tier-1 B oSt AT 5ERE i 28 3L

= ) WNIC, Fra R L sERD vNIC 76 NSX-T A BiE AL FhRic, PAE NCP ARamp/ i o e
{EFFE OpenShift 174 Fiz{THIRTA POD K42 VIF,

{'ncp/node_name': '<node_name>'}
{'ncp/cluster': '<cluster_name>'}
s T
TR EK

»  OpenShift 15 560E NSX-T ey i, H EARFsid By I =R A, A VIF,

= Ansible hosts SR AL T % : nsx_node_type="BAREMETAL' .

NSX-T E3k

) Tier-0 B #%,

VMware, Inc. BT AR 11
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n AN S R X
= POD MZ&1H IP e,
m  (A[%k) EEEH (5 NAT) POD W44 IP e,

m SNAT [ IP b, BRINIEHL T, POD RIZEIH IP B AT £E NSX-T N . NCP it IP b3 k5 /M
MR o

(AR TEBRCHER AR X I8, NCP AT X I/ MX s 2 [AIJAE Kubernetes 2% SN
= Open vSwitch 1 CNI #if- RPM 7575 1] )\ OpenShift 5 S RE LI I HTTP IRSS &% T

NCP Docker B4
M7, NCP docker MUEALITHEME, A & HIA R AT A IS: nsx—ncp, BEPATIL MRIE:
ansible-playbook [-i /path/to/inventory] playbooks/prerequisites.yml

FERTT A L

docker load -i nsx-ncp-rhel-xxx.yyyyyyyy.tar
docker image tag registry.local/xxx.yyyyyyyy/nsx-ncp-rhel nsx-ncp
ansible-playbook [-i /path/to/inventory] playbooks/deploy_cluster.yml

# %% Ansible hosts 3T

WAZIAE Ansible hosts SC/1HHE NCP 24, NCP 4 fit5 OpenShift £24k .
7 Ansible hosts SXPEHRELL F2EUT, 2035 OpenShift [N H 55425 NCP,

openshift_use_nsx=True
m  openshift_use_openshift_sdn=False
m  os_sdn_network_plugin_name="cni'
m  nsx_openshift_cluster_name='ocp-clusterl'
() X WNENSE, Kh%/ Openshift/Kubernetes #E8: 1] L% #2517 — NSX Manager.
®  nsx_api_managers='10.10.10.10"
(55 ) NSX Manager [ IP #itib, 4T NSX Manager FEEE, 50 PIZ 545 BEi 1P itk
m  nsx_tierO_router="'MyTORouter'
(W75 BIHR Tier-1 #% FhaRid 211 Tier-0 #% Hi#1) £ #kek UUID,
m  nsx_overlay_transport_zone='my_overlay_tz'
ity ) R O A AT 7 2 P 2 A DO £ PRk UUID,
m  nsx_container_ip_block="1ip_block_for_my_ocp_cluster’

(W) AF NSX-T FECER IP Beflg 4 FkEk UUID, I IP B2 9h, BRI HECE A —AS 19, X 2ER]
283457 T SNAT JE T HAS AT B .

VMware, Inc. BT AR o 12
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VMware, Inc. B AT 400

nsx_ovs_uplink_port="'ens224'

() ARAL T HOSTVM 55, NSX-T Z-Zi OCP 5 & |1 POD &4l FTl4HH) vNIC, 1% vNIC
P vNIC A, SRAE SO IX A NIC 525 NSX-T 25 bl AAHE AL ShED (FEE
L) WNIC, TR, AFEISEL

nsx_cni_url="http://myserver/nsx—cni.rpm'

(75 ) NCP HIRLS IS s Z Wi N 22K o FA 1772 nsx—cni JBUE AT http IlR5545 Lo
nsx_ovs_url="http://myserver/openvswitch.rpm’
nsx_kmod_ovs_url="http://myserver/kmod-openvswitch.rpm'

(5 ) NCP AILAS IS i Z BT 248 fERAL e, A DA IS
nsx_node_type="HOSTVM'

(I3 ) ERIADY HOSTWM, U2kt OpenShift AAEEAUALITZAT, My BAREMETAL .
nsx_k8s_api_ip=192.168.10.10

(A3 ) ARk, T NCP 5t IP Hibkis s, 505 Kubernetes IR IP 15
nsx_k8s_api_port=192.168.10.10

(1% ) AT Kubernetes RS, 2RiIAN 443, WAKIH S nsx_k8s_api_ip A& VAR E E 104
IP, WH&'E N 8443,

nsx_insecure_ssl=true

(AL ) BRI true, [A NSX Manager [ty ASZEATATIEAS . AR ERAIEAS SO 2B AT AU
NIRfVAB D falses

nsx_api_user="admin'
nsx_api_password="super_secret_password'
nsx_subnet_prefix=24

(AJE ) BRI 24, 12451 Openshift 51 FU % IR /N 4R POD (et 1k, )
B EA AR PR NIEE A LA N2 55 H

nsx_use_loadbalancer=true

(Al%k ) BRIAK true, WIARANEHLE NSX-T f# Frss T LoadBalancer 255411 OpenShift 1% AN
k55, WEE N false,

nsx_lb_service_size="SMALL'
(Al ) BRINK SMALL, Rl DLk MEDIUM ok LARGE, HLAHUZET- NSX Edge K/
nsx_no_snat_ip_block="router_ip_block_for_my_ocp_cluster’

(A ) ARAr s B ek 2230 F R nep/no_snat=true 7R, TR M 1P k0 ASEAE
SNAT, WA T

13
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m  nsx_external_ip_pool="external_pool_for_snat'

(AF5) SNAT Fufa st 1P it ( QiR e X nsx_external_ip_pool_1lb) .

m  nsx_external_ip_pool_lb="my_ip_pool_for_1b'

(A ) G A EDE Router H1 SveTypelB i IAFI IP B, 1A EIIESEL

m  nsx_top_fw_section="top_section'

(H]1% ) Kubernetes 4% skl BUNPRE 446 NSX-T [ kRN, DO AR X Id 2

m  nsx_bottom_fw_section="bottom_section'

(AJ %% ) Kubernetes W45 S MLINPRFE460k NSX-T B kBRI, FHRCE A Os > F o

m  nsx_api_cert='/path/to/cert/nsx.crt'

m  nsx_api_private_key="'/path/to/key/nsx.key

(AT ) QiR s, MPEZN% nsx_api_user fll nsx_api_password, Zi¥urs F#% NSX-T, H

WA B A I B T S S U R S0
m  nsx_lb_default_cert='/path/to/cert/nsx.crt'

m  nsx_lb_default_key='/path/to/key/nsx.key

(i) NSX-T PP TG EZERIAUESS, AR NEET TLS Uik 6 SN MY ARCEER Ny,

ROt . WORARERME, BER RS AT,

Ansible Hosts 3Z {47l

[0SEv3:children]
masters

nodes

etcd

[OSEv3:vars]
ansible_ssh_user=root
openshift_deployment_type=origin

openshift_master_identity_providers=[{'name': 'htpasswd_auth', 'login': 'true', 'challenge':

'kind': 'HTPasswdPasswordIdentityProvider'}]
openshift_master_htpasswd_users={'yasen' : 'password'}

openshift_master_default_subdomain=demo.corp.local
openshift_use_nsx=true
os_sdn_network_plugin_name=cni
openshift_use_openshift_sdn=false
openshift_node_sdn_mtu=1500

# NSX specific configuration
nsx_openshift_cluster_name='ocp-clusterl'
nsx_api_managers='192.168.110.201"
nsx_api_user="admin'
nsx_api_password="'VMwarel!'

VMware, Inc. {82 HHUF .
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nsx_tierO_router="'DefaultTORouter'
nsx_overlay_transport_zone="overlay-tz'
nsx_container_ip_block="ocp-pod-networking'
nsx_no_snat_ip_block="ocp-nonat-pod-networking'
nsx_external_ip_pool="ocp-external’
nsx_top_fw_section="openshift-top"'
nsx_bottom_fw_section="'openshift-bottom'
nsx_ovs_uplink_port="'ens224"'
nsx_cni_url="http://1.1.1.1/nsx-cni-2.3.2.x86_64.rpm'
nsx_ovs_url="http://1.1.1.1/openvswitch-2.9.1.rhel75-1.x86_64.rpm'
nsx_kmod_ovs_url="http://1.1.1.1/kmod-openvswitch-2.9.1.rhel75-1.e17.x86_64.rpm'

[masters]
ocp-master.corp.local

[etcd]
ocp-master.corp.local

[nodes]

ocp-master.corp.local ansible_ssh_host=10.1.0.10 openshift_node_group_name="'node-config-master'
ocp-nodel.corp.local ansible_ssh_host=10.1.0.11 openshift_node_group_name='node-config-infra'
ocp-node2.corp.local ansible_ssh_host=10.1.0.12 openshift_node_group_name='node-config-infra'
ocp-node3.corp.local ansible_ssh_host=10.1.0.13 openshift_node_group_name='node-config-compute'
ocp-node4.corp.local ansible_ssh_host=10.1.0.14 openshift_node_group_name='node-config-compute'

VMware, Inc. {82 FT AR .
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ST

NSX-T Data Center 114 V#1755 OpenShift ££5%, 717524 OpenShift 1% 7%,

NCP 4% OpenShift [ fh A s e, FEAUER O E 7 38 P firas 1A e o 30 . IR,
NSX-T Data Center 1135 V-fiyss ARSI NG5 25 7 2 0m m i A B0 24 10 i 257 o

Ao & T 3T 1

fic 7 61 -1l S 20 ¥ Kubernetes LoadBalancer Il 555 OpenShift %, Ak, 773500 ¥ NCP &g il
%%, LoadBalancer JIlR55 11 T-56 4 J=i7E, 11 OpenShift 1% 1T-26 7 JZ2AE .

fit i Kubernetes LoadBalancer IR 55T, 23 WAEER E HUANES IP Bz k550 fid—A 1P bk, 27Fi 1P b
HEFIR 505 11 AN 38 g% . T RAS T LloadBalancerIP HiiUAE LoadBalancer & X Hig5E IP 44
ek 1D, B Z IP by fid Loadbalancer I35 IP, @1 loadBalancerIP By s, B MASHEC & 17N
IP S5 1P,

loadBalancerIP 51 IP A E A6 { " ncp/owner": cluster:<clusters>}.

(i [l NSX-T Data Center 45 F-ffias, 2AZ04E NCP Hific & 0158 F-ffir. 7€ ncp_rc.yml SCHFr, $ATRAR

e

1 ¥ use_native_loadbalancer ¥ B N True.

2 ¥4 pool_algorithm %% ) WEIGHTED_ROUND_ROBIN,

3 Ib_default_cert_path #ll Ib_priv_key_path 73 J1i& 1 4 CA ZE Ak S FIRAF SR e B AR 24
HrRHTHEN CA ZLZUEBRIRBIA, 1520 T AN, BERAUEBAIE g HE: 2] NCP pod H1,
HFUH, 15N X,

4 (k) 235 14_persistence M 17_persistence $5EFF AN E . W TS 4 245 ANE
HRTIR 1P, T SE 7 ER A M RO%ET A cookie AR IP, ERIAMELH <None>, fld1,

# Choice of persistence type for ingress traffic through L7 Loadbalancer.
# Accepted values:

# 'cookie'

# 'source_ip'

17_persistence = cookie

VMware, Inc. BT AR 16
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# Choice of persistence type for ingress traffic through L4 Loadbalancer.
# Accepted values:

# 'source_ip'

14_persistence = source_ip

5  (A[%E) ¥ service_size %'l SMALL., MEDIUM 5k LARGE. 2KIA{Fi A SMALL.
6 Wi OpenShift 3.11, T4 TLA FACE , OpenShift 4 ~231 LoadBalancer iz 55731 1P

B Jf /etc/origin/master/master—config.yaml /) networkConfig T, ¥4
ingressIPNetworkCIDR %} 0.0.0.0/32,

w DL NS RS ) AP RS ae sl

master-restart api
master-restart controllers

VMware, Inc. BT A HUF) o 17
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X1 Kubernetes LoadBalancer IR 55, WIREE] 74 /58 4 s AlE (B 14_persistence #EH
<None>) , ZAHPAERSS M FHEE sessionAffinity DIRCEIRSFFAMEAT . W1 14_persistence
W N source_ip, MITATLIEE IR SSENIE 1Y sessionAffinity [FE RS HFAERIN . BRIEE 4 EH A
PEFERT 4 10800 b, 5 Kubernetes SC#Y (https://kubernetes.io/docs/concepts/services-
networking/service) FHHEE IR SSEI AR . EA BRI A MBI O FTA IR S K FARIF I NSX-T 11280
MRS RF AMERC L SR o BN N AT AEER AR A RIS e 55 61 23 2 PO IC 250

T R Ingress (1R S5 IR 55 25408 LoadBalancer, MZARSSIET 4 2RSS =7 H1 Ingress 115 7
IR S me A RE A AFORF A SE, B, X128 4 2, KM source_ip, X T2 7 2, R
cookie, FEIXAMEN T, XM REIR S #R00FE A M A AAHE (source_ip. cookie uf None) , &k
FZHR—A N None ( F—AMREE AT LLN source_ip 5k cookie) o NI T ixX & MLAG—A 14l :

apiVersion: extensions/vlbetal
kind: Ingress
metadata:
name: cafe-ingress
spec:
rules:
- host: cafe.example.com
http:
paths:
— path: /tea
backend:
serviceName: tea-svc
servicePort: 80
apiVersion: vl
kind: Service
metadata:
name: tea-svc <==== same as the Ingress backend above
labels:
app: tea
spec:
ports:
— port: 80
targetPort: 80
protocol: TCP
name: tcp
selector:
app: tea
type: LoadBalancer

HHERS

NCP JAZALFE TLS Edge ZX1EA1 HTTP B8, FEBkk TLS ELmig Al TLS B sz i, mAE Har &4
7S [n] el 2 23 AR A . B2 OpenShift % FH #FERHIDAAACEE TLS F8T INas i i A Bl S i, AT
DL B,

OBy 2 oS ARSI BRI INE] Openshift 5% 15T

VMware, Inc. BT AR o 18
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w R SRR IR H bR #2510

= {EHbrar ARG TLS Folr sk i/ Em K i

B, EOUEESACE Ay 2 S AR B, s TR M (s s ik SS Ik R 48500 router)

oc set env dc/router NAMESPACE_LABELS="router=rl1"

2 AR DA R AL IR B e e a2 25 TRl rh o BT e B S am 2SIV AL, 175

20 $50 ns1) .

oc label namespace nsl

% 7 EaEFEERl

router=rl1"

—

=17

AN (Rikan

PLR YAML SCEE2TE AN il 5] 25 (tea-re Fll coffee-rc) . WiIMIRSS (tea-sve #11 coffee-sve ) DI B

A& ( cafe-route-multi 1 cafe-route ) , DIFRALES 7 2 A8 -y,

# RC
apiVersion: vl
kind: ReplicationController
metadata:
name: tea-rc
spec:
replicas: 2
template:
metadata:
labels:
app: tea
spec:
containers:
— name: tea
image: nginxdemos/hello
imagePullPolicy: IfNotPresent
ports:
— containerPort: 80
apiVersion: vl
kind: ReplicationController
metadata:
name: coffee-rc
spec:
replicas: 2
template:
metadata:
labels:
app: coffee
spec:
containers:
- name: coffee
image: nginxdemos/hello
imagePullPolicy: IfNotPresent
ports:
— containerPort: 80
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# Services
apiVersion: vl
kind: Service
metadata:

name: tea-svc

labels:
app: tea
spec:
ports:
- port: 80

targetPort: 80

protocol: TCP

name: http

selector:

app: tea
apiVersion: vl
kind: Service
metadata:

name: coffee-svc

labels:
app: coffee
spec:
ports:
- port: 80

targetPort: 80
protocol: TCP
name: http
selector:
app: coffee
# Routes
apiVersion: vl
kind: Route
metadata:
name: cafe-route-multi
spec:
host: www.cafe.com
path: /drinks
to:
kind: Service
name: tea-svc
weight: 1
alternateBackends:
— kind: Service
name: coffee-svc
weight: 2
apiVersion: vl
kind: Route
metadata:
name: cafe-route
spec:
host: www.cafe.com
path: /tea-svc
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to:
kind: Service
name: tea-svc
weight: 1

H At iz BA

{6 HTTPS Jhit % #F Edge X1t

YRRBRE R, i, % wildcardPolicy ¥ 4 Subdomain, H EHLZWE K
wildcard.example.com, NZSAMFIERGS *. example. com [T 15K,

Gt NCP AL i SR TG SR T 5 DA B U, A2 BEAERR i YAML SO, IR T )
T R

NCP A #4258 Al 5 EH L FT A AL
£ Kubernetes JEE7 F57—/ Loadbalancer JIR %% .

NSX-T Data Center % N%E/™ LoadBalancer g 55 -1 G EE—N 28 4 )2 00 i ie Uk 5525 filith, TCP
F1 UDP %52 37 5.

NSX-T Data Center 518V 1 2 AR FII/ N, AL NSX-T Data Center 572 V#2515 2., 115
Z: ), {NSX-T Data Center %5 FIHEH )

BB, okl SUTRC PSR B A e rRs RN, AFUE AT DA Ul B AP 3EAT B

Y FFEH SRR 4 2530 iray . AR ol diek 824 Kubernetes LoadBalancer il 55 DAfE 752050 £ [ R L
R5s2%, MIARIE 4 EAEREMR A CBN R, KOl 4 E0ECEfRs. NCP tk ks

AR IR S w1 4 E0EN sy, BOINEM T, KR HZIbae. rlLAEE7E NCP ConfigMap

1% 14_1b_auto_scaling %%l false 22 I IhAE,

ATHE CA ZZIEHHITBIEZA

DA N AT 53 B A= A7 A 0 S <filename>.crt Fi1 <finename>.key H111y CA 25 4 UE5HIRL . genrsa g4
AIAAY CA 2541, NoA) CA B TInes . AT LA ] aes256 a2 Hr e I 152

#!/bin/bash
host="www.example.com"
filename=server

openssl genrsa -out ca.key 4096

openssl req -key ca.key —new —-x509 -days 365 -sha256 -extensions v3_ca -out ca.crt -subj
"/C=US/ST=CA/L=Palo Alto/0=0S3/0U=Eng/CN=${host}"

openssl req —out ${filename}.csr -new —newkey rsa:2048 -nodes -keyout ${filename}.key -subj
"/C=US/ST=CA/L=Palo Alto/0=0S3/0U=Eng/CN=${host}"

openssl x509 -req -days 360 —in ${filename}.csr —-CA ca.crt -CAkey ca.key —CAcreateserial -out $
{filename}.crt -sha256
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B EINE B 0253 EH E| NCP Pod H

HEREBARA S, B E T VUL ERH R /etc/nsx—ujo H o RIS UEAS SO RS S 43 l e
5 1b-default.crt 1 1b-default.key, 1544 ncp—rc.yaml DAHEEAL FAOX e f-H:455] pod i, {4
an,

spec:

containers:

— name: nsx-ncp
volumeMounts:

- name: lb-default-cert
# Mount path must match nsx_v3 option "lb_default_cert_path"
mountPath: /etc/nsx-ujo/lb-default.crt
— name: lb-priv-key
# Mount path must match nsx_v3 option "lb_priv_key_path"
mountPath: /etc/nsx-ujo/lb-default.key
volumes:

- name: lb-default-cert
hostPath:
path: /etc/nsx-ujo/lb-default.crt
— name: lb-priv-key
hostPath:
path: /etc/nsx-ujo/lb-default.key
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Al PAM NSX Manager GUI k#7417 7L (Command Line Interface, CLI) H55H NSX Container Plug-in.

* WA AU ESXi 6.5 FiafT, JFHiziEfdlms vMotion iFF4%] 5 —A> ESXi 6.5 A1, M
BATERS T FAZERIT S5iaf T M BRS AL FR AR TR, 0] DUEE Selbi TR G s
LML VNIC SEfR-ZIE, ESXi 6.5 Update 1 ok B m iR A2 HH IR Tn]

Hyperbus 2x7EFF R T 5 VLAN ID 4094 JiI-T- PVLAN ', HAGEE MU ID. Ny fTA VLAN i
58, 1H20% VLAN 32525l L5k VTEP vmknic it = h B AR VLAN 1D,

ARFEGHE T LA 8

m  JA NSX Manager GUI 1% IP e

= )\ NSX Manager GUI &4 IP He 14

m  CIF E8ERE i

= CLI &%

I

M NSX Manager GUI HEIE IP 3k
ATLAM NSX Manager GUI Higasin . MIERANZRET 1P S, 25 1P Sutdnfs SRR IP Ybrid.
PR
1 Mg, %55 https://<NSX Manager IP Hihihsiif 4> 1% NSX Manager.
2 BaImgg > IPAM,
BRI 1P I,
3 PATAERILL ML,

b7l B

AP B B,

HE—ATREA 1P B BN P B, SRE R
P Hh BEPE—AN 1P B, SR P4
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P BAE

TERX IP JIOHEAER i IP He b, BRI R ARG R TR AR A 2% 1P B
SR

I IP BEOPRIL WA P M, SRE LR > BTN

TETCIENERE 20l 1P e,

M NSX Manager GUI Z&F IP thF
ATLAM NSX Manager GUI & 4 IP Jeigf-1, AR R 1217 NCP R INEER 1P Per-.,
PR
1 MR ssrh, &%) https://<NSX Manager IP Hbuhibsiifi4> i) NSX Manager.
2 SfiEL > IPAM,
KDoA 1P HA
3 AN IP TR,
4 HEFRIETTR.

CIF E#riZEin O
CIF (‘A& 2wy P B Wbl - a2 i 28821 o X e I FRA CIF s fz a8 g 11 .
AT PAM NSX Manager GUI H TR CIF 518 5 11

BIE CIF E#piZ im0

SATRIILE > R2H > B O UAEE I8 1, (G CIF i iitg . By CIF dEdef s i [ ik
PR EERE R, BanZ i D AT H S AN R0E R BT s . ERY

FCRDET o BAARDC > BN ORI FATHERR AC L ERAHDCZ i 1 o A A Kbl U 1 O PEAN A5 L,

HZ b (NSX-T FHEHEH ) .

Mg =T E

DU TASCHE CIF 12 s o A OGX S T MG S, 1520 (NSX-T HHHE ) -
= PR

R

= |PFIX

R B AR R A HA iR 1 GRE FEEm s 555 . A< aifE e, 1555 (NSX-T
EIER ) TR T i D B HBL B R o HAE, A SRR E RS UL BT CIF F VIF 3 1
primEs

VMware, Inc. BT AR o 24



1% 1T OpenShift ) NSX Container Plug-in - 225 PSR

FE4T CLI a4, 1545 %] NSX Container Plug-in 2588, KT — 2t

WRTPAMET G Basf 7L Far @A CLIRAT

kubectl exec -it

<pod name> nsxcli

% 5-1. HF NCP B CLI 64

—

11T nsxcli

AN
Dp/?'\o

#7
P
s
s
s
s
s
s
7
7
iz
7
s
AT
AT
AT
AT
i
ok
ok
o
ek
it

VMware, Inc. B AT 400
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get ncp-master status

get ncp-nsx status

get ncp-watcher <watcher-name>

get ncp-watchers

get ncp-k8s-api-server status

check projects

check project <project-name>

get project-cache <project-name>

get project-caches

get namespace-cache <namespace-name>
get namespace-caches

get pod-cache <pod-name>

get pod-caches

get ingress-caches

get ingress-cache <ingress-name>
get ingress-controllers

get ingress-controller <ingress-controller-name>
get network-policy-caches

get network-policy-cache <pod-name>
get ncp-log file <filename>

get ncp-log-level

set ncp-log-level <log-level>

get support-bundle file <filename>

get node-agent-log file <filename>

get node-agent-log file <filename> <node-name>
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* 52 AT NSX TRREFHFN CLI&S

E il e

PR get node-agent-hyperbus status

217 get container-cache <container-name>
217 get container-caches

% 5-3. FF NSX Kube RIBREEM CLI &4

paitl e

R get ncp-k8s-api-server status

RE get kube-proxy-watcher <watcher-name>
PRAS get kube-proxy-watchers

RE dump ovs-flows

BT NCP BRI RESDS

= PR NCP £ iiyIREs
get ncp—master status
ENIE

kubenode> get ncp-master status

This instance is not the NCP master

Current NCP Master id is a4h83ehl-b8dd-4e74-c71c-cbb7cc9c4clc
Last master update at Wed Oct 25 22:46:40 2017

= 5K NCP #11 NSX Manager > [R]fiERER A
get ncp-nsx status

il

kubenode> get ncp-nsx status
NSX Manager status: Healthy

R Ingress. a4 7E ], pod FIlR SRR 7 IR AS

get ncp-watcher <watcher-name>
get ncp-watchers

VMware, Inc. {82 FTHHUF .

26



1% 1T OpenShift 1) NSX Container Plug-in - 2 FIE SRS

ANNE

kubenode> get ncp-watcher pod
Average event processing time: 1174 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:47:35 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:47:35 PST
Watcher thread status: Up

T~ 2:

kubenode> get ncp-watchers
pod:

Average event processing time: 1145 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

namespace:
Average event processing time: 68 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

ingress:
Average event processing time: 0 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 0 (in past 3600-sec window)
Total events processed by current watcher: 0
Total events processed since watcher thread created: 0
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

service:
Average event processing time: 3 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
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Total events processed since watcher thread created: 1
Total watcher recycle count: 0

Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

m o NCP 1 Kubernetes API JI% 5575 2 [RIEBEIRAS

get ncp-k8s—api-server status

ZNAE

kubenode> get ncp-k8s-api-server status
Kubernetes ApiServer status: Healthy

»  RENADIH B ESTH

check projects
check project <project-name>

il

kubenode> check projects
default:
Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 40a06829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

nsl:
Router 8accc9cd-9883-45f6-81b3-0d1fb2583180 is missing

kubenode> check project default
Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 40a06829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

AT NCP BREMEHFHL
m RHEIE ey 228 RN AT

get project-cache <project-name>

get project-caches

get namespace-cache <namespace-name>
get namespace-caches

aN/E

kubenode> get project-caches
default:
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
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subnet_id: f75fd64c—c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd15ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:
id: 6111a990-6e06-4faa-al31-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get project-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kubenode> get namespace-caches
default:

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180

logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd15ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
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logical-switch:
id: 6111a99a0-6e06-4faa-al31-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get namespace-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

m  RHY pod UINFZEAT

get pod-cache <pod-name>
get pod-caches

ZNAE

kubenode> get pod-caches
nsx.default.nginx-rc-uq2lv:
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:
app: nginx
mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlan: 1

nsx.testns.web-pod-1:
cif_id: cel34f21-6be5-43fe-afbf-aaca8cO6b5cft
gateway_ip: 50.0.2.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 3180b521-270e-11e8-ab42-005056b198fb
ingress_controller: False
ip: 50.0.2.3/24

labels:
app: nginx-—new
role: db

tier: cache
mac: 02:50:56:00:20:02
port_id: 8lbc2b8e-d902-4cad-9fcl-aabdc32ecaf8
vlan: 3

kubenode> get pod-cache nsx.default.nginx-rc-uq2lv
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
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gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:

app: nginx
mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlan: 1

m RIUZR SRR SR A7 B R e A7

get network-policy caches
get network-policy-cache <network-policy-name>

d§1§U:

kubenode> get network-policy-caches
nsx.testns.allow-tcp-80:
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22f82d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f7f825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eee4afcOaf065b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91cle722670a59f971f8fccla5ac51f1
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kubenode> get network-policy-cache nsx.testns.allow-tcp-80
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22f82d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f71825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eeed4afc0af065b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91cle722670a59f971f8fccla5ac51f1

BT NCP BN HFGS
n TESCHE T ORAT NCP SZFRE

YRS pod HITHFTA Aes i H S XA EA tier:nsx—networking #7555, SR tgz #520,
HAFAFAE CLI BRI A#4E H 5% /var/vmware/nsx/file-store 1, AL FH CLI file-store iy 4K
S ) B e R R

get support-bundle file <filename>
il

kubenode>get support-bundle file foo
Bundle file foo created in tgz format
kubenode>copy file foo url scp://nicira@10.0.0.1:/tmp

VMware, Inc. {#EFTHFUF . 32



1% T OpenShift 1] NSX Container Plug-in - 4 KM i

AR ORAE NCP HE

H S tgz # U RA7AE CLI BRI 7i H % /var /vmware/nsx/file-store Hi, #H[LAHT] CL

file-store iy & F5 00 SO il B e R il b

get ncp-log file <filename>

R

kubenode>get ncp-log file foo
Log file foo created in tgz format

AT O AR

IR AE—ANTT S E A S AT A, BBk tgz K RAFAE CLI BRI SC- A7 4% H
% /var/vmware/nsx/file-store 1, #r[ L] CLI file-store iy 4K U SO 2 il B o fe kb

get node-agent-log file <filename>
get node-agent-log file <filename> <node-name>

aE

kubenode>get node-agent-log file foo
Log file foo created in tgz format

n RO H S
A I H 52050k NOTSET . DEBUG. INFO. WARNING. ERROR 1 CRITICAL,

get ncp-log-level
set ncp-log-level <log level>

il

kubenode>get ncp-log-level
NCP log level is INFO

kubenode>set ncp-log-level DEBUG
NCP log level is changed to DEBUG

AT NSX T RREBERRAINREST S

R RAREERZTY SRR HyperBus 2 [RIFZERERAS

get node-agent-hyperbus status
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il

kubenode> get node-agent-hyperbus status
HyperBus status: Healthy

BT NSX TR RERRNEFGS
m REUNSX T fRERA AR 2 AT

get container-cache <container-name>
get container-caches

IR

kubenode> get container-cache cif104
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104

R~ 2

kubenode> get container-caches
ciflo4:
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104

FIF NSX Kube REZEMRAHS

= o) Kube fCHEA Kubernetes API JIR 2588 > RIfFVEBER A
get ncp-k8s—api-server status
Al

kubenode> get kube-proxy-k8s-api-server status
Kubernetes ApiServer status: Healthy

» i Kube RERIEHURE RS

get kube-proxy-watcher <watcher-name>
get kube-proxy-watchers
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ANNE

kubenode> get kube-proxy-watcher endpoint
Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

2

kubenode> get kube-proxy-watchers
endpoint:

Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

service:
Average event processing time: 8 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

R R OVS i
dump ovs—flows
GNP

kubenode> dump ovs-flows

NXST_FLOW reply (xid=0x4):

cookie=0x0, duration=8.876s, table=0, n_packets=0, n_bytes=0, idle_age=8,
actions=ct(table=1)

cookie=0x0, duration=8.898s, table=0, n_packets=0, n_bytes=0, idle_age=8,
actions=NORMAL

cookie=0x0, duration=8.759s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,tcp,nw_dst=10.96.0.1,tp_dst=443 actions=mod_tp_dst:443

cookie=0x0, duration=8.719s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,ip,nw_dst=10.96.0.10 actions=drop

cookie=0x0, duration=8.819s, table=1, n_packets=0, n_bytes=0, idle_age=8,
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priority=90,ip,in_port=1 actions=ct(table=2,nat)

cookie=0x0, duration=8.799s, table=1, n_packets=0, n_bytes=0, idle_age=8, priority=80,ip
actions=NORMAL

cookie=0x0, duration=8.856s, table=2, n_packets=0, n_bytes=0, idle_age=8, actions=NORMAL

HixHD
AHSS S T 44 B R

NCP $HixRHS

ERRED B

NCP00001 R
NCP00002 R S
NCP00003 WSk
NCP00004 SEAVer/wd
NCP00005 HAEUE
NCP00006 HAE AT
NCP00007 NSX i 2%
NCP00008 NSX brid ok
NCP00009 NSX 142
NCP00010 HAETT sibrid
NCP00011 RS AT L 1T
NCP00012 A2 VIF BUE i
NCP00013 VLAN JiJ/&
NCP00014 VLAN BRI
NCP00015 IP iR
NCP00016 IP RIS
NCP00017 IP P
NCP00018 IP DA Gl e
NCP00019 IP TRt
NCP00020 IP b Al A
NCP00021 1P b A SR e
NCP00022 R R O
NCP00023 e R TR TN LY
NCP00024 DR R
NCP00025 AT O
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SRS B

NCP00026 BT AT R
NCP00027 BT HAUMER M
NCP00028 B T g B
NCP00029 WK e IR
NCP00030 A i O
NCP00031 AR Lo BT AR
NCP00032 WA L ISR
NCP00033 PR PR 2% S
NCP00034 By S G SR
NCP00035 B KRR
NCP00036 W ) S BT
NCP00037 DY N
NCP00038 e ESPS
NCP00039 NS £H Gl R
NCP00040 NS 2RI
NCP00041 IP SE G R
NCP00042 IP S5 B R

NCP00043 1P SR S

NCP00044 SNAT JI 61 2K
NCP00045 SNAT AR 2K e
NCP00046 TS AP R IK
NCP00047 ST Rl
NCP00048 T e e 55 IER SR
NCP00049 TP IR 557 B 2RI
NCP00050 TP s IR 5575 BB R IK
HRR B

NCP00051 Y IR S IR 2 T
NCP00052 PRt v G R
NCP00053 TP e BT R
NCP00054 TR IR O
NCP00055 ST AL Gl S
NCP00056 STty L B 2R e
NCP00057 kAR R W FPRVe
NCP00058 R 1P BRI
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SRR B

NCP00059 HAEN G BV Hras BEAUR 55 s Rk 55 5%k
NCP00060 NS 41HE# K%

NCP00061 apie v ERIEN S
NCP00062 NS AT

NCP00063 HAEY SR
NCP00064 HAE S VIF

NCP00065 SIS YNCS

NCP00066 SIS
NCP00067 SSL 25 BT
NCP00068 RARE] SSL AL E
NCP00069 HAE] 1P i

NCP00070 A% TO Edge 4
NCP00071 IP b Fg e

NCP00072 P EERE TR

NCP00073 NAT AR e
NCP00074 R i R IR
NCP00075 NSX i = R K

ERRD WA

NCP00076 SNAT HU BT b
NCP00077 SNAT il 5

NCP00078 TR S IR I
NCP00079 TRV S S T
NCP00080 PP it 61 32 e
NCP00081 HAB VA IR 5525
NCP00082 IP SR

NCP00083 SNAT b RHUI K
NCP00084 TP S5 B S
NCP00085 TP S5 S R
NCP00086 PRI s R IR
NCP00087 TR R A P
NCP00088 IP b ASHE—

NCP00089 57 B PEE FR R
NCP00090 TECHRS A A TE SR
NCP00091 PRCHRRS LR A R
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R

NCP00092
NCP00093
NCP00094
NCP00095
NCP00096
NCP00097
NCP00098

NCP00099

B

SNAT 3

ST BRSERIAE T3 R R
T R SRS
HAZBH

NEVNEIEE EE )
TCRFRI S BV il ss
Tk O RE 5 BV iR S
ST RS 28 A7 ] 4

NSX 19 X IEEIRED

SRS

NCP01001
NCP01002
NCP01003
NCP01004
NCP01005
NCP01006
NCP01007
NCP01008
NCP01009
NCP01010
NCP01011
NCP01012
NCP01013
NCP01014
NCP01015
NCP01016

NCP01017
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HAE OVS | 174k
HAEEHL MAC

OVS i I 1l ke
JCAEAT pod Fi

Pod Fic % 2

Pod HUHIC K
THAH] CNI £

CNI 42 K

CNI iR AAERL

CNI 74 B2k 5

CNI 4 AL R
Hyperbus %42k
Hyperbus FRAAILHL
Hyperbus 4 U
Hyperbus 4 8.4 5
GARP %2l

Fe O R
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nsx-kube-proxy iz A5

ERRG B

NCP02001 PRER P 1 2
NCP02002 (S LTRPNI
NCP02003 FREREE UK

CLI $HiRHCH

R Uil

NCP03001 CLI JHzh2kik
NCP03002 CLI =7 0l 2R
NCP03003 CLI &=ty
NCP03004 CLI &) i sk ek
NCP03005 CLI 5 it I
NCP03006 CLI e stz e
NCP03007 CLI AP TJ0K

Kubernetes $£iZ 7Y

SRR g

NCP05001 Kubernetes #§20k
NCP05002 Kubernetes [ T4
NCP05003 Kubernetes i3k i
NCP05004 HAE] Kubernetes %%
NCP05005 A% Kubernetes 2571
NCP05006 Kubernetes W72 R 7 571
NCP05007 Kubernetes %l K J&% 24
NCP05008 Kubernetes #2824
NCP05009 Kubernetes Zt i 40ik4k ik
NCP05010 Kubernetes JI 55 HIAZ K
NCP05011 Kubernetes 3ifi & fURA K
NCP05012 Kubernetes Ingress 14k
NCP05013 Kubernetes [#12%55s tA i
NCP05014 Kubernetes 17 5 Uik
NCP05015 Kubernetes iy £ [ FU i i
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R

NCP05016
NCP05017
NCP05018
NCP05019
NCP05020
NCP05021
NCP05022
NCP05023
NCP05024

NCP05025

B

Kubernetes pod 424
Kubernetes & 4A10HRAIk
Kubernetes BRiAJE S
Kubernetes VLfid ik XA 3
Kubernetes R4 BET ik
Kubernetes ¢ 51T ik

HAE] Kubernetes iy 425 25 4%
WS Kubernetes %54
Kubernetes BRI i =76 I

Kubernetes LoadBalancer il 55 1UMk2< M

OpenShift $EiIRCHD

HERAID
NCP07001

NCP07002
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