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AR R 25
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TR (NAT) I M Kubernetes #4423 [l —N Bl SNAT 1P,

HEORCE NAT B, Hifs 1P i SR RER T 1000,
m  fifi[f] NSX-T Data Center 415 B k55508 Kubernetes 4% 5 .
w SCRER NI D 2% R
m SCRFMZS RIS Y IPBlock dibfe,
B NS TR ERRS PR, 74 matchLabels F1 matchExpression,
w  SCHRHEHAb A S AR pod.
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m  7E NSX-T Data Center WAzl 1 Foyan #4250, pod kM pod FRZ5GIEERRIC, ITREFER
GURIEFRICE X NSX-T 2244 M .

FEZIRAHT, NCP 3R H1> Kubernetes #EEE . ] LA JTIAHIR] NSX-T Data Center #5512 4>
Kubernetes BHE, S PMEHESIA AR NCP sS4,

KELHRE T PUR 5.
n RRIEEOR

n A

m  7f Kubernetes IftiH1 4 NCP

m  {f Pivotal Cloud Foundry FfiEH T2 NCP

NSX Container Plug-in (NCP) X Kubernetes ¥J% Il Pivotal Cloud Foundry (PCF) ¥f55 EA7PL N A
PEER
% 1-1. Kubernetes BRI R A E K

WH A

NSX-T Data Center 23, 24

A FA LRI AR 7 S vSphere A
m RHELKVM 74,75, 76

m  Ubuntu KVM 16.04
HEINIRERS = RHEL7.5.76

m  Ubuntu 16.04

m CentOS74,75

Eas Dl Kubernetes 112, 1.13
HasA 41 Open vSwitch 2.9.1 (i NSX-T Data Center 2.3.x 71U) . 2.10.2 (J{i NSX-T Data Center 2.4.0 4T

)

% 1-2. Cloud Foundry SMERFEAMER

AT BRAR
et eI PG INSE =82 ke g m ZFH1 vSphere o
BRsTIRES ®m Pivotal Application Service 2.3.x fll Pivotal Operations Manager 2.3.x

m  Pivotal Application Service 2.4.x (2.4.0 54N FlI Pivotal Operations Manager
2.4.x (2.4.0 FA
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ZIERLIR
TEEL %% Kubernetes (R, e FIL B NCP il Qi PA NP BE, TR DIHUTIX S0P EE, Ak
NSX-T Data Center fll Kubernetes “Z3ERIAFEL
1 2% NSX-T Data Center,
2 OUE—ME ISR X
B NEE M EE AN IR Kubernetes 17 i #2125 L
QI Tier-0 1851 2%,
5 Kubernetes pod 6l IP B,
79 SNAT GIRMIZEHbAEEA) I 1P b,
7 AEREA N F2ERE NSX CNI (AR RR 28 E: 1) Jaift

8 {rHEA S 4 OVS (Open vSwitch),

o o1 b~ W

9 B Kubernetes 7 Mt E NSX-T W4,
10 B NSX 13 i REEZ25 ) DaemonSet,
11 B NCP 4354 ReplicationController,
12 £ NCP pod HiEE 42U,

7£ Kubernetes IMEHFH K NCP

AT EATAE Kubernetes TAETHIRE NCP T2 51 2.4.0,

PR

1 DL 42 T4 NCP ReplicationController (I <image> # Mg 1525w 475) o
kubectl rolling-update nsx-ncp -n nsx-system ——image=<image>

2 DL R AT NSX 47 i daemonSet CK <images B MG M SR 485

kubectl set image ds nsx-node-agent -n nsx-system nsx-node-agent=<image>
kubectl set image ds nsx-node-agent -n nsx-system nsx-kube-proxy=<images>
kubectl rollout status ds/nsx-node-agent -nnsx-system

3 (HEHPL 4% CNI DEB/RPM A ETHEE] 2.4.0 CK <cni deb> Fl <cni rpms> A1
xlgm%*d\ o

1F Ubuntu I

dkpg -i <cni deb>
{F RHEL zk CentOS |:

rpm -U <cni rpm>
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4 (k) B NSX-T Data Center F}44%] 2.4,

AP TS ESXi, NIFETF4: NSX-T Data Center i, # ESXi M 6.5 &/DF}2% %] 6.5p03 5k
M 6.7 2=/DT19%E) 6.7ep6.

(AIe) FHRETIRRT (KVM EEALERS .

(M%) T #3341 (RHEL, Ubuntu ik CentOS) .

(A[%) T4 Kubernetes,

(Al JHH% OVS,

BT HALARE, TH% NSX-T Data Center & T14% OVS, KN IEHUTIH AR,

PATIHESEI, nsx-kube-proxy Fl1 nsx-node-agent 2 [A] ] AES: HH I B s . SO FbAA T
Ny HAFRIFAEINL,

0 N o u

f£ Pivotal Cloud Foundry IMEFFHZE NCP

KA GUATLE Pivotal Cloud Foundry BrsH# NCP T4 5] 2.4.0.

B

—

B NCP 8k NSX-T tile fuFt4 5] 2.4.0,

N

(n]3%k)  F Pivotal Operations Manager, ZRj5F+2% Pivotal Application Service,

w

(Al%e) B NSX-T Data Center J1-4:%) 2.4,

TR TR ESXi, NI/EFH2% NSX-T Data Center 7, B ESXi M 6.5 Z=/DFF24 %] 6.5p03 ik
M 6.7 /DT %] 6.7ep6,

(A[3ge) THIE PR (KVM B #PLARS) o

H
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1142 NSX Container Plug-in Z i, #7523 ¥ 528 NSX-T Data Center %
AREERHE TN 328
iR NSX-T %l

L& NSX-T &FiE

PSR ) NSX-T Data Center W u4h7E 25 ML . Tier-O W hwy . &8 S
HUZ Azl Kubernetes 75 5 IP BePLA SNAT (1 IP jth,

BEEZEI Q1R 5 NSX-T Data Center 2.4 ui iR —il2iad T, AU S Mgk Fnde e de i id i
NSX-T # i,

7F NCP Bl S nep.ini W1, i} UUID sk &4 H5d5%E NSX-T Data Center %,

B =M B H X

T35 NSX Manager, SAJE'#tEI RSt > Fabric > fERIXIR, A 1] 1A ML R R 2 e DO,
k& BIEEET A I

WA TE nep.ini B [nsx_v3] #0HiXE overlay_tz dEHUKFEE SRS 25 L8 AL Xt bR E R
P AR A E overlay_tz, NCP fHEIM Tier-O I Hh#sk 27 w5 Mg £ 4 X 1D,

Tier-0 1245 & H

EORE] NSX Manager, NS E RIS RS > Mg > Brlide. SH T A ey, oo
BIEEET IS FheR o

HIAE nep.ini 7Y [nsx_v3] #0 HikH tier0_router BEHURFEELEIEN Tier-0 WHHES s,

T AU IR T Bl s

VMware, Inc. 10
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B TR
AT T BRI VNIC A SUE RS BN LB AN AERIG AT 1 E 28] NSX-T Data

Center, {HXFHHCE M B R, W 55 5] NSX Manager, A5 S8 &R/ FIZe4e > L > 35
e > AL, T DL OIESZ A M LAE A AL O ESZ s 1, FE 1 5 vNIC EERE R s 1, 2 1]
PAFEAT DL N AR

s Frid: <cluster_name>, ju[: ncp/cluster
m  Frid: <node_name>, JBH: ncp/node_name

<cluster_name> {H15 nep.ini [ [coe] #H1) cluster BEI{EILH,

Kubernetes pod HJ IP R

EORE] NSX Manager, SN2 RIS RS > M4 > IPAM DLGITE-—uk 24 1P e, /1] CIDR
HedRE 1P H.

WA nep.ini [ [nsx_v3] ¥ Hi%HE container_ip_blocks i&lik45E Kubernetes pod [1J IP
B,

PRI PLL T AR SNAT 6y4443h) Ch- Kubernetes) sk 2fE CHFF- PCF) @Il 1P e,

HEAE nep.ini 19 [nsx_v3] #0Hi%E no_snat_ip_blocks BRI E SNAT IP B,

GNERAE NCP iz4TH B EE SNAT IP B, @AJIEH Hsh NCP, 3], NCP R4karffi At 1P B, HE
IXEEHHR,

T OEAIE 1P B, RTZOARRER T NCP L S/ nep.ini W) subnet_prefix 24Ut <1 H4115
B, %S ncp-rc.yml HIf4 nep.ini [1J ConfigMap,

SNAT HJ IP it

¥ H NSX Manager HIf 1P s fic 1P Mok, ax2ettinb A 1-id SNAT HUALH#: pod IP DL MGk
SNAT/DNAT AT Ingress #5il#%, W14 Openstack I78) IP —Ff, X2 IP bt Fr ohgs 1P,

%/ Kubernetes SR FAHRISNS 1P b, B NCP 9Ll iZ i) —al o T T B 1) Kubernetes
LR, BRIMNGI T, Bl pod - MIRSAHIR 1 WIRTEE . B ARG -0/, 5B nep.ini 1Y

[nsx_v3] &% H1) external_subnet_prefix %M,
AIPLEALEAE nep.ini 19 [nsx_v3] 50 E external_ip_pools 1&g T SNAT 19 IP b,
AT DA SO ST S 5 NCP SR BRSO AN 1P it

1% SNAT IP ifR$I Z45FERY Kebernetes fp & a3, PCF 4R

P DA AE SNAT IP bR s inbh FARicHa e il AMle Kubernetes iy %25 [Huk PCF 41213 IP i
P,

B T Kubernetes iy 4 45[A]: scope: ncp/owner, tag: ns:<namespace_UUID>

m AT PCF 4H41: scope: ncp/owner, tag: org:<org_UUID>
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1% 1T Kubernetes #il Cloud Foundry [ NSX Container Plug-in - Z-ER1E Hi R

A RAEE VA M s 2 —3k A 23 [Rlek 4141 UUID:

kubectl get ns -o yaml
cf org <org_name> —--guid

T AN S
s FMPRCNVARE—A UUID, FIRUAFR—/ N al L Mrid.

SRR EE IHERIC N RS Ay 223 A 4120 G IP JE SR T RRid, ) Kubernetes i35 8k PCF N IR 7
I SNAT fic i Bk NCP iy sh 2 i, FA2 ko ee 1P,

n SR PCF AT EARCE AT . AT kR, (T a2 ek PCF 41431 1P #50]
DI SNAT IP 43 .

HIREEE SNAT IP ith

AT IR S RO RS T SNAT IP b, 4,

apiVersion: vl
kind: Service
metadata:
name: svc-example
annotations:
ncp/snat_pool: <external IP pool ID or name>
selector:
app: example

ncp/snat_pool $8EM IP A G HRIC scope: ncp/owner, tag: cluster:<cluster_names,

NCP F MRS E SNAT A, MUY 1P AJEus pod £E. HbR IP SEMFREINTE IP B FL SNAT
P, 45 NCP it SNAT MU HES, 2RSS HOE I nep/error. snat: <error> R, FIRERUEE A0
i

= |P_POOL_NOT_FOUND - i NSX Manager H14k4%] SNAT IP i,

s IP_POOL_EXHAUSTED - SNAT IP i) I3,

=  IP_POOL_NOT_UNIQUE - ncp/snat_pool 5 [1ith 5] /1] NSX Manager [1JZ/Mi.,

m  SNAT_POOL_ACCESS_DENY - iy & hric 5 k55 BlidsR IR 351 £ 23 AR

s SNAT_RULE_OVERLAPPED - Gl SNAT i, {H SNAT IRZH pod [HliH )& T Hifth SNAT
R%, B, [H—A~ pod % SNAT #ill,

m POOL_ACCESS_DENIED - ncp/snat_pool 8 IP i BFric scope: ncp/owner, tag:
cluster:<cluster_name>, ST HFRICS A5 BRI IR S5 11 a4 23 [AASDE AL

TR MR
. BERSZHT, ncp/snat_pool FRE BN IZEA7F7ET NSX-T Data Center 1,
m 7f NSX-T Data Center H1, JIlk%5 SNAT BUNAGESe =T H SNAT Ji),

VMware, Inc. 12



1% 1T Kubernetes #il Cloud Foundry [ NSX Container Plug-in - Z-ER1E Hi R

n % pod BLE T A SNAT HU, W HA—MEIE,
A DL SO B 5l NCP SR EESCHANEI 1P b,

AMEZEEAE SNAT IP it
A PLa A Ay A2 R IR iy 425 I BC B SNAT IP b, o4,

apiVersion: vl
kind: Namespace
metadata:
name: ns—-sample
annotations:
ncp/snat_pool: <external IP pool ID or name>

NCP ¥ it 223 AL E SNAT H) . FUAIE 1P Mg pod £, Hbx IP S2 MFRESMIE 1P #h4BLIK
SNAT IP, WK NCP il e SNAT FUNE HEE, Zay LAl “nep/error. snat: <errors>” 71
B AR R AT

s IP_POOL_NOT_FOUND - 7& NSX Manager H13% /%] SNAT IP i,

s IP_POOL_EXHAUSTED - SNAT IP ithi) /IR,

= IP_POOL_NOT_UNIQUE - ncp/snat_pool $5E B 5] ] NSX Manager (1 £ it

m POOL_ACCESS_DENIED - ncp/snat_pool 5 EM IP i FFric scope: ncp/owner, tag:
cluster:<cluster_name>, BtAIRTA bR S5 &0 B KA £ 23 RAVE R

TR R

w RBAETEREEE > SNAT IP i,

B UFEALE nep.ini PECE SNAT IP it

] ncp/snat_poolit TN IP BT FR e scope: ncp/owner, tag: cluster:<cluster_name>,

m  ncp/snat_pool R IP Bt DL EA  fy & 23[Rk scope: ncp/owner, tag:

ns:<namespace_UUID>,
m QR nep/snat_pool [HRE, Ny as A2k SNAT IP jth T T5E 7%,
w AL SR RS ) NCP RSO A 1P .

A PAS M ARFFECE SNAT ith

AR, NCP Jly PAS (Pivotal Application Service) 23 SNAT 1P, RI LA J 7 IR T A
2 SNAT IP jif5 B manifest.xml KR FHFEFRCE SNAT IP, {340,

applications:
- name: frontend
memory: 32M
disk_quota: 32M
buildpack: go_buildpack

VMware, Inc.
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1% 1T Kubernetes #il Cloud Foundry [ NSX Container Plug-in - Z-ER1E Hi R

env:
GOPACKAGENAME : example-apps/cats—and-dogs/frontend
NCP_SNAT_POOL: <external IP pool ID or name>

NCP BRIt AR TR E SNAT H) . HOrE 1P 252t 1P 42, HHFR IP 2 MINIS 1P s Fe i
SNAT IP, 7 ER A N0

w  HEERTIRET 20T, NCP_SNAT_POOL & MM i L A74F T- NSX-T Data Center i1,
w  IRET SNAT RUICSeslm 1412 SNAT A,

w BRI PR E —> SNAT IP,

w T DU S T EET B NCP SR EBCA A 1P b,

A PCF A 3 BEE SNAT

15 PCF JiAS 3ty mRAIE R LU N R 75 2 — I SNAT:

w QN IFEFEE, 7F manifest.yml Hifid # NCP_SNAT_POOL.
Bilan, B HFEEF#RN bread, manifest.yml HADLF{E

applications:
- name: bread
stack: cflinuxfs2
random-route: true
env:
NCP_SNAT_POOL: AppSnatExternalIppool
processes:
- type: web
disk_quota: 1024M
instances: 2
memory: 512M
health-check-type: port
- type: worker
disk_quota: 1024M
health-check-type: process
instances: 2
memory: 256M
timeout: 15

EATA T4
cf v3-push bread
cf v3-apply-manifest —f manifest.yml

cf v3-apps
cf v3-restart bread

m il cf v3-set-env a4l B NCP_SNAT_POOL .

VMware, Inc.



1% 1T Kubernetes #il Cloud Foundry [ NSX Container Plug-in - Z-ER1E Hi R

B TEA M (BRER FIFEFFFR) app3) -

cf v3-set-env app3 NCP_SNAT_POOL AppSnatExternalIppool

(optional) cf v3-stage app3 -package-guid <package-guid> (You can get package-guid with "cf v3-
packages app3".)

cf v3-restart app3

(AT%) (UEATF Kubernetes) Bh NIEERITE X5
HLAR VPR DL QIR KB HA TP NCP - 25 Sl Gl A By kRS Xk, 1855681 NSX Manager,
SiEIZE > S RB kR > ERUT OB kS
W AE nep.ini (19 [nsx_v3] #%Hi%E bottom_firewall_section_marker i
top_firewall_section_marker BEIi KA ERRICH kB X
JEGHS 3 K8 DX I AR THRRT K B DX R 77 o G X Eeps kB X385, NCP Gl T FR s mpra Lk
B35 DX SR G AT SRR A RS D LT, NCP GBI ER FT- SR R A7 7 K5 DX Sy Gl AT OIS B K 5 X I
N TT o AARA AN EhRIC DI, PR RGBS G T A PR B UL, AE TOGEB QA A SR X3 . A S RriE
AR 2 bR B KOS DGR TARR I, k2 T8 e,

VMware, Inc. 15



£ Kubernetes IfMEHZIE NCP

%5 NSX Container Plug-in (NCP) 5 27E 119 15l Kubernetes 1 15 [ 2e 54144
ARZETHE T LU 8
m %% NSX-T Data Center CNI ##f}:
n CZEERIRCE OVS
m  y Kubernetes 15 4l & NSX-T Data Center (4%
m R NSX P AR
m  nsx-node-agent-ds.yml H1[1¥J ncp.ini [ ConfigMap
m %% NSX Container Plug-in
m  ncp-rc.yml 1Y nep.ini [ ConfigMap
= /£ NCP pod HiEH PEM bk A1)
= {F NCP pod gl 534
» it syslog
LR eeE S
O A R R N

Z 3 NSX-T Data Center CNI ¥&4

NSX-T Data Center CNI ffif- 725 EAF Kubernetes 155 .,

BT Ubuntu, 225 NSX-T CNIfifE2s AppArmor it 2 S ncp—apparmor %] /etc/
apparmor d, JFINEe. L2, AppArmor R4 ia T HH% /etc/apparmor.d WA, 3
W, ek M, AT LA L T 2402 AppArmor Bt s -

sudo cat /sys/module/apparmor/parameters/enabled

AILAMEHIPL M2 AppArmor IRFSe 15 E A E):

sudo /etc/init.d/apparmor status

VMware, Inc. 16



1% 1T Kubernetes #il Cloud Foundry [ NSX Container Plug-in - Z-ER1E Hi R

QISR 2E%5E NSX-T CNIFEI AppArmor RS AT, 25t R sl R s E.:
subprocess installed post-installation script returned error exit status 1

MBS TR AppArmor FLFESCHEZ Sh T 4 S BARE 52

ncp—apparmor Bt E SR NSX 5 S A (Bl node—agent—apparmor) 14 AppArmor it & sS4,
X5 docker-default Ao SCA(EPA NI THIA AN :

s 45T deny mount HilI,
m  SH0T mount U,
m  SI0T— network. capability. file Al umount 1E1i,

P DA AR OB S node—agent—apparmor Bl E SO/ (HAE, 22 NSX 15 s ARERINE g S
 nsx-node-agent-ds.yml Hi5| 1] T Bl S48k node—agent—apparmor, GRS fi A C #EC
A, MAZIAE nsx—node-agent-ds.yml [fY) spec:template:metadata:annotations {7 FHILL NEH
W, FEE RS AR

container.apparmor.security.beta.kubernetes.io/<container-name>: localhost/<profile-name>

1 NEGEH TN Linux BAaRANR 280k,

A IE nsx—cni-1.0.0.0.0.xxxxxxx—1.x86_64.rpm if nsx—cni-1.0.0.0.0.xxxxxxx.deb,
FLH xxoxxxxx J&NFBIRAR S

2 CRRAELEE T T N EIY rpm Bk deb S

ZARLERAE Jopt/eni/bin Hi, CNI L E SCEE 10.nsx.conf 4 &%) /etc/cni/net.d Hi, % rpm
W2 NERIIE 2255 /etc/cni/net.d/99-1oopback. conf it ¥ (1}

RIEFNBE OVS

AF TAFTY S _E 2285/ . OVS (Open vSwitch),

1 I Linux AT 34 ket

4470 openvswitch—common_2.10.x.xxxxxxx—-1_amd64.deb. openvswitch-datapath-
dkms_2.10.x.xxxxxxx—1_all.deb Fll openvswitch—-switch_2.10.x.xxxxxxx—1_amd64.deb, I
HHxxxxxxx eSS .

2 EEELE A P NN deb .
3 X Ubuntu, 15 7R My A PATDEHTINE OVS PR,

# systemctl force-reload openvswitch-switch

VMware, Inc. 17



1@ T Kubernetes il Cloud Foundry ) NSX Container Plug-in - 23S RIE E 45 RS

4 ik OVS [FAFIE T,

# systemctl status openvswitch-switch.service
5  WERMAGIE br-int 55, HAIEHZ S,

# ovs—vsctl add-br br-int

6 CROERRY SR AU ML P2 (node-if) BRINE] br-int Hi,

# ovs-vsctl add-port br-int <node-if> —- set Interface <node-if> ofport_request=1

BATPA M A PA G ofport FUME, INTE ofport 1 AR I, OVS K4 n] R .

# ovs-vsctl ——columns=ofport list interface <node-if>
AR ofport A4E 1, 157E NSX 75 FE DaemonSet yaml XA nsx_kube_proxy 545 HIAHR Hb 14
¥ ovs_uplink_port %0,
7 T0{F br-int ¥ node-if link K457 up.

# ip link set br-int up
# ip link set <node-if> up

8 MR RIE A, DABRR I B A T S 1 S a2 R 8RS
X1 Ubuntu, 1555381 /etc/network/interfaces Hs DL F4T:

auto <node-if>
iface <node-if> inet manual
up ip link set <node-if> up

X RHEL, 553 /etc/sysconfig/network—scripts/ifcfg—<node—if> DL F1T:

ONBOOT=yes

2} Kubernetes T it & NSX-T Data Center W&

AT 4l Kubernetes =715 ST T /ELRFET 5L NSX-T Data Center %%,

R AT B DAL . SB— N RS FEREIT, nJBEAT- NSX-T Data Center Fabric
b, WAREA T1% Fabric o B—" 118 pod #2444, 7 T- NSX-T Data Center Fabric |-, Jf
VERERIRR T B A WA A L. A FRAN pod IP M- AH A& ], Kubernetes iaf RIS A A
AEIEH TAE. A TEER R pod Z MAUIESE, NCP Hzhldi—/ DFW MNP sevHat TR UK 25 Fn
fhAsFR A . AT LAZE NSX Manager GUI FRE A 2 M T EAR {5 B o AR S Seai B 12 A0 .

PR REEUAL, EHAGRD A SR R E I VNIC 2R RN R A L

NSX Container Plug-in (NCP) WAZUAIE T TR s I 2 it 1) vNIC 11 VIF 1D AR R4 A0 #it
Bl PR LA N ANFRI . AT A—AMRId, BHEE W AR, W TS — MRl i EE SRR
FRRe RTYEL ERE W N AR A o

&

F
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FrRid JEE
REPEE LY ncp/node_name
TR ncp/cluster

R NSX Manager GUI IS EITE B > BEWLATEE T U N U2 e b s 1 .
ik Kubernetes 15 S 40k AR, EWAZIHT nep/node_name Fric I HENH 5 NCP. £ DA LA
NS RE S AR
kubectl get nodes
WISAEETT NCP RIS INEI RN, U IFIET kubeadm join 42 ARARICEINELZ A e
Bl e 5, B AUR A Mgt . aiRbRid A e 0k, AT AP TUA NP BRI 2 R ]
w  CREERAIOARICR T2 A s 1
m B NCP,

23 NSX T ERIE

NSX i iftHE—1> DaemonSet, &> pod KAEHHIZ T N A RE. — DA T NSX WS HREE, I
THIRTE AR, 'E5 CNIEA-AT Kubernetes APl IRSS#5 I TAR H o H—PAAHEIT NSX
Kube f0HE, HME—[ETULERELE IP #5400 pod IP LASE Kubernetes JIRS5HM% . &39S il Kube
HREEARRI I LDRE
B
1 I3 NCP Docker {4,

AEZ A nsx—ncp-xxxxxxx.tar, FHH xxxxxxx NS .
2 NENSX 4 EAH DaemonSet yaml fEA

X% 2 nsx-node-agent—ds.yml, EA] Az 30, Bl A E AR F OB 7~ 41
3 K NCP Docker MG a2 4 ik &

docker load -i <tar file>

4  %i%E nsx—node-agent—-ds.yml,

REWG AR EBOT NI o

ST Ubuntu, % yaml XPHEECL R AppArmor, B E L1 ST T AppArmor, HiE /sys/
module/apparmor/parameters/enabled 1. WA ST AppArmor, 5 TPL FE .

w EREIBGEERLL M7

container.apparmor.security.beta.kubernetes.io/nsx-node-agent: localhost/node-agent-apparmor
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m  {F securityContext P[], A nsx-node-agent ZF#Hfll nsx-kube-proxy &#sisl
privileged:true 1T, #l#l:

securityContext:
privileged:true

EAFE—AERIRE: SRR hyperkube BRGHIA RS H1121T kubelet, kubelet 124K
AppArmor &5 HEEET, TCIE PR TATAR S . A0 1Z yaml ST FaR AR B M.

FfFi1Z yaml XX, AR E N nep.ini A ConfigMap AR N s, NNy yaml

AFERHZIE, AN TR
5 DL NS00 NSX 758 DaemonSet.,

kubectl apply —-f nsx-node-agent-ds.yml

nsx-node-agent-ds.yml HEJ ncp.ini B ConfigMap

7~ yaml XA nsx—node—agent—ds.yml 975 NSX 5 S RERUAECE A nep.ini [ ConfigMap., %
ConfigMap #\35—2 554, AR DAREXEESHA H 8 ST AR L 5

N3] nsx-node-agent-ds.yml 5 LI nep.ini [E5:

# ConfigMap for ncp.ini
apiVersion: vl
kind: ConfigMap
metadata:
name: nsx-node-agent-config
labels:
version: vl
data:
ncp.ini: |
[DEFAULT]

# Set to True to enable logging to stderr

#use_stderr = True

# Set to True to send logs to the syslog daemon

#use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.
#debug = True

# The log file path must be set to something like '/var/log/nsx-ujo/'. B
# default, logging to file is disabled.
#log_dir = None

# Name of log file to send logging output to. If log_dir is set but log_file is
# not, the binary name will be used, i.e., ncp.log, nsx_node_agent.log and

# nsx_kube_proxy.log.

#log_file = None
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# max MB for each compressed file. Defaults to 100 MB
#log_rotation_file_max_mb = 100

# Total number of compressed backup files to store. Defaults to 5.
#log_rotation_backup_count = 5

[coe]

#

# Common options for Container Orchestrators

#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), openshift, pcf.
#adaptor = kubernetes

# Specify cluster for adaptor. It is a prefix of NSX resources name to
# distinguish multiple clusters who are using the same NSX.

# This is also used as the tag of IP blocks for cluster to allocate

# IP addresses. Different clusters should have different IP blocks.
#cluster = k8scluster

# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None

# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsxlib_loglevel=INFO

# Once enabled, all projects in this cluster will be mapped to a NAT
# topology in NSX backend
#enable_snat = True

# The type of container node. Possible values are HOSTVM, BAREMETAL.
#node_type = HOSTVM

[ha]

#

# NCP High Availability configuration options
#

Time duration in seconds of mastership timeout. NCP instance will
remain master for this duration after elected. Note that the heartbeat

#
#
# period plus the update timeout must be less than this period. This
# is done to ensure that the master instance will either confirm

#

liveness or fail before the timeout.
#master_timeout = 9

# Time in seconds between heartbeats for elected leader. Once an NCP
# instance is elected master, it will periodically confirm liveness based
# on this value.

#heartbeat_period = 3

# Timeout duration in seconds for update to election resource. If the
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# update request does not complete before the timeout it will be

# aborted. Used for master heartbeats to ensure that the update finishes
# or is aborted before the master timeout occurs.

#update_timeout = 3

[k8s]

#

# From kubernetes
#

# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service IP from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <port>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

# Full path of the Token file to use for authenticating with the k8s API server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_cert_file"

#client_private_key_file = <None>

# Log level for the kubernetes adaptor. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,

# ERROR, CRITICAL

#loglevel=None

[nsx_node_agent]

#

# Configuration for nsx_node_agent
#

# Needs to mount node /proc to container if nsx_node_agent runs in a container.
# By default node /proc will be mounted to /host/proc, the prefix is /host.

# It should be the same setting with mounted path in the daemonset yaml file.
# Set the path to '' if nsx_node_agent is running as a process in minion node.
#proc_mount_path_prefix = /host
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# The OVS bridge to configure container interface.
#ovs_bridge = br-int

[nsx_kube_proxy]

#

# Configuration for nsx_kube_proxy
#

# The 0OVS uplink OpenFlow port where to apply the NAT rules to.
# If not specified, the port that gets assigned ofport=1 is used.
#ovs_uplink_port = <None>

223 NSX Container Plug-in

NSX Container Plug-in (NCP) s&1Fl Docker BUZHE ALY, NAE 155 FiafT NCP DA ELRH 2R IR 55
ANEESE T S Fis T NCP,

1 4 NCP Docker L%,

A4 nsx—ncp-xxxxxxx. tar, 1 xooooox SN S
2 1% NCP ReplicationController yaml f54x

MR nep-re.yml, AT DUGERZOCME, SN B BB s Bl
3 R NCP Docker MG ina s GGk

docker load -i <tar file>

4 (FlE) g NSXError MU E XHHRE X T3k yaml Bt
X448 nsx—error—crd.yaml,
5 (A QIEEESCRIE,
kubectl create —f nsx—error—crd.yaml

6 4t ncp-rc.yml,
RS A PR SR AR 5

F8E nsx_api_managers 2%, AIPUFEE RS NSX Manager [1) IP #ili- . NSX Manager BEEEHFI=/>
NSX Manager ] IP H#ihi: (LLES 318 5k NSX Manager FEEEERL 1P #ikl. B4n:

nsx_api_managers = 192.168.1.180
or
nsx_api_managers = 192.168.1.181,192.168.1.182,192.168.1.183
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(AT 7F [nsx_v3] #0 HhHEE ca_file 28 1ZENIZE/ERUE NSX Manager 55 # ik 5 i
JI CA BHE, RREE, KR AMR CA. WA nsx_api_managers fiz@—A> IP ik, ]
FEE— CA XXt W N nsx_api_managers f87€ =/ IP #byik, MATDAfEE— k=" CA SCff,
WERFRE—A CA SR, WRZSAR TR =AM Rs . AARAEE = CA X, WA SR
T nsx_api_managers HIATREY 1P Hiudil . T,

ca_file = ca_file_for_all_mgrs

or
ca_file = ca_file_for_mgrl,ca_file_for_mgr2,ca_file_for_mgr3

}55C nsx_api_cert_file fll nsx_api_private_key_file 2% I{li ] NSX-T Data Center #1715}
Byget

nsx_api_cert_file & PEM K% S5 S Se Bk A2 o S FIIIN A R 4 s

iR Ingress I ARAC N NAT B Ni21T, 158 ingress_mode = nat 24,

RN, TR 24 T pod ZHEASHAL 1P B BAIRTAT 1o B AR 1Ak
/N, IBAE [Nsx_v3] F4 R EET subnet_prefix 125,

BRAHOL N, KR H HA Gl HIVEY o ATRAE LN M RVEZEH] HA:

[ha]

enable = False
(A[%) 1F nep.ini R NSXError #4508 BRIMNE T, BRI IHAZE

[nsx_v3]
enable_nsx_err_crd = True

HEfE1Z yaml KR, BAZIHERE N nep.ini A2AKHY ConfigMap MR Hists . F 3 yaml X
PREERAIZIE, AR TS

7 (i NCP ReplicationController.,

kubectl create -f ncp-rc.yml
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&R

7 NCP 1715 Kubernetes APl IRSS23HIFFE HTTP &3, DL Kubernetes I i A= a S 44
G AP AR SS B ak 2R s 5 NCP (1) TCP dERes3s, M 5 5h NCP, DAL DL dgr it
5 AP RS EERE . B, NCP B sk bt

IRE)HH NCP ReplicationController Ji[l, 7ELL MEHL N, REEHERIE vl AR 2P NCP pod
EAEIETT:
w  REEHINEN LS AR L

TR A AR T Kubernetes 15 b, IREDEFTIR I, NEIVE, SRR TS TR BT
JE R o

WERBERIHIA NCP pod IEFIEAT, EHATIA FHELE:
n BRI —A NCP pod. SAMIERME— Nk, i,

kubectl delete pods <NCP pod name> -n nsx-system

= % NCP ReplicationController, i1,

kubectl delete -f ncp-rc.yml —-n nsx-system

ncp-rc.yml B ncp.ini B ConfigMap

<A yaml S nep-rc. yml BEICE A nep.ini [ ConfigMap., 1% ConfigMap #3726 24,
TR 455 NCP 2 iR T X e 8, an F—1hmid,

N R nep-re.yml G5 LLT nep.ini 5 A

# ConfigMap for ncp.ini
apiVersion: vl
kind: ConfigMap
metadata:
name: nsx-ncp-config
labels:
version: vl
data:
ncp.ini: |
[DEFAULT]

# Set to True to enable logging to stderr

#use_stderr = True

# Set to True to send logs to the syslog daemon

#use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.
#debug = True
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# The log file path must be set to something like '/var/log/nsx-ujo/'. By
# default, logging to file is disabled.
#log_dir = None

# Name of log file to send logging output to. If log_dir is set but log_file is
# not, the binary name will be used, i.e., ncp.log, nsx_node_agent.log and

# nsx_kube_proxy.log.

#log_file = None

# max MB for each compressed file. Defaults to 100 MB
#log_rotation_file_max_mb = 100

# Total number of compressed backup files to store. Defaults to 5.
#log_rotation_backup_count = 5

[coe]

#

# Common options for Container Orchestrators

#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), openshift, pcf.
#adaptor = kubernetes

# Specify cluster for adaptor. It is a prefix of NSX resources name to
# distinguish multiple clusters who are using the same NSX.

# This is also used as the tag of IP blocks for cluster to allocate

# IP addresses. Different clusters should have different IP blocks.
#cluster = k8scluster

# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None

# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsxlib_loglevel=INFO

# Once enabled, all projects in this cluster will be mapped to a NAT
# topology in NSX backend
#enable_snat = True

# The type of container node. Possible values are HOSTVM, BAREMETAL.
#node_type = HOSTVM

[ha]

#

# NCP High Availability configuration options
#

# Time duration in seconds of mastership timeout. NCP instance will

# remain master for this duration after elected. Note that the heartbeat
# period plus the update timeout must be less than this period. This

# is done to ensure that the master instance will either confirm

VMware, Inc.
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# liveness or fail before the timeout.
#master_timeout = 9

# Time in seconds between heartbeats for elected leader. Once an NCP

# instance is elected master, it will periodically confirm liveness based
# on this value.

#heartbeat_period = 3

# Timeout duration in seconds for update to election resource. If the

# update request does not complete before the timeout it will be

# aborted. Used for master heartbeats to ensure that the update finishes
# or is aborted before the master timeout occurs.

#update_timeout = 3

[k8s]

#

# From kubernetes
#

# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service IP from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <port>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

# Full path of the Token file to use for authenticating with the k8s API server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_cert_file"

#client_private_key_file = <None>

# Log level for the kubernetes adaptor. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,

# ERROR, CRITICAL

#loglevel=None

# Specify how ingress controllers are expected to be deployed. Possible values:
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# hostnetwork or nat. NSX will create NAT rules only in the second case.
#ingress_mode = hostnetwork

[nsx_v3]

#

# From nsx

#

# IP address of one or more NSX managers separated by commas. The IP address
# should be of the form (list value):

# <ip_addressl>[:<portl>],<ip_address2>[:<port2>],...

# HTTPS will be used for communication with NSX. If port is not provided,

# port 443 will be used.

#nsx_api_managers = <ip_address>

# If true, the NSX Manager server certificate is not verified. If false the CA
# bundle specified via "ca_file" will be used or if unsest the default system
# root CAs will be used. (boolean value)

#insecure = False

# Specify one or a list of CA bundle files to use in verifying the NSX Manager
# server certificate. This option is ignored if "insecure" is set to True. If
# "insecure" is set to False and ca_file is unset, the system root CAs will be
# used to verify the server certificate. (list value)

#ca_file = <None>

# Path to NSX client certificate file. If specified, the nsx_api_user and
# nsx_api_passsword options will be ignored. This option must be specified
# along with "nsx_api_private_key_file" option.

#nsx_api_cert_file = <None>

# Path to NSX client private key file. If specified, the nsx_api_user and
# nsx_api_passsword options will be ignored. This option must be specified
# along with "nsx_api_cert_file" option.

#nsx_api_private_key_file = <None>

# The time in seconds before aborting a HTTP connection to a NSX manager.
# (integer value)
#http_timeout = 10

# The time in seconds before aborting a HTTP read response from a NSX manager.
# (integer value)

#http_read_timeout = 180

# Maximum number of times to retry a HTTP connection. (integer value)
#http_retries = 3

# Maximum concurrent connections to each NSX manager. (integer value)
#concurrent_connections = 10

# The amount of time in seconds to wait before ensuring connectivity to the NSX
# manager if no manager connection has been used. (integer value)

#conn_idle_timeout = 10

# Number of times a HTTP redirect should be followed. (integer value)
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#redirects = 2

# Maximum number of times to retry API requests upon stale revision errors.
# (integer value)
#retries = 10

Subnet prefix of IP block. IP block will be retrieved from NSX API and
recognised by tag 'cluster'.
Prefix should be less than 31, as two addresses(the first and last addresses)

* H B R

need to be network address and broadcast address.

# The prefix is fixed after the first subnet is created. It can be changed only
# if there is no subnets in IP block.

#subnet_prefix = 24

# Indicates whether distributed firewall DENY rules are logged.
#log_dropped_traffic = False

# Option to use native loadbalancer support.
#use_native_loadbalancer = False

# Used when ingress class annotation is missing

# if set to true, the ingress will be handled by nsx 1bs

# otherwise will be handled by 3rd party ingress controller (e.g. nginx)
#default_ingress_class_nsx = True

# Path to the default certificate file for HTTPS load balancing
#1b_default_cert_path = <None>

# Path to the private key file for default certificate for HTTPS load balancing
#1b_priv_key_path = <None>

# Option to set load balancing algorithm in load balancer pool object.
# Available choices are

# ROUND_ROBIN/LEAST_CONNECTION/IP_HASH/WEIGHTED_ROUND_ROBIN
#pool_algorithm = "ROUND_ROBIN'

# Option to set load balancer service size. Available choices are

# SMALL/MEDIUM/LARGE.

# MEDIUM Edge VM (4 vCPU, 8GB) only supports SMALL LB.

# LARGE Edge VM (8 vCPU, 16GB) only supports MEDIUM and SMALL LB.

# Bare Metal Edge (IvyBridge, 2 socket, 128GB) supports LARGE, MEDIUM and
# SMALL LB

#service_size = 'SMALL'

# Choice of persistence type for ingress traffic through L7 Loadbalancer.
# Accepted values:

# 'cookie'

# 'source_ip'

#17_persistence = <None>

# Choice of persistence type for ingress traffic through L4 Loadbalancer.
# Accepted values:

# 'source_ip'

#14_persistence = <None>
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# Name or UUID of the tier® router that project tierl routers connect to
#tierO_router = <None>

# Name or UUID of the NSX overlay transport zone that will be used for creating
# logical switches for container networking. It must refer to an existing

# transport zone on NSX and every hypervisor that hosts the Kubernetes

# node VMs must join this transport zone

#overlay_tz = <None>

# Name or UUID of the NSX 1b service that can be attached by virtual servers
#1b_service = <None>

# Name or UUID of the container ip blocks that will be used for creating
# subnets. If name, it must be unique
#container_ip_blocks = <None>

# Name or UUID of the container ip blocks that will be used for creating

# subnets for no-SNAT projects. If specified, no-SNAT projects will use these
# ip blocks ONLY. Otherwise they will use container_ip_blocks
#no_snat_ip_blocks = <None>

# Name or UUID of the external ip pools that will be used for allocating IP
# addresses which will be used for translating container IPs via SNAT rules
#external_ip_pools = <None>

# Name or UUID of the external ip pools that will be used for allocating IP
# addresses for exposing LoadBalancer type service and ingress
#external_ip_pools_lb = <None>

# Firewall sections for this cluster will be created below this mark section
#top_firewall_section_marker = <None>

# Firewall sections for this cluster will be created above this mark section
#bottom_firewall_section_marker = <None>

# Option to enabling error reporting through NSXError CRD
#enable_nsx_err_crd = False

# Option for user to define the maximum allowed virtual servers to be created
# for Service of type LoadBalancer in the cluster. The value should be an

# integer greater than zero.
# max_allowed_virtual_servers = <1000>

£ NCP pod ®i#£# PEM %% A5 RYiE B FnFA%A

WEREA PEM ZihSifut AL EH, A LASERT yaml SCEEH NCP pod & X PAE NCP pod Hif:4 TLS

w1

1 NUEPFRAA A TLS %4,

kubectl create secret tls SECRET_NAME —-cert=/path/to/tls.crt ——key=/path/to/tls.key
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2 H NCP pod iz yaml LAfE NCP pod MJEHURHZE PIFERC S
spec:

containers:
- name: nsx-ncp

volumeMounts:

- name: nsx-cert
mountPath: /etc/nsx-ujo/nsx-cert
readOnly: true
volumes:

— name: nsx-cert
secret:
secretName: SECRET_NAME

3 7F yaml XAEH T nsx_v3 1% nsx_api_cert_file fll nsx_api_private_key_file,

nsx_api_cert_file = /etc/nsx-ujo/nsx-cert/tls.crt
nsx_api_private_key_file = /etc/nsx-ujo/nsx-cert/tls.key

£ NCP pod HE#EF 4
IR S RGP B — N uE R, AT LA H NCP pod MFEVALE NCP pod HE# iz s .
Bilan,

spec:

containers:
— name: nsx-ncp

volumeMounts:

- name: nsx-cert
# Mount path must match nsx_v3 option "nsx_api_cert_file"
mountPath: /etc/nsx-ujo/nsx_cert
— name: nsx-priv-key
# Mount path must match nsx_v3 option "nsx_api_private_key_file"
mountPath: /etc/nsx-ujo/nsx_priv_key
volumes:

- name: nsx-cert
hostPath:
path: <host-filesystem-cert-path>
— name: nsx-priv-key
hostPath:
path: <host-filesystem-priv-key-path>
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AL & syslog

A DLIE A #hiEST syslog fRER (411 rsyslog 2k syslog-ng) , DL H G M NCP FIFHE 4 & 15 E)
syslog R 55+% .

FEEFVL N 5. 45< Kubernetes HH H &0 RIS B, 1520 https://kubernetes.io/docs/
concepts/cluster-administration/logging,

m  OIE—HE NCP Bk nsx-node-agent pod Hiz1T11Y sidecar Ao
(RN s T4 DaemonSet FIAL,
T FEfEH sidecar &wEs 5N, JoiEf NSX CNI A H S L2 3] syslog k5w, R iZdEfATE pod
H1izT,
A syslog I sidecar &35
AT PLN syslog it B —A> sidecar A%%, PIFES NCP AN pod HiafT, LRI syslog fRFHI
1%} example/rsyslog.
HB
1 BB NCP A NSX 5 i RPN fh
TE NCP FI NSX 5 i AREERY yaml 3L, % log_dir 280 fs e B & . B,

[DEFAULT]
log_dir = /var/log/nsx-ujo/

spec:

containers:
- name: nsx-ncp

volumeMounts:
— name: nsx-ujo-log-dir
# Mount path must match [DEFAULT] option "log_dir"
mountPath: /var/log/nsx-ujo
volumes:

— name: nsx-ujo-log-dir
hostPath:
path: /var/log/nsx-ujo

AP Tog_file VAR H EE 2 BRIAEHR A nep.log. nsx_node_agent.log #/l
nsx_kube_proxy.log. WIS log_dir BEliitE N /var/log/nsx—ujo VAN, 61 H—>
hostPath %k emptyDir &I HEAEIARN 1 pod A,
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2 R ENURRAAAE H AT TP nsx=ncp B\,
a 1Tl a4,

mkdir -p <host-filesystem-log-dir-path>
chmod +w <host-filesystem-log-dir-path>

b I nsx—ncp SEE AR TNCY 777,
useradd -s /bin/bash nsx-ncp
chown nsx-ncp:nsx-ncp <host-filesystem-log-dir-path>

or
chmod 777 <host-filesystem-log-dir-path>

3 f£ NCP pod [RE yaml X#FHr, h syslog #si—4~ ConfigMap. f41l4,

kind: ConfigMap

metadata:
name: rsyslog-config
labels:
version: vl
data:
ncp.conf:

module(load="imfile")

ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.example.com"
Port="514")

stop

input(type="imfile"
File="/var/log/nsx-ujo/ncp.log"
Tag="ncp"
Ruleset="remote"

4 {f NCP pod [ yaml X, FI0 rsyslog A s AN 194, rsyslog A PALE b2 Heic 45
FHMH A A ZE A . i,

spec:
containers:
— name: nsx-ncp

— name: rsyslog

image: example/rsyslog

imagePullPolicy: IfNotPresent

volumeMounts:

— name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true

— name: nsx-ujo-log-dir
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mountPath: /var/log/nsx-ujo
volumes:

- name: rsyslog-config-volume
configMap:
name: rsyslog-config
— name: nsx-ujo-log-dir
hostPath:
path: <host-filesystem-log-dir-path>

A syslog fll& DaemonSet Bz

ATDAE FZ 7 R M T NCP AR H . BN IR B o i sk B stderr CBRIMEAD o AR
W FME4E syslog FRERILG: A example/rsyslog.

EZ S

1 I DaemonSet yaml SZf. 4,

apiVersion: vl
kind: ConfigMap
metadata:
name: rsyslog-config
labels:
version: vl
data:
nsx—ncp.conf:
module(load="imfile")

ruleset(name="remote") {
if $msg contains 'nsx-container' then
action(type="omfwd"
Protocol="tcp"
Target="nsx.example.com"
Port="514")

stop

input (type="imfile"
File="/var/log/containers/nsx-node-agent-*.log"
Tag="nsx-node-agent"
Ruleset="remote")

input (type="imfile"
File="/var/log/containers/nsx-ncp-*.1log"
Tag="nsx-ncp"
Ruleset="remote")

input (type="imfile"
File="/var/log/syslog"
Tag="nsx-cni"
Ruleset="remote")
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# rsyslog DaemonSet
apiVersion: extensions/vlbetal
kind: DaemonSet
metadata:
name: rsyslog
labels:
component: rsyslog
version: vl
spec:
template:
metadata:
labels:
component: rsyslog
version: vl
spec:
hostNetwork: true
containers:
- name: rsyslog
image: example/rsyslog
imagePullPolicy: IfNotPresent
volumeMounts:
- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
- name: log-volume
mountPath: /var/log
— name: container-volume

mountPath: /var/lib/docker/containers

volumes:
- name: rsyslog-config-volume
configMap:
name: rsyslog-config
— name: log-volume
hostPath:
path: /var/log
- name: container-volume
hostPath:

path: /var/lib/docker/containers

2 ()@ DaemonSet,

kubectl apply —-f <daemonset yaml file>

. BEE7E Sidecar B HIE1THI B E£ #7010 Syslog

DA T i R UEIH Qe il 24 sidecar A asFHisf 10 H G A syslog.

Bl BEBRMEE BT

R E (ERRET R el HE

mkdir /var/log/nsx-ujo

K, IR E O 1D 2 1000 AR T

chown localadmin:localadmin /var/log/nsx-ujo
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m £ /var/log/nsx-ujo FRffTA ™0 ERCT H Sk,

cat <<EOF > /etc/logrotate.d/nsx-ujo
/var/log/nsx-ujo/*.log {

copytruncate

daily

size 106M

rotate 4

delaycompress

compress

notifempty

missingok

EOF

B NCP E#Hli=H 35
m  Jy NCP GI# nep.ini SXff

cat <<EOF > /tmp/ncp.ini
[DEFAULT]

log_dir = /var/log/nsx-ujo

[coe]

cluster = k8s-cll

[k8s]

apiserver_host_ip = 10.114.209.77
apiserver_host_port = 6443
ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token
insecure = True

ingress_mode = nat

[nsx_v3]

nsx_api_user = admin
nsx_api_password = Passwordl!
nsx_api_managers = 10.114.209.68
insecure = True

subnet_prefix = 29
[nsx_node_agent]

[nsx_kube_proxy]

ovs_uplink_port = ens192

EOF

w L ini SCHGIERC B .

kubectl create configmap nsx-ncp-config-with-logging ——from-file=/tmp/ncp.ini
s (O NCP rsyslog fil B .

cat <<EOF > /tmp/nsx-ncp-rsyslog.conf

# yaml template for NCP ReplicationController

# Correct kubernetes API and NSX API parameters, and NCP Docker image

# must be specified.

apiVersion: vl
kind: ConfigMap
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metadata:
name: rsyslog-config
labels:
version: vl
data:
ncp.conf:
module(load="1imfile")

ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.licf.vmware.com"
Port="514")

stop

input(type="imfile"
File="/var/log/nsx-ujo/ncp.log"
Tag="ncp"
Ruleset="remote")
EOF

LIS S S R [tV F € R o
kubectl create -f /tmp/nsx-ncp-rsyslog.conf

m  {i]f] rsyslog sidecar fil@d NCP & fil#zifl#,

cat <<EOF > /tmp/ncp-rc-with-logging.yml
# Replication Controller yaml for NCP
apiVersion: vl
kind: ReplicationController
metadata:
# VMware NSX Container Plugin
name: nsx-ncp
labels:
tier: nsx-networking
component: nsx-ncp
version: vl
spec:
# Active-Active/Active-Standby is not supported in current release.
# so replica *must be* 1.
replicas: 1
template:
metadata:
labels:
tier: nsx-networking
component: nsx-ncp
version: vl
spec:
# NCP shares the host management network.
hostNetwork: true
nodeSelector:
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kubernetes.io/hostname: k8s-master
tolerations:
- key: "node-role.kubernetes.io/master"
operator: "Exists"
effect: "NoSchedule"
containers:
- name: nsx-ncp

# Docker image for NCP

image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx—-ncp:ob-6236425

imagePullPolicy: IfNotPresent

readinessProbe:
exec:
command:
- cat
- /tmp/ncp_ready
initialDelaySeconds: 5
periodSeconds: 5
failureThreshold: 5
securityContext:
capabilities:
add:
— NET_ADMIN
— SYS_ADMIN
— SYS_PTRACE
— DAC_READ_SEARCH
volumeMounts:

- name: config-volume
# NCP expects ncp.ini is present in /etc/nsx-ujo
mountPath: /etc/nsx-ujo

- name: log-volume
mountPath: /var/log/nsx-ujo

— name: rsyslog

image: jumanjiman/rsyslog

imagePullPolicy: IfNotPresent

volumeMounts:

- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true

- name: log-volume
mountPath: /var/log/nsx-ujo

volumes:
- name: config-volume

# ConfigMap nsx-ncp-config is expected to supply ncp.ini

configMap:
name: nsx-ncp-config-with-logging

- name: rsyslog-config-volume
configMap:
name: rsyslog-config
- name: log-volume

hostPath:

path: /var/log/nsx-ujo/
EOF
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w T EIAE B NCP,

kubectl apply -f /tmp/ncp-rc-with-logging.yml

B NSX T X2 DaemonSet
n ARG rsyslog i .

cat <<EOF > /tmp/nsx-node-agent-rsyslog.conf
# yaml template for NCP ReplicationController
# Correct kubernetes API and NSX API parameters, and NCP Docker image
# must be specified.
apiVersion: vl
kind: ConfigMap
metadata:

name: rsyslog-config-node-agent

labels:

version: vl

data:
ncp.conf:
module(load="1imfile")
ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.licf.vmware.com"
Port="514")
stop
}
input(type="imfile"
File="/var/log/nsx-ujo/nsx_kube_proxy.log"
Tag="nsx_kube_proxy"
Ruleset="remote")
input(type="imfile"
File="/var/log/nsx-ujo/nsx_node_agent.log"
Tag="nsx_node_agent"
Ruleset="remote")
EOF

s BT FRIEN G configmap.
kubectl create -f /tmp/nsx-node-agent-rsyslog.conf

s f#i/f] configmap sidecar 6l DaemonSet,

cat <<EOF > /tmp/nsx-node-agent-rsyslog.yml
# nsx—-node-agent DaemonSet
apiVersion: extensions/vlbetal
kind: DaemonSet
metadata:
name: nsx-node-agent
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labels:
tier: nsx-networking
component: nsx-node-agent
version: vl
spec:
template:
metadata:
annotations:
container.apparmor.security.beta.kubernetes.io/nsx-node-agent: localhost/node-agent-—
apparmor
labels:
tier: nsx-networking
component: nsx-node-agent
version: vl
spec:
hostNetwork: true
tolerations:
- key: "node-role.kubernetes.io/master"
operator: "Exists"
effect: "NoSchedule"
containers:
— name: nsx-node-agent
# Docker image for NCP
image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx—-ncp:ob-6236425
imagePullPolicy: IfNotPresent
# override NCP image entrypoint
command: ["nsx_node_agent"]
livenessProbe:
exec:
command:
- /bin/sh
- —C
- ps aux | grep [n]sx_node_agent
initialDelaySeconds: 5
periodSeconds: 5
securityContext:
capabilities:
add:
— NET_ADMIN
— SYS_ADMIN
— SYS_PTRACE
— DAC_READ_SEARCH
volumeMounts:
# ncp.ini
- name: config-volume
mountPath: /etc/nsx-ujo
# mount openvswitch dir
— name: openvswitch
mountPath: /var/run/openvswitch
# mount CNI socket path
— name: cni-sock
mountPath: /var/run/nsx-ujo
# mount container namespace
— name: netns
mountPath: /var/run/netns

VMware, Inc. 40



1% T Kubernetes #il Cloud Foundry [ NSX Container Plug-in - 2R Hi R

# mount host proc

- name: proc
mountPath: /host/proc
readOnly: true

- name: log-volume
mountPath: /var/log/nsx-ujo

— name: nsx-kube-proxy

# Docker image for NCP

image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx—-ncp:ob-6236425

imagePullPolicy: IfNotPresent

# override NCP image entrypoint

command: ["nsx_kube_proxy"]

livenessProbe:
exec:
command:
- /bin/sh
- —C
- ps aux | grep [n]sx_kube_proxy
initialDelaySeconds: 5
periodSeconds: 5
securityContext:
capabilities:
add:
— NET_ADMIN
— SYS_ADMIN
— SYS_PTRACE
— DAC_READ_SEARCH
volumeMounts:

# ncp.ini

- name: config-volume
mountPath: /etc/nsx-ujo

# mount openvswitch dir

— name: openvswitch
mountPath: /var/run/openvswitch

- name: log-volume
mountPath: /var/log/nsx-ujo

— name: rsyslog

image: jumanjiman/rsyslog

imagePullPolicy: IfNotPresent

volumeMounts:

- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true

- name: log-volume
mountPath: /var/log/nsx-ujo

volumes:
- name: config-volume

configMap:

name: nsx-ncp-config-with-logging
- name: cni-sock

hostPath:

path: /var/run/nsx-ujo
— name: netns

hostPath:

path: /var/run/netns
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- name: proc
hostPath:
path: /proc
— name: openvswitch
hostPath:
path: /var/run/openvswitch
- name: rsyslog-config-volume
configMap:
name: rsyslog-config-node-agent
— name: log-volume
hostPath:
path: /var/log/nsx-ujo/
EOF

s ()4 DaemonSet,

kubectl apply -f /tmp/nsx-node-agent-rsyslog.yml

= ==
ZEFEEFEmM
TEEE NCP I, 155 ARG EDLE T Kubernetes Fl NSX-T Data Center ¥115,

# NCP BRI T IR T A EIEAT

NCP 4[] NSX-T Data Center &, NGRS LR E IEERIAAS T b His T @n] DA
FHAIR AR T e X e . RE, NBZARZ ) nodeSelector v T- NCP ReplicationController #i
. B,

nodeSelector:
nsx-infra: True

Rl PAEE AL Canscliett) DL pod 0 FR4a 1 5. AARIF4IEE, 1S https://kubernetes.io/
docs/concepts/configuration/assign-pod-node,

% Docker 5| Z 2 H#HH

Docker EMIRA 4000 o > F B REDAR X 2L BT o

B IFRZEER B0 NET_ADMIN #1 NET_RAW IhéE

K F T REA AT Linux ZfE NET_ADMIN FlI NET_RAW DIBEIR pod 4R, AR AZ2E A2 AEITIN 2
FEHIX PN IHRE . BRINEDL T, NS IRFAUE#% T NET_ADMIN ZHRE. 4R pod MVEII#E 1% 1)
i, HREH AR WEAES, 1S/ KON, W AZETNERS, EERFITET
SecurityContext Bt & _FRYFF HLIAEYIZ T HEE NET_RAW LAZEH] NET_RAW. {4,

securityContext:
capabilities:
drop:
- NET_RAW
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ETRBHNEET

Kubernetes (i HZE T Myl (RBAC) API FEEI/EHREAHE, Mifi e VF & B el SR B okl .
FTEAE R, 1S https://kubernetes.io/docs/admin/authorization/rbac,

A, FERAEE DURME - A T RIS AR P o N P RIIR SIS A E IR U T AR 1
e/ IR o

FEREEHILA R e

» KR4S Kubernetes API 5 RIFR G A7 2 E 111 pod.

= K4 NCP ConfigMap #11 NSX API & ik 4511 TLS 2841015 AP I NCP pod.
AT Kubernetes 4% API 1) pod JE TiZ 25151

33

m I Kubernetes RBAC I A EMEE pod HALVS M Kubernetes API,

NCP pod H&i RBAC R HE&

fiiJT] ServiceAccount @i NCP pod, Mz i1 —4lm/ M. 1o, A vriith pod ok
ReplicationController 5[] ConfigMap 1 TLS 4], ‘& i&fFl NCP ReplicationController Fl NSX
AR

PA R 7B T @il NCP fa7E M (R f tadhe :

# Create a ServiceAccount for NCP namespace
apiVersion: vl
kind: ServiceAccount
metadata:
name: ncp-svc-account
namespace: nsx-system

# Create ClusterRole for NCP
kind: ClusterRole
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ncp-cluster-role
rules:
— apiGroups:
- extensions
- networking.k8s.1io
resources:
- deployments
- endpoints
- pods
- pods/log
- namespaces
- networkpolicies
# Move 'nodes' to ncp-patch-role when hyperbus is disabled.
- nodes
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- replicationcontrollers
# Remove 'secrets' if not using Native Load Balancer.
- secrets
verbs:
- get
- watch
- list

# Create ClusterRole for NCP to edit resources
kind: ClusterRole
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ncp-patch-role
rules:
— apiGroups:
— extensions
resources:
- ingresses
- services
verbs:
- get
— watch
- list
— update
— patch
— apiGroups:
— extensions
resources:
— ingresses/status
— services/status
verbs:
- replace
— update
— patch

# Bind ServiceAccount created for NCP to its ClusterRole
kind: ClusterRoleBinding
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:

name: ncp-cluster-role-binding

roleRef:

# Comment out the apiGroup while using OpenShift
apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: ncp-cluster-role
subjects:

— kind: ServiceAccount

name: ncp-svc-—account
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namespace: nsx-system

# Bind ServiceAccount created for NCP to the patch ClusterRole
kind: ClusterRoleBinding
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ncp-patch-role-binding
roleRef:
# Comment out the apiGroup while using OpenShift
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: ncp-patch-role
subjects:
— kind: ServiceAccount
name: ncp-svc-—account
namespace: nsx-system

# AR5 Kubernetes API iR &5 #5 IR pod #BATLAVI R H] Kubernetes API 2y NSX-T Data
Center & P BAFAHXT QIR TLS 8. [FIFE, EAH RS P 01E pod I, RHAEARIFI @y 425
(Al 8 Bl R IR S5t ™, X2 F shiEE A PATIA] Kubernetes APL, A,  WAZIVEE XS 1 e A B
VIR T EA I pod.

BXREEMEZRFENIRT
LB S BL A, E20E — B

NSX-T Data Center #xic PRl
FRICA I, NSX-T Data Center #5104 NFR
w YU 128 ANERFRR D,
»  FRicEAT 256 NERFIRA,
NG T 30 Mrid.
14 Kubernetes &k OpenShift 7B H%] NSX-T Data Center JEEAIbRIC, I EE PRGN, XL
HIRTRE 2 FECHILRE . BN, anREEFR S T A s 1, b s T ks, mraec
Rt rBRWNASENE 2SI PN PR boba e = aa =Rdes =X i S| NEARR I 2 ATl i 420 8
Aic B o 2% 5K &
DL S el HIFRAS B Rl B pod Bln 4251l
NCP {45 5 S Rr 5 Kubernetes g (it Sche—Ff, I HEURT Kubernetes A
m  Kubernetes 111 - HLUFREPL PRI e s
m podSelector: FJePROIHMILFE 1)y & 23 MIFRIATA pod.
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m  namespaceSelector: WPy #2350,

= podSelector fll namespaceSelector: HZEF: namespaceSelector B [y #4723 (A HIRT A
pod,

m  ipBlockSelector: %I ipBlockSelector 5 namespaceSelector uf podSelector #515f#

1, P24 SR I3k, ipBlockSelector AAZIUFRMA A TSRS HIEHT

m  Kubernetes 1.10 - RIZESEME RN 1) i 2 L BEU S namespaceSelector, podSelector I
ipBlock I — i,

Kubernetes API JIRS5 w5 AN P4 SIS e A TI0UE . P RAGITEECEU 25 SRl . NCP B gt IS 25 5

Mo QSR B LR SR DA AT 38, NCP A SACERZ & Sl . AR iz A 2 S, AR5 5 FH A 250

HVCEF 1
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1£ Pivotal Cloud Foundry IMERZ
3 NCP

I

Pivotal Cloud Foundry (PCF) J& R4 BIIRSS (platform-as-a-service, PaaS) feftfe 7. I PALE
PCF IR 223 NSX Container Plug-in PIFEHERIZE IR S .

Mt Pivotal Ops Manager QRN AU AT B A #5502 3 2R REVS M) NSX-T ThAE.

=TT FIME (High availability, HA) 2205 .

NP TN, TR AN % S AT N TR o R AR R O T R ] R 44
BTN AR Pz, ok e iR Ra s,

KBRS T DUR 32

m  {F Pivotal Cloud Foundry FflEHi225E NCP

1£ Pivotal Cloud Foundry IREHZ2E NCP

NCP 1l Pivotal Ops Manager BT Ak 723k

% Pivotal Ops Manager, NSX-T Data Center #l Pivotal Application Service (PAS). 1ot
2245 Ops Manager, RG24 NSX-T Data Center, fxfiZe%E PAS, HICHEAMEE, 152 W Pivotal
Cloud Foundry (k%

EZ

1 N PCF [l NCP L3

AR VMware-NSX-T. <version>.<build>.pivotal,

PUVEHE 51 S8 5% 7 Pivotal Ops Manager.

T N

i Rl N S DY

il Ops Manager Director for VMware vSphere [E¥r5,

7t vCenter BLE R B LI K, 68t NSX W%, X1 NSX B, %68 NSX-T.

7£ NSX CA TEH 7B, 14t PEM A iE+ .

N o u »~» W N
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8 HLlifRfT.

9 RlA FAMZRESERIR AR 2SR
10 i Pivotal Application Service X5,
M ERESRI R, EESUE RS TP IRI
12 {EEZMEEOREE T, LN,

13 H /0 F AR RSERARVA R 0 2 (SR AR
14 PlfRAT.

15 Fli 2 AR SERAR AR [ B R AR
16 Hii; VMware NSX-T K75,

17 4\ NSX Manager [{tbil-,

18 UL NSX Manager S35l ik,

BT e
Z PRI SRR HHIE NSX Manager FIUE- BT H,
R H P 2B TR B HB%IE JL{E NSX Manager &5 51T P 21D,

19 7 NSX Manager CA IF B, Ak,
20 HhfRAT.

21 {ESME s ke NCP,

22 i\ PAS Foundation Z#x.

IR ERME—H bR NSX API HI PAS foundation. IV F4FHA HI/E NCP 4 PAS foundation 4]
TR NSX FHRAY A FR BT

23 M NBEEMISERXIE,
24 i\ Tier-0 BH7S.
25 FE—ERE BN P B,
a AN,
b N PG, ATLUEHIN IP B, el DUEIAT 1P B,
c  PUEITHT IP B DL CIDR #UHRE R, a0 10.1.0.0/16.
26 FEEA AT MAITTEE

27 il EEE ML R SNAT LUS ] SNAT,
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28 fRE A EE AT HAMSREING (NAT) IP LR 1P i,
a BERN.
b HINIPHZFR. FTLUEHI 1P b, il DUZIA 1P i,
c  DUEHITHET IP bl St CIDR AP JEFIHRE IP Mk,

29 (WIgE) i NTRESRS KR .

30 (AIE) AN JREBR KX AR o

31 (W) A AR el

B B
WREFMDHEFRR CAET. AR, TR T T 7t
b NCP RSB R 3] B

32 HlifRAE.

33 (H[R) 7ESMUE AR PkEE NSX 5 A AREE.
a  BEh NSX 5 S AREE S FIRR SN B g s Ur TR S0 H s %
b LR

34 REA PR FAERIR AR ESRAR

35 FULRAER.
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AE I

NSX-T Data Center 11#i¥firrs 5 Kubernetes fE5k .
ARFEFHE T AN 38
C I Rk R3] )

5 Ingress #5HllEE

il & A E &
I A BT M Kubernetes LoadBalancer IR %55k Ingress DA N NCP &l isihlze,

AT PLIE G 26l LoadBalancer [ Kubernetes IRZSGIEEEE 4 Eaafires, WA Kubernetes
Ingress TR GIELLS 7 IR0 H b flires

FIE NCP it e 01 2501, 157E nep—rc.yml SCAFHT:
1 1% use_native_loadbalancer = True,

2 (%) ¥ pool_algorithm i ROUND_ROBIN = LEAST_CONNECTION/IP_HASH, ZRiAfii)
ROUND_ROBIN.,

3 (A ¥ service_size &'l SMALL. MEDIUM ok LARGE. ERiAEil SMALL.,
LEAST_CONNECTION/IP_HASH Fiiik sk 50 F [Fl—JR 1P Hbhk i gm b gl A& 26 BIAHIHI A i pod,
A FARFIIING NSX-T AT L AR B, 2 0 (NSX-T Data Center #HE/# ) .

B BRI, JCEE il B SR S B R O, (He L@ NSX Manager Ul 5
APl FEITHIER
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RESE 4 BNE 7 EAfHENEAE

AIPAAE NCP ConfigMap Hi{i#i 11534 14_persistence #11 17_persistence F&ERFAME A E . 7 T4
HEE 4 ERAMERETUANIR 1P, P HIT R E 2R 7 ERFAMEIIETUR cookie FNIE 1P, ERIMESH <None>.
B,

# Choice of persistence type for ingress traffic through L7 Loadbalancer.
# Accepted values:

# 'cookie'

# 'source_ip'

17_persistence = cookie

# Choice of persistence type for ingress traffic through L4 Loadbalancer.
# Accepted values:

# 'source_ip'

14_persistence = source_ip

VMware, Inc.
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X1 Kubernetes LoadBalancer k55, GURAN T4 /m5 4 EReANE (B 14_persistence ¥
<None>) , L DATERRSSHIIE F455E sessionAffinity DARCEIRSSHAMAT . ani
14_persistence %%} source_ip, A PU RS HIVE LY sessionAffinity HE X ARSSEF AN
o BRAZE 4 ER A5 10800 Fb, 5 Kubernetes Y (https://kubernetes.io/docs/concepts/
services-networking/service) FIEE IR FSHBINAHE . BA ERIARF AV R A Tk 556458 FIARIRT
NSX-T ST AMERL EESCF o FR B JEBRIARE A MR N R IR 35 QU8 L TR BC S0

AR Ingress MJEum/k S5 10MR S5 N LoadBalancer, NZARSSIZE 4 EERIRSS#5F1 Ingress 1)
87 EEMIRS ARG AR AR, B, T2 4 )2, R source_ip, fix 1287 =,
KH cookie, TEXMZET T, XNARERIRS #RARF AR EH A AAHA (source_ip. cookie B
None) , okFHILHI—/8 None (Jj—MUBE RPN source_ip ok cookie) . NI T ixXFllgm)
— oAl

apiVersion: extensions/vlbetal
kind: Ingress
metadata:
name: cafe-ingress
spec:
rules:
— host: cafe.example.com
http:
paths:
— path: /tea
backend:
serviceName: tea-svc
servicePort: 80
apiVersion: vl
kind: Service
metadata:
name: tea-svc <==== same as the Ingress backend above
labels:
app: tea
spec:
ports:
— port: 80
targetPort: 80
protocol: TCP
name: tcp
selector:
app: tea
type: LoadBalancer

BN

m  NSX-T Data Center /3 045 TLS MIVEAALLAT TLS WVERY Ingress Gl iE—/N8 7 )= 61 8041
7,

» A5 Ingress #EARAF AN 1P Mol
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M nep.ini i [nsx_v3] #%H11) external_ip_pools BEHiHEE AN IP i2h Ingress ZE s Aid
P Husik, B 1P HilEDA N, HTTP 5511 80 1 HTTPS i1 443 |\ T AEIY#E

M ncp.ini [ [nsx_v3] #%H1 external_ip_pools_1b &g E SN IP bl Ingress &G4y
AL IP Hihl. 415 external_ip_pools_1b BEIIAfF7E, MIfFH external_ip_pools fEERIM.
FEI 1P HulEDA K, HTTP 3311 80 Al HTTPS i1 443 AT 0 #bfrss .

T DL s B O T ET 5 NCP RSO ANRIRY 1Pt
TP TLS 8@ BRIAIED . oA mMir B UEBHE:#EE] NCP pod [UE B, 1HEW N,
BAE HTTP BEflRSS 28 Gl 80) FIERALLA TLS #YE/Y Ingress,

BAE HTTPS [BIIIRSS#: (il 443) FIERYTLAT TLS MUY Ingress., T Afiraes 7524 SSL IRSS
BRI E & P SSL s,

WEAR Ingress IBIEIRTFICOC BT, WERFAER ISR Lz % 1EHFEAS Ingress 51H, NPEAE
NSX-T Data Center S ANUET5 . @i MBb: 13 elbR 75| FhZ &SR0 a—A> Ingress,  IEHH]
B 5% R IE TS o

YHRAB IR INEFEEE TLS B KB Ingress, M Ingress 7B t1s %4015, Ingress UK
M HTTPS JEMUIRS s Gl 443) {La) HTTP ERURSSH Gigld 80) o [FIFE, Hf tls B4 INE]
Ingress MVEf5, Ingress MNP HTTP BRIk S =5 Ginll 80) f&4m%l HTTPS Bk S s Gl
443)

QAR FAANEEREN Ingress & XCHPAAAE G N, W20 T EE—AN )
FMER S EAABRIANGRTY Ingress, AVCEMTAT Ingress MU iR i 2 B BRI S o
WMRAFAE LN AR R Ingress, WIHASEUE — NN, ot Ingress ki Boh AR

FEHIEMEGARFRE “ F0 7 FF URIBRCRFERC . fildn, %42 “/coffee/.*” UL “/coffee/”
MIFEREA . — DR TR, a1 “/coffee/” | “/coffee/a” . “/coffee/b” , [HANLHE “/
coffee” . “/coffeecup” B; “/coffeecup/a” .

Ingress M <l

kind: Ingress
metadata:
name: cafe-ingress
spec:
rules:
- http:
paths:
— path: /coffee/.* #Matches /coffee/, /coffee/a but NOT /coffee, /coffeecup, etc.
backend:
serviceName: coffee-svc
servicePort: 80

T DA H AR N2 Ingress BEk i e URL 1iKES . B,
kind: Ingress

metadata:
name: cafe-ingress
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annotations:
ingress.kubernetes.io/rewrite-target: /
spec:
rules:
- host: cafe.example.com
http:
paths:
- path: /tea
backend:
serviceName: tea-svc
servicePort: 80
- path: /coffee
backend:
serviceName: coffee-svc
servicePort: 80

1% /tea Fll /coffee ¥4r URL Kik&mumik s BiESE] /.
s F5 Ingress {1 ¢ kubernetes.io/ingress.allow-http.
n QURTERSRE N false, BN QI HTTPS i,

n IRTERSEE N true sk, CBOIEE HTTP B, AN, 40 Ingress FIFErRAE7E TLS H547,
MPEOIE: HTTPS #i)

SRR NG Ingress i, f8iR4E ) ncp/error. loadbalancer, “54 4 ncp/
warning.loadbalancer, FJEMESAIEEUfE:

m  ncp/error.loadbalancer: DEFAULT_BACKEND_IN_USE

R AR A ERINE G Ingress EA7/E. Ingress R THEGERES . Toite A M TLS, Xt
T4l Ingress i, JAEA—NERNEG. LFRILER, 1SR Ingress H- 6 A IEAAIMTEE
o,

m  ncp/warning.loadbalancer: SECRET_NOT_FOUND

ZHRAOR Ingress VEHHRE IV PIAFAE. Ingress Kb TR aRES . TP e, 1
OB DIE . TR, IR R, ASTE Ingress BRI Az ar IR LR R

m  ncp/warning.loadbalancer: INVALID_INGRESS

MR IRATRIA P2 — 0L, Ingress KA THEREIIRAS . ZRRIbER, 1R Ingress F4f
FHIERROME T 81

s Ingress H 5[ — Kubernetes SR 55— Ingress FNIHZE,
= allow-http AKX N False, H Ingress 547 TLS X1k,
» Ingress HIAHRE host 1 path, 125 Ingress MUNEAT S Ingress ERIAEuiAHR 1 LhEE
U Ingress BRIAS
A4 LoadBalancer HIAR S
m  NSX-T Data Center Kyt Mk 550 HOIE—N56 4 R8T BRIk 5525 A .
m  TCP fl UDP %5 % H¥.
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n  EIRSSHEAT N ME 1P M

» MUl LoadBalancer & X 1) loadBalancerIP 7, K MANIE IP b RSl —A 1P ik,
loadBalancerIP FEA DN ZS, LA 1P #bukuk LA 1P by & Fkek ID. @15 loadBalancerIP 7B
J92s, MM nep.ini i) [nsx_v3] #5111 external_ip_pools_1b WIS E RIS IP b4l
IP, % external_1ip_pools_1b i&TiA{ELE, NHiH] external_ip_pools fg&ith, Bl IP
HiE AR S5 10 F 2SI LoadBalancer IR

w A DL B B I EE B NCP SR BRSO 1P i,
= loadBalancerIP fRiEMY IP f L AFRIC scope: ncp/owner, tag: cluster:<cluster_name>,
ERIENERRINEIRS . $REEN nep/error. Toadbalancer, 7] AEEE IR (U4

m  ncp/error.loadbalancer: IP_POOL_NOT_FOUND

ZHE AT T loadBalancerIP: <nsx—ip-pool>, {H <nsx—ip-pool> A fift. rF5KEALT
A EIRES . BRI R, AR 1P i, SRR MIERH TR GRS o
m  ncp/error.loadbalancer: IP_POOL_EXHAUSTED

2R oIR8 E T loadBalancerIP: <nsx—ip-pools>, {H IP i HPRUH 1P Musik, ARSsEAL Tk
TEEIRAS . BRI s, RS S H IP Btk 1P b, ARSI B ol 8%k 55 .

m  ncp/error.loadbalancer: IP_POOL_NOT_UNIQUE

IEERFRZAS IP b AT loadBalancerIP: <nsx—ip-pool> FEEMI#Fk. rF5HEAL THRG EhR

m  ncp/error.loadbalancer: POOL_ACCESS_DENIED

IR~ 1oadBalancerIP 5 E IP AL A FRIC scope: ncp/owner, tag:
cluster:<cluster_name>, ibricHPEERIEERES Kubernetes TEHH A FAITHL

m  ncp/error.loadbalancer: LB_VIP_CONFLICT
IR R ToadBalancerIP TR IP S5inah 551 1P AHH o IRISRAL ARG Bk
w  CRFABEHRCE 4 ESESR . RSB Kubernetes LoadBalancer IR S5 AMETRE £ 01
REIR G55, I TNSE 4 EAEIERRA S B, Kalmmse 4 20 3dss. NCP dkf

PR A FRE R B R SS 7R I02E 4 EM ARy, BRINEO N, KR HZohhe. Al LAEEAE NCP
ConfigMap H1¥4 14_1b_auto_scaling ¥k false 2T IhfE.

D1 E 18 S A0 P 28 SR BE

BN NSX taiis s i iR 55758 L 2 pod i, Ji IP & Tier-1 sy FATRERSH I 1P Hik. 1t
Mol T% I Tier-1 B2, IEES FEULT CIDR HURILE SIS ES | AN e vFi i e ke s B
IR, AT P25 SR LA Tier-1 % s EATHER IR R 1P Mk 5 7E e VA CIDR B, Z N353 1P
HohlB i oR{E status.loadbalancer.ingress.ip B, J7F Ingress i I G ik (ncp/
internal_ip_for_policy),
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BN, SRR S5 AR ANS 1P HilE 2 4.4.0.5, PNEB Tier-1 B rh eS| 4 TR 5 1R 1P HihkHy
100.64.224.1, MIRAS:

status:
loadBalancer:
ingress:
- ip: 4.4.0.5
- ip: 100.64.224.11

Ingress % iiifil LoadBalancer 28R 45 %5 110718y«
ncp/internal_ip_for_policy: 100.64.224.11

IP #i}i 100.64.224.11 WAJE T- 4% 55414 ipBlock wEi¢#8Hh 4214719 CIDR, f4lt1,

apiVersion: networking.k8s.io/v1l
kind: NetworkPolicy

ingress:
- from:
- ipBlock:
cidr: 100.64.224.11/32

ATHER CA EZIEHHITBIEZA

PA N BASR] 23 B AE A7 AL S <filename>.crt FlT <finename>.key Hiff) CA ZE 4 uE BHIFLH]. genrsa
A A AER CA B4, N CA B TN . AR aes256 Sar 87w N ik,

#!/bin/bash
host="www.example.com"
filename=server

openssl genrsa -out ca.key 4096

openssl req —key ca.key -new -x509 -days 365 -sha256 -extensions v3_ca -out ca.crt -subj "/C=US/ST=CA/
L=Palo Alto/0=0S3/0U=Eng/CN=${host}"

openssl req —out ${filename}.csr -new -newkey rsa:2048 -nodes -keyout ${filename}.key -subj "/C=US/
ST=CA/L=Palo Alto/0=0S3/0U=Eng/CN=${host}"

openssl x509 -req -days 360 —in ${filename}.csr -CA ca.crt -CAkey ca.key -CAcreateserial -out $
{filename}.crt -sha256

B EINE B F0ZEEAFEE Z] NCP Pod H

AR EBRIRLEE, TR E T AP RO E S Jete/nsx—ujo W REUEAS SRR EH S0y 7l iy
4% 1b-default.crt A1 lb-default.key, 54t ncp—rc.yaml PAE ML Rx e 44455 pod
o fEn,

spec:

containers:

— hame: nsx-ncp
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volumeMounts:

- name: lb-default-cert
# Mount path must match nsx_v3 option "lb_default_cert_path"
mountPath: /etc/nsx-ujo/lb-default.crt
- name: lb-priv-key
# Mount path must match nsx_v3 option "lb_priv_key_path"
mountPath: /etc/nsx-ujo/lb-default.key
volumes:

- name: lb-default-cert
hostPath:
path: /etc/nsx-ujo/lb-default.crt
- name: lb-priv-key
hostPath:
path: /etc/nsx-ujo/lb-default.key

#E =7 Ingress =&l 28

HERTLLRS NCP BB SR 25— Ingress J5:4l 7o

REE ncp.ini X

IS S SO /var/veap/data/jobs/nep/xxxxxxxx/config/nep.ini (FLHT xxxxxxxx f&-
BOSH & ID) . % XM R 2 HIE] rootfs, FFEAEERFR NCP FLiiHahi i NCP i H . 123 aaii
FERRAS 1 S B T4

BEEET X nep.ini IO BOASES PKS SRR TR Y . QnRimid PKS A T, ARG T
B PKS E5, S nep. ini i ESCK 4,

AT T nsx_v3 HB0H1,

m use_native_loadbalancer - {114l False, NCP B AALFE2ET L Loadbalancer BT
fil Ingress s ik5S, 1fiACIHTER T, IR B S T3 PKS 220, BRIAELDH True,

m default_ingress_class_nsx - QIH& N True, NCP B HERIA Ingress #5875, FEEALEENT
kubernetes.io/ingress.class: "nsx" JEFH1 Ingress FIAHAEMARTY Ingress, QIR#EE N
False, NCP B{VALFI 4 kubernetes.io/ingress.class: "nsx" B Ingress. ERIAME N
True,

WERPEATEE NCP ol NGINX 45l 58 A a5 0 Bl sl 1P H 12 F 40 1P B0gT Ingress [FARAS, 1A TRA T
TE:
m  fF ncp.ini [ k8s #/H, 1% ingress_mode=nat.

EIDr—rDEl

s BB nep/ingress—controller: "True" ZsJIE] NGINX Ingress 2l @s A .

NCP ¥ffi[I] NGINX Ingress s ifilgs 25 #5177 5 IP ZUFiH7 47 kubernetes.io/ingress.class: "nginx"
TERY Ingress [ARAS . @i default_ingress_class_nsx=False, NCP iffifii[f] NGINX Ingress #i
g A AT 8 1P HUFT AT kubernetes.io/ingress.class iR Ingress fRIRES .
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. Bl NGINX Ingress #5il#s A s 1 ncp/ingress—controller: "True" 7Kg, NCP the¥f -
B Ingress IR HHTN loadBalancer: {}. &, Ingress HIRESFANLL FEIAH: NGINX FZEfil#eK
Ingress JRAF# ) loadBalancer: {ingress: [{ip: <IP>}1}, #R/F NCP X ¥t Ingress IRAH#H N
loadBalancer: {}. Jy /G IR, WEHATIL FPER:

m R Ingress #HilEs K H https://github.com/kubernetes/ingress-nginx,
m  {F Ingress #1725 I, ¥ ingress—class HMCH "nginx" PN A .

QIRTEAETE kubernetes.io/ingress—class: "nginx" TR Ingress, iEERR SO A

EISYIERS
. BEXRAER, 1S https://kubernetes.github.io/ingress-nginx/user-guide/multiple-
ingress,

m W3R Ingress #EfIFEK B https://github.com/nginxinc/kubernetes-ingress,
m  {F Ingress #6188 I, ¥ ingress—class HMCH "nginx" DIANEN A

n RS kubernetes.io/ingress—class: "nginx" 7B Ingress, RSO A
R

m  {F Ingress ZHIREAR |, use—ingress—class—only % True, BCBBHIE s iflRe 5T
N7 kubernetes.io/ingress—class JEFH Ingress,

R EAEL, 1HS ) https://github.com/kubernetes/ingress-nginx/blob/master/docs/
user-guide/multiple-ingress.md,
%5 1: NCP 42 Ingress, EAZEKIA Ingress =Hl5,
T RPL P AR EAE, Lk NCP ARFE nsx 2 Ingress.
T AR ETE S nep.ini 1Y nsx_v3 #9
a ¥4 default_ingress_class_nsx %44 False,
b {* use_native_loadbalancer ¥ & NERIME True.
2 fERAETAE L TEHES NCP, XA[RESSEUL A A1 A b
3 EATEE NCP AMFEMIATAT Ingress 117N kubernetes.io/ingress.class: "nsx" J1FE,

7= 2: NCP 2B Ingress $=#I88,

THHE DL N R R

1 L4 nep.ini, HFTHIREA Ingress KL INIITER

2 T NCP 4 Ingress NI kubernetes.io/ingress.class: "nsx" 715,

RV NCP AL PEANET kubernetes.io/ingress.class TR Ingress, [HAFHATZ ) Ingress il
PRIIEBLN, TR HE R A25IN kubernetes . io/ingress.class B, (AR T-2RIA

B/

Ingress EHillFAT N
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3 HEHZE=TJ5 Ingress R Ingress A XYL Ingress 6 gy IO E I TR

FEEE SAEHPEE NGINX #OMERIA Ingress #2587y, S IiE2) H nginx /E5 NGINX Ingress 4%
HIEs, FiX 2l NGINX BChERIA Ingress iz,

e 3: NCP AR Ingress, MAIEEFRAM,
TP IRDL R i R

T AR FET ARG nep.ini [ nsx_v3 {457,

a P use_native_loadbalancer %} False, default_ingress_class_nsx [M{EIAETCICE
o

2 FEAETA FEHES) NCP, X PJRES SRR A 1 s b,
R, NCP AR, LoadBalancer [1)Il 5%
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DL NSX Manager GUI i@y 41757 (Command Line Interface, CLI) 1 H NSX Container
P|Ug-iﬂo

E AR ERE FHUEANLE ESXi 6.5 FiafT, FHHzEERWLEE vMotion 1FF22) %5 —4~ ESXi 6.5 F-4/L,
MEATERFR AL EASPEMTT S TEHALA RS THL EIO SRR 0] DLs s Jer R 5 B
PEAPE M VNIC SEARIGZINIE, ESXi 6.5 Update 1 ok B A AN S B )

Hyperbus S/ HFRF A VLAN ID 4094 HT PVLAN i, HABEEHBUL 1D, Mg f
VLAN 7128, 15270 VLAN 185432815 VTEP vmknic Bt - E AR VLAN ID.

AREEVHE TPAN F 8

»  DURFEE Kubernetes %5 NSXError FHIE MR KL
w  CIF B2

s CLl@%

BR1FEE Kubernetes &iE NSXError BRI IR{ER

FFHA NSX [FumifaE ™ Kubernetes SRS, Gl MUS 55 K NSXError X%, if
BN R R BN S

ERESL N, ASE I, B, WHE%EE NCP IAE nep.ini HKf enable_nsx_err_crd &4 H
True,

A, TTEIMER NSXError A5,

T 7~ NSXError S R4
m  kubectl get nsxerrors

BTG NSXError B4 .

m  kubectl get nsxerrors -1 error-object-type=<type of resource>

HIIH B 25801 Kubernetes A4 AHIC NSXError X%, filan2s )y services [UA4 .,
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m  kubectl get nsxerrors <nsxerror name> —-o yaml
(7R NSXError M4 HELIE Ho

m  kubectl get svc <service name> —-o yaml | grep nsxerror
SRR S5 K NSXError,

R NSXError SRITEARE BN, AEis e a bl FEEAE . B,

error-object-id: default.svc-1

error-object-name: svc-1

error-object-ns: default

error-object-type: services

message:

- '[2019-01-21 20:25:36]23705: Number of pool members requested exceed LoadBalancerlimit'

TR R, ar#2s iy default, IRFSIIAHA sve-1. Kubernetes BTN services,
FEMIRA, NSXError A4 37 #5 DL Rkt

m  [ITAAE NSX Edge FRH#fl,  EEhSHIBICE 3 BCmsMNG D H-Fias .

w PR UR S AR SR B R GRS A48 o

w PRIk S R o L PR

w PP TRRAR S5 AR bk SRR R 1 01 3P AR IR A NSX Edge PR,

»  {EALH LoadBalancer SRS, 775 IP sk AR

CIF ZE#Rr)iZ im0

CIF (FaefEl) ARy PR FRZ i D R4 o X8 Ol CIF R0 5 o
AL NSX Manager GUI HIAHE CIF &858 s 1,

EIE CIF EEMIZHEHRO

SEIML > ZH# > SO DA GAIra R, 4% CIF ER0Z R . Bl CIF R0 s L%
Bt DA ARG B, @ m s T ST ANR RO Ek: B . TR . e
FROR CAE” o BREARDE > EBEER B oR FATRER S B [ AOAHDGZ R 1] o A A L 1T A TEAH
EE, HES (NSX-T &HIER ) o

Mg lef=TH

DU THESHF CIF 2 Em . AoSxX e THAGTEE R, 1550 (NSX-T &HER )

 RER

R

= [PFIX
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SRR R A AR A i 111 GRE B REIueheis 855, AFaEE, 526 (NSX-T
EHRR ) R T s DB GASIR B ST o HE, ASCRRE RS UL BUT CIF 2 VIF i )
i B8

CLI 5%

THaAT CLIiy4>, 1581 E] NSX Container Plug-in &%, IR 1"20m7Fia1T nsxcli @4,

WRTPAEY M BIsfTPA a2 AR R CLIH T
kubectl exec -it <pod name> nsxcli

% 6-1. T NCP &5 CLI 5%

Bl wd E-323

Peds get ncp-master status 1@ FT- Kubernetes #11 PCF,
R get ncp-nsx status T Kubernetes #ll PCF,
R get ncp-watcher <watcher-name> 1% T T Kubernetes il PCF,
RS get ncp-watchers I H T Kubernetes il PCF,
WA get ncp-k8s-api-server status & HF Kubernetes,

PR check projects {3 T Kubernetes,

PR check project <project-name> {iFE HF Kubernetes,

R get ncp-bbs status i T PCF,

IRZS get ncp-capi status & T PCF,

R get ncp-policy-server status IGET PCF,

oy get project-caches & HF Kubernetes,

7 get project-cache <project-name> & 1T Kubernetes.,
Eyea get namespace-caches V& F T Kubernetes,

oy get namespace-cache <namespace-name> (Wi T Kubernetes,

e get pod-caches {V3E 11T Kubernetes,

Z1T get pod-cache <pod-name> {UiE 11T Kubernetes,

oy get ingress-caches & HF Kubernetes,

ZAT get ingress-cache <ingress-name> {3 T Kubernetes.,

Z1T get ingress-controllers {UiE 11T Kubernetes,

oy get ingress-controller <ingress-controller-name> {3 T Kubernetes,,

e get network-policy-caches 3% 1T Kubernetes,
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£ 6-1. BT NCP BEHH CLI 6% (8D

it d Bix

s get network-policy-cache <pod-name> {iEHT Kubernetes,,

21T get asg-caches {\3E T PCF,

e get asg-cache <asg-ID> & 1 PCF,

s get org-caches & H T PCF,

ST get org-cache <org-ID> {\3E T PCF,

Eryea get space-caches i H+ PCF,

s get space-cache <space-ID> & H T PCF,

ST get app-caches {\3E T PCF,

e get app-cache <app-ID> i I PCF.

s get instance-caches <app-ID> & H T PCF,

A7 get instance-cache <app-ID> <instance-ID> & T PCF,

217 get policy-caches {3 JTIF PCF,,

S get ncp-log file <filename> i#i HT- Kubernetes 1 PCF,
B get ncp-log-level 1% T Kubernetes il PCF,
Y set ncp-log-level <log-level> 1& 1+ Kubernetes #11 PCF.
S get support-bundle file <filename> {iEHT Kubernetes,,

B get node-agent-log file <filename> {U3E 1T+ Kubernetes.

Y get node-agent-log file <filename> <node-name> {Wi&E I+ Kubernetes,

FR6-2. HF NSX TERIEFSBHW CLI &%

ES] w4

RS get node-agent-hyperbus status

e get container-cache <container-name>
e get container-caches

% 6-3. T NSX Kube RIERSEM CLI 4

Eit me
PRAS get ncp-k8s-api-server status
R get kube-proxy-watcher <watcher-name>
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% 6-3. AT NSX Kube REEARZRH CLI < ()

Evi] e
KA get kube-proxy-watchers
RS dump ovs-flows

AT NCP BEIRESHS
B R NCP 3 SRS

get ncp-master status

B

kubenode> get ncp-master status

This instance is not the NCP master

Current NCP Master id is a4h83ehl-b8dd-4e74-c71c-cbb7cc9c4clc
Last master update at Wed Oct 25 22:46:40 2017

m o NCP F1 NSX Manager 2 [A[EREIR A
get ncp-nsx status

ZNIE

kubenode> get ncp-nsx status
NSX Manager status: Healthy

» IR Ingress. @y #75[A]. pod Filllk A M RRE IR A4S

get ncp-watchers
get ncp-watcher <watcher-name>

/J;@U:

kubenode> get ncp-watchers
pod:

Average event processing time: 1145 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

namespace:
Average event processing time: 68 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
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Total events processed since watcher thread created: 2
Total watcher recycle count: 0

Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

ingress:
Average event processing time: 0 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 0 (in past 3600-sec window)
Total events processed by current watcher: 0
Total events processed since watcher thread created: 0
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

service:
Average event processing time: 3 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

kubenode> get ncp-watcher pod
Average event processing time: 1174 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:47:35 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:47:35 PST
Watcher thread status: Up

= 7R NCP fll Kubernetes API IR 5575 2 [RIERAIR S
get ncp-k8s-api-server status
aNVIE

kubenode> get ncp-k8s-api-server status
Kubernetes ApiServer status: Healthy

RENTAIH R ESTH

check projects
check project <project—name>

Pl

kubenode> check projects
default:
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Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 40a6829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

nsl:
Router 8accc9cd-9883-45f6-81b3-0d1fb2583180 is missing

kubenode> check project default

Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 40a6829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

= KA NCP Il PCF BBS > lfKIEREIRAS
get ncp-bbs status
ENVE

node> get ncp-bbs status
BBS Server status: Healthy

m 7 NCP il PCF CAPI 2 [al[KERERAS
get ncp-capi status
il

node> get ncp-capi status
CAPI Server status: Healthy

m 7 NCP A1 PCF M8k 55 v 2 IR
get ncp-policy-server status
d§T§m

node> get ncp-bbs status
Policy Server status: Healthy

AT NCP BRENEHFHT

n BRI H ey 45 I A7
get project-cache <project-name>
get project-caches

get namespace-cache <namespace-name>
get namespace-caches

AR
kubenode> get project-caches
default:

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
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id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24

subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd1l5ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:
id: 6111a99a-6e06-4faa-al31-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get project-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kubenode> get namespace-caches
default:

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180

logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd1l5ce751

testns:
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ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:

ns: myns

project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:

id: 6111a99a-6e06-4faa-al31-649f10f7c815

ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d

subnet: 50.0.2.0/24

subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get namespace-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:

id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24

subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

n  KHL pod M ERZE(E

get pod-
get pod-

B

cache <pod-name>
caches

kubenode> get pod-caches

nsx.

nsx.

VMware, Inc.

default.nginx-rc-uq2lv:
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:

app: nginx
mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlan: 1

testns.web-pod-1:

cif_id: cel34f21-6be5-43fe-afbf-aaca8cO6b5cf
gateway_ip: 50.0.2.1

host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 3180b521-270e-11e8-ab42-005056b198fb
ingress_controller: False

ip: 50.0.2.3/24

labels:
app: nginx-—new
role: db

tier: cache

68



1% T Kubernetes #il Cloud Foundry [ NSX Container Plug-in - 2R Hi R

mac: 02:50:56:00:20:02
port_id: 81bc2b8e-d902-4cad-9fcl-aabdc32ecaf8
vlan: 3

kubenode> get pod-cache nsx.default.nginx-rc-ug2lv
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:

app: nginx

mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlian: 1

s SREUFA Ingress 5475 & Ingress 2547

get ingress caches
get ingress—cache <ingress—-name>

)

kubenode> get ingress-caches
nsx.default.cafe-ingress:
ext_pool_id: cc02db70-539a-4934-a938-5b851b3e485b
lb_virtual_server:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
lb_service_id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-http
type: http
lb_virtual_server_ip: 5.5.0.2
name: cafe-ingress
rules:
host: cafe.example.com
http:
paths:
path: /coffee
backend:
serviceName: coffee-svc
servicePort: 80
1lb_rule:
id: 4bclébdd-abd9-47fb-a09e-21e58b2131c3
name: dgo2-default-cafe-ingress/coffee

kubenode> get ingress-cache nsx.default.cafe-ingress
ext_pool_id: cc02db70-539a-4934-a938-5b851b3e485b
lb_virtual_server:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
lb_service_id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-http
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type: http
1b_virtual_server_ip: 5.5.0.2
name: cafe-ingress
rules:
host: cafe.example.com
http:
paths:
path: /coffee
backend:
serviceName: coffee-svc
servicePort: 80
lb_rule:
id: 4bclébdd-abd9-47fb-a09e-21e58b2131c3
name: dgo2-default-cafe-ingress/coffee

w RIS Ingress I HIRRERFE Ingress 5 HlaeiUE R, WITC AR HIRS

get ingress controllers
get ingress—-controller <ingress—-controller—-name>

P

kubenode> get ingress-controllers
native-load-balancer:
ingress_virtual_server:
http:
default_backend_tags:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
pool_id: None
https_terminated:
default_backend_tags:
id: 293282eb-fla0-471c-9e48-ba28d9d89161
pool_id: None
1b_ip_pool_id: cc02db70-539a-4934-a938-5b851b3e485b
loadbalancer_service:
first_avail_index: 0
1lb_services:
id: 659eefc6-33d1-4672-a419-344b8771528e
name: dgo2-bfmxi
tl_link_port_ip: 100.64.128.5
tl_router_id: cb50deb2-4460-45f2-879a-1b94592ae886
virtual_servers:
293282eb-fla0-471c-9e48-ba28d9d89161
895c7f43-c56e-4b67-bb4c-09d68459d416
ssl:
ssl_client_profile_id: aff205bb-4db8-5a72-8d67-218cdc54d27b
vip: 5.5.0.2

nsx.default.nginx-ingress-rc-host-ed3og
ip: 10.192.162.201
mode: hostnetwork
pool_id: 5813c609-5d3a-4438-b9c3-ea3cdbde52c3
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kubenode> get ingress—-controller native-load-balancer
ingress_virtual_server:
http:
default_backend_tags:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
pool_id: None
https_terminated:
default_backend_tags:
id: 293282eb-fla0-471c-9e48-ba28d9d89161
pool_id: None
1b_ip_pool_id: cc02db70-539a-4934-a938-5b851b3e485b
loadbalancer_service:
first_avail_index: 0
lb_services:
id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-bfmxi
tl_link_port_ip: 100.64.128.5
tl_router_id: cb50deb2-4460-45f2-879a-1b94592ae886
virtual_servers:
293282eb-f1a0-471c-9e48-ba28d9d89161
895c7f43-c56e-4b67-bb4c—-09d68459d416
ssl:
ssl_client_profile_id: aff205bb-4db8-5a72-8d67-218cdc54d27b
vip: 5.5.0.2

SRR R L A

get network-policy caches
get network-policy-cache <network-policy-name>

/JJ%J:

kubenode> get network-policy-caches
nsx.testns.allow-tcp-80:
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22f82d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f71825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eee4afcQaf065b78cda302a97674c
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src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91cle722670a59f971f8fccla5ac51f1

kubenode> get network-policy-cache nsx.testns.allow-tcp-80
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22182d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f71825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eee4afcQaf065b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91cle722670a59f971f8fccla5ac51f1
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n  HUT ASG E7Ek e ASG 2547

get asg-caches
get asg-cache <asg-ID>

)

node> get asg-caches
edc04715-d04c-4e63-abbc-db601a668db6:
fws_id: 3c66f40a-5378-46d7-a7e2-beedba72a4dcc
name: org-85_tcp_80_asg
rules:
destinations:
66.10.10.0/24
ports:
80
protocol: tcp
rule_id: 4359
running_default: False
running_spaces:
75bc164d-1214-46f9-80bb-456a8fbccbfd
staging_default: False
staging_spaces:

node> get asg-cache edc04715-d04c-4e63-abbc-db601a668db6
fws_id: 3c66f40a0-5378-46d7-a7e2-beedba72a4dcc
name: org-85_tcp_80_asg
rules:
destinations:
66.10.10.0/24
ports:
80
protocol: tcp
rule_id: 4359
running_default: False
running_spaces:
75bc164d-1214-46f9-80bb-456a8fbccbfd
staging_default: False
staging_spaces:

= SRS A A

get org-caches
get org-cache <org-ID>

il

node> get org-caches
ebb8b4f9-a40f-4122-bf21-65c40f575aca:
ext_pool_id: 9208a8b8-57d7-4582-9c1f-7a7cefalo4f5
isolation:
isolation_section_id: d6e7ff95-4737-4e34-91d4-27601897353f
logical-router: 94a414a2-551e-4444-bae6-3d79901al65f
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logical-switch:
id: d74807e8-8f74-4575-b26b-87d4fdbafd3c
ip_pool_id: 1b60f16f-4a30-4a3d-93cc-bfb08a5e3e02
subnet: 50.0.48.0/24
subnet_id: a458d3aa-bea9-4684-9957-d0ce80d11788
name: org-50
snat_ip: 70.0.0.49
spaces:
e8ab7aa0-d4e3-4458-a896-133177557851

node> get org-cache ebb8b4f9-a40f-4122-bf21-65c40f575aca
ext_pool_id: 9208a8b8-57d7-4582-9c1f-7a7cefal04f5
isolation:
isolation_section_id: d6e7ff95-4737-4e34-91d4-27601897353f
logical-router: 94a414a2-551e-4444-bae6-3d79901al65f
logical-switch:
id: d74807e8-8f74-4575-b26b-87d4fdbafd3c
ip_pool_id: 1b60fl6f-4a30-4a3d-93cc-bfb08a5e3e02
subnet: 50.0.48.0/24
subnet_id: a458d3aa-bea9-4684-9957-d0ce80d11788
name: org-50
snat_ip: 70.0.0.49
spaces:
e8ab7aa0-d4e3-4458-a896-133177557851

w R 25 RIS A7 B 25 [P A7

get space-caches
get space-cache <space-ID>

/J%ﬂ:

node> get space-caches
global_security_group:
name: global_security_group
running_nsgroup: 226d4292-47fb-4c2e-a118-449818d8fa98
staging_nsgroup: 7ebbf7f5-38c9-43a3-9292-682056722836

7870d134-7997-4373-b665-b6a910413¢c47:

name: test-spacel

org_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09

running_nsgroup: 4a3d9bcc-be36-47ae-bff8-96448fecf307

running_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

staging_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

node> get space-cache 7870d134-7997-4373-b665-b6a910413c47
name: test-spacel
org_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09
running_nsgroup: 4a3d9bcc-be36-47ae-bff8-96448fecf307
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running_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

staging_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

w R BT RE A sl R i IRy A7

get app-caches
get app-cache <app-ID>

/J§1§U:

node> get app-caches
aff2b12b-b425-4d9f-b8e6-b6308644efa8:

instances:
b72199cc-elab-49bf-506d-478d:
app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6fbbb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3

name: hello2

rg_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09

space_id: 7870d134-7997-4373-b665-b6a910413c47

node> get app-cache aff2bl12b-b425-4d9f-b8e6-b6308644efa8
instances:
b72199cc-elab-49bf-506d-478d:
app_id: aff2bl12b-b425-4d9f-b8e6-b6308644efa8
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3
name: hello2
org_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09
space_id: 7870d134-7997-4373-b665-b6a910413c47
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w RO TR TG S BI A7 Bl & S B2ty

get instance-caches <app-ID>
get instance-cache <app-ID> <instance-ID>

/J§1§U:

node> get instance-caches aff2b12b-b425-4d9f-b8e6-b6308644efa8
b72199cc-elab-49bf-506d-478d:

app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3

node> get instance-cache aff2bl2b-b425-4d9f-b8e6-b6308644efa8 b72199cc-elab-49bf-506d-478d
app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3

w  REUTTAT SRR
get policy-caches
aNVE

node> get policy-caches
aff2b12b-b425-4d9f-b8e6-b6308644efal:

fws_id: 3fe27725-f139-479a-b83b-8576c9aedbef

nsg_id: 30583a27-9b56-49c1-a534-4040f91cc333

rules:

8272:

dst_app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
ports: 8382
protocol: tcp
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src_app_id: f582ec4d-3al3-440a-afbd-97b7bfae21dl

f582ec4d-3a13-440a-afbd-97b7bfae21d1:
nsg_id: d24b9f77-e2e0-4fba-b258-893223683aa6
rules:
8272:

dst_app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
ports: 8382
protocol: tcp
src_app_id: f582ec4d-3al13-440a-afbd-97b7bfae21dl

AT NCP REHNXHGS
w (EPRAAETR R NCP SRy

YRS pod HIIUATA ERH EXHFES tier:nsx—networking %5, AR toz #%
X, FEHRLEAE CLL BRSCAEAE E 5% /var/vmware/nsx/file-store 1, ZA[ DI H] CLI file-store
A A G SO A2 ) B e Rk e

get support-bundle file <filename>

il
kubenode>get support-bundle file foo

Bundle file foo created in tgz format
kubenode>copy file foo url scp://nicira@10.0.0.1:/tmp

n A ETR PR NCP H &

HESEDL toz 1 RAFAE CLI BRINSKA A7 H % /var/vmware/nsx/file-store 1, #EA DU H]
CLI file-store iy 2B AR il B o fenh i,

get ncp-log file <filename>

ANCAE

kubenode>get ncp-log file foo
Log file foo created in tgz format

w ST R T R H S

RS e AR SR H . HEL toz B RAEAE CLL BRI SCH-A7 4 H 5% /var/
vmware/nsx/file-store 1, AIPLfEH] CLI file-store iy 4K 00 SO il B e R nh phi

get node-agent-log file <filename>
get node-agent-log file <filename> <node-name>

)

kubenode>get node-agent-log file foo
Log file foo created in tgz format
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»  RIBUFIRE H S0

Al R H ZE25 05 NOTSET. DEBUG. INFO. WARNING. ERROR Al CRITICAL.

get ncp-log-level
set ncp-log-level <log level>

Pl

kubenode>get ncp-log-level
NCP log level is INFO

kubenode>set ncp-log-level DEBUG
NCP log level is changed to DEBUG

AT NSX T ERIERZSENRESHGS
n ORI EARERRNZ A B HyperBus Z RIFIEREIRAS

get node-agent-hyperbus status

il

kubenode> get node-agent-hyperbus status
HyperBus status: Healthy

AT NSX TERERZBNEEHS
m RHUNSX T S R A AR LR AT o

get container-cache <container-name>
get container-caches

il

kubenode> get container-caches
cifloe4:
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104

kubenode> get container-cache cifl04
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104
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AT NSX Kube RERBHIREHE

N

m oK Kube fREEFT Kubernetes API JIRS 28 2> IRl EREIR S

get ncp-k8s-api-server status

ANCAE

kubenode> get kube-proxy-k8s-api-server status
Kubernetes ApiServer status: Healthy

» R Kube ARHREERURE 7 IRAS

get kube-proxy-watcher <watcher-name>
get kube-proxy-watchers

<

kubenode> get kube-proxy-watchers
endpoint:

Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

service:
Average event processing time: 8 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

kubenode> get kube-proxy-watcher endpoint
Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

A ARG OVS e

dump ovs-flows
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il

kubenode> dump ovs-flows

NXST_FLOW reply (xid=0x4):

cookie=0x0, duration=8.876s, table=0, n_packets=0, n_bytes=0, idle_age=8, priority=100,ip
actions=ct(table=1)

cookie=0x0, duration=8.898s, table=0, n_packets=0, n_bytes=0, idle_age=8, priority=0
actions=NORMAL

cookie=0x0, duration=8.759s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,tcp,nw_dst=10.96.0.1,tp_dst=443 actions=mod_tp_dst:443

cookie=0x0, duration=8.719s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,ip,nw_dst=10.96.0.10 actions=drop

cookie=0x0, duration=8.819s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=90,ip,in_port=1 actions=ct(table=2,nat)

cookie=0x0, duration=8.799s, table=1, n_packets=0, n_bytes=0, idle_age=8, priority=80,ip
actions=NORMAL

cookie=0x0, duration=8.856s, table=2, n_packets=0, n_bytes=0, idle_age=8, actions=NORMAL

HIR D

AFB I T SRR A B S A

NCP $#ix{CH5
R i
NCP0O00O01 P 22 088
NCP0O0002 LGRS
NCP0O0003 RT3
NCP0O0004 LR W
NCP0O0005 HAZNIEP
NCPO0006 AT A
NCP0O0007 NSX Fit FE A%
NCP0O0008 NSX Hric ot
NCP0O0O009 NSX 40k
NCP0O0010 HAE bRl
NCPOOOT11 T SRR L [ 03
NCP0O0012 A VIF gk
NCP00013 VLAN /3
NCP0O0014 VLAN Fifskife
NCPO0O015 IP b IR
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B
NCPOOO16
NCPOOO17
NCPO0OO018
NCPOOO19
NCPO0020
NCPO0021
NCPO0022
NCP0O0023
NCP0O0024

NCPO0O025

B
NCP0O0026
NCPO0027
NCPO0028
NCP0O0029
NCPOO030
NCPOOO31
NCP0O0032
NCPO0OO033
NCPO0O034
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NCPO0042
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ERREG A

NCP00043 1P LR e

NCP00044 SNAT HI 1 g2 e
NCP00045 SNAT AU IR I
NCP00046 TERCES AP ERCL
NCPO0047 R A SR T S
NCP00048 IR S5 MR T
NCP0O0049 TR AR 55 75 Al HE 2k
NCP0O0050 OIS R ALUIR 5575 SR R
HERRED A

NCP0OO0O051 OIS R ALUIR 55 A IR S e
NCP00052 T O
NCPO0053 TRt B
NCPO0054 DB AR A SR e
NCPO0055 TR G S
NCPO0056 DA e A T 2R e
NCPO0057 SIS RN IR S e
NCP00058 TR 1P R
NCPO0059 AR I R AUIR S5 s MR 55 DCHk
NCPO0060 NS 21 BTl

NCPOO0O061 5 KRR EL R e
NCP0O0062 NS A hrit

NCP0O0063 FABTS AU

NCPO0064 HAEN A VIF

NCP0O0065 SCEINCSIe
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NCPOO067 SSL G0 HHI AR
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NCPO0069 AP it
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HRRE A

NCP0O0097 Te R i 5%
NCP00098 OO A Y IR 55
NCPO0O099 R RS il Y e P AL et

NSX T7 R RIBFHIRAAD

ERREG plil

NCPO1001 WS OVS FAThERE
NCPO1002 A HHL MAC
NCPO01003 OVS it G LK
NCPO1004 TEAEA pod P
NCPO1005 Pod [ 5 2
NCPO1006 Pod MR
NCPO1007 HAE] CNI 2585
NCPO1008 CNI 42
NCPO1009 CNIRASAIE
NCPO1010 CNI T3 Bl ik
NCPO10M CNI 7 i S e
NCPO1012 Hyperbus #4
NCPO1013 Hyperbus JRAAILL
NCPO01014 Hyperbus 1 BRI
NCPO1015 Hyperbus JH B
NCPO1016 GARP KA
NCPO1017 Fe 1 5 2R e

nsx-kube-proxy iR A

SRR A

NCP02001 PR 8 TR
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