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ERNGEOUT, KEJTE ARP BIWTAI ND Bir(E “E R I {54 (Trust on First Use, TOFU)” i Mg
7o 1E TOFU Kk, 4RI —ANHihb I InE 2 s g dI L i, Z4hai ik A SRR (EE S 41
., TOFU 2 2 ARP/ND il ABLHIHT “n” AME— <IP, MAC, VLAN> 45, i “n” &
SR DA B e IR . X T ARP/ND (W, #EFPAZEH TOFU, SRS, Xy dolide ARl 5
f£” (Trust On Every Use, TOEU) 530 NizfT, /£ TOEU B0 N, QUREGHL— Mk, MosRazithbs
B STABE S L, iz ERE R, R SR ghE S Rrh i H AR . DHCP Al
VM Tools 1G24F TOEU B N 51T,

E TOFU 5 SpoofGuard Ail, ‘EAZPLE SpoofGuard AT kML EFi . AXfgiEE, H5
W T fi# SpoofGuard 43 Eiic B3

S Linux FEAL, ARP e i i GE 2 53 ARP Wil I IERAIE E.. 1T LUE T ARP Fderel
IFZI, AoEgnfs B, l2 W http://linux-ip.net/html/ether-arp.html#ether-arp-flux.

TR, NSX Manager #SE i — N ZIRGLE SR, i QS JoikghiE 2z 1 1P ik, amid
SRR S > M > i M, AT DU A4 E AR N2 ZUS4E B2k, At n]
A R A B Bk B S 0E 52 1) 2 s A ok MR X S E
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B IP ZELSTRECE S
NSX-T Data Center 472 /NERIA 1P A BLASHACE SR .t nT LABI-ERT 20 FRORC B S

HIR &G

AP BB S HE W TR 1P LA B AT

EZ3
1 NSRRI ER BIAPR B ) B https://<nsx-manager-ip-address> Hif) NSX Manager.
2 PG > 5B > S BRECE .
3 Ry BE B e 1P ZBL.
4 FRIE |P RIS B SRR B
pri B
IR HINGFR.
ARP {iT7 W T IPvA BRER . HEUALEA RS 1P Mk .
ARP ZFERH A LAGRSE BNt 1K 1PVA 1P HibE B o Se i M 1 CBRIMED 5 ik
1tk 256,
ARP ND #BEFRHIBIN UNARAEH TOFU, ARP/ND Rt IP HulAOREINE (LAY Bl k) o andfibt
BELLR 02T A T A VB el 3 G M3 e
DHCP it T IPvA IR, ENUEA 1Pv4 HHE S o
DHCP V6 4l BT 1Pve 385, WA 1Pv6 ik & T
VM Tools IGE T ESXi FERE ML
VM Tools (IPv6) IGE I ESXi TR R L
SEy st EHIT 1PV BRE. EWUEAT S 1P HihEI &
P R IR E R A DAGRE B sk IPve ikl £
BRI i 1T ARP AT ND {7
HEM IP AW A TR DT DA 1Pva il IPV6 BA%5E.
5 LR
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T fi# SpoofGuard 4 EZfit & 3 ¢4

SpoofGuard 3 Bl Pt —FFrhy “MIgIiaR” sk “MIZea” FREERGE . SpoofGuard SRIGRH IE e

oL UG TIER =

SpoofGuard T H S 7ER 1 AR R REAUN L& 2 R e, 12 i A AN s 1P Mok, 4
RERPUT 1P ik 5 SpoofGuard | AN 12 i 1 TR1SY BEMHESRE ) 1P MHEADCRE, B oe 428 ki
ML vNIC DT . AL 1 5 BeOi L i SpoofGuard., 74 NERTIHi 1] SpoofGuard 1] fE

B FIUAHIA

n B LEE A AL 1P Mk,

w  DRERCIEAERCA T HIOIGOU N BRI 1P Ml - RS, R R S s A A 1S
BN, SR RAUAUSOL 1P ik, SpoofGuard MR IEAN LT A ¥ JCik B B 1P Mkl 4k4:
LAE A2 2GR, AffEie iz .

s CHEASE (RATED Leit 4k (Distributed Firewall, DFW) B - % T4 1P E4F i
S AR OIEEA DFW HUIL, ST ML A fE e bR Sk D0 HL 1P MBE R TT AR, TS A
SERTHI.

NSX-T Data Center SpoofGuard [it B 45 0L NP4
»  MAC SpoofGuard - uF£dEHr MAC Hitik,
m |IP SpoofGuard - Sy 1P Hik,

s EASHEHHENTMY (Dynamic Address Resolution Protocol, ARP) #6#x (HJ, ARP) DLM CHHihE
AT Y (Gratuitous Address Resolution Protocol, GARP) SpoofGuard F1408 )& & i (Neighbor
Discovery, ND) SpoofGuard ¥l 46 #8 i ARP/GARP/ND #1411 MAC I, IP J5A1 IP-MAC
5B

e ), e MAC/VLAN/IP [ 445 il v L R0 8 JE RO Y . FEREINL L 6 e,
TR IP/MAC/VLAN 56111 IP/MAC/VLAN JEMEAITEL, M2>EFFiZ R, i 1255
SpoofGuard AMFETUE, B, WiES VIF BlEEa—a,

FE BRI, SRR MAC/VLAN/IP [ 44 5l oy B M 0 RS (A o Xl A2 2y Bt S vy
IP Y/, 5B SpoofGuard ALFR AL .

ity 1 RNy B A1 SpoofGuard A s Vi, SR A et N B, nlLAf 1] SpoofGuard 45 B
Bic B S il e R A s TR0 Bedsl SpoofGuard.,
f]# SpoofGuard 4 EX Bt & 3L 14

FERCE SpoofGuard I,  QUERIEA MUY 1P Motk A=k, IR fHib ok Bz b, BRI
P B AOARR 3 11 /43 BB e SR s 1P bk

RS PR 1415 ] SpoofGuard., Wi AN IERL R 15 T SpoofGuard, & iAs Ax s tu A
EHAREN MAC S HAR Y 1P Mtk

TR
1 MpEeer, A CAUE S5 2 https://<nsx-manager-ip-address> H1f] NSX Manager.
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2 PRI > B > S BRIECE S

3 Rl BEE kB SpoofGuard.,

N

5 EE G 2 90H) SpoofGuard, iR 4R E N E B
6 LR

THRTRRESREEXH

Sy B gt DU T AR BICIRASEE 2 IEANEE 3 E4e et iy B ATiiE, TR 1P Mk, MAC #
HEART S — £ So VR RIS TVERC DA 25 78 A REAUM LA ARSI B (0 . AT LU o Bl 4

TRrZE B R F X2 R KB LI Bk DR AP 20 BEE R

TR, BBl &SR T DHCP 1% Server Block fll Server Block - IPv6, X

R, A TERIAS B2 4 lid B SO BoR BH L M DHCP IRSS#3 2] DHCP & o ansiay 22 B

FoVF DHCP IR S5#siitie, EAAUN1Z5 BEBIEE FE S0 B e i S

flESRZESTBREEN G
AT PASE T 5o vt BPDU AR MAC H bl 615 [ 72 53 Bede 40y BOic B S G Bk AR

ARG

BB B E SIS . WS T IR 2 4 A B A

\

FR]

1 M Red, R DR &R ) https://<nsx-manager-ip-address> H[f] NSX Manager.
2 REME > 5B > SBFECE .

3 BRI BECESU, Rk RS

4 5 BRI E SRS B

BEIR il
2R Bc B S 4 o
BPDU Jfitgs Ll BPDU g4 AR T BPDU fifk. BRIMBHLT, K283,

WS EM T BPDU ks, 4812 BPDU R MAC Ml i . dns )=
JT, BPDU F5ilePS ik i A 1 [ 28] STP, R ikt [ %A

STP,

BPDU fFikss islE ¥il; BPDU Hbr MAC k3152 i bR MAC HoikDL o Ve e b 2 s vrim H
Fro H5007005 H] BPDU Feess /4 fiE M iZ ol e adb T £

DHCP fftas VIR S5 BRRE 12 RN 2% POmRR 421 DU T DHCP e, BRIVESLT, 28X
WL

“DHCP I35 #BLil" BiLi- M DHCP fil55+#55] DHCP &) wiiiim it e, ©
AR DHCP JIRS5 755 DHCP HgkRER)im G
“DHCP %/ ik Bilil DHCP if2KEAZE IR IEIATIRE DHCP 1P Hiik,
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Brni Ll

DHCPV6 Jiizs DI ARSS MR L - 1PV6 FE AN PRRHLE - IPv6 %51 LLE T DHCP e, BRIME
BUT, AT
“DHCPV6 JIRZZEBH 11" ATPH IF M DHCPV6 JIR%575%] DHCPV6 % Pt . il
TR, EAEILIE DHCP 45455 DHCP rig PR, it UDP Jiii 0
50 547 kdiE .,
“DHCPV6 % fiiBilil" 2B 1l DHCP ifsREAZE | F RIS DHCP 1P Mtk
e UDP Jili 1145k 546 fEdE .

FEIETE IP FiE PIHRE IR 1P FREHLHPM S VF IPv4, IPV6, ARP. GARP Fll BPDU jiitt.
BB LA TR 1P it . o IPv4A . IPv6. ARP. GARP #l BPDU Jite 5 T-{r
HI-455E 1 SpoofGuard B His B At 5
BRI, BEEHNZET A e R 1P e o i i e 3 TR B

RA P53 D) RA BEIHZATDATH e HHA N IPv6 B e . et ICMPv6 2570 134
et BRNHEIT, B %k,
BEERR ] W TR R R IR R . BRABOCT, 3 Ffﬂmﬁf

A DABE PRI R TS RS AL R L, LS s2 2 RS R R 18
T REGATATEAR RIS, e g ﬁz»ﬁ)ﬂiié‘?% 10 pps.

5 HilfRE.

THE MAC REL T ERELE X+
MAC FH I B FESCAESCHE BRI : MAC I MAC Ml TRk

MAC M1k B DHAE o VPR A U e MAC Mtttk ERE B O R AT Lhiad TR Ear & DL A vNIC
%MAcﬁm,#%%Eﬁvmciﬁ%ﬁ%%ﬁao&fE9oL§%ﬁw%,ﬁfKVMLKﬁ%O%
WIBOUT, KEEZ)E .

MAC K IHRBERIAE—A vNIC G L 2 MAC MHEORRE M ERE, Blan, (EREE IR F TS

FH, ESXi BERUMLAE ESXi AL Lia T, JEHZAWRAUE ESXi [IBIWLIHIETT. WA MAC L3,

1F ESXi FEIA VNIC YEREEI /3 B LN, H MAC M2 A1, 78 ESXi e THO RN LIR A
MIZRiERz, OB A AR MAC Hiik, 6 MAC &3, vSwitch 75k F vNIC A
R molE MAC ik, A MAC Mtk sevr i il . aRAERRE I I BEN AR TR I MAC 1

Hk, MISEHEHRR, TR E I B . MAC Z332 0] B2 o i M, B 600,

MAC 7 I8 SRR BRIz ke i, A5 RN EdR W B AT R E R MAC Sk, R 571280k
o ARMARKPAREZBAIEOL R, i CPREARI A 2 R R 2 B F R T MAC 2 IR R A R
PR o BRATEOU N, KR hZ)ENE, (B UALER T MAC B A 5

FIPARCE AT >) MAC Hilbi8ioe o ik 4096, XRBRINE . A T AR Bk BRI A N S 3R
H]%O ]\ilm@jﬁi

n  EF - RAARFR MAC HhEEIR R L5, i MAC Mk N St B R AR R o 243
FUS T T AN RRZ L, i A SRl ty

R - ALl B BRI MAC b EdR . it MAC il N AR ks
BAATIIR SR 530 USR] T RMUATRZ BN, A SR .

WHEH MAC kIiEk MAC Hill DA s e, A ERLE SpoofGuard.

VMware, Inc. 4



NSX-T Data Center #5351

B MAC RPN BB E &
AT DLOIEE MAC & I BRSO DU MAC HBik

B

—

M a4 B B S5 2 https://<nsx-manager-ip-address> Hif) NSX Manager.

2 R > 5B > DB E SR

3 REERsBEEXH, ARkt MAC 2B,

4 5 MAC ZIRC B FAE .
TR B
21 B S AR
MAC BB JRTEEE ] MAC Ml SEThAE . BRI T iZIRE.
MAC 23] JEHEEE I MAC 27>, BRIAEEITZDIRg.
MAC BRI sRHE WERWHEF . BINR R, RTIEE H MAC 52> 1]
RARERRETZ Bt JE B A R Z BEIh6E . BRR THZIDEE . el s ' MAC 22> a] T
MAC [R P MAC MR B . BRIME 4096, IEHemide 3 MAC >R n] ]
MAC 2332V [H] S ok ki, TiE XA 600,

5 RERE.

s e
I BRI AR L. 2 B T A WA LI DhRE .
AN E L AU VIF ID M5 2, 12 IS RS L2 2 P A e L,

HORCE IR E RS R U N-VDS A2 R IP L8, SpoofGuard F1 IPFIX it i S

1 MpbEeerd, R AR S 2 https://<nsx-manager-ip-address> Hiff] NSX Manager.
2 REERIE > R

3 RIS R

4 NS ERINEIR,

5

PR EIEEIIRR

FTDAERIUATH Tier-0 sk Tier-1 W0, il bUAHTE., BOMIAT. BT BULE B
Blo BB RS, & BLERES] Tier-0 5 Tier-1 o3¢,

6 WERCIERMIMIOCH Tier-1 PIOC, 1Bl RIGSBEE .
RIS BOrTIUE S ORI e . UER ST BErT LA, (EARERUH S OGS .
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7 EEETM, EREREFR.

8 B MEMDIE, WU E ML E VLAN,

9 QUIERRIXIRIZEAN VLAN, iEfEE VLAN ID 515,

10 QUEREELE 2 2 VPN U RTEE, 5T L2 VPN SUAHE, SRIGIERE L2 VPN JIRSSHsEk % P2

o

AL A 21
1 7E VPN & 1D, S N FhRiH o BefomE—{t.
12 R

13 BN Boin I, S ARG e ARSI A BN, R

a
b

C

k

ORI E

REERING BowH .

PN M N

T ID, g N B o L R LER IR 357510 VIF UUID,

PR, T, FIEEOT .

I SCARERT 25, (A 35k VMware HCX % FIIBRAN, a1 T RERIW LA, s i
FI. QUi T AR EAUELINL, THEEART . ARt O TR SRR eIk oS4, e
i uya

AL T ID,

WRZERUFI, WIS VIF ID; RZER M0y, wii ML 5 1D,

Y NFREARIC

TEA A IR H N VLAN 1D,

PP AT 1P #h. MAC Hi. 3 uk.

FEEFRIL.

3 FeE B AR BT B Z B Y 1P (IPv4 Bk . IPv6 Hitiksk IPve 1) Fil MAC Hf

HESKREHIMERE . (I, T 1PV6, 2001:/64 i IPv6 T, 2001:1 141 1P, i
2001:1/64 N Tadim N . i LAFEE VLAN 1D,

TR T CNEET) RS A S ARk gRE .
Db 1 BB S

14 FE S BORCE S, Rt 4y BORC B SO
15 HidfRez.
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NSX-T Data Center 7£ NSX Edge 54 | 7 #5 IPSec FE# L 4% (IPSec VPN) FI4E 2 &2 VPN (L2
VPN), IPSec VPN 7t NSX Edge 1 s R Bk i 2 Bk 5 2k 5 e . 5Bl L2 VPN, 1] DU EE
HUCESE AR 1P k[R5 b el A B AR L g e bz, Ty TR B U

7% IPSec VPN # L2 VPN 7£ NSX-T Data Center Limited Export fRZAXHAZ o

PEAEAT—/ N EH TAER NSX Edge WA (il | &2 /D—A Tier-0 5k Tier-1 W5¢) , RIS A REACE
VPN IR, BXFE4fEE, 520 (NSX-T Data Center 28R ) Hf) “NSX Edge Z235:”

M NSX-T Data Center 2.4 T4, it DL NSX Manager H 7 BLAIAC B #1H VPN RS o 755 kA
) NSX-T Data Center H1, %A H] REST API IS VPN RS .

R f#i/1] NSX-T Data Center 2.4 s B S OAHEL E VPN ARSSI, i Zifd HiEk NSX-T Data
Center 2.4 s U= RAKEFTY) NSX Manager Ul 5 AP QDN S (4 Tier-0 MG o B W
1t NSX-T Data Center 2.4 > iR AEL B LA Tier-0 5 Tier-1 128K hes, #imgksrfdi il AP i
T E VPN IRSS .

AT TIE SCABRTA T 1) 2R e R OAC 5 SO PT VPN RS TR Al P ks, ARm] DA R TRTARgas v
SESCHTRIRL LSO, FHEE VPN JIRSS P v I e s e i S0
AREFE T AT 38

= [fi# IPSec VPN

= AR 2 2 VPN

= VPN RS

= KD IPSec VPN 23

= SHTL2 VPN 206

w IR A

m NI E S

= K HG Edge NI L2 VPN & i

AT IPSec VPN 2 iE 1 C SR A

m P VPN S inRIHER
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T#E IPSec VPN

Internet X 24 (IPSec) VPN FIDLRH4E IPSec W5 (FR i b)) 7FIm T 23t P28 1 i P AN 2% >
ARl . NSX Edge Gz R, 20U 1P fkid 5 E 38404 114k (Encapsulating Security
Payload, ESP) 454 i1, ESP fiiJf] IP thiX 5 50 HEEE IP THEIa T,

IPSec VPN fii[f] IKE PSRRI 242488, BRIA UDP Ui 13k 500, GARAE e s %) NAT, 1)
1206 1% ) UDP 4500,

NSX Edge ¥ Hidt oM a2 1% th Y 1PSec VPN,

Y HFE Tier-0 B2¢ ERN ] IPSec VPN fIlR%s, HMSCATIALT active-standby i H] FIMERI, 152 Wik
BN Tier-0 W24, THAAIESE . M NSX-T Data Center 2.5 44, 7t Tier-1 ¢ %5 IPSec VPN,
AU HAERC L 1PSec VPN JIR S 1E R Tier-0 ok Tier-1 BSCHI B o

NSX-T Data Center H[(J IPSec VPN Ik 551 FHA e 2 Bl (e b b thae, DA R nl FvEIR 55 s b
WP T A P A2 VPN i B Ao . Fgrai s R i ANF 2 IPSec VPN RES.

7 NSX Edge 17 fANERE VPN 35 2 [A] SR Uk 2 B IR S0 Ya e Al 1P Bkt EAh, A NSX-T
Data Center 2.4 J14fi, i&SCHFUER 5L, DOl DL MRz — 25 AmuE5288

= SHA256withRSA
= SHA384withRSA

= SHA512withRSA

{EHETRIER IPSec VPN

I T4 IPSec VPN SR VPN 40 IEIHERE, PLEEer b2 5l 1PSec IO, G iE
VPN [Ei .

SRR VPN FHASI0,  BR 24 AHb £33 AT B TNy, AT VPN S5 B DS R 5
a&o

TEB AL TR 1 IPSec VPN 5 NSX-T Data Center —ji i FI, AL IPSec iiE NSX Edge
T — AN 22 N A PR R e R E VPN 3t S R 51

TEADAAE NAT X ST IR NSX Edge 15 k. EiZihE, NAT %4 NSX Edge 15 i) VPN #ihl-#
N T IE Internet (AT A HERE . TEFE VPN 3% A FHiZ 2 LRl 7] NSX Edge i 5.0

Pt T DB R VPN 35S T NAT SR, AT VPN 3l S R0 1P itk 3L 1D
(FQDN ik IP #ilil) A REXE IPSec [, ElidMg, VPN MR35 As—X— NAT,

HORCE TIL TSRS IPSec VPN [ Tier-1 e A% Hr DNAT,
NSX Edge "1 5 K/INJAE T SCRpIOERPEIE R, dn MR s,
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£ 5-1. XM IPSec [FEHE

Edge Witk A VPN &K IPSec &> VPN JR$H IPSec FEERE
UM REBE GETHER) &/ VPN IREaisiE FEEALEE 16 ANRE)

/NI AHE ] (X POC/Lab) AR (X POC/Lab) A (X POC/Lab)

AR 128 128 2048

KM 128 CERPRD 256 4096

BRI 128 CERPRHD 512 6000

PR FLT3Ems R IPSec VPN FOPNZE S SR EIAR T VPN FEIETTAT

IRl BT RIS IPSec VPN U5 B, 12 WL IN IPSec VPN flR%% .

FRETFEHRN IPSec VPN

FLT Y IPSec VPN ARSI skl ol Bpokie I (o iz sz (VT i BGP Sl ah4s

G R R G . IPSec 2R 4 VTI T T .

m il IPSec VPN [EE A TS FHINANSZRE OSPF 2hAS o

(T Tier-1 WSS VPN AN E: VTI 20884 .

ST IPSec VPN 25Ul Tt IPSec IR AL 348 (Generic Routing Encapsulation, GRE), [X
BIAETR ] 1PSec A 2 HANE [H B G ARSI £ 2

TEZ VPN 5 77, BAE NSX Edge 55 FOIEE VT, B4 VTIABS— IPSec BEIEADEH, &
il VT Z Al S R A — Ak, IPSec ACENAE VTI T

VPN BEiE TS

YRAT DL FHAE Tier-0 W& AL E IS T IPSec VPN 23R E VPN T4y, il i P
4%, ATDAFEPI NS S 2 RIS 2N ETE, B — AN VN 2 B8 T - R A5 AN 7] RN s e 21 oAty
b1 . FEuh S B AN ERER T (B, ERERIANER ISP DURBMER A I, IR IEE A .

BT

m /L NSX-T Data Center H1, (¥t BGP #24t IPSec VPN B T4,

n ERETES AR IPSec VPN [T, 15200 FIf S RS VPN BEIE U

TR R TSRS Z R IPSec VPN [ TUAMiZ R s, FEIEIEA, 555 A ik d B o Edis

Hilhe MR, {RRis NSX-T Data Center A~frikih A HH45HE Edge VPN 3¢, NSX-T Data Center
LEn5 S B ST Edge MIIEREIIA %S .
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5-1. EF & HE IPSec VPN HRIBRE T4

ihE A ihm B
T BGP F
1T VTI E
EEE L
1 VPN ——
VPN (<3 ?ﬁr
y
— 1= — 1=
— i — — i —
= 1= @4_‘ | = 1=
. B -
I"E"l 5 BGP I_ELI
E VPN Vil
T VTI B% FM

SRR, ASTTBAGE A V1 BB R 1PSec VPN [, (£ BGP HhistRuE st i, MASTR
TUAR, WP/ IPSec VPN BEHHESHH, 45— IHRGURSS . it NSX Edge 5t A RSN
B AR VT B IR, BURIRELIET 1PSec 4b3, AT MG NSX Edge i |17k
BT I, M NSX Edge T ATHES BT EROMEA B VPN ICICEIRIFTAT A3 IPSec s {E NS
RHEREI VTI, AAIEHATIERES .

WL BGP HoldDown i #5fl1 KeepAlive iEH#HE,  DAR IR A as 1w DIt R] Py 56 250k 5 1
HERE RN, S WA E BGP,

THEE 2 E VPN

MRS 2 2 VPN (L2 VPN), @RI DU EE 2 245 (VNI ek VLAND R 2 [l —) #7838 -2k
Mo ZOERHE ] L2 VPN IR 25 L2 VPN & it (AL T/ FH IR IPSec BABE AT .

I L2 VPN IhRE(GE T NSX-T Data Center, %51 55 =75 H Ve,

PRI 2 A BN RIS A, AL, RS S RS s, e W TR —FR F, IF
HLIP bR AAE . Bk, Ml AT DALE £k 5 2 [ JCaE T AR L. REUWL AT DAZESRE T VNI HORR 2%
LT VLAN MR FisdT. ST aIRSIREERE TS, L2 VPN IR PR AL T—FRWLd, X AL
T T AR B, R A6 FREAT 1P bk,

B T SRR A AT RSN, 10 L2 VPN R Pl P g onf il S - RIR A L, RTshasdy FHANESES
IR DA B IR K o

£ L2 VPN i A — I 5 (GRE) [ . ASCRFEIETUAY . — L2 VPN 212 i DAY
JEE] 4094 /> L2 7B,

fE NSX-T Data Center H1, {VAfF Tier-0 [ % FF L2 VPN RS, /Bl LAER:E] Tier-0 uf Tier-1 %4
%, JEET L2 VPN RS .
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M NSX-T Data Center 2.5 FigH-44, TIPUE ] L2 VPN JRSS1E NSX-T Data Center FREEHEEII NSX
Edge F¥ LT VLAN (5B XAz dr e ks L2 MIZ% I VLAN §7EE] VNI, M VLAN %)
VLAN, PAMM VNI S VNI,

JEAb, ISR ESX NSX AR A5l (N-VDS) f VLAN rhidk, QiR it 170 %7
¥F, VLAN Wk iF—4> NSX Edge SRIFAEMEI FYRRZS VLAN 45,

PN 5 Zehidfit L2 VPN JIRSS 34,

= {I NSX Data Center for vSphere ¥4 NSX Edge FIEFH 1) NSX-T Data Center L2 VPN
REG28F1 L2 VPN & P> i, 5245 L2 VPN & FiiiscH: VLAN F1 VNI,

(T ek AR NSX Edge FIEHEH NSX-T Data Center L2 VPN JIR&#5H1 L2 VPN & Fii 2> 1] .
B2 L2 VPN & iU FF VLAN,

m  7EF7 NSX Edge L4519 NSX-T Data Center L2 VPN RS #4H1 L2 VPN % it > 6, A7 L2
VPN & {2485 VLAN

M NSX-T Data Center 2.4 WA TT44, L2 VPN RSS2/ NSX-T Data Center L2 VPN JIR 557 F1
NSX-T Data Center L2 VPN % Ui 2 [AIR] . fE e, ZE0] DIAE R/ A EBaR i e SR 5 s
H1.0) (Software-Defined Data Center, SDDC) 7 [Rl¥ @ HE L2 4B

1 VPN BR%

AT LT NSX Manager JT 5L (UI) B0 1IPSec VPN CREFHEIRERIE % D 5% L2 VPN,

PAR JU R T A AR ST VPN RSS2 TARR IS B X B85 [ e A e
farfdi ] NSX Manager T AN IPSec VPN ik L2 VPN [RiE4H(E AL,

HE TR IPSec VPN B E T1ER

A E AL T-3RME 1Y IPSec VPN g5 AR A2 TIL MEE .

1 A Tier-0 ok Tier-1 RISt EH 5 H—1 IPSec VPN JIk%S . 155 WZR N IPSec VPN JIR55 .

2 WREATEMHI A LB, W8/ DPD CAEBISFID BB 152 W DPD R E S
(G

3 HEEEHEAZENIN IKE BEE SO, 15 E X IKE (Internet Z24H254) Bl B Sk, 155 WA IKE fid' &
XA,

4 fERIAIN IPSec it i SCAHRC B IPSec fid i S

5 g S A S O] N E NSX Edge FFERTHY VPN IR55 7%,

6 BCEIL TR IPSec VPN ik, NHIRCH AR, FFAEMIIA Gt 182 WA IIEE TS
IPSec 2xtilic HRE 2 1 BRI A NI S5 1D o AP i 28 251 o P i e T it Hp o SCF
PR TORY
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HETF AR IPSec VPN Bt & T{EiR

ET M IPSec VPN BB TR BB TLL MILEP B,

i FHBIAT Tier-0 & Tier-1 RICHLE I F—A> IPSec VPN JIR%5. 5 WIRIN IPSec VPN JI%
WER AT L BN IKE B SO, il X IKE Fl Bt 152 WA IKE Fid S0
IRARIEA B RGN IPSec Bl SCAE, 56 RN IPSec it SO —A4
WERAAT R IN DPD BCESCAF, 18— DPD Bl B S fF. 1HZ W N DPD fid B30
A5 PR NS b R DA 151

Al B — DT A IPSec VPN 246, N ARG E SCHE,  FRR A bR S b 2206, FRc S P fit—
AN VTHIP, FHE AR 1P BB . BT AR S i Sk 2S00 (i BGP) o 1S W InE 1%
It IPSec &1,

1

2
3
4
5
6

L2 VPN B & T1EiR

BlE L2 VPN TR S w0 MG L2 VPN IRSS, SRIGTER ) i a0 P E 55— L2 VPN k%%, &
WAFH L2 VPN RS A B2 1E, HHT] L2 VPN RSS2 AL R N0 Jy L2 VPN & Pl B 21
FEFRACE L2 VPN RSB TAER .

TENR S we sz R el L2 VPN IRSS .

1

a

i ] Tier-0 PGB ET#& 1Y IPSec VPN Fki, AR5 FZEE TR iy IPSec FEIECE L2
VPN R 55#5ik55 . 152 Wi L2 VPN AR5 3555 o

Bl B L2 VPN RSSesasih, Bt a3t g IPSec VPN RS L2 VPN RS8R 40 EAE
—it2, HHZOH GRE IP Mtk S WA L2 VPN IRFES#52510,

By BN L2 VPN JIRgSaraxihic WP BRAEAIN L2 VPN JIRSSar il rp it T 1 4.

BTN Beze i L2 VPN FEESCAREL L2 VPN IR S5 IR 2 il R A, A el i
RRZAESTE T A 3idE L2 VPN & e ih.

2 EF PR ROl L2 VPN RS,

a

AR Tier-0 MISERe B 55— AN LT IPSec VPN RS, SR NI 1 Tier-0 M
T E L2 VPN & P RsSs . S W L2 VPN % FuiiiRss, 1o s B,

i § N L2 VPN RS IR S AR AL E X L2 VPN & il 162 WA L2 VPN %
JUH S

By B INE] F— i X L2 VPN & P asih, B BRAEGRIN L2 VPN & s ik 7 7 4

Ao
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#mn IPSec VPN fR%

NSX-T Data Center 7F Tier-0 &k Tier-1 I REsE 2 [A] 37 Rk S 205 5 IPSec VPN kRS . AT LG
AT RIS E L T T IPSec VPN lR5s . 78 AT DARC B3 T okl el L TR FH T IPSec VPN &2 i, 48
IAE e Bl IPSec VPN RS .

7 IPSec VPN 7F NSX-T Data Center Limited Export WA AS: 7 o
TEA R 5 1P HHEFERC B T IPSec VPN 21 10[A — 2 B st AT NAT B, A3245 IPSec VPN,

R Y
n  FJGK IPSec VPN, 152 I T fi#t IPSec VPN,

n B T E /DA Tier-0 8 Tier-1 /3¢, FfH TP FLX B 5C, A CTHEIME S, 152 RN
Tier-0 WMok in Tier-1 ¢,

PR
1 MHIVEERd, (T4 BANIRZ 5] https://<nsx-manager-ip-address> H1j1J NSX Manager .
2 Sii# 4% > VPN > VPN k%
3 EEERINARSS > IPSec,
4 i\ IPSec RS54k,
ARt BT B
5  MRISE PR, BREI5iZ IPSec VPN MRS Tier-0 ok Tier-1 3¢,

6 JHNESNEERE.

PRINIE LT, ZE# SN Enabled, X EMAETERC BT IPSec VPN IR JS7E Tier-0 1k Tier-1 ¢
FEHT IPSec VPN A%,

7 % IKE HEZBIRE.
PRMEKE N 1afo K.
8 WA EEIE AR ICAH T ARILIR S, W ABREIE .

9 WURE S VRAEREE AR FIERE 1P Mtk > [A] 22 B B B i AFE TR IPSec £-47, 152 fRgs
TSR, BIEE IPSec SR FRE T 1P Mkl th 2 Q. {EAHBIER IR IR SCAAE g N 52
TE 2 (AN FHE S U A B ATz 1 A1) 3
BRI T AT A AT R 3 15 2 TR A M SN 1T) IPSec 497, X B8 kiNSE ] T8 1% IPSec VPN JIlk%%
BT IPSec VPN 21,

10 HLRE.

MDA EHT IPSec VPN k%S5, R e A Bk et T H A1 IPSec VPN il . anifpd
&, BERRINE] U IPSec VPN IRSS” il . SiEaEEE A, AT DLR Sz AR N IPSec
VPN 23,
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BB
IR IPSec VPN 2 FH S B8 ST IPSec VPN £53F . R BHLE52 % IPSec VPN it BT
P PC F ST b S A

#hn L2 VPN R%

PERTDAAE Tier-0 W FACE L2 VPN IRSS. B2 L2 VPN IRSS, WZser(E Tier-0 M Al IPSec
VPN IR5s CARMAEAE) o ARG, 7E L2 VPN IRSS%s CHFRMISE) Fil L2 VPN & P GRS 2[R
FlE L2 VPN ¥ .

ECE L2 VPN JIRSS, 1a AR a1 48 s B

AREM

= K IPsec VPN A1 L2 VPN, 1520 T IPSec VPN I T4 2 )22 VPN,
n EUAEDOEE A Tier-0 WMOCH ], 52 WA Tier-0 W,
P

1 %0 L2 VPN RSS2 R %

FHCE L2 VPN IRS5asss, e L2 VPN % Pipfez 211 F AR NSX Edge EDAIRSSA A
L2 VPN fIZ55.

2 VRN L2 VPN & il g

Bl L2 VPN RS SIS T, & i N, 5% —4 NSX Edge 544 P L2 VPN JIR%S .
N L2 VPN R =RE
FRLE L2 VPN RS #8IRSS, WAIHE L2 VPN & iz 210 Hbr NSX Edge [ PAUIRSS R H L2
VPN %5
S8
1 M Rerd, R DR E R https://<nsx-manager-ip-address> Hiff] NSX Manager.

2 () GRERCE N L2 VPN RS HN Tier-0 WoE A {7AE IPSec VPN JIRSS, il DL N8
KAz
a HUEIMZ > VPN > VPN RSSETF, ARBERIRSS > IPSec.
b A IPSec VPN JIRZHIE4HR.
c M Tier-0 S FhisEiirh, PEE L2 VPN IRS skt i Tier-0 W&,
d  AUREAE AR T RABIMAENE, HIRETEAE RN IPSec RS Eiks Rk B Har Bk,
e MR, SRS eGSR IPSec VPN RS, w#EHE.
3 SHEIME > VPN > VPN REETI R, AFEFRMRS > L2 VPN REEFLLOIE L2 VPN JIkR%
o

4 i\ L2 VPN RS2 48
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5 M Tier-0 BIoe M, BT A Z1 2 a8 IPSec kRS HIF— Tier-0 W%,

6 NI L2 VPN IR #e ] 21 .

7 AR ARRIRSS, T ABRICHIME

8 JHHIEAE NS B
ZRAES T, 2K E N Disabled, X ERAEICEM L2 VPN & Pumii B H0m G 612 L2 VPN RS
AHEREI B, AR EMELE N Enabled, BPZ 2K FATAT L2 VPN % i in AR 2wl & ) 2
Hb L2 VPN % it

9 HRE,
IhEIEES L2 VPN RS 78IE, ARGt oe M Egkari  TH A L2 VPN IRSACE . i
&, BERIAE] YN L2 VPN IRSSRS” wtg, St n . I RUE sz a)EE L2 VPN
RS PeetE, sk F T4 > VPN > L2 VPN 211

BE$E

FEFZIN L2 VPN RS Hs 216 BEAE AR SECE Y L2 VPN RS #ECE L2 VPN RS #8210

#in L2 VPN E RS
Al E L2 VPN RES#SIRSS G, % il R, fE3— NSX Edge 54 FECH L2 VPN kRS

B

1

2

N o o b~ W

MRS R, AT DU Z 55 5 https://<nsx-manager-ip-address> 1) NSX Manager .,

Crage)  QERIZEARSS A, RETIVA P8 L2 VPN % iifik 55 81—~ IPSec VPN ik
%o

a ‘FEIME > VPN > VPN R ETIR, RS EBRMRS > IPSec.

b i\ IPSec VPN JIR5HIZ R,

c M Tier-0 PS¢ MR H, LFE—AN5 L2 VPN & Fii— i i1 Tier-0 M,

d ARERTIART RABRINMANE, EIREFEELE TN IPSec IRSS” @Rk HaxErE,

e MLERIE, SRR E N BASILE IPSec VPN RS, A,

SHTEIME% > VPN > VPN RS, RSERERINARSS > L2 VPN 2 i

i\ L2 VPN & iR 5510 247

M Tier-0 BISE MAZERH, RSN GUERIEE T B FhiY IPSec FEIE—d HIFIARIR] Tier-0 G,
(i) & iR .

LR

BN L2 VPN & umiRSS e, R minad s Bakaril B A1 L2 VPN & i, disRm
iR, BORERMIE] TSI L2 VPN & )" G n e im ez, v I sz 6l L2 VPN &
2k, AT TRI4% > VPN > L2 VPN 2 060K,
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RESR
NECEM L2 VPN % PR 5 RECE L2 VPN & e iho TN L2 VPN & e ih v 5 B R

=
Jo

N IPSec VPN £1&%

FEICHE IPSec VPN IRSSIR, BUbAWRIIEE T3-S IPSec VPN 2 il 5L K I IPSec VPN 2x1, L
PRI T 2R IPSec VPN 268U, b R S (A v UL B SCAFII AR L, AT 52 1IPSec VPN il
S

RINEFRIEH IPSec £1&

FETRINSET-HI% 0 IPSec VPN I, RIDAfEH] IPSec BEIEEF NSX Edge 7 s 1 2/ A -l 12 £t
2 VPN 3f IR

DA NP BREE ] NSX Manager Ul 1) IPSec £iffelii-< G HEEL T3S IPSec 23 i, 18 A DA INFEIE |
IKE 11 DPD BCE SCAIOE L, SRR 6B IAT I A e ) T2 T 3EI8 1) 1PSec VPN,

W A DIER IO IPSec VPN RS GBI IN IPSec VPN 2. 1F ARGt B4k 43T IPSec VPN
IRSSHEC B R, ARGAE U lpsec RS THIM kPRl > BiNetE. 0L NE R LEd, 1K
TE RGP REAREIAT IPSec VPN JIRSST B0 B T . (R EE PR, WH4ka TR N B rE
B3, PASIS@seli i3I0 IPSec VPN 2 1A H .

AR &Y

»  PAUCRCE IPSec VPN IRSSAREARSRAE, 955 MR IPSec VPN k55,

w R R B A RO St i AP 4 PRIz R P 2551~ PR 1P itk DAT 228 i i 136
%) IPSec VPN 2o SEOIHA G R, 152 WA IIA G o

w  QPREF TSR R (PSK) #HTSHATIE, 13 PSK A

w WUEREMEB I T BB 1R S AL ERIRSS AU N CA B4 UE . 155 Wk Bk
Po

m QERAATEN NSX-T Data Center f245%[1) IPSec il . IKE S Bl ZEA60 (DPD) Bl i SCEEE H
BRI, TRBOYRC B R AR B S 1H 2 WS INBCE SO, T AR B

B

—

M b rs e, A B B S5 B https://<nsx-manager-ip-address> Hif) NSX Manager.
ST B > VPN > IPSec &4 el

BEFERIN IPSec &3 > RET55HL .

FINIL TS IPSec VPN 23l #47k.

A W N
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10

1

12

13

M VPN RS MRS, e B AT 1IPSec 2311y IPSec VPN fiR55 .
AR BRI IPSec £3EXTRHEM TSI IPSec 251, NIERMN IPSec &4 i 254675 VPN
JIR5% 25
TSR e PRI A b £
RN ZAM A, AR NSX Edge . AERE AN A A, 135 i = R
OTFANERviRER7 I FiN: it ) <8
TEIERR 1P SCARHER, i N8l S fir s 1P ik
GEE NG
BN EET-3RIE 1Y IPSec VPN 2 iE ] 35 I
BRRKE N 1024 DFAF
HE AR IPSec VPN 21, 5 I HRRS .
BROANEOL N, ZE#E N Enabled, X EWRERACE 2] NSX Edge 15 51 IPSec VPN 2xifi,
(i) MWEBMEES TheE s, BN ee st et

& M NSX-T Data Center 2.5 JHifi, KRRt IIEEM SR AOGHFAIEE, WS WIS 5H
MMM

ERIERIA ) None o AURERE— DS IIEESE, W BRI N certificate, JFHRER
PEE S Ty IKE BEESCHAN IPSec BEBESCAHE IR ) ARG ik iE L i IIEE1E IR B . 8
TCEGHIX IS R G SR Ao

IRE BRI None, 1B AERIERES MR gt — Rt

FERIBRN SRR pek, XS NSX Edge Aleeiti i 2 ML ALY T IPSec VPN
Siho WERUEEE certificate, M HITAC EAM I KL SOUETHE T S 300 E .

TE CARHBZE” AN e SOARRER, ZE/DEN— IP Rk DT T2 T3 Y 1IPSec
VPN £,

XL AR CIDR 57K,
IR S BUERTUR S pok, IHFE BRI S CAAE PN B
AL AT DU IR 128 NFIFIF TR
FEFLEERIA A PSK AN SRS NG, PO e 08— LR R UK = B
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14

15

TARPOS L AL TS ELAR 1D HAs A

X T PSK BBk P A5 mb i, 1% 1D B AU Sk r A H 1P itk sl FQDN G 4T ik
ST UF N S5, 2 1D AU AN Sl SR UE sl A T4k (Common Name, CN) 5k
FriHi4# (Distinguished Name, DN).,

AR RS S RJUETSE DN AT R S R L, 14,

C=US, ST=California, O=MyCompany, OU=MyOrg, CN=Sitel23/emailAddress=userl@mycompany.com

W FTIVA I ki N2 1D (AR — il

C=US, ST=California, O=MyCompany, OU=MyOrg, CN=Sitel23, MAILTO=userl@mycompany.com"

QUARAHE G S AOUE P DN FRFH A A & IRk, EUW S50k S A ] strongSwan IPsec 52
i, TEAE ARk S N A S S 1D . DA N SE— ol

C=US, ST=California, O=MyCompany, OU=MyOrg, CN=Sitel23, E=userl@mycompany.com"

SRS B B, TCP MSS IR AL NIE TSR IPSec VPN i JHIFRIC, 15
B,

BRAMEIN, AR GA IR E S o a0 RAA 2 BRI B S M%%ﬁ@ﬂmmmﬁiﬁo
QPSR P A PO SO, PR = R () DA A B SO, A LR L A

a  WHFH T IKE BEESCE FRCSE, 1R IKE Bl Sk,

b WAL IPSec BB XM FHSEH, 1H0eRE IPsec 1T S,
c WHFHT DPD ECESCH: MRIEH, e L) DPD Y S
d  MEEFEIRER Thigmrh, i

PR R A E AR B R PR A S FP SRS . BRIMEY Initiator, FERUEHTA]
AR R R 2D,

* 5-2. #ERHEKX

EEREER P

Initiator FRIME . BT, A SRS Eh IPSec VPN FiiEal
T, TFAR R RN SR T4 R TR

on Demand FEMBGENT, RIS s PR s — N S
b 55 E) IPSec VPN BEE O it Nt shig ek
PEATHRY o

Respond Only IPSec VPN MANHEhsE s Ak i ah 20 m she oK,

AR H S A NZ R R TR
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e WREYE IPSec ERAHRIED TCP & ifMi K Bok/IN (MSS) 113, 155 )1] TCP MSS [R#H], 1t
PETCP MSS A, FH Lg% TCP MSS 4.,

AXRFAMEE, S TR TCP MSS R,
f REH SRR S RREA, nERMEH AR L AR
16 R,
%R
JRIHIC 5L TR YT IPSec VPN XIS, BN INEI AT ] IPsec VPN 2xif4l &, B TR,
J=Eediat
»  ffiiA IPSec VPN BRIEIRASY “CRED" o WS W VPN ST AR T, TR E B
o QAT I PSR T M = S () SRATER IPSec VPN 2IEfE B B SV THOHRE
Z—o
WINE TR B IPSec £1&

PRI T IR IPSec VPN I, e REetitFEiE, fim S E i (i BGP) il i lfE
ERL (VT BRI o IPSec LR VTI IFTA A -

AR FTAIPE R T IPSec £ telil- | OIEE T Fhit) IPSec 2xilfic ] APNIIAT JCEIE . IKE A
DPD B SR, ARE S A AR o s DUTT TR TR Y 1PSec VPN,

H AT E IPSec VPN RSS2 BIE N IPSec VPN 21, 7F ARG n kst T IPSec VPN
MRSSFCEIN R, RIEAE N lpsec k35" THIMR kBl > BRned. /e M iRmng L, (R
JE RGN EAREIEAT IPSec VPN RS ECE RIS TH . WASERR, WARSHITUL M BB DB
3, DAESPEBH T T Y IPSec VPN 2L B AU AR

BIIR S

= WJUERLE IPSec VPN RS54 REARSRIE. 155 W IPSec VPN JIk55.

w RIEURM S . AN A 1P AR IR S5 1P b HE A B DA T A T i IPSec
St EOIEAM AL S WA I b

w  QEREME PO (PSK) BT S M%E, HA N PSK .

QR HUE I T SR UE, iR L S ADEIRSS ARUE BN ) CA B 2uE 1. 152 I Uk
P,

m WURARFTEEET] NSX-T Data Center H2AE1) IPSec fkil . IKE B0 2:46 (DPD) Fit B SCAFf Bk
WME, TSCHELE S FHROECE S . 155 WESINEC S, TS B

S8

1 MplEee, I AR SR 2] https://<nsx-manager-ip-address> H1[#] NSX Manager.

2 5% %% > VPN > IPSec £,
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1

12

13

PPN IPSec £ > B THH.
NEETEE Y 1PSec 21 N 4R
M VPN RS MRS, R LRI T 1PSec 231511 IPSec VPN JIk5 o
H ARSI IPSec SEXEHETR I IPSec 2316, NIERIN IPSec &4 i 22157~k VPN
IR %% £ F5q
LS e BRI A A b R
TE O ZA M S, EARIRUAHE NSX Edge 9. QR B A AN R A &, 35 L = S
(), SRR A R
{EAERE 1P SCAKER, By NgeRR il S 1P ik
T BN
NIRRT 10 IPSec VPN 2 il il e ] .
KR 1024 7R,
T kAR IPSec 231, 1A EERRA.
BRINEST, ZEEEN Enabled, XEWERECE E] NSX Edge 1541 IPSec 21
(FJik) MWEMMEES ThoE g, SN eeaiket.

I M NSX-T Data Center 2.5 JHf, Rt MIE SIS, OGN E, 1S Mo e
MEEAT

BRI None, MIABERE A HIPEESEE, W BHHRUEBRIEE ) cortiticate, I HNRUBM
4 PRI IKE BRESCPEA 1PSec BRESCHHA LT 240 b B S50 5 SN SO o 040
BE0H 2 0 XN

ffi ] CIDR e REERE O PN 1P bk
T Nk
WREAEEHRE N None, THNBBISUEBLR N 52 H b e P — R,

BRI S IO psk, XKL NSX Edge il > AL Z AL H HIT IPSec VPN
Sl WIRGEEE certificate, MM B A I ;S BE S UEH AT R BEIE

IARIERE per DI IER, I R A SOAME P N B D
WAL LR iR Y 128 DT Y7 H o

LR PSKEIN RSN NG, ROy e AR UR 5 B
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14 7EEfE 1D i N A,

KT ] PSK SIS uERX St b, 1% 1D HATUEA S u S A 1 1P Hihksk FQDNG i e+
S IR A, 2% 1D AU St S e vl 2 24k (Common Name, CN) 2k
Frifl44 (Distinguished Name, DN),

AR RS S RJUETSE DN AT R S R L, 14,

C=US, ST=California, O=MyCompany, OU=MyOrg, CN=Sitel23/emailAddress=userl@mycompany.com

W FTIVA I ki N2 1D (AR — il

C=US, ST=California, O=MyCompany, OU=MyOrg, CN=Sitel23, MAILTO=userl@mycompany.com"

QUARAHE G S AOUE P DN FRFH A A & IRk, EUW S50k S A ] strongSwan IPsec 52
i, TEAE ARk S N A S S 1D . DA N SE— ol

C=US, ST=California, O=MyCompany, OU=MyOrg, CN=Sitel23, E=userl@mycompany.com"

15 WIRZERIL IPSec AN E bR —f0 04, HEARE A AFRIC AR,

16 BRIGEE AR FEhiEt. TCP MSS IRV IETHE I IPSec VPN 2 1R FIROFRID, 1559
= =1
BRINBOUN, Kl AR G B B S o QSRS Ay 2 BRI S, ) iﬁ?%ﬁﬁtﬂmﬂﬁﬁaﬁi
o URBEAE PR BRSO, I =GR () DA AR SR, 1S LRI S
o

a  WHUSHT IKE BEESCH MRSER, R IKE fl i,

b AIRAZEH] IPSec BLESHE FHEEL, 1HTER IPsec RS 1.

¢ WHUSMT DPD ERESME FhEH, P it DPD Fid St

d MBS FhE b, ki,
PRz R B E AR RR T O 3 A5 A b s B TR0 S . BRIMER Initiator, F&UENIAT
AN 42 B AR
% 5-3. EERIER

TR ik

Initiator BRI 7RI R, A R 2 IPSec VPN Bkt
B R RS RS A SRR R R TR

on Demand REGIETH I VPN R, SR OGE T T

FIEI VPN,

Respond Only IPSec VPN MRSz, 45k i ah 2R sz oK
A M s 2 BT R A TR
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17 QIREAE IPSec BRI D TCP 2ihHUi KB/ (MSS) T4, 1) H] TCP MSS [RH], st
TCP MSS Flafii, FFH Lk TCP MSS fA,

AXRFAMEE, S TR TCP MSS R,

18 WIREKIE IPSec 21 /FNRHE AbmC—iBa (il EEAmeH i AR id A,

19 HRE.

%R

BCIIBCEHTE T T IPSec VPN 2xih)a, oK BEdINEI A 1 IPsec VPN 2 iffflk, eAab T i

o

EESR

» i\ IPSec VPN FEEIRE) “CUHED" o S TS VPN Sl MR HSE, 1 Aoe s R

w TR ek BGP FLE M . 1H2 DL E A Fh kBl BGP.

o WAE, RS TN AR () DUFEE IPSec VPN £xilifi Bl ST AR THOBE
Z—

XTZHINEAEENS

M NSX-T Data Center 2.5 4, #A[PAETE— 2 GEEN:, PIHKREE T IPSec VPN &1
LA A

LIS RATUE BT AR L 228, HHICEBEEX . RSN, M
JE X HIEHR B30 TR ELY IPSec VPN 21 24 id i 30T

MR T NSX-T Data Center HIF() IKE BB SCHF SCRI e AR EPLASON AN A F FIUE ST .

AR LR IKE A& JiiEioa=R7S THEE Diffie Hellman £1
CNSA IKEV2 AES 256 SHA2 384 4115, 4120
FIPS IKE-Flex AES 128 SHA2 256 4120

BRe i IKEV1 AES 128 SHA2 256 414

PRIME IKEv2 AES GCM 128 F et 2119
Suite-B-GCM-128 IKEV2 AES 128 SHA2 256 4119
Suite-B-GCM-256 IKEV2 AES 256 SHA2 384 4 20

ARSI T NSX-T Data Center HI1J IPSec Bt & SR SC R S FME LA LA K B SR FIUE SCTE

ERNEEAER IR WL PFS 4 Diffie-Hellman £
CNSA AES 256 SHA2 384 (W= 4115, 4120

FIPS AES GCM 128 A =Y 4 20

e AES 128 SHA2 256 W= 414
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ARG EZHR InEEE: WEERE PFS 4 Diffie-Hellman 21
PRIME AES GCM 128 S ac =Y =hii] 4119
Suite-B-GCM-128 AES GCM 128 R e 2119
Suite-B-GCM-256 AES GCM 256 AR =Y =hil 4 20

THE TCP MSS FRél

Wk TCP MSS PR, 4T DUR/DAE IR 1PSec Rk A EBAH] TCP 2 M k45 B/
(MSS) {fi, M NSX-T Data Center 2.5 JI A< HiZ1hfk,

TCP MSS & FHIAE A TCP 45 BB ARUR L (A1) . TCP b — e =
T IHIFE MSS (LR EE %, Hh MSS 12 TCP SYN BRI TCP 453kl —.
TCP MSS SRR & 75 AU HH 2 ORI TE (MTU) T,

fE TCP jfiteilid IPSec VPN s 271 VPN BT, EAE I A8 G s DDA N bR DLAR IR 2
4, W T IPSec RRERER, i HEIIMNRIIE IP. ESP AR UDP (WIsRAE 28 HhAZ7E i 1)
FRTXEEEIMNIbRSS, EREIR A/ NEH VPN £ 10011 MTU, fil4l DF Sk, il tn] aessiv bk
WER

TR R Bk A, A DU TCP MSS R IIAEPAEE IPSec 21K MSS i, SATEIRM
4 > VPN > IPSec &1, LN IPSec ik A2 ihh), RITEFEBMEN, K58 TCP MSS
PRI

ERILLA . TCP MSS FTRIAI TCP MSS {E, PARCHLE HI T IPSec 0TIt 57 MSS i, FeERY MSS i
T MSS [l &L FAE TCP MSS JiTH, Ff# TCP MSS B (R 425 1 DA IS MSS 115,
MSS (e R VPN #:11 MTU. VPN JH AR EfE R MTU (PMTU) FBITRTY. FRK TCP 42
TR, BT AT 30 MSS DLEIASAREE MTU &F PMTU 251k,

#hn L2 VPN €15

BlE L2 VPN IRESHIFI L2 VPN % s, AU BRI L2 VPN 2354 HE5E A L2 VPN RS E o

L2 VPN [R&SE4SE

A L2 VPN RGNS TG, N L2 VPN 2538, FEB M InEI s A B

PLUR B ] NSX Manager Ul F[J L2 VPN 235K 617 L2 VPN JIRSS#r2ih. ) LAy
A A BEUAB INE] L2 VPN IR 5#5 251

H WATPAMERIIICE L2 VPN S5 aRlik S5 Rz BN L2 VPN RS a1t AGundkenitiT L2 VPN
MRS ARECE N R, REAE AN L2 VPN IRSsas” mit Fefai® > Bineid. Ll M Renl) L
o, BRERGPOREIESTT L2 VPN RSARICEIN 0B R AR, WZkaahd il MR
B3, DRI T L2 VPN dsdea imBe S I iy .
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5141, L2VPNSession L2VPNServer config.txt fUSPL MEIE.

"transport_tunnel path": "/infra/tier-0s/ServerTO_AS/locale-services/1-
policyconnectivity-693/ipsec-vpn-services/IpsecServicel/sessions/Routebasel",

"peer code":
"MCw3%jBjYzdjLHsic210ZU5hbWUi0iJSb3V0ZWIhc2UxIiwic3JjVGFwSXAL01iIxNTkuMjUOL]YOL)IiLCITke3RUYX
BJcCI6IFE20S4yNTQUNjQuUMSIsImlrzU9wdGl
vbiI6ImlrZXYyIiwiZW5jYXBQcm90byI6ImdyZS9pcHN1YyIsImROR3IJvAXAiOiJkaDEOIiwiZW5jcnlwdEFUZERPZ2
VzdCI6ImFlcylnY20vc2hhLTIINiIsInBzayl
6I1ZNd2FyZTEyMyIsInR1bm51bHMiO1lt7ImxvY2FsSWQi01iI2MC42MC42MC4xTIiwicGV1cklkIjoiNTAUNTAUNTAUMS
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DPD CANE BN SEAGID A 2 SRR AP AR 2 RIS EUIARDCAS B, TSI 1PSec XIS S
Tin R

NSX-T Data Center $2t— R G4: k1) DPD fid &5 X, %0 nsx-default-13vpn-dpd-
profile, BKIMEM T, BUFE IPSec VPN JIREIN 45 Bl Rl B S0 p:
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BRIAE L2 VPN JIR S0 IR AR B o S5 A
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3% IPSec VPN 2 EHIL B EH KGR A iR ARA B O AEAE 47 4 ) NSX-T Data
Center A1V s hALH.,

B IPSec VPN 26, SOk, IKE BlE X, DPD B S FRIEe v S . AHbi
IPSec VPN JIR55H1 IPSec VPN £33, AITA7 X Se SR B L Z M| —/™ 1PSecvPNSession SPAN, KA DLf#
FIAREI ceT APL ISR IPSec VPN 2 1EHIFTA SUARI SRS o AT ] APL RS2 SEEIR S

BB &4
n K IPSec VPN, HZ 0 Ti# IPSec VPN,
s HIACECE IPSec VPN, 52 LS IPSec VPN k% .

A NSX Manager API 5 [FIAUPR o

1 &1% posT. PUT B DELETE 152K API /1],

flan

PUT https://<nsx-mgr>/api/vl/vpn/ipsec/sessions/8dd1c386-9b2c-4448-85pb8-51ff649faecdf
{
"resource type": "PolicyBasedIPSecVPNSession",
"id": "8ddlc386-9b2c-4448-85b8-51ff649faedf",
"display_name": "Test RZ_UPDATED",
"ipsec_vpn_service_ id": "7adfad455-a6fc-4934-a919-£5728957364c",
"peer_endpoint_id": "17263ca6-dced-4c29-bd8a-e7dl2bdlag82d",
"local_endpoint_id": "9lebfala-820f-4lab-bd87-f0fblf24e7c8",
"enabled": true,
"policy rules": [
{
"id": "1026",
"sources": [
{
"subnet": "1.1.1.0/24"

] ’
"logged": true,

"destinations": [
{
"subnet": "2.1.4..0/24"
}
1,
"action": "PROTECT",

"enabled": true,

_revision": 1
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2 {ERMII RN FRSAHI R E] x-nsx-requestid MEIFE
Bilgn:
x-nsx-requestid e550100d-£f722-40cc-9de6-cf84d3da3cch
3 HLLR ceT WK IPSec VPN 23l LIRS
GET https://<nsx-mgr>/api/v1/vpn/ipsec/sessions/<ipsec-vpn-session-id>/state?request id=<request-id>
PAE AP A A S ERAT AR BIHY id A1 x-nsx-requestid ffo

GET https://<nsx-mgr>/api/v1/vpn/ipsec/sessions/8dd1c386-90b2c-4448-85p8-51ff649faedf/state?
request 1d=e550100d-£722-40cc-9de6-cf84d3da3ccb

LA ESBURAEN in_progress MIEIIIR =1,

"details": [
{
"sub system type": "TransportNode",
"sub system id": "fe65le63-04bd-43a4-aB8ec-45381a3b71b9",
"state": "in progress",
"failure message": "CCP Id:ab5958df-d98a-468e-a72b-d89dcdae5346, Message:State

realization is in progress at the node."
}I
{

"sub system type": "TransportNode",
"sub system id": "ebel74ac-e4fl-4135-ba72-3dd2eb7099%e3",
"state": "in_sync"
}
1,
"state": "in progress",
"failure message": "The state realization is in progress at transport nodes."

DA N2 SRS in sync BRI IM R 7~ o

"details": [
{
"sub_system type": "TransportNode",
"sub_ system id": "7046e8f4-a680-11e8-9bc3-020020593£59",
"state": "in sync"
}
1y
"state": "in sync"
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PAR 2 SR unknown I FT REWCEI N R R 51 o

"state": "unknown",
"failure message": "Unable to get response from any CCP node. Please retry operation
after some time."

}

"details": [
{
"sub system type": "TransportNode",
"sub system id": "3e643776-5def-11e8-94ae-020022e7749b",
"state": "unknown",

"failure message": "CCP Id:ab5958df-d98a-468e-a72b-d89dcdae5346, Message: Unable
to get response from the node. Please retry operation after some time."
b
{

"sub system type": "TransportNode",
"sub system id": "4784cala-5def-11e8-93be-020022£94b73",
"state": "in_sync"
}
1y
"state": "unknown",
"failure message": "The state realization is unknown at transport nodes"

PATIK pELETE #R1EST, PIRESHE] not_rounD RA, 40 MR,

"http status": "NOT_FOUND",

"error code": 600,

"module name": "common-services",

"error message": "The operation failed because object identifier LogicalRouter/

61746£54-7ab8-4702-93fe-6ddeb804 is missing: Object identifiers are case sensitive.."
}

WIREEH 5200 IPSec VPN fIRSs, MWk ®] BAD REQUEST MR, 4 MR,

"httpStatus": "BAD REQUEST",
"error code": 110199,
"module name": "VPN",

"error message": "VPN service f9cfe508-05e3-4eld-b253-fed096bb2b63 associated with the
session 8ddlc386-9b2c-4448-85b8-51ff649faedf is disabled. Can not get the realization
status."

}

VMware, Inc. 75



NSX-T Data Center #5351

¥ VPN 1R F0HERR Hi &

il IPSec 5k L2 VPN £ , AIDAE T NSX Manager J P B gz VPN B IRAS,  FEHR A R
B [ g A T B R o

1 MplEeed, R GRS 2 https://<nsx-manager-ip-address> H1ff] NSX Manager.
2 FiEIRZ > VPN > IPSec STEEM%E > VPN > L2 VPN &ifkli .
3 JRITEEESEHRER VPN ST TERIAT.
4  BIEEH VPN EIRES, R E R R,

B iior IRE” WEAE, I AT IR
5 E&EE VPN RS IR, 5 RS SR EEERHEER.

“GiitE B W E R VPN BEEIR R ZoiH5 B .

6 EHEGHRAIMEE, WHE “GulE R ASER R EEE L
7 EOCPIZETHE BATRAE, 15ROk
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WL I3 (NAT) B— 1P itk =S [RI B 21 55— 1P Hbik=s TRl A]DAYE Tier-0 F1 Tier-1 W5¢ F i e
NAT.

AFEPFE T LA A

n ERSE FRCE NAT

EMX ERLE NAT

A PLLE Tier-0 ok Tier-1 W& FEZE TR NAT (SNAT). HFE NAT (DNAT) 55 4t NAT,

R Tier-0 PSSR Bh-1H 50 FisdT, WIJCEERCE SNAT 5k DNAT, R AMFRIOIR 2] hEa S50

P, HARERC T S NAT CHINFROTOIRAS NAT) o 412 Tier-0 WISSAETR 8- £ B FiafT, MnrPe
fil i SNAT. DNAT S5 NAT,

R 1P Mkt JEHIAE ] SNAT 5 DNAT, QRIEANHLERAZA NAT B, K B A iR i
SRR o

EOEE 7RG IPSec VPN 1 Tier-1 % A3 5 DNAT,

1E Tier-0 WSER—NNEEE 1 FRCE Y SNAT BACFRSKR 3 Tier-1 WSEPL N Tier-0 W |5 —ANhaEzn

it

EZ

—

MR, T PR BN PRES B https://<nsx-manager-ip-address> Hif) NSX Manager.
VLRI > NAT,

TERERIE,

AR NAT B

BERERAE

T Tier-1 /3¢, A FHE/E{ORG SNAT, DNAT. & . J& SNAT fiIE DNAT.
MBI MY Tier-0 BOC, A IERIECLT SNAT, DNAT. J& SNAT FIJC DNAT,
TR Es-EEhE N Tier-0 WIS, AT FHEEE AR ST

6 (EERSYIH, R ARG

a b W N
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7

10

1

12

13

14

15

(i) AR IP, LA CIDR K dRE—> IP itk 1P HiikyEfH .

WAL T BRIt NAT BN T A1 PN AT A

XTEFR P, LA CIDR AR IRE —A 1P Hbikak 1P ik yult.

XA 1P, DL CIDR AR IE—> 1P Mtk ale 1P HbhkyfH.

i N I L

ML eI 2 — A B K 4

w  UCECAHMNESHHE - (i SHAG 1P RIS st | A5 ARPC R 75 A R A PR S £,
m T SNAT, IMEHEHLZ AT NAT JR it
n  XIT DNAT, SMNHHHERIT NAT Z R4 HFRHhE .

T SN, SRR, BUAERRAEPIT NAT 2R R RS AT . S
i, B JERRAERT NAT Z /081 J5th btk

w  DCECPNERME - Gl S5 A 1P HHERTS fom 1 AO4 ASARECAC B KA AL PR £ o
m AT SNAT, WESHEHEZ ST T NAT Z AT R .
m AT DNAT, PEBHBHER AT NAT JRHAR A AR L

w NF CCRONT S, SRR, B ABRRERIT NAT 2 AT . SH R
By PIKERR AT NAT 25 R A i AR

S - Al OSBRI
() B H AL RS .
CAe) R TRIFNSER, e IR 52 o
ARG 04T Tier-0 WIS, M, ARaS . MRS SEBlim s IR I
TRE SR
BARMIEER G E e e e BRIMEDY 100,
HLRIT
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NSX-T Data Center 2 #1744l Jy B AL Fr B it vl T PR 35 -1 o 2 i e D s i AE 2 IR S5 e 2.
IE1}8

G TR

HEHL
AR 5525 1

BITRRKRE

TR R NSRS R B A AE 2 IR S5 ar . WO R R 9 38 s oo 4 B)
TR IRR IS, R KRR R A SR DR AR T, e S 4

TEATDUE R, 1P bkt b 21— g b e 55w b A T 00 34T . 00 SRS I 82 i 1P ik |18 TCP,
UDP. HTTP sk HTTPS 13K, Fafe 2 IR 5575

FRIEERIFEOR,  An] DU LA T RE IR 35 2 ANt sl SORALEREE TR P i i 0 2, AT s i B e
(RS
EANFE Tier-1 PG FChp i A MRy . — N IEesfs BB 8 —A Tier-1 W<,

ZNERA NNV E

» SR RS

» RE TR AL

n ORGSR R S5 R G R 24
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AHHEREEHRS
S TR 555 TRSS B PRI Al s

TP RnE R R Tier-1 WHRER hav. MBEISMRITE — DB MRS . EUIR S5 A N AR i
SR —ME, P, s AN A RoR . REUIRSS AR 5 BN B 2RSS ARSI . IR S5A it
WE— 4RI, IRFSAR b IR & RIS AR LA o

LM MRS AL RIS TN AR, P LAANIEA TIROUS & Wi P e kA & IR 5w st TR DL

T I ERR R
FEFLSUBISIRAN . ATDMERE N NI, AR o R/ NJUE T SR T DA SRS R
S5 TRSS R AL A A

TR AE Tier-1 R FiafT, e aiid T “9Hah-26 17 . WSSHE NSX Edge 1551 FisfTs
NSX Edge iR AL, /NI, ipRE kI g | NSX Edge 15 8 7] DA RR 01 A fliras 50 .
TR, B MZe e+ ., PR s — R iR oe .

HIRAF BRI NSX Edge HiAs il LLSCRIIIN A G R, 1520 https://
configmax.vmware.com,

R ANEAEAE IR /NI NSX Edge 5 st T/NIEL G 4 e
BEATA T AP AR NSX Edge 19 mi A i as (i TG D05 R G Rt P Thl - ok e 1 01 2

fiir, WIEATIA N A
GET /policy/api/vl/infra/lb-node-usage?node path=<node-path>

AR I R R e TR L P 0 BT, s T R ane
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GET /api/vl/loadbalancer/usage-per-node/<node-id>

RS OUE BAAREE Y S A E R A e R rodoe (i Boaas kg . BERIRSS A . RS ARl
MR b) o ARG R, 1520 (NSX-T Data Center API 579 )

PR BT AR T RE

NSX-T Data Center #1&~Fiis 2 H5LA M IIRE,

% 4 )2 - TCP 11 UDP

857 2 - SCRRAECP RN HTTP A1 HTTPS

IR55a - FSAIEhAS (£ NS 4D

P AN - Y5 1P Al Cookie HF AMERR,

BT NSRS - Fahindess (R HTTP, HTPPS, TCP. UDP Fll ICMP) Filiishii s
SNAT - #] . BB IP 5K

HTTP FH2k - AT HTTP FHRIIN TR (a1 WebSocket) , SHSTRF HTTP FHE ik
MR555. BRIAMEBOLUT, NSX-T Data Center fliJf] HTTP [ IREF AL & AR LRI HTTPS T+
& K o

RSN 2hg Fm IR S e, PUECT RS T HTTP RS e 5 S s ThAE AN

60 ) . WRARSSESAAE 60 FPAIFEIN L1k, NSX-T Data Center 2% 1% P AR 55 25w 1014

o

TRl SSL 2 EBIMAIER U/ NSX-T Data Center Limited Export IRAH A FFo
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AR F#3R (LB)

Fast TCP <€
ZPRAIpREE NARFREXH B ®N E/i% SSL EEXH
HTTP < Y
— ERRS e [R5E8 SSLEEXH
IR 1P <
— FA MRS X & <
Cookie <«

SNAT

AR

\/ \

B a2

v v vy v

HTTP  HTTPS  TCP UDP ICMP
g ERR R
T ISR AT IR MR . PRI R RIS AR TR NAT (SNAT) BCE, 1 A AR
Z:%go

Sh:EZE]

FEPIIAER T, BRI RS A% P AR 55t < IO e A rh o SR BB RS 10 SNAT Aefirss
MORCE, IARRCK & o FIR 55 sz )[R —A Tier-1 IBHRI h#s FAOE S5 B i PR 55
AER R /> Tier-1 @RS thas FIOE ML B, WF2E SNAT,
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BERFH

FERVEREAT, SRR A T % P IR SS R IR R R o AR T, & AR 55 T A
TR EIAHTR P TIR NAT (SNAT) LR HL& M MR S5 Aok 2 % P fet, Al 6148004
fiirat e AN E I HEERMR S5 SNAT,

U ISR AT R, 1P ML & Fomintit i, PSR e MRS AR T PR i
ORI AERERRATT, DEIATRR & P 1P RSy 01 MRS 1P Mk, DASEARSS RN
YGRS sr k= P2l v el T SAPAIINE 1Y - s Rl B

HE

k5555 3
i1Ch ﬂ [ Ter1mEC |
= T 4 I
""" ShEsEE i)
SR ]' o2 W% 2
| Tier-0 LR Tier-1 35 B |

.

i
.1, e
| Tier-1 88 A | :9‘- i

Tier-1 IR& &
AR Tier-1 WOCEE S AT A AR S (a0 NAT ., By kRSt fee) , MR PL T RN H
XI5

= A
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DNAT - [y kdif - 7 zdsffras

TERG: WSR DNAT R 1P cigead, PRk B ok, (BB (1 8h s .
LI

RIS - Bk - SNAT

B T ERAGt
TP T2, RS SO PR P FE RS Tier-1 G,
Ve AERRBRBAEI ok, AR Tier-1 A 18T T4 Tier-1 j.

e Mok, WEIRSARINBITIRIUS & it R, VATl BRI we it i&a, DAY
fiiras QUL EE 4 JZuker 7 JZRE RS A%, T FREET O A T AU 55 f e b 21 0 A s

FHTHE

,e E

: BR5528 1
(2)

BITIRRAE ; i1 e

AN S E I E RS

BT IR R R R Tier-1 S,

F AEEHZAET R, KRG Tier-1 25 fe 148 Tier-1 W&,
T AR ¥ A 2 0 s e s B 5 H B R0 s B

ba s G S R RE AR PRRINDE NS =478 -2l GG 1) R A E - P e 7= R 3L T B e i S B Pk B3 e
HAEI
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: =1

E b Ed
Vo4

' Bl

; RS2 1

vl 2

' EITRIRGE

ARG

AR E T —A Tier-1 WX, & WA 3 & Tier-1 WG,

B

—

a b W N

M Esr, P B PR A 5 2 https://<nsx-manager-ip-address> H1[) NSX Manager.,

VePERLE > B > BN B s .

BN DB AR A2 PR AR o

AR R P e 01 B Rt e IR 35 R N A B 25

MR B e P O R R e 0 ST R I A L Tier-1 WSS,

Tier-1 MG AL T £ 8- 5 I

75 s s e SRS H S B0

B IR R 18 B A B R P TR R AR DR T R B ) it
(i) By NARL A R UITE A S o

FIARRE — D hric bl BARc vl

BRI

B HISM ) PR IR R B Tier-1 POCKAFTZE =78, HRERSBAObE e “IF
SR

WNRARAA M, T BRI R, RIS H4kE:,
CRIe)  MER 1 Bt

a KO SRR S Tier-1 WSCHTITZE .

b RS HIMRR.

c PR E AW S

d EEMER.
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NINEh s e

TN TR S T A AR S5 22 A i Tl o = 5hiad PRI ez g i T URh S mhat, #lan, ks
PR IR ping #RE, BEEES HTTP 1R R P s TRt

E ABERZZEET R, KB Tier-1 85 1 2s T35 Tier-1 B2,

FCTEAEAS R I BN AR M s By 8 DR AR 55wk AR FOE B rPibER s ELB R S e s TR Dt
AN XRS5 74l T IE RS 1k

IR 55 ke LA B A AR S5 7 LR IR S mse e 21 Tier-1 OGS, 2ot AP T80z ik
DURSEE . Tier-1 LATHER 1P Hhh I T8/ TR AU 7 .

& ALV MIRSS st B — > Bhiaf IR DU s

Ly QTR
EAGE  EEEER > it 1
L D 3

L
AR %585 1

D ORRTEEE o AR 555 1

1 MpEeed, R AR &R 2 https://<nsx-manager-ip-address> Hiff] NSX Manager.
2 pLREREE > SRS > RS > 15) > N e,
3 M MhEEE IR S AR
WAL UE MY (HTTP. HTTPS. ICMP. TCP #1UDP) JII'T- NSX Manager.
4 R HTTP Bl
5 ME TR WE,
T AR - ahniad TR S BRI

BT L

ZARFIDH] NSNS TIRD R 2 A PRI A

B e s A

Wi W AR R IR 5w Ak D) — MEREE SRR (B
AT HARR WEAER IR SR DOWN 2 st g et
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10

1

BT A

KT B —ME, YIS RECE B AR, RS s B i A m]

BRIASE T BT IR R R, RS s U e, DG HEN
FIH

i NP R R AT RS o

PIVAEIE — MRICABE EEARICITELEL

Blan, R AR E O 5 R HARINEE N 15 B, M rss e 5 Biriksses Lk —kiEK,
TERFRIEMIT, An5RAE 15 RPN R K B IRSS#e AU BUENR, Mhial PIRGUAS A 45 R OK, AsREA IR
Bmapy, MZEHR CRITICAL, QARE =K TG AT 45 K40 UP, MRS #8400 UP,

%I{'}lmﬁo
BN HTTP 1R AN N A L PR AR B

ZET Vi

HTTP 5k R o e BN 55 25 RS 575 GET. OPTIONS., POST. HEAD #
PUT,

HTTP 53K URL BT ISR URI,

HTTP ERIRA PN AT ERaRBVIiEE S S IIR BT N
WATPAEEZ BRA A HTTP_VERSION _1,

HTTP M RiARk BRI, SRR HTTP W RARSS AR B
ERINFRLE N 4000, i kAR3kiEh 64,000,

HTTP #RIESC NI RIE o
% POST Hll PUT Jy 4534

HTTP MR ARG NIRRT S HTTP Wi 1 SCIR A TSR A o

Wi B AR A 2 A5 43 BRI A1) 56 o
ffl4n, 200,301,302,401,

HTTP MINIEST PR HTTPR MARLESC AT RS HTTP iz TIROUS AR 1ESCVERE, WIS /3
TEH .

VPt HTTPS i,

SERCEEE 5,

HRE .

BN HTTP iR Ama R LA K SSL Ad BT FAR1E E.o

T B

EFRFIRHA BINTF Bhaf TR T AR B AR o

HTTP 75 IR RS R R 55 A IRAS 777 GET. OPTIONS, POST. HEAD Al
PUT.

HTTP i&R URL FNTTIEIIR URI,

HTTP &Rk RIS B R e B SRR SRR

WA DL BRI HTTP_VERSION _1,
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AR 55 75

W S S IR SRS BT O B R AR, X IR 5528 AR S ST e
— AR AR R I

W S RS M AN I IO R, IR UIR 578 A SR S

MR HE R R EIIAT Sorry Server i,

PO o R A bk B iR 5 s AR R I, Sorry Server HREALRE TS
PR DL AT TE A8 S A IR 5 Rt

AR TE SR IUIR S5 23RO B 1, i N BRI B S

BN, anFRE IR 55 2t it Y5 2000-2999 5 X, 1 FLER b A% Fis 1 Y
T H 8000-8999, NI EEAIR 557546 1 2500 KNIk % itz & 125 2 H briity
1l 8500 [l it o

DI DS I SE 4 12 R iIR SR BRR S o

VDL T2 4 2RSS 2310 H il .

LN NI EDE et TR
FIPAEE — MR AR PRI IS
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HINE 7 E HTTP ERIRSES

FEWUIR S5 25 PR A % P e AR IR 5525 2 R T ko R RUIR G528 L7 1P Mtk | i LI AIEY TCP,
INEA HTTP BRI E S S 7 R R IR SS me e 0 g 2t ] o AR 17 3t 2R 55 m] DL
FH OBt as )

7# NSX-T Data Center 3.0 M i Eifi A S 14 7 2 SSL i,

T BRI R — AR SRR B URE AL . AR E LA, W P24 tiras
FUMEAL LRI T SCBRAA o WERFRAE T 2 ANCRCSRAT,  MIPCAC SRS e L A BT 2 a2 A
DWEBUT—Z60,  SBIAMTRE A S Ve LT o

FEA AR AE D A A B AR E T BCSE i HTTP 3RS | HTTP 3R LM HTTP i 5
5o AR LR SRR RS TR B

R AR SS FHR AN E A, Al 1% TCP RST GHFF TCP #482) 5 ICMP #HR74 E. i+
UDP) 4 IR S as B se il e BV EEnEA A EC R R AMES H, SR ez, %
SIERCE ARSI TR . W RE IR 5 A M D B S e IR B 5 S St as bR o, B2k SS
ARAOTE B B O

E SSL LB SR/ NSX-T Data Center Limited Export MRS A o

AR RIRSS# FECE T & SSL G E SR, A SRS SSL AL B SR E, WIERIRSS 7%
TE SSL A MsfT, RS & S um Ak S as 0 BB I e A S e . QR R 1% ) i
TR S 75 SSL B e AR, MERIARSS A5/ SSL AT, N iafT, R 5% S um ik S as g nss
H AT AN SCREEA SR P SSLEC S E FOE I T Bk 25 #im SSL BC ¥ S48 o Ans & P Ak
S5 SSL AL E AT EA S IR S Fo AT ELN AR P+ SSL, MR 55 #51E SSL FRIEAIE X
TiaiTo EXFHENT, HICNEE 4 2R EIIRS S B, RIS #]S Fast TCP Jd i SCfAHE
E?éo

BB &M

BN R E SO AT o S WA IS R i B Sk

n BAFRRARCE SCEE R o 152 WA INEE AMERD B S o

AR AR SS AR SSLECE U AT o 152 Wi SSL Bd ¥ S

n FMNIRSER AT . 55 WIS it

A CA FIE Pt B ] o 155 WA ESE 5 2k St

n  FRAUEB RS (CRL) FTH . 5 WS NUE BRI,

n AT ISR AT . WSS IS HIS RS

T

1 MRS, (R GIAR B 2] https://<nsx-manager-ip-address> H{) NSX Manager,

2 PRI > EISH > IR RS > BNINEIAR S A
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3 BEPE L7 HTTP BRSO NI FANLE B
55 7 AR 3575 SR HTTP A HTTPS %o

BETN
FARFIHEA
IP Mtk
b

HBB R
it

R R PR E S

FAMK

A

HINER 7 J2 Rk 55 s AR M o

HENHEAUIR S5 1P ik

HNFEALUIR DS s 15 o

MR hiE b e BRI INENZEE 4 )2 IR 5528 B (1 37

M e AT IR 55 At o

NS5 st 05— Ak B AN 2B B TANIR S I RE PR S5 & (b itk

DR

FERT ARG TE B A s SO IR S5 it

MRS, 4 F B N RE I 31T

FRAT DL R T P A S QR AR i v S

VAN s bt = SR E S /N E L

PIDAERE WSS & E R R AVERS FESCPE, I Se PR 1P A Cookie HDG# i
B AA RIS 75 o

4 FEEDGKES 7 ERERIRS RS SSL.
YRR AR % P SSL MRS #% SSL.,

5 [ SSLe

b

& i SSL

BRINIETS

& SSL BLE SR
SNI 45

ZISHEI CAUES
SR 2 i S A L
UEHEIREE

B RaEsIR
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& i SSLCFSAFINE Se VAN S Al REAUIR S5 A MDD AN H LA G 2
k.

MR N ERGIES

WIRIRSFRAKE LA ENLZIT AR — 1P Wik ek % A SRR SS # AkFE
(SNI) H" R, Wi TIHGE

MNREE I R P SSL LS S
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el Al 1 CAUET,
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6 MERS#s SSL.

P
H%5%% ssL
& Pt

RS SSL B
ZAEER CA IEH
TR IR SRS I

UEBHERE
ISk LlE

7 RCEIAE 7 ERER S A

TilH

VI DA S S

IR R AR g — AN e

ARG B A EWLAITEAE [ — 1P Mol F Bk & oA SRR S 2s &bk deon
(SNI) §7J&, W2 ke

TR b PR IR 55 fin SSL RS B o

PRI CA UE5,

L DA S T

JR 55 283 SSL C PSR AR 2 A ARG IEAE SSL 38 T MRS 71 8 A 781
MRSSHSUET o R, RSB AIAR LR — 15 CA %4, XU CA Y
B2 2 BAE R — R &2 SSL B g E i iE .

BEE IR AR AR 55 2iF BHER S

BT H] CRL DAZE (- i 36RO IR S 25

R 482t 137 OCSP Fil OCSP %511 (OCSP stapling).

BT
RARF R

R

Sorry Server b

BRI S E

HER
BIRHEE
PRI

&F

8 HmhifRfE.
a0 fa E o ET RS A

i

WSS IR SR BT O i KT AR, X IR 5538 A SR ST eI
— AR RIS AR R

W SR SRR DO R, R IR S5 Al AN 2 R R AL
MR b e PR Sorry Server ik,

BRI R IO N BRI e BRI i 55 Aok AL F S R IR, Sorry Server B AL
AL TR FL A IS G IR S5 2t

AR E SRR 55 23 A0 B 1, i N BRI B S

B, an RN 55 2 v VSR 2000-2999 5 X, FLER b AL Fis YR
#EH ol 8000-8999, MK RIS #3111 2500 NI e B 4 106 21 b
12l 8500 1k il o

VG ASE S 7 2R IR SS # RO FR A

VIS T2 7 2R IR S5 R3 H S1d 3,

LN AN TRGIR I E L Y G

AT PAEE— M RC A E RO TS

WAL H 7 2 HTTP RS as, AR LAieic & 00 S ae BN 68 P RC sl e RN B 5 S st T

y
o

TR SR REGEX PERCSAY . 4 PCRE A REGEX #ix, {H =TI B —LLfRH, fEIT
Fo i ] REGEX I, SZRrtay &4 diidk4l.
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REGEX PR {u45:
o NEFFEROEERAAIE BN, A3 [a-z[0-9]1] fil [a-z&&[aeioull, [fEEAHN {#iH [a-z0-9]
[aeiou],

n (FF O AL, RTUAEER \1 2 \9 K5I e,
G \Odd B ACKRPEE \ R EcT, oA \ddd #20.

n TUERATZFHRA bS], A SERcAE AP =328, Blan, AZA] “Case (?i:s)ensitive” ,
S “Case ((i:s)ensitive)” .

n ASCRFPUCEIERAE NI \uy \L AU HPNUR P10/ NS, \u 2f PR RE, \L
K ZE \E TR A/NG, \U PGS EE \E N TFREARSE,

n AT F (R(condition)X). (? {code}). (??{Code}) I (?#comment),
n RFRUE Y Unicode 1525 \X
SRR Unicode FRMEIC fy 47 et o 1, AZET \N{name}, MZAHiH] \u2018,

FEVCRC SRl ] REGEX I, SZFFCdr 4iishdl. Bilan, v AT REGEX PEfLE, /news/(?
<year>\d+)-(?<month>\d+)-(?<day>\d+)/(?<article>.*) SEVLE 2.0 T /news/2018-06-15/
news1234.html [J URI,

SR R BAR . $year = "2018" $month = "06" $day = "15" $article = "news1234.html",
WEAARE, PPAME IS as R Erh il X s, foldn, ml DA FHPCRCHOAR sk TS URI, f5lan /
news.py?year=$year&month=$month&day=$day&article=$article., 1% URI [fifF Sl /news.py?
year=2018&month=06&day=15&article=news1234.html,

S ER DA FE ay AR RN BT RS lan, URI AILAEES Sl /news.py?
year=%$year&month=$month&day=$day&article=$article&user_ip=$_remote_addr. 1% <l URI
M5 TSl /news. py?year=2018&month=06&day=15&article=news1234.html&user_ip=1.1.1.1,

T ATEarasikal, SIRARELATER _ Ik

Br T Ean ikl o, WA UM EE SR ER AL PN B . AT N E RSP _ Ik
m  $_args - KPS

»  $_arg_<name> - HR{THISLL <name>

m  $_cookie_<name> - <name> Cookie [FJ{H

m  $_upstream_cookie_<name> - [l] “Set-Cookie” Wi brk 7By RS #8 K ARG faE &
PRI Cookie

= $_upstream_http_<name> - {EEMNARK TR, <name> 7 RANR, 12T BEMRHE /N
5, HHIE AR R L 2o N a2k

»  $_host - ISR, WERATHENL, S “Host” TRbRKF BRI LA 8 S 1K ILACHY
i nE A s

n  $_http_<name> - (R KA F R, <name> 2 FEAIR, ZFREMCBE /NG, H I
R 2 B J 2k
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AR

$_https - WIERERAE SSL BN TE, O "on™s I "
$_is_args - ALRIERATRESE, ey MUy
$_query_string - 5 $_args Al

$_remote_addr - & Sl

$_remote_port - % S

$_request_uri - SRR IGER URI (ISSED
$_scheme - K55 “http” Bk “https”

$_server_addr - #3215 K IR S w AL
$_server_name - #3215 KR S5 70 2205
$_server_port - ¥Rk S5 # i um 1
$_server_protocol - iKY, E N “HTTP/1.0” 5 “HTTP/1.1”

IV NSX-T Data Center 2.5.0) $_ssl_client_cert - 1 SSL ERER H] PEM #5212 1
s ks, UE RS —A TUAINTIEE—1 T S B IR R 5 o

(NSX-T Data Center 2.5.1 fllEH A $_ssl_client_escaped_cert - U RY SSL Rk ||
PEM kU108 Pk

$_ssl_server_name - iifiid SNIIR[FIER IR 5575 247k

$_uri - FRIH URI B2

$_ssl_ciphers: &In|% i SSL %45

$_ssl_client_i_dn: s RFC 2253 1R [N 1) SSL #EFE% FmlE 151 ik DN 15t
$_ssl_client_s_dn: s RFC 2253 JR[M[E /1) SSL &E% ) i3 “ 4k DN F17H
$_ssl_protocol: iRk SSL £ Y

$_ssl_session_reused: QAT SSL 2xi&, WERME] “r” , &0, &M<

G

INSE 7 2 HTTP IERWARSS# vl o G2 WISINES 7 |2 HTTP BRIk S #5 .

B3
1

FITFEE 7 |2 HTTP iR 5 7% .
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2 SRS DOg, PRTRRE > BSINBUN DAL E HTTP iR EE S B 84 2 A .
FFFRUCH SR REGEX . STARTS._ WITH. ENDS_WITH %, DL & 2600

STFUCE A A

HTTP #ER A 5 HTTP 15Ky VTR,
http_request.method - ZVCH 1

HTTP &K URI A WSAUN HTTP 15K URI DL,
http_request.uri - ZVCHL I

HTTP ik URI B3 5 HTTP 153k URI A g 25t
http_request.uri_arguments - 2P #{E

HTTP &ERIRA 5 HTTP 15K APCEL,
http_request.version - ZEPCHE (L

HTTP #&ERbrk ST HTTP iRk brk Ve

http_request.header_name - ZVLHL1IFRL 4471
http_request.header_value - ZEVC{[{H

HTTP 13K Cookie T4 HTTP 152K cookie VL,
http_request.cookie_value - VL 1H

HTTP #ERIEC 5 HTTP #KIEC AL,
http_request.body_ value - STl [{{E

% P SSL 5% P SSL i S0t 1D DU
ssl_profile_id - ZEILHC I

TCP #rkim 0 5 TCP Jnk i FIVCAL

tcp_header.source_port - ZEPLH K ]
tcp_header.destination_port - BEPGL 1 AR ]

IP FR3<IR 5 1P Y5k HARHEaEPTR
ip_header.source_address - TV
ip_header.destination_address - ZEPCH ) HFRHLL

TR BN IR Z AR B i .

Xa KNG B X KNS IRRIE AT HTTP brkfibb i,
e Ui

HTTP #R URI &S &% URI,

http_request.uri - Z5AH URI CRE SO
http_request.uri_args - Z5 A1 URI #1241
HTTP BEXRIFLES BB HTTP bRl
http_request.header_name - Fr-k &4k
http_request.header_value - 5 N1
HTTP ERARMER MR HTTP Frsk.
http_request.header_delete - Fk 4k
http_request.header_delete - ZL5 A\ [{{H
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FLTEREE R > BRI AL 5 HTTP iRk & 1 11 i sty .

A PCAC{E P 2 IE s 5

SRS & fF B

HTTP #R A 5 HTTP Rk HEPCHL.
http_request.method - ZEPCH f{E

HTTP &K URI 5 HTTP 452K URI ILji .
http_request.uri - ZEVCHE (A

HTTP &R 5 HTTP &R AVL L,
http_request.version - VL 11

HTTP #ERink SR HTTP 1ikbrk VB
http_request.header_name - ZEPCHLFR L AT
http_request.header_value - ZEPLH

HTTP &3k Cookie 5T/ HTTP 153K cookie VEfi,
http_request.cookie_value - ZEPTHE M

HTTP i&RIEX 5 HTTP iR IE SN A VLR
http_request.body_ value - BEVCE i

% P SSL 5% P SSL A E AR 1D VLR,
ssl_profile_id - BEPTHE

TCP ¥r33m 1 5 TCP ik Hbmus TVERL
tcp_header.source_port - VTt
tcp_header.destination_port - ZEVCHLL) H bR 1l

IP #R3KTR 5 1P sk H AstbhkViE
ip_header.source_address - VLRI
ip_header.destination_address - SEVCE 1) EH ARt-

e AN A2 A T A

X5k WX R NSHIbRC T HTTP brakfE b,

B TilH

HTTP #E4: gk, Blan, RSN 5xx.
http_forward.reply _status - 7454610 HTTP RS
http_forward.reply_message - HTTP Jf4 74 5

HTTP EEH FE IR AR 3xx.
http_forward.redirect_status - 1] T-HE A HTTP KA
http_ forward.redirect_url - HTTP &1 URL

Brirtc i Bk E R e R Ss Aith . R ARIEC ESE (PO HF RS dvitbrh
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(3
ZRFEAMRN

INES/EISY

A

PP I A RIS SO, SRR AR I 4

AT DU SRR . WA AR R, MDA AT A AL FE ] i PR AR L
IR RIRFAVER . AR RIS RER, WY B REIRRRIN, Aakah
MR E TG A BIRF AR DAL, WA KRS RIS R,
BN RE B AR ISR, AL AR R TS Y, WRea R
B F — MR IR 5 o

SRR IRES

IR 5 et HIRL BT RS, He A A B A R

RAEMNES > BN AR E HTTP Wi 55 1 60 8 i)

FIr A VCARC R SRk 5

SRRV R

HTTP MIRFRSk

HTTP IR 77k

HTTP IR URI

HTTP Wi URI 3%

HTTP MM RZS

HTTP WA Cookie

% i SSL

TCP FRskin

IP #R3KIR
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TilH

ST HTTP iR A3k VE e .
http_response.header_name - BVL Rk 24
http_response.header_value - ZUCH[1{HE

5 HTTP Wik /5 ki,

http_response.method - BT {1

5 HTTP Mk URI PLfL,

http_response.uri - ZEUCHL{E

5 HTTP i URI Z4UCd,
http_response.uri_args - BPLH [

5 HTTP Wi R AV,

http_response.version - SZUCHL{HE

S {TAf HTTP M. cookie PCfid,
http_response.cookie_value - VLA

5% P SSL R E SR 1D VR

ssl_profile_id - SEPTHC I

5 TCP gk Fbrif I VCEL
tcp_header.source_port - VL E i 1
tcp_header.destination_port - BEPGEL 1 AR
5 1P JREk HbrHbhEICR,
ip_header.source_address - ZLCF RN
ip_header.destination_address - ZEPCH ) HFRHLLE
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SRFOVCEC A TilH

TR QAN A A R .

Xa KNG WX NS IIbRICT HTTP brokfE b,
B iRH

HTTP WNATLES & HTTP iSRS A1

http_response.header_name - Fik #4775k
http_response.header_value - 25 A (.

HTTP Wi RAR SR B HTTP Frko
http_request.header_delete - Fr3k&4Fx
http_request.header_delete - HE A {1

ZEFFAMES] L‘f%i_fﬂ HQ\WQEE‘K@ INEHINAL H’%F'

Eﬁﬁﬁﬁﬁﬁi %7\%%@13 ﬁll%ﬂtﬁﬁﬁwﬁﬁ J”IH E{Eﬂkm KET A=

EIYIEE BT A B AR o DI, W T B AR BTN S
EAIR R AR A RIS v, (AR AR A AR TSRS, Tl AR i—\

AENFE AR SS #F

ARRF A E AR SR G E A

NSX Manager 2x H 5l 1 bk 55w VIP v 014

TR O R AL R TERE > AN,

B IR SS 3 41HAT 47l NLB.PoolLB. Pool_Name LB_ Name, F/3BiALR G 1P Hitlk:
» PN LB-SNAT GEWD fJith: 0.0.0.0/0

w  [ilEOHTC LB-SNAT HEIWLH: T1-Uplink IP 100.64.x.y £ T1-Servicelnterface IP

= il N JC LB-SNAT IP-Pool {Jith: LB-SNAT IP-Pool

A VIP 4HEA £k NLB.VIP. virtual server name, VIP 41551 1P #ili-h VIP IP@.,

KRS asbal, EaTLAAIE i 2B kB DA fe vk B 61 42§ (NLB.PoolLB. Poo/_ Name
LB_Name) Iifitt . X Tier-1 RISl kb, A DLAIEATN RN Sk fe v/ W% s 2] LB VIP

NLB.VIP.virtual server name [{Jin e .
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b DhigiE 1T NSX Cloud.
R g kR TR % 1H (Policy-Based Routing, PBR) HUIIGE Y T NSX-T @i 4bFik [ NSX F5
FEWL TR . FTLCRRZ R E B NSX-T a4, W DLt 25245 ORED IEsR hiZifiet .

AT E ] NSX-T Data Center /& HIANA = T ARG IINLIOLEN S A, 155 W 22 &5 i) NSX
Cloud,

{EEHL VPC/VNet |35 PCG a5 VPC/VNet ff 34 VPC/VNet |5, B 28 B = AN ERiAsE
KA

T —MERHBREMZ NS, HTER/ 5 VPC/VNet i HbFT A
2 S EmBREMERN, A AT e Bk S T i

3 —ERBHIEER RN, HTEa AR R, B, SRR /115 VPC/VNet AN R . iX
SR NSX-T 78 35 W & [ i i 21 PCG FEid—2b i 2 H bR,

=N

=R
I=EN

T WNHERIMER PCG HHIAE—A VPC/VNET IFiE: Fithlnt NSX-T 78 2 25k . NSX
PRI VPC/VNet B8 HH 2] PCG, SR 2 H bR VPC/VNet,

K TEMBIARE PCG HHKH— VPC/VNet IR : FiE 1T NSX 78 75 M2 fkiE M—> NSX 4%
Fi[Y) VPC/VNet & EIJR VPC/VNet (1) PCG, RJEHE K F] NSX 45 FE Hbr VPC/VNet 1) PCG,

MR EAE Internet, T PCG 1 Internet HUE H & h 2] H .

7 2% 2 K= W & B TR B

BB R B i 1 B = 2 1 AR D AL, e STy Beo

ARG W NSX O ERR T AE G AR LRI 2R VPC/VNet SN B bRy B feie s, I H gt
PCG, & & g DAm it B2 A28 % i 2k ENZRE UM LR A o

FE = P28 i it . KiSeid PCG, [t s A RIi b kil . At BT S EUR
PEIA B =B ki (DFW) ORI, PRONHER R B)iR PCG 2 BPRAEREAUAI LR B FHIX 2L
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IR R RN EE A

ASTREAAE TRl — AU R0, (BAE AT (LS RS DL T i
. MRS

.« R

. RN

Ol 5B T DDA T S

s BAHBEEMS: A NSX EHRIRE IS ERERMLSE FRRSS . B, 15 AWS JEZMZ% i
AWS S3 JIf% .

s NEERILEE: MWERZEMZHiR NSX SN FFEEmRSS . B, MW AWS ELB Hiij|r)
NSX FERIREAUN Lo

AREEBHE T DU

LR N IE % Ly s

i INEY Zm4E 55 % R B
ST DA 1 2 0 SO B T 400

Bin, FUENAA RIS, Fla1 AWS £ S3, RIDATF-BhaIEskng, PLAvr—41 1P bk sl ioE M
2R ORI TR R S5

A LE F IS T PCG [/ VPC &% VNet,

1 REEINROE. e 2z, Bla aws fR%
2 GRHZDKIEST IR A, SRS EEESIEIN . Az, Bilan s3 B,

3 RS R, SRR TR EUEIL RIS USRI 19 VPC 5 VNet, il
AWS VPC, fEXH, ] PLSIEAE A RITAL— ek 2 NI 2 AR

4 (EEFRETER, EETEZIRSS T VPC 5k VNet, laifud AWS /1 S3 RS 1P Hitikfr4E

5 (EMRSFEBRH, W TFhERRREERSS . AURIRSS A, FIRINZARSS . il LUKt e B pR B
i, PR AAE BAR MR OLE tiFAm(E B

6 (EBELIR, R R AR B, RO AWS S3IRSSBEEIL I, TR
BREMZ .

7 R AT R RIR B
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SETH P Mk, FIDARCE DNS U 2% . DHCP (Z)AEHIECE D o 1P Hikik b f 1P kb

1P Bt NSX Container Plug-in (NCP) /], A< NCP UiFE4ifE B, 152 W (il ] Kubernetes
H1 Cloud Foundry [] NSX Container Plug-in - 2RI )

AFEDHE T LA

= N0 DNS [X35

m I DNS #4755

m 3 DHCP JIRS5#%

m Oy Tier-0 &k Tier-1 W50 DHCP gkl 5575

w NP Mkt

= RN IP ikl

#in DNS X1

ATLAK DNS RS HCE DNS X, DNS X DNS Hila & 23 Al AvRE 55

FEACYE DNS X, #RTLAN DNS #6 & g fig e — R 1P, DATER: DNS A ifght & 2 LilF DNS [z 55#sitt
. WRAFREI 1P, ] DNS AR gl 1P & DNS ¥ L #RAMIWT S 1P, Al =s IP 2 7C
IS 1317 DNS MRS a5 v My Esinl, MIFEEE R 1P, B DNS M N2 s (g th ol s L w5
AN HR P, B, S DIEZ R hay FECE SNAT LU =S 1P #:8ohANL 1P, FEIXFIE
BN, EATESREN 1P,

iy

1 MR RE, A BUANPR S R E] https://<nsx-manager-ip-address> Hi[) NSX Manager,

2 B > 1P HitHETE > DNS,

3 il DNS X3k
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4 SISIIBRIADCEL, 5B AN DNS X > FRTERIAXE,
a  HNERARER B
b AL =1 DNS IRSHE 1P M.
c () AP EohEN 1P bk,
5 ZIRII FQDN [XJk, B HAIN DNS X8, > 7N FQDN X5
a N APRATRE]
b Hi A FGDN,
c  HINIXZ =/ DNS RS2 1P Mkl
d () R IP RN IP Rk
6 difRAE.

AN DNS #4282 R5%

AT DL DNS 5 R 28 B0 ¥ DNS 25 5% % 24N DNS fIR%S 78,

TERCTE DNS R 252 i, AL HE AR DNS [KIsf, 78R AR b0 — A4 5 2 FQDN DNS
X3, A DNS X% 5 3 4~ DNS RS #A0HK. Bl FQDN DNS X3, nlHgeE— k2
o —/ DNS #5250 DL 5 —/ERIA DNS XIS AR Z 5 > FQDN DNS DUSAHYCEE . 14 DNS 2y
J&, DNS # & geo a5 iilai4 5 FQDN DNS X s £ TH R . Wik B T IUCRI5, sk
WL & BI7E FQDN DNS XIS #8E 1) DNS fR%5#5. QIR AARBIVEREI, 24 & 2 E 2N DNS
X E ) DNS RS #% .

S8

1 MR, AR BUANPRE R B https://<nsx-manager-ip-address> Hi) NSX Manager,
YEERILR > IP HhEHE > DNS.,

RN DNS fR%S

BN RN A e

1Pk Tier-0 5 Tier-1 Mo,

i\ DNS JIRZ51 1P ikl

% Pty DNS 25 ) 24 R 1P Hokik, 2t th Rl DNS 8 & 28 il 28 1P,

7 JEBEERIN DNS X,

8 B G,

9 WZWH L FQDN X,

10 il BEURA DI DL k22 ) DNS ARSS .

1 LR,

o u h»h W N
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71 DHCP R %58
W] DHCP (B EHIRCE B0 » &) L DHCP IRS5 s rh A Bl RIZRICE, Bilan, 1P 3
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P > BEREANE. BN, AR TR TRS . 2R > R E, r441
HEhER. FH A SRS, PSR B TR AT 2 S EAR A  A SR, 1% Al /47 100
AN EBEARG 10 DN TEERG, AN B ShE R TR A T EhE AR, A B A s AR &
N T Bk AR R EoRR, PIDABUE TahE R ERAMIE, HRTiCER oy BRI ACE .

REREFHNEER
FRpE—ME Al H B R A H R AR B OB B . FRT AT LA B 3h el T3 el

FIAGRR RO T T2 5. PTLASERE A B SRR L A O T ol 5mm, SRR TSR . T ORI OB AR
L9 100 A B EERRN0 DT a5,

VMware, Inc. 131



NSX-T Data Center #5351

L

1 RiLERe > SmRPikEE.

2 TTEhRAEP KRR, BHRIRRAE > R

AR T B iR, Son Rl T4 R fa FEOR A DRAPIS AT DA B IR Td ¥
WA

R IEZA M TR T 2R, EBE i e, TR IR

M RAT

EEBRAAOME, Wi HRIE > &FE.

RATH— T, SoRArA DR RIBCEL . BAEFARZR, HIW, WA H i r AR ., 1a1E
LA FRSH s EARE TP bR, B AR IR EL AT DAL TR E,  Bonfali—R. — ., 30 Keid %
=R E R 7% A S SR AR I E RS eX e B e A DA FO iR T 44

TR X e R
7 BRI S A O ARAE E AR . IR RS B B AR A A RS R

PR AR TR 1O SRR IR MR O AT KR BT B QPSR AA I R, AR
Pl R A BSR4 T

B A NSk PRIy FEE AT AR RN R E AN, BEBORHER . B, B3
IR =MD RE A 2R 0 0, DBt R (B so Baniass, CMER TR A4
(EF

8  WMHITILFARI AR A, TR EREREAE R E LSRR (S, SRR
B,

FIABUE Tah B AR WARBIE, W IUNER R AR
Aot el EELD BATRRER, TEBUE. H5 WA T M hdd)
9 WA DA H i PR SE AN AT B SRR T B B A o

f BRI AR, TR, AT DU R T, S AR, J1
i, MAHON SRR

10 ELRAFCTIEMFRACERRAS, 1 PR . RS AR RAE “ORAFRIBCE” Ho .

o u b~ W

RESR

EE R, EATUNEOF LAz . B, RO iR shiRs KRR E .
R E R NIEER

RTINS KAy B BB RN R 1 T B B RR AR TG ShC e o

FERAS R, ROV BB F RS, AT LAAAIE B SRS LTS 2 S T IBC L
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Bz
1 EEARORE, WRRE > &,

R — ATl BTG CRIFIIRCE . HEEFRAMR. B NIRRT &S R, 15E
AT R bR, ORI BN TR, oneE 1 %, 1L 30 Rkad 2% 3 D A aIEiT
HE o
2 PEERAE, KT CEEREREAMER EH.
3 REIE. EE LR RS R
AR G KR, B AT B AT AR ORAT RS TSR I .
4 FHRERRRCE AL TR, R A . BRI RIDART A PR, iR RE .
KAtfa, AR SR A TR s e
5 B MG AT ERRN S, e R NES, A
6  ZRAFUGHHINERAC SR, 1R EHRE > R,
TR ERR T UL DA i B o B BB MR B s SR A RE S i E
7 EONBRRFILEIBI . R T ABE A AR BUE, MU BB AT RE

8 iR
9 THPEAZ RN AL TR SRS, iR R A e ELR e AT, R R
A4y K Bh N IR

oA ki (DFW) kel FIFTa A i i o

BTR &M

T DFW R UL I LA L vNIC BR8] SEMIX ) N-VDS @R L

QIR B kRS G ERN, 14E 61— A Active Directory i 041, IDFW IS HEET TCP
I AR

N S KRN S, R AT T] Active Directory [HERINITFE Windows I [AIRSS . ix2x
fififA7E Active Directory FIREIWNL [B][H20 H IR A]. AD 4% DA AR A CRudd s AR 7D A
ST RIPESR IO P AR BTSRRI s, RGOSR, (RIS kI, AD R
BN SREITTEY . AT R Active Directory 177EH— MR,

TR, AUREEEETEE 7 2 ICMP s R HAD S, WIFEESRR A 28 7 2B KB . A2
PATHEE S 7 AT R/ AR ) 2 A AT A

PR

1 MpbEEs, R EE AR B 5 B https://<nsx-manager-ip-address> Hiff] NSX Manager.
MR ez > S EBh kI

W B > HIEE, Re U o KRR H5l, oA ks . PRl

VMware, Inc. 133



NSX-T Data Center #5351

4
5
6

10

1

12

T T E R BUE XA, AR 2 RN . A5 IPEMAS L, IB A sIA
H T S A 5.
CAT) TERCELL TR, 5 el

prin | A
TCP A5 TCP #EfLI=IA#E T (SYN, SYN-ACK. ACK) Jfi4, il

FPIBAS A (FIN, ACK) 253, AR AT, aihi
kB (DFW) HREE AR E mi =R T (R
ST AT BN AR D o BUAEIE, 2B
KEATREIE R E B = iR T, RIS 16, TR
TERANXIBR T “TCP ™" , DASSIEAF e if rpigdR il
Blw, HII =R TR,

QIR AR E DFW SR8 TCP ki, FHi A T
FATET BRI, B EFZDIS AT S = R e T
SRIFHET TCP IR OB, Tl G
FARE TCP BN, FHAEN ARSI HA .
HERIN TR -ATE" edriill eI TCP kS
VERCRIBIR G, A2smblR ] TCP s i,

AR AREET KN SRR, TR Sk afE 7o
RIS (L Bl
UHtE FIABE SR, AR LE 2SO ATI DOt A T4t . DE

T, A — 4R
At ANV RS RASER T, T,
5 AT F VI

bR . MILABRINZ N HRlg, ARIE—R A

WIS TR B

VEPEAIECI, ORI R AR AR

S ANHLFR) 24 5R o

PRSI, o g BRI e BRI, RTDUE A Active Directory i% DAt 4L HIFE IDFW KT
T A8, 12 W4,

Y HE IPv4 ., IPv6 AL .

FERE: IPV6 Wi KA HE T R4 B LT 1PV6 1P B, ATOSEAmfE B, 50 THE 1P R B
B

BRI, Bl bR BRI BhR. R AT, BEFREITEER. AXFaEE, sl
TN, S2HF 1Pv4 . IPv6 FIZ kML,

TERRS A, B O B INSS o AURAESL, IRSSK SAERIERL.
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13

14

15

16

17

18

19
20

BRI INR LKA, WA ESAEIA T T o AP S 2], ARCESESI R, Bitd
PRI OE R R SORCE SCP, R IRET_E F SCRCE SO 1S N BN SR E ST

SR SO EE 7 ERN AR T 1D B T A B KBS R AN S5 kR o AER IR 55k
jjﬁaaﬁliﬁk SR PR DA AN R 1D b R SR B SO AT ALG B S (FTP il
TRETP) , FFAEIN SR —A 1 SChL B S

B BT VARE B I SCC SO TR o

BRNIEOUT, N FINGAEE DFW, JFEHN S T E TR . A8 T DU RSl SR ]
TIEER AL, B RGN E e, EE T ESXi Fll KVM 0L FRIM s tiit. xR0 T
REE DCIRIREL P ARSI A2 T AR R PRI S HA SR

ANBEAT R RN G SCARE Fp il A2 1P HiikAO 4], (s MAC bk 415k Active Directory 41,
TEBESI, el —MRAE,

P B

botas S RATERE . BRI L3 2k L2 Jihiid Y e kb LT3 S5
WPEREH ez B R A 4, RAHGBCA L s —FE

e ZAHAATTERI . PRI ISR (. ZAdR (e NMEEIRIE, A2
s HRRR SR RERN . LASURHSEERER, HERERERE.

4 LA IEEMI PRI SR (. R4 EURE O —FBA I U L

i BRI L6 Aok “Joik B bR (destination unreachable)” JHE.. 41
RERGE TCP, W2 Ai% TCP RST 4. X+ UDP. ICMP FidAth 1P 4%, Ki%
DI AR E RIS ICMP IR BEFT “d4e” 1) AMrAbR, At —

W, ek IR el R JCiE Ay 4%

B IR DIBAZ VAR IS FA o
Fe) AR EEIEIARARC E LA A 6751

BT Uie

H&EE® HINBOLE, KA HEIL . HEBFETE ESXi F1 KVM EHL L /var/log/
dfwpktlogs.log SCfFH,

ol TR EARAR R ARG NIRRT, NG For M RS mAN R, “H
3 R HRE MR R TR, AT ForE A T R

IP 1Y FT 1Pv4 . IPV6 B IPv4-1PV6 Stk

H &R JFHHEICRE, Bk H G i H Sz,

Hh kA, PIDAININZ AN, SRJE—RE kA
MR, B AR BB 1D SAnR P TR A

FERATHIZ BT, EERRRE SR BARES o A P DA PR T e s AR R E U 1D, AR T 7597
LEPRHE R SRR AIN
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21 {FZCA M) - 3eem 1 SIRA APL, DAFRILEE 252N A B M DLE G FR E B S
include_ enforced_status = true VL. intent_path 2B EH Y. 4 TPLT AP,

GET https//<nsx>/policy/api/vl/infra/realized-state/status?intent path=/
infra/domains/default/security-policies/<security-policy-

id>&include enforced status=true

SHENGNERECRE

AR K EEFDE AT T A e, Wl DAdEs A G By s S B, W A TR o
AR ESXi i KVM EML, 1ZHEXASE /var/log/dfwpktlogs. logs

AN 3253 A0 2875 A P 9 H 35 191

2018-07-03T19:44:09.749Z 6507827 INET match PASS mainrs/1024 IN 52 TCP 192.168.4.3/49627-
>192.168.4.4/49153 SEW

2018-07-03T19:46:02.3382 7396c504 INET match DROP mainrs/1024 OUT 52 TCP 192.168.4.3/49676-
>192.168.4.4/135 SEW

2018-07-06T18:15:49.6472 028cd586 INET match DROP mainrs/1027 IN 36 PROTO 2 0.0.0.0->224.0.0.1

2018-07-06T18:19:54.764z 028cd586 INET6 match DROP mainrs/1027 OUT 143 UDP
fe80:0:0:0:68c2:8472:2364:90e/546->£f£02:0:0:0:0:0:1:2/547

DFW H BT R AR TNE (DL BRD -
I TP

» PO VIF ID s/ A

m  INET 257 (v4 5% ve)

LIPS QUMD

R GEN. EF. ES

w RS FR/HN 1D

w BdEET O/

BN

= )Y (TCP. UDP 5§ PROTO #)

n  netx MIATHIY) SVM J51A)

w P Mk T > HER 1P Hohk/ Fbri

= TCP f5id (SEW)

M TEIER TCP Bl f, fEaimailny, SHIZlHE:

2018-07-03T19:44:30.5852 7396c504 INET TERM mainrs/1024 OUT TCP RST 192.168.4.3/49627-
>192.168.4.4/49153 20/16 1718/76308
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TCP & HEMTTR B FINE AR -
LIS

= P VIF ID ifE 8 fidiy

m INET 288 (v4 = v6)

w BRPE (D

w  HUWSELFR/HN 1D

w BdEE O/

¥l (TCP., UDP &k PROTO #)

m TCPRST rid

n  netx MM SVM J5

w 5P /PR > ERR 1P b/ Eobr

n NIEUR Y ISR T (AR
LI A P NANA T %A € AN

AN 32534 5005 AT FQDN S SR il

2019-01-15T00:34:45.903Z2 7c607b29 INET match PASS 1031 OUT 48 TCP 10.172.178.226/32808-
>23.72.199.234/80 S www.sway.com(034fe78d-5857-0680-81le4-d8da6b28dlb4)

FQDN HEMTTRm B NS (UKD
w NI

s PO VIF ID s/ A

m  INET 259 (v4 ik ve)

LIPS QUMD

»  RfE G, EFE. R4

w BRI |

BRI O/

BN

s Y (TCP. UDP 5k PROTO #)

w5 P HohE/TR T > HER 1P Hohk/ B bR
»  J#/0UID, M UUID A bR st
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LA 3253 A B SRR 28 7 J= H S Sl

2019-01-15T00:35:07.2217Z 82f365ae INET match REJECT 1034 OUT 48 TCP 10.172.179.6/49818-
>23.214.173.202/80 S APP_HTTP

2019-01-15T00:34:46.486Z 7c607b29 INET match PASS 1030 OUT 48 UDP 10.172.178.226/42035-
>10.172.40.1/53 APP_DNS

557 EHERTTREFLLTAE (AR -
w NI

s PO VIF ID s/ A

m  INET 287 (v4 ik ve)

LIPS QUMD

s PRE Gl EF. 4D

w BT AR/R |

BRI O/ D

HdRARN

s ¥l (TCP., UDP &k PROTO #)

w U P M/ T > EAR 1P Mihk/ Fl R
= APP_XXX 2RI R

prig e NI NE Y i
T DA — NI E B, DABRI ST 4

e
BRI E M AT A KRS IEERE O o (B s fisinds (425 B kRhsEms, 1A
SEIUERSAHN o EER BRI, 15 R B KK . UM, R RS LA
bkl

WA T B KRS RN, A e ORI PRI M, TR B AR A RIS B SR sl
J, 2 R BB R, BRI 7SR RN 11 o

FTLAEFIPA N eTiit:
n  BEEBEFSAEHSIER): SOLBIAESL K/ DFW EOIE— i s vl

n FEBAFBNFESER): QR AIELI B R o (L Fe R F B LN R St 5 sl
MREFPRIIESS, FRLAT A HAm A5, A5G DHCP iitht.

G EPRZEI DA IR K ESRUN BE 2 B AN 2 B SRR — 4L E A F S BTRRAS T NSX-T Data
Center FCE RN, ¥R A .,
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SRR NISHERR T R

Bl kSRR 51 3 PR AT DAAR S A B D32 M BT K R B FhHE RS O ZH 2% o

A DU KBS FR HERS AT AR 4, I HAER P2 nl DA 100 M. ABERF IP 5. MAC ZEA1 AD 41E
IR DB S HERT KRG HERR A b FH AL

7 NSX-T Data Center 2 Hz5lE NSX Manager i1 NSX Edge 5 SUREUN LA BB kB4 K

S

1 Szl > 57 kI > BIE > HERFIR.

BN s —ANE 1, Hoh a8 e] 4L

SERAININEIHEERYIZR, TSRS AR e . AR5 BB A
Lo, RGEINE. mE ANl

LY, USRNSSR

TEMIERAL, R =R R, KA PEER o

LA R, R R

o U b~ W N

iEik4EEE (FQDN/URL)
REE AR AR B, LSRN T] FQDN/URL AR, 41 * office365.com.

EIRT, SeRpmeE sy, FERRIENE IR 42 (FQDN)RIHT I N SOl B S En, #&n[PAEE] FQDN 4
o AN, IEAIDIE T IZ/T AP A /policy/api/vl/infra/context-profiles/attributes?
attribute key=DOMAIN NAME K7 7% FQDN 45k,

TV —A DNS B, SRIGZEIZHIN R4 FQDN e vrdl Rk a0 . NSX-T Data
Center {1l DNS Wi}/ (M DNS I #x BRI FRAEAE ] (TTL), DREEEERIAL (VM) 1Y
DNS % IP BREFZEAFSH o EHEH DNS L2 B - 5 DNS TTL, 152 WECE DNS 44, il
FQDN e s, MEWLTEZE0E 1] DNS IRSS#Rt A Tiaiftr oS DNS 5cHD , I HIETHE R
DNS Wiy e )i TTL, NSX-T Data Center f#i[f] DNS il KL 1P Hbhl-Fll FQDN 2 [IfES o RN AEFl
& 1 _ERIAZ L S ) SpoofGuard, PARG I &4z DNS JRERIGE IR . 2482 TR DA IR
BEr DNS M7 DK B F e 1) B0 i i sk Gead By kR, B2 B DNS Mt . f1%
SpoofGuard 1405 5., 152 T SpoofGuard 73 Bifid & S

SeLhaRE 28 7 2, AEE ICMP, WM exanple. com FIFTA MRS GIEELG A ZAN], )24
piNg example.com MR If] curl example . com RN, I THRERH I H i o

AR R BB TT FQDN, D2k FQDN 511, B, WIRJERE ~example. com, MIRAEIE
americas.example.com H emea. example.com kﬁ%fﬂio ﬁlilﬁa\@ifﬂ example.com, JH\M%Z:@{E\{E{E‘[%EEO

X ESXi FHUAT vMotion #1EIIR], &— AR LT FQDN R,

H FF ESXi fl KVM L. KVM NS HF FQDN 414, FQDN ffde{\ad HiF TCP #i1 UDP i

Ho
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NSX-

Bz
1

Hh W N

9

T Data Center #5145

M ERsrR, R AR S SR E) https://<nsx-manager-ip-address> Hiff) NSX Manager,
SHEIZ4 > S EBh k.

FEIRES I3 A 2 A PR BRI KR SRS DCOs . 3 P DA FHERAT PRIy Kl SR X e
BB B A RS AR SR D, AR R L AR DR 2 4 6 DNS [ KRR

PR KRS Z %k, Bl DNs B, FHEEEDL R EEanfE A

BT B

il B EIbR, SRS BEPE T T EAKE1 DNS 5k DNS-UDP fIlZ%5 .

[([N=8Cas Hh 4R EIbRI B DNS B SR S O T B, BRIATS &0 o) FH 44
FSE

INAESES AR T E e B — 4L

B 7Ty vy 8

PR AR A A5 2 FQDN SR R8Il e sidb a4 SR
AN s AN, 141 FQDN/URL  SEVFFISR. KA HUNHERD 2 s DXt i) DNS FUR
PeBtUL M rgnfE .

BT B
B B o5 P b s B S MU ST RIS, Bl HTTP,
B S Feh AR, SRS BRI IR T SRR E SR ek ORI, ARE e

34 (FQDN), M FUE M Tk mE M/ E 813 BhERm. 152 0
SCREESCATA TR BN B

=
=
t_\_
—

IVAZERSE FURE e DFW oi—4M41,
HAE Y. EF LIRS
ik g

B RBY BIYWIE I (ERE
NSX-T Data Center AJDAJTIfEsAAE B, DRI B T 15 S AAEE T 155 2.

M NSX-T Data Center 2.5.1 J1-4f, ¥ +75 Arista CloudVision eXchange (CVX) TEik. b,
TERE A E D AR T A 3 (R It —BUN NS M e 2 IR S, 1A FE AT T R AR P AL

SOV BEZEA . NSX-T Data Center A ELFESN PRI LS AZ b Ll R b T4mis, e e
SDN #fles ol A T, AN OR BA 25 PR ORI EE P 48 57 DA A

M NSX-T Data Center 2.5.1 JT14, %55 Arista EOS 4.22.1FX-PCS } 5 = ATE Y o
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Micro-Segmentation
Security Policy

ﬂ,@ oo

CloudVision

-

.-

NSXManager="~  NSX Contraller ~_ Policy applied

e *._ tophysical
. Policy applied to ‘wworkloads
7 virtual workloads ey
(] o )
1 Physical Network 1

= au e 2e e e 2e 2=

L
\, g ][]
[]

NSX Logical Switch

[
B &
SR =]
[CE= A=)
l_!_l

Virtualized Physical
Environment workloads

PR 71

m  Arista AT ESCAAE ARP ik, SRIEA S0 KRN R HI T 2R 2 Arista AZHbL 250 1
Blo B, FEHR5ED KBRS BN it 2 B, st T LA AsHebile

o ST UREECEETINE, RVFRRE A IE  AE BRSNS, TR ST ARP A&, REAE
ASARAI L ST A

o FTHERBIC S Arista WERAHUERET FTP RSS20 FTP WEEh& P, Tt Arista HUiAs e
HUSE I .

 (EfEA CVXEEREEAL IP ) CVX HA #8000 CVX AL DVPG IR A AR N
Bz o WS AN TA B ERME ¢ “FEgs” ), NPECIE M NSX Manager 5[] CVX HA
Rl 1P,
& Arista CVX KUEHE S5 NSX-T Manager & &

fid i NSX-T Data Center Ji7, ifift Arista CloudVision eXchange (CVX) | 5¢ AN (fid B F2, DA
CVX fEfF 5 NSX-T Data Center #7232 .

BB &
NSX-T Data Center CUEF CVX T —/ 510 5 .
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1

®

A root HI 1 G135 2] NSX Manager, #RfFiafThA Fan4LAAIE CVX 5 NSX Manager JEH Tl

I i FH A FEEC

openssl s client -connect <IP address of nsx-manager>:443

openssl rsa -pubin -outform der

A

depth=0 C = US, ST = CA, L = Palo Alto, O = VMware Inc.,

verify error:num=18:self signed certificate

verify return:1

depth=0 C = US, ST = CA, L = Palo Alto, O = VMware Inc.,

verify return:1
writing RSA key
S+zwADluzeNf+dnffDpYvgs4YrS6QBgyeDry40bPgms=

2  {f CVX CLI HizfTPL F s

cvx
no shutdown
service pcs
no shutdown
controller <IP address of nsx-manager>
username <NSX administrator user name>
password <NSX administrator password>

enforcement-point cvx-default-ep

openssl dgst -sha256 -binary

oUu

oUu

openssl x509 -pubkey -noout

= NSX, CN

= NSX, CN

pinned-public-key <thumbprint for CVX to communicate with NSX

Manager>

notification-id <notification ID created while registering CVX with NSX>

end

3 f£ CVX CLI HuaftlA Fn @ LMG A e i :

show running-config

ENCILTREE

CVX
no shutdown
source-interface Managementl
g
service hsc

no shutdown

!
service pcs
no shutdown
controller 192.168.2.80

username admin

VMware, Inc.

openssl base64

nsx-mgr

nsx-mgr

142



NSX-T Data Center £ 57

password 7 046D26110E33491F482F2800131909556B

enforcement-point cvx-default-ep

pinned-public-key sha256//S+zwADluzeNf+dnffDpYvgs4YrS6QBgyeDry40bPgms=
notification-id a0286cb6-de4d-41de-99a0-294465345b80

4 (R EIPERSS AR OB A A I LUK BRI G tage 7EM CVX EERIMIHEAZ AL T |

configure terminal

interface ethernet 4

tag phy app server

end

copy running-config startup-config

Copy completed successfully.

N

5 1z1TPA Mg LARuE RS BT A T e e
show running-config section tag

Bl

interface Ethernet4
description connected-to-7150s-3
switchport trunk allowed vlan 1-4093
switchport mode trunk

tag sx4_app server

CERRCHIEE L A ] ARP 219 1P #iiEF 5 NSX-T Data Center J152

6 ¥oxE| NSX Manager, DAyl CVX BB T 01 3 QDT L AR B KB o A7 OIER I
FEANME R, 12 IEE 10 5 224, flan:

‘ . £ =" B j t3 EEH idhir ik
H Firewall_Services @ A& DFwW
pn:,s; .re;m,w phy_server vm "E % oFEW e ©a=
NSX-T Data Center M1 &7t NSX-T Data Center SEIRAHINAE A CVX S IERAS AL F B os
B4 ACL,

prmh-nsx-tor-7050sx-4#show 1p access-lists dynamic
IP Access List et4.v4.1in [dynamic]
10 permit ip host 71.1.1.3 host 27.1.1.11

IP Access List et4.v4.out [dynamic]
10 permit 1ip host 27.1.1.11 host 71.1.1.3

BHREEMEE, 120 CVX HA EE . CVX HA [ERL IP & B A Al MLAG 3% .

VMware, Inc. 143


https://www.arista.com/en/cg-cv/cv-cvx-high-availability
https://www.arista.com/en/cg-cv/cv-cvx-vip
https://www.arista.com/en/um-eos/eos-section-13-4-configuring-mlag

NSX-T Data Center #5351

L& NSX-T Data Center I{FH 5 Arista CVX %2 &

7F NSX-T Data Center | 5epHN RS E /R, PAERT LUK CVX ERIICN NSX-T Data Center Hip1) 5t
A1, JFIL NSX-T Data Center B 5 CVX #1728 H.,

AR &M

FRHN Arista CVX SEHERIRZAL 1P Hiik .

1 DA root JI S5 545] NSX Manager, RGiafTbh a2 Ik Z CVX [FR4L:

openssl s_client -connect <virtual IP address of CVX cluster> | openssl x509 -noout

-fingerprint -sha256

EN/LE

depth=0 CN = self.signed

verify error:num=18:self signed certificate

verify return:1

depth=0 CN = self.signed

verify return:1

SHA256
Fingerprint=35:C1:42:BC:7A:2A:57:46:E8:72:F4:C8:B8:31:E3:13:5F:41:95:EF:D8:1E:E9:3D:F0:CC:3
B:09:A2:FE:22:DE

2 GERRFINIESG MUER NS PR RSO AT E S
RIS CVX FRE sl

35c142bc7a2a5746e872£4c8b831e3135f4195efd81ee93df0cc3b0%a2fe22de

3 A}l pATCH /policy/api/vl/infra/sites/default/enforcement-points APl Jf{#i{] CVX 84
N CVX BN S o ilan:

PATCH https://<nsx-manager>/policy/api/vl/infra/sites/default/enforcement-points/cvx-
default-ep

{

"auto_enforce": "false",

"connection info": {

"enforcement point_address": "<IP address of CVX>",

"resource_type": "CvxConnectionInfo",

"username": "cvpadmin",

"password": "lg2w3e4rT",

"thumbprint": "65a9785e88b784£54269e908175ada662be55f156a2dc5£3alb0c339ceabe343"
}

}

4 H] GeET /policy/api/vl/infra/sites/default/enforcement—points/\P|Eifﬁég‘Zﬁ%£§ﬁ§Eio

lan:

https://<nsx-manager>/policy/api/vl/infra/sites/default/enforcement-points/cvx-default-ep
{
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"auto_enforce": "false",

"connection info": {

"enforcement point address": "<IP address of CVX>",
"resource_type": "CvxConnectionInfo",

"username": "admin",

"password": "lqg2w3e4rT",

"thumbprint": "35cl42bc7a2a5746e872£4c8b831e3135£4195efd81lee93df0cc3b0%az2fe22de"
}

}

EN/LE

"connection info": {
"thumbprint": "35cl42bc7a2a5746e872£f4c8b831e3135£4195efd81ee93df0cc3b09%a2fe22de",
"enforcement point address": "192.168.2.198",
"resource type": "CvxConnectionInfo"
by
"auto enforce": false,
"resource type": "EnforcementPoint",
"id": "cvx-default-ep",
"display name": "cvx-default-ep",
"path": "/infra/sites/default/enforcement-points/cvx-default-ep",
"relative path": "cvx-default-ep",
"parent path": "/infra/sites/default",
"marked for delete": false,

" system owned": false,

" create user": "admin",

" create time": 1564036461953,

" last modified user": "admin",
"_last_modified time": 1564036461953,
" protection": "NOT PROTECTED",

" revision": 0

5 i/ posT /api/vl/notification-watchers/ APl T CVX 38artld— Mm% 1D, filan:

POST https://<nsx-manager>/api/vl/notification-watchers/
{

"server": "<virtual IP address of CVX cluster>",
"method": "POST",
"uri": "/pcs/vl/nsgroup/notification",

"use_ https": true,

"certificate sha256 thumbprint":
"35cl42bc7a2a5746e872f4c8b831e3135f4195efd81ee93df0cc3b09%a2fe22de",
"authentication_ scheme": {

"scheme name":"BASIC AUTH",

"username":"cvpadmin",

"password":"1g2w3edrT"

}

}
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6 VAM GET /api/vl/notification-watchers/ DK Z 12150 1D,

Pl

"id": "a0286cb6-dedd-41de-99a0-294465345b80",

"server": "192.168.2.198",

"port": 443,

"use_ https": true,

"certificate sha256 thumbprint":
"35cl42bc7a2a5746e872f4c8b831e3135f4195efd81ee93df0cc3b09%a2fe22de",

"method": "POST",
"uri": "/pcs/vl/nsgroup/notification",
"authentication_ scheme": {
"scheme name": "BASIC_ AUTH",
"username": "cvpadmin"
by
"send timeout": 30,
"max_ send uri count": 5000,
"resource_type": "NotificationWatcher",
"display name": "a0286cbé6-ded4d-41de-99a0-294465345b80",
" create user": "admin",
" create time": 1564038044780,
" last modified user": "admin",

" last modified time": 1564038044780,
" system owned": false,
_protection”: "NOT_ PROTECTED",

_revision": 0

7 i1 paTcH /policy/api/vl/infra/domains/default/domain-deployment-maps/cvx-default-
dmap API DABIEE—AN CVX SR . fila:

PATCH https://<nsx-manager>/policy/api/vl/infra/domains/default/domain-deployment-maps/cvx-
default-dmap
{

"display name": "cvx-deployment-map",
"id": "cvx-default-dmap",
"enforcement point path": "/infra/sites/default/enforcement-points/cvx-default-ep"

8 AT GET /policy/api/vl/infra/domains/default/domain-deployment-maps APl PIKGZEIZHE

SR S o
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