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(NSX HEHER R ) 43 T 4l 7T NSX Manager JT1 /7 5L . vSphere Web Client Fii At NSX 2}
CHURAZE) Wi VMware NSX® for vSphere® Z 4RI EA THEHES: .

BiriEE

ARFWHE T 257E VMware vCenter EREEH 1] NSX sl itk ATAa] NSX [al1 17, AFWH BARisEE R
PR INBAF RSG5 TR R B 0. AT HHEEAEE VMware vSphere, £
i VMware ESXi, vCenter Server fl vSphere Web Client.

VMware AR HMIARIER

VMware BRI IRYIFRME 7 —MARER, Hip S —anmlaeARERARE, ¢ VMware BRI {
FIMIARIEREX, 1A http://www.vmware.com/support/pubs.,

ARFEDIE T LA

m R )

— & H8 B HE B o )
RN T AERRDATAT NSX for vSphere (1] A 1 — R e ] o
1 BER] (] NSX AN, SRIEEE &S WA TR Rk ek

2 FF|7: NSX Manager (UIH% (Monitor) bl |, RS & A2 BTk i R gt . AR TH
PRRVEIRI L Z TR R, B2 5 NSX HEIE R AR

3 {#]i] GET api/2.0/services/systemalarms APl 2554 ¢ NSX W2 04k . 4 0¢ APl TR . 15
25 NSX AP 48

4 P NSX B HFER S F T T A R

5 AIAORARRAERIIAIRL, 1 MBS HEFS VMware SCREBITTICR . HE I “4ifT/E My VMware
HE I SCRRE K™ o A R HERTEE R, 1H2 0 NSX HISIE MR Gdit .
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& NSX LRI

NSX (SR — PR AR HPE R NSX AR RIS PRI NSX (SRR R & Fl NSX AR LA
I CHBEHEER L RS, 41 NSX Manager, #xdfilas . @HACHHL, EHMERS . IRSSHEH . &1L Edge i
%DO

1 %55 vSphere Web Client,
2 RIS (Networking & Security), K5 #iGEMR (Dashboard), Bl “{Y M T,
3 {r#5 vCenter NSX FAbirh, wEHERAT 1Ml /M tal’) NSX Manager.
(AR BT F B
m NSX FLA - Wbl PSSR NSX Manager ZH 111k 25:
s HdEE)RSS (vPostgres).
s JHEEZRSS (RabbitMQ),
n GHIRFRS - maEEEHER (WERE S H 5 vCenter NSX)
»  NSX Manager ###53{di [T
w ORI TR 80%.
w  LESORIARE A 90%.

NSX Manager [

= =,

192.168.110.15 - Details (x)

Q M5¥ Manager disk usage is 25%

0 MSX component vPostgres is RUNNING

& NSXcomponent RabbitMQ is RUNNING

0 MSX component NSX Replicator is RUNMNING

. E

m  NSX LA - NSX Controller JR45:
w EIRR TSRS (B RBIAR BB EXEB AT EAEHSE NEAE R I AT
n GUREHIRS SRS . GRS IR T O R, SRR oo
n  EHIESERVURS (DB BEEMER .
n  PHIRRRR R R,

Controller Nodes = @ @

e o

controller-4 - Details :’_;p_t_".

Host
0 Controlleris deployed and running

Thers & Connecivity with controller "192.168.110.31"is up.
Q Connectivity with contraller "192.168.110.33"is5 up.
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= NSX Manager /R4
B
n BREBIRES CRIBUBEHAT R DA H RIS [RD o
w  FREEAX CHEFIN RIDAROTFAIE B o
RIS CHIRIR RIDLREANE B o

Backup Status

Backup schedule: @ Daily at 14:50 hrs
Last backup status: € Failed

Last backup attempt: € 10/18/2016 10:53:48 PM
Latest successful backup: € 10/18/2016 8:24:23 AM

Backup Status

Backup schedule: A&\ Not scheduled
Last backup status: ) Successful
Last backup attempt @ 10/18/2016 2:19:40 AM

w  NSX ELAAM - WFEPL MRS FN RS
A
w LA RICIRAS A
n  HETHRIEEER
n EAE TR
w ORAERIORFEEE
n [ikkE
n ST R REEAL
P e eI C ARG S A S
w W ORORIEARRTHEERE FAEI 7oA B
»  ZLEFORTIEAEAEAT AU b2 il Kk
= VXLAN:
s ORFECE A VXLAN [ORESEEL
m  VXLAN RAE SRt/ (/21 RS AL:
SGEFORC AR EIZ DA
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w B AROREET VXLAN Fie BN 2,

n 2000 (GRS FORDUTIRAS: VTEP €I, VTEP $#AZ] IP Husk, & VTEP 20fd T
LinkLocal |P Huil-, #5555,

w NSX AR - IR B HERA
w B - SR SRR AS
w RGSIRAS - HIT P RIE IR SS

m  NSX EAH4H - NSX Edge Al

Edge AN FARIEH B LR S5 HTE B EAR . Bl NS B, R X e,
BRI Tz, AR R, R A shig R, I, Rl SR O
Edge.

PR (Edge MFTReik S AFIRAD -
»  Edge fi#CFlrgR o i IR SS #r T oG H]
= Edge f& Virae ik S5 i IRAS
= VPN (IPsec [4it/IPsec i kA -
»  Edge IPSec it K.
= Edge IPSec [§iE X[,

%% (Edge FEfUAL. Edge W<, Edge XfFZ %, NSX Manager VLN Edge JIl 55 MScHk 5k
5 .

»  Edge IRISHIIR VIS PIROUS A ki o

» ] Edge FEALHLIA

= Edge FEAUNUBR DIz TR GUS A ikt o

»  NSX Edge ks,

m  NSX Manager {7 Edge IR55 M JeAbFEE R A
» Edge FUNLE VC H AL,
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n RE] HA L

I TR T, A2 HEE IR PR A VPN R FEfRD S, s diEnt AP E T
alarm—id 2 FaERER . NG HTIERR R APl . Ao aEE, 1525 (NSX API
FEE) o

GET https://<<NSX-IP>>/api/2.0/services/alarms/{source-Id}
POST https://<<NSX-IP>>/api/2.0/services/alarms?action=resolve

GET https://<<NSX-IP>>/api/2.0/services/systemalarms/<alarmId>
POST https://<<NSX-IP>>/api/2.0/services/systemalarms/<alarmId>?action=resolve

m NSX 55 - B k& AR

BB RAIRES S O MR AR IR I A 1950 A B K RSB BN, RS A
2l fh,

m NSX RS - @R MIZEIRA
n EHHR R R ASHOZ A B L
» M vCenter Server HJIFs: Sz Rpr 50 2R AL bR IC

NSX 5 & 1TIRIES %
FEATDAAE ] NSX 4247 S0 (CLI) figgike[rliit,
£ 1-1. & ESXi EH LAY NSX &3 - L NSX Manager HiE{THI®H S

B NSX Manager Ffj#4 #IE

BT A TS AR S 1D show cluster all SEITARHE A

SIS R rIRT A EVLLREAAL 1D show cluster AR, AL ID RIS L
clusterlD LEIR AR

S AL E IR A R show host EERE UGS E . RRWL, UL ID A1
hostID HLIRIRAS
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F1-2. EEN EREN VIB FIiRHREZTR (EHSHER)

NSX iz ESXi fixas VIB pi-hcy

{T] 6.3.x 55 esx-vxlan F/l esx-vsip vdl2, vdrb, vsip.
dvfilter-switch-security |
bfd. traceflow

6.3.2 FIH RIS 6.0 FIHH E A esx-vxlan #/1 esx-vsip vdl2, vdrb. vsip.
dvfilter-switch-security .
bfd. traceflow

6.3.3 FIH A 6.0 I F AR eSX-NSXV nsx-vdl2, nsx-vdrb
nsx-vsip., nsx-dvfilter-
switch-security . nsx-
core, nsx-bfd. nsx-
traceflow

*1-3. E ESXi EH LH NSX %3 - NENFEITHHS

A NS £

WETH VIB T NSX Fil ESXi fiuAs. esxcli software vib get — KA LB RRAN H 3]

AR 2 RE F RSB B R P 40
B 155 WAL 2350 VIB Rl &

SN

ko
S YL R GeH N A R Gelsib

A ST T NSX Rl ESXi Ak,
B AT PRI ZERE A AL S AR
5 WAETFALE 2561 VIB R,

SN LH/

Wk,

P TP ERACRE (UWA): 5T
BBk B ARER

S7r UWA 2 311 1234 2)3sthlze i M

Uil 5671 2] NSX Manager

Ko 7E EAM RS

vibname <name>

esxcli system module list

esxcli system module get -m
<name>

/etc/init.d/vShield-Stateful-
Firewall status

/etc/init.d/netcpad status

esxcli network ip connection
list | grep 1234
esxcli network ip connection
list | grep 5671

vSphere Web Client, #4578 >
vSphere ESX Agent Manager
(Administration > vSphere ESX Agent
Manager)

esxcli software vib list E/Rn&% |
AT AT VIB 11951

IO 4. vmkload_mod -1 |
grep -E vdl2|vdrb|vsip|dvfilter-
switch-security

NEAMEYGEAT 24

Pt TCP s
W R L TCP

R 1-4. KE ESXi AL LK) NSX 3 - THMEHS

i FHIEE RS BT

S PEE - ivmnic esxcli network nic list IR | SREhRE A IR
A&, MTU

PRI R AR L esxcli network nic get -n vmnic#  FoONalRe) T RIS PRI HAD T FAH AR

VMware, Inc.
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F1-4. & ESXi EHL_EH NSX =& - EHNMEGS (4D

P
B vk DL 1P Hi/MAC/MTU %5

FEAS vk PRI B, (UdE vDS 5 5

B vmk PIRTEAR S L, fET VXLAN
vmk 1 vDS 15 &L
S Z ALY VTEP S4B VDS 4455k

M VXLAN % J{] TCP/IP HEFH4i{ T Ping %
fE

% VXLAN 4 1] TCP/IP HEffi

A VXLAN %] TCP/IP #Eff) ARP 3£

EHLE RS

esxcli network ip interface ipv4
get

esxcli network ip interface list

esxcli network ip interface list
——netstack=vxlan

esxcli network vswitch dvs
vmware vxlan list

ping ++netstack=vxlan -1 vmkl

X.X.X.X

esxcli network ip route ipv4
list -N vxlan

esxcli network ip neighbor list
-N vxlan

F 1-5. & ESXi EHL LRI NSX &3 - FHHEXH

=2
PRI ERSIBiIL VTEP

PR IERSHBIL VTEP
WPR IERSEI Y VTEP

TPRIERSABIE VTEP

SR VTEP Gl (5008 I -d —s
1572 SIRPARAE R L1 MTU 5] T
VXLAN

fiD VTEP 18 {5 0]

fiRD VTEP 18 {50

i
M NSX Manager 1

FHUIHEAT BN D H &

SRV EES TSI
VMkernel 255 18 ORI IR

TR N

7 vCenter |-, ESX Agent Manager 1157
AT

HE3H

show manager log follow

/var/log/esxupdate.log

/var/log/vmkernel.log
/var/log/vmksummary.log
/var/log/vmkwarning. log

/var/log/syslog

1F vCenter H i eam.log H?

x 1-6. KEBIEZH - N NSX Manager FIE{THGHS

E- 325
#REE NSX Manager H it
18 T S R

IXGBE U shfe i
NSX BrBRAT S b S T T b

LB
ST AR AL AL

NSX Manager [f{j#r4

show logical-switch list all

*£1-7. B1E3#, - L NSX Controller FIE{THI&H S

&1

FIHTE APL, (LA IX I8 vdnscope HA{ifi ]
HIRTAT I b L H UUID

B
AR VNI S Itiles

AHERE)1Z VNI s f85 T AT AL

VMware, Inc.

AR B4

show control-cluster logical-
switches vni 5000

show control-cluster logical-
switch connection-table 5000

&

1t MR s as 1P Mk sk SSH
PilHl iz

e HR oY 1P 2 AL B, i
Uit 1572 TCP Ryt [
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£ 1-7. iB1E#H - N NSX Controller HiE{THIH S (40

P
FARTEMAFERZ VNI 1) VTEP

S AiZ VNI IR ISR MAC Hb
-

SIHAEAUAL IP BT 5E ) ARP 2247

W R AU R, SR LN
AHJ VNI

Ehilze LS

show control-cluster logical-
switches vtep-table 5002

show control-cluster logical-
switches mac-table 5002

show control-cluster logical-
switches arp-table 5002

show control-cluster logical-
switches joined-vnis
<host_mgmt_ip>

£ 1-8. ZEXH: - NEWNDEITHGS

I

FaH MAC ik 5By TR 75 1Z k)
VTEP |

ARP 251245 180 FbJisat b

A

oA ML VXLAN JE 75 [F

AR R RN LA S TR s AR
AH A Ui 1 1D

PSR N7 T VXLAN PR vdi2

Y IER 7522355 T IERAI VXLAN VIB iz
1 IAERHLEHE A AMBEE VIB HITE4N(E

o IS WAL 25 VIB Rt £
ks

BAEENUE 1Rz b U g H A L

Uoanse s ININE i PRSI RY SR PR
TR

Yk FNUE A RBFAT ALY MAC Rk

BUEFHUR S FE AR A AL UML)
ARP 4

VMware, Inc.

AL LIS

esxcli network vswitch dvs

vmware vxlan get

net-stats -1

esxcli system module get -m vdl2

esxcli software vib get —
vibname esx-vxlan

59
esxcli software vib get ——
vibname esx-nsxv

esxcli network vswitch dvs
vmware vxlan network vtep list
—--vxlan-id=5001 —-vds-—
name=Compute_VDS

esxcli network vswitch dvs
vmware vxlan network list —-vds-
name Compute_VDS

esxcli network vswitch dvs
vmware vxlan network mac list ——
vds—-name Compute_VDS --vxlan-
1d=5000

esxcli network vswitch dvs
vmware vxlan network arp list ——
vds—-name Compute_VDS --vxlan-
1d=5000

&t
R RATR T

SO TR T7 i AR E RE AL
FOREAUALAZ 3 L 11

B TEE BRI SR B S
B UERR A

ToHEEM VIB I5E B anfs K
FUERRAS H I3

TRz AL T RHTEY vtep 5001 fOfTA
VTEP ({4113

TRyl B ORI ik 1/Mac £
ZAAL B LS R LIPE R .

X2 A HZ N E I VNI 5000 FERLATLII AT
+H MAC

BEFHUR S TE A A AR UL
ARP % H
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& 1-8. BEXH] - NENPIETT

Has (20

B LS A
RN LR T ERE B LS TR B A esxcli network vswitch dvs HELUNI RIS s, i &a
VMKnic vmware vxlan network port list vdrport
TR2s ToREEIML dvPort L8[ vmknic ——vds—name Compute_VDS —--vxlan-
ID 1d=5000
5% vmknic ID DL BT B)A el i esxcli network vswitch dvs
1 FATHERS vmware vxlan vmknic list —-vds-—
name=DSwitch-Res01
F1-9. KEBESH - BEXH
BiEA H 5308 E-2a8
FHURZER BT L VNI s iiles /etc/vmware/netcpa/config-by- ORI ZH PR F T 4 il

config-by-vsm.xml X2 NSX
Manager {if 1] vsfwd k%1

WA config-by-vsm.xml A IET,
A vsfwd [k
Bl E L] netepa IS
WA H AT vmkernel.log H

vsm.xml

/var/log/vsfwd.log

/var/log/netcpa.log

/var/log/vmkernel.log

% 1-10. B EIBEE B - M NSX Manager HiEfTHIM S

config-by-vsm.xml & netepa ik
FEOIEEY
SIS AT Bt v

BT AIE, iEs TA T Jetc/
init.d/vShield-Stateful-Firewall
stop|start

ST IS FUA R S B

bis /var/log/vmkernel log ST “HLAT
VXLAN RiE” 2 Az i

YA
¥ ESG 4

JIT DLR 4% b L &

1T DLR (1654

ST Edge
5t Edge MIFTAT IR S5 FIMS & E40{E L

EJHZ'; Edge /]uu \/@lﬁ

AR TR R

G IR
AG R

mt

GRS e R

VMware, Inc.

NSX Manager Ff#j#4

show edge

show edge

show logical-router

show edge all
show edge edgeID

show edge edgeID ?

show edge edgeID ip ?

show edge edgeID ip route

show edge edgeID ip ospf
neighbor

show logical-router host hostID
connection

R 323

JII'T- Edge IS5 WC (ESG) 11 CLI A4 LA
“show edge” Jf3k

T2 s (DLR) 43R I
Iy CLI #y4-LL “show edge” F3k

JT oA R s th#s (DLR) 19 CLI iy %
Pl show logical-router JI3k

HIH SR CLI T4 Edge
7 Edge RES W51 L

EETAGEL, P, AR, Hi,
NAT, B, B, Bl el

%

HEKIE D . BGP. OSPF M b 4
fHE

% Edge HIMER ik

A I ARE R

BRI LIF o2, sl smke
PAEHAVA KL S AR Y vDS
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& 1-10. &EIZIEEEH - A NSX Manager 51T

mae (2D

BB
HIHE AN FIBATRIFT A 2 R #9201

5 A AL E i R

2 AL Y DLR [ LIF

NSX Manager [f{j#4

show logical-router host hostID
dlr all

show logical-router host hostID
dlr dlrID route

show logical-router host hostID
dlr dlrID interface (all |
intName) verbose

F1-N. BEBEEHB - M NSX Controller HIE{TH&HS

&

ISUF LIF FIES
TERARER SO L L, 26 1P A
1ZAHIR

Control Plane Active ¥/ 1%} yes

--brief f {1t TR N

TR R RIS DO 1 i A BT
MR

TERTEENLE, ZRBAIUEARI
WERAEDECENL D RS iy, 2
MFE B FH s, TR BRI syne i

E Fricdoni i Zunl ECMP 3R

LIF {5 R Azl e 6 3 L

F LA P2 & BRER AL T AR 1 AR AT
4 LIF

L
BT Z R A S0

EET TR AT EE

BEESE

FPRRER s AR

G IZE R 2RI R

I

\

T INET A SRR, 250LT net stat
it

R SR e )20 2 AL

Rt S e ) 2 2 AL

NSX Controller FHjé4

show control-cluster logical-
routers instance all

show control-cluster logical-
routers instance 0x570d4555

show control-cluster logical-
routers interface-summary
0x570d4555

show control-cluster logical-
routers routes 0x570d4555

show network connections of-type
tcp

sync control-cluster logical-
routers interface-to-host
<logical-router-id> <host-ip>

sync control-cluster logical-
routers route-to-host <logical-
router-id> <host-ip>

R 1-12. REIZIEEKH - )\ Edge FIEITHIHS

&

XA R I R e SIS A D g
AR R as S ATE 2241

PO, RSB oR o Za2 i Phes PR R 55
A il 2

IP %1l{2 7% DLR FIr{ERIRTA EAL) vmkO
IP Hiik

IP %1 2-5x1Z DLR FrEfIfT A AL vmko
IP Hbhi

R, 1P 5 5oRi% DLR FIfERIRTA 41
{¥) vmkO IP Hiii

T A BRI () A AT 75 s B s il e
[fJ netcpa 1%4%

QUACHTIE SR RIS s, (ERIFD
BFTE N XEARE A R

WARAEDBCENL FB DRI, (Hixse
B PR BN T, IR AR A
)

B
AR E

BHERTR

VMware, Inc.

Edge sRiZH K AR L poar&

show configuration <global | bgp
| ospf | ->

show ip route

I

RS TN A Il

15
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F1-12. WEFEKH - N Edge FIBEITH@HS (4D

G AR T

HE M GERD

P

OSPF

5
o

BGP

2
h

VMware, Inc.

Edge ERFE IR s EH BN L d <
show ip forwarding

show interface

show interface

debug ip ospf
debug ip bgp

show configuration ospf

show ip ospf interface

show ip ospf neighbor

show ip route ospf

show ip ospf database

show tech-support (GGF#EKTIFH
“EXCEPTION” #l “PROBLEM” )
show configuration bgp

show ip bgp neighbor

show ip bgp

show ip route bgp

show ip forwarding

show tech-support (R
“EXCEPTION” #1 “PROBLEM” )

K

PRI PRI & 22 ORPEIR S

A RS — AN T
jiESssErsedml

Oy AT PR AR Z AL A
EF WNIC

HERE AR AR AT R
INTERNAL 27

EERHA 2 LR B h sl R L L
IYILIE vNIC

AYSE T HA TiARFSE 1P ik, DU 1]
169.254.x.x/30

QAR TP Hokk, MISAER
LANTRINES: Al

TEA AR (Flan, AVERECH) OSPF
D3 T EAE RN ASND I, X2k
w4 MM

. HAETE Edge #stlG i G
(fiAAEIERE SSH £:18)
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R1-13. wEEEKE - EVPHBEEXH

i H &30
vsfwd 15557 TR AR thad S5 ELHERS] /etc/vmware/netcpa/config-by-
FAUFERAE A XML #55K vsm.xml

RSO NSX Manager 1] vsfwd i
BeS D]

WA config-by-vsm.xml SCAFASIER,
1A vsfwd H ik

EPilas e B L ] netepa HETI1Y

/var/log/vsfwd.log

/var/log/netcpa.log

=2
QIRAEFAL DA OB R I A o
B, A 2 S DA E S 75 A HE 15
il
RAIN, TR L) vsfwd
AN, o R DA 2SO AL T R
sl

I MTZ S A R v

WEHAEE, 1B T T e A: fetel
init.d/vShield-Stateful-Firewall stop|start

ST IZSCA VA S O

R H 5 AT vmkernel.log 11 /var/log/vmkernel.log 1 /var/log/vmkernel log Hhiteds “BEA
vxlan {28 [R5 A :
£ 1114, =522 - M NSX Manager Hiz1THIHS
R w4 (F£ NSX Manager |) =2
AT 0 28 R R A show controller list all WoRiTa st ks IR AR
& 1-15. =488k - M NSX Controller HiE{THIA4
A mrd (EEHE LD E-2:8
AR s IR S show control-cluster status NG R “Join complete”

T A R e G rHE DAL

e Sl )N i S e [ = ISR PN
A ED

EE T S5

show control-cluster history

show control-cluster startup-
nodes

oREENT A MRz, 25000T net stat
it tep

HLHT A BhR i At R

restart controller

ER TGN Eat ol

restart system

VMware, Inc.

show control-cluster core stats

show network connections of-type

“Connected to Cluster Majority”
EA MBI O R AR L LB
ZON TP N IS E A

LR, PR TR SR SIS
BRI A TR T A R SRR O A1)
*

T2 B A DA AR TSR P g HoAth A
i, IRABEATIZ A3

2T HES RIS A R T
I netcpa 14

P& e R LR
SHR ) BT P R T A
TS AR AL

Eilkatilies

17
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% 1-16. #=41881Fixk - NSX Controller FHIBEH

B
GG LR MR N . T

P Py o ity St
BiEIN iﬁr#

KA R R R,

oA W B A S

WA g2 Il %

AT SIS DY

AL S

LR OESIRAE

® 117 BB AR

HE3H

show control-cluster history

show log cloudnet/cloudnet_java-
zookeeper<timestamp>.log
filtered-by fsync

show log syslog filtered-by
collectd

show log syslog filtered-by
freespace:

show log syslog filtered-by
Active cluster members

show log cloudnet/cloudnet_java-
zookeeper.20150703-165223.3702.1
og

show log cloudnet/cloudnet.nsx—
controller.root.log.INF0.2015070
3-165223.3668

- M NSX Manager FIE{THIG S

I

Tk e Lo TR, JCHE
SRR TR ]

— PR R RN R AT R T

{F cloudnet_java-zookeeper H&iHi# %,
“fsync” KL

QIR TS ST 1 5,

ZooKeeper ki iz E, X ARar s

T AR S LA 2

A% “collectd” [RBlsH IR EATAT
SR BlOR AR R AT G

eSS A FHERA BN, 20k
“freespace” 1Ja G VRN E WAL
FIH H A A SO, AERAEEAL R,
SRR NCL e I B B S AR, 2
FEEI Kt freespace 155, X1 u%ﬁﬂm
AT

HIH M TS S A DA% 1D, PR
LA B syslog, MITARMAZ S
HUZI B

e RA L zookeeper Hi, HEHH
I TR S

VS B A e B T R A R B T s )
AR B LA SR s 10 A R A 5
HIHEABLE

LPshilEs TAEH &, i, LIF G Ta]

1234 FRERITES . o

i
GRS L

A REERIRE R B

EHEITARERE

AR IR R
A diw HEEENUE R
A dvfilter HIFJTEANS L

AR DFW {52

#E VNIC 14115 B

VMware, Inc.

NSX Manager /a4

show vm vmID

show vnic icID

show dfw cluster all

show dfw cluster clusterID
show dfw host hostID

show dfw host hostID filter
filterID <option>

show dfw vm vmID

show dfw vnic vnicID

- 2a 5

DC. . FAL. ERHLEMR. WNIC, %
BEF dvfilter S5 1E4R S KL

VNIC ¥k, mac Mk, Sil14H .
pun S ERAI =Y CN

AR, B ID.
ERAS

FHE . FHLID, LR
JERHLATR . HEHLID, HURIRES
SIHEED VNIC R, ZeitE R bk

IS PR

B, Bk

w
el

BE RAUN LT 247K

% VNIC £k
41, Jiidkss

VNIC ID. fersss

. ID. MAC Mk, s5l
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R117. BEHHKXBHAIE - I NSX Manager HiE1THIHS (40

BB

FIH AR VNIC 2o 2

(mt

G E TSR VNIC R

BRSNS B

154~ VNIC [1) spoofguard 14113 .

G LR EAIE B

A% VNIC YR Ze i3 R

NSX Manager -4

show dfw host hostID summarize-
dvfilter

show dfw host hostID filter
filterID rules
show dfw vnic nicID

show dfw host hostID filter
filterID addrsets

show dfw host hostID filter
filterID spoofguard

show dfw host hostID filter
filterID flows

show dfw host hostID filter
filterID stats

& 1-18. WESHAMNIE - AENMPEBITHGS

&

A HIES GBI ELHUVNIC, FHRIART
Bl im g S Rk sy

XU B Lt IRARE T a2

EZ T e R e SE DR

SR T T SpoofGuard DA Y
IP/MAC

QIR BT RERE, FYUEE R
J k% %] NSX Manager
AIPLE I Zar A7 G fA vNIC iR R

(e E 2 A ar AU, X2 AERAT I

i

FUIHAE 1AL T 4IY VIB,

A RAEAIN L5 PSR ATIRES VIB IR HEAR
B WS WA AL B VIB Akt

M.

A Y RTINARI AR GA AR 5 .
AIAEIN LR EAS BB TN
ZWAE VAL B2 VIB At

SRR

Priko
PRSI

SFPRR T A

A PR

VMware, Inc.

FALLHH4

esxcli software vib list | grep
esx-vsip

nl

esxcli software vib list | grep
esx—nsxv

esxcli system module get -m vsip
ul

esxcli system module get -m nsx-
vsip

ps | grep vsfwd

/etc/init.d/vShield-Stateful-
Firewall {start|stop|status|
restart}

esxcli network ip connection
list | grep 5671

£
FoAT A ER T 34 1 IERIY VIB oA

oA AT DR 2ol AR 1 A

G HEHZ N A RIETT vsfwd JER

RSP R R IR T, TR
HHHD)

2 EAUE T H AT 5] NSX Manager 1
TCP &2
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& 1-19. RESHARIAE - EV EHBEXH

B
HREHE

Bl o H b £ sk
avfilter Hr ik tudiiZk

NSX EHEZEITRAKRE

HE

/var/log/vsfwd. log

/var/log/dfwpktlogs.log

pktcap-uw —-dvfilter

nic-1413082-ethO@-vmware-sfw.2 ——

outfile test.pcap

I

vsfwd “F R H &, X vsfwd 2572
NSX Manager #2fl1 RabbitMQ Mk
EHAHH

Bt H BRI L I H &3

M NSX Manager £EH15 CLI 1, AP A AR ESXi MRS TR,

B TIRACE R 54 critical . unhealthy B healthy.,

5 an:

nsxmgr> show host host-30 health-status

status: HEALTHY

nsxmgr> show host host-29 health-status
UNHEALTHY, Standard Switch vSwitchl has no uplinks.
UNHEALTHY, Storage volume datastorel has no enough free spaces: 19.% free.

status: UNHEALTHY

nsxmgr> show host host-28 health-status
CRITICAL, VXLAN VDS vds-site-a VNI 200000 multicast addr is not synchronized with VSM: 0.0.0.0.
CRITICAL, VXLAN VDS vds-site—a VNI 200003 multicast addr is not synchronized with VSM: 0.0.0.0.
CRITICAL, VXLAN VDS vds-site-a VNI 5000 multicast addr is not synchronized with VSM: 0.0.0.0.

Status: CRITICAL

APl NSX Manager API 1] host-check 4.

VMware, Inc
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NSX #E& e — MUt 4 MPEL L.

1

¥+ NSX Manager i#:4%%] vCenter Server, NSX Manager fll vCenter Server FL.A7—Xf—Xx &,
a 1 vCenter Server 71/,

Hi%% NSX Controller ({WAbTFHARE IR AR U2 A . 0 A 20 F sk VXLAN F53E a0
i35 k% (Distributed Firewall, DFW), TIASTE 3 FH6IRe)

FHIMERS: (ERHERIATE £ A XLAN, DFW F1 DLR 222 VIB, it & 25T Rabbit MQ (1974 5 4%
DRELRIIEA o IR kRS, BRI ES T NSX HER T 4.

BlE IP B I FACE VXLAN: ZERESE T A A1 G VTEP i 14180 VMKNIC,, £z 0 5
[A], 2RI DL L5 VLAN ID . 4558 5601 MTU,

B PBRIOZCEEAE E NG B, 1520 (NSX 225548/ ) f1 (NSX &5 HHRR ) o
AREEBE T DU

EHIMER

fiikh- NSX Manager |15
PHZEHERS: VXLAN &k
B A L LA

FHEE
vSphere ESX Agent Manager 5 vSphere 273540 (VIB) #5552 ESXi +41 I

WL IR ELR A ML, vCenter Server #1 NSX Manager /it # DNS, #E AT EH #1515 ESXi &
HL, AR VIB U ok B IR T 2R 515 ESXi EH/L.

VIB J&7E NSX Manager FAEA511, WA PATER zip KA,

VMware, Inc. 21
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TTPAM https://<NSX-Manager-IP>/bin/vdn/nwfabric.properties Hj[HiZ 34, T i1 zip X
AR NSX F ESXi AR, a1, 7F NSX 6.3.0 #1, vSphere 6.0 =4[] https://<NSX-Manager-

IP>/bin/vdn/vibs-6.3.0/6.0-buildNumber/vxlan.zip A,

# 5.5 VDN EAM Info
VDN_VIB_PATH.1=/bin/vdn/vibs-6.3.0/5.5-4744075/vxlan.zip
VDN_VIB_VERSION.1=4744075
VDN_HOST_PRODUCT_LINE.1=embeddedEsx
VDN_HOST_VERSION.1=5.5.%*

# 6.0 VDN EAM Info
VDN_VIB_PATH.2=/bin/vdn/vibs-6.3.0/6.0-4744062/vxlan.zip
VDN_VIB_VERSION.2=4744062
VDN_HOST_PRODUCT_LINE.2=embeddedEsx
VDN_HOST_VERSION.2=6.0.%*

# 6.5 VDN EAM Info
VDN_VIB_PATH.3=/bin/vdn/vibs-6.3.0/6.5-4744074/vxlan.zip
VDN_VIB_VERSION.3=4744074

VDN_HOST_PRODUCT_LINE. 3=embeddedEsx
VDN_HOST_VERSION.3=6.5.%*

# Single Version associated with all the VIBs pointed by above VDN_VIB_PATH(s)
VDN_VIB_VERSION=6.3.0.4744320

# Legacy vib location. Used by code to discover available legacy vibs.
LEGACY_VDN_VIB_PATH_FS=/common/em/components/vdn/vibs/legacy/
LEGACY_VDN_VIB_PATH_WEB_ROOT=/bin/vdn/vibs/legacy/

FEFNEZEER VIB BT NSX T ESXi flu /K

ESXi A NSX fias 355 VIB
5.5 {T-AT 6.3.x B esx-vsip
m  esx-vxlan
6.0 Bl B RO 6.3.2 ok AR m  esx-vsip
m  esx-vxlan
6.0 B T S A 6.3.3 B E oA B esx-nsxv

PRI esxcli software vib list iy aE 2251 VIB,

[root@esx—0la:~] esxcli software vib list | grep —e vsip -e vxlan

esx-vsip 6.0.0-0.0.XXXXXXX VMware VMwareCertified
2016-04-20
esx-vxlan 6.0.0-0.0.XXXXXXX VMware VMwareCertified
2016-04-20
VMware, Inc.
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ﬁ
esxcli software vib list | grep nsxv
eSX—NSxv 6.0.0-0.0.XXXXXXX VMware VMwareCertified
2017-08-11

EM A F B R E I )R

FEFEAUAER I, Tk 2 SR R LA R TR

= EAM G VIB,
w  ATRERE TR ML FIEAAACE DNS,
w  ATREE T kRSB ESXi. NSX Manager il vCenter Server 2 [T 1
LA TR (Resolve) il LURR K Z A, 1S B2y A o

n CECEDARTINIA VIB AR, X B AT #5115 E L

= NSX Manager 7l vCenter Server i Z[il 5 M8, “PILFIZA" FHfFHIIENAER (Host
Preparation)/t i -~ A1 E A m s 4L

7 vCenter Server s 75 A DIMCEEFTAT FHUAIRES: o
QAR TCEEE Dt (Resolve) e85 [nlfl, 1S BJCEEE ] “fitpe” el i ],

FHAER (VIB) HFEHERR
s REEYEFEEEE TR S5 s TR,
57 vSphere ESX Agent Manager VL2 #4514

vCenter I=T1 > E# > vCenter Server 3 J& > vSphere ESX Agent Manager (vCenter home >
Administration > vCenter Server Extensions > vSphere ESX Agent Manager).

7 vSphere ESX Agent Manager |, 54 “VCNS160” migd I REENAIAIRAS o Qs A REE
N TR IR, WPz A U G HLREL

o

ency State Status

$< g

_VCNS_160_Management & Edge Cl_.. Enabled & Normal
_VCNS_160_Compute Cluster A_VMwa... Enabled O Alert
Issues for the selected agencies
Trigger Time Agency Issue Host Agent VM
Thu Apr 28 12:03:12 GMT-0... _VCNS_160_Compute Clu. Agent VIB module is not installed esx-01a.corp.local

n  EHIAERENLE, 1217 tail /var/log/esxupdate.log fir% .

VMware, Inc.
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2016-04-28T19:02:52Z esxupdate: downloader: DEBUG: Downloading https://vcsa-(
o /tmp/tmpKTOwiN. ..

2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: An esxupdate error exceptic
2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: Traceback (most recent call
2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: File "/usr/sbin/esxupdatt
2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: cmd.Run ()
2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: File "/build/mts/release,

site-packages/vmware/esx5update/Cmdline.py"”, line 106, in Run

2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: File "/build/mts/release,
site-packages/vmware/esximage/Transaction.py”, line 73, in DownloadMetadatas

2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: MetadataDownloadError:

fd3f37ad4c', None, "('https://vcsa-0la.corp.local:443/eam/vib?id=facdblé60-21(

rlopen error [Errno -3] Temporary failure in name resolution>')"™)
2016-04-28T19:03:12Z esxupdate: esxupdate: DEBUG: <<<

FHAES (UWA) HEEHERR

NSX Manager 7EiHAE FRITIFTAT AL B AN PR AR
O ERZE UWA (vsfwd)

= PEHIE UWA (netcpa)

NSX
Controller
K

ok
w PR R RIIR S

Clusters & Hosts Instal lation Status

FEMDEAGOL T, VIB iy, (Hi 3R, — e H A RECIE IR TR, X

w PR AN R 2 PR TS H]. FA NSX Manager 243, 45 NSX HiG IR AL

LR

VMware, Inc.
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€Ge‘fting&‘.tarled Summary | Monitor | Manage

| Audit Logs | System Events ‘ Tasksl

Timestamp. Severity Event Source Code Event Messsge

2/26/2014 10:56:38 AM  Critical Host messaging infrastructure 381002 Messaging infrastructure down on host.
2/26/201410:51.56 AM  Critical host-22 301502 Spoofguard configuration update number 139340752032.
2/26/2014 10:51:56 AM  Critical host-20 301502 Spoofguard configuration update number 139340752032,

WRZA ESXi FHIZEN0, 1i/F NSX Manager 455 Web Ul %22 (Summary) b1 [ 25 74 2R
RNRFB AR AR E AR, 1EEHTS 5D RabbitMQ.

& Summary | Manage

NSX Manager Virtual Appli

DNS Name nsxmgr--01a

IP Address: 192.168.110.42

version: 6.0.2 Build 2944561
Uplime: 7 days, 3 hours, 16 minutes

Current Time: Monday, 24 February 2014 01:29°52 PM UTC

Common components
Name Version Status
vPostgres Running W
RabbitMQ Running W

AR E IR S5 7E NSX Manager FACTIESIIRAS, 1 HITRA T #AE:

VMware, Inc.

7E ESXi F# Fi54T /etc/init.d/vShield-Stateful-Firewall status x2S AL FROIGE.
Au\/kJ:HFfIiR/[’EIE:Hiﬂ_nO

[root@esx—0la:~] /etc/init.d/vShield-Stateful-Firewall status
vShield-Stateful-Firewall is running

Koty EAL Fro B P AR H 3 /var/log/vsfwd. log.

1E ESXi T4l 11517 esxcfg-advcfg -1 | grep Rmq iy LA ~ATA Rmg At Wiz 16
Rmq ¢,

[root@esx-0la:~] esxcfg-advcfg -1 | grep Rmq
/UserVars/RmgIpAddress [String] : Connection info for RMQ Broker
/UserVars/RmgUsername [String] : RMQ Broker Username
/UserVars/RmgPassword [String] : RMQ Broker Password
/UserVars/RmgVHost [String] : RMQ Broker VHost
/UserVars/RmgVsmRequestQueue [String] : RMQ Broker VSM Request Queue
/UserVars/RmgPort [String] : RMQ Broker Port
/UserVars/RmgVsmExchange [String] : RMQ Broker VSM Exchange
/UserVars/RmgClientPeerName [String] : RMQ Broker Client Peer Name
/UserVars/RmgHostId [String] : RMQ Broker Client HostId
/UserVars/RmgHostVer [String] : RMQ Broker Client HostVer

25
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/UserVars/RmqClientId [String] : RMQ Broker Client Id

/UserVars/RmqClientToken [String] : RMQ Broker Client Token

/UserVars/RmgClientRequestQueue [String] : RMQ Broker Client Request Queue
/UserVars/RmgClientResponseQueue [String] : RMQ Broker Client Response Queue
/UserVars/RmqClientExchange [String] : RMQ Broker Client Exchange
/UserVars/RmgSs1CertShalThumbprintBase64 [String] : RMQ Broker Server Certificate base64 Encoded
Shal Hash

¥ ESXi ##1 L1217 esxcfg—advcfg —-g /UserVars/RmqIpAddress @54, HrHiBiim i NSX
Manager IP ik,

[root@esx-0la:~] esxcfg-advcfg -g /UserVars/RmgIpAddress
Value of RmgqIpAddress is 192.168.110.15

1E ESXi +:41 11517 esxcli network ip connection list | grep 5671 sy & LA&tkiGahig B

[root@esx—0la:~] esxcli network ip connection list | grep 5671

tcp 0 0 192.168.110.51:29969 192.168.110.15:5671 ESTABLISHED
35505 newreno vsfwd
tcp 0 0 192.168.110.51:29968 192.168.110.15:5671 ESTABLISHED

35505 newreno vsfwd

ARG H R REARDO R, T2 E 62 (netepa) [,

THEENERLEN

EN

Y

TR TR T FAR T I o

TE ML, 15 B EN S (Host Preparation) i
TS R, T RIRSSEE (Service Deployment) T .

VMware, Inc
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F=REERE - F=RHEEE -
Guest Introspection BRSSHA
74 =354

vCenter

ESX Agent Manager AR5

vCenter ;58
|: oy |: 3
E# 2 E#l 4
stz Z2EHEE N B ey ——— '
(EHER)

KIENA 1a || KE#HLHE 1b RIEHE 2 KIEHM 3a || KIEHLH 3b

VMware, Inc.
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NSX x5

1 3 FHL1 EM 3
L L VSMAgent/ VSMAgent/
FabricAgent FabricAgent

FEM 2 M 4

FH 2 FH 4
VSMAgent/ VSMAgent/
FabricAgent FabricAgent

ZEHIENRIE == VSMAgent

vSphere ESXi Agent Manager (EAM) X%

EB B EAM {RIEH14 1 EAM {RIEH# 2

EAM EAM
N PRE K32 1 32 3
|| Guest Introspection EAM EAM
EBIEAHECE R 2 RE 4
| Guest Introspection SVM
MLEECE
|| Guest Introspection SVM
HER%RE
RIEHLH 1 RIEHLH 2 RIEHH 3 R R 2 K3

URL 1 URL 2 URL 3 URL 1

VMware, Inc.
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LA N ARGE P DA B A 1 il A= AL 2 2L

£z 4EM9 22 NSX Manager HifRE: =, &5 ESX Agent Manager %2 I A
T 2B SN2 R IE IR S

MR EEH = W A RS B RESE |, LR S5 2R S IR M IAE R . VXLAN, 4>
kB . AR AE AT 2

ZEEME LR ENR SRR TR | o L a5 ENR 551945 Guest Introspection 711
R N

g ERE SR AR IR NSX Manager Bt a5 2RSS I 416 o R

P8 ik 2 A 5L JE R S5 AR TSR LB — 454 JZ AR
W4 VSM fLEE

HEHTT NSX Manager $E P45 A6 2R S RIS o A QIS B T DL 22
BN 2 AR

ESX Agent Manager . ESx Agent Manager {72 vCenter Server 3 Hh IR 2 WA R4
# . ESX Agent Manager fCHIRLG 2] NSX £544 2K

ESX Agent Manager . Esx Agent Manager FEENLI vCenter Server Aofiie i AiEe 41
Y fro BUGHANURSFETER ) ESX Agent Manager fti | VIB, OVF K Hfi
B ARSI ED

NSX Manager N HES L Q) 8— ESX Agent Manager fXEEH A,

ESX Agent Manager fREEAURL G 2] NSX 3535 HoT, 7 HoThy NSX
Manager #4271l ESX Agent Manager X441 vCenter ESX Agent
Manager $lEELARFE o AR DEIEIUT, RPN Ed A,
U NSX figh Az - FVE AR LB AN X FRG B, NSX Manager 78 H &k
T3~ ESX Agent Manager IEA UL G —/MEBEHRLIT,

NSX Manager H&HERSHIREEE G E—> ESX Agent Manager fXEEH 1), NSX Manager 71 H A 4= A
T/~ ESX Agent Manager fREEH A G HE— /M IC. —4> ESX Agent Manager fRERAUM = — /M

JCo
fErT Ll DA 5 i A AR A -
s M EAM MOB https://<VC-hostname/IP>/eam/mob/ 1,
m M vSphere Web Client H1:
= %] vCenter Solutions Manager > vSphere ESX Agent Manager > ¥ (Manage).
» (i ESX RIEEYIM (ESX Agencies) N, R LAFH B LI ChFHIHES IR —

™

VMware, Inc. 29
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Pl BT A RIS ARE U A A TR 2R ESX Agent Manager HIAZER—MREILAL, T
S NSX FRESERATIN 7B HiT o

VMware, Inc. 30
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EMAERNRSBEIER
AR TSNV RS HE TR (R

VMware, Inc.
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LETIER

VMware, Inc.

RPRERSEL
&R

EAM ZEE#1 E
Z% NSX VIB

EAM X8
RERGE

LHIRIERARS 1D
FIEEEE ID Bl
ERE BT

NSX ##J FabricAgent
KSTRIEFEHIT

NSX B EH R
FRIE AR

EHEE EAM
fFERAENER URL
FABEEE ID
B RIBH

EAM AEHEIZERIE
HIEREBRICAEE
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FRTIER

RAPR&s
SR “AIAR”
HHE

NSX g EHET
YRR

EAM 7EEHL E
Z % NSX VIB

VMware, Inc.

SRR

BRERA

HE S EH
ERE BT

EAM & &,
B EHM AL T
YR

NSX g EHLRH
HEIPIREK

SEHEE EAM g
9IRS URL &1
RIBHH

EAM {EF#iHY
FHAHESZ URL
EHNRIE
HIGHEIFCARE

EAM J§{E2
IR ALRE

NSX & E#
EERS
FHRARC AT
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FE=7TRFSHIARSEARE TIER

AR 7= RS HORSHE TARR BRI

VMware, Inc.
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LETIER

7E NSX &
SEMARSS

EAM A EHL
BERE
FREFEARE

EAM £ EH L
ERE EHUML

EAM [a] NSX %1%
FIFFRIRES

SRR EEE T
IR\
PARC & R

VMware, Inc.

7E NSX th gl
AR

52 7E EAM R
{FFABMRS URL FngtEE ID
B RIBNA

EAM [a] NSX %1%
BE&ES

EAM $T7
FEAIAL IR

ZEHERRIA
kB8 EAM B{ES

RP&ERSLE
&R

SR ERARS
FNEEEE ID B3
HRERTT

R ERAERERET
(IRAB)
PABC & REFUHL

LEHIE A
kB EAM 5SS

EAM f¥38
e ARE

NSX 158 =7 Ak %5
EREITIC A BTN
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HETIER
FHBLE NSX

ERREIARSS

EAM fEF#THY URL
FHREFICARE

EAM #£E#1 L
ERE HTHI U

EAM [&] NSX % %
THRRES

SRR EBEENT
(IRAB)
PABC B R

REEEREIEITRR

{5 F e URL
EH7E NSX &
EREIARSS

Z5HRTE EAM
fEMFHEIARSS URL
EHIENE

EAM ] NSX % i%
BERES

EAM 7
FEHTLER IR

LA ) =S DN
kKH EAM K155

RPaEH
BER TR HEE

SHaEER
BERIMARESR
EHEEB R

SRR EIBEEE
(FRA)
IABC & R

) =200N
kH EAM HI{ES

EAM MIBRIB I
HiERERCAZE

NSX 1§ 551/=
REBIRIC AR

M vSphere Web Client H1, ] DI % Fhdl {2 [R5 RS

24075 NSX Manager s U2 ), NSX Manager il = T 2 WA S = AR Al
Z I E s TR, AT AP ER
1 7 vSphere Web Client 11, SjiZ|MZE 124 (Networking & Security) > 223 (Installation) > 4],
HE#% (Host Preparation).

2 VERSRIT AMEE, R Nl AR (Actions) (B8), SRS B ETERSETRA

(Communication Channel Health).

RN il (F 1l s TR B
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Management | Host Preparation | Logical Network Preparation

NSXManager: | 192 168.110.15 (Role; Primary) |~/

NSX Component Installation on Hosts

{G§ Actions

Force Sync Services
. Change Locale ID

| |CommumcationChannelHeanh |I

Q esx-02a.corp.local

» fiManagement & Edge Cluster

esx-01a.corp.local - Communication Channel Health (7}

NEX Manager to Firewall Agent: + Up

NSX Manager to Control Plane + Up
Agent

Control Plane Agent to A\ Unknown
Controller:

[ ok || cancel |

WEREN =AM 2 — RS R A, W2/ NSX Manager HiEH BN E. /FHEHEH,
EREIRA R OB . “EoRM” B “ARTHT (FE vSphere Web Client Eljiumfﬂ SKET ) o W
SR “EaER” AN “Boel” w RATHY , SRS R BN

2016-05-23 23:36:34.736 GMT+00:00 WARN TaskFrameworkExecutor-25 VdnInventoryFacadeImpl
$HostStatusChangedEventHandler:200 — Host Connection Status Changed: Event Code: 1941, Host:
esx—04a.corp.local (ID: host-46), NSX Manager - Firewall Agent: UP, NSX Manager - Control Plane
Agent: UP, Control Plane Agent - Controllers: DOWN.

WFURASH “EOCH” BRI A “EaER” , Me Al — 420 T B IH R E R B

2016-05-23 23:55:12.736 GMT+00:00 INFO TaskFrameworkExecutor-25 VdnInventoryFacadeImpl
$HostStatusChangedEventHandler:200 — Host Connection Status Changed: Event Code: 1938, Host:
esx—04a.corp.local (ID: host-46), NSX Manager — Firewall Agent: UP, NSX Manager - Control Plane
Agent: UP, Control Plane Agent - Controllers: UP.

QuAR i) 2 T A A e, WA A DA T RS AN i [N 2 — 1 R G AT
m 1255601: FAHLUFB A
1255602: {iilesil 5585

= 1255603: SSL #2240k
m  1255604: {64658
m 1255605: PREFE SRR
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m  1255606: SSL Hi
m 1255607: 45550
m 1255620: KH0EHIR

A, 2z p A NSX Manager £ EALAIRAIE S THE . 41 NSX Manager fil netepa - [AJAAS IS =

RO Mk BT 2R
AT A H B EANE . 15550 NSX SR o

RRRTEH "R

FEENUERS IR, ] et BRI RAS B os Rt e

i) R

FEMHEFE (Host Preparation) =l R 55352 (Service Deployment) il K1, 2Bk AR R AR .
fRRTTR

1 HEIMEFZ4L (Networking & Security) > 223 (Installation) > Z:H#4%% (Host Preparation):i iz
5532 (Service Deployment)i/ilii+

2 ERHEMENLE, REARgE.
KRR RIE R .
3 R (Resolve) ki,
T EARBE (Resolve) e Iifipde (i Bim 2, 1525 NSX H Gl s A .
4 WORYEosAEeE, WA MRS DR, 1ESRIJCEEE N iR enig i mliE,
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AR 55 i B M Rz

IR G T NSX THUE R R, DASAE R S5-I TR] 30 Wi B A N TR S s e B i S TR

Eo

1%, EAM IF#&
HMEIZRS

7 DNS AR 55 88 s
NSX FQDN %H

TR N IE R
i 443 ERY
vCenter Server Z|

NSX KIS

#&EZE vSphere

S LARREEM

EAM SEEI2H
EERIT

NSX FQDN
=R RIRA?

{E{RTSMERBA A
=&HELE
im0 443 EHY
vCenter Server |

NSX KR E

M EAM MOB
#®E EAM 2B ERED
(https://<vCenter
Server_IP>/
eam/mob/)

7£ EAM MOB =
KB R IEHA
—REARE

#£ EAM MOB 1,
& EAM 25
EESHIRE AT A

NSX #1 EAM R [E.

f£ vCenter Server
BT EAM BRSS .
15217 vSphere 344

EAM {ZE7E#AT
—L£RRBIIEL,
1515 b

{#F vSphere Web Client
ERBH k& SVM, %E?fgiiﬁ’l
vCenter Server 5.5 “EHER 3,&@‘?'43
FEANSXBAT BE “HRRT IR
FIPS

1542 vCenter Server.
15515 vSphere 3044
LAFER vCenter Server

7 eam.log P EFHIR
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AkZEBE W T “FTikihlE OVF/VIB” $HiRMEM

IR ARG T 7 18] OVF/VIB (OVF/VIB not accessible) Hibtifi s $i it
e,

f# wget
WL ITE AR
**»H\)IZZTHEIIIE]?\JQUE'I;L J\ vCenter Server £ eam.log i EHIR
» : THEALFRIRER
Z URL LUZRIZE
/tmp =

SR ERI SRR ﬂr: ;X““??I{%Erﬁﬂf“i
$TFFi% URL RS AT
NSX i&& B

NSX FQDN £ DNS AR 5234 m
RO AR

74, vCenter Server.
15517 vSphere
K AFHR vCenter Server.

RSN
ERBA PSR AR LE TERy NS R
vCenter Server 5.5 U 443 £ IR0 443 £ERY
HE NSX BHT FIPS vCenter Server % vCenter Server
NSX H#iEE 2| NSX Hilfs

7£ eam.log R EHIR
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TRER “fRR” EDUEE a3

ERIZRAIZ24> (Networking & Security) > 223 (Installation) > =4S (Host Preparation)il IR 5E5E
(Service Deployment)fel5i 1, REEEMITNL L RERA R s Rk at e . F gk (Resolve) ik

BRI,

i)

LR DR AR ENL SRR VIB BEER” (VIB module for agent is not
installed on the host) 4%,
ESXi MM vCenter Server Hiijj[i] VIB.

M vShield Endpoint 5%}y NSX Manager I, 78R REAE EIRAS BRI,

fRRTTER

1

fifil\fr vCenter Server. ESXi J:4/lF1 NSX Manager F1EAffil# I DNS, #fifA\ vCenter Server.
ESXi :4/l. NSX Manager F/1 vSphere Update Manager H1JE THUIE A1 DNS figghr IE 3 T 1F.

FfE S 5 DNS ¢, 153 % esxupdate Hik, F14F esxupdate.log S #s i
“esxupdate: ERROR: MetadataDownloadError:IOError: <urlopen error [Errno -2]
Name= or service not known” 4.

ZM B s ESXi ML 0] vCenter Server 1524 E1# 44 (Fully Qualified Domain Name,
FQDN), AXH¥4EE, 5 W¥uE VMware vCenter Server 52 IP Hitik (1008030).

FERARCE 1 28I TR (Network Time Protocol, NTP).,  VMware Z5Y F NTP, ZEffiiE NTP
AN[FI A T 5 S R ER S, 1R A NSX Manager 6.2.4 15 5 i A S2 425 i ) Jete/ntp. drift
o

AR KBS ARH 1 NSX for vSphere 6.x Alras IR 1. Ao B, 120

m  VMware NSX for vSphere [1) 2% 1353k (2079386).

= i/jli] VMware vCenter Server. VMware ESXi f1 ESX F=#H1VA M HAth 28 4 41-Fi 351 TCP 1 UDP
ST (1012382),

E VMware vSphere 6.x Y fFiliid i 1 443 (i 800 Ak VIB. % H A2 AT HHISEH]

. ESXi AU vCenter Server 2 [A]fHH 8 & WAZI Se Vi 2 UGS i

NERIRCE T vCenter Server 3245 1P Mk,  ASCHANEE, 52 W4 UF VMware vCenter Server
2 1P ik (1008030).

fiffiik vSphere Update Manager 15 [ E, M vCenter Server 6.0U3 JF4fi, NSX 2T FEAH
% vSphere Update Manager 5 ESX Agent Manager —iZfii)Tl, VMware 582171 % /1217 vCenter
Server 6.0U3 S H sl AS . WIS ICTETH 2, 15l vSphere Update Manager IR551E/F 1217, #50]LA
YR AN 7 T 2053782 il vSphere Update Manager £+ 146101 .

QIRAESS vCenter Server INFREAEER AR 1, i5HAGE ESXi AL KRG AR I 2835 1

ffiiA vCenter Servervpxd SR IFAFINT TCP i1 8089, NSX Manager 1V 37 £58k I\ i -1 8089,
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% F vSphere ESX Agent Manager (EAM)

vSphere ESX Agent Manager [ 5h5¢ 55 E AV TE NSX W28 Fl2e 4 IR S5t i, [l g ESXi EA1LhRE
PAFH: vSphere il J7 S AR AIIMIRSS o

ESX Agent Manager B EFRE

ESX Agent Manager H G35 7F vCenter HiE .

m  Windows - C:\ProgramData\VMware\vCenterServer\logs\eam\eam. log

m VCSA- /var/log/vmware/vpx/eam.log

m  ESXi-/var/log/esxupdate.log
= #= ESX Agent Manager

FEER WA T2 NSX 2 i bypassVumEnabled K12 HMCH True, FE7F 2Bk n 5
False., #Z W https://kb.vmware.com/kb/2053782,

7 ESX Agent Manager KA, 15HUTRL R/

1 %% vSphere Web Client,

2  H85H > vCenter Server ¥ J& (Administration > vCenter Server Extensions), #AJ5il;
vSphere ESX Agent Manager.

a H453 (Manage) i,

B (Manage) il g s TV RERRIE B, SRR ESX ARBE, FfidsAg % ESX
Agent Manager #H[1) ESX FRERIE E..

AXASRW MG R, WS W vSphere TR,
b Hid ¥ (Monitor) i £ .
W5# (Monitor) > 334f: (Events) i = i 7/ 3¢ 5 ESX Agent Manager Sl g AH0 (5 KL

i@ R NSX Manager [a)g3

WE R EHEER P BRI 75 & T AR . B DB B TR, DATHER P AR AOARTEO (E 522 R
HVA RS XD B mad Y I 2 THES, AR PR ADSUF e AR R TS 5 0 ANk A28
%,

i /%

m %% VMware NSX Manager 2G04,

m T} VMware NSX Manager 2,

m  E5EE] VMware NSX Manager 201,

= i) VMware NSX Manager 20 .
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BRTE
1 ESRPYTIRART (NSX RATHII) DB B AR iR 1A,
2 AL VMware NSX Manager il 2 i iR AR 5K .
20 NSX 45 .
3 KUBR A E NSX Manager HT T AT v - o
HE W NSX 4R
4 LR

m QR Lookup Service Bl vCenter Server JCli, 1546UF NSX Manager #1 Lookup Service 4%
IR SRS . 1E NSX Manager F11 Lookup Service F i FTIAHRI NTP RS F0E , A E
HPRIERARCE T DNS.

n BUDEIEMZE T OVA SUR. URICTL %k NSX OVA S(fF, vSphere Client HIfFiHix i 12K
TRHUR BRI P o IR BSR4 OVAJOVF U] MD5 50 Al

m  I5UF ESXi NIRRT 5 NSX Manager [0

n  VMware FE R 224 NSX Manager Ji 7 Bl NSX Manager %585 251y

5 JHERInHE:

w  ETHRZAT, ESN A ERREESIERT DU BT AR MRS R

»  VMware FAETHR 2 FTE 0 M TR EOF N BRI H &,

m  7F714% NSX Manager Ji7, TIREFS 2504 5 vCenter Server Ttk T4, M, &%) NSX
Manager Web L[ GUI, 5 Tk, 3% vCenter 71/t > NSX BHEARSS > 4445 (Manage
vCenter Registration > NSX Management Service > Edit), ZX/5 B N & EE P a5

6 ThARMAIE:

PRI Ik vCPU EK

G () X EA R aS . BRI PSR R ESXi AN df —h ey & LA IEIX R
T
5 4n:

[root@esx-0la:~] df -h
Filesystem Size Used Available Use% Mounted on

NFS 111.4G 80.8G 30.5G 73% /vmfs/volumes/ds—site-a-nfsO1l

vfat 249.7M 172.2M 77.5M  69% /vmfs/volumes/68cb5875-d887b9c6-a805-65901f83f3d4
vfat 249.7M 167.7M 82.0M 67% /vmfs/volumes/fe84b77a-b2a8860f-38cf-168d5dfe66a5
vfat 285.8M 206.3M 79.6M 72% /vmfs/volumes/54de790f-05f8a633-2ad8-00505603302a

n i/l esxtop A A A MBI (E F R CPU M7 .

Q1M NSX Manager 75 H G HUS BT N AFA L 8%, 15981E /common/dumps/java. hprof X}
AR WFIZSAATAE, W CIENZSERIRIA, IR NSX BORSZ R H B mZEIA,
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IR IR S AR A R AL
2208 NSX Manager iFF4%] 55—~ ESXi 41
7 ERNEL

m Q15 NSX Manager 5 vCenter Server & ESXi FHL2 [AIHELERZ L, 15557 5] NSX Manager
CLI ¥l &, SRI5121T debug connection IP_of_ESXi_or_VC &I ackH .

s AT B 5D Virtual Center Web PR SS, Ff HLXI B 28 A AL T A5 50 RAS

»  QURORHTHT NSX Manager Web JH P 5HET (UI), @] SR ESHIFFEHT S ] Web JI 55 LA ERZ ]
W, ES https://kb.vmware.com/kb/2126701 o

m  {F ESXi ML L] esxtop il NSX Manager {3 1 [T 2HA A TRERK PR o A OGS
B, HZ W https://kb.vmware.com/kb/1003893,

» 250K NSX Manager iB#%) 75—~ ESXi 4L,

=\ vSphere Web Client )% (Monitor) &3l 1452 NSX Manager Fe i1 s AR & st
(Tasks and Events) it 1<,

= 1% NSX Manager 5j vCenter Server 2 [i] RN, 15225 NSX Manager i f45)ia1
vCenter Server EALIAHR ESXi SEHLLATHER AT BENJEE VBRI 2% ]

TR, IXOGE T PSRN TR — VLANDG RS Ol

i

% NSX Manager E#22]| vCenter Server

i_jJ%,EH NSX Manager #11 vCenter Server  [ali{JiE+z, NSX Manager 1] DLfif ] vSphere API i fT—%t
hRg, BN, ESEARSSREAUNL, RS ALK G A L [ 4H . S Bt Web Client 555 04
NSX %% Web Client it}

P DL EH LA, {0427 NSX Manager., vCenter Server A1 ESXi 1AL il DNS FI NTP. #15f4%
ZFRE ESXi EALUSINE] vSphere T AT, 15 AE NSX Manager [Pt &5 DNS ik 55#5 7 HLEFRAT 1
HLAE. A0, NSX Manager JCIAARAT IP Hitik, 4Z1HEE NTP JIRS5#s, DA SSO MRkS5 s [AIHT NSX
Manager It [F]f&FFA2 . 7 NSX Manager |, /etc/ntp.drift WP XS 7E NSX Manager 1
BRZ R,

HITF NSX Manager 4% vCenter Server f{Jiik S 1A A7 vCenter “F5FE 517 f(h, HAG “EEER”
115,50 ¢F NSX Manager 7 Security Token Service IR 5575 HH7 ML [ B, AE4 AR F Pk Pols NSX
Manager %5 vCenter I, i£237E NSX Manager [ iz G —> “MEHE R .

51 NSX Manager &#:%| vCenter Server B XI5 I ja] &
m  KfF NSX Manager. vCenter Server &, ESXi F-4/| I 1F#ffid ¥ DNS.

= fF NSX Manager. vCenter Server if, ESXi F:-#1_F1FEAAlCE NTP,

w  [fHA vCenter “HEEE T St K S NSX Manager 14544 vCenter,
m £ NSX Manager #ll vCenter Server - [i1] H B 9 2515 4z [n] i

P NSX Manager 3% ffi ik ek 2] vCenter,
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NSX bR

el T NSX Manager 5582 vCenter Server [1ik 1 %55% 2] vCenter, #AJ, &n DAl
T1 > &4 > NSX Manager > {NSX Manager IP} > ¥ > Fi - (Home > Networking & Security >
NSX Managers > {IP of NSX Manager} > Manage > Users)7F NSX Manager | 672 b HA7 fftan9 H
o

SR REFR IR Z 4 0PI TAL, AEICIIRD, vCenter RN NSX Ul 4

IGIE A NSX Manager | vCenter Server §JiE#E

m  ZSRF] NSX Manager CLI #5414 .

w  HIGUEER:, 1A ARP FIE K.

nsxmgr# show arp

IP address HW type Flags HW address Mask Device
192.168.110.31  Ox1 0x2 00:50:56:ae:ab:01 * mgmt
192.168.110.2 Ox1 0x2 00:50:56:01:20:a5 * mgmt
192.168.110.1 Ox1 0x2 00:50:56:01:20:a5 * mgmt
192.168.110.33 Ox1 0x2 00:50:56:ae:4f:7c * mgmt
192.168.110.32 Ox1 0x2 00:50:56:0e:50:bf * mgmt
192.168.110.10 Ox1 0x2 00:50:56:03:19:4e * mgmt
192.168.110.51  Ox1 0x2 00:50:56:03:30:2a * mgmt
192.168.110.22 6x1 0x2 00:50:56:01:21:f9 * mgmt
192.168.110.55 Ox1 0x2 00:50:56:01:23:21 * mgmt
192.168.110.26 Ox1 0x2 00:50:56:01:21:ef * mgmt
192.168.110.54 Ox1 0x2 00:50:56:01:22:ef * mgmt
192.168.110.52  Ox1 0x2 00:50:56:03:30:16 * mgmt

nsxmgr# show ip route
Codes: K - kernel route, C - connected, S - static,
> — selected route, * — FIB route

S>* 0.0.0.0/0 [1/0] via 192.168.110.1, mgmt
C>* 192.168.110.0/24 is directly connected, mgmt

m  7E NSX Manager HiGmh &R, DA AR ZERE] vCenter Server (A . HT&A HERGA 2

show log manager follow,

eption {or he.http.NoHttpR

m  iz{7 debug connection IP_of_ESXi_or_VC 2, SRGH&EH

£ NSX Manager FHITHIREMEUERERE

i 1] debug packet 4. debug packet [capture|display] interface interface filter
NSX Manager | {82 4 PR mgmt,
Jdeas iR L MEZL: “port_80_or_port_443”

\:
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A SHERAURA MizfTo BN, 151517 enable ar & HH IR A EE DS o
B tusiigionpl:

nsxmgr# en

nsxmgr# debug packet display interface mgmt port_80_or_port_443

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on mgmt, link-type EN1OMB (Ethernet), capture size 262144 bytes

23:40:25.321085 IP 192.168.210.15.54688 > 192.168.210.22.443: Flags [P.], seq 2645022162:2645022199,
ack 2668322748, win 244, options [nop,nop,TS val 1447550948 ecr 365097421], length 37

£ NSX Manager FIGiFMEE &
show running-config a4 W REHEE T, NTP FIBRIRS sk e R AR

nsxmgr# show running-config
Building configuration...

Current configuration:
|

ntp server 192.168.110.1
!

ip name server 192.168.110.10
!

hostname nsxmgr
!
interface mgmt

ip address 192.168.110.15/24
1

ip route 0.0.0.0/0 192.168.110.1
|

web-manager

NSX Manager if$

NSX Manager SCHRE PR kA il 1

m  NSX Manager 451 CSR: [ THA CSR 1Az BIFRHIhaE

w  KCS#12: AR H T4 3054

FAE— T HIRIE: F CMS JoikpdT AP, A B ETHE s,

FEA AT ARREIEB A Z 0, Bk A RiEd, OIX S A ERRIE B A A, BB A%
ZAFA . BRI, G T RS S E] NSX Manager IP itk S 120 Resir 15,
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B NSX Manager =B &t iniEz

B NSX Manager {52 A 7E1ZFEUR BTl FFER i, 0 A R T TRy 560 iRl NSX
Manager 4> T 64, 7532 NSX Manager | ik 55 i, BRI

i &

1

R T R AR NSX Manager.

2 61 T 42 NSX Manager {75155 .
3 Wm, EREBREIED NSX Manager, #ifillli NSX Manager K4k THEA# A5,
4 BIFE, PR RSREA, 47E T NSX Manager Fifi#e s,
5 {EBdiEET, 5 NSX Manager £ 5 7 A%EBh (Secondary), HT&4rF Ul |- o y#E#s (Transit), T
IEACIES 2PN
6 EAREICIERLEHI NSX Manager SR L R TR EiIh AT FRES
7 TETFEREEAS NSX Manager B, Bl m—2 g B, fRHEA IP Hukk/EHLAM NSX Manager 7
MOAAAE
8 {EFZIRFLA NSX Manager I, Kip m—2 8 ., FRHH - B AS IR
RRATR
1 {liJf] vSphere Web Client %5415 NSX Manager %42/ vCenter,
2  SFET (Home) > Mk FNZc4 (Networking & Security) > 2235 (Installation), X5 1EEETE
(Management) L5 .
3 PEEMIESRAO4EED NSX Manager, i #R1E (Actions), A5 AT EEERTERD NSX Manager (Remove
Secondary NSX Manager).
B R TEHE
192.168.110.15 - Remove Secondary NSX Manager (?)
MESX Manager, =| 192168 210.15 | - |
[+ Perform operation even if MSX Manager is inaccessible
[ OK ] [ Cancel ] _
4 GrpEIdE NSX Manager JoiE i[RI THAE (Perform operation even if NSX Manager is
inaccessible) S JEHE
5 HEE (OK).
BT E5 2 IR B NSX Manager.
6  [RESIIEHED NSX Manager.
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EHE
IR NSX Manager A5 B, 1555 NSX 2e451

BLE NSX SSO Lookup Service kI

] 8t

m ¥ NSX Manager £/t 2] vCenter Server Jcli

m it/ SSO Lookup Service )i

w ARSI RS R

nested exception is java.net.UnknownHostException: vc.local( vc.corp.local )

NSX Management Service operation failed.( Initialization of Admin Registration Service
Provider failed. Root Cause: Error occurred while registration of lookup service,

com.vmware.vim.sso.admin.exception.InternalError: General failure.

com.vmware.vshield.vsm.security.service.impl.SamlTokenSSOAuthenticator : SSO is not

configured or initialized properly so cannot authenticate user.

BRAR
1 B

= 15 NSX Manager 5 vCenter Server 5; ESXi AL [RIHBLERE AT, 1585185 NSX Manager
CLI 355, SRJ5121T debug connection IP_of_ESXi_or_VC fx A a .

n SHPU R A4, (T IP HihlF FQDN $i 7ML NSX Manager %] vCenter Server [ ping #/E, DL
&g NSX Manager H1#% T CEEF A T ERER A 1) -

nsxmgr-1-01la# show ip route

i

K - PR,

C-Ui&H:,

S - s

- Bk,

* - FIB #rh

S>* 0.0.0.0/0 [1/0] via 192.168.110.2, mgmt

C>* 192.168.110.0/24 is directly connected, mgmt
2 DNS [rjt

LR A4, {7 FQDN $#14 7M. NSX Manager %1 vCenter Server [1] ping #1F:

nsx-mgr> ping vc-1-0la.corp.local

B oom 5L R RISt -
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4

nsx-mgr> ping vc-1-0la.corp.local

PING vc-1-0la.corp.local (192.168.110.51): 56 data bytes

64 bytes from 192.168.110.51: icmp_seq=0 ttl=64 time=1.749 ms
64 bytes from 192.168.110.51: icmp_seq=1 ttl=64 time=2.111 ms
64 bytes from 192.168.110.51: icmp_seq=2 ttl=64 time=8.082 ms
64 bytes from 192.168.110.51: icmp_seq=3 ttl=64 time=2.010 ms
64 bytes from 192.168.110.51: icmp_seq=4 ttl=64 time=0.857 ms

QT EAEAE-, 157E NSX Manager Hi i 2I&H > f4% > DNS [kR%#% (Manage > Network >
DNS Servers), iR IERANCE DNS,

B3 S

1%F: NSX Manager 5j vCenter Server > [Al{7/E 5 k%, AT k8% 7F TCP/443 F #iF SSL, I
AN, AT ping BRAEDIS A RS

WA AE NSX Manager W4T DL Fras i 1,

% 2-1. NSX Manager H$TFRIIH O

o} FSEMRARONENR
443/TCP B OVA S0t R 8] ESXI ML DAE TR
f#H REST API
{87711 NSX Manager [Tl P
80/TCP 5205 vSphere SDK (114
7£ NSX Manager 55 NSX Uk 2 [E 771 B4 14
1234/TCP 7£ NSX Controller 15 NSX Manager 2 [F]3/Ff 116 {5
5671 Rabbit MQ (78 ELEERFAD
22/TCP X CLI il & 15[l (SSH)
R BOMBM R, Hoepitim
5 NTP [njfl

fifiiACU7E vCenter Server 5 NSX Manager 2 [H][F2Bf 0], Mitt, 47 NSX Manager #/1 vCenter
Server [ HIAHR] NTP IR S #RRc E

Tiffie NSX Manager FIFIR], 5 CLI Hia TRL M ips:
nsxmgr-1-01la# show clock

Tue Nov 18 06:51:34 UTC 2014

TfE vCenter Server [ [IA], M CLI iz T g
vc--01a:~ # date

R4 B 5PN AU -

Tue Nov 18 06:51:31 UTC 2014
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R FEN RS, EERHEIRR
6 AR
A AT admin FEAL
18] vCenter Server ik, SSO Lookup Service, A AT EHIAE o
PRIAMK A2 administrator user: administrator@vsphere.local

7 AR EEER S SSO.

BEEMKER: VXLAN 1£5

NSX Jy VTEP VMkernel -6l 755 sg s L1 2HDAE RS ) VXLAN 12658811 vSphere Distributed
Switch,

VTEP [W4FE 5 . A Ef 573 . MTU F1 VLAN ID S48 VXLAN Fit BRI B o 4 At 2 ST
WA Ry VXLAN 126851 DVS Fid FAHPCRL

MTU 004 5 %70 1600, I HA/NTFE DVS FEACE AR/,

BIEH VTEP BUBGA- T2 B il 4 5 A1 DVS Bl B o

VXLAN E&ZHE g0 I o) /%
UL R LA, VXLAN HEFS Al fess 2.

m Oy VXLAN S B IRALTT 745 DVS SR AL, B A LR T55, 152 W VMware NSX for
vSphere WIZ& BRIV T8RS, WIHEH https://communities.vmware.com/docs/DOC-27683,

=y VTEP %451 VLAN ID A IEAf,

m &P T DHCP DAy VTEP IP Mk, {HAA R DHCP IR55%5 .

» /b VMkernel [, 328 VXLAN VMkernel [0 B FRRTR,  flRPGZ 555

s VMkernel (£ EAFEHREN IP Mk, M https:/kb.vmware.com/kb/2137025 Hiffrik, fEpeiziiix,
Oy VTEP 851 MTU BEEAN BN, AERNZ3 AR UG TR A MTU S22 5 AL

m R VXLAN PSSR IER . R AZA4% A 3 USRI AR IS 7EAC L VXLAN DG A5 H
EEMHOS

VXLAN UDP i 1T~ UDP #%, £F NSX 6.2.3 21, #RIL VXLAN i [1578 8472, 1+ NSX 6.2.3 1,
L BEIERIN VXLAN i 5 B, 4789, (R TREF) VTEP 1) NSX 6.2 FIH S iR AN 2eherh,  aAzn il

T VXLAN 31153 4789, 46T VXLAN B RUERORS L, 250 (NSX ) hif) 5k
VXLAN 327
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AEVRBEMAFTEERRERZNFNEMIE, =HR

disabled

TTPAEH] show logical-switch iy

LITHISE ) .

QERAAE F WU S 75 EE e B IR BESE DARE K 2515 B AT AL, W) show logical-switch host
hostID verbose 2B ETIIRAE R0 disabled.

Network count: 18

VXLAN network: 32003

Multicast IP: 0.0.0.0

Control plane: Disabled <<========

MAC entry count: 0
ARP entry count: 0
Port count: 1

FEAE VXLAN 3BT H 5

QIRAE LR RN > &3t > EHIAESR > Al E VXLAN (Networking & Security > Installation > Host
Preparation > Configure VXLAN) (i 545 IP ABfC ) VXLAN, Jf HAECE S VIEP B IP M)

s FAUHEERT VXLAN BEsdE N “HiDe (20a)”
(VXLAN Gateway cannot be set on host),

HREETA

SEETHLER VXLAN $R4015 B AISTEANE B, 1520 (NSX y

R BRIME N “TIEAEFN L E VXLAN M5e”
FESUIRAS “VXLAN_GATEWAY _SETUP_FAILURE” .

7F REST API il GET https://<nsxmgr—ip>/api/2.0/nwfabric/status?resource=<cluster-moid> 1,
VXLAN AR AT R Irs:

<nwFabricFeatureStatus>
<featureld>com.vmware.vshield.nsxmgr.vxlan</featureld>

<featureVersion>5.5</featureVersion>
<updateAvailable>false</updateAvailable>
<status>RED</status>

<message>VXLAN Gateway cannot be set on host</message>
<installed>true</installed>

<enabled>true</enabled>
<errorStatus>VXLAN_GATEWAY_SETUP_FAILURE</errorStatus>

</nwFabricFeatureStatus>

fEpR it LRz, LA IR

Option 1: FEBREHLAFILN VXLAN BCE, AP IERARC E I H Al vsn)=

B RIE NS E VXLAN,

Option 2: HUITPA FAEE,

a AR PIOCHC B ELAT 5 DR 1P b Rk P DR B
b R EHUE TR, FlR I FBAEIS SN LR
¢ MEHFMER VXLAN VTEP,

WISCLAME R 1P s PO

d CREPLR AR, R HLR RZE R, )25 7E NSX Manager ik 817 VXLAN
VTEP fJidfE. NSX Manager 52 i7E 10 H08 8151 VTEP,
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HE MTU ALE B
wdz{r UL A DS IR TR MTU BLED 1600 B i
ping ++netstack=vxlan -d -s 1572 -I <vmkx hostname_or_IP>
Horr vmkx 5& VMkernel i 11 1D, hostname_or_IP i VMkernel Ui 111 IP 5k 4144,

XEE, BT DS T FATRES AR QRAES VTEP TG TR, A DINEE AT AR
VTEP VMkernel J5/ F bRz 21T ping 2 DABGUERT A 2, MG FATHERS .

w  AEYREERAUE . R, AT UL SO A A AR TP

n E R UR T AR HNL, e R R I BN, SeuEiZ R U RN T
AL

B MTU IS E, 5250 NSX FFRIERI Y “IiF NSX TAERA” .

VXLAN VMkernel MEAREH

ISR AL EIER VXLAN VMkernel -, {H7E NSX Hh {5 E47 VMkernel K15 ., Tl NSX Manager {3
FHEER (Error)KbrtE =R VMKkernel <.

AR &

LEENLEMEE T VMkernel -+

EZ3

1 7t vSphere Web Client 1, Sl 5% 24 (Networking & Security) > 23 (Installation) > &%
W& % (Logical Network Preparation).

2 ff VXLAN f&%r (VXLAN Transport)elii | |-, JEIT “BEEMEN

Management  Host Preparation ( Logical Network Preparation 1 Service Deployments

NSX Manager: (10.160.21046 | ~)

VXLAN Transport ‘ Segment ID ‘ Transport Zones]

VXLAN Port 4789

Clusters & Hosts Configuration Status ‘ 10.160.172.9 - issues X) | VMKNic IP Add
fiClust il € Not L \ Resolve all
v i Cluster-1 € Not Ready Unconfigure | Backing VMKernel NIC vmki was not found. DHCP
B 10.160.172.9 € Not Ready Check vCenter and Host connectivity and click on @ vmki:

Resolve all to recreate missing VMKernel NICs.

3 HEAEER (Error) KARRARS A 7R EHL EMIERI VMkernel B-RHO(5 E..
4  PRRATA (Resolve AN VAZE AL A 01 2R VMkernel .

HR

BAE AL oS VMkernel [,
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F VXLAN ZERBEF MTU iIZE

A DALEAE ST MRS | E % VXLAN 428 SEIE AT MTU 3% 58, {EAAE A VXLAN JE 250 AT U AR
WF, A2 X, R AR TR T shifE & ARG DU S VTEP VMkernel FOBIAT iR 0l 141, #snT DA
5 FH API SR 5E SRlg A MTU 45 o

i) 85
9 VTEP 381 MTU & B A IEHf,
fRRTR

1  {filf] GET https://<NSX-Manager-IP-Address>/api/2.0/vdn/switches APl £ ¢ VXLAN HESIKIT
R B o

1E APl b, SREIEBSI A B 1] M iZ 2. Bl dvs-35,
2 HiAE, RIS F%RE vSphere Distributed Switch #E 7451,
B4, GET https://<NSX-Manager-IP-Address>/api/2.0/vdn/switches/dvs-35 API,

R Bon 5L N R BIZRUR

<vdsContext>
<switch>
<objectId>dvs-35</objectId>
<objectTypeName>VmwareDistributedVirtualSwitch</objectTypeName>
<vsmUuid>423A993F-BEE6-1285-58F1-54E48D508D90</vsmUuid>
<nodeld>916287b3-761d-430b-8ab2-83878dfe3e7f</nodeld>
<revision>6</revision>
<type>
<typeName>VmwareDistributedVirtualSwitch</typeName>
</type>
< name>vds-site-a</name>
<scope>
<id>datacenter-21</id>
<objectTypeName>Datacenter</objectTypeName>
< name>Datacenter Site A</name>
</scope>
<clientHandle/>
<extendedAttributes/>
<isUniversal>false</isUniversal>
<universalRevision>0</universalRevision>
</switch>
<mtu>1600</mtu>
<teaming>FAILOVER_ORDER</teaming>
<uplinkPortName>Uplink 4</uplinkPortName>
<promiscuousMode>false</promiscuousMode
</vdsContext>
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3

R T APL R JTIAE vSphere Distributed Switch &4k, #ilan, 40@ s f/ek MTU, DL RoR

B 56 dvs 35 [O4EE Fms . FAILOVER_ORDER 1% )y LOADBALANCE_SRCMAC, ¥ MTU

M 1600 H5k 9000,

B A1 NSX: PUT https://<NSX-Manager-IP-Address>/api/2.0/vdn/switches

R oS EL PR B

<vdsContext>
<switch>
<objectId>dvs-35</objectId>

<objectTypeName>VmwareDistributedVirtualSwitch</objectTypeName>
<vsmUuid>423A993F-BEE6-1285-58F1-54E48D508D90</vsmUuid>
<nodeld>916287b3-761d-430b-8ab2-83878dfe3e7f</nodeld>

<revision>6</revision>
<type>

<typeName>VmwareDistributedVirtualSwitch</typeName>

</type>

<name>vds—site-a</name>

<scope>

<id>datacenter-21</id>
<objectTypeName>Datacenter</objectTypeName>
<name>Datacenter Site A</name>

</scope>

<clientHandle/>

<extendedAttributes/>
<isUniversal>false</isUniversal>
<universalRevision>0</universalRevision>
</switch>

<mtu>9000</mtu>
<teaming>LOADBALANCE_SRCMAC</teaming>
<uplinkPortName>Uplink 4</uplinkPortName>
<promiscuousMode>false</promiscuousMode>
</vdsContext>

E NHDE <teaming> S BT 5% FL 51 5

= FAILOVER_ORDER

s  ETHER_CHANNEL

s LACP_ACTIVE

s LACP_PASSIVE

s  LOADBALANCE_LOADBASED

= LOADBALANCE_SRCID

s LOADBALANCE_SRCMAC LACP_V2

] GET 2 J0ubd F a5 e,  DAMGE AR BE O I8 1117 vSphere Distributed Switch.,
Bign, GET https://<NSX-Manager-IP-Address>/api/2.0/vdn/switches/dvs-35,

FT7F vSphere Web Client FAffiIA Szt 1 Jic & 54
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ZiEXEYImOHARE T
WAE vCenter Server | MIFR T8 Az HH LI £6 H 9> A1 e L 1 41 (Distributed Virtual Port Group,
DVPG), #Z#AzHHL (Logical Switches) Iy kA" FIKHE AR (Out of sync) Ik,

BB &
7t vCenter Server | MFx 12532 #HLI1) DVPG.,

FR]

1 {F vSphere Web Client }1, 512 (Home) > P& F1Zc4: (Networking & Security) > ZHAH#H
# (Logical Switches).

Logical Switches

NSX Manager: [ 10.160.210.46 | ~ | LS-1 - issues (x

+ |7 X @ B O | GActions~ Resolve

Virtual Wire ID Segment ID Backing distributed port group for this logical switch |4 Status T
== virtualwire-1 5000 was not found on the vCenter Server. ¢ Outofsync &

Click Resolve to create a new distributed port group
for this logical switch.

2 fr “IRE” Sirh, BRI (Out of syne) ik LA & X R RS HFANIR A
3 AR (Resolve) e DA

R

XA ] API LUEE T 01545 1 DVPG,
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NSX 2% H & FEHERR

NSX HATHFAAIREE T R 5 EA1E PR R R R T T 1.

NSX & |- A Gt

w  WEESTRES  WAR AR-PET B, Xt OB S s (DLR) 241

w YRR AR s WA bR B, iXOE T Edge JIRSSMASC (ESG) fRARM .
AL T/ ek I,

R AE L DLR A1 d o A sUR-PEE%

DLR LB TSR . (OSPF 1k BGP) ; 17 ESG 5 FII s TS sl o X RE
JFAE, DLR &R “Rim” B issE A B R, X R il i AN T 3 i s rhifid o

DLR 1 ESG WS i8S AN &S FHAH 5 o
DLR 71 ESG ¥ £F ECMP .

AWML T L3RS, XEWE, B0 2 h#sek Edge IRESWISLFIEA B L3 BidE, 28
17> L3VPN VRF,
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3-1. I DLR

EEEE ERIERE

NSX Manager

NSX Edge
b2KiiES
BRI

ARFFIE T AT E8:
RSO EER  R

= [ fi# Edge k55 MISCHRBEIS
= ECMP ¥dlatuin

m NSX K RSN R
= DLRFIESG UI

= Jilty NSX Edge (DLR)

»  JiR) ESG Il DLR Ul A

m  NSX % Hs R

TR mNiZ e B

DLR Z8id i PAfE S 45 VXLAN i VLAN (13 - 41 F I EEAUNL RN 24 25 TR b e K o
DLR BA LA Tt

w AR RTTAEI0SE— R AU
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w  BEENECR LY R
w  {E RATHERS - 30FF 8 ) ECMP
s A ENLRZE 1,000 > DLR 54
s £ DLR Fig% 999 /MZHET (LIF) (8 A EATHER + 991 ANPUEs)  + 1 AMFEE
»  {FHTA DLR S At EH L 2 10,000 4> LIF (NSX Manager A3 il 57D
EpE =V N E
. CHKZA DIR ERENEATLE N VLAN B VXLAN,
»  HEAERA DLR FisfT2 M il
»  QURAT] OSPF, NIJCiEfEZ A DLR 175k 1211 OSPF,
m  ZE VXLAN A1 VLAN ZIajs i, ARADXIsAziis A~ DVS,
WEFARDE, DLR B ERL NIy i S phast L 2 1L
m  ESXi BAIMLT 2Rk
o CEATEATIERE T2 GRRIL A0
n ORI TR R RN E
m  DLR #thil BEU LT AL B R 5 42
TR T I, DA S L AR A H TR E o
o CUMMEER R . ERSE sl i BT R RT R R,
PR ERE NG IR GEUIEHISREE) LSRR R A,
m K ESXi AR 4 LT A
T CSREERT ZIAMERE VLAN ok VXLAN S5 .
@2 DLR #iEER
XTREAMECE Y DLR 524, A4~ ESXi EALEAT ACIRIA, 4 DLR S B A7 H O — 4R R,

Hp S L BAROTHRNE R BE1Z DLR SBIFTERTE EVL IR ZE B AR AL R EA
DLR S RA 5E AR B

1 IR 2SE s, TR SALIOARIA 341 1Y DLR SRR . XA, R ERRRE U, AN 3
PLERS, A2 AR R DLR SN AE—"1 AT ONERERPLE B ERAD FEREIEE. (YH
FREETIALA HL_E ROAHR] DLR [RAER 2915 2R Rl

QUSRI AT H PR AR AL E, 7 DLR SERis S, DVS sl L2 (VXLAN ok VLAND f&%
Pl PR A HARRE AU AR L, W) DVS fEARHE T4

3-2. % DLR £eiatuin i 7 EAR EH s T EE RIS AFLRZ AT (WVXLAN 5000 F
VXLAN 5001) AP FERIAL GEAUBT 1 FEERINL 20 Z R SRR
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3-2. B Z DLR #iEER

ESXi E#l A ESXi £#1 B

R 1

VM

VXLAN 5000

< >

—o
.
>

< N,

VXLAN 5001

Hdlatoin (B ARP fighr) -

1 LA AR 2 KE— D80k t, e kBRI 2 TR 1 Woe ERERAGED o 1%
P2 DLR 1% VXLAN 5000 LIF,

2 ESXi TALA LY DVS H4dls tufent iz AL L DLR, e BT S st LIF Geidy
VXLAN 5001 LIF)

3 NE, MazHAr LIF fol ity 1xsbs R A tRIRI 2] DVS, (HAFARFZHE AL (5001)
T

4 K, DVS T L2 ALK ZEUR (LB FIbr L (ESXi :41B) , DVS fEHHUREURE (0 &
BIREAIAIL 2,

R PR HARRI )Y, ok BT 2 1dm e d & 2 ESXi EALB [ DLR 3245, SKJFiiid VXLAN
5000 |-ff) L2 JEFTELL.
DLR ARP f#Etrid#2

TERERUML 1 A B AL 2 287, DLR F5ESREEIAL 2 1 MAC Hilik, 7EZRBEINL 2 9 MAC
HoyikfE, DLR Al LA H & s 6 G E AT L2 bRk

1% 3-3. DLR ARP 1 ¢ [/~ T DLR 1) ARP i f
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3-3. DLR ARP 172

ESXi 41 A ESXi E£#1 B
R 1
(MAC1)
VM VXLAN 5000
«—>
DLR ->t<- DLR
J
A
0 - o T
o oo
«> ERH 2
VXLAN 5001 (MAC2)
VM

TR MAC Hblib, DLR BHTLEL N AR

1

FEHLA ) DLR 924z p— ARP 3R 50ty (J& MAC = vMAC, HFrMAC =] #) . THLA I
i) VXLAN Fibh /e VXLAN 5001 F#&5HAf VTEP, SR A4S VTEP K kiZ) &M — 5l
A

fEiZmim VXLAN S8 BB B AU, J7 MAC M vMAC B4k pMAC A, DU IR M]3 & T PAALE
FHLA 4RI DLR 524, ZiEiAe )R MAC = pMAC A, Hhx MAC = #%.

EEAL B _FUREIDFHARERZII, B Az & B e 2k TS5 VXLAN 5001 F 1A DLR S240(¢) LIF
PEECHY 1P ik, X2 izmikric hy abrequest IBTHER ARP ThiE, Hbr MAC M) FE N
VMAC, DAz a] PAR) R A DLR 52481,

A1 B AH DLR 52k 5] ARP 53K (Jf MAC = pMAC A, H#Fx MAC =vMAC) , RIG&E
HC LIF IP #ik DA K iZE B BARATIR MAC R0 ARP 1k EdE 1 (it MAC = vMAC, H
FrMAC = |18 o Zbibridh “DVS A” , DARGIE e dvUplink &3z . DVS ¥azimife ik
FEAIAL 2,

FEIAL 2 kiE—4 ARP [H1 (JE MAC = MAC2, H#x MAC = vMAC) . DVS ¥ H &% %] AH DLR
S5

ML B 1 DLR S5 H R MAC Bt Jofr B8 4 A7) pMAC A, SKIEEdiE ok 120 DVS DL
LR EAL AL

7F ARP MG 255 ML A T, His MAC K54y vMAC, JfH ARP [5G (J§ MAC = MAC2, Hix
MAC = vMAC) ZikFHLA /1) DLR 524,

ARP fiEtfrd B2 e, ML A R DLR SCBIBELA T LU AR it A 18 B AU 2.
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DLR ARP #il

Hohkfgir i (Address Resolution Protocol, ARP) fifill & —FEoAR,  FI TRl e 2] [ @ 5 s e L i
I A 54 VXLAN 43 Beft) ARP |5z it

TEREAUNL 1 2 TRRZAUAL 2 19 MAC HisE, & & 25— ARP 153K, @bl Z ARP 153K; Wi
EHAHIE B BRI ARP 45 H, MIARZFE ML 2% ARP TN

AR, WA NSX Controller 1%/~ ARP 25 ifi, WURPEHIRFRIE UM IP 2] MAC 457, s iilas
|2 ZGRE T HIB B U5 ARP WA . AR HIERIRH ARP 25 H, WITEZ ML FHT) #5%
ARP iii3k, NSX Controller il il ARP 1i53K/DHCP % (22 Hih | 4 A i) % MAC ik,

5 ARP A0 5 53 A 22 s tha (DLR).

n ORAS A E R R ARP 153K 5k AL ARP R AOALEE S XAHE, FH E T RS2
T, AR A B R T 2 AT ELAR 1P [ ARP 153K, B b L i % ARP 153K AR 11-7F
PR A 1P ) MAC 45ER & Az ik,

n TEQUHE LIF I, 537 h g 7E I8 e el LA % LIF IP 1 ARP 45, A, % LIF IP 1
ARP TR th 2332 BB A AL o

T f# Edge AR 55 M iz irY B

NSX I SE —ANF Ao i Edge kRS MISCHR I

ESG 5br a2 e bl ik s . HAMERS SR B0 RAGIIANRES, I NSX Manager 7RI
AEar . ESG ISR EdNEIES thes, EiEEZ A DLR ZIRIA M Wy REEAETRIFE A 2% 2
I\}ﬂo

ESG HGLL MEhk:
s G4 ESG 5 VA4S 10 4 vNIC $2108k 200 MhgkF451
m [ ESG Y 8 [ ECMP DU LR R TU 4 ANl I etk .

ECMP HiEEiR
RIS 1P ESG, LAMEEMEII S PRt EAT 2 1) ECMP _LATHERR ) DLR 54

4] 3-4. FL47 ECMP ({32 ESG I DLR #tfiiuif Box T A ESG IMERSLAAAG 2 [H = IS 2
1% (ECMP) ¢ i) ESG F11 DLR #ufi tuifi.

A, 5EARA ESG IUEEAILL, AL 1 rILRET 2 fER A Ao
VM1 #4258 H A7 VNI 5000 25 A H0H L.
DLR E A4 LIF - VNI 5000 [IAAES LIF DL VNI 5001 |1 475k LIF.

DLR 2 T ECMP, Jfimutsh&sig il (BGP 5 OSPF) M-—%f ESG (ESG A fl1 ESG B) ik 7l
VLAN 20 [ IP T- WIS %

P~ ESG 215 VLAN 10 Sl HS25F VLAN 1) dvPortgroup, i 2/ HHERA L] VLAN 20 [ER:
HPERER s o
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ESG 1l it PP ERES e U VLAN 20 FO8MERES i

A TASHA MRS 28 WS ESG 135K 5 VXLAN 5000 F2l 1 1P 1, M EEm 2% 1R i s gL
TR EIIT ECMP 718 -,

& 3-4. EH ECMP W E ESG 71 DLR #iBER

ESXi E£#1 A ESXi £#1 B

FEHIA 1

VXLAN 5000

< >

b
BR%528
DLR
==
T A
VLAN 20
v o - VXLAN 5001 . v >
ESG A ESGB v

1) iz
@ "1") Btz
_ VIAN10 4
T A < ” A ECMP T

DLR AIARI A% 8 MG th I FAEIX Be i th 2 TR Ffirmi e . B ESG A Fil ESG B F2ft 1 M40 1%
Ho

ESG FJ DA TEIPIEEREE ) ECMP B8, (BRAFAE 2 RS e . i se I, ZR B R A e
ERETN

AEHYE ESG il ® F) DLR ) ECMP, [H}f74 DLR LIF £/ T ESG Freiifa]—3:#41 “ZAH” . 7 DLR
FECE A FATRER R L A S R AIMOTTAL

EFREHEZI-FH B LN, AILLE 2 ESG BEAIRT ESXi B LA 8 /> ESG ik B2k
%) 80Gbps.

ECMP #dli i CANMufif ARP A7) -

T LA R A S RIS 2, Bdm R s B ESXi BHLA LRIEAL 1 1P ¢ (i DLR
LIF) .

2 DLR AP SSasi 1P $ATE Rk, R EA R BT, a5 M ESG A il ESG B Hilk
FFA ECMP 1 FARPERD

3 DLR 1% ECMP IS4, e N—h (A2 ESG A 5 ESG B) , s Bddiitu M VXLAN 5001
LIF i,

4 DVS BER oLt En ESG,

O
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8

ESG firi a4k, A A LAENT VLAN 10 [P thias 1P Hik U5 (R ERAR S5 /01, B8

PaER:E] ESG A,

Bofitu it DVS K, 7E4#F VLAN ID 10 FO41N 801.Q Arichric)a, DVS Bl Lk 2w
PRI

B L YRS R A DA B A RS s, BRSPSt T A FR AR DU PR IR 55 7 B 2 2
VLAN 20 |-z,

WIS P AR A (0 Ak B AR 557

TEARSCIT 1R Lx

1
2

6
7
8

PIPEIR S5 s K B e R R B R AUAL 1, R th s R —ER A

PREEE FRES A HE AL 1 (I T A TR, TR BLENZ PSSR, N —BR R0 B0 ESG A Fi

ESG B 1y VLAN 10 $:11,
YIERRE Fas e P b i — ANk, AR EE R L RN Y ESG,

PR £ B B 215 5] ESG FRER) ESXi T4, SREKIL LX) DVS, DVS i EdE iy
VLAN 10 S dvPortgroup AL L 2] ESG.

ESG PUTI A+, H LA Pamnt 5 VXLAN 5001 S8 5 L 1 B, N —ER 52
DLR f FATRER LT IP Hiudl,

ESG ¥ EdE L %55 ESG A LN DLR 524,
DLR T8 thas 4k, - &mnblimst VXLAN 5000 LIF 54041 1,
DLR %t M VXLAN 5000 LIF %1%%] DVS, DVS HUTixZMEi%,

NSX B&H: S&EFEMEEEM

DLR #i1 ESG 1&%E DVS 2l dvPortgroup #2fit L2 #6 4 /IR 55 (35T VXLAN F1 VLAND DAl 2] 52 1 F i

(e

XEMWAE, WO EERZ S DLR B ESG 1Y L2 #2 LIRSS FH HAEH a7, 75 NSX Zedsd ferh,  “FHLiE
257 R BRI PRI T IX RS .

YEZFEEE DVS B i b O @SR DT, 1P~ DVS WA TR U S EE b o X TR
DLR 7E42% T DVS dvPortgroup HIRTAREEE EVTH .

TEAARIX IS DVS N FHN, KIERAG)E DLR 541,
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& 3-5. XS5 DVS R IEMRXTF

db1

VTEP:
192.168.250.51

esxcomp-01a

VTEP:
192.168.250.52

esxcomp-02a

VTEP:
192.168.250.53

esxcomp-01b

VTEP:
192.168.250.54

esxcomp-02b

VTEP:
192.168150.52

esx-01a

VTEP:
192.168.150.51

esx-02a

<«—[#E: CompA]—>» «—[BE&: CompB]|——>» <«—[ B4 Mgmt/Edge | —>

<
<«

<
«<

[ DVS: Compute_DVS ]

TEAGRIXIR 5 DVS 1 BASK R, Az (5001, 5002 F115003) [70 I M2 i 2 Hop 4 e )

[ #&#iX18: Global-Transport-Zone ]

> <—[DVS: Mgmt_Edge DVS]—>

>,
>

() DLR 5251 13482, Mfi 8 Comp A EEEHHRESIALACTE 5 17] DLR LIF,

7F L&, DVS “Compute DVS” {ufihiphi MRELE:

Zone” fuiE “Comp A” Fl1 “CompB” .

X SEEBH AL (5001, 5002 F15003) (75 S7EATA RESE Xt

A9 DLR SIERAAS 55 o

BfEs UFATE— P ARG AR ERmPORE E oy tE “Comp A #EE.
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NN
=N

2%

“Global-Transport-

BHUFETIFT A EAL E 8l
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& 3-6. f£mXIE5 DVS R AR 3%

web1 app1 web2 LB
5 5003
db1
VTEP: VTEP: VTEP: VTEP: VTEP: VTEP:
192.168.250.51 192.168.250.52 || 192.168.250.53 || 192.168.250.54 192.168150.52 || 192.168.150.51
esxcomp-01a esxcomp-02a esxcomp-01b esxcomp-02b esx-01a esx-02a

<—[B%: CompAl—>»> «—[#%: CompB]—> <«—[ &% : Mgmt/Edge | —>

< [ DVS: Compute_DVS ] » <«—|[DVS: Mgmt_Edge_DVS ]| —>»

[ TZ/DVS &R3F5F ] <«——— [ fE¥iX3E: Global-Transport-Zone | ————— >

TEXFMES N, 76 “Comp A” FHEE Fiaf IR LA AT AT I AR A WA LI SE 2 T AR o 32 R R i 28
B2 EAL 1Y dvPortgoup /i1, 1l dvPortgroup +& DVS BI85 . R AW R BIEREE A,
“Compute_DVS” fu#% “Comp A" #il “CompB” .

Aids B DLR S SHERDCTE R 57, X EWS, A2AE “Comp A7 Hf AL L AT AT
DLR 5431,

e, “web1” HEBIBUFTLAUAI “web2” il “LB" HEBIBL, BYEN I FANFRIZ A S L, 10
“app1” Fil “db1” REAWLIEI: SIEMUER A TIBL .

DLR fiAedsfillae it A RE IR LAF, 1ft ESG AMiArdshilaeiitte. 7 OIEs s DLR FC 2 il i
HlFe R HshIF B

AR DLR 1453 VLAN dvPortgroup, i5#ffRACE I DLR 1) ESXi AL VAZE UDP/6999 | AH E 5]
PI#EREET DLR VLAN 1 ARP REEIEH T 1E,

(G- ALY

n  ZCH DLR SETC R 2 TR R DX B AR A WA Lo X AT HAPRAT AT 12 SE A A LT DLR 52451
5o

= 0 DLR FEHERI5 24 DVS BN, 112 DLR ToikiEdes| S VLAN [ 4L, i EATiA,
AT DLR S5 LA RZ AL LT dvPortgroup IEMN 7.

w  {EUePE DLR IR MMUOZ E N, R H] DRS SO LR G HosE 5 — A e 24> il ESG A
FIRENLE CIREANIR T R—HER) o X ATFERAR AR DLR RS2,
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w REAERAS BATHERS LR OSPF (HZFRr 2 M%) o S, AILAMEZAS BATskik s LR H

BGP (unfnE) .

DLR #1 ESG Ul
DLR 711 ESG Ul 5/~ A% T/ERZES
NSX & H Ul

vSphere Web Client Ul 24 [P/~ 15 NSX % FH AT S 2 25557 .
IXEEE Ay L2 Al 2 1 SR A fRoioe 2 AN Fh 1 R il

NSX 73 Ut ph 5 Z TPl AR LA . NI bRl o T AT IE RIS fl R iR o

NSX Controller nodes

& / x [F] g Actions

Name Controller Node NEX Manager Managed By DNS Name Status Peers Software Version
192.168.11031 B 10216811015 EH 19216811015 v Connected [l @ 5246803
controller-1
192.168.110.32 8 10216811015 EH 102168.110.15  Connected  [E E 6.2.46893
controfier-2
192.168.110.33  FH 192.168.110.15 PR 192.168.110.15 v Connected =] 6.2.46893

controlier-3

TR RS0

m FEE =R
AR RS b T .
w AR AR A

n IR S A T

o3 A U FH I LN AZAR SR VE R AL E RS VXLAN P — 35500 22 RS Y
FORAELS ESXi EA X2 AL AL E VXLAN,

Clusters & Hosts Instalistion Status Firewall VXLAN
= ﬁlCOI‘HDuW Cluster & » 6233771501 « Enabled  + Configured
L3 Iﬁl.]anage-‘nznl& Edge Cluster .+ 6233771501 " Enabled + Configured

BRI
 CREERET hEka,

= “VXLAN” O O
WAPRIEAARCE T VXLAN 54104

VMware, Inc.
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VRUANTranspon| SegmentD | Transport Zones |

Ciusiers & Hosts Configuration Status Saiten VLAN MTU | VMKNicIF Addressing Teaming Folicy VTER
¥ GComputs ClusterA v Unconfigure vds-site-a 0 1600 IP Pool Fail Over 1

B esx-0za.comp.local v Ready ©vmk3: 192.168.130.51

@ esx-01a.com.iocal v Ready @vmk3: 192168130 52
¥ @iManagement 8 Edge v Unconfigure vds-mgt-edge 0 1600 IP Pool Fail Over 1

B esxmgt-02acorpl v Ready @vmk3: 192.168.120.52

(@ esxmgt-01acorpl + Ready @vmka: 192 168.120 51

WL N 5
m  VTEP f£%i VLAN f{] VLAN ID AU ERCR. a7 e, £ FAFREES, ©h “07 o AL
SBRESE R, ISR .

s MTU BCE R 1600 55k, A MTU A5 A 9000, FiihREUML 11 MTU ti % Jy 9000, DVS
A MTU J 9000; 4 ALt 2 9000, TNEA N VXLAN Frk B8 23,

. VMKNic A IEHAIHEE . SR AR E Y 169.254 . x.x Hutk, PLEIAT o\ DHCP Hijk
JEIYGE LN

n AR DVS RO AR DL, FRE S AUE— B0
»  VTEP X0y dvUplink Zoill . ffRaHT 1450 UG 1P ikt
I8 DVS L SHIERIN 5, DAEge A F2ei ok Fikb DLR 015 0L,

Name M5 vSwitch Status
B} Compute Cluster A on vds-site-a ©® Normal
ﬁ Management & Edge ... gm vds-mgt-edge @ MNormal

“NSX Edge” Ul
NSX s i 7 RGLTE UL ) “NSX Edge” #45 Hh FRVEFEI .
FEBERE Ul OIS R DL R

4 Home D | nsxManager | 192 168.110.15 (Role: Piiman) |~

Networking & Security - £ Olnstaling | €p 0 Failed

8l NSx Home Ll 1afHame Type Vesion | Stetus Tanant Interfaces  Size

(R Dashboard | edge-2 | cal-Distributed-Router Logical Router 623 Deployed Default 4 Compact

i@ Installation sdge-3 rimeter-Gateway-01 NSX Edge 623 Deployed Default 2 Compact
| % Logical Switches edge-4 | =% Onearm-LoadBalancer-01 NSX Edge 623 Deployed Default | Compadt

. NSXEdges edge-5 |2 Perimeter-Gateway-02 NSX Edge 623 Deployed Defautt 2 Compact
| M Firewall | edges | = Onesrm-LoadBalancer-02 NSX Edge 623 Deployed Default 1 Compact
‘ I3 SpoofGuard edge-9178... |I§ Universal-Distributed-Router  Universal Distibuted Router 623 Deployed  Default 4 Compact

|

BRI Y ATHE ) DLR AT ESG, HoilE mbl Mg B

m  “ld” %’ ESG 5k DLR Edge %% ID, T4 API LS| % ESG = DLR.
w CFHST + C“Id” MRk T DLR SFIEAAR. AT RALE NSX CLI Ha RIFNfE iz 445

s T DLR,  “R/NT IRZDN R T ESG, ERRE RN,

B 7 RAE BN, T DOl e HRAE D5 R SCR A
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% 3-1. NSX Edge FT3r3m®

Eltn

g |
=/

¥,

&

& & E

& & © ©

0

VMware, Inc.

BfE
s SREIGER ESG Bk DLR RUFsHIfEIMIRC L, T08T51 S, AR IO 2R .

“IEHRERE” MR ESG Bk DLR, SRS HIAHIRIFOAC ¥ 6 491 ESG 5k DLR. B BEEL A1 1D,
T E SRR & TAE ESG LR IR QI ESG PN E B KBS (Bldn, ] TCP/M179

) BGP) .

R FFH " M ESG Bt DLR FHI R a1 H G,
WF DLR, FAHLH ER WS AR AR, 8 s,

CHPEOR R RN AGEHTT ESG. X MHIBIE AT “EHBE"  (VNIC MAC iR A4

TR EE S CLE AR, #RE B DA S8 CLI ATk,
GRAE 5 PSSR MUEAE ESG Bk DLR & HIELINL L8E CLIL XARRDIE . SHE%SR 6 /0%h, ok
CHHRE” ESGIDLR DA IESAE TR

“THSCH 54007 Tk £ 5] ESG/DLR syslog [HEE4IME EL4L 7
T E A A T OB REIOIS I T B ESG 5k DLR, FRERSINY RS DA AR O ik
o
QI A ESG IV, TIDAHE “fp
TN TR P (% OVF, e B 3% DA MBI IC P A B G A8 48D o
1% DLR/ESG JiiA<th, NSX Manager 7, WRIPLA “THERIRAS” 26,

“Pgkas” A% “ABRT 142X ESG/DLR,
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FrEY NSX Edge (DLR)
LEPEAE R ESET D DLR B, B LR A SR sz B

New NSX Edge 2
vEE e Name and description
~" 2 Settings .

Install Type: _) Edge Senices Gateway

" 3 Configure deployment
~" 4 Configure interfaces
5 Default gateway settings ) Logical (Distributed) Router

_) Universal Logical (Distributed) Router

MName; # | DLR-01
Hostname: dir-01

Description:

Tenant: Tenant01

[ Deploy Edge Appliance

[[] Enable High Availability

fE “HFRFIAR” B b, BRI MR R

U7 WoRTE “NSX Edge” Ul i,

n “FHIAT HITEE ESG ok DLR 5L DNS 48, Z&FR i niE SSHIEM 4 251 . syslog
JHELLM vCenter [ ESG/DLR FEIIAL “Hg28” TIrh) “DNS &4H%” N,

s AT 77 UL H, B R NSX Edge Yl
m  CFHPY HIT41E NSX CLI I DLR S5 844k, MBS EEF Gt nlRe S 245
1 “%E” biw b

f

N

New N5X Edge 2

+ 1 Name and description Settings

Y 2 Settings

CLI credentials will be set on the NSX Edge appliance(s). These credentials can be used

~' 3 Configure deployment = s 2
fig e to legin to the read only command line interface ofthe appliance

~' 4 Configure interfaces
User Name: # | admin
5 Default gateway settings
Passwit I presTT——
6 Ready to complete

Confirm password: =

[] Enable SSH access

Edge Control Level Logging | EMERGENCY r |

n CHHPE” ST K CLIREINE S & S8 Ay 1n] DLR S H e L. NSX 7F ESG 5t DLR 4%
IR AL F AR AAA, 1Zik 145 ESG/DLR #5 il R LR 578 AR s (RJCEm T CLIER S L4 i)
& ESG/DLR it .
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I SSH U7 feiF sl DLR Gl 1Y) SSH SF 17
o TR R BT KB LA Se i SSH MIZE 1)
wRPE ST DA VR B L0 I0_E O AL 124 2] DLR 2l bl sl
OSPF/BGP “his(tihl" BEATIERZ MBI RBR G CABRACE 1Pt o

¥ JCIETE DLR Pl BN URIE T7E1% DLR FOAEfT “PuiB” #2100 F A E R BIRAE ] 1P
Bk TR R . XA DLR Pl B I i a1k th B 48R Dy 11 “VDR”
CERERZFIEIRZHD .
n ST HAY BRI T b F HA X,
m  “Edge 40 H Il k" 78 Edge ¥ Fi%E syslog 241,
TE “BlEEE” b b

MNew NSX Edge

+ 1 Name and description Configure deployment

~ 2 Settings S

Datacenter: " | Datacenter Site A | b |
¥4 3 Configure deployment

" 4 Configure interfaces NSX Edge Appliances

5 Default gateway settings
Resource Pool Host Datastore Folder
6 Ready to complete

Management&E... ds-site-a-nfs01

Specifying a resource pool and datastore is mandatory for configuring the NSX Edge
appliance. Appliance configuration is mandatory if you want to deploy NSX Edge Appliance

w CHdETLT SRR ERE SR I HEAUATLY vCenter Kdlirfuly
»  “NSXEdge a5 fiifE DLR ZHIREINL, T vrE S e —MEH R Gl .
w  WEREHTT CHAY RIS . EAUNEAR i AT Edge. K JuihEhAIgS T DLR
PEHIERWLAIEE DRS “HUREERL” B,
1E “FoEHn” b L

MNew NSX Edge

+ 1 Name and description Configure interfaces

~' 2 Settings
HA Interface Configuration

' 3 Configure deployment

¥4 4 Configure interfaces

5 Default gateway settings

Connecled To: # |vds-mgt Management Network Change Remove

Configure interfaces of this NSX Edge

6 Ready to complete L
Hame IP Address St P Connected To
Langth
LS A-Uplink 192.168.10.5* 29 vis-mgt_Uplink Network

n “HA 2117
n ROIESN TR HAY DLR ZAEREI . BAUE IR FH vNIC,
 ZRELIRFEEE ] P Mk, N NSX dmxtk VMCI R DLR FdE .
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w  WURAE “EARANEAR” B Faerh DLR “BTm IE” , iz KT HA RIS S

s “Ilk NSX Edge 19211 #8102 DLR @481 (LIF)

m DLRJy “EaEE]" [ dvPortgroup B AL FAIEAUAIR AL L3 OGRS, XU A

AHRLF-RAFR R 1P Mk o

w O RATEERET SR LIF fEAREIRE AL OIS VNIC, (RN, % 3cHE 8 D wNIC: S a ]

1 vNIC 73 Fic4s HA B2 - B —4> vNIC,
n ShSERITEAE T FATRERR” 2N LIF A REYE DLR FIEH AR,

m NERT R LIF FERSHIRE AL B G D vNIC, e RILAEA 991 /Ml vNIC,

BRI B b

Hew NSX Edge L2}

1 Name and description Default gateway settings

L
»' 2 Settings

[ Configure Default Gateway
" 3 Configure deployment
v

4 Configure interfaces WNIC: ,._(| LS A-Uplink | =
5 Default gateway settings Gateway IP: *
6 Ready to complete MTU: 1500

Admin Distance: |1

w QURVERE,  CRCELRRIAMSE” 7E DLR OISR SERNS o QURAE L —DRrp Ol 1 RATRER 26

TR LIF, D] DA A iZ2ademii

w  QURAE RATHERX EEEA ECMP, ESCKAZIEI R IR, DABIIEAE N — RS SR M e = v

o
T A ARSI ITUL B IR THIA S ABERAUE AT AR 121 5

ESG #1 DLR £%

5 DLR #fitk, 73555 ESG W, [A1'Shfkefrr—Lez
AR TR bR

New NSX Edge (?)

+ 1 Name and description Configure deployment

2 Settings

4 Config

Datacenter. = | Datacenter Site A | |

Appliance Size: (s) Compact
interfaces

() Large
5 De! eway settings () X-Large
6 Firewall and HA © Quad Large
7 Ready to complete NSX Edge Appliances
&
Resource Pool Host Datastore Folder

Specifying a resource pool and datastore is mandatory for configuring the NSX
Edge appliance.
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AT ESG, TVAE “RCFLASE ik Edge b, WA ESG (U THeh, " SEEM T AL HS
PRSI, BRI/ 20 ESG BRI CPU I, JF HAL FECE I
.

WAL OIS ESG, (BRI Edge it

DA FTDAERL APLRTISAE ] “H558" Ul MR “AB#I0" Edge.

R E: Edge HA, b 5 /D—A4> IR $200, I, HACRESERZR G, IS8 “Isd” 1
Do

NSX Ul A1 APl 52 VA E BRI fim—A4~ “PER” f21, X580 HA BRI .

BiAVEY ESG #1 DLR Ul #1E

B T OUEELAAN, AERIAAHE ol iR s AT — e B R
Horhfud:

m  syslog it &

SR

R BN R TS K

syslog L &

L ESG ik DLR Fthil fENLLAR H G4 H Rk B efe syslog Ik 55+5 .

TIDLRO1  Actions -

Summary . Manage |

| Settings l Firewall | Routing ‘ Bridging | DHCP Relay

“

Details: §c§ Action
Interfaces
Size: Compact
Auto generate rules: Enabled
Syslog servers: Change
Server 1: 192.168.110.79
Server 2:
I

n WK syslog IR S5 #SECE Ay IP Hbl, [A2h ESG/DLR 5l RN LA AT L & DNS fifffras o

s T ESG, ALl “J5JH DNS JIRES” (DNS 3 , ESG AL nT A FiZ IR S5 dAT DNS #ZF5,
(R AE BT e DA B ] 5 7 VLK syslog IR S5 we A 1P ik,

A UL 3RE syslog il CEUE2k 514) , {HATLURE MY (UDP/TCP),
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syslog 74 E K T Edge #1111 IP ik, Edge HU%E & ez ez I VME N syslog kg5#s IP Hf

He

AT DLR, syslog IR5#51H IP HuHEAAEAZ T-4F DLR BOEA “PNEB” B2 A A1 |
XA A DLR AL R s Rz D fsm v 0 “VDR”  CERIERRIEIEE
) o

BRINGEOL T, KiZEH] ESG/DLR B 5[ HCR. AR, 15l “shA i ) gl #%
FHPAE Ul JE T H %

TEDLRO1 | Actions +

Summary | Manage |

| Seftings | Firewall m Bridging | DHCP ReiayJ

4

Routing Configuration : | Reset

Global Configuration
ecuP: @ Disabied [[@ Enavie

Static Routes

OSPF Default Gateway : | Edit ] [ Delete ]
BGP

Route Redistribution

Interface
Gateway IP :
MTU :

Description -

Dynamic Routing Configuration : T
Router ID :
OSPF: @ Disabled
BGP: @ Disabled
Logging : @ Disabled

Log Level :

BRI B s 1D, Cill T FATHEREE L 1P Mkt

FRAS R H

A ASER ALK BRI 095 DLR U LIF B ESG 3N S/ iy 1P ke 70, i
BRI

GRARIERE, WA BPRE N —BRn SR B T L RC AR . “n” o
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Network % 10.10.10.0/24 |

Network should be entered in CIDR format
eq. 192 169.1.0/24

NextHop: | 192.168.10.1

Interface: [ | » ] (i ]

MTU: 11500 |

Description:

| oK || cancel ]

HBHEMTK

Rz BENINE] “B i EDE o L™ HFAS ABIER 22 I FHER D ko St “#% e
W RRE” 1 Gl WIS ROz

ERINIEOL N, DLR FCE D RERES FHELHT 5 4 2] OSPF, 1 ESG AEiXHE,

“ERHERT AR St BB R ALE, AR RECACE {5 1 ACRE . BT 73 A HERR IR 2E iy
8 AT S RS H

VMware, Inc.
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TEDLRO1 | Actions v

Summary | Manage ‘

| setings | Firewall | Routing | Bridging \ DHCP Relay |

“ Route Redistribution Status : [ Edit

Global Configuration OSPF: + BGP:

Static Routes
OSPF IP Prefixes :

BGP + v

Route Redistribution Name IP/Network

0 items
Route Redistribution table :
+ (@ -
Learner From Prefix Action
OSPF Connected  Any Permit
1items

NSX % B & FEHERR

NSX $2fit 1" Z A T LA ORIES FhIE R AR,

NSX i%H CLI

WIS 4 CLI #372, #RE AT UK S NSX B4 T RGeS AR IS TR AS

T NSX B A0 A=, T DAAE & B NSX 24 | if1n]—2% CLI, M NSX 6.2 T4, NSX it
HA—AEI CLL, A3 Bh4s 58 v M AE SR B & AP o A A ATaR “ATRER TR o e AN —AMr
sk Z 55 B NSX Manager shell,

KEVEEE

FEA ESXi EALAII0M A A 3= B A g 2

n  ERR) DLR RO A B L 5 AR,

U VXLAN £ ESXi AL,

EBETHYLIEITIRREE

NSX 1% 115 NSX @ Al A . EEIFE RS DLR [ HA A UE D E S TAE, TRl R k.
n EHREREIMNDE DLR (AN ALY /3 B ID (VXLAN VNI), 41, 5004..5007
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Logical Switches
NSX Manager. | 192 16811042 |~ |
‘_+ S K B G = | hActions v

MName 1 a Status Transport Zone Segment D Control Plane Mode ."_'Desmptlcn

‘;@ LSA & MNormal == Global-Transport-Zone 5004 Unicast
' ormal == (|0Dal-lIranspon-Zone nicas
LS B N | = Global-T -z 5005 u 1
orma == (|0Dal-lIranspon-Zone nicas

LSC N | = Global-T n-Z 5006 Unicast
E LSD & MNormal = Global-Transport-Zone 5007 Unicast

®  7FizfT1% DLR 2 8UIRSHIFE AL ESXi M1 I, WA iERE]1%Z DLR FZ A HALAY VXLAN 454 =
TR

# esxcli network vswitch dvs vmware vxlan network list —-vds—name=Compute_VDS
VXLAN ID Multicast IP Control Plane Controller Connection Port
Count MAC Entry Count ARP Entry Count

5004 N/A (headend replication) Enabled (multicast proxy,ARP proxy) 192.168.110.201

(up) 2 2 0

5005 N/A (headend replication) Enabled (multicast proxy,ARP proxy) 192.168.110.202
(up) 1 0 0

5006 N/A (headend replication) Enabled (multicast proxy,ARP proxy) 192.168.110.203
(up) 1 1 0

5007 N/A (headend replication) Enabled (multicast proxy,ARP proxy) 192.168.110.202
(up) 1 0 0

KA EEMHIE VXLAN DL R A
O TIRAE R T A A
m  Control Plane 3y “Enabled” .

s ST “multicast proxy” il “ARP proxy” ; HMEZEF T IP &8, et “ARP proxy” .
m  {f “Controller” FHZIH AR GIES IP Hiyk, JfH “Connection” 4 “up” .

s “Port Count” IEMATCIE - /D0 14, BIMEFEER RN DS A LIZ EHL ERAA RN 120 ]
5 vdrPort, XA EREE] ESXi AL FU DLR NAZE Bk dvPort,

n  2fTPL Far S LA vdrPort 32 1A MTIDEH) VXLAN,

~ # esxcli network vswitch dvs vmware vxlan network port 1list —--vds—name=Compute_VDS —-vxlan-id=5004
Switch Port ID VDS Port ID VMKNIC ID

50331656 53 0
50331650 vdrPort 0
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~ # esxcli network vswitch dvs vmware vxlan network port list —--vds—name=Compute_VDS —-vxlan-id=5005
Switch Port ID VDS Port ID VMKNIC ID

50331650 vdrPort 0

LRI, VXLAN 5004 B —NERIFURT—4~ DLR 42, 1fi VXLAN 5005 {24 —/> DLR
Rz
RO SETEARN RN L E ARSI NV S VXLAN, 441, VXLAN 5004 |-/t web-sv-01a,

~ # esxcfg-vswitch -1

DVS Name Num Ports Used Ports Configured Ports MTU Uplinks
Compute_VDS 1536 10 512 1600 vmnicO
DVPort ID In Use Client
[..skipped..]
53 1 web-sv-01a.eth0

VXLAN E&ZKE

{E ) ESXi EHUK VXLAN BB R385y, 2250 DLR AZRR e, JB RS VXLAN HEg
) DVS -] dvPort,

1 1217 show cluster all DAZEENTEHEE ID,
2 ia{7T show cluster cluster-id DIZREXFAL ID,

3 iz{7 show logical-router host hostID connection DIZRHCIRAS(E B

nsxmgr-0la# show logical-router host <hostID> connection

Connection Information:

DvsName VdrPort NumLifs VdrVmac

Compute_VDS vdrPort 4 02:50:56:56:44:52
Teaming Policy: Default Teaming
Uplink : dvUplink1(50331650): 00:50:56:eb:41:d7(Team member)

Stats : Pkt Dropped Pkt Replaced Pkt Skipped
Input : 0 0 1968734458
Output : 303 7799 31891126

s 5T T VXLAN [ DVS ¥G)E—4 vdrPort, ‘& 11% ESXi 41 FHFT DLR Sk =,
m  “NumLifs” $50&0F1Z AL EAIATE DLR SXFIFRR LIF SR,

m “VdrVmac” J& DLR 7EATA 9B ATA LIF FA T vMAC, 1% MAC 7EATA EAL AR . 7F
ESXi FHINASHIPIER L AT, ASEBZN R
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YR T VXLAN ) DVS 9451 dvUplink, A UEEC VTEP; {HAE H] LACP/PA AT AR 4145

RINBRA, I, (CBE— VTEP, ifi'5 dvUplink BB
n  7EEJTEHUR DLR B it (i MAC = vMAC) #5 MAC FECAATRE dvUplink [f) pMAC,

RS BTG EAALIR P s R MAC ffiE dvUplink GXG27E DVS Jeidlarh b i

TRERD o

n URAEENL B ZA VTEP I H A dvUplink & A=, Sl dvUplink SEHE VTEP DL 4D

JERZ VTEP [OFTA AR R 0210 RIS dvUplink, sXFEE0E Y 1S SRS 2) 2
AR VTEP A G2 hl 2 Ok A2 ki

FAS “dvUplinkX” 323819 “()” HIETE dvPort 450 X6 TR FATEER IR ek s A

o

A “dvUplinkX” iR MAC HblikJ& 5% dvUplink ) “pMAC” . % MAC Mtk Tk [ T
DLR i, i, DLR R ARP i)l M A )T ESXi EAIR DLR it £, rILALE
YiEE 2 |- B 5% MAC #ihik: B (415 DLR LIF E 45 VLAN 2578 s M VXLAN LIF [ VXLAN %k

Jarh,

m Pkt Dropped/Replaced/Skipped 15HJ/& 5 DLR NESSEANE B A JCHITHE RS, 185 A TS
BRSNS

2% e E MR

T BRI IR, 1 AR PR AR5 AT B ARG 5 BRI

1

2
3
4
5
6

WeB A B LU A E] R IP bk
Rt FT e TR 1P Mk,
fifE Al o5 [z b R i 2882 11

SIZ F—EK A MAC itk Gk ARP)
A p—A L2 i,

Bzmi N R A

PHIFE, R TR T, A B

B3R (580 P HukEFI-Pfens)
AR
ARP #

{5 A 628 B #R FMEIE DLR K&
A LI T AT IE DLR B AR SR B
LEFA 1 PR 0 PR 9 —ALZ IR AR DLR LAZE NSX ifbfT ol
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3-7. TBIEE B AR

BR3%
192.168.10.1
AR AER

192.168.10.2

HEREAY.  HATHERR

st .
192.168.10.3

JEZ
RS

172.16.20.1 172.16.10.1

GERACAL . AIER @ GERRAAL. R

NAREF
238

T172.16.20.10

AR
R

VM

ZEER:
4 NEIRZAL, B ATEAT B O
SRR, N Z A R
w  EAERWLEAT O P MR 1P KSE
n  ENERWIEAT MAC ikl CaoR T ia ANy )

— DR 4 NIRRT DLR;
l

T172.16.10.10

Web
B

VM

—MEHZHAUNT R

— /NN, BRI RERE ESG PAEA DLR [ _F i ¢
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N T DLR iR 1T “BIRRESER” 1) S5 dc o

New NSX Edge

L

~ 1 Name and description
2 CU credentials
3 Configure deployment

4 Configure interfaces

L S O

5 Configure HA

4 © Ready to complete

Ready to complete

Name and description

Name DLR1
Install Type:
Tenant:
HA: Disabled

g Interface C
Connected To:  Mgmt_Edge_VDS - Mgmt
IP Address

NSX Edge Appliances
Resource Pool Host

Management and Edge Cluster

Interfaces

Name P Address
LSA 172.16.10.1*
LsB 172.16.20.1*
LscC 172.16.20.17
LSD 192.168.10.2*

Logical (Distributed) Router

Subnet Prafix
Length

Datastore Folder

ds-site-a-nfs01

Subnet Prefix

Lengih Connecled To

24 LSA
24 LSB
24 LscC
29 LSD
Back Finish Cancel

1F DLR &3 55, nILAE ] ESXi CLI iy

#iA DLR i

HREIAE, 25

LG FGE U M AN A DLR F955 k4.

72 T DLR SAFILA K FLsthil = e 7 Ak Fm Bk A o

1 M NSX Manager shell I}, iz{T show cluster all DUKIHSE ID.

2 1z417 show cluster cluster-id PAZRHV N ID,

3 1217 show logical-router host hostID dlr all verbose DAFRHURAEE.,

nsxmgr# show logical-router host host-id dlr all verbose

VDR Instance Information :

Vdr Name:

Vdr Id:

Number of Lifs:
Number of Routes:
State:

Controller IP:

Control Plane Active:

Control Plane IP:
Edge Active:

HEENU FJLA:

default+edge-1

1460487509
4

5

Enabled

192.168.110.201

Yes

192.168.210.51

No

s Zay S EoRfT4E ESXi AL ERITE DLR S4,

VMware, Inc.
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“Vdr Name” 11 “f)"” 1 “Edge Id” 4k, 7EizonBid, AKfge “F7 , Bk, HH “default”
—Ji, “Edge Id” ;& “edge-1” , HLAfE NSX Ul 5 H)1Z ID.

n QRN EAZL DLR 525, —Fh I ERs IR S E e Ul “NSX Edge” H B iy
“Edge ID” .

“Vdr ld” Wb E AT AN, OrEHE
“Number of Lifs” J8[& 0 T1Z 5/ DLR 32451 |11 LIF,
AL, “Number of Routes” iy 5, ‘B8 4 PEPAESZNIEEH (B LIF —>) Fl— PR

“State” . “Controller IP” Fi1 “Control Plane Active” $5172 DLR [F3Hl21RE, A0 H IE
Hfi#s IP 3 EH. Control Plane Active 2 Yes. iic/E, DLR DhfAgassifdi HIE s TAERdhlas: B
Kok oI DLR ST s

“PEHIET IP” $81002 ESXi EALH T S4fldsmfEn 1P Hilk, 1% IP 162025 ESXi FHEEE
vmknic I 1P #iklk, AERZEAEN T, % IP 24 vmk0,

“Edge Active” B RiZENUET H151T1% DLR SUBIFE I REIN LI AL MRS AL TS B RS .
m  55) DLR BRI B UoE T HTHET NSX L2 Mg Csm i 1 ESXi ML,

WEE T FiRay S “brief” A, DAMEA s HESaioim H ARSI (S B0 ER,  RALRAT-7S 0k
AR “vdrid” -

nsxmgr# show logical-router host host-id dlr all brief

VDR Instance Information :

default+edge-1 0x570d4555 4 5 A 192.168.110.201 192.168.210.51

State Legend: [A: Active], [D: Deleting], [X: Deleted], [I: Init]
State Legend: [SF-R: Soft Flush Route], [SF-L: Soft Flush LIF]

Vdr Name Vdr Id #Lifs  #Routes State Controller Ip CP Ip

“Soft Flush” AREHRIE LIF A=y B E L IIRAS, BH AR DLR HE ARHZIRAS.

DLR HyiZ4E#0
TEWEE 014 DLR 5, AR DLR [HOFTATZ B DA BT IE IR

1

A W N

M NSX Manager shell 1, i=1T show cluster all DIZKIGEEEE ID.
11T show cluster cluster—id DIZKHNFAHL ID,
1217 show logical-router host hostID dlr all brief DIZKHL dIrlD (Vdr &Fx

1217 show logical-router host hostID dlr dlrID interface all brief DIZRINIrAHE K
TEARSE B
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5 1z1T show logical-router host hostID dlr dlrID interface (all | intName) verbose

VAGRIBUIr A 52 171 sl R 2 11 PRPR AR L

nsxmgr# show logical-router host hostID dlr dlrID interface all verbose

VDR default+edge-1:1460487509 LIF Information :

Name:

Mode:

Id:

Ip(Mask):
Connected Dvs:

VXLAN Control Plane:

VXLAN Multicast IP:
State:

Flags:

DHCP Relay:

Name:

Mode:

Id:

Ip(Mask):
Connected Dvs:

VXLAN Control Plane:

VXLAN Multicast IP:
State:

Flags:

DHCP Relay:

Name:

Mode:

Id:

Ip(Mask):
Connected Dvs:

VXLAN Control Plane:

VXLAN Multicast IP:
State:

Flags:

DHCP Relay:

Name:

Mode:

Id:

Ip(Mask):
Connected Dvs:

VXLAN Control Plane:

VXLAN Multicast IP:
State:

Flags:

DHCP Relay:

VMware, Inc

570d45550000000a

Routing, Distributed, Internal
Vxlan:5000
172.16.10.1(255.255.255.0)
Compute_VDS

Enabled

0.0.0.1

Enabled

0x2388

Not enabled

570d45550000000c

Routing, Distributed, Internal
Vxlan:5002
172.16.30.1(255.255.255.0)
Compute_VDS

Enabled

0.0.0.1

Enabled

0x2288

Not enabled

570d45550000000b

Routing, Distributed, Internal
Vxlan:5001
172.16.20.1(255.255.255.0)
Compute_VDS

Enabled

0.0.0.1

Enabled

0x2388

Not enabled

570d455500000002

Routing, Distributed, Uplink
Vxlan:5003
192.168.10.2(255.255.255.248)
Compute_VDS

Enabled

0.0.0.1

Enabled

0x2208

Not enabled
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IR LA
»  LIFfY “Name” £EEAL EffrA DLR SBrfugmE—r). EAE B DLR [ 22 ilas 1 6 EiE AT
o

»  LIF “Mode” '/ LIF JEig il iige, DA ERNER RS I TaErs .

m “ld” R LIF ZEIURIHHAN IR SS ID (VXLAN AT VNI 5 VLAN F1VID)

» ¥4 “Routing” LIF [7x “Ip(Mask)”

m QR LIF 7ER A el A R N e ) VXLAN, I “VXLAN #6121 ) “Enabled”

AT VXLAN AT BBzt /) VXLAN LIF,  “VXLAN Multicast IP” Tl “0.0.0.17 , @0, o
bRk IP il

m TR LIF,  “State” RiZl “Enabled” o & T#rE LIF, ZEHUTHREI BN N
“Enabled” , 7EFTAHALTEHL N “Init”

m  “Flags” /& LIF REMTHESLRIEA, 5058 LIF 2.
L S S i
s VLANLIF £75°4 DI
» P H T DHCP gk

7 0x0100 FRid, EAEfE DLR 54k VXLAN VNI DA BT (5761% VXLAN B AR
FNESGIRENID)

w  7E “brief” RN, KM TR R RERID

nsxmgr# show logical-router host hostID dlr dlrID interface all brief
VDR default+edge-1 LIF Information :
State Legend: [A:Active], [d:Deleting], [X:Deleted], [I:Init],[SF-L:Soft Flush LIF]

Modes Legend: [B:Bridging],[E: Empty], [R:Routing],[S:Sedimented],[D:Distributed]
Modes Legend: [In:Internall], [Up:Uplink]

Lif Name Id Mode State Ip(Mask)

570d45550000000a Vxlan:5001 R,D,In A 172.16.10.1(255.255.255.0)

570d45550000000c Vxlan:5003 R,D,In A 172.16.30.1(255.255.255.0)

570d45550000000b Vxlan:5002 R,D,In A 172.16.20.1(255.255.255.0)

570d455500000002 Vxlan:5000 R,D,Up A 192.168.10.5(255.255.255.248)
DLR Y& H

TEWIT DLR f77E . 1B TAEFEARTA LIF J5, 4% PR,
1 M NSX Manager shell H1, iz1T show cluster all DIZRHGHEE ID,
2 1z17 show cluster cluster-id PIZKHU=ENL ID,

3 1247 show logical-router host hostID dlr all brief DAFKION dirID (Vdr 485 .
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4 iz{7 show logical-router host hostID dlr dlrID route DAZRHNAAT IR Elo

nsxmgr# show logical-router host hostID dlr dlrID route

VDR default+edge-1:1460487509 Route Table
Legend: [U: Up]l, [G: Gateway], [C: Connected], [I: Interface]
Legend: [H: Host], [F: Soft Flush] [!: Reject] [E: ECMP]

Destination GenMask Gateway Flags Ref Origin  UpTime Interface
0.0.0.0 0.0.0.0 192.168.10.1 UG 1 AUTO 10068944  570d455500000002
172.16.10.0 255.255.255.0 0.0.0.0 UCI 1 MANUAL 10068944  570d45550000000a
172.16.20.0 255.255.255.0 0.0.0.0 UCI 1 MANUAL 10068944  570d45550000000b
172.16.30.0 255.255.255.0 0.0.0.0 UCI 1 MANUAL 10068944  570d45550000000c
192.168.10.0 255.255.255.248 0.0.0.0 UCI 1 MANUAL 10068944  570d455500000002

TR LA

= “Interface” o AR “Destination” WUk LIF, =¥ l DLR fUHEAS LIF 1 “Lif

Name” ,

s X ECMP #81h, 12452 FAAHHIR] Destination. GenMask #1 Interface {H L4 [ Gateway [
o drididfuds “E” DASIMUX S i) ECMP H3

DLR #J ARP %

T DLR 5 G TR, T TR N b IP Hihk) ARP 53R, Mot FRf & A s e 43

HUFJ DLR S5 AHE

PR A2 AR AR, Al Al tlae A ) ARP 245 H 43 A 2 HAth 41,

JEEEhR A4 BB 600 B, SRIGRH 2R, f75¢ DLR ARP ittt BEnUif4n(s B, 1520l DLR ARP fi

Prid s,

1 M NSX Manager shell H1, 11T show cluster all DAZRINELE ID,

2 iz{T show cluster cluster-id DIZKEENLID,

3 1217 show logical-router host hostID dlr all brief DIZKHL dIrlD (Vdr &#7)

4 iz{7 show logical-router host hostID dlr dlrID arp DAZENUAAT IR S .

nsxmgr# show logical-router host hostID dlr dlrID arp

VDR default+edge-1:1460487509 ARP Information :
Legend: [S: Static], [V: Valid], [P: Proxy], [I: Interface]
Legend: [N: Nascent], [L: Local], [D: Deleted]

Network Mac Flags Expiry SrcPort Interface Refcnt

172.16.10.1 02:50:56:56:44:52 VI permanent 0 570d45550000000a 1
172.16.10.11 00:50:56:a6:7a:a2 VL 147 50331657 570d45550000000a 2
172.16.30.1 02:50:56:56:44:52 VI permanent 0 570d45550000000c 1
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172.16.30.11 00:50:56:06:ba:09 v 583 50331650  570d45550000000c 2
172.16.20.11 00:50:56:06:84:52 VL 568 50331658  570d45550000000b 2
172.16.20.1 02:50:56:56:44:52 VI permanent 0 570d45550000000b 1
192.168.10.2 02:50:56:56:44:52 VI permanent 0 570d455500000002 1
192.168.10.1 00:50:56:8e:ee:ce \ 147 50331650 570d455500000002 1
IR LA N
= DLR AW LIF (T ARP 2B C “1” drid) AR, HE7R VXLAN HEEAS A e rAHe]
VMAC,
s B L7 bRidiy ARP 5 HN R TR T CLI a2 A s TR,
= “SrcPort” ' x ARP £ HEH dvPort ID. 415 ARP 25 H R H T 5— ML, Ftios dvUplink [
dvPort ID. 1% dvPort ID "L 5 VXLAN JE25 4G 2 111 dvUplink dvPort ID 48 U5 ]
n  HFEASEE “Nascent” brid. fF DLR %545 ARP [RGBk, FH&EZbnic. Wi NZbric AT

ZHATRERI ARP figb HHI R
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A4 DLR REMBXEHAH

TSR T TN (ESXi EHLA F1ESXi 4L B) , ¥ 7ol “DLR 52451

VXLAN LIF,

3-8. INEHEA DLR LHIREM

A" JhE

ESXi E#LA ESXi E£#1 B
DLR PItZiEER DLR A#%ik
172.16.10.124  PLRSEBIA 195 168 10.2/29 172.16.10.124  PLRZEBIA 195 168 10.2/29
LIF A LIFD LIF A LIFD
(o] (o] (o] (o]
172.16.20.1/24 @ 172.16.30.1/24 172.16.20.1/24 @ 172.16.30.1/24
_____ ure N\ UFC LIFB LIF C
! Q Q! Q Q
; | — | I
1 I' ____________
l !
L
! L[[[[varPortvxeansooo || [ vdrPort  VXLAN 5000
1
| I VXLAN 5001 VXLAN 5001
: ; ofl- - - -lio
. ! VXLAN 5002 VXLAN 5002
5 P R ——— o4 | I | S
| VXLAN 5003 o VXLAN 5003
! DVS ! DVS
I ) v o 192.168.10.1/29
B 1 BRI 2 B 3 -EE.CE 0
A1TAA2 11:84:52 11:BA09 MR (e
megsn \J
VM VM VM

BTG L2 Z0AL” (DVS) Fl—A “HUE R R
S

" R (vdrPort) S22 5%

n R X

B

n  (EEHHER MAC = VMAC [T, DVS %

= ARG

VLAN ID. %E, %5 8

R H:

i vdrPort #ik DLR PG, Bkt
i E R RTERY DLR }WEI’] LIF,

. ZAGIAEZAE, TTEEZA DLR 94l

WARAFHEZ A DLR 52451,
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R R

NESEsl

K1%%] DLR FHEzis: & 2 vdrPort,
JeEAREVAENE e TR VXLAN VNI B

YERER4SE Y VLAN 5k VXLAN,

SE YA

(DLR PAZfEH) , %% hasmnt

“rhek” BT DUE S VLAN AT VXLAN, (HAEE S vdrPort £k dds oA~y

801.Q = UDP/VXLAN Fr3ko A1, DVS il N AR T Edhbric )y i 451405 B DLR Piz#b

“rp
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& 3-9. BNMEB®MA DLR LB EH

B 3-10. 5 EH T DLR SB35 B9 M 48 3R b

SVR 1 SVR 3 SVR 4
IP 1 IP3 IP 4
MAG 1 MAG 3 MAGC 4
T FH A T T FW C
IF A IF C
RTR A RTR B
IF B IF D
l FM B THD l
SVR 2 SVR 5
IP 2 IP 5
MAC 2 MAC 5

S HE T RE

2o

ESXi AL Y DLR SR PAVS TR T L3 B FHFT RS OB 15 .
CNFZ B S T i
n BRI RS (R bR

PR

VMware, Inc.

ESXi E#1 A ESXi E#l B
DLR MA#ziEHk DLR PItZAEHR
DLR 224 A DLR =41 B DLR =6 A DLR 3£l B
IPA/vMAC IPB/VvMAC| |IPC/VMAC IPD/VMAC IPA/VvMAC IPB/VMAC| |IPC/VMAC IPD/vMAC
LIF A LIFB| |LIFC LIFD LIF A LIFB| |LIFC LIFD
e 6D 77 @D s IR
vdrPort VXLAN A o o vdrPort VXLAN A
VXLAN B VXLAN B
Off - - - -|1o
VXLAN C VXLAN C
Off - - - |10
VLAN D VLAN D
Off - - - -|1o
DVS DVS
(o] o (o] (o] (]
R 1 RN 2 UL 4 REHUML 3 R 5
IP1 P2 IP 4 IP3 IP5
MAC 1 MAC 2 MAC 4 MAC 3 MAC 5
VM VM VM VM VM
O T HA AR B IS s Pdh, XNt e e, I H RTRe A S 1P Mk,
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BRI IPARL N KSR MAC Ml (ARP )
205 BB L RIE 2 ESXi EH LA ALK S,

DLR fI&ZEid#E
TR T NSX 7EQIALH DLR B THIE L.

E 3-11. DLR &t &

ESXi E#1 A ESXi E£#1 B
I=0=C ==

iZiEEREREE iZiEEREREE ZiEERERE A
S A SEfil A B’E

*LIF

*EOAEEE

(8) LIF #n
B EA

(5) B3 LIF

NSX Manager BIREE A
S A

HH (4) FiBtE I

& 25 LA
(6) B LIF
“IZARERERES

B MR
E

FEREF] “oemk” Hiaz Ul i Sk T AP IDABE B30 DLR B, RGeR TR 25

1 NSX Manager Y5 AP PRI DLR CE£2ECM UL )5 K vSphere Web Client H1)

2 NSX Manager i 5580210 vCenter Server DLEBE—/Nak—XF (415452 HA) DLR 561,
a  #1JF DLR il FEAUALHL IR P82 ] NSX Manager DAAE R HUAC E

b WIHEE T HA X, NSX Manager fic & s BRI DA HA SAERRIREHL FiafT. RF,
DRS RIS HEL LR e 120 I

3 NSX Manager &A1 F 64 DLR 5245
a NSX Manager 4% F4 57 2141 DLR (OB, DAEE e A s TG
b G, EEMAEZEMIIS R E AR, AR XS PR AL - BI AR DLR.
c UL, FHULHIEHT DLR ID, A EMAHN IR (LIF sk .

4 NSX Manager 7t 6l ar e FAIEHTH DLR 5445

a IR BN R R Y AU BC 1% DLR SEBfa7y5
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5 NSX Manager #/il'® (fuff LIF) K i%%] DLR ¥ HlRERIAL.

a ESXi £Al (UfhisfT DLR FHEMNUIN AL AFsilasit bl 58, #fiE 11508 DLR
SIRIPERIRR T A AREEREBNZEHIRR T (AR BCA BAA FERD o

6 1t DLR #=HIHE ML EAIEE LIF 5, NSX Manager {EF%i#eR g - 0187 DLR 1 LIF,
7  DLR Pl WNIZER S5 DLR SLpIdsilzs 1o m, ARSIt L R B i dm a1
a Y, DLR KK RO LR R RTSMAT N LIF) .
b ARG, DLR KA A L ENZYS I 515
8 LA 5.a HE R, RS T UK LIF FNER i HERE 21H DLR SEBIfT 7 At 4L

B 7R ME DLR

EmsE R AP (C518)T] vSphere Web Client Ul 4% @4 DLR I, A g2 b IR A0 5 a4
A SRR (1)

3-12. DLR tHIZhZAHH

ESXi E£#l A ESXi E#l B
== ==L
DLR s£5 A DLR =241 A DLR A #=# 2
SE451 SE451 T RN (3)
& & >, e
>
ShEB
x *LIF P& EH 3R

“FRINEREH

(5) B e (4) BH

R

(2) ¥z
EREE

NSX Manager DLR Ef5i A
T RE
(1) B l HT
DLR
= b

*DLR
*F1 DLR EL&

1 NSX Manager #%] API i FILABESGRAT DLR [RCES, IALFRIE A INsh A .
NSX Manager ¥ 5 4 25 2 DLR iR
DLR 4% BN N FHZAC E I AT N b i e ph&lie, Al s 2, 5555,
TERCHH I DLR 5B NI 3%, JRR A ) DLR (R hiat

SR, DLR = astilas v foRe RTINS 53 & 2 DLR SXBIFrfEm) ESXi £HL.

a A W DN
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IR, 1247 DLR BRI ESXi 241 g DLR S B E: LIF, 3£ HAV M DLR [ 2ey Srp
B, i MASELFEA DLR £l lE A Lk NSX Manager Hi i .

DLR =#IF1&EIE Z®EAGIEE
AT T DLR PR B 4 4
R R T X EE A PE DL R A1 DA A 3 15

3-13. DLR #ZHIFEEEmAH

________________ i NSX Manager :_ :
! ! X REST/SSL ——>»
| K RMQ/SSL ——>»
! ¢ vl TCP/SSL ——>»
. aE £EF — >
' . bl VMCI ——>
: D;?gggjf K VMKLINK ——>
| . X ! UDP/6999 - - - - »
: A AA o
| ! K
1 | 1 1
1 1
v ESXiEH A ! Ly ESXiEMLB
1
vsfwd :
; |
1
v .
|
1

m  NSX Manager:
LIRS X ERSE AL Endit S NIk S
w  FLARDN NSX HER IR EAL ISt IO EE 2% i (vsfwd) SRR LK A e
m AT DLR 9], RK—psiilaeivm G 3 AT AD SRR
m  WERIFIATS R AU A, 2T R DhRE AT ARE Eh B HAb P il 251 ki
w A ESXi FALE TN EAEHCEL (UWA): BV i (vsfwd) RIPERIE TG (netepa)

= netcpa 72T NSX Manager it {5 B BEIEH TAF (IR, ZEmTAb b B DA R a2l
BT LI« ATRABRT vsfwd Y B H AR L B
= netcpa i££3 5 DLR PIEBLH, DABEHI SR s BTG i B HtA T4 e
» WA DLR 9441, FA— DLR SEIERAL ErEEA ESXi 241 Lis{T: DLR &l b
PN i

» 5 vsfwd E] NSX Manager 1) VMCI aifiid,  H-c s 4l L
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» il netcpa #| DLR E5ifilas) VMCI i, JT15-4 DLR [fEs Hh R Aok Bz s il

405k DLR 25—/~ VLAN LIF, NIFEHIRE KA ESXi AL MfEE 4] (DI). HAtb ESXi 1=

H1EAY DLR AR DI 7ESHERT VLAN | HUTHREE ARP #if).

NSX IR FESZAHH
NSX I f1 T R4 FH AN S0 o

NSX Manager

Pl FRTEGE

ESXi MU (PIAZAT UWA)
DLR #hil iz LiaL

ESG

NSX Manager
NSX Manager it 5 NSX & G el LL T BhAE:

PEREHREELET, WA NSX BRI AL —1 AP J5TR] 5

TEAN 280342 FR ARSI  ERs REE, DASdFHE#8 LARR P NSX e
G/ DLR #1 DLR LIF

it vCenter 37 /MK DLR # IR LRI ESG

Wik REST API B E R HIR LS, it i1 R G AR A = 4

n OSSN AR SIS 1P Mk

w AR R R B AU RS DR = i A

A 7 E R ESG AT DLR 4755 UL

s R, FTDMEARAER AL LR ESG, fEiXPMENL N, B VIX R E R

EHIERREE
NSX 734 2 ph =5 22 FHRFER AOF2 il e LAY g ey ] e, g LA R 2hRg:

SCRE VXLAN Fl A 2t il 2 i

et CLI B DSk INGe THE EAS T IRAS

A DLR S B F 42 il =5 19 1

m SN DLR #HI U Ealcs fh s B PR L E 30
w B LIF REEE ML

n R DLR &GN EHL

m 9 VLAN LIF JeEHRERI LB, FRRZE B2 AL = dlE merssihsh Gy 30 7,
FAU TR AT VAE 20-40 #0) Wadzs DI EAL W FHUAE BT CIsREeE ) DI FHLHSD
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ESXi =R

NSX [ 1 B F R AN T PR AR ET (UWA) FHIE F AR, 3 FLIR R SE VXLAN PIERIE S, VXLAN
TP

AT T R AN A Th AR

PEHZ T (netepa) 52 TCP (SSL) % i, e It R M SHaflasills . erfeaEms %
AEflER . netepa HIHELEERE i (vsfwd) al {5, LASEA NSX Manager Hi =7l /2 A B

netcpa {1 (R

s ZARHEYTEN VXLAN VIB (vSphere “205640)

n EENUESIHE, NSX Manager 1fi i EAM (ESX Agency Manager) {74 %8

m {f ESXinetcpa ' fFNRFFIHEFialT

A PUES HEBHIIK fetc/init.d/netcpad JEEh/ME /AT )

w  AJPLEE MR AR e > CENIERT > CRIRET RS EA LA
i S i S R Y =)

DLR PAZHEE: (vdrb) 15 DVS i —E LS L3 sk

s [} netcpa fil

w1 VXLAN VIB FBE 1 —o b 725

NN “vdrPort” [URFEAHRAR (SCRF VLAN I VXLAND #4£:5] DVS

m  PREAIC DLR S5 ELDA R RS S A5 -
m  LIF Flk
n  EHUAHL ARP 2547

netcpa. ESG Al DLR 2l gL LEE F i U 264 s (vsfwd) 5 NSX Manager 15

» vsfwd 11 vpxa/hosd M vCenter i 15 [ /UserVars/RmglpAddress H13 0 NSX Manager [ IP i
Ik, SRIEHFIE AL /UserVars/Rma* 45 & H A IR BT IR S B BRIk 5575

1F ESXi LA 151714 netepa 5% vsfwd FUTPL FERAE:

m M NSX Manager H3RH A0 SSL AAFHRINED . ARG, BrxXEefs BAFELE lete/
vmware/ssl/rui-for-netcpa.* 1

= M NSX Manager kI 241 1P Mk Al SSL 4840, KT, BiXEe(s BAEELE fetclvmware/
netcpa/config-by-vsm.xml H1

»  {EEHL FARTE NSX Manager #5461 RIS DLR 524

ARV

= 5 netcpa 1A, ‘Eje VXLAN VIB fJ—57

m (£ ESXivsfwd FENIRS SR TIETT

s PLE LSS fetelinit.d/ vShield-Stateful-Firewall J5 /{5 /75 1)
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m  ESG Fll DLR =l AL FH 2] vsfwd 19 VMCI 115 A NSX Manager Hzalicic B

DLR #=HE#IHLH ESG
s DLR UL H: DLR 520 “Bs rhALEERS”
AR DLRLIF ) “HAAF sk “FLIE vNIC 17 DL IP il
w  RLS TN T EDASES Y (BGP 5 OSPF) > —PA M/ i Flsn sk
DA PATEER” LIF A fhkizT OSPF ok BGP

I ERAERA (LIF) TR, SIS TR & 58, AR 2] netepa 1) VMCI BERCF I
K %F] DLR S d- 2 2

w (ERE SN AU R v SR HA

»  ESG 2R B a5 s
M T NSXDLR #1248 O NSX &l E 5o
n  GEEENAEEA DLR W EME
SRR I ST B AR I

NSX % Hh#=H ZE CLI

BR T EHLAADASN, NSX B FRR il il il 2 FEEE AN DLR #5 AL IRSS B 1R DLR 452 HiE B
g, FHEAACH CLI DUA TR AT X e 2.

g

DLR | Fi=Hlzs
£/ DLR S0l R /st b IR g% . TAMETIPAR CLI 4425 DLR Siilft 3= s thiles s didu 21

HR:

J

nsx-controller # show control-cluster logical-routers instance 1460487509
LR-Id LR-Name Hosts[] Edge-Connection Service-Controller
1460487509 default+edge-1 192.168.210.57 192.168.110.201
192.168.210.51
192.168.210.52
192.168.210.56
192.168.110.51
192.168.110.52

nsx-controller # show control-cluster logical-routers interface-summary 1460487509

Interface Type Id IP[]
570d455500000002 vxlan 5003 192.168.10.2/29
570d45550000000b vxlan 5001 172.16.20.1/24
570d45550000000c vxlan 5002 172.16.30.1/24
570d45550000000a vxlan 5000 172.16.10.1/24
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nsx—controller # show control-cluster logical-routers routes 1460487509

LR-Id Destination Next-Hop
1460487509 0.0.0.0/0 192.168.10.1
= “show control-cluster logical-routers” 41 “instance” -y ~iERE %1% DLR 9B Z 45 75

LB fEIER TR, 28R ST A DLR Fr{Emfra L.
= “interface-summary” {ZoR¥iHl#R M NSX Manager HIZRZEM LIF . (5 ER AL 2 AL,

= “routes” §URi% DLR MRHIEMILL BRSO, TER, 5 ESXi AL AR, %

A EATAT HRER W, BOIZAE B LIF BRI,

DLR #= il #1401

DLR #x il ML E A LIF AUs R/ k3. DLR Fasifil FR AL A B0 3= 2 2 DLR B A&,
Interfaces fll Routes 2=/

edge-1-0> show ip route

Codes: 0 - OSPF derived, i - IS-IS derived, B - BGP derived,

C - connected, S - static, L1 - IS-IS level-1, L2 - IS-IS level-2,

IA - OSPF inter area, E1 - OSPF external type 1, E2 — OSPF external type 2

Total number of routes: 5

S 0.0.0.0/0 [1/1] via 192.168.10.1
C 172.16.10.0/24 [0/0] via 172.16.10.1
C 172.16.20.0/24 [0/0] via 172.16.20.1
C 172.16.30.0/24 [0/0] via 172.16.30.1
C 192.168.10.0/29 [0/0] via 192.168.10.2

edge-1-0> show ip forwarding
Codes: C - connected, R - remote,
> — selected route, * - FIB route
R>* 0.0.0.0/0 via 192.168.10.1, vNic_2
C>* 172.16.10.0/24 is directly connected, VDR
C>* 172.16.20.0/24 is directly connected, VDR
C>* 172.16.30.0/24 is directly connected, VDR
C>* 192.168.10.0/29 is directly connected, vNic_2

n ORISR B P DLR SN E Hbs £ R o
w CEOUATH NS 2SN LIF ok “VDR” B:M. “VDR” #IEY vNIC AR O
DLR I REA LR T GEAT N s

edge-1-0> show interface
Interface VDR is up, line protocol is up
index 2 metric 1 mtu 1500 <UP,BROADCAST,RUNNING,NOARP>
HwWaddr: be:3d:al:52:90:f4
inet6 fe80::bc3d:alff:fe52:90f4/64
inet 172.16.10.1/24
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inet 172.16.20.1/24

inet 172.16.30.1/24

proxy_arp: disabled

Auto-duplex (Full), Auto-speed (2460Mb/s)
input packets 0, bytes 0, dropped 0, multicast packets 0
input errors 0, length 0, overrun 0, CRC O, frame 0, fifo 0, missed 0
output packets 0, bytes 0, dropped 0
output errors 0, aborted 0, carrier 0, fifo 0, heartbeat 0, window 0
collisions 0O

Interface vNic_0 is up, line protocol is up

index 3 metric 1 mtu 1500 <UP,BROADCAST,RUNNING,MULTICAST>

HwWaddr: 00:50:56:8e:1c:fb

inet6 fe80::250:56ff:fe8e:1cfb/64

inet 169.254.1.1/30

inet 10.10.10.1/24

proxy_arp: disabled

Auto-duplex (Full), Auto-speed (2460Mb/s)
input packets 582249, bytes 37339072, dropped 49, multicast packets 0
input errors 0, length 0, overrun 0, CRC O, frame 0, fifo 0, missed 0
output packets 4726382, bytes 461202852, dropped 0
output errors 0, aborted 0, carrier 0, fifo 0, heartbeat 0, window 0
collisions 0O

Interface vNic_2 is up, line protocol is up

index 9 metric 1 mtu 1500 <UP,BROADCAST,RUNNING,MULTICAST>

HWaddr: 00:50:56:8e:ae:08

inet 192.168.10.2/29

inet6 fe80::250:56ff:fe8e:0e08/64

proxy_arp: disabled

Auto-duplex (Full), Auto-speed (2460Mb/s)
input packets 361446, bytes 30167226, dropped 0, multicast packets 361168
input errors 0, length 0, overrun 0, CRC O, frame 0, fifo 0, missed 0
output packets 361413, bytes 30287912, dropped 0
output errors 0, aborted 0, carrier 0, fifo 0, heartbeat 0, window 0
collisions 0O

LRI R T

n VD BB IR R (WNIC), &S “Ohdz 1™, CRohHEE DLR M A “HEs”
LIF IR 1P Mtk

w ORI Nic_0 #2118 HA B2,

w  FIARTHEMNEIT T HA OB DLR HRRIUT, TF0 HA B2 13— 1P ik, X oy i

IP #btk: 169.254.1.1/30 (ly HA HBh 9D #110.10.10.1/24 Cly HA BT F50 )

»  {EESG I, #fERMLATEIA vNIC F5E 0 HA, sl IR EBRIABCE LALE R 5 B B AT IRy
SRR Bt TR, BT CPNEST AR —TUEDR, I, HACRRIKG

m  VNic_2 SMHEA  RATHEET 9 DI, eAoRy “ES WNIC,

R, % FERIY P Hilk S DLR 9 LIF A[7: {2 DLR #FE AN LIF 1P #ik

(AL 192.168.10.2/29) 1) ARP #if], RI LM% vNIC 1 MAC HiiER H—4~ ARP fiideai oA
TN,
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» £ DLR FRECE DA AT, FARNSSEIERA, i, R IP ik ARP fiies—iER
BR, JHER RO B DS B IR E 1 “ Pl 1P ik,

»  {F DLR # WL S TrIshas s sl 3% vNIC 55 MK Fhas i (5 DAL A FIERE S H o
»  EWTER: Edge J it T HA BB DI, M) Edge # H1{5 B4 (Routing Information Base,
RIB)// k1% E. & (Forwarding Information Base, FIB) HFZ[4:Wr JT1: 324 Edge £211 IP Hitik, {H# ]
Edge FIB £k show ip forwarding #r3 {5 ~iZ IP, FfH AL FIB RHEERZ P, X2 Tq T
NSX B&HF RS FEENFE 0
REEANHT FIREZ 52N NSX B - ARG AR S5, IR T X S S i s o
NSX Manager
& 3-2. NSX Manager #fEfE 02200

R AR, B
F] NSX Manager He iU LIt £ fzr il ® 7 NSX Manager ZiaE5e e, (udE 1T NSX i f/ir iz
[J CRUD

m AR TIME A
m HdhR R A 2

NSX Manager Ml ESXi AL [BIFIMIEE AR by, ok B 1 DLR ¥ bLak ESG fEZ ey Fial T, xut
RabbitMQ i 5% 4 A ML 1Y CRUD #E# kil

RS NGRS DLR 94528 K
U= SUMERA €/

m BRI R A 2

m (EATEDESES I ARSI T

NSX Manager F1 5§ 2 [/ K28 22 e m NSX 437 U AR QIR . SR AN 5 e
LIS PN LA
m HUR s 2 A TR
NSX Manager MEAUMLE BN CEUlR 7 fsiis) m  JiiH NSX Manager DJAE5C 4Ry, GudE) 1] T NSX # fi/ifi £
[*J CRUD
m {1 NSX Manager it AR IH IR B, —3Boy i 252
BITT AR NIGE I, i T T T sl A T A
BdEEmE s HE A ST, BRI T
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Rt e
% 3-3. NSX Controller #fEt&Es Fngs0m

R B
PEGIRHEE S ESXi LA A R ey m DLR ZEHIZMEbnE COIE, SUFTMINERES th, @RGEIESES

D sy
m  DLREHEEIIAE (RO BUEAIMER LIF) vy
BRSO VXLAN B0, axn]ees o Bl (L2+L3) kol

Feth 2k
 HUERFCAIRE, BdkE gk e TIE
—AEPIN RIS ESXi B2 Mtz B QRSN R AR T LA RIS H AR R R 1%
PRI AT DLR S 32 2_E TR AR 2.
flagz e A~ e A EEE
—/NE S H AR R AR P e ey (ke 4D m PRI AP T PR RO R AL EER VXLAN A DLR
B PRI R A, R AU SRR
i
Zilas < IR B ARSI, SR R AT
BEE
m  DLR U7 LIF A0 CEEARZDESES ) 10, Sy
BRIRIERIL

m NSX B HACE (LIF) ATREAE NSX Manager Flfxihilas it >
[REARIFE, I 28T AT m 2B
m ARSI e CAEE 2 RS T isfT

— /NI IRLE SR U R SOV
m EHSH R ARSI R IEA T
Pt e L T2 AR N AT 2 RS i L RIIE

RGNS IS I FErr SR

FEHER

netcpa 1k AE AL SSL B AHFME 1L SSL F8ar 5 tfilge i L ailfE . XU (s Bot il jHE R (M
vsfwd $20) M NSX Manager H13HH .

WERUF P2 S B, netepa JT0T DD BBl o
TR AN B AR R, PR X R s A 23 ™ i (PSOD) F HARD 2 kA=
R 3-4. ENRBREFEAE TR0

R ERm
vsfwd i I 2R S e v i B 2R 557 (RTgEsd w0 QB £5 1 ESXi AL I vsfwd 78/ N JE L5 0]
L) NSX Manager, TEZ AR ALIIRIN B SR 44 1 iRt 1

HHZ AN ERHE L CEETT
THEEERZ Pty (vsfwd) (RSS2 T IR
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& 3-4. TNRBREEENXZm (20

i (-1,25

AR EAE NSX Pl 2T E AL A I N E I TIRAS Z BT LB
i

IR EAE FAENFSEIRZSIR R A

£ 3-5. netcpa HEEKFNZME

BRI

FAL ARt E AR, PO UG Shlasm s
FAHULIEI NSX Manager H13k2% DLR 524

FEAH L AE1TIY ESG 1 DLR #2567 5
EHUASRNN DLR, I HIC MBI DLR

FRE AU L A B O e, SR ok 4k sis
ir

AR
FZEFIRIECEL (netepa) HOMEE NI TN TA]

R EAE NSX Eabs i NAZ B NSE IS TIRZS 2 B A At

IR EAE LN UE NSRS A K A

DLR #= i & #A#1
% 3-6. DLR =4 E W R Fn &2 0

a2l

LI s K e L TR
FELHLEISATIY DLR & BEINUCTE R A 3 Rk F)
TIT] )

o3 A i A (A 2 MR RS ST AT LIF Bl B
o ARSI R RS EhatT

TR
DLR I 2 B AL I

DLR stz LS NSX Manager Az il 2 [RII{) I Fe

DLR #iEIALS NSX Manager 2 [AlftJ 4 ik

DLR e AL 4% il # [ FR e e ik

SBBEAXA NSX BE

IS, BLE NSX IFT A AL LR H S Aos B e rh Al et
SR AXRFEMER, WS

AT, AR EAEE NSX AR H S
B NSX AHAFI HSIE k™ 38

NSX Manager H&
m  NSX Manager CLI /11f{J) show log

» 15k NSX Manager Ul S EE IR AR S 4 H b

VMware, Inc.

RN

1% DLR 1y LIF FS FHIGIEE . SRR H 1 Sk
IEBATAT B PR S L6 B EAL CRRR S BUAE T
THIAs R T

SO EIEARIRD, AR, AR DLR 42U
ABEABIRIEED, SUARTRE AT 2 AR i A 22 5
2l

% DLR [1J LIF F1% 11t NSX Manager 615, 5 AR 44
PESM, FEHAS TR
THASE o BT kS T

% DLR [T e (sl shs) AR a2l

o DMEAE— A A
SACFFI ARG “i%

DENSX H &
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NSX Manager Virtual Appliance Management

’ View Summary ‘ ’ | B oownioad Tech Support Leg I ‘
' , o
y‘ Manage Appliance Settings g Backup & Restore
{ a Manage vCenter Registration ‘ { < Upgrade ‘

NSX Manager FIi504 SEFRRREA R A, ST imale . W, Sgmg (CRUD) HE.

EHIFAE

HE S 2 MR, TE%TEE%E@ A H S, rILU# ] show log <log files> [ filtered-by
<string> 1 @y ihlsMEs Hid o S e H G SCl-an R ArR:

m  cloudnet/cloudnet_java-vnet-controller.<start—time—stamp>.log: % H G FIA E AN ES
API 555

s cloudnet/cloudnet.nsx—controller.log: X &fafhiles FdrfE H k.
m  cloudnet/cloudnet_cpp.log.nsx—controller.log: Z%H GEHREEMS] S,
m cloudnet/cloudnet_cpp.log.ERROR: W1 HIfFfsEiR, 5z,

FEtilas HEAER TR, ERZEUEH N, RAAEER VMware T2 HIBA SR Blfgiie SR XER (8N, 475 2
T X2

1 show log CLIDASh, MW LAEIT watch log <logfile> [ filtered-by <string> 1 #r4:d
WA F S SRS

XU H A sl e tarh,  FIDAE NSX UL s —AMstiles 1t Fh TR R B &
(Download tech support logs)/&brPL A= sl Rz 5 F51

ESXi EHHE

7E ESXi EHL FinfTHI NSX A5 N IA H &S

= VMkernel Hi&: /var/log/vmkernel.log

A H L /var/log/netcpa.log

 EELE PG HE: /var/log/vsfwd. log

AT PR xEe H A vCenter Server HA sl EAIM LSRR — M8 BE U . IEAT root AN
Frek F P AT AT Rl ST A

ESG/DLR = EHH B E

AP PR30 ESG A1 DLR 45l AL A0 H G S ] CLI Womixseseff, sk il CLI Bk
Ul NEERS R,

T 5 rHER CLI #34J& show log [ follow | reverse ],
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TN EEASR, wEdTRA FERAE:

m M CLIH, JEN enable X, SKj51a1T export tech-support <[ scp | ftp 1> <URI> fiy
=\ vSphere Web Client 1, 7E#/E (Actions) Sz et T #iFRZ#H & (Download Tech

Support Logs)iZ17i .,

{« Hame » ¥ K NSXEdges
Networking & Security NSX Manager: (19216811042 | ¥ )
FH NSH Home & x O %% ]| @hacions - [-1:; Dinstalling | € 0 Failed l
4k Installation 1 Actions - LDR-01 Type
" Logical Switches adge-t x Delete Logical Router
adge-2 & Force Gyne NSX Edge
P Firewall eploy
=, SpoofGuard | ¥ Redeploy ‘
& Service Definitions hange aufo ryle configuration
Download Tech Suppor Logs I

F genice Composer I 2] ‘

e
@) Data Security onvertto Cotrpa

HittE AR A E
EBIRRE KBRS AR H A, HEN TR LARED 1l Ao NSX % iHj

EHETAIAE /etc/vmware/netcpa/config-by-vsm.xml 547 PA ML E

RS IP HikE. TCP B, uFP4s4r. SSL B HIAEH]
= 7 VXLAN (¥ DVS |f#] dvUplink (485E 50 . 48k, UUID)
s EHLTAM DLR 924 (DLRID. ##50)

n HIE A /etc/vmware/netcpa/netcpa.xml 75 &l netcpa i & 126100,

Al CERILN info)

w  HZE S /ete/vmware/ss1/rui-for-netcpa. *
w FASCHE: EALUERIEAURA
LI R AT E e st R IR 2

e ik e SRR e s 2T AP I NSX Manager R 2. GEd vsfwd SEBEITY ESZEH)

eI

HEREERRNES
SIS 55 i
CAVERE AR, BT EPRE IS, (B R

BB REMEE
2 37 T IR T U PR 4R T MG P ) B HL S o

VMware, Inc.

iR

l

100



NSX #l s

R 3-7. ERNEE i) B0

TR B

B P ISR K 1P S A BB BB

TR DVS i SAK 5 A B AR5 ESXi N I JCHEIER LAF (ALt
[PREE R

EASES PR ASTTR (HHIN2S . MTU, BGP ASN., i, $: B By shas il Ar s
18] OSPF [X I frmeis)

0 DLR HA $21145C 1 1P Wb So v B0 o AR 1 DLR 7 i AUALIT AR 2 HA 3 - MR AR i S

TR POX LR, 1 AR E AR AT

WERTEE, 5] debug ip ospf ok debug ip bgp CLI a4, JFl%e DLR #filizflblok ESG fxiil
(fiAR B SSH 2x35) 11 H S DS I S 5 )8

EHEmEREFEES

R I 4 ) T T A2 DA T )

EHUEREIEE R (netcpa) JoikimT vsfwd FEALITY LR 281015 %825 NSX Manager

w PRHIRHREEAEALEE DLRIVXLAN S8 3 A fra s H B

W, AIPLEE A s)3ES NSX Controller (3571510 CLI _F[f) restart controller) PAMRIESAMEE 1A
O P AR L

B RO BT TS B, 12 http://kb.vmware.com/kb/2125767 ,

W S A PE HE R 24
AR TE I T T HERR NSX % Fl) CLI %o
NSX Manager

M NSX 6.2 JF4f, DL NSX Controller F1HAt NSX H4:-H1a1 TRAMEEE NSX & i [R5 2 BILAE A
NSX Manager H1 1121217,

= DLR Zfl5I%

= 34 DLR 5241 LIF %l

= T/ DLR SR Fh A1 5&

» &> DLR M990 MAC Ml 41 3%

LR AN

w G HRARE RR

A APMY (OSPF o BGP) IR

»  NSX Manager % 4% DLR &l ek ESG R &
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DLR =% E 4150 ESG

DLR =il RN ESG fRftreise 1 FHiREdR mshne . Hdi izl LARE Bhfg ok i il )l

1 izfT show interfaces DIAIHE 4 FR.

2 iz{7T debug packet [ display | capture ] interface <interface name>.

w  WURAEIGR, BdE KR pcap SR
3 iZ{T debug show files DAFI ALK SLE
4 jzf7 debug copy [ scp | ftp 1 ... LA Fadiizk ks

dlr-01-0> debug packet capture interface vNic_2

TRALII AT o

tcpdump: listening on vNic_2, link-type EN1OMB (Ethernet), capture size 65535 bytes

43 packets captured
48 packets received by filter
0 packets dropped by kernel

dlr-01-0> debug show files
total 4.0K
—rW——————— 1 3.6K Mar 30 23:49 tcpdump_vNic_2.0

dlr-01-0> debug copy
scp use scp to copy
ftp use ftp to copy

dlr-01-0> debug copy scp
URL user@<remote-host>:<path-to>

debug packet iy {E)5 514 1] tepdump Ff H. TM&)U%JJI/

plr-02-0> debug packet display interface vNic_0 port_not_22
tcpdump: verbose output suppressed, use -v or -vv for full p

WRTF, IXEBE AT AR T2 Md‘ UNIX -1
tepdump JELE BT . ME—F BRI, Rmek sUh I s By PRI ¢ <7

B, DA F a4 g osiin) vNic_0 [T (SSH ERAN) , DUl E I8 T32 H A S AR S .

rotocol decode

listening on vNic_0, link-type EN1OMB (Ethernet), capture size 65535 bytes

04:10:48.197768 IP 192.168.101.3.179 > 192.168.101.2.25698:
ack 2824012766, win 913, length 19: BGP, length: 19
04:10:48.199230 IP 192.168.101.2.25698 > 192.168.101.3.179:
04:10:48.299804 IP 192.168.101.2.25698 > 192.168.101.3.179:
length 19: BGP, length: 19

04:10:48.299849 IP 192.168.101.3.179 > 192.168.101.2.25698:
04:10:49.205347 IP 192.168.101.3.179 > 192.168.101.2.25698:
length 19: BGP, length: 19

VMware, Inc.

Flags [P.], seq 4191398894:4191398913,

Flags [.], ack 19, win 2623, length 0

Flags [P.], seq 1:20, ack 19, win 2623,

Flags [.], ack 20, win 913, length 0

Flags [P.], seq 19:38, ack 20, win 913,
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NSX Hd ks ErS

ESXi £

FHLE NSX B UMD, B 3-14. Sfite NSX I i Al S EHLA: B R TS RGP &
AR AN T B oA oA S NSX Manager CLI 154>

3-14. 5k NSX BBl EmEa XM ENAHE

ESXi HL A
N VMAC: 02:50:56:56:44:52 4
B PIIRIRR PMAC: XX:XX:XX XX:XX:XX
show — [ b
logical-router B BRI A (default+edge-1) | B EE%_ <]
host hostiD dIr [l L ARPEZE
all verbose 172.16.10.1/24  172.16.20.1/24 172.16.30.1/24 192.168.10.2/29
LIF ..0a LIF ..0b LIF ..0c LIF ..0d
Q Q Q o X
] | | | AN
[ " 17 g |
show
logical-router
h%st host/D > vdrPort ..656 VXLAN 5000
. A
connection VXLAN 5001
VXLAN 5002
VXLAN 5003
DVS (Compute_VDS)
& 857 b 658
R 1 R 2
A1TAA2 11:84:52
VM VM

show logical-switch

host hostID

verbose

show logical-router
host hostID
connection

show
logical-router
host host/D dir
dirlD route

show
logical-router
host host-ID
dir dirID arp

show
logical-router
host hostID dir
dirlD verbose

show

logical-router
host host/ID
dir dirID interface
intID verbose

TERHRE AL R O Bds (o n] DASS B B AE Bs (s R AN BEHR IR TR L, 1] 3-15. ik sl AT E T
CLI 174 s [ = E SR FHAOAHRN. CLI iy 4o
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3-15. R AFEEE CLI &%

ESXi E£#1 A

DLR RI#%tE R
DLR 41 A

LIFA LIFB

vdrPort VXLAN A

VXLAN B

dvPort DVS (Compute_VDS) [ | dvUplink
oo DFW (2)
DLR

-0 SwSec (1)

5o o
- dvFilter

IOChain "

BTN

FEAAMLR 2 -
EIFEIUL: pktcap-uw --switchport 50331660 --dir=0

NI : pktcap-uw --switchport 50331660 --dir=1

DLR jRE:
B DLR: pktcap-uw --switchport 50331566 --dir=0
# A DLR: pktcap-uw --switchport 50331566 --dir=1

RERM EITHRRE:
DVS->_E1THEEE: pktcap-uw --uplink vmnicO --dir=1 --stage=0
LE174%8%->DVS: pktcap-uw --uplink vmnic0 --dir=0 --stage=1

VXLAN HE 3R E :
B EH: pktcap-uw --uplink vmnic0 --dir=1 --stage=1
FHANEHL: pktcap-uw --uplink vmnicO --dir=0 --stage=0
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NSX Edge ®fEHEER

AL T AT T VMware NSX Edge AT T BeERRAOfH Bl

L NSX Edge et lmldl, 1Hgul M pE NSRS P BOE 5 E T RIS BB 1 AR
BRI SR SERE,  DATHER P REAURRIE A L BN SRIBA TR . X 02l B bl 24 AU 2R THE
B, DAEAKIEOHRE AR AR T 56 AEBEE AP B

THZ B RN A TR WIA G Je i 1zl
BPRAE 2% VMware NSX Edge INTHE I IR AR 20K . 112 I NSX 255/

o s— |

3 AT 2R o) R

n BUREEMREES S “Would Block” [RIEIEK, ACHFLHFE L, 12 M https://kb.vmware.com/kb/
2107951,

WIS TEEEE Y, (H Edge £ A BA &R, iER bR 2 JEAHAL EER: . 1ES U https://
kb.vmware.com/kb/2135285,

» QR Edge AR ETHRIMO LA P TR

O

/sbin/ifconfig vNic_1 up failed : SIOCSIFFLAGS: Invalid argument

B
w W), I7E Edge Bl IR R

m 1217 show interface x4 UL Edge Sy H R W2l MaIRIA H

VNic_0: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc mq state DOWN gqlen 1000
link/ether 00:50:56:32:05:03 brd ff:ff:ff:ff:ff:ff
inet 21.12.227.244/23 scope global vNic_0
inet6 fe80::250:56ff:fe32:503/64 scope link tentative dadfailed
valid_1ft forever preferred_l1ft forever

FEXPIRMGEOL T EA AN B . ZRGZIEL, R EAL B,
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fic & o) &1
n  KEE NSX Edge 2115 B.. 152 I https://kb.vmware.com/kb/2079380,
WRZFFFH vse_die DUk NSX Edge Hibo 8127 /AR H G4 A T RE S OOl & BRI

BN O

= CPU H AR

IR NSX Edge 119 CPU i JAkz s, 1f7E ESXi LALLM esxtop ar &S iE B AOVERE. 12 BILL B
SRR

m  https://kb.vmware.com/kb/1008205

m  https://kb.vmware.com/kb/1008014

m  https://kb.vmware.com/kb/1010071

m  https://kb.vmware.com/kb/2096171

A2 https://communities.vmware.com/docs/DOC-9279,,

BiEn ksoftirgd HFMEFRENSUR RS, BEEEEROERE FaMHEICE, B, Rk
WIS 1247 show log follow #y & VARE & 107 I AREMH S AL

ETHEEEFFIMER

M NSX for vSphere 6.2.3 JI-if, #n[LUf#i[] show packet drops #34 Worbl NNAMEIE O EF S 1HE
H .

e

LR AN
BT
. L2

= L3
DS

W

PaiTIZm S, ek E] NSX Edge CLI g NFEARR R, o5 e, B2 (NSX ey 47540
/’:'::%>> o Tﬁﬁl—]:

show packet drops
vShield Edge Packet Drop Stats:

Driver Errors

TX TX TX RX RX RX
Interface Dropped Error Ring Full Dropped Error Out Of Buf
vNic_0 0 0 0 0 0 0
vNic_1 0 0 0 0 0 0
vNic_2 0 0 0 0 0 2
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vNic_3 0 0 0 0 0
vNic_4 0 0 0 0 0
vNic_5 0 0 0 0 0

Interface Drops

Interface RX Dropped TX Dropped

vNic_0 4 0
vNic_1 2710 0
vNic_2 0 0
vNic_3 2 0
vNic_4 2 0
vNic_5 2 0

L2 RX Errors

Interface length crc frame fifo missed

vNic_0 0 0 0 0 0
vNic_1 0 0 0 0 0
vNic_2 0 0 0 0 0
vNic_3 0 0 0 0 0
vNic_4 0 0 0 0 0
vNic_5 0 0 0 0 0

L2 TX Errors

Interface aborted fifo window heartbeat

vNic_0 0 0
vNic_1 0 0 0 0
vNic_2 0 0 0 0
vNic_3 0 0 0 0
vNic_4 0 0 0 0
vNic_5 0 0 0 0
L3 Errors

IP:

ReasmFails : 0
InHdrErrors : 0
InDiscards : 0
FragFails : 0
InAddrErrors : 0
OutDiscards : 0O
OutNoRoutes : 0
ReasmTimeout : 0O
ICMP:

InTimeExcds : 0
InErrors : 227
OutTimeExcds : 0
OutDestUnreachs : 152
OutParmProbs : 0
InSrcQuenchs : 0
InRedirects : 0
OutSrcQuenchs : 0
InDestUnreachs : 151
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OutErrors : 0
InParmProbs : 0

Firewall Drop Counters

Ipv4 Rules

Chain — INPUT

rid pkts bytes target
0 119 30517 DROP

0 0 0 DROP
Chain - POSTROUTING
rid pkts bytes target
0 101 4040 DROP

0 0 0 DROP

Ipv6 Rules

Chain - INPUT

rid pkts bytes target
0 0 0 DROP
0 0 0 DROP
Chain - POSTROUTING

rid pkts bytes target
0 0 0 DROP
0 0 0 DROP

prot
all
all

prot
all
all

prot
all
all

prot
all
all

opt

opt

in out

* *

* *

in out

*

*

source destination

* 0.0.0.0/0 0.0.0.0/0
* 0.0.0.0/0 0.0.0.0/0

source destination

* 0.0.0.0/0 0.0.0.0/0
* 0.0.0.0/0 0.0.0.0/0

source destination
::/0 ::/0
::/0 ::/0

source destination
* :1:/0 ::/0
* :1:/0 ::/0

EIE NSX Edge BHHITREATT A

= {f vSphere Web Client 11, £ NSX Edge |/l L2 VPN DLKA DN, R E o At B 2E4n1E B,
(Site Configuration Details)itl, Zif/ER S EBMIT I EgrE G BAa 1R . SOETUIINAT A,

state

state

state

state

INVALID

INVALID

INVALID

INVALID

»  NSXEdge &ML (VM) FROE LA B fE A s s ERISCHE . DGO S UM
ECAE . NVRAM B8 S S SR H S o AR R IR REAUA A7 e S s T Bl o =,

FEAUMUAC LS« REAURAR SO NSS4 S T e

BRI, AR

EAEAR R A LA

B E A, SRRSO T AREIO A, NSX Manager s 48 VMX SO E R 6t
ITRERNLES S e Tk TR EIIR], NSX Manager 787 B B AE g sk B VMX SO 51
I K7 s NSX Edge WL, 2075 7705 5 81 205774 1D (FEE TRAUALT VMX ST 2 1E

Jy Appliance ZE0T—aB5m R I, FHEoRAE Ul FakfEly REST API iR 21

W2 vCenter

Server VA [ fi#51> NSX Manager RN LS AR DA T LA SR E X B8 SR — A ek A B A7 1
TS B ARG R, 1ESBILL T SOR:

» vSphere [P EFE,
m  vSphere H L,

m vCenter Server F3-Fl7 P,

AREEDIE T AN F8

= Edge P R (0 7 M
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NSX Wik RS

= Edge % G

= NSX Manager 5 Edge {5 1%
n HERELER

= Edge 2k

Edge B NIGEIRE EF i)

ETRNEHEEEFRITHER

M NSX for vSphere 6.2.3 J14fi, #An DA/} show packet drops @4 npi kA dE U E T4l

/BN O

FLUE TS, 1575 NSX Edge CLI JEdE NIEARI, ACFaEE, S0 (NSX 44T Rl
) o flan:

o

show packet drops

vShield Edge Packet Drop Stats:

Firewall Drop Counters

Ipv4 Rules

Chain — INPUT

rid pkts bytes target prot opt in out source destination

0 119 30517 DROP agll -- * * 0.0.0.0/0 0.0.0.0/0 state INVALID
0 0 ® DROP agll —- * * 0.0.0.0/0 0.0.0.0/0

Chain — POSTROUTING

rid pkts bytes target prot opt in out source destination

0 101 4040 DROP adll —- * * 0.0.0.0/0 0.0.0.0/0 state INVALID
0 0 O DROP all - * *0.0.0.0/0 0.0.0.0/0

Ipv6e Rules

Chain — INPUT

rid pkts bytes target prot opt in out source destination

0 0 0 DROP all * * 1:/0 ::/0 state INVALID
0 0 0 DROP all * * 1:/0 ::/0

Chain — POSTROUTING

rid pkts bytes target prot opt in out source destination

0 0 0 DROP all * * 1:/0 1:/0 state INVALID
0 0 0 DROP all * * 1:/0 1:/0
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Edge ##E €187 A a3

AT, 1K E] NSX Edge CLI JFE AFEARI . AOGHFAIE R, 1550 (NSX a4 T 54l
%) .
1 fii/f] show firewall A8 KEGSHINIZR ., usr_rules S RACE TR

nsxedge> show firewall
Chain PREROUTING (policy ACCEPT 3146M packets, 4098G bytes)

rid pkts bytes target prot opt in out source destination

Chain INPUT (policy ACCEPT 0 packets, O bytes)

rid pkts bytes target prot opt in out source destination
0 78903  16M ACCEPT all —- 1o * 0.0.0.0/0 0.0.0.0/0
0 0 0 DROP all —— = * 0.0.0.0/0 0.0.0.0/0
state INVALID

0 140K 9558K block_in all - * * 0.0.0.0/0 0.0.0.0/0
0 23789 1184K ACCEPT all —- * * 0.0.0.0/0 0.0.0.0/0
state RELATED,ESTABLISHED

0 116K 8374K usr_rules all —-— =* * 0.0.0.0/0 0.0.0.0/0
0 0 0 DROP all —— = * 0.0.0.0/0 0.0.0.0/0

Chain FORWARD (policy ACCEPT 3146M packets, 4098G bytes)
rid pkts bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT 173K packets, 22M bytes)
rid pkts bytes target prot opt in out source destination

Chain POSTROUTING (policy ACCEPT O packets, 0 bytes)

rid pkts bytes target prot opt in out source destination
0 78903  16M ACCEPT all —- * lo 0.0.0.0/0 0.0.0.0/0
0 679K  41M DROP all —- * * 0.0.0.0/0 0.0.0.0/0
state INVALID

0 3146M 4098G block_out all - =* * 0.0.0.0/0 0.0.0.0/0
0 0 0 ACCEPT all —— = * 0.0.0.0/0 0.0.0.0/0
PHYSDEV match —--physdev-in tap® --physdev-out vNic_+

0 0 0 ACCEPT all —— = * 0.0.0.0/0 0.0.0.0/0
PHYSDEV match —--physdev-in vNic_+ —-physdev-out tap0®

0 0 0 ACCEPT all —— = * 0.0.0.0/0 0.0.0.0/0
PHYSDEV match --physdev-in na+ —--physdev-out vNic_+

0 0 0 ACCEPT all —— = * 0.0.0.0/0 0.0.0.0/0
PHYSDEV match —-physdev-in vNic_+ —--physdev-out na+

0 3145M 4098G ACCEPT all —— = * 0.0.0.0/0 0.0.0.0/0
state RELATED,ESTABLISHED

0 221K 13M usr_rules all — =* * 0.0.0.0/0 0.0.0.0/0
0 0 0 DROP all —— = * 0.0.0.0/0 0.0.0.0/0

Chain block_in (1 references)
rid pkts bytes target prot opt in out source destination

Chain block_out (1 references)
rid pkts bytes target prot opt in out source destination

Chain usr_rules (2 references)
rid pkts bytes target prot opt in out source destination
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131074 70104 5086K ACCEPT all — = *
match-set 0_131074-0s-v4-1 src
131075 116K 8370K ACCEPT all — = *
match-set 1.131075-ov-v4-1 dst
131073 151K 7844K ACCEPT all - * *

17F show firewall #7211 POST_ROUTING #5345 HiAS:

fifi:
m ASRPPRES )@

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

#F DROP invalid FNFsede . dA i A4

n LT TCP R T AT SRS N TR L —/ NN o QR ER AT Shi I TRl 5 LSRR

JPAE T2 RRES I ARG, 156 REST AP I NS SN 15 . i

kb.vmware.com/kb/2101275

2  TE show ipset my 2,

nsxedge> show ipset

Name: 0_131074-0s-v4-1

Type: bitmap:if (Interface Match)
Revision: 3

Header: range 0-64000

Size in memory: 8116

References: 1

Number of entries: 1

Members:

vse (vShield Edge Device)

Name: 0_131074-0s-v6-1

Type: bitmap:if (Interface Match)
Revision: 3

Header: range 0-64000

Size in memory: 8116

References: 1

Number of entries: 1

Members:

vse (vShield Edge Device)

Name: 1_131075-ov-v4-1

Type: hash:oservice (Match un-translated Ports)
Revision: 2

Header: family inet hashsize 64 maxelem 65536
Size in memory: 704

References: 1

Number of entries: 2

Members:

Proto=6, DestPort=179, SrcPort=Any (encoded: 0.6.0.179,0.6.0.0/16)

Proto=89, DestPort=Any, SrcPort=Any (encoded:

Name: 1_131075-ov-v6-1

Type: hash:oservice (Match un-translated Ports)
Revision: 2

Header: family inet hashsize 64 maxelem 65536

VMware, Inc
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Size in memory: 704

References: 1

Number of entries: 2

Members:

Proto=89, DestPort=Any, SrcPort=Any (encoded: 0.89.0.0/16,0.89.0.0/16)
Proto=6, DestPort=179, SrcPort=Any (encoded: 0.6.0.179,0.6.0.0/16)

3 {liJl] REST API = Edge JI] )7 SHiAE A E B KRS E S T H ek, SRR BET] show log follow fiy

S H .

WMAEEARHE, WL REST API £E DROP Invalid #U00 F S H Eid s,

URL : https://NSX_Manager_IP/api/4.0/edges/{edgeld}/firewall/config/global

PUT Method
Input representation
<globalConfig> <!—— Optional ——>

<tcpPickOngoingConnections>false</tcpPickOngoingConnections>  <!—— Optional. Defaults to false ——

>

<tcpAllowOutOfWindowPackets>false</tcpAllowOutOfWindowPackets> <!— Optional. Defaults to

false —>

<tcpSendResetForClosedVsePorts>true</tcpSendResetForClosedVsePorts> <!— Optional. Defaults to

true ——>

<dropInvalidTraffic>true</dropInvalidTraffic> <!— Optional. Defaults to true ——>
<logInvalidTraffic>true</logInvalidTraffic> <!— Optional. Defaults to false ——>
<tcpTimeoutOpen>30</tcpTimeoutOpen> <!— Optional. Defaults to 30 ——>

<tcpTimeoutEstablished>3600</tcpTimeoutEstablished> <!—— Optional. Defaults to 3600 ——>
<tcpTimeoutClose>30</tcpTimeoutClose> <!—— Optional. Defaults to 30 ——>

<udpTimeout>60</udpTimeout> <!— Optional. Defaults to 60 ——>
<icmpTimeout>10</icmpTimeout> <!— Optional. Defaults to 10 ——>
<icmp6Timeout>10</icmp6Timeout> <!— Optional. Defaults to 10 ——>
<ipGenericTimeout>120</ipGenericTimeout> <!— Optional. Defaults to 120 ——>
</globalConfig>

Output representation
No payload

fiiJf] show log follow my&EHISL My HE:

2016-04-18T20:53:31+00:00 edge-0 kernel: nf_ct_tcp: invalid TCP flag combination IN= OUT=
SRC=172.16.1.4 DST=192.168.1.4 LEN=40 TOS=0x00 PREC=0x00 TTL=64 ID=43343 PROTO=TCP
SPT=5050 DPT=80 SEQ=0 ACK=1572141176 WINDOW=512 RES=0x00 URG PSH FIN URGP=0
2016-04-18T20:53:31+00:00 edge-0 kernel: INVALID IN= OUT=vNic_1 SRC=172.16.1.4
DST=192.168.1.4 LEN=40 TOS=0x00 PREC=0x00 TTL=63 ID=43343 PROTO=TCP SPT=5050 DPT=80
WINDOW=512 RES=0x00 URG PSH FIN URGP=0

4 {fi}i] show flowtable rule_id @ir41E Edge Py KERIRASR A UL AC SR

nsxedge> show flowtable
1: tcp 6 21554 ESTABLISHED src=192.168.110.10 dst=192.168.5.3 sport=25981
d port=22 pkts=52 bytes=5432 src=192.168.5.3 dst=192.168.110.10 sport=22 dport=259
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81 pkts=44 bytes=7201 [ASSURED] mark=0 rid=131073 use=1

2: tcp 6 21595 ESTABLISHED src=127.0.0.1 dst=127.0.0.1 sport=53194
dport=10 001 pkts=33334 bytes=11284650 src=127.0.0.1 dst=127.0.0.1 sport=10001 dport=5319

4 pkts=33324 bytes=1394146 [ASSURED] mark=0 rid=0 use=1

4] show flowstats iy 2% SIS SR R VR BGH TIE R :

nsxedge> show flowstats
Total Flow Capacity: 65536
Current Statistics :

cpu=0 searched=3280373 found=3034890571 new=52678 invalid=659946 ignore=77605
delete=52667 delete_list=49778 insert=49789 insert_failed=0 drop=0 early_drop=0
error=0 search_restart=0

5 f#iH] show log follow #F%
msrpc_alg ik oracle_tns YR, AIBER, HE:

S

Edge HEIFEATAT ALG EFrnl, 18R

https://kb.vmware.com/kb/2126674

https://kb.vmware.com/kb/2137751

Edge I HEZE 0

1 {#ifl ping <destination_IP_address> fiy4 M%& il

2 EPINMEED LRI R R
il s
A Mo S AE R A 1 4%k

debug packet display interface vNic_0 -n_src_host_1.1.1.1

#

K

=N
R :

SEFHEA N oA e 1 i i

debug packet display interface vNic_1l -n_src_host_1.1.1.1

KRR R, 154 ESXi Hhfli ] ESXi £dii

https://kb.vmware.com/kb/2051814,

AR O EF— I, HAEHS NN EAECHIRCE

IP -

B3 KR B NAT A
AR th

RP Jiik ik 25

{#if] show interface 7y

VMware, Inc
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EYEEL IR

SNBSS, SRIEEH] SCP

ik SRR T pktcap—uw T Ho i

Bk

KT tftp_alg.

ﬁ
Sz

o
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b ARAEIRE I E D, s TUL P s
m  show ip route
m  show ip route static
m  show ip route bgp
m  show ip route ospf
¢ iz{T show ip forwarding fir< LA7ERHS pH A A HFT OB o

d WREAZNKL, 17HisT show rpfilter ipd.

nsxedge> show rpfilter

0

0
net.ipv4.conf.br-sub.rp_filter = 1

net.ipv4.conf.VDR.rp_filter

net.ipv4.conf.all.rp_filter

net.ipv4.conf.default.rp_filter = 1
net.ipv4.conf.lo.rp_filter = 0

net.ipv4.conf.vNic_0.rp_filter =
net.ipv4.conf.vNic_1.rp_filter =
net.ipv4.conf.vNic_2.rp_filter =
net.ipv4.conf.vNic_3.rp_filter =
net.ipv4.conf.vNic_4.rp_filter =
net.ipv4.conf.vNic_5.rp_filter =
net.ipv4.conf.vNic_6.rp_filter =
net.ipv4.conf.vNic_7.rp_filter =
net.ipv4.conf.vNic_8.rp_filter =

PR R R R RRRR R

net.ipv4.conf.vNic_9.rp_filter =

nsxedge> show rpfstats
RPF drop packet count: 484

B RPF 415 B, 1hia{T show rpfstats s,

nsxedge> show rpfstats
RPF drop packet count: 484

IREAR QTR AL, Ui A BT PRER
a AT CPU BN, 1afThA Mand
m  show system cpu
m  show system memory
m  show system storage
m  show process monitor
= top

X1 ESXi, 1Hiz{T esxtop n il
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PCPU USED(%): 2.5 5.0 3.7 77 AVG: 22
PCPU UTIL(%): 0.5 2.7 3.3 92 AVG: 24
ID GID NAME NWLD %USED %RUN
98255269 98255269 esxtop.11224149 1 67.04 69.86
2 2 system 139 3.03 4.61
86329 86329 app-0la 6 0.69 0.57
78730 78730 db-0la 6 0.48 0.67
90486 90486 app-02a 6 0.38 0.32
BVMWAIT %RDY %IDLE %0VRLP %CSTP %MLMTD
11.01 - 0.39 0.00 0.09 0.00 0.00
600.00 53.81 0.106  93.13 0.00 0.00 0.00
13900.00 - 28.68 0.00 2.69 0.00 0.00
600.00 53.81 0.106  93.13 0.00 0.00 0.00
600.00 0.00 0.19 151.92 0.00 0.00 0.00

NSX Manager 5 Edge #{5oj&#

NSX Manager i1 VIX 574 E 52k 5 NSX Edge i
2k, HHMAR LR,

F VIX £F NSX 6.3.0 FIHH S hRACH A2 50 F5

VIX
w QURORHER ESXi EAL P VIX T NSX Edge.

m  NSX Manager 5c ) vCenter Server H3RH MU HabAER:R] ESXi FH L,

s NSX Manager fif /1] Edge #5255~ 5] Edge 4%

» Edge [ffJ vmtoolsd FHRLALHE VIX i,
KA VIX S R T s

»  NSX Manager Jci%k 55 vCenter Server 1ifif5 .
»  NSX Manager Jcik 5 ESXi EALHT .
{77 NSX Manager [N#S[H]L,

» {71{F Edge PNEBIAIRR,

VMware, Inc

%SYS  %WAIT
0.00 6.26
0.00 12053.58
0.00 466.09
0.00 441.44
0.00 463.42
%SWPWT

0.00

0.00

0.00
0.00
0.00

1% . NSX Manager 715 Edge I3

Ve VIX 5k

S|

T/
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VIX i

& NSX Manager HiSHE i VIX §i% VIX_E_<error> DAZi/ N TR . A A 2600 NI AU
Vix Command 1126400 failed, reason com.vmware.vshield.edge.exception.VixException: vShield
Edge:10013:Error code 'VIX_E_FILE_NOT_FOUND' was returned by VIX API.:null

Health check failed for edge edge-13 VM vm-5025 reason:
com.vmware.vshield.edge.exception.VixException: vShield Edge:10013:Error code
'"VIX_E_VM_NOT_RUNNING' was returned by VIX API.:null

W, WARIRZ Edge [N A AEARRIHEE, WAL EHifE Edge .

HEBZ&EIK
TEAERS ESXi FHUN, B B Zk0E T NSX Edge 115 .
7EIEE) R, NSX Manager H b RTREAS 2500 R fift4c H -

GMT ERROR taskScheduler-6 PublishTask:963 - Failed to configure VSE-vm index 0, vm-id vm-117,
edge edge-5. Error: RPC request timed out

FELA GO T, Rt L

= Edge /T HRIRAS

w  HEEZRER T

L Edge Wiz, HPATIL N ERAE:
n EHOE rmq R WNs T M

nsxedge> show messagebus messages

Message bus is enabled
cmd conn state : listening

init_req g 1l
init_resp g 1l
init_reqg_err 1 0

nsxedge> show messagebus forwarder

Forwarder Command Channel

vmci_conn :up
app_client_conn :up
vmci_rx : 3649
vmci_tx : 3648
vmci_rx_err : 0

VMware, Inc

116



NSX #l s

vmci_tx_err H O]
vmci_closed_by_peer: 8

vmci_tx_no_socket : 0O
app_rx : 3648
app_tx 1 3649

app_rx_err
app_tx_err

app_conn_req
app_closed_by_peer :

© ©O B © ©

app_tx_no_socket

Forwarder Event Channel

vmci_conn oup
app_client_conn Toup
vmci_rx 1 1143
vmci_tx 1 13924
vmci_rx_err )
vmci_tx_err )

vmci_closed_by_peer: 0

vmci_tx_no_socket : 0
app_rx 1 13924
app_tx : 1143
app_rx_err )

app_tx_err 0
app_conn_req 1
app_closed_by_peer : 0
app_tx_no_socket 0

cli_rx
cli_tx
cli_tx_err

© O B BB

counters_reset

EiZorfid, i vmci_closed_by_peer: 8 Form EAUREEICHIERL VRIS, WS Z B AW it
H vmci conn & down, WJFHIAREITCEERE] RMQ HREE, 7F show log follow H, 7F Edge Hi&
AR EE 5% VmciProxy: [daemon.debug] VMCI Socket is closed by peer

HE ESXi ENL LWz, i AToL MR

m  EROH ESXi FALEEEE] RMQ R, 1517 M s

esxcli network ip connection list | grep 5671

tcp 0 0 10.32.43.4:43329 10.32.43.230:5671 ESTABLISHED 35854 newreno

vsfwd

tcp 0 0 10.32.43.4:52667 10.32.43.230:5671 ESTABLISHED 35854 newreno

vsfwd

tcp 0 0 10.32.43.4:20808 10.32.43.230:5671 ESTABLISHED 35847 newreno

vsfwd

tcp 0 0 10.32.43.4:12486 10.32.43.230:5671 ESTABLISHED 35847 newreno vsfwd
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NSX btk 1Er
Edge 2k E

Edge i2H#h

n HHLL MR vmtoolsd &5 IEAEIS T

nsxedge> show process list
Perimeter-Gateway-01-0> show p

%CPU %MEM VSZ RSZ STAT S
0.0 0.1 4244 720 Ss

0.0 0.1 4240 640 S

0.2 0.9 57192 4668 S
0.0 0.4 4304 2260 SLs

BT RS LS E Edge S

nsxedge> show eventmgr

messagebus : enabled
debug 0
profiling . 0
cfg_rx 1

(<]

cfg_rx_msgbus

rocess list
TARTED TIME COMMAND
May 16 00:00:15 init [3]

May 16 00:00:00 logger -p daemon debug -t vserrdd

May 16 00:23:07 /usr/local/bin/vmtoolsd --plugin-pa
May 16 00:01:54 /usr/sbin/watchdog

&t]‘TF?ﬁiKZ§:

A LA ] show eventmgr iy & 56 b2 U B HACFRAT a2 o

nsxedge> show eventmgr

messagebus : enabled
debug

profiling

cfg_rx

cfg_rx_msgbus

0

0

1

0
cfg_rx_err 0
cfg_exec_err 0
cfg_resp 0
cfg_resp_err 0
0

cfg_resp_ln_err:

fastquery_rx : 0 fastquery_err

clearcmd_rx 0
clearcmd_err 0
ha_rx 0
ha_rx_err 0
ha_exec_err 0
status_rx : 16
status_rx_err : 0
status_svr : 10
status_evt 0
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status_evt_push:
status_ha
status_ver
status_sys
status_cmd
status_svr_err :
status_evt_err :
status_sys_err :
status_ha_err
status_ver_err :
status_cmd_err :
evt_report

© P O 00O 00 O o vk oo

evt_report_err :
hc_report : 10962

hc_report_err

cli_rx 2

cli_resp 1

cli_resp_err : 0

counter_reset 0

—————————— Health Status ————————————
system status : good

ha state 1 active

cfg version
generation
server status
syslog-ng
haproxy

ipsec

sslvpn

12vpn

dns

dhcp
heartbeat
monitor

gslb :
—————————— System Events ————————————

© O © © OO © O O R KF O N

Edge & &
R vmtoolsd Az Tuk NSX Edge Ab Tk, 1THTS|5 Edge.
TUIPIEL, NFEHSI S, MY AHE TR

o OPATIERREN, i FIH Edge AT HEICRAE B

TR NAZ bt AR EGRIML M E R

w  {BAE T BHRASHY Edge FEUMLI vmss CREIUAILEEES) B vmsn GEAUBLERIED SCF. dRA77E
vmem X, MIEFEIE S PTDMEHRZSCA I VMware SCRFERT RT3 A i N AZAZ DA S A

w  FES1S (MEAEERRRED i Edge o B4 Edge XA &, Sk PG # Edge Hib. i
Z: W, https://kb.vmware.com/kb/2079380,

»  Edge #xHI G M bEREIEHORARE A TN, (HRl s Ao e iEEs .
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B R IR R BE HE R

ATTERAE T A SR KR PR 5
AREWE TV 3

m T A kR

m SR

XTFam=NpAIE

TP H RabbitMQ 714 5 B2 7F vsfwd (RMQ % /i) Fl NSX Manager T RMQ IR &S w5 R 1]
5. NSX Manager {ifi FhZ i B2 S A LA R ESXi FHL, G EAE NI X5 ks -
EEPNGp & ST

NSX 73 B KRR AR NS PRAR Iy NAZ s s, T DA B Azl e AL i) A E 0 8orni s . AT LA
X VMware vCenter %52 Candlu ORI | REIWLZFRAIbRIC . MIZSE5H (4 IPIVLAN/VXLAN
Hohk) VLK Active Directory HF HI P 4EAR IR G A5 PRl skl . B0, 7Eafind vMotion 7EANAPEE 112
(RIS B REAUNLN s Ry 2o i) S — B v s sk, TR S H AN 3o 2B K B NAE
R, e r] DA B L R A, W 55 L SR m i TR I S Bk
oA SR AR B T AN IR e, IR B T s I 2 AN A 808 P K B TR

ESXi 4L Lf¥) NSX Manager Web [ FIFEf Al NSX 41fHid RabbitMQ AELGEFEAT HAE(E, izt ffEs
NSX Manager Web [ 12/ FAHRI RGN 1247 A HIREE hissh AMQP Gl B AT ED , IF
811 SSL R4k 24, /F ESXi 411, VSFWD (vShield [ k5487 ) SERE N FE4E SRR
SSL &4, FFRFIMA LR AEOH R, X IPC 5 H AT,
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5-1. ESXi EHL AT A%z 8 E

skl
&

NSX
Manager

A8 REST API

1Bt SSL By TCP
RabbitMQ

HERZ% netcpa (UWA)

g

1 1
1 1
1 1
! DFW VDS VXLAN B&E :
| |
1 1

_________________________________________________

&M DFW i CLI &%

AT PAAE NSX Manager 1k CLI_F3REUE 551 2B AR ik 245005 L.
{EF Show dfw & CLI 5%

IR BT N s

1 {#iJf] admin FE3EE55] NSX Manager H14&: CLI,

2 isfrl Mg

a 1217 show cluster all fy & VL ~ATA RS,

nsxmgr>show cluster all

No. Cluster Name Cluster Id Datacenter Name
1 Compute Cluster A domain-c33 Datacenter Site A
2 Management & Edge Cluster  domain-c4l Datacenter Site A

b 1217 show cluster <clusterIDs> w2 DL REFEREERIENL,

nsxmgr> show cluster domain-c33
Datacenter: Datacenter Site A
Cluster: Compute Cluster A

No. Host Name Host Id Installation Status
1 esx-02a.corp.local host-32 Enabled
2 esx-01a.corp.local host-28 Enabled

VMware, Inc
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C

d 1217 show vm <vmID> & DL sEENUNME B, AFEmkERs 2 8H vNIC ID:

e

1247 show host <hostID> DA s FAL ARG I,

nsxmgr> show host host-28

Datacenter: Datacenter Site A

Cluster: Compute Cluster A

Host: esx-0la.corp.local

No. VM Name VM Id Power Status
web-02a vm-219 on

web-01a vm-216 on

win8-01la  vm-206 off

app-02a vm-264 on

AW N R

nsxmgr> show vm vm-264
Datacenter: Datacenter Site A
Cluster: Compute Cluster A
Host: esx-0la.corp.local
Host-ID: host-28

VM: app-02a

Virtual Nics List:

1.

Vnic Name app-02a - Network adapter 1

Vnic Id 502ef2fa-62cf-d178-cb1lb-c825fb300c84.000
Filters nic-79396-eth0-vmware-sfw.2

12N vNIC ID Haa T2 m2, 141, show dfw vnic <vnicID> fll show dfw host <hostID>

filter <filter ID> rules:

nsxmgr> show dfw vnic 502ef2fa-62cf-d178-cb1b-c825fb300c84.000

Vnic Name app-02a - Network adapter 1

Vnic Id 502ef2fa-62cf-d178-cblb-c825fb300c84.000

Mac Address 00:50:56:ae:6c:6b
Port Group Id dvportgroup-385
Filters nic-79396-eth0-vmware-sfw.2

nsxmgr> show dfw host host-28 filter nic-79396-ethO-vmware-sfw.2 rules

ruleset domain-c33 {
# Filter rules

rule 1012 at 1 inout protocol any from addrset ip-securitygroup-10 to addrset ip-

securitygroup-10 drop with log;

rule 1013 at 2 inout protocol any from addrset srcl013 to addrset srcl013 drop;
rule 1011 at 3 inout protocol tcp from any to addrset dstl011l port 443 accept;
rule 1011 at 4 inout protocol icmp icmptype 8 from any to addrset dstl01l accept;
rule 1010 at 5 inout protocol tcp from addrset ip-securitygroup-10 to addrset ip-

securitygroup-11 port 8443 accept;

rule 1010 at 6 inout protocol icmp icmptype 8 from addrset ip-securitygroup-10 to

ip-securitygroup-11 accept;

VMware, Inc.
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rule 1009 at 7 inout protocol tcp from addrset ip-securitygroup-11 to addrset ip-
securitygroup-12 port 3306 accept;

rule 1009 at 8 inout protocol icmp icmptype 8 from addrset ip-securitygroup-11 to addrset
ip-securitygroup-12 accept;

rule 1003 at 9 inout protocol ipv6-icmp icmptype 136 from any to any accept;

rule 1003 at 10 inout protocol ipv6-icmp icmptype 135 from any to any accept;

rule 1002 at 11 inout protocol udp from any to any port 67 accept;

rule 1002 at 12 inout protocol udp from any to any port 68 accept;

rule 1001 at 13 inout protocol any from any to any accept;

ruleset domain-c33_L2 {
# Filter rules
rule 1004 at 1 inout ethertype any from any to any accept;

{#£F export host-tech-support 3 CLI 5%

T DL export host-tech—support @y4-F ESXi FH X H 0 S H AR ERIIRS 7. o, 1Zar A8 7E

FREM AL P S NSX ARG B FISCAE CRIRTLLRNED  fildn:
= VMKernel f vsfwd H &34

n hikRRYISR

= DFW JLII%I 3%

n RERIER

»  SpoofGuard FF4H{3

n  SENHNEE

w5 IP RIAEEE

= RMQ @4

w L] IRSECE SRSB4 B

» 5 ESX CLI ikt

A 2T NSX Manager 1 [FfEAIfin Sc4E,
T NSX Ak AN SO, P TRA T HRAE:
1 i) admin 5455 NSX Manager H14: CLI,
2 1T R

a show cluster all - THFTFHINTNLID,

b export host-tech-support host-id scp uid@ip:/path -4 NSX F AR Fr B HEHI R T

Pk 5 R o
ARG R, 1E

. NSXay & TS %,
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Xt 5 #h 2B AR TR PR HERR

AR R T AT T2 VMware NSX 6.x 4575 25 k% (DFW) Ak Tl HERR 1013 L.

i)
m

&

A AT BT ISR I
ST A T KR S

Sk MR R BOE S E T RIS B BRERE TRR A s R SO ER:, DATHER
PRERARIFI AL LN RINAE RS, 1X 2820 % il AR 2 THES AR SRR AT Ak
Ji%e EPATRENT BRI, B A A 2B KRR

RRIR
1 B AERHE IR ESXi ML o2 17 NSX VIB. Jyitt, FERESEHREE> ESXi 341 izt

LA

# esxcli software vib list | grep vsip
esx-vsip 6.0.0-0.0.4744062 VMware VMwareCertified 2017-01-04

# esxcli software vib list | grep vxlan
esx-vxlan 6.0.0-0.0.4744062 VMware VMwareCertified 2017-01-04

NSX 6.2 Z Hijf¥) NSX JRAEAT—PESMY VIB:
# esxcli software vib list | grep dvfilter

esx—-dvfilter-switch-security 5.5.0-0.0.2318233 VMware VMwareCertified 2015-01-24

M ESXi 6.0 5 HH S hioA 11 NSX 6.3.3 JT4fi, esx-vxlan #ll esx-vsip VIB ¥4t 4 esx nsxv,

# esxcli software vib list | grep nsxv
esx—-nsxv 6.0.0-0.0.6216823 VMware VMwareCertified 2017-08-10

1F ESXi BH1 I, ¥uF vShield-Stateful-Firewall I} 55 /& 4L Tiat Tk A%
il s

# /etc/init.d/vShield-Stateful-Firewall status

vShield-Stateful-Firewall is running

oI EUR L2 TS IEHA S NSX Manager 1175

e IR A B s RBh s AR FoRAIR AL, R R shizdtie . AR

ESXi T4 FizfThh Mo

VMware, Inc
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Bian:

# ps | grep vsfwd

107557 107557 vsfwd /usr/lib/vmware/vsfw/vsfwd
RAEa S Sa T E D 12 N2 vsfwd HERE . Ansfst TROSBEREE D (RATRERAT 2
A, N vsfwd A IE#IETo
4 BubE SRS KRB E AT TG 1 5671 DA TR

PA N4 72 RabbitMQ AHE) VSFWD #8215/ ESXi EHL FisfTA M4, PAZAEM ESXi £
HLL11 vsfwd FEF25] NSX Manager (881135 . BRERAEPREEFRTAT [ ANERET k8% 4TI 5671 DL
AT S . AN, ARl 5671 LN HAAE DB ER:, AlAR R 5671 FEAE 2R, ATE
ESXi FA/L 5% 1) NSX Edge JEHWLH 27 2] RMQ PR,

5 4n:

# esxcli network ip connection list |grep 5671

tcp 0 0 192.168.110.51:30133 192.168.110.15:5671  ESTABLISHED
10949155 newreno vsfwd
tcp 0 0 192.168.110.51:39156 192.168.110.15:5671  ESTABLISHED

10949155 newreno vsfwd

5 KubeEhadE I VSFWD,
PLUF a4 R o= NSX Manager IP il

# esxcfg-advcfg —-g /UserVars/RmqIpAddress
6  QRAEIZ ESXi AU B UL E SO, il RAT EAUAL Sk T RabbitMQ Bl
HE M.
m  https://kb.vmware.com/kb/2092871
m  https://kb.vmware.com/kb/2125901

7 ISk ESXi FHLY RabbitMQ #1755 NSX Manager A2, 15 Fal NSX Manager AR 3745 H
Ho EUEERTA NSX Manager BiARZFFH G, AR HERIEZ AL A H:

s host-420 Fi4ky n EE AT mo-id.

PLAIN login refused: user 'uw-host-420' - invalid credentials.
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8 WRAEVIEE ESXi FHUK H B REIX S H, 1H TP IEE R .
BN EUZR, 1] REST APL, 1 BEGF Il 1 iz i@, e g lal b v B 2R e v B e

—+
JLho

HTTP Method : POST

Headers ,

Authorization : base64encoded value of username password
Accept : application/xml

Content-Type : application/xml

Request:

POST https://NSX_Manager_IP/api/2.0/nwfabric/configure?action=synchronize
Request Body:

<nwFabricFeatureConfig>
<featureld>com.vmware.vshield.vsm.messagingInfra</featureld>
<resourceConfig>

<resourceld>{HOST/CLUSTER MOID}</resourceId>
</resourceConfig>

</nwFabricFeatureConfig>

9 ffi}{] export host-tech—support <host-id> scp <uid@ip:/path> a3 WEE MU E s ks H

—+=
JJalYe}

5l an:

nsxmgr# export host-tech-support host-28 scp Administrator@192.168.110.10
Generating logs for Host: host-28...

10 ffiff] show dfw host host—id summarize-dvfilter €32 Hil &7 7E AL [0 T B ks -
HM TR,

TEHH Y, module: vsip W REUNNZE DFW B IEEIZTT. name B R7EEE)S vNic s THIRS K
K.

A PLiafT show dfw cluster all drSPIARBGEEEN ID, SR)71a/T show dfw cluster domain-
id PISKECEAL 1D,

5lan:

# show dfw host host-28 summarize-dvfilter

Fastpaths:

agent: dvfilter—faulter, refCount: 1, rev: 0x1010000, apiRev: 0x1010000, module: dvfilter

agent: ESXi-Firewall, refCount: 5, rev: 0x1010000, apiRev: 0x1010000, module: esxfw

agent: dvfilter—generic-vmware, refCount: 1, rev: 0x1010000, apiRev: 0x1010000, module: dvfilter-
generic-fastpath

agent: dvfilter—generic-vmware-swsec, refCount: 4, rev: 0x1010000, apiRev: 0x1010000, module:
dvfilter-switch-security
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agent: bridgelearningfilter, refCount: 1, rev: 0x1010000, apiRev: 0x1010000, module: vdrb
agent: dvfg-igmp, refCount: 1, rev: 0x1010000, apiRev: 0x1010000, module: dvfg-igmp
agent: vmware-sfw, refCount: 4, rev: 0x1010000, apiRev: 0x1010000, module: vsip

Slowpaths:

Filters:
world 342296 vmm@:2-vm_RHEL63_srv_64-shared-846-3f435476-8f54-4e5a-8d01-59654a4e9979 vcUuid: '3f
43 54 76 8f 54 4e 5a-8d 01 59 65 4a 4e 99 79'
port 50331660 2-vm_RHEL63_srv_64-shared-846-3f435476-8f54-4e5a0-8d01-59654a4€9979.ethl
vNic slot 2
name: nic-342296-ethl-vmware-sfw.?2
agentName: vmware-sfw
state: IOChain Attached
vmState: Detached
failurePolicy: failClosed
slowPathID: none
filter source: Dynamic Filter Creation
vNic slot 1
name: nic-342296-ethl-dvfilter—generic-vmware-swsec.l
agentName: dvfilter—generic-vmware-swsec
state: IOChain Attached
vmState: Detached
failurePolicy: failClosed
slowPathID: none
filter source: Alternate Opaque Channel
port 50331661 (disconnected)
vNic slot 2
name: nic-342296-eth2-vmware-sfw.2 <======= DFW filter
agentName: vmware-sfw
state: IOChain Detached
vmState: Detached
failurePolicy: failClosed
slowPathID: none
filter source: Dynamic Filter Creation
port 33554441 2-vm_RHEL63_srv_64-shared-846-3f435476-8f54-4e50-8d01-59654a4e9979
vNic slot 2
name: nic-342296-ethO@-vmware-sfw.2<========= DFW filter
agentName: vmware-sfw
state: IOChain Attached
vmState: Detached
failurePolicy: failClosed
slowPathID: none
filter source: Dynamic Filter Creation

11 1217 show dfw host hostID filter filterID rules % .

il s

# show dfw host host-28 filter nic-79396-ethO-vmware-sfw.2 rules
ruleset domain-c33 {

# Filter rules
rule 1012 at 1 inout protocol any from addrset ip-securitygroup-10 to addrset ip-
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securitygroup-10 drop with log;
rule 1013 at 2 inout protocol
rule 1011 at 3 inout protocol
rule 1011 at 4 inout protocol
rule 1010 at 5 inout protocol
securitygroup-11 port 8443 accep
rule 1010 at 6 inout protocol
securitygroup-11 accept;
rule 1009 at 7 inout protocol
securitygroup-12 port 3306 accep
rule 1009 at 8 inout protocol
securitygroup-12 accept;
rule 1003 at 9 inout protocol
rule 1003 at 10 inout protocol
rule 1002 at 11 inout protocol
rule 1002 at 12 inout protocol
rule 1001 at 13 inout protocol

ruleset domain-c33_L2 {
# Filter rules
rule 1004 at 1 inout ethertype

any from addrset srcl013 to addrset srcl0l3 drop;
tcp from any to addrset dst1011 port 443 accept;
icmp icmptype 8 from any to addrset dstl1011l accept;
tcp from addrset ip-securitygroup-10 to addrset ip-
t;

icmp icmptype 8 from addrset ip-securitygroup-10 to

tcp from addrset ip-securitygroup-11 to addrset ip-
t;
icmp icmptype 8 from addrset ip-securitygroup-11 to

ipv6-icmp icmptype 136 from any to any accept;
ipve-icmp icmptype 135 from any to any accept;
udp from any to any port 67 accept;

udp from any to any port 68 accept;

any from any to any accept;

any from any to any accept;

12 1217 show dfw host hostID filter filterID addrsets 2.

il s

# show dfw host host-28 filter n

addrset dst1011 {

ip 172.16.10.10,

ip 172.16.10.11,

ip 172.16.10.12,

ip fe80::250:56ff:feae:3e3d,
ip fe80::250:56ff:feae:f86b,
}

addrset ip-securitygroup-10 {
ip 172.16.10.11,

ip 172.16.10.12,

ip fe80::250:56ff:feae:3e3d,
ip fe80::250:56ff:feae:f86b,
}

addrset ip-securitygroup-11 {
ip 172.16.20.11,

ip fe80::250:56ff:feae:23b9,
}

addrset ip-securitygroup-12 {
ip 172.16.30.11,

ip fe80::250:56fFf:feae:d42b,
}

addrset srcl013 {

ip 172.16.10.12,
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13

f#IR

ip 172.17.10.11,

ip fe80::250:56ff:feae:cf88,
ip fe80::250:56ff:feae:f86b,
}

MRTRE AR, T HCHAS AR AT B AL L, 353t NSX
Manager Ul kbA  REST API AT 1385

URL : [https:]https://<nsx-mgr-ip>/api/4.0/firewall/forceSync/<host-id>
HTTP Method : POST

Headers ,

Authorization : base64encoded value of username password

Accept : application/xml

Content-Type : application/xml

TE

it

QB KBS RUUAGE ] 1P Hiik, iEHAfR VMware Tools 1EAE ML Fis4T. Aif4giE e, 550
https://kb.vmware.com/kb/2084048,

VMware NSX 6.2.0 5]\ | —/Mi#i [f] DHCP fyilfr ek ARP Wil KRRz AL 1P Hukk e, i i Fix
e R BIHLE], NSX A DLEE A 225 VMware Tools [N FERHI ST 1P Hunlio2e ), 4
FIEAE R, 1S M NSX 6.2.0 K471,

SR ENIERS SRS, K2 HEeE DFW,, AR BN URAATTZAE T DFW IRSS, TR N
FIHER A ThhE (JiU\IH(RT EZh M DFW ZhhErhHE%: NSX Manager. NSX Controller 1l Edge
RS o /& DFW FRGIEE “4fBiEds” BillE, miaesFiE vCenter Server 15ln, A4
H, 152U https://kb.vmware.com/kb/2079620,

TEIGK VMware SRSZHRRET THERR VMware NSX 6.x 431 505 ki (DFW) #fiiit, g it ll M e
£

e

m FEEREA ESXi EHLERY show dfw host hostID summarize-dvfilter wpd#iH .

n ARIEFNZ4 > [ kI > HH (Networking and Security > Firewall > General) i/ Il 1% 543
AP kR, SRt S HHELE (Export Configuration), iX23¥4 = bh kRS S H
XML #5240,

m  NSX Manager HiE. HRIFAGEE, ESN https://kb.vmware.com/kb/2074678,
m vCenter Server Hi&. 4N E, 120 hitps://kb.vmware.com/kb/1011641

S NG

e &

KA BT S 517 KRR e o
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RE
DBk (IDFW) Sevr IR 19534 5005 AR (DFW).

FF PR A 255 kBN 1 Active Directory (AD) 2H A% G5 BUA RS AfE M . IDFW ¥ Active
Directory J1 V& B0 T, HBE s A ) 1P Hihl, DFEW i T bkl DL S5 KBS 00) . IDFW 55
35 Ffl Guest Introspection HEZLA/5Y, Active Directory 4= H G HEHL .

BRAR
1 ffif# Active Directory JIl 5558 5¢ 4/ A4 AT #F NSX Manager | E &7
a {r vSphere Web Client H1, %% %] NSX Manager §£#%(1) vCenter,

b SHiFIET > MLKAL4 > NSX Manager (Home > Networking & Security> NSX Managers),
IR MAI R B B4 NSX Manager

¢ RIILFEEE (Manage)filg (Domains)ifelii . WA rid. #il EXRFPRE (Last

Synchronization Status)y| i~ “pLh” , H_EKIFEPETE (Last Synchronization Time) i
INFTA]

2 SRR KPR A R B SR A T ESRARN, HRIELL T PRI O O A R B S H
SRS we:
a 1 vSphere Web Client 1, 3£ %]5 NSX Manager 4£4#%(1] vCenter,

b HiFIEN > MLKFIZ4 > NSX Manager (Home > Networking & Security> NSX Managers),
SRIG AR HPZE AR NSX Manager,

c RIEFFERE (Manage) Hig (Domains) bl ko MAIZ R EEA I, AR DAFE AL 2 5 g it
TR

d  AJiegnes Bt s H SRS #5 (Event Log Servers), AL RIS SR 357

e RIS H SRS R, A FRIRIZRES (Last Sync Status)ylii ok “plcdh” . H FRFEE
I A (Last Sync Time) s 4 Fiiif [l

3 SRR kRS EREEfE FH Guest Introspection,  TIAZIEHZAE AL 552 IDFW CR-4P RO RE AU AR
TR, Ul FIIRSSISITIRDUR N4k (1, 470C Guest Introspection 25 E, 1EE &L N RIHE
YEE: “HEF% vShield Endpoint/NSX Guest Introspection #[%” (https://kb.vmware.com/kb/2094261)

FI“fF VMware NSX for vSphere 6.x Guest Introspection 1 JTIIR 55 REIH LA EE H 7 (https://
kb.vmware.com/kb/2144624),
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NSX #l s

4 FERE AT EROR F RS, iE AR NSX Manager R IRCE Sk ST
a Ll Active Directory JTI /1 55
b iz TPA M A DA B S S . BASE SR ] TR . GET https://<nsxmgr—-ip>/1.0/
identity/userIpMapping,

Example output:
<UserIpMappings>
<UserIpMapping>
<ip>50.1.111.192</1ip>
<userName>userl_group20</userName>
<displayName>userl_group20</displayName>
<domainName>cd.adl.db.com</domainName>
<startTime class="sql-timestamp">2017-05-11 22:30:51.0</startTime>
<startType>EVENTLOG</startType>
<lastSeenTime class="sql-timestamp">2017-05-11 22:30:52.0</lastSeenTime>
<lastSeenType>EVENTLOG</lastSeenType>
</UserIpMapping>
</UserIpMappings>

5 BN SHCAED KM, B BcA 24k g, AR XM FENZ —, BIASTE
IDFW HRAb P2 441

6 7EffIN IDFW R IERR IS S, wSHIA AR S U TR ESXi AL A BaOE AR E . X
PEEHL ] NSX Manager #:713% CLI, ES 7 ip-securitygroup 41|58 58 (RS2 @ EEAUAL IP sk, 1%
PATUL M HERAE:

a ZWiEH T DFW [ CLI iy & LA R0 s T MBS, RO I 2t A 24 440
b iz17T show dfw host hostID filter filterID rules w2 DL E AN DFW HLNILH H .
c 1217 show dfw host hostID filter filterID addrsets @4 LL#5% ip-securitygroup %
R 1P bk, BHINER IP BoRfed &,
fRRFTR

FER: AER VMware BEORSCREA GO B4y IDFW JETHREHEERIN, DL R EdRRA -
m  QEREESE HSH2EL Active Directory U
= > NSX Manager /i £i

AR

AR s

TRl PR

/NI Active Directory 2%

4™ Active Directory ZH [ J1] P4

£/ P11 Active Directory %t

S il Ao
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Active Directory [k 55as 5
n BRI E:
OIS RO

w  {ET] IDFW SR VDI JE4 7355 1 P41 B
» B4 VC VDI A
A VC N IER
FAN WU VDI Sk
= 1Al Guest Introspection:
= VMTools (Guest Introspection JXZIFE/7) KA
Windows % LA R e AR

VMware, Inc.
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T E R HERR

NSX Edge 11 & Fllyas (45 I B 1] LAY E 2 NIRRT E FbR. B ABIRS 1RSS5 2 Mk
Faert, W72 R S BN P& T, AT DA NSX S PRSI A 3P iTIR 5 Bk I U
X (WO AR BRIGUBG (RO @EIIED o ACHEREE, 1525 NSX A HE .

TETF A S HE R AL B S0 2 BT, VSRR DA, QIS 0w . HE MR S5 s A il 55 = A OC
RIRFNEI LR TR AR 5K AN, % P O SR IR IR L S T IR AN o FEHFRR 0 280 W
B, AR UE R BT 4R o

AREETHE T AR

LI RE S A R P Wk

w DRSO R

m (] UL S0k 0 e il e AR
= CLI S e rasis S R

s H SRR
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Fio & B B P EA N S B T8

ALK Edge I35 MISE (ESG) MM N P O HCEE.

MER 1

SRC 172.30.40.7

SRC 1025

\

A

ez 4

SRC 192.168.1.20

SRC 80

B Fim itk NSX Edge
172.30.40.7 BRI
0O . K

ARAEZ

= A IP

VMware, Inc.

rE% 2 (DNAT+SNAT)

SRC 192.168.1.20

SRC 4099

Y

A

MrEz 3

SRC 192.168.1.3

SRC 80

192.168.1.3
(BiEE)
192.168.1.20 VM
TCP 80
192.168.1.2
VM
1ZEE 3T HRA
(VXLAN)
192.168.1.1
VM




NSX #l s

AR, MK B O 1P ke iR E, DUBE SR R B E R SS 75 . JEimAR SRy & B M
T flirs OB IR A e, RN S TR . X AR AR SNAT Bk AR B . 5%
TR L, 12 NSX R

R NSX BRI A A Pl pe s 2 /e P S i IR S5 s A e L, 585 th#e 4> T . NSX i
O AR R IR S 2 T R AL IP A H K 1% Fum A NI K, FERX e R R B E iR S a5 . ATk
e, FrBfi s NAT LB 1P ik M ik 55=5 BRSO REFUL 1P (VIP) ik, SRFEIEERL 1P Mk &
LR . ARAPITIZIRAE, B R i

TF ESG W BTG, BHITH/MNRIE: HERMZHHEFE (DNAT) LUK VIP Ml 5ok FE 0 38 i 55
HLI 1P Mokl DAS IS8 itk (SNAT) DL P 1P ik 5 ESG IP Mk,

IKIG, ESG IRFE ks kA2 ks sy, MBS sy EmN g0 ESG, SRa KA
Utio WL R R A DA E A2, (HEAPANEAERE, B—AN A0S, 2Tl %
ESG Ik55e%, BB A MIRUE, HCFlras IS e A RNEIG % P 1P Hikk. HTTPHTTPS B IR i—
PR T, 7 HTTP N RS PR S 5“4\ X-Forwarded-For” , DUMEAE & 255 nm R 5525
Wik 1) X-Forwarded-For HTTP Frrifu &% Fo 1P Hidl .

GnA HTTR/HTTPS LASNE N IR A Bk AR S Ik 55 =5 G 2% i 1P ok, #n]LKE 1P jthd & i iA
P - b b SR VA S (=11 s | 1] O 0 R = R0 - R 2115w s W 11| I N7 B S A = e
IP Hh1E R Ja IR 55 A R R A A 25

T, DA =R e e e B

w RIEGUEIRE

»  SNAT/REARESEIIEA Bk

n  EARSSES R[N (Direct Server Return, DSR) - HT, ASSzmx szt

f£ DSR AT, a5 as MR & P HAT, NSX $18C e A3 DSR,

B

1, LR A RAT SSL I R AU RS . G Edge, ARIGEPVEE > & E >
yiIF$ (Manage > Settings > Certificate) L () —MiF 15,
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2 ST > METEES > £ 5RCE > 4398 (Manage > Load Balancer > Global Configuration >
Edit) LS T 0 8RR IR S o

Edit Load balancer global configuration

[¥] Enable Load Balancer
[] Enable Acceleration
™ Logging
LogLevel: | Im‘07|? |
[] Enable Senvice Insertion
Senvice Definition:

Service Configuration:

Deployment Specification:

3 B > EEERR > N ABFEE U (Manage > Load Balancer > Application Profiles)) L ]
H—A HTTPS W IR e S

New Profile L2
Name: Web-SSL-Profile
Type: | HTTPS [+]

[]Enable SSL Passthrough
HTTP Redirect URL:

Persistence: | None |~ )

Cookie Name:
Mode: v
Expires in (Seconds):

[[] Insert X-Forwarded-For HTTP header

[] Enable Pool Side SSL

| Virtual Server Certifica...

| Senice Certiicates | CA Certficates | CRL |

4} Configure Service Certificate
Common Name Issuer Validity

YSM_SOLUTION_71 VSM_SOLUTION_71 Tue Sep 8 2015-Thu

r;;'_.

() | VSM_SOLUTION_71 VSM_SOLUTION_71 Tue Sep 8 2015-Thu

b2 e 1 [T E s e R E s AN el XS R e S BT S

4 () AAEH > ABCEEES > Ik IAIES (Manage > Load Balancer > Service Monitoring),
SRS R IR 25 M2 ALK WS A HTTP/HTTPS B () URL/URI (U RESD

136
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5  UEEETE > 53 FHEs > #b (Manage > Load Balancer > Pools) VL 0GR 2525t .
I SNAT X, 15 7E it B rpUH 2 rhB A (Transparent) S Al

Algorithm Parameters

Monitors | default_hitps_monitor Ji=|
Members
L
IP Addeess / VT - Ma:
Ensbled Nama = ik Waight :c'! e Port Connectic
Container Fort
v web-01a | 172.16.10.11 1 443 443 0
v web-02a  172.16.10.12 1 443 443 (1]
[] Transparent

Edit Pool (3)
Mame: # | Web-Tier-Pook-01
Drescription:
Algorithm | ROUND-ROBIN | =]

oK | [ cancel

PR E A = L

6 (Al HREER > METERS > M > EoR4ETHE B (Manage > Load Balancer > Pools > Show

Pool Statistics) Ui 25 R4,

PR AT R IRAS .

7 PSR > IV > BRURSEE (Manage > Load Balancer > Virtual Servers))) 04— g4

5535

QIREL LA U T T UDP sl S S EREI TCP, ier) = FNEE (Enable Acceleration), %1

e B A nE (Enable Acceleration), 15#f{R 11 2017 NSX Edge | FIBG kR N EEH

(Enabled), [A7} L4 SNAT 755 FR; kb

J General | Advanced

PR 1P Hnk205E 21k 35 a7t

VMware, Inc.

[w] Enable Virtual Server

Application Profile: #| OneArmWeb-01 | v |
MName: # | Web-Tier-VIP-01

Description:

IP Address: %172.16.10.10  €)| SelectIP Address
Protocol: | HTTPS |+ ]
Port: %443

Default Pool: | Web-Tier-Pool-01 |~ |
Connection Limit: 0

Connection Rate Limit. |0 (CPS)
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8 () WA N IRRF RN, SAERE > AR > NAEFHN] (Manage > Load
Balancer > Application Rules) i 75 /ic B

Add Application Rule (?)
MName: | App-Rule-1
Script: # Asample application rule to log the name of the

virtual server

capture request header Host len 32|

9 AAMETI— R TR, EE R > AEEERS > ETURSSRF > E4k (Manage > Load Balancer
> Virtual Servers > Advanced) [ i 128 IR 7 FII 5 REALUIR 55 2 AR

ARSFFIRBI, 155N

-

Edit Virtual Server

()

https://communities.vmware.com/docs/DOC-31772,

—~

General | Advanced

Application Rules:

L

Rule Id

applicationRule-1

Name

App-rule-1

|.Q Filter v

Soaript

capture requesthe...

FEARBIIE T, fEimRES#ICEG 21 0 1P, (U] DAAE B0 e s 1P fihk. {8 HTTP/
HTTPS Jita it ik, 1ikridEN X-Forwarded-For HTTP #53% (Insert X-Forwarded-For HTTP
header), QZEr iz, Edge fi# Fi#nknin “X-Forwarded-For” b3k HAE M Frimii 1P

i&j;l_]: ]

s

Hame: hitp_application_profle

Tipe: HTTP

HTTP Redrect URL
Persistance None
Cooiie Mame:
Moze:
Expires in (Seconds)

[ Incen X-Forwarded-For HTTP header

VMware, Inc.
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NSX HH R H57%
A T e RIS EHE R R AZ
LA AR I ] T an iR 0 R Il

IEIEFRTN

ToiRiEEE| i)

EHIARSS 5 =

EAALL [EEALE IE X1 Edge
ping i@ 1) il b B R PSRN
AR3525? RRSRERDN (YI#IERRD

H#E| Edge BN AR
AR A e ZES ] MMREE Wi FEE
S HEH/5k B Edge £ - NRERF WE
BR 35 ) 55 4 2% E HU ()RR

MRERBRNA

2 FF HLN Bt )3 EILRERL SIER 2R

R, EY) &S5 E% A
BE =

£/ Ul I61E fi 2k T a8 fic B A HEBR S P

#AT A L vSphere Web Client S iF 625 - i # A o 40T DU T UL P T30 7 5 Pl e B R
15 T gWIREE R 28 N 12 E o TAEIE SRS, s Ul #RAR 77 iR 2

BTiRE M

iid FPA NS R

BRSSP PSR o

w  JEun R TIRE IR SRR 1P R

o BURIHY - R R . A, I 5E (NSX STHERT) ity S 518 P4
5 R

w  POUEERERES R, RO A R T R AR R TR A O B I EMROA ¥ (Edge RSSO .
w SRR LR A S A fe VR R
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w ESGERIIFE, B, REAUIRSS AR DNS iR IERs, (HASKBUEM N A BN A AR, 55,
i)
AR AR B A

RRFTR

1 BubPL PN R ECR - AT Ry I SZ R (TCP, UDP, HTTP, HTTPS) | sl

ANEEER VB tn 01

BRI TSR AR kR, LK Edge iRk SS SR RAT IERRK 1 ?
n EAUIRSS R ROAZ TS 1P ik | s AIRL 2

w e SSL EIE? (S En SRl N e A A H] SSL?

w ST IR R AL ?

w R Z30E? NSX Sl ilras 75 2 Aok A & P MR S s T AT i o

i

m  NSX SRR S ORI TR, sl A Pk DU eR R [ a4 (] 2 17

PR ?

VMware, Inc.
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NSX Hd ks ErS

2 5% NSX Edge, FHH2LL R 752560 = 01 80K fo vrim sl i Al o mc i
a  BurECErE e S A OV EEED (Up)-.

Summary  Wonitor | Manage |
[Getings | Firewall | DHCP | NAT

i

Configuration

Interfaces

Certificates

Servi.. Status last updated on: Wednesday, August 17, 2016 11:28:58 am (&

High Availability Mot Configured (=]
Rauting Applied

Syslog Up

SSL VPN-Pius Mot Configurad |

Mot Corfigured |

DNS
T I

-
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IS eees—
i === OneArm-LoadBalancer-02 | Actions ~

Summary  Monitor | Manage |

[Seﬁings Firewall | DHCP | MAT | Routing | Load Balancer | YPM | SSLVPMN-Plus

A4 Load balancer global configuration

Global Configurati
Load Balancer Status Enabled

Application Profiles : : :
Senvice Insertion S@s Disabled

Service Monitoring

Acceleration Status Disabled
Pools
] Logaing Disabled
Virtual Servers
Log Level: info

Application Rules

b IEULRy kRS2 NE S (Enabled). WABUNIILE I REIR 5553 5 B k% . AEhnsk TCP A1 L7
HTTP/HTTPS VIP 0 EA e Bl SRR . 171, Bl kST de s AN sEm sk i e PR 55
s

summary Moniter | Manage |

T

Setings | Firewall | DH(_‘!F'I AT Ruuﬁngl Load Balancer | VPN | SSL VP

Firewl Staus

S [J] ® =t =, Hide Generated rules Show Pre rules

Ha Hama Typa Souroa
& firewiall Infermal Drse
&2 Drefautt Rule Default any

c  WUbET METURSS #OIE 7 NAT U, 75 NAT 20k I, #dBRsRASll (Hide internal
rules) =K BGEFENEEHN (Unhide internal rules)st £z A -/ 79001 .

w AREH T BTG E RS, EABCE AT NAT B, DA A T B A A
o
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d

PERTLATE A H UL . A DN s
T, 7EERE NSX Edge JIRSS WIDERT,

KGR, 15
FUERRIAES o

VMware, Inc.

b

=== OneArm-LoadBalancer-02 | Actions

2 b (NSX A EEHT ) Wiy B A A A e
APPSR . A RAE RS Edge MRS5S
I RS BEZ0 0T, AU FZIEIA SE O B TR B TR, i Ul RSl bR

[Semngs Firewall | DHCP | NAT & Force Sync

“

Application Profiles
Service Monitoring
Pools

Virtual Servers

Application Rules

EJ'LEE%EE #B,_LL[E Edge HE%H%%E
KA BIRS#RIEEH, B TIROUS TR Qi HEh &SRS s, TA]
£ NSX %1 CLI,

Deploy

¥y Redeploy

Global Configuration Z Change Auto Rule Cun.ﬂ:quratinn

Summary  Monitor | Manage I === Actions - OneArm-LoadBalancer-02
w Delete

-

MN-Plu

Upgrade Yersion

Change Appliance Size

Change CLI Credentials
Change Log Level

Caonfigure Advanced Debugaing

Rename

U 2% P AR G E i IR 55 7

Summary  Monitor | Manage |

[Settings Firewall | DHCP | MAT

Routing

Load Balancer

VPN

S5L VPN-Plus

44

Global Configuration

Static Routes

OSPF
BGP

Route Redistribution

BrubER ik . ek,

Routing Configuration :

@ Disabled Enable

Default Gateway :

ECMF :

VIC : Web-Uplink
Gateway IP : 17216.10.1
MTU : 1500

Admin Distance: 0

Description :

Dynamic Routing Configuration ;

FHOBR IS FHERSER e n

LB
Herm

o B

143
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SRR B X R 55 R o

24 0 Job(s) In Progress

€p 0Job(s) Failed

ices of this NSX Edge.

) gk Actions (Q
Mame IP Address Subnet Prefix Length Connected To  Type
Web-Uplink 172161010 24 Web-Tier-01

172161020 Liplink
Show All

INLINE_SUBNI 172 16.100.1* 24
wnic2
vnic3
vnicd

vnich

IMLIMNE_SUBMI Internal
Internal
Internal
Internal

Internal

c  MEH (Routing)tlii k= > #2%H (Static Routes)HHs iS4 1

VMware, Inc.

Status

<

' 900 0 <
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NSX Hd ks ErS

3 WUFERARSSERN P Hbhk . v AR,

a Ahi—/ NSX Edge, AJ550i5EH (Manage) > iZ'E (Settings) > £ (Interfaces). %l
TR AR S 1P Mok gz 1 vh

List of IP Addresses assigned to Web-Uplink

IP Address Subnet Prefiz Length

172.16.1010%172.16.10.201 24
2161021 172161050172
A6.109

[ oK ] [ Cancel

b EUFRERSS R A BCE T IERAR 1P Mk o LRI A SRR IR o
a YRR S5 A BE FH A B IR e AT

J General | Advanced

[v/] Enable Virtual Server
[ ] Enable Acceleration

Application Profile: = N DEMO-APP-WEB-PROFILE |v
VMware, Ing. Mame: = | DEMO-APP-WEB-VIP 145

Description: | |




NSX #l s

c SRR R R E AR SR SRR AT R . S (B0 A SSL (QERFEED o AR
SSL, EHiER TR AT IER & ARFI Y] FTES o

Edit Profile

Mame: DEMO-APP-WEB-PROFILE

Type: | HTTPS

] Enable SSL Passthrough
HTTF Redirect URL:

Persistence: | Source IP | i ]

Cookie Mame:
Mode:
Expires in (Seconds):

[v] Insert X-Forwarded-For HTTP header
[ ] Enable Pool Side S5L

J Virtual Server Certificates

Senvice Cerificates | CA Cerdificates

} Configure Service Certificate
Common Mame |ssuer Validity

(s) DEMO.WEBAPP.CO DEMOWEBAPP.CO Wed Apr 27 2016 - Sal

o

i
-

VSM_SOLUTION_71 VSM_SOLUTION_71 Tue Sep 8 2015-Thu

=
]
L

psc-01a.corp.local CA Thu Mar 12 2015 - Thu

N
-

VSM_SOLUTION_49 VSM_SOLUTION_49 Tue Sep 8 2015-Thu
VEM_S0LUTION_49 VSM_SOLUTION_49 Tue Sep 8 2015-Thu

O

Cipher: Default

Client Authentication: 'Ignnre
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NSX Hd ks ErS

d geiE% P 7 G0 FHIE AR RUE P B T

Edit Profile

Mame: | DEMO-APP-WEB-FROFILE

Type: | HTTPS

[ ] Enable S5L Passthrough

HTTP Redirect URL: |

Persistence: [Snurce IP | - ]

Cookie Mame:

Maode:

Expires in (Seconds): |

[v/] Enable Pool Side SSL

Virtual Server Certificates | Pool Certificates |

i Senvice Cerificates | CA Certificates | CREL ]

[+ Configure Service Cerificate

Common Name Issuer Validity
DEMO.WEB.APP.COF DEMOD.WEB.APP.COF Wed Apr 27 2016 - S:
VEM_SOLUTION_71f VSM_SOLUTION_71f Tue Sep 8 2015-Tht
VSM_SOLUTION_71f VSM_SOLUTION_71f Tue Sep 8 2015-Thu
psc-01a.corplocal CA Thu Mar 12 2015-Th
VSM_SOLUTION_49¢ VSM_SOLUTION_49¢ Tue Sep 8 2015-Tht
VEM_SOLUTION_49¢ VSM_SOLUTION_49¢ Tue Sep 8 2015-Thu

Cipher: Diefault

Client Authentication: lgnore

] [ Cancel
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NSX Hd ks ErS

e Inibed TR Fumib s, (ERECE % P HAh, IR RS SE S A% (]
1111, FEFIIHR SRR ) o

Edit Profile (?)
Name: | DEMO-APP-WEB-PROFILE |
Type: | HTTPS | M J

[ ] Enable SSL Passthrough

HTTP Redirect URL: | |

Persistence: | Source IP | - ]

Cookie Mame:

Mode: -

Expires in (Seconds):

[v] Insert X-Forwarded-For HTTP header
[ ] Enable Pool Side SSL

J Virtual Server Certificates | Fool Cerificates

Senice Cerificates | CA Cerificates | CREL J

i} Configure Sernvice Cerificate

Common Mame |ssuer Validity

DEMOWEBAPP.CO DEMOWEBAPP.CO Wed Apr 27 2016 - Sal

S

() VSM_SOLUTION_71 VSM_SOLUTIOMN_71 Tue Sep & 2015 - Thu
Q psc-01a.corp.local CA Thu Mar 12 2015-Thu
() VSM_SOLUTION_49 VSM_SOLUTIOMN_49 Tue Sep 8 2015-Thu
() VSM_SOLUTION_49 VSM_SOLUTION_49 Tue Sep 8 2015 - Thu

Cipher: | Default

Client Authentication: | lgnaore

Cancel

f BB n T2 SSL vilnlEmik 55w

Edit Profile (7)
Name: | DEMO-APP-WEB-PROFILE |
Type: | HTTPS |+ |
VMware, In [| Enable SSL Passthrough 148

HTTP Redirect URL: | |




NSX #l s

4 UL MRS A RS AL -

a  JubeIRD, BAUHEhE DR AR R, (H— R TREA DB iR . dnR s 5D

TEANBARBOR M, R SR B A 2 1EZ R

il 1TV LE
- =,

{ Pool and Member Status (x) -
1| Pool Status and Statistics:
I Fool ID Mame Status

pool-1 TEMNAMNT-1-TCP-P... UP

Member Status and Statistics:

IP Address / WC
Mame . Status Member ID
Container
SERVER-1 10.10.10.100 LIP member-1
SERVER-2 101010101 LIP member-2

b IEUEAINETIER. SNAT & i iR RC e A i Hil i . ARITE D8 F-ir=R Dhikity Edge It

TR R ATE B A i, 2SR, EOR B R il 1P, i B
(Transparent)f&izt, HEE, 520 (NSX FEEER ) «

Edit Pool
Name: + | DEMO_APP_WEB_POOL
Description:
Algorithm: | ROUND-ROBIN K3

Algorithm Parameters:

Manitors: default_http_monitor | - |
Members:
IP Address / o . Max N
Enabled Marme - ) Weight Monitor Port | Port - ) a
VWC Container Connections e
VMware, Inc. w Server-2 172161, 1 20 ] [

W Senver-1 17216.1.. | 5 a0 o E
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5 QRGN RN, R A . IR, SRR MU A A A R T e i i

a  NXEEHNGETEHE, DAEE AR 2 5 e BoZ Tk e ek . A S IS AR A
WA A IR I 5, 12 (NSX B ERHER ) Fiiy U IR HIRE A" =R,

Edit Virtual Server (?)

General . Advanced |

Application Rules:

= (@ fire -

Rule Id Name Soript

applicationRule-5 HTTP_RECQ_HDR... hitp-request set-he...
applicationRule-8 SERVER_CLOAKL..  rspdel Server

RESR

WUERIRAEN A8, ARATREFZEM] CLI (AT AW AEMIIE L. AOCFAER, HS M CLI
PP TR R RS

£ CLI By S 2k T E s b= HERR
TR NSX CLI eI 6, AR A B 7 AR 510 F 28
i)

PP AIE R T A,
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LA ES

1 e T Lt SSH VillHEMlst s . Edge IRFSMIDCR— M HEMBLE, & I LA RIS 2R

J1J SSH, A s

(Change CLI Credentials).

@) Data Secur

« Tools

[Ux] Flow Mon

» Networking

Mavigator MNSX Edges
1 Home MSX Manager: | 192 16811015 |v|
Networking & Security $ | x 2 %% & [5] | @Adions v | 0installing | €
55 NSX Home > 1 a|Name
{ck Installation edge-1 Ts NSXPLR
% Logical Switches edge-2 == NSKDLR
edge-4 _ T 27
| Actions - Edge-WordPressApp1-20931dd8-3495-4622-
i Firewall edge-5 i
3w Delete
=, SpoofGuard £ Force Sync
£ Senvice Definitions
J-[ Semice Composer Redeploy

ity

itaring

[id Activity Monitoring

09 Traceflow

& Security

5 NSX Managers

[EE ¥ o

Change Auto Rule Caonfiguration
Download Tech Support Logs

Change Appliance Size
{Change CLI Credentials)
Change Log Level

Configure Advanced Debugaing
Rename

2 Edge IRFFMIXIA LA show & DA F IS  TIIRAMIBC EIRAS . 156X ey

/GO

nsxedge> show
nsxedge> show
nsxedge> show
nsxedge> show
nsxedge> show
nsxedge> show

VMware, Inc

configuration loadbalancer
configuration loadbalancer
configuration loadbalancer
configuration loadbalancer
configuration loadbalancer
configuration loadbalancer

virtual [virtual-server-name]
pool [pool-name]

monitor [monitor-name]
profile [profile-name]

rule [rule-name]

A SSH, HIEEITEIIRRE, IARAEBRIE (Actions) I LT L CLI AR SR

A GURRLELRI
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3 BEECEATR NAT 155 TAE, NORHIP kRS . i #show firewall dyd-. Wbl iliZar S 3ch
BRI B, ISP UL IS0 2 e Al B A5y

J5X-edge-8-0> show firewall
Zhain PRERCUTING (policy ACCEPT 21947 packetsz, T809K bytes)
-id pkt=s bytes target prot opt in out source destination

“hain INPUT (policy ACCEPT 0 packets, 0 bytes)

~id pkts bytes target prot opt in out source destination

] 348 67915 ACCEPT all -- 1lo * 0.0.0.0/0 0.0.0.0/0

bl 134 5360 DROP all - * = 0.0.0.0/0 0.0.0.0/0 state INVALID
bl 21482 TT36K block in all -- * = 0.0.0.0/0 0.0.0.0/0

bl 20545 771K ACCEFT all -- * ® 0.0.0.0/0 0.0.0.0/0 state RELATED
bl 937 65139 usr_rules all -- * bl 0.0.0.0/0 0.0.0.0/0

bl o] 0 DROP all -- * * 0.0.0.0/0 0.0.0.0/0

Chain FORWARD (policy ACCEPT 0 packets, 0 bytes)
~id pkts bytes target prot opt in out source destination

Thain OUIPUT (policy ACCEPT 20673 packets, 1248K bytes)
-id pkts bytes target prot opt in out source destination

Zhain POSTROUTING (policy ACCEPT O packets, 0 bytes)

~id pkts bytes target prot opt in out source destination

bl 348 67915 ACCEFT all -- * 1o 0.0.0.0/0 0.0.0.0/0

bl 34 1360 DROCP all -- * ® 0.0.0.0/0 0.0.0.0/0 state INVALID
] 20255 117%K block out all -- * * 0.0.0.0/0 0.0.0.0/0

] 0 0 ACCEPT all -- * * 0.0.0.0/0 0.0.0.0/0 PHYSDEV match
] 0 0 ACCEPT all -- * * 0.0.0.0/0 0.0.0.0/0 PHYSDEV match
bl 4] 0 ACCEPT all - * = 0.0.0.0/0 0.0.0.0/0 PHYSDEV match
bl 4] 0 ACCEFT all -- * = 0.0.0.0/0 0.0.0.0/0 PHYSDEV match
bl 14588 802K ACCEFT all -- * ® 0.0.0.0/0 0.0.0.0/0 state RELATED
bl 5636 377K usr_rules all -- = bl 0.0.0.0/0 0.0.0.0/0

bl o] 0 DROP all -- * * 0.0.0.0/0 0.0.0.0/0

‘hain block_in (1 references)
~id pkts bytes target prot opt in out source destination

‘hain block_out (1 references)
-id pkts bytes target prot opt in out source destination

chain usr_rules (2 references)

~id pkts bytes target prot opt in out source destination

L33137 4861 333K LCCEPT all - * * 0.0.0.0/0 0.0.0.0/0 match-zet 0O_
L33138 1] 0 RCCEPT all - * * 0.0.0.0/0 0.0.0.0/0 match-set 1_
133139 936 65099 ACCEPT all - * * 0.0.0.0/0 0.0.0.0/0 match-set 2_
133141 835 43459 ACCEPT all - * * 0.0.0.0/0 0.0.0.0/0 match-set 3_
133131 1 40 LOG all - * * 0.0.0.0/0 0.0.0.0/0 LOG flags O
133131 1 40 RACCEPT all - * * 0.0.0.0/0 0.0.0.0/0
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b S|/ A DL AR i L T R =3 A > A =z
4 PR TR T NAT A BRIEH TAE, 16 show nat a4 WEREZa A& SMEMA R
X, SR UL 5 uE b 2oV s il S HER BT
=
N5X-edge-8-0> show nat
Chain PREBROUTING (policy ACCEPT 568 packets, 40044 bytes)
rid pkt=s bytes target prot opt in out source destination
0 568 40044 int dnat all - * * 0.0.0.0/0 0.0.0.0/0
0 568 40044 usr dmnat all - * ® 0.0.0.0/0 0.0.0.0/0
Chain INPUT (policy ACCEPT 568 packets, 40044 bytes)
rid pkts bytes target prot opt in out source destination
Chain COUTPUT (policy RCCEPT 296 packets, 46706 bytes)
rid pkts bytes target prot opt in out source destination
0 896 46706 int dmnat all - * ® 0.0.0.0/0 0.0.0.0/0
0 896 46706 usr_dnat all - * # 0.0.0.0/0 0.0.0.0/0
Chain POSTROUTING (policy ACCEPT 896 packets, 46706 bvtes)
rid pkt=s bytes target prot opt in out source destination
0 896 46706 int_ snat all - * ® 0.0.0.0/0 0.0.0.0/0
0 896 46706 usr_ snat all - * ® 0.0.0.0/0 0.0.0.0/0
Chain int dnat (2 references)
rid pkts bytes target prot opt in out source destination
Chain int snat (1 references)
rid pkts bytes target prot opt in out source destination
0 0 0 ACCEFT all - * # 0.0.0.0/0 0.0.0.0/0
Chain usr dnat (2 references)
rid pkts bytes target prot opt in out source destination
0 0 0 DHAT tcp -- vNic 2 * 0.0.0.0/0 192.168.8.20
0 0 0 LOG all -- «vwNic 2 * 0.0.0.0/0 192.168.8.11
0 0 0 DHAT all -- «wHic 2 * 0.0.0.0/0 1%2.168.8.11
Chain usr snat (1 references)
rid pkts bytes target prot opt in out source destination
0 0 0 LOG all - * vHNic 2 10.10.10.101 0.0.0.0/0
0 0 0 SHAT all - * vHic 2 10.10.10.101 0.0.0.0/0
0 0 0 LOG all - * vNic 2 10.10.10.0/24 0.0.0.0/0
0 0 0 SHAT all - * vNic 2 10.10.10.0/24 0.0.0.0/0
H5X-edge-8-0> ]

5 5T OB kEEDLE A NAT BN 0380 LAAR,
show service loadbalancer #2001 2 Vfias 5 IR (L4/ILT).

nsxedge> show service loadbalancer
haIndex: 0

(SUNNAEATH SN LAk ipvid e N L

Loadbalancer Services Status:

L7 Loadbalancer running

L7 Loadbalancer Statistics:

STATUS PID MAX_MEM_MB MAX_SOCK  MAX_CONN  MAX_PIPE  CUR_
CONN_RATE_LIMIT MAX_CONN_RATE

running 1580 0 2081 1024 0 0

0 0

CONN
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L4 Loadbalancer Statistics:
MAX_CONN ACT_CONN INACT_CONN TOTAL_CONN
0 0 0 0

Prot LocalAddress:Port Scheduler Flags

—> RemoteAddress:Port Forward Weight ActiveConn InActConn

ffilf] show service loadbalancer session S &E NE A Treosiii. WRA L% FEAR

B, WaERen.

nsxedge> show service loadbalancer session

L7 Loadbalancer Statistics:

STATUS PID MAX_MEM_MB MAX_SOCK  MAX_CONN  MAX_PIPE
CONN_RATE_LIMIT MAX_CONN_RATE

running 1580 0 2081 1024 0

0 0

L7 Loadbalancer Current Sessions:

0x2192df1f300: proto=unix_stream src=unix:1 fe=GLOBAL be=<NONE> srv=<none> ts=09 age=0s

calls=2 rq[f=c08200h,

i=0,an=00h, rx=20s ,wx=,ax=] rp[f=008000h,i=0,an=00h, rx=,wx=,ax=] s0=[7,8h, fd=1, ex=]

s1=[7,0h,fd=-1,ex=] exp=19s

L4 Loadbalancer Statistics:
MAX_CONN  ACT_CONN  INACT_CONN TOTAL_CONN
0 0 0 0

L4 Loadbalancer Current Sessions:

pro expire state source virtual destination

%7 show service loadbalancer & UAA G RS S8 7 MR IRA . WEE, kA

WA T AR 55w A 5 o

nsxedge> show service loadbalancer table

L7 Loadbalancer Sticky Table Status:

TABLE TYPE SIZE(BYTE) USED(BYTE)

VMware, Inc.
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6 WARITHERITA RS IEFEIET, iHOE R AT ERG BE S un AR S A . 15 show ip
route fll show ip forwarding @2 DURERG H ST 2321

H5X-edge-8-0> =sh ip route

Code=s: © - CO5PF derived, i - I5-I5 derived, B - BGP deriwved,

C - comnected, 5 - static, L1 - I5-I5 lewel-1, L2 - IS5-I5 lewvel-2,

IA - O5PF inter area, El1 - OS5PF external type 1, EZ2 - O5PF external type 2,
H1l - COSPF HM534 external type 1, N2 - OS5PF H35A external type 2

Total number of routes: 4

5 0.0.0.0/0 [1/1] wvia 192.1&682.8.2
C 10.10.10.0/24 [0/0] via 10.10.10.1
C 169.254.1.4/30 [0/0] via 169.254.1.5
C 182.1g8.8.0/24 [0/0] via 192.168.8.3
H53X-edge-8-0> =sh ip forwarding
Codes: C - connected, E - remote,

> — selected route, * - FIB route

E>* 0.0.0.0/0 via 192.168.8.2, vNic 2

C»* 10.10.10.0/24 is directly connected, vHic O
C»* 169.254.1.4/30 is directly connected, vNic O
C»* 132.168.8.0/24 is directly connected, vHic 2
NS¥-edge-2-0> [

7 WHPRGE] show arp f RIS (N, WIDCEE F—ERD AR5 ARP 45 H

IOneArm—LoadBalancer—Dl—D> show arp

vShield Edge ARP Cache:

IP Rddress Interface MAC Address State
feB80::250:56ff:feae:f86b vNic_D 00:50:56:ae:f8:6b STALE
feB80::250:56ff: feae:5066 vNic_l 00:50:56:ae:30:66 STALE
fel80::250:56ff: feae: 3eid vNic_D 00:50:56:ae:3e:3d STALE
172.16.100.11 vNic 1 00:50:56:ae:50:66 REACHAEBLE
172.16.10.1 vNic 0O 02:50:56:56:44:52 REACHABLE
172.16.10.11 vNic_D 00:50:56:ae:3e:3d REACHABLE
Onelkrm—-LoadBalancer-01-0> I

8 XUEHESRME AN G BLATE Bt i, X REE B T2, 5] show log B show log
follow &R HE AT Bh A P it o 1, a7 0 80 -irss, 51 H 103k (Logging)Jf:
KR EHE E. (Info)sifik (Debug).

nsxedge> show log

2016-04-20T20:15:36+00:00 vShieldEdge kernel: Initializing cgroup subsys cpuset
2016-04-20T20:15:36+00:00 vShieldEdge kernel: Initializing cgroup subsys cpu
2016-04-20T20:15:36+00:00 vShieldEdge kernel: Initializing cgroup subsys cpuacct
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9 {EMINEEAIRSS M IER & Pk st T, WIS AN TR B LA 0. 15 1] show
service loadbalancer pool w4 D1 Flas IR A (L4/LT). AU sh— At s CADAAGER
X, WEFEMLHNZ A MG, FOgEsREGEE S A TR SN A &, s TR 2 N s
TR A LML, R IR DU Er Sy, rHoE R last state chqnge time F1 failure
reason, WIRMEFSIRGS TSI TIROURTES, B T LABIA M EASN, 6250 last check time,

nsxedge> show service loadbalancer pool

Loadbalancer Pool Statistics:

POOL Web-Tier-Pool-01
| LB METHOD round-robin
| LB PROTOCOL L7
| Transparent disabled
| SESSION (cur, max, total) = (0, 0, 0)
| BYTES in = (0), out = (0)
+->POOL MEMBER: Web-Tier-Pool-01/web-0la, STATUS: UP
| | HEALTH MONITOR = BUILT-IN, default_https_monitor:L70K
| | | LAST STATE CHANGE: 2016-05-16 07:02:00
| | SESSION (cur, max, total) = (0, 0, 0)
| | BYTES in = (0), out = (0)
+->POOL MEMBER: Web-Tier-Pool-01/web-02a, STATUS: UP
| | HEALTH MONITOR = BUILT-IN, default_https_monitor:L70K
| | | LAST STATE CHANGE: 2016-05-16 07:02:01
| | SESSION (cur, max, total) = (0, 0, 0)
| | BYTES in = (0), out = (0)

10 BrEMRSTEEFRS C IER” o YEET O YYET D UEEGRENERIRS A TR

nsxedge> show service loadbalancer monitor

Loadbalancer Health Check Statistics:

MONITOR PROVIDER  POOL MEMBER HEALTH STATUS
built-in Web-Tier-Pool-01  web-01la default_https_monitor:L70K
built-in Web-Tier-Pool-01  web-02a default_https_monitor:L70K

%FT show service load balancer monitor 74, J7E CLI #yHrh B s =M iiaf THR i Ve o
{8

n NE: A TR A L7 515 (HA D $hdT.
w HPEIRSS: CRs PROUE AT g5 519 (NAGIOS) 1. FILAHT] show service

monitor *Dshow service monitor service CLI iy &0 NS5 TIRAS . IRZS (Status) 7RIV
ZNIEH . BT,

RN BEEHE TR
R rsda —A A B TR R oRPL IR
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& 6-1. BITHRRINAA

ME

}\Il/ﬁi

B

VMware, Inc.

A

UNK: K1

INI: IEAERIERTE

SOCKERR: =7 it

L4OK: ELfF2f 4 i bamad i dy, A H L a2t

LATOUT: 4 1-4 JZHn)

LACON: 5 1-4 ZE&F2nE, 514, “Connection refused” (tcp rst) 5t “No route to host” (icmp)
L60K: CLfEZE 6 7 bl

L6TOUT: 46 = (SSL) #AHt

L6RSP: 25 6 i Joay - sl A Tk

SRR “SSLv3” B “TLSv1.0” ,

LIy [ E R A Uy O

LI A EINGEN =

L70K: BEfEL 7 )2 P ey

L70KC: B 158 7 )2 FAKMm i & . i, 404 with disable-on-404
L7TOUT: % 7 )= (HTTP/SMTP) {if

L7RSP: 2 7 WMoy - s,

L7STS: &5 7 2w, a1, HTTP 5xx

511 SSL A SSL P sl 2

A SSL MR

Joi ol SSL R

JGIEE ST SSL

JoikJEE) SSL T

TS IR A UET

TeEAS EUL

UE RIS [l AN A

ik “<cn>" ¥E <expire time of certificate> H i 1]

m QEf “<on>" 7E4 K11 <expire time of certificate> I 1 1]

UL “<cn>” 7E <days_left/expire time of certificate> K51 ]
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R 6-1. IFITHRRFNHEEE (2D

BITRG A

ICMP JCIE VRIS

JCEIAEA

Jei L

Jeik Al

A F

L ES IR AT

ES e

RENI

(eSS 2 R

FHRHELS

W2 1R 55 25T (ToS) A IEHf
FHIIREZEE (ToS) AIEH
RELYiprnas s
FHUR S rhse
WSl S8 o 23R RIS ek
LIS ST T

UDP/TCP n R EIEAIK
B ERERIME xxxx AR xxx: [1EZ:0 Linux G5 CAL)
m R AT H
m N EHUER ARSI INI R

HTTP UNKNOWN: {7 ic i i

HTTP CRITICAL: JoikdT/ TCP &4y (G Ry sl 2R 554 SO
HTTP CRITICAL: {EFASERT I

HTTP CRITICAL: &M EAMZI Kt

HTTP CRITICAL: MAAUKEIN HTTP MR Jcik: <status line> CASIEGIT TR TR D
HTTP CRITICAL: JoRlf R A3 T <status line> CIRAHRALASE 3 M XXXO
HTTP CRITICAL: itk <status line> CIRZASAL >= 600 B < 100)
HTTP CRITICAL: %A%

HTTP CRITICAL: % AFfi,

HTTP WARNING: T{Jfi k/\ <page_length> Ak

HTTP WARNING: Tljfik/) <page_length> A/

HTTP/HTTPS

1M1 QERFERAAS N LATOUT/LACON, Sl fE i = 2% FIdEfznlil, Duplicate IP 17 2 2s/nli
FRRACTE N, A8 FNBIAZARNT, 150 N 7 RadE Tl HE g

a fEMi Edge fliff] show service highavailability @253 Y (High Availability,
HA) I, 75 iX2E Edge 1 HA T4, #A HA BEFE RS DOWN Jf HIr A Edge N Active,
Ib, fERIZE A BRI Edge 1P,

b ifink show arp a4 Edge ARP 4, FHUGUE A/l 55 #5110 ARP 45 H/2 I 7E MAC Hisik >
A2k,

c FdRuikIsHy ARP &, BE M arp-ping ar & FHSEATATHAB AL B HAT 5 Edge IP 28
WARIAR 1P
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—
N
=
=

BN E R R HE R (VIP, i, 85D o BFEE:
et A T B R, Edge IRSSICRiZ5e
SE T R T SRR N

nsxedge> show service loadbalancer pool Web-Tier-VIP-01

TIMESTAMP SESSIONS BYTESIN BYTESOUT
2016-04-27 19:56:40 00 00 00
2016-04-27 19:55:00 00 32 100

nsxedge> show service loadbalancer pool Web-Tier-VIP-01 | MEMBER
+—> POOL MEMBER: TENANT-1-TCP-POOL-80/SERVER-1, STATUS: UP
+—> POOL MEMBER: TENANT-1-TCP-POOL-80/SERVER-2, STATUS: UP

SESSIONRATE

EMIF AR A C FEFIEAEIE T
& P s as 2 R B, JaiEikSs

13 Hife, EEREMIRSS R Bube tBABRINBIHFEE ZiE S IEIE 2255 de. ARl b A

M, RT3 #show service loadbalancer pool w34 G RRRE . 8B IIRS R

FNEZA /o8

nsxedge> show service loadbalancer virtual Web-Tier-VIP-01

Loadbalancer VirtualServer Statistics:

VIRTUAL Web-Tier-VIP-01
| ADDRESS [172.16.10.10]:443
| SESSION (cur, max, total) = (0, 0, 0)
| RATE (cur, max, limit) = (0, 0, 0)
| BYTES in = (0), out = (0)
+->POOL Web-Tier-Pool-01
| LB METHOD round-robin
LB PROTOCOL L7
Transparent disabled
SESSION (cur, max, total) = (0, 0, 0)
BYTES in = (0), out = (0)
+->POOL MEMBER: Web-Tier-Pool-01/web-0la, STATUS: UP
| | HEALTH MONITOR = BUILT-IN, default_https_monitor:L70K
| | | LAST STATE CHANGE: 2016-05-16 07:02:00
| | SESSION (cur, max, total) = (0, 0, 0)
| | BYTES in = (0), out = (0)
+->POOL MEMBER: Web-Tier-Pool-01/web-02a, STATUS: UP
| | HEALTH MONITOR = BUILT-IN, default_https_monitor:L70K
| | | LAST STATE CHANGE: 2016-05-16 07:02:01
| | SESSION (cur, max, total) = (0, 0, 0)
| | BYTES in = (0), out = (0)
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14 QISRIEMRCE TRTENS, BO0HEEE D, ROz T ARSI AWM N EE: &)
IR SS# PN Edge RSB E it (FEMA A HA XA BEHEE) o #show ip
forwarding fy &4t T vNic #2111, I HAR DU FZ 8 .

Ban, ABBE ST vNic_0 1, HillRSS 0T viNic_1 1o 4 FITEmIT 80 st & i
IP Huhil: 192.168.1.2 F1 VIP IP 192.168.2.2, 1 Vst IP 2l 192.168.3.1, Jiillk55#5 IP
192.168.3.3. AWM AFNEIE uffiskar & — i T rtdkmtd, H— "SR Edatuiie —
ANE] RIS . AR B ARSI 67 8 e S B i o R AR A5 Trd o 2 .«

LR ii07 S QER- GRS i SFA €/ TR

m RO R IR SRR

#debug packet capture interface interface-name [filter using _ for space]- creates a packet
capture file that you can download

#debug packet display interface interface-name [filter using _ for space]- outputs packet data to
the console

#debug show files - to see a list of packet capture

#debug copy scp user@url:path file-name/all - to download the packet capture

P4
m  7F VNIC O Fiifijk: debug packet display interface vNic_0
m  (EPEREO Bk debug packet display interface any

m  HIHERSAE VNIC 0 _F4ifi3k: debug packet display interface vNic_0
host_192.168.11.3_and_host_192.168.11.41

n  JiRE P R AR SS ER A OBkt #debug packet display|capture interface vNic_0
host_192.168.1.2_and_host_192.168.2.2_and_port_80

m (& Edge k55 WIoAntAL T BRIk 55 2 iR E0H 61 : #debug packet display|capture
interface vNic_1 host 192.168.1.2_and_host_192.168.3.3_and_port_80

»  {f Edge RS MR AAL TEV IR AR 555 2 i Bdia t0:  #debug packet display|
capture interface vNic_1 host 192.168.3.1_and_host_192.168.3.3_and_port_80

w I S 2 T RS B

AL T R B AR

7E BT NSX SUBCT A, 3 2 B e

o TCPUAIT (i, WM 443) FROGURTHIEETH 11,
o WUEEIN. AGEAEE, E5 0 (NSX ) .

n  BUEES ATLAIT ping BRPELAI MR 5545 1P kb, skE&E ik h s AfeRIESE T ARP

m ] UL e 0 3 e BRI
w ] CLI A B i St ER o
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R

AH AT A B D

n  UEIRSS R T It A R st IR
Edge it AR S P17 o

n POUEASE ARG . QRECE TR AV R D B % P, AT RE S BRI 4 e 21 e

s L 5o
7 R ECH S L.
BATIROUE 5 15 E
AR ERRSS . ES R (NSX FHHER ) o
MRk SRS Ry BT
w  BUER A R LU BT R b s RIS IR 7 IR 55 o
n AEN R RS #B kB ek DFW 75 e im R .
w RORR TR IR S5 A AR I S 4R E (IS TR LR
MR BT “ARIRED” R
w  BUERE AR AL S T T b
557 JEHER 5] Edge AREE
w AERACE T HAG
HAR s, BTN IR 55
w BGUEE N AR ST T ORI R A
w  WURR R AU I — MRS Rs (AR, IR AT e S IR AV AT,

B AR FEHERR

1

¥ vSphere Web Client H 7 61 35 V-l e FLRAS::

a HiMZAIZ4 > NSX Edge (Networking & Security > NSX Edges).
b BL— NSX Edge.

c T (Manage), k)il fE FEES (Load Balancer)it i .

d KA ECFERR AR R H Sl & g0l

FEHEBR DA 3T e IR S5 R 2 1T, 15 7E NSX Manager FIzfTPA R @ LAERZIR S C R BN FIEAEiE
17

nsxmgr> show edge edge-4 service loadbalancer
haIndex: 0

Loadbalancer Services Status:
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L7 Loadbalancer I running

L7 Loadbalancer Statistics:

STATUS PID MAX_MEM_MB MAX_SOCK  MAX_CONN  MAX_PIPE  CUR_CONN  CONN_RATE
CONN_RATE_LIMIT MAX_CONN_RATE

running 1580 0 2081 1024 0 0 0

0 0

L4 Loadbalancer Statistics:
MAX_CONN ACT_CONN INACT_CONN TOTAL_CONN
0 0 0 0

Prot LocalAddress:Port Scheduler Flags
—> RemoteAddress:Port

Forward Weight ActiveConn InActConn

* EAIPLET show edge all PA#r+k NSX Edge ##7.

fif R B & 8]

QIS NSX HI P At sk REST API i FHHRZ6 671 25 1l e

R R E R = T ) R

NSX Manager 5 71 5 Fi

FUEERAE, TSR HUZ i R

RECEL (AR Sl Edge TRk S AR < I H Bl el MERE
JE AU AR 0 T A T CLI RS K S 31y

A ARG

I

1 LA REST APLEHIES: NSX Manager Hift) Edge H i sk B INFO BHMCH TRACE Bk

DEBUG.

URL: https://NSX_Manager_IP/api/1l.0/services/debug/loglevel/com.vmware.vshield.edge?level=TRACE

Method: POST

2 ff vSphere Web Client FHA 7t sk SR A5

a FALMgAIZZ4 > NSX Edge (Networking & Security > NSX Edges).

b M4~ NSX Edge.

c BT (Manage), 5108 F#iEs (Load Balancer)i il

d HFiifth (Pools) A A AT i 1 07 4 iy

@

5"
W TIPL N REST AP,

3k

AR
BB TR, Bk R ZiiHE B (Show Pool Statistics), SX 556k A2

URL: https://NSX_Manager_IP/api/4.0/edges/{edgeld}/loadbalancer/statistics

Method: GET

<?xml version="1.0" encoding="UTF-8"7>

VMware, Inc
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<loadBalancerStatusAndStats>
<timeStamp>1463507779</timeStamp>
<pool>
<poolId>pool-1</poolId>
<name>Web-Tier-Pool-01</name>
<member>
<memberId>member-1</memberId>
<name>web-01la</name>
<ipAddress>172.16.10.11</ipAddress>
<status>UP</status>
<lastStateChangeTime>2016-05-16 07:02:00</lastStateChangeTime>
<bytesIn>0</bytesIn>
<bytesOut>0</bytesOut>
<curSessions>0</curSessions>
<httpReqTotal>0</httpReqTotal>
<httpReqRate>0</httpReqRate>
<httpReqRateMax>0</httpReqRateMax>
<maxSessions>0</maxSessions>
<rate>0</rate>
<rateLimit>0</rateLimit>
<rateMax>0</rateMax>
<totalSessions>0</totalSessions>
</member>
<member>
<memberId>member-2</memberId>
<name>web-02a</name>
<ipAddress>172.16.10.12</ipAddress>
<status>UP</status>
<lastStateChangeTime>2016-05-16 07:02:01</lastStateChangeTime>
<bytesIn>0</bytesIn>
<bytesOut>0</bytesOut>
<curSessions>0</curSessions>
<httpReqTotal>0</httpReqTotal>
<httpReqRate>0</httpReqRate>
<httpReqRateMax>0</httpReqRateMax>
<maxSessions>0</maxSessions>
<rate>0</rate>
<rateLimit>0</rateLimit>
<rateMax>0</rateMax>
<totalSessions>0</totalSessions>
</member>
<status>UP</status>
<bytesIn>0</bytesIn>
<bytesOut>0</bytesOut>
<curSessions>0</curSessions>
<httpReqTotal>0</httpReqTotal>
<httpReqRate>0</httpReqRate>
<httpReqRateMax>0</httpReqRateMax>
<maxSessions>0</maxSessions>
<rate>0</rate>
<rateLimit>0</rateLimit>
<rateMax>0</rateMax>
<totalSessions>0</totalSessions>
</pool>
<virtualServer>
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<virtualServerId>virtualServer-1l</virtualServerId>
<name>Web-Tier-VIP-01</name>
<ipAddress>172.16.10.10</ipAddress>
<status>0PEN</status>
<bytesIn>0</bytesIn>
<bytesOut>0</bytesOut>
<curSessions>0</curSessions>
<httpReqTotal>0</httpReqTotal>
<httpReqRate>0</httpReqRate>
<httpRegRateMax>0</httpReqRateMax>
<maxSessions>0</maxSessions>
<rate>0</rate>
<rateLimit>0</rateLimit>
<rateMax>0</rateMax>
<totalSessions>0</totalSessions>

</virtualServer>
</loadBalancerStatusAndStats>

4 BN AT A AR A UHE S, 15E NSX Edge Fisf TR s
SRR O RE IR 5575 -

WU TCP #h: 251217 show service loadbalancer pool PAZRE A4 F,

statistics loadbalancer pool <pool-name>,

5 E&ENECHR A HE Bl % .

VMware, Inc

SRJF151T show

JeizfT show service loadbalancer virtual DIAKHUERIRSS 7848, 2k
J5121T show statistics loadbalancer virtual <virtual-server-names>,
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BT HMZ (VPN) SFEHERR

NSX Edge 22 AU VPN, AIEHERRE A48 7 i) L2 VPN FT SSL VPN (A8 T HE
Iz//ﬂ%o

AREEDIE T AR
= L2VPN

= SSLVPN

= IPSEC VPN

L2 VPN

WRLHE T L2 VPN, R0 DU 2 AN L2 4% (VLAN FiT VXLAND ZE{HE] L3 35 FPASN, X Ebps 27r
SSL VPN FEy BRI KA, SR AT DLLE L2 VPN IRSSES IS AN E Y LAk 2> [ R 2
W, e WA TR—FRE, B IP Mk (R, R ] A PEAE e R it o 1 4038 5l Edge, IfiAs
ezt F A NSX. b 5o vr Edge 5k &R (s B A tR A0 1P kb, AR
HAH A

i, L2 VPN SRl BRI AN BE AL 2 (R 48T 552 VXLAN B VLAN SR TR e W T
SRUERRY, L2 VPN [ IONFL iU, AL e T8 s T AR S A AL P I B0 1P bl

L2 VPN % WL E & 6] &

KFEHHE T 5 L2 VPN AFIE 3 IR )

(B8

I A L

m  JE T L2 VPN &, HIETA) Internet [RF5 KBS A e VR B H brin 11 443 £ERIEH RS

» K L2 VPN & il B ONIIEIR IS b TS, (EAAT NIZE i B EAAR CA k455 FQDN,

»  CE T L2 VPN RS A, (HORAE A Internet AU Kk 1) NAT/RS AR
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w o e BRSSP 4E B2 1

E OIS, L2 VPN R ST 443, AIDIM L2 VPN RS 2814 B i B2 1 .
FRINE LT, L2 VPN & Py 2 1 443 [ ahdEsE . ATPAM L2 VPN 25 s i e o 20 11 .

BRTE
1 Ko L2 VPN JIRS#mif R IEF BT,

a LR NSX Edge FEHIL.

b 1217 show process monitor my4, FFUUEEE I LAREI# 0 12vpn [HERE

¢ 1z17 show service network-connections @4, JTUGUF 12vpn RS 443,
2 K L2 VPN & gt iR A AT,

a k3] NSX Edge [,

21T show process monitor 4, FHEGUEESET AILLREI 20 naclientd [3ERE .

(o

c iza{T show service network-connections @4, JfUGiE naclientd HEREZETS IR 443,
3 A AP Internet i) L2 VPN RSS2,

a JTIFIYEES, ZRfE1510] https://<12vpn—public-ip>.

b HER—NTER I, AURE R IE, WSS Internet 7517] L2 VPN IR 55+
4 AR O bR AR A S R 4R Fz T

a RS AR R gk, s F A E — b .

b AR bRAE SRR ARER I, AZEE VL TR vSphere Distributed Switch:

nCRn A NTRSS (promiscuous) i,

» H{hfEH (Forged Transmits)id i /5% (Accept).
5 Z&fif L2 VPN JEERRIEL,

a  IACRIEFRCE R RGE, W AN E R - MAC Mtk R A i B . U1

ZLRAREAT) L2VPN 2l H TR SeEAC i
6 AP L2 VPN RN & AT AR B

a  ESEF) L2 VPN JIRSS#: CLI, HEAHN Y tap 2101 FHliskEdktu: debug packet capture
interface name,

b EoRA] L2 VPN & i, FHAEAAN tap #2101 FAiskEdEE: debug packet capture
interface name,

C  HIHTIXMEHRA R UMS B L ST T ARP IR .

VMware, Inc.

166



NSX bR

d ## Allow Forged Transmits: dvSwitch BYEZEMEEE N L2 VPN ki1,

e MM UESKE N L2 VPN 1285511, Mitt, 8RB FHITELH net-dvs -1 4. Ko Ny
L2 VPN Edge N 114& Fi i) sink JE&PE (com.vmware.etherswitch.port.extraEthFRP =
SINK), PR I1E4E NSX Edge H4kif %511 dvPort.

net-dvs -l

Sink port should be enabled for

the dvPort where the Edge trunk
is connected to

BT EEMEIAE L2VPN J£IN

PAN PS50 i) ] 22 fE 3R . NSX Edge AREUMLATLAGZ TR ESXi 201 F, AT AAL T-[F]— ESXi
FHLE

T 1: F L2VPN Edge FIFERINIAIA H ESXi 4107
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1. FEBRJRAY ESXi 41 EE8E L2VPN Edge FEHIHL

_ EiTHERS "
HF RS O AR {E AT 487 5

iz

1 ¥ Edge MM LESE AL F A ESXi EHL L.
2 5 Edge MR REALINA R S5y 7 2 [ 200 E A0 SRS A DG SR, 4 N s
a DL CHT IR s R ST R S A
b ACK—A MATHERECE “TEEh” R A FATRERSECE Y RN .
3 NSRBI 2 AR SR S RIS LR, Qi R R
a fREfIgpE s,
b AIPARCE 2 NG 5D FATEE
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4 K Edge FCE o fi It IR, FEAEH RN B AS IR

n MRS W# ] vSphere Distributed Switch.,
AR R TR A R B rh 4 1

QAR REAZ AL TR, PSS 77k TR M 1] %’lﬁﬁﬂ%ﬁfﬂ ) FATHE O RS R0 . N 1%
4% 11 5 ] ReversePathFwdCheckPromisc, SRJFEILASH], X SHBMEF K B YT AGE Y FATRER
HIRT A AR,

LI EEEER, 15 NSX Edge FITTEN ESXi CLI HiyiR2EABGT RPF A5 2

esxcli system settings advanced set -o /Net/ReversePathFwdCheckPromisc -i 1
esxcli system settings advanced list -o /Net/ReversePathFwdCheckPromisc
Path: /Net/ReversePathFwdCheckPromisc

Type: integer

Int Value: 1

Default Int Value: 0

Max Value: 1

Min Value: 0

String Value:

Default String Value:

Valid Characters:

Description: Block duplicate packet in a teamed environment when the virtual switch is set to
Promiscuous mode.

7 PortGroup 4411, ¥ PromiscousMode M Accept Hi% ) Reject, #kJi%m%] Accept DLIE
B Y B A

m &1 2: Edge AN TH— ESXi AL L
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2. fEE—EH_EEBE L2VPN Edge FERIAN

ST RS OB 25 e HiTHER EF BRSO iRy

i

i
okt

BAEN: ERH A

dvPortGroup dvPortGroup &/ dvPortGroup H
[ st O O O O EERERaers: )
OO OO0 O O Eiil2ge=a:0p

thigiE

a 5 Edge MIHRER LI ISR 53 1 2ty 1 ZH P P A0 e SIS AT S U SRames, - B s
1 DA BT s AT R
2 KA HATHERSECE O CTEREDT . R A ATERSECEY BT .
b S R ICIDE 43 7 s 1 A B A0 SRR S DO e, 4 S s
1 R s,
2 HEEA A LATHER A TS IR
3 UM AN Edge Ak RE AU o3 3 2 T sh/ 88 A TR (R 4 25040
Al
c CHE i er Edge Bl A it T, AR FRARRR I 1 AR TR e,
£/ CLI SH1THIEHERR
AT DL T] NSX 724754 (Command Line Interface, CLI) $iiT7—2¢ L2 VPN HfEHE4: .
iB) &%
L2 VPN Joik B T 1R,
RRFZR
1 HPL N CLI a4 A A1 B .
show edge <edgeID> configuration 12vpn.

{5141, show edge edge-1 configuration 12vpn.
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2 fEE RS Edge FAETIDL T4

m  show configuration 12vpn - Fo2y DL T PO EEE DA UEIR 5575

show configuration [2vpn

Server IP

Peer Site Configuration

m  show service 12vpn bridge - £ 50T L2 VPN & skl /8 MR, BlE 17
L2 VPN % /i (nat), Portd 245 vNic_2, 7F vNic_2 ¥:11 &I T MAC Hiik
02:50:56:56:44:52, Jf[1iZMitl A2 Edge (L2 VPN JIRE5#%) A bbb, DLR RBhiss 3 47
JEHE nat B,

m  show service 12vpn trunk table
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m  show service 12vpn conversion table - fFLL Fofildr, ZkfEa 1 DU KIIEE L VLAN

ID 1 #4547 VLAN 5 5001 1) VXLAN, K5 PR Ut %15 %) VDS,

m  show process monitor - i@ 12vpn (IR55#%) Fll naclientd (& /i) RS

=}

IEAEIBA T,

m  show service network-connections - fiffixf 12vpn (IR55#%) 1 naclientd (%)) dEFEEH

IEAE i 1] 443,
SSL VPN
P DA P A RO A0 B i B PR st A Tl S R o

Toi%FTFF SSL VPN Web A

SSL VPN I JEiE4THF SSL VPN Web [ ] 78Sk T LA N #4255 SSL VPN-Plus & i 28 A4 o

e &

JCIEFTIT SSL VPN Web [ ]S DA, BA 7E RGN s R B 2 I DL
eS|

DA R 2 — 7] g e B0 8 :

n  RGE AR SRR A

n  7EN MRS ST Cookie #11 JavaScript.

RRAR

1 WPRAEATATLL 2Ryl baas rhd T/t SSL VPN Web [7]/385x BT .

wYERR SRR BRARRRA
Internet Explorer 9.0.8112.16421
Chrome 67.03396
Safari 10.x

2 fUJPsRssE, IR T Cookie A1 JavaScript,
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3 WRNNERRE S AR E S, IR SR ENIGE, TFEE USRI

4 KA ETAE SSL VPN JIRSses Fiefe T AES %541, Fubi b g A siFF AES %,

SSL VPN-Plus: R¥E#fE

R DME AR T i T YD SSL VPN-Plus % i i 2 B IR DA R Q0] ks e e
6 858

55 SSL VPN-Plus % ity 2 BRI i WL T s

m U4 SSLVPN-Plus %7, (R i o b i Ak,

m  7F Mac 5L, WoRNED RESIHE.

m  /f Mac OS High Sierra -, 5 /RDU R 2R B :

/opt/sslvpn-plus/naclient/signed_kext/tap.kext failed to load - (libkern/kext)system policy
prevents

loading; check the system/kernel logs for errors or try kextutil(8).

Error: Could not load /opt/sslvpn-plus/naclient/signed_kext/tap.kext

installer[4571] <Debug>: install:didFailWithError:Error Domain=

PKInstallErrorDomain Code=112 "An error occurred while running scripts from the package
“naclient.pkg” .

" UserInfo={NSFilePath=./postinstall,NSURL=file://<pathtofile>/
naclient.pkg,PKInstallPackageIdentifier=

com.vmware.sslvpn,NSLocalizedDescription=An error occurred while running scripts from the
package “naclient.pkg” .}

installer[4571] <Error>: Install failed: The Installer encountered an error that caused the
installation to fail. Contact the software manufacturer for assistance.

installer: The install failed (The Installer encountered an error that caused the installation to
fail.

Contact the software manufacturer for assistance.)

(£ Windows IR L, SorbA MERIHE: HT E000024B, IXBNFET a3 kM. N EH 5l Fih
BHl. (Driver installation failed for reason EO0O024B: please try rebooting the
machine.)

FH

PA NN 2 — AT g2 380 SSL VPN-Plus & il A TN F D14 & Fiidila -
»  BHUDECE S (naclient.cfg) BUZACE SR

n EURBPRE P AR ER,

m LR SSL VPN il

= & Mac Al Linux TH5AL |, Az TAP SXshfefr .

fF Mac 5N E, TR MBNZY R, oY REEE .
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1t Mac OS High Sierra I, {t Mac tHHAHA ] kext T HAARIEREMNEL kext I, B R estite.

7£ Windows 541 I, T Edge SSL VPN-Plus % /it 4R S ) T Begst SSL 2 P P4k imBr s
(Hide SSL client network adapter)i /i, 1 RIXEHFE 205500 (E000024B).,

BRAR
1 WRORAESCRIMARATE 52 40 | 438 SSL VPN-Plus % P e A1 X SCRIIRIE R ZNUE R, 1HZ I NSX 2
FERITPRY “SSL VPN-Plus MEH" F-5,
2 {F Windows 154l I, ffifi4:%E SSL VPN-Plus & Pl BATEEE BUFFAL. /1 Mac #1 Linux 1
FHLLE, TP root FAUA fiE4edd SSL VPN-Plus % /i, IIb4h, 24E Mac tHEAL R H
57217 SSL VPN-Plus & /i, HJWAAE usr/local/1ib Hogh A BETALE .
3 fE Linux AL, PR T UL MR, TR X EeEE, Ul A fRRIE R TAE.
s TCL
m TK
s NSS
4 YIRAE Mac F1 Linux HHEHLEANE: TAP SXZhEEFF, 1iiafT Shell BIALUINE Z9X 5hFL T o
BIERS ViRA
Mac i J{] sudo FFAUM /opt/sslvpn—-plus/naclient/ H35¢H1i21T Naclient.sh Shell
JEA
Linux i ] sudo F 21T naclient. sh Shell A, #A[PLA 1inux_phat_client/
linux_phat_client [ 5HhkEZIHAS,
5 HEfiRPiE 24 macOS High Sierra i 3 S ORI HHHRAL - B RO SN A, ATt

TP I B (kext)o PATRA R 3E:
a ff Mac 150 b, 1T RGmIFEE (System Preferences) > 2241 S5Eafl (Security &
Privacy)i [,

b A RN AlRESERRULT “CRIEnE s R, R i %4l. 7 (Some

system soﬂware was blocked from loading, Click the "Allow" button.) [1J7H ..
c ARSI TR, S R (Allow),

A EAHE PO Y RGNS B, 200 https://developer.apple.com/library/content/
technotes/tn2459/ _index.html,

d FEDNENEEY R, SSL VPN-Plus % i e B4k St isfT. 4e% T SSL VPN-Plus % /™
iy, HSEORDA MR R 2RI 2R T E BRI 2B R B R A HE R
PLZRELFE B (The installation failed. The installer encountered an error that
cause the installation to fail. Contact the software manufacturer for

assistance).

e EfRUaZENR, I SSL VPN-Plus % Friig ) B A
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6 Ui/t Mac OS High Sierra | I /sf22 388558 5, P TRA M 2PEER,

a

g

WG T T 1A, 55 RGRFEE (System Preferences) > 2454, (Security &
Privacy) > 52 ¥ Al (Allow Notifications).

F KA Mac OS H|gh Sierra |'22%% SSL VPN-Plus % Jiilhf, (BRI PR I8 Fe 20 5E
BRI R 30 0. WA S (Allow) 2 BB ANHAS, T EH Hah T *ﬂ?ﬁt?ﬁjﬁﬁz\z
SSL VPN-Plus % F i,

GARZERATRIM, X EWE B A GA D & (kext), WASEEREMNE kext, 5EAH
S 1EBEDUF tuntap kext team id ASINA| TS AERT kext H1JZH

TEWAE RN F R 5h Mac HH5EA L,
1 bR A Apple Bdbr.
2 HiEHEZD) (Restart),

3 /¥ Command I R #, B EEES] Apple Bhra ek, AT Jcikmat N Bk e &
G5, A Mac THENIZ0ER2 2] Internet DLS5) macOS 1k G, K rspeft k(Y. B
1E, BIEWERZ T RS Mac,

FEWER: F, st AT A (Utlities) > Z95% (Terminal),

544 tuntap kext team id PRNIEIHUCHEIER kext 51, 55T - spctl kext—consent add
KS8XL6TIFZ w2 .

FEIEFA N EH A E) Mac 5L,

SIS IFE IAE P HEY kext #1707 R1%Z team id, 151517 — spctl kext-consent list iy
A

~ o

225 SSL VPN-Plus & P4 .

7 1t Windows 5L I, WA BIIKENAR 7 2 de i 5% (E00024B), 5/t Edge SSL VPN-Plus &

i 2 B B rh A% G SSL & Pt 4R 1& o s (Hide SSL client network adapter)itilii, 7545 H

ZETI, 1520 VMware HIiHJE X https://kb.vmware.com/s/article/2108766,

SSL VPN-Plus: E{FiaR
FTLAGE AR T AT AER SSL VPN AR RSB 1 A B AN AR RS L

i 7R

5 SSL VPN AR AR AT & DL 4 s
m  SSL VPN-Plus % ek e SSL VPN IR %5

L& T SSL VPN-Plus & i, {H SSL VPN-Plus IR 55KIZ1T,
KB ARE T4, SSL VPN Web ]k SSL VPN-Plus % i i /A R I EL:
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MRHE SSL VPN VFANE, ik B KM 8/ Cik Bl g sk 8. iEd— B e 2 5 ik

(Maximum users reached/Maximum count of logged in user reached as per SSL VPN

license. Please try after some time) B SSL iHUZEI (SSL read has failed).
m  SSL VPN JIRF5IEAEAT, (HEHRR AT
w U SSLVPN iz, HICiE Vs L IS Rt SRRy o
RRAR
1 R SSL VPN-Plus % Fiii Lk #e2] SSL VPN fIjRS5ws, HHATIA T HAE:
m gk SSL VPN JH A HIERA P A ad a5 5% .
= # SSL VPN HI/ e AR,
w  KGUE SSL VPN JI U2 A rf LA ] Web [1/71)511] SSL VPN JIR 555
2 {r NSXEdge I, $fTUA MPERDATGUE SSL VPN B2 i3 IEAF 11T,
a M CLI 151 5] NSX Edge. 551k Edge CLI VE4NfE ., 12 M NSX 41T 7

b iz1T show process monitor 3%, J14k%| sslvpon #HFE.

@Eﬁx

o

show service network-connections x4, HASTES7EumI] 443 EXIH T ssivpn it

EOBRNEOLUT, ARGl 443 {4 SSL intte . Ak, @Ry SSL st E 1A TCP

U, IHARAEZ TCP i 15 FAIH T ssivon JEFE,

3 {F SSL VPN-Plus % /i |, %k SSL VPN-Plus ;55275 IEAF 18T o

BERS ViBA
Windows IS SRR, A LS )H5) I SSL VPN-Plus % /i 55 o
Mac m RONSF IR RS T naclientd R,

B RN GUI S50 T naclient BEFE,

B ZA RS AT, 1Hia(T ps —ef | grep "naclient" 3%

Linux m HifS5) T naclientd #ll naclient_poll i/FE.

B R YRS IEAEE T, 15157 ps —ef | grep "naclient" fiy

WNFEXEER S5 B IE1T, miaf TIA M LURBhxX ek 55

BIERS wé

Mac 1217 sudo launchctl load -w /Library/LaunchDaemons/
com.vmware.naclientd.plist w74,

Linux 1217 sudo service naclient start @4

4 SRR T HORESK SSLVPN HFEL, ik hn NSX Edge Bk PAREG & I P (CCU) 4.
BHrRHAGER,
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5 14 SSL VPN RS IEAEIEAT, (HEHRIKETR, uithdToA b EE:
a MEERINERG G R TR P,
b HUFEREAIN T,
6 WRLEIRE N e MRS TR, B TIA T P BRAMB I Z R
a MR ML AN 1P b f TR —FMrh
b WIRAERGIAE X IP b, 2 IP WS, EHATLL TR
1 %3] vSphere Web Client,
2 g4 (Networking & Security), #A)5 i NSX Edge (NSX Edges).
3  BGE—/> NSX Edge, #J5Hil; SSL VPN-Plus 15l |,
4

PR NSX EHEHRFEG A TN P b F BT A Il — A 1P M. il H ARG
(Gateway) SUAMEHZ N IP Mok, 2005 IP Huh-Es o ficds na0 #2110, firfg Ik TCP Jitt &5k
it £ na0 B O ERLE AR 87T DLATEEZ S HATAHRISE 1P #ihk i) 1P b, (R
#5[F—/ na0 £z,

5 fififf] show interface na@ w2 IR UEFEftry IP Hill, JFAEAEGHTA IP {bEb LR —A
na0 11,

6 EREIE AL %) SSL VPN-Plus % i - Zii& & (SSL VPN-Plus Client -
Statistics) B UG UE /B RE L 1P Bkl

c B3| NSX Edge iy 4477 (CLI) SRJ5121T debug packet capture interface na® %,
PATE na0 #2101 gt . b n] DA B8R fimdk (Packet Capture) T Haiiskfdiatl. A<
TEANE ., 120 NSX &fij’aﬁ

F BRI ETE S 1217, HEEEm 51T no debug packet capture interface
nao H[J?{Tjj:}ﬁéj(o

d WERAEH TCP Ak, 19 uERs k3%
e ATHETCP Ji, iR mim ML i ERIARI G ol Edge PN EB#E .

f X Mac Al Linux % )i, i ak 8205 7 SSL VPN & sl A%, IRIFia1T tepdump —1i
tap® -s 1500 -w filepath a4, DIfF tap0 #:11s i ihEicss FaiddiE ., 7F Windows %
P b, i EgRE A res T (40 Wireshark) , F£7F SSL VPN-Plus % Fiidfices iz
A,

7 R EARPERBCA ROz 1w HIVA T NSX Edge CLI 54t B Tl R o

P we

7 SSL VPN RE. show service sslvpn-plus

##& SSL VPN &iHsE. show service sslvpn-plus stats
KSR VPN & P, show service sslvpn-plus tunnels
% SSL VPN-Plus <15, show service sslvpn-plus sessions
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SSL VPN-Plus: S I&1F o]
#3185 T SSL VPN-Plus S5 36 1E 7]
i) 55
SSL VPN-Plus G55Fg< i,
BRFR
o TSGR, 1EEUEPL PR
a iR ] )\ NSX Edge His SNBSS I IEIR 557 . N NSX Edge H1, X S35 UE IR 55500 T ping

A, Bk S .

b i LDAP MY #s % LA INB I U IR S ic B, B a N B2 il IEH LE. f#/1] LDAP
NS ARG 2 LDAP 1 AD 5 IFAR S 7S

c  WHRAE GBS REAEE T AN SRS R, IR AR B A RS

d WAL Active Directory (AD), 1B E N no—ss1 &, JHERT R[] AD AR SS RS RE ]
AR,

e WHAE syslog M55 #s N Ihid Sy iar, BEER2EPLL FNANIEE: Log Output -
SVP_LOG_NOTICE,

10-28-2013,09:28:39,Authentication,a,-,-,10.112.243.61,—-,PHAT, ,SUCCESS, , ,10-28-2013,09
:28:391_!_11’5571!!!_y)_!

f WA syslog IRFS#F FhoRAEIT SBIUE, EAEERIZEMPL FHARIEE: Log Output -
SVP_LOG_NOTICE,
10-28-2013,09:28:39,Authentication,a,-,-,10.112.243.61,—,PHAT, ,FAILURE, ,,10-28-2013,09
:28:39!_!_1 [ACIE IR B RS BT Rt B B ]

SSL VPN-Plus % P e 1E M iz

{EF I TCP (b5, SSL VPN-Plus % J i {3 11 Wik .

B

o5 SSL VPN-Plus IR 551 B 7 NSX Edge Fizn{T, JHHH] TCP ikl ik s ht . /E SSL
VPN-Plus % J it 3z A £ AR RO (E TR (A iperf3) I, SSL VPN-Plus % i {5 111 o
EE

M SSL VPN-Plus % j it U AR, DR BRG] A2 B P 5«

w il &3k TCP FIN 541, JEumfdsaeociil s SSL VPN JIRSS 2 [l TCP 14z,

D S84 € ey ) BE ] N N (S E RSP LUEPN

P TE S R AR AT ID (unknown protocol ID). Z 45 ERikR SSL VPN JI55+#5F1 SSL VPN-Plus % )™
ity 2 [AIPRRAE, X280 SSL B NERAEAE & P 1AM, J H SSL VPN-Plus & P& 1 E IR
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LA ES

o  HfFPLZINEL, 1 vSphere Web Client i TLA F2PEE, DU imid SSL VPN il i) % 2%
=2 TCP k.

a A AEE T SSL VPN-Plus 5511 NSX Edge JEIAL,
b ¥ SSL VPN-Plus £, SRfEE5% ML,
c I5FRJEH TCP {t{k (Enable TCP Optimization)& it .,

ERBESH

SSL VPN-Plus ¢ H 206 & 24 17 NSX Edge #4 EELTE 1 syslog k5%, SSL VPN-Plus % )i
AR P AL ERILL T B s C.\Users\username\AppData\Loca1\VMwa re\vpn
\svp_client.log,

EAXBESW - SHIIE

SO EAE D

w  DUNHEEH R afF 2016 7510 A 28 H 9 I 28 7 Uil W24 U5 T & P b4 T S Sk

SVP_LOG_NOTICE,10-28-2016,09:28:39,Authentication,a,-,-,10.112.243.61,-,PHAT, ,SUCCES
S,,,10-28-2016,09:28:39,—,—,,, 55559953 s—s—

AL TN

w  DUNHEHEH R oR I a £ 2016 710 /] 28 /19 I 28 7 cikalidt MZs 5 1R)% Fimidbd T S Bk o
SVP_LOG_NOTICE,10-28-2016,09:28:39,Authentication,a,-,-,10.112.243.61,-,PHAT, ,FAILUR

Ey, ’10_28_2016!09:28:391_5_’ [SERE IR RE N TR NERE T B Rt B B B

THPR B Yot A8, 15255 SSL VPN-Plus: 236,

EARBETSH - HIERKE
B i)

s DUFNHERHE R aff 2016 410 /128 [ 9 /1 41 Z58Ih{ili 2% )5 [R] % Fiomiist TCP Sz
Jein Web iR 55#% 192.168.10.8.,

SVP_LOG_INFO,10-28-2016,09:41:03,TCP
Connect,a,-,-,10.112.243.61,-,PHAT, ,SUCCESS, , ,10-28-2013,09:41:03,-,-,192.168.10.8,8

0’,!’,!!1’,_’,_!

BRI
s DUNH SRS R afE 2016 £ 10 H 28 [ 9 /i 41 4 JCi Al 4% 5012 Fiimifissk TCP 23]
Jim Web IR 5575 192.168.10.8,

SVP_LOG_INFO,10-28-2016,09:41:03,TCP
Connect,a,-,-,10.112.243.61,—-,PHAT, ,FAILURE, , ,10-28-2013,09:41:03,-,-,192.168.10.8,8

055”,11555_’,_1
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IPSEC VPN
{5 PHE AL 175 P A B AR 8 5 P U P L

RUIhhE Bk 1 #aBrE 2)

MR T NSX Edge #i1 Cisco #e852 [l DM i 4 R o

NSX Edge

7 NSX Edge #4175 Cipsec auto -status, F show service ipsec @y 2 1—#557) Hi:

000 #2: "s1-cl1":500 STATE_QUICK_I2 (sent QI2, IPsec SA established);
EVENT_SA_REPLACE in 2430s; newest IPSEC; eroute owner; isakmp#l; idle;
import:admin initiate

000 #2: "sl-cl" esp.f5f6877d@10.20.131.62 esp.7aaf335f@10.20.129.80
tun.0@10.20.131.62 tun.0@10.20.129.80 ref=0 refhim=4294901761

000 #1: "sl-cl":500 STATE_MAIN_I4 (ISAKMP SA established); EVENT_SA_REPLACE 1in
27623s; newest ISAKMP; lastdpd=0s(seq in:0 out:0); idle;
import:admin initiate

Cisco
ciscoasa# show crypto isakmp sa detail
Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)

Total IKE SA: 1

IKE Peer: 10.20.129.80

Type : L2L Role : responder
Rekey : no State : MM_ACTIVE
Encrypt : 3des Hash : SHA

Auth : preshared Lifetime: 28800
Lifetime Remaining: 28379

BT 1 SREEANILED
RIS T BB 1 S R TEACHE F 6

NSX Edge

NSX Edge 7 STATE_MAIN_I1 k4 M5, 75 /var/log/messages H12T 4 i b 25k ik e 4
“NO_PROPOSAL_CHOSEN" %1y IKE 145015 Lo

000 #1: "sl-c1":500 STATE_MAIN_I1 (sent MI1,
expecting MR1); EVENT_RETRANSMIT in 7s; nodpd; idle;
import:admin initiate
000 #1: pending Phase 2 for "sl-cl" replacing #0
Aug 26 12:31:25 weiqging-desktop ipsec[6569]:
| got payload 0x800(ISAKMP_NEXT_N) needed: 0x0 opt: 0x0
Aug 26 12:31:25 weiqging-desktop ipsec[6569]:
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Aug

Aug
Aug

Aug
Aug
Aug

Aug

| ***parse ISAKMP Notification Payload:
26 12:31:25 weiqging-desktop ipsec[6569]:

| next payload type: ISAKMP_NEXT_NONE
26 12:31:25 weiqing-desktop ipsec[6569]: | length: 96
26 12:31:25 weiqging-desktop ipsec[6569]:

| DOI: ISAKMP_DOI_IPSEC
26 12:31:25 weiqing-desktop ipsec[6569]: | protocol ID: 0O
26 12:31:25 weiqing-desktop ipsec[6569]: | SPI size: 0
26 12:31:25 weiqging-desktop ipsec[6569]:

| Notify Message Type: NO_PROPOSAL_CHOSEN
26 12:31:25 weiqging-desktop ipsec[6569]:

"sl-cl" #1: ignoring informational payload,

type NO_PROPOSAL_CHOSEN msgid=00000000

Cisco
R R AN, WS ATENEE T B B AR e AT L

ciscoasa# Aug 26 18:17:27 [IKEv1]:

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

IP = 10.20.129.80, IKE_DECODE RECEIVED
Message (msgid=0) with payloads : HDR + SA (1)
+ VENDOR (13) + VENDOR (13) + NONE (0) total length : 148

26 18:17:27 [IKEv1l DEBUG]: IP = 10.20.129.80,
processing SA payload

26 18:17:27 [IKEv1l]: Phase 1 failure: Mismatched attribute
types for class Group Description: Rcv'd: Group 5
Cfg'd: Group 2

26 18:17:27 [IKEv1l]: Phase 1 failure: Mismatched attribute
types for class Group Description: Rcv'd: Group 5
Cfg'd: Group 2

26 18:17:27 [IKEv1l]: IP = 10.20.129.80, IKE_DECODE SENDING
Message (msgid=0) with payloads : HDR + NOTIFY (11)
+ NONE (0) total length : 124

26 18:17:27 [IKEv1l DEBUG]: IP = 10.20.129.80,
All SA proposals found unacceptable

26 18:17:27 [IKEv1l]: IP = 10.20.129.80, Error processing
payload: Payload ID: 1

26 18:17:27 [IKEv1l DEBUG]: IP = 10.20.129.80, IKE MM Responder
FSM error history (struct &0xd8355a60) <state>, <event>:
MM_DONE, EV_ERROR-->MM_START, EV_RCV_MSG-->MM_START,
EV_START_MM-—>MM_START, EV_START_MM-—->MM_START,
EV_START_MM-—>MM_START, EV_START_MM-—->MM_START,
EV_START_MM-—>MM_START, EV_START_MM

26 18:17:27 [IKEv1l DEBUG]: IP = 10.20.129.80, IKE SA
MM:9e0e4511 terminating: flags 0x01000002, refcnt 0,
tuncnt 0

26 18:17:27 [IKEv1l DEBUG]: IP = 10.20.129.80, sending
delete/delete with reason message
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ik 2 RICEE
RS T BB 2 S RV H

NSX Edge

NSX Edge 7E STATE_QUICK_I1 RAS MHEE . HAEHE R RSl ik ik 7 —4¢

NO_PROPOSAL_CHOSEN 4.,

000 #2: "sl-cl":500 STATE_QUICK_I1 (sent QI1l, expecting
QR1); EVENT_RETRANSMIT in 11s; lastdpd=-1s(seq in:0 out:0);
idle; import:admin initiate
Aug 26 12:33:54 weiqging-desktop ipsec[6933]: | got payload
Ox800 (ISAKMP_NEXT_N) needed: 0x0 opt: 0Ox0
Aug 26 12:33:54 weiqing-desktop ipsec[6933]: | ***parse
ISAKMP Notification Payload:

Aug 26 12:33:54 weiqing-desktop ipsec[6933]: | next payload
type: ISAKMP_NEXT_NONE
Aug 26 12:33:54 weiqging-desktop ipsec[6933]: | length: 32

Aug 26 12:33:54 weiqging-desktop ipsec[6933]:
| DOI: ISAKMP_DOI_IPSEC

Aug 26 12:33:54 weiqing-desktop ipsec[6933]: | protocol ID: 3
Aug 26 12:33:54 weiqing-desktop ipsec[6933]: | SPI size: 16
Aug 26 12:33:54 weiqing-desktop ipsec[6933]: | Notify Message

Type: NO_PROPOSAL_CHOSEN

Aug 26 12:33:54 weiqging-desktop ipsec[6933]: "sl-cl" #3:
ignoring informational payload, type NO_PROPOSAL_CHOSEN
msgid=00000000

Cisco
RS R B 1 B 5ER, (HETEE 2 PRN Sl b s S 2

Aug 26 16:03:49 [IKEv1l]: Group = 10.20.129.80,
IP = 10.20.129.80, PHASE 1 COMPLETED
Aug 26 16:03:49 [IKEvl]: IP = 10.20.129.80, Keep-alive type
for this connection: DPD
Aug 26 16:03:49 [IKEvl DEBUG]: Group = 10.20.129.80,
IP = 10.20.129.80, Starting Pl rekey timer: 21600 seconds
Aug 26 16:03:49 [IKEvl]: IP = 10.20.129.80, IKE_DECODE RECEIVED
Message (msgid=b2cdcbl3) with payloads : HDR + HASH (8)
+ SA (1) + NONCE (10) + KE (4) + ID (5) + ID (5) + NONE (0)
total length : 288

Aug 26 16:03:49 [IKEv1l]: Group = 10.20.129.80, IP = 10.20.129.80,
Session is being torn down. Reason: Phase 2 Mismatch
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PFS A ILEC
RIS T PFS APCRLGEE H .

NSX Edge
PFS thisi AN E: 2 F—%0 . Wi PFS AVEEE, MRZAT LTI EE 2 ASVCECH FrR RS b 4l

000 #4: "s1l-c1":500 STATE_QUICK_I1 (sent QI1l, expecting
QR1); EVENT_RETRANSMIT in 8s; lastdpd=-1s(seq in:0 out:0);
idle; import:admin initiate

Aug 26 12:35:52 weiqing-desktop ipsec[7312]: | got payload 0x800
(ISAKMP_NEXT_N) needed: 0x0 opt: 0x0

Aug 26 12:35:52 weiqging-desktop ipsec[7312]:
| ***parse ISAKMP Notification Payload:

Aug 26 12:35:52 weiqing-desktop ipsec[7312]: | next payload
type: ISAKMP_NEXT_NONE
Aug 26 12:35:52 weiqing-desktop ipsec[7312]: | length: 32

Aug 26 12:35:52 weiqging-desktop ipsec[7312]:
| DOI: ISAKMP_DOI_IPSEC

Aug 26 12:35:52 weiqing-desktop ipsec[7312]: | protocol ID: 3
Aug 26 12:35:52 weiqing-desktop ipsec[7312]: | SPI size: 16
Aug 26 12:35:52 weiqing-desktop ipsec[7312]: | Notify Message

Type: NO_PROPOSAL_CHOSEN

Aug 26 12:35:52 weiging-desktop ipsec[7312]: "s1-c1" #1: ignoring
informational payload, type NO_PROPOSAL_CHOSEN
msgid=00000000

Aug 26 12:35:52 weiqing-desktop ipsec[7312]: | info: fa 16 b3 e5
91 a9 bo 02 a3 30 el d9 6e 5a 13 d4

Aug 26 12:35:52 weiqing-desktop ipsec[7312]: | info: 93 e5 e4 d7

Aug 26 12:35:52 weiqging-desktop ipsec[7312]:
| processing informational NO_PROPOSAL_CHOSEN (14)

Cisco

<BS>Aug 26 19:00:26 [IKEv1l DEBUG]: Group = 10.20.129.80,
IP = 10.20.129.80, sending delete/delete with
reason message

Aug 26 19:00:26 [IKEv1l DEBUG]: Group = 10.20.129.80,
IP = 10.20.129.80, constructing blank hash payload

Aug 26 19:00:26 [IKEv1l DEBUG]: Group = 10.20.129.80,
IP = 10.20.129.80, constructing blank hash payload

Aug 26 19:00:26 [IKEvl DEBUG]: Group = 10.20.129.80,
IP = 10.20.129.80, constructing IKE delete payload

Aug 26 19:00:26 [IKEvl DEBUG]: Group = 10.20.129.80,
IP = 10.20.129.80, constructing gm hash payload

Aug 26 19:00:26 [IKEvl]: IP = 10.20.129.80, IKE_DECODE SENDING
Message (msgid=19eble59) with payloads : HDR + HASH (8)
+ DELETE (12) + NONE (0) total length : 80

Aug 26 19:00:26 [IKEvl]: Group = 10.20.129.80, IP = 10.20.129.80,
Session is being torn down. Reason: Phase 2 Mismatch
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PSK A ILAL
FESIH T PSK RITAC AR H &

NSX Edge

TENE A iR E— 8P i PSK. Wik PSK i<, ) NSX Edge RN STATE_MAIN_I4, X &5

RB & 407 INVALID_ID_INFORMATION [ 5.

Aug 26 11:55:55 weiqging-desktop ipsec[3855]:
"sl-cl" #1: transition from state STATE_MAIN_I3 to
state STATE_MAIN_I4

Aug 26 11:55:55 weiqging-desktop ipsec[3855]: "sl-cl" #1:
STATE_MAIN_I4: ISAKMP SA established
{auth=0AKLEY_PRESHARED_KEY
cipher=oakley_3des_cbc_192 prf=oakley_sha group=modpl024}

Aug 26 11:55:55 weiging-desktop ipsec[3855]: "sl-cl" #1: Dead Peer
Detection (RFC 3706): enabled

Aug 26 11:55:55 weiqging-desktop ipsec[3855]: "sl-cl" #2:
initiating Quick Mode PSK+ENCRYPT+TUNNEL+PFS+UP+SAREFTRACK
{using isakmp#1l msgid:e8addl0e proposal=3DES(3)_192-SHA1(2)_160
pfsgroup=0AKLEY_GROUP_MODP1024}

Aug 26 11:55:55 weiging-desktop ipsec[3855]: "sl-cl" #1:
ignoring informational payload, type INVALID_ID_INFORMATION
msgid=00000000

Cisco

Aug 26 15:27:07 [IKEv1l]: IP = 10.115.199.191,
IKE_DECODE SENDING Message (msgid=0) with payloads : HDR
+ KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13)
+ VENDOR (13) + VENDOR (13) + NAT-D (130) + NAT-D (130)
+ NONE (0) total length : 304

Aug 26 15:27:07 [IKEv1l]: Group = 10.115.199.191,
IP = 10.115.199.191, Received encrypted Oakley Main Mode
packet with invalid payloads, MessID = 0

Aug 26 15:27:07 [IKEvl]: IP = 10.115.199.191, IKE_DECODE SENDING
Message (msgid=0) with payloads : HDR + NOTIFY (11)
+ NONE (0) total length : 80

Aug 26 15:27:07 [IKEv1l]: Group = 10.115.199.191,
IP = 10.115.199.191, ERROR, had problems decrypting
packet, probably due to mismatched pre-shared key.
Aborting

B IDh i BO LR B fh gk
TIEFIH T NSX Edge F1 Cisco e [A] B Il id OB fu ik 2538

No. Time Source Destination Protocol Info

9203 768.394800 10.20.129.80 10.20.131.62 ISAKMP Identity Protection
(Main Mode)

Frame 9203 (190 bytes on wire, 190 bytes captured)

Ethernet II, Src: Vmware_9d:2c:dd (00:50:56:9d:2c:dd),
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Dst: Cisco_80:70:f5 (00:13:c4:80:70:f5)
Internet Protocol, Src: 10.20.129.80 (10.20.129.80),
Dst: 10.20.131.62 (10.20.131.62)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 0000000000000000
Next payload: Security Association (1)
Version: 1.0
Exchange type: Identity Protection (Main Mode) (2)
Flags: 0Ox00
Message ID: Ox00000000
Length: 148
Security Association payload
Next payload: Vendor ID (13)
Payload length: 84
Domain of interpretation: IPSEC (1)
Situation: IDENTITY (1)
Proposal payload # 0
Next payload: NONE (0)
Payload length: 72
Proposal number: 0
Protocol ID: ISAKMP (1)
SPI Size: 0
Proposal transforms: 2
Transform payload # 0
Next payload: Transform (3)
Payload length: 32
Transform number: 0
Transform ID: KEY_IKE (1)
Life-Type (11): Seconds (1)
Life-Duration (12): Duration-Value (28800)
Encryption-Algorithm (1): 3DES-CBC (5)
Hash-Algorithm (2): SHA (2)
Authentication-Method (3): PSK (1)
Group-Description (4): 1536 bit MODP group (5)
Transform payload # 1
Next payload: NONE (0)
Payload length: 32
Transform number: 1
Transform ID: KEY_IKE (1)
Life-Type (11): Seconds (1)
Life-Duration (12): Duration-Value (28800)
Encryption-Algorithm (1): 3DES-CBC (5)
Hash-Algorithm (2): SHA (2)
Authentication-Method (3): PSK (1)
Group-Description (4): Alternate 1024-bit MODP group (2)
Vendor ID: 4F456C6A405D72544D42754D
Next payload: Vendor ID (13)
Payload length: 16
Vendor ID: 4F456C6A405D72544D42754D
Vendor ID: RFC 3706 Detecting Dead IKE Peers (DPD)
Next payload: NONE (0)
Payload length: 20
Vendor ID: RFC 3706 Detecting Dead IKE Peers (DPD)
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No. Time Source Destination Protocol Info
9204 768.395550 10.20.131.62 10.20.129.80 ISAKMP Identity Protection
(Main Mode)

Frame 9204 (146 bytes on wire, 146 bytes captured)
Ethernet II, Src: Cisco_80:70:f5 (00:13:c4:80:70:f5),
Dst: Vmware_9d:2c:dd (00:50:56:9d:2c:dd)
Internet Protocol, Src: 10.20.131.62 (10.20.131.62),

Dst: 10.20.129.80 (10.20.129.80)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBD0O9
Next payload: Security Association (1)
Version: 1.0
Exchange type: Identity Protection (Main Mode) (2)
Flags: 0Ox00
Message ID: Ox00000000
Length: 104
Security Association payload
Next payload: Vendor ID (13)
Payload length: 52
Domain of interpretation: IPSEC (1)
Situation: IDENTITY (1)
Proposal payload # 1
Next payload: NONE (0)
Payload length: 40
Proposal number: 1
Protocol ID: ISAKMP (1)
SPI Size: 0
Proposal transforms: 1
Transform payload # 1
Next payload: NONE (0)
Payload length: 32
Transform number: 1
Transform ID: KEY_IKE (1)
Encryption-Algorithm (1): 3DES-CBC (5)
Hash-Algorithm (2): SHA (2)
Group-Description (4): Alternate 1024-bit MODP group (2)
Authentication-Method (3): PSK (1)
Life-Type (11): Seconds (1)
Life-Duration (12): Duration-Value (28800)
Vendor ID: Microsoft L2TP/IPSec VPN Client
Next payload: NONE (0)
Payload length: 24
Vendor ID: Microsoft L2TP/IPSec VPN Client

No. Time Source Destination Protocol Info
9205 768.399599 10.20.129.80 10.20.131.62 ISAKMP Identity Protection
(Main Mode)

Frame 9205 (222 bytes on wire, 222 bytes captured)

Ethernet II, Src: Vmware_9d:2c:dd (00:50:56:9d:2c:dd),
Dst: Cisco_80:70:f5 (00:13:c4:80:70:f5)
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Internet Protocol, Src: 10.20.129.80 (10.20.129.80),
Dst: 10.20.131.62 (10.20.131.62)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBD0O9
Next payload: Key Exchange (4)
Version: 1.0
Exchange type: Identity Protection (Main Mode) (2)
Flags: 0Ox00
Message ID: Ox00000000
Length: 180
Key Exchange payload
Next payload: Nonce (10)
Payload length: 132
Key Exchange Data (128 bytes / 1024 bits)
Nonce payload
Next payload: NONE (0)
Payload length: 20
Nonce Data

No. Time Source Destination Protocol Info
9206 768.401192 10.20.131.62 10.20.129.80 ISAKMP Identity Protection
(Main Mode)
Frame 9206 (298 bytes on wire, 298 bytes captured)
Ethernet II, Src: Cisco_80:70:f5 (00:13:c4:80:70:f5),
Dst: Vmware_9d:2c:dd (00:50:56:9d:2c:dd)
Internet Protocol, Src: 10.20.131.62 (10.20.131.62),
Dst: 10.20.129.80 (10.20.129.80)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBDO9
Next payload: Key Exchange (4)
Version: 1.0
Exchange type: Identity Protection (Main Mode) (2)
Flags: 0Ox00
Message ID: Ox00000000
Length: 256
Key Exchange payload
Next payload: Nonce (10)
Payload length: 132
Key Exchange Data (128 bytes / 1024 bits)
Nonce payload
Next payload: Vendor ID (13)
Payload length: 24
Nonce Data
Vendor ID: CISCO-UNITY-1.0
Next payload: Vendor ID (13)
Payload length: 20
Vendor ID: CISCO-UNITY-1.0
Vendor ID: draft-beaulieu-ike-xauth-02.txt
Next payload: Vendor ID (13)
Payload length: 12
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Vendor ID: draft-beaulieu-ike-xauth-02.txt
Vendor ID: C1B7EBE18C8CBDO99E89695E2CB16A4A

Next payload: Vendor ID (13)

Payload length: 20

Vendor ID: C1B7EBE18C8CBDO99E89695E2CB16A4A
Vendor ID: CISCO-CONCENTRATOR

Next payload: NONE (0)

Payload length: 20

Vendor ID: CISCO-CONCENTRATOR

No. Time Source Destination Protocol Info
9207 768.404990 10.20.129.80 10.20.131.62 ISAKMP Identity Protection
(Main Mode)

Frame 9207 (110 bytes on wire, 110 bytes captured)
Ethernet II, Src: Vmware_9d:2c:dd (00:50:56:9d:2c:dd),
Dst: Cisco_80:70:f5 (00:13:c4:80:70:f5)
Internet Protocol, Src: 10.20.129.80 (10.20.129.80),
Dst: 10.20.131.62 (10.20.131.62)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBD0O9
Next payload: Identification (5)
Version: 1.0
Exchange type: Identity Protection (Main Mode) (2)
Flags: 0Ox01
Message ID: Ox00000000
Length: 68
Encrypted payload (40 bytes)

No. Time Source Destination Protocol Info
9208 768.405921 10.20.131.62 10.20.129.80 ISAKMP Identity Protection
(Main Mode)
Frame 9208 (126 bytes on wire, 126 bytes captured)
Ethernet II, Src: Cisco_80:70:f5 (00:13:c4:80:70:f5),
Dst: Vmware_9d:2c:dd (00:50:56:9d:2c:dd)
Internet Protocol, Src: 10.20.131.62 (10.20.131.62),
Dst: 10.20.129.80 (10.20.129.80)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBD0O9
Next payload: Identification (5)
Version: 1.0
Exchange type: Identity Protection (Main Mode) (2)
Flags: 0Ox01
Message ID: Ox00000000
Length: 84
Encrypted payload (56 bytes)

No. Time Source Destination Protocol Info
9209 768.409799 10.20.129.80 10.20.131.62 ISAKMP Quick Mode

Frame 9209 (334 bytes on wire, 334 bytes captured)
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Ethernet II, Src: Vmware_9d:2c:dd (00:50:56:9d:2c:dd),
Dst: Cisco_80:70:f5 (00:13:c4:80:70:f5)
Internet Protocol, Src: 10.20.129.80 (160.20.129.80),
Dst: 10.20.131.62 (10.20.131.62)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBD0O9
Next payload: Hash (8)
Version: 1.0
Exchange type: Quick Mode (32)
Flags: 0Ox01
Message ID: 0x79a63fbl
Length: 292
Encrypted payload (264 bytes)

No. Time Source Destination Protocol Info
9210 768.411797 10.20.131.62 10.20.129.80 ISAKMP Quick Mode

Frame 9210 (334 bytes on wire, 334 bytes captured)
Ethernet II, Src: Cisco_80:70:f5 (00:13:c4:80:70:f5),
Dst: Vmware_9d:2c:dd (00:50:56:9d:2c:dd)
Internet Protocol, Src: 10.20.131.62 (10.20.131.62),
Dst: 10.20.129.80 (10.20.129.80)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBD0O9
Next payload: Hash (8)
Version: 1.0
Exchange type: Quick Mode (32)
Flags: 0Ox01
Message ID: 0x79a63fbl
Length: 292
Encrypted payload (264 bytes)

No. Time Source Destination Protocol Info
9211 768.437057 10.20.129.80 10.20.131.62 ISAKMP Quick Mode

Frame 9211 (94 bytes on wire, 94 bytes captured)
Ethernet II, Src: Vmware_9d:2c:dd (00:50:56:9d:2c:dd),
Dst: Cisco_80:70:f5 (00:13:c4:80:70:f5)
Internet Protocol, Src: 10.20.129.80 (10.20.129.80),
Dst: 10.20.131.62 (10.20.131.62)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBD0O9
Next payload: Hash (8)
Version: 1.0
Exchange type: Quick Mode (32)
Flags: 0Ox01
Message ID: 0x79a63fbl
Length: 52
Encrypted payload (24 bytes)
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Z AR AR 22 T A8 B LRI FR A o

o3 Fr BRI N RS AR s s R TR 0 LA 3000 Fr o AL - i 2R Z A A R 20 oy
Frs FEREIXEES By ER 4 A NSX Controller S5, i85 FH AR AU i lRs ik 2B @ i th a8 7 0 o
o XSy B id 25 ANl NSX Controller 5451

LAY P R4 2 e AN A NSX Controller 5245, F a7l pe s 7 FMFEE NSX Controller 52
BTN Fr o WA RAE LRI BE 2y Fr 3, B RiZ4 i 555 =/ NSX Controller 524,
QA RAG A B A B Loy Fr 2, WIZE /> NSX Controller S FIALER ZaR 3K

TERFEEF AU NSX Controller S & AERGSER, Aty s Hil sk b i o Bl gs Has il ol Ky
PRIl 1 S DA E AR N i) sl g . Fistilss 000 B s S Hlss s, e s
AT A At DA MO AX e 03 Py BT 0 B g HA 9 05 . dsiilgsib 2 n) ESXi AL RIS 19 o1 Ot
BN i Eisdlay, TR T AT s RS s 1T S 2 B0k S . X IR Z
g Ay 2y A A
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ZooKeeper

ZooKeeper ;1157 NSX Controller FEEENLHI % PR 55 7s A4 . P8 #S IR 201 1] Zookeeper & HILF16]
e ERHER SN, SBRFEAERTAT Y S 22 I F5) ZooKeeper., ZooKeeper ™5 i T FEDATE il
HIEtE . ERHETT AU —A ZooKeeper -7 f . X iy i S OIS 52 B o

TEOVEEF BRI 5, NSX Manager ¥4715 545 BLLA KT A0 1P R ID 3% B Y mi i de . AL, BTk
TRV T GIEEREER A S A, 7F ZooKeeper =713 pHge k], AR S —BEDAEAS T . BEEIR
fil s, BB AGREZEORZE, flan, F= AT, R AR DS,

T TP HITCEE A ZooKeeper SO, I S AU =

w (ERSE SR ARBIRRIN, X PRI O T ELS IR Ay sl . R, ARl Rs
I, BB R RERE ARG AR DA HAB Y S

w  TERIEE A HIRR, X e AR O, O Y A AL

w RIS R, R RS RE RS .

ZooKeeper FERIAREARSZ — M, XEMA, WUR— RIS SR AN, DI R AT AT A

AR Z T e M, FTRES USRI Al

rh otz &l 2™ (Central Control Plane, CCP) 15 &8 28

XJ& ZooKeeper LN, AR Mthd ¥ LUSEhFTA 155 11 ZooKeeper, I AR AEFEEE PRI A T A2
(A, ARSI TR B LS 5) ZooKeeper 1EFE .

WATHLRR USRS A, EMATHSE, CCP 35 HAh i34l 1 CCP 3t Tl (5 . HEBIt THF v 4A
1E1t) CCP I41#4- >y zk-cluster-bootstrap.

EHFSEMAGRXR

PR RER A DA G DR AL . IR IR PR VITEP IOfE L, IR ESXi R LI EEEE.,

FEBIEE A BN, FEAE R AR R 2R S BE AN U2 AT U 2 sl I 2 AETN I
BRI, X FEREE A

TEIERRAZ N EOZ R s BT I A AU, 129 R Rz A AUE B A B T2t Lt h s o &
DO ESXi FHL. 26 AR SR AAUE AR R EAL RS RO TR o uiEs, Fraitk
AR R ATTZE A SO K RSO NSX AFDCHERE . A AN 20 A A TR 45
Eo

3 A — NI & AU A U R =R T SO, PR, sl R R SR AR 4
ERPAE I Bl B 209 e 28Oy B S A SOE R PR T 2, IR ML RERAA A 00202
R A B LR B AR PO L SR IR FI (S e AR AR XA OL, ARG 2 R A, R P2 sl
A 2 R E A R A — N IR

IR U AR, R TP IR SR ETIE T DA 2 R A B LRTRZ B h O AT G AL
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NSX Controller Z32 o) 58

NSX Controller ;& NSX Manager i 1] OVA I HE 1. B Psfilasirde nl DARR fhmy n) FHPE, S filas
3k NSX Manager., vCenter Server fll ESXi FHUACE | DNS Fil NTP, AZfd FHEEAS IP jth i hil#s
STEC 1P Mk

AN DRS RCEPERLLE NSX Controller {7 TSI E ML |, AFIHE =4 NSX
Controller,

T D0 R ¥ il 25 9] &

TEEB# NSX Controller Jjal, 7] i 21 s g an s

= NSX Controller &5#55,

= NSX Controller o=

m  iz{7 show control-cluster status a4 K Majority status 7t Connected to cluster
majority il Interrupted connection to cluster majority Z[AIZ5{k,

m NSX (R IR R A A

m  show control-cluster status sy & T A AR S S AT m A, BFE
TERF MRS Fisd Tz S DA e SR IR A%

controller # show control-cluster status

Type Status Since

Join status: Join complete 10/17 18:16:58
Majority status: Connected to cluster majority 10/17 18:16:46
Restart status: This controller can be safely restarted 10/17 18:16:51
Cluster ID: af2e9dec-19b9-4530-8e68-944188584268

Node UUID: af2e9dec-19b9-4530-8e68-944188584268

Role Configured status Active status

api_provider enabled activated

persistence_server enabled activated

switch_manager enabled activated

logical_manager enabled activated

dht_node enabled activated

R R B RS T AW R, i AEE ] join cluster uk force join 4. Za A A H
TR MNTESE . WS, BEEE T RESIE N ST AIE IR

FEER Y MX&TEH’J»@ PR B BTN BRI RFER I e ARz 3R 05 AN FEBE PO SR
B EAER L XA IRE .

PIPATESR R GO B AHIRII TSR 1D 0 0), FEERRIAL THIORES, AN Z 5 VMware BORSCRFA
I CF=RPAL i
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m  show control-cluster startup-nodes fiy2 T E mEFEEA IO Y a0, i S ig s
AR T B 2 o TR e 47 e S AAE RS s Ik 5. BRI, &t Al e
RSB DA S AL IR 1 R 2715 10

m 9N, show control-cluster network ipsec status ay2 bRt Er Internet Pl 24
(Internet Protocol Security, IPsec) IRk, QA A SIS0 Loy $h ] LN NS ELm s, i
21T cat /var/log/syslog | egrep "sending DPD request|IKE_SA" 2 HEMNE
serE R . WAlAisfT ipsec statusall | egrep "bytes_i|bytes_o" &Ik
BATET A IPsec [ki . X1 VMware BORSCRHR AR PTRER s S Mgy, i fhix et
A A A s H

m  NSX Manager il NSX Controller 2 [AIH I} 1P 2[RI, 130 A VB P28 Pz (] Rtk B K BB 113

(ERcIni

» ft vSphere FIXATEMIUTIR (Afrtit) LAFEEsHlRy . Aedahilasitz iin], nTLL&7 vCenter tiff:
FMESs HEDUR BLX s R,

mware® vSphere Web Client # @&

4 Networking&Sec. | + 40 X | (2] Task Console
G} Home -
@vcamer >‘ Task Name Target 25!\.45
[ Rules and Profiles » Deploy OVF template E Momt-Edge A Insufficient disk sp...
G Deploy OVF template Mgmt-Edge Insufficient disk sp...
(_l vCenter Orchestrator > Sl J 2 g B
2 Create virtual machine Datacenter + Completed
5 Networking & Security »
Scan Q 192.168.1.202 v Completed
% Administration >|  Update option values @ 1921681202 v Completed
Enable agent D 192.168.1.202 v

Completed

a P =

n TR RS IR e R R AL T E W T ERE (Disconnected) IR 4,
n RIEHARCE ESXi EAHUM NSX Manager |1 DNS,
= ESXi LHLFI NSX Manager |11 NTP A,
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[J esx-01a.corplocal = Actions v
Summary  Monitor Manage | Related Objects
Seftings | Networking | Storage | Alarm Definitions | Tags | Permissions
“ Time Configuration
> IR Date & Time: 5/912016 9:08 PM
VM Startup/Shutdown : :
" NTP Client: Disabled
Agent VM Settings
NTP Service Status: Stopped

Swap file location
NTP Servers
Default VM Compatibility
« System
Licensing
Host Profile

Time Configuration

Authentication Services

w  ENNERIRERAUCE BN, X AE

el

192.168.100.1

JETRGE R o RO A s =

iR A o

IR ESXi EH1 F121T esxcli network vswitch dvs vmware vxlan network list ——

vds—name <name> A DI EIEGHIE MRS 1HTE, il

cli network

~ation)

FERE T

an network

ed (multic

m  1z{7 show log manager followNSX Manager CLI 4 1] LK H o447

28c5157-abf3-718e-88c5-422091389211

rr AT HL A A

2014-02-26 10:09:44.932 GMT DEBUG VcEventsReaderThread VcEventsReader$VcEventsReaderThread:3@1 - got prop collector ug

ctReference:
6E3-4A64—-96D7-5833C287588F

type = PropertyFilter, value = session[d46b86a2-7a10-c17e-6ebe—-Bah252eedefd] 52742072-bdd7-529h—-Bab6-17d1§

2014-02-26 10:09:44.937 GMT ERROR taskScheduler-25 VCUtils:184 - Error while waiting for property collector updates.

com. vmware.vim.binding.vim. fault.NoDiskSpace:
datastore = datastorel (1)
inherited from com.vmware.vim.binding.vim.fault.FileFault:

file = [datastorel (1)] NSX_Controller_lc3dd18d-8cd3-4d7d-896b-51247176ae77/NSX_Controller_1lc3dd18d-@cd3-4d7d-896b-512

inherited from com.vmware.vim.binding.vim.fault.VimFault:

inherited from com.vmware.vim.binding.vim.fault.NoDiskSpace:

F AL O]
AP A Ny &40 a A E

KA R R A S B
w  fEAPL R Rnb A HAT U s i e 2

m  show control-cluster core stats

m  show control-cluster core stats-

VMware, Inc.

IR, R MR

s ffif] show log cloudnet/cloudnet_java-vnet—controller¥.

Insufficient disk space on datastore 'datastorel (1)'.

IS TIX A

—l/l /fl_! /l_,\]/d(.l_l(ﬁ/l_» ’

: overall stats

sample: latest stats samples

log filtered-by host_IP @4

o

A
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m  show control-cluster core connection-stats 1ip: per connection stats
m  show control-cluster logical-switches stats

m  show control-cluster logical-routers stats

m  show control-cluster logical-switches stats-sample

m  show control-cluster logical-routers stats-sample

m  show control-cluster logical-switches vni-stats vni

m  show control-cluster logical-switches vni-stats-sample vni

m  show control-cluster logical-switches connection-stats ip

m  show control-cluster logical-routers connection-stats ip

AR PAE] show host hostID health-status fr A0 AR IR R EHE TR, X T4
FlRERIEHERR, SCRFLL P s TR 2
m & net—config-by—vsm.xml J&75 [ SRR 40 2%
s RAENEAAREHSRNER T,

s RS OIE T VXLAN MIZEFRAET (VXLAN Network Identifier, VNI) DL BC B2 753 1E A
n A VNLESERES T idles Gt m i TEEmD
LA FNERE o) A

o IR ERFR AR T A D = ANMETIER T A VMware U HIAAIL vSphere SOGIIERIN, DAk
HAEF— ESXi ML EEE Al es 1 A

%ﬁiﬁﬁﬁﬁ NSX Controller ;275 {7 Connected R4, WIRALATHHIRR 1 5B Disconnected JRE,
THIERT A E RS 5 1297 show control-cluster status % I/J\EfﬂﬁU\TTu e —3:

il R

Join status Join complete

Majority status Connected to cluster majority
Cluster ID TENTA R H Y s R RRI B

o WA AT A 2

it Pl BIR A TEEPRA
api_provider enabled activated
persistence_server enabled activated
switch_manager enabled activated
logical_manager enabled activated
directory_server enabled activated
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m  J5UF vnet—controller MR E T IEAFIEI T, (EATATHIFS 1 5 Fia1T show process iy &I F AR
java-dir-server IR55 1IE4FIE]To

n IGUEREER D SOk, IR IR R EALEE A AT, VNI I IBER SR i T oA A i
o BEGURIXAEM, 151a/T show control-cluster history ay%, XEearss Kg\ﬁﬁ%ﬁﬁ'{g

WEHHAB. HNATIRZEAT% (0) J/IIINFEIEERR 1D #YH A3

 BUEEAACE T VXLAN BIZeRIEAT (VXLAN Network Identifier, VNI, A75C1F40(E B, 1525
{VMware VXLAN Deployment Guide ) [ VXLAN /£ 258557

s BWUBEAEEHIEREE LR T SSLe i N EflRS 15 0 L1217 show log cloudnet/
cloudnet_java-vnet—controller*.log filtered-by sslEnabled 7%,

Fh £ E IR P PR HERR

AU TE (Management) el | s & A B IR 4 1: . NSX Controller A7F EAG BARZE R REAL |-
1217,

ERUBIERER

T R B i s AR T A T VR R P, 5T LA 531 NSX Controller FURZELEIR FEAR{E B
BPUEIRFIE N EIR T SEERTIN 5 7 GERIAD REBhFI9ME, 1245 R T 1d SRR A i A 253
FEFIERE R IOROZZRS R HIER . BRATBOL T, SoKAZGRCE ) 200 25, UKM£BE )y 100 2
Mo B AER M R N AR 1 SR RN TR s T o

YT NSX Controller frR4E R4, 1HPATIA N i

]

AR

CL ik Z R PR

7

1 Z%%) vSphere Web Client,

2 MK AIZ4e (Networking & Security), JRJ5 i %%E (Installation).
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3 7rFi5FE (Management) Nfj, 581700, SRS 2 AR (Disk Alert)iips,
B T B a1

192.168.110.33 - Disk Latency Alerts (x)
Device Mame Latency Type Refresh Time Last Latency {ms)  Awverage Latency (ms)
a =da Write Q262016 2:15 PM 32 7.906
a zda Read 9/26/2016 1:08 PM 0.0 0.0
& dm-1 Write 9M16/2016 5:11 PM 0.0 0.0
& dm-1 Read Q2212016 4:31 PM 0.0 0.0
a dm-0 Write 9Q/26/2016 2:15 PM 3.64 93822
oy dm-0 Read 9/26/2016 10:05 AM 0.0 33334
6 items
=1 T =T - \/v'!-rl-v". —_—
/A Disk Alert
5 B8 192168.110.15 v Connected (=[]
A, Disk Alert

HR

PR DL A e e S IR B R 4R S . 244 H 54 cloudnet/run/iostat/iostat_alert.log X+
& 7 Ko B LAUE] show log cloudnet/run/iostat/iostat_alert.log 4 n s H G

BE$E
B M HE R A S HE RS B, 1S B L )R,
HrHEMHER NG, 150 NSX HEId R~ ARG FH4.

Fg £ FE 1R ] 7

PR SR S E BT BRI OB |51 T B BRSO RGN T 300 SR OIEHE'S
NEERPAE/NT: 100 SERb S5 N IR,

i) 85

BN NSX Controller S¥7stilge e Tz

n TR IXEW, TCERET R ERS H b

RS RGN L IX TR, B T RE ARG AR, H LSRR G TR

VMware, Inc. 198



NSX #l s

m  {f show network connections of-type tcp a2y A AR sl T B s T /ER NSX
Controller [1] TCP {yilT#5.

» WO HlR = 0 2% UUID DAL
= show control-cluster history 774 RS0 R K74 L.

INFO.20150530-000550.1774:D0530 13:25:29.452639 1983 zookeeper_client.cc:774] Zookeeper

client disconnected!

m £ NSX Controller #5145 1112517 show log cloudnet/cloudnet_java-zookeeper*.log &t
VAN =P

cloudnet_java-zookeeper.20150530-000550.1806.10g-2015-05-30
13:25:07,382 47956539 [SyncThread:1] WARN
org.apache.zookeeper.server.persistence.FileTxnLog — fsync-ing the write ahead
log in SyncThread:1 took 3219ms which will adversely effect operation latency.
See the ZooKeeper troubleshooting guide

= NSX Controller H 505250 N4 H

D0525 13:46:07.185200 31975
rpc-broker.cc:369] Registering address resolution for: 20.5.1.11:7777

DO525 13:46:07.185246 31975
rpc-tcp.cc:548] Handshake complete, both peers support the same
protocol

DO525 13:46:07.197654 31975
rpc-tcp.cc:1048] Rejecting a connection from peer
20.5.1.11:42195/ef447643-f05d-4862-be2c-35630df39060, cluster
9f7ea8ff-ab80-4cOc-825e-628e834aa8a5, which doesn't match our cluster
(00000000-0000-0000-0000-000000000000)

DO525 13:46:07.222869 31975
rpc-tcp.cc:1048] Rejecting a connection from peer
20.5.1.11:42195/ef447643-f05d-4862-be2c-35630df39060, cluster
9f7ea8ff-ab80-4cOc-825e-628e834aa8a5, which doesn't match our cluster
(00000000-0000-0000-0000-000000000000)

RE

HHBZ U R R 18, X2 NSX Controller FRESE A FIORAN o

m ff /var/log/cloudnet/cloudnet_java—-zookeeper log S f}-HE fsync M E DS B 818 R
o AR fsync Pz TAALS 1 F), Zookeeper iR fsync S5 KL, X MR T RAENNE
VMware A3/ MBI TS (Logical Unit Number, LUN) W% T4l E6E DA /ol 35 17 1
ANFS B S B B 1O i AR E IR
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s O DIEAUHGER B NER TSR GRS N, N 5 RS FISED » mzgs R Tt
SERPR Il 24 . ISR RMORN RS, FoePER . BRIMEIL T, KN 23 E 200
=M, KAIZREEE N 100 28, A PL{H)T] show disk-latency-alert config 4. ¥ithan ~
FfroR:

enabled=True  low-wm=51 high-wm=150

nsx-controller # set disk-latency-alert enabled yes
nsx—controller # set disk-latency-alert low-wm 100
nsx-controller # set disk-latency-alert high-wm 200

m 1 PUE GET /api/2.0/vdn/controller/<controller—id>/systemStats REST API 5l zs T A
FEREHTIRZS

m  HPUHEST GET /api/2.0/vdn/controller REST APl 48 2 i A4 il a1 i b A0 IR idSh iR 24
S

1 FERAEREEA: ¥ NSX Controller,

2 AEHIRSRAE T H O AEIR SRR . AZEAERAA T EIRS 2 LSRR IR 5575
BESR

AT G LARAEANE B, ES S AR

NSX Controller B¥&#if=

WS —> NSX Controller 5 5 HHEURE, b AT EIRE TR, TR R Z 80T R Er
TAE, FFHAHZEmgkertw T,

2] 7%

NSX Controller JHEEH L

IR
1 &5k%) vSphere Web Client,
2 MWIFIZ4 (Networking & Security) H1, .23 > 53 (Installation > Management).

3 7 “NSX Controller 1547 #rH, &E W Flo Wik “X55" S Re @A, MEoREEgR P,
sl A MR AL ERER RN S s e R e 1 TR ZAE LA B RS B

4 QIR N A EoREEEIRSEE IR, 58Sk EIEES NSX Controller CLI DABATIEAZHT . s
1T show control-cluster status a4 LABWI RN FEGIRs RS . TR AP filge A2 2 ATAH
[FIfFIFEEE UUID, {HAELE UUID RIRRS 4 Hil=Rf UUID ANl 4RI NSX Controller {555 1]
AT AE HAT SHS IBAS B
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5 (EEHEEEHIR T BRI R R AT, AT AL N P BRI ] R
a ARSI sk

b ZulTE s il 5 HAD T SR FRES 2 AP T ping #RIELMAS AT IAZS 842 . QR A IR ATAn] XA
28 A, 1 EIE NSX Controller B35 1 Aol iR fR D X B8 Rl R

c fHTIPLR CLI 24545 Internet 144> (IPSec) RS,
s f§i/f] show control-cluster network ipsec status a3 ¥ub2m ST IPSec,
s {iffl show control-cluster network ipsec tunnels w3 UiF IPSec FEiE TR,
AT PLE ] IPSec TRAME EIA) VMware SR 377 A\ BIFEA2 75 5.

d  WERZIEA S LS R, AT DA B T 5 | S TS

R SRRSO TS 1S N EdlRr . AL, QURRHIRSRERAL TR, Hirh
ATl e 1 U R, RN T S ST X e M A ET S IR R TR SR A Y I
THARARNRE IERETEE TR, SRS ORI IERSE ORI 3 o

6 WURPUE EEEE IRy, H LT RR A
LR P 1 SRR AEZNINE G R s NP R SR NG LR b=t
w77k 2. MEREEHIRREER I E AR T s d R AR
VMware S SCR 28 M5k,

||

Vi L2 RSO LIUPRPS
w5 ERT RS f R A s R
m  Jjik 2. FUETECE NSX Controller FEEE

iR 1. MR BRI ayiE S SR A E AR E AR H =S

PR PSR AN s NSX Controller BEEERUIG I P IRAZIAL, FE i, SR e SiEa )
NSX Controller 515, SRE A8 NSX Controller 7 5.

S
1 #I%: NSX Controller
fn] DU IE E 5 RS NSX Controller, 1E B e A2 S 2 e & A NIt
2 TR NSX Controller
| B2 NN E AT HIE WP =L o B il o W
B NSX Controller
fET PABR I RS NSX Controller, 115 BB BRAEFERS T0 i Z ii 2 LU N5 0 -
n UHTARBGT NSX Controller 13 5 FH5AE
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w  EHIRRIEEIEIT, JF H A IR APLiEK
s EHURA (M vCenter Server 15 HLHIZRIND BRI HTTHUR,
XA R
SRR L A AR I R T R AT A AR DL
w  FEMMERES R T R T

»  {tifif vSphere Web Client Ul 5t API s 2 i, ASEEZuMIER filas B L. 24 Ul A H]
I, 1514 ] DELETE /2.0/vdn/controller/{controllerId} API JiIi&dahlss,

w  ERERTT U, ORI PR IR RS E o

n  EMMBRRESE R P A, Ul R IR ERIE I ZS (Forcefully remove the controller) 2t
TR P A e — AT e ML TS B IER T I d A L. G, T shoc R
LRI Ul %JB%?%J REERL

w QURMERARAEIIN, M EWE TR AL, AR al N, amat Ul iR SR ashlas
(Forcefully remove the controller) st i [ Hilas bz . X1 API, # forceRemoval 24t %

o true. FESERHIREERZ G, T Bh UM UL I UL IRl s A Lo

w BTN HER IR RN, LR AN, P, I AR R
(B HIE 2SR e

m T 5 vCenter NSX Fi3iE:

= At vCenter Server HIS Tz FlER AR U LB O PRI LHL IR A SCRERAE . IRZS (Status)
¥ 5o AR (Out of sync)ik s,

n GEREEHIES IR ECG o D), HHAE 5 vCenter NSX R NSX Manager £ 4 st B —
4<H, 4] DELETE api/2.0/vdn/controller/external API,

m WERIRS S NSX Manager AP S AT, 156 removeExternalControllerReference APl 5
forceRemoval ZEIi—iE i,

w  EME IR, NSX ifskifint vCenter Server i ¥ fIRs MY Z 54 % ID (Managed
Object ID, MOID) Mg iZEERIL, 415k vCenter Server $% MOID F AR REIIHL, NSX BAR &4
BRI RO A 128

WUR G PEBR MRS (Forcefully Delete)eii, NSX AZihik Pt s f e sl ws i fs

Fo NSX &2 HHArA EHAA S EC BRI Hl R . Ak, A hlss Lot s shik
SHH AR MOID 1517, eV A LSRR A S IR . XA N, s
ez S AU Al th =R ER LR IE st T, D ESXi EA U AR MR EE
s

FiE: NSX Controller, 15 TPL Rk Fe:

$B]

1 %% vSphere Web Client,

2 g4 (Networking & Security), A5 %3 (Installation).
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3 /EH (Management) [N, RS MIERROFEHIRS
4 M (x) (Delete (x)) T
5 P (Delete)sl 5affilMR (Forcefully Delete).

o A EERHIMER (Forcefully Delete) st Iiii , Ko il i A& 15 MR il RS o 1220610 2 AT Ar] S ik
HNBAEZE ISR ZEOE, ERAZEAC TF D P TAT i BRI, AN s TR 42 il
JERIML. AR, #asdiimnt vCenter Server s HIRs BRI L,

AR A TR R, AR EEBERIER (Forcefully Delete)e il DAFERR i o —
IR A M RGN HlRS, EVURAETEN “Jok” BN TAE, FEisk e suT
vMotion #ERERINURB B ML AL, B2 508 TRl o RS 2 se ok,
o WPRAEESZETL, CROE R MR f R
6 it (Yes), \EHFEHIERMBRI TN P ER:
a  SRPIT AL,
b KERLEEITIR.
C  WURMHEARIER ST, WAT TGl IR O R ER 1K
d  AURRHEIEFE IS T, WREREHIZ AN RERCY 25 1P ik,
e MR R HIR R IIFR R,
IR E Pl o
7 R > BEEEEIESIRS (Actions > Update Controller State) DL i[5 i pe R4S

EHEZE NSX Controller
MR E AR RO S T ST, T RS RS T

1 %3k7%) vSphere Web Client,
2 RIgEFZe4 (Networking & Security) 1, #2235 > % (Installation > Management).

3 YE NSX Controller 75 5511, i AZseiofsfilzs . h#Fekic & NSX Controller HE401S B 574+
HRORCE R R, DUBREkS %

lan:

MEX Comirollar nodes

* x 3 5 G
H5X Controller Dalads M

9030 Conirgiies 1D coniroliar-4

192 168 110 502 ClusierFesosce Pool lanagement and Edge / Fesources
168.110.2 \| Diatashors gad

Hasl 1521881902
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4 FLENITT A (+) (Add Node (+)) EIFRELARE ) NSX Controller 155
5 FF Ul NuEHER, RN SN EdET L, AR R AR
a  UEFRE YRR
b AEREEAT A AL,
c  wERE A 14,
d  EBERE R IP Mk g 1 S P it
e HBHEE (OK), Sfrcsssem, Iz 1y an RS NIER .
B IO IS S AOTEAE B, 155 NSX 235457 il “¥5# NSX Controller #4:”
6 TP EEHIRRIRG, Jr U RYE > EHEHIERRS.
“HFTES IR IR K4 ET VXLAN Ry 7 i i Fhas it B (B 15 vCenter NSX 5 A (1) TG
%) M NSX Manager HEi% 2 ¥ lgsEtE
ik 2: EFEFE NSX Controller Bi&

TR T, MR A = stilas i, SRR I sl i, DAMELER e e Fasd TR =1 5
s

Ko

WERAFAELL MT—1580, VMware B3I NSX Controller Ff 4

AR IR SEE SO R AR

PR UCE W HICE B

FEXMESL T, B 3R S E DR E 14T, (i 2 IR Pl a5 19 1

THTELE RIS HIRR LR, RS BT NSX Manager I #zfilasiRads. s hilss S S8 REE

VXLAN Jf B o3 A U RS e

B

1 %3k%) vSphere Web Client,

2 SnBIMgERILE > Tk > B,

3 £ NSX Controller % s i/, K= M2 s 1 iR . —Raie— 1, SRS s TR
(%) K.

YRAHAEAAT IR, FHEAE “Tok (headless)” BN IzAT. FEMNLEC TN N
FrdRIPL IR, B TEPstlas T BLe A k.

4 ERFE=AEE Y S LSS A IE R 121 T NSX Controller 4
A A IR RIS B, 152 0 NSX 2 5ei5 /g iy “Hi%#% NSX Controller fiFEE”
5 EHIRRPEHIEIRS, Tk AR > R HIERE.
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L= =5

2 thilan ] BRSPS RS EAIL (VM) SR IIRERNL, BT RES IS, trRe A IIANTH
%o NSX Manager [i12 vCenter Server {5 fLH T A LA, 412k vCenter Server ok EHMHERTE
IS HEIMLIT AT R H NSX Manager 112K, i vCenter Server i B A il 25 SR UL 5| H
MOID, NJ&6lgE—2listilas.

AN NSX gl psfilee, BE S 7% NSX Manager 1, NSX Manager iifis: vCenter Server i
Ly INEATIE R Y1

NSX FF 515 NSX Manager 2l & (fufif IP Mozt DLOIEE— /il #E, NSX Manager M2k
—A~ P Hik, FEEZ IP DL sl ge e BV R AL 6] 2 skt £ 2] vCenter Server, NSX Manager
4% vCenter Server i\ ZiE R ITIRLS,

m  The controller creation process was successful: U5 IhAIH RS2SR, vCenter Server ¥
JFahEflERRE UL, NSX Manager £ REUALITSZ 74 52 ID (MOID) DAL Al a5 B
MOID (i MO-REF) s vCenter AL i FLHHI BRSNS A I IME—BRIRAT o R BN IR 2
vCenter Server J5 f[\—%y, vCenter Server i fiiJT1i% MOID FREZRELIL.

m  The controller creation process was not successful: YIS IP FIZSZERAAC A EAf, 1) NSX
Manager ] fEJCikii# 2] vCenter Server, NSX Manager 55435 Fide (1] [A] DA Q£ — A~ B S s il
T T, s st s . WAUEN#R2110], NSX Manager K
vCenter Server MIFRIELAL, 1P HitbRHR R E b, I NSX AR Gl a2,

K753 25 N A X
7F NSX Manager iRz #50, vCenter Server {8 [T} MOID 25 4% Z & (142 R AUA Lo

A, WAATAT vCenter 5SS vCenter Server i FLHIZRIE TR LA, vCenter F M H £ d )4
PRz MOID, 17, B vCenter i iR RIS, il s EERILAT fEI > 7E NSX Manager 40115
RS, EXIT vCenter Server i, IxiilasRE U IATA7-/E, BIfE vCenter Server L WIS SRR 2
PAL, FIRE AR ZE L. AR TR EIRAS, MBI E MBI NSX $xHil#s R
%

NHEE LIRS RS A A B R LA

= vCenter Server T G R E S EHIRR RN EN. K5, THAMENL. BRI
I, vCenter Server M55 AL S AN RT A MOID, {EREE TR AL,
vCenter Server Jy A UM LA BC A0 MOID, %HT- NSX I3k, LW UMM LR A
1, {HM vCenter Server [JffIfEE, FAMERAUEHIONS . HEFR L, FAREITLTA A
e FE LN TN R A2 Z AR,

m vCenter Server 2 ik vCenter Server sl fif H =AU BEHER = dl #s A L. X PR A2 i NSX
Manager A5 K

R MR B S BUE ML E I T A UAHERSE . X FE LN, LT vCenter
Server DA MIFELERT NSX Manager kIR, HH THIBRASE H NSX Manager AGEEisaKR, A,
NSX Manager FHZHI R A HIR TR A 2. 1R F1E] NSX Manager [T il # IR A HE iz il 75
EC P A THEE, MiAS R Ul |, NSX Manager iR L —8 H G DU A TR ]
Pl
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RIML = H 2SR HITHIRE
1 % NSX Controller ¥R TR, R HIRS .

2 SO HEEH R WL 2 MIBR sk iR, asifi HisaslMiER (Forcefully Delete)it
IﬁM NSX Manager s ZErhiskR 125 H . AIXFEANE R, WS B NSX Controller,

3 fEMERIEHIRRS, A

w SEPRMNER T ARIRR AU L

m  show controller-cluster startup-nodes a2V H A BT HI 7S o
»  NSX Manager 1Y syslog 4% H AL G REisNH s iflge

MONSX 6.2.7 ol B i AT ifi, NSX Manager #iiglii4f MOID %6k vCenter i, DABAOR IS 2R UL
TEIG PRI BRAFAE . ansR NSX Manager 7E15 R EA IS TSR, 0 NSX Manager fii UM LIT) 5
5] UUID M2 BN, 5245 UUID fEAg e b, BRIk, B BRI E §ids ingl vCenter 155, 1% ID
AL B AN, A1 NSX Manager 7] DL F1 524 UUID $REIRERIL, 1] NSX Manager f# H13#71% MOID
SOFTHE R

Ak, AT IR L, WS R AL EAT S5 AR AR R 9 JE DL KR 5545 UUID, NSX
Manager Joikka M ve K UL MOID,

5!/ %U‘E%EI]EIL»?J%
TER B 25l aeny, B EoRPU T ERg H G H

m  2017-07-31 22:15:05.844 UTC ERROR NVPStatusCheck ControllerServiceImpl:2146 -
Controller <#> does not exist, might be deleted already. Skip saving its
connectivity info.

m 2017-07-31 22:15:05.769 UTC ERROR NVPStatusCheck ControllerServiceImpl:2580 - the
node is created by this NSX Manager <#>, but database has no record and delete
might be in progress.

NSX Controller 2l FFi&E#E

a5 M vCenter Server 111554 NSX Controller FEUHLHLIE kM vCenter Server Hllig bl s b, 2okt
(Installation) > %578 (Management) I [ (R 2 (Status) ¥ F i i AEZE (Out of sync)k4s,

ARG

s RS AL 5 5k . vCenter Server gz il aS s AL
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TR
1 1t vSphere Web Client 1, 5|4 F1Z4 (Networking & Security) > 223 (Installation) > &3
(Management).
(o) W Host Preparation  Logical Network Preparation  Service Deployments
Seourty 4| NSX Managers
{BhActions
_ NSX Manager IP Address vCenter v
it1 Controller - issues (x 10.160.210.46 [ sc-rdops-vm20-dhcp-123-3.engvm... €

Resolve |
Controller VM is deleted from the VC.

i Please click resolve to delete the controller entries
and useAddC ntroller option to create new controller

lontroller Node NSX Manager Status Peers

0.33.72.199 i 10.160.210.46 2 Disconnected
itoring Controller VM deleted ~ controller-1

2 TR (Error) iz DA B X FIANR ARSI EgHR A
3 Rt (Resolve) %4 DU % ),

QSRS TS Fl R AL, A EURTROEHI 3 AL power on 5.

SRR RS TR R AL, 2 W B R SR A R ELS B R ) S IR £ ALk 2 v
R =TH

BE$E
i BN = (Add Node) B I O Ao o hilae . A OCFANE R, S0 (NSX B EE ) -

=H EEE (netcpa) o)A

1E NSX for vSphere |-, fil/Z1 (netcpa) FIEAMIAFR 41 8L, i 5 NSX Manager il ihil#s it
T S . BEEEE TR (Communication Channel Health) DiiE & — i Esliaf TR 2, DL
] NSX Manager 15 H 847 il 2 1 21 A2 2= 1RSI T 2o/ NSX Manager Ul Hi, i?TﬁiL{’EﬁjffA
bl G.ﬁWMA NSX Manager %] ESXi -4/l netcpa izl TR B ERMEIHR B AL R F4H(E
B R N RIR S AR R, DA A NSX Manager E EHUAINE S 14 H. .

i8] %8
A 2 T ACEURT il 2 2 1] EE e TR

RE
PUE ST SRR [ BEE AN et P aw 2] i/ oty s I O

RRTR
1 SEHEL My gt A N B DRI R

GET https://<NSX_Manager_IP>/api/2.0/vdn/inventory/host/{hostId}/connection/status
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NEFSEEN RN

<?xml version="1.0" encoding="UTF-8"?7>
<hostConnStatus>
<hostName>10.161.246.20</hostName>
<hostId>host-21</hostId>
<nsxMgrToFirewallAgentConn>UP</nsxMgrToFirewallAgentConn>
<nsxMgrToControlPlaneAgentConn>UP</nsxMgrToControlPlaneAgentConn>
<hostToControllerConn>DOWN</hostToControllerConn>
<fullSyncCount>-1</fullSyncCount>
<hostToControllerConnectionErrors>
<hostToControllerConnectionError>
<controllerIp>10.160.203.236</controllerIp>
<errorCode>1255604</errorCode>
<errorMessage>Connection Refused</errorMessage>
</hostToControllerConnectionError>
<hostToControllerConnectionErrors>
<controllerIp>10.160.203.237</controllerIp>
<errorCode>1255603</errorCode>

<errorMessage>SSL Handshake Failure</errorMessage>
</hostToControllerConnectionError>
</hostToControllerConnectionErrors>
</hostConnStatus>

SR R A :

1255602: =EHIAIEATERE; 1255603: SSL BFRM: 1255604: CIELAiER:; 1255605: (RFFEZNRAIER
1255606: SSL ¥ ; 1255607: jHE4HR; 1255620: RHGHR

2 DU R )2 AR S R R AL -
a 1F ESXi #:#Hl iz1T /etc/init.d/netcpad status iy DA A AL APl = AR A

[root@esx—0la:~] /etc/init.d/netcpad status
netCP agent service is running

b {#i/fl more /etc/vmware/netcpa/config-by-vsm.xml iy >Hada il 2 A E . By
NSX Controller [{tJ IP Mk,

[root@esx—0la:~] more /etc/vmware/netcpa/config-by-vsm.xml
<config>
<connectionList>
<connection id="0000">
<port>1234</port>
<server>192.168.110.31</server>
<sslEnabled>true</sslEnabled>
<thumbprint>A5:C6:A2:B2:57:97:36:F0:7C:13:DB:64:9B:86:E6:EF:1A:7E:5C:36</thumbprint>
</connection>
<connection id="0001">
<port>1234</port>
<server>192.168.110.32</server>
<sslEnabled>true</sslEnabled>
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<thumbprint>12:E0:25:B2:EQ:35:D7:84:90:

</connection>

"0002">
<port>1234</port>
<server>192.168.110.33</server>
<sslEnabled>true</sslEnabled>

<connection id=

<thumbprint>BD:DB:BA:B0:DC:61:AD:94:C6:

</connection>
</connectionList>

71:CF:C7:53:97:FD:96:EE:ED:7C:DD</thumbprint>

OF:7E:F5:80:19:44:51:BA:90:2C:8D</thumbprint>

3 DL MR uE A S AR B s e . Mt ey — k.
>[root@esx—0la:~] esxcli network ip connection list | grep 1234
tcp 0 0 192.168.110.51:16594 192.168.110.31:1234  ESTABLISHED 36754 newreno
netcpa-worker
tcp 0 0 192.168.110.51:46917 192.168.110.33:1234  ESTABLISHED 36754 newreno
netcpa-worker
tcp 0 0 192.168.110.51:47891 192.168.110.32:1234  ESTABLISHED 36752 newreno
netcpa-worker
4 azf7PA M, AT IS R 242l 2R 24202 15 12k CLOSED 5, CLOSE_WATT RS-
esxcli network ip
connection list |grep "1234.*netcpa*" | egrep "CLOSED|CLOSE_WAIT"
5  WUREEHIEIAEEC X PIHRAI TR], TR AT RRARAA A o BERUEX MG L, 1HIsATVA M s Hath
SR M lRE— A
esxcli network ip
connection list |grep "1234.*netcpa*" |grep ESTABLISHED
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6 =HIEIMAEE (netepa) HENEHUH: B Bzl = i R i i RRAS AL T B DRSO F2 B = AR
B AP R IR TR DRI, CRiAs BN BE B sz TR o

a TERGVR AR ERI, 2R U S e BT AZEL I U A2 ST

1s /var/core
netcpa-worker—-zdump.000

b fF vmkwarning.log X AR syslog ik,
cat /var/run/log/vmkwarning.log | grep NETCPA

2017-08-11T06:32:17.994Z cpul:1000044539)ALERT: Critical - NETCPA is hanged
Taking live-dump & restarting netcpa process!

T AR 2 AR 4 T AR RS 2 e 57 a6 B I e, AT 25 AF VMKernel HS
RERMUT UL NN A ESHE.
Warning — NETCPA getting netcpa status failed!
BRI LG 2 4
AP 7N S ) 8 =R PA 17 B TE 23 N W= WE R T S P E el =i i e i
a LA root Gyt SSH sidx il 55 E] ESXi F:4Lo
b iz1T /etc/init.d/netcpad restart 4 UAfE ESXi AL HEHTH shizsfil 2 A
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Guest Introspection #fEHER

AREERHE T PA T

Guest Introspection 224

Guest Introspection [t

W £E Guest Introspection FR5EAT T /FEIELH1E
Linux =k Windows | Fif8 (RERR SRR

ESX Gl bk (MUX) #efiips

EPSecLib s HE

VMware, Inc.
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Guest Introspection Z2#4

NSX UI/REST API

A

BRI M
REST API

ATEIkEE
i
A

EEEMEITRR
T E®

Gl BT ds s
RE =
B (vMmCl) (TCP)

i A
| i vCenter Server
' YmHEFN
1 74R
E i
| &/ KT
| e BT (EXBATEKEE)
1 Agent Manager
: (EAM)
|

A1E#E SVM

mE

I VT VY esmEs |
Z PR EEIRE SVM
VMware Tools

Xt PSR HE RS RS
EfF. SVM ZEifgfn
MR (TCP)

VMware, Inc.

—> BEHER
BTSSR SER
—> AFEREEMBURR
—> EWH-SVM HIER
—> MEHER

RMQ

]
]
]
]
]
]
]
]
]
]
]
]
]
EPSec H
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]

RabbitMQ ;H 2 &%k
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Guest Introspection HE
BRI LUHER LA AR g H B LATEHER: Guest Introspection S i H] .

ESX Gl &R (MUX) BHE

s ESXi EAL FIEEIA LA ] Guest Introspection, k#7411 I A 2] SVA RIS 24,
ATHESE ESXi 1M Y ESX GI BB LB )R

IL'\E%?é*u Tgl] % 15N
MUX HEKZ

Ivar/log/syslog

var/run/syslog.log

ESX Gl #ikk (MUX) 14 E R HPL P& <timestamp>EPSecMUX<[ThreadID]>: <message>
B

2017-07-16T05:44:49Z EPSecMux[38340669]: [ERROR] (EPSEC) [38340669]
Attempted to recv 4 bytes from sd 49, errno = 104 (Connection reset by peer)

1 _F TR
»  [ERROR] &/HEIM, HALIIUAHEE [DEBUG]. [INFO]
»  (EPSEC) /Rl Bt i 2R E ITH R

BRMEFAEXH

PG EHLE LR ESX Gl B VIB JiA, 11217 #esxcli software vib list | grep epsec—

mux 5o

S5 H B0, 15F ESXi EH1A4 shell FHUTIL N LB
1 1517 ps -c |grep Mux iy & DAEEH YT T ESX GI fbdbfe
i

~ # ps —c | grep Mux
192223 192223 sh /bin/sh /sbin/watchdog.sh -s vShield-Endpoint-Mux —-q 100 -t 1000000 /usr/lib/
vmware/vShield-Endpoint-Mux 900 -c 910

192233 192233 vShield-Endpoint-Mux /usr/lib/vmware/vShield-Endpoint-Mux 900 -c 910
192236 192233 vShield-Endpoint-Mux /usr/lib/vmware/vShield-Endpoint-Mux 900 -c 910

2 wAzRS A T, EADAE LT ey A T RSk SS: /etc/init.d/vShield-Endpoint-Mux
start 1f /etc//init.d/vShield-Endpoint-Mux restart.,

3 B IIEfTHY ESX Gl iR (fudh watchdog.sh #HF8) , 1iafT ~ # kill -9 192223 192233
192236 %,

TR, AR T ESX G R HudEE
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4 N —d &SRS ESX Gl fibk . 157, AT epsec-mux PNEBRAS 5.1.0-01255202 71
5.1.0-01814505, JoiEf#iH] -d %Eli: ~ # /usr/lib/vmware/vShield-Endpoint-Mux -d 900 -
c 910

5 A ESXi LM /var/log/syslog.log XAfHi) ESX GI bk H G B ik e EMifs e T
SRR TT 5 . RO T 2 1D Al SN N RS H .

R~ R muxconfig.xml 34
<?xml version="1.0" encoding="UTF-8"7>
<EndpointConfig>
<InstalledSolutions>
<Solution>

<id>100</id>
<ipAddress>xxx.xxX.xxx.xxx</ipAddress>
<listenOn>ip</listenOn>
<port>48655</port>
<uuid>42383371-3630-47b0-8796-f1d9c52ab1ldO</uuid>

<vmxPath>/vmfs/volumes/7adf9e00-609186d9/EndpointService (216)/EndpointService (216).vmx</
vmxPath>

</Solution>

<Solution>
<id>102</id>
<ipAddress>xxx.xxX.xxx.xxx</ipAddress>
<listenOn>ip</listenOn>
<port>48651</port>
<uuid>423839c4-c7d6-e92e-b552-79870da05291</uuid>

<vmxPath>/vmfs/volumes/7adf9e00-609186d9/apoon/EndpointSVM-alpha-01/EndpointSVM-alpha-01.vmx</
vmxPath>

</Solution>
<Solution>
<1d>6341068275337723904</1d>

<ipAddress>xxx.xxX.xxx.xxx</ipAddress>
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<listenOn>ip</1istenOn>

<port>48655</port>

<uuid>42388025-314f-829f-2770-a143b9cbdlee</uuid>

<vmxPath>/vmfs/volumes/7adf9e00-609186d9/D1pService

</Solution>

</InstalledSolutions>

<DefaultSolutions/>

<GlobalSolutions>

<solution>

<id>100</id>

<tag></tag>

<order>0</order>

</solution>

<solution>

<id>102</id>

<tag></tag>

<order>10000</order>

</solution>

<solution>

<1d>6341068275337723904</1d>

<tag></tag>

<order>10001</order>

</solution>

</GlobalSolutions>

</EndpointConfig>

VMware, Inc.
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Gl EREHE
AR RN PR ER S b FTOMG I P B b AN

HERZMRGEER
BRI Gl I EhEL T4 - vsepflt.sys. vnetflt.sys. vnetwfp.sys (Windows 10 FIEE FfAS)
BEREH ST ESXi 3L L, BsE vCenter H R —aB%r. HEEREE /vmfs/volumes/

<datastore>/<vmname>/vmware.log, #l4l: /vmfs/volumes/
5978d759-56c31014-53b6-1866abaace386/Windows10-(64-bit)/vmware.log

FEACHIN SR HIPL F#83: <timestamp> <VM Name><Process Name><[PID]>: <message>.

M H S RBI, Guest: vnet or Guest:vsep fE/x SN Gl KB PO H G HE, el
HEE.

5lan:

2017-10-17T14:25:19.877Z| vcpu-0| I125: Guest: vnet: AUDIT: DriverEntry :
vnetFilter build-4325502 loaded

2017-10-17T14:25:20.282Z| vcpu-0| I125: Guest: vsep:

AUDIT: VFileSocketMgrConnectHelper : Mux is connected
2017-10-17T14:25:20.375Z| vcpu-0| I125:

Guest: vsep: AUDIT: DriverEntry : vfileFilter build-4286645 loaded

2017-10-17T18:22:35.924Z| vcpu-0| I125: Guest: vsep: AUDIT:
VFileSocketMgrConnectHelper : Mux is connected
2017-10-17T18:24:05.258Z| vcpu-0| I125: Guest: vsep: AUDIT:
VFileFltPostOpCreate : File (\Windows\System32\Tasks\Microsoft\Windows\
SoftwareProtectionPlatform\SvcRestartTask) in a transaction, ignore

~f5l: B A vShield Guest Introspection E{RIBIRZNTEF HEIEFE

R TR 58 vmware.log SCARB DN HLdEA TRRA), DA, FRAT T AR T S T A {5 5
JEr BREE A

12 PR B Windows R . FEBBOEMZR 2 AT, SRRy, A AL
RIIEGE E, 1755 W Microsoft 1 EE X5 136393,

T AN SR 5 TR H o, P T A R

1 %jﬁﬁf(n > 15 =24T (Start > Run) iﬂﬂ)\ regedn, @( %ﬂiﬁﬁﬁ (OK) ’HﬂLTﬂ: “/Eﬂﬂi@éﬁim SR W
HFTEHEE, 1520 Microsoft HIiH 4 X & 256986,

2 AR g R G DL N Wi HKEY_LOCAL_Machine\SYSTEM\CurrentControlSet\services
\vsepflt\parameters,

3 TEErOIERIS O N, AL T DWORD, 7R NIXELAERT, 1lffnff et ok i

Name: log_dest
Type: DWORD
Value: 0Ox2
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Name: log_level
Type: DWORD
Value: 0x10

log level ity HA{H -

Audit 0x1
Error 0x2
Warn 0x4
Info Ox8
Debug 0x10

4 DSBS TIT G AR, ETIA T a4 LI F T4 I vShield Endpoint S 7 4/ NEISR 2
VEHAEE
m  fltmc unload vsepflt

m  fltmc load vsepflt

AT, T HEALR vware.log SCAFFR BT EE H 5 H .

/2 A vShield Gl W& B#IRzFZF BEIER

A T RS 2 vmware.log SCEEIEN A HgEATRR A, Ak, Bl SRR SR AT AR AT A 15 5
Ja v B2 FR AR

1Zad FRER B Windows G . TEBSGEMR 2 AT, EIIR G EEMRR 0. B e AL
FITEANE B, 1520 Microsoft iR F & 136393,

1 BTG > 1247 (Start > Run)., i\ regedlt, SR HAE (OK). BT “TEgnibas” &
HIHEE B, 1550 Microsoft HITRFE X 2% 256986,

2 RN

Windows Registry Editor Version 5.0
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\vnetflt\Parameters]
"log_level” = DWORD: Ox0000001F

"log_dest" = DWORD: 0x00000001

3 HHSI L

vsepflt.sys 1 vnetflt.sys BEXH A E

7EH] log_dest 71314 ¥ DWORD:0x00000001 i, Endpoint & AEEIX s -4 H b ic s B
Fi. Ef TR (Sysinternals H1 DbgView ¢ windbg) PAHZF G H .

o #, 1 DUE log_dest 7T R4 14 DWORD:0x000000002, {FiXFEHL N, IXEIFET H Sk
HE vmware.log XA, Z AT ESXi AL F AR AU LSk
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BA UMC BEiEE
Guest Introspection H 41 (UMC) 7252 - RIS UML L VMware Tools Iz 55 H1iz4T o

1 4t Windows XP F11 Windows Server 2003 |-, #l—/ tools.config Xt (WIRAELL TP ALT
7E) : C:\Documents and Settings\All Users\Application Data\VMware\VMware Tools
\tools.conf,

2 /f Windows Vista. Windows 7 #1 Windows Server 2008 |-, fl##—/ tools.config X (4fAE
PLU RIS PASIEAE) + C:\ProgramData\VMWare\VMware Tools\tools.conf,

3 1F tools.conf XHHHE LA FATVAR H UMC 206 H il 5%,

[logging]

log = true
vsep.level = debug
vsep.handler = vmx

el vsep.handler = vmx #EH, UMC 414 HEd % 5] vmware . log AR, 123X T
ESXi AL AN NI e,

FERE VA MSEIN, BRI HAESC i UMC 4141 H

vsep.handler = file
vsep.data = c:/path/to/vsep.log

Gl EPSecLib #1 SVM HE
EPSecLib M ESXi =41 ESX GI fibe (MUX) Rzl dift,

ARBREFMIGIES

EPSecLib HEKRZ

Ivar/log/syslog

var/run/syslog

EPSecLib 745K HPL Fi&:: <timestamp> <VM Name><Process Name><[PID]>: <message>
1F NHEPRIF, [ERROR] Z14EJH, (EPSEC) % 1 Guest Introspection H# & (K714 5.

f5l4n:

Oct 17 14:26:00 endpoint-virtual-machine EPSecTester[7203]: [NOTICE] (EPSEC)
[7203] Initializing EPSec library build: build-00000

Oct 17 14:37:41 endpoint-virtual-machine EPSecSample: [ERROR] (EPSEC) [7533] Event
terminated reading file. Ex: VFileGuestEventTerminated@tid=7533: Event id: 3554.
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WEHE
258 EPSec [ (Gl SVM 2 R H ek, ilHd TPl N fE:

1 M NSX Manager H3RHz 6l 4 %65 PL 5% GI SVM,
2 i Jetc/epseclib.conf CAEIFER N
ENABLE_DEBUG=TRUE
ENABLE_SUPPORT=TRUE
3 IZT chmod 644 /etc/epseclib.conf @4 DUV,
4 IZfT /usr/local/sbin/rcusvm restart 4 PATEHHE) GI-SVM #EFE,

X237k Gl SVM |11y EPSecLib &l H &%, #ILA{E /var/log/messages ﬂh&ﬂ&ﬂ? NSX for
vSphere 6.2.x #16.3.x [ H & T30 E T 5ES S 2 vmware.log SCEHE I B TRR I,
P, o AT E SR AT AR T 5 RS - B A

Gl SVM BHE

FEAAR H S22 0T, aiiffaE 241 1D 2441 MOID:

1

¥ NSX Manager 11217 show cluster all # show cluster <cluster ID> @i,
Bign:

nsxmgr-0la> show cluster all

No. Cluster Name Cluster Id Datacenter Name  Firewall Status
1 RegionA®@1-COMPO1  domain-c26 RegionA0l Enabled
2 RegionA®@1-MGMTO1  domain-c71 RegionA0l Enabled

nsxmgr-0la> show cluster domain-c26

Datacenter: RegionA01l
Cluster: RegionA®@1-COMPO1

No. Host Name Host Id Installation Status
1 esx—01a.corp.local host-29 Ready
2 esx-02a.corp.local  host-31 Ready

SE AT H SRS, ima Tl Mg
GET https://nsxmanager/api/1.0/usvmlogging/host—##/com.vmware.vshield.usvm
GET https://nsxmanager/api/1.0/usvmlogging/host-##/root
SO T HEICRRAS, s T T s
POST https://nsxmanager/api/1.0/usvmlogging/host-##/changelevel
## Example to change root logger ##
<?xml version="1.0" encoding="UTF-8" 7>

<logginglevel>
<loggerName>root</loggerName>
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<level>DEBUG</level>
</logginglevel>

## Example to change com.vmware.vshield.usvm ##

<?xml version="1.0" encoding="UTF-8" 7>
<logginglevel>
<loggerName>com.vmware.vshield.usvm</loggerName>
<level>DEBUG</level>

</logginglevel>

3 BARHE, HsiThl M
GET https://NSXMGR_IP/api/1.0/hosts/host.###/techsupportlogs

6% Send #11 Download.

TR, Za Ak Gl SVM Hil, Rz 53474 techsupportlogs.log.gz 3. Ttz
B ] A 3 E vmware.log SCHEUITION HEATIR I, AUk, FRA TSRS Rz A (5 B e B
AR VAR

& Guest Introspection IMEFTEIFMAER

TERS AR EN, CERIRE 40 B2 AR A I,

1 fER SR IS ] NSX Guest Introspection, QIR 15 HERELIAIT Guest
Introspection /i 55 FAfiIA L il iZ I

2 WERITEAE E

a

ESXi NEBIOA - 78 ESXi M1 FisfT uname - a 34, 5#7F vSphere Web Client 14—/ 3
Ml SRIGAEAT MR TR FR N SRR A

Linux ;25 AN S A5
Jusr/sbin/vsep —v BHEALA A

Build number

Ubuntu

dpkg -1 | grep vmware-nsx-gi-file
SLES12 and RHEL?7

rpm —qa | grep vmware-nsx-gi-file

3 VMware NSX ® for vSphere ® AL 15 H.:

BRI T S TR FIRRAS S

EAEIK PP T S0 Y EPSec JFER A S : E5% %] Gl SVM J421T #strings path to EPSec
library/libEPSec.so | grep BUILD

HEHLA % PR E R 2
ARART HoAt 25 =05 IR sl SO R e X sh Ry
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ESX Gl &t (MUX) WA - 1247 esxcli software vib 1ist | grep epsec-mux fiy4.
W TAED BTN B, RS A2,
Wtk ESXi FAH & AXRIFEAMEE, WS WIEE VMware ESX/ESXi U2 {5 £ (653).

AR PR T SRR SS HE AL (GI SVM) HIE SR FHECRLL TR GI SVM H B
HIBE 2R

FE BB, WERHSRIRZASCAT, 152 R ESX/ESXi FHEIIAL (200583 1) A2 M {5 .
9 EWCEREIET, 1L vSphere HFRIUHRANE. AOCEMFEE, 1SN VMware 7 B ENES K

Linux 3 Windows _FRyE{RIBHFEHER

TP ] VMware Tools ™ YERFN % FALEERIAL_E 4% Guest Introspection JE T,

Linux ERERIEHIEHERR
AR RN LSRN S N A E DA N SR s 4 nk PR A7 1R P A P, B R rJ Rl HE B R R

1 A MEAT ARG . SRR Endpoint U Ry — . 52T fif ESXi. vCenter
Server. NSX Manager DA MBI e fif )i 2€ (Trend Micro, McAfee. Kaspersky .
Symantec %) [PHIRAS . EHEZEURG, Hhik vSphere A1PHIIRATE. AL, W5
DL VMware 725 LR EESI L

2 HRMERZ BT AR,

3 {#iH] service vsepd status % FubE RPLUE T IEAEET. EHITZG AT, ¥aE 5] vsep RS54 T
ETIRSS .

4 QIR ARG AR IREUE HE REEE A, 1HIB1T service vsepd stop A LAE I ZIRSS

5 Bk, PUTIRRPURIGENE, KI5, #rILLiaT service vsepd start iy 4 VLR 5l vsep A 55 I FRRPH
AT

6 Jy Linux S8 S IR
a I /etc/vsep/vsep.conf 1
b ¥4 Hi& DEBUG_LEVEL=4 54}y DEBUG_LEVEL=7
c TSIV, ATPLR AR Dy DEBUG_LEVEL=6

d BHAHEHbr (DEBUG_DEST=2) s vmware.log (/E AL D BLEILTTHCE FHL
(BJ) varllog/imessage ik /var/log/syslog) , 1k DEBUG_DEST=1

N o o b

o

T RS NS RE e AR i H ST B AT vware . Tog SO, XA RES 8025
TR R RS H SR,
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NSX #l s

Windows ERJERIBHFEHERR

1 AP LI A st . 45759 T i ESXi. vCenter Server. NSX Manager DA K BRI
/\f’ﬁﬁﬁ%ﬁ (Trend Micro. McAfee. Kaspersky. Symantec %) E’]V\]ﬁfﬁﬁ}izli%o TSR IT A 1 2L 5K
e, ATUALE: vSphere dAFRUAMEAME. AIXGTFAMEE, 12 M VMware 70 LRSI

2 Ifafrk VMware Tools ™ JE BT . AN A& IR i R AU L5z 21 52, WAt vSphere M2z ATt
2 VMware Tools (2004754),

3 iz{7 Powershell 74 fltmc DAKGIF 2 745 a1 A F,

EPATIZ 2T, AW ENEE T LG B4R vsepfit, WERAIMBOZIREIRE 7, AERIZ A LA ]
fltmc load vsepflt iy INEZIKEIEL T .

4 WIRARGVERRINEUE AR A, 1 TIDA N e A ElE0ZIX R fltme unload vsepflt,
B PR, BTSRRI/, R LAsfTUA M a4 DUNEOZIX s 3 AR T
fltmc load vsepflt.

USRI IR ENEREINIR, 152 WAE NSX fil vCloud Networking and Security H1714% VMware
tools /o UM LI 2818 (2144236).

5  QURARMENMLS B, EEEREAETZIN BT
W] PLE R & VMware Tools 2285 FE - FEBR 2% 1+
a #E3 VMware Tools L3447 .
b SiEIEHIER > F2FEFIThAR (Control Panel > Programs and Features).
¢ ¥ VMware Tools > {83 (VMware Tools > Modify).
d EPseskZesE (Complete install).
e fREINSX LA, 2% BN HAT—A 4 T3
f 2L B (Network Introspection).
g  FHSISREAUNLASE SO s R 3

6 MEREEAEKHELR. AXF4ER, 152 M Guest Introspection H &, ArE S EACE N
R ENZIEAL vmware.log SCHHT,

7 #F procmon HEPAEE R RIS . AOCFMER, 152 WL I 21 vShield
Endpoint [JPERE[R] (2094239),
WEINEI TERZIFHER

1 WE R Z PRSP NSX Guest Introspection., WIRAH T, SR Guest
Introspection JIk 5 H AR Iz, A ETEAI T Guest Introspection [N, A4 75454 Guest
Introspection [FBLE THSHEER -
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NSX #l s

2 REEIREE TR ANE B

a ESXi NEbhA - 7F ESXi M1 11T uname - a w74, i 1F vSphere Web Client 1 —/ 3=
Bl ARG AT MU TS RN R A

b Linux Fo5h AR B RA S
c  Just/sbin/vsep -v LA PR

Build number

Ubuntu

dpkg -1 | grep vmware-nsx—gi-file
SLES12 and RHEL?7

rpm —qa | grep vmware-nsx—gi-file

3 VMware NSX ® for vSphere ® fiR AL & H
n SRR T PRI S

SRR S8 Y EPSec JERMAS : Bk %] SVM J{ia1T #strings path to EPSec
library/1libEPSec.so | grep BUILD

AR P URER S

w (R S = N TR O R I B

ESX Gl 5 (MUX) WA - 1247 esxcli software vib list | grep epsec-mux 4> .

W TAE AR S, RS =724,

etk ESXi EHLHE . AXRFEMFEE, 112 WL VMware ESX/ESXi rIIZ W7 & (653)0

MEAFAR PRI T SRR SS FE AL (SVM) HiL e SIS TEKPEICR L TR SVM HSICERRY

EAE= IS
8 FEHIRNIER, WEEERIRES SO, WS IR ESX/ESXi FIEEIIAL (2005831) DAKEE 2 IS ..
925 X 38 B iR A PR HERR

S REE AR, WEAE /directory AR RAZ O X, M location/directory HIUSEEAZ OFEAiE SO
Kl o AILAMER] file sy S E 0 0e A2 H vsep B, ian:

N o o b

# file core
core: ELF 64-bit LSB core file x86-64, version 1 (SYSV), SVR4-style, from '/usr/sbin/vsep'

R AR SRS

SRR FHEE LIRS IALITY VMware vmss XA, 15204 ESX/ESXi | H B IALLA L2 H 5
(2005831), kWO TR 5 BN 7465 SO VMware Fefit 77— SRR LUK ESXi vmss
SRR O A . AR B, 155 W Vmss2core fling.
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NSX #l s

ESX Gl &1k (MUX) &FEHER

ESX Gl #&#H (MUX)

QI ESXi =ML T RERIAIAE H (#1] Guest Introspection, ok #7F & 1AL HIEIAT 5] GI SVA (1)
WEREIR, NATHER ESXi 4L 1Y ESX GI Fibi I B R,

1 1247 # /etc/init.d/vShield-Endpoint-Mux status #%>, DU EE &7 IEAE ESXi FH1 Fiaf T2k 55
g

# /etc/init.d/vShield-Endpoint-Mux status
vShield-Endpoint-Mux is running

2 WERAMABITIZIRSS, wWEHIEENZIRSS, sE L T a8z
/etc/init.d/vShield-Endpoint-Mux start
=%
/etc/init.d/vShield-Endpoint-Mux restart
THTERD, AT AR PN A e M ER R 2z IS5, ROy A AT B R HE ) LA Bl N B3 5
o

3 TG TR ESX Gl B BUTIIR FEA S E IR, ERTDAG T ESXi ML R H S, ESX GI
PR S AR AL /var/log/syslog KAFH . Bib 051 ESXi FALHrHE

BHFRIEHER, W] vSphere Web Client Yt ESX/ESXi F#/Lfll vCenter Server [{Ji2 {5 5
(2032892).

4 ESX GI B ERIAH sty “EE” , A DARHTHRE] " DSR2 E R
HIVEAME R, ES 0 Guest Introspection H it

5 HHLCE ESX Gl BB r] DUBERZ A, JCHZ 23 T AR, s K ESXi FHLAINEI A
A2 T Endpoint [REAERH, TR AL %Eiafﬁ K,

SRR VIB, 1h1afTPL Mn4: esxcli software vib remove -n epsec-mux

6  WIAREIEE VIB e, ke ESXi 4L ERY ivar/log/esxupdate.log . 1% H G s I
DAL BEZIRENRE T RIS Bo 1X2 ESX Gl B Bem— N W, AoCFanfE e, iF
2 WAE VMware NSX for vSphere 6.x H1, 7F ESXi =41 |- %% NSX Guest Introspection [[z55 (ESX
Gl B VIB) Kl (2135278),

7 TRCEBUAN ESXi LG, mEHSET UL TN ERTHE.

esxupdate: esxupdate: ERROR: Installation Error:

(None, 'No image profile is found on the host or image profile is empty.

An image profile is required to install or remove VIBs. To install an image profile,
use the esxcli image profile install command.')
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NSX #l s

8 RIS IR, 1HAE ESXi EH1 F121T ed vmfs/ivolumes fi% .
a TA APl 2 imgdb.tgz SCF: find * | grep imgdb.tgz.
A S I SR B ANC R, 5140

Oca01e7f-cc1ealaf-bda0-1fe646¢c5ceealimgdb.tgz X edbf587b-da2add08-3185-3113649d5262/
imgdb.tgz

b ARNVLE TS TUL Favs: Is -l match_result
lan:

> 1s -1 0ca®le7f-cclealaf-bda0-1fe646c5ceea/imgdb.tgz —rwx——————
1 root root 26393 Jul 20 19:28 0ca®le7f-cclealaf-bda0-1fe646c5ceea/imgdb.tgz
> 1ls -1 edbf587b-da2add08-3185-3113649d5262/imgdb.tgz —rwx——————
1 root root 93 Jul 19 17:32 edbf587b-da2add08-3185-3113649d5262/imgdb.tgz

imgdb.tgz SCAFIERIN K NE R T B, 8, RS E A T, Wz
PREHEA . ERPZI 8, ME— SR e MiZ R ESXi M H Hrd 2 ESXi,

EPSecLib #EHERR
NSX Manager #-FEZ LA LT 7]

EPSecLib

ok (ffi)1] vShield) , Z8=7J7 SVA iR SEALPEAE NS, AL, 1ZARDT) 25425 NSX Manager.
NSX Manager 4bP1Z SVA [ N, WIRIAEEHY) SVA f7-7E 541, 1Ml NSX Manager HUgiifix
Lt SVA,

n  PAERERSER, Fel 4 NSX Manager Hi.
w  IRGFEETCE SVA RRINL, 1A TG XL,
m  NSX {&EE EAM ARE A AL 1 VIB Al SVM, 411 SVA,
n  EAM T L R A S 5ok
w  NSX FHHAT (U1) BRI BRI LT 2238 T VIB B 41T T SVM HLI,
»  NSX Ul YIRS RS R L R DhRB A2 75 1 T AR,
SVA 555 DL K NSX Fil vCenter Server JEf 2[RI ¢ 4
1 {EdekE Endpoint AERHETEN, K/t EAM a1 MBI LTSS SVA,
SN, EAM e QAP UG5 SR ovf B 2] ESXi 4L,
NSX Manager %1k EAM 25355 | ovf,

NSX Manager il A5 EOK P SVA iy S5 PR EL ST RN FE JRHE I T RE AU Lo

2
3
4  NSX Manager $:iF EAM 54T T HEUALHL R
5
6 EAM [f] NSX Kk LAt n &Rt 5e o
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7 BAEIKLE SVA ff Ty 25 RS ) NSX K kshh, DAFE R SVA W IR S E R 8t iEfE BT,

8 ni SVA I, el DIEPI M5 HE. A d EAM HiE, [F2h EAM AR EE I
ESERIE . I 4E R, HSMILEE VMware vCenter Server 4.x. 5.x 11 6.0 2= L
(1011641), =¥, &&H SVA HE.

HXVEME R, 20 Guest Introspection H ik,

9 WIRHE SVA IR, MIATRESE EAM DLA 5 NSX Manager (133 HHEL R, AT DI 2 EAM [
&, TRINER B A EAM RS . AXHEMER, BN INIES,

10 GSRATAT R MR —DIIEH, (A 220t Endpoint Dhiie, ZRT LA H] Eicar M5OIt ]
w  FEETRRRE QU SORS R Bl eicar.test.
o IR E NSO N R
X50! P%@AP[4\PZX54 (PA)7CC) 7} $EICAR-STANDARD-ANTIVIRUS-TEST-FILE! $H+H*
REFZHE. AR, BEEBICMERZSCE . XA T Endpoint itk 75 5 EH TAE.
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