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<<NSX H & 1@7:‘%7FD/%93E$T¢>> SO 1] NSX Manager 117 FLfiF1 vSphere Web Client 25 VMware
NSX® for vSphere ARG HEBE . AT,

BiriEE

ATFHHE T FE1E VMware vCenter FRii i T NSX sk AT NSX B 10 AT bR b
RN AT IR O LA FE R AEH R AT IHRE AP VMware vSphere, 4
VMware ESXi. vCenter Server #ll vSphere Web Client,

VMware HIARHIRPIARIESR

VMware SRR EE T —PARER, H eSS Ar se A ERIARE . 475C VMware SRS 1]
FIARERENX., 1iV5A] http://www.vmware.com/support/pubs.,
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RESFEMH. ERMNAE

T DAME I R e . O H B g% NSX IRBEHiE TR ORI 24 DA M i ok [l

ARFEVHE T AR
RGBT
AR
2 NSX 1R H il st 51
FiZH &

[Ees]

W BARSH H G

REEH

RGP RAGIRIEIIC R . FIERA TG (n “FE” sl “TFET ) DS RS R

EEo

W B R G E) SNMP [, DUEAET SNMP # PRER A rT LA 728 NSX R Geef -

BEERGEEHRE
M vSphere Web Client H1, #0[DLE7 1H NSX Manager & HR A3 4210 22 G ik

B

1

2
3
4

Ek 5l vSphere Web Client,

Bl WIS, R IEOMZ2TE R 1) NSX Manager.
FEZFRYIF T NSX Manager, SR il Wadisk i .

b RGBT R

AT LA SRR R A O B THE e, R RT DA S SCAE S 2R

REFEMHERNX

QIRHEE T syslog R55#%, I NSX Manager BT H #2445 %) syslog JIR%57%.
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XU E RS N s E R AR

Jan 8 04:35:00 NSXMGR 2017-01-08 04:35:00.422 GMT+00:00

INFO TaskFrameworkExecutor-18 SystemEventDaoImpl:133 -

[SystemEvent] Time:'Tue Nov 08 04:35:00.410 GMT+00:00 2016',

Severity:'High', Event Source:'Security Fabric', Code:'250024',

Event Message:'The backing EAM agency for this deployment could not be found.
It is possible that the VC services may still be initializing.

Please try to resolve the alarm to check existence of the agency.

In case you have deleted the agency manually, please delete the deployment
entry from NSX.', Module:'Security Fabric', Universal Object:'false

ARSI MEE.

Event ID and Time

Severity: Possible values include informational, low, medium, major, critical, high.
Event Source: Source where you should look to resolve the reported event.

Event Code: Unique identifier for the event.

Event Message: Text containing detailed information about the event.

Module: Event component. May be the same as event source.

Universal Object: Value displayed is True or False.

=

EHOEREE B FI LA R — A . — AR AT GRS . EAR DA HAth R B o~ A
vSphere Web Client Ul 1) NSX (M A HAB 5ERE .

r] UL GET api/2.0/services/systemalarms APl 255 %10 NSX A4 12 .
NSX SRR PR A i -

BRI T ARG E, A AR UL Z R i A2 B R TR ﬁﬁlﬂﬁ TR T4
MG (Blan, EAM, IHEEZR., BRI ), ISt ScRpx M ik, X skt
RIS BRI . AOSEZ NG R, W2 (NSX H.ETIRALA L F ) SR,

= Edge il F1EARCR M Z AR ES R, —2E Edge ThARSCRFX A5, fufh IPSec VPN, 13k
firee . mAHME . ISTTIROUGE . Edge S AGVA MBHIRTIR o 1X S EAR 6 SRR AN R M —
AR, AEZ MG, S0 (NSX i RAIFZGHAE ) .

W, AR IRIUE, ARG ESIMERER . A TRCE RN, A% BRI SR . FEfRR M8
JEi, ITEhTERR AR

MRS AP R,

AT DGR IR e R IR 24, lan, BESE . L. BRh . Zedlsk NSX Edge. % sourceld & K
A

GET https://<<NSX-IP>>/api/2.0/services/alarms/{sourceld}

VMware, Inc. {82 FTHFF . 6
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¥4 sourceld fif ARSI FT A 24 .

POST https://<<NSX-IP>>/api/2.0/services/alarms/{sourceld}?action=resolve
BRUAES NSX 4, [fhifE Rk, AEHmiE . IS5 %A M Edge R
GET https://<<NSX-IP>>/api/2.0/services/systemalarms
ATLA% alarmld 55 FFE ) NSX 2447
GET https://<<NSX-IP>>/api/2.0/services/systemalarms/<alarmId>

TR LAF alarmid iR 2 1 NSX 22441y .

POST https://<<NSX-IP>>/api/2.0/services/systemalarms/<alarmId>?action=resolve
F¢ APLITEANE B, 15250 NSX AP 457

LSRN
FEATAE R AP 257 5 A 3
SRR B TR,

Event ID and Time

Severity: Possible values include informational, low, medium, major, critical, high.
Event Source: Source where you should look to resolve the reported event.

Event Code: Unique identifier for the event.

Message: Text containing detailed information about the event.

Alarm ID: ID of an alarm.

Alarm Code: Event code which uniquely identifies the system alarm.

Alarm Source: Source where you should look to resolve the reported event.

Guest Introspection Z#f

iﬁ‘ﬂiﬁﬁ%?ﬁﬁ%ﬂ vCenter Server & F 17 7E 5 E45 B Guest Introspection Jif. Q2R AA T
FHAE, XA fE 2 H EhH0N.

vCenter Server “24fg i fE R 2245 8 X vSphere fiithrutEdt Mior. 1520 (vCenter Server & HER ) |
FRAE IR 1R o

Mk vCenter Server §EZ11FS, NSX Manager 28 XU, PAEEETK FI 2L =4~ Guest Introspection
PR ORI B4l . SYM. Guest Introspection BEHAEACER AN FTREST & X o AT AN
BIROVE L E XM, 152 00 vCenter Server A%, 7EHEEIEN T, GBI EAR M AT eI A
REFh, NSCRIFRASAIH T AT AR R DA MAS G [R5 R AN 5

FNER

FALEAR 2 Guest Introspection B Fiad TIRAIIFAE A

VMware, Inc. {82 HTHFF . 7
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R HIR (FRCHLE)

TTRER IR Y
Guest Introspection fRE V2B AL E, (HORRELA 1 B ESR VUMM S /etc/init.d/vShield-Endpoint-Mux
NSX Manager R #kA4 start #fiff Guest Introspection F{Fiz4T
2 TARMIZECE IR, PAE Guest Introspection RJDLZES24] NSX
Manager,

3 HEHi5]S NSX Manager,

SVM Z4§
SVM 3 B 5201 SVM iz f TR LR A 5 o
& 1-2. 418 SVM i

27 B

YRS S Guest Introspection b A~PEH ffifk Guest Introspection FILA SVM FLATATILfRA I
Guest Introspection o717 5 SVM (1R PR 4TI SVM HLIEF IE AR B 1 2%

BG4 7% WL, SVM AR FARAL. PSS, 1A IEA VMware HOR SRR,

i E NSX AHH HEIEFZ A
ASTDIOGA NSX 41 H F ).
SRHOGBINAFTS , AT

nsxmgr> set
hardware-gateway Show Logical Switch Commands

PACKAGE-NAME Set log level
controller Show Logical Switch Commands
host Show Logical Switch Commands

nsxmgr> set hardware-gateway agent 10.1.1.1 logging-level
ERROR
WARN
INFO
DEBUG
TRACE

nsxmgr-0la> set <package-name> logging-level

OFF

FATAL
ERROR
WARN

INFO
DEBUG
TRACE

nsxmgr> set controller 192.168.110.31

java-domain Set controller node log level
native-domain Set controller node log level

VMware, Inc. {82 FTHFUF .
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nsxmgr> set controller 192.168.110.31 java-domain logging-level

OFF

FATAL
ERROR
WARN
INFO
DEBUG
TRACE

nsxmgr> set controller 192.168.110.31 native-domain logging-level
ERROR
WARN
INFO
DEBUG
TRACE

nsxmgr> set host host-28
netcpa Set host node log level by module
vd12 Set host node log level by module
vdr Set host node log level by module

nsxmgr> set host host-28 netcpa logging-level
FATAL
ERROR
WARN
INFO
DEBUG

nsxmgr> set host host-28 vdl2 logging-level
ERROR
INFO
DEBUG
TRACE

nsxmgr> set host host-28 vdr logging-level
OFF
ERROR
INFO

4 IPSec VPN B BHEIESH
TP AT IPSec VPN it B H B0 5.
RSN, KR T H BRI R o 2 )

73

1 %% vSphere Web Client,

2 HMIgAIZ4 (Networking & Security), #A)5 .1 NSX Edge (NSX Edges).
3 Wili—/~ NSX Edge.

4 A (Manage)ilil f, SR VPN &0,

VMware, Inc. {82 HTHFF .
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5 i IPSec VPN,

6 il H5ICT3K (Logging Policy)s5 i) ¥, JKJ5 & i B H H &IT% (Enable logging) i strAci
TR S 2 (Rl sh s e, PR H Bl &gl

7 EBEHEZ, AR5 RAER (Publish Changes).

SSL VPN-Plus B&&
SSL VPN-Plus ¢ H 5K Ak 511 NSX Edge #45 FIC T syslog Jli55 v SSL VPN-Plus % /i H 5
FAABAE AL P SEHLIOLL F F 5. %PROGRAMFILES%/VMWARE/SSL VPN Client/.
B SSL VPN-Plus & Pifi H & HE R 5!
1 7% SSL VPN-Plus &I, MR TR FSZHEE (Server Settings).
2 WBE] CHEWFEENE” 0y, THRITZ S LSS Mk .
3 IAiliEK (Change).
4 YRR HEIES (Enable logging) S e DL T H Gl 5%
%
Wrserh jE F B &ids% (Enable logging) & vetlE LIS H IR
5 SR H S,

T BRANESL N, KR SSLVPN-Plus & i U, LGS0 = “lmR” .

6 HLHIE (OK).

HiZHE
7 FL S0 5] NSX Manager [Tl P T EAME .
ERHEZBEE

B H SR S H T NSX Manager HI P $ T4 E. NSX Manager i % B 100,000 45 H#% H k.
E2

1 5% vSphere Web Client,

2 PG WIS, IR LG ISR eTE B 1 NSX Manager.

3 FEZRRAI, A NSX RS EE, SRJG H ik ekt k.

4 pEERRHERTR,
5

Wi AR H AR R, W] LR RS iz H ST LSO . S8 I — iz H S r s
B R RSO

6 (ERIZHSESGEER, B BT ] DA s RIZ A H S B T e A A e

VMware, Inc. BT AR o 10
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i & syslog fR%& 28
AT PARC P —/ syslog MRS55S, PAPE A NSX A4 AIEALI H G AOAEa#

#1 NSX Manager Bt & syslog k%25

WNRARE T syslog IR%5 75, M NSX Manager #/r d1% H S R G ik & 1% 5 syslog R 55w
syslog HliAT Il T34 THOEHEER M A e RGBT sk 45l

NSX Edge 7M1 syslog IR 55#%. NSX Manager #11 NSX Controller 3737/ syslog IR %#%.
73

1 #5%] NSX Manager B4

7F Web pillizsr, Sii%] NSX Manager #:55 GUI ( {ii T https://<nsx-manager-ip> ik, https://<nsx-
manager-hostname>) , ZRJE DU EE 51 B3 FHA/E NSX Manager 2255 IR fc 1 i 35 i 5k

2 METH, Pl ETEIRAEE (Manage Appliance Settings) > ##1 (General).,
3 Hi.]; Syslog k%% (Syslog Server) 7l {458 (Edit).
4 G syslog IRZSHEM IP HukEE A4 . s RN,

Bilan .

Syslog Server

You can specify the IP address or name of the syslog server that can be resolved using the above
mentioned DMNS Server(s).

Syslog Server. syslog-01a.corp.local
FPort: 514
Frotocal: UDP v

OK | | Cancel

5 HuliaE (0K).

B 5 H] NSX Manager wofe H b1, JF7E AR syslog A ss#s /i H &

1 NSX Edge Bt & Syslog AR55E8

PR DAR B — el A e i syslog Aleg5 . 5 M NSX Edge B H PG KBS FAEADCHET NSX Edge 2
PEFNH & k153 syslog k55

VMware, Inc. BT AR o 11
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N o a A~ WD

B2l vSphere Web Client,

LT g FNZ4 (Networking & Security), SXf5i1; NSX Edge (NSX Edges).
AT NSX Edge.

EEERATIR, RERERBERTR.

EFERfE B, ik Syslog RS 55 U BER

FENIXINIERE syslog Ik S5weit 1P Mkl HFde el

PRI R

73 NSX Controller Fit & Syslog AR %22

@Ik NSX Controller fil 2 T syslog /[R5 7%, Il NSX Manager 2B Hit% H G M A4 1k £ 5% syslog
5555, syslog FhiAy B T34 TS pas DA M A 2 R RNAC E IR i SR 0Bk . ME— S FF7E NSX Controller
R syslog JIR 5571075 2 NSX AP, VMware #43{#iff] UDP f£)y syslog Y.

2

#{F NSX Controller |5/T] syslog, &5 iHIPL N NSX API, ‘B2 hixflzs syslog SR FIFAEIEE
s il 1 R — A syslog SHIFEFT

Request

POST https://<nsxmgr-ip>/api/2.0/vdn/controller/{controller-id}/syslog
Request Body:

<controllerSyslogServer>

<syslogServer>10.135.14.236</syslogServer>

<port>514</port>

<protocol>UDP</protocol>

<level>INFO</level>

</controllerSyslogServer>

FEATUE VAN NSX API A 4% il 75 syslog ‘S 7 M R AEfR e stz 19 5 FACE Y syslog S H
FERF IS B

Request

GET https://<nsxmgr-ip>/api/2.0/vdn/controller/{controller-id}/syslog
Response Body:

<?xml version="1.0" encoding="UTF-8"7>

<controllerSyslogServer>

<syslogServer>10.135.14.236</syslogServer>

<port>514</port>

<protocol>UDP</protocol>

<level>INFO</level>

</controllerSyslogServers>

VMware, Inc. {82 FTHFF . 12
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3 WRAEEE, AU TIDLR NSX AP HER 8 &m0l zs 1y S F il 25 syslog S HIRET o

Request
DELETE https://<nsxmgr-ip>/api/2.0/vdn/controller/{controller-id}/syslog

BE$E
X API FOTEHS E., 155 NSX AP 457 .

WERARZFHFRE
A, ATTAERTRRE NSX SERIEUERSZH H DA VMware 451

TR FNHE AR HE, 161317 export host-tech-support % (1520 (NSX MfEHRTER )
10537 B kSRS TR ) .

T# NSX (B ARLZHHEE

Al PLK NSX Manager 2% H i 41 Web Manager H b &1 50 .
1 Z5%) NSX Manager FEflli% 5o
2 CWRER M, REEERRKE.

w: B s TREATERE.

4 TR

5 [T, R R TR b
PHAER L, OO RS gz,

BESER

T AR (A7 SCPFIR SN B TS, AR BRI 45 S A AT T 2 L

T# NSX Edge M ARZFHE

AP SR NSX Edge S R ai RSz Hodio W E) 5 NSX Edge S Fi s ) FiPE, TIPER MBS NSX
Edge B M EAR SR H &,

S

1 &%) vSphere Web Client,

2 g AEES (Networking & Security), K551 NSX Edge (NSX Edges).
3 et NSX Edge 9,

4 PR (9), RS FRERIREARE.

5 EREBEAKFIHER, BT

VMware, Inc. BT AR o 13
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T# NSX Controller I RZ#FHE
HIPLAERA NSX Controller S5 R HEAR SR H e X8 i H S 65 i T2 T A iz i e
FLEE NSX Controller Hi&, i TRA FHRAE:
FR]
1 %% vSphere Web Client,
2 pLERgMZRE, RerihRR.
3 EEE N, RN SR E RS
4 PETEEARIFRHEE.
5 HlNE.
NSX Manager /744 % NSX Controller [ 53R
& — M4 NSX Controller Hi5. S5—NHE NEGEMSE, A FEIBH S aR IR A2 A
TR Y HE, waRa s,
6 HGHERighE, BEARER H S MERERR L.
ZHEC S, XY RSN gz,
P AS AT R H 7
BRETR

INRAEATE Dy VMware BORSCR A B3 EEZHTE B, 1S MG 2070100,

VMware, Inc. BT AR o 14
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NSX F1EH HE

45 A 2 T 45 NSX ALPE 1L L) F SR SRR R
REEDHE TUA R 328

. ST NSX Hid

kR H

m SRR NSX HAS

®  Guest Introspection H &

XF NSX HE

A DA syslog k5 AT G A NSX 4IRSz R H G ml LA NSX Manager i HUE Fi 2 T H
i, JFmsk vCenter Server IR H k. ik, HAVECk NSX 4H{1F1 vCenter Server F5E[i— syslog
Ar55a%, VMEFEETE syslog MF5#s FIH B SRAFEE10ME B

155} vCenter Server FEEY LA E syslog IRSS#101E B, 152 WA A vSphere SCRY, [tikA

https://docs.vmware.com,

H TR HERT] NSX AT iR th 7% (DLR) 2RI syslog sRBkEE IR 55w A aer T Bt
PeR)% DLR [ L AL o

% 2-1. NSX BHE

St W
ESXi Hi& X H 2R M vCenter Server Hi A BRI HE ML S F5: A0 i — 3 W ER 1 o

A10¢ ESXi HESHHITEAN{H K., 155 vSphere SCHY,

NSX Edge [t {E NSX Edge CLI H11#i[]] show log [follow | reverse] @4,
1) NSX Edge Ul N &R0k H G,

NSX Manager [ 1E NSX Manager CLI Hi{#iJf] show log CLI 54,
ik NSX Manager JELLE#s UL P B AR SR H G,

e H & 120 NSX H Il R AT R o

By ki H & 12 Wk H .

Guest Introspection H i 1% W, Guest Introspection H i,

VMware, Inc. BT AR o 15
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NSX Manager

1)

TR syslog Mk55+#%, 155 Ml NSX Manager [it 2 syslog /It 55+ o
TREHE ARSI HE, WESW P NSX IR AR R H &

NSX Edge

TR syslog JIR55#%, 155 Wl NSX Edge [it 5 Syslog 255 o

T NEHEASFFHE, 1#

NSX Controller

=

0N # NSX Edge (AR F H ik

ZHEE syslog IRS57%, 152 My NSX Controller fid & Syslog IR 555,

T NREAFFHE, w2

P

I N2 NSX Controller 9 AR H H &,

AXRELZEAEE, WS kS,

Br AiE B &

B3 IR A At H S, Bz H S

HRESERC B — syslog R55+#5. syslog JIk55#57F Syslog.global.logHost JEM:H1EE .
By K BE A= T R A g H b

x 2-2. BHAERE

MU E H SR ARG R H S BBAT AR 1B

H58

FUTHEH &

Tz HE

AGPAHE

HoEEH/VMKernel H ik

TR P/ VSFWD [

L

CUHRITA TIIRERAE, A MU S v aidagsin it (4n
ROPZAHNH T HERR) o WE R T HEE®
FORUFY) DFW it H &

TSR H B2 R 3

ARRE R A A I, O s MR I e 2
B AR R S R RE LA IR 2o e, 5%

R S5 KRR (VSIP) AECATS2h. B &
G E H SRR,

RS SR LRI D .

frE
Ivar/log/dfwpktlogs.log

/home/secureall/secureall/logs/vsm.log

/home/secureall/secureall/logs/vsm.log

/var/log/vmkernel.log

/var/log/vsfwd.log

7 AILAM NSX Manager 17417 %L (CLI) H1iz1T show log manager 74, X5 vsm.log S5t AT
grep LAU5[A] vsm.log A AXEAG root REAL I ] ek FH P Al Rl DA TRl S

VMware, Inc. B AT AR .
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MUEERE

N B H SRR VI IngeE, A AN o vreldEda i Cansi oz s i T H ) o XEEH
SAFEEEA AL R /var/1log/dfwpktlogs.log 1.

LA S2 B i HSTH B

# more /var/log/dfwpktlogs.log
2015-03-10T03:22:22.671Z INET match DROP domain-c7/1002 IN 242 UDP 192.168.110.10/138-
>192.168.110.255/138

# more /var/log/dfwpktlogs.log
2017-04-11T21:09:59.877Z ESXi_FQDN dfwpktlogs: 50047 INET TERM domain-c1l/1001 IN TCP RST 10.1.2.3/33491-
>10.4.5.6/10001 22/14 7684/1070

PEZNUE

2017-10-19T22:38:05.586Z 58734 INET match PASS domain-c8/1006 OUT 84 ICMP 172.18.8.121->172.18.8.119
RULE_TAG

2017-10-19T22:38:08.723Z 58734 INET match PASS domain-c8/1006 OUT 60 TCP 172.18.8.121/36485-
>172.18.8.119/22 S RULE_TAG

2017-10-19T22:38:18.785Z 58734 INET TERM domain-c8/1006 OUT ICMP 8 0 172.18.8.121->172.18.8.119 2/2
168/168 RULE_TAG

2017-10-19T22:38:20.789Z 58734 INET TERM domain-c8/1006 OUT TCP FIN 172.18.8.121/36484->172.18.8.119/22
44/33 4965/5009 RULE_TAG

FEVA N 7= ffil

= 1002 555 P kBN 1D,

B domain-c7 s& vCenter Managed Object Browser (MOB) H1[1UF#EE ID,

= 192.168.110.10/138 &5t IP Hbhl-,

= 192.168.110.255/138 & [l IP Hhl-.

®  RULE_TAG &/t DNk s B KA I ARt SCAHE Fh s D) SCA Al
DU B T A 192.168.110.10 E 172.16.10.12 [ Ping #EAEI45 4,

# tail -f /var/log/dfwpktlogs.log | grep 192.168.110.10

2015-03-10T03:20:31.274Z INET match DROP domain-c27,/1002 IN 60 PROTO 1 192.168.110.10->172.16.10.12
2015-03-10T03:20:35.794Z INET match DROP domain-c27,/1002 IN 60 PROTO 1 192.168.110.10->172.16.10.12

RS TP R H ST E A SO

VMware, Inc. {82 HTHFF . v



NSX H iR R G

% 2-3. BHEXHFERNARBS

H R FS BRI R
i T 2017-04-11T21:09:59
5 K BRI 877Z ESXi_FQDN dfwpktlogs: 50047 INET TERM domain-c1/1001 IN TCP RST

10.1.2.3/33491->10.4.5.6/10001 22/14 7684/1070

& 2-4. HEXHFBHHNEHERS

Sk AIRB{E

it s R A R T SRS s A4 PR A £ A
AF {i INET. INET6

A = match: AR SHIIIIEES,

= bad-offset: {1 ARINEHE N I AHE A2 B

®  fragment: 145550 BHOIEES B

®  short: HdEGIIE (HIA1, AKTTEEMAQHS IP Fr3ksk TCP/UDP A1k ) o
®  normalize: AEEIEMIFRSE I #A TR Hdh .
= memory: FIEHEENFEAL,

®  bad-timestamp: A IEAfI1) TCP IR al#E .

®  proto-cksum: ASIERAROTHBRIG A,

m  state-mismatch: izt TCP RAHUS A TCP ity
m  state-insert: L HITEULERE,

m  state-limit: CLIAZIEAEAE AT B KRS

®  SpoofGuard: SpoofGuard Z 14 #E 10,

®  TERM: L& L.

R m  PASS: fidiEtl.
= DROP: E7#ukty.,
m  NAT: SNAT #l,
m  NONAT: 5 SNAT HUNICEL, {HJCikfett,
= RDR: DNAT #il],
= NORDR: 5 DNAT BUPCAL, [HICifhl,
m PUNT: R8stk o8 8070 4 Al iAW LA AH R A TR R 7 s TR S e L.
= REDIRECT: K o &k 2 M M i eI B PR 7 s T2 I 55
= COPY: ia¥dity, JERHE BRI Y LWIARR ST T st iR S LT,
®  REJECT: {4fuhitd,

JUMEERTRN 1D JHILE M0 1D

I3l NI, Hih

Bt K

i TCP, UDP, ICMP & PROTO (}i¥5 )

MF TCP 4%, ¥fr TCP St o i mZ R SR A

A5 TERM J& TCP 23E (1A, M2ty PROTO 47H BoRBMNAUEIH ., 411 TCP 181 m]
fEMA 45 . RST (TCP RST #lifu) . FIN (TCP FIN #difu) 1 TIMEOUT ( 75 PRI ] A
)

TE Lo, B RST. B, X EMWATEWAE B h BA RST Bt

X THE TCP #E8: (UDP. ICMP sidtfiil ) , ok Bl A HaE e TIMEOUT,
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* 2-4. BEXHEFBERBMERFERS (2

hk TTRe(E

U5 1P bl A 1 IP 141 557

FUbr 1P kR IP 1t 55717

TCP #ric S (SYN). SA (SYN-ACK). A (ACK). P (PUSH). U (URGENT). F (FIN). R (RESET)
e/ A Rt

22/14 - N3k IR 0 5
EAE FAEC
7684/1070 - A/ H k7 Ak
T BN R, 15E5% 2] vSphere Web Client:
1 fEWIEERIZe4 > By kg v s HE &5,

M Log
[] stats

[] Direction
|| Packet Type

SRR Wy
{l Chigin bubed Frowail Do el ey
ﬂ D oyt g Fraad (% 1

T AEREAER KR H SR R B SURSCAS, T LS TR, SRJS Bl B AR AR DT 5 11 S
Ao

FZAEMEAGZEHRE

k% H S AR P H S AN A P KRR B X H S

1F /home/secureall/secureall/logs/vsm.log H1,

ARG SR T N A AR E, Ol TRt s sl e s S A M E R R UM LS N3 22 4
4, sEAE XU H L AEELE /home/secureall/secureall/logs/vsm.log Hi,

BYE Ul A AT HEMASG R HE, SR Mgides > 228 > 51, K58 NSX Manager [
IP Hodk, #2 T2k, ik,
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T e e we
a— E (x hﬂﬁ 192,168, 110.28:944 3 fvsphere -'Z:N'.‘-"-'-:r #pxtensionld¥d Doom wmwane wshield.p uginucom

ey
it

Apps () nave-webechent

vmware: ySphere Wab Client L H L | AdminisiralorfiVSPHERE LOCAL = Help
lavigaton LS m_‘lll‘lﬂ.im i Actons =
1 Halweriing & Sac E ] Gefting Staed  Summarn | Monitor | Manage
5% 19296011048 I
& Aesdid Logs W Tasks
0 Fifis -
Toraateng is:-.-v s 1 & Evem Sauss
TEN201S 420045 PN flnf-ur-'nm-:rr:ll Secunty Fabnc
TER2015 52901 PM | Inferrmafnnal adge-2
TEFNAE1ZITOS PM | Informational Take Backup
TEW2015 5 3043 PM | Informafignal wdga-1
TIZVP01E 4:29.29 P | infermasignal Sacurity Fakeic
TR0 15 5 2 27 Pl Inforrmadional wdga-1
|
TiZN2015 45357 PM ;Ma,-m wShigld Firgwall
TEFZ5 44501 PM | Major wahisld Firgwall
TR AR 1918 11 Akl !Il\-'\nl adna.q
] 53 Objects [ =

AXRINEE, 1S 0 NSX H DR MA G

S5EHEAXE NSX BE

T, BEE NSX A4 DAR L HE s Bl rh sy, DMEAE— M X e H .

g AEE, AT DL S NSX AL H S, AIEaEE., 15250 NSX H il R M A Gy “EE
NSX Qﬂ'ﬁiﬁﬁ El /p\lazzév&b”” 3}:@0

NSX Manager H&
= NSX Manager CLI H1ffJ show log
® i NSX Manager Ul S EE R AR S 5 H ik

NSX Manager Virtual Appliance Management

‘ View Summary ] “ B oownioad Tech Support Leg I ]
' , o

{ X’ Manage Appliance Settings ] { 8" Backup & Restore ]

Manage vCenter Registration ] { < Upgrade ]

NSX Manager H &8 SEHZ A CIEE, Hrb il s, SR (CRUD) ik,

EHIZFEE

e E5 2 Mk, fﬁ%@%ﬁ% A HES . AIPAET show log <log file> [ filtered-by

<string> 1 iy hlFEfles HE . S A HESU M rs:

®  cloudnet/cloudnet_java-vnet-controller.<start-time—stamp>.log: %G PR E AN ES
API [R5+
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= cloudnet/cloudnet.nsx—controller.log: X &fafilas FdbfE H ot
®  cloudnet/cloudnet_cpp.log.nsx—controller.log: 1%H & HFLFEERIS] S,
®  cloudnet/cloudnet_cpp.log.ERROR: IR HIIMTATsE R, MIAS51ZH:

Fetiles A EARR 2R, ARESEEOT, AR VMware T REFABA AR Bhfgtok 58 R XER [N, 7 52
xS,

% T show log CLI PA4N, i£r]PAfEF] watch log <logfile> [ filtered-by <string> 1 a2 (ENUH
FA H SO S S IX B S

X H S AR hlRs st rIUAE NSX UL e Fe—AMsihlas 1 a0+ iy MRS H & (Download
tech support logs)<FRLAERGT M GZ SR

ESXi FHHE

7E ESXi =ML FIsA T NSX 45 N A H S
= VMkernel H&: /var/log/vmkernel.log

s PHEmAEHE: /var/log/netcpa. log
YRR P . /var/log/vsfwd. log

WA LLRXEE H S vCenter Server Hi AR REIAL SRR — b i . (LA root FEAU T
FUEH A AT X S

ESG/DLR #=HI B HE

I LAGE PR AR 20517 ESG AT DLR FlEAUL E iy S (1 CLI Bomixseseff, s i CLI Bk
Ul 3RS R

T B HEM CLI 4742 show log [ follow | reverse ].
BN R, EHATUL N ERE:
= M CLIH, JEN enable X, SKj51=1T export tech-support <[ scp | ftp 1> <URI> g%

=\ vSphere Web Client 1, 7r#/E (Actions)=2 Hi i PR Sc 5 H & (Download Tech Support
Logs)Ehil,

['\4 Hame » ¥ K NSXEdges

Networking & Security NSX Manager: (19216811042 | ¥ )

8 NSX Home ® | x O % [ | Gadions~ (0 nstaling | € 0Failea |
Q8 Installation

Id Actions - LDR-01 Type

& Logical Switches edge-1 x Delete Logical Router

edge-2 & Force Syne NSX Edge
eple

P Firewall y
=, SpoofGuard ¥, Redeploy ‘

I e gut 1l 1l
Im Download Tech Support Logs I ‘
T

& Service Definitions
F genice Composer
@) Data Security
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Hit AN REME

EIRRRBAR Z S I AR HAL, BT LARR D 1 g Afie NSX i i nlidt,

= HEAIEAL Y /etc/vmware/netcpa/config-by-vsm.xml (U&7 0L MRS A :
w  Pedilge, IP Mk, TCP ¥l uEHEAC, SSL AL
= 1T VXLAN [ DVS LI dvUplink (455, ##%. UUID )
= AL Tf#A DLR 524 (DLRID. %7k )

n PRI EERFECE /etc/vmware/netcpa/netcpa. xml U755 & Fh netepa Fit Bk, 4% H b id sk Al
(BRIAN info) .

w  PHIEEUFB A /etc/vmware/ss1/rui-for-netcpa.*

PO ENLEB ALY

» T EURE bl R A
JITA XSO 2 T R A NSX Manager YW 2045 . it vsfwd FRAEHO7 RN AER: ) 014
o

Guest Introspection HE
fn] PR ) UMOASIEI H LA HERR Guest Introspection S i 1]

ESX Gl #&# (MUX) HE

W ESXi AL IIEEIA A ] Guest Introspection, m #7F AL I IR EE] SVA IS0, jn]
et ESXi EAL EI ESX GI B tH B R,

lb\%{é*u T@J lﬁ oy

MUX HE%E

Ivar/log/syslog

var/run/syslog.log

ESX Gl #ikk (MUX) 14 5% HPL R <timestamp>EPSecMUX<[ThreadID]>: <message>
Bian:

2017-07-16T05:44:49Z EPSecMux[38340669]: [ERROR] (EPSEC) [38340669]
Attempted to recv 4 bytes from sd 49, errno = 104 (Connection reset by peer)

75 _F T 7~
= [ERROR] &/ E 2, HAnZT AT HEE [DEBUG]. [INFO]
m  (EPSEC) FniH Eugin i L RrE N A
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BRMEERERXH
AT AL L2 ESX Gl fik VIB JiRAS, 1#iz1T #esxcli software vib list | grep epsec-

mux 5%

T 5e 8 H G0, H7E ESXi EHLar4 shell FHATIL T EEE:

1 1217 ps -c |grep Mux i A HY FTEA TN ESX Gl Bk
Bign:

~ # ps —c | grep Mux

192223 192223 sh /bin/sh /sbin/watchdog.sh -s vShield-Endpoint-Mux -q 100 -t
1000000 /usr/lib/vmware/vShield-Endpoint-Mux 900 -c 910

192233 192233 vShield-Endpoint-Mux /usr/lib/vmware/vShield-Endpoint-Mux 900 -c 910
192236 192233 vShield-Endpoint-Mux /usr/lib/vmware/vShield-Endpoint-Mux 900 -c 910

2 RZRS AT, ERILAE TP My g 8z kSs: /etc/init.d/vShield-Endpoint-Mux
start ot /etc//init.d/vShield-Endpoint-Mux restart,

3 FHE s T ESX Gl iR (fudh watchdog.sh #Hf% ) , ifiafT ~ # kill -9 192223 192233
192236 o,

TER, 2R T P ESX GI Btz

4 (Y —d s ESX Gl Bl 7, AT epsec-mux NEBCAS 5.1.0-01255202 11
5.1.0-01814505, Joifdif] -d 2elii: ~ # /usr/1lib/vmware/vShield-Endpoint-Mux -d 900 -c
910

5 M ESXi FH1LLAY /var/log/syslog.log X/FHIF ESX Gl fib HETHE. . il e M IEMfEE |
SeREIRTTE . PLTT 5 1D Al 5 A N2 H

Bl RBI muxconfig.xml 34
<?xml version="1.0" encoding="UTF-8"?7>
<EndpointConfig>
<InstalledSolutions>
<Solution>

<1d>100</1id>
<ipAddress>xxx.xxx.xxx.xxx</ipAddress>
<listenOn>ip</listenOn>
<port>48655</port>
<uuid>42383371-3630-47b0-8796-f1d9c52ab1ld0</uuid>

<vmxPath>/vmfs/volumes/7adf9e00-609186d9/EndpointService (216)/EndpointService (216).vmx</vmxPath>
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</Solution>

<Solution>

<id>102</id>

<ipAddress>xxx.XxxX.xxx.xxx</ipAddress>

<listenOn>ip</1listenOn>

<port>48651</port>

<uuid>423839c4-c7d6-e92e-b552-79870da05291</uuid>

<vmxPath>/vmfs/volumes/7adf9e00-609186d9/apoon/EndpointSVM-alpha-01/EndpointSVM—

alpha-01.vmx</vmxPath>

</Solution>

<Solution>

<1d>6341068275337723904</1id>

<ipAddress>xxx.XxxX.xxx.xxx</ipAddress>

<listenOn>ip</1listenOn>

<port>48655</port>

<uuid>42388025-314f-829f-2770-a143b9cbdlee</uuid>

<vmxPath>/vmfs/volumes/7adf9e00-609186d9/D1pService

</Solution>

</InstalledSolutions>

<DefaultSolutions/>

<GlobalSolutions>

<solution>

<id>100</id>

<tag></tag>

<order>0</order>

</solution>

<solution>

<id>102</id>

VMware, Inc. {82 FTHFUF .

(1)/D1pService (1).vmx</vmxPath>
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<tag></tag>
<order>10000</order>

</solution>

<solution>
<1d>6341068275337723904</1id>
<tag></tag>
<order>10001</order>

</solution>

</GlobalSolutions>

</EndpointConfig>

Gl EREHE
AR RAE I N PHURIERSE L, TAR I P st (s .

HERZMRGEE
BRI Gl U EHFE T4 AL - vsepfit.sys. vnetflt.sys. vnetwfp.sys ( Windows 10 F1EE ZfAS )

JREEH AT ESXi ML E, B vCenter H G fu—E84y . HEikR
+& /vmfs/volumes/<datastore>/<vmname>/vmware.log, fl
1. /vmfs/volumes/5978d759-56¢31014-53b6-1866abaace386/Windows10-(64-bit) /vmware.log

FAHEN R TPL PR <timestamp> <VM Name><Process Name><[PID]>: <message>.

E M HERBIT, Guest: vnet or Guest:vsep fE/x SAINITY Gl IREDFEFAI I HEHE A, THERE
HIHE.

flan:

2017-10-17T14:25:19.877Z| vcpu-0| I125: Guest: vnet: AUDIT: DriverEntry :
vnetFilter build-4325502 loaded

2017-10-17T14:25:20.282Z| vcpu-0| I125: Guest: vsep:

AUDIT: VFileSocketMgrConnectHelper : Mux is connected
2017-10-17T14:25:20.375Z| vcpu-0| I125:

Guest: vsep: AUDIT: DriverEntry : vfileFilter build-4286645 loaded

2017-10-17T18:22:35.924Z| vcpu-0| I125: Guest: vsep: AUDIT:
VFileSocketMgrConnectHelper : Mux is connected
2017-10-17T18:24:05.258Z| vcpu-0| I125: Guest: vsep: AUDIT:
VFileF1tPostOpCreate : File (\Windows\System32\Tasks\Microsoft\Windows\
SoftwareProtectionPlatform\SvcRestartTask) in a transaction, ignore
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;~f: JBH vShield Guest Introspection ERIEIRZFEFE B EICFE

FI TR T e S8 vmware.log SCEHEE N HHATIR B, PRI, FoA T SR REE AT S T 15 B
Jei 37 BRAS FHR R

Zad FEEOR B Windows TG . FEBBGENTR 2 0T, EIiR eI MR & . A oSS AL
FIUTEANE B, 1520 Microsoft 41iH & 25 136393,

LA AN EhRE R T H o, im AT L R

1 HuliFFaR > EAT (Start > Run), HiA regedit, SR HHIE (OK). HHI7F TRl giins” dirl. #
KGR, 1HS W Microsoft AIHE & 256986,

2 (EHEME AR A DL I
HKEY_LOCAL_Machine\SYSTEM\CurrentControlSet\services\vsepflt\parameters,

3 TEHGIEMSEI N, ALY DWORD, 7RI NIXELMERT, iafitRzeRs TSk -

Name: log_dest
Type: DWORD
Value: 0Ox2

Name: log_level
Type: DWORD
Value: 0x10

log level iy At :

Audit 0x1
Error 0x2
Warn 0x4
Info Ox8
Debug 0x10

4 USRS IT A AR T, IEATRA T dr 4 DABIALE TR 2L vShield Endpoint SC 54 MUK
Fi

m fltmc unload vsepflt

N

m  fltmc load vsepflt
AT DAEN T RERALY vmware.log SCA-H R EIXEE H B H

J5 R vShield GI W% BIKENIEF B EIE R

IS AT RE 2 8 vmware.log SCYHEUR TN LA TRRHY, PRI, Bl TESEHERERITR R A (5 8
JE A BPZE PR

%_&%jzmﬂaﬁz Windows 7155, FEBBOEMERZ /T, R O EMRIS 0 . A et FA R
EMIEANE B, 15500 Microsoft HITH S0 TE 136393,

1 tﬁﬂiﬂﬁ‘s iZ1T (Start > Run). fiA\ regedit, A5 EHEE (OK). BT “Hlgiss @i, A
FTEANE A, 152 Microsoft 41iHZE X &5 256986,
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2 GBI

Windows Registry Editor Version 5.0
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\vnetflt\Parameters]
"log_level" = DWORD: Ox0000001F

"log_dest" = DWORD: 0x00000001

3 HEHEISEUL

vsepflt.sys 1 vnetflt.sys BEXH A E

TEf#H] log_dest JH:HlfH%14 i DWORD:0x00000001 I, Endpoint 8 EX she - H bl s 2R b o
i THRFEF (Sysinternals H1/1) DbgView 1 windbg ) DAz A H

k%, T DU log_dest {4 ¥4y DWORD:0x000000002, 7EiXFEHL T, IXaEhFET H Skt
5| vmware.log XA, ZSCER T ESXi AL AR RN S e

B UMC BEiER

Guest Introspection JT] AL/ (UMC) £E3Z - 4P EEAUAL 1119 VMware Tools k551121 7.

1 1F Windows XP #l1 Windows Server 2003 |, 6li#—/> tools.config X ( WIARAELL N2 AT
TE) : C:\Documents and Settings\All Users\Application Data\VMware\VMware
Tools\tools.conf,

2 Jf Windows Vista. Windows 7 #1 Windows Server 2008 |-, fl#—/ tools.config X ( QR4
DU AITAE )+ C:\ProgramData\VMWare\VMware Tools\tools.conf,

3 F tools.conf SCAFHESINLA FATRAR H UMC 411 H &l ke

[logging]

log = true
vsep.level = debug
vsep.handler = vmx

{Eflif vsep.handler = vmx ¥ &N, UMC AAE H GRS vmware. Log XA, 2 #-hi T ESXi
EHEAOARN BN LS e

FEREFIVA R BB, KRy H SRt UMC 2145

vsep.handler = file
vsep.data = c:/path/to/vsep.log

Gl EPSecLib #1 SVM HE

EPSecLib M ESXi 141 ESX Gl ikl (MUX) Hifaficdift,
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AEBREMTRGIES

EPSecLib HEK=Z

Ivar/log/syslog

var/run/syslog

EPSecLib 45 % HPL Mi&:: <timestamp> <VM Name><Process Name><[PID]>: <message>
F R B, [ERROR] JEIE24M, (EPSEC) %7« Guest Introspection & 1714 .
Bilan

Oct 17 14:26:00 endpoint-virtual-machine EPSecTester[7203]: [NOTICE] (EPSEC)
[7203] Initializing EPSec library build: build-00000

Oct 17 14:37:41 endpoint-virtual-machine EPSecSample: [ERROR] (EPSEC) [7533] Event
terminated reading file. Ex: VFileGuestEventTerminated@tid=7533: Event id: 3554.

KRS
350 EPSec J&# (Gl SVM Hi4itl ) Ja VA H G0k, ilPaThA MEE:
1 M NSX Manager Hi3Jcidz il & 2 DL E S 2] Gl SVM.
2 Qg Jetc/epseclib.conf LRI
ENABLE_DEBUG=TRUE
ENABLE_SUPPORT=TRUE
3  iaf] chmod 644 /etc/epseclib.conf a4 DA KA
4 21T /usr/local/sbin/rcusvm restart @& PLHEHTEE) GI-SVM L,
%275 GI SVM /1) EPSecLib & Tt H il sk, ILALE Ivar/logimessages Hi4% 51 JT1 T NSX for
vSphere 6.2.x #16.3.x UL H & -0 E T e 58 vmware.log SR A TRR 1,
Kk, Bl AR R I AR AT A 15 EUE 7 B AR AR 2
GI SVM HE
ek H B2 ar, ke EAL 1D 8k =41 MOID:
®  7f NSX Manager 11217 show cluster all il show cluster <cluster ID> mi%.

Bian:

nsxmgr-0la> show cluster all

No. Cluster Name Cluster Id Datacenter Name  Firewall Status
1 RegionA®@1-COMPO1  domain-c26 RegionA0l Enabled
2 RegionA®@1-MGMTO1  domain-c71 RegionA0l Enabled

nsxmgr-0la> show cluster domain-c26
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Datacenter: RegionA0l
Cluster: RegionAQ1-COMPO1

No. Host Name Host Id Installation Status
1 esx-0la.corp.local  host-29 Ready
2 esx-02a.corp.local  host-31 Ready

1 T YA SRR, B T P
GET https://nsxmanager/api/1.0/usvmlogging/host—##/com.vmware.vshield.usvm
GET https://nsxmanager/api/1.0/usvmlogging/host—##/root

2 SIHHCYETHEDRRA, st T R

POST https://nsxmanager/api/1.0/usvmlogging/host-##/changelevel

## Example to change root logger ##

<?xml version="1.0" encoding="UTF-8" 7>
<logginglevel>
<loggerName>root</loggerName>
<level>DEBUG</level>

</logginglevel>

## Example to change com.vmware.vshield.usvm ##

<?xml version="1.0" encoding="UTF-8" 7>
<logginglevel>
<loggerName>com.vmware.vshield.usvm</loggerName>
<level>DEBUG</level>

</logginglevel>

3 TAEMHE, T Faed:
GET https://NSXMGR_IP/api/1.0/hosts/host.###/techsupportlogs

1E$¢ Send F1 Download.

IR, 1z SR Gl SVM HAE, FHRZ3C 5347 techsupportlogs. log. gz “Cff. T iMEl%
B RES 3E vmware.log SCPHER N HE TR, PRIk, FRAT TR EN R A T A A {5 B S 2 B

ZE IR

VMware, Inc. {82 HTHFF .
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NSX IR RS R G R X EeF i il LA B A RIS 1A TR OURIZe 4 LA R o Tm L o
AR EES A NMEE:

LIS B LA E

w EEVESG

SRR RS REE (AR )

WERARZFFAEH S VMware SZHEBITEXR

AR, R SR BOR SR H ST S VMware SCRERT TR
m  FEE NSX Manager SRR H AL, 1525 [ 4 NSX RS H L.
»  ZUHE NSX Edge BORSCHFHE, 1250 b NSX Edge B SHF IS

N ENUEORS R H L, 151217 export host-tech-support 4 (15501 (NSX HfEHERR 5T )
I XA B KBS A TR HERR” )

w25 VMware SCRRIBITICR, 1S M At My VMware HfgHH SRR K
(http://kb.vmware.com/kb/2006985),

£ NSX Edge E#{TRFIE S

PR RAE, R E AN/ NSX Edge FHTRRFINAL . AOGHEANEL., 1525 (NSX E RS )
g “6/H NSX Manager X NSX Edge Py Toidill]22" o siillal bt — P+ 585 |5 NSX Edge
FEAUAIL

REEHTEMSER
AP AL TP P —
. 5l
R
.
EE
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. R
.
DL R L BUAAR T R R G,

ARZEDHE TLUT E8L:
Gifit

LI TN D e Fa e
= NSX Edge A%t

n  SHERGSHE

n SR G T

n NGRS

w RS GHE R G

= GISVM R4t

m  SVM RfERZG S

w G- AR R GeRE
= NSX EHLARZ )
DR ARG

" GBIk R G

n EHUER R G THE

RERGEH

AR

X B R R |

RV M [ 8

RN T ZERGTNE, XEEERA R WE B T M EME.

EARE 4T ER R RTER EAEE A

11002 R 4 ToiEERS] vCenter vCenter Server il 221K,
Server. [/ 4 /% iENR, FE56. HA vCenter Server it B I TR (1t
(Unable to connect to TIEMN R 152 (NSX B HEERT ) Il
vCenter Server Bad “#f NSX Manager H17#/J} vCenter Server” 1L
username/password.) K ANSX bR ) i ¥ NSX Manager

1325 vCenter Server”
11006 FET = Z%k vCenter Server i# 2| vCenter Server HUZEHZ 1T,

VMware, Inc. { BT AR .

#%. (Lost vCenter Server
connectivity.)

{55t i vCenter Server [UFATIERE A, i
Z i) NSX R 4 NSX Manager
U IJvCenter Server” Fl “fifit NSX Manager
[

\
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B ETER AR
230000 i i

230002 JUE 3
240000 JEIR i

SHXMNBERESH

TERNAE T AR KR ARG REHE,

BEAME
NSX Manager L[] SSO ACHE
1E55 K. (SSO

Configuration Task on
NSX Manager failed.)

SSO STS % i LT HF %%
(SSO STS Client
disconnected.)

oK H {0} WINEIE i EeiE
M4, (Added an entry
{0} to authentication
black list.)

X EEA

i

PN (SSO) Bl A, TR ARSI
B TSk R AR

. AEERENEITENNCE SSO. 151
NSX EHRE I “FlEER" o BiEsi
(NSX W SEHERR SRR ) Wi “Tid s NSX SSO 7t
BRI

{E SSO JIRZ i/ NSX Manager 4o,
F) SSO NS5zl

Fih: AERd s (Biln, e o AE
DL SR ML, 1 THREER VMware
BORIE, WATRES LA ZIHE. S RANE
SCEE “JGIEEIE STS RSSO SSLE”
(http://kb.vmware.com/kb/2121696) DL K “frH
15 Platform Service Controller (PSC) 1) Lookup
Service HI7EM NSX Manager J<lFH LI 5
R ABUFIRFS R UEEE”
(http://kb.vmware.com/kb/2132645),

SUAHEE 1P M F P OCaE sk 10 Jogsk, I
BixE 30 4.

T PR A N

LR Sk R U

FHRE  BTEE R HTER

301001 P &
301002 T =

VMware, Inc. B AT AR .

EHHE
ML A 5 e ST

. (Filter config
update failed on host.)

HUERACE RN HE] vnic,
(Filter config not
applied to vnic.)

WiRA

EHUICTEBM 5 b i e A B 2 ol T T %

% /dev/dvfiltertbl.,

it AEHHED A TR R SCRIgIRN, H
FHTTAEfAE NSX Manager SiEss 1> Rl VIB
R AARVC e [AIRILA B AN FH AL, R ] 7
WRAEAE, I EE NSX Manager A IRR S
FrHEH5 VMware HR RSB TR

Tk iR B ] T vNIC,

AIRBAIRA . FTHE. ST RS A
REAEA A BT kST EAZAS R, (AT HELE )
LT (NetX) 7 5 tHBLiZ s iR

H55: 2 ESXi M NSX Manager i R4
0, 5 VMware R IHFIT TR
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EREB BATER fib R VAR

301031 R i
301032 B 7
301041 iy &
301051 B e
301061 iy &

VMware, Inc. { BT RG] .

HAHE

ENL I K P B
. (Firewall config
update failed on host.)

PPy W IV Eel
vnic. (Failed to apply
firewall rule to vnic.)

FHL A2 I B R
(Container
configuration update
failed on host.)

TP LR EER. (Flow

missed on host.)

FEHL LM Spoofguard HLE
B . (Spoofguard
config update failed on
host.)

B

PR AN AR TR SR 10D LA s 4 R B e
BE, B, A= LA RS B

oI BUER T 7 AR R, R E
HUTWEE /var/log/vsfwd. log Cf1-, SR {diH]
APl https://<nsx—
mgr>/api/4.0/firewall/forceSync/<host—
id> SRGIEE R AR (12 b (NSX ik
BB ) W R AR KA TR R

Br” ) o AARATIRICIAE F M F B A= K
FERCE, ICE NSX Manager AR S #
HEFH 5 VMware HRSCRFHBI TR

B KSR T vNIC,,

Flits: BUF vsip PUZMEE S HA LB R P A7
(20 (NSX B HHRRE ) it “Aa Bk

CPU N AERIE A" ) o QUERIASRAELE,

1 NSX Manager FIFATIHEAR S HE H G 5

VMware BEARSRFBI TR . PR EALH &
(vmkernel.log 1 vsfwd.log ) 435157 Kk i &

R7HIT vNIC [T

5 A8 AL 4 A e P AT IR E I M, B
HLETIUBE, B, BEsamaLgns.
Hilt: BUF vsip INEZHER S HA 28I m] FHINAE
(1520 (NSX HEHHERT ) HRIY A G5 kb
CPU FIPAZHIESAE" ) o SRIFEIRIFTE,
HIEE NSX Manager FIEH IR AR S H S5
VMware BRI TR . PR AL H 5
(vmkernel.log Fl vsfwd.log ) 105 B 223 lid B v
T vNIC [Hr AL

SORPIERWLZ I — A B il i A
WO EFT . EINEcE %R

NSX Manager,

Hiht: BUF vsip NEHMEE T HAT S B m] FHNAE
PLK vstwd PIAFIMFER T A R IEIR TN (G521
(NSX ETHERS ) i “ & AR kG CPU R

R ) o APPSR, Tl
NSX Manager FEHLH AR LR FH EIS

VMware HR SRR TR

5 SpoofGuard 4 XA EL A EAML

e euEe ST TN R, SR
WU /var/log/vstwd. log 3, SR
APl https://<nsx-
mgr>/api/4.0/firewall/forceSync/<host-
id> SRAIFE PSSR (12 (NSX HfsHE
BRPEEE ) HIM XS oA s ARl T HE

%" ) o Wik SpoofGuard Fir BH{/5AR M, 151
£ NSX Manager FIFAUNE A H SIS
VMware R FFHI TR wlifift H b a s+
Wk E| SpoofGuard Fi & I [l Bt .
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301062

301064

301072

301080

301081

301082

VMware, Inc. { BT RG] .

£

EEe

I

P

e

fib R VAR

@

izl

HAHE

T Spoofguard i f] F|
vnic. (Failed to apply
spoofguard to vnic.)

JiEN vnic 2%
Spoofguard. (Failed to
disable spoofguard for
vhic.)

JCVEMRR 1B R SE P 7 R 25 1
#MAHL. (Failed to delete
legacy App service vm.)

CUl B kR CPU I .
(Firewall CPU threshold
crossed.)

L7 1577 K it A A7 TR
(Firewall memory
threshold crossed.)

CL 3 KB A D I e A )
fH. (Firewall
ConnectionsPerSecond
threshold crossed.)

B

JeiF SpoofGuard [ J1] T vNIC.,

b WUBES T T ENUES SR, BB
BUTIEE /var/log/vsfwd. log S, SRR
APl https://<nsx—
mgr>/api/4.0/firewall/forceSync/<host—
id> SREIFEE P AR E (S5 (NSX ik
Ftar ) T A = kR A Tk

Bx” ) o % SpoofGuard Bt BRI, ik
£ NSX Manager F1HURH A FEH EIFS
VMware BRHFHD TR

Tk vNIC 25 1] SpoofGuard.,

F e U fE NSX Manager FHEHH AR S b
IF5 VMware BERSZEEA THEAR

JeiEMER vCloud Networking and Security [1)
vShield App /I 55 EEIAL.

it BUEESPAT T (NSXFHdER ) Hil <k
vShield App THEEI (208 ki

U vsfwd CPU {di T .

Hint: W2 (NSX FFEHER ) i) “&EPIk
B CPU FINAFHIE R 355y (BRI RERSZ A
FHURIEF R, WU RAEAT, Itk
NSX Manager F-EHLH AR LR H EHS
VMware FAR SRR THER

TR vsfwd P AEFI(E

. EEM (NSX S HHER ) il “BEk
B CPU FINAFRIESHE" By, AT REFTERRIL
AR SR, AR DB O B KBS A
MEE R A ae i B D KRR A, 5l
il appliedTo Tk, WURIMEBIRAELE, bk
NSX Manager HFEAHEAS R H EHFS
VMware F AR R IR o

CH By K SRR B U

F . 152 (NSX B HE ) i “AAR k.
CPU FINAF MBS 5550 7] RES AL
FHRHEFRAZR, SRS TN R
IS B
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BB BATER fih A2 BV
301501 [ £S
301502 P £y
301503 U i
301504 R i
301505 [ £

VMware, Inc. { BT RG] .

HAHE

LML {hostID} AR kEHG
BCE A {version#}
I EHL BB K EEE
[ 25 31 5 g A
{version#}. (Firewall
configuration update
version {version#} to
host {hostID} timed
out. Firewall
configuration on host
is synced upto version
{version#}.)

FHl {hostID} LM
Spoofguard it & 5 # A
{hostID} M. FHL LMW
Spoofguard it & L[ E] 5
EA {version#}.
(Spoofguard
configuration update
number {number#} to
host {hostID} timed
out. Spoofguard
configuration on host
is synced upto version
{version#}.)

PR A IDE T WEN T
{version#} KAiFITEE
{clusterID}. f4KVELE
B, 2 WHE. (Failed
to publish firewall
configuration version
{version#} to cluster
{clusterID}. Refer logs
for details.)

TooR 2 s R R AT B AR
{clusterID}. f5XTVELIE
B, 2 H&E. (Failed
to publish container
updates to cluster
{clusterID}. Refer logs
for details.)

JeiEK Spoofguard ik
g HE4E {clusterID}. H
KGR, i IHE.
(Failed to publish
spoofguard updates to
cluster {clusterID}.
Refer logs for
details.)

i

FNLTTEARL 2 3 Bpfis (R AL ERB A i i o

. T

Fri: Sk vsfwd ST IR TAE, DAMJEAT IEAE

FHMEAE AL 1550 (NSX BFEHERRER )

FRR o 7 B KRS A TS R o AL )

JBUBSRAEAE, 1S NSX Manager AEHITHIR
YFHETFS VMware BOR SRR

EHTEEE 2 SR PALHE SpoofGuard
W BT, I ST

. Bk vsfwd BRIER LIE, DARSETIEE
PR EATE TN S5 (NSX HEHE TR )
FRA oA 2B AR TSR o ]
FRTYRAFAE, 1l NSX Manager A MR
YHEHEINS VMware FiRSZHR A,

HFEe e N AR KA I
Hint: 2 (NSX BEHERRFRM ) iy Xy
B KRS ATIOE R o QSRR AT,
1IEE NSX Manager R AR AR S R H EH 5
VMware BRFFD TR

NI AN AL AT R AR B
BRI

it 2 (NSXISEHEERTER ) i) “Xsy
RS THOTHEER” o WORITEYRATAE,
HIEE NSX Manager 1N AR S H SIS
VMware AR ZFRFRBI 1HER

sk — Mk 2 A AL AT SpoofGuard HUH
S

ThTE: 12 (NSX WSEHERR RS ) Hril 4
AP AREIA TIOHESR” o AR IR AT
THICAE NSX Manager FIFA RS H S H G5
VMware FAR D TR
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EREB BATER

301506

301508

301510

301512

301513

301514

301515

301516

301034

VMware, Inc. { BT RG] .

J\l I/Zﬁ

e

R

B3

I

[

e

EH

fib R VAR

iy

i

iy

o

i

iz

HAHE

TeidAGHERR B ST AT SR
4 {clusterID}. £ xVE4
G5, W2 HE. (Failed
to publish exclude 1list
updates to cluster
{clusterID}. Refer logs
for details.)

T EHL {hostID}. A
FKVRAIE R, EEUHE.
(Failed to sync host
{hostID}. Refer logs
for details.)

T 10 i ) ) 25 4 AR 2R UL
(Force sync operation
failed for the
cluster.)

FHL {hostID}[{hostID}]
2k khf. (Firewall

is installed on host

{hostID}[{hostID}].)

THL {hostID}[{hostID}]
FEEER kRS . (Firewall
is uninstalled on host
{hostID}[{hostID}].)

BE4E {clusterID} FOH
FHB k4. (Firewall is
enabled on cluster
{clusterID}.)

#HE {clusterID} L)
k4. (Firewall is
uninstalled on cluster
{clusterID}.)

B4 {clusterID} W%k
FHB k4. (Firewall is
disabled on cluster
{clusterID}.)

TCVEAE 17 B8 R0 R )
#Hl. (Failed to apply
Firewall rules to
host.)

L]

NS — Nk 2 DN AT HERR A R BT AR
FEE: 1520 (NSX MUEHEER GRS ) TR x5
AR TR o AR OIR A7,

I EE NSX Manager IEEMFI’J&KSEH‘ HEHS
VMware H AR FBI TR

1k APl https://<nsx-mgr—
ip>/api/4.0/firewall/forceSync/<host-
id> SEA TR Ko I 2 B AR

Hikt: 2 (NSX EHEsRERT ) il sy
B KR TR o WERIREURAFAE,
iilctE NSX Manager FIFALHAS R H S5
VMware FEARSZFRFHT THER .

1k APl https://<nsx-mgr—
ip>/api/4.0/firewall/forceSync/<host-
id> TR AR PR AR

FtE: Ut NSX Manager MM RS Fr H &
JF5 VMware BORIHF TR

CUBCIIAE B 23 A 5 kil

Hi5. {E vCenter Server 1, %I ¥ > MLk
gz > 2258, REdPE “EAUER” ®IiR,
PSUE P ARHRA S EoR ik,

UL AL SRR 2 A 2B kil
WERTCTE A U kA, itk

NSX Manager FIEAHAR SRS HEH S
VMware H AR RS TR

CUR DA BESE e i s kB

;. {r vCenter Server H1, ST > &%
e > &%, RIakre “3\245[/%%” Y,
IUE “BAIRIRA” R mos hak .

EL IS FP N0 A 2B kR o

FEe . AR TCTE I A S KR AL, IR
NSX Manager FIEHLH AR LR H EHS
VMware FAR DI TR

CAEREE AR LML EZ T A R k% o
0 AR AT 6

TR T4 A 55 AR X 35

?ﬂ*m BUF vsip PAZHER 5 HAT 2B n] A7
ES DI (NSX HEEFERT ) Wi “AE R kb

CPU FUNAREELE" ) o ARIEIRAAAE

s EE NSX Manager ﬁl]??I‘JLFI/JBU\S'Z% Hi&EIES

VMware FR SRR TR
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EREB BATER

301043

301044

301066

301100

301101

301103

301200

VMware, Inc. { BT RG] .

J\l I/Zﬁ

i

EH

e

T

B

ESUis

fib R VAR

@

iz

iy

i

iy

HAHE

ToiFke 754 e B N 2
vnic. (Failed to apply
container configuration
to vnic.)

TVENG A AR B N B 3B
(Failed to apply
container configuration
to host.)

JoiEKs Spoofguard i & N
FA#|ENL. (Failed to
apply Spoofguard
configuration to host.)

FHL LR KR TG B
M. (Firewall timeout
configuration update
failed on host.)

ToVEAG 97 i e I T B S 3
vnic. (Failed to apply
firewall timeout

configuration to vnic.)

TCRR15T KRR N T B8 )
FAHl. (Failed to apply
firewall timeout
configuration to host.)

LTI e U A5 B S 3 A
2 h5). (Application
Rule Manager flow
analysis started.)

i

TCIEIN TR B 4 X AL P o

Frjii: Sk vsip PO TS FLAT LA TT FH AT
2 (NSX 7 HLHRHG ) hit) “Aa Bk

CPU FIPI F RN ) o dnR AR,

1ilEE NSX Manager FlIFAAH A S S H b5

VMware BRHFHD TR o

TCIER TR ol e 4 3 AT

Flits: SUF vsip PUZMEE S HA R HT P A7
(iEZh (NSX & HERMT ) Wi “AE B kb

CPU FINFERME A" ) o anRInE R,

1t NSX Manager FI: WU A F H EI 5

VMware FAR SRR THER .

TeikEr 4 Spoofguard K T T vnic.
FEHE: B6IE vsip P 75 AT L BB T T A7
(1520 (NSX R ) FRIY A G5 kb
CPU FIPAFIESE" ) o QERIFEIRIFTE,
HIEE NSX Manager 1ML AR S H SIS
VMware AR ZFRHBI TR
Joik s K v e I w N T E
F0tE: Ut NSX Manager M= HUIRAR S H i
5 VMware SRR TR fEREEH S,
H REST APl https://<nsx-mgr—
ip>/api/4.0/firewall/forceSync/<host-
id> SEiflIEE R R, oo 22 > L
W, RGeS R IR A A T
G141 | [SiBA P
TCETEHT ks 2l e i AR i
Fite: It NSX Manager AR A A H &
JH5 VMware BORSCRRTT T A AACEEHER,
i [f] REST API https://<nsx-mgr-
ip>/api/4.0/firewall/forceSync/<host-
id> sriillrl D PG kO EE ek B2 > F L
HER, RIGTTERAE T I BRI R IR SS DA AT
SRIIE

JCIE SRS K B 2l e I w BN A

FiitE: U NSX Manager FI-EAURBCARST R H A5
F5 VMware BERSCRRT A, e H G,
f4i[f] REST APl https://<nsx-mgr—
ip>/api/4.0/firewall/forceSync/<host-
id> BRIFDET SR, s B2esE > bl
WS, RS BYE ik EERRIRE RS LA T
G141 [RiA 2

JSE AR B 4 PR S BT L B
FEHE: AT ERIBUE S
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BB BATER
301201 FE

301202 T

fib R VAR

NSX Edge & E4

NEAH T NSX Edge MAZERFMEL,

BHHE

7 FH P R0 5 B 2 3BT
JW. (Application Rule
Manager flow analysis

failed.)

JS2 IR F 5 R S A

258 %. (Application

Rule Manager flow

PBiHH
7 ) B R b 0 R
F it Uit NSX Manager FIFAR S H G E S

VMware HRZFRBI IR R 5 I M 1A
i vNIC JH Bha# i s 2 G LA 0245

N N B RS i A E e o
FEt: ANTREERITAT RS )i

g

analysis completed.)

Ikb/ﬁ o /\ﬁ “EE%’Y

EET Bl Cw” M REAREE

FEEPER) R G O AR, A H X e

B S ER BRRE  BHENE BiiA

30011 = AN JT] KEDUEM NSX Edge B NSX Edge FEIUNLKEE A ZhMIZRAHIRE . & HREA T
WP T IRSRAS . Mgsnr (b 30202 &k 30203 ol
figthli. (None of the  Hijfa: 5% (NSX MubHksRfiaRa ) MY “Edge wA&ig
NSX Edge VMs found in  [EHE"
serving state. There
is a possibility of
network disruption.)

30013 P 130013 NSX Manager &I NSX NSX Edge IR AR BEIRAS, HEL AT RICiE RS T
Edge MEHUHL (vmId 7‘] L
{#1) WTHRIRES. Fhi: AR IR TR, 4%@75&@}9&%1“6@%0
SRIEIPAAT R o (NSX WER A BRI, T s e
Manager found NSX Edge
VM (vmId : {#}) in bad
state. Needs a force
sync.)

30014 Bt AN Jo¥k5 NSX Edge JE#WL  NSX Manager 5 NSX Edge i VIX sl R Lk Tl
4T85, (Failed to f&. NSX Manager i/t Edge *B%ﬂkifﬁ*ﬁ%‘ﬁ' L
communicate with the SERCEA Rk (51m . 12445 1x NSX Manager
NSX Edge VM.) 5 NSX Edge Il T

;200 (NSXIRHESAER ) HhiY “Edge &1
FEHEER” o
30027 f& 8 130027 NSX Edge HEfIML (vmId L2 NSX Edge FEAUMTHL IR
o {#}) CRAHIE. Tt AU B3,
(NSX Edge WM (vmId :
{#}) 1is powered off.)
30032 = 130032  # vCenter jEHhA$RE  WAEEIZM vCenter Server il T NSX Edge FEUM L.

VMware, Inc. B AT AR .

vmId N {0} 1 NSX
Edge ##%. (NSX Edge
appliance with vmId :
{#} not found in the
vCenter inventory.)

IXAESCRFBRAE, AT HIT NSX (1)
vSphere Web Client HHE A IHEHER NSX 32855642,

HjE. TEETHSE Edge ok Edge.
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B B E
30033 =

30034 7 g
30037 e g
30038 P
30045 v g

VMware, Inc. { B TR .

BARAAD
130033

130034

HAHE

7F vCenter & ARFLE]
NSX Edge JEfIHL (vmId
J {#3). (NSX Edge WM
(vmId : {#}) not found
in the vCenter
inventory.)

RKAKIMATAT NSX Edge K
IHUAL TR SIRTS . 4% AT
fedhlr. (None of the
NSX Edge VMs found in
serving state. There
is a possibility of
network disruption.)

Edge B KEGHNCEHCH
{#}, NHIEHT {#3.
(Edge firewall rule
modified as {#} is no
longer available for

{#}.)

CATFFHIJEM NSX Edge
%% (edgeld N {#}.
vmName iy {#3}) i/ T
PGINERES IR
(Powered-on NSX Edge
appliance : {Edgeld
#}, {vmName #}
violates the virtual
machine anti-affinity
rule.)

NSX Edge FEAUMLIZATARAL
fr R E ) vix HEEif
FW. DA RIS HoA
BATIRGUAS T . 1 TS
s [F) 2 UL AR 15
TPIRGUE T . (NSX Edge
VM health check
failing with critical
vix errors. Further
health check is
disabled for vm.
Please redeploy or
forcesync vm to resume
health check.)

il
1t vCenter {7 LA~ 2] NSX Edge [

N AR NI L. AR EAAIA, TR
% Edge.

Edge FEAUH AN, NSX Manager &4 10ist RIS 25
fh7E: WACATIT Edge MWL, 2805, Wtk Edge
HEFS VMware SRS IR

B S FIN F A TER ) GroupingObject (IPSet,
securityGroup %)

PG TR IRIR RN AT A 8T o

NSX Edge = 1] FITE F BlrRE S TP RN 1T vSphere
FAL, PMELEARFIR ML G SR T Edge Rl
Blo R RO R R e SO MERN, 9F L
WA Edge RERWLAE R —FEAL st T,

5t §6%) vCenter Server JFUGIE R SHERI

WILSERERTHE S AL VIX il 111 Edge RERMWLIT(R 5 2 2
W,

506 4n% NSX Edge M7, ifii4: NSX Manager #1

NSX Edge S ARZHFHE . SR, SETREIRLD . G
BURBSRATAE . TETE TS NSX Edge (15201 (NSX &
PiFERS ) Wiy “TEHEHCE NSX Edge” )

T AR A TR
A5 QURASRIGZINNER, R AT
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BHRE BEATER
30046 e
30100 e

30102 &

30148 i
30153 Bess
30154 BE s
30155 e

VMware, Inc. { BT AR .

TR
AE

130102

130155

HAHE

Edge {EdgeID#} HELINL
{#3 LRI A R
LT {#). SR
BULTEEIE R Xl Ee
TR AT RS . (Pre
rules publish failed
on edge: {EdgelD#},
vm: {#} for generation
number {#}. Refer logs
for detail. It may
need forcesync.)

NSX Edge 5l ATIH
6. (NSX Edge was
force synced.)

NSX Edge (vmId A {IP
Address}) AbTHFIRIR
o HEHIPATRFIE .
(NSX Edge (vmId : {IP
Address}) is in Bad
State. Needs a force

sync.)

NSX Edge CPU {fiffl &%
e # {#} A#EREN:
{#3}. (NSX Edge CPU
usage has increased.
{#} Top processes are:

{#1.)

AESNI i 518 s 3.
(AESNI crypto engine
is up.)

AESNI Jin& 5] % £ oG k]
(AESNI crypto engine
is down.)

{EHE NSX Edge W TR
BRURIHIE],  EHLECEE IR
B NSRRI CPU A/
A AF B
(Insufficient CPU
and/or Memory
Resources available
on Host or Resource
Pool, during resource
reservation at the
time of NSX Edge
deployment.)

A

NSX Edge Pl kKE5HUIATREANRRE . aisfymsdiil) ( L DFW
UI/API B ) Jee, W2 Rz ive.

FEBE: WP R R H Bz, W T
CEHIIEI B

LU A2 NSX Edge FEfbL.

FEtE: LRI AEIOZIAIEL, Y NSX Manager
FTNSX Edge (B AR HEIS VMware BRI RS
LS

NSX Edge HALI Ll 2 st i

Tl AR BRI A BRI, BT
G| EE e

{E—BINTRI, NSX Edge RN CPU (& R a,
;1525 (NSX MBEHERARR ) Hhi “Edge &
FEHERR” o QIALAIBUSRAFTE , it NSX Manager 1
NSX Edge IR F7 H LI 5 VMware HORSCRFEI
A,

AESNI sz 5% 2 A3,
T AT R AU A F it o

AESNI 5| 4 2 I
T s ASTEERIUTAT S o 3OS U AIR A

EHLk BRI CPU R/l IAZ 2R .
BATPLSHATEI:T] (Home) > 2HUANEHE > [BHE AR
(Hosts and Clusters > [Cluster-name]) > Y515
(Monitor) > % J5TiES (Resource Reservation) il VA7
AT IR ANTIUER 2T

LA T RS, PRCREX SE S IR i Bl )
—uBgy, DA BB A s o
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B
30180

30181

30202

30203

30205

B ER
JrHE

Ik

Bt 3

TS

VMware, Inc. { BT AR .

TR
AE

130181

130205

HAHE

NSX Edge MfF AL, Edge
RAE 3 RN ERT SIS,
mroS DB {#3.
(NSX Edge is out of
memory. The Edge is
rebooting in 3
seconds. Top 5
processes are: {#}.)

NSX Edge {EdgelID#} [
WIHLEFR {#} RGN
HiE, (NSX Edge
{EdgeID#} VM name {#}
file system is read
only.)

NSX Edge {EdgelID#} &
AR A . R RAL
{#} A% {#3 CUIRF
ACTIVE IR#&. (NSX Edge
{EdgeID#}
HighAvailability
switch over happened.
VM {#} name {#} has
moved to ACTIVE
state.)

NSX Edge {EdgeID} &ir]
VR BN {#}
B {#Y CUMHRE
STANDBY GIRZS. (NSX
Edge {EdgeID}
HighAvailability
switch over happened.
VM {#} name {#} has
moved to STANDBY
state.)

JA T w TR NSX
Edge {EdgeID} il %I
%4, (Split Brain
detected for NSX Edge
{EdgeID} with
HighAvailability.)

il
NSX Edge HEMNINAFAE . E S HERT 513 LA T I
=

Flite: WS b (NSX EHERSAER ) i “Edge 14
BEHERR” o QIR IEOBRAELE, it NSX Manager Fll
NSX Edge FUHAR L7 H EHS VMware R 5]
Ao

SCRE NSX Edge REAUALA7 8075 DL Pl .
FEHE: A EFHFLIE ORI AR MR R, AEfR
RIS, AN REF I T T Bham ]2

LT HA DL, 4 NSX Edge FefUALN RS HI/:
GRS
Pt NIRRT H i

LT HA ML, 2 NSX Edge HEINUMIE AL
Joté RS
HEME: AT R AT RS M

FHTRsile, o HA TCE NSX Edge REAUMLTCIE M
ER N ERNUE BTN RS EMS oL, B
FEAUA U S — A BRI T ALL T IHURAS, HEP T
SRS . XATRES BN HIWT

it : AR IR CRERURIER ) DA TRATAT i
[, JCHOEN HA BCE OB TR 2 .
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BEHRED B ER AR EEE i

30302 g 130302 LoadBalancer NSX Edge f1#: FAliras IR IR 5 He skt £ 2 H] o
virtualServer/pool Tt 1520 (NSX SEHERR B ) vy oo r-i”
{virtualServerName]} A

(S {#}, serverIp
& {IP Address}) [PIRE
CEE R
(LoadBalancer
virtualServer/pool :
{virtualServerName]}
Protocol : {#}
serverIp : {IP
Address} changed the
state to down.)

30303 g SET LoadBalancer NSX Edge 3 V-ii#5 R AUIR 5525 mk il B Py s
virtualServer/pool o
{0} (HiCh {#}, 1506 152k (NSX MSEHERRETE ) it ool
serverIp N {IP A

Address}) O SCNH R
JR#%. (LoadBalancer
virtualServer/pool :
{0} Protocol : {#}
serverIp : {IP
Address} changed to a
wrong state.)

30304 JoH 130304 LoadBalancer it {0} NSX Edge 11 4 e i OB HUR A T Mo B
(Wih {#}, serverIp  (warning),
79 {IP address}) T fhjti: 15200 (NSX IFsHERRTERT ) A0 “ DU Ty
NEERE . 93 o
(LoadBalancer pool :
{0} Protocol : {#}
serverIp : {IP
address} changed to a
warning state.)

30402 P 130402 M locallp {IP NSX Edge IPSec VPN i ¢4,
address} ¥ peerIp {IP #hjfi: 5% b (NSX MUEHERIEM ) TR “REAL% FIM
address} [ IPsec & £ (VPN)” F5%7
RECHEECHKH. (IPsec
Channel from locallIp :
{IP address} to
peerIp : {IP address}
changed the status to
down.)
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B
30404

30405

30406

30701

B ER
JrHE

B

EEts

IS

VMware, Inc. B AT 400

BARAAD
130404

A

HAHE

Edge IPsec B#iECH]: M
localSubnet {subnet}
#| peerSubnet {subnet}
1) IPsec FHIEIRAECHH
. (EDGE IPSEC

TUNNEL DOWN : IPsec
Tunnel from
localSubnet :
{subnet} to
peerSubnet : {subnet}

changed the status to
down.)

M localIp {IP
address} #| peerIp {IP
address} [ IPsec i
RS ESCAARK. (IPsec
Channel from locallp :
{IP address} to

{IP address}
changed the status to

peerlp :

unknown.)

M localIlp {IP
address} #| peerIp {IP
address} [ IPsec ilid
REEEECIARSN. (IPsec
Channel from locallp :
{IP address} to

{IP address}
changed the status to

peerIp :

unknown.)

AT SR HESNES DHCP iR
%#%, Edge {EdgeID} I
) NSX Edge DHCP H14kflit
KO ER RS
IP EGI B R
(NSX Edge DHCP Relay
service on edge
{EdgeID} is disabled
because there is no
external DHCP server
provided. Please
check server IP or
referenced grouping
object.)

i
NSX Edge IPSec VPN iliE L : .

FEE: 1520 (NSX MU ISR ) R “RELL I
2 (VPN)” 53,

Tk liE NSX Edge IPSec VPN i kA
. EZh (NSX MTHIERFERE ) Hi il
2% (VPN)” 45,

JeikifiiE NSX Edge IPSec VPN T3l 1A
Fiti: 2k (NSX BEHEERFER ) i KRR FHM
2% (VPN)” #557.

ELZ% [ NSX Edge Edge DHCP Higkfili 55 . ATRERJEIAL .
(1) DHCP H4kiIHEAIZA T, (2) %A 9N DHCP I35+
XA AR PR ks | PR A 4N S 1

Hjt: ES 0 (NSX B EHEN ) Hhi) “Fli DHCP i
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NSX H iR R G

BHRE BEATER
30206 P
30207 i

ZHERZEN

TR
AE

HAHE i

ENRTH T BT LR NSX i/ NSX Edge HA 88 DR LB, JF HLE T b
Edge {EdgeID} fuf /it e IR

%4, (Resolved Split b 12 ik NSX Edge 1T T (HA) )@
Brain for NSX Edge (http://kb.vmware.com/kb/2126560),

{EdgeID} with
HighAvailability.)

Ok {value} UCH NSX B/ NSX Edge HA 5 IEA/F 22 i T BT b T M S i

Edge {EdgeID} fi R/ R
%4, (Attempted Split
Brain resolution for

H : {USE NSX Edge 6.2.3 2 iR iz i 4R

. HIWEAH .
NSX Edge {EdgeID} with
count {value}.) 1506 1555 P NSX Edge wm] HITE (HA) [l

(http://kb.vmware.com/kb/2126560).

MR TEMERG R ARG RHEE

B B ER
250000 BE
250001 FE
250002 FE
250003 BE
250004 =

VMware, Inc. B AT 400

;.¥oaid|
R

#

i

iz

haul

BHEE

BRI IHRIEIRE N (#3, i
W& (4, IHEEDIRES S {#3, et
FERE T {#}. HREERTRHELLT
AR AJE A . (Deployment unit old
operational status was {#} , new
operational status is {#} and
old progress state was {#}, new
progress state is {#}. Check
alarm string for root cause.)

S EHFE R IC. (A deployment
unit has been created.)

CLREHT NSX I ot. HAEREE |
FOR R EMRS . (A deployment
unit in NSX has been updated.
Fabric services will be updated
on the cluster.)

TN NSX MRS B Ht. (A
deployment unit has been deleted
from NSX.)

THAELN {#F LHERS {#1, K
JBEEAEAE {#Y AREEFNZ L. W
I\ EEEEZEIE A, SR SRR 1
i fifk. (Failed to deploy
service {#} on host {#} since
datastore (#) is not connected
to the host. Please verify that
it is connected, or provide a
different datastore.)

B
DEEISEien

EEISEien

EEYSEien

EEISE i

JCHARC EA PR AU 2 A e A LI Bl 7
fifi
T BAFEHLAT AT RRZ S
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BRI B ER
250005 =

250006 FE
250007 FE
250008 =

250009 B

250012 =
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;.¥oain]
R

F

i

i

ol

ol

Jan

BAEE

T R IC R R VAT LA ]
OVF/VIB URL, CACE DNS, FFHHT
JFRT M5, (Installation of
deployment unit failed. Please
confirm OVF/VIB URLs are
accessible, DNS is configured,
and required network ports are
open.)

CUFE LN b ey 22 3 FH T I 205 45 ) S i
%N EEREAREE. (The fabric agent
for network fabric services
installed successfully on a
host.)

SN FEHL R DR BR LRI (The
fabric agent was removed
successfully from a host.)

OVF/VIB SCAFMALE T i, A2 ST
W% . (Location of OVF / VIB
files has changed. Service must
be redeployed.)

BB BT R R AT LAY )
OVF/VIB URL. C¢# DNS, JEH.L4T
TP M 2835 0. (Upgrade of
deployment unit failed. Please
confirm OVF/VIB URLs are
accessible, DNS is configured,
and required network ports are
open.)

TERSS {#} BEWIERIEIT, WEMT
YREPU NS : {#}. (Following
service(s) need to be installed
successfully for Service {#} to
function: {#}.)

B

LEAHL 12226 NSX JIRSSIIE], ESXi AT
A NSX 111j5]7] VIB/OVF . 7 vCenter &
GuitERm, ¥ EH): Event

Message: 'Installation of
deployment unit failed. Please
confirm OVF/VIB URLs are
accessible, DNS is configured, and
required network ports are open.',
Module: 'Security Fabric'.

Flti: S0 NSX WeBHERR e o

EEISEien

EEYSE s

FRHNSX VIB il OVF I {11119 URL
NSX JRAIfM 5o EAREERT VIB, b
)5 In] https://<NSX-Manager-
IP>/bin/vdn/nwfabric.properties., 14
NSX Manager IP it & A= 41k, WIWHET:
T TS NSX OVF & VIB,

;. HEENIHER (Host Preparation)it
Tt b iofidt (Resolve) e, sk & fliff
systemalarms API Hiff] action=resolve
SRFRIZ AR

HEFHTHRINR, EAM JoEE M NSX Hijjii]
VIB/OVF, {r vCenter &4 ifl-3srh, 2
%%): Event Message: 'Upgrade of
deployment unit failed. Please
confirm OVF/VIB URLs are
accessible, DNS is configured, and
required network ports are open.',
Module:'Security Fabric'.

Fikt: 50 NSX HebahEpR e o

TLRIMARSS BT I — N AR 2N
%.
TEHE: RS AR IR S
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AL
BRI HFEE BR
250014 =] =
250015 = B2
250016 = &

VMware, Inc. { BT AR .

BHE
TEFE 2 B3 22 4 il R 7 ZE I I A
o fRYTT R ATRETCIEVT N/ AN . i
TARAT LA NSX s il iZ i e 5 1)

URL. TEMEFHRIRTT S APT KRR E
o K HBTHE MRS

notifying security solution

(Error while

before upgrade. The solution may
not be reachable/responding.
Ensure that solution urls are
accessible from NSX. Use resolve
API to resolve the Alarm.
Service will be redeployed.)

RIS AR I S5 R RN B 2 i s &
EROS @AY SRR LA NSX
Vi I Z MR T Z M URL, AT LLANZ AR
WIT%E APT 171 NSX. 54 Al fif vk 7
% APT KU B K E RS R
%, (Did not receive callback
from security solution for
upgrade notification even after
timeout. Ensure that solution
urls are accessible from NSX,
and NSX is reachable from the
solution. Use resolve API to
resolve the Alarm. Service will
be redeployed.)

RS I TERAORATELAN NSX 17 17
FRRTTZEM URL, AT UM ZAR T TT %
ViRl NSXo MR TR TS APT fehf
TeLEAR . HREERINSS
(Uninstallation of service
failed. Ensure that solution
urls are accessible from NSX,
and NSX is reachable from the
solution. Use resolve API to
resolve the Alarm. Service will
be removed.)

i

TETH 2 i 12 ARy SR B I
ARG INZMRNTT 56, B BTy ¢
BAMRY

FEf: Wf R DU NSX i iz 7y %
URL. #5f#i)J]] systemalarms APl Hiff)
action=resolve ZAfRIUZEM , KM
MRS

BTN S thoAR B R 2o A i 5 51T
Fa@EAI A

. WO AT DU NSX A Rl ik 58
URL, JfHrf PAMZRRTT 51317 NSX.
15 liT] systemalarms APl (1)
action=resolve ZHURIHZ %4,

TR 5 OB

Hiti: WACRRT LA NSX rhjs iz ik 7y %
URL, Jf HATPAMIZRRTT 5151 NSX.
1H{# 1] systemalarms APl HIfH
action=resolve ZEUHILZ LA
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R BTER
250017 e
250018 =
250019 =

VMware, Inc. { BT AR .

;.¥oain]

fFim

Am

BAEE

RSN 2 BB A 22 A AR 7 SR I
oo fRUVEAR A UGBS, U B
DATEANE AR IHO0 T #1758 R 7T DA
MONSX Vs IFZ AR TR 75 %6/ URL, 7T
PAMAZ AR TT ZE V5 IR NSX.o TR A5 F fid e
Ji % APT SEfFDULEAR . HRBRRSS .
(Error while notifying security
solution before uninstall.
Resolve to notify once again, or
delete to uninstall without
notification. Ensure that
solution urls are accessible
from NSX, and NSX is reachable
from the solution. Use resolve
API to resolve the Alarm.
Service will be removed.)

PRI 2 B 0 22 AR R 7 2N A
Do MRURER DURR DGR EN, SO R
DAFEA AN AT 0 T ED R . DR W] LA
M NSX U I iZ R JT7 581K URL, HA)
DA IZ AR T 2205 0] NSXo 15 A58 FH fid o
Ji% APT RFERIEAR . HRERRIS .
(Error while notifying security
solution before
uninstall.Resolve to notify
once again, or delete to
uninstall without notification.
Ensure that solution urls are
accessible from NSX, and NSX 1is
reachable from the solution. Use
resolve API to resolve the
Alarm. Service will be removed.)

TETE [ 22 A fif vl 7 22 30 SN BN BN 1 5% 2
RAEEFGIF WEFHIRRTELN NSX 11
MRHTT M URL. IR R T %
APT SKAFJLL AR . A EN RS .
(Server rebooted while security
solution notification for
uninstall was going on. Ensure
that solution urls are
accessible from NSX. Use resolve
API to resolve the Alarm.
Service will be uninstalled.)

i

TN AT AL AR ST R
TIRGZ AR AR, sls % 24
PAEASIBFNTE D0 AR

T BREE T DU NSX F Il ik 7y %
URL, FHE AT ZSR 7 bl NSX,
Wi systemalarms API Hift
action=resolve Xtk 1% 245

TRV 2 HB AN 2T S HI R
O EAR VA JGEA,  soE bRz R
PITEASBANO RSO0 B 1A,

FhE: BAERTT DA NSX Hr i [enZ it 7 %€
URL, JfHfPAMZRITT 5 H 1] NSXo
15T systemalarms APl Hif1)
action=resolve Z{Ufif1Z %4y,

TR 22y MBI, JEslST
I}z e

Rt : LT NSX [ iZ ok /5 5
URL, 5[] systemalarms API Hiff
action=resolve ZHURILZ AR . HHIEL
k%5 .
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;.¥oain]

F

i

BAEE

TETE ) 22 4 fif TR 7 5838 A+ iy AR 55 4%
RATEHGI T EHLRATLUA NSX Vi
SMRGTT M URL. T AR R 7 %
APT ORI EA . T HE B RS .
(Server rebooted while security
solution notification for
upgrade was going on. Ensure
that solution urls are
accessible from NSX. Use resolve
API to resolve the Alarm.
Service will be redeployed.)

NSX Manager fki#iT vCenter Hi[]
EAM 55 REE /s ESX L) NSX
VIB. St EAM &SI CHIT. X
"REE M EAM k% EL vCenter HHT
JEEN /A5 IEEC EAM RSG5 H H B ) R i A
o BAE vCenter RHCJAB, LK
vCenter ] EAM RZ5EEIEIEIZLT.
teAh, FATR LB AR EAM mob R
UAlE EAM JETRIEWIZAT. (NSX
Manager relies on the EAM
service in vCenter for
deploying/monitoring NSX vibs
on ESX. The connection to this
EAM service has gone down. This
could be due to EAM service or
vCenter restart/stop or an issue
in the EAM service. Verify that
vCenter is up, and the EAM
service in vCenter 1is running.
Further, we can look at EAM mob
to verify that EAM 1is
functioning as expected.)

i

TE AR TT Sl AT, THsIS T
iz

T TREE T DU NSX FR Il ik 7y %
URL. 5] systemalarms APl Hff)
action=resolve SXURIZ LA, K
HEIRSS .

NSX Manager < T~ vCenter H1/{] EAM
IRZSAE ESX I /i NSX VIB. 5%
EAM i35z, X mlaEserhT- EAM
i35 8k vCenter LU EDH HshifE 1L, B A
EAM JIR 55 F B,

Fi . WHIF vCenter /75 T EEIA &L
vCenter H11) EAM IR 555275 IEAF 2T,
WA AILAVS ] EAM MOB URL
http://{vCenter_IP}/eam/mob/ VL }%
EAM 2 HIEH TIF. AL, 155
Bel (NSX dfsHEbRAER ) i SRy
MR o
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;.¥oain]
R

#

haul

BAEE

NSX Manager HHiT VC H1f) EAM JIz
S RHRE /Wit ESX Ef¥ NSX VIB. L
It EAM JIRSSHBERE CIOT . XAl GER
T EAM Mgl VC EHTR B/ 1k
EAM Jii 95 oh i BT S 2. 3ok Ve
RHEAS, Lk VC T EAM RS
S IEAEBAT . BbAh, AT bodid &
E EAM mob KIGIE EAM S5 IEHIZ
1T- (NSX Manager relies on the
EAM service in VC for
deploying/monitoring NSX vibs
on ESX. The connection to this
EAM service has gone down. This
could be due to EAM service or
VC restart/stop or an issue in
the EAM service. Verify that VC
is up, and the EAM service in VC
is running. Further, we can look
at EAM mob to verify that EAM 1is
functioning as expected.)

TREVEIE B R 1S R R APT
KRR EAR . KFERRIRST . (Pre
Uninstall cleanup failed. Use
resolve API to resolve the
Alarm. Service will be removed.)

BEE

NSX Manager i J- vCenter 1) EAM
MRk&51E ESX |/ ids NSX VIB, Hjix
EAM JIRSS 7Bl . X ATBESEH T EAM
JIR558k vCenter L HUH A sh/fE 1L, B
EAM JIR 55 H B AT,

F556: Uil vCenter 275 VR ALK
vCenter H11) EAM RSS2 IEAEIAT T,
Uk rl LA EAM MOB URL
http://{vCenter_IP}/eam/mob/ L}
EAM 2 RIER TIE. AR E, 12
Bel (NSX dfHbRAER ) it “HERhZy
"

TEENEC AT THIPERI EMT5JCEE SE
Fiit: )T systemalarms APl HAIfY)
action=resolve Z4ifiZ =4, KR
M55
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R
BARE  EMPEEER O BR
250024 2 7
250025 = 2

AMEMRUREEH

RN T EERA AR THE,

BAEE

AR T EAM ARRE. VC
HR%5 AT REATERI UG . T SR i
UG EARIHAG R B WRED
TR 7 AR, 35 NSX AR
HE#H G H. (The backing EAM
agency for this deployment unit
could not be found. It is
possible that the VC services
may still be initializing.
Please try to resolve the alarm
to check existence of the
agency. In case you have deleted
the agency manually, please
delete the deployment unit entry
from NSX.)

SUERH EAM FHEEUHEICRE ENLE
M) NSX VIB I oxEpdbdift. RifdiH]
H 3hH6 & R4 A TR L. 15
R BB ERE, JHEAR
WI7% APT RFJUZEAN. (This
event is generated when an
attempt is made to upgrade or
uninstall NSX vibs on stateless
host using EAM. All stateless
host should be prepared using
the auto deploy feature. Fix
configuration using auto deploy
feature, and use the resolve API
to resolve the alarm.)

XU ERA B

R E = =

e
EAM ¥4 VIB 3355 ESXi £H1 1. 44
A NSX fESTOTESE 20— EAM fUHL,

WRALAZZHE, ] vCenter Server IR
K AREIETCANGA M, sk T ol Tz
T

E ] EAM TR I CIRA AL
I NSX VIB I, Aoz Bl i)
Auto Deploy ZHREHE T JCIRE LML,
). 1liJ1] Auto Deploy THEEIBH AL, Sk
JE{# 1] systemalarms API Hiff
action=resolve 5% 541

=il

FEEE .

PR IP BT RER, oy NSX RSN

50 FE iz rh s 1P ik,

BRI TS R AR AR LA
280000 = 2 LB R ANT
1%, (Deployment IP Hpik,
Plugin IP pool
exhausted alarm.)
280001 =] & BT — R

VMware, Inc. B AT 400

(Deployment Plugin
generic alarm.)

IS (4 Guest Introspection ) HoA—41HifA
TERAFHL A EZIRSS o SRS R AT IR
SRR, SRS AT AR IR
IR A 2L IR o FZ TR T AR

,,,,,

. i resolve AP figeizdk . KaliE RS o
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B
280004 i
280005 e

HERERASEMN
FHEAET S RGN,

BATER

iR FRYEAR BEAHEE

= R S — AR
. (Deployment
Plugin generic
exception alarm.)

BHEPG TR
(VM needs to be

i

MRS (U1 Guest Introspection ) B —4131EDL
TR TS 2RSS o AR R A [FIRRS
A, TR IR A R R T
J5, BIRSSA A A Z AT T AR

il (i resolve APHIRIUIZE R Kk .

AT AN LA TR S sk B SR
Fhte: {7 resolve API iz 245 . X EH5]
TR L.

rebooted for some

changes to be
made/take effect.)

XEHERA

Sl A U

g Vi3

KRG BEfmEE
39000 3

1

39000 3

2

39000

3

VMware, Inc. B AT AR .

fib K VAR

=]
A

Am

Fm

BEHE
ESUINERSY WERN @

(Host messaging
configuration
failed.)

BV INEISBEE RN RN
. (Host messaging
connection
reconfiguration
failed.)

LI S E RO B
JEKN. (Host
messaging
configuration
failed and
notifications were
skipped.)

HiH

7t ESX Agent Manager (EAM) iifi 1 NSX L s Eh{E ESXi 141
T2 NSX VIB 5, S IR R NSX I ELE 2. 1%
R R FAL I ES R A, NSX 6.2.3 THf, ¥
R > EHMER LIRS =N A B on— AL e
SV

FEE . A OCHEHES IR, 1B 0U NSX S5/
TERAERE IR, NSX R RMQ B EAN(E O TR, I
FHsop) RMQ RERE BUZ A EHL. Witk NSX ok ikizfs
B, ML IR

FEE: A CHEHES IR, S50 NSX i SHES 5/

TEAEA I WL BE ] vCenter Server [, NSX AL 14
TR, PR R E A, I H AR T S i
A NSX &b,

Fite: oclEHERE R, 155 NSX it e .
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B

RS BEHTEE  MERER
39100 i i

2

32110 i &5

0

REFHARZ S

HAHE A

Y RS RITE LNl B BR/D NSX Manager 11 NSX AL Al sk B A8 1S S5 1
. (Messaging Ho

infrastructure down i, 47 GRS BE, 5500 NSX HUREHERIER .

on host.)

EEF KT {account  TERIIATSE S INUER TS, M ERZRS S umi ESXi EAL

#). ERE . NSX Edge EAUALEE USVM 71U TA] (2 /NS AT S0
(Disabling H Rabbit MQ %75,

messaging account F:hE: A NSX Manager F17H B 26 & i 2> [RIIE [,
{account #}. Lﬁw&%)ﬁu SER LTI T o TEM TR D sk s 2 i,
Password has TR EAAN P H i Aot b B, 2 b NSX B HERR
expired.) =T

PERADTRSRANAZTAHE, EHERA R | YR 5 w7 T EM.

E
B EM fo AR
300000 i =
300001 % 2
300002 2

VMware, Inc. B AT 4R .

BN VL]
T ARG AR e V}J\E}}Tcéé W T — I35
SecurityGroup, A fiis: AL TRIEIAOIE e RS,

{#} BHMER.
(Policy {#} 1is
deleted as a
result of explicit
deletion of its
dependent
SecurityGroup.)

HWEARFE . (Policy 7Rl Ihe 1Z 0 25 M 1A MR, AR 25 bt 2 65 0

is out of sync.) Tt AE R ELL TR 2 SRS S SRS ] (i N\
MRS AR % A, S )T systemalarms API HfY
action=resolve Zfifh 12 245

s A KRR R B KRR S R

AFED . ERRZER fe. AERRNELL T RSBOZ R FE Q]
AT, KA LRI fE ) rEAnE B B TIIR %S 4k resolve AP fifii%
RS BTIHIARRIE RIS 5 5 “E NSX 6.x Tl RS Atk
H. (Firewall rules [ajfi” (http:/kb.vmware.com/kb/2132612),

on this Policy are

out of sync. No

Firewall related

changes from this

policy will be

pushed, until this

alarm 1is

resolved.)
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NSX H iR R G

B
R Bl
300003 13
300004 5
300005 i
300006

VMware, Inc. { BT AR .

R

H
P

FI

ol

FI

HAHEE

I SR D0 2% 1R
NI . TEfRIZE
ez, KA MR
i 12 5 9 28 AR A 5%
I . (Network
Introspection
rules on this
Policy are out of
sync. No Network
Introspection
related changes
from this policy
will be pushed,
until this alarm
is resolved.)

JSEHE ) Guest
Introspection #i
AT . TR E R
ZHT H A LSRN
%Y Guest
Introspection 3%
I . (Guest
Introspection
rules on this
Policy are out of
sync. No Guest
Introspection
related changes
from this policy
will be pushed,
until this alarm
is resolved.)

MRS A5 o KA
2 MRS GtlE iy K
$i /2% E R A AT o S
. (Service
Composer is out of
sync. No changes
from Service
Composer will be
pushed to
Firewall/Network
Introspection.)

T TESAT =B G S8
VRIS R R, 55 S
HAFH . (Service
Composer is out of
sync due to

failure on sync on
reboot operation.)

e

TS P2 AR TG TS R

Tt AR R TS BOZEE B SR ( Qi)

f8) WA E. B RS 4aHESk systemalarms APl

[) action=resolve ZHURICZEIRPIVEE Z0E0S . B Zi
“YE NSX 6.x il FH IR 55 Ak [ it

(http://kb.vmware.com/kb/2132612),

RS Gz e, i H i systemalarms API HIT)

action=resolve 212 44

12552 11 Guest Introspection it 2 [/ 5 [ .

Fote: EEHRME TS B0Z B SIARUI (QiRn]

fA2) MIFgnfs e WP TR B4k systemalarms APl HH

1] action=resolve ZAURHIIZEARVANI LA . Y1iES
“TE NSX 6.x Hfifi FH IR 55 4HEfigg e [l i

(http://kb.vmware.com/kb/2132612),

TEFRE IR, RS RHEBRI R . AR TS 6 5B
KEFEH LS RIS

Fh . AE RN R DA SR S R B kR D, 1
RS 4iHESk resolve API fiRULZ 4R,

RIS | S, MRS ARHEE IR S S I B R . A2 fATAT
SR AR P KRE 4% FAS IR DS

FETE: AR R I S DA S ) S RN sl B kR X, 1
WSS GRS, s systemalarms API Hif)
action=resolve itk 1% 245
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B
300007

300008

300009

300010

B

i i R
# £

# £

# £

Gl SVM &% E=H

NEANT Guest Introspection i FIIRSS FEUNL (Gl SVM) #-/EI RGeS 8., xXsepy 8 A «

FEET ST P

VMware, Inc. { BT AR .

HAHEE

NG VD el ]
Bifim, RS HHEANR
o WA MIRS
PR VATEEER 2{i3eS
{EfTHE 2. (Service
Composer 1is out of
sync due to
rollback of drafts
from Firewall. No
changes from
Service Composer
will be pushed to
Firewall/Network
Introspection.)

FE B3 55 SREME S 8 ) X
BRI (Failure
while deleting
section
corresponding to
the Policy.)

FEXS DX S F B HE T B
WA e AR A I SR
(Failure while
reordering section
to reflect
precedence
change.)

TERIUGAL E B R AT B
BN, (Failure
while initializing
auto save drafts
setting.)

e

TER I KB BN RV A e R BARGR, IRSS 4 2 [m) D 4
Weo NEHATATHMUR 26 B 5 K B el i 2% FRR IR S5

Tt RS GiHERI 25, s ] systemalarms API
1t action=resolve ZAUBRIIZ AR

TETIE SR A7 K B DI, R S5 mbials B 5. AE ok
Py In e H NSX IR BRI =i IR SSHOETRRRET, HahBliZ
R,

Tt VA B S = MRS FR S AR, i IR S5 SR
RAZEAR, W% # T systemalarms APl Hif) action=resolve
SRIRIAZ N

ETHE T, RS GRHEE [F20 SRl i il B e . A RATAT
BESCR DA BB KBS s AR DS o

FE e AR B AR S ) SR A 5 K R X,
WARSS R AR, SE ] systemalarms AP HIY

action=resolve ZXRPHIZ 4R

TERIAIE BRI R SR B, RS Sl B
Tt AR S AR S R SIS Ak B X, i
WSS gz R, B ] systemalarms APl HiE

action=resolve U124

3
N

_H,
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NSX H iR R G

BEHREE  BEEME MRRER BHEE i
295002 ¥ NSX Manager kM Guest Introspection USVM iz 51|44l
fH55.

. Ut NSX Manager Fll USVM FARSHEH &, T
LA FFER

295003 {5k NSX Manager )\ USVM I ZF&I5 5
FE . FEARE S 295002 JE R Jift.

295010 {3k V47 USVM F1 Guest Introspection “EH LS > [A]fK)i%E
Po

FEE: DUR RS AR,

SVM BRIERGEH

IR TIRSS AN (SVM) BRAEIN R G,

s

, XEEEEAA CRED O TET ok CwT EM.
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B
280002

280003

280006

VMware, Inc. { BT AR .

B
=

T
1
]

=
Ir

=]

=]

.
It

T
1
]

R EVEAR

FID

FI

HAME

NSX 5 1 AR T ) i
FF. WTRERREZ, &
ol Sl vCenter
Server [MEEHEIER k.
et BRI I B
JEBL, IFSIR S — A
i, SRR BN E .
LAz AR R 7 gk,
SEHRE AL (Some
of the events for
this agent were
missed by NSX.
Probably reason
could be reboot or
temporary
connectivity loss
with Vcenter
Server.Warning:
Resolving the alarm
will delete the WM
and raise another
indicating agent VM
is missing.
Resolving same will
redeploy the VM.)

NSX Zo2k T HEAREHE ) Sk
. ATREME A, &
Hol'FE8E vCenter
Server KIESZIER E%,
ety R RN T
Jash ML, (Some of
the events for this
agent were missed by
NSX. Probably reason
could be reboot or
temporary
connectivity loss
with vCenter
Server.Warning:
Resolving the alarm
will restart the VM.)

TR AR AR T
(Failed to mark agent
as available.)

il

SR 55 MR RN LIS 28 P 30 2

P O AR R AL, TR Dz IR 5
TN RS AN T LA R I L. TR
PUHHEBE A, B RS IR B . A A B R
R, AR
http:/kb.vmware.com/kb/2144624 it FElk 6 SVM H
LS VMware FR 5T THER

O R IR SS EAL.

T fRUOZ R TR B L. AR TR BN,
ISP IINZ AR o w560 AN
http://kb.vmware.com/kb/2144624 )i #2Ik 8 SVM H
&S VMware BORSCRFT THER

F ESX AHLEE AR m] R I D

. {11 systemalarms APl H1ff) action=resolve &
Bz, ARGz, T AR SR
http://kb.vmware.com/kb/2144624 )i F2 Ik 8 SVM H
EITS VMware BORSCRFT THER
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% - BART RESEMH
FEA T - BRSO R AP,

XEHERA EE

BT
ERB =

310001 S

AR

o

HAHE

XFHGEM {#y (GL T
NSX Manager {#}
1) sE A AR
P, (Full sync
failed for object
type {#} on NSX
Manager {#}.)

310003 i

iy

Ak {#} (LT NSX
Manager {#} )
)38 FH (7] 20 e AR 2R
. (Universal
sync operation
failed for the
entity {#} on NSX
Manager {#}.)

NSX EERHE M

VA
TERHED NSX Manager F ST T4 5 58 4 [F2E Je i

50 Ukt NSX Manager (B ASZFFH EIF5 VMware B
TR TBE AR

1r#5 vCenter MREEH M N S AL 4B NSX Manager 2.
8t i NSX Manager [ERSCFREH 515 VMware £RSE
BRI TR

RN T NSX HHN ARG RN E, XEHERA 18 | FE 5w UEME,

Vi R:-ViT e

RS = RRER  EAHEE il

320001 jE & NSX Manager IP ©/3FE  NSXManager & IP Mtk /e ga il — s FIF L

hn—6EHE MAC HibkR)
i HbL. (The NSX
Manager IP has been
assigned to another
machine with the MAC
Address.)

BN & ARG B G
FEA T ST A BN

VMware, Inc. {82 HTHFF .

1E6.2.3 701, AEAMEkEE | EE K NSX Manager IP Hbiit,
XA e SRR R T, 7F 6.2.3 NEE SR, A
FEG MM, Kk HZE .

FhTitE: o S O AT
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B B

ey E=EE fi A )
81 4 )\IIEE /'i]\
1900 /i il
1901 i S
1902 e ﬁ
1903 i s
1905 /i w
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ks

=

HAHE

WAL {#} PIECEAT
1B, PRI R 5 % oA Ul
o V2 AR ORI/ LR B
(Logical Switch {#} is
no longer properly
configured since some
of the backing
distributed virtual
port groups were
modified and/or
removed.)

FEHLEM VXLAN BIER1E
. (VXLAN
initialization failed
on the host.)

FHLEM VXLAN 35 ¥R
K. (VXLAN port
initialization failed
on the host.)

FHLEAFFLE VXLAN 85471
(VXLAN instance does
not exist on the host.)

BTN {(#} JOEIER T
1B, BNJE# IP #0753
N5 E LA . (Logical
Switch {#} can't work
properly since the
backing IP interface
couldn't join specific
multicast group.)

fEEIX I {#) wlReTCvAfE
M, BFARES IP #0023k
BUEHER IP Hbhl.
(Transport Zone may not
be used since the
backing IP interface
can't acquire correct
IP Address.)

L]

EEEE MR — A 2SR NSX 2 L) DVS Ji
2, e SO AR U R TR R

FEE: aniz e MR e B Sem AL R, W2
vSphere Web Client ] “IZHAZA" GUATEor— .
I THZHRR DA A A DY) DVS I 4, iz T
SR R T A SRR T, i PR T BT . 551
CNSX THEAEH ) WY BUEr DI AZ 2 L .

VXLAN #Ea A, RN e T s B0t i) VTEP fit i
VMkernel #45. NSX #E45 /25 VXLAN 158419 DVS, If
BIEE—A DV 3414 VTEP VMkernel W0 . 4l
PSSP . MTU AT VLAN ID 275 VXLAN it 1)k
BRI RATRIA BT 77 74205 0 VXLAN 1681 DVS it
FIAHVCHL

Hihte: @A vmkernel.log. 3150 ( NSX #ftHFis 15
) AR RIS o

TCHEAE IR DV S 1 FRCE VXLAN, I HLE T 44200
1. NSX 5 HI ol VXLAN Be%f DVS, FH6lE—/ DV
s 1 AL DA SRR AN B OB R S AL

f5ii: #54 vmkernel.log. HifZhl (NSX Mifkbkt
B ) W CIERRAAAERT EY .

MR VXLAN JE ] ESXI 4L /) DVS [iF, DV i1l
#] VXLAN Jil &

. 457 vmkernel.log, Wiz (NSX HlaHEite
) W BRI B,

VTEP B JCEMNFRE 2 REA . Ksenn 21 3L MR
i, BRI T, NSX e S E U (5 5 Fh—
) UM Z#& 4.

. &4 vmkernel.log. AH1Z ) (NSX itk iR fe
) W CIEREAUR A .

%A VTEP VMkernel B4 2801) 1P Mokl 4 7550
5k VMkernel B9 4 VXLAN i o

F9i: QN7 DHCP 2 VMKNic /51 1P, 1 AiIA7E VXLAN
{4 VLAN |47 DHCP,, 1525 “NSX WS RO
BUEEE: IP i P ikl A2
(http://kb.vmware.com/kb/2137025),
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NSX H iR R G

Bl BT
rRE B MERER  FHER i
1906 i & DVS ks> VXLAN 78725, 7028 VXLAN il DVS I, A2e3E NSX VIB, fif7 VXLAN
(VXLAN overlay class is #I0JCikdfEs] DVS,
missing on DVS.) ;0“7 NSXIVCNS FRESHTFE HH s e ]
B (http://kb.vmware.com/kb/2107951),
1920 Ui & M T TR STERE, VXLAN §%  PthilRs s i
Hilds {#} OBFR. WER B BERa T RAIAEIN 1P Mk, S (NSX
Hilds IP MCE, RFHEPH  BMEEHERTEN ) Py “NSX Controller” 43 .
#. (VXLAN Controller
{#} has been removed due
to the connection can't
be built, please check
controller IP
configuration and
deploy again.)
1930  TE & P (#} TESWA (#Y PMREIRRT RO WO e, X SR 2 RIS
HAER: (active={#}). A Hljl: 55 (NSX MFEHERRIE ) i “NSX
WERIRS = {#}. (The Controller” 55
controller {#} cannot
establish the
connection to the node
{#} (active={#1}).
Current connection
status = {#}.)
1935 Ui o T EN {#Y SEEER TS FENLIE (5 E&%5] NSX Controller e, EH LA
Vel gs, BONPTERE st SRR 2 i Eam i v a2 LR MIAT
TARGESPRA . ARy e, fEMES ESXi WL T, #1IA NSX Controller IR
ARG, WRER ZHETIE A%, 6 controller sync API ffpeiZ i,
HIEEE . (Host {#}
information could not
be sent to controllers
as all controllers are
inactive. Controller
synchronization may be
needed once controllers
become active.)
1937 "I i ELHL {#3 TH VXLAN FEEHUE D VXLAN VMkernel [9-Fak CORHLINIG o K520

vmknic {#} [PortGroup = SEHLZ[AITE.

{#}] BRRECOMIBR. (VXLAN R, SEfde i, o o2 > M4 HEL > VXLAN
vmknic {#} [PortGroup = fE8yEliF FIfEgds,

{#}] is missing or

deleted from host {#}.)
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B BT

iz

il
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HAHE

VXLAN vmknic {#}
[PortGroup = {#}] Wi
MENL {#3 EMIFR, si&
W5 vCenter 2 [alffjiEdEnl
RELIL T IF) @, (VXLAN
vmknic {#} [PortGroup =
{#}] may have been
deleted from the host
{#} or the host-vCenter
connection may have
issues.)

FHERRE DS HAR
. {#3}, FWHl: {#} (ID:
{#}) , NSX Manager — [Ji-k
FBECHL: {#}, NSX Manager
- PR {#3,
AREE - g {#3.
(Host Connection Status
Changed: Event Code:
{#}, Host: {#} (ID:
{#}), NSX Manager -
Firewall Agent: {#},
NSX Manager - Control
Plane Agent: {#},
Control Plane Agent -
{#}.)

Controllers:

LogicalSwitch {#} HIG#
uii 120 [moid = {#}] #ric
NS, (The backing
portgroup [moid = {#}]
of LogicalSwitch {#} is
marked as missing.)

s (#Y LIRS (#3
CATH R IR E AR . (The
device {#} on

controller {#} has the
disk latency alert on.)

EHER {0} T R e
BRI E 0. (A1l disk
latency alerts on
controller {0} are
off.)

B

NSX Manager #1271 Virtual Center |t/ VXLAN
VMkernel [0+, X A[AEZ T vCenter Server F| 10 (5
[R5, tEAh, fEHERT5]S vCenter Server Sk LA,
NSX Manager 7EARE I A A IIA 2] VXLAN VMkernel
W RIEARIC %), 78 vCenter Server M AL F 5] S
Jii, NSX Manager % F{k 4 VXLAN VMkernel 95, 41
R—VIER, Wensbizdift,

i A AR IR R AL, i 2es > BEmISER
> VXLAN &8 e - 1 AOARER T AR R4 m L

NSX Manager flIE L N i&EH: 2 —ab T PIRE::

NSX Manager | EHLG5 K 4AREE . NSX Manager Z 115
Al 2 Ak = L= B ) NSX Controller.,

T57iE: AR NSX Manager 5 A1 kB RIRIEF A,
7 NSX Manager F155 kR ACFR H 2%
(Wvar/log/vsfwd.log), ©k% 1% POST https://NSX-
Manager-IP-Address/api/2.0/nwfabric/configure?
action=synchronize REST APl T DL E#T 4 1% 0845
QIR NSX Manager Z| ¥l 2 HAAPENER M), 15T
NSX Manager Flz 2 THACEE H & (Wvar/log/netepa.log). 4l
SRyl ZICHEE] NSX Controller FZERESE, 15 SEATEIRY
Einde s > TR EHERARAS,

NSX Manager ¥l 7E Virtual Center Hifl/ NSX #5147
HHUEFF DV i 141,

;LR > B R > VXLAN fEfide i 1 |-
oA, BTl REST API (POST https://<vsm—
ip>/api/2.0/vdn/virtualwires/<vw-id>/backing?
action=remediate) HFi 1z 14,

NSX Manager #&:lli%] NSX Controller FLA7 5 R HER

FE0: 152 (NSX MBEHE R ) Wi “NSX
Controller” 345

NSX Manager A~ FAs s i s im s o
T B AU BE . ATFESRIUTAT R e
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B BT
ey E=EE fERIER  BAHEE

Lz

1947 Uil o vCenter [FfslSeEmHLE.  NSX Manager #:11%] T M Virtual Center F1¢ ]
<MY, (Controller NSX Controller JEFIATLILIR, T El A AR rI BRI T
Virtual Machine 1is Tz, XM as Bl FE S LA T A
powered off on Hint: {raefe > BIEIR L shl s e, sl
vCenter.) i1 API POST https://<vsm—
ip>/api/2.0/vdn/controller/{controllerId}?
action=remediate DLfT = Hlws A HLIR
1948 il 7 2k vCenter Hifliizhilgs  NSX Manager #IIE| UM Virtual Center H il
ML, (Controller NSX Controller FEiliL. FHlRs AR AT REA WA
Virtual Machine 1is B, X T S I TR BRI TR
deleted from vCenter.) it . (refe > BRI L shl s nofRR e, ol
141 API POST https://<vsm—
ip>/api/2.0/vdn/controller/{controllerId}?
action=remediate PLTE NSX Manager £ /Z i la
RS
1952 T & VXLAN 141 [moid = NSX Manager #5151 VXLAN sifi [1T2H (402 5% 5 e

dvportgroup-xx] FIAHM  DVS WZPESIEANR . XA R SECCEIIIINTTA .

DVS HA AIE 46 e 5N . Pt SEHIFECT VXLAN S5 418 DVS, DU S THAT A
(The VXLAN portgroup HLRE S

[moid = dvportgroup-xx]

and associated DVS have

different teaming
policies.)

SR NIERFESEH

PR T BBk (IDFW) IR GFRHE,

XEHERA T TET B R T EME.

i
RAG EATENE MLER  EAHEE

395000 HEE ]TT I A
MR 254 E 22 H

HEW.

(SecuritylLog on

Domain
Controller

Eventlog Server

is Full.)

FHESREEH
FRAAT SAEHUERACFTA RGP,

B

Active Directory JiffH R 55 s bt 2e4 H L. 70 i
H SR, IDFW EHE I T4,

f¥iti: 55 Active Directory JIR 55 a1 DU AT FHIINZe 4 H BN,
1 e B B W o ey B i

# £/~ ESX Agent Manager FHFILGTE] NSX |11 5454k

VMware, Inc. B AT 4R .
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BHRED BEHENE ARRER  BEEE e
270000 {FA & VIB ik F3RF EHL ESX Agent Manager puts host in the maintenance mode.)
{hostID}, {HTE¥ ML Fht: A d=ANES (Host Preparation)lii |- |- fIfgD

{hostID} B T4 Al  (Resolve)iftlii, mi & liJl] systemalarms API Hift]
N TEA ARG, ESX action=resolve ZAUfiREkiZ 24
Agent Manager ¥ EHLE T

ey, (A VIB module

has been uploaded to

the host {hostID}, but

will not be fully

installed until the

host {hostID} has been

put in maintenance

mode.

270000 i = TEAETHL LR BN ESX Agent Manager B EE,
B, {H T vSphere ESX Fi: =M 17ER (Host Preparation) i 1Mk
Agent Manager JiiVilEfX  (Resolve)dliii, ok #1{#i/T] systemalarms API Hiff)
) OVF #fFEL, TLEHE  action=resolve SEUHILZ AR,
ARELFIHL ARG B
W, At OVF e
) Web fik554 COCH]. 1%

Web JIRZ5 &Il H AL TG A
BUR R TT Z N . (An
agent virtual machine
is expected to be
deployed on a host, but
the agent virtual
machine cannot be
deployed because the
vSphere ESX Agent
Manager is unable to
access the OVF package
for the agent. This
typically happens
because the Web server
providing the OVF
package is down. The
Web server is often
internal to the
solution that created
the Agency.)
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270000 Vi
270000
270000
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H
rxE

FID

FI

HAHE

it S AE LN LA VIB
i, {HiiF vSphere ESX
Agent Manager JiZiji it
U VIB AR, ikiE
VIM B, RAXRGHLEE
D, $efE VIB AL
Web R&#CUCH]. % Web
JIR 45 e i A TG AR LY
MR TT %M # . (An agent
VIB module is expected
to be deployed on a
host, but the VIM
module cannot be
deployed because the
vSphere ESX Agent
Manager 1is unable to
access the VIB package
for the agent. This
typically happens
because the Web server
providing the VIB
package is down. The
Web server is often
internal to the
solution that created
the Agency.)

T EAE ML LB AT AR U,
B, BHT5EN {hostID}
A, TEHENRE. (An
agent virtual machine
is expected to be
deployed on a host, but
the agent could not be
deployed because it was
incompatible with the
host {hostID}.)

T BT THAREE AL A, 5
TEARBERRERNL TP ikt
BATHN IP ik, (An
agent virtual machine
is expected to be
powered on, but there
are no free IP
addresses in the
agent's pool of virtual
machine IP addresses.)

e

ESX Agent Manager 2% VIB bk,

. P ENIHESS (Host Preparation)ilii |5 |- [rfigpe
(Resolve)tlii, =& f# H systemalarms APl Hif)
action=resolve 2Pz 24 .

vSphere ESX Agent Manager i #iifs#{CHE

Feiti: M EM1MES (Host Preparation) el - (G
(Resolve)#t1i, B4 1li[f] systemalarms API Hiff]
action=resolve S HURPLZ IR,

Ak, TN T S DAEARIR S A 210,
BT e — BT

F . BEROOZINE, R8P bkl AE 1P b
URIN—2E 1P Bbl, KI5 systemalarms API iy
action=resolve 2Pz 24 .
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270000
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270000
270000 &
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H
rxE

i

P

HAHE

T ETE ML AT U
B, (HlFEN {hostID}
WA BRI CPU BLA AT
B T E AR ML
(An agent virtual
machine is expected to
be deployed on a host,
but the agent virtual
machine could not be
deployed because the
host {hostID} does not
have enough free CPU or
memory resources.)

T BETE ML AR R
Bl AT LA S A7
A /2R AT 7S 6], ok
HE MR EWNL. (An agent
virtual machine 1is
expected to be deployed
on a host, but the
agent virtual machine
could not be deployed
because the host's
agent datastore did not
have enough free
space.)

T T T TR UL R, 5
T AEAREE IR REUABL I 2 _E 3
A SR TP Hihk, C5%H
AHERPLEIR. (An agent
virtual machine 1is
expected to be powered
on, but the agent
virtual machine 1is
powered off because
there there are no IP
addresses defined on
the agent's virtual
machine network.)

A ML LB AR AU
Bl HEHTREF
{hostID} _LJicEACHHsr
fitf, TOEHENRE. (An
agent virtual machine
is expected to be
deployed on a host, but
the agent cannot be
deployed because the
agent datastore has not
been configured on the
host {hostID}.)

BEHA

ESX Agent Manager s AR L,

i, TESRBEENERT CPU FIP R IR 2 AT, %A hE
—HAA .

file: HhENUER (Host Preparation)ifilii & I (Ffigzk
(Resolve)tlji, k& {#/] systemalarms APl Hif
action=resolve ZHURIIZ %R

ESX Agent Manager fis A ELELIA L,

&l FlFAMER (Host Preparation)filii| [ /U
(Resolve) i, & H] systemalarms APl Hif
action=resolve S 1% 54

A, FERIEN N R A, I8 ) BE— BT
FE RNV ARBR AN I 74k E R —2e 25 1n]

5

P e B S g ) s TRl R R A A 774

T AR RIS F Al 1P i, SR
systemalarms APl H1f{] action=resolve 412
ko

M : B AL R E PR ISR A
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H
rxE

o

HAHE

T ETE ML AT U
ML, AHEHTRIE N EACE AR
B, TIEBENRE, (An
agent virtual machine
is expected to be
deployed on a host, but
the agent cannot be
deployed because the
agent network has not
been configured on the
host.)

o TR ML B AR R
B, AR T RIEFENL AL EAR
H 2%, ToiEEREAE, T
BN I
customAgentVmNetwork
I 4 2 —. (An agent
virtual machine 1is
expected to be deployed
on a host, but the
agent cannot be
deployed because the
agent network has not
been configured on the
host. The host needs to
be added to one of the
networks listed in
customAgentVmNetwork.)

T EALE AL LB AL R U
Bl AHH T RN R EAR
PEHRATAE, TOIEEE A
3 R LA )
customAgentVmDatastore
A I EAR AL . (An
agent virtual machine
is expected to be
deployed on a host, but
the agent cannot be
deployed because the
agent datastore has not
been configured on the
host. The host needs to
be added to one of the
datastores listed in
customAgentVmDatastore

)

L]
oG AL FRCPARERR L2

i b AR — customAgentVmNetwork [
LRPNINE] LA

it AR —AN %,
customAgentVmDatastore ({1 AR N2 EHLH
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270000 %
270000 5
270000 1
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H
rxE

i

P

Fm

HAHE

7E vCenter Server " AF
TRV A NG IR fif TR 7
%, (The solution that
created the agency 1is
no longer registered
with the vCenter
server.)

EEN EAFE dvFilter &
b, HFALEIAREI K
Wi dvFilter. WSRAETK
ARHEATLAA FE LA AL 3%
%, WESRAZMEL. (A
dvFilter switch exists
on a host but no agents
on the host depend on
dvFilter. This
typically happens if a
host is disconnected
when an agency
configuration changed.)

Lot SCREy INRRC R Avee Vit )
B, HHT OVF i E %
KW, AT AR, RO
THEEEHMEHE OVF AT
IR T3 28 ASR BEAR B R FULAL
HIER OVF ez, &
FAKATREZ ). (An
Agent virtual machine
is expected to be
provisioned on a host,
but it failed to do so
because the
provisioning of the OVF
package failed. The
provisioning is
unlikely to succeed
until the solution that
provides the OVF
package has been
upgraded or patched to
provide a valid OVF
package for the agent
virtual machine.)

T BT THAREE AL A, 2
i/ OVF JE MBI A TR
fii. (An agent virtual
machine needs to be
powered on, but an OVF
property is either
missing or has an
invalid value.)

i
ESX Agent Manager &I 44,
. P ENINESS (Host Preparation)yilii |5 |- [rfigipe

(Resolve) e, =& f# H systemalarms APl i)
action=resolve 2Pz 24 .

ESX Agent Manager 4% dvFilterSwitch.

fhiE: Hih2HMEE (Host Preparation) el | |- [F#Ed
(Resolve) i, & H] systemalarms APl Hif
action=resolve ZHURPZ A

ESX Agent Manager R0 T OVF #5%,

i i FHES (Host Preparation)flii-= k1
(Resolve)ztlii, k%1l systemalarms API Hiff]
action=resolve ZRHLIZEI

FEBE: AR T T A A WU AR T ST OVF 2R
Hio
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H
rxE

HAHE

7E vCenter JEHHHREIAJE
Fi% vSphere ESX Agent
Manager R %5 %% 5651 o 4T
APARTEH UL (0 AR S AL o
(An agent virtual
machine has been found
in the vCenter
inventory that does not
belong to any agency in
this vSphere ESX Agent
Manager server
instance.)

VIB BIHUER AL T- At
., fH vSphere ESX Agent
Manager TCiEfEHLE T4k
PR, WARIEERENTE L
ISATH AL, WA RS
ARIXPE S, DAAHE EHLEEN
AP B mr HE k. (A
VIB module requires the
host to be 1in
maintenance mode, but
the vSphere ESX Agent
Manager 1is unable to
put the host in
maintenance mode. This
can happen if there are
virtual machines
running on the host
that cannot be moved
and must be stopped
before the host can
enter maintenance
mode.)

i

ESX Agent Manager JCHREREEIBLALIE (@i 4T T
U5 TSR

il iR (Host Preparation) el | [ fUffEpk
(Resolve)tlii, w411l systemalarms API Hiff]
action=resolve %1z 45

ESX Agent Manager 301 A LS T 4E B

i Hl FAIES (Host Preparation)filii-R [ /U
(Resolve)tlii, mi41li[]] systemalarms API Hift]
action=resolve SR IZ .,

A, AERPBEH L IEE A SR LR AL T 4R
R AT, AT RE— B
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270000 i 5 FEAE LN 2% VIB H ESX Agent Manager FJR 20T VIB 22%,

Yo, AT VIB BAFEEA  f. Hih WSS (Host Preparation) i | I [ffpk
TeR s, Tovk e B (Resolve)tlii, k& {#i)T systemalarms API Hiff)
Yo FEOTHHEIEAMLBEZI action=resolve ZEMRIZ AR,

PHELIR R TT 28 AR AT 250

VIB ¥R, AT

fe2xii. (A VIB module

is expected to be

installed on a host,

but it failed to

install since the VIB

package is in an

invalid format. The

installation is

unlikely to succeed

until the solution

providing the bundle

has been upgraded or

patched to provide a

valid VIB package.)

270000 & HEETH LS VIB B ESX Agent Manager I T VIB e,
e, fEARZHZBE. W%, #56. fd VIR (Host Preparation) Ll | /i
FEELR I 8 i e 8 T (Resolve) i, s 1liJf] systemalarms API Hift)
J R VIB BHRZASRIN  action=resolve SARIHZ 4.,
HEsE 5. (A VIB module
is expected to be
installed on a host,
but it has not been
installed. Typically, a
more specific issue (a
subclass of this issue)
indicates the
particular reason why
the VIB module
installation failed.)

270000 fFE O VIB Mk R E L ESX Agent Manager i AL T4 B A0 T 51532
B, RS SENEL S Bl

WiEiIZEE. (A VIB module . il 3414 (Host Preparation) e i5i£ [ /1ffEsk
has been uploaded to (Resolve)tlii, ik {fi)T] systemalarms API Hiff)

the host, but will not  gction=resolve SAfiHLIZ25d

be activated until the

host is rebooted.)

FID
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270000
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270000 =
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H
rxE

FI

HAHE

Tk VIB MEE, R
AW vSphere ESX Agent
Manager fEEHL AT HD
2%, (A VIB module
failed to install, but
failed to do so because
automatic installation
by vSphere ESX Agent
Manager is not allowed
on the host.)

Tk VIB ik, JRFZ
ANfe¥F vSphere ESX Agent
Manager 7EFEAL AT HZ)
#4. (A VIB module
failed to uninstall,
but failed to do so
because automatic
uninstallation by
vSphere ESX Agent
Manager is not allowed
on the host.)

RELFIHLCHIR . (An
agent virtual machine
is corrupt.)

i
¥ hti: %% vSphere Update Manager 171 1 & 25Ar

AT, B A S B INE TR R .
FHZIEANE B, 155 vSphere XY,

H0t: %) vSphere Update Manager 3175 1= H1 I HIZLT
TN, s WA G AL B SO rPINER A e A5%
LI5S, 1554 vSphere XY,

ESX Agent Manager I3 557 i s ARER R AL

bt B EYIHES (Host Preparation) el | |- 1Of#De
(Resolve)#1i, B4 1li[f] systemalarms API Hiff]
action=resolve ZXUfid iz %4k,

LEF BRIz, AR S DI SRS RS, SR
TR RN LR

69



NSX H iR R G

B BATEN SRNER

270000

270000 &
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H
rxE

HAHE

it 2 N L B B A QA 40
Bl ARIFARBEBRACH AL -
W, ERARMRE (X8
M35 875 vSphere ESX
Agent Manager JCIERERA
PRI AL R € I, 8,
TN T AR, Coep
WAL TR, (An
agent virtual machine
is expected to be
removed from a host,
but the agent virtual
machine has not been
removed. Typically, a
more specific issue (a
subclass of this issue)
indicates the
particular reason why
vSphere ESX Agent
Manager was unable to
remove the agent
virtual machine, such
as the host is in
maintenance mode,
powered off or in
standby mode.)

IR IHLIE — D HEAHLEL
. (An agent virtual
machine is a virtual

machine template.)

LA
ESX Agent Manager i HTE

. P ENINESS (Host Preparation) il < |- [1figpe

(Resolve) e, =& # H systemalarms APl HifH)
action=resolve 2Pz 24 .

ESX Agent Manager - S A LB 25 0 AL

. NS (Host Preparation) it - (1fRG

(Resolve)tlii, mi41li[[] systemalarms API Hift]
action=resolve SR Z .,
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270000

270000

270000
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=3
i

1

It

It

H
rxE

A

HAHE

T ETE ML AT U
Bl ARIFARB AT AL -
W, ERARMRE (X8
M35 875 vSphere ESX
Agent Manager JLiZiEMR
FRREE AL, Blhn, TEikvs
i ACHER) OVF AR fFfuElish b
FHUACE . AL
THERARH AN, It 2> i B
1%, (An agent
virtual machine 1is
expected to be deployed
on a host, but the
agent virtual machine
has not been deployed.
Typically, a more
specific issue (a
subclass of this issue)
indicates the
particular reason why
vSphere ESX Agent
Manager was unable to
deploy the agent, such
as being unable to
access the OVF package
for the agent or a
missing host
configuration. This
issue can also happen
if the agent virtual
machine is explicitly
deleted from the host.)

T ZLATTHARBE UL,
COR AR BN U (An
agent virtual machine
is expected to be
powered on, but the
agent virtual machine
is powered off.)

LG AR ALY, H
CATIARH BN U . (An
agent virtual machine
is expected to be
powered off, but the
agent virtual machine
is powered on.)

e

ESX Agent Manager s ARELEAL L,

. P ENIHESS (Host Preparation) el < |- [rfigpe
(Resolve) i, =& f# H systemalarms APl HifH)
action=resolve 2Pz 24 .

ESX Agent Manager F]JT AR LB

Hj. MM LMER (Host Preparation) il = [ 1fpk:
(Resolve) i, & {liH] systemalarms APl Hif(
action=resolve SR Z 4 .

ESX Agent Manager 51 EE AU LI

it i FAHES (Host Preparation)flii-R 11
(Resolve) 1, =4 1liff] systemalarms API Hiff)
action=resolve SR IZEI
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NSX H iR R G

RS EAEN
270000 %
270000 5
270000
270000 &

VMware, Inc. B AT 400

R EEAR

H
rxE

fFm

i

HAHE

T B PAAREE RN L YR, 5
RILEWHCHEA. (An
agent virtual machine
is expected to be
powered on, but the
agent virtual machine
is suspended.)

AH BN ZALTHirE AR
ML e, BT
fi sk, (An agent
virtual machine is
expected to be located
in a designated agent
virtual machine folder,
but is found in a
different folder.)

ACH BN AL T HiE AR
B DS V0 IR ae e S (B (VA
fl P . (An agent
virtual machine 1is
expected to be located
in a designated agent
virtual machine
resource pool, but is
found in a different
resource pool.)

WE EAM i, (EAM
alarm received.)

i

ESX Agent Manager 7 HCEEEE A LHLJE

. T EVIER (Host Preparation) st i< - fffGk
(Resolve) e, =& # H systemalarms APl Hif)
action=resolve 2Pz 24 .

ESX Agent Manager K EALI LR Im] 2145 1 A S/
Jerfro

Fai: MRS (Host Preparation)ilii | - 1fEGe
(Resolve)tlil, =& f#H systemalarms APl Hiff)
action=resolve A% &4

ESX Agent Manager KR EALI LR IF] 245 1) AR
b

fhiE: HihHIMEE (Host Preparation)ilii | - [Tf#
(Resolve) i, k& (l/] systemalarms APl Hif
action=resolve ZAUfiRIk1Z 24

ESX Agent Manager ¥l E] NSX VIB ul/lIl 55 FEALA L B
NSX ek Fr-4nlil

Fjt: tph 2HIMER (Host Preparation) i< - (gl
(Resolve)clji, i #(li/] systemalarms APl Hif(
action=resolve SR PZEA
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