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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"iam:ListAccountAliases"

]l
"Resource": [
Wk

"Effect": "Allow",
"Action": [

ec2:Describe*"

] 4

"Resource": "*"

"Action": [
"logs:Describe*",
"logs:Get*",
"logs:TestMetricFilter",
"logs:FilterLogEvents"

J 4

"Effect": "Allow",
"Resource": "*"
"Effect": "Allow",
"Action": [

"organizations:ListAccounts"
] ’

"Resource": "*x"
by
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "<Role ARNs>"
}
]
}
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"iam:ListAccountAliases"

:|l
"Resource": [
Wk

"Effect": "Allow",
"Action": [
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}
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WRIRB S B 1, IR IR e USR5 8] vRealize Network Insight [ AWS K F1, SRIGE
PR P TR . SO B I EE R P SR, 1S WAE AWS Rt

T ARAE A SRR TP B A 6 0 S PR HE SRS BRI e, ki D B

EAWS FElEfRE
LG AWS fith, DUETZEZRINE] vRealize Network Insight [k 1,

ARG

BUEEAE BT SR AR - S T B I A B P SR R 81

IR

1 78 AWS FEfila . #EIERSS > 1AM > Mt > QA

2 {eRlEAme T, nER—A AWS K.

3 fEM ID SCAMERR, BINEESE AT 1D, R T T8 AR .
4 AWETFEPITAA BRI RS, IRE R T 28 AR

5 (&S H, MAMEER AN RheEma.

BRETR

TE4 AWS Bk gt F
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X AWS tKAFREZRAR

IR AWS Ik P gl g — P PAZREL Amazon $512540 1D DANOS N FIRA A DI85, DA T4
vRealize Network Insight HZs &R,

EZ

—

O] AWS PG

2RSS > 1AM > JI P > BRINA A

FERSIE U0 b AR, SRR, AR5 B T — MR,
TERERIRAL T, BRI SR, SRS 2 B 2 i G Ak = SR
n TR AWS RS, SRR SR

w NThRAE AWS R, bR SR

5 LT3 bRn > T RE.

6 HLeEsX.

7 10 NIERIEST ID FIALE AR,

A W N

EE5R
s RHIEE AWS K
m RIIARE AWS EdElE
7 AWS API i 8] BL & B A
WEERSFE LA 25—/~ URL 4114 BE VIR AWS,
n  AWS W DIFEZA DR . AT SR DO Bl URL, AR AR AIE DSRS0
URL #BElALAT 4 H, U1 * . amazonaws . com,
T RS BN T R X
WERAEAS BT T URL A TRSARUSIR], AT LA 4 AT DXk 55 -
»  [% GovCloud FIHAE LA 1
] ec2 .<REGION>.amazonaws.com
m  1logs.<REGION>.amazonaws.com
] sts.<REGION>.amazonaws.Ccom
B iam.amazonaws.com
GovCloud [X1
B ec2.us-gov-west-1.amazonaws.com
B logs.us-gov-west-1.amazonaws.com

] sts.us-gov-west-1l.amazonaws.com
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WInkRAE AWS $HETR
LRI AWS BRI, 5T OA TR

] iam.us—gov.amazonaws.com

FREE CIERD X

B ec2.cn-north-1l.amazonaws.con.cn

u logs.cn-north-1.amazonaws.com.cn

] sts.cn-north-1.amazonaws.com.cn

] iam.cn-north-1.amazonaws.com.cn

FILAGET AWS XISl ] REGTON LA MEAA{A :

XIR&7R
LRI RZABND

KIEZRER LB e

SEFEPEES LR e D

KEPGER EREIHID
MRHIX GEID
A CE2)
MEAHBIX GBI
MRHIX GRED
WA CFRE0
IIEER (D
PREE (2
WREE IR
MR (8380

g CERRED
Gov Cloud

HE (b0

ARG

5 AWS AP 5 [nlfc E HZR 5 kB

B INE] vRealize Network Insight Hif AWS K P A EEbRIEDK P Efig . B0 L 5E0g ,
FrUEbl R
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us-east-2
us-east-1
us-west-1
us-west-2
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ap-southeast-1
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ca-central-1
eu-central-1
eu-west-1
eu-west-2
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us-gov-west-1
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Sk

1
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W
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FERRE AWS BRPFRBIET o 224 AWS BT, 52 WAL AWS Ik PR el il .

[

Bz

—

Hh W N

FEREE > ik FRBERIR > BRI

EAEZ K, Hil Amazon Web Services.

VB WSS (D) B .

N Amazon iIA1E54 1D FIAHR AT V5 TR 3541

HE Amazon V5 1D &M SN AV EAR 20 TR . AREZHFAER, ES0
http://docs.aws.amazon.com/general/latest/gr/managing-aws-access-keys.html,

YE 95K AWS Gov Cloud DCHA NI BURIR, it 647K Gov Cloud DXl AWS i
AR OTEE AWS TAM TP 6 PRSP s TR AR A 28], s B )
vRealize Network Insight,

PEA R B4 15 5] 20 2SRRI RSB P

PR

NG RE NSO P 5 R/ Y A A, WSS IEZR M, B IIAF 5 IR N B AR
JEi s AT LA InASdE o

AR IS DL N B NP FRE AR R FR:

PR/ HEAIAL TRAS

KI 6k 2R

KA 10k B

AEpiY) 3k = =1

R 6k 24
6 IUE AWS K, ATRAE R S R BERBCER LRI BN FTES .
EE AWS P FhE|ER A

TEIIAE AWS KRB EE—N P DRI Amazon V5 [H)%257 1D DA EOS R RAE V%840, DUME T4
vRealize Network Insight I IR

EZ:3

1

2
3
4
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ERE) AWS 5l

HEIRSS > 1AM > FI = > BRI A

TEAIIR AU b NP4, S BRRRBRIE e, R T —AMUR.
TR BERPRA T, L EREMTINEA SRS, SRS SO PR 2w QU b P o
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w W TRE AWS R, BRI R
5 LTkl > T2k RE.
6 MLtlEsX%.
7 10 FiARIE4E 1D FIRLE RIS
EES R
m INE AWS TR
m  INIBRAE AWS BRI

BUBARAEDR F RS

TEBHFONBRIE AWS T GIEEbRIER SR o i RSk, ] DAAE AWS HIAF BT[]

BATLUK AWS SEIREINE] 1AM S, Bilan “JH" sl “fme” o AOGFNME R

iz
1 1EAWS e, 2] 1AM > SR > IR
2 {ERIERRE iU, Ml JSON eIl
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3 £ JSON STAMERT, HALL MK 5s :

pinlil Ei%
INDIbREE i PSR {
"Version": "2012-10-17",
pas @%‘ﬁﬁ%ﬁﬂﬂ%%ﬁ%ﬁ‘ﬁ "Statement": [
AWS B P HER BT £ 30 {
"Effect": "Allow",
"Action": [
"iam:ListAccountAliases"
] 4
"Resource": [
Wk
]
} r
{
"Effect": "Allow",
"Action": [
"ec2:Describe*"
] 4
"Resource": "*"
} ’
{
"Action": [
"logs:Describe*",
"logs:Get*",
"logs:TestMetricFilter",
"logs:FilterLogEvents"
] 4
"Effect": "Allow",
"Resource": "*"
}
]
}
4 HREEGHR.

5 (EEBEEEIAN, BRI SER, SR S IR
BESR

m FEd AWS Bk STHRGIER

AWS: s BRI ST 4%

G k% F s S he R - o, PRI AWS AP R TREE ) AWS X, vRealize
Network Insight S5 AWS B3I H 1| 5

37F vRealize Network Insight H1 i FHHEAEH 1 560, 58I TR N ERA1E:

1 {EEIN AWS BEER DU b, N AWS Ui g %91, FbRE.

2 PRV TRRER AWS D8, WA AWS DKIgUS TR stk . anfoAdel et
Bl WAL B,
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N .
3 RERR

xhn Azure iTIH

] PLE vRealize Network Insight H134 Microsoft Azure 1T B I &R
RAAEAT VL PR

m Microsoft.Resources/subscriptions/read

m Microsoft.Compute/virtualMachines/read

m Microsoft.Network/virtualNetworks/read

m Microsoft.Network/networkSecurityGroups/read

m Microsoft.Network/networkInterfaces/read

m Microsoft.Network/applicationSecurityGroups/read

m Microsoft.Storage/storageAccounts/read

m Microsoft.Storage/storageAccounts/listkeys/action

m Microsoft.Network/networkWatchers/queryFlowLogStatus/*
m Microsoft.Network/networkWatchers/read

m Microsoft.Network/publicIPAddresses/read

B, 9 TR, AT AN Rt K 3 SRR SUIR S . WS 5E AR

73

1 B F, Pk AR

2 BREHINE.

3 HEAFzYTF, i Microsoft Azure.

4  {rEIIETR Azure TTRRIDLIH, SREEITFRIOE E.
BT B
WA L TR L P — MR R AL
/1D i1\ Azure Active Directoryc (AD) {fJfl1)" ID.
RLFIERF 1D HINRITIETT 1D,
%4 BN RS
1T ID NI 1D

5 Hileit.

INRE D — AN RN . %241 (NSG). AT VNet 4 HE DIt THE
6 (k) aniREIKEE NSG i H BRI HEgn S E M, 1P E A NSG I BaRkEE & A,
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7 AEWRRRSCAHE, ENIEAR.
8 (M) FERIESCAMED, Zn] DIARYE BRI
9 A,

BHA NSG RHE

TF vRealize Network Insight H1 5 £ 224H (NSG) mAslcEE, WAITE Azure EREHE H NSG it
E plAYe)

5 Azure AR FEFUT 5510 52 4E https://docs.microsoft.com/en-us/azure/network-watcher/ #1,

AR
BN EHIA EGIOAER . G IABRIE R, 155 W SR A

EZ

1 7F Azure IRESHUR ISR F . BRFdE R, 155 W Azure (IIZEIIEIRF RS ) HRD “idsk
REAUHLA L AR

2 {F Azure IREFHTM Insights Provider. A5CTFEANE L, 1520 Azure (EOEERE T SORS ) /T
GO UL B

3 fE Azure IREHUS I NSG fH G AFEANE . 1520 Azure {MIZOMEREF KRS ) Hhi) “id%
FEINL R Aok,

4 1{¥ Microsoft Azure [ |/, HLli 7N~ > Blob,

5 RS iE S AR, SRR T RSO IR U PR (AR Blob AR &4 AR [AIAL
FR).

WA EA it H ST A A TP B

N VMware PKS

AT VMware PKS I EdER, FH2H vRealize Network Insight H1f%) PKS FEEETFAN S H..

A&
TR IR Y NSX-T Manager .

EZ S
T 7 RET U E, )P REBERTR

2 AR,
3 “Kes” T, B VMware PKS,
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4 AfF PSR TR L, SR MR

FBRAEFR #R

NSX-T Manager BEEECRE VMware PKS #5122 11 NSX-T Manager,

Wetess (FRED) AL vRealize Network Insight 25 F 2l 5Tty NSX-T Manager SR W SR &AL L.
E EA NetFlow BCEZR IO RR RN LIS R AP AT I

API THL# (FQDN)  fii A\ PKS API IR #5(1) FQDN FE41{5 E.o

P FONRLE IR PKS TP &,

& AP WHEA pks.clusters.admin F7A,

) N,
WM AAFERETIE (W, (), 1,<5, ) [,
5 Hubeir,

eE% validation Successful JHE.
6 HINBUEIONER, FHARIETER IR &
7 RERA.
WS RTCIE NS R NLYT W — 8 Z > Kubernetes BT EMNL (One or more
Kubernetes Cluster Master hosts are not reachable from Collector VM) %ﬂ;—iﬂ%{ﬁ
B EEBER AL EIE TR M
a pks login -a PKS API Server - u username -p password -k
b pks clusters
ORI E .
C pks cluster Kubernetes Cluster Name
d telnet Kubernetes Master Host Kubernetes Master port
Bk s ENUE SRR,

e M step b KIEA Kubernetes IHE TS HAT step ¢ fll step do

N Kubernetes

ALK Kubernetes s EGER, FEF Kubernetes FEEEELN(Z L ELHNE] vRealize Network
Insight,

* K Kubernetes BHEEFTFHN 1Y NSX-T Manage N3 nl—Us e 2l A Lo

AIREMH
m 1T vRealize Network Insight 177l NSX-T Manager .
m HOR AT DANIREE S5 EETUMLUG [7] Kubernetes AP %5 o
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L
1T fF “RE U b, Rl P AR .
2 LRI,
3 fF “BWEY N, 18 Kubernetes,
4 AF OOk vl b, SRHE LR IRAE B
FBER i
NSX-T Manager WP ST Kubernetes MR MZ411 NSX-T Manager.
Wty (IRER) ML vRealize Network Insight 23 [ 2l £ 5L 1) NSX-T Manager SN S R AT
T N NetFlow YRR IR s NS Fe A T
Kubeconfig HERIS I AT Kubernetes FELEEANTS K Kubernetes B S0, 4526 Kubeconfig it i 1}
HesUI IS B, 555 Kubernetes SCRY,
7 1E Kubeconfig SCH-FRIE I T b 0 5 H TR .
5 HEHEE.

255 validation Successful JHE.
6 I NBIREIRVErR, HARIEFEA AT 27
7 R
H#R
IAE, vRealize Network Insight "] PSRN Kubernetes FEEEFAI(E B

RES R
5] Kubernetes (Y EMFF & A TEANE S, 1S W& G Kubernetes 14115 E..

#xn OpenShift
AT DI OpenShift TR, I OpenShift HF41(5 HIEHE] vRealize Network Insight.
I OpenShift FIAARN [ NSX-T Manager A [a— R G2 s

AR &M

m I vRealize Network Insight 17l NSX-T Manager.
SR

1 AF W U b, Bk PAIEERTR.

2 IR,

3 fE “Has” I, #EH OpenShift.
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4 AfF PSR TR L, SR MR

FBEZHR R
NSX-T Manager BEEE SR OpensShift (12 /51 NSX-T Manager.
Wetess (FRER) JEIAL vRealize Network Insight 2 H 8B 5Tk NSX-T Manager Sl AN K ess A Lo

1 NetFlow WSR-S SRRR EE LT Z R HRA AT

Kubeconfig PRI AT Kubernetes BEEE PEATE ELY Kubernetes fit B S0, 455% Kubeconfig fit & S
KIS E, 1550 Kubernetes XY,

T At Kubeconfig SCA-HRECE T b AU A7 I A BT AL
5 HEE.
2F%| validation Successful HE.
6 A NBIRIRONErR, HFHYRT B IR R 27T
7 RTHRR.
HR

FI{F, vRealize Network Insight 7] DI OpenShift 14115 ..

RESR

HrEE R, 55 IEE Kubernetes 1H411E H..
#n Palo Alto Networks Panorama

T PAE vRealize Network Insight Hi¥f Palo Alto Networks Panorama sl b Al .

ARG

A AEERAG LA XML AP AR, AXEZiEEE, B2 W Palo Alto %%,

£ VRealize Network Insight 4T AZRHAE R o ELEE 2 XHAE Panorama HIANH] LT A Palo Alto
Networks &

L7

1 EEIA L, Flk P ATEERETR

2 REEINE.

3 7EB5ARE T, ik Palo Alto Networks Panorama.

4 {r#fu#r Palo Alto Networks Panorama itk ek Ul i, $2HrREIIfE .
BEI BfE
WegkaR () Al TR R B — AN SR UL
IP Jii/FQDN Hr\ 1P Hitikel FQDN PE41{5 B
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HIH Bfr

i Ak L ONGIAE
L NN
LEREE a2

FEWRRRSCAAET, A AERR
(R AERIESCAMER, ] DUHYR TSI & T
TR

0o N o u

#hn Check Point & IEAR %35

vRealize Network Insight St 45 Check Point L4 ES (SmartCenter) 11 Check Point 224>
(MDS) IR 5575

PR H

PRI EFIRAIR . B IAPRAIEE, HS 0 Check Point B k% .

73

1 ERE A L, R AR

2 IR

3 ABhAIEAL R, Hiil Check Point RS ES.

4 (AT Check Point Bk S ek FEkIR UL, SRALITFRIE .

TR B
s (R3E) BRI RS B MR RS L
IP Hi3t/FQDN K\ IP Hohikak FQDN 1E40(% 1,

RGN Check Point MDS 7 EEIR 557, NIAAEE MDS IRSS5#51 1P, A
fies MDS IR 55 #5108 EEAR 555 1P B8 IR AN K

Jiakd L UNGIAE
win YN
RS

TERRRR SCAMET, g AR
CRIe) AEESCAMER,  fn] DR TS BRI T
R

00 N o u
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/0 Cisco ASA

TPIAF vRealize Network Insight HUFf Cisco ASA Fs AR .

ARG

P AR R TR U . PS5 1T Cisco ASA JE TR B A AHIA] .

SR
1 EEEU F, Rl P AREERR .
2 AR,
3 {EBEkIE4L N, il Cisco ASA,
4 {EBSINFT Cisco ASA MR FERIRUTM Y, Seftirimfie..
BT BeE
WERES (D) IRl M e B — MR R L
IP #4/FQDN By 1P Hodkel FQDN PE4015 EL.
AP L PN RE S
NP EAT UL DB 2 KB R 0 AN D4 RS,
b N,
OIS AT Cisco ASA (5 FRE A28 RUAT R ) B5AD
5 () EUEABEERENEIRIE, R EH SNMP (BT B+ 2 EdR) S,
6 iRk,
7 FEWRRRSCAAMET, A AERR.
8 (WL Fr&HESCRMER, AR DURE R ZAs g
9 IRFER.

#1n Fortinet FortiManager

1F vRealize Network Insight 1, 1[LLUE Fortinet FortiManager 7 I £z

ARG

NV NIE

PAHTIM 2 FortiManager JiiZk 6.0.1,
/D HAA R LRI ADOM FIERS GRS At .
a7 5 (CLI J5T] rpe-permit read-write 1514
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B rpe AR, 15/E FortiManager CLI Hi{ili[TIDL N r2:

config system admin user

edit "<administrator name>"

set rpc-permit [none | read | read-write ]
end

SB

1 FERBE IR, Lk P RIEEEIRE > IR,

2 EBHKEEERS R, sk Fortinet FortiManager.,

3 {EENINET Fortinet FortiManager Bk BRI DTIHIH, Ay AFTHH0ME & :

gl BlE

Wk () Rl T hEE e B R R HE AL
IP }ik/FQDN Hr\ 1P Hitikol FQDN HE4115 B
i)k N T AR 4
B BN,

FLEEIE

FEWRRRSCAME, A N AR FONERR o
CP) AERTESCAME D, ] DR 5 2 I & T
AL

N [o)] ol H

AN Arista 3 #4l SSH

] PATE vRealize Network Insight H1# Arista 22 #A/l SSH s I B i
AR &Y

PRAEIIA DL FAUR -

W

m L SNMP I,

izl

1 EREITUA L, i P AEGETR

2 AR,

3 EERAHRSAIHAL T, i Arista S3HL SSH.

VMware, Inc.

51



{ii Ff] vRealize Network Insight

4 (EBIEETHY Arista EAL SSH BRI, SEHArfiE e .

ZET B
WeEER (R3E) AL IR g B MR RS A L
IP #it/FQDN HIN 1P kst FQDN 1£4015 5.

E AIEINTE VMware NSX Manager i T B AS A LI AHIA] IP/FQDN,,

H P14 ONIIER
B YN
5 HEEE,

6  (ngh) TR SRR, HREEA SNMP (BRI T E FEIEERE) L.

7 AEBRRRSCAAET, A ATERR.
8 (k) AERFESCMER, Al DRI T
9 IR

N Dell OS10 3= #aHN

"] PA7E vRealize Network Insight Hi¥ Dell OS10 22 #p LS A Eds i

AR &M

A SR Dell AZHHUNIE R, 152 W2 S AR

FR]

1 fERE I F, b PAEERIR

2 BEEIIR.

3 TERSHRERAIASHAAL T, fLli Dell 0S10,

4 AEEIETR P EIR U, SRS .
bl BeE
R RN M B — MR A Lo
IP }#ht/FQDN N 1P Motk el FQDN HE4115 E.
il BN
ey BN,

5 ek,

o5 validation Successful HE.

6  EHM] SNMP sk Bl s, 15 SNMP,
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7 AEWERRSCAMER, A AERR.

8 (ERFSCAME, MR AR TR EIRINE T
9 HRERA.

BRETR

& Dell OS10 224t b i 1w

1£ Dell OS10 F#etl _E /g AiE
AILALE Dell OS10 2 #tfl s FEM, VASER: Dell &2 #utfl b2 X Fe i1 ERERESTHRE .

AR &
7N Dell OS10 A8t
MAZHA M Z K, vRealize Network Insight I HERS 24 8 S A7 gk 22 b i

QUL DR NN GECR I REEL TR %) i, iR Re 2 Gl . Dell OS10 25#i
HUFEH gRPC gkt 25tirmfabn(s B, # 0] PATE vRealize Network Insight | & 2IIE Eo XFF, &rfPA
LT IR £ 313 1 1T AR S B N R AR IR, [F) B2 = SO (R A B TR e AT 28125 Bl P 52

S8
& 1t Dell 0S10 Xl FizfTPL Fanss

telemetry
enable
g
destination-group dg03
destination vRNI Collector IP 50000
g
subscription-profile sp03
sensor-group bgp
sensor-group buffer
sensor-group device
sensor-group environment
sensor-group interface
sensor-group lag
sensor-group system
destination-group dg03
encoding gpb
transport grpc no-tls
source-interface ethernetl/1/1

HR
vRealize Network Insight i ZE55 M Dell OS10 22t/ gz DA T 1 Mils B
m per-port egress unicast queues

m per-port egress multicast queues
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m per-port egress service pool
m per priority group ingress shared headroom

m per service pool ingress

RESR

BATUA ME—E

m  show ports where metric > X in time range

m  show switches where metric > X in time range
B port show metrics in time range

B swicth show metrics in time range

m  show switches where at least one port metric > X in time range
S E BN S E A . 141, SwitchPort Buffer Threshold Exceeded Event,

WEAh, G AT AR Z T B 2 DR PR SRR, HFOE i R BRI

0 Huawei 6800/7800/8800 &7l

vRealize Network Insight X £ 24> #4111 Huawei Cloud Engine,

AR &M

Pz D JAT R AR,

o

1 fF BT DU E, Sk PRESaRTR

2 PEEIIR.

3 (EERHBEAIATHAL N, ek Huawei 6800/7800/8800 &5,
4 AN MEER:

B i
WO () FEEAL MR R AR UL
IP Hi41/FQDN B\ 1P Hodkel FQDN $E4115 H.
Username BN BRI T R &
Password LIPS

5 HEKAE.

6 WA SNMP, TIIEHE SNMP JiRA.
a N7 2e, WHINSKIKIIHXFRH
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b AT 3, EHIALLFANA:

m  Username

m  Context Name

m  Authentication Type
7 HURETEL ROWRRRMEE.
8 iRz,
BRESR
ALK vRealize Network Insight [HPL N ILAES Huawei el Fhsslid &8 1]
RN
EUNURET
»  Huawei i farsl ST UGERAR
w  FEHRbR: A Ui RIS Fh RS Rz O iR R bR
e
Huawei % il A2 #A11

w BRHEREL

m

b

DR
m =M SRR M-LAG (ZAIRBERRGAD M VRRP GRS =R TRt iD
n BE

m  Huawei VRF L HFIFE &

= Huawei & h#sHz]

= Huawei S&Zfd i1

»  Huawei i [l

= Huawei %

m  Huawei NetStream £ 42
N Cisco ACI
AP Cisco ACH s Edialit. e DhREAGE T\ g vl uE H o

BB &
n  UE HTTPS #4525 APIC 5158 REST AP, AR5 0T RIS A LA
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= T SNMP, AUl B H AR .
w  FAREHIA B LU PRI AT A
Al A
n e LD
w5l BN
A FAUALE Cisco ACIH FROIEAH T4 £, 152 0 ( Cisco APIC Zeafid Biiam ) FHi “ih
Al S SeuEATHK” B .
1 7P FEERIR DU E N, IR
2 {rHEAh T, i Cisco ACI,
3 {EANDIET Cisco ACH i AERIR DU, FRHEATTERIE .

e Bk

Weskat (R ERIL MR R AU R UL
IP Hihi/FQDN BN 1P Hodkel FQDN $E4145 H.
il LN RE

R OEE, WRAHE RS AT apie: o BlAn: AARA N

userl, FHHAE T domaint, NPEH 418 Y apic:domainl\\userl,

B F/ NG
g TN TR
w  EERUEREL.
w  SROERHERTAT APIC FHIR I 1P Mk,
I AAE ACH SRR IS AE b L
w  BROUIESE.

m  vRealize Network Insight M\ &2t S SNMP WEEfT R R AR . BT SS, bkt

5 SNMP,,
4  JRIGE.

5 OhEURIE BRI GRAD , RR RS

3 NetFlow #0 sFlow Fn#IE i &2

T BRI S e 2B B AL, DL sFlow Fll NetFlow il st B tEss . T NetFlow 5§

sFlow IR E LR — % ACERRS . BARER TR HAR SRR R REIRSS 7% Fiddsin 11

T EANEEETR, WEASEEHIVE sFlow 1 NetFlow MBI 7RI S 7s
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IR

1 EEE T, ik AR

2 PERIR.

3 R b, HEYERIEESS (Netflow, sFlow).
AP 455 sFlow,

4 MRETEE, HBRRRAIETE.

5 M3,

7# vRealize Network Insight % sFlow MR AEA, Rt Joik BoRim se s i fabn.

BRETE

e B A2 AT LR R B B R S A o

s EXHbE (BLE vRealize Network Insight IS IR EERS 1P Hitik)
w  RE IR .

w PRSI AR .
T R R IR T B E A L. AR R, THES WARE A A LR

I vRealize Log Insight

KA NSX HFiffi, vRealize Log Insight 2 ah£5UktE NSX HiE. {H2, vRealize Network Insight 45 10
I NSX a8t . Ak, 1F vRealize Network Insight i/l vRealize Log Insight ] {4 5 e
RICFEAE R, A E SRS B

7f vRealize Network Insight #1 vRealize Log Insight [J5EiiHH, vRealize Network Insight {ifi i
vRealize Log Insight B8R, HEGIE BB M4, NSX [ H Erie k% E) vRealize Log
Insight, JG& X kiE%ork, IWEI" R, vRealize Network Insight Fii7E H b O3 2411 NSX
Manager, FH2IUIT S RIAIN Bl YT, RIS %44 CRUD A E R,

% vRealize Network Insight 152 37351 vRealize Log Insight A%, 1520 VMware F= 5
YEMEA

B

—

Bl EEk #7011 vRealize Log Insight AP 1) vRealize Log Insight FIF.
TERFERNREOUM |-, bl S FIBURIR .
AR

HEMRSS#% 1 iils Log Insight.

A W N
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{i Ff] vRealize Network Insight

5 YEBSIETR Log Insight iRSSESIK S eRIR TN b, A5 TURBREST A ORE . B e —A s i 11,
HP L T RN vRealize Log Insight BURES A7 &1EDL AT vRealize Log Insight [T

Succesfully Added Log Insight Datasource!

Webhook URL:
https://webhook_user:YIc13&X96@10.153.188.118/loginsight/alert Copy I

Next steps:

1. Copy this URL.

2. Log into Log Insight with the credentials used for adding this data source.

3. Navigate to "Interactive Analytics" >> "Manage Alerts" section.

4. Search for "vRNI".

5.Select All vRNI alerts and click "Enable".

6. Check the "Webhook" option and paste the Webhook URL copied from vRealize Network Insight.
7.Click "Enable" to save the changes.

Webhook URL FHiiHH

EAERINEGREIR S AR Webhook URL 7F vRealize Log Insight Hif#if{].
6 HAFTTIELNE E.

IR iR

SRR (IR ML SRR e R B I A R R 1P b,
IP Hliii-/FQDN MNERIEH 1P Mtk sk FQDN,

Mr# NET TR E SRR TP 2.

ZhY LPNA e R R T

SR AR BB R AT 1) S S F AR
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7 OIEEGERS, BEoR— o E L, 1ZE LR Webhook URL AN YE vRealize Log Insight |-
I URL Hi A TR, i Webhook URL. & I F-Us it e il S s s, 78
vRealize Log Insight W JTFEF A 20K, SRIGHCE I Webhook URL. & 1AM Z =AM T2 AL
.

| Help - Adding a Log Insight Data Source X

Guidelines before adding Log Insight data source

1. Log Insight version 4.5 or higher

2. Auserin Log Insight, with access to Log Insight APIs.
3."vRealize Network Insight Content Pack" installed in Log Insight.
Version dependency matrix

vRealize Network Insight Log Insight version(Oldest vRealize Network Insight Content

i version supported) Pack

38 4.5 1.0

If all the pre-requisites are met, please proceed with adding a Log Insight data source
1. After the Log Insight data source is added, a webhook URL will be generated. Copy the URL.
I 2. Log into Log Insight with the credentials used for adding this data source.
3. Navigate to "Interactive Analytics" >> "Manage Alerts" section.
4.Search for "vRNI".
5. Select All vRNI alerts and click "Enable".
6. Check the "Webhook" option and paste the Webhook URL copied from vRealize Network Insight.
7.Click "Enable" to save the changes.

[

& vRealize Network Insight 11 vRealize Log Insight il I G s T R EBEAE— /NN PN iR
o

il Infoblox

vRealize Network Insight 214456 Infoblox Grid 7SI DNS #at AT .

Infoblox DNS $i¢ftt | — /N s e DA BRI DNS. e H Infoblox Grid SkHfiff DNS 7484~
geE ] . Sk H Infoblox 1) DNS (U1 e sk Hbr 1P Bkt SR A& ST -

Infoblox DNS % Saiid i ] CSV ST DNS Hlittor

GARAEUREERS AL E Infoblox DNS £, Ml vl PAFE[R—UREe &% 1A B b s )i, %+ Infoblox,
ANFEL HIUREERs

RSN

m TEYFTRRACH, vRealize Network Insight {37 F Infoblox iR A5,
 CYTETRAECR Al ISR Al R,

m  (EYHTRRARH, DNS § 5 SZhRid B 1P it SRy

n QUREYIELIP MR 24 FQDN, MPEERIDTA FQDN.

VMware, Inc. 59



{ii Ff] vRealize Network Insight

EZ 3

1 ERE L, Rk P REERTE.

2 HEENIRTR.

3 Hi DNS F1 Infoblox.

4 HRRHEUMEE:
% 3-5.
B ik
Collector VM VAN e e RVt Sl = T (2
TP Address/FQDN i\ Infoblox Grid [1] IP Hili-/FQDN,
Username HNE T RrE SR P £
Password LN T

5 HlEHE.

E R EECE apT privilege PA5[T] Infloblox API,

6 VBRI BB AN ARA) SRR BLEERASK Infoblox DNS Bdfailts IR .

7 F5 BIG-IP

vRealize Network Insight 2 F5 BIG-IP [ FHas M-l Dhak. SCREREL- BRI A2 . = m]
PE. VRF, BSH . BSEASEEDT . ASHellm L I aimiE . a3 He L D fine dEbs . VRF AR . SSHUNGER
HANES FH BN AR TDAR . R F5 BIG IP 9UA, H A 7P F5 BIG-1P Data Sources
vRealize Network Insight N3R5 REUNL- RN LES 2P LLDP 415 ei B A 25 o

T F5 BIG-IP AN BRI, WA TRA A
AR
w JPRSEA:
n AT XY Guest Mk AR
= REST API 15 [AIAR .
m  TMSH i AR .
m RS BT SSH.
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A SSH J5 ] password authentication, Wl Nf7s:

Y

*
n ] root BREFEE G (ORFRCK BE SSHD B .
m 1T vRealize Network Insight 5l F5 BIG-1P FdRIRES, 152008 ] root FHF AL,

m  Root JIJJWA HTTP J5IAIAUIR . root HIFRFAUT R EEH .

[root@bigip:Active] config # tmsh
root@bigip (Active) (/Common) (tmos)# edit sys sshd

## Adding the following configuration ##

modify sshd {
include ”
ChallengeResponseAuthentication no
PasswordAuthentication yes”
}
FHEFEE A
Save changes? (y/n/e) y
root@bigip (Active) (/Common) (tmos) #
root@bigip (Active) (/Common) (tmos)# save sys config

root@bigip (Active) (/Common) (tmos)# show running-config sys sshd

sys sshd {
include ”

ChallengeResponseAuthentication no

PasswordAuthentication yes”

L

1T fF “RE DI E, Rl P AIEERTR .

2 PEEINIR.

3 {EBRHRRAIZZHAL [, e F5 BIG-IP,

4 REPIMMEE:
=) iz 3%y
SRS (FREE) RERL MR B PR L
IP Hhli-/FQDN B\ 1P Hisikel FQDN PE4M{5 B
Username W N T AR IR P
Password N o

5 fEXAMERRANGEER, SHERE.
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6 WU AEAEIEE T SNMP, T SNMP AR,
a  ARUEFE 2c, WH NSRRIV X AT H
b WL 3, WAL TNA:
] Username
B Context Name

B Authentication Type

WA FS BIG-IP Ul 5l & ERCE SNMP,
a XxE| F5,
b SMiER% > SNMP,
c %] SNMP > RREE > $51A] (v1. v2c).
d HNEXFRR,
e IR 1P Hik,
f PR,
g REZER.
7 MR, ORI, MR,

N ServiceNow

ServiceNow it P & HEE 22 (CMDB) LEARREME A1 T A5 O PN R A FIHE A B fth 28 A M L 2 TR 2
A, BT ESEGEE, (&) ServiceNow )k, vRealize Network Insight 7] DL F ServiceNow
CMDB H2 e IR 7, AR B R ITUNE] vRealize Network Insight Hi,

CMDB #:&

CMDB - Z1{ufifi:

w FEI RGP IUEE DA Bl B RN L Bk . R
—HIRFAE UL

KA FEILZ ISRl A BN, T T SR,
BN ELIEA — M E AT E S

m FETEE: A RCEIEAAUE — e S BRI o

KA EXEEILZ IR AR,

REAT A RPN AT I A B ek 1 A St

ServiceNow X #N FFRFIRSS, Bt BIRSSM—4H BN FHFERFF1FHL. ServiceNow o/ im i fii
T AP FEh 6N AT IRSS, 8k vl DAat IR St [ 8h & 2RSS o I iX e R FTRR 7 A E ity
ServiceNow CMDB i,
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¥ ServiceNow £l 1% vRealize Network Insight 5, vRealize Network Insight M
ServiceNow CMDB Jit, i S/ FH 2 B EE M & o

Approach for Application Discovery

Dependency Application -

- Fetch the configuration + Using relationships, +  Define tlers by grouping common
items and relations using traverse from an gﬂflgl-llfamn KE;;S. don .
REST APlIs from ServiceNow Application entity up to ample: All configuration items of
CMDB and store In the compute layer entity. fype Web Server form Web Server
VRealize Network Insight. Example: Linux Server, Tler.

* Full fetch and delta fetch Windows Server.

TSN, vRealize Network Insight 24 IR A

w FF12 NP TR GEEER BRI 2B E ST CMDB LB HUE XPIrA 2Rid % esh, Ainek
SRR, A T B R IBUR

= 2 B TR, R CMDB BB HE SUFT AT . SO MR IIE % .
vRealize Network Insight KZJF55 12 43 A REAEHI 7 A _F S SRR {5 B

7# VRealize Network Insight [ 7E 5S¢ #PE T FEFP HEH Z R G5 FIoC 22 2470

PRI BRIAME

Bk
PR FR R B EHRGIRER
maxAppsPerDatasou g EIT IR AR IR 24 500  HuRis{s b P mcdE, BaREAERAR T R s
rce O i, HHNABFAST.
maxTiersPerApp BN RE 7 Al DA e K248 150 28Uk D BESRES, NARRTA S,
maxMembersPerApp  fAR IR AT DA IR Rk 512 500 e BIAU D BE ARSI A2 B,

0

maxGraphTraversal [t M AHER AN, 100 AL QIR R, FEBLSR
StackSize 00 sSizelimitExceededException,
maxResponseAppCou  API M7 AJ 3R 8] ) i K IR 7 4% 500 GRS PR IR IR T4 HFH Ul R
nt 0 i,

RN ServiceNow

A DL ServiceNow 1E NI INE] vRealize Network Insight /1, FEHEENS R FRIE RGNS B,
AR &M

A A E I DURFRU BRI TN

PR

1 fF KT DU E, Sk P AESERTR

2 IR
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3 J£CMDB I, ## ServiceNow,
4 FE NIRRT DU B, RREEDL R A E R

FBAER it

etERS () IERIFL  ServiceNow fEHL URL

IP Hb41/FQDN BN 1P HihET, FQDN 4015 .
R HNZ TR IR H &

BRI I PuA R ServiceNow Hi & EE ok v R

A YN
5 IR,

f5F %] validation Successful JHHE.
6 EIRMIAE XN CMDB L, 1HITRL FiRfE:
a wHHEX CMDBEE.
b IR T EERIARE S
c  HFHENE. 1SN EE X CMDB B,
d 7E “USIBEIR” U L, HE AR JSON S,

7 EONEIEIEROWERR, IS IR 2
8 mhi#s.
BESEH

7N ServiceNow #d#i )5, vRealize Network Insight 25 % Hil ServiceNow CMDB H1a] JIff R TFE
Frs XS R U2 vRealize Network Insight H1, A OCTEANE KL, 152 WASINE A IR IR
Ffo

i\ CMDB Bt &4
vRealize Network Insight S48 F JSON &9 B Sk T ServiceNow FH/E X,

{
"fetchOnlyApprovedApplications": false,
"nameBasedSearchForvm": false,
"ignoreWorkloadCheck": false,
"ciGroup": [
{
"name": "applicationClasses",
"value": [
"cmdb ci service discovered"
1,
"valueType": "CI CLASS",
"systemGenerated": true,
"expandCIClass": true
s
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"name": "relationshipTypeClasses",
"value": [
W
1,
"valueType": "CI_VALUE",

"systemGenerated": true,

"expandCIClass": false

"name": "workloadRelationshipTypeClasses",
"value": [
"Hosted on::Hosts",
"Instantiates::Instantiated by",
"Runs on: :Runs",
"Virtualized by::Virtualizes"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": false

"name": "workloadCIClasses",

"value": [
"cmdb ci computer",
"cmdb ci vm instance",
"cmdb ci vmware instance"

1,

"valueType": "CI_CLASS",

"systemGenerated": true,

"expandCIClass": true

"name": "relationClasses",
"value": [

"cmdb rel ci"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredCIClasses",
"value": [

"cmdb ci vcenter server obj"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredTierCIClasses",
"value": [

1,
"valueType": "CI_VALUE",
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"systemGenerated": true,

"expandCIClass": true

by

{
"name": "trackedCIClasses",
"value": [

"cmdb ci appl",
"cmdb ci cluster",
"cmdb ci cluster node",
"cmdb ci database",
"cmdb ci 1b service",

"cmdb ci spkg",

"cmdb ci qualifier manual connection",

"cmdb ci endpoint",

"cmdb ci network adapter",

"cmdb ci translation rule"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

1,
"traversalRule": [
{

"fromNode": [
"applicationClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 5

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 3

1,

"traversalStopRule": [

{
"fromNode": [

"trackedCIClasses",
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"workloadCIClasses"

1,

"toNode": [
"applicationClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 5

1,
"associationRule": [
{

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"toNode": [
"workloadCIClasses"

1,

"relationship": [
"workloadRelationshipTypeClasses"

1,

"priority": 5

KA E TN, vRealize Network Insight 7]
R .
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w~fl: {EHAEIA CMDB B ER) ServiceMap 1% IR F T2 R

~ff: vRealize Network Insight F BFi&nN BREFEHNERHTE
i%{#if% vRealize Network Insight fEZ{E ServiceNow 1 A LR R T o

2 | Application Service ¥
G  ApacheMySQLWebA...

Apache Web Server v
Apache server@test...

% MySQL Instance ¥ Linux Server ¥
MySQL Server@test... testwebserver
Linux Server ¥ mmm| Network Adapter ¥ o | Network Adapter v mmm| Network Adapter ¥
08 | cadbsorver eth1 etho eth1.1999

Network Adapter v VMware Virtual Mach...v
eth0 Ubuntu-12.04-Pankaj...

VMware, Inc.
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Modify Application

Application Name * ApacheMySQUWebAgp
Application Tatak 2VMs | O Physical IPs
* Tier Tier Totak 1 VMs | OPhysicallps 77
Name* ApacheMySQLWebApp 2pache web server
Virtual Machines /P Addresses* VM Names v Ubuntur1204-Parika] 1Vims

Add anather Condition

¥ Tier Tier Totak 1VMs | OPhysicallfs 71
Narme * ApacheMySQLWebApp db_mysql instance
Virtual Machines / [P Addresses * VM Names v Ubuntu-12.04-Dark--Pankaj-1 1Vms

Add anather Condition

Add Tier

O Analyze Flows

n -

HXEX CMDB B &

FT S HRMAEN, ServiceNow H1 vRealize Network Insight £2 5% 37 #1il [Tl 2 . CMDB [it B AR
FH JSON #t.

[RAERDEAE

n CET

w  FCETZ AR

w ORI

AP 57 A E X CMDB 2 .

H ORI EN, KT R BO R AT A MR . R, e R T RETR D 30 43, ATREAE
“CRBIR IR A B R,
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TR

fetchOnlyApprovedApplications

nameBasedSearchForvm

ignoreWorkloadCheck

ciGroup

Rules for graph traversal

applicationClasses

VMware, Inc.

B3
FEEFAT /RN ServiceNow BEREUEAERI R HIRE o BRIARSOUT, FUEREh

False,

AR EYE 24 vRealize Network Insight AL ServiceNow FERUN & 7546
JUREAUATL A PR O 0 SRS 2R S5 k. neRHEIR S 0 True, WSO E X
FEAUNLEAMREA, THE vRealize Network Insight HS I ZIAERY FEAATURT S vH4,
A TR SN AT
TEAE TR S WG 50T T2 RO AR B s IR S WLGHN, TR B . Bk
INESL T, HAEEEH False,
SV /R AR A AR SR N2, BB SRR T ARG RS o it
TEAE IR S WG 0T T-2h 1RO AR B B IR S WG, DURAE TR EE 2
HIASE SR, AP B BRIMVEOL Y, HAE%E ) False,
TEXEN ServiceNow FEIUFAL I IAIDC A . IE T BERVIRL R B E:
B Name: [t ISR
m value: & IH411Y ServiceNow & FRIITIE,
B vValueType: fiif CI_CLASS (E{EINIELH) Al CI_VALUE,

B CI_CLASS - ZHRE1,

m CI_VALUE

& VRealize Network Insight #5242l applicationClasses.,
workloadCIClasses. trackedCIClasses., workloadCIClasses fll

relationClasses,
m  systemGenerated: ﬁl@?ﬁmﬂh?@ﬁ%fﬂ)ﬁiﬁ(ﬁ@%ﬁ%Jii)\j"éo
B expandCIClass - RNUFA/RFE HEH value H4 HRIARC B 2SI
2k
Ko

SCRE RIS aa A <
m  traversalRule: A RdFekiaRUtmEN -

B traversalStopRule: AR

7 traversalStopRule HHKMINILE traversalRule HIRIMNIEAT B Eid fe
FeH.

B associationRule: IR TAEG TN

PSWIUNEN) =G

®m  fromNode: TENii/iiI ciGroup ¥k,

B toNode: EJyiill FIF5f) ciGroup 43k,

B relationship: FF—MEEH IR A AR ciGroup Fll&,

m priority: QIR ciGroup SEANMIICE, WSARYE priority ¥
ciGroup MM, PRACREA, IAeddtinkm.

F A I PR N SR T2 . X BE2 R CMDB H I ER FHFR 7 2

HH,

RN T cmdb _ci_service discovered 2K, 2R ServiceNow [1)
ServiceMapping IHHEGI R LT
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FERAMR

workloadCIClasses

trackedCIClasses

relationshipTypeClasses

workloadRelationshipTypeClasses:

ignoredCiClasses

ignoredTierCiClasses

VMware, Inc.

ki3

IR R T IR S A 2240 (40 Linux Server. Windows Server) fIfirfy

BRI, BNl AWS 5451 WFRAR 555 .

1, TR B AT RO A AR R . A2 b A e B I i s O

Eo

PRINFC B U5 DL B T

® cmdb ci computer: FRFTAT I EAHSIAC BTl 1XEHTAT Linux A1
Windows Server [R5,

B cmdb_ci_vm_instance: FoRBFIEISMUK, GURAATIRT AWS 9431,

® cmdb ci vmware instance:3i VMware AL,

FIH AT DAE Ao & B —3 0 {HAE applicationClass ik workloadCIClass
A E . A R B RS2 applicationClasses
workloadCIClasses FrAFHY.

vRealize Network Insight 23} trackedCIClasses HWHEMIIAFE 2012, Bk
{f ignoredTierCiClasses PMEE| 112K,

HHH O AL E B HOC R SR M T A FOCEC B 0

BN IR U P St

HHHE o 5 TR AERSAIISC RIS R A, DLUNE ServiceNow FHERIASZHFTY
KA

B Hosted on::Hosts

B Instantiates::Instantiated by

B  Runs on::Runs

B Virtualized by::Virtualizes

51t vRealize Network Insight )\ ServiceNow CMDB FH U A2 (I AT i
FI,

UGN, BRI T BARR A M.

ZINEBLUT, cmdb _ci vcenter server obj 7E ignoredCiClasses PAlHi,
Ry B IR & AT vCenter Server,

SUHAT D H G Z A B
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RUYAE TR X R AR FF B R B

NN EHEX R CMDB B E XX, HAE X T nameBasedSearchForvm PUEIIN R, Hr
cmdb_ci_service discovered Z&E AN, HHAEN TAENHEK R,

2]

A | Application Service ¥
€= | APP-NAME-BASED-...

{é} Nginx Load Balancer ¥
A1

@ Nginx Web Server v
AC1

{§} Generic Application ¥ {g} Generic Application ¥
B1 BC1

{’é} HBase Instance ¥ HBase Instance ¥
c1 cc1

BEMXH CMDB B &4

"fetchOnlyApprovedApplications": false,
"nameBasedSearchForvm": true,
"ignoreWorkloadCheck": true,
"ciGroup": [
{
"name": "applicationClasses",
"value": [
"cmdb ci service discovered"
1,
"valueType": "CI CLASS",
"systemGenerated": true,
"expandCIClass": true
by
{

"name": "relationshipTypeClasses",
"value": [
W
:I ’
"valueType": "CI VALUE",

"systemGenerated": true,
"expandCIClass": false
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"name": "workloadRelationshipTypeClasses",
"value": [
"Hosted on::Hosts",
"Instantiates::Instantiated by",
"Runs on: :Runs",
"Virtualized by::Virtualizes"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": false

"name": "workloadCIClasses",
"value": [
"cmdb ci computer",
"cmdb ci vm instance",
"cmdb ci vmware instance"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

"name": "relationClasses",
"value": [

"cmdb rel ci"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredCIClasses",
"value": [

"cmdb ci vcenter server obj"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredTierCIClasses",
"value": [
"cmdb ci qualifier manual connection",
"cmdb ci endpoint"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": true

"name": "trackedCIClasses",

"value": [
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"cmdb ci appl",
"cmdb ci cluster",
"cmdb ci cluster node",
"cmdb ci database",
"cmdb ci 1b service",
"cmdb ci spkg",
"cmdb ci qualifier manual connection",
"cmdb ci endpoint",
"cmdb ci network adapter",
"cmdb ci translation rule"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

1,
"traversalRule": [
{

"fromNode": [
"applicationClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 5

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 3

1,
"traversalStopRule": [
{

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"toNode": [
"applicationClasses"

1,

"relationship": [

VMware, Inc.
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"relationshipTypeClasses"

1,
"priority": 5

1,
"associationRule": [
{

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"toNode": [
"workloadCIClasses"

1,

"relationship": [
"workloadRelationshipTypeClasses"

1,

"priority": 5

RILBL N REFHRB

MR HE X CMDB BLE SR, HAEX T nameBasedSearchForvm UGN IR, H
i cmdb_ci service discovered 2 AN, JHHAENX TAEHNHEKR,

2]

Application ¥
Single Level Test App

Database Instance ¥ = Windows Server ¥ (,f\ Application ¥ = Windows Server v = Windows Server ¥ = Windows Server ¥ Database Instance ¥
APP-PROD-HR-VM3 a5 APP-PROD-HR-VM3 o AppTest2 a5 APP-PROD-HR-VM1 a5 APP-PROD-FIN-VM2 a5 APP-PROD-FIN-VM1 APP-PROD-HR-VM1

BEMXH CMDB &t &4

"fetchOnlyApprovedApplications": false,
"nameBasedSearchForvm": true,

"ignoreWorkloadCheck": true,

"ciGroup": [
{
"name": "applicationClasses",
"value": [

"cmdb ci appl"
i
"valueType": "CI_CLASS",
"systemGenerated": true,
"expandCIClass": false
by
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"name": "relationshipTypeClasses",
"value": [
W
1,
"valueType": "CI_VALUE",

"systemGenerated": true,

"expandCIClass": false

"name": "workloadRelationshipTypeClasses",
"value": [
"Hosted on::Hosts",
"Instantiates::Instantiated by",
"Runs on: :Runs",
"Virtualized by::Virtualizes"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": false

"name": "workloadCIClasses",
"value": [
"cmdb ci computer",
"cmdb ci vm instance",
"cmdb ci vmware instance"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

"name": "relationClasses",
"value": [

"cmdb rel ci"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredCIClasses",
"value": [

"cmdb ci vcenter server obj"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredTierCIClasses",
"value": [
"cmdb ci qualifier manual connection",

"cmdb ci endpoint"
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1,
"valueType": "CI_VALUE",

"systemGenerated": true,

"expandCIClass": true

by

{
"name": "trackedCIClasses",
"value": [

"cmdb ci appl",
"cmdb ci cluster",
"cmdb ci cluster node",
"cmdb ci database",
"cmdb ci 1b service",

"cmdb ci spkg",

"cmdb ci qualifier manual connection",

"cmdb ci endpoint",

"cmdb ci network adapter",

"cmdb ci translation rule"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

1,
"traversalRule": [
{

"fromNode": [
"applicationClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 5

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 3

1,

"traversalStopRule": [

{
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"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

1,
"toNode": [

"applicationClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 5

}
1,

"associationRule": [
{
"fromNode": [
"trackedCIClasses",

"workloadCIClasses"

1,
"toNode": [

"workloadCIClasses"

1,
"relationship": [

"workloadRelationshipTypeClasses"

1,
"priority": 5
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PGSR Direct Connect 4% Pt HSCRIE I, s TV M Arif:

max (series (sum(Bytes)))of Flows where flow type = Direct Connect and group by

Connection

I HHRE Direct Connect #1_F R SRS dE O, EisfThA M)
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=#H

VMC Direct Connect where

VMC Direct Connect

max (series (sum(bytes))) of flows where connection =
'Connection-ID' and flow type ='Different Dc' and
source vm is set and destination vm is set and flow

type = 'Direct Connect'

max (series (sum(packets))) of flows where connection
= 'Connection-ID' and flow type ='Different Dc' and
source vm is set and destination vm is set and flow

type = 'Direct Connect'

max (series (sum(packets))) of flows where connection

= 'Connection-ID' and flow type ='Destination is

internet' and flow type = 'Direct Connect'

max (series (sum(bytes))) of flows where connection =
'Connection-ID' and flow type = 'Destination is
internet' and flow type = 'Direct Connect'
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source vm is set and destination vm is set group by

Source Dc, Destination Dc and flow type = 'Direct
Connect'
Z%HX%&H%#LCuZHﬂﬁﬁjiDHectConnectE@ﬁ%i(i&Hﬁﬁ% max (series (sum(bytes))) of flows where connection =

'64638-10.63.229.131"' and flow type ='Different Dc'
and source vm is set and destination vm is set
group by Source Dc, Destination Dc and flow type =

'Direct Connect'
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match transport destination-port
match interface input
collect transport tcp flags
collect counter bytes

collect counter packets

collect timestamp sys-uptime first

collect timestamp sys-uptime last
End
2 QR HA
configure terminal
flow exporter el
destination <PROXY IP>
transport udp 2055
end
3 gl

configure terminal
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flow monitor ml
record netflow-original
exporter el
end
4 FCEEIN
configure terminal
cache timeout inactive 30
cache timeout active 60
end
5 AR NB R A N B AR N R R LG E IR A
configure terminal
interface <INTERFACE NAME>
ip flow monitor ml unicast input

end
Cisco Nexus 1000v

1T FECEE
configure terminal
Active timeout 60
Inactive timeout 15
end
2 B SRS
configure terminal
flow exporter <EXPORTER NAME>
destination <PROXY IP>
transport udp 2055
source <VSM IP OR SUBNET>
end
3 EONEAENREREARS, WHITIL MRLE:
configure terminal

flow monitor <MONITOR NAME>
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record netflow-original
exporter <EXPORTER NAME>

end

FER N AR EE LA el 2 DAE R NS ORI U B T A%

configure terminal
port-profile type vethernet <IF NAME>
ip flow monitor <MONITOR NAME> input

ip flow monitor <MONITOR NAME> output

end

Cisco Nexus 9000

DL T4 Cisco Nexus 9000 [/—E63 552 i<l

1

J5i H NetFlow 1

configure terminal

feature netflow

end

(EUfS HTRIRES

configure terminal

flow record vrni-record

match ipv4 protocol

match ipv4 source address
match ipv4 destination address
match transport source-port
match transport destination-port
match interface input

collect transport tcp flags
collect counter bytes

collect counter packets

collect timestamp sys-uptime first
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collect timestamp sys-uptime last
End
3 GRS
configure terminal
flow exporter vrni-exporter
destination <PROXY IP>
transport udp 2055
version 9
source <INTERFACE NAME>
end
4 AR
configure terminal
flow monitor vrni-monitor
record vrni-record
exporter vrni-exporter
end
5 RN
configure terminal
cache timeout inactive 30
cache timeout active 60
end
6 7ERINBI N R N o BN N Oy N DR E IR b A
configure terminal
interface <INTERFACE NAME>
ip flow monitor vrni-monitor input

end

3R 1P i m

TP UL SN DNS B SGHFI-Pod-VLAN B SHE L,
FF DNS B SN FI 79 -VLAN Mg g, 0L N A5 B enils
» i DNS I
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= Ji DNS :H14

= [1h5 DNS i

= HFrDNS T4

L2 gk

w R

b5 L2 S

w  ERRT RS

JE T DNS BUERISNFIFM-VLAN BUGHIRTE, 6L R 280045 B 38 1P ik fs o
= DNSI

s DNS FHl%
s FQDN
L2 %%

TR

ot DNS 5 BY FERFENE £, 555 N\ DNS B S,

A5l FM-VLAN B S4B, SRR E M5 VLAN Z[aBST

=

w  (ORPIEE 1P $855 DNS BUHAN(E B AFWnk DNS MU 2 5 AR RE LR OCHE
n  (UESNIMEES, A2hEH VRN RIIYRY FefH .

HRYIE R YIER

RILAET- LA I P8 2= B B P P
= J7 DNS 41

Fbr DNS 41

Ji DNS 4

HFr: DNS 3

LI | S
L= e 00| S

AIPAEET-DU N B 2B - B . (Y 2519 DNS FIT-R-VLAN B S 3 imis 245 00 LA -0
R s

bytes,Dns Domain,Dns Host, 12 network of flows where flow type = 'Physical-Physical'
bytes,Dns Domain,Dns Host, 12 network of flows where flow type = 'Source is VM' and
flow type = 'Destination is Physical'
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bytes,Dns Domain,Dns Host,1l2 network of flows where flow type = 'Source is Internet'

and flow type = 'Destination is Physical'

§E 2 BEIE EI'J mF 1%#' EI'J UL
i NSX-IPFIX 26k, RIVAE A A G E R ERIm A2 R R
“TAr B TR O FE AT e 2R A N flr s

AT RV BROALHIEDL SEED KEEIrh R E R BN E ST A, stk
T

n  CEFMR: S B ASIE ZFF i F LA A5 2R 2o 4tk

s TSR i B TRIRAE 5SS AA
any (source) any (dest) any (service) allow FIBUNIRT AR HISHMNZ R TR

n AR AT B TRIMIT any (source) any (dest) any (service) allow FSRIHERIA
BN e SRR ANAZ R R

B K EERRIISON 2 e v AN SZ AR B AT D

Bilgn, WAL R, HEERRATHE RV, EHETLLC N PR

T AE B BOIT BUEh, N TRRERAL, W MRS R BT B RV
2 RN T R AN, DAEEARRI G KR

3 BRSNS H 2] NSX Manager DAL DL 920 .
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Micro-Segments (i

Group By Flow Type
Tier v All Allowed Flows N

v All Allowed Flows

Dropped Flows (by NSX...

Protected Allowed Flows...

All Unprotected Flows (b...

P 45 3 HE AR 35 (NAT)

vRealize Network Insight %155 NSX-V . NSX-T Edge. Fortinet fil Check Point St Hi#ds NAT
(SNAT). Zh# NAT (DNAT). iH Y E S PL K AL R AT LS 2

vRealize Network Insight H1[1) NAT 7S FE 40 Fros:

m  vRealize Network Insight &% NSX for vSphere A1 NSX-T YR E NAT 0k g50), o Tk
%, vRealize Network Insight {¥4[ 4} Fortinet Sttt — =7k 454 (DNAT),

m  vRealize Network Insight 4 B NAT & XN FATRER Y Edge IR H#s,

A EE NSX Edge fiAs 5.5 sk FUbIRAS F g NAT S,

m  vRealize Network Insight Sc A0 SNAT B, {HZ, %1 DNAT, Hibx IP Hibk-fife s
1P Mkl 2[RI JIUE— AW (%] NSX for vSphere) .

» X Check Point, JCitiEMs ., ML ABHIEITEAIAMERR, Bschy A shsk Fah Az s NAT B
e

LAEH NAT N, 1560 N2 if:

n EEE NSX-T HITA NAT B, 156H] Nsx-T Edge NAT Rule #ifl,

m  EAE NSX-V HRIFTEA NAT #0l), 1561 Edge NAT Rules 75,
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=i

WA Fortinet RO NAT 80, i Fortinet NAT Rule 7¥ifl,

P Check Point U4 NAT #0], 5 {#if] check Point NAT Rule £,

WARERTA NAT B, 1567 NAT Rule 75,

TAE NAT B, 1560 HPL R 2

TAE NSX-T AT NAT B, 156 H nsx-T Edge NAT Rule #¥ifi,

A NSX-V FIF NAT HIU), 564 Edge NAT Rules #¥if),

T Fortinet AT NAT B, 5] Fortinet NAT Rule #ifi,

H#H Check Point R4 NAT #iJ, 5] Check Point NAT Rule #iifi,

ARERTA NAT FU, 156 NAT Rule 75,

EEEM
vRealize Network Insight A~ #5:PL T I

7 NSX-T 1, AIRAFERRSS S FN T NAT BRI, 4, 78 NSX-T i, L4 i 8t —RfiR 552k
A, SEBCAITIY AT DAE TCP B UDP, Hitk, TEREWL- AL, A SRR S P ants
€]

plaviye}

ANSEAFATART i 1 A

A FF SNAT VUL F sl Al DNAT VCECE L, Fi5E SNAT JUES, {#H SNAT VEfd Fbni
HAE R ERR 1P Hikik . F5E DNAT WIS, i F DNAT PUACRHBHECE IR 1P Mk, Flan, anifdfy
E SNAT HU b & EFR 1P Hitil, NI vRealize Network Insight 23 ] SNAT HL0, 1A%
FERE A AR A bR Ebs 1P ik

TER 25 s FA ] NAT RS SRS, NSX-T Edge B KIS KR 2 A5, s
NAT F1 Edge i K EEHVCH, T NAT &5 RS T 05 ko IR K REARN %0 ansfin
N 5155 kS BUMPCHEL, W% s2 B kR 2 gk

SRR SS HeAfeo
ASZFF VSEC NAT,
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NAT iR - =61

EDL B4, E2. E3. LDR. ERIHFL (VM1, VM2, VM3, VM4) & NAT 5 E1 [l0—4%5. E1 > FI
ATNEE (40 BT 10 FATHER #BESA NAT I —3%5 . DL EIRIMI S L TN E:

7 vRealize Network Insight 145 T M VM1 2] VM2 (957 AR VM2 5] VM1 B3, [FIRE, et
M VM3 2] VM4 [ PA N VM4 E] VM3 1177

w5l 2

PLEFAMUE VL TR
VM1 FT VM2 52 E2 sff—3545 .

VM3 F1 VM4 & E2 I1—3B57 .
m  E2 Fll E3 NAT i & E1 NAT Sy 74
m Bl 2E0A NAT I,

m VM5 HI VM6 j& E1 NAT 340
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VL FAAFM, PR iAE vRealize Network Insight Fidfz s
= M VM5 | VM6 17
m (VM1 VYM2) B (VM3, VMA4) [

VMware Cloud on AWS it

QARAERE U R BRI BT IPFIX, AT AR & 37 vHS0RN F kU B Ta]

AR RAT AR E S, HRI S SRR B Blan, AILATHIFE source 1.2 Network Al source
security Group MIEHE MK T BONISKISALE B0 i PTVAZEA B Nt i) s 75 K5 A o

vRealize Network Insight % #rifii VPN KRG ie B IR SRR B bR SHRY 78715 B

R ECE VMware Cloud on AWS M 1.8 451 1.9 hik, MR ATRESAE Ul F i R,

fl#& VPC i B&E
ik Virtual Private Cloud (VPC) it H ik, ZEAT Uiz AT St VPC 2R B2 L1 1P it 115 B
WRDGEE AWS TP aliER H
EZd
1 ESRE AWS 5l G
2 EERRS SCRHER,  HiAJFUEEE CloudWatch,
3 HEHE > BE> AL
AR R AR R
4 rAIEHEHZRTE, MDA, RE Al H A,

5 (EIECITERH, iR, AR BAJFLEE vec,
6 1t VPC{FRMRIUAF, HH4H) VPC,
7 EEEEMUY VPC, ARRRIRAE > GIERAE.
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8 {rEIEmAEE I, RERHE:

ZET BE
i PEECDU N el —: #EsE . R4 AR,
Bir B R%T] CloudWatch B,
SN EFRz PRI H S 4.
9 HHEERR.

FAGeK4TT VPC Tt B 3R AR P e IR AR 011
10 Gl 1AM fita,
a 1t VPC i H iR F ARk S IR AORGR DU 1AM ftarh, dePelEssT 1AM fita,
b {EABEHSCER, NSk,
a R
1 EQIERAE TN 1AM A MR, eI,
12 il alg

&R

mHEB A e H BN L. A% VPC i HERHAE R, 1ES W AWS SR (https://
docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html#create-flow-log),

HEimid M F5 %1% 2l vRealize Network Insight Y& 28

TRIERACTK, BRI TVL TR

SI RS £% SR

1 B IPFIX WctEssit, DAERAROR M QI IPFIX W tErsith
BIG-IP %1 IPFIX HiilbE.,

2 Bl HE BFRDGEE IPFIX B BB 18 IPFIX HE bR

3 B HELHEEH BRI  olEH SR
/ixl_]M\o

4 BIEE— iRule DUEIRE B ERI SR 014 iRule
vRealize Network Insight itfE 25,

5 F iRule P INEIE AR S5 #50L DA K iRule S IIEIEE RS 75%
iRule fFAT RELUIR 557 T A I 24 7 o

6 QUERTCHEM FS ip e s B, W Al A H
DB A, IREERS A RER %
.
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B2 IPFIX U &EaSith
I IPFIX SRR, BIG-IP R 2Kt IPFIX HHE A= Bt
EZd
1 B Fs#EHE
2 ki > AR E >t > Wl > Gl
EAINEEEAPIE Sy <:i T
3 TERFRSCAMER, HNHbIIE— 2.
4  {EsfPRIMESES ], 2EPt gateway_icmp, SREE R EhEITEEAE ],
5 ERTEREIE L, EICRRS 1P ik, ARE SRR

B BlE
5 HBHR SR RS 1P Mk,
MREIm0 2055

6 5.

Bl IPFIX BE B4R
A H S AL E IPFIX Bt H i, R ERUn, X HERK LR B IPFIX Wtat,
5B
1 {EFsEtGrh, fbE>R% > HE >EE > HEBEW > 6.
N o~ B BARbE A
2 EEBRSCAMER, HNME— TR,
3 SRR, i IPFIX,
4 FlE IPFIX ®HE,

BT BiE

oSN Hif: Netflow V9,

B 7 AT D i el it A K
5 HilisEm.
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BERELME
4 H SRS EIEE R H S FIbR, 00— H ke #.

3
4

f£ FS sl arh, b > R4 > Hd > B E > HERMHE > tlE.

O s B B R & i

FERRRT-BOT, BAME—4TR.

FERFMER, WRTRME e B 1 el HS F s, ARE R sh Bl
FLSER

B iRule

TR s RIS EIE A E Y vRealize Network Insight IKEERS, AIGIEE iRule, BATIEIEF iRule,
—ANiRule FIT TCP thi¥, %—4> iRule 1I'T- UDP i,

4

7F F5 G, i3 > iRule > iRule F3 > G,
IR BT iRule Bt
TEZHRSCANER, HyNME—F 2R

TEREN SCARE, A TCP N TCP B, 324 UDP sl A UDP BN . < fMaiafs K, i
Z: ) TCP F1 UDP Y[ iRule,

PR iRule FEIA.Z T B A A o
SRR

TCP #0 UDP 111 /Y iRule
i 2k TCP 1 UDP Y gl iRule

TCP #m|
VLN RISy TCP M G4 iRule:

I H0R iRule 1A Z AT B H S A A2

when RULE INIT ({

}

set static::http rulel dest ""
set static::http rulel tmplt ""

# CLIENT ACCEPTED event to initiate IPFIX destination and template
when CLIENT ACCEPTED {

set start [clock clicks -milliseconds]
if { $static::http rulel dest == ""} {

# open the logging destination if it has not been opened yet
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set static::http rulel dest [IPFIX::destination open -publisher /Common/<Log Publisher>]
}
if { $static::http_rulel tmplt == ""} {

# 1if the template has not been created yet, create the template

set static::http rulel tmplt [IPFIX::template create "flowStartMilliseconds \
sourcelIPv4Address \
sourceIPv6Address \
destinationIPv4Address \
destinationIPv6Address \
sourceTransportPort \
destinationTransportPort \
protocolIdentifier \
octetTotalCount \
packetTotalCount \
octetDeltaCount \
packetDeltaCount \
postNATSourceIPv4Address \
postNATSourceIPv6Address \
postNATDestinationIPv4Address \
postNATDestinationIPv6Address \
postNAPTSourceTransportPort \
postNAPTDestinationTransportPort \
postOctetTotalCount \
postPacketTotalCount \
postOctetDeltaCount \
postPacketDeltaCount \
flowEndMilliseconds"]

# SERVER CONNECTED event to initiate flow data to vrni and populate 5 tuples
when SERVER_CONNECTED {

set rulel msgl [IPFIX::msg create $static::http rulel tmplt]

set client closed flag 0

set server closed flag 0

IPFIX::msg set $rulel msgl flowStartMilliseconds S$start

IPFIX::msg set Srulel msgl protocolldentifier [IP::protocol]

# Clientside
if { [clientside {IP::version}] equals "4" } {
# Client IPv4 address
IPFIX::msg set $rulel_msgl sourcelPv4Address [IP::client addr]
# BIG-IP IPv4 VIP address
IPFIX::msg set Srulel msgl destinationIPv4Address [clientside {IP::local addr}]
} else {
# Client IPv6 address
IPFIX::msg set $rulel_msgl sourcelPvéAddress [IP::client addr]
# BIG-IP IPv6 VIP address
IPFIX::msg set Srulel msgl destinationIPv6Address [clientside {IP::local addr}]
}
# Client port
IPFIX::msg set Srulel msgl sourceTransportPort [TCP::client port]
# BIG-IP VIP port
IPFIX::msg set Srulel msgl destinationTransportPort [clientside {TCP::local port}]
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# Serverside
if { [serverside {IP::version}] equals "4" } {
# BIG-IP IPv4 self IP address
IPFIX::msg set Srulel msgl postNATSourceIPv4Address [IP::local addr]
# Server IPv4 IP address
IPFIX::msg set Srulel msgl postNATDestinationIPv4Address [IP::server addr]
} else {
# BIG-IP IPv6 self IP address
IPFIX::msg set Srulel msgl postNATSourceIPv6Address [IP::local addr]
# Server IPv6 IP address
IPFIX::msg set $Srulel msgl postNATDestinationIPv6Address [IP::server addr]
}
# BIG-IP self IP port
IPFIX::msg set Srulel msgl postNAPTSourceTransportPort [TCP::local port]
# Server port

IPFIX::msg set $rulel msgl postNAPTDestinationTransportPort [TCP::server port]

# SERVER CLOSED event to collect IP pkts and bytes count on serverside
when SERVER CLOSED {
set server closed flag 1
# when flow is completed, BIG-IP to server REQUEST pkts and bytes count
IPFIX::msg set Srulel msgl octetTotalCount [IP::stats bytes out]
IPFIX::msg set Srulel msgl packetTotalCount [IP::stats pkts out]
# when flow is completed, server to BIG-IP RESPONSE pkts and bytes count
IPFIX::msg set Srulel msgl octetDeltaCount [IP::stats bytes in]
IPFIX::msg set Srulel msgl packetDeltaCount [IP::stats pkts in]
if { Sclient closed flag == 1} {
# send the IPFIX log
IPFIX::destination send $static::http rulel dest $Srulel msgl

# CLIENT CLOSED event to collect IP pkts and bytes count on clientside
when CLIENT CLOSED {
set client closed flag 1
# when flow is completed, client to BIG-IP REQUEST pkts and bytes octetDeltaCount
IPFIX::msg set Srulel msgl postOctetTotalCount [IP::stats bytes in]
IPFIX::msg set Srulel msgl postPacketTotalCount [IP::stats pkts in]
# when flow is completed, BIG-IP to client RESPONSE pkts and bytes count
IPFIX::msg set Srulel msgl postOctetDeltaCount [IP::stats bytes out]
IPFIX::msg set Srulel msgl postPacketDeltaCount [IP::stats pkts out]
# record the client closed time in ms
IPFIX::msg set $Srulel msgl flowEndMilliseconds [clock click -milliseconds]
if { $server closed flag == 1} {
# send the IPFIX log
IPFIX::destination send $static::http rulel dest Srulel msgl
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UDP £
EHIPA RO UDP 1 64 iRule:

& AR iRule F1AZ AT O H S A A2 o

when RULE_INIT {
set static::http rulel dest ""
set static::http rulel tmplt ""

# CLIENT_ACCEPTED event to initiate IPFIX destination and template
when CLIENT ACCEPTED ({
set start [clock clicks —-milliseconds]
if { $static::http_rulel dest == ""} {
# open the logging destination if it has not been opened yet
set static::http rulel dest [IPFIX::destination open -publisher /Common/<Log Publisher>]
}
if { $static::http_rulel tmplt == ""} {
# if the template has not been created yet, create the template
set static::http rulel tmplt [IPFIX::template create "flowStartMilliseconds \
sourcelIPv4Address \
sourceIPv6Address \
destinationIPv4Address \
destinationIPv6Address \
sourceTransportPort \
destinationTransportPort \
protocolIdentifier \
octetTotalCount \
packetTotalCount \
octetDeltaCount \
packetDeltaCount \
postNATSourceIPv4Address \
postNATSourceIPv6Address \
postNATDestinationIPv4Address \
postNATDestinationIPv6Address \
postNAPTSourceTransportPort \
postNAPTDestinationTransportPort \
postOctetTotalCount \
postPacketTotalCount \
postOctetDeltaCount \
postPacketDeltaCount \
flowEndMilliseconds"]

# SERVER CONNECTED event to initiate flow data to vrni and populate 5 tuples
when SERVER CONNECTED {

set rulel msgl [IPFIX::msg create $static::http rulel tmplt]

set client closed flag 0

set server closed flag 0

IPFIX::msg set $rulel msgl flowStartMilliseconds S$start

IPFIX::msg set Srulel msgl protocolldentifier [IP::protocol]

# Clientside
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if { [clientside {IP::version}] equals "4" } {
# Client IPv4 address
IPFIX::msg set $rulel_msgl sourcelPv4Address [IP::client addr]
# BIG-IP IPv4 VIP address
IPFIX::msg set Srulel msgl destinationIPv4Address [clientside {IP::local addr}]
} else {
# Client IPv6 address
IPFIX::msg set $rulel_msgl sourcelPvéAddress [IP::client addr]
# BIG-IP IPv6 VIP address
IPFIX::msg set Srulel msgl destinationIPv6Address [clientside {IP::local addr}]
}
# Client port
IPFIX::msg set $Srulel msgl sourceTransportPort [UDP::client port]
# BIG-IP VIP port
IPFIX::msg set Srulel msgl destinationTransportPort [clientside {UDP::local port}]

# Serverside
if { [serverside {IP::version}] equals "4" } {
# BIG-IP IPv4 self IP address
IPFIX::msg set Srulel msgl postNATSourceIPv4Address [IP::local addr]
# Server IPv4 IP address
IPFIX::msg set Srulel msgl postNATDestinationIPv4Address [IP::server addr]
} else {
# BIG-IP IPv6 self IP address
IPFIX::msg set Srulel msgl postNATSourceIPv6Address [IP::local addr]
# Server IPv6 IP address
IPFIX::msg set $Srulel msgl postNATDestinationIPv6Address [IP::server addr]
}
# BIG-IP self IP port
IPFIX::msg set $Srulel msgl postNAPTSourceTransportPort [UDP::local port]
# Server port

IPFIX::msg set $Srulel msgl postNAPTDestinationTransportPort [UDP::server port]

# SERVER CLOSED event to collect IP pkts and bytes count on serverside
when SERVER CLOSED {
set server closed flag 1
# when flow is completed, BIG-IP to server REQUEST pkts and bytes count
IPFIX::msg set Srulel msgl octetTotalCount [IP::stats bytes out]
IPFIX::msg set Srulel msgl packetTotalCount [IP::stats pkts out]
# when flow is completed, server to BIG-IP RESPONSE pkts and bytes count
IPFIX::msg set Srulel msgl octetDeltaCount [IP::stats bytes in]
IPFIX::msg set Srulel msgl packetDeltaCount [IP::stats pkts in]
if { Sclient closed flag == 1} {
# send the IPFIX log
IPFIX::destination send $static::http rulel dest Srulel msgl

# CLIENT CLOSED event to collect IP pkts and bytes count on clientside
when CLIENT CLOSED {
set client closed flag 1
# when flow is completed, client to BIG-IP REQUEST pkts and bytes count
IPFIX::msg set Srulel msgl postOctetTotalCount [IP::stats bytes in]
IPFIX::msg set Srulel msgl postPacketTotalCount [IP::stats pkts in]
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# when flow is completed, BIG-IP to client RESPONSE pkts and bytes count
IPFIX::msg set Srulel msgl postOctetDeltaCount [IP::stats bytes out]
IPFIX::msg set Srulel msgl postPacketDeltaCount [IP::stats pkts out]
# record the client closed time in ms
IPFIX::msg set Srulel msgl flowEndMilliseconds [clock click -milliseconds]
if { $server closed flag == 1} {

# send the IPFIX log

IPFIX::destination send $static::http rulel dest Srulel msgl

1% iRule R NE| E IR F =S

E2
1 7EFsgxiilGrh, HidiE > BRlRSHS > BRUIRSHRAIE.
IR R R UIR S5 AR A R T
2 EBERIN iRule RS
3 ARYRIRGESIR, SRS iRule H ThAEEE,
4  EPEZHTOIEN TCP iRule F1 UDP iRule, Ff¥1i%ut iRule MWHRJ BIHERZZDE g FME
5 HESER.
by B

WSk g R LT FS Uslale dnRA F5 Jeidiih mc S ge iz apL, LA iz s O — MR th 2k
E o

B A T AN F5 U5 A EERSREAL, M Ay 24T 5 (CLI) 1i51TVA Mn4: ping <collector—ip>
-1 <virtual interface>. WISM F5 Joitih] ‘ﬂq&mﬁﬁ’ 1 /Z\/)ﬁjjlf'q& 750 L*/\ERFH

flan,

admin@ (localhost) (cfg-sync Standalone) (Active) (/Common) (tmos)# ping 10.153.191.116 -I VLAN301
PING 10.153.191.116 (10.153.191.116) from 10.115.30.50 VLAN30l: 56(84) bytes of data.

From 10.115.30.50 icmp_seq=1 Destination Host Unreachable

From 10.115.30.50 icmp_seq=2 Destination Host Unreachable
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VMware PKS #1 Kubernetes &= &
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=  Kubernetes Pod #| Pod

»  [brl Kubernetes Pod

m  Ji’y Kubernetes Pod

PR LU X 0 AU 22K E 1) Kubernetes SE4&
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TC|
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1
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Network Tr. Jt .8
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Physical
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Overview

WXLAN Network

& Cpen Problems 4
Configuration Changes None
Segment D 5001
Number of VMs 38

MNetwork Address  172.16.151.0/24
172.16.150.0/24

Default Gateway 172.16.150.1
Underlay VLAN ID 218

Underlay Subnet  172.16.69.0/24

Iy RAVIICCAND dnen

AR RS AT DAl e A TR

VLAN #H#h

AL HEAL LAN (VLAN), FANIEE LAN 23 BerTdE—200r B, DA VAL EARRR B, i g eI A
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VLAN Mg 5 VXLAN b2l
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B NSX-T HII NSX-V WA AN E .
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VRealize Network Insight /=% f1. 3 P NS BAZ A (F B NSX-V XR IS,
m  SecurityGroup

m SecurityGroupTranslation

m FirewallConfiguration

m FirewallStatus

m  IPSet

m  SecurityTag

m UniversalSecurityGroup

m UniversalSecurityGroupTranslation

m UniversalIPSet
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R AL, RIS SRR AT O NSX-V SR T AZ E AR5 B -

m  Discovery

| Discovery
"[“.SZ(,F irewall Rule: test jagdish, 24 hasbeendiscovered. | [ = s .e
+ Audit Information: |
"bser: vsphere local\administrator , Timestamp: Feb 12, 2019, 17:15, Operation: CREATE :
®5everity:Info" """ T e *

Defined By: System

1min

m  Properties Change

) IP Set properties change
=] For NSX IPSet: jagdish_1:
Changed IPAddress: Added(192.168.90.4/32) .
Changed IP Address Ranges: Added(192.168.90.6-192.168.90.8) .
Audit Information:
User: vsphere.local\administrator, Timestamp: Mar 5,2019, 13:33

3min

Severity: Info
Defined By: System

m Delete

=) NSX IPSet:jagdish_ipset12 deleted. 6min
Audit Information: User: vsphere.local\administrator , Timestamp: Feb 13,2019, 11:23
Severity: Info

Defined By: System

[=) NSX Universal IPSet:jagdish_ipset13_universal deleted. 6min
Audit Information: User: vsphere.local\administrator , Timestamp: Feb 13,2019, 11:24
Severity: Info

Defined By: System

AT PAAERT SR I TRV b A5 B AE R

T
20:00 03/26 04:00 08:00 12:00

Events
i

| ;| IP Set properties change

For NSX IPSet: test demo_ipset: 9min -
Changed IPAddress: Added(10.197.17.188/32). :
Audit Information:

User: vsphere.local\administrator, Timestamp: Mar 26, 2019, 16:59

Severity: Info

Defined By: System

&) IP Set membership change
NSX IPSet: test_demo_ipset membership has changed. Added AnalyticsOutlierVM-3 15min ©
Severity: Info
Defined By: System

Configuration Change
For VM: AnalyticsOutlierVM-3: 15min *
Changed IPSet: Added( test_demo_ipset).
Severity: Info
Defined By: System

x Discovery
=/
I=] NSX IPSet: test_demo_ipset has been discovered. 1Smin *
Audit Information:
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NSX-T

vRealize Network Insight £ HUSSE B AZ 14115 EUTT NSX-T X581 4.
* AER VMC SEIE SR B S B

m NS4

s NS k%

= NS R4
NS [ kRG]
AR NSFirewallRule FOMHIER LRI A B
m  |PSet
= NSX 4]
m NSX SR kS
KRR I P S BOMIMER SR AT 5¢ NSX-T X G A% T EAR S K

m  Discovery

(=) Discovery
~ E NSX-T Service Group: Test_NS_SG has been discovered.
Audit Information:

43min ¢

User: admin, Timestamp: May 15,2019, 11:42, Operation: CREATE
User: admin, Timestamp: May 15,2019, 11:42, Operation: UPDATE
Severity: Info

Defined By: System

m  Properties Change

(") Configuration Change
— For NSX-T Security Group: TEST_NS_GROUP:
Changed Members: .
Changed Group Member: .
Changed Direct Children:.
Audit Information:
User: admin, Timestamp: May 31,2019, 17:18, Operation: UPDATE
User: admin, Timestamp: May 31,2019, 17:04, Operation: CREATE
Severity: Info
Defined By: System

4min -

m Delete
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+ delete events where User

Showing 3 results for Delete Event where User = 'admin’ over time range Sep 8, 13:14 - Sep 9, 13:14.

Sort

Select an option v Dsc s

Filters

» Status

» Archived

» Severity

} Defined By

» Manager (7

» Problem Entity (7

E MR PR SEAR EA R, (52, AT RIZIH A S A S B

< 3entities

Delete change [3 events - Collapse]

NSX Policy Service: Test_Service deleted

10min
Audit Information: User: admin , Timestamp: Sep 9, 2019, 12:55

Severity: Info

Defined By: System

NSX Policy Service Group:Test service Group deleted. 10min
Audit Information: User: admin , Timestamp: Sep 9, 2019, 12:55

Severity: Info

Defined By: System

NSX-T Security Group: Sec_group1 deleted. 16 min

Audit Information: User: admin, Timestamp: Sep 9, 2019, 12:55
Severity: Info
Defined By: System

EREHZERNERTA

u events where user

= username

B discovery events where user = username

] delete events where user = username

B change events where user = username
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A PSR PR AT [ S /N TR N, R BN TR
ARSI — AR BRI UG SRR, MRS BRI ZS R . P4 Tx 3, 4% Rx 3
AR R FE

VM Metrics

23 metrics Sep27,19:02 - Sep28,19:02 6h 24h 7d 1M 3M

"acket Prp ps: 55.3
I
20:00

W0, B,

1
Sen/28 04:00 08:00 12:00 Seo 28. 1t

“SERTIRAE" RSt

CTAARBIZANE SRS RS U A SRR . 2SR BN TR E M
A B A ISR RIS, ATAE AR E SRR 2 ek o B SRk & Bl e 28 S AR B
5

i
HAbAS—FF, Jeas BbR e & n) TR IR S A2 o 45 SRR — A il “FEpL
B A, BRIAEOL N, s B RE — AL AR L. AT R VXLAN RIS (7
it e REAUAL o

=

v Metrics Key Metrics  Neighbor Benchmark  Neighbor Performance VM Neighbors  Network Usage of Ports in Pathto TOR ~ All Metrics  1/O Metrics  Virtual Disks ~ Datastore Performance

VM Neighbors Host: ddc1-pod2esx... V'

7 entities

Prod-Midtier-14

CIDR Def Gateway Logical Switches
10.17.7.14/24 10.17.7.254 . Prod-Midtier
e Lab-Web-19-noip
Logical Switches CPUs : Memory (GB) Q
Lab-Web 16 16
Prod-Db-5
CIDR Def Gateway | Logical Switches
10.17.8.10/24 10.17.8.254 . Prod-DB

EHAE T RES

CRARAIERT ARSI TR PR AR E SR SR AL ORISR M RIS AR TP B R4
o

AL i Y PT FFURERAE B SCH I/ TR N, AT UL SO o SO 1) CREBLAED A 2k, i
LSRR B 30 AP Bt = o R Rt v PO = =5 G 7 e Y A =5 i U
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7 &, 8o TS HENL Prod-db-vm21 K HAFDCIARAG SIS ITLAE SUR A FRA A A ARG
SARR S, BEARTREERS, ATLAE T SRRSO A TR e . P AT LR 5 SR D A B ek

[

Events

Yfv 10events Jan24,14:14 - Feb23 14:14

Configuration change [5 - Show all]

WVM: SITED-ESX-01 w

&h 24h 7d 1M 3M

For Host: 192.168.0.218: VMs has changed. Added 122, deleted 0. 4days
Discovery

Wirtual Machine: SITED-ESX-01 has been discovered. 4days
Delete change

Wirtual Machine: SITED-ESX-01 deleted. 8 days
Configuration change [2 - Show all]

For Virtual Machine: SITED-ESX-01: DVS has changed. Added VDS5-Priv-Netw..  8days

QISR E s P S YRtk x i NG M REAPIN O E i S ARSSEI N E IR S L SRR B = A
KR I8 AT PR R BATARHE T O]

AR

FILAMNE B b A DU EA AT /INL A, DA AR vy T A s 2l

BIEFR

@ ()

Micro Segments Application
All Flowes Applications

Open Problems

—
I » 125 entities

A Test1

@ Event Search: vmware vm returned 8530 results

WM
AllVMs

Sdays

Pin Options

Q Eea’c‘ for pinboard

Recently Modified

=7 Default Finboard
=7 testing

7 Mew board 1

.:2:. vms where Power State = "POWEREDON'

T a Event Search: vms where poweer state = ‘poweredon’ ..

Tomys

e Create New Pinboard

,'i‘, vms where Power State = 'POWEREDOFF'

" @ Event Search: vms where poweer state = ‘poweredoff r..

FoayE

Create Test Event -0

T B SR/ N E SRR
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Finboard Options
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@ Pinboards

17 pinboards

1 FEETAMSHR F, REER.
2 REREERUAESE AT ER.

3 ADMESE T ERBAAAE RIS IR SERE P ERE ST FARRRIIH . Sla B
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ark Insight

security Searchyour Data

*  Analytics

Path and Topology

@

MII:FCI Segments Ap |:I|IEEI1: on

tities
Entities Applications

L [} Sawed Searches

All pinboards
MNetwork Insight Home
Deefault Pinboard

a3 Duplicate

Aditya demo 05 Mow

Duplicate board 1

4 WA R A

£ HlRst

1 /N ERR SR,
2 BN HE IR E
3 HEEIN.

R = iME

FIUA S HAl A P QRO . B DU P AT A A AR TR . DA R it L = A/t
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F14-1.

HEBTAE FLERS TR TTREINERYE

EEELY (eIl ARG A Gl MRS
(g2 A WEH g, MiEk
i View and Edit SiE=NE L
K View only oE

jpant HHE DY View and Edit HE . ke R
(eIl View only wE . MR
K View and Edit EHE. G
Jant View only wE

AR, R eI AR, AR DT T AR &

Sharing and Collaboration X

Link to pinboard
httpe 10,197 5351/ Epinboard/10000:10002-76196914440807841 Copy

*  Allow all users with link access to view

Users with access

Admin (Owner) View & Edit

Invite new users

w Wiew only A

Canecel

TSR HPATIL N R A
EZ 3
LR R A 2 TR i e i

2 pRE,
3 r Pl R E NI R, SR EE L S R
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JERE T i%

WAHCP, ATLCR NS TR i it e 2 s H AR b, A A Z A iR . i,
AR F PR &

vRealize Network Insight supports the following load balancing devices.
AREHE TR

»  F5 R TR

m  NSX-V {ERTE i

F5 {EA & FiE=3
T HFFEH F5 BT ThaE, ELUS N vRealize Network Insight a4l 45 5244
F5 fazi Fl=s R HA GBI R

Virtual Servers Pools Pool Members Service Nodes Application Servers

Pool
Member 1
Port 80

HTTP Virtual
Server
10.100.100.10:80

10.50.10.10

- ! .
Client Termina ETP Virtual
Server

10.100.100.10:21

10.60.20.20

. WHRFFIRS A - SRR Blan, REEAT Web sy, WERIIRS Ay S AEN R
Friledsan (EEUERSS w0 FistT.

w RS - PSRN IR RS AR RS e BRI, RS AR SN R IR SR AR Y 1P
HohkEk FQDN. MRS T AT LA 2R R
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Virtual Server web-server2tol

o Windows_2012-1-VLAN301

Timeli

& T o3

VB 20:00 02/26 04:00 08:00 12:00 16:00 18:54
Pool members in this Virtual Server P Metrics for this Virtual Server
> 4entities 12 metrics Feb 25,1856 - Feb26,18:56  ¢h 24h 7d 1M 3M

B 5 c a

Disabled 80 0
. 51:80

Stat Service P c imi a

Enabled 80 80
®: =}

t S P c L

Sta ervice Port onnect
Enabled 80 20 Total requests
o

Virtual Machines backing this Virtual Server P Physical Servers backing this Virtual Server (VM not found)

(> 2entities > Z2entities

. phy_node test2 <. 1 Problem
CIDR Power State 1P Address State

Host e Manager Q
10.115.30.1/26 On 101157235 10.10.10.12/32 Enabled 10.115.73.60

o Windows_2012-2-VLAN301 . phy_node _test 1 Problem
CIDR Power State Host Q 1P Address State Manager Q
10.115.30.2/26 on 101157233 10.115.73.60/32 Enabled 10.115.73.60
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VM Backing the Pool Member 7o Network Traffic Rate V'

" Network Traffic Rate
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Network Average Rx Rate

Windows_2012-2-VLAN301
ost o Network Average Tx Rate
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Memary Usage
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m i AWS VPN EE AWS BRI ORI ek &d, VPC RgE L AWS
VPN & 5 Hd DN RN TS . AT )55, vRealize Network Insight 374F SDDC DA M
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Client Server
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B AWS Virtual Private Gateway
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7 vRealize Network Insight /<37 +} Edge EINIHH4EE: KRS B

VM Path Topology

Source Destination
192.168.160.5 w 1921681705 Edge VRF: Trunk-Test-Edge
Route: 192.168.170.0/24 (Direct)
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interface]-[subinterface-1]
Out Interface: [Trunk-Test-Edge]-[trunk-
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1) G
Keep Focus t‘
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©) z VXLAN-2
® z VXLAN-1

Vsphere Host
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Path Details
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L NAT FIREIIL- SR LS A2 s 80 4 B o :
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« VMware VM 'linux-2-20' to VMware VM ‘linux-1-20" via DNAT IP'172.168.23.22"

@ VM linux-2-20 - VM linux-1-20 Now v (Auto-refresh disabled ) Overview Events Flows Metrics
~ Overview
Path Topology [ VM Underlay VM:linux-2-20 % VNIC:100220 v PNIC:[1001520.. v {7 :
Source Destination Path Details ~
100220 10.0.1.20 ~ Show labels

@ 1 (2) Milinux2:20

2| @ VNIC[linux-2-20)-
[Network adapter 1]

o

H®©

3 VMware Host Switch:
VLAN2100
4 Switch Port:

[10.0.15.202]-{vmnic2]

& vlan-2100

.
=3 - vlan-2100
= = Vian-2101 ®

/
L

16-1. i1 Check Point NAT BIEEIAHL - E I BR 12

Path Topology : g VM.CPMOSL. v NKCIB2IGRS. v PHIC 0S4 v
Path Details ~
68,6020 192168.40. -
s
=) o) \=/

=i
BN G NAT FREIWL- AL, iR R A
s IR BERERNU T Fortinet Fl1 Check Point B a8 5 HIFHACE T NAT, NIHEH vMware VM

'<name of the VM>' to VMware VM '<name of the VM>' wvia DNAT &7f),

IR EFRERWLA T NSX for vSphere ok NSX-T Edge Y571 E T NAT, 1#5{#/1] vMware VM
'<name of the VM>' to VMware VM '<name of the VM>' Zifi,

FEEM

T NAT RS NSX-T P has AL - R L2, vRealize Network Insight A~
2l IR 2 TE i s NSX-T Edge B ks8],
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VMware SD-WAN [E #l#l- B M & 12

{¥ vRealize Network Insight H1, H[LLEE VMware SD-WAN SRR L- RE A LIS 72
vRealize Network Insight Y7 F:PL Ry 5

m P 2] IP &R A IP EAE B T VMware SD-WAN Edge JS i) VLAN -,

= IP % Internet/IP ZIRAN IP: It IP AZIE #2071 VMware SD-WAN Edge Jo1fi#") VLAN |,

7 Internet s IP J& vRealize Network Insight i & AT 1P,
s SEWLE 1P, 1P BRI UL BTS2

m [V F NSX/NSX-T Data Center HH{EWINL, A~ FF VMware Cloud on AWS., Amazon Web
Services fll AZURE HIJ I L,

= VMware SD-WAN Edge 24t VLAN FE B AUE UL I/ A 1 25

s 7 W NIE VMware SD-WAN Edge FIH#FR VMware SD-WAN Edge [it &1 VMware SD-WAN
WISEAH], 2@t VMware SD-WAN Edge [ 5E R 74

% VMware SD-WAN Edge Z[AI104r % 547 % VPN 11k VMware SD-WAN 8, iz
FITAT 1% DA AR AR AR R

L2 VMware SD-WAN ERIAL- N LS 2 5151«

Path Topology (i

Destination Path Details A
192.168.195.5 192.168.187.10 Show labels

@

1 (&) sandesh-VM-velocloud-1

2 | @ [SandeshVM-velocloud-
1}-[Network adapter 1]

)

3 Sandesh-LS
4 | (2) Sandesh-Edge

5 Sandesh-VLAN-10
Sandesh-velocloud-2-LS !

Sandesh-LS 6 [10.196.74.133]-[vmnic1]

7 & 1079.40.136:3100
vian-8 wrf_2009

vian-10
8 | ) VeloCloudNewBetaEdge1

¢ @ ve133uscad

10 VeloCloudNewBetaEdge2

1 5 1079.40.136:3400
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Path Topology (1

Source Destination Path Details ~
172.1620.11 192.168.252.10 Show labels

(©) sowan-appM-02

2 | @ [SDWAN-APP-VM-02)-
. [Network adapter 1]
3 SDWAN-LS-APP-02
4 (@ SDWAN-DLR-01

5 SDWAN-LS-TRANSIT

o LS-1 6 (=) SDWAN-ESG-01

SDWAN-LS-APP-02

7
SDWAN-LS-TRANSIT DPortGroup-B1-550

vlan-550 Velo-Edge-B1
LS-VLAN

9 | &) Velo-Edge-B2

0 @ d5f37ab5-4fea-4e13-
b884-87de217af2f6

1 @ SRTier0

Arista T8¢ VTEP [EHIHl- E BN BEE

1 VRealize Network Insight H1, FJDAZEF FEAUAL- FE UM L A2 FR OREE VTEP,

HT, vRealize Network Insight S7H:PL Ty %

n U EARERWUAL TR VXLAN FUNER A, @ e VTEP MR- B2
n PR E AL T —EH YR VXLAN B, i i VTEP [RERL- R LR 2

n  SSHHEEAERE AN, BRWURERIM R VTEP,

7 {t vRealize Network Insight H3¥f Arista A2#A/l SSH s ISR, A2 HIE VMware NSX

Manager H1H Tt Arista 22#H1 SSH AHIA] IP/FQDN, 501, ZERERINL- RN IR rh G A 2 -
VTEP,

GIERENLS Internet 2 AT VTEP RI, £ AT DAEE RN NRIEESIALE] Internet AL ROl
£ VTEP,

TRHEAUMURN FPREEAUAI LA T [A)— VXLAN I, sl BE VTEP FURIAL- MR A LIS 2 A2 S0
AR Uil B VTEP RURESINL- R W LS A2 ) s 01
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Path Topology VM Underl... VM: AppO2-HW_ VNIC: 1921682 PNIC: [wi-vrni-t

Path Details

Destinat

0 192.168.252.10

192.168.253.11

VM: AppO2-HW-VTEP-
PAN

VNIC: [App02-HW-
VTEP-PAN]-[Network
adapter 1)

VMware Host Switch:
HW-VTEP-TENANT-4

VMKNIC: [wi-vrni-tmm-
€5¢009.cmbu. local)-
[vmi3]

WicO4-vini- VMware Host Switch
VIW-VMKniCPg- dvs-104-
10-0d703Bc8d-7686-
VLAN253 412b-b798-
HIN-VTEP-TENANT-2 and 104536604213
VLANZS2
Switch Port: [wl-vrni-

= e

esx009.cmbu local]-

Path Topology VM Underl... VM: AppOl-HW_ v VNIC:192168.2 PNIC: [wl-vrni-t

estination

Path Details

192.168.253.10 : 192.168.252.10 Os

1 VM: AppOl-HW-VTEP-
PAN

VNIC: [AppO1-HW-
VTEP-PAN]-[Network
adapter 1]

= VMware Host Switch:
HW-VTEP-TENANT-4

© VMKNIC: (wi-vmi-tmm-
esxO11.cmbu.local]-
[vmica]

== VMware Host Switch:
Vaow-vmknicPg-dvs-104-
10-67baBcBd-7686-
412b-b798-
10d53e60d213

== Switch Port: [wi-vrni-
tmm-esxO1l.cmbu.local]-
[vmnic4)

VMware Cloud on AWS: Ei#-E B EKEZE

vRealize Network Insight £+ VMware Cloud on AWS Hi57 #5500 PR & 182
= VMware Cloud on AWS #1 VMware Cloud on AWS

= VMware Cloud on AWS F1 NSX-T

m  VMware Cloud on AWS #1 NSX-V

= VMware Cloud on AWS #1 AWS

= VMware Cloud on AWS 4
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X+ VMware Cloud on AWS HI/FAERIITG BN, EE BAUE R B RN ER 2 B, BR85S

2R e 2 E i VMware Cloud on AWS FEEUH, I HAZ AALEAE /] W
VMware Cloud on AWS Fll NSX-T FEN LR RS LS 210~ an B il

VM Path Topology

Client Server

VEN-VM-1 —  VM-1-CompB-Host-202
192168522  Request 192.168.46.21 %
Ir )
(2)
-
|
|
+ ) I}
1 | It
/ |
DO ¥ J |
| |
\.‘—o—'—o—--j]‘
=) (r— t
2 ? ot
|
|
@ [——————]

R REERE RSN USIE

Cisco ACI E M- E IV ERZF

7f VRealize Network Insight 11, FD Ay Eilik Cisco ACI FUREIAL- DA L 12 o

Cisco ACI [ BEAUM U A2 s Bl 4 T Frs:

Path Details v
VPN-VM-1 to ¥M-1-CompB-Host-202

compB-Is 9

£ 4R Cisco ACI API FEEEAZ AL B H4I{5 ., vRealize Network Insight il sl i i 28 A URI =
TN ERIN S Z . 7501, vRealize Network Insight i i F 134N 454 219 54 Cisco

ACI VRF, [MASEREALE] U LER (2 RS2 A R 22 i L
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Path Topology

10.255.118.178

D n
= - 10.255.118.186

% #F Cisco BGP-EVPN &=

VM: ACIVM-160 VNIC: 10.255118.. v PNIC: [10.255.13.. v

Path Details
() Show labels

1 (2) vm: aavm-160

2 @ VNIC:[ACIVM-160}-
[Network adapter 1]

== VMware Host Switch:
EPG_160

== Switch Port:
[10.255.139.160}-
[vmnica]

3 Switch Port: [node-101}-
[eth1/3] (Device: NEX-
93180-A-Demo)

vRealize Network Insight {V 3¢ £ )ik [#) Cisco BGP-EVPN [t B T 1) Cisco 9000 A #ifll
45 FE . vRealize Network Insight A~ % #rH 45 Cisco BGP-EVPN it &1 Cisco Nexus 9000 PAAMNK

SIS

JEm A ERRES Cisco Nexus 9000 A2 HATL B MR I B . A G 25 H R PRI 42 A2 el

BH WAL, 1] switches where role is set A,

Cisco BGP-EVPN i EUAIL- R UM LR s Bl B s

+ VMware VM 'EVPN-Host1' to VMware VM 'EVPN-Host3' 7) Now v 5

=) VM EVPN-Host1 - VM EVPN-Host3

7minago v (Auto-refresh disabled)

Server (NSX-V)
EVPN-Host3

10.253.26.180

() Show all ECMP paths

VM Path Topology
Client (NSX-V)

EVPN-Host1 e

10.253.26.166 Request

(OO

R

r‘/
7 ECMP.
-5

VMware, Inc.

teaf Fabric

o,

vlan-116C

vlan-118C

VM Underlay

Overview Events Flows Metrics My View

VM: EVPN-Host1 v

Path Details -~

() Show labels

1| (2) EVPN-Host1

2 [EVPN-Host1]-[Network
adapter 1]

3 NSX-MGMT

4 [ucs-c240-

esx.sandboxwwtatclocal]-
[vmnic5]

5 GigabitEthernet1/0/19

vlan-1160

o
*lw

L
#u
%

VNIC: 10.253.26.166 i/? :
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XFEN ZHZE (ECMP) B H

vRealize Network Insight 7EREUL- FENLES (2 P ECMP 245
FEAUAL- R MU 2 oA 0C ECMP [LL TR E B

»  EHEIHARIZA ECMP ({2

» S ECMP [ S

n ST HRRI A BRI AR (VRF)

n  AJREER RIS D

VM Path Topology

Chent Server
vm-User-1 — vm-DB
172.16.100.11 Request 192.168.83.11 ¥

Show all ECMP paths

g ln i
gg% e-Transit
L fran

o n

**Hover on ECMP Routers to view alternate paths.
To view path for a specific router, use option “Keep Focus® in the menu on hover.

VMware, Inc.
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7 B, FILLERIC RN ECMP S i WRFRAIX SRR R, We Won st toh, i n AR
A, W BB AR O S . AR EEE N RN RIIFTT ECMP B2, 7SR TMA]
H BT ECMP BRI T

WEREEE RS AR, TERIANZEE thas, ARE R R . K Do Tz thas k2

3t L2 ME R

L2 Bk VLAN MM Z A~ VLAN GRS B8, AELARTRORRAS R, Ans B A L- R AR U 08 e 9~k B
%/ VLAN Z[RIF) L2 WAFr, B RIAL- BN LES AR AN E -] . MU, vRealize Network Insight 7
FF L2 7Pz, 24m0, {V Cisco ASA IR Es etk ThRE

E%& BGP BEIFARFR
7 VRealize Network Insight #1, FJPAIATE ¢ BGP ARSI S K., TP E NSX Edge kg i
it BGP 4B,
1 IEHZER N\ Router where bgp= 'Disabled', JRJ5#% Enter,
2 RITHIERARRE S e A B TEAE .

FILAE NSX-V (1) BGP 4BfH R &AL s E.:

| ] IP Address

m  Remote AS

m  Weight

B Keep Alive Time

u Hold Down Time

m  Status

AIDATE NSX-T 1) BGP 485 F A& L M & B

m IP Address

m  Remote AS

m  Keep Alive Time

m  Hold Down Time
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u Status

%

ORI CAPERE R, W) status ¥ T RN Unknown,

m YR status J2 Established.up, NI2Ni%Z Edge 5|4 one or more BGP neighbours are

not in established state %ﬁio ’@FII)J\ETEEE problems Eﬂ'ﬁ%lﬂj?ﬁ%

3 (Alge) EARAECZEA BGP AN H#s, 15142 Router where bgp= 'Disabled',

Z| Internet HIEER
BT FRER AR AR ML, vRealize Network Insight [f] 443 Gos 4 75 3] Internet [R5 ]
SEEAEE A LERE] Internet,

IR RE AL RIS Internet Z RIfFAEMRTA A GRIUAMED o B2l D shmigie, 28K ai
I A R N AL o R DA T TR b5 PR SR SRR A2 )5 17

R ERARFES B R SAARBEIPR T AR P Fak 22 Fk . B RO EIbR AT o H 1 SRV EREA . Ak
AR B B RS R

Quality control-VM11 Internet
10.45.203.239 v - Internet ¥

©

} vlan-520
i
i

Internet
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Eogc Sy

AREEDHE TUA N 38

s 5 vCenter NSX

= Palo Alto %%

m  Cisco ASA [J5kk%

m  Check Point [ k%

LI G|

w LTINS VPN

m  NSX 7P kR s
m  Fortinet 5 k%

# vCenter NSX
1% vCenter NSX EfdEAR, FILIIA £ vCenter Server, &A#ELISH H T I NSX Manager 4T
[

—/> NSX Manager 77ic. | = NSX Manager [Jffita, HAh NSX Manager 431 [ #fili NSX Manager 1
At & NSX Manager JIIT-E2ul I HlasiEee, %8NS vCenter NSX ML LIEHIE . Fililh
NSX Manager 47 H A C O FIRSFEE . 32 NSX Manager R DLOIESE A, 4ni T Ac ], X
VOISt NSX 1 TIH2E AR S5 Sl NSX Manager )25, W DAZERBD NSX Manager FREE & X8 kf
%, ABJCIEAE I g e 4 . A FHE NSX Manager SRAFFLE x4, = NSX Manager 7] Hi T
il B PR AT NSX Manager .

SCREVAN 0 FIR 4
= /] LDR

w X
w2
w  JE P KR
e

m 1A/ IPSet
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w  TARSS
w EIRSSAH

BT BIEH

Palo Alto &
vRealize Network Insight 5745 Palo Alto Panorama [Jj k.
7 VvRealize Network Insight ~37#5F Palo Alto Panorama 5%~ NSX Manager %%,

F/E vRealize Network Insight H175 1 Palo Alto Panorama, Palo Alto Networks I Adidi4 FLAT
XML API V5 [nAPRFETR R, 7F Paloalto BIZ% Ul rh, FhATRL T EEEDAZIN XML API O EL 53 A1)
i,

1 3P Panorama > BEE R Mt

PR AN AZN IS R B A € o

BATIF B B el E S w

NSy, SRR Panorama,

it Web UL &I, AR ESIT15H

Hit XML APL IR, AT EAMRAEE RSO A 5 1
R CHIE

FIEBL U R R e R

8 IR,

9 Kt BCA I B S, s aIEE P I RRA M e e ga
vRealize Network Insight 51 Palo Alto MIZSIhREN N FlT7k:

= Palo Alto Fll NSX SARIIMIH JC A Palo Alto WIZ& i AIRE A R FE DAL AL DA AR AL T 1P Hitik 5]
FEAUALAOMR S EA T, AT RAHRUA R 5 sUE e Al DU AR (5 B

B VM where Address = <>

N oo o b~ o wN

[ ] Palo Alto address where vm = <>
B VM where Address Group = <>

m  Palo Alto address group where vm = <>
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m i) ALK vRealize Network Insight St E-UfF A Palo Alto 92 T8, T 94k #PA Palo
Alto MHTZE . —LE& a1 FHTR:

K 17-1.
Sepk i)

Palo Alto H#bl Palo Alto address where vm = <>

VM where Address = <>

Palo Alto Hiik41 Palo Alto address group where Translated VMs = <>

VM where address group = <>

Palo Alto #%% Palo Alto Device where Version = <>

Palo Alto Device where connected = true

Palo Alto Device where family = 'PA-5060"
Palo Alto WFi 4% Palo Alto Physical Device where model = 'PA-5060"'
Palo Alto FEIA4 4% Palo Alto VM Device where model = 'PA-VM'
Palo Alto #5540 Palo Alto Device Group where device = <>

Palo Alto Device Group where address = <>

Palo Alto Device Group where address group = <>
Palo Alto Ik% Palo Alto service where Port = <>

Palo Alto service where Protocol = <>

Palo Alto lz4541 Palo Alto service group where Member = <>

Palo Alto & Palo Alto Policy where Source vm = <> and

Destination vm = <>

Palo Alto Policy where Source IP = <> and

Destination IP = <>

Palo Alto [k 5 Palo Alto firewall where Rule = <>
Palo Alto [X1i Palo Alto Zone where device = <>
Palo Alto FEfll A4 Palo Alto Virtual System where Device = <>

Palo Alto Virtual System where Device Group = <>

T BR TSN, T LA TR AT R AR

w  EAUHLE LR R (RN RE LM AT, vRealize Network Insight 7£F A1 |- 5o
Palo Alto HEINLASS Akl e Fti s JCRRIETBRIN, R mosad PR . 4R Palo Alto WIS BT K ik
wer Qi) Wi T, Nhaiomizikss. BB, rUEREARER, nEh
T, BOMEET RN HG KEERRE.
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Client Server
DBAdmin-VM1 - Prod-Db-2
10.46.1.25 Request 10.178.13 5
©
" ?
S = >
® L
(-
) T S [Provider Edge 2
\
\L SR =
#* * - #*

s FPAEAE Y Palo Alto PIZE LA T T SAHIH—LE R G0 i)
»  Palo Alto % AER: ] Panorama CEEER)
s NSX Manager A&7 Panorama HiiF /i
»  {F palo alto #4451 ESX I AARE] NSX 444 =R
m 7 NSX 542 B Panorama k442 Palo alto ¥4
n AN ARSI

n  DUETZER NSX Manager £F Panorama H AR /NIRSS E X o AR ESXi gL
BB R WLRSS K5 AR T AR s i TAEA AL MBS MRS E X BAIRSS X HRA
RIS [ SCHE 325 4, {F vRealize Network Insight W G- BN LI 20, W 3 pe LT
RERI AR 1R LR IEAfSRmS £E
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Palo Alto Manager (Y F oAl

Timeline

Time Range: 1day v n

Show Changes

Properties

Name 10.16.128.200 #

NSX Manager 10.16.128.170 g

Device Group (NSX)  PAN_VM _Series_Device_G... 2

Last Dynamic Mar 29,16:57

Update with NSX 3

FQDN 10.16.128.200 4
5

Palo Alto Virtual Devices

A4
0>

==Y
@

@

1]

4

>

o
o
o

12:00 16:00

Palo Alto Checklist Rules - All

Rule

Palo Alto Panorama not registered with NSX
Manager

Panorama dynamic membership definition
update delayed

Palo Alto service VM not connected to
Panorama

Palo Alto service VM not found on host

Palo Alto Service Device view mismatch with
NSX

T
20:00 10/26

Events with this object

Vs> 19events 6h 24h 7d 1M 3M

Panorama dynamic membership definition update delayed

04:00

@ Panorama dynamic membership definition update from ... 63days

Palo Alto service VM not connected to Panorama [2 events - Show all]

Aservice VM or device for Palo Alto Networks is in a not connec... 65days
D NSX Fabric Agent not found on Host [9 events - Show all]

Security Fabric Agent not reported by NSX for a Host where as ... 65 days

@ Service VM's status mismatched between Panorama and NSX Manager

Palo Alto Physical Devices

16 entities Vs  tentity
10.16.128.13 EA 1016212
Manager Device Family Name Manager Device Family Name
10.16.128.200 M 10.16.128.13 10.16.128.200 PA-5060 10.1621.2
10.16.128.14 /> 1 Problem
Manager Device Family Name
10.16.128.200 M 10.16.128.14
10.8.201.3
Manager Device Family Name
10.16.128.200 M 1082013

Clusters prepared for Palo Alto services Hosts deployed with Palo Alto Device
4entities s  17entities
ddc-pod2-computel E ddc1-pod2esx046.dm.democompany.net
Num Hosts Number of Datastores Vendor ID Number of VMs Power State Version
9 5 domain-c11610 3 On 600
ddc-pod2-compute2 A 1 Problem l;l ddc1-pod2esx040.dm.democompany.net
Num Hosts Number of Datastores Vendor ID Number of VMs Power State Version
4 4 domain-c8791 3 On 600
pod2-computel £\ 16 Problems Ig ddc1-pod2esx037.dm.democompany.net
Num Hosts Number of Datastores Vendor ID Number of VMs Power State Version
16 117 domain-c376 2 On 600

Cisco ASA BN IE

vRealize Network Insight 374} Cisco ASA [ k4,
Cisco ASA [ KEERIThREAN I T7:
vRealize Network Insight {57 £ Cisco ASA-X F4,

vRealize Network Insight <374 Firepower Fib,

27, vRealize Network Insight %4 Cisco ASA #ER %K 9.4,

vRealize Network Insight A~ FF Cisco ASA [T EE

vRealize Network Insight /3§ Cisco ASA 1= n] It

A Cisco ASA FifagEdss] 1ML, ' AsZ vRealize Network Insight %%,

VMware, Inc.
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switchl

switch2

n  [5HF Extended JEHUK) Cisco ASA Ui o ASCREHAL T ANZEMAY, 41 standard, WebType .,

EtherType %o

»  WPRAE Transparent B MACEPG A, B BLER 21D Cisco ASA B ki A & i

DB TR .

Rt

TP vRealize Network Insight S¢45 11T Cisco ASA TP TE M,

*®17-2.

Cisco ASA )k

G FN

Il

pE

GESSEVITE il

i-EESE VISP Sl

VMware, Inc.

ES =2

ASA [k ki
ASA 24 F R

ASA 5[]

ASA A4l

ASA ZEX5
ASA PIER 5 A

ASA flRg5 %
ASA 55541

I

asa firewall where access group =

<>

asa access rule where source ip =

<>

asa access rule where destination

ip = '192.168.2.2"
asa access rule where port = <>

asa access rule where interface =

<>

asa access group where interface

= <>

asa network object where ip
address = <>

asa network object group where ip
address = <>

asa service object where port =
<>

asa service where protocol = <>

asa service object group
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Check Point Bf A 15

Check Point F IR S5 #5 #2520k HIREERS IP #EEg APL 1510,

T PMNEFESRE > TIE > &1 APl > S48 g B RAE

WAL 15 MDS IR EGRETE, ) vRealize Network Insight M T 2 X Fr A 3 f 4 Jegdak rh 2 B
B

vRealize Network Insight f#i /7] Check Point 233 Web APl M Check Point & HRIR 55 #a et BUE R . s
VSX W R FRIR S5 7%, WFAMEFHEE T SSH 1 CLI w4212 VSX I AR 4 VS B %,
PASCRFE RN L- RE U LS 2 B2 VS AR

vRealize Network Insight F5255 Web-AP| 35 [Al HEEA, DUEIEEUR 248 Check Point idli. #14h
TBOARD, T FATR:

m WURAE VSX WBRISGERE R BRI S ws, W RN AT Web AP BES U5 IR, BRI
FHPAE run script Web APl FIFRENL- RIS AR T, X — e AT 1.

QR VSX WISCE R PR SS w, WA PN B AR 0 SSH U TRIAR . tkah, e B
HA CLI 4 vsx_util view vs_conf [MUIAAIR. i d T BUERNL- ML T3 VSX
PSR FH o

m O Tl MDS JIRS5#% 1P EOSEARIR, P R HANFrAE (5 MDS 147380 (1) Web API ]
PR o T ITAT IS IO | SR Ak

AP vRealize Network Insight 5[ Check Point ST FE 1. ITAT S24A#FPL Check Point
i, Check Point [fJ—LEA 4T Fi7:

% 17-3.
Check Point Hiff54k Xy #Hil
IPset Check Point Address Range vm where Address Range = <>
Check Point Network vm where Address Range = <>
Check Point Address Range where Translated
VM = <>
el Check Point Network Group Check Point Network Group where Translated
VM = <>
vm where Network Group = <>
ﬂ&ﬁ?/ﬂ&ﬁﬁﬂﬂ Check Point Service Check point service where Port = <>
Check Point Service Group Check point service where protocol = <>
Az Check Point Access Layer Check Point Policy where Access Layer = <>
I Check Point Domain check point domain where ip address = <>
check point policy where domain = <>
check point access layer where domain = <>
Bﬂ?@*uﬁﬂ?@ﬁiiﬁ Check Point Gateway Check Point Gateway Cluster where Policy

Check Point Gateway Cluster Package = <>
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x®17-3. (8D
Check Point HI5244& P =
MR

Check Point Policy package

=
o

Check Point Policy

Check Point FEEESEAR I~ B2 T Fross:

Check Point Policy where Policy Package =
<>

Check Point Policy Package where Rule = <>

Check point policy where source ip = <> and
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DFW A H ., S\ NSX DFW il I H 5, B Ol EAAN O 224 . B 1P 2R m 2 brid fnE
FHI DFW Bj5 kB Hi)

o

n EHL AR CE 8- 8 BN 250

n GHH] 1P SR B a5 - 2 R 2

A PR SR G ELE ] 1P ekl FZeebrid e iR GlELE HZeebrid, W] DB AR Fr e AT U B 23] 22
Shride AN, FFHEA P R,

AIDAE SN TR LA T PRE:

& 19-1.

PR ik

—uni M A SN

—utag T 22 A 4L B A s P SN LA I P 22 A bR 2 5
~1og BRI T H SR

T RS E T
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1 CSV SHMEERTFHBIERER

M CSV AR NAA- A, TAGRA 7 A A b SR EE (A AT, HERE TR
AU, K50y CSV S HURHIXEE MR . QRIS H 2 S o et b TR, e
AR R A XL IR AL 75

Export as .csv

1652 results for entities

Propertyaemglates Templates are not supported for multiple entity types.

——
Server
Enabled
Loaded
Fabric Node
Maintenance Mode
Transport Zone

119 properties

Number of results 1652
(.csv rows)

Save changes to

F79F CSV BN, AokE B RAIR RIS EE: CET9UARAD o AT PUTHSOl e Bkt 4]
R, JERAEII E MRS . 5o, WA CSV S BB 3 FhonaEs T e PR A7 I S
B THOZIEM, AR Bk iE YA 2 E B

S A TR FTRAA CSV S B R A B A O . AR S:
PR 5 M BT R AR A S ST

S SR > MR, TS E RA T IUERIERIRI %, RMAIR T s R 5 TR
SRS YRR IR A S A S B B, 157 A TR 5 T4l M R e
B AT R LR, IRAE B S8R
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EHIH N A Kubernetes M4 5 Bg

A PLIR ] YAML #2203 H 5 Kubernetes XTSI I LSRG AN . vRealize Network Insight 52
FrSH N YAML K (OGE I 4l “ar&2siml” f IR O

AR

m 73l Kubernetes

= I VMware PKS

1 EHANAORINIS N YAML A2, 78 B Ze e B e PR HO 222 ) Kubernetes
BEEE, RIEPATUA RS —.

w (R BUNIFRRIT 2T KRS YAML, Bl

n TERO BB R Be—AN T, B B KBS MRS, RIS 20T, AR e BRI
MSHA YAML,

vRealize Network Insight 2 T #{ifi 1] Kubernetes 2% 5il& 411 ZIP SCAED R S H DSOS 7]
Bo MERANZSCHN, BEBRIPL NEA CSV SUHPAMEA SR, BRI RS 0e . B
IO Z S YAML S8

- R

network-policy-others-ipaddress.csv B M55 kA %28 M5 2 AlAE P BRIR 25 25 AEEAUAT LG 1P
dko

recommended-namespace-labels-to-add.csv AL SR IR 5 a2 25 S A AR ORRSS
]l
m B - pdk8s

B fZ23H - sock-shop
B} - sock-shop-pdk8s

recommended-service-labels-to-add.csv L SR N A 5 IR 55 S B AR bR
Zxtl
BEEE - pdk8s
#4223 - sock-shop
AR5 - front-end
% - Service:front-sock-shop-pdk8s
BEE - pdk8s
23] - sock-shop
AR5 - user
FR& - Service:user-sock-shop

recommended-network-policy.csv 175 vRealize Network Insight Zt S [ Fr& M)

exported-network-policy-rule-names.csv HIHHEE T EES RN T H P A 268 S o
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2 ENHIIRSHRZS, HHATLL R
a ia{TPLF Kubernetes CLI a4
kubectl edit deployment service-name -n namespace-name

kubectl edit deployment redis-master -n guestbook
BT S5 AR S A
b FEARSSFRES IR, HAE CSV SRS N R AR IS B spec Ho AR BIRIFRES o
3 BN AR, EHITIL N P
a iz{TPA T Kubernetes CLI 54,
kubectl edit namespace namespace-name

kubectl edit namespace guestbook
IR T 4225 RN 5 SO
b fETCEdlET, KAE CSV SRR I INE] dy 2423 RSB spec #3 ER BIIARAS o
4 sfTIA N A DARIE R AT RARRS B T A o
kubectl get pods -n namespace-name--show-labels

kubectl get pods guestbook--show-labels

TEE RN B FRES o
Tk AEar 2 as8) LRI, FRESAS R EA R -
5 ORI, 75K YAML SCEEMARRIAORES SO I 20 55— Sk, SRIRasq 1A ME—4y

By

m  kubectl apply -f <folder-name>/ - —E N T B kRS AR

m  kubectl apply -f <folder-name>/<firewall-rule>.yaml - Q/PELEH%K%%EM
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EREZEEN

vRealize Network Insight 1] & BRI FTA SRR ToR R T 22,
PUR ST H a4t vRealize Network Insight HIf8 22 DhBE ) —2EARIE:

w SR RO IR A e AN, UL, SeHL. BErRR . NSX Manager %) 41,
XL SRR TR o

wJEbEe SR EIEA RIERE TGRS B EE, T DR AR R

a BCE RN SRR DA E B TR . BOE RN DOR BRI, T DU AT Rl )
{Ho

n BRI EATR. CPU NAZERIRAE 2%
n NIRRT
b firEabrEbE: i SRR e R AT JE A S e Febn m i o i Fe b I A P (428 2 B TR ] 1]
MR TR . HERALAG CPU IR OL . PNA7 B I AT 2 e IRl Ae i PR bR R e A — 28R
Bl
n BEWEE ATDAER R A TR e SR SR I g SR S ek AR R i KB B YE . vRealize
Network Insight 7 FiPL N &A%

a sum
b max
C min
d avg

FEIRN, PAAELR I BoR SRR RILA I SHA,

WNFENMEZEAW, WEES A T4 ME R LS VG N — 0 B, H A RRWHL—mn,

W ZERE S BoRATRENTAES IR, En DU S IR A 1B A s/ IME R 45 Y . M EZRAR S IR MY
ZEW. AAMRCER RIS Z LW, 1 X SPrl s O A 1, TR UL A Y iy A2 S 5 A 1)
7~

ARFEEVHE T AT
s ORAFAIHER IS R A

. UREN
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2 ify
m IR
. RRER

I

[ ]
2
\k&1

s vCenter brid

RIFFMIBRIE R E

1F vRealize Network Insight H1, FJDLaf T8 Z AW, HRGEWMLUS . o, b n] DU R Y

Wz,
m vRealize Network Insight #2tDL N BRI EIOTE %
TR

R

= Azure

»  Kubernetes {3

TS

m NSX
n IR EOMERBRIA R IO 2R
AR R,
w ORI E T, BRABRAA IR S AT TP T o

1 BRAFEN, HaTEE, NGRS,

BB B BRI T, W RE RC R . BRI AN SHR AR E . &

BEITAA R, 1R R > EERRMFIIEE.
2 TR AR, u R B AR ERR, RS AEA R ER IR T R
P U MNE BRI R AT T R R TR 2R
3 HRNMERZ ORI R M, A TIL R R
a  JRITAMITHR, Pl RFREER > HEAFIRER.
b PEEEEINERI AR,
c  IpilhlERE
d  HIER.
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HREN

BRAWTTLAD UL 250
1 &tER
gL S A N A

»l_—J_ entity_type
projection |- filter J |- group_by J |- order_by J

ST SRS REHY RN GRSk SIS L
TR,

o
-
-
-
o
-
a

LA N2 — 2Rl

1 Virtual machines
2 Hosts

3 Flows

4 MTU Mismatch Events
5 Problems

w JEREAR: RILAR IR MR

»— Tl —

SRR N TR
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condition

condition

=

AND

condition

property

LLLITITh

_HEPH i ey 10T 5 2

EEE

— value

E SR s AT A DE S )

JEE

EES A A DG . DL LD 1 e

BEAT

like

not like

not in

is set

is not set

VMware, Inc.

Bl

flows where source ip address =
'10.16.240.0/24"

flows where flow type =

vms where ip address !=

vms where memory > 4096 mb

vms where cpu usage rate < 70%
vms where memory >= 4096 mb

vms where cpu usage rate <= 70%
vms where name like 'app'

vms where name not like 'app'
flows where port in (22, 23, 80,

vm where ip address in

192.168.91.10)

flows where port not in (22, 23,

vm where ip address not in

192.168.91.10)

vms where firewall rule is set

vms where firewall rule

443)

80,

is not set

'Source is VM'

'10.17.0.0/16"

(192.168.91.11,

443)

(192.168.91.11,

FEBOIESIRTAIE . ATARE SRS
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P K

and

or

N

il

flows where (src tier = ‘App’ and destination
tier = ‘DB’ ) OR (destination tier = ‘App’ and
source tier = ‘DB’ )

flows where src tier = 'App' and
destinationtier = 'DB'

flows where flow type = 'Source is VMKNIC' or
flow type = 'Destination is VMKNIC'

vm where name matches '.*'

vm where name matches 'a.*'

vm where name matches '[a-z]vm-delta[0-9]'

vm where name not matches '.*'
vm where name not matches 'a.*'

vm where name not matches '[a-z]vm-delta[0-9]'

vm where in (vm where name = 'x')

vm where in (vm of host where name = 'x')

vm where host in (host of vm where name = 'x')
vm where name in (name of vm where name = 'x')

w  BRE: SNBSS T URE TR IS SRR B ORI IARORTEE R
s, MR RAIR P BN T B . B2 T A S L MEAT— T

T JEE
2 i
3 FlEk
4 RfH
5 i

1 BME: RO R IR, RS KR RBOAEIELE . R, nTDAEREN A 2
éﬁ%ﬁpﬁﬂ?ﬁ/‘]? }Yio @Jﬁﬂy os of wvms F?E%?éﬁ%qjﬁl]ﬁﬁﬁ OS property H@ﬁﬁﬁ)ﬁ#?ﬂ*ﬂo

NS TR XA R

B cpu cores of vms
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B source ip address of flows

QR e R E I, WS AN TR S R — N, BRI EY N y-axis, I
[AIEN x-axiso

2 WG HEE A TR SR N R A, AN Rl
] count of wvms

u count of hosts

] count of flows

3 FER: WAL AR SR E R TS, BRI EAR A .
Bian:
List (host) of vms where memory <= 2gb

AT RIS, (HR AL R T iR se o NImAIt 1 B2k E =il

B List(ip address)of vms where cpu cores = 1
4 REERE: BRERBOTIRIELST config Bk metric BMETHELAME, MREMIEF SR
TRAEL
B max
® sum
® min
B avg

PA R g —28R 3
] sum (memory) of hosts
B sum(memory), sum(cpu cores) of vms

[ ] sum (bytes) of flows

5 & B0 TR SR TR G Bl

series (avg(cpu usage)) of vms where cpu cores = 4

A BRI EIE R 8 BAT 4 > cpu NIRRT cou SIS 0. DL @—Le
%’WJ:

| ] series (sum(network usage)) of vms where name like 'app'

] series (sum(memory usage)) of vms where name like 'db'

B series(avg(cpu usage)), series(avg(memory usage)) of vms

n  HEFF: PR order by FAHEELERIATHEF o order by FHHSRF— 7B ERIAIG
BT, A et THE Y o
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ORDER BY M) J
e T ﬁ@lm ranser

AN 2R pi:

1 vms order by cpu cores

2 vms order by cpu cores asc

3 flows order by bytes

FIDABE 1imie FRIBRAISERE AR order by . Bil4n:
vms order by memory limit 5

n O A RIREMEN SR T A SREMER SR A, BN NS BRI g R
WIS, TP SR @M A BRI/ K /e /ML U8 N order by IG5 R gE A THE
J¥o AREMFIAAAE order by Bk projection T4, JWAMUHEIEFE A AL

GROUP BY

sum (bytes) of flows group by dest vm

AR, BB T B ARG RE. Wil bytes of flows group by dest vm
2RI, RO T A R

PAR 2R3
1 vms group by host

2 sum (bytes) of flows group by dest vm order by sum(bytes)

2 Sk

T -

a  IRSCARRANER. GRS, W] RIS AR SRS AT SR
ﬂ?@ﬂ vms., hosts., flows., nsx managers

b IEEARLIEER
w  POUECEIRIRER: WORNBEIRISERE AR, W] DR AR 555 ron H T 22

S~ l: 'prod-68-1', 'appl-72-1"

w EEY AR RN A SR S S N R RS I AT S
ﬂt\@ﬂ prod., appl
e P STPNEIEP S £ 85 IV T FEiePse SRS R USYEL e utiibrl (SIS

m FRSRSSURNZINSR QR AIE SR AR, ) a] DA R A S AR S R £
MRRFATIH
ﬂt\WJ %E%I‘?ﬁfﬂj 'vm appl' /ﬁ\ﬁ@@/ﬁ:} appl E@ﬁﬁﬁﬁﬁm*)lo
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3 A
XA ] AT A SR A s o i e 4tk
.
ol
a plan securitygroupl
b plan hostl

C plan security
4 FEREEH
XEEATT] T BRI B AR AR B M BIATLE] Internet RS

vm_name —| vm_name =

To M vm_name

Internet

AL
a vm 'vml' to Vm 'vm2'
b VM 'vml' to Internet
7
n EERERAXS KNG,
o SRASINERACE R P A RS, B, SRR virtual machine' HARNGH vm'o

Azure #EEH
T PLLE vRealize Network Insight F118 25 Azure S E4NE
DL N &S 2 A1) 5

Azure 52k Pl

Microsoft Azure Azure

Azure\vﬁﬁif i Azure Application Security Group where Azure
Virtual Network = 'Test-vnet2'

Azure iﬁﬁ%%ﬁ Azure Data Source

Azure NSG FilJ Azure NSG Rule where Action = 'ALLOW'

Azure &3z Azure Network Interface where Azure Virtual Network

= 'Test-vnet2'

Azure[ﬂéﬁf?éééﬁ Azure Network Security Group where Subscription =
'vRNI-dev'
AzureE&rﬂ Azure Route where Route Table = 'TestRouteTable'
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Azure Sk

Azure [ HF#

Azure

Azure 1T

Azure [EIUHL

Azure FEHIMZ%

Cisco ACI &

IR

Azure Route Table where Azure Virtual Network =

'aks-vnet-28255566"

Azure Subnet where Azure Virtual Network =

'vrni-01l-vnet'

Azure Subscription

Azure Virtual Machine where Azure Application

Security Group = 'TestASG'

Azure Virtual Network where Azure Peer Virtual

Network = 'vrni-0l-vnet'

LA RS2 AT AR A T 2R 1 —2E Cisco ACH SRS

ARY

=

AN E—

SARDA aci 9T

aci

aci

aci

aci

aci

aci

aci

application profile
bridge domain
endpoint group
fabric

switch

tenant

SR R ARl

fabric 'ACI-Demo-Fabric':

VMware, Inc.
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v acl fabric 'ACI-Demo-Fabric'

Fabric ACI-Demo-Fabric

Timeline

Events with this object
Devents &h 24h 7d 1M M
Fabric Switches

> Sentities

NEX-93180-B-Demo
Role
leaf

[+

NEX-9372-C-Demo
Role
leat

1

NEX-93356-B-Demo
Role
spine

L+

T o3
12:00 16:00 20:00 08/22 04:00 08:00 11:16
Fabric Tenants
» 26entities
. ACI-Ops
Application Profile ACI Manager a
App-Centric-Test [1more] ACI-Dema-Fabric
. HNB-PAN
| Application Profile ACI Manage @
pandemao ACI-Dema-Fabric
No data to show
Default
Apnlication Profile AC| Manager a
sandmal ACI-Deme-Fabric
Fabric Controllers 7
> lentity
. APIC-Dema-1
Node 1D nfra IP Address Node 1D nfraIP Address OOBManagement Address gy
102 10.0.72.68 1 10001 10.255.139.149
Node ID Vendor
103 Cisco Systems, Inc.
Node 1D infra IP Address
202 10.0.72.93

m  aci switches by role: ILEIZZRAI ACI GRS AIH AL LB T AZ IS B

MEHHFIFA, WS LRI %

+ aciswitches by role

S Z AR R

Showing 5 results for aci switch at Aug 22, 11:18

Filters
Add more filters

~ Role
& Al
leaf (3

B B B E-

[}

5 entities

D

NEX-93180-B-Demo

Role Node
leaf 102
MNEX-9372-C-Demo

Role Node |
leaf 103
MNEX-73180-A-Demo

Role Node |
leaf 101
NEX-9336-B-Demo

Role Node
spine 202
NEX-9336-A-Demo

Role Node |
spine 201

Infra IP Address

10.0.72.68

Vendor
Cisco Systems, Inc.

Infra IP Address
1007269

Infra IP Address

10.0.72.93

Infra IP Address

1007294

0B Management Address

10.255.139.151

Type
NFK-CPIT2PX-E

OOB Management Address
10.255.139.150

OB Management Address
10.255.139.153

OOB Management Address

10.255.139.152

ExpandAll | Collapse All

Vendor

CiscoSystems, Inc.

Serfal
SAL1P465WMW

Wendor

Cisco Systems, Inc.

Vendor

Ciseo Systems, Inc.

Wendor

Cisco Systems, Inc.

" aci endpoint group: W WGEREA RN, MFHER VRF [ 4151
B aci application profile 'Production': &tﬁﬁj*&%ﬁﬂﬁ@é}ﬂ@ﬁ%52ﬂ%ﬂfﬁ%&$ﬂﬁ@i?ﬁﬁﬁﬁ?

P ST

B VMware VM 'ACTIVM-160' to VMware VM 'ACTVM-161': M RIS REINL TR R L- B

Pl

VMware, Inc.

301



{ii Ff] vRealize Network Insight

n OTDUE ] 1P b g TR, DR

©) VMACIVM-160- VM ACIVM-161

~ Overview
VM Path Topology (1
Client (NSX-V) Server (NSX-V)
ACIVM-160 —  ACIVM-161
10.255.118.178 Request 10.255.118.186 %
[0 Show all ECMP paths
==

Spine Fabric

v 10.114.219.158

Showing 2 results for Entities with keywords “10.114.219.158" at Mar 25, 15:10

2entities

Endpoint Group (1)

Mgmt-1201

Application Profile

NSXInfra

Switch Port (1)

@

Up

w  AATDURE ] Mac Hiib i TR ER, LRI

[node-104]
Opera

feth1/19]

idge Domain

BD-Mgrmt

L up

¥ 00:0G:29:44:70:08

teaf Fabric-

) 1minago v (Auto-refresh in4mins)

S

Common

o

ap

. vlan-1201

{ Macs

| 00:D7:8F:85:89:78

2y

Showing 2 results for Entities with keywords “00:0c:29:44:70:d8" at Mar 25, 15:06

Filters

wEntity Type
All
Switch Port

Endpoint Group

< es

Endpoint Group (1)

. Mgmt-1201
Applic

NSXinfra

@ switch Port (1)

& @ e
Operation:

Up

[eth1/19

| Administ

| Bridge Domain

BD-Mgmt

Up

w AP R A, RIS SIS

VMware, Inc.

I

i

VM Underlay

Overview  Events

VM: ACIVM-160 v

Flows  Metrics My View

vlan-3160

LRI AR 7

I

! Number of VMs

o

MTU

ap

vlan-1201

00:D7:BF:85:85.78

VNIC:10255.118... v {7
Path Details ~
() show labels
1] (D) Acvmieo
2 | @ [ACIVM-160}-{Network
adapter 1]
3| = EPG_160
4 [10.255.139.160}-
[vmnic8]
5 [node-101]-[eth1/3]
Now v
D
o
Expand All Collzpse Al
! Endpoints #
00:0C:29:44:70:D8 10.114.21... [17 more]
Inte [
10Gbps

AP 5

{ Number of VMs

Now Vv

Expand All

Endpoints

Collapse All

00:0C:29:44:70:D8 1... [17 more]

i Inte
10Gbps

®
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+ aciepg where Endpoint is set

Showing 4 results for aci endpeint group with filter Endpoint is set at Mar 25, 15:11 o 2o
Filters Expand All Collapse All
Endpoints ofile B nain \cap Number of VMs [+
* Endpoints 00:0C:29:44:70:D8... [17more] = NSXinfra vian-1201 0
All
. 00:0C:29:44:70:D8 10.114.219.158 o
00:0C:29:44:70:08 @ 00:0C:29-4E:6A:B4 10.114.219.146 E Numbe =
AR EF.D510.114.219.147 vlan-1204 0
00:0C:29:4E:6A:B4 (1) 10114219437
10.114.219.146
00:0C:29.BEEF.DS e . VRF Encap =
HHL AR B0 Transport NSX-VRF vlan-1200
00:1B:21:69:83:88 €1
10.114.219.137
. 00:50:56:BE:7C:FE 10.114.219.133 _
00:25:90:E 1:6C:52 (1) 00:50:56: 10114219151 C Bridge Domain Encap 2]
10.114.219.136 —— = BD-Vmotion vlan-1203 0

[20 more]

LIV ATINVEL P s

« ad epg where Endpoint like 10.114.219.158

Showing 1 result for aci endpoint group with filter Endpoint like 10.114.219.158 at Mar 25, 15:19 Ja,

Expand All | Collapse Al

Filters

A e E Numb [+
0

Endpoints Bridge Domain

~ Endpaints 00:0C:29:44:70:D8... [17more]  NSXInFra BD-Mgmt vian-1201
All
HOC:. '0:D8 10.114.219.158
00:0C:29:44:70:08 It oc: ABA 10114219146
TR 00:0C:29:BE:EF.D5 10.114.219.147
00.0C.29.45.6A.84 e 00:18: 83:8810.114.219.137
10114219.146 E1:6C:5210.114.219.136
:S0:E176:9E 10.114.219.135
00:0C:29:BE:EF:DS (1) -E1:CC:B310.114.219.134
T 00:25:90:EB:BAEE 10.114.219.130
(TS EERaEaaa w 00:25:90:EB:8AF0 10.114.219.131
10114219137 00:50:56:BE:16:8F 10,114.219.152
00:50:56:BE:7C-FE 10.114.219.133
00:25:90:E1:6C:52 6 00:50:56:8E:84:65 10.114.219.151
10114219.136
[13 more]

Fortinet # X&)
A DIAE vRealize Network Insight H1{#2% Fortinet SZARTE4NE E. .

Fortinet 5244 THIER
Fortinet ’%[ﬂ%@ Fortinet Policy Package where Domain Manager =

‘ADOM NAME’

Fortinet 3% Fortinet Policy where Source IP = ‘10.0.0.15’
Fortinet Hijl Fortinet Address where Address Type = ‘ipmask’
Fortinet /:Jj{(lﬁ_j‘iﬂ: Fortinet Dynamic Address where Domain Manager =

‘ADOM NAME’

Fortinet Z)&HtH Fortinet Dynamic Address Group where Domain Manager
= ‘ADOM_NAME’

Fortinet Iz 5% Fortinet Service where port = 5900

Fortinet Iz 5541 Fortinet Service Group where Manger =
€10.0.15.101°
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Fortinet 3Zf& I

Fortinet ADOM Fortinet ADOM where Manager ID = ‘10.0.15.101’

Fortinet VDOM Fortinet VDOM where Domain Manager = ‘ADOM NAME’

Fortinet i)jj‘.f/}flj Fortinet Dynamic Interface where Domain Manager =
‘ADOM_NAME’

{E F Infoblox DNS #iEH FEif

vRealize Network Insight 2454 F /> DNS 15 ER:
= AN CSV X
= Infoblox DNS

E WK Infoblox DNS 5 CSV X2 [AEAEMZE, NSk H Infoblox DNS s ELL .
A PAE F A A Z A sk d A SSH DNS & HIRRIHE 245 B,
% 20-1.

P =2 BWEREWRH R

DNS fefitfefr SEPEA Infoblox 3R DNS k)il

LB CSV 3KHN DNS Hdlnimis .

Flows where DNS Provider='Infoblox'

L
DNS 5fte)7 Flows where DNS Provider='CSV'

U7 DNS f2fERET FEOLIE 1P ikl DNS 05

Infoblox iR A4

Flows where Source DNS Provider='Infoblox'

HAs DNS f262F ) Jws where Destination DNS SEHEEbR 1P i) DNS Befitfe Ty

provider='Infoblox' Infoblox MifidI 4.

Kubernetes SHER)ERILEEA

AT DLAE vRealize Network Insight F13#22 Kubernetes S2{&TE4R{E A,

ERES

] ff@if'%{ﬁ flows where Kubernetes Object = Object name
/~fil: flows where Kubernetes Cluster = 'Production’

] EEH&%%}%% kubernetes pods group by Kubernetes Services

] ﬁ%%ﬁj][]%z kubernetes Pods group by Kubernetes Node

] ﬁ%ﬁr‘?ﬁé?f«[ﬁ/ﬂ MemoryPressure and PIDPressure and DiskPressure and Ready of

Kubernetes Node
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L E%/ﬁ/ﬁ\%m‘@ flows from Kubernetes Object name of the object to Kubernetes Object

name of the object

%WJ flows from Kubernetes Namespace 'PCI' to Kubernetes Namespace 'Non-PCI'
n  EEHREHT:

m  Kubernetes k55 service name %l Kubernetes JIkR%% service name

s Kubernetes JIR55 service name %] Kubernetes pod pod name

s Kubernetes pod pod name %l Kubernetes pod pod name

% 20-2. #&if] Kubernetes X%

Kubernetes %% 75 iR
Ll B kubernetes namespace where L2 Networks = ®  RJFEREE] L2 % “a” [ Kubernetes
'a' s [Al
® list(Kubernetes Node) of Kubernetes Pod ® X1 Kubernetes iy & =30l “a” 11
where Kubernetes Namespace = 'a' Kubernetes 55415
Pod m  NSX-T Logical port where R R A R e R R
connectedto.modelKey in (modelKey of O e 3 26
kubernetes nodes) order by Tx Packets desc B RIERET] Kubernetes 258 L E 7711 Rx
m  NSX-T Logical port where BdRt kT O [ A1
connectedto.modelKey in (modelKey of B /N EBIGHT Kubernetes Pod
kubernetes pods) and Rx Packet Drops > O
m  new kubernetes pod in last 1 hour
5% m  kubernetes pods where kubernetes servicesis ¥ £JIR%511 Kubernetes Pod %13
not set RS IETY Pod #
m  kubernetes pods group by Kubernetes
Services, Kubernetes Cluster
REP=RA B kubernetes nodes where Ready != 'True' B AIEHET Kubernetes 5 %) #
B kubernetes node where Virtual Machine = B BT “vm-a” ERNLIY Kubernetes 4
'vm-a'
" m flows where kubernetes service is set m ik bR Kubernetes IR AAAEM AN &
m  flows where source kubernetes node = 'a' m i Kubernetes 154 “a” wiHbxs
Kubernetes 15200 “a” MimslE
% 20-3. Hfth#&if
SR/ 2E 0 =i R
HA5 Kubernetes application where virtual member = ‘service- FIHL Kubernetes JIk55 “service-a” fitJ@EfIpA N
FARRIR AR T a’ T
application where virtual member = ‘service- HItH Kubernetes JIli “service-a” #l
a’ and virtual member.Kubernetes Namespace  Kubernetes 1y %3 [fi] “namespace-b” fiIf/EMIfIT
= ‘namespace-b’ EeyiilEasd
tier where virtual member = ‘service-a’ and HItH Kubernetes It “service-a”
virtual member.Kubernetes Namespace = Kubernetes iy #4450 “namespace-b” It
‘namespace-b’ HZ
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% 20-3. Hih&Eil (£

SR/ 4P =

count of applications where Virtual Member in
(kubernetes services)

count of applications where virtual member in
(kubernetes services where Kubernetes
Namespace = ‘sock-shop’ )

list(virtual member) of applications where Name
= ‘app-1’ and virtual member.Kubernetes
Cluster is set

it abr nsx-t logical port where (ConnectedTo in
(Kubernetes Pods where kubernetes cluster is
set)) and Rx Packet Drops > O group by
ConnectedTo order by max(Rx Packet Drops)

nsx-t logical port where (ConnectedTo in
(Kubernetes Nodes where kubernetes cluster is
set)) and Rx Packet Drops > O group by
ConnectedTo order by max(Rx Packet Drops)

nsx-t logical switch where Rx Packet Drops > O
and Tag like ‘ncp/project:” order by Rx Packet
Drops

nsx-t logical switch where Rx Packet Drops > O
and Tag like ‘ncp/project:<namespace
name>’

nsx-t logical port where (ConnectedTo in
(Kubernetes Pods where kubernetes cluster is
set)) and Rx Packet Drops > O group by
ConnectedTo.Kubernetes service order by
max(Rx Packet Drops)

flows where firewall action = ‘DROP’ group
by Kubernetes Service

flows where firewall action = ‘DROP’ group
by source Kubernetes Namespace

Kubernetes $if4: Kubernetes events where Problem Entity =
‘<pod/namespace/node Name>’

Kubernetes events where Event code =
‘ImagePullBackOff’ in last 24 hours

Kubernetes events where problem
entity.Kubernetes Cluster = ‘<cluster-a>’

AT ESREXNTOEEER
(T A IR R R e ol 5 5 S P B R AT B

Eiiipu
A SRy Kubernetes IRES 8 TR T 2ics

AR JET Kubernetes iy 25[H] “sock-
shop” 1 Kubernetes JIR 5511 AR 7450

HIHN TREE “app-1" MIAFE K 1 Kubernetes
MR%%

% Kubernetes pod 434111 Rx Ziditu 74k

¥ Kubernetes 75 S0 4111 Rx k0 EFAL

% Kubernetes iy 473 M4 4111 Rx B 774K

PRRE f 23 5y IR 0 B 4L

1% Kubernetes JIk 55 410 1 £ 5741

% Kubernetes JIx 553 4N 57 i E

HHiF% Kubernetes fiy %3[54 AT 55707

S48 Kubernetes SXAA[AIIAT Kubernetes &+
k. Kubernetes SIARIPLTE pod. fiy & 4shluk s
i

N

S 2 24 /NPT “ImagePullBackOff”
[t] Kubernetes 2}

FIH 2 ERERINATT Kubernetes it

o

m  vm where lbServiceNodes is set - #HHEE /LD MIN AR TG BB,
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m vm where lbServiceNodes is set and PowerState !='POWEREDON' - Al HHFER 012 K1l

F2 AR AE M WA IE B 12 T AT AT FE AU Lo
"DISABLED'

- SR AT AT A B
- TR 1 80 FIEfTHIREERSS

m pool member where state =

m Count of Pool Memebers where Service Port = '80'

RAIFTAT B AR T

m service node where virtual machine is not set - FIHEHPERIRS#1ENN HIFEF RS
PBIIRTA RSN, sk BT AUINE] vRealize Network Insight HIFEREFUNLEY vCenter Server

NSX Br XIS AR REA

TN PIAF vRealize Network Insight %25 NSX [k RER]

R 20-4. NSX [y NIEH | 216

BEEH

VM where incoming rules.Source Any

Firewall rule where action = allow and service any

= true

Firewall Rule Masked Event

New firewall rules in last 24 hours
New firewall rules in last 7 days
New firewall rules in last 30 days
Firewall rule where flow is not set
Flow group by firewall rule

Security group where Indirect Incoming Rules is not
set and Indirect Outgoing Rules is not set and
Direct Incoming Rules is not set and Direct

Outgoing Rules is not set

Ipset where Indirect Incoming Rules is not set and
Indirect Outgoing Rules is not set and Direct
Incoming Rules is not set and Direct Outgoing Rules

is not set

Flow where rule id in (1011, 1012, 1013)

Flow where application = appl

w ORBEHIRIRT KSR
w B CRERI ORI R A

VMware, Inc.

R

AEBAEMIRHN CFTRLSREER 4175 o

A S VAR AT v 1B AR

EE AR KBS FIER

mt

At 2 24 /NS QTR AR
AL 7 RO K
L2 30 KRNI KA
GBI KA
AT

PR E K U T

EERMEN LA

A ABHIT IPSet,

arHAREE R 1D R

PR TR I o
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VMware SD-WAN # Z# i)
T PIFE vRealize Network Insight H1382: VMware SD-WAN SZREE4R(E EL
PN B LN Z A il

VMware SD-WAN 34k NI

VeloCloud 72 VeloCloud Cluster where Description = 'cluster one'
VeloCloud £gE5 VeloCloud Data Source where Enabled = true
VeloCloud Edge VeloCloud Edge where Activation State = 'Activated'
VeloCloud ﬁ\”( VeloCloud Enterprise where Name = 'VMWare - vRNI'
VeloCloud WJJ,\ VeloCloud Gateway where City = 'Ashburn'

VeloCloud 5 2 E 4% VeloCloud Layer2 Network where Network =

'172.16.40.2/24"

VeloCloud %#f% VeloCloud Link where Link Uptime = 100%

VeloCloud Jit 7 34 VeloCloud Profile where Name = 'APProfile'
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VMware SD-WAN 324k

VeloCloud 73 %

VeloCloud M4 5%

VMC SDDC ¥ Z &
] PL{E vRealize Network Insight 122 VMC SDDC 94K ELH(E E..

LA R UM R AR

VMC SDDC 3244

NSX Manager

NSX Manager FQDN

VMware, Inc.

IR

VeloCloud Segment where Vendor ID = '1'

VeloCloud Business Policy where Application =

'skype'

VeloCloud Business Policy where scope =

'Edge’

VeloCloud Business Policy where Source

= 10.79.46.0

VeloCloud Business Policy where 0S =

'Linux’

VeloCloud Business Policy where Source

VLAN ID =

VeloCloud Business Policy where Link

Policy =

'Fixed’

1P

VeloCloud Business Policy where Priority

= 'High’

VeloCloud Business Policy where Service

Class = 'Real Time’

VeloCloud Business Policy where Route

Policy =

'Gateway’

VeloCloud Business Policy where Route

Type = 'edge2cloud’

flows where Velocloud business policy =

'EdgeToInternet'’

IR

vmc sddc where NSX Manager

vmc sddc where NSX Manager
Fgdn

R
x5 VMC SDDC 251 NSX

Manager,

7K VMC SDDC [J NSX Manager
FQDN,
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VMC SDDC 54k I fik
NSX Manager % [] IP vmc sddc where NSX Manager 127k VMC SDDC 1) NSX Manager % ]
Private Ip IP Hbik
NSX Manager 2\ 1] 1P vmc sddc where NSX Manager 27~ VMC SDDC [#J NSX Manager 23 /1]
Public Ip IP Mk
2R vmc sddc where Name 7K VMC SDDC [l F5
4147 1D vmc sddc where Org Id fi71s SDDC FimIN41ZL 1D,
LT vmc sddc where Org Name 7R SDDC T BRI £,
€57 vmc sddc where Region 7~ SDDC FTER) AWS X,
VC FQDN vmc sddc where VC FQDN 27K VMC SDDC [fJ vCenter FQDN,
VC Manager vmc sddc where VC Manager 7R VMC SDDC k1) vCenter
Manager,
VC L IP vmc sddc where VC Private Ip .75 VMC SDDC 1) vCenter % [} IP il
Bl
VC A 1P vmc sddc where VC Public Ip 177 VMC SDDC 1) vCenter 23 /1] IP 3l
il
BER R 1D vmc sddc where Vendor ID 7~ SDDC 11y ID,

VMware Cloud on AWS for AWS SL{&

LT 25 VMware Cloud on AWS NSX Policy Manager AHC[1 54«
B NSX Policy Manager Data Source

B NSX Policy Manager

B NSX Policy Firewall

B NSX Policy Firewall Rule

B  NSX Policy Segment

B NSX Policy Based VPN

B NSX Policy Group

Y

B NSX-T 2.4 Fil VMware Cloud on AWS 7 ITK vRealize Network Insight Hif%diR, A2,
TR VMware Cloud on AWS 94k, AUl &5 f)FRiA I SDDC type = VMC ik, 141, ZEAIH
M T VMware Cloud on AWS [HEET-3EI& ) VPN, i

NSX Policy Based VPN where Tier0 = ‘’ and SDDC Type = ‘VMC’ ,

5 VMware Cloud on AWS SUAAHSCH) — S ZZ A it m il 4 T

B VMs where L2 Network = '' (L2 Network -> NSX Policy Segment)

m NSX Policy Based VPN where TierO = "'
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B NSX Policy Based VPN where Local Network = '' (Local Network of Policy Based VPN
Rule)

B NSX Policy Based VPN where Remote Network = '' (Remote Network of Policy Based VPN
Rule)

B NSX Policy Group where Translated VM = '!'

B VM where NSX Policy Group = ''

= NSX Policy Manager A3 FF 415k IPSET. Aitt, FEEHZ Nsx Policy firewall rule where
Indirect = "EENSX Policy group where Indirect = "E@Eﬁ%ﬁ%@%io

NE
]

e AW —LER=

BEEXRRER
PSRRI R (DC) BB

sum (bytes) of flows where ( Dst Manager = 'abc' AND src manager = 'cba') OR ( Dst

Manager = 'cba' AND src manager = 'abc')
»  VTEP jite il

B sum(bytes) of flows where Flow Type = 'Src is VTEP' or flow type = 'Dst is
VTEP' VTEP traffic grouped by VMKNIC

m  sum(bytes) of flows where Flow Type = 'Src is VTEP' or Flow Type = 'Dst is

VTEP' group by ip
w LA

flows where Flow Type = 'Source is VMKNIC' or Flow Type = 'Destination is VMKNIC'

ATREMNsEHNRES
m Internet iyt St FEIREERIAD

sum(bytes) of flows where Flow Type = 'Internet' group by src vm
n  HEAREATAONGE D REFED

sum(bytes) of flow group by port order by sum(bytes)
HERSERTHOFION G i)

sum (bytes) of flow where Flow Type = 'Routed' group by Source Subnet Network,

destination subnet network order by sum(bytes)

w JERWLE T GREOTETIEO
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sum (bytes) of flows group by src vm , dest vm order by sum(bytes)
HEZAERTIR S5 AR RN Lo ] R 7 80

sum (bytes) of flows group by dest vm , port order by sum(bytes)

FREMEMXNIZENRER
i ESX 4GS vm-internet/internet-vm i AT T8 (Palo Alto ik &S EEALAL /N 350

sum (bytes) of flows where flow type = 'internet' and (flow type = ' src is vm ' OR

flow type = 'destination is vm ') group by host order by sum(bytes)

VLR R Erim 525 (Palo Alto A 55 R/ INJEEE)

series( sum(byte rate)) of flows where host = 'ddcl-pod2esx012.dm.democompany.net’'

and (Flow Type = 'Source is VM' OR flow type = 'Destination is VM')

M REFHEREN

28 E N R Fr AR UL

VM where application = 'CRM'
MG TE B AR i T I
Flows where source application = CRM and Flow Type = 'Routed'

PIZZ TR CELfD

Flows where src tier = 'App' and Destination Tier = 'DB'

PIZZ TR CERLRD

Flows where ( src tier = 'App' and destination Tier = 'DB') OR (destination tier =

'App' and source tier = 'DB')

ERHLI ESX B BAEE

Prod-Midtier-1 JEHHLIMEME (MAC, 1P, EAHLE

CPU Usage Rate, Network Rate, Memory Usage Rate, mac address, ip , vxlan , host of

vm 'Quality control-VM26'

AT e UL B0 i 46 53 B
vm group by 12 network
B A e B L4
vm group by datastore

ML (b vSphere R4

host group by version

ML (% vSphere HESHAD
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host group by 0S
s AENFRE UCS HURIATE £/ ) EAra Rl GrEw D

vm where host in (host where Blade like 'sys/chassis-1")
: nos e
FHNER: —BE=
n HdEPOE

count of datacenter

. BHRH
count of cluster
s B

count of host
n JERIALE
count of wvm

I A

count of wvlan

BRAMNENR: KH
VNI GEEEHE

vxlan group by Primary Controller
» T Edge 3 1

routes where vrf = 'Provider Edge 3'

s  DMZDLR %

NextHop Router of routes where VRF = 'LDR-DMZ'
w RS ERE AR N BRI

routes where NextHop Router = 'California-Edge'

BRNER: BFAERN
w PSRRI AR KR
firewall rules from 'Prod-Midtier-1' to 'Prod-Db-1'
n  ELAT any JRAGHN
firewall rules where Service Any = true
w  SER AL

vm where Firewall Rule = 'Prod MidTier to Prod DB - DBService '
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w SRR R AL

firewall rule where action = allow and service any = true
w i HREE B KRR iR
flows where firewall rule = 'Admin to Prod and Lab - SSH'

n  RGHRCAELN
flows where firewall action = deny

. R

Firewall Rule where firewall type = 'GatewayFirewall'
w  EES A KGR
Firewall Rule where firewall type = 'Distributed Firewall'

BRNENR: —KRRERK
KPR, SRR B O S B LR R 5

plan security in last 7 days

h) Y 2 : E
BRNEN: KELREEXNRE
LIS & 2yt VU INES A EN SN
top 7 vm group by name, Vlan order by sum(Total Network Traffic) in last 7 days

n RIS I

top 7 vlan group by Vlan id, vm count order by sum(Total Network Traffic) in last 7

days
KREZBORGEHAIT VLAN NIIRRLS CANE BB K lek L3 150
top 7 flow where Flow Type = 'Switched' group by Subnet Network order by sum(Bytes)

in last 7 days
»  REZHOEFEENET VLAN 4 O] Ress S B s ki HH IR 8D

top 7 flow where Flow Type = 'Routed' group by Source Subnet Network, Destination
Subnet Network order by sum(Bytes) in last 7 days

w TR /X MBI R AL

top 7 flow where Destination Country != 'United States' group by Source VM,

Destination Country order by sum(Bytes) in last 7 days

n  BPIREATEER IR i

avg (Read Latency), avg(Write Latency) of top 7 vm group by Datastore, vlan order by

avg (Write Latency) in last 7 days
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BFRNEN: aRE/RE
o BEAHIRIE RN

vm where Operating System like 'Microsoft Windows Server 2003' or Operating System
like 'Microsoft Windows Server 2008' or Operating System like 'Red Hat Enterprise
Linux 6' or Operating System like 'Red Hat Enterprise Linux 5' or Operating System

like 'SUSE Linux Enterprise 10' group by vlan, Operating System

SR BEERE RS
count of vm where Operating System like 'Microsoft Windows Server 2003' or
Operating System like 'Microsoft Windows Server 2008' or Operating System like 'Red

Hat Enterprise Linux 6' or Operating System like 'Red Hat Enterprise Linux 5' or

Operating System like 'SUSE Linux Enterprise 10'
w RIS E R G ) G T

vm where vlan in (vlan of vm where os in ('Microsoft Windows Server 2003',

'Microsoft Windows Server 2008', 'Red Hat Enterprise Linux 6', 'Red Hat Enterprise
Linux 5', 'SUSE Linux Enterprise 10')) group by Vlan
count of vm where vlan in (vlan of vm where os in ('Microsoft Windows Server 2003',

'Microsoft Windows Server 2008', 'Red Hat Enterprise Linux 6', 'Red Hat Enterprise

Linux 5', 'SUSE Linux Enterprise 10'))

RGN 5 2 Bt R R AR GO I KBS, 152 WA AR - OR 47 2 32 B )
BRIEAG

B ] 45

AR IR, ATLAE T de i RN TRIFEIRIR b Sohisf R Ay, FTDAWIIRE (nd 2 24 /N %
3 KA SR TR, T LA AT IS e (1 H BRI TR, B2 ] AGE A T i e e
Hlo

RRER

FREER TR B SR E R VCAC ARSI T EIA . TUIA S ettt FoRRE R, XU B AL 9k
S HO N JmMELL R i s R A R A R R T

WA PURIT el & R AR H, DEEGER ARG, wr DUy MR olidE
Ao

TE PTDURIEHE S R R ST A, AR B A I KA B TR

AR T VXLAN U RER, HH num vms > 0 #EE W LA TR
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Showing 12 results for Vixlan with filter Num Vs » 0 at T 3 H
Filters ¢ 12 entitles Expand AN Collape A%
[P — e Siteb-Aundh-LS
Mumber of WVis NEX Manager Srope Legment 10 Network Addres E»
= WM Courtt Ed 10.19717.114 Global 006 192168230024
~
Siteb_P-seattle-wadan
1 {51 Humber of Vs NSX Manager Senpe Segment 1D Metwark fAddress +
2 s 3 10.197.17.229 Global 5000
3 12 Siteh_P-redmand-vadan
Humber of Vids WX Manager Seape Segment |0 Metwork Address
Ada o 2 10497.47.229 Global 5001 1721720024
* Szope

Siteb-Wagholi-LS
Humber af Wiz NSX Manager Stope Segmenti |0 Metwork Address
2 1019717114 Global 5005 192.168 260024

2 10.177.17.114 Global 5002 192.168.24.0/24

Slteb_P-transit-vidan-2
Humber of Whis NESX Manager Scope Segment |10 Metwaork Address L
2 1019747229 Glabal 5005 1721760724

Siteb_P-transit-vidan-1
Humber of Whs NSX Manager Scope
2 10.197.17.229 Glabal

Metwark Address
721750024

Siteb-Transit-L5-1
Mumber of Viis NSX Manager Seope Segment 1D Metwork Address ol
1 101717114 Global 5003 192168210024

9 Slteb-pashan-ds-1
Humber of WMs N5X Manager Scope Segment 1D Metwork Address !

Filters

w Default Gateway
All

192.168.23.10 (1)
¥ MEX Manager [
k SCope

Vi Count

VMware, Inc. 316



{ii Ff] vRealize Network Insight

PAHYREERG, WEEHER, R AMER LN OIE LIk o WA E—RYIkas 200,
TM@FHJE“”“’ 4/ INME R EE R ATER o A2 B55 L R /IME R B R Z 2RI ] R ders i, A %25
Rl e s (DA RAENTRders O UEID  SRIE LA FhZiideas . o nl LA IO 2t A = A k48
FFFEMITH LR, vRealize Network Insight ¥ 1 ) s SR A mVC RO Im 2t s, 0] DR 20 e o
TIPAN H o B Mmtasal A 2 T I R 45 1 @ . Wb — ANk s h e B im e as i, ok
R RERPRNE R,

vCenter #rigd

vRealize Network Insight #2482 ALY vCenter Fric.
AILASE T vCenter FRicHTF E SUBMMI TR 2. filan, wTPAE S HbRc ok i A N 2t T

£

vm where tag = ‘{keyname}:{value}’

T PRcHBE T — 20 LA Forfilh, keyname EARidTEMZEA, value EFRCII AR,

WA LA name A1) vCenter Aricuk & SUBM AN LI Bt 420k, b T HR RN other
names JEME. WHTLA I ARSI TRR (2 A1

Bian, ST A

vm “other-name-1"

vm “other-name-1" to vm “other-name-2"

MR, other-name-1 Fll other-name-2 & HEX B, name SEiFRICIET name 2551,
WAl PaE i R vCenter Frid Ko Mg,  aERTR.
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by Ty st Wt W) Switched Mo [W] Ested [%.of W)
99% 4% 6%
VM D VM of EWY W ot (6 of V-V Irsterrest

100% 8% 0%

AL M 2 M) 7.1 X8

L] vCenter Fric, MR M uAI R AR EED

Analyze Flows | All @ H v || @ lastiday v |

VLAN
g
§
E)
VPC

AN, FEM R EieZ v LA PR = AR . Bl E, BT
Analyze Flows ‘Tagv Category, Consumers v H @) Last 1day ¥ |

Micro-Segments
Virtual Machine name like

by VLANNXLA_“_ Service
Security Groups
VXLAN

Security Tag

Q
Micro-Segments

Select upto 3 tags

by VLAN/VXLAN @ | v’ Category

Consumers
Delete
Deployment
Owner

Retain
%,

1r dErh, TR,
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Analyze Flows | Category, Consumers v ‘ ‘ @ Last 1day v |

Micro-Segments
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ML vRealize Network Insight BJR
M=

VMware Site Recovery Manager (SRM) s&—FuxEW T H B, IR -SRI AT BE . Jorhil
WA Eh4HE, vRealize Network Insight 374 SRM 8.1 X kA, b T+ 9E 1 vRealize Network
Insight, SRM 2 H shB TR MENR L THIRO ST 1 DA G 3 1, I I8P 18 T T shid R A7 AE AU

FoedeRE L THEMBCE SRM {5 E, 12 M VMware Site Recovery Manager X #%,
vRealize Network Insight JXER G SR 2 4 F a0 T TR

TR E 25 L vSphere Replication,

NEAE SR AN S ik 5 R AIRC . SRM,

RSOV T AR 2 13, SRR T SRM UL IERRAC EL ik SO

NOMERETH VRN Z2BER RS2 R 3719 U5 ) VMware vSphere Replication. 5 H VMware
vSphere Replication i}, 5% & vRealize Network Insight 3 s K/ NI F R 4 2 811

RPO, VUMELEKAEHARVI AT eI D AR E Eoe . oG HIEEE, B2 W VMware vSphere
Replication 344,

Pl vRealize Network Insight G EEFIMA LR . 5T/ NUATHE S A D8, iR e AL
EAL T — MR A . T, ESCEATAEE BT — MR DE TR S . AT DA
LB T AR AT,

GRS T, IR vRealize Network Insight BRI ERIPHE MBI TH . Bk 5 &1
SR B A S e, G HRIT, SRS SR AL HAb 5 1 S e
ﬁ%%&o

Hi, AFHER SRM U TEAT2RINT) IPv4a H e X

UK vRealize Network Insight JEAUALIERZE AL BAARIRUMIZSACE . A, s SRM B, AERTLL
SEWF TR T, DARERIAT T AT 5 R =2 A AN ) RPO FRAIES 5 ]

¥+ vRealize Network Insight FERA T B2k 1 & 2 AHE] R 28150 1

QAR A kS O S A2 R S LA AR O, T ELAEAHRI A 2% 2 (R BEE TS, 5T A
2 vRealize Network Insight FEAUATIAC & A AR 1P JSsh, X SN S 2 AR 471 5.
RIS BRI R e AR G e, EIRE ARG IE BT,

QAR 5SS S AR S B A AR S, 52 IR E RS AT 1P HE X . FEIXFME T,
SRM HIF G & BN, B B K E JE M, 15 0A T R TFah e 44

Eﬁﬁﬁ?é%ﬁiﬁﬁﬂ‘]ﬁ_?‘f change-network-settings ’n%/%o
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2 1FFE 1. G 2 /S 3 BT A FAH4KIZEST update-IP-change 4

3 EH&%%%%I\':—LJ:];'?:I vrni-proxy set-platform --ip-or-fgdn <with-updated-ip-of-

Platforml>,

4 RAEMRSRE. WA A ERREIR IS AISTT, e M FE 5 1S R

T OBEX FRGAITEANE R, 1520 (vRealize Network Insight T2 %451 ) -

ATERE T DA
. ORISR

R ¥R 2 37 5= 7~

DL 1& vRealize Network Insight e E (DR) Bz sl B

1 WARCAE ORI uE S AN it PP B R 5 SRM

2 NERYHIAE vRealize Network Insight 5 St i &, Bl 2 HIN, 154 vRealize Network
Insight SCBIFE LB S B R (RPO) IRl Flan, anie BAT A E G FIREERS 178 (hEEk
/) [#) vRealize Network Insight 3%, WIFEEL 45 5381 RPO, (HANME 17 i A BRI/ INIIRE
%, WINERMLEREN RPO, PRI a] IR BEAC B AR T P EREERIER

[l stepar  [PRepications ) protection Groups [[] Recovery Plans

Forwarc d replications Forward replications

3 QUEEORIPAL. WIREAERERPAL M ORIPROEEIIAL

e} [Pyrepications () ProtectionGrowps [ Reco

@ VRNI-Cluster-Platforms-PG

Virtual Machines

Qo
& QoK
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4 QUEESARRN ORI AR T

[@stepar  [Hyrepicaions ) protection Groups  [F] Recovery Plans

i} VRNI-Cluster-Platform-RP

Tv  Poctinsus v RecownyStts Y PotectenType v Protectedsie

5 PATIBEIKE . X PTLARROR YIS T B T A
6 SRM N EMI TR, LABSUEA DR THA s,

7 B R 4R B T 5 ] vRealize Network Insight BN EE ALY 1P, iAW Tk &
I 2% B i 1R & vRealize Network Insight fE#UAL, 7F vRealize Network Insight
s I FEAUNLS , REEii 1P HilETF-3h/ fids vRealize Network Insight 1555, N F#IE,
SRFEEHTRIAA R SR

8 HTHmANZHET SRM T IPv4 BHIEN, Hitk, 1EMEUINE, BRI DIFEHT vRealize Network
Insight DR ABGAEAFAE WA 25 B

BT ECE, HPATLA M RAE:
a ﬁﬁﬁﬁ*ﬁfﬁﬁj_ﬁﬁﬂ']é?f change-network-settings ﬁﬁ”/%o
b V&1, FE 2 S 3 0 A EAH4KIZET update-1P-change 5%

C Eﬁ&ﬁﬁ%%%ﬁi@ﬁ vrni-proxy set-platform --ip-or-fgdn <with-updated-ip-of-
Platforml>,

d ARSI RGN A RIS ST, M T TR 5 S 5

VMware, Inc. 322



AR HEBR

RIS TPA N
m NENEAEI /iR 3P
LR W5 =

REVE IR R R IR

IR IR, RTARE
* 22-1.

H DFW IPFIX

N
Sk F AR RO R Je2 (Invalid

Response from Data Source)

TCENARELREAIN L5 N £z (Data
Source is not reachable from Proxy
VM)

RH%H| NSX Controller (No NSX
Controller found)

FPRIR TS AA VLR (Data source

type or version mismatch)

e B EJRR H#5 (Error connecting
to data source)

HAHH (Not found)

VMware, Inc.

BB AR, PRI THE R

JRE

vRealize Network Insight fCFITC AN
MEIREREIE R, BEAZE BASR
TS

SSH/REST it [ 22 ok 443) |k
U5 1P Mk A7k M vRealize Network
Insight FRHERREANLIE TUIIA], sk 28
VAN o FR VS IR H B

1E “NSX Manager £fiji” TlfrHE gk
Pt NSX Controller, {HRZ:%5E NSX
Controller,

FRALHOEIIR 1P Mkl /FQDN AL ke
[NpAei ez

vRealize Network Insight X REHUIHI G
AR RIS . SIS B

o

F4:#|] vRealize Network Insight 1¢#
R

R M LR PR T 56

J 2E S
(E— LRI BT rh, el R AR Y
W A TR RE . W

RSN, IR SRR T

ISUF M 22 5k 443 _F11) vRealize
Network Insight fCEERELEN E T
., MREdRIEC B HErristT, JIF
HF5 kBB M vRealize Network
Insight HER AN 2 I 144

1 NSX Manager %25 NSX
Controller, KJG7E “NSX Manager %
PR VI FikH “NSX Controller” &
HHE

AR EdER 1P Hitk/FQDN 27
e e ERIR A, DL IRACE A5 52
vRealize Network Insight 34

YSUE I 22 5k 443 1) vRealize
Network Insight fCFREELHLE B
R, WA EdEIRC B HibfEistT, If
FLI kB ABH 11 . vRealize Network
Insight {REH LA LB IR B2 o

A O AF vRealize Network Insight
REEREN LA vRealize Network Insight
S AL Z IR TR

323



{ii Ff] vRealize Network Insight

*22-1. (&)

1N
SRR, ik IPFix (Insufficient

privileges to enable IPFix)

IP/FQDN 7%k (IP/FQDN is invalid)

FE IR (No data being received)

FEIRICE (Invalid credentials)

HEPEE T CA (Connection string s
invalid)

P ALBEAES LA T AR AT T

(Recent data may not be available,
due to processing lag)

WOREHN, it (Request timed
out, please try again)

F TR AR A A8, 1 B A S
H817] (Failed for unknown reason,
please retry or contact support)

AR FAF SSH O FHS5 A5 B 59610
(Password authentication for SSH
needs to be enabled on device)

SNMP RS (SNMP connection
error)

i B DFW IPFIX

eS|

2937 vCenter HE T IPFIX (1T i
HPL R DVSwitch.Modify;
DVPortgroup.Modify

TEERIE DU B2 IP/FQDN Joasisk
IFAE

vRealize Network Insight “F-& eI LR
W E ok 13250511 vRealize Network
Insight FEERRANLAIEE -

SRR IR

AERRIR T FPER IP/FQDN KR
MRS

vRealize Network Insight “F-& T
, AEACEEIRRE G o
JoIEAE R E R TR N FE R K o

BRI, WREM

TEARINER RS b ZEHIE 1 T
SSH %3t

HEFEE] SNMP i L H

vRealize Network Insight A~ )= 1 DFW IPFIX,

i)

AR
THE.:

L] PREAII L S

M PR ER VMware Cloud on AWS IR, anifiait )= 1] DFW IPFIX B,

(No New collectors can be added).

JERTTR

I P ER BB R

FLBEAT R4 IP/FQDN Mkt

EAR SRR Lo

FEBLIEHII .

AR IP/FQDN Hikk,

TR SR Lo

il ARIAEREE, WIPCR ST
(N

il WERIATEREE, WA STRHE

[

TERS I MBS 1) 8 L0 SSH R 1%

i 5}'{ \%ilJtE

IEE T CUE FbRIRE RS IR
SNMP,

L] REMAFEAG RN MG, ARG EEAMEOMNHAI 488 IPFIX (Provided user does not have the

required role.

VMware, Inc.

Only users with the following role can enable IPFIX: Cloud Administrator).

TATRES ARV R

H:
H R

324



{ii Ff] vRealize Network Insight

RE

= VMware Cloud on AWS Y737 DFW IPFIX U B2 fid BP0 N EE R . (R, B0 Tl B S0k
E AR, BaB T

TR IHT S (No New collectors can be added)

nlz
HE.

Settings Add a New Policy Manager Account or Source of VMware Cloud on AWS
Install and Support .
o WCenter” (1) veenter.sddc-35-162-64- 19 Lumwareume.com [VC VMC P...
Accounts and Data Sources

Collector (Prowcy) VM *
Data Management Tip: Want to increase capacity of your collector? Click here
IP Properties and Subnets »

1P Address/FQDN * sdde-35-162-64-191 SV EOM
Events >

CSP Refresh Taken ™ (7 6f60fe1-6d45-448f-b3d5-T6e7e15¢92bb
User Management

. Validate Validation Suceessful

Lol | Enable DFW IPFIX
Mail Server ritl,
SNMP Service | No new coflectors can be added.
Property Templates

Nickname *
My Preferences
System Configuration Notes Optional

£

About

m ki

w  JIPERAEMUR. WEREAEBEE MO HEE VMware Cloud on AWS SEIEETHILER T
BNRAE

Settings Edit Account or Source

Install and Support .
WVCenter* (1) wveentersddc-34-218-191-237 vmwarevme.com (VC VMC bt

Accounts and Data Sources

Collectar (Praxy) VM
DataManagement Tip: Want to Increase capacity of your collector? Click here
IP Properties and Subnets »

1P Address/FQDN *
Events >

CSP Refresh Token ™ (L) 232add00-f35e-4d7d-af61-d6c08aa1d%2
User Management

S Validate Validstion Successfu
Lk ] Enable DFW [PFIX
Mail Server ; g
a

SNMP Service ! administrator, Cloud Acdministrator
Property Templates
My Prefe g Nickname * POLCY VMC M5P2Z
System Configuration

Notes Optional
About 2

VMware, Inc. 325



{ii Ff] vRealize Network Insight

LA ES
o BRIHEERR, Bt
o MHERBLAWCEERS, B
w  OUESETIOERCE SO, Bl
o BUEREEE P E R, EHITU R PR —
w CBEEERMESECST
» URAZEEAMONHFSER.

VMware, Inc. 326



{# F vRealize Network Insight 1%l

BRI 2 VMware Cloud
on AWS

f# ] vRealize Network Insight, A DAL EBEsEEAEE, DM R FTR2%] VMware Cloud on
AWS ik AWS,

BB IR 2%
g2 SIS PSR P (EULA),

a O VMware J]ik FrolESRE] VMware Tk
b BRI,
TSR —J B LA FLbk

c P VMware 4511 EULA.
m N OVA X

a  EEE| VMware AN R, WIHEA https://my.vmware.com/group/vmware/home

b 12 vRealize Network Insight,

¢ Num#i vRealize Network Insight “F-& FIHHE OVA X1,
R,

a  BUEARGEBNER,

b BUESZ SR SRR

L2 HB# vRealize Network Insight *F-4 OVA SCff,
S R BT
ARk s ]

H% vRealize Network Insight fXFE OVA 1,
A vRealize Network Insight 4l VMware Cloud on AWS [ k&5 50

a »h W NN =

SSW3 KRR 1 %5%%) vRealize Network Insight,

78I VMware Cloud on AWS vCenter,

3 Jshn VMware Cloud on AWS NSX Manager,
SR IR PP A Ao 32

a  TFEhOIEN T

b HWER P AR
c
d

N

R4 BN IR

SR IRy

VMware Cloud on AWS: JIGIFI54> B
5519 T AR AR
m 5520 T IR
m EHIR

AREEBHE TR F

VMware, Inc. 327


https://my.vmware.com/group/vmware/home
https://docs.vmware.com/cn/VMware-vRealize-Network-Insight/5.3/com.vmware.vrni.install.doc/GUID-F4F34425-C40D-457A-BA65-BDA12B3ABE45.html
https://docs.vmware.com/cn/VMware-vRealize-Network-Insight/5.3/com.vmware.vrni.install.doc/GUID-080518F2-2383-4E7F-A63C-71EB3AA23432.html
https://docs.vmware.com/cn/VMware-vRealize-Network-Insight/5.3/com.vmware.vrni.install.doc/GUID-6C092864-F842-4743-A3F1-9DD00DE47581.html
https://docs.vmware.com/cn/VMware-vRealize-Network-Insight/5.3/com.vmware.vrni.install.doc/GUID-0B1CE539-76B1-422E-A6D8-56F774192A09.html
https://docs.vmware.com/cn/VMware-vRealize-Network-Insight/5.3/com.vmware.vrni.install.doc/GUID-613C6A66-2155-4AAD-A011-FB3B5DF7BF7A.html

i [f] vRealize Network Insight

m  QIFREL NSX Manager [ CSP il #74ii
m  QfREN vCenter R
m PRSI

W IKEL NSX Manager #J CSP R4 f#

£ VMware Cloud on AWS NSX Manager fFE 74 1%] vRealize Network Insight i1, #5552
JHT 2 o

S8

1 ZSR%F] VMware Cloud Services 54l 5.

[ vewore Choud Sevices |Disc %+
L - +« o4 ®a P

it apos Q) hrpsymymeam.. X veestas tetwork L. [ Wdmers vieaize . Q) vetmere (1o wie. [ TascUeiooce G TeseUm zooce @ vetwam inowisd.. [ w08 | i e

Welcome ta
VMware Cloud Services

Sign in with your amail address.

Sign in using anather account

VMware, Inc. 328



{ii Ff] vRealize Network Insight

2 F “FRIOIRSST N, s VMware Cloud on AWS,

@ hitps: fEensale. cloud. yTware. ComM /e

x

My Services

) WMware Cloud on AWS

More Services

5] WMware Cost insight

Analyza coud costs, find savings opps

ate the cost of seraces to

T access

<45 WMware Cloud Assembly

terate o apphest
aike gevarnant

£, WMware Network Insight

i visibility across clouds to understand &
depandencios, pian securt

s5ue:

WMware Hybrid Cloud Extension

and infrastnaciure hybndity across any

K] WMware Cloug PKS {formerly VKE)

Kuberretes-as-4-Service that provides

Basy 1o use. secure by default, and cost effactve

retas for modem ap..

[ vMware Service Broker

Browse through the catatog of infrastructurs and

s055 muliie cloud plattorms and

3 WEFTHRIEAE X EdET L (SDDC),

D YMwars Cioud on AWS SHOCH %

& e

& ittpss)jume vmware.comy:

X R

+

B vhovare s

D Vhdwars IT - Vi

O ook Ut 2cex {0 Vhwars K

WMware Log inteligence

vlest

Analyza 593 to promate ramd bro ating and root

cause analysis across private, public and fybrid cioud

4} VMware Code Stream

Actlerate your s
DavCs KP metrics acr

tio

¢ wCloud Usage Insight

Automate mar

iy regarting 1o the VCRS business portsl

m Usaga Mater appliances by

B Vivware Products.

# o4 a0 @

B other Boskmarks

VMware, Inc.

US st 1Dres)

Memory

512 GB

Feay

Storage CPU

10 TB

oo v

BU-PRO-NSXT-MS

83 GHz

CREATE SDDC

Memeory

512 GB

AcTIONS

Getting S

ACTIVATE TERM SUBSCRIBTION

Storage

10TB

329



{ii Ff] vRealize Network Insight

4 RIERREIR,

@ VMeare Coud cn s s x|

[ C @ hpsy/vme wnware comyconsole)s:

d s ieea- 1474853228

B Vi hmize . ) Vhaware (1 - e

CMBU-PRD-NSXT-M5P2-T12818 - s

satngs  Supgort
Support Information
Wmen contacting support. piease v the ollowing information raady as It will nalp s nalp you faster

Logaed In user, pandeatemware.com

org o C53FMIG-00A0-1a2e- 8302334060885

A lese-170-4853-8208-100ITIOTAZE

500 Varsion 150

yment Date 129018, 21 AM

vCanter PUDHC 1P, 24.MB1. 237

vCanter Private i#: 0705316

MEK Manegar 15 0705813

5 i N NSX Manager IP Jifil,
6 Fh O A4l g E R,

T HIRAZU TIREN SDDC Hi,

S I8, U VTIMENE.COMY 5t

X voeatzabatwork L. (@] Wdwirs © VMmare T M [ Tasklistfdocs [F) Tas

@zsocs O Ve Knowded.. [ ME|Viwarior. X, vANIFUEL-Motw. B Jendns B Vs Praducts s B Other Boskmarks

siaM ouT

VMware, Inc. 330



i [f] vRealize Network Insight

7 Ak API AL
HXER, SR APL AR,

AR AP AR, AR BRI NSX Cloud B B

ER

AT DL A RoeHH 20 9T VMware Cloud on AWS SDDC 3T S 5IF .

W{AFEEY vCenter £1F

4 vCenter FUEIEAINZ] vRealize Network Insight, {873 vCenter 75,

S8
1 5% VMware Cloud Services #4l& .

[ Vi Clouc Senvces (Disc X

e e @ * o4 MO @
H#oagps O itesymevwam., X veenlze tetwork L. [l WMeacs vlealze . O Wmece T v [ TaskUsttdoo B Test Ust Zoocs (@ Vware knowied.. [ 8 | VWwareinier.,  SE vEN-FUEL - Netw.. [ denkine BB Viowees raducts o [ Other Bockmarks

Welcome ta
VMware Cloud Services

Sign in with your amail sddress,

Sign in using anather account

ENGLISH =

VMware, Inc.

331


https://docs.vmware.com/cn/VMware-Cloud-services/services/Using-VMware-Cloud-Services/GUID-E2A3B1C1-E9AD-4B00-A6B6-88D31FCDDF7C.html

{ii Ff] vRealize Network Insight

2 F “FRIOIRSST N, s VMware Cloud on AWS,

@ hitps: fEensale. cloud. yTware. ComM /e

x

My Services

) WMware Cloud on AWS

More Services

5] WMware Cost insight

Analyza coud costs, find savings opps

ate the cost of seraces to

T access

<45 WMware Cloud Assembly

terate o apphest
aike gevarnant

£, WMware Network Insight

i visibility across clouds to understand &
depandencios, pian securt

s5ue:

WMware Hybrid Cloud Extension

and infrastnaciure hybndity across any

K] WMware Cloug PKS {formerly VKE)

Kuberretes-as-4-Service that provides

Basy 1o use. secure by default, and cost effactve

retas for modem ap..

[ vMware Service Broker

Browse through the catatog of infrastructurs and

s055 muliie cloud plattorms and

3 WEFTHRIEAE X EdET L (SDDC),

D YMwars Cioud on AWS SHOCH %

& e

& ittpss)jume vmware.comy:

X R

+

B vhovare s

D Vhdwars IT - Vi

O ook Ut 2cex {0 Vhwars K

WMware Log inteligence

vlest

Analyza 593 to promate ramd bro ating and root

cause analysis across private, public and fybrid cioud

4} VMware Code Stream

Actlerate your s
DavCs KP metrics acr

tio

¢ wCloud Usage Insight

Automate mar

iy regarting 1o the VCRS business portsl

m Usaga Mater appliances by

B Vivware Products.

# o4 a0 @

B other Boskmarks

VMware, Inc.

US st 1Dres)

Memory

512 GB

Feay

Storage CPU

10 TB

oo v

BU-PRO-NSXT-MS

83 GHz

CREATE SDDC

Memeory

512 GB

AcTIONS

Getting S

ACTIVATE TERM SUBSCRIBTION

Storage

10TB

332



{ii Ff] vRealize Network Insight

4 RRERIR,

@ VMeare Coud cn s s x|

ot

[ & htpeyjume vmware ca

B i ez

Gatting Startad

sapcs ool Dewelopar Canter

CMBU—PRD-NSXT—MSF’2—112818 & ut westiorenon

Summary  Networking & Securfly A0 ORs T

ancoting  S4Nings  Support

wCenter Information

o)

> Datauit vCenter User

@

3 vSphere Cient (HTMLE}

o

3 wCenter Server AP| Explorer 55000 14 Z18-15% Z3 B GOV D ek ]

[©)

> PomerCL Conrect Connee 1 “BEFV VOETUET SO0 34-2°8- 19257 ATHNEUTE COM -FO0GT MIDE ST GOUa0MINGNTE MG -PISINOrS <T5TR0T

3
J

et E VTR R0 | @

3 vCenter FGDN oD v

TR rewer amd ) ( Rewohaion Aseres Fushe B 34

. comiconsoieRscr RN

5 J&JF vCenter FQDN,
it I vCenter FQDN {4115 B,

6 JRJTERIA vCenter [Tk FAGREUT] - 44 AN i
ERH X TSl R e

@ vhawars Cou o vt Sk x|

B DS VG vmware camican

Gelting Started  §, DaR<

CMBU-PRD-NSXT-M5P2-T12818 & i« s e

Sattings  Supgart

Summary  Networking & Securfty  Add Ors  Trow

wlenter Information

~ Dafault vCenter User Account

Shos crecentials for Dpen vCenter

cloutadmingrene iocal [

> uSphire Clant (HTMLE) Q)
3 Veenter Server APIExplorer = o)
w VCEnter FODN

httpasfivennter. sdde- 34-218-1W1-237 ymwarevme.com/ Bubsie (P $£.218.101.237 resalvabie from internet 34.218.191.237 16.70.59.198 h

VMware, Inc. 333



{ii Ff] vRealize Network Insight

THE W K B At 2 )

5j vRealize Network Insight “V- &1l {FH, WHERRER HTTPS Ui [ 443 X H i st T )1,
WeSe s Py A U5 IEA N VMware R URL:

m *.vmwareidentity.com

m  gaz.csp-vidm-prod.com

m “.vmware.com

®  *.ni-onsaas.com

AN, B feir NTP FITDNS 7iiht, DU vRealize Network Insight ik vRealize Network Insight it &%
IEHIE T,

BN VRS KL OIS KSR -

m AFR A NE AR AR

Ji: ABUEERS 1P HilEY VMware Cloud on AWS 414 Fx.

Hbr: AR

n JIR% - &P HTTPS. DNS, DNS-UDP, NTP, ICMP
w  BE - U
NS - Internet #10

AR - HUREFFEDS T H S0 %,

VMware, Inc. 334



	使用 vRealize Network Insight
	目录
	关于 vRealize Network Insight 用户指南
	入门
	简介
	主页
	导航
	设置

	在 vRealize Network Insight 中添加数据源
	受支持的产品和版本
	添加 vCenter Server
	添加 VMware NSX Manager
	添加 VMware NSX-T Manager
	添加 VMware SD-WAN
	添加 Cisco ASR/ISR 以进行 SD-WAN 评估
	添加 VMware Cloud on AWS
	为 VMware Cloud on AWS 设置 vRealize Network Insight 收集器
	为 vRealize Network Insight 创建 VMware Cloud on AWS 防火墙规则
	添加 VMware Cloud on AWS vCenter
	添加 VMware Cloud on AWS NSX Manager

	添加 Amazon Web Services
	添加主 AWS 帐户
	创建主帐户策略和链接帐户策略
	在 AWS 中创建角色
	在主 AWS 帐户中创建用户
	为 AWS API 访问配置防火墙

	添加标准 AWS 数据源
	在主 AWS 帐户中创建用户
	创建标准帐户策略

	AWS：地域阻止支持

	添加 Azure 订阅
	启用 NSG 流日志

	添加 VMware PKS
	添加 Kubernetes
	添加 OpenShift
	添加 Palo Alto Networks Panorama
	添加 Check Point 管理服务器
	添加 Cisco ASA
	添加 Fortinet FortiManager
	添加 Arista 交换机 SSH
	添加 Dell OS10 交换机
	在 Dell OS10 交换机上启用遥测

	添加 Huawei 6800/7800/8800 系列
	添加 Cisco ACI
	为 NetFlow 和 sFlow 添加物理流收集器
	添加 vRealize Log Insight
	添加 Infoblox
	添加 F5 BIG-IP
	添加 ServiceNow
	添加 ServiceNow
	默认 CMDB 配置文件
	自定义 CMDB 配置
	发现不含工作负载关系的应用程序的示例
	发现单级应用程序的示例



	添加新的通用路由器或交换机
	编辑通用路由器或交换机


	迁移数据源
	从 vRealize Network Insight 中删除数据源
	配置 vRealize Network Insight 设置
	查看系统运行状况
	配置数据保留时间间隔
	配置 IP 属性和子网
	导入 DNS 映射文件
	配置子网与 VLAN 之间的映射
	配置东西向 IP
	配置南北向 IP

	配置事件和通知
	系统事件列表
	查看和编辑系统事件
	编辑系统事件
	对事件执行批量编辑
	禁用事件
	事件限制

	编辑用户定义的事件
	配置用户定义的事件

	查看平台运行状况事件
	NSX-T 事件
	Kubernetes 事件
	通知
	基于搜索的通知
	配置事件通知
	事件通知
	将问题存档
	禁用事件
	配置事件通知服务



	配置身份与访问管理
	配置用户管理
	添加本地用户
	为 LDAP 用户分配角色
	配置轻型目录访问协议 (LDAP)

	从 VMware Identity Manager 导入用户
	配置 VMware Identity Manager
	从 VMware Identity Manager 主机获取证书指纹




	配置日志
	查看和导出审核日志
	设置 Syslog 配置

	配置邮件服务器
	配置 SNMP 陷阱目标
	删除 SNMP 陷阱目标

	管理许可证
	根据许可证版本比较功能
	添加并更改许可证

	配置自动刷新时间间隔
	配置用户会话超时
	添加 Google Maps API 密钥
	配置数据源证书验证
	手动接受数据源证书

	查看审核日志
	加入或退出客户体验提升计划
	查看安装的运行状况
	启用支持通道
	管理磁盘利用率
	查看节点详细信息
	创建支持包
	了解收集器和平台负载的容量

	vRealize Network Insight 中的 Direct Connect 支持
	查看 VMC Direct Connect 详细信息
	查看通过 Direct Connect 的流
	Direct Connect 搜索查询

	vRealize Operations Manager 集成
	创建和扩展群集
	创建群集
	扩展群集

	在 vRealize Network Insight 中配置流
	启用 IPFIX 配置
	VDS 和 DVPG 上的 IPFIX 配置
	在 VDS 和 DVPG 上启用 IPFIX 配置

	VMware NSX IPFIX 配置
	启用 VMware NSX-V IPFIX
	启用 VMware NSX-T DFW IPFIX


	对物理服务器的流支持
	在物理设备中配置 NetFlow 收集器
	Cisco 4500
	Cisco Nexus 1000v
	Cisco Nexus 9000

	扩充流和 IP 端点
	搜索物理到物理流

	查看已阻止的流和受保护的流
	网络地址转换 (NAT)
	NAT 流支持 - 示例

	VMware Cloud on AWS 个流
	创建 VPC 流日志
	将流记录从 F5 发送到 vRealize Network Insight 收集器
	创建 IPFIX 收集器池
	创建 IPFIX 日志目标
	创建日志发布者
	创建 iRule
	TCP 和 UDP 协议的 iRule

	将 iRule 添加到虚拟服务器
	创建路由条目


	Kubernetes 和 VMware PKS 范围和流信息
	查看实体详细信息
	查看 vRealize Network Insight 系统（NI 系统）详细信息
	查看平台虚拟机详细信息
	查看收集器虚拟机详细信息
	查看 VMware vCenter 数据源详细信息
	查看 PCI 合规性详细信息
	导出为 PDF

	查看 Kubernetes 详细信息
	查看负载平衡器详细信息
	查看虚拟机详细信息
	查看 Edge 设备详细信息
	查看 NSX Manager 详细信息
	查看 VMware NSX-T Manager 详细信息
	查看 NSX-T 管理节点详细信息
	查看 NSX-T 传输详细信息
	查看虚拟服务器详细信息
	查看池成员详细信息
	查看 Microsoft Azure 详细信息
	查看 VeloCloud 企业详细信息
	查看 VeloCloud Edge 详细信息

	查看 SD-WAN 和 Edge SD-WAN 应用程序详细信息
	查看 SD-WAN 评估详细信息
	生成评估报告

	查看 VeloCloud 链路应用程序详细信息
	查看 VeloCloud 业务策略详细信息
	查看 VMC SDDC 详细信息
	查看 Arista 硬件网关和 Arista 硬件网关绑定详细信息
	查看 Cisco Nexus 设备详细信息
	查看“流洞察”详细信息
	查看微分段详细信息
	查看应用程序详细信息
	分析 - 异常值检测
	如何检测离群虚拟机

	分析：静态和动态阈值
	配置阈值和警示
	查看“阈值配置”页面


	查看实体拓扑
	虚拟机拓扑
	主机拓扑
	VXLAN 拓扑
	VLAN 拓扑
	NSX Manager 拓扑
	在 vRealize Network Insight 中查看 NSX 对象的审核信息


	使用看板项
	看板项
	插针类型
	衡量指标插针
	“实体列表视图”插针
	事件视图列表插针


	看板
	插接板的共享和协作
	将插接板设置为主页
	复制插接板


	vRealize Network Insight 中的负载平衡器支持
	F5 作为负载平衡器
	查看负载平衡器详细信息
	查看虚拟服务器详细信息
	查看池成员详细信息
	负载平衡器相关的示例搜索查询

	NSX-V 作为负载平衡器

	网络可见性
	路径拓扑
	AWS 虚拟机-虚拟机路径
	NSX-T
	NSX-V Edge 中继接口虚拟机-虚拟机路径
	vRealize Network Insight 中的 NAT 支持
	VMware SD-WAN 虚拟机-虚拟机路径
	Arista 硬件 VTEP 虚拟机-虚拟机路径
	VMware Cloud on AWS：虚拟机-虚拟机路径
	Cisco ACI 虚拟机-虚拟机路径
	支持 Cisco BGP-EVPN 模式
	支持等价多路径 (ECMP) 路由
	对 L2 网桥的支持

	查看 BGP 邻居详细信息
	到 Internet 的路径

	安全性
	跨 vCenter NSX
	Palo Alto 网络
	Cisco ASA 防火墙
	Check Point 防火墙
	安全组
	基于策略的 VPN
	NSX 分布式防火墙非活动规则
	Fortinet 防火墙

	使用微分段
	分析应用程序
	在环形视图中查看微分段和流数据
	在网格视图中查看微分段和流数据
	手动创建应用程序
	为物理 IP 创建层


	应用程序发现
	添加已发现的应用程序

	VMware Cloud on AWS：规划和微分段

	建议的防火墙规则
	导出规则
	NSX DFW 通用项目
	将 CSV 导出的配置保存为属性模板

	导出并应用 Kubernetes 网络策略

	使用搜索查询
	保存和删除搜索查询
	搜索查询
	Azure 搜索查询
	Cisco ACI 实体
	Fortinet 搜索查询
	使用 Infoblox DNS 数据扩充流
	Kubernetes 实体的常见搜索查询
	负载平衡器相关的示例搜索查询
	NSX 防火墙规则的搜索查询
	VMware SD-WAN 搜索查询
	VMC SDDC 搜索查询
	VMware Cloud on AWS for AWS 实体

	高级查询
	时间控制
	搜索结果
	筛选器
	vCenter 标记

	规划 vRealize Network Insight 的灾难恢复
	灾难恢复场景示例

	故障排除
	常见的数据源错误
	无法启用 DFW IPFIX

	使用 vRealize Network Insight 计划将应用程序迁移到 VMware Cloud on AWS
	如何获取 NSX Manager 的 CSP 刷新令牌
	如何获取 vCenter 凭据
	计算网关防火墙规则



