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Linux /opt/vmware/bin/sso-config.sh

BB &M

n  HNEEREST] Platform Services Controller 6.0 Update 2 S8 kAS, HA{#JT] vCenter Server
6.0 sl EA, B A 5.5 T TR BION 6.0,

WU R R E T AT (PKI), DLMUEZ MR L N EOK:
w PSR (UPN) XTI & 28R (SAN) &7 #4111 Active Directory /.
w  CDIUENERIN CRTRR AT B R R RE R S SR UE, 7 N R R

AR
m  J50F Platform Services Controller Web FHHUE 45 i & H LR EE; A0, wliss iz
i«lﬁﬂﬂﬁj\gﬁiﬁo

il E Active Directory rillil, FEEHAENFRNEZINE] vCenter Single Sign-On.
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» 4 vCenter Server LBt il 4y Active Directory FrIZIRFI— N ZA o SRIEALE ] Fraf
LT S deuk, POt /e Active Directory 411, FfH A7 vCenter Server #5H BURAAL,
administrator@vsphere.local i TCEEHATEIBE K S50 E

n QEREAEAEALE T ] Platform Services Controller HA fiitih Jy5€, B 7EI% S AR~ S ie b 2 i
SERITA HA TR . 15200 VMware H1HHZE T 2112085 (Windows) &k 2113315 (vCenter Server
Appliance),

1 FHOEBHEHEHIB] sso-config JTHIREFF AT RIS IR ST

HEI B3

Windows 5% %5 Platform Services Controller Windows %2355, F:{# Ff WinSCP i 25 BIf
SRR A2 S

Appliance a IRk i SSH TR RRESTEHIE

b B shell, 41 Ff=,

shell.set --enabled True

shell

chsh -s "/bin/bash" root

csh -s "bin/appliance/sh" root

¢ ffiffl WinSCP a2 5 FRE Rk 15 2 i 2 Platform Services Controller

) /usr/lib/vmware-sso/vmware-sts/conf,

d RIS shell, a1 AR,

chsh -s "bin/appliancesh" root
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2 fEHEA Platform Services Controller 155 |, il fifiJf] sso-config CLI it B & R{E
o

a %3] sso- conflgﬂ IAFTFER H 5% .

PRI

P R

Windows C:\Program Files\VMware\VCenter server\VMware
Services

Appliance /opt/vmware/bin

b isfT Ml

sso-config. [bat|sh] -set tc cert authn -switch true -cacerts
[FirstTrustedCA.cer, SecondTrustedCA.cer, ...] -t tenant
flan:

Identity

sso-config.bat -set tc cert authn -switch true -cacerts MySmartCAl.cer -t vsphere.local

c  EHABEWIEEL

service-control --stop vmware-stsd

service-control --start vmware-stsd

3 #j VMware Directory Service (vmdir) 5T BEES%AE, s Rt

sso-config. [bat|sh] -set authn policy -certAuthn true -cacerts

first trusted cert.cer,second trusted cert.cer -t tenant

5l an:

sso-config. [bat|sh] -set authn policy -certAuthn true -cacerts

MySmartCAl.cer,MySmartCA2.cer -t vsphere.local

WFRABEZ N UES, ATV Z I 254
4  FEATAHAM SR, e T N e,
sso-config.sh -set authn policy -pwdAuthn false -t vsphere.local

sso-config.sh -set_authn policy -winAuthn false -t vsphere.local

sso-config.sh -set_authn policy -securIDAuthn false -t vsphere.local

AL A AN - R I AIEE A S gl s 75 o
5 (M) ZEEIEBRIK RV, WisfThl Mg,

sso-config. [bat|sh] -set_authn policy -certPolicies policies

VMware, Inc.
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LHEZANENG, LS MRed], fln:

sso-config.bat -set authn policy -certPolicies
2.16.840.1.101.2.1.11.9,2.16.840.1.101.2.1.11.19

MRV AR EUET RIS SRS S &P I e VBRI RIS 1D X509 UEAS A HAA A 5mg ik o
6 (k) ZAIHECEGEE, sl M.

sso-config. [bat|sh] -get authn policy -t tenantName

{# A Platform Services Controller Web REEIE 28tk 54 I81F

A PLM Platform Services Controller Web SIS FHAIZE R GE R D I6UE . B 8 SO SRR AR 2 7
BT

M ST E B SN, 1AL sso-config a2k Platform Services Controller,
SR, AIDLmRH{E ] Platform Services Controller Web i T fF5% .

1 [ Platform Services Controller, DAH Web H W a8(E ] 8 st il sk g A2 2 e k15 .

2 [ SIS, el DLE# T sso-config AL Platform Services Controller Web ALfific
LIS o SCRFT B I uE AT A A B IRC B A7 E VMware Directory Service /1, H{E vCenter
Single Sign-On J& KT Platform Services Controller 524 [F & i .

WARE BN RE R SR uEHF Z A 3 3e e Ty, W s S R RE R S e bt 8 5%

WM vSphere Web Client s AEIEN, I H A P 2 s S5t 2 o<, ) root ﬁHFjZ’H@
DU PR PAE I iz T A R4 M Platform Services Controller x4 TH 41 H )T A0S D 4556
2o T Windows; 4T Linux, 15{#i/H sso-config.sh.

sso-config.bat -set authn policy -pwdAuthn true

ARG

m MINEEAEHE T Platform Services Controller 6.0 Update 2 B 5 A, HAS ] vCenter Server
6.0 TR, RihiA 5.5 5 iR 6.0,

IR R R R E T AT (PKI), DLMUEE R L 20K
w P EREIR (UPN) IR T I 26 AR (SAN) #4711 Active Directory K)o
w  CDIUENERIN CRTRRFF AT B R YIET R EE R S SR RE, N bR

AR RIZIE
s I Platform Services Controller Web FHAMEP 2T i & P TR s, B0, witissfhess
RS,

il E Active Directory Frifjil, JEEIHAENFRINIEZRINE] vCenter Single Sign-On.

m } vCenter Server & HE LIt it4s Active Directory FRiHIRFIR— a2 1. SR IREE ] Fm
AT Srndirul, MM IE Active Directory #iH, Jf H HA vCenter Server #53 GURFL
administrator@vsphere.local J{| S CiEHI TR BE £ S5k
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ISR ERPAEE ] Platform Services Controller HA iR 755, 1E7E % FLA AR K S D36 Uk /i
SERETA HABCE . 1520 VMware FHEZE W #E 2112085 (Windows) Bk 2113315 (vCenter Server
Appliance),

1 FHOEBHEHE SR sso-config JHIRRFF AT RIS IR STk

HET ik

Windows L5 Platform Services Controller Windows 222, JE4li ] WinSCP ok 25811
SRR A2 S

Appliance a  EREEF T SSH BRI HIG .

b B shell, @ FFR,

shell.set --enabled True

shell

chsh -s "/bin/bash" root

csh -s "bin/appliance/sh" root

¢ ffiffl WinSCP sl Z& {0 s FRE b 15 2 i) 2 Platform Services Controller

FIY) /usr/lib/vmware-sso/vmware-sts/conf,

d RIS shell, a1 FATR,

chsh -s "bin/appliancesh" root
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2  {Ff Platform Services Controller 155 |-, it {li[f] sso-config CLI Bl B GE K G ueiFi
o

a A sso-config AT FE R H 5% o

P R

Windows C:\Program Files\VMware\VCenter server\VMware Identity
Services

Appliance /opt/vmware/bin

b isfT Ml

sso-config. [bat|sh] -set tc cert authn -switch true -cacerts
[FirstTrustedCA.cer, SecondTrustedCA.cer, ...] -t tenant
flan:

sso-config.bat -set tc cert authn -switch true -cacerts MySmartCAl.cer,MySmartCA2.cer

-t vsphere.local

EHIZ S RE MIETS, (HAZAEE S R INZS A%
C  HUFTRBIEEAUA LA IEL

service-control --stop vmware-stsd

service-control --start vmware-stsd

3 fF Web Hllagsd, mntdeeEll N URL %825 Platform Services Controller:
https://psc_hostname or IP/psc

RN, Platform Services Controller =445k IP Mtk vCenter Server =445k P b
HEAHIA]

4 “Jy administrator@vsphere.local Bk vCenter Single Sign-On & A At R B8 JH F 2 /s
i,

QRAE R T AR, 15PL administrator@mydomain S5E %,

M%) Single Sign-On > IitE

PR RACE, TP CAIEFEI .

LM A AFUES, T AIMES, SRR, WA CA SR A uEts, R BERE.
THGE S HIUERCE, H L B RIERCE A R, RS B R SR e Tk

ToiEMIE Web B Huk22 ) RSA SecurlD 555863, HAZ, R E Mar$17 F RSA SecurlD,
REK oRTEZ Web FLHH,

(00} N [o)] ul
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RE RS MR B H R
AIPLAE XGEB R E, JFLIFEE vCenter Single Sign-On &35 A Y E AN UE B IS EAORLE
1wt f#i ] Platform Services Controller Web ¥ sk &l (] sso-config A, TTLLEHENXAT N,
Jrade B oy B T CA T SCHREIN 2
s QUREZETmANK A, T vCenter Single Sign-On ZIK{Tfi CRL 1k OCSP 4%,
s QERCEMM#HERE, WESRE BT PKIEE,

{X OCSP

ARGV CA SCRF OCSP MR, JIHH] OCSP A% 1] CRL ATl bt .

{¥ CRL
WL UE CA A3 FF OCSP, NS ] CRL #2245 1] OCSP /%,

OCSP #1 CRL

kR UE CA RN 323 OCSP iR %411 CRL, ] vCenter Single Sign-On 1567y OCSP iR # .
QORI R SR AR AR Ak 2 A AT, ] vCenter Single Sign-On ¥4 CRL, X TG AL, 15l
JFH OCSP Al CRL A&7, FH 5 ] CRL 1Ely OCSP ffs b

n  QURESHMAE, WEg T AR L N AR
OCSP URL
ERANEAL T, vCenter Single Sign-On K & AE g EGUEAOUES 1 E S OCSP M AR B . Wi uE+
R DIAE BT, s R B R e (i, ROy erE RS A T HD . WAL R AdEe
44{&:%0
i FRIEF RS CRL
RGN R, vCenter Single Sign-On A& fE# I UEFOUE T3 2 K CRL FOAz . Wbk b CRL
Oy RSY R A EOE R BRI, A eI
CRL &
QISRAR A FREB R CRL I HL B8 CRL ez B (e HTTP URL) , WM I
AN, ATDLIE S R IE - g S E— R ] vCenter Single Sign-On $£52f1UE15

ARG

n WU 1] Platform Services Controller fiiAk 6.0 Update 2 B 5 iR, LN &S ]
vCenter Server hfitA 6.0 S mhcA . KA 5.5 55 FHREIRAS 6.0,

IR R R E T AT (PKI), DLMUEZ MR L N 20K
w P ERSIR (UPN) IR FE I 26 HI AR (SAN) § e #4711y Active Directory K-

w  CDIUENEBIN TR AT B R R RE R e SR E, 7 R R R
AR RZUES
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4

5

ISUE Platform Services Controller Web FLHIUEP & 70 2 i & H ) TAER G AW, Wl ss e
LSRG L

Bl Active Directory b, R HAEARIRIEESINZ] vCenter Single Sign-On.

¥ vCenter Server FHE G fi (07 B4y Active Directory bR g—AN sk 24 o SRS H ]
AT Sy a6 uE, PO I/E Active Directory 411, Ff HL.H AT vCenter Server £ 2 GUFFN.
administrator@vsphere.local [T CEEP TR HEF S HAIE

QS BELE AR EREE T P Platform Services Controller HA il 752, 151 B G S0 > i
SERTAT HATBCE . 152 W VMware 1R 2113085 (Windows) Bk 2113315 (vCenter Server
Appliance),

7F Web JlBE s, i #8EDPL N URL 4424 Platform Services Controller:
https://psc_hostname or IP/psc

TER N EBZE T, Platform Services Controller M5k IP #itik 5 vCenter Server =41 # 5k IP 1
HEAHIA]

4 administrator@vsphere.local & vCenter Single Sign-On £ HE A4 (R A sk BaFs e JT] 4 Fss
i,

INFAE LN F5E T AR, 1514 administrator@ mydomain Sk o
2% F) Single Sign-On > BIE .

RS RAERE I S e .

GnSRUE A T A PRI FR R AT, AT DAL B B SEFRUEAS SRS 1 A s D siein

% E RSA SecurlD B45&1F
H DSBS B R P 3 RSA SecurlD A i AS R 2l 55t AN SR M a2 1 135 T SecurlD

N rro1
Wi

HRVEE A, S I RSA SecurlD #HE T vSphere &M 1.

E RSA Authentication Manager ZLK P 1D Jufiliff] 1 2 255 /> ASCIN FAFAUME—FRIATRT . ATV
ML ZR: 55 (&) F5 (%), KT5 (). NS (<) RSSO,

ARG

VMware, Inc.

ISUF A 2 4 ] Platform Services Controller itk 6.0 Update 2 B S A, DA S ]
vCenter Server iR 6.0 sk =i, B 5.5 5 S EIRA 6.0,

W uE RIS R A IEFIRL LY RSA Authentication Manager, PLK T FUE® BA RSA Ahf,
I RSA Authentication Manager ik /X 8.0 B 5 S i,

¥:F RSA Manager # HOFRIHIEE TS LU INE] vCenter Single Sign-On. 52 WA I vCenter
Single Sign-On Frilji,
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= Il RSA Authentication Manager R4t il LAi#T Platform Services Controller £4#144, PAM
Platform Services Controller Z%,215 1 LUEHT RSA Authentication Manager T414.

n  EEESAR > SR UEAREE > EECE S, M RSA Manager S sdconf . rec XfF. filRH4id:
B AM Config.zip XHFPAZEHK sdconf. rec I,

m ¥ sdconf.rec X{EEH#IE] Platform Services Controller 75,

1 HUE sso-config BIAFER HR,

prinlil HR

Windows C:\Program Files\VMware\VCenter server\VMware Identity
Services

Appliance /opt/vmware/bin

2 #HJ5M RSA SecurlD HMEUE, st Fand.
sso-config. [sh|bat] -t tenantName -set_ authn policy -securIDAuthn true
tenantName Jz- vCenter Single Sign-On 48k, ERIAGIL T A vsphere.local,
3 (e SN HEA SN UL, s T M.

sso-config.sh -set authn policy -pwdAuthn false -winAuthn false -certAuthn false -t

vsphere.local

4 ERCEIAEIAME Y ATt R P ] RSA b, s T Rt

sso-config. [sh|bat] -set rsa site [-t tenantName] [-siteID Location] [-agentName Name] [-
sdConfFile Path]

lan:

sso-config.sh -set rsa site -agentName SSO RSA AUTHSDK AGENT -sdConfFile /tmp/sdconf.rec

FIDARRRE LA T Tl

ZET i3y
sitelD i34 Platform Services Controller 344 1D, Platform Services Controller 374545

AHiSHAT A RSA Authentication Manager S, WA IR E 12
PeI, T RSA il ¥ T4 11 Platform Services Controller 3%k, {4 DIASE]

byt NGl evin

agentName 1f RSA Authentication Manager H1iE X,

sdConfFile M RSA Manager N1 sdconf.rec XENURIA, JLH{uHh RSA Manager 1Y
IP b AR R
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5 (M) FERAHFECEEBOARRIME, s M.

sso-config. [sh|bat] -set rsa config [-t tenantName] [-logLevel Level] [-logFileSize Size]
[-maxLogFileCount Count] [-connTimeOut Seconds] [-readTimeOut Seconds] [-encAlgList
Algl,Alg2,...]

WHEO N, BRIAEE AR, Bl
sso-config.sh -set rsa config -t vsphere.local -logLevel DEBUG

6  (A[e) GuRARIRIEARE B AR AR HIWER P 1D, W EFRIR A userID &1,
userID JEMEHITIIS LDAP JEIE/E RSA userlD.

sso-config. [sh|bat] -set rsa userid attr map [-t tenantName] [-idsName Name] [-ldapAttr
AttrName] [-sitelID Location]
fian:

sso-config.sh -set rsa userid attr map -t vsphere.local -idsName ssolabs.com -ldapAttr

userPrincipalName
— ALy oz N A
7 BERORUETEE, w4

sso-config.sh -t tenantName -get rsa config

7R

WIS E 2 P AN S5 Bl HLE S SecurlD A 4563, ) P A2 B P 2 F1 SecurlD
SR TE R o JoE A I P AR R TR R

EIREREE

M vSphere 6.0 Update 2 JT4fi, FPAEAERIIARH U RRE Al . nI DA R FEESOR, tnf DAESR TP
FA A AR R AT 2 kAN A o P DA HIRNES P ot LT AR P ks 3R
W R ) A2 R ATE

1 fF Web #I¥igs, mntfaell B URL %845 Platform Services Controller:
https://psc_hostname or IP/psc

RN T, Platform Services Controller =445k IP Hilik S vCenter Server =445k (P 1
HEAHIA]

2 /y administrator@vsphere.local &k, vCenter Single Sign-On & # b ZH 1 HAb sk D3 e ) 4 s
i

WA LR HRIE T AR, 150A administrator@ mydomain S35
3 £ Single Sign-On , %GHEE, ARG HEEBFEELT .
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4 LG ORI

HEI R

R BT B AR DL S PSR . PRIR st E A, S D0k s A 7 B

Y b=y ok BHRRRI R A DL EOR I B s 2 iR A . ] DU AT A
HE.

P TR, BAMESL T, BRBEESCASE 1 agree to the (FIFIZD o AIPAMIHL
HINNA, I Terms and Conditions (SaiFI&IE) .

HE PP SR A B S a0, SRFRNEAR ISR, an s IR AR, )
THEAE AT o

1% vCenter Single Sign-On A{EE M AR FRHEEF SR IRETE
}"%‘

vSphere Web Client 4 [ Zh{E N TTE1 SAML 2.0 IR FLALELR (SP) 115 vCenter Single Sign-
On, A DLEHAB IS0 IR S L AERE P U I 2] S5 16+, Horp vCenter Single Sign-On 724 SAML 54/
AT (IDP), iXUEJIR S HLMEFL P IATITS SAML 2.0 T, & BT, WS L vCenter
Single Sign-On JH T S5 UE, ARSSHRBRE B 0 T 857 U AR

7 vCenter Single Sign-On R PL&HAth SP [ IDP, vCenter Single Sign-On ARE &8 AL IDP 119
SP,

H SAML IR SRR FI DU E A S 2uEg - (B, 8RB SR D &5
AR, 4, vRealize Automation 7.0 FIEI Skt A S #F vCenter Single Sign-On {E8N 227, 1]
PIM vCenter Single Sign-On i1 vRealize Automation %% B, )5, vCenter Single Sign-On R DL
{F 1855 ¥ vRealize Automation N AT SHAEGIE .

ZHs SAML RS SRR P IIANZ] RIS, AUHEAE SP 5 IDP 2 [Al524 SAML Jelil ki it 2.
[FIRIEAT

W R vCenter Single Sign-On FilfifiJi] vCenter Single Sign-On IR F5 A THERAT55 o
1 K IDP el S H RIS, e RIS ARl SP,
2 TSP uHdEIFE IS A IDP,

" DL vCenter Single Sign-On [ vSphere Web Client $tifisH IDP St M SP S aGx 204
Wio W EA{liJ]] vRealize Automation 28 SP, 154Nl vRealize Automation S F4, T iG-S SP
JUEEATSEN IDP e (s B

RS HIGEL TR SAML 2.0 brif, A NG ASE AR o

AN SAML FREBIRIEIEF

1 SAML IRSHE AR P04 vCenter Single Sign-On, 71 vCenter Single Sign-On 155 S5tk
PP INENZIRSS . B PR, YR BRSNS, IRSIEMIEF#aE vCenter Single Sign-
Oon X H A T S 3 uE
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G VMware vRealize Automation 7.0 FIEE SR HYH) Single Sign-On itk J7 %5 vCenter
Single Sign-On SRR P A —ike, S WA R e AINE SAML IRSSTEAERE 7, Il At
o

1t AT T BN SAML RSS2 AEFE 75 N\ 5 vCenter Single Sign-On, PLACKf vCenter Single
Sign-On JudE T AR SAML JIRSHAEREFT, DUEPI MR BERE 7 Al L2 pr 45k .

AIREMG

EIARIR S5 15843 FF SAML 2.0 #idf

RTTEARAT FIEE SAML 2.0 JolidiZery, ArIRE e M T4 A RER L SN Bilan, anik
{#EIf2 Active Directory iy HNSLIR 55 (ADFS) SAML IRSSHE R, AR sesdnit A T4t
RERF A BEREL MEbRE TR

fed:ApplicationServiceType
fed:SecurityTokenServiceType

MHTICHEM vSphere Web Client 5\ SAML IDP JtAE,

izl
1 B BIEMN IR SR 5 B S
2 CBIRSSHRMLRY T e IR S NE] vCenter Single Sign-On H1,

a DL administrator@vsphere.local Bi#ll45 vCenter Single Sign-On &L SUEALTI HA T S 1 S0
&7 4| vSphere Web Client,

H A vCenter Single Sign-On FE GURFALT 7 T vsphere.local 384 EE G4l H
b i% Single Sign-On > L E .,
c ekt SAML HRSFIRME T LTI K.

d fEAR SAML IRBIREEEFPIOTTEIRE 7B b, EHERATER XML FAFHURG R A, Bl
M-S AL SN, IRE RN

3 54 vCenter Single Sign-On st
a 1R SAML IRSREERF TR 7R, R TG
b EE S

4 LR SAML IRESHLEFET (Bl VMware vRealize Automation 7.0 kB =il , IHHB T
SAML IR S HLAFL T I3 vCenter Single Sign-On JCAGERINENZIR S HL LT .

HIGNTTEIE NS B, 520 vRealize Automation SCAY,
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e SRS (STS)
vCenter Single Sign-On ZZ a4 IS5 (STS) &Ik AT . FubLri] 244 Web Ik 55 .
PHREL SAML A1, 200 STS B2l L AR . AR IR P2l

AP

vCenter Single Sign-On FRIFJEHEEHERTH 2R3540
N R

BT

STS FRs E e - T SR Ieur, S BN SAML AR, STS i Il STS &4k
X SAML AT, HRZA TS . BRIANEOU T, ¥ VMCA ARl STS 240k, AILA
M vSphere Web Client F4BkiA STS 24 UE 15, FRAETTA Rl L4 RIS R T A UE TS, A IAER
e STS 40

FIPEA SAML AR, 1% SAML AT fEZ I HTTP S5RI— TR % (U Ak & Aht
HGIATRIS) o SUSTUUHENCY (RSIREELRD AIDAH SAML AR,
L& LA MRETRY STS ERIEH

QR EEHUERIA Y vCenter Single Sign-On Security Token Service (STS) &5 44uF45, 1EVADA BGHTIE TS
TR HAINE] Java B, It R T AR AR & /NS Platform Services Controller #75 I
PATIZIRAEI LB

I ZIEBRARU N HERARRSNG, BRAETA R RIEEADCHUE, NS08

WHRIZ1 T2 Platform Services Controller Windows 2235, 152 IW7F Windows 223 vCenter [N/
BCHT STS &40,
$B
1 QT SR PARAEHTUE B I A% H SRR E
mkdir newsts
cd newsts

pwd
#resulting output: /root/newst

2 ¥ certool.cfqg XHEHRHH R,

cp /usr/lib/vmware-vmca/share/config/certool.cfg /root/newsts
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3 JTJF certool.cfg XHIIRIAT I T4ntE, DIHEE A Platform Services Controller 1) P Jfl:

FFENLL

FEI S AN B B BB AN FAT - anlA R osBlfs.

#
# Template file for a CSR request
#

# Country is needed and has to be 2 characters
Country = US

Name = STS

Organization = ExamplelInc

OrgUnit = ExamplelInc Dev

State = Indiana

Locality = Indianapolis

IPAddress = 10.0.1.32

Email = chen@exampleinc.com

Hostname = homecenter.exampleinc.local

4 R

/usr/lib/vmware-vmca/bin/certool --server localhost --genkey --privkey=/root/newsts/

sts.key —--pubkey=/root/newsts/sts.pub

5 AiET

/usr/lib/vmware-vmca/bin/certool --gencert --cert=/root/newsts/newsts.cer --privkey=/root/

newsts/sts.key --config=/root/newsts/certool.cfg

6 RPNy PKI2 %3,

openssl pkcsl2 -export -in /root/newsts/newsts.cer -inkey /root/newsts/sts.key

-certfile /etc/vmware-sso/keys/ssoserverRoot.crt -name "newstssigning" -passout

pass:changeme -out newsts.pl2

7 CBuEEs gl Java HAIE (JKS).

/usr/java/jre-vmware/bin/keytool -v -importkeystore -srckeystore newsts.pl2 -srcstoretype
pkcsl2 -srcstorepass changeme -srcalias newstssigning -destkeystore root-trust.jks

—-deststoretype JKS -deststorepass testpassword -destkeypass testpassword

/usr/java/jre-vmware/bin/keytool -v -importcert -keystore root-trust.jks -deststoretype

JKS -storepass testpassword -keypass testpassword -file /etc/vmware-sso/keys/

ssoserverRoot.crt -alias root-ca
8 HIPHUNN, YU\ Yes B BLLKIRIEI 291

RESR
BUAEBIRTI S AITIESS o 125 WURIH 4 4 IR S5 UET o
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£ Windows 223 vCenter R4 FTHY STS £ 4&iFH

QAR EEEHERIAN Y STS B 4UE45, AU — N EB I g Java %541, DU R T
Windows HifRj 258

EZUEBRA RO HE RSN, BRAFST A R R SR ADCIUE, SIS,
WORAE RIS AS, 155 WAERAS [ AERGHT STS 254Uk .

1 AN H SRR

cd C:\ProgramData\VMware\vCenterServer\cfg\sso\keys\
mkdir newsts

cd newsts

2 Bl certool . cfg HMIRIAIEHH BN H R,

copy "C:\Program Files\VMware\vCenter Server\vmcad\certool.cfg"

3 $TJf certool.cfg AHMRIAT I T4REE, PAMEREHIAM Platform Services Controller [1J IP Hihl
MENH o
[EI 5 /X T, HAAE SN0 o AR B 17X — i,

#
# Template file for a CSR request
#

# Country is needed and has to be 2 characters
Country = US

Name = STS

Organization = ExampleInc

OrgUnit = ExampleInc Dev

State = Indiana

Locality = Indianapolis

IPAddress = 10.0.1.32

Email = chen@exampleinc.com

Hostname = homecenter.exampleinc.local

4 AR

"C:\Program Files\VMware\vCenter Server\vmcad\certool.exe" --server localhost --genkey --

privkey=sts.key --pubkey=sts.pub

5 AmiE

"C:\Program Files\VMware\vCenter Server\vmcad\certool.exe" --gencert --cert=newsts.cer --

privkey=sts.key --config=certool.cfg
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6 CEEPEHh PKI2 R,

"C:\Program Files\VMware\vCenter Server\openSSL\openssl.exe" pkcsl2 -export -in newsts.cer
-inkey sts.key -certfile ..\ssoserverRoot.crt -name "newstssigning" -passout pass:changeme
-out newsts.pl2

7 CKuE BNz Java BYIE (JKS).

"C:\Program Files\VMware\vCenter Server\jre\bin\keytool.exe" -v -importkeystore
-srckeystore newsts.pl2 -srcstoretype pkcsl2 -srcstorepass changeme -srcalias

newstssigning -destkeystore root-trust.jks -deststoretype JKS -deststorepass testpassword
—-destkeypass testpassword

"C:\Program Files\VMware\vCenter Server\jre\bin\keytool.exe" -v -importcert -keystore root-
trust.jks -deststoretype JKS -storepass testpassword -keypass testpassword

-file ..\ssoserverRoot.crt -alias root-ca

RESR
BRI AR o S WURIHr & 4 IR S5 UETS o

Rl#r % &< BARSIEH

vCenter Single Sign-On RS #3 05 MR SS (STS), SRS E— AT . SWUEfei a4
W Web )55 . BA 2 A IR S5k A5k ik ks, #5nT DL vSphere Web Client i Faptf Hab T
JRlET o

BRI SAML A, T P dn e S IR 55w (STS) #efit =M ha . s+ 1 sy,
A

RO
HAauH P

vCenter Single Sign-On FRIFJEHELAERTH 2R3
STS F F = g T S ieit, S B IER SAML A4, STS IR &I STS &
ZAUEX SAML AR T 44, RIEBZ S S e BRIME SR, B VMCA AR STS 25 41F
+,
PR SAML 25, 1% SAML AR EZ R HTTP K Ig—iR 0t 1 k1% (Rl REaE s & A0 fR
T RIR) o HA PO USSR AI DA H] SAML AR (s B
QNN B SRS B Z A B e A R s R s HAROUES, AT ATE vSphere Web Client il 45 STS &
AR

TIPS R G IS o ARz, W& SEGERAR] HXERLFRA 5%

H ORI BE, WIOEEEE T S, PMETDH S S) vSphere Web Client IlR55 1 STS k%S .

VMware, Inc. 58



vSphere 241k

Bt 4E
FRINIZEINE] java A FERIUE P M Platform Services Controller G IZIZA< s T {Euk

Platform Services Controller %%

certificate location/keys/root-trust.jks flUl: /keys/root-trust.jks

Bian:

/root/newsts/keys/root-trust.jks

Windows 223t

certificate location\root-trust.jks

i
C:\Program Files\VMware\vCenter Server\jre\bin\root-trust.jks
FR]

1 DL administrator@vsphere.local 5477 vCenter Single Sign-On & HE GV EAD FH 10 Sy 55k
#l vSphere Web Client,

HA5 vCenter Single Sign-On &2 GIEFA I H 7 vsphere.local 8 EE G4
2 RIS RA STS 254 1l K, SR )a RN STS R ZuEBIEbr,
3 e,
a LB B A B A JKS SR, AR T,
b I RN BN,
c s STS BIABERITIS, A5 R EHE .
d B RN RN,
4 TREHTE.
5 {5 Platform Services Controller %51, PUSEN STS iIRZ5H11 vSphere Web Client,
TR ZHT, SHBuE ek EE BT, H D aEmR e,

i€ LDAPS SSL iEF iyt HI B BA

S Active Directory LDAP IR #3K1 OpenLDAP RS #brii, HuvE il LDAPS, A
LDAP jfiie b2 SSL w45, SSL b BAETE SR AR 2 ek W i i 15l i o JA (s AR R g A 0 H
12 1 S e BT LR

A Active Directory LDAP JIR5#351 OpenLDAP JIR %25 7f J k552545 7E 1daps:// URL N,
AT EUEEE G S, HARERRRRIEEL 1dap: // REA “PRiRiRE T E" SRR e,
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Bz

PL administrator@vsphere.local @i 47 vCenter Single Sign-On 5 SR P S5 8 %
#l vSphere Web Client,

HA5 vCenter Single Sign-On &2 SR H 7 vsphere.local 381 EE G4 .
NG RGEHE > Single Sign-On > L E
FRTRIEB IR, R TR RIR R kiR,
B BRI SO A A A I H 0
FIRE BRI RTINS G B — NS, Fonub R B .

%12 vCenter Single Sign-On %X B&

vCenter Single Sign-On HIE SR EITIAEE AT 2 2] . I DAAE AR 2N vCenter Single Sign-
On %5, BT SRR AIA RN .

Ym4E vCenter Single Sign-On ZHEEEE
vCenter Single Sign-On Z I %} vCenter Single Sign-On [T P8 g =R T IBE A — 20 A1
B, s Mg\ T vCenter Single Sign-On J# (vsphere.local) H1 T

IRINEAL T, vCenter Single Sign-On 5 7E 90 Kt . HHSELE LA, vSphere Web Client ¢
) K AR

B

1

a b W N

L administrator@vsphere.local ©k#l#5 vCenter Single Sign-On 5 SRR ER i S 5 5%
#l vSphere Web Client,

HA7 vCenter Single Sign-On & GUFRALN HI AT vsphere.local JfE B G14
A F ST > Single Sign-On > &,

PR SRIGIATI S, SRS e R A SR

R,

S R RIS S A

P g

R B SRS A

mE A JH P AU AU BT B ) A A R R R

PRI H ARESEEEI I Z B ANE, an,  WR AR T Rl 7S AN I AT Ay
= WHEEN 6.

RAKE ST R T

MR BRI S DT S/ NRIEAE N TR BRI IR 15 2R A ey
SR

VMware, Inc. 60



vSphere 241k

%f

Brni
FRER BRI AN e/ NEH o BRI LR EEM RSO, WTFFTR:
mORRRTAT: & # %

m FRFRF AbcD

B KS7R: ABC

B PNS5EF: abce

B T 123

TR TR N E AN T K EFVING ZR I EH,

1E vSphere 6.0 M HE A, b i HIEHE ASCH 7 1F, {£ vCenter Single
Sign-On [P WINRAH,  SCRH - RAA-(ERR

AR AR R WA S Y ESAAR TR RN, AT 0. BN, G 1, A
FEEHE DL P25 p@$$word.
6 MEE.

Ym48 vCenter Single Sign-On $i7E K H&

vCenter Single Sign-On Bl & Sl e M Pk Fate 26, A P22l A ERI R SR, R
IR B S 2 H P vCenter Single Sign-On ik, 48] DL G 8 5

QS F P B R S 2 28 55 vsphere.local, WPRE0E H o il BE Jems,  n] 48 e i 20 L BOoss 5%
FARKEL, DA 2 WA K . 2RI A TR 7E F shfi ik 1 2 il A& iR Ko
F OOEERAGE TP, mAEHTRZ K (40 administrator@vsphere.local) .

B

1 DL administrator@vsphere.local Zk#i#5 vCenter Single Sign-On 5 B GV R A T 71 B 5 55
#l vSphere Web Client,

HA5 vCenter Single Sign-On &2 BRI H T vsphere.local S8 EE D14,

2 WREIRLGETE > Single Sign-On > R &,
3 PRSRRRRIR, RGP E SR
4 BhgE.
5 ESH.
I iR
Eiv B TR T ] e A
WE R RE WK TEBEK ' 2 BT S VR 2 IO s AR A
PRI TR IR] R AT RO 3 A B il A B0 PO Tl B o
R TR P PRAF I R A Tl . J0SEN O, WUFFER BLAZ b gt 1
6 FEHE.
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Yw%8 vCenter Single Sign-On £ k5K Rg

vCenter Single Sign-On ARSI EMN BIATH | 2RIV HAL A TEME. 2R PLgRH vCenter
Single Sign-On 45 LA RS HEIEE M D A Rl bk

BB

1 &%) vSphere Web Client,

2 P45 > Single Sign-On, ARG HELE..

3 BREEIUR, RSN

vSphere Web Client ¥ /s YR E ik o IS EAMEUERIAE L, vCenter Single Sign-On
i X ek

4 GRS TR A E S A

T iR

o asst vCenter Single Sign-On FeiF4& Fi ol sl ol 2 AR 2 (Lhzedp
) o RN 2ETEE, vCenter Single Sign-On H4 A A RIICEL.

BARA ST T FTPASE ] A MR IR AL, IR KA T2, 75 B P e 4 4

BRI RIS BTG & A MEZEIR vSphere BRETFIIINIGS o (I THZIRA IS K2

PEEZ AR TR TIRSS . SRRk EET DelegateTo 51y, DelegateTo {fin/ LA
SRR TS A R AR Ty S TS o MBS PTDAZIR A 4 AT 5 &
MIREL

R SRR A A A A S RURIE SRR S A5 DU S IR IE. A& SR REAE MR A4
PR S-SRI IE AT RIS B SRR S o LA HE AR TR A A
A H SR T2 TR A P

BRTRE SR B YT A AR A T RN AR 2 2T FL A S0 000E . 91T 4] -+
Zlko % P n] DRHUE G 24 2 WO 324 TZ 4 At 9A 124 e ]
THRER I AIZHRIT I . 7 vSphere 28K, vCenter Server R G F
AR A R X e A M TR E
AR R AE TR B AT 252 R0 ) T8 WA TR A R 300

5 LT

&1 vCenter Single Sign-On AP F14H

vCenter Single Sign-On & 5 ] P A DL vSphere Web Client 45 vsphere.local 5 i 1 P 14H
vCenter Single Sign-On &8 5T o] DU TRA M5

m "I vCenter Single Sign-On J{
vSphere Web Client {1 e mi-£Fp A1 L PAE vCenter Single Sign-On NS, BT
vsphere.local i,

s RS vCenter Single Sign-On I/

AR H] vCenter Single Sign-On J ik, W] e g5k 2 vCenter Single Sign-On JIkR55+,
WA ESHE GUBR HZMK 7. AT M vSphere Web Client SIS RS T
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s MR vCenter Single Sign-On ]/
TP vCenter Single Sign-On % vsphere.local 38, Joik M vSphere Web Client il
B AR E R G e At g H

m %% vCenter Single Sign-On 1/
#1] )\ vSphere Web Client H15% vCenter Single Sign-On F F s ab sl oAt 2E40M5 K. JoiEAE
vsphere.local I{H Fay & HI . X ERE ok Ay 4 administrator@vsphere.local.,

m 30 vCenter Single Sign-On 41
{f vCenter Single Sign-On 1, ZHE0 K FAIHI41{E vCenter Single Sign-On PN, i 21 A LA
AR CEEHPD S5 0EA .

m [f1] vCenter Single Sign-On AHF NI Fi
vCenter Single Sign-On 1% 01 AT DK F— Ak 2 A FriR R rg el Hoth 4. 48R DA
vSphere Web Client FH AL Do

s M vCenter Single Sign-On 4145 b1
AP vSphere Web Client M vCenter Single Sign-On ZHH S A% 510 MASHIZH RS S A% 1

CHPE4D B, AN ARG MIERZA

» iR vCenter Single Sign-On fi#k )5 5 HI
vCenter Single Sign-On ¥~ s Mo ks Mgkt . Rah o e X241
vCenter Server iR 7S, X SR 5 ] Pl fE 2361 — 53 1) vCenter Single Sign-
on AT HRIUE . ArdEA THGSEHERRI, A% A seaseE L, WATLAM vSphere Web Client fifl
BRI T ZE

m gL vCenter Single Sign-On 251
bl CERAH vsphere.local) HIfR T PRI DI Web HUfi L vCenter Single Sign-On %441,

HopthIarb g P B SRS RS B R T R ]
#7n vCenter Single Sign-On A

vSphere Web Client [KJF Pk -£h 40 i P 7E vCenter Single Sign-On NS, J& T vsphere.local
i

AT DAk B I A A S seldrh P s L, BSE, B JCEEM vSphere Web Client [ vCenter
Single Sign-On £ AR H s 2 =g

1 DL administrator@vsphere.local Bi#l5 vCenter Single Sign-On &R SR HAL T P i S B 5
7l vSphere Web Client,

B A vCenter Single Sign-On FE BRI I T~ vsphere.local 384 EE 4l
2 BULRER, AJEEEIERE > Single Sign-On > i/ fI4.
3 4R vsphere.local AN TR, A MR R Rt

ARSI P E I E) oA
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4 (PR b, R PR

5 BN,
BIEHE, RARE S P44,
B AAIT T AR ARG EDR

6  (FER) HONHH AT AR,

7 (AT H NI IR A A
8 HLwiE.

%R

ISR TP, T P i AT E R E I RAL

BESE

FZzH Izl vsphere.local I —4l, Flannl DU FE VMCA I 41 (CAAdmins) ol A DU R
vCenter Single Sign-On 41 GFEEDD o 152 W) vCenter Single Sign-On 4 IINAL D1,

# A F1/3 A vCenter Single Sign-On B A

WARAEF vCenter Single Sign-On A7k 1, T P ciE%5 %) vCenter Single Sign-On IR&5#%, B&AE
EHLOUAZIK . AT vSphere Web Client S &S AT T o

S H bk S7E vCenter Single Sign-On AZe I ERFF AT, AESEH FOCEENR s BB SR B T4
Ve, BRI F S Al M vCenter “FH PRI BT i A A% A S

ARG
RZE vCenter Single Sign-On £ G IM Ak A RESE AN I vCenter Single Sign-On J] 7

E7Z

1 DL administrator@vsphere.local 5l vCenter Single Sign-On & GO HA FH A1 Er 555
%l vSphere Web Client,

HA vCenter Single Sign-On £ BRI 7 T~ vsphere.local 3814 EE G4l
2 RET, SAEXEETE > Single Sign-On > A4,
3 WmEANIF BEEEREDR, RRIERAG IR B,
4 SHIOSM R, sas Rz, GEER, RRERGERN B

fIE® vCenter Single Sign-On A F

" PLM vCenter Single Sign-On il vsphere.local 11 . Toik M vSphere Web Client IS 7K
BAE ARG el s T

RS T vsphere.local 3l EE G 1, MR G255 vCenter Single Sign-On., 15
iR vCenter Server M ILAE,
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Bz

1 DL administrator@vsphere.local skdilf5 vCenter Single Sign-On FHE GV HAth FFT P11 S5 B i
#l vSphere Web Client,

HA5 vCenter Single Sign-On &2 SR H 7 vsphere.local 381 EE G4 .
2 PEBER, SAENYEEEEE > Single Sign-On > I FFI4L.
3 GEPERPEIUR, JRS1ERE vsphere.local Jik.
4 FEPAIERH, EREEMERRO T, RS AR

TP TG SHE, BT BRE

#%%8 vCenter Single Sign-On FH

fi M\ vSphere Web Client HiEE % vCenter Single Sign-On JH P adal HAth i 45 2o ToikAE
vsphere.local {H Emy L H . X ERE ok ER % administrator@vsphere.local,

AIPAET]E administrator@vsphere.local AR RFALGIEE HAt A o

vCenter Single Sign-On | P /7 {r vCenter Single Sign-On vsphere.local i1,
1] M vSphere Web Client &5 #& vCenter Single Sign-On 2 5M% . {F-N
administrator@vsphere.local Z R A FEE > FI > R,

B

1 DL administrator@vsphere.local 5 i1 vCenter Single Sign-On &1 GUEANTHAth F 11 S35 51
#| vSphere Web Client,

HA vCenter Single Sign-On £ E GIRFALT 17 T~ vsphere.local 384 EE G4l H
HEET AN EIEEE > Single Sign-On > N4

RSy A5 ) mevinlily NS

LR, AR R .

AT

BAREE ST I £

WA RIS HRIE EDR

6 EHEE.

a b W N

#1m vCenter Single Sign-On A

7F vCenter Single Sign-On 1, AL A I417E vCenter Single Sign-On NS, a4 DL
WO CEZE D AR,

M vCenter Single Sign-On EH ALY vSphere Web Client 4N, 1Z41E7 1% vsphere.local 1,
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Bz

1 DL administrator@vsphere.local i {llf5 vCenter Single Sign-On £7ER VRN KI A T 11 S5 855
#l vSphere Web Client,

HA5 vCenter Single Sign-On &2 SR H 7 vsphere.local 381 EE G4 .
2 HULEER, AEWKEEIERE > Single Sign-On > I FFI4L.
3 weEgHEmR b, TR,
4 NARAIRFMA o
O, KRS AR
HLERRRE .

RESR

m PRI A

(6]

[@ vCenter Single Sign-On AR R

vCenter Single Sign-On 4111k b1 AT PAER H— s 2 PRI e bl . r LA vSphere
Web Client FHEZIITHTK 5o

#EA[PLI7) vCenter Single Sign-On 2A7 i Microsoft Active Directory & OpenLDAP 4/ i, AREN]
vCenter Single Sign-On 4H¥s Ik H AMASFRIFIRIZH .

1F vSphere Web Client YT~ /I HIFU4LE vsphere.local Slf—557 . 12 WL vsphere.local sl
(4
S8

1 DL administrator@vsphere.local Bi#ll5 vCenter Single Sign-On & S HA T S 1 S5 5k
7l vSphere Web Client,

HA vCenter Single Sign-On 7 BRI 7 1 vsphere.local 384 EE G4l H
HLET, AAEXIEEEE > Single Sign-On > FFFI4,
PEARTR, REREA (B “EERT D .
fE A5 XK, A B bR
Ve B A B MBI R Ak SRR IR
(rlafe) By NARZA], SRR
$Vite 00 AR LN R s 20y I8
AILAFIN RN ZAN D
8 lHAE.

N oo o »~ W N
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M vCenter Single Sign-On AR R

[Pl T vSphere Web Client M vCenter Single Sign-On 2R 1. MASHBZH FR RS ks b1 (T
4D B, AR RGP IR IZAL D

TR

1 DL administrator@vsphere.local 5417 vCenter Single Sign-On & E SR HAth FH ) S5 5%
#l] vSphere Web Client,

HA vCenter Single Sign-On FE BURFALT 7 T~ vsphere.local 384 EE 014l
2 HEE AERIEEERE > Single Sign-On > A 14

3 eRRHTR, AR

4  AEHMASIERA, R R, AR AR R bR

5 MiLHIE.

&R

PR MR R ER, EAE R G 5R T o

HE& vCenter Single Sign-On R A EA A

vCenter Single Sign-On R oy Mo kT MRS TS . RAah e EX £ vCenter
Server fifgth 75 I, HaXEEfig Ty 5 1] amad 46— 1) vCenter Single Sign-On #7547}
WoiEe MEIHATIBEHERRIN, R se A se R, WATLAM vSphere Web Client IS S Afigie sy 56 H
Fe

AR MIRE I FEER S vCenter Server fiftth 7 5 F P sl 88 = iAok 75 5 Fl P IR 35 £k, hzefigoi 7 €
JURE M vSphere Web Client T R8sk, WIS SR HIFZER AN HIRR ., sl i Moy S - P 1
RGN R4 HARTIRE, TEATLU vSphere Web Client FRFRfFZIG 4 gk Iy 2 1 P

HEET QURINERRR T A, WARR IR SSR L fdd vCenter Single Sign-On iE T S5 IE

FR]

1 DL administrator@vsphere.local Zk#il47 vCenter Single Sign-On &8 U A T P s S5 5ok
Fl vSphere Web Client,

FLAg vCenter Single Sign-On £ H BRI HI 7 1 vsphere.local 38 EE 4l .
LEET AEREEEE > Single Sign-On > I FHI4H.

BRI RS, REREs Z 4.

R INER AR TS S F P bR

R,

a »h W N
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&R

Sizfige ) 5 PSSR A B AR E U5 0] vCenter Server, JHJciE K 4F vCenter Server IR S5 11I1E
.

B vCenter Single Sign-On Z#5

AHbI, CERIACH vsphere.local) Ak AT LA Web HA B H: vCenter Single Sign-On 241, HAth
3ok A FH P B SO R S R S s A R o

vCenter Single Sign-On £ %% AJ DL e b i 2130, BRI R, vCenter Single Sign-On I
BT 90 NGk, [HAFEE DU (41 administrator@vsphere.local [F2 1) ek #, S iElEE)
HAF, vCenter Single Sign-On & R AL LR 24

AR A N A RE MUY

QAL I, ARSI 5L (BRIACK administrator@vsphere.local) R DL # T dir-c1i
password reset My EE M, LA vCenter Single Sign-On I G4 [ 53/ REFE ¥ 2505,
$B

1 1F Web pilla#sh, 1l f8E bl N URL #4425 Platform Services Controller:

https://psc_hostname or IP/psc

TERNRERZ T, Platform Services Controller 4145k 1P #ihik 5 vCenter Server M1 &5k 1P Hb

2/ administrator@vsphere.local &k vCenter Single Sign-On &8 B14H AL G e ] 44 s

.
AR 22 B8 T AR, 5P administrator@ mydomain S555 55
3 e LTISUE RS R SERAZAMN, B AT R A I R
Frib 2 4h, I PAeRE Single Sign-On > RFAIA, S5 WA B e PRgRig A P
4  RPEREBUERD, SNSRI
5 HNWEMIFHIA.
LB A B S

6 HlHE.
vCenter Single Sign-On L& HEME

154 vCenter Single Sign-On 4 M LAY vSphere 15

vSphere 6.0 S35 UEAIE P IERIAUS A 5% vSphere PRI 2 . EORIZIEEM A ASZ 520, 15
i vCenter Single Sign-On f Ak,

A2
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vCenter Single Sign-On BRI IS HOE A A=y B B 90 ke 90 R Jm, hdnd B H B ¥ 525
M, K2 SE 75 i W R )l 3 25
FE NTP

WAERAITE A G AR AN TR CEFEANSE A A mAL ) BRI TRIE AT DA 7 OIS TRl Bt
CAph BN —UTC) MEEHE, Z4IRE4 T vCenter Single Sign-On iiF 1543 380k DL Hifthy
vSphere UEBRARMER R,

B NTP, i P DB AR F S SO R NAR T o AN LERARRIIN TR AT BEXE LA A RIS H S
PEARISGE,  ELRTRE A B i A

%} vCenter Single Sign-On i# 1T FEHERE

fii ¥ vCenter Single Sign-On [ FE Al GEIR G 2L,

PR £ vCenter Single Sign-On A TIEEHIFRINI AP ER . A XCHAMIE R, T8 RSO
VMware HIiHE ZA S,

i Lookup Service 28R F

vCenter Single Sign-On Z%E i 777 2% vCenter Server ik vSphere Web Client [{)5 5,

i) %

vCenter Server fll Web Client ZZ235E88 7 R e iR Lookup Service. A
VM ssoreg.log... (Could not contact Lookup Service. Please check

VM ssoreg.log...)o.

REH
SECZIAEREIRAG 2P, AE L ERONPARRE KRR L E DL S AR BN IR 5 A R B
RRAR
1 k=17 vCenter Single Sign-On. vCenter Server i1 Web Client [ IR g2 FE .
2 EHEERMEHREIIIRE H S

EZHEH, RAIN SRS $TEMPS
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FEH SR, RV N HE.

ZH S E I R RN A . HREIRE—&HE, HHE R Initializing

registration provider...

HE

java.net.ConnectException::£H58
A Ei

java.net.ConnectException:iE##¢iE
Ha:

BERSRE: 404. LA sso
Server EAEHE

Ul ORI R, DAIGHEEREE

vCenter Single Sign-on (Could

IR AR TS

IP Mt A IERf . Bk B%BH 1 1% vCenter Single Sign-On 141511, ok# vCenter
Single Sign-On 1+ 3.

WG k3B 1 F vCenter Single Sign-On #5111 (BRAk 7444) , FEH A
vCenter Single Sign-On FHFHAWIAE LB L AT CPU. 1/0 K WAF AT,

IP Hihik5k FQDN ARiEHf, FEI vCenter Single Sign-On #5545 2hisk 4 42 5 2)
o, Y ETE T ES T

11475 vCenter Single Sign-On Jik%5 (Windows) fll vmware-sso 57§k
(Linux) R4S, TiA vCenter Single Sign-On i=4T1F# .

EFAIRSS . WX RAERRILRIEL, 15500 (vSphere MSEHE T ) 10 “Ik
127 e

HHTH5) vCenter Single Sign-On, WERIXAAEARA NS, 1520 (vSphere Hifit
HeBRAERE ) 19 WA HB5Y .

A2 FERIATY ss1HandshakeFailed, XAMRITAE W . BRIIFHEHL
filthr >}y vCenter Single Sign-On LAY IP Hblilknk FQDN A E%2%E vCenter

not connect to vCenter Single

Sign-on) ko

Single Sign-On ATl 1P Mtk FQDN,

{E $TEMP$\VM_ssoreg.log M1, FRENMSULTHEMIIT,

host name in certificate did not match:<install-configured
FODN or IP> != <A> or <B> or <C>, JLH1 A FRIEfF vCenter Single
Sign-On AR AR FQDN, B il C 3R ARG fovr A

B e R AT B S 1= S FQDN. REBUEIUT, EHI7E
vCenter Single Sign-On 25 [AIF5 19 FQDN,,

QR EE AR YA TS 2500 T, A 4511 vCenter Single Sign-On
SSL it E

Toi&{E Active Directory B &M IIEHITE 5

M vSphere Web Client &% vCenter Server 411}, 4 ][ Active Directory HJ "M%, S35
UEARIBL

2] 7%
¥ Active Directory driHIEZINE] vCenter Single Sign-On, (BT Eik &Sk vCenter Server,
RE

FHPE R IR0 F P 2 R B ok BRI S . Pir g Hoftbdey, P At &34, (user@domain B¢
DOMAIN\user) .

WA I vCenter Server Appliance, IH]EfA7E A RlE,
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LA ES

XFHr vCenter Single Sign-On {58, ] DL ECERIAARIRIR . SATIE B, T BRI ] P &0
DR SRR

B[] Active Directory PRI 4L A 1) Windows SIS ERRIFIR, 15200 VMware HITHEE i
2070433, BRIMHAL N, Y Windows S35k 1] Active Directory ﬁikﬁ’xj?lfﬁiajzo

G2 vCenter Server Appliance, H BRI RIFIRIFAMRGL @, WEEETEA NN
HEBR2 P B

1 [f]3 vCenter Server Appliance #l Active Directory Ja# 5% > Rl 4.,

2 Y UFRENEEHIRSAE Active Directory i DNS IR 55 2 A 14HI K (PTR), JFIGIE PTR 10545
B 5 DNS ZFra VL, i1 vCenter Server Appliance I, RILLEITRA M dkPdTitt
155

a EHIHEEER, Hai T R
# dig SRV _ldap. tcp.my-ad.com
AL TRy dnbh RonBilrh .
;; ANSWER SECTION:
_ldap._tcp.my-ad.com. (...) my-controller.my-ad.com
b TR, AT N SRR e RS AT -
# dig my-controller.my-ad.com
FOCHEE AL T BB, A Ros B fros:

;7 ANSWER SECTION:

my-controller.my-ad.com (...) IN A controller IP address

# dig -x <controller IP address>

GBS IR ivas mEIE= w50 1) NN TR

;; ANSWER SECTION:

IP-in-reverse.in-addr.arpa. (...) IN PTR my-controller.my-ad.com

3 RBIT IR ﬂﬂgﬁﬂi BRI, 15 M Active Directory JEH1#4: vCenter Server Appliance, ZRJ&
FH NI, 1520 (vCenter Server Appliance fit ) Sk,

4 RMERE] vCenter Server Appliance IHRTA NI #2106, RETF R s IS .

/bin/service-control --restart --all
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HFRAAMAESIE, vCenter Server EREMK

M vSphere Web Client &5 1 & 5% vCenter Server I, HIRFERIK Pk s e st

i) R

LR, B vCenter Single Sign-On %5 %] vSphere Web Client, 1aE 214 81
AR B BE o

EE

B H I OB T B PR

R

o WHRAENRGUE (vsphere.local) I P TESR, KLY vCenter Single Sign-On &7 G
BRI T, B, W RAE R S o B R D I, AT DA Rk i, vCenter Single
Sign-On & HL G A F CLI fr S Ak

& WIRVL Active Directory mi LDAP I S8 5%, 1R Active Directory 5k LDAP 45
BN E R AN [ R

VMware Directory Service £ #lEE &< Bt ]

WA FE LA Platform Services Controller 5245, HAi—/ Platform Services Controller Sl A
A I, RS 4kS: T AE, Platform Services Controller F A N, 1lH27E 60 F0PNE #l H PR
HAMbfE Ho (HE, FERSCRRRIGI T, 6] aE A BRI Al

i)

FESESIENCR, B, RSP AR AN T AR E ) Platform Services Controller 52, Jffe kit
/> Platform Services Controller SEAFIA R IR #EATH KM, WJcikar Bl#E % VMware Directory
Service ISP [AIE . B4, fEEHISER AT, AR MR EFZME ] Platform Services
Controller St

RE

T EEAEIR], AF—4 Platform Services Controller 5245 (F74) 4} VMware Directory Service
(vmdir) SRR R 2523 4E 60 PPN B R L EE L HIG IPE . BB IS, — A s
HCRT e A S H A B R A BR BRI EES vidir S, G HIRE B VMware
VMotion Gl TEfESGTEI AN T AEE . uEBE R YFrlubE B RS B

RS RO (an, TSR T S AR D, BRSO CIE R A AN IR K
B2Ja, BRSNS 2 T vndir SUBISRE 0 —B0RES, BaRE—AT
SNSRI FR R B, DR R A — B TR A Rk 21— Bk A

BRI R

BATEHIN, FREIERIET. 2SRRI, BARZE R 2/ N 2 A
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vSphere A1} SSL AV IE T4 4015, IF5 ESXi b T2l . SSL Il Al #i PREdR I s RN 5¢
M, BRI, BRI Ferh A B B, AU e o

vCenter Server IR55 (41 vSphere Web Client) thf# [{JiF45%f vCenter Single Sign-On S T#I4A S5
¥k, vCenter Single Sign-On 2 WENAIEE R SAML A0, 2 S 4R AN SAML 4R
AT HRIE

{F vSphere 6.0 K EAH, VMware Certificate Authority (VMCA) i FHERAH VMCA 25 £ 1HiE5
HAEA ESXi EHUFIEAS vCenter Server IlR55.

ALK A UE B 3T VMCA 28 20E 15, K VMCA BEAIRD CA, Sl A ur ek B e SGIE
. BEA L SR

& 3-1. FEMIEHERTTE
BEI EEN

i J{] Platform Services Controller Web %L (vSphere 6.0 {iiJ{] Platform Services Controller Web Hf & FHIF-15
Update 1 & B A o

M2 1100 1] vSphere Certificate Manager SR . i ] vSphere UE P FRRS S FRE A 2EUE 1D
] CLI a3 2P T BhiF P ., M CLI Ay A HE AR 5

m vSphere LF B HE
(https://vmwaretv.vmware.com/embed/secure/iframe/entryld/1_ejp3dgkt/uiConfld/
49694343/)

ARFEDHE TN E

n AFRR T R ERIUE SR

U PEEE

»  fifif] Platform Services Controller Web S HEIE1S
n  {liff] vSphere uF i PR 5 AR P BRUE

»  Frhub PR

w i CLI Ay FIIRSS

m  iifi1) vSphere Web Client &% vCenter il 45
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i vCenter Fhiak B4 T (i

AEIFR T REREIEBEX
EBERIUT A VMCA Pl CA, TR 2 SIS 11T S L TRy 5 P

15,

EORWA A

FETFHAZ T S RER T AT 3 RO TS 2
XA ESNEBHEX

WA/ 2048 fiakH Kk (PEM 4ifid)

PEM #2. VMware 37 PKCS8 il PKCS1 (RSA 54) . 24U %] VECS i, S P SE# )y
PKCSS8.

x509 v/ 3
SubjectAltName it DNS Name= machine_ FQDN
CRT #&=;

WELN MY Berssda. AnTRIAE Byl
& i SR e AR S5 R SR UE A REAAAE T R IITE” T

VMCA 32150 kb5,

o PR AT A UE S

A 5 AR md2WithRSAENcryption 1.2.840.113549.1.1.2. md5WithRSAENcryption
1.2.840.113549.1.1.4 fil shalWithRSAEncryption 1.2.840.113549.1.1.5,,

A7 H; OID 24 1.2.840.113549.1.1.10 19551 RSASSA-PSS,

iFH%F4& RFC 2253 #sh
TE PSS RFEC 2253 13T,
QR IR 22 2 i CSR, R CSR AUFELL F2 B,

String X.500 AttributeType

CN

L

ST

©)

ou

C

commonName
localityName
stateOrProvinceName
organizationName
organizationalUnitName

countryName

STREET streetAddress

VMware, Inc. 74



vSphere 241k

String

DC

ulD

X.500 AttributeType
domainComponent

userid

UNARBE FUE A BIRRAE I CSR, AR STTREHIALL ME R, AREUEE BT R N AT Beds 2] CSR

A

= administrator@vsphere.local H] ek A 22211 vCenter Single Sign-On JE 1 EE D115

E%O

QPR EAT NS Platform Services Controller URREE AR CSR, N RGeS m it N\
Platform Services Controller [ EHL &5k IP il

n UFREPRESITAELE certool . cfg XAFHHIE B, AT REZEFE, A2 BRI sl 0t e Tk
JEIOE . THEAL FQDN A3

administrator@vsphere.local [1J%544,

PN SRR AL 5/ M DX AR

EEEEAY i

HLAL

A/ BRI

Hhix

IP #itik (A%

HLFHB 2

FWLA, VBRI B AU e R4 . R A4S FQDN AERS,  WHE Rk
ERTER, AR A b T AR E RS

Platform Services Controller [{¥J IP Hihil (QI5R%AE vCenter Server CEFD 55 Fizf 1%y
4
<

£ VMCA {E4 8 CA RHIER
WA VMCA HIPERIA] CA B, WA R DL T Bk,
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UESREA

Root iF 15

AL SSL Uk

fRROT PR

X EEXIEBHEKR

TEHER
m  A[LAT] vSphere UF BASIRARAIEE CSR., 1152 W fili 1]
vSphere UFBEHIZ K CSR JHHES root U (]
cA)
m QUERAETEGIE CSR, WA AT T2 £ AOIE 15 420
JELUNEDR:
AR 2048 kT
m  PEM . VMware % #5 PKCS8 fil PKCS1 (RSA %
H o BYIRINE] VECS J5, £l PKCSS
B x509 it/ 3
QR R RS e SGIES, KT root uFS, CA
PRGN true, FHAFTZE 4 A4 BR A %
i,
m IS CRL %44,
m R A B R SR U EIR 5545 Sy
oAt
m OE TR RIS, VMCA {#1] OpenSSL
TRIAEEE, BI10 MIE.
B ASCRFEER T I Z A DNS AFRIUED
m EEGIE VMCA (K E CA.

1152 W VMware 1% 7 2112009 (1F vSphere
6.0 rhBlHE Microsoft UL UBIEAT L4 SSL ik
15 DISKEE ] Microsoft iF-Baik H UG <41

A DA ] vSphere HF B HIEGIEE CSR, ok % Faholid
CSR.

WUERETFE01EE CSR, BXFUHE AT B S NIEBIE
RORAIHREK . AR AN TS E FQDN,

AP vSphere UE B IR QI CSR, s Fahol
CSR,

BRI AR ANAIRO(E . R T5)
AERGIES, TTRESAERAR T oy N, BRI T T
H

>~No

A vSphere EBE RS, 1% T B HU R NG
FEMPIIEE B, vSphere iF B FRESEE B AEELE
certool.cfg W, IS NUEPEEEZPURMA NI Ko

MARAT BT EE SUEBIN, XSS UF A LA E5K,
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UEHZA

TR SSL uETS

FRPLTT S e

IEBER
R A R EHL SSL Uit &k A 28 =y sl CA
HIEpE

#Enl LR vSphere TE 105 R/ 5l CSR, B F ah il
CSR. CSR AU I F NIBTA UES R N A1 H
HIEER,

QuAE I vSphere iFBE RS, 12 LB EORERANEA
fifek 5 5 FH P IIE R (5 . vSphere TFFA R BRI (5 KA
fBTE certool.cfg M1, WHS UL BERIFHE ARG
5|

MTREBEEE, AT SZ BRI B R s T3l A
TEAT FQDN gt .

TR IR S PR R T S8 =07 sl CA
PR ETE S

HATPAEE T vSphere WE 10T EERS A2 bl CSR, ok FICUfER
CSR, CSR WALl & LI SN AT UE B ZR Mo
HIEER,

RAEH vSphere iR, 12 L U SUOREH N
M7 ST UE 1545 B, vSphere TF B PRIRIHE BAE
f{F certool.cfg Wi, IS WIFIWEHZHE R NIIGE
=]

JCho

T ERTONEMRERTT S P2 PRI, dnsk
FEVERUET, WREAETA N Ry CN, HAIRE T
T,

TR DT S TP e e L SCUEB I, T3 e =05
CA 5B 105 .

BB [ SCUE B ] CRL 43 & . BAUE B Al e AR (5 2.

IEPEEM R

HTUETEEREA R NI T A PAGR 20K, IR T T T a2 TR, AME I ESXi b2 vCenter

Server,

K& VMware iEBHEIER

AR YA VMware IFBITERL G, VMCA [ DUAEANETAIE P45, VMCA i 115 VMCA
FVEARUE B AU IUUE E % vCenter Server Z144-F1 ESXi AL, WSRZM Z AT vSphere T4k
%] vSphere 6, Frf HZZubBaba i VMCA S 40Uk,

¥ VMware it & A BENIEBHEIER
KT, IR AT EEE S = AU B AN AZS A i Puk g B e kB s B, W EE

BUTA P .

n CH VMCA RRUE Bl CA AU, AAXMEOLT, VMCA UES s =75 CA Ry [AliES .
VMCA i & 52 Bub PRk uE 15 Fi & vCenter Server 4171-F1 ESXi 41,
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SRR ISR A e vFIE S e EHBL AR RRESS, R X eiEds . FTLAEH] vSphere UEA5EHILRS
SR, B FUEBE R CLI BT T3hik B

TR e SCUFBIERER, FTLAR R SEEEyE 5

ESXi NIt B AR B H H e XuFP5 . #afr vCenter Server T4t BB i AR Es N2
vCenter Server |'[{J VECS Hi[) TRUSTED_ROOTS )%,

f£ vCenter Server F-4¢)5, EEL A DLBUE PELURE N “HEX”  GES I ERUEPEAD o ik
WP BN VMCA,  H TP M vSphere Web Client $i4TuF 1iil#E, VMCA 25 4iF 1054
TEXUF,

X1 vCenter Server 41, RIS ILA A

RTINS, KRB vCenter Server HIESNET . TR, HNRIEITH
AAE,

T vCenter Single Sign-On 54t vCenter Server 417 T A T LML 1K) 220k 50
TR RS G A Platform Services Controller =5 i f— ANk 224N BT 102 i
.

TEXFME IR, BB IRA vCenter Server F1 vCenter Single Sign-On iF5, L IfE5
PLSSL kA VMCA K VMCA ZEL R BB MR S HI P (vCenter IRSSHITETT) o i
RTT S P T UE 435 vCenter Single Sign-On HEAT S5 UE, K AT REJC TR ik 7y %€
JHPHE
HH 9T 2R T BARIIR S5 o A A, PRI TG )T vSphere 5.5 2261 vSphere 5.5 1E 5%
BT H ., Hiar AT T vSphere UE B HIRE T R 2 AL HAT- 55 .

vCenter iFHEH
X+ vCenter Server, HJLU#E LN T HANS A A b .

vSphere I HEEHZFTHEF

M AT T H WA AT 55

IFREEE CLI

ffif] dir-cli. certool fll vecs-cli HATHTAUFPBEFRES.

vSphere Web Client IF &5

EEUE, GIER.

BT ESXi, M vSphere Web Client $TuF 5478, uF45H VMCA ¥ 4%, JEHAUFEAE ESXi LA
Mo, 1fiAJE vmdir Bt VECS Wi, 1520 ESXi EALIIEREHE,

Z ¥ 8 vCenter iEH
%11 vCenter Server. Platform Services Controller MAHEHFENIAIRS, STEPL N uE:

1 VMware UEBMULAIIE (VMCA) A=l fZE AR5 o

VMware, Inc. 78



vSphere 241k

w HESGE,

PSS PRI ARSI E

m  HYNEB PKI (41 Verisign., GoDaddy %5) ApkffaE =5 CA Z54uF 1,
A S CA ) OpenSSL G B ZUEB A S FE

UE B & Bk ik

A DR A SR I R T I 2 1 R e B SR SR B TN BT B . AT DA T vSphere BF 1045 B 28 52 ]
FEFHTRAN e, A DOE R 25 241 CLI FahBd Th M.,

A PAEHERIAGE . % T vCenter Server 414, AT DU FHZeRerp & — 447 T, EH S %
%%o

{EFHHA VMCA ZZIIEP &R

AR VMCA DS T H A PR R LA T e, AT AGE FREAS B CLI STt R e BRATS LT
VMCA HRUEHFE TR, EL i VMCA SE AT G uE B AR U I o 0], B iR 2+ IR
/H\HO

3-1. B VMCA Z£ZWiEB7EiE7E VECS

VMCA
( —
BE&
: [
CAiEH '
A 4
( —
L)
WENMES [
VECS

£ VMCA A HE CA

AT DLEE VMCA FRIF T il CA BB =7 CA ZAMIET . VMCA FERRR B AIE N a2
H @ XARUET, MIfifE VMCA ARl CAS

FRBA TS AN Platform Services Controller [45#T40%E, 111 4e %% Platform Services
Controller, JFEH#: VMCA RHUIEA5. $ Mk, ZeRe ARG Eek ESXi AR MBIIATH . AR TR 5
A\ Platform Services Controller 94844, LN ESXi AL BT VMCA FRUEFS . anibix
PR, WA UEBES AR 4, HAAERSGHTIED
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B 3-2. HE=FA=tl CA ZZMIEHEER VMCA EAH1E CA

iR CAEH

AEER VMCA, ERBTEIERHITESR
BERTLCREIAT ) VMCA S5 e 0 SCuEA5 o QR TIsik,  IAsnZi0 o1 v e A 2 P A i

1o

____________________________________

1
! VMCA VMware vSphere
.—k : .—k
ES% | R B
\ : \ |
1
A CA B : CAiE# '
: \4
1 .__
I
| \
1
; HEALES
1
: VECS

[ 3-3. SMERIE P E#ETFAETE VECS &

BEE#

L/

5488 CA
(Bl sl )

BEHE

____________________________________

______________________________________________

VMware vSphere

: E3id:]

______________________________________________

BRI PALE VMCA $RI—SEir -, (R SRR AU O b0 B e SGuE-F . Blan, i sy € k45
VT4 vCenter Single Sign-On FET 5500, 5% E1E VMCA B XEEUER, Bit5idl SSL k%

1ol FUE SCIEBLARER T SSL iR I Ze 4.
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ESXi iE B &k
BT ESXi ML, AP vSphere Web Client BESE B E 21T Mo
VMware IFBHETUER, CBRIMED
M vSphere Web Client Z21JUE B, VMCA ¥ ML UE . G CH VMCA FRUE SO a5
WEREE, MR 5 e R
B B SGIEFB IR AR
TSI Al FIAZS 2 ek i VMCA SR e .
Ei=EAY 2N
A AFAEREFINRIR S 5.5 b, AFEPRIG O NI AR

vSphere 6.0 AFIEBRE

TF vSphere 6.0 XA, VMware UE ML (VMCA) 2 HUE B AR . X EEIE{y
B T2 E 20T S0 SSLUES, & vCenter Single Sign-On BH T B35 UF AR 75 2 F P b, A
NV INE] vCenter Server [ ESXi EHUHUE .

PUN U IEAEfE I,
& 3-2. vSphere 6.0 FiEH

UEF BE&HR B

ESXi ifB VMCA (BRI 1E ESXi FALAM

AL SSL P VMCA (ERA) VECS

fERRT 5 S k15 VMCA (ZRiAD VECS

vCenter Single Sign-On SSL %5 FELCRE AR B o ¥ vSphere Web Client I IF .

uEAs . e =
iy B TSR GRS, SRR T ECN
A TRAIRAT s SR

VMware Directory Service TELHEIN FERECA B, A REATUR U . 1550
(vmdir) SSL iiF 43 i VMware Directory Service il 15,
ESXi

ESXi W BAEAEE AN LN AMA /ete/vmware/ss1 H o BRIAMEN N, ESXi iF B VMCA H
&, E TP B e X, Yo SIS vCenter Server DL Y AL EENERERN, SE&
ESXi uF 15,

P EH SSLIEH

BN AL SSL UF BT SSL & PumiERe Rk s5#5im ol SSL Eher ., i BHTIRS
WUFAZREm s, W HTTPS Bt LDAPS.,
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P AR S5 S ARG Tl R . e &, 2RI vSphere Hrm] FF Al 55t A FHARR e v 1 o
lt, vpxd IRSH 1] MACHINE _SSL_CERT 2\ i,

R A (IRNGCERSE . R ok Platform Services Controller) S H & HIOTHEAL SSL iE 5,
12709 08 P IEAEEA TR AT A IR S5 Y THRAIL SSL uE 5 I SSL i slie

THRAL SSL U IEHL A b

m [ Platform Services Controller 755 M S ERIR S T . 5% vCenter IR SSL EFEIH%4
SRR AR, e ASFEEIRSE S,

P SRR S vCenter IRSS (vpxd) i .

w PHEEREAAS S S AT S _E Y VMware Directory Service (vndir) f#iff,

VMware ;7 IFRIHE X.509 Ak 3 (X.509v3) uEA5R Il 4141 2 [t SSL A A2 1h (5 Ee
BRARARIER

fifg s 2 R — Ak 2 vCenter Server JIRSS, Jfimt SAML A A il FHE15%) vCenter Single
Sign-On FATEARIGUE . BEAMARDTT 5 H FHEBIAZI vCenter Single Sign-On #4753 561k,

fiftpi T 2 1 Pl -6 vCenter Single Sign-On JHT S5 36IE. 7E KA T S SGUERS , (EEHT5]
SIEPANAEBIN SRS, Py % T 1A vCenter Single Sign-On $245iE 15, #JPLE vSphere Web
Client S EEIN CEHAPTEH-END , BHME N 2592000 F (30 KD .

folan, frikER] vCenter Single Sign-On I, vpxd fifdk /5 2 FIA) vCenter Single Sign-On $2 Ak HF
P vpxd i PN vCenter Single Sign-On YRE]—/> SAML A, SR FHZ A R b i 7y
KM PRSI T S 5T

DL g5 56 P e A7 AR AE AR BT S AR M N 2GS 1 VECS Hh:

B  machine: ljJéH{fF%EE%% N l@ﬂlﬁﬂ&%%&%u El %ﬁ%ﬂ&%@'ﬁfﬂ o
AR AP UE B ST EAL SSL UEBBRAEMOC R, ARG b T
SAML A hiAsH; HH5HL SSL UE-P TS 2e 4 SSL 1E#z .

m  vpxd: vCenter IRFSFHHET (voxd) FEAFEEET SRR A ZUERR o vioxd B I ZE A A e figoh:
& P UE B vCenter Single Sign-On 1T S35 iE

m  vpxd-extensions: vCenter ¥ JEFZE, fUiE Auto Deploy k% . Inventory Service DL M ANE T HiAth
fiR 5 S P R HAB IR 55

m  vsphere-webclient: vSphere Web Client [, bt Ah—EeARSS, HlanitaeE AR .
e EAZE A BIREE R Platform Services Controller iy g,

vCenter Single Sign-On iE$H

vCenter Single Sign-On UE-BAAEE VECS 1, FfHAM TUEBEEE T LT, —Riik, Tzt
AT, BAERRRIE OU T, n DA X s iEf

vCenter Single Sign-On &4iF4
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vCenter Single Sign-On IR 55 R SRR tAE PR S, Bt fr vl kAl 732> vSphere 1T 5
PYSUERY SAML A hiL, SAML AR I By, WS4 P15 B 7E vCenter Single
Sign-On ki SAML &R, 2Rl S AUt o ik 1254, LAE vCenter Single Sign-
Oon & P Pl DUBIE SAML AR 732k [ AT {5 R .

vCenter Single Sign-On [FIfRHS S HI AR I 3 SAML S REFFAHAL I P A R A 34 b
I AR T8 5%

A PA{E vSphere Web Client Hvgtbul 15, 152 Wil a2 IR S5 Uk .

VMware Directory Service SSL i
QAR 2 FE XCUETS, Al Rl it 45 VMware Directory Service SSL uk15. 152 L%
VMware Directory Service i35,

VMCA #1 VMware #Zi0kriB RS

FUFRIRIRSS B MR R EBE AP B IRSS R —E5 . VMCA 254 VMware 20 briR RS54
f—sy . B ER CLI il vSphere Web Client 51X 2R 550E1 158 H

VMware #ZUARIIRSS A 241
& 3-3. O HRIRR S

JisE R HFETE
VMware Directory Service RFR SAML UF B FEDL Y vCenter Single Sign-On Platform Services Controller
(vmdir) AT HRRE RSB

VMware UE-BHUE NI (VMCA) Wik VMware D S OUETS . IEEis1TIRSE ) Platform Services Controller
IHENUG T EATEB LA ESXi FHUET . VMCA 1] R
PASE BV S e i AT
VMCA {2 1] DAAE [ 3 vCenter Single
Sign-On B T SIS % S ai A it 15

VMware G356t HEAL g fE {uff VMware Endpoint il 45 {7#% (VECS) FliAth— Platform Services Controller
(VMAFD) B SISTEIRSS . VMware 881015 VECS -T2 vCenter Server
Ty N AR O i

VMware Endpoint i $ 77f# iR

VMware Endpoint uf 1577 (VECS) ¢4 Al DAFREAE P E A uE 1 . & PP IAhuE 15 B A
(& i) A . PV H VMCA ENUE RS TS FIIE B2, (HABUE ] VECS 7T
A vCenter UEP, B, ESXi UE BAMEERENARLNIT, fiAE VECS i,

VECS fE8 VMware S5 uHEZRSE it i (VMAFD) 1—i57181T. VECS 7EEE MR AT
Platform Services Controller 155 DA AEE 5 FiafT, IR S uE-BAS s8] %

KT TRUSTED_ROOTS fHEHIHUHINA, VECS <& 41 VMware Directory Service (vmdir), £ ]
PAMEH] vecs-cli ap4 WU VECS FNUEBMIE . 152 vecs-cli & 575,

VECS fuf&ill I,
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% 3-4. VECS iy E
B

ML SSL J& (MACHINE_SSL_CERT)

ST (TRUSTED_ROOTS)

fith Iy S
machine
vpxd

vpxd-extensions

vsphere-webclient

vSphere UEASE IR S IR & FE (BACKUP _STORE)

HAt e

VMware, Inc.

R

m [ vSphere 55 AR AARBRAR S5

® |1} VMware Directory Service (vmdir) 7Efr AR RIS
/™ Platform Services Controller 75 £ {1,

vSphere 6.0 HIFIFTA MRS5S SSLaEA5i s m A

PRATIAS 7 SRR A, 5ox RSSO R v 1

BRI, H2EiRss (n voxd) (L 1 S AL TR

WERTAZ TS,

VECS WM 2 Bt . Ry ik

) BUAZUEME—R, BRI S IIEBARER G S voxd UEBAA

[EliEe

{77 2 FH Pl H T4 vCenter Single Sign-On 34T 5455

ilf, vCenter Single Sign-On A UEF B AR, (A

FAbUE PR TR HE T, e gy SRk BT

AR RS

DL N AR TS 5 T Uk A AT R BT ORI M 208

F) VECS Hi:

B machine: FHAAMFETHRAR. ¥ ATUEIRSS#RAN H G0z IRSS
Mo

ORI I S AL SSL UF BRI AT
Fo WHHURHTT SR UE B -T2 T SAML 2 issif;
TR SSL UE4S AL %4 SSL #d,

B vpxd: vCenter RF5HFRET (voxd) FEAL TEF Y SRR
NGB o voxd i R ZEFR AR TR T S T
vCenter Single Sign-On YT 545565 o

B vpxd-extensions: vCenter § Ji£)%, fuff Auto Deploy
k%5 . Inventory Service DM ANJE T HoA sk 5 5 H A
HAbiRS .

B vsphere-webclient: vSphere Web Client J&, R fF I
ftb—2EiR 55, Bt aERIZRRSS

LA SRR 4G4 Platform Services Controller 7

.

M VMCA (VMware IEEHIES) FSRFRIEIRE . (UK
VLIRS 250y, TeaR I AR,

RO ST RERTRINBIE . Blan, FERLSARR T S 2NN
SMS Fio iHZMEBOXEEETIIETS, BRAE VMware SCRE
VMware HIHPESCE HE s TI 2R B

A (B, fF vSphere 6.0 FR3H: CRLS, g
TRUSTED_ROOTS_CRLS FEr| fE S BB AN . 152
ek &% TRUSTED_ROOTS_CRLS J&,
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vCenter Single Sign-On JIRSS AL 175 S 2k 15 i H SSL uFE45. 7JLAM vSphere Web Client
RS 2R

TSR FIOEATIET S, A VMware SCRSERANR B SCEE DR XA, S, RS SEON
AIFURIAT o

SEEUE ST IR S IANAT RT DA B B AAFAETE SR RGeSO 248 FROUER . ] vecs-cli A]
TEAHETE VECS HRUUE P P THRAE

SIRIEE miH

WER RS H T — NI EZ B, ST a AR, i VMCA FRIE.,

vSphere 6.0 HFF L1, (HASERE]IFHHY ESXi THLEk vCenter Server Z2%iUET .

WA SRR E M. WA E B, WAl At T RE 2l i bl P R |
%o

KEERE R RYIEH ik

AFEZ AR DL — k2~ Platform Services Controller 5 s fy 355 Fh ol B 2 2 L THR A
SRR, EXAME ST, BN vSphere T FES Rk FahEE . SRR HoE T
EE NP SUL

BIE 51 3 &2 H0 S v IR E g Bk
{E/DF 8 /4~ vCenter Server A% EEEH, VMware il HEY T B84 Platform Services Controller
SEAIFISERCY vCenter Single Sign-On k5%, TERCKERGEHT, 7] 23 Refifi A2 28 01 P R T 24
Platform Services Controller 524, VMware W5 235 ( vCenter Server 6.0 3 457 ) M4 T
ik .
BEEZ /N EETAIREREITEN SSLIEHE &k
QR ER I S 2N B SUF—S Platform Services Controller, AL ] vSphere i $5& H s
SRR ur Bk H vSphere CLI Ay 4 T2t 15
vSphere IFHEFAT
EREE TN 21T vSphere uE BEFHERR . 7R S L, SR\ Platform Services
Controller [ IP #iyik, ARPEEAITHATHIESS, WAlRERE R AUEP1E o
FHhUEPHE
KFFehurE, rLUESEE N s TuE ey 4. EEEY S L, WAHH --server &
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n CBPEL SSL UE ) VMCA 25 41E
AL SSL U (e CA)
w BRI SSL uFR R R N B e XuE
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BEEZ/MEETRNIMERNBRARARIERE®R
RSB TP AU 2 AN R S A—A Platform Services Controller, (HEARPA N A BRI THF B E .
HEAERREE A R Ty S P UE I, dir-cli 1ist MO AT A 1 S AR A R 5 S
i5{T vmafd-cli get-machine-id --server-name localhost PAZERAENENUIAHITTHL 1D,
T TT P AR RS TN 1D,
vSphere IFHEHAS
AR 1217 vSphere BB HIRR . A A B, B8\ Platform Services
Controller [ IP #ifik, FRIEFTHITRIES, AR R EENUE S .
FEnEER
T sk FHELL ME:
m  Platform Services Controller b SIHLEL 7 2 H] ) I .
w AR S R U T S RS
B B E LA N MR S P I UE
m  vpxd RIRTT
m  vpxd-extension fiEEk /5 % H A
m vsphere-webclient iy % 1

2 AR ERIGE S, TR T TIOIE S I, 2 AT vSphere i1
PO VR PR

TARVFAE R, S WA T EM.

w CBHRDOT S UE BRI VMCA 25 20E 1S
BRI PR hiel CAD

m OERDOT S U BRI B SCUE

\)

QR A TS EOR BT AU, A2 Platform Services Controller |1 VMware Directory
Service (vmdir) uF#. 1HZ W VMware Directory Service uF4 .,

EESIERRAROINEREHRIEE

HUiEP 52 (41 VMware vCenter Site Recovery Manager 1 VMware vSphere Replication) ##2¢
LREIE 5 vCenter Server 2%k Platform Services Controller AL . 1B vCenter
Server £ %k Platform Services Controller [[FERIATFEAL SSLUF, MRy &24t% %] vCenter
Server 24, SR D

APl i21T 1s update certs BIAROLILAL, AOCTHEME R, 1520 VMware HITHZECFE
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] DU S5 Platform Services Controller Web FUAI & AL . ] vSphere LE BT EE RS 5L
FIRR Pl fli i Web SUal, ATRA TR ZAE BT YRS .

Platform Services Controller Web $tifii 5o v HTLA FEEMTS5 .

w  EE YU, DU IR B A ac H o

» A5 Platform Services Controller JC) VMware Certificate Authority (VMCA) 5481,

» &AM VMware Certificate Authority A= HE

S THA U

KEEUFF B T /ERAE Platform Services Controller Web i H 5245 574, Jy T /4Em CSR, nPAf#
1 vSphere U BEFERER SR T

TEHNIIER

“27%E Platform Services Controller f&, ZRINE O N1z 5 10 VMware Certificate Authority JyEREiH

HUATA HAL T S E e . ATLAERVA T TAER 2 — S T e Bt 45 .

STIED
FRATPLLE VMCA A HTARiE TS, M Platform Services Controller Web R £ T FRESTRIFT A
.

fifE VMCA s yHE] CA
A[PAT] vSphere 45 Bipe 52 IR 7 2B % CSR, 4t M CSR #2U E 5 DL VMCA FRhng) sk,
IRIG TSI BN T4 . 2GS T T uEB, VMCA B i RN U 7 & T
B BN AR .

BUrHEHON B B XGEH
WARAT LM VMCA, TR HAIEB AR CSR, CA B A CSR R MIFRUE B AL ZiE .
T PIM Platform Services Controller F#ARIEF1E & Xk,

AR VMware Directory Service (vmdir) ARUETS, B WA A AR ER B AR HR
vCenter Single Sign-On ut-f5, A PAE S AL LES 2 J5 6 ] CLI a2 X 2eut-f ., 155 Wik
VMware Directory Service uF-BHIER GHIAIMEH 0 VMware Directory Service iE+5,

M Platform Services Controller Web B &M \&51iE B F4E

1EF3 Platform Services Controller 1 543~ vCenter Server 1 5 _F#MUFE VMware Endpoint 1iF3
7% (VECS) 9244, #nTLAM Platform Services Controller Web 5% VMware Endpoint il 3517
IR NP7

X VECS NEBAFRIHERIELE K, 152 W VMware Endpoint UE P57 kit
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KT REBOEEUTSS, A AHIEIK ' administrator@vsphere.local [RETEE D1BAY; bl QAR AE %
SEHARI A T e, DAL A A B DL

S8

1 fF Web pil'ieeh, el N URL %8245 Platform Services Controller:

https://psc_hostname or IP/psc

FRAAFZH, Platform Services Controller =145k IP Mt 5 vCenter Server 4145k 1P b
HEARIA

2 & administrator@vsphere.local & vCenter Single Sign-On & B2 ML D e T 44 fns
o

WIRAT LRI AR E T AR, 15PL administrator@mydomain S35,
3 fE R N, HGUEREE A
4 N FREER b BRI VMware Endpoint E-B17E (VECS) 76 o
VMware Endpoint uF-BAERA T T A g AN A
5 EEEAFUEBIEE L, EEaZuE, AR5 R Bos s BRI,
6 EMEREEAERAE, R ERS B B,
Bilgn, ARG U, WAHE AT AREBRIBARUEAS o M AfE UE AN I A LR R
M Platform Services Controller Web SREYSIE B E#H A FH VMCA £
iE$H
AL FTAT VMCA 252Uk BRI VMCA 252 0E s I BFoh ST 1. R LA Platform
Services Controller Web FmZE 1T Hriil Bl R h A ik .
AR
LG PIES, R AT EE 57 (BRILY administrator@vsphere.local) %5, R
vCenter Server R4 LLITUEY, WAL LAUIR vCenter Server R4 FATE B GURAN I T P £
vCenter Single Sign-On i,
EZd
1 7F Web #lligsrh, i fae bl N URL #4825 Platform Services Controller:
https://psc_hostname or IP/psc

LER NGBS, Platform Services Controller 4145k IP Mtk 5 vCenter Server 34145k IP b
HEAAA

2 Jy administrator@vsphere.local ik vCenter Single Sign-On ¥ G 2H [ HA B i 2 ] 44 A
i,

UNSRAE 2 AR TANFIRYIE, 1504 administrator@ mydomain S35 o

VMware, Inc. 88



vSphere 241k

3 fF UEBT R, SmBAEREIEIIE T Platform Services Controller BN EE 1P Hikl, DL AHE
MG GBI administrator@vsphere.local) F 24 R12505, SR BEERAS

4 ZHIAMALIIEAL SSLuE.
a TR
b PR, BHST, FHEHEE RN .
5 (M) SHIAMAGRIRIT E UL
a TR R PUEBILES R
b IR H R ERITUASH T T MIETS, BB ST ST T A HORD s S H kT
c  {EHIE RN FER,

6 WIS A EEYNES Platform Services Controller, MR PLAZE1T4EE4 vCenter Server A%l
455

a Bl CUEREEY AR

b TR, $5E vCenter Server A% IP ksl FQDN PLM AT VAR vCenter Single Sign-On
HEAT S SAIER) vCenter Server I By 1 P14 Y.

c 73] vCenter Server IR SSLUE BT (A3de) FRAMEG T 2 Pk
d  WEREGEIRED S %24 vCenter Server Z%:, NN R4 1200 7L

m

1F Platform Services Controller | E#ijHzhik%%5 . nLAEEH S E) Platform Services Controller, k& M
A TIB TP s
Windows

{t Windows I, service-control #y4{\i |- VCENTER INSTALL PATH\bin,

service-control --stop --all

service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad
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kA

AT PA A CA 254 VMCA iEFS, DUE VMCA i) CAL 8 Rk, VMCA AR A UE B AR i

HEAHE

P 1] vSphere UF B FRZE 52 HFR 7 . i) CLI i Platform Services Controller Web FLfiHhi11%
W

AR &M

1 R CSR,

2 GREIREIRTUETS, R AT VMCA AR B TR .

fii ] vSphere UF- B HEES A= CSR RS root b5 (] CAY A48 TIXAN B,

$HB

1 fF Web pil%i#sr, mnt4seE Pl N URL #R25] Platform Services Controller:

https://psc_hostname or IP/psc

ERANAEZ T, Platform Services Controller EHL4 5k 1P Hilik5 vCenter Server 4145k 1P #b
HEARIA

2 Jy administrator@vsphere.local Bk vCenter Single Sign-On &5 A At B B8 FH F 2 A5
o

WERAT BN R E T AR, 15LA administrator@mydomain S35,
3 ECRIATUE R U, R IREL N PR
a fE U N, REERIENE, RS PARIE R
b FEEMIES . AN S YISEMEB S G RS R
c  (EEBARUEIA AR, BRI PR L IR Y], PRSI PR, SRR R TE
2RO, VMCA st AR B e AL A ATl 0t T84
4 ZHTAMALIEAL SSL Uk,
a f£ “uER” b, PREREE, RS THREATER DR
b PR, BHET, THEHEE R .
VMCA R HEAL SSL b5y g CA 254 YUETS
5 (M) SUTAMARINRITT M FuE .
a bRy SR FUEB TR
b EPUE IR EEITUASAT TR & M, s B 2RSS TAuE -5 A R i (]

A
FrEo

VMCA B2l )5 5 b sk T A a5 S FE B o T CA 254 0UES
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6 WIS UIESNS Platform Services Controller, NTPAZETHR)S vCenter Server 2%k
1o
a il “UEPEE” Ah R

b IR, 5 vCenter Server 24:H) IP Hitiksk FQDN LA T PLA] vCenter Single Sign-On
BT B EUER) vCenter Server LG AR A .

c  #17] vCenter Server TNl SSLUEPHT (A ge) AEAME T 2 FE .
d  WRERIAEIT S % vCenter Server 24, NWINEA ARG 120 1 .

i

1F Platform Services Controller |- E¥iEshR5% . PIVAEH S 5h Platform Services Controller, @& M
’lﬂ%/v\ Tia T[/J\—Fun a0
Windows

7f Windows |-, service-control #y%/\i - VCENTER INSTALL PATH\bin,

service-control --stop --all

service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

M Platform Services Controller S 2 &I BE AN EABENIES
Al DU T Platform Services Controller AR E Rl A & S aE s .

T’EPHEJB‘M ”"SE}HEFL TUJJ!:/I\ﬁ IAURIEEAN Ty 2 P AR E B2 213K (CSR). B CSR #2428
NN =77 CA R, ZATE BRI . AIPIM Platform Services Controller Ul [Flf) |-
J&Tﬁlﬁtﬁﬂﬂg%ﬁto
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£/ vSphere IEPEE[EMIEBEZIFRK (HEXIEH)

R L] vSphere WEAS T ERAR AL BOIEB2F 415K (CSR), AR R LUK T T4l CA B R 45 YN UESS
WUEA I o AR LA 3 SR AN RIS B e R 8 HIUE S

AL N 5 SN S AT Tl A B T
Windows

C:\Program Files\VMware\vCenter Server\vmcad\certificate-manager.bat

Linux

/usr/lib/vmware-vmca/bin/certificate-manager

BIREMF
vSphere IEEHIRR S TR AN B T fE BIER T ERIIAET LA S A5 58

R CSR I, R4S A\ administrator@vsphere.local F 0580, ok 24 [l e
vCenter Single Sign-On S Fl BRI 254

n IEREE LN Platform Services Controller [ Ak CSR, M| RGeSt RN
Platform Services Controller [\ #1440k 1P Hitk .

w TS SSL b4 R CSR, BB N UL TR, XESEMEAF#AE certool . cfg It
Ho MTREHTEL TR ZBRNE SR SR E T A, NI FQDN Jyhas il .

1 (ERRSHIEA L E, 55D vSphere UETERIR UL RELLI 1,

2 PRI R LR RN Platform Services Controller 1) 1P Hitikak 3414

VR 1 DR CSR, #&8nid i B, SR B Has

FESERAR, R A — A Ho . U PR UE AN S S L H e
QIR BT A RO T S T U, W R shuE B PERR

VPRI 5,

TR R L AL AT Platform Services Controller [ 1P Hiiksk 4144

PRI 1 LU CSR, i ni2 B B, ARE R HuE 1 B RS

FERERRE R, IR AR — A H5 . UE B BERRRUE AN S SRR H e

iR Platform Services Controller 55 |, WF P HIER A= — MIE A4, fER5 vCenter
Server 154, UEREEEESAE AU IR RIS I

w

N o o »
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PATUE it
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B RIS RIE B R I BNHE B F 68

R B ENE S =05 uE R, WA SR BRI BB 16 .

AR &M

MEE =5 ER N CA ZREN [ 8 SXARIE T .

S8

1 X Web pil'ieeh, mt el N URL %825 Platform Services Controller:

https://psc_hostname or IP/psc

FRAAFSEH, Platform Services Controller =144k IP Mt 5 vCenter Server T4 45k 1P b
HEARIA

2 y administrator@vsphere.local &t vCenter Single Sign-On &2 b ZH [ HAb Rk D3R 2 ) 448
i,

WIRAT LRI AR E T AR, 15PL administrator@ mydomain B5E5%

3 fF UEBT N, SEESFBEEUEE Platform Services Controller LA EL 1P Mk, DA ACHbS
MEER 51 (ERIACH administrator@vsphere.local) 4%, SR HHIERE .

4  EEAEMARES, I EImER
5 AL R .
AP CER. PEM ik CRT 288U~
BE$E
FEHEAL SSL uEsFn (R ey & I e B o it CA 22 H0uE .

M Platform Services Controller #il B E XiEH

RIDAKE EE SO STIAIL SSLuEA5 A1 E i SRR T3 2 P uE45 M Platform Services Controller Z8INEIE45 7

fi#o

TERZEUIEN T, B4R TN SSLUFBRUES 1o MU & P B 0s 0 RIS

AR &M

B R MUERAEGE B A 05K (CSR). MTLAEH] Certificate Manager 5 FIfE /741 CSR. 7£

Platform Services Controller HJ LA I[N 1 A HCE UE 15 F1 % T4,

EZ3

1 7F Web #lligsrh, @i feell F URL &85 Platform Services Controller:
https://psc_hostname or IP/psc

TERAREBE T, Platform Services Controller 41445k 1P #ikik 5 vCenter Server 4145k IP 1
HEAARA
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2y administrator@vsphere.local &k vCenter Single Sign-On & A 3Lt % B8 @ 2 /s
3o

QIRATLEREIN 5 T AR, 15PL administrator@ mydomain S15655%

3 U R, mBIEREREITIEE Platform Services Controller [EHLAER IP Hihl, DL AH
MPEPE G (BRIl administrator@vsphere.local) I #F155, K EHIRAS,

4 B RATIEY, HHEMEUL DB
a VEETFREAERERTR, SR PRI
b R, MERERIREDIE IR, AR R TR
5 EEHUROTT E e, RN PR
a EPHRRTT R FEBESIR, RE A UE I —4S, il machine.
b HEEM, RGN R, AR R AL Y.
¢ NF—HAMH= B EE FR R,

RESE
1 Platform Services Controller [T sy, FILAEH Ssh Platform Services Controller, k7 M

p
WAATEATIU T
Windows

{f Windows I+, service-control fiz4{\i |- VCENTER INSTALL PATH\bin,

service-control --stop --all

service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

{£F vSphere iEH EIE XL AEFEFIEH

vSphere UFFEEEAR S FHRE T AT FHT-DARE G5 WA AT PRI T R ZEE B FT55 . vSphere LFBEEERY
SPUREENEPA TR S . WEBAZE DAL B GRIETEED |, RIEEIFIFREIRSS, DN
s,

W] vSphere UF B By, MIJCERH# VECS (VMware Endpoint uF B HRgulEd, HIEE
s EIRSS o
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TFiZ1T vSphere U3 EERR A, AR AEE Had BRI AR UL TR .
vSphere IFBE AR SCRF—MIE R . AIRIBITHIR vSphere UE 8 FRGH AN B 2
PR, Wz TR IO E R s T 5 — BT,
RIDAFAT S T A AT s % T A
Windows

C:\Program Files\VMware\vCenter Server\vmcad\certificate-manager.bat

Linux

/usr/lib/vmware-vmca/bin/certificate-manager

1 N EH LA NI E RS T
WL # ] vSphere IEHF BRI TUE-BAT PFRERAEN, ERUEB 2/, MURTiEBIRASS e G
VECS (1) BACKUP_STORE f#fifit . AILUKE R B TIEREF IR 01 2] 1 —IRAS

2 SEEATAUEP
WAREE AT A vCenter UF B VMCA B4 1000UF1, 1501 = B G iF fdk i,

3 ARSI VMCA HRUEBI T A uE 15
ATPATE ST AR B VMCA ARIETS, FEE AT SSL uF-BAIA i /7 2 H FaE Bl VMCA 2
L. L EEE Y, AIPIAE Platform Services Controller [iz1T G LTI vSphere 1F 15
PSS, SRETERTA HALY S B TZ IR e B i 0L ssL iE-REE BN vMea SRR
Py ZHPEBE#N vvea BT,

4 ¥ VMCA BRI BAEAE GIEREmaD
AT DA PR e S R IR, B VMCA B Al CAL etk B2, VMCA 2Nk

AT A UE P TS . GRFsEE, DA e R T A IUA UL B VMCA 2410 8miE
$,

5 CBArAUEBESON HEXE GERBEERD
AP vSphere UE P85 B ES SC R B T A UE P 0o H @ SCUE 15 . Rt B 2w, A0 481
CA Jiik CSRo P LABEILEASE HRR 1 CSR,

B EH LG IRIERRE _ LRBUTHIRE
i3t ] vSphere UE I EHTRAG THE BEFITERAFRS, 7EBMGE BT, YHTEBIRE S AEIE VECS Y
BACKUP_STORE ffifift e IV F AT TR IR 2] IR

B IREBRIESEF AT BACKUP_STORE HIINZ . WAL IS LE T vSphere TIE 5%
HRR, SREEAWE, WERE F— e,
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BEEMHIER

WERESK I AT LAY vCenter WEASEH )y VMCA S84 RGUES, 5 ] B AT A UE-B kil

BRI, 278 85 M HTE VECS FRSfT A B SGiES .

» {E Platform Services Controller “5 i |, vSphere LB HEES n] DL B AL ARIE B e o1 5L
SSL e BRI EA U T S H kT

w  (ERHIYRLL, vSphere UEASETELRR MU N SSL RS MINTATIR AR TS S H ik o

m (ERAHEE T, vSphere iE BT EEES ] DA AT I

R UE A IR T A e BRI 1B T

EHERFTH VMCA RIEBABRAFIES

AT DLEEHTAE B VMCA FRAIETS, AN SSL AFBAIA bR 77 5 ] Pl 15 B3 VMCA 25 4240F
5, FEL A, A[PIAE Platform Services Controller FizfTHAT TN vSphere 1F 4712,
SRIGAERT A HAM S b5 B st T2 R P TR Bt - 0L ssL AT B A vMea IEFIA

BT ZHPFEBE#N vMea IET,

BATIA 20, vSphere ME5H PR SR B NS MIES (5 8., TERIER B Z SN A (5 EA - 1
certool.cfg I, ZJF, SHBPITEILRS . BTt BAN TR ahi . AR aiin
N E:

= administrator@vsphere.local [{J% 4,

w IR S A AR

CIATSIE L i

AR

LR EEAY=K 4

RO

LI il

w PR (RJRED

LI IZEE

AL, BIEEGUE B T AL S R e
= Platform Services Controller [{J IP #igit CandtEAEREE A FisfTiZa 4
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WA T RIS BORTT VMCA S8 24U T LY FQDN, Iirf HoAh BRI S S P SUWE . 1P
AR FTIERY
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BETR

L E AR root UEB S, WAIERTE A 4N Platform Services Controller [ vCenter Server
A EEEEIIRSS .

# VMCA i AREEEMENE GERBEES)

AP IEUE B B s S R RS, B VMCA ) CA. Seaittid IS, VMCA S 8Nk i i
HUFB 1554, R, A B e B A UE 2y VMCA A n3riE .

{#H vSphere iIE BEESZAEK CSR H/E®F root iEF (diE CA)

AL ] vSphere U EE RS AR B E 525 213K (CSR). FHix it CSR a2 21l CA sk AMNIUE ML
TJWJJ&?T &5 o AT LI S R AN FRE B i R S 2T .

s AU vSphere 1F B RS G CSR,
n WIRAETFEOIE CSR, NI ELAHI TS 2R UE A2 /2 DL R 3K
YA/ 2048 fiE

m  PEM ¥, VMware 3 #} PKCS8 #11 PKCS1 (RSA 541 . 47 IN%] VECS Ji, &ty
PKCSS8

s X509 JitA 3

w  WURGECYATEE IS BE Xk, X T root iE5, CA P REMAUKE N true, - HUEBEE #4000
FEEORAEL,

= WS CRL %544,
w BRI AT B AR P S BB IR S5 S B L
n OFREER KR IIHRE . VMCA i) OpenSSL BRA%E, BI10 MiF4.
»  ASCRFE BT E S DNS ZARIIES .
»  AEGIE VMCA TR CA.
12 W, VMware HIiHZE X 2112009 ({F vSphere 6.0 Hifljf# Microsoft UF 3545 L AR DA A
HESSLUER ) DGR ] Microsoft UE-Bail & WA -~
AR &M
vSphere UE P AR PR EEI NG Bo 2 fE BT EIINE DL A S 15 268
A ATAT CSR I, A4S R I\ administrator@vsphere.local JT] 2 fR850Y, 524 B FTERET
vCenter Single Sign-On I HE G0 R
PR
1 Jazh vSphere LFPBEFEIES 5% 2,
B, IR CSR, A B 1.
2 BP0 H Platform Services Controller ff IP Huhilal 34144
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3 BT 1 DL CSR R RS A

FEHERAR D, B BAHR D H R IETEBRR SR ES AIIET (v csr SU) NARR A SCHE
(*.key XM NZHZRH,

4 Bub AR EINT CA #1754, HE X #h root _signing cert.cer,

5 ESCRGRHAT T, A MG IRIET .

6 B XHRIFHN root signing chain.cers

RESR
KA root UEA N EES root UE . 1HZ IR VMCA RRUEB 0 FIE XS Ak 15 T A ik .

¥ VMCA IRIEB BN BEX ZZIEBHERAFIER

ALK VMCA HRE B fE il B rh il VMCA fE R HIFRIERRY CA B2k, MA1ER, VMCA 4
IR UE B ERE U FE e d s .

TER AR L BEEk /NI Platform Services Controller H1i=1T vSphere UF A HEEE DL VMCA FiiE 1555
HEEXZ LU

vSphere UEFE PR R EHIALL M E B

ARG
= CSR.

n  AJPU ] vSphere iE A PERS Q1 CSR. 152 W] vSphere UERAFEEZS A pl CSR FHE#S root
U CHfa] CAD

s WIRAEFEEE CSR, M A EPAIITE ARIUE A0 2 LA T ok
m RN 2048 ko
s PEM K, VMware 7 #} PKCS8 #11 PKCS1 (RSA Z4) . B4 IN%] VECS Ji7, &t

oy PKCS8

» X509 JiA 3

o USRS TR FE GIE, T root UE S, CA FTRELITEE N true, FEHIEBA 4
AHEERAF

n  WIURH CRLE .
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B R IE PG 6000 % P B0 SR 357 SR BIE .

n  ONEBEER KRR AT IR . VMCA i) OpenSSL kA% E, BI10 MiEH.
»  ACFRHUEER AR Z S DNS ZARIIET .

= AR VMCA U CA.

12 VMware #1iRESCEE 2112009 (AF vSphere 6.0 Hil| 7 Microsoft 1F 1595 4 HIA AR
DLAIZE SSL uF45 ) DISREUE T Microsoft IFB i & WA =4l

MEE=Jrk s\ CA WEREPE, BHEHSHME VMCA MEBA S DA/, Hi VMCA
ARUERE TR, 12 I H vSphere 1F B B4 i CSR FHEES root 1E45 (FAA] CA)

e SN RSN

m administrator@vsphere.local [1J%15,
= Root AN EHEX U C.crt XM
R SR Y] (key file).

TERN T ZeBE s ANES Platform Services Controller |54 vSphere UF B FEES, SRR 2,
PP 2 THIRUE-B O R B R
a ISR ERUE B e
b WASE E RS, ARG R AT SSLAEIIE o
A5 BERE NI FQDN HAE#{E certool . cfg SfFH,
WERAE 2705 R A AR UE TS, WA T vCenter Server | HU§T R ENIRSS o

FEL AT, A 3 ¢ Bl SSLUEBE ) VMCA UER" ) fil 6 ( “Bfge sz -
WP EHLCA VMCA IEP” ) fERF) vCenter Server 5244 | T A kT A UE TS

BHAIETR, VMCA S it BN 725 4

RESR
RIS, AT RE L I I E S LAt

AR TS BRI UE T, 5 EH vdir ARIFB . 155 00 VMware Directory Service iif
13\

WM vSphere 5.x FRETFE, FIHEAFIEH vidir HI[% vCenter Single Sign-On WE 15, 55 WAL
TRA AP VMware Directory Service iiF 43

Bt EH SSLIEBE A VMCA EH (Fig CA)

TEF VMCA JIIFEHR] CA 925 sk, WA E AL SSL . 17 4ci Mk Platform Services
Controller 54 FiY VMCA HEHS, SRE# vCenter Server 5 & FRGUE 44 3N AU
F5Ah AT DL FH e T4 2 A A sk BB L IR0 o1 5L SSL ik,
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BTN SSL UFH Y VMCA 254 0E-BIN, vSphere IFRFE# S RmEBRMNG R, B
Platform Services Controller 2 A1 IP Hohk DI A N E] certool.cfg X,

||
AR
u

B
1

2

ER

vSp

administrator@vsphere.local {2545,
YA T BEEH B 5 /XA
YASRIE= i

AR

AL

N

JRys e

IP ok (rfafe)

HL R

THH, BPEEHOEERTHRU SE R IRER . AUR IS FQDN AL, TERBEHICEE T
e AR A TAEEIRAS .

Platform Services Controller 1 IP Ml Cans iFAEEHET S Fisf iz

%14

R T 2 S VMCA RS, iSRS ST vCenter Server i,
PRI T RV M s B RE R I Tla TUE P PERS

s administrator@vsphere.local [J% 5,

w  BOGHAERGHTTY VMCA 252U BTSN FQDN. Fr A7 Hh Bt BRI ) FI0E SCME, ER]
PARERA

m RIZI TR EAT AN Platform Services Controller [t vCenter Server £%t, M0AZN T fift
Platform Services Controller [\ #1440k 1P Hitik

JE5) vSphere uF B BRAR 18 BRI 3,
AR

R AR R B certool. cfg XXM,

here U5 ELRF 0 H ML SSLAIE

B AFRERBRIEEERA VMCAEE (Fig CA)

TEK VMCA HITERE] CA F9Z 0 b, A o 7y 2 H b, 1724t Platform Services
Controller 54 FiY VMCA HRIEPS, SRE# vCenter Server 5 & FRGUE 44 FH 3N S AU
Ft AT DU e iU e 2 5l B IR e 7 5 FH e .
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AR &M
w WURERR T2 AR VMCA ARESS, iEWIHREET S BT vCenter Server TR
w PRI TRDL MR B A B R Tia, TuE 1 B

= administrator@vsphere.local fJ#H .

R TR BN Platform Services Controller [ vCenter Server #%c, NWAZN T iR
Platform Services Controller A= HL448k 1P #ihil.

S8
1 J34) vSphere UF-RF B H- 2 BRGeI 6,
2 SRR R .

&R

vSphere Tk AR FR A A RO )T 5 e o

BErRIEEEmABENIEY GEEEERR)
AT H] vSphere UE P BRS S FHFE - R A UE B ok H e b4 . AR R 2 |y, AR 75 CA
K1k CSR, #En DL FHUF 1 RS 4= i CSR,

— IR VMCA B &R 5 S P U B L SSL kB . ik s s P uE BT
vSphere 41} [FfIHF

T B E BN, 3235 1] B B B SR N BRSO N A, VMCA 58] VMCA 25 444k

P, SR EEGX I, AT LUE ] vSphere UF B FRES SR, Bl CLI ST Fahib 14, 1k
P VECS Hi,

{£H vSphere iIE B EEBFEMRIEERERZIEKR (BEXIER)

PRI DU vSphere IFPBEERES A sIE B2 44115 2K (CSR), ARG DU H Tl CA Bl LR MNIIE
MUENNY o AT DAl 52 2 R AN e 5 A O RS o

ALz N 7 SN AT Tl A R L
Windows

C:\Program Files\VMware\vCenter Server\vmcad\certificate-manager.bat

Linux
/usr/lib/vmware-vmca/bin/certificate-manager
AR

vSphere IEEHIRR TR AN Eo T fa R T EROIAET LS 5 80

 ERUEAT CSR I, RGP nE A\ administrator@vsphere.local T 1H%0Y, ok ST
vCenter Single Sign-On S B BRI 254
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N o o »

AR E BA YN Platform Services Controller JRREHZER CSR, I R it R I8k N
Platform Services Controller [\ #1445k 1P it

LA SSLUEF A5 CSR, B E e it b BRI, XUSRMEAT#A certool . cfg I
Ho AT REHTEL TR ZBRNE SR SR E T A fE. NI FQDN Jyhas il .

RIS E, B 5h vSphere UEA3 BRI s BRI 1,

TR R A Platform Services Controller (1 1P #iikak F4H14 .

W 1 DUER CSR, 45 F it fE 2, SRS R HUE-BEFHIRR

TEMRART, R AAHR I B3 UE BB R A S SR e B e
WA A BT A RO P UESS, SRS S A PR

BRI 5.

ML IR L SIS H Platform Services Controller [#) 1P #ilikuk 4144,

PRI 1 AR CSR, H#niZ B, ARE R HHUE 1 E B RS

TR, IR AR B UEE B R R A I S It H e

iR Platform Services Controller 55, I, WEPE B A=k — AMIE A4, fER5 vCenter
Server 154 F, UEREEEESAE APUAN IR RIS N

RESR
P TUEA R
HITEN SSLIEFEHABENIER

P SSL UEB FRARANE H 5 E I AR EIR 55 . Platform Services Controller FHNZHE i
BEUEHLEL I 7] TS HAR S A T2 i F RO TN SSLES o AT LURHREAS Y i E IOUEF5 4

Sy E T,

AR &H

JHA 2T, EEERIERA NS — CSR, W PLH 1] vSphere UF P FERS 4= s CSR ukiH
ek CSR,

1

2

Lfdi ] vSphere UEBHEEERRAH CSR, 1152 WLAE/T vSphere tE A5 PRARAE EA535 240K (HIEX

U

LB CSR, M EE =y e/l CA AR THRALIRR —MEAS . UEBR AR L 20K
n EHIR/N: 2048 fiEk K (PEM i)

m  CRT /%L

= X509 ik 3

s SubjectAltName it DNS Name=<machine_FQDN>
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s UESPUNBHAMG: B4 ATmIAE, B ns
Il VMware HIREZESCEE 2112014, M Microsoft iF Bk M IFZREL vSphere 1E 15,

W

Ty
PR
1 J35) vSphere UFBEFEEg B 1,
2 BRI 2 JHARUEB RO TR R AL
vSphere UFBE SR ERALL MEE
m administrator@vsphere.local |21,
(TR SSL i SIS (crt file),
ARSI SSL FE XY (key file)o
w00 EE SO SSLUEBIZS ZuE s (.crt file),

N

n UUSEFEL SR A R s TS, R R\ Platform Services Controller [1 IP
ok,
BES R
RAEREREE, AT AE A B e b L5

QR EIEMESR EH AU, i vndir ARUE . 152 B VMware Directory Service i
13\

m M vSphere 5.x PRI, FIRELITEHL vdir H1[) vCenter Single Sign-On ik 15, 152 WAL
TRA AR P VMware Directory Service iF 43

BERARBRIERE#HABENIER

V2 o i SR AT NN T IR IR IR S HUE TS . (HE, UE B Rt R iy ZE k45

fileh Ty PR IRSS IS, A, 5 vSphere Web Client JCHXIIFTAIRSS . fEZ2 0 MHE T, Hih

Platform Services Controller | [\ TH M UARDITT S ks, LSRN S AR DT Z 0 7

YRR N S P E, 5B =00 CA IN5e A k%t
RN BT VL RN
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AR

THGE2 1T, RIS IR D H RN LA — > CSR. %R LA T] vSphere F-B FREe ALY CSR ki
i i CSR.,

1 ] vSphere iFBEHEER CSR, 1152 WAEH vSphere UE B FRRS A AUE 12523k (HEX
U

2 ME=J7ekll CA AT A IR RITT Z PR — A ukE . BRI DA ] vSphere 1EFEE
AR CSR Bk [T RS CSR, CSR AZH; £ DA N Esk .
n PR 2048 [k A (PEM Zifid)
m  CRT %l
s X509 ik 3
m  SubjectAltName W Zifd7 DNS Name=<machine_FQDN>

BARRTT ZE PR A AR subject, B, FEESMRTTENF$ (A vexd) Bk
HABPE—FRIATT o
o GEVUNEYIEH: Borzsa, ATEAvE. By

Fi5% W VMware HIHE X E 2112014, M Microsoft U Bl L HUEFREL vSphere 1iF 15,

IR
1 JH5) vSphere L HIRS I B0 T 5,
2 GREERD 2 JHAAUE T R P R R S L
vSphere UFBEHEHEREHALL ME R
= administrator@vsphere.local [1%5H;,
w RN S RUE R
»  QIFAE Platform Services Controller 55 11T vSphere UF B EiRs, TS H R EHN T
fiEeh T ZE TP IuE 1 4] (vpxd. crt M vpxd. key)o

n URAEE P HEUR AR FiaiT vSphere UEBEFIES, SRR M NP iok 77 5 H P
BANFPFIE (vpxd. crt fl vpxd. key) o
BESE

WM vSphere 5.x SETF, AIRELFIE N vmdir HIfX vCenter Single Sign-On iF . 5% WAETR S
RS Ei % VMware Directory Service uF15,
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FEHEBE#R

X T RIS, i, WRTEER— ROy SN P BAE, MUEHAEI) vSphere S5 92
IR . (ESCREIL T, AT FTREZ 3B CLISEFTIES £

THRBThFE LIRS

AT TFEREB RSy, AU IEITEIRSS, RGOS BV BEIE BRI IR S5 o IR TR 22
A5t bR SS s AT LA R B 4 A5 ATU ] o

THIEHEVA T2
SRR SS VAR RCHT A /% B IR BiESS

o QERGCEME AU ELDL AR ICEARIE BN TR RS o IFARGEAS USSR T, LA IR U5 6
ZUEBIAT BBk . R IIARUEAS e 45 1 E A BIEE R sh A RS, DAk WL BRI

n WERERIAS IR MR, IR IR U 2 B 1R SS, FEAEAR IR 135 g e sl 55
w EEEIEIRSS, RIS EHITIL RS

»  {F VECS MR T SSL U BakAT ik 75 % M FiiEs

= i vmdir (VMware Directory Service) HFIfEH T 2 H Pk 15 .

BIE VMCA Z£ZIEEE#H A VMCA ZRZ1EH

A5 VMCA FRUF /A AR 2t ek 2 T At PR T oz b 45, W AT DUAE B AR UE IR
N IN%] VMware Directory Service, #RJe, RILAE IFOARUE S A Bod i T AL SSL ub-BAnfiek 75 5 1
JuEs

KREEAEI N, FPUET] vSphere HF 1555 H 58 52 FHRE 7 B 15 .

QA TR AN, W5 S8 R CLI A B — A 52 U PR i anm B i, Hi2, B
AT DA TR AT 55 A 20 BRI 3 2% N UE S o

A&
{VA5 administrator@vsphere.local @ CAAdmins 41 R HA T P A DA TUF 155 BT 55, 12 LI
vCenter Single Sign-On ZHES AL 5o
Gz
1 A VMCA 24 E+5
{#i1] certool CLI A58 VMCA & 2F P K4 3] vmdir,
2 KA SSLuE By VMCA Z540E
TEARCHTHY VMCA Z5 2RI, Al DA A O BT A T 5L SSL k5.
3 KRR TT R P UE BRI VMCA 25 2uES
BHSE AL SSL U, AILAR T AR S b R b i s (B, Afg
D AHUEB R AL AT B AT HEIE S SE R AL T
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eI IS R E L VMware Directory Service iF43

TEF st FErh, I EREE AT REETIN EU4% vCenter Single Sign-On JikZk 5.5 #ll vCenter Single Sign-

on RA 6.x. BN, R E{r 21T vCenter Single Sign-On RS 5 SSL uF5, M)

IRBATHA A B fiE B3 VMware Directory Service SSL iF 45,

SR VMCA ZZRIEH
i certool CLI AR VMCA 2540 B KdL & 4 %) vdir,

EZ HERE R, 7F Platform Services Controller [FiafTHRUFBA 4.

w

1

L

AT B S b 15L&

certool --genselfcacert --outprivkey <key file path> --outcert <cert file path> --config

<config file>

2 BIARE T

certool --rootca --cert <cert file path> --privkey <key file path>
Zan A e, BILEIE vendir, SREREILZINE] VECS,
EIEATE RS, SRR eI . AR AR % o
Al55 ZFRAE Windows il vCenter Server Appliance | fiAH,

Windows

service-control --stop --all

service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance
service-control --stop --all
service-control --start vmafdd

service-control --start vmdird

service-control --start vmcad

CAJde)  BEEARE S & A %) vndir,

dir-cli trustedcert publish --cert newRoot.crt

AT A, 2 BIETE vndir IO S 538h, AR R A ST RES 2 — LRI TR

5 HEHHAIITARS

service-control --start --all
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B ERFTH VMCA ZZIRIEH
AR B oR T EUE Y HiTAR CA 15 BANAE B UE o) — 45 BP IR,
1 (A FIH VMCA HIEB AR Fir 47 fE .

m /i Platform Services Controller ¥ ik fix A 23k,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --getrootca

o B (ONEREE

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --getrootca --server=<psc-

ip-or-fgdn>

N LU RN A

output:

Certificate:

Data:

Version:3 (0x2)

Serial Number:
cf:2d:££:49:88:50:e5:af

2 (nfe) it VECS TRUSTED_ROOTS &, FHRUET A5 52081 ikt i e A1) 5 b TEE R o
A
~

A2 T Platform Services Controller FIEFHE /5 FiafT, KA VECS 251 vidir,

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry list --store TRUSTED_ ROOTS
—-—text

A — D HAEB RSO0 T, Rt R LA R

Number of entries in store : 1

Alias :960d43f31eb95211ba3a2487ac840645a02894bd
Entry type :Trusted Cert

Certificate:

Data:

Version:3 (0x2)

Serial Number:

cf:2d:££:49:88:50:e5:af

3 AERCHIN VMCA FuEF . B BEs g VECS Al vmdir (VMware Directory Service) Hift
TRUSTED_ROOTS J%,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --selfca --config="C:\Program

Files\VMware\vCenter Server\vmcad\certool.cfg"

1F Windows Hi, AJPIZEEE --config, KNiZa i HERIAN certool.cfg XA
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Bt EH SSLIEBEE#HA VMCA ZZiIEH
TEAE RN VMCA 2 MIE B, DU IR TG T SSLIE .

A HENEA A T T S5HANIRS I T2 B AL SSL UE . AEL T AahE T, HAEFA
WA s T AL SSL UE B S i ——server SEMILAE SN Platform Services Controller [

vCe

AR

nter Server 15[ Platform Services Controller,

LSS

HER U A IRSS BB AR A Ak R 55

B
1

NAFEUE BN EG HENE S —4) certool.cfg.
ATDAEPL P BB certool.cfg:

BIERG B
Windows C:\Program Files\VMware\vCenter Server\vmcad
Linux /usr/lib/vmware-vmca/share/config/

SRR A THRALR FE SR B OARZ ALY FQDN,

RS 1P HilHET NSLookup, PABA AR DNS HI5L, AN “FH14" TR HIiA
‘l/gl*d\o

A SO A N T/ BRSO RIES s WA 5 5 SO AC SO T 53
5l an:

certool --genkey --privkey=machinel.priv --pubkey=machinel.pub
certool --gencert --privkey=machinel.priv --cert machinel.crt --Name=Machinel Cert --

config machinel.cfg

E=IERTEIRSS, JREhA R A . AR IR DS o
k55 485 4E Windows fll vCenter Server Appliance A,
Windows

service-control --stop --all

service-control --start VMWareAfdService

service-control --start VMWareDirectoryService

service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad
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5 CErubuUshng) VECS,

P AN BT AU B A P T k@ SSL T R . BRI, RGN &%
E o

vecs-cli entry delete --store MACHINE SSL CERT --alias __ MACHINE CERT
vecs-cli entry create --store MACHINE SSL CERT --alias _ MACHINE CERT --cert machinel.cert

--key machinel.priv

6 HHHBIITAIRS

service-control --start --all

Bl BITEYVIERERA VMCA ZZIEH
1 5 SSL uF Bl B, I 4mr H xR 7 M ssl-config.cfg.

Country = US

Name = vmca-<PSC-FQDN-example>
Organization = <my company>
OrgUnit = <my company Engineering>
State = <my_state>

Locality = <mytown>

Hostname = <FQDN>

2 ONUFEAL SSL uEPAE RPN . RS PR SR Platform Services Controller 55 Fiaf T Ay
Ly AFFE --server 1l

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=ssl-key.priv

—--pubkey=ssl-key.pub

BrEMYm H ROl ssl-key.priv fll ssl-key.pub X

3 EAEITE m SSL Uk, EuE Bl VMCA Z2uk 15, Wik VMCA ARUE 548 FE ks,
VMCA S AN ER AT IR T4

m [T Platform Services Controller 77 /i akim N 258,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vmca-

ssl.crt --privkey=ssl-key.priv --config=ssl-config.cfg

m {F vCenter Server H1 (JNIZ%E)

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vmca-

ssl.crt —--privkey=ssl-key.priv --config=ssl-config.cfg --server=<psc-ip-or-fgdn>

BAE 1 H P 6 new-vmeca-ssl.crt XA,
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4 (k) HIH VECS INE,

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli store list

m  Platform Services Controller Hi1kH :

MACHINE_ SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS

machine

m vCenter Server HI[{#iH

output (on vCenter):
MACHINE_SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS
machine

vpxd

vpxd-extension
vsphere-webclient

sms

5 VECS Hf 5L SSL uE B A5l SSL iFF. —-store fll ——alias {HAUSERINA

Proe i,
» {f Platform Services Controller H1, 51zfTLL Mg LAE MACHINE _SSL_CERT #4111
THRAL SSLF15,
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
MACHINE_SSI, CERT --alias _ MACHINE CERT
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store

MACHINE SSIL CERT --alias _ MACHINE CERT --cert new-vmca-ssl.crt --key ssl-key.priv

n (ERAEFEY SN R T, st T My LA MACHINE_SSL_ CERT f7fiH A58
ML SSLUEP. TN E A A FQDN, R A s g A AN A e 15 .

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
MACHINE SSL CERT --alias _ MACHINE CERT

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
MACHINE SSL CERT --alias _ MACHINE CERT --cert new-vmca-ssl.crt --key ssl-key.priv

BE$E
IR AT DU ESXE EMUIETS . 550 (vSphere 224k ) HilRY),

L HTRE T root UEPJE, DAVERTHHEASMNE Platform Services Controller [ vCenter Server

TR IR EIIRSS

VMware, Inc.
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BERARAPIEESHR AN VMCA ZZiEH
B ML SSLIF RIS, R DABHGITE R TT Z M PE B o )y Z M PiEBsaivas (1, Aagst
WD, ARUET R A A AT BRI S R AL T

B NPT AR Platform Services Controller 715 b FRITHEAUREL T 2 Uk . HREE s
AEFE S ERO AR ZE P iE s . 7E AT /NI Platform Services Controller FRFEET & FizfT

B &

A, T --server 2443511 Platform Services Controller,

B AR A R R P UE B, dir-cli list MU ERERTA T ST AR Z
11T vmafd-cli get-machine-id --server-name localhost PATEREFANFNIIAMTELL ID,
FAMEOTT Z P 2B FETHRAL 1D,

ARG

eI LTRSS, REhA I AR A IR S o

=)
W

1

FH—1 certool.cfg, BIRAM. P Mk, DNS AMAIL TR, JFEa &, filln, &=
w# N sol usr.cfg.

AT DM A A TPAE R — 3B an A b o Ry S P AT EI S B0 AR ARREEOIAME R, 2B
WA RS ARG

LB 8 SRS B S BRI E T 2 F P AR B R SO FE S o

il :

certool --genkey --privkey=vpxd.priv --pubkey=vpxd.pub

certool --gencert --privkey=vpxd.priv --cert vpxd.crt --Name=VPXD 1 --config sol usr.cfg

BREE MR S I8

dir-cli service list

R DA TP el 5 3R [RIfRPfE— 1D Hy A AR o T .

C:\Program Files\VMware\vCenter Server\vmafdd>dir-cli service list
Enter password for administrator@vsphere.local:

1. machine-1d364500-4b45-11e4-96c2-020011c98db3

2. vpxd-1d364500-4b45-11e4-96c2-020011c98db3

3. vpxd-extension-1d364500-4b45-11e4-96¢c2-020011c98db3

4. vsphere-webclient-1d364500-4b45-11e4-96¢c2-020011¢c98db3

FEL T B A R Ty P UEPIN, dir-cli ATV A& a1 S a oy = - .
1217 vmafd-cli get-machine-id --server-name localhost PAEEFREEAFHIIAM AL
1D FFAMAGLTT AR RE AL 1D,
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4 AZIEFTAIRSS, AEEEIEB O R IR S .

k55 485 1F Windows Fll vCenter Server Appliance | A,

Windows
service-control --stop --all
service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

SRR TS, 1S vandir FRISELATIES, SRJEEHE VECS HIUE .
LA oR Bl s 1A voxd RSSHIUESS .

dir-cli service update --name <vpxd-xxxx-xxx-7c7b769cd9f4> --cert ./vpxd.crt
vecs-cli entry delete --store vpxd --alias vpxd
vecs-cli entry create --store vpxd --alias vpxd --cert vpxd.crt --key vpxd.priv

AR vendir FRIUETS,  IIfEE s 5 H e vCenter Single Sign-On JHT S35

6 HHIAIITAIRS

service-control --start --all

R~fl: EH VMCA Z£&Z2@RFERFIES

1

BRI TS RS /B IR, HhudEEEq Platform Services Controller FIERANEEE

T TSR S 5 P S8 R AN B S AR N R T S P (vpxd, vpxd-

extension. vsphere-webclient) [{J24/%},

a MR AEBER RN T 5 H ek Platform Services Controller F TR T 2 F ARk
W o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=machine-

key.priv --pubkey=machine-key.pub

b (A XTI Platform Services Controller [FJEE, i WA R S IR
T 5 P A s o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=machine-

key.priv --pubkey=machine-key.pub
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¢ HEAMEEET AR vexd fRRTT S A BT

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vpxd-

key.priv --pubkey=vpxd-key.pub

d WEMETEET S LR vpxd-extension G 2 FVAR R BN

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vpxd-

extension-key.priv --pubkey=vpxd-extension-key.pub

e NBEAEEE A RN vsphere-webclient fifth 75 2 P AE s A o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vsphere-

webclient-key.priv --pubkey=vsphere-webclient-key.pub

2 NEEA Platform Services Controller AR ETEE S FRO TN U Ty 2 P DA MR N B S B
R HAb g 5 2 P (vpxd . vpxd-extension. vsphere-webclient) A=k VMCA HiF45
LA Z kS

HE --Name ZHUAHIME—. CUHRRHT SN0 GH, B, vpxd 5 vpxd-extension, AT
BB ST ST IS E Z

a ft Platform Services Controller 5 &1 FizfTPA Fawan] iz 15 5 v B Uo7y 2 1 AR plc i
S EI IR

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —--cert=new-

machine.crt --privkey=machine-key.priv --Name=machine
b EAEREY S TSRS ST AR GRS

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-

machine.crt --privkey=machine-key.priv --Name=machine --server=<psc-ip-or-fgdn>

c  ONRFMEEIT AR voxd RS S A GIETS .

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-

vpxd.crt --privkey=vpxd-key.priv --Name=vpxd --server=<psc-ip-or-fgdn>

d REAEHY SRR vpxd-extensions R TT T FAERUE T o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vpxd-
extension.crt --privkey=vpxd-extension-key.priv --Name=vpxd-extension --server=<psc-ip-
or-fqgdn>

e liafTPA M R ME Y 1LY vsphere-webclient fifp s 51 ARG o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-
vsphere-webclient.crt --privkey=vsphere-webclient-key.priv --Name=vsphere-webclient --

server=<psc-ip-or-fgdn>
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3

R VECS o Ty 5 IR A5 B0 0 o s S ks o

1 --store fll ——alias TGRS IERIN LR oe VLR,

a

b

C

d

e

1t Platform Services Controller ‘154 [, 1HiafTRA M2 DA F A Ui T 2 ks :

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
machine --alias machine

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
machine --alias machine --cert new-machine.crt --key machine-key.priv

BRI AT SRR 5 e

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
machine --alias machine
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store

machine --alias machine --cert new-machine-vc.crt --key machine-vc-key.priv

BRI RE N E R S RS voxd R TT 2 T Pl

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store vpxd
--alias vpxd
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store vpxd

--alias vpxd --cert new-vpxd.crt --key vpxd-key.priv

AT PR TR vpxd-extension fiRE s Z ] uE .

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store vpxd-

extension --alias vpxd-extension

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store vpxd-
extension --alias vpxd-extension --cert new-vpxd-extension.crt --key vpxd-extension-
key.priv

B PR LR vsphere-webclient fi#k J5 5E HIFuE4s .

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
vsphere-webclient --alias vsphere-webclient

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
vsphere-webclient --alias vsphere-webclient --cert new-vsphere-webclient.crt --key
vsphere-webclient-key.priv

Tﬁﬁﬁ?ﬁﬁ@ﬁfﬁ&ﬁ%ﬁﬁ}ﬁiﬁ%ﬁiiﬁ VMware Directory Service (vmdir), ZZEHE <4\ vCenter
Single Sign-On & H 512401,

a

12/T dir-cli service 1list FIZRHVEMEIETT T POME—IRSS ID G4, RILALE Platform
Services Controller & vCenter Server A% FiafTilbar4 .
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli>dir-cli service list

output:
1. machine-29a45d00-60a7-11e4-96£f-00505689639%a
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machine-6£d7£140-60a9-11e4-9e28-005056895a69
vpxd-6£d7£140-60a9-11e4-9e28-005056895a69
vpxd-extension-6£d7£140-60a9-11e4-9e28-005056895a69
vsphere-webclient-6£d7£140-60a9-11e4-9e28-005056895a69

g w N

B AR A R R P UE B, dir-cli list MU EFERTA Y S AT A oy
ZMHFH, 1817 vmafd-cli get-machine-id --server-name localhost AZTEFRFNIENL

IR SIAL 1D BRI S P SRR sn 5L 1D,

b ¥ Platform Services Controller 2 vmdir WP HHENIIESS . Bilan, anisk
machine-29a45d00-60a7-11e4-96ff-00505689639a /i Platform Services Controller fiff it
SR =, s T a4

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
machine-29a45d00-60a7-11e4-96£f£f-00505689639%a --cert new-machine-1.crt

c  BHUEEAMETEYY S Y vendir T FERE . B, fik
machine-6fd7f140-60a9-11e4-9e28-005056895a69 iy vCenter Server HI 1A R 5
P, iafTiban 4

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
machine-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-machine-2.crt

d BHENE R S E vdir B voxd SRS T P EF . B, s
vpxd-6fd7f140-60a9-11e4-9e28-005056895a69 I vpxd T Z M F 1D, s Tt ars:

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
vpxd-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd.crt

e  BEAEE S M vindir I vpxd-extension BT P UER . Bildn,  anik vpxd-
extension-6fd7f140-60a9-11e4-9e28-005056895a69 & vpxd-extension ik 5% 1~ 1D,
T T A2

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name vpxd-
extension-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd-extension.crt

f o R EEAME Y SR vsphere-webclient filgtk y M ubf5. #ilan, 4k vsphere-
webclient-6fd7f140-60a9-11e4-9e28-005056895a69 *}j vsphere-webclient fiftih /5 2 1]

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
vsphere-webclient-6£fd7£140-60a9-11e4-9e28-005056895a69 --cert new-vsphere-webclient.crt

REHR
TR shE) Platform Services Controller &5 S A NS R 5 FINATE RS o
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ERAEKXIME R E I VMware Directory Service iE$H

TEF R Revh, A ERE Nl BEETIN fudE vCenter Single Sign-On ik 7s 5.5 #1 vCenter Single Sign-On Jix
A 6.x0 MEHIBIT, WSEHIEZ]T vCenter Single Sign-On IR 54 SSL UETs, MAFH T
R fiE B VMware Directory Service SSL iiFH .

vmdir ff ] VMware Directory Service SSL 1E 5 1] 7E#4T vCenter Single Sign-On & illf{] Platform
Services Controller 75 g A1 T1E TH1F

I £U4 vSphere 6.0 il vSphere 6.5 15 iR A AT E S TIXEEL T, EVL FIEOL R 520
ITIXMe P

s AN e vCenter Single Sign-On 5.5 #ll vCenter Single Sign-On 6.x k55

m vCenter Single Sign-On k55 & il vndir £ .
A Tis1T vCenter Single Sign-On 6.x IR 5, HHHRIEERA VMCA 25 440F 100k [ 8 XAIF
P,

F SR TR B IR SS 2 B e A A . il A EESUGS e VMware Directory Service b5,

1 {rizf7 vCenter Single Sign-On 6.x xR 5715 4 1, B4 vmdird SSL Uk 1564
152 W VMware Directory Service 1F.

2 fFiz{T vCenter Single Sign-On 5.5 IRSSH01 5 F, 1l B LAMEEE vCenter Single Sign-On
6.x k%5

a WA E c:\ProgrambData\VMware\CIS\cfg\vmdird,

b 7 6.x Wi Ol vmdircert . pem XAHIRIA, HEHTERZN

<sso_node2.domain.com>.pem, HHl <sso node2.domain.com> j& 6.x i 5if) FQDN,
c KEMAMUEBESIE c:\Programbata\VMware\CIS\cfg\vmdird PAFFHIA L HluE .
3 (EC BB A AL E TS S VMware Directory Service,
1P vSphere Web Client T H IR &Sk #i ] service-control w54,

£/ VMCA {EAHENEH iM%k 4514

FIELRE VMCA FRUE O IE T3 h 05 VMCA Y28 =7 CA Z54ukfh. MATERR, VMCA Apifirfy
R AR e B . AT AR LA UET B A eSS o TR A =07 CA 2Rtk
AESHUEAE B AL

FR]

1 BifibuEds Ohin CA)

s VMCA UE BN FUE SCUE B S — 2 S 2R ik CSR I IIPEDARIE A5 [0 5] VMCA fIIES
2 B SHLSSL uES (il CA)

L] CA IR ZUEBIF RN VMCA BUIEB5,  @n DUEHIITAT THAHL SSL k.
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3 EHRO T = uE il CAD
R EAL SSL uE)a, DA 5 S P uEs .
4 i VMware Directory Service iiF 43

URPROTE S TR VMCA RRIETS, S FLIBOH AAE P A5 IR VMCA ARIETS, LA 25 i
THEANL SSLUEAS . Ry 5 P UES AR LE N B S5 OUE TS

5 [ERGESIEMNETREH: VMware Directory Service iF 13
TETFt Revh, A ERE nT BEETIN fudE vCenter Single Sign-On ik 7s 5.5 #11 vCenter Single Sign-
On R 6.x. 7EMIBOLT, WIEREHIE{Eis,T vCenter Single Sign-On RS0 & SSL UL,
WP TR B BT e VMware Directory Service SSL iF,

FHIRIER (E CA)

¥ VMCA UEA38300h 1 e SCUE 1 88— 20 2 ARl CSR I E AR UE 13RI %] VMCA HJuE15.

R EVAA T A IR A0 DA K

n PR/ 2048 f7E K

s PEM K., VMware ¥} PKCS8 Fl1 PKCST (RSA “4H) . Z4H7INE] VECS Ji, &kl
PKCS8

B x509 A 3

w WURRERTE 2 FUESGIETS, 3T root UE, CA JRMIULE DY true, T HLUEA5%5 #4052
KA

= WIUST CRL 2544,

n  EREIE A AR S RIS S SRR .

w  OUEBHRE KR IR S, VMCA ] OpensSSL Bk, Bl 10 Mk,
n ARFUSERATEZ S DNS ZHRIUED.

= RAEGIE VMCA KB CA.

152 0 VMware H1iHZESCE 2112009 (7F vSphere 6.0 MG Microsoft 1F 153 & HU R DL G173
SSLiEP Y PAFKEUE T Microsoft iE Bk MR <151

BPARIE Ry, VMCA S56UEPL FuE45 ik

BN 2048 (L

A uEBE A
e

w EURPRM: EEU CA

1 B CSR IFRBH A4 A1 CA,
T2 CA O B THRE
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2 HERUREZAN VMCA IEBLAN S =7 CA sl CA 5238 CA BERIUE S, PRAFIZSCHE,
al, 45N rootcal.crts

Al PLaE A PEM MEUHIATA CA WEPE SR NSO se it id B2 o 42000 VMCA FRUEBHL, DA
R CA PEM UF-B&EE, filan:

3 EiArE RS, AR R . AR ETIIRSS
AR5 2B Windows Fll vCenter Server Appliance |G ANA
Windows
service-control --stop --all
service-control --start VMWareAfdService

service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

4 FHIAH VMCA i CA,

certool --rootca --cert=rootcal.crt --privkey=rootl.key

BT AT, SHATRL R AR

w R B SARUE B INEI SO R G huE B A

w U SCIRUEB B INE] VECS i) TRUSTED_ROOTS JEH GRS
w R ESGRUEB I INE] vdir GERFED

5 (Al ZREEMEREE] vndir (VMware Directory Service) [T S0, itRigriuE-p & 7 %)
vmdir, ARSI SRR

5 an:

dir-cli trustedcert publish --cert rootcal.crt
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30 Mitf Tk vmdir TR R E R, TCRARIES WA AN INE] VECS, [0 VECS 245 5 454
ety vndir FRAHARUESS SCH-

6 (M) aawE, PRI VECS,

vecs-cli force-refresh

7 HFTRBITAIRS .

service-control --start --all

. BRRIER
i certool 4 Hll —-rootca I VMCA MUY H E X CA FRUES

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\certool" --rootca --cert=C:\custom-

certs\root.pem --privkey=C:\custom-certs\root.key

AT AN, SHATUL N ERAE:

w TN L SRUE B INE SR R G I UE B A E .

w K E SGHRAEF I NE] VECS Fifl) TRUSTED_ROOTS FEH,
K P SURIEREIIE] vndir,

RES]

AR RIS TR, WTLUMNUE PG RERIEIAT VMCA ARUER . iR HEER TARUESS, AL ET X e
HSUEAS:

= it vCenter Single Sign-On 2 Z k1. 1S WL 44 IR S UET
s VMware Directory Service UF15, 152 W44 VMware Directory Service i 43,

BT EHL SSLIFFE (h[E CA)
WA E] CA [ ZAUEFIF LR VMCA HAEBIE, 0] DT 5L SSLE.

AP ESPR E 5RO VMCA TEQUE MU U RIE BRI P BAAR . (B2, FEXAEOL T, VMCA
SR RIFTAUE 2 T35 4

FE N E A AT T 5 MRS I T2 Al A v AL SSL U5, B2 1 s h, ATIERE
B P T AL SSL uF PBA S . ] ——server ZHMEATHNIE Platform Services Controller 1
vCenter Server $5[i] Platform Services Controller.

BIfR SR

KRN SSL U, SubjectAltName WAJI{U7 DNS Name=<Machine FQDN>,
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Bz
1

s BB A T EAUE H 1 certool.cfg.
APAELL MBS certool.cfg:

Windows

C:\Program Files\VMware\vCenter Server\vmcad

Linux

/usr/lib/vmware-vmca/share/config/

ARG ALY B SRS SR A A iZ 5L FQDN,

ST IP HibkZ4T NSLookup, PABAE LM DNS FI5E, FHAE AR “ 4" FBoh i
CA

L3N [ 5 SR 2 S AR AN T SR LA A T/ e R A S0

flan:
certool --genkey --privkey=machinel.priv --pubkey=machinel.pub
certool --gencert --privkey=machinel.priv --cert machined42.crt --Name=Machine42 Cert --

config machinel.cfg

EIEATAIRSS, Rah O . AR IR SS
%% 4 Fr7F Windows H1 vCenter Server Appliance |4 Ail.,

Windows
service-control --stop --all
service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

BB ng) VECS,

FiAT T SEAT LA B B A7 A O BrIE ki SSL B Tl . H o MIRBA &, RIS ERIE 4%
Ho
vecs-cli entry delete --store MACHINE_SSL_CERT --alias __ MACHINE_CERT

vecs-cli entry create --store MACHINE_SSL_CERT --alias _ MACHINE_CERT --cert machinel.cert

--key machinel.priv
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6 IR .

service-control --start --all

. BiiTEH SSLIEH (VMCA A diE CA)
1 N SSL uE GRS B, TR Y/ H P H AR A7l ss1-config.cfgs

Country = US

Name = vmca-<PSC-FQDN-example>
Organization = VMware

OrgUnit = VMware Engineering
State = California

Locality = Palo Alto

Hostname = <FQDN>

2 UL SSL UE AR I . AERRAET R SR Platform Services Controller 154 a7t Ay
% ATHHE --server %I,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=ssl-key.priv

—--pubkey=ssl-key.pub

BAEYURTH PO ssl-key.priv fll ssl-key.pub X4},

3 AERCGETITEEAL SSLUET . HUETD VMCA 2R Uk . e VMCA MU0 B e SCUES, )
VMCA A BN A UEB I 1254
m  7E Platform Services Controller 7 fik i N 2022561

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vmca-

ssl.crt —--privkey=ssl-key.priv --config=ssl-config.cfg

m 7F vCenter Server 1 (ANIZe5E) .

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vmca-

ssl.crt --privkey=ssl-key.priv --config=ssl-config.cfg --server=<psc-ip-or-fqgdn>
BAE Y [T Hog 614 new-vmea-ssl.crt XfF.
4 (") HIH VECS A

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli store list
m Platform Services Controller Hif/fgH:
MACHINE_SSL_CERT
TRUSTED_ROOTS

TRUSTED_ROOT_CRLS

machine
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m vCenter Server H[{HH

output (on vCenter):
MACHINE SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT CRLS
machine

vpxd

vpxd-extension
vsphere-webclient

sms

5 B VECS W uHEANL SSL UE BRI HRI TN SSLET . —--store fll -—alias {HAIUFERINA

Proealiht.
= {E Platform Services Controller 1, 1HIzfTVA M ar4% PARH MACHINE_SSL_CERT f##H1)
HEHL SSL F5 .
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
MACHINE SSL_CERT --alias _ MACHINE CERT
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store

MACHINE SSL CERT --alias _ MACHINE CERT --cert new-vmca-ssl.crt --key ssl-key.priv

n  (ER MR Mﬁmtnls%q:, s TP R % DAL MACHINE_SSL_CERT f7fifrhity it 4%
PUSSLUEB. TN HFEALEAT AR FQDN, PRI 2425 B B AR AN T S LI

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
MACHINE_SSI, CERT --alias _ MACHINE CERT
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store

MACHINE SSIL CERT --alias __ MACHINE CERT --cert new-vmca-ssl.crt --key ssl-key.priv

ISEdig

AL T PUEH ESXi FMUUES . 1520 (vSphere 4 ) R,

TEZ T A e root UEPS I, WIIERT A HLA AN Platform Services Controller [f] vCenter Server

T A ENIRSS o

BB RATRAPIER (i CA)

TR L SSLUEA3)a, W LA T ST Uk

P M RUMIAES Platform Services Controller 9 i YT SAURIL T S H P ESS . HREE#LE:
T

ANEE A R T s . AEHAT NS Platform Services Controller FOFEE T 5 Fiaf
A, 1T --server Z53E[7 Platform Services Controller,

KA A L RP T T P UERN, dir-cli list (K AERTE S SO REE DT Z .
11T vmafd-cli get-machine-id --server-name localhost PATEREFANENIIAMTENL ID,
TMARD T Z M P 2R AR EAL 1D,
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AR

B RRTT E M P LB A AR subject. B0, FEESMRITEN 4 (0 vexd) st
4*/14—\‘1/1:]\@0

1 GH—1) certool.cfg, BIREMR. IP Hikl. DNS A AR, FHmEay &, filn, &=
# N sol_usr.cfg.

] DU A TUAE R —3B 0 e b1 o RO S A PSR 5 B AR AR IR B, A
HEB A RESE IR

2 LN E SCRIC B SO N EFAMIRER T 58 F P A oo L/ 38 SCAE ARIE .
il s

certool --genkey --privkey=vpxd.priv --pubkey=vpxd.pub

certool --gencert --privkey=vpxd.priv --cert vpxd.crt --Name=VPXD 1 --config sol usr.cfg

3 BB E PR

dir-cli service list

FT A P e A3 IR [FTFOME— 1D R N A T RE o an .

C:\Program Files\VMware\vCenter Server\vmafdd>dir-cli service list
Enter password for administrator@vsphere.local:

1. machine-1d364500-4b45-11e4-96c2-020011c98db3

2. vpxd-1d364500-4b45-11e4-96c2-020011c98db3

3. vpxd-extension-1d364500-4b45-11e4-96c2-020011c98db3

4. vsphere-webclient-1d364500-4b45-11e4-96c2-020011c98db3

AL BB A R T Z T PE BN, dir-cli AIEETHCE A S A ST A R T £ P
12T vmafd-cli get-machine-id --server-name localhost PAEIRED TN THEAL
IDo ARG S P AR R TR 1D,
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4 AZIEFTAIRSS, AEEEIEB O R IR S .

k55 485 1F Windows Fll vCenter Server Appliance | A,

Windows
service-control --stop --all
service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

WU vndir F11 VECS R A 1E 5 .
KT, BALZIF A IETS . 4

dir-cli service update --name <vpxd-xxxx-xxx-7c7b769cd9f4> --cert ./vpxd.crt
vecs-cli entry delete --store vpxd --alias vpxd
vecs-cli entry create --store vpxd --alias vpxd --cert vpxd.crt --key vpxd.priv

AR vdir FRIGIE, PSS ik S B vCenter Single Sign-On,

6 HEHAITAIRS

service-control --start --all

Tl BRBRFERARAIESR (hE CcA)
EFANRR TS ZE T P AN /& . Ho o dEEE)S Platform Services Controller FIAE NS ER

1

W SRS ST B PN AR N B S E IR SRR T 2T (vpxd | vpxd-

extension. vsphere-webclient) [{J24/]%},

a MR AEBER RN T 5 H ek Platform Services Controller F TR T 2 F Bk

IS o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=machine-

key.priv --pubkey=machine-key.pub

b (A XTEHIZNES Platform Services Controller [, i MRS EE S IR

T3 SRR o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=machine-

key.priv --pubkey=machine-key.pub
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¢ HEAMEEET AR vexd fRRTT S A BT

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vpxd-

key.priv --pubkey=vpxd-key.pub

d WEMETEET S LR vpxd-extension G 2 FVAR R BN

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vpxd-

extension-key.priv --pubkey=vpxd-extension-key.pub

e NBEAEEE A RN vsphere-webclient fifth 75 2 P AE s A o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vsphere-

webclient-key.priv --pubkey=vsphere-webclient-key.pub

2 NEEA Platform Services Controller AR ETEE S FRO TN U Ty 2 P DA MR N B S B
R HAb g 5 2 P (vpxd . vpxd-extension. vsphere-webclient) A=k VMCA HiF45
LA Z kS

HE --Name ZHUAHIME—. CUHRRHT SN0 GH, B, vpxd 5 vpxd-extension, AT
BB ST ST IS E Z

a ft Platform Services Controller 5 &1 FizfTPA Fawan] iz 15 5 v B Uo7y 2 1 AR plc i
S EI IR

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —--cert=new-

machine.crt --privkey=machine-key.priv --Name=machine
b EAEREY S TSRS ST AR GRS

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-

machine.crt --privkey=machine-key.priv --Name=machine --server=<psc-ip-or-fgdn>

c  ONRFMEEIT AR voxd RS S A GIETS .

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-

vpxd.crt --privkey=vpxd-key.priv --Name=vpxd --server=<psc-ip-or-fgdn>

d REAEHY SRR vpxd-extensions R TT T FAERUE T o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vpxd-
extension.crt --privkey=vpxd-extension-key.priv --Name=vpxd-extension --server=<psc-ip-
or-fqgdn>

e liafTPA M R ME Y 1LY vsphere-webclient fifp s 51 ARG o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-
vsphere-webclient.crt --privkey=vsphere-webclient-key.priv --Name=vsphere-webclient --

server=<psc-ip-or-fgdn>
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3

R VECS o Ty 5 IR A5 B0 0 o s S ks o

1 --store fll ——alias TGRS IERIN LR oe VLR,

a

b

C

d

e

1t Platform Services Controller ‘154 [, 1HiafTRA M2 DA F A Ui T 2 ks :

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
machine --alias machine

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
machine --alias machine --cert new-machine.crt --key machine-key.priv

BRI AT SRR 5 e

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
machine --alias machine
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store

machine --alias machine --cert new-machine-vc.crt --key machine-vc-key.priv

BRI RE N E R S RS voxd R TT 2 T Pl

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store vpxd
--alias vpxd
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store vpxd

--alias vpxd --cert new-vpxd.crt --key vpxd-key.priv

AT PR TR vpxd-extension fiRE s Z ] uE .

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store vpxd-

extension --alias vpxd-extension

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store vpxd-
extension --alias vpxd-extension --cert new-vpxd-extension.crt --key vpxd-extension-
key.priv

B PR LR vsphere-webclient fi#k J5 5E HIFuE4s .

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
vsphere-webclient --alias vsphere-webclient

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
vsphere-webclient --alias vsphere-webclient --cert new-vsphere-webclient.crt --key
vsphere-webclient-key.priv

Tﬁﬁﬁ?ﬁﬁ@ﬁfﬁ&ﬁ%ﬁﬁ}ﬁiﬁ%ﬁiiﬁ VMware Directory Service (vmdir), ZZEHE <4\ vCenter
Single Sign-On & H 512401,

a

12/T dir-cli service 1list FIZRHVEMEIETT T POME—IRSS ID G4, RILALE Platform
Services Controller & vCenter Server A% FiafTilbar4 .
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli>dir-cli service list

output:
1. machine-29a45d00-60a7-11e4-96£f-00505689639%a
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machine-6£d7£140-60a9-11e4-9e28-005056895a69
vpxd-6£d7£140-60a9-11e4-9e28-005056895a69
vpxd-extension-6£d7£140-60a9-11e4-9e28-005056895a69
vsphere-webclient-6£d7£140-60a9-11e4-9e28-005056895a69

g w N

B AR A R R P UE B, dir-cli list MU EFERTA Y S AT A oy
ZMHFH, 1817 vmafd-cli get-machine-id --server-name localhost AZTEFRFNIENL

IR SIAL 1D BRI S P SRR sn 5L 1D,

b ¥ Platform Services Controller 2 vmdir WP HHENIIESS . Bilan, anisk
machine-29a45d00-60a7-11e4-96ff-00505689639a /i Platform Services Controller fiff it

FHURRTT S, 1nai T a2

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
machine-29a45d00-60a7-11e4-96£f£f-00505689639%a --cert new-machine-1.crt

c  BHUEEAMETEYY S Y vendir T FERE . B, fik
machine-6fd7f140-60a9-11e4-9e28-005056895a69 iy vCenter Server HI 1A R 5
P, iafTiban 4

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
machine-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-machine-2.crt

d BHENE R S E vdir B voxd SRS T P EF . B, s
vpxd-6fd7f140-60a9-11e4-9e28-005056895a69 I vpxd T Z M F 1D, s Tt ars:

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
vpxd-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd.crt

e  BEAEE S M vindir I vpxd-extension BT P UER . Bildn,  anik vpxd-
extension-6fd7f140-60a9-11e4-9e28-005056895a69 & vpxd-extension ik 5% 1~ 1D,
T T A2

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name vpxd-
extension-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd-extension.crt

f o R EEAME Y SR vsphere-webclient filgtk y M ubf5. #ilan, 4k vsphere-
webclient-6fd7f140-60a9-11e4-9e28-005056895a69 *}j vsphere-webclient fiftih /5 2 1]

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
vsphere-webclient-6£fd7£140-60a9-11e4-9e28-005056895a69 --cert new-vsphere-webclient.crt
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#H# VMware Directory Service iE$H

UNARBUE ST VMCA ARIES, I ELIBGH A AR B A B A VMCA MUIES,  MLAZidert 53
BLSSL Uk | gy S Pk A5 A e N Rk S5 H0UEAS

QRN &7 VMCA R, WA vCenter Single Sign-On {1111 SSL 25 420F 1. 155 Wil
LS HIRSAE T . IR VMware Directory Service (vmdir) 3iF 15,

IR

NEE=J71 vndir sl CA TRUEP

Lz

1 %11 vndir,

Linux
service-control --stop vmdird
Windows
service-control --stop VMWareDirectoryService

2 EINIRNAE 2] vindir A7 B ROUE B A4
Linux

cp vmdir.crt /usr/lib/vmware-vmdir/share/config/vmdircert.pem

cp vimdir.priv /usr/lib/vmware-vmdir/share/config/vmdirkey.pem

Windows

copy vmdir.crt C:\programdata\vmware\vCenterServer\cfg\vmdird\vmdircert.pem
copy vmdir.priv C:\programdata\vmware\vCenterServer\cfg\vmdird\vmdirkey.pem

3 M vSphere Web Client &ffiH] service-control a4 B )55 vmdir,

Linux
service-control --start vmdird
Windows
service-control --start VMWareDirectoryService
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ERAEKXIME R E I VMware Directory Service iE$H

TEF R Revh, A ERE Nl BEETIN fudE vCenter Single Sign-On ik 7s 5.5 #1 vCenter Single Sign-On Jix
A 6.x0 MEHIBIT, WSEHIEZ]T vCenter Single Sign-On IR 54 SSL UETs, MAFH T
{2 fE B VMware Directory Service SSL k5,

vmdir ff ] VMware Directory Service SSL 1E 5 1] 7E#4T vCenter Single Sign-On & illf{] Platform
Services Controller 75 g A1 T1E TH1F

[ Eu4E vSphere 6.0 #1 vSphere 6.5 5 TR BIAIAMEATTED TIX LI, AELL MEHL N T2
ATIX LD IR

s ARG vCenter Single Sign-On 5.5 fll vCenter Single Sign-On 6.x It%%.

m vCenter Single Sign-On k55 & il vndir £ .

A Tis1T vCenter Single Sign-On 6.x IR 5, HHHRIEERA VMCA 25 440F 100k [ 8 XAIF
P,

F SR TR B IR SS 2 B e A A . il A EESUGS e VMware Directory Service b5,

1 fEizfT vCenter Single Sign-On 6.x k55111515 1, e vidird SSL Uk 1515 4]
12 W% VMware Directory Service iiF15.

2 fFiz{T vCenter Single Sign-On 5.5 IRSSH01 5 F, 1l B LAMEEE vCenter Single Sign-On
6.x k%5

a WA E c:\ProgrambData\VMware\CIS\cfg\vmdird,

b 7 6.x Wi Ol vmdircert . pem XAHIRIA, HEHTERZN

<sso_node2.domain.com>.pem, HHl <sso node2.domain.com> j& 6.x i 5if) FQDN,
c KBEMANIEREHE c: \Programbata\VMware\CIS\cfg\vmdird PIEHILA TS HIED .,
3 (EC BB A AL E TS S VMware Directory Service,
AILLM vSphere Web Client FH L # i shIR S5 Ei# ] service-control #r4,
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1£ vSphere R{EAE=HIEH

WA IR AT A TR, WAL vSphere difl T UE B BN SE =77 CA Z4UE1, anAixre
i, I VMCA BAFERIUE P 5ET, HETE vCenter UE-BATF#ETE VECS i,

ALV ST A U B e TR A RO 2 B, IS fE e T MEml BT A uEds, (HEREE VMCA %5
PRI S e o PR TT ZEH Pk AU THEE M s vCenter Single Sign-On ZET 51346
ke
HE RATEAH] VMCA, WA 5% FE A UETS o Al Tk 15 B AT i AL DA SRR uE 351 3]
T
1 ERUEBH SN HE AR UESS
WA FIRIEA SRV A CA, U VMCA Jeil A4, I DA s 58 =77 CA A E
Xi[‘F%o
2 CHEEIAL SSL bR H e G
B e SEB S, DU S R LIE S .
3 CBREL T S e B e XGIES
R EAL SSLUEB)E, LA VMCA 254k 5 S T P ub o 28 — sl il b5
4 ¥ VMware Directory Service iiE )

AR PCE T VMCA ARUETS, FHH RS EAAAE B AT L VMCA fUE,  NLAZIE
AL SSLUF . fift 7y 5 H il A5 AN py s AR S5 ik

5 [ERGHERIMETREH: VMware Directory Service iF 15
LETFR R, AR R BRI fuHE vCenter Single Sign-On iz 5.5 F11 vCenter Single Sign-
On JRA 6.x. flﬂg BN, QUREHIE/EIZ(T vCenter Single Sign-On IR AU S SSLuEds, 1
AT HA R REE % VMware Directory Service SSL iF 15,
BRIEEHENBENIRIER
QAR AFIRIBEA R IR CA, U VMCA el A miiE 45 rTAEE ok 58 =75 CA 1 F E Xk
1.

BB &
UL E DL T 3K
R/ 2048 (BB (PEM %ifd)

s PEM ¥R, VMware £ PKCS8 il PKCST (RSA 4] . 40 IN%] VECS Ji, ikl
PKCS8

m x509 A 3
n T root U, CA P EMAIUEE N true, FH. cert &40 EER YR,

= SubjectAltName 70ifU 75 DNS Name=<machine_FQDN>
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FR]

1

CRT #5+,

BEVLTEAEN: B4 ARINE, BN

Eb 4 N TR B — SRR T Gy 7]

CN (F1 SubjectAltName) &'} vCenter Server jE iy ESXi MM ENLZ (85 1P #ikh)

Ak 55 = uE B b e L 2L MU CSR.

n NHENULE N EENL SSL UER . AT EFLL SSLE, SubjectAltName B A5 5E
LR E 44 (DNS NAME=machine_ FQDN)

AR, BRI A Gl S S G PO R e . Py S P AN AU 1P Hy
Hb . EMLZ B TR . A UE AR A AN IR 3

HE, GEFCNETEER PEM XEDL A Platform Services Controller sk BE il %544 SSL iiE
1

44 TRUSTED_ROOTS T#AigFiit 5L SSL 17 .

vecs-cli store list

a  HACRMETARUE AT A AL SSLUE2h VMCA 25 4uE15.

OB a5 27/ = AN .2 < S i1 = SVl @ Ve 35

c (Al ] Web JIBERT, TSR EHRUEBRTY S HTTPS (&8s, W aEurEBE R, ki
5 B ST SSL UEBARICAL .

EIEATAIRSS, REhEIE O . SRR IR SS

554 AE Windows Fll vCenter Server Appliance FA7fARF

Windows

service-control --stop --all

service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird

service-control --start vmcad
AT FESARUES, ZUEF =T CA IIZE&k .
dir-cli trustedcert publish --cert <my custom root>

AR R AT LA T IS, AR,
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5 EHHEIIARS.

service-control --start --all

RESR

WERAFIRIEHZEL,  ATAMBER A rPRERRIE AR VMCA FRUES . ARAEER T ZARUESS, L AURHTX EE N
Eﬂzlﬁ%:

Pt vCenter Single Sign-On 25 £l 45, 152 W22 4IRS

m  Hf VMware Directory Service iF -1, 152 W% VMware Directory Service yF5,
Bt EY SSLIEBERABEXIES

WeB A e SGEBE, AT AR

FE N E A AT T 5 MRS T2 B A v B SSL U5, AEZ 1 s, AR
Wk Fis T EAL SSL uF B S . il ——-server ZEUN LG 4MNE Platform Services Controller [
vCenter Server $5[i] Platform Services Controller.

WAEAT VA ME EA BRI T AR B b 15

= administrator@vsphere.local FJ% 4,
RN SSL HESGIE Coert XK o
w  RBITENL SSL BESCEY (L key XK
m  Root AR FEX U (.crt X

n IREEZ T N T L AN Platform Services Controller [f) vCenter Server Fiafran4, NEs
3% Platform Services Controller [1J 1P #iiil-.

AR &M

WG =5 BAN UE TR R A TN UIE S o

m EHR/N: 2048 (iR (PEM 4ifid)

. CRT U

= x509 JiuA 3

= SubjectAltName 24Zi{U7 DNS Name=<machine_FQDN>
w  GAEDUNEPIEH: s ARAE. B
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1 EIEERS, BaCEER e E . AR A RS o
554 AE Windows Fll vCenter Server Appliance FA7AF

Windows

service-control --stop --all

service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird

service-control --start vmcad

2 BSRBIEAT AL AREREM CA BRI THENIME-B A INE] VECS,
A TR S A U A7 PR AR e okl SSL 3 Tl % o

vecs-cli entry delete --store MACHINE SSL CERT --alias __ MACHINE CERT

vecs-cli entry create --store MACHINE SSL CERT --alias __ MACHINE CERT --cert <cert-file-
path>

--key <key-file-path>

3 EHASITA RS

service-control --start --all

Tl BITEN SSLIFBEABENIEE
T PARATRIRE S R A1 05 E RS SSL ik,
1 H4e, M VECS HhIiAuE

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
MACHINE SSL CERT --alias _ MACHINE CERT

2 R BIESLET.

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
MACHINE_ SSL CERT --alias _ MACHINE CERT --cert E:\custom-certs\ms-ca\signed-ssl\custom-wl-
vim-cat-dhcp-094.eng.vmware.com.crt --key E:\custom-certs\ms-cal\signed-ssl\custom-x3-vim-

cat-dhcp-1128.vmware.com.priv
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TEZ W AAE e root UEBE, PAVERTHEASMNE Platform Services Controller [1) vCenter Server
W FEEEIRS .

BfERARERBRIERERAEENIES
CERH STl SSLAFPIE, FILLE VMCA 254t 77 %€ F FuE Bk s =y s ik 45 .
APy & P HE 5% vCenter Single Sign-On $H/T S5 5F, nE 54%%, vCenter Single
Sign-On Bk 5 % o Bic SAML AR, FH HLREL TS 2 T PRl 1% SAML Ao HAth vCenter 41
P T S EIE

T2 A R R T T B 5 P UE B . TR ek 75 2 F P TRERIR S 28 Ia T, JF HLik 3
HUSSL UE 4410 SSL i, IRy 5 H Pl B il BEAFAE R 2 4 Rl b o
*’%t"*’“fiw LRI Platform Services Controller 75 ik AT SEATUR R T ﬁﬁHFmﬂ% At

A

EH S AR T R . AEHATINE Platform Services Controller 155 ,\5 BT
é\HﬂL, 1Bl --server 244517 Platform Services Controller,

A ARTERE A o5 T PUEB, dir-cli list 8 EIEITE T SIORTE R Z .
1517 vmafd-cli get-machine-id --server-name localhost AT TFHAIAITZH ID,
BT M P AR BT ENL ID,

AR &M

m FHIR/N: 2048 fiEk R (PEM 4ifid)
m  CRT I

= x509 Ak 3

s SubjectAltName 71t DNS Name=<machine_FQDN>

MRS R T PIE RS AR Subject, B, FHEASRRTE 4 (1 vpxd) 8k H
P@”ﬁf**ﬂﬂ/dvo

n QUEUUNEYIEH: B AATAYE, BT

1 EIEAIRSS, REAEPEIERB G ALARFEEIIRSS .

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird
service-control --start vmca

2 BRSSP

dir-cli service list
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AT DA P R [ gafE— 1D By AR TR o .

C:\Program Files\VMware\vCenter Server\vmafdd>dir-cli service list
Enter password for administrator@vsphere.local:

1. machine-1d364500-4b45-11e4-96c2-020011c98db3

2. vpxd-1d364500-4b45-11e4-96c2-020011c98db3

3. vpxd-extension-1d364500-4b45-11e4-96c2-020011c98db3

4. vsphere-webclient-1d364500-4b45-11e4-96c2-020011c98db3

TELT A A RO T PRI, dir-cli AR ST T AR RO .
11T vmafd-cli get-machine-id --server-name localhost PABFFREFNENUNAIITEAL
Do HMRRTT S P EMBEE AL 1D,

3 WTFEAMEOTE S, RO VECS Rl vindir OB IEPS .
lilsa

WAZBAZIG T R ATIE A5
vecs-cli entry delete --store vpxd --alias vpxd
vecs-cli entry create --store vpxd --alias vpxd --cert vpxd.crt --key vpxd.priv
dir-cli service update --name <VpxXd-XXXX-XXX-XXXXXX> —--cert vpxd.crt

AR vndir FUES, NIRRT ST FOCTE vCenter Single Sign-On 3H T S5 56 IE
4 TR EIRS

service-control --start --all

¥ VMware Directory Service iE$H

QP A VMCA ARIESS,  J BBOM Z A7 B ST B I VMCA ARUEDS, A5
HUSSL UE . ffrk 5 5 H i A5 RN pysss ik 55 Ok o

WSEY &4 VMCA BUE, A vCenter Single Sign-On {14 SSL 254 uF 15, 155 Wil
LS TRIRSAE T . IR VMware Directory Service (vmdir) 1iF 15,

ARG

REE=J5 19 vadir sl CA i RuE .
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SB
1 {51k vndir,

Linux
service-control --stop vmdird
Windows
service-control --stop VMWareDirectoryService

2 EHININIA ] vendir A7 8 IUE FIZE4
Linux

cp vmdir.crt /usr/lib/vmware-vmdir/share/config/vmdircert.pem
cp vmdir.priv /usr/lib/vmware-vmdir/share/config/vmdirkey.pem

Windows

copy vmdir.crt C:\programdata\vmware\vCenterServer\cfg\vmdird\vmdircert.pem

copy vmdir.priv C:\programdata\vmware\vCenterServer\cfg\vmdird\vmdirkey.pem

3 M vSphere Web Client 8ffi/{] service-control ap& B )H4) vmdir,

Linux
service-control --start vmdird
Windows
service-control --start VMWareDirectoryService

ERE#EKXIMEFEH VMware Directory Service iEH

T R, RS AT BEEFIN G vCenter Single Sign-On filiZK 5.5 Fll vCenter Single Sign-On H)i
K 6.x, Lt Fg/ﬁi? QR E (11T vCenter Single Sign-On IR0 S SSL Uk, WA T
BB BE R VMware Directory Service SSL iiF-f .,

vmdir ] VMware Directory Service SSL 1E 5 1] 7E$4T vCenter Single Sign-On G llf{] Platform
Services Controller i /i [alFh THE T4k

I (U4 vSphere 6.0 fil vSphere 6.5 5 i A AT E ST TIXEP B EVL FIEOL R 7520
ITIXMeP I,

n  EREEHIAINAEE vCenter Single Sign-On 5.5 F1 vCenter Single Sign-On 6.x k55 .
= vCenter Single Sign-On JRZ51& & Hl vndir £k,
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m X FiE1T vCenter Single Sign-On 6.x IR 5, THIPEERIN VMCA 254 0E 10k H 58 Sk
P,

MR H B SS 2 B ST . il AU VMware Directory Service LE45.

B
1 {riz{T vCenter Single Sign-On 6.x RS 15 &1 I, F# vmdird SSL LF-5H1%
152 0% VMware Directory Service 1F,

2 friz{T vCenter Single Sign-On 5.5 R Z511719 55 1, il i B AT LA#EE vCenter Single Sign-On
6.x 255 .

a WA E c:\Programbata\VMware\CIS\cfg\vmdird.,

b £ 6.x Wi FAiE vmdircert . pem XAHWEIA, FEHERZH

<sso_node2.domain.com>.pem, HHl <sso node2.domain.com> J& 6.x 155l FQDN,
c KBEMANITEREHE c: \Programbata\VMware\CIS\cfg\vmdird DM IA S HIED .,
3 O EMUE BT AL TS E) VMware Directory Service,
AILAM vSphere Web Client L H sl S ek i service-control .

Bt CLI S EIBIEBFARS

—24 CLI /[ T4 VMCA (VMware Certificate Authority) . VECS (VMware Endpoint uF-B77#)

DL K VMware Directory Service (vmdir), vSphere IFPEHE s R RN SZ R 24005, HTs)
WP AT CL,

& 3-5. AT EHIEPMKBRSA CLI TR

cLI iR HEN

certool RO IRUE A, BT VMCA, certool #JHkLar & 5%

vecs-cli EH VMware UERAAHEEBINNG . B vecs-cli iS5
T VMAFD,

dir-cli {E VMware Directory Service HAli#Jf  dir-cli 4 %%
HHHER. BT VMAFD,

service-control BEhEk RS, flan, EUERER T E
Hiiniaeis

IEEEETEREMNE

BANEALC N, ATDAEREA Sl M B A T A
Windows

C:\Program Files\VMware\vCenter Server\vmafdd\vecs-cli.exe

C:\Program Files\VMware\vCenter Server\vmafdd\dir-cli.exe
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C:\Program Files\VMware\vCenter Server\vmcad\certool.exe

VCENTER INSTALL PATH\bin\service-control

Linux
/usr/lib/vmware-vmafd/bin/vecs-cli
/usr/lib/vmware-vmafd/bin/dir-cli
/usr/lib/vmware-vmca/bin/certool
ff Linux I, service-control ap AEORIGIETEIRA
QR A AN Platform Services Controller [FTEE I s Tar 4, MW LAMEH] --server 24UEE
Platform Services Controller,
IE P BRI IERTE R

M RZE vCenter UE R HIRIE, UAIUE vsphere.local J#HIY) CAAdDmins 4R b,
administrator@vsphere.local 7T CAAdmins 4170, FEe/Er] LG H T,

WMH1z1T vCenter IFBEHIZ S HRLF, RZStEnEk N\ administrator@vsphere.local H%5h5, Q1%
FEhHaE, WRFEPUEBE TR CLI AR T EA R AL

dir-cli
EWZIE vsphere.local 3] CAADmiIns UL e BHRIEIT dir-cli i, RGBSR
LD EJREA IR TN

vecs-cli

5], AUFERTE SRS M. AT AT Windows R4, 7F Linux R4
s root 7o A7 AT & AT AR AT g v AR .

MACHINE_SSL_CERT 1 TRUSTED_ROOTS {#i&Jd T4k /7 fik . (XA root JT ek 75 511
CHP T 2238002570 34T 5 BRI D TRIAURR

certool

KL certool i iz & CAADmIns ARk 1. administrator@vsphere.local i T
CAAdmins 41, B albas Tl Pars:

m genselfcacert
m  initscr

m  getdc

® waltVMDIR

®m  waltVMCA

m  genkey
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m viewcert
XF ESXi FARGUE T EE, A uEB. BB FiA. LA vSphere Web Client F1i& 1245
o
B ¥ certool it E

51T certool ——gencert,$D§i¢9}£ﬁ2ﬁ£43%ﬂﬁﬁfhEifgﬂﬂﬁﬁé>&fy CLI 23 v P RO 1l . T RATE
i AT I SCE . ] - - config=<file name> BEIUFRERIANCE SCAF (certool. cfg) BRI
ERIERS

AL S AL MBROIMER 27 B

> [

Country = US

Name= Acme

Organization = AcmeOrg
OrgUnit = AcmeOrg Engineering
State = California

Locality = Palo Alto
IPAddress = 127.0.0.1

Email = emailCacme.com

Hostname = server.acme.com

RTEAZ 5 R P A

n GUEERCE SO, ARESRIZOCHE . AR TR BIARC B S, MIEFH ezt S, 41
an, WeRE SR E SR, ] --config AR A TLEL

B AT FIORCE SCE. BN, EEEAUREME, Est T N e
certool --gencert --privkey=private.key - -Locality="Mountain View"

FBE --Name DUBHRIE-RI @A TR CN 7B,
n TR R UE T, #ERAE, 124N <sol_user name>@<domain>, {HA PR H
HabLyw, NP SOZ 2.
T HEEAL SSLUEFS, ALY FQDN AR T SSL & S B gl v S L EA L AR 218
FUEPRE AR CN 7B TR DA E 204, IbuEp A anl DU ks e HAt 2
(DNS #ZHc, 1P HBHESE) 19 “Flgs PR R . (B2, VMCA {5 iriiH—1 DNSName
(£ Hostname FEH) , AHA S FHHAATA B 200801, qnsk 1P Mk P fee, Wb & A7
SubAltName H,

——Hostname 28U T-F5Eul 1Y SubAltName ) DNSName.
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certool MBS S*E

certool FIUHarS AT DUERGIEBAE LK . TEMA RN VMCA 28 ZHUEBAEES . SR PL A
AT HANUE P E PR

FEVFZAGOL T, BT LRGBS L8 8 certool a4 rite 152 W HIEK certool L. f7¢—2Efonpl,
F2 KA VMCA ZE 2O VMCA 25 2uE5.

certool --initcsr
HERUE B2 Z K (CSR). b4 Al A=A PKCS10 SCARANE %4 .

I HiR

—-initesr A CSR I AT

--privkey <key file> L HB ISR AR

--pubkey <key file> N R A SEY

——csrfile <csr file> RIEE] CA LTI CSR ST 4.

-—config <config file> BE B S RTE 2Pk . BRIAK certool.cfg,
flan:

certool --initcsr --privkey=<filename> --pubkey=<filename> --csrfile=<filename>

certool --selfca

AR @E%%ﬁﬁﬁﬁ HZ AR CA B85 VMCA IR #% . (T ElUE 4 VMCA ﬂ&% S T
Bz — B DI SE =S HRUE B B VMCA Ik 5= Mﬁﬁﬁ VMCA R A CAL DAt
VMCA ﬁéﬁﬁlﬂla [UEP A 454 o

b AR s H I =R AUEAS DAk O R I X P2

T R
--selfca &Wﬁ%%lﬁ%ﬂﬁjﬂ%?ﬁlﬁg
--predate <number_of_minutes> FUFCRARUE ) Aok ih H I - Bas e o M i 6] 2 i
FRAE B T I TR B AR X T8, e KA =
Ko
--config <config file> Bid B SO TR 4R . BRIAN certool . cfg,
--server <server> VMCA RSS2 4 Mo BRINENL N, Za i
localhost,
B
machine-70-59:/usr/lib/vmware-vmca/bin # ./certool --predate=2280 --selfca --server=

192.0.2.24 --srp-upn=administrator@vsphere.local
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certool --rootca

SN . KHRERUEB L T IIRINE] VMCA, VMCA B s HiARIE B 725 44, (HHAMAR
WEFUSRAT Y. X BN, AT A—2b— P MR A, e IR AR UE

prinl HiR
--rootca M CA AT,
-—cert <certfile> P SR R 820k, BRIAK certool.cfge
—-privkey <key file> LB AR SSHBAUZ PEM i,
--server <server> VMCA IR e & Mo BRINESLY, Zar 2
localhost,

flan:

certool --rootca --cert=root.cert --privkey=privatekey.pem

certool --getdc
R [A] vendir i FHRBRINE A

priali R
--server <server> VMCA RES# A eZF k. BRINBO T, Zar ]
localhost,
--port <port num> A S . BRI i ] 389,
Bian:

certool --getdc

certool --waitVMDIR

%% VMware Directory Service i&/TH% {4 —-waic SEEIBIT 55, FHRIET 5 FAbREIRAL A 6 11T
RPRFEAESS, BIABE B

prinll ik
——wait SR I BRIMEy <37
—-server <server> VMCA RSB 4. BRAEOL T, %4t
localhost.
-—port <port_num> AR S o BRIA G 389,
B

certool --waitVMDIR --wait 5
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certool --waitVMCA

R VMCA RS THF RriR E ORI 455 Ritade i 5 AR e IS & 6 F A BERE RE AT S5, BIanAE AGiE

1,

gl
--wait

—-—-server <server>

--port <port_ num>

il s

certool --waitVMCA --selfca

certool --publish-roots
s ERTARUE A5 o i 275 B PR AL

P

——-server <server>

fl4n:

certool --publish-roots

certool BB G S SH*

iz
PSSR A BRI 37 ¢

VMCA JIRS#RIAEbk, BRIMGOUT, a1
localhost,

PRI S o BRI 389,

5

VMCA RS TR, BINES T, 1Zar 2 H]
localhost,

i certool &S, BAUIEE .. AWM B AN EE G SUEBIEE.

certool --genkey

AL RIS I AN o s e SCPRRESS AT AR VMCA B2 00UE T . AT DAE FZUE B 2 s TS Lk g

TiE

IR

—--genkey

--privkey <keyfile>
—--pubkey <keyfile

—-—-server <server>

VMware, Inc.

R

AT AR A 505
LRSI

2 SRR 2R

VMCA JIR S50 AI 2 Z /. BAMENL N, Zar ]
localhost.
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Bilan:
certool --genkey --privkey=<filename> --pubkey=<filename>

certool --gencert
M VMCA Ik FsasfESuE . a2 certool . cfg BRIRER E A B .

gl iR
—-—gencert é‘iﬁiiﬁ%ﬁﬂ'?‘?%\%bﬁo
-—cert <certfile> USR5 PEM 4,
--privkey <keyfile> LIEI AR 2 BAE PEM Fbibiiuks e
--config <config file> P B SR P e 2R BRIACH certool.cfg,
--server <server> VMCA IR # Mo BRINESL N, Za 2
localhost,
fign:

certool --gencert --privkey=<filename> --cert=<filename>

certool --getrootca

PANT RSP AT Y AR CA EF5 . QiR B By frhis itk 4, il Platform Services
Controller 5 S HHAHLFRKICEAR CA, EIHCTEVEET, SR EsCh A TR,

TR i3y
--getrootca FTEIARUEBIN Jy 75000
--server <server> VMCA REG#HITT 4R, BRNEWT, Za S
localhost,
n:
certool --getrootca --server=remoteserver

certool --viewcert
VAN TSI AT ER U AT A B o

HET iR
--viewcert G UL AT,
——cert <certfile> Bl B SR e ke BRIAK certool.cfg,

VMware, Inc. 143



vSphere 241k

Bian:

certool --viewcert --cert=<filename>

certool --enumcert

S VMCA RS 5 7RIS o iy s i 2s22emt, ol DA AT uE B e i . S Ehak
HHIUE

gl Ei3%
——enumcert ﬁHﬂﬁﬁﬁlE%Eﬂ'j]%‘ﬁﬂ%bﬁo
--filter [all | active] Fritsiiistes. HEENTATEIEE. YAl SRR M AT ik
i,
5l an:
certool --enumcert --filter=active

certool --status

1] VMCA JIR55#s L AR E UL B ZiE a2 e m el FTEIER: Emad, izut e mH;
my, WEAUEds: 15D,

prili HHR
Tetatus FAUE BRI L
—-cert <certfile> lﬂiﬂ%‘iﬁﬁ’ﬂﬁfﬂ%%ﬁo j(\L)\jU certool.cfg,
--server <server> VMCA RS2 e BRINEN N, Zar i
localhost,
filan
certool --status --cert=<filename>

certool --genselfcacert

HARRC SR PE A i — S E RS UE o a2 R A B HT R = R AUE 5 DA G HH IR DX

prnli R

——genselfcacert AR 25 AU T AT T

-—outcert <cert file> UEB S B FR . 12 PEM Ritifs .
--outprivkey <key file> MBI AR ZAUE PEM 4afisiigt.
--config <config file> P B S R AR BRIACH certool.cfg,
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5 4n:

certool --genselfcert --privkey=<filename> --cert=<filename>

vecs-cli fp &5 *

vecs-cli w2 tE R T VMware Certificate Store (VECS) 52, BixEeaya 5 dir-cli

certool Bl H A B HIUE 5 FLAHZEM .

vecs-cli store create

B4 o

prinlil HHR

—-name <name> iﬂ_ﬁﬁﬁﬁﬁ/ﬂ%*ﬁ o
fAilgn:

vecs-cli store create --name <store>

vecs-cli store delete
B UE A . ToiEMER R Ze e X uE B A%

PET ik
——name <name> E}fﬂﬂﬂ%‘tﬁ"ﬁﬁﬁﬁﬁﬁﬁgﬁﬁm
4.

vecs-cli store delete --name <store>

vecs-cli store list

I
VECS G#ELL M.
% 3-6. VECS iy
E i3y
TIHAL SSL 2 (MACHINE _SSL_CERT) m [[1554> vSphere 55 1 ARERIR 550
® 1] VMware Directory Service (vmdir) £FiiR AR B Al
/N Platform Services Controller F5 &5 .
vSphere 6.0 HRIFTA IS LFAL SSL b5 SR
PO TS . 0 T IR EHAE, 5.x MRSV R e,
H, FEEIR% (i voxd) U EE [ DG A TR A
ZAEEHLE (TRUSTED _ROOTS) AT Z A RIS

VMware, Inc.
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% 3-6. VECS HIljE ()

)=
fROTs S

machine
vpxd

]
]
m  vpxd-extensions
]

vsphere-webclient

vSphere UF-BE BRI IR - 8413 /2 (BACKUP _STORE)

HoAtb)e

flan:

vecs-cli store list

vecs-cli store permissions

R

VECS NEARYTT 2 P — 5 . B MR 2 e
M EBAZUEME—T1), BIAITSEAEBARE A 5 voxd UEAA
[EliNE1

fife 77 S Tl T4 vCenter Single Sign-On JET 54556

JIF, vCenter Single Sign-On Sk iF PIE A58, (HAK Y

HAMIEB R, FRANTGBE T, FraiRd s S uE B

AR ARGH

DA AR5 58 HL Pl A o A A A TR SRR MR 20

I VECS i

B nachine: HAUFEHIAS. VAl UEIRSS S H Eid i &5
e
RIS U ST SSL uF BRI A TR
Ro WHEHURGS S H b T SAML 4 Jisc
THIHL SSLUEB T o5l &4 SSL iE#.

B vpxd: vCenter IRF5HFRRIT (voxd) FEhz T HIY SRR
NaHEE 1o voxd b B AR AR 5 ZE 1) b 154
vCenter Single Sign-On ¥ T S 4555F o

B vpxd-extensions: vCenter ¥ J&/%, {Uff Auto Deploy
R%5 . Inventory Service DL A& HAb i 5 5 1
HABRSS .

B vsphere-webclient: vSphere Web Client i, i ifllL
2R 5%, FlanrERERIFRMRSS

ISR AR /EREA Platform Services Controller 114,

W

Fi VMCA (VMware iF 587EEED) IR RFE A o (R
ULHIRAS T 5y, EIRII AT B,

RS TR RNz . I, R PRk S8 28N
SMS . 1SS e ERUET, Bk VMware SCRY Bk
VMware HIHFESCEE R TS M,

AL, 7 vSphere 6.0 IR H: CRLS, MR
TRUSTED_ROOTS_CRLS J&E ] fE Rl AR . 152
TRk &% TRUSTED_ROOTS_CRLS J#,

BT ek B RIAIR o B --grant B --revoke 1T,
BRI A S E AR A s EIAL, AR T AR . B A A AT A R AL, s

BT RHEAR .

AP ] vecs—cli get-permissions --name <store-name> I ZAFMEH M HTEE

VMware, Inc.
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Pl ik

--name <name> UEBARE SRR,

-—user <username> WA T AR Al 275
——grant [read|write] VS N

--revoke [read|write] A E B AR . M0 .

vecs-cli entry create
£ VECS Mgl it—AN 6 H o (0T & A7t rh s in— A% T g akub 15

g i
--store <NameOfStore> I?F‘l'g’(%{lﬁﬁ/‘j%yﬁu
--alias <Alias> BRI & N TAFATNIRA G, 5 2RI I
--cert <certificate file path> NEP S e B 12
--key <key-file-path> SUEAS AT 3 S e BB A
Giprias

vecs-cli entry list
YR E AT 4 H o

prnl 5%
--store <NameOfStore> ﬂ%‘ﬁﬁ%ﬂ‘]ﬁiﬁc
——text oRUEB I T RO

vecs-cli entry getcert
M VECS W Z b4, ATRURFIE Sk B H SR slck L B os TR BRI SOR

prinlil HR

--store <NameOfStore> UF BRI AR
—-alias <Alias> WA

-—output <output file path> T H S NEB Ao
——text ORUEPT A TR,

vecs-cli entry getkey
K2 A7 AR VECS WA, mILCRRIE S 18 Bt SR Eek B B o TR SOR,
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il R

--store <NameOfStore> UF BRI AR

—-alias <Alias> EHMA% .

——output <output file path> S NP S
——text OREEAN A T T,

vecs-cli entry delete

MBS UEP BT A H o A ER VECS s H, 2K HE N VECS kK AFSFR . ME—ROBIANE M iR
UL, VECS R uE 1) vndir,

gl R
--store <NameOfStore> HEBAFE 2R
--alias <Alias> %%ﬂ\i’%ﬁ@%ﬂﬁ@%ﬂ%o

vecs-cli force-refresh

SRR vecs—clio KAEMIGHIN, vecs-cli KEFFLAMI vmdir s s E. BRSO T,
VECS 215 5 43 Bl¥e it vendir FRIRHTHRIE RS SCF . Tt ar & B BE8T vmndir HRFK VECS,

dir-cli s & 5%

M dir-cli SiRRR, AT AOEEREE RO S - AR P Mor, DARAEEE vdir FIFIE
PR, K IHIRRT S vecs-cli M certool BUA A FIUE 133 MHALA

dir-cli service create
BRI T ZE P o AL = Ty o 5 S0 H o

prinll HHR

——-name <name> %@JEH/‘J%@J%E%/EHFH/‘J%VT

--cert <cert file> II_F‘I'E\Xﬁ—E/‘]Eg?é_ ]ZE“/\)\/\EQ VMCA %gﬂ/‘]lﬁ‘lﬁﬂk%zﬁlﬁ‘lﬁo
--login <admin user id> PRANEOLT, 5 administrator@vsphere.local, %5 HiA DL

B HAB T PN 5] CAAdDmins vCenter Single Sign-On 4104
)L A EE SR A

~-password <admin_password> R TR . IRAR R, AR,

dir-cli service list
HIH dir-cli TARIIMRRT ZHI,
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P

--login <admin user id>

--password <admin password>

dir-cli service delete

R

WANESLT, 2 administrator@vsphere.local, Z5 8 G AL
B LA ANl CAAdmins vCenter Single Sign-On 41
M HP T EE DU

IV . AR E i, KRR R,

IMER vendir FRRARER T S P IMERZAR T S P, B SRR SR B I vmndir SEUROFTAT

R AT H o
ER

--login <admin_ user_ id>

--password <admin_password>

dir-cli service update

FHTRE MR S P IuE, BIIRSSSRG . a17

ffiff] vecs-cli force-refresh JnillHT.
R

—-name <name>

--cert <cert file>

--login <admin_user id>

--password <admin password>

dir-cli user create

ik
LMERIIARDTT SR

PRAES T, b administrator@vsphere.local, ZF R G AT
B EA I A %] CAAdmins vCenter Single Sign-On 410,
) AR T AT EE DR

DRI . AR D, KRR R,

A, VECS RKAE 5 o #lUR Il B, senf LA

iz

LRSS

LALLM S5 IIUEAS S8k

PRINE LR, Sl administrator@vsphere.local., 1% F 5 LA

FHAB T P NE] CAAdmins vCenter Single Sign-On 4104
EEEFSEEs IRt

TP DR . AR HEE D, RS ER R,

QI vdir FEE R o tear S m] R H S 2 R854 vCenter Single Sign-On #H 4T A5G IR

NI R AEAEI AL IR Tt a2
prin

——account <name>

--user-password <password>

--first-name <name>

--last-name <name>

VMware, Inc.
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P

--login <admin user id>

--password <admin password>

dir-cli user delete
JER vendir HRRHEE I F
prin

—-—account <name>

--login <admin_user id>

--password <admin_ password>

dir-cli group modify
KR Pl BI AR 4.
prinl
--name <name>
--add <user or group name>

--login <admin_user id>

--password <admin_password>

dir-cli group list
FIHFE R vindir 41,
il

--login <admin_user id>

--password <admin_password>

dir-cli trustedcert publish
B2 AR ERRUE B L A 5] vndir,

VMware, Inc.

R

WANESLT, 2 administrator@vsphere.local, Z5 8 G AL
B LA ANl CAAdmins vCenter Single Sign-On 41
I A TR DURFRL

IV . AR E i, KRR R,

Biip%
ZIWIFRIY) vCenter Single Sign-On I &K,

PRAMEBN R, 5 administrator@vsphere.local, 1Z55 5 G DL
B AT PR R CAADmIins vCenter Single Sign-On 41D4
[ AR A PR B

EHLDH RO . AR HRE L, RS ER R,

ik
vmdir F41HIE R,
TR B 2R

RSN,y administrator@vsphere.local, 155 51 DL
B HAh s CAAdmins vCenter Single Sign-On #HD),
R TR EE SRR

RGP QURARIEEEN, HRERER.

i1y
vmdir R RIEATR. T A S 4R e

A OLT, S administrator@vsphere.local, Z45FE 5 A PA
B HA PR NE] CAADmIns vCenter Single Sign-On 4104
[ HAR A EE R AL

RGN . QURARTEE SN, HER.
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prinll
--cert <file>

--login <admin_user_id>

--password <admin_password>

dir-cli trustedcert unpublish

Eiisa
WAL SRR 12
RN R, N administrator@vsphere.local, 1ZE 1 51 DL

BHEABT P NE] CAAdmins vCenter Single Sign-On 4104
A TR PR DURAAL

DR . AR E D, KRR,

IOH AT 4 BT vandir RS2 EAERUES . B, QURCR AR UEBE NS vadir EZUEBIA AR
i HAE AOARIESS, WS ar & UM AA A T UE A S AR — 857

prinll
--cert-file <file>

--crl <file>

--login <admin_user id>

--password <admin_password>

dir-cli trustedcert list

ST ZABFAERIARIE S IR 1D,

o
IR

--login <admin_user id>

--password <admin_password>

dir-cli trustedcert get

i
LM R AR IUEB SR R
SIHIE I CRL SUAFIUER R . TR

A NLT, S administrator@vsphere.local, Z45FE G A PA
B HA PR NE] CAADmIns vCenter Single Sign-On 4104
[ HAR AR B AR

RGP . QUERARTEE S, HRER.

FOF ID A Ref#H dir-cli trustedcert get Mzl

R
PRAAEBN N, & administrator@vsphere.local, %55 G DL

B HAh s s CAAdmins vCenter Single Sign-On #H1),
[ HR AR R AL

RGP . QURARIREEN, B EIRER.

Movmdir S SRS EARIARIES TR S N B E IS

eI

--id <cert_ID>

--outcert <path>

--outcrl <path>

VMware, Inc.

R
TS ZIUEPIN 1D, 1D ¥R dir-cli trustedcert

list and,
SRS BN B2

L CRL USRI R YRRt
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P

--login <admin user id>

--password <admin password>

dir-cli password create

R

WANESLT, 2 administrator@vsphere.local, Z5 8 G AL
B LA ANl CAAdmins vCenter Single Sign-On 41
M HP T EE DU

IV . AR E i, KRR R,

O R BRI LS . Mear & AT BREE =0 oy S P

P

--login <admin user id>

--password <admin password>

dir-cli password reset

B3
AN R, h administrator@vsphere.local, A F 1AL

b s CAAdmins vCenter Single Sign-On 410
) H% A I SRR

RTINS . QUERARIEEEN, R ERER.

FTALAE LR P R . R B TR B T, WUATGEST) dir-cli password

change,
P
—-account
——-new

--login <admin_ user_ id>

--password <admin_password>

dir-cli password change

CIM N )R b e Eey T ANV ibesiiig sl L ORI
password reset B fTfiTE Y,

P
——account

—-—-current

——-new

VMware, Inc.

R

T H A BRI P 245

i H P asas.

RN R, ) administrator@vsphere.local, 1ZEF 51 DL

B EA I S E] CAAdmins vCenter Single Sign-On 410,
) T A DURFRL

LD . AR e D, R ER .

AREPATIE S, PR DR AR dir-cli

ik
[ ORE Y38
A I A T

AR ST
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it vSphere Web Client &% vCenter iEH

A PTG vCenter LEPMUANIN (VMCA) B FIFIUEB AT G BOE & 5 B 1 . AS A i e DA My
GARUEPHIRAS . MU EE CLI S TRTA UE B PRAESS o

EE S5k A BE—E IR AL VMCA 3418 Platform Services Controller JCBEJUET . BT VMware
Directory Service (vmdir) [5201. [8]& fluFB15 A,

22 vSphere Web Client HIfJLETIN, RGRATREHN TP AR, Jy VMware LEBATAH LA
FEE AR P g P 2 s, B vCenter Single Sign-On 41 .

1

a b W N

Pl administrator@vsphere.local iy, CAAdmins vCenter Single Sign-On 411 55— AN PS8
k%] vCenter Server,

WERGEE, FHRRALEENRGNE.
R, RS A A A
PR B B TR NEF BRI -

L EE o8 Sa 1S I ENSN: N Tay it

BT ik

HRUEP oRAROGE, RIS B UEBRNEIN, She ARz Eins kA
CUD'

BRI WoREEIE RIS AR S .

R FIHC e,

TRUEP BoRA[ T vCenter GiE-Bai U ) S BIARIES

VEERUESS, ARR L BRI RS EAZ DA & A U B e an (s B .
AR EAAR AR, MR AR AN

A vCenter IE P HIEHIZEHE

M vSphere 6.0 JI4, vCenter Server 254 VMware Endpoint i 577 f#% (VECS) TG uE s, 3§
EUEFS A WA AT 30 Ku/bT- 30 RIN A H 4R . "ILAE] vpxd. cert. threshold fa s i P& A 5 A
HH AR

Bz

1

2
3
4

k% vSphere Web Client,

2EFE vCenter Server M4, R IRIREFE BRI ABCE 12801+
PEEERE, R, RSTHEE.

¥ vpxd.cert.threshold (¥ E BT, IR HIE
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vCenter Single Sign-On SCHRESMEIE, XK E R e TP 7esee & rl LAvsIa] vSphere 414, It
S, IIBIEAVEEA ] P S B B HAE vSphere W4

vSphere HFEAAFIIBAS], 417 % vSphere HHIIEAUHTIA . AR5 T 05 B SOGE vCenter
Server AURBIPL K AnfTihd T P EYTSS

vCenter Server SR AR A A TR 4t . 17] vCenter Server X5 JZ R 45 FR 4 4y
BCANBRAS, 8 e WA T P s A2 G A BRI . B e, 1M (BRI o

A EIRUT S administrator@vsphere.local %55 vCenter Server 2%, A5, ZM AT AR TAT N
HRIE:

T e SCT HAh P A4l AR IR nEl vCenter Single Sign-On Hi, 352 W vCenter
Single Sign-On Frilji,

2 R TR i e s Bk vCenter Server 2GSRI G ANZAT S A il 4y
AR P Ekd o

it FRURIAUR

(https://vmwaretv.vmware.com/embed/secure/iframe/entryld/1_8vla7txu/uiConfld/
49694343/)

ARFEPHE TN 328

»  [fi# vSphere HIHEAL

m [ fi# vCenter Server FEAA
w  RPRAER G MR K

» ZIRPREE

n  EPE vCenter 41EEIALR

n RUR

w IO BURAL

m AR Bk

w ARSI
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T & vSphere HRJIZ

7F vSphere HHAUT] Pk 410 =B 5 502 vCenter Server AR . MMBEEHATIOFS, 4AlfET 38 H A
*XO

vSphere 6.0 M E A SR AT AU FH LA R 4075 2308 T A P B TR S ORI . x5k K2 80
MHER s (U2, BRT DA 4 AR 1521 2 FH P onf BT it 7 ZE AR, - A S Ak A vCenter Server
AR T HA H o6 %44 vCenter Server RAZeHUAIR o

%)

X

vCenter Server #{[E

vCenter Server AZfRPRER T E7] 1% vCenter Server X5 2R EEHYFRNT G /3 B AR o AEFIAL
FRAR 2 A — P — AR B e st B, @r Lk —5 ESXi EAUFIA—41
Pt fta, VAT IR o2 FAUAHR R AL

2R

4 FE PR FH B0 22 /MR 77 22 04 o 52 . B, AR 40%E vCenter Server Fll vCenter
Orchestrator, A DL FH 4 M PR ) 33k P N 5 2 iR S A A R A e 54 AR

A ¥A vsphere.local I & Hl4FAE . 2 FAEAZ Himnt vsphere.local 47 HRIAIR 5512
A 1S W2 AR o
vsphere.local A J2H R ARG

P administrator@vsphere.local TP TS5 Platform Services Controller M5 FIAR 55 AHICBE
155, b9k, vsphere.local AR 0 AT ABATARN AT S5 o Bilan, aniifasid
LicenseService. Administrators 41/ o1, WA DABA TR PIUERSEE . 155 W vsphere.local 3111
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i w4
vCLI (ESXCLI) esxcli <conn options> system settings advanced get /
UserVars/ESXiShellTimeOut
esxcli --formatter=csv --format-param=fields="Path, Int
Value"
system settings advanced list | grep /UserVars/
ESXiShellTimeOut
PowerCLI #List UserVars.ESXiShelllInteractiveTimeOut for each host

Get-VMHost | Select Name,
@{N="UserVars.ESXiShellInteractiveTimeOut";E={$_

| Get-AdvancedSetting -Name

UserVars.ESXiShellInteractiveTimeOut

| Select -ExpandProperty Value}}

# Set UserVars.ESXiShellTimeOut to 900 on all hosts

Get-VMHost

| Foreach { Get-AdvancedSetting -Entity $_-Name

UserVars.ESXiShellInteractiveTimeOut | Set-

AdvancedSetting -Value 900 }
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ESXi AR LA fheie SR il PP LA ok mIAIER . IR E T G220k, LA VMkernel

HH] Internet B PR 2 BT 2 4 Ik

TP esxcli vSphere CLI a2 3Kk B AT FH2e 4 SClEma 2

* SRR T, A4 esxcli network ip ipsec sa list,
HR

ESXi R B osPr Ay v] e XA &

N IPsec 4 EBE

PRI 4 I LAFR AE JCHRIY 1P it i N 248

MDA esxcli vSphere CLI a4 ko

& TEMATERTT PN 4 esxcli network ip ipsec sa add JffiH] MAI—/ ek 2500,

pinlil R

--sa-source= JFH#ff Witgo HEENHAL,

--sa-destination= HpiiHt Witio FEEHbrHbLE,

--sa-mode= Wiiso F8ER transport B tunnel,

--sa-spi= ZLEHNET/ Witgo FRELESEES] RS HEL IR S ENIN LRIk, BXaE—" 1

SO Ox W i ORI AN 2 P UL A U2 2 B4R 511N

ME—415,
--encryption-algorithm= JJZFE Wi, L NS —iBe sk,
):Q\b B 3des-cbc

B aesl28-cbc

B null CRERMEMINES)

--encryption-key= JIZ &4 FEFEIE I SR o UL, 85 i . I VAGE T Ox AT\ ASCIH SUARER
TERIE AR

--integrity-algorithm= S445F Wi, 1ET AL hnac-shal Bk hmac-sha2-256,
E-rs

--integrity-key= SHEUEH] Wie HEE S EIER . TTUAEEH] Ox W2\ ASCH SURE /R ERITEAtyas

e

--sa-name=Z# Witgo PRI
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Tl REXRBKGL
TS fEEEE, NIRRT B S BENIHA T .

esxcli network ip ipsec sa add

--sa-source 3ffe:501:ffff:0::a

--sa-destination 3ffe:501:£££f£f:0001:0000:0000:0000:0001

--sa-mode transport

--sa-spi 0x1000

--encryption-algorithm 3des-cbc

--encryption-key 0x6970763672656164796c6£676£336465736362636£757432
--integrity-algorithm hmac-shal

--integrity-key 0x6970763672656164796c6£67736861316£757432

--sa-name sal

BB IPsec & KB

FILAfE ] ESXCLI vSphere CLI iy & R34 4 50k o

AR

SRS I IR M BT AAE S I o AR AREER A S e 200, RS ERERAERE S
Bz

o RN, MiAG2S esxcli network ip ipsec sa remove --sa-name Z2XELH
FIH A K IPsec &K

FIVAH] ESXCLI vSphere CLI fir441 H 1] A 4 4234300

73

o SRR N, MiAfS esxcli network ip ipsec sp list.

&R

FAUR WoR T ] e S A Ak

B IPSec RELERHE

B A T T LURAE I B TE 22 2 R B B DY B uE A= 248, FTLAE ] ESXCLI vSphere
CLI g UL 45k

BIRE M
PO LA TR 2 1T, AIHZENIN 1Psec L IR TR, AR IEA AR S4B uE AN EE S A0 22 4 Kk o
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¢ EELHUR

T N N4 esxcli network ip ipsec sp add Jf#i ] Nl—Auk 250,

B

--sp-source= JFHHF
--sp-destination= Gpiiat
--source-port= 577
--destination-port= 37/7

--upper-layer-protocol= X

--flow-direction= /i

--action= ZEfF

--sp-mode= FEZ{
--sa-name= LEXBELFK
P

--sp-name=

. HEEREEGS
KT JIAEEE, NG

esxcli network ip ipsec add
—-—sp-source=2001:db8:1::/64
--sp-destination=2002:db8:1::/64
—--source-port=23
--destination-port=25
—--upper-layer-protocol=tcp
--flow-direction=out
--action=ipsec
—--sp-mode=transport
—--sa-name=sal

——-sp-name=spl

VMware, Inc.

Ei7)
WA, FRETR 1P HEEATSR K,
BRE,

WA o FRAER o Y5 S5 A AN T O A1 65535 Z [HfH— A EE

Wit o HBAE FIBRHBERIHT

Wi o FEE Ehmim o P 1S5 B AUE T O A1 65535 Z Alf— 7.

AN 28 —185E BRI
B tcp

B udp

B icmp6

m R

] in B out FEEE ISR 1A

AN 28z — 8l S B A fEE S 800wt ZER AU A
B none: ARIUTEATHAE,

®m  discard: ARUEIREIH.

B ipsec: fFHZAEICRIRANY S
i}/

B UL (3 BORAIE B2 1ok 2 fEE

I tunnel Bk transport.
Widio NEEI 2 oG SR 2 2 2 AR

W o WIS EIR.

S BIMNIHA T o
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B IPsec REFHE

A PA# H] ESXCLI vSphere CLI #3425 ESXi EAHLH 24 0% .

HIHRE M

SRS L I S RIARAERE IR o AR s R AR R I L i, MU RSERER RS 2RI

$E
o AR RRE N, MAmS
esxcli network ip ipsec sp remove --sa-name ZEFBEELH.

BRI A 2, 1T \f S esxcli network ip ipsec sp remove --remove-all,

i SNMP ELE IEHf

WA IEMBCE SNMP, Wi B A RE Sl R 2 B AL, AREEE BV RES M IR E-R) 900t
DL G s

TR

1 1517 esxcli system snmp get ME 4275 H SNMP,

—

2 R ARG SLE S SNMP, 1515817 esxcli system snmp set --enable true irSHAEE
IEAFIETT,

3 QUREM RSN SNMP, 152 W IEHEAMVERR IR TR SNMP 3 [ 5 B,
WAHERES ESXi ML ERLE SNMP, FILL# ] vCLI, PowerCLI 1 vSphere Web Services SDK it
FTHCE

INFAEFEER A TE vSphere Network Appliance API s FE 32
Bl

WAAEAR 1z 1] vSphere Network Appliance API (DvFilter) [, 20 EALUACL E A 1A AL A%
P25z H . W vSphere Network Appliance API AN T B HIRAS, M T e b e e 5
ders. ERZ rl eSO B F AW L Z 15 IR]

WSARTELEE FLE I AP I, S IE RS O IE R E 2L, 52 W T EMEE vSphere fifd )y
% . vService 1 ESX fUH ) HiA5 ¢ DvFilter (U35 o ARSI EHN I E N AP, Al
Net.DVFilterBindIpAddress 3G ST API 1= AHITAL
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B

LR Net . DVFilterBindIpAddress WIZZEUINEIEN, 15T vSphere Web Client #¢41i% %
o
a EEEENL e REEEATIR.
b 1 “A%4” T, HFEEARFEE.
c [ N&Z)%E Net.DVFilterBindIpAddress, JHFWIFZSEIMHEES N2,
ZHOHE AL BT REIRTHES . /8 “Tiikas” 7B B\ DvFilter DURURATAAHIC S
WIERARAS 1] DvFilter %8, 1SHIHME 2.
YA DvFilter #5%, iEHAERIZSEUE S DvFilter (75 I I ARPTAC .

vSphere Mg EELZ S HREME
PB4 24 SR AT B T 115 vSphere SB5e 46
ENEEZERZEEW

T I Fe 2 4 SR IR IR 2RISR — 20 o SRIE VI DAL BRR R XIs, A5 anfsd FH 5 K B el fefi
H IPsec PRI 24

RS TEERT, SR B A L T T Portfast, [HT- VMware BRI HH AL FE STP, 41
S SR, NIERER] ESXi FHAIPIEE RS Bt Ui A ZIRC 7 Portfast DA ERAZ e L 25 PN HH B
TEER . WIRAUE Portfast, TIRTHE NI 7E M REAIERE NI,

PR A AL Netflow i Uk 25 EIRATINEE RS 1P Hilik, Netflow S HIZR NS H A RE{Y
EA IR AMIZE IS B, AN b R A R IIBGE T aeE . A 753 Netflow SH, iR AT A
Netflow H#x IP Hitik E#f,

PR IUSAS R B 53] DA FIRE A e g v [P R U [ R U S Ao A, FEIWUVETBE BN A
A TRLEL AU L B s L1 4o PO AET B BB LA P R P 8 B A OB (ELEAR U Tm] A2
Blo BRI AT FEAR S MO SR B A R A, TSR A THR DT 3 B M e/ NN 2R 2 M

WORAR s T Y AL VLAN FO{E . PrEEAs U ] VLAN 1/EREANL VLAN, AHL VLAN
MU SHRIE N 1o ESXi IFH AN VLAN, 7Eis A $EE T VLAN A RRId, e 4l
AAEE VLAN W B FRIC . AL AT AR SFECHBLRE, FEAFRCN 1 R U &2 B T e
AU AL VLAN,

i, Cisco PIHEAZALH VLAN 1 _ERmisA rid, BEY VLAN 12 Z PR bl I AL

VLAN, {H;&, ESXi AL EFEEN VLAN 1 liieshric oy 1; Btk ESXi AL EAAEANL VLAN i
BEIEHsh, BFEERRch 1, fiAREARRC. PEEHL Fok BANL VLAN FEAmT ),

R EEA L. W ESXi ReURc 4t Ui I 416 AL VLAN 1D, T MGZ 11 & H O EADIATLIR Box
TAZHHERIANL VLAN AL, REOZAS B U BT R IC H

WCR A TR N IR A Ml FUEA RS VLAN . PFES AL HIEE T e VLAN 1D DAL
R, I Ham sS85 i o X S 3 . 140, Cisco Catalyst A2 Ll 7 2 7l VLAN
1001 - 1024 F11 4094, i JTITHER[H VLAN FIRES S8 4% | HHENHEL6 IR 55 (7],
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w AR A E Jy VLAN 4095 CRIIEEZ PRI (VGT) INERSN) o K 4 # o VLAN
4095 2GS VGT . TR, AL ST RIS mifL s 45 lERNL, i A2 B VLAN
bric, MR, BB HBRA RN TR,

w FRENA FUEA S HAL b s R R BRSO N, o D e B RAL TR IR . asRis i T
B RS e vFRERIWLGE 50 1 22 BRI R Ze 4k B o SESS AU SR IME—BC L, Rtk
TR o RAK A T, MR IIN IR 2 e MERARA 34 U S A LG LS AT PR
LREE VN2 AL, SR AT RE A 2 U AR R

w ORI A ORI e Ui T B G O A s B BRAN AN S AR 12 VLAN, vSphere Distributed
Switch A PLRE it A—Ni B0 2 ) — i 1, DAREESE tufigRase s I AR R E it it o i 1 Be 4
RAFE R TE T BRI LA I Ak . BTGt 0 iR Ao (o b i i i, dnsioE
ISR, MTRES R KX BRI 24 . AR 0 Mo L SR ThRE, BB T A7 D 55 AR
VLAN., i ORI FATHERS 1D #IERCIR

FRIC M 48 40 14
BRI AR AR ALl AR T IO & A R R 25 AR
HETEVL T ISRk

w  HipR VAR T IR ARES o SXEEAREE AT AR gt AL DHREHATT, 75 B AE 26 A S 2T
PR R ThRE.

n  fffREE vSphere Distributed Switch B HHAMZEARES, Al FRRASHA U IIAEE IP T, HAREs
AT DA E RS BB U DORERGATF,  BUGEEAZ N TR TN —FE. B0, 0] DA RR i
iBy AR AZ A U TSRS, o o B SO R R IS BT LA RS

DR E vSphere VLAN IfiE

IR VLAN BRESDABEG R 8, 52300 5% VLAN FREEFEAfR VLAN ID (U FH—K o BSR4 Bl

TUHATHERER S, BAEEY RGN £ 5T,

S8

1 PR E S EE SR vSwitch FlT VLANS 1D

R B R RIAS AL 3 T VLAN Frid, ) 1D A0 S4M R R8T VLAN [ Fiss L i 1D AR
N o WISRATTAMRE: VLAN ID, MESS T I 1D Al Ak S a2 R . [RIRE,
A5R VLAN 1D $iReEkBiae, MAEA 2 mamnd OB LRI AU L TR A3 P RERBEL L o

2 R C RO SR S A LR T 14H (dvPortgroup 524D A VLAN 1D,
RBEAE dvPortgroup [T VLAN Frid, N 1D 215 8MEB A 5] VLAN 19 s F iy 1D A
WL, ansR A se 4iRiEE VLAN ID, TR T R 1D ARE e i st B VR EE UM L Rl [
FE, Ansf VLAN 1D FiRekBiae, NIAEA S Sl OV EEA LRI L (AT i b v REMRELLLE .
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3 HARE SR 0 AL % H VLAN 1D,

AT REERIAZ A% ] VLAN (PVLAN) 523 VLAN ID Filfilh VLAN 1D, %48 1D AG1 S9N AT
) PVLAN [ AL IR 1D AN R o ans AR 5E 4 VLAN 1D, WSS I 1D Rl RE SR vr s
T EEA ARSI M7 . [FRE, @SR PVLAN ID Binekbide, MIZEA B el i EEs LR
PN RIS A ] REpRE 1L o

4 I51F VLAN mRgkpiis FOERe ) 50 24 gk e Re i B As ) i 11
TR BRI E R ] VLAN mhdkg DR,  AZE A T5ER S 1 IE AR B PSS S LA <2
Hlo SRR IERIRC FEE A AL, AT VLAN 802.10 bk MR % & B AZ G Bl 1 22 Heh Lo

K AT SR M 48 IR B A

SR FH AT RERY P 24 BR ES il 1] B 1G5 vSphere BRI L2 o

(=g S

13 vSphere &FERRZE AT LSRN 1LE I vSphere & FR RN . ZEEFBRRUAT s THIIRS 21k HGE

BANERAF ARG R . 2R v BE M SRBOS A8 s TR 46 . QiR Be H3R1S 1T A 2

I TRIAER, 2 At NMRFR LR 45 3ER

% ESXi FALEHEE s TR L S NI L2 PR R BE LS, A A B2 U5 0] .

FC MR PR A B4, PR DIARA I RE W U TRl 25 DA B ESXi 34 UFT vCenter Server A%,

B vSphere 58 141 5T M vSwitch % 1] VLAN 1, HEBE vSphere 45 F 14111 VLAN A ]

TP, BRI PAS AR GERIFLD i dhs vSwitch, SRR BEARE Fh 21 H 2%, {H a5 4%

AL AR C A Sk (5, 5 vSphere Replication —&F IH) , M AT DLEE thEZ M4, JCH

FUERAE, FIRAS PR A = RE AT LI e P 2 x5

Al DA ik — S S DN A B I RE R U [ o

ORISR IS, A A S A A R S P DA TR BRI 4 Bl EESRAS R Dl VPN
RIS RS, H I e SR B L R ER R 4%

B TE R SR A

EEFERE

AR B LT IP M. 25T 1P IOFE A4S iISCSI A NFS, FERIHLATRE 55T IP pOfEfg i ik
ERERASHAUAT VLAN, I 2SBORC B Al GE 2 A AL BRAT R AU P AT 1P s R & .

T 1P A A NS, AR A DA Al ZE 0 A PN T 8 G . BRI AR LA G T
IP Hftifime, R RO AT 1P fE & 54 e o ok, 55 VMkernel 55 ]
28 BRI VLAN st &8 B FRd B 3T 1P G ss, AR ERA & E 120 R

f5E vMotion R E

vMotion iIT#(5 BLAGSCATE R L. AT LAV IR AR BRI R A ] &5 R B IE S
F BRSP4 vMotion R DERIBUE NN AGA N A . BaEE A A GEE Y MITM X6t DITE T R I RME e
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THTERRES A5 HUR VMotion ittt S A At T BRI R o RIS E 0 AT 1, BIRREREE 3 28K s
RIS PR DA 2%, LA SN RI2R2EA T U5 ]

VMotion ¥t 1203 {57 T3 [T vSwitch 9% 1] VLAN Hi, HEE VMotion #1201 VLAN KT A7 5
VL, Al PLS 4 GEIWD i dt = vSwitch,
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H N ZA vSphere AR EME

— U e VR R E (WWERREE T NTP) A2l 24 vSphere L1, (ERCE PRGN, 157 fEix e
HEE S 5 T MR ESXi ML 7 T5 MR 4 T AT B

ARTERE T OAF

n [0 vSphere W£81%ERE F N4

» (AR R VRN

KRR ECALRE PR SRS

=}y ESXi Shell fil vSphere Web Client # &}

B4 vSphere W48 ZE#E R R

ffif# vSphere WI%% | BT 4L AT R . WSk vSphere WM& B A LI e E 2, AR M)
KN By, RESSE I RIHBUK A SSL UF R A T3 .

AL T BT e SRS IR UE S, I 2 2 Mk i vCenter Server Appliance vpxd k55 JCiZ:
=58

Rz, T vCenter HAFI(T— Windows FHLERS NTP IR #SIRFHAD . 152 WHINE R http://
kb.vmware.com/kb/1318,

m il ESXi B S Rgs TRI R SRR b

1r4238E vCenter Server 8% vCenter Server Appliance 2 7, 1Hffif% vSphere Mz R TG
AR $AE F2E

m  {F vCenter Server Appliance i & i [l [ 14
TR AR M vCenter Server Appliance HIFIR A [2E 5

& ESXi M$h5 MR AR S BRS

1E225E vCenter Server 5 #% vCenter Server Appliance 2 i, 1iifi{# vSphere W& & frh i 115
U4 RS

AT KA 44T vSphere Client # ¥ NTP, #H LA vicfg-ntp VCLI fir4 . 120 (vSphere
RATHISH) o
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S

1 Jri4 vSphere Client, SAE1ERE] ESXi 341,

2 {AEERmR b, bR R E.

3 phEE, AAEREER.

4 PEEENTPEE.

5 BEEN.

6 TE “UNHINTP IRSSw” XEAER, SN HFEL M NTP RS #1 IP bk s e s .
7 HEHE.

eI, FAUN TS NTP ARkS5 a0

1£ vCenter Server Appliance it Bt EEH1EE
PRI DAERE 7 Bk vCenter Server Appliance HRI [A][F20 14

H## vCenter Server Appliance I, FIPLmaHH ] NTP k55755 VMware Tools Jeide Bt a4 757k .
Wi vSphere WIZFRIRI TRIBEEL A AE B, T RLES (I BE78 shell HffJdr 2k 4if vCenter Server
Appliance FFHC I H] 20 %

JE FHEYIPER TRIFZEI - VMware Tools K% LR 2R Ge i TR B 9 5 A LA TRIAHTR] o

PITIRIFL 2 J5 S VMware Tools S o &—iK,  DAE & LRI E R ML BRI B2 S 059K
VCC, SAILEC, MPRHA % PHURAE AR S E RO BILLS AL RO BT,

AU TRIEEE AR CEInIZ& IR M (NTP)) 135 EE VMware Tools PRI RI[F20 B AER, IRl
MR . AILAFE vCenter Server Appliance H{M A H—FTE 20 i IR TR R0 o an SR gk e i
AHUN RIS, 2325 7] vCenter Server Appliance VMware Tools FEIIPER A, 2 7Rk,

{8 VMware Tools BtiEl[E#
RIS vCenter Server Appliance # ' Jyfdi [Tl VMware Tools I [Al[]2E
1 Uil shell FFLARATE L Rl A5 BE Uf B R - S Bk,
BABIATP R ERERIAFE root.
2 2T Far A LUS T VMware Tools If[a][A12E
timesync.set --mode host
3 () s TRA A, A E R IIN A VMware Tools I [R] 25

timesync.get

i R A ][RP AL T FA U

VMware, Inc. 274



vSphere 241k

ER

B TR LS ESXi AT [R]85

1£ vCenter Server Appliance it & iR s &4k NTP RE 25

T vCenter Server Appliance DA FIZET NTP RIS RIFZE, 02008 NTP R3S #5AI1E] vCenter
Server Appliance il &,

PR

1 U5IESS shell ARG REGBIAT R i e P S E %
HABHE DA E R BIAT FUE root,

2 JEIEAT ntp.server.add aréf NTP R #5U51%] vCenter Server Appliance it i

Blan, 1470 F s

ntp.server.add --servers IP-addresses-or-host-names

AL, IP-addresses-or-host-names &= NTP IR %71t 1P Hiklkmk B LA IE S5 FaA 5% .

ISP NTP RS FRSINEIRC B . GRARIRRERET NTP RS S, WP 5h NTP 4 i
VAT INAHTI NTP 5575, S0, an S 0CEHT NTP ARSI INEIIA NTP Bl E

3 (Al EIIHG NTP RS P850 NTP IR #eis %] vCenter Server Appliance fit & i1,

i%ié?f ntp.server.set ﬁ%/‘y\o
Blan, s TP M

ntp.server.set --servers IP-addresses-or-host-names

AL, 1P-addresses-or-host-names &= NTP RS2 1P Hokluk 44 10 Sy ba v 56 .

a4 P A IMERIF NTP IkS5 s, FERCEHBCE RN NTP RS 35 . AURIN R AT NTP
S5, WURRE BRI 5D NTP Ay4P bR DLECET Inaes i) NTP B A0, Jll:np SUE A i A\
PR S5 3 50 NTP B iR S5 #%

4 (Afge) 1z 7PA Fanss, BAEE IO T NTP il i .

ntp.get

PN/
up/y\

RIAIECE VAT NTP FREIIIRS ARk A aRE R NTP [R5, Hear&iknl NTP i
EAT R NRESS . AREZEH NTP [Fl2l, Hear ik Al NTP B e A TR

RESR

R E A NTP B, 0L vCenter Server Appliance H IR A] [R5 4 B G B OMFET NTP JIRSS
P2 S K vCenter Server Appliance HIKR A5 NTP RS #&l4

VMware, Inc. 275



vSphere 241k

1% vCenter Server Appliance FRJRTIE]I S5 NTP fR$S85E 4
R vCenter Server Appliance FIIR AI[E2E A B id & 36T NTP IRS575.

AR &M

£ vCenter Server Appliance ¢ R E— Nk 22N ZEIN T (NTP) Hlid5+ . 1152 WAt vCenter

Server Appliance Bt & HZR IIE R NTP I35+

FR]

1 g shell HULRATHE B GG B DU G TP S ek,
AT R e BRI E root,

2 IZ{TPA MR LUR AR T NTP (R R][FE

timesync.set --mode NTP

3 () BATRA M, BRAEC N NTP [H2

timesync.get

AR RIS [RI AP AL T NTP R,

FirEeUHmEME
AR AAE 22 N R 7 2o M A Bl . Bt T AR CHAP RO CHAP fififf iSCSI {7 s
224, Bl SAN BT RN T X DA E NFS 4.1 11 Kerberos 454

&l (TR VMware Virtual SANY) SCRS.

TR iSCSI 1Ffigss L&

F BN E R T e dE— Ak 2/ MEE T iISCSI B Ik 2% (SAN). 75 ML AL iSCSI N, A

SR U it e /MU 24 AU o

iISCSI s&—Fhfdi ] TCP/IP PG Wigiin I (A el EaedEfs SCSI#8%) 2K i) SCSI B Flizs i

BRI KI5 7 iISCSI 55, JiUf SCSI Fdtln = 5E4E iISCSI 10 b 154 2 i R B 5 e4 kT
J1,

iISCSI SAN LA RO AR FHERAG LAK W 284 E AR H r] Bh A3 = i st vinl . iISCSISAN ANy

RN AT B MR 55 24 T P O BRSSP AT RO T 26 o SATA 4% R 4 —KE, iSCSI SAN ]

R LR

TR iISCSI SAN 224 R A A2 5 7] T AU iISCSI Al A i -4 B
iSCSI 4],
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Tf{R iISCSI iZ & %4
PR ISCSI &g Tl AR NAR I —FI 5 00, B4 EHLZ05 0 B bR LUN EROEREREBEDKR iSCSI %4
BB SN R -7 B0 5L,
B3GR B AU R shas LA U5 TR HRRIOAUR] 3R AE RS B S Sl 152 1 HOAUR
KT iSCSI,  ESXi A Hp 24 m B (SRP) B2 50 S S6UE /1. R BEFS Kerberos 5 NFS 4.1
Bic A
ESXi Y CHAP FIM ] CHAP EH5I6E,  (vSphere 426 ) STRY 43 T afif Jy iSCSI 2 e B (1t
PYBEUETT DA M a4 B CHAP,
i CHAP S4HRME—E . B BN S I UE 2N AR iR nT e, AR Tl T S I uk i &5
AN PR N AN o B ERAE AN A2 RIS, BB O3 AT & AR r Ak e%
WHAT B, AL ARy, R — A EHUZ R, WA He oot & A R s I T S5
1k
%3P iISCSI SAN
T ISCSI Bt E Ry, R SRE S L = iISCSI SAN [E A2 4 . iSCSI il 2 2 BT 1P 4%, A
IEAE R A 2SI A T R O 28 b ] F5 B IR 47 iISCSI 7w o

NIEDEPIT RAF 22 bR — e BRI

RIPIEE IR

iISCSI SAN A J—A™ 32 3822 4 RS AT 2 0T 3 SR PR S A 25

KA FE LA 1B F e i 2 E W iSCSI £k, Joit 2 iSCSI i@l 74 2 ESXi iSCSI i ah#s,
YA HoA L 2 EARAIN B PRSI T I 58, X 2 sl K o ) il B R R o o

RYFREINLE iSCSI Al B L EhRE AT LA VLAN R RESEISCSI i 2 e L 5 2 T . 7 B
RNARHZTCTEAT ISCSIALEEHE, TEHRT M RN LECTE A B iISCSI 7B M

S X— H 1, AT DLX 2858 0F: QiR iSCSI AELEERCES, HALR iISCSI GRS FT ESXi Py 2% 1
fid e A T A W ek SR 5 i o e e A MR . W B Ram s ESXi EAUACE iSCSI, 1]
PIASS RSN TR — PR L, 1o s PR RS AT LR 1 iSCSI A7 fif# o

B T il PR AL FRRHEAS Bt R A7 iISCSI SAN 4, 1R AT DIAE iSCSI SAN FITHY VLAN | g Td B
DIAR AR N 2 E . B iSCSI AR BESHIE VLAN Al i A iISCSI @il as v PLE £ iSCSI SAN
WHE SR, 1EAh, R BHARIERI M35 A2 520 iSCSI i .

fR#P iISCSI ih A& 4E

WHALT ISCSI KA, ESXi AT HATAINT £ ZEF s I o RS Bt v] AR N AR & 8 1 25 IR N
ESXi HARHIENUI LR, Fit, 1517 iISCSI ASHAEEREN ESXi v = AAT i Ih 24 UK

P THMTAT iISCSI HARK G HBL AT — N Z AT T TCP sim AT iISCSI 482, 4nif iSCSI #4%
A I FAEATAT 224 TR, M m g U I ESXi Tk ik . BRARIL RS, 152 A 2 s r i
PTG 2 DB FEX R ISCSI 2R A s ET TRR 1
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Bt SAN HiRFXHHEITHX
AT A BT LUN B3 s SAN 36 B L HIRT 724 A

MR SAN BHIEAE DGR BCF LUN Bl TUALE vSphere BRETHR RO AFAE TSI Bilan, 7]
PUSEIE SCRIDOHUALE SAN FRogEr pabariit, A S T A= X it she [FIRE, & T LASASH]
AT T AN R D o

PR IR, T ELE SAN 4% il BT 014,
FE SAN AZHATURIRZ AL A R DXCIE 0 B A Bk DO RE DA M 2 LUN Bl T H HLIR R 75 10 5 o
152 W SAN LN B SO ( vSphere {74 ) SRS,

¥ NFS 4.1 £ Kerberos &1&
fiFH NFS RS 4.1 15F, ESXi % 4F Kerberos S35 uE L

Kerberos &—Iil FHEIFIRSS, I UF ESXi F2e8E NFS 4.1 % Fiimdriial NFS 2 2 i NFS RS
AU 51y, Kerberos FEANZE A HMIZ R il TN 4T TAE. @+ NFS 4.1 1 Kerberos [
vSphere SN RN % P AR S5 7o 204 T P I6 UL, (ERERAE R e SRR B MR 55 o

i Kerberos B gaiiFiy, 3 BPL N = .
m  ESXi ¥4 Kerberos /K 5 5 Active Directory I fI5445 % il (KDC) 4 i o

»  {El vSphere FHE 51, 0 DLHEE Active Directory FE4lELAIR NFS F 2T NFS 4.1 Kerberos
BRI AR . — A T U5 %=L E AT AT Kerberos $lif74i

n 2 ESXi FHUILER— NFS 4.1 Bafifgml, a0t s 3t = 8diEm aampr A AL AR
Active Directory #ifli. #RPTDAEH % E AT UEC B SC-Ar A FH PG B SR BT ESXi AL
KA DI IRE,

m  NFS 4.1 ~37F AUTH_SYS Fll Kerberos [ri]f 42 .

s {#i[] Kerberos i) NFS 4.1 374} IPv6, {7 IPv4,

WFRE® B2 I FE P& X FEVEBEEE

{E22 55T VMware Tools [ Windows #{E £ 4/, vSphere 285 NIRRT EEs ., mnHERE AL
25 WU F AR S URIE R G NI THERROYERE DA . BRIME DL N, vSphere A& P LEETL
HLATFEAUE B

ERINBIT, A% FHUEEINLA 25 EAUERERIRERO DR T2 FIRAS o IWERIAIE BB BEL L RE AR 5
PIFR AR B, AR N IE SR e R0 T Ry, AT

DU PR AT AR . U vSphere Bk vSphere 1y 44T ST (vCLIL PowerCLI %) 2 —{EfT
T AT AT
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Bz
1 AERERUILIN ESXi R4 F, IR VMX X,

FERIN U B S5/ T /vmEs/volumes/datastore HapH, H datastore 712 EAUN LA 1E
R TIE R

2 fE VMX SR, BubR A TN S
tools.guestlib.enableHostInfo=FALSE

3 PRAFHOCHISC

EZES

BICENE PSR A X EAIOVERE R B

#3 ESXi Shell #1 vSphere Web Client 1% & Bt

BEE | N TR B 2 0h, 155548 ESXi Shell F1 vSphere Web Client 45 il .

ESXi Shell #BHt

ST ESXi Shell, #A[LALE vSphere Web Client MAF B HIEG A AL (DCULY g DL R I .

]
A] PEBI B ST ST ESXi Shell Z G A ICE Sk 2 1T, A DAL il (el B R 2 )5,
ZIRSSEEEA, HHARY PSR,

PR BRI
PR EE RN FH P AR T A8 R 0T 2 i T DAZR S PRI TR o S PR P A I R B O R R s s 3
ESXi Shell If N H, fiASSEmE A 218 .

vSphere Web Client #BHt

TINES T, vSphere Web Client 2 1HS7E 120 /0805401 A PATE webclient .properties XfF
PR RS, @1 (vCenter Server FHENUEFEE Y SCASTA .,
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FH TLS EFfGtEXLAEFEIE TLS
il L B

YRAT DI ] TLS T o0 AR T B ek 28 1] TLS PR, 18R PAZE vSphere FREHIZE] TLS 1.0,
ok ZFIN A5 TLS 1.0 1 TLS 1.1, M vSphere 6.5 JT44, ZRIAEH TLS PhsiA 1.0, 1.1 F11.2,

S EERCE, PRSI vCenter Server., Platform Services Controller. vSphere Update Manager
A ESXi FALSA TIVARADA e VA T o 162 W VMware HITRZESCES 2145796 SRIBSCRAE] TLS
1.0 Iy VMware 7=l 3%

A TLS 1.0 Z i, AR Al VMware F= i fsE =5 725 R E S N TLS sl ARE A0 Ad
B, PRREE TLS 1.2 3% TLS 1.1 FI TLS 1.2,

AREDHE TLLT 328

m SRR TLS WA

» i vSphere HIAEH] TLS fiiA

w ZOBETLS FlE SRR

»  PUTAETEIR G

m %] vCenter Server 2% [ TLS R

w SN ESXi EHL M TLS Mok

m 7F Platform Services Controller &% P25 1] TLS A
R TLS Bl K

m  {f vSphere Update Manager 2] TLS Ak

THFEMA TLS AR O

f£ vSphere A5 H1IE1T TLS Configurator SCHIFEFI, ALK vCenter Server, Platform Services
Controller A1 ESXi AL Ef# ] TLS FOARm AR TLS, AIPAZEA] TLS 1.0, k[FIH 2] TLS 1.0 A1
TLS 1.1,

NRII T aX o AAROR S R, SRR A s B e
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% 10-1. & TLS Configurator 2 T2 F & MmAY vCenter Server #1 Platform Services Controller

&% 7E Windows &4k 7E Linux _ERIEFR i
VMware HTTP Reverse rhttpproxy vmware-rhttpproxy 443
Proxy

VMware Directory Service VMWareDirectoryService vmdird 636
VMware Syslog Collector (*) vmwaresyslogcollector (*) rsyslogd 1514
vSphere Auto Deploy vmware-autodeploy-waiter  vmware-rbd-watchdog 6501
Waiter 6502
VMware 242 IR 5% VMwareSTS vmware-stsd 7444
vSphere Update Manager vmware-ufad-vci (**) vmware-updatemgr 8084
M55 () 9087
vSphere Web Client vspherewebclientsve vsphere-client 9443
VMware Directory Service VMWareDirectoryService vmdird 1712

(TLS HXEEAR S I INEAN Eeds il o oI TAE A EE . {32 HF TLS 1.2 5RAF T TLS 1.x BUAS,

(**) £ vCenter Server Appliance |-, vSphere Update Manager 5 vCenter Server (i T-[il—Z%: |,
1E Windows H1ff] vCenter Server |, mIVLHE gt ld B CAFRC L TLS. 152 IL7E vSphere Update
Manager |"Z5H] TLS b,

% 10-2. = TLS Configurator 3= A2 F & ImE ESXi i

JilsEs il o1l
VMware HTTP Reverse Proxy Fl3:# Hostd 443
SR

VMware VSAN VASA N gt VSANVP 8080
VMware WA s FDM 8182
1T 10 JHkss ) VMware vSphere ioFilterVPServer 9080
API

VMware FZAF PR vmware-authd 902

EEE I 5 AR

m  ffifRH vCenter Server £EEWIAM ESXi AL HE Y TLS BAs (TLS 1.1 F11 TLS 1.2 5k #{Y TLS
1.2) o ZJ1] vCenter Server 6.5 [/ TLS ilRAIN, vCenter Server JoikFAS R IHRR ESXi =41 5.x
FEAL 6.0, ERHIXEEFH TR RS2 HF TLS 1.1 58 TLS 1.2 HUfAR,

m CHNAERT TLS 1.2 422 9M58 Microsoft SQL Server mk 4N Oracle £dliZE

m 520 Windows Server 2008 |17 vCenter Server &k Platform Services Controller S51j2%
TLS 1.0, Windows 2008 {{ % #7 TLS 1.0, 15l Microsoft TechNet X ix  ARS5 75 M ta FE A s
B4 ) Y TLS/SSL .
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n  EDUMESN, AEN TLS FEE BSOS AR R R s EAURSS
IR ESXi AU F M
CE S R R QA SliiBuy e A eI NA L s

7£ vSphere HZF TLS kA

ZEH TLS WASE— 2B Bed e PUERIRIBT 25 TLS BACKE (IR GBS Il B IE 5 7o

1 W EERE S Windows 1) vSphere Update Manager, JfH vSphere Update Manager 7
Hp ) A g b, i g A SO AR I . 152 AT vSphere Update Manager [2%/1] TLS
A

vCenter Server Appliance ] vSphere Update Manager 412t vCenter Server R 4i—itct2 L,
F H VA2 BT R A 1 o

2 {F vCenter Server #ll Platform Services Controller =225 TLS Bt B9 R o WIS sl BRES i FH R
AR Platform Services Controller, #{VAF vCenter Server 23575 HFE ) o

3 {f vCenter Server |'iz{TiZ3 LT o

4 1t vCenter Server F ML ESXi FAL FasA Tz iRy o Br LSRR SRR i A7 4L
PATIHAESS

5 AR EHEREE F— a2 Platform Services Controller 526, il5#EEE NS ind Ti% 5 AL .

AR &M

I ALEI=4T vSphere 6.0 U3 RS Mliz1T vSphere 6.5 IR A TIEACE o A H A/ NI,
w B TLS 1.0 JFSM TLS 1.1 A1 TLS 1.2,

s A TLS 1.0 FI TLS 1.1 7F /51 TLS 1.2,

ZETLSEEXLHER

TEATLIN MyVMware.com T TLS B & sSE R, FEE 22 A BN B 2eE5emin, LA
AN . — AN T vCenter Server H1 Platform Services Controller, 55— ANEIA R T ESXi
A B

1F vCenter Server Appliance |, 1Hf AR H vSphere Update Manager i1, {F vCenter Server
I, "4k vSphere Update Manager it i SCF, 152 W 7E vSphere Update Manager -5 TLS ik
NS

TR

TEHTEE MyVMware KRR N EJIHIA

=

S8
1 EREER MyVMware ik 146 E] vSphere,,
2 FREIER AT A RO, 2EBE VMware vCenter Server, KGR T E.
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3 ¥ VMware vSphere TLS Configurator Jf F&kDL RS2

BIERL X

Windows VMware-vSphereTlsReconfigurator-version-

build number.x86 64.msi

Linux VMware-vSphereTlsReconfigurator-version-

build number.x86_ 64.rpm

4 HAE B vCenter Server H 2R BB
1 ELA NS Platform Services Controller [lEREH, AZRE Y |25 Platform Services

Controller,
BIERA 2
Windows a  DUHRE DRI T P S e ok
b GHIMINI N vMware-vSphereTlsReconfigurator-version-
build number.x86 64.msi 3f}.
c L MSI S,
Linux a ] SSH R &I UL A MASITRAIH - S ek,
b fHH SCP % il VvMware-vSphereTlsReconfigurator-version-
build number.x86_ 64.rpm XHEHIEIERS,
c  WERAHTAUS N Bash shell, iHiaf TP Frd.
shell.set --enabled true
shell
d R R rpm SCEETAEI H S, TRst TRl Mard.
rpm -Uvh VMware-vSphereTlsReconfigurator-version-
build number.x86_ 64.rpm
EZES

LRGET, EAELN N AL AR B X A

Berg ME

Windows ® C:\Program Files\VMware\CIS\vSphereTLSReconfigurator\VcTlsReconfigurator

B C:\Program Files\VMware\CIS\vSphereTLSReconfigurator\EsxTlsReconfigurator

Linux B  /usr/lib/vmware-vSphereTlsReconfigurator/VcTlsReconfigurator

B /usr/lib/vmware-vSphereTlsReconfigurator/EsxTlsReconfigurator

PUTHANEF B &5

FRJARIE S vCenter Server., Platform Services Controller 5 vSphere Update Manager i, TLS fill

B HEFEHSPITE N . WMARATFERDER E 3, AT T80 .
Windows FIA R IERIA H sk A BT AL
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BIERZG  EHBER

Windows c:\users\current user\appdata\local\temp\yearmonthdayTtime

Linux /tmp/yearmonthdayTtime

Bz

1 B HHEHUCH vSphereTIsReconfigurator, #RJ5#H %A VeTIsReconfigurator - H 5%,

BIERA

Windows

Linux

we

C:\Program Files\VMware\CIS\vSphereTlsReconfigurator\
cd VcTlsReconfigurator

cd /usr/lib/vmware-vSphereTlsReconfigurator/
cd VcTlsReconfigurator

2 iU M DA i B E oK o

BIERS

Windows

Linux

3

directory path\VcTlsReconfigurator>
reconfigureVc backup -d backup directory path

directory path/VcTlsReconfigurator>
reconfigureVc backup -d backup directory path

3 WA RIS
JEIHI A3 ST LA R 7Rl

vCenter Transport Layer Security reconfigurator, version=6.0.0, build=8482376

For more information,

Log file:

TlsReconfigurator\VcTlsReconfigurator.log".

Backing up vCenter Server TLS configuration

Using backup directory: c:\users\admini~1\appdatal\locall\temp\1\20170202T054311

Backing
Backing
Backing
Backing
Backing
Backing

up:
up:
up:
up:
up:
up:

vimsyslogcollector
vspherewebclientsvc
vmware-autodeploy-waiter
rhttpproxy

VMwareSTS

VMWareDirectoryService

4 () AARANE A TR, AT As T M.

reconfigure restore -d tmp directory or custom backup directory path

VMware, Inc.

of

refer to the following article: https://kb.vmware.com/kb/2148819"

"C:\ProgramData\VMware\vCenterServer\logs\vmware\vSphere-
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#*H vCenter Server &% _EH) TLS FRZA

AT DA R TLS i i SRR 25 H] vCenter Server 24¢ FIY TLS WA, 1E izt R —y, Al LAS A
TLS 1.1 A1 TLS 1.2, #fVE/1] TLS 1.2,

AR

PR vCenter Server #H¥ AR SS 1] ULGE AR P4 15 PRSI TLS RRASEA Tal % o X FUBEAT TLS
1.0 PTG, BRIOE,

1 DAATRLEAT A I oy IR A TR H ST - 85k 2 vCenter Server 2%:

BIERGE &%
Windows cd C:\Program Files\VMware\CIS\vSphereTlsReconfigurator\VcTlsReconfigurator

Linux cd /usr/lib/vmware-vSphereTlsReconfigurator/VcTlsReconfigurator

2 isTbA S, BRI T BB E R GORMEAE IR TLS kA,
. FAHTLS 1.0 HE M TLS 11 AT TLS 1.2, 5B T Mipdo

BERE @&

Windows directory path\VcTlsReconfigurator> reconfigureVc update -p TLSvl.1l TLSvl.2

Linux directory path/VcTlsReconfigurator> ./reconfigureVc update -p TLSvl.1l TLSvl.2

n HASH TLS 1.0 1 TLS 1.1 HAWS H TLS 1.2, 170 Fand.

BERGE @4

Windows directory path\VcTlsReconfigurator> reconfigureVc update -p TLSv1.2

Linux directory path/VcTlsReconfigurator> ./reconfigureVc update -p TLSv1.2

3 R s H AL vCenter Server 24, 1R vCenter Server R4 T BT FE,
4  (EEA ESXi EHUFIEA Platform Services Controller b il B .

A ESXi FHL LR TLS kR

AT DIE ] TLS Bl S R F 25 ] ESXi EHLERY TLS MRAS. 7Bt FRi—33545, AIRLUSH TLS 1.1 40
TLS 1.2, AN TLS 1.2,

T ESXi 4L, 115 vSphere FRiEH HABA AR A,

T BRARERRE -p 201, RNUNZIAKEE] TLS 1.0 AT TLS 1.1,
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AR

%%%E&Giﬂ%ﬁ%&ﬁﬁmk%%ﬁ”M@%TB1MQTB12 AF o U TLS 1.0 2t

WER, B EIE .

1 DARTRLIsAT A o5 IR A TR H S ) B85k 2 vCenter Server 41,

BERGE @4

Windows C:\Program Files\VMware\CIS\vSphereTLSReconfigurator\EsxTlsReconfigurator

Linux /usr/lib/vmware-vSphereTlsReconfigurator/EsxTlsReconfigurator

2 WFEERER IR AL EASH TLS, it taerd
n SEPEERER RO ML AR TLS 1.0 JHS ) TLS 1.1 M1 TLS 1.2, s/ Fard s

BERZE @&

Windows reconfigureEsx vCenterCluster -c Cluster Name -u Administrative User -p
TLSvl.l TLSvl1.2

Linux ./reconfigureEsx vCenterCluster -c Cluster Name -u Administrative User -p
TLSv1l.1l TLSv1.2

EFEERERIORTA AL EZE T TLS 1.0 A1 TLS 1.1 IS TLS 1.2, iiafThA Fird.

BERGE wd

Windows reconfigureEsx vCenterCluster -c Cluster Name -u Administrative User -p
TLSv1.2

Linux ./reconfigureEsx vCenterCluster -c Cluster Name -u Administrative User -p
TLSv1.2

3 A ENLEER TLS, WiafTtlh Fad 2z —.
n EEPRATNL A TLS 1.0 HS M TLS 11 AT TLS 1.2, h1afThA Fansds

BERE &S

Windows reconfigureEsx vCenterHost -h <ESXi Host Name> -u Administrative User -p
TLSv1.1l TLSv1.2

Linux ./reconfigureEsx vCenterHost -h <ESXi Host Name> -u Administrative User -p
TLSvl.1l TLSv1.2
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m BEEA ML A TLS 1.0 R TLS 1.1 U TLS 1.2, i5isfThA M s

BERGE @

Windows reconfigureEsx vCenterHost -h <ESXi Host Name> -u Administrative User -p
TLSv1.2

Linux ./reconfigureEsx vCenterHost -h <ESXi Host Name> -u Administrative User -p
TLSv1.2

4 TS ESXi FHILLSER TLS Pl B,

1 Platform Services Controller % _F2FH TLS k7~
AR BRI G — 21> Platform Services Controller #%t, HJRA#EH] TLS B i 5 HRE 7 s 5 57
Fi TLS BAs,
GRAR IR TR A2 Platform Services Controller, NEAAHATIHATSS o
HAATEMIAEEAS vCenter Server AGHEE/THANA TLS &, A NAREPHITIAES . vCenter

Server 6.0.x Bk 5.5.x {3 EER: ] vCenter Server 7, QIERASH] TLS foAR, X Ses P21 5
Platform Services Controller 115,

FEATDAZE ] TLS 1.0 A1 TLS 1.1 306 TLS 1.2 (R A HRES, sl DNAE ] TLS 1.0 FBF TLS 1.1 F1
TLS 1.2 (AR MR HHRAS
R &H

fifR Platform Services Controller 42221 A UK 55 nT DA A2 2 Rt sl T A5 o TRk S EGIE
AEPEEEEH Platform Services Controller 402, DA IAELS [EMBEER 55 I e B30 o 4Tl
FIAZ SR TIB R TR S5, BB,

1 VARTROsA T A0 R A T8 5 =10 T - S Bk 2 Platform Services Controller,

BERGE &%
Windows cd C:\Program Files\VMware\CIS\vSphereTlsReconfigurator\VcTlsReconfigurator

Linux cd /usr/lib/vmware-vSphereTlsReconfigurator/VcTlsReconfigurator
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2 EA[DIAE Windows 1Y) Platform Services Controller H1uk#1F Platform Services Controller #%%
FHATIATSS

n EAFTLS 1.0 S TLS 1.1 I TLS 1.2, iiiai 1A Fands

BERE @d

Windows directory path\VcTlsReconfigurator> reconfigureVc update -p TLSvl.l TLSv1.2

Linux directory path\VcTlsReconfigurator> ./reconfigureVc update -p TLSvl.l TLSvl.2

m A TLS 1.0 A TLS 1.1 HAUSR H TLS 1.2, HiafThA Fands

BIERLE &%

Windows directory path\VcTlsReconfigurator> reconfigureVc update -p TLSvl.2

Linux directory path\VcTlsReconfigurator> ./reconfigureVc update -p TLSvl.2

3 QUREMEAEIH A E HAD Platform Services Controller %, 1 HEHATI IR,

RE TLS BLEE M

TLS BEFLSC VAL Al TIPSO, RG] TLS Configurator 92/ T A5
HDypIyNes

DA Z BTE S MRCE R A TSI TR o ESXi EHUASHFIRE P

FLL NI TR o

1 vSphere Update Manager,

AR IAEIE Windows 24 a1 TH41) vSphere Update Manager 54, U405 BT
vSphere Update Manager,

2 vCenter Server

3 Platform Services Controller
izl

1 EREE] Windows TR RS .
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R B E T AU A G

BIERA g

Windows 1 LARATETR BRI Sy e
2 §%| veTlsReconfigurator Hk,

B

cd C:\Program Files\VMware\CIS\vSphereTlsReconfigurator\VcTlsReconfigurator

Linux 1 5T SSH ¥ERSI A DLLAIAGE PRI P S B
2 WAMNIAR Bash shell, #HEf T Fvd,

shell.set --enabled true
shell

3 3| veTlsReconfigurator H,

cd /usr/lib/vmware-vSphereTlsReconfigurator/VcTlsReconfigurator

AL o

BERE  OE

Windows C:\ProgramData\VMware\vCenterServer\logs\vSphere-
TlsReconfigurator\VcTlsReconfigurator.log

LT LA R ol
c:\users\username\appdatallocal\temp\20161108T161539
c:\users\username\appdatallocal\temp\20161108T171539

Linux grep "backup directory" /var/log/vmware/vSphere-TlsReconfigurator/
VcTlsReconfigurator.log

T 2T LA T oRBl

2016-11-17T17:29:20.9502 INFO Using backup directory: /tmp/20161117T172920
2016-11-17T17:32:59.019Z2 INFO Using backup directory: /tmp/20161117T173259

e TEA P H A —Tiar & A TIE I

BieRg o
Windows reconfigureVc restore -d Directory path from previous step
Piran

reconfigureVc restore -d c:\users\username\appdatallocall\temp\20161108T171539

Linux reconfigureVc restore -d Directory path from previous step

f5an

reconfigureVc restore -d /tmp/20161117T172920
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5 HMEMHAL vCenter Server S G I .
6 T HADL Platform Services Controller S5l & It 74,

f£ vSphere Update Manager 2 TLS kA
1E vSphere Update Manager 6.0 Update 3 FIH AT, TLS PRSRA 1.0, 1.1 F11.2 ZRERA IR ]
R BRI DASEFT TLS AR 1.0 A TLS oA 1.1, (HETCEEEH TLS Wk 1.2,

AT AR ] TLS Bl S R B A AR 5510 TLS il e . (HA2x T vSphere Update Manager, #4
WS E I E TLS ¥,

B TLS PHislFe AT REM KA N AR5 o

AT TLS AR 1.0, 1fRF TLS AN 1.0 1 TLS JRA 1.2 PR EE s TR
m ZEJ]TLS A 1.0 AT TLS B 11, 1 TLS s 1.2 £ B0 B TRRES
s R A TLS s

23 Update Manager %[0 9087 22 H TLS kA

A PIES B Jetty-vum-ss1 . xml Bl A i 9087 AR I AN TLS. il 8084 [1)iZit
FEAFTA

O TLS B R, 155 vSphere Update Manager 54T {5 AR IR 55 #5415 FZ A .
BIR &M

{5:1F vSphere Update Manager k%5 . 1520220142 VMware vSphere Update Manager SR,

TR
{511 vSphere Update Manager %%
2 9% Update Manager 2% H %, vSphere 6.0 H vSphere 6.5 [1i% H A Fr Al

JAs VAZS
vSphere 6.0 C:\Program Files (x86)\VMware\Infrastructure\Update Manager
vSphere 6.5 C:\Program Files\VMware\Infrastructure\Update Manager

3 Wijetty-vum-ssl.xml XOFEIERD, R HZ .
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4 i HECFZE RO TLS

eI A
2 TLS 1.0, % TLS 1.1 F1 TLS 1.2 £+ <Set name="ExcludeProtocols">
B s R, <Array type="java.lang.String">
<Item>TLSv1</Item>
</Array>
</Set>

ZH TLS 1.0 FI TLS 1.1, ¥ TLS 1.2 4% <Set name="ExcludeProtocols">

B30 RS, <Array type="java.lang.String">
<Item>TLSv1</Item>
<Item>TLSvl.1</Item>

</Array>
</Set>
5 A

6 HUHi)5) vSphere Update Manager I 55

3 Update Manager i 8084 ZFH B2 Hj TLS kA

RVl B2 vei-integrity . xml BLE A i1 8084 AR I AN TLS, iz # 5 Fl T
9087 i FEAA,

A TLS AR AT, itk vSphere Update Manager 21 Tl (& IR 55 HEA (TR o
AR &M

%1 vSphere Update Manager IR5%. 152 02350145 VMware vSphere Update Manager (4%,
TR

1 {21} vSphere Update Manager fI#%5 .

2 9% Update Manager %% H %, 6.0 ffll 6.5 M1z H s AR

JRAR (VAL
vSphere 6.0 C:\Program Files (x86)\VMware\Infrastructure\Update Manager
vSphere 6.5 C:\Program Files\VMware\Infrastructure\Update Manager

3 Nvci-integrity.xml XAOIERD, Rz,
4 fFvci-integrity.xml YAFARIN <ssloptions> bRids
<ssl>
<handshakeTimeoutMs>120000</handshakeTimeoutMS>
<sslOptions>sslOptions value</sslOptions>

</ssl>

<ssl>
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<privateKey>ssl/rui.key</privateKey>

<certificate>ssl/rui.crt</certificate>

<sslOptions>sslOptions value</sslOptions>
</ssl>

5 HEEEIN TLS WA, 1F <ssloptions> Aid A ILA N IEAS MG
TS TLSVILO, il fd I kiE 117587968
m EENTTLSVI.O A TLSVIAL, aifli ]kl 386023424

6 PRI
7 T sh vSphere Update Manager JIR%5 .

# Update Manager #[1 9087 &3/ A Z AL TLS A

N Update Manager dil-1 9087 A5 TLS i AR i@ 2 [md, n] DLEW S HZ AR . 1% B AR5
ST 8084 [t

T A A L2t 71 TLS RRA,

HB

1 {21 vSphere Update Manager %%,

2 %) Update Manager %35 H 5%, 6.0 Wil 6.5 iz H G AN .

7S (VA
vSphere 6.0 C:\Program Files (x86)\VMware\Infrastructure\Update Manager
vSphere 6.5 C:\Program Files\VMware\Infrastructure\Update Manager

3 Wijetty-vum-ssl.xml XOFEIERD, R HZCE.
4 FEREEEHN TLS s AN R TLS FRid.

Bign, R jetty-vum-ssl.xml XA <Ttem>TLSvL. 1</ Ttem> PUS A TLSVI,

5 {RA
6 HHTish vSphere Update Manager JIR%%

# Update Manager i1 8084 E3f /28 A Z M TLS A4

A Update Manager dii -1 8084 A% ] TLS R A 2 (78, ] DA S iz . 2 B 5 -
1 9087 11 F A

HURTR A L2 ) TLS AR,

73
1 {21l vSphere Update Manager fI55 .
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2 5% Update Manager %235 5%, 6.0 ol 6.5 Wdft)iZ H s A il ASIA] o

A firg
vSphere 6.0 C:\Program Files (x86)\VMware\Infrastructure\Update Manager
vSphere 6.5 C:\Program Files\VMware\Infrastructure\Update Manager
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