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New Product Walkthrough - Hybrid vSphere SSL Certificate Replacement {2+, WikH
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= 1217 vSphere Certificate Manager &, 3tk

Enter proper value for VMCA 'Name':

NS TUEBECE T RA LI T4

vSphere Certificate Manager S T2
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PRI SSL Uk AN i S ks
[(NERES7

LR AR, HE SIS, %
Kiz{T vSphere Certificate Manager 3¢
MBI ZAED, TRt
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TR U BRI —2e 5 B FRRE R B, e Pkl 1 “f VMCA M LB A RaEB%r
ZATRAZE”
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n BHIR/N: 2048 fi (/IMED F116384 fi (e KA (PEM 4ht)
s CRT &L
= X509 A 3
m  SubjectAltName 47Ji{U7; DNS Name=<machine_FQDN>,
w  OEUUTEINE: 784, 59,
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2 WAL T http://kb.vmware.com/kb/2112014 (1) VMware HRREESCE, TR A\ Microsoft 1iF 1345
KAFIFREL vSphere UE15 .

1 &%%) vCenter Server, k535 vSphere Certificate Manager.

/usr/lib/vmware-vmca/bin/certificate-manager

2 BEESSET 1 KN SSL A Il B SXGIER” .
3 ENEE G P,
4  RERI 2 “SNEE SR BRI YIS SINAT ML SSLUER" » REhuE S I s
NS
vSphere Certificate Manager R EHIALL F13 H -
= administrator@vsphere.local [
RN SSL HESGIER (Lcrt XXM
 HRTENL SSL B X (L key X
w FESCHENL SSLUEBIARES ikt C.crt X
= vCenter Server [{J IP Hiiik
{# A Certificate Manager ¥R A RAFIEBE#RA BE NIEH

Y2\ e {CER ] MANTIE T s AR S5 Ul . {H)E, vSphere Certificate Manager SR8
YRR T R AR R R IR SRS, ldn, 5 vSphere Client EBIFTA RS -

UELRIEEI NIRRT S U, EREEE =TT CA e Sk Bk
RAERL S TR,

ARG

HAGZ RN R A LA — CSR. R DL H] vSphere Certificate Manager 4: 1%
CSR sl s CSR,

1 ZEf#iH] vSphere Certificate Manager - CSR, 15 W fiiH] Certificate Manager :piiE 154 #4115
RKCHESE) o
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2 MEE=J5EAl CA BRI S ERREAMR T S PSRN uES . BERI DA vSphere
Certificate Manager =% CSR Bk H L% CSR. CSR WA /L DL N3k .

n RN 2048 7 Gr/MED 5116384 v (ekfl)  (PEM Zahid)
s CRT I
s X509 itk 3

= SubjectAltName 70ifU 75 DNS Name=<machine_FQDN>,

AR E U BRI subject. BN, HEESMRITEHTE (0 vexd) B

HABME—FRIRT

w  QWELUNEYIE: s BmnE.

W2 AT http://kb.vmware.com/kb/2112014 ] VMware Z1iRE X, 1RGN Microsoft iF 1575

KNHIGRE vSphere 15,
iz
1 k%] vCenter Server, kf5)5) vSphere Certificate Manager.

/usr/lib/vmware-vmca/bin/certificate-manager
2 PRI S RS SR B ESIER” o
3 M\ SSO H R,
4 Pk 2 SN BESGEBAE S VB IRATIRR T S P b4, SRR s R s
vSphere Certificate Manager £& <A A DL RS .
= administrator@vsphere.local [
w  HEEAUROT S e AR ]
w  FEEHURDE T P IOUER A (vpxd. crt Fl vpxd. key)
AR E NP2 EUEBAEY] (vpxd.crt Ml vpxd. key)

£ Certificate Manager EF & 7 |[HIE B R E _EXBUTRIIRIE

i 1] vSphere Certificate Manager SRR - S TUE T BRI, FEEFHUETS 2 0T, ST iEBRES

SYedrt#fE VECS 1) BACKUP_STORE {7fifi e FILLNIE BT TSR IR 12 E—fRE.

W PO BRAELIRT T 7E BACKUP_STORE HItIMA . AL AR FIESHATT vSphere
Certificate Manager, SAF2itIE, MILEHE L MRfE.

EZ

1 &% %| vCenter Server Shell, X/ /55) vSphere Certificate Manager.

/usr/lib/vmware-vmca/bin/certificate-manager

2 PR 7l TR A IFE R O TR .
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3 ENEBLGUT AR
4 YL, I Yo

M Certificate Manager EEGIEH

AILAf# ] vSphere Certificate Manager SRR AT ILA vCenter UE 1054 VMCA 252 UE 15 .
WIS 55 4T E Vmware S SEB 7% (VECS) HIITA e XAk .

vSphere Certificate Manager LT AUEAS o Bl TR T e B e i,

1 &34 vCenter Server shell, #5530 vSphere Certificate Manager.

/usr/lib/vmware-vmca/bin/certificate-manager

2 eI 8 “HEEFTAUER” .

3 ENEREGUT R

4 BRI, MAERIEBEE.

RESR

BRI R BIIRS IS, eI E B

FEhE#H vSphere iEH

AT RELRFIRATUEA e Ol JCiL BT vSphere Certificate Manager SUIRE /7. AILARUTRG 23 —iE
FRAL CLI B TIE A

vCenter Server [RE = ILFNEZhiERE

T2 Sy, IS E T vCenter Server IRSS, SRS ShEHRUE B AR AU IR
550 WRAHETEIHE (R SS,  WIAT VLR IR B A S A AT TR o

FEUEB L Ferp, s EARBDIRSS o ATLAEI] service-control & FHENAIEIIRSS . ATVA
BRI L AT IR S BN IRSS o AT IR R, 1HS War AT,

THIEHIEVA T o
w2 RS VARG A /e HY Y T BGRTiE s o

w QERBUEME RV ELDL AR IUEARIE BN TR LIRSS o IRARIEF U5 FT ], FEELAr A RS U5 66
ORI T S RIE . FERIRUESS IS A5 (A BIEE S ST A IR SS, DA WL IR IR

s ORI EIE LAV R DL, WAEGS IR UL 2 B 1 RS, HEAER I B =R R sk S o
m {I VMware Endpoint Certificate Store (VECS) HHIig: 11541 SSL iF 35> i s BE - R %% o
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fEH CLI BB VMCA ZEZIEBERAFH VMCA ZZIEH

a5 Vmware UEBMUE A (VMCA) ARUEBAEA AR K 2 W nk & T H A A S s o Zar 1, A)
DL CLI A= AR IR 4 HL: %] VMware Directory Service, SRJ5, 1T LU FTERARIE R A 5o
FITTHEEATL SSL UE-BANfAR Ry S FuE s .

REZEUAFH T, wJLUEH] vSphere Certificate Manager S< IR 7 b 45

QAR TR TR S, W RSN CLI Ay e — 4 5 B R Ut PR Egni o i, Hid,
AT LA AT R AT 58 20 R RO &AM IE S o

AR &Y

{VA5 administrator@vsphere.local B CAAdmins Al T P T DI TIE A BIM T 550 155 LI
vCenter Single Sign-On 40N il .

{EM CLI £/ #FH VMCA ZRIRIEH

HPUME] certool CLI A VMCA 24k, JEEUET & A48 vmndir,

1 {F vCenter Server |, *EAUHTHZ ZUEBHIFE .

certool --genselfcacert --outprivkey <key file path> --outcert <cert file path> --config

<config file>
2 CREUEARUE R ETUE TS
certool --rootca --cert <cert file path> --privkey <key file path>

A A BRI, CEHHENINE] vdir, SRR VECS,

3 FIEATAIRSS, JREEIE AU A REFEETIIRSS .

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

4 (Al CRETROARUE R & AR E] vindir,

dir-cli trustedcert publish --cert newRoot.crt

a2 BV vndir SX01. WERANB T ZarS,  ROsruE A4 78 2Ry s il R e 2 —Lumy
Al

5 EHHEIIAIRS .

service-control --start --all
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. HEREFHR VMCA ZZIRIEH
PUTF /R BE 7R TR U Bl CA 5 BAIE i A AR IE-BIORT A P B
1 (%) 7F vCenter Server |, Al VMCA MRUEB LA T UE-B 7t .

/usr/lib/vmware-vmca/bin/certool --getrootca

NN
output:
Certificate:

Data:

Version: 3 (0x2)
Serial Number:
cf:2d:£f£:49:88:50:e5:af

2 (") HIHH VECS TRUSTED_ROOTS 1, FERUE 7255081t 7453 Thu

/usr/lib/vmware-vmafd/bin/vecs-cli entry list --store TRUSTED_ROOTS --text

FESH— PR RSO0 T, Rt R LU R

Number of entries in store : 1
Alias : 960d43f31eb95211ba3a2487ac840645a02894bd
Entry type : Trusted Cert
Certificate:
Data:

Version: 3 (0x2)
Serial Number:
cf:2d:££:49:88:50:e5:af

3 AERCHI VMCA FRIE . Zar S nPEUE IS InEl VECS #il vindir (VMware Directory Service) H1
) TRUSTED_ROOTS f#fi#.

/usr/lib/vmware-vmca/bin/certool --selfca --config=/usr/lib/vmware-vmca/share/config/

certool.cfg

£ CLI ¥itEH SSLIEHEE#A VMCA ZZiIEH
LEANHEIT VMCA 2R E, WLAMER vecs-cli ar B Er s P AT tHE L SSL uFf .,

A THAAEBL AW AT 5 HABR S5 2 T2 i B 5L SSLAEF . 2% vCenter Server 5l
VAN R GRS AR P TR, BAHE TR S Fasq T34l SSL A A i & o

ARG

eI I LTRSS, REhA U AR AR 55 o
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Bz

AT EuE BIAES HHEAE S certool.cfgs
A UIFE /usr/lib/vmware-vmca/share/config/ HEHHE] certool.cfg X,
AR S TR B B SR LA R Z SR FQDN,

MM 1P #iHEE1T NSLookup, VA A LMK DNS FIEK, AR “BHLE" FRoh %
CA

AN S o T/ PSSO AIE S, 3ma NI 2 B B S T
il :

certool --genkey --privkey=machinel.priv --pubkey=machinel.pub
certool --gencert --privkey=machinel.priv --cert machinel.crt --Name=Machinel Cert --

config machinel.cfg

EIEAIRSS, R BB B AR RS .

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird

service-control --start vmcad

Rt Esina) VECS,

FITA AT EE A UE /A R BT k@t SSL AT . HoeMIRIA 4, RIGIRINET 4%
He

vecs-cli entry delete --store MACHINE SSL CERT --alias __ MACHINE_ CERT
vecs-cli entry create --store MACHINE_ SSL CERT --alias __ MACHINE CERT --cert machinel.crt

--key machinel.priv

HHTRBITA RS .

service-control --start --all

R~ BTENERE#RA VMCA ZZIiEH

1

 SSL b el EAd e S, T4 i H B HARAF N ss1l-config.cfgs.

Country = US

Name = vmca-<FQDN-example>
Organization = <my company>
OrgUnit = <my company Engineering>
State = <my state>

Locality = <mytown>

Hostname = <FQDN>
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2 NHEAHL SSLUFBA RN o 7E U ARSI st O E R 2 vCenter Server SXAAIRET
=, FERR)S vCenter Server 5 FiafTVA Fands

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=ssl-key.priv --pubkey=ssl-key.pub

B YT H Pl ssl-key.priv fll ssl-key.pub X,

3 AHCHIITSEAL SSLAEF . HhiEAS ) VMCA Z520E45 . WAk VMCA FRUE i e SCUEs, T
VMCA 25 A T A IE B 7254

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vmca-ssl.crt --privkey=ssl-key.priv

--config=ssl-config.cfg

P Y ET H A3 new-vmeca-ssl.crt X4,
4 (") I VECS N A .

/usr/lib/vmware-vmafd/bin/vecs-cli store list

m vCenter Server HpkHH 491

output (on vCenter):
MACHINE SSL CERT
TRUSTED_ROOTS
TRUSTED ROOT CRLS
machine
vsphere-webclient
vpxd
vpxd-extension
hvc
data-encipherment
APPLMGMT PASSWORD
SMS

wcp

KMS ENCRYPTION

5 ¥ VECS HIIH SN SSL UEBEHON B SIHL SSLITB. --store fll —-alias EAFSHIY
FRoe A LR,

m  {FE) vCenter Server |, 1zfTPL Fan & VA MACHINE_SSL_CERT i i34/ SSL
WP, TN ENEAA A FQDN, R A e 5 A N A e .

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store MACHINE SSL CERT --alias
_ MACHINE CERT

/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store MACHINE SSL CERT --alias
__ MACHINE CERT --cert new-vmca-ssl.crt --key ssl-key.priv

-

SES R
Bk P LA ESXi BHLIIETS . 152 W (vSphere 4t ) HikRY.
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/8 CLI BBRATRAFIER BRI VMCA ZZIEH
Bt Sl SSLuEB)E, AIUAE] dir-cli ey B AT A s M P uE . oy Pk B asaidy
0 C(HR, ARERLD , HUE AT A B AT P AR R A
Y% VMware & ARSI Z P ub 1. SR SSL uE B A k1. X R G
RGP EDK
 EPB TS ECE A e SE
m  RfHIFRIR] CA,
BrnfEA vCenter Server 240 T RAI R T 5 kB ARk 7 2 Pk .
T AEARAESE A RO T 2 H Py, dir-cli list AU ERERTAT 1 s P R T H
1217 vmafd-cli get-machine-id --server-name localhost PATEREFANENIIAMTENL ID,
FAMRTT Z P S ERETHHAL 1ID,
BIREN
AERS LTRSS, R PR IR 55 o
B
1 GH—f) certool.cfg, BIREMR. IP Mkl DNS A THME7ZEE, FriEar &, filn, &=
#4h sol usr.cfg.
Rl Pl A T AE B Ry A e . fRDT R RS B AU ERINME S, A
UEB A RE G AR I -
2 LN SR E S N AR R T 5 P AR A 1 e T S e .
Bian:

certool --genkey --privkey=vpxd.priv --pubkey=vpxd.pub

certool --gencert --privkey=vpxd.priv --cert vpxd.crt --Name=VPXD 1 --config sol usr.cfg
Ny — N I RN ,
3 EREARITTE M AR
dir-cli service list

AT DAE I IR [ RME— 1D F AR PTRE R R R .

dir-cli service list

Enter password for administrator@vsphere.local:

1. machine-623bef28-0311-436e-b21f-6e0d39%aa5179

2. vsphere-webclient-623bef28-0311-436e-b21f-6e0d3%aa5179
3. vpxd-623bef28-0311-436e-b21f-6e0d3%aa5179

4. vpxd-extension-623bef28-0311-436e-b21f-6e0d39%9aab5179

5. hvc-623bef28-0311-436e-b21f-6e0d39%aa5179

6. wcp-lcbe0ad40-e4ce-4378-b5e7-9460e2b8200e
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TE & DA R Gk R s U B 10 21 vCenter Server SXIUE# T, dir-cli service list
Mk SRR AT ST e T = . 1847 vmafd-cli get-machine-id --server-name
localhost PATEHRAEANTEARIAM AL 1D, ARSI S A8 ERE AL 1D,

4 AFIERTAIRSS, JREAEEIEB AU ASRERREIIRSS .

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird

service-control --start vmcad

5 WTEARETEM T, il P vdir FRECAUE D, SRS EHR VECS HIfLETS,
VAN - 1 anfar e voxd RS IUESS

dir-cli service update --name <vpxd-xxXxX-xxxX-7c7b769cd9f4> --cert ./vpxd.crt
vecs-cli entry delete --store vpxd --alias vpxd

vecs-cli entry create --store vpxd --alias vpxd --cert vpxd.crt --key vpxd.priv

S vndir QLR WIS € F P JeiEAS vCenter Single Sign-On #4755 561E
6 dHASITAERS

service-control --start --all

. {EFH VMCA ZZ2MBRAAERFIER

1 (i‘igﬁﬁ”*‘ PR E AR vCenter Server i b, 9B S A — AN AP/ ALY
o, HAR RO T SRR S S A B AR R S E ek s 2 P (vpxd | vpxd-

extension. vsphere-webclient, wcp) Ap— 4%,
a  NHENURI S S RSP

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=machine-key.priv --pubkey=machine-

key.pub
b AT R vexd R S A R

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=vpxd-key.priv --pubkey=vpxd-key.pub
c  NEAT ALY vpxd-extension iR Ty S ] A RN

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=vpxd-extension-key.priv --

pubkey=vpxd-extension-key.pub

d HANENT A R vsphere-webclient filbh 77 2 i P AR sl S5 4000

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=vsphere-webclient-key.priv --

pubkey=vsphere-webclient-key.pub
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e N R I wep RIS S AR

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=wcp-key.priv --pubkey=wcp-key.pub

2 WA vCenter Server 1 FINTHREAUR DT S P AR HAth s S 7 (vpxd . vpxd-
extension. vsphere-webclient, wcp) AT VMCA RUEB2E 4 1o s P uE o

£ --Name ZEAAIME—, BIEMRITTE R P EEN SR, AT EE U SRS P 2 IRl
KRR AL —FMEHLT, 1ZonBlEN RG22k, Bl vpxd B vpxd-extension,

a IsfIPA R, iz BRI U S HY A AL i Iy S Pk o

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-machine.crt --privkey=machine-

key.priv --Name=machine
b RN TR U TS 5 T P A S

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-machine.crt --privkey=machine-

key.priv —--Name=machine

c  NBEAWAER voxd SRR TS AERGIED .

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vpxd.crt --privkey=vpxd-key.priv

—-Name=vpxd

d NEATT N R vpxd-extension fifd gy S H A RGIET

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vpxd-extension.crt --

privkey=vpxd-extension-key.priv --Name=vpxd-extension
e IEE TRA NS NN A Y vsphere-webclient filgtk Ty 5 AERGIE D .

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vsphere-webclient.crt --

privkey=vsphere-webclient-key.priv --Name=vsphere-webclient
f A Ia TPA M O T LR wep RS S AP AERGIETS o

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-wcp.crt --privkey=wcp-key.priv --

Name=wcp
3 ¥ VECS Moy S P uk s o s S Pk
7 --store fl -—alias ZEAIEGIRSHIBIN PRS2 VTAL

a BB BRI U S IETS

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store machine --alias machine
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store machine --alias machine --cert
new-machine.crt --key machine-key.priv
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b AT S A voxd RIS R

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store vpxd --alias vpxd
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store vpxd --alias vpxd --cert new-
vpxd.crt --key vpxd-key.priv

c AR S ERY vpxd-extension fif#k & H FUET

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store vpxd-extension --alias vpxd-
extension
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store vpxd-extension --alias vpxd-

extension --cert new-vpxd-extension.crt --key vpxd-extension-key.priv

d  BEE 1S R vsphere-webclient Ry & ukEs .

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store vsphere-webclient --alias
vsphere-webclient
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store vsphere-webclient --alias

vsphere-webclient --cert new-vsphere-webclient.crt --key vsphere-webclient-key.priv

e BT SRR wep ROV S PR,

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store wcp --alias wcp
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store wcp --alias wcp --cert new-

wcp.crt --key wcp-key.priv

4 fERBEDL T % Pk BT VMware Directory Service (vmdir), R 40EHE R N\ vCenter
Single Sign-On 53 G254,

a 1&{Tdir-cli service list AJZRHVERAMEEL T ZH] P IOME—ARSS ID 528, TILLAE vCenter
Server &% FizfThA Fin4o

/usr/lib/vmware-vmafd/bin/dir-cli service list

output:

. machine-623bef28-0311-436e-b21f-6e0d39%aa5179
vsphere-webclient-623bef28-0311-436e-b21f-6e0d39%9aa5179
vpxd-623bef28-0311-436e-b21f-6e0d39%9aa5179
vpxd-extension-623bef28-0311-436e-b21f-6e0d39%9aa5179
hvc-623bef28-0311-436e-b21f-6e0d39%aa5179
wcp-1lcbe0ad40-ed4ce-4378-b5e7-9460e2b8200e

o b W N

TERIHCE A R 7 P UEBIN, dir-cli list RUSHERERTA T SR E Ry
ZM ), 15817 vmafd-cli get-machine-id --server-name localhost &GN THL
HIAHIT AL 1D B MERTT S H P 2 FETHEAL ID,

b FtEA vCenter Server 55 Y vndir B EEHLUES . B4, Qi
machine-6fd7f140-60a9-11e4-9e28-005056895a69 iy vCenter Server HI 1R UEDL 5 %

s misf T4

/usr/lib/vmware-vmafd/bin/dir-cli service update --name
machine-6£fd7£f140-60a9-11e4-9e28-005056895a69 --cert new-machine.crt
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c BT S vindir IS vxd SRR T T P UE . B, s
vpxd-6fd7f140-60a9-11e4-9e28-005056895a69 I vpxd BT Z I 1D, ifiaf Tl ar4:

/usr/lib/vmware-vmafd/bin/dir-cli service update --name
vpxd-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd.crt

d BT S vindir I vpxd-extension fifdk 5 & T ks . Biln, Wik vpxd-
extension-6fd7f140-60a9-11e4-9e28-005056895a69 & vpxd-extension ik 52 1 1D,
T T A2

/usr/lib/vmware-vmafd/bin/dir-cli update --name vpxd-
extension-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd-extension.crt

e BfE AR vsphere-webclient i /s 5 k15, B, 4k vsphere-
webclient-6fd7f140-60a9-11e4-9e28-005056895a69 *}j vsphere-webclient fifth 5 2 H]

/usr/lib/vmware-vmafd/bin/dir-cli service update --name vsphere-
webclient-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vsphere-webclient.crt

f o RN S B wep R M ) uEs . Blan,  ani wep-1cbeOa40-e4ce-4378-

b5e7-9460e2b8200e J& wep ik T P 1D, izt ThA Fans:

/usr/lib/vmware-vmafd/bin/dir-cli service update --name wcp-lcbe0a40-ed4ce-4378-
b5e7-9460e2b8200e --cert new-wcp.crt

RESR

TR vCenter Server 155 FIIATAIRSS

{EF CLI %% VMCA %24 HiEiE B M & Hli4

AP CLI ¥ VMCA ARE T iE i fudis VMCA 1955 =7 CA &5 40F 15, WNA1TE, VMCA 4
BAOFT A U EE AR 5 85k . T DU A LB i A e

QAR VMCA E ] CA sl FE b, 22 rlaes B2 5dm, Laevrea 8| fmsem, =
B P RES A LIRS . A0 vSphere IASNIIUEBIIFE4IE S, ES I8N “New Product
Walkthrough - Hybrid vSphere SSL Certificate Replacement” [+, WukA http://
vmware.com/go/hybridvmca,

R CLI ZH#RIEH (Fig CA)

K VMCA LEBEHh 158 SCIE IS —5 R CSR JF R A BRI CSR. ARG, ] CLIEAS ZiE
TENIRUESERINE] VMCA,

A DA H] Certificate Manager SRR P el At T HAER CSR. CSR WA L LA 3K
s BN 2048 f (/MED #116384 fi7 (e AqE)  (PEM Zifil)

s PEM ¥R, VMware 7FF PKCS8 il PKCST (RSA 24D . 240 hn%] VECS Ji, 2Ll
PKCSS8,
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x509 JiliAs 3
n NFTARUET, CA JIRMTIE N true, FHHUF B A BAEERAEh, Hlan:

basicConstraints = critical,CA:true
keyUsage = critical,digitalSignature, keyCertSign

w  WAUSHT CRL %544,

n  PREPINEAT DO S s SRS v S RIE

n  OEBHRE KR RS, VMCA ] OpensSSL Bk #, B 10 M.
n  ASTRESIERTEZ A DNS AIRITIED .

= RAEGIE VMCA 1R CA.

AL Microsoft uF BN <A, 150 VMware FIIESCEE ({1 vSphere 6.x Hil|#
Microsoft UE MU AGEAR A GIEE SSLuE45) » Kk http://kb.vmware.com/kb/2112009,

BPARUEPET, VMCA 286 UEPL F k3@

w EPIRN: 2048 7 G/IMED $) 16384 i k(i)
w EPME: UEB% A

w EURPRA: EACRIY CA

1 Ak CSR IR H LA R CA,
¥ CA U I TEAE

2 RSN VMCA UEBVAMEE =7 CA Bifsll CA 15238 CA FEIEF SCF o PRAFZ 3Kt B
w, Y4 N rootcal.crt,

AL R PEM A% UHORT A CA UEBEHI 2R SR TER P B . DL VMCA RIEF L, FHLAR
CA PEM UEP&hE. flan:

3 {EILATAIRSS, REDAPENE O . AR REIIIRSS o

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad
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4

6

7

B VMCA i CA,
certool --rootca --cert=rootcal.crt --privkey=rootl.key
BT AR, SHATRL R
w TN E SARUE B INE S R G LB A E .
w OB SUIRUEBE Nzl VECS i) TRUSTED _ROOTS f7fifh GERfE)
w R EE SORUEBIINE] vdir GERJED

(Al ERR L% 2] vdir (VMware Directory Service) [T S, wieREgRuE 15 417 2
vmdir, FHEEEMEAN SR SRS RS 12

Bilgn, anRUEB g T — MRS

dir-cli trustedcert publish --cert rootcal.crt
WORUEASEA 2 MUE 1S

dir-cli trustedcert publish --cert rootcal.crt --chain

30 FhiEAT—k vendir T35 2 A . oA EARUE S WS N gl VECS, Al VECS &4 5 708
#3h) vndir FAETARTE TS SO

() anE, A PAsRGRIET VECS.

vecs-cli force-refresh

HFTRBIT A RS .

service-control --start --all

Tl BEBRIRIES
Y -—rootca YN certool #4-K VMCA ML EHy H 2 CA MRIETS.

/usr/lib/vmware-vmca/bin/certool --rootca --cert=<path>/root.pem - -privkey=<path>/root.key

AT I, SPRITEL M A

BTN B SORRUE B N2 SO R e UE A7 o

B E SURRUE B NE] VECS Wil TRUSTED_ROOTS 1,
n B HESORUFB NS vndir,

BESR

QA TIEREEL, AT DUMUE ARSI RS G4 VMCA ARE T, W TIisAE, A vCenter
Single Sign-On %54k 15, 165 WA 4y 4174 vCenter Server STS 1.
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{ERA CLI E#itEHl SSLIiEH (dE CA)
M CAWEIS ZUFSE, A DA CLI S HE A VMCA A1 B4 TH 0L SSLFT .

LRSS F PO VMCA (iU U T 2P BARIR . HIE, ZEXAMEOLR, VMCA
OB BEP T A UER I TR 4

FA HEPEA TN v T S5HARIRSS I T2 Al ER T HENL SSL b, 4% vCenter Server 545
PASHER A e U B A TR, IERAN 5 s T L SSL uE B A AAr 4.
AR &

KT HEAL SSL UEd5, SubjectAltName WJIfI7 DNS Name=<Machine FQDN>,

1 AHEFEBIREES HENIE R~ certool.cfg,
certool.cfg AT /usr/lib/vmware-vmca/share/config/ ER
2 GAEEA TR E e SO B S PR Z T S FQDN,

MIHEAL 1P HiHEEIT NSLookup, VAEE LRI DNS S5, TS “FHLE" FRoh %
R

3 ALBNI EE SRS B S DRSO I/ RV SRR

Bian:
certool --genkey --privkey=machinel.priv --pubkey=machinel.pub
certool --gencert --privkey=machinel.priv --cert machined42.crt --Name=Machine42 Cert --

config machinel.cfg

4 (FIEFTAIRSS, JREEIER A AR FEETIIRSS .

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

5 BEFruEEsingl VECS.

FIAT TN AR T AR UE B A FP A ETIE Bk, SSL 3Tl R . EeMERIATSRH, SRR S
E o

vecs-cli entry delete --store MACHINE_SSL_CERT --alias __ MACHINE_CERT
vecs-cli entry create --store MACHINE_SSL CERT --alias _ MACHINE_CERT --cert machinel.cert
--key machinel.priv

6 HHRAIITARS

service-control --start --all
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. BiRiTEH SSLIEH (VMCA AdiE CA)

1

2

4

VMware, Inc.

oy SSLUEF AR B S, A 1T HoR R (7 ss1-config. cfg.

Country = US

Name = vmca-<FQDN-example>
Organization = VMware
OrgUnit = VMware Engineering
State = California

Locality = Palo Alto
Hostname = <FQDN>

TFEIAL SSL UEBAE S I . £F S DA SR T pe i S FLE R 2 vCenter Server SXBIIHS
=, fEE) vCenter Server 5 s TR P

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=ssl-key.priv --pubkey=ssl-key.pub

AL HSRP A ss1-key.priv Ml ssl-key.pub X,

ARG TEEEAL SSLUFR . HUE o VMCA 252, WA VMCA HIE-BE o H e XAards, )
VMCA 2 AN A UEB I T2 4

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vmca-ssl.crt --privkey=ssl-key.priv

--config=ssl-config.cfg

FAE Y11 H X ) new-vmca-ssl.crt X,
(Af3%%) #H VECS A

/usr/lib/vmware-vmafd/bin/vecs-cli store list

m vCenter Server H{JHH =~

output (on vCenter):
MACHINE_ SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS
machine
vsphere-webclient
vpxd
vpxd-extension
hve
data-encipherment
APPLMGMT_ PASSWORD
SMS

wcp
KMS_ENCRYPTION
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5 B VECS Ff iRl SSL uF B AR5l SSL iFH. —-store fll ——alias {HAAUSERINA
FRoe 4L,

m  (EE) vCenter Server |, =1L P4 PIFH MACHINE _SSL_ CERT A7 b AL SSL
WP BTN ENEA R FQDN, [ AG R o AN U35 .

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store MACHINE SSL CERT --alias
__ MACHINE_CERT

/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store MACHINE SSL CERT --alias
__ MACHINE CERT --cert new-vmca-ssl.crt --key ssl-key.priv

£/ CLI BHERTRMAPIER (FiE CA)
Bt L SSLUET IR, FILAREH CLI B fuiioh )5 5 Pk o

Yr% VMware & PURBHARIR T S PSS o ABAIOCR ML SSL b FE SUEdS o X AR S
ERF A H 2RI EDR

w  UEBA RIS EGE 3 E X uEs .

w  RESR CA,

g vCenter Server R4 I THEA RIS ST b BRI T Z M P uE45 .

AR RIEE TR A ARG T S PIEB, dir-cli list RO O ST A e T Z .
=17 vmafd-cli get-machine-id --server-name localhost PAZIREEN FEHUMAMHHEHL 1D,
T MR T M P M QS THEAL 1D,

ATREMF

TMgTT M P UE B BRI subject, B0, FEAEMITTEMF4 (A voxd) Sl HAbAME
4%:/]:1/\4#0

L7

1 GH—1 certool.cfg, BRI, IP Mkl DNS AFAIE M7=, i &, filn, &=
W#N sol usr.cfg.

APl A A TEAE SO R i ZuE B, R R PATE ARG B R REEOAE R, AR
WA RE G ARG

2 AL SBC B SO BRI 2 T P A A /6 PR B SO e
flan:

certool --genkey --privkey=vpxd.priv --pubkey=vpxd.pub

certool --gencert --privkey=vpxd.priv --cert vpxd.crt --Name=VPXD 1 --config sol usr.cfg

3 EEEMRIT E PR

dir-cli service list
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AT DA P AR [l gafE— 1D, Fy AFrH FTRR o an .

dir-cli service list

Enter password for administrator@vsphere.local:
machine-623bef28-0311-436e-b21f-6e0d39%aa5179
vsphere-webclient-623bef28-0311-436e-b21f-6e0d39%aab5179
vpxd-623bef28-0311-436e-b21f-6e0d39%aa5179
vpxd-extension-623bef28-0311-436e-b21f-6e0d3%aa5179
hvc-623bef28-0311-436e-b21f-6e0d39%9aa5179
wcp-1lcbel0ad40-ed4ce-4378-b5e7-9460e2b8200e

o U W N

TEAL S DA W B A B B B 21 vCenter Server SIS, dir-cli service list
Mk SRR ST T P, 1247 vmafd-cli get-machine-id --server-name
localhost DATHREATAIAM TN 1D, B MU ZH P 2B UFETHRAL 1D,

4 AZIEFTAIRSS, JHEAEEIEB AU A REFEAETIIRSS .

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

5 {4 vidir il VECS HIIAT U .
MPRRTTE M BRZIF I . Bian:
dir-cli service update --name <vpxd-xxxx-xxx-7c7b769cd9f4> --cert ./vpxd.crt

vecs-cli entry delete --store vpxd --alias vpxd

vecs-cli entry create --store vpxd --alias vpxd --cert vpxd.crt --key vpxd.priv

AR vdir FRIGIET,  WfREL S S ik 6k 8] vCenter Single Sign-On.
6 EHHEIITAIRS .

service-control --start --all

. BHRERARAPIES (PE CA)

T 7B R A vCenter Server 150 1, AT T I P A — A~/ RL 5
s HrR A RN R TS 2 H P AR — AN N DA A At s T € P (vpxd . vpxd-
extension. vsphere-webclient, wcp) Apli— 44

a NG S P ARSI

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=machine-key.priv --pubkey=machine-
key.pub

b MR voxd RO ST RSN

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=vpxd-key.priv --pubkey=vpxd-key.pub
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¢ NEATT A R vpxd-extension fift gy 5 H P A RS BN o

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=vpxd-extension-key.priv --
pubkey=vpxd-extension-key.pub

d N E Y vsphere-webclient il 7 28 1 A= i 405 o

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=vsphere-webclient-key.priv --
pubkey=vsphere-webclient-key.pub

e YRR wep SRR TT ST P A G SN o

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=wcp-key.priv --pubkey=wcp-key.pub

2 S vCenter Server b FITHREAURUC S S H P LSRN HA RO S (vpxd . vpxd-
extension. vsphere-webclient, wcp) ARG HEHTHY VMCA MAIFB2 AR 75 % Pk .

H --Name SEUNIME—, CIEARGLT A PAAAER AR, WET G IR SRy 5 H 7 2 Rl
WA TEATAT—FMER T, 2B RG 2%, Bl vpxd BE vpxd-extension,

a AsfTPA Nare, R BRSO TS S HI R AR RO T S e

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-machine.crt --privkey=machine-

key.priv --Name=machine
b AR TSRS S AR

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-machine.crt --privkey=machine-

key.priv --Name=machine

¢ NEATE R voxd fRETE P AR IET .

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vpxd.crt --privkey=vpxd-key.priv

—-Name=vpxd

d HEA A R voxd-extension R S AERUET

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vpxd-extension.crt --

privkey=vpxd-extension-key.priv --Name=vpxd-extension

e B TLA My A NEA T A B vsphere-webclient fifdt s 5 H P AL RUE TS .

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vsphere-webclient.crt --
privkey=vsphere-webclient-key.priv --Name=vsphere-webclient

f EE T NS AR L I wep ik s ST P AERGE

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-wcp.crt --privkey=wcp-key.priv --
Name=wcp
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3 B VECS Wit g7 2 b 452 ok g i gy € e .
7 --store Ml ——alias SET GRS TIERIN LR SE VTR,

a BT R BTSN URELT SR P UES

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store
new-machine.crt --key machine-key.priv

b AR RN voxd R T ST e .
/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store

/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store

vpxd.crt --key vpxd-key.priv

c BT S BT vpxd-extension fif#k 7y & H IR

machine --alias machine

machine --alias machine --cert

vpxd --alias vpxd

vpxd --alias vpxd --cert new-

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store vpxd-extension --alias vpxd-
extension

/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store vpxd-extension --alias vpxd-
extension --cert new-vpxd-extension.crt --key vpxd-extension-key.priv

d BN A ERY vsphere-webclient figth 5 Z 1 Pk .

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store
vsphere-webclient

/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store

vsphere-webclient --alias

vsphere-webclient --alias

vsphere-webclient --cert new-vsphere-webclient.crt --key vsphere-webclient-key.priv

e BHREE NN wep fRUUT ZE RS

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store

wcp.crt --key wcp-key.priv

wcp --alias wcp

wcp --alias wcp --cert new-—

4 (EHETRIR S S U BT VMware Directory Service (vmdin), A GufiBe @i\ vCenter

Single Sign-On & H 512401,

a 1&{Tdir-cli service list AIZRIUEEAMIRLTT ST mME—k %S 1D 548, RIDAE vCenter

Server 2% Fia{1bl Find

/usr/lib/vmware-vmafd/bin/dir-cli service list
output:
1. machine-623bef28-0311-436e-b21f-6e0d3%aa5179

2. vsphere-webclient-623bef28-0311-436e-b21f-6e0d3%aa5179
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3. vpxd-623bef28-0311-436e-b21f-6e0d39%9aab5179
4. vpxd-extension-623bef28-0311-436e-b21f-6e0d39%9aa5179
5. hvc-623bef28-0311-436e-b21f-6e0d39%aa5179
6. wcp-lcbeOad40-ed4ce-4378-b5e7-9460e2b8200e

B AR A R R P UE B, dir-cli list MU EEEATA Y ST A oy
ZMHF, 1817 vmafd-cli get-machine-id --server-name localhost AZEFRFNIENL

IR SIAL 1D BRI S P SRR sn 5L 1D,

b ki vCenter Server 15 AT vndir TMESTFEEALIETS . B4, ansk
machine-6fd7f140-60a9-11e4-9e28-005056895a69 > vCenter Server HI AR 5
P, a7 a4

/usr/lib/vmware-vmafd/bin/dir-cli service update --name
machine-6£fd7£f140-60a9-11e4-9e28-005056895a69 --cert new-machine.crt

c  BRMVEEANT SEE vindir IS vxd SRR T P UEE . B, R
vpxd-6fd7f140-60a9-11e4-9e28-005056895a69 I vpxd T Z 1 1D, ifiaf T a4

/usr/lib/vmware-vmafd/bin/dir-cli service update --name
vpxd-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd.crt

d BT S Y vindir HRI vpxd-extension fiEdk T & T ks . i, Wi vpxd-
extension-6fd7f140-60a9-11e4-9e28-005056895a69 ) vpxd-extension fik /7 Z 1~ 1D,
AT A

/usr/lib/vmware-vmafd/bin/dir-cli update --name vpxd-
extension-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd-extension.crt

e AT 5 Y vsphere-webclient Ry Tl i, 4% vsphere-
webclient-6fd7f140-60a9-11e4-9e28-005056895a69 i vsphere-webclient fiftk 5 2 H]

/usr/lib/vmware-vmafd/bin/dir-cli service update --name vsphere-
webclient-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vsphere-webclient.crt

f o BN SRR wep fRP A PUET . BT, R wep-1cbeOad40-edce-4378-
b5e7-9460e2b8200e ;& wep R ID, iEiafTPA s

/usr/lib/vmware-vmafd/bin/dir-cli service update --name wcp-lcbe0a40-edce-4378-
b5e7-9460e2b8200e --cert new-wcp.crt
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FH CLIBERERABENIES

R A IR AT A ER, MW LART] CLI KA vSphere HR i RO 28 sl AT ik 5 000 56 =y e fisll,
CA ZEAINUET o WERPAT T IHRAE, W VMCA RAEUEA s . 720K vCenter UES {7t
VECS i1,

APV R A UEB e R AR T . B, RTLAES se s i T MSGm B R A UE TS, (HER R VMCA 25
AR Ty U . gy 2 M B GE T4 vCenter Single Sign-On 3T 5 551F, vCenter
Server (\CEHED % P UET TN SIS o ek 7y 5 H P EB A T AMNaBimes o

T WRATTERS T VMCA, A6 5055 B R G U . T & 2og 4 DA R s 451 34
15 o

B e i T e Xk, iy al i1 VMware Certificate Manager 52T F3E/ TuF B8, 5SS
i H] Certificate Manager A UEF o H @ ks .

WARAER UL BE vSphere Auto Deploy i E 7, 52 WML http://kb.vmware.com/kb/
2000988 [ VMware K- E T,

£ CLIBKIEBHENBEXIRIER

APME N =T CA B E X GE . SB—L 2 1] CLI BIE-BAUE N AR RIUEB IR SN
VMware Ui ik B 7% (VECS).

AR &M

U AZ L DL R 3K

n SR/ 2048 i G/MED %116384 v (e kfli)  (PEM 4ahid)

s PEM ¥R, VMware 7 PKCS8 il PKCST (RSA 41D . 40Nl VECS Ji, 2Ll
PKCSS8,

m X509 A 3

WTARUES, CAJRMIUEE N true, FH cert LM EDRA K,

= SubjectAltName 77 DNS Name=<machine_FQDN>,

. CRT U

w  QOEULNEPINE: Bsa. B9,

w  EEY I R R AR A

s  CN (F1 SubjectAltName) 4} vCenter Server i 8 ESXi LN ENIA (5K 1P Hib) .
PR

1 A E S = U Lk LA R UEBIUEB2S 205K (CSR).

n  DURALEA L SSL uEA . X HRAIL SSL uES,  SubjectAltName FRAA 5 5E
AR (DNS NAME= machine_ FQDN)
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w M) AW RARA I S P oy S FuEB AT 1P ikt |

SR L . AU A A F I A
WH, SR NETER PEM SCPERLNAEAS vCenter Server 15 5% 4 SSL k5,
2 ¥l TRUSTED_ROOTS FIi14a#L SSL 1%,

vecs-cli store list

a  HpR Y HTARUE-BAIRTAT LA SSL UEBY2h VMCA 2540k
b FILF “FAET L HULET AR CNT B

TAHHEH

c (Al (] Web bR, FIIT RGO A HTTPS 8, &EUEBELR, It

5 ST SSL uFBARCHL.
3 FIEATAIRSS, JHREEEB A A REFEETIIRSS .

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

4 A HE X root uE.,
dir-cli trustedcert publish --cert <my custom root>

WMRAE AT EATRER 2R, RESTERE
5 EHHEIIrARS .

service-control --start --all

RESR

A PRI TR, ATDAMUEBAEE T FEER AN VMCA ARIEAS . ARSI TR, WL ZiHT vCenter

Single Sign-On Uk 15, 12 ML #4174 vCenter Server STS k15,

£ CLI Bit&EH SSLIEEEHAEENIES
W) B SCUE I, ATRARE ] CLI B A T LI
WHRA VL s BA BRI AR el 15

m administrator@vsphere.local [1J5h

w  ARTHENL SSL HE XU Cort X
ARSI SSL HESUE] (L key I
AR EESXRIES Coert X
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AR MH

WRE MW= sl CA WA U

w EHIRVN: 2048 £ G/MED F116384 fi (e Kff)  (PEM i)
»  CRT#xk

= X509 A 3

m  SubjectAltName W 70i{d75 DNS Name=<machine_FQDN>,

w  WESDURNEPHE: 8554, B,

1 EIEArEIRSS, BRSO AR EEIIIRSS o

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

2 BRREAYE, RIEBEN CA BB A LIE B Y INE] VECS,
FIT g TSR s A e A5 A7 i v il ook SSL - Tl .

vecs-cli entry delete --store MACHINE_SSL_CERT --alias __ MACHINE_CERT

vecs-cli entry create --store MACHINE_SSL_CERT --alias _ MACHINE_CERT --cert <cert-file-
path> --key <key-file-path>

3 H Lookup Service 7/ i,

/usr/lib/vmware-lookupsvc/tools/ls update certs.py --url https://<vCenterServer FQDN>/
lookupservice/sdk --certfile <cert-file-path> --user 'administrator@vsphere.local' --

password '<password>' --fingerprint <SHA1l hash of the old certificate to_replace>

4  HFTRBITAIRS .

service-control --start --all

VMware, Inc.

70



vSphere iEE RS CLI &S %

AT DLE T —41 CLI 4B VMCA (VMware Certificate Authority). VECS (VMware Endpoint iF /7
%) . VMware Directory Service (vmdir) fl Security Token Service (STS) uF-5. vSphere Certificate
Manager SR X FFF AT SS, (HFshub BB B A R 55 T2 ] CLI,

TRl T SSH EHR% % shell, 15l CLI TR BIEBAOUNIRS . A0OFHER, BEN

VMware HHRFESCEE, LA http://kb.vmware.com/kb/2100508,
F o vSphere TEPBEEHE 1o H CLI iy & Bt 150~
% 3-1. AFEEIEHXEKARSEH vSphere CLI TR

CLI AR
certool Al EIE Y], J|mT VMCAD
(VMware U BEEIRS) —i5 .
vecs-cli B VMware TE B SLPINE . &8
T- VMware Authentication Framework
SRR (VMAFD)
dir-cli {E VMware Directory Service Hi4l

BTkt . JBT VMAFD,

sso-config.sh

I STS UF P,

service-control

Ak s RSS, Flan, fEukBER s
.

vSphere CLI i &

B, DT R F Ak CL.

/usr/lib/vmware-vmafd/bin/vecs-cli
/usr/lib/vmware-vmafd/bin/dir-cli
/usr/lib/vmware-vmca/bin/certool

/opt/vmware/bin/sso-config.sh

7 service-control S AEREGIBTEIRR

VMware, Inc.

wER

certool IR L4574

vecs-cli in & 5%

dir-cli (% 5%

AT I ANAHATAT I sso-
config.sh ¥ B rm 1T .

fEIfTHAL CLI dp & 21, B4 Tt &1L
(SIS
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iZ1T vSphere CLI FTE 45

Fras R R T I CLI DA EESA TR A o BN, X T RS EUE 1 EHE, SnauE Aty
vCenter Single Sign-On i (vsphere.local) M FL 51, 3 %8ar S (A i1 .

dir-cli

WITGEAMIE, (BRINH vsphere.local) FEEE DI A BRIZIT dir-cli fnd . WIRAREMN 4
T, REG0BHE RS NAH vCenter Single Sign-On 5[ HE 61 (BRI
administrator@vsphere.local) (%541,

vecs-cli

. S THERTA ARG S B AR RO L e i It AP RE SR ] A SE R DR TR
IKEO

MACHINE_SSL_CERT #1 TRUSTED_ROOTS {ii# & THikfr it . WA root ek HE G H -
(PR 22352580 AP 25 IAIAR

certool
REH certool ap Bz M HE AN A FrA Pl AstTA Fando
m  genselfcacert
m  initscr
m  getdc
® waltVMDIR
. waltVMCA
m  genkey

B viewcert

B4 certool fit B xIn

1517 certool --gencert B RUCSHABUEBHIIAMEATE AT &I, Ar &SR BRI AT (. ) DAME

AT I S, ] - - config=<file name> WU ERIARC B S, sEBUEL
PRINEN T, BB X certool.cfg /T /usr/lib/vmware-vmca/share/config/ HgHi,
A E RGP N ERMAN A T B

Country = US

Name= Acme

Organization = AcmeOrg
OrgUnit = AcmeOrg Engineering

State = California

VMware, Inc.
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Locality = Palo Alto
IPAddress = 127.0.0.1

Email = email@acme.com

Hostname = server.acme.com

IR, AR ST TRE DB IS, B AR A TR, TR AR

B E SR, SRS g2 . ] --config a2 TIEIFE E1Z . e s, bt
Gk AR,

/usr/lib/vmware-vmca/bin/certool - -gencert --config /tmp/myconfig.cfg
A AT RRAME. filan, FEERREME, T Pard:

/usr/lib/vmware-vmca/bin/certool - -gencert - -privkey=private.key - -Locality="Mountain

View"

FEE --Name DAFHGUEP I ERAZPRY CN B,

KT e, #&REE, ZAMN <sol_user name>@<domain>, {HAIRAEIAETH
HAh2ye, N PIESOZ 2R

WF AL SSL uEs, ALY FQDN,

VMCA X 525 # FH]—/ DNSName ({F Hostname FEH) , {HA S5 B HANA AT B 44306 10, 4R
IP Hohikp H a7, WS A7A%TE SubAltName i,

il --Hostname Z4H8E UL SubAltName ) DNSName,

ASEBFE T AN A
m  certool WItAban 5%

ce

cer

certool ‘EHia4 5k
vecs-cli in 554

dir-cli fip&=

rtool MRS S%
tool WAL A DIUERUE ALK . AR VMware UEB5ULH A (VMCA) 252 iE 451

O

WA PAREB AR A THAB U R
TEVEZABOL N, BRI S 216 8] certool an e 12 WA certool FLEvEIil, A7 ox—28ilik

R, S WA CLUBIA VMCA Z 20 it VMCA ZE20E45 . ap 24T BIER AL 145 Sk
FITEAR LS B

certool --initcsr
HERIERZ 21K (CSR). a4 Al A2 PKCS10 XA % %4 o
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prinlil R

--gencsr Az CSR I AT

--privkey <key file> L PSR AR

--pubkey <key file> NS 2 7R o

--csrfile <csr file> KEE] CA BRI CSR SIS #4

-—config <config file> FCELSCA e AR, BRI certool.cfg.
Bilan:

certool --gencsr --privkey=<filename> --pubkey=<filename> --csrfile=<filename>

certool --selfca

A A% 2 UE B ES A0 CA B VMCA IRSSws, [T i % VMCA IRSS 7 i By
e —o TR DA S = b 55 VMCA IR %545, Mﬁﬂ% VMCA BChHIA] CAL 152 IV CLI
¥ VMCA & aIE B AU A o

i AR A H U = R AUEAS A I X

il R
--selfca LI ARESE NS UliNpORVS Al
--predate <number of minutes> FOVFECRHARUE 1Y Aokt an H T 5 BESEFEh  niTi TR 2 Fi T
FRESD A eI B TR M DX 8, SR B =
Ko
-—config <config file> B B SR e 2. BRIAA certool.cfg,
--server <server> VMCA RSS2 e BRINEN N, Zar i
localhost.
Bian:
machine-70-59:/usr/lib/vmware-vmca/bin # ./certool --predate=2280 --selfca --server=

192.0.2.24 --srp-upn=administrator@vsphere.local

certool --rootca

SIS o BRI AL FE P jJD;l:l VMCA. VMCA IR It B 12544, (HHAARUE
FURZAGAE, HBIETER BT IR b XEW, R AP LI, e MR A
I UES o

prinlil R
--rootca SNH CA I A 0Aas10
--cert <certfile> IH::BXﬁ:ﬁ/‘]ngﬁ:o
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P ik
--privkey <key file> L INBY A AR 2 BAUE PEM bttt
--server <server> VMCA IR AL R BROIAEIUT, a2
localhost,
Bian:
certool --rootca --cert=root.cert --privkey=privatekey.pem

certool --getdc
&l vdir BRI

P R
--server <server> VMCA RSS2 e BRINENL N, Zar A
localhost.
—--port <port_ num> ﬂ—ﬁﬁ/\]ﬁﬁu%o HéjW)\jUEﬁJﬁD 389,
Bilan:

certool --getdc

certool --waitVMDIR

% VMware Directory Service 1a1 Tl 5 F - -wait f8E AR 4501, Bk ge 101 5 oAb e 1o fic -5 FH T
FERFTEAESS, FlamR BIERIAI o

prill R
--wait AT SR B BRIMESN <37 .
--server <server> VMCA IR S5t e 20k, BROMGOUT, iz H
localhost,
--port <port num> TR 5 o BRIA G 389,
flan:

certool --waitVMDIR --wait 5

certool --waitVMCA

T VMCA IS5 TR AR E AU 255 o REH et HAAde T AC 75 i HT PR R R AR 55, A ek
o
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D B3
--wait RS A B, BRIAMEDN “37 .
--server <server> VMCA IR #5 A ZF k. BRINGO T, Zar ]
localhost,
--port <port num> T e . BRI 389,
o

certool --waitVMCA --selfca

certool --publish-roots
S SEURTARIEAS o i 75 B BRARFAL

HET Eiipu
--server <server> VMCA RS LR BRSSO, 1Zar S
localhost,
flan:

certool --publish-roots

certool EIB@<S¥%

i certool HHarS, WHLAEAE . B MHIEBALEE A RUEBEE.
certool --genkey

AR PRI VIR o X SRR T AR VMCA 254 UES

prinl ik

--genkey HERR T RN S I A A d= I,

--privkey <keyfile> L S22 7R o

--pubkey <keyfile> FASSEE P E G A NEY

--server <server> VMCA IR S5t e 20k, BRNGOUT, iz

localhost,

flan:

certool --genkey --privkey=<filename> --pubkey=<filename>

VMware, Inc.
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certool --gencert
M VMCA JRSSAsHI A pIESS o Ay & )T] certool .
F S BRI 5 S H P IES

eI

—--gencert

--cert <certfile>

--privkey <keyfile>

--config <config file>

—-—-server <server>

5 an:

cfg BARERE AP R ArTABE 2

g

AL BCETSIN a5 T

UEATSAFI R 2O AUE PEM it i

L INBY A EFR ZSAHBAUE PEM Fihdiiofs .
RS s £, BRIAN certool.cfg.

VMCA JIR S5 e BRI N, 1% 20l 1]

localhost,

certool --gencert --privkey=<filename> --cert=<filename>

certool --getrootca

AN TP AATEI S AR CA BT MM o FIPEIES, ek EBOy A TR i,

riali
--getrootca

—-—-server <server>

lan:

certool --getrootca --server=remoteserver

certool --viewcert
DA LA A TEEB TR T A 7B o

prinlil
--viewcert

--cert <certfile>

Bian:

certool --viewcert --cert=<filename>

VMware, Inc.

iz
FTEIHRUE TSI R b 75001

VMCA JIRS#sAI 2 E /. BAMENL N, Zar A
localhost.

i}
AU 5T

Pl BSR4 BRIACH certool . cfg,
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certool --enumcert

HIH VMCA ARSS#% TR A UEF . W T £ilter 16T,

sl I UES .

prinlil
——enumcert

--filter [all | active]

lan:

certool --enumcert --filter=active

certool --status

R
ST IE N AT 551

Frdafgiiidess. HOERTAEERED. MRl ASCRC AL Uk
it

] VMCA JIk 55 as K AR E IE B LM A b2 R E i AURIEE M, Wi certificate:

REVOKED, thll#iH} Certificate: ACTIVE,
HEIR
—--status

--cert <certfile>

—--server <server>

lan:

certool --status --cert=<filename>

certool --genselfcacert

R
R AT UEFRASIN Ay A 5 o
AL ST e 7R BRIAN certool . cfg.

VMCA JIR S5 AI 20k, BAMENLF, Zar A
localhost,

AR SR B AR — A BRE A UE TS o e KA pl H R =R AGUEAS LARE G Y B DX

--genselfcacert
--outcert <cert_file>
--outprivkey <key file>

--config <config file>

5 an:

i}

AR B A ZUEBIN TR

USSR, ZS A0S PEM Zifditis .
LRI AR 123X I0E PEM ZRidiis .

Bl B SR e 2 ke BRIAA certool.cfg,

certool --genselfcert --privkey=<filename> --cert=<filename>
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vecs-cli i & & #

vecs—-cli a2 tER] T4 VMware Certificate Store (VECS) 5200, x2S 5 dir-cli M
certool & H P& BIE-B AL A AN B 3 B IR 55 o

vecs-cli store create

BIHUE A o
LW R
--name <name> UEBAFHIN 2
--server <server-name> YRR R RE VECS S, W TR e 3545 4o
——-upn <user-name> FH?%%??{@J——server <server-name> *Eiﬁgﬂﬁ%%ﬁ%{@]ﬁg}:ﬁ
FEARGR, GIEREN, 2/ 4 PsRsirh o, Bk, %%
PP AT 252 M T PR, 1fiAS B2 root JTF
filan:
vecs-cli store create --name <store>

vecs-cli store delete

MR UE B AEE . eI MACHINE _SSL_CERT. TRUSTED_ROOTS A1 TRUSTED _ROOT_CRLS %
GiAiht . LA AR FH o] DU et 7 5 P e o

eI AR

--name <name> BEMBRIUE A I 2R

--server <server-name> SR AR R LR VECS 52, T4 RS 78 4R
--upn <user-name> T E3E]--server <server-name> FREMINRSSFEIABIRIH]

RS QIR ARSI O R, P
MR A AT ERES, TSRV root JiTe

lan:

vecs-cli store delete --name <store>

vecs-cli store list
S
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—-—-server <server-name>

--upn <user-name>

VECS t$EPL NE,
% 3-2. VECS HfFE
B

AL SSL 7 (MACHINE _SSL_CERT)

fRR s SR

B  machine

B vpxd

B  vpxd-extension

B vsphere-webclient

B wcp

AT #% (TRUSTED_ROOTS)

VMware, Inc.

i
IR bRl ie VECS 926, WA THEE RS #2204

T &35 --server <server-name> FEEHINRSS IR
PR OV, S7E M SR h el Bk, 124
RIFTA o M uT A, A EUE root I,

i3y

m (1554 vSphere 55 A RERIR 550 H

® 11 VMware Directory Service (vmdir) 7454~ vCenter
Server 115 FAEA,

vSphere 6.0 M iR A 1T AT IR 558 A I P14 SSL ik

PRISIARERIA T S . S T IS AN, 5.x RSy

o B, FEeRss (a1 vexd) P E S10m ik T

PR

VECS WM 2 BN . Ry ZE ik

HIEARAIUEME—1T, 141 machine iR HEEA 5 vpxd iiF

TAARI AR

{77 2 FH Pl H T4 vCenter Single Sign-On 34T G455

ilE, vCenter Single Sign-On S IE 152473, (HAK L

HAthir-pBErk,

VECS H & LA Mtk Ty 2 1 Pk B A4

B nmachine: [ License Server Al GRS,
¥ Machine i Z P E B 5L SSLUF B AT
ISR, WEHEI S P UE BT T SAML AR
o THEML SSL UEB T IHHEMIN 24 SSL ##z,

B vpxd: vCenter JRFSFH IR (voxd) 6. voxd i
RELE AT T O fReR 77 2 F bk vCenter Single Sign-
on 4T Y IE

B vpxd-extension: vCenter § JEfEf%., HF Auto Deploy
k% . Inventory Service PAKCAN & T HA g 7y 2 i
AR .

B vsphere-webclient: vSphere Client 77fif. A {uffiHAh
—LBR S, BlanPERREI IR

B wcp: VMware vSphere® FlI VMware Tanzu™ {#i% .

4~ vCenter Server 1405 machine W3,

BB T ZAGERARUE T
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& 3-2. VECS Iy (£

E ik

vSphere Certificate Manager 2 127 8434 11 VMCA (VMware Certificate Manager) J2SZ450F- 1o
(BACKUP_STORE) 12 o PR IRESFHE DA, TCHERIFIZ AP,

HoAth e T SERTRE SN I AR . 51, Virtual Volumes fiftih 5 5¢

VNI SMS F o i MBBUX AP IUED, FRARE VMware SC
Rk VMware ATRASCREEORETIZE

¥ M TRUSTED _ROOTS_CRLS {7 Al HE S UL 3L hitl
28, WS A% TRUSTED_ROOTS_CRLS 7.

5l an:

vecs-cli store list

vecs-cli store permissions
Y SO B IIAR . fT] --grant B8 --revoke 2T,

FEAEFTAT & 0T DA TR A S0, ORI T REEAR . A vCenter Single Sign-On 3 EE i (BRI
administrator@vsphere.local) WHTA/HGEEA T ARAL TR TAREATR .

AT PIMdi ] vecs-cli get-permissions --name <store-name>fyZ FAENI Y I E

P ik

--name <name> UEB A 2.

--user <username> B YRR i ME— 2
-—grant [read|write] T IS N

--revoke [read|write] A S AR AT S

vecs-cli store get-permissions
ORI M AR IR

priali R

——-name <name> iﬁ%ﬁﬁ%gggﬁ%u

--server <server-name> QR R e VECS 92, WA TR eIk S as ko
--upn <user-name> TR 5] --server <server-name> REMIRTHE SN

FUERERR. QU ST RS QI A, i
PR 2 I RS, TRASEE root I,
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vecs-cli entry create

7£ VECS gl H o I ar & g asin—" % a g Ieiur .

T OIEME I A ARIT-B I INE] TRUSTED _ROOTS 1, i effill dir-cli a2 LAmtRirP.

--store <NameOfStore>
--alias <Alias>
--cert <certificate file path>

—--key <key-file-path>

--password <password>
—-—-server <server-name>

—--upn <user-name>

vecs-cli entry list
AR E R 2 H .

BT

—--store <NameOfStore>

vecs-cli entry getcert

i}

USRI AR

WEBIY TR # 0 T BRI, 182N
RS e B A2

SRR T S .

s R I T B

SRS ERE VECS 5308, IR THE s 28 4475
FIFBRH-server <server-nane> HHENIRFE I

PIEREFR, QAR ST AT e, R, 120
WP 02 4 T RS, ARG root .

g
LB A 2R

M VECS it Z Ao ALK UEAS Kk 2 HH SO sleRe H s g N TR SOAR

Pl

—--store <NameOfStore>
--alias <Alias>

--output <output_ file path>
--text

--server <server-name>

--upn <user-name>

VMware, Inc.

R

UEBAFERZ R

A £

BB NIEBIRSHE.

BoRUEBIA T AR

IR R VECS 32l W HT R RSS2 2474

T3R5 --server <server-name> JREMNIRS TN
PIERATR . QIR S7EYaT PSR b el BRI, 2%
HIFTA o M P IREE,  fiAEE root A,
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vecs-cli entry getkey
ORAHHEAE VECS g, T DURK R R ik B H SO EeR L i s g A AT BRSO,

gl R

--store <NameOfStore> S URER ISR/ o8

——alias <Alias> EHNBI &

--output <output file path> SR SN H S

——text ToRBPIMN T BhRA,

—-server <server-name> QR R VECS 52, e ik ae .
-—upn <user-name> 555 --server <server—name> MRS58 S 1]

PUEpRRR. QIR 4 R IR oI, BRI, 4
HOFTAT 2 T ERBE, TR ALUR root LY.
vecs-cli entry delete

MERIEBAAET RS H . AR MIEs VECS HifgscH, MK H N VECS Fuk AR, ME—RBIIME 4 HiiR
U5, VECS 8RR uE1r) vindir,

il R

--store <NameOfStore> UEPAN A

—-alias <Alias> RIS H R4,

--server <server-name> WURAERE R et VECS 5:l, W RaE R Ssae 4.
-—upn <user-name> R 5] --server <server—name> MR 5528 Sy 1

RS R QUEERRS, AT IO A, R
IFTA L AT EREE 1A EUE root 1),

-y B R AU T i

vecs-cli force-refresh

sEilnEr VECS, BRINIEHL T, VECS 248 5 708t vindir FR AR IEA SCPF o A A 2 BN g
vmdir 1 VECS,

T iR
--server <server-name> QAR R e VECS 92, WA TR eIk S as k.
--upn <user-name> FT5R 5] --server <server-name> REMIRSHEIHINIH

PSR GURER, YRR ErErh el R, 2%
PR E SHT I FEREE, AR root il
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dir-cli (s & &%

dir-cli SR S Hi7E VMware Directory Service (vmdir) F IR BB fEg )y & /. 45 Bk DL
NAEFUEP RIS, rI DM dir-cli FEAIA i) vCenter Server S INARSA

dir-cli nodes list

HI PTG 1 1 B R R PR vCenter Server 24,

BT

--login <admin_user id>

--password <admin_ password>

--server <psc_ip or fqgdn>

dir-cli computer password-reset
AR F B I R T L P B
W

--login <admin user id>

--password <admin_ password>

--live-dc-hostname <server name>

dir-cli service create
BRSPS =y Aok S
TEIR
--cert <cert file>
--ssogroups <comma-separated-groupnames>

--wstrustrole <ActAsUser>
--ssoadminrole <Administrator/User>
--login <admin_user_id>

--password <admin password>

VMware, Inc.

IR
WRMBNL R, AAHD vCenter Single Sign-On k& b
administrator@vsphere.local,

LR . AAOR R E D, RS ER R,

i FIHZe T P2 28 oAt vCenter Server DA & LA & 11k
s

R

WRAAEN R, AHE vCenter Single Sign-On Ik 7 FE b
administrator@vsphere.local,

EILDUT M . AR E S, B2ER R,

vCenter Server Sl 24 i 471,

7%

OV IMRDTT S I 4484

UF SRR . X AT RUE VMCA 25 AU e s =5 iF 15,
Ha Ty 5 R R AR B

BT S PR B N B A AT P AR D i,
TERROT S e 5 HA AT AR

BRIy 2 PVl ActAsUser 411 b1, ActAsUser ffi¢a
LI P AT AR FEHAB ] P AT

ERINEHUR, A vCenter Single Sign-On 8108 51
administrator@vsphere.local,

DR . AR HEE D, KSR,
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dir-cli service list
I dir-cli TR T P
PEIR

--login <admin_user id>

--password <admin_ password>

dir-cli service delete

i3]
WRMBN R, AAHD vCenter Single Sign-On I 51
administrator@vsphere.local,

DR . AR B, KSR R,

IR vendir RIS S e MERZARE T S PG, BB DB IIAR SR G vmndir SR AT

PR SN AT
PEIR

--login <admin_user_id>

--password <admin_password>

dir-cli service update

SR RO = e, BUIRSSEES . |
AEHT VECS ey b4 H. msl

BT
——name <name>

--cert <cert_file>

--login <admin_ user_ id>

--password <admin_password>

dir-cli user create

U

fi
LRI TT 5 £

BRIV, A vCenter Single Sign-On 111 51
administrator@vsphere.local,

DR . AR E D, R ER R,

T4 S, M181T vecs-cli entry create fiy

:

LECSE TN P o DR O i
TR IR HIUEAS F R

RN, A vCenter Single Sign-On 11 51
administrator@vsphere.local,

P

BRI PR . AR, BRI,

QI vdir FE R e S ] I P 2 a4 vCenter Single Sign-On 1 7T SR SGUEI

NTHF . R A R 8 it a4
P

—-—account <name>

—--user-password <password>

--first-name <name>

VMware, Inc.

iR
TG vCenter Single Sign-On T4k,
VRl NEIGEA TN

iRl INE<E S
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prinlil
--last-name <name>

--login <admin_user_id>

--password <admin_password>

dir-cli user modify
& vedir R E T .

prin
—-—account <name>

--password-never-expires

--password-expires
--login <admin_ user_ id>

--password <admin_password>

dir-cli user delete
R vendir HRAHEE TP
prinll

—-—account <name>

--login <admin_ user id>

--password <admin_ password>

dir-cli user find-by-name

R

PR

WRINB IR, hZAKHE vCenter Single Sign-On S 5
administrator@vsphere.local,

DR . AR E D, KRR,

Ei5uY

FHEK ) vCenter Single Sign-On JTI 04 Hx,
QuAREAERAIT] vCenter Server BT SRR F 2T 5510
FAPm s I BRI T S5 AN SRS s 1 is4 T,
PIZE I N True,

P T2

WIRBEYKYE --password-never-expires BEll, 1RFZIEIIA
N true,

BRI, A vCenter Single Sign-On 1[5
administrator@vsphere.local,

DR . AR E D, K2 ER .

ik
R4 vCenter Single Sign-On 4R,

WRMBNL R, AAHD vCenter Single Sign-On I 51
administrator@vsphere.local,

LD RO . AR E D, KR ER R,

FEAFRAE vmdir AR P s S IR PR B IR T HE -~ 1evel WEHIHFRE MR

VMware, Inc.
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P
—-—account <name>

--level <info level 012>

--login <admin_user id>

--password <admin_password>

dir-cli group modify

KB IN S B 2H
g
--name <name>
--add <user_or_group_name>

--login <admin user id>

--password <admin_ password>

dir-cli group list
A FEER) vndir 41,
IR

--login <admin_user_id>

--password <admin_password>

R

LRI vCenter Single Sign-On M &K,

I Y SN
2l O - prMH UPN

AN - 2 0 5 5 + it

Gl 2: i O + s ITIARI . MR BUERRIC, BhdkA
SHARIC . ST IR i AR

EIAII O,

SAAEOL R, A vCenter Single Sign-On J5 [ 5 7

administrator@vsphere.local,

RGP . QUERARTEE SN, HRER.

" E

Ei5hu
vmdir IR Z R

BRI k4l &,

PRAMENL R, AR vCenter Single Sign-On 3K b
administrator@vsphere.local,

DU . AR E i, K2ER R,

i
vmdir ARG AR, ] A AR E A DE A A7 A

RN, A vCenter Single Sign-On 111 51
administrator@vsphere.local,

DR . AR E D, R ER R,

dir-cli ssogroup create
EAMI (BRIAKH vsphere.local) HIAIEE4H,

QRO LI PVEHE vCenter Single Sign-On 3l g H AR, w5 ka2 B, @il —A41,
SR HIS INE] vCenter Single Sign-On A EE D2, BB 20 INENZ AR IR ] sz i 4
PR DU .

AT DL vCenter §i BN R AR /L4y vCenter Single Sign-On Ii4d, 15200 {vSphere 241k )
K)[:\I/O
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B
——-name <name>

—--description <description>

--login <admin_ user id>

--password <admin_password>

dir-cli trustedcert publish

B3
vmdir R AR IR KN 487 NFAT,
HIPATGERGA o

PBAAEN R, AL vCenter Single Sign-On Ja1H T 51
administrator@vsphere.local,

LR . AR IE L, RS ER R,

B2 EEMRUE A LA 2] vindir, 21T A JE, VECS &2 8a sk BOr B30, sid Lzt T

vecs—-cli force-refresh ﬁ%

prinl
--cert <file>

--crl <file>

--login <admin_user id>

--password <admin_ password>

--chain

dir-cli trustedcert unpublish

SEEIEREUET o

iR
WA SRR 12
VMCA A5l

WRMBN R, AAHD vCenter Single Sign-On ik b1
administrator@vsphere.local,

FPELDH RO . AR HEE D, RS ER R,

IARRAR A UE S, TR, AR,

BUH AR BT vandir RS2 EAERIES . B, GURCR AR UEBE NS vadir ERZUEBIAE AR
iR HAEAOARIESS, WS ar & o BUMAAT A A A UEA 2 s R — 57

prinlil
--cert-file <file>

--login <admin_ user_ id>

--password <admin_password>

dir-cli trustedcert list
HIE T AT 2 S AT HOARUE A5 M S B 1D

SEE
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i}
TINIH LA UL SR A2

RN, A vCenter Single Sign-On 111 51
administrator@vsphere.local,

DY . AAOR e L, KRR .

BHTEE ID AR dir-cli trustedcert get fZiil
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il R
--login <admin user id> ZRINIESL T, A vCenter Single Sign-On 1) 54
administrator@vsphere.local,

--password <admin password> HE RIS, R ARIET S, SR AR,

dir-cli trustedcert get
Movmdir HSEZ TR E B N BFEE 1S

il iR

--id <cert ID> TR RENUEB ID. dir-cli trustedcert list @yl
715 1D,

—--outcert <path> @%ﬁ%iﬁﬁ)\ﬂﬁ’\]ﬁ%ﬁzo

--outcrl <path> FUK CRL XS ARG . MATAE .,

--login <admin user id> TRINIE LR, A vCenter Single Sign-On IO PR 5

administrator@vsphere.local,

--password <admin password> IR RS, SRR TS, SR AR,

dir-cli password create
BT B EOR LM . Ay & TR S8 =5 ek 5 S P ]
I ik

--login <admin user id> ERATEN N, A vCenter Single Sign-On Sl H 7
administrator@vsphere.local,

--password <admin password> RO NSE, R ARIET S, SRR,

dir-cli password reset

R R G P . UR U B IARE GO P, AT dir-c1i password

change,

HEDH ik

—-—account @Inlﬁ ":4: JH’]WK) ‘gjf\

--new FeE .,

--login <admin user id> WRAMEN R, AHD vCenter Single Sign-On Jak 7 F b

administrator@vsphere.local,

--password <admin password> I R, ﬁu%ﬁ!%i“ﬁﬁ%ﬁ% 4 q&il PERe
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dir-cli password change

PP PO R . IR I P T AT RES T . BRI AGE A dir-cli
password reset BT,

e Hk

--account [ SREY S8

--current AR R BT o
--new ISRl Nl
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ARZEHE T DA

= WA fiE T vCenter Single Sign-On {RIFEFIEREE
= [fi# vCenter Server Sy bR ity
il vCenter Server SRR TS

m [ fi# vCenter Single Sign-On

il vCenter Single Sign-On FriHiE

m % vCenter Server Security Token Service
s HH vCenter Single Sign-On %

m 7T vCenter Single Sign-On JTI /o A14H.

» [ fpHAD vSphere DAL
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vsphere.local IAENFRIRIE (HAIDAFE 2 g T8O o AILAEH] LDAP/S. OpenLDAP/S Atk
% Windows S5 550F (IWA), ¥ vCenter Server N S hHL R 7 id &} JT] Active Directory (AD)
PERFARAIR . AL & i AD K 5% 2 vCenter Server,

M vSphere 7.0 J44, RILUE FHBES S 4550F ly vCenter Server Bt B M S HR bR 7, AF I Sl
W, K vCenter Server 1R S IMEEIEFRT . FIRT, vSphere X #544 Active Directory Bt S35 UE
Ile%% (AD FS) 1NN ST 7. AR, AD FS 3K vCenter Server SHriHiRiE 722 Ho

HR{EH vCenter Server SIMEEREFBESMNINIEER

NEBoR T vCenter Server Sy e FE IR A IO T B SRR AL o

& 4-1. vCenter Server SMEHRREFHFARARABER

Active Directory

AD FS vCenter Server
NAEFA SIHREEFRS
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AD FS f#i /1] Active Directory W H b T B 5aiF .

AD FS & Hi105 Active Directory M4 {5 B2 44 R,

vCenter Server {ii []4-FESE T
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o, JIPARRER. WmE 0 (vSphere L4k ) Sk,

RSN S TR AR P 0], Bt Flial iR 2] vCenter Server BT, FEm AN OE BN E. T
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T, BANHPEASEAS TR fifa. vCenter Server £HL BUAGE /DK P “H £
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vCenter Server SR HIEFE S TIE/RIE
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P Hit, ATLLE RN AREFEMIRS (41 vCenter Server) SRS RERLFEIT TS
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n A DUE AN R R T SR S BN LR, BIAnZ2 R & By a6k o
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m vCenter Server
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= AD FS NJ{IfE/74
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vCenter Server SR EF S 224

£ vCenter Server S RALFELFEA T, vCenter Server {ii ffl OpenID Connect (OIDC) Tl dlk 4y
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FIfE vCenter Server FI S ietie 7 2 M EANZ AR (54E, WAE A 12 MEN AR E ERUL RS, N
I, 7F AD FS h, FEEQIEMCH N HRETAH” 1 OIDC e, %R RS 280 A F /1 Web API 41
Ko XA E vCenter Server T TEEAS AD FS JIRSS #0505 B, 1IL87:4F vCenter Server Hi
BIEAN O TR ALY . i)a, {F vCenter Server L E 4 ak G17eA%, DA 1 AD FS 38 Py
AD FS B H DI DL 5 B ik Bl 2 vCenter Server 2 AL 7 id i :

. EPumbsRST:  AD FS N HIREFFAL” 1A AR RN R FFAUR S UUID F A,
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known/openid-configuration” ERIIMUL T T Rk, BlA: hteps://
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vCenter Server {3 1REIEF B S 12 B g iEE T

e ISR R B ) vCenter Server TRETHUR I S et PRSI, SIS UERT T ARR i1 T/ 2K
PRI,

QAR R A B A, R IS S IR IR E Sk &) vCenter Server I, iEERLA N LS,
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RIS AVEE RN vCenter Server EHUCHR USRI T SRR o B, B A
vCenter Server 24 A #1 B, F{i SRR . 7F vCenter Server A AR 2> 5, thai
vCenter Server B _[FA0ZT

B I6IE TEF IR B 51245 X AN vCenter Server MR AEFES
N SR 75 R s A vCenter Server SR EES T B UE T AER .

4-4. 1R RIGERAECH] vCenter Server B EMIEFES
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SHIIE - Active
- Directory
vCenter Server A

2 /4 70 < ra VCenter Server B
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s

1 DARBRIEEBLA AL E BRI vCenter Server i,
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o AD FS ek 4 iy T 4 DR AR

3 vCenter Server A ¥ AD FS fit 5 {1 %] vCenter Server B,

4 P> vCenter Server i AR FER] URI #RENINE] AD FS HI) OAuth N HRER4H ., AN Gl HE—
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5 MH eS| vCenter Server A FRASEAUN, 1ZH B3RS T vCenter Server B 1AL, @i
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vCenter Server B EEEER R S RF S P P A LA PECE T & 7R, RiE “AD FS &
7 OF “AD FS il ” 8R0S LE vSphere Client i “F S AHRERE" ISR E % E, UK
AD FS I P el 4 FOT AT 4 Ak gk s AR

ARG EEEE FBH ADFS

eS8

1 DA ARG B NS vCenter Server 155,
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EEX URI:
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2 FEH MR vCenter Server T35 FRCE AD FS.
3 ¥ AD FS B & 2 i 2 Fir HAb (N-1) /> vCenter Server 5 5.
4 T N/ vCenter Server 15 HIFTAEER URI ASINE] AD FS HIRJLALE OAuth I IFEF-41,
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1 EE vCenter Server | ARIERR G AD FSEE
AT ELER:

T (A 7 vCenter Server N 75 i R BRI UL L Fik ¥ AD FS,
2 EREHETHYMLT vCenter Server 5,

3 M NS E SRR, KT vCenter Server HUETHEIN N 95 AD FS Hing /gt
P

4 IR EC E TR T AD FS & B B S 8T vCenter Server,
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3 BEEEHRAIE AR SSO W, RGNS ERER) vCenter Server 75 FRUFTA AD FS B ABEH K
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vCenter Server B A RN P& HHE N E] AD FS BRI, #AAHE AD FS B SR ILIH i
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AT fEfT.

JHT ISR DIt s i 2% LDAP JIRSS#81thhl . TRAfE
TALEEL 1P ik,

WAL LDAPS 5 Active Directory LDAP Jlk %5755k
OpenLDAP RS AR IHIREC A, w3, depe
LDAPS URL HEE MR FHUE T . G, IEALfE
JHAREB AR CA IEB. ) T Active Directory FHIE

15, 157 Microsoft SR,

WU AT AGE FHAS B T SEAT LM P R

SPN (UIR% EAk#F0) skt E 1> SPN. HA57E vCenter Single Sign-On IR #5IIN Active

Directory i, A REfH %

{£M Active Directory (%5 Windows S IGIF) #RiRIER A&t

{24 Active Directory (£ Windows S5561E) At n] I, /58K vCenter Single Sign-On &
o FHZARIRIR . %M (vCenter Server Y A4 IBE B THRAE

7= Active Directory (ZEi% Windows SH55F) 4524k ] Active Directory RO H %, 384
Active Directory PRI B EE % Windows EHBEIFARIRIR, 152 W VMware SRR, N

http://kb.vmware.com/kb/2070433.) ,

Ve EEBE TR P Al IR AC Ed . A R
SR E—1 SPNo

#1217 vCenter Single Sign-On WA,

GERAE Active Directory H1 S T2 WS4 H b id sk DAE Al RE TR s b O 2, AR 1% H s IR S5 75
EBITFEAE 1D N 2889 M H BT, ATER Windows SN, ik 1D 2889 E MR (IfjAs
L) A, Hod 1D 2889 AN B, 1H2 W VMware ARJECE, WA https://

kb.vmware.com/s/article/78644,
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& 4-4. RIMFRIREILE

SCAHE R

4 B4 FQDN, fl#11, mydomain.com. 5254t IP il
220 i vCenter Server RZuE(T DNS fifi#iTo

i AU P BERRIEZE I P A TSI S HIPE SPN . eItk iy, fv
HRE G, A R G I AL, iRk,

AR S =R L 7R (SPN) AR Ty Z AT RN, TSR BR T WTRE
SPN. AEMIE bR T S S e i P A SOz e
fihe

RS EHRLHR (SPN) 11T Kerberos iH})] Active Directory fili251 SPN. i#57E %4

RS, I STS/example . com,
SPN ZEl il —, 1547 setspn -s #yd Al AR A A G
HEEI, X setspn UEE, 1520 Microsoft X4,

RPEEZFR (UPN) AEEA S AR B T S BGAE A T P I AR AR . 1560 T FE

B Fs RS, B4 chinemydomain . com, FJ AL
Active Directory JIR 55 YLifigiltias (ADSI Edit) Y6 ulFl k%
o

£ CLI R BRI IR

A DA sso-config SCHREFFISINERFZERFR IR .

FRIFJE AT DL AA] Active Directory (££5% Windows EHA3%a1E) 4. AD over LDAP. fii/f] LDAPS
(LDAP over SSL) [] AD over LDAP, thr[PlJE OpenLDAP, 5% I, vCenter Server #ll vCenter
Single Sign-On [KIFRIHIR . AT DAT] sso-config SR T4 B FRE £ AT RSA SecurlD 4555 IF,
B 4E

WHEEZS I Active Directory FriFE, I vCenter Server Wi T Active Directory i, 1152 W
vCenter Server {312 Active Directory i,

JEH SSH &%, 5% N {#i ] vCenter Server Shell ¥4 vCenter Server.

1 f¥ vCenter Server 2% I, fiffl SSH sk Hfhucfi izl &R msh2sih .
2 Dl root M/ B sk,

3 HE sso-config SRR H .

cd /opt/vmware/bin

4 B5¥ sso-config #H, 1HI81T sso-config.sh -help, BLAZ N VMware HIHZESCE (HEN
https://kb.vmware.com/s/article/67304) , 345 ik,
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vCenter Single Sign-On {£ A Windows &i& &/ I&iE

#A] PIAE vCenter Single Sign-On Hi{ii [T} Windows 231 G551k (SSPI)., s fs vCenter Server il
N\ Active Directory 1, K54 GEMIH] SSPI,

AREH

m ¥4 vCenter Server JII\ Active Directory 1, 152 W vCenter Server 75 IN%] Active Directory

78
n FVEOREIERCR . 152 W VMware FRESCEE, WHER http://kb.vmware.com/kb/2064250,
IR R S SIS . 1S W (vCenter Server BRI ) o
# K vCenter Server Bt X Active Directory A S S0 uE ik 55 IS S5 S0 UE, B8 S0y 56

UEFECHGE TR E, o vCenter Server j& SRS (FLT- LDAP [1J Active Directory., #Ak
Windows S35 1UFFT OpenLDAP Bl .

1 Si% vSphere Client Z5 01
2 Berh i Windows 238 SIS %A
3 {liJf] Active Directory 1R M5 5% .
= QIR Active Directory BUONERUARIIR, MIGEHIH &85, Bl jlee.

SN, WA, B jlee@example.com,

&1 vCenter Server Security Token Service

vCenter Server Security Token Service (STS) /& ki . B bS] 244 h1) Web k%5 .

VERAHMUL#, Security Token Service (STS) i HIFLHIN A T25 44, FH AT FHUE P BEAR S50 E
SR 4. vCenter Server EH STS Z L UE-BIFRKIHAFAETE VMware Directory Service (vmdir) Hi, 4
R AT AR K, KIALLRATREE th 2 M A A — NI T2 4

FREA R, H e STS B4t 3 E . R IR H 2,
% 4-5. STS BRAFER

ishmEitl Es®i
N E i HEEES
HAt vCenter Single Sign-On Frif PRk FH P 44 A1,

STS Rl = Sl - 31T Sk, I a1 P m e SAML S

PRSI R, VMware Certificate Authority (VMCA) 23425k STS 25 & k45, 0] DU F# VMCA §iF
Pl STS ZZUF1 . IR LS NERIN STS 25 ZuF BB H ok H & Xk 88 =5 A i STS 254k
Po BRAETA IR 22 RIS BRI A UL, SN STS B4 uE1.
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BRI DL vSphere Client $ TR R 7

w ¥ STS UE4S

ST RSB =5 A STS AEH

A STS UEBIFANE R, il 5 H ]

IR T PARE i A TR e 0 SOMIEE =5 A= B STS Uk

STS iE B LRt iE FniTHA
W% vSphere 7.0 Update 1 FIEE i A QIEHRFERIN R D 10 4R STS 25 4uE15. 24 STS 25 #4uk15
B R, N 90 KIFUf A BRI 84, R LA —IR, RIGETI-E RN AR R K.

O AEREEEIL N, B STS S A ub Bl fe e BSaIE-BIRrS Tl o SR TUER Ry, TR H A
i 31 H

STS iEf B3h4E1T
M vSphere 8.0 JTA, vCenter Single Sign-On 2= [ zh421] VMCA Bk STS 25440k, HEhanT k4

£ STS 2 A UEB 2T, LAKMAR 90 Jd B 2 T 4R AT vCenter Single Sign-On
SAEH S BB N R . A, AT LATFEhRIET STS 252Uk .

7 vCenter Single Sign-On A2 [HuhZ1] [ @ X ARIEEE =75 STS 24Uk 15,

RIFTFES NI STS IEH

M 8.0 Hif, hlHEk S AR STS 2 H Uk BT EH i sh vCenter Server, [ Al ATAT 4L,
AN, fEakRERC R, RS S AR vCenter Server [ STS 25 4l o B A BB
vCenter Server &% 1) STS uF15.

RGN, BTSSR STS 25 AUkl AE 2 T-sh FHH5h vCenter Server 2%,

£ vSphere Client Fl#r vCenter Server STS iE$

A LA vSphere Client Jill 1 vCenter Server STS Z:#ul. VMware Certificate Authority (VMCA)
WA HUE B B S

il STS 44Uk B, VMware Certificate Authority (VMCA) 2k #riulb15, ¥ VMware
Directory Service (vmdir) HIYiiTuET . STS JHUGHE HTHTuE A 0 Ml /r gnm M Bk e Ul v
vdir 25RETUE T MDA vCenter Server R4 BRI vCenter Server :%t, Jil#i STS 25 £k
P, TFEFEE) vCenter Server R4, ICHE THT AR GE AR B A AT HAD vCenter
Server 2%:,

QN FH E E AR STS 54 uE-Buk s =77 STS Z4uF, NWIREEAES M H VMCA 5k HuF-57E &
s . TR H e MEREL S =T STS 222 ub4s, 15 S Ak, 52 WA vSphere
Client S A\J# 4 vCenter Server STS iiF 15,
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VMCA MUK STS 252 UE A RO 10 FHAAIFAINS . FRAERA R L2 RIETHEE, SNG4
FEuEts

ATREM

SFUERE L, AR A EE D1 CBRIACH administrator@vsphere.local) o #1341 T
uEPs, AT vCenter Server # %4 F HATEEE BRI T ik vCenter Single Sign-On .
SR

1 fififf] vSphere Client %55 vCenter Server,

2 Jy administrator@vsphere.local Bk vCenter Single Sign-On &5 A At R B8 H F 2 A5
o

QUARAE LR 0E T AR, 150 administrator@ mydomain SH5E % .
3 SMENEPER UL,
a fEEICEHH, ERRAEHE,
b fEUEHF, PRIEREE,
4 WRARGHIEER, A vCenter Server L.
5 f£STSZEZULH I, Fub#fE > i vCenter i 3HT .
QOSRE P SRR STS &1k S5 =05 STS & 41E1s, WRIFHRES M VMCA AR iE
R

RS R RSB =S, R RE S S B vCenter Server ARG, IE
AN, ASAE ] e AR STS 254 uE ek 58 =5 STS 25 44uk15, W] Security Token Service AT
Bz B SGEPE s = i B T4 4,

6 R

I VMCA 2l vCenter Server A4l M bz vCenter Server 24 1) STS 254Uk
45,

7 (Al iR onERGIRIETIZEL, K] vCenter Single Sign-On RN A, Bl BREIRIB > BT, 15
N et .

QR SENNY vCenter Server 244k % /0 i51T vSphere 7.0 Update 3, NI~ HriF 45l

o
n  EPEREIRIET SR S ST vCenter Server 248, HH S X Y A Ar T8 A Eh 2 il
TCIEIEH 51T o

a  WRAHREE, BT A
b WURHEEN, IRRERRIRIFTAR SR, SRS EhEEHT 5 vCenter Server A%,
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5 vSphere Client A\ HE# vCenter Server STS iEH
Al DU ] vSphere Client S ATT¥ vCenter Server STS iF 15k [ & AR R AIF Bk 45 = i 15 .

TP NI ERIN STS B 22Uk 15, WA ERouE 15, SR STS 254Uk iy, VMware Directory
Service (vmdir) 245T0E 15 ML vCenter Server 24 851 4T vCenter Server 2%,

STS UEBAAING . BRIESTA TN LTI T55E, S Mg b o

BB &M

T UE R, A AR PR DI RS (ERIACH administrator@vsphere.local) o i AT
vCenter Single Sign-On % [ H AR GV H P Eeft vCenter Server 8.

1 f#i[{] vSphere Client %% vCenter Server,

2 Jy administrator@vsphere.local &k vCenter Single Sign-On & B4 LAt % B @ T S 4 A
i,

QRAE BN E T AR, 15PL administrator@mydomain S5E% .
3 STAREHERE UL,
a fEEICEH, ERRAEH.
b fHUFEH T, FRERERE.
4 WRARGHIIER, W vCenter Server 1,
5 frSTSEELUEH I, HFERME > SAFHE#.
6 UiF PEM 3(ff.
PEM SCAUARZF A UEBHEARL o
7 LB
K AEIY vCenter Server R FEEREIUITAT vCenter Server 2% F##t STS & 4uk 4., AR A
W1, I ERTHE) vCenter Server 245,

{E RGBS ITEH vCenter Server STS iEH
" PUH ] CLI ¥ vCenter Server STS uF P55 H & X AR IUE Bk 58 =ik .

LA A AR SRR B R RIIESS,  PTUE AT STS 544k, SRR STS 25440k,
DI HERHTUET o
STS Wb AN BRAFTA PN L 2R TTE, S NNE2Z Pt a5

RRAE NI AL TR AR . 1520 H RS R e UESS
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AR

JEH SSH, Pl SSH &%) vCenter Server, 152 {1 /1] vCenter Server Shell ¥ Ff vCenter
Server,

T
1 DA root 3%k vCenter Server Shell,
2 g,
a AT H KA % H R AL

mkdir newsts

cd newsts

pwd

#resulting output: /root/newsts

b B certool.cfg XHEHIBHHH,

cp /usr/lib/vmware-vmca/share/config/certool.cfg /root/newsts

c  HEW Vim S TaRE S, HIT certool . cfg SCHHIIRIAF U T4, DAME FAHh
vCenter Server |P #iiEFIFEA1& . EIS /X O WIEF B H USRS FRF, WA NSRBI,

#
# Template file for a CSR request
#

# Country is needed and has to be 2 characters
Country = US

Name = STS

Organization = ExampleInc

OrgUnit = ExampleInc Dev

State = Indiana

Locality = Indianapolis

IPAddress = 10.0.1.32

Email = chen@exampleinc.com

Hostname = homecenter.exampleinc.local

/usr/lib/vmware-vmca/bin/certool --server localhost --genkey —--privkey=/root/newsts/

sts.key —--pubkey=/root/newsts/sts.pub
e Apubf.

/usr/lib/vmware-vmca/bin/certool --gencert --cert=/root/newsts/newsts.cer --privkey=/
root/newsts/sts.key --config=/root/newsts/certool.cfg

f G A UEBEERIRASIN PEM U

cat newsts.cer /var/lib/vmware/vmca/root.cer sts.key > newsts.pem
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3 ¥ STS &b, .

/opt/vmware/bin/sso-config.sh -set signing cert -t vsphere.local /root/newsts/newsts.pem

I VMCA 23 fiil itk vCenter Server 2 %4tLL K aEHEIAEAT vCenter Server 54t [11) STS 25 441iF
s
£ vSphere Client EF&z1H) vCenter Server STS ZZIEH 5%
AL T vSphere Client 25415801 vCenter Server STS 25440k %k
TRV R A IEE) STS UEMIIA M5B
w AEONET HI
n  FORUEBAINER N AR NI B R e e
w T RN SRR AR R B
B
1 {#i/f] vSphere Client &% vCenter Server,
2 BN P P 2R
3 BN UL,
a fEEICEHH, ERERGEE,
b fHUEH T, PRERERE.
4 QERAZGHPSLR, 1w vCenter Server (1%,
5 BEAENS) STS UFBIFAIEE, WREEFFARER.

EAGLSITHRATE LDAPS SSL iFF B3t HA HHA

fili 3L~ LDAPS [t Active Directory i, RIDL 3 17 LDAP ikt ) SSL ub45. SSL ub454E e X
RO IR 2 J5 i . nJPA#E ] sso-config. sh ap S B UE B H I, PAMEFREAEUE B B2 A
B ST,

WILEh LDAP SSL uF-Bar i I H I, vCenter Server 242k H# R,

AT LDAP [ Active Directory 5k OpenLDAP FriliiIf MRS #8358 E 1daps: // URL N, A
A AU LI R

BIR&H

I SSH, DLk SSH &1 48] vCenter Server, 172 W i ] vCenter Server Shell % vCenter
Server,

B

1 DA root 3 %%] vCenter Server,
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2 Ji ?_F&IJ np o
/opt/vmware/bin/sso-config.sh -get identity sources

20 SLF4AJ 1145,
3 FfEE I, EEE SSL UFBIYIEAN s EJUE NotAafter .

&1 vCenter Single Sign-On K

vCenter Single Sign-On H & & 25l S5 A P R4 RG220 o A A] DL & ANgniE ERIA
vCenter Single Sign-On 5N . SiEslg, DL ARG
4748 vCenter Single Sign-On ZY K EE

vCenter Single Sign-On BRI AT T S5 AFS LRI B AL AR TR] . B5A0 BRI & T vCenter Single
Sign-On & (vsphere.local) 11

BRANGOL R, vCenter Single Sign-On PE K P/ 90 Kjm ikl #ASHIR Wi, vSphere
Client K[ 48k HHTERE .

152 LB % vCenter Single Sign-On %45,
AP OK S (@dministrator@vsphere.local) A& iE, BRIV EASIE I IERIR 24 Mok 2 i
H&tWﬁFEﬁé&%fé, T A Y
S8
1 f#iH] vSphere Client %% vCenter Server,

2 i administrator@vsphere.local 5k vCenter Single Sign-On 2B G14H 0 HAh sk Dide  F P 44 s
N

GRAE BN E T A, 15PL administrator@mydomain S5 .
3 FHEACE Ul
a {EEICEHH, ARRGEH.
b HSERT, lLEE.
4 IPHARHUR PR .
5 A EERL SRR TN (U4 .
6 IR

I iz
-3 B SRS A
A PP I A5 BT 4 B R AT SR R A ] AN R R AN

999999999, H N% (0) Frrahthsk A,
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P R

25 A AREENZ AT AN Blan, QRN 6, M AREE AL /S Mg
AR

BAKE TR SRR AT

R/MCE WA E R DFITE . N NT R BRI R AT EOR i
FSUiIR

FRER WA AT AR NIE o ] PSR E R 8o, WM.

PRk 77 & # %

FEFF: AbcD

KETH: ABC

abc

BT 7H: 123

AEFIARSB TR 2R T O, B, AREIN 1, AR s 6 AN %
: p@$$word.

FRF R NE A N T K EFVNG FRA R,

WL REE ASCH 74F, 7F vCenter Single Sign-On [ WA, 3074
FAAERRA

7 HilRE.
4548 vCenter Single Sign-On $fi7E 5 B

QAR Pt T IE R T 5 5%, vCenter Single Sign-On & &2 52 1T 1Y vCenter
Single Sign-On Bk Sl SE OB Tl . A ER 530 DGR e g

GRS B TS DRI B 2 8% vsphere.local, EREEIE T o 1l BUE SN, A DT AR E iR 2 2k
W SR R, R E PRI IR TR TR o 2RI I RTHR G A F BDR K - 2 BT i (1IN
o

EOBUERISAGE T P, AE T A2 G (41 administrator@vsphere.local) o

B
1 fififf] vSphere Client Z5% vCenter Server,

2 Jy administrator@vsphere.local &k vCenter Single Sign-On & G4 LAt % B S 2 /s
o

QRAE SR T AR, 15PL administrator@mydomain S5E %,
3 SMElCE Ul

a fEEICEHH, ERRGEE.

b FREAER, RlEE.
4 FRRARHR TR
5 T BUE SR TN 4R .

FIREAEIN MRENA RE A BB E SRR T
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6 S

B ik

£ E SR FTHER A

BB R TEBEM 2 Bl SV IO SO kA

TR S TR R T R WU 2 RN S A B R B T TIRE

FRSE L e P SRS IO T L. SN O, A BLA U MR B/ o
7 REREE

4%%8 vCenter Single Sign-On $ A% EE

vCenter Single Sign-On 4RI 1T LIS E A2 WUBME, AP s Mg o4, AnT DAGwiH 4 s LA
TRA RS B 22 mI it

PR

1 {li]f] vSphere Client 5% vCenter Server.,

2y administrator@vsphere.local &k vCenter Single Sign-On & H B4 H AR G & ] P 44 s
i,

QR 22BN T AR, 5P administrator@ mydomain G155 55k
3 SmERCE Ul
a (EEIEH, WHERGEE,
b ERLERTE, PERE.
4 PR TR
5 HE-REII TSRS T4 N 14 o
RRETREN MRS A G 2SR R E R T
6 ISR S

IR #A

HFpha s vCenter Single Sign-On Fe¥F& i i 5 id il asil S AR 22 (DL
JeRARE) o AR K THREN, vCenter Single Sign-On K5 AT

ARSI AT LAS T S KRB B e REAT RS, B e b

BARLREIRTH AL 1T AT A MIZEIRE vSphere FREAIIRSS . (1 TZIRAMIOIE SR %

FRAHZ AT T B TIRSS . s RERE DelegateTo B4y, DelegateTo {1
SEMRERTT S TR R TT S¢S 5T o B R E M AR AN AT A & S
MR EL
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HET Eiyuy

FAES RS K A A TR E A AR A R0 & A B O BE S I . FE 2 AR B A AT I B g
PER T FPE & AL L AR IO B S S5 o M e e A s A A
TR B AR A2 A R A JE U

BEHRTAE A R K A T ST AT A RIAR T A R P RN 22 2T E R S SeAIE . BT 2 S T T
Ziko % 0 AT ARG IR AT B A O Z AR E s Hoth oo, 124 v S T
ThRINERITZIRIT IO, 7F vSphere B35, vCenter Server AZiRAE T
BINZEIRI A R X e 4 R THR T E
AR P e AR 3 T A 2 R e N T3 & R A J 1

7 REREE
Ym%E Active Directory (&R Windows S#HIGIE) AR LT HAE A0

Active Directory Zfithit i 415 vCenter ServerSSO it 243 JF ). Active Directory JTI P IERIA
SERLT WA 30 K, {HSBrEs s WHGR T4 Active Directory £%i., vSphere Client 7] 43 11
MR AT DA S SR I A S DA AN R 2 bRt o

AR &M

5T SSH, DLt SSH &%) vCenter Server, 1i5Z IL{#i [T} vCenter Server Shell & vCenter
Server,

S8

1 DA EER GURARR H P BB 5% 2] vCenter Server shell,

BATHRAAE R B Ao BIAH FUE root,
2 CHHZFEMCK vSphere Clientwebclient . properties NAFTENII B o

cd /etc/vmware/vsphere-ui

3 SRR TTT webclient . properties N4,

4 gLl AR,
ss0.pending.password.expiration.notification.days = 30

5 @55l vSphere Client,

service-control --stop vsphere-ui

service-control --start vsphere-ui

18 vCenter Single Sign-On AR #1H

vCenter Single Sign-On & 51 1 RI LA vSphere Client 2 FE vsphere.local 8 -1 R4,

vSphere Client 23 il 71k vSphere J& (ERMENL R H vsphere.local) W T AIZEIOIE . (e AE
FEATLAANIN . Gt A T o I8 P DAES N4 4 BRAL AR DUFEA%
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N vCenter Single Sign-On A F

vSphere Client [ P21 AT A H P4 vCenter Single Sign-On NEE, J& T vsphere.local Ji, 4
A M vCenter Single Sign-On AR SR P In g% .

PR DAk BERAAB I 2 A st b T P M5 8., (AT vCenter Single Sign-On 5 LN T s N
F)H A

TR

1 {#i/{] vSphere Client &5 vCenter Server.,

2 iy administrator@vsphere.local &k vCenter Single Sign-On &8 12 ML D e ] 44 s
o

WERAEZBEMNHRE T AFIIE,  151A administrator@ mydomain S5,
3 Si# vCenter Single Sign-On /M Ul
a [EEICEHH, ERRGEHE.
b 7r Single Sign On F, M/ f04,
4 kit vsphere.local A& i BEmIIs, AN PRSP,
AR T s I A s
5 {ERPEDR b, bERm.
6 HIHH M P2,
MP#ikZ a8 300 MR
SRS, BRI & BIIAITT & R G R SRS K

7 AT RN ARG

8 (ML) R NILH A LT A RS i o
9 LM,

&R

DIPTSR E R

BESH

Bz gsnE] vsphere.local I — 41, BIATRT DA EE VMCA [ 4L (CAAdmins) sk A DU EE
vCenter Single Sign-On [ 40 (BFFEGYD) . 152 WA vCenter Single Sign-On A AL DA

1= A Fni&iE vCenter Single Sign-On B A

=] vCenter Single Sign-On HJ K 5, BRIAFEEE DUEGEIZIK ™, 50 o852 vCenter
Single Sign-On JIk55a%. r PAMNILHI—4~ vCenter Single Sign-On 5 F B A5 FHAIBGE I o

1= MR Pk =78 vCenter Single Sign-On RZeH bR AT, (2 I PCTEEFEIRSSs EESREGA TR
PEo HAEEL VAU L I LA vCenter Server 19 FH FFI£R DT 452 PRI S

VMware, Inc. 126



vSphere H356GIE

ARG
BALE vCenter Single Sign-On 521 G141 Ak DA RE(5 TGS vCenter Single Sign-On T,

TR
1 {#i/f] vSphere Client &% vCenter Server.,

2 iy administrator@vsphere.local & vCenter Single Sign-On &8 B2 ARG D e T 44 s
i,

INFAE LN F5E T ARG, 15VA administrator@ mydomain S sx
3 Fii% vCenter Single Sign-On /Ml UL,
a {EETCEHNH, SRRFEE,
b 7f Single Sign On |, ¥4,
4 PEHP4, RilEZ, REREEH.
5 HERE.
6 EKEEE, GRS, BEEM, RRRERE.

MB& vCenter Single Sign-On A A
ALAM vCenter Single Sign-On ZEE A HIHER vsphere.local [T )7, JCikM vCenter Single Sign-
On 5 F AR AR E 2 g0 ek HeAbskrb i FH

RIS T vsphere.local ST GUH Y, PS5 vCenter Single Sign-On, 15 E
WA vCenter Server M IL4AM
SB
1 ffif] vSphere Client &35 vCenter Server,

2y administrator@vsphere.local &k vCenter Single Sign-On 5F B4R s H 24 fss
i

INGAE LN F5E T AR, 151 administrator@ mydomain S5k o
3 $iiu# vCenter Single Sign-On F/ AL UL,

a (EEICEHH, BRRGEHE,

b 7F Single Sign On [, M PFI4.,
4 GEPERP. SRR MRS vsphere.local i,
5 fEHIFAIERT, REMERI .

6 kR
VR EH TR SR E . BICEE UM IR E
7 LR,
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Yw%8 vCenter Single Sign-On B

#AT LM vCenter Single Sign-On £ FALUAT 4 vCenter Single Sign-On JT s ak HAB R4 (5 ..
JCikAE vsphere.local I Fiay 2 1 )7 X EIAE Jcik Hdn 24 administrator@vsphere.local,

ALY administrator@vsphere.local AR FEALGT AT F o
vCenter Single Sign-On HJ {#i&7F vCenter Single Sign-On vsphere.local 11,

1] )\ vCenter Single Sign-On H1#7% vSphere Client %545 5%% . MWEER A DL
administrator@vsphere.local F355%, RIGERFECE > 2K P > FHDRE .

P52 43 vCenter Single Sign-On A5
HB
1 fififf] vSphere Client #5% vCenter Server,

2 Jy administrator@vsphere.local Bk vCenter Single Sign-On & A LAt R B8 J 2 A5
o

QARAE LR T A, 150 administrator@ mydomain S e % .
3 5% vCenter Single Sign-On F i Ul
a fEETEERH, RERAGEHE.
b 1t Single SignOn T, ¥4,
4 BRI
5 EEH RS .
6 i s,
ARSI P 44
W IATBRF 5 AN AR 2K
7 R

#fn vCenter Single Sign-On £H

PRGN, vCenter Single Sign-On [ < il s Al vsphere.local HI4H, QIRFEE LR DY
RO OIEEARS, WA N,

fEJCik I vCenter Single Sign-On [NEALEDI-REEAHA IR LRI, 41 Active Directory Ji,
WA ABFRRIEZRINE] vCenter Single Sign-On,  TIGIEZH AT P AT LSS #4320 22 A b ik
g

1 f#H] vSphere Client %% vCenter Server,

2 Jy administrator@vsphere.local &k vCenter Single Sign-On 475 GA2H [ H A s BiFE & T 1 44 R
i,

WORATE LB T ANFIIE, 151L administrator@ mydomain S5 %55
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3 Sli%] vCenter Single Sign-On JII PR E U,
a fEEFCEHH, SRRRGEE.
b {r Single Sign On |, i FPf04d.
4 PR, RJEHSEERIN.
5 My NHMBIRINER
HEaWrm 2 05 300 N G, RKAREESE AR,
6 MENIIE G MRS, et S ZN IR A R AR IRTR

WARBCE TAMB SRy (a1 AD FS) , MR AAEERIIR B M3 b e iz S e U i
8

7 NI,

8 EFEHISL.
AT INZA 5
HEENIN.

©

m

ol 3
152 LA vCenter Single Sign-On 417N 5.

[@ vCenter Single Sign-On AN 5

vCenter Single Sign-On 1M1 DA DUE K H— Mk 2 PRl e it 4l e 2L vSphere
Client FHEZR VTR Do

HIARE R, W20 VMware FIHESCEE, Wik http://kb.vmware.com/kb/2095342,

1F Web FUHEMALT £ FAHIR415E vsphere.local 38— %5 . 1520 vCenter Single Sign-On J#
SSEZES

1 f#i}{] vSphere Client %% vCenter Server,

2 Jy administrator@vsphere.local &k vCenter Single Sign-On & G4 At % B @ T 4 /s
i,

WIRAE 2R R T ANFIIIE, 5P administrator@ mydomain S35 5
3 Sl vCenter Single Sign-On JIIFRECE UL,

a fEEICEHH, ERRGEE.

b 7 Single Sign On F, Hi:H P4,
4 G, KRR (Blan BRSO .
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5 MEBIBLR MR, g8 SRR 4R A ARIbR IR

WERBCE TAMB SRRy (a1 AD FS) , MIATAEBRIIE B M3 iz S e Ui
S8

6 MR,

7 PO
AT INZ 0L

8 ML

M vCenter Single Sign-On A KK R

A PLa 1] vSphere Client M vCenter Single Sign-On 4HFE L 0o MALHRZIG IR 0 (T Pk
4D FABEZA MR G R

iz

1 {li[f] vSphere Client &% vCenter Server.,

2y administrator@vsphere.local &k vCenter Single Sign-On & b 2H 1 HAb AL D3R 2 H ) 4 s
i

AR 22BN T AR, 15PA administrator@ mydomain S5k
3 9ii# vCenter Single Sign-On /AL UL,
a EFEICEHH, ERERGEE.
b 7E Single Sign On I, ik FFI4.
4 P, KRG
5 FEHMRASIER, SRREREERIO T A, SRS R T A S R
6

L RBRRA B o
7 LEEEER.
HR

PRI RER, (B RGP RT

B4 vCenter Single Sign-On %]

KAt CERIA A vsphere.local) HIH A H[ DL vSphere Client TR vCenter Single Sign-On 2545,
MBI A F 7 B O R B N ARG N 3 R

vCenter Single Sign-On £ 5l A LA E 2 iy i 23], ZRIMESL T, vCenter Single Sign-On #4i
1F 90 KJgntil, [HAEHE B (41 administrator@vsphere.local [H2545) A~k I, 320 EE 2
I, vCenter Single Sign-On FEEFUAPEL s #4s

AR I A RE S R
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WURAS I, AT EE B (BRILCH administrator@vsphere.local) DA ] dir-cl1i
password reset M E M, HA vCenter Single Sign-On TR 5140 1A BiA BE R B 250
TR

1 fififf] vSphere Client £5% vCenter Server,

2y administrator@vsphere.local &k vCenter Single Sign-On &5 At R B8 F 2 /s
o

QRAE 2B T AR, 15PL administrator@mydomain S5E %,
3 AR SRS, R P A A MR, RS B R
4 ENHHTERD,
5 HINFTEITHIA,

LR F 5 R TR
6 bk

ui#, AP Single Sign On > FAFNA, HbEHI, SAE HtigmiE.

TH#EHEM vSphere H4I81E &N

{r vSphere 7.0 XHERARHT, ANBA TR PGS 2 vCenter Server [Tt SR UE T 1. B59R
AL A ] Windows 21 S SIE (SSPI). fHIRTRE R (R UPN [ 5Kk CAC) oi#nt
1] RSA SecurlD A MUR AT S5k

WEZE SRR X

IBORFH S S R IR A i 5 75 OB 22 S Sk a7

SN S IR RS
AN ST PG, R LU AN SR B AR 7 S R SIS, B2 R 0%
1k,

R B EE
R R SIS ST E R T AL LN TR ES R F b T s IR Blan, s Us A
(Common Access Card, CAC) S5k,
EHR SR DA PRI, HRRE-RUE O T CA BV IIME—% P uE 45, T8, (O i ft
BReRuETs . HPERE—MET, AR RGSTE A PIN. HA RN BAYEE-R DA S UEFSVCELY
PIN I A RRE %o

RSA SecurlD BH5EEIE

X RSA SecurlD F455GAIE, AHOEREATFE IERIEL ¥ 10 RSA Authentication Manager, 415
vCenter Server UV E N FEIT] RSA IRSS#E, FE AR T EGE RSA SecurlD Sngeit, I mf DL
o H RS R TR S,
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HAEAE R, 1ES P X RSA SecurlD # 5 1Y vSphere 14051,

7 vCenter Single Sign-On {7 54N SecurlD, A% H: RADIUS S ¥T .

F5E vCenter Server FEEIAF R IGIE %

B vSphere Client i@ 5 i [T sso-config B & AL B RIE 57

n TEBE R SR, PIM vSphere Client i {#i F] sso-config #{T vCenter Single Sign-
On #'f . W R UGS R BE R S 036 b AIme Bk i o R o

m AT RSA SecurlD, f#H] sso-config JHIA NI E RSA Authentication Manager, )5 H RSA
ARy EIE . oM vSphere Client fil i RSA SecurlD S5, Hi2, W] RSA
SecurlD, 1ZEHBIGUET 24 2o~ 7E vSphere Client Hi,

Z&EREM vCenter Server B I8E 7%
TP sso-config 2 AlEaE e AR S5 UeuE 5k . A MRSR 22 By 3 uk ki, deik P&
B B A SO UE AL TR FARAS: M52 )e, AU H—M S h5e it ik,

BRFHMRIEER

PR, ST T B R RO RE RN EhRE

E 1F vSphere 7.0 Update 2 K S, RILALE vCenter Server FJAH FIPS, 52 I (vSphere

LAVEY SR, AT FIPS &, ANScH: RSA SecurelD A1 CAC S IF, i TIANE SRR B A b T

MFA BHMSIIF, 155 00 vCenter Server MR FL TS o

ARG e R R vCenter Server A B BRI PIN [OALA T S8 0E, a1 PRk,

1 PR RIENE B R ES T, e R e,

2 WA R P EE, RERE R P NIZUEBRY PING

3 vCenter Single Sign-On ¥ & GE R FAIUE B2 SA T HL. W4T T imaeds, i vCenter Single
Sign-On it S A U2 s m o

4 WALk vCenter Single Sign-On EATH A RS, WA mE S 5euE, v AT IZH FERGA
1THIESS

EOEESESN, EMRR AR T P 2R S I A TR RS A Z X . WRse)E, EHHAE
AL A S RO B e | gl . BAfS, vSphere Client (Y o vFE R &%, HAMNHHENAE
root FrALER B DR H P A T LG B 51 Bl vCenter Server SR EHIEE T A F1EAS B3 36

i{-“—EO
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BLEMERAEREFHMIIE

AP R B 24 FH P M vCenter Server 423 vSphere Client N 7Z 3588 S .

M E R B R SRS I R B S AR, SRS FE HI PR R e R SR S o ATDABEH sso-
config SNREFHHERE K A H%IE.

AL E R EAE E R E P imiE B

IR ERE R I UEZ BT, MAUE vCenter Server 24 1L AIAEL,

vSphere 6.5 M i oA T 2 B S ml A

PCEL B o 1 3128, 2 1 F BhdE T B AT T o

k

T4

FUEPIUE R (CA) UEBE 4] vCenter Server :%t.

s

7 vCenter Server 7.0 3Z£F HTTP/2 hill. Fraa A as N 2T (25 vSphere Client) #{iJf]
HTTP/2 ##:5] vCenter Server, {HE, AR SMIGUETREMH HTTP/1.1 Hhisle BSOS RHE R St ut
Bt HTTP/2 B N TR 2 (ALPN, https://tools.ietf.org/html/rfc7301) , MIFIARK
FEAE Y 2s fEH HTTP/2, X HTTP/2 1 AMichtt ALPN HON IR 4kar 1A
SE®
1 DL root I B3 55551475 vCenter Server shell,
2 GIEEV(E% ) CA f7iE.

A8 CA DI T & i BI rE U . A& P e & Re R Berh e R i &

P BN &%

PLUF w5 T el #e vCenter Server | G 51

AR —uE

cd /usr/lib/vmware-sso/

openssl x509 -inform PEM -in xyzCompanySmartCardSigningCA.cer > /usr/lib/vmware-sso/vmware-
sts/conf/clienttrustCA.pem

T ZAUE:
cd /usr/lib/vmware-sso/

openssl x509 -inform PEM -in xyzCompanySmartCardSigningCA.cer >> /usr/lib/vmware-sso/

vmware-sts/conf/clienttrustCA.pem

3 BUEESRIARERE X /ete/vmware-rhttpproxy/config.xml X4, SRIGTEgmfR#s 4T H

config.xml,
4 HE MR TG SRR RS

<http>
<maxConnections> 2048 </maxConnections>
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<requestClientCertificate>true</requestClientCertificate>
<clientCertificateMaxSize>4096</clientCertificateMaxSize>
<clientCAListFile>/usr/lib/vmware-sso/vmware-sts/conf/clienttrustCA.pem</clientCAListFile>
</http>

config.xml XAMUEHP—M R RPRFREBUETRE . kiRt s,
5 FE¥HEsh STS k%

service-control --restart sts

FHGSITEEERFEHEIE
AILAEH sso-config SRR WAy SATE R K S de . 2 HIRE LT 2R R BT 55
T PAEVL P2 %5 sso-config A

/opt/vmware/bin/sso-config.sh
R SR IS U SN R S A L IO RC ELAF# /- VMware Directory Service H1, HAt vCenter Single
Sign-On IR A vCenter Server S5 [ & i .

WSEH TR PR S geuE, AR R S e u R, W e R . BRSO T,
root EAFEL U AT A vCenter Server a4 T 4 A0S Syt o DA e RT3 = 2440
R S Y RIE o

sso-config.sh -set_authn policy -pwdAuthn true -t tenant name

QAR RN, 58T vsphere.local 1M 4848

R AR OCSP BH TR A, WM DUMREEAERBERUET AIA ¥ RS ERIERIN OCSP, ik i DA
BRI E I B — D AN OCSP MR 4. filan, L% e vCenter Single Sign-On 3k i A
OCSP mip#, HTACEE AT 1K

FOSRELE TR E X OCSP, MO CRL (UEBM4A5IE)

R EH
IR R R E T A AR (PKD), DLMAEB RSl N 2K,
n PRSI (UPN) 0N N k25 T2k (SAN) 574011 Active Directory I 7,

n  DAVEIEBK RN AREFANE” B Y REIINE" FROMRE “Fm S mEAE” . S es
KA DR uES

= Active Directory #riHJEZ INE] vCenter Single Sign-On,

m 4 vCenter Server &L B0/ lic4s Active Directory bl — ANk AN . SR, IXEE
A PATE TS, ROMATRT LAEA T S5 56uE, - H B A5 vCenter Server &2 GUFAAL,

n  RORE R SAAE IR S S I LR R AL
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$E

1 FREGEPIEEEEHIE] sso-config SRR v DLKIEN 1Sk
a  FfESHET SSH B REIRSEEIS .
b % Shell, @1 R,

shell
chsh -s "/bin/bash" root

c ] WinSCP s 2RISR B 1348 i3] vCenter Server /) /usr/1ib/vmware-sso/

vmware-sts/conf,
d ([ {5 Shell, 41 RAfR.

chsh -s "/bin/appliancesh" root
2 EEMERRSHEIE, HaliT Mt

sso-config.sh -set _authn policy -certAuthn true -cacerts

first trusted cert.cer,second trusted cert.cer -t tenant

Bian:

sso-config.sh -set authn policy -certAuthn true -cacerts MySmartCAl.cer,MySmartCA2.cer
vsphere.local

Hi

EHIZ SR MIET, (AAZAEE S R TINZs A%,
3 BHRIATA AL SRS 75, s T M.

(ke

>

sso-config.sh -set authn policy -pwdAuthn false -t vsphere.local
sso-config.sh -set authn policy -winAuthn false -t vsphere.local

sso-config.sh -set authn policy -securIDAuthn false -t vsphere.local
4 (") EEREEUEEI RS, wnsl T R ard .
sso-config.sh -set authn policy -certPolicies policies
LHE LM, W HIZ ST 0, BN

sso-config.sh -set authn policy -certPolicies
2.16.840.1.101.2.1.11.9,2.16.840.1.101.2.1.11.19

I S VFAIRRFR UL BIUE TSRS e i So VPRI XS 1D, X509 k45 ] BATUE Sk
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5 (Alge) JFHIFECE M ] OCSP dH THtHk A .
a JEH# OCSP FHTH M.

sso-config.sh -set _authn policy -t tenantName -useOcsp true

b WL AIA P REALEME OCSP MR A 4Elz, et OCSP i # URL Fil OCSP ik Al
FUFS

N vCenter Single Sign-On it SfdE T A OCSP, 4R PLH vCenter Single Sign-On
SSFRE 2 OCSP M #, DA se b T e o

sso-config.sh -t tenant -add _alt ocsp [-sitelID yourPSCClusterID] -ocspUrl http://

ocsp.xyz.com/ -ocspSigningCert yourOcspSigningCA.cer

E OB T, BCEER T 2407 vCenter Single Sign-On 5. {24 Ak vCenter Single
Sign-On i S AL AR OCSP Y, A HEFRE siteID 24U,

HE I N ERRB:

.sso-config.sh -t vsphere.local -add alt ocsp -ocspUrl http://
failover.ocsp.nsnO.rcvs.nit.disa.mil/ -ocspSigningCert ./
DOD_JITC EMAIL CA-29 0x01A5 DOD JITC ROOT CA 2.cer

Adding alternative OCSP responder for tenant :vsphere.local

OCSP responder is added successfully!

[

site:: 78564172-2508-4b3a-b903-23de29a2c342

[
OCSP url:: http://ocsp.nsn0.rcvs.nit.disa.mil/
OCSP signing CA cert: binary value]

OCSP url:: http://failover.ocsp.nsn0.rcvs.nit.disa.mil/
OCSP signing CA cert: binary value]

¢ HEURHFIEA OCSP N FZi%'E, HiafTibams .

sso-config.sh -t tenantName -get alt ocsp]

d EMERETIER OCSP MR & E, 5B T Mo

sso-config.sh -t tenantName -delete alt ocsp [-allSite] [-sitelID
pscSitelID for the configuration]

6 (i) ZAIHAECEEE, sl Fard.

sso-config.sh -get authn policy -t tenantName
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{£ 8 vSphere Client B2 &8+ H M IGIE
HILAM vSphere Client Ji HIFME IR BB S UE . A SCE AR DL A 3 B SRS
AR E SR RE R B T A SIS UE Ak, W A2 R AR B SR uE i TSR

GnARAE R T H PSR S I, HE AR SIS UE BRI, I P eE SR . FEIXRE LT,
root BEEE DIH T RI LA vCenter Server x24T H H I H AL S5 56 IE. DL N e S A0S H P 40
B SIS L

sso-config.sh -set authn policy -pwdAuthn true -t tenant name

BIR &M
U R R R E T AT (PKD), DLMUEFZ R L N EOK:
n JOPERSTR (UPN) IO BT AR 4K (SAN) 34411 Active Directory i)™

w  DIUENEBI CRTRF RS B “PREIINET FRARRE R ke . SIS
AU

m [ Active Directory briAiER 2] vCenter Single Sign-On.

» [ vCenter Server FEL LU (40 B4y Active Directory FriRliiif— ek 2 M. R, XS
A PATEFTSS, AT DA T S5 5euE, - H B4 vCenter Server &8 iR,

w  BAORE B SR AR FoET R S B L AL

1 SREGEPIHEIH G HIE] sso-config SCHIFEF AT DU IR Sk
a  HEPEEEAEMT] SSH &R vCenter Server 4545 .

b =/ Shell, @1 N,

shell
chsh -s "/bin/bash" root
csh -s "bin/appliance/sh" root

c fHH WinSCP sl 515 AR B uk 45 2 #%) vCenter Server |1 /usr/lib/vmware-sso/

vmware-sts/conf Hx,
d  (A[ge) RIS Shell, 4T MAR,

chsh -s "/bin/appliancesh" root

2 f#H] vSphere Client %% vCenter Server,

3/ administrator@vsphere.local ik vCenter Single Sign-On A5F B14H 1 HA A SR E T s
i

QARAE LR IE T AR, 50A administrator@ mydomain S35 5%
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7

8

SHEIRCE UL,

a  TEETUEHN, ERERAEE.

b FREERT, HEEE.

TES BRI RN, R REHEAE, A EgE.

Ve P MR S IGTEIT s, SRS AR

FIDAMGE BRI RE R S g0 UE, B A] DUFRS S BRI RE R S g0 ur LUK i1 Windows 2315 SH5iE

I MY Web A 5k 2 ] RSA SecurlD S5 EIF, (2, QR C @t a2 1TaM T RSA
SecurlD, IRAK HoRTE Web SHH

IR RS2 AR CA IETF .
TERABAER CAUEBETIR ~, Blain, A5,
MEAFAER) CA PTG UES, SRJE BTN,

BESER
(SO ERI T A BRI OCSP BT

L OCSP M) CA AERRERINE 4 CA, 1L OCSP %44 CA I 15,

REATAE 20k B 98> vCenter Server st i il ¥ — a2 A OCSP MR #Er] AR
CLI FEELX UL OCSP MR # o 155 WA I &4 T PR RE - it

BEEEFEREIEN BHEKEE
AP ESCIE B AT, JH R DA E vCenter Single Sign-On 5 3 i A5 uE B o= B A .

M # H vSphere Client sk A1l ] sso-config A, FILLHAEXATH. A B BT CA
FITSCREIIN A

VMware, Inc.

AR T E IR, 1) vCenter Single Sign-On Z&{T(i CRL i OCSP %%, vCenter Single
Sign-On AXHEMTUER I TS ET

AERCBOE A, M EBRT PKI#E,

X OCSP

R LUE CA ScFF OCSP IR £, NIEE OCSP I3 /1] CRL BN OCSP KMl
% CRL

WER L UE CA A3HFF OSCP, UGS CRL #2115 ] OSCP R,

OCSP #l1 CRL

QR EUE CA RN 574 OCSP Wi #41 CRL, ] vCenter Single Sign-On 4464 OCSP iRy %
AR R 2R A AR Ak Z AR [T, ) vCenter Single Sign-On $#625 CRL. XTI, it
% OCSP ¥Z 1l CRL A%, {2 /1] CRL fEJ OCSP HUMIRE It .
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w  IRCBEE MR, WS TR E A AR .
OCSP URL
ERINENL T, vCenter Single Sign-On o2 7E#J6 UEFOUE T3 E X1 OCSP M N H A B o anAiziuE
TAMEAE Authority Information Access 47 Ak g A AZY e &, WA LA A
o
fEFUE R CRL
ERINESU R, vCenter Single Sign-On R A AE P EGIFAIUE T FR e S CRL AU L o anfil 45 i b
CRL 73k il Rl 5 B BRI, w5 {52 e It
CRL i
QRS FEE FUEH) CRL JF HEEHRE CRL Ir{EMINi e (SCAFE HTTP URL) |, NIt E M.
A DL A IIE S s Sk gk — PR vCenter Single Sign-On 222 1UE
AR &M
BURE TP R TR T A FIEER S (PKI), DAMUE 252 DL R 3K
w JHPERAR (UPN) AU BT E e T2 (SAN) §7 #4111 Active Directory ik,

w  DAVENERIN TR B “PREIINET FRORRE R S RE” . IR
KA ks,

m  IGUF vCenter Server WE e SR P TAER G, S0, WA S5 IIE.
m [ Active Directory #riFEZSINE] vCenter Single Sign-On.

n f§ vCenter Server FEHL L1100 !4y Active Directory iRl —A k2 /M. SR, XS
THATE LSS, AT AT S5 560E, - H HAT vCenter Server 45 FE BiFRAL,

1 f#H] vSphere Client %% vCenter Server,

2 j administrator@vsphere.local ik vCenter Single Sign-On 5 H 141 1 HA RS GE & ] s
i

AURAT ZERENHRE T AFIIIE, 15LL administrator@ mydomain S5
3 SEIRCE Ul
a fEEICEHD, ERERGEE.
b ERGERF, RLEE.
4 (EBEREREF LR T, R RAHEIE.
5 AUEBRA, AR gRE DA AT T A A
6 WIRUE NS A ARG H S A0, WA DAAERE B SRM s rh ISR

VMware, Inc. 139



vSphere H356GIE

% E RSA SecurlD S#HIEIE
AP A o SR T P T RSA SecurlD S a5, (UK M2 1TiET SecurlD %,
HRVEE A, S PAE% RSA SecurlD B 1Y vSphere 1205,

IE RSA Authentication Manager ZOR ] 1D Jfiliff] 1 2 255 /> ASCII FAFAUME—FRIATT . ATVl
HMPANFRE: 55 &), ASS (%) KT5 (). /M5 (< FERSS (0.

AR &M
n  UFAIIAEE S B IEHARC ETY RSA Authentication Manager, DAMJTI PR B RSA A, &=

Bz

1

3 RSA Authentication Manager iR7x 8.0 ak B =i,

1F RSA Manager fifi HIUFRIFIFE T L INE] vCenter Single Sign-On. 152 WA ek 4
vCenter Single Sign-On FriHJ

Y51E RSA Authentication Manager Z4u 15 1] LA vCenter Server F:41#4, LM vCenter
Server A4 2 LAENT RSA Authentication Manager EH144.

e SR > S UEARIE > ARECE S, M RSA Manager i sdconf.rec 3. HH K
sdconf.rec X, 1HBELEAA AM Config.zip M.

B sdconf.rec XA E 2] vCenter Server Y.

R sso-config BIARTZER H .

/opt/vmware/bin
LI RSA SecurlD BHA5IE, WHIETLA M.
sso-config.sh -t tenantName -set authn policy -securIDAuthn true
tenantName &= vCenter Single Sign-On I &k, RGN Tl vsphere.local,
(Ae)  BMEHIM BRI UE ik, s TRA Pando

sso-config.sh -set authn policy -pwdAuthn false -winAuthn false -certAuthn false -t

vsphere.local

L PRGBS RORLP ] RSA ik, 1Hisf TEL Mo

sso-config.sh -set rsa site [-t tenantName] [-sitelID Location] [-agentName Name] [-
sdConfFile Path]

lan:

sso-config.sh -set rsa site -agentName SSO RSA AUTHSDK AGENT -sdConfFile /tmp/sdconf.rec
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FIUATERE LA P Tl

T ik

sitelD % Platform Services Controller U445 1D, Platform Services Controller 37 45
Ak R/~ RSA Authentication Manager SZBIskfERE. an AR T 1%
Weli, M) RSA Ft & T4 10 Platform Services Controller #i%i &, AV 4 MIREF

SN A T,

agentName {E RSA Authentication Manager H1i& X,

sdConfFile M\ RSA Manager N1 sdconf.rec XEMIEIA, HH{ufh RSA Manager I
IP HbhESEAL A5 R

5 (M) ZERAHPECE SO ARBRONME, s T Fard o

sso-config.sh -set rsa config [-t tenantName] [-logLevel Level] [-logFileSize Size] [-
maxLogFileCount Count] [-connTimeOut Seconds] [-readTimeOut Seconds] [-encAlgList
Algl,Alg2,...]

HHOU N, BRIAEE AR, Bl
sso-config.sh -set rsa config -t vsphere.local -logLevel DEBUG

6 (k) QUERARIRIEAK - AR AIER T 1D, MIEEPRIRIRT userID wPE,  (NECREET
LDAP [ Active Directory briHiR, )

userID EYEREWS LDAP J&EM: JH/E RSA userID.

sso-config.sh -set rsa userid attr map [-t tenantName] [-idsName Name] [-ldapAttr
AttrName] [-sitelID Location]
Bign:

sso-config.sh -set rsa userid attr map -t vsphere.local -idsName ssolabs.com -ldapAttr

userPrincipalName

—

7 EUURMENE, s T Mg,

sso-config.sh -t tenantName -get_rsa_config

ER

RS T R SR S S UE T T RSA SRIE, R AAUE L P 47T RSA SRR
JoE M I R R R e TR

I #4855 userID@domainName ¥, userID@domain upn_suffix.
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H1IE vSphere Client EXTTHHERHE

ALAGIEEAT vSphere Client B35 U E R4 ..
BT ETHE . ST WIEESIMNS o IEAh, BT LUK UG B SORAE 6 5 2 BT B o

&18 vSphere Client ZERTIHMERHEHE

AILAAE vSphere Client &5 UL FHER AR IM L. i8] DARCES FE SCESRIH L, et - ) s e A
G
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o

UARAF 2R TAFRIE, 15PL administrator@ mydomain St 5%
3 SRR UL

a fEEIRE, RERAEH,

b {rEEERT, nhRE.
4 PEBFMEET R,
5 AR E SRR

BEI g

BRBRMHE TR RERMEUR ESRIHE e BRAFTITHITIE, d M ok b T
e

BRHE THEMPREL BT, Y ‘R SRS, BRMEAN T agree to
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IR S BAE, TR2HK 275 Login message, PITE RN E.

“FE” S T “FIR” BRMEDVEORI R SR A il S, ] DL s AN S AE
HE.
BRHENHARE PSR B M BN G BINIHE, B0, SR SOR . A E M SORRE R

NS5 L
6 R,
vCenter Single Sign-On &M REME

4G vCenter Single Sign-On 24 VE L FEMHTEVAR 7 vSphere B,

vSphere BRI UERLAIZEAL i BE5R vSphere ERIRI L4 VE . SEIRZIE MGG, 1 fiixLe
vCenter Single Sign-On ik,
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Unexpected status code: 404. SSO
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BRI B SR BRIAF R

Ffi ] Active Directory MRA-FIBC H AL Windows SR UEFRRYE, 1520 VMware HITHZECF,
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/bin/service-control --restart --all
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