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IPv4 esxcli network ip interface ipv4 set -1 vmknic -t static
-g IPv4 gateway -1 IPv4 address -N mask

IPV6 EEHE S5k DHCPV6 sk e & 4, ARG BEIKE 1Pv6 vmknic (5%,

esxcli network ip interface ipvé6 set -i vmknic -d off -r
off

LIRS 1PVE Hih]:

esxcli network ip interface ipvé6 address add -i vmknic -I
IPv6 address

B IPV6 vmknic G

esxcli network ip interface ipvé6 set -i vmknic -g IPvé
gateway

Horf vmknic /&= VMkernel i&GBCZRI 44Tk, gateway SEMSE) 1P Hbkik, /P address 7 VMkernel i
BLEsI bl mask S 28D

E F esxcli s S BLE resolv.conf 34
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PRSI S, AURATR T, e HIBRIA DN 2 MR 5451
-s|--server=<str>
TERINE] DNS 5581 1H DNS IRS5H560 IPV4 5 IPV6 it
?I [lisin 12 le‘ ﬁf o
For example: esxcli network ip dns server add -N vmotion
—S XX.XX.XX.XX
0 DNS & FHU SIS INEIE ESXi ML 2T AL A4 I S Z2 003k 51 55

esxcli network ip dns search add
Ll

-d|--domain=<str>
BN IR I8 R I AR AR
?I JHSDD 54 jjﬁ‘ﬁup Jo

-N|--netstack=<str>
PREIERR S, AnSAARE, W TIBRIA MR AR 5451
k% DNS k%S MIT I ESXi U DNS kg5 25k DNS R$s#%

esxcli network ip dns server removeIP address

-N|--netstack=<str>

PAZEHER S . UARASEE, W PR IA RS SR 5451

-s|--server=<str>
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esxcli network ip dns server list
Lt iali
-N|--netstack=<str>

PAZEHER S IARAIERE, W BRI P Es e 5451
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i
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53 ZHIH 1P Hbhk X ILSC DNS 455, a1 TRA Mo
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T4, comment 275 5k & BI—1T .

EHEEEH _ER TCP/IP HikEl B
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WER ML FARCE FE S TCP/IP HEdk, A FAL EIERIAMERL . vMotion HERATE 7 TCP/IP HE
“E
YE3E TCP/IP HERLHIAROC DNS R iiFAn{s BB nAE “TCP/IP HERL” & Ry R LAEAE 1Pv4 FiTIPV6
% PR AR DL BHERRIY DNS I Ffd
HAUEEHLE ST IPve WA REEE] IPV6 s rhiFk .

TR R B A ) S AR e v I R R 15
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EES =

Bz

1 1¥ vSphere Client #1, Sl £,
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RERT LA esxcli a3 R P25 AT ECN AR
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1 ZEEHLERY ESXi Shell H1, {#IDL R4,

esxcli network ip netstack set -N <NetStack-Name> --ecn=<str>
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AT ) LAG o B T3 nb R BRI ) THREFEE U R 3R T o B, A RmER S #bLAE LACP di
B E P R 2 SR AN, Wi Z PR ARG AP MBI R e 82 5] LAG,
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AR B8, A EMIERAZ AL B —AN AT N T LACP S 1ii# i . Distributed
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VMkernel HEXX A vimkernel . log 5 LA MT I RCA REUALT VF IO E.:

VMKPCIPassthru:2565: BDF = vf name intrType = 4 numVectors: 3
WARNING:IntrVector:233: Out of interrupt vectors
RE

A BCR HR I GRS ESXE AL EROYEE CPU o igin, —/NHAT 324 CPU 1Y ESXi FAIAL1HA]
fefit 4096 it . FHLSIT, ZEAL R friiEbles . PR AIE AL AT USB 426l 30)
R FHix 4096 ANA A A L ARIX SR & TR A R A I 1024 4>, NFTRESCHIR S VF 4L

B2,

IR HEh & PAURIER S VE IXEIE I, Rk d HIdlr &t dnRAa i se 28ost i il
k% PHURIE AR GoR BANCH, A HBUEMT IR E .

HRT, w3 RN AT DA E EALE C o R En] IR R SR ot IR+ U R AC
LS
o ETITRRUNRIL, iR DS BRI VF 2R .

Blan, AT SR-10V ML il MU ERZ ) vSphere FrifEAZ bk vSphere Distributed
Switch [P o

ERW TR EERNFIGID

vSphere 6.5 K B EIHUAS S H5 1 AT HEREDY, RDMA(PVRDMAY 24 i S (I FEADATL = Ik T3 A s
INAZ15 7] (RDMA) Sl 13,

RDMA #Eis

RDMA f¥FM—& TSN S —E 5NN B NAT G R], A M E 2 %8k CPU. NAFIIME
FEIE % 7 RDMA B9 LI E S AL 2 (Host Channel Adapter, HCA). PVRDMA 4% fit 88 7E R iU ER
B AR N Ao

1£ vSphere H{Ef RDMA

1F vSphere 1, JEIHLATLAEH] PVRDMA W2E s 5 HAL 4 PVRDMA &2 BN TIES . 1E
UM 45 []— vSphere Distributed Switch,

PVRDMA %28 F Bl A E A L [R5 75 7 TR ESXi FAL RIS TRYSEINL Cit RS HA
Pyl RDMA %85) » PINHEUWL R R e — M E ). XAMESL N AR RDMA BEfT,

SR ESXi ML B THERHL (LAEYPE RDMA #82) , PP RDMA ¥ # AF1E Distributed
Switch FI FAT5E . FEXFME T, P ERNLZ B PVRDMA M5 HREYEE RDMA #%5.
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(i, HIEREREE.

PVRDMA %
vSphere 6.5 N S A A A FE R B IR S2FF PVRDMA
YTEHOOLE
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X F— ESXi AL E I RERPIE AL IR T TCP IRk
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RESLL m RN 13 B RO

HPHRE RS B Linux (64 f)

LR AU HCA 25 5 ESXi AR E, HE M (VMware JREMEERH) .
AR H PVRDMA S HIERAC A SR SIRE, TWIAET AT RE S HBLEAM T

3 PVRDMA 5 & ZFE )2 H

1t vSphere 7.0 ZHiHIMAH, PVRDMA 25 AR EALUE 2 IR IRFRIARE, AR UEAE (]
vMotion LA — IR EHURSS 23 F8 2 5 — DMERENUIR S el R IRER, T DA ARG 2
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PVRDMA fx 423 Al e v 2 RN, iz Am il o id, B X S i T4 . /- RDMA
W POV BRI T — A FREIbRAR 22, X FEAE T RN LR FT DALE IR — VSR N e B RiR
P, AL SHAM R Erhoe, BB T vMotion 2 J&, P EFRIAI AT B, PR
T TRE I B S AR R g

TEREAIN U RRAN 17 8k SRRy vSphere 7.0 R E A |, 2 HEhEH PVRDMA 4250, JRJE
AR PVRDMA iy 425 0] BT fR AN FE PR OREAE L5 PVRDMA fr 2231, 155
RDMA IR 5 SR
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H ESXi EHBEE PVRDMA
Bl ESXi AL VMkernel & it #5 AP AR5 DL SZEY, PVRDMA 15 o
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N ESXi FH1HE PVRDMA 20K, 152, PVRDMA S5,
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AR &M
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w  WARERIWLEE A REAURE LA 13 R T AR

w  WHANE PHUWRERSY Linux 64 0784 TR
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a PRI SRk R, BRI AL, NS SR LR R
b HEREAL RS MIIRA SRR
FKPIREAUA LR o
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PVRDMA J5U 3 i VR 5 G s L

M vSphere 7.0 Update 1 M S A6,  REAUM LA 18 M S ik K32 FF PVRDMA A i, 32
] PVRDMA GBS, 2A20RH PYRDMA 425 0] BT gl £ SRS RE e i L s
PVRDMA #4251/, 2 BIBEN SR,

LA vSphere Client Ft & Az i, B ATPAGRHEERIALN VMX SCP. WA B EGa5 VMX SO,
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Jfl vSphere Client fic & i A= i
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73
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a AR wnEEsdETL Sk SRR B AL
b HHEMPLE .

LR RN, AR E .

B RN

ETIN=18
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FER RIS TFRAER, R ERIAT DA N S 8O
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25| x /& PVRDMA &R #5021 AT 0ME . Blan, QiR 2s Az ) PVRDMA &R b
R “PILRIERLRE 27, WZESI 1,

BEMVEEZNEHR PVRDMA RHERK

TR RSN LA 4 ] PVRDMA S, e R rh Rt s v

1t vSphere 8.0 M S IA s TIWREUALA LA ] PVRDMA b, b iian] gt m gL
1217 RDMA TAEA st AER . H RS, PIReAE AR &SR] CPU f I, fiiH]
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1 f£ vSphere Client HR 2L
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7 WIAZE vrdma.asyncMode, JEHMEIEZE N TRUE.

B&IKN RDMA BIMLEEKR

FA PR RDMA FTHACRAE AR R 25 SEBRAER . it R RDMA 15 . ROCE T3l ¥
LRSS 2 2Rk FIRAE S 2 JERIEE 3 )2 oG s B R Lk,
&K RDMA (RDMA over Converged Ethernet, ROCE) f&— & 1%, i [T] RDMA g4 2

IR FTRE R U BRI 2% . RoCE P UALE AL IR S BRI A&k, s R 3= Al
CPUO

ROCE i HMARAS, ROCE VI FEFEFEMES S (55 2 J2) izfT. ROCE v2 £ Internet (&% )2 (55 3
2) izfT. ROCE V1 il ROCE v2 #FE il & . ROCE v1 F53EE8 2 el 4%, 1ff RoCE v2
BORONEE 2 JIEFISE 3 EHIAC B ORI

2 ZELmm%

RIS 2 ECHOAEE, Eainegistling . rl DA e 25 1 s F 4 e s ol (ol Bl o O i
4 (Data Center Bridging, DCB) ‘& X Mt dc A ini w416 (Priority Flow Control, PFC) TMY S i /a8
fil, PFC 256 2 EMhil, ] 802.1Q VLAN Arid RS 2R 7 BOA B S M I e . BaiiiE &4k
RN ENE R AT B B . XA, B H— DM RN R RoCE It AT HiH
ROGGRBEER R, WS e, rRsSem 2 A M . BEREARR R, AERAT
PFC {5441 VLAN Hi{ii [T} RoCE.

% 3 ELmM %

ROCE v2 ELRTEES 3 st I B il e . 2528 3 ER AR silse 2 2 PRC et e gt
oy, PTRISES s AN A L, SRRSO BRI e e s B RIS 3 RN 25 IR S5 AR A 5
(Differentiated Serviced Code Point, DSCP) QoS # . &l RDMA £z tubric 145 3 /= DSCP,
5 2 eI L (Priority Code Point, PCP) Bk[FIIFric [ixX — 4 . BB thasrh3e iU Je
58, M DSCP & PCP, Wil PCP, HHtidin4 VLAN Frid, FLEE s filbric iy
PCP W HEE R B N — W4 . AR Edis ubrid ;- DSCP, NIk Hi#f A fREF DSCP fiAAE

5 RoCE v1 —F¥, RoCE v2 WIEJA ] T PFC 54t VLAN |isfT,
T R EAE RoCE W FAdiF RDMA, Y148 ix s+,
BN R E B EAS R, 1S RN &S B A WA LN 7 1 B T SRS o

LB E B RNTFIE MK &R s

AIPATE ESXi FHL F 2R FLEE N A7 1517 (RDMA) MIZEIERC AT . 225605, nI LA vSphere Client &%
RDMA i&fic s M AN R g ficss, Hid B3 VMkernel 455E .

RDMA 1M —& TAUNAT 25— 8 IV ER A U5, AR MR fER SR CPU. xRl
FEARAEIS AT CPU S Py SE RS2 TH AN EALIERE o
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AR

1 ESXi =W 2883 RDMA 1Uiific#s . W, Mellanox Technologies MT27700 Family
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BE X RDMA KM & EHL 25

ESXi SeFiii Tl %3 RDMA M2 Sl eS8 ESXi LML F2eE 2kiEfid s s, vSphere Client ¥ 5 ox
I — RDMA iﬁﬁﬂ%ﬁu—ﬁ\%ﬁl—l%@ﬁb
Al LI#E ] vSphere Client 2575 RDMA it HAR R A 25 i B 7
BB &
fE ESXi FH 225 H RDMA (iR Zs (HHESZ 4 RDMA (RoCE v2)) . fiild1, Mellanox
Technologies MT27700 Family ConnectX-4,
SB
1 fEESXi FHLE, 205 F RDMA 10iffidss (HILS7 4+ RDMA (RoCE v2))
THUE A B s , J1H vSphere Client 3B RN — RDMA & EsFT— MR
St il Ay

2 SEIFEAL
3 EMZ I, i RDMA &ftas.

TEM R, RDMA GRS R RN vmrdma 0, BEXT_FATHEEE A 2K MR 41 2Rl vmnicl

PP X 25 i B e

& 10-2. 7£ vSphere FREHRE) ESXi TH LR RDMA EFELEE,

& 10 33 74105 ACTIONS v
Summary Monitor  Configure  Permissions  VMs Resource Pools Datastores Networks Updates
~ Storage - RDMA adapters
Storage Adapters
Sterage Devices Name Driver v State v Paired Uplink oy
Host Cache Configur
Protocol Endpoints
I/Q Filters vmrdmaO nmix5_rdma Active wvmnicl

Virtual Flash Resour ...
w Networking
. - RDMA Device: vmrdmaO
Virtual switches

VMkernel adapters

Properties Vmkernel adapters binding
Physical adapters —
RDMA adapters Description  MT27700 Family [ConnectX-4]
TCP/IP configuration r_"TL' 1024

Speed 56 Gbit/s

w Virtual Machines
VM Startup/Shutdo.. «

4  BEGURERCARRA, HASIER R ROMA ey, ARG b B R,
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BB IR EERTF 0 MK &AL ET
N PR R FLE AT U5 10] (RDMA) SRS H S B VMkernel 455E .

SB

1 fF ESXi AL 235003+ RDMA [IE R #S A S7 FF RDMA (RoCE v2),
THUE A B S , JFH vSphere Client ¥ BN —4 RDMA &AL #S Fl—M2EE o]
o S [uerd

2 {E vSphere Client i1, A ENIC A RDMA iififid st
a  SmiEFEN.
b FRHEELE R,
c iR T, ik RDMA &R

R, RDMA ERCRSAEA A R virdma 0., BERT FATHERR A 28 I 201 ool
vmnicl YIS Al o

& 10 33 74 10% ACTIONS v
Summary Monitor  Configure  Permissions  VMs Resource Pools Datastores Networks Updates
¥ Storage - RDMA adapters

Storage Adapters

Storage Devices

Name A4 Driver T State T Paired Uplink T
Host Cache Configur
Protocol Endpoints
I/O Filters vmrdma0 nmix5_rdma Active wmnicl

Virtual Flash Resour
+ Networking
RDMA Device: vimrdmaO
Virtual switches

VMkernel adapters

Properties Vmkernel adapters binding
Physical adapters —
RDMA adapters Description  MT27700 Family [ConnectX-4]
TCPR/IP configuration MTL 1024

Speed 56 Gbit/s

w \irtual Machines

VM Startup/Shutdo...

d I UNERCARIIA, MR PP RDMA @Efidss, R HRd Bk,
3 & RDMA Efit#sfid & VMkernel 455E .

et E R, AR vSphere FRfERc#id15k vSphere Distributed Switch, LN S5 bR RS HAL
YE N7~

a Gl vSphere FRiEAZHAL, FEE LIS INENZAS Bt L
T HPRERS RDMA EECHS N N OPIEE S5 S il sy o FEIERBI, 28 vmnicl ERCAS
HROEZHARIE R, 152 WAl vSphere Frif Az itk 614 vSphere Distributed Switch,

b ¥ VMkernel iRl #S A INE G vSphere FRfE A kL.

BARN IS IPv4 5k IPv6 HEHETi4S VMKernel GRS, DI RDMA @28 DLUE T NVMe
over RDMA HEr.
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Virtual switches
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w Virtual Machines
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w Networking

Virtual switches
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VMkernel adapters
Physical adapters
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VM Startup/Shutdo..
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VMkernel TCP/IP
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- System
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esxcli network nic software set --ipv4tso=0 -n vmnicX
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7o
esxcli system module set --enabled false --module nic driver module

b IR, 156 esxcli system module set fid5 -—enabled true EII—iZiafT,

esxcli system module set --enabled true --module nic driver module

o)
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IPv6 _address -i vmkO

3 HEEfTUA T A A EAT LS vmkO BRI

esxcli network ip interface ipvé6 set -i vmkO -g
default gateway IPv6 address

4 I EfTUA R a4 U0 DNS 55 #:

esxcli network ip dns server add -s
DNS server IPv6 address

{5l DHCPv6 BH3h4Fctil 1 ﬂ JT SSH #Ef a5 5] ESXi THL.
2 HE TP R4 WAT L% vmkO J5 ] DHCPV6:

esxcli network ip interface ipv6 -i vmkO -enable-
dhcpve = true

3 WEATVA Mg A A BERZS vmkO T 1PV6 sk &

esxcli network ip interface ipv6 set -i vmkO -enable-
router-adv =true

4 IS TUA Far AU N DNS JlR55#5uk fifi 1] DHCPV6 &A1 DNS & :

esxcli network ip dns server add -s
DNS server IPv6_address

esxcli network ip interface ipvé6 set -i vmkO --peer-
dns=true

3 (EFEFENZT IPv4A L E
a 4777 SSH HREFHERE] ESXi T4/,
b &7 Fllas:

esxcli network ip interface ipv4 set -i vmkO0 --type=none

4 i vCenter Server fili NS, i E AR ZERC ol IPV6 15 .
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5 ¥ vCenter Server il ¥ 4l IPv6 55, B R R,
6 {EEdERS S FEH] 1PV,

7 1t vSphere Client H1, AL NS .,

8 {EMIZSILMZ T H] 1Pv4,

EEV EEESIER IPve X

vSphere HI[1J IPV6 S FF ] FALAEMSAE LA kb 2SRk . HEom U 2 7% | LI Fh SR RFEIY 1PV6 IS8 TRLS
HEE B T
1E ESXi 6.0 M H SR, ERIAE ] 1IPV6,

B

—

1t vSphere Client #1, St =41,

2 IRERIR b, RITRIE, RE1EEE TCP/IP iRE.
3 HRilgR.

4 fERYIE IR s T 1Pve ScHE.

5 MRHE.

6  TFTSIFENURNHT 1PV6 KRB

RESR

LEENLERCE VMKernel i&Efices (AT EERIZE) (1 IPV6 5. 1525 IUE ESXi 141 Fi&E IPv6,

£ ESXi EH LIZEE IPv6

oMt 1Pv6 ¥ ESXi AR R B, . vSphere vMotion., /7% . vSphere Fault Tolerance
A5, 4R VMKernel SERCEET IPV6 B

TIREM
IoF ESXi FAL BB T IPv6, E2 WAL T FiSgh ez H 1Pve S0 Ff .

EF

—

{F vSphere Client H1, Sii&] =M1,

FERELETR [, JRITRIZS, RS VMKernel &S .

UEFEEFr Distributed Switch SbrifE sz #ubil 11 VMkernel ifCH:, S5 HL L4088
fr YRR OWEIE, Hl IPve

Hh W N
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5 il VMkernel @Rt Ad

1Pv6 Hbt2kT5 g
Ext DHCP BEb3KEN IPv6 Hbhk M DHCPV6 il 25554205 VMKernel f&RCES IPV6 Mtk
BT AR R AR IPve Mk IS R A T 2RI VMkernel ECESA 1PV6 Ml

#2S 1Pv6 Bk WA M WA H, BNERCRSIY 1PV6 Motk - WIRTZE R EEATER
AASEH 1Pv6 il

AT AR P 2 i e B 2 A0 i 1 T
6 MFFAEL VMKernel iEfCHE N HHE M,

£ vCenter Server L% & IPv6

f#i[T] vSphere Client il ¥ vCenter Server DU 5 IPv6 L& ESXi M3 1= .

B

—

ft vSphere Client -1 |, HRHEERW, ARG kERAEE.
T “RalicsE” F, PhEE.

15 A NEEE NN, ARSI R,

HeBf AT R R

JETF ML 2R AR 1P Hitik %

il 1PV6 HIE T

o u A W N

b ik

JEHSEEH 1Pve R E HRIE DT ST s T SE T 1Pve Jpdik.

iBid DHCP EFI3REN IPv6 B & i DHCP HERERIZ4) 1PV6 Mtk oy o Zh s o

W B EE R H KA IPve W I B L 1 s 4RI 1PV6 Mk o s i 45

fEFERAS IPV6 Mkt T B B RS 1PV6 ikl
L X 15 = it
2 BN IPv6 HUHEAIFRTEE KT
3 BREDES AL 1PvE Mkl
4 BhRE.

T ONTES IPv4 Bl IPv6 Jitk, AFITFshis e DNS IRkS57.
A PRSI B s DHCP RIS F#s 8 A H 2RI IPV6 &8 o P DAEII 2Bl 25 IPve btk
7 IPv4 F1IPV6 IP Mk & A, 85— 5 FNEE = b 5 S B dni i .

7 (AIg) SRR rhas At Bah iy 1Pve ik, w5 Bkl SNSRI L.

Enl EAT 2R vCenter Server a1 Sl 2R T F 2 1Pv6 Hisik, DAfE 1 F X seibilk FiamfE ek
SR B RS L
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RESE
i HH FQDN it IPv6 3 ESXi FH1AEP:%] vCenter Server,
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¥R M LR R R =

Wit vSphere bRz iadllok vSphere Distributed Switch [k 1 24 B f 28 Km0, LT
RESAUMI ML Rl it i o

ARFEBHE TLAN .

RS SRR

n  ffiJ1] pktcap-uw SE LA RRER o 28 K5 s 1

m il vSphere Distributed Switch ) NetFlow %5

LI AR~ b

m vSphere Distributed Switch iz{ R

NI

m AE NSX A R ASHA AR FHE]

IR W B EIREE

TR i PacketCapture SCHIREFF2 W IS RZ L, Bl T 2es . Bl R R AERZ 8

PacketCapture ;&2 — a2 tepdump STREF, BAURZRAITAEL I L% AT S50 e NSO
PacketCapture CLHEA7E ESXi Il vCenter Server [1Y rhttpproxy k5 H . ik 4k rhttpproxy IS
XML B & SRR B R 15 1 PacketCapture,

E

1 JHasisREdE .
a 417 SSH & 5] ESXi F:4/15k vCenter Server,
b #TJF config.xml I T4

vSphere 4 XA E
ESXi /etc/vmware/rhttpproxy/config.xml
vCenter Server /etc/vmware-rhttpproxy/config.xml
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c ETUA R
<config>

<packetCapture>
<enabled>true</enabled>

d () fidk PacketCapture M,

FETFIBRIAEL R
<validity>72</validity> JE BN A Fe e N A i e (B A Y m T peap FI

pcap.gz X,
<directory>/directory_path</directo(i?ﬁﬁ pcap Ml pcap.gz R H R 1% H R IR B AR5
<maxDataInPcapFi1e>52428800</maxDaﬁ/§I/ﬁdeappimpcap .gz KTLI—E(%‘(KjJ@JT 4‘1142%?%@1%[!’3%%?&%%

(P75 i) o vCenter Server Ff/NA/INl 5 MB, ESXi |5 2.5
MB,

i 5 50 MB IR EAIFETE peap PR 67.5 MB ) pcap XfF.

<maxPcapF1lesCount>5</maxPcapF11esqm:mp>jZ pcap.gz Kﬁ:%ﬁ%;ﬁ( \ﬁ{ﬁ /J 2.

e RIFIFRIM config. xml X,
f o EIETA NS EHNE config. xml X,
kill -SIGHUP ‘pidof rhttpproxy’
2 (AR
a JTJF SSH #8545 ESXi £HE vCenter Server,
b FIH config.xml XH-HTSE .
c  HATRAT I,

<config>
<packetCapture>
<enabled>false</enabled>

d {RIFFHH config. xml XfF.
e HIE(TLA Mr L HUET AL config. xml X4,
kill -SIGHUP ‘pidof rhttpproxy’
3 BRI
pcap B pcap. gz XAFAFELELL FERINE S

vSphere 4 XA E
ESXi /var/run/log
vCenter Server /var/log/vmware/rhttpproxy
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RESR

¥ pcap Ml pcap. gz XHEHIBE T Hresy L E (40 Wireshark) f&R%H, A S SR OIEMGE
£

JlanNe}

E TN ESXi FHUHZRET peap Al pcap. gz A, EfH] TraceWrangler SR 7 R AZ E ik /Nt
o BFREEEE, 1520 https://kb.vmware.com/kb/52843.,

£ A pktcap-uw 3 AEF IR FIERER MK EHEE

IR P A IS . VMKernel SERES ARSI LB 2107, FE0E AU Wireshark %
o437 T L I P A BT SR B 1

1 vSphere th, T pktcap-uw FHIG SRR AL EIOBRE . (M TZIITRN, T
7E ESXi L EHHTHMZE . pktcap-uw EEHUAHERIRE T 2] T AR b 4.

TSR IR AT e, PTDAEE pktcap-uw SR FHEURENE TR PCAP B
PCAPNG #%=UTSCfl, SRIRAE Wireshark HIAT X e At af UK 257 OB (b TibgR, A
MRS A PR A e 2

& pktcap-uw SHRRFAE vSphere HAMAHASEESCRAAEARA . SRR AIIEIUR K AT fE

TR EIESM pktcap-uw 88 1E%
i pktcap-uw JHFEF ATAEETE S ESXi M1 E LR MR & R N A .

BT HFREIREER pktcap-uw &%
pktcap-uw iy # TP T E MR A 2 AL h A7 B O A £ -

pktcap-uw

switch port arguments
capture point options
filter options

output control options

E pktcap-uw FHREFRIHEEER T NAE VMware PR, A7 VMware BORSCREBIIIE S
A BEME FX ek, ( (vSphere WIZR1ERE) ) THFI I AR GHIX LT,
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% 14-1. BT HIREIBEN pktcap-uw S

Pl 28
switch_ port_arguments --uplink vmnicXxX
—--vmk vmkX

--switchport {vmxnet3 port ID |

vmkernel adapter port ID}

--1ifID 1if ID

capture_ point_ options --capture capture point

--dir {012}

VMware, Inc.

iR

K SPGB AR AR .
B AR AN --up1ink FH
--capture IR I =PRI AR
SRR L [ A FR I 7
EIEEE

T2 WARAR B R P P i 1 A5
i,

i3k 5 VMKernel Jafic #AHDC 0
e,

AT DL A8 vk Fll --capture
WK NS VMkernel i&E i s 5 52
PRS2 R A2 P SR 7
Bl

12 Wk VMKernel &0 #HliZR AL
e,

i3k VMXNET3 fEi L i &5
AFDCER 5 3 e B AU A AT Loy
1) VMKernel i fd#s A A
1, BAIPLAE esxtop SLHFEFRY
PAZ& AR P 2 i 11 1D,
AL A switchport il
capture BRI VMXNET3
SRS R VMKernel i&E RS S REL
R (Al A2E HR PR AN B PR
.

EEW ) VMXNET3 FRHLER!
RS

ik 5 oA 2 A2 e A
KB E. 1E W VMware
NSX 344,

TR £ AL F R o o 1 S
o Bl ILAAERRIR H R
AL A (2 e ST B L E T

15
mdro

FREA AR T AU AT LR T 1)
iR .

O FRFEN ML, 1 AEFRH R
B, 2 R E .
FRIMEDL T, pktcap-uw SR
AR AR o

T --air PETE]

--uplink, --vmk DJQ
--switchport i
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F14-1. ATHREEEHN pktcap-uw S8 (&0

S84 24 R
—-stage {0]1} R A S H s ek B AR B

i P AR BT 2 25 (oA )T HE
T A IR S Do
O TR HEEL NI R, 1 FRl
SEUT HARIUR
i --stage BEHIE[]
--uplink, --vmk.

--switchport BY, ——dvfilter %t
i,

--dvfilter filter name --capture PreDVFilter| {E vSphere Network Appliance

PostDVilter (DVFilten) P4 . A 2
XL THER . 1752 WAE DVFilter
I SIEfiEr e/

-A | --availpoints HE pktcap-uw SRS R
IREEIE7R =

X pktcap-uw SRR SRIEANE B, 155 W pktcap-uw SRR AR 5.

filter_ options AR HFROHIE . VLAN ID, VXLAN ID. 25 3 2B TCP bt I i fli R 1 Ao
o WS TIHE S0 pktcap-uw e,
output_control_ options BRI N AT RIS . DR — e Bt Bt . SRS Sk — e R

o Wz N TR pktcap-uw el

2R | AL, 5R&EHHNATES O HTEES Bk mimk iy,

AT EREZEIEE M pktcap-uw @< iEE

i pktcap-uw SRR F Al A BOR U ESXi FAHL F Mg b s, DUMEEA i S TRl 4T
AT RIEHIBEEM pktcap-uw &%

pktcap-uw SIHREFIIaA 0 LA N B BRI P £8 HEAR A i Bt (.«

pktcap-uw --trace filter optionsoutput control options

FAFEREFEIBEE K pktcap-uw EARRFIAT
il pktcap-uw FEFEREREIR U, SCRpE DA T 260
£ 14-2. ATREHEEHN pktcap-uw EIRT

Z By
filter_ options AR ARG . VLAN ID, VXLAN ID. 25 3 2t A

TCP ity A el B . 12 0 T im e B
pktcap-uw 1,

outpul_control_options S N A BRAT B SO DA R OB — R BdR . 50
il pktcap-uw %,
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BFEHiEH pktcap-uw iE£IRN

@EEH pktcap-uw S HIREFF AR IR PR B A A7 205, W SR ik i 22— 20
R, LAKBR B RS (8

AFadiEHlf pktcap-uw £

pktcap-uw SRR PR H A B BIE R R SO I A 3. AR pktcap-uw SRR Far LR
BE, ES W TR pktcap-uw a2 B EENT T EREEE 1 pktcap-uw iy 4187

& 14-3. pktcap-uw 3 AT F 0% HIEH1E IR
D ik
{-o | --outfile} pcap file Rk ok R R AR AR EAE (PCAP) #2UHusef:

F o e T TR s BrRs T (4 Wireshark) Hiks:
BRI

-P | --ng AN BRI PCAPNG At S Al T S
—o ik ——outfile WEI—EfEH .

~-console PR AN S BN A TEN R R S N A . BRI O
. pktcap-uw SFEFF AR G HH N & Bl

8|

NS

{-c | --count} number of packets Wk T80 Cnumber_ of _packets T8 E80k
/I\Zg() o
{-s | --snaplen} snapshot length WA B FNHR AT S T KSR (snapshot_ length

THRETWRE) o RFNL iR, i
b CPU MIfFi e D3

FIRBIHIRN AR/, HEE AT 24 191,

FOHSTE IR, TR O,

“n WEA K pkteap-uw SR FIOTEIIE B

Lk | REAREE, SRR -EMEANIINS (0 HTHRESEEamimEisE.

AT iFiEEHEE R pktcap-uw EIN

W pktcap-uw ST HIFEHHEFA HbRHRE . VLAN. VXLAN Fildy FIBOE 230 N —2 8%
A SN firpvim vt PRI VA N e A S A€ EREIREN =1

pripvi AL

pktcap-uw HTHGE R IAE R AR B IE O 150 . ¢ pktcap-uw LR S 1EEMIG R, HE0
FITFHHZRE IR Y pktcap-uw iy 218 A T EREAESGR DN pktcap-uw #4187,
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& 14-4. pktcap-uw LRREF B IHEIEDR
ZEI

--srcmac mac_address

--dstmac mac_address

--mac mac_address

--ethtype OxEthertype

--vlan VLAN ID
--srcip IP addess|IP_address/subnet_range
--dstip IP addess|IP address/subnet range
--ip IP addess

--proto OxIP protocol number

--srcport source port
--dstport destination port

--tcpport TCP port

--vxlan VXLAN ID

VMware, Inc.

R

iR SRR A RETR MAC S B . fETE SRR
EOVANAS e

TR EHRE A R s MAC ik EdE t. fliE 520
HI )\ 77 o

TR IR LA e TR MAC Mk sk FTAR MAC Huilrao 8.
BHE S P A,

AR TSR G 51 20 N — Sk R 758 2 210
st

EtherType X1 ULUKMWIHE) EtherType 7%, & 4orb H
W ) N — 2R P A

B, ARSI (LLDP) IR, wEEEN
--ethtype 0x88CC,

R R ER T VLAN o8t

Rk ERER FE R IR 1Py Btk s P B

TR B A REE FIAR 1Pv4 ksl f.

AR SRR A RER 1Pv4 HblikEsk B AR 1Pv4 Bk #idhi(a.

R T PR 300 — U ARl B T2 3 SR B
(o

P, iz UDP BN, IHHEN --proto 0x1l.
AR I TCP i W Hal b Tl AR s R
TP I E RS TCP i FON R b TR BB

R ER ORI TCP s 5 F bR TCP i oW HA TRk

Ero

HZRER T VXLAN 1934,
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% 14-4. pktcap-uw SLARFHIGIEEDT (42

HETH R

--rcf pcap filter expression @3}Hﬁ@mﬁ%ﬂi@fﬂfﬁﬁﬂkwﬁﬁﬁ}ﬁ/@o
W, AR 1P IAEKIE T 1000 A i AR H 2
iy, HHIEE XA R --ref "ip[2:2]>1000",
SRR (IR AT UL S, S T ek =
--rcf "src host 12.0.0.1 and port 5000". It i<ffl
13 H 5000 ik EAULE 12.0.0.1 it
BT RAFRAE --rof IR EMLRRIEZE R, 15
A tepdump Zar A4 TR peap ik Fek
3R, 152U peap-filter - AUl ik,
A --rof IUN, EESFRL N

m R --ror PEIRE VLAN iifity, BHERER VLAN B
VXLAN, 5] pktcap-uw --vlan Bk —-vxlan 1%,

ORI 1P IS
B REE ENS s B --rct,

--rcf-tcp-data tcp packet data filter fif P i e e ks Ui el TCP £l

40, AT 200 OK [FTT HTTP/1.0 MR ki,
i %14k ~~rc£-tcp-data "HTTP/1.0 200 OK",

TR M index.html SCAEHY HTTP GET 43K, 1if# F i %
#iE, --rcf-tcp-data "GET /index.html",

2L | B
£ pktcap-uw S AR FFREIES

it pktcap-uw SRR AL SPLERCRS . VMKernel il as FIEE A LG AL AR < IR 12
HREARE (0, AP ESXi AL RIS IR O B m AL St Tl e
IR B YIRS I EIEE

WK vSphere brfEssHifllok vSphere Distributed Switch 5B #8172 Ho g R 5 2 g
U, W 5N ARSEI EALR

TR UARRAE R A B L S P B O A5 2 RIS A T S SRS, T AR TS L it ity
I AR S8 E0 s ke FUPR Oz B SRR B R iR s o A SRR IS B, 162 W pktcap-
uw SRR AR o

$E
1 (AJe) FEFHLERCHES HI R TRy 4% B W 4% O B B 2R 1 2478 o
m 7t vSphere Client 1, 7EFHUNESE R RIS, K5 tEyrEaces.
m  7EEHUY ESXi Shell H1, B BYEIERCES YR AT Em R AHIRAS, 1B1T7PL T ESXCLI iy 4

esxcli network nic list

APERER RSP vinicx BRI R, X 72 ESXi o Fl 4G ic s 4 S o
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2  JEFENUN ESXi Shell 1, 11T --uplink vmnicx ZECFIAHRN ETI pktcap-uw 52, YaisFie
SRR, TRk r R B R A R R B S

pktcap-uw --uplink vmnicX [--capture capture point|--dir 0]1] [filter options] [--outfile
pcap file path [--ng]] [--count number of packets]

A #5511 HATHEE pktcap-uw --uplink vmnicx fn e, Wk | FoRF AR,

WARBITANHTEDIN pktcap-uw --uplink vmnicX fp4, BEAEEST G HyH RIS i A% N bR
Lk Distributed Switch [REURE N A

a i/l --capture B0 5 — %%5')'@513’3%5(?%@%{%% —-dir EHUEE Sy AR .

pktcap-uw 45 Br

--capture UplinkSnd TEBUIE GNP IE A AR £ 1 — 2D LA T 9%

--capture UplinkRcv TEBCE 0 NP P S R B 0 P £ M v BTG LA T A%
--dir 1 A BT R LI BT 0.0

--dir 0 W N A L £,

b fliJ]] filter_options FIFSHEIEATEFrtE . VLAN ID. VXLAN ID. 5 3 R TCP it 11751k
Bkt

Blan, BEok [ 1P Hihkh 192.168.25.113 (IR R A AR, 15T --srcip

192.168.25.113 ke,

c  FHIARR I RTR A Ed s B N A B B N B RFE] . pcap Bk . pcapng XHFHI,
n BRI ORFE] cpcap XA, 1M --outfile BEII,
n  EREIEORE] pcapng XA, 1M --ng M --outfile BEII,
ATLAAE Wireshark 45 o fres THE AT THZ ST
BRNGOL T, pktcap-uw SR 2K 8dE SRR A7 2] ESXi SUA R G RIRSCAK

d i --count BEHIAI Midi—E Host i EdEty

3 WERARME --count EIIRHILAE e, 1% Cri+C 5 Ik iR Edk

Rl HEFR vmnicO M IP itk 192.168.25.113 = HI RS
B vmnicO MR A% (SRR 1P Hihlkh 192.168.25.113) Balk iRt 60 MR QI 1 1RF2 4N

vmnicO rcv_srcip.pcap st s TA R pktcap-uw e

pktcap-uw --uplink vmnicO --capture UplinkRcv --srcip 192.168.25.113 --outfile

vmnicO_rcv_srcip.pcap --count 60

RESR

INRCR B ORI N AR DA S, TERAZ SR ESXi FHLE B RIa TEE o tras TR (n
Wireshark) 5% b, SARAEZ LRI DS & 8 i s B .
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A VMXNET3 EIWER /R EER
i1 pktcap-uw SRR Al A HE AR S VMXNET3 RS AL RS 2 [ o
FRT AR E HE RS ST 5 R AT LE RC RS 2 [ BB A T AR S o 38 T DARIEAR T 22 b Uit i
7T B 5 B A P 8 ke AR 2 AR UT R R e R s o SRR SIS R 150
pktcap-uw SRR 5
AR &M
BV SR FE VMXNET3 2670,
EZ3
1 EFEHLE, ] esxtop FNR TG FAWUER #IH T 1D,

a fEEHLY ESXi Shell i1, 1217 esxtop HEIE T .

b EUIE] SR TN AR, 5% n.

c f£ USED-BY 4, REIEWNLEACRS, JFid F'EN PORT-ID fH.

USED-BY B85 REAUN LA ORI R AU L Al a1 o

d #% 1 QiktH esxtops
2 {E ESXi Shell H, iZ4T pktcap-uw --switchport port ID,

port_ID j& esxtop JHFEF7E PORT-ID FH G R AU L&A1 1D

3 1F ESXiShell \1, iZ{T#7f --switchport port ID AN ETIN pktcap-uw s, WishFT
FBIERE, TREsi B G IR A R R A B S

pktcap-uw --switchport port ID [--capture capture point|--dir 0|1 --stage 0]1]
[filter options] [--outfile pcap file path [--ng]] [--count number of packets]

Hp 75455 [1 WATHERUSE pktcap-uw --switchport port ID A REI, W2k | Fon B RUL.
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GNIBA TANHT DT pktcap-uw --switchport port ID e, B G R R RS S A

NFRAfEZ A LE Distributed Switch FUSHR AN A

a  EREXFYURIERGS RIS HN L Al R 1 55— ko s e, i
--capture %I, BEAAMHH --dir fl --stage I

pktcap-uw &I B#r

--capture VnicTx TERATE E MR U 328 3 22 SAT L S FL b T s
--capture VnicRx LR B A AU U A HE e T i s

--dir 1--stage 0 (AR A BT AU AT Lm 7 B HodA T
--dir 1 FEAR A N FRAUATURT— 20 AT 4%
--dir 0 --stage 1 (AR A NS LS 7 BN Hd A T

b {EH filter_options FIFMIEIEFI EFrHE . VLAN ID. VXLAN ID. 5 3 PSR TCP i L7k
BlEtu,

Biln, ZWEEE 1P Hihkh 192.168.25.113 (IR A G Eda e, 5T —-srcip
192.168.25.113 JHdeelii,

c  (UJTARRIEIT PR AR Bds I N A SR Bl N AR AF 2] . peap 5K . pcapng SCAFHI,
n  BREIECRAFR] Cpcap U, W] --outfile T,
s EEIRERTE pcapng XA, EH] --ng Il --outfile BEH,
HIPAfE Wireshark #2855 e T AT 23
BRAIMEOL T, pktcap-uw SR 2K 88 6 S RA7B] ESXi SUA R GRS
d A —-count BRI AT MidE—iE B Edi
4 QURARME --count EIIRHILHE CWiEcE, 115#% Cri+C 5 Ik SaiRiE 8l

T FEIREEIPLA IP Hidlk 192.168.25.113 B LIRS

PR RS OrBCH 1P Hiikhy 192.168.25.113) [lHT 60 MG EAuR 1 1Dl 33554481 KRR
HUARLASI AR X e B 0, FHR e IR # 0 vmxnet3 rcv_srcip.pcap FIXXHE, iHEfTRAT

pktcap-uw e

pktcap-uw --switchport 33554481 --capture VnicRx --srcip 192.168.25.113 --outfile

vmxnet3 rcv_srcip.pcap --count 60

RESR

INRER B N AR RS, TERAZ SR ESXT MU IR TR e TR (n
Wireshark) 5% [, SARAEZ LRSI DS & B 4= B .
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7 VMkernel &R 25 3R H1E &
1] pktcap-uw STIREF I Yt VMkernel SERCHS S HE IRZ b L2 RIS Bt Bia ..
TR RS AL S VMKernel iE 2 [ B RSN s OB 600 38 PTRARBIAR 22 ATl
(3R DA M 5 B C DA T o by B (AR R B R e s . A SRR i s ., 152
pktcap-uw FZHFEF IS o
L
1 (k) fF VMkernel il #3801 R 2 I 1) VMkernel i@ Bdas ) 2475,

m 7t vSphere Web Client 11, fEEHUER BN FRITIIZ, KFUEEE VMkernel ERtas.

»  {EEALA ESXi Shell i, BAEMELER IR, o170 FEHG a4

esxcli network ip interface list

TS VMkernel sERCESPA vkx FITE AR, Hi X2 ESXi L4 dm b a5

2 {EEAY ESXi Shell i, 1a1THAT —-vmk vmkx ZHAIFINIEI pktcap-uw %, M= RFE ML
P, TR IR R A R R 7 23

pktcap-uw --vmk vmkX [--capture capture point|--dir 0|1 --stage 0|1] [filter options]
[--outfile pcap file path [--ng]] [--count number of packets]

HA 55 [ AR pktcap-uw --vmk vmkx a5 LD, B2k | ZonB i,

f.’fﬁﬂ/\/u% --vmk vmkX ]ﬁIﬁ%‘ﬁ@jﬂ --switchport vmkernel adapter port ID, /E\:EP
vmkernel_adapter_port_ID i esxtop JHFEF ML AR B s iZiE R #$1) PORT-ID {H..

QD%@?‘TI'T‘%@IEE@ pktcap-uw --vmk vmkX ﬁ_ﬁ/‘v\’ f@:f]%ﬁ/%@% VMkernel J@EE%%E’\J%&TE@E"JW

o3

a  EREREEN EATT R AR eI B, E ] --capture I, A AGH --dixr
--stage i:jl_t,I]—’lE/\JTEo

pktcap-uw &30 E}a

--dirl --stage O AR A BT AR HATLm 7 B HadA T
--dirl ARREIEN VMKernel il g5 aT—ZI0 I TR
--dirO --stage 1 (AR A NS AL — 25 A T

b {#i /1] filter_options FIFRIEIEATEFrtiilE . VLAN ID. VXLAN ID. 45 3 R TCP i 1 51%
B,

Flan, SEWEESEE 1P Hibk A 192.168.25. 13 IR A% B, 5] --sreip
192.168.25.113 Jpuedelii,
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c  UJTARRIEIT PR AR Bds I N A SR Bl I N AR 2] . peap 5K . pcapng SXAFHI,
w  BOREIREMRATE] pcap SR, ] --outfile W,
BRI ORI E]  pcapng XA, TEH] --ng Ml -—outfile LI,
AIVAfE Wireshark 252855 e T AT
BRAHOL Y, pktcap-uw SR KEER S RAF 2] ESXi SR GRSk
d I --count ZEHI A Wi —E Hot .
3 WERARME --count EIIRHILIE CiEcE, 15#% Cri+C {5 Ik SR EdR .
RESR
IRCK IR BN A PRAF B A S, TRZ SR ESXT FHLE IR TEIE St TR (n
Wireshark) A% 1, SRE1EZ LRI DS S EdE 41 B
WREFHHIES
W] pktcap-uw SENRRF R EF LR, DN R FER A THRHER .
B RESAE ML IR IR SRS . SEUX— R EIRZ . Fanp kSN, 10Chain Al
DVfilter Hi{di ] il B8 ThRE . VLAN AVLHC, MBS ACasidls . REANaTR S5, Al pktcap-uw
SRR A R A B OOz B DA R AR
B

1 FEFENUK ESXi Shell Hi, 24 A AHMN GBI pktcap-uw —-capture Drop fya, WafasFra S
By, Tmdeiak s IR A R R B S

pktcap-uw --capture Drop [filter options] [--outfile pcap file path [--ng]] [--count

number of packets]
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Hr 555 [1 HHTHEIE pktcap-uw--capture Drop e, W&k | FonB R IEH.

a fifill] fiter_options AIARYEIEAI FARHHE . VLAN ID. VXLAN ID. 5 3 PR TCP 3 L ik
B,

Biln, EEEEE 1P Hitikh 192.168.25.113 [RGB, 5 —-srcip
192.168.25.113 Jpidedklil,

b A ARNGET AR A A i N A BT B N B R 78] pcap BL . pcapng XHFH,
n  EREIEOARAEE] pcap XA, 1EHEH --outfile YEII,
. BOREIEORAFE]  pcapng XA, THEH] --ng Ml -—outfile LI,
AIPAfE Wireshark 2525 Afras T A2
BRAIMEOL T, pktcap-uw SR 2K 88 (SRR A7) ESXi SCA R AR
o kR EdE e R EE G S, A ReEE LA SR amERFIALE . pktcap-uw S
ALK B BN AR A72] . pcap 5L . pcapng (1.
c i --count LEHIA Wi —iE Hoa i Ediatu.
2 QERARAE --count WEIIFRHILAE (Wi Hce, 1i5#% Cri+C {5 Ik iR Edk .
“R
B T ERFMEURGINNE, pktcap-uw SR I0HTH PN A HIE B 2 iR B ANPIZR e Hh s e AL P28
IR DIAE.
BRETR
IARER B N AR RIS, TERAZ SR ESXT MU B RIa TEE o tras TR (an
Wireshark) &% I, RE1EZ LRI DA S EURE s B

7t DVFilter ZAIHREIEE
M ERGR /T vSphere Network Appliance (DVFilter) INAR KB4 .

DVFilter Jedt F7EREUNLE AL 5 REAS AL [ S — R e TR DAk (0, AOR P
UM 322 4 Bt R S AT ZE i o

iz
1 (AJe) B PR ARSI 1251 DVFilter [94F%, 1i54E ESXi Shell 11217 summarize-dvEilter fyy

&

a2 RN A TR A LR DVFilter bRl A s i A

BT --dvfilterdvfilter name ZEAMIN LI pktcap-uw SEHRER, Wik SEdsE
0, TR B R A RO AT B S o

&

pktcap-uw
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--dvFilter
dvfilter name
--capture PreDVFilter|PostDVFilter [filter options] [--outfilepcap file path

[--ng]] [--countnumber of packets]

Hr55E= [ MATHENUAE pktcap-uw--dvFilter vmnicX fna A, WLt | B RUE.
a fil] --capture W DVFilter P2 AR > piek > o Edi,

pktcap-uw f45I5 B#s
--capture PreDVFilter filizkdk N DVFilter Z %1,
--capture PostDVFilter HiEKETT DVFilter 2 JardiE .

b 1] filter_options FIFEHEIEATE kRl . VLAN ID. VXLAN ID. 45 3 UM TCP i 1 ik
B,

Flgn, BEW PSR E 1P Hibik A 192.168.25.113 IR A B, 15 —-srcip

192.168.25.113 Jiidestlil,
c  JTARRIERT PR AR B N A SR Bl I A RAF 2] . peap 5K . pcapng SXAFHI,
EREIR AR pcap U, 15T --outfile TEII,
n  BOREIEOARAFE]  pcapng XA, THEH] --ng Ml -—outfile LI,
AIVALE Wireshark 25285 e T AT 23T
BRAHOL T, pktcap-uw SN2 KEE QSR 2] ESXi SR GRSk
d i --count Ml Af s —E BRI BdE .
3 WERARME --count EIWIRHILIE CAEcE, 1#% Cri+C {5 Ik SR EdR .
BESR
IR TR BRI A OB A S, 35 RZOE N ESXT FALE RIS TEIE S tfras TR
Wireshark) A% b, SRE1EZ T EAR T DA S EdRE 4 B
& A pktcap-uw EARFHHIK S
YIS THREAE FHL IS HER R R e A7 B AL O, 6T pktcap-uw SETRR PR SR I
xR

AR i

pktcap-uw SCHREFF TR AR — IS LS A —ini L& AL RS . VMKernel IEACARERHE)
Pl AL RS TRAER A SN

PRI LR SRk i S i ORI S E— R (o AN, 2K FATRERGR R IN ] UplinkRev 5o 53
S, ATLARRAC PR o fan, G0 Drop sS IS & T R A EdE .

F pktcap-uw FHIFRFIORLEZE S VMware N, #UETE VMware BORIREBITE S
NATRESE X LIRS (vSphere MIZ5ERE ) $EFIHIT AR ZHXEEHIR
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A XTE pktcap-uw SERERF f{E BBk S AED

B A WA S B IR SN S, ¥ --capturecapture_ point i NE] pktcap-uw SRR
o

EEbvige 3t I

ST SYEEER S . VMKernel i@ fitgs ek, VMXNET3 &R S, 4S5 --dir Fll —-stage
VeI, BT LL E shidk BRI YRR SRS A s o e ST e A I o

pktcap-uw EEREFHIHKS

pktcap-uw JZFHFEE ST RHVAE Vs FATHERS . VMKernel sk R T DA FROHIZR A, DA
T S5t e IS T I Rk S B AR

51 E R 2R 2R ENER A

pktcap-uw --uplink vmnicX fy SAFEMHIE N AT 5 REII AT TRl 2 A A2 B AT 1) _F AR
FRATIREXS B HIZR Ao

RS R

UplinkRev 12 BREFRSCR F MRS AL AR AR (.

Uplinksnd 2 BhRE M BRIE AL s A 2 (.

Portinput  iZZAERK 1 UplinkRev [1)— Z 41 Kl A% 28 2 e AL E IR
PortOutput  iZIIAERK [ RIS 3EANE 11— R 81Kl (4% 35 2 UplinkSnd .
S5EHMIREE XK S

pktcap-uw --switchport vmxnet3 port ID 2 XHHE VMXNET3 w@&ftas 5 ez it/ [lEs 2 HH s
SEAN R 17 AR e A5 0 ) D RE XS R PRI AR A5

IR g

VnicRx 12 INHEAERE SRR e e ok L RE FUL S b L) 2l €.

VnicTx ZINREAERE LI iR ok B R LR BcE (o hok 2 AU L
PortOutput  ZIJRERK F R AL E A - f— A8 0 2 Vmxnet3Rx.

Portinput ZINGEESE 1 Vmxnet3Tx [— 2 ER L3 2 S WAs L oA 0 . 1X08 5 VMXNET3 16 il 25 A SR
PRI
5 VMkernel iZE SR EHEXHHHES

pktcap-uw --vmk vmkX fll pktcap-uw —--switchport Vimkernel_adapter_ port_ ID fiy % S5 1E
VMkernel 1 il a5 REARS AL RIS FR AR E A AT T A PR B R DO AR I O dri 3R Ao

BB/ ik
PortOutput  ZIIABRIAK B RSN I 3G — R G5 2 VMkernel S&RLH .

Portinput  ZIIAEKRKR 1 VMkernel SERCHHI— R EI @G5 R B RRZHAL I EA IR X025 VMkernel iGBCHHARICI
FEAIERIAER Lo

VMware, Inc. 214



vSphere {4545z

553 %30 LI £ 25 18 K A 3R =

pktcap-uw --dvfilter divfilter name I TR — MR SRR R e e A dE N DVFilter I JE1 T4
PR RO BT DVFilter B3 T#3K

Ei: 2=t 3%

PreDVFilter  {F DVFilter #4250 2 mridb A THiligkn s

PostDVFilter 7 DVFilter P4 EdE 2> 53 iz s,

IMITHIIR =

FELCHIAR L B B R HERR T A2 LS RS . VMKernel 1EJid#558 VMXNET3 @&l #s

R R

E5F FRE BT (O Won R A EALE

TcpipDispatch  YIHREAE ALY VMkernel [ TCP/IP itk 2 DRI S TR HZROIAE /6 i B (0 5 6.
PktFree TR ORI — 20 L TR

VdrRxLeaf 7E VMware NSX H a5 s pais i 1/0 SR 0. i F I AlFk S S —- 11 £ 10 BeIi—R M,
VdrRxTerminal  7F VMware NSX HI sl th#s a2 1/O SRR IR . iRk n S —-11 1o sEI— L A,
VdrTxLeaf 7E VMware NSX H a5 i s i 1/0 SRt i Alsk S S —- 11 £ 10 PeIi—R T,

VdrTxTerminal  7E VMware NSX HIHsh AR s L 20m 1/O skt Bdla o, EBlizhs s —-11 e1o demi—I i,
Bz E, 1520 VMware NSX S0,

3 pktcap-uw St REF IR S

A E pktcap-uw SERFIOFTAIEA A, P TTA ESXi L s HER Hh AN A B i i A T
LN PN IR A

AK pkteap-uw SHIRFIHZUAIIEE, 1§20 pktcap-uw SSHREFFIRAHZR S .
B
o fEEHUY ESXi Shell i, 12T pktcap-uw -A iy S EH pkteap-uw ST SCRFOATA IR

{E R pktcap-uw LHEF RIZHIES

] pktcap-uw SRR PTEREAASE (lam [ WX HERIN FOBR {2, DAREA TR TR A (o Kl (053
B RSN TR R

pktcap-uw P2 BRI GBS EE RN R, BREGCE T ESXi _FRUMIERIE R e A
(IR TR] o 1255 TR P A AR TR G i — 2 B B 2

R ERIR A B RA E E, NI pktcap-uw SRR FIUEE FATEI R H G AT, soigsR
{#175] PCAPNG C1F.
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Bz

1 FEEALR ESXi Shell Ht, anf THiATAHINBEI) pktcap-uw —~trace fird, HIRZEHREARE (1. K
S5 RPRA7 B SV S BRAERER Bt (R

pktcap-uw --trace [filter options] [--outfile pcap file path [--ng]] [--count
number of packets]

Hp 5455 [1 FATENZ pktcap-uw —-trace frS MR T], B2k | RoRBRUE.,

a ] filter_options ATARIEIEA EARHIE . VLAN ID. VXLAN ID. 5 3 EH TCP i1k
BdEt.

B, SRR E 1P Mkl 192.168.25 113 (MR R AR, W --sreip
192.168.25.113 JHeeli,

b AR I AR B SN A B B N B R 2] . pcap 5K . pcapng AR,
n R BIRERIEE pcap XU, HEI --outfile HEll,
n  EREUR ORI  pcapng S, 1] --ng A --outfile LEHI,
AIDAE Wireshark Sy firas T AT 23
BB T, pktcap-uw SEHRE 72K B0 SCH-RAF 2] ESXi KA R GRS
FE .pcap XPHUEARERISIRNPE . BRI A APASNORIR RS, Py
HKIAA7E .pcapng XfF.
¢ i --count BRI A M —EX GRS .
2 WERAME --count WeIRHIEIE AR, 1K Ctri+C (=1 E ksl iR 0.,
EEHR
RO EAR TN AR B TS, iRz ESXT FALE Fl 2 TR s fres TR
Wireshark) [N&5% L, RIEE 1z T AR DS & St r4nfs ..
L& vSphere Distributed Switch BJ NetFlow & &

T[] NetFlow W EERs & 154045 W14 vSphere Distributed Switch [REIAL IP it .

vSphere Distributed Switch 32§ IPFIX (NetFlow A< 10)

2/ DPU |- ESXi W #51 vSphere Distributed Switch [ IPFIX, WA/EiE]THIY TCP/IP Mk
FAIEE vmknic, BN, HiEEASFHRWESS,

TR
1 {F vSphere Client =71 I, M4k, A5 5014 Distributed Switch,
2 MWBMEXR, EREEEE > 458 Netflow,
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3 BEAN NetFlow EERSTREESS 1P M A eSS m .
PRI DLE IPv4 5% IPv6 HilFZE: NetFlow U EERE
4 FE T RN S EE, 1D,

5  BYUAE— ML R IASEEA AL EEA EHLO AL NI NetFlow IWEERS A A
Distributed Switch [f5 L, 1H7ERRERAL IP Mokl SCARMER N 1Pv4 Hidl .

6 (k) (EIESHISHIEN AR B S N SO, BB R e A AT B AR AR I TR)
(}DI\) o

7 (P RS VSRR BRI Srs TERC R

RFERETR NetFlow AR EE (R ZAiEdl 08 RSO0 x i NetFlow #5194
O ZAHIEHT AR 1x REFFH IR . WERIEFT9 0, U NetFlow S (ORAE—IK, B, etk
— MR EATFEM SR, AUREEEJ 1, N NetFlow SREF—1M R, ARRZEFF F— 10k
o, R,

8 (M) TR —FHL EEUA L MR s s i Edls, 15 HUEEE AR .

USRI R T NetFlow,  “{YANER 7" ATk fil 1% Distributed Switch FTHER
AR AR TR

RHRRE .

BRETRE

Stz 3 A 2 2 sl BRI R ) NetFlow it o 12 WA B A i 1 2 sk o0 2 1
1 NetFlow Wiz,

T4 =2im A5RE&

Wb B, AR i R A5 B A o i s 1 lORe M RS L 1

FIAEASAGAIL A VB GeRE— S A2 Bt i 1 (B VLAND E i3 Audhi e A 8 81 55— A A2 L 1
R EER . BT AT AR SRR S W R4 R TR

im O R R B R IENE
1 vSphere i [1%if% 5 vSphere ULt thABRL A BT, 41— LRI T T E4

©

vMotion

ARPRELERR vSphere i 18552515250, vMotion [RIIhRES G AR . 7631 T vMotion HlA], 835
RETCR, H5ER vMotion &k,
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& 14-5. vMotion S5 &GN ER/EM

SRR AERT
Vaxi Wi Mg

ILRHLHEIR

|

it
3

FEBHE AR

5
k.
g

ER s g (L3) I

SR i (R4

TSO #1 LRO

TCP 4y Bl (TSO) Ak AR EIE (LRO) W]

A
~Jj o

RFIEFR
e A TR 4> 1 o 1R
R

Ak FATHERS 53 A0 2

AT R T EFR

VLAN i

Ak FATHERS 570 2 1 F AR

Ak RATHERS 27 2

IP HFxr
1P

Ak FATHERS S A0 2 1 AR

P PZaN
RES

T 5 vMotion

=N
Sy

b

iy

i}

TIREE R E

Sy AR 2 Al 1 B {5 A
AE AN, AR AN H BRI
vMotion [fif TR AL
L MW Z MBS
IEH TR, H2, iR
iy 2| eTR 1 W P 7
Bk e H T AR

oA s NN A 25
EHLBI, SEEHLA M
e T 1 2 0L A PR AT
FEMUARBHEIAR, TR
B |G Mt 1 2] 1AL B 11
ATHERSRIRTBLGS 2 id
TESTRHRE I PATHERS 7K
A B I —A> AT HER o

Joikingt vMotion #3011
Bk

b A2 MW ENL A #2
F|EHL B, MR VLAN %]
El b AT IR IR 85 5k 12
HIGM A TR B,

B AR A TENL A R85
ML B I, I R H bR
IP (KT JEER B G R AR AR A
A %) B,

B E R A s A ENL A £
F|EHL BN, MR 1P E|HER

U T IR B G A A
T g g e m IR
A T AR B H R,

SEOEATHR S AR 5 C BT Sds m B0E A

{E vNIC R TSO Jo, vNIC BfE<s [ Distributed Switch &4 kB, 78 vNIC ST LRO Jo, %
152 VNIC /NG T e G R B,
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L H#r £

TSO  LRO KETR vNIC 8 O REiE K (0, S TR B T HO/INE T I F AR vNIC LRO BRI,

TSO  fEEARR KA vNIC IEE O REE R ER T, 7 FbR vNIC el E L o b Bk 0.
i LRO K EIE VNIC Bt brifE Bty 75 FbR vNIC PR RSB L5 B 1.

Pl ORESIE

fifiFH] vSphere Client Gl 11551 251%, F vSphere Distributed Switch s G 811, |

e 1P Mk,

AIREH
¥k vSphere Distributed Switch [{fiASE 77 4 5.0.0 B H IR
HB
1 SBsm g e
T A 1 B2 1E,  WIHE R 1 Big S a2,
2 B D BHR A F RS TR RN B
BEAK A i L 5 R 2 1h,  iE TR E T BRSNS TR R S B .
3 e g
AL Bl i L BE G tE, 1 e B S im e BRI BT 17
4  EFOSROEHS HbR R E
BE O 3SR Een DBk F AT MR i S im0 B R,
EFEmORGSIEEE
T i B b, AR L B STE 2T,

ATHERS AN

PR
1 1 vSphere Client iz, X% 215571 XA Al
2 PhERERD T RITEE.
3 e SRR
4 PR BHE S RN SR,
eI Ei%
g v LT FEAR A s B 5 Rl — A oA 2 1 o an SRR AR
AE AL, WZS i ERASE LR
TARGHRIR BRI s LV BEARBAARN AR A TR 1,
TS B PRI MR VLAN S5 25 A,
CaRmEag (L3) K FER 2o A i B G BIeAR HOH 1P Mok, MERWLIIR Reimad 1P %
B R PRI F R
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5 HiEt—¥.

EEmARGKERNES
B Rl st SN

1 RESEEME. REEER

-[‘Eli QH 1I=l 5N
W IR BRI AR . BRI R B

oA, A A ] A

£ ID

#%E VLAN ID

REJRLE VLAN

Birm O L RIER 1/0

TCP/IP HEkk

BREREAKE (7

VMware, Inc.

{134

FER] gt VB G e TN — 28K, th T2 B BRI TR AR

) MR R A T2 18

TR BRI Sn I 2

7%t GRE, ERSPAN TWO i ERSPAN THREE.
AN OB R ER (L3) IR, R i
QIR T ERSPAN TWO o ERSPAN THREE, {572 ERSPAN ID,
AR OB R (L3) RN, R .

5 B b L PR MY VLAN 1D,

B ARADIHE S VLAN JFHREE: “fREEAG VLANT , T3 VLAN 28
¥l ih VLAN,

NI )RR RARIRNT K e i
BEBE “OREIG VLAN DUFEESbRIC R AR B ah VLAN,  AIfiXT 58 Gt £ o8
g

2

o

o

TSR R BHRIRIN R

T MR S VRl AR Fbmi 1 ERIES 1/O0 A g BATHEHON 13 70 2 11 H
B, ez,

WA FRVT I, KA RS L RV sigii, A Rir kit .

] R HISEEA e TCP/IP HERRI 28,

m PRI ZRINT TCP/IP Hidk,

m G B GRS EBRIAN TCP/IP MR DB g 5 RS
o WERBABHEAAL, BiGRgh e BIBIA TCP/IP ik, FFEERmiL i
ERIN TCP/IP HERE ﬁub}é@ﬁ@ﬁ%w\w MM PR B AR B G
SERA TCP/IP MERRAS T, WM RLAE ESXi AL HIEHE LR, W DL
EARES Erguw e L@/K‘LFEDTF%H%#%HI‘J%%&

7 AREEYE ESXi on DPU S #5K) vSphere Distributed [t ERSPAN, i
TEBS TCP/IP HEb: L O1HE vmknic,

YA RN ) ERSETARGHMR (L3) RN, KR ks,

FETZ R EHE TR AT 0 B BB A . IX2IREIEHEI A N
SRUEFE T I, T A SIS BRI R I

220



vSphere {4554z

BT i1y
RIFR WP B ORI . BRAMEIUT, 2R el AN B g i
JETZa%e0

AR T NSX A SRR kAL (ENS), A FAERAER

ik TR D B R PR O
2 BT
i O RRIR

SRS AR I BHG vk, GG S i e BRI R 1)

PR BRI ARIOTE O 1 G Gl AR E IR Fl b5, ) B s L S s vh i 56
GERR . XAE—K, AT QIR R SR AR B il EEIES, A n] g L BTG iR I
TR HARME B

B OV BHRIRR, LN

ARG AREE 2D S TR

i AR APER— e RS S E T R BHRIRRELH R B br.

1 EEEEGBIREANRETT
FE AT I Befg s i 2Ry, PR (AR LT

P i

MR E LA 3 BN ARTIR T o USRI AREE, Forp R T A gy
AR 7L E, IR L. 2.

Bam O SH B O ARG RIR D, IR CS, SRE R

WERETTT PRI S, ARSI R L, SRR IR RN L T Bk /R
flo BINEREEEToRIE TRTTr” B

HEEIR VLAN PR EE TR EHE FAR RS, MU E IR VLAN, BUBERDITTZIN VLAN
1D RAR DA N7 L4 1D (] BN ETSk, slErBohipst, SRR Tl
VLAN ID,

2 BRETF—5.

TR AEGERARIEZE
5T I BHE 2 G, R B FATRERSF D D B vE I E AR,

PERTEAR B BRI ARIOTE O 1 G Gl AR E IR Fl b5, ) B s L 5 s vh i 56
ik, XK, BEr] R E R IER s D G th e B BIER, AT g N SR TR
TERTHARME B

VMware, Inc. 221



vSphere {4554z

FRFh VLAN A SR s L1 B TA A o QSRR VLAN AN F b B H bmsm 2k, )
R Snelings

S
1 B D BHE IR E AR,
Hafr e ih g2, SRR LI

B i
PR =dS LV ipev EF' BB A R O M SR B 1, Bl AR A AR T 4 SR i
Ho AR .
ek FATHERR MR BT _EAT5ERS, ARG F TR IR _ A TR AR MBS T B et &
SRR A FATHER
Vel ek 1 THER LN i S wo MY E v e S| R i By 17w M E e RS R I

o RTINS 2
RN A TR NI A TRERS B bR WA Ferhde e FATHERS, SRJE TR
Eo

HEIE 1P Ml LA, BiAIRA FIEIE O, WA H, SRS AR 1P bk, s
TE “IP 3k TR TR BN 1P Hihke A0SR 1P HINECHL SRR A

2 pET—.

3 7EEMRESERR UL b, ASE i L BRI B
4 () ] LRI R

5 REFER.

4R

Wroms g e B2 BoRER BRI RN “mBeg” Aah.

ERRORGIIEFHEER
BRGNS, OFRE . RR R,

SB

1 ff vSphere Client 01 I, FERME, A5 3% Distriouted Switch,

2 AEERDRF, RIFEE, JFdR S,

3 WHIRHERE DR 21E, AER AR s 2 A s B eI T A B i e 4 15 R
4 (Al FRLETRE LA s D B2 .

5 (e HpchgRiRgRIR AT s O SRS TE I TEAIRE B
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FmEWRRGESIEFEER. FMER
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1t vSphere Client =11 |-, FE@4%, A5 302 Distributed Switch,
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TR [, s immit .

RISt VB G e vE 26, SR AR B e
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27 R i VB TR NME— 28k, e A a2 m .
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