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s HIAEENLL root BF 5193418 vCloud Usage Meter FEIMNSEBIERE (VAMI),

g
1 iAiAl vCloud Usage Meter VAMI # LA root AR BH&EF,
& 1 vCloud Usage Meter Web REIREF B, EFIGE > MKIEE, ARRTHIEDLESE
EIERE (VAMI),
A LEEPRITH VAMI ERTTHE,

¢ HIEERE vCloud Usage Meter VAMI, ML https://um-appliance-host-
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2 EAEMNSMERTD, BEMSER.
M BT FFRRIR B DI
3 ERBIREFN, BE%kE.
MBI F T miE AU IR IR B A
4 ZRANERE, BRHZSEFITIREE.

T i
HTTPS BRILERBIRE HTTPS RIEIRE,
HTTP BRIENAERE HTTP RIEIGE,

5 EERERE.
a MANRSBENZI P Hudk,
b AR,
c HWANAPEMEN,
d ERBEEZRERSEE, HEHERERE,
e BERF

6 EWIDENARIERSSSMNIER, BM vCloud Usage Meter 18& BT T,

u curl -x httplhttps://proxy ip:proxy port -L https://ums.cloud.vmware.com
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- EBTARES IR AE,

] curl -x httplhttps://proxy ip:proxy port —-proxy-user proxy user:proxy password -L

https://ums.cloud.vmware.com
- ERTRESH IR,
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Usage Meter IEPEIE,
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B R
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g
1 3408 vCloud Usage Meter VAMI # LA root AF B9 &EF,
& 7E vCloud Usage Meter Web REIRIERE=H, HIFIgE > MKEE, AEETHIEMNLS
EER@ (VAMI),
3 EBEWETAEE VAMI BERTHE.

¢ HIEERF vCloud Usage Meter VAMI, MIEA https://um-appliance-host-

name: 5480
2 HEEMSHMENES, BE Syslog.
LB R T A R ECE DImE,
3 EEREMM syslog fRS2E, BRERE.
LB ATF 8 R 3% AR FL B 3 IEAE,
4 A syslog BRS#BER, ARRLRTE.
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& EEEE AR/ LDAP FMARS FHFHIZ. Linux AR R B FRARS X1,

m  7£ vCloud Usage Meter 1&& FEEE &M LDAP ZFRARS FIF#HE

vCloud Usage Meter & Mim— N5 LDAP ZIRARS TP #HIE, Ei@id4MER Active Directory
REBREE D EEBMNBDIIERS, BHRIE /etc/nsled.conf X, FEEFRMN Active
Directory EZEEBEMEME ., Ei@1d Active Directory Mzt BBk B HINIE, BEEE A
2 FRARSS 3R Ao

m 7 vCloud Usage Meter i&%& & aliHIE IO IEIEIR

E} Active Directory M FIA itk P 80E B9 30IE, IE7E vCloud Usage Meter i&& EACE Rl
1ZEIUI0IEREIR,

£ vCloud Usage Meter i&& FEEEZH LDAP ARG TR HIE

vCloud Usage Meter I&&HIH—1 45 LDAP BFRIRS TIFEHTE. EiBidIMB Active Directory RS1R
HEHEBENMBHDIWIEIRSS, 1B%iE /etc/nsled. conft X5, TEEAFRIN Active Directory &Il E
MEMEM. EBE Active Directory MzAAFP K P IRES A IEIE, 1BAE DM B FRARS 3.

ATLURHE Active Directory BRZ2BMIBEIEX /etc/nslcd. conf HITEE., REMISEESZE, 1BIR
B EEMREXEIRE,

g
1 Ll usagemeter FIF B3 ERE vCloud Usage Meter £ &,
2 EMEEDRH LDAP BFFARS FiP#HTE.

a SMmE /etc XHF,

cd /etc

b FIFF nslcd.conf XEHITHIE,

sudo vi nslcd.conf

c N Active Directory EERE 4,

uri ldap://ldap.acme.com
base dc=acme, dc=com
binddn <your username>@acme.com

bindpw <your AD password>

VMware, Inc. 16



vCloud Usage Meter P&/ EIRIER

d EZE Active Directory BT,

# Mappings for Active Directory

referrals off

idle timelimit 800

filter passwd (& (objectClass=user) (objectClass=person) (! (objectClass=computer)))

map passwd uid cn
e 1RTF /etc/nslcd.conf Xff,

swg!
f  E#BEEN nslcd BRS.

sudo systemctl restart nslcd

3 BUE Active Directory fENRFRIRS VIR,

a 3¥TF /etc/nsswitch.conf XHHTHREE,

sudo vi nsswitch.conf

b ZE/DEI passwa. group ¥ shadow FBY, & LDAP HMAAHEIEHIE,

passwd: files ldap
group: files ldap
shadow: files ldap

¢ 1R®1F /etc/nsswitch.conf X,

twag!

£ vCloud Usage Meter i1&& FEl & Al fiE T I8 IEIR IR

E ) Active Directory M FIAs#itk 2 BUE F P I8IE, IB7E vCloud Usage Meter 1&8& LA E ol ffiENI0
IEEIR,

] LIRIBERIIFIRYREE /etc/pan.d BRTH/IMEREXH. RENEEESFENRERE.

TR

1 Ll usagemeter AAF H11&FZ vCloud Usage Meter &l &,

VMware, Inc. 17



vCloud Usage Meter P&/ EIRIER

2 Tf /etc/pam.d/system-auth EEEXHHECEEA SR IIHRERER.

a FIH /etc/pam.d/system-auth XHF#HITHIE.
sudo vi /etc/pam.d/system-auth

b FEEXAHFRMELTTo

auth sufficient pam ldap.so

auth required pam unix.so

¢ fRfF /etc/pam.d/system-auth X,
twq!
3 TE /etc/pam.d/system-account BRENXMHHEEBEAKFIZRE.
a T /etc/pam.d/system-account XHFHI1THRIE,
sudo vi /etc/pam.d/system-account

b FEEXHFRMELTT.

account sufficient pam ldap.so
account required pam_unix.so

account required  pam permit.so
¢ fRfF /etc/pam.d/system-account X,
wq!
4 7 /etc/pam.d/system-password BEBEXHHEEBERZILIEE,
a I /etc/pam.d/system-password XHEH1THRIE,
sudo vi /etc/pam.d/system-password
b EEXGHFHRMUATT,

password sufficient pam ldap.so try first pass
password requisite pam cracklib.so
password required pam unix.so sha512 shadow try first pass

¢ fRfF /etc/pam.d/system-password X

twa!
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5 7f /etc/pam.d/system-session EBEEXHHEEBRARITRE.

a ¥IF /etc/pam.d/system-session XHE#HI1THRIE,

sudo vi /etc/pam.d/system-session

b FEEXAHFRMELTTo

session required pam unix.so
session required pam limits.so
session optional pam_systemd.so
session optional pam_ loginuid.so
session optional pam_ ldap.so

¢ fRfF /etc/pam.d/system-session X5
twg!

6 7 vCloud Usage Meter I&EECEBA S D IRIEMKFIRE,

a ¥F /etc/pam.d/vmware-um-pam XHFHITYRIE,

sudo vi /etc/pam.d/vmware-um-pam

b FEEXHHRMEL T,

auth sufficient /1ib64/security/pam ldap.so
auth required /1ib64/security/pam unix_auth.so
account sufficient /1ib64/security/pam ldap.so
account required /1ib64/security/pam unix_acct.so

¢ 1RTF /etc/pam.d/vmware-um-pam X,

twq!

£ vCloud Usage Meter IS E F WK EHEI 28

BAERENKZTITE 5, FJLUAN vCloud Usage Meter i1 &HRINFELE 55 — MNWLEIEADSE,

£EBE vCloud Usage Meter i&#&HAE], RILIACE EWEEECENIRE, Z2FE, FJLURINE 1ML E
25, AEFoHELBTHANEHTERE, £ MEIEE2E AT DHCP 38474 IP 2

£ vCloud Usage Meter HRNNE — MK EEI 28
AINERE vCloud Usage Meter f&, AILURINEE Z N MLKIEE2E.

i
1 LIERZE vCloud Usage Meter IREM AR B19EFE vSphere Client,

2 i3 vCloud Usage Meter i&%&,
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3 AHEFEE vCloud Usage Meter 1%, AFMTHIREERIEZERIFLE,
AT A RIEIREE .
4 SMEFRMEILE > MEEEE.
5 FEEMLKISH S,
a EENSK,
b EFSACERREMN MAC ik,
c HMINBEREESIRE,

F 5P vCloud Usage Meter Ei B F = MMEKZEHC2S
HEFEH vCloud Usage Meter I&&ERIMNFMNLEEC eSS, AIUFohEE ZME IS 25

gl
1 TESHNEEORIREMN /etc/systemnd/network/ FEIEHEE . network X,

E BERUTHEER:
»  HERINSZEONS RS ERINE SRR FE A LA,
= .network XHHIRRKIN 644, £ chmod SLRENR,

2 E¥E5) systemd-networkd # daemon-reload AR,

systemctl daemon-reload

systemctl restart systemd-networkd

{ERAMIZA A vCloud Usage Meter ERE £ = MWK IEHEI2E
HEFEH vCloud Usage Meter K& RIMNFMNLIESACESG, ATLUES FERAMAALE E ZNMKIEh2:.

BILUEA vCloud Usage Meter R{TRNAEAFRY configure additional nic.sh BiZd, ZBIAALAE

BTIE1TREAS P kA0 DHCP IP Hidit,

PIE
1 {#H SSH (SCP) ¥z~ {£5 %! vCloud Usage Meter 1%,

2 Ll root AR B1H%FE vCloud Usage Meter Web 54 & 8 vCloud Usage Meter i Web 1=l

PAN
Ho
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3 51T configure additional nic.sh B,
BXBANFAER, WEITUTHS,
-—-h
BB ITTRARS, BTE /etc/systemd/network FRIE—NHB .network X, ZXHEHEEHMN
KISACRHINKIGE
73 vCloud Usage Meter BB FRSIRBR

g0 vCloud Usage Meter B W&, NATLAECE FHSER F R F @ 15 E W X % FH 48 $0 478
128

AT LLGEE Photon OS v3 AR systemd-networkd ARSSHECEMLEIE O EEH,

AR

MREFoha @i AR INEE 5 — N WKiEhles,. EIRERMBR, YIFERERENMLEO
By .network X4,

g

1 BEBEIREMXBEMEHIES, TBIENNEEEREERN network XHHRAHRM “BEH" &6
DREEFHSEH, U TRETUREN—LREML,

B P
Bix BN BIRMBHEE 1P IS E AN F R,
BES BWANRENBERENRERMXA P ik,

F MXBEMTEEE WL BOPIET. BEMN WL
BOPBRZELE, HRBMKE “BER” BOF.

fEiEin BABRIRAVEUBERBNLITR, NERMNRSHEUEE
B& L5 5R.

2 ENHEN, BEMNH systemd-networkd PR,

systemctl daemon-reload

systemctl restart systemd-networkd

3 BEIETUTeLHIAERIRINEESE S,

ip route

FHSHEAETN SR,
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AR (FIPS) &4 ECE

vCloud Usage Meter f§/A FIPS 140-2 IIERIINZIEIRIE FIPS SR FiE1T. NIST MIZRIERIGIE T
X (CMVP) 3EFFE FIPS 140-2 FR/ERIINZ ISR,

vCloud Usage Meter I&&H CPU %Iz #F Intel Secure Key AR,

EZ8E vCloud Usage Meter iI&&RY, EMIANBR FRBUE FIPS 140-2, A, EoILUGRAEER FIPS
140-2,

BER U T EIIERIIEIR
s BC-FJA (Bouncy Castle FIPS Java API) ikZs 1.0.2: JE$ #3673
m  VMware OpenSSL FIPS & i&ERARZA 2.0.20: Certificate #3550

B X VMware 1RIE FIPS 140-2 fRAEKIERINZEREIFHAER, 15BN https://www.vmware.com/
security/certifications/fips.ntml,

TEENE T
®m 3 vCloud Usage Meter E2E& FIPS &fIIEER

73 vCloud Usage Meter BZE FIPS SR

M vCloud Usage Meter 4.7 FF4, BILLA vCloud Usage Meter & & B HAEEA FIPS &MMEER,
g

1 EHE vCloud Usage Meter Web HiH.,

2 SfEgE > RE.

3 BHRZER FIPS SAMER,

prii} ik
BA BHEMA.

# HfR vCloud Usage Meter IREITEMFME~RIT S FIPS, BN, HERFT
& FIPS B mEt Al gE = iB 2 R,

%A BHEA.
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4 BWAET FIPS 8MMMNEREENER, BWIAEHE5 vCloud Usage Meter &8,
LB, vCloud Usage Meter IKEEHIGEMS|IT, HETREFTE—LERE),

BEPE
EHRF vCloud Usage Meter &%, HIAEMIIEBIER FIPS & 1EE,
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vCloud Usage Meter it B EIR

ZBE vCloud Usage Meter [5, BB SEMBE R SSL i+, BEXEE HTTPS 418 vCloud Usage
Meter Web REN, RASRTFHEEEEZIER,

18133 vCloud Usage Meter BEZIEPEIRAIMNBEAZBIERBMANE (CA) FRIEH, AURPS
vCloud Usage Meter HiEIE,

iZ178Y, PR vCloud Usage Meter N FRZF#REFAERINZEAEM CA IEBFE. NGINX IEPRTEiE

RGBT ERH., FRIFEHAIREE, JNAILITE vCloud Usage Meter #6118 ELL usagemeter HF 514

BTmR.

ERFS5 vCloud Usage Meter IFHIE#HITIZIERRE, ERJLITE vSphere Web 1=HI&H30E SSH 3

i<,

vCloud Usage Meter & &IFIEPIZMEIE Java BHEER, ZZBHAENMT /opt/vmware/

cloudusagemetering/platform/security/keystore H,

CA EBZEHENTF /opt/vmware/cloudusagemetering/platform/security/cacerts Ho

IHIRIRA T E

»  NEAT FIPS K vCloud Usage Meter i8S NREZFIEPM AN (CA) BRIEH

»  NEAT FIPS XK vCloud Usage Meter i8& S NREFIEPM AN (CA) BRIEH

»  ANEAT FIPS K vCloud Usage Meter iI8BLEIEFMAN (CA) BLIEH

»  REAT FIPS M vCloud Usage Meter IREFREIFBMANIMN (CA) BRIEP

» WFFAT FIPS ERE vCloud Usage Meter 1&%, RIEEHNRMIABER SSLIEPBMAMNEE
BB

. WFEAT FIPS A vCloud Usage Meter &%, BIRENEIABER SSL IIERBERAFNES
BiIEPH

»  EEH FIPS RRXNER FREIEBFEANE vCloud Usage Meter 1§ & ZHE

»  7E=H FIPS RXER FREIEHFEANE vCloud Usage Meter 1§ & ZHE
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ABAT FIPS R M vCloud Usage Meter i&& S AR ZBIEF T
A (CA) BRI

MR ER vCloud Usage Meter IEPEF IR ARIIEPMENN (CA) ERABIER, MHHMAcEZ CAEN
FEHET FIPS R vCloud Usage Meter i&&H,

IE= daa
s HINEEETELL usagemeter FIF 51415i7] vCloud Usage Meter 1ZH1 &,

s BEESENEE > B, il vCloud Usage Meter I&&BEREA FIPS,

B
1 Ll usagemeter BF B3 &ERE vCloud Usage Meter £Hl8, AREIEFIEIRERS,

cd /opt/vmware/cloudusagemetering
./scripts/stop.sh All

sudo systemctl stop vmware-um-journal.service
sudo systemctl stop vmware-um-login.service

sudo systemctl stop vmware-um-schedule.service

2 SBHFETsS,

export $(grep -v '“#' "/opt/vmware/cloudusagemetering/platform/conf/env.properties" |

xargs)

3 TERBAT FIPS XA vCloud Usage Meter 1285 AERIEBMAHMEZRAEB Z B IZEEX
o
EUT e <R alias B T HNAFERAERIRREBIZT,

7 R vCloud Usage Meter I EERT FIPS &1, E8WAERT FIPS #1{H vCloud Usage
Meter IEESNAZHERBMENI (CA) FRIEH,

keytool -import -trustcacerts -file filepath-to-the-certificate -alias custom-internal-
certificate-authority -keystore /opt/vmware/cloudusagemetering/platform/security/cacerts
-storetype BCFKS -providerclass org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider
-providerpath /opt/vmware/cloudusagemetering/platform/lib/bc-fips-1.0.2.1.jar -storepass "$
{TRUST STORE PASSWORD}"

4 EHSIRBAT FIPS ##H vCloud Usage Meter 1&&-

sudo reboot
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HEAT FIPS R M vCloud Usage Meter i&& S AR ZFIEF R
A (CA) BRI

NRERFAT FIPS #23LAY vCloud Usage Meter G &RVEBE R ARIBIERMLN (CA) ZERBIIE
B, WAAFEREZ CA SANFIREF,

IE= daa
n HINEEETELL usagemeter FIF 5141517] vCloud Usage Meter 1ZH1 &,

s BEESENEE > B, il vCloud Usage Meter 1&&BEEA FIPS,

B
1 Ll usagemeter BF B3 &ERE vCloud Usage Meter £Hl8, RAREIEFIEIRERS,

cd /opt/vmware/cloudusagemetering
./scripts/stop.sh All

sudo systemctl stop vmware-um-journal.service
sudo systemctl stop vmware-um-login.service

sudo systemctl stop vmware-um-schedule.service

2 SHIFRTE,

export $(grep -v '“#' "/opt/vmware/cloudusagemetering/platform/conf/env.properties" |

xargs)

3 TEEAT FIPS #ERA) vCloud Usage Meter 1285 AERIEBMANMEZRAEB Z B IZEEX
o

EUT e <R alias B T HNAFERAERIRREBIZT,

keytool -import -trustcacerts -file filepath-to-the-certificate -alias custom-internal-
certificate-authority -keystore /opt/vmware/cloudusagemetering/platform/security/cacerts
-storepass "${TRUST_STORE_PASSWORD}"

4 EH5IREAT FIPS ##I{HY vCloud Usage Meter 1&&,

sudo reboot
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FBAT FIPS M vCloud Usage Meter iR RIEIFBMAE
3 (CA) ZEZIEP

E5 vCloud Usage Meter Web REEIILENMEERE, AJUERAT FIPS I vCloud Usage
Meter &8 ER%E CA £&B SSL iEH.

EIREN CA ERIEBMA, BIEMIEBERBEK, IEBMRNAIERIZIBERERE HIEH,
AR

= HINERETELL usagemeter AIF & 17A1E vCloud Usage Meter #F# 8,

s MIEBMENARENFAAMEZIEH, XN EBLIRA PEM 130

s BEESENEE > BE, il vCloud Usage Meter I&&EREA FIPS,

B

1 WMRIEPHABEPMANEES, MHAATE vCloud Usage Meter 1&5&FH S NIZIER M AN,
BEXER, BBWNEBAT FIPS IR M vCloud Usage Meter iI&&SAREREBMELNM (CA) L
WEH,

2 Ll usagemeter AF B19&EF3 vCloud Usage Meter 55148, AGELREIZEERS.

cd /opt/vmware/cloudusagemetering
./scripts/stop.sh All

sudo systemctl stop vmware-um-journal.service
sudo systemctl stop vmware-um-login.service

sudo systemctl stop vmware-um-schedule.service

3 SHMRTE,

export $(grep -v '“#' "/opt/vmware/cloudusagemetering/platform/conf/env.properties" |

xargs)
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4 FHHWMA vCloud Usage Meter i&&EIEH,
a BIHPWEZRHRE.

mv /opt/vmware/cloudusagemetering/platform/security/keystore /opt/vmware/

cloudusagemetering/platform/security/keystore.backup
b RMEBREFEMNEENFBIEE destalias S TRIFHIE.

7 MR vCloud Usage Meter (BT FIPS T, IEEBRAEET FIPS A vCloud Usage
Meter IR LZEIEBMANM (CA) ERIEP,

keytool -changealias -alias "usage-meter-platform" -destalias "usage-meter-platform-
backup" -keystore /opt/vmware/cloudusagemetering/platform/security/cacerts -storetype
BCFKS -providerclass org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider
-providerpath /opt/vmware/cloudusagemetering/platform/lib/bc-fips-1.0.2.1.jar
-storepass "S${TRUST STORE PASSWORD}"

5 ¥ CA EZIEPMFAASANE vCloud Usage Meter 1&%o

a BIE—NMEFER, B ZERBRIEEN NGINX_FOLDERMTIELT &,

export NGINX FOLDER=$ (mktemp -d)

b FizIEER TR MG FER.

mkdir ${NGINX FOLDER}/private

mkdir ${NGINX FOLDER}/certs

c ¥ CAZZIEBLHE s {NGINX FOLDER}/certs/ XHX, HEEZXHEHEN nginx-

selfsigned.crto

d R CAZZMPLEE ${NGINX FOLDER}/private/ X%, FHREZXHEBEN nginx-
selfsigned. keyo

6 1 CA ZZIEPRIEHNEARE,
F MRALT /opt/vmware/cloudusagemetering BFo

./platform/bin/create-keystore.sh
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7 (FnE) BERFABIRBIMEHMAR, ARMPFRIAR vCloud Usage Meter IEH,

rm -rf $NGINX_FOLDER
rm /opt/vmware/cloudusagemetering/platform/security/keystore.backup

keytool -delete -alias "usage-meter-platform-backup" -keystore /opt/vmware/
cloudusagemetering/platform/security/cacerts -storetype BCFKS -providerclass
org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider -providerpath /opt/vmware/
cloudusagemetering/platform/lib/bc-fips-1.0.2.1.jar -storepass "${TRUST STORE_ PASSWORD}"

8 MEZAFEAINIR,

chmod 0640 /opt/vmware/cloudusagemetering/platform/security/keystore

9 E#3|S vCloud Usage Meter 1%,

sudo reboot

WERTE vCloud Usage Meter 1&& ERIHEET CA M SSLIEPH, MTXRERE vCloud Usage
Meter Web REINASERZELES,

FEAT FIPS M vCloud Usage Meter i &R IEIEBIMAEHN
3 (CA) RSP

E5 vCloud Usage Meter Web REEII ZEHIMEERE, AJUEFEAT FIPS 28 vCloud Usage
Meter I&& ER%E CA ERAY SSL IEH,

EIREY CA EZIEPFFEE, BMERIEPERIFEK. IEPMANFERIZIEKRERE HIEH,.

EIEt daa

n  TAIANEBETELL usagemeter AR B1715iA] vCloud Usage Meter 1£# &,

s MIEBMENIIFRENFLASANE R IR, XM NXHEEHNAFKE PEM o

s BT SENEE > BE, Wik vCloud Usage Meter i§EBEEH FIPS,

TB

1 MRIEPHASIEBMANMES, WAHTEERFRT FIPS ELHY vCloud Usage Meter IKEHRT
NZIEBMENE,. EXER, BESRAEAT FIPS IRIA vCloud Usage Meter 1% & FARERIE
BIMEA (CA) ZEZIEH,
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2

Ll usagemeter BF B13&E %) vCloud Usage Meter 1T#18, AREFELEFEIRERS.

cd /opt/vmware/cloudusagemetering
./scripts/stop.sh All

sudo systemctl stop vmware-um-journal.service
sudo systemctl stop vmware-um-login.service

sudo systemctl stop vmware-um-schedule.service
= 2 P B
SHFRTE,

export $(grep -v '“#' "/opt/vmware/cloudusagemetering/platform/conf/env.properties" |
xargs)

Z1HIAE vCloud Usage Meter 1&&IEP.
a HBPMEERE

mv /opt/vmware/cloudusagemetering/platform/security/keystore /opt/vmware/

cloudusagemetering/platform/security/keystore.backup

b RMEBPEZREMEENFIBEE destalias S TR

keytool -changealias -alias "usage-meter-platform" -destalias "usage-meter-platform-
backup" -keystore /opt/vmware/cloudusagemetering/platform/security/cacerts -storepass
"${TRUST_STORE_PASSWORD}"

BEBET FIPS #1 CA ERIEBMFAIFESENEEET FIPS #2318 vCloud Usage Meter 1%,

a BIE—NIERER, FRBZERBRIEEN NGINX_FOLDERMIET &,

export NGINX FOLDER=$ (mktemp -d)

b FEizlEERTFRIER MG FER.

mkdir ${NGINX_ FOLDER}/private

mkdir ${NGINX_ FOLDER}/certs

c B CAZZIEPBLEHE ${NGINX FOLDER}/certs/ XH®, FHREZXHFEMRREN nginx-

selfsigned.crto

d ¥ CAEZMALHE $(NGINX FOLDER} /private/ X, FIEZXHFEDRRN nginx-
selfsigned.keyo
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6 7 CAZBRIEPOIEMNERE,
F MR{ALTF /opt/vmware/cloudusagemetering BFo

./platform/bin/create-keystore.sh

7  (AIiE) BRREAEIREIAI&EMOXHERE, REMBRIER vCloud Usage Meter JEH,

rm -rf $NGINX7FOLDER
rm /opt/vmware/cloudusagemetering/platform/security/keystore.backup

keytool -delete -alias "usage-meter-platform-backup" -keystore /opt/vmware/
cloudusagemetering/platform/security/cacerts -storepass "${TRUST STORE_ PASSWORD}"

8 BECEEAFMINIR,

chmod 0640 /opt/vmware/cloudusagemetering/platform/security/keystore

9 EMSIREAT FIPS A vCloud Usage Meter i&%&,

sudo reboot

WMREERT FIPS #2308 vCloud Usage Meter i&& ERINEET CA ERBH SSLIEH, MWTRE
3 vCloud Usage Meter Web RENAEERLLELE,

FHFBAT FIPS M vCloud Usage Meter i85, FI8EHIER
INBE R SSLIEPERAFFHNBEZRIEE

LS ERHLZERNBESRILP, BMERT FIPS M vCloud Usage Meter IEEZMERIABE
B

IE= daa

s HINEEETELL usagemeter FIF 51415i7] vCloud Usage Meter 1ZH1 &,

s BEESENEE > B, il vCloud Usage Meter I&&BEREA FIPS,
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P
1 Ll usagemeter AF & F3 vCloud Usage Meter 55148, AGELREIZEERS.

cd /opt/vmware/cloudusagemetering
./scripts/stop.sh All

sudo systemctl stop vmware-um-journal.service
sudo systemctl stop vmware-um-login.service

sudo systemctl stop vmware-um-schedule.service

2 JRUHMETE,

export $(grep -v '“#' "/opt/vmware/cloudusagemetering/platform/conf/env.properties" |

xargs)

3 #iPHA vCloud Usage Meter I&&EIEH,
a HHIEZHE

mv /opt/vmware/cloudusagemetering/platform/security/keystore /opt/vmware/

cloudusagemetering/platform/security/keystore.backup

b RMEBBEFREMEENFIBBE destalias S TR

keytool -changealias -alias "usage-meter-platform" -destalias "usage-meter-platform-
backup" -keystore /opt/vmware/cloudusagemetering/platform/security/cacerts -storetype
BCFKS -providerclass org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider
-providerpath /opt/vmware/cloudusagemetering/platform/lib/bc-fips-1.0.2.1.jar
-storepass "S${TRUST STORE_PASSWORD}"

4 PE—IRNBER, B ZEBRBRIKEN NGINX_FOLDERFIET =,

export NGINX_FOLDER=$ (mktemp -d)

5 NHNEERIERLIRERE,

F HR(ATF /opt/vmware/cloudusagemetering BHRo

./platform/bin/create-keystore.sh
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6 (FNE) #BERFAAI

mESFIE D X EI, FAEMIERIARY vCloud Usage Meter iE$,

rm -rf $NGINX_FOLDER
rm /opt/vmware/cloudusagemetering/platform/security/keystore.backup

keytool -delete -alias "usage-meter-platform-backup" -keystore /opt/vmware/
cloudusagemetering/platform/security/cacerts -storetype BCFKS -providerclass
org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider -providerpath /opt/vmware/
cloudusagemetering/platform/lib/bc-fips-1.0.2.1.jar -storepass "${TRUST STORE_ PASSWORD}"

7 EEZRENR.

chmod 0640 /opt/vmware/cloudusagemetering/platform/security/keystore

8 EMIITEAT FIPS XA vCloud Usage Meter i&#&.,

sudo reboot

T FERAT FIPS M vCloud Usage Meter 1%, Fi8FHER

INBER SSLIERERAMBERILES

ALUESERHLEFNBESZIEH, BREAT FIPS R vCloud Usage Meter iIEEZEHNRIAEE S
WA,

It 2aa

s HINEEEELL usagemeter AP B121418] vCloud Usage Meter 1£H1 5,

s BT SENEE > BE, ik vCloud Usage Meter i8EBEEH FIPS,

$E
1 Ll usagemeter AF & F3 vCloud Usage Meter 155148, AGELREIEERS.

cd /opt/vmware/cloudusagemetering
./scripts/stop.sh All

sudo systemctl stop vmware-um-journal.service
sudo systemctl stop vmware-um-login.service

sudo systemctl stop vmware-um-schedule.service
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6

7

8

SHFRETE,

export $(grep -v '“#' "/opt/vmware/cloudusagemetering/platform/conf/env.properties" |

xargs)

Z1HIAE vCloud Usage Meter 1&&IEP.
a HBIPMEZRRE

mv /opt/vmware/cloudusagemetering/platform/security/keystore /opt/vmware/

cloudusagemetering/platform/security/keystore.backup

b RMEBAEFREMEENFIBEE destalias SRR

keytool -changealias -alias "usage-meter-platform" -destalias "usage-meter-platform-
backup" -keystore /opt/vmware/cloudusagemetering/platform/security/cacerts -storepass
"${TRUST_STORE_PASSWORD}"

RE—NMENBE R, B ZBRBRIEEN NGINX_FOLDERWIET =,

export NGINX FOLDER=$ (mktemp -d)
NN BERIEBRIERIAE.
F HRALTF /opt/vmware/cloudusagemetering BFo

./platform/bin/create-keystore.sh

(A1i%) #BPBRATBIRE &M XXHSR, REMBRIER vCloud Usage Meter JEH,

rm -rf $NGINX FOLDER
rm /opt/vmware/cloudusagemetering/platform/security/keystore.backup

keytool -delete -alias "usage-meter-platform-backup" -keystore /opt/vmware/

cloudusagemetering/platform/security/cacerts -storepass "${TRUST STORE PASSWORD}"

ECEZ AR,

chmod 0640 /opt/vmware/cloudusagemetering/platform/security/keystore

EH5ISFEHET FIPS EAY vCloud Usage Meter 1&&,

sudo reboot
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B H FIPS IEXMIBER TFIFIEHEFANE vCloud Usage Meter i&
HERAE

MRERMFTITENLGIERANENLLIEELE (WhzpgEes. KBHPHAE) , HE@EL HTTPS
g SMTP over SSL/TLS BRI, MAIEEIEHSAE vCloud Usage Meter 1I&&EZAE,

BRENEMNELLEELAFIERFSENE vCloud Usage Meter I8R5, HIGRIEEENZE, Z5

fiIF /opt/vmware/cloudusagemetering/conf/env.properties H,

iR

s BIANEREBELL usagemeter FAF B121418] vCloud Usage Meter &%,
s BEISMENEE > B, il vCloud Usage Meter I&&BEREA FIPS,
g

1 Ll usagemeter AAF H19&EF% vCloud Usage Meter £H1&, AGELEFIEIEERS,

cd /opt/vmware/cloudusagemetering
./scripts/stop.sh All

sudo systemctl stop vmware-um-journal.service
sudo systemctl stop vmware-um-login.service

sudo systemctl stop vmware-um-schedule.service

2 ERIGMREZEERNEEERR, BETUTHS.

export $(grep -v '“#' "/opt/vmware/cloudusagemetering/platform/conf/env.properties" |

xargs)

NN s Py N~ AA

3 EBIEPEANE vCloud Usage Meter iI§EZHHE, HETUTHS,
keytool -import -trustcacerts -alias certificate-alias -file certificate-file
-keystore /opt/vmware/cloudusagemetering/resources/cacerts —-storetype bcfks -storepass "$
{TRUST STORE PASSWORD}" -providername BCFIPS -providerclass

org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider -providerpath /opt/vmware/

cloudusagemetering/jars/bc-fips—-*.jar

4 E#M5|FBAT FIPS #2HY vCloud Usage Meter &%,

sudo reboot
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2R FIPS IEXNIBER TIFIEHEFANE vCloud Usage Meter i&
HERAE

MREBARMBITIHENLGERENENLZLEESLE (WAaFgges. RB®BHAE) , HEEL HTTPS
g, SMTP over SSL/TLS ERRIEBHIEEZAT FIPS, MATIEEIEFFENE vCloud Usage Meter 1§88
ZHHE,

BERENEMNLLEELAENIEFFNE vCloud Usage Meter I8EZR5E, HIKIEEENSE, Z

{IF /opt/vmware/cloudusagemetering/conf/env.properties Hl,

AR R
. FIAEBETELL usagemeter AP B 141418 vCloud Usage Meter 1€,

s BT SMENEE > BE, ik vCloud Usage Meter i§EBEEH FIPS,

gl
1 Ll usagemeter BF B &ERE vCloud Usage Meter 2518, REEIEFIEIESERS

cd /opt/vmware/cloudusagemetering
./scripts/stop.sh All

sudo systemctl stop vmware-um-journal.service
sudo systemctl stop vmware-um-login.service

sudo systemctl stop vmware-um-schedule.service

2 EBERBIMRZEFRNEEERRD, BETUTHS,

export $(grep -v '“#' "/opt/vmware/cloudusagemetering/platform/conf/env.properties" |

xargs)

3 ERIEBSAE vCloud Usage Meter i Z5AE, BETUTH S,

keytool -import -trustcacerts -alias certificate-alias -file certificate-file
-keystore /opt/vmware/cloudusagemetering/resources/cacerts —-storepass "$
{TRUST STORE_PASSWORD}"

4 EHSIREAT FIPS 128 vCloud Usage Meter 1&&,

sudo reboot
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EA%IE, vCloud Usage Meter R=1RIEF B RITHEEIR VSAN A4S, vCloud Usage Meter &/ \BY1E
SRR ANRE—XERBRER, HEREERNAGNITETHE. TERENEMVNERESR.
BXFI vCenter Server £FIMER, 5B vCenter Server BB ELUER vCloud Usage Meter
#1712 FM7E vCloud Usage Meter B7RIN vCenter Server 325 LU#TTITE,

AIESET vSphere with Tanzu B vCenter Server 32flfF, vCloud Usage Meter Bt iNIZ!
vSphere with Tanzu. ERIAIEFAY vSphere with Tanzu ARZ Basico B X7 vCenter Server =4l
HEER, BB WA vCenter Server EEEMNPRLUER vCloud Usage Meter #1Ti+& F7E vCloud Usage
Meter B8N vCenter Server SEHILU#TTIHE,

A

vCloud Usage Meter 4.7 MM EER B AR FQDN BE R ERIEEEERAER 1P #ktAY = @Ak
£28, EFRRSHNITEFEERIUTRESEENAR KR

IEREE
WRERMNFITITENLGIERAMENL2EELAE (WNHhHE9Ees. BB AE) , HEBED HTTPS
ERARE, NXFEEHIEPEANE vCloud Usage Meter & RHE, BXFMAEE, BENE 6 =
vCloud Usage Meter IiEPEIE,
m 79 vCenter Server BEEMNRLAEA vCloud Usage Meter #1TIitE
ERFAER vCloud Usage Meter #1TitE, ®MEDHRIM—1 vCenter Server 32fll, fEMAMET T
BEYMNIEL B XA IR BTN Ao 4s R i3 vCenter Server BB,
s 7 vCloud Usage Meter BN vCenter Server S2FILUHITITE
EFIR1ER vCloud Usage Meter #1TitE, BMELDHRIM—1 vCenter Server 4,
m 7E vCloud Usage Meter 7l VMware Cloud Foundation S2ff|LUH#{TiHE

7% vCloud Usage Meter H1it+& VMware Cloud Foundation B/ RIEREIE, SARMS
VMware Cloud Foundation SEf53XE£B vCenter Server 324,
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m 7 vCloud Usage Meter 5N Site Recovery Manager 2| LU#TTITE
E1£ vCloud Usage Meter 13+ Site Recovery Manager M= RIEREEE, HAAMS Site
Recovery Manager SEfI<BXRY vCenter Server 4,

s 1f vCloud Usage Meter B3 Tanzu Kubernetes Grid BIRB&EE LURITITE
ZE1E vCloud Usage Meter 1itE Tanzu Kubernetes Grid BIF= R fEREREIE, AR Tanzu
Kubernetes Grid BI2EE LUHITIHE,

m 7E vCloud Usage Meter 71l VMware Cloud Director SffILU#1TIHE
E1it+& vCloud Director 9.7 B EhRAHI = MmEREIE, S mIEHIFHRME vCloud Usage
Meter,

m 7 vCloud Usage Meter BN vRealize Suite Lifecycle Manager S| LU#1TiHE
Ei+8 vRealize Automation 8.x. VRealize Operations 1 vRealize Network Insight B~ S {E B
IR, WIEXEXRY vRealize Automation 32ff] (EE &7 VMware Aria Suite Lifecycle) #RNE!
vCloud Usage Meter,

s fEH vCloud Usage Meter it& vRealize Operations
YR IE vRealize Operations (BEE&Z A Aria Operations) RS 285 ERIMLUIAITITER vCenter
Server 2f5I#E%E%, vCloud Usage Meter £1&/IE] vRealize Operations, #7E vCloud Usage
Meter Web REHERXLERS 28,

m 7E vCloud Usage Meter 71N vRealize Automation 7 SEfILU#1TIHE
E it & vRealize Automation B~ mEREIE, KU vRealize Automation 7.x ILFIARMNE!
vCloud Usage Meter,

» 7E vCloud Usage Meter 11N vRealize Automation 8 SLILL#TITE
HEit= vRealize Automation 8.x BIF=mu{EE#IE, W M7E vCloud Usage Meter AR INS
vRealize Automation 8.x 25| <EXBY vRealize Suite Lifecycle Manager,

m 7 vCloud Usage Meter B NSX Data Center for vSphere S2ffLU#{TiTE
EitE NSX Data Center for vSphere B9 mER#IE, I NSX-V Manager LFIZN0IE
vCloud Usage Meter,

m £ vCloud Usage Meter HfAN NSX-T Data Center 25 LU#ITIHE
Eit8 NSX-T Data Center B9 @mEREIE, SR NSX-T Manager SEAIARNIE vCloud Usage
Meter,

= 7E vCloud Usage Meter AN vRealize Network Insight SEHILUG#1TITE
Eit+& vRealize Network Insight (EE & Aria Operations for Networks) BIF=SREREIE, &
% vRealize Network Insight SEfI7RI0ZE] vCloud Usage Meter,

= 7 vCloud Usage Meter i NSX Advanced Load Balancer 2| LU 1Tit 2

Eit+=2 NSX Advanced Load Balancer Y= mEREUE, SO NSX Advanced Load Balancer
S=fARN0E] vCloud Usage Meter,

VMware, Inc. 38



vCloud Usage Meter P&/ EIRIER

m 7 vCloud Usage Meter AN Horizon DaaS L LAHTTIHE
E it = Horizon DaaS B mEREIE, U Horizon DaaS £ 0% vCloud Usage Meter,
m 7 vCloud Usage Meter HifiN VMware Horizon SEffILU#ITITE
Eit&E VMware Horizon BIF=@EREHE, 40U VMware Horizon 27002 vCloud Usage
Meter,
m 7f vCloud Usage Meter B VMware Cloud Director Availability S25ILU#1Ti+HE
Zit&E VMware Cloud Director Availability B EREIE, HAE~REFIFHRME vCloud
Usage Meter,
= EZE vCloud Usage Meter IREMEZ L&

NREEPWNEBIR. ENBMEF BFHREHIE, T vCloud Usage Meter 5 Cloud Partner
Navigator Z[EfEEIEGEHITE R LIE, 7£ vCloud Usage Meter Web REH, Er] BB LR
B vCloud Usage Meter = RERIRSEMEF R

m  5F% vCloud Usage Meter IREMEZ 1t

FEEEEIMMNB IR, EVBFMBF B2EFEEIE, vCloud Usage Meter 5 Cloud Partner
Navigator Z [EfZRNEIERAE R LR, IUNERFERBERREG. EEHEICRIREMEIMIA
SFIERIRSEECEE R LIE,

m 7 vCloud Usage Meter 4RIEF= {5 S
£ vCloud Usage Meter FRARMEITE09-mEAIE, TURELFIBEFPBMER,

s fHB& vCloud Usage Meter BRI AR 28
B AP B EE A B mARSS 28
m  $4 vCloud Usage Meter HEIEF 45!
B]LLE vCloud Usage Meter BIHEIZRAS), UKEEZHIEFAMEE,

73 vCenter Server BEEN[ELAEA vCloud Usage Meter #1Tit
%

B 4MEA vCloud Usage Meter #1TitE, %ME/DHRIM— vCenter Server 24, ENTEFIEEN
SMNBVERE X IR SRV B 2 Bc4s R 132 vCenter Server FBF

BIR M
n  fIAKE vSphere B RS AEIH AR vCenter Server s,
. E2BRFHIDES vCenter Server S RIFIFGE D ECLA T REREHFHIFT R,

B X vSphere Web Client IR BMREME, BEM (vSphere Z2M) 1IEfHHY
“vSphere (RFIEREEBES” o
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FEABEREIEERE vSphere Web Client,
SMIRAEE > At
PEAEAHBIRIFIZE,
FR & LU T AXPR,
a IREFHEIHN
m ¥ TF vCenter Server hR7 8.x, EZEMMFEER > EFEIMITZ(EEEE
= XTF vCenter Server hR7 7.x, EFECENXHFIRZNETFE > BoE X HIERNBITFETE,
b 1R vCenter Server KBIBBFA VSAN, EIELE Cns > ATER,
WA AENBMRMNER, AERETEM.
HAETF vCloud Usage Meter WERBF D EE#FHAE,

&R
BRZZ 2835 M@ vCenter Server BB ANNPTIER R,

£ vCloud Usage Meter H71 vCenter Server 25| LA#1Tit=

EFafERA vCloud Usage Meter #1TitE, HMEDAHN—1 vCenter Server 3£,

(i

HIAREE—1 vRealize Operations Manager ZHIERERMEY vCenter Server L, HZ
vRealize Operations Manager IRZEHREIEE vCenter Server L£fIBF, vCloud Usage Meter T¢
TR EE A R R R EE.

EHGE vCloud Usage Meter LUITE vSphere with Tanzu = R EREEE, BEEBEHENANIE, B*
8, 1BZ N https://kb.vmware.com/s/article/85481,

£ vCloud Usage Meter Web REMEFREA, BHER.
TEEMEES, EFEER > vCenter/Cloud Foundation,

£ vCenter/Cloud Foundation TiiE L, 2.
EIRRXAMES, AN vCenter Server SRR ENBA DY IP ik,
AINROSH 443,

ERAPRRMBEAIES, N vCenter Single Sign-On BBFRYEE, Hla0

administrator@vsphere.locals
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4

(A13%k) NR{EEIME Platform Services Controller, iEEERIMB Platform Services
Controller (PSC) Ei%1E,

a 7 PSC B AIES, HAIMIE Platform Services Controller B9 IP #ilits{ E 413,
b HINIMB Platform Services Controller BiEAS,
HINmEAS A 7444,

(773%) MHE VMware Cloud Foundation (VCF) Edition BI2 T8, % VMware Cloud
Foundation ki<,

= 7FH VCF &R

s SDDC Manager (VRAM)

= Standard (#%i0)

= Advanced (#ily)

= Enterprise (%))

= Standard w/o VSAN (#Zil»)
= Advanced w/o VSAN (#ily)

» Enterprise w/o VSAN (11l

WNREIEEFH VCF BB, N vCloud Usage Meter A&1+&E VMware Cloud Foundation B 5
fEREIE,

(ATi€) #AIA vCloud Usage Meter @ BMAINITERFAE Site Recovery Manager 327 (57FAHY
vCenter Server S2ffIkEX) fRIFEYEIAN.

({2 Site Recovery Manager it2, 1BECHIETITEZ B SRM RIFEEII S %EE,

(AI3%) NIRRT vCenter Server 2l E¥5E T vSphere with Tanzu, &%3#F Tanzu kRAS LK
vCloud Usage Meter AEF vVRAM i£Z CPU #{Tit=,

s HE

m Standard

m  Advanced

FRINBERT, Basic kb FiART,

BEHFRM,

MFAHRMBIED vCenter Server 325, vCloud Usage Meter B3RIRE—MEP, EBHRITURZIZIEH
7 BELR LR 1R,

ZIERIEP, 15T vCenter/Cloud Foundation TTE L, % vCenter Server £, SAFTEIRES!
o FIFERITE R,

Eit=M vCenter Server LHIEARIMEI vCenter Server SLfIFIFR R,
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WMREZEFIR, vCenter/Cloud Foundation AR ETR—FHEIREE, #H vCloud Usage Meter A=
M vCenter Server LUK EE = R {EREHE,

vCloud Usage Meter MERINBIFRE vCenter Server SIS S ERA LR,

£ vCloud Usage Meter %l VMware Cloud Foundation 32
HILLEITITE

E7£ vCloud Usage Meter Hit+& VMware Cloud Foundation HI= @EREEE, HAHME VMware
Cloud Foundation S2fjl5xBX8Y vCenter Server 324,

g

1 £ vCloud Usage Meter Web REIMIER B h, BH~=R.

2 TFEEMERF, EEZTR > vCenter/Cloud Foundation,

3 £ vCenter/Cloud Foundation T1@E £, £ &R0,

4 ERSXAIER, AN vCenter Server SRFIMENZEL 1P Hbdk,
BiIAROS A 443,

5 TTERAPZMBESIAIESD, BN vCenter Single Sign-On BFRYEE, #Ii0

administrator@vsphere.local,

6 (%) tNREAIMND Platform Services Controller, iEiEH{ERIMB Platform Services
Controller (PSC) Ei%iE,

a 1f PSC S~ AIER, HmAIMB Platform Services Controller B IP #ilital F 413,
b HIAIMB Platform Services Controller BiEAS,
FHINImOS A 7444,

7 MHEH VMware Cloud Foundation (VCF) Edition B Fhis&d, %% VMware Cloud
Foundation hRZs.

= 7FH VCFEE

s SDDC Manager (VRAM)

= Standard (#Zi)

= Advanced (i)

»  Enterprise (21l))

= Standard w/o VSAN (#Zily)

= Advanced w/o VSAN (#ily)

= Enterprise w/o VSAN (#Zily)
8 BEHFM.
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£ vCloud Usage Meter Hi{10 Site Recovery Manager 3245l LA

Tt E

E1£ vCloud Usage Meter 13t Site Recovery Manager M= RIEREEE, HARMS Site
Recovery Manager SEfIXEERY vCenter Server 3245,

R Site Recovery Manager fRIFERNINLAHTTITER vCenter Server 325, vCloud Usage Meter &

Bl Site Recovery Manager 243,

B

1 £ vCloud Usage Meter Web REMEFRBE=A, BEHZR.

2 7EAEMERKR, EEFES > vCenter/Cloud Foundation,

3 £ vCenter/Cloud Foundation B1@E L, &R0,

4 TEMREXASIES, I vCenter Server SRFIENBA D IP ik,
AINRO S 443,

5 TRAPRMBBSAIES, A vCenter Single Sign-On BFRERE, #lu0
administrator@vsphere.locals

6 (A%) HNR{ERAIME Platform Services Controller, iEERERIMB Platform Services
Controller (PSC) £3i%4E,

a 7f PSC igsaXASMER, JAIMIB Platform Services Controller B IP #iiEak F 45,
b HNIMB Platform Services Controller fixO S,
AR S A 7444,
7 MH VMware Cloud Foundation (VCF) Edition EIE FhIEH, #®iEFH VCF EIE,

8 TMINETXMITEFTE Site Recovery Manager 2l (5 vCenter Server S2f5I3E¢) {RIPAIEIN
o

BRIAMBRT, HEEELTFERIRT.
9 B&HERM.

1£ vCloud Usage Meter HiRI0 Tanzu Kubernetes Grid EI2&E
B LLAITITE
E7£ vCloud Usage Meter Hit+& Tanzu Kubernetes Grid = REREREGE, HAHM Tanzu

Kubernetes Grid BIE&EE LUHITITE,

B

s 8NS5 Tanzu Kubernetes Grid BIE&EE# XXM vCenter Server E£fI%I7E vCenter Server LR
vCloud Usage Meter 5I|Z&RA,
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n B FEH Tanzu Kubernetes Grid IRERSKFPITER P XREUFEESH, BXEER, 155 WIREL
Tanzu Kubernetes Grid BIEEEHNIEE E SR,

p
1 £ vCloud Usage Meter Web REMERBEZA, BHZR.
2 TEEME®RF, FMEIE > Tanzu Kubernetes Grid 25,
3 BERM.
HEHEFTFFFI Tanzu Kubernetes Grid £ & (TKGm) @5,

4 M vCenter iR THIZREA, %EES Tanzu Kubernetes Grid BIRER¥ X BLAY vCenter Server 247
By 1P Hhik,

5 TERANAKES, WABETERER D HEH TEEMTBIEN RS 1P ik,

i BERUTHEER:

n  DAEIYEER P RIEEST REHIER. MRBANEIYESE P, N&SR vCloud Usage Meter IR
&~ mERBREBIRENE N IR ik .

»  IRTEZE RS EFER B A M BRI B E RE AL
6 TERHBEESTHXAEIER, BIAM Tanzu Kubernetes Grid BEIREERENIVFFE & $hi.
7  MAERASTHEREAR, %E#F Tanzu Kubernetes Grid ks,
n HA
= Standard
= Advanced
8 MBEIBIFTHIREH, 3E#F vCloud Usage Meter 4IETF VRAM B2 CPU RiZit £,
#R
Tanzu Kubernetes Grid BB vCloud Usage Meter ITE2MEIBERN—EF 7, MNREALEEIR, Tanzu

Kubernetes Grid EIEEETIRIVIRET P ERBIZHEE,

FREX Tanzu Kubernetes Grid BEIREENIFEE SHE

ERIN Tanzu Kubernetes Grid BIR&EELUHITITE, BHXIIREISEE SR,

FEIREY Tanzu Kubernetes Grid BEIRERBNFEESHE, VWINKEEGEHACNIRSITERER., Eun
NERPMNEEAELERNEIRA YAML X,

HIRR R

FREX Tanzu Kubernetes Grid BEIREEER, BXEE, 152 M VMware Tanzu Kubernetes Grid 1.5
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SR
1 8 YAML XHHBNRF Tz,

apiVersion: vl
kind: ServiceAccount
metadata:

name: user

namespace: tkg-system

2 E(FAEAEMBAPEL Tanzu Kubernetes Grid BIREEMNZE, H=THENBS,

kubectl apply -f user-filename.yaml

3 EOAPKRTEHASR, 156IE YAML Xff.

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: user
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: user

namespace: tkg-system

4 EFRAMBPETHNERATRERN Tanzu Kubernetes Grid BIEEEBNER, BHETHENH S,

kubectl apply -f user-role-filename.yaml

5 FIH tkg-system & =BT HIFFE Z5R,

kubectl get secret -n tkg-system

B LIEE tkg-system si R T B)FFAEREANTIR. CIENFEESH AR user-token-Kubernetes-
generated-string B¥MEINH kubernetes.io/service-account-token 38, Hm user @ NRFH
ANHIZHR, Kubernetes-generated-string @ Kubernetes RAE RN FRE, BFHE—HITREE
ESh,

ERFFEETHE, BIB1T H<.

kubectl get secret user-token-Kubernetes-generated-string -o yaml -n tkg-system

MFEELHEEITHEE.

echo bearer-token | base64 —--decode
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. ENNIR—FRisRPREMNSR, FTEESB IBRSETB IR 6,
» ERNEMTRERFHENR, BEESRIRIEZTIRIRE6,

i* WRA VMware Cloud Director HLRRIME AN, WAITAMKEKFGERESHEMNAR,

HIERAEREER, vCloud Usage Meter ¥ VMware Cloud Director R24t4R4R 514 7] Bk
o

NFEENREEHMITR, WEFIRERIRS R EXREPAENR.
%E-F_Eo
EEMESERTIE L, WERERE, AEEETH.

£ vCloud Usage Meter 4giEZR P10

7£ vCloud Usage Meter B, BILIENAFAREHMNE TP SN~ mEREERNZ AN,

g

1

2

£ vCloud Usage Meter Web REMERE/ZM, BHEF,
MSMERT, EERN, AEREERE.

LB TAMNERE RS

EEHEFAN, FRBASRRHEITRGE, AERERE.
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£ vCloud Usage Meter fiigZ A0

£ vCloud Usage Meter 1, ERFBEEXNRSEF ZBIRMET, ATLMMNZIRFPBIERE PN, HR
B E = mERLUE,

B

1 £ vCloud Usage Meter Web REIMERBE=A, BHEF,

2 MSMEES, EER,

3 MNEBEEREFFHENRF, EFEMRNGRE, AEREMR.
4 7EMFEESE, BIAERBREENEFPITE.

£ vCloud Usage Meter E{ZZ PN

7 vCloud Usage Meter #1, BJLIEZS B FMEY vCenter Server 3¢ VMware Cloud Director 3243
BXAYZ R AL,
B
1 £ vCloud Usage Meter Web REMERBE=A, BHEF,
2 MNEMmENgS, EEHEK
3 MFEmTHEHESS, EREHEZEF NN~ RESR.
4 BEFMEFRIGRANROEHEZEE,
NHERET—MER, HPFEEH] 100 MR, EEECEEZMIENTEYIR, BFRETH TSV,

HEIBE P

BRT E BN BROA5ES N BN E MRS R R NS P RS
E"JEO

SRIRETEIEE A RROE RN AR P IRSEIAR.

B BIFHR EREEETHRMNE S B THRNERE R IRSH
%O

A E B A BN, EREEFREFANERNENNR, BEE=S, 1§

M THIERER, EF~RRSHENRR.
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81T vCloud Usage Meter RBYIFRTIESER!, BJLUEE - MNMFRIIEEE AIET ERiF AT,

ARSIt BRERY vSphere IFANER AR AR B AR TS, FILER LB E X IFrRIES a7
LEAFRIERARIT R, AXITEREIAFAER, BSNERFANER AT,

Partner Connect Program &{EINLEREEFIF VMware ;KAFELE (B3% OEM hRZAS) RLEF[ALL T iE
“#, NI T BLEIENRNEEEETIUMB AR ERI SENERERENRARRE SR IFNEM 1T
EREE, LbSh, FEER VMware kA FRNEARBFIEEMIIE = ARINRIREEEREE ST, FVLE
THEBXKAFRIIEZAMEMAINIE vCloud Usage Meter FIRINFRIE, FHNARAIITE,

g

1 BEEWFEIEERIT RS
BJ LB E X i+ 2525 5 B R i1 B2 A F AT IEE 3R,

BIEITANER AR R

A LI R S R RISk B AT i1 2R B9 Al SEZE $R.

S

1 7£ vCloud Usage Meter Web REIMEFEIZAH, BHFANHE,
2 EFELERE L, EREHIENFANE, AFHERE,

3 MIFRBEXFITHIR S, EE—DEF,

b0} 3%

AR i&@3id Partner Connect Program FKEXEYIF Al IEZE $A.
FH EETHAEXERHENAE RIS AR T2,

pban RENT BB R AT ER A A EINR T AIER A,

KA M Partner Connect Program #MNB3REXAYIF AIIEZE R

FN EETHAEXEZ RN EMI N AR5,

F ERMAAYFALERAETE vSphere FRIER MUK 730
4 BRFEEFELLHITHIL
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ERRARTR FTEIE vCloud Usage
Meter S={5l

MR ZEHIL Internet &%, I LUERNIER Fiz1T vCloud Usage Meter, ATTERAIET T
vCloud Usage Meter BIF= fEAEIEFoh L2 2 Cloud Partner Navigator,

RNERT, EAhHREWEN=REREIE, vCloud Usage Meter EE 5 Cloud Partner Navigator
BRI HTTPS &, TRARBMKIFRET, BEEFERLIL Internet EEZBER TIE1T vCloud
Usage Meter, AAERVIER FiE1T1Z218%. Bitt, FEBEFER vCloud Usage Meter WEEFmmfER
#3E. £ vCloud Usage Meter Web RH, EIREAR, HAFoI FEH~mERKRSHEHE LHT
Cloud Partner Navigator,

4k vCloud Usage Meter BRHIER IS

R FBAIEIIRY vCloud Usage Meter 4.x SKBIFREIRZA 4.7 f5, ARERISEHIFHABRIRIVE
13

TRFIRLAT R/

n  7ERRMIER FECE vCloud Usage Meter 1&%

n THBRAUERX TIEITH vCloud Usage Meter SEHIRY= g e AR

»  EEBRTUWERTH vCloud Usage Meter SEINE FH~ REREIBIRS
s FEBTWER T vCloud Usage Meter SEHIRIF= S E IR

ERRAIRT TEZE vCloud Usage Meter i8&

WMREBIEEE Internet EHIZENEFEROMER vCloud Usage Meter IREE A= RERAEEE, MATIERH
B TE BN vCloud Usage Meter 1%,

BERERESFHEFER vCloud Usage Meter 2R Web REE, ¥ 2T Usage Meter #1384k ES,
B LUMAPERIER Tig&Ei18&. FHLt, vCloud Usage Meter FFIAWRE S REREERE, BEREEHEH
%1% %3] VMware Cloud,

vCloud Usage Meter FUWEN ™= mEBIIRFEMEETIRE DM,

=t

Z82 vCloud Usage Meter,
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TR

1 ¥TH Web Jl¥a28H4@ N vCloud Usage Meter S2fflBY URL:
https://vcloud usage meter ip address, $AJgLL usagemeter FAF 5133 LDAP EHHHY A
FEHER.

LtEETIFHTFF Usage Meter #l3&1LA1S
2 EWMERANEL, EREERERHERDIRES VMware NERMEZY, ABRRET—H.
3 TEMKZEETEL, EHRVETERE vCloud Usage Meter 1&&o
PR FE) ERE N MRIERELE,

b M Usage Meter ID# XZA&FEH, E% vCloud Usage Meter ID #7E Commerce Portal 3%
M, BXEIMPENER, BIRBUNMAESFEM vCloud Usage Meter FIIREXEFRIIR
B TIR1E,

c ESHEXAFES, BMASH D,
7 Commerce Portal F3EA vCloud Usage Meter S26IfE, ATLAMEEREL VMware SHERR
ROFREX S RE,

d %E-F_Eo

e E;ﬁgﬁﬁty %EE;':BEEO

TEHBRIIER TiE1T78 vCloud Usage Meter LRI~ fm{E AL
=

BILAfER vCloud Usage Meter Web REZIZE{T Python MlAs T A #11ET FiE1THY vCloud Usage
Meter L89G B IR,

£ B 8981 48 /B (UTC BYE]) A, WZM vCloud Usage Meter TE ENBRF=RERSE, AR
B HE _EFF Cloud Partner Navigator, RESE LB RERHIBURMEAFIBIIREEREMH
HABA ™= mIERA ¥, Cloud Partner Navigator RMEESIREFPREEFEEEN~RERHE, BF
KAREEENFERLE, BAREMESNIIBEREITE,

Q

ARR MG
s EETTHIABITEN L, £ Python 3.x.
. BIANEEZRE Python requests Fo

m {f vCloud Usage Meter 4.7 T IIER, SHMEIEHIZFMIR, AETEH download usage.py
s
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vCloud Usage Meter P&/ EIRIER

g

1  EffHA vCloud Usage Meter Web RE FH~REREIE, BHRITUTESE,

a

£ Web REREREI=H, BHEABER.

b MEFBRERMTHHED, ERETH - RERRSHNAG, REELETH.
BTHTESERNER FTECER vCloud Usage Meter B~ R AEGEHIS {4,
2 {#H Python IR TE ™~ REREIE, BHRITUTTE,

a

b TH~mERKE.

ESSE

THxR

THBE— AR mERERE.

THIEE R T mIERIE.

KaE R (i miERIIE T HEE
ERER.

BNfRTE download usage.py HMZAEHNBR,

L

python3

download usage.py um-ip-

address usagemeter
usagemeter-account-—
password

python3

download usage.py -p
year-monthum-ip-address
usagemeter usagemeter-—
account-password

python3

download usage.py -p
year-month -d full-
system-path-to-
directoryum-ip-address
usagemeter usagemeter-
account-password

THHRIIE

THIXHERREFZMAPIEIT Python
AR B RF.

THEXHRRFEIMFIETT Python
AR B RF.

THIXHREFRITEHS
Fo

EENE

E(FEH Python il _EH B S~ RERBIENXMH, BER LHEREVIER TH vCloud Usage Meter 32471
B9 R ¥R,

ZEfEA Cloud Partner Navigator EH B &= mERIIBING, 520N (UaRSEREBFHERNE
¥ VMware Cloud Partner Navigator) X#H “40fE4& vCloud Usage Meter fEEEIE L EE!

VMware Cloud Partner Navigator” o
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EHFERNIEX TH vCloud Usage Meter SEHIRYE T H~= REH
BIRIRSG

THEHUERN TR vCloud Usage Meter SEBIR miEAEIES, BEITHIAUBEREXGHEETEL
1o

THEETRERSIENXH2Z2E, TEEHE EHEF Cloud Partner Navigator Z g, BIUEERS IR,

i s
ST ENE, R Python 3.x.

m 7f vCloud Usage Meter 4.7 THIIEY, SMEEHEFMIR, A5 TEH unpack usage.py fil
7z,

Wi
1 HIARTE unpack usage.py HIZAREBE R
2 iB1T Python #Zs,

unpack usage.py ~full-system-path-to-data-file -d full-system-path-to-unpack-folder

iz1TiZ8n <G, vCloud Usage Meter RB|E— T SHMBEXHRZ LM ER. ZEREBEEET™m
KEMBENFEREREN, FERRNHBZEE JSON B~ mERBIENED zio Xt
ZR

BRI ER B REERESREE -path-to-the-unpack-folder—-unpacked

EHBRVIENTH vCloud Usage Meter SEFIBYF= m{E R EUE

A LAER Python BlZs8i@5d Cloud Partner Navigator AR FH vCloud Usage Meter SEfIRY™=
fafEAREIE_LEHE Cloud Partner Navigatoro

Eoh, FRILLGEE Cloud Partner Navigator L&~ mEREEE. BXIEHEE, 158 Cloud Partner
Navigator X#4H B “UNfElE vCloud Usage Meter fEA%IE_LEHZEI VMware Cloud Partner
Navigator”

F MITIETBBET 48 /NSRS E B RIERIBE R EIE_ EEHE Cloud Partner Navigator, IREBTEEM
LHAME—X 00:00 UTC FF18, BIYAMRE—X 23:59 UTC 4R, HAE FMNEE—X 00:00 UTC
MTMNBAE X 23:59 UTC zial EHFERIEREE, Hle, HE3 B8 1H 00:00UTCHI3 B 2H
23:59 UTC zijal k& 2 BRMEREREEE.

AR

s MAPIEITHIZARR T EN A I0EEE Internet,

s HIAETE Commerce Portal F7F#AR vCloud Usage Meter,
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WRERAEAE, BESTHIZRHEN ERE Python 3.x

. HBIAEBRE Python requests [Fo
p-
1 HARTE upload usage.py HIZAMBE R,
2 BT RYES.
python3 upload usage.py full-system-path-to-file

“#R
RIE LB RERBIENIA), EHIRFAIRERERKVIYEZ BT M.
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EI2 vCloud Usage Meter BR53

E1ffR vCloud Usage Meter IEMENREHIE, ERIUKRERSIVRS. ErRIUEIHE LR ERS
B IETEIETTRIARSS .

NTHIEEEFEMNTE, vCloud Usage Meter 4.7 $HX 7= RERAEIBRIURESRSIN T —MHRMIAER
%, I7E, AB\A vCloud Usage Meter ItEMNE ~ misRMIKELERS, MESMNKESREE—
MR BER, BAERSS)NIET—R,

ISIE vCloud Usage Meter SLHl @ TR S FER B REUE

A LAISIF vCloud Usage Meter £33 A Cloud Partner Navigator IR ERIE REUE,

=2t

7£ Commerce Portal F7EM vCloud Usage Meter Sl

p

1 7% vCloud Usage Meter Web REIMEHRE=H, BHiIgHE,

2 EAEMSH=R, REREHRIXE Cloud Parnter Navigator,
HEHETFF I E#R &% Cloud Partner Navigator T1H,

3 BFIEEIHEIET Cloud Partner Navigator,

3 R vCloud Usage Meter 1 MIE| Al EHERBEREIE, WSWEILITENEE - ERINE
FEEBIELHE cloud Partner Navigator. #A8R vCloud Usage Meter RiQMEtb2%kdE, N
KUK FILITBRMZE - 280 EHE cloud Partner Navigator BIFmaEREUE.

NRIRIERNINTER, SRRUTHEE: BERINAERRE HiE.

£Z& vCloud Usage Meter FRIIRSZBIIRTS

AT LIS E vCloud Usage Meter FRIIRSE 2 & IETEIETTo

p

1 Ll usagemeter FHF B3 ERE vCloud Usage Meter 1£H1 &,
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2 ZEKE vCloud Usage Meter FERSEZAVIAE, IBIBTT status.sh 7,

status.sh all

NRMERKAFEFEETT, WRREIEFEEITRS. fla0:
Process service-name status: Running
MRS BEBEIR, Fla0

Process service-name status: Offline, has errors, check error-log-files-filepath for

details.

BEERHIREENERR, BEERMBIAEX .

JBEh vCloud Usage Meter RS

EFF| vCloud Usage Meter LUEaN vCloud Usage Meter RS,

AL SER vCloud Usage Meter RS, MARILIBMIFRE EEETHIARS.

B
1 Ll usagemeter FAF B ERE vCloud Usage Meter £ &,

2 B35 vCloud Usage Meter RS,

start.sh service-name

{£1F vCloud Usage Meter RS

&R 3| vCloud Usage Meter LUELE vCloud Usage Meter fRS5,

A LUEIERFER vCloud Usage Meter BRSS, WMAILUELIEFRBE EEIEITHARS

g
1 Ll usagemeter BF & RE vCloud Usage Meter £H1 &,

2 {21k vCloud Usage Meter RS,

stop.sh service-name

7f vCloud Usage Meter PERTIFEES
AL vCloud Usage Meter IR 6, S5ERES T AT HTRIEHRIE B,

B

1 Ll usagemeter BF 5{43E R % vCloud Usage Meter £ &,
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2 Bfn%El cloudusagemetering BRo
/opt/vmware/cloudusagemetering

3 BEMEFE, BETUTEE,

./scripts/bundle.sh

IS FREE RIS El, HRAEIFEXH bundle. tar. gz BRZFEE) cloudusagemetering B

FH
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EBEMECE vCloud Usage Meter 8% 5, BRITERMEES. EEMESEENESHIFRHITESRU
K B EEEMAEIF IR,

BENRA T A

m  7f vCloud Usage Meter HE & Root Zhg

m 7 vCloud Usage Meter B Root ZZhY

n  fRIRBIE usagemeter K

m  TE2X usagemeter # umauditor AP IKF B P ik R 255
m T2 vCloud Usage Meter FAP Kk RYZR R3S HE S 5k

»  vCloud Usage Meter AP I ER

£ vCloud Usage Meter P EE Root 5

£ vCloud Usage Meter A, IR EKHTIC root tkFAERS, FJLIEEZEB,

WRIEHE root kPN, ERHTFREHEMERMBEENZE, 5B WTE vCloud Usage Meter
8N Root Zh,

B
1 7 vSphere Web Client 1, EFf/B5) vCloud Usage Meter 1§ &ME P HURIER S,
2 BEiEHE, ARER Photon BRHI,
3 1% e LI¥F| GNU GRUB 5| S8 41E:E.
GNU GRUB RERERRE LHELMH, AREB5IRIRF.
4 (ERFTESKBEEEILL 1inux FFRENTT, SARERITHREMM rw init=/bin/bash FHFH.
5 E5|FH4, B Ctrl+X 3 F10,

6 EEHE root FAHR, HEIHEHIATREN passwd %o
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BEWIAEN, BRANNEE, ARBEXENMEIENEE,.

i FREEREAIHRE—ARHRER, AXFEAER, HEN vCloud Usage Meter P IKF EIE
BEX,

B3 fEA vSphere Web Client E#1/a5h vCloud Usage Meter 1€,

7£ vCloud Usage Meter B Root Z5

£ vCloud Usage Meter #1, Al FLEMRHIskEMEEENL root Mk 2585,

HIRR R

HINEEETZ LL root B B3 & RE vCloud Usage Meter 1THI8,

R

1

2

3

LA root AR B EREIEMNIZHI S,
EFX root Eh3, BIE{T passwd <,

BEWINEN, BRANNER, ARBXRMANERNE.

I FIEZRIRENIUHE—ATIEER, BXIFMEER, 5B vCloud Usage Meter FIF Ik BI%
BEX,

78 vCloud Usage Meter £ 8,

RIS EITE usagemeter M

SNR=REEIRIN usagemeter BKFEED, MIBKFFRME. BREFAFKFBE, JUEERFES,
WA LAEFF 15 2 IS ERRA P K 8E.

i s

TB’

1

2
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HINEEETZ L, root B B9 & R vCloud Usage Meter i£#l &, EEX root kP 315, FENTE
vCloud Usage Meter FEEZX Root Z3,

HIAE AT LUER usagemeter &R Z vCloud Usage Meter, LhiZiEEXFRIRIKFPSIE. TNR
RE BN usagemeter IKFP RS, S IER usagemeter 1 umauditor AR KPR AF K2R
5,

LA root AR B EREIEIUEHIS.
ZEfEFR usagemeter IKPBIE, BBITUA T,
pam_tally2 --user=usagemeter --reset

IR EIEEE usagemeter KA ERZIHKIMBREL,

76



vCloud Usage Meter P&/ EIRIER

3 F% vCloud Usage Meter £#1 8,

B4 usagemeter #l umauditor B PP B A P ik P 2255
HFLZLRFIsEMERE, 7JUEXH usagemeter 1 umauditor FIF Kk 2365,

EEi{H usagemeter fl umauditor AP K EYZRSIEIE 90 KiGidHH. EF X root. usagemeter
#0 umauditor R KA BT EIS SR, BB EL vCloud Usage Meter FF ik BYE RS BRI 241,

CIE=t dax

HINEEETZ LL root B &{4i418) vCloud Usage Meter £5l &,
PIE

1 Ll root BRBHERIIEBMIIZTHIE,

2 EEH usagemeter I umauditor AP KFZS, 15IE1T passwd user-account 8%

passwd user-account
3 EWIAEN, FRNAER, ARBXENEENZEHI T,

I FIEZRIRENIUHE—ATIEER, BXIFMEER, 15BN vCloud Usage Meter FIF Ik B
BER,

4  MEBWIEHIEF5H.
5 (Ah%t) EEMHFAFKFNAPIKFAZE, JFIE1T passwd 8%,
passwd

MNFEDL, ARBRBNERNEDHITIIE,

I FAEZREANIHERE—HERER, BXFEHEER, 138 vCloud Usage Meter FHF K BYE
BER,

P4 vCloud Usage Meter AP K P BY25 533 i & #K

A LIERE vCloud Usage Meter $ZH1&, B3 root. usagemeter A umauditor B ik FYZ5HSd HA
S8,

PE
1 UEEXHZFEITEISEE vCloud Usage Meter AP B9 E R RIEIMHIZEHIS.
2 TETMEIHNYERE,

chage -1 user-account-name
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3 FENEEIHSH
» REARTAFAERARENEKRHE.

chage -M expiration-daysuser-account-name

n  (FREEIH,

chage -M -1 user-account-name

vCloud Usage Meter AP R IDER

7R vCloud Usage Meter AIFIKF Z£ 5, ZRAI#HE—ENEK,
s EBESAEDH 8 MFR.

n BEAAEVEE—KREFE,

» BEMAEVEE—NNEFH,

. BREAAELEE O H 9 FH—MEF,

. BRAAEDEE—MIFEF

s  5|R%EELL, BERA4AELEE 4 NMRENFR.

n  EBRUARETFRIEERR 5 MR,

n  RIURIBINE RS F Y RIS,
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4% vCloud Usage Meter &%

A LMERE A 5EEE Photon OS BHH . iso BEFAL vCloud Usage Meter 1%,
WREM vCloud Usage Meter 3.6.x HITHL, &7 vCloud Usage Meter 4.7 RENHILE.

MR BEREIRENEHITIETIRIZEMITILE, 1B7E Commerce Portal 13§ vCloud Usage Meter 4.7
SIS E AMIRIER. AR LIREE. SCEFSIH vCloud Usage Meter 4.7 SRR REREEE, A%
EMEE, 1B5EMW https://kb.vmware.com/s/article/82529?lang=en_US %iREXE,

Afa, MREHE vCloud Usage Meter 4.7 LU#H1TIRS, 1E7E Commerce Portal H3§ vCloud Usage
Meter 4.7 LHIPEXMMIREFTAERE, AREXFAHEH vCloud Usage Meter 3.6.x i&&o. vCloud
Usage Meter 3.6.x SEHIHIE D AIIRE 36 N,

Partner Connect Program I, ARZieHE B LSRN~ RERIIRERE 36 MH.
EF4Rk vCloud Usage Meter 1&&, YT E VMware 1IRIHAE S vCloud Usage Meter B,
BENE T

»  vCloud Usage Meter FithiF &

vCloud Usage Meter fiithiFH4R

AJLATE vCloud Usage Meter 4.3 REShRAHEMM _E LA LK B L vCloud Usage Meter 4.7,

iR
WHEEH R
& vCloud Usage Meter i&#& B FRHERBEARMIRE vCloud Usage Meter & HIIR
B,
m Ll root BFRESMEITU TS, 1EJR vCloud Usage
Meter i&#& EEUEH BN SSHo.
systemctl enable sshd
systemctl start sshd
SHEAE HRIAEBETB LA root B &1#3518] vCloud Usage Meter 1=l

VAN
Ho
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TR

1

TitEHN L, M VMware Customer Connect FE=mIIEAM T EH U T HE

X&#& 3%
Usage_Meter Agent-4.7.0.0- BEFEMIZAM YUM TZEER 1ISO AL M.

<BUILD_NUMBER> Upgrade.iso

(ATi%E) BEFLR 1SO XY shat KEEF.
Usage_Meter_ Agent-4.7.0.0-
<BUILD_NUMBER> Upgrade.mf

(RT3%) BEER 1SO XHHARIEH,
Usage_Meter Agent-4.7.0.0-
<BUILD_NUMBER> Upgrade.crt

(FTi%E) BE I1SO XHHNER,
Usage_Meter Agent-4.7.0.0-
<BUILD_NUMBER> Upgrade.sign

Mt BHIHLIRERE vCloud Usage Meter 1&&, RBITITUTHS,
a WIEFHAREMZESS THN LR BRI AEILE,

shalsum -c Usage Meter Agent-4.7.0.0-<BUILD NUMBER> Upgrade.mf
b IEIEIEH,.

openssl x509 -in Usage Meter Agent-4.7.0.0-<BUILD NUMBER> Upgrade.crt -text

openssl verify Usage Meter Agent-4.7.0.0-<UM NEW BUILD> Upgrade.crt

c REUEBAAHIIE ISO XHHER,

openssl x509 -pubkey -in Usage Meter Agent-4.7.0.0-<BUILD NUMBER> Upgrade.crt \
> Usage Meter Agent-4.7.0.0-<BUILD NUMBER> Upgrade.key

openssl dgst -shal -verify Usage Meter Agent-4.7.0.0-<BUILD NUMBER> Upgrade.key \
-signature Usage Meter Agent-4.7.0.0-<BUILD NUMBER> Upgrade.sign \
Usage_Meter Agent-4.7.0.0-<BUILD NUMBER> Upgrade.mf

¥ vCloud Usage Meter By CD-ROM IEEh231%EHER| Usage Meter Agent-4.7.0.0-
<BUILD> Upgrade.iso Xff.

BXER, BN (vSphere BIANEIE) AR “HINECKEIAN CD 3¢ DVD IK&h2s”
L root AP 55 &FER vCloud Usage Meter 1ZH1&,

22 upgrade BFo

mkdir /root/upgrade
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6 & CD WRnhss.

F MRFEE . iso XH_LEHZ vCloud Usage Meter i8&H, EEHSTHEANTEN . iso B
A=

mount -o loop /dev/cdrom /root/upgrade

7 EF?AE')UHJ%?&, 1ﬁ \_/_ L/{-Fﬂ o

bash /root/upgrade/upgrade-um.sh

AASRTERIAREEEEHLRER vCloud Usage Meter 1§ & BYRER,

E'S:H

1? (y/n): (Has a snapshot of the vCloud Usage Meter appliance VM been

N

created on the vCenter Server environment that it's running on? (y/n):)
8 ERMMMAL, RASESREMSIFILE.
BIYEAREEHSIS. @BIUBEMSIS? (y/n): (Reboot is recommended after an

upgrade. Reboot now? (y/n)

L BEEIT vCloud Usage Meter WEEMWIA vcenter Server IEARIEIZEIINIAYR

mRWAy (B) , BHBENSISKRE. IREAn (B) , WBIETUATHS, FHEHRISIR

o

sudo reboot

RBESTE /opt/vmware NEMFBIER cloudusagemetering XX, 1ERALER vCloud
Usage Meter &3,

9 (AiE) R vCloud Usage Meter i MIEISBIRISENENZ, 2ERUTHEE,

Detected wrong hostname. Expected hostname: ${host}, but found: ${current hostname}.This
will most probably result in issues after upgrade with the existing vCloud Usage Meter
certificates.

Please change the hostname and then you can either generate a new self-signed
certificate or import an internal Certification Authority (CA) - Signed Certificate.
Note: The certificate CN must match the hostname of the vCloud Usage Meter appliance.

For information, see vCloud Usage Meter Certificate Management.

WMRZBRILEE, vCloud Usage Meter Web REHAIREEER

Failed to process journal=>read

HiR. RIREERIRENREAHITIREE. BXIFMAES, BB IW%E 6 E vCloud Usage Meter IEHE

H,
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10 ik vCloud Usage Meter RSB B HIETEIE T,

a ik vCloud Usage Meter BRZ IR,

bash status.sh

NRXLRSEEETT, WKKEETESETRS. WRKEIEFTSTRS, EEHIR, BEEREN
E’JEIL;\K{L.FO %E-BE__‘- E‘jﬁiﬂqﬂé}i;ﬁ*o

MRBIERMHERHENKSEEREIR, BERLT /opt/vware/var/logs/um-
upgrade.log FREY LA R B E S5

I

F AHERESNCEMIRESAFRERIIE, RIWALRE, BAEMRERR vCloud Usage Meter 18&
BYIRER,
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i@l

vCloud Usage Meter LI mFHERIRY B FHBAIEEN . A3 B FHB4FE %00 Cloud Partner Navigator

W&o

3RE Cloud Partner Navigator BIEBFHBHBR A eEBIELL THEXES: B7FM vCloud Usage Meter 3
BIRIR SRS, IEB AN~ RERHKIBKER, % vCloud Usage Meter i&&(A)/, AR FHE
WA REEIER X vCloud Usage Meter & &M RULE R, HRRBAFEZNENES. BXEER
HEBFHMEEMAFAEE, B8 vCloud Usage Meter B B sl B8 FHEH @A

EEiHEA Cloud Partner Navigator £ &IX7f Commerce Portal F5EM# vCloud Usage Meter 245

BEFEFBANH R SR G mERKIE. A UEBRAMBRAIEIN T vCloud Usage Meter i&#&

By 23 B8 FHB 4B Ao
Cloud Partner Navigator E8-FHR{43&E%0
i)

Usage Meter S2ffl UM R FR (VUID) T£
ik 24 DB/ E—NBAR—EXRMA
VMware &= mEREIE!

Usage Meter 325 UM &%k (UUID) 1E
EEmERTIELHE VMware,

R7E Usage Meter S5l UM &R
(VUID) iR INE 207 So

BERINTE Usage Meter 325 UM & FF
(VUID) AR INE I+ 2897 o
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i::pu

SFFRFEAER ISR, vCloud
Usage Meter 5% E&; 24 /B @IE
R#E, MFRTFHRNEXEG, T
LE—AFRERRIE.

R Z B E AN EHIREZ E,
vCloud Usage Meter RE1EE, FiAE
= mERIE.

vCloud Usage Meter Fi&iNEHEAET
BN, KBS REEMEARER
*EO

vCloud Usage Meter #&iME B EAHE#T
HENFERHBEEAR LR RERK
B, XY vCloud Usage Meter Z ik
RMEERE= R, S SUEIEN,

PRI

ERRILEE, FERIUATHIREXE:

https://kb.vmware.com/s/article/
82023,

TRIITEIRIE

BEERIEE, BESRUTHIREXE:

https://kb.vmware.com/s/article/
82022,

TRIITEIRIE
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Cloud Partner Navigator BB 4B

Usage Meter B/~ @it 2REEEHK ELUTAMIERET, EKEI@ER : WRFLEEFM vCloud Usage Meter
B BFERBRSBIEREE. SEEM RORESAERY, FEESNREN

B HUENRERRE, FLEBEM “BE” BN HPIRMRRRS R,
vCloud Usage Meter LIRS H

%Mo
m B vCloud Usage Meter S2f5IH9
REMEKMEL AT R,
Usage Meter IRSHE ERIRHEIEREMB vCloud Usage TERITEAIRIE
Meter £HIEIZE 24 NS RIBEIFRE
BRI ESS
x 14-1.
vCloud Usage Meter BB FHRHEEIZEE!  #4A FREEIR(E
Usage Meter = Gin) @EE FminFEsR, BEREEN~ER DS EESMNMIEN B8 29 hiREIRE
4, REZR,
BERBREIELHE Cloud Partner vCloud Usage Meter FIGFHIE LEHZ! EERTN “BE" SR EERA
Navigator B H IR AR Cloud Partner Navigator, @HMXIEEE %o
HAEX T eI A,
HOBIBERBERIRS &R _EEFRAERR vCloud EERNIN “BE" SnHIREERS
Usage Meter SLEIBIERIB R EIE. 2
R ETFME/RIF/CPU ERIER vCloud Usage Meter 1oMEIZiE. AFE KEFME. WEFS CPU BABR, HiR
3 CPU EREXRK S, EE BN TR,
H1thi@sn AR S RSIEITIRR. FIPS 3

iR 2iEES:RpEVIN

BENEL T ER:
®  }J vCloud Usage Meter B & 2 B FHB @ %0

= J3F vCloud Usage Meter B SMTP & & lzl# 1 TH FE HEPR

73 vCloud Usage Meter B2 & Zith B8 F AR {4850

EBm—AUE ABH vCloud Usage Meter (IR, WATECE 2t BB FHBEIEH,

A LUEZE R X vCloud Usage Meter &R mUREERIA. &%) @S 2 JRIA] =L RY 25 3th B8 F HB 14 1@ &
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vmw vCloud Usage Meter Products Customers Notifications Licenses Usage

Settings c

General

Logging Level

Data Hashing
From email *
Security

Email Not\h(at\or\s@

Notify email(s) *
Enter email address

Frequency * 24 hrs

Types of Alerts * Product Collection Errors
Data files management

Appliance Resource Issues

SMTP

SMTP settings are validated upon saving and only applied after successful connection can be established to the email server

Host address * IP or Hostname

Port *
Username
Password

Enable TLS/SSL

B
1 &%% vCloud Usage Meter Web R iH,
SMEKE > BFEpEFEA.
B TRE:
BHIgE
R NETFHRY

A T ER

VMware, Inc.

- ©

ik
TN FEREFBABE Ao

RN FE FER AN BIU I Ao

F RRRBIERRIUENE AR AL
username@domain. &M, FEBRFIREHLE,

MIRE S EE, ERUE AW FRB B ANRISRER, A 1L
1£ 1/hBF. 6 NBF. 12 [NBFFD 24 INBF Z (BT TIER, $REE
EREENX T BERENIRINIRS], HESNMEROHEE—
e FERE A,

WU A IEUR BB FRR B AN EREE, BURNE V%R
—FREERIEE,

n FRIREEIR

m  VMware BigZiEiE)E

n EFEREB

n EUEXHER

R ERRIN LR P ERARE [BFTIEN B FHB @R
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4 [FE SMTPIRE,

a

(op

(@}

o

D

il

B4R

EENMISIAIES, AN SMTP BRSSP HEHB,

TEEROXAESR, A SMTP w0 S,
(FAIk) MR SMTP IRSBB[BFREFMHRIE, BN SMTP BFR ZFZEWE,
(AN%E) WRIBHAIIRS2SZHF SMTP over TLS/SSL, BB TLS/SSL Ei%EHE,
(i) BREHERE

FrE B FHR IR AR R E—HE B XENAIRES BB FH4 @, vCloud Usage
Meter Web REF=ER—FKER, BHEKEABKREER, WNRERE SMTP IRERMZE
BEE, EBWX vCloud Usage Meter BY SMTP i& & [a] & 1T PEHESR,

EHEBFHEEN, HREEEFEEM. vCloud Usage Meter 2MFIE BFEMHIRG BN EEEE
M. BEEEENIKLE, HRHEERH.

3t vCloud Usage Meter Y SMTP i& & 0] BUH 1T FEHES
SHBRE A BB FHB B SMTP 1@ B A2 538 B AEHTHE HE

ial &R EINHERE R

SMTP ENMUARIER T TS AT BE 5 vCloud Usage Meter i&%, RENERMHA SMTP IR
ZRMN B RIEFH AT,

SMTP ImARIEH HME SMTP InARTEZEE.

SMTP ARS3 23 Z 1A 30IEIA) T WRER SMTP [RSHBFEZMHRIE, BHRERBAERNEFRA
MM, vCloud Usage Meter & & BI{RIPTZERI D,

SMTP over SSL/TLS [alfR WRIEH SMTP IREREE SSL/TLS, BHRIREEE 2 B Fip

BN B RIZET, HHINEARNROERTIR. "L

1E /opt/vmware/cloudusagemetering/platform/log/
vmware-um-journal.log XHFIEIR X R AV IF (S
I%\O
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HBXEE
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ke

R

vCloud Usage Meter K#&MZIE it 2/~ GRS 2SHE[HE
REH,
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o

BEESEMHEE.

EE IR B EHE.
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B
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®1ID. 7 ID. P mRBSOERER R @R TR,

VMware, Inc.

P mAvEAl, "ILRE

87



	vCloud Usage Meter 部署和管理指南
	目录
	VMware® vCloud® Usage Meter 部署和管理指南
	vCloud Usage Meter 概览
	开始使用 vCloud Usage Meter 之前
	部署和配置 vCloud Usage Meter
	部署 vCloud Usage Meter 设备
	在 vCloud Usage Meter 中验证用户帐户的密码强度合规性
	访问 vCloud Usage Meter Web 界面
	首次访问 vCloud Usage Meter Web 界面
	通过 vCloud Usage Meter VAMI 配置代理服务器
	通过 vCloud Usage Meter VAMI 配置 Syslog 服务器
	为 vCloud Usage Meter 设备配置 Active Directory 身份验证
	在 vCloud Usage Meter 设备上配置本地 LDAP 名称服务守护进程
	在 vCloud Usage Meter 设备上配置可插接式验证模块

	在 vCloud Usage Meter 中设置第二个网络适配器
	在 vCloud Usage Meter 中添加第二个网络适配器
	手动为 vCloud Usage Meter 配置第二个网络适配器
	使用脚本为 vCloud Usage Meter 配置第二个网络适配器
	为 vCloud Usage Meter 配置静态路由表


	vCloud Usage Meter 的联邦信息处理标准 (FIPS) 合规性配置
	为 vCloud Usage Meter 配置 FIPS 合规性模式

	vCloud Usage Meter 证书管理
	为启用了 FIPS 模式的 vCloud Usage Meter 设备导入内部证书颁发机构 (CA) 签名证书
	为停用了 FIPS 模式的 vCloud Usage Meter 设备导入内部证书颁发机构 (CA) 签名证书
	为启用了 FIPS 模式的 vCloud Usage Meter 设备安装证书颁发机构 (CA) 签名证书
	为停用了 FIPS 模式的 vCloud Usage Meter 设备安装证书颁发机构 (CA) 签名证书
	对于启用了 FIPS 模式的 vCloud Usage Meter 设备，将设备的默认自签名 SSL 证书替换为新的自签名证书
	对于停用了 FIPS 模式的 vCloud Usage Meter 设备，将设备的默认自签名 SSL 证书替换为新的自签名证书
	在启用 FIPS 模式的情况下将证书导入到 vCloud Usage Meter 设备密钥库
	在停用 FIPS 模式的情况下将证书导入到 vCloud Usage Meter 设备密钥库

	管理 vCloud Usage Meter 中的计量
	为 vCenter Server 配置权限以使用 vCloud Usage Meter 进行计量
	在 vCloud Usage Meter 中添加 vCenter Server 实例以进行计量
	在 vCloud Usage Meter 中添加 VMware Cloud Foundation 实例以进行计量
	在 vCloud Usage Meter 中添加 Site Recovery Manager 实例以进行计量
	在 vCloud Usage Meter 中添加 Tanzu Kubernetes Grid 管理集群以进行计量
	获取 Tanzu Kubernetes Grid 管理集群的持有者令牌

	在 vCloud Usage Meter 中添加 VMware Cloud Director 实例以进行计量
	在 vCloud Usage Meter 中添加 vRealize Suite Lifecycle Manager 实例以进行计量
	使用 vCloud Usage Meter 计量 vRealize Operations
	在 vCloud Usage Meter 中添加 vRealize Operations 实例以进行计量
	在 vCloud Usage Meter 中配置部分虚拟机的计量

	在 vCloud Usage Meter 中添加 vRealize Automation 7 实例以进行计量
	在 vCloud Usage Meter 中添加 vRealize Automation 8 实例以进行计量
	在 vCloud Usage Meter 中添加 NSX Data Center for vSphere 实例以进行计量
	在 vCloud Usage Meter 中添加 NSX-T Data Center 实例以进行计量
	在 vCloud Usage Meter 中添加 vRealize Network Insight 实例以进行计量
	在 vCloud Usage Meter 中添加 NSX Advanced Load Balancer 实例以进行计量
	在 vCloud Usage Meter 中添加 Horizon DaaS 实例以进行计量
	在 vCloud Usage Meter 中添加 VMware Horizon 实例以进行计量
	在 vCloud Usage Meter 中添加 VMware Cloud Director Availability 实例以进行计量
	配置 vCloud Usage Meter 报告的匿名化级别
	移除 vCloud Usage Meter 报告的匿名化
	在 vCloud Usage Meter 中编辑产品信息
	删除 vCloud Usage Meter 中的产品服务器
	更改 vCloud Usage Meter 日志记录级别

	在 vCloud Usage Meter 中管理客户规则
	vCloud Usage Meter 内客户规则中的对象和对象类型
	在 vCloud Usage Meter 中添加客户规则
	在 vCloud Usage Meter 中编辑客户规则
	在 vCloud Usage Meter 中删除客户规则
	在 vCloud Usage Meter 中审核客户规则

	vCloud Usage Meter 中的计费类别
	管理许可证密钥的计费类别

	在脱机模式下管理 vCloud Usage Meter 实例
	在脱机模式下配置 vCloud Usage Meter 设备
	下载脱机模式下运行的 vCloud Usage Meter 实例的产品使用数据
	查看脱机模式下的 vCloud Usage Meter 实例的已下载产品使用数据报告
	上载脱机模式下的 vCloud Usage Meter 实例的产品使用数据

	管理 vCloud Usage Meter 服务
	验证 vCloud Usage Meter 实例是否报告使用情况数据
	检查 vCloud Usage Meter 中的服务的状态
	启动 vCloud Usage Meter 服务
	停止 vCloud Usage Meter 服务
	在 vCloud Usage Meter 中生成支持包集合

	管理 vCloud Usage Meter 帐户
	在 vCloud Usage Meter 中重置 Root 密码
	在 vCloud Usage Meter 中更改 Root 密码
	解除锁定 usagemeter 帐户
	更改 usagemeter 和 umauditor 用户帐户的用户帐户密码
	更改 vCloud Usage Meter 用户帐户的密码过期参数
	vCloud Usage Meter 用户帐户的密码要求

	升级 vCloud Usage Meter 设备
	vCloud Usage Meter 就地升级

	vCloud Usage Meter 实例的电子邮件通知
	为 vCloud Usage Meter 配置本地电子邮件通知
	对 vCloud Usage Meter 的 SMTP 设置问题进行故障排除

	vCloud Usage Meter 中的产品通知


