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Configuring VMware® vCenter SSO 5.5 U2 with VMware vRealize Automation

Introduction

This white paper outlines the steps for performing an end-to-end implementation of vCenter Single Sign-On 5.5 U2 in a
High Availability (HA) configuration (Active — Passive configuration with automatic failover), and integration with vRealize
Automation for Single Sign-On that uses an F5 load balancer.

Supported software components are:

e VRealize Automation 6.1 and later
e VvCenter SSO 5.5 U2, U2a, or U2b (Windows-based installation). U2b is recommended.
e F5load balancer, version BIG-IP 11.4.0 Build 2384.0 Final

Overview

The installation and configuration of vCenter Single Sign-On 5.5 in a highly available (HA) configuration requires the use of
an external load balancer (F5 load balancer); it also requires that the various components are implemented in the correct
sequence. Failing to follow the documented sequence can create unpredictable consequences and/or dependencies on
other components where dependencies should not be placed.

The following list summarizes the steps for deploying vCenter SSO in a high-availability environment with vRealize
Automation.

1. Creating Certificate Authority Signed Certificates for vCenter SSO nodes and vCenter SSO load balancer FQDN
2. Configuring an F5 Load Balancer for use with vCenter SSO nodes deployed in a HA Configuration (Active —
Passive configuration with automatic failover)
3. Installation and Configuration of vCenter SSO 5.5 U2 for High Availability
a. Install vCenter SSO Server Nodel
b. Install vCenter SSO Server Node 2
c. Setup vCenter Single Sign-On System Environment
d. Update the vCenter SSO Services to vCenter SSO Load Balancer FQDN on vCenter SSO Server
Nodel
e. Updating Certificates on vCenter SSO Server Nodel
f.  Updating Certificates on vCenter SSO Server Node2
4. Configuring vCenter SSO 5.5 U2 HA setup for integration with vRealize Automation
5. Configuring vRealize Automation with vCenter SSO 5.5 U2 deployed in a HA Configuration (Active — Passive
configuration with automatic failover) for SSO

Environment Prerequisites

Before starting the implementation of vCenter SSO HA, you must ensure that certain elements of the environment are in
place and fully functional, the following list identifies these elements.

The process to create CA-signed certificates comprises following steps:
1. Creating a certificate request (csr)
2. Generating a signed certificate (cer)

VMware has developed a tool called VMware vCenter Certificate Automation Tool that can be obtained from the VMware
Download Center and is located in the Drivers and Tools section of the vSphere and vCloud Suite download pages
(version: 5.5).

You can use the vCenter Certificate Automation Tool to generate the certificate request (csr file) for vCenter SSO, but it
does not provide the ability to create SubjectAltName values, in some scenarios this may be acceptable as the team
providing certificates may ask for this information at request time. However, if this is not the case, you can manually create
the certificate request (csr file) with the SubjectAltName values added, which is a requirement for the vCenter Single Sign-
On HA configuration.

The examples in this guide reference the values in the following table:

Name Host Name FQDN IP Address

SSO Load Balancer FQDN [sso sso.vmware.local 192.168.110.40
SSO Server 1 ssol ssol.vmware.local 192.168.110.41
SSO Server 2 Sso2 sso2.vmware.local 192.168.110.42
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Create Certificate Authority Signed Certificates for
vCenter SSO nodes and the vCenter SSO load balancer

After you complete and verify the prerequisites, you create certificates signed by a certificate authority. You configure
vCenter SSO server nodes with these certificates later.

Task ID Task Description Screenshot (optional)

1. Download and extract the VMware vCenter Certificate Automation Tool to a directory on vCenter SSO Server
Nodel. (In this example the zip file, ssl-certificate-updater-tool-1308332.zip, is extracted to the C:\SSL-Tool
directory).

2. On the first node for vCenter Single Sign-On, create | i
a folder in which you can store the certificate files.  |GU) & - - atvics - B [t oa ) wl
These steps use the C:\Certs folder. Ogiie v 4O indueimibay v Swewth +  Newflder =00

S Fovortes Name - Ovemodted [Tpe See (|
| Desktop 4 Perflogs 14/07/2009 04:20 File folder
18 Downloads 1. Program Fies 17/03/2014 11:47 Fle folder
5 Recent Places L. Program Fies (x85) 1407/200906:06  Fhe foider
S 4. SSL-Tool 17)03/2014 13:25 File folder
- b sers 103041514 Fie folder
J;;o:(m\s b Windows 17/03/201409:26 File folder
Pictres umnd 17/03/2014 13:26 RND Fle 18
E Videos 1, ssi-certificate «pdater -tool-1308332 29/01/2014 14:25 Compressed (zppe.. 23,157¢8
| vinware sts<dmd 17/03/2014 11:49 Text Document 218
88 Computer | viware sts-dmd-perf 17/03/2014 11:49 Text Doaument oK
&, Local Dk ()
€ Network.
’ Certs  Date modfied: 17/03/2014 13:35
Fie folder

3. In the C:\Certs folder, create an SSO folder to
organize your certificate requests and configuration (T T TTT L0
files. G(—) [ = Computer = Local Ok (C) = Certs = v 8 [ewaces =

Oganze v _ Open Indudenibrary v  Dwrewth v New folder #5109
e Faventes W = |ostemostes [ rTive |20 |
B o B0 oeweny s ]

8 Dowrioads
U, Recent Paces
4 Ubrares

+ Doasments
o M
B

8 Computer
£ Lol Dk ()

S Network

SSO  Datemodfed: 17032014 1337
Fle foider

TECHNICAL WHITE PAPER /3



Configuring VMware® vCenter SSO 5.5 U2 with VMware vRealize Automation

Task ID Task Description Screenshot
4, Open a text editor on nodel and create a [req]
configuration file using the format provided here. default_bits = 2048

default_keyfile = rui.key
distinguished_name = reg_distinguished_name

Edit the text highlighted in bold and red with values -
encrypt_key = no

for your environment.

prompt = no

string_mask = nombstr
Save the configuration file to the C:\Certs\SSO req_extensions = v3_req
directory as openssl_sso.cfg.

[v3_ req]

basicConstraints = CA:false

keyUsage = digitalSignature, keyEncipherment, dataEncipherment
extendedKeyUsage = serverAuth, clientAuth

subjectAltName = DNS:sso1, DNS:ssol.vmware.local,
DNS:ss02, DNS:sso2.vmware.local,

DNS:sso.vmware.local, IP:192.168.110.40

[ req_distinguished_name ]

countryName = US

stateOrProvinceName = CA

localityName = PA

0.organizationName = VMware
organizationalUnitName = vCenter Single Sign On
commonName = sso.vmware.local

5. Open a command prompt and go to the VMware
vCenter Certificate Automation Tool directory.

In this example the files are extracted to the C:\SSL-
Tool folder/

Type the following command:

cd C:\SSL-Tool\tools\openssl

6. Run the following command to create the vCenter
SSO certificate request and export the private key:

openssl reqg -new -nodes -out
C:\Certs\SSO\rui.csr

-keyout C:\Certs\SSO\rui.key -config
C:\Certs\SSO\openssl sso.cfg

The vCenter SSO certificate request and the private
key files (rui.csr and rui.key) are now available at

C:\Certs\SSO directory.
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Task ID Task Description Screenshot (optional)

7. You can send the certificate request to your certificate issuing team or you can use Microsoft CA as the
trusted root Certificate Authority.

o If you are using your certificate issuing team, follow these steps:

Send the vCenter SSO certificate request (rui.csr) to your Certificate issuing team and get the CA
signed certificate (sso.cer) for vCenter SSO in Base-64 encoded X.509 (.CER) format.

Copy the SSO CA-signed certificate (sso.cer) to the C:\Certs\SSO directory.

o If you are using Microsoft CA as the trusted root Certificate authority to sign and issue the certificates
for vCenter SSO, enable data encipherment, nonrepudiation, and client authentication on the
certificate template.

For more information about creating certificate templates in the Microsoft CA server, see VMware
Knowledge Base article 2062108 — “Creating a Microsoft Certificate Authority Template for SSL certificate
creation in vSphere 5.x”

For more information about obtaining the vCenter SSO certificate using Microsoft CA, see Obtain vCenter
SSO certificate (part of VMware KB article 2044696)

8. Verify that the certificate issuing team has provided the root CA certificate (root64.cer) in Base-64
encoded X.509 (.CER) format. Copy the root CA certificate (root64.cer) to the C:\Certs\SSO directory.

Note: Also get the intermediate CA certificates in Base-64 encoded X.509 (.CER) format if you have
intermediate CA servers signing the certificate requests.

9. Open a command prompt and run the following
commands to merge the sso.cer and
root64.cer file into a .pem file:

a) more C:\Certs\SSO\sso.cer >>
C:\Certs\SSO\chain.pem

b) more C:\Certs\SSO\rooté64.cer
>> C:\Certs\SSO\chain.pem

Note: If you have intermediate CA servers
signing the certificate requests then you must to
add them to the chain.pem file. The order
must be vCenter SSO certificate, intermediate
CA certificates, and root CA certificate.

10. Ensure that both the vCenter SSO certificate and key files (sso.cer and rui.key), and the root CA certificate
(root64.cer) are provided to the F5 load balancer team for F5 configuration.
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Configure the F5 Load Balancer for Use with vCenter
SSO Nodes Deployed in an HA Configuration

You can use the procedures in this section to configure an F5 load balancer to run vCenter SSO nodes that have been
deployed in a high-availability configuration, an active/passive configuration with automatic failover.

vCenter SSO 5.5 U2, U2a, and U2b are supported for use with vRealize Automation U2b is the recommended version.

The examples in this section reference the values shown in the following table.

Name Host Name FODN IP_Address

SSO Load Balancer FQDN [sso sso.vmware.local 192.168.110.40
SSO Server 1 ssol ssol.vmware.local 192.168.110.41
SSO Server 2 Ss02 sso2.vmware.local 192.168.110.42

Procedures in this section are based on the following load balancer environment:

1. F5load balancer that is installed and licensed and for which DNS server configuration is complete
2. F5load balancer running version 11.4.0 Build 2384.0 Final for BIG-IP
These steps may vary in a different F5 load balancer version.

Procedure

1. Make a backup copy of the C:\Certs\sso directory on the vCenter SSO Server Node 1. This directory contains
vCenter SSO CA signed certificates and the root CA certificate file root64.cer.

W, vcsso2.vcactest - Remote Desktop Connection L ——— L e g — . . [E=E
(ke n-=i 1SS0 B
Home Share View
@© = 1[0 » Network » vessol » <5 » Cents » 550 vollsl
— Name i Date modified Type Size
[l Desktop __ admin.properties PROPERTIES File 1KB
8 Downloads ] admin_id File 1KB
. Recent places | chain.pem PEM File 4KB
_| commands Text Document 1KB
4 Libraries | ge.properties PROPERTIES File 1KB
%) Documents ] gcid File 1KB
& Music || openssl_sso.cfg CFG File 1KB
=) Pictures 5 root64 Security Certificate 2KB L
B videos ) i Security Certificate 3KB i
) ni.esr CSRFile 2KkB
% Computer ] ruikey KEY File 28
| sts.properties PROPERTIES File 1KB
€ Network [ stsid File 1KB

« . - »

2. Using a supported web browser, open the F5 BIG-IP load balancer management interface (https://<fS5lbhostname>)
and log in.

3. Upload the vCenter SSO certificate to the F5 load balancer.
a. From the Main tab on F5 user interface, select System>File Management.
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b. Click the SSL Certificate List tab.

c. Onthe SSL Certificate List screen, click Import.

OMNLINE (ACTIVE)
Standalone

System » File Ma

— = . + A ey t | SSL Certificate List | Ar
Eﬂ Statistics £ L Certificate List

(g wr ,

B Search| Lirport.. | Create..
§
() Local Tratfic (1]~ Name - % Contents |+ CommonName |+ organizaton | + Expiration |+ partion/Pan
[T ca-bundle Certificate Bundle Aug 13,2018 - Aug 13,2018 Common
(7% Acceleration
o e T default RSACertificate  localhostlocaldomain MyCompany  Dec 16,2023 Common
g Device Management [ finle RSA Certificate  supportf5.com F5Networks  Aug 13,2031 Common
Archive... | Delete...
£ Network e | ouve.|
System
‘ Configuration
| Device Cerificates

| File Management

d. ForImport Type, select Certificate.
e. For Certificate Name, select Create New and enter ssoCert as the name.

f.  For Certificate Source, select Upload File and browse to the sso.cer file (the vCenter SSO
certificate file) in the C:\Certs\sso directory you copied in step 1.

ONLINE (ACTIVE)
Standalone

System » File Management : SSL Certificate List

G SSL Certificate/Key Source
i Import Type [Ceificate =]
Local Traffic s = _
® Certficate Name Create New " Overwrite Existing
ssoCert
(7)) Acceteration . _
.
: Certificate Source Upicad Ellelgpastaliext
Q Management Browse... I rui.crt
Free Space on Disk 168 MB
£2) Network
Cancal | _Import
System
‘ Configuration
| Device Certiicates

] File Management

g. Select the certificate file and click Open. The sso.cer file is selected in our example.
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) File Upload [ X]
G'Oo[l..-mmamr-omm-so v & [searchsso
Organize v  New folder 2 v 0 @
¢ Favorites N Date modified [ Type [ sze | |

Bl Desktop |_] root-trust.jks 12/17/20139:02PM  XKSFie 5KB
i Downloads 12/17/2013 7:41PM fi

o s e
i Kt | rui.csr 12/17/2013 1:51PM  CSR File 2kB

3 Lbraries || ruikey 12/17/2013 1:51PM  KEY File 2KB
B Documents | rui-orig.key 12/17/2013 1:51PM  KEY File 2KB
o Music || server-identity.jks 12/17/20139:02PM  JKS File SKB
= Pictures | sso.cfg 12/17/2013 1:50PM  CFGFile 1KB
B videos "8 ssoserver 12/17/20139:01PM  Personal Informatio... 5KB

1™ Computer

€ Network

File name: [rui x| [anFites =l

h. Click Import on the F5 load balancer interface. The ssoCert is now imported.
4. Upload the vCenter SSO key to the F5 load balancer.
On the SSL Certificate List screen, click Import.

a
b. ForlImport Type, select Key.

o

For Key Name, select Create New and enter ssoKey as the name.

d. ForKey Source, select Upload File and browse to the rui.key file (vCenter SSO key file) in the
C:\Certs\sso directory you copied in step 1.

| ONLINE (ACTIVE)
Standalone

System » File Management : SSL Certificate List

{7 statistics
SSL Certificate/Key Source

0 wo Import Type Key = ‘
@ Local Traffic @ Create New ¢ Overwrite Existing

Key Name

I ssoKey

(“33) Acceleration = p

Key Source Upload File ¢ Paste Text
g Device Management No file selected.

Free Space on Disk 168 1B ‘
52 Network

Cancel I Import I
System

Configuration
Device Certificates

File Management

e. Click Open to select the rui.key file.
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) File Upload E3
OO ATk v B [ searchsso
Organize

New folder = v Ol 0
<7 Favorit Name * |Datamodﬁed | Type ISlze I I
Bl Desktop |_] root-trust.jks 12/17/20139:02PM  JKSFle 5KB
48 Downloads Erui 12/17/20137:41PM  Security Certificate 3K8
GE Places
i Recent | rui.csr 12/17/2013 1:51PM  CSR File 2kB
:awm 12/17/2013 1:51PM
B Dcaments ] rui-orig.key 12/17/2013 1:51PM  KEY File 2kB
o Music |_| server-identity.jks 12/17/20139:02PM  XKS File SKB
& Pictures | sso.cfg 12/17/2013 1:50PM  CFGFile 1KB
B videos '8 ssoserver 12/17/20139:01PM  Personal Informatio... 5KB
1 Computer
€ Network

File name: | rui.key x| [anFites =l

[ open | conce |
N

f.  From the F5 load balancer interface, click Import. The ssoKey is now imported.
5. Upload the CA root certificate to the F5 load balancer.

a. Onthe SSL Certificate List screen, click Import.

b. ForImport Type, select Certificate.

c. For Certificate Name, select Create New and enter VMwareLocalRoot.

d. For Certificate Source, select Upload File and browse to the Root64.cer file (CA root certificate file)
available at the C:\Certs\sso directory copied in step 1.

| ONLINE (ACTIVE)
| standalone

System » File Management : SSL Certificate List

[8 v Import Type Centiicate ~]
Local Traffic & s
@ Certificate Name Create New ¢ Overwrite Existing
VMwarelLocalRoot
@ Acceleration = ~
* Upload File ¢ Paste Text
Centificate Source
% Device Management _Browse | Rootsd.cer
Free Space on Disk 168 MB
52 Network
_Concel | T}
System
Configuration
Device Certificates

File Management

e. Click Open to select the CA root certificate file. In our example, this is Root64.
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) File Upload
()= - Adnnisrator - Domrioads - v K83 [ search Downioads D)
Organize ¥  New folder = v 0 @
AT Name * Date modified Il’we ISze I I
Bl Desktop )i sso 12/18/20139:39AM  File folder
B Dasonds |. webdbent 12/18/20139:39AM  File folder
S R Pce (&) re-7udSwindows586 12/9/20133:58PM  Application 28,360 KB
53 Ubraries | Jre-7ud45-windows-x64 12/9/2013 3:58 PM Application 29,976 KB
%) Documents () ixpiinstal 12/9/2013 3:14PM  Application 894 KB
& Music _]nslic 12/9/2013 2:48 PM LIC Fie 3KB
=) Pictures M Security Certificate
a Videos
™ Computer
€l Network

File name: [Root64 | |AnFites =l

R[T] Cancel |

N

f.  Click Import. The CA root certificate is now imported.

6. Verify that the Common Name for ssoCert is sso.vmware.local,

sso.vmware local

7. Create a VLAN as specified in the next screenshot.
a. Select Network>VLANs>VLAN list.
b. Click Create.

c. Provide the details and click Finished.
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Sef IPs
Configuration: | Basc |
Packet Filters Source Chack
Tanks MU B
Tunnels - :
Route Domains olow
[1 VLANS J Polling Interval Default  ~| Dofault Vaiue: 10 soconts
ARP Sampling Rate Default | Default Value: 2048 seconds
= = (e
wcee

8. Configure the Interfaces List. Ensure that interface 1.1 is up and interfaces 1.2 and 1.3 are disabled.
a. Select Network>Interfaces >Interface List.
b. Select 1.2 and 1.3 under Name and then click Disable.

Note: This solution uses Management and Internal Interfaces. External (1.2) and HA (1.3) are disabled in this
configuration.

|| ONLINE (ACTIVE)
| Standalone , Click refresh to see updaled interface status

£5) Network

9. Configure Self-IP.

a. Inthe F5 load balancer console, select Network > Self IPs.

b. Click Create.

c. Inthe Name text box, enter Internal,.

d. Enter values for the Self IP in the IP Address and Netmask text boxes.

e. From the VLAN/Tunnel dropdown menu, select internal.
f.  From the Port Lockdown dropdown menu, select Allow Default.
g. From the Traffic Group dropdown menu, select traffic-group-local-only (non-floating).

h. Click Finished.
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o
- Loading...
Recelving configuration data from your device.

5 H ) Network » Self IPs » Now Self I
(g Stetien
Configuration
03 we Namo [Tmemal
4] Local Trattic 1P Address | 192.168.1.131
(:)\w Netmask | 255.255256.0
VLAN | Tunnel intenal -l
g Device Management
Port Lockdown | Allow Defautt -l
£33 Network Inhorit iraffic group from currant parttion / path
pse— i oo [ traffie-group-ioca-only (non-floating) -l
Sodios Cancel | | Repeat | | Finished
| serips .

10. Create the load balancer pool by using the two SSO servers as the two member nodes.

a. Select Local Traffic>Pools>Pools List.

b. On the Pools List screen, click Create.
c. Enter a name in the Name text box; for example, SSO.
d. Inthe Health Monitors area, select and add tcp to the Active column.

e. Select Round Robin from the Load Balancing Method drop-down menu.
f.  Select Less than from the Priority Group Activation text box.
g. Enter 1in the Available Members text box.
In the New Members area, select the New Node option and create a new member:

Enter ssol as the node name in the Node Name text box.

Enter an Address: 192.168.110.41 (this is the IP address of SSO Server Nodel in our example).
Enter a Service Port: 7444 and HTTPS.

Enter a Priority: 10.

Click Add.

Enter a Node Name for the second node: sso2.

Enter an Address: 192.168.110.42 (this is the IP address of SSO Server Node2 in our example).
Enter a Service Port: 7444 and HTTPS.

Enter a Priority: 1.

Click Add.

Click Finished.
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Local Traffic » Pools: PoolList »» Ne

Configuration:  Basic v

) aww -
I Name 550
@ Local Traffic Description [
Network Map Active Available
) ICommon -] " https_head_f5 |
Virtual Servers | hips_head_|
Health Monitars | tep [<=<| | inband
Palicies ) tcp_hall_open
=5 udp ||
Profiles | > ~|
iRules
Resources
Pools - =
Load Balancing Method 'Round Robin v
Modes ) )
_ Priority Group Activation Lessthan.. v [1 Available Member(s)
Monitors !
Traffic Class '® MNew Node ' Node List
N Mame: i
Address Translation ode Name: | ss02 BRI
Address | 192.168.110.42
OIS Express Zones SevicePort 7444 | [HTTPS v
DNS Caches Priorty: | 1 | (optiona)
MNew Members I Add 1
Acceleration 'R PA0 G0 ss01 162.168.110.41 7444 .
R P4 C:0 5502 192.168.110.42 :7444
£=) Device Management
£ Network [ Edit || Delete
S [ Cancel || Repeat || Finished |

11. Add ICMP as the Default Monitor for Nodes.
a. Select Local Traffic>Nodes> Default Monitor.
b. Select and add icmp to the Active column.

c. Click Update.

[OOSR T T Locat Tramc s oo

P
g Stavstics
3 we
Coafiguration:  Easic »
43 Local Tratme Actie Auatadle
. ‘Common < __ [xommoa a
Network Map o ok oo [ | owewarsome [
Virkal Servers Mips_443
>>| | real_senver
Policies ~ samp_cca 24
Prosies [ Upcate | .

IRues
Pocts

12. Create an SSL client profile:
a. Select Local Traffic>Profiles from the left-hand menu.
b. Click SSL.
c. Click Client.

d. On the Client screen, click Create.
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D - e

l a iApp
] Search|
) Locatrame [Saname — .  ParentPron
Network Map ‘ cientss| (none) Common |
i - |
Vikial Satvars ]l‘ clientsskinsecure-compatidle dlentssl Commion
|I‘ wom-default-clientss! dientss! Common [
Policies
Delete...
Profiles

e. Enter a name, for example, SSO-Client, in the Name text box.

f.  Select the Custom checkbox.

g. Inthe Configuration area, select Basic from the drop-down menu.
Select ssoCert from the Certificate drop-down menu.

i. Select ssoKey from the Key drop-down menu.

j.  Clicked Finished.

Local Traffic » Profiles : SSL: Client
-
General Properties
G i Name | sso-Client ‘
G5 LocaiTrattic ParentProfile [ientsst = ‘
b o Configuration: I Basic :I' Custom P
YIS Sorvirs Certicate [ssocen | |
Policies
Key ¥
” Profiles |

13. Create an SSL server profile:
a. Select Local Traffic > Profiles.
b. Click SSL.

c. Click Server.

T i

g e
E e —_—e —— MProfile < ¥
| NetworkMap I sso-Ciient dientss! Common
Virtual Servers L chontss) (none) Common
I dientssk-insecure-compativie clientss! Common
Policies
= ccinmn datacts alianbe. -l ientss! Co
T oo
iRules Content
Pools Persistence
Nodes Protocol

Tt Cass pro—

Address Transiation Other
DNS Express Zones
DNS Caches

d. On the Server screen, click Create.
e. Enter a Name: SSO-Server.
f.  Select the Custom checkbox on the right-hand side.
g. Under Configuration:
i. For Certificate, choose ssoCert.
ii. For Key, choose ssoKey.
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h. Click Finished.

Local Traffic » Profies : SSL : Server

Network Map - Basic > o v
Virtual Servers » [ssocet ] -~ ‘
Policies |
Koy [ssokey 1= P‘
Profiles
SSL Forward Proxy Feature r w ‘
iRules
Pool Enabled Options Q
e Dontinsert empty fragments |
Nodes
Monitors
/|
Traffic Class
Optons List Disabe
Address Translation Available Options
ONS Express Zones , Microsot® session ID ;,u: -
DNS Caches Netscape® reuse cipher change bug workarot
SSLRef2 reuse cert type bug workaround
Microsoft® big SSLV3 buffer =l
@ Enatie|
=3 Device Management Proxy SSt r 17

14. Create a Virtual Server. This will use the load balancer IP address (192.168.110.40 in our example):
a. Choose Local Traffic from left-hand menu.
b. Choose Virtual Servers.

c. Choose Virtual Server List.

d. On the Virtual Servers screen, click Create.

Local Traffic »

7 Statistcs
iApp
£ r Search|
B o e (2 [z)stms  ~ vame
Network Map No records to display.
| v sovers Enadle | _Disable | Delete.. |

e. Enter a Name: SSO-VIP
f.  Provide a Destination:
i. For Type, select Host.

ii. Enter an Address: 192.168.110.40 (this is the load balancer IP address in our example)
g. Enter a Service Port: 7444 and HTTPS

h. Under Configuration.

i. For HTTP Profile, choose http.

TECHNICAL WHITE PAPER /15



Configuring VMware® vCenter SSO 5.5 U2 with VMware vRealize Automation

Local Traffic » Virtual Servers : Virtual Server List

General Properties
G b Name | ssovip
) Local Tratic Description [
‘ Network Map Type [Standara =]
[ Virtual Servers Source I
jcEolidas Douee Type: & Host C Network
| Profiles estnaton Address:[ 192.168.110.43
|
o e Senice Port 7488 [omer =]
| Pool
oF State Enabled 'I
Nodes
Monitors Configuration: I Basic 'I
Traffic Class Protocol TCP 7]
Address Translation HTTP Profile hl(pl - <
ii. For SSL Profile (Client): choose SSO-Client.
iii. For SSL Profile (Server): choose SSO-Server.
iv. For Source Address Translation choose Auto Map.
@ Acceleration Selected Available
= /Common 5|
£} Device Management SSL Profie (Client) =] [ clientssi '
clientssl-insecure-compatible
i >>||  wom-defaut-ientss!
£ Network = =
Selected Available
frste — /Common = |
SSL Profile (Server) B apm-default-serverss|
serverss|
:, serverssl-insecure-compatible
_'_I wom-default-serverss| _'_I
VLAN and Tunnel Traffic |AII VLANS and Tunnels vl
Source Address Translation I None 'I
i.  Under Resources:

i. For Default Pool: choose SSO.

ii. For Default Persistence Profile, select None.

Resources
Enabled Available
= /Common -
=<| [ _sys_APM_ExchangeSupport_OA_BasicAuth
iRules _sys_APM_ExchangeSupport_OA_NtimAuth
>>2| | Zsys_APM_ExchangeSupport_helper
= _sys_APM_ExchangeSupport_main =
Up| Down
Enabled Available
/Common ;]
Policies _sys_CEC_video_policy
|
Default Pool j
Default Persistence Profile
Fallback Persistence Profile
Cancel | Repeat I FInIs![Q\g I

j.  Click Finished.
15. Do not make any entry for SNAT.

16. Ensure the vCenter SSO load balancer virtual address is added to your DNS server. Using our example, add an entry
for 192.168.110.40 «— — sso.vmware.local into your DNS server)
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Install and Configure vCenter SSO 5.5 for High
Availability

Before you begin the implementation of vCenter SSO HA verify that the following prerequisites are met:
o  Creation of SSO nodes as Virtual Machines
o Registration of SSO nodes within a DNS service

o Installation of the VMware vCenter Certificate Automation Tool (ssl-certificate-updater-tool-1308332.zip) on
both SSO nodes. You can obtain the tool from the VMware Download Center in the Drivers and Tools
section of the vSphere and vCloud Suite download pages (version: 5.5).

o CA-signed certificates for SSO nodes and SSO load balancer FQDN
o Afully configured F5 load balancer

o The SSO load balancer FQDN must be registered within a DNS service

The examples in this section reference the values in the following table:

Component Hostname FQDN IP Address
SSO Nodel ssol ssol.vmware.local

SSO Node2 $s02 sso2.vmware.local

SSO Load Balancer FQDN  sso sso.vmware.local

TECHNICAL WHITE PAPER /17


https://my.vmware.com/web/vmware/details?downloadGroup=SSLTOOL550&productId=353

Configuring VMware® vCenter SSO 5.5 U2 with VMware vRealize Automation

Install vCenter SSO Server Node 1

Once you have completed all environmental preparation tasks, you are ready to start following the procedure captured here
to implement the first node of the vCenter Single Sign-On HA setup.

Task ID Task Description Screenshot

1. Start the VMware vSphere installer by clicking o .

autorun.exe. @mmmhm

T~ Aways do thes for softmare and Games:

Install or run program from your media

(&)

General options
J Ooenb'cywmewﬁu

2. From the VMware vSphere installer menu,
select vCenter Single Sign-On. VAR VPS5
H Vitware vCeater Server VMware® vCenter™ Single Sign-On
Click Install. TR s e Al R
user 1s ahenbated with vCerter Sin, Spn-On, that u Can acoe! nstalied vCecter
| Custom instat 30rces 10 which the user has de ranted access. This imgeoves securty and sempifes
user aUMeMCaton vCanter Smgle Sign-On 13 2 precequisite or vSphere Web Chent
VGohere Web Clent vConter kwentory Serace. and vCorer Senver
VCender inventary Senace For a5t of infeemation you meed 10 #5130 s COMEANENt 544 B instalabon chickist
o b louivhenmpsel irbestdrde
Vidwate vCeater Desktop Clent Prerequisites
Viware vSphare Client s
Vitware vCenter Sapport Tools

VEphers Update Manaper

vSphere ESX Dump Collector

Vaphers Sysiog Colector

vSphers Aute Degioy

vSphere Authendcation Proxy

Host Agent Pre-Upgrade Chiecker

vCantar Cartiicate Automabon Tool

3 At the Welcome to the vCenter Single Sign-On it it e =101 x|

Setup dialog, click Next.
Welcome to the vCenter Single Sign-On
Setup

This Setup Wizard wil install the vCenter Single Sign-On

Service. Chck Next to continue or Cancel to exit the Setup
Wizard,

Copyright ® 1998-2014 VMware, Inc. All rights reserved.

vCenter This product is protected by U.S. and international copyright
3 - and intellectual property laws. VMware products are covered
Single Sign On by one or more patents ksted at
http: /fwww. vmware.com/go fpatents,

g [ et | caxa |
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Task ID Task Description Screenshot

4 At the End-User License Agreement dialog,
’ click the I accept the terms in the License
Agreement check box.

|'\;! vCenter Single Sign-On Setup

End-User License Agreement
Please read the folowing bkcense agreement carefully

Click Next.
VMWARE END USER LICENSE AGREEMENT |
| |PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE
IAGREEMENT SHALL GOVERN YOUR USE OF THE SOFTWARE,
REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE
INSTALLATION OF THE SOFTWARE.
IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING,
OR USING THE SOFTWARE, YOU (THE INDIVIDUAL OR LEGAL
ENTITY) AGREE TO BE BOUND BY THE TERMS OF THIS END USER
LICENSE AGREEMENT (‘EULA'). IF YOU DO NOT AGREE TOTHE |
¥ 1accept the terms in the License Agreement
5. The vCenter Single Sign-On Prerequisites .
Check dialog appears and the installation wizard EaaSSEEEUIE IRy ]
detects the system configuration. VCenter Single Sign-On Prefequisites Check
Verify that the FQDN and IP Address are
correct. Host name is SSO-01A
FQDN is s50-0 1a.rainpole.local
By default the Add domain_name as a native ' 1P Address s 10.27.32.7
Active Directory identity source check box is o Machine b oined o rarpleJocal

selected. ey = :

Note: For large Active Directory domains the
installer can appear to hang and eventually

times out and rolls back while trying to complete ' Add rainpale.Jocal as a native Active Directory identity source.

this task, in these situations clear the checkbox

and add the domain at a later stage. i 2

9 Bk [ Nt | coa |
Click Next.
6. Atthe vCenter Single Sign-On Information dialog| %' vCenter Singl
for deployment mode, select the Standalone vCenter Single Sign-On Information
vCenter Si ng'e Slg n-On Server button. Select the deployment mode of this vCenter Single Sign-On server
. (® standalone vCenter Single Sign-On Server

C“Ck Next. Select this option to configure vCenter Single Sign-On for a single vCenter Server
deployment or the first vCenter Single Sign-On deployment in a High Availability
configuration.

O High availability

Select this option to deploy additional vCenter Single Sign-On instances for partnering with
an existing vCenter Single Sign-On deployment and placement behind a network load
balancer (requires additional configuration post-installation)

O Multisite

Select this option to configure multiple vCenter Single Sign-On servers. Each vCenter Single
Sign-On server provides authentication only to the local solutions {(example, vCenter
Server) registered to it,

Back |[ Next | [ cancel
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Task ID Task Description Screenshot

|'\;1 vCenter Single Sign-On

7. At the vCenter Single Sign-On Information dialog R S OO SN

for administrator account credentials, type the Sk the pskiiond o saRSY VG Becaunt 1 defeidt el

password for the administrator in the Password |

text box.

Domain Name: IVWC-W

Reenter the password in the Confirm Password | sername: [ramrsvater

text bOX Password: Io.oooooo

Click Next. >

. . . . {¥ vCenter Single Sign-On -!j

8. Atthe vCenter Single Sign-On Configure Site

dialog, type a unique site name into the Site it S o

name text box or accept the default.

Click Next. Sitename:  [SiteA
Bak [ et | cae |
3 enter Sin n-On
9. At the vCenter Single Sign-On Port Settings S °W"° - 2
dialog, unless you have a requirement to alter m;":'lm“?:m’:::': .
the default HTTPS port, leave the default value | i e
of 7444. Setup vall open the HTTPS port in the firewal if the Windows Firewal/Internet Connection
Sharing service is running on the system.
Click Next. o =

Note: The remaining procedures assume that
the default port of 7444 is used.

e )
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Task ID Task Description Screenshot

10. At the Change destination folder dialog, accept EEEEETTETR
the default path by clicking Next. Change destination folder
Select the folder in which to install vCenter Single Sign-On,

J Install vCenter Single Sign-On in: Change... '
C:\Program Fles\VMware Infrastructure

sk [ Nt |  caxe |

x|
vCenter Single Sign-On Information
Review instal options

11. At the vCenter Single Sign-On Information
dialog for install options, review the install
options.

You have selected:
Click Install. New instal
Configured as first server in domain
Domain name is vsphere Jocal
HTTPS port is 7444
Site name is SiteA
Lockup service will be installed and configured new

Back [ sl | cae |

12. At the Completed the vCenter Single Sign-On

; f . . { vCenter Single Sign-On Setup =10l
Setup Wizard dialog, click Finish. ;

Completed the vCenter Single Sign-On Setup
Wizard

Click the Finish button to ext the Setup Wizard.

vCenter
Single Sign On
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Install vCenter SSO Server Node 2

Once the first node has been installed, you must proceed to performing the installation of the second node, this is
performed in similar way as the first node but with one key alteration in that you must specify a different deployment
mode. Follow the step-by-step procedure documented to complete the installation of the second node of the vCenter
Single Sign-On HA setup.

Task ID Task Description Screenshot
1. Launch the VMware vSphere installer by =10l
clicking the autorun.exe. @MWMMW
[~ Always do this for software and games:
Install or run program from your media
A~
‘ Openfoldevmne—«ﬁes
View more Play
2. From the VMware vSphere installer menu, T
. . VMW Sphere' 5.5
select vCenter Single Sign-On. i
. Viware vCenter Server VMware® vCenter™ Single Sign-On
Clle |nsta| | . Simple Install Center Single Sign-On is an authentication broker and security token exchange. When a

user is authenticated with vCenter Single Sign-On, that user can access installed vCenter
senices to which the user has been granted access. This improves security and simplifies
user authentication. vCenter Single Sign-On Is a prerequisite for vSphere Web Client,
vCenter inventory Senice, and vCenter Server,

Custom Install

vCenter Inventory Senvice For a list of information you need to install this component, see the installation checidist
Cocic Soner hitp: www.vmware cominfo?id=1267
Viware vCenter Desktop Client Prerequisites:
Viware vSphere Client Hece
VMware vCenter Support Tools
vSphere Update Manager
VSphere ESXI Dump Collector
vSphere Syslog Collector
vSphere Auto Deploy

VSphere Authentication Proxy
Host Agent Pre-Upgrade Checker

vCenter Certficate Automation Tool

Explore Media

|’\;! vCenter Single Sign-On Setup - |D|_’_§]

3. At the Welcome to the vCenter Single Sign-

On Setup dialog, click Next.
Welcome to the vCenter Single Sign-On
Setup

This Setup Wizard wil install the vCenter Single Sign-On
Service. Chck Next to continue or Cancel to exit the Setup
Wizard,

Copyright © 1998-2014 VMware, Inc. All rights reserved.

vCenter This product is protected by U.S. and international copyright
> 2 and intellectual property laws. VMware products are covered
Single Sign On by one or more patents ksted at
http: /fawew.vmware.com/go fpatents,

Bach, I Next l Cancel l
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Task ID Task Description Screenshot
4. At the End-User License Agreement dialog, fi5 vCenter Single Sign-On Setup
click the I accept the terms in the License End-User License Agreement
Agreement check box. FISkas thi e fofomig Jcure oremmunt ceeivly
Click Next. VMWARE END USER LICENSE AGREEMENT E|

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE
IAGREEMENT SHALL GOVERN YOUR USE OF THE SOFTWARE,
REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE
INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING,
OR USING THE SOFTWARE, YOU (THE INDIVIDUAL OR LEGAL

ENTITY) AGREE TO BE BOUND BY THE TERMS OF THIS END USER
LICENSE AGREEMENT ("EULA”). IF YOU DO NOT AGREE TO THE =l

[V 1accept the terms in the License Agreement

5. At the vCenter Single Sign-On Prerequisites fi5 vCenter Single Sign-On £
Check dialog, the install wizard detects the vCenter Single Sign-On Prerequisites Check
system configuration. .
Verify that the FQDN and IP Address are Host name i SSO-02A
correct. FQDN is s550-02a.rainpole.local
' 1P Address s 10.27.32.11

Because this the second node in the site,
uncheck the Add domain_name as a native
Active Directory identity source check

' Machine is joined to rainpale.local
o7 DN resolution is successfl

box.
Click Next. I~ Add rainpole Jocal as a native Active Directory identity source.
Bak [ Net | canca |
6. At the vCenter Single Sign-On Information
dlal(_)g f(_)r_ deployment modes, select High e Bl S D It
aval l ab | l Ity Select the deployment mode of this vCenter Single Sign-On server
Click Next.

(O standalone vCenter Single Sign-On Server

Select this option to configure vCenter Single Sign-On for a single vCenter Server
deployment or the first vCenter Single Sign-On deployment in a High Availability
configuration.

(®) High availability
Select this option to deploy additional vCenter Single Sign-On instances for partnering with

an existing vCenter Single Sign-On deployment and placement behind a network load
balancer (requires additional configuration post-installation)

O Multisite

Select this option to configure multiple vCenter Single Sign-On servers. Each vCenter Single
Sign-On server provides authentication only to the local solutions (example, vCenter
Server) registered to it.

Back || Next | | Cancel
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Task ID Task Description Screenshot
7. At the vCenter Single Sign-On Information § vCenter Single Sign-On

dialog for partner information, enter the vCenter Single Sign-On Information

following values: Enter partner information

e FQDN of the first Single Sign-On node
in the Partner host name text box Domain Name: [ereioca
(ssol.vmware.local) | | m——

e Password used for Liser name: [zt

administrator@vsphere.local account

during the first node installation in the Bt osesms
Password text box
Click Next.
Back [ Nt | caxa |
8. At the Partner certificate dialog, click 15! vCenter Single Sign-On i x|
Continue to accept the certificate. Partner certificate
Do you trust the following certificate?
t DN: VMWareDirectoryService dc=viphere, de=local
Sha 1: 83:52:69: 7f:36:20:01:10:03:£3:¢¢:57:96:02:98:b¢:63: 2:21:6¢
gak | [ comrue ]| coce |
9. At the vCenter Single Sign-On Join Site 1§l vCenter Single Sign-On ; x|
dialog, use the drop-down menu to select the vCenter Single Sign-On Join Site
vCenter Single Sign-On site you wish to join. Select a site to jon
Click Next. '

S Ce——

Note: The site name should match the site
name specified in Step 8 in the Install
vCenter SSO Server Nodel section.
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Task ID Task Description Screenshot
10. At the vCenter Single Sign-On Port Settings {15} vCenter Single Sign-On
dialog, unless you have a requirement to vCenter Single Sign-On Port Settings
alter the default HTTPS port, leave the Enter the connection nformation for vCenter Sngie Sign-On.
default value of 7444. S0 o0 9 TSt e et
Click Next. ST rER R s
HTTPS port: =
Back [ Mt | caxm |
11. At the Change destination folder dialog, 15! vCenter Single Sign-On )
accept the default path by clicking Next. Change destination folder
Select the folder in which to install vCenter Single Sign-On,
/7 Install vCenter Single Sign-On in: Change... I
C:\Program Fles\VMware \Infrastructure\
Back [ Nt | ol |
12. At the vCenter Single Sign-On Information fig! vCenter Single Sign-On x|
dialog for install options, review your vCenter Single Sign-On Information
selections. Review nstal optons
Click Install. You have selected:
New rstal
Configured as additional server in domain
Domain name is vsphere.local
Partner name is s50-01a.ranpole.ocal
HTTPS port is 7444

Sedacted site name is SiteA and partner site nams is SiteA.
Source site and destination site ace the same. No lockup service configuration.

Bak [ e | caxe |
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Task ID Task Description Screenshot

13. At the Completed the vCenter Single Sign-
On Setup Wizard dialog, click Finish.

1§ vCenter Single Sign-On Setup =101

Completed the vCenter Single Sign-On Setup
Wizard

Click the Finish button to exit the Setup Wizard.

vCenter
Single Sign On

Set Up the vCenter Single Sign-On System Environment

During the configuration process there are numerous command line tasks that must be performed which by default
require you to be positioned within the physical directory; this can be alleviated by simply performing a few simple
environmental configuration steps within each vCenter Single Sign-On node. This section provides the steps to
perform the following tasks:

e  Configure the JAVA_HOME system variable
e Add additional paths to the PATH system variable
Perform these steps on all SSO nodes (SSO nodel and SSO node2)

Task ID Task Description Screenshot

1. Launch the system properties by clicking
Start.

Then right click on Computer and select
Properties from the menu.
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Task ID Task Description Screenshot

2. On the left-hand side, click Advanced . -
) 1 |/ » Control Panel » System and Security » System v 2
system settings. e B S oo R *
¥ Device Manager ‘Windows edition
< S ——
] o B8 Windows Server2012
R R
o
P SO

No Pen or Touch Input i avalable for thiz Displsy

Computer name, domain, and workgroup settings
ssol-ble W Change settings

Product ID: 09184-30000-00001-AA420

Action Center
Vindows Update

3. At the System Properties dialog, click Jsvstem Procerties

Environment Variables. ComderNese | Hachewre. Advonced | Rt |
You must make most of these changes.

Visual effects

[~ User Profiles
Deskiop settings related to your logon

[ Startup and Recovery

System startup. d
Settings... |
oK | Cancel l Aol |

4. At the Environment Variables dialog, under 2

System variables, click New.

TECHNICAL WHITE PAPER /27



Configuring VMware® vCenter SSO 5.5 U2 with VMware vRealize Automation

Task ID Task Description Screenshot

5. Create a new variable for the java home Environment Variables x|
folder by entering the following details:

e Enter JAVA_HOME in the Variable

Name text box Variable pame: [28va_rome |
Variable value: [ Mware vcenter server - Java Componentd |
e  Enter the path C:\Program . =
Files\Common Files\VMware\VMware
vCenter Server - Java Components in System variables
the Variable Value text box variable Value -
ComSpec €:\Windows\system32emd.exe ]
. FP_MO_HOST_C... NO
CIICk OK MUMBER_OF P... 1
os Windaws_MNT w
New.. |[ Edt.. || Dekte |
[ ]
6. At the Environment Variables dialog under ervirooment variables e
System variables, locate Path. * User varisbies for
. . Variable [ Vabue ]
Click Edit. JAVA_HOME C:\Program Fies\Common Fles\VMware....
TEMP SUSERPROFILE % \AppData Local\Temp
™ SUSERPROFILE % \AppData 'L ocal\Temp

PROCESSOR _ID... AMD64 Famiy 21 Model 2 Stepping 0, A... :I

I -
7. At the Edit System Variables dialog, within x|
the Variable Values text box go to the end e S
and add the following entries with a ; |
between each: Varisble name:  [Path
e C:\Program Yahbia Nakic i < - M od
Files\VMware\Infrastructure\VM [Cox ] _cnn |
ware\CIS\vmware-sso
e 3$JAVA HOME%\bin [P
- Variable | Valve 1]
Click OK three times to save and exit the :::m ,rcw;m;_w;m;m;m,,sf'jf El
Environment Variables dialog. PROCESSOR A... AMDG4
PROCESSOR_ID... AMDG4 Family 21 Model 2 Stepping 0, A... :J
_ x| o |
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Update the vCenter SSO Services to the vCenter SSO Load Balancer
FQDN on vCenter SSO Server Nodel

We now need to create property files with the vCenter SSO load balancer FQDN (sso.vmware.local) and update the
vCenter SSO services (STS, Admin and GroupCheck).

Task ID

Task Description

Screenshot

Open a command prompt and create
three empty text files using the following
commands:

cd C:\Certs\SSO

copy con
C:\Certs\SSO\sts.properties

Press F6 and Enter

copy con
C:\Certs\SSO\admin.properties

Press F6 and Enter
copy con C:\Certs\SSO\gc.properties

Press F6 and Enter

Copy the root certificate to the VMware
STS folder on both nodes using the
following command:

copy C:\Certs\SSO\root64.cer
C:\ProgramData\VMware\CIS\runti
me\VMwareSTS\conf\

&+ Administrator: Command Prompt

?:\)cnpy C:nCerts 880 root64.cer C:\ProgramDatarUMware:\CIS\puntime\UMwareSTS
1 file(s? copied.
G,

Edit the sts.properties file in a text editor
and enter the details as they appear on
the right.

Save the file.

[service]

friendlyName=The security token service
interface of the SSO server

version=1.5

ownerId=

type=urn:sso:sts

description=The security token service
interface of the SSO server

[endpoint0]
uri=https://sso.vmware.local:7444/sts/STS
Service/vsphere.local
ssl=C:\ProgramData\VMware\CIS\runtime\VMw
areSTS\conf\root64.cer
protocol=wsTrust
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Task ID

Task Description

Screenshot

4,

Edit the admin.properties file in a text
editor and enter the details as they appear
on the right.

Save the file.

[service]

friendlyName=The administrative interface
of the SSO server

version=1.5

ownerId=

type=urn:sso:admin

description= The administrative interface
of the SSO server

[endpoint0]
uri=https://sso.vmware.local:7444/sso-
adminserver/sdk/vsphere.local
ssl=C:\ProgramData\VMware\CIS\runtime\VMw
areSTS\conf\root64.cer
protocol=vmomi

Edit the gc.properties file in a text editor
and enter the details as they appear on
the right.

Save the file.

[service]

friendlyName=The group check interface of
the SSO server

version=1.5

ownerId=

type=urn:sso:groupcheck

description= The group check interface of
the SSO server

[endpoint0]
uri=https://sso.vmware.local:7444/sso-
adminserver/sdk/vsphere.local
ssl=C:\ProgramData\VMware\CIS\runtime\VMw
areSTS\conf\root64.cer
protocol=vmomi

Using the ssolscli command, list the
vCenter SSO services (STS, Admin and
GroupCheck) to obtain their service IDs:

ssolscli listServices
https://ssol.vmware.local:7444/1o0k
upservice/sdk

Capture the service ID for each service
returned as the first field, will be displayed
as:

serviceId=<SSOSiteName>:<thirty two
digit hexadecimal value>
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Task ID

Task Description Screenshot

Using the service IDs captured for vCenter
SSO services (STS, Admin and
GroupCheck) in step 6, run the following
echo commands to capture the service
IDs to a file for use in the service update
steps:

echo <sts-serviceld> >>
C:\Certs\SSO\sts_id

echo <admin-serviceId> >>
C:\Certs\SsSO\admin_id

echo <gc-serviceId> >>
C:\Certs\SsSO\gc_id

Updating vCenter SSO services must be performed in the order stated within this document
which is STS, Admin and GroupCheck.

Update the STS service by running the
following command:

ssolscli updateService -d
https://ssol.vmware.local:7444/1look
upservice/sdk -u
administrator@vsphere.local -p
<password> -si C:\Certs\SSO\sts_id
-ip C:\Certs\SSO\sts.properties

Note: Wait at least 30 seconds to allow
the SSO nodes to sync.

10.

Update the Admin service by running the

following command:

ssolscli updateService -d
https://ssol.vmware.local:7444/1look
upservice/sdk -u
administrator@vsphere.local -p
password -si C:\Certs\SSO\admin id
-ip C:\Certs\SSO\admin.properties

Note: Wait at least 30 seconds to allow
the SSO nodes to sync.

11.

Update the Groupcheck service by
running the following command:

7T Administrator: Command Prompt

ssolscli updateService -d
https://ssol.vmware.local:7444/1o0k
upservice/sdk -u
administrator@vsphere.local -p
password -si C:\Certs\SSO\gc id -ip
C:\Certs\SSO\gc.properties

Note: Wait at least 30 seconds to allow
the SSO nodes to sync

12.

If you receive a Server certificate assertion not verified and thumbprint not matched error
during update of vCenter SSO services, follow step 14 to restart the VMware Security Token
Service and repeat the command.
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Task ID

Task Description

Screenshot

13.

Verify that the vCenter SSO services
(STS, Admin and GroupCheck) have been
updated on SSO Nodel to the VCenter
SSO load balancer FQDN by running the
following command:

ssolscli listServices
https://ssol.vmware.local:7444/1look
upservice/sdk

Note: The endpoints entry should now
show the vCenter SSO load balancer URL
(sso.vmware.local) for each service.

=X Administrator: Command Prompt

ssolscli listServices https://ssol-ble.vcac.local:?444/lookupseruvi

Int1a11~1ng registration provide
etting 8SL c ates For htt
Anonynous execution

Found 3 services.

1-hlr_vcac.local:?444/loockupservicessd

Bervice 1

itef :24h81F9b—9hBA-4f Fh—BAF5—7al2472895h2
rative interface of the 880 server

adnin
[ul‘lfl]\;tps ://sso-hlr.vucac.local:?444/sso—adninserver/sdk/usphere. lo
momi

:09d@6cf b—c??7-486B-ada?-88hildbacef8
security token service interface of the 880 server

https: ~blr.vcac.local:P444/sts/81SService /usphere.local, p

security token service interface of the S50 server

:8d1%e155-afdb-4h9d-9305-5ccP15ciec3s
group check interface of the 330 server

dksusphere. 1o

14.

Restart the VMwareSTS service by
running the following commands:

net stop VMwareSTS

net start VMwareSTS

C: \CE]‘E“\SSO)nEt stop UMwareSTS
The UMuare Se ken Service service

o stopping
The UMuare Secure Token Sewvice servics

stopped successfully.

C:N\Certs\§80>net start UMuareSTS
The UMware Secure Token Service service i artin
The UMware Secure Token Service service started _‘uccessfully.

15.

Verify that the vCenter SSO Nodel
responds with the correct vCenter SSO
services information by running the
following command:

ssolscli listServices
https://ssol.vmware.local:7444/1ook
upservice/sdk

Note: The endpoints entry should now
show the vCenter SSO load balancer URL
(sso.vmware.local) for each service.

EX Administrator: Command Prompt

SSL*Tnnl)ssuls:li listSeruvices https://ssol-ble.vcac.local:z7444/lookupservi

Intlal]"lng registration provide
etting 8L certificates for htt
finonynous execution

Found 3 services.

1-blr.vcac.local:7444/lockupservice/sd]

iteA :24h81f?b—9hAA-4f f b—8AF5-7aB2472895h2
he administrative interface of the 850 server

ervicel
eruiceName
rn

—hlr.vcac.local:7444/sso0—adninserver/sdk/vsphere. lo

:09d86cfh—c??77-486B—ada?-88hi14hacef s
security token service interface of the S50 server

https://sso-hlr.vcac. local:7444/sts-5T88ervice /usphere. local, p

security token service interface of the S50 server

itef: ldl?elSS*afdh 4h9d-93B5-5cc?15ciec3s
he check interface of the S50 server

—hlr.vcac.local:?444/sso—adninserver/sdk/vsphere. lo

ef
etul‘n :nde is: Success
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Updating Certificates on vCenter SSO Server Nodel

Now we must update the certificates on the first vCenter SSO node before we can reconfigure the remaining
services. This procedure is performed using the VMware vCenter Certificate Automation Tool on both SSO nodes,
which can be obtained from the VMware Download Center and is located in the Drivers and Tools section of the
vSphere and vCloud Suite download pages (version: 5.5).

Task ID Task Description Screenshot

1. Open a command prompt and go to the .
VMware vCenter Certificate Automation Tool bt Cc5' 2065 - A1l rights
directory (for this example the files were e
extracted to the C:\SSL-Tool folder).

cd C:\SSL-Tool

2. Start the SSL Updater tool by running the
following command: Main menu
Enter the action you want to run s
ssl-updater.bat 30 Bonarac Cortibicach Signing Roqueata oo pdate Steps Planner>

. Update Single Sign-On
) - Update Inventory Service
. Update vCenter Server
The main menu appears. I Update wCenter Orchestrator{uC0>
. Update uSphere Heb Client and Log Brouser
. Update uSphere Update Manager<UUM>

Type 3, and then pI'ESS Enter. - End the update process and exit

3. The Update the Single Sign-On SSL g
Certificate menu appears. Update the Single Sign-On SSL Certificate

. Rollback to the previeus Single Sign-On $SL Certificate
3. Return to the main menu to update other sevvices

Type 1, and then press Enter.

The chosen service is:

4. You are presented with a series of questions  Enter location to the new Single Sign-On SSL
about your environment. chain: C:\Certs\SSO\chain.pem

Enter location to the new Single Sign-On

Sample responses are shown in red and
p P private key: C:\Certs\SSO\rui.key

boldface type; use these values as
guidelines for your responses and alter them  Enter Single Sign-On Administrator user:

as needed for your environment. administrator@vsphere.local
Enter Single Sign-On Administrator password:
<password>

Do you have a load balancer installed?: yes

Is the current machine hosting a primary
Single Sign-On node?: yes

Is the Single Sign-On administration services
accessed via the load balancer?: yes

Enter the Single Sign-On HA Load Balancer
certificate: C:\Certs\SSO\sso.cer

Enter the Single Sign-On HA Load Balancer
hostname: sso.vmware.local
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Task ID

Task Description

Screenshot

When the process finishes, the status
message Last operation update Single Sign-
On SSL certificates completed successfully
appears.

Type 3 at the prompt, and press Enter to
return to the main menu.

T+ Administrator: Command Prompt - ssl-updater.bat
. i 1] 5 .

ing but it was in th

pda

pp in the plan that was wec

Type 9 at the main menu prompt and press
Enter to exit the SSL Update tool.

. Update the Single Sign-On

Update g le 0 L
11k to the p

urn to the main menu to upd

The cho 3

Main menu

Enter the action want to run
1. P

sCUpdate Steps Planner)

Update
- End the up

The chosen action

Verify that the vCenter SSO Nodel responds
with the correct vCenter SSO services
information by running the following
command:

ssolscli listServices
https://ssol.vmware.local:7444/1lookup
service/sdk

Note: The endpoints entry should now show
the vCenter SSO load balancer URL
(sso.vmware.local) for each service.

ializing re ration provider...
etting SSL ce icates for https://ssol-ble.ucac.local:7444/lockupservice/sdk
Anonymous execution
services.

celd=SiteA:24h81f¥h—2hBB—4f fh-B8BF5-7aB2472895h2
The administrative interface of the $50 server

—blr.vcac.local:744- o—admi rver/sdk/usphere . local

administrative interface of the 850 server

:@3dB6cfh—c?77-4868-ada?-B8b114bhacef8
security token service interface of the S50 server

https ://sso—blr.vcac. local:P444/sts,/8T8Service usphere . local, prol

security token service interface of the SS0 server

6d19e155-af db-4h9d-93B5-5cc915clecds
group check interface of the §S0 server
woupcheck
{[url=https ://sso-blr.vcac.local=7444/ss0-adminserver/sdk vsphere . local
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Task ID Task Description Screenshot

8. Verify that the vCenter SSO load balancer = Administrator: Command Prompt o

FQDN responds with the correct vCenter £ 7881-Too Dssolocli listServic
SSO services information by running the ot ang 450 ;23‘51522223 B bLe.veac . local:7444/ lookupsersice sedk
. nonynnu«- execution
following command: ound 3 services.
Bervice 1
ssolscli listServices — iten:24h8 BO0—4¢ bR~ 7ab2 472895 b2
https://sso.vmware.local:7444/1lookups con R d{m : o-blr.ucac. local:?444/ss0—adninserverssdk usphere . local
ervice/sdk
NOte The endeInts entry ShOUId nOW ShOW o itef:@89dB6cfh—c977-4868-ada?-88bi14hacefd
he curity token service interface of the 8§80 server

the vCenter SSO load balancer URL
(sso.vmware.local) for each service.

ited:@8d1%e155-afdb—4h?d-9305-5cc915¢c1ec3s
he group check interface of the 880 server

9. Verify that the vCenter SSO Node2 responds | = Administrator: Command Prompt
with the correct vCenter SSO services §5L-Tool>ssolscli ListServices httwst//sso2-hlr.ucac.local:Pddd Tookupservice
information by running the following ot ing A0 haneiFiosten Fon Metyai /asez-hlr.voac.local: 744 Tnskupseryice adk
command: i
ssolscli listServices TR ittt interty i g SO
https://sso2.vmware.local:7444/1ookup Sapoin e o-hlr.ucac. local:P444/sso—adninserverssdk/usphere _local

service/sdk

Note: The endpoints entry should now show
the vCenter SSO load balancer URL

. rvi iteA:09dB6cFh-c977-486B-ada?-88bll4bacefs
(Sso_vmware.|oca|) for each service. = security token service interface of the S5O serwer

https: /ssso—hlr.vcac.local:7444/sts/8T88ervicevsphere . local.pro

security token service interface of the 880 server

ite:0d19e155-aFdb—4h9d-9385-5cc915c1ecds
he group check interface of the S50 server

o-hlr.vcac.local:?444/ss0—adminserver/sdk/vsphere.local

escription=The group check interface of the $S0 server
unerld
du
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Updating Certificates on vCenter SSO Server Node2

We can now update the certificates on the second vCenter SSO node by following the procedure below.

Task ID Task Description Screenshot
1. Copy the C:\Certs\SSO folder from vCenter [ =0
L\ ) |4 ~Network ~ 550012 ~ c§ v &3 [ sexrchcs @
SSO nodel to node2. >
Organze v, Open  New folder = > 09
PE— tame Date modfied [ Type | sz ||
B Desktop o
Donrloads p
f‘ il Pert e 14/07/2009 04:20 Fie folder
g Prog  Restore previous versions 17/03/201411:47  Fie foider
& s P90 sandto 1407/200906:06 e foder
D Doaments sy 0191325 Fle folder
& Musc o 17/03/2014 11:14 Fie folder
il Pictures. Wind 17/03/2014 09:26 Fie folder
B videos md ::: 170320141400  RNDFle 1K8
1 ssice  Rename 29/01/2014 14:25 Compressed (zippe.... 23,157K8
% Computer
Vo properbes 170321411:49 TextDoament 28
“‘ Viware-sts-idmd-perf 1703/2014 11:%9 Text Document oK
Certs  Dote modfied: 17/03/2014 13:37
) Fie feider
o
) - Compute - LocalDak (€ - v K83 [[Search tocal Dsk (€ (o)
Organze v  Sharewith v  New folder = > (0l ®
—— tame - Date modfied | vpe. sae |
| B Desictop b perflogs 1407/200904:20  Fie folder
#§ Dowrloads Program Fies 1703/201411:56  Fike folder
28 Racet Peces 1. Program Fies (x36) 14072009 06:06 e folder
Lbraries 4. SSL-Tool 17/03/2014 11:41 Fie folder
B o . Users 1703/201410:03 Pl foder
o) Musc J. Wndows 17/03/2014 10:05 Fie folder
' Pictures Jmnd 17/03/2014 12:00 RND Fie 13
B vieos ) vware sts-dmd 17/03/201411:59  Text Document o
- | vware:-sts dmd perf 1703/201411:59  Text Document ors
i € Network

9 tems

2. Open a command prompt and go to the
VMware vCenter Certificate Automation Tool
directory (for this example the files were
extracted to the C:\SSL-Tool folder).

cd C:\SSL-Tool

>ed \SSL-Too
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Task ID Task Description

Screenshot

3. Start the SSL Updater tool by running the
following command: Main nenu
I Ubdate Tnventory Bervice
The main menu appears. : Ubdate vommier Orthestratorcuc>
_ Update uSphere U nt and Log Brouser
Type 3, and then press Enter. 5 %ﬁﬁaiﬁe"miii 3?32:35"233"2;53"")
The chosen action is:
4. The Update the Slngle Sign_on SSL 3. Update the Single Sign-On SSL Certificate
Certificate menu appears. 1. Update the Single Sign-On §SL Certificate
L e e P il e
Type 1, and then press Enter. The chosen sowyice is:
5. You are presented with a series of questions ~ Enter location to the new Single Sign-On SSL
about your environment. chain: C:\Certs\SSO\chain.pem
Sample responses are shown in red and Enter location to the new Single Sign-On
g rivate key: C:\Certs\SSO\rui.ke
boldface type; use these values as guidelines P Y \ \SSO\ Y
for your responses and alter them as needed  Enter Single Sign-On Administrator user:
for your environment. administrator@vsphere.local
Note: Remember that this is not a primary Enter Single Sign-On Administrator password:
node <password>
Do you have a load balancer installed?: yes
Is the current machine hosting a primary
Single Sign-On node?: no
Is the Single Sign-On administration services
accessed via the load balancer?: yes
Enter the Single Sign-On HA Load Balancer
certificate: C:\Certs\SSO\sso.cer
Enter the Single Sign-On HA Load Balancer
hostname: sso.vmware.local
6. When the process finishes, the status
message Last operation update Single Sign-
On SSL certificates completed successfully rved directly fr
appears. y but it was in th
Type 3 at the prompt, and press Enter to
return to the main menu.
7. Type 9 at the main menu prompt and press

Enter to exit the SSL Update tool.

catesCUpdate Steps Planner)

The chosen ac
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Task ID

Task Description

Screenshot

8. Verify that the vCenter SSO Node2 responds
with the correct vCenter SSO services
information by running the following
command:

ssolscli listServices
https://sso2.vmware.local:7444/1lookups

ervice/sdk

Note: The endpoints entry should now show
the vCenter SSO load balancer URL
(sso.vmware.local) for each service.

e Administrator: Command Prompt

SL-Tool>»ssolscli listServices ht

Intializing registration provid
i certificates for ht
xecution
services.

s02-blr.vcac.local: 7444 lookupservice sdk

iceld=Sit

24h81f?b-9hBA—4f £ h-8Af5-2aB2472895h2
iceName=T ini. i i

rative interface of the 350 server

—hlr.vcac.local:7444/ss0-adminserver/sdk/vsphere . loca

6cfh-c377-4868-ada?—88bl14hacefd
curity token service interface of the 880 server

tps:/ssso-hlr.veac. local: 7444/sts/8T88ervice /vsphere . local, pro

0d19e155-af dh—4h?d-9385-5cc915¢c1ec35
group check interface of the SS0 seruver

9. Verify that the vCenter SSO load balancer
FQDN responds with the correct vCenter
SSO services information by running the
following command:

ssolscli listServices
https://sso2.vmware.local:7444/1lookup
service/sdk

Note: The endpoints entry should now show
the vCenter SSO load balancer URL
(sso.vmware.local) for each service.

e+ ] Administrator: Command Prompt

ation provider..
cates for httpsi/ssso-hle.veac.local:?444/lookupservice/sdk
on

tef :24h81f9h—9bBO—4f £ h-8Bf5-7aB2472895h2
in rative interface of the SS0 server

ttps o-blr.vcac.local:?444/sso-adninserver/sdk/usphere. local

tef:82dB6cfh—c?77-4860-ada?-88b114dhacefB
urity token service interface of the $80 server

https i //sso-blr.vcac. local:?444/sts/8TSServiceusphere.local, pro

5
iption=The security token seruvice interface of the 550 server
ownerld=

ifite=Sitef

iceld=SiteA:@d1%e155—afdh—4h?d-2385-5cc915clec3s
wiceName=The group check interface of the 850 server

S0 Igroupch
< [url=https 1/

o-blr.vcac.local:7444/sso—-adminserver/sdk/vsphere. local
;unnmi 1>

n=The group check interface of the S80 server

A
[Return code is: Success

10. Test vCenter SSO automatic failover by shutting down vCenter SSO Nodel. You can simulate the
nodel down scenario by updating the nodels state to Forced Offline from F5 load balancer Admin Ul.

Repeat steps 8 and 9.
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Configure an HA Deployment of vCenter SSO 5.5 for
Integration with vRealize Automation

This procedure is used to configure a high availability (HA) deployment of vCenter SSO 5.5 for integration with
vRealize Automation. You must use a supported version of vCenter SSO 5.5 U2.

Before you begin, back up or take a snapshot of all vCenter SSO nodes.

Edit the hostname.txt and sever.xml Files
Edit the hostname.txt and server.xml files for each vCenter SSO node to specify new host name and proxy
information.

1. Locate and open the hostname.txt file in the C:\ProgramData\VMware\CIS\cfg\wmware-sso directory.

2. Replace the hostname with the fully qualified domain name (FQDN) for the vCenter SSO load balancer, as shown
in the following example:

sso.vmware. local

3. Locate and open the server.xml file in the C:\ProgramData\VMware\CIS\runtime\VMwareSTS\conf directory.
4. Locate the element <Connector SSLEnabled="true”> and add the following attributes:

proxyName="sso.vmware.local”

proxyPort="7444"
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File Edit Format View Help

connectionTimeout="20808"
executor="tomcatThreadPool"
maxKeepfAliveRequests="-1"
port="%${bio-custom.http.port}"
protocol="org.apache.coyote.httpll.HttpllProtocol™
redirectPort="${bio-custom.https.port}"/>
<Connector_SSLEnabled="true"
proxyName="sso.Vmware.locaﬂ"
proxyPort="7444"
acceptCount="288"
ciphers="TL5_RSA_WITH_AES_128 CBC_SHA,TLS_RSA WITH_AES_256_ CBC_SHA™
connectionTimeout="200080"
executor="tomcatThreadPool"
keyAlias="ssoserver"”
keystoreFile="${catalina.base}/conf/ssoserver.pl2"

5. Repeat these steps for each vCenter SSO node.

Replace the STS Certificate and Reinstall the STS Component

Replace the STS Signing Certificate on all additional vCenter SSO nodes with that of the first vCenter SSO node.
Perform the following steps on all vCenter SSO nodes except the first vCenter SSO node.

1. Open aWindows Explorer window and go to C:\ProgramData\VMware\CIS\cfg\vmware-sso on second vCenter
SSO node.

2. Create a new folder named backup.
3. Copy the files in the sso folder to the backup folder.

4. Copy the following files intheC:\ProgramData\VMware\CIS\cfg\vmware-sso directory from the first vCenter SSO
node to the second vCenter SSO node (replace the files if prompted).

ssoserverRoot.crt
ssoserverSign.crt
ssoserverSign.pub
ssoserverSign.key

5. Stop STS and Identity Management services by opening a command prompt and entering the following
commands:

net stop VMwareSTS
net stop VMwareIdentityMgmtService
6. Use Jxplorer to connect to LDAP on the second vCenter SSO node.

You can download and install JXplorer from http://jxplorer.org/downloads.

Use the following selections to establish a connection.
Host: sso2.vmware.local
Port: 11711
Protocol: <use the default>
Base DN: DC=vsphere,DC=1ocal

Level: User + Password
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User DN: CN=administrator, CN=users, DC=vsphere,DC=1local

Password: <password>

& IXplorer = [ =] e

File Edit View Bookmark Search LDIF Options Tools Security Help

Sk slx nnanxamsle R oo
Explore | @} Results | @ Schema| HTML View | 3 Tebie Editor |

no entries simpehtl v

Select an entry to view data

Host: 5502 vmware local Port: 11711
Protocol: LDAP v3 v

Optional Values

Base DN: |dc=vsphere,dc=loal |

Read Only: [ ]
Security
Level: User +Password w
User DN: | =administrator, CN=users, DC=vsphere, DC=local
Password: eesssesess
Use a Template
‘ Save Hssoz v|| Delete H Default ‘

I ==

7. Locate the STS Certificate records for the second vCenter SSO node and delete the TenantCredential-1 and
TrustedCertChain-1 attributes.

a. Selectlocal>vsphere>ComponentManager>Ldus. Each SSO node is listed.
b.  Expand the entries under Ldus.

Select TenantCredential-1 for the second node,

o

d. Click Properties.

e. From the Table Editor tab, locate the modifiersName attribute. Check that the value matches the
second vCenter SSO node to confirm that this is the second vCenter SSO. If it is not, continue
checking entries under Ldus.

f. Delete the TenantCredential-1 entry that references the second vCenter SSO node.

g. Expand TrustedCertificateChains and select TrustedCertChain-1 for the second vCenter SSO
node.

h. Click Properties.

i.  From the Table Editor tab, locate the modifiersName attribute. Check that the value matches the
second vCenter SSO node.

j-  Delete the TrustedCertChain -1 entry.

Note: Repeat this process for every vCenter SSO node except for the first node.
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File . View Bookmark Search LDIF Options Tools Security Help I

FEG i aan|XD=40 n o[- ] | Quksearh ||
5 Explore | #4 Results | QY schema | HTML V'lew| Table Editor |
s W"r‘ld : attribute type value
@ local
B ® vsphere :M;:T‘;e:d 430
' Builtin lobjectsid (non string data)
=] - ComponentManager ~
CMSites ob]ef:lﬁl.l]l) 87b393a0-0064-11e4-ada7- 1261a

=g Ldus

& Tenantcredential-1

=] 2bca78e 1-005d-11e4-a3eb-005055012bg

A014000144020.04

'cn=sso2.domain.com,ou=Domain Controllers,dc=vsp...
‘cn=lenantLredential- 1, = =

= €

in Contre

t ForeignSecurityPrincipals
]- Managed Service Accounts
]- password and lockout policy
]- ServicePrincipals

]- Services

]- SolutionUsers

]- Users

B vcoAdministrators

s
-85 TrustedcertificateChains | RIS OONEY
A createTimeStamp 20140630144050.0Z
= icn TenantCredential-1
=g 7d1065f2-005e-1124-bfa3-0050560126 = _
B35, Terantcredential-1 "'?Ec"":"m""t“r - Lo 4 P (%
-l TrustedCertificateChains pinectCliass Z .
B TrustedCertchain-1 lobjectClass vmwSTSTenantCredential
0 userCertificate non string data)
:| & Deleted Objects userCerlificate non string data)
H- & Domain Controllers e’ TSEe vt ey non string data)
e dminDescription
£ ExternalDPU 2
o Bxema SErs adminDisplayMName

allowedAtiributes

allowedAttributesEffective

allowedChildClasses
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8. Start the Identity Management Service by opening a command prompt and typing the following command.

net start VMwareIdentityMgmtService

9. Reinstall the STS component using the following procedure.

a. Open acommand prompt and navigate to C:\ProgramData\VMware\CIS\cfg\vmware-sso.

b. Cut and paste the following command to your command prompt. Note that this is a single

command.

“c:\Program Files\Common Files\VMware\VMware vCenter Server - Java
Components\bin\java.exe” -cp “c:\Program
Files\VMware\Infrastructure\VMware\CIS\vmware-sso\*;c:\Program

Files\VMware\Infrastructure\VMware\CIS\vmware-sso\lib\*;.

X
’

com.vmware.identity.installer.STSInstaller --install --root-cert-path
ssoserverRoot.crt --cert-path ssoserverSign.crt --private-key-path
ssoserverSign.key --retry-count 2 --retry-interval 30

10. Verify that the command returns a success message.
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X Administrator: C\Windows\system32\cmd.exe I;li-_

S\ProgramDatasUMwvaresCISscfgsumuware—sso ' c :\Program Files“Common Files“UMware-UJN
ware vCenter Server — Java Componentshshinhjava.exe" —cp "c:“\Program Files\UMwar
evInfrastructuresUMuaresCI8 \unuare—ssos*;c:\Progran Files\UHuwaresInfrastructures
MuaresClSsumware—ssoxlibs*; . ;%" com.vumware.identity.installer.8T5Installer ——in
tall ——root—cert-path szozerverRoot.crt —cert—path szozerverBign.crt —private
key—path ssoserverSign.key —retry—count 2 —retry—interval 38

Installing UMware ST5...

Successfully installed UMware STS.

sProgramDatasUMuaresCIS cf g umuare—ssor_

11. Open a command prompt and enter the following command to start the STS Service.
net start VMwareSTS

12. For all nodes, run the following command to verify that the vCenter SSO services are running and reference the
vCenter SSO load balancer URL.

ssolscli listServices https://sso2.vmware.local:7444/lookupservice/sdk

Validate the vCenter SSO Configuration
Verify that certificates are correctly updated for all vCenter SSO nodes in the HA deployment, including the first node.

Perform the following steps for each vCenter SSO node.

1. Download and open the file https://<ssonode>:7444/websso/SAML2/Metadata/vsphere.local, where <ssonode>
represents the SSO node server name

2. Verify that the value for <ds:x509Certificate> is the same for all SSO nodes.

3. Verify that each Location attribute uses the FQDN for the load balancer and not the hostname of the node
https://sso.vmware.local:7444/.
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Configure vRealize Automation to Use vCenter SSO

Configure the SSO settings that the vRealize Appliance uses to interact with the vCenter SSO. You must use a
supported version of vCenter SSO 5.5.

1. Deploy the vRealize appliances as described in the vRealize Automation Installation and Configuration Guide,
available at https://www.vmware.com/support/pubs/vcac-pubs.html.

2. Configure the vRealize Appliance as described in the topic “Configure the vRealize Appliance” in the vRealize
Automation Installation and Configuration Guide.

When you configure SSO settings, provide the FQDN and port for the vCenter SSO load balancer in the SSO
Host and Port text box. For example: sso.vmware.local:7444.

ﬁQQ VMware vCAC Appliance

Services System vCAC Settings Network Update laa$ install Admin Help | Logout user root
(Hostgetings | 55 SN Ucersng | Database | messaging | Ha |

880 Settings

WARNING! Certificate's Common Name doesn't match vCloud Automation Center Server host Actions
name.

550 Hostand Por™  [5s0.vmware Jocal. 7444 | | cwesetings |

| | Reftesh |

550 Default Tenant™ }usphere.local

5§50 Admin User”  [administrator@vspherelocal |

S50 Admin Password*|- ------- |

220 Status Connected: {Aboutinfo | version: 1.5; build: 1.5-19971563; api revision:
f41a140a3344900690c801 d688c20e45e86ah0028ded 725091 3heaca386023a8; clusterld:
eadd47c0-3f2d-11e4-a817-005056bf3aal; deploymentld: e5552¢00-3f2d-1124-a917-
0050560f3aal}

3. After you configure the appliance, verify that you can log in to the vRealize Automation console.
a. Open a browser and go to https://vcac-hostname.domain.name/vcac/.
b. If you are prompted, continue past the certificate warnings.

c. Login with administrator@vsphere.local and the password that you specified when you configured
the single sign-on server.

4. Verify that automatic failover is working.

a. Shut down vCenter SSO nodel. You can do this from the F5 administrator user interface by
changing the node state to Forced Offline.

b. Repeat step 3 to confirm that you can login to vRealize Automation console after automatic failover
of vCenter SSO nodel to node2.

This completes the configuration and integration of vCenter SSO 5.5 U2 with vRealize Automation in a high-
availability environment.
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