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Virtual Server * @ Enable

Acceleration * Disable

Application Profile: vRealize Automation VA Web -

Mame: * vs_vra-va-web_443
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IP Address: * 10.10.10.8 Select IP Address

Protocol: HTTPS -

Port / Port Range: * 443

e.g.: 9000,9010-9020

Default Pool: ‘pool_vra-va-web_443 -
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[ ADD APPLICATION PROFILE ~

About

HA Flow Mirroring

(¥ Disabled

Name Type Idle Timeout (sec)
VRA_HTTPS *  FastTCP 1800
Description Enter Description
Tags Tag (Required) Scope (Optional)

Maximum 30 tags are allowed.

SAVE CANCEL
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“é" LOAD BALANCERS VIRTUAL SERVERS SERVER POOLS PROFILES MONITORS About

Select Monitor Type ACTIVE v
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Description Enter Description Fall Count
Tags Tag (Req Scope (O] Rise Count

Maximum 30 tags are allowed.

~ Additional Properties

HTTP Request Configure HTTP Response

SAVE CANCEL

COLLAPSE ALL

Q. vRealize

Timeout Period (sec)
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HTTP Request and Response Configuration X

Active Health Monitor -

HTTP Request Configuration HTTP Response Configuration

HTTP Method Get "

HTTP Request URL /health

HTTP Request Version

Header Name Header Value

Request Header not found

HTTP Request Body

CANCEL APPLY

HTTP Request and Response Configuration X

Active Health Monitor -

HTTP Request Configuration HTTP Response Configuration

HTTP Response Code 200 x

1 or more response codes
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"f?' LOAD BALANCERS VIRTUAL SERVERS

ADD SERVER POOL

Name

pool_vra-va-web_443 *

Description Enter Description

SMAT Translation Mode Automap

SERVER POOLS

PROFILES MONITORS About

Algorithm Members/Group Virtual Servers

Least Conr Select Members

Active Monitor vra_htt

» Additional Properties

SAVE

CANCEL

Configure Server Pool Members

Server Pool - pool_iaas-manager_443

© Enter individual members Select a group

ADD MEMBER

Name P Paort

443

443

BLE NSX-T EARF=5

Weight

Q) Search

State Backup Member Max
Concurrent
Connections

Enabled @ Disabled

Enabled @ Disabled

CANCEL APPLY
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Orchestrator 52

il

VMware ldentity L4 TCP VMware IP 443 VMware VMware ldentity

Manager Identity Identity Manager

Manager Manager

H#R

SERUE IR E N AT LA T B

‘é” LOAD BALANCERS VIRTUAL SERVERS SERVER POOLS PROFILES MONITORS About

[ ADD VIRTUAL SERVER ~ EXPi
Name IP Address Ports Type Load Balancer Server
vs_vra-va-web_443 10.10.10.10 * 443 @®* LTce r34r3r4 ® pool_

e.g. 10.10.10.10
Description Enter Description Application Profile * VRA_HTTI
Persistence Disabled
~ Additional Properties
Max Concurrent Connections Unlimited Max Mew Connection Rate Unlimited
Sorry Server Pool Select Server Poo Default Pool Member Ports 443
(e.g. BOBO,

Admin State D Enabled Access Log (). Dis:
Tags red S Optional)
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[ ADD LOAD BALANCER

Name Size Tier-1 Gateway

vra75_lb * Small wRA-LB-Tier-1-Router €]
Description Enter Description Error Log Level
Tags Tag (Reqguired) Scope (Optional) Sl SRR

Maximum 30 tags are allowed.

> WVIRTUAL SERVERS

1 RE LR 55 =5 N AN B T 2k 10 18 =S
R SRR (T AR SR 55

S

1 I > 8 > kS
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ER
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vs_vra-va-web_443

IP Address

* 192.168.205.10

Description

Persistence

% Additional Properties

SAVE CANCEL
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e.g. 10.10.10.10

Enter Description

Disabled

Ports

Enter Ports or Port Rang

Type Load Balancer
Ledind= VRA_LB @ v
Application Profile * vRA_HTTPS
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Ei e il R TR izl REFAHR BT RrE Bl ARSI
vRealize HTTP 3 10 GET/health HTTP/1\.(0]1) 8008
Automation HTTP/1.0\r\n\r (200)

\n
vRealize HTTP 3 10 GET/health HTTP/1\.(0]1) 8008
Orchestrator HTTP/1.0\r\n\r (200)
- s \n
UM
vRealize
Orchestrator 5!
il
VMware Identity HTTPS 3 10 GET/ ok$ 443
Manager SAAS/API/1.0/

REST/system/

health/
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ER

Local Traffic » Monitors » New Monitor...

General Properties

MName
Description
I Type

Parent Monitor

| vra_nttp| va_web
HTTP <
http =

Configuration: I Basic | ~|

Interval

Timeout

Send String

Receive String

Receive Disable String

User Name

Password
Reverse
Transparent
Alias Address
Alias Service Port

Adaptive

I 3 seconds
I 10 seconds

GET /health HTTE/1.0\r\n\r\n
V.
HTTE/1%. (0|1) {(200)
V.
V.

—
—

“Yes @ No
“Yes @ No

| * All Addresses

|sooe [ Otner:

| Enabled

Cancel Repeat

P EL N B FVA T Dt

BLE FS AkSait

Finished

#7344 vRealize Automation, VMware Identity Manager LA} M43 vRealize Orchestrator (7 %t) fid & Al

F5 it

E7Z

1 GoRE F5 EUSfas, NEEARE > 1B,
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2 RERENE, SNRRNRAPETRRCE . AURORIEE, WG IBRIAE.
* 6-2. BLERSH

#FK BRI RS BB STE TR Mk i 8 jm!
vRealize vRealize e DI (B VA1 IP ik 443
Automation Automation bi) VA2

VA3
vRealize vRealize DR Ol VA1 IP ik 443
Orchestrator Orchestrator I20) VA2
®AUTTFAND VA3
VRealize
Orchestrator 5217,
VMware ldentity VMware ldentity e/ DHEERA (B VA1 IP ik 443
Manager Manager 29} VA2

VA3

3 CREMBAATE N — R AR, PR INE R A

P BN S ABLFVA T Dt

Local Traffic » Pools : Pool List » pl_vra-va-00_443

% ~ | Properties Members Statistics
I

Load Balancing

Load Balancing Method | Least Connections (member) j
Priority Group Activation I Disabled j
Update

Current Members

|||~ status | + Member ~ Address + Service Port |+ FQDN | ¢ Ephemeral | ¢ Ratio | + Priority Group | *
B Q dz-vra8-node1.sof-mbu.eng.vmware.com:443 192.168.10.30 443 No 1 0 (Active) 0
B Q dz-vra8-node2.sof-mbu.eng.vmware.com:443 192.168.10.31 443 No 1 0 (Active) 0
Q dz-vra8-node3.sof-mbu.eng.vmware.com:443 192.168.10.32 443 No 1 0 (Active) 0
Enable Disable Force Offline Remove
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BLE F5 EMARS S

F735°h vRealize Automation, VMware Identity Manager [l X #Mi5 vRealize Orchestrator (1]1%6) Fic B

WRS5HR o

$B

1 ER) F5 fsiiEs, e SIEIAHRE > BRIRSAY.

2 AR, SRR N R AR E RS RS . AR REE, T FHERIAA.
* 6-3. BLEEMIRSES

g

BASALRE
ZHR A B riul ARFE w0 BN el =2 B XpE
vRealize PaE (5 4 IP ik 443 H B vRealize o
Automation =) Automation
vRealize PERE (25 4 IP sl 443 1 Zhig b vRealize T
Orchestrator =) Orchestrator

TN
vRealize
Orchestrator 5

11,
VMware Identity | PEAE (5F 4 IP Hirti 443 SRS VMware VMware |dentity
Manager =) Identity Manager

Manager

3 TR F ARG A MIUIRES, kAR > ESsET.

VMware, Inc.
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ER

General Properties

Name
Description
Type

Source Address

| vs_vra-va-00_443

| Performance (Layer 4) ~|

O Host Address List

O Host | Address List

Destination Add MM

Service Port

Notify Status to Virtual Address
State

| 192.168.10.33

O Port  Port List
[ 443 [HTTPS =]

| Enabled ~|

Configuration: I Basic | ~|

Protocol

Protocol Profile (Client)
HTTP Profile (Client)

HTTP Profile (Server)

HTTP Proxy Connect Profile
VLAN and Tunnel Traffic

Source Address Translation

TCP j

| fastL4 =l
None |
(Use Client Profile) ~|

| None |

| All VLANS and Tunnels ~|

| Auto Map ~|

Acceleration: I Basic  ~|

iSession Profile

Rate Class

None |

I None ~|

Resources

iRules

Default Pool +

Default Persistence Profile

Fallback Persistence Profile

Enabled Available
'Common
=< _sys_APM_ExchangeSupport_OA_BasicAuth
_sys_APM_ExchangeSupport_OA_NtimAuth
>3 _sys_APM_ExchangeSupport_helper
_sys_APM_ExchangeSupport_main
Up Down
| pl_vra-va-00_443 |
None |
None =]

Cancel Repeat Finished

Bic B N 2T DA N B
® vs_vra-va-00_443

STATS DIAGRAM

C) List other virtual servers that share these pools

Virtual Server

@ vs_vra-va-00_443

C) List other pools that use these nodes
Pools

@ pl vra-va-00 443

Pool Members

@ dz-vra8-nodel.sof-mbu.er

192.168.10.33:443

VMware, Inc.

192.168.10.30

@ dz-vra8-node2.sof-mbu.er
192.168.10.31

(] dz-vra8—3r;ode3.sof—mbu.er

192.168.10.32



A& Citrix ADC (NetScaler ADC)

7ERCEL Citrix ADC 21l PR NetScaler 15253 21 7] L[] vRealize 417
XHFACE, Citrix ADC AL A R 2R :

w  APLESHREEY P NetScaler.

w  ATRURIRE s 2SN Citrix 785735

» il S0E] NetScaler > R4 > & > Al & > AR 018 frweF1 SSL B,
AREPHE TLL R 38

m il Citrix Ifsas

m il Citrix k5541

» [ E Citrix JERURS#S

m Jy Workspace ONE Access fit, & 45 A P41

Ao E Citrix 15153

A PLER P TR P EORACE Citrix W75,

S8

1 E%%) NetScaler f1# 47, RJ5 5012 NetScaler > [RESHE > (335 > WIEHE.
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2 BRI, SRR N A AL

xR 7-1. BLE Citrix 5=

F'T!]]/@’F‘,n

g

o FRAARE, WAETIERINE.

HTTP
HRIR
HeERITA HAR | RE | 2 | mER | BkF Epa
£ b il 1 izl # BB | H B e A e
vRealize HTTP 5 4 3 1 GET/ 200 e 8008 &
Automatio health
n
vRealize HTTP 5 4 3 1 GET/ 200 o 8008 e
Orchestra health
tor
T Ul
AN
VRealize
Orchestra
tor 52471,
VMware HTTP- 5 4 3 1 GET/ 200 ok 443 &
Identity ECV SAAS/A
Manager PI1/1.0/
REST/
system/
health/
heartbe
at
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ER

LN AT LA T Dt

VMware, Inc.

® Create Monitor

Name*

wra_https_va_web ®

Type*
HTTP y @

Basic Parameters

Interval

5 Secand

Response Time-out

4 Second

Response Codes

200 x

Custom Header

HTTP Request
GET /health

Secure
Advanced Parameters

Destination IP

Destination Port
8008 0]

Down Time
30 Second
TROFS Code
TROFS String
Dynamic Time-out
Deviation
Second

Dynamic Interval

Retries

35



vRealize Automation 8.1 11 84l fR RS

B & Citrix lR554H
AR T IA T2 BRI P 25 1.

B

1 B3] NetScaler 171734fT
2 RSEERIN, ARIGHIR T R TS B IR SS 4H .

*7-2. BLERSEA

FLE

T

SRIE %] NetScaler > FREEH > (138391 > IRE4H.

£FR BRI ERS T SG K Mok ¥
vRealize vRealize SSL VA1 IP Hbhl 443
Automation Automation VA2

VA3
vRealize vRealize SSL kit VA1 IP Hbhk 443
Orchestrator Orchestrator VA2
B OURTANGD VA3
vRealize
Orchestrator 5:1J,
VMware Identity VMware Identity SSL [t VA1 IP Hihl: 443
Manager Manager VA2

VA3
VMware, Inc. 36
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ER

® Load Balancing Service Group

Basic Settings /
Name pl_vra-va-00_443 Cache Type SERVER
Protocol SSL_BRIDGE Cacheable NO
State ENABLED Health Monitoring YES
Effective State @ UP AppFlow Logging ENABLED
Traffic Domain 0 Monitoring Connection Close Bit NONE
Comment Number of Active Connections 0

AutoScale Mode DISABLED

Service Group Members

3 Service Group Members >
Settings s X
SureConnect Use Client IP NO
Surge Protection ~ OFF Client Keep-alive NO
Use Proxy Port YES TCP Buffering YES
Down State Flush ENABLED Client IP DISABLED
Header i

AutoScale Mode DISABLED

Monitors X

1 Service Group to Monitor Binding >

Done

P EL N S ABL VA Bt

B E Citrix ERIIREEE

AIPLB I PATIA T kA B IR 5575

iz

1 %555 NetScaler 1133412, KI5 5% NetScaler > RESTE > 1183191 > EHIIRSSE.
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2 BRI, SRIRHEE N R AR E R S o ROREERE, M AR

®7-3.EEEMRSSR

R T SN 51N ¥ Wik az T papin MRs4igtE
vRealize SSL i IP il 443 i/ DR vRealize
Automation Automation
vRealize SSL Wi IP Hihl- 443 DR VRealize
Orchestrator Orchestrator
. UHTANG

vRealize

Orchestrator 544,

VMware ldentity SSL Wt IP Hbhl 443 I/ DR VMware ldentity
Manager Manager
H#HR

P EL R S BL VA St

@ Load Balancing Virtual Server

Load Balancing Virtual Server

Basic Settings

Name
Protocol

State

IP Address
Port

Traffic Domain

Services and Service Groups

Export as a Template

vs_vra-va-00_443
S5L_BRIDGE
our
10.71.226.23

443

0

No Load Balancing Virtual Server Service Binding

1 Load Balancing Virtual Server ServiceGroup Binding

Traffic Settings

Health Threshold

Client Idle Time-out

Minimum Autoscale Members
Maximum Autoscale Members
ICMP Virtual Server Response

VMware, Inc.

180

o

o
PASSIVE

Listen Priority

Listen Policy Expression
Redirection Mode

Range

IPset

RHI State

AppFlow Logging

Retain Connections an Cluster

Priority Queuing
Sure Connect
Down State Flush
Layer 2 Parameters
Trofs Persistence

Ve
NONE
IP
1
PASSIVE
ENABLED
NO
>
>
/S x
ENABLED
OFF
ENABLED
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4 Workspace ONE Access Bt E#F A 428

54 VMware Identity Manager Bt HF AVEZ, iEPATUL I PER

S8
1 k%] NetScaler, Af55i%] NetScaler > EETE > AEIME > FAMA,
2 HGEEIN
3 CHBHTET Dl 36,000 T
4 CHFTEMDERR S HANE] VMware Identity Manager
5271 vRealize Automation & vRealize Orchestrator JELIR 7% .
5 HLHE.
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AR HEBR

ARTEVHE T PAT 38
m ¥ OneConnect 5 F5 BIG-IP —{si TN B 55 5
m  F5 BIG-IP ¥ A uFRR H 2% 55 o

4% OneConnect 5 F5 BIG-IP —i2{F AR E &L

SHREFUIR S 258 ] F5 BIG-IP [ OneConnect IhAER), T &AT-S A M2 i,

OneConnect M LARAGR M 03 B3t fisas B il 5w ez L B HIF R M . XS RIksas Erytid,
HEH AR,

F5 A HAT SSL B RIEEPUIR 5 2448 ) OneConnect, [A AT HES SEE &2t Al . R ARl i
HIIR AR, i 28l A 2 G A BT SSL 245, i GRS 28 e Pk B W g B
Sih, XESECER W, TSRS, 1525 H OneConnect.

1 ESRE|FS TRy, R SR AR E > Rk SSAS > RS ARSI,
BT RIS 2R AR

B, 4 OneConnect At & TR L BT

HSER

F5S BIG-IP i R]iE R il [ 2% 4 35

T 0 A fliras 2 i ) F5 BIG-IP YR rUFRR ], N3k vRealize Automation 544 DU, 165 AT RE
SOk H B AR

AT BIG-IP & 2B B A, 520 BIG-IP VE Z 404l S2he i vl fh 422,

A WD
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