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Name: * vRealize Automation VA Web

Interval: 3 (Seconds)

Timeout: 10 (Seconds)

Max Retries: 3

Type: HTTP .

Expected: 200

Method: GET i

URL: /health

Send:
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VvRealize
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S
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STRUE HIRCE N AT LA B
New Pool X

General Members
+ ADD

Name IP Address / Weight Monitor Port Port Max Min

WC Container Connections Connections

VRA_VA_1 10.10.10.10 2008 443

VRA_VA_3 10.10.10.12 2008 443

VRA_VA_2 10.10.10.1 2008 443
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New Virtual Server X

Virtual Server * ‘:) Enable

Acceleration * Disable

Application Profile: vRealize Automation VA Web -

Mame: * vs_vra-va-web_443

Description:

IP Address: * 10.10.10.8 Select IP Address

Protocol: HTTPS -

Port / Port Range: * 443

e.g.: 9000,9010-9020

Default Pool: ‘pool_vra-va-web_443 -
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"é”‘ LOAD BALANCERS VIRTUAL SERVERS SERWVER POOLS
Select Profile Type APPLICATION v
| ADD APPLICATION PROFILE ~
MName Type
VRA_HTTPS v R
Description Enter Description
Tags Tag (Req Scof

CANCEL

SAVE

FLE NSX-T 3Tk laf=s8

Maximum 30 tags are allowed.

PROFILES

MONITORS

Idle Timeout (sec)

1800

About

Connection Close Timeout

HA Flow Mirraring

»

Disabled

TR NSX-T Bl R ahisf TR i as, it oA MR8,
B
1 RIS > HERH > Riss.
2 PEINEshiEERs, Ao HTTP,
3 AN TR ORISR AR
4 IR R ATAR I TR DU S R
% 5-1. BEEIEITIRR 5z 8s
PN gR
IR WO | EEERE | e W Bl ik URL TARZARED | WIRZIESC
vRealize 8008 3 10 3 HTTP GET /health 200 7
Automati
on
vRealize 8008 3 10 3 HTTP GET /health 200 iy
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tor
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'f:" LOAD BALANCERS VIRTUAL SERVERS SERVER POOLS PROFILES MONITORS About

Select Monitor Type ACTIVE ~

[ ADD ACTIVE MONITOR ~ COLLAPSE ALL . vRealize
Name Protocol Monitering Port Menitoring Interval Timeout Pericd (sec) Server Pools
VRealize Automationva ~ *  HTTP 8008 3 10
Description Enter Description Fall Count 3
Tags Tag (Requ Scope (O] Rise Count 3

Maximum 30 tags are allowed.

» Additional Properties

HTTF Request Configure HTTFP Response Configure

SAVE CANCEL
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HTTP Request and Response Configuration X

Active Health Monitor -

HTTP Request Configuration HTTP Response Configuration

HTTP Method Get "

HTTP Request URL /health

HTTP Request Version

Header Name Header Value

Request Header not found

HTTP Request Body

CANCEL APPLY

HTTP Request and Response Configuration X

Active Health Monitor -

HTTP Request Configuration HTTP Response Configuration

HTTP Response Code 200 x

1 or more response codes

HTTP Response Body
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“f;f LOAD BALANCERS VIRTUAL SERVERS SERVER POOLS

ADD SERVER POOL

Name

pool_vra-va-web_443

Description Enter Description

SMAT Translation Mode Automap

PROFILES

Algorithm

Least Conr ~

» Additional Properties

SAVE CANCEL

Configure Server Pool Members

Server Pool - pool_iaas-manager_443

© Enter individual members Select a group
Name P Port Weight
443 1
443 1

Bl E NSX-T EIRSE

State

Enabled

Enabled

MONITORS About
E
Members/Group Virtual Servers
Select Members
Active Monitor vra_htt

Q) Search

Backup Member Max
Concurrent
Connections

@ Disabled

@ Disabled

CANCEL APPLY

FT15 vRealize Automation DA YN vRealize Orchestrator (1]18) Fid B ELUIRSS 25

%
1 SEIMg > HEMHG > kSR
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Sk

VMware, Inc.

23



vRealize Automation 8.4 11 i I5fi45r

3 RN RT AR E IR S5 R
* 5-3. EEMRSE

N IR Rl E
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vRealize L4 TCP VRealize IP 443 VRealize o
Automation Automation Automation
VRealize L4 TCP VRealize IP 443 VRealize o
Orchestrator Orchestrator Orchestrator
EAUHTANE
vRealize
Orchestrator
S,
EZES
=g e 2 o —1
SEREIBCE R BT DA N B
"é’" LOAD BALANCERS VIRTUAL SERVERS SERVER POOLS PROFILES MONITORS About
[ ADD VIRTUAL SERVER EXP,
Name IP Address Ports Type Load Balancer Server
vs_vra-va-web_443 * 10.10.10.10 * 443 @®* LTce r34r3rd ® pool_
e.g. 10.10.10.10
Description Enter Description Application Profile * VRA_HTTI
Persistence Disabled
~ Additional Properties
Max Concurrent Connections Unlimited Max Mew Connection Rate Unlimited
Sorry Server Pool Select Server Poo Default Pool Member Ports 443
(e.g. BOBO,
Admin State D Enabled Access Log (). Dis:
Tags Tag (Required e (Optional)

VMware, Inc.
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[ ADD LOAD BALANCER
Mame Size Tier-1 Gateway
vra7s_lb * Small wRA-LB-Tier-1-Router €3]
Description Enter Description Error Log Level
Tags Tag (Required) Scope (Optional) Souns s

Maximum 30 tags are allowed.

> VIRTUAL SERVERS
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ER
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Name

vs_vra-va-web_443

IP Address

* 192.168.205.10

Description

Persistence

% Additional Properties

SAVE CAMNCEL

VMware, Inc.

e.g.10.10.10.10

Enter Description

Disabled

Ports

Enter Ports or Port Rang

Type Load Balancer
L4 TCP VRA_LB @ v
Application Profile * VRA_HTTPS
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2 AN, SRR R TR RC B
* 6-1. BB iinas

FLE
Ao

URARARTERE, B AR

BERE

R B il o)) B REFRFE BRF R |
vRealize HTTP 3 10 GET /health HTTP/1\.(0I1) (200) 8008
Automation HTTP/1.0\r\n

\r\n
vRealize HTTP 3 10 GET /health HTTP/1\.(OI1) (200) 8008
Orchestrator HTTP/1.0\r\n

. \r\
BN AN o
vRealize
Orchestrator
Sl
gFR

Local Traffic » Monitors » New Monitor...

General Properties

Name I vra_http| va_web
Description |
I Type HTTP ~|
Parent Monitor http ~|
Configuration: [Basic -]
Interval I 3 seconds
Timeout I 10 seconds
GET /health HTTE/1.0%r\n\rin
Send String
V.
HTTE/1%. (0|1} (200)
Receive String
Y
Receive Disable String
Y
User Name I
Password I
Reverse “Yes @ No
Transparent “Yes @ No
Alias Address | * All Addresses
Alias Service Port | 8008 | Other: |
Adaptive | Enabled
e = E NP N \ — Cancel Repeat Finished
REINES VS YT
VMware, Inc. 28
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BLE F5 ARS5a5it

F=Hik vRealize Automation DA AN vRealize Orchestrator (R34 Hid B IR ESM,

S

1 ERE| FS Ay, RE SR AR E > t.

2 RO, SRR MR TRRCE . RRAEE, WG AERIAE.
* 6-2. BLEARSE AR

B BRI R ST 1% =2 bziihl Ji&g |
vRealize vRealize DR (Bl VA1 IP ok 443
Automation Automation bi) VA2

VA3
vRealize vRealize e DR (% VAT IP Hohil- 443
Orchestrator Orchestrator 7)) VA2
B UITFANB VA3
VRealize
Orchestrator 5z
i,

3 CREAMNA AT — T RN, TR AR A

&R
P BN S ELTUA T o

Local Traffic » Pools : Pool List » pl_vra-va-00_443

% -~ | Properties Members Statistics
I

Load Balancing

Load Balancing Method l Least Connections (member) j
Priority Group Activation I Disabled j
Update

Current Members

|||~ status |+ Member ~ Address < Service Port | ©+ FQDN | ¢ Ephemeral | + Ratio | © Priority Group | *
B (o) dz-vra8-node1.sof-mbu.eng.vmware.com:443 192.168.10.30 443 No 1 0 (Active) 0

Q dz-vra8-node2.sof-mbu.eng.vmware.com:443 192.168.10.31 443 No 1 0 (Active) 0
B Q dz-vra8-node3.sof-mbu.eng.vmware.com:443 192.168.10.32 443 No 1 0 (Active) 0
Enable Disable Force Offline Remove
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L& F5 RIARSS =S

FT5 vRealize Automation DL YN vRealize Orchestrator (H]1%8) fid B ELUIRSS 75

1 EORE] P AR, RE TSI AHRE > RS ES.
2 RGN, AR MR TRRCE R IR SRS . ARAEIE, BRI
* 6-3. LB EHIARS ==

RN AR E
ZHR it [SV7: i o Jir&p- bR R LN X
vRealize MERE (25 4 IP Mtk 443 [ Bl 5 vRealize o
Automation =) Automation
vRealize PERE (28 4 IP Mol 443 [ B 5 vRealize o
Orchestrator =) Orchestrator
HEUHTFINE
VvRealize
Orchestrator
I

3 TG F AR A MR, ThkBARRE > EIRSS .
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ER

General Properties

Name
Description
Type

Source Address

| vs_vra-va-00_443

| Performance (Layer 4) ~|

O Host Address List

O Host | Address List

Destination Add Mask

Service Port

Notify Status to Virtual Address

| 192.168.10.33

O Port  Port List
[ 443 [HTTPS =]

| Enabled ~|

State
Configuration: I Basic | ~|
Protocol

Protocol Profile (Client)
HTTP Profile (Client)

HTTP Profile (Server)

HTTP Proxy Connect Profile
VLAN and Tunnel Traffic

Source Address Translation

TCP j

| fastL4 =l
None |
(Use Client Profile) ~|

| None |

| All VLANS and Tunnels ~|

| Auto Map ~|

Acceleration: I Basic  ~|

iSession Profile

Rate Class

None |

I None ~|

Resources

iRules

Default Pool +

Default Persistence Profile

Fallback Persistence Profile

Enabled Available
'Common
=< _sys_APM_ExchangeSupport_OA_BasicAuth
_sys_APM_ExchangeSupport_OA_NtimAuth
>3 _sys_APM_ExchangeSupport_helper
_sys_APM_ExchangeSupport_main
Up Down
| pl_vra-va-00_443 |
None |
None =]

Cancel Repeat Finished

e N BT DA N B
[ ) vs_vra-va-00_443

STATS DIAGRAM

C) List other virtual servers that share these pools

Virtual Server

@ vs_vra-va-00_443

C, List other pools that use these nodes
Pools

@ pl_vra-va-00_443

Pool Members

@ dz-vra8-nodel.sof-mbu.er

192.168.10.33:443

VMware, Inc.

192.168.10.30

@ dz-vra8-node2.sof-mbu.er
192.168.10.31

- ) dz-vra8—;od93.sof—mbu.er

192.168.10.32



AL & Citrix ADC (NetScaler ADC)

TEMCE Citrix ADC 2], ilHfH NetScaler & 27 L] vRealize L7FIIERET
TR, Citrix ADC D420 DA R K :

AP REEEE NetScaler,

n  ARURHIE sk 2RI Citrix S350 4015

» L FE] NetScaler > R4 > & > Bl E > EAThRR A 07144 SSL Bk,
ARFEVHE T AR

m il Citrix Iifxes

m il Citrix k5540

m i Citrix ERRSSH

Bt & Citrix l53=82

FILAE R P TUA P BORAC . Citrix fass.

(m

T

S8
1 Z%) NetScaler 7 5fiss, A S0%5] NetScaler > WEEH > MMM > IWisES,
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2 EHE, RGN R TP AT E SRy . WA REE, W FHERIAME .
& 7-1. BLE Citrix M558

HTTP
T TR] ] ERx | RE | 2FR | mEA | BkE | Bieg
E2 S el e AR H HRE | & ® RrE i =4
vRealize | HTTP 5 4 3 1 GET/ 200 c 8008 m
Automat health
ion
vRealize | HTTP 5 4 3 1 GET/ 200 7 8008 7
Orchestr health
ator
* AU
TANER
vRealize
Orchestr
ator 51
il
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&R
® Create Monitor

Name*

wra_https_va_web ®

Type*
HTTP y @

Basic Parameters

Interval

5 Secand

Response Time-out

4 Second

Response Codes

200 x

Custom Header

HTTP Request
GET /health

Secure
Advanced Parameters

Destination IP

Destination Port
8008 0]

Down Time
30 Second
TROFS Code
TROFS String
Dynamic Time-out
Deviation
Second

Dynamic Interval

Retries

LR AT DA T Do

VMware, Inc.
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AL E Citrix PR 4AH
AT N UL T S ke R 55 41,

EZ

1 B35 NetScaler f#4fr5%:, X5 5015 NetScaler > WRESH > &M > IRSAH.

2 R, AN PR AR RS AL
%72 REBSA

K BEfTRGaEs | B SG B bsith 1 |
vRealize vRealize SSL [#I#FF VA1 IP Mk 443
Automation Automation VA2

VA3
vRealize vRealize SSL [t VA1 IP ik 443
Orchestrator Orchestrator VA2
& U TANS VA3
VvRealize
Orchestrator 5
il
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&R

® Load Balancing Service Group

Basic Settings
Name pl_vra-va-00_443
Protocol SSL_BRIDGE
State ENABLED
Effective State @ UP
Traffic Domain 0

Comment

Service Group Members

3 Service Group Members

Settings

SureConnect

Surge Protection ~ OFF

Use Proxy Port

Down State Flush

Monitors

1 Service Group to Monitor Binding

YES
ENABLED

Done

P EL N S ABL VA Bt

AL & Citrix EIIRS S5
AT IAGT A5 BB R 55 2.

B

N = G

®7-3. BEERRSSE

Cache Type

Cacheable

Health Monitoring

AppFlow Logging

Monitoring Connection Close Bit
Number of Active Connections

AutoScale Mode

Use Client IP NO

Client Keep-alive NO

TCP Buffering YES

Client IP DISABLED
Header -
AutoScale Mode DISABLED

7
SERVER
NO
YES
ENABLED
NONE
0
DISABLED
>
VAR
X
>

R NetScaler 71#Afires, XA 5015 NetScaler > JREETE > 780 > FIIRS S,
RENID, ARG TR T R AR IR S R, AR, M BRI

E2 i ElFribik Ll k=2 yapes MRFHLE
vRealize SSL i# IP Ml 443 I DIERERY vRealize
Automation Automation
vRealize SSL W IP ik 443 e/ DVEREEL vRealize
Orchestrator Orchestrator

AU TN
VvRealize
Orchestrator 5
i,

VMware, Inc.

36



vRealize Automation 8.4 171 3345

b

=A

R
FiC BN S ABL VA T St

® Load Balancing Virtual Server

Load Balancing Virtual Server

Basic Settings

Name
Protocol

State

IP Address
Port

Traffic Domain

Services and Service Groups

Export as a Template

vs_vra-va-00_443
SSL_BRIDGE
SUuUP
10.71.226.23

443

[/}

No Load Balancing Virtual Server Service Binding

1 Load Balancing Virtual Server ServiceGroup Binding

Traffic Settings

Health Threshold

Client Idle Time-out

Minimum Autoscale Members
Maximum Autoscale Members
ICMP Virtual Server Response

VMware, Inc.

[}

180

0

[}
PASSIVE

Listen Priority

Listen Policy Expression
Redirection Mode
Range

IPset

RHI State

AppFlow Logging
Retain Connections an Cluster

Priority Queuing
Sure Connect
Down State Flush
Layer 2 Parameters
Trofs Persistence

PASSIVE
ENABLED
NO

ENABLED
OFF
ENABLED
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AR HEBR

AREEHHE TP 8
m  fiiJf] NSX-V E5 Workspace ONE [#11 241 £ 7E vRealize Automation 2t i HH 4
= ¥ OneConnect 5 F5 BIG-IP —& ff I B 55 2 ik

m  F5 BIG-IP ¥ AJ uEBR il ) £ v

{5/ NSX-V £ Workspace ONE B fa £kt #&38Bt 7 vRealize
Automation RIEFIEhHEE

K Workspace ONE JIfES & 5ffiresint 2235 vRealize Automation I HEE, 1 HATRA NidEHER: 4
IR,

i NSX-V £ VMware Workspace ONE [ 834firasi, A AEFERFE ML IR T, X2 SEHEL
4E vRealize Automation IR U1 25D 5 1R AR«

2020-06-30 09:10:08.751+0000 INFO 16 ——— [or-http-epoll-3]

com.vmware.identity.rest.RestClient : POST https://default-49-29.sqa.local/SAAS/API/1.0/oauth2/token?
grant_type=client_credentials

2020-06-30 09:10:08.755+0000 WARN 16 ——— [or-http-epoll-3]

r.netty.http.client.HttpClientConnect : [id: O0x754860c7, L:/10.244.0.206:48686 !
R:default-49-29.sqa.local/10.198.49.29:443] The connection observed an error
reactor.netty.http.client.PrematureCloseException: Connection prematurely closed BEFORE response

A LAE IR NSX-V 258 REZERSC N TAZE K2 5 438 GRIASEERIAE 180D REEIRX Leih
R LA 2 LA PN RIS R Fr A R S8

timeout http-keep-alive 300s

1% OneConnect 5§ F5 BIG-IP —#&2{F AR B & kK

SRERUIR % 7544 ] F5 BIG-IP [f) OneConnect IHRERT, H AT S ATI 208,

OneConnect 7] DLBATR MG B tires B ek S5 a8 ez 2 8 IR R . XSRS Fgfas,
Hog i
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F5 ANHEBONHAT SSL FLBAIRE IR 55 7% 6 H] OneConnect, KNI fAES SEUE AR, & Az FE
DU PRIE, e eIl 55 e SOR & om0 IR PO R BT 2y, ey Ul Bg 2l ey
Wity SSL ox i, MIfi e FHEERE T . R, 1525 OneConnect.

1 ESRE| FS AR, R SR AR E > IR AR > RS ARSIR.
2 REEBBINELIRS R AR.

3 IS, 4 OneConnect BB T,

4 HlSER.

FS BIG-IP i A iE BR il N 28 5 35

A g im EH H FS BIG-IP R UERR S, In#k vRealize Automation %8l & TLTHIE, B 750
BES S Mk HH R A] L,

A BIG-IP SPGB, 1HZ N BIG-IP VE AGUA S v 1] A7
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