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SERVICEPASSWORD= password PRSI s,
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IME N yes.
S
%5 ¥ vRealize Log InsightWindows RERE ) Windows AR 5531 T28Esk BT, 2445 5) Windows

MM, vRealize Log InsightWindows fXFRIR S 6550 .
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W v AL P A

SHROFERIL BFRIRSS 7%, AT 2365 5) Log Insight RELARSS RIS i R ik
AR &M

»  BUFAUE ST vRealize Log InsightWindows .msi SFMRIA, 15250 N R LR,

m AR Orca Bl EgniE sy . 15200 http://support.microsoft.com/kb/255905,

g
1 {f Orca 4325147 vRealize Log InsightWindows ftH .msi S0, debéibi > Bratti,
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3-1. BMER
CustomAction PRODFOLDERNAME P =
Dialog ARPPRODUCTICON AocRow X
Directory ARPNOREPAIR
Error Manufacturer Name Value
EventMapping ProductCode IDCB-9789-AB7
Feature ProductLanquage (E Propery
FeatureComponents ProductName Value .0q Insight Age
File ProductVersion
lcon DefaultUIFont al
InstallExecuteSequence WixUI_Mode
InstallUlSequence ARPNOMODIFY
LaunchCondition ErrorDialog
ListBox SecureCustomProperties WERVERSIOND
Media MsiHiddenProperties UserRollback:Rs
ModuleComponents DirectoryTable100_x86.FSD0B Column
ModuleSignature Property - String[72], Required
MsiFileHash
MsiServiceConfii tiacieindd
RadicButton
RemoveFile OK
SecureObjects e
Conmstmal " b
a HLEk.
b MEMHEERA, EEEmMAT
c AE INIATT EREFR AN A B AR
SR T EATR.
SR R
SERVERHOST vRealize Log Insight [ 1P Mtk ok 414

AN loginsight,

SERVERPROTO RN vRealize Log Insight Il 55w & 4 FERTE IO B, RIREROME N cfapi F1
sysloge
WRIME N cfapis

SERVERPORT R vRealize Log Insight e 5% ik 28 = 5 I 5w A 16 SRl I s 1 o
BRANE LT, AREARYEY SSL A B e WU FHAHR A 1o 155 DL T 1R 2
AR R A T o AN 200 e IS LA BRMEA RN, B T e i 1 ik
i,
m 5 T SSL[H cfapi: 9543
m 2] T SSL 1 cfapi: 9000
m 5 7 SSL [ syslog: 6514
m 2] 7 SSL [ syslog: 514

SERVICEACCOUNT 1217 Log Insight Windows Agent 5511 F P ARSI P
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LIAGENT SSL SR Ze it . W] T SSL, ARERS I TLS 1.2 Ph sl SR SS sl ATl ;= . Bk
ME N yes.

3 LR > AepiEH, SNRRT mst BRI

BESR
i .msi Ml .mst X535 vRealize Log Insight Windows X,

B2 vRealize Log Insight Windows X IE{Y % 4~ S2 4

R PAE Windows I8 HARTSIAL |- #% vRealize Log Insight Windows HCEH) 254

AR TG 5 | S IRE AU EAIE B, 152 U http://support.microsoft.com/kb/305293.
AR &M

N2 - BAA R ik Pl A B BEASUR Ak F o

s BUFAEUET 4 vRealize Log InsightWindows {83 .msi SXAFIRIA, 52 W P HAER 2Rt

m UK http://support.microsoft.com/kb/887405 FlI http://support.microsoft.com/kb/816102 Hif
UNIPUR £

1 AR B Y LA BRI L B B S
2 Gl A%, JHK vRealize Log Insight Windows {5 s i SCHEZHIE) 24 41

3 FITAURIS A TR & O LRI S UL vRealize Log Insight Windows fREE .msi
-

4 GBI RN S, RO,

5 (M) QRGB(EEEZHIER cust XM, 157 GPO BMER LIHMSHBOLSI K FYift . mst L5
P, FEMEH B TR R AR ms i B,

6 (") FH4: vRealize Log Insight Windows ftFi
a  BHEK msi AEHIBID A A
b HHAIRION S B A T Sk ik
c  (EMBARTINN AT W, BRI ms 1 SRR
7 F vRealize Log Insight Windows fHERE 5] 60 536 P e e 4040
8 PRI IR AT 4 S A PR ) G R AH SRR B BR G AR T O R B & P L.
NSRS PR SR, TR S R SRR
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9  MMINCAEE LK vRealize Log Insight Windows HIR/EA—TAHI R 554035 .
W9 SERVICEACCOUNT H SERVICEPASSWORD S0 M d ] .mst % vRealize Log
Insight Windows RS Z /5240, 1A vRealize Log Insight Windows FHE 2 6E7E 8 & 1
Fuk PN AL

BESH

W%/ vRealize Log Insight Windows fRFESZHI4C, 152 Log Insight Windows Agent it 535
N

LY F #7 vRealize Log InsightLinux X3 RPM &R {4+6

A DIAE N root mkAE root 2 iuk BT vRealize Log InsightLinux fXFH, J1 H AT DLAE 2R 10 )14 i fid
ESE BT, A DA UE LRI RO

AR &Y
m  PEiE Linux T F4¢%E vRealize Log Insight fRERGA 24 T8I0 DL T iR 2B BRI B DR QT S X
L

w  Plroot I Bk, Bl sudo s TEH G,

= VRealize Log InsightLinux fREEFE 1] syslog FIMIZE /IR 354 GEIEH TF. 4¢3 vRealize Log
InsightLinux REFHELUST T 3 Fl 51517, WA 2 vRealize Log InsightLinux REEHABIE T4
BN TAE, iAHN A R G

1 ERIDAATE & e e sl R
w ETIERAG BA E 20 vRealize Log InsightLinux AAFR, 4T #4110l Fand
rpm -i VMware-Log-Insight-Agent-<version-and-build-number>.rpm
TR A SO B B, ETT RIS s T A N A
rpm -Uhv VMware-Log-Insight-Agent-<version-and-build-number>.rpm

2 (Al AEREETININ], AR DAE S A LRC E E EC BTRC B A AT LUK — S TR A 2 s Tt
et W5 AR TiZ R A o

sudo <OPTION=value> rpm -i <version-and-build-number>.rpm

3 (M) isfTPh Far @ UG A2 iR AR o

rpm -ga | grep Log-Insight-Agent
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ﬁ%:Ummﬁﬂ*“ﬂEﬁT%

n DU A 4iE T RPM Linux Z1THRTY vRealize Log Insight fEE, 1Zay & 7F BRI 557 b2
R, ﬁ‘@iﬂF?iﬁU\lﬁﬁD%M&/\U@ vRealize Log Insight fAH1] /.

sudo SERVERHOST=myagentserver SERVERPORT=1234 LIAGENTUSER=liagent rpm -i VMware-Log-
Insight-Agent-44.1234.rpm

n DU SIS ER rom SCAEEHTAREE ., Y arAREREC B AR AR

rpm -Uhv VMware-Log-Insight-Agent-44.1234.rpm

L IEFH E 3T vRealize Log InsightLinux {f£IE DEB &H{4&

ﬂld\})\ﬁ/v\ﬁiLL debconf ¥ 7 25k B 3T vRealize Log Insight Linux 1XH DEB (Debian) f}:
LA, AT DA UE 2R RO

AR

m EBEEE Linux T8 vRealize Log Insight (RERFIAFSATHEI , 1 LR BRI DA M AT X
PR T,

n  Plroot I R, BN sudo s TR G AT,

» ik vRealize Log InsightLinux fFLEA [EH TAEATAEM syslog FIMZ AR S5 RIFLRR . BRINIB I
', vRealize Log InsightLinux X/ iz21T7908 2. 3. 4 F15 [izfT, HAEiafr9a 0. 116 {5
JJ:O

m RTEE BRG], T 5E X Debian Linux ffCHHRZz 358

1 BT vRealize Log Insight Linux AAEE, 154150l & 711217 dpkg -ipackage_name fiy
A
~ o

package_name %% vmware-log-insight-agent- FI/4 N &R N R A S 40K
PL N iy 2B R BRI 2R AR R

dpkg -i vmware-log-insight-agent-VERSION-BUILD NUMBER all.deb

2 (Al BT T &4 DM AR

dpkg -1 | grep -i vmware-log-insight-agent
i

AT BRI
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B \ BN, 15 ] SERVERPROTO A5, WA N fild i

sudo SERVERPROTO=syslog dpkg -i vmware-log-insight-agent-<version-and-build-number> all.deb

BENX Debian Linux BI4CIEZ2 3t
s DA B A TR 26 M A 2 S B, SRt debeonf BURIEER (15 X 2k,

TONGT AT B 2, L MBI 2
sudo <OPTION=value> dpkg -i vmware-log-insight-agent-<version-and-build-number> all.deb

HIse Bz, 152 Linux 1438 vRealize Log Insight AR ar &4 718 -

AR 7R o T —28 a4 Toe s SR AC

» 50— EFFE vRealize Log Insight IR 5% 7%

w  EAELBIWIRBCE FFR, 151817 sudo w4, FFHF hostname 4y vRealize Log Insight /IR 5551
IP Hsk e AL, nbh Fos Bl

sudo SERVERHOST=hostname dpkg -iv mware-log-insight-agent-<version-and-build-
number> all.deb

FRAERAE 22 BB A ] T —-force-confold Axic, 70 W) HEEHUH BT, AZiiSte n R
i liagent.ini FCE SR, K sPA N RAIH A

Configuration file °/var/lib/loginsight-agent/liagent.ini’
==> Modified (by you or by a script) since installation.
==> Package distributor has shipped an updated version.

What would you like to do about it ? Your options are:

Y or I : install the package maintainer's version
N or O : keep your currently-installed version
D : show the differences between the versions
Z : start a shell to examine the situation

The default action is to keep your current version.
*** liagent.ini (Y/I/N/0/D/Z) [default=N] ?

%

LA, 5 # ] [default=N1. 52 M AT G HAth
n EERNY
SE e\ BN, 150 1] SERVERPROTO 4Aftg, @bL Nonfilb .

.

2z
=

sudo SERVERPROTO=syslog dpkg -i vmware-log-insight-agent-<version-and-build-number> all.deb
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R AERSE ], 15 2SR Mt SERVERPORT A i, WL N sl frx:

sudo SERVERPORT=1234 dpkg -i vmware-log-insight-agent-<version-and-build-number> all.deb

w PR root J S st THEL

2 D13E root J P 4451217 vRealize Log Insight Linux fSH, 11547 sudo fr4 .

sudo LIAGENTUSER=liagent dpkg -i vmware-log-insight-agent-<version-build-number> all.deb

WFHEERHI A AFAE, vRealize Log InsightLinux HREES fEL IR G~ o BRI 72
G ASHMIER . WA ] LIAGENTUSER=non root user S40%¢%% Linux IR f H]
LTIAGENTUSER=non_root_user2 ZHH I, Bahmahx, HHERRES, Kl
non_root_user2 [T %47 non_ root_user JT FFALR .

debconf ##EER DEB H{4EE B E LT

AT PLIEL debconf s kil i ACHE DEB #ff40., NI T X FHY debconf LI AIAHN 1) vRealize
Log Insight fXH DEB 43 EF8 )76 0l :

AT

SERVERHOST=hostname

SERVERPROTO={cfapilsyslog }

SERVERPORT = portnumber

LIAGENT INITSYSTEM={init
systemd}

LIAGENT AUTOUPDATE={yes|no}

VMware, Inc.

Debconf 2]

vmware-log-insight-
agent/serverhost

vmware-log-insight-

agent/serverproto

vmware-log-insight-
agent/serverport

log-insight-agent/
init_system

vmware-log-insight-
agent/auto_update

E(u

vRealize Log Insight FELE A 1P Hbklnk =014,
PRIAITN loginsight,

RBHA] vRealize Log Insight IR 5578 ke 126 St FH T
W FIBERIE N cfapi Fll sysloge

RN cfapio

HI) vRealize Log Insight IR S Remk a5 — 5 IR 45w ki
SR IS o BRI SLT, REARIE Y SSL
S B R U TARR R L1 12 0 NI A R rhde
PEABRG LM o A0 RIS LN BRAE AR, £
JF B T i R

JEH T SSL 1) cfapi: 9543

Z51 7 SSL 11 cfapi: 9000

JAJ T SSL 1 syslog: 6514

I SSL Y syslog: 514

rinere 3 i) 15| P R A g S bt oal U7 E X R S pe W NS ES) N G
WARGAA, ERT LA ke e R0, UE S
AT e CFERIRIIA R G L FMAIZEAL: inic A1

systemde

SRS AL [ sl U, a2 vRealize Log
Insight IR55 75 Hh s A 1 shTg A se 4 i 1 sh g e 2R
IMEN yes.

Linux BIN A SR 1 2h 3
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AT

LI AGENT RUNSERVICES

LIAGENT_SSL

LIAGENTUSER=user-account-name

Debconf ZEI

vmware-log-insight-

agent/init_system

vmware-log-insight-

agent/ssl

vmware-log-insight-

agent/liagentuser

R

BANEOU T, LR, 28 1iagentd ((RED
F liupdaterd CHFIFET) %S, WL
LIAGENT_RUNSERVICES debconf Z%§%# 4 no VA
AR BRAME yes, HEEZA{4 yes Ml no; A
TFHE 1k 0,

C

FREAH M sfTRERM . AR PR, LRt
SOENZ P LM E R E RN . A E R Pk S AE
{E, vRealize Log Insight Linux HFHE 720500 7] G 3
ZHIPK S GV e EN S A SR o
BRNIEOL T, AR LR 23D root P S iadT.
WIRAAE T LTAGENTUSER=non_root_user SEUZ AR
FF245 i Ffl LIAGENTUSER=non root_user2 #1714,
Fahpinhse, HASEREE, Bl
non_root_user2 [Tl %45 non_root_user [T I
PR

QR T P A EIEAN R A S R . mT A F 2 =0k
HE. S EOGETTREERS . ST IR Ean
PL root TIPS E1 T,

=3 Log Insight Linux Agent Z 3t &4 &
S BIE B bin SCHEEEON T SCPERZEAE R,

AERSFFTH L bin AR, GUREM bin SR LHE0AT1H Log Insight Linux Agent, {7
T /var/lib/loginsight-agent H3%[ liagent.ini XA-GIE—NESHRIADARFAMM S . G4
F RIS, FehilEl Log Insight Linux Agent, 152 W FahH%: Log Insight Linux AXFE bin #f-1u,

DRG] bin B3 Linux B, #4409 1iagentd (Y init.d AR 4 bad R rpdb T4

o AHEAOASTENHZIAR, G LT hi A,

TR PAT 24T (/sbin/) service liagentd status #3%, MIANZCRIEN T,

AR

s 3§ Log Insight Linux Agent.bin #f-uifE & 1% B bR Linux 1541,
= fffiik Log Insight Linux Agent FLf5 syslog FI& Ik 5 115 TaIAT B .
w BT SCERINAC A DA QM 2 B A B O S N A 1S L Linux | T4 vRealize Log

Insight A A 4T8T o

VMware, Inc.
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SB
1 ITHEHIE 81T chmod 74, B .bin BB HAT M
AN A e filename-version.

chmod +x filename-version.bin

2 MBS HORTTH, 1217 . /filename-version.bin an S DL 3SR

i AN [ A e filename-version,

./filename-version.bin

3 (AR AR E HER vRealize Log Insight IR%57%, 1H1a{T sudo

SERVERHOST=hostname ./filename-version.bin .

¥ hostname iy vRealize Log Insight IR 5481 1P Hillsk EH14 .

sudo SERVERHOST=hostname ./filename-version.bin

4 (A TEEERMAERADN, T SERVERPROTO Znit, 4ubd Fonfilrh .

sudo SERVERPROTO=syslog ./filename-version.htm

5 (Al BEESRERVAERSmT, AL MY SERVERPORT AZEE, LA M rBilrhprR:
sudo SERVERPORT=1234 ./filename-version.htm

6 () FPUIE root T 551217 Log Insight Linux Agent, 15ia{T sudo fidr,

sudo LIAGENTUSER=liagent ./filename-version.bin

WARSER - AM74E, Log Insight Linux Agent 2x7E 2R G Pk~ BIEEAIK - AEENER

SR . WRAESE ] LTAGENTUSER=non root user 4% Log Insight Linux Agent Ff-24if#
FH LIAGENTUSER=non root user2 ZHMITIH, BESHIMsItE 4, Al non_root_user2
M P4 non_root_ user i1 FHIAUR .

Linux _FFF %3 vRealize Log Insight {RIER 4 S 1TIEIN

Mar 217255 vRealize Log Insight FRERIS, 0] DLALFHATN (e 750 DATE 2 B U PRI e v A8 o o X edke
Wi T 1iagent.ini XHHPRI#E,

AL BRI A UL N IR ELAE Linux 23%¢ iaf T vRealize Log Insight £,
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P

SERVERHOST= hostname

SERVERPROTO={cfapilsyslog}

SERVERPORT = portnumber

LIAGENT INITSYSTEM={init|systemd)}

LIAGENT AUTOUPDATE={yes|no}

LIAGENT SSL={yes|no}

LIAGENTUSER=user-account-name

iR
vRealize Log Insight [P 1P Mk ek 414
ZRIAME N loginsight.

HEHIA] vRealize Log Insight ik 55 &% ST I R
TBEFIE N cfapi Fll syslogo

RIAE N cfapi.

T vRealize Log Insight IR S5 #8E 88 — 5 IR &5 #8 L At
Frff i A o BRIAG LT, ARBRARYES SSL Anbslis i
AT AR s 1o 155 W N TSI bt R 1
8o AN M35 25 5 DA N BRUMECAS RN, 7 5 S e v 1 ok

JAMT SSL 1 cfapi: 9543
AT SSL 1 cfapi: 9000
JAH T SSL 11 syslog: 6514
ST SSL | syslog: 514

pasoe | e P b [ialll ot SR pe i i s RN N SUEEN
G R DA IS S E R AU, DA AT
SRR R LA T PIFIZEAL: init Ml systemds

JATBAEHIAREE F 5D H08 . 584U vRealize Log Insight
MRsswsrba M A s E A s A A s . BRIMESS yes.
Linux BIN AR 2D TR

ST, RS T SSL, RRERS i TLS 1.2 il 5
MRS Hstf T s . BRIAE N yes.

FREAH P T REMR . WERH AR, et r 2l
BZH P MENE I P 0S8 e i Pk FoANEAE,
vRealize Log Insight Linux FEES7F 2R ] 6] 4892 1) Pk
Jo QUMK PRSI o

BRI, R LR 2P root P B3z T,

o LIAGENTUSER=non root user %ﬁ;&ﬁﬁﬁ, 34:
2R # ] LIAGENTUSER=nON root user2 MATF, WIZHBL
Mo, FHaR RS, Ny non_root_user2 1| P4
non_root_user J1} 1 IALE
BRI BB A SRR, AT DA T3 i 2 L2
o MBENGEHTHAREIRSS . HHFETIRSSH IR root H
P ELT .

vRealize Log Insight RIBEH EH I EFH

i (f1] vRealize Log Insight fRIEE[ I ShHLRTIIAE, T EhARI AT U vRealize Log Insight fif 557 1

FOARHERL R R A . N8O A B0

HEPT AR S5 D9 A AREUR Y B 3 BT, R rT A A P D9 &N RER SR T B BB . AREAZ

WETFIEERAS, FEHRAN 4.3 B iR
Linux BIN #PHASZ R H BT

VMware, Inc.
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AFTREZRNERBIER

ST AL 8 44 FRERA 25 O TSRO 0 PSR L B T
BRUNTSL R N PRERI % s ) BT

BIfR S

BTN 4.3 B R

1 Egfash T A 1iagent . ini X
2 k& rupdate] HITo
BRMUT LN,

[update]

; Do not change this parameter

package type=msi

; Enable automatic update of the agent. If enabled:

; the agent will silently check for updates from the server and
; 1if available will automatically download and apply the update.
; auto_update=yes

3 TAMAZEHE, WHUHAER auto_update=yes, H¥IHIEMCH auto_update=no.

BRGSO T, AREEE D EDEAL TR AR . I, auto_update HUERIMEDY “yes”
TN

4 {R{7FFRM] liagent.ini XfF,

VMware, Inc.
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Bl B VRealize Log Insight {IE

AP, AT DIOW A TG T AR A 24 B B e B vRealize Log Insight IRS5#%, R EET)

ORI P H A S5

T Ee i, AR PR AR R i A

s fid¥g Log Insight Windows Agent
2% Log Insight Windows Agent J&5, #EF] DA THRIE . 4l 1iagent . ini SR E 20K
FF %145 vRealize Log Insight [1J Log Insight Windows Agent. & Bl S s R 1 . Zsin
Windows FiFaie, DAUMECE SO H SR EE . 230 T ¢Programbata$\vMware\Log
Insight Agent HIEH,

s it E Log Insight Linux Agent
225 Log Insight Linux Agent Ji7, Z8a] DI 3 T E .

» UK [ vRealize Log Insight FRHE [ =R}
A DE AR 1iagent . ini AP (server|<dest id>] Eorimeaseil, fae AL H
RIS Eo

= M vRealize Log Insight FeERHE %13 B
PR LR RBI SR S & Bl i 2 =/ Elbs. HFRATLAEEE vRealize Log Insight IR S5 Ak &
%, EE = H SR &

m VRealize Log Insight fRFRGHE A
AT PARL B 22 vRealize Log Insight fEF,

PRI TR
Fn] DA IS T Windows 5 Linux AERAAE SRS B 1928 S B0 7 s AP B SO Bk
UNIE

. OHTHE
AER H SR e WA H S rh S B Bk, RE 15248 vRealize Log Insight k%5 #s. fHH

HEo T, vRealize Log Insight I DA Hd, MHEHFERIUE B, HAERSS BRI,
T Windows 1l Linux vRealize Log Insight ftF, ¥t H S WL .

VMware, Inc. 25
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AL & Log Insight Windows Agent

* Log Insight Windows Agent Ji7, AP H I TICE o« 4% 1iagent . ini /AT E B
7;1L ] vRealize Log Insight [ Log Insight Windows Agent. 4 Bl SR 1. 78 Windows 35
P, DU E RSO H B, Z XX T $ProgramData$\VMware\Log Insight Agent H
SEH,

Log Insight Windows Agent FIZRIAEL B

2SR, liagent.ini X7 Log Insight Windows Agent (i 4 B A L

Log Insight Windows Agentliagent.ini BXIABL &
WER R FAE ASCI FOZFRAE, T (R A7l UTF-8,
AR, AN E NS SRS E S, WA 1iagent-

effective.ini X,

TP RE S R S5 75 O AR DT AL 33 P B

; Client-side configuration of VMware Log Insight Agent.

; See liagent-effective.ini for the actual configuration used by VMware Log Insight Agent.

[server]

; Log Insight server hostname or ip address
; If omitted the default value is LOGINSIGHT
;hostname=LOGINSIGHT

;Enables or disables centralized configuration from the vRealize Log Insight server.

;When enabled, agent configuration changes made to the liagent.ini file on the server

;are joined with the settings in this file. to this agent. Accepted values are yes or no and
0 or 1.

;The default is vyes.

;

;central config=yes

’

; Set protocol to use:

; cfapi - Log Insight REST API

; syslog - Syslog protocol

; If omitted the default value is cfapi

;proto=cfapi

; Log Insight server port to connect to. If omitted the default value is:
; for syslog: 514

; for cfapi without ssl: 9000

; for cfapi with ssl: 9543

;port=9000

;ssl - enable/disable SSL. Applies to cfapi protocol only.

; Possible values are yes or no. If omitted the default value is no.

;ssl=no
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; Time in minutes to force reconnection to the server
; If omitted the default value is 30

;reconnect=30

[storage]

;max_disk buffer - max disk usage limit (data + logs) in MB:
; 100 - 2000 MB, default 200

;max_disk buffer=200

[logging]

;debug level - the level of debug messages to enable:

i 0 - no debug messages

i 1 - trace essential debug messages

i 2 - verbose debug messages (will have negative impact on performance)

;debug level=0
;
;The interval in minutes to print statistics

;stats_period=15

[update]
; Do not change this parameter

package type=msi

; Enable automatic update of the agent. If enabled:
; the agent will silently check for updates from the server and
; if available will automatically download and apply the update.

;jauto_update=yes

[winlog|Application]
channel=Application

raw_syslog=no

[winlog|Security]

channel=Security

[winlog|System]

channel=System

b i ERNE Eiisay

hostname LOGINSIGHT vRealize Log Insight FELL& 5 1) 1P ikl
ok ML
PRIAE Y loginsight.

central config yes I ARER S ek A e rh A . SRR

s s, fRPES ZR i vRealize Log
Insight RSS2 ALHOACEL . BesZ BN
yes, no, 1 k0o BRIME N yeso
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S8 BRINME R

proto cfapi FRBEIA] vRealize Log Insight IR5575 &k 14
BRI . FTRERIME N cfapi Ell
syslogs
ERIME N cfapi.

port 9543, 9000, 6514 F1514 RF7) vRealize Log Insight JIl 528k b5

=R E ST R o
SINEOUT, AREERUEY SSL FIER S
HOREITLE AR P 1 155 W R TSI
FRER LA RIS A . AN 20 RIS DA
TERMEA RIS, A TGS R i 12k
i,

JH T SSL K cfapi: 9543

T SSL Ay cfapi: 9000

JAH T SSL ) syslog: 6514

AT SSL 1) syslog: 514

ssl yes JEHEAS ] SSL. BRI yes.
Bt ss1REN “yes” B, WK E
1H, W4 B 50y e UL 9543,

max disk buffer 200 F1 Log Insight Windows Agent 122
Jith K H H G R 23 7] (MB)o

REHEEN max_disk buffer I, R
BIHAE AN

debug_level 0 SESCH B B0, WE WAL Log
Insight Agents H1iE X H G40 B.2%
Ao

channel MR, La. A FRINE L PR IR . LA

2t Windows - H il Log Insight
Windows Agent /£ X EEim a5 H

—+=
2 Windows JHRmE I JHE

raw_syslog no KTl syslog SRR, Fe vk
I L IRIGUR syslog Fith. BRIME N
no, FoRIERIISHE R H R Y
syslog JEMEIH THAG . o T A 7EA
HEATATAT syslog HAf T i MRS Tt
FEZ IO N yes 50 1 DL no B O,

M Windows EEEWEEHF

AU Windows $5HEE R INE] Log Insight Windows Agent fid# . Log Insight Windows Agent ¥
Wt H 4 1245 vRealize Log Insight k557

FRAAIRSE ) —EMR . LN SRR 2R, AR IR BR AR,
m  event type

m  hostname
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u source

B text
IR

TR 2% vRealize Log InsightWindows AR Windows 5L, HEh “IRES” SEERs DI U2
L2238 vRealize Log Insight YRR %S .

23

Sk

1 5% vRealize Log InsightWindows fUHRIRE T AR H 5% .

$ProgramData%\VMware\Log Insight Agent

2 HEEESORGHEHITIF 1iagent . ini XfF.
3 AL NG HFRCE AT .

/}
[winlog| section_name]

channel

enabled

tags

whitelist, blacklist

exclude fields

[winlog|section name]
channel=event channel name

enabled=yes or no

Hik

Fic 253 FRamfE—#4FR

PR SRR AR CloRfEN E Windows ML “JHERS AR Hiné

O o BARNEMIEE S, WA R bR i, SRS
SELRTERIINA .

JHT IR S B A 0 — AT 24 ATREREDY yes 5k no CAIX 4y A/
5) o BRIMEN yes.

FHT IR TS T 7 BEAs N e PR T 248 i JSON FRonikie X
e FRICAMAT DA A TRk B M2k, prid 2R A RBLA - REE M RIZITK,
IFHARRHE 64 MR, FRCEMAX D IR Bldn, dniAL ]
tags={"tag_name1" : "tag value 1", "Tag_Name1" : "tag value 2"}, N}
Tag_Namel fENEEHZG, Ak event_type FIRIE I EbRC 2K, [A—
AP AR B T TR 1 20

WA HARE syslog k%%, Fridlfbssilss APP-NAME 7B, 4,
tags={"appname":"VROPS"},

AR EHERR H ST R i 250
¥ blacklist HB{GEHTFE: AATH TSR,
Cnfe) HF ISR AT HERR SN BE— 25 rT DA 5 25 B s 2= 108 50

PEZ M, a0, exclude fields=EventId; ProviderName

tags={"tag_namel" : "Tag value 1", "tag name2" : "tag value 2" }

4 {R{7FFRM 1iagent.ini XA,

VMware, Inc.
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Bl EE

HZ W MR (winlog| BLE .

[winlog|Events Firewall ]
channel=Microsoft-Windows-Windows Firewall With Advanced Security/Firewall

enabled=no

[winlog|custom]
channel=Custom

tags={"ChannelDescription": "Events testing channel"}

7 Windows E4ifiE1E B ifiE

FERILH Windows =i i i e i DL U A alcElR H gk

ffiff] whitelist flblacklist SRR RE N, FkREALE MR 4T BAs R

E blacklist BEHEHIT5B: AR HTHECK,

s whitelist SRR P AR HE S, GURZIISEL WA A B ST
1

» blacklist ZHCKHERIGEAE P AR HE S, BRMEN O,

¢ Windows 7 BRI RTINS RA L, 55 W BT BB,

DEEIE

R BIE 20%E vRealize Log InsightWindows fREE) Windows 1ML, 8 “Mk%S” FEERRDA IS5
2% vRealize Log Insight FeFIRSS .

1 5% vRealize Log InsightWindows fCH AR T 508 55 .

$ProgramData%$\VMware\Log Insight Agent
2 (EEESURGIEARHATIT liagent . ini XM,
3 Jf [winlog|] #5rAH¥Us whitelist BE blacklist 244,

Bian

[winlog|unique section name]
channel = event channel name

blacklist = filter expression

4 I\ Windows FifFERa AT G AT e ek 2,
#lan

whitelist = level > WINLOG_LEVEL SUCCESS and level < WINLOG_ LEVEL_ INFO
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5 {RfFFHEH] 1iagent.ini X,
. TRiEsREE
R DU ARERAD B SR D, il

[winlog|Security-Error]
channel = Security
whitelist = Level == WINLOG LEVEL CRITICAL or Level == WINLOG LEVEL ERROR

TP LUR AL D MR I RE sl i Ut VMware Network JiF, 44

[winlog|VMwareNetwork]

channel = Application

whitelist = ProviderName == "VMnetAdapter" or ProviderName == "VMnetBridge" or ProviderName
== "VMnetDHCP"

AT LR AR E Oy M e il rr SR R e SR AN B 33, Biln

[winlog|Security-Verbose]
channel = Security
blacklist = EventID == 4688 or EventID == 5447

EHFRMEER

i1 Windows F- 7 BoFiz HAT KA e ik 2.

g REXIEEF

BRA ik

==,1= SPRAS T, ST BRI A B,

>=,>, <, <= KTHEF. KT AT ATFRET. U8B 2.

& 1,7~ BN, ek, BrSFE A MFNTIETIRT . UGB .
FiIN=Y B, 2k MITm Aok AR s
& —ICIHARERAT . TR AU o

0 PR S B TS R T RO PAR L o

Windows EH4FE
n PATE e Ak 2o UL Windows FiF5 R,

FBREWR FBA
Hostname TR
PN TR
ProviderName TR

EventSourceName “FffH

EventID e
EventRecordID e
VMware, Inc.
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TR

%
&

4
=X
H

SiRIE]

UserID T

ﬂ,

Level

&

=
ST ATV T S

m WINLOG_LEVEL_SUCCESS =0
WINLOG_LEVEL_CRITICAL =1
WINLOG_LEVEL_ERROR =2
WINLOG_LEVEL_WARNING = 3
WINLOG_LEVEL_INFO = 4
WINLOG_LEVEL_VERBOSE =5

H

@
O
O
[e]
Q
)
g
&

Ky e

ST DA VAR Tl X4

B WINLOG_KEYWORD_RESPONSETIME = 0x0001000000000000;
WINLOG_KEYWORD_WDICONTEXT = 0x0002000000000000;
WINLOG_KEYWORD_WDIDIAGNOSTIC = 0x0004000000000000;
WINLOG_KEYWORD_SQM = 0x0008000000000000;
WINLOG_KEYWORD _AUDITFAILURE = 0x0010000000000000;
WINLOG_KEYWORD_AUDITSUCCESS = 0x0020000000000000;
WINLOG_KEYWORD_CORRELATIONHINT = 0x0040000000000000;
WINLOG_KEYWORD_CLASSIC = 0x0080000000000000;

PN
WEEHT A, F oA S
[winlog|app]

channel = Application
whitelist = level > WINLOG LEVEL SUCCESS and level < WINLOG LEVEL INFO

DU el T R AR I

[winlog|security]
channel = Security
whitelist = Keywords & WINLOG KEYWORD AUDITFAILURE

MB R EES

EATPLF vRealize Log Insight Windows FRERRL E M —A ek 24 H G SO 33
TR R —EIIRE. DUR 2GR R 28k, B AR IE B k.

m  event type

m  hostname

u source
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m  text

i 2 i g AREME B3R E A EbR, HEH RS B2 B Hat Tt . 152 W vRealize Log

Insight AL &5 o

%E

s WRBEEERESE (W TAEREZ) B SSUIEEARE R IR R HR I s E AL S Al . B
By il B AR S A0, G P AR AGE IR AT glob AU Ards i sctt, s AAsIHH B30, andi g
SRS, G REMINFEAZEL flan, CPU H RAM,

n (OYK HSRE TN st TR, ARERA R Mz N B Uit

n ERECSCRRSS H R G5 . RO E ey AukdsinE s, WA HT R s AEEA REIT iR s X 2t H 5%,
HIPE A B A X 2 H 5%

HoRBIE 2k vRealize Log InsightWindows AP Windows THEAL, JH2h ks EER AR IR
UL 4% vRealize Log Insight FREFARSS .

B

—

S8 vRealize Log InsightWindows HER[HFE T2 H 5% .

$ProgramData%\VMware\Log Insight Agent

2 EAEESORGAHATIT 1iagent. ind XfF.
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3 HRBRZSA [serverl<dest_id>] #547. PR INAC B S B0 B RN

[filelog|section name]

directory=path to log directory

include=glob pattern

S8
[filelog| section_name]

directory=full-path-to-log-file

include=file_name; ...

exclude=regular_expression

VMware, Inc.

iz
PHRIY E— 24 F5

SR Se R g 12 SRy glob BT, oRAilfic e -

m T\ D:\Logs\new test logs HRMFTHT HRHULLE, &
directory=D:\Logs\new_test_logs\*

B R HRAAEHCIER, I N E D A e

directory=D:\Logs\new test logs\*\*

T R SR H SR EO TR R I BRI, ANRE AR — B T H R E X
H3% glob, fflfl: directory=c:/tmp/* if directory=c:\Logs\*., H &R
D A

ST LU AN B Y ATAAAE FRIER R, SN2 H R i HEc e, R
Aoz se H RS-

PN AR ARSI R SRR P 3, PAREZS O] — Sk
o Mz R, PTUUAHREIRS IR AN RIAR AN 0 5 o

HE AURXEET A S ATIRIRC L, 2R 25 eSS B I I o

(i) S FACER SR S O RS (glob i) o il LAE 43543 i
FIRIIE AT BOAMEIN % Fon @A . 2SI KNG,
A PAg TSR (glob B R ABARIA i 24 2B SR, DL A SR TN
Fr i S 18] B, S sIgScE& (Bilal, vRealize Ops
Analytics.log 5Fl:l vRealize Ops Collector.log) HPA#H vRealize?
Ops?Analytics*.log i vRealize*.log $8i. iSRS, TIDAfRT
Linux Fl Windows AL N ARERRS 5 ] B2 (S F 44
BRAINEI R, . zip F . gz SR NS PR

EEREN QUSRS H ESC, 1] include Al exclude 2EGEEH
5 32 SRR SCAARPE R glob B3, @R glob RN 5 3238 H L SR
VLid, M vRealize Log Insight {XHE A RESTERHUYIFIEE 1) Jif)-. vRealize Log
Insight fREESs A B S HSCHEIERIBUT, ¥R LAERIBUT & 2% 5
vRealize Log Insight JIx55tir. 40, AUREHNEZHEXH40 myapp . log,
¥HE N myapp.log.1. myapp.log.2 %%, AILMEHPAT include fz:

include= myapp.log;myapp.log.*

CAIe) B TPHEBRIN SO A4 SRS (glob 150 o FIPAEIE 43545 FRlT
HIERRPE ARSI BRI S, Fon AHEERE RSO
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28 fiid

event_marker=regular_expression  (R|3k) ForH SR HARIENZGR A, dEns, BRI HATR .
NIHZGEAIE ] Perl TEMIFR KA TETL,

E OB, SIS () FRSM N EN AR R KA — &
5o

11T vRealize Log Insight FRIRERNSEINHCERIET 1L, BHNINAFAEN RN
o H S THE T RE SR 23 B2 Nl G SO I DR PR A58 R FOI TRJR L
200 2, AT MESEIMI event_marker, #3SHFSEHNT L. T OHT
HOEk. it ZAEARRE, BT event marker BB HESCARHT
pEESI R A Tk X

enabled=yes|no ae) T RS A B E A 10— 28 FTREIMEY yes B noo BRIMEN
veso,

charset=char-encoding-type CAle) AREEAT IR H S 775740 . PTRERIE (45
m UTF-8

B UTF-16LE
B UTF-16BE
ZRIAE N UTF-8,

tags={"tag-name" : "tag-value"”, ...} (A% FIT A S - 7 BEAIN 8 ARSI — A28 ] JSON Forrik
SEXFRL. FRCEPR VS 7R B A NIk, Amc AR RERL Rkl T )k
I IFHARRE 64 DM PR ARCEMAX D IONG . Fldn, andL ]
tags={"tag_name1" : "tag value 1", "Tag_Name1" : "tag value 2"}, ¥
Tag_Namel {ERTEE RN, A2 event_type FIN AL bR IZ 4k [H-—
ANFE IR BT T A TR 2
WA HARAE syslog IR, Fricdalfbssilss APP-NAME 7B, 4,
tags={"appname":"VROPS"},

exclude fields CATge) T MR A7 B — A 248 FIVAl 7 B0 5oy FRAI#&
AR i,
B  exclude fields=hostname; filepath
B exclude fields=type; size

B  exclude fields=type, size

raw_syslog=Yes|No WS H] syslog PMSUTOAREE, 2l fe AR ERIC SRR 1245146 syslog it 2RIA
fEh No, Fortli I H8E M syslog mMEHAH S AT 7E Ak
TTHEAA syslog FEHafIE I IS

Bl EE

[filelog|vCenterMain]

directory=C:\ProgramData\VMware\VMware VirtualCenter\Logs
include=vpxd-*.log
exclude=vpxd-alert-*.log;vpxd-profiler-*.log

event marker="\d{4}-\d{2}-\d{2} [A-Z2]\d{2}:\d{2}:\d{2}\.\d{3}

[filelog|ApacheAccessLogs]
enabled=yes
directory=C:\Program Files (x86)\Apache Software Foundation\Apache2.2\logs

include=*.log
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exclude=*_old.log
tags={"Provider" : "Apache"}

[filelog|MSSQL]
directory=C:\Program Files\Microsoft SQL Server\MSSQL10.MSSQLSERVER\MSSQL\Log
charset=UTF-16LE

event marker="["\s]

%8 Windows HE 4@ EIFiE

eI LA Windows H G SO B e s DA B 2000 Sl HER: H g

fiff] whitelist fllblacklist SECREL TR A, Tkl —MaEd - FBAaR i

;J_'\%%jiﬁo

# blacklist HUENTFEG AR,

m  whitelist ZEVKREETER AR HAESH EFA . WRZRISEL WAR B RS
10

m  Dblacklist ZECEHIRT R X HAER O H BH. BRIMER O,

¢ Windows FFERANEFIATISE YK, 152 W7 BAafinT

N

AR &M
BSR4 % vRealize Log InsightWindows YR Windows tHEAL, JHBh “IRSS” SRR DI IF S5
V223 vRealize Log Insight fRIHARSS .
W
1 % vRealize Log InsightWindows {CHR 1 FE B4 H 5% .
$ProgramData%\VMware\Log Insight Agent
2 TEAFECSORGHESATH 1iagent . ini X

3 1F [filelog|] ¥Rl whitelist Bi blacklist %4,

5 4n:

[filelogl|apache]
directory = path to log directory
include = glob pattern

blacklist = filter expression

4  J\ Windows FFFERIa AT G AT e ek 2,
fan

whitelist = myServer

5 {REFEHH liagent.ini Xt
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. TRiESEEE
PR DARC B AREEDAOREE Apache Hid, T, server_name Jy

[filelog|apache]

directory=C:\Program Files\Apache Software Foundation\Apache2.4\logs
include=error.log

parser=clf

whitelist = server name == "sample.com"

blacklist = remote host == "127.0.0.1"

BEMHH%F Log Insight Windows Agent
AT SR Windows TN & 21217 Log Insight Windows Agent [ HHHAL,

T DAl ] Windows Sl L ThREE Jit- W% & Windows LN & B2 225 Log Insight Windows
Agent [JTH5HL. 2K, ATLLKS Log Insight Windows Agent Bt e S BRI AL & shdl, JFRpx it
4% %) vRealize Log Insight Ik45%%,

& Windows Fih-#: % . 1152 W, http://technet.microsoft.com/en-us/library/cc748890.aspx il
http://msdn.microsoft.com/en-us/library/windows/desktop/bb870973(v=vs.85).aspx.,

wm
I
e}

4

1152 W Windows it 3t .

W

-

S8

1 11 Log Insight Windows Agent fic & s Il—/#ri sy, FT Mzl & SFthit) Windows SifafiE i
LR

PRNIHIE 257y ForwardedEvents,

W Windows Sk

N

BETR
1% vRealize Log Insight Web T/ 84,  FFIARE & SFhC 2k

FLE Log Insight Linux Agent

225 Log Insight Linux Agent Jii, 280 DU HEF T E .

AT e rp AR e, A R i & 24 2] vRealize Log Insight Hﬁ%“’ﬁ’]ﬁfi fREMmfE P
Mt 1, DUSECEF SO H SRS . A% Liagent . ini XN E, 152 W /& Log Insight Agents
EP/EXE LqééH'Mm KAl o
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vRealize Log InsightLinux {XIERIERIABL B

2SR, liagent.ini MAEHI{US Log Insight Windows Agent [ Fific B Bk IA S .

vRealize Log InsightLinux {XI2 liagent.ini EXIABLE
ani g HHE ASCH I AFRFME, B AL E RAT N UTF-8,

ARG AR PG, I I PR S S IS5 PRI e 5T, T4 L liagent-effective.ini 5C
1/:*:(3

TP RES AL IR 25w 0 AR DT AC F 33 1 B 28

[server]
; Hostname or IP address of your Log Insight server / cluster load balancer. Default:
;hostname=LOGINSIGHT

;Enables or disables centralized configuration from the vRealize Log Insight server.

;When enabled, agent configuration changes made to the liagent.ini file on the server

;are joined with the settings in this file. to this agent. Accepted values are yes or no and
0 or 1.

;The default is yes.

;central config=yes

; Protocol can be cfapi (Log Insight REST API), syslog. Default:

;proto=cfapi

; Log Insight server port to connect to. Default ports for protocols (all TCP):
; syslog: 514; syslog with ssl: 6514; cfapi: 9000; cfapi with ssl: 9543. Default:
;port=9543

; SSL usage. Default:

;ssl=yes

; Example of configuration with trusted CA:
;ssl=yes

;ssl_ca path=/etc/pki/tls/certs/ca.pem

; Time in minutes to force reconnection to the server.
; This option mitigates imbalances caused by long-lived TCP connections. Default:

;reconnect=30

[logging]

; Logging verbosity: 0 (no debug messages), 1 (essentials), 2 (verbose with more impact on
performance) .

; This option should always be 0 under normal operating conditions. Default:

;debug level=0
[storage]
; Max local storage usage limit (data + logs) in MBs. Valid range: 100-2000 MB.

;max _disk buffer=200

; Uncomment the appropriate section to collect system logs
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; The recommended way is to enable the Linux content pack from LI server

;[fileloglsyslog]

;directory=/var/log

;include=messages;messages.?;syslog;syslog.?

28

hostname

central config

proto

port

ssl

max disk buffer

debug level

NBEX BB EEH

BRME

LOGINSIGHT

yes

cfapi

9543, 9000, 6514 fll 514

yes

200

R

vRealize Log Insight L3S 1P ik
BN,
RAME N loginsight,

D AREE S A e rh e . A5 R
s, AERS 20 vRealize Log
Insight JIz 55 AP BEOlc s . B2l
yes. no. 18k 0o BRIMEN yeSo

PRI vRealize Log Insight IR 5575 4 1%
EPEFT TN . TREREN cfapi A
syslogo

RIMESY cfapi,

RBEIA] vRealize Log Insight A 557s & 14
AT R SR I . BOAMEAT R )
FH SSL 1 cfapi b 9543, 2] SSL
cfapi 2/ 9000, J3J1] SSL 1Y syslog 1y
6514, 5] SSL 1Y syslog 4 514,

A FEkZEH] SSL. BRIAME yes.

B oss1 HE N “yes” B, WA E R
fE, W2 E 3k D B 9543,

1 Log Insight Windows Agent JTI- T2z
R EHE A BRI S A (MB),
REFRER max_disk buffer [, fRH
FIHEE TN

EXHEFE BN, 152 0T Log
Insight Agents H1iE X H G 4R 4%
Al

ALK vRealize Log Insight Linux AREEACE AWM —P k2 H G SR EE AL,

IRINESL T, vRealize Log Insight Linux AERSICEE W A ik g iHws G B SO0 BagssSe i S
PRV ke EATLEE IS IIHERR 240 exclude=. *, 25|} vRealize Log Insight Linux fREIKEERS

P ST o

TR B —ERBR S, DL AR IR 8K, PIICASRE PR BLA i

m  event type
m  hostname

u source
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m  text
ik % ] ONAREME B =AEbr, HE AT DAE L6105 B2 a1k, 152 W vRealize Log Insight
P 5 B

HE OGRS RE SR (an1000 ek, 538K vRealize Log Insight B AT G = i 95 IR HI &

FEEEm EAUR AR RE . SR 1 E BRI, 1 e AREEDAE IR R glob AR FFras i sctt, s s

PAIRH G SR BRI s R S, W I ENIS 8, i, CPU fil RAM,

AREH

Ul root HI" sk, sl sudo isfT5 M G4,

m [\ vRealize Log Insight Linux fXFEE 2o HIEAFia T, Bk EIE Z0%E vRealize Log Insight Linux
RELR Linux tHEAL, fIHHERIG, RiG1alT pgrep liagent,

TR

1 A EERGHEES YT IF /var/lib/loginsight-agent/liagent.ini X,

2 RENZH [serverl<dest_id>] #555. HRIIAC B S E0HE B EREROME

[filelog|section name]
directory=path to log directory
include=glob pattern

S Ei7)
[£ilelog| section_namel e B8 00 P — o
directory= full-path-to-log-file B F R R . SR glob 1. ARBIRCE :

m I\ D:\Logs\new test logs HRMFTHT HRHULLE, 6]
directory=D:\Logs\new_test_ logs\*

B QURFFSREA AT AR, ML TR AR+ H %

directory=D:\Logs\new test logs\*\*
RSO B RO B m PRI, AR S — ek R R H s X
H3% glob, fflf: directory=c:/tmp/* if directory=c:\Logs\*., H &R
A /D A
PERATLARE S BUASATE ERINER AR, AN Z FoR R Hhi H St s, RER
Bl fiedlaax e H Bt
A PAE— DB AN RIBCE S o SRR 5%, PUEZ RN R— S H
Eo FMZARE, DO IE R T R AR e AR # o

H AR A ST S AR, AR SS w43 3 AL 1
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S

include=file_name; ...

exclude=regular_expression

event_marker=regular_expression

enabled=yes|no

charset=char-encoding-type

tags={"tag-name" : "tag-value”, ..

VMware, Inc.
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iR

Caf ) S SR B I SC 2 B HERY  (glob B30 o AT DA /3-S5 40 i
FREBEBME . BIMED * FoRBRIT . Z38X s KNS,
A DA ISR (glob B KEsiAfnldy 4 20 S0P, DU —NSR34 N
g KA A B — o a0, EEzsAsscf-4 (Jldn, vRealize Ops
Analytics.log fll vRealize Ops Collector.log) RJUA#iff] vRealize?
Ops?Analytics*.log ik vRealize*.log i€, Wl ffi SO, RIDLFEE
Linux F1 Windows F=H1 A ARIREL & W] B2 1030144
PRSI T, . zip F1 . gz XU MIBCEE R HERS

EHET R ERGERH H S, T include Fl exclude ZHURENR
I 5 2 EESCPRAIRRI SCRAHLAC T glob . WiER glob BN 5 E 2 H 5 SCHH
VCRL, U] vRealize Log Insight fRIFFTRES S M 1 ik, vRealize Log
Insight fXEES: A S R HSCHEIERIT, 3R EELUERIT &% 2
vRealize Log Insight i 55#%. Flan, ansfam 2 HEX %0 myapp . log, #
¥eHE N myapp.log. 1, myapp.log.2 %%, AILAMEFPA N include fix:

include= myapp.log;myapp.log.*

Clie) BN FRHESRI S B0 (glob BT o IRl 3547 B
MRIPERTEIE . BUIMEE, TR AHERAE S

CAIE) Foom HAES S HAMIE NI ZRGA R . aiRa s, AR TRE .
N R Perl -2k iRk
OGN, 515 (o) SRS AERERNFGE IR, RIS —
5o
11~ vRealize Log Insight fREREFX SR AT T 010, S NI AFAE LR
oy HEIWE ATRE Sk o BIZ T . AL H S SCPRB D e 1k (I TR
200 ZFb, MA WL event_marker, i HFSHOCNE SR, E 0
HUAERE, THN AR, B HRS T event marker BEF, H SR
DIRE P R Tl e B g

Calged s A IR S o i — 28k IRBMI(EY yes Bl noo BRIMEDY
vess

CArge) ARRERT I F5 0 H SO P R gt o PTRE A (s :

m UTF-8

m UTF-16LE
B UTF-16BE
BRIME )y UTF-8.

CAIe) JH TS SR 7 Beds o 5 XPRicifs— 248, )11 JSON rrik
SEXFRL. PRCEPRFI LAV 7R B A NIk, Arid AR DL 7 Rk T )2k
T3k, FEHAREEE 64 MFRF. FRCHIRAX S KNG Bilan, i
tags={"tag_name1" : "tag value 1", "Tag_Name1" : "tag value 2"}, ¥
Tag_Namel {EREE RN, A2 event_type FIN R bR IZ Ak [F)—
A FEHH AR B T TR 220

WA AR syslog IR5#%, Fridnlfbssflss APP-NAME 7B, i,
tags={"appname":"VROPS"},
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28 3%
exclude_fields ) T MR # A B — B8, WIDMEE 4 BT 5 4 IRis %
fb;k%mﬁéé/\fﬁo g,
B  exclude fields=hostname; filepath
B exclude fields=type; size
B exclude fields=type, size
raw_syslog=Yes|No KT syslog TR, Z0e i o v r AR RIS SR AN R 245 4h syslog i, BRI

i No, ForfiHIH P HRER syslog JatERASSARATRT . J I ] fEANE
TTATAT syslog HAHINT L e St

3 RfFEHEM liagent. ini X,

. EE

[filelog|messages]
directory=/var/log
include=messages;messages.?

[filelog|syslog]
directory=/var/log
include=syslog;syslog.?

[filelog|Apache]
directory=/var/log/apache2
include=*

Tt =
EAIVALE vRealize Log Insight Linux AREE FARYE BN A E USRS -d- 1 Timse , A4 8 Eae B
j@%ﬁlﬂ/‘]ﬂu$ﬁ:o AT DI whitelist fll blacklist WHEESIETIRE M IHkes,

o BRMEMN T, vRealize Log Insight Linux fRERS I8 e e sk i 75 O 2 O BamiSC2: o Bagi SCA 1y
PR STk ATPAB IE vRealize Log Insight Linux ARERS RGP, Tk @it AR

exclude=.* 4§,

WTEANTHE, WEERFHIS T whitelist fll blacklist Jidiss A WA, IR whitelist £k
HIEN true, 1fl blacklist KK AUE N false St Aok, R RS ZEARR BAAI DL gE—2 Ak
P, ARSI R, BRI TR S, whitelist RIARMERIME N true, 1 blacklist &
HAERINMAN false.,

TR Filelog WERARIEBLN M EI TR BB D . EARIBT A TIR B, ATLMAT H . Ao
AR, WS HOTH S,
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Ve Il =]

whitelist Bk blacklist ks e i . SUANER A MINES, HitR SR — P A e B
o BRTDUR 7 B AR R, HR 05 S I R R A T PR SOAR . A R AT e Tt e ek s ]
MaBHANER, S WP ZBAsEAT.

\

WK SRR THR, B AR TN B M B AR, MRS RIS S A —
7 FHFHRUABAIEASI TR Bl

123.0 == "000123" [AMELN true,

n i%i;—ct whitelist
m KX AR whitelist = "00987" == "987.00" [M{H A true,

] E%ﬁfﬁ whitelist = response size >= "12.12" l:FI ﬁl:]% response_size %Ex ﬁ@[%
18, NWhzRR A IR T I . AR /N T 1212, WIEAAIE R true, S5

false,

n AR whitelist = "09123" < "23ar 1, FRFHRSCARBESOEUE, HASARME

false,

o QERHAR R ERCCIE O BUE, WIS S O 7 H o X TRXRMEDL, R
W S 2 TR R, BRI X R/NS o Bilgn:

m KA whitelist = "1234a" == "1234a" 2—FFERFHLEE, HAE N false.
n KR whitelist = 4 < "rfour" 226 4 #3)y "4", HAEN true,

] E%ﬁiﬁ whitelist = response size > "thousand" EFI, response_size ?EQE/\]{E_«I%Z%T@?Q

— AT, Hizdak Oy false,
AR RS RR AR — RS, 2 M8 O i), nlE AL false, #IALN true,
Tﬁﬂﬁlﬁl, E%ﬁfﬁ whitelist = some_integer & 1 l:I:I, ﬁl:]% some_integer ?Fﬁﬁﬁﬁ%{&ﬁﬁgﬁﬁéﬂ,
Mz KR IE N true, 10K false,
HRFF BRI 55158, 152 W H ESPREEFA

ORI, B MWAH: /var/log/httpd/access HIWEE Apache Viln]H G, 23S0 —SE R [
ST ATR:

m  127.0.0.1 - frank [10/0ct/2016:13:55:36 +0400] "GET /apache pb.gif HTTP/1.0" 200
2326

m  198.51.100.56 - john [10/0ct/2016:14:15:31 +0400] "GET /some.gif HTTP/1.0" 200 8270

m  198.51.100.12 - smith [10/0ct/2016:14:15:31 +0400] "GET /another.gif HTTP/1.0" 303
348

m  198.51.100.32 - test [10/0ct/2016:15:22:55 +0400] "GET /experimental page.gif HTTP/
1.0™ 400 46374

m 127.0.0.1 - test [10/0ct/2016:15:22:57 +0400] "GET /experimental page2.gif HTTP/
1.0™ 301 100
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BIR &M
w  Plroot JTI 1 B, sl sudo iaf B Hl G2 .

m SRR U 2R vRealize Log InsightLinux RERRY Linux tHEAL, F1TEEl4,

liagent PA%iiF vRealize Log Insight Linux fUHR 75 U223 H i FAF 181 T,

1 OWHEEX s, A BB R

[parser|apache-access]
base parser=clf

format=%h %1 %u %t \"%r\" %s %b

X117 pgrep

KT M /var/log/httpd/access HUEERIREAN T, 488 RN Rs P2 X

remote host., remote log name, remote auth user, timestamp. request, status_ code H

response_size F-Bto MU XL BORTELTHE

2 EAEESORGEMEES T /var/lib/loginsight-agent/liagent.ini X,

3 ERSHEN A Filelog M LAMCRANA#T HAE, Qb MBI TR

[filelog|apache-access]
directory = /var/log/httpd/
include = access

parser = apache-access

4 HUREEIEORIESE S

w BER HTTP RZEDY 200 HUHE, BATLAE Filelog T FENX —4 whitelist, 4HPA MY

BT

[filelog|apache-access]
directory = /var/log/httpd/
include = access

parser = apache-access
whitelist = status_code == 200

ST R H SRR — M RIEE A4, whitelist RKRAEAN true, HIIEERS ST

BOX PR

WRFPASFAE status_code TRt (JFEPRZZTFBAE H S SRS TIRIT » B2 TCEET

Howhitelist FANMHE, XEWEZIENER N false, I HIKEE

R BT

o EEFORROLEAPE, AT blacklist Y, UG, WA A RO, AT

PAREL =30 1P, bl M B s -

[filelog|apache-access]

directory = /var/log/httpd/

include = access

parser = apache-access

blacklist = remote host == "127.0.0.1"
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WeBers 2 MO B H S RIS A 5=/ NREE DI ST

s TR MBS, SR or Ml and iB8HRF. Bla1, HRLAEFMARD 1P A 5T
A AT ERUEAT AL R PR S, il N RBS B iR -

[filelog|apache-access]
directory = /var/log/httpd/
include = access

parser = apache-access

blacklist = remote host == "127.0.0.1" or remote auth user == "test"

i or i85 7RI blacklist FRkAMEIE N true, DIBGEATERIFE. a1k

remote host FRE Y “127.0.0.17 EE%%’remoteiauthguser\ﬁzﬁ%ﬁiﬁﬂ “test” , NiZEAF
RS ERNIE - L Lo

W tERs 2 Mo H S rh g HUEE —ANFAIEE = AN

w BRSPS 1P AR, BTUAE blacklist A XHE ] and, d0LL N HAD
Bt

[filelog|apache-access]
directory = /var/log/httpd/
include = access

parser = apache-access

blacklist = remote host == "127.0.0.1" and remote auth user == "test"

Welkar 2 MR B H S R B AT

AP whitelist 5 blacklist fidkar—&@ M, Hlan, WURETFEEmN K/NKT 1024 7
THEEAE, AEATRER QAN AU SR, AT LA A MRS B
[filelog|apache-access]
directory = /var/log/httpd/
include = access
parser = apache-access

whitelist = response size > 1024

blacklist = remote host == "127.0.0.1" or remote host == "localhost"
Wetleri 2 MORBIH e — ARt

M journala UL EEH

M VRealize Log Insight 4.6 F14fh, FEia/T systemd [1J Linux 43 KA, CEIFTDIMCEE journald &
GRS H SR H EXIE. journald AR T systemd 1Y Linux ~F& WA H B0~ bR
journald BCEL D S HFLA T 22T :

journal files

T H S S lA M E:
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& R

all FITH WA A v IR B S5

local WO B ST LAl H S

runtime WEAZ OGS FESCA . AR AL PRS-
system WP AR GRS AP AZ H 83T

user WP OCIBCS AT R H S

fetch fields

M HICHEE H R ESEIN 7B I HER LU S BRI B sk CRIXTRINED o

SCHRFVA MA
(=1 iz
pri_severity,pri_facility,syslog_identifier JlisvH N EININE
* SERUITA B
all ABEIUEAT 7

&%k 8 vRealize Log Insight RIBEE 4

AT AMD 1iagent . ini SUPFHT [server|<dest_id>] #BorMUTmEaRdell, FEEMRILA LT IR

T o

eI RS A T -

filter = {collector type; collector filter; event filter}

v s
il
collector_
type
collector_

filter

event_filt
er

R
ST, T E X Ese ST N filelog 5% winlog, AR AFEETfE, TPEHEE FHRT A tere )k
ﬁ o

(S =4

=

DA ek A& SR R 2k . B, veops_ . * JedREA “veops_ " FIAIFTATIERERH55 o

H 7 B e rs 8 FHOIE T SR EE RS T So A4 Rl 1) 3 o FHAOTE AT R . AROEI R D I T ST 45 S
True sRAEZAIAITH: . 45 event_filter BITHFTAERIAZN True, BRI H event_filter, WAZAAIN FOIREERS
Ao AT BER IO TR o 2k i TR R A i D Bt e e ik St TS, A EF
Fiffo

WA T S KRt s R BT, TR E 2N Rkas ks, M Blis:

filter=

{winlog;Micr.*;},{filelog;apache-access;level=="error"}
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QAR B BRI 2 Al b, R AR,

& 4-1. 1&E R

i3 X

filter= {winlog;Microsoft.*;} DY LAFRPL “Microsoft” JTKIN, 7k 32%k H winlog W HEB& 1) i,

it

filter= {winlog;Microsoft.*; Y EEEZATRDL “Microsoft” 13k, FEHS4 ID %1 1023 I, &4k B winlog I EE#RHY
eventid == 1023} Hk,

filter= {;.*;} RN RHE . A5k H AT R RS o

filter= {winlog;.*;} KL winlog P TR AT A 34

filter= Q2 facility /NT- 5, $E%K [ [fileloglsyslog] #3119, [fileloglsyslog] #5342 % —
{filelog;syslog;facility<5} ABENEELEN facility FRIOMIRE T . A0, 2B FTa i,

filter= {;;} AVERATATRAR . AT AR IS TR 4

LA sl b —7mBrh e — A BRSO RC B I — e o

; The second destination receives just syslog events through the plain syslog protocol.
[server|syslog-audit]

hostname=third party audit management.eng.vmware.com

proto=syslog

ssl=no

filter= {filelog; syslog; }

. . S L e ] b
N— A R T B 2 TR Aab 2

; This destination receives vRealize Operations Manager events if they have the level field
equal

;to "error" or "warning" and they are collected by sections whose name begins with "vrops-"
[server|licf-prodl]

hostname=vrops-errors.licf.vmware.com

filter= {; vrops-.*; level == "error" || level == "warning"}

WA T S KRt Rs o BT, ATLMRE 2N kas Rk, a0 MolFs.

filter= e.

{winlog;Micr.*;},{filelog;apache-access;level=="error"}
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M vRealize Log Insight RIBF %5 2

ALK ABES R R L Bl 2 = AN HbR. FIRRAT LAtUdT vRealize Log Insight ik 55 auli heat, ok
%ﬁr@:ﬁ BINEEL (7Y

lan, I REF R Az ARG H R BB A PR S5, B R H SR 22 K E WA
eg5ss, B abrH B RERT EBLAG . AT DM FITme s BBt fs B 2 H bR, B8R DK
Tmu}]\ﬁ/l\ vRealize Log Insight fCHIHE % 2% % — A HFr.

FCERC B e AR liagent.ini MY [ [server|<dest 1id>] W KsERk . B cfapi MY T vRealize
Log Insight iR S5aealil kas, K syslog T H AL HPR,

IREHEE LA BRI, S— D EAREHIBIAR loginsight (7. AUAAUREHAM HARIOR EfH Ko

T ARBLE R —MEEMIA EAR liagent.ini SAIESS A . T BRIAESL T BRIAIRSS A 2K
loginsight KRR T EE—DHFR, BILAIEE. BB A [server|<dest id>] A HEE— 1 HArR.

; The first (default) destination receives all collected events.
[server]

ssl=yes

; The second destination receives just syslog events through the plain syslog protocol.
[server|syslog-audit]

hostname=third party audit management.eng.vmware.com

proto=syslog

ssl=no

AR B TR Rs 1015 B, 12 Wik H vRealize Log Insight AXER A,

% & B¥r vRealize Log Insight R 5588

AT DLAAE Windows Fiz{T1 vRealize Log Insight AR E Bk Tk Hbr vRealize Log Insight k%%
fvo WRIDUE P Rk B2 = Bbr, Hrl¥EbRm s o

AP 1iagent.ini XA [server] # e & 2N Ebr. BRIAEFRIGZATAE, FHHEMBH F 3L
P BN loginsight, BRITEZ HbR, 1 NEANEIRGIE [server|<dest id>] B0 WTHE A
TR, IR E— 1 ME—TEHNLAIE N ERR 1D, BRI DO HAth AR S E0N (server) SR HHRIRIE
Wi w2 HAL B bR EoN Hah T, WA e PRECE I, A DA e A HAl H bR
PANESR T, ARESEIrE RS K2 BT Bbr. Bl LAm £i1e IR/ DA R SRk
EEIAFE ERR. AR B, B2 ek H vRealize Log Insight AR5,

=

wR

G2
LR B 20358 vRealize Log InsightWindows fUHEK) Windows tH5EAL, H5h “IRSS” &HRESDAKIE
T 2R vRealize Log Insight FRFNIRSS .

» QR vRealize Log Insight FFEERAT I FHRESR B Flws, 162 W AR RO A ires A T
XCSSLUEPBRFEIEDR

=t

%
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1 i3] vRealize Log InsightWindows fCHRFE 450 H 5k .

$ProgramData%\VMware\Log Insight Agent
2 FEERSORGEERPATIF 1iagent . ini X,
3 BSLANSEL IR T MR .

28 £
proto HREHA] vRealize Log Insight Ik 55 ek &5 AT EE FHRIFMY . FIARAIEN cfapi I
syslogs
ERINME N cfapio
hostname vRealize Log Insight £ 11) 1P Hitikek 1414 .
A DUESE IPv4 5 IPV6 Mkl 5 IPV6 Ml il DL T30S, Hrl DU .
il
hostname = 2001l:cdba::3257:9652
or
hostname = [2001:cdba::3257:9652]

QR AR SHF 1Pv4 Bl IPve Hikk, JFHISGuae b e, REDERYE 4k
fRFTRE AR B 1P HuhESeds 1P HEkk . WA R &R 1Pv4 1 1Pv6 Hihik,
RIS 2 AR U R X 9 i

max_disk_buffer Log Insight Windows R3] FF22 ok b b Mk 55w i e S it 523 1)
(MB). UL o5 255251 [storage] .max_disk_buffer fi.
ERIMIEN 150 MB, A LLEZE X R/ NE Sl 50 MB £ 8000 MB,

port HI vRealize Log Insight K55+l 58 =5 IR 55 Kk S (0 TV Az vt 11
FRESUT, ARERIEY SSL AT F e i AR s o 155 00 NI
PRI BRI (24050 G IS DA BRI, A 7B fe v 1 ik

ST T SSL 11 cfapi: 9543
BT SSL 1 cfapi: 9000
JE T SSL [ syslog: 6514
T SSL 1 syslog: 514
ssl SR ] SSL., BRIAMEH yes.
B oss1 WE Ny yes I, B E N 9543, ARG AITHRE.
reconnect S R B IR SS R HOIS TR (8 o BRIAMEN 30,

filter FEEPREROA R FARAL PRI B BB ER HIVA N =24

{collector type; collector filter; event filter}

[server]

hostname=LOGINSIGHT

; Hostname or IP address of your Log Insight server / cluster load balancer. Default:
;hostname=LOGINSIGHT

; Protocol can be cfapi (Log Insight REST API), syslog. Default:
;proto=cfapi
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; Log Insight server port to connect to. Default ports for protocols (all TCP):
; syslog: 514; syslog with ssl: 6514; cfapi: 9000; cfapi with ssl: 9543. Default:
;port=9543

; SSL usage. Default:

;ssl=yes
4 {RA7FHERM 1liagent.ini XA,
Al

AN IR BRI SZ B UEB U LA F b7 vRealize Log Insight [R5+

[server]
proto=cfapi
hostname=LOGINSIGHT
port=9543
ssl=yes;

ssl ca path=/etc/pki/tls/certs/ca.pem

LA RBEos T — S R IR 2 il 0 2 FARBCE .

; The first (default) destination receives all collected events.
[server]

hostname=prodl.licf.vmware.com

; The second destination receives just syslog events through the plain syslog protocol.
[server|syslog-audit]

hostname=third party audit management.eng.vmware.com

proto=syslog

ssl=no

filter={filelog; syslog; }

; The third destination receives vRealize Operations Manager events if they have the level
field equal to "error" or "warning"

; and they are collected by sections whose name begins with "vrops-"

[server|licf-prodl]
hostname=vrops-errors.licf.vmware.com

filter={; vrops-.*; level == "error" || level == "warning"}

; Collecting syslog messages.
[filelog|syslog]
directory=/var/log
include=messages

; various vROPs logs. Note that all section names begin with a "vrops-" prefix, which is used
in third destination filter.

[filelog|vrops—-ANALYTICS-analytics]

directory=/data/vcops/log

include=analytics*.log*

exclude=analytics*-gc.log*
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parser=auto

[filelog|vrops—-COLLECTOR-collector]
directory=/data/vcops/log

include=collector.log*

event marker="\d{4}-\d{2}-\d{2} [\s]\d{2}:\d{2}:\d{2}\,\d{3}

parser=auto

[filelog|vrops-COLLECTOR-collector wrapper]
directory=/data/vcops/log

include=collector-wrapper.log*

event marker="\d{4}-\d{2}-\d{2} [\s]\d{2}:\d{2}:\d{2}\.\d{3}

parser=auto

RESR

7] PLoh vRealize Log Insight fUERFEE Hifth SSL 110, 152 WAENRSS 7581 Log Insight 0 2 [A]fd
SSL 4%

IEEREHBIR

TR e E T2 =) vRealize Log Insight Linux fCHEIATDUE SR A X 21 H bR,

z/l\aﬁ?ﬁiﬁﬁﬂ li-agent.ini \Kﬁ:[ﬂ/\j [server|<dest id>] ”;LB itk ?fﬁ}(x /H\:EF‘ <dest_ /d>%
A EEREME— 1D, A PO HAL HARE I SERIN [server] SV MRIMED, HE, H28HALER
B E N A s, WAEM eI PR E R, A AR N HAh B R

fE X sE— > HAR AT AT BR MR 5 #5E Loginsighte & XHAMEFMN, WAHEES:HIRN [server]

93] 'TEE*/I\ITRZ o WERATR LS, REESHITARCER SRR BT HbR. 1IX2BRMTh. A,
fJ\TU\ TR A RIS BB F R F 5.

AR &
m Dl root AP S ES, Biflif] sudo mfTHEHIG WS
SR E|T 2 vRealize Log InsightLinux fRERIA Linux WL, FTITHHG, SRIF1E/T pgrep

liagent PA%GIEF vRealize Log Insight Linux fEHRE T UV &% HIFEAF 12T

m Q2R vRealize Log Insight St B4 o IS s 01 83801 2%, 152 0 SRR A A firas DL 1A e
X SSL U BRFE K

EZ

1 A EERGH ST IT /var/lib/loginsight-agent/liagent.ini X4,
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2 BHUARSEL AT AR,

S8 ik

proto HILN vRealize Log Insight ik s & & ST MM, AIRRIMEDY cfapi A
sysloge
BRIMEA cfapis

hostname vRealize Log Insight FEL# 11 1P Hikknk 1014,
A DAHERE 1Pv4 Bk IPv6 Mk, 385E IPv6 ik il A T 455, -t Al LA
(kIR

hostname = 2001l:cdba::3257:9652
or
hostname = [2001:cdba::3257:9652]

QR AR S HF 1Pv4 Bl IPve Hirk, JFHISS e b4, REDERTE Sk
fRFTREFAR B 1P HohEG ] 1P Hekk . AT r iR Rl 1Pv4 1 1Pv6 Hihik,
PRI 2% AR UZE X R i

max_disk_buffer Log Insight Linux AR H] A T2 O bR i e 55w I S e T R e R At 23 1)
(MB), IEeliiE 78 o5 2R 557510 [storage] .max_disk buffer fi,
RN 150 MB, BT LLEZE X R/ NE Sl 50 MB £ 8000 MB,

port HIH vRealize Log Insight K55l 58 =5 IR 55t A& S (0 Va4 vty 1 o
BRNEOL T, AREDRAEA SSL RS ¥ FLe Ui FAHN s o 52 0L N IslF&
PSR IIER UGG . (240 e S DA BRIEAR I, 5B fe e 1 ik
Tt

JETT SSL 1 cfapi: 9543

5T SSL 1 cfapi: 9000

ST SSL 1 syslog: 6514

T SSL 1Y syslog: 514

ssl Jo AR SSL. ERIAMEl yes.
Fossl WEN “yes” I, WA E G ME, W< A g 2kiE 9543,

reconnect SR R BRSSO TR (LA A o BRIAESS 30,

[server]

hostname=LOGINSIGHT

; Hostname or IP address of your Log Insight server / cluster load balancer. Default:
;hostname=LOGINSIGHT

; Protocol can be cfapi (Log Insight REST API), syslog. Default:
;proto=cfapi

; Log Insight server port to connect to. Default ports for protocols (all TCP):
; syslog: 514; syslog with ssl: 6514; cfapi: 9000; cfapi with ssl: 9543. Default:

;port=9543

; SSL usage. Default:
;ssl=yes

3 RfFHRM] 1iagent.ini XA
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BNl

LA NI B R BB B — AN A2 FUE B U A LI H A5 vRealize Log Insight IR55+5

[server]
proto=cfapi
hostname=LOGINSIGHT
port=9543
ssl=yes;

ssl ca path=/etc/pki/tls/certs/ca.pem

LA RBIER T —A 2 HFRRCE
B GBI BARE AR T

[server]

hostname=prodl.licf.vmware.com

S Hbril 2l syslog NI syslog Fift

[server|syslog-audit]
hostname=third party audit management.eng.vmware.com
proto=syslog

ssl=no

filter= {filelog; syslog; }

n A HAMZI vRealize Operations Manager Fiff, (HaTf X Se iy B AR 1 “fhie” s “&
7 R B, FEH AL “vrops-" TFSKHIE LR .

[server|licf-prodl]
hostname=vrops-errors.licf.vmware.com

filter= {; vrops-.*; level == "error" || level == "warning"}

;Collecting syslog messages.
[filelog]|syslog]
directory=/var/log

include=messages

;various vRops logs. Note that all section names begin with "vrops-" prefix, which is used in
third destination filter.
[filelog|vrops—-ANALYTICS-analytics]
directory=/data/vcops/log
include=analytics*.log*
exclude=analytics*-gc.log*

parser=auto
[filelog|vrops—-COLLECTOR-collector]
directory=/data/vcops/log
include=collector.log*

event marker="\d

{4}-\d{2}-\d{2} [\s]I\d{2}:\d{2}:\d{2}\,\d{3}

parser=auto

[filelog|vrops-COLLECTOR-collector wrapper]
directory=/data/vcops/log
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include=collector-wrapper.log*
event marker="\d{4}

-\d

{2}-\d{2}

[\s1\d

{2}:\d{2}

:\d

{2}

\.\d

{3}

parser=auto

RESR

#A DLk vRealize Log InsightLinux AFEACE Hifth SSL w615, 152 WA IR SS#4H1 Log Insight FXHE [AIRD
T SSL kR,

vRealize Log Insight RIEHEDKEE

AT UL 21 vRealize Log Insight AT,

1> vRealize Log Insight AR HA — A AL B AT—M IR S timlc 2o AHWAC P AEOE7E 235
vRealize Log Insight IR REAEHINL 1Y 1iagent . ind SXEEH . AT DLVS ANt AR 55 Feic
i, B, FIE Web H ST WEER > REBHUTIVEME. 4> vRealize Log Insight IR AT
Ty AL, FEELAT T AC O

vRealize Log Insight fEHE4E I#1f) vRealize Log Insight IR 55 2e FRAR IR S a8 o IR S5 Hmid
FIAMEL I THIE, BRI RUNELE . 1 vRealize Log Insight A& I 3 2 A A H TAERS
o BB N BN BRI TE I o IRSSHeimic v O DR 7 S AR O {EL. AR 2T
QRN P T AL B, B TIRSS AR B, 2oy M H T PN A B A 3D
P57 o
QRS EA A AR T A B AR S5 2w R, Ay s LN B &
QRSN AT AR, s A TTIRSS Al B, 2 SRR A e %
BB —H57
n QRSN R AR T AL BRI S5 el e, AR A A R HZ s [ —y . IF
HAG e RS wvimbc i O
vRealize Log Insight &2 03wl DL S U & 8 T Hr 5 vRealize Log Insight AXCEE, #1401, 4&n]
LSBT, SRR b i AREE, 7R B A TP A N 8, AR R AT e R
HIBCE .. BCECRE N — NS AP B TR ml e O 3s sh AR
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vRealize Log Insight ¥ 2 53 H b il DAAEARERAL A i FRR e O IRie g (B0, HafER g, RERRAS, &
WLZEk P YERED , SN T4 1 vRealize Log Insight fAFE, A2 BR4 S A, 550 (i ]
FEAH DY

n DAEH R E N TSR cfapi Y1 vRealize Log Insight 1R,
. EDLME—1EMT, vRealize Log Insight AT fd E -
= 477 vRealize Log Insight xS e A2 £ bR, AXREEZAHREE, ES e H
1;4\ o

n EREACE RIS central config = no. AIIENT Windows [HERIARIER EIE S,
120l Log Insight Windows Agent [FER AR E o

A& & FH bl

Log Insight Windows Agent A FIR 555 v ic B sl

At &
AT PABEATAN MY Log Insight Windows Agent AL .

[server]
proto=cfapi
hostname=HOST
port=9000

[winlog|Application]
channel=Application

[winlog|Security]
channel=Security

[winlog|System]
channel=System

[filelog|ApacheAccessLogs]

enabled=yes

directory=C:\Program Files (x86)\Apache Software Foundation\Apache2.2\logs
include=*.log

exclude=* old.log

event_marker="(\d{1,3}\.) {3}\d{1,3} - -

Ak SRR Bl &
R LM ] Web FIP S E R > AT, RS RCE RN T TArA AR, Blan, EnT EAHEERANZS D
e, FFEHBCRIAER R L

[server]

reconnect=20

VMware, Inc. 55



i Jf] vRealize Log Insight ftF!

[winlog|Security]
channel=Security

enabled=no

[winlog|Microsoft-Windows-DeviceSetupManagerOperationall

channel=Microsoft-Windows-DeviceSetupManager/Operational

BUEE

FAMFIINSS vl e B A AR UL . Log Insight Windows Agent Fit iy
. 20 AT HER: S| vRealize Log Insight Il 5578

w  RGUGEER IRE  A AR G gl

w R e R REIE

s HUREE Microsoft-Windows-DeviceSetupManager/Operational Ji}1iii

n  JRENEE ApacheAccessLogs

[server]
proto=cfapi
hostname=HOST
port=9000

reconnect=20

[winlog|Application]

channel=Application

[winlog|Security]
channel=Security

enabled=no

[winlog|System]

channel=System

[winlog|Microsoft-Windows-DeviceSetupManagerOperationall]

channel=Microsoft-Windows-DeviceSetupManager/Operational

[filelog|ApacheAccessLogs]

enabled=yes

directory=C:\Program Files

include=*.log

exclude=*_ old.log

event marker="(\d{1,3}\.){3}\d{1,3} - -

VMware, Inc.
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FRNRE#HITRERER

SRR DA TAE T Windows 5% Linux AEE RN FCER L EL 05 TR N T S8 B TS s AR SO A R A
{Ho

kIR

F liagent.ini Mt B XA [common|globall #B40 HH8E IR ARSI FTA RS, #E [common |
filelog] Hi BT MBI ALIERIFTA filelog #343, 1 [common |winlog] BeHMALHERIFTA winlog

W5

ﬁﬁﬂJEL%EQ}FH%Kﬁ}q3ﬁ§§(QL1<Z§§&: tags, include, exclude, event marker, charset,
exclude fields fll parser, WILA FRBIFFTR, 2Bl T Windows fRFE:

[common |global]

tags = {"log source vm":"win-2008r2-64"}
exclude fields = test tag;some other tag

parser = auto

[common|filelog]
tags = {"collector type":"filelog"}
exclude = *.trc

[filelog|channel 1]
directory = C:\app\log
include = *.log

R E L T

w  filelog #355 FHATAT H#8 A4S 1og source vm Ml collector type FRic S HAT R HIfE .
n  RREMATE H ST A test_tag Fl some_other_tag FRice

w OWUCEERIATE HERNT auto ST REIT

. ERIMBOLT, T filelog WCEERRAKT * tre SCPRFET I .

[common | global] HIWZEII 2R I T winlog #553

BAMBEEN

GRAE LA e ST e, WeEIrekdE I E, w5/ SN, AR/ BaR eIt

%Ko B, [common|global] HFEHES [common|filelog) FHMEGHEHIHE R, MEHENSS

[fileloglsample_section]'“H@ﬁgé?ﬁ?ﬁE%QIi%gggo

EHAE AT AT LA N

n HERONMESRIEDD (tags. include. exclude fll exclude_fields) 25 ZikWirE L de S
SHRMESFH . XN Thmid, WafEpTR, e m il s i brC B &8 i — b ic A e AR
TR AE
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A DUARAMERLDD (event_marker, charset Fl parser) WHESHZIEI L Se B w5 FhIR)
(EGE
XENE, [fileloglsample_section] HF charset=UTF-8 [{{Ei <7 2 [commonlglobal] A
charset=UTF-16LE {4 /A

@ﬂﬁﬂ’ ﬁﬂ%@ﬁ—: [common | filelog] Eljﬂﬁ tags={"app":"global-test"}, /T"jj_ [filelog]

flg test section] EF'E:% tags={"app":"local-test","section":"flg test section"}, )nJJ
[filelog|flg test_section] Hi5HI "app" ARCHIH SR (common| filelog] HIMfH. ittt
filelog B/ ERIIAITAT HASHRRE AT — DN HISME "app" ARICHIXNY "ocal-test” {H, LAK "section” ¥x
ICFIRT R "flg_test_section” . Xf ¥ winlog &53, RERHIFFERILIeSe5E, Ty (winlogl.. .1 i
S RA RSN, 1l (common|globall M AR,

MAEA IR HARE oA, 2B X tefl, IF AR S NI gk filelog/winlog
PR HRMES o WRFRICEL exclude fields WellFAAE LUl SRV M REZ AR, JF
FEB R e E o SRR B Sy o B i S H USSR ke iR R R 1T o0
B H A, RIS R R

WARAELLE filelog B winlog Hf5o3 HS IR KA Be B AE TS W B AN RAZ R T e T 15 2 TS
SIS, WA BIEAS . A iR A H S PR ok . T EIE R 5 A T 25
B HESE, I E KBRS A R

S AR

R H SR e W es H S b B es b 505, SR A 15155 vRealize Log Insight Ik %#%. HEHHE
S HTREFF, vRealize Log Insight FILAGHTH &, MHEHEEHUE S, HAERS S LR RGER, T
Windows Fil Linux vRealize Log Insight fURE, AT H ST o

Wik syslog ML AL, BB 2 MUl RFC5424, ot e i 7 Bs T STRUCTURED-DATA [1)—
%B/\o

BEERETTER

A PAFEI A FileLog fll WwinLog YWEERSAC B O HTHE)T o

BIREN
*FF vRealize Log Insight Linux e
n  DLroot fIF Sk, S sudo 1Tl G w4

n ESRBIE PR Log Insight Linux fFRY Linux tHEEHL, FTTF6IG, SRIG121T pgrep liagent DA
e O 4 HIEAE 21T Log Insight Linux fXHE

*FF vRealize Log Insight Windows tFE:

n ESREE L% Log Insight Windows RFE[E) Windows 1ML, JHBh “IRSS™ S FREs UG IS5 02
4L vRealize Log Insight JIk %5 .
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SB
1 SWEEE liagent.ini XM,

BIERS 7223
Linux /var/lib/loginsight-agent/
Windows %$ProgramData%\VMware\Log Insight Agent

2 FETESORGHASTATIT liagent. ini XMt
3 ERERREMSIER, HEX NN [parser |Imyparser]

Hr myparser @O FIOERE SN, ATWH BRI Ao Rz s | FFEMTIN E R (8
FEATHABT E DD HTRE Ty, AR R B2 BT R 5 I A s e UM A R e 01

41, base parser=csv /s myparser SHTREFIRAE HNESTIET csv. BIEMAHEES
P S0 BRI 7B

[parser |myparser]
base_parser=csv
fields=field namel, field name2

“ . »
’

delimiter=

4 FEMX myparser o, MH &R winlog 57 filelog 51 HE
[filelog|some csv_logs]
directory=D:\Logs
include=*.txt;*.txt.*

parser=myparser

M some_csv_logs il (ffl41, M D:\Logs H3) WEERHEH myparser 2347, 1 HAZEUH 4
¥ 8IPA field namel Al field name2 ‘B RFENRSSHS 1o

7 RIEEASE D: \Logs HERHFMEAH EHEET vRealize Log Insight 1, {HA&2, 7F D:\Logs H
SRR SCAE vRealize Log Insight H1m] [,

5 {RIFIFCH liagent.ini XA

VMware, Inc. 59



i Jf] vRealize Log Insight ftF!

IR F R RED

AT LAN AR Rt 44 - B I A 5 IR P G v L3803

FRERPRETF
FRAMSZEN—ERIRRE . LT 2R R B AR, IR IR B R
m  event type

m  hostname

u source

m  text
B ISR IR
N R ] S5TA S2 SR BT R T i i
il iR
base _parser I B E AT P RIS TR I AR e DU N
W27 Z Rt B ST T AR e B i st
field decoder FRE N JSON FAFHIHRE I HTRE T o BRI TR N

MBI FBE A, R T 2B T 2. MK
BN N T T AR EEA G AT AR T AR IOARR 7B B IOfE
SRR B D N, TR T

field decoder Elilf S Hp AL JSON X R IF N Z

o PARVFEAERITIRE D WA T 2 HTAS A AOHS E F BLEH T
%Ato

ARSI E RS E, 1550 NI
“field_decoder BeliH &AL E " #5.

field_rename FEar 2RI T HT—A JSON FifHh, Hrgb By
G2, (R T BRI 4. field decoder liiH
UA4TE field rename ZHTN Ho iXEELEIITE INI SRR
FFHAEE, NHIGEN, 1#5/eiRE field decoder,

next_parser SGETI R — ARG HR. VPRI — R ZITiET T4
ABHR
T WAL next_parser XHbTE MRS AT
BRI, T ELATAES B E— A BT AR 7 B

exclude_fields AR AR B R S5 # 2 BT ML BRI VA 235 23 B 7 B
WAl e IR e BT RS 7 Bk, AT BEARAT SR HE
BRI BOCIEAE LS BT

debug J R TR E A R U Yes 5k No BeTile T
JF, SHTRER R T BRI . BRI TIIRIELA M B A
SURROEEAN H S0 deiZerBor AT, B e o
SESA TR o
MFaHieR, WAIERIME S debug=no.
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field_decoder ETIHI &4 B

A AR A FAS SAEAFAE S5 FBAEARCHI I 22 H A (Fla, 45 info Fll error MR

HED 5 BT S HIRE D TR it Sk A5 R e i N T EL i H SRR 7B
Bign, AT HE:

2019-03-29T11:00:54.858Z host-FQDN Hostd: error hostd[2099230] [Originator@6876 sub=Default
opID=1983bdbe-cl1-800f user=admin.user] AdapterServer caught exception: SSLExceptionE (SSL
Exception: error:140000DB:SSL routines:SSL routines:short read: The connection was closed by
the remote end during handshake.)

2019-03-29T11:00:55.477Z host-FQDN Hostd: info hostd[6D620B70] ['commonhost' opID=575%adcc-
cf] [transportConnector] -- FINISH task-internal-5726666 -- -- Completed connection restart --

R AR HIDA N B Hg A T A -

[parser|clf parser]

base parser=clf

format=%t %{generator host}i %i: %${log_severity}i %i[%{thread id}i]%M

field decoder={"log message" : {"log severity" : {"error" : "error parser", "info"
"info parser"}}}

exclude fields=log message

[parser|info_parser]
base parser=clf
format=[%{common_info}i] [%{process}i] %M

field rename={"log message" : "info log content"}

[parser|error parser]
base parser=clfformat=[%{common_info}i] %{exception _handler}i %i:%{exception type}i:%i:%
{error_id}i:%i:%1i:%i: %M

field rename={"log message" : "exception content"}

TR Y

AN NP
timestamp=2019-03-29T711:00:54.858000 generator host="host-FQDN" log severity="error"
thread 1d="2099230" common_info=0Originator@6876 sub=Default opID=1983bdbe-cl-800f
user=admin.user exception handler="AdapterServer" exception type="SSLExceptionE (SSL

Exception" error id="140000DB" exception content="The connection was closed by the remote end

during handshake.)"
AN, 2N info HESHTLA N 7R

timestamp=2019-03-29T711:00:55.477000 generator host="host-FQDN" log severity="info"

thread i1d="6D620B70" log message="['commonhost' opID=5759%9adcc-cf] [transportConnector] --
FINISH task-internal-5726666 -- -- Completed connection restart --" common_info="'commonhost'
opID=5759%adcc-cf" process="transportConnector" info log content="-- FINISH task-
internal-5726666 -- -- Completed connection restart --"
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A LASIX FileLog Al winLog WERRRICE L 543 FRfE (CSV) I hTfeT .

£ csv AR O] D2 fields fll delimiters

ESSRESTRERFIEmR

THEEHR csv )

IR

fields

delimiter

SIRTRE SR A R

iR

fields BEHIETE HEHEILINTBIN &R, ST BRI S EUAIEE T H B S o a7 Bt S .

fields LEliifE CSV ’\1‘)?& RN eI, QARATR B Ze W, TS T M. FBUEMARIAE]S
1, PRI BN R

+&ﬁw@ﬁﬁ%ﬂwﬁw

fields = field namel, field name2, field name3, field name4

HE SARGE 4 FR field namel, field name2, field name3 il field name4 YT Bl 7
B

PR CSV SIHTRR S I AVEME HP b2 By, W] DAMT IR rh g i s e 2 Bt #4014,

fields = field namel, , field name3, field name4

TEXFMEIL T, AR AONE R EREECE A BB AU TR, I &K field namel,

field name3 fll field named #FZMF/TREEN o

AR fields FWASEE H G BAIEL, WAMRFR LRI 255, Fln, s HESohas
fieldl, field2. field3. fieldd fll fields, {HUE{YJHE T fields= fieldl, field2, field3, NHHTIE
PR A s 7 B R

Tﬁbh fields=* HF CSV iy, /e ekl HF%o BRARR LRI TR M sty
B AU E SRR T B R

delimiter WEIUHRES AR TEM D IRRT. BAANEALY, csv ANTRFHHE SRS IRRE, B, &)
PR BRAT IO 5 5 2SR B AR R 7 1 o I AUTIRS [ 5o X oy BRI oK o

B4, delimiter="," fll delimiter=";",

csv W SCRHTEMTZAFERAE N BT OISR filgn “II” ok “asd” o HEHFBHEMIs b
FELAS 53 BT 2 850E B eV, SN, AR Rl

SN \s o\t RSB TV ERE SCRFIMARFE R 7058, AT e Anzsts ok Tab 2 BRI RN csv M7t
SREE . B,  delimiter="\s" B delimiter=" ",

delimiter MR eI,

(:S\/ E31L3§}1§f$£1*_ﬁaig
MM winlog 5k filelog JRUKEERIHE, ML FACE o

[filelog|some csv_logs]

directory=D:\Logs
include=*.txt;*.txt.*

parser=myparser

[parser |myparser]

base parser =

csv

fields = timestamp,field namel, field name2, field name3
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delimiter = ";"

field decoder={"timestamp": "tsp parser"}
[parser|tsp parser]

; timestamp is a built-in parser

base parser=timestamp

; "format" is an option of timestamp parser
format=%Y-%m-%d $H:%M:%S

NTHEE, M some csv logs I (4, M directory=D:\Logs H) WA HEH myparser

BT o AARMERI H S B8 =5 BRRME, WA IS RIS field namel,

field name2 Ml field name3 ##R.

FERATLL R CSV Hik, EHUTUL N ERE:

"United States","USA","North America","High income: OECD","Fiscal year end: September 30;

reporting period for national accounts data: CY."

JESCCSV iR ic e -

[parser|csv_log parser]
base parser=csv

fields=country name, country code, region, income group, special notes

CSV SR FILL M

country name=United States
country code=USA
region=North America

income group=High income: OECD

special notes=Fiscal year end: September 30; reporting period for national accounts data:

HEMR (Apache) BESHIERE
VT PAA PileLog Ml winLog WEERSAC B W H E#& I (CLF) Apache 3 #FEf .

HE#X (Apache) HiFfEHF
BN CLF STy e BRI MU A4 R
host ident authuser datetime request statuscode bytes
SR 5. clf
CLF SRR TR E il format,
format %I

format YEHIHRE A Apache HIGHT ISR . 1205101
UERAAEERS A WIS AL RERIARYH W H EA% .

u %t \"%r\" %s %b

o°

h

o

1

o
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CLF i AT R AR E MR B, A Aok \s+.
LHTHAD SRS, e R E R E 2% e IR Amin e Wornbl R 2 Mm e B,

T AEREASEIWILN, R E PR (varnave), WSRO,

FB

%a':
"SA':
'$SB', '%b':
'SC':
'Sc':
'SD':
'SE':
'Se':
TSE', 'Sf':
'Sh':
"SH':
'%it:
'Sk
'Sl
l%Ll
TEM'
'Sm':
'Sn':
%o':

3p':

'SP':

VMware, Inc.

&
"remote_ip"
"local_ip"

"response_size"

I AR R AR 22 B

BT AR R A 2

"request_time_mcs"

"error_status"

BT AR R A £

"file_name"

"remote_host"

"request_ protocol"

WA R AR T2

"keepalive_request_count"

"remote_log_name"

"request_log_id"

"log_message" (MR AL S IR IR 157 B3 AT H 25
"request_method"

WA R AR T2

I AR A A AS £

"server_port" fELA T UlIRT AT AR —LEBNIRE A %(formatip. SCHFIR AR
"canonical", "local" I "remote". AIRAE/I] "canonical” K5, FEAIRAE D

"server_port"; WEREEH] "local" 145, FEAIRIGHN "local _server _port"; anifiE
"remote" KT, FEEAHCE N "remote_server_port",

"process_id" FELA N UAHAREH AT DA F—2R MO - %{format}P. SERFIOMS U d®
"pid". "tid" fll "hextid". A "pid" #X, FREATRE N "process_id"; 1fi "tid" Al
"hextid" A4 # 0 "thread _id" (7R

"query_string"

"request"
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et

ST

VMware, Inc.

B

"response_handler"
"status_code", A RIIRZCRAS,  FIREAZ SR, XAER S LIl status_code”,

“timestamp" FHENFN SR AR, 2SR RE o B s R SR, T PAH
IAESHRE H A Al %{%Y-%m-%d %H:%M:%S)t, 1152 WIN TRIR AR 7 LA T iR 2
TEANME o

CLF SR i TS AT PUR ] "begin: Bk end: " Wi T ko WAL begin: JTk
CERIN 5 IS TR sRACERFFRA B FHRORS ). 2nsRAS DA ena: FF3k, MZAHRAIN SN H
AR, R IR TS5 o, 1, CLF SR S2a5 an PR 2n 21 su [

{begin:%d/%b/%Y %T}t.%{msec_frac}t] \"sr\" $>s %b

CLF S A 7 IR TR AR s U e SR A TS b

sec

HFTZCoCN TR DAKI A E . XS5 A T IN TR BT R P 1 s 1WIAT o
msec

FUBTEC IO TR AR 22 %L
usec

BT TTN TR AR 4
msec_frac

SE CEIRIT I BT %f B
musec

PRDAY B el I TR AR P 96 BAMTAEE)
LT H AR AR s F S IR DA M AR
tu ${seclt \"%r\" %s %b

l(’/
1 %u %${msec}t \"%r\" %s %b
1 %u %{usecltt \"%r\" %s %b

format=%h %
format=%h
format=%h

oo oo

o°
oo

X RICARRBU A A, AR SRRSO T ER N TR AT R AR A A Bl £
HIPABUTZ A %{formatit Frid. $lan, EEHIE SR ARL AT A IDL T 415 i (Al
R HRRF I s £ BEWITTBRAN) @ 2(3d/%b/%Y 3T}t.%{msec_frac}t o

"request_time_sec"

"remote_auth_user"

"requested_url"

"server_name"

"self_referential_server_name"
"connection_status" Bk 7k SR 2 1A B 4 Fk
IR TR 2 HRE 1A B 24

"received_bytes"
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FR L1
'$0': "sent_bytes"
LT "transferred_size"

Blan, B CLF ST AT winlog 5 filelog JRMCEEINH &, &L NECE

[filelog|clflogs]
directory=D:\Logs
include=*.txt

parser=myclf

[parser|myclf]

debug=yes ;Note: use this option only while debugging and set it to ‘no’ when used in
production.

base parser=clf

format=%h %1 %u %b %t \"%r\" %s

fHHEACE, M clflogs i (I, M directory=D:\Logs H) WEMH LM nyclf 2047,
myclf AT TN BT DA B Hh s A AR b IR H 7

N oAriefy, FRAIERIAMEZ debug=no,

SHTER CLF &£ BE

TATEET CLF A H A, A I B FR E SO A% . i,
format=%h %1 %u %t \"%r\" %$>s %b \"${Referer}i\" \"%{User Agent}i\"

HFHUIATRT & (Referer)i Fll s {User Agent)i AR FECK D DIVAZLHR referer Ml user agent ‘W R7E
vRealize Log Insight IR 5553 ..

B EESTEFS CLF 22 F &M
R BAT B U Tl U Apache HE
PITRIEAG R it B E SO TRlRS 2 H
format = $h %1 %u %{%a, 5d %b Y 3H:3M:3S}t \"Sr\" %>s %b
UNARAFERE B E S]] CLF AR e st s A T E Shi TRIR S A RE ok B ShH R Tl =, 750
R Y S TS
o H ST SR EE SCN TR A4

BEEXARERRR  fiod BB
S{ujt AL 24 7 s ] format=[%{u}t] [31] [pid %$P] [client %a] %M
s{cult KITRSTRI 1SO 8601 &V 4TI, AFMF) format=[%{cult] [%1] [pid %P] [client %a] 3%M

A SR TR AT I e B2 152 WM TR AR o
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M. AT Windows B Apache Bl la AEBE
RB: FBAF Windows iy Apache BRAEIRAERE
R aer > H T Windows 1) Apache v2.4 5[] H GRS ik EA%

;ACCESS LOG

;127.0.0.1 - - [13/May/2015:14:44:05 +0400] "GET /xampp/navi.php HTTP/1.1" 200 4023 "http://
localhost/xampp/" "Mozilla/5.0 (Windows NT 6.1; WOW64; rv:37.0) Gecko/20100101 Firefox/37.0"
;format=%h %1 %u %{%d/%b/%Y:%H:%M:%S %z}t \"Sr\" %>s %b \"${Referer}i\" \"${User agent}i\"

; Section to collect Apache ACCESS logs

[filelog|clflogs-access]
directory=C:\xampp\apache\logs
include=acc*
parser=clfparser apache access
enabled=yes

;Parser to parse Apache ACCESS logs
[parser|clfparser apache access]
debug=yes
base parser=clf
format=%h %1 %u ${%d/%b/%Y:%H:%M:%S %z}t \"%r\" %>s %b \"%{Referer}i\" \"%{User agent}i\"

FE X TR H A%
1 M HEK (httpd.conf) il E Apache:

LogFormat "%$h %1 %u %{%d-%b-%Y:%H:2M:%S}t \"%r\" %a %A %e

o®
~
o
=
o
=
o©
=]

o°
=]

o
=]
o
<

o
<
o
\
0]

o
o

"%{Referer}i\" \"%{User Agent}i\"" combined
2 EX CLF s Hrse B e

;ACCESS LOG
7127.0.0.1 unknown - 21-May-2015:13:59:35 "GET /xampp/navi.php HTTP/1.1" 127.0.0.1 127.0.0.1
- 0 unknown - GET - 1 localhost localhost 200 4023 "http://localhost/xampp/" "-"
[filelog|clflogs-access]
directory=C:\xampp\apache\logs
include=acc*; myAcc*
parser=clfparser apache access
enabled=yes
; Parser to parse Apache ACCESS logs
[parser|clfparser apache access]
debug=yes
base parser=clf
format=%h %1 %u %${%d-%b-%Y:%H:%M:%S}t \"%r\" %a %A %e %k %1 SL %m %n $T %v %V %>s $b \"%

{Referer}i\" \"%{User Agent}i\"
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CLF s #rREFr iRl LT 4k

remote host=127.0.0.1

timestamp=2015-05-13T10:44:05

request=GET /xampp/navi.php HTTP/1.1

status_code=200

response size=4023

referer=http://localhost/xampp/

useriagent=Mozilla/5.0 (Windows NT 6.1; WOW64; rv:37.0) Gecko/20100101 Firefox/37.0

AR BH a4 T Windows [ Apache v2.4 535 H G e Bk B .

; ERROR LOG

;[Wed May 13 14:37:17.042371 2015] [mpm winnt:notice] [pid 4488:tid 272] AH00354: Child:
Starting 150 worker threads.

;[Wed May 13 14:37:27.042371 2015] [mpm winnt:notice] ([pid 5288] AH00418: Parent: Created
child process 3480

;format=[%{%a %b %d $H:%M:%S%f %Y}t] [%m:%{severityl}i] [pid %P:tid %{thread id}i] %E: %M

{

=

;format=[%{%a %b %$d SH:$M:%$SSf $SY}t] [Sm:%{severity}i] [pid %P] SE:

; Section to collect Apache ERROR logs

[filelog|clflogs-error]
directory=C:\xampp\apache\logs
include=err*
parser=clfparser_apache_error

enabled=yes

;Parser to parse Apache ERROR logs
[parser|clfparser apache error]
debug=yes
base parser=clf
format=[%{%a %b %d %$H:%M:%S%f %Y}t] [%m:%{severity}i] [pid %P:tid %{thread id}i] %E: %M

next parser=clfparser_apache_error2
;Parser to parse Apache ERROR logs

[parser|clfparser apache error2]

debug=yes

VMware, Inc.
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base parser=clf
format=[%{%a %b %d $H:%M:%S%f %$Y}t]

VMware, Inc.
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[pid %P]

o

o
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R EAIR S HE H SRR N . SOMENE T ] it B a (i A2 Apache St H 5

X)) 1Y Apache i H i,
TE SRR A%
1 R HERKR (httpd.conf) il Apache:

LogFormat "$h %1 %$u ${%d-%b-%Y:%H:%M:%S}t \"%r\" %a %A %e

\"%{Referer}i\" \"%{User Agent}i\"" combined

o
=~
o°
=
o°
i
oo
=]

o
=)

o°
|
oo
<

o°
<
o°
\

9]

2 EX CLF e ic s

;Parser to parse Apache ERROR logs
[parser|clfparser_ apache_error]
debug=yes
base parser=clf
format=[%{%a %b %$d SH:%$M:%$S%f $Y}t] [%m:%{severity}i] [pid %P] %E: %M

next parser=clfparser_ apache error2

;Parser to parse Apache ERROR logs
[parser|clfparser_apache error2]
debug=yes
base parser=clf

format=[%{%a %b %d %H:%M:%S%f %Y}t] [%m:%{severity}i] [pid %P:tid %{thread id}i] %E: %M

[Wed May 13 14:37:17.042371 2015] [mpm winnt:notice] [pid 4488:tid 272] AH00354: Child:
Starting 150 worker threads.

CLF Sy REFF A HES FIR VL R 7B AR +0400 I IXHY AT

timestamp=2015-05-13T10:37:17.042371

request method=mpm winnt

severity=notice

process_1d=4488

thread i1d=272

error status=AH00354

log message=Child: Starting 150 worker threads.

HESH:

[Wed May 13 14:37:27.042371 2015] [mpm winnt:notice] [pid 5288] AH00418: Parent: Created
child process 3480

CLF S REfr A H S FR DL R 528 AR AT +0400 I XTI AR

timestamp=2015-05-13T10:37:27.042371
request method=mpm winnt
severity=notice

process_1d=5288

error_status=AH00418

log message=Parent: Created child process 3480

VMware, Inc.
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B/MEXMSRERF
PRI PAN PileLog Ml winLog WKEERSAC B EE/[EN (Key/Value Pair, KVP) /3 FE T o

/13t (KVP) 2R
kvp ST MR H B ESCRR E AT key=value VLEHl, VAN RBIE R T kvp SHTEE TS
o

[parser|kvp_parser]
base_parser=kvp
fields=*

Flan, sl H SRR LAY scope=local; abstract=false; lazyInit=false;

autowireMode=0; dependencyCheck=0;

1E xvp AR, AR E N R BIUER 7B BN, QRS = i A e X
fields=name, lastname, country, mU@lé%éfiﬁ%%ﬁiﬁiﬁﬁﬁiﬁ?%?Ii%iﬁé?ﬂﬂ&é%%%o

FILAREREHDRG 1S 7 R A IR DA E S M B R R 1T

SEFRLS SR B AR, SRR “\" DRI SR o DORMER TR IR AR 7 A i E 3
HA RGP AT s R 5 Bl “\7

WL MRS,

w QSR B RIS FORIRE vaLue, KB, 5 H e SCOR—F,

w  BEARERNAS, ERLONAS .

w  JRIAERER S SN HESCOR, Bkl o

w (R DGE RS SRR TR, AP (R SRR o TE IR R R T X
KVP 73 #T#2 FF L I

THERCRT kvp TR AT A B
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Pl

fields

delimiter

field decoder

R

SRR AR R A O B Bl fields=name, lastname, countrys

AERBEH] £ielas EHURE XFFE R FEEAPR, M H GRS 7B N o7 /1)
DN N A, AR fielas EBIATLTEL “x-A” I “a*(X+Y)” , WoHiRT S
HE PR, TR el AEe Sl “x_a” fl “a__x_y" FB. XFEA DRI
FRE ST A 7B

W fielas IRIURER %7 GXEWRA kve SHTIRT HENRBIFBAEN) » WAHET <
APAEAT TR PR PR (2 LIRS SR 7B I it e i e &%
T AN TR AT AR 1 A AR R AN LB 5 B IR A B

CIRV

B TRR IR TR/ IR . AT 2SS ST,
WURAERC S A E M BT, kv HTRR AL RN 3 BT 21 T2 4T

LR BRI BT SO RS 3 BT, B ZUTIAS S REARr 2 3 B PR Rt A T S
delimiter = "#~|"o UGN ST IIESBRRF . AT xvp 20 H7THE
7, A HMERT R A BT o ) DAAEAZE SCRRIMNER A BT 5 HoAt 2 B

I, delimiter = "#~\t\r\n\s" BAMEHIEIRRT, BATRIRIS ISR o BT QA i
Be R BRET, A XL AT 58 R, 3ldn, SR sk SO IRT, Ak
T SONSBRFTINAE 2SI ARG AN SR “\7 B, delimiter="\s",
RENHIETHRE S JSON FHfHh, AN HITHRESHIR T I Bk, EAEHIT
127 B AR I AR

BAMRE W A A HIAR 3 RO S TAARI I 7B

WURBHEDS MEARE A, Bl B EOE S AR, B2 Bt R R A ] o

debug = Hl ik, debug = EEN = yes Bl no, KTy, RO 2 debug=no.

ML N yes I, DAY 1iagent_<date>.log MEENHIHRTHNMTEAN S,
oA A T

g FEX

KVP MESSAGE = * (MESSAGE ENTRY By S RPN S EpTIES

[WSPR])

MESSAGE_ENTRY = KVP / FREE_TEXT 2% EURBE/ s B OUK

KVP = KEY ["=" VALUE] HEN . R KEY JGHIARIRSS/ VALUE, TP BZI, 5 HE X SOR—F,

KEY = BARE_KEY / QUOTED_KEY

FREE_TEXT = "="

BARE_KEY = *1BARE_KEY CHAR

BARE_KEY CHAR = %0x00-08 /

SRS BN S SOOR,
i

BREGS . 2SR R AT 2 SN AT

$0x10-19 / %$0x21-3C / $3E-SFF

QUOTED_KEY = 0x22

G S FRHARRED— T SRR ST

*1 (QUOTED_STRING_CHAR / "\" CHAR)

0x22
QUOTED STRING CHAR = %0x00-21 / BRA5 | 5 2Z SNFHTA 47
%0x23-FF
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# S

VALUE = BARE_VALUE / QUOTED VALUE
BARE_VALUE = *BARE_VALUE_CHAR FARENFESF

BARE_VALUE_CHAR = %0x00-08 / RS K el R TE 2 AN 4
$0x10-19 / %$0x21-FF

QUOTED_VALUE = 0x22 RSP AR A/ e st SORMER HIPERG AT
* (QUOTED STRING CHAR / "\" CHAR)

0x22
KVP &2 Bt & Rl

WA AEE, SRAT D fields=* WA 7B .

[parser|simple kvp]
base parser =kvp
fields=*

R B HAAT F R S B 2% o

[parser |mykvp]

debug=no

base parser=kvp

delimiter="#"~|"

fields=*

;OR fields=scope,abstract,lazyInit, autowireMode,dependencyCheck
field decoder={"fieldl":"fieldl parserl"}

[parser|fieldl parserl]
base parser=clf
format=[%{valuel}i]]

field decoder={"valuel":"field parser2"}

LEATLL N KVP B, 13 TEL R R PR

Configuring transport... proto = cfapi server hostname = LOCALHOST ssl

reconnect = 30
TEM KVP Sty e e

[parser|kvp log parser]
base parser=kvp
fields=*

VMware, Inc.
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KVP AR iR I N 7B

proto=cfapi

server hostname=LOCALHOST
ssl=no

port=9000

reconnect=30

Rl EEREMFEZE KVP SRR R
AR KVP AR 7~ )

[filelog|MyLog]
directory=C:\<folder name>\Parser logs
include=*.log

parser=my KVP parser

[parser|my KVP parser]
base parser=kvp
fields=*

F10 KVP SRR 7 7~ 3]

[filelog|MyLog]
directory=C:\<folder name>\Parser logs
include=*.log

parser=my_ KVP_parser

[parser|my KVP parser]

base parser=kvp

fields=*

field decoder={"fieldl":" fieldl parserl"}

[parser| fieldl parserl]
base parser=clf
format=[%{valuel}i]]

field decoder={"valuel":" fieldl parser2"}

B BB S A2

timestamp DATREFAT T, T H M NN T AT R IE 3k B g 2, 2% s
UNIX £cH AR ] (1970 421 H 1 H, UTC/GMT 41D =R

ME— 52 7 FFORC BB TS format. BIAN format=5Y-%m-%d

o

H:

oo

M:

o

So

55 CLF SRR A, eimestamp 4 HTREFF WTDAZEI B2 [N 43 BRAFH A 4TI I, 040

$A%B%dSHEM%S%Y% 2,

timestamp ST REFF IR IR 4 T -

sa' Abbreviated weekday name, for example: Thu
"SA': Full weekday name, for example: Thursday
'S’ Abbreviated month name, for example: Aug
'$B': Full month name, for example: August
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'%d': Day of the month, for example: 23. strftime() expects zero-padded (01-31) digits
for this specifier but Log Insight agents can parse space-padded and non-padded
day numbers, too.

%e': Day of the month, for example: 13. strftime() expects space-padded ( 1-31) digits
for this specifier but Log Insight agents can parse zero-padded and non-padded
day numbers too.

3£ Fractional seconds of time, for example: .036 'f' specifier assumes that '.' or ','

character should exist before fractional seconds and there is no need to mention

that character in the format. If none of these characters precedes fractional
seconds,

timestamp wouldn't be parsed.
"$H': Hour in 24h format (00-23), for example: 14. Zero-padded, space-padded, and non-
padded hours

are supported.
"SI Hour in 12h format (01-12), for example: 02. Zero-padded, space-padded and non-
padded hours

are supported.

"Sm': Month as a decimal number (01-12), for example: 08. Zero-padded, space-padded

and non-padded month numbers are supported.

Minute (00-59), for example: 55

o0
=

' AM or PM designation, for example: PM

Second (00-61), for example: 02

L Total number of seconds from the UNIX epoch start, for example 1457940799
(represents '2016-03-14T07:33:19' timestamp)

o0 oe
n g

o
0]

o0
=

Year, for example: 2001

o
N

ISO 8601 offset from UTC in timezone (1 minute=1, 1 hour=100)., for example: +100

I TRIB AT AR e P e s L AT, (R S AT A (A 20 HAS S 5 53 AT T

'$C': Year divided by 100 and truncated to integer (00-99), for example: 20

'$g': Week-based year, last two digits (00-99), for example, 01

'$G': Week-based year, for example, 2001

'3 Day of the year (001-366), for example: 235

'su': ISO 8601 weekday as number with Monday as 1 (1-7), for example: 4

'$U': Week number with the first Sunday as the first day of week one (00-53), for example:
33

'SV ISO 8601 week number (00-53), for example: 34

"Sw': Weekday as a decimal number with Sunday as 0 (0-6), for example: 4

TSW' Week number with the first Monday as the first day of week one (00-53), for example:
34

'Sy': Year, last two digits (00-99), for example: 01

RATEN format ZHL, Timestamp S HTREFRHH HIER R 2o AN TR

VMware, Inc.



i Jf] vRealize Log Insight ftF!

B E&E ST IEF

A I TRIB AR e SR I RER T B B TR AT R/, o ) AT R SO TRIB AR T 1 Ot
T, HAE field decoder HM# M timestamp B ANZAMTIRT . Bildn:

[parser|mycsv]

base parser=csv

debug=yes
fields=timestamp,action, source id,dest

field decoder={"timestamp": "timestamp"}

. FERAERAGRENREE SRR
ﬁtﬂ”@ﬂ ﬂ”j7ﬁﬁﬁﬁgklkﬁaﬁiﬁﬁ timestamp \w?fIT#

[parser|tsp parser]

base parser=timestamp
debug=no

format=%Y-%m-%d $H:%M:%$SS%E

T timestamp TR SHAMOHREY (140 CSV oArkefy) ARG hHREll FICEL.

[parser|mycsv]

base parser=csv
fields=timestamp, action, source id,dest
field decoder={"timestamp": "tsp parser"}

SESUIRCER s mycsv SIATREFF R FIOSBC B TR E 2 7B SRR timestamp FEINNAIS
1T tsp_parsero WIR tsp_parser KRB AR TR, AR S5e 2 RAZIN TR T H S THE .

EﬂidJEﬂle§}1¢f$£fh

Ha a2 B T T 200 DNFERFN IO TR, E SRl 2] REOS S timestamp 20 HT
Fe 7RI

HEN MR AT BR T EH SN RIS, 8/ 8 e il $ha H S His T, Bshisi
LA RUEATEE/ B, FARIERI B B4,

[filelog|some logs]
directory=/var/log
include=*

parser=auto
SHAMORE 1, ATUY B b e e SCRA A

[filelog]|kvplogs]
directory=C:\temp logs\csv-itbm
include=*.txt

parser=myauto

[parser |myauto]

base_parser=auto

debug=yes
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WEREY BEM TR IS debug, TPREH AT R T HAR S e 140, A OCEHRIRE H3Sas 1T H 8hor
HrRE VA SO H S F OB 2L 7 B 5 L o

XM, FEIERIMER debug=no.

syslog T 2 F

syslog 7 HT iR 7 % #F message_decoder Fll extract_sd &5, FF1] Hahk ML FH&=: RFC-6587.
RFC-5424 Fl RFC-3164.,

L& message_decoder £

syslog ZMrREFF B DA M FH A 18 FE T Al message decoder #li. ERINEHLT, (R timestamp Fl
appname 7. FJiE R liagent.ini SCERHRRORAC EE A E M IS TR N RGOS, KA

message_decoder 1

[filelog|data logs]
directory=D:\Logs
include=*.txt

parser=mysyslog

[parser |mysyslog]

base parser=syslog

message decoder=syslog message decoder
debug=yes

[parser|syslog message decoder]
base parser=kvp
fields=*

Rfl: {EFH message_decoder R IT4HHF

PAURRBIE R T — A om B, PABCE N #)T] message _decoder welilft syslog s #te/ T8 2%
T T B

R
2015-09-09 13:38:31.619407 +0400 smithOl john: Fri Dec 5 08:58:26 2014 [pid 26123]

[Jsmith.net] status code=FAIL oper_
ation=LOGIN: Client "176.31.17.46"

N T message_decoder ttIiLAIE T KVP S HTREFFIY syslog 43 e ik Bl PN 4

timestamp=2015-09-09T09:38:31.619407 appname=john status code=FAIL operation=LOGIN:

Ei B extract_sd &I 3t 454k 21
T Mr GBI, Y liagent . ini CPFHROEC B 2T DA /R BURIME R 5

extract_sd %0
[filelog|simple logs]

directory=/var/log

include=*.txt
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parser=syslog _parser
[parser|syslog parser]

base parser=syslog

extract sd=yes

. {EH extract_sd EIBITH T

DL RSB T — A, DA G E o fd ] extract _sd 2351114 syslog TR F I 2% 5k 7

B

m RPIEREAE: <165>1 2017-01-24T09:17:15.7192 localhost evntslog — ID47

[exampleSDID@32473 iut="3" eventSource="Application" eventID="1011"]

[examplePriority@32473 class="high"] Found entity IPSet, display name dummy ip set

1411

» syslog TR RN N BN Ine iz Fi

timestamp=2017-01-24T09:17:15.719
pri facility=20

pri severity=5

procid="-"

msgid="ID47"

iut="3"

eventsource="Application"
eventid="1011"

class="high"

appname="evntslog"

B 5 HT A2 P R BN 7 IR
SrirRE 2 BRI TR PR IREL B

RFC 432% pri_facility pri_severity
IF RFC
RFC-3164 X X
RFC-5424 X X
syslog 5 #TT2F £

AT A IR syslog BE,

B

message_decoder

extract_sd

VMware, Inc.

000

timestamp appname procid msgid

X X

X X

X X X X
ik

PE W S R L S RSN NS R N (178 i ot N ST VST Rt it A G =
70, WARURAERT B AT .
ST E R

extract _sd I {CCRIE “yes” B “no” o ERIANFGAL I, Z0tmisd T-4%
JFRES . i extract _sd #elUm, B IUE NGBS A BN o
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6. £tXt RFC-5424 fRiERDHT

DA/ RBIEos T e e o S T TR R B L syslog SEBIA AT IS5 . — ANl DR R
syslog S TR e s INBNZ I 7B

[filelog|simple logs]
directory=/var/log
include=*.txt

parser=syslog

w RN R AR S
<165>1 2017-01-24T09:17:15.719% routerl mgd 3046 UI_DBASE_LOGOUT EVENT

[Junos@2636.1.1.1.2.18 username=\"regress\"] User 'regress' exiting configuration

mode - Juniper format
» [ syslog S TR RN S 7B

The following fields will be added to the event by Syslog parser:
timestamp=2017-01-24T09:17:15.719000

pri facility = 20

pri severity = 5

procid = 3046

msgid = UI DBASE LOGOUT EVENT

appname = mgd

. £tXt RFC-3164 FREM DT
VAN RS R T TSRS AL E . — il RFC-3164 Hi:DL K syslog U B Z St 7 B o

n it

[filelog|simple logs]
directory=/var/log
include=*.txt
parser=syslog

n TENPSHISCR A AT RFC-3164 Fit-:

<13>2017-01-24T09:17:15.719Z2 routerl mgd 3046 UI_DBASE LOGOUT_EVENT User 'regress' exiting

configuration mode - Juniper format

w11 syslog ST RE ANz S 7 BL:

timestamp=2017-01-24T09:17:15.719000
pri facility=1
pri_severity=5

appname="mgd"
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wIRERFIRE S RESTER

HARZE IR RAT 2 BRME (LTSV) A 2O HIRAT I FR{E (TSV) FUAE /A,

LTSV AR MO B —1 TR0 AT BIL <ta> 388, A MIREA—AME. Fr3EMIE
SUEOREN NS Ftﬂjj LTSV #%30, EnLAEN ] <Tae> #0417 (5 TSV HA— ﬁ) Hraf i ME—Fridy R AT

HFB CEREET) RAMEMT. AR LTSV EXHK AN TFEAEE, 1520 http://
ltsv.org/s

Tl LTSV HiEEFEE
Rl R LTSV BE

LTSV SRR AT E R e R Bk i . BT LTSV O e T, 150 B ENE 1tsv OET 4
o

[parser |myltsv]

base parser=ltsv

LTSV XA RAUES ABNF #R LTSV A= ILR 19741

ltsv = *(record NL) [record]
record = [field *(TAB field)]
field = label ":" field-value
label = 1*lbyte

field-value = *fbyte

TAB = %$x09
NL = [%$x0D] %$x0A
lbyte = %$x30-39 / %$x41-5A / %$x61-7A / " " / "." / "-" ;; [0-9A-Za-z .-]

fbyte = $x01-08 / %$x0B / %$x0C / %$x0E-FF

host:127.0.0.1<TAB>ident:-<TAB>user:frank<TAB>time: [10/0ct/2000:13:55:36 -0700]<TAB>req:GET /
apache pb.gif HTTP/1.0<TAB>status:200<TAB>size:2326<TAB>referer:http://www.example.com/
start.html<TAB>ua:Mozilla/4.08 [en] (Win98; I ;Nav)

RG] LTSV Bde, HERSHTNGR E 35 B

host=127.0.0.1

ident=-

user=frank

time=[10/0ct/2000:13:55:36 -0700]

req=GET /apache pb.gif HTTP/1.0
status=200

size=2326
referer=http://www.example.com/start.html
ua=Mozilla/4.08 [en] (Win98; I ;Nav)
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A E
HARAW AT T LTSV 200 8T o BRMELL N, LTSV A AR A . BT LTSV Pk, A

debug=yes,

[parser |myltsv]
base_parser=ltsv

debug=yes

LATH R, LTSV iR M H ST A A8 RZ . LTSV S ATRE R AR SR 5
B/ NRIZR C 7 ) L C ) DIMERIZ C <27 ) R, R H B EAE S D— N TeRb
R, HETEB A, BIEARS ZE R, B EASE F B AR ANSRATAE TR, AR RN B
AR FBE R

#it filelog BPHELE LTSV SR

IR P DA Al filelog HRECE LTSV M EF .

[filelog|simple logs]
directory=/var/log
include=*

parser=ltsv

regex ST ERF
regex ML SRR SR I £ i FH— e 1 ) 2k 2K

vRealize Log Insight fCE{#i ] C++ Boost FEI1EMIFRR, IEMFE R ] Perl i1k, regex /3HTiE
Fr Al FEE — S D R IR AL IE M 5k iU Ak e o ldn:  (2<field 1>\d{4}) [-]
(?<field_2>\d{ 41y [—] (?<field_3>\d{ 41y [—] (?<field_4>\d{ 41)

EANIEENAH (Bla: field 1. field 2. field 3 Ml field 4) B AN ICHRINFEIN A
Mo fir TR N R

n  (EIENFGE AR E N AT, vRealize Log Insight A3 7Bk

n AP AR E TR T TR M 7 TR

n  EURARRAE T T ko

INFEREI AT, MR 2K

regex 7312 7 1L

regex TR FIAME—MHEETUZ format Hli,

T EHAAE B, ATRAEE debug 23,

BEE

TG regex SHTHERF, W] regex fEl base parser, et format Wi,
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. regex ELE I
. 4 Apache BERSE]
PUR RG] F2E55 AT 1234-5678-9123-4567:

[parser|regex parser]

base parser=regex
format=(?<tagl>\d{4}) [-] (?<tag2>\d{4}) [-] (?<tag3>\d{4}) [-] (?<tag4>\d{4})
[filelog|some info]

directory=D:\Logs

include=*.txt

parser=regex_parser

HIRER N

tagl=1234
tag2=5678
tag3=9123
tag4=4567

LT regex TR R Apache HiE, 1RHLE T Apache HUSHUHFIE regex Al

[parser|regex parser]

base parser=regex

format=(?<remote _host>.*) (?<remote log name>.*) (?<remote auth user>.*) \[(?
<log timestamp>.*)\] " (?<request>.*)" (?<status code>.*) (?<response_size>.*)
L TR

127.0.0.1 - admin [10/0ct/2000:13:55:36 -0700] "GET /apache_pb.gif HTTP/1.0" 200 2326
remote host=127.0.0.1

remote log name=-

remote auth user=admin

log timestamp=10/0ct/2000:13:55:36 -0700

request=GET /apache pb.gif HTTP/1.0

status_code=200

response size=2326

VLM 2R T 34T Apache HGH H—~ il

[parser|regex parser]

base parser=regex

format=(?<remote host>.* (?<remote log name>.*)) (?<remote auth user>.*) \[(?

<log timestamp>.*)\] " (?<request>.* (?<resource>.*) (?<protocol>.*))" (?<status code>.*) (?
<response size>.%*)

127.0.0.1 unknown - [17/Nov/2015:15:17:54 +0400] \"GET /index.php HTTP/1.1\" 200 4868
remote host=127.0.0.1 unknown

remote log name=unknown

remote auth user=-

log timestamp=17/Nov/2015:15:17:54 +0400

request=GET /index.php HTTP/1.1
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resource=/index.php
protocol=HTTP/1.1
status_code=200

response_size=4868

HEEEREM

SHAS MR (Bl cLr ST Mk, regex TR IAEE 2B, AUREREAS G M AR
FrRaMT HE, 165 8 XS AR I AE ] regex SAT R LAZRAT BEAFHUTERE .

WRASR BT RE, HAEMHRE regex TR, iBRATRERMIE X8 e LA P RBILE R 1 REEEE
P EVEREA RIOBCE . 2o BiRE TS HEEENT B,

(?<remote_host>\d+.\d+.\d+.\d+) (?<remote log name>.*) (?<remote auth user>.*) \[(?

<log timestamp>.*)\] " (?<request>.*)" (?<status_code>\d+) (?<response size>\d+)

JSON o thigfF
T DLFE X JSON ARl e, DMEA e #r JSON H ik

DL FileLog fll WinLog XA B2 5 /0 B E (CSV) /e . {Wf# ] Log Insight 82 JSON
IR AT AT 30 JSON Hidio Tei JSON H b/ HrfE #4345 51

KTERIN JSON AT/ FACE, Log Insight fAHEREHEIN JSON HEHRT A 7B, £ JSON HEH H &
FORNEZL JSON A5 (L ATRERS JSON W5 I, AR PRIk (L) FRAERRENE 2
JSON MR AR, X N Tt RAERNE FER TR A AR JSON HiERuEEd, mbiiti#
PRl a4, Rt EERS),

JSON iR frid fefit— ol £ields AUHFELET .

JSON S#f#2FF “fields” #EI
TERTVAE] £ields Bl AR E AT 7 Bee 12T e i e B4k JSON H B4

T BT, ERAHEERTTER JSON JTaRE . AFREH JSON X ZAAE A ()F1FE
o
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AN 2R IRC L, DA RSRERE A o 2 et A JSON HE

N

Lo Hr JISON HIEHIZAITR, FIidRic R UAUE N fields IS EIHIFF L 558, 12
VRV UE

{"operation" : {"timestamp"
"2018-11-22T15:28:58.094000", "thread id" : "0x05673", "initiator" : "connector",
"log severity" : "info", "log message" : "Requested connection to the server."},
"operation result" : "success"}

AT R JSON X4 (U timestamp. log_severity fll log _message) , 1S ULLAT
Bl ZoR B E AR DL NS R . operation_timestamp ="2018-11-22T15:28:58.094000"
and operation_log_ severity ="info"

[parser|json_parser]

base parser=json

fields=operation.timestamp, operation.log severity, operation.log message

LN JSON WE, IHHENREER, JRIR—1DES (*) F17.

{"product name" : "LI Agent",
"operation" : {"timestamp" : "2018-11-22T15:28:58.094000", "thread id"
"0x05673", "initiator" : "connector", "log severity" : "info", "log message"

"Requested connection to the server."}, "operation result"

"success"}

B AT operation X4, iDL MhdE:

[parser|json_parser]
base parser=json

fields=operation.*

AR JSON HIE S HE, I HAR BT B ETTR, R B IBATTR RS, W
LA N R e s -

"Records": [{
"object": {
"key": "/events/mykey",
"size": 502,
"eTag": "091820398091823",

"sequencer": "1123123"
}
by
{
"object": {
"key": "/events/user_ key",

"size": 128,
"eTag": "09182039000001",
"sequencer": "1123231"

VMware, Inc.
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"object": {
"key": "/events/admin key",
"size": 1024,
"eTag": "09182039547241",
"sequencer": "1123213"

. B HTH—HEPH key Al size JuE, M HUL NECE AL MR
recordsO_object_key="/events/mykey"
recordsO_object_size=502
records2_object_key="/events/admin_key"

records2_object_size=1024

[parser|json_parser]

base parser=json

fields = RecordsO.object.key Records(O.object.size, Records2.object.key,
Records2.object.size

BT AT RN key TEG EME LN MR

[parser|json parser]
base parser=json
fields=Records.#.object.key

s BN TR, B RS () TR fields 8. 1Z B TEAA JSON A fr i .

[parser|json_parser]
base parser=json
fields=*
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#HZ; vRealize Log Insight {{IE

WRARTEEHIE vRealize Log Insight ARE, i il T T2 e AR B U IR A THR A
AFEBIE TUAN

s 7 Log Insight Windows Agent

»  H1# Log Insight Linux {tFE RPM #fl(y

= 13 Log Insight Linux {7 DEB #ff-fu

»  JH# Log Insight Linux 831 bin #f-{y

m  T2hHIE Log Insight Linux fXEE bin 443

1%L Log Insight Windows Agent
AT Windows # 6l “fE 7 AIThae” hierhEla Log Insight Windows Agent.

AR

Lo BT 223, vRealize Log InsightWindows fUEEfR Windows 1AL, FHEh “IRSS” SHIEEPIG IS
%% vRealize Log Insight FeFIRSS .

S8
1 HRIPEEIER > RFALDER.
2 Pk VMware vRealize Log Insight Windows Agent 25135

&R

HIEFE 2151 VMware vRealize Log Insight Windows Agent k%%, JEE IS M R G R .

£k Log Insight Linux {tI# RPM #4&

A PLEIE; Log Insight Linux Agent RPM #iff-41.,

AR

n  Plroot I Sk, BN sudo s TR G A,
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n ESER|T 4R Log Insight Linux Agent [f Linux T3, FTITF 204, SRIF121T pgrep

—

liagent PASSIF VMware Log Insight Linux Agent f& 75 BV 208 HIFF 1217,

S8
o TVA RG2S, B VERSION FII BUILD_ NUMBER iy 0 2 A BR K B A TN S oA~

rpm -e VMware-Log-Insight-Agent-VERSION-BUILD NUMBER

&R

HIEFE 751 VMware Log Insight Linux Agent 5¥3P 587, M ARG EERATA S (HERRID

% Log Insight Linux {XIE DEB #4&

A DLHIE; Log Insight Linux Agent DEB -ty

[V

AR &4
VA root HI P G5, sifii ] sudo iaf 145l G4

 ESERIC LR Log Insight Linux Agent [19 Linux 1ML, FTF2amdstla, SRIG1a1T pgrep
liagent PA%IF VMware Log Insight Linux Agent J&75 2236 HFfF 1217,

H B
& = TVA a4

dpkg -P vmware-log-insight-agent
&#HR
HIEAE 211 VMware Log Insight Linux Agent ~F3 27, MR REERATA S C(HEBRIN
%X Log Insight Linux fXIE bin & {48&
Al L H vRealize Log Insight IACEIZS Log Insight Linux Agent .bin -1

AR

w

%
P root FI B3k, Sl i sudo isfT5 Ml G4

m ESRERIU 2R Log Insight Linux Agent |19 Linux 115 7I‘IL, ﬂﬂ?%lﬁﬁ S5 31217 pgrep liagent
PLEIE VMware vRealize Log Insight Linux Agent 275 L2 IFEial T

1 1E Shell Seonfih, FALL M ar& LURBHIIA,

loginsight-agent-uninstall
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2 mEEELL My SR PR RAE T O, AT IEEIEGE T R Ih e

echo $?

FFhEIEK Log Insight Linux {XIE bin {48

R A

AR

BEAE N AAS, WRTLAT-8h#E14L Log Insight Linux Agent .bin #X 4,

TEhEI% Log Insight Linux fH bin #f:-1u
n Dl root I GEs, wifliff] sudo a1 145l G4

n ESRFIE L Log Insight Linux Agent (19 Linux THEHL, FTHF 204504 21T pgrep liagent

DLESIF VMware vRealize Log Insight Linux Agent &5 £ 2235 IEAF 15T o

B

1 s TP M5l Log Insight Linux Agent <74/ 427

IH Linux 2> &/ sudo service liagentd stop B sudo /sbin/service liagentd

stopo

2 T Log Insight Linux Agent X4

/usr/lib/loginsight-agent - SFH R FHEIFNZF AT UE SO H 3%
/usr/bin/loginsight-agent-support - JHT2EAL Log Insight Linux Agent [19 37451,
/var/lib/loginsight-agent - Ft B SCH-FIER A H % .
/var/log/loginsight-agent - Log Insight Linux Agent i H & H 5%,

/var/run/liagent/liagent.pid - Log Insight Linux Agent PID S, WK H sk,
HT BRIz
/etc/init.d/liagentd - Log Insight Linux Agent SE3PgEREI AR H 55 .

/usr/lib/systemd/system/liagentd.service
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U A e 15 L RE S 5 B 2 W AT IE 5 vRealize Log Insight AEHEVEAHSER AN,
AREEHE T PN L

= Jy Log Insight Windows Agent Gl 57 (1

=}y Log Insight Linux Agent il %ty

m {f Log Insight Agents H15E X H G E4uE %A

m EPE UL AR Log Insight Agents

m  VvRealize Log Insight fXFIA % 1% 4}

» Jy Log Insight Windows Agent 7 IlTH 5514

m  7F Windows [J; k5 242K H Log Insight Windows Agent 1 H ki 42z
»  Log Insight Windows Agent flt & 2K

»  Log Insight Agents Jh4 125 ZuF

m  vRealize Log Insight A &5#s R4 N5 im i 1%

3 Log Insight Windows Agent §]i& %156

i Log Insight Windows Agent T HE RS AT, 7B H A & SO RIAL 1255
VMware % #ik%.

IR

1 BRFLRET Log Insight Windows Agent [/ H bRt H41.

2 il Windows FFEfZEL, AR5 VMware > Log Insight A3 - TR,

3 () ARBREE A, SR Log Insight Windows Agent 1142 [ 5, R AGE

loginsight-agent-support.exe,
W OERAZCEEH S ¢ \Program Files (x86)\VMware\Log Insight Agent

&R

BFFUEAE, IHEN .« zip FRAFAE My Documents Hio
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RESR

PRI scRr (e R 2 VMware scieliRS5

A Log Insight Linux Agent i #6

g1tk Log Insight Linux Agent fH- BRI TIUE T, FILCE H SRS B SR EIA K 125 2]
VMware k55 .

1 BRFZEET Log Insight Linux Agent [ HFRITFEAHL,
2 {1 Mles.

/usr/lib/loginsight-agent/bin/loginsight-agent-support

GBS, FEN . zip SUHRAFAE S HTH S,

AR OB SRR & B VMware RIS o

£ Log Insight Agents FE X HEFMIE 25
ERTLAGE vRealize Log Insight AP ESCERDA T H B 7900

AR
*FT Log Insight Linux Agent:
s Ul root T sk, sl sudo isfT G4 .

m EORFIE A Log Insight Linux Agent [19 Linux &ML, FTH0I5G, SR5181T pgrep liagent
PLEGUE VMware vRealize Log Insight Linux Agent /&7 B 438 H. EfLﬁTo

*F Log Insight Windows Agent:

m EER|C LR vRealize Log InsightWindows fRFE[) Windows AL, JEE) “IRES” &7 ER2e DL IaIF
B2 vRealize Log Insight RFEARSS o

1 B2 liagent. ini SRSk,

BIERG B
Linux /var/lib/loginsight-agent/
Windows $ProgramData%\VMware\Log Insight Agent

2 (EAERECORG AT 1iagent . ini XfFs
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3 fF liagent.ini XY [logging] % H B H B A

E OGS, X vRealize Log Insight AREEFsEmmiioR . BRINMEAHELAEYS N O A A 1
T%ﬁ,&iié{am HSCEZ A T THE S R 2 BUn . g Rl 2 ARt e g fs B, HaY
VMware 3745 A B H BRI 8 80 1 F1 2,

[logging]
; The level of debug messages to enable: 0..2
debug level=1

4 R liagent.ini X,
H#R

;ulﬂ Lt/&ﬁu EEE&
&8 Ul 787~ Log Insight Agents
2% Log Insight Agents S5 EAN B RERTEL UL Y “AREL” T 1.

i &

H Log Insight Agents f&, (E8H Ul [ “fRFEE” T1HTE A2 Log Insight Agents.,

RE
WA RS H IR 25 2 R8ER 1iagent . ini XAFHY Log Insight Agents Bt i/ AN IEHfo
fRRFR

o FZEE T Log Insight Agents [ Windows ok Linux 245275 %825 vRealize Log Insight IR
Ao
o ¥ Log Insight Agents 27511 1] cfapi 13,
A syslog tY, Ul A2k Log Insight Windows Agents,,
o BEMNTLLNHR Log Insight Agents HIESCAFIN A
m Windows - $ProgramData%\VMware\Log Insight Agent\log
m  Linux- /var/log/loginsight-agent/

AHROS LU NEIERHENE.: Config transport error: Couldn't resolve host name

FlResolver failed. No such host is known.

& IBiF liagent.ini 277 HFr vRealize Log Insight IRFS#:IVIENIAC E . 152 Wik 8 Hbs
vRealize Log Insight IR #5 A8 E R HFR .
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vRealize Log Insight RIBAR K ZEEH

ASIERARIRC S P RESBH I vRealize Log Insight AP S84 & 2] vRealize Log Insight IR55#% . AAEA:

TEAARC B SIS R I, MBS E A MM E: FHi i “CHANNEL_NAME” ZREUWIEE TG

Ao MiE “CHANNEL_NAME” MLRAMARIRINE, H2EEA S EA 0 1E (Invalid settings were

obtained for channel '"CHANNEL_NAME'. Channel 'CHANNEL_NAME" will stay dormant until

properly configured),

3] &

vRealize Log Insight FREESAI2 B R/ > REE UM, (HAH 2 BoR7E vRealize Log Insight

REEENLEMRY R EXaHT” TR . ATE RS R SO

EE

ANTERARCE T HEZ3FHIE vRealize Log Insight AAIRE 14 4 £ vRealize Log Insight x5

BRAR

o ENX—NEYHRSAEE . Bub RS IEAMECE SRR . 15205 4 B C vRealize Log
Insight fCFE,

& T vRealize Log Insight Windows fXF, 1223t PL Nk,

s WIRJEHT Windows i, 1HATEN/ T $ProgramData%\VMware\Log Insight
Agent\log 1) vRealize Log Insight Windows fXIE H G A . BRSO EEIECITH
JEIE CHANNEL NAME HUilERc EAHCHI HEHE . 7 IRV A Application, System I

Securityo,

n GRRIERARC ELED, WESHERZMAT HEME: kT #iliE CHANNEL NAME Fif. 4
RS 15007. ARG EIEE. HHEBEERE, BEE2% 15007 DIANAARAHY,

w  QERSRIEARCE VI SO E, WS E RSP MM B X EE “CHANNEL NAME” 3R
B B oA, I “CHANNEL NAME” FRFFRIRIRZS, B REEME Bk

¢ T vRealize Log Insight Windows fX##ll vRealize Log Insight Linux fAFE, izt PL M E1E,

o WSRORECE ISR, MESE R MHE: EEARE T KE “filelog” #
gro PSP H SR SR IR PPN, BRI IE BC & R vk

vRealize Log Insight B H E SN EN DA T g,
m Windows - $ProgramData%\VMware\Log Insight Agent\log
m Linux- /var/log/loginsight-agent/

BRELR

AL E vRealize Log Insight fRHIFE ZEE, 1i5Z WA Log Insight Windows Agent FlIEd# Log
Insight Linux Agent,
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# Log Insight Windows Agent 10 #4451 4 57 ]
7E Windows Py k5 H7E T4 Log Insight Windows Agent i iH 1RSI
2 B8 1T Windows Server 2008 R2 M mihAS, LK Windows 7 K B g A,

REH

n PUEES C A UK e A R

=t

Bz

1 EEITH > 317,

2 A wf.msc HPLHE.

3 FEACEAE, B RN, SRS R .
4 EEEES HERMER SR U D,

pri 7

B liwinsvc.exe

BRss LoglnsightAgentService

TR0 JIF cfapi ) TCP 9000 T syslog (1] 514

5 & “PEEIHIIRN FRYBCE SO TUE b, e BARR AR 452

R
= A
w L

I RAEERT A M, DI R GIIMRMIALAE TR SRS AVE I 20T

RESR

% Log Insight Windows Agent Hi ¢ $Programbata%\VMware\Log Insight Agent\log,
HATHoa g H B o R S e &M Config transport error: Couldn't
resolve host name M Resolver failed. No such host is known, 1HHFTFS) Log Insight
Windows Agent Il 551 Windows 1154,

# Log Insight Windows Agent Ali55 M AEFFE KA 5 - flok e e Bk 555
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1£ Windows B igd 235 B Log Insight Windows Agent R
o E

Bl E Windows [k B85, PLAiF Log Insight Windows Agent %] vRealize Log Insight I 55281 H 55
R,

1E 44597550 Log Insight Windows Agent JIR55 2 7, Windows 3dok At k55 ] s 2B il 5 B s
vRealize Log Insight 5528 11% 8 .

1% RS I Windows Server 2008 R2 N kA, DL Windows 7 K kA,
BB &

s I O R B U B R A RO

1 PR > 317,
2 HEN wE.msc HHLHE.
3 fE CBRMET mh, bRk
4 (EECESRER B, ISR MR P SR BRIA) .
RSB TR R, AT DAk E FBCE SO sl A B E S, BRI T S U e R i 25

Bl
5 HLHE.
BESE

1E Windows 5 kd i -4 Log Insight Windows Agent BB IEEISNIIT . 5208 Log
Insight Windows Agent 8 I 55 AN

Log Insight Windows Agent #t23BZ %K

7E FAR TN E AR Log Insight Windows Agent [R5 EZRIE

i &

TH i FH A SR R 5 E Windows It 5L ERETHER S5, Log Insight Windows Agent JoikZe 2l
AHARSS .

eS|

s 14 B T RES 573X Log Insight Windows Agent Joik iFfi4cds
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BRHTE
1 Al (GPO) ¥, JHHHIHE Log Insight Windows fREE,
a L GPO, MBI IEITHENEE > SR > EIER > RE > BR.
b TERETE T RN S BRI SR R4E 3
c SEENEE > K > HEEAR > RE > 45,
d FTEEIRIE ARSI ], ) PSSR TRICGRD) E R 120,

2 JEHPREN ST gpupdate /force /boot it

Log Insight Agents EZ4E B & ZiFH

Log Insight Agents 3544 [ 1254 uF5

i) &

VRealize Log Insight fREIELE RS HIUET, Toik SIRSSA LR

BRI W R R RS, AT A BRI R G Tk 1 kAR H B MR . A%
TEANE A, 155 WAT Log Insight Agents HiE XCH GTEAIE E 40

eS|

FEAEE H S s B R RE I A

HE S|

R4 S ZAE T . AL S LI EME RPN,  m Y4 vRealize Log Insight IFH# %4, wIHES: & A Rhif
o
B QR BT HA EHEENSEE vRealize Log Insight 74 it
BT AR AZZUES, TRea kA G il

TRAENS A AR . DIAT Al 5 ca A IIET . I CA 254U

fRRTTE

o A AMENIZIETE vRealize Log Insight 5245, SR M vRealize Log Insight fRFEY cert [
ST CARTAIUE

m X T Log Insight Windows Agent, 1% 4 C:\ProgrambData\VMware\Log Insight
Agent\cert,

s AT Log Insight Linux Agent, 15%54% /var/lib/loginsight-agent/cert,

EOAG A ReS i TEHERRE RS R A T EUE TS . Log Insight Agents $2 4 [ —/Mkmi, nf bt
W' ssl_ca_path=<fullpath> il & SHCRALE 1 FuE A . ISR UE S S R 12
B <fullpath>, H2 WAL Log Insight fCHEY SSL 244,
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vRealize Log Insight kS5 5E B AEMZRERERE

R RN R A, vRealize Log Insight IR #2114 15 Log Insight Agents 4%

LUK vRealize Log Insight IR F#sd B A2 SSL %4, 50 Log Insight Agents fid i Al ik
SSL cfapi WSk kK ikEdE.

i) 75

WARARE ] cfapi BIEIEINE AR, vRealize Log Insight IR%S rsafhsniE s, REEHEHRE RULF
FERIME 2 —: 403 2EIE (403 Forbidden) Bk 403 U fe¥F sSL #E#HE (403 Only SSL

connections are allowed),

JFH

vRealize Log Insight it B W52 SSL %82, [fil Log Insight Agents it &y fdi FTE SSL %4,

fRIRFTER
1 B vRealize Log Insight IR &S #8523 SSL %4,
a SEIEELH R
b £ “FE" . Hiil SSL.
c fE “APIJRSSEE SSL” BT, WML SSL R,
d iR
2 ¥t vRealize Log Insight fCFEfC L Ak SSL crapi PSGERER & 155

a SFNEES liagent.ini XHRIHK,

BIERS 223
Linux /var/lib/loginsight-agent/
Windows $ProgramData%\VMware\Log Insight Agent

b R HITIF liagent. ini XM,
¢ ¥ liagent.ini XXM [server] #0 HH) ss1 BHEEHECH yes, IR SCN cfapis

proto=cfapi

ssl=yes

d #fEIEEH 1iagent . ini S,
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