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Log Insight Admin Alert: Event Forwarder Events
Dropped

This alert is about your Log Insight installation
on https://<your url>

Event Forwarder Events Dropped triggered at
2016-08-02T18:41:06.9722

Log Insight just dropped 670 events for forwarder
target 'Test',
reason: Pending queue is full.
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R BT P E A TARLAARNY SN
vRealize Log Insight LERERI Y 124K 17
Ko AL TiZAR, G
FUAI DU TARLRAR 1 S iR ZideK,
SRJEAE T S ks R

PRI T AFEE T2, Log Insight
SERE I AR B SRR
A

FFHL D A A AR IR U
SRR AL TR HCEIZTY

Aho

35



¥ vRealize Log Insight

I

S

TPRLRET

TAFERARET A

BAIATR
TARERE T RO

TAREAR Y E TUe

LARERRES R A P

REEE G STINR (=27

T AL AL

ISy e V=R

7 R B A T A2 R ) T
P

F R C R TR AR A

3 vRealize Log Insight 2B A E BiR
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1 SEEEEDk.
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i FHIE SN0 Webhook it Glldt—/ M se iy, DI vRealize Log Insight Webhook #& L i 2 45 =
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T A O % UL 2% Webhook, HEE =ik 5 A7 EE Nt Webhook fifi X Sefif s € U &
m%ﬁo%ﬁmLﬁW%MmLmﬂmngdmmmkﬁm% » =TT N R A SR
vRealize Log Insight #&2, 750, #4001 IE SR E vRealize Log Insight #& CHITEE = 5 (i TI0RE >
RO ERL . 72 F vRealize Log Insight A% e ol o 2 53— P =

vRealize Log Insight 5jii Webhook 2 [licfe e 55w & 16 ik HTTP ik IRSs ] ge it sl hek
o, WM, vRealize Log Insight 2F ik, frg HTTP/2XXU\?‘&ﬁﬁ%“ﬁ)ﬁ%ﬁhﬁmﬁﬁkw, Fir A H
MmN, CuFEERN s AL B g, HHSERMEER,

N EA WA Z R LS 2R, DA A GBI B O Webhook #82.

YHFHTTP BEAR ST uE . 11T ({https:// username:password@hostname/pathy} ¥AAr url R
o

RGEENR Webhook &3

vRealize Log InsightWebhook (U0l B oA 28, Ageil i, " Eorg B8 1, LM
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REIEANH Webhook #&3(

PUR R T 2400401 vRealize Log InsightWebhook .,

{
"AlertName":" Admin Alert: Worker node has returned to service (Host =
127.0.0.2)",
"messages": [
{
"text":"This notification was generated from Log Insight node (Host =
127.0.0.2,
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Node Identifier = a3lcad22-65c2-4131-8e6c-27790892al1f9).

A worker node has returned to service after having been in maintenance mode.

The Log Insight master node reports that worker node has finished maintenance

and exited maintenance mode. The node will resume receiving configuration
changes and

serving queries. The node is also now ready to start receiving incoming log
messages."

"timestamp":1458665320514,"fields": []
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Kb e AR S IIRbRIE, #la,  “ve_username” mk “vc_vmname” .
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n  UE SRR RLA AR UE B ER T PEM #63X, vRealize Log Insight 37 F: K PEX.
PKCS12, PKCS7 akd Atk ut45.

n AR MEB AN IESCZLL PR Re 2 BSOS
a M- your domain name.key
b FZUEP - your domain name.crt

HA[AJuE-]S - DigicCertCA.crt

(g}

d  IRUF - TrustedRoot.crt

w  FRIAESELL MBS EMIEBIIT A AR,

(Your Intermediate certificate: DigiCertCA.crt)

(Your Root certificate: TrustedRoot.crt)
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3 ROk BUFBAUAHULIIZS &4

BB REIUE AR A A R AU B2 4ih R, RE RS 4.
4  HEEaE s

BRI ST 2] PEM SCPRA
5 FHECSZUED

FIUL E#EAE A SSLAET .

VMware, Inc. 44



I vRealize Log Insight

6 1T VRealize Log Insight R 55#3 411 Log Insight Agents 2 []fid 5 SSL %%
&1 SSL Thae, AnTLUmEHIN APl 22400 AF Log Insight Agents Fl1 vRealize Log Insight iz 55#5
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ToiER MG ER,

[v3_req]
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ERIEBERZIEK
AP IS T Windows [ OpenSSL T HAERIF 25 40K .

BB &
223 OpenSSL T B, AF3REL OpenSSL T A A, 120 http://www.openssl.org,

» 4l openssl.cfg ARINIIEAMINITSE . R (req) T 1 req extensions ST E X,

[req]

req_extensions=v3 req #

n OIRSSERIENLA L 1P ML ZRDIAH R OB 25 & 2 hrdc H - Bl server-01./oginsight.domain.
T EAE TR,

[v3_req]

subjectAltName=DNS:server-01.loginsight.domain
#subjectAltName=IP:10.27.74.215

1 GRS AR ERIUE S SC, il c: \Certs\LogInsight.

2 JIIFAAIRRE, AIRIETOA Far4 DALERRL 5,

C:\Certs\LogInsight>openssl genrsa -out server.key 2048

w
”
e

s TVA R o A e B2 41K o

C:\Certs\LogInsight>openssl req -new -key server.key -out server.csr

i@ UAZ B3Rz T, T Ham a2 n@l, GRRE B IR A S SR E 5. 1
SISy RN ARG ASORARTT o

4 ARG LA TERAE, ARER K S R ROIE R O (E B

¥ B

EEHU £ AHERT TR0, MRS RN 1P ptk, {4 mail. your.domain. 41
REQUFEFTA 5, W\ *your . domain,

&R
TRIUEPBE 2K XA server. csr EAAERAT
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EREHIEBMENHNE R
FIEREOME- BT R BE B2 2ok, R R4,

Bz

¢ B server.csr XHHEAZ B UEBIIANIAY
B RIEBIUR IR PEM KRGS T4,

UEBIUR MU AR, SRIEE KT PEM AR50 server . crt XU R AMIAE,

EEE R H

KR IRIEA A 8] PEM SUHRH

IR

1 GIEEHIN server . pem X, RIETESORGiR &R ITIIZ M

2 il server.key SXHFHINE, RIFHIHHKINTE server.pem H, PRI MR,

(Your Private Key: server.key)

3 SHMIEBIANIGR RN server. crt SUFNE,  REFHHIL FEARIHHGAE server. pen
GRl

(Your Primary SSL certificate: server.crt)

4 IR SR AR IRE B s AR S, iR e rh RRE A Bl SR B N2 A uE A S
AR, LIS

(Your Private Key: server.key)
(Your Primary SSL certificate: server.crt)
(Your Intermediate certificate: DigiCertCA.crt)

(Your Root certificate: TrustedRoot.crt)

5 {Rff server.pem X,
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LHEERIES
ATPA L BRE SR A4 SSL .

Bz

—

SR BB R

£ “IeE” N, i SSLEF.

PSRRI FE X SSLukts, ARSI
B RAE

144 vRealize Log Insight,

a b W N

BRELR
1F vRealize Log Insight 1 55h)m, HAlA ESXi HIf1 syslog 4425 ik vRealize Log Insight,

1£ vRealize Log Insight iR%&28F0 Log Insight Agents Z [BI&L & SSL &

&R SSL Thae, ARTLUEEHAIN APl Z220%/F Log Insight Agents Fll vRealize Log Insight fiz45#% 2 [
LAV SSL 4, Bk nDARLE Log Insight Agents &A1 SSL 24§,

vRealize Log Insight fCHE L TLSV..2 S TilfE . A TRFE 22 HEN], E45H] SSLv.3/TLSv.1.0,
F=E SSL Ihgk
TR SSL ThAe n] AT BO R IEAAEC L Log Insight Agents,

VRealize Log Insight RIS UESS, FAE RIS B R E IR 55 A i X e U0 e R 55 2 B (IR
HERESAN) o WRICEEMIMIRSS#E 5y, vRealize Log Insight fRERS 4 SRS wERe, FRERATRN 550
EENAE RS UEB AT cert ST,

n AT Windows, i5#% C:\ProgramData\VMware\Log Insight Agent\cert,
m T Linux, %% /var/1lib/loginsight-agent/cert,

24 vRealize Log Insight fX#1 5 vRealize Log Insight IR Fedi v L4 m)y, R4 M vRealize
Log Insight IR &8 Bal (il 1510 %k . vRealize Log Insight AFRAS T 22 GefETIARIE T

s Log Insight Linux Agent M /etc/pki/tls/certs/ca-bundle.crt B{ /etc/ssl/certs/ca-
certificates.crt MNEEFITHIUET.

= Log Insight Windows Agent 81 ] 2 ZciliE 15

iR vRealize Log Insight fRH L EAMIF i B ZuE-1, (E5 R B A AR R AL H b A3 8 %

L, MARFESESZHEB, R TR A2 AU 6 MRS 2, HEAAEREEE R
OB H D, W DAThsER:, B0, SiEdaEds,

iR vRealize Log Insight fAH L EAMF % B2k, EUAKR RGN CA Z5ZuE45, ] vRealize

Log Insight IR Jors Sz sz it 15 .
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AR vRealize Log Insight fRERAEHIAT CA 52Ul B H254uE15, I Log Insight ARER S HE4AF:
W, ANAE T RIERE vRealize Log Insight IR #3, vRealize Log Insight fREEA 2352520k FTZ RS 750
EESEANSUN

AR vRealize Log Insight fRERELEAM /A CA 25 20E, (EO IR M EAE CA SR A R0IE
P, MR SHEL R, ERTME vRealize Log Insight AERAC BT DA Wb 5. 162 W
vRealize Log Insight {GH[1) SSL 245,

vRealize Log Insight fCFIE T TLSV.1.2 TS . N T ATE2aEN], 2257 SSLv.3/TLSv.1.0,

sl X SSL &£

R PL# ] vRealize Log Insight Web 1]/ #Lf#+ vRealize Log Insight Agents FEGIEIREL API il
IS drimat SSL 2RSS 7%

Y, A PAER HTTP A 9000 |FPAKaE s HTTPS £t 9543 | 1jj[h] vRealize Log Insight

API, vRealize Log Insight fAIHEk 5 X AP & i ] LU HLX AN 1o BT A 480 P s ub s skab
Bl ] SSL, [HAL W uFER (fu3E vRealize Log Insight fHRAR N i) AT DA T Rl 1k
PAT. ERTLASRFIRTA AP IR B SSL 4% . 2R syslog Uil 514 JiviE, AN vRealize
Log Insight J P58, HTTP i 1 80 ifR&s4k4E i 1% HTTPS ¥l 443,

AR &M

e O LARAT G T BRI ] P B3 25 5] vRealize Log Insight Web P i . URL A% N
https://log-insight-host, . log-insight-host &= vRealize Log Insight FEIIAES1) 1P Hiklak 141

—

SRR R .

2 £ “WE” M, i sSL.

3 fE “APIJRSSEE SSL” K, YEETEEE SSLEEE.
4 R

%R

vRealize Log Insight API (Y fo it SSL i 2 RSS2, #E4a3FE SSL &4,

fii & vRealize Log Insight {XIEH) SSL %]
A PL4E vRealize Log Insight FCEEAC B SCA-DA M SSLFC e, IS IS ARUE B oA DL M A e 12z AR HE 2

AU,

*f vRealize Log Insight Windows A1 Linux fCERR T 5K,
BIR &M

*fF vRealize Log Insight Linux fCEHE:

n  Dlroot I B sk, Sl sudo i THEHI S 4.
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m G E| T2 vRealize Log InsightLinux RERA Linux 1AL, 3TITEG, SRIF1E4T pgrep
liagent PAJSIF vRealize Log Insight Linux fOHES L&A HIFAF ST T,

*f7T vRealize Log Insight Windows {{FE:

SR E|C 228 vRealize Log InsightWindows fRFR[Y) Windows AL, JE5h “MRES” PR DLIE

JES 228 vRealize Log Insight RFRNIRSS .

W
1 SWEIES liagent. ini ARk,

BIERS 222
Linux /var/lib/loginsight-agent/
Windows $ProgramData%\VMware\Log Insight Agent

2 EEESORYHEATTH liagent.ini P,
3 KA MEAINE] liagent.ini XA [server]

i

ssl ca path

ssl_accept_any
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%B/\

AR

R

A UGZ LU BIIERIN R 2, XL
T URERST U

) ssl_ca_path fRBLKRN, A Linux Al
Windows REEFUERIMA. @R DA RS 724 PEM
FIUEB IS, s sy PEM K OaETS HuE B4
R hash. 0 TR HZR.  GESIL x509 ST HREFH
~hash &0, )

Linux: JIACRFEEATATHL, A I Blds
LI_AGENT_SSL_CA_PATH MBS RO, Wi T
1F, RIEE2RAM /ete/pki/tls/certs/ca-
bundle.crt X8k /etc/ssl/certs/ca-
certificates.crt XA INEZEEIES.

windows: WURASEE(EMME, ARIRE
LI_AGENT_SSL_CA_PATH AR RE M. izl
ANTFAE, VRealize Log Insight Windows fEFLE M
Windows HiE B R InEkE 15 .

& X vRealize Log Insight fCELE S H AT UEA . ATHE
fHM yes. 1. nonk 0o MEBE N yes sk 11, (RELR
SR ARG AIOARATUE D, IS e B L R 8RR
MEZH no.
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o

ssl_accept _any trusted

ssl_cn

FOWURAE SSL, MI&Zm& X e,
4 RIFHXKM liagent.ini X,

. BE
PLUN 2 SSL it Bl

proto=cfapi

port=9543

ssl=yes

ssl ca path=/etc/pki/tls/certs/ca-bundle.crt
ssl_accept any=no

ssl accept any trusted=yes

ssl cn=LOGINSIGHT

EEFMBER SSLIEE

R

WHEIE N yes. 1. no K O, W% vRealize Log Insight fX;
PRE A AR A T 2 AT B U2 2 U, B
ez A SZAF AT UE B H I A A 15, anR
HEEY yes 5k 1, NP BB RO 15 o AR s g
J9no 5 O, MPRHELEUE 15 FE5 Rz . BRIMESS no,

él%f%u?%ﬁ/ﬂ Common Name,

PRIME ) VMware vCenter Log Insight., ZEAIDUFE X
Common Name ﬁz)&?yfﬁﬂﬁﬁtﬁs Common Name ﬁzﬁ%ﬁfﬁfkﬁiﬁo
VRealize Log Insight AELEEC R UE 31 common
Name FE'GH [server] HHIM hostname HEHEEMNENL
ZHA TR . W eI TAIEE, AR 1iagent . ini
A ss1cn BRI common Name SCAHE, UiREIL
i, vRealize Log Insight fCHLE 2 5F 15

ERAER P2 SSLET, FHRHEINE] vRealize Log Insight FEEHIIA R HAEA . tin]

PARSER AR EHIUE T o

AR

Wb O A 4R R AR I H S S 55 5 vRealize Log Insight Web P, URL #5:h
https://log-insight-host, .1 Jog-insight-host /& vRealize Log Insight FEHA S 1P Hidlak =41

o

S

1 SREfEEREDR.

2 fF CERTON, EER.
3 PITRA MEEZ —:

. EEEACUEBREE, R U IRSCE MRS EIEAR.
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w  ERERIET, EEEET, AR TRER. B3, SRR R N I RACE MR IR EAR.

Pon DA R B S O UE A A THE AN G o

E ¥ vRealize Log Insight Web £iERIEAFBRHAFR

RSB, WRIEEREN 4, vRealize Log Insight Web 231E237E 30 45 80a 1k . AR hnak s>
R FRFEE TR

BRGSO 2

AT DL AT e HE BOAVIR A P By 653 %) vRealize Log Insight Web 5L . URL #8300
https://log-insight-host, H.H1 Jog-insight-host 3 vRealize Log Insight FELE£S1 1P Hililksk =41
%o
P
1 SiEEEER,
2 fFCEREET T, BREEM.
3 fE CpNERSSIET RS, DL P A Rs e I .
8 -1 228 uEEN

4 HlRE,

x|

WA B K H B PR BB R],  rTPLUKE vRealize Log Insight fic B st H G EdE TR o

B AsZ A vRealize Log Insight S IEIEFRY

BT PR B T IR P RE 2 M vRealize Log Insight FERLS#HHREERIUIN H L. vRealize Log
Insight FTLCRF A7 R/ 2] NFS £E48 1o

VRealize Log Insight 2x4tk HETFRILAFRAE R EIU— 251 0.5 GB A/NWBH . Berh—2E 4y H &
SFMI—AR S B AR ER RSN P TE TSI A R UBOR/N#EE 0.5 GB 1,
VRealize Log Insight {5t 1E 5N, SCHBOPIIFTA ST, TFEEZB

IR B TR, AR E BN, vRealize Log Insight 20K AR 4 H S SCAR MBER HI 2] NFS £E48
FEA TR B ARLIOTE O N BB B S 1B A
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TEAT RS S Al 14 K ] year/month/day/hour/bucketuuid/data.blob EX, fi UMK ]k
) BB ) UTC (]

HE VRealize Log Insight ASFERTI /AR H I NFS Hid, Wit s AZmAl, W) vRealize Log
Insight 2378 NFS HEERIEE R TR mloA ] IR Aok F . QR NFS Hiscf 2 g nl fHzsiel, 8
AE R4 25 R BE PR B K (R RI N A AT T], - vRealize Log Insight 2358 13 N BaE . 24 NFS Hia 2
P R] TS A] . AT Rl A ] 7 AR, BRI R RN S

WK AFER NFS 825 /etc/fstab X, vRealize Log Insight 2 FHAT HEPIT NFS H:4,

BIIR S
w  EUEE AL L N EDRIY NFS 23 X5 AR
»  NFS DAY FAUK P I B NP .
n  HEEAREDR S,
m  NFSJRFFaRBAHF NFS v3 5k v4,
w  QERAEEJT] Windows NFS JIlRg5#s, i e VAU TP UNIX 95 Gk UID/GIDD

s DR U AT GRS AR AU S 55k 2] vRealize Log Insight Web 1 Hii . URL A4 3
7 https://log-insight-host, Hih log-insight-host 3¢ vRealize Log Insight L1251 |P Hbilkik,
FHL%o

1 SaEEEHR.
2 fE “WET N, Rl

3 EERERABIEFR, REVL nfs://servername<:port-number>/exportname KA NFARYH
T NFS 7 X 2

Ui 15 ERIA N 2049,
4 IR IS o
5 HHEA.

F BAEARS ] LR PRI E N vRealize Log Insight FEA A RIS H EFE . B vRealize
Log Insight LS HAZERIEE AL H S REABE R R TR RS GRHE, BIBERLSAR]
vRealize Log Insight SXflH, A S NI HEFFEANE B, 204 vRealize Log Insight £74Y
5 \%| vRealize Log Insight i,

BEHR

1F vRealize Log Insight TS EhE, #iIL ESXi HI[1 syslog ii4k4: 5]k vRealize Log Insight.

VMware, Inc. 53



I vRealize Log Insight

vRealize Log Insight 7784 32 4aIH&K
vRealize Log Insight DURFE IR A A A4 LI

vRealize Log Insight BRI AE-fiEAE NFS IR5S7s b, JEHSEFRUN TR e 4 2 H R 1404,
a,

/backup/2014/08/07/16/bd234b2d-df98-44ae-991a-e0562f10a49/data.blob

Hih /backup & NFS {1, 2014/08/07/16 7EfER4HH], bd234b2d-df98-44ae-991a-
e0562f10a49 2B ID, [ data.blob M AREIRE,

E AP REURE data.blob jefiif] vRealize Log Insight YA ISR M. B & BO P AT THE.
MIEIRN A LA ST B I TRl . AL IRARTIRR R 20500

ALK O AR S\ 2 vRealize Log Insight, RifFAuZdis 5 RIS, T ARSI R G
W% S WK Log Insight 7744 HRFEA SRS F sk JSON #1KE vRealize Log Insight 77445 A\ %)
vRealize Log Insight H1,

1% vRealize Log Insight F#4 S A\ 2| vRealize Log Insight FA

BURER TR B T T PR T B2 M vRealize Log Insight B s FAIRINIH H S 155 WS ok AE
H vRealize Log Insight e FAY . AL Ay 41753\ vRealize Log Insight AR H &

T HSR vRealize Log Insight m DAIFIRFARER 3 sh & AN sm £, (Hil 2 i A% vRealize Log
Insight [ EARSFI DAL B SN H Sk
BTiR &M
»  PUEE A NS vRealize Log Insight FE##41 root i LN,
s HPAERT LS IME AEH 7R vRealize Log Insight HIER) NFS JIR%5 7
= i\ vRealize Log Insight RIS FAT R BRI 23 AR BT SN H S S
IR | /storage/core 43 X HIF IR/ N 128 [RALIA AR ZE R NAAARY H B 29 10 £,

iz
1 4 vRealize Log Insight vApp %37 SSH %42, ARGV root H T B Esk,
2 B A AR TR NFS JIRS575 1.
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3 B9 AP vRealize Log Insight H &M H S, iHETA Fird s

/usr/lib/loginsight/application/bin/loginsight repository import Path-To-Archived-Log-Data-
Folder.

S N H FIOR R, SRS N H UMY E SRR T A . NS AR H
B TG0l Javaclient . log AR BUHTZ H R B O R o

SRR R AT RE R EARA N A, BARER T T NS R N o
4 K SSH E#:
BESE
FAINV L i I b I A N ] E B 2o
# Log Insight F44S H ARG XA 43 JSON
LMl ar4 17 vRealize Log Insight £7A% S ) ALET6 SRSk JSON A%,

T e MEdad it FERA AR I SRR vRealize Log Insight Hi, a4 ik A% =
AIRES R A

BB &M
s BUFREYIA 15 R vRealize Log Insight FERLIA S root T %R,
m ik vRealize Log Insight FELE S EAT e 25 R AN S H I S

1 L5 vRealize Log Insight vApp 77 SSH #4822, SRJ5VA root T 5%,

2 {F vRealize Log Insight vApp | GBI AR H .
mkdir /archive

3 s ThA M S, RSSO B AR TR NFS IS5 as 1o

mount -t nfs

archive-fileshare:archive directory path /archive

4 75 vRealize Log Insight vApp F AT Ff#fE 234 .

df -h
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5 ¥ vRealize Log Insight f#F4 5 H R GE ARSI,

/usr/lib/loginsight/application/sbin/repo-exporter -d archive-file-directory

output-file

lan,

/usr/lib/loginsight/application/sbin/repo-exporter -d /archive/2014/08/07/16/bd234b2d-
df98-44ae-991a-e0562f10a49 /tmp/output.txt

6 ¥ vRealize Log Insight /7 #4714 BN A S Hk JSON %1,

/usr/lib/loginsight/application/sbin/repo-exporter -F -d archive-file-directory output-
file.

flan,

/usr/lib/loginsight/application/sbin/repo-exporter -F -d /archive/2014/08/07/16/bd234b2d-
df98-44ae-991a-e0562f10a49 /tmp/output.json

7 M SSH iR,

B # B 3h vRealize Log Insight k%
WL Web ISy &7 50, RIPAEEHTSE) vRealize Log Insight.

T35 5) vRealize Log Insight oS AT Pasih. Foiddil vRealize Log Insight 2241
M EHTE %

ARG

Wb A B AR AT SR R SRR FH P B3 53 5l vRealize Log Insight Web HI P 7. URL A% ALK
https://log-insight-host, T log-insight-host &= vRealize Log Insight FEIIAEESH) 1P Hikkak 141

—

SRR
£ “EE N, BEREE.
REERESENL A ERUEED.

Hh W N

|

1F vRealize Log Insight T sl #fIN ESXi H1[1) syslog JF4k£:5] 5 vRealize Log Insight,

VMware, Inc.



I vRealize Log Insight

%] vRealize Log Insight Eli& & B EIE

TORGAE -] vRealize Log Insight == ik TR R Sl IR 2880, 0™ AR e A 25 BRI
AR T pS

W5 vRealize Log Insight FEILE IR, SR FXNZI &S O RE B LR T8

AT LA H] vSphere Client FRIUEIR > SCPIZ FPALE Hk iR ] vRealize Log Insight FEALLE AL

TR AN, R PTDAE FHEE L Al &, B T 5 vRealize Log Insight RS SSH i1 T4
PR &4

R SSH %827 vRealize Log Insight FEA# 2%, iHS6GUE TCP i 22 2R 4T T,

n BIEE TSI %5 vRealize Log Insight HEI £ 1Y root ST

S8

1 5 vRealize Log Insight vApp #37 SSH #4482, SRIEVA root HI P S8R,

2  #xP] vRealize Log Insight JEIIBEAIIHLIR, 151217 shutdown -h nows

BESE
N PLLA B vRealize Log Insight FE % 24 O READAELE

T %k vRealize Log Insight X # &
41 vRealize Log Insight 1T B AR FUMEAT, 7 BAKS FI AR B SC R R A A SRt R s
£F] VMware SCRIRISBI T,

Y VMware SCREIRSS ST IZORIN, A8 M RERIRN SR . S Pild s G AL
ORGSR slial O T s B sal, BRIAS O T 2 s R sh it L B .

SCRFERIAT RO BT HI T RGN 1E 0

I BeZ VAR

API - POST appliance/vm-support-bundle g — NS A SRR U
API - POST appliance/support-bundle /tmp/ui-support/

Web JHI 50 - iS50 /tmp/ui-support/

Web JJ S5 - JiscRr DO —AAVE S A SR iR AR
W4T - scripts/loginsight-support CUBAE 2S00 H R AR Rk .
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AR

JE AR AR TR GRSy 55 2l vRealize Log Insight Web [/ 9. URL #4300
https.// log-insight-host, . log-insight-host 3¢ vRealize Log Insight FEALII& 2511 1P Hbhiksk 341

1 SEIEEED L.
2 fE CEEROR, PEHE
3 7E SR AN, T ESR.
VRealize Log Insight RZLEIZIIE R, I UAE4E tarball (IE2CREUE & 25 21 A Bk .
4 BB,
n  EERBRASARRE A O, G, S SRR s AL
SRRSO AT AR SR A S T R R R A
5 Hligkse,
fE SRR WHEHER, bR AR
EPEEIORAT tarball fARYIONIE, SRS L ARAE

N0

m

BAUAES SN A, DISEE SRR RIEE . RSO IS, ws R R scfiet, LAY
AN o

IIANSIE H VMware B AR % & it %

PRl DIAE SR vRealize Log Insight [E A EGER H VMware & PRI S 14

1E4%¢ vRealize Log Insight I, #RIDLEFSE RS SR P RESCE T . ez )n, LRI L
/} jJu)\jZJEHjIZ(-VI—jd o

BB &

Brub2 i O A A G B SRR T B0 5% 2l vRealize Log Insight Web [ 5. URL #54
https://log-insight-host, F.r log-insight-host /& vRealize Log Insight I 1P Hikksk 141

73

1 SHREEGEm,

2 7E CRCETON, REER.

3 7 CRPURIGEGE wR, e adERRIN VMware & RIS IRCE TR S A
IES, ZEBEEE Z I https://vmware.com K%
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4 REELRFE

7 vRealize Log Insight Bit & STIG &/ 1%E

FPEE e, RIDARCE vRealize Log Insight AR STIG (A FiRSNEHRE ) A WAL E s
DoD (GEHEERGHER) (7] s R At 2 A SR I PR il o
CIE=E 3E
P B DL 4B PR R F Y S5 5555 51 vRealize Log Insight Web FH L, URL #30h
https://log-insight-host, .1 log-insight-host /& vRealize Log Insight RIS 1P Hiklak 141
o
izl
1 SEEEET R,
2 7E C“ECETON, REEM.
3 fE “LERORYGEIERT EAST, PUTAHCHERAE:
n i DoD A E MMM DI DA e R v Tn) B SR 2 i s brifEsi i i DoD Fa RN A,
B AR Z IR —ER853 o SN SRR A
JE H] DoD [RIEM G, H P BRI ge iz R HE U2 il 1A R A R P SO A
jﬁo
n A IERLSRREPR S U, T b s FE— 2D A AR I DA A B e e P e LA AR
QAR TR R TR PR, 2R DA N NI R T 6 -
n BAAIE S E /D15 NTR
P 24 /NN RE R — IR D
n SRS ,  JoiEE s HR FR a ,
n  HPEBCSR, FE AR DA AN R S IR BN
QSR TS TR PR, WIAEDL NGO Rt E e
n /U 35 KoARE S E] vRealize Log Insight.,
s T 60 KA MU,

TGOV KPR A SR .

4 HRE.
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YRR AN . B AT vRealize Log Insight ALY 5.,

7 VRealize Log Insight A% #F WAN FHEE, YRR vRealize Log Insight A3 WAN HEE (4
MONHBERRESE | n] PR R s e e TS o TEERTR R A 1T SR RO SRR — 58 2 2 LAN . 5B
AN, i RSN R 1 A BT R s LA T s 2 TRIFT A R L a il o

ATEVHE T DA N 328

» [fi] vRealize Log Insight SR II T /ELRFETY

» )\ vRealize Log Insight LSRG T /ELFE T 4

w AT A

s AR A AR

[@ vRealize Log Insight &£E R M TIELET S

% Log Insight RERLI A RS0, SRAREHASINEIAATY Log Insight 75 ik
SR

1 5% vRealize Log Insight fEfli#%

T4 vRealize Log Insight fEfllisss . VMware ¥4 vRealize Log Insight JEl25EN . ova 33
1197 & - 1] vSphere Client %% vRealize Log Insight 4% %5 .

2 IIAILEEE
FEHCE A E N vRealize Log Insight 1515, FIRLESEHIT vRealize Log Insight 52471, SRfFH
HE IR S DUE R vRealize Log Insight 52,

#R2& vRealize Log Insight E#liZ &

% vRealize Log Insight f2li%#5. VMware ¥ vRealize Log Insight BRI EN . ova SKEFHATSY
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Hosts

¢ Inactive hosts notification.
Send alert listing hosts that are inactive for 1 days ~  of last received event (i)

The query will run every 1 hour and will only alert once for the defined threshold above.

Inactive hosts notification whitelist (i

SAVE RESET TO DEFAULTS...
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SREMRXHBEHEE

ui runtime.log AFEEVL M iz H B E .

[2019-05-10 11:28:29.709+0000] ["https-jsse-nio-443-exec-9"/10.153.234.136
DEBUG] [com.vmware.loginsight.web.actions.misc.LoginActionBean] [User
login success: vIDM: SAM=myusername, Domain=vmware.com,

UPN=myusername@vmware.com]

[2019-05-10 11:28:45.812+0000] ["https-jsse-nio-443-exec-3"/10.153.234.136
INFO] [com.vmware.loginsight.web.actions.misc.LoginActionBean] [User
logged out: vIDM: SAM=myusername, Domain=vmware.com,

UPN=myusername@vmware.com]

[2019-05-10 11:28:29.709+0000] ["https-jsse-nio-443-exec-9"/10.153.234.136
DEBUG] [com.vmware.loginsight.web.actions.misc.LoginActionBean] [User
login success: Active Directory User: SAM=myusername,

Domain=vmware.com, UPN=myusername@dvmware.com]

[2019-05-10 11:28:45.812+0000] ["https-jsse-nio-443-exec-3"/10.153.234.136
INFO] [com.vmware.loginsight.web.actions.misc.LoginActionBean] [User
logged out: Active Directory User: SAM=myusername,

Domain=vmware.com, UPN=myusername@vmware.com]

[2019-05-10 11:29:28.330+0000] ["https-jsse-nio-443-exec-6"/10.153.234.136
DEBUG] [com.vmware.loginsight.web.actions.misc.LoginActionBean] [User

login success: Local User: Name=myusername]

[2019-05-10 11:29:47.078+0000] ["https-jsse-nio-443-exec-10"/
10.153.234.136 INFO]
[com.vmware.loginsight.web.actions.misc.LoginActionBean] [User logged out:

Local User: Name=myusername]

[2019-05-10 11:29:23.559+0000] ["https-jsse-nio-443-exec-7"/10.153.234.136
WARN] [com.vmware.loginsight.web.actions.misc.LoginActionBean] [User login

failure: Bad username/password attempt (username: incorrectUser) ]

[2019-05-10 11:45:37.795+0000] ["https-jsse-nio-443-exec-7"/10.153.234.136
INFO] [com.vmware.loginsight.web.actions.settings.UsersActionBean]

[Created new user: Local User: Name=myusername]

[2019-05-10 11:09:50.493+0000] ["https-jsse-nio-443-exec-6"/10.153.234.136
INFO] [com.vmware.loginsight.web.actions.settings.UsersActionBean]
[Created new user: vIDM: SAM=myusername, Domain=vmware.com,

UPN=myusername@vmware.com]

[2019-05-10 11:47:05.202+0000] ["https-jsse-nio-443-exec-10"/
10.153.234.136 INFO]
[com.vmware.loginsight.web.actions.settings.UsersActionBean] [Created new

group: (directoryType= VIDM, domain=vmware.com, group=vidm admin) ]
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m [2019-05-10 11:58:11.902+0000] ["https-jsse-nio-443-exec-4"/10.153.234.136
INFO] [com.vmware.loginsight.web.actions.settings.UsersActionBean]

[Removed groups: [class
com.vmware.loginsight.database.dao.RBACADGroupDO<vidm/vmware.com/

vidm admin>]]
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