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] .msi M .mst SEESE vRealize Log Insight Windows fEHE

B2 vRealize Log Insight Windows X IE ) % 4~ S

PRA]PIAE Windows I BER1TEAL 352 vRealize Log Insight Windows FEER[# 254> 52431

AR A ETTE BT S [ FPIIE PR B, 20 http://support.microsoft.com/kb/305293,
AR &M

AT S il o b E AR DK P ki A B R e

s USRI vRealize Log InsightWindows RFE .msi PHMEIA, HE W FEAEZ8E it
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6 (k) F}4 vRealize Log Insight Windows i,
a BAY .msi PFEHIEIS AN
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9 MINCEE AL LK vRealize Log Insight Windows HIR/E R —BIAHIAR 5520
WS SERVICEACCOUNT Al SERVICEPASSWORD S8 E A .mst -5 vRealize Log
Insight Windows RFEZ A5, 15N vRealize Log Insight Windows HFE L 2R E AR E )
Pk P NI AL,

BESE

AIRZ A vRealize Log Insight Windows RERSLBIZ, 752 W, Log Insight Windows Agent fit i i
N

I T H vRealize Log InsightLinux {£IE RPM k48

R DLYEN root BIF root J F2einl BT vRealize Log InsightLinux fCEE, I H AT DUAE 2550 Rl 14 1
S T, AT DA IE LRI

AR &M
m Bk Linux BRI T20%€ vRealize Log Insight AERF &4 TR0 DA T g2 BRI B DA S ] BEERGX
Be

»  Llroot i/ sk, s sudo isf TG4

m  VRealize Log InsightLinux fRERTSE 1] syslog AL/ 554 REIEH TF. 4¢3 vRealize Log
InsightLinux fCEEH L7205 3 1 51517, WHRAE vRealize Log InsightLinux REEHABIZI T4
BN TAE, iAHN A R S

W
1 AT PO & e e s R A
w BB B4 2 vRealize Log InsightLinux RFF, 355 TTEl A e T Fard.
rpm -i VMware-Log-Insight-Agent-<version-and-build-number>.rpm
. EFRARBR A SO B B, TG s T A N A
rpm -Uhv VMware-Log-Insight-Agent-<version-and-build-number>.rpm

2 (gD AERTETIUIN, AT SRR B R AR . ST LR — SR TR E Dy T
et L WI— A5 AR TiZ R A o

sudo <OPTION=value> rpm -i <version-and-build-number>.rpm

3 (M) asfThh Far AR AL BERRRA

rpm -ga | grep Log-Insight-Agent
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5l Linux RIBZRIEFNE IR A

n DU N ALSEE T RPM Linux & 1THRIY vRealize Log Insight B, Zy 27 AR IR S 7 405
R, ﬁ‘@iﬂF?iﬁU\lﬁﬁD%M&/\U@ vRealize Log Insight fXF1].

sudo SERVERHOST=myagentserver SERVERPORT=1234 LIAGENTUSER=liagent rpm -i VMware-Log-
Insight-Agent-44.1234.rpm

w DU R T ER rpm SCPRRDEAREE. 4B BRI A

rpm -Uhv VMware-Log-Insight-Agent-44.1234.rpm

L IEW FE 3T vRealize Log InsightLinux {¢IE DEB &#{4&

ﬂ[zj}}\ﬁé\ﬁﬂzLL debconf i Zc sk i vRealize Log Insight Linux X} DEB (Debian)
@ LR, PR A UE 2 RS

AR

m iEBEEE Linux T8 vRealize Log Insight fAERFay S 4T0800 , T RZe BRI 1 LA NS Ay 4 1
PSR,

n DL root T ESE, wifdi] sudo s TGS

» [k vRealize Log InsightLinux fRIEEEA EE TAERTTRRY syslog FMIZE R S5 U5 RIAER . BRINE O
', vRealize Log InsightLinux fXFIfFia{T400] 2. 3. 4 15 [iafT, HAFiaiTdhyl o, 1 /16 1=
Jio

m RTEE BRG], T 5E X Debian Linux ffCHHRZz 358

1 BB HET vRealize Log Insight Linux I, 54115615 71217 dpkg -ipackage_name fiy
A
~ o

package_name %% vmware-log-insight-agent— M N ARRAII P EBIR A S 20 A .
PLU N iy 2B R BRI 2R AR R

dpkg -i vmware-log-insight-agent-VERSION-BUILD NUMBER all.deb

2 (M) asATEA M DS AL R R

dpkg -1 | grep -i vmware-log-insight-agent
i

AT BT
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gz e W\ BN, 158 ] SERVERPROTO A5, WibA Nonfilrdfis:

sudo SERVERPROTO=syslog dpkg -i vmware-log-insight-agent-<version-and-build-number> all.deb

B X Debian Linux By IE=3E
R LASE o {8 i SRR 25 M T 2R e B, Bl e debconf Bdfafaok B e &3

TN A TR 208, P PB4
sudo <OPTION=value> dpkg -i vmware-log-insight-agent-<version-and-build-number> all.deb

A RSEBEREIISIZR, 20 Linux |45 vRealize Log Insight fRERar A THED o

LA R R T —2E i AT 5 B R

» 52— HF5 vRealize Log Insight [li55#%

SRR AR, 15181T sudo w4, FH¥ hostname £l vRealize Log Insight IRS5#5 1)
P sk B LA, bk Fospirh o

sudo SERVERHOST=hostname dpkg -iv mware-log-insight-agent-<version-and-build-
number> all.deb

Eﬁjka)74ﬁ( ﬁﬂlﬂ FHAT -—-force- confold»*Tﬁz’ r1mu %E E@fﬁ U%ﬁﬁiﬂﬁ %ﬁéﬁ%ﬁé?ﬁ%ﬂ‘ufﬁﬁ ik
P liagent.ini Bt & XX, BioRPL T R R

Configuration file °/var/lib/loginsight-agent/liagent.ini’
==> Modified (by you or by a script) since installation.
==> Package distributor has shipped an updated version.

What would you like to do about it ? Your options are:

Y or I : install the package maintainer's version
N or O : keep your currently-installed version
D : show the differences between the versions
Z : start a shell to examine the situation

The default action is to keep your current version.
*** liagent.ini (Y/I/N/0/D/Z) [default=N] ?

%

FRRIAECE, W [default=N1, {52 M AT H & i Hofth
n EERNY,
guzgE e wR | Y, 15 # 7] SERVERPROTO A5E, WibL T Rl i x:

.

2z
=

sudo SERVERPROTO=syslog dpkg -i vmware-log-insight-agent-<version-and-build-number> all.deb
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R AERSIE ], 15 2SR F Rt SERVERPORT A8E1H, WL R sl fR:

sudo SERVERPORT=1234 dpkg -i vmware-log-insight-agent-<version-and-build-number> all.deb

» DR root [ Srtmiaf AR,

2D 3E root JI] 1 S 45151T vRealize Log Insight Linux X3, 1451517 sudo Mid,

sudo LIAGENTUSER=liagent dpkg -i vmware-log-insight-agent-<version-build-number> all.deb

WERFRERI N AL, vRealize Log InsightLinux AR AR 2B QI Pk = o G P 1
IS ASHMIER . A A ] LIAGENTUSER=non root user S84 %E Linux B2 H]
LIAGENTUSER=non root user2 ZHUMITHH, BB, HHOSERES, Hh
non_root_user2 %45 non_root_user F AR .

debconf #{EER DEB H{&EE B E XL

A DLl debconf £dfaE ki i AREE DEB Bt (U, NREox T FHY debconf BRI
vRealize Log Insight U DEB ‘¢ fE 71000 -

AT

SERVERHOST=hostname

SERVERPROTO={cfapilsyslog }

SERVERPORT=portnumber

LIAGENT INITSYSTEM={ init|
systemd}

LIAGENT AUTOUPDATE={yes|no}

VMware, Inc.

Debconf 2T

vmware-log-insight-
agent/serverhost

vmware-log-insight-
agent/serverproto

vmware-log-insight-
agent/serverport

log-insight-agent/
init_system

vmware-log-insight-
agent/auto_update

£
vRealize Log Insight [ELL# 511 1P Mkl 014 .
PRIMITN loginsight,

RITA) vRealize Log Insight IR 55 7% sk 2 S4Bl T
W FJBEHIE N cfapi Ml syslogs

2RIME A cfapis

RIf\) vRealize Log Insight IR & #a sk 5 = RS # k %
PR RIE A G . BRIAT ST, AREARYE  SSL
ISR P FHARR 3 1 o 152 IR T4 36 rh i
PBERER IS TUE o Y3 MRS UL N ERAEARI, 4
TR v L 2E 0

JEH T SSL ) cfapi: 9543

Z5J1 7 SSL 11 cfapi: 9000

JAJHT SSL 11 syslog: 6514

ESFT SSL 1y syslog: 514

rinere 3 i) 15| P R A g S bt oal U7 E X R S pe W NS ES) N G
WARGAA, ERT LA ke e R0, UE S
AT e CFFRIRIIA ARG LA PRI, init FI

systemde

S TIBEE REL [ s, A58 vRealize Log
Insight fIR35 75 Hh s A F shFgi A se 4 F 1 sh i, 2R
IMEN yes.

Linux BIN P A SR F BB
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S AT Debconf I R
LI_AGENT_RUNSERVICES vmware-log-insight- BINEIL T, ELE, 2orBlEE liagentd fRE)
agent/init_system F liupdaterd CGHFHET) 5. AILAH

LIAGENT_RUNSERVICES debconf Z4#% % A no DL
e VAl BIMES yes, HEZAH yes Al nos A
THHE 1 8k 0,

LIAGENT SSL vmware-log-insight- C
agent/ssl

LIAGENTUSER=uSer-account-name  vmware-log-insight- TR NETRB . W A, 2R F
agent/liagentuser SAIENZH PPN F R a8 1 ik oAy

1, VRealize Log Insight Linux fFESTEZ 38510 R 4 it
ZHIPK S GV e EN S A SR o
ERINEOUT, R E2 U root P SH3IEAT,
GAREEH] LIAGENTUSER=nON root_user ZEUL I
FF24ili Ffl LIAGENTUSER=non root_user2 #7714,
FahBhse, H A REY, 2 non_root_user2
A non_root_user JI IR

QU T P A EIEAN R A S Rl . mT A F 2y =0k
HRM: . WS BUGE T REIRS . T k55 Rin sk
PL root [ S 321 T,

Z ¥ Log Insight Linux Agent Zi# #l#k 4 &
BRSO oin SCA SO T TSR SR

AERSZ R bin BAE. WREEH] bin S EE A1 Log Insight Linux Agent, 1Az
F /var/lib/loginsight-agent H3EMN liagent.ini XHOIEE— N RIAR DR AN B . O
S EIANS, Fohillal Log Insight Linux Agent, 152 W Fshi#lla) Log Insight Linux AAEE bin &1,

WERAE ] oin B2 223 Linux B, £0 liagentd [ init.d JHAAEREE 2R Ferpd T4
B, AR STENNZIA . AT AT Bh A

APl 21T (/sbin/) service liagentd status s, AN ZERNDI,
AR

» [ Log Insight Linux Agent.bin BB HIZ] bR Linux HHEA,

» 71\ Log Insight Linux Agent E.f5 syslog FIRIZRIR S5 1015 RAUE o

m A BRI 1 B DA QD 7 2R I TR BSOS N A . 12 Linux |- 2235 vRealize Log
Insight FREEA 1 TR o

1 ITHEHEHIZEIT chmod w54, ¥ .bin XAFEBCHRIHAT .
i FIAEN [ AR 54 filename-version.,

chmod +x filename-version.bin
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2

M-S HLRTTH, 1247 . /filename-version.bin mraPLEEE,
{5 AR ORR A filename-version.,

./filename-version.bin

(RT3e) B2 AE R4 L F bR vRealize Log Insight JIR55%%, 1Hia/T sudo

SERVERHOST=hostname ./filename-version.bin 52,

¥ hostname ¥y vRealize Log Insight IR 5281 1P Hihibak 4144 .

sudo SERVERHOST=hostname ./filename-version.bin

(ATe) B s BRI ERE Y, 5 {# ] SERVERPROTO A5te, WibL Fonfidifiros:

sudo SERVERPROTO=syslog ./filename-version.htm

CAle) BRI, 5B iddlt SERVERPORT B HHE, LA Ml fx:
sudo SERVERPORT=1234 ./filename-version.htm

(A1) FPLIE root TP 5151217 Log Insight Linux Agent, iia{T sudo s,

sudo LIAGENTUSER=liagent ./filename-version.bin

WHRFSERIH P ARTFAE, Log Insight Linux Agent 2x7F 2R 1R 6 @t F bk . BRI P e s

NS . WAL ] LIAGENTUSER=non root user Z414%% Log Insight Linux Agent Jf22 i i
H] LIAGENTUSER=non root user2 ZEMITHE, FHEHIMZRIE RS, [l non_root_user2
H 1945 non_root_user IR .

Linux _F FAF %% vRealize Log Insight {XIEf £ S1TIRIR

MATEAT22%E vRealize Log Insight FCER, AT DUAIFHARN AU T DAFE 2 B3 TA) e o A8 O3B axXxvbyk
TN M T 1iagent.ini SCHFHAIBE

TELBER T DL DA P iR EAE Linux 5% 121711 vRealize Log Insight 41X,

R R

SERVERHOST=hostname VRealize Log Insight FE# 1) 1P Mokl AL

RN loginsight.

SERVERPROTO={cfapilsyslog} {RHA] vRealize Log Insight [l 55 & 24 FHEEAIT6E I o

TREME N cfapi il syslogo
RIS cfapis
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il R

SERVERPORT=portnumber HHF) vRealize Log Insight 55 sk 28 = i 55w A ik g
Jrf G o BRIAMESL T, AR, SSL AP st B
PRSI ol FHARIN 3 11 o 152 1 T A SR B AR Bk A s 11
o A48 TS DL ERNE AR, ) 5 B a e i
i,

JFJIT SSL (1 cfapi: 9543

T SSL 1 cfapi: 9000

JFTT SSL 11 syslog: 6514

2T SSL 1 syslog: 514

LIAGENT_INITSYSTEM={initl|systemd} TR, RS A SR 2 R Z B TR U R Aa L 2
G, SEPTLAE P R iR e AU, DU S T .
SFHORIIHE R G L N R, init Fll systemds

LIAGENT AUTOUPDATE={yes|no} Jo PR FAREE [ 25T, BSAL M vRealize Log Insight
R S5 A M A s A se 2 a A s s, BIMEN yes,
Linux BIN FP-EA SR F BT

LIAGENT_SSL={yes|no} et AU T SSL, KPR ] TLS 1.2 iy
M55 A A T o BRIMEN yes.

LIAGENTUSER=USer-account-name FREAH S TRERM S AR AR, et T2l
HZM P UE R . QR EsE ik AT,
vRealize Log Insight Linux FREESs7E 2B IR 61 dhiz T ok
Fo BRI e NS AR o
TN, R LA E 2L root HIJ a7,
WA LIAGENTUSER=non root user SR T4, Ff
ZA#H] L1AGENTUSER=nON_root_user2 #H4T714%, M2 HE]
MR, A oREE, BN non_root_user2 Mk AT
non_root_user I FIRER
QU I A f2 R . AT RAEE F 8 5 S H %
Bio IESEGE T REIRSS . SHRE T IR 54628 root H
FSRIEAT,

vRealize Log Insight RIEF B ZhE
ML # ] vRealize Log Insight fRER H 2058 DhhE, 3G shREER] DAARYE vRealize Log Insight Al 55+#s
A2 AR Y . O B2 T

TR DA 35 b DR A AREE T B S0, rTLAES o D &SRB S T B . AREA A
SEFIRAIRES, FEERRATD 4.3 HOE S RRA.

Linux BIN B AEA S35 F B3

AENREBEZHAS SHEBER

PR DL e S MR ER A0 & i SR AT P 2R F B R
ERINBIT, B MREE % P b s E ST .
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AR SR
RERATN 4.3 ol B ARA

EZ

1 (FgiEas T AN 1iagent . ini X
2 k%] [update] BT

BEIRTLL Forfils

[update]

’

Do not change this parameter

package_type=msi

’
’
’

’

Enable automatic update of the agent. If enabled:

the agent will silently check for updates from the server and

; 1f available will automatically download and apply the update.

auto_update=yes

3 g%"—fﬁﬁ Qiﬂyi?ﬁy l%HX/ﬁ(T%% auto update=yes, j—IC/I%/t\tEEE&jJ auto update=no,

HOBRANESL N, REEESERAE T R RS B, auto_update MERIMEN “yes” , BIfFC IR
WL

4 RIFFHKH liagent.ini X

VMware, Inc.
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Bl E VRealize Log Insight {XIE

RIS, AT DN AT DA i 4 B R BRI vRealize Log Insight IlRSS 7%, Rt

BRI P H A S5

T Ee i, AR PR AR R A B AR

s fid¥4 Log Insight Windows Agent
%% Log Insight Windows Agent f&, A DANHAH TR E . 4t 1iagent . ini SO AIECE 20K
H1 45 vRealize Log Insight (1 Log Insight Windows Agent. 4 E 3l 3 PSR 11 . ZRi
Windows i, AR E SO H B 23T $Programbata$\VMware\Log
Insight Agent HIEH,

s it Log Insight Linux Agent
225 Log Insight Linux Agent Ji, Z8a] DI f e i .

» K vRealize Log Insight FREHfK 4
A DME A 1iagent . ini XA [server|<dest id>] MRk artel, HHERBLEEIH
RIS Eo

= M VRealize Log Insight {RFRFL %175 H.
PRI DU ARB SR L & B 2 =/ Ebr. HFRATLAEHE vRealize Log Insight IR S5 ukft &
% B =y H A BRI T %

m VRealize Log Insight fXFERAGHE P E
AT PARC EL 22 vRealize Log Insight f{FE,

R TR
PRl DL IS T Windows 5§ Linux AR RERAL B3 1023 S 50 75 o AR B SOk
UNIE

. OHTHE
R H SRR WA H G BN S AL s, IR R 1515 %] vRealize Log Insight JIk5a%. M

H iR F, vRealize Log Insight Rl DT H &, M HERHRIUE B, FHERS & FUoREER,
ST Windows HI Linux vRealize Log Insight fXEE, Im] e H ST o
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AL & Log Insight Windows Agent

%& Log Insight Windows Agent 7, R LUNHITACE . 4% liagent.ini CFAIC e SR 4
7;1L | vRealize Log Insight [fJ Log Insight Windows Agent. #EE ST AR . Z501 Windows
P, DU E RSO H B, Z XX T $ProgramData$\VMware\Log Insight Agent H
KH,

Log Insight Windows Agent BERIAEL &

LAESER R, liagent.ini XA Log Insight Windows Agent [P B 2RI A .

Log Insight Windows Agentliagent.ini BtiABL &
WER R AR ASCH FIEFRANE, 1 ECE R A7 UTF-8,
AR TR AR, AN E SN SRS E S, WA 1iagent-

effective.ini ¥

TP RE 2 R IR S575 O AR DT A P 3 P B e

; Client-side configuration of VMware Log Insight Agent.

; See liagent-effective.ini for the actual configuration used by VMware Log Insight Agent.

[server]

; Log Insight server hostname or ip address
; If omitted the default value is LOGINSIGHT
;hostname=LOGINSIGHT

;Enables or disables centralized configuration from the vRealize Log Insight server.

;When enabled, agent configuration changes made to the liagent.ini file on the server

;are joined with the settings in this file. to this agent. Accepted values are yes or no and
0 or 1.

;The default is vyes.

;

;central config=yes

’

; Set protocol to use:

; cfapi - Log Insight REST API

; syslog - Syslog protocol

; If omitted the default value is cfapi

;proto=cfapi

; Log Insight server port to connect to. If omitted the default value is:
; for syslog: 514

; for cfapi without ssl: 9000

; for cfapi with ssl: 9543

;port=9000

;ssl - enable/disable SSL. Applies to cfapi protocol only.

; Possible values are yes or no. If omitted the default value is no.

;ssl=no
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; Time in minutes to force reconnection to the server
; If omitted the default value is 30

;reconnect=30

; FIPS mode.
; Possible values are 1 or 0. If omitted the default value is 1.

; ssl fips mode=1

[storage]

;max_disk buffer - max disk usage limit (data + logs) in MB:
; 100 - 2000 MB, default 200

;max_disk buffer=200

[logging]

;debug level - the level of debug messages to enable:

i 0 - no debug messages

i 1 - trace essential debug messages

i 2 - verbose debug messages (will have negative impact on performance)

;debug level=0
;
;The interval in minutes to print statistics

;stats_period=15

[update]
; Do not change this parameter

package type=msi

; Enable automatic update of the agent. If enabled:
; the agent will silently check for updates from the server and
; if available will automatically download and apply the update.

;jauto_update=yes

[winlog|Application]
channel=Application

raw_syslog=no

[winlog|Security]

channel=Security

[winlog|System]

channel=System

b i ERNE Eiisay

hostname LOGINSIGHT vRealize Log Insight FELLEEAS ) 1P Hihik
oML
PRIAE N loginsight,

central config yes I ARER S ek ES e rh A B . SRR

R E s, RS 24 vRealize Log
Insight JIR S5t hitc . Hes il
yes, no, 1 EE 0o gﬁL&ﬁﬁj@ yeso
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28 BRIME

proto cfapi

port 9543, 9000. 6514 #1514
ssl yes

max disk buffer 200

debug_level 0

channel NARET . L. RS
raw_syslog no

ssl fips mode 1

VMware, Inc.

iR

FRBEIA] vRealize Log Insight JIR5575 k124
FPEFT R IR . PIHEROE A cfapi £
syslogs

WM cfapis

RFE[ vRealize Log Insight Ik 5528k 5
=R E ST R o
SINEOUT, AREEAUEY SSL FIFR S
HOREITLE AR R s 1 o 55 W T TSI
SRR BRI A B o AN 22 3t 1 2 'ﬁ P
N ERAAMEAN I, AR TR E i 1

JEH T SSL Y cfapi: 9543

BT SSL 1 cfapi: 9000

JA T SSL 1 syslog: 6514

AT SSL K syslog: 514

JA kAR SSL. BRIMEA ves.

Bt oss1iE N “yes” I, WA E I
18, W< [A3h A1kl 9543,

1 Log Insight Windows Agent JTI T2z
Jitf K H H G R A 25 7] (MB)o
IKBIFEEM max_disk buffer I, fRHE
BHIEEFT N BTE L

FEXH BTG B, 1S WA Log
Insight Agents H5E X H T E4n s B.2%

Ao

NN SR AR 2 2 A2 FHEJ‘— PN
4 Windows - H i ; Log Insight
Windows Agent IA}J\JX]H‘ R
jl:‘

2 W Windows SEmE R

S syslog THIKIFEE,  FairtRERIL
T RIEIGG syslog Fifko BRI

no, FRIERRYFRm L H e it
syslog JRMIATHAT ., o T AT 7EA
AT syslog FLaflt s il MR,
FeZ R yes ok 1AM no ik O,

i liagent.ini SR Log Insight
Windows Agent jii 25 F FIPS fri:t,
FZOEN 1 FT O,
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M Windows S#EEWES

HPLK Windows S IEZNIE] Log Insight Windows Agent il 2. Log Insight Windows Agent ¥

WEE T & 245 vRealize Log Insight JIR557.
TRAMZ B —ERRG. LUN 2P R 20k, I E B,
m  event type

m  hostname

L} source

m  text

&

S
&l
i

B0 223t vRealize Log InsightWindows fAFER Windows 5 AL, FEh “MRES” EHRDEIEE

2% vRealize Log Insight AR %S .

B
1%l vRealize Log InsightWindows ACHR[FIFE Kok H 5% o

Sk

-

$ProgramData%\VMware\Log Insight Agent
2 EEESORYHEAETITH liagent.ini XfFs
3 ARG IR E T ASAERE.

&

SE B34

[winlog|section_name] Bt B o HIME— 24 P o

channel FURBH RS (R RIEP S Windows N HIFLF “Shibiraes”
PR o BWEBIFHINEE AR, BEFEG P AEnhmE, EEETEs
SERZIRTEIN R

enabled JHT IR S IR BB 1 — A eS8 TREIE yes ok no CRIX 43 K/

5) . BRIME N yes.

tags AT AR S R 7 Beds N 1 SR IE I AT 288, 1] JSON FooRikine b
1de PR AT LA S TR SR M RIZk, bl s I RRLA 7 BEak R 2Tk,
HHABEH 64 NMFRF. MRidBFRAX D KNS, B, i
tags={"tag_name1" : "tag value 1", "Tag_Name1" : "tag value 2" }, N}
Tag_Namel {EHHELIIZNG . AGEF event_type I RIERHIERRIZ&4F

ANFE TR Pt A A BT RS f 20005%

G ERRIE syslog IRES5HS, Arid i hESTE 5 APP-NAME FB. 4,

tags={"appname":"VROPS"},

VMware, Inc.
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28 Eiyuy
whitelist, blacklist AR EHERR H B R e 240

E blacklist BHIEMNTFBG A ITHICK.
exclude fields CT3) T MR HR BB —AS 4. W AEE 53 IRz

PEEZAE. B, exclude fields=EventId; ProviderName

[winlog|section name]
channel=event channel name
enabled=yes or no

tags={"tag namel" : "Tag value 1", "tag name2" : "tag value 2" }
4 {RAFFFRH liagent.ini Xff.

T BB
20N [winlog| BlE .

[winlog|Events Firewall ]
channel=Microsoft-Windows-Windows Firewall With Advanced Security/Firewall
enabled=no

[winlog|custom]
channel=Custom
tags={"ChannelDescription": "Events testing channel"}

4 Windows $1¢i§.i§i§2§ﬁﬁ

A LLN Windows S FmmE 1% B e s DA w2 S ek iR H B9

ffiff] whitelist Fflblacklist ZECKLTHRFR LR, ki e —MSH - FBRAER AT

# blacklist BeW{\GE T 7RG A HTFHCOR,

n  whitelist ZEUREETGRFIA I NIERH EFE . R 2 SEG AN FE A Ba 5
10

m  Dblacklist ZECEHERTTERZE M AAESIH S, ZRIMEN 0.

A7 Windows FiFFE MBI 5E AL, B2 0Nl BAEFAT

IR &M

T Bl H 43 vRealize Log InsightWindows fRFR[ Windows 115HAL, 5sh “MRES” EHEREDIK IS
2% vRealize Log Insight RIS .

B

1 1% vRealize Log InsightWindows fXFRIIFE T 250k H 5% .

$ProgramData%$\VMware\Log Insight Agent
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2 FEESORGHEZETITH liagent.ini XfF.
3 7 [winlog|] BB/ HRII whitelist Bf blacklist S5,

Bian

[winlog|unique section name]
channel = event channel name

blacklist = filter expression

4 )\ Windows S/t BRI ATl gk s .
4

whitelist = level > WINLOG_LEVEL_SUCCESS and level < WINLOG LEVEL_INFO
5 {RFEIFCH 1iagent.ini UM

Bl EERREE
ST DUR R O DO s B i, il
[winlog|Security-Error]

channel = Security
whitelist = Level == WINLOG LEVEL CRITICAL or Level == WINLOG LEVEL ERROR

] DU AR o MO FRE Fram i H U B VMware Network i, 54

[winlog|VMwareNetwork]

channel = Application

whitelist = ProviderName == "VMnetAdapter" or ProviderName == "VMnetBridge" or ProviderName
== "VMnetDHCP"

AT LR AR E Oy M e il r SRR e SR AN B S5, Biln

[winlog|Security-Verbose]
channel = Security
blacklist = EventID == 4688 or EventID == 5447

EHFRMEER

11 Windows S B A AR A i e Rk .
fFiEREXEEF

BEA Wb

==,1= SPRAS T, ST BRI A B,

>=,>, <<= KFES T KT TS T (USHE7B— R,
&N AL Rk, RS RANTERT. DU TR R
LS BEAL BiES. AT ARk AR,
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BREAF Eiiii%y
i —TCEHHRETAT . TN ERE I E U
0 VAR AR BTG S A ST T o

Windows E4FE&
AIPAER ek i TILA N Windows SR,

FEAZTR FEKFL
Hostname AR
BN TR
ProviderName AR

EventSourceName [

EventID B
EventRecordID e
SGiRIE] FITHR
UserlD R
Level e

RERTAGE A P 930 SR
®  WINLOG_LEVEL_SUCCESS = 0

m  WINLOG_LEVEL_CRITICAL =1
m  WINLOG_LEVEL_ERROR =2
® WINLOG_LEVEL_WARNING =3
m  WINLOG_LEVEL_INFO =4
m  WINLOG_LEVEL_VERBOSE =5
1155 ey
OpCode 7
Ktz Ky

=

LA VAGE VAR BUE S A

WINLOG_KEYWORD_RESPONSETIME = Ox0O001000000000000;
WINLOG_KEYWORD_WDICONTEXT = 0x0002000000000000;
WINLOG_KEYWORD_WDIDIAGNOSTIC = 0x0004000000000000;
WINLOG_KEYWORD_SQM = 0x0008000000000000;
WINLOG_KEYWORD_AUDITFAILURE = 0x0010000000000000;
WINLOG_KEYWORD_AUDITSUCCESS = 0x0020000000000000;
WINLOG_KEYWORD_CORRELATIONHINT = 0x0040000000000000;
WINLOG_KEYWORD_CLASSIC = 0x0080000000000000;

C
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N
WCERRTA ™ . DI R
[winlog|app]

channel = Application
whitelist = level > WINLOG LEVEL SUCCESS and level < WINLOG LEVEL INFO

PUR S 2 A 1 P ) A AZ SRR A

[winlog|security]
channel = Security
whitelist = Keywords & WINLOG KEYWORD AUDITFAILURE

MNBEX R ESES

DL vRealize Log Insight Windows AERRLE M — P EkE /N HE SRR it
TR B —E MR LU N SRR 2R, AR ETR AR,

m  event_type

m  hostname

m  source

m  text

i 2 ] o RERME BAEE = Ehr, FEH A Rk B2 i R Tk, 152 W vRealize Log
Insight RFERH: L5 E.,

O

Y

par

s URERCORESE (TS, SRR A R IR RIS AL S A fe,
B 1 HH B RS O, e EACEE DA TR glob (X Wt am i Scrl, s eIt H b Sofy: . i
RIS IR S, RIS, B, CPU il RAM,

n [OYNE TN T S TR, AR A MAZ IS H Uk e it

IEARFN S R A5 SR a8 . AR E By ZEm N H 5%, WA 3 S sh R A REH A I X vt H 5%,

[ ]
BT/ P A B X 2 H 5k o
ARG
B EIE 223 vRealize Log InsightWindows FRFE[) Windows 5L, B3l MRS EREsDIgUE &5

2% vRealize Log Insight FRFEAIR %S .

N

[
S5 vRealize Log InsightWindows HERIFE T80 H 5.

-

$ProgramData%$\VMware\Log Insight Agent

2 EAEESORgR AR 1iagent . ini P,
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3 HRENZSEY [serverl<dest_id>] #93. USIIBC B2 EO0F R BLIAEME .

[filelog|section name]

directory=path to log directory

include=glob pattern

S8
[filelog|section_name]

directory=full-path-to-log-file

include=file_name; ...

exclude=regular_expression

VMware, Inc.

iz
FC AR TROME— 4

BRI SE R 2. S glob Bl oRPIFcT:
m T\ D:\Logs\new test logs HRMFTH T HRHULE, 5]
directory=D:\Logs\new_test_ logs\*
m QURFRSREA AT AR, LA TR AT - H R

directory=D:\Logs\new test logs\*\*

SR SR H SR EOT B S PR RIS RE,  BNRE B — R B T H SR E X
H3% glob, flfl: directory=c:/tmp/* B{ directory=c:\Logs\*, HRIKEN
D A

FEPTUAE SR HT A AR PRI R, B2 P Mg B e is, AR
Al iz se H RS-

P — NSRS R SCHIRIA P 5, DAREZS O] — Sk B
o Mz R, PTUUAHREIRS IR AN RIAR AN 0 75 o

pacRIE SRl G R v v | | [ R I B s R s el R =R E XU

ATy M HISCE BRI SR A SRS (glob B2 o TRAmE R 73 543 fRit
FIRIIERBEBME . BRI * ForEIa Xt 228X 0 KNS,

A] DA ISR (glob B Kl nl ay 2 20E Sk, DA —A -4 R
Fr i S 18— B, S zsgScE& (Blal, vRealize Ops
Analytics.log fll vRealize Ops Collector.log) H[LU#fi] vRealize?
Ops?Analytics*.log i vRealize*.log i, Wi SCLH&ER, TFIRAFEE
Linux 11 Windows AT N AEREC L ) 52 10 -4
BANEOUN, zip A . gz SCE AR HERR

EERE QUSRS H S, ] include Fl exclude Z8HEEH
I 5 32 SRRSO AARVE R glob X 4t glob #5225 H AR SO
VL, M vRealize Log Insight fAH AT RESTER SN Fifl. vRealize Log
Insight fRERS A ShHE SO IERIBT , IR RAE AT &% 2]
VRealize Log Insight Ik %5+, U1, QRENFHHESHFZ N myapp . Log,
¥HE N myapp.log.1. myapp.log.2 %4, AIPIHIHALLT include Hx:

include= myapp.log;myapp.log.*

CATE) BASEE -PHEBRIN SO # S PHERYS (glob KD o RIVAEIE S5 4RI
HIERRPE ARSI BRI S, Fon AHEERE RSO
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S

event_marker=regular_expression

enabled=yes|no

charset=char-encoding-type

tags={"tag-name" : "tag-value', ...}

exclude fields

raw_syslog=Yes|No

Bl BE

[filelog|vCenterMain]

iR

(Al o BGOSR E N 2k 7, R 2ms,  JBRIA M IRA 175, #
NIFGE A ] Perl IENIFeik iR
OB, 515 () SRS A NE N SRR R AL EE . A
5o
1T~ vRealize Log Insight fRERG R SCIIRER AT T ML, S NISAFAE N AR
oy HEIHE ATRE 2 o B2 T, AL H R SCPRB I e 1k (I TR
200 ZFb, [fEAWEEIHI event marker, H RS NE TR, TN
AELke SErH AR, B e T event_marker WL HIG SR
IR 7 Rl e dE i

CAlge) TR s A B E B T — S5 WTREIVEDY ves B no. ERIME N
ves,

Calage) AP 1 H S 7R/ g . P RRAE G d:

m UTF-8

B UTF-16LE
B UTF-16BE
ERIME N UTF-8,

CAge) TR BTIEE R B A & XARE R — N2 8. fiH JSON £orik
ESMbRIG. bRl @A VS 7Rk B MRk, Rl B RELL T REEk T 2k
Tk, HHARRHN 64 AT, MRd A KNS, Bildn, i
tags={"tag_name1" : "tag value 1", "Tag_Name1" : "tag value 2" }, N}
Tag_Namel /o FEIIZME, AHEK event_type FHIN B EFRIC AR, 71—
AP R R BT AT B A TR g 20
AR EARLE syslog Ikgss, dridrlfesdiss APP-NAME 7B . i,
tags={"appname":"VROPS"},

CAle) HF MR FHEER A BRI — 28k AT DAl -5 50 S5 B vl 2R
R ME B,

B  exclude fields=hostname; filepath
B exclude fields=type; size

B  exclude fields=type, size

KT syslog PR AREE, 20l se i RERRCEE AN L 24 5 Uf syslog 5t 2RIA
fih No, Forfi I HEE M syslog EMEHAHE S JH T 7EAE
TTHEAA syslog FEHafIE I PRS-

directory=C:\ProgramData\VMware\VMware VirtualCenter\Logs

include=vpxd-*.log

exclude=vpxd-alert-*.log;vpxd-profiler-*.log
event marker="\d{4}-\d{2}-\d{2} [A-Z2]\d{2}:\d{2}:\d{2}\.\d{3}

[filelog|ApacheAccessLogs]

enabled=yes

directory=C:\Program Files (x86)\Apache Software Foundation\Apache2.2\logs

include=*.log

VMware, Inc.
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exclude=*_old.log
tags={"Provider" : "Apache"}

[filelog|MSSQL]
directory=C:\Program Files\Microsoft SQL Server\MSSQL10.MSSQLSERVER\MSSQL\Log
charset=UTF-16LE

event marker="["\s]

% E Windows HEX 4B EFE
el LA Windows H G SCH& B Tndess DS A0S ek ki H E g

i/ whitelist Mblacklist ZHECRIETHEAE N, THddak g — M P B A

E blacklist BEH{UEHTFE: AAHTHSOK,
n  whitelist ZEUKREETRELA R NIETH S35 0E . R 2 S5, AN B A RE &

1.
= blacklist ZHCHHRIHERERIEM IR E B BN O.
H Windows FHFFBALSTIFFINSEEAIR, 55 W7 BARLSTT,
BIRSH

B BT 2% vRealize Log InsightWindows fREEY) Windows 5L, H5h “Ik%s” BRI
V224 vRealize Log Insight FCFEARSS .

iz
1 5%l vRealize Log InsightWindows HIR[FE T H0 H 5%

$ProgramData%\VMware\Log Insight Agent

2 HEESORGiHASTETIT 1iagent . ini X,
3 1F [filelog|] ¥ iN whitelist Bf blacklist %4,

5l an:

[filelog|apache]
directory = path to log directory
include = glob pattern

blacklist = filter expression

4 )\ Windows Fi/ 7Bz H A O it Ak 1.
fan

whitelist = myServer

5 {RIFEHXM liagent.ini MAF,
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. THEIERSELE
PR DAR B AREEDAOREE Apache Hid, Hir, server_name ly

[filelog]|apache]

directory=C:\Program Files\Apache Software Foundation\Apache2.4\logs
include=error.log

parser=clf

whitelist = server name == "sample.com"

blacklist = remote host == "127.0.0.1"

B EMHH%F Log Insight Windows Agent
R DR Windows T & 211217 Log Insight Windows Agent [ 1541,

FERTDAE ] Windows S4B DhRE ik M2 & Windows R 1 & 81 %05 Log Insight Windows
Agent (L. SR, ALK Log Insight Windows Agent it SR I AT K i, TR Ee
4 1%% vRealize Log Insight IR%558.

R Windows FibE k. 112 I http://technet.microsoft.com/en-us/library/cc748890.aspx Al
http://msdn.microsoft.com/en-us/library/windows/desktop/bb870973(v=vs.85).aspx.

o]
=
&m

4

Z WM Windows FiFEE Lt ©

e
\

S8

1 |4 Log Insight Windows Agent fit & s Ii—Nrial s, F Masalic & FHi Windows FiffiiE
LR

PRAHIE 2858 ForwardedEvents.,

K Windows L

N

BETR
#:% vRealize Log Insight Web P53, TS & S0 8k

FL & Log Insight Linux Agent

2% Log Insight Linux Agent fi7, R DA TG

PRI P AR e, AR R i R4 Bl vRealize Log Insight IS5 #sHOREE  FEE B (5 s
A, ARG RS S H B s, AE liagent. ini PO E, 5200 7F Log Insight Agents
EP/EXE LqééH'Mm %73
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HTTP://TECHNET.MICROSOFT.COM/EN-US/LIBRARY/CC748890.ASPX
HTTP://MSDN.MICROSOFT.COM/EN-US/LIBRARY/WINDOWS/DESKTOP/BB870973(V=VS.85).ASPX

{ifiJf] vRealize Log Insight f{Fi

vRealize Log InsightLinux {XIEEAEL B

SRR, liagent.ini MAEHI{U2; Log Insight Linux Agent [T E 2k A B

VRealize Log InsightLinux {12 liagent.ini I\ E
ARARAETAE ASCH I AWRANE, R E R AE R UTF-8,

ARG AR PG, I I EE R S S IR S5 =r FPIR e 5 T, T4 L liagent-effective.ini 3¢
1¢O

TR RES AL IR 25 i 0 AR DT C F2 33 1 B 28

[server]
; Hostname or IP address of your Log Insight server / cluster load balancer. Default:
;hostname=LOGINSIGHT

;Enables or disables centralized configuration from the vRealize Log Insight server.

;When enabled, agent configuration changes made to the liagent.ini file on the server

;are joined with the settings in this file. to this agent. Accepted values are yes or no and
0 or 1.

;The default is yes.

;central config=yes

; Protocol can be cfapi (Log Insight REST API), syslog. Default:

;proto=cfapi

; Log Insight server port to connect to. Default ports for protocols (all TCP):
; syslog: 514; syslog with ssl: 6514; cfapi: 9000; cfapi with ssl: 9543. Default:
;port=9543

; SSL usage. Default:

;ssl=yes

; Example of configuration with trusted CA:
;ssl=yes

;ssl_ca path=/etc/pki/tls/certs/ca.pem

; Time in minutes to force reconnection to the server.
; This option mitigates imbalances caused by long-lived TCP connections. Default:

;reconnect=30

; FIPS mode.
; Possible values are 1 or 0. If omitted the default value is 1.

; ssl _fips mode=1

[logging]

; Logging verbosity: 0 (no debug messages), 1 (essentials), 2 (verbose with more impact on
performance) .

; This option should always be 0 under normal operating conditions. Default:

;debug level=0

[storage]

VMware, Inc.
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; Max local storage usage limit (data + logs) in MBs. Valid range: 100-2000 MB.
;max_disk buffer=200

; Uncomment the appropriate section to collect system logs

; The recommended way is to enable the Linux content pack from LI server
;[fileloglsyslog]

;directory=/var/log

;include=messages;messages.?;syslog;syslog.?

b i ERNE Eiisa

hostname LOGINSIGHT vRealize Log Insight FEREE 1P Mkl
A,
PRIAE N loginsight,

central config yes I ARER S ek A g rh A . SRR

e E s, (RPES ZE% M vRealize Log
Insight IR #HRALOACE . BeZOE N
yes, no, 1 k0, gﬁL&ﬁﬁj@ YeSo

proto cfapi HIE vRealize Log Insight fIlk 55 A%
FAERTEE R TY . FIRERUE N cfapi A1
syslogo
RIMESY cfapi,

port 9543, 9000, 6514 fl 514 I vRealize Log Insight JIR 55 2% 4%

AT AR SR I . BOAMEQT R )
F SSL 11 cfapi Jy 9543, ZH] SSL 1y
cfapi “jy 9000, JiJHl SSL [1) syslog 1y
6514, Z5f] SSL 1) syslog 4 514,

ssl yes A A SSL. BIAE N yes.
Foss1 BB R “yes” I, WA E I
8, W< E3hA ’m’Dl_HﬂEL 9543,

max_disk buffer 200 ihi Log Insight Linux Agent JTl T2 nfefiff
K HH BRI ZS A (MB),
REFRER max_disk buffer [, X
B EF RTINS,

debug_level 0 X AEFEAE RN HE AL Log
Insight Agents HE X H B iF4nes B.4%
e

ssl _fips mode 1 M1k 1iagent.ini Xfh Log Insight
Linux Agent J3JTIak 25T FIPS #ist, $252
R A 1 A1 O

M BB ESEHS
] DL vRealize Log Insight Linux AREREC M —A B 24 HE SO S -.

RN, vRealize Log Insight Linux ARSI S fh v R ek grlias G 2t nbeusi oo Beus SCPH S
PRk AT LGB AR 250 exclude=. *, A% vRealize Log Insight Linux ARERIHE
S o
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FRAAIRSE ) —EMIR . LN 2SR 2 hR, BB IE B AR,
m  event type

m  hostname

m  source

m  text

i Z O RIRME B E =AHFR, JFH A DIER A% B2 AT g Tk, 152 W vRealize Log Insight
FRHEE AR R

\

T R RS (A11000 Pk Z) K FEL vRealize Log Insight HERE AR i g3 IR 1%

FESEM EAUR AR . BB 1R B RRIE AL, 15 EAREEDAE FIRCAN glob (R TEATTR IS HE, sib 1+

I HES o W REDR IR RS, G R INENIZE, B, CPU 1 RAM,

R

» DL root I BpnEsk, Wil sudo isfTEHIG M4

m  fffIk vRealize Log Insight Linux fXEEE Zed HIFAFIa T, Fok Bl E 208 vRealize Log Insight Linux
FEEY Linux tFEAL, FTHEEHIG, SRR121T pgrep liagent,

g

1 EECRGHERTIT /var/1ib/loginsight-agent/liagent.ini A&,

2 HRENZE [serverl<dest_id>] #39. ARG E S E0HE B EREROME

[filelog|section name]
directory=path to log directory
include=glob pattern

e =4 L%
[£ilelog|section_name] P EE 8 53 TP — 4
directory=full-path-to-log-file HSSE R se ikt SKhF glob B, 7Rfid i :

B ZA D:\Logs\new_test_logs FIRIMITAFHRAUIE, 1]
directory=D:\Logs\new_test_ logs\*

B R ERAAEHOIER, I N E DU s A H e
directory=D:\Logs\new_test_ logs\*\*

BRGSO H R B0 TR = IR, AR A — Rl — R H e X

H% glob, fldl: directory=c:/tmp/* Bl directory=c:\Logs\*, HRIKFN

D HABA A

PRI DAE A BN Y AR H s 4e, QUERZ H S i H S S, QB

Bl R ax st H RS

A DAE— AN AN RIBC S B SCHRIRI E 5%, PUEZ RO R— S H

Bo FHHZERE, ATRUSAHIR R SR IR R AN R R C AN e o

T AR R R S AR AL, TR S5 A 2 B AL IR
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S

include=file_name; ...

exclude=regular_expression

event_marker=regular_expression

enabled=yes|no

charset=char-encoding-type

tags={"tag-name" : "tag-value', ...

VMware, Inc.

}

iR

Caf ) S SR B SO 2 B SRS (glob 150 o AIDAE I 53543 [
FRIEBEBME . BIMED * FoRQEIT Xtk 1Z28IX s KNS,
A DARE ISR (glob F) K fiAinl ay A 202 Sk, AR —A S84 R
g KA A B —i o a0, EEzsAsmscf:% (Jldn, vRealize Ops
Analytics.log fll vRealize Ops Collector.log) FJDLfiff] vRealize?
Ops?Analytics*.log B vRealize*.log i, Wi SCPH&ERS, FIRAREE
Linux F1 Windows =4 N ARIRAL & W] 520103044
BANEIL T, . zip FT . gz S BRI HERS

EET QR BRI H A, 1A include Ml exclude B8EEIH
W5 5 BESCRAISCAPEBC Y glob Biat. 412R glob Al S 3258 H ESCHRAH
Vthd, N vRealize Log Insight {REEATRESAEFEHIMIR ST 354+, vRealize Log
Insight FRFISs F BhBAE 3R SO IIERAIERE ,  H S LLE BRI & 2% 5
vRealize Log Insight ik55#%. #lan, Q@38 HEX%0 myapp . Log, %
¥HE N myapp.log. 1. myapp.log.2 %5, HIRIHIHALLR include Fixk:

include= myapp.log;myapp.log.*

Caf e ) SIS HRHEBR I SO Bl (glob B30 o ATRAEd 435 43 [
FIFRAPERBLRE . BRI ES, FoRAHERTAT S

i3%) o HESUPR R AaI E N i e Quasms, BRI BA TR . 42
Nk il i Perl 1ET 22k UiE .

OB, 515 (o) SRS AME N IE M SRR SRR A B AR
5o

1~ vRealize Log Insight [RELGFXSEIIRER AT T AL, S NIAFAE NIRRT
o HEH BT RESR 2 BIZAF b o Qns H SR A2 1 A TRl
200 ZFh, (AT WELEIHIN event marker, SRS NE SE. B
Hieik, WA, AT event marker ¥ . HESCHHH
DAE e Rl ET s 2 S

lae) T R A B B 10— A28 FTRRINMER yes B noo BRIMEA
yeso

i) AEEPT I H S A it . PTRBAO(E (45
m UTF-8
B UTF-16LE
m UTF-16BE
BRME N UTF-8.

Cafe) HIF R AT SR R 7 B N B 8 Sbie i — 250, i JSON FoRiz:
TEXFRIL e MRCEMRAT LA S TR, BEFEA PRI, brid SRR ALAT Bl N o2k
TFk, HHAREHRE 64 MR AR @R KNS o B, anif i
tags={"tag_name1" : "tag value 1", "Tag_Name1l" : "tag value 2"}, M}¥
Tag_Namel /G W2, AHEK event_type RN THIEG I EFRIC AR, 71—
A FEUH R IT A B 2 T 9 200

WA EFRZ syslog IkR%#%, Fridrlfgsfidns APP-NAME 7B, filar,
tags={"appname":"VROPS"},
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S R
exclude fields 26 T MR A F B — A28, nLLER 555 85 PRI A1k
fb;k%mﬁéé/\fﬁo B,
B  exclude fields=hostname; filepath
B exclude fields=type; size
B exclude fields=type, size
raw_syslog=Yes|No XA syslog PRMIIAREE, el e VFRERSERUE 22 I5U4h syslog itk BRIA

{0y No, FortliIITHER syslog JEPEFAFERITRAE. 3 TILemin /A
ATAENT syslog HARMIEIUT i Sk fift.

3 RfFEIREH liagent.ini AR,

. BLE

[filelog|messages]
directory=/var/log
include=messages;messages.?

[filelog|syslog]
directory=/var/log
include=syslog;syslog.?

[filelog|Apache]
directory=/var/log/apache2
include=*

Tt =
XA PAAE vRealize Log Insight Linux AAEH A7 BHEDS A CUCS R S -db 1 T imade, DA B2 AN
sk EFMH ST, B LME ] whitelist fll blacklist WEERSEIIKE X ke,

R BAMEN T, vRealize Log Insight Linux ARERSUSEE AL 7 5k 4 a8 0 B Bl o Bl
FZRRUA Tk AILARGIE vRealize Log Insight Linux ARERSCRERGEOCAE, 72 1l st doiiHER:

exclude=.* &%,

WTEANTHE, WEERFHIS T whitelist Ml blacklist igtasdei AU, Q2R whitelist £k
S true, 1 blacklist Tk false SEHEI T, WIHHA TS ARSI (s 2t
L, FEATMHAEL T, KRS EFRHM. whitelist FHARMWERIMEN true, 1l blacklist %
BRIBRINE Dy false,

TR Filelog WRRIRHI T TIR LI 7 BER D o EERIPT A TREI 7B AT AT H S G
AR, WS HOTH S,
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i f] vRealize Log Insight fCH]

whitelist Bl blacklist JiksEHAE . XAMBEFMRIES, HitE RN — M E I
o BRI PLR 7 BOTES &, FHRAN s 5 I PR R A IPESOAR . A e nl e iders fedk sCHr il 1]
R FREE, ES W BRERRT .

 QERREC ST THR, BB R TR R A, WA AT RIS SO —
7 FHFHRUABAIEASI TR Bl

m KA whitelist = 123.0 == "000123" BN true,
m AR whitelist = "00987" == "987.00" [I{H N true,

[ ] E%ﬁfﬁ whitelist = response size >= "12.12" EI:‘ ﬁﬂ% response_size %Fx ﬁﬁ%
18, NWhizFR AR IR T I . AR /N T 1212, MIFEEAME R true, HI1H

false,

m ERIEN whitelist = "09123" < "234" W1, FRAPSCARKHEHONEE, HIR0EH

false,

o QERHAR R EROCIE O BUE, WIB NMRI S S O T H o X TRXRMEDL, R
Wt S A TR R BRI X R/NS o Bilan:

KA whitelist = "1234a" == "1234a" E—PFEFRELE, HAE N false,
m AER whitelist = 4 < "four" =% 4 #EH N 4", HAH N true,

n E%ﬁiﬁ whitelist = response size > "thousand" EI:‘, response_size ?—'F&LE"‘]TE_/]%?F?}E@%
— AT, Hitbizdak Oy false,

n  WURIG SRS RN S — U, B2 40 O B, nlHANS false, 3 IFHCH true,
Tﬁﬂﬁﬂ, E%ﬁfﬁ whitelist = some integer & 1 EP, ;ll:[% some_ integer ?Eﬁﬁ-ﬁﬂ%f&ﬁ§&{ﬁéﬂ,
MPZFak A true, S04 false.

AP T BANSH T 5e AR, ES WNH SRS

FHoRPIF, MW /var/log/httpd/access FIULEE Apache Tial H ki, 1 R—EC o~ 461 H
SANATR:

m  127.0.0.1 - frank [10/0ct/2016:13:55:36 +0400] "GET /apache pb.gif HTTP/1.0" 200
2326

m  198.51.100.56 - john [10/0ct/2016:14:15:31 +0400] "GET /some.gif HTTP/1.0" 200 8270

m  198.51.100.12 - smith [10/0ct/2016:14:15:31 +0400] "GET /another.gif HTTP/1.0" 303
348

m  198.51.100.32 - test [10/0ct/2016:15:22:55 +0400] "GET /experimental page.gif HTTP/
1.0™ 400 46374

m 127.0.0.1 - test [10/0ct/2016:15:22:57 +0400] "GET /experimental page2.gif HTTP/
1.0"™ 301 100
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BIR &M
»  Dlroot I SthEsx, siffifl] sudo im1T# MG a4,

 ESRFIE PR vRealize Log InsightLinux ACHEY Linux tH5EAL, FTTF%EI4G, SR5181T pgrep
liagent PAGHIF vRealize Log Insight Linux fAFE B 2238 HIFAE BT

1 NHEEX Ay, bl FREBEA R

[parser|apache-access]
base parser=clf

format=%h %1 %u %t \"%r\" %s %b

KT M /var/log/httpd/access HIWEERIE N M, RE X HIEHT#S B2 1R
remote host., remote log name, remote auth user, timestamp. request, status_ code Zall

response_size T, RIPAHEHIXEE T BORIH RS
2 (FEESORGEAST T /var/1ib/loginsight-agent/liagent.ini S ff,
3 HEIZEHE X A Filelog HV VASCEREANfERNT H &, bl MRBEBHFTR:

[filelog|apache-access]
directory = /var/log/httpd/
include = access

parser = apache-access

4 HUREEIEORIESE S

w B HTTP AREDY 200 U HE, EFIUAE Filelog M HIEN —A whitelist, QLA MUY
BT

[filelog|apache-access]
directory = /var/log/httpd/
include = access

parser = apache-access
whitelist = status_code == 200

ST R H SRR — RSB A, whitelist RERAEAN true, bk
BOX PR

WERFBHFHHATFAE status_code FE (FPRZZFBAE HEH BRI TN » IR 2K ikt
Howhitelist RIXAMNME, XEWEZREXMER D false, JTHBERERLATHE.

s BEFABOGEG, LA blacklist B, Bla, ASERAHIIR BN GER, J0A)
PARHL A3 1P, dnbd MRS B s -

[filelog|apache-access]

directory = /var/log/httpd/

include = access

parser = apache-access

blacklist = remote host == "127.0.0.1"
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WeBers 2 MO B H S RIS A 5=/ NREE DI ST

BRSNS, EATAME or A and IBHAF. AN, AR LAEFE AN IP ARl s
A AT ERUEAT AL R PR S, il N RBS B iR -

[filelog|apache-access]
directory = /var/log/httpd/
include = access

parser = apache-access

blacklist = remote host == "127.0.0.1" or remote auth user == "test"

] or BHEFFHE blacklist RENMETE N true, DA ATTESA. 4R

remote host FTRE N “127.0.017 , EE%%’remoteiauthguser‘ﬁzﬁ%ﬁgyﬂ “test” , NMhZFA=
RS ERNIE - s e L Lo

WAL AR MO H S BUEE — AN FIEE =ik

n  BRFFRIN PMAE IP AR, BETLE blacklist Rk U] and, a0bL MU
B firos:

[filelog|apache-access]
directory = /var/log/httpd/
include = access

parser = apache-access

blacklist = remote host == "127.0.0.1" and remote auth user == "test"

Wetkms e MR Bl H S ZF 8

n WAL whitelist 5 blacklist Jivess— M. a0, SR EEEmRN K/INKT 1024 7
TSR, AR E A SR, AT LA TP AR :

[filelog|apache-access]

directory = /var/log/httpd/

include = access

parser = apache-access

whitelist = response size > 1024

blacklist = remote host == "127.0.0.1" or remote host == "localhost"

W BERs 2 MR B H S e S — Nk

M journald FINEEH

M vRealize Log Insight 4.6 JT44, 7EiE{T systemd [ Linux 45> &hRACHT, ARHEATPAMIK ] journald &
GRS H S H BB, journald MARLIET systemd [ Linux K& HHERIAR H B F bRt
journald FCE s SCHRFLA N 12ET :

journal files

LTSI H S SCRr LA M-
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& R

all FITH WA A v IR B S5

local WO B ST LAl H S

runtime WEAZ OGS FESCA . AR AL PRS-
system WP AR GRS AP AZ H 83T

user WP OCIBCS AT R H S

fetch fields

M HICHEE H R ESEIN 7B I HER LU S BRI B sk CRIXTRINED o

SCHRFVA MA
(=1 iz
pri_severity,pri_facility,syslog_identifier JlisvH N EININE
* SERUITA B
all ABEIUEAT 7

&%k g vRealize Log Insight {XIBRIE 4

A AMD 1iagent . ini XX [server|<dest_id>] #yrMimdiameil, faE B LR HPRN

FE.

eI RS A T -

filter = {

v s
il
collector_
type
collector_

filter

event_filt
er

collector type; collector filter; event filter}

R
S TRERAZE, T E X Ere M, ST filelog B8 winlog, WIFAHEAATA{EL,  MPELA P AT A S EE fs 2k
ﬁ o

(S =4

=

PUENIZRE R I SR E WL #S 5  &H In, veops_.* JE4EPL “veops_” KT AUER#SE5

S B s B A B SO R oy vh B2 A1) sl R4 5 Bl FHA B R AT . PR R B s B A5 R
True sARE(IF. == event_filter Y IHHA RIGET True, ZOWTHE] event_filter, AZUEAHRN MR
AR U ST BRI AT R o R i T B R s ik D2 Bifi e e s s AT T, W &1
it

WA T S KRt s R BT, TR E 2N Rkas ks, M Blis:

filter=

{winlog;Mi
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QAR B BRI 2 Al b, R AR,

& 4-1. iBE TG

i3 X

filter= {winlog;Microsoft.*;} DY FRPL “Microsoft” JFSKF, AR5k B winlog W HEB& 1 ik,

it

filter= {winlog;Microsoft.*; YRR FRDL “Microsoft” JFk, JEHEEA: ID 251 1023 I, AL E3k [ winlog W tE# T
eventid == 1023} Hk,

filter= {;.%;} BRIH SR koK B BT AT R A A

filter= {winlog;.*;} KikkH winlog AT A it

filter= W facility /NT- 5, B EK T [fileloglsyslog] #57fugift: . [fileloglsyslog] H/r A5
{filelog;syslog;facility<5} —ANBEEHEIN facility TR HTRE T . A0, SBIAra .

filter= {;;} AVERATATRAR . AT AR IS TR 4

LA sl b —7mBrh e — A BRSO RC B I — e o

; The second destination receives just syslog events through the plain syslog protocol.
[server|syslog-audit]

hostname=third party audit management.eng.vmware.com

proto=syslog

ssl=no

filter= {filelog; syslog; }

. . S L e ] b
N— A R T B 2 TR Aab 2

; This destination receives vRealize Operations Manager events if they have the level field
equal

;to "error" or "warning" and they are collected by sections whose name begins with "vrops-"
[server|licf-prodl]

hostname=vrops-errors.licf.vmware.com

filter= {; vrops-.*; level == "error" || level == "warning"}

WA T S KRt Rs o BT, ATLMRE 2N kas Rk, a0 MolFs.

filter= e.

{winlog;Micr.*;},{filelog;apache-access;level=="error"}
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M vRealize Log Insight RIBE L2

AP ABS R R L Bl 2 = A H bR, FIRRATLA4ufE vRealize Log Insight kS5 aui keat, ok
%ﬁr@:ﬁ BIRNEEL (2P

Flan, A REF R Az A g H R BB A P OIR S5, B R H SR 2 K E WA
Me55ws, Wi febs H B A EE T B R Ge. n] DU T s F5 e Fmp e s S 2B H ks Bn] LUK
Tmu}]\ﬁ/l\ vRealize Log Insight fCHIHE % 2% % — A HFr.

IR B AN 11agent . ini XA [server|<dest id>] BB 2R5eh. ¥ cfapi i+
VRealize Log Insight ik 5#suift Acsi, 4 syslog HITHAM F bR,

IREEE LA FFR, S HAREHBOIAR 1oginsight f1H . BUAAUEEHAL AR EE B

F—ARBE R —ANMEERIA HAR liagent.ini SCAEIUEES N A . T RIS LT BRUR 5575 2%
loginsight BN T 98— HFR, HIAIEE. B4 (server|<dest_id>] #maE — 1 Hir.

; The first (default) destination receives all collected events.
[server]

ssl=yes

; The second destination receives just syslog events through the plain syslog protocol.
[server|syslog-audit]

hostname=third party audit management.eng.vmware.com

proto=syslog

ssl=no

BRI RS IE R, ES W IHEKE vRealize Log Insight fREEf A,

% & B¥r vRealize Log Insight fR 5522

PRI DL A Windows =171 vRealize Log Insight RFE4 5k 4 FlFr vRealize Log Insight JI 5%
fvo BRILLK TR Rk Bl Z = Bbr, Frl¥EE bR o

APl 1iagent . ini XA [server] HIBCEBRINEIR. BRINRFRIGEAFAE, T HEIAROL T EAL
glﬁﬁjﬂ loginsight, %Pﬁ]ﬂ&ﬁ%ﬁﬁ, lﬁjj!:/\Ej‘T ]J@ [server|<dest id>] *B/\o X_fﬁ:i/\g)lﬂ\
B, WBHRE—MME—ENELEN EFR 1D AT DU HAD EAR T S BRIN (server] #yAHIRIIE
Blo H2RHABL AR E DD AT, S e PRECE AT . AT LR E A HAl F R

PANES T, ARESEIrEREER S R E BT Bbr. @rlLAmE £i1e e/ DA R SR
EEIAFE ERR. A e, B2k H vRealize Log Insight PRI/

AR
m ERR|C 2R vRealize Log InsightWindows X IR Windows 115HL, 2 “IRES SHREEDIIITE

T 225 vRealize Log Insight RFEIRSS .

m 1M vRealize Log Insight FEEERA 5 e s 0 B ires, 152 WE SRR A 8 s A T A
N SSL Uk R E K,
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1 93] vRealize Log InsightWindows {CHRFRE B4 H 5% .

$ProgramData%\VMware\Log Insight Agent
2 FEERSORGHHARPETIT 1liagent . ini SXfF,
3 BMUANSEL IR T MR .

28 Ei55u
proto {RHM] vRealize Log Insight I35 # & 24 FEERTEE IR . FTREROMEN cfapi F1
syslogs
HRIMESD cfapi,
hostname vRealize Log Insight B IP HilEk L4144
AILAHRIE IPv4 B IPV6 Hbtl, #E5E IPVv6 Huhm AT LU 5455, Al LA,
B4
hostname = 2001:cdba::3257:9652
or
hostname = [2001:cdba::3257:9652]

QR AR SHF IPva FilIPve HERk, JFEI S s b Epl4, REDERYE 4k
FEFTRE AR B 1P Mk B 1P ik, QAL A T RE e IR [|] 1Pv4 A1 IPv6 Mk,
RERAG 2R 2 U % R X R/ i

max_disk_buffer Log Insight Windows fXEER] 522 oA bR e R 55 7 FInSC S S A 1 e KRt 2 1)
(MB). MUK 751255 %5 1 [storage] .max_disk_buffer {f.
HRIMEN 150 MB, ALK 28 X R/ Nl 50 MB £ 8000 MB,

port HI vRealize Log Insight Iz 5545k 4 =5 IR 55 A A A 6 a5 it 11
FREOUT, ARERIEY SSL TS B e s i AR s o 155 00 NI
PRI BRI (24050 G IS DA BRI, A 7B fe v 1 ik

ST SSL 1) cfapi: 9543
AEFT SSL 4 cfapi: 9000
T SSL [ syslog: 6514
BT SSL 1 syslog: 514
ssl JHIEREEH] SSL. BRIME N yes.
H sl WE yes B, I VEEE N 9543, BRAREIITIRE.

reconnect S ERE R BRSSO TR (B o ERIMER 30,
filter FEE LR B B E S HRIER LT =454

{collector type; collector filter; event filter}

[server]

hostname=LOGINSIGHT

; Hostname or IP address of your Log Insight server / cluster load balancer. Default:
;hostname=LOGINSIGHT

; Protocol can be cfapi (Log Insight REST API), syslog. Default:
;proto=cfapi
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; Log Insight server port to connect to. Default ports for protocols (all TCP):
; syslog: 514; syslog with ssl: 6514; cfapi: 9000; cfapi with ssl: 9543. Default:
;port=9543

; SSL usage. Default:

;ssl=yes
4 {RA7FERM] liagent.ini XM
Al

PA NI R BRSNS B UEB U LIS F A7 vRealize Log Insight flid5+5

[server]
proto=cfapi
hostname=LOGINSIGHT
port=9543
ssl=yes;

ssl ca path=/etc/pki/tls/certs/ca.pem

LA IRBIE R T — R4 AR IH B 2 HARR o

; The first (default) destination receives all collected events.
[server]

hostname=prodl.licf.vmware.com

; The second destination receives just syslog events through the plain syslog protocol.
[server|syslog-audit]

hostname=third party audit management.eng.vmware.com

proto=syslog

ssl=no

filter={filelog; syslog; }

; The third destination receives vRealize Operations Manager events if they have the level
field equal to "error" or "warning"

; and they are collected by sections whose name begins with "vrops-"

[server|licf-prodl]
hostname=vrops-errors.licf.vmware.com

filter={; vrops-.*; level == "error" || level == "warning"}

; Collecting syslog messages.
[filelog|syslog]
directory=/var/log
include=messages

; various vROPs logs. Note that all section names begin with a "vrops-" prefix, which is used
in third destination filter.

[filelog|vrops—-ANALYTICS-analytics]

directory=/data/vcops/log

include=analytics*.log*

exclude=analytics*-gc.log*
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parser=auto

[filelog|vrops—-COLLECTOR-collector]
directory=/data/vcops/log

include=collector.log*

event marker="\d{4}-\d{2}-\d{2} [\s]\d{2}:\d{2}:\d{2}\,\d{3}

parser=auto

[filelog|vrops-COLLECTOR-collector wrapper]
directory=/data/vcops/log

include=collector-wrapper.log*

event marker="\d{4}-\d{2}-\d{2} [\s]\d{2}:\d{2}:\d{2}\.\d{3}

parser=auto

RESR

AT PLk vRealize Log Insight ACFRECE Hifth SSL 26T, 152 WAEIRSS 731 Log Insight FUHE > [R]fd E
SSL ##z.

IBEMRIENBFr

A DL B E 2 = vRealize Log Insight Linux fCEEA] DL 4 24 210 E bR

2 AbrERald 1i-agent . ini XA [server|<dest id>] #rdHiT@ X, Hih, <dest_id> &4k
ML EERIME— 1D, R PO AL HFREH SERN (server] FMHRILEDL, HE, 152K Eis
BN A s, WAEM A eI PRI E A, A AR E N HAth B R

$E W — B FRAT DA TR IR S 738 1oginsight, & XHAWEFRN, DAUEIEZIHFRN [server]

93] 'TEE*/I\ITRZ o WERATR LS, REESH AR T R BT HbR. 1B T . A,
fJ\TU\ T F AR A RIS A BB F I F 5.

AR
DL root M e, il sudo isf sl G4,
G E|T 2 vRealize Log InsightLinux fAFEY Linux WAL T4, SRFIE1T pgrep

liagent PA%IF vRealize Log Insight Linux fCHHE TS L& %E HEfF 11T

1R vRealize Log Insight SEfEE A7 ISR A T B0res, 152 WR SR o st L T F e
X SSL UEBRFE K

E7Z

1 (FEECRGHERTIT /var/1ib/loginsight-agent/liagent.ini A&,
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2 BHUAIFSEL R AT AR,

28 stk

proto HIR vRealize Log Insight Ik s &6 ST ML, IRRIEA cfapi B
sysloge
WRINE S cfapis

hostname vRealize Log Insight HELIEES11) 1P Mk =414
AIPUIEE IPv4 B IPv6 Mk, 858 IPv6 Mtk vl DAGE 5465, i DA,
Bign:

hostname = 2001l:cdba::3257:9652
or
hostname = [2001:cdba::3257:9652]

QISR EHLAI R IPv4 F1IPve Mk, FHHSR &t A4, (REEARYE 2k
FEFTRE AR B 1P Mk 1P ek, aniihrReFe itz al 1Pv4 A1 IPv6 Mk,
PRIERE 2 %28 T8 TR B X A

max_disk_buffer Log Insight Linux A ] S22 ik 55w TR S F R SR 2 )
(MB). bkl 7 o5 2557510 [storage] .max_disk buffer ff,
ERIMEN 150 MB, ALK 22 X R/ Nl 50 MB £ 8000 MB,

port I vRealize Log Insight Iz 55 st ol 58 = 5 e 5% st b SHA-Hr il P (5 11 o
BRINEOL T, AREDRSEA SSL RS ¥ e Ui FAHN s o 52 0L N IslF&
PP BRI SRH T o (243 TS5 DA R BN RIS, 8 T3 R e i 1k
Tio

JET T SSL (1 cfapi: 9543

T SSL 1 cfapi: 9000

ST SSL 1 syslog: 6514

ST SSL 1Y syslog: 514

ssl A HEAEH SSL., BRAE N yes.
Boss1 WEH “yes” I, WIRAHEE R, 2 A B kil 9543,

reconnect SRR BRSSO TR (LB A o BRIAESS 30,

[server]

hostname=LOGINSIGHT

; Hostname or IP address of your Log Insight server / cluster load balancer. Default:
;hostname=LOGINSIGHT

; Protocol can be cfapi (Log Insight REST API), syslog. Default:
;proto=cfapi

; Log Insight server port to connect to. Default ports for protocols (all TCP):
; syslog: 514; syslog with ssl: 6514; cfapi: 9000; cfapi with ssl: 9543. Default:

;port=9543

; SSL usage. Default:
;ssl=yes

3 RfFHFRM] 1iagent.ini Xf.
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BNl

LA B R B  B —N TSZ EUE B U A U H A5 vRealize Log Insight flR55+5

[server]
proto=cfapi
hostname=LOGINSIGHT
port=9543
ssl=yes;

ssl ca path=/etc/pki/tls/certs/ca.pem

LA RBIER T —A 2 HRRRCEL
B GBI BRI AR T

[server]

hostname=prodl.licf.vmware.com

S Hibrm 4l syslog PN syslog Hiff.

[server|syslog-audit]
hostname=third party audit management.eng.vmware.com
proto=syslog

ssl=no

filter= {filelog; syslog; }

» B/ HFRZIL vRealize Operations Manager $if4, HFfH /2 X b LTS m T “Hie” s«
5 R TR, FEHREMREL “vrops-" TSk e,

[server|licf-prodl]
hostname=vrops-errors.licf.vmware.com

filter= {; vrops-.*; level == "error" || level == "warning"}

;Collecting syslog messages.
[filelog|syslog]
directory=/var/log

include=messages

;various vRops logs. Note that all section names begin with "vrops-" prefix, which is used in
third destination filter.
[filelog|vrops—-ANALYTICS-analytics]
directory=/data/vcops/log
include=analytics*.log*
exclude=analytics*-gc.log*

parser=auto
[filelog|vrops—-COLLECTOR-collector]
directory=/data/vcops/log
include=collector.log*

event marker="\d

{4}1-\d{2}-\d{2} [\s]I\d{2}:\d{2}:\d{2}\,\d{3}

parser=auto

[filelog|vrops-COLLECTOR-collector wrapper]
directory=/data/vcops/log
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include=collector-wrapper.log*
event marker="\d{4}

-\d

{2}-\d{2}

[\s1\d

{2}:\d{2}

:\d

{2}

\.\d

{3}

parser=auto

RESR

#A DLl vRealize Log InsightLinux ACFRECE HAh SSL 161, 152 WAFIR S #5H Log Insight HXFE > [H] D
B OSSL ERE,

vRealize Log Insight RIBH &R R AL E

AT PARC B 22 vRealize Log Insight f{FE,

£3/~ vRealize Log Insight fRERHRHAT— AL B F1— MRS S mit i o AHOAD B /70 71 20 A
vRealize Log Insight R RN sk MEIHL LY 1iagent.ini KPR, ATRAT IRIAIGREIR 55 28
T, ., wIHE Web PRI VEER > REEHVTIE/E. 551 vRealize Log Insight fREEFIRC L A
T A A . BEEAA AR B M

VRealize Log Insight 2 11 vRealize Log Insight IR HallUIk 5wl i e Ik S aehinic
FIAHBL E I THIE, BRI UNELE . ) vRealize Log Insight AIRER (AT e BV ER H T AERD
Bl BUECRHZENB AR T o IS s ic B OB 78 S A B i O (e . SRR
QRN P T AL E R, B TR AR B R, 2oy M H T N A B 3D
P57 o
QRN TR 7R T AR BRI S A um e i, ZE o OB 32 DL AR 55
QRSN R T AR, s A TR SS a2 M R A e %
BB —H5
m QRN R S AR A AR S5 b, 2B O A O Pz s e — 5y, I
HAG o IR S weimbc i O
vRealize Log Insight #HE GUH Frrl DU S e EL W H 1T vRealize Log Insight A8, B, #&n]
PUSAREI ST, SAG7EEBo hp AR, TERBERENE P NS &, e PR a R
HIBCE . BCECRHE N — NS AP B TR ml e E O 3s sh AR
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vRealize Log Insight #HE 51H ik o] DLAEARERAL i HRR e e s (a0, #aRfE R4, RERMOAR. &
WLZEk 1P JERED , s N T T vRealize Log Insight 18, A5RBRAIIE B, 550 (i
FEAH DY

n HARBERACE N TR A cfapi THYH) vRealize Log Insight fREE
s EPLME—IEM R, vRealize Log Insight AFIA A .
m Y} vRealize Log Insight IRFS#5 A2 1 Hbr. ARALE LA BRsR0EE, 52 W aeREE H
1;4\ o

n (ERERECE S central config = no. A XEHT Windows FUERIAERRC & 5 S,
12l Log Insight Windows Agent [FERARCE o

i & & FH bl

Log Insight Windows Agent AR 55 s B 5 H i ol

At &
AT LABEATAN MY Log Insight Windows Agent AL %

[server]
proto=cfapi
hostname=HOST
port=9000

[winlog|Application]
channel=Application

[winlog|Security]
channel=Security

[winlog|System]
channel=System

[filelog|ApacheAccessLogs]

enabled=yes

directory=C:\Program Files (x86)\Apache Software Foundation\Apache2.2\logs
include=*.log

exclude=* old.log

event_marker="(\d{1,3}\.) {3}\d{1,3} - -

Ak SRR Bl &
R LMEH] Web JI- S ER > RER I, KR E N TR (B B, @r] DLHEERAIES ik
e, FFEHBCRIAERERR L

[server]

reconnect=20
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[winlog|Security]
channel=Security

enabled=no

[winlog|Microsoft-Windows-DeviceSetupManagerOperationall

channel=Microsoft-Windows-DeviceSetupManager/Operational

BUEE

FFAMFIINSS sl e B Al AR 800 . Log Insight Windows Agent il iy
] 20 P E AR E] vRealize Log Insight IR 555

w RGN IR A R G g

n R

s HUREE Microsoft-Windows-DeviceSetupManager/Operational i

L EE ApacheAccessLogs

[server]
proto=cfapi
hostname=HOST
port=9000

reconnect=20

[winlog|Application]

channel=Application

[winlog|Security]
channel=Security

enabled=no

[winlog|System]

channel=System

[winlog|Microsoft-Windows-DeviceSetupManagerOperational]

channel=Microsoft-Windows-DeviceSetupManager/Operational

[filelog|ApacheAccessLogs]

enabled=yes

directory=C:\Program Files

include=*.log

exclude=*_ old.log

event marker="(\d{1,3}\.){3}\d{1,3} - -

VMware, Inc.
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FRNRE#HITRERER

FERT A A T Windows 8% Linux ARERIEAMERAC B A3 1028 B B0 78 25 AFE AL B SCH-102RIA
{Ho

kIR

F liagent.ini BdE AN [common|globall #RHIFEE IETIRHERE R A S5, £ [common |
filelog]l i/ HIEERIETNALRERIFTA filelog 73, 1fi [common|winlog] WEH{UEEEIFTA winlog

W5

ﬁﬁﬂJEL%EQ}FH%Kﬁ}q3ﬁ§§(QL1<Z§§&: tags, include, exclude, event marker, charset,
exclude fields M parser, LA FRBIHATR. ZpBli T Windows fXEE:

[common |global]

tags = {"log source vm":"win-2008r2-64"}
exclude fields = test tag;some other tag

parser = auto

[common|filelog]
tags = {"collector type":"filelog"}
exclude = *.trc

[filelog|channel 1]
directory = C:\app\log
include = *.log

R BIEE L N AT

n filelog #555 FTA HE#EA 10 source vm Ml collector type FRIC AT IIIH
RN HEH A test_tag Al some other tag ARics

ORI HERH] auto TR o

n BRNEOLUT, AT filelog SERRRAKS *.tre SCAFEAT I

[common | global] HIFNETIERN HI TR A winlog 47 .

BAMBEEN

GRTE LA e ST 3, MIeEted s il, E59H/E SN, BAR/NERINEy BaR eIt

%o B, [common|globall FMEES [common|filelog] HIMEGIFEH HE S, MEHENESE

[fileloglsample_section]'I¢@ﬁ§f§;§ﬁi%§iﬁ%§%§o

EIFRE AT NG LA N R

n H{ERREYERETT (tags. include. exclude Fll exclude_fields) <= 516 iAr L ocgeds = i
SHRMESFH . X Thmid, WafEpTR, e m i s i bmC B &8 S F — bR ic A e AR
TR HE
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s PUHHAMEMET (event_marker, charset fll parser) (MBS #Z kA AL Se S R A i
HE .
XEE, [fileloglsample_section] #F charset=UTF-8 [{li&74 % [commonlglobal] #1
charset=UTF-16LE [14 &,
@ﬂﬁﬂ’ ﬁﬂ%@ﬁ—: [common|filelog] E‘:';Lﬁ tags={"app":"global-test"}, E [filelog]
flg test section] l:l:l/ﬁ\ﬁ tags={"app":"local-test","section":"flg test section"}, mJJ
[filelog|flg test section] A "app" PRICAME 2783 [ common | filelog] s, R
filelog H - WEENIAT A H B #BE B A — DHIMY "app" FRCFIEN T "local-test” {8, PLM "section" Fr
AT "flg_test_section" {i. X1 winlog #345, FERMNFFERIScddt, Frfi (winlogl...]1 &
s EAREI S, T [common | global] MEARAMIH .
MAEN I s 1o E, Sk X e, AL SR N T e s w1 filelog/winlog
TR HEME ST RARICEL exclude fields BEHIHI/FAELRUE, RIELSTERUS AIBEZ 1A, I
7 B e B 2 SRR . I e SRR H S h i ok o i R B R 4T e
e H S, HEE AR RT A .
GIARARERFE filelog BE winlog 35 HAS I B AN/ AE Ol We A FZaoy TR e E 525 HIES
SHETE ST, WASEHIZE Y . IraE RS R H S i ok 1EE B R R w17 Ay
b HG3, IS RS E iR

S AR

P H S AR e WA H b RIS i e B, SRS 14145 vRealize Log Insight Ik %#%. EHHE
S HTREFF, VRealize Log Insight FITLAGATH &, MHEHEEUEE, HAEMRSH LB RGR, YT
Windows Fl1 Linux vRealize Log Insight fX#E, HAIEcE H ST o

Pk syslog P L], IR M RFC5424, I HiiEfr 2 iUt By T- STRUCTURED-DATA [

—H57

BEERETTER

FIVAFIES ) FileLog Al winLog HXHERREC E /AR o

BIR &M

*T vRealize Log Insight Linux fCHE.

w  DLroot I B R, sifiif] sudo isfTisHl a4,

m ESREIE LS Log Insight Linux fRERY Linux tHRAHL, $THHH1G, SRG121T pgrep liagent DA
WIEE S U4 H AR 121 T Log Insight Linux AAHE,

*T vRealize Log Insight Windows {UHH:

SR BIC R Log Insight Windows fUER[Y Windows 5L, 50 “IRSS” SHREEDI I E & T %
4L vRealize Log Insight IlR55.
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SB
1 SWEES liagent. ini PR,

BIERS 7223
Linux /var/lib/loginsight-agent/
Windows %$ProgramData%\VMware\Log Insight Agent

2 FETESORGHASTATIT 1iagent.ini X
3 ERERREMSTIER, HEX 1MW [parser |myparser]

HH myparser AT IEEENR, FTNEERSIT. ARFES ROZs | RN =R (S
FEATHABT E DD TRy, AR R B2 BT R 5 IR A s e UM A R e 01

fl41, base parser=csv R myparser SHTEEFIRAE BN BT csve ENEMAHERE
P S0 BRI 7B

[parser |myparser]
base_parser=csv
fields=field namel, field name2

“,»
’

delimiter=

4 TEEN myparser &, MWHEER winlog Bk filelog 51 HE .
[filelog|some csv_logs]
directory=D:\Logs
include=*.txt;*.txt.*

parser=myparser

M some_csv_logs It (@1, M D:\Logs H3) WM HEH myparser 347, i HEZHBIR R4
¥ AIPh field namel Fil field name2 T RfENRSS#E 1o

7 RIALE D:\Logs HRAFRAH LHEEET] vRealize Log Insight 1, {HJE, fF D:\Logs H
SRR Y vRealize Log Insight Him] .

5 RfFIFRM liagent.ini X
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IR F R RED

AT LAN AR Rt 44 - B I A 5 IR P G v L3803

FRERPRETF
FRAMSZEN—ERIRRE . LT 2R R B AR, IR IR B R
m  event type

m  hostname

u source

m text

B2 IR

RIS S SRR TR 2B

R iR

base_parser BRI TR0 &4 TR P
BRI AR L ST 448 IR

freld_decoder HERE Ny JSON FRFRIIES A TR SERHRES TR 2N

MBI FBE A, R T 2B T 2. MK
BN N T T AR EEA G AT AR T AR IOARR 7B B IOfE
SRR B D N, TR T

field decoder wtlilid IR AL JSON X H N2

o PARVFEAERITIRE D W7 2 HTAS A AOHS E F BLEH T
%Ato

T A RS E RS ., S0 N
“field_decoder JEIRISARCE” #5507 o

field_rename FEar 2RI T B HEHI—A JSON FifHh, Hrgh g B
JRUHARR, AEET BT 4R, field_decoder Hliikf
IA4TE field rename Z RN Mo iXEEBRTIFE INI U
FFHAEE, NN, 1#5/eiRE field decoder,

next_parser THEATI F— M ISR v F—m AN LIFia 7%
AL
T TR FALPEN next_parser KT E A IS5 T
FEFF, FFHTRES B E— A TR U 7 BHEL

exclude_fields AR AR B R S5 # 2 BT ML BRI VA 235 23 B 7 B
WAl e IR e BT RS 7 Bk, AT BEARAT SR HE
BRI BOCIEAE LS BT

debug J R TR E AR T Yes 5 No 26351, /5 i
JF, SHTRER R T BRI . BRI TIIRIELA M B A
SURROEEAN H S0 deiZerBor AT, B e o
SESA TR o
MFoHiER s WIRIERIMEE debug=no.
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field_decoder M &R E

- LA AR FAS SUEAFAE S E FEAEANSCH I 2 2= 2 H & (B, AT info Ml error MR

HED 5 BT S HIRE D TR it Sk A5 R e i N T EL i H SRR 7B
Bign, AT HE:

2019-03-29T11:00:54.858Z host-FQDN Hostd: error hostd[2099230] [Originator@6876 sub=Default
opID=1983bdbe-cl1-800f user=admin.user] AdapterServer caught exception: SSLExceptionE (SSL
Exception: error:140000DB:SSL routines:SSL routines:short read: The connection was closed by
the remote end during handshake.)

2019-03-29T11:00:55.477Z host-FQDN Hostd: info hostd[6D620B70] ['commonhost' opID=575%adcc-
cf] [transportConnector] -- FINISH task-internal-5726666 -- -- Completed connection restart --

R AR HIDA N B Hg A T A -

[parser|clf parser]

base parser=clf

format=%t %{generator host}i %i: %${log_severity}i %i[%{thread id}i]%M

field decoder={"log message" : {"log severity" : {"error" : "error parser", "info"
"info parser"}}}

exclude fields=log message

[parser|info_parser]
base parser=clf
format=[%{common_info}i] [%{process}i] %M

field rename={"log message" : "info log content"}

[parser|error parser]
base parser=clfformat=[%{common_info}i] %{exception _handler}i %i:%{exception type}i:%i:%
{error_id}i:%i:%1i:%i: %M

field rename={"log message" : "exception content"}

TR Y

AN NP
timestamp=2019-03-29T711:00:54.858000 generator host="host-FQDN" log severity="error"
thread 1d="2099230" common_info=0Originator@6876 sub=Default opID=1983bdbe-cl-800f
user=admin.user exception handler="AdapterServer" exception type="SSLExceptionE (SSL

Exception" error id="140000DB" exception content="The connection was closed by the remote end

during handshake.)"
AN, 82200 info HESHTLA N7 B

timestamp=2019-03-29T711:00:55.477000 generator host="host-FQDN" log severity="info"

thread id="6D620B70" log message="['commonhost' opID=5759%9adcc-cf] [transportConnector] --
FINISH task-internal-5726666 -- -- Completed connection restart --" common_info="'commonhost'
opID=5759%adcc-cf" process="transportConnector" info log content="-- FINISH task-
internal-5726666 -- -- Completed connection restart --"
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RTLLEN FileLog Al winLog YRERRRALE1E 50 RME (CSV) 7 HTiET -
£ csv OATRRF IO PT FHE 2 fields Fll delimiters

ESSRESTIERFIER
WHEEAX csv IHTRFEMIN MIFEE.

IR

fields

delimiter

H#iR

fields WHHEE HEHUAEINFRINAZM . FIHINFBA IR S 5 T H S5 2 7 Bt S

fields Wl CSV AHTRIF IR LI WRAFEE S, WICHERATHEM AT . FEATPIAIRG |52
AT, R T E BN A

FRAMRTHIE S5, Bl

fields = field namel, field name2, field name3, field name4

HE SARGE 4 FR field namel, field name2, field name3 Al field name4 T4 Fe 45 Fe B =
B

AR CSV TR AN RS B, IR i ix B Bt £ 0k il

fields = field namel, , field name3, field name4

FEXAMEOLT, SRR IONFAE R ERBEE—A . SB=ANFEEIUANFRE, A field namel,
field name3 #l field named TN IS TN .

AR fields BEHUATRE HiGH s 7 BygR, Wi ié@’fﬂ?%@ B, i HE S
fieldl, field2, field3. fieldd fll field5, {H@{WIBE | fields= fieldl,field2, field3, J/#Tie
PR A s 7 B
Tﬁbh fields=* 1T CSV S#ikEy, BNAHIRITSRINEFERYIR, BARE R 2 fee
B AR E SRR T B3R
delimiter WIRTE S HTREF ML NN BRAT . BOAESL T, csv SR BN S1E R AT ,
ALK BT SO 05 Sl B R 2 . TS | 5K Ry PR R
{5ln, delimiter="," Ml delimiter=";",
csv IHTRRT SCRHTAT P AR IR IR SRR filan 11”7 5 “asd” . HEH 7B
PR 53 BT B0 B SE R ULRd, 000, 37K e i

SHEIN"\s \t RS IR SCRAMARRI R 7105, WA Xan=stok Tab Z RIRRRFAFN csv 0 HTiEF i)

):I|$[¥J{~/fo @UQD, delimiter="\s" jdellmlter: "

delimiter AH] 1N,

CSV Elb\ﬁ*ﬁ*ir_ﬁaﬁ
M winlog Bk filelog JRINGERIH &, WL FACE

[filelog|some csv_logs]

directory=D:\Logs
include=*.txt;*.txt.*

parser=myparser

[parser |myparser]

base parser

fields =

VMware, Inc.

csv

timestamp, field namel, field name2, field name3
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delimiter = ";"

field decoder={"timestamp": "tsp parser"}
[parser|tsp parser]

; timestamp is a built-in parser

base parser=timestamp

; "format" is an option of timestamp parser
format=%Y-%m-%d $H:%M:%S

T HECE, M some csv logs I (fflg1, M directory=D:\Logs Hx) WM HEH nyparser

BT o AR H S B8 =5 BRRE, AR IS field_namel,

field name2 H field name3 %K.

FEATLL R CSV Hik, A TRL R

"United States","USA","North America","High income: OECD","Fiscal year end: September 30;

reporting period for national accounts data: CY."

JES CSV TR E -

[parser|csv_log parser]
base parser=csv

fields=country name, country code, region, income group, special notes

CSV SRR ML M B

country name=United States
country code=USA
region=North America

income group=High income: OECD

special notes=Fiscal year end: September 30; reporting period for national accounts data:

HE®&KX (Apache) BESIEE
EAIPLN FileLog Al winLog YR EEARFC B W H &A% 2\ (CLF) Apache 42 %,

HE#&X (Apache) 2 1712HE
BRIN CLF M RE e 2 SCF B LA R IF A28

host ident authuser datetime request statuscode bytes

IR Z R clf

CLF M7 e el Z format o

format 1EIN

format YEHIHRE AR Apache HERT RS2, 1208 S A 2415 10
AERARFRER S WS N BRI W H HA .

o

h

o

1

o

u %t \"%r\" %s %b

VMware, Inc.
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CLF /iR A s AT A B Ik N, $RE KAkl \s+.
LHTHAD SRS, e R E R E 2% e IR Amin e Wornbl R 2 Mm e B,

T AEFETEEI N, QURBCETPARRME (varvave), IS ZIKXEE TR

FB

%a':
"SA':
'$SB', '%b':
'SC':
'Sc':
'SD':
'SE':
'Se':
TSE', 'Sf':
'Sh':
"SH':
'%it:
'Sk
'Sl
l%Ll
TEM'
'Sm':
'Sn':
%o':

3p':

18P

%q':

VMware, Inc.

&
"remote_ip"
"local_ip"

"response_size"

IR A A HR R AL A4
BT AR AR 24
"request_time_mcs"
"error_status"

W T AR R AR T 24
"file_name"

"remote_host"
"request_protocol"

HR AR U R 1AL B A4
"keepalive_request_count"
"remote_log_name"
"request_log_id"
"log_message" (TR TAERIAIL BT 45 - ik A H SO
"request_method"

H AR U FR R 1AL B A4
ke A A R 1AL s A4

"server_port"

DL NI R T DA FH—2 %% 1 %{formatip. 2% {0dE "canonical". "local"
gk "remote", WML "canonical" 15X, FEEFMEE S "server_port"; QIHHE ] "local"
I, FRAAHRIEN "local_server_port"; QARG "remote" K53, FERAHKE N
"remote_server_port",

"process_id"

TEDL N U FF T DASE ] — 245 Motk il %{format}P. SZRrruf& iU udd "pid" . "tid" I
"hextid", WIS "pid" k2, FEARE S "process_id"; i "tid" A1 "hextid" #& = FA4 %
ok "thread_id" {7

"query_string"
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FB

TSR

1ot .
5S

ST

'SU':
Sv':
'SV

18X

VMware, Inc.

B

"request"
"response_handler"
"status_code", A RINEZURA,

"timestamp", {ENFANFHEN R, S50 ME . R S R A s, TR
FATSHEE H IR AR L %{%Y-%m-%d %H:%M:%S}t, 1155 WK IR S AT R A T s %
IS B

CLF /3 #r e fOm Rl@idg s LUK "begin: ! EJZ rend: " BTk WIAARALL begin: H3k
CERIN 5 TIRZIN AL sRACFRFFGAIN B FHROIN ], 4ns A8 DA ena: HF3k, MRZINTR NS N H
EHEEMRTR, RIS R, Bl, CLF S Hr e T e Fran PAgt: en 21 su [

{begin:%d/%b/%Y %T}t.%{msec frac}t] \"%r\" %>s %b

CLF 23 W2 Fr it TRl UL A RRA e R DA P AR bRic:

sec

FBr T ORI 335 ) T R AT R 1 25 BEBHAT

msec

FUETd e DR 2 A0 4L

usec

H BT ITIN TR AR b 4

msec_frac
DB CERITI TR BTRE 1Y %f DR
musec
TRD Y IR R TR %f BEHAT
AT N TR LS bR R e m i H S, PTRAFERS B el L A

o

format=%h %1
format=%h %1
format=%h %1

u %${sec}t \"%r\" %s %b
u ${msec}t \"$r\" %s %b
u %{usectt \"%r\" %s %b

oo

oo

XEERRICARRI A A B, AR S RIS N A H I TR o AT AR AR A A B 4
LA ZAS %{formatyt drice B, LRGSR AR, nTRAGE AL N 415 A Iﬂ@iz
(N THBE A TRE PR o€ AIRFERAN) + s(2d/%b/%Y $T)t.%(msec_fraclt o

"request_time_sec"

"remote_auth_user"

"requested_url"

"server_name"

"self_referential_server_name"
"connection_status", Mt TR E 1A w24
e T U HR 14 B A4
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FR L1

ST "received_bytes"
'30": "sent_bytes"
"9SS "transferred_size"

Flan, A CLF e F 0 M winlog Bk filelog JANEERIHE, HHETPL FACE

[filelog|clflogs]
directory=D:\Logs
include=*.txt
parser=myclf

[parser|myclf]

debug=yes ;Note: use this option only while debugging and set it to ‘no’ when used in
production.

base parser=clf

format=%h %1 %u %b %t \"%r\" $%s

EAMACE, M clflogs Ji (40, M directory=D:\Logs Hx) WEKNHEN myclt 5547,
myclf MR AL M PARC F Fh s s AR s ke H

AT, FIKIERIAMER debug=no.
SHFER CLF AR ER
TR CLF A=pfy HAE, IR B o SRR AR 20 il

format=%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User Agent}i\"

EFIUARF ¢ (Refereryi M ¢ (User Agent}i MAES TR HILAEHR referer Ml user agent WoRfE
VvRealize Log Insight [R5+ I

HREERSTEFS CLF SRR EK
LA BAT BE U TRl U Apache HE
PIIRIEATAN N B B SO TRl 2 H s

format = %$h %1

o
o
o
o

d

o®

b

o

u

{%a, Y $H:%M:%S}tt \"%r\" %>s %b

GRARAHRRE A SURTR], ) CLF e R i a1 shi TR R i ok ShHERTIN TRIRS 2, 7500
R T E SR TRl R

BEURH S HT ORI 2 SN TR AU

HEXAERER  #HR EL B
S {ult AUFERIRD A 24 Fir s ] format=[%{u}t] [%1] [pid %P] [client %a] %M
S{cult SIS T 1SO 8601 MU M ATIN ], BIEMF)  format=[%{cult] [%1] [pid %P] [client 3%a] 3M
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B RS FFI R AR O 5e A5, 1S N B BT AR T o
M. FATF Windows BJ Apache Etil\ifio) B EEE

M. FAF Windows BJ Apache EN\EiR AEEE
BB AAT A FHT- Windows [ Apache v2.4 1 [R] H SR ik FiA% .

;ACCESS LOG

;127.0.0.1 - - [13/May/2015:14:44:05 +0400] "GET /xampp/navi.php HTTP/1.1" 200 4023 "http://
localhost/xampp/" "Mozilla/5.0 (Windows NT 6.1; WOW64; rv:37.0) Gecko/20100101 Firefox/37.0"
;format=%h %1 %u %{%d/%b/%Y:%H:%M:%S %z}t \"Sr\" %>s %b \"${Referer}i\" \"${User agent}i\"

; Section to collect Apache ACCESS logs

[filelog|clflogs-access]
directory=C:\xampp\apache\logs
include=acc*
parser=clfparser apache access
enabled=yes

;Parser to parse Apache ACCESS logs
[parser|clfparser apache access]
debug=yes
base parser=clf
format=%h %1 %u ${%d/%b/%Y:%H:%M:%S %z}t \"%r\" $>s %b \"%{Referer}i\" \"%{User agent}i\"

FE XA H oSS
1 o H GRS (httpd.conf) filE Apache:

LogFormat "%$h %1 %u %{%d-%b-%Y:%H:%M:%S}t \"%r\" %a %A %e

o
~
o
=
o
(=
o
=]

o
=]

o
L=}
o
<

o
<
o
4

0]

o
o

"%{Referer}i\" \"%{User Agent}i\"" combined
2 EX CLF AW

;ACCESS LOG
7127.0.0.1 unknown - 21-May-2015:13:59:35 "GET /xampp/navi.php HTTP/1.1" 127.0.0.1 127.0.0.1
- 0 unknown - GET - 1 localhost localhost 200 4023 "http://localhost/xampp/" "-"
[filelog|clflogs-access]
directory=C:\xampp\apache\logs
include=acc*; myAcc*
parser=clfparser apache access
enabled=yes
; Parser to parse Apache ACCESS logs
[parser|clfparser apache access]
debug=yes
base parser=clf
format=%h %1 %u %${%d-%b-%Y:%H:%M:%S}t \"%r\" %a %A %e %k %1 $L %m %n $T %v %V %>s $b \"%

{Referer}i\" \"%{User Agent}i\"

VMware, Inc.
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CLF J3Arfg Rl LA N 4558

remote host=127.0.0.1

timestamp=2015-05-13T10:44:05

request=GET /xampp/navi.php HTTP/1.1

status_code=200

response size=4023

referer=http://localhost/xampp/

useriagent=Mozilla/5.0 (Windows NT 6.1; WOW64; rv:37.0) Gecko/20100101 Firefox/37.0

BB a4 T Windows [f) Apache v2.4 4535 H GRS Bk B,

; ERROR LOG

;[Wed May 13 14:37:17.042371 2015] [mpm winnt:notice] [pid 4488:tid 272] AH00354: Child:
Starting 150 worker threads.

;[Wed May 13 14:37:27.042371 2015] [mpm winnt:notice] ([pid 5288] AH00418: Parent: Created
child process 3480

;format=[%{%a %b %d $H:%M:%S%f SY}t] [%m:%{severityl}i] [pid %P:tid %{thread id}i] %E: %M

{

=

;format=[%{%a %b %d SH:$M:%$SSf $Y}t] [Sm:%{severity}i] [pid %P] %E:

; Section to collect Apache ERROR logs

[filelog|clflogs-error]
directory=C:\xampp\apache\logs
include=err*
parser=clfparser_apache_error

enabled=yes

;Parser to parse Apache ERROR logs
[parser|clfparser apache error]
debug=yes
base parser=clf
format=[%{%a %b %d %$H:%M:%S%f %Y}t] [%m:%{severity}i] [pid %P:tid %{thread id}i] 3%E: M

next parser=clfparser_apache error2
;Parser to parse Apache ERROR logs

[parser|clfparser apache error2]

debug=yes

VMware, Inc.
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base parser=clf
format=[%{%a %b %d $H:%M:%S%f %$Y}t]

VMware, Inc.

[$m:%{severity}i]

[pid %P]

o

o
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T fRBIEIR S HE H SR AN . SOMENE T s s e (A2 Apache $iie H S

X)) 1Y Apache #inHE.
TE SRR A%
1 R HEK (httpd.conf) iR 'E Apache:

LogFormat "$h %1 %$u ${%d-%b-%Y:%H:%M:%S}t \"%r\" %a %A %e

o
=~
o°
=
o°
i
oo
=]

o
=)

o°
|
oo
<

o°
<
o°
\

9]

\"%{Referer}i\" \"%{User Agent}i\"" combined
2 EX CLF iR ric e :

;Parser to parse Apache ERROR logs
[parser|clfparser_ apache_error]
debug=yes
base parser=clf
format=[%{%a %b %$d SH:%$M:%$S%f $Y}t] [%m:%{severity}i] [pid %P] %E: %M

next parser=clfparser_ apache error2

;Parser to parse Apache ERROR logs
[parser|clfparser_apache error2]
debug=yes
base parser=clf

format=[%{%a %b %d %H:%M:%S%f %Y}t] [%m:%{severity}i] [pid %P:tid %{thread id}i] %E: %M

[Wed May 13 14:37:17.042371 2015] [mpm winnt:notice] [pid 4488:tid 272] AH00354: Child:
Starting 150 worker threads.

CLF i e bt HaS2s FIRIEILA M 7B CnsREEH] +0400 W IXH AT

timestamp=2015-05-13T10:37:17.042371

request method=mpm winnt

severity=notice

process_1d=4488

thread i1d=272

error status=AH00354

log message=Child: Starting 150 worker threads.

HESH:

[Wed May 13 14:37:27.042371 2015] [mpm winnt:notice] [pid 5288] AH00418: Parent: Created
child process 3480

CLF Ao b H S5 FIRIPILL B (ARG ] +0400 I IXIA AR )

timestamp=2015-05-13T10:37:27.042371
request method=mpm winnt
severity=notice

process_1d=5288

error status=AH00418

log message=Parent: Created child process 3480

VMware, Inc.
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B/ EXNSERF
AP FileLog Al winLog WEERSIEC EEE/EXS (Key/Value Pair, KVP) 73 HifE o

$/EX (KVP) S iiER
kvp RS MEE H S ESORh B SRR key=value VLERTl, LA FoRBIER T kvp SHTREFHS
o

[parser|kvp_parser]
base_parser=kvp
fields=*

Flan, s H RS CRT LAY scope=local; abstract=false; lazyInit=false;

autowireMode=0; dependencyCheck=0;

1E xvp AHTRETH, AR EE NS IE N T B 1A, WERECE R E X
fields=name, lastname, country, mU@lé%éfiﬁ%%ﬁiﬁiﬁﬁﬁiﬁ?%?Ii%iﬁé?ﬂﬂ&é%%%o

LA DRSS 7 R BERMA TR R LUE AR B AR R 27T

FEFRLS | SR AR, MARERTAT “\" ATARMERE AT o IR T AT TR AT 4% T S
HAFDE S5 P AT s R 5 Bl “\7

WL MRS,

w USRS/ IS T AR S S HORIR Bt varus, BB iz, 5 E e XOUR—HE,

w  HEARERNAS, ERLONAS .

w  JRIAERERN S SN HESCOR, Bkl o

w (R DGR RS SRR TR, PO (SRR o T E R IR R T X
KVP 7112 FF 1 T

THEERT kvp SHTRRFETHIN T HMEE.
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Pl

fields

delimiter

field decoder

R

SRR AR B R A 65 B Bl fields=name, lastname, country,

AERBEH] £ielas IR E SCREER FEARR, WMNH B 7 B MR A C - /)
SN N R B, R fields IR TR “x-A" Rl “a*(X+Y)” , W2
HEPRERGX e =B, ey flEa 4 “x_a” fl “a__x_y” FBt. XU Frh
AEFT TR TR

WIHEKE £ields WHHREN 7 (XS kvp SHTEET HEEBFB/AGEXD  WaHiirss
APAEAT TR PR P/ (2 LIRSS 3Ch) 7B I B r R e
T, MASEEEA NS, XA RT ARG 1 A R AN A 5 AR s 7 B

CIRV

BOASBRTF ARSI T . HIRAT . AT B S FS 554,
WURAERC S PSS E T BT, kv DHTRE R TR 3 SRR A T 04T

SO RN AT LSO RRE Sy BT, RS PSR o0 B R R b4 T o Bl
delimiter = "#7| "o WE NIRRT S HIAF R HIESBERT . KT kvp 534712
Fr, AIE TR Z R E R BRAT o 8] DA SCR N BRI B AT 5 HLA 43 B AT

B0, delimiter = "#~\t\r\n\s" BB HIBIRAT . HATRIFIZARAE R S AT o A X
Be R BRET, A XL AT 58 R, 3ldn, SR sk SO IRT, Ak
TE SN RPN AR AT R T AN SR “\” 5 B, delimiter="\s",

IRESHREITAEE S JSON T, Hrpgoh N I THRED IR P I 7 B 4, EAZE T
127 BN AT I AR

TR E S HTRE 4% AR AT R 7 (MR B T TARR 7B o

AUEREHES ARG 2, GBI TR G S Faa 36, B2 7 Bt v Ra 1.

debug = Tk, debug = A VAIE ves B noo X TR, IAHERIAESE debug=no.
MIETIE TN ves I, BRDAME 1iagent_<date>.log MEEDHIETFENNEANH E.
HAth B E T
g FEX
KVP MESSAGE = * (MESSAGE ENTRY By S RPN S EpTIES
[WSPR])

MESSAGE_ENTRY = KVP / FREE_TEXT 2% BRI Bk B SO

KVP = KEY ["=" VALUE]

KEY = BARE_KEY / QUOTED_KEY

FREE_TEXT = "="

BARE_KEY = *1BARE_KEY CHAR

BARE_KEY CHAR = %0x00-08 /

A, W KEY JETAEREE 581 VALUE, NP2, 5 AT X OS0R—Ff,

SRS BN S SOOR,
i

BREGS . 2SR R AT 2 SN AT

$0x10-19 / %$0x21-3C / $3E-SFF

QUOTED_KEY = 0x22

G S FRHARRED— T SRR ST

*1 (QUOTED_STRING_CHAR / "\" CHAR)

0x22
QUOTED STRING CHAR = %0x00-21 / BRA5 | 5 2Z SNFHTA 47
%0x23-FF

VMware, Inc.
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# S

VALUE = BARE_VALUE / QUOTED VALUE
BARE_VALUE = *BARE_VALUE_CHAR FARENFESF

BARE_VALUE_CHAR = %0x00-08 / RS K el R TE 2 AN 4
$0x10-19 / %$0x21-FF

QUOTED_VALUE = 0x22 RSP AR A/ e st SORMER HIPERG AT
* (QUOTED STRING CHAR / "\" CHAR)

0x22
KVP 5 ifi2 7 B & 5l

WAEE, AV fields=* 5 HTATrE 7B,

[parser|simple kvp]
base parser =kvp
fields=*

R B H AT Fi R S B 2% o

[parser |mykvp]

debug=no

base_ parser=kvp

delimiter="#"~|"

fields=*

;OR fields=scope,abstract,lazyInit, autowireMode,dependencyCheck
field decoder={"fieldl":"fieldl parserl"}

[parser|fieldl parserl]
base parser=clf
format=[%{valuel}i]]

field decoder={"valuel":"field parser2"}

SRATLA N KVP HE, w3 d TRl N R

Configuring transport... proto = cfapi server hostname = LOCALHOST ssl

reconnect = 30
FESLKVP SSHTREFFRL L

[parser|kvp log parser]
base parser=kvp
fields=*

VMware, Inc.
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KVP SR FrI& ML N B

proto=cfapi

server hostname=LOCALHOST
ssl=no

port=9000

reconnect=30

HE FERAHEH, MESFAT (=) T U E RSN, M A S~ BHI KVP 447
Fefy, POhESERr 2T R, X ATRES T8 Ul FIas ibEaRInE . A2 T DAE I 48 75 2 Hri 7

BORBERI AR

Rl BERMFNEZE KVP 22 F RE
AT A KVP R 5]

[filelog|MyLog]
directory=C:\<folder name>\Parser logs
include=*.log

parser=my KVP parser

[parser |my KVP parser]
base_parser=kvp
fields=*

FZRK KVP 55 M2 T 7~ 43

[filelog|MyLog]
directory=C:\<folder name>\Parser logs
include=*.log

parser=my KVP parser

[parser|my KVP parser]

base parser=kvp

fields=*

field decoder={"fieldl":" fieldl parserl"}

[parser| fieldl parserl]
base parser=clf
format=[%{valuel}i]]

field decoder={"valuel":" fieldl parser2"}

B B B S AR FF

timestamp DMTREF AT ETFR, M2l M NMNFERFRIE RS PN TR 20, 1248 28 s
UNIX 2o aI A (1970 41 H 1 H, UTC/GMT %) = mhai,

MiE—2 SRR B 52 format, BIA format=%Y-%m-%d %H:3%M:%S,

5 CLF 53 fr A, timestamp 43RS AT DAAERY TRIBEIATT 2 TRl

SASB%dSHIMSS%Y%zZo
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timestamp J3ATRE (ARSI AT 4 1«

LT Y
sd ¢

seconds,

'SH':

Abbreviated weekday name, for example: Thu

Full weekday name, for example: Thursday

Abbreviated month name, for example: Aug

Full month name, for example: August

Day of the month, for example: 23. strftime() expects zero-padded (01-31) digits
for this specifier but Log Insight agents can parse space-padded and non-padded
day numbers, too.

Day of the month, for example: 13. strftime() expects space-padded ( 1-31) digits
for this specifier but Log Insight agents can parse zero-padded and non-padded
day numbers too.

Fractional seconds of time, for example: .036 'f' specifier assumes that '.' or ',
character should exist before fractional seconds and there is no need to mention
that character in the format. If none of these characters precedes fractional

timestamp wouldn't be parsed.
Hour in 24h format (00-23), for example: 14. Zero-padded, space-padded, and non-

padded hours

"SI

are supported.
Hour in 12h format (01-12), for example: 02. Zero-padded, space-padded and non-

padded hours

are supported.

Month as a decimal number (01-12), for example: 08. Zero-padded, space-padded
and non-padded month numbers are supported.

Minute (00-59), for example: 55

AM or PM designation, for example: PM

Second (00-61), for example: 02

Total number of seconds from the UNIX epoch start, for example 1457940799
(represents '2016-03-14T07:33:19' timestamp)

Year, for example: 2001

ISO 8601 offset from UTC in timezone (1 minute=1, 1 hour=100)., for example: +100

I TR AT R e T e s HAB R I ART s (R S B AP S 22 EL AN 2 520 53 A TA]

w - - -
R W 0 I do I oo oe
< a e Y e a

oo
=

w
oo
=

o
<

Year divided by 100 and truncated to integer (00-99), for example: 20
Week-based year, last two digits (00-99), for example, 01

Week-based year, for example, 2001

Day of the year (001-366), for example: 235

ISO 8601 weekday as number with Monday as 1 (1-7), for example: 4

Week number with the first Sunday as the first day of week one (00-53), for example:

ISO 8601 week number (00-53), for example: 34

Weekday as a decimal number with Sunday as 0 (0-6), for example: 4

Week number with the first Monday as the first day of week one (00-53), for example:

Year, last two digits (00-99), for example: 01

GERAEN format B, Timestamp SATHE R FER S o AT ]38
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BEh i E &S TR
AT RIS TRIER 0 BT AR e i SRS 2B ] B i R o AR e, T DAAEIRAS o S R AT R e 1 15 2
T, #ITE field decoder HEH] timestamp HAZAHIZO LT Hlan:

[parser|mycsv]

base_parser=csv

debug=yes
fields=timestamp,action, source_ id,dest

field decoder={"timestamp": "timestamp"}

B ERERABRENREESTRERF
ﬁti%@mﬁﬂi%j7ﬁ§ﬁﬁ%ﬁi&@ﬂ%§ﬁ@ timestan¥>§}$ﬁ$if?o

[parser|tsp parser]
base parser=timestamp
debug=no

format=%Y-%m-%d SH:%$M:%$SS%f

T timestamp TR T SHAMAATRE (11 CSV ke ) AHERR iHEEL FRCHE

[parser|mycsv]

base parser=csv
fields=timestamp, action, source id,dest
field decoder={"timestamp": "tsp parser"}

SESUIRCER s mycsv AT R FRONEC B TR E 2B AREX timestamp FRUINN RIS
1T tsp_parser. WIR tsp_parser IZRBIARININ AIEL, IRS=s Kz TRIBH T H SR

BB ESER

Bl MR 2 A A I THRT 200 DERFN I TRIB.  EShAS IR I TRIERAR U5 timestamp 234
REFF ORI .

HEN TR T R T SN TS, 8/ E 0 e il 5 H S Histr, Bl o &
HELA AT /B, TR PRI B Bilan,

[filelog|some logs]
directory=/var/log
include=*

parser=auto
SHAMO R, ATUAY B b e e SCRA A

[filelog]|kvplogs]
directory=C:\temp logs\csv-itbm
include=*.txt

parser=myauto

[parser |myauto]

base_parser=auto

debug=yes
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WEREN BEM TR IS debug, WP SO HTROHARE B B, A H SiafT B 5hor

HrRE VA SO H S F OB 2L 7 B 5 L o
XA, FIERIAMER debug=no.

T AN ESH, MRS (=) ATA A VER SN, iR A B2 ie . oves

NPT B X P RES AL UL A RE I, AR AT DAl SR E TR A T Bk i KvP
IR o

syslog S iEF

syslog TR 35745 message_decoder fll extract_sd 121, 0] H ML Fi%: RFC-6587.
RFC-5424 Fll RFC-3164,

fit 2 message_decoder £

syslog 3 HrREF AT LU F A5 1 %05 F message decoder 160, BRINEH K, U timestamp
M appname FBt, Al liagent.ini SCAFHOEC R BN R T LA P BIROME, kA H

message_decoder 5Eli:

[filelog|data logs]
directory=D:\Logs
include=*.txt

parser=mysyslog

[parser |mysyslog]
base parser=syslog
message_decoder=syslog message_ decoder

debug=yes

[parser|syslog message_ decoder]
base parser=kvp
fields=*

R~f5l: (¥ message_decoder EIHITHHT

DL RS T —A sl DA B ] message_decoder 111 syslog 43 MR asINE] %
FF T B

w ORPIRAT

2015-09-09 13:38:31.619407 +0400 smith0l john: Fri Dec 5 08:58:26 2014 [pid 26123]
[Jsmith.net] status code=FAIL oper
ation=LOGIN: Client "176.31.17.46"

[NV T message_decoder BT KVP MR F 1 syslog 2 HrfE ik IRl R 4

timestamp=2015-09-09T09:38:31.619407 appname=john status_code=FAIL operation=LOGIN:
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& extract_sd £ Ao # & Ha L B0

BTSSR, 1A 1iagent . ini AFHAORCEE S BN ZULT- LA M on ek = H
extract_sd 1%&1i:

[filelog|simple logs]
directory=/var/log
include=*.txt

parser=syslog parser

[parser|syslog_parser]
base_parser=syslog

extract_ sd=yes

. {EA extract_sd EIBITHHT

PUR RIS R T — Al DU AL T extract_sd £ syslog S WL g INEZ -1 7
B

m PR <165>1 2017-01-24T09:17:15.7192 localhost evntslog — ID47
[exampleSDID@32473 iut="3" eventSource="Application" eventID="1011"]
[examplePriority@32473 class="high"] Found entity IPSet, display name dummy ip set
1411

»  syslog DHTERF S UL N FEANINENRZ S

timestamp=2017-01-24T09:17:15.719000
pri facility=20

pri_severity=5

procid="-"

msgid="ID47"

iut="3"
eventsource="Application"
eventid="1011"
class="high"

appname="evntslog"

BT R PRI F B
ke 2 A SR PR IREL B

RFC 433% pri_facility pri_severity timestamp appname procid msgid

Ik RFC X X

RFC-3164 X X X X

RFC-5424 X X X X X X
syslog S T 2 F1EIN

TR T A I syslog #E .
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P iR

message decoder TEX T AN B AR AL IR T e DUEN ESTRT (i A
27, WAL HE IR

extract_sd AN Bl aA e

extract_sd EBICFHEME “yes” B “no” o ERINHIL T, iZafmiidh 4%
JFRES . i) extract_sd #elUm, B FUE MGG LB ST A BN o

T £t3t RFC-5424 tRiERMS T

LR RBIE R T il s o S s TR RS AL E R syslog S AP Nl . — oniildaf- DL
syslog ML s Iz 1 7B

LI

[filelog|simple logs]
directory=/var/log
include=*.txt

parser=syslog

w LRI A R
<165>1 2017-01-24T09:17:15.719Z2 routerl mgd 3046 UI DBASE LOGOUT EVENT

[Junos@2636.1.1.1.2.18 username=\"regress\"] User 'regress' exiting configuration

mode - Juniper format
w11 syslog S HTRE AN EZ I 7B

The following fields will be added to the event by Syslog parser:
timestamp=2017-01-24T09:17:15.719000

pri_facility = 20

pri_severity = 5

procid = 3046

msgid = UI_DBASE_LOGOUT_EVENT

appname = mgd

= §F¥ RFC-3164 kRIS T
PUR R R T TSRS IR E . — ol RFC-3164 F54:DA M i syslog FRINENZ 410 7B
m fidi

[filelog|simple logs]
directory=/var/log
include=*.txt

parser=syslog

(RSO A AR RFC-3164 Fif::

<13>2017-01-24T09:17:15.719Z routerl mgd 3046 UI_DBASE LOGOUT EVENT User 'regress' exiting

configuration mode - Juniper format
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n [ syslog MU AN Z I 7B

timestamp=2017-01-24T09:17:15.719000
pri facility=1
pri_severity=5
appname="mngd"

1] 1‘1‘ E’]ﬂ%ﬁﬁﬁnﬁﬁ*ﬁ&
PRI R AT PR (LTSV) 5 UR HIZRFF PR (TSV) A Ak,

LTSV SRR C s By —1 TR 4\‘?5&% <taB> 73F7, B — MR AME . FREEAME
i 2 5B B LTSV AR, AnTLLEE ] <tas> #7017 (5 TSV EA—H) FrmdME—pricy (T

HFB ey ) RATEEMT. AKX LTSV EX%DT%EEH’\M?%DME;M W20 http://
ltsv.org/s

Tl LTSV HiiEFEE

Bl RBILTSV BE

LTSV SR AT B E IR B e . T LTSV MRy, ST a8 E N E 1esv SHFEF

)F/J Yo

[parser |myltsv]
base parser=ltsv

LTSV A AFUES ABNF #81UR) LTSV A== ILid i 7 1 4 o

ltsv = *(record NL) [record]
record = [field *(TAB field)]
field = label ":" field-value

label = 1*lbyte
field-value = *fbyte

TAB = %x09
NL = [%$x0D] %$xO0A
lbyte = %$x30-39 / %$x41-5A / %x61-7A / " " / "." / "=-" ;; [0-9A-Za-z .-]

fbyte = %$x01-08 / %$x0B / %$x0C / %x0E-FF

host:127.0.0.1<TAB>ident:-<TAB>user:frank<TAB>time:[10/0ct/2000:13:55:36 -0700]<TAB>req:GET /

apache pb.gif HTTP/1.0<TAB>status:200<TAB>size:2326<TAB>referer:http://www.example.com/
start.html<TAB>ua:Mozilla/4.08 [en] (Win98; I ;Nav)

WG LTSV B, HEMSHTRARE] 417

host=127.0.0.1

ident=-

user=frank
time=[10/0ct/2000:13:55:36 -0700]
req=GET /apache pb.gif HTTP/1.0
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status=200

size=2326
referer=http://www.example.com/start.html
ua=Mozilla/4.08 [en] (Win98; I ;Nav)

A E
HAPRAW AT T LTSV SRR T . BRIMBHL N, LTSV A T2 TRA . BT LTSV ik, B

debug=yes,

[parser |myltsv]
base_parser=ltsv

debug=yes

YFTH R, LTSV e W H ST A A 8rZE 1. LTSV ST SRR 2 M &
B /7. NRIZR C“7 ) L CF ) DURgERIZR C Y7 ) =R, iR H BT AR SR D— N TR
R, HETEB A, BIEARS ZAE R, B EAEE F B AR ANSRATAE TR, AR SR B

E AR FBE R

#it filelog BB ECE LTSV S ERF

PR R DL Bl filelog My ECE LTSV MR .

[filelog|simple logs]
directory=/var/log
include=*

parser=ltsv

regex HHTIEERF
regex ML Fo AR IO B FH— 2 B ) Rk 20

vRealize Log Insight fXFLf#i ff] C++ Boost FEIENFIATL, HIENMZAAEH] Perl i85, regex 0 #ifE
Jr Al A — B A Eay AR AL IE N Fek OB R TE S flln:  (2<field 1>\d{4}) [-]
(?2<field 2>\d{4}) [-] (?<field 3>\d{4}) [-] (?<field 4>\d{4})

EAPTREAH (Blan: field 1. field 2. field 3 Ml field 4) MM AMINAE FEEF B4
Pro frAadmB gLl NEKR:

n (EIENFGEABEUTHEE R AT, vRealize Log Insight A3 EBL#4 7.
AR A TR TR MR (T TR

AR T ATk

WIRERE 2T, NI B 2

regex 73 M2 FF kIR

regex I HTREFHIME—AFIETIUE format %,

FEF A AE BN, AT debug LT,
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(=

FAE regex o), il regex fE base_parser, JHiflk format #li,
Tf: regex Bt B R

. 9 Apache BESRA
AR ~Ba] 24558 1234-5678-9123-4567:

[parser|regex parser]

base parser=regex
format=(?<tagl>\d{4}) [-] (?<tag2>\d{4}) [-] (?<tag3>\d{4}) [-] (?<tag4d>\d{4})
[filelog|some info]

directory=D:\Logs

include=*.txt

parser=regex_parser

e STRIVE

tagl=1234
tag2=5678
tag3=9123
tag4=4567

T regex 3T REF KM Apache HE, 151RHUEH T Apache HIEIRFE regex #xil:

[parser|regex parser]

base parser=regex

format=(?<remote_host>.*) (?<remote log name>.*) (?<remote auth user>.*) \[(?
<log_ timestamp>.*)\] " (?<request>.*)" (?<status_code>.*) (?<response_size>.*)

R TR

127.0.0.1 - admin [10/0ct/2000:13:55:36 -0700] "GET /apache pb.gif HTTP/1.0" 200 2326
remote host=127.0.0.1

remote_ log name=-

remote_auth user=admin

log_timestamp=10/0ct/2000:13:55:36 -0700

request=GET /apache pb.gif HTTP/1.0

status_code=200

response_size=2326

DU RIS R 74T Apache H G5 — Rl

[parser|regex parser]

base parser=regex

format=(?<remote_host>.* (?<remote_ log name>.*)) (?<remote_auth user>.¥) N[ (?
<log_timestamp>.*)\] " (?<request>.* (?<resource>.*) (?<protocol>.*))" (?<status_code>.*)
<response_size>.¥*)

127.0.0.1 unknown - [17/Nov/2015:15:17:54 +0400] \"GET /index.php HTTP/1.1\" 200 4868
remote host=127.0.0.1 unknown

remote log name=unknown

remote_auth user=-
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log timestamp=17/Nov/2015:15:17:54 +0400
request=GET /index.php HTTP/1.1
resource=/index.php

protocol=HTTP/1.1

status_code=200

response_size=4868

HEEEREM

SHAMSHRE (A0 cLr 5T HHEL, regex TR IMFEE 2 B, AREREE AT Tt B ke
FrRoaMT HiE,s 1625 8 XL AR MU AE ] regex S3ATREFr LAZRAG BE4FHOTERE .
WRASR BT ITRE S, HAEMHAE regex DMREFF, WHRSTRETEIIBE SR VA FonBliEos T REt iR
P EVEREA RIOBCE . 2o BiRE TS HEEENT B,

(?<remote_host>\d+.\d+.\d+.\d+) (?<remote log name>.*) (?<remote auth user>.*) \[(?

<log timestamp>.*)\] " (?<request>.*)" (?<status_code>\d+) (?<response size>\d+)

JSON S Hhi2FF
AT DL 1 E X JSON MR rlic e, DAMEAG de Bt /A JSON Hids.o

ErI VLN FileLog fll WinLog WWEERSAC BZ 500 PRl (CSV) oMtefF. (U#EH] Log Insight {XEE JSON
IR 3 JSON Hidie Te) JSON Hib o difE e ik Il 4= 45 51

KTERIN JSON M2 cEL, Log Insight AAEEEHEH JSON HEIHTA 7B, 78 JSON HiE#H H S
FORONE SR JSON W5 (HATREf S JSON X5 I, AR NIk () FrfiiReEmE =
JSON WA X WM TR RN A FEN TR AR, WL JSON HER S, Mitx#4
PRl E B4, R bt EEs),

JSON ST REfFid it — MRy £ields HUFFELLTI

JSON 4 #h#2FF “fields” JEIN
BRTLAME £ields WEUREAERCE P TR B e i) FHgsE R I FEE JSON HE T,

HE OB, ERAHEENTTER JSON JTRE A AREH JSON MR ()F1TiH
o
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AN 2R IRC L, DA RSRERE M o 2 e b 04 JSON H 5

Ty AT JSON HEHMZATTER, ek 0/l £ields BN EIIHHLLE Sy R, 5
UL R 751
{"operation" : {"timestamp"
"2018-11-22T715:28:58.094000", "thread id" : "0x05673", "initiator" : "connector",
"log severity" : "info", "log message" : "Requested connection to the server."},
"operation result" : "success"}

AT R JSON X4 (U1 timestamp. log_severity Al log_message) , 2 UL T
T ZonBIEE B A DL N T REEE . operation_timestamp ="2018-11-22T15:28:58.094000" and

operation_log_severity ="info"
[parser|json_parser]

base parser=json

fields=operation.timestamp, operation.log severity, operation.log message

BMTEAS JSON W, ESNRIKR, Fik— MRS () Z457.

{"product name" : "LI Agent",
"operation" : {"timestamp" : "2018-11-22T15:28:58.094000", "thread id"
"0x05673", "initiator" : "connector", "log severity" : "info", "log message"

"Requested connection to the server."}, "operation result"

"success"}

FUHT operation X4, 1 TILL MACE

[parser|json_parser]
base parser=json

fields=operation.*

WER JSON HISHEHE, I HAR BT SRR ETCR, R B i A TR =5

LA N R B s -

"Records": [{
"object": {
"key": "/events/mykey",
"size": 502,
"eTag": "091820398091823",

"sequencer": "1123123"
}
by
{
"object": {
"key": "/events/user_ key",

"size": 128,
"eTag": "09182039000001",
"sequencer": "1123231"
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"object": {
"key": "/events/admin key",
"size": 1024,
"eTag": "09182039547241",
"sequencer": "1123213"

A H BT key I size T, 16 DL FECE AL R 7B
recordsO_object_key="/events/mykey"
recordsO_object_size=502
records2_object_key="/events/admin_key"

records2_object_size=1024

[parser|json_parser]
base parser=json
fields = RecordsO.object.key Records(O.object.size, Records2.object.key,

Records2.object.size

s EOWITASEITTEN key TR, TP M RCE

[parser|json parser]
base parser=json
fields=Records.#.object.key

s BN TR, WA RS () TR fields B, ZACEA S TEIA JSON Mt E

[parser|json_parser]
base parser=json
fields=*
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#HZ vRealize Log Insight {XIE

WARARTEEEE vRealize Log Insight ARBE, 154 RIS T TR e AR o O I R THR A
AFEBHE TUAN

m 7 Log Insight Windows Agent

»  H1# Log Insight Linux 1CF RPM #:1

m {13} Log Insight Linux X7l DEB # -ty

= JHl# Log Insight Linux FXFE bin Zff-ty

s TZhHIE Log Insight Linux fXEE bin it

1%L Log Insight Windows Agent
AT Windows #il AR Ry AiThae” brstrhiElE Log Insight Windows Agent.

AR

LR F U 4%, vRealize Log InsightWindows U Windows 501, JFHsh “IRSS” EHESIGIEE T
2% vRealize Log Insight FRFEAR %S .

S8
1 RPN > B ALIRE.
2 &Pt VMware vRealize Log Insight Windows Agent J{ i H13

&R

R T 25151 VMware vRealize Log Insight Windows Agent I35, B H SO M R 215

£k Log Insight Linux f£IE RPM X148

A[PLEIE Log Insight Linux Agent RPM {441,

AR &M

n DL root T EHRESE, wifii ] sudo s TGS,
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m ESERIT 4R Log Insight Linux Agent [1) Linux HH5EAL, dTITF20m366, RIF121T pgrep
liagent VA VMware Log Insight Linux Agent 275 U 4% HIFEAFa1T .

S8
o E(TPL A2, B VERSION Fll BUILD_NUMBER iy 25 B B AR N s i A

rpm -e VMware-Log-Insight-Agent-VERSION-BUILD NUMBER

&R

IR R 11 VMware Log Insight Linux Agent 74" FEf7, FEMAGHRERAA ST CHERSN .

% Log Insight Linux {1¥ DEB %4 &
A DLHIE: Log Insight Linux Agent DEB £

BB &
n  Dlroot Ml B pEsk, sl sudo isfTiEHl G Mm%

m ESRRIE R Log Insight Linux Agent (19 Linux 5L, FTITF20md4, SRIG181T pgrep
liagent PAHIF VMware Log Insight Linux Agent J& 75 B 22358 H IFEAF 121 T

H B
& = TPA M

dpkg -P vmware-log-insight-agent
&#HR
A 211 VMware Log Insight Linux Agent SF 2R, HM ARG FEERFTA X/ CHERID o
#1#; Log Insight Linux {XIE bin &8
AT PLEEH] vRealize Log Insight JEIACEIZ, Log Insight Linux Agent .bin #f-4d.,

AR

w

LGS
PL root H Bk, B sudo {1955 4o

m ESRE|IE L% Log Insight Linux Agent ) Linux 155 791 ﬂ?‘?é{llﬁﬁ? #1217 pgrep liagent
PLEIE VMware vRealize Log Insight Linux Agent 275 L 20 IEfE 12T

1 7 Shell SToRfFH, BALL N a4 LUSEIEAR .

loginsight-agent-uninstall
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2 EEEELL My SR PR RAE S O, A IEEIEGE S CR e

echo $?

FFhEIEK Log Insight Linux X bin #4€

R A

AR

BEAEE N AAS, WIRTLAT- 814G Log Insight Linux Agent .bin F {4,

TFEhEIE Log Insight Linux fAHE bin #b(0
n  Dlroot M/ B fpEsk, sifliH] sudo isfTiHl G4

B ERE|IE A Log Insight Linux Agent [19 Linux $F5EAL, T HZ0mE GG 21T pgrep liagent

PLIGIF VMware vRealize Log Insight Linux Agent &5 £V 25 IR 54T o

B

1 i EfTPA M4 {5k Log Insight Linux Agent <7442 7

IH Linux 27 &/ sudo service liagentd stop B{ sudo /sbin/service liagentd

stopo

2 T Log Insight Linux Agent £

/usr/lib/loginsight-agent - SFPPHFE —FEHIAIAF P UESCH: H R
/usr/bin/loginsight-agent-support - AT Log Insight Linux Agent [19 37451,
/var/lib/loginsight-agent - Ft B A FIEHEEi% H %o
/var/log/loginsight-agent - Log Insight Linux Agent B H & H k.

/var/run/liagent/liagent.pid - Log Insight Linux Agent PID 34, Aok H ks,
HTEEERZ U
/etc/init.d/liagentd - Log Insight Linux Agent SFP3ERE I IIAS H 5%,

/usr/lib/systemd/system/liagentd.service
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vRealize Log Insight X IE#FEHER

EL ANt 5 B REE HE B 2 W AT 1 E 5 vRealize Log Insight ACEIR/EAH I ] AL,
AREEHE TUA N

= )y Log Insight Windows Agent il 37 #tu

» Jy Log Insight Linux Agent 6] i %5741

= {f Log Insight Agents H1& X H G E40{E HL 2

. HH Ul AR Log Insight Agents

m  VRealize Log Insight fXFIA %15 4

m i Log Insight Windows Agent s Il H 554514 )

m  {F Windows [ k&5 814K 1 Log Insight Windows Agent f HH it
= Log Insight Windows Agent #5252 i

» Log Insight Agents 546 125 20F

m  VRealize Log Insight JIRS5#s 4048 | F N5 & 1

A Log Insight Windows Agent Sl &% i%6

i Log Insight Windows Agent T HE AU HE T, 7 DUE H SRS B S B KL 24 2]
VMware Z#5 k55

IR

1 BRBLEET Log Insight Windows Agent [/ H R4,

2 il Windows FFEE#EH, SR T VMware > Log Insight RH - IS4,

3 () RBREE S RATTH, 53013 Log Insight Windows Agent {235 5%, SRFFAGT

loginsight-agent-support.exe,
EOBRAREEHSEN ¢ \Program Files (x86)\VMware\Log Insight Agent

&R

ZSFFROAEMN, JHEN . zip UHAIF(E My Documents Hio
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RESR

AR IRCR ScRr e R B VMware SCREIRSS o

3 Log Insight Linux Agent gl&EX %6

41K Log Insight Linux Agent fHFHBRREUAFZTIUME T, P LCE H SRR & SO EIA L 125 2
VMware S H5ilkR%%

1 ERBLERET Log Insight Linux Agent [ HFRITEA L.

2 i={7 Ml
/usr/lib/loginsight-agent/bin/loginsight-agent-support

EES

USEE AR, IR . zip SUHEERAFAE 41T H sk,

PRI scfr 0k B VMware SCRiIRSS o

£ Log Insight Agents FIE X BEFME 2 &5
TEH VA4 vRealize Log Insight AELFIAL S SRR H 1 %203 o
AR

%+ Log Insight Linux Agent:

n  Plroot I SR, Wil sudo iafTistilGms .

SR BIE 4R Log Insight Linux Agent [19 Linux 15541, FT0TIE, SAE151T pgrep liagent
PLEGUE VMware vRealize Log Insight Linux Agent 275 BV 4358 HIFEfF 11T

*F Log Insight Windows Agent:

SR RIT R vRealize Log InsightWindows HFR) Windows 11541, HEh “IRSST EFFIgLDIEIF
BTS2 vRealize Log Insight AERARSS .

1 SMEES liagent.ini PR,

BIERG B
Linux /var/lib/loginsight-agent/
Windows $ProgramData%\VMware\Log Insight Agent

2 HEEESORGHHARPTIF liagent . ini 3XfF

VMware, Inc. 90



i f] vRealize Log Insight fCH]

3 ff liagent.ini XM [logging] #%5 ABEMH G,

E RS, & vRealize Log Insight FRERIFISEMIEGEI . BRMEAHEEEIS N 00 PR 1
AR A5 B HUCEIZ R T HEBR R 2 B0nE. YRR 2 et Eannofs B HA Y
VMware S FF A G RIS ) 1R 2,

[logging]
; The level of debug messages to enable: 0..2
debug level=1l

4 {454 1iagent.ini X
EES

;ulﬂ Lt/&ﬁu EEE&
&18 Ul "27R Log Insight Agents
H% Log Insight Agents S BA G RAEEER UL QB DA

i &

2285 Log Insight Agents J&, Z45HE UL Y “fRER” TifIHE A% Log Insight Agents.,

JRE
WA A MR 25 F2 R8ER 1iagent . ini SCAFHY Log Insight Agents Bt B AN IERA,
fRRFR

o BT Log Insight Agents ) Windows B Linux 4275 B4 4] vRealize Log Insight fI 55
Ao
& I5iF Log Insight Agents &7 1] cfapi T
A syslog Y, Ul A2 7R Log Insight Windows Agents.,
o EENTLUFHERENM Log Insight Agents H b SCHRIP A
m Windows - $ProgramData%\VMware\Log Insight Agent\log
m Linux - /var/log/loginsight-agent/

AHROS LU NEIERHENE.: Config transport error: Couldn't resolve host name

1 Resolver failed. No such host is known.

& IGiF liagent.ini 277 HFr vRealize Log Insight RS #SHIEMAC & o 52 WK E H bk
vRealize Log Insight IR 5= AFs @ AER H bR o
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vRealize Log Insight RIBAR & EE 4

ANIERIRC L FTREZSPH L vRealize Log Insight fRELKEFi41-44 % # vRealize Log Insight k5%, a5
AEAARC BV S R, MR B RI280an MIEE: Fo i “CHANNEL_NAME” z)\HXEﬁuajE
W MHiE “CHANNEL_NAME” RAHAIRIRAS, H2EES S LA IE (Invalid settings were
obtained for channel 'CHANNEL_NAME'. Channel 'CHANNEL_NAME' will stay dormant until
properly configured),

i) &R

VRealize Log Insight fRERSF2 R 7E 3 > RERTUA, (AT 5522 RTE vRealize Log Insight
RIEFEALARM 2B AT ﬁﬁ¢o AR IEAARC B T SIS S E

HE
ASTERAIIRCE AT BESSPH 1L vRealize Log Insight I 414 % 5] vRealize Log Insight fIRE5 75
fRRFR

o EXNEYRGSEE . Bub S EMECE SRR . 15205 4 F L vRealize Log
Insight {oHE,

& T vRealize Log Insight Windows 1Y, 122t DL Mk,

s WIREMHT Windows 11, 158 &/ T $ProgramData%\VMware\Log Insight
Agent\log Hf{J vRealize Log Insight Windows fHE H G-I A . BSOS mIE ST
JEIE CHANNEL NAME HUEAC EAHCII H SN E . B A Application, System fll

Securityo.

 GRRIERARC ELED, WESHERZMAT HEME: kT RiliE CHANNEL NAME Fif. 4
AR 15007, FRAFFE EIWIE. WEREEERE ., BSER 15007 DUOMIERRD,

w  QERSRIEGARCE VSO E, WS E RSP N HE: A X IEE “CHANNEL NAME” 3R
BB B TGR. I “CHANNEL NAME” JRFFRIRIRZS, B REEME Bk

& T vRealize Log Insight Windows fXFFll vRealize Log Insight Linux A8, 20 N,

o SRORECE ISR, MESAE R MHE: EEARE N KE “filelog” #
gro PSP H SR SR IR PPN, B2l IE BC & R vk

vRealize Log Insight S H G- AL LA B,
m Windows - $ProgramData%\VMware\Log Insight Agent\log
m Linux - /var/log/loginsight-agent/

BRELR

HFALE vRealize Log Insight REEIELZEE, 2 WA Log Insight Windows Agent FlIfid i Log
Insight Linux Agent,
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3 Log Insight Windows Agent ;i1 H 3551 4b %1

£ Windows P e HITX Log Insight Windows Agent figBRRH (- IR .
Z S T Windows Server 2008 R2 M kA, DA Windows 7 K AR
BT

KBRS O BRI P al BAT B R

PR

1 EEITH > 317,

2 #A wf.msc HPHHE.
3 fEAEEH, AEERE N, SRJ BT
4 FEREHEX, FHEMA SR U %,
eI ik
B liwinsvc.exe
i LoglnsightAgentService
TR A HIF cfapi ) TCP 9000 FIfiF syslog ) 514

5 71E “PEEIHIIN FRYBCE SO TUE b, e BARR AR5

R
= A
w L

I FTLLERE AL, DARER BINRMAA AL TR IR, TIAVE 22404

7 Log Insight Windows Agent Hii ¢ $Programbata%\VMware\Log Insight Agent\log,
HATHoa g H B o R S e &M A Config transport error: Couldn't
resolve host name M Resolver failed. No such host is known, 1HH#IS5) Log Insight
Windows Agent JIlt55 1 Windows 11541,

I Log Insight Windows Agent Ik 55 M EFFEE KA 5 3 ok R BRI ik 5545 o
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7£ Windows B Mg 2153k B Log Insight Windows Agent &Y
H &

fil'® Windows B k5% E, DLAAYF Log Insight Windows Agent £l vRealize Log Insight i35t H
S

1E 223591 )A 50 Log Insight Windows Agent JIR55 2, Windows Jaisk A i Bl k% il e PR 5 B b
vRealize Log Insight IR 55 #5154

2 AE T Windows Server 2008 R2 N ssliAs, DL Windows 7 MBS,

AR

o BB S O R U S A R o

73

1 kB > BT,

2 AN wf.msc HHRGHE,

3 7E CBRET datsrh, BN

4  (EEESUAEEIR I WHSEERE MR PR SR CBRIN) o
RN RAT R B, AR DA BT IR B SO s A BB SO, FAAI T M U e Rz (1 i 25
i

5 MLE.

FESR

& Windows [J5 k&1 T4 Log Insight Windows Agent fi#sBH IERIBISNANI . #5208 Log
Insight Windows Agent s I 554N

Log Insight Windows Agent it E&E ki

LEERR AL S5 Log Insight Windows Agent [HIR/EI .

i &

T A RIS A S 4E Windows JE S FHUTH %S, Log Insight Windows Agent Joik2: 2%
RIS o

RE

s 14 P HES 73X Log Insight Windows Agent Joik iFifi4cds .,
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BRHTE
1 GRS (GPO) ¥, JFEDHHE Log Insight Windows {RF,
a f7Esh GPO, MULGREIFSHBITHENELE > SHg > BEER > R% > BX.
b i TERETE T RN S BRI SR R4E 3
c ‘SEIHENEE > R > HEEIR > RE > 4R,
d IR E R R A ], PSRRI TR (BD) 0 120,

2 JEHPREN IE1T gpupdate /force /boot ird.

Log Insight Agents }E4 H & &IEH
Log Insight Agents 3544 [125441F 15 .

2] &
vRealize Log Insight fREEIELE 25 2k, Aok SRS ee i %8s,

BRI B R, W DA ARER R R O 1 R ARG H S E . A

TG B, S WAE Log Insight Agents HiE XCHETELIE B0,

&
FERER H S B iH BB AR E A o

HE S|

TELAR G LA . A LT A iE B PIACE. 2 vRealize Log Insight WEA5#¢ N,

BB A A IX A

B ST HA [REEERME A vRealize Log Insight i s [

B ITARM ARSI, WTRES R RSO,

TRAENS A AR . DIAT Al 5 ca A IIET . I CA 25 ZUF B,

fRRTTE

o  HHAEBRENZLEFEMY vRealize Log Insight 924, 4RkJ5 M vRealize Log Insight fAFE] cert H

KT MR ARTHIUESS o

m X T Log Insight Windows Agent, 15454 C:\ProgrambData\VMware\Log Insight

Agent\cert,

L

X Log Insight Linux Agent, 5% 4% /var/lib/loginsight-agent/cert,

UG A Re el T AR AE RS kA8 T 50T . Log Insight Agents #idfik T— /e,

ik ssl_ca_path=<fullpath> [l & SHOKRAL E A UE A o @FHTT&TEIE%@K@E@E%

2B <fullpath>, IHSMWACE Log Insight fCELR) SSL 248,
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VRealize Log Insight fR & s5iERIEMZ R EREE

it R AN, vRealize Log Insight 55754340445 Log Insight Agents 144%,,
TP vRealize Log Insight ik S5asific B e~z SSL iERE, B0l Log Insight Agents it B il sk

SSL cfapi WhisEdek kK ikEdE .

8] 7R

MR E ] cfapi RIEIEINZEFEL, vRealize Log Insight IR & reafbdniiss, REHERERULT
FERIME 2 —: 403 ZEIE (403 Forbidden) B 403 X ft¥F SSL ¥E#HE (403 Only SSL

connections are allowed),

JRH

vRealize Log Insight Bl VA2 SSL %82, 1fil Log Insight Agents it F 4 3k SSL 4.

BRTE
1 B vRealize Log Insight IR 5528l B ik SSL 4,
a ‘PHEEELR
b fE “EE” T, Hili SSL.
c fE “APIIRSS e SSL” FRE T, HUHIEFRE SSL .
d R,
2 ¥ vRealize Log Insight fRFIfCE Aifnk SSL crapi WGEREKR & XK.
a ‘PHEIE liagent.ini XPHRISCHER.,

BIERS 223
Linux /var/lib/loginsight-agent/
Windows $ProgramData%\VMware\Log Insight Agent

b IHAEESCRGEAFHITIT liagent . ini XM
¢ ¥4 1iagent.ini XA [server] #0H0 ss1 SHEESCH yes, FEEHRCH cfapis

proto=cfapi

ssl=yes

d X liagent.ini Xk,
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