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ARFEPHE TA R

B ZF12 00, “ffY vRealize Operations Manager ¥l 5”7
® 1200, “HFHX Root HhY”

B 1371, “EEEZC4 Shell, FERIK FOAIPSH] &R
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B 1700, AP B S R IE”
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B 18 T, MR LA
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B OEE23 01, RPN AR R
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B 525701, “Apache filtt”
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f%1F vRealize Operations Manager =Z#l&
%% vRealize Operations Manager i, #UAZI0 T OSSR ORAPIFEER FR A N1 SRl 65 o
HIR &
%% vRealize Operations Manager.
B
1 1t vCenter HIEF R 2 5 B E L I
TEvCenter 1, #% T Al+F1iAE RIS R, HTZ2ER, BRINGH 225 H] vRealize Operations Manager

TR
2 Pl root BER,

vRealize Operations Manager 72 &5 [Ny 232~ AT, EEIEAIEE root M M1k .

3 TEHREERLH, $% Enter .
4 FRYEoRIHEEIN, ¥4 Enter 8.
5 YIUREINHTEMN, BAFTTER root Z4h, il MEMEHIES%,
6 FHTHIA root #hh,
7 MIEHl G,
¥ Root &1
FT DA I Al 428 1 £ B SRS vRealize Operations Manager =71 i s A 19 151 root 2545

root 41 pam_cracklib FE AL E 4462 (37T etc/pam.d/common—password H1 ) . P58l 25 15
N pw_history 15 ] enforce_for_root, ZiHLI T etc/pam.d/common-password X LEH, RFSERIACE
g BN, BN IH B LE /ete/security/opasswd A,
BIR&EH
WAL root BEIDAF S R AN TV G A BBk . Gk 3 i TT=K 0 ses, B T sha512 M545.
AT MRS P RS A
pi
1 7E¥451 root shell Hiz{T # passwd 2
2 BGF root BRGNS AT, A root S ESRIFIAAT # more /etc/shadow fpd,
B RN E R
3 SR root B AUS sha512 M5AT, NHZEAT passwd a4 LAN T4

EHE MBI HH
FRPE A ZH AR 201N, e B P P B2 hi ) 203 H 15,

BRNBOL T, Frfsefe VMware 5511 60 RIVEMEMH M, ARZHERIESH, root By 365
RIVESE H W RS, ws BT B0 20301 H AT & % AR PR EOR PR o

AR root FA RN, BARERIHWE o AU E T ik R S AR A B BN root A5 2130
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% 3 Z vRealize Operations Manager IR £ E

pi
1 Dl root GUYEFRBIERIAEAL, H181T # more /etc/shadow fiy2-LASSIERTA M 15 21 1A H U
2 B root IKHIRIIHH I, 151817 # passwd —x 365 root fiy 4,

FEIr 4T, 365 FE 1B H 2 AT IR —ar S BT E A, FREE I root K
P, I HTHREA A AL B HYIbRE o

BABOL R, root BB E AR 365 K.

EHEZRE Shell, EEMRAFnI=H & 1500
W TAERRERE, PRI 224 Shell (SSH) T, TR{V %S I ERNAEH] SSH.,

SSH 122 H A2 4TIME, XFFA vRealize Operations Manager 7 S Tue iz . SSH 75 ZHAT miA R 1Y
F Pk 2 . SSH 3 shilli i 2x2%1d vRealize Operations Manager i 5 3% T M (05 i) ( role-based
access control, RBAC ) FlIHrizd=sil,

VE I, TETEAE AT AR SSH, (NAE 2 W el HERR oo Hofth 7y AR [ R A 3 IR s o
NAEFREE I Thae T T TS A m ), HHAT IR S B 2 i . R EE ] SSH, 14
PO EMEATG, I ATEREN A BT IR EN vSphere it &, ] AEFREH BUR LA (Open
Virtualization Format, OVF ) #&Agf} 5 HEkZEH SSH.,

PENTE TN e R T SSH MYRIEAMNK, 226 H] SSH 4T /F— M. aniRiERAT IR T,
W) SSH ELFH], HATHIF2EA TR

224> Shell Root A

T VMware &£ N EIE G E FIERA T ik ™, BRINBOUT, root K AT LASR ] SSH BL#E 5% . RTTHE
A root G325 H SSH.

R T R AN A AR A bR e, T AT S 848 ) SSHIR S5 4iTiseic i 1 AllowGroups wheel
%% FILAKs SSH D IRIFRAIZS K el wheel, Dy 1 SEIIERDTIY S, #E AT LMBIN /etc/ssh/sshd_config SCAFHATK
AllowGroups wheel 2% H LTI AR, 40 sshd.

pam_wheel B wheel 105 ] 1R U5 AR, AL wheel (BT RTABEH] su-root #y4>, M, &5
LRt root Bk, 453 B e AP SSH 15 It , (HARERE M su s VA root s, 120MlEREkiz
M AllowGroups B HASE H , 7B AR %2 DIRRIERRIZ To SEEEEUG . BiIETT # service

sshd restart Ay T80 SSH “F L F o

1£ vRealize Operations Manager 35 5 /5 A& A% £ Shell
AT LATE vRealize Operations Manager 3 /5| J5 H1Z¢ 4> Shell (Secure Shell, SSH) AT R . a0, ZXS
SRS aedE A TR HE R, AT RE BN IR SR & VTR . Xt SSH RS, 1
vRealize Operations Manager 15 i1 A5/ SSH LA TIE 4
L7
1 M vCenter /5] vRealize Operations Manager 17 S 9% 5
2 ¥ AL+ F1UERSER, REE%R.
3 iz{T #chkconfig %o
4 i sshd JIR555<H], 151a1T #chkconfig sshd on iy
5  i&{T #service sshd start w342 5) sshd k%%

6 11T #service sshd stop w31l sshd JiIR%S .
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ALRE Shell fIEARHEIR KA

TERERR root SSH HRIAR Z |, O EAMAERM -, X2k S AT DLHIfEZE 4 Shell (Secure Shell, SSH),
J H 258 wheel 4111958 D10

1E AR B root VIR ZHT, i llAFAE B G ] DU T AllowGroups K ij51A] SSH, I FLAthAI TR LA JT] wheel
I su 2 LA root SHE R,

B2

1

VA root Sy EsRIFIS UL R g o

# useradd -d /home/vropsuser —g users -G wheel -m
# passwd username

HH1 wheel J& AllowGroups HHiFERET SSH Ui IMIfU4. BIRINZ MHEIAL, HHH -G wheel,sshd.
DI Z 0 PO R BT R i LA R B 2 2 A 25

# su - username
username@hostname: ~>passwd

R LR ST AR EOR 2B BT QURAN R B S R EOR, IR G, A
WE T4 .

TEAR IR T DA Se vr T wheel D5IMAPREAT SSH e s M su a4 A root R 25, 4
ATLCKE root P M SSH. B HEES SR HHRELR o

TFEER SSH HHE R, 1B /etc/ssh/sshd_config XA, Jieft (#)PermitRootLogin yes 54l
PermitRootLogin no.

T—%

25 1EDA root B EREE S, BRINEM T, SRkl st & BiE Sk B root, 7F GV EIMK P DRG]
NIRRT TRES HEL T wheel 1511 (su-root) Z J&, 1EASHI £ root B3, J51EAELA root F 134

B /etc/securetty XM, SREHR ttyl £ BN console,

FR#&IZ 4 Shell i8]

VMR G R —3B5), TEERTH VMware FEIUA S AL LG Y tcp_wrappers 21U, MIfiBR
224 Shell (SSH) Vil 734N, THATXEERERS AP UATENY SSH &4 SR .

I VMware [ tep_wrappers F2/7 60, LU S vF TCP SCRfsr PR 52 il LAy n] libwrapped
SEPREF LSS BRAMEDL R, /etc/hosts.allow SIS — ANl HIZH, sshd: ALL : ALLOW, HL7iF
K24 Shell FIRT A IR SFXARIAHZUE YR I 5 (7]

FB

1
2

TESCRGR RS TR ISR ML LY /etc/hosts.allow 1.
AR AE PP ERE R B T 26 H A R anA =148 BRI BRI 1, DA SEIR 22 43 E

sshd:127.0.0.1 : ALLOW
sshd: [::1] : ALLOW
sshd: 10.0.0.0 :ALLOW

FEARBIN, SRR A ELERZ LA & P (e 10.0.0.0 100 EBIRERIEL
BRI S 4 EARR, Bk, IP #ibk, S22 fEis# (FQDN) FiH% .
PRAFIFIRPTZSCAT
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#3224 Shell BEATHRR

LI /KP4, WL E 24 Shell (SSH) B YU o

B2

1

2

% 3 Z vRealize Operations Manager IR £ &

BENFLTVURAE, XA T /etc/ssh/*key . pub HT,
TR EE SRR root BT, 41 root BT, I LSRR B H 0644,

PRI (-rw-1--1--)
FeHITA S o

BEERNT RIS, XS T /etc/ssh/xkey HI,
fifiIA root HIAIXEESCARAI , DL SCH-EAR 1 0600,

AR (-rw---mmm- )o
KPR S

5L =4 Shell REBFEE

FEPTREIOIS OU T, FEALLN TR 7 2¢%¢ (Virtual Application Installation, OVF) HATERIAGR UL E . TP AT DL
AR A B SO A R A3 T IR 55 s AN il 55, 9 iE HO A B2 75 48 il 4 1 b

QIRATRE, 1HLE /etc/hosts.allow CAFH{YIR SSH IRk 55+ T4 -1 ¥,

7 3
1 47T /etc/ssh/sshd_config MRS RRACE AT, Jubse E2 M IEM.
®’E Rix
RS AF R TR Protocol 2
T Ciphers aes256-ctr,aes128-ctr
TCP #: % AllowTCPForwarding no
il 55 b e Gateway Ports no
X11 % X11Forwarding no
SSH k%% i/l AllowGroups FEHETE M, Z4IAR B2 i Hoh

VMware, Inc.

PN B, RBDAAI R B AU 2RSS RO o

GSSAPI H55iE

GSSAPIAuthentication no ( ZI5 A )

Kerberos H135iF

KerberosAuthentication no ( 415 AL )

AR (AcceptEnv 42 /Eieli )

#1% ) disabled by commenting out B enabled for only LC_*
or LANG variables

[SET Wy PermitTunnel no

PR 21 MaxSessions 1

PR A Strict Modes yes

RUPRAT 14 UsePrivilegeSeparation yes

rhosts RSA G351k RhostsRSA Authentication no

45 Compression delayed 5k Compression no

15
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wE &
TH 8 SIS MACs hmac-shal
FH s Al R PermitUserEnvironment no

2 A7 EEBOFRPI .

B4R L Shell ZEPEHERE
i R G Wi BRI — 355y, S HIIA SSH. % Putiitgsidl, 77 megs eI & L 1) SSH & Pk i
SO, PABAR % Pt AR VMware AE IS THC B 1.
BB
1 §TJF SSH % Pl 50 Jetc/ssh/ssh_config, FHMRIEARMBIMS O B 275 .

BE R

B Protocol 2

k=g eS| Gateway Ports no

GSSAPI B} 5iF GSSAPIAuthentication no
FITE ( SendEnv £FHER ) LR LC_* Bt LANG 45 it
CBC &8y Ciphers aes256-ctr,aes128-ctr
HESHHIER T MACs hmac-shal £ H

2 AT HIBOFCH S

2L root SR EEER
BRI OC T, SRR S VPG A 2 A root SHy B8R MR a it hfild:, 7RO stk P LGRS
AR IR AR AT su-root wy AT wheel V52 J5, A8 FEL B
BTiRE& %
O SERRERON 14 U1, “N%4 Shell QUMK T IS B,
B IR A B root B TR T LN AR R S U5 M R e
$B
1 DA root G335 /ete/securetty I
FACIN NN R Y i 1) e

2 ¥ teyl SHBHN console,

EAEES R SSH ik
VN Zeaiatind:, AT DA AP ER ST Pk Pt SSH 1511, vRealize Operations Manager 75 G Al
Linux & HE Gk P LS 1R O 305 . SR EE s )P0 SSH s [REs AR SSH HIRT A H i Jefii AT
vRealize Operations Manager £ D3 185 A5 55 B BARAAUIR 5l SR BR B TTHEMERBG I, SRFE I )
B A (B EE D1Ek root ) o
il 4
1 %% /etc/ssh/sshd_config X1,

BRI A ST R U RIS
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% 3 Z vRealize Operations Manager IR £ &

4 DenyUsers admin 25 HIS IR SR AT AT I ORAT 1250

BT R ) sshd IRS5HS, 1iiafT service sshd restart fid

E5| SmEEFSHEIE

OB BGE YACF R4, RN VMware RERLSE s FRCE S 'SR SHASIE. AR ARG5S nadefr
AFTED I, W ARG ARG U RRPRN ] BV REE BEUR G 5| i B ok A 405 | 5 2 50 T sl e
B, X P RE SR EELIR S HOR SR A S T

BROAMELL N, VMware JE e AR S| S IR SREIE, K, SATEIE—4 GRUB R HEE T

P o

P

1 ARSI SN, TR IS B /boot/grub/menu. 1st XA EE 4K password —-md5
<password—hash> —1T

2 RS, WL 51T # /usr/sbin/grub-mdS—crypt 54,
FA R MD5 %45, 1% il B2tk MDS5 i e A5 R

3 HisqT # password —-md5 <hash from grub-mdS—crypts> 52, SRS INE] menu. 1st S,

B A RSP 5 A I8HIE

IR AR GAL S 2 PSR B A A TTEAT0 root HRSEIE, IV ISR ] s AP R ARy 40
KA TRALAS M AR G LRI S

B

*

KoY /etc/inittab SCUF, FHHIRAFAELL FIIAT: 1s:S:wait:/etc/init.d/rc Sl

~~:S:respawn:/sbin/sulogin.

BM&RRENSERFAKA
(L AUAT P, SRR R R T ik

TR
® =T hosti~ # cat /etc/passwd fy 2 G UEACARPR S 1A il

VMware, Inc.

bin:x:1:1:bin:/bin:/bin/bash
daemon:x:2:2:Daemon:/sbin:/bin/bash

haldaemon:x:101:102:User for haldaemon:/var/run/hald:/bin/false
mail:x:8:12:Mailer daemon:/var/spool/clientmqueue:/bin/false
man:x:13:62:Manual pages viewer:/var/cache/man:/bin/bash
messagebus:x:100:101:User for D-Bus:/var/run/dbus:/bin/false
nobody:x:65534:65533:nobody: /var/1lib/nobody: /bin/bash
ntp:x:74:106:NTP daemon:/var/lib/ntp:/bin/false
polkituser:x:103:104:PolicyKit:/var/run/PolicyKit:/bin/false
postfix:x:51:51:Postfix Daemon:/var/spool/postfix:/bin/false
root:x:0:0:root:/root:/bin/bash

sshd:x:71:65:SSH daemon:/var/lib/sshd:/bin/false
suse-ncc:x:104:107:Novell Customer Center User:/var/lib/YaST2/suse-ncc-fakehome:/bin/bash
uuidd:x:102:103:User for uuidd:/var/run/uuidd:/bin/false
wwwrun:x:30:8:WWW daemon apache:/var/lib/wwwrun:/bin/false

17
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nginx:x:105:108:user for nginx:/var/lib/nginx:/bin/false
admin:x:1000:1003::/home/admin:/bin/bash
tcserver:x:1001:1004:tc Server User:/home/tcserver:/bin/bash
postgres:x:1002:100: :/var/vmware/vpostgres/9.3:/bin/bash

BRRRRERNLESR
(IR AR B A R A5 B A AT
2
& JE{T <host>i~ # cat /etc/group fr AR IEIL RIS AR B .

7]

audio:x:17:
bin:x:1:daemon
cdrom:x:20:
console:x:21:
daemon:x:2:
dialout:x:16:ul,tcserver,postgres
disk:x:6:
floppy:x:19:
haldaemon:!:102:
kmem:x:9:

mail:x:12:

man:x:62:
messagebus:!:101:
modem:x:43:
nobody:x:65533:
nogroup:x:65534:nobody
ntp:!:106:
polkituser:!:105:
public:x:32:
root:x:0:admin
shadow:x:15:
sshd:!:65:
suse-ncc:!:107:
sys:x:3:

tape:!1:103:
trusted:x:42:
tty:x:5:

utmp:x:22:
uuidd:!:104:
video:x:33:ul,tcserver,postgres
wheel:x:10:root,admin

www:x:8:
xok:x:41:
maildrop:!:1001:
postfix:!:51:

users:x:100:
vami:!:1002:root
nginx:!:108:

admin:!:1003:
vfabric:!:1004:admin,wwwrun

18 VMware, Inc.



% 3 Z vRealize Operations Manager IR £ &

E'E vRealize Operations Manager EIE G %4 (Linux)
Vet e, rILATE Linux R T vApp Bk Linux Z23E1) vRealize Operations Manager %5,
B
1 DA root Sty ® 471 s il 6

2 iﬁLﬁ)\ $VMWARE_PYTHON_BIN $VCOPS_BASE/../vmware-
vcopssuite/utilities/sliceConfiguration/bin/vcopsSetAdminPassword.py —-reset ﬁ/?\, IRIGHAE R

1R,

£ VMware &% EEBLE NTP

TN TRRIRES R, A U [RIR2E 4 VMware 655 F 4 FH RIS [AITMY (Network Time Protocol,
NTP), VAN E — D] (EefE NTP RSS2 SN RIR 2 . NTP RSS2 A FUEARN AR S5 reak & =D
SRS TR 5578 A2

VMware s e8 A0 NTP SP4P 88 P A2 RPN R 55 . NTP /BRI OL MR, DU T 2 TR e .
WA RTRE, USTEAT AT ] NTP,  DASEE i A BAZRT H A R RIS R PR AU R A R Bt
No A NTP ZeFPIIFEE, 1520 NTP Wk,

NTP F & S T HE 1585 FI /ete/ntp. conf SCEFHI

T

1 BRI es ENLEM /ete/ntp. conf L .

2 ESURTEF D root:root.

3 BRI Y 0640,

4 RN NTP RS AHELIRSSTOATGE WK, 154TTT /ete/ntp. conf SCAFFFRAERIR AT THHIRAE1Z SO

restrict default kod nomodify notrap nopeer noquery
restrict -6 default kod nomodify notrap nopeer noquery
restrict 127.0.0.1

restrict -6 ::1

5  ORAHEMTEEOF OIS
HINTP 2 HEE, 152 W http:/support.ntp.org/bin/view/Main/SecurityNotice

% Linux 2R TCP B ia 2k Rz

{571 TCP I [N R AT KIS A Tt B - MURIE R s T DA B Tk —Pisetic esh, ml DARYE SEse s
ZAGE) TCP N [AIBO X Se i A G THRECR 5

i
¢ {f Linux 28] TCP IR,
a B net. ipv4.tcp_timestamps HOREIRE N 0, 1HBlT sysctl -w net.ipv4.tcp_timestamps=0 e

b 7EERIA sysctl.conf MAHHES I ipv4. tep_timestamps=0 {H .
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B FIPS 140-2 #&5¢

vRealize Operations Manager 6.3 & ¥ =i A7) OpenSSL M AL i FIPS 140-2 IAiiF. {HUE, BRI
NAVE T FIPS Kt

GNRATAE LA B R DATE 5 ) FIPS A st ol N il FIPS AU D&k, AT LAS ] FIPS # .
i
1 B mod_ssl.so XM, HiafTPA Fard

cd /usr/1ib64/apache2-prefork/
cp mod_ssl.so mod_ssl.so.old
cp mod_ssl.so.FIPSON.openssl1l.0.2 mod_ssl.so

2 1B 4R%E /etc/apache2/ssl-global.conf XA KIEM Apache2 Bl E .
3 & <IfModule mod_ssl.c> FTHAEE FEI SSLFIPS on 84,

4 B Apache it ®, 15151T service apache2 restart fnd.

feHR R EHER TLS

VeI L il WPREE T Ze xRl s A 4.

4 vRealize Operations Manager it & 38 Y

20

SSLv2 Fll SSLv3 ZE IS B AR 224 Bbah, EENAAE A TLS 1.0. {WUSH TLS 1.1 F1 TLS 1.2,

I&1F Apache HTTPD Hriris i IF 5 {s5 B

vRealize Operations Manager ZEBRIATE L N 25 SSLv2 M1 SSLv3, 1B ARG NAF= 20, BFe AR
H RS EIs .

TR

1 M SR s, T grep SSLProtocol /usr/lib/vmware-vcopssuite/utilities/conf/vcops—apache.conf
| grep -v "¢ 2, DAKGIF SSLv2 F1 SSLv3 215 i 24

TR EE ], 1Zar R FILL T . SSLProtocol ALl -SSLv2 -SSLv3

2 HEINARA TLS 1.0 X, M S e nfFialT sed —i "/A[A#]1*SSLProtocol/ c\SSLProtocol A1l -SSLv2
-SSLv3 -TLSv1" /usr/lib/vqure—vcopssu1te/ut111t1es/conf/vcops—qpqche.con'F fin 7 o

3 WEHEE) Apache2 IRS57S, HMT AR RAFIELT /etc/init.d/apache2 restart .

I3iF GemFire TLS 4125 th X B E#adE B

vRealize Operations Manager 2RI NI SSLv3. 7EH RGN 2, AU AT T3V
REOES e

L
1 BuEbhCER TR ZHRAEMSCEAR TR, WA s Tl Mg

grep cluster-ssl-protocol /usr/lib/vmware-vcops/user/conf/gemfire.properties | grep -v '#'

VMware, Inc.
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LA N 5 RSE U -

cluster-ssl-protocols=TLSv1.2 TLSv1l.1l TLSvl
grep cluster-ssl-protocol /usr/lib/vmware-vcops/user/conf/gemfire.native.properties | grep -v
Py

LA N 5 RSE U -

cluster-ssl-protocols=TLSv1.2 TLSv1l.1l TLSvl
grep cluster-ssl-protocol /usr/lib/vmware-vcops/user/conf/gemfire.locator.properties | grep -
v #!

LA SR E TR -

cluster-ssl-protocols=TLSv1.2 TLSv1l.1 TLSvl
2 AITLS 1.0,

a  SHIE url/admin ZROETER IR PR .

b L.

¢ EUAMHISSLv3 MITLS 1.0, ifiafThh Mins:

sed -1 "/A[AM#]*cluster-ssl-protocol/ c\cluster-ssl-protocols=TLSv1.2
TLSv1.1" /usr/lib/vmware-vcops/user/conf/gemfire.properties

sed -1 "/A[AM#]*cluster-ssl-protocol/ c\cluster-ssl-protocols=TLSv1.2
TLSv1.1" /usr/lib/vmware-vcops/user/conf/gemfire.native.properties
sed -1 "/A[AM#]*cluster-ssl-protocol/ c\cluster-ssl-protocols=TLSv1.2
TLSv1.1" /usr/lib/vmware-vcops/user/conf/gemfire.locator.properties

HEAT S PR
d SR ) A
e B
3 WEHETLS 1.0,
a  SHEEELUT P RRLMEREEBIAL: url/admin,
b L.
¢ B SSLv3 Al TLS 1.0 B2, 15isf TP Fans

sed -1 "/A[M]*cluster-ssl-protocol/ c\cluster-ssl-protocols=TLSv1l.2 TLSvl.1
TLSv1" /usr/lib/vmware-vcops/user/conf/gemfire.properties

sed -1 "/A[M]*cluster-ssl-protocol/ c\cluster-ssl-protocols=TLSv1l.2 TLSvl.1
TLSv1" /usr/lib/vmware-vcops/user/conf/gemfire.native.properties

sed -1 "/A[AM#]*cluster-ssl-protocol/ c\cluster-ssl-protocols=TLSv1.2 TLSvl.1
TLSv1" /usr/lib/vmware-vcops/user/conf/gemfire.locator.properties

VEAT AEE P,
d SR E G R LA BRI
e LB
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Bt & vRealize Operations Manager L1 {i A58 %40

KRR M RIT 224, AIICEE vRealize Operations Manager 4144 DAH B %Y . Jytfff e Bom sty ,
AR IS EA  RIR ISR E N R A i LR BRI B IR N AN, 1@ i i i

vRealize Operations Manager {E2RIATE B N 25 HIFBLE i ] DHE SIS EN . (B8 RAGRNATZ
W, B RTE TACEfRs FASHIERER S B R

EREZ

MRS5S #% 5 i Y v 2 AT T I N8 B2 i TLS 2 ik A s FTR B8 1 28 40 5 T AN I 3R B

I Apache HTTPD HEBEMSRIERER

JRER R A, E5IE Apache httpd FRERFSEA A A F

TR

1 ZEGUF Apache httpd M EAERETH, iHMarSH2 121 T grep SSLCipherSuite /usr/lib/vmware-

vcopssuite/utilities/conf/vcops-apache.conf | grep -v '#' up/y\o

WIER Apache httpd RS ERE, Za 4R MIPL N : SSLCipherSuite KECDH+AESGCM: ECDH
+AESGCM: RSA+AESGCM : KECDH+AES : ECDH+AES : RSA+AES : aNULL [ ADH: | EXP: IMD5 : | 3DES: | CAMELLTA: | PSK: |
SRP: IDH

2 BENUESMERENE T, NS RTTIaIT sed —i "/A[A#]1*SSLCipherSuite/ c\SSLCipherSuite
kECDH+AESGCM : ECDH+AESGCM : RSA+AESGCM : KECDH+AES : ECDH+AES : RSA+AES : \ 'aNULL\ ' ADH: \ ' EXP:\ MD5:\!
3DES:\!CAMELLTIA:\!PSK:\!SRP:\!DH" /usr/lib/vmware-vcopssuite/utilities/conf/vcops—apache.conf
wmee
RPE 1 RS TN R, 15T 4.

e 4K A5 HI H DH 1 DHE %4134 0 S hs etk
3 M@ AHLRFFIST /etc/init.d/apache2 restart fy4, PAEEHTHE) Apache2 I %o

4 SEHET DH, iEmm My SRR AT IZ T sed -1 "/A[A#]*SSLCipherSuite/ c\SSLCipherSuite kECDH
+AESGCM: ECDH+AESGCM: RSA+AESGCM: KECDH+AES : ECDH+AES : RSA+AES : \ ! aNULL\ 'ADH:\ 'EXP:\ !MD5:\ ! 3DES:\!
CAMELLIA:\!PSK:\!SRP" /usr/lib/vmware-vcopssuite/utilities/conf/vcops-apache.conf 72K MWE AL
B 1oH,

5 M &HRITISIT /etc/init.d/apache2 restart iy, PATLHTAZD Apache2 Il 557io

IEIE GemFire TLS A BEFFZEREGNEREH
MR R A, TERIE GemFire TLS ANFRFR T S Al RO TE A .
B
1 BN E SR C A, N8 s T A T R e 75 S H -
grep cluster-ssl-ciphers /usr/lib/vmware-vcops/user/conf/gemfire.properties | grep -v '#'

grep cluster-ssl-ciphers /usr/lib/vmware-vcops/user/conf/gemfire.native.properties | grep -v
l#l

grep cluster-ssl-ciphers /usr/lib/vmware-vcops/user/conf/gemfire.locator.properties | grep -v
l#l
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AR TR O

a

b

SHUE URL /admin ACROEFEE DR S AYAT,
BRI, 1R A L.
R IEMOERE LR, ha T T

sed -1 "/A[AM#]*cluster-ssl-ciphers/ c\cluster-ssl-
ciphers=TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256" /usr/lib/vmware-—
vcops/user/conf/gemfire.properties

sed -1 "/A[AM#]*cluster-ssl-ciphers/ c\cluster-ssl-
ciphers=TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256" /usr/lib/vmware-—
vcops/user/conf/gemfire.native.properties

sed -1 "/A[AM#]*cluster-ssl-ciphers/ c\cluster-ssl-
ciphers=TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256" /usr/lib/vmware-—
vcops/user/conf/gemfire.locator.properties

VR RE PR,
ST URL/admin ALHIFTEE B3 P 5

WHREFRPHNAERFER
2k, BRI R
BERDL TS BRE, WORRP ST TR 746

Pi2

1 iZ{TFind / -path /proc -prune -o —type f —perm +6000 -1s fiy 2 LA UFIXEE S 73 2 AT 5007 78 U
SUID #11 GUID fi7%E,
AT ENY Y IIER
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354131 24 -rwsr-xr-x 1 polkituser root 23176 /usr/lib/PolicyKit/polkit-set-default-helper
354126 20 -rwxr-sr-x 1 root polkituser 19208 /usr/lib/PolicyKit/polkit-grant-helper
354125 20 —rwxr-sr-x 1 root polkituser 19008 /usr/1lib/PolicyKit/polkit-explicit-
grant-helper

354130 24 -rwxr-sr-x 1 root polkituser 23160 /usr/lib/PolicyKit/polkit-revoke-helper

354127 12 -rwsr-x—— 1 root polkituser 10744 Jusr/lib/PolicyKit/polkit-grant-helper-
pam

354128 16 -rwxr-sr-x 1 root polkituser 14856 /usr/1lib/PolicyKit/polkit-read-auth-
helper

73886 84 —rwsr-xr-x 1 root shadow 77848 /usr/bin/chsh

73888 88 —rwsr—-xr-x 1 root shadow 85952 /usr/bin/gpasswd

73887 20 —rwsr-xr-x 1 root shadow 19320 /usr/bin/expiry

73890 84 —rwsr—-xr-x 1 root root 81856 /usr/bin/passwd

73799 240 —-rwsr—-xr-x 1 root root 238488 /usr/bin/sudo

73889 20 —rwsr-xr-x 1 root root 19416 /usr/bin/newgrp

73884 92 —rwsr—-xr-x 1 root shadow 86200 /usr/bin/chage

73885 88 —rwsr-xr-x 1 root shadow 82472 /usr/bin/chfn

73916 40 —rwsr—x——— 1 root trusted 40432 /usr/bin/crontab

296275 28 —-rwsr-xr-x 1 root root 26945 /usr/1ib64/pt_chown

353804 816 —-r-xr-sr-x 1 root mail 829672 /usr/sbin/sendmail

278545 36 —rwsr—-xr—x 1 root root 35792 /bin/ping6

278585 40 —rwsr—-xr-x 1 root root 40016 /bin/su
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278544 40 —rwsr—-xr-x 1 root root 40048 /bin/ping

278638 72 —rwsr—-xr—x 1 root root 69240 /bin/umount

278637 100 —-rwsr—-xr-x 1 root root 94808 /bin/mount

475333 48 -rwsr-x——— 1 root messagebus 47912 /1ib64/dbus-1/dbus—-daemon-launch-helper
41001 36 —rwsr—-xr—x 1 root shadow 35688 /sbin/unix_chkpwd

41118 12 —-rwsr-xr-x 1 root shadow 10736 /sbin/unix2_chkpwd

2 izfrfind / -path */proc —prune -o -nouser -o —nogroup & LABIA vApp A SR G TG &
IR AR, WA SRR T & .

3 117 find / -name "*.*" _type f —perm —a+w | xargs ls -ldb 3%, IHA vApp FRTH AR
R, BN SR AT AF ] BRI SA

B AL BB xx2

4 24T find / -path */proc —prune -o ! —user root —o —user admin —print 12 ARIASCEEFR IERAR
FUAE .

WMREHER, WA XHYET root 5k admin,

5 24T find /usr/lib/vmware-casa/ -type f —perm —o=w 72 LAH{R /usr/1ib/vmware—casa/ H PR

AT NSNS
WIAAFAEATFTER o

6 1217 find /usr/lib/vmware-vcops/ —type f —perm —o=w a2 VAR /usr/1ib/vmware-vcops/ HxHI
AR A N BN

WAL R

7 1517 find /usr/lib/vmware-vcopssuite/ —type f —perm —o=w iy 3 LANA{R /usr/1ib/vmware—

veopssuite/ HSHHIISCAASE TG AES AT 5N
DIAITFAEAEMTER

Bt & PostgreSQL & ik 54 I8iE

24

ERTUAK R B % P S ik ] LUK ARG B0 (A R AT S0 iE . X Se V(AL P
(AIEEAR AP ) AETCTF A UL T UL PostgreSQL I Sy A TIE R . QR ey BEER (st )
REVIIF LA ASE BT A AR IR, iE A SRS uE k. BRINRE MDS5 J5 ik, BA AT AR
HANENDERRE T md5.

R DAL /storage/db/vcops/vpostgres/data/pg_hba.conf PR Postgres HE%@?WE"]@?F%ﬁfﬁzﬁiﬁﬁﬂ%‘&
o WVCHRT A AMAN =N ERE T md5,

postgres-repl Ik 55 I % P SIS UFAC B A2 T /storage/db/vcops/vpostgres/repl/pg_hba.conf Hi,
WA AR EVEEAE T md5,

HE 2B PostgreSQL ik i) & il 2 4 1

VMware, Inc.



% 3 Z vRealize Operations Manager IR £ E

Apache Bt &

#H Web BFE%E
Vet Ze s ind:, iAok B e, POy SN B s&m Bk i A% o
i
& AT AT HREEH Web H 3%,

a  (ENXARYHESHITIH /etc/apache2/default-server.conf il /usr/lib/vmware-
vcopssuite/utilities/conf/vcops—-apache.conf Xﬁio

b WTEA <Directorys 43, Hilk options —{THIE ZMEHIARICH Indexes %I,

HiB& Apache2 fR525HIRBIR T

Apache CUFEA R BIE SR 1 (CGI) B printenv Fll test-cgio 4" Web RS 75 A ITUN A S A F A
FIZAPE, IXERLAPETT S 1N h B I EE AT R A GRS B

TER AL ek, i cgi-bin HRHMIER CGI A,
g

& FHER test-cgi Al prinenv IZX, 11217 rm /usr/share/doc/packages/apache2/test—cgi Fll
rm /usr/share/doc/packages/apache2/printenv o

I&IF Apache2 fRE2EHIAR S 224 HE

PE N ARG R — AR5, W5SeIE Apache2 Ik S5#sitR 35 a7 SR, HTTP i) Web R 55w SRk AT LA
WELME R TR, 5 B AR HTML UTH . Web IR #8 JHUFIRRAS . #57E R GRANRADL S Web Ik %
a1 o R BRRAEEE N PIEEE R, A 2 THRE.

84 serverTokens W4 4 Prod, U1 ServerTokens Prod. IHe4-dasiil & 1251012 Fiim 1R 55 28 N bRk
BOR T U E R SRR S 15 B

il

1 BIGIIRS#5 S, 1HI1B1T cat /etc/apache2/sysconfig.d/global.conf | grep ServerTokens fiy4,

2 3 ServerTokens 0S {4} ServerTokens Prod, i5ia{T sed -i
's/\(ServerTokens\s\+\)0S/\1Prod/g' /etc/apache2/sysconfig.d/global.conf IR

*H Apache2 RE=SHIBRER 5 &

TERMEA 3t erh, (ST AT DA s S B88dn 32 21U IAL BRI . 2205k s 1#dh, 1525 HTTP Trace
Jitko

FB

1 2550 Apache2 RS54 Trace J5 ik, 1H121TVA Fir4 grep TraceEnable /usr/lib/vmware-
vcopssuite/utilities/conf/vcops—-apache.conf,

2 B Apache2 IR 55w Trace 757k, iHia{TPA M4 sed -1 "/A[A#]*TraceEnable/ c\TraceEnable
off" /usr/lib/vmware-vcopssuite/utilities/conf/vcops—-apache.conf,
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FRAREER

TS, MAvRe . L E B4 vRealize Operations Manager I, 5] DUB AL B k15 B DLUS T4
FRIRLSEHE R AT 1o

XSRS TR FAIHAZ , AR IEGRHN B0 1EA T T 224 0R 4P R E ARG O 1S
IEWEA T T e R4, T AN SR S BSOS T A

BEADENRGAHE
SRR 2 M, 7V VRealize Operations Manager U it H R A5 4K
HURSES P BRIV, % 2 I BT A AR IR IO T AR i 2 4B I TR

R USB X B EFFEALIEIER
R4 USB KA AR IR Y, Bi1lAE vRealize #85 FBRNINEGZAET , HBIIEEHES vRealize £
USB AR T o TR 2 R RE A T AL AR Fr R e e A R R
-
1 ESORYE75 T /etc/modprobe. conf. local X H:
2 HAR AP IR install usb-storage /bin/true —{T,
3 PRI

RIPIEF L ERRF
R4 vRealize 1575 IR A P FRAR 3 LAR LI AR H0l25 F  Hiey Aie BGE
VA BRI e B e, X TR R EAUN BT 17T vRealize #e£5 ERIAINAE A st
PR TR
SR
1 SRR #5ThATIT /etc/modprobe. conf. local XA
2 RSO B install bluetooth /bin/true —47.
3 RIS,

RIPIFE SRR

71 4F vRealize %55 FERIAINE R I dE MY ( Stream Control Transmission Protocol, SCTP) #ile, #
TENIBGT & PTRER L MR R R e

P RLa ATE, 75 s B A R G AR I ik SCTP £, SCTP 22— NoAAdi It IETF A A% ZE Tl
B NP E B HER 2R AU BT o RIEA A RS T RE S I T Ry, Wi S8
BIAS ISR T

Bz
1 FESORgEEFS T /etc/modprobe. conf.local X
2 RIS RELL T T

install sctp /bin/true

3 BRAPHRAIICHE
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RIPBAE R A Z A=

TR R G IE BN —553 . 1EBIIEAE vRealize 385 FERIAINAEE RSN 25 BT ( Datagram Congestion
Control Protocol, DCCP ) #ibk , JEERIHGE 7 FTRER] T P IS 22 4t

BB AT, B IN# DCCP Fibk, DCCP j& B AERZ I, A FhZ e Kbt il ghe 2 253k
SR IV BGE T . AR AT ge 2 AT T 8T, Wi SEIN S AN U EEAE
LR

1 FEORGEEEEP AT /etc/modprobe. conf. local S,

2 RS I DCCP SCARA T,

install dccp /bin/true
install dccp_ipv4 /bin/true
install dccp_ipv6 /bin/true

3 RPN

FPATREBEREERT Y

TERZAGIRE B —E53 , W05 111 vRealize 528 FERIA NS FEEHEIRERET (Reliable Datagram
Sockets, RDS) Fhil. EAEMIBLE FIREM T BRI R St

¥ RDS Pl 407 21 Zs Mk 2 R FHUIBEE T o ASRAIAMER T AR (MG TR 7, I S80H
NS I BRI T o

TR

1 FESORG#H 4TI /etc/modprobe. conf. local S fF,

PRI S install rds /bin/true —17,

3 PAFFHOHESAE

{R$P1%E AR i 72 18] 38 15 il
TER ARGS9, Bl AR EA U BRI E IR ALE F0 ( Transparent Inter-Process
Communication protocol, TIPC) . J&7FNHH# ATRER MR B R 4.
H TIPC Pl g8 B S HER SR AN BT o AR BAUI AR RE 1T RES (S T TP E RS, T3
WAZEDAS Iz AL PR 7 o
-
1 fESORGR AT /etc/modprobe. conf. local X f4,
2 RIS L install tipe /bin/true —1T.
3 PRI,

&3P Internet G Tt

Bij 17 vRealize 585 LERIANZ Internet 23 042 #, ( Internetwork Packet Exchange, IPX) Phidl. JEAERIIK
o AT REM T S I R S

ErARgEx i, B Nak IPX Pt IPX PG i I AOPIER 2 TSl R e 2 P2 A R 4B
Wil ABAUIAMERE Pl RE TR T IR, IS BCR Gl S I SRR o

N
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7

1T 7ESORGiR &4 /etc/modprobe . conf. local SfF.
2 RS I install ipx /bin/true —1T.

3 ORI

{237 AppleTalk Y

Pkt vRealize B2 FARIAINEL Appletalk Philo PR nTREA TIPS AR R 5
BRARYGNAE, S T Appletalk PhUBEe. FAULRM IR BRI HER SRR AUt . ASZAUR Aty
PERETRES A PG T B, Wi P A G s A B E R

g

1 TESURGHR&HITIT /etc/modprobe. conf. local Xfi-.

2 RS B install appletalk /bin/true —{T.

3 PRMATFFRMNZICIT

{£3#P DECnet ¥

B IR 2 G 1 ERIAINEL DECnet Phlle JBTEMBGE AR T B B AR R St

PRARZEXTAEE, G INEL DECnet PSS, Rtk Pl 07 B IS AR S B R NI BGE T . AN A
FERTRE S HIDMSET T 87, NI SBAR L Eh S ISR .

TR

1 FESCARgitReh T 7T DECnet 1Y /etc/modprobe. conf. local S

PRI S install decnet /bin/true —1T.

3 BT OHIESAE

N

{&3A Firewire &1k

By 117 vRealize 1575 FERIANNGY Firewire #ibl . AR Bt 25 il BRI I PSR 22 4
ERARLERT 422, G N7 Firewire Fbh .

TR

1 ORGSR Jete/modprobe. conf. local A,

2 BRSO B install ieee1394 /bin/true —{7T.

3 PRSI

MZEEERIER

28

/etc/sysctl.conf SHFFRI kernel.printk HITEFEE T AZFTED H L FHE.,
T 4 MHA:

B console loglevel. §TENE|#= ] & 1M M BARI 0k

B default loglevel. SATHFE HEHAIMIMH I RALZ .

Pl H SRR REZ

il SO .
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AMEA/ A ATER AR H o
B define KERN_EMERG "<@>" /* system is unusable */

B define KERN_ALERT "<1>" /* action must be taken immediately */
B define KERN_CRIT "<2>" /* critical conditions */

B define KERN_ERR "<3>" /* error conditions */

B define KERN_WARNING "<4>" /* warning conditions */

B define KERN_NOTICE "<5>" /* normal but significant condition */
B define KERN_INFO "<6>" /* informational */

B define KERN_DEBUG "<7>" /* debug-level messages */

¥ kernel.printk {H4 5 3 4 1 7 JFHIfF kernel.printk=3 4 1 7 —{T/E /etc/sysctl.conf X AEHIFLE,
Windows R EREE

{5 F Windows K} EIfR %
TS TRRIR R AZIAE F S AU [R]RD 25 I 658 A O I TR AR 552 o
PRI DATE AR P IR et AR TR0l S5 P s FH - 5 E LA MG AT B Az An B ] iR BB e =
B AMNRIOT-BE o
eI EHER TLS
VE Rt e i, W 2B i 2 5.

Bl & vRealize Operations Manager LL{E F38 2555

TLS Sl RN s 5 F IR 55 v 5 o Vs 2 (AT ED i PR N i e o A ifpR S PR it, AUE UGS
AR LASS S . AN, AR A IR B . AU Ik S5 B D S S R s i R ok
TR N

7 vRealize Operations Manager Bt & 38 {3

SSLv2 Fl SSLv3 S SAN AT A 2 A A M, (04 SSLv2 F11 SSLv3. AEN L ER I tE LAk, 1Y
) TLS Phislie i scdy.

TEBNAF IR |, RAAHIAC 25T SSLv2 1 SSLv3.

BHEED

AR ST R RS, a0 NULL %835 24F (NULL 8k eNULL ) o GRS 30E SHEIE, His
Gz B A\t o

PRI FIDL T &1 B 4 Diffie-Hellman 25432 (ADH); SH 2515485 (EXP, fU7 DES [N ) ;
JNT 128 (iR AN, T IS 80 8aiE; MD5 FIfE A U8 S 2shiEl; IDEA S0, DM
RC4 B, KOy e 128w 5288,

# [ Apache HTTPD A ERFHIHHEE

5 Apache HTTPD ALFEFE Fr A RO S92 h0 3t SR 24D

IR

It RFEFE AT 24, W IR ] 252 B 41 348 4 vRealize Operations Manager | [1J Apache HTTPD &b
PN, AT EN, X448k R AT,
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i
1 ECRGEEZEPITH C:\vmware\vrealize-operations\vmware-vcopssuite\utilities\conf X1,

2 WAZ SR 54T SSLCipherSuite HIGH: !aNULL!ADH: 'EXP: IMD5: | 3DES: | CAMELLIA: | PSK: !SRP: !
DH:@STRENGTH,

3 PRAF RPN SO OGS

J2 F Diffie-Hellman A3

Diffie-Hellman #9155t L7855 5. 251 (07 DH. DHE 1 EDH [ i =11
BIAEERIAG DU N AT s = . AR e AT, WP AR R AT

i

1 FTJT C:\vmwa re\vrealize-operations\vmware-vcopssuite\utilities\conf A

2 X B)4T SSLCipherSuite HIGH: !aNULL!ADH: |EXP: IMD5: ! 3DES: ! CAMELLIA: ! PSK: !SRP: |DH:@STRENGTH,

3 FZF% 'DH:, %A TEIAEZS A SSLCipherSuite HIGH:!aNULL!ADH: !'EXP: !MD5: !3DES: | CAMELLIA: | PSK: !
SRP:@STRENGTH,

4 PRAFFFHC

FRAREERK

TE IR, M ZedE | Bl i sk4Ed vRealize Operations Manager [, #5A] DUE ML i k& B LA 2%
A SEEHEER AT o

IR TR PRI, AR IEGRHN S0 EAT T4 r 4P R IE BRC E U2
IERFHIIEAT 722 raP, i AR e BSOS T2

WIEENRSHHREREE

LRI VABE ] Microsoft Baseline Security Analyzer (MBSA) SRAS A/ 55 e 1 HAT Srofit HURT e VB R
FEATLLBET] MBSA SRz ek DIY) Microsoft Ze B4 M, LASEREN Microsoft st 2e 4 WU AR 55 25
IFA IR . R A Microsoft M #uth T

RATIE SRS i TR ATFELL M A2 B4R E]:  hittp://www.microsoft.com/en-us/download/details.aspx?
id=7558,

TR 1A Microsoft (R VA 1A TR A dli B A& A DGR S

BWINCRELEEFVARS S

30

T DA H Windows 22t 75 ( Security Configuration Wizard, SCW ) Fll Microsoft Security
Compliance Manager T2 AR AHIACIERIACE FA RS

1 M Windows JIlRF#sHEHE T HF5) SCW., I T HATPURBIAIR S a2 Thie (FERIZ: . Windows
B K BE AT R ) .

2 RIS S5 Windows 55 #81AHIE Microsoft Security Compliance Manager (SCM) {1 E gk iE
ST
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% 3 Z vRealize Operations Manager IR £ E

3 MUREER, ERTLIOyEAIRE (HEanzsiiss . BBl Windows Bk ) BCELZAniseet, JERBCE
TR S5 5 o

2 SCW LRI L5 A, HF5 % http://technet.microsoft.com/en-us/library/cc754997.aspx.

R 1R Microsoft (R VA T A5 ix e T HL A i B A SRS

Linux Z3HEEE

BH NTP RS
SO SN IR, T A P SR R 255 IR T8 ( Neetwork Time Protocol, NTP) o A7 Hf
Bid ) NTP &—Fh] DUAERRERES P R B, Bl DL R B Az A H SR B 1 I O B e
N o
NTP PR S e e, TR RS . A5 DATE /etc/ntp. conf HIE] NTP AU S
EHTR RS TLS

PRyt de i, PR BE 2 R mlIE e R 5.

% vRealize Operations Manager it B 38 i3

SSLv2 1 SSLv3 2 S AS FEA A Jy 2 2 (TN, £udh SSLv2 #1SSLv3, 1 LRI i ik, 51X
9 TLS PSPt £ o

AEBNAE IR 1T, RN E 25 ] SSLv2 F11 SSLv3,

Bl & vRealize Operations Manager LL{& 38 2555

TLS S R Dz 2 Ak 5525 S5 B A 2 T B R O N A i o iR e B8y, MBIk 5
PR AR IR %D o HeAh, AUZ S I I R PR . AR R 55 Riic B 0 S S A P A8 R

AR,

Eod i R

AR DI UF BT, a0 NULL #8524 (NULL 5t eNULL ) o QUREMEA S m%ur, A
VLT NG i

RS IVA N & 3i: 744 Diffie-Hellman #4/]52#: (ADH); FHHZi% 4% (EXP, 7 DES %45 ) 5
INT 128 FEREREAI/N, TINS5 0B 5 ; MD5 HIFEA U a8l B S A HLE]; IDEA SiEl:; DL
RC4 B, RO EN i A 52286,

[ Apache HTTPD & EFHHHHZ

5] Apache HTTPD AbEERR 7 P IR0 999550 3 5 B850 . SWBH IR AT, 1k B AT a2 255 51 54
77 vRealize Operations Manager |"fJ Apache HTTPD 4R 2609, FHEEHIFTH 3%,

i 4

1 ORGP T /usr/1ib/vmware-vcopssuite/utilities/conf/vcops—apache.conf S,

2 AZ 54T SSLCipherSuite HIGH: 'aNULL!ADH: EXP: IMD5: ! 3DES: | CAMELLIA: ! PSK: | SRP: !
DH: @STRENGTH,,

3 PRI
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JE A Diffie-Hellman #4335

Diffie-Hellman #9559 5, UAEERTA 5 DH, DHE 1 EDH [ EA. ERINGH N AETixet
e, QEREFEE e, We POk S .

L7

1 ¥THF /usr/1lib/vmware-vcopssuite/utilities/conf/vcops-apache.conf S 4,

2 Tj?‘ﬂ?:f SSLCipherSuite HIGH: !aNULL!ADH: 'EXP: !MD5: !3DES: !CAMELLIA: PSK: !SRP: IDH:@STRENGTH,

3 FZF% 'DH:, 1%{TZ% M SSLCipherSuite HIGH:!aNULL!ADH: !EXP: IMD5:!3DES: ! CAMELLIA: ! PSK: !
SRP:@STRENGTH,

4 PAFFFOCHSCA.

FAREENX

PRt MAvERe, LB B4 vRealize Operations Manager I, 2 H] LUBIOAC B 5 B DUS T4
PSR AT 1

P I R U SO TR FURI S A, AR RO B AT EAT 1297, IR A HIE B B U2 B
IERIHEIEAT 7224 rd, i AN SR SN ] AR

BIFFHRSHHLZLES

} ik vRealize Operations Manager ‘241217, #AZRFRISG UE SR 2 o

BHRELEE, IR EALNZ %525 Red Hat Enterprise Linux 6 SRR

Endpoint Operations Management {2

Endpoint Operations Management X2’ vRealize Operations Manager 475 T BRI & LA 5 D68

Endpoint Operations Management f{I P25/ EFHL 1, f5AEZU3 1 AES Endpoint Operations Management
JIRZ5wAd], WATREAR. P, AR 2 ettt T4

& A F151T Endpoint Operations Management ({32 R EZR 2%

32

i F R P Py, A A e i A 22 A i o
B P TERERLCRE, 1 MR AGENT_HOME/conf/agent. properties SCAFHEAf AR R HAIR 55 2 uE RS,

®m ] %] ]’ Endpoint Operations Management HXEEF/JHR B 1) vRealize Operations Manager H] /7)o
AR, 1551 vRealize Operations Manager #EIHI) “vRealize Operations Manager H1F fT) (4L
PR =5

B RSN, AHE B T vRealize Operations Manager F /7 71, AUy AR 1
TS AP RRRR . OGNS, 7525 vRealize Operations Manager #EBIFHJ7E vRealize
Operations Manager 1 ] A2 258,

m RS TRER R G BINER, MR PAGET] vRealize Operations Manager T/ 7, i B AR 5
A AIUEAS o 2 B —RL T s B
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% 3 Z vRealize Operations Manager IR £ E

REINRERIRATFERIRR

TR L BRSNS . AR A RIEAEST THYEERR, T  TREER T Pk Pl b AL D5 [l gE R
*ETIF To AT Windows B{ERGLEE, EFFEAITRZEFMESUIRSS . T Linux 2238, GUREE ] RPM
BREF LB, AT EA PR B IR 55243

AP 2] vRealize Operations Manager /Il 55 #5 I e R FE R SRR T RO ELLY” M
BAAMGERE, N Ao RS R RIS

ETF Linux BF & TEFMER

Endpomt Operations Management R 5E 2238, AT # e Z3EREH

4 Endpoint Operations Management PRI 42 TAR SCfFekZed RPM I, Zeds B SRR (B
ézu 600 Fi1 700 ) BEE AT

BR fREEE ZIP SCAHN, RIBRARIERR AR . 30 el R AR IE

RELQVEEFIE NI A B2 T 700 KR, FTA Z S  TRERH F.
% 3-1 Linux XH-FILBR

BRI R H AP N EA HIT
agent directory/bin 700 A 3 = i =
7 = = 5
oS i i T
agent directory/conf 700 iEcE = j= =
4 = = =
ol i 5 i
agent directory/log 700 & = & &
41 = = =
4 e i i
agent directory/data 700 i & i P
gl o i i
o e 5 7
agent directory/bin/ep- 600 & & & &
agent.bat
41 & B 8
s o B =
agent directory/bin/ep- 700 & i & =
agent.sh
41 = S N
=5 EIB IZ_|< JZ_‘< 'Z?
agent directory/conf/* 600 e = SE &
(conf EHHIFTAH X 4 s 5 =
)
o i e i
agent directory/log/* 600 EsES & & &
(log HFHHIFTE S 4 5 o P
)
el i B i
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%+ 3-1 Linux TR (£8)

BHES x4 R HF AP BEEX BEA HIT
agent directory/data/* 600 iEcES = JE B
(data H%EF‘H/‘]W%’%K 4 a5 & 5
1) -
A = B i

E-T Windows B9F &34 R

XTF Windows | 7225/f] Endpoint Operations Management fREE, Z3RBRK H] P AR G APR A REZ 45/
BEIRSS

Endpoint Operations Management fEESE i 4 ke, 23k (R FRAMISCH ) AT i
SYSTEM. R i ANZe2E b1, M 1] ep-agent.bat Z2%E Endpoint Operations Management {X2
N, WERBD e AR AR . eI P, ] MEMTEE R IE R o iR b B2, H PRI LA

T X AR
% 3-2 Windows X 4Fn#LFR
BREXHE A AR STEEH 5 EEFHAT B EA
<agent SYSTEM T - - - -
directory>/bi
irectory>/bin p— ) B} B} _ i
LR & - - - -
i - - - -
<agent SYSTEM = - - - -
directory>/conf
D = - - - _
WE R - - - :
i - - - -
<agent SYSTEM I - - - -
directory>/lo
yes PR i - : : :
WHHP R - : : —
il - - - -
<agent SYSTEM = - - - -
directory>/data
A i - - - -
il - - - -
<agent SYSTEM = - - - -
directory>/bin/hq-
agent.bat
RO By & - - - -
WHHP R - : : —
il - - - -
<agent SYSTEM = - - - -
directory>/bin/hqg- P -
agent.sh BH E . ) ) )
A i - - - -
il - - - -
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% 3 Z vRealize Operations Manager IR £ &

& 3-2 Windows XTHFHR (48)

BHE x4 AsAR SEEFEH & ERHMIT N BEA
<agent SYSTEM o - - - -
directory>/conf/* P o R _ - R
(conf Fstrhitfisy -
) LR = - - - -
P - - ) )
<agent SYSTEM It - - - -
directory>/log/* poR— o ~ _ . -
(log Buhitfie _ 0 -
) LHE = - - - -
M - - ) )
<agent SYSTEM = - - - }
directory>/data/* e o
(data Fghiprss 0 -
) LA = - - - )
M - - ) )
REBEH EFITFHRRO

ARPEFEREIT AT B RO PR A 1 (127.0.0.1:2144 F11127.0.0.1:32000 ) |94, Pl RES IR T/ Il e 1,
I, #ELEs SR Re G e AR AREEAIT AN b s .

% 3-3 ROATERIRO

w0 0 7 &
443 TCP it FRERE I 1 R 7 HTTP . TCP 5k ICMP O H M 4%
2144 TCP ) DERAEEE . AIRCEL. AR S R B AR iy AT Z IR IR o

PREEERE IV I 1 o
TR EDRRAS, WRERAIA.
32000 TCcP oy IURPNEREE] . IACE . T AEE S I PR E RPN AT IR R R
PRELERE T i 1 o
EE EESRSR S, TR,

HsHAE
ARAR T SERE A AT EE REE, fan, IEAEE TREE ARG BIREAN, AT LA R e IR AR B
LR SRR el ik

{iiJ1] vRealize Operations Manager {1/~ M, Gl MR AL EORAGHRILIES . AOCHENEE, 1520 26 35
T, MERAEEZEIR o

PRI ARG L, ERLAEREL. AFAER, WS N 9 36 U,  “IREREERIT .

MHERRE IR

BTl 1] vRealize Operations Manager, i ISR ACEE S Dk e FOE 1

BIR &

FOAE 2 BRI SRR BT IRIALEE, TR PR K H 211 Endpoint Operations Management
(REE SN

VMware, Inc. 35



ZeiE

1 %] vRealize Operations Manager JTI/ L [fi H 117 B 48 PP EELAS
2 TJF “EBCEREILT M,
3 4TJF “EP Ops @filsy” 53k,
4 PP EP Ops fREE - *HOST_DNS_NAME*,
5 hgmENES.
IR ID, ORISR
7 KM YRR AERE
8 1P EP Ops fR¥H - *HOST_DNS_NAME* H i BN 52 .

P S R F R
W RGN RSN, SR PARE TR, X ez RERRSA AR BT AR, A=A
SO B TIRAE, A TR AR R AT SR 4 G HEHTY Endpoint Operations Management 4>
WSO S0 IR —15,
BUR &M
B R AEPIAIC R Endpoint Operations Management 4-HE 77 H
m  {#HHM vRealize Operations Manager I 55 MG RERGE IR AT 10 SR A FE IR AR
B ORGREIE R R
R
1 @ ia TR H P G EAREE SR A
BN, BT AL eI A 123-456-789 A4 RSO
B {f Linux |:
echo 123-456-789 > /etc/epops/epops—token
®  7F Windows [:
echo 123-456-789 > %PROGRAMDATA%\VMware\Ep Ops Agent\epops—token
ARG, LSS5 NENET & BRI RRAL
2 B RED PR e R vRealize Operations Manager 5575, ACRAFE I AEIRN A RS i At
ABAAT EPERPE” BURA BRI TR

RIBIEHBHNEFIEE

36

M setup ar AT SENRBL LR EFIEL TR, YEOFMIREEFH setup 21754 ep-agent.sh
setup HIHSWIHFEIEN, HY registerAgent fiy & k15 B IRS5 7%

MRS R B EAAEE, Ham MRS & it S, A aES — MR, ARE E, ¥
Z P BRI . WRAES T IR A UET I HAHA1T ep-agent.sh setup @4, AER—4KIHE,
REBEEHUET . BWATUATE agent. properties SAHRAEHIIAR S #RUEBHEEL, SRS HFIE1T ep-agent.sh
setup %, DAEZS R IR T .

IR

PR EEA PR AR A T B a5 o
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% 3 Z vRealize Operations Manager IR £ &

FB

¢ LT Linux WHEIERZ L, AERIRENL FIZ1T ep-agent.sh setup %o 5T Windows [NHRIER %
I, 1Z{T ep-agent.bat setup iy,

IARAEEN R IR S FAE B BN, K ir—FHE. QUREEEINEY HAE a3, W= ZiEds.

{&4#pF1E F Endpoint Operations Management {32
QIARTEE, HiY Endpoint Operations Management IR U [ ity T- vRealize Operations Manager iR A42

Endpoint Operations Management fERRATE APl BT AL PRI ol i IR, 2o 25
W B AR, KA BRI VMware 24l RAE I Tk, 155 WAL 4l 1,

Hitt 2B EAD

WEAR 5528 A Ak PR E
SSASIIEACHO R P Pl P 5 R A7 AR B P
S5 SRR IO IE AEA TSR P PRI e PRI BRAT R0 P o kT Pl PR
PR IR TR 55 R BT A M RARAL . P A R A e
MERFEE AR B ERIRL AR

MABUIR S5 # MR AL SRR IR o A N INBA L EI R FIRE P th - HAR RN, #aig s
%M@o

BEATBER RO RS
HLAR S VRIS I 1 5 AA S LR 25 R B

FHLAEAAEASCRYES 46 U1, B LRI E551F 4 vRealize Operations Manager iiARE KA HHEANTT
TR I o AN, WREEHUIRSS RS s TR S H A AT Z IR SS -
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M2 e MR EERE

PRI E e E, TR AR R VMware BERUS RS A AR SRS 308 . ASENATN
vRealize Operations Manager /it B i5cAIPR 2 NS AT H 3 1

AREEPE T UL
W 539 UL, AN IR Al AR
46 BT, “RCE AR

AEMNAEFRERENEZZE

PR VMware HERLIR AR EAUN Se 2 A S0l (5, 1A BRI A I P2 1

Bh 1L Pl P R & e 0

PRyt ilids, R s R B AR (BRI BATAURA T P ans R Pl gz 1, ) nl e
Btid Mgk e USRI 35 o IPRIAT o e RGP sl

B
1 TG UEH s, s T #grep —i 'AUSERCONTROL=' /etc/sysconfig/network/ifcfg* e,

2 RN IRCE ) N,

% E TCP FRIERIBAFIK /N

TN A ik, 15E VMware #25 FH1 FBCEERIA TCP FUHBASIR/ N, SHEEfR TCP HE46IR S B, 5k
TCP BUEBASIR/ NS B S BRI B ERIA B Dy 1280,

L
1 %D VMware %55 M 12T # cat /proc/sys/net/ipv4/tcp_max_syn_backlog 452
2 & TCP BERIBASI RN,
a  (ESORGAHARHETIT Jete/sysctl. conf S,
b @ FSCARARINLA 4 H R EER A TCP ARHEBASI KN
net.ipv4.tcp_max_syn_backlog=1280

c  PRAFHEBOFOCHIAT
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545 ICMPv4 [~ #& ik O] &

Internet 774 8 7Y (Internet Control Message Protocol, ICMP) | &R @ i N ORISR B i1, I
HAR TR AR L o RSl E o 20 ICMPv4 W15 mT B 1 E R HeE
B

1 21T # cat /proc/sys/net/ipv4/icmp_echo_ignore_broadcasts a2 PAFRTE R %A ICMP | 35 HbHEn] 5
R BRI

2 BENLAZACE hiEds ICMPv4 | 7Rk el gk .
a  ECAGEASHATIT Windows AL A /etc/sysctl.conf 3(ff.
b RS HIEARE N 1, %I net. ipv4. icmp_echo_ignore_broadcasts=1 5[,

¢ PRAF ORI

BENRGEEEANEH IPv4 KIE ARP

IPv4 fUH ARP 5o vF R G EERERI AN I LR S0 — M2 RIS ARP WRARMIN . AAEET TPv4 X
B ARP PABGIEARZGIRAIE B E . BEHIZ B DABG 1 E R IR ER X B 2 A1 Bt R

TR

1 21T # grep [01] /proc/sys/net/ipv4/conf/*/proxy_arp|egrep "default|all" @& AR UEACEE ARP /2

AN A
=S o

2 CHETHLARSHE E VA IPv4 fCHE ARP,

a  TEXCARGRIERS T Jete/sysctl. conf S
b ASMEAREE N 0, WIS HE AR BBl 4 H o B E N 0.

net.ipv4.conf.all.proxy_arp=0
net.ipv4.conf.default.proxy_arp=0

¢ PRAFIEFT IR AT SO O S

BENRREEHZM IPv4 ICMP EEEHR

40

VRN e tn s, uiifAFHLAZ 20 IPv4 Internet #5757 £ 1Y (Internet Control Message Protocol, ICMP)
FEMTHE. W ICMP FE M E A A e R ALGE &2 16 a6 ICMP JEE )i B Rl AR 55 75
A EARAE B B Th o XS0 BB LIRS TR I RS B %iE .

EZ

1 FEENLRY: FiaiT # grep [01]1 /proc/sys/net/ipv4/conf/*/accept_redirects|egrep "default|all" iy
AP EH ARG 1 205 IPv4 T8 M.

2 BEHARSE E NN IPv4 ICMP H5E AT 5.

a  JTH /etc/sysctl.conf X,
b WEREARBEE N o, HPL N A BN INE SCU-si AR BT 4 H o BHEIREY 0.

net.ipv4.conf.all.accept_redirects=0
net.ipv4.conf.default.accept_redirects=0

c PR BT
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F4E MEREMREERF

BENRAEEHZEE IPv6 ICMP EERER

Ve Z it =L, WSHIA TR S 20 IPv6 Internet 75414 B 11X (Internet Control Message Protocol, ICMP)
FEMME. M ICMP FE MM E A G v PR ATGE &2 B e ] ICMP JEE i ok Uik 555
R EFRAAE B BRI R XS0 BB AN th R RS SRk

i

1 WA FiaiT # grep [01] /proc/sys/net/ipv6/conf/*/accept_redirects|egrep "default|all" iy
AP EHL ARG 15 20 IPve THRE AITHE .

2 BEPARSE E NN IPve ICMP H5EA7H 5.
a  4TTT /etc/sysctl.conf ¥ EHLAZGACE AN IPv6 T A1 E o
b WREARE N 0, KA TR BERINAS AN M B EIAT S5 H o CBHE R E N 0.

net.ipv6.conf.all.accept_redirects=0
net.ipv6.conf.default.accept_redirects=0

S T S PR

BENREBEASIELS IPv4 ICMP EE G

YENZ AR, WA TH LA G4 IPv4 Internet #5174 111X (Internet Control Message Protocol, ICMP)
HE o ARl ] ICMP HEE A ERIE AR S5 38, FMRE EARAAE B T X8 R 5K A R4
FEFARING R, ARSI In AN R TR

B

1 YEFH FIB{T # grep [01] /proc/sys/net/ipv4/conf/*/send_redirects|egrep "default|all" DASGIFE
JE Y TPv4 ICMP HEAE (],

2 CEEYLARSE T ONIELS IPv4 ICMP T .
a  JIH /etc/sysctl.conf AFPARC T FHLAR S
b GUREREE N 0, 1A T S AU INEISCAE s AN S A 4 H o CBHERE Y 0o

net.ipv4.conf.all.send_redirects=0
net.ipv4.conf.default.send_redirects=0

c  PRATHESOF OIS

BREIXHREZZLIIETFE IPv4 Martian #iEG

TEM 2 Ak, EHIAENLAR ST iC % IPv4 Martian 200, Martian £0 0 65 A G RLE IO Mk .
FLE ARG RINE, DMEA AT DAE SR B sl B T s o

B2

1 1247 # grep [01] /proc/sys/net/ipv4/conf/*/log_martians|egrep "default|all" i< DA FHLES
£xi0 5% IPv4 Martian £ 10,
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2 LA S LAC S IPv4 Martian £ds 10,

a  JTH /etc/sysctl.conf DA E FALA S
b WIREARE N 1, LA N EB GBS AN R B EIAT 5 H o CBHERE N 1.

net.ipv4.conf.all.log_martians=1
net.ipv4.conf.default.log_martians=1

¢ PRAFEIISOF OIS

BENREEEAER IPv4 R [EHEETRE

PE e i, R AR AR BN B TPva SOAIBR R 8. SR AR B8 T B 1L 05 H I, ansR%
ORI AR, SER AR RN, R SBARE X EER .

B AGRCE R REE B AR R 8. MR ARSI MG, KA I R SR A EE AN T IO
I, PTRETS A T S A AR e e A S B A

B2

1 FEENLARYG LT # grep [01] /proc/sys/net/ipv4/conf/*/rp_filter|egrep "default|all" UK
TFAGE R ] IPv4 a8 .

2 MRS O IPva R R
a I /etc/sysctl.conf DA E FALA S
b WIREARE N 1, ELL N B ERINBSEAARN A S5 H o B EREN 1.

net.ipv4.conf.all.rp_filter=1
net.ipv4.conf.default.rp_filter=1

¢ PRAFHEOFOCHAT

BENRSGEEANIELS IPv4 X

TER LA, BN TENLR GRS IPva 7 . WUR ARG AT IP #R0F EAR R E s ey, ©
ARG Mg Leas, PN BB — S A IR £ 1 BRI 5 B A2
EZ
1 84T # cat /proc/sys/net/ipv4/ip_forward iy 2 LABGIE AR 48 IPve Bk .
2 CKENIARGRE AL IPve 4
a  {TJF /etc/sysctl.conf LARCEL EALASL
b GUERZEARE N 0, WELL T & HIRINESFSATIN A & H o BEIRE N o,
net.ipvé.ip_forward=0

c  PRATHBOFOCHICT

REFNARZEEAEEL IPv4 FREBHES

42

T rh 28 S VRS G R RO UK A T SR s B BC B PO AR AN R O A A S (Xl AR SR
[ By 8

I EORAGE FI IS B (0 A, BNy 1Pva #2405 MO T AR GRS RS o
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F4E MEREMREER

FB

1 15{T# grep [01] /proc/sys/net/ipv4/conf/*/accept_source_route|egrep "default|all" A AR

SR T A8 ] IPv4 RS AR &
2 B ENLARGLMELE & TPv4 JRk hEdE fu
a  fHHSCRGRIERS T Jete/sysctl. conf X

b WIEREARKEE N 0, KPR net.ipv4.conf.all.accept_source_route=0 £/l
et.ipvé4.conf.default.accept_source_route=0 &} 0,

o PRAFFFORHSCATS

BEVNREEEHIES IPv6 F X
TEN 2R i, AN RS04 IPv6 %, 1R RSB AT IP 63 ARk ise, &
ARG W28 2e 4, BN Rt — S R 44 A e SR AT B 12
B

1 1217 # grep [01] /proc/sys/net/ipv6/conf/*/forwarding|egrep "default|all" a2 ARSI EH LSS HE
% IPv6 5 .

2 CE LRSI B ONIELS IPv6 kK .
a 4TI /etc/sysctl.conf AFCE FHLAR S,
b WREARE N 0, KA N BERINBS AN AT S5 H o CRBHERE N 0.

net.ipv6.conf.all.forwarding=0
net.ipv6.conf.default.forwarding=0

c PR BRI

BENRSKEE H{FEH IPv4 TCP Syncookies

TE Rt il BN ENLR G IPv4 il il (TCP) Syncookies., il i #i A 4] TCP ek
THEZERAL T SYN_RCVD IRE, TCP SYN BKHeh AR R IEL IR SS . 13d 61 Syncookies, 7JPATE
KRG8 ACK ZJa A BRERER:, IMAIA S Sia EXE2 A s, AR KB,

AT AR SE 2 EARERT st T, MR R BB R BRGNS 7 23, T LA S AR Gelis )
IR, GRS R IR SS o

L
1 1z{T # cat /proc/sys/net/ipv4/tcp_syncookies e DABIAFHLR i E 4 (i ] IPv4 TCP Syncookies,
2 CKENLALE E ] IPv4 TCP syncookies.
a  {TJF /etc/sysctl.conf LARCEL EALA S
b WREEARE R 1, RN S BIINES AN A S H o BHE R E R 1.
net.ipv4.tcp_syncookies=1

c  PRATHBOFOCHI T
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BEVNRFEE HIEL IPv6 B HRRER

VE R LA MG, AR G da 52 B m v % £ F1 Internet 727174 B 7Y (Internet Control Message
Protocol, ICMP) FiE ] (BRARAE) o IPve I—DIRRELE ARG nT DA E B TIR B S 17 SR 4%
Wts. NLEINMERE, F T EEREER, MASURE ST urny 325k M IE .

TR

1 FEHLRG FiaiT # grep [01]1 /proc/sys/net/ipv6/conf/*/accept_ra|egrep "default|all" fi&LA%
WERGE S R S I s A ICMP e (BRIEREE)

2 HENARGAE EL IPve B Fas i L .
a  JTH /etc/sysctl.conf X,
b AMEAREEEN 0, KLAT BB INESCSARN B I 2 H o RHERE N 0.

net.ipv6.conf.all.accept_ra=0
net.ipv6.conf.default.accept_ra=0

¢ PRI EBOFCHCAT

WENREEE HIEL IPv6 B HEFEK

VE Rz At tEfilid:, WEHIAFNURGIEL IPve X Rtk (BRAFBED) o sl R B e e e e Iy
KIEZ DR IER . RSB, AT E AR EATIER .
g

1 54T # grep [01] /proc/sys/net/ipv6/conf/*/router_solicitations|egrep "default|all" x4 PABGIIE

FALR G 4 IPv6 F R ER (BRIEBED) o
2 K EWLARGACE AL IPv6 I a1k,
a  JTH /etc/sysctl.conf,
b REARKE S 0, KL R HE RS SAIN IR 4 H o KRB E D 0.

net.ipv6.conf.all.router_solicitations=0
net.ipv6.conf.default.router_solicitations=0

¢ PRAF ORI

WEVNRREE BB B 2FER PR IPv6 i HERHIED

44

PEhy e a i thfifid:, WEHIAEIR VLR G4 IPve B hamiioR (BRABBEL) o WRRAPIE e FT i B
SEH AR e ERME e AT B, AR R R AR T 2 e
L

1 AEENARS LB T # grep [01] /proc/sys/net/ipv6/conf/*/accept_ra_rtr_pref|egrep "default|all"
a2 DA UE EH LR G I 4E 4 IPv6 #% thas ik

2 EEN RGN E AR ek IPve B e B i,
a  JTH /etc/sysctl.conf X,
b WEREARBEE N o, WEPL N A B INESCU-si AR BT 4 H o BHEIREY 0.

net.ipv6.conf.all.accept_ra_rtr_pref=0
net.ipv6.conf.default.accept_ra_rtr_pref=0

¢ PRAF BT
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F4E NEREMREER

BENRSGEEAHIEL IPv6 2 HESRTR
YENZ A, AN ARG IPve I RS ar s E (BRIELEE) o accept ra pinfo 5 H T
ROV RAR A HRAIITAE B AR S5 A0 BN, W AZGAZRT M REsirgE o
i

1 JB{T# grep [01] /proc/sys/net/ipv6/conf/*/accept_ra_pinfo|egrep "default|all" VAIGITE R e
a4 TPv6 B HHRR AT A5 .

2 CHENIARSRLE NIEL [Pve B Fasing.
a  JTJ /etc/sysctl.conf S,
b WFEAREE N 0, UL N EBEEINE S AN T EIAT 5 H o CBHERE N 0.

net.ipv6.conf.all.accept_ra_pinfo=0
net.ipv6.conf.default.accept_ra_pinfo=0

c  PRAF ORI

BENRSEBEEAHIELS IPv6 EHSEBEAKARGIEE
TR LMk, EIAENLR RS IRRERIIE G FEL6K 1 25 A1 IPve % Fhast?h A R R ik
B . accept_ra_defrtr P TP ) AR GU e TP~ ok FL A i R R S BRI B o RHZa& e o ATRA 1
FHaR A IE S 25 G S SCBRIA TP B PR
L7

1 1547 # grep [01] /proc/sys/net/ipv6/conf/*/accept_ra_defrtr|egrep "default|all” < DAMIATAL
ARG AE4a IPv6 i Fhasik i FR A

2 WREARE N o, I TENAGHE S IELE IPv6 I rHRe i 2 K BRI o
a  JTH /etc/sysctl.conf S,
b GUREAREE N 0, 1B LAT S BN INEISC RN S A 4 H o BB 0.

net.ipv6.conf.all.accept_ra_defrtr=0
net.ipv6.conf.default.accept_ra_defrtr=0

c  PRATHBOFOCHI T

BEWMRSEBEEAHIEL IPv6 FEHEZEX Autoconf iEE
Ve LAt g, TEHMA LN R G4 IPv6 B K autoconf 151 . autoconf 1B F Tl s 4% A&
R A LS BRSO D il 2 n A il
TR

1 =17 # grep [01] /proc/sys/net/ipv6/conf/*/autoconf|egrep "default|all" A DA IE EN RGeS
T4 IPv6 I A #s % & autoconf #'H .

2 WREAREE R o, WWHTHLAGA E L IPve 1 H#S% & autoconf 1% & .
a  JTH /etc/sysctl.conf S,
b REAREE N 0, 1 LAT S BN INEISCE s AN S A 4 H o BHERE Y 0o

net.ipv6.conf.all.autoconf=0
net.ipv6.conf.default.autoconf=0

C  PRAFHEBOTFOCHICAT
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BENRGE B HIELS IPv6 BFER

YEN et i, SN VLRSS IPve <1 fmihak (BRIEAEE) o M4SN 0 DA IR AT s ik 7E
g% FME—RT, dad_transmits ¥ HAE B HIHEE R 252 DA IR K
i

1 21T # grep [01] /proc/sys/net/ipv6/conf/*/dad_transmits|egrep "default|all" iy < PABSUETHLR
SRR TPv6 ABJE R

2 SMEAREE R 0, MRS E R4 IPve LhHiEK.
a  JTH /etc/sysctl.conf X4,
b AMEAREEEN 0, HLAT B INESCSARN B I A 4 H o RHERE N 0.

net.ipv6.conf.all.dad_transmits=0
net.ipv6.conf.default.dad_transmits=0

¢ PRI EBOFCHAT

BEEENRZELURS IPv6 it X E

Hic B % O Fn il

VeI AR Ak, FAEALAEERRET LA LR IPve Mk R BRI ki B B e 72044
JREAIE TPve Ml DA BCea o e o BRIME ) 16, {HZALIIURE A3 P s i A AC 2 4 JR stk 2
B2

1 1547 # grep [1] /proc/sys/net/ipv6/conf/*/max_addresses|egrep "default|all" iy< LASUEFHL RS
ST REABBR A AT A IE TPve skt K& .

2 UREAEEN 1, WA FHLARGARR T LA AL IPve ki KR .
a  JTH /etc/sysctl.conf S,
b AN BERINEISC AN B A S H . BHEIRE N 1.

net.ipv6.conf.all.max_addresses=1
net.ipv6.conf.default.max_addresses=1

c  PRATHEOFOCHICE

PE NGt ftifid:, ZR T A A0 20 AT

“} vRealize Operations Manager Z1{FHc 2 i/ DI N SR st 11, SRR e T3 R G A (r 2L P Hhist T
Ej* Eﬂ DJAO

DA HIER ANt O

46

Ve Ze i, 15RCE vRealize Operations Manager 754 FRESH AL TRTRS 5% 1

41 BROFEHANILRO

WO i #E
443 TCP JHTF)5[n] vRealize Operations Manager FSmEFn

vRealize Operations Manager &P G

123 UDP it vRealize Operations Manager i ], DA 0 7]
LRI IATPL (NTP) [F25
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% 4T MBEREMELER

A i &#ix
5433 TCP R T R T IR IORERS T RN A s e 1ok
Sl 4 f5%dEE (vPostgreSQL).
7001 TCP ] Cassandra Fi T 580 2411710 S RIEFE TS
T2 s 1 e B ELIR o Rk R DB kB
9042 TCP Cassandra {3 1 7E T 55,2 (RIS 24 2 iAo
=
W2 i R B LI B T S I3 B ok R o
6061 TCP Fh% Pk FH T 54555 GemFire 07 B UK AR B %
HRIR S Hs G B AN, R IR i R 2 61
it/ NOIR S RS AR SS #3013
10000-10010 TCP #1 UDP WES ARG T 5% UDP 4 B TCP Bkl
GemFire IR 555 i i 1Vl
20000-20010 TCP F1 UDP WA A 2 R G A 8% UDP 314,880 TCP Al
GemFire & s VB
x 4-2 FLEMNGEHO
w0 il &ix
22 TCP A%, 244> Shell (SSH). AU 1
5 R FRT o 11 22 s AT 1
SSH k55, FH LA HIT 22,
80 TCP Alk, TEAE M E] 443,
3091-3101 TCP 2R T Horizon View B, T M
Horizon View 1]
vRealize Operations Manager [4#f.
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vRealize Operations Manager &% /Y
Wi HEIDE

VE A ik, 1k vRealize Operations Manager £ %4t I H#ZAMH EHid%.
FOAZAN H G0 SR AN S AN A SR ITEE 2 N o

) FP R H RS A LA TR H S kbRt H S 2 et iR H SO R e AL, B —A TRk
FIDABRANHB P IR o 08 ] IOW SRR N 0 2 SRR TER S R R R Bt o A Ze 4t rp H SR
FandtA T HAC R AA B T BE B S, I HaR eI e %

AEEVHE T DA T A8
B 49T, “PHEERERIRS A
w O E49 T, AL NTP IRS5H”

B OBA9 T, R RS

REZEERRFZHERE
(Fhy e SRR, IR RIS B R A SRR P TR, JF LR %4100,
BN A T R AR 3 IS0 FL RS MR 1 R T A2 b 4L

{EFAIZA NTP IR&EEE

FAERFITA LR G FARIRIROAT I AR, 4SS A mAZ . AT DA I ]IS S B — 2 =) = bt
[AlbriE, EbanthyA A ( Coordinated Universal Time, UTC) .

FEREBUAOCHI H S, AT DURAAERER IR NAR A (030 . BETRIOIN TR EL ] RE 2 S B0 MG AN
FUSSCAE, I EDAS AL, I EL AT RESE AR AT AN HERf o ] AT ZE /D =/ ok B AMNBIN TRITRK) NTP ik
It BAESARERIMIZS AL — 2R NTP flR55as, XRS5 A 1T ZE D =MIMBIN TRNIERIBUN 7] o

B P s iE R E M
PRtz il 1B AN AT AN B AN P % s N BT e R i % o i

vRealize Operations Manager.
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