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5 AP A i U 6 POST 92K, (-4 e ok 30 F JUTRAM [R] 2 BiT 238
POST https://RESTendpoint.example.com/api/token/release
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Accept- LHREMN TR S, W] Accept-Language 112KFRSk . ErrorType R HHFGTH EFAF R AN L . L H]
Language AR AR B AR R, 5 A T ARk
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1 FIESk URL RARARIATE.
POST https://vrealize.example.com/suite-api/api/auth/token/acquire
T2 IR

2 AN
IR 2RI ops SR, M FUEISS: AP IR IRIZ A,

. B RIEKANNE R

ORI T 85 1 440 vRealize—-user. %454 vRealize—-dummy—password (1] 7 i KR
Mo

HRBR:

POST https://vrealize.example.com/suite-api/api/auth/token/acquire
Content-Type: application/json
Accept: application/json

JSON #& A RIE :
{
"username" : "vRealize-user",
"password" : "vRealize-dummy-password"
}
JSON H U rMa RY «
200 OK
{

"token": "8f868cca-27cc-43d6-a838-c5467e73ec45: :77cea9b2-1e87-490e-b626-e878beeaa23b",
"validity": 1470421325035,

"expiresAt": "Friday, August 5, 2016 6:22:05 PM UTC",

"roles": []

}

M A 53 0 SR 75 B A 1 R R

AR, IRSSREEER A HTTP MR AES 200 GIEHD , HFEE AT 6 /NS S I ops #2
KA, TEGSAEEA AP R PRt 2t A

w  PRERE DA, MRS AR R R HTTP Wiy k) 403,
w WUERBARK PR BRI, RS RR ] HTTP MR AAD 401,
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B SRR B M R KR

511 vRealize Operations Manager Sl & ZMdid #5282, Bidv 4k vCenter 1l aFHIGC #v 2

H A GET iEsRLMG R A ISR 2S5 . AP AN 09 & i s i ds O i A W S 2,
AR &M
Wil GsE B4 %] vRealize Operations Manager 344,
p 3
1 WPrA@ER AL GET K.
GET https://vrealize.example.com/suite-api/api/adapterkinds
2 AN PAE R vCenter iERCRS AISZ i G 21041 3

W2 iiE vCenter Wit a1 Acas R AUFDN G MR 53 o

. HE vCenter iEALEEAYIE B S R R FN T S FE A

RBP4 vCenter AR IO AL AR IS DA MO ic st Al e SOrR B S R 4 5 258,
TR bRk

GET https://vRealize.example.com/suite-api/api/adapterkinds
Content-Type: application/json

Authorization: vRealizeOpsToken <vROps_tokemn>

Accept: application/json

Hrr, vROps_token ;MM AR DH 556 11E AR v i B AR BT 4 L
vCenter EACEE JSON M i A AL ES .

200 OK
{
"key": "VMWARE",
"name": "vCenter Adapter",
"description": "Provides the connection information and credentials required..."

"adapterKindType": "GENERAL",
"describeVersion": 573,
"identifiers": [],
"resourceKinds": [
"ClusterComputeResource",
"ComputeResource",
"CustomDatacenter",
"Datacenter",
"Datastore",
"StoragePod",
"DatastoreFolder",
"VM Entity Status",
"Folder",
"HostFolder",
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"HostSystem",

"NetworkFolder",

"ResourcePool",

"VMwareAdapter Instance",
"VirtualMachine",

"VMFolder",
"DistributedVirtualPortgroup",
"VmwareDistributedVirtualSwitch",
"vSphere World"

WF vCenter iffid s, adapter—kind #E5 VMWARE, resourceKinds & vCenter ififitas i 2 1ok 2 25
T T RERN IR 425, resourceKinds o VirtualMachine,

R R B EEERTIR

Fh vCenter sGFL AR H E SR B LA s e B i FEPRAIZE, i AT m Rl A I 5 2670
1) URL %1 GET 153K,

AR

FUbE R el MK

n  BEEEE] vRealize Operations Manager 5244,

n  AE vCenter ST adapterKind (ELAIFEAUNLINY resourceKinds {H. 12 WHT vCenter i il Hs
Mz e A SRR G 220

1 ki GET i RRIN ST RHE bR T .

GET https://vrealize.example.com/suite-api/api/adapterkinds/VMWARE/resourcekinds/VirtualMachine/
statkeys

2 R R A R R RS S P S RO R FRARIEA TEC RS 1S I AP AT P S R UL
flir i fibr

6. API F1F PSR E PR E L E E 1568

BB T XML B R A1 PR RE DAL B bR 4T 55 vRealize Operations Manager 17 Bt iR
Rt AR THE R

R

GET https://vrealize.example.com/suite-api/api/adapterkinds/VMWARE/resourcekinds/VirtualMachine/
statkeys

Content-Type: application/json

Authorization: vRealizeOpsToken <vROps_tokemn>

Accept: application/json

VMware, Inc. 16
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.

m  VMWARE /& adapterKindKey.,

m  VirtualMachine /& resourceKindKey,

= VROps_token ;ZHM “GRILE I UEASTE" it B sk B A
JSON H M AR B -

200 OK

"resourceTypeAttributes": [

"key": "mem|host_workload",
"name": "Memory|Host Workload",
"description": "Host Workload (%)",
"defaultMonitored": false,
"rollupType": "AVG",
"instanceType": "INSTANCED",
"unit": "%",
"dataType2": "FLOAT",
"monitoring": false,
"property": false

iP

M B H AR resourceTypeAttribute #E— MU S WA Goc BRI e 4545, name XN T vRealize

Operations Manager i/ SHiiH osiISCR. FEHRBIH, ABBESIH T AR L T AR B it i
j;/J#\AO

LR R ) SRR S P R i RSP RIE TR, T ER B vrealize. example. com BT

vRealize Operations Manager 52431, SRf5 SR B IROM 48R, LA Mot 1A kb rf DA EI N
1 CGEHD RIT AR,
v [@ Discovered virtual machine Snapshot
Tools
Utilization
v &% All Metrics
*| Badge
(% VA_600_2263110 > [&] cpu
> [&] Disk Space
> [&] Diskspace - Total usage
> |*| Memory
v &% Memory(Host)
Workload (%)

5 B ermeies, e,

B Twix

> [&] All Properties
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2B T el R 2% FE PRI G 2RI g iy i dEb . B84
VirtualMachine & A resourceKinds.,
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FE 2R A0 S BRI C AR TR T 580, S B B s S A M C A AR 2R S SRR R U B

i, TP ] vRealize Operations Manager API it B i it 23 52401,
HHIBIRBIBET T Qi vSphere fif s SR EIERCAR S0, Al
w BRI MR E BRI R L TR SR Y
R
AREEBHE T RA R

m PR AR S BI R I
m E RS 5 M AR

EH

A S
SR EETE A RS S

it B &AL AR SEHE KRB =E

R DR HES AP 15 SRR ELERL AR 0] o S SR A i 2 A= il e B KT s 15 .

xR 41 1EKBE

BfE HR TERIES MRz

S P ST RO s GET <API-URL>/suite- T adapterkindkeys
SOFHE I A 2 api/api/solutions

PR EIER A 2B RN % GET <API-URL>/suite- Jc resourceldentifierTypes
E iU api/api/adapterkinds/{key}/

resourcekinds

POST <API-URL>/suite-
api/api/adapters

B HSE R A IS 5
credential [Y{H
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R A4LIERBE (DO

BE HR HRIEX U] VA
IEANE RS RS IFILAARHERLY)  PATCH <API-URL>/suite- POST <API-URL>/suite- {E%A adapter—cerfiticates
] api/api/adapters api/api/adapters [ API ] IS0 R, POST <API-URL>/
i suite-api/api/adapters [1J API
M7
THfE R s s PUT <API-URL>/suite- y 200 1F
api/api/adapters/
{adapterid}/

monitoringstate/start

WEMATEREEHR

f511) vRealize Operations Manager S5 A REZ 5 [ 2P 5. EAT 4k vSphere fiitid )y 5 M Lk id
R, A GET WKV R R 5 10535 i N A0 S 5 M R B A 16 i 7

e R TBIA, vRealize Operations Manager 5244l API-URL 3 vrealize.example. com,
BIREH
B PLE 5] vRealize Operations Manager 5243l APl URL, 152 ARV S {75551k 4 i
HB
1 & GET il KUASIH AT g s % .
GET https://vrealize.example.com/suite-api/api/solutions

2 KA DA vSphere MR T & K HE Rl g& AT

T2 vSphere filth 75 S i #2810 M N5555
~ffl: vSphere @R RAIBEA L RE
R BIFIHE T A O LR R 5 SRR MR T SR Bl a2
TRk ARk

/)

GET https://vrealize.example.com/suite-api/api/solutions

JSON Iy ;

200 OK
{
"solution":
{
"id": "MPforLogInsight",
"name": "VMware vRealize Operations Management Pack for Log Insight",
"version": "6.0.3171089",
"description"”: "VMware vRealize Operations Management Pack for Log Insight... ",

VMware, Inc. 20



vRealize Operations Manager API 4ifi45m

"vendor": "VMware Inc."
"adapterKindKeys": [
"LogInsightAdapter"

"id": "ep-ops-os—-and-availability",
"name": "Operating Systems / Remote Service Monitoring",
"version": "1.0.4071095",

"description": "The End Point Operations Management Solution for Operating...

"vendor": "VMware Inc."
"adapterKindKeys": [
"ep-ops-os—-and-availability-kind"

"id": "VMware vSphere",
"name": "VMware vSphere",
"version": "6.0.7496664",
"description": "Manages vSphere objects such as Clusters, Hosts...",
"vendor": "VMware Inc."
"adapterKindKeys": [
"VMWARE",
"PythonRemediationVcenterAdapter"

Wi N 7R = AN 2R AR Ty 5

m  Management Pack for Log Insight figih /5%

m  End Point Operations it /5 %

= vSphere fifER T 5
vSphere fifik 7 Z AT P RPE R #20
s VMWARE

m  PythonRemediationVcenterAdapter

X vCenter @Efidsy, @Efids 2 VMWARE,

HEIE

ﬁﬁi%@ﬂﬁg vCenter JEMCAR ISR, AUBEIZERCR TR IO RIS, ]k GET iR E

ALes AT iR B XS SR 2E 2

vCenter LA IIAT A NG ISHIA %

HIRE M

WHAERNE vCenter IEACFRAOIERC RS AL,

VMware,

Inc.
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1 K GET iR PIAIH vCenter i ficweftI T At e 20

GET https://vrealize.example.com/suite-api/api/adapterkinds/VMWARE/resourcekinds

2 AR ARE TR RN R I,

152 ) vCenter 1 & T N G2 25780 Fi B 35355

~fl: vCenter BBLEEFTERIXT S IEH
BRI R vCenter il st T A AT S0,
KPRk
GET https://vrealize.example.com/suite-api/api/adapterkinds/VMWARE/resourcekinds
JSON &= R AT s «

200 OK

"key": "VMwareAdapter Instance",
"name": "vCenter Server",
"adapterKind": "VMWARE",
"resourceKindType": "ADAPTER_INSTANCE",
"resourceKindSubType": "NONE",
"resourceldentifierTypes": [

{
"name": "AUTODISCOVERY",
"dataType": "STRING",
"isPartOfUniqueness": false

3

{
"name": "DISABLE_COMPUTATION_BASED_ON_CONSUMERS",
"dataType": "STRING",
"isPartOfUniqueness": false

3

{
"name": "DV_PORT_GROUP_DISABLED",
"dataType": "STRING",
"isPartOfUniqueness": false

3

{

"name": "DVS_DISABLED",
"dataType": "STRING",
"isPartOfUniqueness": false

"name": "PROCESSCHANGEEVENTS",
"dataType": "STRING",
"isPartOfUniqueness": false

VMware, Inc.
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"name": "VCURL",
"dataType": "STRING",
"isPartOfUniqueness": true

"name": "VM_LIMIT",
"dataType": "INTEGER",
"isPartOfUniqueness": false

}

BRI B R R BT JEME "resourceKindType™: "ADAPTER_INSTANCE" [FJ¥S M . ATM HA ZRJbmil 7y
"isPartOfUniqueness":true NG RAVHNTBEZON G IO, I L5 AP R R G & fid 75 52481

vCenter J& il #e 13 Fil 8 529753 veURL 191 B vCenter [ URL.,

B2 IE AL 25 L1

WC GRS TR G 25, BRI DU R RIS R DA B EE R s 3. 781 POST 15K 4515
KIEX AN =S

O EER A S, A VCURL 58,

AR &M

A EA vCenter [/ 1P HiEFIAE

I
1 K POST ik PABI S #5241

POST https://vrealize.example.com/suite-api/api/adapters

2 AN LA vSphere TS 2R # M M E Bl we 22
TS ) A I BRI R

Bl EEESSEG

RGP DL T 2200 vCenter Bl @il ic #5541
s BOREWR: VC ERLas Il

w il VC12.345.678.9 [ vCenter i&fil# S 4
m vCenter Server IP #i}it: https://12.345.678.9
A VC-Credential-1

s I P'44: administrator@vsphere.local

VMware, Inc. 23
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s &b VC-dummy-passwd

AUTODISCOVERY #11 PROCESSCHANGEEVENTS by rJide, {HAUS AR E ORI R Hi] g o B8 22 28 bR N s
Bl

TRFRK
POST https://vrealize.example.com/suite-api/api/adapters

JSON ¥ TR IE X :

{
"name" : "VC Adapter Instance",
"description" : "A vCenter Adapter Instance for VC 12.345.678.9",
"collectorId" : "1",
"adapterKindKey" : "VMWARE",
"resourceldentifiers" : [
{
"name" : "AUTODISCOVERY",
"value" : "true"
X,
{
"name" : "PROCESSCHANGEEVENTS",
"value" : "true"
X,
{
"name" : "VCURL",
"value" : "https://12.345.678.9"
}
1,
"credential"” : {
"id" : null,
"name" : "VC-Credential-1",
"adapterKindKey" : "VMWARE",
"credentialKindKey" : "PRINCIPALCREDENTIAL",
"fields" : [
{
"name" : "USER",
"value" : "administrator@vsphere.local"
X,
{
"name" : "PASSWORD",
"value" : "VC-dummy-passwd"
}
1,
X,
}
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JSON =M RIS EL:

201 Created

"resourceKey": {
"name": "VC Adapter Instance",
"adapterKindKey": "VMWARE",
"resourceKindKey": "VMwareAdapter Instance",
"resourceldentifiers"”: [
{
"identifierType": {
"name": "AUTODISCOVERY",
"dataType": "STRING",
"isPartOfUniqueness": false
3,

"value": "true"

"identifierType": {

"name": "DISABLE_COMPUTATION_BASED_ON_CONSUMERS",

"dataType": "STRING",
"isPartOfUniqueness": false

}

"value":

"identifierType": {
"name": "DV_PORT_GROUP_DISABLED",
"dataType": "STRING",
"isPartOfUniqueness": false

3,

"value":

"identifierType": {

"name": "DVS_DISABLED",
"dataType": "STRING",
"isPartOfUniqueness": false
3,

"value":

"identifierType": {
"name": "PROCESSCHANGEEVENTS",
"dataType": "STRING",
"isPartOfUniqueness": false

1,

"value": "true"

"identifierType": {
"name": "VCURL",
"dataType": "STRING",

VMware, Inc.
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"isPartOfUniqueness": true

X,
"value": "https://12.345.678.9"
X,
"identifierType": {
"name": "VM_FOLDER_DISABLED",
"dataType": "STRING",
"isPartOfUniqueness": false
X,
"value": ""
X,

"identifierType": {
"name": "VM_LIMIT",
"dataType": "STRING",
"isPartOfUniqueness": false
g

"value":

]
X,
"description": "A vCenter Adapter Instance for VC 12.345.678.9",
"collectorId": 1,
"collectorGroupId": "909c2fbf-2c2c-4957-9a75-21bf2a887d31",
"credentialInstanceIld": "65081a8d-d462-43b2-b4e0-596eaf3d497e",
"monitoringInterval™: 5,
"adapter-certificates": [

{
"thumbprint": "2520fb4351bc91lee7b82ef7cc54a8d88fa893da9",
"certificateDetails": "[
Version: V3 Subject: C=US, CN=12.345.678.9
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
Key: Sun RSA public key, 2048 bits modulus:
Validity: [From: Wed Jul 15 19:26:51 UTC 2015, To: Tue Jul 08 11:26:30 UTC 2025]
Issuer: 0=W12R2UINanduVC, C=US, DC=local, DC=vsphere, CN=CA ...
7"
}

1,

"id": "a97bd204-e3e5-404b-a219-e2b20cf158d2"

AP R BIHE—ANET GRS, AR SRR AIME—FRIN S UUID. API RN (75 vCenter

12.345.678.9 e ftfub45 . ilCHR L) 1D HOELTT T HA M P e 25 .
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RALE B BRUEIER

7F vRealize Operations Manager L% E] vCenter F T WG R E > 1T, S B iF 1 it e 52491 e R
R S IEAE AU . A PATCH skl 845 R 3 (BRI al & fdas 1) POST i
KIGMIND REEAE B4 2 uEH

HTIR &
BUEEOE S BA T OISR RS POST W RAMIN . 1S b 150 #5529 FR N
S8

& K PATCH i RPLBIAZ T 1 E % vCenter SRILIEF o

PATCH https://vrealize.example.com/suite-api/api/adapters

. UEBISIUE
TEH RGBT, PATCH 1R AIE R IESCS T O3S Al w8 S POST i K MmN AHI ]
TR PRk

PATCH https://vrealize.example.com/suite-api/api/adapters

JSON AR IS

{
"resourceKey": {
"name": "VC Adapter Instance",
"adapterKindKey": "VMWARE",
"resourceKindKey": "VMwareAdapter Instance",

"resourceldentifiers": [
{

"identifierType": {
"name": "AUTODISCOVERY",
"dataType": "STRING",
"isPartOfUniqueness": false

3,

"value": "true"

}’

"identifierType": {
"name": "DISABLE_COMPUTATION_BASED_ON_CONSUMERS",
"dataType": "STRING",
"isPartOfUniqueness": false
3,
"value":

}’

"identifierType": {
"name": "DV_PORT_GROUP_DISABLED",
"dataType": "STRING",
"isPartOfUniqueness": false
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b

"value": ""

"identifierType": {

"name": "DVS_DISABLED",
"dataType": "STRING",
"isPartOfUniqueness": false

b

"value": ""

"identifierType": {
"name": "PROCESSCHANGEEVENTS",
"dataType": "STRING",
"isPartOfUniqueness": false

b

"value": "true"

"identifierType": {
"name": "VCURL",
"dataType": "STRING",
"isPartOfUniqueness": true

g
"value": "https://12.345.678.9"

"identifierType": {
"name": "VM_FOLDER_DISABLED",
"dataType": "STRING",
"isPartOfUniqueness": false

X,
"value": ""
X,
{

"identifierType": {
"name": "VM_LIMIT",
"dataType": "STRING",
"isPartOfUniqueness": false

X,

"value": ""

}
]
X,
"description":

"A vCenter Adapter Instance for VC 12.345.678.9",
"collectorId": 1,

"collectorGroupId": "909c2fbf-2c2c-4957-9a75-21bf2a887d31",

"credentialInstanceId": "65081la8d-d462-43b2-b4e0-596eaf3d497e",
"monitoringInterval™: 5,

"adapter-certificates": [

{

"thumbprint": "2520fb4351bc91ee7b82ef7cc54a8d88fa893da9",
"certificateDetails": "[

Version: V3 Subject: C=US, CN=12.345.678.9
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Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
Key: Sun RSA public key, 2048 bits modulus:

Validity: [From: Wed Jul 15 19:26:51 UTC 2015, To: Tue Jul 08 11:26:30 UTC 2025]
Issuer: 0=W12R2UINanduVC, C=US, DC=local, DC=vsphere, CN=CA ...

7"
3
1,

"id": "a97bd204-e3e5-404b-a219-e2b20cf158d2"

JSON &= iR :

{
"resourceKey": {
"name": "VC Adapter Instance",
"adapterKindKey": "VMWARE",
"resourceKindKey": "VMwareAdapter Instance",
"resourceldentifiers"”: [
{

"identifierType": {
"name": "AUTODISCOVERY",
"dataType": "STRING",
"isPartOfUniqueness": false
3,

"value": "true"

"identifierType": {
"name": "DISABLE_COMPUTATION_BASED_ON_CONSUMERS",
"dataType": "STRING",
"isPartOfUniqueness": false

3,

"value™: ""

"identifierType": {
"name": "DV_PORT_GROUP_DISABLED",
"dataType": "STRING",
"isPartOfUniqueness": false

3,

"value™: ""

"identifierType": {

"name": "DVS_DISABLED",
"dataType": "STRING",
"isPartOfUniqueness": false
1,

"value™: ""

"identifierType": {
"name": "PROCESSCHANGEEVENTS",
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"dataType": "STRING",
"isPartOfUniqueness": false
g
"value": "true"

b

"identifierType": {
"name": "VCURL",
"dataType": "STRING",
"isPartOfUniqueness": true
X,
"value": "https://12.345.678.9"
X,

"identifierType": {
"name": "VM_FOLDER_DISABLED",
"dataType": "STRING",
"isPartOfUniqueness": false
g
"value":

b

"identifierType": {
"name": "VM_LIMIT",
"dataType": "STRING",
"isPartOfUniqueness": false
g

"value":

]
X,
"description": "A vCenter Adapter Instance for VC 12.345.678.9",
"collectorId": 1,
"collectorGroupId": "909c2fbf-2c2c-4957-9a75-21bf2a887d31",
"credentialInstanceIld": "65081a8d-d462-43b2-b4e0-596eaf3d497e",
"monitoringInterval™: 5,

"id": "a97bd204-e3e5-404b-a219-e2b20cf158d2"

ZIMA N 51K IESCHIE], {HANS adapter-certificates {47

FHia i #E B 25 L

( BESER S IBIIERLE vRealize Operations Manager VAR BIAG 34 WIE TS,

:\3

8 PUT 5 sKER B T & BT 4 (s A 25 54011 UUID.,
BB &
AR B 5 G RE L 2 3251 UUID, 1550 10 2 52481 vR i s o
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iz
o H PUT iR A AT A bl s S8 T-46 s

PUT https://vrealize.example.com/suite-api/api/adapters/<adapter_UUID>/monitoringstate/start
. I RFWELTE

BRI T SERERCIT PUT SR IKIER 29201 1D i Reas bt
bk

PUT https://vrealize.example.com/suite-api/api/adapters/a97bd204-e3e5-404b-a219-e2b20cf158d2/
monitoringstate/start
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