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5 PRBIRYHR1E

operations.properties SN AU S5

FRo

LA NSCAC operations.properties SCHBRIRA . 22 F0g S NI MR1E, 152 W2

#Blueprints
operation.create=ManagementModelEntities.svc@irtualMachineTemplates
operation.update=ManagementModelEntities.svc@irtualMachineTemplates
operation.delete=ManagementModelEntities.svc@irtualMachineTemplates
#Blueprint properties
operation.create=ManagementModelEntities.svc@irtualMachineProperties
operation.read=ManagementModelEntities.svc@VirtualMachineProperties
operation.update=ManagementModelEntities.svc@irtualMachineProperties
operation.delete=ManagementModelEntities.svc@irtualMachineProperties
#Global profiles
operation.create=ManagementModelEntities.svc@GlobalProfiles
operation.read=ManagementModelEntities.svc@GlobalProfiles
operation.update=ManagementModelEntities.svc@GlobalProfiles
operation.delete=ManagementModelEntities.svc@GlobalProfiles

#Global profile properties
operation.create=ManagementModelEntities.svc@GlobalProfileProperties
operation.read=ManagementModelEntities.svc@GlobalProfileProperties
operation.update=ManagementModelEntities.svc@GlobalProfileProperties
operation.delete=ManagementModelEntities.svc@GlobalProfileProperties
#PropertySetXml
operation.create=ManagementModelEntities.svc@PropertySetXml
operation.read=ManagementModelEntities.svc@PropertySetXml
operation.update=ManagementModelEntities.svc@PropertySetXml
operation.delete=ManagementModelEntities.svc@PropertySetXml

#Property definitions
operation.create=ManagementModelEntities.svc@PropertyDefinitions
operation.read=ManagementModelEntities.svc@PropertyDefinitions
operation.update=ManagementModelEntities.svc@PropertyDefinitions
operation.delete=ManagementModelEntities.svc@PropertyDefinitions
#Property attributes
operation.create=ManagementModelEntities.svc@PropertyAttributes
operation.read=ManagementModelEntities.svc@PropertyAttributes
operation.update=ManagementModelEntities.svc@PropertyAttributes
operation.delete=ManagementModelEntities.svc@PropertyAttributes
#Property Attribute Types
operation.create=ManagementModelEntities.svc@PropertyAttributeTypes
operation.read=ManagementModelEntities.svc@PropertyAttributeTypes
operation.update=ManagementModelEntities.svc@PropertyAttributeTypes
operation.delete=ManagementModelEntities.svc@PropertyAttributeTypes
#Control layouts
operation.create=ManagementModelEntities.svc@ControlLayouts
operation.read=ManagementModelEntities.svc@ControlLayouts
operation.update=ManagementModelEntities.svc@ControlLayouts
operation.delete=ManagementModelEntities.svc@ControlLayouts

#Amazon Virtual Machine Templates
operation.create=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
operation.read=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
operation.update=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
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operation.delete=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
#0penstack Virtual Machine Templates
operation.create=0penStackModelEntities.svc@0penstackVirtualMachineTemplates
operation.read=0OpenStackModelEntities.svc@0penstackVirtualMachineTemplates
operation.update=0penStackModelEntities.svc@0penstackVirtualMachineTemplates
operation.delete=0penStackModelEntities.svc@OpenstackVirtualMachineTemplates
#Endpoint credentials
operation.create=ManagementModelEntities.svc@ConnectionCredentials
operation.update=ManagementModelEntities.svc@ConnectionCredentials
operation.delete=ManagementModelEntities.svc@ConnectionCredentials
#Management endpoints
operation.create=ManagementModelEntities.svc@ManagementEndpoints
operation.update=ManagementModelEntities.svc@ManagementEndpoints
operation.delete=ManagementModelEntities.svc@ManagementEndpoints

#Management endpoint properties
operation.create=ManagementModelEntities.svc@ManagementEndpointProperties
operation.read=ManagementModelEntities.svc@anagementEndpointProperties
operation.update=ManagementModelEntities.svc@ManagementEndpointProperties
operation.delete=ManagementModelEntities.svc@ManagementEndpointProperties
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UnprovisionMachine
m  Disposing

®  Finalized

JHREN vRealize Automation HU G F(R B 90k

MBS FEE11 vRealize Automation FH 5k,

B “UREIRERE" LER.

CEH PR E SR B R RO H R .

i FH 1 U 75 152HY vRealize Automation ST, aniA
Freimseas, WA 2R BT 9K,

fifiJf] OData A% ik vRealize Automation (A% % .
ZAHkasE T OData URI 205E .,

55



{i[fl VMware vRealize Orchestrator it}

R 4-17. EREHNEIE (4

TER AR
PN laas RISk

BT 1aasS RSk

Bi3%
{H RS2/ ID 320X vRealize Automation Sk,

T} vRealize Automation ISk (#% 1D)

RSBl AT B 1 H s T /BN vRealize Automation JE1T FENX, i AEEAE B £ nk P2 i 1]
vRealize Orchestrator [ {Eji, Bl A& X EE AP T

ST HSRHE S AT 1aas Fifh ., s b4 IR A A SR TARR .

xR 4-18. A B

TAERAHR

L vCO HIEX

1 vCO HIEX

T laaS FAUALIN TR
S laaS FEUAL (2D

S\ vCenter N (EFETD

BOSTEMERIAL (CU4F vRealize Automation 7.0 H15)
A B S H R Lo P s (25D

P RCR R (B HD

I P N AT B IR S B T (B HD
FIE XCEmER/E (O 4F vRealize Automation 7.0 M)

ISR S RN IR RS /e (EL7E vRealize Automation
7.0 R

PNGE: SN e DRI BEAE ST U R (B

fl]# vRealize AutomationlaaS #&EI L4k

R

% Orchestrator FE X, 108 B IR B LAERFIEE
FARET VR .

1% Orchestrator 32X, A8 8 XIRA M T AR ANEE
BARE T AR o

TS RN Y (BB Al 5541
i} Cloud Client, Cloud Client ) N & M AH SR AT A

https://developercenter.vmware.com/tool/cloudclient 3£

i1
f# ] Cloud Client. Cloud Client [#J N & KA SC R AT M

https://developercenter.vmware.com/tool/cloudclient 3k

e

EOE /SR N (B

FEREAUNL PRI SRR AR A o

FAF LR O TR BRI R AR

AR
AR

B vRealize Automation #AISA (3% 1D)
AT F LA RS A B I E” DA

HTAT .

Ty vRealize Automation HIFEEAH T[],
ARV T A

AR TR

“FAE

PNGE: SN PDIREEE ST U R (B

BT PAsAT TAERCR O ek 2% vRealize AutomationlaaS Sk, Bilan P NS

S8
1 M Orchestrator & Fusffly Rz,
2 il TERMA.

VMware, Inc.

VB T BT

56


https://developercenter.vmware.com/tool/cloudclient
https://developercenter.vmware.com/tool/cloudclient

i ] VMware vRealize Orchestrator ffif}-

BT > vRealize Automation > ERIZEANESTE
LRI laas BEUSR TR, SRRt ash TR
PePt—/~ vRealize Automation AL,

{ERERL IR SAHE Fifiy AL 40

1 SARGE R SCAMEH B N SHASR I 8

N o ua » W

AT EE A REST APIRBCE I FURNE . SRR BHE A HTTP bk Jmit.

8 IR S T LA .

iZEX vRealize AutomationlaaS #&EI Lk

R Pliad T AR K vRealize AutomationlaaS 17l Sy,

$R

1 M Orchestrator % f sl Mg HH, s THa&T.
2 R TARERAA.

3 J&JIE > vRealize Automation > RIS,

4 HEREBEE 1aas BEARSR, MR EEESI TIER.

5 P—4 vRealize Automation T:#/L.

6 (BB ZHRSORME R NB 2475

7 SR BIRSAME N SRR 5

T AR REST API SR E HTTP bk Bt
8 HTHRRVIEIT TAER.
{#& A vRealize Automation {H&iE kK TER
fEal DU R TAER R K B SRR IR E, DA SRk G T AEm .
T AR TS P Nk B E o a0 TAERAS T . SR ek i B [ s R

AP vRealize Orchestrator & i TAER AU MIA T TAER, M THEtFErERF Hxdb .

TARH ity

B T AFm LRI P [ RIS (e Ea 7 X = 2 LA P O XL A R K (o
FER TS HRI AL F I Sk TR

TR F SR IEATIE AR R F SR

IRTFFE TR E AR, ] 0 E ARk R L.

AR AR5 REMFRIE BRI R 2 AR A T AR AT R I IR A A S 1R B SR

W EERRIERE s T TAERI PR AN SRR BBl AR R B SN, A2 E ST AR

5K o R TARRA T A AR
TWRBTRAE ORI RIE, MBI IR A B i F R

VMware, Inc.

57



i ] VMware vRealize Orchestrator ffif}-

TARH
R PR SRR

WL SRARAR SR P
e

SR H SRR
SRR IR R R

SR LA

£

R RA— NIRRT T R AR R D R P R A A TR B T
1Fo

TR —IE S GRS I . R R L R, SRR RN AT FE X AR AT
TAERCRAL A 2 BT SR RO S8 I TARR I SN 2 3 L E X 1aas
HHTC B UM LR E

BTN O e e, A TR EIAS, SRS IESOZIA, il 1 RTE vRealize
Orchestrator A4 E Cafe.Shim.VirtualMachine.Reconfigure.Requestor 4%, 545
M HEER ARG . 12N Frgl,

var requestTemplate =
VCACCAFERequestsHelper.getRequestForResourceAction(operation)

var jsonData =
VCACCAFERequestsHelper.getResourceActionRequestData(requestTemplate);
var json = JSON.parse(jsonData);

//Change cpu example

json.cpu = 2;

//This is a property needed for the Reconfigure IaaS operation:
json["Cafe.Shim.VirtualMachine.Reconfigure.Requestor"] = 1;
VCACCAFERequestsHelper.setResourceActionRequestData(requestTemplate,
JSON.stringify(json));

request =
System.getModule("com.vmware.library.vcaccafe.request™).requestResourceActionWit
hRequestTemplate(operation, requestTemplate);
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3 AhEZAAE &P vCAC Fll VCACCFE 1l T vRealize Automation it} AP % 121k 4544
5”%0

RESR

AL AP TR E IR IR R RIS B A GR SAE D . 555 AP ARSI 258, 1520 (FH
VMware vRealize Orchestrator #4714 )

BT RIEMGERNHAE B, 152 vRealize Orchestrator 4%,

=5l vRealize Automation ¥GH&#IZA

PEATPABTED . ORGSR ALY JavaScript SR ILAT & F O E XA, T A shAbEE vRealize
Automation {155

CRUD Eili SR E B AE SR FIRI 2

FERTLAB Y] RN FIZeEE JavaScript iRk SIA, HTH4T CRUD vRealize Automation {T:55 .
11k vRealize Orchestrator A SHE L5 H, 520 (1] VMware vRealize Orchestrator it
IR o

~f: BlE vRealize Automation ##EE {4k

HORBIIIAR ST TEL P41

1 SR ARSI AR AR,

2 GEMEMETREE.

3 RAF MRS,

4 EXEFHMELE.

5 R RAE SONEEE:

6 KBRS IUAS TSR, A7 £ AR,

VMware, Inc. 59


https://www.vmware.com/support/pubs/vcac-pubs.html
https://www.vmware.com/support/pubs/vcac-pubs.html
https://www.vmware.com/support/pubs/orchestrator_pubs.html

i [l VMware vRealize Orchestrator ffif}
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TR il

host vCAC:VcacHost
var modelName = 'ManagementModelEntities.svc';
var entitySetName = 'HostNamePrefixes';

var links = null;
var headers = null;
//Create properties for prefix entity
var prefixInputProperties = {
MachinePrefix:'test-prefix’',
NextMachineNo:1,
MachineNumberLength:3
};
//Save the prefix
var prefixEntity = vCACEntityManager
.createModelEntity(host.id, modelName, entitySetName, prefixInputProperties, links, headers);
entitySetName = 'ProvisioningGroups';
//Create properties for the provisioning group entity
inputProperties = {
GroupName: 'TestGroupName"',
GroupDescription:'This group was generated with a vCO workflow',
AdministratorEmail: 'test@test.com',
AdContainer:'AD',
IsTestGroup:false,
Flags:2,
GroupType:1};
//Add a reference to the newly created prefix entity
links = {
HostNamePrefix:prefixEntity
};
//Save the provisioning group
var entity = VvCACEntityManager.createModelEntity(host.id, modelName, entitySetName, inputProperties,
links, headers);

~fil: E# vRealize Automation R SL{K
B RBIEA I TEL R HRAE:
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flase it
entity VCAC:Entity
updatedDescription TR

var hostId = entity.hostId;

var modelName = entity.modelName;

var entitySetName = entity.entitySetName;

var entityIdString = entity.keyString;

var links = null;

var headers = null;

var updateProperties = new Properties();

updateProperties.put("UserNameDescription", updatedDescription);

//Update the user description

System.getModule("com.vmware.library.vcac™)
.updateVCACEntity(hostId, modelName, entitySetName, entityIdString, updateProperties, links,

headers);

~fl: 1EBY vRealize Automation &SRR
B RBIEIA I TEL R HRAE:

T EME AR SR AR

2 EXGHAEENZRINIEE 1D,

3 PHEHA,

R 421 GNTE

TR il
host vCAC:VcacHost
blueprintID =FEH

var modelName = 'ManagementModelEntities.svc';

var entitySetName = 'VirtualMachineTemplates';
var links = null;
var headers = null;
//Create properties for the prefix entity
var blueprintld = {
VirtualMachineTemplateID:blueprintld,
};
//Read the blueprint
var entity = vCACEntityManager
.readModelEntity(host.id, modelName, entitySetName, blueprintld, headers);
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2 REUTHR LRI 2 R
3 REUTR LRI SRR
4 SRR BRI SHA 1D,
5 AN TR SRR ERAE
=

4-22. WINTE
TR Evidl
entity VvCAC:Entity

var hostId = entity.hostId;
var modelName = entity.modelName;
var entitySetName = entity.entitySetName;
var entityKeyString = entity.keyString;
var headers = null;
//Delete the entity
System.getModule("com.vmware.library.vcac")
.deleteVCACEntity(hostId, modelName, entitySetName, entityKeyString, headers);

T~ EHBENXIFIESSIEE vRealize Automation SE{E
O RBUBIAR A TEL B ERAE

T E B AR EE 24 7R
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x 4-23. NTE

TR poitl
host VvCAC:VcacHost
templateName TR

var modelName = 'ManagementModelEntities.svc';

var entitySetName = 'VirtualMachineTemplates';

var headers = null;
//Create properties for prefix entity
var properties = {
VirtualMachineTemplateName: templateName,
};
//Read a list of entities
var entities = vCACEntityManager
.readModelEntitiesByCustomFilter(host.id, modelName, entitySetName, properties, headers);
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2 ENXHIRIFEIAR R G AW, FRERETAEMIIRAT TR GRS MA ARG .
3 BRI,

R 4-24. GNTE

TR it

host vCAC:VcacHost
var modelName = 'ManagementModelEntities.svc';
var entitySetName = 'VirtualMachines';

var filter = "VirtualMachineState eq 'Off' and IsComponent eq true";

var orderBy = 'VirtualMachineName asc';

var top = 10; {

var skip = 0;,

var headers = null;

var select = null;

var entities = vCACEntityManager

readModelEntitiesBySystemQuery(host.id, modelName, entitySetName, filter, orderBy, select, top,

skip, headers);

& vRealize Automation LR GIBI A

AT PLETY) . KNG AR JavaScript AL S IAS, T Tl vCACCAFEEntitiesFinder IS TR
W% kAT H vRealize Automation 44,

172 vRealize Orchestrator FHIAZ S H LS,

1D o

R

ERRBRIGEIEN B RFR

R 4-25. GINTE

W& W (i VMware vRealize Orchestrator i/t

L=

host

A

VCACCAFE:VcacHost

R LAME A M1

s HORBIEIARSIRE H AR ML S name_of _the_resource ZX1IVCHY (R4 AR A B %
?}/?\‘O

var items = vCACCAFEEntitiesFinder.findCatalogResources(host, "name_of_the_resource");

w HORBUIAIAS ST TEL T A

a

SREL “H P oRiR” IRSSFHMA get T3k, K Pageable X4 HISAINE N
vCACCAFEPageOdataRequest St T4

B # vCACCAFEPageOdataRequest XS] oData A ffE AN v s -0k 5
name_of_the_resource FFHIVLACIE] name &M,

var service = host.createCatalogClient().getCatalogConsumerResourceService();
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var filter = new Array(Q);
filter[0] = vCACCAFEFilterParam.equal("name", vCACCAFEFilterParam.string("name_of_the_resource"));
var query = VCACCAFEOdataQuery.query().addFilter(filter);

var items = service.getResourcesList(new vCACCAFEPageOdataRequest(query));

. ERZRMEEFIEIHERTER

B R BIIA S AT DA T 4R

T SR PR IRSSHA get 757, B vCACCAFEPageOdataRequest A4 fUSBIfE Yy Pageable £
Bolt s,

2 il VCACCAFEPageOdataRequest A4 IN {41 oData A #IfE K B/ Nk 2 ] Tk 5
user@domain.com FIFHHULALY) owner/ref JEIE,

owners/ref JEIEH TN EBEE AT SRE IR F 415 . vCACCAFECatalogResource SXARLAT owners
JEME, Bl vCACCAFECatalogPrincipal SX4AMUEEST. VCACCAFECatalogPrincipal Sk A ref JEM:, A
FP AR ID IR R IE .

var filter = new Array(Q);

filter[0] = vCACCAFEFilterParam.substringOf("owners/ref",
VCACCAFEFilterParam.string (" user@domain.com"));

var query = VCACCAFEOdataQuery.query().addFilter(filter);

var items = service.getResourcesList(new vCACCAFEPageOdataRequest(query));

6. BERRBMIMAMEEMENBRER

IR A ] vCACCAFEFilterParam.and(array of conditions) @iz bifikt 2 BN RPN OData 25
WEH A5

var conditions = new Array(Q);

conditions[0] = vCACCAFEFilterParam.equal("name",
VvCACCAFEFilterParam.string("name_of_the_resource_here"));
conditions[1] = vCACCAFEFilterParam.substringO0f("owners/ref",
VCACCAFEFilterParam.string("user@domain.com™));

var filter = new Array(Q);
filter[0] = vCACCAFEFilterParam.and(conditions);

var query = VCACCAFEOdataQuery.query().addFilter(filter);

var items = service.getResourcesList(new vCACCAFEPageOdataRequest(query));

Ve n

PR DI I HA P 255 (140 vCACCAFEFilterParam.group(array of parameters) .
VCACCAFEFilterParam.not(parameter) . vCACCAFEFilterParam.startsWith(id, string).
VvCACCAFEFilterParam.endsWith(id, string). vCACCAFEFilterParam.greaterThan(id, number) .
VCACCAFEFilterParam.lessThan(id, number) Z5) & X IHABSA},
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$%EX vRealize Automation ;REIHIAE ZHIEIE

R PABTY) . REE AR JavaScript SRR S IA, T TH:% vRealize Automation B 1 HE I EE
BPRAAR

CatalogResource 2K R vRealize Automation F1E B 510 IR, M EA ProviderBinding 257U 1)

JEME, RERBAVIUN BN H s ISR T 2 IR

m  bindingId - FoRFRHbRE TR I SARIIARIART

m  providerRef - I T-iHJj]5 vRealize Automation Z¢FF 2P FTAHIINIR 55 B B i E S LR 7
£k vRealize Orchestrator A SR 25 E, &0 (i VMware vRealize Orchestrator it
TR -

Bl IKBEEN vRealize Automation B R EIRHIE M

bl vRealize Automation LML 1aaS FHUTTEMIASEL, IF H A P08 1D, IR AR 1)
laaS L. AR H virtual Machine 2RI H SRR (1 iaas-service HRILFETE &)

R 4-26. GINTE

T il
vcacHost VCACCAFE :VCACHost
iaasHost VvCAC:VCACHost

// 1Id of the catalog resource (or vCACCAFECatalogResource_instance.getId())
var resourceld = "c222629c-6190-4458-8c92-8eceOba06173";

var resource = VCACCAFEEntitiesFinder.getCatalogResource(vcacHost, resourceld);

var resourceType = resource.getResourceTypeRef().getLabel();

System.log("resource type: + resourceType);

var providerBinding = resource.getProviderBinding();

var bindingId = providerBinding.getBindingId();
System.log("provider binding id: " + bindingId);

var provider = providerBinding.getProviderRef();
System.log("provider id: " + provider.getId());

System.log("provider name: + provider.getLabel());

if ((resourceType == "Virtual Machine") && (provider.getlLabel() == "iaas-service")) {
System.log("It is an IaaS VM!");

// IaaS virtual machine
var vm = Server.findForType("vCAC:VirtualMachine", bindingId);
System.log("IaaS WM id: " + vm.virtualMachineID);

System.log("IaaS VM name: + vm.displayName);

// IaaS Entity

var entity = System.getModule("com.vmware.library.vcac").getVirtualMachineEntityFromId(iaasHost,
bindingId);
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System.log("IaaS entity id: + entity.keyString);

B AES RO

wRlPAHTY] . KNG AIgeE JavaScript B, slAE A R AE BIT & O vRealize Automation {T:55 i)
PN,

41X vRealize Orchestrator HJHAGSHIEZ(E ., M (/1] VMware vRealize Orchestrator i
FTIPRD o
7 Bl: Bl vRealize Automation B AR FIEE
O RBIIAR ST TEL N 41
1 % vRealize Orchestrator T A HR 55 15 4]
2 BT TR EENNE .
3 IR RISk

4 kRS EE

r 4-27. GINTE

g S

host VCACCAFE:VCACHost

//ID of the workflow used to create the service blueprint
var workflowId = "44e42047-2fa0-4e4a-ba®c-12086540b28b";

var name = "MyBlueprint"
var description = "Blueprint description”;
var workflowClient = host.createAdvancedDesignerClient() .getAdvancedDesignerWorkflowService();

//Generate a service blueprint based on the workflow ID

var blueprint = workflowClient.generateServiceBlueprintByWorkflowId(workflowId);
blueprint.setTenant(host.tenant);

blueprint.setName(name) ;

blueprint.setDescription(description);

//Create the service blueprint

var blueprintService =

host.createAdvancedDesignerClient() .getAdvancedDesignerServiceBlueprintService();
var uri = blueprintService.createServiceBlueprint(host.tenant , blueprint);

//Publish the service blueprint

var createdBlueprint = blueprintService.getServiceBlueprintByUri(uri);
blueprintService.updateServiceBlueprintStatus(host.tenant, createdBlueprint.getId(),
vCACCAFEDesignerPublishStatus.PUBLISHED);
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=~fl: f1# vRealize Automation #t /5K Rg
BRI AT MR

T SR HESRIS A

2 EETEAMAE T A4

3 EIHELD,

4 ENCERANIERT L

5 EEREMAEE.

6 ESCHUESIE AL, Blandadi. fidRisRAL,

7 QTR
8  RATHLMETRMS . AKATHEIE RIS S, SRR A A Bk,
R 4-28. NETE

TE KA

host VCACCAFE : VCACHost

// Get the type of approval policy by ID
var typeService = host.createApprovalClient() .getApprovalApprovalPolicyTypeService();
var type = typeService.getApprovalPolicyType("com.vmware.cafe.catalog.request");

// Set the user and group required to complete the approval
var user = new VCACCAFEApprovalPrincipal();
user.setValue("user@domain.com");

user.setType (VCACCAFEApprovalPrincipalType.USER) ;

var group = new VCACCAFEApprovalPrincipal();
group.setValue("group@domain.com");
group.setType (VCACCAFEApprovalPrincipalType.GROUP) ;

// Set the level of the approval

var level = new vCACCAFEApprovallLevel(Q);

level.setName("IT Approval Level");

level.setDescription("IT Approval Level description™);

level.setApprovalMode (vCACCAFEApprovalMode.ALL) ;
System.getModule("com.vmware.library.vcaccafe.util").addElementTolList(level, "getApprovers", user);
System.getModule("com.vmware.library.vcaccafe.util").addElementTolList(level, "getApprovers", group);
level.setLevelNumber(1);

// Set pre-provisioning phase type and the phase of the approval
var phaselType = new VCACCAFEApprovalPhaseType();
phaselType.setId("com.vmware.cafe.catalog.request.pre™);
phaselType.setName("Pre-Provisioning type");
phaselType.setDescription("Pre-Provisioning type description™);
phaselType.setPhaseOrder(1);

var phasel = new VCACCAFEPhase(Q);
phasel.setName("Pre-Provisioning");
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phasel.setDescription("Pre provisioning phase");
phasel.setPhasetype(phaselType);
System.getModule("com.vmware.library.vcaccafe.util").addElementToList(phasel, "getlLevels", level);

// Set post-provisioning phase type and the phase of the approval
var phase2Type = new VCACCAFEApprovalPhaseType(Q);
phase2Type.setId("com.vmware.cafe.catalog.request.post");
phase2Type.setName("Post-Provisioning type");
phase2Type.setDescription("Post-Provisioning type description");
phase2Type.setPhaseOrder(1);

var phase2 = new vCACCAFEPhase();

phase2.setName("Post-Provisioning");

phase2.setDescription("Post provisioning phase");

phase2.setPhasetype(phase2Type);
System.getModule("com.vmware.library.vcaccafe.util").addElementToList(phase2, "getlLevels", level);

// Create the approval policy specifications

var spec = new VCACCAFEApprovalPolicy(Q);

spec.setName("New Policy");

spec.setDescription("New Policy description");

spec.setPolicyType(type);
System.getModule("com.vmware.library.vcaccafe.util™).addElementToList(spec, "getPhases", phasel);
System.getModule("com.vmware.library.vcaccafe.util™).addElementToList(spec, "getPhases", phase2);

// Create the approval policy
var approvalPolicyService = host.createApprovalClient() .getApprovalApprovalPolicyService(Q);
var approvalPolicy = approvalPolicyService.createPolicy(spec);

// Publish the approval policy
approvalPolicy.setState(VCACCAFEApprovalPolicyState.PUBLISHED) ;
approvalPolicy = approvalPolicyService.update(approvalPolicy);

System.log("New approval policy id: + approvalPolicy.getId());
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CREATE TABLE "table_name"
("columnl" "data_type_for_columnl",
"column2" "data_type_for_column2')
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FARTRINE] REST 4L H XSD ZUHIINE] REST 241,

vl REST AL G REST EML e

yibE REST #1E Bl REST BRAEMITERE,

TR INASR R JRPHTRA ) REST ZEH1A115E
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TrRm&IR

% REST 141

54 REST A
T8 REST LML 2E 4
BT REST EH1

TIH REST #ff

it & Kerberos S I&iE
TEUSINFVEEE PowerShell =AU TT LA ] Kerberos S 56IE .
& Bh Kerberos S5 56UE, $8)1 ) m] LAE S WIinRM 753 1] PowerShell [OefE i 5L Fiai T,

1B
w

1

23

i

TV L REST 4471,

TPk REST LM LHPIRAE,

FEBR REST FALHITAT I XSD 4eH,
SRR AP REST F4L,

SR REST AL EHEAE

F WIinRM Hilz %5 I J5 1] Kerberos G543k,

a i Tk Far S LA 215 oI T Kerberos S5 1T

c:\> winrm get winrm/config/service
b 5 T M4 USR] Kerberos S35 L.

c:\> winrm set winrm/config/service/auth @{Kerberos="true"}

2 /£ WInRM % /i |5 1] Kerberos B35t .
a EATA TR e A R R YT Kerberos SAKIE,
c:\> winrm get winrm/config/client
b 5L M4 LAURH] Kerberos S5k,
c:\> winrm set winrm/config/client/auth @{Kerberos="true"}
AT a2 DA S WInRM IRSS 1542

c:\> winrm identify -r:http://winrm_server:5985 —auth:Kerberos -u:user_name -

3

p:password —encoding:utf-8

A krb5. conf AR HARAFEIDL M7 E

BIERS

Windows

Linux

krb5.conf SUA-HATLL ME5:

[libdefaults]
default_realm = YOURDOMAIN.COM
udp_preference_limit = 1

VMware, Inc.

B

C:\Program Files\Common Files\VMware\VMware vCenter Server - Jav
Components\lib\security\

T4 vRealize Orchestrator {Y) /usr/java/jre-vmware/lib/security/.
T vRealize Automation [N vRealize Orchestrator [/ /etc/krb5.conf,

a
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[realms]

YOURDOMAIN.COM = {

kdc = kdc.yourdomain.com
default_domain = yourdomain.com
}

[domain_realm]
.yourdomain.com=YOURDOMAIN.COM
yourdomain.com=YOURDOMAIN.COM

krb5. conf WS RE A & 28O HAR

Kerberos ELEMRE HAMER

default_realm % P 40 Active Directory JIRZSFR AT LI IERIER N Kerberos 41 .
W IR RE TR

kdc FIENE 15 kil (KDC) H25 4 Kerberos SHIEHIsdz fil# o

default_domain JUT A e A PR E I A T BRI

T iZARICIHA Kerberos 4 FERE,

# Java Kerberos [itl & ZRIAE 1] UDP Pl TN TCP M, BAFHsTE N 11

udp_preference_limit 4,
F Kerberos S35 uFER Al 5 PR 4 (Fully Qualified Domain Name, FQDN) F= 4Bk

B RN krb5. conf KRR, WAZIE ¥ 5h Orchestrator JIR55#5IR55

xhn REST E#1

AT PLEAT TARRIER N REST RN UFRCE FHDERS S

IR

PNEPFRL B B 738 5% 5l Orchestrator % 1

i Orchestrator % /i 1 ) TAER A o

1ETARRER GBI, JRITEE > HTTP-REST > FEEJF i %] “WIN REST +HL” TAFi.
AR U REST 0L TR, RSB Esl TR

TEBRRSORRET, BN THUN AR,

7E URL SCAHEHT,  Hig A EALA L .

)

o u A W N

& Kerberos N MIFELR 52 2R &I844 (Fully Qualified Domain Name, FQDN) F-#1 1L,
7 {EEERSHER SORKE, S NERABIN 2 BR AL
8 TEEMERN SCAAET, Sy NERAEEBIN 2~ BrrIFh A
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9 kPRI REST EHLUET.
WEPBENZRINE] Orchestrator RS 88T .

10 ek B et e

pinlil R

7 TCFFIAT B HUE

OAuth 1.0 TRAEIT A SIS AL

OAuth 2.0 TR BRI UEA L

EZ%iN PRSI S50 E o
HepEoimmiat,

RS, R R R

B UURERRAH LS, I Orchestrator & Fiaske 2 OV 5 s J FFE
HE TR F I I 2 U 0] Sy a6t

RSB,

m OUREPSEESTE, R E ST,

m QIR PAIE, N Orchestrator % Pl i 2k U8 3.
NTLM 1E Windows 24 G PR EREFT (SSPI) AEALPY, #itfit NT LAN Manager (NTLM)

i IF] SR SE o

RSB,

m OUREPSLESTE, R E SR,

m QIR PAIE, N Orchestrator % Pl i 2k U8 S ] 5

FE{IE NTLM 7,
Kerberos 2L Kerberos 5[] S Kk,

BRI,

RGP ESTE, RIS E

B QUL PAIE, ) Orchestrator & P 2 0 B T AR

1M R IACEE, i N ARERARSS A A
a (Al pEPefQE By ygeiur e

LI R

7 TCFAT SR

BTN A IR S I IE
He B ERIR

puiv
m QR ESTE, HIRME SR
m QRSP 4, ) Orchestrator & i o i 2 VBT P IO 4

12 PSR IR HFR NS SRS AR U A rh Ak i 2 AR T AL o
13 (W) EEE TR A SR DS H o SIS H AT PrivatekeyEntry.
14 R T L Fi
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ER

TR IETTIE, REST Ml B R eiB st

RESR

AT DUEHARAERN XSD 29U INE] REST AL, Hal BB a7 T AFR.

RIN REST #21E
BT T TAFRCRHRA A IR PR REST AL
AR &M
n  IERSER DALV B B D365k 2 Orchestrator % P
n  BUEESE AR BRI S REST AU TR
B
1 s Orchestrator & F FHI AR
FETAERIZRAAGYI L, eITEE > HTTP-REST > BUE T TS “Hoil REST #R1E” THER.
AR AN REST #F” LA, AR Bsh TARR.
VR A A IR AL
TEBRRSOAHET, A NRAERI R
FEARR URL SCORAEHT, U URL FO3RAERRSY
AL S s TR E A S T R S 27
LA N2l URL 5k,
/customer/{id}/orders?date={date}
7 WPRIURAEE N HTTP J5ik.
Nkt POST s PUT, G DU i N A 2 R bRk o
FRARAR VST T LR

o u A W N

00

BESE

AT DAZETE B R AREAT T AR R

BZEHFHme] REST 41

PRI NaAT TAERCE XSD ZEA s InEHEH A S il REST 41,

XSD AUk 1T RIER Web IR M AR H YA IR XML SCRS, i B 2400 5 L,
PAfBE Al REST #AEA R TAERIN T E M AL XML Tt %,

AR &M

s BUEEER CALVEEE RSBk E] Orchestrator % ) i

VMware, Inc.

s

131



i ] VMware vRealize Orchestrator ffif}-

. USRS MWBEBENE S REST AU T %R,

SB
1 ik Orchestrator % b g TAERAA .
2 (ETAERIEREMYIFN, BHEE > HTTP-REST > BERE s “BAUZRnEl REST £HL” TAF

ray

o

3 AT CHZEMERINE] REST 10L” TR, AR Bz TIER.
4 PRI XSD 2R AL,
5 EESEHEM URL INEEH) .

Bl BE
= i NZERIH) URL,
= B W A A

6 RS T T/ .

Bt REST RIEERFT TIER

fnfPlmst REST #EGIEE H e X T /ER.

TEPTVARE A SCAE R TAER SRR S P T R o AR TAERIT AR 2R R, 120 (vRealize
Orchestrator JF & A GAFM)

BB &

. BUFEEN E AU O Bk 2] Orchestrator & i
. BUEE S NBBRMKES REST FAUHN 1.

SB

1 #:k Orchestrator % b g TAERAA .
2 ETAERIZREEWAIET, JEHEE > HTTP-REST J- 5% “ilak REST #/EARUH T/ER” TA1F

o

3 gkl amid REST 4REApcr TIEm” TAER, RGP Esh TR,
4 AR HHRAESIR R REST 1.
NI ER NI T B OK XSD B INEI L A0, ArT LR E R A2
5 TEEHSORER, HNZAE RN LAER AR,
6 P A O TR T AR SR
AT DA B LRI v IR A SR
7 HRERRVOET LR .
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& B REST ##{E

EELGE REST ik, LA ACECE ) REST skl HshZSK) REST #:E, ik kil &5
REST 5 EAE AR H B 4us s T T 258

W H REST BAERI T EH Z M,

» o/ THIN REST EHUFEIN REST BfE [ /Em DA ¥ REST MU ICHE REST 45:/E, MY REST 3=
HUFD REST #/E AR ANE, HLT{E i B AR 45 3

» i={TFE > HTTP-REST /nfflrh A FIzhA: REST #AE L /ERUK AR REST #4F, fiois/ifi ™ REST
EHIFEIN REST #8545, % TR, FIPARME REST EHUZE URL FHEMESE. LR AAER A%
P AT BB IR A P gt

»  ={7FE > HTTP-REST /R~ [ AzhASSEBOE M REST THUIMEFzIASSE0A A REST HAE T 1F
W ANITIRCE REST FAUHOCHL REST #ifE, [WMIRPR B4 REST FAHUMI REST #/EME A ki H
BRI . 121 T TAERIN, 2] DU e ELAC B Y REST FH UM REST #AEMIER 241, R REST
FHUF REST $/EASZ 52N,

BB REST #&1E

BT REST #14F

AR &4

. BUEEERE LU D BBk 5] Orchestrator & /i o

USRS NERAIE S REST AN, 7.

EZ

-

Hi Orchestrator & P TAERAE

TETAER IR S5 MBI, T EE > HTTP-REST JE S i Z1 W REST BE T 710k
AR REST #4E [IERI T BRBI TAER.

FE ] AR TP s B REST #iE,

PR ERT RIS BN A

HERRAASAT LA Fif

o u A W N
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{EF SOAP ik

SOAP Hfifh n[HEft vRealize Orchestrator 5 SOAP N2 [RINUAZ H, M LAEFE SOAP Web k%5
TR LI T E TR SOAP MRS XCNIRFE MG, SRIGHEE XIS 3T SOAP 18,

PRI A4 55T SOAP (% FIVH ] SOAP SREAEIbIAE TARR. AT DA 158 X TAEH K 1
EhALEE SOAP AL HHHIT 55 o

ATEVIE 7L T

n il SOAP it

= il SOAP BfEAAGHT T 1R

= 1] SOAP Hff:

it & SOAP it

1EAE ] Orchestrator % i kit i SOAP Ffft:.

BB T{Eik
“MeE” TAERZEAMI S P T SOAP =M TAE -
7f Orchestrator & P LAERAA T, FILAMNEE > SOAP > Bt & i [mLA T T AE .

TARRZFR R
PRI SOAP F:H1 ¥ SOAP WM #
RIS R R RS 1) SOAP A%,
% SOAP 141 FEBRIFAIG 1 SOAP ML,
MWIHBRFBER LU, Z VR TR 5 1 TR,
BT SOAP 141 SRS I SOAP ML,
SEHT SOAP AL AL URL KT SOAP AT o by itk o g s bR AR WSDL o SC s skl - A b fndzii
SOAP 5.,
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RN SOAP E#1

AT PEAT TAERCRIN N SOAP =N ic 2 A EIES AL

LA ERZR MR, ITEE > SOAP > ELE i EIEIN SOAP AL L 1.

SRF R TAER

12 1) WSDL PN SCAHE R SOA,

PR
1 DUSPE G D851 2 Orchestrator & i,
2 i} Orchestrator % i TAERAAL
3
4 AN SOAP ML I AFi,
5 (EEMRCAMER, N FHUHEIR.
6 PO WSDL WA LUCIATE AR L,
T ki 3(d
b
=

7 (EERSEN SCAHET AT EL,  Orchestrator WAZIAE LI [RINERER] SOAP ML, 3 NIZEIEHIN

8 {EEREI SOMETFREM L, SO
9 MBS HIFRHE,

7 WSDL URL SCAAEH T N IEAATIHEA .

AP TERHE I TRIN B, 75 ML

IR

o

£

10 HEEESANEG U,

e
FROCACFE LRI AE S ]

BT LR

P
7
E- 2N

HE

VMware, Inc.

i1y

Tttt T S L

FRAEEATT ) S S E

PR

B RARRESE, RSN R,

RBP4, ) Orchestrator % Ui e 2R L s P10
SRR NG5 2 517 S 3Rk

PP R,

m QURIEFLESTE, R I SR

B QRGP ATE, W Orchestrator % it = 8 T A IR
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ZET Eiyuy

NTLM TF Windows 24 FHEIRE T (SSPI) AEZLN, #2E NT LAN Manager (NTLM)
W IEIEEgE oAl
B e ﬁf@%t

B RPN, R AR,
m QR PSAE, U Orchestrator %/ i e R B G SR T I A
FLAE NTLM 15,

Kerberos T fit Kerberos 51 ST,
PR,
B R ELSE, It E ST
m QBB P4E, W) Orchestrator % ) e 22 28 I 5
1M PEER AT TR
ZFR
TAER KR Ih2 TS, SOAP M2 B/ BmAE .,

FES R
FEATAN BT SOAP T MU SIHAETE BRI o a1 T AR .

L& Kerberos S I&1E
LEAS AT PR PowerShell S=HUN R U] Kerberos SHRSE,
158 Kerberos H346ur, 38 H /- rl LAidiak WinRM 755 H PowerShell e tHHAL Fisf T4,

g
1 1F WIinRM JiIR%% 1] Kerberos G433
a ia{rbh Mg DM A o vr ik T Kerberos Sk,
c:\> winrm get winrm/config/service
b iz TA My % LUS T Kerberos S35k
c:\> winrm set winrm/config/service/auth @{Kerberos="true"}
2 {F WIinRM % /i 511 Kerberos S35 IF,
a ia{TPA Mg DM o vr ik T Kerberos S ik,
c:\> winrm get winrm/config/client
b sl s LS Kerberos B4k,
c:\> winrm set winrm/config/client/auth @{Kerberos="true"}
3 Z{TPA M LAY WInRM RSS2

c:\> winrm identify -r:http://winrm_server:5985 —auth:Kerberos —u:user_name -
p:password —encoding:utf-8
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4 G krb5. conf SRR ILLATRILL P A2

RIERG B

Windows C:\Program Files\Common Files\VMware\VMware vCenter Server - Java
Components\lib\security\

Linux T4 vRealize Orchestrator () /usr/java/jre-vmware/lib/security/.
7T~ vRealize Automation [N vRealize Orchestrator [ /etc/krb5.conf,

krb5.conf XL AVL 454

[libdefaults]

default_realm = YOURDOMAIN.COM
udp_preference_limit = 1
[realms]

YOURDOMAIN.COM = {

kdc = kdc.yourdomain.com
default_domain = yourdomain.com
}

[domain_realm]
.yourdomain.com=YOURDOMAIN.COM
yourdomain.com=YOURDOMAIN.COM

krb5. conf IS RFE AL B 2B HAHL

Kerberos FREFRIE R4S E

default_realm & P 1T Active Directory RS swidbA T Sy UFIIERIA Kerberos 4.
AR RE T,

kdc Al el (KDC) HA8 4 Kerberos SEFfflskdzs il as

default_domain A e R E S A BRI

. Zbridib Kerberos 4 fEATE,

£ Java Kerberos A =B H UDP s, B TCP B, @WAZiRER Y 11
udp_preference_limit 24,

*  Kerberos S5l Bk 5e 2R &8 44 (Fully Qualified Domain Name, FQDN) =41k .

EERE HINEES krb5 . conf SCERS, AU H 5 Orchestrator JR&5#3R%S .

#@it SOAP #B#IEE BT TIER
(SPTDLT SOAP H{F B E1 5 ST AR

AT DLUK B e AR TAER A B S 28 TAER . A TIERITEMEZ AR, S0 (vRealize
Orchestrator H & A TH)
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Bt 4E

s BUFEETR O ALV B 0L S8k B Orchestrator % /i
n BRI NEERN SOAP EHLE. T

TR

1 s Orchestrator % /i AR AL
2 ELfERERSHSET, JRITEE > SOAP IS “ifiid SOAP H/EApuHr LIER"
3 Ay “uiid SOAP RIEAERGH T/ER" TER, REERBFEshTIER.
4 e IR TR SOAP #21F,
5 TEBHSORER, HINZAE I LARR AR,
6 P A O TR T AR S,
AT DA B LRI v IR A SR
7 RS LR .

BRETE

PRI A2 B TAF L

ik B E AR TIER

R LEAT SOAP 4R PEAE N H A AR R th 24
AR

»  WIERSER CADVEEE DI B3 65k 8 Orchestrator % Pl

. WU MERIIES SOAP LI Tk

1 Hili Orchestrator /i ) TARR AL,

2 SR TAERAE,

3 T EECIIER, AR EREE LIER.

4 it SOAP BIEFTE NS L

5 PR L.

6 (W) fEHEEDURH, EEWHEHSEISIR,
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& B SOAP #21E
A DL BRI SOAP #:1E, Jois=mos TYER

ARG

1 s Orchestrator & /b i) TAEFRAIAL,

2 FEIAERIEREMHILT, RITEE > SOAP H 32l “HH SOAP #E” TAEM.
3 gl T SOAP #RE” LYFmIT e FREh TR

4 {rA]THRESIR iR SOAP HifE,

5 fZ2fk SOAP HEFREIM NS

6 HFERRET LR,

7 () fEREREBRH, E&E SRS
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AMQP #iE 85 w2 2 A Y (Advanced Message Queuing Protocol, AMQP) ik 55#% (i
Sy RER” ) TR H. AP LsATRCE LA AMQP RERFIBAS T B SO B 5, SRIE L E YR
X4 EHAT AMQP #1E.

AR S — 4 5T AMQP RIFTH ] AMQP 5 EARSCIIFRE TAER
ARFTHE 1A T 38

= [ AMQP it

n ] AMQP flfFFRAE T

fiE AMQP G4

TRWE ] Orchestrator & P K id B AMQP 6t

BB T{Eik
“BlE” TAEREHAES AT AT AMQP B T/ER .
{F Orchestrator & Pl TAERAE A, FILLNE > AMQP > BRE U5 [AIDL N TAE#R .

THEmEHKR R

ARIAEE I AMQP R,

FRRAEE B2 AMQP (UL,

Bhrim bk AMQP IHEITI .
RIS BT BT R

BRI TR

BUERE R BRI U R
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IR

PRI s T LAERRES I AMQP AR,

B
1 DUSEE DL B35 5% E Orchestrator & /it
2 ils Orchestrator % P I TAERANAL.
3 I LfEREREAIET, JRITEE > AMQP > BRE I Fiis] “IIRE” TrER.
4 R CUSIRER” TAER, ARIEREES IIER.
5 fRAt “WINRE” TIERTRNEE.
I BlE
B LA RCEH IS /8
)| FINENLIHbSE
| HIN AMQP IR S o Bkl 5672,
FEFL ORI . SREERME /o
f§iH ssL BRI SSLUE.
BRFTEIER Ve PEZ AT SSL UE FAIE T96IE
biilac= WA A%,
G N,

6 MR LETT TR,

EZES

TAERM ST, AMQP AREEZ: DR /ETE BAlE .,

BRETE

AT “HuEAE” TR, QURAAESE DR, et AR TR JEtE, R
REE

1T EIBAZ

TR Pa T LAERR IR BT R .

AR &M

n  BUEAUE OV P B B 6 5 2 Orchestrator % i
s BUFEEEANRRMES AMQP RELE, TR

= JUF AMQP REES A AT PR s T RraBASI.

VMware, Inc. 141



i ] VMware vRealize Orchestrator ffif}-

Bz

)

Hii: Orchestrator & /it FH I TARFRARAL

1 TARRZ R A BT, RITEE > AMQP > BRE TSR] 1T RIS TAF.
A TS TIER, SRR EBEEITIER.

TEZRRSCANE, H N RIS 25

VE BB H AR T Bl AR

BRI AT BRI o

AR AR LIS T LA

N o u ~ W N

EZES

TAERARE TS, RERFIiss s g B,

BRETE

FEAT LGl SR

B

AT PAIEAT LAk B AR

AR

BUREUER TV G S 5ok B Orchestrator % o

. BIEEERNERUKSE AMQP REEE, 1%,
S8

)

Hiidi Orchestrator % /i H I AERRALIA] .

7 TAERER G S Fr, RITEE > AMQP JESia] “FgifREE” T/ER.
Al ORI TR, AR EEESITAER.

PRI AR,

B2 B R AP 2 mr E

YritER T A Y JER M o

6 RERRIETT LI .

A AMQP fE&IRETIER

AMQP TAEmRZEAIUE AT H Tia1T AMQP #8761 TR o
{E Orchestrator % s TAERAEA, FILIMEE > AMQP 15[RILL T T A/ER .

H W N

Ul
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THm& ik

4iE FEFRE I G
FAHBAS SIS FiE fGEL
Pz I i R
THIEREA A1 PR AR IR

TR A2 Hhe PR AR PR B
PASCORIBE. WHE B CORIE R
JOAMBUHE AR B AR SORIE B
IHgRE IO E AR ZIE

ARASE
(EFTAEAT TR R BT E

BIR M
n UFERES U AU R 5555 Orchestrator & Pl

n  WIERSE R NEBRAES AMQP A 18

TR
1 i Orchestrator %& /i FAFY TAERAL .
2 fELfERERG ALY, RITE > AMQP JF30E] “45E” TR,
3 bR gbE” TAER, RSP R TAER.
4  EEETH OIS E ORI,
5 RELGENMHESAE B
pinlil BfE
BAFI447R LIRS /i
AHRATR NI AR
B 24 LIPS

6 THRAINEST T
A EARASY
EFTDAIBT LA ERERADN SR I s AR

BB &4
. BUFEE N E AU D Bk 2] Orchestrator & i
s BUEEE S MIBERMAS AMQP RERE TR
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L
1 Hili Orchestrator % /i F ) TARFR AL,
2 ELfERERGAIET, RITE > AMQP JES0iE “FHEHIS TR,
3 fEEERE CHEPIAAT TAER, REEEESTIER.
4 FEEEEN ARSI,
5 {EEHSCRMER, BN RIIBASI Z .
6 EREASIRS A RRALM
BET ik
2 ZIAS A B AR RS
o ZIAS A H R A=A R

7 PSR TONREERASIRE T A% P

BT ik
2 ZHREEAIIBE N i o
& ZREEAIIBE 2N i o

8 EFLE H BB A S 1T RIIEA S o

BET iz

P BICATA % o SRS e E AR ELER o 22 B B — A% P B, e
AREEIRE

& A EEDIERBAS o

o WHEBRILEN Tl
e
BETETT TAFAAE R RED R e
AR

. GUEEE R E AU EE D BBk ) Orchestrator & i o

= UEASE TN BB S AMQP AU, T

-

75 Orchestrator & P HE I TAEFRALAL

1 TAERER S HE Ferh, JRITEE > AMQP JESiE] “HIIAs#H TAER .
AEch TR AR, RIS EPEE IR

Ve N A A

Hh W N
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5 {ERIRSTAMER, HINZZHINZ TR,
6 LLESIHIL,

P %

HE FETH SIS 2 1 S5 BASIGIAE B A S i B PR P 2 P TR e
X

i B R R A BT AT TR R B S e B2 I A B . SR e BB A
A2 4.

Pk B St asadtie, HBHER ] WERAIE. — D0 x-match FURIAZSEL
J e LAk

e e P S IE R IS P R PI TIl AT PE AL

7 EESSHES AR A

BT ik
P AR A T AR AR SR B
& A AR T AR SRR

8 ST HEhMERT A IR 1T B A #e

BT i1y

2 Y IATATAT S 2RI DR B o 1238 B E A — NPT, iadksr
TRE

& A E DR R o

9 HFARRDLEST T AR
RIEXARIHE

(ST DAEAT T AR R AR ORI
BIR G

s BRSO ALV R M B8] Orchestrator & Fiifio

BUEESE R NERAE S AMQP AN, T

-

Hii; Orchestrator & P HEH TAERALAL

FETAERIER SR Frh, JRIFEE > AMOP JESiTE] LSO E” TR .
AR CRESCRIMR” TR, RISEPEEI TR
PRl HOR A X TH R A

TEBSAETRSORME R, FRE RSB TR

a ~ W N
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6 (BHEBAORIET, HEk Y.
7 ERESRE, BAEREIEE.
8 HdARBR AT T

il B S8

(T DABAT TAER AR AR I

AR &Y
s BUEEE R E A DVE T 5 5k 2] Orchestrator & i
n BUEEETH MBS AMQP REREST TR,

PR
1 5l Orchestrator & P TAER AL
2 ELERER S HEIFT, JRITEE > AMOP JESAE] “BUNShE” IR,
3 b CBOMgRE” TER. SRERPUESITIER.
4 EETNHBBRIENRI,
5 REENAXER.
bl BLE
FIE7R FREBIIIFR.
AR FRIE IR
B P4 SRR Y.

6 R ET L.
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SNMP @1 f vRealize Orchestrator =425 5 H T SNMP [ &%k s, HRe I 1m0E . EnlbL
AT LAERCE SNMP &858 SOMIE S, SRIGHEE XIS FHAT SNMP #1E,

TR DU PR 2] SNMP 5655, BN s . Sl IERFTENRLAT UPS o 1Z4@ifhid nl ik
SNMP P2 vCenter Server [54:

SNMP Jff 2L TR S SNMP 12801510 57
n  HIERE SNMP A5 S f{E,
PR RS A S (SNMP FARE) FE X SRS SNMP & RS

AR S — A SNMP 38t Bl FEBFEALA M IRTT SNMP A EATDCIORRIE AR, #Aadm] A
B FE SCTARRUR F shb B SNMP BRI HIIIAESS

ARFEPHE T AN 328

m T SNMP %5

= 5H SNMP #ify

= P SNMP FEEFAL

= P2 SNMP B

A SNMP 53R TAFiR

18 SNMP 2%

YRR DLz T TAERAE Orchestrator |7/ SNMP 14545 . 4l I A 12 s B S E B S A e 5 o

EEEEITIER
B TAERZEN ST TR SNMP &2 1 T AR .
{£ Orchestrator % F i TAER A, HLIMNEE > SNMP > B MIDL R LIER.
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TARmARR iR

it SNMP 5% Fif U SNMP 228 OFC P

TENF SNMP 4% RN T SNMP 98RBT 17 5
HUHET SNMP #et AP B EGH SNMP &l

JEAF SNMP &%
WA PLZAT TAERRTEN SNMP B3 (AT il it 580,
$B

1 DUEHR B S4yE5% %] Orchestrator % i,
ity Orchestrator & /i HH K TARRALA o

FE AR AR GBI, JRITEE > SNMP > B B3] “TET SNMP 828" TR,

2
3
4 R T SNMP k" TR, SR EPEEI LARR .
5  7EEAHEESAHED, S\ SNMP &£ 1P Mk DNS £ F7.
T AN MR AR, N 1P Hbilk.
6 (Hi) fEEBRSCARMET, AT R A T BRI I AR,
WG SCAMERR 25, Wl Al il A bR A R
(nif) HERE SRS, HEER.
a  (EOSCAAES, FaE i .
RN 1R 161,
b fERA MRS, R SNMP A FE AR

N

X SNMPV3 (12 F 78R4 AuthPriv 22440315 MDS S350, DES %A% 1S MD5 ZhD4H

Il
H SNMPV3 (2R E 77
8 TR T L.
#R
TAERRIIEA TS, SNMP B2 o Rrrig B i
BESR
AT AR AR INE] SNMP #2045, il IEBRALEIE T TR .

VMware, Inc.

148



i ] VMware vRealize Orchestrator ffif}-

=18 SNMP Zif]

BRI DRSS MBI T SNMP 388, 1217, EHIAGEELAA AT SNMP 5 iR e if), 4]
LR SNMP #ify IR B 200 T RiRt A AL B

HHERETIER
“EREER” TAER2E A ] T HE SNMP 251110 TAER
{E Orchestrator % s TAEF AR, FILIMEE > SNMP > Z#BH# 15 nIDL T LA/ER.

TAER AR ik

FAIPRINE] SNMP #% K A NS SNMP 345

il SNMP ity # SNMP A \— 5 & 5 2 12 75—
% SNMP 251y 4 SNMP 751,

2B SNMP & HhEs i) FERRk i) SNMP 21,

1217 SNMP ¥ X SNMP & £ia1 T,

BEARME] SNMP iZ&
AT DEAT TARRS AR IR R AP SNMP 256

AR &G

o u »~ W

WIS BV 5L S 155 ) 2] Orchestrator % )i .

WA MIE B 5 SNMP 55 T 158,

i Orchestrator % i HH T TAER AL
E T ERER S RHI5Ed, JRITEE > SNMP > EEEEH SR KA dving SNMP #e” T1E

it

AR CHERESINE] SNMP £ THER, SRE BB LAER.
BB Hs I i %

TERAY AR, R Y,

7 OID SCAKEMT, A NEEA AR BN GARIART o

VAR h7sfil OID .

= 1.3.6.1.2.1.1.5.0

= .1.3.6.1.2.1.1.5.0

= 1is0.3.6.1.2.1.1.5.0

B ARG RAE B A iso TPk HEA Y h 71 OID {i.
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7 (k) AEERRSORMER, HAE R EAR.
IR SCANE B 2%, 2>l HI2EHUAN OID 248 A Bl E AR
8 RIS T LFER.
RESR
PR AR B Ho A f0is A T AR

I8 SNMP BEREEM

vRealize Orchestrator 1J1L7524 SNMP {28, 4nl LR ZhF1E - SNMP [EBEEHL, %

Orchestrator HEWiNT SNMP B BFR s o
SNMP $E1E57 F5 SNMPV1 Fil SNMPv2c [,

F SNMPV3 [ 7,

FEBFENEET/ER

“FEBFEAUEEE” TR AT TR SNMP BB T AR

1F Orchestrator & P LYERAE A, FTLLNEE > SNMP > RN UEFR S DL R TR

TArmAEHR Eiipu

W SNMP [ABRiH T %' Orchestrator JTIRAIT SNMP FABIF
JRENEBEENL Orchestrator JTfT SNMP [#[,

S L FAREEAL Orchestrator {5 |- {iilfr SNMP [[jt.

&8 SNMP FBt#H O

BTLLEAT AR Orchestrator HIRAIT SNMP [

SNMP [EBFRO BRI G 18 162, [HSEAE Linux 24iH, @nlDUTH 1024 FNious I, (HRREHARSH FAL

PR

AR TOFE A, SNMP SELETR T SNMP FEBFIER I G TN % A 4000,

BIR &
s BUERE R E A PUEEE 0L 3 E 53] Orchestrator 2 i

n GUEEET MNIBEAEE SNMP & &N s,

1 #:F Orchestrator & b g TAERA .

2 fELfERERE IR, JETTEE > SNMP > [ IEETT S8

\(}ﬁ o
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3 b EE SNMP BEPRG T TR, RSP s TER.

4 {ESROSCAMER, H1\ Orchestrator HISRATIT SNMP FEBH N 5,
5 HERRZPOETT LIF.

EZES

TAERR RS R FERF AL S8 L RS BB AL

B SNMP BaRHE

SNMP fifE ] DUl s a7 TAER CHRAFRAFABN ) Bulad 5ing (W ESACERENE kel SNMP 7
B Z4FE 7 FF SNMPVT T SNMPv2c B

15 SNMP iZ & _ERIBERH

TR s T TARR R SRR T 5 1 SNMP FERIE,

TR S —AMilE 7S, o5k TR  THE5% SNMP [EBE, SRIEHdksiia T, WBIFEBHE, TR
WA IEAT . BRI DAE B 2R TAER R AZ T AR, s e s BRIk T K A T B 8 ek
o

BB &

. BUEERER AV D B 45E % 2] Orchestrator & i .

USRS ANE RIS SNMP &8 iy TRz

S8
1 ik Orchestrator & b g TAERINA
2 TEREREERFED, RITE > SNMP S48 “24% SNMP &% OB TAER.
3 AL SR SNMP RS FROMEBET TAEG, REdeREsh TR
4 RS SNMP AP
5 (A[k) 1F OID SUAAE, My NFHEBABHON RER AT
T MR SCAER S, N TAERSEREITEE SNMP & & ITMBERTG K 21217
6 R ALETT LIER.
% E SNMP FABERER

R UL RIS AR SR 0T AR TS BT SNMP i BBt

BB &
s UGS E A PUEEE DL 55 Orchestrator & i
S

n UERUE BB SNMP i iy 1k,

VMware, Inc. 151



i ] VMware vRealize Orchestrator ffif}-

Bz

)

M Orchestrator % Fu(lt) FHEH L, SePHEEE,
AL o SRR AN ]
TE TAERER A HN e, JETTEE > SNMP H- 30 %] SNMP B BIF RIS SR .
AT SNMP FEBIFRIS BN, AR5 R it R SR
(SR ARRSCAKERR, Hig N AR ) S 1) 2478
CAIE)  FESRMEHEIR SOARAE D, A N RIS A .
VBRI IR SNMP 555
PR HRAZ VA G S
Orchestrator % Fii I 2 TR o
9 {ESREEHAI, AER O ORI T PR BRI

0 N o u »~» W N

&R

Bralitsms B4R SNMP BB,

BESR

TR DAt SNMP [ BRI o

BB SNMP BaBF-EHL %R

SNMP [ B AL T W A] BRI DA EIE T SNMP B85 1 F AL SNMP [EffF,
BIR &M

s BUEEE S DALV R 1Bk E] Orchestrator & i o

=
n UEAUE R B SNMP i iy 1.

)

M Orchestrator & i) MR, JebEE,
PR SRR A
1E TAERIZR GBI, JRITEE > SNMP JE 35 %] SNMP [AJF - HUARIR AR
AL SNMP FARFEA USRS B, SRS L R ISR
TE SRR AR SCAMER Y, SN O SR 1 24P
i) (ESRMEHIRSCAMER, A NI A o
MIFFERIFH LSS Trap Host (Online).
FR IR AT LA G
Orchestrator % i I SIS TIEA] .

0 N o u »~» W N
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9 LBRE RN
10 7ERA TR, EIHEAL > OnTrapAll,
a R LIRS IZ NS K
1 ARV g R I B
12 7ESREEAIEI, A Biep oh U4t SR T B IS Bl S
RE5R
AT DAL SNMP [EARF =R LSS

SRR P B R B

TR AR B X AR DU TR . gRRapesnsi, Ao OISO e s sk s, JF 8
S S R TR AR AR

AR &M

m BUFEOET OV DL S 65 2 Orchestrator i

s BUFE RS MIEEAAE S SNMP & dT 1%,

-

Hii: Orchestrator 2 i Hh (1 SRBE LA o
AR ARG ) SR \EAEASA T, A B T i R I T e PR 1 SR
AL S R SR
TERRELIR I, Gt SRR E e . e Angiig .

CAIR) PRI K b, AR] DURERF E LA R s A RS S5 e e, T B A st I e A
PRI AR B SR A R PRI il i 1B 5 ST AR
6 (i) TERPRETTR I, AT LUMBBOL AR .

LRI DA P B AT s S B AR 1A T SR A AR o

7 B BRAEFFICHIAR g R A
8 {ESRMEANEIrh, AR g I S R Bl SR

a ~ W N

1@ SNMP &k TIEiHR
SNMP T AEFRZISNEW] HTHE TR SNMP 3ok CEFr ol D (1 T 1ER .
& Orchestrator & i) TAERAA T, FTLUMEE > SNMP 15[RIL0 K TAF .

TAEREHR R
FRHA 5 SNMP {1 X SNMP 5451217 GET BULK #ifi,
RN — SNMP i X SNMP #5117 GET NEXT #if.,
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TYER AR Eihuy
RO SNMP i X} SNMP % 55121T GET #ifil,
B SNMP [ABIE # SNMP P4 24 248 E

AT s ERIFEEE FEMAEIABEE] Orchestrator [RIFTFA FALEL SNMP [,

S5 SNMP Begt LINFARE  SeriiliciaE st ity SNMP BaBE.
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Active Directory ffif: (VMware vRealize Orchestrator plug-in for Microsoft Active Directory) Rt
vRealize Orchestrator fll Microsoft Active Directory 2 [A]SEFNAS H o AT DUE 2470 5 shid
Active Directory #§:/Eff) Orchestrator T {Fifi.

VAR S — AU LR AR DLOTHER FIFEEE AP @ S LER, HBhAEPE Active Directory I
B ATSS .

ARFEPE T PAT 328

m [l Active Directory #fif}

m  {§i{] Active Directory #i{; T {E# %

ALE Active Directory f@ft

EHEHE Active Directory Jfifh1%E825] Microsoft Active Directory 9:44l], #4705 Microsoft Active
Directory SZfINC H iS40

P hiat HEE R S HORC E T AER KA E Active Directory,

Active Directory Bt & T1Eif

Active Directory ffif}-10 “Ble” TAERISHDE AT T E Active Directory IR S5#5 4521 SSL uE-f
HTAER

{¥ Orchestrator & Sl TAERMEF, FILLMEE > Microsoft > Active Directory > EUE i [1|DL N [
fER o

TAERZHR R
SN Active Directory JIlR %54 Jil ¥ Microsoft Active Directory IR%5+%.
fil i Active Directory ffift-1E 1 fil ¥t Active Directory 048 22 PR il

il ¥ Active Directory IR%52% (CL 7D QISR HEHTEA Active Directory IR0, fiff] “BE#7 Active Directory IR%%

e
T4 Active Directory JIR 5574 FI%: Active Directory RS 7aHc
EEIE (BEFMD MHERERIA Active Directory JIRSS AL . i/l “#: Active Directory JIR%#” .
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TARmARR 5

BT Active Directory IR 55w BMINA Active Directory IR 280 .

{# A Active Directory i T{ERE

Active Directory §fiff TAEREH S 2] ] T1217 55 Microsoft Active Directory M4 A HS)
AR TAER

TAER SR R B ARIZEH] . AT UATE HE X TAER A SRR T AR 2 A ks T AR

{5 Active Directory {5

Active Directory Jfifl-27Eig B b AT IHE R Microsoft Active Directory sRBIF AT AR %, 45
AIDAfE TS AR A T 2 8 Microsoft Active Directory X5 izAT [ AFi.

LR AT O G I LA, i S e TR > AP a2 > B8, Ankh g i - 3eE
BUGUE, E RIS, Mgl Orchestrator Jf ORI GN,  85 o AT BEZont S0 RO 1
1/’;?}%10

i8] Active Directory T IERE

EZifii i Orchestrator % i ijs[i] Active Directory it TfEiat A HHITT 3.

TR

1 DUSEE R 5% E] Orchestrator & /i,

2 P TERMIE.

3 (EERGHAIET, JEIT FE > Microsoft > Active Directory J-/E IR ERIN A

Active Directory 4T 1EiR
Active Directory §ffF & —brE TAER, WEsis T LDAP Ihak. rI LUK TAERIE i gk, H
T OV 4 B8 R 56 o il b TAER G I, 7E Active Directory PR H shib i %2 2D
HIERIE
HENITIER

“THEAL TAERENES S Active Directory tHHAUE MG T/ER o
DLt EE > Microsoft > Active Directory > THEAL MDA T TAEF

TAERRAR i

TEHH BIHEETHELL 1A GIEE Active Directory THRHL,
TEAGURA BTNl fEAHZURAIP B Active Directory 1AL
TR R Active Directory SAFIHRTR LA,

WEBOTENUTMER -7 MR Active Directory SEGIH TR L TR AT 52
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TrRm&IR ik

SRS ¥ Active Directory Sl AL HEHL.
RHRHE {F Active Directory SEI 741
HARMTIER

“HLUART TAERISNEE S Active Directory AI4VANEFEIATE T /B«
WRILAE L FE > Microsoft > Active Directory > ZHZHEA7 5D N T fE7Ri.

TYEREHR EiuY
AL AU TEIA HAVPA R O R A
YRS ALy MK Active Directory SEFIHI 441,

LIRS TR ER Active Directory SXIrRf 4141 s Rz DL K AN AT A R AT 4 52

RRTIER
T TAERISIE S Active Directory AT T AR,
#r] DLk EE > Microsoft > Active Directory > F P15 mIPA N T AEi.

TArmEHR Rk

s s A AT TP A5

HEUT P i ST RS . 5 SSL 3z, JF R LA 2 Active Directory PR,

TEAIh QIR BT AR B, AT N URESSRN SERCRE A, Sk SR A28 o Vi TPl 25 6 i

TR AL B TEABUAN P QI WA T SSL e, WA S0 HURIG AT e v i 23
N

TEAL PO R A QT E S, FTRAE N O SRIN TR AL

FELRLURA R QU] AN (R A O — NI PO e B B0 . DA NS SRIN SRS . aeRARTT T SSL 4z,
Mk tEE®.

B M Active Directory Sl /.

SN 1 Active Directory SXFIFAIJI .

EHHIA 1t Active Directory SRR

TRk A A ST IRE Ll S TR

ARATER

“THPA” TARRERIA S Active Directory A1 FRAR G TAER
ALt BE > Microsoft > Active Directory > 45 RIDL N T /E# .

TAERARR 3%

K LA N2 4R 0 B—a LG RIS 4R .
EEEER I EIEEN A B A TP AL I P AL .
EEVL IR ESIEEV Al B A PE I R A

VMware, Inc.

157



{i[fl VMware vRealize Orchestrator it}

TARmARR
FEAPRI T A

FEAP O AU A EME “Group name (pre-
Windows 2000)”

AR B P4
B AL
FEERALR D THEEATL
TR SR
FEBRALR L
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Eiiii%y
IR D Rl L.

TEBA AR CHEUAAD rhaliE At
2000) JEIE,

TEBA A CHEURAD T 4.
IMER Active Directory SEHIR 12 .
BRIP4l —am L G 15l

TR P AR —AE AN T 4L
BRI P AR — A AT

P Group name (pre-Windows
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Orchestrator Dynamic Types ffift 1] 3@ X ahAS2A0 | G X e A0 (R G R B B I TRI T 2 2R o

BN E SO LB ROTA,  PAR— 21 ] & 2 R s R d s TAERAERAE, 2has
I T SLBIFR N BIASRR o EATAE F 2 BB R it T TAERI S P T AR R

WA 22 R E SCREA B, ar 2 LR IR sh AN, AT AR sh 283k T4
H.

RIS A8 ] Dynamic Types ffif:PL M HTTP-REST 4425 =5 REST API RS HE %
Orchestrator J5 55 =704 25 H N Orchestrator 257,

1 1z{71 Dynamic Types ffiff- ity & Xar#250]” Al 8 SR TARRSRE SCH i, ixX
B BlRERIG— A ARG R T AR,  FIR A HSoish SR R S HARN R Z TRHISC AR

2 BHCH ARG R AR, AR =7 REST API Ui

a i HTTP-REST fifhHiy “Ushn REST #/E” TAEMRAIE REST #/E, FHoBf X Se /e b 24
N REST APl 5,

b B R ES AN B AR R X e REST et A .
AREFHE T PAF 32
m  Dynamic Types F & T/E7

Dynamic Types Bt & T{EifR

Dynamic Types i) “Bler” BAFEAR LI r T elEsh 2 . I XSD SUA- A N AE
3G PARGE I BB S L TR AR

7t Orchestrator % Fufilt TR, n[LLAEE > Dynamic Types > BEE UilIPA F LAF.

TAERARR R

SE M s 25 ] SESCHaE #4251

TEM AR TESCIA L AR AR
TENE TE M AT A S RN T

BRCE A K Dynamic Types i SCRCENS ST SAHNRCE . SRR I TSN B AR 552k
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TAEREHIR Eiiuy
PGSO PN BET AR B PN BHE R
I XSD SNZEALES MXSD SN E X

Mo £ 25 1A] M 250 o
il il
ER et SRR 425 (A
e B2,
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VMware vRealize
OrchestratorPowerShell }HHEE /Y

PowerShell #fi}- 71 vRealize Orchestrator 1 Windows PowerShell Z [Rl3E 728 I,

i A Orchestrator #EA T AEF T PowerShell JIZAFT cmdlet FHALPEEE R 25—
PR T AR A n DLGIEE S eI AP G HE X T A E .

AREELHE T LA 8
m  PowerShell ffif]-40 1
il WIinRM

m  [ilE Kerberos ST

PowerShell #H{42B 4

PowerShell ffiff- ZREEZ N HAA BRIEF 1B1T o

vRealize Orchestrator il WindowsPowerShell Ml ft V-6, il fhax e =i 2 RIAE H .
PowerShell ffifEid il DLS HAfb 4R (54 vCenter Server F11 vSphere PowerCLD #7432

VMware, Inc. 161



i ] VMware vRealize Orchestrator ffif}-

& 38-1. AEX &

vCenter Orchestrator

vCenter Server

vCenter Server

Tl

PowerShell

Tt

WIinRM/HTTP(S)
5 SSH

|

Windows

® WinRM AR %58 OpenSSH v5.9
® PowerShell

® PowerCLI ( 7TiE )

ZAE T DA OpenSSH Fl WinRM 1l {515 WindowsPowerShell 5. 152 WAL WinRM,
BHTPLERE PowerShell #if-5 vSphere PowerCLI il vCenter Server %2, 5% Il PowerCLI 1
PowerShell {4

F G DEAM AL T A A RAER— S 1AL FZ23E T vRealize Orchestrator #il
Windows PowerShell, PowerShell ffiff-10 IS . DHREFIDAS M Bk A SR

4 PowerShell #fH{H) vRealize Orchestrator A&

A ] Orchestrator fit 2 AL k2225 PowerShell $fiff. #5n] DA Orchestrator % F izt 70
HETARR AR S AT AP

PowerShell ffif}: i vRealize Orchestrator #2t57+5, Orchestrator J&— M A EH S EE,
BERTY T T AR 5 KT VMware vCenter JLRHZMRFI A H AR

Orchestrator Rl i H A0 S PR iR 7 Z - 78, PowerShell j&—/ il fif a5
Orchestrator S plIreE PRI 5 S 7~
{EAFHEMHEES Windows PowerShell #17x% &

DA gt a1 Orchestrator T/E, MIfi5 Windows PowerShell FA/1#E1 728 H I TIESS
(ln: ] PowerShell JHIAD

Windows PowerShell j2 5 LS5 16447 shell MIEIAES, LhRAEHImMB.
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ALE WIinRM

3{F PowerShell §fif-A1 Windows PowerShell 2[Rl %4z, AAFUE WINRM [0S A8 =2 By i
iz —
PowerShell §fiff 37 FF Windows Remote Management (WinRM) 2.0 N E R,

NI S BRI o

SHBIETE  HMER
HR e SURE Y L T R[St s e R 8
Kerberos T HERIER UE % P AR 55 i S I 24 SRR e i

#  PowerShell ffiff A2 F5E WInRM ZEik H P8 H A+ CredSSP G50 1E 757

EF HTTP 89 WIinRM

PowerShell i} 3l HTTP P05 WInRM EHLHEA T . AU WInRM AT SHATIE, (4%
BRI AIE, RS ASOAT AL . AR IR T PSec, it
HTTP ¥

B LA ST IE, TR S FIZ P WInRM B 1 AllowUnencrypted JEEE N true, 4
5 HTTP BCEOR B, 55 WK WInRM L E 1] HTTP,

EHTF HTTPS iy WinRM

PowerShell f{f#f- ik HTTPS 15 WIinRM A TG . 7TLLE HTTPS WS H/E B 22 Al s
E{Ao

BT HTTPS M, AFUE f—A T IR4% S8 B I, HE7E WInRM 0L 208200, 46
HTTPS FLE I RG], 1552 WF WInRM BELEDN 1 HTTPS

% WIinRM BEEA{ER HTTP
AP WIinRM EALECE il HTTP S PowerShell fdf-dE 1 Tl (5 o

B AE WInRM EAL Fisf Tar @R EM WInRM BLE . T DR A& THRAUIE WIinRM i35
WInRM % i

EER R WINRM ECE N HTTP BB AT 3, WRTae ALl HE T REeE
H b g s B, filan

Caused by: org.dom4j.DocumentException: Error on line -1 of document : Premature end of file.

Nested exception: Premature end of file.

at org.dom4j.io.SAXReader.read(SAXReader.java:482)

at org.dom4j.DocumentHelper.parseText(DocumentHelper.java:278)

at

com.xebialabs.overthere.cifs.winrm.connector.JdkHttpConnector.sendMessage (JdkHttpConnector.java:117)
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L
1 TP N a4 LA E WINRM B B BRI
c:\> winrm quickconfig
2 (Al s T M A LM AT R S IR, T, TR LR,
c:\> winrm e winrm/config/listener
HTTP [{JEkIAG 1 5985, HTTPS (2RI h 5986,
3 £ WIinRM JIR55 I R S5 5er
a 1T R LIS E 2 15 e vrEE AR BBt
c:\> winrm get winrm/config/service
b 1afTbh Mg R A S 13
c:\> winrm set winrm/config/service/auth @{Basic="true"}
4 Z{TLAT A LAY WINRM IS5 A&t A I 5 o
c:\> winrm set winrm/config/service @{AllowUnencrypted="true"}
5 {E WIinRM & i b FEEA B )
a BT Fap LA &2 5 o v R A M BaiE .
c:\> winrm get winrm/config/client
b BT M DURHIEEAR it
c:\> winrm set winrm/config/client/auth @{Basic="true"}
6 infTPA Mar S PASR AL WINRM % i A Iz £ .
c:\> winrm set winrm/config/client @{AllowUnencrypted="true"}
7 WER WInRM EHUZIMEBEL, s 7L R ar @ AR E AR L.
c:\> winrm set winrm/config/client @{TrustedHosts="host1, host2, host3"}
8 izfTPA M A LA WInRM JIR S5 115
c:\> winrm identify -r:http://winrm_server:5985 —auth:basic -u:user_name -
p:password —encoding:utf-8
# WIinRM ELE A {ER HTTPS
ALK WINRM AU E Dl HTTPS Bl PowerShell ffif 351 Tl % o

WInRM EALFFEUEBA 0 DLl HTTPS sl Tl fs . v DIGRBGE-Buk A= st 45 lan, @nl LAfEH
J& T NET Framework SDK —a4 [uF a1 2 T H (makecert.exe) A=A 4k,

AR &
n B WInRM BB AR HTTP P, A0SR 2, 15208 WInRM il i HT TP,
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s FUEEETPIAE WInRM EHLE 1517 Microsoft #7 B4 (mmc. exe).

S8
1 AR AZHUE,
PLU NS AT 5 H] makecert. exe 78 WIinRM T4 OISR 7R BIET:

makecert.exe —-r —pe -n "CN=host_name-3,0=0rganization_name" —e mm/dd/yyyy —eku
1.3.6.1.5.5.7.3.1 —=ss my -sr localMachine -sky exchange -sp "Microsoft RSA
SChannel Cryptographic Provider" -sy 12 certificate_name.cer

2 ] Microsoft B HHz ] A U A S AIESS .
a iznfJ mmc.exe.
b EHEIH > BIN/HEREERIC.
c  MAIEHERITAIERT, HEuE, RS REER.
d EEHENUK IR T —25,
e HESER.
f U SR > EBERAEDD > A > EBAEHER > B R END) > ZEENR
UEBIENIN > WEF e Tuk1s.
WUERSZASAENARUE-B DA A AN NS I AR LRSS, WA T8l 2 e
3 (EHIEMRARSONENLA G HTTPS Iitlres.
PR 24T I8 HTTPS BT 23 s iliEk.

winrm create winrm/config/Listener?Address=*+Transport=HTTPS
@{Hostname="host_name" ;CertificateThumbprint="certificate_thumbprint"}

4 R,
DU a2 AT S TR s a2

winrs -r:https://host_name: port_number -u:user_name —p:password hostname"}

i & Kerberos S{3I81E

TESINATE R PowerShell MU AT LA ] Kerberos Sy 43551k
{8 Kerberos S4556 1k, Ja M) mlLAms WinRM 7£ )3 H] PowerShell Fzefe tHHEAL Fiaf a4

VMware, Inc. 165



i [l VMware vRealize Orchestrator ffif}

L
1 £f WInRM JIR% 5] Kerberos S AIHIE,
a ia{TPA Mp L DME AT o vr ik T Kerberos S ik,
c:\> winrm get winrm/config/service
b 1Hs1TIA M & LU Kerberos S5k,
c:\> winrm set winrm/config/service/auth @{Kerberos="true"}
2 7F WinRM & )i |5 ] Kerberos S35k .
a iz{rPh ML MG A o vril T Kerberos S ik,
c:\> winrm get winrm/config/client
b 1afTbA Mar @ USR] Kerberos S35k,
c:\> winrm set winrm/config/client/auth @{Kerberos="true"}
3 Z{TLA MRS WINRM RS54+

c:\> winrm identify -r:http://winrm_server:5985 —auth:Kerberos —u:wuser_name -
p:password —encoding:utf-8

4 Gl krb5. conf SKAFEREELRAFRILL MALE

BIERL B

Windows C:\Program Files\Common Files\VMware\VMware vCenter Server - Java
Components\1lib\security\

Linux 4N vRealize Orchestrator [ /usr/java/jre-vmware/1lib/security/.

FT- vRealize Automation [N vRealize Orchestrator [/ /etc/krb5.conf,
krb5.conf XA VL 454

[libdefaults]

default_realm = YOURDOMAIN.COM
udp_preference_limit = 1
[realms]

YOURDOMAIN.COM = {

kdc = kdc.yourdomain.com
default_domain = yourdomain.com
}

[domain_realm]
.yourdomain.com=YOURDOMAIN.COM
yourdomain.com=YOURDOMAIN.COM

krb5. conf WS REE R B S5O HAR
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Kerberos FLERRE F4IER

default_realm & s TR Active Directory JIg 55 #t0H T S SG UEI BN Kerberos 4,
WIS TR

kdc R EY K (KDC) 145 & Kerberos SiFladdzsiilas .

default_domain JT A e A PR I A BRI

B ZFRICIETN Kerberos 4 FfAE,

# Java Kerberos it B 2RI UDP sl e BN TCP P, ks eE il 111

udp_preference_limit 24,
It Kerberos SrnHiuk EORM]5¢ AR E % (Fully Qualified Domain Name, FQDN) = #/lHiik.

BEEE SINEES krb5 . conf TR, AU HE) Orchestrator k55 #H55 o
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{£H PowerShell #H14¥

PowerShell ffiff T{ER e & 2 Mm] T8 2 PowerShell AUH21T FIE X PowerShell #E1) T 1F

Mo

A[LAfE Orchestrator % i (i TR BRI AT EL ] IR PowerShell Bt 4] LARE RIS
AP KIT & FE ST AR

AREEPHE TUA N 38

m  {fiJf] PowerShell J@iffi it

m il PowerShell $fif:

m 1217 PowerShell A
AR

m R TR T A5 R

m  PowerCLIl 5 PowerShell §fifh- 22k
n ORI

m  }Jj[n] PowerShell f#if}- API

m  {§i/f] PowerShell £

m 53 PowerShell {55 A 171451

w R

(& PowerShell S

PowerShell {2 AETE BB rh AN TR PowerShell “EHLH AT A NS #a] DL TS Bl s n
FRTZ A PowerShell 3% FizsiT TAEH .

P DUAERREIOTS A N a4 PowerShell =LKL FRETTAT ecmdlet, f et A LES AT DL 2 B
JG, HHANMEHE R STRET LS emdlet,

ORI NS PN TR, S mE TR > APE®Em > ER, RakhERRERER E R CE
BEVE, B E, YA Orchestrator T RN, B s vl 2o g4 TG T
Eho
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fii & PowerShell fH{4
PRAE ] Orchestrator % i kil 2 PowerShell #ifk.
BB TIER

“BE” ARSI S T PowerShell =ML T /ER .
7£ Orchestrator % it TARRAE H, PTDLEE > PowerShell > BCE 5 HIVL T TER .

TAEREHR B
Un PowerShell 341 B PowerShell 0L INENE- 5L

kR PowerShell 1201 FEERIEH LG ) PowerShell 4L,

LT PowerShell =ML BEHHELS AT E Y PowerShell 411,

I5UE PowerShell £HL B kR PowerShell AR

#xjin PowerShell E£#1
il PowerShell =N B 21T TAERE B N DERESE, DL E St A PowerShell 224111

JUEE N
1 DUEEE DA S5 E5R S Orchestrator % P
2 ils Orchestrator % /b i) TAEFRAIAL,
3 HT/ERERS YLD, JRITEE > PowerShell > FREFH- 5% “7RiN PowerShell FAL” T 1.
4  HERSEININ PowerShell ML LA, AR ERB TARRR.
5 {EZBRSCRMER, BN EHL AR,
6 (EEHIP STAAEH, H N EHLTHEAE
T Kerberos Sy iF EoR A HI e 2R 38 % (Fully Qualified Domain Name, FQDN) =AUk
7 (M) (e ESORAER, BN AU
HTTP P i Flim 1 5985, HTTPS sl fii Flim -1 5986,
8 ERHH{TELESL PowerShell M2,

a AR

VWS HTTPS £k, McfE PowerShell EALIET 2 S A% Orchestrator %54
JE o

b BRI,

HEEW IR Kerberos BiiuE, WAUE WInRM IS5 R E.
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9  EBHEM-EERE R PowerShell AU AT ARG S TERE 2600

eI ik

HEL A I PR P B R . AR L =200 PowerShell LA
e

B P& Orchestrator % s SR B . BiA user@domain (1% &

K| Orchestrator DU B FETEHA,
10 A Shell fREGIT AT, il PowerShell i HRIZi%
1M PERRZEAT TAER.
EZES

TAEG N IE/ TG, PowerShell 412 W RETBEM K,

iZ1T PowerShell Bz

ATV IEAT TAERPAZE PowerShell ZEH1 FRFIAMNIRER B & XA,
A PowerShell Bz

AT DAEAGHE Bh i)— & B LS TIA k H 2 X PowerShell JHIA,

AR &M
n FEIE S O ALV R R S 55 5] Orchestrator & S,

s U NBBEAE S PowerShell =HLE T T %R,

)

it Orchestrator & P Fh it TARRALE .

TETAERIZR B HT, JEITEE > PowerShell J- 5t E] “Jfi il PowerShell A" T /.
Al P PowerShell A" TAER, SAREREBIIIER.

PR s TR PowerShell 4L,

TEBASORRER, SNSRI EZ1 T PowerShell A,

R LB T AR

8 A SRR AR

PRI LAERRARTE Srh ) —& 01 FisfToMNB PowerShell AR,

SN PowerShell JAIAR G S E L ps1 SCfFH . BAEEETTIN L ps1 XA T PowerShell 2471,

o u A W N

BB &
. BUFEER ULV D B8k ] Orchestrator % /i,
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n  BUREES WBERMES PowerShell AL T4z,
n BUERSE AT RES IR A « psT SCHFRI T RIAR .

EZ

-

Hiid; Orchestrator & P I AR AIAL .

TE TR ER G F e, JEITEE > PowerShell H- s “ViHANEIA” T 1ER.
A NGB TAER, REkreEsi TR

Ve EE B H s TR PowerShell 3241,

TEZRRSOAAET, AR ELSTTHIINGS - psT ARSI

a A W N

HE R ps1 SEATEBR S, AN SO . A8 R] DA ] R e R4 Bk R AR
#%4%, 9l1: $env:HOMEPATH\testl.ps1.

6 ESBCUAMES, BNHIASEL
HRMEDLS PowerShell #551il] & H AT R AT
7 AERARPLEIT TR
£ RIRIE
PRI DIt T TAER A LT PowerShell filiAuk PowerShell cmdlet [EEAE . 0T DA A EVE
EE T HE X T ER.
M PowerShell Bz 4 B 32 1E

BERLAE T TR, 1l At PowerShell JAZR A= i, A AT A R M A — AT A A THITAE
PRI Ao

P DU F S SRR A SR B BRI T F o W TRANE AR, TAERAR S e A R PR E A
string 5T NIRIES S, s THAERT, W DUE SEPME R BN ES BB S A T o

AR &M

s BUEROE R E A PUEEE L 3 E 53] Orchestrator & i

USRS NBEAIE S PowerShell =LA T 1%,

1 Hiik Orchestrator % )i 9 AR A

2 T TEREREMAIET, JEITEE > PowerShell > 2L i3] “ift PowerShell A sl /e
TAER

3 AEHRd “uiid PowerShell JAARAMRIE" TrRR, AR EEEITIER.
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4 EBACSOARHET, F N sloRIG A AR ERT R PEY) PowerShell JEIA

o ATLAER] {#ParamName#} 150 F PGS (27T o W& (2T string 288, I RAZ i ]
B35 AT A1 2 A
VAN EASR B EoR T A LR I BR A E S B e R AR S AL

param($name={#ParamName#})
echo $name;

5 TELBCSCARMER, B NZ AR EREI 25
6  eEEE A AR R B A B
7 PSRN

g i}
2 Al AN HIVABA TR AL R R R B PR R s B A HL v A ol PRI S

T AR AR AR E S TUE U AT Invoke Script DABITAE R FT 4

o

& RE AR TAER
8 HLRRLAATT TR
BESR

MASPT DA 4 ST AP P T2 A

71 PowerShellcmdlet 4 B3 1E

AT LAiaA T L AER PowerShellemdlet FIFTEE SIS EEEA R E. M TIZIR0E, BrTLAFE
Orchestrator H1{fiJf] PowerShell ThRE, ik 0] DLk B A4 s — Mt T A s B s LAER

A DI R RS PowerShell A S [ R0 A6 . 48R DA RO B2t 5 B aa 2 (ffilan
Integer. Boolean. Char) . .NET FEFEEHRZSIEL H A M2, 3T PowerShellemdlet 22 X A
BUERS, BRI ecmdlet 24123LA Orchestrator -5 X FHISINE R, PowerShell ffiffie X T 27
WG o A EIHOL T, BAAZE ISR BN Y Orchestrator 2878, G udsU 2L
PowerShellRemotePSObject M LR [HIER e,

AR &G

s BN ALV EE R S5k £ Orchestrator % )i

n BITERETNEBIIE S PowerShell LA ST T%:,

S8
1 s Orchestrator % ) Ui i 1 TAER A
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2 HIAEREXRERYET, EITE > PowerShell > A5 S5 “ 2l PowerShell cmdlet 25 ki
1E” TAER

3 fHyh O PowerShellemdlet AERUR(E" TAER, R PEsh TAER.

4 EPAEMTA I IREN 221 T PowerShellcmdlet.,

5 Jy cmdlet RS EUE,
SR X2 Do BB E SOUREH
T ATCE L RS IER R SOCAMEF I F AT HOR B S e X E . R EGEFR Y, GRIAT G
S EEERENSEINRE E.

6 (EERRSCAMER, HNEA BRI AR

7 BT H A BRI B

8 WEPLEA M AR,

LI i
p=3 AR — AT st TR AL AR PR R B LA . BRI BB o AL i AR St
A TAER I A S TIE R Execute Cmdlet DA M A= plids (e
“o
&= AR T AER
9 HEHRRPLETT TAFR.
BESE

TERTUAE B ESCT AR P A S T AR RO A o

ERIEZ EEE A AER

PowerShell ffiff SZRPR SR 1E N 2 A8 PowerShell JIASTHIZ A& i o A EIERLRBER, AT D
WA TR =22l

PowerCLIl 5 PowerShell H{E&ERK
YRR DLE A = s B e T I EhEE (Flan VMware vSphere PowerCLD 5 PowerShell Jfifl45 4
.

AR S =T BRI TIIRE, A BRI TAAR] I PowerShell AL, 5 2 M T il Inas s B ep
JC, WAHUHEE ] AddPsSnapin #4F, {#H PowerCLI i, WASUE AR CH A4S
VMware.VimAutomation.Core,

PowerShell ffift A2 88 = 5 i P e 7 E /e . B8 izt “h PowerShellcmdlet A il
PE” TAEFCRARGE T 8= & R Th#IE. 15 Wl PowerShellemdlet A itk
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com.vmware.library.powershell.converter AR5 TR VC: <SomeObjectTypes %% Ll
PowerCLI FIRN A i AR e, IVINAERT 11 vCenter Server $ifE i T /ER S PowerShell JELEH
TAERIATAZH, HAEMANE 2 RIS A

EIREE TIER

AT DU G s TAEm IS A~ TAERKE PowerShell $#if-15 PowerCLI Z [HIIEERL . 52
RAER, PowerCLIl W 3E7E PowerShell =41 .

s RPILIER R TR I HIRE o

7 PowerShell 1A~ #F PowerCLI 1 vCenter Server Jfif-H A Al FIZEM . NSRRI AR
E‘ﬁo

7F Orchestrator & Ui LAERAUE N, FILLMEE > PowerShell > 7] > #£#es5nIDL N TAER.

TAERZHR R
¥ PSObject i ly vCO X4 5 PowerShellRemotePSObject 44l VC:<SomeObjectTypes,

F PSObject 4 ly vCO W4 4445}y PSObject  ff PowerShellRemotePSObject 54t A VC:<SomeObjectType> FT 444,

B vCO W A%l PSObject 4 VC:<SomeObjectType>§:1ih) PowerShellRemotePSObject.,
— 32
=~ TER

ORB” TAERZERN 5] TR A IR TR .
7F Orchestrator % s TAERAE T, HJLAMEE > PowerShell > 715704 F T AE i

TAEREFR Ei::5% )

R AP I s il i) IO A APL i) PowerShell A
HIHE RN A St PowerShell :HICH & 4 I H RN
ELRIAT B BURABTEA T2 EZHES E Y cmdlet.

I AU LIRS DGR HLRLIR DL o

i/ 18] PowerShell $E4E API

Tl Orchestrator API Explorer, 0] J1HAY 2 PowerShell ffift API A G AY, 1] A
JLZ JavaScript A4,

1 DUEHR G 9355 5] Orchestrator % P

2 it Orchestrator %/ Uiukilnl TAER GRS . RIS s A S 2R 1B T K05 0] AP
Explorer,

s Filk Orchestrator % Fiifilin] APl Explorer, ififE Orchestrator % i [ Akt TH >
API Explorer,
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A TR gnRs . SRS A AR E g s HBA TIAR I 15 [n] APl Explorer, 1554
M ZE API,

3 AR PowerShell ffift API WA I ZR MM Fe, il 2= & # ) PowerShell ik,
BEH R
AP AP e S HIARRL IR AR B G SHE . G5¢ AP ARG S 25 8, 1520 (fEH

VMware vRealize Orchestrator #E7IT 4 ) «

{E B PowerShell &5

AU 2k H PowerShell §&11: API 144U ] Windows PowerShell 1z 1] 145

] PL# H] PowerShellInvocationResult 2[5 I kAG R Tiaf TIIAIAIDC(E B

PaRiS EipuY
getErrors() R AR AR PowerShell 518k a4 25

getInvocationState()  JHIAIRA, WIHEMIME N Completed BX Failed.

getHostOutput ) PowerShell il & - BoRIOIAKH
getResults() PowerShell 514 [AI[FXF 4, IRIBIFXS 5 PowershellRemotePSObject,

PowershellRemotePSObject /& PowerShell 58 [0 S e fe R FE R, PowershellRemotePSObject
S XML FFAIegi i, nlmid ] getxml O J ikt 751

PowerShell ffifFit B fH—AN 1] FFX4) XML g5 S I-A T BEm Gasiity, M SRR AA R Uy MR e A 52 i
getRootObject ) /i AR AL T SIS MAPR . 1l 150U, getRootObject ) /52 LT AN
PowerShell 257LE} 2] Orchestrator Hafi Al 2570,

m  URR ISR G PowerShell 287, WX G i ZIAHM 1) Orchestrator [ 4287,
n GERRIISIE collection 2R, NINEREFIRN ArrayList,

n APRRPIN G dictionary 25, M5 22300 Hashtable,

n AERIRDIFNGUE complex 28U, NIXIREKR 0 PSObject.

= PowerShell £ 5B 2/~

RERTLABTY), R ANgR e JavaScript BIRSIIA, TN THATH I PowerShell {£55 .
XA E 245 K, 520 (vRealize Orchestrator & A SATFM) «

. @i APIIEfT PowerShell Bz

AL JavaScript il il APl iz{T PowerShell IR

R BRI TUL N R PE

SRS PowerShell 4L,

PRI TOAR.
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n REPHIEER,
= CHISE.

var sess;
try {
//0pen session to PowerShell host
var sess = host.openSession()
//Set executed script
var result = sess.invokeScript('dir")

//Check for errors
if (result.invocationState == 'Failed'){
throw "PowerShellInvocationError: Errors found while executing script \n" +

result.getErrors();

}

//Show result

System.log( result.getHostOutput() );
} catch (ex){

System.error (ex)
} finally {

if (sess) {

//Close session

host.closeSession( sess.getSessionId() );

}

. ERAER

Al DA T JavaScript 40P PowerShell JIAES T4
RGBT A T HELE

KA PIRE

PRI

m &7 RemotePSObject 257,

var sess = host.openSession()

sess.addCommandFromString("dir + directory)
var invResult = sess.invokePipeline();
//Show result

System.log( invResult.getHostOutput() );

//Check for errors
if (invResult.invocationState == 'Failed'){
System.error(invResult.getErrors());

} else {

//Get PowerShellRemotePSObject

var psObject = invResult.getResults();

var directories = psObject.getRootObject();

var islList = directories instanceof Array
if ( isList ){
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for (idx in directories){
var item = directories[idx];
if ( item.instanceOf('System.I0.FileInfo') ){//Check type of object
System.log( item.getProperty('FullName') );//Extract value from result

}
} else {
System.log( directories.getProperty('FullName') );//Extract value from result

host.closeSession( sess.getSessionId());

=l FREEXERERE
PRI ] JavaScript 105 H & XAE %R E] PowerShell =41,

var sess;
try {
sess = host.openSessionAs(userName, password);

var invResult = sess.invokeScript('$env:username');

//Check for errors

if (invResult.invocationState == 'Failed'){
System.error(invResult.getErrors());

} else {
//Show result
System.log( invResult.getHostOutput() );

}

} catch (ex){
System.error (ex)

} finally {
if (sess) {
host.closeSession( sess.getSessionId());
}
}

AR HERR

WERAEAE ] PowerShell $fif I Igs 21 [ FLscA $RBIRO I, AT DAS B8R HEER LA T sl g i)

L

B Kerberos E4HEIZR

T TIERERR, AT RRE R T 5 A FHiL (Key Distribution Center, KDC) tH54/1_E [ Kerberos
ik H G IR IIRE

U%Ezkﬁ#
&4 Windows 7M.
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L

1 ESRAIN Y% kol (Key Distribution Center, KDC) [rsi7 il

2 VEER S RS

3 MR E T, JEJF HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa
\Kerberos\Parameters,

4 YR LogLevel JENFRIE 7L, A8 oI,
a AHRESE, WP > DWORD (32 fi7) H, A/5Hi\ LogLevel.
b EESBOFAAMER T, B LogLevel, SRE(EEUBERIRE: AN 1,
Windows Server 2003 B S i AT B85, #ris e B A28

S

Kerberos i 3145 H il s’ AT 548 Windows - H b,

BESR

AL Kerberos Fiff HiGcxkhhe, 15MHER LogLevel JEMIAIIHE Bk HAE Bl Oy 0.

Kerberos ##EE R ¥ 2 Ak 5555
IRINT i Kerberos S EUEIIIRSS 285, RS 78 R RESS RIS AN M4 I A4 A B o

18]
LB ERIR S A5, 7 Kerberos Hifa e rhA B Z R 55 7%
AR IR : RS HOEIE HLRIZA : Kerberos HUREETAKIESE (7))) (No valid credentials

provided (Mechanism level: No valid credentials provided (Mechanism level: Server not found in
Kerberos database (7))))

=

IR AT BRI 2 AR B DTN

= PowerShell =R —H7 0

w BRI

»  RIEFE PowerShell AN SS -4k 25

E Hisk P Mk, Kerberos S ¥uF ASEAEH o
fRRFER

i Kerberos G55 ubZs i PowerShell =41, i\ DNS ik NetBIOS Hir.
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Toix3KEN Kerberos EiiF

WERTR LR IE AR, FRIRECTERIN Kerberos ZEiiF,
Bk

IR FAA BRI EoRP M DAH R .

& U8 iF S R (Pre—authentication information was invalid) (24)

eS|

TR R

BRTE

PEBE IR o

Kerberos &A1 1E E B EIZ ERESH XK

] Kerberos fitl B (IERIEHA I [R5 B — BT AR 2 T B S g6 Uk 8L

j)

AR Kerberos FEATHNIRNGA S5 UF sk A ToE 5 2R8I oA #RIE R

Clock Skew (IF4hRi#)

e

GSRFRGEH TSI AR Ge TR] S 3R il sl H A 2 =i i) AR e TR ZE 5 230 1, U] Kerberos Ly
ERRIK

BRAR

A2 IR A e T

Kerberos MG IE 1R R IKL

B SRS RTET ok WP BT Kerberos SHAMEN  FI Powershell LALITEA %
B

SE]

230K PowerShell FHURINRIGEH] =08 sk “A S FEHE R, TERSINMOTE R
PUTF EE15%

THIAATE (601) — AR4BEBINGIE (BEM A HRAZFR: addPowerShellHost#16) (Null realm
name (601) - default realm not specified (Dynamic Script Module name :
addPowerShellHost#16))
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ZYeS

BN LE Kerberos BLF SCHF krbS. conf i, WA EA P45 At
fRRTTR

1£ Kerberos FUF SR IEERINSSL, BiAE Kerberos BHAIEIN7E I/ 4 Ardiiist.
ToiEVI B SUBRI A 5 & Rl

IR krbS. conf SCAFHELEFEATHISHE, TAE SEANRINAIL

i 7R

PRINAEHUN . Kerberos BHRRIEICIE TN yourrealm 153 & HLy (KDC).
TC IR YOURREALM. COM 1) kdc (Cannot get kdc for realm YOURREALM.COM)

=Y

krb5.conf XH-HAE) libdefaults il realms {0 I AR PEE k.

RRAR

B4 krb5 . conf XAH 1ibdefaults F realms & B 5 o1k,

TR R EIBOAGiE

Wik Kerberos Pt B AR Sk hD A I/, 7580 T Kerberos B3GR Orchestrator TAER AIfE

TN
[a) &
Kerberos S5 56 1E o 1R B ER AL o

TR B BRI SR

RE

% | {£ %] vRealize Orchestrator Appliance [fJ Kerberos fil & 324 krb5. conf CL7EIE UNIX #/E &% |

BT R, AR RIS AT RE A IER

LA ES

b 7 Orchestrator #2512 krb5. conf SCfF, SRR RAZIGE UNIX, FRF4Rh il Az ANSI A

UTF-8,
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{# F§ Multi-Node #HEf

Multi-Node il LAFR A (5 Z80m] i 1537 244tk . Orchestrator SKIREERLL K Orchestrator {4z
JEAFI AR

ARFEBHE TUAN

m  VvRealize Orchestrator Multi-Node i/

= [il# Multi-Node f#if}:

TR TR

s {fi/f] Multi-Node {5 it

= }jjln] Multi-Node f#if}- API

= Multi-Node {4 Fifl

vRealize Orchestrator Multi-Node H#EE It

Multi-Node ffifl-2x 7t vRealize Orchestrator k552 MG 4R, My & - B T AR
PATHITER

40-1. Multi-Node H#F2E4
= Orchestrator fR %28

158 Orchestrator AR %388 1 #HBf) Orchestrator fR532S 2 5B Orchestrator BR %528 3

AT S — 4 T 24 . Orchestrator SXiEEDL M Orchestrator 3 shy R ZFHObRIE T /E

Uito
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Bt & Multi-Node #H{t
PRV ] Orchestrator % P Eid & Multi-Node .
AR5 tic B T1EiR

“MRSSARmeE” TARRZON ST TR %4 Orchestrator RS #&11 TAER
7f Orchestrator & i TAERAMEH, 7LLMWEE > Orchestrator > ARSZE3ECE V5 InIDL N TR .

TAETRAIR R

U%IN Orchestrator IlR55# ¥ Orchestrator IR 55 AU MENF - 4

JE% Orchestrator k55ws  REERImIL S Py Orchestrator IR A I 2R 5 2 AT E QIO
S Orchestrator IRS5#% i BSOS B B rhiY Orchestrator RS #EH T HUHT

# /N Orchestrator AR %28
A PhsfT TAEm N 55T vRealize Orchestrator IR 55 #sfiEdz .

AR

Yo E FHRRD Orchestrator RSS2 15 M [A—RRAS,

S8
1 DUSHE R S35 5% 5] Orchestrator % i,
2 i Orchestrator % S g TAERINA

3 fELfEmEREYIEEY, EITEE > Orchestrator > fRFSARECE -SR] “UsiN Orchestrator JIR5%
=S Iﬁfomo

4 gL YR Orchestrator IRES#%” TAER, REEFEZSITIER.
5 PROLHIRSERIIEEANLE B

6 EPE IR

BT Ei5uY

= i P S T P e 2 B e Orchestrator IR55+#5 .

b3 FIeAT TPl DA ARSI A s e e Orchestrator IRSS 3%, $fhdt st
b

7 PERRGETT LR,
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EAREIER

FERT DU FACEE TR T FE A, Orchestrator Ik 55+ 5 1cFE Orchestrator IR 55 #5 TAERZAIMAZ H .
A A ] Multi-Node 2B il S e TAERAS B ROAMR TR . XA M TR s bR o AREE T A
o FHELTAERZ KM Multi-Node $EH1FHEF TSI sfTREETAERN, SBSB0E ymiE T
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