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#Blueprints
operation.create=ManagementModelEntities.svc@irtualMachineTemplates
operation.update=ManagementModelEntities.svc@irtualMachineTemplates
operation.delete=ManagementModelEntities.svc@irtualMachineTemplates
#Blueprint properties
operation.create=ManagementModelEntities.svc@irtualMachineProperties
operation.read=ManagementModelEntities.svc@VirtualMachineProperties
operation.update=ManagementModelEntities.svc@irtualMachineProperties
operation.delete=ManagementModelEntities.svc@irtualMachineProperties
#Global profiles
operation.create=ManagementModelEntities.svc@GlobalProfiles
operation.read=ManagementModelEntities.svc@GlobalProfiles
operation.update=ManagementModelEntities.svc@GlobalProfiles
operation.delete=ManagementModelEntities.svc@GlobalProfiles

#Global profile properties
operation.create=ManagementModelEntities.svc@GlobalProfileProperties
operation.read=ManagementModelEntities.svc@GlobalProfileProperties
operation.update=ManagementModelEntities.svc@GlobalProfileProperties
operation.delete=ManagementModelEntities.svc@GlobalProfileProperties
#PropertySetXml
operation.create=ManagementModelEntities.svc@PropertySetXml
operation.read=ManagementModelEntities.svc@PropertySetXml
operation.update=ManagementModelEntities.svc@PropertySetXml
operation.delete=ManagementModelEntities.svc@PropertySetXml

#Property definitions
operation.create=ManagementModelEntities.svc@PropertyDefinitions
operation.read=ManagementModelEntities.svc@PropertyDefinitions
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operation.update=ManagementModelEntities.svc@PropertyDefinitions
operation.delete=ManagementModelEntities.svc@PropertyDefinitions

#Property attributes
operation.create=ManagementModelEntities.svc@PropertyAttributes
operation.read=ManagementModelEntities.svc@PropertyAttributes
operation.update=ManagementModelEntities.svc@PropertyAttributes
operation.delete=ManagementModelEntities.svc@PropertyAttributes

#Property Attribute Types
operation.create=ManagementModelEntities.svc@PropertyAttributeTypes
operation.read=ManagementModelEntities.svc@PropertyAttributeTypes
operation.update=ManagementModelEntities.svc@PropertyAttributeTypes
operation.delete=ManagementModelEntities.svc@PropertyAttributeTypes
#Control layouts
operation.create=ManagementModelEntities.svc@ControlLayouts
operation.read=ManagementModelEntities.svc@ControlLayouts
operation.update=ManagementModelEntities.svc@ControlLayouts
operation.delete=ManagementModelEntities.svc@ControlLayouts

#Amazon Virtual Machine Templates
operation.create=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
operation.read=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
operation.update=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
operation.delete=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
#0penstack Virtual Machine Templates
operation.create=0penStackModelEntities.svc@0penstackVirtualMachineTemplates
operation.read=0OpenStackModelEntities.svc@0penstackVirtualMachineTemplates
operation.update=0penStackModelEntities.svc@OpenstackVirtualMachineTemplates
operation.delete=0penStackModelEntities.svc@OpenstackVirtualMachineTemplates
#Endpoint credentials
operation.create=ManagementModelEntities.svc@ConnectionCredentials
operation.update=ManagementModelEntities.svc@ConnectionCredentials
operation.delete=ManagementModelEntities.svc@ConnectionCredentials
#Management endpoints
operation.create=ManagementModelEntities.svc@ManagementEndpoints
operation.update=ManagementModelEntities.svc@ManagementEndpoints
operation.delete=ManagementModelEntities.svc@ManagementEndpoints
#Management endpoint properties
operation.create=ManagementModelEntities.svc@ManagementEndpointProperties
operation.read=ManagementModelEntities.svc@anagementEndpointProperties
operation.update=ManagementModelEntities.svc@ManagementEndpointProperties
operation.delete=ManagementModelEntities.svc@ManagementEndpointProperties
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FHTRC E UM LR

SR O T e A, A TR RIS, SRS IBMOZIA, e L /RTE vRealize
Orchestrator HZE 3% % Cafe.Shim.VirtualMachine.Reconfigure.Requestor 24y, th54)
AT HEER ARG . 2N P,

var requestTemplate =
VCACCAFERequestsHelper.getRequestForResourceAction(operation)

var jsonData =
VCACCAFERequestsHelper.getResourceActionRequestData(requestTemplate);
var json = JSON.parse(jsonData);

//Change cpu example

json.cpu = 2;

//This is a property needed for the Reconfigure IaaS operation:
json["Cafe.Shim.VirtualMachine.Reconfigure.Requestor"] = 1;
VCACCAFERequestsHelper.setResourceActionRequestData(requestTemplate,
JSON.stringify(json));

request =

System.getModule("com.vmware.library.vcaccafe.request").requestResourceActionWit
hRequestTemplate(operation, requestTemplate);

S AF F SRR ST
SRR IR T

SR LAEBUER

{# F vRealize Automation &= E TIER
ZERT DB B AR R R, SR F e X LA AR A
] PL{E vRealize Orchestrator & S TYERAE FAR2I LN TAER, A it aErosgl - H g,

TARRARR
AR
AR

I F SR

FTED E SR fimok
(JSON #45)

R
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A SR H A M vRealize Automation 4R Active Directory [l F ORI, Fdhaf i LAFE
W IR AN AU DRI NG vRealize Automation TAL. #ERI DU B Active Directory
B, ARE S T TAER.

R R F RIS

R R GE R R B, TFRHDL JSON Bl ina il & HaSH . An] DU T e sk 11 e SCE
ke P VAMEIZE SR B B ERIRE R B R LA,

A vRealize Automation 11 API

Orchestrator #2fit API Explorer, #0] 4% 2% vRealize Automation it} APl JE& A Y, TR
A AT £ 1Y JavaScript 44,

HHUHY vRealize Automation API SCAY, 1520 https://www.vmware.com/support/pubs/vcac-

pubs.html,
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Bz

1 DU B985 3] Orchestrator & /i o

2 B TH > API Explorer,

3 Wk AME R vCAC Fil VCACCFE 1ELLURTT vRealize Automation @it APl A4 2R 454
E‘IJ%O

BESE

AL AP ST 2 G AL I B AR RS B A SHE . ¢ AP IAG S ZE R, 52l (]
VMware vRealize Orchestrator #4714 ) ©

B I K ML HAE B, H2 0 vRealize Orchestrator X4,

45| vRealize Automation H{EZs
RTBABIY) . TR AL JavaScript R BILTF & H U B 2 SURA, FIF E 2L vRealize

Automation {155

CRUD Efth SR E L SR G2

FERIAES Y] RN R JavaScript iRk S INA, H 134T CRUD vRealize Automation {T:55 .
A X vRealize Orchestrator HIHIAZGBMNHEZEE, 12 0M (fi/f] VMware vRealize Orchestrator i
ITIRD -

~Bl: f# vRealize Automation &I Sk

HORBIIAIAR AT TEL B 41

1 SRR LIRS AREE SR

JE X M LATS I

DRAFEALRITER A4

E X AR

B2 e O

W B IR S EN A RTSGERE, R A IR

%H.I.CDU'IL(.UN

) S

host vCAC:VcacHost

var modelName = 'ManagementModelEntities.svc';
var entitySetName = 'HostNamePrefixes';

var links = null;

var headers = null;

//Create properties for prefix entity

var prefixInputProperties = {
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MachinePrefix:'test-prefix’,
NextMachineNo:1,
MachineNumberLength:3
s
//Save the prefix
var prefixEntity = vCACEntityManager
.createModelEntity(host.id, modelName, entitySetName, prefixInputProperties, links, headers);
entitySetName = 'ProvisioningGroups';
//Create properties for the provisioning group entity
inputProperties = {
GroupName: 'TestGroupName',
GroupDescription:'This group was generated with a vCO workflow',
AdministratorEmail: 'test@test.com',
AdContainer:'AD',
IsTestGroup:false,
Flags:2,
GroupType:1};
//Add a reference to the newly created prefix entity
links = {
HostNamePrefix:prefixEntity
s
//Save the provisioning group
var entity = vCACEntityManager.createModelEntity(host.id, modelName, entitySetName, inputProperties,
links, headers);

7. FE# vRealize Automation #EI L4k
BB I T AR

T SRR ILSHAR AL 1D,

2 GREUIHR LSRRI TR

3 GREIHR L IARR SHARLE 2R

4 GBI LA 94K 1D,

5 ESCHETEE—4ENE,

6 BT B AR IRE

£ 4-20. NTE

=3 Bl
entity vCAC:Entity
updatedDescription FLFH

var hostId = entity.hostId;

var modelName = entity.modelName;

var entitySetName = entity.entitySetName;

var entityIdString = entity.keyString;

var links = null;

var headers = null;

var updateProperties = new Properties();
updateProperties.put("UserNameDescription", updatedDescription);
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//Update the user description
System.getModule("com.vmware.library.vcac")
.updateVCACEntity(hostId, modelName, entitySetName, entityIdString, updateProperties, links,
headers);
~). EEY vRealize Automation AR
BERBIIAR I T AR
T EXER AR 2R
2 ENXHABEBUNRIIER 1D,
3 A,
X 4-21. BANTE

TE 2
host vCAC:VcacHost
blueprintID FEH

var modelName = 'ManagementModelEntities.svc';

var entitySetName = 'VirtualMachineTemplates';

var links = null;
var headers = null;
//Create properties for the prefix entity
var blueprintld = {
VirtualMachineTemplateID:blueprintld,
};
//Read the blueprint
var entity = vCACEntityManager
.readModelEntity(host.id, modelName, entitySetName, blueprintld, headers);

. M vRealize Automation &I SL{K
B RBIEIA I TEL MR

T SREUTR SR AL 1D,

2 REUIHR LSRR 2R

3 RN BEIRR SRR 2R
4 I BEIRR SR 1D,

5 AT MR SRR ERAE
®4-22. WNEE

B i)

entity VvCAC:Entity

var hostId = entity.hostId;
var modelName = entity.modelName;
var entitySetName = entity.entitySetName;
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var entityKeyString = entity.keyString;
var headers = null;
//Delete the entity
System.getModule("com.vmware.library.vcac")
.deleteVCACEntity(hostId, modelName, entitySetName, entityKeyString, headers);

. ERBE XL EE vRealize Automation 3K
BERBIIARZHI T AR

T E MBI ARSI AR

2 EMIRIm SRR

3 ARSI,

& 4-23. WNTEE
R ESitl
host VvCAC:VcacHost
templateName TR
var modelName = 'ManagementModelEntities.svc';
var entitySetName = 'VirtualMachineTemplates';

var headers = null;
//Create properties for prefix entity
var properties = {
VirtualMachineTemplateName:templateName,
};
//Read a list of entities
var entities = vCACEntityManager
.readModelEntitiesByCustomFilter(host.id, modelName, entitySetName, properties, headers);

Bl ([ERARSGEEEIEER vRealize Automation LK

R BIIAS AT DA MR

[ € iRy RO N

2 EXHIRIGESAR R G AW, FREEEATAA AU 4R GRREUNIRS A md i) .
3 BEAIE,

R 4-24. WANTE

TR it

host vCAC:VcacHost
var modelName = 'ManagementModelEntities.svc';
var entitySetName = 'VirtualMachines';

var filter = "VirtualMachineState eq 'Off' and IsComponent eq true";
var orderBy = 'VirtualMachineName asc';

var top = 10; {

var skip = 0;,
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var headers = null;
var select = null;
var entities = vCACEntityManager
readModelEntitiesBySystemQuery(host.id, modelName, entitySetName, filter, orderBy, select, top,
skip, headers);

#F¥# vRealize Automation Lk REIRIZA

PRI PABTY) . R ANgREE JavaScript sRFIVAZR S IA, HIFiHid vCACCAFEEntitiesFinder HIASE IR
W% kA5 vRealize Automation 5244

43¢ vRealize Orchestrator ARG S0 E LG E, 12N (1] VMware vRealize Orchestrator iF
THEDY o

. BERZRZARGENBERZIR

%R 4-25. INTE

TrE 25

host VCACCAFE:VcacHost

ERTLAME LA M

s RGN ERRENL S name_of_the_resource T IVTHE (FRAFRFHIA) TG H %
\J}?\‘O

var items = vCACCAFEEntitiesFinder.findCatalogResources(host, "name_of_the_resource");

n RGBS HATEL N E:
a  ARHL PR kRS get 751k, K Pageable X4 SABIER
vCACCAFEPageOdataRequest i T4
b fl# vCACCAFEPageOdataRequest X4 fifi ] oData A iF/E fy FAAN e s FH -0k 5
name_of_the_resource “FFHIVLACIE) name &M,

var service = host.createCatalogClient().getCatalogConsumerResourceService();

var filter = new Array(Q);
filter[0] = vCACCAFEFilterParam.equal("name", vCACCAFEFilterParam.string("name_of_the_resource"));
var query = VCACCAFEOdataQuery.query().addFilter(filter);

var items = service.getResourcesList(new vCACCAFEPageOdataRequest(query));

Bl BREAMEEMENEREIR

B R BIA S A TUA N 21

T BRI PRI IR get Jiik, K vCACCAFEPageOdataRequest X515 BIf )y Pageable 2
Bodtimieis.

2 0% vCACCAFEPageOdataRequest A SN H] 0Data A I EN BN i H Tk 55
user@domain.com “FIFHHULALY) owner/ref JEIE,
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owners/ref B EIL TN EBEEAG A H R T4, vCACCAFECatalogResource JX4KH7 owners
JEME, Bl vCACCAFECatalogPrincipal SX4AMUHEST. VCACCAFECatalogPrincipal S5k LA ref JE@M:, I
PR D 7R R IE

var filter = new Array(Q);

filter[0] = vCACCAFEFilterParam.substringOf("owners/ref",
VCACCAFEFilterParam.string (" user@domain.com"));

var query = VCACCAFEOdataQuery.query().addFilter(filter);

var items = service.getResourcesList(new vCACCAFEPageOdataRequest(query));

6. BERRBMMAMEEMENBRER

IR AIHIZA A ] vCACCAFEFilterParam.and(array of conditions) @iz ikt 2 A RPN OData 25
WEHA—D

var conditions = new Array(Q);

conditions[0] = vCACCAFEFilterParam.equal("name",
VvCACCAFEFilterParam.string("name_of_the_resource_here"));
conditions[1] = vCACCAFEFilterParam.substring0f("owners/ref",
VCACCAFEFilterParam.string("user@domain.com™));

var filter = new Array(Q);
filter[0] = vCACCAFEFilterParam.and(conditions);
var query = VCACCAFEOdataQuery.query() .addFilter(filter);

var items = service.getResourcesList(new vCACCAFEPageOdataRequest(query));

PRI DL AP 2550 (140 vCACCAFEFilterParam.group(array of parameters) .
VCACCAFEFilterParam.not(parameter) . vCACCAFEFilterParam.startsWith(id, string).
VCACCAFEFilterParam.endsWith(id, string). vCACCAFEFilterParam.greaterThan(id, number) .
VCACCAFEFilterParam.lessThan(id, number) %) & X HAh S

3%xEX vRealize Automation sR{IB A B & RIS E

BRI PABIY) ., RS RIS JavaScript RIS IIA, HITH2 vRealize Automation P #% (R 1) 52
TSNS

CatalogResource 5 R vRealize Automation W E B &SR, H2SHELAT ProviderBinding 2571
M, RRFEEAVLN RN H 3RS AR R 2 R R

»  bindingId - ZoRFEHERE TR ISR IARIATT

m providerRef - I T 5 vRealize Automation 471 A A O NIR 55 Bt N Y E SRR R
5% vRealize Orchestrator ARG S 25 E., 1520 (i VMware vRealize Orchestrator iF
IR -

Tl KBEHEA vRealize Automation B RZFIBEAIE LI

R vRealize Automation EHLMH: 1aaS FHUTITERIASEL I ELAH R BB 1D, 3z IR
laaS FEML. IAARASCR ] virtual Machine 2R H SRR (FH 1iaas-service FEMEFEFE ) o
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R 4-26. GINT =

TR p it
vcacHost VCACCAFE:VCACHost
iaasHost VvCAC:VCACHost

// Id of the catalog resource (or vCACCAFECatalogResource_instance.getId())
var resourceld = "c222629c-6190-4458-8c92-8ece@ba06173";

var resource = VCACCAFEEntitiesFinder.getCatalogResource(vcacHost, resourceld);

var resourceType = resource.getResourceTypeRef().getLabel();

System.log("resource type: + resourceType);

var providerBinding = resource.getProviderBinding(Q);

var bindingId = providerBinding.getBindingId(Q);
System.log("provider binding id: " + bindingId);

var provider = providerBinding.getProviderRef();
+ provider.getId());

System.log("provider id:

System.log("provider name: + provider.getLabel());

if ((resourceType == "Virtual Machine") && (provider.getlLabel() == "iaas-service")) {

System.log("It is an IaaS VM!™);

// IaaS virtual machine
var vm = Server.findForType("vCAC:VirtualMachine", bindingId);
System.log("IaaS WM id: " + vm.virtualMachinelID);

System.log("IaaS VM name: + vm.displayName) ;

// IaaS Entity

var entity = System.getModule("com.vmware.library.vcac").getVirtualMachineEntityFromId(iaasHost,

bindingId);
System.log("IaaS entity id:

+ entity.keyString);

T RES ORI

Al PASIY) . RIS ANgREE JavaScript ol siAE R RGBT & E L vRealize Automation fE55 1

ZINS

17k vRealize Orchestrator HIAAEIHE LR, 1520 (1] VMware vRealize Orchestrator i

TIIFED

fl: Bl vRealize Automation 5k LR
R IAR AT LA N 451

1 ¥ vRealize Orchestrator T {Eix AR 55 114
2 AT TIERAERIRS I AA.
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3 OIERSS RS,
4 KRS IER
® 4-27. GINTZE

B et
host VvCACCAFE :VCACHost

//ID of the workflow used to create the service blueprint
var workflowId = "44e42047-2fa0-4e4a-ba®c-12086540b28b";

var name = "MyBlueprint"
var description = "Blueprint description”;

var workflowClient = host.createAdvancedDesignerClient().getAdvancedDesignerWorkflowService();

//Generate a service blueprint based on the workflow ID

var blueprint = workflowClient.generateServiceBlueprintByWorkflowId(workflowId);
blueprint.setTenant(host.tenant);

blueprint.setName(name);

blueprint.setDescription(description);

//Create the service blueprint

var blueprintService =

host.createAdvancedDesignerClient() .getAdvancedDesignerServiceBlueprintService();
var uri = blueprintService.createServiceBlueprint(host.tenant , blueprint);

//Publish the service blueprint

var createdBlueprint = blueprintService.getServiceBlueprintByUri(uri);
blueprintService.updateServiceBlueprintStatus(host.tenant, createdBlueprint.getId(),
VCACCAFEDesignerPublishStatus.PUBLISHED) ;

~fil: fIE vRealize Automation #t i &R E&
R BIEIA I TEL TR

T SRHAUHERIG 2RI,

2 EPEFEAAE A

3 EEHHESO,

ESCE AT HEER B o
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7 OISR,
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host VCACCAFE:VCACHost

// Get the type of approval policy by ID
var typeService = host.createApprovalClient() .getApprovalApprovalPolicyTypeService();
var type = typeService.getApprovalPolicyType("com.vmware.cafe.catalog.request");

// Set the user and group required to complete the approval
var user = new VCACCAFEApprovalPrincipal(Q);
user.setValue("user@domain.com");

user.setType (vCACCAFEApprovalPrincipalType.USER);

var group = new VCACCAFEApprovalPrincipal();
group.setValue("group@domain.com");
group.setType (VCACCAFEApprovalPrincipalType.GROUP) ;

// Set the level of the approval

var level = new VCACCAFEApprovallLevel(Q);

level.setName("IT Approval Level");

level.setDescription("IT Approval Level description");

level.setApprovalMode (vVCACCAFEApprovalMode.ALL);
System.getModule("com.vmware.library.vcaccafe.util™).addElementToList(level, "getApprovers", user);
System.getModule("com.vmware.library.vcaccafe.util™).addElementToList(level, "getApprovers", group);
level.setLevelNumber(l);

// Set pre-provisioning phase type and the phase of the approval
var phaselType = new VCACCAFEApprovalPhaseType(Q);
phaselType.setId("com.vmware.cafe.catalog.request.pre™);
phaselType.setName("Pre-Provisioning type");
phaselType.setDescription("Pre-Provisioning type description™);
phaselType.setPhaseOrder(1);

var phasel = new VCACCAFEPhase(Q);

phasel.setName("Pre-Provisioning");

phasel.setDescription("Pre provisioning phase");

phasel.setPhasetype(phaselType);
System.getModule("com.vmware.library.vcaccafe.util™).addElementToList(phasel, "getlLevels", level);

// Set post-provisioning phase type and the phase of the approval
var phase2Type = new VCACCAFEApprovalPhaseType(Q);
phase2Type.setId("com.vmware.cafe.catalog.request.post");
phase2Type.setName("Post-Provisioning type");
phase2Type.setDescription("Post-Provisioning type description);
phase2Type.setPhaseOrder(1);

var phase2 = new VCACCAFEPhase();

phase2.setName("Post-Provisioning");

phase2.setDescription("Post provisioning phase");

phase2.setPhasetype(phase2Type);
System.getModule("com.vmware.library.vcaccafe.util").addElementToList(phase2, "getlLevels", level);

// Create the approval policy specifications
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var spec = new VCACCAFEApprovalPolicy(Q);

spec.setName("New Policy");

spec.setDescription("New Policy description");

spec.setPolicyType(type);
System.getModule("com.vmware.library.vcaccafe.util™).addElementToList(spec, "getPhases", phasel);
System.getModule("com.vmware.library.vcaccafe.util™).addElementToList(spec, "getPhases", phase2);

// Create the approval policy
var approvalPolicyService = host.createApprovalClient() .getApprovalApprovalPolicyService(Q);
var approvalPolicy = approvalPolicyService.createPolicy(spec);

// Publish the approval policy
approvalPolicy.setState (VCACCAFEApprovalPolicyState.PUBLISHED) ;
approvalPolicy = approvalPolicyService.update(approvalPolicy);

System.log("New approval policy id: + approvalPolicy.getId());
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CREATE TABLE "table_name"
("columnl" "data_type_for_columnl",
"column2" "data_type_for_column2')
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INSERT INTO "table_name" ("columnl", "column2')
VALUES ("valuel", "value2")

6 A NEHENBIITHME,

7 PERRETT TR,

1% JDBC RIEHIIIT

FERTLAM Orchestrator & iz TN LA KR JDBC &b AT,
AR &M

BruE RS s FH K P 54T 1217 JDBC AR A AR

1 i Orchestrator % )i FH I TARIRALE

2 EIAERIZRESIHT, RITEE > JDBC > JDBC R~ Fii%] “JDBC MFAR kA

3 AEHRE “UDBC MAARERE” Rl AR, AR REEI TR

VMware, Inc.

"R AR

77



i ] VMware vRealize Orchestrator ffif}-

4  RUTHREEIHRE T35,
a BENEURPEIERE URL,
b AP LA IR
c  BENEMLAEIMEdEE .

5 A\ SQL BefE.
AIETE N -

SELECT * FROM " table_name"
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SRS S A Ik TARRECC P AR B B LARRADCNE B AR TIER
FRAI IR B . SRR . TARRAUEAN AR IR, eoh, SCRATRHE T AT R ER IR .

S8
1 M Orchestrator & il Mz, eaafTelkst.

2 Rl TAREROE.

3 RSO TR AR, SRR

4 EPRAERIM.

5 I IREIEAE AR T PDF Uk, SRR SRBESC 20 bR A7
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{£H HTTP-REST {4

HTTP-REST Jfift ] fi2fi: vRealize Orchestrator 5 REST =M [AIAZ H, M DAEHE REST Web flik
%o BRILLIB T S TAERE REST MRS MILEAERE SOMIE NS, SRIGHEC XIS FHIT REST #:
(=

AR 5 — 4 555 HE REST (LS5 FA ] REST 5/ EATDCHObRIE TAER o A5k nl DAAE Y H e T AER K B
AL REST Mt .

AFEBIE TUAN

m il HTTP-REST 4fift

w Wik REST #RPEARGHT TIER
w ] REST #i:fE

fii & HTTP-REST {4

AUl ] Orchestrator % 7 i K B HTTP-REST fifF.

BB T{EiA
B TERZENES T HTER REST =M TIER.
7F Orchestrator & /i) TAERAUE T, FIULMNE > HTTP-REST > BC&E U5 [0UL N LAE#.

TAEREHR R
TN REST 241 K REST FALASIMEN A #o
HT- swagger Mg (LAEfFHIERD) UM REST AL 25T Swagger MR ML 4R (DLl ER) #8il REST 141,

FET Swagger MFs CREE URL) 7 REST 41 ST swagger Hif% CRARFE URL) Bl REST 4L,
VNI REST #4847 FHELEINE] REST 4L,

FARTRINE] REST 4L H XSD ZUHIINE] REST 241,

vl REST AL G REST EML e

yibE REST #1E Bl REST BRAEMITERE,

TR INASR R JRPHTRA ) REST ZEH1A115E
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TrRm&IR

% REST 141

54 REST A
T8 REST LML 2E 4
BT REST EH1

TIH REST #ff

it & Kerberos S I&iE
TEUSINFVEEE PowerShell =AU TT LA ] Kerberos S 56IE .
& Bh Kerberos S5 56UE, $8)1 ) m] LAE S WIinRM 753 1] PowerShell [OefE i 5L Fiai T,

1B
w

1

23

i

TV L REST 4471,

TPk REST LM LHPIRAE,

FEBR REST FALHITAT I XSD 4eH,
SRR AP REST F4L,

SR REST AL EHEAE

F WIinRM Hilz %5 I J5 1] Kerberos G543k,

a i Tk Far S LA 215 oI T Kerberos S5 1T

c:\> winrm get winrm/config/service
b 5 T M4 USR] Kerberos S35 L.

c:\> winrm set winrm/config/service/auth @{Kerberos="true"}

2 /£ WInRM % /i |5 1] Kerberos B35t .
a EATA TR e A R R YT Kerberos SAKIE,
c:\> winrm get winrm/config/client
b 5L M4 LAURH] Kerberos S5k,
c:\> winrm set winrm/config/client/auth @{Kerberos="true"}
AT a2 DA S WInRM IRSS 1542

c:\> winrm identify -r:http://winrm_server:5985 —auth:Kerberos -u:user_name -

3

p:password —encoding:utf-8

A krb5. conf AR HARAFEIDL M7 E

BIERS

Windows

Linux

krb5.conf SUA-HATLL ME5:

[libdefaults]
default_realm = YOURDOMAIN.COM
udp_preference_limit = 1

VMware, Inc.

B

C:\Program Files\Common Files\VMware\VMware vCenter Server - Java

Components\lib\security\

T4 vRealize Orchestrator {Y) /usr/java/jre-vmware/lib/security/.
T vRealize Automation [N vRealize Orchestrator [/ /etc/krb5.conf,
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[realms]

YOURDOMAIN.COM = {

kdc = kdc.yourdomain.com
default_domain = yourdomain.com
}

[domain_realm]
.yourdomain.com=YOURDOMAIN.COM
yourdomain.com=YOURDOMAIN.COM

krb5. conf WS RE A & 28O HAR

Kerberos ELEMRE HAMER

default_realm % P 40 Active Directory JIRZSFR AT LI IERIER N Kerberos 41 .
W IR RE TR

kdc FIENE 15 kil (KDC) H25 4 Kerberos SHIEHIsdz fil# o

default_domain JUT A e A PR E I A T BRI

T iZARICIHA Kerberos 4 FERE,

# Java Kerberos [itl & ZRIAE 1] UDP Pl TN TCP M, BAFHsTE N 11

udp_preference_limit 4,
F Kerberos S35 uFER Al 5 PR 4 (Fully Qualified Domain Name, FQDN) F= 4Bk

B RN krb5. conf KRR, WAZIE ¥ 5h Orchestrator JIR55#5IR55

xhn REST E#1

AT PLEAT TARRIER N REST RN UFRCE FHDERS S

IR

PNEPFRL B B 738 5% 5l Orchestrator % 1

i Orchestrator % /i 1 ) TAER A o

1ETARRER GBI, JRITEE > HTTP-REST > FEEJF i %] “WIN REST +HL” TAFi.
AR U REST 0L TR, RSB Esl TR

TEBRRSORRET, BN THUN AR,

7E URL SCAHEHT,  Hig A EALA L .

)

o u A W N

& Kerberos N MIFELR 52 2R &I844 (Fully Qualified Domain Name, FQDN) F-#1 1L,
7 {EEERSHER SORKE, S NERABIN 2 BR AL
8 TEEMERN SCAAET, Sy NERAEEBIN 2~ BrrIFh A
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9 kPRI REST EHLUET.
WEPBENZRINE] Orchestrator RS 88T .

10 ek B et e

pinlil R

7 TCFFIAT B HUE

OAuth 1.0 TRAEIT A SIS AL

OAuth 2.0 TR BRI UEA L

EZ%iN PRSI S50 E o
HepEoimmiat,

RS, R R R

B UURERRAH LS, I Orchestrator & Fiaske 2 OV 5 s J FFE
HE TR F I I 2 U 0] Sy a6t

RSB,

m OUREPSEESTE, R E ST,

m QIR PAIE, N Orchestrator % Pl i 2k U8 3.
NTLM 1E Windows 24 G PR EREFT (SSPI) AEALPY, #itfit NT LAN Manager (NTLM)

i IF] SR SE o

RSB,

m OUREPSLESTE, R E SR,

m QIR PAIE, N Orchestrator % Pl i 2k U8 S ] 5

FE{IE NTLM 7,
Kerberos 2L Kerberos 5[] S Kk,

BRI,

RGP ESTE, RIS E

B QUL PAIE, ) Orchestrator & P 2 0 B T AR

1M R IACEE, i N ARERARSS A A
a (Al pEPefQE By ygeiur e

LI R

7 TCFAT SR

BTN A IR S I IE
He B ERIR

puiv
m QR ESTE, HIRME SR
m QRSP 4, ) Orchestrator & i o i 2 VBT P IO 4

12 PSR IR HFR NS SRS AR U A rh Ak i 2 AR T AL o
13 (W) EEE TR A SR DS H o SIS H AT PrivatekeyEntry.
14 R T L Fi
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ER

TR IETTIE, REST Ml B R eiB st

RESR

AT DUEHARAERN XSD 29U INE] REST AL, Hal BB a7 T AFR.

RIN REST #21E
BT T TAFRCRHRA A IR PR REST AL
AR &M
n  IERSER DALV B B D365k 2 Orchestrator % P
n  BUEESE AR BRI S REST AU TR
B
1 s Orchestrator & F FHI AR
FETAERIZRAAGYI L, eITEE > HTTP-REST > BUE T TS “Hoil REST #R1E” THER.
AR AN REST #F” LA, AR Bsh TARR.
VR A A IR AL
TEBRRSOAHET, A NRAERI R
FEARR URL SCORAEHT, U URL FO3RAERRSY
AL S s TR E A S T R S 27
LA N2l URL 5k,
/customer/{id}/orders?date={date}
7 WPRIURAEE N HTTP J5ik.
Nkt POST s PUT, G DU i N A 2 R bRk o
FRARAR VST T LR

o u A W N

00

BESE

AT DAZETE B R AREAT T AR R

BZEHFHme] REST 41

PRI NaAT TAERCE XSD ZEA s InEHEH A S il REST 41,

XSD AUk 1T RIER Web IR M AR H YA IR XML SCRS, i B 2400 5 L,
PAfBE Al REST #AEA R TAERIN T E M AL XML Tt %,

AR &M

s BUEEER CALVEEE RSBk E] Orchestrator % ) i
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. USRS MWBEBENE S REST AU T %R,

SB
1 ik Orchestrator % b g TAERAA .
2 (ETAERIEREMYIFN, BHEE > HTTP-REST > BERE s “BAUZRnEl REST £HL” TAF

ray

o

3 AT CHZEMERINE] REST 10L” TR, AR Bz TIER.
4 PRI XSD 2R AL,
5 EESEHEM URL INEEH) .

Bl BE
= i NZERIH) URL,
= B W A A

6 RS T T/ .

Bt REST RIEERFT TIER

fnfPlmst REST #EGIEE H e X T /ER.

TEPTVARE A SCAE R TAER SRR S P T R o AR TAERIT AR 2R R, 120 (vRealize
Orchestrator JF & A GAFM)

BB &

. BUFEEN E AU O Bk 2] Orchestrator & i
. BUEE S NBBRMKES REST FAUHN 1.

SB

1 #:k Orchestrator % b g TAERAA .
2 ETAERIZREEWAIET, JEHEE > HTTP-REST J- 5% “ilak REST #/EARUH T/ER” TA1F

o

3 gkl amid REST 4REApcr TIEm” TAER, RGP Esh TR,
4 AR HHRAESIR R REST 1.
NI ER NI T B OK XSD B INEI L A0, ArT LR E R A2
5 TEEHSORER, HNZAE RN LAER AR,
6 P A O TR T AR SR
AT DA B LRI v IR A SR
7 HRERRVOET LR .
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& B REST ##{E

EELGE REST ik, LA ACECE ) REST skl HshZSK) REST #:E, ik kil &5
REST 5 EAE AR H B 4us s T T 258

W H REST BAERI T EH Z M,

» o/ THIN REST EHUFEIN REST BfE [ /Em DA ¥ REST MU ICHE REST 45:/E, MY REST 3=
HUFD REST #/E AR ANE, HLT{E i B AR 45 3

» i={TFE > HTTP-REST /nfflrh A FIzhA: REST #AE L /ERUK AR REST #4F, fiois/ifi ™ REST
EHIFEIN REST #8545, % TR, FIPARME REST EHUZE URL FHEMESE. LR AAER A%
P AT BB IR A P gt

»  ={7FE > HTTP-REST /R~ [ AzhASSEBOE M REST THUIMEFzIASSE0A A REST HAE T 1F
W ANITIRCE REST FAUHOCHL REST #ifE, [WMIRPR B4 REST FAHUMI REST #/EME A ki H
BRI . 121 T TAERIN, 2] DU e ELAC B Y REST FH UM REST #AEMIER 241, R REST
FHUF REST $/EASZ 52N,

BB REST #&1E

BT REST #14F

AR &4

. BUEEERE LU D BBk 5] Orchestrator & /i o

USRS NERAIE S REST AN, 7.

EZ

-

Hi Orchestrator & P TAERAE

TETAER IR S5 MBI, T EE > HTTP-REST JE S i Z1 W REST BE T 710k
AR REST #4E [IERI T BRBI TAER.

FE ] AR TP s B REST #iE,

PR ERT RIS BN A

HERRAASAT LA Fif

o u A W N
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{EF SOAP ik

SOAP Hfif} n[Hfit vRealize Orchestrator 5 SOAP N2 [RINUAZ H, M PAEHE SOAP Web k55
TR LI T E TR SOAP MRS XCONIRFE AL, SRIGHEE XIS FHAT SOAP 18,

PRI A4 55T SOAP (% FIVH ] SOAP SREAEIbIAE TARR. AT DA 158 X TAEH K 1
EhALEE SOAP AL HHHIT 55 o

ATEVIE 7L T

n il SOAP it

= il SOAP BfEAAGHT T 1R

= 1] SOAP Hff:

it & SOAP it

1EAE ] Orchestrator % i kit i SOAP Ffft:.

BB T{Eik
“MeE” TAERZEAMI S P T SOAP =M TAE -
7f Orchestrator & P LAERAA T, FILAMNEE > SOAP > Bt & i [mLA T T AE .

TARRZFR R
PRI SOAP F:H1 ¥ SOAP WM #
RIS R R RS 1) SOAP A%,
% SOAP 141 FEBRIFAIG 1 SOAP ML,
MWIHBRFBER LU, Z VR TR 5 1 TR,
BT SOAP 141 SRS I SOAP ML,
SEHT SOAP AL AL URL KT SOAP AT o by itk o g s bR AR WSDL o SC s skl - A b fndzii
SOAP 5.,
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"N SOAP E#1
JETTAZAT AR SOAP FHFHACE FHLERSH.

EZ3
1 DA BB E % B Orchestrator % Fliiiio
2 5l; Orchestrator % it TARR AL
3 fELfEREERE IR, JEITEE > SOAP > BLE TSt #IE N SOAP KL LIE.
4 BRI SOAP EAL TR, ARkt Bah TAER.
5 (ERMSCAMER, HNEHLAZIR.
6 PR WSDL N LSTRIE R,
BT Bk
P K21 WSDL B SCAAE SO
& £ WSDL URL SCAMEHET N IEAAIFIER 12

7 (EERSEN SCAHET AT EL,  Orchestrator WAZIAE LI [RINERER] SOAP ML, 3 NIZEIEHIN
8 TEEREBI SUAMERIREREL, SOAP IRAZIAE LI AN A Ty, 75 AR AR
9 MBS HIFRHE,

P B
b TRALAREEH LRI 1]
& BT LR

10 HEEESANEG U,

prii i1y

7 Tt T A E

E-¥N SEPEATS N SR .
Vi cP i S

B RARRESE, RSN R,

RBP4, ) Orchestrator % Ui e 2R L s P10
HE SRR NG5 2 517 S 3Rk

BrivE AVl S

B RGP ESE, ek T .

B QRGP ATE, W Orchestrator % it = 8 T A IR
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ZET Eiyuy

NTLM TF Windows 24 FHEIRE T (SSPI) AEZLN, #2E NT LAN Manager (NTLM)
W IEIEEgE oAl
B e ﬁf@%t

B RPN, R AR,
m QR PSAE, U Orchestrator %/ i e R B G SR T I A
FLAE NTLM 15,

Kerberos T fit Kerberos 51 ST,
PR,
B R ELSE, It E ST
m QBB P4E, W) Orchestrator % ) e 22 28 I 5
1M PEER AT TR
ZFR
TAER KR Ih2 TS, SOAP M2 B/ BmAE .,

FES R
FEATAN BT SOAP T MU SIHAETE BRI o a1 T AR .

L& Kerberos S I&1E
LEAS AT PR PowerShell S=HUN R U] Kerberos SHRSE,
158 Kerberos H346ur, 38 H /- rl LAidiak WinRM 755 H PowerShell e tHHAL Fisf T4,

g
1 1F WIinRM JiIR%% 1] Kerberos G433
a ia{rbh Mg DM A o vr ik T Kerberos Sk,
c:\> winrm get winrm/config/service
b iz TA My % LUS T Kerberos S35k
c:\> winrm set winrm/config/service/auth @{Kerberos="true"}
2 {F WIinRM % /i 511 Kerberos S35 IF,
a ia{TPA Mg DM o vr ik T Kerberos S ik,
c:\> winrm get winrm/config/client
b sl s LS Kerberos B4k,
c:\> winrm set winrm/config/client/auth @{Kerberos="true"}
3 Z{TPA M LAY WInRM RSS2

c:\> winrm identify -r:http://winrm_server:5985 —auth:Kerberos —u:user_name -
p:password —encoding:utf-8
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4 G krb5. conf SRR ILLATRILL P A2

RIERG B

Windows C:\Program Files\Common Files\VMware\VMware vCenter Server - Java
Components\lib\security\

Linux T4 vRealize Orchestrator () /usr/java/jre-vmware/lib/security/.
7T~ vRealize Automation [N vRealize Orchestrator [ /etc/krb5.conf,

krb5.conf XL AVL 454

[libdefaults]

default_realm = YOURDOMAIN.COM
udp_preference_limit = 1
[realms]

YOURDOMAIN.COM = {

kdc = kdc.yourdomain.com
default_domain = yourdomain.com
}

[domain_realm]
.yourdomain.com=YOURDOMAIN.COM
yourdomain.com=YOURDOMAIN.COM

krb5. conf IS RFE AL B 2B HAHL

Kerberos FREFRIE R4S E

default_realm & P 1T Active Directory RS swidbA T Sy UFIIERIA Kerberos 4.
AR RE T,

kdc Al el (KDC) HA8 4 Kerberos SEFfflskdzs il as

default_domain A e R E S A BRI

. Zbridib Kerberos 4 fEATE,

£ Java Kerberos A =B H UDP s, B TCP B, @WAZiRER Y 11
udp_preference_limit 24,

*  Kerberos S5l Bk 5e 2R &8 44 (Fully Qualified Domain Name, FQDN) =41k .

EERE HINEES krb5 . conf SCERS, AU H 5 Orchestrator JR&5#3R%S .

#@it SOAP #B#IEE BT TIER
(SPTDLT SOAP H{F B E1 5 ST AR

AT DLUK B e AR TAER A B S 28 TAER . A TIERITEMEZ AR, S0 (vRealize
Orchestrator H & A TH)
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Bt 4E

s BUFEETR O ALV B 0L S8k B Orchestrator % /i
n BRI NEERN SOAP EHLE. T

TR

1 s Orchestrator % /i AR AL
2 ELfERERSHSET, JRITEE > SOAP IS “ifiid SOAP H/EApuHr LIER"
3 Ay “uiid SOAP RIEAERGH T/ER" TER, REERBFEshTIER.
4 e IR TR SOAP #21F,
5 TEBHSORER, HINZAE I LARR AR,
6 P A O TR T AR S,
AT DA B LRI v IR A SR
7 RS LR .

BRETE

PRI A2 B TAF L

ik B E AR TIER

R LEAT SOAP 4R PEAE N H A AR R th 24
AR

»  WIERSER CADVEEE DI B3 65k 8 Orchestrator % Pl

. WU MERIIES SOAP LI Tk

1 Hili Orchestrator /i ) TARR AL,

2 SR TAERAE,

3 T EECIIER, AR EREE LIER.

4 it SOAP BIEFTE NS L

5 PR L.

6 (W) fEHEEDURH, EEWHEHSEISIR,

VMware, Inc.

AR

13



i ] VMware vRealize Orchestrator ffif}-

& B SOAP #21E
A DL BRI SOAP #:1E, Jois=mos TYER

ARG

1 s Orchestrator & /b i) TAEFRAIAL,

2 FEIAERIEREMHILT, RITEE > SOAP H 32l “HH SOAP #E” TAEM.
3 gl T SOAP #RE” LYFmIT e FREh TR

4 {rA]THRESIR iR SOAP HifE,

5 fZ2fk SOAP HEFREIM NS

6 HFERRET LR,

7 () fEREREBRH, E&E SRS
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AMQP #iE 85 w2 2 A Y (Advanced Message Queuing Protocol, AMQP) ik 55#% (i
Sy RER” ) TR H. AP LsATRCE LA AMQP RERFIBAS T B SO B 5, SRIE L E YR
X4 EHAT AMQP #1E.

AR S — 4 5T AMQP RIFTH ] AMQP 5 EARSCIIFRE TAER
ARFTHE 1A T 38

= [ AMQP it

n ] AMQP flfFFRAE T

fiE AMQP G4

TRWE ] Orchestrator & P K id B AMQP 6t

BB T{Eik
“BlE” TAEREHAES AT AT AMQP B T/ER .
{F Orchestrator & Pl TAERAE A, FILLNE > AMQP > BRE U5 [AIDL N TAE#R .

THEmEHKR R

ARIAEE I AMQP R,

FRRAEE B2 AMQP (UL,

Bhrim bk AMQP IHEITI .
RIS BT BT R

BRI TR

BUERE R BRI U R
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IR

PRI s T LAERRES I AMQP AR,

B
1 DUSEE DL B35 5% E Orchestrator & /it
2 ils Orchestrator % P I TAERANAL.
3 I LfEREREAIET, JRITEE > AMQP > BRE I Fiis] “IIRE” TrER.
4 R CUSIRER” TAER, ARIEREES IIER.
5 fRAt “WINRE” TIERTRNEE.
I BlE
B LA RCEH IS /8
)| FINENLIHbSE
| HIN AMQP IR S o Bkl 5672,
FEFL ORI . SREERME /o
f§iH ssL BRI SSLUE.
BRFTEIER Ve PEZ AT SSL UE FAIE T96IE
biilac= WA A%,
G N,

6 MR LETT TR,

EZES

TAERM ST, AMQP AREEZ: DR /ETE BAlE .,

BRETE

AT “HuEAE” TR, QURAAESE DR, et AR TR JEtE, R
REE

1T EIBAZ

TR Pa T LAERR IR BT R .

AR &M

n  BUEAUE OV P B B 6 5 2 Orchestrator % i
s BUFEEEANRRMES AMQP RELE, TR

= JUF AMQP REES A AT PR s T RraBASI.
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Bz

)

Hii: Orchestrator & /it FH I TARFRARAL

1 TARRZ R A BT, RITEE > AMQP > BRE TSR] 1T RIS TAF.
A TS TIER, SRR EBEEITIER.

TEZRRSCANE, H N RIS 25

VE BB H AR T Bl AR

BRI AT BRI o

AR AR LIS T LA

N o u ~ W N

EZES

TAERARE TS, RERFIiss s g B,

BRETE

FEAT LGl SR

B

AT PAIEAT LAk B AR

AR

BUREUER TV G S 5ok B Orchestrator % o

. BIEEERNERUKSE AMQP REEE, 1%,
S8

)

Hiidi Orchestrator % /i H I AERRALIA] .

7 TAERER G S Fr, RITEE > AMQP JESia] “FgifREE” T/ER.
Al ORI TR, AR EEESITAER.

PRI AR,

B2 B R AP 2 mr E

YritER T A Y JER M o

6 RERRIETT LI .

A AMQP fE&IRETIER

AMQP TAEmRZEAIUE AT H Tia1T AMQP #8761 TR o
{E Orchestrator % s TAERAEA, FILIMEE > AMQP 15[RILL T T A/ER .

H W N

Ul
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THm& ik

4iE FEFRE I G
FAHBAS SIS FiE fGEL
Pz I i R
THIEREA A1 PR AR IR

TR A2 Hhe PR AR PR B
PASCORIBE. WHE B CORIE R
JOAMBUHE AR B AR SORIE B
IHgRE IO E AR ZIE

ARASE
(EFTAEAT TR R BT E

BIR M
n UFERES U AU R 5555 Orchestrator & Pl

n  WIERSE R NEBRAES AMQP A 18

TR
1 i Orchestrator %& /i FAFY TAERAL .
2 fELfERERG ALY, RITE > AMQP JF30E] “45E” TR,
3 bR gbE” TAER, RSP R TAER.
4  EEETH OIS E ORI,
5 RELGENMHESAE B
pinlil BfE
BAFI447R LIRS /i
AHRATR NI AR
B 24 LIPS

6 THRAINEST T
A EARASY
EFTDAIBT LA ERERADN SR I s AR

BB &4
. BUFEE N E AU D Bk 2] Orchestrator & i
s BUEEE S MIBERMAS AMQP RERE TR
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L
1 Hili Orchestrator % /i F ) TARFR AL,
2 ELfERERGAIET, RITE > AMQP JES0iE “FHEHIS TR,
3 fEEERE CHEPIAAT TAER, REEEESTIER.
4 FEEEEN ARSI,
5 {EEHSCRMER, BN RIIBASI Z .
6 EREASIRS A RRALM
BET ik
2 ZIAS A B AR RS
o ZIAS A H R A=A R

7 PSR TONREERASIRE T A% P

BT ik
2 ZHREEAIIBE N i o
& ZREEAIIBE 2N i o

8 EFLE H BB A S 1T RIIEA S o

BET iz

P BICATA % o SRS e E AR ELER o 22 B B — A% P B, e
AREEIRE

& A EEDIERBAS o

o WHEBRILEN Tl
e
BETETT TAFAAE R RED R e
AR

. GUEEE R E AU EE D BBk ) Orchestrator & i o

= UEASE TN BB S AMQP AU, T

-

75 Orchestrator & P HE I TAEFRALAL

1 TAERER S HE Ferh, JRITEE > AMQP JESiE] “HIIAs#H TAER .
AEch TR AR, RIS EPEE IR

Ve N A A

Hh W N
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5 {ERIRSTAMER, HINZZHINZ TR,
6 LLESIHIL,

P %

HE FETH SIS 2 1 S5 BASIGIAE B A S i B PR P 2 P TR e
X

i B R R A BT AT TR R B S e B2 I A B . SR e BB A
A2 4.

Pk B St asadtie, HBHER ] WERAIE. — D0 x-match FURIAZSEL
J e LAk

e e P S IE R IS P R PI TIl AT PE AL

7 EESSHES AR A

BT ik
P AR A T AR AR SR B
& A AR T AR SRR
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AR CHERESINE] SNMP £ THER, SRE BB LAER.
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TERAY AR, R Y,

7 OID SCAKEMT, A NEEA AR BN GARIART o

VAR h7sfil OID .

= 1.3.6.1.2.1.1.5.0

= .1.3.6.1.2.1.1.5.0

= 1is0.3.6.1.2.1.1.5.0

B ARG RAE B A iso TPk HEA Y h 71 OID {i.
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IR SCANE B 2%, 2>l HI2EHUAN OID 248 A Bl E AR
8 RIS T LFER.
RESR
PR AR B Ho A f0is A T AR

I8 SNMP BEREEM
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Orchestrator HEWiNT SNMP B BFR s o
SNMP $E1E57 F5 SNMPV1 Fil SNMPv2c [,
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FEBFENEET/ER

“FEBFEAUEEE” TR AT TR SNMP BB T AR
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TArmAEHR Eiipu
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&8 SNMP FBt#H O

BTLLEAT AR Orchestrator HIRAIT SNMP [
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s BUERE R E A PUEEE 0L 3 E 53] Orchestrator 2 i

n GUEEET MNIBEAEE SNMP & &N s,
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PR SRR A
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9 LBRE RN
10 7ERA TR, EIHEAL > OnTrapAll,
a R LIRS IZ NS K
1 ARV g R I B
12 7ESREEAIEI, A Biep oh U4t SR T B IS Bl S
RE5R
AT DAL SNMP [EARF =R LSS

SRR P B R B

TR AR B X AR DU TR . gRRapesnsi, Ao OISO e s sk s, JF 8
S S R TR AR AR

AR &M

m BUFEOET OV DL S 65 2 Orchestrator i

s BUFE RS MIEEAAE S SNMP & dT 1%,

-

Hii: Orchestrator 2 i Hh (1 SRBE LA o
AR ARG ) SR \EAEASA T, A B T i R I T e PR 1 SR
AL S R SR
TERRELIR I, Gt SRR E e . e Angiig .

CAIR) PRI K b, AR] DURERF E LA R s A RS S5 e e, T B A st I e A
PRI AR B SR A R PRI il i 1B 5 ST AR
6 (i) TERPRETTR I, AT LUMBBOL AR .

LRI DA P B AT s S B AR 1A T SR A AR o

7 B BRAEFFICHIAR g R A
8 {ESRMEANEIrh, AR g I S R Bl SR

a ~ W N

1@ SNMP &k TIEiHR
SNMP T AEFRZISNEW] HTHE TR SNMP 3ok CEFr ol D (1 T 1ER .
& Orchestrator & i) TAERAA T, FTLUMEE > SNMP 15[RIL0 K TAF .

TAEREHR R
FRHA 5 SNMP {1 X SNMP 5451217 GET BULK #ifi,
RN — SNMP i X SNMP #5117 GET NEXT #if.,
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TYER AR Eihuy
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Active Directory ffif: (VMware vRealize Orchestrator plug-in for Microsoft Active Directory) Rt
vRealize Orchestrator fll Microsoft Active Directory 2 [A]SEFNAS H o AT DUE 2470 5 shid
Active Directory #§:/Eff) Orchestrator T {Fifi.

VAR S — AU LR AR DLOTHER FIFEEE AP @ S LER, HBhAEPE Active Directory I
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m [l Active Directory #fif}

m  {§i{] Active Directory #i{; T {E# %
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EHEHE Active Directory Jfifh1%E825] Microsoft Active Directory 9:44l], #4705 Microsoft Active
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Active Directory Jfifl-27Eig B b AT IHE R Microsoft Active Directory sRBIF AT AR %, 45
AIDAfE TS AR A T 2 8 Microsoft Active Directory X5 izAT [ AFi.
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TYEREHR EiuY
AL AU TEIA HAVPA R O R A
YRS ALy MK Active Directory SEFIHI 441,

LIRS TR ER Active Directory SXIrRf 4141 s Rz DL K AN AT A R AT 4 52
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TR AL B TEABUAN P QI WA T SSL e, WA S0 HURIG AT e v i 23
N

TEAL PO R A QT E S, FTRAE N O SRIN TR AL
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Windows 2000)”
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FEERALR D THEEATL
TR SR
FEBRALR L
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2 BHCH ARG R AR, AR =7 REST API Ui

a i HTTP-REST fifhiiy “Ushn REST #/E” TAEMRAIE REST #/E, FHoBf X Se /e b 24
N REST APl 5,

b B R ES AN B LR R X e REST el A .
AREFHRE T PAF 32
m  Dynamic Types f® T/E7

Dynamic Types Bt & T

Dynamic Types {1y “Bler” BAFEAR LI r T elEsh 2 . I XSD SUA- A N
3G PARGE X BB S L TR AR

7t Orchestrator % Pt TR, n[LLAEE > Dynamic Types > BEE UilIbA F LAF.

TAERARR R
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I XSD SNZEALES MXSD SN E X
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il il
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PowerShell {15 T /EF &0 S 2R T8 PowerShell M1 14T H 2 X PowerShell #/E1 T AE

.

ito

AT PAE Orchestrator & it Hh il R BRAR RS AT Y PowerShell Zii, #mT AGE A IA
AP KIT & FE ST AR

AREEPHE TUA N 38

= VMware vRealize OrchestratorPowerShell ffif}-ff /7
il PowerShell ffiff

m  fliJf] PowerShell $#ifi5 i

m  i={T PowerShell A

m ERRPE

w R A A A5 R

m  PowerCLI 5 PowerShell ffHfF4ehk

w  RBER

m  1jj[1] PowerShell ffif}- API

m  {fi[{] PowerShell 455

m i H PowerShell {155 JHA ) 75

m  BEHEER

VMware vRealize OrchestratorPowerShell FHEE /T

PowerShell {515 vRealize Orchestrator 11 Windows PowerShell 2 [l T35 1

i - ). Orchestrator ¥ERI T VEFHHE ] PowerShell AR cmdlet FEAMREE SR . 12318 —41
P TAER . #sik nT DA B EE St AP E & XA Ei o
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PowerShell iH{E2H 4
PowerShell ffif Bk T2 N A BEIE 151 T o

vRealize Orchestrator fill WindowsPowerShell RIS &, imiAfER Ao s == 2 [ A8 H .
PowerShell ff¢f-ik ] DL S HAALE (514 vCenter Server 1 vSphere PowerCLl) #1755 H .

20-1. HHEX &R

vCenter Orchestrator

vCenter Server

vCenter Server

Erija

PowerShell

b

WIinRM/HTTP(S)
5% SSH

l

Windows

® WinRM AR £5= OpenSSH v5.9
® PowerShell

® PowerCLI ( A% )

ZATE AT LAE TS OpenSSH 1 WInRM 1l {51 5 WindowsPowerShell 101{5 . 152 WL E WIinRM,
WA DLEFCE PowerShell it} 5 vSphere PowerCLI fil vCenter Server £k, 1520 PowerCLI 5
PowerShell JHf-EE 55

F A DAEEARR L E BT A R — iJr )rILLfc i5 I vRealize Orchestrator #l
Windows PowerShell, PowerShell Jfif:f i FTE 0L T P BER N S R

4 PowerShell {4/ vRealize Orchestrator I

R ] Orchestrator Bt B AL K238 PowerShell ). R VI{#i ] Orchestrator % Fimiaf 76
AT AER AN IS AP,

PowerShell f#if}- i1 vRealize Orchestrator {2575, Orchestrator &— AR A&, £
BERTY R T AR KT VMware vCenter JLRHZRR I E A AR

Orchestrator AJ it HHJAHE 400 55 B iRk ) ZE0E T8k . PowerShell & —/ il i G5
Orchestrator ST B Ty Z 107~
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{ERiEHS Windows PowerShell 1T H

Pl DU FiZAdi 24T Orchestrator [ /E7, Mifi 5 Windows PowerShell =AU T4 HIFHUTIESS
Blan: i PowerShell A

Windows PowerShell ;&35 TS 24T shell AR S, & ANk

BLE WInRM

T/E PowerShell f#if-Fll Windows PowerShell 2 [FEEv i%E8:, 042008 WInRM Bt & 0 (i Sz R roam
sl z—.

PowerShell #fiff 3% £F Windows Remote Management (WinRM) 2.0 7E &MY,

RS2SR B UE o

SHBIETE AR
HN TR P AR R 2 2 SIS UERL
Kerberos SRR U % P AR 55 /s SR T 24 B e i

& PowerShell ffif - ASZR(E WINRM ZeikH] 7585 HLA SRy CredSSP B 3eit Jyik.

EF HTTP #J WinRM

PowerShell ffifh % Frfnt HTTP P S WIinRM EALIH TR . 25 WINRM SHBE U T 9056 0E, {HEL
PRI, HAEMLE LA AL k1% . AR T ER R RIRCE T IPSec, #EMA# H
HTTP %,

SRS (BE, AL AI Pl WInRM L AlLowUnencrypted LSy true. 7
K HTTP BLEMRB, E2 0K WInRM Bl E ] HTTP,
EF HTTPS B9 WinRM

PowerShell ffifh 3 Frd st HTTPS #4% 5 WInRM M TS . ATLUE HTTPS th /e 2241 (5
ik

BAEH HTTPS i, A0 — A H T IR 28 S A3 UERIUESS, FHAE WIinRM 81 F2235Z0E . f %
HTTPS fid P, 152 0E WIinRM fid B o H HTTPS,
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% WinRM BLE A{ER HTTP

TP WINRM B it HTTP 1% 5 PowerShell $if b Tim s

AU E WINRM EAL FBT T4 K82 WInRM S o 25T LK R — A LTI WinRM JRZS Al
WinRM & i,

BEEHEG AURAELER WIinRM BCE ] HTTP IN BRSSP, WA ASEINENL, IFHATRe A
HEH R e, Bl

Caused by: org.dom4j.DocumentException: Error on line -1 of document : Premature end of file.

Nested exception: Premature end of file.

at org.dom4j.io.SAXReader.read(SAXReader.java:482)

at org.dom4j.DocumentHelper.parseText(DocumentHelper.java:278)

at

com.xebialabs.overthere.cifs.winrm.connector.JdkHttpConnector.sendMessage (JdkHttpConnector.java:117)

L
1 dsfTh Map @ L E WInRM B ERIAE .
c:\> winrm quickconfig
2 (i) BT M S EIT R S IEEIE T, FRIEER AR H o
c:\> winrm e winrm/config/listener
HTTP (kAN 0k 5985, HTTPS [1EkiA Il 5986,
3 7E WInRM fIR55 [ TIEEAR S50k .
a iz{Thh ML DM E & v Skt
c:\> winrm get winrm/config/service
b BT M LURHIEEAR St .
c:\> winrm set winrm/config/service/auth @{Basic="true"}
4 ZTPA Py A LA UEAE WINRM JIRSS AL A s i o
c:\> winrm set winrm/config/service @{AllowUnencrypted="true"}
5 QIR WInRM JIRSSIIEES T SR 200 % 5 strict, N HAEENCY relaxed,
c:\> winrm set winrm/config/service/auth @{CbtHardeninglLevel="relaxed"}
6 (£ WIinRM %& /i b i HIFEAR B
a 1T Fap LA a2 15 e vr AR BBk .
c:\> winrm get winrm/config/client
b BT M DURHIEEAR Sy uk

c:\> winrm set winrm/config/client/auth @{Basic="true"}
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7 iz{TVA Far S ARV WINRM % i bAoA I 4k o
c:\> winrm set winrm/config/client @{AllowUnencrypted="true"}
8 Wit WinRM NI, 1HIsf LA Man & UHEEZ AR L.
c:\> winrm set winrm/config/client @{TrustedHosts="host1, host2, host3"}
9 IE{TLA M IS WInRM JIRSS R o
c:\> winrm identify -r:http://winrm_server:5985 -auth:basic -u:user_name -
p:password —encoding:utf-8
% WIinRM BEE H (£ HTTPS
AT DL WINRM =AU ik HTTPS 1Y 5 PowerShell #4115
WInRM EA LT A T LAEE HTTPS PhBGdE Tl s . AT DGRBS B AE b 15 B, ] LG
JE T .NET Framework SDK —#FUiEF a2 T 1 (makecert. exe) 2B FIZS £ b4,
AR
n K WInRM BCEDAEET HTTP Il ACHEMEE, 120 WInRM BCEDN ] HTTP.
s BUEEVRIAE WInRM 4L Ei510] Microsoft £ R 5 (mme. exe).,

S8
1 AERAZZUEDR.
PN AT 5 i H makecert. exe 75 WIinRM 41 FAIESIE-B I R BIETE

makecert.exe —-r —pe -n "CN=host_name-3,0=0rganization_name" —e mm/dd/yyyy —eku
1.3.6.1.5.5.7.3.1 —=ss my -sr localMachine -sky exchange -sp "Microsoft RSA
SChannel Cryptographic Provider" -sy 12 certificate_name.cer

2 @] Microsoft & Bl S U INAE S IIETS o
a iznf{J mmc.exe.
b EEIE > HIN/MEREEERIC.
c  MATHIEHIRITHLT, b, RS EERIN.
d EHEHENKFIFRE T2,
e HuhZER.
f ISR > EBEHEDD > A > iERAEEH SR > EB T END > ZEENR
MEPBIENIM > WEFH4E Tub1s.

AR Z AR HIARIE R DR A AR A S AR 2505, AT a2 2
3 HIEFRIRSCI LA B HTTPS WilTas
DL a2 TS T 018 HTTPS il 2 mBIiE
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winrm create winrm/config/Listener?Address=*+Transport=HTTPS
@{Hostname="host_name" ;CertificateThumbprint="certificate_thumbprint"}

b 2| ST UE = EA QA R S Y 9
4 EER,

PA R e AT 88 T IOE B s ik

winrs —r:https://host_name: port_number —u:user_name —p:password hostname

Bl & Kerberos S I&1E
TEA AN BE PowerShell =ML T LA ] Kerberos S35k
&1 Kerberos 8, 3 FH AT DU WInRM 12 ] PowerShell (Ut it izt Tar .
EZ
1 1E WIinRM JIg55 )5 1] Kerberos S5k,
a ia{TPA ML MG A e vr ik T Kerberos Sk,
c:\> winrm get winrm/config/service
b e A My S LS Kerberos S3%6iE .
c:\> winrm set winrm/config/service/auth @{Kerberos="true"}
2 7F WInRM % Fiifi | 3] Kerberos S35k,
a 1T Fap LM & 215 o vkt T Kerberos S%GIE,
c:\> winrm get winrm/config/client
b HIETTLA M s LS Kerberos S%iiE.
c:\> winrm set winrm/config/client/auth @{Kerberos="true"}

3 TP Far e DA WInRM IR S51iES:

c:\> winrm identify -r:http://winrm_server:5985 —auth:Kerberos —u:user_name -
p:password —encoding:utf-8

4 G krb5. conf X HARFRIDL MO E o

BIERS B

Windows C:\Program Files\Common Files\VMware\VMware vCenter Server - Java
Components\lib\security\

Linux FH 4N vRealize Orchestrator 1) /usr/java/jre-vmware/lib/security/.
FiT- vRealize Automation [N vRealize Orchestrator [ /etc/krb5.conf,

krb5.conf YR DL FEhHy:

[libdefaults]
default_realm = YOURDOMAIN.COM
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udp_preference_limit = 1
[realms]

YOURDOMAIN.COM = {

kdc = kdc.yourdomain.com
default_domain = yourdomain.com
}

[domain_realm]
.yourdomain.com=YOURDOMAIN.COM
yourdomain.com=YOURDOMAIN.COM

krb5. conf WS RE A & 28O HAR

Kerberos ELERRT  HAMER

default_realm % i 40 Active Directory JIRZSFR AT RIS IERIER N Kerberos 41 .
H O IUERS TR,

Kkdc AIYEREA 0 Kol (KDC) 25k Kerberos ZELFFEA Hil#s o

default_domain T AR e AR E IR A T BRI

7 ZbridiHIA Kerberos 4 At

# Java Kerberos [itl & ZRIAE 1] UDP Pl TN TCP M, BAFHsTE N 11

udp_preference_limit 4,
F Kerberos S35 uFER Al ] 5 PR 4 (Fully Qualified Domain Name, FQDN) F= 4Bk,

EEERE NINEES krb5 . conf SCPER, ATIE T HE) Orchestrator k55 #i55 o

Bt & PowerShell 4
W E ] Orchestrator % P kil & PowerShell .
BB TER

“BlE” TAERISHE AT HTEEE PowerShell AL TAER o
{E Orchestrator % J Ui TAER AN, TLLMNEE > PowerShell > Bt & 5 [1]VA N T /E .

TARRAHR 132

7RI PowerShell 341 K PowerShell =ML IS .
Tl PowerShell 141 IR L) PowerShell +:41.
HUET PowerShell 1AL BUBH@{TIT AR PowerShell 1241,

I5UF PowerShell FHL  BUEHET PowerShell TR E
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il PowerShell E#1

7 PowerShell FHUIFER I T TARRM E EAUERZE AT LA E S it sA i PowerShell AL
U8

E7Z S

)

PUTER B3 Sy 855 5] Orchestrator % /i .

Hiidi Orchestrator % /i I TAERRALIA] .

1 TRk G A Ferh, JRITEE > PowerShell > BLE 2% “Uilil PowerShell 1H1” TAE .
AN PowerShell LU TR, ARG EEZI TAER.

TEBRRSORRER, N THUN AR,

FEFENUNP STRHERT, A N AL

o u A W N

TE  Kerberos Sy ubER A 52 EH % (Fully Qualified Domain Name, FQDN) F ALt .
7 CAIER) FESRESCARMERD, SN LM,

HTTP Frilf i1 5985, HTTPS Blisfsi Fsi I 5986,
8 PR EERY PowerShell FHIZH,

a  EEHTIN

W WS HTTPS &RY, M PowerShell EHIHIIE 12 5 A\ %] Orchestrator %54
JE

b EE ST,
BEFEEW QRS Kerberos SMyIGuE, WAIHE WInRM Ik R HE
9  EEHEMERER) PowerShell MU T 2 i 260

Brini| R

HELE AR P S A R B B e R L, IR L S 25951 PowerShell 3 H15%
e

HRAPSE Orchestrator % it B . BAilA user@domain 1% &

S %] Orchestrator DA TIBH PL g ki,

10 M Shell fESTT MM, %P PowerShell fif 4R 27,
1 BERRET TER.
Z&R

TAER R IhZETE, PowerShell EHI2 B RiE o,
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{E FH PowerShell §&E#E

Powershell it} 2 (eI A 2i) PowerShell JHLAFONF RIS, 4T Db B EEIZR
AT Z R AE PowerShell A% i1 T /ER.

PR DATERRLETOTE SR W 4% PowerShell EALM HAS B ORI ecmdlet, £ fE EHTAB A DA &4 B
JC, FHHANMFE ST E I IS cmdlet,

BRSO R TR, S A TR > APE®Em > ER, RakhEBRERER ETICE
BV, BTG, YA Orchestrator T NI, B s rl feiZont g4 Hf TG T
{Eo

iZ1T PowerShell Bz

A PLsiT TAERPAAE PowerShell =4 i FH AR 1 58 XA

8 A PowerShell Bz

AT PAFEREAE b i — & A Fisf T e B 2 X PowerShell A,

BRI

. BUEEE R E LT D BBk 5] Orchestrator & 7 i,

n BUFEESMWEEUAE Y PowerShell =4 1E s T 48,

EZ

-

Hiif: Orchestrator % i Hr I AR

1 TAERIZR G PH, RITEE > PowerShell 3532 “#H] PowerShell JAZ” T i,
gt T PowerShell JAAR” AR, SNRER B LIER.

WEBEEAE H s TR PowerShell 2471,

FERIASOARE, BN SR IS T PowerShell A

PR LIS T LAFf

A A SMER R S
] DUEEAERLRG Bh i— & ML Easf 7o PowerShell A,
ANES PowerShell AR S 7E L psl KA BAELZITHY L ps1 XA AU74# T PowerShell F-4/1H1,

o u A W N

AR &M

s BRSO ALV R R S B 5] Orchestrator & /it
U NEBNIE S PowerShell T UEN T idz .
ARSI AR RES I EA . ps1 SRR T IRIAUR .
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Bz

)

Hii: Orchestrator & /it FH I TARFRARAL

TETAER 2R G, JRITEE > PowerShell J- S5 I MR T AR5,
Ak PINBIA” TAER, REEEEsTIER.

R IE TR PowerShell 4L,

TEZRRSCAME, A NAHEEEATIOANG . ps1 ARSI 4.

ua h~ W N

E R ps1 SUHAEERINSCAE ey, AU N SO AR o AR PT DA T R Ge bR AR B R AR e A
%, . $env:HOMEPATH\testl.psl.

6 (ESBCCAHET, B NIASEL
HRHEDS PowerShell #2544 rh AT AR AT .
7 AERARDUET TER.

A RRIE

AP histT TAER AR AR T PowerShell A Dk PowerShell cmdlet [#E, 4] DL A= pk I EVE R
AT B E X T AER.

M PowerShell Bz 4 51821k

AL T I AER, il Frie i PowerShell BIAAEcHRAE, AUL AT DA BSR4 pl— AT DAsf THrE
R R LA

REATLASE Ay 2PN A PR AR BIASHEEA T B S o NS AT, AR A LR A B Bl
string JIUAIN M RIFSE 1A THRAERS, ATLCRE SChRERR O BRI ES A B R 24

ARG

1 #ik Orchestrator % b g TAERIA .

2 ETfERARESILS, ITE > PowerShell > A2 Gt “ifiid PowerShell AL AR
TR

3 fkrasl “aid PowerShell A BCEAE” TAER, RIG0eRRsh TR -
4 TERASORMES, B NBORI A AR ER Y PowerShell JEIA,

H ATLMER] {#ParamName#} 150 FH FAANROS (27T o R (27T string 288, I ApAZiifid A
B 535 A AFO (L F 1 2 A
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VA NEASR B R T A LR i B E S B B I AR S AL

param($name={#ParamName#})
echo $name;

5 ELBCCTRMER, B NZA BRI 25
6 P H A AR R B A B
7 PSRRI

g i
P Al AN FIVABA TR AL AR R R B PR RN s B A HL A ol PRI ST

E AR AR AR E S TUE SN AT Invoke Script UMW AE R &4

o

w R T AR
8 ARRRIETT TR,
RSB

TERTUAE FESCT AR P A S T AR IR A o

71 PowerShellcmdlet 4 B2 1E

I PLisfT TAER N PowerShellemdlet AT S S A it E . fERZ8AE, R DATE
Orchestrator Hif#i f] PowerShell g, A0 DIk e i — AN s T AE A B o~ B A E R

A DI R s S PowerShell B S [ A0 A6 . 48R DA RO B2 5 i aa 2 (fgilan
Integer. Boolean. Char) . .NET FEJperh ok 1P X2, 34T PowerShellemdlet & X AERL
BRPERT, B AHEGH emdlet 24022 PL Orchestrator V-5 CFRHNZEM AR, PowerShell ffiffE X 1 2624
Wb, AEIHOL T, BRSNS BN Y Orchestrator 2878, G uds2PL
PowerShellRemotePSObject M AR [HIEA .

AR &G

s e DALV EE R Sy Bk £ Orchestrator % )i

n R NS BAE S PowerShell =HLE ST 7%,

S8
1 i Orchestrator % /i i TAEFAIA

2 ETIEREREMBIZET, EITE > PowerShell > A EH-SMi%] “J PowerShell cmdlet 4 #:
E” THER.

3 gEd b PowerShellemdlet A= sctifE” TR, RIGREEBh TR .

4 RPN AR EN EHETHY PowerShellemdlet.
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5 b cmdlet S EIE,
ENCT B LERRTHNIE > C 5 S S @ N IR
¥ Aciklid g BB SCAREH N RO BS S H e Xl . B A E 7R, SR ¢
BSHEROESNSHINER.

6 (EERRSCAMER, g NEAE RIS

7 B PA ER R B R

8 PR ERC LA,

7R ik
= A AP DUEA AT BRI O it S BB e A T At S
%,
VNI TR £ (o BUE XA Execute Cmlet DS AE el it
4.
= AL R
9 REHRAEIT LR,
RESR

AT B SCLA R A R S T AL IR A o

FRMEZ EfFmEAER

PowerShell ffifF SRR 45 RVE N S H(E PowerShell JAASTIZ [alfe1 . A EERILIBEA, Fra i ATHS
WA TRl — 221l

PowerCLI 5 PowerShell iE{FER

AT LR S =0 i B T O T HIZhRE . (141 VMware vSphere PowerCLD 5 PowerShell -4l i
Mo

EEESE =R TIAE, 2T T PowerShell L. AT T2 b v s P
TG, WAUFIES I ] AddPsSnapin #4E. ] PowerCLI i, AR BRI TTI 2 Bl
VMware.VimAutomation.Core,

PowerShell ffif |- A2t 85 = PR B CE AR R E. 8T LLzAT “Jl PowerShellemdlet A
PE” ARk A s T 28 =7 PR TR E . 152 W0 PowerShellemdlet 2= s #1F
com.vmware.library.powershell.converter #4506 VC: <SomeObjectTypes K G ALY

PowerCLI FHR W4 s Aty @i, IhfE ] il vCenter Server fifhHf) T /E# 5 PowerShell Jifd-Hfr)
TAERMATAH, FAEPANEIEZ G E S
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FEREE TR

AT DU e TAER 2SR~ ARG PowerShell $#iff15 PowerCLI Z [HIIEEA . 452
W, PowerCLI A4 PowerShell 41 E.

Fets” RO TAER R TR I RE o
i PowerShell {fifEH A3k PowerCLI il vCenter Server ffiff-iiifT A Al FI2E . NSRS 2R

E- S

7£ Orchestrator & Pl LAERAMAE T, FLLMNE > PowerShell > 7rffl > B¥es 15 7L T TAERi.

TAER AR Eiipa
$ PSObject f#ftiky vCO 4 5 PowerShellRemotePSObject H4 >l VC:<SomeObjectTypes,
B PSObject #:4 vCO W4 11445/ PSObject  f PowerShellRemotePSObject 4k VC:<SomeObjectTypes T #44 ,

B vCO W3R 4%l PSObject 4 VC:<SomeObjectType>§1ih) PowerShellRemotePSObject.,

A TAERR
R TARRBIE T TR EEATI B T f.
7E Orchestrator % i TARWHLET, FILAMEE > PowerShell > sl I F I {3

TAERAFR R

ik APUITIRIAS s dn i w] I REIAS AP i) T] PowerShell i,
S F RN St PowerShell A 74 FIYH RN A
AT BORAUTIE T2 B LHHE I cmdlet,

DI N LIRZS PSRRI LI o

ifiia] PowerShell & API

f&1) Orchestrator API Explorer, #1] HH %42 PowerShell #fiff: API HEFAITCAY, [ iEn] T A
JLEIN JavaScript A4,

1 DU DI BBk 3] Orchestrator % P,
2 it Orchestrator % Uiukimnl TAER ST . RIS RS A E i R 1B T AR K05 [0] AP
Explorer,
m  Filk Orchestrator % Fiifn] APl Explorer, ififE Orchestrator % i [ ks TR >
API Explorer,

[ —

o FOE TARRGua . SRS AR AR E A IS T IR L0 1511] API Explorer, 15 fidi /s
MFIEER APL,

3 HEJRIT PowerShell ffiff: API R INZRESMIIZR, R EAMEHE T PowerShell Fibk,
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EHE

ATDAM AP SR G H AL AR A RIS R AR BAHEH . % AP AR SIIEZER, B30 (]
VMware vRealize Orchestrator #E/7H 4 )

{£H PowerShell &

TRV IR PowerShell $8E API RS LA Windows PowerShell iz [ 455
AT ] PowerShellInvocationResult 25475 R AG 2 Friat TIIAS A OAS B .

Tk #R
getErrors(Q RIEASI IR ) PowerShell 513 T IRSIZR

getInvocationState()  JHIANIRA, TTHEMIE N Completed BE Failed.

getHostOutput() PowerShell #8141 SR A H
getResults() PowerShell 53R AR5, IR FIEN S 255 PowershellRemotePSObject.

PowershellRemotePSObject &= PowerShell 58 M4 [fi e LI JE R, PowershellRemotePSObject
B8 XML PR, Al i getxml O JiEdEAT151R],

PowerShell ffifF A3 f—A AT HIT6 XML 85 - T B sy, AT A [P e e N S i
getRootObject ) S AFRML TSR U5 MRS . 1 1E U T, getRootObject () /5 iE2> i LT HIIIKES
PowerShell 255y %] Orchestrator R A] HI2E7

n USRNSSR GG PowerShell 2884, TG 2L BIAHN ) Orchestrator JR 4632,
n GPRRMIIRSOE collection 28I, NSRS RN ArrayList,
m WSR2 dictionary 2528, NN 2357~} Hashtable,

SRS complex 2870, ISR 2% RN PSObject.

M PowerShell £ & BRI 2B 7=l

PRI PABEY) . ORI AIgREE JavaScript iR GR S A, HTHUTE L PowerShell {155,
BRI HE LS E, 550 (vRealize Orchestrator 1k AT

7fl: #id APl iE1T PowerShell Bl

R L] JavaScript it APl ia{T PowerShell K,
HRBIEIARSHITIA FRLE,

s 2T A PowerShell 41,

PR TIR.

KSR,
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» KM

var sess;
try {
//0pen session to PowerShell host
var sess = host.openSession()
//Set executed script
var result = sess.invokeScript('dir")

//Check for errors
if (result.invocationState == 'Failed'){

throw "PowerShellInvocationError: Errors found while executing script \n" +

result.getErrors();
}
//Show result
System.log( result.getHostOutput() );
} catch (ex){
System.error (ex)
} finally {
if (sess) {
//Close session
host.closeSession( sess.getSessionId() );

}

. ERER
#AT DU JavaScript 48F PowerShell A2 TR 45 5.
R BIEIA AT LA 41

n OB PIIRA,
m PRGSO .
m 7 RemotePSObject 251,

var sess = host.openSession()

sess.addCommandFromString("dir + directory)
var invResult = sess.invokePipeline();
//Show result

System.log( invResult.getHostOutput() );

//Check for errors
if (invResult.invocationState == 'Failed'){
System.error(invResult.getErrors());

} else {

//Get PowerShellRemotePSObject

var psObject = invResult.getResults();

var directories = psObject.getRootObject();

var isList = directories instanceof Array
if ( isList ){
for (idx in directories){
var item = directories[idx];
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if ( item.instanceOf('System.I0.FileInfo') ){//Check type of object
System.log( item.getProperty('FullName') );//Extract value from result

}
} else {
System.log( directories.getProperty('FullName') );//Extract value from result

host.closeSession( sess.getSessionId());

. FREEXERERE
PRI ] JavaScript 105 H & XAE %R E] PowerShell =41,

var sess;
try {
sess = host.openSessionAs(userName, password);

var invResult = sess.invokeScript('$env:username');

//Check for errors

if (invResult.invocationState == 'Failed'){
System.error(invResult.getErrors());

} else {
//Show result
System.log( invResult.getHostOutput() );

}

} catch (ex){
System.error (ex)

} finally {
if (sess) {
host.closeSession( sess.getSessionId());
}
}

U FEHERR

RAERE ] PowerShell $eifd-Hsf i 21 A8 H A SRRk, ] DA HE bR 8L T ik fiide (]
EAO

B Kerberos EHHEIZR

T A TEERE, AT RR RS 544 & Hul (Key Distribution Center, KDC) 541 |1 Kerberos
FfH B R IhAE .

VS

AR &4

&1y Windows T
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L

1 ESRAIN Y% kol (Key Distribution Center, KDC) [rsi7 il

2 VEER S RS

3 MR E T, JEJF HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa
\Kerberos\Parameters,

4 YR LogLevel JENFRIE 7L, A8 oI,
a AHRESE, WP > DWORD (32 fi7) H, A/5Hi\ LogLevel.
b EESBOFAAMER T, B LogLevel, SRE(EEUBERIRE: AN 1,
Windows Server 2003 B S i AT B85, #ris e B A28

S

Kerberos i 3145 H il s’ AT 548 Windows - H b,

BESR

AL Kerberos Fiff HiGcxkhhe, 15MHER LogLevel JEMIAIIHE Bk HAE Bl Oy 0.

Kerberos ##EE R ¥ 2 Ak 5555
IRINT i Kerberos S EUEIIIRSS 285, RS 78 R RESS RIS AN M4 I A4 A B o

18]
LB ERIR S A5, 7 Kerberos Hifa e rhA B Z R 55 7%
AR IR : RS HOEIE HLRIZA : Kerberos HUREETAKIESE (7))) (No valid credentials

provided (Mechanism level: No valid credentials provided (Mechanism level: Server not found in
Kerberos database (7))))

=

IR AT BRI 2 AR B DTN

= PowerShell =R —H7 0

w BRI

»  RIEFE PowerShell AN SS -4k 25

E Hisk P Mk, Kerberos S ¥uF ASEAEH o
fRRFER

i Kerberos G55 ubZs i PowerShell =41, i\ DNS ik NetBIOS Hir.
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Toix3KEN Kerberos EiiF

WERTR LR IE AR, FRIRECTERIN Kerberos ZEiiF,
Bk

IR FAA BRI EoRP M DAH R .

& U8 iF S R (Pre—authentication information was invalid) (24)

eS|

TR R

BRTE

PEBE IR o

Kerberos &A1 1E E B EIZ ERESH XK

] Kerberos fitl B (IERIEHA I [R5 B — BT AR 2 T B S g6 Uk 8L

j)

AR Kerberos FEATHNIRNGA S5 UF sk A ToE 5 2R8I oA #RIE R

Clock Skew (IF4hRi#)

e

GSRFRGEH TSI AR Ge TR] S 3R il sl H A 2 =i i) AR e TR ZE 5 230 1, U] Kerberos Ly
ERRIK

BRAR

A2 IR A e T

Kerberos MG IE 1R R IKL

B SRS RTET ok WP BT Kerberos SHAMEN  FI Powershell LALITEA %
B

SE]

230K PowerShell FHURINRIGEH] =08 sk “A S FEHE R, TERSINMOTE R
PUTF EE15%

THIAATE (601) — AR4BEBINGIE (BEM A HRAZFR: addPowerShellHost#16) (Null realm
name (601) - default realm not specified (Dynamic Script Module name :
addPowerShellHost#16))
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ZYeS

BN LE Kerberos BLF SCHF krbS. conf i, WA EA P45 At
fRRTTR

1£ Kerberos FUF SR IEERINSSL, BiAE Kerberos BHAIEIN7E I/ 4 Ardiiist.
ToiEVI B SUBRI A 5 & Rl

IR krbS. conf SCAFHELEFEATHISHE, TAE SEANRINAIL

i 7R

PRINAEHUN . Kerberos BHRRIEICIE TN yourrealm 153 & HLy (KDC).
TC IR YOURREALM. COM 1) kdc (Cannot get kdc for realm YOURREALM.COM)

=Y

krb5.conf XH-HAE) libdefaults il realms {0 I AR PEE k.

RRAR

B4 krb5 . conf XAH 1ibdefaults F realms & B 5 o1k,

TR R EIBOAGiE

Wik Kerberos Pt B AR Sk hD A I/, 7580 T Kerberos B3GR Orchestrator TAER AIfE

TN
[a) &
Kerberos S5 56 1E o 1R B ER AL o

TR B BRI SR

RE

% | {£ %] vRealize Orchestrator Appliance [fJ Kerberos fil & 324 krb5. conf CL7EIE UNIX #/E &% |

BT R, AR RIS AT RE A IER

LA ES

b 7 Orchestrator #2512 krb5. conf SCfF, SRR RAZIGE UNIX, FRF4Rh il Az ANSI A

UTF-8,
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{# F§ Multi-Node #HEf

Multi-Node ffith T{Em a5 2 RmT T4 2431 . Orchestrator 52l DL Orchestrator 3550y
FREE T AR

AREFEFE T AR 38

= VRealize Orchestrator Multi-Node {71
= L # Multi-Node fif}:

IR TR

»  {liJf] Multi-Node fif}-i &1

= ijj[i] Multi-Node fifif}- API

= Multi-Node ffif il

vRealize Orchestrator Multi-Node H#EE It

Multi-Node Jfif}~2 7 vRealize Orchestrator x5 2 [AIGIEE FHIDC R, WImY & TS E A TAER
PATHITER

21-1. Multi-Node %4

Primary vRealize
Orchestrator Server

Multi-Node Plug-in

Secondary vRealize Secondary vRealize Secondary vRealize
Orchestrator Server 1 Orchestrator Server 2 Orchestrator Server 3

“

TR S — 4 T4 244 HE . vRealize Orchestrator S DL M vRealize Orchestrator iz
JESERIAE T AR
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Bt & Multi-Node #H{t
PRV ] Orchestrator % P Eid & Multi-Node .
AR5 tic B T1EiR

“MRSSARmeE” TARRZON ST TR %4 Orchestrator RS #&11 TAER
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