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LPTHEE, 120 vRealize Orchestrator RS 75 APl XY, T https://
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CEATDIET TRUEHFLEN M2 (5AEUE " ARk ] REST API IR TLS iE15.
TR

1 WSS TR TAFRIRSS I URL R GET iR,

GET https://{orchestrator_host}:{port}/vco/api/workflows?conditions=name=Delete trusted
certificate

2 {EEXH URL A GET ik PG E “MIERZEEuE1" TAEmE .
GET https://{orchestrator_host}:{port}/vco/api/workflows/8a70a326-ffd7-4fef-97e0-2002ac49f5bd
3 R CMBRSZAEAEUED” TARRPUTHER A URL AGEE POST 153K,

POST https://{orchestrator_host}:{port}/vco/api/workflows/8a70a326-ffd7-4fef-97e0-2002ac49f5bd/
executions/

4 AEneRIECh, CRAREMERRIE BRI BRI TARRA A S LR TP T B RS
T,

& REST APl &\ TLS iEH

ATl TR EHER A LA ER ST REST APEH N TLS Uk,
AP URL SNZAEAERUEAS o iE2 Wil i b SN2 SRR
S

1 7B LAERARSS I URL AR GET 152K,

Pl R

M NZ AT MO FNSABATAEA

M URL S AZBATIEH M URL Ml NS AF AR
FERARERS M URL IAZEHEIES RS AN URL Mk SNSRI
M URL SAZ SR Kt T84 M URL H3IESNSZABATIE D B e 44

FHENAFNZ TS, AR T GET 172K:

GET https://{orchestrator_host}:{port}/vco/api/workflows?conditions=name=Import
trusted certificate from a file

2 {EENXIH URL L GET iR ZE TAERE X o
EHERE W FNZETUER” TERAES, AR GET K

GET https://{orchestrator_host}:{port}/vco/api/workflows/93a7bb21-0255-4750-9293-2437abe9d2e5
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POST https://{orchestrator_host}:{port}/vco/api/workflows/93a7bb21-0255-4750-9293-2437abe9d2e5/
executions
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W
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28 Ei5hu
cer BEMECHPSE N TLS UF 1% CER A
S HERT WSS ETIE R TER.
url PN SN TLS UE510 URL, X THE HTPS IR%S, SRR A

IP_address_or_DNS_name:port,
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A DB TRC BRI SIS ET TR ] REST API G 8
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1 7 “OIESPET TAERITIERIRSTI URL K GET 153K,
GET https://{orchestrator_host}:{port}/vco/api/workflows?conditions=name=Create a keystore
2 {0 URL kS GET kDMK “OIR 4" TR X
GET https://{orchestrator_host}:{port}/vco/api/workflows/6c301bff-e8fe-4ae0-ad08-5318178594b3/
3 (ERE OIS TAERPVTARA URL &2 POST ik,

POST https://{orchestrator_host}:{port}/vco/api/workflows/6c301bff-e8fe-4ae0-ad08-5318178594b3/
executions/

4  FENERIESCH, KARE B PIER AR I mYIE" TARRMAAS LB T T RS
Tt

(& B REST API MiE&=4%AE
T DUSATRLESREE WSS9I TRk REST APl G541

S
1 CMEREYIE" TAER LRSS URL A0k GET K.

GET https://{orchestrator_host}:{port}/vco/api/workflows?conditions=name=Delete a keystore
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2 {EEX URL AGEE GET iR ZE “BERZHE" TAERMIE S .
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3 fF “MERESE" TARRMITNRITER URL A& POST 173K

POST https://{orchestrator_host}:{port}/vco/api/workflows/7a3389eb-1fab-4d77-860b-81b66bb45b86/
executions/
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AT DT BRI Sl T EVak BT REST APl FEHIas4.
TR
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3 TEREA CNIEYT TAERAIPITA SR URL RS POST 12K,

POST https://{orchestrator_host}:{port}/vco/api/workflows/6c301bff-e8fe-4ae0-ad08-5318178594b3/
executions/
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vRealize Orchestrator B &3 &
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vRealize Orchestrator Appliance H G1#fi%7F /data/vco/usr/1ib/vco/app-server/logs/ HxHi,
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HEIEREFEAN

PAREVMTAIE N vRealize Orchestrator AL (AN TR . SRISaERE) 1015 B 2E(E BAvaH
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& O-1. glEFEFAEMIERFAEEE

HE%&3] FAMRA E|SEYN it
PR Server.debug("short text", "long System.debug("text")
text");
(=95 Server.log("short text", "long text"); System.log("text");
it Server.warn("short text", "long text");  System.warn("text");
iR Server.error("short text", "long text");  System.error("text");
FAMHEE
FAMHE ORESHHE SRE AN TERE T HEH A6 vRealize Orchestrator Fdia a1,
EFAERE
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Fo AERFAME H B TSRS B, B85 R4 HE, WL vRealize Orchestrator Client
HE B —ANE SE R LA ERIB T, ARA B H Bkl k.
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m AN vRealize Log Insight 4 4.7.1 805 S,

1 DL root [T 3855 vRealize Orchestrator Appliance #4147

2 #HEE Y vRealize Log Insight 1 H E1C R EEA, 151217 vracli vrli set VRLI_FQDN 3%,

HE WSRAER) vRealize Orchestrator S 2405, WA DLasal 4% Al e —k 8 —
insecure ZHCKREEH] SSL H1756
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415¢ vRealize Log Insight fil Wi E4n(E 2., 151217 vracli vrli —h @74,

B A Kerberos EiXHEi2%R
nPLE B vRealize Orchestrator ffiff{i#i Y Kerberos fic B A HE A [nIRIE T HERS: o

Kerberos it & X4/ T vRealize Orchestrator Appliance [1 /data/vco/usr/1ib/vco/app-server/
conf/ 31,
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1 DL root T 555555 vRealize Orchestrator Appliance f41T.

2 1217 kubectl -n prelude edit deployment vco-app % .

3 FEEE T, FREIFHSEE -Djava. security.krb5.conf=/usr/1ib/vco/app-server/conf/
krb5.conf 7,

-Djava.security.krb5.conf=/usr/1ib/vco/app-server/conf/krb5.conf -Dsun.security.krb5.debug=true’

4  (RAFEEHBOTR g A o

11T kubectl -n prelude get pods #i% .
LR pod #BiEAT.

6 4uik Kerberos i1 H S0 2 E A o

kubectl -n prelude log {vco_app_name} -c vco-server—app | grep krb5

ik H SRS A 2R U THE .

kubectl -n prelude log vco-app-5c965f9b9d-v8srd —c vco-server-app | grep krb5

12:23:05,417 INFO O11IN:75 - Sysprop: java.security.krb5.conf = /usr/lib/vco/app-server/conf/
krb5.conf

12:23:05,421 INFO O11IN:75 - Sysprop: sun.security.krb5.debug = true

2019-10-22 12:23:38.521+0000 [Thread-19] INFO {} [011N] Sysprop: java.security.krb5.conf

= /usr/lib/vco/app-server/conf/krb5.conf

2019-10-22 12:23:38.525+0000 [Thread-19] INFO {} [O11N] Sysprop: sun.security.krb5.debug = true
Java config name: /usr/lib/vco/app-server/conf/krb5.conf

EType: sun.security.krb5.internal.crypto.Aes256CtsHmacShalEType
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vRealize Orchestrator [1) Opentracing #ll Wavefront § (L T Tkt 4 5 vRealize Orchestrator
PRMEBORE T B Al DL T se 553 vRealize Orchestrator Ao T Ve dEf Tt HE: .

BT vRealize Orchestrator LA H] Opentracing § £l Wavefront § 2 i, WIS vRealize
Orchestrator Appliance 15 Tty g,

HIRE M

\

A B ] vRealize Orchestrator Appliance SSH AR5 . 152 W 1k 25 k) vRealize Orchestrator
Appliance ffJ SSH 511,

1 f#i[{] SSH VA root JH /1 515 % vRealize Orchestrator Appliance,

2 1217 kubectl -n prelude get pod 7%
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3 BEHIHPTA T Y R, 11517 kubectl -n prelude exec -it vco-app-your_pod_ID -c vco-
server-app —— ls /var/lib/vco/app-server/extensions %,
4 1z{7bh M2 VUSR] Opentracing 47/ .

kubectl -n prelude exec -it vco-app-your_pod_ID -c vco-server-app —
mv /var/lib/vco/app-server/extensions/
opentracing-8.0.0.jar.inactive /var/lib/vco/app-server/extensions/
opentracing-8.0.0.jar

5 i=f7lA M LURH Wavefront 37

kubectl -n prelude exec -it vco-app-your_pod_ID -c vco-server-app —
mv /var/lib/vco/app-server/extensions/wavefront-8.0.0.jar.inactive /var/lib/vco/
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1 #IAC{E vRealize Orchestrator Appliance H1)5H Wavefront. 15 L) Opentracing ¥ Ji£fll
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2 S5\ Wavefront i,
a DA root I/ B i3Esk 2] vRealize Orchestrator #HlH1U
b EE UL,
c HERANTHEEE, RSEFEMN URL BN,
d HiA\ Wavefront URL, RJFHTRN,

3 AdE Wavefront REL, HC1FENME B, 155 W2 AN E Wavefront £RFTL,
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1 DA root I/ S35k 2] vRealize Orchestrator #5iillH0.
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IR ]2 . vRealize Orchestrator St £ 1) NTP fid '

NTP ELE YiiH

ESXi WA vRealize Orchestrator Appliance [/ ESXi i 5485
NTP RS aslrl B, mIDABE AL E . Qi i e e
MIFFA ESXi FHUELIS NTP IRSHFE . 4750 ESXi fid
NTP BUE4H1E E, 155 WA T vSphere Web Client 71 ESXi 1
AL FECE R ZE IS TR (NTP),

WM vRealize Orchestrator 32T 255 NTP kRS 75 AH)
PR ESXi EHL, FIAE SIS BN S ),

systemd I EE ] systemd-timesyncd “T4P R 2E vRealize
Orchestrator B,

B OBIMERT, systemd-timesyncd S ERRALT B HEIR S,
TEAFCE NTP RS 7S, Witk vRealize Orchestrator Appliance
R EhA 1P B, WiZkgs T LA IS DHCP Pzl T:
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1 DL root 17 B3 5% 3] vRealize Orchestrator Appliance 41T,
2 4 ESXi FHINTP,
a 1z{Tvracli ntp esxi ——enable @4,
b iz1T vracli ntp apply @4
ESXi NTP [id & ¥ M [+ vRealize Orchestrator 3% .
3 Xf systemd 5 NTP,
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systemd NTP i EFi N T vRealize Orchestrator #5% .

4 26D BEHHIA NTP B EIRAS, 151217 vracli ntp status #y4.
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RESR
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EZ3
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2 ARHESXi NTP [l
a 1z{Tvracli ntp esxi —-disable 7%,
b iz{7 vracli ntp apply e
ESXi NTP it i U A5,
3 2] systemd NTP fit &,
a iz17vracli ntp systemd —-disable FQDN_or_IP_of_systemd_server w2,
b 1z{T vracli ntp apply @4
systemd NTP il & E 25 1],

4 (e BEEEIA NTP BCE IR, 1His{T vracli ntp status m5d.
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m  }y vSphere Web Client /it & vRealize Orchestrator fdif}:
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m /] vRealize Orchestrator IR 555

m % vRealize Orchestrator Appliance ##51k/)N

»  Q4E vRealize Orchestrator JIR S ZHEN 7N
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b ¥TJF SSH % fi

T Linux 5k MacOS BRbg, nf DU I Zmar 24T A W Windows IRE, w DA H]
PuTTY gﬁﬁﬁ%o

c  FEH veco-plugin Xt} iHiE{TL e E S

For Linux/MacOS: scp ~/<zip_download_dir>/vco-plugin.zip root@<orchestrator_FQDN_or_IP>:/
data/vco/usr/1ib/vco/downloads/vco-plugin.zip

For Windows: pscp C:\<zip_download_dir>\vco-plugin.zip root@<orchestrator_FQDN_or_IP>:/
data/vco/usr/1ib/vco/downloads/vco-plugin.zip
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J& A vRealize Orchestrator R 588X
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FEAM AL 228 Kubernetes AT T H, 155 W44 kubectl,
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1 Ll root I/ G 5°& %4 vRealize Orchestrator Appliance 21T

o

2 1z1T kubectl -n prelude edit deployment vco-app &%

3 ZRHECE YAML SXHE, ] veo-server—app Ass ISR AL i, 1248 e AR INE] veo-
server—app A5 env #55 Fo

containers:
— command:

env:
— name: DEBUG_PORT

value: "your_desired_debug_port"

name: vco-server-app

F OB RIS INE] env S0, UK YAML 4%, an EdoRBIFTR.

4 PRAFAESE AT B
QARG AR L), 295U deployment. extensions/vco—app edited 715
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6 EHIFT AR E SN, M apiVersion: vl F#| client-key-data N OFEIFZNA) o

7 KRR Kubernetes Bt B SRR FAE AT SIAL L o
8 /144 vRealize Orchestrator Appliance,
9 FEAMTHRNL b e oA A AR E

a {417 shell,

b ¥ KUBECONFIG FR3AE k4 B RAFHIBL S0

B OHORPIEET Linux 31555,

export KUBECONFIG=/file/path/ fileName
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c  HIIFIRS RS IEEIa T, 151afT kubectl cluster-info w2,
d  BSERIHRERIORLTE, IATEL T Kubernetes AP R,

£ localhost_debug_port 2z &R LS AT L IAEE (IDE) (e il B i s i
vro_debug_port A s [ EAE L PR 3 HhAE,

kubectl port-forward pod/vco_app_pod_ID localhost_debug_port:vro_debug_port

BRI RCEPI TN, E5R A AT U R a2 A T LY DNS I IP & .

&R

#2.h vRealize Orchestrator Appliance it &R 5% #a it

A% vRealize Orchestrator Appliance ##Z I/

"] PLES E vSphere 44 vRealize Orchestrator Appliance UMM I/ N B RIE L vRealize
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Orchestrator Appliance FJ Photon OS.,
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A S H] vRealize Orchestrator Appliance SSH IS . 152 0L Tk 22 [T vRealize Orchestrator

Appliance ] SSH 15111,
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1 Ui vRealize Orchestrator Appliance HI[) i o] FRi#2s ]
7 VRealize Orchestrator Appliance ###L%/DFZE 20% 11 A] FHEL 250

a fint SSH DL root JTI /7 B3 &5 5] vRealize Orchestrator Appliance w7417,
b iziT vracli disk-mgr @54,
2 1F vSphere 1% vRealize Orchestrator Appliance [EHN IR R/,
a DIBHBR G EFE vSphere Client,
b [ vRealize Orchestrator Appliance AL HLIR
c  LEREREAUNL SRR E .
d (ARSI b, RITEERAAE ISk s, SRa e .

A vSphere REUAIIZAL/NOTEANE R, 1520 (vSphere UML) Hhrt “H iUl
WAL o

VMware, Inc. 56



2R i B AT VMware vRealize Orchestrator

3 ff vRealize Orchestrator Appliance H11i]&: disk-management S,

Wit SSH A root 1 515 5% %l vRealize Orchestrator Appliance 44T,

SiE /etc/cron.d H%.
cd /etc/cron.d
67 disk-management X {f,
vim disk-management
TN, % 1.
BRGNS disk-management 44

EEEN SR EA— R TR o

* % % * % root /opt/scripts/monitor_disk_usage.sh >> /var/log/disk_usage.log 2>&1
* % % * % root sleep 10 && /opt/scripts/manage_disk_resize.sh >> /var/log/disk_resize.log
2>&1.

B A A7 2] disk-management XA}, 1544 Esc, SRIEHIN 1wq.
1B disk-management SCAF, EHEAE AP G #) FEEBAER Go-TRrf Hoh ]
)ii) (o]

chmod 644 disk-management

4 {f Photon OS Hufilk B HEE AN,

QD

b

13k SSH DA root T 51558 5% %] vRealize Orchestrator Appliance 21T

T vRealize Orchestrator 8.0 #5&, &l /var/run 3%,
cd /var/run

X+ vRealize Orchestrator 8.0.1 {3, Si%l /var/vmware/prelude/disk-management [
Ko

cd /var/vmware/prelude/disk-management

JTIT disk_stats CfF, G BHECCHHINZ.

/dev/sda:
/dev/sdb:
/dev/sdc:
/dev/sdd:

I N

1217 vracli disk-mgr resize @52,

£ 9 vRealize Orchestrator Appliance IR/ Ne
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AT DL I G Sk 4T vRealize Orchestrator IRGS 2o iIHEN AR/ Ny

A LLH%E vRealize Orchestrator ARFSESIIHEN A7 K/N,  DMBgniE AR Ae A FRAW A TAE T 3. 11
an, R LA vCenter Server, MTATLAE I vRealize Orchestrator S HEN Ao

BIR&H

JA X4 vRealize Orchestrator Appliance 1 SSH V511, 152 WL 22 G vRealize Orchestrator
Appliance 1 SSH 151,
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1 it SSH DA root H ' B 5554 ] vRealize Orchestrator Appliance 44T

i3] /opt/charts/vco/templates/ H3x,

3 %15 deployment.yaml ({4,

cp deployment.yaml /tmp/

4 g AR deployment . yaml SCf.

vi deployment.yaml

245

5 WZEAUE env FRFHRIUIT, FEIHKE] veo-server—app Ao

- name: vco-server—app
image: {{ .Values.image.repository }}:{{ .Values.image.tag }}
env:
— name: JAVA_PROXY_SCHEMEE

6 At env &S N, AN IvM HEAP A2 5 DK S N AR N RV RO MEL

- name: vco-server-app
image: {{ .Values.image.repository }}:{{ .Values.image.tag }}
env:

— name: JVM_HEAP
value: {DESIRED_HEAP_SIZE}
- name: JAVA_PROXY_SCHEME

7 TEEE S ZE S memory: 4G FAFHRAUAT .
EEE I — memory: 4G FIFH,

resources:
limits:
memory: 4G
requests:
memory: 3G
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Site Recovery Manager Joik W T S,  WPRIAL I PRIIR SN AL A

WA R I, Wk Site Recovery Manager Joik R4 5 770 ORI I A AL, )
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