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About Single Sign-On

Single Sign-On Overview

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic provides an overview of the Single Sign-On service for Pivotal Cloud Foundry (PCF).

The Single Sign-On service is an all-in-one solution for securing access to applications and APIs on
PCF. The Single Sign-On service provides support for native authentication, federated single sign-
on, and authorization. Operators can configure native authentication and federated single sign-on,
for example SAML, to verify the identities of application users. After authentication, the Single Sign-
On service uses OAuth 2.0 to secure resources or APIs.

Single Sign-On

The Single Sign-On service allows users to log in through a single sign-on service and access other
applications that are hosted or protected by the service. This improves security and productivity
since users do not have to log in to individual applications.

Developers are responsible for selecting the authentication method for application users. They can
select native authentication provided by the User Account and Authentication (UAA) or external
identity providers. UAA is an open source identity server project under the Cloud Foundry (CF)
foundation that provides identity based security for applications and APIs.

SSO supports service provider-initiated authentication flow and single logout. It does not support
identity provider-initiated authentication flow. All SSO communication takes place over SSL.

OAuth 2.0 Authorization

After authentication, the Single Sign-On service uses OAuth 2.0 for authorization. OAuth 2.0 is an
authorization framework that delegates access to applications to access resources on behalf of a
resource owner.

Developers define resources required by an application bound to a Single Sign-On (SSO) service
instance and administrators grant resource permissions. See the Configuring Applications topic for
more details.

Product Snapshot
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The following table provides version and version-support information about Single Sign-On for PCF:

Element Details
Version v1.6.0
Release date April 19, 2018
Compatible Ops Manager version(s) v2.0 and v2.1
Compatible Pivotal Application Service (PAS) version(s) v2.0 and v2.1
laaS support AWS, GCP, OpenStack, Azure, and vSphere

Upgrading to the Latest Version

Consider the following compatibility information before upgrading Single Sign-On for PCF. Pivotal

recommends upgrading PCF before upgrading SSO to the supported version. For example, when
upgrading from PCF v2.0 to PCF v2.1, upgrade PCF so that SSO v1.5.3 is running on PCF v2.1, and
then upgrade SSO v1.5.3 to SSO v1.6 as soon as possible.

ﬁ Breaking Change: You can only upgrade to SSO v1.6 on PCF v2.0.
For information about upgrading to PCF v2.0, see Upgrading Pivotal Cloud Foundry.

Elastic Runtime* or PAS Version Supported Upgrades from SSO Versions
From To

1.10.x 1.2.0-1.2.4 1.3.6
1.3.0-1.3.5

1.11.x 1.3.0-1.3.6 1.4.6
1.4.1-1.4.5

1.12.x 1.4.1-1.4.6 1.5.3
1.5.0-1.5.2

2.0.x 1.5.3 1.5.x

1.6.0

2.1.x 1.6.0 1.6.x

* As of PCF v2.0, Elastic Runtime is renamed Pivotal Application Service (PAS).

ﬁ Note: The Single Sign-On service tile operates in lockstep with Elastic Runtime.
For example:
e The SSO v1.4.x tiles are compatible with PCF v1.11.x and v1.12.x.

e The SSO v1.5.x tiles are compatible with PCF v1.12.x.

e The SSO tiles v1.5.3 and later are compatible with PCF v1.2.x, v2.0.x, and
v2.1.X.
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e The SSO v1.6.x tiles are compatible with PCF v2.0.x and v2.1.x.

Integration Guides

Use these guides to help you plan and implement your integration with the Single Sign-On service
for PCF.

o Active Directory Federation Services (AD FS) Integration Guide
e Azure Active Directory SAML Integration Guide

o« Azure Active Directory OIDC Integration Guide

« CA Single Sign-On Integration Guide

¢ Google Cloud Platform OpenID Connect Integration Guide

« Okta Integration Guide

¢ PingFederate Integration Guide

« PingOne Cloud Integration Guide

e« Plan-to-Plan OIDC Integration Guide

Useful Links

« Installation

¢ Getting Started with Single Sign-On
« Using the System Plan

¢ Manage Service Plans

« Manage Service Instances

« Configure ldentity Providers

« ldentity Provider Discovery

« Manage Users

« Configuring Applications

« Manage Resources

Create a pull request or raise an issue on the source for this page in GitHub

Release Notes

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

These are release notes for the Single Sign-On service for Pivotal Cloud Foundry (PCF).
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v1.6.0

Release Date: April 19, 2018

Features

New features included in this release:

« Expanded API Functionality: Operators can now use the API to configure plan features that
are not yet exposed through the SSO dashboard. The SSO service honors values configured
through the API so that these values are retained when using the SSO dashboard. For more
information, see the following sections of Manage Service Plans with UAA API:

To learn more about:-: See-:*

Updating the branding of your login page Enable Branding

Adding default groups for users Add Default Groups for Users
Rotating JWT signing keys Rotate JWT Signing Keys

« Plan Visibility for All Orgs: Operators can now enable an SSO service plan to be visible to
all orgs. Operators may want to use this feature to provide a test plan to all developers as a
default. Operators can enable or disable this mode for any new or existing service plan.

« BOSH Backup and Restore Compatibility: SSO now works with BOSH Backup and Restore
(BBR). For more information, see Backing Up and Restoring.

WARNING: BBR will introduce about a minute of downtime for application
login during a backup operation on PCF 2.0. Starting with PCF v2.1 and later,
there is no application downtime when performing a BBR backup.

« Availability of Performance Data: Performance benchmarks, metrics, and scaling indicators
are now available. For more information, see About Performance.

Known Issues

No new issues known for this release.

Viewing Release Notes for Another Version

To view the release notes for another product version, select the version from the drop-down list at
the top of this page.

Create a pull request or raise an issue on the source for this page in GitHub

Getting Started with Single Sign-On

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
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upgrade to a supported version.

This topic outlines the steps for installing and configuring the Single Sign-On service.

Install and Set Up SSO for Applications

1. Install Single Sign-On via Ops Manager.

2. Create a Service Plan. Single Sign- On is a multi-tenant service and a service plan
corresponds to a tenant. This allows an enterprise to separate users or environments using
plans. Each service plan is accessible at a tenant-specific URL in the format https://AUTH-

DOMAIN. login.SYSTEM-DOMAIN.

3. Create a Service Instance. Single Sign- On plans can provide single sign-on capabilities for
applications in various spaces. A service instance lets you bind an application to a service
plan.

4. Configure an Identity Provider. In addition to the Internal User Store, you can configure
External Identity Providers to provide single sign-on to applications.

5. Configure Your Applications. Single Sign- On supports Pivotal Cloud Foundry apps as well as
externally hosted apps. Your applications must be able to request an OAuth or OpenlID
Connect token.

6. Create Resources for Your Applications. If your registered applications need to make
external API calls, you can assign the APl endpoints as resources permitted for the
application. This adds the endpoints to an allowlist for use by the application or client.

SSO User Roles

A user s role determines which parts of an SSO configuration it can manage. SSO uses the existing
user roles PCF Administrator and Space Developer, as well as a SSO-specific Plan Administrator
role. This chart shows the management permissions for each role.

Management access by role PCF Administrator Plan Administrator Space Developer
Service plans X
Service instances X X X
Identity providers X X
Applications X X X
Resources X X X

Using SSO for Pivotal Cloud Foundry Components

In addition to applications, SSO supports single sign-on for components of Pivotal Cloud Foundry,
including Ops Manager and Apps Manager. This allows users already managed in an external identity
provider to sign into Pivotal services. Refer to the following pages for instructions on configuring SSO
to enable users in an external identity store to access PCF components:

¢ Ops Manager, on Amazon Web Services, vSphere, or OpenStack
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¢« Apps Manager

Create a pull request or raise an issue on the source for this page in GitHub
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Operator Guide

Installing Single Sign-On

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic explains how to install Single Sign-On (SSO) for Pivotal Cloud Foundry.

n Breaking Change: You can only upgrade to SSO v1.6 on PCF v2.0.
For information about upgrading to PCF v2.0, see Upgrading Pivotal Cloud Foundry.

Prerequisites

¢ Ops Manager v2.0, v2.1, or later and Pivotal Application Service v2.0 or v2.1.
o SSL Certificates.

« Application Security Groups (ASGSs).

Install SSO via Ops Manager

1. From Pivotal Network, select a Single Sign-On tile version and download the product release
file.

2. From the Ops Manager Installation Dashboard, select the Import a Product button to upload
the product file.

3. Click the plus sign icon next to the uploaded product to add this product to your staging area.

4. Click on the Single Sign-On tile to enter any configurations.

ﬁ Note: The Single Sign-On service tile requires a network with only one
subnet until version 1.3.0. Starting with 1.3.1 multiple subnets are supported.

n Note: The SSO Identity Service Broker is deployed as a PCF application from
a BOSH errand, and has no associated BOSH VMs that require selecting a
corresponding network. If you are forced to select a network during
installation, select the Deployment network, also known as the PAS or ERT
network.

VMware, Inc
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5. Click Apply Changes to install the product.

Update SSL and Load Balancer

You must update the SSL certificate for the domains listed below for each plan you create.
Depending on your infrastructure and load balancer, you must also update your load balancer
configuration for the following domains:

. * . SYSTEM-DOMAIN
e * APPS-DOMAIN
. *.login.SYSTEM-DOMAIN

. *.uaa.SYSTEM-DOMAIN

Configure Application Security Groups

The Single Sign-On service requires the following network connections:
« TCP connection to load balancer(s) on port 443
¢ TCP and UDP connection to Domain Name Servers on port 53
o« (Optional) TCP connection to your external identity provider on port 80 or 443

To enable access to the Single Sign-On service, you must ensure your ASG allows access to the load
balancer(s) and domain name servers that provide access to Cloud Controller and UAA. Optionally,
you can configure access to your external identity provider to receive SAML metadata. For how to
set up ASGs, see Application Security Groups.

Create a pull request or raise an issue on the source for this page in GitHub

Using the System Plan

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic explains how to use the system plan for the Single Sign-On (SSO) service for Pivotal Cloud
Foundry (PCF). The system plan is the default plan meant for developer apps, not end-user apps.

SSO for PCF comes with a default system plan that has the following features:
¢ Read-only
« Minimal configuration options
« Not deletable

¢ Allows developer-level access to system components like Pivotal Application Service and its
APIs

VMware, Inc
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« Available only to PCF administrators

Restricting the visibility of this system plan to a single, developer-apps only org secures system
components, following the principle of least privilege.

Examples of developer apps include scripts or pipelines that push other apps and services. Any app
that uses the Cloud Foundry API is a developer app.

System Plan Best Practice

Pivotal recommends configuring your orgs and SSO plans as follows to prevent anyone from
applying the system plan to end-user apps:

1. Restrict all developer apps to a single org.
2. Make the system plan visible only to the developer-apps org.
3. Configure other orgs with SSO service plans of their own.

Developers can then self-register their developers apps in the developer-apps org for use by other
developers.

Administrators: Configure the System Plan for an Org

PCF administrators follow the steps below to enable the system plan and provide access to app
developers:

1. Log into the SSO dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN USiNng your User
Account and Authentication (UAA) administrator credentials. In your Pivotal Application
Service tile in Ops Manager, the Domain settings show your system domain, and the
Credentials tab shows the UAA Admin Credentials.

2. Navigate to the System Plan and enable the plan in the relevant org(s).
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P Single Sign-On admin ~

Plans

System

Plan Name™*

System

Description™

This plan is reserved for app developer single sign-on.

This will appear as a plan feature in the Apps Manager Marketplace

Auth Domain™ https://login.sys.banana.gcp.releng.cf-app.com

Organizations
MY-ORG @ sree-org

MY-ORG

Developers: Create a System Plan Instance for your App

Follow the steps below to create and use the system service plan with your developer apps.

1. Follow the steps to Create a Service Instance of SSO.
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P Pivotal Apps Manager admin -

SERVICE ABOUT THIS SERVICE COMPANY
. . Single Sign-On service provides a quick and Pivotal
SI n gle Slgn_o n hassle free way for your applications to be
Single Sign-On as a Service secured by federated identity providers with
minimal coding effort. It connects your
MY-SPACE Docs | Support applications via Single Sign-On while

streamlining the end user experience. Itis a
multi-tenant service which allows beth
Applications & Identity Providers to be
segregated based on the organization needs.

uaa Configure Instance

« This plan is reserved for app

developer single sign-on. Instarice Name MY-SERVICE-INSTANCE
* Secure access to your
applications Add to Space
Enable single-sign-an

>

MY-SPACE

Integrate with existing identity "
Bind to A ; A
providers pp [do not bind] 4

Show Advanced Options Cancel m

2. Ifyou have a PCF app, bind the application with the service instance you created. For more
information, see Bind a PCF App.

3. Ifyour app is a pipeline or a script that runs external to PCF but calls PCF APIs, do the
following:

1. Follow the instructions to Register an Externally Hosted App Using the SSO
Developer Dashboard and use the guidelines below:

s Choose Native App for your application type.

s Inthe app configuration, set a value for the Refresh token lifetime based on
your use case for automated access.

2. To give your your pipeline or script access to your resources without your presence,
embed a refresh token instead of hardcoding your credentials:

1. RuUn uaac token sso get.

2. Atthe prompts, enter the Client ID and Secret from the Next Steps section of
the SSO dashboard. Copy the authentication URL from the command output.

3. Paste the authentication URL into a browser, and log in using your UAA
Admin Credentials.

4. Copy the Temporary Authentication Code from the browser into the UAAC
to finish the authentication.

5. RuUnNn uaac context.

6. Copy the value of the refresh token and use that in your code to get a new
token based on your client id and secret using the standard OAuth refresh
token flow as described in the UAA API documentation.

Developers: Revoke System Plan Access for an External App

To revoke system plan access from an app that is external to PCF and is registered with the system
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plan to access PCF components, do one of the following:
¢ Regenerate the App Secret
o« Delete the app

Create a pull request or raise an issue on the source for this page in GitHub

Managing Service Plans

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how Pivotal Cloud Foundry (PCF) Administrators manage Single Sign-On service
plans.

Single Sign-On (SSO) is a multi-tenant service, which enables a deployment to host multiple tenants
as service plans. Each service plan can have its own administrators, applications and users. This lets
enterprises isolate access by using separate plans. For example, the following tenants might require
separate plans:

o Business units and geographical locations
« Employees, consumers, and partners
« Development, staging, and production instances

You may also want to configure an SSO Service Plan as an OpenlD Connect (OIDC) identity
provider. For more information, see Plan-to-Plan OIDC Integration Guide.

Create or Edit Service Plans

Administrators can create new SSO service plans at any time from the SSO dashboard. You can use
the SSO dashboard to create and configure service plans at any time.

ﬁ Note: You must create at least one plan for any service before your applications can
use it.

1. Log into the SSO dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN USing your User
Account and Authentication (UAA) administrator credentials. You can find these credentials
in the Pivotal Application Service (PAS) tile in Ops Manager in the Credentials tab.

2. Click New Plan on the SSO dashboard to create a new SSO service plan.
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P Single Sign-On admin ~

< Back

Create Plan Cancel

Plan Name*

S50 Plan @

Description™

This is a Single Sign-On Service Plan description.

Thiswill appear as a plan feature in the Apps Manager Marketplace

Auth Domain™ https://sso-auth-domain.login.domain.cf-app.com

sso-auth-domain

Instance Name*

S50 Login for Apps

This will appear as a title on the Sign In page

Plan Administrators

demo-admin

Organizations

demo

| Enable for all Orgs

3. Enter a Plan Name.
4. Enter a Description to appear as a plan feature in the Services Marketplace.

5. Enter an Auth Domain to be the URL where users authenticate to access applications
covered by the service plan.

6. Enter an Instance Name to appear on the login page and in other user-facing content, such
as email communications.

7. Add Plan Administrators. These users can view the plan and manage identity providers.

8. Under Organizations, select specific organizations in your PCF deployment that can access
your Single Sign-On service plan, or select Enable for all Orgs.

If you select Enable for all Orgs the plan is available for use and displayed in the
Services Marketplace for all developers in any organization. This is only

recommended for test plans to allow developers to experiment with the SSO service.

If you do not select any organizations, the plan is not available for use and it is not
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9.

displayed in the Services Marketplace.

Click Create Plan. Your new plan appears in the Services Marketplace in the organizations
you selected. Users in those organizations view the plan either in Apps Manager or through
the CF CLI by entering cf marketplace in a terminal window.

Delete Service Plans

Note: This action cannot be undone. Deleting a Single Sign-On service plan removes
from the SSO database all of the configurations, identity providers, users, application
configurations and resources associated with the plan. It also deletes the associated
service instances and service bindings. You must rebind any applications bound to
the deleted service instances to new service instances.

Log in to the SSO dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN USing your UAA
administrator credentials. You can find these credentials in your Pivotal Application Service
tile in Ops Manager under the Credentials tab.

Select the name of the plan you want to delete, and click Edit Plan in the drop-down menu.

Select Delete at the bottom of the page.

In the popup that appears, click Delete Plan to confirm that you want to delete the plan.

Configure a Token Policy

The Single Sign-On service allows administrators to override the default expiry of access tokens (12
hours) and refresh tokens (30 days) by zone.

Access tokens carry information about users and clients to servers that manage resources.
Servers use access tokens to determine whether the client is authorized or not. Access
tokens typically have a short-lived expiration time.

Refresh tokens carry information necessary to retrieve a new access token after an existing
access token expires. Refresh tokens typically have a longer expiration time than access
tokens.

To configure the token policy, do the following:

1.

4.

5.

Log in to the SSO dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN USing your UAA
administrator credentials. You can find these credentials in your Pivotal Application Service
(PAS) tile in Ops Manager in the Credentials tab.

Select the name of the plan you want to configure a token policy for, and click Configure
from the drop-down menu.

Enter the number of seconds for Access Token Expiration or select Use System Default.

Enter the number of seconds for Refresh Token Expiration or select Use System Default.

Click Save.

Create a pull request or raise an issue on the source for this page in GitHub
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Managing Service Plans with UAAC API

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how Pivotal Cloud Foundry (PCF) admins or plan admins can manage Single
Sign-On (SSO) service plan configurations using the SSO Operator Dashboard or API using the User
Account and Authentication Command Line Interface (UAACQC).

The SSO service for PCF manages configurations within the UAA and the Cloud Controller (CC)
components of the Pivotal Application Service (PAS). Each SSO service plan ties together a CC plan
and a UAA identity zone.

Beginning with SSO V1.6, you can use the UAAC to manage UAA identity zones configured as part
of SSO service plans.

Create a UAA Identity Zone Admin Client

To use the UAAC with your SSO service plan, you need an identity zone admin client. To create the
identity zone admin client, you need to create a UAA admin client that corresponds to your SSO
service plan.

Create an Admin Client
To create an UAA admin client, do the following:
1. Follow the procedure in Create an Admin Client.
2. Using the instructions above, give this client the clients.admin scope.

3. Record the App ID and App Secret. You need these for the procedure below.

Create a UAA Identity Zone Admin Client

To create a UAA identity zone admin client:

1. Install the UAAC as follows:

gem install cf-uaac

For information about the UAAC, see the UAAC Github Repository.

2. Use the UAAC to target your service plan:

uaac target MY-AUTH-DOMAIN.login.example.com

Where My-AUTH-DOMAIN is the Auth Domain you entered when you created the Service Plan.

3. Run the command below to authenticate and obtain an access token for the admin client for
your service plan. UAAC stores the token in ~/.uaac.yml.
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uaac token client get MY-APP-ID -s MY-APP-SECRET

Where:
MY-APP-ID iS your admin app ID.
MY-APP-SECRET IS your app secret.

Use the App ID and App Secret provided when you created the admin client in the
procedure above.

4. Run the following command to create an identity zone admin client.

uaac client add ZONE-ADMIN-CLIENT-ID --authorized grant types client credential

s --authorities uaa.admin

Where zONE-ADMIN-CLIENT-ID is an ID you want to use to identify this zone admin client.

When prompted for a New client secret, provide a client secret for this identity zone admin
client. Ensure you use a secure value for your client secret.

For example:

$ uaac client add ExampleZoneAdminClientID --authorized grant types client cred
entials --authorities uaa.admin
New client secret: ****x*

Verify new client secret: *****

Record the values you provide for ZONE-ADMIN-CLIENT-ID and New client secret.

You can delete the original admin client created through the SSO Ul after you create the
identity zone client.

5.  Run the following command to authenticate and obtain an access token for the identity zone
admin client for your service plan.

uaac token client get ZONE-ADMIN-CLIENT-ID

Where zONE-ADMIN-CLIENT-ID iS zone admin client ID you provided in the previous step.

When prompted for a client secret, use the client secret you provided in the previous
step.

For example:

$ uaac token client get ExampleZoneAdminClientID
Client secret: KKKk K

6. Use the following command to display your client context and verify that you have uaa.admin
under the scope section.

uaac context

VMware, Inc



Single Sign-On for VMware Tanzu Application Service 1.6

For example:

$ uaac context
[1]*[ExampleZoneAdminClientID]
client id: ExampleZoneAdminClientID

access_token: asdioqgwuelkl2312.e2le
token type: bearer
expires in: 43200
scope: uaa.admin
jti: 123908dk11-23298

You can now do operator level API configurations for the SSO service plan. You do not have
permissions for any other SSO service plan.

Update UAA ldentity Zone Configurations with the API

This section shows how to use the UAAC to update UAA identity zone configurations, using a pUT
command.

WARNING: This flow is for advanced users only. You must always run the puT
command with the latest data by doing a GeT before a puT command. You must also
provide all configuration values, otherwise, data might be lost.

For general information about UAA API, see the CF UAA API documentation page .
To make UAA identity zone API calls, do the following:

1. Create an identity zone admin client following Create a UAA Identity Zone Admin Client
above.

2. Run the following command, directing the output to a text file:

uaac curl -k /identity-zones/ZONE-ADMIN-CLIENT-ID > JSON-BLOB.txt

Where:

ZONE-ADMIN-CLIENT-ID is your identity zone admin client ID created in Create a UAA
Identity Zone Admin Client above.

JSON-BLOB. txt is the name of your text file.

3. Inthe Jgson-BLOB. txt file, delete the header information and array wrapper, leaving just the
JSON blob. Confirm that the ID in this output matches ZONE-ADMIN-CLIENT-ID.

Your remaining JSON blob looks similar to the truncated sample below:

llid" : "demol',

"subdomain": "demo",

"config": {
"clientSecretPolicy": {
"minLength": -1,
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"maxLength": -1,
"requireUpperCaseCharacter": -1,
"requirelLowerCaseCharacter": -1,
"requireDigit": -1,
"requireSpecialCharacter": -1

by

b

"name": "demo",

"version": 2,

"description": "{\"plan display name\":\"demo\",
\"plan description\":\"Demo Service Plan\"}",
"created": 1510116389000,

"last modified": 1519859509000

4. Inyour JSON-BLOB. txt update the configurations in the JSON blob as needed, and then save
the file.

WARNING: You must provide all config values, otherwise, data can be lost
when doing an API update as a puT command.

5. Submit a UAAC curl request to apply your updated configurations to the identity zone, as
shown below.

WARNING: You must always run this command with the latest data by doing
a GET before a puT command.

uaac curl -k /identity-zones/ZONE-ADMIN-CLIENT-ID -X PUT
\-H 'Content-Type: application/json' -d "$(cat file.txt)"

Where:

ZONE-ADMIN-CLIENT-ID is your identity zone admin client ID created in Create a UAA
Identity Zone Admin Client above.

A truncated example command would look similar to the following:

$ uaac curl -k identity-zones/demo\

-X PUT \
-H 'Content-Type: application/json' \
=@l I {
"subdomain": "demo",
"config": {
"clientSecretPolicy": {

"minLength": 0,
"maxLength": 255,

"requireUpperCaseCharacter": O,
"requirelLowerCaseCharacter": O,
"requireDigit": O,
"requireSpecialCharacter": 0

by
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"name": "demo",

"version": O,

"description”: "{\"plan\ display\ name\":\"demo\",
\"plan\ description\":\"Demo Service Plan\"}",
"created" : 1529690485998,

"last modified" : 1529690485998

For a full list of UAA API update parameters, see the Identity Zones Update Documentation.

Modify Branding

You can optionally modify the branding of your login page by changing your company name, logos,
legal text, and legal links.

Using the steps in Update UAA Identity Zone Configurations with the API above to retrieve the
identity zone configurations for your SSO plan, add or modify the branding section according to the
UAA API documentation.

An example branding section is shown below.

ﬁ Note: All values are optional. You can also generate the base64 text of your PNG

images using commands, such as base64 image.png.

"branding": {
"companyName": "Pivotal",
"productLogo": " (base64 of png image here, will show up as image on login page)"

"squareLogo": " (base64 of png image here, will show up as browser icon)",
"footerLegalText": "©2017 Pivotal Software, Inc. All Rights Reserved.",
"footerLinks": {
"Privacy Policy": "https://run.pivotal.io/policies/privacy-policy/",
"Terms of Service": "https://run.pivotal.io/policies/terms-of-service",
"Up to three links, label here": "https://link-here"

}l

Add Default Groups for Users

Optionally, you can add additional default groups for all users. You do not need to do manual group
assignment or group mappings for these groups. Use default groups only for universal scopes that all
users can have, such as for a global read-only resource.

Using the steps in Update UAA ldentity Zone Configurations with the API to retrieve and update the
current identity zone configurations for your SSO plan, update the default groups section according
to the UAA API documentation.

An example of the default groups section is shown below. You can add more groups in the array list.
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Users will automatically have these scopes though they are not explicitly assigned to users.

"userConfig": {
"defaultGroups": [
"openid",
"password.write",
"uaa.user",
"approvals.me",
"profile",
"roles",
"user attributes",
"uaa.offline_ token",
"new.group.everyone.should.have",
"another.new.group.everyone.should.have"

}I

Rotate JSON Web Token (JWT) Signhing Keys

To rotate JWT signing keys:

1. Generate a private key that can be used for signing. For example, run ssh-keygen -t rsa.

Generate your signing keys in a secure manner. Refer to your security organization for
acceptable key generation practices.

2. Take the value of the generated private key and make it a single line of text, replacing all

new lines with \n. For example:

MIIE0ogIBAAKCAQEA631y3EpQG46eRzUKpI8sB/AQdbZwwrDkfPGg5Xt5xNM/wQrO
51/yWp31CE1SgnKPJbCGulDQThB47kGQjBoXL8TcrkxuCyuxaV7/B5ryq3w+g3R1x ————— END RSA
PRIVATE KEY-—----

Becomes:

————— BEGIN RSA PRIVATE KEY-----\nMIIEogIBAAKCAQEA63iSAMPLEzUKpI8sB/AQdbZwwrDkSA
MPLEt5xNM/wQrO\n51/yWp31CE1SgqnKSAMPLE8TcrkxuCyuxaV7B5rygq3w+g3R1lx\n----- END RSA
PRIVATE KEY----- \n

3. Using the steps in Update UAA Identity Zone Configurations with the APl above to retrieve

and update the identity zone configurations for your SSO plan, update the token policy
section to add your new generated private key as the value for signingKey.

An example of this section is shown below.

ﬁ Note: After you begin to configure JWT signing keys within a service plan,
you can no longer default to share the multi-tenant JWT signing key
inherited from the default zone.
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ﬁ Note: The first time you set a signing key for an identity zone, existing issued
tokens are immediately invalidated for online validation. You may need to
restart applications that do offline validation for the new signing keys to take
effect.

"tokenPolicy": {

"accessTokenValidity": -1,

"refreshTokenvValidity": -1,

"jwtRevocable": false,

"refreshTokenUnique": false,

"refreshTokenFormat": "jwt",

"activeKeyId": "first-signing-key",

"keys" : {

"first-signing-key" : {
"signingKey" : "-———-— BEGIN RSA PRIVATE KEY----- \nMIIEogIBAAKCAQEA63

iSAMPLEzUKpI8sB/AQdbZwwrDkSAMPLEt5xNM/wQrO\n51/yWp31lCE1SqnKSAMPLE8TcrkxuCyuxaVv7
B5rygq3w+g3R1x\n----- END RSA PRIVATE KEY----- \n"

}
by

For more information, see UAA AP| documentation.

Create a pull request or raise an issue on the source for this page in GitHub

Configuring ldentity Providers

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how Pivotal Cloud Foundry (PCF) administrators configure a Single Sign-On

(SSO) service plan to manage user access to PCF apps, for users with accounts in the internal user
store or with external identity providers.

Configure Internal User Store

1.

Log in to the SSO dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN USiNg your User
Account and Authentication (UAA) administrator credentials. Find these credentials in your
Pivotal Application Service tile in Ops Manager under the Credentials tab.

Click the plan name and select Manage Identity Providers from the drop-down menu.
Click Internal User Store and select Edit Provider from the drop-down menu.
(Optional) Under Authentication Policy select one of the following:

Disable Internal Authentication: This option prevents authentication against the
internal user store. You must have at least one external identity provider configured.

ﬂ Note: The login page does not include the Email and Password fields
if you select this option.
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5.

6.

Disable User Management: This option prevents all users, including administrators,
from performing actions on internal users.

ﬁ Note: The login page does not include Create Account and Reset
Password links if you select this option.

Under Password Policy Settings, select Use Recommended Settings, Use Default Settings,
or enter custom settings in the fields below.

Click Save Identity Provider.

Add Internal Users From the Command Line

You can use the Internal Users admin pane to send invitations to users, so that they can add
themselves to the internal user store. But you cannot use the admin pane to add users directly.

To create new internal user accounts directly, supplying the user’ s name, email address and other
info, use the UAA Command Line Interface (UAAC) as follows:

1.

If you do not already have the UAAC installed, run gem install cf-uaac in a terminal
window.

Create an admin client that can manage users in the Service Plan. Include the following
scopes for the client:

clients.admin
scim.read
scim.write
Record the App ID and App Secret. These are used as your client ID and client secret.

Target the auth domain of your SSO service plan. This is the URL you provided when
creating a Service Plan in the SSO dashboard.

$ uaac target https://YOUR-AUTH-DOMAIN.login.YOUR-SYSTEM-DOMAIN

Fetch the App ID token for the admin client created above.

$ uaac token client get ADMIN-CLIENT-ID

Client secret:

When prompted with client secret, enter the App Secret admin client secret recorded
above.

Add new users by providing the user s email address, username, and password.

$ uaac user add --emails YOUR-USERQ@EMAIL.COM
User name: YOUR-USER

Password: xx*x*

Verify password: xR xx

user account successfully added
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8.

(Optional) You can also create groups and add users to them.

$ uaac group add

Group name: YOUR-GROUP

meta

version: 0

created: 2016-02-19T23:17:17.0002
lastmodified: 2016-02-19T23:17:17.0002Z
schemas: urn:scim:schemas:core:1.0

id: 8725b5fd-8da2-4cfc-89b1-c57048£089c2
displayname: YOUR-GROUP

To add a member to your new group, use the following command.

$ uaac member add YOUR-GROUP YOUR-USER

Define Password Policy for the Internal User Store

Administrators can define the password policy for SSO users in the internal user store. The password
policy enforces rules that restrict the kinds of passwords users can create.

1.

5.

6.

Log in to the SSO dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN Uusing your UAA
administrator credentials. You can find these credentials in your Pivotal Application Service
tile in Ops Manager under the Credentials tab.

Click the plan name and select Manage Identity Providers from the drop-down menu.
Click Internal User Store and select Edit Provider from the drop-down menu.
Configure the following under the Password Complexity section:

Min Length: Specify the minimum password length.

Uppercase: Specify the minimum number of uppercase characters required in a
password.

Lowercase: Specify the minimum number of lowercase characters required in a
password.

Special Characters: Specify the minimum number of special characters required in a
password.

Numerals: Specify the minimum number of numeric characters required in a
password.

Configure the following under the Lockout Policy section:

Failures Allowed: Specify the number of failed login attempts allowed per hour
before a user is locked out.

Lockout Period: Specify the number of seconds a user is locked out for after
excessive failed login attempts.

Password Expires: Specify the number of months passwords are valid for before
users needs to enter a new password.

Click Save Identity Provider.
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Configure Service Provider SAML Settings

For each plan, the Single Sign-On service allows you to configure SAML settings when SAML is used
for exchanging authentication and authorization data between the identity provider and the service

provider. The SSO service provides the ability to sign authentication requests and require signed

assertions from the external identity provider.

1.

Log in to the SSO dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN USing your UAA
administrator credentials. You can find these credentials in your Pivotal Application Service
tile in Ops Manager under the Credentials tab.

Click the plan name and select Manage Identity Providers from the drop-down menu.
Click Configure SAML Service Provider.
Configure the following settings:

Perform signed authentication requests: The service provider signs requests sent to
the external identity provider.

Require signed assertions: The service provider requires that responses from the
external identity provider are signed.

Click Save to save the configurations.

Click Download Metadata.

Add an External Identity Provider

See the following sets of instructions for how to configure the SSO service to use external identity
providers that support SAML 2.0, OpenlID Connect (OIDC), and LDAP.

Add a SAML Provider

Follow the steps below to add an external SAML identity provider:

1.

Log in to the SSO Operator Dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN USINg
your UAA admin credentials. You can find these credentials in your Pivotal Application
Service tile in Ops Manager under the Credentials tab.

Click the plan name and select Manage Identity Providers from the drop-down menu.
Click New Identity Provider.

Enter an Identity Provider Name.

Select saML 2.0 as the Identity Provider Type.

Enter a Description. This is displayed to Space Developers when they select an identity
provider for their app.

Enter the external identity provider metadata in one of the following ways:
Option 1: Provide the Identity Provider Metadata URL and click Fetch Metadata.

Option 2: Click Upload Identity Provider Metadata to upload XML metadata that you
downloaded from your external identity provider.
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10.

1.

i

ﬁ Note: If you choose to upload the Identity Provider Metadata as an
XML file, you will be unable to use the Fetch Metadata option to
update your Identity Provider metadata later. If metadata changes on
the Identity Provider side, you will have to manually re-upload them
as an updated XML file.

Configure any User Attributes to propagate from the identity provider to the service

provider. These attributes can include email addresses, first or last names, or external

groups. They are sent to apps via OpenlD tokens, along with any other stored user
information issued by the Single Sign-On service.

Select a User Scheme Attribute from the drop-down menu.

Enter a SAML Attribute Name with the corresponding attribute from the incoming
SAML assertion.

Configure any Custom Attributes to propagate from the identity provider to the service
provider. These attributes are sent to apps via OpenlD tokens issued by the Single Sign-On
service.

Enter a Custom Attribute Name.

Enter a SAML Attribute Name with the corresponding attribute from the incoming
SAML assertion.

(Optional) Check Persist Custom Attributes if you want to expose custom user attributes
through the /userinfo endpoint. Your app must also have the user attributes scope
assigned in order for the custom attributes to appear.

Click Create Identity Provider to save the identity provider.

Note: To configure the service provider SAML settings, such as the signing of
authentication requests and incoming assertions, click on Configure SAML Service
Provider on the Identity Providers page.

Add an OIDC Provider

1.

M wN

Log in to the SSO dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN USing your UAA
administrator credentials. You can find these credentials in your Pivotal Application Service
tile in Ops Manager under the Credentials tab.

Click the plan name and select Manage Identity Providers from the drop-down menu.
Click New Identity Provider.
Enter an Identity Provider Name.

Enter a Description. This is displayed to Space Developers when they select an identity
provider for their app.

Select OpenID Connect as the Identity Provider Type.

Enter the external OpenID Connect (OIDC) identity provider metadata in one of the following

ways:
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Option 1: Select the Enable Discovery checkbox, provide the Discovery Endpoint
URL, Relying Party OAuth Client ID, and Relying Party OAuth Client Secret and
click Fetch Scopes.

Option 2: Clear the Enable Discovery checkbox and provide the Authorization
Endpoint URL, Token Endpoint URL, Token Key (URL), Relying Party OAuth
Client ID, and Relying Party OAuth Client Secret. You may also optionally configure
the Issuer, User Info Endpoint URL, or Response Type if required for your OIDC
Identity Provider integration.

8. Select the applicable Scopes for the OIDC identity provider.

9. Configure any User Attributes to propagate from the identity provider to the service
provider. These attributes can include email addresses, first or last names, or external
groups. They are sent to apps via OpenlD tokens, along with any other stored user
information issued by the Single Sign-On service.

Select a User Scheme Attribute from the drop-down menu.

Enter an ID Token Attribute Name with the corresponding attribute from the
incoming OIDC ID token.

10. Configure any Custom Attributes to propagate from the identity provider to the service
provider. These attributes are sent to apps via OpenlD tokens issued by the Single Sign-On
service.

Enter a Custom Attribute Name.

Enter an ID Token Attribute Name with the corresponding attribute from the
incoming OIDC ID token.

11.  (Optional) Check Persist Custom Attributes if you want to expose custom user attributes
through the /userinfo endpoint. Your app must also have the user attributes scope
assigned in order for the custom attributes to appear.

12. Click Create Identity Provider to save the identity provider.

Add an LDAP ldentity Provider

When integrating with an external identity provider for LDAP, authentication becomes chained. An
authentication attempt with a user s credentials is first attempted against the internal user store

before the external LDAP identity provider. To avoid username collision, do not bootstrap or create
users in the UAA directly. You may only have one LDAP external identity provider per service plan.

WARNING: Pivotal recommends against reusing LDAP service accounts across
environments. LDAP service accounts should not be subject to manual lockouts,
such as lockouts that result from users utilizing the same account. Also, LDAP service
accounts should not be subject to automated deletions, since disruption to these
service accounts could prevent user logins.

1. Login tothe SSO dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN USiNg your UAA
administrator credentials. You can find these credentials in your Pivotal Application Service
tile in Ops Manager under the Credentials tab.
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Click the plan name and select Manage Identity Providers from the drop-down menu.
Click New ldentity Provider.

Enter an Identity Provider Name.

o & N

Enter a Description. This is displayed to Space Developers when they select an identity
provider for their app.

6. Select LDAP as the Identity Provider Type. You may only have one LDAP provider per
Service Plan.

7. Enter the external LDAP identity provider configurations:

1. Enter the Hosthame and Port.

2. Select the applicable Security protocol.

3. Select the applicable Referral.

4. Enter the User DN and Bind Password for your LDAP service account.
5. Under the Users section, enter the Search Base.

6. Under the Users section, you may also enter in Search Filter (Optional).

7. Under the Users section, you may select Just in Time Provisioning. If this option is
enabled, users will be created at login time. If this option is not enabled, users must
be created prior to being able to login.

8. Under the Groups section, you may enter the Search Base (optional) and Search
Filter (optional) to associate LDAP groups with your user. If you want to use the
memberOf attribute on user objects, you can enter in the value memberof as the Search
Base instead of an LDAP path for a group OU, and the Search Filter value will be
ignored.

8. Configure any User Attributes to propagate from the identity provider to the service
provider. These attributes can include email addresses, first or last names, or external
groups. They are sent to apps via OpenlD tokens, along with any other stored user
information issued by the Single Sign-On service.

Select a User Scheme Attribute from the drop-down menu.
Enter an LDAP Attribute Name with the corresponding attribute from LDAP.

9. Configure any Custom Attributes to propagate from the identity provider to the service
provider. These attributes are sent to apps via OpenlD tokens issued by the Single Sign-On
service.

Enter a Custom Attribute Name.
Enter an LDAP Attribute Name with the corresponding attribute from LDAP.

10. (Optional) Check Persist Custom Attributes if you want to expose custom user attributes
through the /userinfo endpoint. Your app must also have the user attributes scope
assigned in order for the custom attributes to appear.

11. Click Create Identity Provider to save the identity provider.

Delete an External Identity Provider
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1. Logintothe SSO dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN using your UAA
administrator credentials. You can find these credentials in your Pivotal Application Service
tile in Ops Manager under the Credentials tab.

Click the plan name and select Manage Identity Providers from the drop-down menu.

Click on the name of your external identity provider.

P wN

Click Delete at the bottom of the page.

5. Inthe popup that appears, click Delete Identity Provider to confirm that you want to delete
the identity provider, along with all of its configurations.

Note: Deleting an external identity provider deletes all of its configurations. Users will
no longer be able to authenticate using the external identity provider. This action
cannot be undone.

Configure Group Allowlist for an External Identity Provider

An administrator can include groups from an external identity provider in a group allowlist. The list of
groups in the allowlist propagates in the ID token when a user authenticates through an external
identity provider. An app can then retrieve from the ID token the list of external groups that the user
belongs to. An administrator can use these groups to assign permissions by group rather than
individual users.

For more details on how to create resource permission mappings, see Create or Edit Resource

Permissions.

n Note: For an app to retrieve a group allowlist containing external groups, the app
must request the roles scope, and the group allowlist must list the external group.

1. Logintothe SSO dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN using your UAA
administrator credentials. You can find these credentials in your Pivotal Application Service
tile in Ops Manager under the Credentials tab.

2. Click the plan name and select Manage Identity Providers from the drop-down menu.

3. Click on the name of your external identity provider and select Group Whitelist from the
drop-down menu.

4. Add a group name from your external identity provider.
5. Click Save Group Whitelist.

Create a pull request or raise an issue on the source for this page in GitHub

Enabling Identity Provider Discovery

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
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upgrade to a supported version.

This topic describes Identity Provider (IdP) Discovery and how to configure it for your Pivotal Cloud
Foundry (PCF) apps that use the Single Sign-On (SSO) service.

What it Does

If users with different email domains access the same PCF app, you can configure SSO to
authenticate them through different identity providers.

In this situation, IdP Discovery streamlines the login experience by automatically redirecting the user
to their own IdP and shielding them from seeing the |dPs of other app users.

When a user logs in to an app, an account chooser autofills their email address from any previous
login, or presents a choice if they have logged in from more than one account. Users can add or
remove accounts from the account chooser.

Example

As an example, consider an app used by a company @company.com and its competing suppliers
@supplier-1.comand @supplier-2.com. With IdP Discovery, users from all three companies can log
in from the same page, and do not have to see or choose from a list of login options that covers all
the domains. IdP Discovery ascertains each user s IdP from their email domain.

Enable IdP Discovery

IdP Discovery is associated with a service plan, and configured for the apps bound to instances of
that plan. To enable IdP Discovery for a service plan and the apps that use it, you must be a PCF
Administrator or a Plan Administrator.

1. Enable IdP Discovery for the SSO Service Plan instance that your app is bound to:

1. Log into the SSO dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN USING your
User Account and Authentication (UAA) administrator credentials. You can find these
credentials in your Pivotal Application Service tile in Ops Manager under the
Credentials tab.

2. Click the plan name and select Configure under the plan menu.

3. Select the checkbox under the Identity Provider Discovery section and click Save.
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P Single Sign-On admin ~
Plans > Acme INC
Configure
Token Policy
Access Token Expiration
Seconds
[ Use System Default (12 hours)
Refresh Token Expiration
Seconds
@ Use System Default (30 days)
Identity Provider Discovery
FAdEnabled
2. Click the plan name and select Manage Identity Providers under the plan menu.
3. Enter the Email domains you want to include as a comma-separated list under the
configuration page for the identity provider plan.
admin -

P

Single Sign-On

Plans > Acme INC > Identity Providers

Internal User Store

Email Domains

Provide comma-separated list of domains for identity provider discovery

company.com, supplier-l.com, supplier-2.com)|

Authentication Policy
Disable Internal Authentication
Disable User Management

Password Policy Settings

Password Complexity
Min Length Uppercase

1 n

Use Recommended Settings Use Default Settings

Lockout Policy
Failures Allowed Lockout Period

5 NN

4. In Apps Manager, navigate to your space, open the Service tab, and select your service

instance.

5. Click the Manage link under the service name, and edit the app configuration by selecting

the required Identity Providers.

Create a pull request or raise an issue on the source for this page in GitHub
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Managing Users

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how a Pivotal Cloud Foundry (PCF) Plan Administrator uses the Single Sign-On
(SSO) service to manage user access to PCF apps, for users with accounts in the internal user store
or with external identity providers.

Manage Users in an Internal User Store

The SSO service has an Internal Users admin pane that lets you manage user accounts in PCF s
internal user store: invite and delete users, request users to reset their passwords, and update user
attributes and permissions.

To open the Internal Users pane:

1. Loginto the SSO dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN using your User
Account and Authentication (UAA) administrator credentials. Find these credentials in your
Pivotal Application Service tile in Ops Manager under the Credentials tab.

2. Click the plan name and select Manage Identity Providers from the drop-down menu.

3. Click Internal User Store and select Internal Users from the drop-down menu. This brings
you to the admin screen.

Internal Users | Invite User

Search for Users

From the Internal Users pane, you can:

« Invite users by clicking Invite User, entering their email address, and clicking Send Invite.

Invite User

Email address
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o Search existing users by entering a value into the search bar and clicking Search. Entering a
blank value returns all users in the service plan’ s internal user store.

Internal Users  invite User

Search for Users

Username Name Verified Last Modified

test@test.com No 5/15/2017 12:02:49 PM

¢« Resend an invite to an unverified user by selecting the checkbox next to their username
and clicking Resend Invite.

o Ask a verified user to reset their password by selecting the checkbox next to their username
and clicking Reset Password.

« Delete a user by selecting the checkbox next to their username and clicking Delete User.

« View information about a user by clicking their username.

test@test.com = Resend Invite

Profile

Email NOT VERIFIED

Permissions test@test.com [

First Name
Last Name

Phone Number

o« Update a user profile including their Email, First Name, Last Name, and Phone Number by
entering the updated values and clicking Save User.

« View user permissions by clicking the Permissions tab.

test@test.com | Resend invite

Profile User does not have any permissions

Permissions Select Permissions

« Update user permissions by selecting the corresponding permissions and clicking Save
User.

Manage Users from an External Identity Provider
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For each external identity provider that the SSO service connects to, a users admin pane (example:
Okta SSO Users) lets you browse, delete, and update PCF permissions for user accounts from
external identity providers.

To open the external identity provider users admin pane:

1.

Log in to the SSO dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN USiNg your User
Account and Authentication (UAA) administrator credentials. You can find these credentials
in your Pivotal Application Service tile in Ops Manager under the Credentials tab.

Click the plan name and select Manage Identity Providers from the drop-down menu.

Click the external identity provider you want to manage and select the Users choice for the
provider from the drop-down menu. This brings you to the users admin pane.

Okta SSO Users

Search for Users

From the external identity provider users admin pane, you can:

Search existing users by entering a value into the search bar and clicking Search. Entering a
blank value returns all users in the service plan’ s internal user store.

Okta SSO Users

Search for Users

I =3

Username Name Verified Last Modified

tiwang+test@pivotal.io Test User Yes 5/17/2017 7:51:06 PM

Delete a user by selecting the checkbox next to their username and clicking Delete User.

View information about a user by clicking their username.

tiwangttest@pivotal.io

Profile Username

Permissions tiwang+test@pivotal.io

Email m

tiwang+test@pivotal.io

First Name

Test

Last Name

User

Phone Number

VMware, Inc

47



Single Sign-On for VMware Tanzu Application Service 1.6

View user permissions by clicking the Permissions tab.

tiwangttest@pivotal.io
Profile User does not have any permissions

Crralaehns Select Permissions

Update user permissions by selecting the corresponding permissions and clicking Save
User.

Manage Users with the UAA CLI

You may also use the UAA CLI, or UAAC, to manage users for the SSO service. You can use this
approach to programatically create new internal users or assign groups (scopes) to any user (whether
internal or external). These operations require administrative access through an admin client that

must be configured by an administrator for the service plan.

Note: Clients and Groups for SSO should be created directly through the SSO Ul or
through application manifest bootstrapping. Do not create these through UAAC, as
additional metadata is required for their usage by SSO.

Install the UAA CLI, uaac.

$ gem install cf-uaac

Use the uwaac target AUTH-DOMAIN command to target your service plan. Auth Domain
setting you entered when you created the service plan.

$ uaac target my-auth-domain.login.example.com

Record the App ID and App Secret from your admin client created using the steps here.
You will need to give your admin client scim. read to read user information. You can give
your admin client either scim.write to create users and modify group (scope) memberships

Or scim.create to only create users.

Run uwaac token client get ADMIN-APP-ID -s ADMIN-APP-SECRET to authenticate and obtain
an access token for the admin client for your service plan. Replace AbMIN-APP-ID with your
App ID and ADMIN-APP-SECRET With your App Secret. UAAC stores the token in

~/.uaac.yml.

$ uaac token client get MyAdminAppId -s MyAdminAppSecret

Use the uaac context command to display the client context. Verify that you have the

sufficient scim.write Or scim.create permissions under the scope section.

$ uaac context

[1]*[admin]
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client id: MyAdminAppId
access_token: aBcdEfgOhIJKIml23.e
token type: bearer
expires in: 43200
scope: scim.read scim.write
jti: 91b3-abcdl233

6. Run the following command to create a new internal user: vaac user add NEW-USERNAME -p
NEW-PASSWORD --emails NEW-EMAIL

Replace NEW-USERNAME, NEW-PASSWORD, and NEW-EMATL with appropriate information.

$ uaac user add Adam -p newSecretPassword --emails adam@example.com

7. Run uaac member add GROUP USERNAME to add any group to any user (internal or external).
Replace GrROUP and USERNAME with appropriate information.

$ uvaac member add my-app.my-scope Adam

8. Run uaac member delete GROUP USERNAME to delete any group from to any user (internal or

external). Replace GrROUP and USERNAME with appropriate information.

$ uaac member delete my-app.my-scope Adam

Create a pull request or raise an issue on the source for this page in GitHub

About Performance

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic lists resources where you can learn about evaluating the performance of the Single Sign-
On (SSO) service for Pivotal Cloud Foundry (PCF).

As an operator, you need to know about the performance of logins and token flows. For example,
you can monitor how long it takes for UAA to issue the tokens that allow users to log in to apps.

The SSO service relies on the performance of User Account and Authentication (UAA) component
of Pivotal Application Service.

The following table contains links to topics that describe how to monitor and interpret UAA
performance.

For more information about:-- See-:*
UAA in general Component: User Account and Authentication (UAA) Server
UAA performance UAA Performance
UAA performance metrics UAA Performance Metrics
UAA metrics UAA Metrics
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UAA scaling indicators UAA VM CPU Utilization

Create a pull request or raise an issue on the source for this page in GitHub

Backing Up and Restoring

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how to back up and restore the Single Sign-On (SSO) service for Pivotal Cloud
Foundry (PCF).

To back up and restore the SSO service, use the BOSH Backup and Restore (BBR) tool to back up
and restore PCF. For more information, see Backing Up and Restoring Pivotal Cloud Foundry.

As part of backing up and restoring PCF, BBR also backs up and restores the SSO service tile
information. The information is included in the Cloud Controller (CC) and User Account and
Authentication (UAA) data of Pivotal Application Service (PAS).

Create a pull request or raise an issue on the source for this page in GitHub
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Developer Guide

Determining SSO Application Type

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic explains how to determine your Single Sign- On for PCF app type.

Before you bind or register an app, you must determine its SSO application type and the
corresponding OAuth grant type.

If your app authenticates end users, its application type is Web App, Native Mobile App, or Single-
Page JavaScript App. If the app does not authenticate end users, but rather accesses other services
or APIs on its own behalf, its type is Service-to-Service App.

See the table below to determine your app s SSO Application Type and OAuth Grant Type:

App Type Single Sign- On App Type OAuth Grant Type

Web Web App Authorization Code

Native Mobile, Desktop, or Command Line Native Mobile App Resource Owner Password
Single-Page JavaScript Single-Page JavaScript App Implicit

Service-to-Service Service-to-Service App Client Credentials

K

Note: The Native Mobile App application type is intended only for highly-trusted
apps, such as company-owned and managed apps. The Native Mobile App
application type works only with back-channel protocols, such as internal UAA store
or LDAP. It does not work with front-channel protocols, such as SAML.

Create a pull request or raise an issue on the source for this page in GitHub

OAuth 2.0 Grant Types
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This topic explains how OAuth 2.0 grant types work with different app types.

Authorization Code Grant Type

The authorization code grant type is the most commonly used grant type. This grant type is for
server-side apps.

Authorization Code Grant Type Roles
The Authorization Code grant type uses the following roles:
« Resource Owner: A person or system capable of granting access to a protected resource.

o« Application: A client that makes protected requests using the authorization of the resource
owner.

o Authorization Server: The Single Sign- On server that issues access tokens to client apps
after successfully authenticating the resource owner.

« Resource Server: The server that hosts protected resources and accepts and responds to
protected resource requests using access tokens. Apps access the server through APIs.

Authorization Code Grant Type Flow

The following diagram shows the flow for the Authorization Code grant type:

o Authorization Resource
Resource Application Server Server
Owner —0

— ) -0

A = =

1. Access Application
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]
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2. Authentication and 1
Request Authorization 1
I

d

1

-

3. Authentication and Grant Authorization

-
-

|
I
I
|
|
|
|
1
4. Send Authorization Code |
" 1
1
I
|
1
]
]

5. Request Code
Exchange for Token

-
-

7. Request Resaurce!w.f Access Token

Y

8. Retum:Resource

'y

I
I
|
1
I
1
: 6. Issue Access Token
I
|
I
I
I
1
1

1. Access Application: The user accesses the app and triggers authentication and
authorization.

2. Authentication and Request Authorization: The app redirects the user to the authorization
server where it prompts the user for their username and password. The first time the user
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goes through this flow for the app, the user sees an approval page. On this page, the user
can choose permissions to authorize the app to access resources on their behalf.

3. Authentication and Grant Authorization: The authorization server receives the
authentication and authorization grant.

4. Send Authorization Code: After the user authorizes the app, the authorization server sends
an authorization code to the app using a redirect.

5. Request Code Exchange for Token: The app uses the authorization code to request an
access token from the authorization server. This gives the app access to the approved
permissions.

6. Issue Access Token: The authorization server validates the authorization code and issues an
access token.

7. Request Resource w/ Access Token: The app attempts to access the resource from the
resource server by presenting the access token.

8. Return Resource: If the access token is valid, the resource server returns the resources that
the user authorized the app to receive.

The resource server runs in Pivotal Cloud Foundry under a given space and org. Developers set the
permissions for the resource server APl endpoints. To do this, they create resources that
correspond to APl endpoints secured by Single Sign- On. Apps can then access these resources on
behalf of users.

Client Credentials Grant Type

This grant type is for apps that can request an access token and access resources on its own. These
apps often use services that call APIs without users.

Client Credentials Grant Type Roles
The Client Credentials grant type uses the following roles:

« Application: A client that makes protected requests using the authorization of the resource
owner.

o Authorization Server: The Single Sign- On server that issues access tokens to client apps
after successfully authenticating the resource owner.

« Resource Server: The server that hosts protected resources and accepts and responds to
protected resource requests using access tokens. Apps access the server through APIs.

Client Credentials Flow

The following diagram shows the flow for the Client Credentials grant type:

VMware, Inc 53



Single Sign-On for VMware Tanzu Application Service 1.6

o Authorization Resource
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1. Authenticate w/ Client ID and Secret: The app authenticates with the authorization server
using its client ID and client secret.

2. Issue Access Token: The authorization server validates the client ID and client secret and
issues an access token.

3. Request Resource w/ Access Token: The app attempts to access the resource from the
resource server by presenting the access token.

4. Return Resource: If the access token is valid, the resource server returns the resources to
the app.

The resource server runs in Single Sign- On under a given space and org. Developers set the
permissions for the resource server APl endpoints. To do this, developers create resources that
correspond to APl endpoints secured by Single Sign- On. Administrators can create admin clients to
perform automated management actions without a user. See Create Admin Client.

Resource Owner Password Grant Type

For Native Mobile and Desktop apps, Single Sign- On for PCF supports the Resource Owner
Password OAuth 2.0 grant type. This password grant type is for highly trusted apps where resource
owners share their credentials directly with the app.

Resource Owner Password Grant Type Roles
The Resource Owner Password grant type uses the following roles:
¢« Resource Owner: A person or system capable of granting access to a protected resource.

o« Application: A client that makes protected requests using the authorization of the resource
owner.

o Authorization Server: The Single Sign- On server that issues access tokens to client apps
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after successfully authenticating the resource owner.

¢ Resource Server: The server that hosts protected resources and accepts and responds to
protected resource requests using access tokens. Apps access the server through APIs.

Resource Owner Password Flow

The following diagram shows the flow for the Resource Owner Password grant type:

. i Authorization Resource
Resource Application Sarver Server
Owner —0 — —s

n Be B E
— o) —_— —0

1. Authenticate w/
Username and Password

-

2. Send Username/Password

-

3. Issue Access Token
|

|
4. Request Resourcelw/ Access Token

L

5. Return, Resource

A

1. Authenticate w/ Username and Password: The user authenticates with the app using their
username and password.

2. Send Username/Password: The app sends the username and password to the authorization
server for validation.

3. Issue Access Token: The authorization server validates the username and password and
issues an access token.

4. Request Resource w/ Access Token: The app attempts to access the resource from the
resource server by presenting the access token.

5. Return Resource: If the access token is valid, the resource server returns the resources that
the user authorized the app to receive.

The resource server runs in Pivotal Cloud Foundry under a given space and orgn. Developers set
the permissions for the resource server APl endpoints. To do this, they create resources that
correspond to APl endpoints secured by Single Sign- On. Apps can then access these resources on
behalf of users.

Implicit Grant Type

The Implicit grant type is for apps with a client secret that is not guaranteed to be confidential.

Implicit Grant Type Roles
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The Implicit grant type uses the following roles:

Resource Owner: A person or system capable of granting access to a protected resource.

Application: A client that makes protected requests using the authorization of the resource
owner.

Authorization Server: The Single Sign- On server that issues access tokens to client apps
after successfully authenticating the resource owner.

Resource Server: The server that hosts protected resources and accepts and responds to
protected resource requests using access tokens. apps access the server through APIs.

Implicit Flow

The following diagram shows the flow for the Implict grant type:

S Authorization Resource
Resource Application Server Server
Owner —0 — —

5 B B E
— o)™ p— —_0

1. Access Application

2. Authentication and
. Reqguest Authorization

-

3. Authentication and Grant Authorization

Y

in URL

I

]
5. Request Resource wi Access Token in URL

A

6. Return: Resource

d
}
I
1 4. Issue Access Token
I
I
I
I
I
I
I
I
I

Access Application: The user accesses the app and triggers authentication and
authorization.

Authentication and Request Authorization: The app prompts the user for their username
and password. The first time the user goes through this flow for the app, the user sees an
approval page. On this page, the user can choose permissions to authorize the app to access
resources on their behalf.

Authentication and Grant Authorization: The authorization server receives the
authentication and authorization grant.

Issue Access Token: The authorization server validates the authorization code and returns an
access token with the redirect URL.

Request Resource w/ Access Token in: The app attempts to access the resource from the
resource server by presenting the access token in the URL.

Return Resource: If the access token is valid, the resource server returns the resources that
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the user authorized the app to receive.

The resource server runs in Pivotal Cloud Foundry under a given space and org. Developers set the
permissions for the resource server API| endpoints. To do this, they create resources that
correspond to API endpoints secured by Single Sign- On. apps can then access these resources on
behalf of users.

Create a pull request or raise an issue on the source for this page in GitHub

Common App Architecture Patterns

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes common app architecture patterns for enterprise developers.

External Apps Calling into PCF APIs

This section describes common architecture patterns for authenticating external apps calling into
Pivotal Cloud Foundry (PCF) APIs. In these patterns, external apps secured either by Security
Assertion Markup Language (SAML), or by OpenlID Connect (OIDC) providers using JSON Web
Tokens (JWTSs), interact with Pivotal SSO to gain access to PCF services.

The following diagram is a conceptual view of an external app protected by a SAML or OIDC
enterprise identity provider (IDP).

PCF
- APl -1
External SSO Service +
App UAA
»| API-2

Enterprise
Identity Provider
(SAML or OIDC)

In this diagram:
¢« You have an external app running outside PCF.

« The external app is secured by an enterprise SAML or OIDC identity provider, that is, users
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authenticate via the SAML or OIDC provider into the external app.

¢ The external app needs to invoke API-1and API-2, which are Spring Boot microservices
running on PCF.

« API-1and API-2 are protected by the SSO service using OAuth.

The following sections describe three authentication models that can be used for external apps using
SAML or OIDC enterprise IDPs to call into PCF APIs:

« UAA Authorization Code Grant
« SAML Bearer Token Exchange

« JWT Exchange

UAA Authorization Code Grant — Browser

The following sequence diagram illustrates the UAA authorization code grant model. This diagram
shows a SAML flow, but the interactions between the app, enterprise IDP, and UAA can also use an
OIDC enterprise IDP. In that case, JWT ID tokens replace SAML and SAML assertions.

Application (In Browser) Enterprise IDP (SAML) | UAA | Application (Backend) || PCF Microservice

Redirect with SAML i Request

Authenticate User on IDP Login Page and pass SAML Assertion

Redirect 1o UAA foautivauthonze

Issue Redirect to Enterprise IDP (SAML)

(Autologin based on Previous Auth) & Send SAML As: senlon.

Send code

Pass code

| g Exchange code for UAA token foauthitoken

Send UAA JWT Token N

UAA JWT In Auth Header
Perform OMine JWT Vailgation :

Application (In Browser) Enterprise IDP (SAML) | UAA Application (Backend) | PCF Microservice ‘

www.websequencediagrams.com

In this model:

« The authenticated user s session against the enterprise IDP is leveraged, which makes
direct user authentication against the UAA transparent to the user.

e« The user/browser calling a PCF microservice is redirected to UAA and then to the IDP.
Because this user session with the IDP is already authenticated, the redirect back to UAA
and then back to the PCF microservice is transparent to the user.

« Your enterprise IDP applies any security policies defined by your corporate policy, for
example, multi-factor authentication (MFA), Kerberos, or PKI certificates.

« Behind the scenes the UAA authenticates the user via SAML, because the user has a logged
in session with the IDP.

« UAA then generates a JWT for the authenticated user.

SAML Bearer Token Exchange — Back End

The following sequence diagram illustrates the SAML bearer token exchange model.
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Application Enterprise Identity Provider (SAML) UAA PCF Microservice

Authentication Request

SAML Assertion (SAML Recipient = App URL)

d
bl

New SAML Assertion for UAA (SAML Recipient = UAA URL) y |
Ld

Token with SAML Assetion & ClientiD/Client Secret

>
4 UAA JWT
bl
UAA JWT in Auth Header >
Perform Offline JWT Validation @
Application Enterprise Identity Provider (SAML) UAA PCF Microservice

www.websequencediagrams.com

In this model:

« The user has already authenticated against the enterprise IDP via SAML through interactions
with the existing integration with the IDP upstream.

« The authenticated session against the IDP empowers the user to get a SAML assertion
intended for the Pivotal SSO (also known as UAA) audience. In the SAML assertion, the
recipient and audience must match UAA. See the Example SAML Assertion below.

« The UAA allows for a token exchange permitting the upstream caller to get a UAA JSON
web token (JWT), which authorizes access to PCF hosted microservices, leveraging the
SAML assertion mentioned above.

Example SAML Assertion

In the SAML assertion used in the SAML bearer token exchange, the Recipient and Audience must
match UAA. For example:

Recipient
The rRecipient must match the UAA entity ID.

Recipient="https://demo.login.uaa-example.com/oauth/token/alias/demo.login.uaa-

example.com" />
Audience
The rudience must match the UAA assertion consumer service URL.

<saml?2:AudienceRestriction><saml2:Audience>demo.login.uaa-example.com</saml2:Audience>

</saml2:AudienceRestriction>
Example SAML Assertion

The Recipient and Audience properties are located near the bottom of the example SAML assertion
below.

<?xml version="1.0" encoding="UTF-8"?><saml2:Assertion xmlns:saml2="urn:oasis:names:tc
:SAML:2.0:assertion"” ID="1d41261893195735352003413868" Issuelnstant="2018-01-24T19:23:
15.5222" Version="2.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema"><saml2:Issuer Forma
t="urn:oasis:names:tc:SAML:2.0:nameid-format:entity" xmlns:saml2="urn:oasis:names:tc:S
AML:2.0:assertion">http://www.okta.com/exk9sgb2ayyAikL150h7</saml2:Issuer><ds:Signatur
e xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"><ds:SignedInfo><ds:CanonicalizationMet
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hod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cld4n#"/><ds:SignatureMethod Algorithm
="http://www.w3.0rg/2001/04/xmldsig-moref#rsa-sha256"/><ds:Reference URI="#1d4126189319
5735352003413868"><ds:Transforms><ds:Transform Algorithm="http://www.w3.0rg/2000/09/xm
ldsigf#enveloped-signature"/><ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc
-cl4n#"><ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" Pre
fixList="xs"/></ds:Transform></ds:Transforms><ds:DigestMethod Algorithm="http://www.w3
.org/2001/04/xmlenc#sha256"/><ds:DigestValue>oTsVYrWJ4YahleM3p0e4DCLP3N1sgFoAZ6R/KIIon
L8=</ds:DigestValue></ds:Reference></ds:SignedInfo><ds:SignatureValue>BYg9pYj2Mw040vQv
tuH2WOWemcEew7R6dIyxEaUC9sAtTyMBBOdumMhDZMtOXu7G6+Uoba7B1XgAS8YM5/11QsW/0GZAHINUhYhNW1
eWw8eSrTQjpfKn6lVei2EmihWwTRptBZUucud4ZSblvgPnUYt0SF/hMfHqYRbILeicZTgT/T1110IMoPcET7JHC
1ZkMYGJIfKjXuelt34FER55celCnQQIxBN435ROWWLhx0UNdIXGWP1B3ddtaMJlehO9EZDECelORGP1IniVplLSs
x0QE1inVTr7Qn7+x3tG1lX/9MVgEDevZaGdZzwdbkwwfDssFWppjLpgpcBLZLK8USSN1Q==</ds:SignatureVa
lue><ds:KeyInfo><ds:X509Data><ds:X509Certificate>MIIDpDCCAOYgAWIBAGIGAVMYyw]jWWMAOGCSgGS
Ib3DQEBBQUAMIGSMQswCQYDVQQGEwWJVUZETMBEG
AlUECAWKQ2FsaWZvcm5pYTEWMBQGALIUEBWWNU2FUIEZyYW5jaXNjbzENMASGALUECGWET2t0YTEU
MBIGA1lUECwWwLUINPUHJvdmlkZXIxXEzARBgGNVBAMMCmMR1di0yODEzNzYxHDAaBgkghkiGOwOBCQEW
DW1uZm9Ab2t0YS55b20wHhcNMTcwMTE4MTgwNT I5WheNM] cwMTE4MTgwNy I5WjCBkJELMAKGALUE
BhMCVVMxEzZARBgNVBAgMCkNhbGlmb3JuaWExFjAUBgNVBACMDVNhbiBGcmFuY21zY28xDTALBgNV
BAOMBE9rdGExXFDASBgNVBASMCINTT1Byb3ZpZGVyMRMwWEQYDVQQODDAPkZXYtMjgxMzc2MRwwGgYJ
KoZIhvcNAQkBFglpbmZvQG9rdGEUY29tMIIBIjJANBgkaghkiGOwWOBAQEFAAOCAQS8AMIIBCGKCAQEA
00kZSvNax0/QzpT92pxALWevOlj3F0DyFRjWz1x4u8AbPjJDizbr42pnm/dOxw5bij2CecwIvI3b
G/LNMhONMBluuMwRppIpNkUOmu/8b3ulszmgMSULRiIAtCQFIKAd8VXApbmnLlsfzN5CnJzeDEZ29
3E/RGVrOWvSUKWYZaij57BfH2r2A44TZfRNpfUgtsvsVVQvtwDgKBo+rNgZIkQoMi0hdpX225227
16vpbDGUuS6kWROfgqyfoshKHPnHNvk/cOHkwkCIAmM117DWI5PnrTxjx7QQuLZibUFPD1sQE2S4Vxe
WokxXhT8ttmMLOOjirEgqtD+98BcbgqCc9SgYtzwIDAQABMAOGCSgGSIb3DQEBBQUAA4TIBAQDKgs49
VBGPpRTAWVGmM+giBHT2uJdd5JCefE6ap/OPp+ajfslXXH3yUOgq6CiyK1ivVgS9j15MOVBDTou8vTtsK
wO0TmdGINHKCJIgpTe2h/+3uvCG2yv9D6rfDiQc04KgeG+5hXnS2fGcFTuCmODX7ivEYB9eeAqXkIG
4LFwxVhse8j0rwkdPESkdL7KdTbzK5rsM3tWihSsuccmd4a6Zp6faFZzWhvd6ujBGI1LtaVHPIjUG
eMHVgMYK6C91CalLl4/kGUJIYGsKhbuF4CdjwlK9PB4PvNLn+1jWk9dYkVIQYMHI3Lg9T/20YVBux7
MQOsYOxtKYytwky+LiE1SjODZPQvYXaS3</ds:X509Certificate></ds:X509Data></ds:KeyInfo></ds:S
ignature><saml2:Subject xmlns:saml2="urn:ocasis:names:tc:SAML:2.0:assertion"><saml2:Nam
eID Format="urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress">personl@company.co
m</saml2:NameID><saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bear
er"><saml2:SubjectConfirmationData NotOnOrAfter="2018-01-24T19:28:15.5222"
Recipient="https://demo.login.uaa-example.com/ocauth/token/alias/demo.login.uaa-example
.com"/>

</saml2:SubjectConfirmation></saml2:Subject><saml2:Conditions NotBefore="2018-01-24T19
:18:15.522Z" NotOnOrAfter="2018-01-24T19:28:15.522Z" xmlns:saml2="urn:ocasis:names:tc:S
AML:2.0:assertion">
<saml2:AudienceRestriction><saml2:Audience>demo.login.uaa-example.com</saml2:Audience>
</saml2:AudienceRestriction>

</saml2:Conditions><saml2:AuthnStatement AuthnInstant="2018-01-24T19:23:15.5222" Sessi
onIndex="1d1516821795522.1919419636" xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertio
n"><saml2:AuthnContext><saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:clas
ses:PasswordProtectedTransport</saml2:AuthnContextClassRef></saml2:AuthnContext></saml
2:AuthnStatement><saml2:AttributeStatement xmlns:saml2="urn:oasis:names:tc:SAML:2.0:as
sertion"><saml2:Attribute Name="mail" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname
-format:basic"><saml2:AttributeValue xmlns:xs="http://www.w3.0rg/2001/XMLSchema" xmlns
:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">personl@company.
com</saml2:AttributeValue></saml2:Attribute><saml2:Attribute Name="fn" NameFormat="urn
roasis:names:tc:SAML:2.0:attrname-format:unspecified"><saml2:AttributeValue xmlns:xs="
http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance
" xsi:type="xs:string">Sree</saml2:AttributeValue></saml2:Attribute><saml2:Attribute N
ame="1n" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified"><saml2:A
ttributevValue xmlns:xs="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://www.w3.0rg
/2001/XMLSchema-instance" xsi:type="xs:string">Tummidi</saml2:AttributeValue></saml2:A
ttribute><saml2:Attribute Name="roles" NameFormat="urn:oasis:names:tc:SAML:2.0:attrnam
e-format:unspecified"><saml2:AttributeValue xmlns:xs="http://www.w3.0rg/2001/XMLSchema
" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">Everyone<
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/saml2:AttributeValue><saml2:AttributeValue xmlns:xs="http://www.w3.0rg/2001/XMLSchema
" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">Writer-Ad
min</saml2:AttributeValue><saml2:AttributeValue xmlns:xs="http://www.w3.0rg/2001/XMLSc
hema" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">Reade
r</saml2:AttributeValue><saml2:AttributeValue xmlns:xs="http://www.w3.0rg/2001/XMLSche
ma" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">Writer<
/saml2:AttributeValue><saml2:AttributeValue xmlns:xs="http://www.w3.0rg/2001/XMLSchema
" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">Writer-a-
Admin</saml2:AttributeValue><saml2:AttributeValue xmlns:xs="http://www.w3.0rg/2001/XML
Schema" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">Rea
der-Admin</saml2:AttributeValue></saml2:Attribute></saml2:AttributeStatement></saml2:A

ssertion>

JWT Bearer Token Exchange

The following sequence diagram illustrates the JWT bearer token exchange model. This flow is for
external apps using OIDC.

Application Enterprise IDP (OIDC) UAA PCF Microservice
Get JWT from Enterprise IDP (via Auth Code or Implicit)
4 Enterprise IDP JWT
hl
Perform JWT Exchange for UAA JWT & ClientiD/Secret Al
Send UAA JWT
4
UAA JWT in Auth Header N
'
Perform Offline JWT Validation :
Application Enterprise IDP (OIDC) UAA PCF Microservice

www.websequencediagrams.com

This model is similar to the SAML bearer token exchange flow:

e The upstream app contacts UAA and requests a PCF-native JWT. The app provides a JWT
generated by the enterprise IDP as evidence that the user has been authenticated.

e« The returned PCF-native JWT can then be used to invoke protected microservices hosted
within PCF.

The difference between this flow and the SAML exchange one is that there is no need to get a
specific SAML assertion for the UAA audience.

Example JWT Token Content

"sub": "mysub",
"iss": "https://my.idp.com",
"aud": "http://appliesto/myidpjwt",

"iat": 1517486551,
"exp": 1517490151,
"sess": "bf8d6812-0747-11e8-a94b-005056bele86",
"groups": [
"my-admins"
1,

"emailAddress": [
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"personl@company.com"

Handling the JWT Token Exchange Using a Gateway

In the sequence illustrated above, the token exchange is handled by the app. However, you can
abstract away the token exchange from the app. Instead, a gateway such as Apigee or Mulesoft
intercepts the call and handles the token exchange transparently, as shown in the diagram below.

Application

Get JWT from ISAM (via Auth Code or Implicit

Enterprise IDP (OIDC) || Gateway ‘ ‘ UAA ‘ ‘ PCF Microservice

4 Enterprise IDP JWT
hl

Call to PCF Microservice with Enterprise IDP JWT Intercepted by Gateway |

Perform JWT Exchange for UAA JWT & ClientlD/Secret,

Send UAA JWT

Replace Enterprise IDP_JWT with UAA JWT in Auth Header

Perform Offline JWT Validation
—
Application ‘ Enterprise IDP (OIDC) | Gateway ‘ ‘ UAA ‘ PCF Microservice

www.websequencediagrams.com

Set Up for SAML or JWT Bearer Token Exchange
The following setup procedure uses the example shown in the conceptual diagram above.
1. Create API-1and API-2 as resources in the SSO service, for example, apil.read, apil.write
and api2.read, api2.write.
For instructions, see Create or Edit Resources.

2. Create an Admin Client with the ability to create more OAuth Clients under the SSO Service
plan. Therefore, use the scope clients.admin.

For instructions, see Create Admin Client.

3. Use UAAC to target the SSO Service Plan and log in using the Admin Client created in the
previous step.

For instructions, see Step 4 in Manage Users with the UAA CLI (UAAC).

4. For each client of the external app, run the following command to register the client:

uaac client add -i

In this example, there are two clients: API-1and API-2.
5. When prompted:

1. Specify a client ID and secret, and record them for future use in the API call.

2. Specify the Grant Type as either of the following:
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s« For SAML: urn:ietf:params:oauth:grant-type:saml2-bearer
s« For JWT: urn:ietf:params:ocauth:grant-type:jwt-bearer

3. Specify the scopes. In this example, they are either: apil.read and apil.write, Or
api2.read and api2.write.

4. You can leave the redirect URI and other options empty.
6. A plan admin must do the following in the SSO Plan Administrator Dashboard:

1. Add the enterprise SAML or OIDC (for JWT) provider.

For instructions, see Add an External Identity Provider.

2. Do one of the following:

s Set up external group mappings for apil.read and other scopes.

For instructions, see Create or Edit Resource Permissions.

= Add the corresponding scopes to the users that require this access.

For instructions, see Managing Users.

= Make the scopes as default authorities so that users do not need to be
assigned the groups individually.

For instructions, see Add Default Groups for Users.
7. The external app, or gateway, must make the following API call:

1. Invoke the /oauth/token endpoint of the SSO plan with the parameters laid out in
this documentation:

=« For SAML: SAML2 Bearer Grant
o« For JWT: JWT Bearer Token Grant

2. Pass in the following:

= Client ID and client secret registered for the external app
= The SAML assertion or JWT token from the external app

The response is a token that you must add in the authorization header when making a call to
API-1or API-2.

Create a pull request or raise an issue on the source for this page in GitHub

Managing Service Instances

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
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reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how Space Developers create an instance of a Single Sign-On service plan in
their space and bind it to an application.

Create Service Instances

Log in to Apps Manager at https://apps.YOUR-SYSTEM-DOMAIN as a Space Developer.
Navigate to the organization that the service plan is enabled for.

Select Marketplace and select the Single Sign-On service you want to create an instance of.
Choose your service plan and click Select this plan.

In the Configure Instance box, enter an Instance Name.

Pivotal Apps Manager admin »

SERVICE ABOUT THIS SERVICE COMPANY
. . Single Sign-On service provides a quick and Pivotal
SI n gle Slgn_o n hassle free way for your applications to be
secured by federated identity providers with
minimal coding effort. It connects your
Docs | Support applications via Single Sign-On while
streamlining the end user experience. Itis a

Single Sign-On as a Service

multi-tenant service which allows bath
Applications & Identity Providers to be
segregated based on the organization needs.

uaa Configure Instance

« This plan is reserved for app
developer single sign-on. Instarice Name MY-SERVICE-INSTANCE|

« Secure access to your

applications Add to Space MY-SPACE A
% v
» Enable single-sign-an
» Integrate with existing identity .
Bind to App [do not bind] &

providers

Show Advanced Options Cancel m

From the Add to Space drop-down menu, choose a space for the instance. This space hosts

your application. The default is development.

From the Bind to App drop-down menu, choose an application to bind the service instance
to. This option defaults to [do not bind]. If you do not bind the instance to an app, you can
bind it at a later time.

Click Add to create the service instance.

Delete Service Instances

1.

2.

3.

Log in to Apps Manager at https://apps.YOUR-SYSTEM-DOMAIN as a Space Developer.
Navigate to the organization and space that contain the service instance you want to delete.

Under Services in the space page, find your service instance and click Delete.
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4. Click Delete on the pop-up to confirm that you want to delete the service instance and
service bindings.

ﬁ Note: This action cannot be undone. Deleting a Single Sign-On service instance
deletes the configurations on the service instance, as well as the associated service
bindings. You must bind any applications bound to the deleted service instance to a
new service instance.

Create a pull request or raise an issue on the source for this page in GitHub
Configuring Apps

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic explains how Pivotal Cloud Foundry (PCF) developers configure their apps to use the
Single Sign-On (SSO) service, write SSO integration into their apps, and use the SSO Admin Client to
manage connections between SSO identity providers, apps, users and other resources.

Set Up PCF Apps to Use SSO

To configure SSO for an app running internally on PCF, you first need to determine the SSO
application type of the app that will use the SSO service.

Then you configure your SSO service for the app using environment variables and bind the app to
an SSO service instance. These steps are described below.

Configure SSO Properties

The SSO service reads its configuration properties from environment variables that are set in the
apps that use it. Most of these environment variables are prefixed with sso .

There are two ways to set the SSO configuration properties for an app:

o Set the environment variables manually after you deploy the app, in Apps Manager or with
the Cloud Foundry Command-Line Interface (cf CLI).

o Include the config settings in the application manifest, so that PCF bootstraps them
automatically when it deploys the app.

The table below provides descriptions and default values for environment variables that apps use to
configure SSO. See the SSO sample applications for details, and the manifest.yml files in the same
repository for examples of bootstrapping these values.

n Note: These configurations are only applied when initially binding to the service
instance. A subsequent cf push of the app does not update the configurations. To
update these configurations, manually update them using the SSO dashboard, or
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unbind and rebind the service instance.

Property Name

Name

GRANT TYPE

SSO_IDENTITY PROVIDERS

SSO_REDIRECT URIS

SSO_SCOPES

SSO_AUTO_APPROVED SCOPES

SSO_AUTHORITIES

VMware, Inc

Description

Name of the app

Allowed grant type for the app through the SSO
service. Only one grant type per app is supported by
SSO.

Allowed identity providers for the app through the
SSO service plan. This is a comma-separated list of
identity provider origin keys. The origin keys are
derived from the identity provider name using the
following rules:

e Uppercase letters are converted to
lowercase letters.

e  Spaces, periods, and underscores are
converted to hyphens.

e  Multiple hyphens are combined into a single
hyphen.

For example, if your identity provider name is
example.com Provider, the corresponding origin key

iS example-com-provider.

Comma-separated allowlist of redirection URIs
allowed for the app. Each value must start with
http:// Or https://.

Comma-separated list of scopes that belong to the
app and are registered as client scopes with the SSO
service. This value is ignored for client credential
grant type apps.

Comma-separated list of scopes that the app is
automatically authorized when acting on behalf of
users through SSO service.

Comma-separated list of authorities that belong to
the app and are registered as client authorities with
the SSO service. Privileged identity zone/plan
administrator scopes, such as scim. read, idps.write
cannot be bootstrapped and must be assigned by
zone/plan administrators. This value is ignored for
any grant type other than client credentials.

Defaul

(N/A -
Requir

Value)

uaa

(Alway
s
includ
es the
app
route)

openid

(Defaul
ts to
existin
9
scopes
/autho
rities)

uaa.re

source
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SSO_REQUIRED USER GROUPS

SSO_ACCESS TOKEN LIFETIME

SSO_REFRESH TOKEN LIFETIME

SSO_RESOURCES

SSO_ICON

SSO_LAUNCH_URL

SSO_SHOW ON HOME PAGE

Comma-separated list of groups a user must have in
order to authenticate successfully for the app.

Lifetime in seconds for the access token issued to the
app by the SSO service.

Lifetime in seconds for the refresh token issued to the
app by the SSO service.

Resources that the app will use as scopes/authorities
for the SSO service to be created during
bootstrapping if they do not already exist. The input
format can be referenced in the provided sample
manifest. Note that currently all permissions within
the same top level permission, such as todo.read and
todo.write, must be specified in the same
application manifest. Currently you cannot specify
additional permissions in the same top level
permission, such as todo.admin, in additional
application manifests.

App icon that will be displayed next to the app name
on the Pivotal Account dashboard if show on home
page is enabled. Do not exceed 64kb.

App launch URL that will be used for the app on the
Pivotal Account dashboard if show on home page is
enabled.

If set to true, the app will appear on the Pivotal
Account dashboard with the corresponding icon and
launch URL.

(No
value)

43200

25920
00
(not
used
for
client
creden
tials)

(No
value)

(No
value)

(Applic
ation
route)

True

Additional information and manifest examples are available in the identity sample apps repository.

Remove SSO Configuration Properties

You can remove SSO configuration properties for an app, or any environment variables set through

cf set-env, Apps Manager, or bootstrapping as follows:

1. Run cf unset-env APP NAME PROPERTY NAME.

2. Rebind the app.

Manually Configure Apps for SSO

For apps already deployed to PCF, you can set their GRANT TYPE, SSO_IDENTITY PROVIDERS, and

other SSO configuration environment variables with the cf set-env command, or in Apps Manager

as follows:

1. Loginto Apps Manager at https://apps.YOUR-SYSTEM-DOMAIN.

2. Navigate to your app.
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3. Click the Env Variables tab.
4. Click Add an Env Variable.

5. For Variable Name enter the name of the SSO configuration property that you are setting,
SucCh as GRANT TYPE.

6. For Value, enter the property value. For example, to set the GrRaNT TYPE property for a
Single-Page JavaScript App, enter implicit, which is the OAuth Grant Type listed for your
SSO application type above.

7. Bind and restage your app.

Bootstrap SSO Configuration

In SSO v1.4.0 and later, you can include SSO configuration properties in your application manifest, to
automatically bootstrap the values when you bind or rebind the app to an SSO service instance.

The values from the manifest automatically save to the environment variables that configure your
app for SSO. Bootstrapping SSO configuration values from the manifest eliminates the need to set
environment variables after you deploy your app.

n Note: These configurations are only applied at the initial service binding time.
Subsequent cf push of the application will NOT update the configurations. You will
either need to manually update the configurations via the SSO dashboard or unbind
and rebind the service instance.

This snippet below shows how to include GRANT TYPE SSO IDENTITY PROVIDERS in your manifest.

applications:
- name: APPLICATION NAME
env:
GRANT TYPE: password
SSO_IDENTITY PROVIDERS: uaa, sample-identity-provider

The GRANT TYPE property defaults to authorization code, for Web App application type.
SSO_IDENTITY PROVIDERS defaults to uaa, for the PCF internal user store.

If you specify your own scopes and authorities, consider including the following values in your
SSO_SCOPES Or sSO AUTHORITIES property list. These values are not added your user-provided list by
default:

e openid — for apps with authorization code, password, and implicit grant type
e uaa.resource — for apps with client credentials granttype

The table below lists all SSO properties that you can set in your application manifest to bootstrap the
values into your app’ s SSO client configuration.

After an app deploys with bootstrapped SSO configuration values, it is ready to bind to an SSO
service instance.
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Bind a PCF App

After a PCF app is configured for SSO, you can bind it to an SSO service instance as follows:

1.

2
3
4.
5
6

Log in to Apps Manager as a Space Developer.
Select the space where your app runs.

Under Applications, click the name of your app.
Click the Services tab.

Click Bind a Service.

Bind your app to a service to create an associated OAuth Client.

1. Select an existing SSO service instance from the drop-down menu and click Bind.

2. Create a new service instance:
1. Click or add from Marketplace.

2. Select the Single Sign-On service under Services Marketplace.
3. Select a Service Plan, then click Select this plan.

4. Enter an Instance Name, select a space, select an app, then click Add.

Manage App Configurations via SSO Dashboard

The SSO dashboard allows application developers to view the app configurations and resources
available within their space. To access the dashboard, first you must create a service instance for
your Space. Then you can follow the steps below to manage your application configurations via the
SSO dashboard.

1.

2.

w

o o b

Log in to Apps Manager as a Space Developer.
Select the space where your service instance is located.

Under Services, click Manage next to the SSO service instance to launch the SSO
dashboard.

Click your app.
Specify a value in the App Launch URL field that you want to set as the address of your app.
Upload an app icon for your app.

Click Show on homepage to display the app on the UAA or Pivotal Account home page.

n Note: If you would like app to display on the home page, you must enter an
App Launch URL or upload an app icon.

Select one or more Identity Providers for your app. Internal User Store is the default.

ﬁ Note: When binding a PCF app, a Space Developer can choose from internal
and external identity providers. If the Space Developer selects multiple
identity providers, users must select which provider to use when they sign in.
This option is available for all application types except service-to-Service
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App.

9. If your Application Type is Web App Or Single-Page JavaScript App, enter an allowlist of
Auth Redirect URIs beneath Redirect URIs. The redirect query parameter specified on the
OAuth request must match the URIs specified in this list. Otherwise, SSO rejects the request.

10. For the Scopes field, specify the permissions that the app can request on the user s behalf.
This field defaults to openid for Web, Native Mobile, and Single-Page JavaScript Apps. This
field defaults to uaa.resource for Service-to-Service Apps. If this app is purely for
authentication purposes, then the openid scope is sufficient. If the app makes API calls on
behalf of the end user, specify both the scopes enforced by the APl and the scopes to be
requested by the app.

Scope Description
openid Provides access to make OpenlID Connect requests
user attributes Provides access to custom attributes from an external identity provider
roles Provides access to external groups from an identity provider
uaa.resource Provides access to the check_token endpoint for service-to-service flows
ﬁ Note: Under Scopes, you can select resources defined in any space if the

application type is a Wweb App, Native Mobile App, OF Single-Page JavaScript
App. If the application type is a Service-to-Service App, you can only select
resources defined within the space.

11. For Auto-Approved Scopes, select any scopes that the SSO service automatically approves
when the app makes a request on behalf of a user. Select only scopes pertaining to apps
owned and managed by your company. Do not select scopes that pertain to apps external to
PCF.

12. Click Save Config. The Next Steps page appears, describing the endpoints required for app
integration. For more information, see Integrate SSO with Apps below.

Register an External App

1. Determine the type of the app that will use the SSO service.

2. Login to Apps Manager as a Space Developer.

3. Select the space where your service instance is located.

4. Under Services, click Manage next to the SSO service instance. This launches the SSO
dashboard.

5. Click New App.

6. Enter an App Name.
7. Choose an app type under Select an Application Type.

8. Enter an App Launch URL that specifies the address of your app.
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9.

Upload an app icon for your app.

10. Click Show on homepage to display the app on the UAA or Pivotal Account home page.

1.

12.

13.

14.

ﬁ Note: To display the app on the home page, you must enter an App Launch
URL or Upload an app icon.

Select one or more Identity Providers for your app. Internal User Store is the default.

ﬁ Note: When registering an externally-hosted app, a Space Developer can
choose from internal and external identity providers. If the Space Developer
selects multiple identity providers, users must select which provider to use
when they sign in. This option is available for all application types except

Service-to-Service App.

If your Application Type is Web App Or Single-Page JavaScript App, enter an allowlist of
Auth Redirect URIs beneath Redirect URIs. The redirect query parameter specified on the
OAuth request must match the URIs specified in this list. Otherwise, SSO rejects the request.

For the Scopes field, specify the permissions that the app can request on the user s behalf.
This field defaults to openid for Web, Native Mobile, and Single-Page JavaScript Apps. This
field defaults to vaa.resource for Service-to-Service Apps. If this app is purely for
authentication purposes, then the openid scope is sufficient. If the app makes API calls on
behalf of the end user, you must specify both the scopes enforced by the APl and the
scopes to be requested by the app.

Scope Description
openid Provides access to make OpenlID Connect requests
user attributes Provides access to custom attributes from an external identity provider
roles Provides access to external groups from an identity provider
uaa.resource Provides access to check_token endpoint for service-to-service flows
ﬁ Note: Add the user attributes scope to the client scopes to return user

attributes from the ID token.

ﬁ Note: Under Scopes, you can select resources defined in any space if the
application type is a Wweb App, Native Mobile App, OF Single-Page JavaScript
app. If the application type is a service-to-Service App, you can only select
resources defined within the space.

For Auto-Approved Scopes, select any scopes that the SSO service automatically approves
when the app makes a request on behalf of a user. Select only scopes pertaining to apps
owned and managed by your company. Do not select scopes that pertain to apps external to
PCF.
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15. Click Create App. The Next Steps page appears, describing the endpoints required for app
integration. For more information, see Integrate SSO with Applications below.

Integrate SSO with an App

Because SSO service is based on the OAuth protocol, any app that uses SSO must be OAuth-aware.

Java Apps

If you are using Java, see Single Sign-On Service Sample Applications. These are sample apps
created using Spring Boot for all four application types. These apps use the SSO Service Connector,
which auto-configures the app for OAuth. After binding the app to an SSO service instance, you
must restart the app for the new SSO configuration to take effect.

Non-Java Apps

To configure non-Java apps for OAuth, supply the following properties as environment variables to
your app after the SSO service bind. You can view this information on the Next Steps page of the
SSO dashboard.

« App ID, also known as OAuth Client ID
¢ App Secret, also known as OAuth Client Secret
o« OAuth Authorization URL, the endpoint for client authorization
« OAuth Token URL, the endpoint for token retrieval
To validate the token, you must verify the following:

1. The token is a properly signed JSON Web Token with an appropriate public key. The key
can be downloaded from the Token Verification Key endpoint specified on the Next Steps

page.
2. The value of aud in the token matches your App ID.

3. The value of iss matches https://AUTH-DOMAIN.uaa.YOUR-SYSTEM-DOMAIN/ocauth/token.

4. The expiry time of the token, exp, has not passed.

Create Admin Client

You can create an admin client to perform administrative functions, such as managing identity
providers, apps, users, groups, and resources in a specific zone where you create the client.

You must be at least a plan administrator to perform these steps.
To create an admin client:
1. Loginto Apps Manager.

2. Select the space where your service instance is located. This specifies the zone you manage
as an admin client.

3. Under Services, click the Single Sign-On service.

4. Click Manage next to your SSO service instance to launch the SSO dashboard.
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5. Click New App.
6. Enter an App Name.
7. Under Select an Application Type, select Service-to-Service App.

8. Click Select Scopes and choose what actions the admin client can perform from the
following Admin Permissions:

Scope Description

clients.admin Provides superuser access to create, modify, and delete clients
clients.read Provides access to read information about clients

clients.write Provides access to create and modify clients

scim.create Provides access to create users

scim.read Provides access to read information about users and group memberships
scim.write Provides access to create, modify, and delete users and group memberships
idps.read Provides access to read information about identity providers

idps.write Provides access to create, modify, and delete identity providers

9. Click Create App. You are given the option to view and download the App ID and App
Secret. Download or make note of this information for use with other SSO procedures.

Delete App that Uses SSO

Delete a PCF app or an external app that uses SSO as follows:

Delete a PCF App

To delete an app hosted on PCF:

1. Loginto Apps Manager as a Space Developer.

2. Select the space where your app is located.

3. Under Applications, click the name of your app.
4. Onthe Application page, click Delete App.
5

On the popup, click Delete to confirm that you want to delete the app and its configurations
from Apps Manager and the service dashboard.

Delete an External App
To delete an external app that uses SSO:
1. Login to Apps Manager as a Space Developer.
2. Select the space where your service instance is located.

3. Under Services, click Manage next to your SSO service instance to launch the SSO
dashboard.

4. Click your app.
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5. Click Delete at the bottom of the page.

6. On the popup, click Delete App to confirm that you want to delete the app and its
configurations.

ﬁ Note: Deleting an externally hosted app in PCF removes the app and its
configurations from the SSO dashboard. However, it still exists on your
hosted platform.

Create a pull request or raise an issue on the source for this page in GitHub

Managing Resources

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how a Space Developer defines resources required by an app bound to a Single
Sign-On (SSO) service instance and how an administrator grants resource permissions.

In this topic, resources are the APl endpoints that users and apps need to retrieve information from
a resource server. After an administrator creates resources, they assign the resources to users and
apps. Users can then grant apps access to the resources, for example to query API endpoints on
their behalf.

Because developers know what endpoints exist for their apps, they are responsible for creating
resources.

Create or Edit Resources

If an app requires access to specific resources such as APl endpoints, permissions for those
resources must be either bootstrapped from the application manifest or defined by the Space
Developer in the SSO dashboard.

To bootstrap resources from the manifest, follow the instructions in the SSO Sample Applications
repository.

To create resources in the SSO Dashboard:
1. Loginto Apps Manager as a Space Developer.
2. Select the space where your service instance is located.

3. Under Services, click Manage next to your SSO service instance to launch the SSO
dashboard.

4. Click the Resources tab.
5. Click New Resource.

6. Enter a Resource Name.
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K

Create Permissions that the OAuth client for your app needs to access from the resource

server.
1. Enter one or more Attributes or Actions for each permission.
2. Enter a Description for each permission.

Click Save Resource. The administrator must create resource permissions so that users can
access the resource. For more information, see Create or Edit Resource Permissions below.

Note: Space Developers create resources within a space. Space Developers only see
the resources created in the spaces they have access to and can only assign those to
the apps in those spaces.

Delete Resources

L T

Log in to Apps Manager as a Space Developer.

Click the Manage link under the SSO service instance to launch the service dashboard.
Click the Resources tab.

Click the resource to delete.

Click Delete at the bottom of the page.

On the popup, click Delete Resource to delete the resource.

Note: Deleting a resource removes it from the permission mappings and from the
app. You must reconfigure the updated permissions in both areas.

Create or Edit Resource Permissions

After a Space Developer defines resources required by an app, an administrator must grant access
to those resources. SSO allows administrators to map groups of users from the identity provider to
the resource permissions defined by the Space Developer.

Once resource permissions mappings are configured, when a user authenticates and obtains a
token, the user’ s group memberships will automatically be mapped into scopes that are directly

included in the token.

1.
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Log in to the SSO dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN USing your User
Account and Authentication (UAA) administrator credentials. You can find these credentials
in your Pivotal Application Service tile in Ops Manager under the Credentials tab.

Click the plan name and select Manage Identity Providers from the drop-down menu.

Click the name of the external identity provider you want to define permissions for and select
Resource Permissions from the drop-down menu.

Click New Permissions Mapping.
Enter a Group Name.

Click Select Permissions to choose the permissions that users in the group should have
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access to.

7. Click Save Permissions Mapping.

ﬁ Note: Groups with unsupported characters in Permission Mappings are not editable.

Delete Resource Permissions

1. Login tothe SSO dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN USing your User
Account and Authentication (UAA) administrator credentials. You can find these credentials
in your Pivotal Application Service tile in Ops Manager under the Credentials tab.

2. Click the plan name and select Manage Identity Providers from the drop-down menu.

3. Click on the name of the external identity provider you want to define permissions for and
select Resource Permissions from the drop-down menu.

4. Click the group name of the resource permission you want to delete.
5. Click Delete at the bottom of the page.

6. On the popup, click Delete Permissions Mapping to delete the resource.

ﬁ Note: Groups with unsupported characters in Permission Mappings are not editable.

About Space Protection for Resources

OAuth 2.0 provides the concept of a scope in order to limit the amount of access that is granted to
an access token. A scope is the intersection of a user s groups and a client s scopes.

For a user to gain access to a resource, they must meet the following conditions, which can only be
set up by plan administrators:

« The user must be assigned the resource as a group. For information on how to do this, see
Manage Users.

¢ The user must access an app that has the resource assigned as a scope.

App developers can assign scopes to any app that is not a service-to-service app. But, only plan
administrators can assign scopes to users.

When assigning a resource as a scope for a service-to-service app, app developers can only assign
resources they have created within their own space. Only an plan administrator can assign a scope
from another space to a service-to-service app.

Create a pull request or raise an issue on the source for this page in GitHub
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Integration Guides

Active Directory Federation Services Integration Guide

Active Directory Federation Services Integration Guide
Overview

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

Active Directory Federation Services (AD FS) is a standards-based service that securely shares
identity information between applications. This documentation describes how to configure a single
sign-on partnership between AD FS as the Identity Provider (IdP) and the Single Sign-On Service
(SSO) for Pivotal Cloud Foundry as the Service Provider (SP).

SSO supports service provider-initiated authentication flow and single logout. It does not support
identity provider-initiated authentication flow. All SSO communication takes place over SSL.

Prerequisites

To integrate AD FS with Pivotal Cloud Foundry (PCF), you need the following:
Pivotal

e PCF, Vv1.7.0 or later.

« Single Sign-On, v1.1.0 or later.
Active Directory Federation Services

o« Active Directory Federation Services subscription.

¢ A user with admin privileges.

n’ Note: To configure SAML, you must have the Pivotal Single Sign-On service broker
installed on your PCF deployment. You need to create a plan, grant any plan
administrators, and specify any organizations this plan should be the authentication
authority for. For help configuring plans, see the Manage Service Plans topic.

Active Directory Federation Services Integration Guide
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Configuring AD FS with SSO
Complete both steps below to integrate your deployment with AD FS and SSO.
1. Configure Active Directory Federation Services as an ldentity Provider

2. Configure a Single Sign-On Service Provider

Testing and Troubleshooting
¢ Testing
« Troubleshooting

Create a pull request or raise an issue on the source for this page in GitHub

Configuring Active Directory Federation Services as an
Identity Provider

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how to set up Active Directory Federation Services (ADFS) as your identity
provider by configuring SAML integration in both Pivotal Cloud Foundry (PCF) and ADFS.

Set Up SAML in PCF

1. Log into the Single Sign-On (SSO) dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN
as a Plan Administrator.

2. Select your plan and click Manage Identity Providers on the drop-down menu.

Plans: wNewPlan

Name Sign In Header

ADFS PCF S50 ~ example

Edit Plan

Manage Identity Providers

3. Click Configure SAML Service Provider.

Plans > ADFS PCF SSO

|del’1tity Providers - New Identity Provider Configure SAML Service Provider

Name Type Actions
Internal User Store Internal User Store

ADFS PCF S50 SAML Resource Permissions  Group Whitelist

4. (Optional) Select Perform signhed authentication requests to enforce SSO private key
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signature and identity provider validation.

Configure SAML Service Provider Download Metadata

Perform signed authentication requests

Require signed assertions

5. (Optional) Select Require signed assertions to validate the origin of signed responses.
6. Click Download Metadata to download the service provider metadata.

7. Click Save.

Set Up SAML in Active Directory Federation Services

1. Open the AD FS Management console.
2. Click Add Relying Party Trust:-- in the Actions pane.

3. Onthe Welcome step, click Start.

Welcome

—— N etz s s ekl Flithomsty Pty Tanaet Wil

s S This wizard will help you add a new relying party trust to the AD FS configuration database. Relying parties
@ Select Data Source consume claims in securty tokens that are izsued by this Federation Service to make authentication and
authorization decisions.
@ Configure Multifactor
Authentication Now? The relying party trust that this wizard creates defines how this Federation Service recognizes the relying
party and issues claims to it. You can define issuance transform rules for issuing claims to the relying party

® Choose lssuance after you complete the wizard.

Autharization Rules
@ Readyto Add Trust
@ Finigh

< Previous | Start | Cancel |

Y Add Relying Party Trust Wizard -

4. Select Import data about the relying party from a file, enter the path to the downloaded
service provider metadata, and click Next.
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vz

Select Data Source

Steps
Welcome
Select Data Source

Specify Display Name

® @ @ @

Configure Multifactor
Authertication Now?

Choose Issuance
Authorization Rules

@ Readyto Add Trust

1]

@ Finigh

Add Relying Party Trust Wizard -

Select an option that this wizard will use to obtain data about this relying party:

) Import data about the relying party published online or on a local networl

Use this option to import the necessary data and certificates from a relying party organization that publishes
its federation metadata online or on a local networl:.

Federation metadata address (host name or URL):

Example: fs contoso com or hitps:/fwww contoso com./app

® Import data about the relying party from a file

|Uze this option to import the necessary data and certificates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.

Federation metadata file location:
C:\Users\AdministratorDownloadsspring_saml_metadata xml | Browse.

() Enter data about the relying party manually
|Use this option to manually input the necessary data about this relying party organization.

< Prewvious | | Mext = | | Cancel

5. Enter a name for Display name and click Next.

VMware, Inc

80



Single Sign-On for VMware Tanzu Application Service 1.6

Specify Display Name

Steps Enter the display name and any optional notes for this relying party.
Welcome Dizplay name:
Select Data Source |ADFS PCF 550|
Specify Display Name Notes:

Configure Multifactor
Authentication Mow?

Choose lssuance
Authorization Rules

Ready to Add Trust
Finish

6. Leave the default multi-factor authentication selection and click Next.
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Welcome
Select Data Source
Specify Display Name

Configure Multifactor
Authentication Mow?

Choose Issuance
Autharization Rules

Ready to Add Trust
Finish

Configure multifactor authentication settings for this relying party trust. Multifactor authentication is required
there is a match for any of the specified requirements.

Muttifactor Authentication Global Settings

Requirements Users/Groups Mot corfigured
Device Not corfigured
Location Mot corfigured

(®) | do not want to configure muttifactor authentication settings for this relying party trust at this time.

() Configure multifactor authentication ssttings for this relying party trust.

You can also configure multi-factor authentication settings for this relying party trust by navigating to the
Authentication Policies node. For more information, see Configuring Authentication Policies,

7. Select Permit all users to access this relying party and click Next.
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1.

Y Add Relying Party Trust Wizard [x]

Choose Issuance Authonzation Rules

Steps Issuance authorization rules determine whether a user is permitted to receive claims for the relying party.

@ Welcome Choose one of the following options for the intial behavior of this relying party’s issuance authorization rules.

® Select Data Source (®) Pemit all users to access this relying party

@ Specify Display Name The issuance authorization rules will be configured to permit all users to access this relying party. The relying
@ Corfigure Mulifactor party service or application may still deny the user access.

Mthentication Mow? —
o = () Deny all users access to this relying party

Choose Issuance : T ; ! ; ;
Roihomeitin Pl The issuance authorization rules will be configured to deny all users access to this relying party. You must

later add issuance authorization rules to enable any users to access this relying party.

1]

@ Readyto Add Trust

@ Finigh
You can change the issuance authorization rules for this relying party trust by selecting the relying party trust

and clicking Edit Claim Rules in the Actions pane.

< Prewvious | | Mext = | | Cancel

Review your settings and click Next.
Click Close to finish the wizard.

The claim rule editor should open by default. If it does not, select your Relying Party Trust
and click Edit Claim Rules - in the Actions pane.

Create two claim rules by following these steps:
1. Click Add Rule.

2. Select Send LDAP Attributes as Claims for Claim rule template and click Next.
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Y Add Transform Claim Rule Wizard -

Select Rule Template

Steps Select the template for the claim nule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim nule template.
@ Configure Claim Rule Claim nule template:

Send LDAP Attributes as Claims v

Claim nule template description:

Using the Send LDAP Attribute as Claims rule template you can select attributes from an LDAFP attribute
stare such as Active Directory to send as claims to the relying party. Multiple attributes may be sent as
muttiple claims from a single rule using this rule type. For example, you can use this nule template to create
a rule that will extract attribute values for authenticated users from the displayMName and telephoneMumber
Active Directory attributes and then send those values as two different outgoing claims. This nule may also
be used to send all of the user’'s group memberships.  you want to only send individual group
memberships, use the Send Group Membership as & Claim rule template.

< Previous Nex > | | Cancel

3. Enter a Claim rule name.
4. Select Active Directory for Attribute store.

5. Select E-Mail-Addresses for LDAP Attribute and select E-mail Address for
Outgoing Claim Type.

6. Click Finish.
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7.

8.

9.

Configure Rule

Steps
@ Choose Rule Type
@ Corfigurs Claim Ruls

Click Add Rule.

You can configure this rule to send the values of LDAP atiributes as claims. Select an attribute store from
which to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be
igsued from the ule.

Claim rule name:

|LDAP Emai

Rule template: Send LDAP Attributes as Claims

Atribute store:
|A.c:ti\fe Directory v
Mapping of LDAF attributes to outgoing claim types:
;Eﬁﬁ;ibl.rte (Select artype to Qutgoing Claim Type (Select ortype to add mare)
4 E-Mail-Addresses v |E-Mail Address
* o

Select Transform an Incoming Claim for Claim rule template and click Next.

Select Rule Template

Steps
@ Choose Rule Type
@ Conrfigure Claim Rule

Select the template for the claim rule that you want to create from the following list. The description provides
details about each claim rule template.

Claim rule template:

|T|T:|nsfom'| an Incoming Claim V] |

Claim rule template description:

Using the Transform an Incoming Claim rule template you can select an incoming claim, change its claim
type, and optionally change its claim value. For example, you can use this rule template to create a rule
that will send a role claim with the same claim value of an incoming group claim. You can also use this
rule to send a group claim with a claim value of "Purchasers™ when there is an incoming group claim with
a value of "Admins”. Multiple claims with the same claim type may be emitted from this rule. Sources of
incoming claims vary based on the rules being edited. For more information on the sources of incoming
claims, click Help.

< Previous || Neat > || Cancel

Enter a Claim rule name.
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10.
1.
12.

13.

Select E-Mail Address for Incoming claim type.

Select Name ID for Outgoing claim type

Select Email for Outgoing name ID format.

Click Finish.

v

Configure Rule

Steps
@ Choose Rule Type
@ Configure Claim Rule

Add Transform Claim Rule Wizard -

*You can configure this rule to map an incoming claim type to an outgoing claim type. As an option, you can
also map an incoming claim value to an outgoing claim value. Specify the incoming claim type to map to the
outgoing claim type and whether the claim value should be mapped to a new claim value.

Claim rule name:

|Name|D|

Rule template: Transform an Incoming Claim

Incoming claim type: | E-Mail Address W |
C Unspecified

Outgoing claim type: |Name D v |

Outgoing name ID format: |Emai| 5 |

(®) Pass through all claim values

) Replace an incoming claim value with a different outgoing claim value

Browse...

W
[l

) Replace incoming &-mail suffoc claims with a new e-mail suffoc

| < Previous || Finish || Cancel

12. Double-click on the new Relying Party Trust to open the properties.

13. Select the Encryption tab and click Remove to remove the encryption certificate.
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Organization | Endpointe—i—PrasgiEndpgints | Notes | Advanced
Manitoring | ldentifiers | Encryption | Signature | Accepted Claims

Specify the encryption cerfficate far this relving party trust.

Encryption cerfficate:

lzsuer: O=Pivatal, C=U5

Subject: CM=service_provider_key_credentials, O=Pivotal, C=L
Effective date: 8/25/2016 6:28:15 PM

Bxpiration date: 8/25/2018 6:28:15 PM

Remove

14. Select the Advanced tab and select the SHA algorithm for the Secure hash algorithm that
matches the SHA Algorithm configured for Pivotal Application Service.

VMware, Inc


http://docs.pivotal.io/pivotalcf/opsguide/auth-sso.html#configure-saml

Single Sign-On for VMware Tanzu Application Service 1.6

ADEFS PCF SSO Properties -

Manitaring | ldentifiers | Encryption | Signature | i
Organization | Endpoints | Proogy Endpoints | Motes | Advanced

Specify the secure hash algorithm to use for this relying party trust.

Secure hash algorithm: |5HP|.—'I W |

OK || Cancel || Apply |

15. (Optional) If you are using a self-signed certificate, disable CRL checks by following these
steps:

1. Open Windows Powershell as an Administrator.

2. Execute the following command:

> set-ADFSRelyingPartyTrust -TargetName "< Relying Party Trust >" -Signin
gCertificateRevocationCheck None

16. (Optional) If you are using a self-signed certificate, add it to the ADFS trust store. Obtain the
Ops Manager certificate from
https://OPS MANAGER IP/api/v0/security/root ca certificate and add this CA certificate
to the ADFS trust store, so ADFS can trust the “Service Provider Key Certificate” certificate
signed by OpsManager ROOT CA.

ﬁ Note: Prior to PCF v1.10, steps 13 and 14 are required as all PCF components
(including SSO tile) have certificates are signed by an internal CA. In PCF
v1.10+, customers can upload their own CA certificate to PCF.

17. (Optional) To specify any application or group attributes that you want to map to users in the
ID token, click Edit Claim Rules::- and configure Send LDAP Attributes as Claims. For more
information, see the next section.
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Setting Up Groups in SAML from ADFS

1. Right-click your Relying Party Trust and select Edit Claim Rules:-.

Update from Federation Metadata... I
| Edit Claim Rules.. |

Disable

Properties

Delete

Help

2. Select Add Rule.

3. Select Send Group Membership as a Claim and click Next.

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following kst. The descnption provides
@ Choose Rule Type detais ahout each clam rule template.
@ Corfligure Claim Rule Claim rule template:

|5‘aﬁdﬁm.pwpaaaﬂum v|

Claim rule template description;

Using the Send Group Membership as a Claim nule template you can select an Adtive Directory security
group ta send as a claim. Only a sngle claim will be emitted from this rule, based on the group selected.
For example, you can use this rule template to create a rule that will send & group claim with a value of
“Admin” if the user is a member of the "Domain Admins” security group. This rule template should only be
used for users of the local Active Directory Domain.

_:Pr&viausi et > || Cancel l

Enter the Claim rule name.

Click Browse to select your User’ s group.

o o b

Select Group as your Outgoing claim type.
7. Set your Outgoing claim value to match your group s hame.

8. Click Finish.
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@ Add Transtorm Claim Rule Wizard B ierbers it grovp <.
. DNS Administrators Gro...

Configure Rule . DINS clients who are per._
. Designated administrato...
Sepe You oan configure this ne to send s clsim based on 3 user's Active Directory group membersho. Specfy e |o Al workstations and ser__
® Ooom Rl Trpe group that the useris & member of, and specify the cutgoing claim hpe and value o issue. i
@ Configure Oaim Fule Claim fuls name
[mvaRoUP
Fluls template Send Group: Mambership 5 8 Claim Select this obijet bpe
P [Grop | [bject Types. |
| i From this location:
e Enter e object nans in select {zamples:
[Growe v) MYGROUF] Check Names |
Jutgoing name (1 fomist
Unepecfied
Outgoing clin vaka [ox ][ concd ]
[MvGROUP |

P
Ip—  Members of this group -

[ <Previous | | Fsh || cCance |

9. To save these configurations and use the default SAML assertion of
http://schemas.xmlsoap.org/claims/Group, click OK. If you want to pass the claims
assertion as a custom value “groups’ in the SAML assertion, continue to the procedure
below.

Create Custom Value “groups’

1. Select your newly created rule and click Edit Rule.
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lssuance Transform Rules | ssuance Authorization Rules | Delegation Authorization Rules |

The following transform rules specify the claims that will be sert to the relying party.

Order Rule Name lssued Claims
LDAP Email fram UPN E-Mail Address
Name|D as Email MName ID
5Send Todo Group as Custom Claim «See claim rule>
Send Test Group as Custom Claim £5ee claim rule>

MYGROUP Group

2. Click View Rule Language.

3. Copy the text in the Claim rule language field to a notepad or other location. You need this
text for the next steps.

4. Exit the Edit Rule menu. Select the rule you just added and click Remove Rule.
5. Click Add Rule.

6. Select Send Claims Using a Custom Rule.
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Select Rule Templale

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Fule Type details about ach clam nie template.
@ Configure Claim Fule Caim nde template:

| Send Claima Lsing a Cusiom Fude v

(Claimn nube template description:

Using a custom nue, you can create nues that can't be created with a e template. Custom rules are
written in the AD FS claim nde language. Capabiities that require custom ndes include:

+ Sending claims from a SGL atirbute store

+ Sending claims from an LDAP attibute store using a custom LOAP fiker
« Sending claims from & custom attibute store

* Sending claims only when 2 or more incoming claims ane present

Creating claims for use only in later rules

|.cF|13vlnus-I| Meat > || Cancel [

7. Paste in the text you previously copied in step 3 from the removed rule. Edit the Type so that
it only says “groups’ .
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You can configure a custom claim rule, such as a nie that requires multiple incoming claims or that exdracts

claims from a SGL attribute store, To corfigure a custom rule, type one or more optional conditions and an
issuance statement using the AD FS claim rule language.

Claim rule name:
[MYGROUP

Rule template: Send Claims Using a Custom Rule
Custom rule-

c: [Type ==
"http://schemas.microsoft.com/wa/2008/06/identicy/claims/groupsid®,

Value == “35-1-5-21-1881629547-977467862-2541882406-1109", Issuer == “AD
AUTHORITY"]

=> issue(Iype = "grnupa"‘, Value = "MYGROUP"™, Issuer = c.Iasuer,
OriginalTssuer = c.0Originallasuer, ValueType = c.ValueType):r

8. Click OK to finish making your changes and save the changes you made.

Create a pull request or raise an issue on the source for this page in GitHub

Configuring a Single Sign-On Service Provider

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support

Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how to add an external identity provider to your Pivotal Single Sign-On (SSO)
service plan.

Download Identity Provider Metadata

1. Download the metadata from your Active Directory Federation Services server at the
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following URL: https://YOUR-ADFS-HOSTNAME/federationmetadata/2007-

06/federationmetadata.xml

Setting up SAML

1. Logintothe SSO dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN as a Plan
Administrator.

2. Select your plan and click Manage Identity Providers on the drop-down menu.

Plans: NewpPlan

Name Sign In Header
ADFS PCF 550 ~ example
Edit Plan

Manage Identity Providers

3. Click New Ildentity Provider to create a new identity provider.

New Identity Provider

Identity Provider Name*

Identity Provider Description

Allows to authenticate.

Identity Provider Type*
SAML

Identity Provider Metadata

Identity Provider Metadata URL*

Fetch Metadata

»  SAML File Metadata (optional)

Advanced SAML Settings

»  Attribute mappings (optional)

Cancel Create Identity Provider

4. To create a new identity provider, perform the following steps:
1. Enter an identity provider name in Identity Provider Name.
2. (Optional) Enter a description in Identity Provider Description.

3. Click SAML File Metadata (optional), then click Upload Identity Provider Metadata
to upload your metadata XML.

4. (Optional) Under Advanced SAML Settings, click Attribute Mappings to enter the
mappings.
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5. Click Create Identity Provider.

6. Click Resource Permissions.

7. Click New Permissions Mapping and perform the following steps:
1. Enter a Group Name.

2. For Select Permissions, select the permissions to grant to the members of the group
from the external identity provider.

8. Navigate to the identity provider list.

9. Click Group Whitelist and enter the group names from the external identity provider that
should be propagated in the ID token.

Create Attribute Mappings for SAML Groups

Under User Attributes, map the User Schema Attribute of “external groups™ to the Attribute
Name value of “groups” . If you did not perform the steps to customize the SAML assertion value,
use ‘http://schemas.xmlsoap.org/claims/Group as the Attribute Name instead.

An attribute mapping with a customized SAML assertion value looks like this:
User Attributes
Map the incoming user attributes to known user schema.

User Schema Attribute Attribute Name

external_groups H Eroups +

An attribute mapping with a non-customized SAML assertion value looks like this:
User Attributes

Map the incoming user attributes to known user schema,
User Schema Attribute Attribute Name
external_groups E http:/fschemas.xmisoap.org/claims/Group +

Groups now show up from the SAML assertion as claims. You can pull these values from the user s
stored custom attributes using the roles scope on the ID token or through the userinfo endpoint, or
map these to permissions using Resource Permissions mappings. For more information, see Create
or Edit Resource Permissions.

Create a pull request or raise an issue on the source for this page in GitHub

Testing

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how an administrator can test the connection between SSO and Active Directory
Federation Services (AD FS). An administrator can test both service provider and identity provider

VMware, Inc

95


http://github.com/pivotal-cf/docs-identity/tree/1.6/adfs/config-sso.html.md.erb
https://pivotal.io/support/lifecycle_policy

Single Sign-On for VMware Tanzu Application Service 1.6
connections.

Test Your Service Provider Connection

1. Loginto Apps Manager at https://apps.YOUR-SYSTEM-DOMAIN and navigate to the
organization and space where your application is located.

2. Under Services, locate the service instance of the Single Sign-On (SSO) plan bound to your
application. Click on the service instance and click Manage.

Overview Settings
Apps
NAME INSTANCES MEMORY LAST PUSH ROUTE
@ authcode-sample 1 512MB 4 days ago http://authcode-sample.id-service.cf-ap... »
Services Add Service
SERVICE NAME BOUND APPS PLAN
9 Pivotal Single Sign-On Sl 1 free - [MONTHLY) >
SERVICE INSTANCE NAME ~ SERVICE PLAN
Pivotal Single Sign-On s ADFS PCF SSO
Docs | Support
App Binding (1) Plan Settings
Bound Apps Edit Bindings
authcode-sample

3. Under the Apps tab, click your application.

S

Apps Resources

authcode-sample

Web App
Internal Identity Provider
NEW APP ADFS PCF S50

4. Under Identity Providers, select the AD FS identity provider.
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authcode-sample wesnpp Next Steps

App Name*

authcode-sample

Identity Providers

Select a Identity Provider

The Authentication Response will be sent to the following locations:

Redirect URIs

Auth Redirect URIs*

https://authcode-sample.id-service.cf-app.com

Authorization

Scopes

ermissions requ
todo

todo.read todo.write

System Provided

openid

Select Scopes

Auto-Approved Scopes

None selected ~

Delete Cancel Save Config

5. Return to Apps Manager and click on the URL below your application to be redirected to the
identity provider to authenticate.

Overview Settings
Apps
NAME INSTANCES MEMORY LAST PUSH ROUTE
@ authcode-sample 1 512MB 4 days ago http://authcode-sample.id-service.cf-ap... >

6. Click the link.

€& - C [1 https:/fauthcode-sample

Authcode sample

‘What do you want to do?

» Log in via Auth Code Grant Type

7. On the identity provider sign-in page, enter your credentials and click Sign in.
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ADFS Single Sign-On

Sign in with your organizational account

8. The application asks for authorization to the necessary scopes. Click Authorize.
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Application Authorization

authcode-sample

https://authcode-sample
authcode-sample has requested permission to access your
account. If you do not recognize this application or its URL,

you should click deny. The application will not see your
password.

openid

Read TODO list

You can change your approval of permissions or revoke
access for this application at any time from account
settings. By approving access, you agree to authcode-
sample's terms of service and privacy policy.

9. The access token and ID token displays.

Authcode sample

You've used the authcode flow! Here's the result of calling /userinfo:

{
"user_id" : "5651953a-c864-4073-86b3-4fa97b45a0d1",

"user name" : "example@pivotal.io",
"given name" : "Example"”,

"family name" : "Example",

"email" : "examplef@pivotal.ic",
"name" : "Example Example"

}
This is the Access Token that was used:

"bbe6d4fd09cbhbfdeddadfdflTcleaBatfisa”,
"5651953a-cH64-4073-86b3-4£a97b45a0d1",

B o n il r Na 3. —._30 N .2 9N i3 ____fa. W 1
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‘BCOpPE” @ | Toao.read ; Openid ; TOQO.WC1lTEe |,
"elient_id" : "bbfSB8e64-14f1-46b4-9fd5-ca267376ecdc”,
"eid" : "bbfS8efd-14f1-46bd-9fd5-caZf73Teecdc"”,

"azp" : "bbf5He6d-14fl-46bd-9fdS5-cazeT73iToeecdc",
"grant_ type" : "authorization_code",

"user_id" : "5651953a-c864-4073-86b3-4fa97b45a0dl",
"prigin" : "BADFS PCF 580",

"user name" : "example@pivotal.io",
"email" : "example@pivotal.io",

"auth time" : 1472753B8S,

"rev_sig" : "6£09b81d",

"iat" 1472753930,

"exp" : 1472797130,

"isg" "https://example.uaa/ocauth/token",

L N L LI T

"eid" "2B52ad03-e82B-4200-9d7a-e04af30fes5bd",
"aud" [ "todo", "openid", "bbf5Be6d-14f1-46bd4-9fd5-caZ67376ecdc" ]
b
This is the ID Token:
{
"sub" : "5651953a-cB864-4073-86b3-4£fa97b45a0d1l",
"user name" : "example@pivotal.io"”,
"origin" : "ADFS PCF 530",
"igs" : "https://example.uaafocauth/token",
"ugser attributes" : { },
"elient_id" : "bbf58e64-14fl-46b4-9fd5-ca267376ecdc",
"aud" : [ "bbf5Befd-14fl-46b4-9fd5-caZ67376ecdc” ],
"zid" : "2B52ad03-e82B-4200-9d7a-eldaf30feshbd",
"grant_type" : "authorization_ code",
"user id" : "5651953a-c864-4073-86b3-4fa97b45a0d1",
"azp" : "bbf58e6d-14fl-46bd-9fdS5-caz6T73iTeecdc",
"scope" : [ "openid" ],
"auth_ time" : 1472753888,
"exp" = 1472797130,
"iat" : 1472753930,
"jei" : "bbe6dfd09%chfdediadfdflTcieaBafid”,
"email™ : "example@pivotal.io",
"rev_=ig" : "6£09b81d",
"gid" : "bbf58efd-14fl-46bd-9fd5-ca26737eecdc"
}
What do you want to do?

« TODO List (You need to configure the Resource Server sample app before using this)
* See your account profile (so you can de-authorize this client)
» Log out

Test Your Identity Provider Connection

1. S
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does redirect the user to the User Account and Authentication (UAA) page to select
applications assigned to the user.

igninto AD FS.
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ADFS Single Sign-On

Sign in with your organizational account

2. Navigate to your application and click it.

3. You are redirected to the page that lists applications you have access to.

example@pivotal.io -
ivotal

Apps Profile Security Approvals Notifications

o Application 1 o Application 2 o Application 2

Privacy Policy — Terms of Service

Test Your Single Sign-Off

Test single sign-off to ensure that when users log out of the application, they are logged out of AD
FS as well.

1. Sign in to the sample application. Information about the access and ID token displays, as well
as the “What do you want to do?” section.

2. Under “"What do you want to do?” , click Log out.
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What do you want to do?

« TODO List (You need to confieure the Resource Server sample app before using this)
e Sece vour account profile (so you can de-authorize this client)
« Logout

3. You are logged out and redirected to the AD FS login page.

ADFS Single Sign-On

Sign in with your organizational account

Create a pull request or raise an issue on the source for this page in GitHub

Troubleshooting

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support

Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how to resolve errors that arise when configuring a single sign-on partnership
between Active Directory Federation Services and Pivotal Single Sign-On (SSO).
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Event Viewer

1.  Navigate to Administrative Tools.

2. Launch Event Viewer.
1al Event Viewer M

File Action View Help

+ = a1
[ Event Viewer (Local) Admin  Number of events: 139 (1) New events available Actions
b [ Custom Views .
n Level Date and Time Source  EventID TaskC.. ~| | Admin -
» [k Windows Logs -
A0 Appkastsins and Sansices o Ocror 2/31/2016 10:39.04 AM  ADFS 364 MNone [Ell& open savedLog.
] Active Directory Web Ser @crror 8/31/2016 10304 AM  ADFS 321 None S
5 ADFS @tror 8/31/2016 10:2557 AM  ADFS 384 None d ;
& Admin @Eror 8/31/2016 10255TAM  ADFS 303 None lmpast Clstomm View...
b (] Device Registration Servi || 8 Error 8/31/2016 10:20:59 AM  ADFS 384 None Clear Log..
[ DFS Replication @eror 8/31/2016 10:20:59 AM  ADFS 303 None ¥ Filter Current Log...
[ Directory Service @tror 8/31/2016 10:16:17TAM  ADFS 364 MNone [ piages
2] DNS Server @ctror 2/31/2016 10:1&:1TAM  ADFS 303 None e
f5] Hardware Events @crror 8/31/2016 10:15:29 AM  ADFS 364 None Disable Log
[&] Intemet Explorer @ Eror 8/31/201610:15:29AM  ADFS 303 None 8 Find...
] Key Management Service | (i) information ~ 8/31/2016 7:00:59 AM ADFS 337 MNone B Sove Al Everis A
b ] Microsoft (@)Information  8/31/2016 7:00:59 AM ADFS 157 None B A .
[l Windows Powershell || (7) information  8/31/2016:0059AM  ADFS 336 None v tachail ek lothefog-.
% Subscriptions
j Event 364, AD FS x View b
{6 Refresh
General | Details
Help »
TG SISO, STge SRRSO TOVaET .
at Microsoft.|dentityServer.Web.Protocols.5aml.SamiProtacolHandler. BuildSigninResponseCoreWithSerializedToken Event 364, AD FS =
(HttpSamIRequestMessage httpSamIRequest, WrappedHitpListenerContext contex, String relyingPartyldentifier, [ Event Properties
SecurityTokenElement signOnTokenElement, Boolean isKmsiRequested, Boolean isApplicationProxyTokenRequired) _
at Microsoft.IdentityServer.Web.Protocols.Saml.SamIProtecolHandler.BuildSignInResponseCoreWithSecurity Token ] Attach Task Ta This Event...
(SamiSigninContext context, SecurityToken securityToken, SecurityToken deviceSecurityToken) By .
at Microsoft IdentityServer.Web Protocols.Saml. SamiProtocolHandler. Process(Protocol Context context) A= 0Py
at Microsoft.IdentityServer.Web PassiveP rotocolListener.ProcessProtocelRequest(Protocol Context pretocolContex, — Jod Save Selected Events...
|PassiveProtocolHandler protocolHandler] |
at Microsoft.IdentityServer.Web.PassiveProtocolListener.OnGetContext(WrappedHttpListenerContext context) = (6] Refresh
o Help »
Log Name: AD Fs/Admin
Source: ADFS Logged: 2/31/2016 10:39:04 AM
Event ID: 364 Task Category: None
Level: Error Keywords: ADFY
Usen: Computer:
OpCode: Info
Mare Information:  Event Log Online Help

3. Examine any errors and its details to diagnose problems.

Create a pull request or raise an issue on the source for this page in GitHub
Azure Active Directory SAML Integration Guide

Azure Active Directory SAML Integration Guide Overview

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This documentation introduces how to set up Azure Active Directory (Azure AD) with Security
Assertion Markup Language (SAML) as the identity provider for the Single Sign-On service running
on Pivotal Cloud Foundry (PCF).

Azure Active Directory (Azure AD) is Microsoft s multi-tenant cloud based directory and identity
management service.

For how to set up Azure AD with Open ID Connect (OIDC) , see Azure Active Directory OIDC
Integration Guide.
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Prerequisites

To integrate Azure AD with Pivotal Cloud Foundry® (PCF), you need:
Pivotal

« PCF, v1.7.0 or later.

« Single Sign-On, v1.1.0 or later.
Azure Active Directory

e« Azure Active Directory subscription.

e« A user with admin privileges.

n’ Note: To configure SAML, you must have the Pivotal Single Sign-On service broker
installed on your PCF deployment. You need to create a plan, grant any plan
administrators, and specify any organizations this plan should be the authentication
authority for. For help configuring plans, see the Manage Service Plans topic.

Azure AD Integration Guide

Configuring Azure AD with SSO
Complete both steps below to integrate your deployment with Azure AD and SSO.
1. Configure Azure AD as a SAML ldentity Provider

2. Configure a Single Sign-On Service Provider

Testing and Troubleshooting
¢ Testing
e« Troubleshooting

Create a pull request or raise an issue on the source for this page in GitHub

Configuring Azure Active Directory as a SAML ldentity
Provider

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how to set up Azure Active Directory (AD) as your identity provider by
configuring SAML integration in both Pivotal Cloud Foundry® (PCF) and Azure AD.

Step 1: Set up SAML in PCF
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1. Login to the Single Sign-On (SSO) dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN

as a Plan Administrator.

2. Select your plan and click Manage Identity Providers on the drop-down menu.

Plans: NewPlan

Name Sign In Header
Azure PCF SSO ~ example
Edit Plan

Manage Identity Providers

3. Click Configure SAML Service Provider.

Plans > Azure PCF 550

Ide nt\'ty Providers : New Identity Provider Configure SAML Service Provider

Name Type Actions
Internal User Store Internal User Store
Azure PCF S50 SAML Resource Permissions  Group Whitelist

4. (Optional) Select Perform signed authentication requests to enforce SSO private key

signature and identity provider validation.

Perform signed authentication requests

Require signed assertions

Configure SAML Service Provider Download Metadata

5. (Optional) Select Require signed assertions to validate the origin of signed responses.

6. Click Download Metadata to download the service provider metadata.

7. Click Save.

Step 2: Set up SAML in Azure Active Directory (AD)

1. Loginto Azure AD as a Global Administrator at https://portal.azure.com/.

2. Navigate to Azure Active Directory tab > Enterprise application.
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3.

4.

5.

6.

Create a res Corporation - Overview

Azure Active O

All services

% | & Switch directory
FANORITES

Stay up to date with the latest ralaasa notes and log pests.
Dashboard O Overview

24 entrias since July 15, 2018, 4
;' Getting started

& Al services (34 Fised
Manage
@ Group Management - Collsboration
a Users
September 20, 2018
Function Apps Groups [ Golocal

Updated administrator role permissions
for dynamic groups

SO databases ] Manitaring & Reparting

relatio

% Roles and administrators

] identity Security & Prote... 2]
8,

- v P 1 user Aushentication )
Virtual machines B Erterprise applications L ; 3 S

3rd Party Integration W

e Merw feature Aaure AD

4 Load balancers B Devices ] platform

AECess reviews

o5 Enterprise Apps - S50

&S Storage accounts B  App registrations 1 Access Control

¥ September 20, 2018
| Pridleged identity Mana.

+ Virtual networks B App registrations (Preview)
R2B/B2C il fi Sie icn- r )
& Ao oo oy 1 gaay Simplified .‘mgle slgl (_ih (550) )
] Identity Lifecycle Manage...(3) configuration settings for some third
. Monitor % Licenzas party apps

ir own applica

T~ MNew i

Dashboard management (276)

Non-gallery
application

ation (384)

All respurces

ntegrate any other

tion (8]
oups

r (38)
App
management (121}

0L databer
! Add from the gallery
8 S0L data wa

vices [136]

- fer services {105)
* fevee (72 Featured applications
B s n (122)
L)

Wirtuzl machines

Virtual networks

@ Azure Active Directory d “

& Azure Cosmos DB sa Roles and administrators
0 virtual machines B Enterprise applications I
Q‘ Load balancers Devices
B Storage accounts i#  App registrations

Virtual networks B App registrations (Preview)

0 Azure Active Directory

Click your application and then click the Single sign-on tab.

Select SAML-based Sign-on from the dropdown and then click Upload metadata file to
upload the metadata file you downloaded from step 6 of Step 1: Set up SAML in PCF.
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new. - Single sign-on

Enterpr] plication

« Hsave X

& Overview
i Getting started Single Sign-on Mode
Deployment Plan SAML:based Sign-on E

Federated single sign-on enables rich and secure authentication to applications using the SAML protocol.

MANAGE Follow the steps below to connect this application to Azure AD using SAML.

Froperties
_-_." Owners

& Users and groups

=) sinle sloreon 1. How to configure new_test with Azure AD
We highly recommend reviewing the following document to reduce configuration errors. How to configure
2 Provisioning single sign-on between Azure AD and new_test

*  Application proxy
2. new_test Domain and URLs

Values for the fields below are provided by new_test. You may either enter those values manually, or upload a
pre-configured SAML metadata file if provided by new_test. Upload metadata file.

C  Self-service

SECURITY
* Identifier (Entity ID) @ hitps:/,/
J Conditional access

* Reply URL (Assertion Consumer Service URL) @ https:.-’_saml,-’SSOfa\iasz—
Permissions
Show advanced URL settings

7. Record the App Federation Metadata Url. You need this for setting up the SSO identity
provider configurations. For more infomation, see Setting up SAML.

8. Provide a Notification Email and click Save.

4. SAML Signing Certificate Learn more

Manage the certificate used by Azure AD to sign SAML tokens issued to new_test.

App Federation Metadata Url | httpsy/login.microsoftonline.com/31 I 5]

STATUS EXPIRATION THUMBPRINT DOWNLOAD

Certificate (Baseb4)
Active 8/16/2021 1534B2F28AA4563EBD7AASAT15AC23767FD32941D Certificate (Raw)
Metadata XML

Create new certificate

Show advanced certificate signing settings Learn more

* Notification Email @

9. Navigate to Users and groups tab and then click Add User .
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® new_test - Users and groups

Enterprise Application

O Ovewi « o Add user & 0 Remove M@ Update Credentia =2 Columns
verview :

Gett tarted o The application will appear on the access panel for assigned users. Set 'visible to users?" to no in properties to pre
T2 Getting starte

Deployment Plan

DISPLAY NAME OBJECT TYPE

MAMAGE

admin Group
' Properties

a4 Owners
& Users and groups

3 Single sign-on

10. Select users or group names from the dropdown. For example, you can add a group that
includes all users that should be able to login to the SSO plan.

Home > default direct

> Users and groups

Add Assignment X Users and groups

default directory

Users and groups

> Select member or invite an external user @
None Selected

admin

ad min@_onmicrosoft,com

Step 3: Set up Claims Mapping

1. Navigate to Azure Active Directory > App registration. Click your application.

" = New application registration  s= Endpoints 3% Troubleshoat

0 Overview To view and manage your registrations for converged applications, please visit the Microsoft Agokcation Consce,
Al apps w
¥ Getting started

DESPLAY NAME

APSLIEATION TYPE APSLIEATION 1B
MANAGE
."' new test Web app / API biG15547-1a72-4945-0008-55c44684c 160
Users
ﬁ anather tast Webapp / AP BI615a80-5a93-4e34-8262-2825741 <4021
Groups

8E Organizational relationships
Rales and administrators

i Enterprise appcations

2. To enable user attribute mappings, do the following:

1. Select the View and edit all other user attributes checkbox under the User
Attributes header.

2. Modify the attributes.
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For more information, see How to: Customize claims issued in the SAML token for enterprise
applications.

User Attributes
frenation seat in the SAML talier wher Lsor 5ign in 18 Brairats

MAME WMUE HAMESPALE

[rr— s givennani: el

name wser userprincipainame

Ado attnibute

3. To pass group membership claims to the application, do the following:
1. Click Manifest.

2. Locate groupMembershipClaims and set the value to one of the following:

s SecurityGroup. Groups claim will contain identifiers of all security groups of
which the user is a member.

s All. Groups claim will contain the identifiers of all security groups and
distribution lists of which the user is a member.

3. Save the change.

For more information, see How to: Customize claims issued in the SAML token for enterprise
applications.
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Edit manifest

Hl sae

# Edit AN Upload W Download

L
2 “appra”:
3 "appRoles": [

4 {

5 "allowedMemberTypes": [

6 "User"

7 1,

8 "displayName": "User",

9 mid: [
10 "isEnabled": true,

11 "description": "User",

12 “"value": null

13 b

14 {

15 "allowedMemberTypes": [

16 "User"

17 1,

18 "displayName": "msiam_access",

19 “id*: |
20 "isEnabled": true,

21 "description": "msiam_access",

22 "value": null

23 }

24 | 1,

25 “"availableToOtherTenants": false,

26 "displayMame": "new_test",

27 "errorUrl": null,

2B "groupMembershipClaims": "SecurityGroup",

J
]

T —— T T W PR

4. Navigate to Azure Active Directory > Groups.

5. For each group that is used by the SSO plan, record the Object ID. Azure AD will pass the

Object ID of these groups to the SSO plan. For more information, see Configure Group

Permissions.

MANALL

Properties

Memicers

Cramars

I Group mamberships

B Applications

:
admin

Mesmbarship type Type

Assignied Security

Saure Ohject ID

Cloud [ cos A - |

Create a pull request or raise an issue on the source for this page in GitHub
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Configuring a Single Sign-On Service Provider

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how to add an external identity provider to your Pivotal Single Sign-On (SSO)
service plan.

Step 1: Setting up SAML

1. Log in to the SSO dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN as a Plan
Administrator.

2. Select your plan and click Manage Identity Providers on the drop-down menu.

Plans: New Plan

Name Sign In Header
Azure PCF S50 ~ example
Edit Plan

Manage Identity Providers

3. Click New Identity Provider to create a new identity provider.

New Identity Provider

Identity Provider Name*

Identity Provider Description

Allows to authenticate.

Identity Provider Type*
SAML

Identity Provider Metadata

Identity Provider Metadata URL*

Fetch Metadata

»  SAML File Metadata (optional)

Advanced SAML Settings

»  Attribute mappings (optional)

Cancel Create |dentity Provider

4. To create a new identity provider, do the following:
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1. Enter an Identity Provider Name.
2. (Optional) Enter an Identity Provider Description.

3. Enter the App Federation Metadata Url you obtained from step 7 in Step 2: Set up
SAML in Azure Active Directory (AD) and click Fetch Metadata.

4. (Optional) Enter mappings under Advanced SAML Settings > Attribute Mappings.

5. Click Create Identity Provider.

Step 2: Configure Group Permissions

ﬁ Note: Azure AD will pass the Object ID of the groups recorded in step 5 of Step 3:
Set up Claims Mapping to the SSO plan.

1. Add groups to be propagated from the external identity provider to the ID token by following
these steps:

1. Log in to the SSO dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN as a Plan
Administrator.

2. Select your plan and click Manage Identity Providers on the drop-down menu.
Click Group Whitelist next to your identity provider.

Enter the group names.

o~ W

Click Save Group Whitelist.
2. Map the groups to resources defined in the SSO service by following these steps:

1. Loginto the SSO dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN as a Plan
Administrator.

2. Select your plan and click Manage Identity Providers on the drop-down menu.
3. Click Resource Permissions.

4. Click New Permissions Mapping and perform the following steps:

1. Enter a Group Name.

2. For Select Permissions, select the permissions that the members of the
group from the external identity provider should have access to.

3. Click Save Permissions Mapping.

Create a pull request or raise an issue on the source for this page in GitHub

Testing

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.
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This topic describes how an administrator can test the connection between SSO and Azure Active
Directory (AD). An administrator can test both service provider and identity provider connections.

Test Your Configurations in Azure AD

P wN

Log in to Azure AD at https://portal.azure.com/.

Navigate to Azure Active Directory > Enterprise Applications.

Select your application and navigate to Single Sign-on > Test SAML settings.

Select the user that you want to log in as.

If you have setup all configuration correctly, you should see something like the images
below. Otherwise, you should see some meaningful error message.

Test single sign-on with new_test

Please make sure you have configured new_test before testing.

Sign in as current user

Sign in as someone else

@ Azure AD successfully issued a token (SAML response) to the application (service provider). If yc
still can’t access the application you need to contact the software vendor and share the informatiol
below.

» Download the SAML request

* Download the SAML response
v User unique identifier (NamelD)

v Token Claims

v Token signing certificate

For more information see: | can complete Azure AD sign in, but I'm seeing an error on the
application's sign in page @

VMware, Inc
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~ Token Claims

..........................................................................................................

NAME VALUE
http://schemas.microsoft.com/identity/claims/tenantid 31854a85-5cdb-4219-8e...
http://schemas.microsoft.com/identity/claims/objectidentifier 4f032547-e839-4579-8e0...
http://schemas.microsoft.com/identity/claims/displayname 42fdf263-ac43-4174-8754...

http://schemas.microsoft.com/ws/2008/06/identity/claims/groups 981769e2-5962-4646-b2...

Test Your Service Provider Connection
1. Loginto Apps Manager at https://apps.YOUR-SYSTEM-DOMAIN and navigate to the
organization and space where your application is located.

2. Under Services, locate the service instance of the Single Sign-On (SSO) plan bound to your
application. Click on the service instance and click Manage.

Overview Settings
Apps
NAME INSTANCES MEMORY LAST PUSH ROUTE
@ authcode-sample 1 512MB 4 days ago http://authcode-sample.id-service.cf-ap... »
Services Add Service
SERVICE NAME BOUND APPS PLAN
9 Pivotal Single Sign-On Sl 1 free - [MONTHLY) >
SERVICE INSTANCE NAME  SERVICE PLAN
Pivotal Single Sign-On s Azure PCF SSO
Docs | Support
App Binding (1) Plan Settings
Bound Apps Edit Bindings
authcode-sample

3. Under the Apps tab, click your application.

VMware, Inc
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5.

S

Apps Resources

authcode-sample

Web App

B

NEW APP Azure PCF 550

Internal Identity Provider

Under Identity Providers, select the Azure AD identity provider.

authcode-sample w

Next Steps

App Name*

authcode-sample

Identity Providers

Select a Identity Provider

Redirect URIs

The Authentication Response will be sent to the following locations:

Auth Redirect URIs*

https://authcode-sample.id-service.cf-app.com

Authorization

Scopes

ermissions r
todo

todo.read todo.write

System Provided

openid

Select Scopes

Auto-Approved Scopes

None selected ~

Delete Cancel

Return to Apps Manager and click on the URL below your application to be redirected to the
identity provider to authenticate.
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8.

VMware, Inc

Overview Settings

Apps

NAME

INSTANCES MEMORY

® authcode-sample 1 512MB

LAST PUSH

4 days ago

ROUTE

http://authcode-sample.id-service.cf-ap...

>

Click the link.

&« C' [ hitps://authcode-sample

Authcode sample

‘What do you want to do?

» Log in via Auth Code Grant Type

On the identity provider sign-in page, enter your credentials and click Sign In.

Microsoft Azure

Work or school, or personal Microsoft account

Email or phone
Password

~| Keep me signed in

oo O

Can't access your account?

The application asks for authorization to the necessary scopes. Click Authorize.

16




Single Sign-On for VMware Tanzu Application Service 1.6

9.

Application Authorization

authcode-sample

https://authcode-sample
authcode-sample has requested permission to access your
account. If you do not recognize this application or its URL,

you should click deny. The application will not see your
password.

openid

Read TODO list

You can change your approval of permissions or revoke
access for this application at any time from account
settings. By approving access, you agree to authcode-
sample's terms of service and privacy policy.

The access token and ID token displays.

Authcode sample

You've used the authcode flow! Here's the result of calling fuserinfo:

{
"user_id" : "57adaBed-d5fc-426c-861d-78cB588fce5b",

"given name" : "Example",
"family name" : "Example",
"email" : "example@pivotal.io",
"name" : "Example Example"

}
This is the Access Token that was used:

{
"Jti" : "B0785d63a02fdfefBfcSefd6Sbecb2136",
"sub" : "5T7adafed-d5foc-4260c-861d-T7HcB588fcR5h",
"scope" : [ "todo.read", "openid", "todo.write" ],
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"elient id" : "d3092f73-ablc-495d-91ea-79772dBd%3ee",
"gid" : "d3092f£73-ablc-495d-91lea-79772d8d9%3ee",

"azp" : "d3092f73-ablc-495d-91ea-79772d8d%3ee",
"grant type" : "authorization code",

"user_id" : "57adaBed-d5fc-426c-861d-TBcBS5BEfcRSh",
"origin" : "Azure PCF 350",

"email" : "example@pivotal.io",

"auth time" : 1469645071,

"rev_sig" : "bdade7f&",

"iat" 1469645071,

"exp" 1469688271,

"igs" "https://example.uaa/oauth/token",
"zid" "dbff701b-1a02-4a0f-al4l1-47b2acdd5a30n”,
" E.'.]'(ill

}

L N

This is the ID Token:

"sub" : "5Tadaled-dS5fc-426c-B61d-THocBS8BEcRSh",

"origin" : "Azure PCF 880",

"igss" : "https://example.uaafoauth/token”,
"elient_id" : "d3092f73-ablc-495d-91ea-79772dBd%3ee",
"aud" : [ "d3092f£73-ablc-495d-91ea-79772dEd93ee"” ],
"zid" : "dbff701b-lal02-4al0f-aldl-47b2acdd5a30n”,
"grant_type" : "authorization code",

"user_id" : "57adaBed-dS5fc-426c-861d-78cBS588fceSb",
"azp" : "d3092f73-ablc-495d-91ea-79772d8d%3ee",
"scope" : [ "openid" ],

"auth time" : 1469645071,

"exp" : 1469688271,

"iat" : 1469645071,

"JEi" : "BOT7BSde3alifdfefBfcS5e6deSbeb2136",

"email" : "example@pivotal.io",

"rev_sig" : "bdade7fe",

"gid" : "d3092f£73-ablc-495d-91lea-79772d8d%3ee"

What do you want to do?

"user name" : "acAv4KTuBRkDx%:hb9pfAsUiwhIgBIIucbxd9DHMayM",

[ "tode", "openid", "d3092f73-ablc-495d-91ea-79772d8d93ee"

"user name" : "acAviKTuBRkDx9ehb9pfAsUiwhIgBITucbxdIDHEMayM",

]

s TODO List (You need to confipure the Resource Server sample app before using this)

# See your account profile (so you can de-authorize this client)
* Log out

Test Your Identity Provider Connection

ﬁ Note: SSO does not support identity provider-initiated flow into applications, but it
does redirect the user to the User Account and Authentication (UAA) page to select

applications assigned to the user.

1. Signinto Azure AD.
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Microsoft Azure

Work or school, or personal Microsoft account

Email or phone

Password

~| Keep me signed in

o I

Can't access your account?

2. Navigate to your application and click it.

3. You are redirected to the page that lists applications you have access to.

example@pivotal.io »
Sign out IVO q ,

Apps Profile Security Approvals Notifications

o Application 1 o Application 2 o Application 2

Privacy Policy — Terms of Service

Test Your Single Sign-Off

Test single sign-off to ensure that when users log out of the application, they are logged out of
Azure AD as well.

1. Sign into the sample application. Information about the access and ID token displays, as well
as the “What do you want to do?” section.

2. Under “What do you want to do?” , click Log out.
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What do you want to do?

« TODO List (You need to confieure the Resource Server sample app before using this)
e Sece vour account profile (so you can de-authorize this client)
« Logout

3. You are logged out and redirected to the Azure AD login page.

Microsoft Azure

Work or school, or personal Microsoft account

Email or phone

Password

—| Keep me signed in

T [

Can't access your account?

Create a pull request or raise an issue on the source for this page in GitHub

Troubleshooting

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how to resolve common errors that arise when configuring a single sign-on
partnership between Azure Active Directory (AD) and Pivotal Single Sign-On (SSO).

Failed Login

Symptom:
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You cannot log in to your SSO plan.

Solutions:

« Pivotal recommends using a different browser or deleting your browser cache and history
before you log in to your SSO plan. Your SSO plan can fail if you are already logged in to
Azure AD as the Global Administrator account that was used to set up all the configurations.

¢ If your login fails more than five times, Azure locks your account for 30 minutes. There is
currently no way to unlock an account in Azure AD, so wait for the lockout period.

¢« Pivotal recommends testing your SSO plan from Azure AD to see the contents of the SAML
assertion. For more information, see Test Your Configurations in Azure AD.

App ID Not Found

Symptom:

Sign In

Sorry, but we're having trouble signing you in.

We received a bad request.

Additional technical information:

Correlation ID: 33100be1-d5af-409f-2ab3-59784505a8f=

Timestamp: 2016-07-27 22:02:30Z

AADSTS70001: Application with identifier 'hitp://example.cf-app.com’ was not
found in the directory 025c050a-9f19-4074-882f-4b522871e8c3

Explanations:

¢ The App ID URI is misconfigured on Azure AD.

Reply URL Does Not Match

Symptom:
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Sign In

Sorry, but we're having trouble signing you in.

We received a bad request.

Additional technical information:

Correlation ID: 148c57c2-6082-493c-9dd9-2c6496bf00bS

Timestamp: 2016-07-27 22:03:472

AADSTS50011: The reply address "https: /fexample.cf-
app.comsaml/550/alias/example.cf-app.com’ does not match the reply addresses
configured for the application: http://example.cf-app.com.

Explanation:

¢ The Reply URL is misconfigured on Azure AD.

Missing Name ID

Symptom:

Identity Provider Metadata

Identity Provider Metadata URL*

Fetch Metadata

Error processing metadata

* SAML File Metadata (optional)

Upload Identity Provider Metadata federationmetadata.xml

Explanation:

¢ The identity provider metadata has the RoleDescriptor elements or is missing configurations
for Name ID. See Configure Identity Provider Metadata.

Create a pull request or raise an issue on the source for this page in GitHub

Azure Active Directory OIDC Integration Guide

Azure Active Directory OIDC Integration Guide Overview

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
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Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This documentation introduces how to set up Azure Active Directory (Azure AD) with Open ID
Connect (OIDC) as the identity provider for the Single Sign-On service running on Pivotal Cloud
Foundry (PCF).

Azure Active Directory (Azure AD) is Microsoft s multi-tenant cloud-based directory and identity
management service.

To set up Azure AD with Security Assertion Markup Language (SAML), see the Azure Active
Directory SAML Integration Guide.

Prerequisites

To integrate Azure AD with Single Sign-On service using OIDC, you need the following:
Pivotal

« PCF, v1.12 or later.

¢« Single Sign-On, v1.5.0 or later.
Azure AD

¢ An active Azure AD tenant.

e« A user with admin privileges.

ﬁ Note: To configure OIDC, you must have the Pivotal Single Sign-On service broker
installed on your PCF deployment. You need to create a plan, grant any plan
administrators, and specify any organizations this plan should be the authentication
authority for. For help configuring plans, see the Manage Service Plans topic.

Azure AD Integration Guide

Configuring Azure AD with SSO
Complete the following steps to integrate your deployment with Azure AD and SSO.
1. Configure Azure AD as an OIDC ldentity Provider

2. Configure a Single Sign-On Service Provider

Testing and Troubleshooting
¢ Testing
e« Troubleshooting

Create a pull request or raise an issue on the source for this page in GitHub

Configuring Azure Active Directory as an OIDC ldentity
Provider
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Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support

Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how to integrate Azure Active Directory (Azure AD) as an identity provider for a
Single Sign-On (SSO) service plan, by configuring OpenID Connect (OIDC) in both Pivotal Cloud

Foundry (PCF) and Azure AD.

Follow the steps below to set up relying party in Azure AD.

1. Loginto your Azure account and navigate to Azure Active Directory > App registrations.

New

Dashboard

All resources

Resource groups

App Services

Function Apps

S0OL databases

Azure Cosmos DB

Virtual machines

Load balancers

Storage accounts

Virtual networks

Azure Active Direct...

@ Overview

Quuick start

MAMAGE

o Users and groups
Enterprise applications
iR App registrations

i Application proxy

Azure AD Connect
i= Domain names
Il Company branding
£ User settings

Properties

2. Select + to create a New application registration. A configuration pane appears.

+ Mew application registration

Console.

Search by name or Appld

EE Endpoints j( Troubleshoot

To view and manage your registrations for converged applications, please visit the Microsoft Application

All apps
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3.

4.

5.

Under Application type, select Web App/API and enter any Name and any Sign-on URI.
You can optionally enter the full Auth Domain URL generated based on the Auth Domain

setting you used when you created the service plan that you are integrating with Azure AD.

* Mame &

Example OIDC Client v,

Application type @

Web app / API v

* Sign-on URL O

https://fexample loginmydomain.org W

Use the search bar to find your application registration, and click on its listing in the search

results.

+ Mew application registration EE Endpoints X Troubleshoot

To view and manage your registrations for converged applications, please visit the Microsoft Application

Console.
oIoC v | | All apps v
DISPLAY MAME APPLICATION TYPE APPLICATION 1D

Record the Application ID displayed on the screen. This will be the Relying Party OAuth

Client ID.

Example OIDC Client

Registerad app

£F settings  # Manifest [ Delete

Essentials

m

Application

Display name

Example OIDC Client

Application type Object ID

Managed application in local directory

Example OIDC Client

Home page
https://example login.mydomain.org

All settings =
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6. Open the Keys tab to generate your Client Secret.

Settings
GENERAL DESCRIPTION EXPIRES VALUE
! Properties > No results
= Reply URLs > Key description Duration v Value will be displayed on save
M Owners N
API ACCESS
. Required permissions 53
Keys >
TROUBLESHOOTING + SUPPORT
X Troubleshoot 2]
8 New support request >

7. Enter any name for the description of the key and select the appropriate duration for your
security requirements.

Keys a X

H Save M Discard

DESCRIPTION EXPIRES VALUE
| | Client Secret J Value will be displayed on save
In 1 year
In 2 years

Never expires

8. Click Save to generate your key value. This value is the Relying Party OAuth Client Secret.
Record this value for future use.

Copy the key value. You won't be able to retrieve after you leave this blade.

DESCRIPTION EXPIRES VALUE
Client Secret 6/26/2019 |
Key description Duration w Value will be displayed on save

9. Under Reply URLs, configure and save the URI of the form
https://AUTH_DOMAIN/login/callback/ORIGIN_KEY where:

AUTH DOMAIN is the Auth Domain setting you entered when you created the service
plan that you are integrating with Azure AD.

ORIGIN KEY is based on the Identity Provider Name you set in the SSO dashboard in
Set Up OIDC Identity Provider in SSO as shown below. Do not use spaces or
uppercase letters in this value. You might need to change this later.
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Settings O X Reply URLs
Filter settings H save ¥ Discard

GENERAL || https://example login.mydomain.org/login/callback/example-azure-origin v [Fis

! Properties >

‘= Reply URLs >

;ﬁ Owners >

APl ACCESS

,i\ Required permissions >3

Keys >

TROUBLESHOOTIMNG + SUPPORT

X Troubleshoot >

;& Mew support request )

10. Identify your Azure Tenant Name. One location you can use to help you identify this is the
App ID URI which uses the form https://TENANT-NAME /APPLICATION-ID.

For example, in the App ID URI https://tenant.onmicrosoft.com/cj847252-d3d2-44bl-

a2zf-ro5cd03£9584, the Azure Tenant Name is tenant.onmicrosoft.com.
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Properties
Fifter settings H b X

* Mame @

GEMERAL _

Example OIDC Client

'1' Properties p
Object ID @

= Reply URLs > | I

;ﬁ Chwiners ) Application 1D @&

APl ACCESS

* App 1D URI @

o https:/ .Dnmicr-:usuft.com_
<h Required permissions > o</| I

Logo
> el

Keys

TROUBLESHOOTING « SUPPORT

% Troubleshoot )

% Mew support request > Upload new logo @
Home page URL @
https://example.login.mydomain.org

Logout URL

Application type

Web app / AP

Multi-tenanted @

11.  Construct the URL for the OpenlID Connect metadata endpoint by replacing TENANT-NAME
with your Azure Tenant Name in the following string:
https://login.microsoftonline.com/TENANT-NAME/.well-known/openid-configuration.
Example: https://login.microsoftonline.com/tenant.onmicrosoft.com/.well-

known/openid-configuration

Record these values for the next step, configuring your OpenlID Connect identity provider in
SSO.
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{"authorization endpoint":"https://login.microsoftonline.com/TENANT-NAME/cauth2/
authorize", "token endpoint":"https://login.microsoftonline.com/TENANT-NAME/
cauth2/token", "token endpoint auth methods supported":
login.microsnftonline,com!cDmmonfdisggveryfig}gﬁ:“respnnse_modes_supported“:
["query", "fragment", "form post"],"subject types supported":
["pairwise"],"id token signing alg wvalues supported":

["R5256"],"http_ logout supported":true,"frontchannel logout supported”:true,"end
session endpoint™:"https://login.microscftonline.com/TENANT-NAME/oauth2/

logout", "response types supported":["code","id token", "code id token","token
id_tcken","token“],"scopes_supportcd":[“9999%@“],“issuer“:"https:ff
sts.windows.net /TENANT-NAME/", "claims_supported":

soft multi refresh token":true,"check session_iframe":"https://
login.microsoftonline. com/TENANT-NAME/cauth2/

checksession", " i
cpenid/
userinfo”, "tenant region_ scope":"NA", "cloud instance name":"microsoftonline.com",
"cloud graph host name":"graph.windows.net"}
{"authorization_endpoint":"https://login.microsoftonline.com/TENANT-NAME/cauth2/
authorize", "token_endpoint":"https://login.microsoftonline.com/TENANT-NAME/
cauth2/token", "token_endpoint_auth methods_supported":

login.micresoftenline.com/commeon/discovery/keys", "response modes supported":
g ¥ ¥ E A _SUpE
["query","fragment", "form post"],"subject types supported":
["pairwise"],"id token signing alg values supported":
["R8256"], "http logout supported":true,"frontchannel logout supported":true,"end
session endpoint":"https://login.microsoftonline.com/TENANT-NAME /cauth2/

i P E e
logout","response types supported":["code","id token", "code id token","token

cpenid/
userinfo", "tenant region scope":"NA","cloud instance name":"microscftonline.com",
"cloud graph host name":"graph.windows.net"}

Create a pull request or raise an issue on the source for this page in GitHub

Configuring an OIDC Service Provider in SSO

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how to add an OpenlD Connect (OIDC) external identity provider to your Pivotal
Single Sign-On (SSO) service plan, using Azure Active Directory (Azure AD) as an example.

Follow the steps below to set up an OIDC provider for the SSO service.

1.

Log in to the SSO dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN USing your UAA
administrator credentials. You can find these credentials in your Pivotal Application Service
tile in Ops Manager under the Credentials tab.

Click the plan name and select Manage Identity Providers from the drop-down menu.

Click New Identity Provider.
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4. Enter an Identity Provider Name. This value in all lowercase with dashes replacing spaces
becomes your Origin Key. For example, Example Azure Origin becomes example-azure-
origin. If you did not enter this for your OAuth Client’ s authorized redirect URIs, go back

and edit the value in Azure.

5. Enter a Description. Space developers see this description when they select an identity

provider for their app.

6. Under Identity Provider type, select OpenlID Connect .

New Identity Provider Cancel

Identity Provider Name™

Example Azure Origin ]
This name will show as a link on the login page
Identity Provider Description

Allows  Azure User to authenticate.

Identity Provider type*

OpeniD Connect

“»

7. Clear the Enable Discovery checkbox and enter the following information from the OpenlID
Connect metadata endpoint you constructed at the end of the previous section.

VMware, Inc

For Authorization Endpoint URL, enter in the authorization endpoint value from
the metadata endpoint.

For Token Endpoint URL, enter the token endpoint value from the metadata
endpoint.

For Token Key, enter the jwks uri value from the metadata endpoint.
For Issuer, enter the issuer value from the metadata endpoint.

For User Info Endpoint URL, enter the userinfo endpoint value from the metadata
endpoint.

For Response Type, select id token.

For Relying Party OAuth Client ID, enter the Application ID value recorded from
the previous section.

For Relying Party OAuth Client Secret, enter the Client Secret value recorded in
the previous section.
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OpenlD Connect Settings

] Skip SSL Validation
| Enable Discovery
Authorization Endpoint URL*

https://login.microsoftonline.com/YOUR-TENANT-ID-HERE/oauth2/authorize

Token Endpoint URL*

https://login.micresoftonline.com/YOUR-TENANT-ID-HERE/oauth2/token

Token Key*

https://login.microsoftonline.com/common/discovery/keys

Issuer

https://sts.windows.net/YOUR-TENANT-ID-HERE/

User Info Endpoint URL

https://login.microsoftonline.com/YOUR-TENANT-ID-HERE/openid/userinfo

Response Type

id_token

o

Relying Party OAuth Client ID*

YOUR-CLIENT-ID

Relying Party OAuth Client Secret

8. Select openid as a scope. You can select additional scopes.

Scopes”

All Selected ~

openid

ol N 0

9. Under Advanced Settings > User Attributes, map user name t0 unique name. This enables
SSO to identify the authenticated user.

10. (Optional) Configure additional attribute mappings.
11. Click Create Identity Provider to save your settings.
12. (Optional) Enable identity provider discovery for the service plan.

Create a pull request or raise an issue on the source for this page in GitHub

Testing Your Single Sign-On Connection

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.
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This topic describes how a Pivotal Cloud Foundry (PCF) administrator can test the OpenlID Connect
(OIDC) connection between the Single Sign-On (SSO) service and Azure Active Directory (Azure

AD).

Follow the steps below to test your Single Sign-On connection.

1. Loginto Apps Manager at https://apps.YOUR-SYSTEM-DOMATIN and navigate to the org and

space where your app is located.

2. Under Services, locate the service instance of the SSO plan bound to your app.

SPACE RUNNING STOPPED CRASHED

example-space ®0 ®0 @0

example

Apps Service (1) Settings

Services

Service Name

|o single Sign-On example-service-instance

Bound Apps  Plan

0 free - example

ADD SERVICE

3. Select the service instance and click Manage.

9 example-service-instance

example SERVICE: Single Sign-On PLAN: example

Overview Plan Settings

example-space

Bound Apps

Accounting Report

Docs Support

4. Under the Apps tab, select your app.

example-service-instance

Apps Resources

e

NEW APP

example-authcode-sample

Web App

Internal Identity Provider

5. Under Identity Providers, select the Azure AD identity provider. Remove any other identity

providers.
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7.

8.

Identity Providers

Select an Identity Provider™

& Example Azure Origin £ Internal User Store

Return to Apps Manager and click the URL listed below your app to access your app.

app

example-authcode-sample \I| ® Running VIEW APP[4

Overview Service (1) Route (1) Logs Tasks Settings Buildpack: container-certificate-...

Routes MAP A ROUTE

http ."."exa1\p\eraut}“:nde—samnle_ X

Navigate to your login. You will be redirected to the identity provider to authenticate.

Authcode sample

What do you want to do?

¢ Login via Auth Code Grant Type

On the identity provider sign-in page, enter your credentials and sign in.
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Example OIDC Client

Work or school, or personal Microsoft account

Email or phone =

Password =

~| Keep me signed in

sonin L

Can't access your account?

9. Ifthe app prompts for authorization to the necessary scopes, click Accept.

Example OIDC Client

App publisher website: -.anmicmsnﬁ.mm

Example OIDC Client needs permission to:

* Sign you in and read your profile L 7]

Show details
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10. If you are now logged into your app, your Azure AD OIDC to SSO connection works.

Authcode sample

You've used the authcode flow! Here's the result of calling fuserinfo:

Create a pull request or raise an issue on the source for this page in GitHub
Troubleshooting

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how to resolve common errors that arise when configuring a single sign-on

partnership between Azure Active Directory (Azure AD), OpenlID Connect (OIDC), and Pivotal Single
Sign-On (SSO).

Bad Request

Symptom:

&5

There was an error when authenticating against the external identity provider: 400 Bad Request

Explanations:
« Thisis a generic error. Review UAA logs for detailed information.

e This error can occur when the application type is created as Native. Ensure you created your
client in Azure AD as Web App/API.

¢ This error can occur when a response type other than id token is used. Ensure you
configure the response type to use id token.

Cannot determine username from credentials supplied

Symptom:
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&

There was an error when authenticating against the external identity provider: Cannot determine username from credentials

supplied

Explanation:

« No value is mapped to the username used by PCF. Under the identity provider attributes,
map the unique name attribute to username

Azure Error for Reply Address

Symptom:
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Sign In

Sorry, but we're having trouble signing you in.

We received a bad request.

Additional technical infarmation:
Correlation ID
Timestamp: 2017-06-07 02:15:482

AADSTS50011: The reply address 'https:f.-'exampie.logiﬂF
app.com/flogin/callback/example-azure-orgin' does not match the repl

addresses configured for the application
More details: not specifie

Explanation:

« The reply URL is misconfigured. Ensure you entered your callback URL correctly as a reply

URL in Azure AD.
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Login Page Cannot Be Found (404 Error)

Symptom:
1
-

This login.windows.net page can’t be found

Explanation:

« The Authorization Endpoint URL may be incorrectly entered or not available. Ensure you
correctly entered the authorization endpoint, and that the authorization endpoint is available
to the end user.

Error authenticating against external identity provider: 404
Not Found

Symptom:

&

There was an error when authenticating against the external identity provider: 404 Not Found

Explanation:

« The Token Key URL may be incorrectly entered or not available. Ensure that you entered
the token key setting correctly, and that the Token Key URL is available.

Error authenticating against external identity provider:
Invalid issuer for token did not match expected

Symptom:
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[There was an error when authenticating against the external identity provider: Invalid issuer {

for token did not match expected

Explanation:

« The Token Key URL may be incorrectly entered. Ensure that you entered the issuer setting
correctly.

Request Method 'POST not supported (405 Error)

Symptom:

HTTP Status 405 - Request method 'POST' not supported

o Status report

[T Request method 'POST' not supported

[Apache Tomcat/8.0.39

Explanation:

e This error can occur if you configure a response type that Azure AD does not support or has
not been enabled for the application, such as token Or code id token token. Ensure that
you configure the response type to id token.

Error authenticating against external identity provider: Some
parties were not in the token audience

Symptom:

&

There was an error when authenticating against the external identity provider: Some parties were not in the token aucwence:_

Explanation:

« The Relying Party Client ID may be incorrectly entered. Ensure you have correctly entered
the relying party client ID setting.

Create a pull request or raise an issue on the source for this page in GitHub
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CA Single Sign-On Integration Guide

CA Single Sign-On Integration Guide Overview

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

CA Single Sign-On (formally known as CA SiteMinder) is a Web Access Management system that
supports advanced authentication, risk-based security policies, and federated identities. This
documentation describes how to configure a single sign-on partnership between CA Single Sign-On
as the Identity Provider (IdP) and the Single Sign-On Service (SSO) for Pivotal Cloud Foundry as the
Service Provider (SP).

SSO supports service provider-initiated authentication flow and single logout. It does not support
identity provider-initiated authentication flow. All SSO communication takes place over SSL.

Prerequisites

To integrate CA Single Sign-On with Pivotal Cloud Foundry (PCF), you need the following:
Pivotal

¢ PCF, v1.7.0 or later.

¢« Single Sign-On, v1.1.0 or later.
CA Single Sign-On

« CA Single Sign-On, v12.52 or later.

« A Signed Certificate by a Certificate Authority.

ﬁ Note: To configure SAML, you must have the Pivotal Single Sign-On service broker
installed on your PCF deployment. You need to create a plan, grant any plan
administrators, and specify any organizations this plan should be the authentication
authority for. For help configuring plans, see the Manage Service Plans topic.

CA Single Sign-On Integration Guide
Configuring CA Single Sign-On with SSO

Complete both steps below to integrate your deployment with CA Single Sign-On and SSO.
1. Configure CA Single Sign-On as an Identity Provider

2. Configure a Single Sign-On Service Provider

Testing and Troubleshooting
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e« Testing
e« Troubleshooting

Create a pull request or raise an issue on the source for this page in GitHub

Configuring CA Single Sign-On as an ldentity Provider

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how to set up CA Single Sign-On as your identity provider by configuring SAML
integration in both Pivotal Cloud Foundry (PCF) and CA Single Sign-On.

Set up SAML in PCF

1. Loginto the Single Sign-On (SSO) dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN
as a Plan Administrator.

2. Select your plan and click Manage Identity Providers on the drop-down menu.

Plans: MNewpPlan

Name Sign In Header
CA S50 PCF 550 ~ example
Edit Plan

Manage Identity Providers

3. Click Configure SAML Service Provider.

Plans > CA S50 PCF 5S0

Identity Providers:  New Identity Provider Configure SAML Service Provider

Name Type Actions
Internal User Store Internal User Store
CASSOPCF S50 SAML Resource Permissions  Group Whitelist

4. (Optional) Select Perform signed authentication requests to enforce SSO private key
signature and identity provider validation.

Configure SAML Service Provider Download Metadata

Perform signed authentication requests

| Require signed assertions

5. (Optional) Select Require signed assertions to validate the origin of signed responses.

6. Click Download Metadata to download the service provider metadata.
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7.

Click Save.

Set up SAML in CA Single Sign-On

M wN

Sign in as a CA Single Sign-On administrator.
Click the Federation tab.
Click on the Entities link.
Click the Create Entity button and perform the following steps:
1. Select Local for Entity Location.
2. Select SAML2 IDP for New Entity Type.
3. Click the Next button.
In the Entities section, perform the following steps:
1. Enter an Entity ID.
Enter an Entity Name.

Enter a Description.

Select or import a Signing Private Key Alias.

2
3
4. Enter the fully-qualified domain name for your CA Single Sign-On as the Base URL.
5
6

Select a Name ID format.

7. Click the Next button.

Confirm the Entity Details and click the Finish button.

SEr Pdeaties: LR - Vi DTy @ Return o View Federation Entities
Endity Typss
Entity Lecation: Lacal
Intity Type: SAMLE 0P
| Entiy Qotats |
Entity ID: wnidp
Entity Mamae: smidp
Description:
Base URL: Fitps )
Default SLO Confirm WRLE moiga:scs.
FOAP Artifact Resolution URL: it sl pkiic) Zars
550 Service URL: & I 8es Fia i Bl b puBlic S Sa il 2 ias
SLO Servics URL: s vices puliic) FiT
‘SLO SOAP Service URLD kg scs Fa e by s publiclsami2 shoseag

User Consant Sarvics URL: rotps: ) -ty P feami2
Attribute Service URLD Pogss. /o scs cassurbo e i comy a Mee basry ket pultdic/ saml 2 s1trye
SOAP Manage NamalD Sservice URL: heipa faftmnt pubiicieamiz >

Signing Private Key Allas: @ gangoem
Signed Authantication Requests Required: Mo

Supporied Nama |0 Formate and ARributes.

Supported Keme ID Formats Supporied Assertion Aftributes
Selectsd Farmats Assertion Attribute Supported Format

IEMH Address

Click the Federation tab.
Click on the Entities link.
Click the Import Metadata button and perform the following steps:

1. Click Browse and select the downloaded metadata for Metadata file.

VMware, Inc

142



Single Sign-On for VMware Tanzu Application Service 1.6

2. Select Remote Entity for Import As.
3. Select Create New for Operation.
4. Click the Next button.
10. In the Select Entity Defined in Metadata File section, perform the following steps:
1. Enter an Entity Name.
2. Click the Next button.
1. In the Select Key Entries to Import section, perform the following steps:
1. Enter an Alias.
2. Click the Next button.

12. Confirm the Entity Details and click the Finish button.

T RO [ v b @ Raturn b2 View Federation Entilas
Entity Locatien) ool
Entity Typm: SARLY 5P

[Eatiy EDv hatpe /) a0 i Coral SErQade. i
Entity Narme: poiorsl

wia ratadata
Indax Biading uaL [
HTTP-POST AP 0 OO0 . SO . B S0Y I st Wogen (098 AERngapos Tes
HTTP-Arslac B P . OGN, G Bl BEInSaeon I iy R Bl 50 isgin S0 IEringapes %o

13. Click on the Federation tab.
14. Click Create Partnership and select SAML2 IDP -> SP.
15. In the Configure Partnership section, perform the following steps:
1. Enter a Partnership Name.
2. Enter a Description.
3. Select a previously created local entity for Local IDP.
4. Select a previously created remote entity for Remote SP.

Enter a Skew Time.

o u

Add any User Directories.

7. Click the Next button.
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Tt ST T - M0dt TS O
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16. Configure Federation Users by adding the users you want to include in the partnership and
click Next.

wors Srdrpton Fatm © edly RySwrsay Sarkade TpFvsel P

17. In the Assertion Configuration section, perform the following steps:
1. Select a Name ID Format.
2. Select User Attribute as the Name ID Type.
3. Entermail as the Value.

4. (Optional) Under Assertion Attributes, specify any application or group attributes that
you want to map to users in the ID token.

ﬁ Note: The value for sending a user s groups is
FMATTR:SM_USERGROUPS.

5. Click the Next button.

2= Begured
Ehmm“lﬂ“npﬂ““ﬂbﬂﬁmlﬁu“{':nwﬂhﬁhuﬂnﬂmmﬂhm

s 1D Farmatl | o ma 2 )
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rcien S50 (1] har Arininze | FRATTR: SH_USERGATLIFS Ao |
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18.

19.

20.
21.

In the SSO and SLO section, perform the following steps:
1. Enter the Authentication URL.
2. Select HTTP-Post for SSO Binding.
3. Select Both IDP and SP initiated for Transactions Allowed.
4

Click the Next button.

HETFEAT Ptgn i e b oor| AgTiogan i o e Tl S0 sl i g donl aprisgapee

In the Signature and Encryption section, perform the following steps:
1. Select your key alias for Signing Private Key Alias.
2. Select your certificate alias for Verification Certificate Alias.

3. Click the Next button.

o v Wl R T SO

el Tl Tl Sl e

Digabie SHpnature Prodesding

Signing Private ey ARSS! e |

Signing Algorithm: .o

Artifaat Signabers OptRane e

Eaiuids Blgned Al eResolvs
- $ign ArtifactRespones
ol —___________________________ /|
Encryplion Optbans!  aorypt Hams 1D B Riey i Asssrtsim
Encryptian Certificabe AR . . .. et i
Ky Algacithiml | s vie
Beorypiion Private Koy Alas1 . . Mot Torrrir

Confirm the Partnership Details and click the Finish button.

Click the Action button and click Activate.
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22.

Federatkon Parnarshlp List Create Partnership
1-6 o
. Actions ~ Name - Local Type - Local Entity ID - Remote Type - Remote Entity 10 - Btatus - FIPS Staty
pal-coral: |SAML2 IDF | =midp SAML2 5P http:d/sso dogin. coral springapgs. io  Defined [« ]
& Yiew | hites L myclouddeme-dey- |
£ vodiy P smido [EAMLE AP £ %;.H'LWIW-WW e d
£ Expon Metadats
12, Duplicate _— )
b smidn SAMLL SP ssotest, loginorun, pivatal. io Active

@ Activabe
A Delete

Click the Action button and click Export Metadata.

Create a pull request or raise an issue on the source for this page in GitHub

Configuring a Single Sign-On Service Provider

This topic describes how to add an external identity provider to your Pivotal Single Sign-On (SSO)

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has

reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,

upgrade to a supported version.

service plan.

Setting up SAML

1.

2.

3.

Log in to the SSO dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN as a Plan

Administrator.

Select your plan and click Manage Identity Providers on the drop-down menu.

Plans: wNewplan

Name Sign In Header

CASS0 PCF S50 ~ example

Edit Plan

Manage Identity Providers

Click New ldentity Provider to create a new identity provider.
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New Identity Provider

Identity Provider Name*

Identity Provider Description

Allows to authenticate.

Identity Provider Type*
SAML

Identity Provider Metadata

Identity Provider Metadata URL*

Fetch Metadata

» SAML File Metadata (optional)

Advanced SAML Settings

»  Attribute mappings (optional)

Cancel Create Identity Provider

4. To create a new identity provider, perform the following steps:
1. Enter an identity provider name in Identity Provider Name.
2. (Optional) Enter a description in Identity Provider Description.

3. Click SAML File Metadata (optional) followed by clicking the Upload Identity
Provider Metadata button to upload your metadata XML.

4. (Optional) Under Advanced SAML Settings, click Attribute Mappings to enter the
mappings.

5. Click Create Identity Provider.

6. Click Resource Permissions.

7. Click New Permissions Mapping and perform the following steps:
1. Enter a Group Name.

2. For Select Permissions, select the permissions that the members of the group from
the external identity provider should have access to.

8. Navigate to the identity provider list.

9. Click Group Whitelist and enter the group names from the external identity provider that
should be propagated in the ID token.

Create a pull request or raise an issue on the source for this page in GitHub

Testing

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
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reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how an administrator can test the connection between SSO and CA Single Sign-
On. An administrator can test both service provider and identity provider connections.

Test Your Service Provider Connection

1. Loginto Apps Manager at https://apps.YOUR-SYSTEM-DOMAIN and navigate to the
organization and space where your application is located.

2. Under Services, locate the service instance of the Single Sign-On (SSO) plan bound to your
application. Select the service instance and click Manage.

Overview Settings
Apps
NAME INSTANCES MEMORY LAST PUSH ROUTE
@ authcode-sample 1 512MB 4 days ago http://authcode-sample.id-service.cf-ap... »
Services Add Service
SERVICE NAME BOUND APPS PLAN
9 Pivotal Single Sign-On Sl 1 free - (MONTHLY) >
SERVICE INSTANCE NAME ~ SERVICE PLAN
Pivotal Single Sign-On s CA SSO PCF 550
Docs | Support
App Binding (1) Plan Settings
Bound Apps Edit Bindings
authcode-sample

3. Under the Apps tab, click your application.
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5.

S

Apps Resources

authcode-sample
Web App

Internal Identity Provider
NEWAPP CA SS0 PCF 550

Under Identity Providers, select the CA Single Sign-On identity provider.

authcode-sample web agp Next Steps

App Name*

authcode-sample

Identity Providers

Select a Identity Provider

£ Internal User Store

The Authentication Response will be sent to the following locations:

& CASSOPCFSSO

Redirect URIs

Auth Redirect URIs*

https://authcode-sample.id-service.cf-app.com

Authorization

Scopes

Permissions requested by the application
todo

todo.read todo.write

System Provided

openid

Select Scopes

Auto-Approved Scopes

Permissions automat approved on behalf of the use

None selected ~

Delete Cancel

Return to Apps Manager and click on the URL below your application to be redirected to the
identity provider to authenticate.
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8.

VMware, Inc

Overview Settings

Apps

NAME

® authcode-sample

MEMORY LAST PUSH ROUTE

512MB 4 days ago

http://authcode-sample.id-service.cf-ap...

>

Click the link.

&« C' [ hitps://authcode-sample

Authcode sample

‘What do you want to do?

» Log in via Auth Code Grant Type

On the identity provider sign-in page, enter your credentials and click Sign On

Username:

Password:

Please Login

Login

The application asks for authorization to the necessary scopes. Click Authorize.

150




Single Sign-On for VMware Tanzu Application Service 1.6

Application Authorization

authcode-sample

https://authcode-sample

authcode-sample has requested permission to access your
account. If you do not recognize this application or its URL,
you should click deny. The application will not see your

password.

openid

Read TODO list

You can change your approval of permissions or revoke

access for this application at any time from account
settings. By approving access, you agree to authcode-
sample's terms of service and privacy policy.

The access token and ID token displays.

Authcode sample

You've used the authcode flow! Here's the result of calling fuserinfo:

{
"user_ id" : "5127dc3B-aBci-4acf-bl9e-458bL987d5030",

"user name" : "example@pivotal.io",
"given_name" : "Example",

"family name" : "Example",

"email" : "example@pivotal.io",
"name" : "Example Example"

}
This is the Access Token that was used:

{
"jEi" : "9f4678734fBadledaballcal65e2864c",
"sub" : "5127dc3B-afcd-d4acf-bl9%e-458b987d45030",
"scope" : [ "todo.read", "openid", "todo.write" ],

- = am N omEa ms s s o P Tl
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"glient_1d” ¢ "bbthHeb4-l4rl-4bbi-Yrdh-calb/ilbecdc”,
"gid" : "bbf5Befd-14fl-46b4-9fd5-ca2e7iTeecdc",
"azp" : "bbf58efd-14fl-46bd-9fd5-caze7iTeecdc”,
"grant_type" : "authorization_code",
"user_id" : "5127dc3B-alBcd-4acf-blY%e-45BbL987d5030",
"origin" : "CA S50 PCF S50",
"user name" : "examplef@pivotal.ieo",
"email" : "examplefpivotal.io",
"auth time" : 1473722751,
"rev_sig" : "2044bdel”,
"iat" = 1473722751,
"exp" : 1473765951,
"iss" : "https:/ /example.uaa/oanth/token”,
"gid" : "2B852ad03-eB82B-4200-9d7a-eld4afilfesSbd",
"aud" : [ "todo", "openid", "bbf5Befd-14fl-46bd-9fd5-caZ673iTeecdc" )
}
This is the ID Token:
{
"sub" : "5127dc3B-aBcd-d4acf-bl%e-458b987d5030",
"user name" : "example@pivotal.ic",
"origin" : "CA S50 PCF 550",
"iss" : "https://example.uaa/ocauth/token”,
"elient id" : "bbf58e64-14fl1-46b4-9fd5-ca267376ecdc”,
"aud" : [ "bbf5Be6d4-14f1-46bd4=-9fd5-ca267376ecdec"” ],
"gid" : "2B52ad03-eB82B-4200-9d7a-eld4afilfesShbd",
"grant_type" : "authorization code",
"user_id" : "5127dc3B-aBcd-4acf-bl9%e-458L987d45030",
"azp" : "bbf58efd-14fl-46bd-9fd5-caZ26T7376ecdc",
"scope" : [ "openid" ],
"auth time" : 1473722751,
"exp" : 1473765951,
"iat" : 1473722751,
"jei" : "9f4678734f8ad0edaballcaleSeZBedc”,
"email" : "example@pivotal.io",
"rev_sig" : "2044bdel",
"gid" : "bbf58ebd-14fl-46b4-9fd5-ca2e7iTeecdc"
}
What do you want to do?
« TODO List (You need to configure the Resource Server sample app before using this)
* See your account profile (so you can de-authorize this client)
¢ Log out

Test Your Identity Provider Connection

1.

Note: SSO does not support identity provider-initiated flow into applications, but it
does redirect the user to the User Account and Authentication (UAA) page to select
applications assigned to the user.

Sign in to CA Single Sign-On.
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Please Login

Username: =

Password:

Login

2. Navigate to your application and click it.

3. You are redirected to the page that lists applications you have access to.

example@pivotal.io -
ivotal

Apps Profile Security Approvals Notifications

0 Application 1 o Application 2 0 Application 2

Privacy Policy — Terms of Service

Test Your Single Sign-Off

Test single sign-off to ensure that when users log out of the application, they are logged out of CA
Single Sign-On as well.

1. Sign in to the sample application. Information about the access and ID token displays, as well
as the “What do you want to do?” section.

2. Under “What do you want to do?” , click Log out.

What do you want to do?

« TODO List (You need to confioure the Resource Server sample app before using this)
e See vour account profile (so you can de-authorize this client)

« Log out

3. You are logged out and redirected to the CA Single Sign-On login page.
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Please Login

Username:

Password: =

Login

Create a pull request or raise an issue on the source for this page in GitHub
Troubleshooting

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how to resolve common errors that arise when configuring a single sign-on
partnership between PingOne Cloud and Pivotal Single Sign-On (SSO).

CA Single Sign-On Partnership is Inactive

Symptom:

i The following sroee ootecred: 403 - Davpusar Forhiddss. Transaetios IB: dSddb4s-050hET55-1adedTe?-Obehi2de-R2ER0dTe-be failed,

Explanations:

« The CA Single Sign-On is inactive in CA Single Sign-On.

Service Provider Entity ID Misconfigured

Symptom:

HTTP Status 403 - Request Forbidden. Transaction ID: 174f32c9-98739353-

1c861a37-2f05277b-847a8663-988 failed.

AT Bogtst ForSsden, Tmnsection 10;_LT4A2c8-96735353- o8 LadT -2 T7e- B4 TaB 53-8 failed,
I Access o the specifed rescurce has been foridden.

Explanation:

e« The service provider Entity ID is misconfigured in CA Single Sign-On.
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Incoming SAML message is invalid

Symptom:

HTTP Status 401 - Authentication Failed: Incoming scsage is invalid

Explanation:

o The identity provider Entity ID is misconfigured in CA Single Sign-On or in PCF Single Sign-
On.

e The Name ID Format was misconfigured in CA Single Sign-On

Assertion Consumer Service URL Misconfigured

Symptom:

HTTP Status 401 - Authentication Failed: Error determining metadata contracts

T Status neport
ST Aunhermication. Faded: Eror SeLGTINNG Sta0a) (ONIRCE

Explanation:

e« The service provider Assertion Consumer Service (ACS) is misconfigured in CA Single Sign-
On.

Audience Field Misconfigured

Symptom:

HTTP Status 401 - Authentication Failed: Error validating

Explanation:

e« The service provider Audience Field is misconfigured in CA Single Sign-On.

Expired Certificate

Symptom:
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The followisg eroet pcowrmsd: 500 - Incermal Eroar ocowred while TCVing to pmocess che reguest, Tramsactios DBV I760331-15@Te@-333sall-Teelal0f-agz]

Explanation:

e« The certificate has expired in CA Single Sign-On.

Identity Provider SSO URL Misconfigured

Symptom:

HTTP Status 404 - /affwebservices/public/sami2ss

Explanation:

¢ The identity provider SSO URL is misconfigured in PCF Single Sign-On.

Create a pull request or raise an issue on the source for this page in GitHub

Google Cloud Platform OIDC Integration Guide

Google Cloud Platform OIDC Integration Guide Overview

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This documentation describes how to set up the Pivotal Cloud Foundry (PCF) Single Sign-On service
to use Google Cloud Platform (GCP) as an OpenlD Connect (OIDC) identity provider.

GCP lets you build and host applications and websites, store data, and analyze data on Google” s
scalable infrastructure.

Prerequisites

To integrate GCP as a single sign-on identity provider for PCF apps, you need:
Pivotal
« PCF, v1.11.0 or later.

« Single Sign-0On, v1.4.1 or later installed on your PCF deployment
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« An SSO service plan configured with plan administrators who manage it and orgs to use it.

For help configuring plans, see Manage Service Plans.

GCP
« An active Google Cloud project.

« A GCP user account with project editor or higher privileges.

Integrate Google Cloud Platform OIDC for SSO

Complete the step below to set up GCP as an OIDC identity provider for the SSO service.

1. Configure GCP as an OIDC Identity Provider

Test and Troubleshoot

¢ Testing
« Troubleshooting

Create a pull request or raise an issue on the source for this page in GitHub

Configuring GCP as an OIDC Identity Provider

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has

reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,

upgrade to a supported version.

This topic describes how to set up Google Cloud Platform (GCP) as an identity provider for a Single
Sign-On (SSO) service plan by configuring OpenID Connect (OIDC) integration in both Pivotal Cloud

Foundry (PCF) and GCP.

Generate GCP Client Credentials

1. Log into your Google Cloud Platform console.

2. Under the Credentials tab, click Create credentials > OAuth client ID.
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API API Manager Credentials

»
*

»
o Dashboard Credentials OAuth consent screen Domain verification

ﬁ Library .
Create credentials ~ Delete

O~ Credentials APl key

Identifies your project using a simple API key to check quota and access

OAuth client ID
Requests user consent so your app can access the user's data

Service account key
Enables server-to-server, app-level authentication using robot accounts

Help me choose
Asks a few questions to help you decide which type of credential to use

3. Inthe configuration pane that appears, select Web application under Application type and
enter any Name. Under Restrictions, leave Authorized JavaScript Origins blank and for
Authorized redirect URIs enter a redirect URI of the form
https://AUTH DOMAIN/login/callback/ORIGIN KEY, where:

s« AUTH DOMAIN is the full URL generated based on the Auth Domain setting you
entered when you created the service plan that you are integrating with GCP.

s« ORIGIN KEY is based on the Identity Provider Name you set in the SSO dashboard in
Set Up OIDC ldentity Provider in SSO below. This value should have no spaces or
uppercase letters. You might need to change this value later.
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Application type

® Web application
Android Learn more
Chrome App Learn more
i0S Learn more
PlayStation 4
Other

Name

OAuth Client Example

Restrictions
Enter JavaScript origins, redirect URIs, or both

Authorized JavaScript origins

For use with requests from a browser. This is the origin URI of the client application. It can't contain a wildcard
(http://*.example.com) or a path (http://example.com/subdir). If you're using a nonstandard port, you must include it in
the origin URI.

Authorized redirect URIs

For use with requests from a web server. This is the path in your application that users are redirected to after they have
authenticated with Google. The path will be appended with the authorization code for access. Must have a protocol.
Cannot contain URL fragments or relative paths. Cannot be a public IP address.

https://example.login.mydomain.org/login/callback/example-google-origin

4. Click Create and record the client ID and client secret generated. You will enter these
values as your Relying Party OAuth Client ID and Relying Party OAuth Client Secret in the
SSO dashboard in Set Up OIDC Identity Provider in SSO below.

OAuth client

Here is your client ID

@&

Here is your client secret

@

OK

Set Up OIDC Identity Provider in SSO

1. Login to the SSO dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN USing your UAA
administrator credentials. You can find these credentials in your Pivotal Application Service
tile in Ops Manager under the Credentials tab.

2. Click the plan name and select Manage Identity Providers from the drop-down menu.
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1.

Click New ldentity Provider.

Enter an Identity Provider Name. This value in all lowercase with dashes replacing spaces
becomes your Origin Key. For example, Example Google Origin becomes example-google-
origin. If you did not enter this for your OAuth Client s authorized redirect URIs, go back
and edit the value in Google Cloud Platform.

Enter a Description. Space developers see this description when they select an identity
provider for their app.

Select OpenlID Connect as the Identity Provider type.

New Identity Provider cancel

Identity Provider Name*
Example Google Origin =]
This name will show as a link on the login page

Identity Provider Description

Allows  Google User to authenticate.

Identity Provider type*

OpenlD Connect

<«
)

Make sure the Enable Discovery checkbox is selected, to enable OIDC discovery.

For Discovery Endpoint URL, enter https://accounts.google.com/.well-known/openid-

configuration.
Click Fetch Scopes.

Enter your Relying Party OAuth Client ID and Relying Party OAuth Client Secret from the
Generate GCP Client Credentials above.

OpenlD Connect Settings

Skip SSL Validation
Enable Discovery
Discovery Endpoint URL*

https://accounts.google.com/.well-known/openid-configuration

Fetch Scopes
Relying Party OAuth Client ID*

your-client-id-here

Relying Party OAuth Client Secret*

Make sure that openid and email are selected as scopes. You can select additional scopes if
you want.
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Scopes*

2 Selected ~

openid
email

| profile

12.  Under Advanced Settings > User Attributes, map user name to email. This enables SSO to

identify the authenticated user.

Advanced Settings
v Attribute Mappings (optional)

User Attributes
Map the incoming user attributes to known user schema.
User Schema Attribute Attribute Name

user_name = email

13. (Optional) Configure additional attribute mappings.

14. Click Create Identity Provider to save your settings.

15. (Optional) Enable identity provider discovery for the service plan.

Create a pull request or raise an issue on the source for this page in GitHub

Testing

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support

Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.
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This topic describes how a Pivotal Cloud Foundry (PCF) administrator can test the OpenlID Connect
(OIDC) connection between the Single Sign-On (SSO) service and Google Cloud Platform.

Test Your Single Sign-On Connection

1. Loginto Apps Manager at https://apps.YOUR-SYSTEM-DOMAIN and navigate to the org and
space where your app is located.

2. Under Services, locate the service instance of the Single Sign-On (SSO) plan bound to your
app.

SPACE RUNNING STOPPED CRASHED
example-space ®0 ®0 @0

Apps Service (1) Settings
Services ADD SERVICE
Service Name Bound Apps | Plan

|9 Single Sign-On example-service-instance ] free - example

3. Select the service instance and click Manage.

9 example-service-instance

SERVICE: Single Sign-On PLAN: example

Overview Plan Settings Docs  Support
example-space

Accounting Report

4. Under the Apps tab, select your app.

example-service-instance

Apps Resources

example-authcode-sample

Web App

+

NEW APP

Internal Identity Provider

5. Under Identity Providers, select the GCP identity provider. Remove any other identity
providers.
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7.

8.

Identity Providers

Select an Identity Provider™

#& Example Google Origin £ Internal User Store

Return to Apps Manager and click the URL listed below your app to access your application.

APP

example-authcode-sample \I| % Running VIEW APP [

Overview Service (1) Route (1) Logs Tasks Settings Buildpack: container-certificate-...

Routes MAP A ROUTE

Hlp:."."exa'hp\eramk:ode—samule_ X

Navigate to your login. You will be redirected to the identity provider to authenticate.

Authcode sample

What do you want to do?

¢ Lop in via Auth Code Grant Type

On the identity provider sign-in page, enter your credentials and sign in.
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Google
Signin

to continue to cf-app.com

Email or phone

Forgot email?

More options

9. Ifthe app prompts for authorization to the necessary scopes, click Authorize.

If you are now logged in to your app, your GCP OIDC to SSO connection works.

Authcode sample

You've used the authcode flow! Here's the result of calling fuserinfo:

Create a pull request or raise an issue on the source for this page in GitHub

Troubleshooting

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how to resolve common errors that arise when configuring a single sign-on
partnership between Google Cloud Platform (GCP) OpenlD Connect (OIDC) and Pivotal Single Sign-
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On (SSO).

No Link for OIDC

Symptom:

Welcome to Example!

‘ cinalt ’

Create account Reset password

Explanation:

« Incorrect or unavailable discovery URL. No link will appear on the login page.

No OAuth Client Found

Symptom:
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Googl o ]
G Iasst|
o0gie :;‘2’ SR
9
401. That's an error. : - ‘ =
\)/';‘:' \, "“?‘)}
— A
. i o — \_, F)
Error: invalid_client la — ‘_ .Q /) P

The OAuth client was not found.

* Request Details

That’s all we know.

Explanation:

e Incorrect OAuth Client ID configured.

Unauthorized

Symptom:

&y

There was an error when authenticating against the external identity provider: 401 Unauthorized

Explanation:

e« Incorrect OAuth client secret configured.

Redirect URI Mismatch

Symptom:

VMware, Inc 166



Single Sign-On for VMware Tanzu Application Service 1.6

400. That's an error.
Error: redirect_uri_mismatch
The redirect URI in the request, https:llexample.login-

_IoginlcalIback!example-google-

origin, does not match the ones authorized for the OAuth

client. Visit
https://console.developers.google.com/apis/credentials/oaL

to update the authorized redirect

URls.

Explanation:

e Incorrect authorization redirect URI on OAuth Client.

Empty Username

Symptom:

Explanation:

e user name attribute was not mapped to email.

Unable to map claim to a username

Symptom:
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&8,

There was an error when authenticating against the external identity provider: Username cannot be empty

Explanation:

e The scope for “email” was not configured. Select the “email” scope in your identity
provider configurations.

Create a pull request or raise an issue on the source for this page in GitHub
Okta Integration Guide

Okta Integration Guide Overview

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

Okta is an enterprise identity management and single sign-on service that integrates with

applications in the cloud, on-premises, or on a mobile device. This documentation describes how to

configure a single sign-on partnership between Okta as the Identity Provider (IdP) and the Single
Sign-On Service (SSO) for Pivotal Cloud Foundry as the Service Provider (SP).

SSO supports service provider-initiated authentication flow and single logout. It does not support
identity provider-initiated authentication flow. All SSO communication takes place over SSL.

Prerequisites

To integrate Okta with Pivotal Cloud Foundry (PCF), you need:
Pivotal
o PCF, v1.7.0 or later.

« Single Sign-On, v1.1.0 or later.

« Okta, v2016.07 or later.

e A user with Application Admin privileges.

ﬁ Note: To configure SAML, you must have the Pivotal Single Sign-On service broker
installed on your PCF deployment. You need to create a plan, grant any plan
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administrators, and specify any organizations this plan should be the authentication
authority for. For help configuring plans, see the Manage Service Plans topic.

Okta Integration Guide
Configuring Okta with SSO

Complete both steps below to integrate your deployment with Okta and SSO.
1. Configure Okta as an Identity Provider

2. Configure a Single Sign-On Service Provider

Testing and Troubleshooting
¢ Testing
« Troubleshooting

Create a pull request or raise an issue on the source for this page in GitHub

Configuring Okta as an Identity Provider

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how to set up Okta as your identity provider by configuring SAML integration in
both Pivotal Cloud Foundry (PCF) and Okta.

Set up SAML in PCF

1. Loginto the SSO dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN USiNg your User
Account and Authentication (UAA) administrator credentials. In your Pivotal Application
Services tile in Ops Manager, the Domain settings shows your system domain, and the
Credentials tab shows the UAA Admin Credentials.

2. Select your plan and click Manage Identity Providers on the drop-down menu.

Plans Hew Plan

Name Sign In Header

Dkta PCF 550 -

Edit Plan

Manage ldentity Prowviders

3. Click Configure SAML Service Provider.
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Plans = Okta PCF SS0

Identity Providers : New Identity Provider Configure SAML Service Provider

Name Type Actions
Okta PCF S50 SAML Resource Permissions  Group Whitelist
Internal User Store Internal User Store

4. (Optional) Select Perform signed authentication requests to enforce SSO private key
signature and identity provider validation.

Configure SAML Service Provider Download Metadata

Perform signed authentication requests

| Require signed assertions

5. (Optional) Select Require signhed assertions to validate the origin of signed responses.
6. Click Download Metadata to download the service provider metadata.
7. Click Save.

8. Open the downloaded service provider metadata file. You will refer to this file in the next
step, when you fill in the SAML settings in Okta.

Set Up SAML in Okta

1. Sign in as an Okta administrator.
2. Navigate to your app and click the Sign On tab.

3. Under Settings, click Edit, and select SAML 2.0.
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4.

5.

@ “ Okta PCF SSO

Active

General Sign Cn Maobile

Settings

SIGN ON METHODS

The sign-on method determines how a user signs Into and manag
on methods require additional configuration In the 3rd party appll

Import People Groups

Edit

thelr credentlals for an application. Some slgn-
on.

SAML 2.0

Default Relay State

SAML 2.0 is not configured until you complete the setup Instructions.

View Setup Instructions

Identity Provider metadata s available if this application supports dynamic configuration.

CREDENTIALS DETAILS

Application username format

Password reveal

Okta username

Allow users to securely see thelr password (Recommended)

+ Back to Applications

About

SAML 2.0 streamlines the end user
experlence by not requiring the user to
know their credentlals. Users cannot edit
thelr credentials when SAML 2.0 Is
configured for this application. Additional
configuration In the 3rd party application
may be required to complete the
Integration with Okta.

Application Username

Choose a format to use as the default
username value when assigning the
application to users

If you select None you will be prompted to
enter the username manually when
assigning an application with password or
profile push provisloning features.

Click the General tab.

Under SAML Settings, click the Edit button followed by the Next button.

VMware, Inc

m



Single Sign-On for VMware Tanzu Application Service 1.6

=3 Edit SAML Integration

General Sattings o Configure SAML Feadback

o SAML Settings

What does this form do?

GENERAL

Single sign on URL € hitps://example.login.id-service.cl-app.com/saml/SSO/alias/examplgl
@ Use this for Reciplent URL and Destination URL

Audlence URI (SP Entity 1D) € example.login.id-service.cf-app.com

Default RelayState €

a bla el 3 :
icate to your Identity
Name ID fermat € Emailaddress v
&, Download Okta Certificate
Application username € Okta username -
Show Advanced Settings
ATTRIBUTE STATEMENTS (OPTIOMNAL) LEARN MORE
Name Mame format (optional) Value
firsthame Unspecified v user.firstName A =
lastName Unspecified v user.lastName v x
emall Unspecified v user.email d *
Add Another
GROUP ATTRIBUTE STATEMENTS ([OPTIONAL)
Name Name format (optional) Filter
Unspecified v Starts with v X

Add Another

6. Inthe SAML Settings section:

1. Enter the AssertionConsumerService Location URL from your downloaded service
provider metadata into Single sign on URL. For example, https://AUTH-
DOMAIN/saml/SSO/alias/AUTH-DOMAIN.

2. Enter your Auth Domain URL into Audience URI (SP Entity ID). You can view the
Auth Domain for a plan by logging into the SSO dashboard, clicking the name of your
plan, and selecting Edit Plan. For example, https://AUTH-DOMAIN. login.SYSTEM-
DOMAIN. This value is also available in the downloaded service provider metadata as
the entity ID.

3. Select a Name ID format.
4. Select an Application username.

7. (Optional) To configure single logout:
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1. Click Show Advanced Settings.
2. For Enable Single Logout, select Allow application to initiate single logout.

3. Enter the singlelLogoutService Location URL from your downloaded service
provider metadata into Single Logout URL.

4. Enter your Auth Domain URL into SP Issuer.

5. Click Upload Signature Certificate to upload the signature certificate from your
downloaded service provider metadata. You will need to copy the x509Certificate
information from the downloaded service provider metadata, and reformat it into a
valid certificate file to upload.

8. (Optional) Under Attribute Statements (Optional), specify any attribute statements that you
want to map to users in the ID token.

9. (Optional) Under Group Attribute Statements (Optional), specify any group attribute
statements that you want to map to users in the ID token. This is a group that users belong to
within Okta.

10. Click the Next button followed by the Finish button.

11.  Click Identity Provider metadata to download the metadata, or copy and save the link
address of the Identity Provider metadata. You will need this Okta metadata for the next
step, Configure a Single Sign-On Service Provider.

@ " Okta PCF SSO « Back 1o Applications

Active =

Sign On

About

Settings Edit

SIGN ON METHODS

Application Username

Default Relay State

SAML 2.0 is not configured until you complete the setup instructions.

View Setup Instructions

Identity Provider metadata |s avallable If this application supports dynamic configuration.

CREDENTIALS DETAILS

Application username format Okta username

Password reveal Allow users to securely see thelr password (Recommended)

Create a pull request or raise an issue on the source for this page in GitHub

VMware, Inc 173


http://github.com/pivotal-cf/docs-identity/tree/1.6/okta/config-okta.html.md.erb

Single Sign-On for VMware Tanzu Application Service 1.6

Configuring a Single Sign-On Service Provider

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how to add an external identity provider to your Pivotal Single Sign-On (SSO)
service plan.

Setting up SAML

1. Loginto the SSO dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN as a Plan
Administrator.

2. Select your plan and click Manage Identity Providers on the drop-down menu.

Plans Hew Plan

Name Sign In Header

Dkta PCF 550 -

Edit Plan

Manage ldentity Prowiders

3. Click New Identity Provider to create a new identity provider.

New Identity Provider

Identity Provider Name*

Identity Provider Description

Allows to authenticate.

Identity Provider Type*
SAML

Identity Provider Metadata

Identity Provider Metadata URL*

Fetch Metadata

»  SAML File Metadata (optional)

Advanced SAML Settings

»  Attribute mappings (optional)

Cancel Create Identity Provider

4. To create a new identity provider, perform the following steps:
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1. Enter an identity provider name into Identity Provider Name.
2. (Optional) Enter a description into Identity Provider Description.

3. Specify Identity Provider Metadata from Step 11 of the Configure Okta as an Identity
Provider topic.
1. Option 1: Enter your Input Identity Provider Metadata URL and Fetch
Metadata to fetch your identity provider metadata from an endpoint.

2. Option 2: Click SAML File Metadata (optional) to upload your metadata XML
manually.

4. (Optional) Under Advanced SAML Settings, click Attribute Mappings to enter the
mappings.

5. Click Create Identity Provider.

6. Click Resource Permissions.

7. Click New Permissions Mapping and perform the following steps:
1. Enter a Group Name.

2. For Select Permissions, select the permissions that the members of the group from
the external identity provider should have access to.

8. Navigate to the identity provider list.

9. Click Group Whitelist and enter the group names from the external identity provider that
should be propagated in the ID token.

Create a pull request or raise an issue on the source for this page in GitHub

Testing

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how an administrator can test the connection between SSO and Okta services.
An administrator can test both service provider and identity provider connections.

Test Your Service Provider Connection

1. Loginto Apps Manager at https://apps.YOUR-SYSTEM-DOMAIN and navigate to the
organization and space where your application is located.

2. Under Services, locate the service instance of the Single Sign-On (SSO) plan bound to your
application and click Manage.
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Overview Settings

Apps

NAME

@ authcode-sample

Services

SERVICE

o

Pivotal Single Sign-On

INSTANCES MEMORY
1 512MB
NAME
]

LAST PUSH

4 days ago

BOUND APPS

ROUTE

http://authcode-sample.id-service.cf-ap...

Add Service

PLAN

free - (MONTHLY)

>

SERVICE
Pivotal Single Sign-On ¢
Docs Support

App Binding (1) Plan

Bound Apps

authcode-sample

Settings

INSTANCE NAME

SERVICE PLAN

Okta PCF SSO

Edit Bindings

3. Under the Apps tab, click your application.

S

Apps Resources

]

NEW APP

authcode-sample

Web App

Okta PCF SSO
Internal Identity Provider

4. Under Identity Providers, select the Okta identity provider.
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5.

authcode-sample webapp Next Steps

App Name*

authcode-sample

Identity Providers

Select a Identity Provider

Redirect URIs
The Authentication Response will be sent to the following locations:

Auth Redirect URIs*
id . list of URI

https:/fauthcode-sample.id-service.cf-app.com

Authorization

Scopes

(1§ A le]y
todo

todo.read todo.write

System Provided

openid
Select Scopes

Auto-Approved Scopes

None selected

Delete Cancel Save Config

Return to Apps Manager and click on the URL below your application to be redirected to the
identity provider to authenticate.

Overview Settings
Apps
NAME INSTANCES MEMORY LAST PUSH ROUTE
® authcode-sample 1 512MB 4 days ago http:f/authcode-sample.id-service.cf-ap... »
Click the link.

& - € [ hitps://authcode-sample

Authcode sample

‘What do you want to do?

. g in via Auth Code Grant Type

On the identity provider sign-in page, enter your credentials and click Sign In.
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Pivotal

Sign In

Username Your security image €

Password

Sign In | Remember me @

Forgot password? | Help

8. The application asks for authorization to the necessary scopes. Click Authorize.
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Application Authorization

authcode-sample

https://authcode-sample
authcode-sample has requested permission to access your
account. If you do not recognize this application or its URL,

you should click deny. The application will not see your
password.

openid

Read TODO list

You can change your approval of permissions or revoke
access for this application at any time from account
settings. By approving access, you agree to authcode-
sample's terms of service and privacy policy.

9. The access token and ID token displays.

Authcode sample

You've used the authcode flow! Here's the result of calling /userinfo:

{
"user id" : "l1bd4153a-08eb-4aed-bbSc-929b45df026d",

"user_name" : "example@pivotal.ieo",
"given name" : "Example”,

"family name" : "Example",

"email" : "examplef@pivotal.ic",
"name" : "Example Example"

}
This is the Access Token that was used:

{
" jti n
'|I3ub n

"arname

"£ll48ddas4aB40589b2936debal 149%9a9",
"l1bd4153a-08eb-4aed-bb9c-929b45d£0264",

e T "#oda. read” . "amnenid" . "fado _writa" 1.
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]

"elient id" : "27b2d43c-2f0d-4Be8-979c-bl1f841e97
"gid" : "27b2d43c-2f0d-48eB-979c-bll1f841e9724",
"azp" : "27b2d43c-2f0d-48eB-979c-bll1f841e972d",
"grant_type" : "authorization_code",
"user id" : "1lbd4153a-08eb-4aed-bbSc-929b45d4£0264",
"origin" : "Okta PCF 530",
"user name" : "example@piveotal.ic”,
"email" : "example@pivotal.io",
"auth time" : 1465240181,
"rev_sig" : "f59bcffe",
"iat" : 1465240182,
"exp" : 14652833EZ,
"iss" : "https://example.uaa/oauth/token”,
"gid" : "23B35dc6-Tfl2-4c27-bf22-3ed29923d590",
"aud" : [ "todo", "openid", "27b2d43c-2f0d-48eB-979c-bllfB4led72d"
}
This is the ID Token:
{
"sub" : "lbd4153a-08eb-4aed-bbic-929b45dE026d4",
"user name" : "examplefpiveotal.io",
"origin" : "Okta PCF 550",
"iaza" : "https://example.unaa/ocauth/token",
"elient_id" : "27b2d43c-2f0d-4Bef-979%c-bl1f841e972d",
"aud" : [ "27b2d43c-2f0d-4Bef8-979c-bll1fB41e972d"
"gid" : "23B835dc6-Tfl2-4c27-bf22-3ed29923d590",
"grant_type" : "authorization_code",
"user id" : "lbd4l153a-08eb-4aed-bbSc-929b45df026d",
"azp" : "27b2d43c-2f0d-48eB-979c-bll1f841e972d4",
"scope" : [ "openid" ],
"auth time" : 1465240181,
"exp" : 1465283382,
"iat" : 14652401EZ,
"Jti" : "glld8ddabd4aB40589b2936deball49a9”,
"email" : "example@pivotal.io",
"rev_sig" : "f59bcffe",
"gid" : "27b2d43c-2f0d-48eB-979c-bll1f841e972d4"
}
What do you want to do?
« TODO List (You need to configure the Resource Server sample app before using this)
# See your account profile (so you can de-authorize this client)
¢ Logout

Test Your Identity Provider Connection

ﬁ Note: SSO does not support identity provider-initiated flow into applications, but it
does redirect the user to the User Account and Authentication (UAA) page to select

applications assighed to the user.

1. Sign into Okta.
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Pivotal.

Sign In

Usermname Your security image €

Password

Slan In _ | Remember me

Forgot password? | Help

2. Navigate to the application tile and click it.

Work +

©

Pivotal Cloud Foundry

3. You are redirected to the page that lists applications you have access to.

example@pivotal.io »
Sign out IVO q ,

Apps Profile Security Approvals Notifications

0 Application 1 o Application 2 0 Application 2

Privacy Policy — Terms of Service

Test Your Single Sign-Off

Test single sign-off to ensure that when users log out of the application, they are logged out of Okta
as well.

1. Sign into the sample application. Information about the access and ID token displays, as well
as the “What do you want to do?” section.

2. Under “"What do you wantto do?” , click Log out.
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What do you want to do?

« TODO List (You need to confieure the Resource Server sample app before using this)
e Sece vour account profile (so you can de-authorize this client)
« Logout

3. You are logged out and redirected to the Okta login page.

Sign In

Username Your security image

Password

Sign In — | Remember me

Forgot password? | Help

Create a pull request or raise an issue on the source for this page in GitHub

Troubleshooting

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support

Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how to resolve common errors that arise when configuring a single sign-on
partnership between Okta and Pivotal Single Sign-On (SSO).

Page Not Found

Symptom:
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404

PAGE NOT FOUND

We couldn't find the page you were looking for.

Go to Homepage

Explanations:

« The Okta instance is inactive.
« The Recipient URL is misconfigured in Okta.

¢ The identity provider SSO URL is misconfigured in the SSO plan settings.

No Valid Assertion

Symptom:

&

Response doesn't have any valid assertion which would pass subject validation

Explanations:

e« The service provider Entity ID is misconfigured in Okta.

e The Destination URL is misconfigured in Okta.

Webpage Not Available

Symptom:
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This webpage is not available

Details

Explanation:

¢ The SSO URL is misconfigured in Okta.

Metadata Not Found

Symptom:

&

Metadata for issuer http://www.okta.com/exk5s2s8y0ugC73JYOh7 wasn't found

Explanation:

« The identity provider Entity ID is misconfigured in the SSO plan settings.

Create a pull request or raise an issue on the source for this page in GitHub
PingFederate Integration Guide
PingFederate Integration Guide Overview

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

PingFederate is a federation server that provides identity management, single sign-on, and API
security for the enterprise. This documentation describes how to configure a single sign-on
partnership between PingFederate as the Identity Provider (IdP) and the Single Sign-On Service
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(SSO) for Pivotal Cloud Foundry as the Service Provider (SP).

SSO supports service provider-initiated authentication flow and single logout. It does not support

identity provider-initiated authentication flow. All SSO communication takes place over SSL.

Prerequisites

To integrate PingFederate with Pivotal Cloud Foundry (PCF), you need:
Pivotal

o PCF, v1.7.0 or later.

« Single Sign-On, v1.1.0 or later.
Ping

« PingFederate

e« A user with admin privileges.

ﬂ Note: To configure SAML, you must have the Pivotal Single Sign-On service broker
installed on your PCF deployment. You need to create a plan, grant any plan
administrators, and specify any organizations this plan should be the authentication
authority for. For help configuring plans, see the Manage Service Plans topic.

PingFederate Integration Guide

Configuring PingFederate with SSO
Complete both steps below to integrate your deployment with PingFederate and SSO.
1. Configure PingFederate as an Identity Provider

2. Configure a Single Sign-On Service Provider

Testing and Troubleshooting
e« Testing
¢ Troubleshooting

Create a pull request or raise an issue on the source for this page in GitHub

Configuring PingFederate as an Identity Provider

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how to set up PingFederate as your identity provider by configuring SAML
integration in both Pivotal Cloud Foundry (PCF) and PingFederate.
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Set up SAML in PCF

1. Log into the Single Sign-On (SSO) dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN as
a Plan Administrator.

2. Select your plan and choose Manage Identity Providers from the drop-down menu.

Plans: New Plan

Name Sign In Header
PingFederate PCF S50 ~ example
Edit Plan

Manage Identity Providers

3. Click Configure SAML Service Provider.

Plans > PingFederate PCF 550

Identity Providers:  Newidentity Provider Configure SAML Service Provider

Name Type Actions
Internal User Store Internal User Store
PingFederate PCF S50 SAML Resource Permissions  Group Whitelist

4. (Optional) Select Perform signed authentication requests to enforce SSO private key
signature and identity provider validation.

Configure SAML Service Provider Download Metadata

Perform signed authentication requests

Require signed assertions

5. (Optional) Select Require signed assertions to validate the origin of signed responses.

6. Click Download Metadata to download the service provider metadata.

7. Click Save.

Set up SAML in PingFederate

Configure the Connection
1. Sign in as a PingFederate administrator.
2. Navigate to your identity provider configurations by clicking on the IDP Configuration tab.

3. Under SP Connections, click the Create New button.
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EJ.!‘E PingFederate’

MAIN IdP Configuration
IDP Canfiguration APPLICATION INTEGRATION SP CONNECTIONS (0)
Adapters
@® server Configuration Default URL Manage All Create New Import
Application Endpoints

AUTHENTICATION POLICIES

Policies
Selectors

Policy Contracts

FEDERATION INFO

Protocol Endpoints

SP AFFILIATIONS (0)

Manage All Create New

4. Select the Browser SSO Profiles connection template on the Connection Type tab and click
Next.

5. Select Browser SSO on the Connection Options tab and click Next.

6. Select File as the method for importing metadata and click Choose file to choose the SSO
metadata on the Import Metadata tab. Click Next.

EJ.['E PingFederate’

MAIN SP Connection

Connection Ty ‘Connection O Im| Metadata

To populate many connection settings automatically, you can upload the partner's metadata file, or specify a URL where PingFederate can download it. To
@® Server Configuration periodically reload the connection settings from the URL, select Enable Automatic Reloading.

1 & Summary

METADATA NONE

Choose file

spring_sam|_metadata.xml

Cancel Previous m

7. Review the information on the Metadata Summary tab and click Next.

8. Ensure that the Partner s Entity ID, Connection Name, and Base URL fields pre-populate
based on the metadata. Click Next.

Ej,!'g PingFederate’

MAIN SP Connection
IDP Configuration Connection Type | Connection Options | Import Metadata | Metadata Summary | General Info Credential
Activation & Summary

@ Server Configuration
This information identifies your partner's unique connection identifier (Connection ID). Connection Name represents the plain-language identifier for this
connection. Optionally, you can specify multiple virtual server IDs for your own server to use when communicating with this partner. If set, these virtual server IDs
will be used in place of the unigue protocol identifier configured for your server in Server Settings. The Base URL may be used to simplify configuration of
partner endpoints.

PARTNER'S ENTITY ID
(CONNECTION ID) example.login.id-serﬁ

CONNECTION NAME

example.login.id-serv

VIRTUAL SERVER IDS Add

BASE URL https://example.login.id-service.cf-app.cc
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Configure Browser SSO
1. Click Configure Browser SSO on the Browser SSO tab.

2. Select the IdP-Initiated SSO and SP-Initiated SSO options on the SAML Profiles tab and

click Next.
E.'.ﬂg PingFederate’
MAIN SP Connection | Browser SSO

SAML Profil, Assertion Lifetii Assertion Creatit Protocol Setti Summary

A SAML Profile defines what kind of messages may be exchanged between an Identity Provider and a Service Provider, and how the messages are transported

@ Server Configuration (bindings). As an IdP, you configure this information for your SP connection.
Single Sign-Cn (SSO) Profiles Single Logout (SLO) Profiles
IDP-INITIATED SLO
SP-INITIATED SLO

=3

3. Enter your desired assertion validity time from on the Assertion Lifetime tab and click Next.

4. (Optional) Select IdP-Initiated SLO and SP-Initiated SLO options if you want to enforce
Single Logout.

Assertion Creation

1. Click Configure Assertion Creation on the Assertion Creation tab.
2. Choose the Standard option on the Identity Mapping tab and click Next.

3. Select a Subject Name Format for the SAML_SUBJECT on the Attribute Contract tab and

click Next.
E.i.ﬂg PingFederate’
MAIN SP Connection | Browser SSO | Assertion Creation

Identity Mappii Attribute Contract Authentice

An Attribute Contract is a set of user attributes that this server will send in the assertion.
® server Configuration

Attribute Contract Subject Name Format

SAML_SUBJECT ur i AML:11: id-fi :unspecified v

Extend the Contract Attribute Name Format Action
ur i AML:2.0 ame-format:basi v Add

4. Click Map New Adapter Instance on the Authentication Source Mapping tab.

5. Select an Adapter Instance and click Next. The adapter must include the user s email
address.
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E'rﬂg PingFederate’
MAIN SP Connection | Browser SSO | Assertion Creation | IdP Adapter Mapping

IDP Configuration Adapter Instance Mapping Method Attribute Contract Fulfillment Issuance Criteria Summary

Select an IdP adapter instance that may be used to authenticate users for this partner. Attributes returned by the adapter instance you choose (the Adapter

@ Server Configuration Contract) may be used to fulfill the Attribute Contract with your partner.
ADAPTER INSTANCE Adapter v
Adapter Contract

username

OVERRIDE INSTANCE SETTINGS

Manage Adapter Instances

[

6. Select the Use only the adapter contract values in the SAML assertion option on the
Mapping Method tab and click Next.

Ej.!!g PingFederate’
MAIN SP Connection | Browser SSO | Assertion Creation | IdP Adapter Mapping

IDP Configuration Adapter Instance Mapping Method Attribute Contract Fulfillment Issuance Criteria Summary

You can choose to fulfill the Attribute Contract with your partner using either the values provided by the "HTTP Basic IdP Adapter" adapter, or you can use these
® Server Configuration values plus additional attributes retrieved from local data stores.

Adapter Contract
email

givenName
username

RETRIEVE ADDITIONAL ATTRIBUTES FROM MULTIPLE DATA STORES USING ONE MAPPING

RETRIEVE ADDITIONAL ATTRIBUTES FROM A DATA STORE — INCLUDES OPTIONS
TO USE ALTERNATE DATA STORES AND/OR A FAILSAFE MAPPING

@ USE ONLY THE ADAPTER CONTRACT VALUES IN THE SAML ASSERTION |

Cancel Previous m

7. Select your adapter instance as the Source and the email as the Value on the Attribute
Contract Fullfillment tab and click Next.

MAIN SP Connection | Browser SSO | Assertion Creation | IdP Adapter Mapping

= Adapter Instance Mapping Method Attribute Contract Fulfillment Issuance Criteria Summar
IDP Configuration _ T e

Fulfill your Attribute Contract with values from the authentication adapter or with dynamic text values.

® Server Configuration
Attribute Contract Source Value Actions

SAML_SUBJECT Adapter ~ email ~ None available

8. (Optional) Select any authorization conditions you would like on the Issuance Criteria tab and
click Next.

9. Click Done on the Summary tab.

10. Click Next on the Authentication Source Mapping tab.
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11. Click Done on the Summary tab.

12. Click Next on the Assertion Creation tab.
Protocol Settings

1. Click Configure Protocol Settings on the Protocol Settings tab.

2. Select POST for Binding and specify the single sign-on endpoint url in the Endpoint URL
field on the Assertion Consumer Service URL tab. Click Next

Ejr!‘g PingFederate’
iRy

MAIN SP Connection | Browser SSO | Protocol Settings
RL Allowable SAML B Artifact Lifetime Artifact Resolver Locations Signature Policy
IDP Configuration Assertion Consumer Service U b Life olver Lo 3 Y

Summary

® server Configuration
As the IdP, you send SAML assertions to the SP's Assertion Consumer Service. The SP may request that the SAML assertion be sent to one of several URLs, via
different bindings. Please provide the possible assertion consumer URLs below and select one to be the default.

Default Index Binding Endpoint URL Action

https://example.login.id-service.cf-
default o] POST app.com/saml/$S0/aliasfexample.login.id- Edit | Delete
service.cf-app.com

- SELECT - ~ Add

3. Select POST on the Allowable SAML Bindings tab and click Next.

Ej.[‘g PingFederate’

MAIN SP Connection | Browser SSO | Protocol Settings

Assartion Col Service URL [ Al Bindi ifac
el

® server Configuration
When the SP sends messages, what SAML bindings do you want to allow?

ARTIFACT

| POST

REDIRECT

SOAP

4. Select your desired signature policies for assertions on the Signature Policy tab and click
Next.

5. Select your desired encryption policy for assertions on the Encryption Policy tab and click
Next.

6. Click Done on the Protocol Settings Summary tab.

7. Click Done on the Browser SSO Summary tab.

Configure Credentials
1. Click Configure Credentials on the Credentials tab.

2. Select the Signing Certificate to use with the Single Sign-On service and select Include the
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certificate in the signature element. Click Next.

ﬂﬂg PingFederate’

SP Connection | Credentials

Digital Signature Sett Summary

You may need to digitally sign SAML messages or security tokens to protect against tampering. Please select a key/certificate to use from the list below.

® Server Configuration

SIGNING CERTIFICATE 21:54:3D:A7:E1:5F (cn=Pivotal) v

¥ INCLUDE THE CERTIFICATE IN THE SIGNATURE <KEYINFO> ELEMENT.

INCLUDE THE RAW KEY IN THE SIGNATURE <KEYVALUE> ELEMENT.

SIGNING ALGORITHM RSA SHA256 ~

Manage Certificates

- |-

3. Click Done on the Summary tab.
4. Click Next on the Credentials tab.
5. Select Active for the Connection Status on the Activation & Summary tab and click Save.

6. Click Manage All under SP Connections.

7. Click Export Metadata for the desired service provider connection.

8. Choose a Signing Certificate on the Metadata Signing tab and click Next.
9. Click Export on the Export & Summary tab and click Done.

Create a pull request or raise an issue on the source for this page in GitHub

Configuring a Single Sign-On Service Provider

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how to add an external identity provider to your Pivotal Single Sign-On (SSO)
service plan.

Setting up SAML

1. Loginto the SSO dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN as a Plan
Administrator.

2. Select your plan and choose Manage Identity Providers from the drop-down menu.
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Plans: NewPlan

Name Sign In Header
PingOne PCF SSO ~ example
Edit Plan

Manage Identity Providers

3. Click New ldentity Provider.

New Identity Provider

Identity Provider Name*

Identity Provider Description

Allows to authenticate.

Identity Provider Type*
SAML

Identity Provider Metadata

Identity Provider Metadata URL*

Fetch Metadata

»  SAML File Metadata (optional)

Advanced SAML Settings

»  Attribute mappings (optional)

Cancel Create |dentity Provider

4. To create a new identity provider, perform the following steps:
1. Enter an identity provider name into Identity Provider Name.
2. (Optional) Enter a description into Identity Provider Description.

3. Click SAML File Metadata (optional), then click the Upload Identity Provider
Metadata button to upload your metadata XML.

4. (Optional) Under Advanced SAML Settings, click Attribute Mappings to enter the
mappings.

5. Click Create Identity Provider.

6. Click Resource Permissions.

7. Click New Permissions Mapping and perform the following steps:
1. Enter a Group Name.

2. For Select Permissions, select the permissions that the members of the group from
the external identity provider should have access to.

8. Navigate to the identity provider list.
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9. Click Group Whitelist and enter the group names from the external identity provider to
propagate in the ID token when a user authenticates.

Create a pull request or raise an issue on the source for this page in GitHub

Testing

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how an administrator can test the connection between SSO and PingFederate.
An administrator can test both service provider and identity provider connections.

Test Your Service Provider Connection

1. Loginto Apps Manager at https://apps.YOUR-SYSTEM-DOMAIN and navigate to the
organization and space where your application is located.

2. Under Services, locate the service instance of the Single Sign-On (SSO) plan bound to your
application. Click the service instance and then click Manage.

Overview Settings
Apps
NAME INSTANCES MEMORY LAST PUSH ROUTE
® authcode-sample 1 512MB 4 days ago http://authcode-sample.id-service.cf-ap... >
Services Add Service
SERVICE NAME EOUND APPS PLAN
9 Pivotal Single Sign-On Sl 1 free - (MONTHLY) >
SERVICE INSTANCE NAME  SERVICE PLAN
Pivotal Single Sign_On Sl PingFederate PCF SSO
Docs | Support
App Binding (1) Plan Settings
Bound Apps Edit Bindings
authcode-sample

3. Under the Apps tab, click your application.
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S

Apps Resources

authcode-sample
Web App

Internal Identity Provider
NEW APP PingFederate PCF 550

4. Under Identity Providers, select the PingFederate identity provider. a

authcode-sample webapp

App Name*

authcode-sample

Identity Providers

Select a Identity Provider

£ Internal User Store % PingFederate PCF SSO

Redirect URIs

The Authentication Response will be sent to the following locations:

Auth Redirect URIs*

https://authcode-sample.id-service.cf-app.com

Authorization

Scopes

Yermissions requ
todo

todo.read todo.write

System Provided

openid

Select Scopes

Auto-Approved Scopes

None selected ~

Delete

Next Steps

5. Return to Apps Manager and click the URL below your application to authenticate with the

identity provider.
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8.

VMware, Inc

Overview Settings
Apps
NAME INSTANCES MEMORY LAST PUSH
® authcode-sample 1 512MB 4 days ago

ROUTE

http://authcode-sample.id-service.cf-ap...

>

Click the link to Log in via Auth Code Grant Type.

&« C' [ hitps://authcode-sample

Authcode sample

‘What do you want to do?

» Log in via Auth Code Grant Type

Sign On

On the identity provider sign-in page, enter your credentials and click Sign On.

The application asks for authorization to the necessary scopes. Click Authorize.

195




Single Sign-On for VMware Tanzu Application Service 1.6

Application Authorization

authcode-sample

https:/fauthcode-sample
authcode-sample has requested permission to access your
account. If you do not recognize this application or its URL,

you should click deny. The application will not see your
password.

openid

Read TODO list

You can change your approval of permissions or revoke
access for this application at any time from account
settings. By approving access, you agree to authcode-
sample's terms of service and privacy policy.

9. View the access token and ID token.

Authcode sample

You've used the authcode flow! Here's the result of calling fuserinfo:

{
"user id" : "all2ebd9-Ba23-47be-Bf53-a2ld4ZaBedddc”,

"user name" : "examplefpivotal.io”,
"given name" : "Example”,

"family name" : "Example”,

"email" : "examplefpivotal.ic",
"name" : "Example Example"”

}
This is the Access Token that was used:

{
"jti" : "22a45c2le05f4c038eld6bfbib2T7E4d5",
"sub" : "allZe6d9-8a23-47be-8f53-aZldZaledddc”,
"scope" : [ "todo.read", "openid", "todo.write" ],
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"olient 1d” @ "acdalUrb-laUd-dedb-bdlE-Zadli/bdEci/dgd”,
"gid" : "ac2all0fb-laldi-dede-bBlE-2ad4f7hd8cTE3",
"azp" : "ac2allfb-lald-d4edb-bH1B-2adfThd8cTE3",
"grant_type" : "auvthorization_code",

"user_id" : "allZe&d9-Ba23-47be-Bf53-a2ld4Zafeddfc”,
"origin" : "PingFederate PCF 580",

"user name" : "examplefpivotal.io”,

"email" : "exampled@pivotal.io",

"auth time" : 1466471054,

"rewv sig" : "df31a473",

"iat" : 1466471057,

n "

exp” : 1466514257,
"iza" : "https:/ example.uaa/ocauth/token",
"zid" : "700cdf33-b0df-4b3c-9a9f-d05B6TH82Ef664",
"aud" : [ "todo", "ac2allfb-lali-4edé-b81B-2a4f7bd8cTH3", "openid" ]
}
This is the ID Token:
{
"sub" : "allZefd9-8a23-47be-8f53-a2ldZafedddc”,
"user name" : "examplefpivotal.io”,
"origin" : "PingFederate PCF S80",
"roles" : [ "BEveryone" ],
"igza" : "https:/ example.uaa/ocauth/token",
"elient_id" : "acZal0fb-lal4-ded6-bH1B-2a4f7bdBc783",
"aud" : [ "ac2al0fb-lald4-4edb6-bB18-2ad4f7bdEc7H3" ],
"gid" : "700cdf33-b0df-4b3c-9a9f-d0SERTHZERGL",
"grant_type" : "authorization_ code",
"user id" : "alllefd9-BaZ3-47be-Bf53-aZldlafBedddc"”,
"azp" : "acZallfb-lald-dede-bBlB-2ad4fT7bd8cT83",
"scope" : [ "openid"” ],
"auth time" : 1466471054,
"exp" : 1466514257,
"iat" : 1466471057,
"JEi" : "22a45c21e05f4c038eldbbfbdb2T7£4d5",
"email" : "example@pivotal.io",
"rev_sig" : "df31a473",
"oid" : "ac2al0fb-laldi-4ed6-b81B-2a4f7bdB8cTE3"
}
What do you want to do?

« TODO List (You need to configure the Resource Server sample app before using this)
» See yvour account profile (so vou can de-authorize this client)

 Logout

Test Your Identity Provider Connection

ﬁ Note: SSO does not support identity provider-initiated flow into applications, but it
does redirect the user to the User Account and Authentication (UAA) page to select
applications assigned to the user.

1. Signin to PingFederate.
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2.

3.

Sign On

Navigate to your application and click it.

View the list of applications you have access to.

example@pivotal.io s
ivotal

Apps Profile Security Approvals Notifications

0 Application 1 o Application 2 0 Application 2

Privacy Policy — Terms of Service

Test Your Single Sign-Off

Test single sign-off to ensure that when users log out of the application, they are logged out of
PingFederate as well.

1.

2.

3.

Sign into the sample application. Information about the access and ID token displays, as well
as the “What do you want to do?” section.

Under What do you want to do?, click Log out.

What do you want to do?

« TODO List (You need to confioure the Resource Server sample app before using this)
« Sec vour account profile (so you can de-authorize this client)

« Log out

Ensure that you are logged out and redirected to the PingFederate login page.
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Sign On

Create a pull request or raise an issue on the source for this page in GitHub

Troubleshooting

This topic describes how to resolve common errors that arise when configuring a single sign-on
partnership between PingFederate and Pivotal Single Sign-On (SSO).

Error

Symptom:

VMware, Inc

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,

upgrade to a supported version.
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Unexpected System Error

Sorry for the inconvenience. Please contact
your administrator for assistance and provide
the reference number below to help locate
and correct the problem.

Reference#: cgyfvn

Explanations:

« Connection Status is disabled on PingFederate.

« The service provider Entity ID is misconfigured on PingFederate.

« The identity provider Single Sign-On URL is misconfigured in the SSO plan settings.

Metadata Not Found

Symptom:

&

Metadata for issuer wasn't found

Explanation:

« Theidentity provider Entity ID is misconfigured in the SSO plan settings.

Create a pull request or raise an issue on the source for this page in GitHub
PingOne Cloud Integration Guide

PingOne Cloud Integration Guide Overview

VMware, Inc
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Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

PingOne Cloud is an identity-as-a-service solution that delivers secure single sign-on to Saas, legacy
and web applications. This documentation describes how to configure a single sign-on partnership
between PingOne Cloud as the Identity Provider (IdP) and the Single Sign-On Service (SSO) for
Pivotal Cloud Foundry as the Service Provider (SP).

SSO supports service provider-initiated authentication flow and single logout. It does not support
identity provider-initiated authentication flow. All SSO communication takes place over SSL.

Prerequisites

To integrate PingOne Cloud with Pivotal Cloud Foundry (PCF), you need:
Pivotal

« PCF, Vv1.7.0 or later.

« Single Sign-On, v1.1.0 or later.
PingOne Cloud

« PingOne Cloud

e A user with Application Admin privileges.

ﬁ Note: To configure SAML, you must have the Pivotal Single Sign-On service broker
installed on your PCF deployment. You need to create a plan, grant any plan
administrators, and specify any organizations this plan should be the authentication
authority for. For help configuring plans, see the Manage Service Plans topic.

PingOne Cloud Integration Guide
Configuring PingOne Cloud with SSO

Complete both steps below to integrate your deployment with PingOne Cloud and SSO.
1. Configure PingOne Cloud as an Identity Provider

2. Configure a Single Sign-On Service Provider

Testing and Troubleshooting
e« Testing
« Troubleshooting

Create a pull request or raise an issue on the source for this page in GitHub
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Configuring PingOne Cloud as an ldentity Provider

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how to set up PingOne Cloud as your identity provider by configuring SAML
integration in both Pivotal Cloud Foundry (PCF) and PingOne Cloud.

Set up SAML in PCF

1. Log into the Single Sign-On (SSO) dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN as
a Plan Administrator.

2. Select your plan and click Manage Identity Providers on the drop-down menu.

Plans: wNewplan

Name Sign In Header
PingOne PCF S50 ~ example
Edit Plan

Manage Identity Providers

3. Click Configure SAML Service Provider.

Plans = PingOne PCF SSO

Identity Providers:  New identity Provider Configure SAML Service Provider

Name Type Actions
Internal User Store Internal User Store
PingOne PCF 550 SAML Resource Permissions  Group Whitelist

4. (Optional) Select Perform signed authentication requests to enforce SSO private key
signature and identity provider validation.

Configure SAML Service Provider Download Metadata

Perform signed authentication requests

Require signed assertions

5. (Optional) Select Require signed assertions to validate the origin of signed responses.
6. Click Download Metadata to download the service provider metadata.

7. Click Save.

Set up SAML in PingOne Cloud
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1. Signin as a PingOne Cloud administrator.
2. Navigate to your application by clicking on the Applications tab.

3. Click the Add Application button and choose New SAML Application.

Weicome, Administrator Sign Off

Pin:
'”E'"t"\‘-g # Dashboard Applications Users Setup Account ? Help

My Applications ~ Application Catalog

My Applications # / Applications

Applications you've added to your account are listed here.

= Active applications are enabled for single sign-on (SS0).
« Details displays the application detalils.

Add Application ~ Pause All SSO @

Search Application Catalog
| New SAML Application
New Basic S50 Application

Request Ping Identity add a new application to the application catalog

4. Enter the Application Name, Application Description, Category and any Graphics.

5. Click the Continue to Next Step button to configure SAML.
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2. Application Configuration

| have the SAML configuration | have the SSO URL

You will need to download this SAML metadata to configure the application:

SAML Metadata Download

Provide SAML details about the application you are connecting to:

Protocol Version - SAMLv 2.0 SAML v 1.1

Upload Metadata @ Select File | Oruse URL

Assertion Consumer Service (ACS) | https:/example.login.id-service.cf-apg |*
Entity ID | http:/fexample.login.id-service.cf-app. &
Application URL
Single Logout Endpoint @ | https://example.login.id-service.cf-apr
Single Logout Response Endpoint @ | example.com/sloresponse.endpoint
Single Logout Binding Type ) Redirect @ Post

Verification Certificate @ | Choose File Motlezonen

saml20metadata.cer

“

Signing Algorithm | RSA_SHA256

Force Re-authentication @

Keep the following in mind when creating your connection:
1. Both SP- and IdP-Initiated SSO are allowed
2. Map SAML_SUBJECT in your attribute contract, plus any attributes (configure them in PingOne later)
3. Allow outbound POST or redirect bindings
4. Allow inbound POST

NEXT: SSO Attribute Mapping Cancel Back Continue to Next Step

6. Inthe Application Configuration section, perform the following steps:
1. Select | have the SAML configuration.
2. For SAML Metadata, click Download to download the identity provider metadata.
3. For Protocol Version, select SAML v 2.0.
4. For Upload Metadata, click Select File and select the service provider metadata.
5. Click the Continue to Next Step button.

7. (Optional) Under SSO Attribute Mapping, specify any application or group attributes that
you want to map to users in the ID token.
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3. SS0 Attribute Mapping

Map the necessary application provider (AP) attributes to attributes used by your identity provider (IdP).

Application Attribute Identity Bridge Attribute or Literal Value
1 firstName B First Name | As Literal
2 lastName Last Name | As Literal
3 email Email | As Literal
= group memberOf “|As Literal

Add new attribute

NEXT: Review Setup

Advanced

Advanced

Advanced

Advanced

Cancel

Required

Back Save & Publish

8. Click the Save & Publish button followed by the Finish button.

Create a pull request or raise an issue on the source for this page in GitHub

Configuring a Single Sign-On Service Provider

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,

upgrade to a supported version.

This topic describes how to add an external identity provider to your Pivotal Single Sign-On (SSO)
service plan.

Setting up SAML

1. Log into the SSO dashboard at https://p-identity.YOUR-SYSTEM-DOMAIN as a Plan

Administrator.

2. Select your plan and click Manage Identity Providers on the drop-down menu.

Plans: wNewplan

Name

PingOne PCF S50 ~

Edit Plan

Manage Identity Providers

Sign In Header

example

3. Click New Identity Provider to create a new identity provider.
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New Identity Provider

Identity Provider Name*

Identity Provider Description

Allows to authenticate.

Identity Provider Type*
SAML

Identity Provider Metadata

Identity Provider Metadata URL*

Fetch Metadata

» SAML File Metadata (optional)

Advanced SAML Settings

»  Attribute mappings (optional)

Cancel Create Identity Provider

4. To create a new identity provider, perform the following steps:
1. Enter an identity provider name into ldentity Provider Name.
2. (Optional) Enter a description into Identity Provider Description.

3. Click SAML File Metadata (optional) follwed by clicking the Upload Identity
Provider Metadata button to upload your metadata XML.

4. (Optional) Under Advanced SAML Settings, click Attribute Mappings to enter the
mappings.

5. Click Create Identity Provider.

6. Click Resource Permissions.

7. Click New Permissions Mapping and perform the following steps:
1. Enter a Group Name.

2. For Select Permissions, select the permissions that the members of the group from
the external identity provider should have access to.

8. Navigate to the identity provider list.

9. Click Group Whitelist and enter the group names from the external identity provider that
should be propagated in the ID token.

Create a pull request or raise an issue on the source for this page in GitHub
Testing

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
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reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how an administrator can test the connection between SSO and PingOne Cloud.
An administrator can test both service provider and identity provider connections.

Test Your Service Provider Connection

1. Loginto Apps Manager at https://apps.YOUR-SYSTEM-DOMAIN and navigate to the
organization and space where your application is located.

2. Under Services, locate the service instance of the Single Sign-On (SSO) plan bound to your
application. Click on the service instance and click Manage.

Overview Settings
Apps
NAME INSTANCES MEMORY LAST PUSH ROUTE
@ authcode-sample 1 512MB 4 days ago http://authcode-sample.id-service.cf-ap... »
Services Add Service
SERVICE NAME BOUND APPS PLAN
9 Pivotal Single Sign-On Sl 1 free - (MONTHLY) >
SERVICE INSTANCE NAME ~ SERVICE PLAN
Pivotal Single Sign-On s RINEORERCESS0
Docs | Support
App Binding (1) Plan Settings
Bound Apps Edit Bindings
authcode-sample

3. Under the Apps tab, click your application.
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Sl

Apps Resources

authcode-sample
Web App

Internal Identity Provider
NEW APP PingOne PCF 550

4. Under Identity Providers, select the PingOne identity provider.

authcode-sample webapp

App Name*

authcode-sample

Identity Providers

Select a Identity Provider

Redirect URIs

The Authentication Response will be sent to the following locations:

Auth Redirect URIs*

https://authcode-sample.id-service.cf-app.com

Authorization

Scopes

Permissions requ
todo

todo.read todo.write

System Provided

openid

Select Scopes

Auto-Approved Scopes

Permissions automat approved on behalf of the use

None selected ~

Delete

Next Steps

5. Return to Apps Manager and click on the URL below your application to be redirected to the

identity provider to authenticate.
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8.

VMware, Inc

Overview Settings

Apps

NAME

INSTANCES MEMORY

® authcode-sample 1 512MB

LAST PUSH

4 days ago

ROUTE

http://authcode-sample.id-service.cf-ap...

>

Click the link.

& - C' [} hitps//authcode-sample

Authcode sample

‘What do you want to do?

» Log in via Auth Code Grant Type

On the identity provider sign-in page, enter your credentials and click Sign On.

Ping

identity.

USERNAME

Forgot Password

The application asks for authorization to the necessary scopes. Click Authorize.
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Application Authorization

authcode-sample

https:/fauthcode-sample
authcode-sample has requested permission to access your
account. If you do not recognize this application or its URL,

you should click deny. The application will not see your
password.

openid

Read TODO list

You can change your approval of permissions or revoke
access for this application at any time from account
settings. By approving access, you agree to authcode-
sample's terms of service and privacy policy.

9. The access token and ID token displays.

Authcode sample

You've used the authcode flow! Here's the result of calling /userinfo:

{
"user_id" : "lbd4153a-08eb-4aed-bbic-929b45d£026d4",

"user name" : "example@pivotal.ic”,
"given name" : "Example",

"family name" : "Example",

"email" : "examplef@pivotal.ic",
"name" : "Example Example"

}
This is the Access Token that was used:

{
m jti "
n Sl]b n

"cl148dda64aB40589b2936deball49ad",
"1bd4153a-08eb-4aed-bbic-929b45d£026d",

s T "knda wacA? "amamd AN Méemdmn rrwdida” 1

LRI 1Y

T Tt SN
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"gid" : "27b2d43c-2£f0d-48eB-97%c-bllf841e9724d",
"azp" : "27b2d43c-2f0d-48eB-979c-bll1f841e972d",
"grant_ type" : "authorization_code",

"origin" : "PingOne PCF 550",

"oprigin" : "PingOne PCF 550",
"igs" : "https://example.uaa/cauth/token”,

"zid" : "23B35dc6-Tf£12-4c27-bf22-3ed29923d590",
"grant type" : "authorization code",

"azp" : "27b2d43c-2f0d-48eB-979c-bl1fB41e9724",
"scope" : [ "openid" 1,

"auth time" : 1465240181,

"exp" : 1465283382,

"iat" : 1465240182,

"JEi" : "cll4B8dda6d4aB40589b2936deballd9ad”,
"email” : "example@pivotal.io",

"rev_sig" : "f59bcffe",

"gid" : "27b2d43ec-2f0d-48eB-979c-bllf841e9724"

What do you want to do?

"elient_id" : "27b2d43c-2f0d-4BeB8-979c-bl1f841e972d",

"user_id" : "lbd4153a-08eb-4aed-bb9c-929b45d£026d",

"user name" : "examplefpivotal.ic”,
"email" : "example@pivotal.io",
"auth time" : 1465240181,
"rev_sig" : "f59bcffs",
"iat" : 1465240182,
"exp" : 1465283382,
"iss" : "https://example.uaa/ocauth/token",
"zid" : "23B35dc6-Tf£12-4c27-bf22-3ed29923d590",
"aud" : [ "todo", "openid", "27b2d43c-2f0d-48eB-979c-bllfB4le9724"
}
This is the ID Token:
{
"sub" : "lbd4153a-08eb-4aed-bbic-929b45df026d",
"user_name" : "example@pivotal.ieo”,

"elient_id" : "27b2d43c-2f0d-4BeB-97%c-bl11f841e9724",
"aud" : [ "27b2d43c-2f0d-4Be8-979c-b11f841e972d"

"user id" : "l1bd4153a-08eb-4aed-bb%c-929b45df0264",

]

« TODO List (You need to configure the Resource Server sample app before using this)

# See your account profile (so you can de-authorize this client)

+ Log out

Test Your Identity Provider Connection

ﬁ Note: SSO does not support identity provider-initiated flow into applications, but it
does redirect the user to the User Account and Authentication (UAA) page to select

applications assigned to the user.

1. Signinto PingOne.
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Ping

identity

USERMNAME

PASSWORD

Forgot Password

2. Navigate to your application and click it.

3. You are redirected to the page that lists applications you have access to.

example@pivotal.io ~
Sgn ot Ivoudail

Apps Profile Security Approvals Notifications

o Application 1 o Application 2 0 Application 2

Privacy Policy — Terms of Service

Test Your Single Sign-Off

Test single sign-off to ensure that when users log out of the application, they are logged out of
PingOne as well.

1. Sign into the sample application. Information about the access and ID token displays, as well
as the “What do you want to do?” section.
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2. Under “What do you want to do?” , click Log out.

What do you want to do?

o TODO List (You need to confioure the Resource Server sample app before using this)
o Sec vour account profile (so vou can de-authorize this client)
» Log out

You are logged out and redirected to the PingOne login page.

Ping

entity

USERNAME

Forgot Password

Create a pull request or raise an issue on the source for this page in GitHub

Troubleshooting

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support

Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.
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This topic describes how to resolve common errors that arise when configuring a single sign-on
partnership between PingOne Cloud and Pivotal Single Sign-On (SSO).

Error

Symptom:

Oops

We're unable to process the SS0 request. The request contains
an invalid SP entityid or idpid. Check that your registration is
complete and the connection to PingOne is not disabled.

Explanations:

e« Single Sign-On is disabled on PingOne.
¢« The service provider Entity ID is misconfigured on PingOne.

« The identity provider Single Sign-On URL is misconfigured in the SSO plan settings.

Something went amiss

Symptom:
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Uh oh.

Something went amiss.

Explanation:

e« The service provider Assertion Consumer Service (ACS) is misconfigured on PingOne.

Metadata Not Found

Symptom:

Metadata for issuer https://pingone.com/idp/cd-2128514304.pivotal wasn't found

Explanation:

« The identity provider Entity ID is misconfigured in the SSO plan settings.

Missing Name ID

Symptom:

VMware, Inc
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Identity Provider Metadata

Identity Provider Metadata URL*

Fetch Metadata

Error processing metadata

* SAML File Metadata (optional)

Upload Identity Provider Metadata  saml2-metadata-idp.xml

Explanation:
« The identity provider metadata is missing configurations for Name ID. See Configure Identity
Provider Metadata.

Create a pull request or raise an issue on the source for this page in GitHub

Plan-to-Plan OIDC Integration Guide

Plan-to-Plan OIDC Integration Guide

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how to set up the Pivotal Cloud Foundry (PCF) Single Sign-On (SSO) to integrate
a SSO Service Plan as an OpenlID Connect (OIDC) identity provider.

Service plans are represented in User Access and Administration (UAA) as identity zones. UAA
provides the ability to integrate any two UAAs with one acting as the relying party and the other
acting as the identity provider. This includes identity zones within the same multi-tenant UAA, as well
as separate UAA instances, such as the Bosh UAA, Ops Manager UAA, or a standalone UAA
(provided they are on a version that has OIDC implemented). This topic explains how you can
perform the integration from one SSO service plan to another through the SSO service tile.

Prerequisites
To integrate Plan-to-Plan OIDC with PCF, you need:
« PCF, v1.12 or later
¢« Single Sign-On, v1.5.0 or later
« An active SSO Service Plan that will act as an identity provider
« A second active SSO Service Plan that will act as the relying party

o A user with admin privileges

ﬁ Note: To configure OIDC according to these steps, you must have the Single Sign-
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On service broker installed in your PCF deployment. You need to create a plan, add
any plan administrators, and specify any organizations for which this plan should be
the authentication authority. For help configuring plans, see Managing Service Plans.

Integrating a Plan-to-Plan OIDC for SSO

Complete this process to set up Plan-to-Plan OIDC integration for the SSO service. For more
information, see Configuring Plan-to-Plan OIDC Integrations.

Testing the OIDC Connection

After you have configured the Plan-to-Plan OIDC integration for SSO, you can test it to confirm it
works. For more information, see Testing.

Troubleshooting

For information about common configuration problems and error states, see Troubleshooting.

Create a pull request or raise an issue on the source for this page in GitHub

Configuring Plan-to-Plan OIDC Integration

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how to set up the Plan-to-Plan OpenID Connect (OIDC) integration between two

Single Sign-On service plans, one acting as an identity provider ( “identity provider plan” or IDP)
and one acting as a relying party ( ‘relying party plan” or RP).

Doing this allows users from the identity provider plan to authenticate into the relying party plan
through OIDC.

Setting Up Relying Party Configurations in the Identity
Provider Plan

Prerequisites

e« Your IDP must be visible to your Org.

« You must add the IDP as a service instance in a Space so you can access the app developer

dashboard.
If you haven  t completed these prerequisites, see Create or Edit Service Plans.
1. Navigate to Apps Manager.
2. Select the Space.

3. Click into the Service tab.
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4.

5.

10.

1.

Click to select the service you want to modify.

Click Manage.

p-identity-sample-instance
SERVICE: Single Sign-On PLAN: Test-Plan

Overview Plan Settings Docs Support Managel

No Apps have been bound to this Service

Bound Routes

This service does not support route binding.

Service Key Credentials CREATE SERVICE KEY

No Service Keys are associated with this Service

Click New App. The New App page appears.
Type a name in the App Name field.
Choose Web App from the list of Application Types.

Type a temporary URL in the Auth Redirect URIs field. You Il replace this URL when you
have configured an identity provider on the relying party plan.

In the Scopes field, type openid.

Optionally, select openid from the list of Auto-Approved Scopes. By adding openid as an
automatically approved scope, you will keep users from being prompted to authorize a login
from the identity provider.

Click Create App. If the app is created successfully, you will be prompted to download your
app credentials.
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Download App Credentials

App Secret

Show App Secret

This is the last time these App Credentials will be available for download.

Download App Credentials

12. Click Download App Credentials to save the credentials for your application.

ﬁ Important: This is the last time you will be able to download your app
credentials. Pivotal strongly recommends that you download the credentials

and store them securely.

Setting Up the OIDC Identity Provider Configuration in the
Relying Party Plan

1. Navigate to https://p-identity.YOUR-SYSTEM-DOMAIN.

2. Log into the SSO dashboard using the credentials associated with your UAA administrator
account. You can find these credentials in your Pivotal Application Service tile in Ops
Manager. For more information, see Logging in to Apps Manager.

3. Click the Relying Party plan name and choose Manage ldentity Providers from the

dropdown.
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10.
1.

12.

Plans: NewPlan

Name Sign In Header

System ~ System

Test-Plan - Test Instance

Edit Plan

Configure
I Manage ldentity Providers I
©2017 Pivotal Software, Inc. All Rights Reserved.

Click New ldentity Provider. The New Identity Provider screen appears.

Enter an Identity Provider Name. This string, in lowercase with dashes replacing spaces, will
become your Origin Key. For example, "My Test Provider will become “my-test-
provider.”

Enter a Description. This description will be visible to Space developers when they select an
IDP for their application.

Select OpenlID Connect as the Identity Provider type. The OpenlD Connect Settings
appear.

Identity Provider type™
I

v Select a type
SAML 2.0

OpeniD Connect

LDAP

| L

If you re using a self-signed certificate for PCF where the IDP is located, select the Skip
SSL Validation checkbox. If you re not using a self-signed certificate, you can leave this
box unchecked.

Select the Enable Discovery checkbox and type in the Discovery Endpoint URL.

This URL will be https://IDP AUTH DOMAIN/.well-known/openid-configuration, where

IDP AUTH DOMAIN is the Auth Domain setting you entered when you created the IDP service
plan you are integrating with.

Fill in the Relying Party OAuth Client ID with the App Client ID from the previous section.
Fill in the Relying Party OAuth Client Secret with the App Secret from the previous section.

Confirm that openid is selected as a Scope by clicking All Selected.
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Scopes”

All Selected ~

@ openid

Finalizing Configuration
Once you ve created an app, you can return to the App page to finish configuration.

1. Return to the app you created.

2. Click Edit Config. The app configuration screen appears.

p-identity-sample-instance

EXAMPLE-APP  webeop Edit Config

App 1D
Unique Identifier for the application [

App Secret B
Authenticates the application

The App Secret can only be displayed once. T Regenerate app secret

3. Add a Auth Redirect URL. The URL should read
https://RP_AUTH DOMAIN/login/callback/ORIGIN KEY, where the RP AUTH DOMAIN is the
Auth Domain setting you entered during RP configuration and the OrRIGIN KEY is based on
the IDP name you set in the SSO dashboard.

4. Click Save Config.

Create a pull request or raise an issue on the source for this page in GitHub

Testing OIDC Integrations

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic describes how a Pivotal Cloud Foundry (PCF) administrator can test the OpenlID Connect
(OIDC) connection between a Single Sign-On (SSO) service plan acting as an ldentity Provider (IDP),
and another SSO service plan acting as a Relying Party (RP).

Testing Your SSO Connection

1. Loginto Apps Manager at https://apps.YOUR-SYSTEM-DOMATN.
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2. Navigate to the Org and Space where your application is located.

3. Locate the service instance of the SSO plan bound to your app.

¢1;|:,-1r11|'1|ﬁ-kr!d(|:-' *0 @0 *0

ar Savvice |1) Srtting

4. Select the service instance.

5. Click Manage.

o example-service-instance

Tveraew

6. Inthe Apps tab, click your app.

example-service-instance

Apps Resources

example-authcode-sample
Web App

Internal Identity Provider

.‘l‘ LI\'lll :'l,.[-l P

7. Under Identity Providers, select the SSO Identity Plan IDP. Remove any other identity
providers.

Identity Providers

Select an identity Provider®

& S50 Identily Plan Origin £ Internal User Store

8. Return to Apps Manager.
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9. Click the URL listed below your app to access the application.

Rowuts (1]

I X

example-authcode-sample | ® | # Running VIEW AP

gk m

10. Log in to the app. You will be redirected to the IDP to authenticate.
11.  Signin to the IDP.

12. If necessary, authorize the necessary scopes to connect the IDP with your app. If you need
to do this, the IDP will prompt you.

13. After authorizing the scopes, you should be logged into the app.

Create a pull request or raise an issue on the source for this page in GitHub

Troubleshooting Plan-to-Plan OIDC Integration

Warning: Single Sign- On for PCF v1.6 is no longer supported because it has
reached the End of General Support (EOGS) phase as defined by the Support
Lifecycle Policy. To stay up to date with the latest software and security updates,
upgrade to a supported version.

This topic explains how to resolve common errors that can arise when you configure a Single Sign-
On (SSO) partnership between two SSO service plans, one acting as an Identity Provider (IDP) and
one acting as a Relying Party (RP).

No link for OIDC, or the Service Provider Login page is blank
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Welcome to Service Provider!

Cause

« The discovery URL is incorrect or unavailable. No link appears on the login page.

e This error can occur if you do not enable Skip SSL Connection and the IDP service plan is

on a PCF instance that uses a self-signed certificate.

Authorization Request Error

.‘ Mo client with requested
id: ec2f82bd-cale-410d-
9252-0338c35a8eafa
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Cause

You may have configured your OAuth client ID incorrectly.

401 Unauthorized

&

Cause

You may have configured your OAuth client secret incorrectly.

405 Method Not Allowed

HTTP Status 405 ? Method Not Allowed

Liis- Status Report
[ = Request method ‘POST not supported
[ The method received in the request-line is known by the origin server but not supported by the target resource.

Apache Tomcat/B8.5.16

Cause
« You may have ommitted the openid scope in the IDP configuration on the RP service plan.

« You may be requesting the wrong scopes, or scopes that are not supported by the other
SSO plan. Confirm that you are only requesting openid scopes.

Cannot determine username with given credentials
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Cause

The username you used may not have a value mapped to it. In the IDP attributes, map the
“username” attribute to “username.”

Invalid redirect

A invalid redirect
https://sp.login.uaa-
acceptance.cf-
app.com/legin/callback/sso-
identity-plan-origin did not
match one of the registered
values

Authorization Request Error

lhere was an error. The request for authorization was invalid

Cause

You may have configured the authorized redirect URI incorrectly. Confirm that your callback URL is

entered correctly as an authorized redirect URI for the client configurations on the IDP service plan.

Create a pull request or raise an issue on the source for this page in GitHub
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