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Chapter 1: Overview

Introduction to AirWatch Installation

The AirWatch Windows Installer allows you to install AirWatch components onto application servers as needed to meet
your AirWatch deployment needs. The installer handles the AirWatch Console server components, the Devices Services
server components, and the VMware Identity Manager service.

Installing AirWatch requires following specific prerequisites and procedures to successfully deploy your AirWatch on-
premises solution. Make sure to meet the prerequisites before proceeding with the installation instructions. Installing
AirWatch on premises involves configuring servers for your database, application, any auxiliary components, and
reports. AirWatch comprises several different components, which can be combined with application servers or installed
on their own dedicated servers.

To review recommended architectures based on your deployment size, refer to the VMware AirWatch Recommended
Architecture Guide, available on AirWatch Resources.

Before you Begin Checklist

Be aware of several notes and caveats before attempting to install AirWatch on premises. Read through the following
sections and ensure that you are fully prepared for following the steps in the remainder of this guide.

Obtain the Latest Version of this Document

Ensure that you are using the latest version of this guide by downloading the latest copy of the document from the
AirWatch Resources Portal (https://resources.air-watch.com). AirWatch frequently makes updates to documentation
and having the latest version ensures that you are following the best practices and procedures.

Obtain the Install Package Files

Ensure that you have downloaded the installation package files. The link to these files is provided to you by your
AirWatch consultant as part of the deployment process.

Meet the Requirements

Meet all the requirements needed for an AirWatch installation. Specific hardware and software requirements are outlined
in the VMware AirWatch Recommended Architecture Guide, available on AirWatch Resources. A list of other
requirements can be found in the Installation Preparation section.

Note: As of AirWatch Version 9.1 we have changed our supported SQL versions. Please check the latest list of
prerequisites in the Recommended Architecture Guide to ensure your current version is supported.

Verify your On-Call Resources

Ensure that you have the proper on-call resources available if you need them. These resources may include technical
resources such as the Database Analyst, Change Manager, Server Administrator, Network Engineer, and MDM System
Administrator.
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Chapter 1: Overview

Recommended Topologies

To streamline the AirWatch installation process, this document refers to both the AirWatch Console server and AirWatch
Device Services server. Before proceeding, it is important to understand each of these components and what they mean
to your specific topology model.

o The AirWatch Console Server refers to the component of AirWatch that renders and displays the AirWatch Console.
It presents and sends data to the database directly from the AirWatch UL.

o The AirWatch Device Services Server refers to the component of AirWatch that communicates with all managed
devices. This server runs all processes involved in receiving and transmitting information from devices to other
components of the system.

« The VMware ldentity Manager Server refers to the component of AirWatch that enables Workspace ONE
functionality. This server provides services required for the Workspace ONE application and brand new functionality
like mobile single sign-on and conditional access for third-party applications.

o Thestandard AirWatch deployment method involves installing multiple application servers for these components
alongside a database. For each procedure in this guide that describes both the Console and Device Services
components, complete the procedure on all AirWatch servers.

o This document assumes that you are using one of the recommended architectures as detailed in the VMware
AirWatch Recommended Architecture Guide, available on AirWatch Resources. If you are not using one of these
architectures, contact AirWatch for additional assistance.

A Note About Screenshots in this Document

Where applicable, this document uses screenshots from Windows Server 2012. If you are using Windows Server 2008 or
2016, then perform the same actions documented in this guide, with the knowledge that the exact steps may slightly
differ.

Installation Procedure Checklist

Use the following checklist to track your installation progress. Use the links provided to jump to a particular section, but
ensure that you complete all the required steps.

N e

Checklist Requirement Notes
Step 1: Prepare for Your Installation
Verify Database Server Prerequisites Are Met ~ See Database Server Prerequisites on page 11.
Verify Application Server Prerequisites Are Met See Application Server Prerequisites on page 12.
Verify Identity Manager Service Server See VMware ldentity Manager Service Prerequisites on
Prerequisites Are Met page 14.
Perform Optional Installs See Perform Optional Installs on page 15.
Verify Reports Server Prerequisites Are Met See Reports Prerequisites on page 15.
Create the AirWatch Database See Create the AirWatch Database on page 16.
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Status Requirement
Checklist .
Assign AirWatch Database Roles See Create the AirWatch SQL Service Account and Assign
DB Owner Roles on page 17.
Create the Identity Manager Database See Create the VMware Identity Manager Service Database
on page 20.
Assign ldentity Manager Database Roles See Create the Identity Service SQL Service Account and

Assign DB Owner Roles on page 21.

Configure Application Servers See Configure your Application Servers on page 24.

Server Internal DNS and Certificate See Configure Your Internal DNS Record and Certificates on
Requirements page 25

Server External DNS and Certificate See Configure Your External DNS Record and Certificates on
Requirements page 29.

Stage Install Files See Stage Install Files on page 35

Step 2: Perform the Database Installation
Run the AirWatch Database Setup Utility See Run the AirWatch Database Setup Utility on page 45.

Verify Proper Database Installation See Verify Proper Database Installation on page 46.

Step 3: Perform Application Server Installation

Start the AirWatch Installer on Each See Run the AirWatch Installer on Each Application Server
Application Server (Console and Device Services) on page 48.

(OPTIONAL) Run the AirWatch Installer on Any See (Optional) Run the Installer on Additional Device

Additional Device Services Servers Services Servers on page 61.
(OPTIONAL) Run the AirWatch Installer on See Run the AirWatch Installer on the VMware Identity
Identity Manager Server Manager Service on page 62.

Step 4: Perform Reports Installation

Connect Database to Reports Server See Connect the Database to Reports Server on page 69.
Configure Service Account for SSRS See Configure the Service Account for SSRS on page 70.
Configure Web Service URL See Configure the Web Service URL on page 72.

Set up Reporting Database See Set up the Reporting Database on page 73.

Verify Report URLs See Verify the Report Manager URL and Web Service URL

on page 74.

Set up AirWatch SSRS User See Set up the AirWatch SSRS User on page 75.

Add the SSRS User to IIS_IUSRS See Add the SSRS User to IIS_IUSRS on page 77.

Run the Reports Installer See Verifying Reports Functionality on page 81.

Integrate Reports with the Console and Enable See Integrate Reports with the AirWatch Console on page
Reports Storage 83 and Reports Storage Overview on page 84

e
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Chapter 1: Overview

This guide does not cover post-install configuration, but does include a Next Steps section, which covers some of the
essential procedures to get you started.
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Chapter 2: Installation Preparation

Database Server Prerequisites

Meet the database server prerequisites before installing the database server. The prerequisites listed here apply to any
database you plan to install (for example, the AirWatch or AirWatch Identity Manager databases).

SQL Server Hardware Requirements

The exact specifications needed for your SQL server depend on the size and needs of your deployment. You may need to
gather this information before proceeding so you size your servers correctly. Read through the VMware AirWatch
Recommended Architecture Guide, available on AirWatch Resources, for hardware sizing information and other
technical details that ensure the smooth operation of your AirWatch database.

SQL Server Software Requirements
o SQL Server 2012, SQL Server 2014, or SQL Server 2016 with Client Tools (SQL Management Studio, Reporting Services,
Integration Services, SQL Server Agent, latest service packs). Ensure the SQL Servers are 64-bit (OS and SQL Server).
AirWatch does not support Express, Workgroup, or Web editions of SQL Server. These editions do not support all

the features used in the AirWatch application. Currently only Standard and Enterprise Editions are supported.

o Microsoft SQL Server 2012 Native Client 11.3.6538.0 is required to run the database installer. If you do not want to
install Microsoft SQL Server 2012 Native Client 11.3.6538.0 on to your database server, then run the database
installer from another AirWatch server or a jump server where Microsoft SQL Server 2012 Native Client 11.3.6538.0
can be installed.

o .NET4.6.2is required to run the database installer. If you do not want to install .NET on to your database server,
then run the database installer from another AirWatch server or a jump server where .NET can be installed.

o Ensurethe SQL Server Agent Windows service is set to Automatic or Automatic (Delayed) as the Start type for the
service. If set to Manual, it has to be manually started before database installation.

o You must have the access and knowledge required to create, back up, and restore a database.

TCP/IP is Enabled

Use TCP/IP to connect to the database and disable Named Pipes. In SQL Server Configuration Manager, navigate to
SQL Server Network Configuration and select Protocols for MSSQLSERVER.
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Identity Manager Database

The Identity Manager database supports Named Instances or Windows authentication.

Application Server Prerequisites

Meet the application server prerequisites before installing the application server. The prerequisites listed here apply to
any application server you plan to install.

Hardware Requirements

An AirWatch installation can involve many servers, and the exact specifications depend on the size and needs of your
deployment. You may need to gather this information before proceeding so you size your servers correctly. Read
through the VMware AirWatch Recommended Architecture Guide, available on AirWatch Resources, for hardware
sizing information and other technical details that ensure the smooth operation of your AirWatch solution.

Network Requirements

Review all the network requirements as outlined in the VMware AirWatch Recommended Architecture Guide. These
requirements include the firewall ports that must be opened for AirWatch to function properly.

Software Requirements

Ensure that you meet the following software requirements for the application servers:

o Internet Explorer 9+ installed on all application servers

o Windows Server 2008 R2, Windows Server 2012, Windows Server 2012 R2, or Windows Server 2016

VMware AirWatch Installation Guide | v.2018.03 | March 2018
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o 64-bit Java (JRE 1.8) server needed for the server AWCM is installed on
o 64-bit Java (JRE 1.8) installed on all app servers

o .NET Framework 4.6.2 required; .NET 4.7 is supported. The installer is packaged with the .NET Framework 4.6.2
installer and will install it if 4.6.2 or 4.7 is not already present.

o PowerShell version 3.0+ is required if you are deploying the PowerShell MEM-direct model for email. To check your
version, open PowerShell and run the command $PSVersionTable. More details on this and other email
models can be found in the VMware AirWatch Mobile Email Management Guide, available on AirWatch Resources.

o Microsoft SQL Server 2012 Native Client 11.3.6538.0 is required to run the database installer. If you do not want to
install Microsoft SQL Server 2012 Native Client 11.3.6538.0 on to your database server, then run the database
installer from another AirWatch server or a jump server where Microsoft SQL Server 2012 Native Client 11.3.6538.0
can be installed.

Proxy Requirements

The AirWatch servers can be configured with a proxy / PAC file for outbound Internet access. Apple APNs traffic, however,
is not HTTP traffic, and cannot be authorized through traditional HTTP proxies. This traffic must go straight out to the
Internet or through an application/SOCKS proxy.

If you are performing outbound proxying of APNs messages, your proxy application must support SOCKS V5.
SOCKS V4 and SOCKS V4a are not supported.

Install Role from Server Manager

Ensure that you meet the following IIS requirements, depending on your Windows Server version:

« 11S 7.0 (Server 2008 R2)
o 11S8.0(Server 2012 or Server 2012 R2)
o 11S 8.5 (Server 2012 R2 only)

o 11S 10.0 (Server 2016)

See additional information on the required roles and features under Configure your Application Servers.

RDP and VM Access to Application Servers

You must have remote access to the servers that AirWatch is installed on. Verify this access before attempting to install
AirWatch servers.

Remote Desktop Connection Manager can be downloaded from the following link:

https://www.microsoft.com/en-us/download/details.aspx?id=44989

Verify you can connect using RDP to your application servers or appropriate VM hosts.
1. Open Remote Desktop Connection:

e Start>Run

o Type mstsc
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o Select OK

2. Enterthe IP address of the server and select Connect.

3. Login using credentials for the server. Verify a successful log-in.

Permissions of AirWatch Service Accounts

The service account you create for AirWatch needs the appropriate permissions to integrate with your back end systems.
This can be one service account that has all required access. Verify AD/LDAP connectivity between your AirWatch service
account and your backend systems.

VMware Identity Manager Service Prerequisites

The VMware Identity Manager service must be installed in a new standalone server or cluster. Meet the following
requirements before installation.

During installation, AirWatch installs the complete VMware Identity Manager service including the RabbitMQ Server and
Erland component. These components are necessary to use all the features and functionality of the VMware Identity
Manager service.
Identity Manager Service Software Requirements
o Windows Server 2008 R2, Windows Server 2012 R2, or Windows Server 2016
o PowerShell 4.0 or higher
o Active Directory module for PowerShell (RSAT-AD-PowerShell)

o JRE 1.8 installed (included in the application server installer)

If your JRE is an older version, the installer automatically updates it, but does not remove the existing JRE version,
which must be manually uninstalled.

o RabbitMQ Server (included in the application server installer)

o Erlang (included in the application server installer)

Networking Requirements
To configure certificate authentication in a VMware Identity Manager on-premises DMZ deployment:
o Enable SSL pass-through on port 443 at the load balancer in front of VMware Identity Manager.

o Open port 6443 (HTTPS) on the load balancer or firewall.

Review all the network requirements as outlined in the VMware AirWatch Recommended Architecture Guide. These
requirements include the firewall ports that must be opened for AirWatch to function properly.

VMware Enterprise Systems Connector

When you deploy the complete VMware Identity Manager service, you must deploy the VMware Enterprise Systems
Connector as well. For more information, see the VMware Enterprise Systems Connector Installation and

VMware AirWatch Installation Guide | v.2018.03 | March 2018
Copyright © 2018 VMware, Inc. All rights reserved.

vmware airwatch 14




Chapter 2: Installation Preparation

Configuration Guide, available on AirWatch Resources here: https://resources.air-
watch.com/view/Imtgzhdn2v8vf2ft763].

If you are only using the VMware ldentity Manager for the unified application catalog, you must use the AirWatch Cloud
Connector of the VMware Enterprise Systems Connector to connect to Active Directory.

AlwaysOn

The SQL Server AlwaysOn capability is a combination of failover clustering and database mirroring/log shipping. It allows
for multiple read copies of your database and a single copy for read-write operations. For more information, see
https://msdn.microsoft.com/en-us/library/ff877884.aspx.

So long as you have the bandwidth to support the traffic generated, the Identity Manager database supports AlwaysOn.

Perform Optional Installs

Install optional software to ensure a smooth installation process and to make troubleshooting easier.

Supported Browsers

The AirWatch Console supports the latest stable builds of the following web browsers:

e Chrome

« Firefox

o Safari

o Internet Explorer 11

o Microsoft Edge

Note: If using IE to access the Console, navigate to Control Panel > Settings > Internet Options > Security and
ensure you have a security level or custom security level that includes the Font Download option being set to
Enabled.

If you are using a browser older than those listed above, AirWatch recommends upgrading your browser to guarantee
the performance of the AirWatch Console. Comprehensive platform testing has been performed to ensure functionality
using these web browsers. The AirWatch Console may experience minor issues if you choose to run it in a non-certified
browser.

Notepad++

Download and install Notepad++ (http://notepad-plus-plus.org/). This application is helpful because it allows you to view
many log files at once using the tabular format and allows for the auto-refresh of a log file if it is regenerated.

Reports Prerequisites

Meet the reports server prerequisites before installing the reports server.
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Hardware Requirements

The exact specifications needed for your reports server depend on the size and needs of your deployment. You may need
to gather this information before proceeding so you size your servers correctly. Read through the VMware AirWatch
Recommended Architecture Guide, available on AirWatch Resources, for hardware sizing information and other
technical details that ensure the smooth operation of your AirWatch reports server.

Software Requirements

o Windows Server 2008 R2/2012, or 2012 R2 (32-bit or 64-bit) with the latest service packs and recommended updates
from Microsoft (http://www.update.microsoft.com).

o Microsoft SQL Server 2012, SQL Server 2014, or SQL Server 2016 with Client Tools (SQL Management Studio,
Reporting Services, Integration Services, SQL Server Agent, latest server packs).
Network Requirements
Inbound communications to this server:

« AirWatch Console and Device Services using HTTP (80) or HTTPS (443) or other custom port numbers as needed.

Outbound communications from this server:

e The SMTP Mail Relay using SMTP on ports 25 or 465.

User Account Requirements

The Windows users running the Report installer must have access to both Report Manager and Report Database, as they
are required to deploy the report files on the Report Server.

Create the AirWatch Database

To create the database, you must perform the following steps with an administrator account that has the correct
read/write permissions.

1. OntheSQLServer, open SQL Server Management Studio.
2. Login using your user name and password.

3. Click Connect.

4. Right-click Databases and select New Database.

5. Enter AirWatch as the Database name.

6. Scrollto the right side of Database files, select the ... next to Autogrowth for AirWatch, and change File Growth to
“In Megabytes” and the size to 128, then select OK.
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8. Select OK to create the AirWatch database.

9. Expand Databases and verify the AirWatch database is created.

Create the AirWatch SQL Service Account and Assign DB Owner Roles

After you create the AirWatch database, you must configure the credentials of the SQL user that will run the AirWatch
database setup utility.

1. Open SQL Server Management Studio.

2. Loginto the DB server containing the AirWatch database.
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&. WServerzolz

Servertype: | Diatabase Engine
Server name: |A.cﬂ'|eDBSewer

Authertication: | S0L Server Authentication
Login: | Acme DBAdmin
e
[ | Remember password

3. Navigate to Security > Login, right-click, and select New Login.

4. Select whether to use your Windows account or local SQL Server account for authentication. For SQL Server
authentication, enter your user credentials.

5. Select the AirWatch database as the Default database.

6. Navigate to the Server Roles tab. Select server role as Public.

55 Scrpt [ Help

14 User Mapping Server role is used to grant server-wide security privileges to a user.
2 Securables
2 Status
Server roles:

[] bullcadmin
[] dbereator

[] diskadmin
[] processadmin
[w] public

[] securityadmin
[] serveradmin
[] setupadmin
[] sysadmin

7. Select User Mapping.

o Select the AirWatch Database. Then, select the db_owner role.

For a successful installation, you must ensure that the SQL User you are planning to run the AirWatch Database
Script with has the database db_owner role selected.
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Select the msdb Database. Then, select the SQLAgentUserRole and db_datareader roles. SQLAgentUserRole is
not pictured below due to space constraints.
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8. Select OK.

Create the VMware Identity Manager Service Database

If you are installing the VMware Identity Manager service as part of a Workspace ONE installation, then you must create
a separate VMware Identity Manager services database.

1. OntheSQLServer, open SQL Server Management Studio.

2. Login using your user name and password.

3. Click Connect.

4. Right-click Databases and select New Database.

5. Enter AirWatch_IDM as the Database name.

You can customize the IDM database name. This guide uses AirWatch_IDM as the database name throughout.

6. Scrollto the right side of Database files, select the ... next to Autogrowth, and change File Growth to “In Megabytes”
and the size to 128, then select OK.
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G 8 Sept + [ Help

[ Options

& Flegroups Collation: | Latin1_General_CS_AS v
Recovery model: | Full W |

8. Under Options, set READ_COMMITTED_SNAPSHOT to ON.

9. Select OK to create the AirWatch_IDM database.

10. Expand Databases and verify the AirWatch_IDM database is created.

Create the Identity Service SQL Service Account and Assign DB Owner Roles

After you create the AirWatch Identity Service database, you must configure the credentials of the SQL user that will run
the AirWatch database setup utility.

1. Open SQL Server Management Studio.

2. Loginto the DB server containing the AirWatch Identity Service database.
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&. WServerzolz

Servertype: | Diatabase Engine

Server name: |A.cﬂ'|eDBSewer

Authentication: | SQL Server Authentication

Login: | Acme DBAdmin

P
[ | Remember password

3. Navigate to Security > Login, right-click, and select New Login.
4. Enteryour SQL Server account credentials for authentication.

5. Select the AirWatch_IDM database as the Default database. If User must change password is selected, then you
must change the password before running the application server installer. To avoid this step, uncheck this option.

6. Navigate to the Server Roles tab. Select server role as Public.

SECin e 5 Scrpt = [ Help

ﬁ IUser Mapping Server role is used to grant server-wide security privileges to a user.
1% Securables
1 Status
Server roles:

[] bulkadmin
[] dbcreator

[] diskadmin
[] processadmin
[#] public

[] securityadmin
[] serveradmin
[] setupadmin
[] sysadmin

7. Select User Mapping.

o Select the AirWatch_IDM database. Then, select the db_owner, db_datareader, db_datawriter, db_ddladmin,
and publicroles.

For a successful installation, you must ensure that the SQL User you are planning to run the AirWatch Database
Script with has the database db_owner role selected.
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A General

A Server Roles
ﬁ‘ User Mapping
ﬁ’ Securables

A Status

Connection

Server:
Connection:
3 View connection properties

Progress

8 Seipt + [ Help
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Users mapped to this login:

Map Database
AirWatch
© ArWatch_IDM
AirWatchReports
AirWatchReports Temp...
master
madel
msdb AcmeDBAdmin
tempdb

OOOoOoosd

Default Schema

[] Guest account enabled for: AilWatch_IDM

Database role membership for: AirWatch_IDM

[] db_accessadmin
[] db_backupoperator
[w] db_datareader

[w] db_datawriter

[#] db_ddladmin

[[] db_denydatareader
[] db_denydatawriter
[w] db_owner

[] db_securityadmin
[w] public

Make sure that the AirWatch database default schema is set to saas. Only the saas schema can be used in the
Identity Manager database.

o Select the msdb Database. Then, select the public, SQLAgentUserRole, SQLAgentOperatorRole,
SQLAgentReaderRole and db_datareader roles. Note that db_datareader is not pictured below due to space

constraints.
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VMware AirWatch Installation Guide | v.2018.03 | March 2018

Copyright © 2018 VMware, Inc. All rights reserved.

23




Chapter 2: Installation Preparation

8 Scipt ~ [ Heb

7 Server Roles
24 User Mapping Users mapped to this login:
ﬁ Securables Map Database User Default Schema
ﬁ Status AirWatch

AirWatch_IDM AcmeDBAdmin

AirWatchReports

AirWatchReports Temp...

master

model

tempdb

Oloooos o

[##] Guest account enabled for: msdb

Database role membership for: medb

[] db_ssisoperatar
Server: [] de_admin
localhost [] dc_operator

Connection: [ de_proxy
sa [] PolicyAdministratorRole

3J View connection properties % FI-E{USbIIEI:iechIe

[] ServerGroupAdministratarRale
Progress [] ServerGroupReaderRale

[w] 5GLAgertCperatorRole

[+ SGLAgentReaderRole

[+ SQLAgertUserRole

[ TaraetServersRale

Connection

Make sure that the AirWatch database default schema is set to saas. Only the saas schema can be used in the
Identity Manager database.

8. Select OK.

Configure your Application Servers

The AirWatch installer configures the following roles and permissions as part of the installation. If you prefer to configure
these manually, or to verify them, you can use the procedure below.

1. Onthe AirWatch Console Server and AirWatch Device Services Server, from the Taskbar, open Server Manager and
select Manage > Add Roles and Features. Click Next to advance to the Server Roles tab.

2. Expand Web Server (IIS), and under it expand Web Server.
3. Verify that the following role services are enabled (most may already be enabled):
o Common HTTP Features: Static Content, Default Document, Directory Browsing, HTTP Errors, HTTP Redirection

o Application Development: ASP.NET, .NET Extensibility, ASP, ISAP| Extensions, ISAPI Filters, Server Side Includes

When ASP.NET is selected, select Add Required Features to associate features with the ASP framework. Ensure
that other required role services are enabled.
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o Health and Diagnostics: HTTP Logging, Logging Tools, Request Monitor, Tracing
o Security: Request Filtering, IP, and Domain Restrictions
« Performance: Static Content Compression, Dynamic Content Compression
« Management Tools: [IS Management Console and |IS 6 Metabase Compatibility
¢ Ensure WebDAV is not installed.

4. Click Next.

5. On the Features tab, verify the following required features are added:

o .NET Framework 4.6.2 Features: Entire module (.NET Framework and WCF Activation)

When .NET is selected, select Add Required Features, to associate features with the .NET framework. Expand to
verify every .NET/WCF feature is enabled. For a 2012 R2, .NET Framework 4.6.2 Features is required.

+ Message Queuing: Message Queuing Server (expand Message Queuing > Message Queuing Services to select)
¢ Telnet Client

6. Click Next and verify that the features which must be enabled have been so enabled.

7. Select Install.

8. When the installation is finished, verify that the Installed succeeded messages are shown, then select Close.

Install URL Rewrite Module 2.0

The URL Rewrite Module 2.0 cannot be installed until the IS role is installed.

1. Navigate to http://www.iis.net/downloads/microsoft/url-rewritettadditionalDownloads and download the
appropriate version for your install.

2. Runtheinstaller and accept the defaults for installation.

Configure Your Internal DNS Record and Certificates

An internally registered DNS record is for devices connecting over your organization's internal Wi-Fi network, and it tells
them how to connect to AirWatch (specifically, the Device Services server). An internal DNS record must be registered on
the internal domain server.

In the standard, multi-server deployment, you must generate a self-signed certificate for your Console server (or you can
use an internally issued certificate).

The externally available URL of the AirWatch server must be set up with a trusted SSL certificate. A wildcard or individual
Web site certificate is required.

1. Open Server Manager and navigate to Roles > Web Server (IIS).
2. Click the Server Name.

3. Double-click Server Certificates.
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5. Enter the friendly name (FQDN) and select OK.
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“ Specify Friendly Name

Specify a file name for the certificate request. This information can be sent to a certificate authority for

signing:
Specify a fnendly name for the cerificate:

l‘fcur Certificate

Select a certificate store for the new certificate:

| Web Hosting

6. Next you can add a 443 binding to the Default Web site in IIS. The bindings for a completed server look like the
following. Your SSL certificate appears in the drop-down menu of available certificates.

VMware AirWatch Installation Guide | v.2018.03 | March 2018
Copyright © 2018 VMware, Inc. All rights reserved.

27

vmware airwatch




Chapter 2: Installation Preparation

fa Ieaereeq Information Services (1I5) Manager E
& 1 [@ » somun » See s Delmmwese |
Fde  Veew  Help
I @ Default Web Site Home
o %mmmmmm S ¥ Go - hew AR | Geoup by Arsa - &=-
o} Appheation Pock <4 ~
PR e ru Bk
‘ﬂ Euehlt Wk Stz .ﬁ ‘ﬂ & I8 L&) -3 I i e 4'-*'
Logging  MMETypes  odules
Site Bindings
(Tyse | Hoa Name Pat | P Addeen [oreerer—
hesp W -
b w -
T Browur =53 fattp)
Type B pakioeis. Poely [ Browns =443 Jattp)
hrgs I-All.innu?ud -‘-JE-H —
Mo e ‘d‘#’l’
L | Lraty
1| Mauien Sarvar s Incication B Hey
T
“rour Certificate ) "] Sabpcs [
9 ] »| _f-."F-h-nm!.;tn_'nh )
7. Also verify that you have a private key that corresponds to your certificate.
Ieiermet Infarmation Sendoes {115) Manager =)
{5 () [@ » SENERNIAI + St Defun WebSer s |
Fie Niew Helg
T Q Default Web Site Home r
.«Emﬁmmmmﬂ-r, e -+ ¥ o - GShew A8 | Gy du - E- e e
ot ppcation Boch " :
o ] et
@ Delauit Web Sn
Verwm Gl
:: Hatt hemg :;ﬂ '.'\"r\-'\.'\lﬂudl:hn_k
hitpy H1 = P — — Munage Webalie
Edit Site Banding ILILI o I o} = PRatan
¥ St
Tree P sdibein [ LR Certiiate Inbsrmatesn LI
a1 a5 |
i id (A tamigrd d (L Thon cortfcat mr ovteetend for the folk . Hrowne Wetnite
Mt name u Erre i derttal 8 remate cpster ] Browes 30 (gl
| + &l e Pd0EE W] Browe *845 [y
e Acanc ed Settingg
Canfiquee
Lomati_
T et 8 Hep
. Issued ba Seree IRT
Insued by, Serv 1 IRT
III vald from U505 b N400
| T Vouhire @ e by Bebl crvreaninhi 1 e o Fbiale.

{I L] ¥ :T‘ MI'\.-I. T ———

VMware AirWatch Installation Guide | v.2018.03 | March 2018
Copyright © 2018 VMware, Inc. All rights reserved.

vmware airwatch 28




Chapter 2: Installation Preparation

Configure Your External DNS Record and Certificates

The two main components of AirWatch are the Device Services server and the Console server. In the standard
deployment model, these components are installed on separate servers, and only the Device Services component
requires an external DNS record, while the Console component can remain only internally available.

An externally registered DNS record is a friendly name that refers to the IP to tell external devices how to connect to
AirWatch (the Device Services server). This externally available URL must be set up with a trusted SSL certificate that is
trusted by all device types. For Apple, you can see a list of root certificates that are natively trusted by iOS On the Apple
Support webpage. For other OEMs, check with the OEM to see which third-party certificate authorities are natively
trusted. You can also typically retrieve this information from the device by looking for the Trusted Root CAs under
Settings.

A wildcard or individual Web site certificate is required.

[ Important: Ensure that these steps are performed on both the AirWatch Console and Device Services servers. ]

1. Obtain SSL certificates for each of your external DNS entries. A list of root certificates natively trusted by iOS can be
found here: http://support.apple.com/kb/HT5012

2. On the AirWatch Console and Device Services Servers, open mmc:

a. Start>Run

b. Type mmc

c. Select OK
3. In mmc, navigate to File > Add/Remove Snap-in ...
4. Select Certificates from the list of add-ins and select Add.
5. Choose Computer account and select Next.

6. Keep Local computer selected and select Finish and OK.
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7. Expand the Certificates folder and right-click Personal.
8. Select All Tasks and choose Import.

9. Inthe Certificate Import Wizard, select Next and perform the following steps:

a. Click Browse and navigate to the Cert folder, which was staged earlier, and change the file type drop-down to All
Files.

If the drop-down is not changed to All Files, the certificate cannot be selected for import.

b. Select the appropriate certificate and select Open.

In a standard, multi-server installation, this certificate is the external third-party certificate for the DS server and
for the Console it can be a self-signed or internally issued certificate.

This certificate must be a PFX file.

c. Click Next, and complete the following settings:

o Password: Your certificate password

o Mark this key as Exportable: enable

This is optional and allows you to export the certificate from this server to use it on another server.
o Include all extended properties: enable
d. Click Next and select Finish.
e. Select OK to close the “The import was successful” pop-up.
10. Expand the Personal folder to show the Certificates folder

11. Dragthe Root CA Certificate into the Trusted Root Certification Authorities folder. Navigate to Trusted Root
Certification Authorities > Certificates to verify that the move was successful.
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12. Navigate back to the Personal folder to show the Certificates folder, and drag the Intermediate CA Certificate into
the Intermediate Certification Authorities folder. Navigate to Intermediate Certification Authorities > Certificates
to verify that the move was successful.

13. Select File > Exit to close mmc. Select No to save changes.
14. Open Server Manager, select Roles and expand: Web Server (11S) > Information Services (1IS) Manager.
15. Intheright pane, under Connections, select the server.

16. Under the lIS section, double-click on Server Certificates and verify that the certificate is located in the certificate list.
An example is shown.

Yy Start Page : . : :
Uk this feature to request and manage certificates that the Web server can use with websites configured for
+ 93 SERVER2012R2 (SERVER2OIZR, | gy g -5 ! o

L Application Pocls

b ) Sites Filter = W Go - [ghShow All | Group by: No Grouping *
MName - saued . Issued By Exparat
Test Cert Server2(12R2 Server2012R2 34520

J

Once uploaded on your server you can use it to add a 443 binding to the Default Web site in IIS. Your SSL certificate
appears in the drop-down menu of available certificates.

17. Under Connections, expand Sites and select Default Web Site.

Ienermet Information Services (I15) Manager [=)
. [@ » o+ Se o DeletVibSon | @
Fle Vs Help
. Moo |
‘Bl & & Default Web Site Home B
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Configure
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18. Under Actions, to the far right side, under Edit Site, select Bindings and select Add...
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19. Configure the following settings:
o Type: https
o SSL certificate: Your certificate

20. Click OK and select to Close.

The IP address and Port are not altered. Do not populate the Hostname with an IP or DNS entry, since it affects the
functionality of the SSL binding. A slight delay occurs when the certificate is bound to the Web site.

) Staet Page EE—— =
;'igﬂlilim LRI Fiker = W Go - gy Show All | Geoup by Ases IE
o Application Pocks

a4 Sebes
i Delault Web Site

Fib certificntes
lerctﬂlilcm v“ Select || View. |
Cancel
\ al | J

21. Click OK and select to Close.
22. Under Actions/Browse Web Site, verify Browse *.443 (https) is an available option.

23. Also verify that you have a private key that corresponds to your certificate.
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24. Verify that the certificate contains the common name in the subject.
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25. Verify that your DNS name is listed in the Subject Alternative Name.
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26. Validate that you can connect to the server over HTTPS (https://yourAirWatchDomain.com). At this point, the IIS
splash page displays.

“ Windows Server

Internet Information Services

Welcome Bienvenue

£3z# Benvenuto &

Microsoft

- i“ Bienvenido Hog geldiniz

1
Keghug
Vitejte OpPICOTE

Velkommen

Welkam

Important: If SSLis used for Admin Console access, ensure that FQDN is enabled or host file is configured.
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Stage Install Files
After meeting the database and application server prerequisites and configuring your internal and external DNS, you can
stage the install files on the appropriate Console, Device Services, and SQL servers.

To stage the install files:

1. Download the latest GA or Feature Pack Full Installer.zip file from the Resource Portal. Receive a direct link to the files
from your AirWatch consultant as part of the deployment process.

2. Unzip the files on to the appropriate server.

3. Extract the contents.

Workspace ONE Validation Tool

Use the Workspace ONE Validation Tool to verify that your system and components are properly configured.

The Workspace ONE Validation Tool collects and analyzes configuration data from the target AirwWatch and Workspace
ONE environments to validate that your environment is ready for a successful SaaS or on-premises deployment.

The utility validates the Database, Console, Device Services, AirWatch Cloud Messaging, VMware Enterprise Systems
Connector, Secure Email Gateway, and Email Notification Service. Each of these components has different software and
networking requirements, such as OS, Database, CPU, RAM, JRE, network security, Server Manager, DNS, certificates,
and Email infrastructure.

The tol generates a customized report that validates that the environment is deployment-ready.

You can check your configuration to perform:
o Asystem health check.
o Avalidation before or after an install or upgrade to your AirWatch version.
o Troubleshooting on network changes.

o Avalidation before or after a server migration.

To begin the installation validation, download the Workspace ONE Validation Tool from https://resources.air-
watch.com/view/vldri3p3fb8mvzmrpj84. Extract the ZIP file and open the InstallVerificationTool.exe file.

Next, select a component to validate:

« Validate the VMware AirWatch Console on page 35

o Validate the VMware Device Services on page 37

o Validate the Email Notification Server on page 40

o Validate the VMware Enterprise Systems Connector on page 38

« Validate the Secure Email Gateway on page 40

Validate the VMware AirWatch Console

Use the Workspace ONE Validation Tool to verify that your Windows machine is properly configured for a deployment of
the VMware AirWatch Console.
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1. Runthe Workspace ONE Validation Tool. Select the Console option.

'd N\
Workspace ONE Validation Tool (2.7) R

Which component has to be verified?
@ Console
O Device Services
O Enterprise Systems Connector (ESC)
O Secure Email Gateway (SEG)
O Email Notification Service (ENS)

Next

2. Enter the following Console information. Select Next at the end of each page.
a. Host URL
b. Database server
c. Database name
d. Authentication type: select SQL Server or Windows
e. Database user
f. Database password

g. Outbound connections by proxy: select Yes or No

o Ifyou select Yes, enter the Proxy URL and Proxy port, and select the Authentication type.

o Ifyour authentication type is Password, enter the User name, Password, and Bypass List information for
your authentication strategy.

h. System integration configurations: select Yes or No to connect your back-end resources to the Console

o Ifyou select Yes, select the System Integration you want to configure, and enter the required integration
information for your selection.
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Ve

Workspace ONE Validation Tool (2.1)

Certificate and DNS Validation Database Details Proxy Settings o System Integrations

Will you be connecting directly to your back end resources (LDAR SMTP Exchange, or
Certificate Authority) from the AirWatch Console?

@ Yes
O No
Configure System Integrations for Airwatch
LDAP SMTP Exchange SSRS PKI
Configure Configure Configure Configure Configure
Previous Test

3. When you have entered all the required information, select Test to verify your Console configuration.

4. When the test results appear, you can Export the results or Retry the validation. For more information about using
the results, see Validation Tool Results on page 41.

If the validation returns errors, consult the Pre-Installation Requirements Worksheet, available at AirWatch Resources.

Validate the VMware Device Services

Use the Workspace ONE Validation Tool to verify that your instance of VMware Device Services is properly configured.
1. Runthe Workspace ONE Validation Tool. Select the Device Services option.
2. Enter the following Device Services information. Select Next at the end of each page.

a. Host URL

b. Database server

c. Database name

d. Authentication type: select SQL Server or Windows

e. Database user

f. Database password

g. Outbound connections by proxy: select Yes or No

o Ifyou select Yes, enter the Proxy URL and Proxy port, and select the Authentication type.

o Ifyour authentication type is Password, enter the User name, Password, and Bypass List information for
your authentication strategy.
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h. System integration configurations: select Yes or No to connect your back-end resources to Device Services

o Ifyou select Yes, select the System Integration that you want to configure and enter the required integration

information for your selection.

p
Workspace ONE Validation Tool (2.1)

Certificate and DNS Validation Database Details Proxy Settings 0 System Integrations

Will you be connecting directly to your back end resources (LDAR SMTP Exchange, or
Certificate Authority) from the AirWatch Console?

@ Yes
O No
Configure System Integrations for AirWatch
LDAP SMTP Exchange SSRS PKI
Configure Configure Configure Configure Configure
Previous Test

3. When you have entered all the required information, select Test to verify your Device Services configuration.

4. When the test results appear, you can Export the results or Retry the validation. For more information about using
the results, see Validation Tool Results on page 41.

If the validation returns errors, consult the Pre-Installation Requirements Worksheet, available at AirWatch Resources.

Validate the VMware Enterprise Systems Connector

Use the Workspace ONE Validation Tool to verify that your instance of VMware Enterprise Systems Connector is properly
configured.

1. Runthe Workspace ONE Validation Tool. Select the Enterprise Systems Connector option.

2. Select the components to test: AirWatch Cloud Connector and VMware Identity Manager Connector. You can

select one or both components. Select Next.
3. Enter the following Certificate and DNS Validation information. The fields that appear depend on your selection in the
previous page.
a. AirWatch Cloud Connector:
o Enter the Console URL.

¢ Enter the AWCM URL.

¢ Enterthe APl URL.
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b. VMware Identity Manager Connector

o Enter the IDM URL.

o Enterthe ESC URL (FQDN).

o Select Yes to integrate with RSA SecurelD and enter the RSA Server URL.

o Select Yes to integrate with Horizon View and enter the Horizon View URL.

o Select Yes to integrate with Citrix-published resources and enter the Citrix URL.

4. Configure outbound connections by proxy.
o Select whether your outbound configurations operate using a proxy.
o Ifyou select Yes, enter the Proxy URL and Proxy port, and select the Authentication type.

o Ifyour authentication type is Password, enter the User name, Password, and Bypass List information for your
authentication strategy.

5. System integration configurations: select Yes or No to connect your back-end resources to Device Services

o Ifyou select Yes, select the System Integration that you want to configure and enter the required integration
information for your selection.

' N\
Workspace ONE Validation Tool (2.1) - x
Enterprise Systems Connector (ESC)

Components Certificate and DNS Validation Proxy Settings e System Integrations
Please enter the appropriate information to test the integration with your back-end
systems
ADCS LDAP SMTP Exchange
Configure Configure Configure Configure
Previous Test
\. J

6. When you have entered all the required information, select Test to verify your Enterprise Systems Connector
configuration.

7. When the test results appear, you can Export the results or Retry the validation. For more information about using
the results, see Validation Tool Results on page 41.

If the validation returns errors, consult the Pre-Installation Requirements Worksheet, available at AirWatch Resources.
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Validate the Secure Email Gateway

Use the Workspace ONE Validation Tool to verify that your instance of VMware Secure Email Gateway (SEG) is properly
configured.

1. Runthe Workspace ONE Validation Tool. Select the Secure Email Gateway option.
2. Select the SEG version (Classic SEG or V2 SEG) to test. Select Next.
3. Enter the following Certificate and DNS Validation information.

a. Enterthe Server URL.

b. Enterthe AWCM URL.

c. Enterthe APl URL.
4. Configure the system integration settings to test.

o Select Microsoft Exchange and enter the required integration information.
5. When you have entered all the required information, select Test to verify your Secure Email Gateway configuration.

6. When the test results appear, you can Export the results or Retry the validation. For more information about using
the results, see Validation Tool Results on page 41.

If the validation returns errors, consult the Pre-Installation Requirements Worksheet, available at AirWatch Resources.

Validate the Email Notification Server

Use the Workspace ONE Validation Tool to verify that your instance of VMware Email Notification Server (ENS) is properly
configured.
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1. Runthe Workspace ONE Validation Tool. Select the Email Notification Server option.
2. Configure the system integration settings to test.

o Select the System Integration you want to configure and enter the required integration information.

e N\
Workspace ONE Validation Tool (2.7) - X%

Email Notification Service (ENS)

o System Integrations

Configure System Integrations for AirWatch

API Exchange
Configure Configure
Previous Test
|\ J

3. When you have entered all the required information, select Test to verify your Secure Email Gateway configuration.

4. When the test results appear, you can Export the results or Retry the validation. For more information about using
the results, see Validation Tool Results on page 41.

If the validation returns errors, consult the Pre-Installation Requirements Worksheet, available at AirWatch Resources.

Validation Tool Results
Use the results from the VMware Workspace ONE Validation Tool to make necessary changes to your configuration to
make sure that you are ready for a successful SaaS or on-premises deployment.

If the validation tool finds errors, your results include error details for your configuration. Additional information appears
when you hover over an error in this view.
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Console Status

! Software Requirements
! Internally registered DMS pess
L OSSL/TLS certificate trusted pems
Y NET framework 4.6.2 pemy
1570, 80 or 8.5 peaas
YOMSMO D
Powershell 3.0 or higher versiors
Java runtime ervironment
Server operating syster Desa

15 role: Web dav

II5 role: Static content pesas

18-DefoultDocument fs not enabled Pleose
YIS role; Default document pess  install and enchle 15-DefaultDocument
115 role: Directory browsing e
Previous Export Retry
. J

To view additional details for each error, select Export to download a Component Test Report. Use this report to
troubleshoot your configuration.
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(£ workspace ONE" Validation Tool (2.1)

Test component - Secure Email Gateway Classic

Server Information

Server Name : AW
05 Version: Microsoft Windows Server 2012 R2 Standard
05 Bit Version : 64-bit
RAM Available: 2663MB
Total RAM: B192MB
Number of Processors: 2
Number of Cores: 2
Disk Space Available:
(= GEGE
AN oms
E\ 94GB

ements

Requirement Status Notes
1 Server operating system TRUE Success
2 Externally registered DNS Mot registered to external DNS
3 Internally registered DNS Internally registered DNS
4 55L/TLS certificate trusted This server's certificate is not trusted
5 115 7.0, B.0 or 8.5 TRUE Success
& MEMO TRUE Success
7 Telnet client TRUE Success
B MET framework 4.6.2 TRUE Success
=] 115 443 certificate binding TRUE 115 443 is binded witht {faw.airwatch.com/AirWatchcertificate
10 115 role: Web dav TRUE Success
11 115 rale: Static content TRUE Success
12 115 role: Default document TRUE Success
13 115 rale: Directary browsing TRUE Success
14 |IS rale: HTTP errors. TRUE Success
15 115 role: HTTR redirection TRUE Success
16 115 rale: ASP.NET TRUE Success
17 115 rale: NET ibili TRUE Success
13 115 role: ASP TRUE Success
15 115 rale: ISAPI il TRUE Success
20 1IS rale: ISAPI filter TRUE Success
21 IIS role: Server side includes TRUE Success
b 115 role: 1S console TRUE Success
23 115 rale: IS 6 ibili TRUE Success

Network Requirements
Verification Requirement
1 Exchange server

2 REST AP Not able to connect.
3 AWCM endpoi G ion failed
4 m.google.com [Mote: This is only required for Google Apps integration.} | TRUE Successful ping

For more information on how to resolve errors, consult the Pre-Installation Requirements Worksheet, available at
AirWatch Resources.
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Run the AirWatch Database Setup Utility

Run the AirWatch database executable once all prerequisites are met, such as creating the database and the AirWatch
SQL account and assigning DB owner roles used for installation.

For the following procedure, if you are planning to use Windows authentication, then you must be logged in as the
account you want to use or you must shift+right-click when you run the AirWatch database executable and select Run as
different user. The installer can be run directly on the database server, or on an application server if you have security
concerns.

Important: If there is an open connection to the AirWatch database, the population of the tables during the Database
setup fails.

1. On either the AirWatch Console or Database Server, open the 9.2 DB folder, right-click the AirWatch Database
executable, and Run as an administrator.

2. The DB Installer automatically prompts you to install any essential missing components. When complete, select
Next.

3. Accept the AirWatch EULA, and then select Next.

4. Select a location to install the AirWatch Database files, and then select Next. The best practice is to install wherever
the AirWatch folder exists on your system. For example, C:\AirWatch.

The Database Server screen displays.

5. Click the Browse button next to the Database server text box and select your AirWatch database from the list of
options.

Database Server

Select database server and authentication method to vmware alrwatCh
inztallfupgrade the database

IMPORTANT MOTE: Please backup the Database that you are
If upgrading from versions less than 9.0, database must be ﬁrst updated to 9.0

Database server that you are installing to:

|.ﬁ.cn'|eDBSer'u'er V| | Browse...

Run installer using:

() Windows authentication credentials of current user

(®) Server authentication using the Login ID and password below

LoginID:  |acmeDBAdmIn

Password: || SEEEREREARES

Mame of database catalog:

IAeratd1
InstallShield

If a custom port was used, do not select Browse... Instead, use the following syntax:
DBHostName,<customPortNumber> and then select Browse... to select the database server.
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Select the Server authentication use the Login ID and password below radio button and enter the SQL Admin
credentials. Click the Browse button next to the database catalog text box and select the AirWatch database catalog.

Or, if you choose Windows Authentication, enter your Windows account. The Windows account must have access
to the database server.

[ Note: The Windows account mentioned is only used for creating the database.

The AirWatch database installation user (the account used to install the database only) has DB owner privileges on
the AirWatch Database and SQLAgentUserRole and db_datareader on the msdb database.

6. Click Next. A warning pop-up displays to ensure the account accessing the database has sufficient rights. Click OK
and Install.

7. Click Finish once the database upgrade process completes.

8. OntheSQL Server, open SQL Server Management Studio, expand the AirWatch database and verify AirWatch
tables have been populated.

Verify Proper Database Installation

After running the database setup utility and completing installation, check to make sure that the installation was
successful.

To verify a successful installation:
1. From SQL Server Management Studio, select your AirWatch instance and enter:
SELECT * FROM dbo.DatabaseVersion

2. Click Execute.

3. Verify the correct version displays in the Results window. (If performing an 9.2 GA release, you see MajorVersion 9,
MinorVersion 2, and Description AirWatch 9.1 GA. Version 7.2 is shown as an example.)

SQLQueryl.sql..istrator (77))* |
E SELECT = FROM dbo.DatabaseVersion
L

1]

= mﬂﬁsl&}”ﬁﬁgﬂl

MajorVersion | MinorVersion | Revision | Description | VersionDate | Hotfix |
1 |7 L 2 0 AirWatch 7.2GA | 2014-06-20 00:00:00.000 | 400
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Run the AirWatch Installer on Each Application Server
(Console and Device Services) ..o 48

(Optional) Run the Installer on Additional Device Services
SOOIV LS L 61

Run the AirWatch Installer on the VMware Identity
Manager SErVICe ... 62
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Run the AirWatch Installer on Each Application Server (Console and Device
Services)

Run the AirWatch executable file on your application servers to install the AirWatch Console and Device Services features.

For the following procedure, if you are planning to use Windows authentication, then you must be logged in as the
account you want to use or you must shift+right-click when you run the installer EXE file and select Run as different user.

1

6.

On the application server (which is either your Console or DS), open the 9.2 Application folder and run the AirWatch
Application 9.2.X Full Install.exe.

Execute the AirWatch installer from an account with administrator privileges. If you do not have administrative
privileges, right-click and choose Run as Administrator to run the installer.

The installer stops all the services on the App server automatically.

The installer installs pending server prerequisites, if any.

Certain software components you might be prompted to download, such as .NET and TLS, require a reboot. Proceed
with the installer until finished and reboot when you are done.

Click Next once the AirWatch installer begins. The End User License Agreement (EULA) appears.
Accept the EULA and select Next.

Next, specify if you are importing or exporting any AirWatch Setup Configurations from or to any other identically
configured AirWatch servers.

o Disregard this setting if you are deploying AirWatch without any load balanced High Availability (HA) or Disaster
Recovery (DR) servers.

o Ifyou have multiple load-balanced Device Services servers, then you can export settings from the first Device
Services server to use on any of the additional Device Services servers and increase install speed or import
settings that you have previously exported. For more information, see (Optional) Run the Installer on Additional
Device Services Servers on page 61.

Select the AirWatch features that you want to install on the specific server.

o Inastandard, multi-server environment, enable only the AirWatch Console features or the AirWatch Device
Services features for the respective server type.
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AirWatch Features

Select the AirWatch features you want installed. The default selection VITIWEINE airwatch
provides all features required in a typical single server installation.

Click on &n icon in the list below to change how a feature is installed.

Feature D ipti
F#--- =)= | Airatch Device Services SRR SO

= T The Admin Console Server is
Airatich Admin Console utilized by administrators to
manage devices through a web
interface.

VMware Identity Manager

This feature requires 112MB on
your hard drive. Ithas 6 of 9
subfeatures selected. The
subfeatures require 5620MEB on
your hard drive.

C:lAiIrwatchy

Installshield

o Ifyou areinstalling the VMware Identity Manager Identity Service, you can do so on a standalone server. For
more information on the installer screens that display when you enable this feature, see Run the AirWatch
Installer on the VMware Identity Manager Service on page 62.

« Ifyou want to enable Remote Management v3.0 capabilities to provide remote management capabilities to your
supported devices, then refer to the VMware AirWatch Remote Management v3.0 Guide, available on
AirWatch Resources, which provides steps to enable this functionality through a standalone installer.

7. The AirWatch Prerequisites screen displays to ensure that you meet the requirements. At this point, the installer
checks for modules that are required for a successful deployment of AirWatch. You are prompted to install any
missing components. Select Next.

8. Choose the directory to install AirWatch, and then select Next.

o Ifyou areinstalling AirWatch on multiple application servers, the directory path must be identical for each server
on which the application files are installed.

9. Enter information about the AirWatch Database.
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AirWatch Database Server

Select database server and auth method used to communicate vmware airW&tCh
with the AirWatch Database

Airwatch Database server:

|Acn1eDESeruer V| | Browse... |

Application Connects using:
() windows authentication
(®) 50L Server authentication using the Login ID and password below

Legin ID: |A::|11EDBAdmin

Password: || I

Airwatch Database Name:
|Aerabd1|

Installshield

« Select Browse next to the Database server text box and select your AirWatch database from the list of options. If
you are using a custom port, do not select Browse. Instead, use the following
syntax: DBHostName,<customPortNumber>, and then select Browse to select the Database server.

o i.e.db.acme.com,8043

o Select one of the following authentication methods:

o Choose Windows Authentication mode to connect to the database, and then select Next. You are
prompted to enter the service account that you want to use. This service account is used to run all the
application pools and AirWatch related services. This account must be an account that has AirWatch
Database access.

o Choose SQL Server Authentication mode to connect to the database. You are prompted to enter the user
name and password.

e Enter the name of the AirWatch database or browse the SQL server to select it from a list.

10. Enter the Internal DNS URL or FQDN of the Console Server in the Admin Console DNS/IP Address text box for the
Web Console. Enter the External DNS for the Device Services External DNS name text box for the Device Services
server.

Ensure that you are entering the full internal DNS URL or FQDN of the Console Server in the Admin Console
DNS/IP Address text box. Do not enter the shortname for the server. For example, if the Console server is
awconsole.company.local, do not simply enter awconsole for your URL.

Ensure that the DNS names are correct and there are no spaces after the end of each. If an error is made, the whole
installation must be removed and reinstalled.

Select whether to enable support for the SOAP AP| endpoints to be SSL Offloaded by selecting API Server SSL
Offloaded?
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# AirWatch - Installation Wizard X

Web Console and Device Services Server Information

Specfy server settings and whether HTTPS is being used. If vmware airwatch
settings are the same, please select same as above.

Web Console
Admin Console DNS/IP Address

[ HTTPS?
Device Services
Device Services External DNS name | I

HTTPS?

[] same as above?

[ aP1 Server SSL Offioaded?
InstallShield
< Back Next > Cancel

11. Ifthe Global Enterprise Manager screen displays, then verify your Company name.

o Enter your Company Name, which is your organization's SalesForce name provided by AirWatch.
o Select your Environment Type from the drop-down menu.

o Enteryour Installation Token from myAirWatch.

o SeeGenerate Installation Token from myAirWatch (Automatic Method) on page 54if your application server
has outbound Internet access to the AirWatch signing service, as defined under the Network Requirements
in the VMware AirWatch Recommended Architecture Guide.

o See Generate Installation Token from myAirWatch (Manual Method) on page 56if your application server
does not have Internet access to reach the AirWatch signing service.

12. Choose whether you want to participate in the VMware User Experience Improvement Program.

This program collects and uses technical information related to the performance, configuration and use of AirWatch
to improve and benchmark its products and services, fix problems, and to advise customers on how to use its
products and services.

VMware AirWatch Installation Guide | v.2018.03 | March 2018
Copyright © 2018 VMware, Inc. All rights reserved.

vmware airwatch 51




Chapter 4: Application Server Installation

i AirWatch - Installation Wizard x|

User Experience Improvement Program )
Please specify UEIP Particpation Preference vmware airwatch

User Experience Improvement Program

VMware collects and uses technical information related to the performance,
configuration and use of this product to improve and benchmark its products and
services, fix problems, and to advise customers on how to use its products and
services. You can help us with this effort by agreeing to send this limited data to
VMware. The data is used by VMware and its service providers on an aggregated
basis. You can change your participation in the program at any time in your
preference settings.

Participate in VMware's User Experience Improvement Program (% Yes ( No

I[nstallShield

<Back Next > Cancel |

13. Choose the AirWatch used Web site. By default, the ‘Default Web Site’ is selected.

14. Ifyou choose to install the AirWatch Cloud Messaging component (selected by default for the Device Services
server), you receive a prompt to enter the AWCM settings:

o Enter 0.0.0.0 for the value of the listening address, which is a wildcard value that tells AWCM to listen on all
available interfaces on the server.

The value for listening address might be a specific IP address matching an interface on the server if this is needed
per your network deployment.

Use 2001 as the AWCM Services Port. Consult your AirWatch account services representative before using
another port.

« To automatically use an AirWatch certificate without any additional configuration, ensure Use custom SSL
Certificate instead of built-in AirWatch certificate? is disabled. Otherwise, select the Use custom SSL
Certificate instead of built-in AirWatch Certificate check box and locate the PFX file of your SSL certificate.

If you are using your own certificate, ensure that you extract the full chain as part of the PFX file before uploading
it.

o If using SSL offloading through your load balancer, enable AWCM Server SSL Offloaded? and enter in the load
balancer hostname. Ifyou are not SSL Offloading AWCM, then you must upload your Device Services certificate
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for AWCM.

AirWatch Cloud Messaging Server Information )
Please specify AWCM server settings vmware all"W&t‘Ch

AWCM Listening Interface IU.U.U.U

AWCM Services Port j2001

[] Use custom 551 certificate instead of built-in AirWatch certificate ?

Certificate Password

InstallShield

15. When deploying AWCM node(s), select a clustering mode.

o Implicit Clustering — The default, recommended method. Requires load balancer-based persistence.

o Explicit Clustering — An alternative method for deploying multiple AWCM Nodes that does not use load
balancer-based persistence — data is shared in memory across all nodes. For more information, see the VMware
AirWatch Cloud Messaging Guide.

16. Click Install when prompted.

If you install using Windows Server 2016, a dialog box prompts you to disable HTTP2 support. Disable and continue.

17. Click Finish once all the files are copied to the server to complete the AirWatch installation.
The installation log file can be viewed by selecting a check box before Finish is selected.

Internet Explorer auto-launches and may fail, since IIS has not yet fully refreshed the Web sites.

18. Close Internet Explorer and run Chrome.
For the Console: Type https://localhost/airwatch to verify that the AirWatch Console renders successfully.

For Device Services: Type https://localhost/devicemanagement/enrollment to verify that the device Group
ID prompt is shown.

Since the SSL certificate is not bound to the localhost session, an error displays. Select Proceed to view the site. The
first time the Web site displays, it may take up to minute to resolve.

19. Ifnecessary, reset IIS using the Command Prompt to bring the site online: iisreset

As part of the standard, multi-server installation, you must now go through the procedure again, this time for the other
app servers. If you have extra device services servers, then you must run the installer on each additional Device Services
server.
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Generate Installation Token from myAirWatch (Automatic Method)

Toward the end of your AirWatch installation, you may see a screen asking for your Installation Token generated from
myAirWatch. This token is used to provision the necessary secure channel certificate to your AirWatch database if it is not
already present, such as in the case of a new installation.

To retrieve the token automatically, your AirWatch application server must have outbound Internet access to the
AirWatch signing service, as defined under Network Requirements in the VMware AirWatch Recommended Architecture
Guide.

1. After AirWatch installation, on the Global Enterprise Manager screen, enter your Company Name and Environment
Type.

2. Select the myAirWatch link, which should open the myAirWatch website. If the token field is not displayed, then no
certificates are needed or the signing service could not be reached. If the service cannot be reached, see Generate
Installation Token from myAirWatch (Manual Method) on page 56.

-

fi§ AirWatch - InstallShield Wizard

Global Enterprise Manager (GEM)

vmware airwatch

Flease enter your company information

Company Mame I

Environment Type IPruductiun j

Installation Token I

Please generate your token at MyairWatch

InstalShield

< Back I Mext = I Cancel

3. Loginto myAirWatch and navigate to myAirWatch > My Company.

4. Select Certificate Signing Portal.
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myairwatch A

AirWatch Customer
& N 28

My Deployments My Environments My Team

My AirWatch Depoyments

On-Premise Blue

Traiing

5. Select Authorize Install.
myairwatch Q A
Certificate Signing

The Certificate Signing Portal provides tools to ensure the security and integrity of your On-Premise AirWatch deployment.

Choose from the options below based on your current stage in the deployment process.

[ am in the process of installing the AirWatch Console and | have installed the AirWatch Console in a closed network and
need to complete the autharization step I'm preparing to enroll devices
.
i 9~ ~@+ g
AUTHORIZE INSTALL SIGN A CERTIFICATE

6. Select Generate a Token.
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myairwatch a A

Install Authorization

AirWatch needs to ensure that the installation of the console is performed by an authorized member of your organization. During installation of the AirWatch console on the application serves
the installer will check for network access from the application to the Certificat

ce that is hosted by /

ch.

>ending on whether your AirWatch application server is
located in an open or closed network, th

possible methods to complete authorization.

Select one of the options below based on your network setup.

My AirWatch application server DOES have access to the Iy AirWatch application server DOES NOT have access to the
publicintemet publicinternel
The AirWatch installer will promptyou t enter an Installation The installer will generate and download a Certificate Signing
oken, which you can generate by clicking here. Request (CSR) plist file for you to upload.
03 K
(), =—p
,n. CSR
—J
GENERATE A TOKEN UPLOAD YOUR FILE

7. Enter your token in the Installation Token field on the Global Enterprise Manager screen to complete the

myairwatch a @
This method of authorization only applies if the following conditions are met:
'u‘ f— -] .
leh -
EIN % =
The AirWatch console being The AirWatch console is being The server on which the
installed is of Version 9.1 or installed in an On-Premise AirWatch console is being.
higher implementation installed HAS outbound access
to the public internet
Follow the steps below to complete the authorization process YOUR TOKEN
and proceed with installation:
1. Run the AirWatch installer and follow the prompts until you are asked to enter an Installation Token. 2 p IYQC RX4B
2. Copy the token displayed on this page. You may also regenerate the token if required.
3. Return to the AirWatch installer and paste the copied token into the prompt. this token wil expirein 16 hours 17 minutes
4.Follow the remaining prompts in the installer to complete the installation process.
\ J

Generate Installation Token from myAirWatch (Manual Method)

Toward the end of your AirWatch installation, you may see a Global Enterprise Manager screen asking for your
Installation Token generated from myAirWatch. This token is used to provision the necessary secure channel certificate
to your AirWatch database if it is not already present, such as in the case of a new installation.

If your AirWatch application server does not have outbound Internet access to the AirWatch signing service, as defined
under Network Requirements, then the Authentication Token field does not display on the Global Enterprise Manager
screen. In this case, the manual flow installer is automatically launched. In case the installer is not automatically
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launched, you can manually run it by navigating to AirWatch/Supplemental Software/Certinstaller/ and running
Certificatelnstaller.exe. This opens a screen to guide you through the manual installation method.

1. Hit Next to continue and start the wizard.

2. Select whether to use SQL Authentication or Windows Authentication. Select the same option that you chose during
the main installation procedure. For SQL Authentication, the appropriate credentials are seeded in your config file.
For Windows Authentication, you must enter the credentials of the Windows user to authenticate.

p
AirWatch Certificate Installer

Database Authentication Mode

Choose the mode of Authentication to the Aitw/atch Databaze. The zettings here should be the same az
defined in the Airafatch inztaller earlier in the inztallation. Choosing 'SAL Authentication' will uze the values
entered earlier in the install Choosing "windows Authentication' will require entering the windows uger with
which to authenticate with again.

" SOL Authentication
e windows Authentication

Dramair: I

Izername:; I

Paszword: I

< Back Mext = Cancel

3. Select the Get File button to generate a .plist file that contains a batch of certificate signing requests. Save this file to
a location that has outbound Internet access to the myAirWatch signing service.
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, AirWatch Certificate Installer =]
Get Request File for myAirWatch

Select "Get File'" below to generate the Certificate Request package and save it to a file. Thiz file must be
tranzparted to an environment that has outbound internet access and uploaded to mpdits’atch. Be sure ta
zave the file that mpdirefatch gives in response and fransport it back to this machine.

< Back MHewt = Cancel

4. Login to myAirWatch and navigate to myAirWatch > My Company.

5. Select Certificate Signing Portal.

myairwatch A

AirWatch Customer
& N 28

My Deployments My Environments My Team

My AirWatch Depoyments

On-Premise Blue

Introduction Training gl el uirements, Install Configuration Wrap-up

6. Select Authorize Install.
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myairwatch o Q A

Certificate Signing
The Certificate Signing Portal provides tools to ensure the security and integrity of your On-Premise AirWatch deployment.

Choose from the options below based on your current stage in the deployment process.

[ am in the process of installing the AirWatch Console and [ have installed the AirWatch Console in a clesed network and
need to complete the autharization step I'm preparing to enroll devices
.
9 >~
AUTHORIZE INSTALL SIGN A CERTIFICATE

7. Select Upload Your File.

myairwatch Q A

Install Authorization

the installer will check for network access from the application

AirWatch needs to ensure that the tion of the console is performec

ver to the

n autharized member of your organization. During installation of the AirtWatch console on the application serve

Depending on whether your AirtWatch application server is

ort Signil ice that is hosted by Air!

located in an open or closed network, there are two possible methods to complete authorization.

Select one of the options below based on your network setup.

My AirWatch application server DOES have access to the Iy AirWatch application server DOES NOT have access to the
publicinternet publicinternel
The Airwatch installer will prompt you to enter an Installation The installer will generate and download a Certificate Signing
oken, which you can generate by clicking here. Request (CSR) plist file for you to upload.
+*
_;
CSR
| S—
GENERATE A TOKEN UPLOAD YOUR FILE

8. Select the link to upload a .plist file from your computer and select the .plist file you saved previously.
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myairwatch a A
Upload a File

This method of authorization only applies if the following conditions are met:

AN

.
o f1_—— o]

8 =9

lch console being The

Lch console is being
an On-Premise
mplementation

The server on whic

console is being,

NOT HAVE outbound access to
the public internet

ol Version 9.1 or
higher

instal

Follow the steps below to complete the authorization process and proceed with installation:

nd follow the prompts until you are asked to do

d a plist file,

sen signed by the Certificate Signing Service,
Go back to the Alr

v the remaining prompts in the installe

0 complete the

stallation process

Click here to uplgad

T your computer

'SEARCH MYAIRWATCH

CERTIFICATE SIGNING

‘The Certificate Signing Portal provides a process to submit Certificate Signing Requests (CSRs) to AiWatch. The returned AirWatch-signed certificates can then be used to complete the
installation.

To obtain AirWatch-signed certificates, provide the .plist file which was generated

file will be containing the signed certificates.

SIGN A NEW CERTIFICATE

upload batchCsr.plist or click here to choose a different file

UPLOAD THIS FILE

Q
airwatch.com  privacy

myAirWatch - © 2017 VMware, Inc. All Rights Reserved.

10. Intheinstaller, select Set File and select the file myAirWatch provided. If successful, the Next button is enabled and
you may proceed with installation.

Installation Failed

If you see the installation failed screen at any point during installation, then something went wrong. You can select Back
to try again or contact AirWatch Support for assistance.
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(Optional) Run the Installer on Additional Device Services Servers

Running the installer extra times is only required if you have more Device Services servers, because you must run the
installer on each additional server.

1. Logon toone of your Device Services servers and start the AirWatch Installer.

2. Click through the screens until you reach the Export/Import Setup Configuration form. This time, select Export
configuration and use it on multiple servers if you have multiple load-balanced Device Services servers. If you only
have one Device Services server, then choose Continue Setup without exporting/importing config file once again.

=%y

airwatch

by WITIAGINE

(®) Continue Setup without exporting importing config file

() Export installer configuration and use it on identical servers

() Import installer configuration from an identical server

InstallShield

3. Next, select the AirWatch features that you want to install on the specific server. This time, select only AirWatch
Device Services.

AirWatch Features

Select the Airwatch features you want installed, The default selecton VITIWGIE airwatch
provides all features required in a typical single server installation.

Click an an icon in the list below to change how a feature is installed.

Feature Description

The Admin Console Server is
utilized by administrators to
manage devices through a web
interface.

- =l | AirWatch Device Services
{ .4 | AirWatch Admin Console
YMware Identity Manager

This feature requires 112MB on
your hard drive. It has 6 of 9
subfeatures selected. The
subfeatures require 5690MB on
your hard drive,

C:\airwatch',

InstallShield
| tep || spae
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’ If you are installing multiple AWCMs (which are typically on the Device Services servers), then you should

refer to the following Knowledge Base article: https://support.air-watch.com/articles/115001666028.

4. Enterthe file path to the AirWatch Directory once again, and choose Next.

5. Enter the information about the AirWatch Database. Do not select the check box as there is no need to generate a
database script.

6. Enterthe Console and Device Services Server URLs.
7. Specify the AirWatch Web Site.
8. Click Install, and then select Finish.

9. Ifyou have additional Device Services servers to install, run the installer on each server but import the existing
configuration file that you exported on your first Device Services server. You need to only select through the Installer
without entering any configuration details.

Run the AirWatch Installer on the VMware Identity Manager Service

For Workspace ONE deployments, you must select and install the VMware Identity Manager Service as part of your
AirWatch installation. You can deploy the service on a standalone identity manager server.

1. Ontheldentity Manager Service server, open the 9.2 Application folder and run the AirWatch Application
9.2.X Full Install.exe.

Run the AirWatch installer from an account with administrator privileges. If you do not have administrative
privileges, right-click and choose Run as Administrator to run the installer.

The installer stops all the services on the App server automatically.

2. Theinstaller installs pending server prerequisites, if any.

Certain software components you might be prompted to download, such as .NET and TLS, require a reboot. Proceed
with the installer until finished and reboot when you are done.

3. Click Next once the AirWatch installer begins. The End User License Agreement (EULA) appears.
4. Accept the EULA and select Next.

5. You can ignore the Multi-Server Configuration screen and select Next. This screen is used to configure additional
Device Services servers. To set up high availability for Identity Manager, you must configure clustering settings,
which are detailed in a future step.

6. Select only the VMware ldentity Manager feature.
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AirWatch Features

Select the AirWatch features you want installed. The default selection VITIWare airwatch
provides all features required in a typical single server installation.

Click on an icon in the list below to change how a feature is installed.

Airwatch Device Services :EE;E_DE:UIF:?Q” g

: : e Device Services Server
AirWatch Admin Console contains all of the endpoints
required for devices to
communicate with AirWatch and
regularly check-n.

This feature requires OKB on
your hard drive. It has 0 of 11
subfeatures selected. The
subfeatures require OKE on your
hard drive.

VMware Identity Manager

InstallShield

7. The AirWatch Prerequisites screen displays to ensure that you meet the requirements. At this point, the installer
checks for modules that are required for a successful deployment of the Identity Manager service. You are prompted

to install any missing components. Select Next.
8. Choose the directory in which to install the VMware Identity Manager service, and then select Next.

The directory path to which you install the VMware Identity Manager service cannot contain a space, or installation

will fail. For example, an installation to C:\Program Files fails, while an installation to C:\AirWatch (the default
installation location) succeeds.

9. Enter information about the AirWatch_IDM database.
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VMware Identity Manager Database Server

Select database server and auth method used to communicate vmware airwatch
with the WMware Identity Manager Database

VMware Identity Manager Database server:

|AmeDESeruer vl | Browse...

Application Connects using:

LognID:  |AcmeDBAdmin

Password: || TIIIIIL]

VMware Identity Manager Database Mame:

airwatch_Iom

Installshield

« Select Browse next to the Database server text box and select your database server from the list of options. If
you are using a custom port, do not select Browse. Instead, use the following
syntax: DBHostName,<customPortNumber>, and then select Browse to select the Database server.

o Forexample: db.acme.com,8043

Do not select PostgreSQL as your database. This is an internal database created by the VMware Identity
Manager service. This database does not scale and should only be used for Proof of Concept installs.

o Enteryour SQL user credentials in the Login ID and Password text box. Windows authentication is not
supported currently for the AirWatch_IDM database.

o Enter the name of the database — AirWwatch_IDM —or browse the SQL server to select it from a list if you renamed
it.

10. Enter the Internal DNS URL or FQODN of the Console Server in the Admin Console DNS/IP Address text box for the
Web Console. Enter the External DNS for the Device Services External DNS name text box for the Device Services
server.

Ensure that you are entering the full internal DNS URL or FQDN of the Console Server in the Admin Console
DNS/IP Address text box. Do not enter the shortname for the server. For example, if the Console server is
awconsole.company.local, do not simply enter awconsole for your URL.

Ensure that the DNS names are correct and there are no spaces after the end of each. If an error is made, the whole
installation must be removed and reinstalled.
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Web Console and Device Services Server Information

Specify server settings and whether HTTPS is being used. If vmware airwatch
settings are the same, please select same as above.

‘Web Console

Admin Console DNS/IP Address |dev.acrr|edev.corn
[W|HTTPS?

Device Services

Device Services External DNS name |dev.amedev.cnm
[v]HTTPS?

[w]5ame as above?

InstallShield

| <Bak || mext> || cancel

11. Enter information about your Identity Service.

o External Hostname: Enter your externally registered DNS record for your external hostname. You must enter the
FQDN, and not the short hostname or IP address.

o Internal Server Hostname: Enter your internally registered DNS record for your internal hostname. You must
enter the FQDN, and not the short hostname or IP address.

o (Optional) Use your own SSL certificate: Browse and upload your own SSL certificate and enter the certificate
password.

o (Optional) HTTPS proxy: Enter information about your HTTPS proxy.

Select Next.
12. Create your default Identity Manager admin account password.

13. (Optional): Select the join a cluster check box if you want to join to an existing cluster for high availability. You must
set up an initial Identity Manager instance before using this option. Use the following procedure:

a. Onyour first Identity Manager instance, run the script located at <INSTALL _
DIR>\VMwareldentityManager\usr\local\horizon\scripts\generateClusterFiles.bat and provide a filename
password to encrypt the cluster bundle.

b. Upon installing your second Identity Manager instance, select the join a cluster check box.

c. Browse to your cluster config (ENC) file. By default the file is located at <INSTALL _
DIR>\VMwareldentityManager\usr\local\horizon\<filename>.enc.
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d. Enterthe cluster password you previously created and select Next.

i

VMware Identity Manager Activation

Please create your admin activation credentials in order to activate vm et
VMware Identity Manager or provide your duster configuration ware alrwatCh
package to join this server to an existing duster.

E Are you joining an existing duster?

Cluster Config (.enc): IC:\, Browse...

Cluster Password: || |

Confirm Password: || |

InstallShield

14. Select Install when prompted.

15. To complete the installation, select Finish once all the files are copied to the server.

The installation log file can be viewed by selecting a check box before Finish is selected.

Configure the VMware Identity Manager Service Manually

If the installation of VMware Identity Manager does not successfully complete the configuration, you must manually do
so.

To configure the VMware ldentity Manager service manually:

1. Navigate to the configuration pages available at https://<hostname>:8443/cfg.
The hostname must be the FQDN.

2. Login with the VMware ldentity Manager service admin account password.

When you installed the VMware Identity Manager through the AirWatch installer, you created a default identity
manager admin account password. Enter that password here.

3. Navigate to the Select Database page and configure the following settings:

a. Select External Database.

b. IntheJDBC URL, enter:

jdbc:sqglserver://<hostname-or-DB VM IP ADDR>;DatabaseName=AirWatch

c. Enterthe database user name and password.

d. Testthe connection.
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4. Update the FQDN. Configure the following settings:

a.

b.

e.

Log in to the VMware Identity Manager administration console.
Select the Appliance Settings tab, then select VA Configuration.
Select Manager Configuration and log in with the admin user password.

Change the host name part of the URL from the VMware Identity Manager host name to the load balancer host
name.

For example, if your VMware Identity Manager host name is "myservice" and your load balancer host name is
"mylb", change the URL "https://myservice.mycompany.com" to the following: https://mylb.mycompany.com.

Select Save.

The VMware Identity Manager service is now configured.
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Reports Overview
Connect the Database to Reports Server .........................
Configure the Service Account for SSRS ...........................
Configure the Web Service URL ... ...
Set up the Reporting Database
Verify the Report Manager URL and Web Service URL ........
Set up the AirWatch SSRS User
Add the SSRS User to IIS_IUSRS
Run the AirWatch Reporting Installer ..............................
Integrate Reports with the AirWatch Console

Reports Storage Overview
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Reports Overview

This chapter walks you through the process of installing AirWatch Reports to enable report configuration, report
subscription, and data driven email for your AirWatch deployment.

Reports Options
There are three options for configuring reporting.

o Option 1: Custom Reports

Custom reports allow you to create reports on your AirWatch deployment based on your business needs. Custom
reports use a cloud-based report storage to gather data and create the reports. The custom reports feature provides
faster, easier access to critical business intelligence data than normal AirWatch reports. Custom reports allow you to
build customized reports using starter templates or create a report from scratch. You can choose from a wide range
of data fields such as Apps and Devices.

For more information on Custom Reports, see the Custom Reports Overview in the Report Analytics Guide,
available at my.air-watch.com/help.

o Option 2: New Reports

The reports functionality allows you to access detailed information about the devices, users, and applications in your
AirWatch solution. The exports of these reports are in CSV format.

For more information on Custom Reports, see the Reports Overview in the Report Analytics Guide, available at
my.air-watch.com/help.

« Option 3: Legacy SSRS

The AirWatch Reporting module integrates with SQL Server Reporting Services (SSRS), which is a SQL Server module
deployed with the main SQL Server instance. Sometimes the SSRS module is deployed on a separate Server. In this
case, install AirWatch Reporting on the Server hosting SSRS.

Beginning with AirWatch v.9.2, the SSRS installer is no longer included with the AirWatch installation package. To add
Legacy SSRS reporting to your AirWatch v9.3 deployment, run the Reports installer for AirWatch v.9.1 in addition to
your normal AirWatch installation.

Important: While your reports server can be installed on the same server as the database, a dedicated SSRS
instance is required for reports installations. Installing AirWatch Reports on an existing production reporting
instance may cause reporting failures.

For more information on Legacy SSRS, see Configure the Service Account for SSRS on page 70.

Connect the Database to Reports Server

If you are installing reports on the AirWatch database server, then you must connect the database to your reports
service instance.

Complete the following steps to configure the SSRS instance on the SQL Server:

1. Navigate to Reporting Services Configuration: Start > Microsoft SQL Server > Configuration Tools > Reporting
Services Configuration.
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2. Provide the Server Name to select the name of the Server that SSRS runs on.

3. Select Report Server Instance from the drop-down menu to choose where to install AirWatch Reports.

4. Click Connect.

Reporting Services Configuration Connection E:a

Microsoft SQL Server 2008 Reporting Services
Connect to a report server instance:

Please specify a server name, click the Find button, and select a report server
instance to configure.

Server Name:
Report Server Instance:

5. Ensure that the Report Server status is Started. If it is not, start the server from the Configuration Manager
Window, or navigate to the SQL Server Configuration Manager (Start > Microsoft SQL Server > Configuration
Tools > SQL Server Configuration Manager), and start the service.

p

E{- Reporting Services Configuration Manager: SRS MSSOLSERYER H=] n

gp gai:ServerzooeRz

Reporting Services Configuration Manager

44 Cannect
i% el Report Server Status

Use the Reporting Services Configuration Manager tool to define or modify settings for the Report Server and Report
|j Manager. If vou installed Reporting Services in files-only mode, you must configure the Web service URL, the

5 )
& Service Account database, and the Report Manager URL.

&9 Web Servics URL Current Repork Server
| Database SCL Server Instance: MSSOLSERVER.

Instance ID:

0 Report Manager URL Edition: STAMNDARD EDITION
Product Version: 10.50.1600.1

= E-mail Settings Report Server Database Mame: Alrwatch_RS

Report Server Mode: Mative
[P Execation Accourt Repart Service Status: Started
Start: | Stop |

& Encryption Keys

,;"'_\ Scale-out Deployrment

Configure the Service Account for SSRS

You must configure a Service Account where the SSRS instance runs. The default runs as a Local System Service.
Alternatively, you can provide the account credentials to run under a service account.
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Beginning with AirWatch v.9.2, the SSRS installer is no longer included with the AirWatch installation package,
because improved reporting functions are included with the AirWatch v.9.2 Installation package. For more
information about alternative options, see Reports Overview on page 69

First, ensure that this account has the correct permissions to the AirWatch Database. You can add the following
permissions to the service account for SSRS:

1. Loginto SQL Server Management Studio.

2. Navigate to Security > Logins > <Your DB User> to locate your DB User in the Object Explorer, and then right-click
and choose Properties.

3. Navigate to the Server Roles tab. Select server role as Public.

8 Seript ([ Help

j;? IUser Mapping Server role is used to grant server-wide security privileges to a user.
47 Securables

17 Status
Server roles:

[[] bulkadmin
[] dbereator

[] diskadmin

[] processadmin
[] public

["] securityadmin
[ serveradmin
[] setupadmin
[] sysadmin

4. Select User Mapping.
o Ifyou arerunning the reports installer using a Service Account, include the following permissions:

o Select the AirWatch database, then select the db_owner and public roles.

e}

Select the master database, then select the public role.

Select the msdb database, then select the public role.

[e]

Select the ReportsServer_Reports_DB database, then select the db_owner, public, and RSExecRole roles.

o

o

Select the RS_TempDB: Owner database, then select the public and RSExecRole roles.

o Ifyou are running the reports installer using Windows Authentication, include the following permissions:
o Select the AirWatch database, then select the public role.
o Select the master database, then select the public role.

o Select the msdb database, then select the public role.
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5. After confirming these permissions, enter your service account details on the Service Account tab.

ﬁ- Reporting Services Configuration Manager: S 155 0L SER YER:

gp W Server2008R2

Reporting Services Configuration Manager

7 Conneck =
2 Service Account

3 \MSSCLSERVER

% Specify a built-in account or Windows domain user account to run the repart server service,
5.’4 Service Account k.

‘i’ ieb Service URL Report Server Service focounk

Chonse an option to set the service account and then click Apply.

| Database € Use buik-in account: INetwurk Service j

& Use anather account:
0 Report Manager URL

Account {Domainiuser): I

4 E-mail Settings Password: I........
ﬁ Execution Accounk
1 Encryption Keys

;"d Scale-out Deployment

Configure the Web Service URL

After configuring service accounts (see Configure the Service Account for SSRS), you can configure the Web service
URL used to access the AirWatch Reports server.

1. Navigate to the Web Service URL tab.

\MSSQLSERYER

= Microsoft SOL Server 2008 Reporting Services
i Reporting Services Configuration Manager

3} Connect

\ieb Service URL

S A= === 3\MSSQLSERVER

‘Q Configure a URL used to access the Report Server, Click Advanced to define multiple URLs for a single Report Server

% Service Account instance, or to specify additional parameters on the URL,

Report Server Web Service Virtual Directory

B web Service URL

Wirtual Direckaory: IReportServer
D Database Repart Server Web Service Site identification

1P Address: IAII Assigned (Recommended) j
a Report Manager LRL

TCP Part: Jao
% E-mail Settings SaL Certificate: [ihuot Setected) =l

S5L Port: | Advanced. .,

ﬂ Execution Account

Report Server Web Service URLs
?.\ Encryption Keys

URLs:

& 1 1 Scale-out Deployment:

2. Complete the settings to configure the Web Service URL.
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This URL is the endpoint that the Console Server accesses to view reports, and is specified in the Virtual Directory text
box. The reporting URL is entered into the console as http://SSRS SERVERNAME/ReportServer.

Note: If both 1IS 7.0 and SQL Server are running on the same machine (that is, Appliance Type installs), set the SQL
Server endpoint to listen on a port other than 80. This problem does not exist for IS 6.0.

If there are multiple instances of reporting on the same SQL Server, give the new Web Service URL a unique name, for
example, ReportServer_AirWatch.

Set up the Reporting Database

AirWatch Reports requires its own database. Use the following basic procedures to set up this database.

1. Configure the database used for the reporting services data. SysAdmin (SA) privileges are required to create an
AirWatch Reporting database.

Report Server Database Configuration Wizard

Change Databass

Chaose whether 1o create of corfigurs a repalt server database.

Slien Chense a loeal o remole pelance of & SO0 Server Dalzhace Engine and cpecily
Dalabase Servel ciedenlials thal have pemisson o cosnect b that sevel
Dalatase
Credentid: Cornect tothe Database Seovar
Sumima
Server Nama: —————
Pregiess and Finish
Autheriicalion Type: [50L Server Accourt =l
Uszername: |ar.
Pazserd: [sasnusanes
Tesl Conneclian
@ Frevius | Wet | Cared
\ J

2. Specify the database used for reporting. The default name is ReportServer. If this name is already in use, change it to
create a reporting database.
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3. Create the Report Server Database in Native Mode.

Report Server Dat abase Configur ation Wizard

Change Database
Choose whelher fo create of configure 4 iepoit seiver dalabase.
S Enler a databare name, select the language to use for running SOL scrpls, and spealy
Dialabass Sener whether 1o ceale the database n nabve o ShaePc mode.
Dalabace
Credentia Database Name: m
Siumiraly Temp Databaze Mame AeporServerT emg
Progress and Firis# Language |Engiish {Urited S1ates) =]
Repoit Server Mode. & Naive Mode
[% ™ SharePoink Integrated Mode
w Prevous | Ned | Caed |
.

J

4. Usethereport server credentials to connect to the Report Server Database.

F!ll;uhli Server Dakahase Configuration Wizard

Change Dafabase
Change whether to ciese o configue 3 repart server dotehase

At : 4 i
e Specify the credentizl of an existing account that the report serven wil wss to connect to
Databazs Sarver the repor sarver datanacs. Pamrission to access e report server database wil be

% o avtomatically granted tothe account pou spacify,

Databazs
Coedenticl:
Summay Ciederbals:
Progess and Fiish
Auithentication Type:
Uszer nome: |in'-’||\fi|’l'-‘
Facwand | [:&

Pieviows [ Hew Carcel

5. Complete the remaining options.

Verify the Report Manager URL and Web Service URL

The Report Manager is a service provided by SSRS to enable users to manage reports and to set the data source that the
reporting Server uses. Use the Report Manager to add reports and upload RDL files to the AirWatch Reporting folder.
1. Access the Report Manager using the URL listed in the Report Manager URL page.

The default path is http://SERVER_NAME/Reports
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[ Reporting Services Configuration Manager: SN MSSOLSERVER

ﬁ ﬁ&ewermosnz

Reporting Services Configuration Manager

[ t
- e Report Manager URL

= | MSSQLSERVER

0 Configure a URL ko access Report Manager, Click Advanced ko define muliple URLS, or to spedfy addtional

ters on the URL.
4, Service Account parameterson the

& web Service URL Repart Manager Site Identification

Yirtual Directory: IREDDrts

| Database
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2. Access the Web Service URL using the URL listed in the Web Service URL page.
The default path is http://SERVER_NAME/ReportServer
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24 Connest Web Service URL
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Set up the AirWatch SSRS User

The AirWatch Console requires credentials to access the reports server endpoint and run reports. These credentials allow
the Console to communicate from the server it is hosted on and access the report server endpoint as an anonymous IIS
user.

This can be done in two ways:

o Use a Domain Service Account that is a member of the Anonymous IIS user group on both the console and the SSRS
Server.

o Set up alocal user with the same Username and Password on both the Console Server and the Report Server and
add this user to the IIS user groups on both Servers.

The steps below cover creating a local user. If you are using a domain service account, you can skip to Add the SSRS User
to IIS_IUSRS.

VMware AirWatch Installation Guide | v.2018.03 | March 2018
Copyright © 2018 VMware, Inc. All rights reserved.

vmware airwatch 75




Chapter 5: Reports Installation

Creating a Local User

1. From your local server, navigate to Tools > Computer Management and under Local Users and Groups, add a user.

This must be done on both the Console Server and the SQL Server running SSRS.
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2. Choose any user name and password, if they are the same on both the Console and SQL Reporting Server.

Remember these credentials for use in the AirWatch Console as the user name and password.

3. Clear the User must change password at next logon check box, and select the User cannot change password and
the Password never expires check boxes.
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Add the SSRS User to IIS_IUSRS

Whether you are using a Domain Service Account or a local user, that user must be added to the IIS_IUSRS group.

1. Click the Member Of tab for the user, and add the user to the IIS_IUSRS Group.

o am XD = Bm )
& Computer Management (Local | Name Full Name Description
a il System Took & Administrator Built-in account for administering—.
b () Task Scheduler ) Guest Built-in account for guest access t—
¢ [F] Event Viewes B e e e

b g Shared Folder
Fl E Local Users and Grougs
1 Users
| Groups
B @I Performance
an Devce Manager
4 B2 Srorage
+ W Windows Server Backup
= Disk Managerment
b Senvices and Applications

S Charges 10 8 user's grg membeniip
| Add., R are not effecte untll the neod tme the
user logs on
- J

2. Ensurethe SSRS_USER is also created on the AirWatch Console Server using the same steps. The password must be
same.

Next you must add the SSRS_USER to the Content Manager Role.
3. OntheSQL Server, navigate back to the Reporting Services Configuration Manager, select Report Manager URL.
4. Click Folder Settings > Security > New Role Assignment, from the home screen.

5. Enter the created SSRS User and select the Content Manager option.
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®

SQL Server Reporting Services

New Role Assignment
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6. Ensurethat the SSRS_USER presents as a Content Manager in the Home folder.
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Security I

Run the AirWatch Reporting Installer

The AirWatch Reporting Installer automatically configures reports, subscriptions to reports, and data driven emails on
your server.

The Windows user running the Report installer must have access to both Report Manager and Report Database, as this
access is required to deploy the report files on the Report Server. If you run the AirWatch Reporting Installer on a
separate server from the AirWatch database, ensure that your user has write access to the AirWatch database.

If you are using the Windows authentication credentials of the current user to connect to the database you are installing
to, you must:

o Shift-right click to run as a different user and log in as the Windows account you are using to authenticate, or
o Login as the Windows account you are using to authenticate, if you have not already.
Perform the following steps to install AirWatch Reports:

1. OntheSQL Reporting Services server (typically on the SQL server), open the 9.2 Reports folder, right-click the
AirWatch_Reports executable, and Run as an administrator.
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2. Accept the End User License Agreement.

3. Choose a folder in which to download all installation files.
report files to the Report Server.

Chapter 5: Reports Installation

After the download is complete, the installer uploads

fig AirWatch Reports - InstallShield Wizard

|

Install AirWatch Reports to:
D Airveatch’

InstallShield

< Back | Mext = I Cancel

4. Complete the database connection information text boxes. A best practice is to connect using the local SQL account
you used to install the AirWatch database, because it already has the correct permissions.

e Connect using Windows authentication credentials.

{ii Airwatch Reports - InstallShield Wizard

Application Database Server

Select Airwtatch database server and authentication method

Please select Airvwatch application Database

Airwatch Database server Information:

S SQL2003R2COLL

- -

- -

[
Caonneck using:
% wWindows authentication credentials of current user

™ Server authentication using the Login ID and passward below [:}

Browse. ., |

Lagiry I

Passmord: I

Mamne of airwatch database:
Airwatch_ o

Instalshield

Browse. ., |

< Back

| Mext = I

Zancel |

5. Provide Report Server and SMTP information, as shown. Confirm that the Report Server URL and Report Services

Location are correct.

« rs.exe location - The installer automatically populates this text box. If it is not populated, the typical path for this
file is C:\Program Files (x86)\Microsoft SQL Server\100\Tools\Binn\rs.exe.

o Report Server URL - This URL is the Web Service URL you configured in the step 1.
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o Report Service Location - Navigate to Server Manager or go to Services.msc and open the Services tab to locate
Report Services. Right-click "SQL Server Reporting Services" service and choose properties to view the path to
executable. You only need the root directory. If you are running multiple instances of SSRS, then select the one
that hosts AirWatch.

To avoid typographical errors, open Server Manager and navigate to Services. Locate SQL Server Reporting
Services, select Properties, then copy the path before "\Reporting Services" and paste it into the Report Services
Location text box. See the image for an example. Ensure that there is no trailing "\" in the Report Services
Location text box once pasted.

£, 5QL Server V55 Writer
. iscovery

o SMTP Port - Pull the SMTP information from the rsReportServer.config file, located under
E:\DirectoryAbove\Reporting Services\ReportServer\rsreportserver.config.

I;;I Airwatch Reports - InstallShield Wizard

rs.exe location IC:\Prwern Files (x86)\Microsoft SQL Server|100\Tools\Binn\rs.exe

Report Server LRL  fhitp:/f IReportServer__
Report Sarvices ZIER

SMTP Server/IP lspfzatlanta.wmderhqwifi‘com

SMTP Sender ir-
]noreplv@alr watch.com

InstallShield

<Back Next > cancel | |

"

6. For Only Windows authentication credentials: From the SSRS, update the AirWatchDS information in the Connect
using area.

a. Locate and access the AirWatch Data Source in your SSRS instance:

— Home - Report Manager - Windows Internet Explorer - IE'
= | 2 e i
A S Ié http: b1 Reports Pages/ Folder. aspx .Dj || XK @ " ‘[ReportServer - | = Home - Report Manager x | | s
Home | My Subscriptions | Site Settings | Help
3 SQL Server Reporting Services
=& Home Search [2]
4 New Folder . New Data Source L Report Builder (4 Folder Settings ‘¢ Upload File | Details view
ﬁ AitWatch
\ J
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b - Report Flanages - Wimdows
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b. Select the Credentials stored securely in the report server option.

-
K Delete | 2 Move | [l Generate Model

Marne |,l‘\irwatchDS

Description: lAirvyatch Data Source ;I

™ Hide in tile view

¥ Enable this data source
Data source type: IMicrnsnﬁ S0L Server j
Connection string: ;'

Diata
Source=. - -

Connect using:
" Credentials supplied by the user running the report

Display the following text to prompt user for a user name and password: b&

|Type or enter a user name and password to access the data source
= Use as Windows credentials when connecting to the data source

@ Credentials stored securely in the report server

User narme: l -

Pasgward: |uuu..
¥ Use as Windows credentials when connecting to the data source
[ Impersonate the authenticated user after a connection has heen made to the data source

© Wyindows integrated security

" Credentials are not required

Apply |
.

c. Enter auser name. This user name is the same user name you use to run the SSRS.
d. Enterthe applicable password.

e. Selectthe Use as Windows credentials when connecting to the data source check box and apply your settings.

Verifying Reports Functionality

To verify reports functionality, simply select a report and verify that it displays:
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Integrate Reports with the AirWatch Console

The final step to enable AirWatch Reports in the Admin Console is configuring the application to use the Report Server
endpoint.

Ifthe SQL Server is on a separate domain from the Console Server, you must enter the Domain Name of the SQL Server.

1. Inthe Admin Console, navigate to Groups & Settings > All Settings > Installation > Reports. Ensure you are logged
in as an administrator with the System Administrator role at the Global organization group level.

2. Enter the following parameters:
o Server URL—The Report Server URL (http://YourReportServer/reportserver by default).
o Username —The AirWatch SSRS user that you created.
o Password —The AirWatch SSRS user password.

o Domain Name — Enter the domain name of your active directory. This is only needed if you are using a Domain
Service Account.
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Installation / Reports

Current Setting Inherit (® Override

Server URL* [http:h‘acmedm23fReporTserver

Username* | ssrs_Reports

Password® | sssseses Change

Domain Mame | acmedb123

Save

Reports Storage Overview

Optimize the storage of your AirWatch Reports through reports storage. This storage feature increases the performance
of AirWatch Reports.

This storage is different than file storage used by reports, internal applications, and content. If you already use file
storage, you do not need to enable reports storage. Consider enabling reports storage if you see a performance impact
on your AirWatch database when using reports. Reports storage applies to reports only, helping increase overall reports
performance, and reducing the burden on your AirWatch database.

If you enable both file storage and reports storage, reports storage overrides file storage when storing reports.

Report storage requires a dedicated server to host the service and storage of the reports.

Reports Storage Requirements

To deploy the reports storage solution, ensure that your server meets the requirements.

Note: If you are already using File Storage, then Report Storage is available, but not required to run your
deployment. If you configure Reports Storage alongside File Storage, the report files will prioritize report storage over
file storage.

Create the Shared Folder on a Server in your Internal Network

o Report storage can reside on a separate server or the same server as one of the other AirWatch application servers in
your internal network. Ensure only the components that require access to the server can access the report storage
server, such as the Console and Device Services servers.

« Ifthe Device Services server, Console server, and the server hosting the shared folder are not in the same domain,
then establish Domain Trust between the domains to avoid an authentication failure. If the Device Services or
Console servers are not joined to any domain, then supplying the domain during service account configuration is
sufficient.
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Configure Reports Storage at the Global Organization Group

Configure reports storage settings at the Global organization group level in the AirWatch Console.
Create a Service Account with Correct Permissions
o Create an account with read and write permissions to the shared storage directory.

o Create the same local user and password on the Console, Device Services, and the server that is being used for report
storage.
o Give the local user read/write/modify permissions to the file share that is being used for the Report Storage Path.

If you give the user modify permission, AirWatch automatically deletes old reports from the storage. If you do not
give the user modify permissions, consider monitoring report storage to prevent running out of space.

o Configure the Report Storage Impersonation User in AirWatch with the local user.

You can also use a domain service account instead of a local user account.

Allocate Sufficient Hard Disk Capacity

Your specific storage requirements may vary depending on how you plan to use reports storage. Ensure that the reports
storage location has enough space to accommodate the reports you intend to use.

For storing reports, your storage requirements depend on the number of devices, the daily number of reports, and the
frequency with which you purge them. As a starting point, plan to allocate at least 50 GB for deployment sizes up to
250,000 devices running about 200 daily reports. Adjust these numbers based on the actual amount you observe in your
deployment. Also apply this sizing to your Console server if you enable caching.

Enable Reports Storage

Enable reports storage to store your reports on a dedicated server and increase performance.

To enable reports storage, take the following stpes.
1. Navigate to Groups & Settings > All Settings > Installation > Reports.

2. Set Report Storage Enabled to Enabled.
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3. Configure the report storage settings.

Serttings Description

Report Storage Enter your path in the following format: \\{Server Name}\{Folder Name}, where Folder Name is
File Path the name of the shared folder you created on the server.

Report Storage When enabled, a local copy of the files requested for download is stored on the Console server
Caching Enabled as a cache copy. Subsequent downloads of the same file retrieve it from the Console server as
opposed to file storage.

If you enable caching, accommodate for the amount of space needed on the server where
these files cache. For more information, see Reports Storage Requirements on page 84.

Report Storage Enable to add a service account with the correct permissions.
Impersonation
Enabled

Report Storage Enter the username of a valid service account with both read, write and modify permissions to
Impersonation the shared storage directory.

Username Displays when Report Storage Impersonation Enabled is enabled.

Report Storage Enter the password of a valid service account with both read, write, and modify permissions to
Impersonation the shared storage directory.

Password Displays when Report Storage Impersonation Enabled is enabled.
. J/

4. Select the Test Connection button to test the configuration.
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Verify Correct Site URL Population

The AirWatch system settings have a page that displays your site URLs. Verify these values have populated correctly as
part of the installation.

1. Open abrowser and access the console using the publicly signed URL.

2. Verify the AirWatch version by selecting About AirWatch.

3. Loginto the AirWatch Console by selecting a language, if applicable, and entering your credentials.
4. Accept the terms of use.

5. Define a Password Question and/or Security PIN.

6. Verify Correct Site URL Population.

o Navigate to Groups & Settings > All Settings > System > Advanced > Site URLs and verify the URLs populated
correctly.

The only Site URL that might include “localhost” is the Peripheral Service URL. Google Play has a hostname
connected to a port number.

7. Change SOAP and REST API URLs from the AirWatch Console URL to the AirWatch Devices Services server URL:

For example, https://acme-console.com/AirWatchServices becomes https://acme-ds.com/AirWatchServices and
https://acme-console.com/AP| becomes https://acme-ds.com/API.

For deployments of up to 100,000 devices and higher, AirWatch recommends a standalone API server, in which case
you should change the Site URL to match your dedicated API server URL.

Verify Connectivity

After installation, navigate to the various endpoints for each of the installed components to ensure that they are up and
running.

1. Navigate to https://localhost/AirWatch from the Console server. An SSL error displays. Select to Proceed anyway
and then the AirWatch Console login page displays.

2. Navigate to https://localhost/DeviceManagement/Enroliment on the Device Services server. On a device connected
through data network connection or internal Wi-Fi, navigate to https://<DS_URL>/DeviceManagement/Enroliment.

3. From the AirWatch Devices Services Server, if that is where you installed the AWCM component, verify AWCM
communication by opening the status page: https://<DS_URL>:2001/awcm/status.

Verify Services Are Started

After installation, verify that the various services for each of the installed components are started to ensure that they are
up and running.

1. Open the Server Manager.

2. From the left pane, select Local Server then navigate to Tools > Services.
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You will see all AirWatch Services at the top of the services list in alphabetical order. Each of these services start with
AirWatch in the name.

3. Verify that each of these services show Started as the Status.

Validate GEM Functionality

After installation, ensure that the GEM Inventory Service is up and running.

1. Onyour Console server, navigate to C:\AirWatch\Logs\Services\. Delete the AirWatchGemAgent.log file.
2. Open the Server Manager.

3. From the left pane, select Local Server and navigate to Tools > Services.
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4. You will see all AirWatch Services at the top of the services list in alphabetical order. Each of these services start with
AirWatch in the name. For the GEM Inventory Service, right-click and select Restart.

5. Check your C:\AirWatch\Logs\Services\ folder to see if a log regenerates. If a log regenerates with errors, contact
AirWatch Support for further assistance.

If you do not see a log file in this folder, then this is normal and you do not need to contact AirWatch Support.
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(Optional) Disable Services on Multiple Console Servers

This task is only applicable if you have multiple Console servers.

The two services mentioned (AirWatch Device Scheduler and AirWatch GEM Inventory Service) must only be active on
one primary Console server. Disable these services on any Console servers other than the primary by following the step-
by-step instructions.

1. Onyour non-primary Console servers, open the Server Manager.

2. From the left pane, select Local Server and navigate to Tools > Services.

B Dashboard
I Local Server N R e
Bi A 5ervens i . )
R File and Storage Senaces b Late chocioes Fo et

o s

3. You see all AirWatch Services at the top of the services list in alphabetical order. Each of these services starts with
AirWatch in the name. For the AirWatch Device Scheduler, Directory Sync, and AirWatch GEM Inventory Service,
right-click and select Stop.

VMware ldentity Manager Troubleshooting Overview

If you are having issues with your VMware ldentity Manager service, consider troubleshooting your issue before calling
support. These troubleshooting steps involve logging in to the VMware lIdentity Manager service server to restart
services.

These troubleshooting steps address the most common issues with the VMware Identity Manager service. The steps
include:

o Users Unable to Start Applications or Incorrect Authentication Method Applied in Load-Balanced Environments on
page 90

e Group Does Not Display Any Members after Directory Sync on page 91

e Troubleshoot Elasticsearch and RabbitMQ on page 92

Users Unable to Start Applications or Incorrect Authentication Method Applied in Load-Balanced
Environments

Users are unable to start applications from the Workspace ONE portal or the wrong authentication method is applied in a
load-balanced environment.
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Problem

In a load-balanced environment, problems such as the following might occur:

o Users are unable to start applications from the Workspace ONE portal after they log in.

o The wrong authentication method is presented to users for step-up authentication.

Cause

These problems can occur if access policies are determined incorrectly. The client IP address determines which access
policy is applied during login and during an application start. In a load-balanced environment, VMware |dentity Manager
uses the X-Forwarded-For header to determine the client IP address. Sometimes, an error might occur.

Solution

Setthe service.numberOfLoadBalancers property inthe runtime-config.properties filein each of
the nodes in your VMware Identity Manager cluster. The property specifies the number of load balancers fronting the
VMware Identity Manager instances.

[ Note: Setting this property is optional. ]

1. Loginto the VMware Identity Manager appliance.

2. Editthe /usr/local/horizon/conf/runtime-confg.properties fileand add the following property:

service.numberOfLoadBalancers numberOfLBs

where numberOfLBs is the number of load balancers fronting the VMware Identity Manager instances.

3. Restart the workspace appliance.

service horizon-workspace restart

Group Does Not Display Any Members after Directory Sync
Directory sync completes successfully but no users are displayed in synced groups.

Problem

After a directory is synced, either manually or automatically, the sync process completes successfully but no users are
displayed in synced groups.

Cause

This problem occurs when there is a time difference of 5 seconds or more between the two or more nodes.

Solution

1. Ensurethat thereis no time difference between the nodes. User the same NTP server across all nodes in the cluster
to synchronize the time.

2. Restart the service on all the nodes.
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service horizon-workspace restart

3. (Optional) In the administration console, delete the group, add it again in the sync settings, and sync the directory
again.

Troubleshoot Elasticsearch and RabbitMQ

Use this information to troubleshoot problems with Elasticsearch and RabbitMQ in a cluster environment. Elasticsearch,
a search and analytics engine used for auditing, reports, and directory sync logs, and RabbitMQ, a messaging broker, are
embedded in the VMware Identity Manager full service.

Troubleshooting Elasticsearch

You can verify the health of Elasticsearch by using the following command in the VMware Identity Manager service.

curl 'http://localhost:9200/ cluster/health?pretty’

The command should return a result similar to the following:

{

"cluster name" : "horizon",
"status" : "green",

"timed out" : false,
"number of nodes" : 3,
"number of data nodes" : 3,
"active primary shards" : 20,
"active shards" : 40,
"relocating shards" : 0,
"initializing shards" : O,
"unassigned shards" : 0,
Installing and Configuring VMware Identity Manager
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"delayed unassigned shards" : 0,
"number of pending tasks" : 0,
"number of in flight fetch" : 0
}

If Elasticsearch does not start correctly or its status is red, follow these steps to troubleshoot:
1. Ensure port 9300is open.

a. Update the node details by adding the IP addresses of all nodes in the cluster to the
/usr/local/horizon/scripts/updateiptables.hznfile:
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ALL IPS="nodelIPadd node2IPadd node3IPadd"

b. Run the following script on all nodes in the cluster:

/usr/local /horizon/scripts/updateiptables.hzn

2. Restart Elasticsearch on all nodes in the cluster.

service elasticsearch restart

3. Check the logs for more details.
cd /opt/vmware/elasticsearch/logs

tail -f horizon.log

Troubleshooting RabbitMQ

You can verify the health of RabbitMQ by using the following command in the VMware Identity Manager service.

rabbitmgctl cluster status

The command should return a result similar to the following:

Cluster status of node 'rabbitmglnode3'
[{nodes, [{disc, ['rabbitmglnode2"', 'rabbitmgdnode3']}]1},
{running nodes, ['rabbitmg@node3']},

{cluster name,<<"rabbitmglnode2.example.com">>},
{partitions, []},

{alarms, [{'rabbitmg@node3"', []}]}]

If RabbitMQ does not start or the health URL https://<hostname>/SAAS/AP1/1.0/REST/system/heath shows
"MessagingConnectionOk":"false", follow these steps to troubleshoot:

1. Ensure ports 4369, 5700, 25672 are open. To open the ports:

a. Create the file by using this command:

touch /usr/local/horizon/scripts/updateiptables.hzn
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b. Run the following script:

/usr/local/horizon/scripts/updateiptables.hzn

2. Restart RabbitMQ.
a. Killany existing rabbitmqg processes.
b. rabbitmgctl stop

C. rabbitmg-server -detached

3. You may need to restart the VMware Identity Manager service if RabbitMQ does not start gracefully.

service horizon-workspace restart

Fix Memory Allocation Issues when using VMware Identity Manager for App Catalog Only

The VMware Identity Manager service does not dynamically allocate memory. If you have additional memory over the
minimal requirements, you must update the wrapper.conf file to reflect the additional memory.

Problem

The VMware Identity Manager service does not use all available memory on the server when deployed for App Catalog
only.

Cause

The VMware Identity Manager service has hard-coded memory allocation in the wrapper.conffile. If you use additional
memory over the minimal requirements, the service does not dynamically update the memory allocation to reflect the
additional memory.

Solution
You must edit the wrapper.conf file to use the additional memory.

To edit the file:

1. Login to the server as an administrator

2. Navigate to the file:

C:\INSTALL DIR\VMwareIdentityManager\opt\vmware\horizon\workspace\conf\wrapper.conf

3. Edit the following lines of the file:

wrapper.java.additional.13="-Xsslm"

This line sets the java thread stack size.
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wrapper.java.additional.14="-Xmx2g"

This line specifies the maximum memory allocation pool for a Java Virtual Machine (JVM).

wrapper.java.additional .15="-Xms768m"

This line specifies the initial memory allocation pool.

4, After updating wrapper.conf, reinstall the service:

<VMWARE INSTALL DIR>\usr\local\horizon\scripts\horizonService.bat reinstall

If you are running as a domain user, you must enter the following values:

wrapper.ntservice.account=

wrapper.ntservice.password=

After service installation, the password is erased from the file.

5. After installation, restart the service:

c:\INSTALL DIR\usr\local\horizon\scripts\horizonService.bat start
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Overview

Now that you have installed AirWatch, you will want to perform some testing, such as test enrolling devices. To do this
you will need the devices themselves, such as an iPhone/iPad or Android smartphone or tablet. You will also need to
create a corporate Apple ID and corporate Google ID.

Create a Corporate Apple ID

If your deployment includes Apple iOS devices, you must generate an APNs certificate on behalf of your company. You
can easily generate this certificate post-installation but it requires an Apple ID. Because this certificate must be renewed,
AirWatch recommends that an Apple ID is created with an email address multiple users have access to. This way, your
company does not have to rely on one person in order to renew the certificate. If you need to create a new Apple ID,
please follow the link below and select Create an Apple ID:

https://appleid.apple.com

Run the Workspace ONE Wizard

VMware Identity Manager is required for Workspace ONE deployments and must be configured to communicate with
your AirWatch Console. This process is largely automated through the AirWatch Getting Started experience in the
AirWatch Console. Consider using the Getting Started wizard before attempting to use the Workspace ONE application.

Only run the Getting Started wizard after the health API has passed and the load balancer (if you are using one) shows
"green."

For a walkthrough of enabling VMware Identity Manager integration, the Workspace ONE application, and core
Workspace ONE features, please see the Workspace ONE Quick Start Guide, available at
https://docs.vmware.com/en/VMware-ldentity-Manager/3.2/ws1_quickconfiguration.pdf.
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Accessing Other Documents

Accessing Other Documents

While reading this documentation you may encounter references to documents that are not included here.

The quickest and easiest way to find a particular document is to navigate to https://my.air-
watch.com/help/9.2/en/Content/Release Notes/Doc List PDFs.htm and search for the document you need. Each
release-specific document has a link to its PDF copy on AirWatch Resources.

Alternatively, you can navigate to AirWatch Resources on myAirWatch (resources.air-watch.com) and search. When

searching for documentation on Resources, be sure to select your AirWatch version. You can use the filters to sort by
PDF file type and AirWatch v9.3.
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