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Chapter 1: Overview

Introduction to the AirWatch Upgrade Guide

This document discusses how to upgrade your AirWatch infrastructure regardless of your specific topology model. In
order to take advantage of the latest features available in AirWatch, you must keep your AirWatch environment up to
date with the latest version. As new versions of AirWatch are introduced to the marketplace, you must go through a
standard upgrade procedure on your existing AirWatch infrastructure.

Before You Begin Tasks

Complete the preparations below before you begin the upgrade procedure.

Obtain the Latest Version of this Document

Ensure you are using the latest version of this guide by downloading the latest copy of the document from the AirWatch
Resources Portal (https://resources.air-watch.com). AirWatch will make updates to these documents from time to time,
and having the latest version ensures you are following the AirWatch recommended practices and procedures.

Determine Your AirWatch Version

Determine what version of AirWatch you are running so you can follow the version-dependent instructions in this guide.
To determine your version of AirWatch:

1. Login to the server where AirWatch is installed.

2. Navigate to Start > Control Panel > Programs and Features and locate AirWatch in the program list.
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Chapter 1: Overview

The version you are running is listed in the Version column.

* 4 |ﬁ ¢ Control Panel » Programs » Programs and Festures v 5

Control Pane Hom .
S = Uninstall or change a program

View installed updates To uninstall a program, sebect it from the list and then click Uninstall, Change,
B Turn Windeows features on or

oft Organize =

Hame Publesher Installed On 5 Version
I!Nl‘l'i'ﬂ-:h Airdatch 326/2015 103 2 20.1.0
Eﬁiﬁ'i'mhl\-'labilt-ﬂ-ccm Gateway Airdatch 497213 TaS ac
l.pache Tomcat 8.0 Torncatd (remdave only) 26525 a0ae

115 URL Rewrite Module 2 Microseft Corparation  3/26/2015 25T MEB 722

|dis Javs 8 Update 31 (64-bat) QOracle Corporation n1/2ms BOME 20310

W Microsoft Visual C++ 2008 Redistributabl.. Microsoft Corporation  3/11/2015 1ZAME  9.0.30729

=7 Microsoft Visual Ce+ 2008 Redistributabl..  Microseft Corporation  10/14/2014 132 ME 50307296161
{57 Microsoft Visual C=+ 2008 Redistributabl..  Microseft Comporation 107142014 101 MEB 90307294148
@ Mozills Firefox 3500.5 (x38 en-US) Maszilla TS EXL1MB 3805
:‘i'jMDzill KMaantenance Service Kazilla 205 J6KBE 26000
EMIF&'WE Wikbware, Inc, 1042014 JRTMEB 9451734305

<] m
Currently installed programs Totsl sce: 1,36 GB

h.% 11 programs installed

Your database version, which you may need to know as part of the upgrade process, should be the same as your
AirWatch version.

To verify your database version, run the following SQL query: select* from dbo.databaseversion.

satQueyTsa- o tanioen o o

;Iselect * from dbo.databaseversion

100% =~ <

3 Results | 3y Messages

' MajorVersion  MinorVersion  Revision  Description VersionDate Hotfix CommitlD  BuildKey
1| 2 0 AirWatch 92 FP03  2017-11-28 00:00:00.000 3 NULL NULL

Obtain the Upgrade Package Files

Next, ensure you have downloaded the upgrade package files from AirWatch that are required to perform the upgrade
procedure. To do this:

1. Navigate to https://my.air-watch.com/.

2. Openthe hamburger menu in the top-left corner.
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3. Select Software and then select Console.

4. Search for the installer using the following format: "9.2.X", where X is the FP you want to download. Download both
the Patch Installer and the Full Installer packages for the version you have entered.

Note: If you are on AirWatch v9.0 or below: Navigate to Software > Upgrades and download the database
upgrade package needed to bring the database version up to v9.1. For example, if you are on AirWatch v8.3,
download the v8.3 to v9.1 database upgrade package.

Note: AirWatch highly recommends that you retain the latest installer files.

Meet the Requirements

You should meet all of the requirements needed for an AirWatch installation, which are outlined in the VMware
AirWatch Recommended Architecture Guide. This is because requirements may have changed since you originally
installed AirWatch. In addition, if your device count has changed since performing the initial installation please reference
this document to ensure your systems are still compatible.

Note: As of AirWatch Version 9.2 we have changed our supported SQL versions. Please check the latest list of
prerequisites in the Recommended Architecture Guide to ensure your current version is supported.

A J/

Note: While it is not required on your database server, .NET is required to run the installer. If you would like to avoid
installing .NET on your database server and a potential reboot you can run the installer from one of the AirWatch
application servers.

(. J

Prepare for Downtime

During the upgrade process, the AirWatch Console, enrollment, and device management will be down. For change
window request purposes, the upgrade process typically takes a minimum of four hours. This time may vary based on
the size of the database and the number of application servers you are upgrading.

Contact Your On-Call Resources

Before you begin, ensure you have the proper on-call resources available should you need them. This would include
technical resources such as the Database Analyst, Change Manager, Server Administrator, Network Engineer and MDM
System Administrator.

Before You Begin Notes

Review the information in this section before you begin the upgrade procedure.

Feature Pack Upgrades

If you are performing a feature pack upgrade (for example, from AirWatch v9.2.0 to AirWatch v9.2.1), then refer to the
Performing a Feature Pack Update for AirWatch appendix. Otherwise, read the system requirements below and then
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proceed with Prepare for Your Upgrade.

Server Topologies

In order to streamline the AirWatch Upgrade Procedure, the document refers to both AirWatch Console Servers and
AirWatch Device Services Servers. Before proceeding, it is important to understand each of these components and what
they mean to your specific topology model.

« The AirWatch Console Application Server refers to the component of AirWatch that renders and displays the
AirWatch Console. It is designed to present and send data to the database directly from the AirWatch Ul. By default,
the APl is installed on this server.

o The AirWatch Device Services Application Server refers to the component of AirWatch that communicates with all
the managed devices. This server executes all processes involved in receiving and transmitting information from
devices to other components of the system. By default, AWCM is installed on this server. The Application Server is
the AirWatch end-point.

o For deployments with dedicated APl and AWCM servers: Dedicated APl and AWCM servers are considered
application servers, similar to the AirWatch Console and Device Services. You should therefore perform the steps
below on these servers if you have dedicated servers for these components.

Upgrade Note for Smart Groups

Note that if you have smart groups with over 500 devices when using the Select Devices and Users option for smart
groups then you will not be able to upgrade until these groups have been limited to a maximum of 500 individual devices.
If you encounter a scenario where you must add more than 500 devices while utilizing the Select Devices or Users
option, consider instead enabling the Select Criteria option for that main bulk of devices that share a general criteria and,
if required, create multiple Select Devices or User smart groups for those devices that fall outside of the general criteria.

Upgrade Note for AWCM

For customers upgrading from Legacy AWCM (AirWatch v6.4-v7.0) to AWCM 6.x (AirWatch v8.0-9.2) and wanting to use
explicit clustering, please refer to the following KB article: https://support.air-watch.com/articles/115001665788.

For more information about configuring AWCM clustering, see the VMware AirWatch Installation Guide (VMware
provides this document to you as part of the on-premises installation process) and the Appendix — Deployment Options
section of the AWCM Guide.

Upgrade Note for VMware Enterprise Systems Connector

The VMware Enterprise Systems Connector replaces the AirWatch Cloud Connector.

The VMware Enterprise Systems Connector auto-update feature does not function correctly until your VMware
Enterprise Systems Connector server is updated to .NET Framework 4.6.2. The VMware Enterprise Systems

Connector auto-update feature will not update the .NET Framework automatically. Please install .NET 4.6.2 manually on
the VMware Enterprise Systems Connector server before performing an upgrade.

SEG and VMware Tunnel Servers

The VMware Tunnel server requires communication with AWCM to authenticate devices. Because of this requirement,
end user devices cannot use the VMware Tunnel during the upgrade process. Because the SEG server is an auxiliary
component of the AirWatch architecture that does not communicate with the AirWatch database, it is neither affected
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by, nor needs to be altered during the AirWatch Upgrade process. That said, all devices that communicate through the
SEG to receive mail will continue to receive mail during the upgrade, provided that the SEG is installed on its own server.

Refer to the VMware AirWatch Secure Email Gateway (SEG) and VMware Tunnel guides for additional information,
which are available on AirWatch Resources.

Troubleshooting

You can find several troubleshooting knowledge base articles on myAirWatch by executing the search parameter
'"Troubleshooting Upgrades' at the following link: https://support.air-watch.com/kb/. The articles you find with this
search may help you address issues you encounter during the upgrade.

Upgrade Procedure Checklist

Use this checklist to track your progress as your perform the upgrade steps.

Status (Mark Complete as Needed) Task

Step 1: Prepare for Your Upgrade

Take Note of AirWatch Configurations

Task: Verify Site URLs

Task: Validate Directory Service Connectivity

Task: Check validity of your APNs Certificate

Task: Verify Reports Functionality

Task: Verify Require Google Account is Checked at Global

Verify Hardware Requirements

Perform SQL Preparations

Task: Enable Full-Text Search Component (if upgrading from
below v7.0)

Task: Verify SQL User Permissions

Task: Stage your Installer files on all servers

Step 2: Stop All Websites and Services on All Console and Device Services Servers

Stop Application Server Services

Step 3: Backup the AirWatch Database and VM Snapshot the Device Services and Console Servers

Back up the AirWatch Database

Back up the AirWatch Console and Device Services Server (if
your servers are virtualized)

Run the App Server Installer until the "IIS and all services are
stopped" prompt appears on each application server

Step 4: Upgrade Your AirWatch Database
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Status (Mark Complete as Needed) Task

Upgrade to AirWatch database v8.4, if applicable

Upgrade to AirWatch database v9.0, if applicable

Upgrade to AirWatch database v9.1, if applicable

Upgrade to AirWatch database v9.2

Step 5: Upgrade Each AirWatch Console and Device Services Server

Run the AirWatch Application Installer

Step 6: Validate the Upgrade

Verify AirWatch Services are Running

Verify the Installation

Run any applicable seed scripts.

Task: Validate Custom Administrator Roles

Task: Verify Directory Service Settings

Task: Verify the Site URLs

Task: Validate GEM Functionality

Task: Disable Services on Multiple Console Servers

Complete the Post Upgrade Checklist
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Chapter 2: Prepare for Your Upgrade

Overview

The first step of the upgrade process is to take note of your existing AirWatch Console configurations to ensure
everything is set up and functioning properly before the upgrade procedure. This also includes verifying you meet the
minimum hardware and software requirements and have the appropriate SQL permissions.

Meet the Hardware and Software Requirements

You can find the hardware, software and network requirements in the VMware AirWatch Recommended Architecture
Guide. If your device count has changed since performing the initial installation, reference this document to ensure your
application and database servers still meet the minimum requirements.

Other prerequisite steps are outlined in the VMware AirWatch Installation Guide (VMware provides this document to you
as part of the on-premises installation process).

Important: Do not uninstall current versions of VMware AirWatch software, including Identity Manager and the
AirWatch Console. The upgrade process overwrites the relevant files. Uninstalling existing versions deletes previous
configurations from your deployment.

Verify AirWatch Configurations

Perform these steps to verify that your AirWatch environment is ready to upgrade.

Task: Verify Site URLs
1. Login to the AirWatch Console and navigate to Groups & Settings > All Settings > System > Advanced > Site URLs

2. Verify the following Site URLs are correct:

o The Console URL should be "https://{CONSOLE_URL}, where {CONSOLE_URL} is the URL of your AirWatch
Console Server.

o The Device Services URL should be "https://{AW_DS_URL}/DeviceServices, where {fAW_DS_URL} is the URL of
your Device Services server.

o The REST API should be "https://{AW_API_URL}/API, where {AW_API_URL} is the URL of your API server.
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o Foratypical configuration, nothing should appear as "localhost" except for the Google Play Service URL.

' N\

System » Advanced ¥

Site URLs
Current Setting @ Inherit & Override
Console URL* Ihttps:ﬂacme.mdm.ccm
MDM Enroliment URL* https://acme.mdm.com/DeviceManagement/Enroliment
Device Services URL® Ihttps:ﬂacm e.mdm.com/Deviceservices
self-service Portal URL™ https:/facme.mdm.com/MyDevice
SAML Authentication URL™® https://acme.mdm.com/lidenttyservice
SOAP APl URL™ hitps:/7/acme.mdm.com/AlrwWatchservices
REST API URL* Ihttps:ﬂacm e.mdm.com/sap!
App Catalog URL® https://acme.mdm.com/Catalog
Device Management URL* https:/facme.mdm.com/DeviceManagement
Google Play Service URL* hitp=/flacalhost:9001/

A\ J

Task: Validate Directory Service Connectivity
3. Navigate to Groups & Settings > All Settings > System > Enterprise Integration > Directory Services.

4. Select the Test Connection button to verify connectivity.
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p
Bind Authentication Type* Anonymous Baslc Digest Kerberos NTLM G55 NEGOTIATE [l
Bind Lizer; Name acme\svcLDAP @

Clear Bind Password B
i)

Bind Password | . snow | (1)

Domaln Serve

| Acme DC.acme.com

@ Add Domalin
* Advanced
Use Azure AD For Identity Services Enahbled Disabled
Use SAML For Authentication Enabled Disabled
Child Permission © mnherit @ Override & Inherlt or Override
I Test Connection Start Setup Wizard
J

Task: Check the Validity of Your APNs Certificate
5. Navigate to Groups & Settings > All Settings > Devices & Users > Apple > APNs for MDM.

6. Double-check the expiration date of your APNs certificate and ensure it will not occur before the upgrade procedure.
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e A
Current Setting inherlt & Owverride
Certificate * Certificate Uploaded
Type Pfx
Issued to
Issued by C=US, O=Apple Inc., OU=Apple Certlfication Authorlty, CN=Apple Applicaticn Integraticn 2

Certification Authority

valid Frem /2018
valid To 3722019
Thumbprint
Apple ID
Child Permlssion * @ Inherit only @ Override only @ Inherit or Override
\. J

Task: Verify Reports Functionality

7. Navigate to Hub > Reports & Analytics > Reports > List View and try running a report (for example, Admin User
Roles) to ensure reports are working correctly.

Task: Verify Require Google Account Is Checked at Global

8. From your Global organization group, navigate to Groups & Settings > All Settings > Devices & Users > Android >
Agent Settings.
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9. Confirm that Require Google Account is Enabled.

Devices & Users » Android »

Agent Settings
Current Setting @ Inherit @ Override

General
Heartbeat interval {min)* 1 hour(s) -
Data sample Interval (min)* 4 hour(s) -
Data Transmit Interval (min)* 2 hour(s) .
Profile Refresh interval (min)* 12 hours) -
Require Google Account Disabled
Require Phone Number Enabled Disabled
Elock User Unenrollment Enabled Disabled

Workspace ONE Install Validation Tool

Before you begin the upgrade process, use the Workspace ONE Install Validation Tool to verify that your system and
components are properly configured.

For more information about the Install validation tool, see the VMware AirWatch Installation Guide.

Perform SQL Preparations

Perform these steps to verify that your AirWatch database is ready to upgrade.

Task: Enable Full-Text Search Component (If upgrading from a version below 7.0)

If you are upgrading from AirWatch v7.0 or higher, then this feature should already be enabled. The Global search
function of the AirWatch Console uses full text search indexes and requires the appropriate service to be running on the
SQL server. Ensure this component is running on your SQL instance.

For instructions on enabling the Full-Text feature, see the 9.2 or earlier version of the VMware AirWatch Upgrade Guide .
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Chapter 2: Prepare for Your Upgrade

Task: Verify SQL User Permissions

1. Open SQL Server Management Studio.

Micrasoft*
‘F SQL Server 2012
Server type: |Database Engine L] |
Server name: |AcrneDBSenrer w |
Authentication: |SQL Server Authertication W |
Login: |M‘neDBﬂdmin W |
Password: |'““““'“| |
[C] Remember password
| commect || Cancel || Hep || Options>> |

2. Loginto the DB server containing the AirWatch database.

3. Locate your DB userin the Object Explorer by navigating to Security > Logins > {Your DB User}, right-click, and select
Properties.

4. Navigate to the Server Roles tab. Verify that the selected server role is Public.

5 Seipt » [ Hep

Server role is used to grant server-wide security privileges to a user.

Server roles:

[[] bulkadmin
[] dbcreator

[[] diskadmin
[] processadmin
[#] public

[[] securityadmin
[[] serveradmin
[ setupadmin
[] sysadmin

5. Select User Mapping.

o Select the AirWatch Database. Then, verify that the db_owner role is selected.

For a successful upgrade, you must ensure that the SQL User you are planning to run the AirWatch Database
install with has the database db_owner role selected.
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Selecta page
A General

ﬁ' Server Roles
12 User Mapping
A Securables

1A Status

Connection

Server:
Connection:
_!j View connection properties

Progress
Ready

15 Seript = [ Help

Lsers mapped to this login:

Map User
[w] ¢ AcmeDBAdmin
O 5
[  AirWatchReports
O AirWatchReparts Temp...
[0 master
[0  model
[w] msdb AcmeDBAdmin
[  tempdb

Defautt Schema
dbo I:l
dbo E

[] Guest account enabled for: AifWatch

Database role membership for: AirWatch

[] bulkimport_role

["] db_accessadmin
[] db_backupoperator
[] db_datareader

[] db_datawriter

["] db_ddladmin

[] db_denydatareader
[] db_denydatawriter
[] db_execute

["] db_securityadmin
[v] public

Gabowe

OK

|

« Select the msdb database. Then, verify that the SQLAgentUserRole and db_datareader roles are selected.

vmware airwatch
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(Fuognpropertis-———_________ mmm|
Select a page - S Script = HE Help
25 General
§ Elz:eh;:;;?:g Users mapped to this login:
28 Securables tap | Databaze User Default 5chema
25 Status I~ e _ dbo |
O rnaster I
¥ madb . host_name dbo =
O tempdb |

I™ | Guest account enatled for: medb

Database role memberzhip for: medb

Connection il e

[[] db_backupoperatar
[v] db_datareader

[[] db_datariter
db_ddladmin
db_derpdatareader
db_denydatawriter
db_owner

[ db_securtyadmin
[w] public

Ready [l SOLAgentUzerRole

Server

Connection: O
O
_‘!} View connection properties E

ak I Cancel |

4

Stage Upgrade Files

After performing the necessary preparatory steps, you can stage all the unzipped installer files on their appropriate
servers. Place the files (in .zip format) that you downloaded from the Resources Portal on the following servers, then
extract the contents:

o All AirWatch Application servers

o All AirWatch Database servers
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Chapter 3: Create Backups for Database and App Servers

Overview

After stopping the appropriate services, you are ready to perform a back-up of your components. This ensures you have
an effective restore point should you need to roll back your deployment at any time.

Caution: AirWatch does not automatically back up your servers as part of the upgrade process. Please contact your
server vendor to follow the best recommended practice for backing up your servers. The following sections offer
some basic guidance but your procedures may vary. You are responsible for creating backups of your AirWatch
servers. Failure to do so can result in unrecoverable data loss.

Back up the AirWatch Database

Perform a database backup in case your upgrade fails or you need to restore it later.

1. Make sure to stop all the AirWatch services and websites.

2. Open the SQL Server Management Studio.

SméTServerzmz

Server type: Diatabase Engine

Server name: DBAcmeComp

Authentication: SQL Server Authertication

Login: JDoe

Password: T
[ ] Remember password

Help

3. Loginto the DB server containing the AirWatch database.

4. Find the AirWatch database in the Object Explorer on the left, right-click and choose Tasks > Backup.
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Chapter 3: Create Backups for Database and App Servers

Detseh..

Tke Offine
E.f\-m; Dnbne

5. Specify a backup location and type, and then select OK to complete the database backup.

Back up the AirWatch Console and Device Services Servers (if virtualized)

Perform an app server backup in case your upgrade fails or you need to restore them later.

1. Open up the VMwave vSphere Client and log-in.

vimware'

VMware vSphere

(lient

To direcly manage § single Fost, enier the 7 address or host name.
Ta mansge multpls hosts, enter the [P sddress or name of &
wlarier Sarver,

1P sddress | Hame! | d

2. Locate and select the AirWatch Console or DS server on the left, then press the Take a Snapshot button at the top.
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File Edit View [nwentory Administration Plug-ins Help
[+ '@y vome b g Iwentory » Bl Hosts and Clusters

N0 EGNE R DR

B G ATLOL Take a snapshot of thas virtual machine
= [y ATup
= (i ATLO1DEY Summary

" ]
E General
Guest O5:
s ee— VM Version:
(T} e —— 2211
2 AT o
e

o Specify a snapshot name, description, and then make sure:

o Snapshot the virtual machine’s memory is checked

o Quiesce guest file system is unchecked
(5] Take Virtual Machine Snapshft. & || = B | &

~ Name
[Hame the Srapshot Here

Description
Enter detads of the snapshat here

W snapshot the virtual machine’s memory
[T Cuiesce guest file system (Heads Vihware Tools instaled)

|£chn'u:el Hep |

e
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Chapter 4: Upgrade VMware Identity Manager

Upgrading VMware Identity Manager

To maintain version compatibility between VMware ldentity Manager and VMware AirWatch, upgrade your Identity
Manager Application server to the latest version.

You can upgrade the Identity Manager Application Server to the latest version (3.1) directly from version 2.9.1 (included
in AirWatch v9.1 package).

For specific compatibility information, see https://partnerweb.vmware.com/comp guide2/sim/interop matrix.php.

These topics cover upgrading application servers running Windows. For information about upgrading VMware Identity
Manager on Linux, go to https://docs.vmware.com/en/VMware-AirWatch/9.2/identitymanager-upgrade.doc/GUID-
58C1E237-86CF-4DD8-ACC6-0D761218E15B.html.

Upgrade VMware Identity Manager Application Server

If your deployment includes VMware Identity Manager, upgrade this component first using the following steps.
1. Stop Windows Identity Manager Services for all the servers in your cluster.

2. On the first serverin the cluster, run the AirWatch Application 9.2.X Full Install.exe by right-clicking and running as
administrator. The installer detects a previous version of Identity Manager and prompts you to upgrade it.

This upgrade also upgrades the Identity Manager database simultaneously. Wait for this step to complete before
proceeding.

To complete the Identity Manager upgrade:
o Provide the SQL database username and password.
o Confirm the External and Internal hostnames for ports are correct, and adjust if necessary.

o Ifyou are using a Windows User to run the service, provide the password to confirm any changes.

3. Once the Identity Manager upgrade is complete on the first server, run the upgrade on subsequent servers using the
process in Step 2.

You can run upgrades on multiple servers simultaneously once the first server upgrade is complete.

4. Restart one server at a time using a Windows reboot until all the servers are restarted.

Upgrade an Identity Manager Server with SQL Server Availability Groups

To upgrade a VMware Identity Manager Server equipped with SQL Server availability groups, you must disable
availability groups before you upgrade the server. After the upgrade, you must re-enable availability groups.

1. Beforeyou install the Identity Manager upgrade, log in to the SQL server as sysadmin and disable availability groups
using the following command:

USE master;
ALTER AVAILABILITY GROUP avlgrp REMOVE DATABASE vIDm;
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Chapter 4: Upgrade VMware Identity Manager

2. Upgrade the Identity Manager Server as usual.
For more information about installing the Identity Manager Server, see Upgrade VMware Identity Manager
Application Server on page 26.

3. Oncetheinstallation is complete, log in to the SQL server as sysadmin and re-enable availability groups using the
following command:

USE master;
ALTER AVAILABILITY GROUP avlgrp ADD DATABASE vIDM;

4. Run the following command to resync all the secondary nodes.

ALTER DATABASE [TestDB] SET HADR AVAILABILITY GROUP = [TestAG];
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Overview

After staging the appropriate files, and backing up your servers, you are almost ready to install the upgrade.

Verify that all the AirWatch Services are stopped, and disable Internet Information Services (IIS) websites on each
Application and Device Services server. By disabling these, AirWatch will effectively be down and the database will be able
to be upgraded without interference. Note that SEG, VMware Tunnel and VMware Enterprise Systems Connector are
considered auxiliary components and you do not need to stop their services as part of this step.

Disable the World Wide Web Publishing Service

Before starting the upgrade process, you must stop and disable the World Wide Web Publishing Service.

1. Open the Server Manager.

2. Navigate to Tools > Services.
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3. Scroll to the bottom until you see the World Wide Web Publishing Service.
4. Right-click World Wide Web Publishing Service and select Stop.
5. Select Properties and verify that the Service Status displays Stopped.

6. From the Properties menu, set the Startup Type as Diabled. Select Apply and Save.

After disabling the World Wide Web Publishing Service, run the AirWatch Application Installer on all of your AirWatch
application servers. The installer stops all the services on the App server automatically. For more information, see Start
the AirWatch Application Installer on page 29.

Start the AirWatch Application Installer

After stopping and disabling the World Wide Web Publishing Service, start the AirWatch Application Installer on all of
your AirWatch application servers. The installer stops all the services on the App server automatically.

To start the installer:
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1. On each application server, open the 9.2 Application folder and run the AirWatch Application 9.2.X Full Install.exe.
Execute the AirWatch installer from an account with administrator privileges. If you do not have administrative
privileges, right-click and choose Run as Administrator to run the installer.

2. Theinstaller installs pending server prerequisites, if any.

Certain software components you might be prompted to download, such as .NET and TLS, require a reboot. Proceed
with the installer until finished and reboot when you are done.

3. Ifrequested, reboot the server. Once the server reboots, the AirWatch Application Installer restarts automatically. If
not, please restart the installer to continue

The installer continues installing any prerequisites. When finished, a prompt displays asking you to update your
AirWatch database.

lI5 and all services are now stopped.

Please update your database using the database install package.

After Database Upgrade has been completed successfully, please select
Yes to Uninstall the clder version and perform an upgrade.

If the Database Upgrade has failed, please select No to cancel this
upgrade.

Important: Complete these steps on each application server before continuing. After reaching the database prompt
on each application server, upgrade your AirWatch Database. For more information, see Upgrade Database on page
32.
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Overview

In this step you will run the actual database installers according to your current AirWatch version.

Caution: Before continuing with the following steps, ensure you have properly backed up your AirWatch database. If
you have not properly backed up your database server and an error occurs during the upgrade process, you could
lose all of your AirWatch data and you must start your deployment of AirWatch from scratch.

Follow the applicable procedure below to upgrade to AirWatch 9.2 depending on your current AirWatch version. You can
find out which version of AirWatch you are running by opening the AirWatch Console and selecting About AirWatch from
the bottom left hand corner of any page.

If you are on a database version older than the versions listed here and require instructions to upgrade the database,
then you should reference previous versions of the VMware AirWatch Upgrade Guide (available to partners and existing
customers at: https://resources.air-watch.com/view/xm92c772sbl39zg658k9 ), which include instructions for older
versions.

Upgrade Database

Perform the following steps to upgrade your database to the current version.
1. Verify that all AirWatch and IIS services are stopped.

2. Verify that your AirWatch Application Servers and AirWatch Databases are backed up.

3. Upgrade the database using the step-by-step instructions below under How To Execute the Database Setup Utility.
First, verify which utilities you will need to run:

a. Ifthe current database version is 8.4,

o Run the 9.0 database installation; proceed to step b.

b. Ifthe current database version is 9.0,

o Run the 9.1 database installation; proceed to step c.

c. Ifthe current database versionis 9.1,

¢ Runthe9.2 database installation.

How To Execute the Database Setup Utility

Use the following step-by-step instructions to perform the necessary database upgrades for each AirWatch version as
applicable to your setup. For example, upgrading from 8.3 to 9.2 will require you to follow the procedure below four
times —8.3t0 8.4, 8.4t09.0,9.0t0 9.1, and 9.1to0 9.2. The procedure itself is the same for each incremental upgrade, but
it must be performed for each version until you reach 9.2.

If you use the Windows authentication credentials of the current user to connect to the database you are installing to,
either:
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o Shift+right-click to run as a different user and log in as the Windows account you are using to authenticate.

o Loginto the server as the Windows account you are using to authenticate, if you have not already.

From a server connected to the database, perform the following:

1. Verify that all AirWatch and IIS services are stopped.

2. Open the AirWatch Database 8.x/9.x Setup.exe executable by right-clicking and running as administrator, where
8x/9.x is the next AirWatch version from the one you are running. (If you are currently on 9.1, you would run 9.2.)
Certain software components you might be prompted to download, such as .NET and TLS, require a reboot.
AirWatch recommends proceeding with the installer until finished and rebooting when you are done.

3. Ifyour serveris missing any essential components, the DB installer will automatically prompt you to install them.

The DB installer requires .NET 4.6.2 to run. If you do not want to install .NET on your SQL server, you can run the
installer form the application server.

When complete, select Next.

4. Accept the AirWatch EULA and select Next.

License Agreement _
vmware airwatch

Flease read the following license agreement carefully.

L

VMWARE END USER LICENSE AGREEMENT |:|

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE
AGREEMENT SHALL GOVERN YOUR USE OF THE SOFTWARE,
REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE
INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWMNLOADING, INSTALLING, OR
USING THE SOFTWARE, YOU (THE INDIVIDUAL OR LEGAL ENTITY)

ACOCE T/ D Ol KM DYW TUC TEORAS AC TUIS CRIDLICSCD | Wb ChOC

(®) I accept the terms in the license agreement

() I do not accept the terms in the license agreement

Installshield

5. Select a location to upgrade the AirWatch Database Files. Best practice is to upgrade wherever the AirWatch folder
exists on your system. For example, C:\AirWatch. Click Next.
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Destination Folder
Click Next to install to this folder, or dick Change to install to a vmware airwatch
different folder.

Install Airwatch to:
C:\Airwatch\

InstallShield

6. Next, review the information about the AirWatch database, specifically the server name, the user account with
correct privileges, and the database name. Once complete, choose Next.
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AirWatch Database Server

Select database server and auth method used to communicate vmware airwatch
with the Airwatch Database

AirWatch Database server:
DBACMECorp

Application Connects using:
(O Windows authentication
(®) SQL Server authentication using the Login ID and password below

LoginID:  |ACME\svclDAP
Password: | seesesese
AirWatch Database Name:
[airwatch

InstallShield

7. Before proceeding, you will be warned to make sure that your user account has enough permissions. Click OK.

Flease make sure you have enough privileges to update Database
before you continue with this installation.

8. Next, select Install to begin the database upgrade process.

9. Oncethe database upgrade process has completed, select Finish.
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Overview

Once the database has been upgraded, the installer can be completed on each AirWatch Console and Device Services
Server to finish up the upgrade process.

If you have previously started the installer to stop all websites and services, resume the installer on each server and
complete the Wizard.

For deployments with dedicated APl and AWCM servers:

Dedicated APl and AWCM servers are considered application servers, similar to the AirWatch Console and Device
Services. You should therefore perform the steps below on these servers if you have dedicated servers for these
components.

Upgrade AirWatch Application Servers

Once your database is updated, upgrade your application servers to the latest version of VMware AirWatch.

On each of your Console and Device Services servers, continue to run the AirWatch Application 9.2.X Full Install.exe.
The installer detects a previous version of AirWatch and prompts you to upgrade. During this process, the AirWatch
Installer will stop 11S and all AirWatch services and prompt the administrator to update the AirWatch database. However,
since you have already upgraded the database, you can continue without taking any extra actions.

The upgrade process does not differ significantly from the installation process. The values and settings you configured for
your AirWatch installation should be automatically populated, meaning you can verify them and select Next through the
installer. For specific details on each of these installer screens, refer to the VMware AirWatch Installation Guide (VMware
provides this document to you as part of the on-premises installation process).

IMPORTANT: Do not change any of the pre-populated fields as part of your upgrade without first confirming with
AirWatch, as this could adversely affect your deployment and in some cases prevent AirWatch from functioning.

SQL Server Availability Group Note

To upgrade a VMware Identity Manager Server equipped with SQL Server availability groups, you must disable
availability groups before you upgrade the server. After the upgrade, you must re-enable availability groups.

For more information, see Upgrade an Identity Manager Server with SQL Server Availability Groups on page 26.
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Verify AirWatch Services are Running
Verify AirWatch services are started before you perform the other validation tasks.
1. Open the Server Manager.

2. From the left pane, select your local server navigate to Tools > Services.
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You will see all AirWatch Services at the top of the services list in alphabetical order. Each of these services start with
AirWatch in the name.

3. Verify that each of these services show Started as the Status.

4. Verify the World Wide Web Publishing service is Started and that Startup Type is set to Automatic.

Verify the Upgrade

Perform the following verification steps to ensure you successfully upgraded AirWatch.

Task: Validate Customer Administrator Roles

1. Login to the AirWatch Console and navigate to Accounts > Administrators > Roles.

2. Verify that the update did not remove any of your custom administrator roles. If they are missing, you will have to
recreate them manually.

Task: Verify Directory Service Settings

3. Navigate to Groups & Settings > All Settings > System > Enterprise Integration > Directory Services. Select the User
tab.

4. Select Show Advanced. Verify that Auto Merge is checked. Select the Group tab.

5. Select Show Advanced. Verify Auto Sync and Auto Merge are checked.
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Task: Verify the Site URLs
6. Navigate to Groups & Settings > All Settings > System > Advanced > Site URLs.
7. Verify the REST APl URL and Sync Appcast URL are configured correctly:

o The Console URL should be "https://{CONSOLE_URL}", where {CONSOLE_URL} is the URL of your AirWatch
Console Server.

o The Device Services URL should be "https://{AW_DS_URL}/DeviceServices", where {AW_DS_URL} is the URL of
your Device Services server.

o The REST API should be "https://{AW_API_URL}/API", where {AW_API|_URL} is the URL of your API server.

o The Content Locker Sync Appcast URL should be “https://{AW_DS _
URL}/DeviceServices/AirWatchSyncAppcast.xml", where {AW_DS_URL} is the URL of your Device Services server.

o The MdmAgentAppcast URL should be "https://{AW_DS_URL}/DeviceServices/AirWatchAgentAppcast.xml",
where {AW_DS_URL} is the URL of your Device Services server.

o The Outlook Add-In Content Locker Appcast URL should be "https://{AW_DS_
URL}/DeviceServces/OutlookSCLAppcast.xml", where {AW_DS_URL} is the URL of the Device Services server.

o The Content Locker Appcast URL should be "https://{AW_DS_URL}/DeviceServices/SCLAppcast.xml", where
{AW_DS_URL} is the URL of the Device Services server.

o Nothing should appear as "localhost" except for the Google Play Service URL.

Task: Validate GEM Functionality
8. Onyour Console server, open Server Manager.

9. From the left pane, select Local Server and navigate to Tools > Services.

Comnpurbnt Mrvales

PROPERTIES Computer Masagerest
B Dashboard Fist Saprwer 2 202 Diet-agrment and Cptarmise Denrt
Sreputn Rame Server201 282 L mal alier g Evert 'Wiwns
l; Al Sprvery F— WORLEROUP Wersbows Uipdate bmigrmat Infoemabeon Servenes [E5) Manager
BE File and Storage Senaces b Liriz bhpekoeed et uapeiatie {5051 estianer
o s Latal Secunty Pabey

Wicroaoh Anure Sarvacer
Q0BG Dot Sosces (12 bt
CDE Dama Souwoes - berh
Parformands Monior
Fapourrs Mossor

t W

Erharre 2l Pl addreas ssgred By DHIP, Pob enabled Product IC

Serviei
Syitern Confqueation
Operating system wersion  Microsolt Windows Senver 22 A2 Stenclend Procesian Tyviam | .
L Hardwane ey i R alled Moy (FLAM ok Sohpoler )

10. You will see all AirWatch Services at the top of the services list in alphabetical order. Each of these services start with
AirWatch in the name. For the GEM Inventory Service, right-click and select Stop.

11. Navigate to C:\AirWatch\Logs\Services\. Delete the AirWatchGemAgent.log file.

12. Return to Server Manager > Tools > Services. For the GEM Inventory Service, right-click and select Start.
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13. Check your C:\AirWatch\Logs\Services\ folder to see if a log regenerates. If a log regenerates with errors, contact
AirWatch Support for further assistance.

If you do not see a log file in this folder, then this is normal and you do not need to contact AirWatch Support.

Task: Disable Services on Multiple Console Servers

This task is only applicable if you have multiple Console servers.

The two services mentioned (AirWatch Device Scheduler and AirWatch GEM Inventory Service) must only be active on
one primary Console server. Disable these services on any Console servers other than the primary by following the step-
by-step instructions.

14. Onyour non-primary Console servers, open the Server Manager.

15. From the left pane, select Local Server and navigate to Tools > Services.
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16. You see all AirWatch Services at the top of the services list in alphabetical order. Each of these services starts with
AirWatch in the name. For the AirWatch Device Scheduler and AirWatch GEM Inventory Service, right-click and
select Stop.
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Appendix:
Complete the Post Upgrade Checklist

In addition to the items in the previous section, use the following checklist to ensure your upgrade completed properly.
For the following items, verify that the ones that are applicable to your deployment are working correctly.

Status = Functionality Verification

AirWatch Console testing

Directory Navigate to Groups & Settings > All Settings > System > Enterprise Integration > Directory
Services Services and select Test Connection.
Email (SMTP) Navigate to Groups & Settings > All Settings > System > Enterprise Integration > Email

(SMTP) and select Test Connection.

AWCM Attempt to access "https://<AWCM URL>:<port>/awcm/status", where <AWCM URL> is the
URL of your AWCM and <port>is the port you configured it on. If functioning correctly you
should see an "OK" status message.

Devices are Verify on the Devices > List View page that devices are checking in by looking at the Last
checking in Seen column.

Console Access | Verify that AD or LDAP users work by logging into the Console with one (if applicable).

using LDAP
Executing a Try running an Admin User Roles report by navigating to Hub > Reporting & Analytics >
Report Reports > List View.
Content Try downloading a piece of content from a device.
Management (if
applicable)
iOS device testing
Enrollment Try enrolling an iOS device.
Sending Try sending a command to an enrolled iOS device.

Commands (e.g.
Device Lock)

Create and Push | Try creating and sending a profile from the Console to an iOS device.
Profile

Create and Push | Try to create and send an application from the Console to an iOS device.

Application

Public Try to recommend a public application from the Console to an iOS device.
Applications

Internal Try to push an internal application from the Console to an iOS device.
Applications
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Status  Functionality Verification

Android device testing

Enrollment Try enrolling an Android device.

Sending Try sending a command to an enrolled Android device.
Commands (e.g.
Device Lock)

Create and Push | Try creating and sending a profile from the Console to an Android device.
Profile

Create and Push | Try to create and send an application from the Console to an Android device.

Application

Public Try to recommend a public application from the Console to an Android device.
Applications

Internal Try to push an internal application from the Console to an Android device.
Applications

Windows Rugged device testing

Devce Check-In | Verify that Windows Mobile devices are checking in after the upgrade process.

Create and Push | Try to create and push a provisioning product to a Windows Mobile device.
Provisioning
Product

AWCM Testing Verify on the Device Details page for a Windows Mobile device that AWCM is Connected.

Remote Control | Try to activate Remote Control for a Windows Mobile device on the Device Details page.
(Ensure Privacy Settings are enabled to allow you to do this.)

Screenshot/Send | Try to take a screenshot or send a message Windows Mobile on the Device Details page.

Message

Enrollment Try enrolling a Windows Phone device.

Sending Try sending a command to an enrolled Windows Phone device.
Commands

(e.g.Device Lock)

Create and Push | Try creating and sending a profile from the Console to a Windows Phone device.
Profile

e
-

If Problems are Detected After the Upgrade
If during any of the verification steps listed above you are unsuccessful, check the following:

o Ifall AirWatch Services are up and running on the server with proper paths to the AirWatch 9.2 folder.
o Ifall Airwatch Websites are listed in IIS.

o Ifthe Windows Application Log shows any errors originated from the AirWatch application.
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o Ifany AirWatch logs show any errors that have occurred.

o Ifyou are still having issues and need to contact AirWatch Support, then ensure you have the logs mentioned above
to expedite resolution. Please include the log located at C:\AirWatch\AirWatch X.X\Database\AWDatabaseLog_ MM-
DD-YYYY_XX-XX-XX.txt.
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Appendix:
Performing a Feature Pack Update for
AirWatch

Procedure

Use the following step-by-step instructions to apply a Feature Pack to your version of AirWatch.

1.

2.

Stop all the AirWatch services and websites on AirWatch Console and Device Services servers.
Stopping and disable the World Wide Web Publishing Service.
Back up your AirWatch Application Servers and AirWatch Database.

Obtain the AirWatch_Application_9.2.X_Install.exe. and AirWatch_Database_9.2.X_Setup.exe files from AirWatch
Resources (resources.air-watch.com).

These will be the full installer files, which you will run on your servers to apply the upgrade.

AirWatch recommends that you retain these *.exe install files.

Execute the AirWatch_Application_9.2.X_Install.exe. by right-clicking and running as administrator on each Console

and Device Services server up until the point where all application servers state "IIS and all services are now stopped.
Please upgrade your AirWatch database using the provided script"”, then immediately proceed to the next step.

AirWatch recommends that you retain these *.exe install files.

Run the AirWatch_Database_9.2.X_Setup.exe executable on the AirWatch database server.

AirWatch highly recommends that you retain these *.exe install files.

Finish running the installers on each Console and Device Services server.
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Accessing Other Documents

While reading this documentation you may encounter references to documents that are not included here.

The quickest and easiest way to find a particular document is to navigate to https://my.air-
watch.com/help/9.2/en/Content/Release Notes/Doc List PDFs.htm and search for the document you need. Each
release-specific document has a link to its PDF copy on AirWatch Resources.

Alternatively, you can navigate to AirWatch Resources on myAirWatch (resources.air-watch.com) and search. When

searching for documentation on Resources, be sure to select your AirWatch version. You can use the filters to sort by
PDF file type and AirWatch v9.3.
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