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About the VMware Private Al Foundation
with NVIDIA Guide

The VMware Private Al Foundation with NVIDIA Guide provides an overview of the components
of VMware Private Al Foundation with NVIDIA and high-level workflows for development and
production use cases.

Intended Audience

The information in VMware Private Al Foundation with NVIDIA Guide is intended for data center
cloud administrators, data scientists, and DevOps engineers who are familiar with:

m  Cloud administrators
m  Concepts of virtualization and software-defined data centers (SDDCs)

m  Hardware components such as top-of-rack (ToR) switches, inter-rack switches, servers
with direct attached storage, cables, and power supplies

= Methods for setting up NVIDIA GPUs on servers in a data center
m  Using VMware vS|ohere® to work with virtual machines.

m  Using vSphere laaS control plane to configure and assign vSphere resources to vSphere
namespaces on a Supervisor.

As a cloud administrator, see the following information:
m  Chapter 2 Preparing VMware Cloud Foundation for Private Al Workload Deployment
m  Chapter 3 Deploying a Deep Learning VM in VMware Private Al Foundation with NVIDIA
m  Chapter 6 Monitoring VMware Private Al Foundation with NVIDIA
m  Data scientists
m  Containers, including Docker, Helm charts and Harbor Registry
As a data scientist, see the following information:
m  Chapter 3 Deploying a Deep Learning VM in VMware Private Al Foundation with NVIDIA
m  Chapter 5 Deploying RAG Workloads in VMware Private Al Foundation with NVIDIA
m  DevOps engineers
m  Provisioning virtual machines in vSphere using the Kubernetes API.

m  Containers, including Docker, Helm charts and Harbor Registry
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= Working with vSphere laaS control plane for provisioning VMs and Tanzu Kubernetes Grid
(TKG) clusters.

As a DevOps engineer, see the following information:

m  Chapter 4 Deploying Al Workloads on TKG Clusters in VMware Private Al Foundation with
NVIDIA

m  Chapter 5 Deploying RAG Workloads in VMware Private Al Foundation with NVIDIA

VMware Software Components

The functionality of the VMware Private Al Foundation with NVIDIA solution is available across
several software components according to your role in your organization.

Target User Role Software Category Supported Software Versions
Cloud administrators Components that are deployed in See VMware Components in VMware Private Al
VMware Cloud Foundation Foundation with NVIDIA.
Data scientists Deep learning VM components See VMware Deep Learning VM Release Notes.
DevOps engineers TK releases (TKr) See VMware Tanzu Kuberenetes releases Release
Notes.

Related VMware Documentation

The VMware Private Al Foundation with NVIDIA solution includes a stack of VMware software
products and components. The documentation for those software products is as follows:

= VMware Cloud Foundation Documentation

m  VMware vSphere and vSAN Documentation

= VMware vSphere laaS Control Plane Documentation
= VMware Aria Automation Documentation

= VMware Aria Operations Documentation

m  VMware Aria Suite Lifeycle Documentation

m VMware Data Services Manager Documentation

VMware Cloud Foundation Glossary

The VMware Cloud Foundation Glossary defines terms specific to VMware Cloud Foundation.

VMware by Broadcom 6
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What is VMware Private Al
Foundation with NVIDIA?

As a multi-component solution, you can use VMware Private Al Foundation with NVIDIA to run
generative Al workloads by using accelerated computing from NVIDIA, and virtual infrastructure
management and cloud management from VMware Cloud Foundation.

VMware Private Al Foundation with NVIDIA provides a platform for provisioning Al workloads
on ESXi hosts with NVIDIA GPUs. In addition, running Al workloads based on NVIDIA GPU Cloud
(NGC) containers is specifically validated by VMware.

VMware Private Al Foundation with NVIDIA supports two use cases:

Development use case

Cloud administrators and DevOps engineers can provision Al workloads, including Retrieval-
Augmented Generation (RAG), in the form of deep learning virtual machines. Data scientists
can use these deep learning virtual machines for Al development. See About Deep Learning
VM Images in VMware Private Al Foundation with NVIDIA.

Production use case

Cloud administrators can provide DevOps engineers with a VMware Private Al Foundation
with NVIDIA environment for provisioning production-ready Al workloads on Tanzu
Kubernetes Grid (TKG) clusters on vSphere laaS control plane.

For information about the components that are part of the VMware Private Al Foundation
with NVIDIA solution and their architecture on top of VMware Cloud Foundation, see System
Architecture of VMware Private Al Foundation with NVIDIA.
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Preparing VMware Cloud
Foundation for Private Al
Workload Deployment

As a cloud administrator, you must deploy specific software and configure the target VI workload
domains so that data scientists and DevOps engineers can deploy Al workloads on top of
VMware Private Al Foundation with NVIDIA.

VMware Components in VMware Private Al Foundation with
NVIDIA

The functionality of the VMware Private Al Foundation with NVIDIA solution is available across
several software components.

= VMware Cloud Foundation 5.2

= VMware Aria Automation 8.18 and VMware Aria Automation 8.18
m  VMware Aria Operations 8.18 and VMware Aria Operations 8.18
m VMware Data Services Manager 2.1

For information about the VMware Private Al Foundation with NVIDIA architecture and
components, see System Architecture of VMware Private Al Foundation with NVIDIA.

Deployment Workflows for VMware Private Al Foundation
with NVIDIA

The functionality of VMware Private Al Foundation with NVIDIA is based on a foundational set
of components with additional components required to enable the deployment of one of the
following Al workload type:

m  Deep learning VMs in general
m Al workloads on a GPU-accelerated TKG cluster in general
m  RAG workloads as deep learning VMs or applications on GPU-accelerated TKG clusters

The deployment of a RAG workload extends the general approach for deep learning VMs and
Al workloads on TKG clusters with the deployment of a pgvector PostgreSQL database and
configuring the application with the pgvector database.

VMware by Broadcom 8



VMware Private Al Foundation with NVIDIA Guide

In a disconnected environment, you must take additional steps to set up and deploy appliances
and provide resources locally, so that your workloads can access them.

Connected Environment

Task

Review the architecture and
requirements for deploying
VMware Private Al Foundation
with NVIDIA.

Configure a License Service
instance on the NVIDIA
Licensing Portal and generate
a client configuration token.

Generate an API key for
access to the NVIDIA NGC
catalog.

Create a content library for
deep learning VM images.

Enable vSphere laaS control
plane (formely known as
vSphere with Tanzu).

Deploy
Deploy VMware Aria
Automation

by using VMware Aria Suite
Lifecycle in VMware Cloud
Foundation mode.

Deploy VMware Aria
Operations by using VMware
Aria Suite Lifecycle in VMware
Cloud Foundation mode.

Deploy VMware Data Services
Manager

Set up a machine that has
access to the Supervisor
instance, and has Docker,
Helm, and Kubernetes CLI
Tools for vSphere.

Disconnected Environment

VMware by Broadcom

Al Workload Deployment Use Cases

All

Deploy a deep learning VM

All

All

Required if data scientists and DevOps
engineers will deploy workloads by
using self-service catalog items in
VMware Aria Automation.

All

Deploy a RAG workload

All

Required if the Al workloads will
be deployed by directly using the
kubectl command.

Steps

System Architecture of VMware
Private Al Foundation with NVIDIA

Requirements for Deploying

VMware Private Al Foundation with
NVIDIA

NVIDIA License System User Guide.

Pulling and Running NVIDIA Al
Enterprise Containers

Create a Content Library with Deep
Learning VM Images for VMware
Private Al Foundation with NVIDIA

Configure vSphere laaS Control Plane
for VMware Private Al Foundation with
NVIDIA

1

Private Cloud Automation for
VMware Cloud Foundation

Set Up VMware Aria Automation
for VMware Private Al Foundation
with NVIDIA

Intelligent Operations Management for

VMware Cloud Foundation.

Installing and Configuring VMware
Data Services Manager

You deploy a VMware Data
Services Manager instance in the
management domain.

Create a Vector Database Catalog
Iltem in VMware Aria Automation

Install the Kubernetes CLI Tools for
vSphere


https://docs.nvidia.com/license-system/latest/nvidia-license-system-user-guide/index.html
https://docs.nvidia.com/ai-enterprise/deployment-guide-cloud/0.1.0/appendix-ngc.html
https://docs.nvidia.com/ai-enterprise/deployment-guide-cloud/0.1.0/appendix-ngc.html
https://docs.vmware.com/en/VMware-Cloud-Foundation/services/vcf-private-cloud-automation-v1/GUID-33896484-4331-46F1-8875-B487BBEDCE05.html
https://docs.vmware.com/en/VMware-Cloud-Foundation/services/vcf-private-cloud-automation-v1/GUID-33896484-4331-46F1-8875-B487BBEDCE05.html
https://docs.vmware.com/en/VMware-Cloud-Foundation/services/vcf-intelligent-operations-management-v1/GUID-31B18AB1-9E88-4355-BECF-A90F1E1F7C19.html
https://docs.vmware.com/en/VMware-Cloud-Foundation/services/vcf-intelligent-operations-management-v1/GUID-31B18AB1-9E88-4355-BECF-A90F1E1F7C19.html
https://docs.vmware.com/en/VMware-Data-Services-Manager/2.1/data-services-manager/GUID-vsphere-install_config.html
https://docs.vmware.com/en/VMware-Data-Services-Manager/2.1/data-services-manager/GUID-vsphere-install_config.html
https://docs.vmware.com/en/VMware-vSphere/8.0/vsphere-with-tanzu-tkg/GUID-8699B9DE-01D9-4B2A-BBFB-EB1D81878587.html
https://docs.vmware.com/en/VMware-vSphere/8.0/vsphere-with-tanzu-tkg/GUID-8699B9DE-01D9-4B2A-BBFB-EB1D81878587.html
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Task

Review the requirements for
deploying VMware Private Al
Foundation with NVIDIA.

Deploy an NVIDIA Delegated
License Service Instance.

1 Register an NVIDIA DLS
instance on the NVIDIA
Licensing Portal, and bind
and install a license server
on it.

2 Generate a client
configuration token.

Create a content library for
deep learning VM images

Enable vSphere laaS control
plane (formely known as
vSphere with Tanzu)

m  Set up a machine that
has access to the Internet
and has Docker and Helm
installed.

m  Set up a machine that
has access to vCenter
Server for the VI workload
domain, the Supervisor
instance, and the local
container registry.

The machine must have
Docker, Helm, and
Kubernetes CLI Tools for
vSphere.

Configure a content library
for Tanzu Kubernetes releases
(TKr) for Ubuntu

VMware by Broadcom

Related Al Workload Deployment
Options

All

Deploy a deep learning VM

All

m  Deploy a RAG workload on a GPU-
accelerated TKG cluster

m  Deploy Al workloads on a GPU-
accelerated TKG cluster

Steps

m  System Architecture of VMware
Private Al Foundation with NVIDIA

m  Requirements for Deploying
VMware Private Al Foundation with
NVIDIA

Installing and Configuring the DLS
Virtual Appliance

You can deploy the virtual appliance
in the same workload domain as the
Al workloads or in the management
domain.

m  Configuring a Service Instance

B Managing Licenses on a License
Server.

Create a Content Library with Deep
Learning VM Images for VMware
Private Al Foundation with NVIDIA

Configure vSphere laaS Control Plane
for VMware Private Al Foundation with
NVIDIA

m  Deploying a Bastion Host

m  |nstall the Kubernetes CLI Tools for
vSphere

Configure a Content Library with
Ubuntu TKr for a Disconnected
VMware Private Al Foundation with
NVIDIA Environment

10


https://docs.nvidia.com/license-system/latest/nvidia-license-system-user-guide/index.html#installing-configuring-dls-virtual-appliance
https://docs.nvidia.com/license-system/latest/nvidia-license-system-user-guide/index.html#installing-configuring-dls-virtual-appliance
https://docs.nvidia.com/license-system/latest/nvidia-license-system-user-guide/index.html#configuring-service-instance
https://docs.nvidia.com/license-system/latest/nvidia-license-system-user-guide/index.html#managing-licenses-on-license-server
https://docs.nvidia.com/license-system/latest/nvidia-license-system-user-guide/index.html#managing-licenses-on-license-server
https://docs.nvidia.com/ai-enterprise/deployment-guide-vmware/0.1.0/tanzu.html#deploying-a-bastion-host
https://docs.vmware.com/en/VMware-vSphere/8.0/vsphere-with-tanzu-tkg/GUID-8699B9DE-01D9-4B2A-BBFB-EB1D81878587.html
https://docs.vmware.com/en/VMware-vSphere/8.0/vsphere-with-tanzu-tkg/GUID-8699B9DE-01D9-4B2A-BBFB-EB1D81878587.html
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Task

Set up a Harbor registry
service in the Supervisor.

Upload the components of
the NVIDIA operators to the
environment.

Provide a location to
download the vGPU guest
drivers from.

Upload the NVIDIA NGC
container images to a private
container registry, such as the
Harbor Registry service of the
Supervisor.

Deploy VMware Aria
Automation by using VMware
Aria Suite Lifecycle in VMware
Cloud Foundation mode.

VMware by Broadcom

Related Al Workload Deployment
Options

All

Required if the Al workloads will be
deployed on a Supervisor in vSphere
laaS control plane

In an environment without vSphere
laaS control plane, for pulling container
images on a deep learning VM running
directly on a vSphere cluster, you
must configure a registry from another
vendor.

m  Deploy a RAG workload on a GPU-
accelerated TKG cluster

m  Deploy Al workloads on a GPU-
accelerated TKG cluster

Deploy a deep learning VM

All

In an environment without vSphere
laaS control plane, for pulling container
images on a deep learning VM running
directly on a vSphere cluster, you

must configure a registry from another
vendor.

All

Required if data scientists and DevOps
engineers will deploy workloads by
using self-service catalog items in
VMware Aria Automation.

Steps

Setting Up a Private Harbor Registry
in VMware Private Al Foundation with
NVIDIA

Upload the NVIDIA GPU Operator
Components to a Disconnected
Environment

Upload to a local Web server

the required vGPU guest driver
versions, downloaded from the NVIDIA
Licensing Portal, and an index in one of
the following formats:

m  Anindex .txt file with a list of
the .run or .zip files of the vGPU
guest drivers.

host-driver-version-1
guest-driver-download-
URL-1
host-driver-version-2
guest-driver-download-
URL-2
host-driver-version-3
guest-driver-download-
URL-3

m A directory index in the format
generated by Web servers, such
as NGINX and Apache HTTP
Server. The version-specific vGPU
driver files must provided as .zip

files.

Upload Al Container Images to a
Private Harbor Registry in VMware
Private Al Foundation with NVIDIA

1  Private Cloud Automation for
VMware Cloud Foundation

2 Set Up VMware Aria Automation
for VMware Private Al Foundation
with NVIDIA


https://docs.vmware.com/en/VMware-Cloud-Foundation/services/vcf-private-cloud-automation-v1/GUID-33896484-4331-46F1-8875-B487BBEDCE05.html
https://docs.vmware.com/en/VMware-Cloud-Foundation/services/vcf-private-cloud-automation-v1/GUID-33896484-4331-46F1-8875-B487BBEDCE05.html
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Related Al Workload Deployment

Task Options Steps
Deploy VMware Aria All Intelligent Operations Management for
Operations by using VMware VMware Cloud Foundation

Aria Suite Lifecycle in VMware
Cloud Foundation mode.

Deploy VMware Data Services Deploy a RAG workload 1 Installing and Configuring VMware
Manager Data Services Manager

You deploy a VMware Data
Services Manager instance in the
management domain.

2 Create a Vector Database Catalog
Iltem in VMware Aria Automation

Read the following topics next:

System Architecture of VMware Private Al Foundation with NVIDIA
Requirements for Deploying VMware Private Al Foundation with NVIDIA

Create a Content Library with Deep Learning VM Images for VMware Private Al Foundation
with NVIDIA

Configure vSphere laaS Control Plane for VMware Private Al Foundation with NVIDIA

Configure a Content Library with Ubuntu TKr for a Disconnected VMware Private Al
Foundation with NVIDIA Environment

Setting Up a Private Harbor Registry in VMware Private Al Foundation with NVIDIA
Upload the NVIDIA GPU Operator Components to a Disconnected Environment

Set Up VMware Aria Automation for VMware Private Al Foundation with NVIDIA

System Architecture of VMware Private Al Foundation with
NVIDIA

VMware Private Al Foundation with NVIDIA runs on top of VMware Cloud Foundation adding
support for Al workloads in VI workload domains with vSphere laaS control plane provisioned by
using kubectl and VMware Aria Automation .

VMware by Broadcom
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Figure 2-1. Example Architecture for VMware Private Al Foundation with NVIDIA
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Table 2-1. Components for Running Al Workloads in VMware Private Al Foundation with NVIDIA

Component Description

GPU-enabled ESXi hosts ESXi hosts that configured in the following way:

m  Have an NVIDIA GPU that is supported for
VMware Private Al Foundation with NVIDIA. The
GPU is shared between workloads by using
the time slicing or Multi-Instance GPU (MIG)
mechanism.

m  Have the NVIDIA vGPU host manager driver
installed so that you can use vGPU profiles based
on MIG or time slicing.

Supervisor One or more vSphere clusters enabled for vSphere
laaS control plane so that you can run virtual
machines and containers on vSphere by using the
Kubernetes API. A Supervisor is a Kubernetes cluster
itself, serving as the control plane to manage
workload clusters and virtual machines.

Harbor registry A local image registry in a disconnected environment
where you host the container images downloaded
from the NVIDIA NGC catalog.

NSX Edge cluster A cluster of NSX Edge nodes that provides 2-
tier north-south routing for the Supervisor and the
workloads it runs.
The Tier-O gateway on the NSX Edge cluster is in
active-active mode.

NVIDIA Operators m  NVIDIA GPU Operator. Automates the

management of all NVIDIA software components
needed to provision GPU to containersin a
Kubernetes cluster. NVIDIA GPU Operator is
deployed on a TKG cluster.

m  NVIDIA Network Operator. NVIDIA Network
Operator also helps configuring the right mellanox
drivers for containers using virtual functions for
high speed networking, RDMA and GPUDirect.

Network Operator works together with the
GPU Operator to enable GPUDirect RDMA on
compatible systems.

NVIDIA Network Operator is deployed on a TKG
cluster.

Vector database A PostgreSQL database that has the pgvector
extension enabled so that you can use it in Retrieval
Augmented Generation (RAG) Al workloads.

VMware by Broadcom 14
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Table 2-1. Components for Running Al Workloads in VMware Private Al Foundation with NVIDIA
(continued)

Component Description
m  NVIDIA Licensing Portal You use the NVIDIA Licensing Portal to generate
m  NVIDIA Delegated License Service (DLS) a client configuration token to assign a license to

the guest vGPU driver in the deep learning virtual
machine and the GPU Operators on TKG clusters.

In a disconnected environment or to have your
workloads getting license information without using
an Internet connection, you host the NVIDIA licenses
locally on a Delegated License Service (DLS)
appliance.

Content library Content libraries store the images for the deep
learning virtual machines and for the Tanzu
Kubernetes releases. You use these images for Al
workload deployment within the VMware Private Al
Foundation with NVIDIA environment. In a connected
environment, content libraries pull their content
from VMware managed public content libraries. In
a disconnected environment, you must upload the
required images manually or pull them from an
internal content library mirror server.

NVIDIA GPU Cloud (NGC) catalog A portal for GPU-optimized containers for Al, and
machine learning that are tested and ready to run
on supported NVIDIA GPUs on premises on top of
VMware Private Al Foundation with NVIDIA.

As a cloud administrator, you use the management components in VMware Cloud Foundation
Table 2-2. Management Components in VMware Private Al Foundation with NVIDIA

Management Component Description

SDDC Manager You use SDDC Manager for the following tasks:

m  Deploy a GPU-enabled VI workload domain that
is based vSphere Lifecycle Manager images and
add clusters to it.

m  Deploy an NSX Edge cluster in VI workload
domains for use by Supervisor instances and
in the management domain for the VMware
Aria Suite components of VMware Private Al
Foundation with NVIDIA.

m  Deploy a VMware Aria Suite Lifecycle instance
which is integrated with the SDDC Manager
repository.

VI Workload Domain vCenter Server You use this vCenter Server instance to enable and
configure a Supervisor.

VI Workload Domain NSX Manager SDDC Manager uses this NSX Manager to deploy and
update NSX Edge clusters.

VMware by Broadcom 15
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Table 2-2. Management Components in VMware Private Al Foundation with NVIDIA (continued)

Management Component Description

VMware Aria Suite Lifecycle You use VMware Aria Suite Lifecycle to deploy and
update VMware Aria Automation and VMware Aria
Operations.

VMware Aria Automation You use VMware Aria Automation to add self-service

catalog items for deploying Al workloads for DevOps
engineers and data scientists.

VMware Aria Operations You use VMware Aria Operations for monitoring
the GPU consumption in the GPU-enabled workload
domains.

VMware Data Services Manager You use VMware Data Services Manager to create

vector databases, such as a PostgreSQL database
with pgvector extension.

Requirements for Deploying VMware Private Al Foundation
with NVIDIA

You deploy components of VMware Private Al Foundation with NVIDIA in your VMware
Cloud Foundation environment in a VI workload domain where you must have certain NVIDIA
components installed.

Required VMware Software Versions

See VMware Components in VMware Private Al Foundation with NVIDIA.

Supported NVIDIA GPU Devices

Before you start using VMware Private Al Foundation with NVIDIA, make sure that the GPUs on
your ESXi hosts are supported by VMware by Broadcom:

Table 2-3. Supported NVIDIA Components for VMware Private Al Foundation with NVIDIA

NVIDIA Component Supported Options

NVIDIA GPUs = NVIDIA A100
m  NVIDIA L40S
m NVIDIA H100

GPU sharing mode m  Time slicing
m  Multi-Instance GPU (MIG)
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Required NVIDIA Software

The GPU device must support the latest NVIDIA Al Enterprise (NVAIE) vGPU profiles. See the
NVIDIA Virtual GPU Software Supported GPUs documentation for guidance.

= NVIDIA vGPU host driver (including the VIB for ESXi hosts), that is compatible with your
VMware Cloud Foundation version. See Virtual GPU Software for VMware vSphere Release
Notes.

= NVIDIA GPU Operator that is compatible with the Kubernetes version of the deployed TKG
clusters. See NVIDIA GPU Operator Release Notes and VMware Tanzu Kuberenetes releases
Release Notes.

Required VMware Cloud Foundation Setup

Before you deploy VMware Private Al Foundation with NVIDIA, a specific configuration must be
available in VMware Cloud Foundation.

m A VMware Cloud Foundation license.
m A VMware Private Al Foundation with NVIDIA add-on license.

You need the VMware Private Al Foundation with NVIDIA add-on license to access the
following functionality:

m  Private Al setup in VMware Aria Automation for catalog items for easy provisioning of
GPU-accelerated deep learning virtual machines and TKG clusters.

m  Provisioning of PostgreSQL databases with the pgvector extension with enterprise
support.

m  Deploying and using the deep learning virtual machine image delivered by VMware by
Broadcom.

You can deploy Al workloads with and without a Supervisor enabled and use the GPU metrics

in vCenter Server and VMware Aria Operations under the VMware Cloud Foundation license.

m Licensed NVIDIA vGPU product including the host driver VIB file for ESXi hosts and the
guest OS drivers. See the NVIDIA Virtual GPU Software Supported GPUs documentation for
guidance.

m  The VIB file of the NVIDIA vGPU host driver downloaded from https://nvid.nvidia.com/

m A vSphere Lifecycle Manager image with the VIB file of the vGPU host manager driver
available in SDDC Manager. See Managing vSphere Lifecycle Manager Images in VMware
Cloud Foundation.

m A VI workload domain with at least 3 ESXi GPU-enabled hosts that is based on the vSphere
Lifecycle Manager image containing the host manager driver VIB file. See Deploy a VI
Workload Domain Using the SDDC Manager Ul and Managing vSphere Lifecycle Manager
Images in VMware Cloud Foundation.
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= NVIDIA vGPU host driver installed and vGPU configured on each ESXi host in the cluster for
Al workloads.

a On each ESXi host, enable SR-IOV in the BIOS and Shared Direct on the graphics devices
for Al operations.

For information about configuring SR-IOV, see the documentation from your hardware
vendor. For information about configuring Shared Direct on graphics devices, see
Configure Virtual Graphics on vSphere.

b Install the NVIDIA vGPU host manager driver on each ESXi host in one of the following
ways:

m Install the driver on each host and add the VIB file of the driver to the vSphere
Lifecycle image for the cluster.

See NVIDIA Virtual GPU Software Quick Start Guide.

= Add the VIB file of the driver to the vSphere Lifecycle image for the cluster and
remediate the hosts.

¢ If you want to use the Multi-Instance GPU (MIG) sharing, enable it on each ESXi host in the
cluster.

See NVIDIA MIG User Guide.

d On the vCenter Server instance for VI workload domain, set the vgpu.hotmigrate.enabled
advanced setting to true so that virtual machines with vGPU can be migrated by using
vSphere vMotion.

See Configure Advanced Settings.

Create a Content Library with Deep Learning VM Images for
VMware Private Al Foundation with NVIDIA

Deep learning VM images in VMware Private Al Foundation with NVIDIA are distributed in a
shared content library published by VMware. As a cloud administrator, you use a content library
to pull specific VM images in your VI workload domain during VM deployment.

Prerequisites

As a cloud administrator, verify that VMware Private Al Foundation with NVIDIA is deployed
and configured. See Chapter 2 Preparing VMware Cloud Foundation for Private Al Workload
Deployment.

Procedure

1 Log in to the vCenter Server instance for the VI workload domain at https://

<vcenter_server_ fqdn>/ui.

2 Select Menu > Content Libraries and click Create.
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3 Create a content library for the deep learning VM images.

m For a connected environment, create a subscribed content library that is connected to
https://packages.vmware.com/dl-vm/1lib. json. Authentication is not required.

m  For a disconnected environment, download the deep learning VM images from https://
packages.vmware.com/dl-vm/ and import them in to a local content library.

For each image, download the relevant .ovf, .vmdk, .mf, and .cert files.

Configure vSphere laaS Control Plane for VMware Private Al
Foundation with NVIDIA

To provide DevOps engineers and data scientists with the ability to deploy deep learning virtual
machines or TKG clusters with Al container workloads, you must deploy a Supervisor on a GPU-
enabled cluster in a VI workload domain and create vGPU-enabled VM classes.

Prerequisites

See Requirements for Deploying VMware Private Al Foundation with NVIDIA.

Procedure
1 Deploy an NSX Edge Cluster in the VI workload domain by using SDDC Manager.

SDDC Manager also deploys a Tier-O gateway that you specify at Supervisor deployment.
The Tier-O gateway is in active-active high availability mode.

2 Configure a storage policy for the Supervisor.
See Create Storage Policies for vSphere with Tanzu.
3 Deploy a Supervisor on a cluster of GPU-enabled ESXi hosts in the VI workload domain.

You use static IP address assignment for the management network. Assign the supervisor VM
management network on the vSphere Distributed Switch for the cluster.

Configure the workload network in the following way:

m  Use the vSphere Distributed Switch for the cluster or create one specifically for Al
workloads.

m  Configure the Supervisor with the NSX Edge cluster and Tier-O gateway that you
deployed by using SDDC Manager.

m  Set the rest of the values according to your design.
Use the storage policy you created.

For more information on deploying a supervisor on a single cluster, see Deploy a One-Zone
Supervisor with NSX Networking.
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4 Configure vGPU-based VM classes for Al workloads.

In these VM classes, you set the compute requirements and a vGPU profile for an NVIDIA
GRID vGPU device according to the vGPU devices configured on the ESXi hosts in the
Supervisor cluster.

m  For information about setting up vGPU-based VM classes for virtual machines, see Create
a Custom VM Class Using the vSphere Client and Add PCI Devices to a VM Class in
vSphere with Tanzu.

m  For information about setting up vGPU-based VM classes for TKG worker nodes, see
Create a Custom VM Class with a vGPU Profile in vSphere 8 Update 2b and later and
Configuring vSphere Namespaces for TKG Clusters on Supervisor.

For the VM class for deploying deep learning VMs with NVIDIA RAG workloads, set the
following additional settings in the VM class dialog box:

m  Select the full-sized vGPU profile for time-slicing mode or a MIG profile. For example, for
NVIDIA A100 40GB card in vGPU time-slicing mode, select nvidia_a100-40c.

= On the Virtual Hardware tab, allocate more than 16 virtual CPU cores and 64 GB of virtual
memory.

m  On the Advanced Parameters tab, set the pciPassthru<vgpu-id>.cfg.enable uvm
parameter to 1.

where <vgpu-id> identifies the vGPU assigned to the virtual machine. For example, if two
vGPUs are assigned to the virtual machine, you set pciPassthru0.cfg.parameter=1 and

pciPassthrul.cfg.parameter = 1.

5 If you plan to use the kubectl command line tool to deploy a deep learning VM or an
GPU-accelerated TKG cluster on a Supervisor, create and configure a vSphere namespace,
adding resource limits, storage policy, permissions for DevOps engineers, and associating the
vGPU-based VM classes with it.

m  Forinformation about setting up vSphere namespaces for virtual machines, see Create
and Configure a vSphere Namespace on the Supervisor.

m  Forinformation about setting up vSphere namespaces for TKG clusters, see Configuring
vSphere Namespaces for TKG Clusters on Supervisor.

6 If you plan to enable deployments of deep learning VMs on a Supervisor by directly calling
kubectl, add the content library to the vSphere namespace for Al workloads.

VMware Aria Automation creates a namespace every time a deep learning VM is provisioned,
automatically adding the content library to it.

a Select Menu > Workload Management.
b Navigate to the namespace for Al workloads.
c On the VM Service card, click Manage content libraries.

d Select the content library with the deep learning VM images and click OK.
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Configure a Content Library with Ubuntu TKr for a
Disconnected VMware Private Al Foundation with NVIDIA
Environment

As a cloud administrator, if your environment has no Internet connectivity, you provide a local
content library where you manually upload Tanzu Kubernetes releases (TKr) and associate it with
the Supervisor.

Deploying NVIDIA-aware Al workloads on TKG clusters requires the use of the Ubuntu edition of
Tanzu Kubernetes releases.

The TKr content library is used across all vSphere namespaces in the Supervisor when

you provision new TKG clusters.

Prerequisites

As a cloud administrator, verify that VMware Private Al Foundation with NVIDIA is deployed
and configured. See Chapter 2 Preparing VMware Cloud Foundation for Private Al Workload
Deployment

Procedure

1 Download the Ubuntu-based TKr images with the required Kubernetes versions from

https://wp-content.vmware.com/v2/latest/.

2 Login to the vCenter Server instance for the VI workload domain at http://

<vcenter_server_ fqdn>/ui.

3 Create a local content library and import the TKr images there.

See Create a Local Content Library (for Air-Gapped Cluster Provisioning).

4 Add the content library to the Supervisor.

a

b

Select Menu > Workload Management.

Navigate to the Supervisor for Al workloads.

On the Configure tab, select General.

Next to the Tanzu Kubernetes Grid Service property, click Edit.

On the General page that appears, expand Tanzu Kubernetes Grid Service, and next to
Content Library, click Edit.

Select the content library with the TKr images and click OK.
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Setting Up a Private Harbor Registry in VMware Private Al
Foundation with NVIDIA

You can use Harbor as a Supervisor Service as a local registry for container images from the
NVIDIA NGC catalog.

Note The installation of the Harbor service in the Supervisor requires an Internet connection.

If you want to use the Harbor registry integration with Supervisor, you can follow these setup
approaches:

m  Use a Harbor registry only in the Supervisor in the GPU-enabled workload domain. Perform
the following tasks:

a Enable Harbor as a Supervisor Service.

b Upload Al Container Images to a Private Harbor Registry in VMware Private Al Foundation
with NVIDIA

You can disconnect your environment from the Internet and start using the Harbor service as
a local container registry after you install the service or after you install it and download the
initial set of required container images.

In this approach, you must manually download container images from the NVIDIA NGC
catalog to a machine in the environment and then upload them to the registry.

m Create a Harbor Registry in VMware Private Al Foundation with NVIDIA as a Replica of a
Connected Registry.

One Harbor registry, running outside the VMware Private Al Foundation with NVIDIA
environment, is always connected to the Internet. The Harbor registry in the Supervisor for
the GPU-enabled workload domain receives container images from the connected one using
a proxy mechanism. In this way, the main components of the VMware Cloud Foundation
instance remain isolated.

In this approach, additional resources are required for the connected registry.
Note Allocate enough storage space for hosting the NVIDIA NGC containers you plan to deploy

on a deep learning VM or on a TKG cluster. Accommodate at least three versions of each
container in the storage space.

If connecting to the Internet while installing the Harbor service or setting up a connected Harbor
registry is not an option for your organization, use a container registry by another vendor.

Upload Al Container Images to a Private Harbor Registry in VMware
Private Al Foundation with NVIDIA

In a disconnected environment where you use a Harbor registry only on the Al-ready Supervisor,
you must manually upload the Al container images that you intend to deploy on a deep learning
VM or a TKG cluster from the NVIDIA NGC catalog to Harbor.
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Procedure

1 On the machines for access to NVIDIA NGC and to the disconnected VMware Cloud
Foundation instance, configure the Docker client with the certificate of the Harbor registry.

See Configure a Docker Client with a Registry Certificate.
2 Loginto NVIDA NGC.

Use the reserved user name of $oauthtoken and paste the API key in the password field.

docker login nvcr.io

3 Pull the required container images to the machine with access to NVIDIA NGC catalog and
save them to an archive.

For example, to download the CUDA Sample container image, run the following commands.

docker pull nvcr.io/nvidia/k8s/cuda-sample:vectoradd-cudall.7.1-ubi8
docker save > cuda-sample.tar nvcr.io/nvidia/k8s/cuda-sample:vectoradd-cudall.7.1l-ubi8

4 Copy the archive to the machine with access to the local container registry.
5 On the machine with access to the local container registry, load the container image.
docker load < cuda-sample.tar

6 Login to the Harbor registry.

For example, if the Harbor registry is running at my-harbor-registry.example.com, run the
following commands.

docker login my-harbor-registry.example.com

7 Tag the image that you want to push to the project with the same name as the namespace
where you want to use it.

For example, to tag the CUDA Sample container image as latest for the my-private-
ai-namespace project on the my-harbor-registry.example.com registry, run the following
command.

docker tag nvcr.io/nvidia/k8s/cuda-sample:vectoradd-cudall.7.l-ubi8 my-harbor-
registry.example.com/my-private-ai-namespace/cuda-sample:latest

8 Push the container images to the Harbor registry.

docker push my-harbor-registry.example.com/my-private-ai-namespace/cuda-sample:latest

Create a Harbor Registry in VMware Private Al Foundation with
NVIDIA as a Replica of a Connected Registry

To be able to update easily to the latest images in the NVIDIA NGC catalog, you can use a Harbor
registry in a Supervisor that is in another VI workload domain or VMware Cloud Foundation
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instance and can be connected to Internet. You then replicate this connected registry on the
Supervisor where you plan to run Al workloads.

You pull the latest container images from NVIDIA NGC to the connected Harbor registry and
transfer them to the disconnected one by using a proxy-cached connection. In this way, you do
not have to download container images and then upload them manually on a frequent basis.

Note You can also use a connected container registry by another vendor.

You set up the network between the two registries in the following way:
m  The connected registry is routable to the replica registry.

m  The connected registry is placed in a DMZ where only docker push and docker pull
communication is allowed between the two registries.

Prerequisites

Enable Harbor as a Supervisor Service in the Supervisor in the GPU-enabled workload domain.

Procedure
1 Loginto the connected Harbor Registry Ul as a Harbor system administrator.

2 Go to the Administration > Registries page and create an endpoint for the NVIDIA NGC
catalog nvcr.io/nvaie selecting the Docker Registry provider and with your NVIDIA NGC
API key.

3 Go to the Administration > Projects page and create a proxy-cache project, connected to
the endpoint for nvcr.io/nvaie.

4 Back on the Registries page, create a replication endpoint for the disconnected registry,
selecting the Harbor provider.

5 Go to the Administration > Replications page and create a replication rule.
m  Use push-based replication mode.

= In the Destination registry property, enter the URL of the disconnected registry on the
Al-ready Supervisor.

m  Set filters, target namespace and trigger mode according to the requirements of your
organization.

What to do next

1 Pull the container images that are required by your organization from NVIDIA NGC to the
connected registry by running docker pull on the Docker client machine.

2 If the replication rule has manual trigger mode, run manually replications as needed.
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Upload the NVIDIA GPU Operator Components to a
Disconnected Environment

In a disconnected environment, upload the components of the NVIDIA GPU Operator on internal
locations.

Procedure

1 Provide a local Ubuntu package repository and upload the container images in the NVIDIA
GPU Operator package to the Harbor Registry for the Supervisor.

2 Provide a local Helm chart repository with NVIDIA GPU Operator chart definitions.
3 Update the Helm chart definitions of the NVIDIA GPU Operator to use the local Ubuntu

package repository and private Harbor Registry.

Results

For more information, see Installing VMware vSphere with VMware Tanzu (Air-gapped).

Set Up VMware Aria Automation for VMware Private Al
Foundation with NVIDIA

VMware Aria Automation provides support for self-service catalog items that DevOps engineers
and data scientists can use to provision Al workloads in VMware Private Al Foundation with
NVIDIA in a user-friendly and customizable way.

Prerequisites

As a cloud administrator, verify that the VMware Private Al Foundation with NVIDIA environment
is configured. See Chapter 2 Preparing VMware Cloud Foundation for Private Al Workload
Deployment.

Procedure

1 Connect VMware Aria Automation to a Workload Domain for VMware Private Al Foundation
with NVIDIA

Before you can add the catalog items for provisioning Al applications by using VMware Aria
Automation, you connect VMware Aria Automation to VMware Cloud Foundation.
2 Create Al Self-Service Catalog Items in VMware Aria Automation

As a cloud administrator, you use the catalog setup wizard for private Al in VMware Aria
Automation to quickly add catalog items for deploying deep learning virtual machines or
GPU-accelerated TKG clusters in a VI workload domain in the connected VMware Cloud
Foundation.
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3 Create a Vector Database Catalog Item in VMware Aria Automation

As a cloud administrator, you can add a catalog item for provisioning databases in VMware
Data Services Manager to the Automation Service Broker in VMware Aria Automation.

Connect VMware Aria Automation to a Workload Domain for
VMware Private Al Foundation with NVIDIA

Before you can add the catalog items for provisioning Al applications by using VMware Aria
Automation, you connect VMware Aria Automation to VMware Cloud Foundation.

Procedure

¢ Inthe VMware Aria Automation Ul, run quick start wizard for VMware Cloud Foundation or for
VMware vCenter Server .

See How do you get started with VMware Aria Automation using the VMware Cloud
Foundation Quickstart or How do you get started with VMware Aria Automation using the
VMware vCenter Server Quickstart in the Getting Started with VMware Aria Automation
documentation.

Create Al Self-Service Catalog Items in VMware Aria Automation

As a cloud administrator, you use the catalog setup wizard for private Al in VMware Aria
Automation to quickly add catalog items for deploying deep learning virtual machines or GPU-
accelerated TKG clusters in a VI workload domain in the connected VMware Cloud Foundation.

Data scientists can use deep learning catalog items for deployment of deep learning VMs.
DevOps engineers can use the catalog items for provisioning Al-ready TKG clusters.

Every time you run it, the catalog setup wizard for private Al adds items for deep learning virtual
machines and TKG clusters to the Service Broker catalog. You can run the wizard every time you
need the following:

m  Enable provisioning of Al workloads on another supervisor.

m  Accommodate a change in your NVIDIA Al Enterprise license, including the client
configuration . tok file and license server, or the download URL for the vGPU guest drivers
for a disconnected environment.

m  Accommodate a deep learning VM image change.

m  Use other vGPU or non-GPU VM classes, storage policy, or container registry.

m Create catalog items in a new project.

Note VMware Aria Automation creates a vSphere namespace every time a deep learning VM or
a Tanzu Kubernetes Grid cluster is provisioned.

Procedure

& Add Private Al items to the Automation Service Broker catalog.
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What to do next

By using the Automation Service Broker, your data scientists can proceed with deploying deep
learning VMs and your DevOps engineers - with provisioning GPU-enabled Tanzu Kubernetes
Grid clusters. See Deploy a non-RAG deep learning virtual machine in VMware Aria Automation.

Create a Vector Database Catalog Item in VMware Aria Automation

As a cloud administrator, you can add a catalog item for provisioning databases in VMware Data
Services Manager to the Automation Service Broker in VMware Aria Automation.

Prerequisites
m  Verify that you have VMware Data Services Manager 2.1 deployed.

m  Provide a machine that has Python 3.10 installed and has access to the VMware Data Services
Manager and VMware Aria Automation instances.
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Procedure

1 Download the AriaAutomation DataServicesManager bundle for VMware Data Services
Manager 2.1 from the Broadcom Technical Portal.

a Login to the the Broadcom Support Portal.

b From the software category drop-down menu in the top right corner of the portal, select
VMware Cloud Foundation.

I .
@ Mainframe Software

nd sL

“fy Enterprise Software

@ Cyber Security Software

k her
supf [ Payment Security Software

6 VMware Cloud Foundation

@ Tanzu

Application Networking and Security

EE3 Brocade Storage Networking
Semiconductors

LA

ﬁ Software Defined Edge

2 Ale

nno

¢ Inthe left navigation pane, click My Downloads.

d On the My Downloads - VMware Cloud Foundation page, click VMware Data Services
Manager.

e Click the release number and download the AriaAutomation DataServicesManager
bundle.
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2 On the machine running Python, upload the AriaAutomation DataServicesManager
bundle and extract its content.

3 Update the config.json file in the folder where you extracted the bundle with the URLs and
user credentials for VMware Data Services Manager and VMware Aria Automation.

Optionally, you can also set the name of the catalog item, Automaton Assembler project, and
other parameters.

4 To create the catalog items in VMware Aria Automation, run the aria.py Python script in the
following way.

python3 aria.py enable-blueprint-version-2

Results

The Python script creates items in VMware Aria Automation that are required for using
VMware Data Services Manager for database provisioning. See the readme.md file in the

AriaAutomation DataServicesManager bundle

What to do next

Your data scientists or DevOps engineers can deploy a vector database from the Automation
Service Broker catalog with pgvector extension and integrate it their RAG workloads. See
Chapter 5 Deploying RAG Workloads in VMware Private Al Foundation with NVIDIA.
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Deploying a Deep Learning VM
in VMware Private Al Foundation
with NVIDIA

VMware Private Al Foundation with NVIDIA supports provisioning pre-configured deep learning
VMs that data scientists can use for Al development.

As a data scientist, you have the following options to start using a deep learning VM:

VMware by Broadcom

Deploy a deep learning VM by using a self-service catalog item in VMware Aria Automation.

Request your DevOps engineer to deploy a deep learning VM on a Tanzu Kubernetes Grid
cluster by using the kubectl command.

Request your cloud administrator to deploy a deep learning VM on a vSphere cluster to
quickly explore the deep learning VM templates.

About Deep Learning VM Images in VMware Private Al Foundation with NVIDIA

The deep learning virtual machine images delivered as part of VMware Private Al
Foundation with NVIDIA are preconfigured with popular ML libraries, frameworks, and
toolkits, and are optimized and validated by NVIDIA and VMware for GPU acceleration in
a VMware Cloud Foundation environment.

Deploy a Deep Learning VM by Using a Self-Service Catalog in VMware Aria Automation

In VMware Private Al Foundation with NVIDIA, as a data scientist or DevOps engineer, you
can deploy a deep learning VM from VMware Aria Automation by using an Al workstation
self-service catalog items in Automation Service Broker.

Deploy a Deep Learning VM Directly on a vSphere Cluster in VMware Private Al Foundation
with NVIDIA

To quickly give data scientists the opportunity to test the deep learning VM templates in
VMware Private Al Foundation with NVIDIA, as a cloud administrator, you can deploy a deep
learning VM directly on a vSphere cluster by using the vSphere Client.

Deploy a Deep Learning VM by Using the kubectl Command in VMware Private Al
Foundation with NVIDIA

The VM service in the Supervisor in vSphere laaS Control Plane enables DevOps engineers
to deploy and run deep learning VMs by using the Kubernetes API.

Customizing Deep Learning VM Deployment in VMware Private Al Foundation with NVIDIA

When you deploy a deep learning VM in vSphere laaS control plane by using kubectl or
directly on a vSphere cluster, you must fill in custom VM properties.
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m  Troubleshooting Deep Learning VM Deployment in VMware Private Al Foundation with
NVIDIA

The troubleshooting information about deployment of deep learning VM in VMware Private

Al Foundation with NVIDIA provides solutions to potential problems that you might
encounter.

About Deep Learning VM Images in VMware Private Al
Foundation with NVIDIA

The deep learning virtual machine images delivered as part of VMware Private Al Foundation
with NVIDIA are preconfigured with popular ML libraries, frameworks, and toolkits, and are
optimized and validated by NVIDIA and VMware for GPU acceleration in a VMware Cloud
Foundation environment.

As a data scientist, you can use the deep learning VMs provisioned from these images for Al
prototyping, fine tuning, validation, and inference.

The software stack for running Al applications on top of NVIDIA GPUs is validated in advance.
As a result, you directly start Al developing, without spending time installing and validating the
compatibility of operating systems, software libraries, ML frameworks, toolkits, and GPU drivers.

What Does a Deep Learning VM Image Contain?

The latest deep learning virtual machine image contains the following software. For information
on the component versions in each deep learning VM image release, see VMware Deep Learning
VM Release Notes.

Software Component

Category Software Component
Embedded m  Canonical Ubuntu
m  NVIDIA Container Toolkit
m  Docker Community Engine
®  Miniconda and a PyTorch Conda manifest.

Can be pre-installed

automatically when you

start the deep learning VM Deep learning CUDA sample

for the first time (DL) workloads You can use a deep learning VM with running CUDA samples to
explore vector addition, gravitational n-body simulation, or other
examples on a VM. See the CUDA Samples page in the NVIDIA NGC
catalog.

vGPU guest driver according to the version of the vGPU host driver

PyTorch.

You can use a deep learning VM with a PyTorch library to explore
conversational Al, NLP, and other types of Al models, on a VM. See
the PyTorch page in the NVIDIA NGC catalog.

You can use a ready JupyterLab instance with PyTorch installed
and configured at http://dl vm ip:8888.
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Software Component

Category Software Component

TensorFlow. You can use a deep learning VM with a TensorFlow
library to explore conversational Al, NLP, and other types of Al
models, on a VM. See the TensorFlow page in the NVIDIA NGC
catalog.

You can use a ready JupyterLab instance with TensorFlow installed
and configured at http://dl_vm ip:8888.

DCGM Exporter

You can use a deep learning VM with a Data Center GPU Manager
(DCGM) exporter to monitor the health of and get metrics from
GPUs used by a DL workload, using NVIDIA DCGM, Prometheus,
and Grafana. See the DCGM Exporter page in the NVIDIA NGC
catalog.

In a deep learning VM, you run the DCGM Exporter container
together with a DL workload that performs Al operations. After

the deep learning VM is started, DCGM Exporter is ready to collect
VvGPU metrics and export the data to another application for further
monitoring and visualization.

For information how to use DGCM Exporter to visualize metrics with
Prometheus and Grafana, see DCGM Exporter.

Triton Inference Server

You can use a deep learning VM with a Triton Inference Server for
loading a model repository and receive inference requests. See the
Triton Inference Server page in the NVIDIA NGC catalog.

For information how to use Triton Inference Server for inference
requests for Al models, see Triton Inference Server.

NVIDIA RAG

You can use a deep learning VM to build Retrieval Augmented
Generation (RAG) solutions with an Llama2 model. See the NVIDIA
RAG Applications Docker Compose documentation (requires
specific account permissions) .

A sample chatbot Web application that you can access at http://
dl vm ip:3001/orgs/nvidia/models/text-ga-chatbot. You
can upload your own knowledge base.

Deploying a Deep Learning VM

As a data scientist, you can deploy a deep learning VM on your own by using catalog items in
VMware Aria Automation. Otherwise, a cloud administrator or DevOps engineer deploys such a

VM for you.
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Deploy a Deep Learning VM by Using a Self-Service Catalog
in VMware Aria Automation

In VMware Private Al Foundation with NVIDIA, as a data scientist or DevOps engineer, you can
deploy a deep learning VM from VMware Aria Automation by using an Al workstation self-service
catalog items in Automation Service Broker.

For information about deep learning VM images in VMware Private Al Foundation with NVIDIA,
see About Deep Learning VM Images in VMware Private Al Foundation with NVIDIA.

Prerequisites

m  Verify that your cloud administrator has set up the VMware Aria Automation catalog for
private Al application deployment. See Add Private Al items to the Automation Service
Broker catalog.

m  Verify the your cloud administrator has assigned the user role that is required for deploying
deep learning VMs.

Procedure

¢ Deploy a non-RAG deep learning virtual machine in VMware Aria Automation or Deploy a
Deep Learning VM with a RAG Workload.

Deploying a deep learning VM with NVIDIA RAG requires a vector database, such as a
PostgreSQL database with pgvector in VMware Data Services Manager.

Results

The vGPU guest driver and the specified deep learning workload are installed the first time you
start the deep learning VM.

What to do next

For details on how to access the virtual machine and the JupyterLab instance that comes with
some of the deep learning VM images, in Automation Service Broker, navigate to Consume >
Deployments > Deployments.

Deploy a Deep Learning VM Directly on a vSphere Cluster in
VMware Private Al Foundation with NVIDIA

To quickly give data scientists the opportunity to test the deep learning VM templates in VMware
Private Al Foundation with NVIDIA, as a cloud administrator, you can deploy a deep learning VM
directly on a vSphere cluster by using the vSphere Client.

For information about deep learning VM images in VMware Private Al Foundation with NVIDIA,
see About Deep Learning VM Images in VMware Private Al Foundation with NVIDIA.
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Deploying a deep learning VM with NVIDIA RAG requires a vector database, such as a
PostgreSQL database with pgvector in VMware Data Services Manager. For information about
deploying such a database and integrating it in a deep learning VM, see Deploy a Deep Learning
VM with a RAG Workload.

Prerequisites

Verify that VMware Private Al Foundation with NVIDIA is deployed and configured. See Chapter
2 Preparing VMware Cloud Foundation for Private Al Workload Deployment.

Procedure

1

Log in to the vCenter Server instance for the VI workload domain.

2 From the vSphere Client home menu, select Content Libraries.

3 Navigate to the deep learning VM image in the content library.

4 Right-click an OVF template and select New VM from This Template.

5 On the Select name and folder page of wizard that appears, enter a name and select a VM
folder, select Customize this virtual machine's hardware, and click Next.

6 Select a GPU-enabled cluster in the VI workload domain, select if the virtual machine must be
powered-on after deployment is complete, and click Next.

7 Follow the wizard to select a datastore and a network on the distributed switch for the
cluster.

8 On the Customize template page, enter the custom VM properties that are required for
setting up the Al functionality and click Next.

See OVF Properties of Deep Learning VMs.

9 On the Customize hardware page, assign an NVIDIA vGPU device to the virtual machine as a
New PCI Device and click Next.

For a deep learning VM that is running an NVIDIA RAG, select the full-sized vGPU profile for
time-slicing mode or a MIG profile. For example, for NVIDIA A100 40GB in vGPU time-slicing
mode, select nvidia_a100-40c.

10 For a deep learning VM that is running an NVIDIA RAG, in the Advanced Parameters tab of
the virtual machine settings, set the pcipassthru<vgpu-id>.cfg.enable uvm parameter to 1.
where <vgpu-id> identifies the vGPU assigned to the virtual machine. For example, if two
vGPUs are assigned to the virtual machine, you set pciPassthru0.cfg.parameter=1 and
pciPassthrul.cfg.parameter = 1.

11 Review the deployment specification and click Finish.

Results

The vGPU guest driver and the specified deep learning workload is installed the first time you
start the deep learning VM.
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You can examine the logs or open the JupyterLab instance that comes with some of the
images. You can share access details with data scientists in your organization. See Deep Learning
Workloads in VMware Private Al Foundation with NVIDIA.

What to do next

m  Connect to the deep learning VM over SSH and verify that all components are installed and
running as expected.

m  Send access details to your data scientists.

Deploy a Deep Learning VM by Using the kubectl Command
in VMware Private Al Foundation with NVIDIA

The VM service in the Supervisor in vSphere laaS Control Plane enables DevOps engineers to
deploy and run deep learning VMs by using the Kubernetes API.

As a DevOps engineer, you use kubectl to deploy a deep learning VM on the namespace
configured by the cloud administrator.

For information about deep learning VM images in VMware Private Al Foundation with NVIDIA,
see About Deep Learning VM Images in VMware Private Al Foundation with NVIDIA.

Deploying a deep learning VM with NVIDIA RAG requires a vector database, such as a
PostgreSQL database with pgvector in VMware Data Services Manager. For information about
deploying such a database and integrating it in a deep learning VM, see Deploy a Deep Learning
VM with a RAG Workload.

Prerequisites

Verify with the cloud administrator that the VMware Private Al Foundation with NVIDIA is
deployed and configured. See Chapter 2 Preparing VMware Cloud Foundation for Private Al
Workload Deployment.

Procedure

1 Login to the Supervisor control plane.

kubectl vsphere login --server=SUPERVISOR-CONTROL-PLANE-IP-ADDRESS-or-FQODN --vsphere-
username USERNAME

2 Examine that all required VM resources, such as VM classes and VM images, are in place on
the namespace.
See View VM Resources Available on a Namespace in vSphere with Tanzu.

3 Prepare the YAML file for the deep learning VM.

Use the vm-operator-api, setting the OVF properties as a ConfigMap object. For information
on available OVF properties, see OVF Properties of Deep Learning VMs.
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For example, you can create a YAML specification example-dl-vm.yaml for an example
deep learning VM running PyTorch in a connected environment.

apiVersion: vmoperator.vmware.com/vlalphal
kind: VirtualMachine
metadata:
name: example-dl-vm
namespace: example-dl-vm-namespace
labels:
app: example-dl-app
spec:
className: gpu-al00
imageName: vmi-XXXXXXXKXXKXXX
powerState: poweredOn
storageClass: tanzu-storage-policy
vmMetadata:
configMapName: example-dl-vm-config
transport: OvfEnv

apivVersion: vl
kind: ConfigMap
metadata:

name: example-dl-vm-config

namespace: example-dl-vm-namespace
data:

user-data:
I2Nsb3VkLWNvbmZpZwp3cml0ZVIomaWx1lczoKLSBWwYXROO1AVD3BOL2Rsdm0vZGxfYXBwLNNoCiAgcGVybWlzc2lvbnM
6ICcwNzU1JwogIGNvbnR1bnQ6THWKICAGICMhL2Jpbi 91 YXNoCiAgICBZzZXQgLWV1CiAgICBzb3VyY2UgL2 9wdC9kbH
ZtL3V0aWxzLnNoCiAgICBOcmFwICdlcndvel91eGl0ICIVbmV4cGVidGVkIGVycm9yIG9jY3VycyBhdCBkbCB3b3Jrb
GO9hZCINnIEVSUgogICAgc2VOX3Byb3h5ICJodHRwWIiAiaHROCHM1ICJIzb2NrczUiCgogICAgGREVGQVVMVEFISRUAEVVIJT
PSJudmNyLmlvIgogICAgUkVHSVNUULl1lfVVJJX1BBVEgOJChncmVwIHJ1Z21zdHIS5LXVyaSAvb3BOL2RsdmOvb3ZmLWV
udi54bWwgfCBzZWQgLW4gJI3MvLipvZTp2YWx1ZT01XChbX1iJdK1lwpLiovXDEvcCcpCgogICAgaWYgWlsgLXogIiRSRU
dJU1RSWVOVUk1fUEFUSCIgXV07IHROZW4KICAGICAgIyBJZiBSRUAJUIRSWVIOVUk]1 fUEFUSCBpcyBudWxsIGIyIGVtc
HR5LCB1c2UgdGhlIGR1ZmF1bHQgdmFsdWUKICAgICAgUkVHSVNUUL1fVVJJX1BBVEgOJERFRkFVTFREUKVHX1VSSQog
ICAgICBlY2hvICJSRUAJULIRSWVIOVUk1fUEFUSCB3YXMgZW1lwdHkuIFVzaW5S5nIGR1ZmF1bHQ6ICRSRUAJUIRSWVIOVUk1
fUEFUSCIKICAGIGZpCiAgICAKICAgICMgSWYgUkKVHSVNUU11fVVJIJX1BBVEgQY29udGFpbnMgJy8nLCBleHRyYWNOIH
RoZSBVUkkgcGFydAogICAgaWYgWlsgJFJFROLITVEJZX1VSSVIQQVRIID09ICoiLyIgIF1dOyB0aGVuCiAgICAgIFJFR
01TVFJZX1VSSTOkKGVjaG8gIiRSRUAJUIRSWVIVUk1 fUEFUSCIgfCBjdXQgLWONLycgLWYxKQogICAGZWxZZQogICAg
ICBSRUAJULIRSWVIOVUkkOJFJFROLITVFJZX1VSSVIQQVRICiAgICBmaQogIAogICAgUkVHSVNUULL £fVVNFUkS5BTUU9JCh
ncmVwIHJ1Z21zdHJISLXVZZXIgL29wdCOkbHZtL292Z2i11bnYueGlsIHwgc2VkIC1uICdzLy4gb2U6dmEFsdWU9I1woWl
41XSpcKS4gL1lwxL3AnKQogICAgUkKkVHSVNUUL1fUEFTULIdPUkKQ9JIChncmVwIHJ1Z21zdHIS5LXBhc3N3ZCAVH3BOL2Rsd
m0vb3ZmLWVudi54bWwgfCBzZWQgLW4gJI3MvLipvZTp2YWx1ZT01XChbX1iJdK1lwpLiovXDEvcCcpCiAgICBpZiBbWyAtL
biAiJFJFROLITVFJIZX1VTRVJOQUIFIiAMJiAtbiAi JFJFROITVFJZX1BBUINXT1JEIiBdXTsgdGhlbgogICAgICBkb2N
rZXIgbG9naW4gLXUgJFJFRO1TVFJZX1VTRVJOQUIFICIwICRSRUAJULIRSWVIQQVNTVO9SRCAKUKVHSVNUUL1£fVVJIJCi
AgICBlbHNICiAgICAgIGVjaG8gIldhcmbpbmc6IHROZSBYZWdpc3RyeSdzIHVzZZXJuYW1I1IGFuZCBwYXNzd29yZCBhe
mUgaWb2YWxpZCwgU2tpcHBpbmcgRG97a2VyIGxvZ21uLiIKICAgIGZpCgogICAgZGOja2VyIHI1biAt ZCALtLWdwdXMyg
YWxsIClwIDg40Dg60Dg4OCAkUKVHSVNUUL1fVVJIJIX1BBVEgvbnZpZGlhL3B5dG9yY2g6MjMuMTAtcHkzIC91c3IvbG9
JYWwvYmluL2plcH10ZXIgbGFiICO0tYWxsb3ctcm9vdCALtLW1IwPSogLS1wb3J0PTg40DggLSlubylicm93c2VyICOtTm
90ZWJIvb2tBcHAUAGOrZW49JycgLS10b3R1Y¥mI9valFwcC5hbGxvdl9vemlnaW4 9JyonICO0tbm90ZWIvb2stZGlyPS93b
3Jrc3BhY2UKCi0gcGF0abDogL29wdCOkbHZtL3V0aWxzLnNoCiAgcGVybWlzc21lvbnM6ICcwNzULlIJwogIGNvbnR1bnQ6o
IHWKICAgICMhL2Jpbi9iYXNoCiAgICBlcndvcl91leGl0KCkgewogICAgICBlY2hvICJFcndve]jogJDEiID4mMgogICA
gICB2bXRvb2xzZCAtLWNtZCAiaWSmbylzZXQgZ3V1c3RpbmZvLnZtc2VydmljZzS5ib290c3RyYXAuY29uzGl0aWouIG
ZhbHN1LCBETFdvcmtsb2FkRmFpbHVYZSwgJDEiCiAgICAgIGV4aXQgMQogICAgEQOKICAGIGNOZWNrX3Byb3RvY29sK
CkgewogICAgICBsb2NhbCBwcm94eVIlcmwOIDEKICAGICAgc2hpZnQKICAgICAGbGI] YWwgc3VweGIydGVkX3Byb3Rv
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Y29scz00IiRATikKICAgICAgaWYgWlsgLlW4gIiR7cHIveHl1 fdXJsfSIgXVO7IHROZWAKICAGICAGICBsb2NhbCBwem9
0b2NvbDOkKGViaG8gIiR7cHIveH1fdXJIsfSIgfCBhd2sgLUYgJzovLycgI3tpZiAoTkYgPiAxKSBwcmludCAKMTsgZW
xzZSBwcmludCA1InO0nKQogICAgICAGIGImMIFsgLXogIiRwem90b2NvbCIgXTsgdGhlbgogICAgICAGICAGZWNObYALT
m8gc3BlY21maWMgcHIvdGIjb2wgcHIvdmlkZWQUIFNraXBwaWSnIHBYyb3RvY29sIGNoZWNrLiIKICAGICAgICAgIHIL
dHVybiAWCiAgICAgICAgZmKkKICAGICAGICBsb2NhbCBwcmO0b2NvbF 9pbmNsdWR1ZD1ImYWxzZQogICAgICAGIGZvCciB
2YXIgaW4gIiR7¢c3VwecGIydGVkX3Byb3RvY29scltAXX01i0yBkbwogICAgICAgGICAGaWYgWlsgIiR7cHIVAGIjb2x9T1
A9PSAIJHt2YXJ9T1BdXTsgdGhlbgogICAGICAgGICAGICBWcMIOb2NvhbF 9pbmNsdWR1Z2D10cnV1CiAgICAgGICAGICAGT
GIyZWFrCiAgICAgICAgICBmMaQogICAgICAgIGRVbMUKICAGICAGICBpZiBbWyAIJHtwecmI0b2NVvbFIpbmNsdWR1ZHO01
IDO9IGZhbHN1IF1dOyB0aGVuCiAgICAgICAgICBlcndvel91eG10ICIVbnN1cHBvcnR1ZCBwem90b2NvbDogJHtwem9
O0b2NVvDbHOUIFN1cHBvcnR1ZCBwemI0b2NvbHMgYXJ101iAke3N1cHBVvCnR1IZFOwemI0b2NvhbHNDbK119TIgogICAGICAGIG
ZpCiAgICAgIGZpCiAgICBICgogICAgIyAkQDogbGlzdCBVZiBzdXBwb3J0ZWQgcHIvdGIib2xzCiAgICBzZXREfcHIve
HkoKSB7CiAgICAgIGxvY2FsIHNI1cHBvCcnR1ZF9wcm90b2NvbHMIKCIkQCIpCgogICAgICBDTO5GSUAESINPT1I9CQVNFE
NjQ9JIChncmVwICdib25maWctanNvbicgL29wdCOkbHZtL29271i11bnYueGlsIHwgc2VkIC1luICdzLy4gb2U6dmFsdWU
9I1woW1l4iXSpcKS4gqL1wxL3AnKQogICAGICBDTO5GSUdESINPTj0kKGVjaG8gJHtDTO5GSUAESINPT1I9CQVNENIROIH
wgYmFzZTYOICOtZGVib2R1IKQOKICAGICAGSFRUUFOQUkOYWVIOVUkwIJIChlY2hvICIkeONPTkZJR19KUO90£SIgfCBgc
SAtciAnLmhOdHBfcHIveHkgLy8gZW1lwdHknKQogICAgICBIVFRQU19QUkIYWVIVUkwIIChlY2hvICIkeONPTkZJIR1 9K
U090£SIgfCBgcSAtciAnLmh0dHBzX3Byb3h5IC8vIGVtcHRS5JykKICAgICAGaWYgWlsgID8gLW51IDAgfHWgKC16ICT
keOhUVFBfUFJPWF1£fVVIMESIgJiYgLXogIiR7SFRUUFNfUFJPWF1fVVIMESIpIF1dOyB0aGVuUCiAgICAgICAgZWNObY
AiSW5mbzogVGhlIGNvbmZpZylgc29uIHdhcyBwYXJzZWQsIGJI1dCBubyBwcm94eSBzZXR0aW5ncyB3Z2XJ1IGZvdW5kL
iIKICAgICAgICBYZXR1lcm4gMAogICAgICBMaQoKICAgICAgY2hlY2tfcHIVAGIjb2wgIiR7SFRUUF9QUkOYWVIOVUkx9
IiAiJHtzdXBwb3J0ZWRfcHIVAGIjb2xzWOBAdfSIKICAGICAGY2hlY2tfcHIVAGIjb2wgIiR7SFRUUFNfUFJPWF1EVVJI
MfSIgIiR7c3VwcGIydGVkX3Byb3RvY29scltAXX0iCgogICAGICBpZiAhIGdyZXAgLXEgIJ2h0dHBfcHIveHknIC91dG
MvZW52aXJvbml1lbnQ7IHROZWA4KICAGICAgICBlY2hvICJleHBvenQgaHROcCF9wem94eTO0keOhUVEFBfUFJPWE 1 £VVIME
QogICAgICAgIGV4cGO9ydCBodHRwc19wem94eTO0keOhUVFBTX1BST1hZX1VSTHOKICAgICAGICBleHBvcnQgSFRUUF9Q
Uk9YWTOkeOhUVFBfUFJPWF1£fVVIMEfQogICAgICAgIGV4cGIydCBIVFRQUL 9QUkIYWTO0keOhUVFBTX1BST1hZX1VSTHO
KICAgICAgICBleHBvcnQgbmIfcHIveHkIbGIjYWxob3NOLDEYyNy4wLjAuUMSIgPj4gL2V0Yy91lbnZpcmOubWVudAogIC
AgICAgGIHNvVAXJJZSAVZXRIL2Vudmlyb25tZW50CiAgICAgIGZpCiAgICAgIAO0gICAgICA] IENVbMZPZ3VyZSBED2NrZ
XIgdG8gdXN1IGEgcHIJveHkKICAGICAgbWtkaXIgLXAgL2V0OYy9zeXNOZW1kL3N5c3R1bS9kb2NrzXIuc2VydmljZS5k
CiAgICAgIGVjaG8gIltTZzXJ2aWN1XQogICAgICBFbnZpcmOubWVudDlcIkhUVFBEUFJPWEFkOJHtIVFROX1IBST1hZX1V
STH1cIgogICAGICBFbnZpcm9ubWVudDlcIkhUVFBTX1BST1hZPSR7SFRUUFNfUFJPWF1fVVIMEVwiCiAgICAgGIEVuUdm
1yb25tZW50PVwiTk9fUFJPWFk 9G9I YWxob3NOLDEYNy4wLjAUMVWiIiA+IC91dGMvc31zdGVtZC9zeXNOZWOvZG9ja
2VyLnNlcnZpY2UuzZC9wem94eS5jb25mCiAgICAgIHNSCc3R1IDWNODLCBkYWVEtb24tcmVsb2FkCiAgICAgIHNSc3R1DWNO
bCBYyZXNOYXJOIGRVY2t1lcgoKICAGICAGZWNobyA1SWSMbzogZG97a2VyIGFuZCBzeXNOZWOgZW52aXJvbml1bnQgYXJ
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1IG5vdyBjb25maWdlcmVkIHRVIHVZzZSB0aGUgcHIveHkge2V0dGluz3MiCiAgICBY
vgpu-license: NVIDIA-client-configuration-token
nvidia-portal-api-key: API-key-from-NVIDIA-licensing-portal

password: password-for-vmware-user

VMware by Broadcom
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Note user-data is the base64 encoded value for the following cloud-init code:

#cloud-config
write files:
- path: /opt/dlvm/dl_app.sh
permissions: '0755'
content: |
#!/bin/bash
set -eu
source /opt/dlvm/utils.sh
trap 'error exit "Unexpected error occurs at dl workload"' ERR

set proxy "http" "https" "socks5"

DEFAULT REG_URI="nvcr.io"
REGISTRY URI_PATH=$ (grep registry-uri /opt/dlvm/ovf-env.xml | sed -n 's/.*oe:value="\
([~"1*\) .*/\1/p")

if [[ -z "SREGISTRY URI_PATH" ]]; then
# If REGISTRY URI_PATH is null or empty, use the default value
REGISTRY_URI_PATH=$DEFAULT_REG_URI
echo "REGISTRY URI_PATH was empty. Using default: $REGISTRY URI_PATH"
fi

# If REGISTRY URI_PATH contains '/', extract the URI part

if [[ SREGISTRY URI_PATH == *"/"* ]]; then
REGISTRY URI=$ (echo "S$SREGISTRY URI_PATH" | cut -d'/' -fl)
else
REGISTRY URI=$REGISTRY URI_ PATH
fi

REGISTRY USERNAME=$ (grep registry-user /opt/dlvm/ovf-env.xml | sed -n 's/.*oe:value="\
([~"1*\) .*/\1/p")
REGISTRY PASSWORD=$ (grep registry-passwd /opt/dlvm/ovf-env.xml | sed -n
's/.*oe:value="\ ([""]*\).*/\1/p")
if [[ -n "$REGISTRY_USERNAME" && -n "$REGISTRY_PASSWORD" 11; then
docker login -u $REGISTRY_USERNAME -p $REGISTRY_PASSWORD $REGISTRY_URI
else
echo "Warning: the registry's username and password are invalid, Skipping Docker
login."
fi

docker run -d --gpus all -p 8888:8888 S$REGISTRY URI_PATH/nvidia/pytorch:pytorch:23.10-
py3 /usr/local/bin/jupyter lab --allow-root --ip=* --port=8888 --no-browser --

NotebookApp.token='"' --NotebookApp.allow origin='*' --notebook-dir=/workspace

- path: /opt/dlvm/utils.sh

permissions: '0755'

content: |
#!/bin/bash
error exit() {

echo "Error: $1" >&2
vmtoolsd --cmd "info-set guestinfo.vmservice.bootstrap.condition false,
DLWorkloadFailure, S$1"

exit 1

check protocol() {
VMware by Broddeom. proxy url=$1
shift
local supported protocols=("$@")
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kind: VirtualMachineService
metadata:
name: example-dl-vm
namespace: example-dl-vm-namespace
spec:
ports:
- name: ssh
port: 22
protocol: TCP
targetPort: 22
- name: junyperlab
port: 8888
protocol: TCP
targetPort: 8888
selector:
app: example-dl-app
type: LoadBalancer

4 Switch to the context of the vSphere namespace created by the cloud administrator.

For example, for a namespace called example-dl-vm-namespace:
kubectl config use-context example-dl-vm-namespace
5 Deploy the deep learning VM.
kubectl apply -f example-dl-vm.yaml

6 Verify that the VM has been created by running these commands.

kubectl get vm -n example-dl-vm-namespace

kubectl describe virtualmachine example-dl-vm

7 Ping the IP address of the virtual machine assigned by the requested networking service.

To get the public address and the ports for access to the deep learning VM, get the details
about the load balancer service that has been created.

kubectl get services

NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT (S) AGE

example-dl-vm LoadBalancer <internal-ip-address> <public-IPaddress> 22:30473/
TCP,8888:32180/TCP 9m40s

Results

The vGPU guest driver and the specified DL workload is installed the first time you start the deep
learning VM.
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What to do next

m  You can examine the logs or open the JupyterLab notebook that comes with some of the
images. See Deep Learning Workloads in VMware Private Al Foundation with NVIDIA.

m  Send access details to your data scientists.

Customizing Deep Learning VM Deployment in VMware
Private Al Foundation with NVIDIA

When you deploy a deep learning VM in vSphere laaS control plane by using kubectl or directly
on a vSphere cluster, you must fill in custom VM properties.

For information about deep learning VM images in VMware Private Al Foundation with NVIDIA,
see About Deep Learning VM Images in VMware Private Al Foundation with NVIDIA.
OVF Properties of Deep Learning VMs

When you deploy a deep learning VM, you must fill in custom VM properties to automate the
configuration of the Linux operating system, the deployment of the vGPU guest driver, and the
deployment and configuration of NGC containers for the DL workloads.

The latest deep learning VM image has the following OVF properties:

Label in the

Category Parameter vSphere Client Description

Base OS instance-id Instance ID Required. A unigue instance ID for the VM instance.

Properties An instance ID uniquely identifies an instance. When an instance
ID changes, cloud-init treats the instance as a new instance and
runs the cloud-init process to again.

hostname Hostname Required. The host name of the appliance.

seedfrom URL to seed Optional. An URL to pull the value for the user-data parameter
instance data and metadata from.
from

public-keys SSH public key If provided, the instance populates the default user's SSH

authorized keys With this value.

user-data Encoded user- A set of scripts or other metadata that is inserted into the VM at

data provisioning time.

This property is the actual contents of the cloud-init script.
This value must be base64 encoded.

B You can use this property to specify the DL workload
container you want to deploy, such as PyTorch or
TensorFlow. See Deep Learning Workloads in VMware
Private Al Foundation with NVIDIA.

B You use this property to set a static IP address to a virtual
machine that is deployed directly on a vSphere cluster.
See Assign a Static IP Address to a Deep Learning VM in
VMware Private Al Foundation with NVIDIA.
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Category

vGPU Driver
Installation

DL Workload
Automation

Parameter

password

vgpu-license

nvidia-portal-
api-key

vgpu-fallback-

version

vgpu-url

registry-uri

registry-user
registry-

passwd

registry-2-uri

registry-2-user

registry-2-
passwd

image-oneliner

VMware by Broadcom

Label in the
vSphere Client

Default user's
password

vGPU license

NVIDIA Portal
APl key

vGPU host
driver version

URL for air-
gapped vGPU
downloads

Registry URI

Registry
username

Registry
password

Secondary
registry URI

Secondary
registry
username

Secondary
registry
password

Encoded one-
line command

Description

Required. The password for the default vmware user account.

Required. The NVIDIA vGPU client configuration token. The
token is saved in the /etc/nvidia/ClientConfigToken/

client configuration token.tok file.

Required in a connected environment. The APl key you
downloaded from the NVIDIA Licensing Portal. The key is
required for vGPU guest driver installation.

Install directly this version of the vGPU guest driver.

Required in a disconnected environment. The URL to download
the vGPU guest driver from. For information on the required
configuration of the local Web server, see Chapter 2 Preparing
VMware Cloud Foundation for Private Al Workload Deployment.

Required in a disconnected environment or if you plan to use a
private container registry to avoid downloading images from the
Internet. The URI of a private container registry with the deep
learning workload container images.

Required if you are referring to a private registry in user-data or

image-oneliner.

Required if you are using a private container registry that
requires basic authentication.

Required if you are using a private container registry that
requires basic authentication.

Required if you are using a second private container registry
that is based on Docker and requires basic authentication.
For example, when deploying a deep learning VM with the
NVIDIA RAG DL workload pre-installed, a pgvector image is
downloaded from Docker Hub. You can use the registry-2-
parameters to work around a pull rate limit for docker.io.

Required if you are using a second private container registry.

Required if you are using a second private container registry.

A one-line bash command that is run at VM provisioning. This
value must be base64 encoded.

You can use this property to specify the DL workload container
you want to deploy, such as PyTorch or TensorFlow. See

Deep Learning Workloads in VMware Private Al Foundation with
NVIDIA.

Avoid using both user-data and image-oneliner.

42



VMware Private Al Foundation with NVIDIA Guide

Label in the
Category Parameter vSphere Client Description
docker- Encoded Required if you need a Docker compose file to start the DL
compose-uri Docker workload container. The contents of the docker-compose.yaml
compose file file that will be inserted into the virtual machine at provisioning
after the virtual machine is started with GPU enabled. This value
must be base64 encoded.
config-json Encoded The contents of a configuration file for adding details for proxy
config.json servers. This value must be base64 encoded. See Configure a
Deep Learning VM with a Proxy Server.
conda- Conda A comma-separated list of Conda environments to be
environment- Environment automatically installed after VM deployment is complete.
install Install Available environments: pytorch2.3 py3.12

Deep Learning Workloads in VMware Private Al Foundation with
NVIDIA

You can provision a deep learning virtual machine with a supported deep learning (DL) workload
in addition to its embedded components. The DL workloads are downloaded from the NVIDIA
NGC catalog and are GPU-optimized and validated by NVIDIA and VMware by Broadcom.

For an overview of the deep learning VM images, see About Deep Learning VM Images in

VMware Private Al Foundation with NVIDIA.

CUDA Sample

You can use a deep learning VM with running CUDA samples to explore vector addition,
gravitational n-body simulation, or other examples on a VM. See the CUDA Samples page.

After the deep learning VM is launched, it runs a CUDA sample workload to test the vGPU guest
driver. You can examine the test output in the /var/log/dl.log file.
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Table 3-1. CUDA Sample Container Image

Component

Container image

Required inputs

VMware by Broadcom

Description
nvcr.io/nvidia/k8s/cuda-sample:ngc image tag

For example:

nvcr.io/nvidia/k8s/cuda-sample:vectoradd-cudall.7.1-ubi8

For information on the CUDA Sample container images that are supported for deep learning
VMs, see VMware Deep Learning VM Release Notes.

To deploy a CUDA Sample workload, you must set the OVF properties for the deep learning
virtual machine in the following way:

Use one of the following properties that are specific for the CUDA Sample image.

m  Cloud-init script. Encode it in base64 format.

#cloud-config
write files:
- path: /opt/dlvm/dl_app.sh
permissions: '0755"'
content: |
#!/bin/bash
set -eu
source /opt/dlvm/utils.sh
set _proxy "http" "https" "socks5"
trap 'error exit "Unexpected error occurs at dl workload"' ERR
DEFAULT REG_URI="nvcr.io"
REGISTRY URI_PATH=$ (grep registry-uri /opt/dlvm/ovf-env.xml |
sed -n 's/.*oe:value="\([""]*\).*/\1/p")

if [[ -z "$REGISTRY URI_PATH" ]]; then

# If REGISTRY URI_PATH is null or empty, use the default value

REGISTRY URI_PATH=$DEFAULT REG_URI
echo "REGISTRY URI PATH was empty. Using default:
$REGISTRY URI PATH"
fi

# If REGISTRY URI_PATH contains '/', extract the URI part

if [[ $REGISTRY URI PATH == *"/"* ]]; then
REGISTRY_URI=$(echo "$REGISTRY URI_PATH" | cut -d'/' -fl)
else
REGISTRY URI=$REGISTRY URI_PATH
fi

REGISTRY USERNAME=$ (grep registry-user /opt/dlvm/ovf-env.xml |
sed -n 's/.*oe:value="\ ([""]*\).*/\1/p")
REGISTRY PASSWORD=S$ (grep registry-passwd /opt/dlvm/ovf-env.xml
| sed -n 's/.*oe:value="\ ([""]*\).*/\1/p")
if [[ -n "SREGISTRY USERNAME" && -n "SREGISTRY PASSWORD" 11;
then
docker login -u $REGISTRY7USERNAME ) $REGISTRY7PASSWORD
$REGISTRY_URI
else
echo "Warning: the registry's username and password are
invalid, Skipping Docker login."
fi

docker run -d $REGISTRY URI_PATH/nvidia/k8s/cuda-
sample:ngc image tag
- path: /opt/dlvm/utils.sh
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Table 3-1. CUDA Sample Container Image (continued)

Component Description

permissions: '0755'
content: |
#!/bin/bash
error exit () |
echo "Error: $1" >&2
vmtoolsd --cmd "info-set
guestinfo.vmservice.bootstrap.condition false, DLWorkloadFailure,

Syl
exit 1
}
check _protocol() {
local proxy url=sl
shift
local supported protocols=("$@")
if [[ -n "${proxy url}" 1]; then
local protocol=$(echo "${proxy url}" | awk -F '://' '{if
(NF > 1) print $1; else print ""}'")
if [ -z "S$Sprotocol" ]; then
echo "No specific protocol provided. Skipping protocol
check."
return 0
fi

local protocol included=false
for var in "${supported protocols[@]}"; do
if [[ "${protocol}" == "${var}" 1]; then
protocol included=true
break
fi
done
if [[ "${protocol included}" == false ]]; then
error exit "Unsupported protocol: ${protocol}. Supported
protocols are: ${supported_protocols[*]}"
fi
fi

# $@: list of supported protocols
set _proxy () {
local supported protocols=("$Q@")

CONFIG_JSON_BASE64=$ (grep 'config-json' /opt/dlvm/ovf-env.xml
| sed -n 's/.*oe:value="\([""]*\).*/\1/p")
CONFIG_JSON=$ (echo ${CONFIG JSON BASE64} | base64 --decode)

HTTP_PROXY URL=$ (echo "${CONFIG JSON}" | jg -r
'.http proxy // empty')

HTTPS PROXY URL=$ (echo "${CONFIG JSON}" | jg -r
'.https proxy // empty')

if [[ $2 -ne 0 || (-z "${HTTP PROXY URL}" && -z "$
{HTTPS_PROXY URL}") ]]; then

echo "Info: The config-json was parsed, but no proxy
settings were found."
return 0
fi

check protocol "S${HTTP PROXY URL}" "S${supported protocols[@]}"
check protocol "${HTTPS PROXY URL}" "$
{supported protocols[@]}"

if ! grep -q 'http proxy' /etc/environment; then
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Table 3-1. CUDA Sample Container Image (continued)

Component

VMware by Broadcom

Description

echo "export http proxy=${HTTP PROXY URL}
export https proxy=${HTTPS PROXY URL}
export HTTP_PROXY=${HTTP_PROXY_ URL}
export HTTPSiPROXY=${HTTPSiPROXYiURL}
export no_proxy=localhost,127.0.0.1" >> /etc/environment
source /etc/environment
fi

# Configure Docker to use a proxy

mkdir -p /etc/systemd/system/docker.service.d

echo " [Service]

Environment=\"HTTP PROXY=${HTTP PROXY URL}\"

Environment=\"HTTPSiPROXY=${HTTPSiPROXYiURL}\"

Environment=\"NO PROXY=localhost,127.0.0.1\"" > /etc/systemd/
system/docker.service.d/proxy.conf

systemctl daemon-reload

systemctl restart docker

echo "Info: docker and system environment are now configured
to use the proxy settings"

}

For example, for vectoradd-cudall.7.1-ubi8, provide the following script in base64
format:

I2Nsb3VkLWNvbmZpZwp3cml0ZVIomaWx1lczoKLSBwYXRoOO1AvVD3BOL2Rsdm0OvZGxfYXBw
LnNoCiAgcGVybWlzc21lvbnM6ICcwNzUlJwogIGNvbnR1bnQ6ITHWKICAgICMhL2Jpbi9i
YXNoCiAgICBzZXQgLWV1ICiAgICBzb3VyY2UgL29wdCO9kbHZtL3V0aWxzLnNoCiAgICBz
ZXRfcHJIJveHkgImhOdHALI ICJodHRweyIgInNvY2tzNSIKICAGIHRYYXAGJ2VycmIyX2V4
aXQgIlVuzZXhwZWNOZWQgZXJIyb3Igb2NjdXJzIGFOIGRs IHdvemt sb2FkIicgRVISCiAg
ICBERUZBVUxUX1JFR19VUkk9Im52Y3TuaW8iCiAgICBSRUAJULIRSWVIVUk1fUEFUSDOk
KGdyZXAgcmVnaXNOcnktdXJpICO9vcHQVZGx2bSOvdmYtZW52LnhtbCB8IHN1ZCAtbiANn
cy8uKm910nZhbHV1PSJcKFteIl0gXCkuKi9cMS9wIykKCiAgICBpZiBbWyAteiAiJFJIF
ROITVFJZX1VSSVIQQVRIIiBdAXTsgdGhlbgogICAGICAJIEIMIFJFROITVEJIZX1VSSVIQ
QVRIIG1zIG51bGwgb3IgZWlwdHksIHVZzZSB0aGUgZGVmYXVsdCB2YWx1ZQogICAgICBS
RUAJU1RSWVOVUk1fUEFUSDOKkREVGQVVMVFI9SRUAfVVJJCiAgICAgIGVjaG8gI1JFROLT
VEFJZX1VSSVIQQVRITHAhcyBlbXB0eS4gVXNpbmcgZGVmYXVsdDogJFJFRO1TVEJZX1VS
SVIQQVRIIgogICAgZmkKICAGIAOGICAGIyBJIZiBSRUAJUIRSWVIVUk] fUEFUSCBIb250
YWlucyAnLycsIGV4dHIhY3QgdGhlIFVSSSBwYXJOCiAgICBPZiBbWyAkUKVHSVNUULL £ IV
UkkKICAGIGVsc2UKICAgGICAgZWNobyAiV2FybmluZzzogdGhlIHJ1Z212zdHJI5JI3MgdXNL
cmS5hbWUgYW5kIHBhe3N3b3JkIGFyZSBpbnZhbGlkLCBTa21lwcGluZyBEb2NrZXIgbG9n
aW4uIgogICAgZMkKICAGIA0GICAGZGOja2VyIHI1biAt ZCAKUKVHSVNUULL£VVIJX1BB
VEgvbnZpZGlhL2s4cy9jdWRhLXNhbXBsZTp2ZWNOb3JhZGOtY3VkYTEXL] cuMS11Ymk4
CgotIHBhdGg6ICI9vcHQVZGx2bS91dGlscy5zaRogIHBlemlpc3Npb25z0iAnMDc1INScK
ICBjb250ZW500iB8CiAgICA]IS%9iaWdvYmFzaAogICAgZXIyb3JfZ2XhpdCgpIHsKICAg
ICAgZWNObyAiRXJyb3I6ICOxIiA+J§IKICAGICAGAm10b29sc20gLS1jbWQgImluZm8t
c2V0IGd1ZXN0aWbmby52bXN1lcnZpY2UuYm9vdHNOcmFwLmMNvbmRpdGlvbiBmYWxzZSwg
RExXb3JrbGohZEZhaWx1lcmUsICQOxIgogICAgICBleGlO0IDEKICAgGIHOKCiAgICBjaGV]j
al9wecm90b2NvbCgpIHsKICAGICAghGYjYWwgcHIveHl1 £dXIsPSOxCiAgICAgIHNoaWz0
CiAgICAgIGxVY2FsIHN1cHBvcnR1ZF9wcm90b2NvbHMIKCIKQCIpCiAgICAgIGImIFtb
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Table 3-1. CUDA Sample Container Image (continued)

Component

VMware by Broadcom

Description

IC1uICIke3Byb3h5X3VybH01iIF1dOyB0aGVuCiAgICAGICAGbGY ) YWwgcHIvAGIjb2w9
JChlY2hvICIke3Byb3h5X3VybH0iIHwgYXdrIC1GICc6Ly8nICd7aWYgKESGID4gMSkyg
cHIpbnQgJIDE7IGVsc2UgcHIpbnQgIiJ9JykKICAGICAGICBpZiBbIC16ICIkcHIVAGY]
b2wiIF07IHROZWAKICAGICAGICAGIGViaG8gIk5vIHNWZWNpZmljIHByb3RvY29sIHBY
b3ZpZGVkLiBTa2lwcGluZyBwcm90b2NvbCBjaGVjay4iCiAgICAgICAgICBYZXR1lcmdg
MA0gICAgICAgIGZpCiAgICAgICAGbGIjYWwgcHIVAGIjb2xfaW5jbHVkZWQ9ZmFsc2UK
ICAgICAgICBmb3IgdmFyIGluICIke3N1cHBvenR1ZF9wecm90b2NvbHNDbQF19IjsgZG8K
ICAgICAGICAGIGIMIFtbICIke3Byb3RvY29sfSIgPTOGIiR7dmFy£SIgXV07IHROZWAK
ICAgICAgICAgICAgcHIVAGIib2xfaW5jbHVKZWQIdHI1ZQogICAgICAgICAgICBicmVh
awogICAgICAgICAgZmkKICAgICAgICBkb251CiAgICAGICAgaWYgWlsgIiR7cHIvVAGY]
b2xfaW5jbHVKZWROI1A9PSBMYWxzZSBAXTsgdGhlbgogICAgGICAGICAGZXIyb3J£ZXhp
dCAiVW5zdXBwb3J0ZWQgcHIVAGIjb2w6ICR7cHIVAGIjb2x9LiBTdXBwb3J0ZWQgcHIv
dG99b2xzIGFyZTogJHt zdXBwb3J0ZWRECcHIVAGIjb2xzWypd fSIKICAGICAGICBmMaQog
ICAgICBmaQogICAgfQoKICAgICMgJEA6IGxPpc3Qgb2Ygc3VweGIydGVkIHBYyb3RvY29s
cwogICAgc2V0X3Byb3h5KCkgewogICAGICBsb2NhbCBzdXBwb3J0ZWRfcHIvAGIjb2xz
PSgiJEAiKQOKICAGICAgQO90Rk1IHXOpTTOS5fQkFTRTYOPSQ0Z3J1cCAnY29%uZmlnLWpz
b24nICOVvCcHQOVZGx2bS9vdmYtZW52LnhtbCB8IHN1ZCAtbiAncy8uKm910nZhbHV1PSJc
KFteIl0gXCkuKi9cMSOwIykKICAgICAgQO90ORk1IHX0pTT049JChl1Y2hvICR7Q090Rk1H
XO0pTTOS5fQkFTRTYOfSB8IGJIJhc2U2NCALtLWR1Y29kZSkKCiAgICAgIEhUVFBEUFJPWE1 £
VVJIMPSQoZWNobyA1JHEDT05GSUAfSINPTn01IHWganEgLXIgJy50dHRWX3Byb3h5IC8v
IGVtcHR5JykKICAgICAgSFRUUFNfUFJPWF1fVVIMPSQoZWNobyAiJHEDTO5GSUdESINP
Tn0iIHwganEgLXIgJy50dHRwcl9wecm94eSAvLYBlbXB0eScpCiAgICAgGIGImIFtbICQ/
ICluZSAwIHxX8ICgteiAiJHtIVFRQOX1IBST1hZX1VSTHOiICYmMIC16ICIkeOhUVFBTX1BS
T1hZX1VSTHOiKSBdXTsgdGhlbgogICAgICAgIGVjaG8gIlkluzZzm86IFR0ZSBjb25malWct
anNvbiB3YXMgcGFyc2VkLCBidXQgbm8gcHIveHkgc2V0dGluZ3Mgd2VyZSBmb3VuzC41i
CiAgICAgICAgcmVOdXJuIDAKICAgGICAgZmkKICAKICAgGICAgY2hlY2tfcHIvdAG9jb2wg
IiR7SFRUUF9QUkOYWVIVUkx9IiAIJHt zdXBwb3J0ZWREcHIvAGOjb2xzWOBAfSIKICAgG
ICAgY2hlY2tfcHIvdG9jb2wgIiR7SFRUUFNfUFJPWF1fVVIMESIgIiR7¢c3VwcGOydGVk
X3Byb3RvY29scltAXX01CgogICAgICBpZiAhIGdyZXAgLXEgJ2h0dHBfcHIJveHknICO1
dGMvZW52aXJvbml1bnQ7IHROZW4KICAgICAgICBlY2hvICJIleHBvcenQgaHROCF9wem94
eT0keOhUVFBfUFJPWF1fVVIMEfQogICAgICAgIGV4cG9ydCBodHRwWe19wem94eT0keOhU
VFBTX1BST1hZX1VSTHOKICAgICAgICBleHBvcnQgSFRUUF9QUkIYWTOkeOhUVEFBfUFJP
WE1fVVIMEQogICAGICAGIGV4cGIydCBIVFRQULIOQUkIYWTOkeOhUVFBTX1BST1hZX1VS
THOKICAGICAGICBleHBvcnQgbm9fcHIveHk9bG9) YWxob3NOLDEyNy4wLjAUMSIgPdg
L2V0OYy9lbnZpcm9ubWVudAogICAGICAgGIHNVAXJ) ZSAVZXRI L2Vudmlyb25tZW50CiAg
ICAgIGZpCiAgICAgIAOgICAGICA]IENVDbMZPZ3VyZSBED2NrZXIgdG8gdXN1IGEgcHIV
eHkKICAgICAgbWtkaXIgLXAgL2V0Yy9zeXNOZW1kL3N5c3R1bS9kb2NrZXIuc2Vydml]
ZS5kCiAgICAgIGViaG8gIlltTZXJ2aWN1XQogICAgICBFbnZpcm9ubWVudDlcIkhUVFBE
UFJPWFkOJHtIVFROX1BST1hZX1VSTH1cIgogICAgICBFbnZpcm9ubWVudDlcIkhUVEBT
X1BST1hZPSR7SFRUUFNfUFJPWF1fVVIMfVwiCiAgICAgIEVUdmlyb25tZW50PVwiTkOf
UFJPWFk9bGOjYWxob3NOLDEYNy4wLjAUMVWiTIiA+IC91dGMvc31zdGVtZC9zeXNOZWOv
72G93a2VyLnNlcnZpY2UuzZC9wecm94eS5jb25mCiAgICAgIHNSCc3R1IDWNODLCBkYWVEb24t
cmVsb2FkCiAgICAgIHNSc3R1IDWNODCBYZXNOYXJOIGRvY2t1cgoKICAgICAGZWNobyAL
SWSmbzogZG9ja2VyIGFuzZCBzeXNOZWOgZW52aXJvbml1bnQgYXJ1IG5vdyBjb25maWwdl
cmVkIHRVIHVZzZSB0aGUgcHIveHkgc2V0dGluz3MiCiAgICB9

which corresponds to the following script in plain-text format:

#cloud-config
write files:
- path: /opt/dlvm/dl_app.sh
permissions: '0755'
content: |
#!/bin/bash
set -eu
source /opt/dlvm/utils.sh
set _proxy "http" "https" "socks5"
trap 'error exit "Unexpected error occurs at dl workload"' ERR
DEFAULT REG_URI="nvcr.io"
REGISTRY URI_PATH=$ (grep registry-uri /opt/dlvm/ovf-env.xml |
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Table 3-1. CUDA Sample Container Image (continued)

Component Description

sed -n 's/.*oe:value="\([""]1*\).*/\1/p")

if [[ -z "$REGISTRY URI_PATH" ]]; then

# If REGISTRY URI_PATH is null or empty, use the default value

REGISTRY URI_PATH=$DEFAULT REG_URI
echo "REGISTRY URI PATH was empty. Using default:
$REGISTRY URI PATH"
fi

# If REGISTRY URI_PATH contains '/', extract the URI part

if [[ $REGISTRY URI PATH == *"/"* ]]; then
REGISTRY_URI=$(echo "$REGISTRY URI_PATH" | cut -d'/' -fl)
else
REGISTRY URI=$REGISTRY URI_PATH
fi

REGISTRY USERNAME=$ (grep registry-user /opt/dlvm/ovf-env.xml |
sed -n 's/.*oe:value="\([""]1*\).*/\1/p")
REGISTRY PASSWORD=S$ (grep registry-passwd /opt/dlvm/ovf-env.xml
| sed -n 's/.*oe:value="\ ([""]*\).*/\1/p")
if [[ -n "SREGISTRY USERNAME" && -n "SREGISTRY PASSWORD" 11;
then
docker login -u $REGISTRY_USERNAME =0 $REGISTRY_PASSWORD
$REGISTRY_URI
else
echo "Warning: the registry's username and password are
invalid, Skipping Docker login."
fi

docker run -d $REGISTRY URI_PATH/nvidia/k8s/cuda-
sample:vectoradd-cudall.7.1-ubi8

- path: /opt/dlvm/utils.sh
permissions: '0755'
content: |
#!/bin/bash
error exit () {
echo "Error: $1" >&2
vmtoolsd --cmd "info-set
guestinfo.vmservice.bootstrap.condition false, DLWorkloadFailure,

Syl
exit 1
}
check _protocol() {
local proxy url=sl
shift
local supported protocols=("$@")
if [[ -n "${proxyﬁurl}" 11; then
local protocol=$(echo "${proxy url}" | awk -F '://' '{if
(NF > 1) print $1; else print ""}'")
if [ -z "S$Sprotocol" ]; then
echo "No specific protocol provided. Skipping protocol
check."
return 0O
fi

local protocol included=false
for var in "${supported protocols[@]}"; do
if [[ "${protocol}" == "${var}" 1]; then
protocol included=true
break

VMware by Broadcom
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Table 3-1. CUDA Sample Container Image (continued)

Component Description

fi
done
if [[ "${protocol included}" == false ]]; then
error exit "Unsupported protocol: ${protocol}. Supported
protocols are: S${supported protocols[*]}"
fi
fi

# $Q@: list of supported protocols
set proxy () {
local supported protocols=("$@")

CONFIG_JSON_BASE64=$ (grep 'config-json' /opt/dlvm/ovf-env.xml
| sed -n 's/.*oe:value="\ ([""]*\).*/\1/p")
CONFIG JSON=$ (echo ${CONFIG JSON BASE64} | base64 --decode)

HTTP PROXY URL=$ (echo "${CONFIG JSON}" | jq -r
'.http proxy // empty')

HTTPS_ PROXY URL=$ (echo "${CONFIG JSON}" | jgq -r
'.https proxy // empty"')

if [[ $? -ne 0 || (-z "${HTTP_PROXY URL}" && -z "$
{HTTPS_PROXY URL}") 11; then

echo "Info: The config-json was parsed, but no proxy
settings were found."
return 0
fi

check protocol "${HTTP_PROXY URL}" "${supported protocols[@]}"
check protocol "S${HTTPS PROXY URL}" "$
{supported protocols[@]}"

if ! grep -q 'http proxy' /etc/environment; then
echo "export http proxy=${HTTP PROXY URL}
export https proxy=${HTTPS PROXY URL}
export HTTP_PROXY=${HTTP_PROXY URL}
export HTTPSiPROXY=$ {HTTPS PROXY URL}
export no_proxy=localhost,127.0.0.1" >> /etc/environment
source /etc/environment
fi

# Configure Docker to use a proxy

mkdir -p /etc/systemd/system/docker.service.d

echo " [Service]

Environment=\"HTTP PROXY=${HTTP_ PROXY URL}\"

Environment=\ "HTTPSiPROXY=$ {HTTPS PROXY URL} \"

Environment=\"NO PROXY=localhost,127.0.0.1\"" > /etc/systemd/
system/docker.service.d/proxy.conf

systemctl daemon-reload

systemctl restart docker

echo "Info: docker and system environment are now configured
to use the proxy settings"

}

®  |mage one-liner. Encode it in base64 format

docker run -d nvcr.io/nvidia/k8s/cuda-sample:ngc image tag

VMware by Broadcom
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Table 3-1. CUDA Sample Container Image (continued)

Component Description

For example, for vectoradd-cudall.7.1-ubi8, provide the following script in base64
format:

72G9ja2VyIHI1biAtZCBudmNyLmlvL252aWRpYS9rOHMvY3VkYS1z YW1 wbGU6dmVidGIy
YWRKLWN1ZGExMS43LjEtdWIpOA==

which corresponds to the following script in plain-text format:

docker run -d nvcr.io/nvidia/k8s/cuda-sample:vectoradd-cudall.7.1-
ubi8

m  Enter the vGPU guest driver installation properties, such as vgpu-license and nvidia-
portal-api-key.
m  Provide values for the properties required for a disconnected environment as needed.

See OVF Properties of Deep Learning VMs.
Output m |nstallation logs for the vGPU guest driver in /var/log/vgpu-install.log.

To verify that the vGPU guest driver is installed, and the license is allocated, run the
following command:

nvidia-smi -g |grep -i license

m  Cloud-init script logs in /var/log/dl.log.

PyTorch

You can use a deep learning VM with a PyTorch library to explore conversational Al, NLP, and
other types of Al models, on a VM. See the PyTorch page.

After the deep learning VM is launched, it starts a JupyterLab instance with PyTorch packages
installed and configured.

VMware by Broadcom
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Table 3-2. PyTorch Container Image

Component Description

Container image nvcr.io/nvidia/pytorch:ngc image tag

For example:

nvcr.io/nvidia/pytorch:23.10-py3

For information on the PyTorch container images that are supported for deep learning VMs, see
VMware Deep Learning VM Release Notes.

Required inputs To deploy a PyTorch workload, you must set the OVF properties for the deep learning virtual
machine in the following way:

m Use one of the following properties that are specific for the PyTorch image.

m  Cloud-init script. Encode it in base64 format.

#cloud-config
write files:
- path: /opt/dlvm/dl_app.sh
permissions: '0755"'
content: |
#!/bin/bash
set -eu
source /opt/dlvm/utils.sh
trap 'error exit "Unexpected error occurs at dl workload"' ERR
set proxy "http" "https" "socks5"

DEFAULT REG_URI="nvcr.io"
REGISTRY URI PATH=S$ (grep registry-uri /opt/dlvm/ovf-env.xml |
sed -n 's/.*oe:value="\([""]1*\).*/\1/p")

if [[ -z "SREGISTRY URI_PATH" ]]; then
# If REGISTRY URI_PATH is null or empty, use the default value
REGISTRY URI_PATH=$DEFAULT REG URI
echo "REGISTRY URI PATH was empty. Using default:
SREGISTRY URI_ PATH"
fi

# If REGISTRY URI_PATH contains '/', extract the URI part

if [[ SREGISTRY URI_PATH == *"/"* ]]; then
REGISTRYiURI=$(echo "$REGISTRY7UR17PATH" | cut -d'/' -f1)
else
REGISTRY URI=$REGISTRY URI_ PATH
fi

REGISTRY USERNAME=$ (grep registry-user /opt/dlvm/ovf-env.xml |
sed -n 's/.*oe:value="\([""]*\).*/\1/p")
REGISTRY PASSWORD=$ (grep registry-passwd /opt/dlvm/ovf-env.xml
| sed -n 's/.*oe:value="\ ([""]*\).*/\1/p")
if [[ -n "$REGISTRY7USERNAME" && -n "$REGISTRY7PASSWORD" 117
then
docker login -u $REGISTRY_USERNAME -p $REGISTRY_PASSWORD
SREGISTRY URI
else
echo "Warning: the registry's username and password are
invalid, Skipping Docker login."
fi

docker run -d --gpus all -p 8888:8888 SREGISTRY URI PATH/
nvidia/pytorch:ngc image tag /usr/local/bin/jupyter lab --allow-
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Table 3-2. PyTorch Container Image (continued)

Component Description

root --ip=* --port=8888 --no-browser --NotebookApp.token='"' --
NotebookApp.allow origin='*' --notebook-dir=/workspace

- path: /opt/dlvm/utils.sh

permissions: '0755'

content: |
#!/bin/bash
error _exit () {

echo "Error: $1" >&2

vmtoolsd --cmd "info-set
guestinfo.vmservice.bootstrap.condition false, DLWorkloadFailure,
B

exit 1

check protocol() {
local proxy url=s$l
shift
local supported protocols=("$Q@")
if [[ -n "${proxy url}" 1]; then
local protocol=$(echo "${proxy url}" | awk -F '://' '{if
(NF > 1) print $1; else print ""}'")
if [ -z "$protocol" ]; then
echo "No specific protocol provided. Skipping protocol
check."
return 0
fi
local protocol included=false
for var in "${supported protocols[@]}"; do
if [[ "${protocol}" == "${var}" 1]; then
protocol included=true
break
fi
done
if [[ "${protocol included}" == false ]]; then
error_exit "Unsupported protocol: ${protocol}. Supported
protocols are: S${supported protocols[*]}"
fi
fi

# $Q@: list of supported protocols
set proxy() {
local supported protocols=("S$S@")

CONFIG JSON BASE64=$ (grep 'config-json' /opt/dlvm/ovf-env.xml
| sed -n 's/.*oe:value="\ ([""]1*\).*/\1/p")
CONFIG_JSON=$ (echo ${CONFIG JSON BASE64} | base64 --decode)

HTTP_PROXY_URL:$ (echo "$ {CONFIG_JSON} " | jg -r
'.http proxy // empty')

HTTPS_ PROXY URL=$ (echo "S${CONFIG JSON}" | jgq -r
'.https proxy // empty')

if [[ $2 -ne 0 || (-z "S${HTTP_PROXY URL}" && -z "$
{HTTPS PROXY URL}") ]]; then

echo "Info: The config-json was parsed, but no proxy
settings were found."
return 0
fi

check protocol "${HTTP_PROXY URL}" "${supported protocols[@]}"
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Table 3-2. PyTorch Container Image (continued)

Component
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Description

check protocol "${HTTPS PROXY URL}" "$
{supported protocols[@]}"

if ! grep -q 'http proxy' /etc/environment; then
echo "export http proxy=${HTTP_ PROXY URL}
export https proxy=${HTTPS PROXY URL}
export HTTPiPROXY=${HTTPiPROXYiURL}
export HTTPS_PROXY:${HTTPS_PROXY_URL}
export no_proxy=localhost,127.0.0.1" >> /etc/environment
source /etc/environment
fi

# Configure Docker to use a proxy

mkdir -p /etc/systemd/system/docker.service.d

echo "[Service]

Environment=\"HTTPiPROXY=${HTTPiPROXYiURL}\"

Environment=\"HTTPS PROXY=${HTTPS PROXY URL}\"

Environment=\"NO PROXY=localhost,127.0.0.1\"" > /etc/systemd/
system/docker.service.d/proxy.conf

systemctl daemon-reload

systemctl restart docker

echo "Info: docker and system environment are now configured
to use the proxy settings"

}

For example, for pytorch:23.10-py3, provide the following script in base 64 format:

I2Nsb3VKLWNvbmZpZwp3cml0ZVomaWx1lczoKLSBWYXRoOO1AVb3BOL2RsdmOvZGxfYXBw
LnNoCiAgcGVybWlzc21lvbnM6ICcwNzUlJwogIGNvbnR1bnQ6IHWKICAGICMhL2Jpbi 91
YXNoCiAgICBzZXQgLWV1CiAgICBzb3VyY2UgL29wdC9kbHZtL3V0aWxzLnNoCiAgICRBO
cmFwICdlcendvel91eGl0ICIVbmV4cGVidGVkIGVycm9yIG9jY3VycyBhdCBkbCB3b3Jr
bGOhZCINIEVSUgogICAgc2VOX3Byb3h5ICJodHRwWIiAiaHROCHMiICIzb2NrczUiCgog
ICAgREVGQVVMVFI9SRUAEVVIJPSJudmNyLmlvIgogICAgUkVHSVNUUL11£fVVJJX1BBVEg9
JChncmVwIHJ1Z21zdHJI5LXVyaSAvb3BOL2Rsdm0vb3ZmLWVudi54bWwgfCBzZWQgLW4g
J3MvLipvZTp2YWx1ZT01iXChbXiJdK1lwpLiovXDEvcCcpCgogICAgaWYgWlsgLXogIiRS
RUJJU1IRSWVOVUk1fUEFUSCIgXV0O7IHROZW4KICAgICAgIyBJZiBSRUAJUIRSWVIOVUk]1f
UEFUSCBpcyBudWxsIGOyIGVtcHR5LCB1c2UgdGhlIGR1ZmF1bHQgdmFsdWUKICAgICAg
UkVHSVNUU11fVVJJX1BBVEg9JERFRKFVTFRfUKVHX1VSSQogICAgICBl1Y2hvICJISRUAJ
UlRSWVOVUk1fUEFUSCB3YXMgZWlwdHkuIFVzaWSnIGR1ZmF1bHQ6ICRSRUAJUIRSWV IOV
Uk1fUEFUSCIKICAGIGZpCiAgICAKICAgGICMgSWYgUkKVHSVNUUL1£fVVJIJX1BBVEgGQGY29u
dGFpbnMgJy8nLCBleHRyYWNOIHR0ZSBVUkkgcGFydRAogICAgaWYgWlsgJFJFRO1ITVEJZ
X1VSSVIQQVRIID09ICoiLyIgIF1dOyB0aGVuUCiAgICAgIFJFROITVEFJIZX1VSSTOkKGV] ZCAt LWdwdXMgYWxsIC1lwIDg40Dg6
ODg40CAkKUKVHSVNUUL11fVVJIJX1BBVEgGvbnZpZGlhL3B5dGOyY2g6MjMuMTAt cHkzIC91
c3IvbGOjYWwvYmluL2plcH10ZXIgbhGFiICO0tYWxsb3ctecmIvdCALtLWIwPSogLS1wb3J0
PTg40DggLS1lubylicm93c2VyICO0tTmO0ZWIvb2tBcHAUAGIrZW49JycgLS10b3R1YmOv
a0FwcC5hbGxvdl9vemlnaW4 9JyonICOtbm90ZWIvb2stZGlyPS93b3Jrc3BhY2UKCi0g
cGF0aDogL29wdC9kbHZtL3V0aWxzLnNoCiAgcGVybWlzc21lvbnM6ICcwNzUlJwogIGNy

53



VMware Private Al Foundation with NVIDIA Guide

Table 3-2. PyTorch Container Image (continued)

Component
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Description
 k
ZWQUIFNraXBwaWSnIHByb3RvY29sIGNoZWNrLiIKICAGICAGICAGIHI1dHVYbiAWCiAg
ICAgICAgZmkKICAgGICAGICBsb2NhbCBwcm9I0b2NvbFIpbmNsdWR1ZDImYWxzZQogICAg
ICAgIGZvCciB2YXIgaWdgIiR7c3VweGIydGVkX3Byb3RvY29scltAXX0i0yBkbwogICAg
ICAgICAgaWYgWlsgIiR7cHIVAGOjb2x9TiA9PSAI JHt2YXJ9I1BdXTsgdGhlbgogICAg
ICAgICAgICBwcmO0b2NVbFI9pbmNsdWR1ZD10cnV1CiAgICAgICAGICAgGIGIYZWFrCiAg
ICAgGICAgICBmMaQogICAGICAGIGRVbMUKICAGICAGICBPZiBbWyALiJHtwemIOb2NVbEF9p
bmNsdWR1ZHOiIDO9IGZhbHN1IIF1dOyB0aGVuCiAgICAgICAgICBlcndvecl91eGl0ICIV
bnN1cHBvcnR1ZCBwem90b2NvbDogJdHtwem90b2NvbHOUIFN1cHBvenR1ZCBwem90b2Nv
bHMgYXJ10iAke3N1cHBvcnR1ZFOwecm90b2NvbHNbK119TIgogICAgICAgIGZpCiAgICAg
IGZpCiAgICBI9CgogICAgIyAkQDogbGlzdCBvZiBzdXBwb3J0ZWQgcHIvdG9jb2xzCiAg
ICBzZXRfcHJIveHkoKSB7CiAgICAGIGxVY2FsIHN1cHBvcnR1IZFOwecm90b2NvbHMIKCIk
QOCIpCgogICAgICBDTO5GSUdAESINPT1I9CQVNEN]Q9JChnecmVwICdjb25maWctanNvbicg
L29wdC9kbHZtL292ZillbnYueGlsIHwgc2VkICluICdzLy4gb2U6dmFsdWU9I1lwoWl4i
XSpcKS4qL1wxL3AnKQogICAgGICBDT05GSUAESINPT] 0kKGViaG8gJHtDTO5GSUAESINP
T19CQVNENJROTHwgYmMFzZTYOICOtZGVib2R1IKQOKICAgICAgSFRUUF9QUkIYWVIVUkw9
JChlY2hvICIkeONPTkZJR19KUO90£SIgfCBgcSAtciAnLmhO0dHBfcHIveHkgLy8gZWlw
dHknKQogICAgICBIVFRQU19QUkIYWVIVUkwIIChlY2hvICIkeONPTkZJR19KUO90fSTIg
fCBqcSAtciAnLmh0OdHBZzX3Byb3h5IC8vIGVtcHRS5JykKICAGICAGaWYgWlsgJD8gLWS1
IDAgfHwWgKC16ICIkeOhUVFBfUFJPWF1fVVIMESIgJiYgLXogIiR7SFRUUFNfUFJPWF1f
VVJIMESIpIF1dOyB0aGVuCiAgICAgICAgZWNobyA1SWSmbzogVGhlIGNvbmZpZylgc29u
THdhcyBwYXJzZWQsIGJI1dCBubyBwcm94eSBzZXR0aW5ncyB3ZXJ1IGZvdW5kLiIKICAg
ICAgICByYZXR1cm4gMAogICAgICBmMaQoKICAgGICAgY2hlY2tfcHIVAGOjb2wgIiR7SFRU
UF9QUkIYWVIOVUkx9T1iA1 JHt zdXBwb3J0ZWRfcHIVAGIjb2xzWOBAfSIKICAGICAgY2hl
Y2t fcHIvdG9jb2wgIiR7SFRUUFNfUFJPWF1fVVIMESIgIiR7¢c3VwcGIydGVkX3Byb3Rv
Y29scltAXX01CgogICAgICBpZiAhIGdyZXAgLXEgJ2h0dHBfcHIJveHknIC91dGMvZW52
aXJvbml1lbnQ7IHROZWAKICAGICAGICBlY2hvICJleHBvcnQgaHROcFOwem94eT0keOhU
VFBfUFJPWF1fVVIMfQogICAgICAgIGV4cGOydCBodHRwc19wem94eTO0keOhUVFBTX1BS
T1hZX1VSTHOKICAgICAgICBleHBvcnQgSFRUUFI9QUkOYWTO0keOhUVFBfUFJPWEF1£VVIM
fQogICAgICAGIGV4cGIydCBIVFRQULIIQUKIYWTOkeOhUVFBTX1BST1hzZX1VSTHOKICAG
ICAgICBleHBvcnQgbm9fcHIveHk9bG9j YWxob3NOLDEyNy4wLjAUMSIgPj4gL2V0Yy9l
bnZpcmOubWVudAogICAgICAgIHNVAXJJZSAVZXRIL2Vudmlyb25tZW50C1iAgICAgIGZp
CiAgICAgIAOGICAgICAJIENVbMZpZ3VyZSBEL2NrzXIgdG8gdXN1IGEgcHIveHkKICAG
ICAgbWtkaXIgLXAgL2V0OYy9zeXNOZW1kL3N5¢c3R1bS9kb2NrzXITuc2VydmljZS5kCiAg
ICAgIGVjaG8gIltTZXJ2aWN1XQogICAGICBFbnZpcmOubWvudDlcIkhUVFBfUFJPWFKY
JHtIVFRQX1BST1hZX1VSTH1cIgogICAgICBFbnZpcmOubWVudDlcIkhUVFBTX1BST1hZ
PSR7SFRUUFNfUFJPWF1fVVIMfVwiCiAgICAgGIEVUdmlyb25tZW50PVwiTk O fUFJPWFkY
bG9jYWxob3NOLDEYNy4wLjAUMVwWiIiA+IC91dGMvc31zdGVtZC9zeXNOZWOvZG9ja2Vy
LnNlcnZpY2UuzZC9wem94eS5jb25mCiAgICAgIHNSCc3R1IDWNODLCBkYWVEb24tcmVsb2Fk
CiAgICAgIHNSc3R1IbWNOLCBYZXNOYXJOIGRVY2t1cgoKICAGICAGZWNobyAlSWSmbzog
2G9ja2VyIGFuZCBzeXNOZW0gZW52aXJvbml1bnQgYXJ1IG5vdyBjb25maWdlcmVkIHRY
IHVZzZSB0aGUgcHJveHkgc2V0dGluz3MiCiAgICBY

which corresponds to the following script in plain-text format.

#cloud-config

write files:

- path: /opt/dlvm/dl_app.sh
permissions: '0755'
content: |

#!/bin/bash
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set -eu

source /opt/dlvm/utils.sh

trap 'error_ exit "Unexpected error occurs at dl workload"' ERR
set proxy "http" "https" "socks5"

DEFAULT REG _URI="nvcr.io"
REGISTRY URI PATH=S$ (grep registry-uri /opt/dlvm/ovf-env.xml |
sed -n 's/.*oe:value="\([""]1*\).*/\1/p")

if [[ -z "SREGISTRY URI_ PATH" ]]; then

# If REGISTRY URI_PATH is null or empty, use the default value

REGISTRY URI_PATH=$DEFAULT REG URI
echo "REGISTRY URI PATH was empty. Using default:
$REGISTRY_URI_PATH"
fi

# If REGISTRY URI_PATH contains '/', extract the URI part

if [[ SREGISTRY URI_PATH == *"/"* ]]; then
REGISTRYiURI=$(echo "$REGISTRY7UR17PATH" | cut -d'/' -f1)
else
REGISTRY URI=$REGISTRY URI_ PATH
fi

REGISTRY USERNAME=$ (grep registry-user /opt/dlvm/ovf-env.xml |
sed -n 's/.*oe:value="\ ([""]*\).*/\1/p")
REGISTRY PASSWORD=$ (grep registry-passwd /opt/dlvm/ovf-env.xml
| sed -n 's/.*oe:value="\ ([""]*\).*/\1/p")
if [[ -n "$REGISTRY7USERNAME" && —-n "$REGISTRY7PASSWORD" 11;
then
docker login -u $REGISTRY USERNAME -p $SREGISTRY PASSWORD
SREGISTRY URI
else
echo "Warning: the registry's username and password are
invalid, Skipping Docker login."
fi

docker run -d --gpus all -p 8888:8888 SREGISTRY URI PATH/
nvidia/pytorch:23.10-py3 /usr/local/bin/jupyter lab --allow-root
—-—-ip=* --port=8888 --no-browser --NotebookApp.token='' --
NotebookApp.allow origin='*' --notebook-dir=/workspace

- path: /opt/dlvm/utils.sh
permissions: '0755'
content: |
#!/bin/bash
error exit () {
echo "Error: $1" >&2
vmtoolsd --cmd "info-set
guestinfo.vmservice.bootstrap.condition false, DLWorkloadFailure,
sim

exit 1
}
check _protocol() {
local proxy url=S$l
shift
local supported protocols=("$@")
if [[ -n "${proxy url}" 1]; then
local protocol=$(echo "${proxy url}" | awk -F '://' '{if
(NF > 1) print $1; else print ""}'")
if [ -z "S$Sprotocol" ]; then
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Table 3-2. PyTorch Container Image (continued)

Component
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Description

echo "No specific protocol provided. Skipping protocol
check."
return 0
fi
local protocol included=false
for var in "${supported protocols[@]}"; do
if [[ "${protocol}" == "S${var}" ]1]; then
protocol included=true
break
fi
done
if [[ "${protocol included}" == false ]]; then
error exit "Unsupported protocol: ${protocol}. Supported
protocols are: ${supported protocols[*]}"
fi
fi

# $Q@: list of supported protocols
set proxy () |
local supported protocols=("$@")

CONFIG_JSON_BASE64=$ (grep 'config-json' /opt/dlvm/ovf-env.xml
| sed -n 's/.*oe:value="\ ([""]*\).*/\1/p")
CONFIG JSON=$ (echo ${CONFIG JSON BASE64} | base64 --decode)

HTTP PROXY URL=$ (echo "${CONFIG JSON}" | jq -r
'.http proxy // empty')

HTTPS_ PROXY URL=$ (echo "${CONFIG JSON}" | jgq -r
'.https proxy // empty"')

if [[ $? -ne 0 || (-z "${HTTP_PROXY URL}" && -z "$
{HTTPS_PROXY URL}") 11; then

echo "Info: The config-json was parsed, but no proxy
settings were found."
return 0
fi

check protocol "${HTTP_PROXY URL}" "${supported protocols[@]}"
check protocol "S${HTTPS_ PROXY URL}" "$
{supported protocols[@]}"

if ! grep -q 'http proxy' /etc/environment; then
echo "export http proxy=${HTTP PROXY URL}
export https proxy=${HTTPS PROXY URL}
export HTTP_PROXY=${HTTP_PROXY URL}
export HTTPSiPROXY=$ {HTTPS PROXY URL}
export no_proxy=localhost,127.0.0.1" >> /etc/environment
source /etc/environment
fi

# Configure Docker to use a proxy

mkdir -p /etc/systemd/system/docker.service.d

echo " [Service]

Environment=\"HTTP PROXY=${HTTP_ PROXY URL}\"

Environment=\ "HTTPSiPROXY=$ {HTTPS PROXY URL} \"

Environment=\"NO PROXY=localhost,127.0.0.1\"" > /etc/systemd/
system/docker.service.d/proxy.conf

systemctl daemon-reload

systemctl restart docker
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Table 3-2. PyTorch Container Image (continued)

Component

Output

TensorFlow

Description

echo "Info: docker and system environment are now configured
to use the proxy settings"

}

®  Image one-liner. Encode it in base64 format.

docker run -d -p 8888:8888 nvcr.io/nvidia/pytorch:ngc image tag
/usr/local/bin/jupyter lab --allow-root --ip=* --port=8888 --
no-browser --NotebookApp.token='' --NotebookApp.allow origin='*' --
notebook-dir=/workspace

For example, for pytorch:23.10-py3, provide the following script in base 64 format:

7G937a2VyIHJ1biAtZCAtcCA40Dg40jg40ODggbnzjciSpbydudml kaWEvcH10b3Jjaboy
My4xMClweTMgL3Vzci9sb2NhbC9iaWdvanVweXR1ciBsYWIgLS1hbGxvdylyb290IC0t
aXA9KiAtLXBvcnQ90Dg4O0CALtLWSVLWIyb3dzZXIgLS10b3R1Ym9valFwecC50b2t1bj0on
JyAtLUSvdAGVib29rQXBwLmFsbG93X29yaWdpbjOnKicgLS1ub3R1YmOvaylkaXI9L3dv
cmtzcGFjzZ0==

which corresponds to the following script in plain-text format:

docker run -d -p 8888:8888 nvcr.io/nvidia/pytorch:23.10-py3 /usr/
local/bin/jupyter lab --allow-root --ip=* --port=8888 --no-browser
--NotebookApp.token='"' --NotebookApp.allow origin='*' --notebook-
dir=/workspace

Enter the vGPU guest driver installation properties, such as vgpu-license and nvidia-
portal-api-key.

Provide values for the properties required for a disconnected environment as needed.

See OVF Properties of Deep Learning VMs.

Installation logs for the vGPU guest driver in /var/log/vgpu-install.log.

To verify that the vGPU guest driver is installed, run the nvidia-smi command.
Cloud-init script logs in /var/log/dl.log.

PyTorch container.

To verify that the PyTorch container is running, run the sudo docker ps -a and sudo
docker logs container idcommand.

JupyterLab instance that you can access at http://dl vm ip:8888

In the terminal of JupyterLab, verify that the following functionality is available in the
notebook:

m  To verify that JupyterLab can access the vGPU resource, run nvidia-smi.

m  To verify that the PyTorch related packages are installed, run pip show.

You can use a deep learning VM with a TensorFlow library to explore conversational Al, NLP, and
other types of Al models, on a VM. See the TensorFlow page.

After the deep learning VM is launched, it starts a JupyterLab instance with TensorFlow
packages installed and configured.

VMware by Broadcom
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Table 3-3. TensorFlow Container Image

Component

Container image

Required inputs

VMware by Broadcom

Description

nvcr.io/nvidia/tensorflow:ngc image tag

For example:

nvcr.io/

For informa

nvidia/tensorflow:23.10-tf2-py3

tion on the TensorFlow container images that are supported for deep learning VMs,

see VMware Deep Learning VM Release Notes.

To deploy a TensorFlow workload, you must set the OVF properties for the deep learning virtual
machine in the following way:

m  Use one of the following properties that are specific for the TensorFlow image.

m  Cloud-init script. Encode it in base64 format.

#c
wxr

se

loud-config
ite files:
path: /opt/dlvm/dl app.sh
permissions: '0755'
content: |
#!/bin/bash
set -eu
source /opt/dlvm/utils.sh
trap 'error exit "Unexpected error occurs at dl workload"' ERR
set _proxy "http" "https" "socks5"

DEFAULT REG_URI="nvcr.io"
REGISTRY URI_PATH=$ (grep registry-uri /opt/dlvm/ovf-env.xml |
d -n 's/.*oe:value="\ ([""]*\).*/\1/p")

if [[ -z "SREGISTRY URI_PATH" ]]; then
# If REGISTRY URI_PATH is null or empty, use the default value
REGISTRY URI_PATH=$DEFAULT REG_URI
echo "REGISTRY URI PATH was empty. Using default:

SREGISTRY URI PATH"

fi

# If REGISTRY URI_PATH contains '/', extract the URI part
if [[ $REGISTRY URI PATH == *"/"* ]]; then

REGISTRY URI=$ (echo "S$SREGISTRY URI_PATH" | cut -d'/' -fl)
else

REGISTRY URI=$REGISTRY URI_ PATH
fi

REGISTRY USERNAME=$ (grep registry-user /opt/dlvm/ovf-env.xml |

sed -n 's/.*oe:value="\([""]1*\).*/\1/p")

REGISTRY PASSWORD=S$ (grep registry-passwd /opt/dlvm/ovf-env.xml
sed -n 's/.*oe:value="\([""]1*\).*/\1/p")
if [[ -n "SREGISTRY USERNAME" && -n "SREGISTRY PASSWORD" 11;

then

docker login -u SREGISTRY USERNAME -p SREGISTRY PASSWORD

$REGISTRY_URI

else
echo "Warning: the registry's username and password are

invalid, Skipping Docker login."

fi

docker run -d --gpus all -p 8888:8888 SREGISTRY URI_PATH/

nvidia/tensorflow:ngc image tag /usr/local/bin/jupyter lab --allow-
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Table 3-3. TensorFlow Container Image (continued)

Component Description

root --ip=* --port=8888 --no-browser --NotebookApp.token='"' --
NotebookApp.allow origin='*' --notebook-dir=/workspace

- path: /opt/dlvm/utils.sh

permissions: '0755'

content: |
#!/bin/bash
error _exit () {

echo "Error: $1" >&2

vmtoolsd --cmd "info-set
guestinfo.vmservice.bootstrap.condition false, DLWorkloadFailure,
B

exit 1

check protocol() {
local proxy url=s$l
shift
local supported protocols=("$Q@")
if [[ -n "${proxy url}" 1]; then
local protocol=$(echo "${proxy url}" | awk -F '://' '{if
(NF > 1) print $1; else print ""}'")
if [ -z "$protocol" ]; then
echo "No specific protocol provided. Skipping protocol
check."
return 0
fi
local protocol included=false
for var in "${supported protocols[@]}"; do
if [[ "${protocol}" == "${var}" 1]; then
protocol included=true
break
fi
done
if [[ "${protocol included}" == false ]]; then
error_exit "Unsupported protocol: ${protocol}. Supported
protocols are: S${supported protocols[*]}"
fi
fi

# $Q@: list of supported protocols
set proxy() {
local supported protocols=("S$S@")

CONFIG JSON BASE64=$ (grep 'config-json' /opt/dlvm/ovf-env.xml
| sed -n 's/.*oe:value="\ ([""]1*\).*/\1/p")
CONFIG_JSON=$ (echo ${CONFIG JSON BASE64} | base64 --decode)

HTTP_PROXY_URL:$ (echo "$ {CONFIG_JSON} " | jg -r
'.http proxy // empty')

HTTPS_ PROXY URL=$ (echo "S${CONFIG JSON}" | jgq -r
'.https proxy // empty')

if [[ $2 -ne 0 || (-z "S${HTTP_PROXY URL}" && -z "$
{HTTPS PROXY URL}") ]]; then

echo "Info: The config-json was parsed, but no proxy
settings were found."
return 0
fi

check protocol "${HTTP_PROXY URL}" "${supported protocols[@]}"

VMware by Broadcom
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Table 3-3. TensorFlow Container Image (continued)

Component Description

check protocol "${HTTPS PROXY URL}" "$
{supported protocols[@]}"

if ! grep -q 'http proxy' /etc/environment; then
echo "export http proxy=${HTTP_ PROXY URL}
export https proxy=${HTTPS PROXY URL}
export HTTPiPROXY=${HTTPiPROXYiURL}
export HTTPS_PROXY:${HTTPS_PROXY_URL}
export no_proxy=localhost,127.0.0.1" >> /etc/environment
source /etc/environment
fi

# Configure Docker to use a proxy

mkdir -p /etc/systemd/system/docker.service.d

echo "[Service]

Environment=\"HTTPiPROXY=${HTTPiPROXYiURL}\"

Environment=\"HTTPS PROXY=${HTTPS PROXY URL}\"

Environment=\"NO PROXY=localhost,127.0.0.1\"" > /etc/systemd/
system/docker.service.d/proxy.conf

systemctl daemon-reload

systemctl restart docker

echo "Info: docker and system environment are now configured
to use the proxy settings"

}
For example, for tensorflow:23.10-tf2-py 3, provide the following script in base64 format:

I2Nsb3VKLWNvbmZpZwp3cml0ZVomaWx1lczoKLSBWYXRoOO1AVb3BOL2RsdmOvZGxfYXBw
LnNoCiAgcGVybWlzc21lvbnM6ICcwNzUlJwogIGNvbnR1bnQ6IHWKICAGICMhL2Jpbi 91£fVVJJPSRSRUAJUIRSWVIOVUk1fUEFUSA0gICAgZmkKICAK ICRSRUAJULRSWVIOVUk1 fUEFUSC9udml kaWEvdGVuc29yZmxvdzoy
My4xMC10ZjItcHkzIC91c3IvbGOjYWwvYmluLl2plcH10ZXIghGFiICOtYWxsb3ctem9v
dCAtLW1wPSogLS1wb3J0PTg40DggLS1lubylicm93c2VyICOtTmI0ZWIvb2tBcHAUdGIr
ZW49JycgLS10b3R1Ym9val0FwcC5hbGxvdl 9vemlnaW4 9JyonICO0tbm90ZWIvb2stZGly
PS93b3Jrc3BhY2UKCi0gcGF0aDogL2 9wdCO9kbHZtL3V0aWxzLnNoCiAgcGVybWlzc2ly
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Table 3-3. TensorFlow Container Image (continued)

Component

VMware by Broadcom

Description

bnM6ICcwNzULlJIJwogIGNvbnR1bnQ6IHWKICAgGICMhL2Ipbi 91 YXNoCiAgICBlendvelol
eGl0KCkgewogICAgICBlY2hvICJFcnJvcjogJDE1ID4mMgogICAgICB2bXRvb2xzZCAtL
LWNtZCAiaWbmbylzZXQgZ3V1c3RpbmZvLnZtc2VydmljZS5ib290c3RyYXAuY29uzGl0
aW9uIGZhbHN1LCBETFdvemt sb2 FkRmFpbHVYZSwgJDELCiAgICAGIGV4aXQgMQogICAg
fQOKICAgGIGNOZWNrX3Byb3RvY29sKCkgewogICAgICBsb2NhbCBwcm94eV91lcmwIJIDEK
ICAgICAgc2hpZnQKICAGICAGbGI]YWwgc3VweGOydGVkX3Byb3RvY29scz00IiRATIikK
ICAgICAgaWYgWlsgLW4gIiR7cHIveH1fdXJsfSIgXV07IHROZW4KICAgGICAgICBsb2Nh
bCBwcm90b2NvbDOkKGVjaG8gIiR7cHIveH1 fdXJIsfSIgfCBhd2sgLUYgJdzovLycgJd3tp
ZiAoTkYgPiAxKSBwcmludCAKMTsgZWxzZSBwemludCAIiIn0nKQogICAgICAGIGImIFsg
LXogIiRwcm90b2NvbCIgXTsgdGhlbgogICAgICAgGICAGZWNObYALITM8gc3BlY21maWMyg
cHIvdG9jb2wgcHIvdmlkZWQUIFNraXBwaWSnIHByb3RvY29sIGNoZWNrLiIKICAgICAg
ICAgIHJ1dHVYbiAwWCiAgICAgICAGZMKKICAGICAGICBSb2NhbCBwcmI0b2NvbEF SpbmNs
dWR1ZD1mYWxzZQogICAgGICAgIGZvCciB2YXIgaWdgIiR7c3VweGIydGVkX3Byb3RvVY29s
c1tAXX010yBkbwogICAGICAGICAGaWYgWlsgIiR7cHIvAGIib2x9I1A9PSALIJHE2YXT9
IiBdXTsgdGhlbgogICAgICAgICAGICBwcmI0b2NVvbFIpbmNsdWR1ZD10cnV1CiAgICAg
ICAGICAgIGIYZWFrCiAgICAGICAGICBMaQogICAgGICAGIGRVbMUKICAGICAGICBPZiBb
WyAiJHtwem90b2NvbF 9pbmNsdWR1ZHO1IDO9IGZhbHN1IF1dOyB0aGVuCiAgICAGICAY
ICBlcndvecl91eGl0ICIVbnN1cHBvcnR1ZCBwem90b2NvbDogIJHtwem90b2NvhbHOUIFNL
cHBvcnR1ZCBwcm90b2NvbHMgYXJ101iAke3N1cHBvCnR1ZF9wem90b2NvbHNbK119Igog
ICAgICAgIGZpCiAgICAgIGZpCiAgICBICgogICAgIyAkQDogbGlzdCBvZiBzdXBwb3J0
ZWQgcHIvdG9jb2xzCiAgICBzZXRfcHIveHkoKSB7CiAgICAgIGxVY2FsTIHNI1cHBvcnR1
ZF9wcm90b2NvbHMIKCIkQCIpCgogICAgICBDTO5GSUAESINPT19CQVNENGQ9JChncmvVw
ICdjb25maWctanNvbicgL29wdCOkbHZtL292Zi11bnYueGlsIHwgc2VkICluICdzLy4dqg
b2U6dmFsdWU9T 1woW141XSpcKS4gL1wxL3AnKQogICAgGICBDT05GSUAfSINPT ) 0kKGV
aG8gJHtDTO5GSUdESINPT19CQVNENJRITHWgYMFzZTYOICOtZGVib2R1KQOKICAgICAY
SFRUUF9QUkIYWVIOVUkwIJCh1lY2hvICIkeONPTkZJR19KUO90fSIgfCBgcSAtciAnLmh0
dHBfcHJIveHkgLy8gZWlwdHknKQogICAGICBIVFRQUL 9QUkIYWVIVUkwIIChlY2hvICIk
e0ONPTkZJR19KUO90fSIgfCBgcSAtciAnLmh0dHBzX3Byb3h5IC8vIGVtcHRS5IJykKICAg
ICAgaWYgWlsgJID8gLW51IDAGfHWGKC16ICIkeOhUVFBEUFJPWEL fVVIMESIgJIiYgLXog
IiR7SFRUUFNfUFJPWF1fVVIMESIpIF1dOyB0aGVuCiAgICAgGICAGZWNObyALSWSMbzog
VGh1lIGNvbmZpZylgc29uIHdhcyBwYXJzZWQsIGJIJ1dCBubyBwecm94eSBzZXR0aW5sncyB3
ZXJ1IGZvdW5kLiIKICAgICAgICBYZXR1cm4gMAOgICAGICBMaQoKICAgICAgY2hlY2tEf
cHIvdG9ib2wgIiR7SFRUUFIQUkIYWVIOVUkx9TiA1 JHt zdXBwb3J0ZWRfcHIVvAGIjb2xz
WOBAfSIKICAgICAgY2hlY2tfcHIvdAG9jb2wgIiR7SFRUUFNfUFJPWEF1fVVIMESTIgIiR7
c3VwcG9ydGVkX3Byb3RvY29scltAXX01CgogICAgICBpZiAhIGdyZXAgLXEgJ2h0dHBE
cHIveHknIC91dGMvZW52aXJvbmllbnQ7IHROZWAKICAGICAGICB1Y2hvICJleHBvenQg
aHROcF9wcm94eT0keOhUVFBfUFJPWF1 fVVIMEfQogICAgICAgIGV4cG9ydCBodHRwe1 9w
cm94eT0keOhUVFBTX1BST1hZX1VSTHOKICAgICAgGICBleHBvcnQgSFRUUF9QUkIOYWT Ok
e0OhUVFBfUFJPWF1fVVIMfQogICAgICAGIGV4cGIydCBIVFRQUL9QUkKIYWTOkeOhUVEBRT
X1BST1hZX1VSTHOKICAGICAgGICBleHBvcnQgbm9fcHIveHk9bG9 YWxob3NOLDEYNydw
LjAuUMSIgPj4gL2vV0Yy9lbnZpcm9ubWVudAogICAGICAGIHNVAXJ ) ZSAVZXRIL2Vudmly
b25tZW50CiAgICAGIGZpCiAgICAGIA0gGICAGICAT IENVbNZpZ3VyZSBEL2NrzXIgdG8y
dXN1IGEgcHJveHkKICAgGICAgbWtkaXIgLXAgL2VOYy9zeXNOZW1kL3N5¢c3R1bS9kb2Nr
ZXIuc2VydmljZS5kCiAgICAgIGVjaG8gIltTZXJ2aWN1XQogICAgICBFbnZpcmOubWvu
dD1cIkhUVFBfUFJPWFkOJHtIVFROX1BST1hZX1VSTHl1cIgogICAgICBFbnZpcmIubWVu
dD1cIkhUVFBTX1BST1hZPSR7SFRUUFNfUFJPWF1fVVIMfVwiCiAgICAgIEVudmlyb25t
ZW50PVwiTk9fUFJPWEkODbG9]YWxob3NOLDEYNy4wLjAUMVWiIiA+IC91dGMvc31zdGVt
7ZC9zeXNOZWOvZG9ja2VyLnNlcnZpY2UuzZC9wecm94eS5jb25mCiAgICAgIHNSCc3R1IDWNO
bCBkYWVtb24tcmVsb2FkCiAgICAgGIHNSc3R1IDWNODLCBYZXNOYXJOIGRvY2t1lcgoKICAg
ICAgZWNobyAiSWSmMbzogZG9ja2VyIGFuZCBzeXNOZWOgZW52aXJvbml 1bnQgYXJ1IG5v
dyBjb25maWdlcmVkIHRVIHVZzZSB0aGUgcHIveHkgc2V0dGluz3MiCiAgICBY

which corresponds to the following script in plain-text format:

#cloud-config

write files:

- path: /opt/dlvm/dl_app.sh
permissions: '0755'
content: |

#!/bin/bash
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Table 3-3. TensorFlow Container Image (continued)

Component

VMware by Broadcom

Description

sed

set -eu

source /opt/dlvm/utils.sh

trap 'error_ exit "Unexpected error occurs at dl workload"' ERR
set proxy "http" "https" "socks5"

DEFAULT REG _URI="nvcr.io"
REGISTRY URI PATH=S$ (grep registry-uri /opt/dlvm/ovf-env.xml |
-n 's/.*oe:value="\([""]1*\).*/\1/p")

if [[ -z "SREGISTRY URI_ PATH" ]]; then
# If REGISTRY URI_PATH is null or empty, use the default value
REGISTRY_URI_PATH=$DEFAULT_REG_URI
echo "REGISTRY URI PATH was empty. Using default:

SREGISTRY URI_PATH"

sed

fi

# If REGISTRY URI_PATH contains '/', extract the URI part

if [[ SREGISTRY URI_PATH == *"/"* ]]; then
REGISTRYiURI=$(echo "$REGISTRY7UR17PATH" | cut -d'/' -f1)
else
REGISTRY URI=$REGISTRY URI_ PATH
fi

REGISTRY USERNAME=$ (grep registry-user /opt/dlvm/ovf-env.xml |
-n 's/.*oe:value="\ ([""]*\).*/\1/p")
REGISTRY PASSWORD=$ (grep registry-passwd /opt/dlvm/ovf-env.xml

| sed -n 's/.*oe:value="\ ([""]*\).*/\1/p")

then

if [[ -n "SREGISTRY USERNAME" && -n "SREGISTRY PASSWORD" 11];

docker login -u $REGISTRY USERNAME -p $SREGISTRY PASSWORD

SREGISTRY URI

else
echo "Warning: the registry's username and password are

invalid, Skipping Docker login."

fi

docker run -d --gpus all -p 8888:8888 SREGISTRY URI PATH/

nvidia/tensorflow:23.10-tf2-py3 /usr/local/bin/jupyter lab --allow-
root --ip=* --port=8888 --no-browser --NotebookApp.token='"' --
NotebookApp.allow origin='*' --notebook-dir=/workspace

- path: /opt/dlvm/utils.sh
permissions: '0755'
content: |

#!/bin/bash

error exit () {
echo "Error: $1" >&2
vmtoolsd --cmd "info-set

guestinfo.vmservice.bootstrap.condition false, DLWorkloadFailure,

s1in

exit 1
}
check _protocol() {
local proxy url=S$l
shift
local supported protocols=("$@")
if [[ -n "${proxyﬁurl}" 11; then
local protocol=$(echo "${proxy url}" | awk -F '://' '{if

(NF > 1) print $1; else print ""}'")

if [ -z "S$Sprotocol" ]; then
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Table 3-3. TensorFlow Container Image (continued)

Component
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Description

echo "No specific protocol provided. Skipping protocol
check."
return 0
fi
local protocol included=false
for var in "${supported protocols[@]}"; do
if [[ "${protocol}" == "S${var}" ]1]; then
protocol included=true
break
fi
done
if [[ "${protocol included}" == false ]]; then
error exit "Unsupported protocol: ${protocol}. Supported
protocols are: ${supported protocols[*]}"
fi
fi

# $Q@: list of supported protocols
set proxy () |
local supported protocols=("$@")

CONFIG_JSON_BASE64=$ (grep 'config-json' /opt/dlvm/ovf-env.xml
| sed -n 's/.*oe:value="\ ([""]*\).*/\1/p")
CONFIG JSON=$ (echo ${CONFIG JSON BASE64} | base64 --decode)

HTTP PROXY URL=$ (echo "${CONFIG JSON}" | jq -r
'.http proxy // empty')

HTTPS_ PROXY URL=$ (echo "${CONFIG JSON}" | jgq -r
'.https proxy // empty"')

if [[ $? -ne 0 || (-z "${HTTP_PROXY URL}" && -z "$
{HTTPS_PROXY URL}") 11; then

echo "Info: The config-json was parsed, but no proxy
settings were found."
return 0
fi

check protocol "${HTTP_PROXY URL}" "${supported protocols[@]}"
check protocol "S${HTTPS_ PROXY URL}" "$
{supported protocols[@]}"

if ! grep -q 'http proxy' /etc/environment; then
echo "export http proxy=${HTTP PROXY URL}
export https proxy=${HTTPS PROXY URL}
export HTTP_PROXY=${HTTP_PROXY URL}
export HTTPSiPROXY=$ {HTTPS PROXY URL}
export no_proxy=localhost,127.0.0.1" >> /etc/environment
source /etc/environment
fi

# Configure Docker to use a proxy

mkdir -p /etc/systemd/system/docker.service.d

echo " [Service]

Environment=\"HTTP PROXY=${HTTP_ PROXY URL}\"

Environment=\ "HTTPSiPROXY=$ {HTTPS PROXY URL} \"

Environment=\"NO PROXY=localhost,127.0.0.1\"" > /etc/systemd/
system/docker.service.d/proxy.conf

systemctl daemon-reload

systemctl restart docker
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Table 3-3. TensorFlow Container Image (continued)

Component Description

echo "Info: docker and system environment are now configured
to use the proxy settings"

}

®  Image one-liner. Encode it in base64 format.

docker run -d -p 8888:8888 nvcr.io/nvidia/tensorflow:ngc image tag
/usr/local/bin/jupyter lab --allow-root --ip=* --port=8888 --
no-browser --NotebookApp.token='"' --NotebookApp.allow origin='*' --
notebook-dir=/workspace

For example, for tensorflow:23.10-tf2-py 3, provide the following script in base64 format:

7G937a2VyIHJ1biAtZCAtcCA40Dg40jg40DggbnzjciSpbydudml kaWEvdGVuc2 9yZmxv
dzoyMy4xMC10ZjItcHkzIC91c3IvbGIjYWwvYmluL2plcH10ZXIgbGFiICOtYWxsb3ct
cm9vdCAtLW1wPSogLS1wb3J0PTg40DggLS1lubylicm93c2VyICO0tTmO0ZWIvb2tBcHAU
dG9rZW49JycgLS10b3R1Y¥Ym9valOFwcC5hbGxvdl 9vemlnaW4 9JyonICOtbm90ZWJIvb2st
ZGlyPS93b3Jrc3BhY2U=

which corresponds to the following script in plain-text format:

docker run -d -p 8888:8888 nvcr.io/nvidia/tensorflow:23.10-tf2-

py3 /usr/local/bin/jupyter lab --allow-root --ip=* --port=8888 --
no-browser --NotebookApp.token='"' --NotebookApp.allow origin='*' --
notebook-dir=/workspace

m  Enter the vGPU guest driver installation properties, such as vgpu-license and nvidia-
portal-api-key.

m  Provide values for the properties required for a disconnected environment as needed.

See OVF Properties of Deep Learning VMs.

Output m |nstallation logs for the vGPU guest driver in /var/log/vgpu-install.log.

To verify that the vGPU guest driver is installed, log in to the VM over SSH and run the
nvidia-smi command.

m  Cloud-init script logs in /var/log/dl.log.

m  TensorFlow container.
To verify that the TensorFlow container is running, run the sudo docker ps -a and sudo
docker logs container idcommands.

B JupyterLab instance that you can access at http://dl vm ip:8888.

In the terminal of JupyterLab, verify that the following functionality is available in the
notebook:

m  To verify that JupyterLab can access the vGPU resource, run nvidia-smi.

m  To verify that the TensorFlow related packages are installed, run pip show.

DCGM Exporter

You can use a deep learning VM with a Data Center GPU Manager (DCGM) exporter to
monitor the health of and get metrics from GPUs used by a DL workload, using NVIDIA DCGM,
Prometheus, and Grafana.

See the DCGM Exporter page.
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In a deep learning VM, you run the DCGM Exporter container together with a DL workload that
performs Al operations. After the deep learning VM is started, DCGM Exporter is ready to collect
vGPU metrics and export the data to another application for further monitoring and visualization.
You can run the monitored DL workload as a part of the cloud-init process or from the command
line after the virtual machine is started.
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Table 3-4. DCGM Exporter Container Image

Component

Container image

Required inputs

VMware by Broadcom

Description

nvcr.io/

nvidia/k8s/dcgm-exporter:ngc image tag

For example:

nvcr.io/

For informa

nvidia/k8s/dcgm-exporter:3.2.5-3.1.8-ubuntu22.04

tion on the DCGM Exporter container images that are supported for deep learning

VMs, see VMware Deep Learning VM Release Notes.

To deploy a DCGM Exporter workload, you must set the OVF properties for the deep learning
virtual machine in the following way:

m  Use one of the following properties that are specific for the DCGM Exporter image.

m  Cloud-init script. Encode it in base64 format.

#c
wxr

loud-config
ite files:
path: /opt/dlvm/dl app.sh
permissions: '0755'
content: |
#!/bin/bash
set -eu
source /opt/dlvm/utils.sh
trap 'error exit "Unexpected error occurs at dl workload"' ERR
set proxy "http" "https" "socks5"

DEFAULT REG_URI="nvcr.io"
REGISTRY URI_PATH=$ (grep registry-uri /opt/dlvm/ovf-env.xml |

sed -n 's/.*oe:value="\([""]1*\).*/\1/p")

if [[ -z "SREGISTRY URI_PATH" ]]; then
# If REGISTRY URI_PATH is null or empty, use the default value
REGISTRY URI_PATH=$DEFAULT REG_URI
echo "REGISTRY URI PATH was empty. Using default:

SREGISTRY URI PATH"

fi

# If REGISTRY URI_PATH contains '/', extract the URI part
if [[ $REGISTRY URI PATH == *"/"* ]]; then

REGISTRY URI=$ (echo "S$SREGISTRY URI_PATH" | cut -d'/' -fl)
else

REGISTRY URI=$REGISTRY URI_ PATH
fi

REGISTRY USERNAME=$ (grep registry-user /opt/dlvm/ovf-env.xml |

sed -n 's/.*oe:value="\([""]1*\).*/\1/p")

REGISTRY PASSWORD=S$ (grep registry-passwd /opt/dlvm/ovf-env.xml
sed -n 's/.*oe:value="\([""]1*\).*/\1/p")
if [[ -n "SREGISTRY USERNAME" && -n "SREGISTRY PASSWORD" 11;

then

docker login -u SREGISTRY USERNAME -p SREGISTRY PASSWORD

$REGISTRY_URI

else
echo "Warning: the registry's username and password are

invalid, Skipping Docker login."

fi

docker run -d --gpus all --cap-add SYS ADMIN --rm -p 9400:9400

SREGISTRY URI PATH/nvidia/k8s/dcgm-exporter:ngc image tag
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Table 3-4. DCGM Exporter Container Image (continued)

Component Description

- path: /opt/dlvm/utils.sh

permissions: '0755'

content: |
#!/bin/bash
error exit() {

echo "Error: $1" >&2

vmtoolsd --cmd "info-set
guestinfo.vmservice.bootstrap.condition false, DLWorkloadFailure,
sim

exit 1

check protocol() {
local proxy url=S$1
shift
local supported protocols=("S$S@")
if [[ -n "${proxy_url}" 11; then
local protocol=$(echo "${proxy url}" | awk -F '://' '{if
(NF > 1) print $1; else print ""}')
if [ -z "S$protocol" ]; then
echo "No specific protocol provided. Skipping protocol
check."
return 0
fi
local protocol included=false
for var in "${supported protocols[@]}"; do
if [[ "${protocol}" == "${var}" 1]; then
protocol included=true
break
fi
done
if [[ "${protocol included}" == false ]]; then
error exit "Unsupported protocol: ${protocol}. Supported
protocols are: ${supported protocols[*]}"
fi
fi

# $Q@: list of supported protocols
set proxy () {
local supported protocols=("$@")

CONFIG_JSON_BASE64=$ (grep 'config-json' /opt/dlvm/ovf-env.xml
| sed -n 's/.*oe:value="\ ([""]*\).*/\1/p")
CONFIG JSON=$ (echo ${CONFIG JSON BASE64} | base64 --decode)

HTTP PROXY URL=$ (echo "${CONFIG JSON}" | jq -r
'.http proxy // empty')

HTTPS_ PROXY URL=$ (echo "${CONFIG JSON}" | jgq -r
'.https proxy // empty"')

if [[ $? -ne 0 || (-z "${HTTP_PROXY URL}" && -z "$
{HTTPS_PROXY URL}") 11; then

echo "Info: The config-json was parsed, but no proxy
settings were found."
return 0
fi

check protocol "${HTTP_PROXY URL}" "${supported protocols[@]}"

check protocol "S${HTTPS PROXY URL}" "$
{supported protocols[@]}"
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Table 3-4. DCGM Exporter Container Image (continued)

Component

VMware by Broadcom

Description

if ! grep -qg 'http proxy' /etc/environment; then
echo "export http proxy=${HTTP_PROXY URL}
export https proxy=${HTTPS PROXY URL}
export HTTP_PROXY:${HTTP_PROXY_URL}
export HTTPS_PROXY=${HTTPS_PROXY URL}
export no_proxy=localhost,127.0.0.1" >> /etc/environment
source /etc/environment
fi

# Configure Docker to use a proxy

mkdir -p /etc/systemd/system/docker.service.d

echo "[Service]

Environment=\"HTTP PROXY=${HTTP PROXY URL}\"

Environment=\"HTTPS PROXY=${HTTPS PROXY URL}\"

Environment=\"NO PROXY=localhost,127.0.0.1\"" > /etc/systemd/
system/docker.service.d/proxy.conf

systemctl daemon-reload

systemctl restart docker

echo "Info: docker and system environment are now configured
to use the proxy settings"

}

For example, for a deep learning VM with a pre-installed a dcgm-exporter:3.2.5-3.1.8-
ubuntu22.04 DCGM Exporter instance, provide the following script in base64 format

I2Nsb3VkLWNvbmZpZwp3cml0ZVomaWx1lczoKLSBwYXROO1AVD3BOL2RsdmOvZGxfYXBw
LnNoCiAgcGVybWlzc2lvbnM6ICcwNzUlJwogIGNvbnR1bnQ6IHWKICAGICMhL2Jpbi 91
YXNoCiAgICBzZXQgLWV1CiAgGICBzb3VyY2UgL29wdC9kbHZtL3V0aWxzLnNoCiAgICRBO
cmFwICdlcndvel91eGl0ICIVbmV4cGVidGVkIGVycm9yIG9jY3VycyBhdCBkbCB3b3Jr
bGO9hZCINIEVSUgogICAgc2V0X3Byb3h5ICIJodHRWIiA1aHROCHMiICIzb2NrczUiCiAg
ICAKICAgIERFRKFVTFREfUKVHX1VSST0ibnZjci5pbyIKICAgIFJFROLTVFJZX1VSSVIQ
QVRIPSQ0Z3J1lcCByZWdpc3RyeS1llcmkgL29wdCOkbHZtL292Zi11lbnYueGlsIHwgc2Vk
ICluICdzLy4gb2U6dmFsdWU9TI1woWl4iXSpcKS4gLl1wxL3ANKQOKICAGIGImIFtbICl6
ICIkKUkKVHSVNUUL11£fVVJJX1BBVEgiIF1dOyB0aGVuCiAgICAGICMgSWYgUKVHSVNUULLE
VVJJX1BBVEggaXMgbnVsbCBvciBlbXB0eSwgdXN1IHRoZSBkZWZhdWx0IHZhbHV1CiAg
ICAgIFJFRO1ITVFJZX1VSSVIQQVRIPSRERUZBVUXUX1JFR19VUkkKICAgICAgZWNobyAi
UkVHSVNUU11{fVVJJX1BBVEggd2FzIGVtcHR5LiBVc21uZyBkZWZhdWx00iAkUkKkVHSVNU
U11fVVJJX1BBVEgQiCiAgICBmaQogICAGCiAgICA)IEIMIFJFROITVEJZX1VSSVIQQVRI
IGNvbnRhaW5zICcvIywgZXh0cmFjdCB0aGUgVVJJIHBhcnQKICAGIGImIFtbICRSRUAJ
U1RSWVOVUk1fUEFUSCA9PSAQIi8iKiBdXTsgdGhlbgogICAgGICBSRUAJUIRSWVIVUkkS
JCh1Y2hvICIkUkKVHSVNUU1l1£fVVJJX1BBVEgiTIHwgY3VOIC1kJy8nICImMSkKICAGIGVsS IuMDQK
Ci0gcGF0aDogL29wdCOkbHZtL3V0aWxzLnNoCiAgcGVybWlzc21lvbnM6ICcwNzUlJwog
IGNvbnR1bnQ6IHWKICAGICMhL2Jpbi9iYXNoCiAgICBlcnJdvecl91leGl0KCkgewogICAg
ICB1Y2hvICJFcndvejogJdDELIID4mMgogICAGICB2bXRvb2xZzZCAtLWNt ZCAiaWSmbylz
ZX0QgZ3V1c3RpbmzvLnZtc2VydmljzS5ib290c3RyYXAuY29uzGl0aW9uIGZhbHN1LCBE
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Table 3-4. DCGM Exporter Container Image (continued)

Component

VMware by Broadcom

Description

TFdvemt sb2FkRmFpbHVYyZSwgJDE1CiAgICAgIGV4aXQgMQogICAgEfQoKICAGIGNOZWNT
X3Byb3RvY29sKCkgewogICAgICBsb2NhbCBwcm94eV91lcmwIJIDEKICAGICAgc2hpZnQK
ICAgICAgbGYjYWwgc3VwcGIydGVkX3Byb3RvY29scz00IiRATIiIkKICAGICAgaWYgWlsg
LW4gIiR7cHIveH1fdXJsfSIgXVO7IHROZWAKICAGICAGICBsb2NhbCBwcm90b2NvbD0Ok
KGVjaG8gIiR7cHJIveH1fdXJsfSIgfCBhd2sgLUYgJzovLycgJd3tpZiAoTkYgPiAXKSBw
cmludCAkKkMTsgZWxzZSBwcmludCALIInOnKQogICAgGICAGIGImIFsgLXogIiRwem90b2Ny
bCIgXTsgdGhlbgogICAgICAgICAGZWNObYALITM8gc3BlY21maWMgcHIvdGIjb2wgcHIvV
dmlkZWQuUIFNraXBwaWSnIHBYyb3RvY29sIGNoZWNrLiIKICAgICAgICAgIHJI1dHVybiAw
CiAgICAgICAgZMKKICAgGICAGICBsb2NhbCBwcmI0b2NvhbF O9pbmNsdWR1ZDImYWxzZQog
ICAGICAgIGZvCciB2YXIgaW4gIiR7c3VweGIydGVkX3Byb3RvY29scltAXX0i0OyBkbwog
ICAgICAgICAgaWYgWlsgIiR7cHIvAGI9jb2x9TIiA9PSAIJHt2YXJI9TIiBdXTsgdGhlbgog
ICAgICAgICAgICBWcmIOb2NVDEF 9pbmNsdWR1ZD10cnV1CiAgICAGICAGICAGIGIYZWEF Y£fSIgfCBgcSAtciANImh0dHBzX3Byb3h5IC8vIGVtcHR5JykKICAgGICAgaWYgWlsgJdD8g
LWS51IDAgfHWgKC16ICIkeOhUVFBEfUFJPWF1£fVVIMESIgJiYgLXogIiR7SFRUUFNEfUFJP
WE1fVVIMESIpIF1dOyB0aGVuCiAgICAgICAGZWNObyALiSWSmbzogVGhlIGNvbmZpZylg
c29uIHdhcyBwYXJzZWQsIGJI1dCBubyBwcm94eSBzZXR0aW5ncyB3Z2XJ1IGZvdW5kLiIK
ICAgICAgICBYZXR1lcm4gMA0OgICAgICBMaQoKICAgICAgY2hlY2tfcHIvdAG9jb2wgIiR7
SFRUUF9QUkIYWVIVUkx9TiAi JHt zdXBwb3J0ZWREcHIVAGIjb2xzWOBAfSIKICAgICAY
Y2h1lY2tfcHIvdG9jb2wgIiR7SFRUUFNfUFJPWEF1fVVIMESTIgIiR7c3VwcGIydGVkX3By
b3RvY29s5cltAXX01iCgogICAgICBpZiAhIGdyZXAgLXEgJ2h0dHBfcHIveHknIC91dGMv
ZW52aXJvbmllbnQ7IHROZWAKICAGICAGICBlY2hvICJleHBvenQgaHROcFOwem94eT0k
e0hUVFBfUFJPWF1fVVJIMfQogICAgICAgIGV4cGO9ydCBodHRwc19wem94eTO0keOhUVERT
X1BST1hZX1VSTHOKICAgICAgICBleHBvcnQgSFRUUF9QUkOYWTOkeOhUVFBEUFJPWE1 £
VVIMEfQogICAgICAGIGV4cGI9ydCBIVFRQULII9QUkIYWTOkeOhUVFBTX1BST1hZX1VSTHOK
ICAgICAgICBleHBvcnQgbm9fcHIveHk9bG9) YWxob3NOLDEYNy4wLjAUMSIgPy4gL2V0
Yy9lbnZpcmOubWVudAogICAgICAgGIHNVAXJI]ZSAVZXRL2Vudmlyb25tZW50CiAgICAg
IGZpCiAgICAgIAOgICAgGICAJIENVbMZPZ3VyZSBEL2NrzXIgdG8gdXN1IGEgcHIveHkK
ICAgICAgbWtkaXIgLXAgL2V0Yy9zeXNOZW1kL3N5¢c3R1bS9kb2NrZXIuc2VydmljZzS5k
CiAgICAgIGV]jaG8gIltTZXJ2aWN1XQogICAgICBFbnZpcmOubWVudDlcIkhUVFBEUFJP
WEkOJHtIVFROX1BST1hzZX1VSTH1cIgogICAgICBFbnZpcm9ubWVudDlcIkhUVFBTX1BS
T1hZPSR7SFRUUFNfUFJPWF1fVVIMEfVwiCiAgICAgIEVUdmlyb25tZW50PVwiTk9fUFJP
WEk9bGOjYWxob3NOLDEYNy4wLjAUMVWiTIiA+IC91dGMvc31zdGVtZC9zeXNOZWOVvZGI]
a2VyLnNlcnZpY2UuZCOwcm94eS5jb25mCiAgICAgIHNSc3R1IDWNODLCBkYWVtb24tcmVs
b2FkCiAgICAgIHNS5c3RIDWNOLCBYZXNOYXJO0IGRVY2t1cgoKICAgICAGZWNObyA1SW5m
bz0gZG9ja2VyIGFuZCBzeXN0ZW0gZW52aXJvbmllbnQgY¥XJ1IG5vdyBjb25maWdlcmVk
IHRvIHVzZSB0aGUgcHJIJveHkgc2V0dGluz3MiCiAgICB9

which corresponds to the following script in plain-text format:

#cloud-config
write files:
- path: /opt/dlvm/dl_app.sh
permissions: '0755'
content: |
#!/bin/bash
set -eu
source /opt/dlvm/utils.sh
trap 'error_ exit "Unexpected error occurs at dl workload"' ERR
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Table 3-4. DCGM Exporter Container Image (continued)

Component Description

set proxy "http" "https" "socks5"

DEFAULT REG_URI="nvcr.io"
REGISTRY URI PATH=S$ (grep registry-uri /opt/dlvm/ovf-env.xml |
sed -n 's/.*oe:value="\([*"]1*\).*/\1/p")

if [[ -z "SREGISTRY URI_ PATH" ]]; then
# If REGISTRY URI_PATH is null or empty, use the default value
REGISTRY_URI_PATH=$DEFAULT_REG_URI
echo "REGISTRY URI PATH was empty. Using default:
SREGISTRY URI_PATH"
fi

# If REGISTRY URI_PATH contains '/', extract the URI part

if [[ SREGISTRY URI_PATH == *"/"* ]]; then
REGISTRYiURI=$(echo "$REGISTRY7UR17PATH" | cut -d'/' -f1)
else
REGISTRY URI=$REGISTRY URI_ PATH
fi

REGISTRY USERNAME=$ (grep registry-user /opt/dlvm/ovf-env.xml |
sed -n 's/.*oe:value="\ ([""]*\).*/\1/p")
REGISTRY PASSWORD=$ (grep registry-passwd /opt/dlvm/ovf-env.xml
| sed -n 's/.*oe:value="\ ([""]*\).*/\1/p")
if [[ -n "$REGISTRY7USERNAME" && —-n "$REGISTRY7PASSWORD" 117
then
docker login -u $REGISTRY USERNAME -p $SREGISTRY PASSWORD
SREGISTRY URI
else
echo "Warning: the registry's username and password are
invalid, Skipping Docker login."
fi

docker run -d --gpus all --cap-add SYS ADMIN --rm -p 9400:9400
SREGISTRY_URI_PATH/nvidia/k8s/dcgm-exporter:3.2.5-3.1.8-ubuntu22.04

- path: /opt/dlvm/utils.sh

permissions: '0755'

content: |
#!/bin/bash
error _exit () {

echo "Error: $1" >&2
vmtoolsd --cmd "info-set
guestinfo.vmservice.bootstrap.condition false, DLWorkloadFailure,

s1
exit 1
}
check protocol() {
local proxy url=s$l
shift
local supported protocols=("$Q@")
if [[ -n "${proxy url}" 1]; then
local protocol=$(echo "${proxy url}" | awk -F '://' '{if
(NF > 1) print $1; else print ""}')
if [ -z "$protocol" ]; then
echo "No specific protocol provided. Skipping protocol
check."
return 0
fi
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Table 3-4. DCGM Exporter Container Image (continued)

Component Description

local protocol included=false
for var in "${supported protocols[@]}"; do
if [[ "${protocol}" == "${var}" 1]; then
protocol included=true
break
fi
done
if [[ "${protocol included}" == false ]]; then
error_exit "Unsupported protocol: ${protocol}. Supported
protocols are: S${supported protocols[*]}"
fi
fi

# $Q@: list of supported protocols
set proxy() {
local supported protocols=("S$S@")

CONFIG JSON BASE64=$ (grep 'config-json' /opt/dlvm/ovf-env.xml

| sed -n 's/.*oe:value="\ ([""]1*\).*/\1/p")
CONFIG_JSON=$ (echo ${CONFIG JSON BASE64} | base64 --decode)

HTTP_PROXY_URL:$(echo "${CONFIG_JSON}" | ja -r
'.http proxy // empty')

HTTPS_ PROXY URL=$ (echo "S${CONFIG JSON}" ja -r
'.https proxy // empty')

if [[ $? -ne O || (-z "${HTTP_PROXY_URL}" && -z "$

{HTTPS PROXY URL}") ]]; then
echo "Info: The config-json was parsed, but no proxy
settings were found."
return 0
fi

check protocol "${HTTP_PROXY URL}" "${supported protocols[@]}"
check protocol "S${HTTPS_ PROXY URL}" "$
{supported protocols[@]}"

if ! grep -g 'http proxy' /etc/environment; then
echo "export http proxy=${HTTP_PROXY URL}
export https proxy=${HTTPS PROXY URL}
export HTTP_PROXY:$ { HTTP_PROXY URL }
export HTTPS_PROXY=${HTTPS_PROXY URL}
export no_proxy=localhost,127.0.0.1" >> /etc/environment
source /etc/environment
fi

# Configure Docker to use a proxy

mkdir -p /etc/systemd/system/docker.service.d

echo "[Service]

Environment=\"HTTP PROXY=${HTTP PROXY URL}\"

Environment=\"HTTPS PROXY=${HTTPS PROXY URL}\"

Environment=\"NO PROXY=localhost,127.0.0.1\"" > /etc/systemd/
system/docker.service.d/proxy.conf

systemctl daemon-reload

systemctl restart docker
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Table 3-4. DCGM Exporter Container Image (continued)

Component Description

echo "Info: docker and system environment are now configured
to use the proxy settings"

}

Note You can also add the instructions for running the DL workload whose GPU
performance you want to measure with DCGM Exporter to the cloud-init script.

B |mage one-liner. Encode it in base64 format.

docker run -d --gpus all --cap-add SYS_ADMIN --rm -p 9400:9400
nvcr.io/nvidia/k8s/dcgm-exporter:ngc image tag-ubuntu22.04

For example, for dcgm-exporter:3.2.5-3.1.8-ubuntu22.04, provide the following script in
base64 format:

72G9ja2VyIHJ1biAtZCAtLWdwdXMgYWxsICOtY2FwLWFkZCBTWVNEQURNSU4gLS1ybSAt
cCA5SNDAwO]j kOMDAgbnZjciSpby9udmlkaWEvazhzL2RjZ20tZXhwb3J0ZXI6My4yLjUt
My4xLjgtdWJ1bnR1Mj IuMDQ=

which corresponds to the following script in plain-text format:

docker run -d --gpus all --cap-add SYS ADMIN --rm -p 9400:9400
nvcr.io/nvidia/k8s/dcgm-exporter:3.2.5-3.1.8-ubuntu22.04

m  Enter the vGPU guest driver installation properties, such as vgpu-license and nvidia-
portal-api-key.

m  Provide values for the properties required for a disconnected environment as needed.

See OVF Properties of Deep Learning VMs.

Output m |nstallation logs for the vGPU guest driver in /var/log/vgpu-install.log.

To verify that the vGPU guest driver is installed, log in to the VM over SSH and run the
nvidia-smi command.

m  Cloud-init script logs in /var/log/dl.log.

®  DCGM Exporter that you can access at http://dl vm ip:9400.

Next, in the deep learning VM, you run a DL workload, and visualize the data on another
virtual machine by using Prometheus at http://visualization vm ip:9090 and Grafana at
http://visualization vm ip:3000.

Run a DL Workload on the Deep Leaning VM

Run the DL workload you want to collect vGPU metrics for and export the data to another
application for further monitoring and visualization.

1 Loginto the deep learning VM as vmware over SSH.

2 Add the vmware user account to the docker group by running the following command.

sudo usermod -aG docker ${USER}

3 Run the container for the DL workload, pulling it from the NVIDIA NGC catalog or from a local
container registry.
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For example, to run the following command to run the tensorflow:23.10-tf2-py3 image from
NVIDIA NGC:

docker run -d -p 8888:8888 nvcr.io/nvidia/tensorflow:23.10-tf2-py3 /usr/local/bin/
jupyter lab --allow-root --ip=* --port=8888 --no-browser --NotebookApp.token='"' --

NotebookApp.allow origin='*' --notebook-dir=/workspace
4 Start using the DL workload for Al development.

Install Prometheus and Grafana

You can visualize and monitor the vGPU metrics from the DCGM Exporter virtual machine on a
virtual machine running Prometheus and Grafana.

1 Create a visualization VM with Docker Community Engine installed.

2 Connect to the VM over SSH and create a YAML file for Prometheus.

$ cat > prometheus.yml << EOF
global:
scrape interval: 15s
external labels:
monitor: 'codelab-monitor'
scrape configs:
- job name: 'dcgm'
scrape interval: 5s
metrics path: /metrics
static _configs:
- targets: [dl vm with dcgm exporter ip:9400']
EOF

3 Create a data path.

$ mkdir grafana data prometheus data && chmod 777 grafana data prometheus data

4 Create a Docker compose file to install Prometheus and Grafana.

$ cat > compose.yaml << EOF
services:
prometheus:
image: prom/prometheus:v2.47.2
container name: "prometheusO"

restart: always

ports:
- "9090:9090"
volumes:
- "./prometheus.yml:/etc/prometheus/prometheus.yml"
- "./prometheus data:/prometheus"
grafana:

image: grafana/grafana:10.2.0-ubuntu
container name: "grafanaQO"
ports:

- "3000:3000"
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restart: always
volumes:
- "./grafana data:/var/lib/grafana"
EOF

5 Start the Prometheus and Grafana containers.
$ sudo docker compose up -d

View vGPU Metrics in Prometheus

You can access Prometheus at http://visualization-vm-ip:9090. You can view the
following vGPU information in the Prometheus Ul:

Information Ul Section

Raw vGPU metrics from the deep  Status > Target

learning VM To view the raw vGPU metrics from the deep learning VM, click the endpoint
entry.
Graph expressions 1 On the main navigation bar, click the Graph tab.

2 Enter an expression and click Execute

For more information on using Prometheus, see the Prometheus documentation.

Visualize Metrics in Grafana

Set Prometheus as a data source for Grafana and visualize the vGPU metrics from the deep
learning VM in a dashboard.

1 Access Grafana at http://visualization-vm-1ip:3000 by using the default user name
admin and password admin.

2 Add Prometheus as the first data source, connecting to visualization-vm-ip on port 9090.
3 Create a dashboard with the vGPU metrics.

For more information on configuring a dashboard using a Prometheus data source, see the
Grafana documentation.

Triton Inference Server

You can use a deep learning VM with a Triton Inference Server for loading a model repository
and receive inference requests.

See the Triton Inference Server page.
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Table 3-5. Triton Inference Server Container Image

Component

Container image

Required inputs

VMware by Broadcom

Description

nvcr.io/nvidia/tritonserver:ngc image tag

For example:

nvcr.io/nvidia/tritonserver:23.10-py3

For information on the Triton Inference Server container images that are supported for deep
learning VMs, see VMware Deep Learning VM Release Notes.

To deploy a Triton Inference Server workload, you must set the OVF properties for the deep
learning virtual machine in the following way:

Use one of the following properties that are specific for the Triton Inference Server image.

m  Cloud-init script. Encode it in base64 format.

#cloud-config
write files:
- path: /opt/dlvm/dl_app.sh
permissions: '0755'
content: |
#!/bin/bash
set -eu
source /opt/dlvm/utils.sh
trap 'error exit "Unexpected error occurs at dl workload"' ERR
set proxy "http" "https" "socks5"

DEFAULT REG_URI="nvcr.io"
REGISTRY URI_PATH=$ (grep registry-uri /opt/dlvm/ovf-env.xml |
sed -n 's/.*oe:value="\([""]*\).*/\1/p")

if [[ -z "$REGISTRY URI_PATH" ]]; then

# If REGISTRY URI_PATH is null or empty, use the default value

REGISTRY URI_PATH=$DEFAULT REG_URI
echo "REGISTRY URI PATH was empty. Using default:
$REGISTRY URI PATH"
fi

# If REGISTRY URI_PATH contains '/', extract the URI part

if [[ $REGISTRY URI PATH == *"/"* ]]; then
REGISTRY_URI=$(echo "$REGISTRY URI_PATH" | cut -d'/' -fl)
else
REGISTRY URI=$REGISTRY URI_PATH
fi

REGISTRY USERNAME=$ (grep registry-user /opt/dlvm/ovf-env.xml |
sed -n 's/.*oe:value="\ ([""]*\).*/\1/p")
REGISTRY PASSWORD=S$ (grep registry-passwd /opt/dlvm/ovf-env.xml
| sed -n 's/.*oe:value="\ ([""]*\).*/\1/p")
if [[ -n "SREGISTRY USERNAME" && -n "SREGISTRY PASSWORD" 11;
then
docker login -u $REGISTRY7USERNAME ) $REGISTRY7PASSWORD
$REGISTRY_URI
else
echo "Warning: the registry's username and password are
invalid, Skipping Docker login."
fi

docker run -d --gpus all --rm -p 8000:8000 -p
8001:8001 -p 8002:8002 -v /home/vmware/model repository:/models
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Table 3-5. Triton Inference Server Container Image (continued)

Component Description

SREGISTRY URI_PATH/nvidia/tritonserver:ngc image tag tritonserver --
model-repository=/models --model-control-mode=poll

- path: /opt/dlvm/utils.sh

permissions: '0755'

content: |
#!/bin/bash
error _exit () {

echo "Error: $1" >&2

vmtoolsd --cmd "info-set
guestinfo.vmservice.bootstrap.condition false, DLWorkloadFailure,
B

exit 1

check protocol() {
local proxy url=s$l
shift
local supported protocols=("$Q@")
if [[ -n "${proxy url}" 1]; then
local protocol=$(echo "${proxy url}" | awk -F '://' '{if
(NF > 1) print $1; else print ""}')
if [ -z "$protocol" ]; then
echo "No specific protocol provided. Skipping protocol
check."
return 0
fi
local protocol included=false
for var in "${supported protocols[@]}"; do
if [[ "${protocol}" == "${var}" 1]; then
protocol included=true
break
fi
done
if [[ "${protocol included}" == false ]]; then
error_exit "Unsupported protocol: ${protocol}. Supported
protocols are: S${supported protocols[*]}"
fi
fi

# $Q@: list of supported protocols
set proxy() {
local supported protocols=("S$S@")

CONFIG JSON BASE64=$ (grep 'config-json' /opt/dlvm/ovf-env.xml
| sed -n 's/.*oe:value="\ ([""]1*\).*/\1/p")
CONFIG_JSON=$ (echo ${CONFIG JSON BASE64} | base64 --decode)

HTTP_PROXY_URL:$ (echo "$ {CONFIG_JSON} " | jg -r
'.http proxy // empty')

HTTPS_ PROXY URL=$ (echo "S${CONFIG JSON}" | jgq -r
'.https proxy // empty')

if [[ $2 -ne 0 || (-z "S${HTTP_PROXY URL}" && -z "$
{HTTPS PROXY URL}") ]]; then

echo "Info: The config-json was parsed, but no proxy
settings were found."
return 0
fi

check protocol "${HTTP_PROXY URL}" "${supported protocols[@]}"
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Table 3-5. Triton Inference Server Container Image (continued)

Component

VMware by Broadcom

Description

check protocol "${HTTPS PROXY URL}" "$
{supported protocols[@]}"

if ! grep -q 'http proxy' /etc/environment; then
echo "export http proxy=${HTTP_ PROXY URL}
export https proxy=${HTTPS_ PROXY URL}
export HTTPiPROXY=${HTTPiPROXYiURL}
export HTTPS_PROXY:${HTTPS_PROXY_URL}
export no_proxy=localhost,127.0.0.1" >> /etc/environment
source /etc/environment
fi

# Configure Docker to use a proxy

mkdir -p /etc/systemd/system/docker.service.d

echo " [Service]

Environment=\"HTTPiPROXY=${HTTPiPROXYiURL}\"

Environment=\"HTTPS PROXY=${HTTPS PROXY URL}\"

Environment=\"NO PROXY=localhost,127.0.0.1\"" > /etc/systemd/
system/docker.service.d/proxy.conf

systemctl daemon-reload

systemctl restart docker

echo "Info: docker and system environment are now configured
to use the proxy settings"

}

For example, for tritonserver:23.10-py3, provide the following script in base64 format:

I2Nsb3VKLWNvbmZpZwp3cml0ZVomaWx1lczoKLSBWYXROOiAVD3BOL2RsdmOvZGx fYXBw
LnNoCiAgcGVybWlzc2lvbnM6ICcwNzUlJwogIGNvbnR1bnQ6IHWKICAGICMhL2Jpbi 91
YXNoCiAgICBzZXQgLWV1CiAgICBzb3VyY2UgL29wdC9kbHZtL3V0aWxzLnNoCiAgICRBO
cmFwICdlcendvel91eGl0ICIVbmV4cGVidGVkIGVycm9yIG9jY3VycyBhdCBkbCB3b3Jr
bGOhZCINIEVSUgogICAgc2VOX3Byb3h5ICJodHRwWIiAiaHROCHMiICIzb2NrczUiCgog
ICAgREVGQVVMVFI9SRUAEVVIJPSJudmNyLmlvIgogICAgUkVHSVNUUL11£fVVJJX1BBVEg9
JChncmVwIHJ1Z21zdHJI5LXVyaSAvb3BOL2Rsdm0vb3ZmLWVudi54bWwgfCBzZWQgLW4g
J3MvLipvZTp2YWx1ZT01iXChbXiJdK1lwpLiovXDEvcCcpCgogICAgaWYgWlsgLXogIiRS
RUAJU1IRSWVOVUk1fUEFUSCIgXV0O7IHROZW4KICAgICAgIyBJZiBSRUAJUIRSWVIOVUk]1f
UEFUSCBpcyBudWxsIGOyIGVtcHR5LCB1c2UgdGhlIGR1ZmF1bHQgdmFsdWUKICAgICAG
UkVHSVNUU11fVVJJX1BBVEg9JERFRKFVTFRfUKVHX1VSSQogICAgICB1Y2hvICJISRUAJ
UlRSWVOVUk1fUEFUSCB3YXMgZWlwdHkuIFVzaWSnIGR1ZmF1bHQ6ICRSRUAJUIRSWV IOV
Uk1fUEFUSCIKICAGIGZpCiAgICAKICAGICMgSWYgUkKVHSVNUUL1£fVVJIJX1BBVEGGY29u ZCAt LWdwdXMgYWxsICOtcmOgLXAg
ODAWMDO4MDAWIC1wIDgwMDE60DAWMSAtcCA4MDAYO)gwMDIgLXYgL2hvbWUvdml 3YXJ1
L21vZGVsX3J1cG9zaXRvenk6L21vZGVscyAkUKVHSVNUUL1£fVVJIJX1BBVEgvbnZpZGlh
L3RyaXRvbnNlcnzZlcjoyMy4xMClweTMgdHIpdGouc2VydmVyICOtbWOkZWwtcmVwb3Np
dG9yeTOvbWOkZWxzICOtbWOkZWwtY29udHIVbC1tb2R1PXBvbGWKCi0gcGF0aDogL2 9w
dC9kbHZtL3V0aWxzLnNoCiAgcGVybWlzc21lvbnM6ICcwNzUlJIJwogIGNvbnR1bnQ6IHWK
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Table 3-5. Triton Inference Server Container Image (continued)

Component

VMware by Broadcom

Description

ICAgICMhL2Jpbi9iYXNoCiAgICBlcndvcl91eGl0KCkgewogICAgICBlY2hvICJFcndv
cjogJDEi1iID4mMgogICAgICB2bXRvb2xzZCAtLWNtZCA1aW5SmbylzZXQgZ3V1c3RpbmZv
Lnztc2VydmljzS5ib290c3RyYXAuY29uzGl0aWIuIGZhbHNILCBETFdvemt sb2FkRmEp
bHVYZSwgJDE1iCiAgICAGIGV4aXQgMQogICAgGfQoKICAGIGNOZWNTrX3Byb3RvY29sKCky
ewogICAgICBsb2NhbCBwcm94eVI91lcmwOIDEKICAGICAgc2hpZnQKICAGICAgbGY ] YWwg
c3VwcGOydGVkX3Byb3RvY29scz00IiRAT1kKICAGICAGgaWYgWlsgLW4dgIiR7cHIveHl £ 9pbmNsdWR1ZHO1
IDO9IGZhbHN1IF1dOyB0aGVuCiAgICAgICAgICBlcndvcl91eG1l0ICJIVbnN1cHBvcnRl
ZCBwcm90b2NvbDogJHtwem90b2NvbHOUIFN1cHBvcnR1ZCBwem90b2NvbHMgYXJ101iAk
e3N1cHBvcenR1ZF9wem90b2NvbHNbK119IgogICAgICAgIGZpCiAgICAgIGZpCiAgICBY
CgogICAgIyAkQDogbGlzdCBvZiBzdXBwb3J0ZWQgcHIvdAGOjb2xzCiAgICBzZXREfcHIV
eHkoKSB7CiAgICAgIGxVY2FsIHN1cHBvcnR1IZF9wem90b2NvbHMOKCIkQCIpCgogICAg
ICBDTO5GSUdESINPT19CQVNEN]jQ9JChncmVwICdjb25maWctanNvbicgL29wdCOkbHZt
L292Zi11bnYueGlsIHwgc2VkKkICluICdzLy4gb2U6dmFsdWU9TI1lwoWl4iXSpcKS4gLlwx
L3AnKQogICAgGICBDT05GSUdfSINPT0kKGVjaG8gJHtDT05GSUdfSINPT19CQVNENIRY
THwgYmFzZTYOICOtZGVib2R1KQoKICAgICAgSFRUUFIQUkIYWVIVUkwOIChlY2hvICIk
eONPTkZJR19KUO90£SIgfCBgcSAtciAnLmh0dHBfcHIveHkgLy8gZWlwdHknKQogICAg
ICBIVFRQU19QUkIOYWVIVUkwIIChlY2hvICIkeONPTkZJR1I9KUOS0fSIgfCBgcSAtciAn
Lmh0dHBzX3Byb3h5IC8vIGVtcHR5JykKICAgICAgaWYgWlsgJIJD8gLW51IDAgfHwgKC16
ICIkeOhUVFBfUFJPWF1£fVVIMESIgJiYgLXogIiR7SFRUUFNfUFJPWEF1fVVIMESIpIF1ld
OyB0aGVuCiAgICAgICAgZWNobyAiSW5SmbzogVGhlIGNvbmZpZylgc29uIlHdhcyBwYXJz
ZWQsIGJI1dCBubyBwcm94eSBzZXR0aW5ncyB32XJ1IGZvdWSkLi IKICAGICAGICBYZXR1
cm4gMAogICAgICBMaQoKICAGICAgY2hlY2tfcHIVAGOjb2wgIiR7SFRUUF9QUkIYWVIV
Ukx9T1A1JHtzdXBwb3J0ZWRfcHIVAGIjb2xzWOBAfSIKICAGICAgY2h1Y2tfcHIVAGY]
b2wgIiR7SFRUUFNfUFJPWF1fVVIMESIgIiR7¢c3VwcGIydGVkX3Byb3RvY29scltAXX01
CgogICAgICBpZiAhIGdyZXAgLXEgJ2hO0dHBfcHIveHknIC91dGMvZW52aXJvbmllbnQ7
IHROZW4KICAgICAgGICBlY2hvICJleHBvenQgaHROcFOwem94eT0keOhUVEFBEUFJPWELE
VVIMEfQogICAgICAGIGV4cG9ydCBodHRwc1 9wem94eT0keOhUVFBTX1BST1hZX1VSTHOK
ICAgICAGICBleHBvenQgSFRUUF9QUKIYWTO0keOhUVFBEUFJPWEL fVVIMEQogICAgGICAG
IGV4cG9ydCBIVFRQU1I9QUkIYWTOkeOhUVFBTX1BST1hzZX1VSTHOKICAgICAgGICBleHBY
cnQgbm9fcHIveHk 9GO 7 YWxob3NOLDEYNy4wLjAUMSIgPj4gL2V0Yy9lbnZpcm9ubWVu
dAogICAgICAgIHNVAXJJZSAVZXRIL2Vudmlyb25tZW50CiAgICAgIGZpCiAgICAgIAOY
ICAgICAJIENvVbmZpZ3VyZSBEL2NrzZXIgdG8gdXN1IGEgcHIJveHkKICAgICAgbWtkaXIg
LXAgL2V0Yy9zeXNOZW1kL3N5c3R1bS9kb2NrzXIuc2VydmljZS5kCiAgICAgGIGVjaG8y
I1tTZXJ2aWN1XQogICAgICBFbnZpcm9ubWVudDlcIkhUVFBfUFJPWEkOJHt IVFRQX1BS
T1hZX1VSTH1cIgogICAgICBFbnZpcmOubWVudDlcIkhUVFBTX1BST1hZPSR7SFRUUEFNE
UFJPWF1fVVIMfVwiCiAgICAGIEVUdmlyb25tZW50PVwiTk O fUFJPWEFk9bGIjYWxob3NO
LDEyNy4wLjAuUMVwiIiA+IC91dGMvc31zdGVtZC9zeXNOZWOvZGOja2VyLnNlcnZpY2Uu
ZCO9wcm94eS55b25mCiAgICAgIHNSCc3R1IDWNODLCBkYWVtb24tcmVsb2FkCiAgICAgGIHNS
c3R1bWNObCBYZXNOYXJOIGRvVY2t1cgoKICAGICAGZWNobyAiSWSMbzogzG9ja2VyIGFu
ZCBzeXN0ZW0gzZW52aXJvbmllbnQg¥XJ1IG5vdyBjb25maWdlcmVkIHRVIHVZZSB0aGUg
cHJIveHkgc2V0dGluZ3MiCiAgICBY

which corresponds to the following script in plain-text format:

#cloud-config

write files:

- path: /opt/dlvm/dl_app.sh
permissions: '0755'
content: |

#!/bin/bash
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Table 3-5. Triton Inference Server Container Image (continued)

Component

VMware by Broadcom

Description

set -eu

source /opt/dlvm/utils.sh

trap 'error_ exit "Unexpected error occurs at dl workload"' ERR
set proxy "http" "https" "socks5"

DEFAULT REG _URI="nvcr.io"
REGISTRY URI PATH=S$ (grep registry-uri /opt/dlvm/ovf-env.xml |
sed -n 's/.*oe:value="\([""]1*\).*/\1/p")

if [[ -z "SREGISTRY URI_ PATH" ]]; then

# If REGISTRY URI_PATH is null or empty, use the default value

REGISTRY URI_PATH=$DEFAULT REG URI
echo "REGISTRY URI PATH was empty. Using default:
$REGISTRY_URI_PATH"
fi

# If REGISTRY URI_PATH contains '/', extract the URI part

if [[ SREGISTRY URI_PATH == *"/"* ]]; then
REGISTRYiURI=$(echo "$REGISTRY7UR17PATH" | cut -d'/' -f1)
else
REGISTRY URI=$REGISTRY URI_ PATH
fi

REGISTRY USERNAME=$ (grep registry-user /opt/dlvm/ovf-env.xml |
sed -n 's/.*oe:value="\ ([""]*\).*/\1/p")
REGISTRY PASSWORD=$ (grep registry-passwd /opt/dlvm/ovf-env.xml
| sed -n 's/.*oe:value="\ ([""]*\).*/\1/p")
if [[ -n "$REGISTRY7USERNAME" && —-n "$REGISTRY7PASSWORD" 11;
then
docker login -u $REGISTRY USERNAME -p $SREGISTRY PASSWORD
SREGISTRY URI
else
echo "Warning: the registry's username and password are
invalid, Skipping Docker login."
fi

docker run -d --gpus all --rm -p 8000:8000 -p
8001:8001 -p 8002:8002 -v /home/vmware/model repository:/models
SREGISTRY URI_PATH/nvidia/tritonserver:23.10-py3 tritonserver --
model-repository=/models --model-control-mode=poll

- path: /opt/dlvm/utils.sh
permissions: '0755'
content: |
#!/bin/bash
error exit () |
echo "Error: $1" >&2
vmtoolsd --cmd "info-set
guestinfo.vmservice.bootstrap.condition false, DLWorkloadFailure,
sim

exit 1
}
check _protocol() {
local proxy url=s$l
shift
local supported protocols=("$@")
if [[ -n "${proxy url}" 1]; then
local protocol=$(echo "${proxy url}" | awk -F '://' '{if
(NF > 1) print $1; else print ""}'")
if [ -z "S$Sprotocol" ]; then
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Table 3-5. Triton Inference Server Container Image (continued)

Component

VMware by Broadcom

Description

echo "No specific protocol provided. Skipping protocol
check."
return 0
fi
local protocol included=false
for var in "${supported protocols[@]}"; do
if [[ "${protocol}" == "S${var}" ]1]; then
protocol included=true
break
fi
done
if [[ "${protocol included}" == false ]]; then
error exit "Unsupported protocol: ${protocol}. Supported
protocols are: ${supported protocols[*]}"
fi
fi

# $Q@: list of supported protocols
set proxy () |
local supported protocols=("$@")

CONFIG_JSON_BASE64=$ (grep 'config-json' /opt/dlvm/ovf-env.xml
| sed -n 's/.*oe:value="\ ([""]*\).*/\1/p")
CONFIG JSON=$ (echo ${CONFIG JSON BASE64} | base64 --decode)

HTTP PROXY URL=$ (echo "${CONFIG JSON}" | jq -r
'.http proxy // empty')

HTTPS_ PROXY URL=$ (echo "${CONFIG JSON}" | jgq -r
'.https proxy // empty"')

if [[ $? -ne 0 || (-z "${HTTP_PROXY URL}" && -z "$
{HTTPS_PROXY URL}") 11; then

echo "Info: The config-json was parsed, but no proxy
settings were found."
return 0
fi

check protocol "${HTTP_PROXY URL}" "${supported protocols[@]}"
check protocol "S${HTTPS_ PROXY URL}" "$
{supported protocols[@]}"

if ! grep -q 'http proxy' /etc/environment; then
echo "export http proxy=${HTTP PROXY URL}
export https proxy=${HTTPS PROXY URL}
export HTTP_PROXY=${HTTP_PROXY URL}
export HTTPSiPROXY=$ {HTTPS PROXY URL}
export no_proxy=localhost,127.0.0.1" >> /etc/environment
source /etc/environment
fi

# Configure Docker to use a proxy

mkdir -p /etc/systemd/system/docker.service.d

echo " [Service]

Environment=\"HTTP PROXY=${HTTP_ PROXY URL}\"

Environment=\ "HTTPSiPROXY=$ {HTTPS PROXY URL} \"

Environment=\"NO PROXY=localhost,127.0.0.1\"" > /etc/systemd/
system/docker.service.d/proxy.conf

systemctl daemon-reload

systemctl restart docker
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Table 3-5. Triton Inference Server Container Image (continued)

Component

Output

Description

echo "Info: docker and system environment are now configured
to use the proxy settings"

}

Image one-liner encoded in base64 format

docker run -d --gpus all --rm -p8000:8000 -p8001:8001

-p8002:8002 -v /home/vmware/model repository:/models nvcr.io/nvidia/
tritonserver:ngc image tag tritonserver --model-repository=/models
--model-control-mode=poll

For example, for tritonserver:23.10-py3, provide the following script in base 64 format:

7G97a2VyIHJ1biAtZCAtLWAwdXMgYWxsICOtcmOgLXA4MDAWO ) gwMDAGLXA4MDAXO]gw
MDEgLXA4MDAYOjgwMDIgLXYgL2hvbWUvdml3YXJ1L21vZGVsX3J1lcG9zaXRvenkoL21lv
ZGVscyBudmNyLmlvL252aWRpYS90cml0b252Z2XJ2ZXI6MjMuMTAtcHkzIHRyaXRvbnN1
cnZlciAtLWlvzZGVsLXJ1lcG9zaXRvenk9L21vZGVscyAtLW1vZGVsLWNvbnRyb2wtbWok
ZT1lwb2xs

which corresponds to the following script in plain-text format:

docker run -d --gpus all --rm -p8000:8000 -p8001:8001

-p8002:8002 -v /home/vmware/model repository:/models nvcr.io/nvidia/
tritonserver:23.10-py3 tritonserver --model-repository=/models --
model-control-mode=poll

Enter the vGPU guest driver installation properties, such as vgpu-license and nvidia-
portal-api-key.

Provide values for the properties required for a disconnected environment as needed.

See OVF Properties of Deep Learning VMs.

Installation logs for the vGPU guest driver in /var/log/vgpu-install.log.

To verify that the vGPU guest driver is installed, log in to the VM over SSH and run the
nvidia-smi command.

Cloud-init script logs in /var/log/dl.log.

Triton Inference Server container.

To verify that the Triton Inference Server container is running, run the sudo docker ps -a
and sudo docker logs container id commands.

The model repository for the Triton Inference Server is in /home/vmware/model repository.

Initially, the model repository is empty and the initial log of the Triton Inference Server instance
shows that no model is loaded.

Create a Model Repository

To load your model for model inference, perform these steps:

1  Create the model repository for your model.

See the NVIDIA Triton Inference Server Model Repository documentation .

VMware by Broadcom

81


https://docs.nvidia.com/deeplearning/triton-inference-server/user-guide/docs/user_guide/model_repository.html

VMware Private Al Foundation with NVIDIA Guide

2 Copy the model repository to /home/vmware/model repository SO that the Triton Inference
Server can load it.

sudo cp -r path to your created model repository/* /home/vmware/model repository/

Send Model Inference Requests

1 Verify that the Triton Inference Server is healthy and models are ready by running this
command in the deep learning VM console.

curl -v localhost:8000/v2/simple sequence

2 Send a request to the model by running this command on the deep learning VM.

curl -v localhost:8000/v2/models/simple sequence

For more information on using the Triton Inference Server, see NVIDIA Triton Inference Server
Model Repository documentation.

NVIDIA RAG

You can use a deep learning VM to build Retrieval Augmented Generation (RAG) solutions with
an Llama2 model.

See the NVIDIA RAG Applications Docker Compose documentation (requires specific account
permissions).

VMware by Broadcom
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Table 3-6. NVIDIA RAG Container Image

Component Description

Container images rag-app-text-chatbot.yaml

and models
in the NVIDIA sample RAG pipeline.
For information on the NVIDIA RAG container applications that are supported for deep learning
VMs, see VMware Deep Learning VM Release Notes.

Required inputs To deploy an NVIDIA RAG workload, you must set the OVF properties for the deep learning

virtual machine in the following way:

m  Enter a cloud-init script. Encode it in base64 format.

For example, for version 24.03 of NVIDIA RAG, provide the following script:

I2Nsb3VkLWNvbmZpZwp3cml0ZVomaWx1lczoKLSBWYXROO1AVDO3BOL2RsdmOvZGxfYXBwLNN
0CiAgcGVybWlzc21lvbnM6ICcwNzULlJwogIGNvbnR1bnQ6IHWKICAgGICMhL2Ipbi9iYXNoCi
AgICBzZXQgLWV1CiAgICBzb3VyY2UgL29wdC9kbHZtL3V0aWxzLnNoCiAgICBOcmFwICdlc
nJvcl91eGl0ICIVbmV4cGVidGVkIGVycm9yIG97Y3VycyBhdCBkbCB3b3JrbGOhzZCInIEVS
UgogICAgc2V0X3Byb3h5ICJodHRWIiAiaHROcHMiCgogICAgY2FO0IDW8RUIGID4gL29wdC9
KbHZtL2NvbmZpZy5qc29uCiAgICB7CiAgICAGICIfY29tbWVudCI6ICIUaGlzIHBYb3ZpZG
VzIGR1ZmF1bHQgc3VwcG9ydCBmb3IgUkFHO1BUZW52zb3JSVCBpbmZlemVuY2UsIGxsYW1hM
10xM2IgbW9kZWws IGFUZCBIMTAweDIgRIBVIiwKICAGICAgINJhZyI6IHSKICAgICAgICAL
b3JInX25hbWUi0iA1Y2972ndnYThqcTJIjIiwKICAGICAGICAID3INX3R1YW] fbmFtZSI6ICT
ubyl0ZWFtIiwKICAgICAGICAicmFnX3J1cGIfbmFtZSI6ICJudmlkaWEveGFpZiIsCiAgIC
AgICAgImxsbVIyZXBvX25hbWUi0iAibnZpZGlhL25pbSIsCiAgICAgICAGIMVEYMVkX3Jlc
G9fbmFtZSI6ICIudmlkaWEvbmVtbylyZXRyaWV2ZXIiLAogICAGICAGICIyYWAfbmFtZSI6
ICIyYWctZG9ja2VyLWNvbXBvc2UiLA0gICAgICAGICIyYWdfdmVyc21lvbiI6ICIyNC4wMy T ) 0kKGNhACAL L2 9wdCIkbH
ZtL2NvbmZpZy59c29uIlikKICAgIE1IORkVSRUSDRVIUWVBFPSQoZWNobyAiJHEDT05GSUAES
INPTnO0iIHwganEgLXIgJy5yYWcuaWsmZXJ1lbmN1X3R5cGUNKQogICAgaWYgWyA1i JHEJTkZFE
UKVOQOVEVF1QRX01iID0OgInRydCIgXTsgdGhlbgogICAgICBYZXF1aXJ1ZF92YXJzPSgiT1J
HXO05BTUUiICJPUkKdAEVEVBTVIOQU1FIiAiUkKFHX1JFUESfTkFNRSIgIkxMTVISRVBPX05BTU
UiICJFTUJFRFIOSRVBPXO5BTUULICISQUAfTkFNRSIGI1JBR1I9OWRVITSUSOIiAIiRUICRURET
kFNRSIgIkKVNQkVEX1RZUEUiICJFTUJFRFOWRVJITSU9OIiAiTEXNXO5BTUULICIJMTEL£VkVS
UO1PTiIgIk5VTVIOHUFULIKQogICAgZWxpZiBbICIke01ORkVSRUSDRVIUWVBFESIgPSALdmx
sbSIgXTsgdGhlbgogICAGICBYZXF1aXJ1lZF92YXJzPSgiT1JHX05BTUUL ICTPUkKdEVEVBTV£S8kelJBR1I90QUIFfTokel JBRIOWRVITSUIOESIKICAGIEVNQKVEX
01PREVMX1VSSTO0i1JHtFTUJFRFISRVBPX05BTUVOLYR7RUICRURETKkFNRXO6JHtFTUJFREOW
RVJTSU90fSIKCiAgICBORONfQOxJX1ZFUINJT049IjMuNDEUMi IKICAGIESHQ19DTELfVVI
MPSJodHRwczovL2FwaS5uz2MubnZpZGlhLmNvbS92Mi 9y ZXNvdXJjZXMvbnZpZGlhL25nYy
1hcHBzL25nY19jbGkvdmVyc21lvbnMvJHtORONfQOxJIX1ZFUINJT059L2ZpbGVzL25nY2Nsa

VMware by Broadcom
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Table 3-6. NVIDIA RAG Container Image (continued)

Component

VMware by Broadcom

Description
£ZXhpdCAiTm8gQVBISOVZIGZvdW5kIgogICAgICBmaQoKICAGICAgIyBjb25maWcgbmd
JLWNsaQogICAgICBta2RpciAtcCB+Ly5uZ2MKCiAgICAGIGNhdCASPCBFTOYgPiB+Ly5uz2
MvY29uZmlnCiAgICAgIFtDVVJISRUSUXQogICAgICBhcGlrZXkgPSAkeOFQSUtFWXOKICAGI
CAgZmIybWFOX3R5cGUgPSBhc2NpaQogICAgICBvecmcgPSAke09SR190QUIF£QogICAgICBO
ZWFtID0gJHt PUKAfVEVBTVI0QU1FfQogICAGICBhY2UgPSBuby1hY2UKICAGIEVPRgGOKICA
gICAgIyBuZ2MgzG9ja2VyIGxvz21uCiAgICAGIGRvY2tlciBsb2dpbiBudmNyLmlvIC11IF
wkb2F1dGh0b2t1biAtcCAke0FQSUtFWX0KCiAgICAgGICMgZGOja2VyaHViIGxvz21lulGzZve
iBnZW51lcmFsIGNvbXBvbmVudHMs IGUUZy4gbWluaW8KICAgGICAGREIDSOVSSFVCX1VSSTOk fTUIER
UxfVVIJTfQogICAgICAGIGNObWIOkKIC1ISIG8rclggJHEMTEL fTkFNRX1fdiR7TEXNX1ZFUINJ
TO59CiAgICAgICAgTEXNXO1PREVMXO0ZPTERFUJ01iL29wdCOkYXRhLYyR7TTExXNXO5BTUVIX3Y
keOxMTVIWRVITSUIOLSIKICAGICAGZWxpZiBbICIke010RkVSRUSDRVIUWVBFfSIgPSAidm
xsbSIgXTsgdGhlbgogICAgICAgIHBpcCBpbnNOYWxsIGhl1Z2dpbmdmYWN1X2h1YgogICAgI
CAgIGhlZ2dpbmdmYWN1LWNsaSBsb2dpbiAtLXRva2VuICR7SEZfVESLRUS9CiAgICAgICAY
aHVnz21uz2ZhY2UtY2xpIGRvd25sb2FkICOtcmVzdWl1LWRvdA25sb2FkICR7SEZfUkVQT30
vIHtMTE1 fTkFNRX0gLS1sb2NhbC1kaXIgJHtMTE1fTkFNRXOgLS1sb2NhbClkaXTItdXN1LX
N5bWxpbmt zIEZhbHN1CiAgICAGICAGTEXNX01PREVMX0ZPTERFUJ 01iL2 9wdCOkYXRhLYyR7T
ExNXO05BTUV9IgogICAgICAgIGNhdCASPCBFTOYgPiAke 0XMTVIONTORFTFIGTOXERVIIL21v
ZGVsX2NvbmZpZy55YW1sIA0gICAgICAgIGVUZ21uZToKICAGICAGICAGIGLIVZGVsSOiAVDWY
kZWwtc3RvemUKICAGICAGICAGIGVUZMIYyY2VEZWFNZXI6IGZhbHNICiAGICAGICAGICBLYX
hfY29udGV4dF9sZW5fdGIfY2FwdHVyZTogODESMgogICAgICAgGICAGbWF4X251bV9zZXFz0
1AYyNTYKICAgICAGICAgIGR0eXB1l0iBmbGO9hdDE2CiAgICAgICAGICBOZWSzb3JfcGFyYWxs
ZWxfc216ZTogIJHtOVU1fR1BVEQogICAgICAgICAgZ3B1X211bW9yeV9ldGlsaXphdGlvbijo
gMC44CiAgICBFTOYKICAGICAGICBjaGlvZCAtUIBVK3JYICRTTEXNX01PREVMX0ZPTERFUN
OKICAgICAgICBweXRob24zIC1jICIpbXBvcnQgeWFtbCwganNvbiwge31lzOyBwemludChgce
29uLmR1bXBzKHlhbWwuc2FmzZV9sb2 FkKHNS5cy52zdGRpbi5yZWFkKCkpKSkiIDwgIiR7UkKFH84
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Table 3-6. NVIDIA RAG Container Image (continued)

Component

VMware by Broadcom

Description

WyI4MDAwI1lOnIHJhZylhcHAtdGV4dC1jaGF0YmO0Lmpzb24gPiB0ZWlwLmpzb24gJiYgbXyY
gdGVtcC59gc29uIHJhZylhcHAtdGV4dC1ljaGF0YmO0Lmpzb24KICAgICAGICBweXRob24zIC
1jICIpbXBvcnQgeWFtbCwganNvbiwge31z0yBwemludCh5YW1sLnNhZmVEZHVtcChge29ulL
mxvYWQoc31zLnNOZGluKSwgZGVmYXVsdFImbG93X3N0eWx1PUZhbHNILCBzb3J0X2t1eXM9
RmFsc2UpKSIgPCByYWctYXBwLXR1eHQtY2hhdGJIvdC59gc29uID4gIiR7UkFHX05BTUVIOX3Y
kelJBRIOWRVJITSUS0E£S9yYWctYXBwLXR1eHQtY2hhdGIvdC55YWlsIgogICAgGICBmaQoKIC
AgICAgIyBnZXQgzZW1liZWRkaW5SnIGlvZGVscwogICAgICBuUzZ2MgcmVnaXNOcnkgbWokZWwgZz
G93bmxvYWQtdmVyc2lvbiAke 0VNQkVEX01PREVMX1VSSXOKICAGICAGY2htb2QgLVIgbyty
WCAkeOVNQKVEX05BTUVIX3YkeOVNQKVEX1ZFUINJIT059CgogICAGICAS IGNvbmZpZyBib21
wb3N1LmVudgogICAgGICB)YXQgPDwgRU9GID4AGY29tcG922S51bnYKICAGICAGZXhwb3J0IE
1PREVMXORJUkVDVE9SWTO1JHtMTEL fTU9ERUxfRkOMREVSfSIKICAgICAgGZXhwb3J0IE1PR
EVMXO05BTUUSJHtMTEL fTkFNRXOKICAgICAGZXhwb3J0IESVIVOHUFU9JHtOVUL fR1BVEQog
ICAgICBleHBvcnQgQVBOXONPTkZJIR19GSUxFPS9kZXYvbnVsbAogICAgICBleHBvcnQgRUL
CRURESU5HX01PREVMXORJUkKVDVE9SWTO01L29wdCOkYXRhLyR7RUICRUREfTkFNRX1fdiR7RU
1CRURfVkVSUO1PTn0iCiAgICAgIGV4cGOydCBFTUJFRERIJTkAfTUIERUxfTkFNRTO0keOVNQ
kVEX1RZUEVI9CiAgICAgIGV4cGI9ydCBFTUJFRERJTkdAfTUIERUxfQO0tQVFI0OQU1IFPSIkeOVN
QkVEX1RZUEVIOLSR7TRU1CRUREVKVSUO1PTnOubmVtbyIKICAGIEVPRGOKICAGICAGAGO1Y2g
gLMZPpbGVEZGI3bmxvYWRLZA0gICAGZMKKCiAGICA) IHNOYXJOIESHQYBSQUCKICAGIGRVY2
t1ciBjb21wb3N1ICImICR7UkKFHX05BTUVIX3YkelJBRIOWRVJITSUIOEfS9kb2NrZXItY29tc
G9zZS12ZWNOb3JkYi55YWlsIHVWIC1kIHBndmVjdG9yCiAgICBzb3VyY2UgY29tcG9z2S51
bnY7IGRvY2t1ciBjb21wb3N1ICImICR7UKFHX05BTUVIX3YkelIJBRIIWRVITSUSOES9yYWC
tYXBwLXR1eHQtY2hhdGJIvdC55YW1sTIHVWIC1kCgot IHBhdGg6ICOvcHQVZGx2bS91dGlscy
5zaAogIHBlcmlpc3Npb25z0iAnMDc1INScKICBjb250ZW500iB8CiAgICAFIS9iaWdvYmEza
AogICAgZXJIyb3JfZXhpdCgpIHsKICAGICAGZWNObYAIRXIyb3I6ICOxIiA+JjIKICAGICAY
dm10b29sc2QgLS1jbWQgImluzZm8tc2V0IGd1lZXNOaWsmby52bXN1lcnZpY2UuYm9vdHNOcmF
wLmMNvbmRpdGlvbiBmYWxzZSwgRExXb3JrbGOhZEZhaWx1lcmUsICQxIgogICAgICBleG10ID
EKICAgIHOKCiAgICBjaGVjal9wcm90b2NvbCgpIHsKICAgICAghGYjYWwgcHIveHl £dXJIsP
SQxCiAgICAgIHNoaWZ0CiAgICAgIGxVY2FsIHN1cHBvCcnR1ZF9wcecm90b2NvbHMIKCIkQCIp
CiAgICAgGIGIMIFtbICluICIke3Byb3h5X3VybH0iIF1dOyB0aGVuCiAgICAgGICAGbG)YWw
gcHIvdG9ib2w9JCh1lY2hvICIke3Byb3h5X3VybHO01ITHWwgYXdrIC1GICc6Ly8nICd7aWYgKE
5GID4gMSkgcHIpbnQgJIDE7IGVsc2UgcHIpbnQgIiJ9JykKICAgICAgGICBpZiBbIC16ICIke
HJIvAG9jb2wiIF07IHROZWAKICAGICAGICAGIGViaG8gIk5vIHNWZWNpZmlj IHByb3RvY29s
IHByb3ZpZGVkLiBTa2lwcGluZyBwcm90b2NvbCBjaGVjay4iCiAgICAgGICAgICBYZXR1lcm4
gMAOgICAgICAgIGZPpCiAgICAgICAgbGY]YWwgcHIvAGOjb2xfaW5jbHVKZWQIZmEFsc2UKIC
AgICAgICBmb3IgdmFyIGluICIke3N1cHBvcnR1ZFI9wcm90b2NvbHNbQF19IjsgZG8KICAgI
CAgICAgIGImIFtbICIke3Byb3RvY29sfSIgPTOGIiR7dmFyfSIgXV07IHROZWAKICAGICAG
ICAgICAgcHIvAG9ib2xfaW5jbHVKZWQIdHI1ZQogICAGICAgICAGICBicmVhawogICAgICA
gICAgZmkKICAgICAgICBkb251CiAgICAgICAgaWYgWlsgIiR7cHIvdG9jb2xfaW5jbHVKZW
ROTIiA9PSBmYWxzZSBAXTsgdGhlbgogICAgICAgICAGZXIyb3JfZXhpdCAiVW52zdXBwb3J0Z
WQgcHIvAG9ib2w6ICR7cHIVAGIib2x9LiBTAXBwb3J0ZWQgcHIvAG9ib2xzIGFyZTogJHt z
dXBwb3J0ZWRfcHIVvAGOjb2xzWypdf STKICAGICAgICBMaQogICAgICBmaQogICAgEQoKICA
gICMgJEA6IGxpc3Qgb2Ygc3VweG9ydGVkIHBYb3RVY29scwogICAgec2VOX3Byb3h5KCkgew
0gICAgICBsb2NhbCBzdXBwb3J0ZWREfcHIVAGOjb2xzPSgiJEAIKQOKICAgICAgQO90Rk1HX
OpTTOSfQkFTRTYOPSQ0Z3J1cCANY29uZmlnlWpzb24nIC9vcHOVZGx2bS9vdmYtZW52Lnht
DbCB8IHN1ZCAtbiANncy8uKm910nZhbHV1PSJcKFteIl0gXCkuKi9cMS9wIykKICAgGICAgQ09
ORk1HXO0pTT049JCh1Y2hvICR7Q090Rk1IHX0pTTOS5fQkFTRTYOfSB8IGIThc2U2NCALLWR1Y2
9kZSkKCiAgICAgIEhUVFBfUFJPWF1£fVVJIMPSQoZWNobyAiJHEDTO5GSUAESINPTn0iIHwWga
nEgLXIgJy5odHRwX3Byb3h5IC8vIGVtcHR5JykKICAGICAGSFRUUFNEfUFJPWF 1 £VVIMPSQo
ZWNobyAiJHtDTO05GSUAEfSINPTn0iIHwganEgLXIgJy5odHRwel9wem94eSAvLYB1bXB0eSc
pPCiAgICAGIGImIFtbICQ/

ICluZSAWIHxX8ICgteiAiJHtIVFRQX1IBST1hZX1VSTHOiICYMIC16ICIkeOhUVFBTX1BST1h
ZX1VSTHO1KSBAXTsgdGhlbgogICAgICAgIGVjaG8gIlkluZm86IFRoZSBjb25malctanNvbi
B3YXMgcGFyc2VkLCBidXQgbm8gcHIJveHkgc2V0dGluZ3Mgd2VyZSBmb3VuzZC4iCiAgICAgT
CAgcmVOdXJuIDAKICAGICAGZmMKkKCiAgICAGIGNOZWNrX3Byb3RvY29sICIkeOhUVFBEUFJP
WF1fVVIMfSIgIiR7c3VweGIydGVkX3Byb3RvY29scltAXX0iCiAgICAgGIGNOZWNrX3Byb3R
vY¥29sICIkeOhUVFBTX1BST1hZX1VSTHOiICIke3N1cHBvcnR1ZFOwcm90b2NvbHNDbQF19Ig
OKICAgICAgaWYgISBncmVwIClxICdodHRWX3Byb3h5JyAvZXRiL2Vudmlyb25tZW500yB0a
GVuCiAgICAgICAgZWNobyAiZXhwb3J0IGhOdHBfcHIJveHkOJHtIVFRQX1BST1hZX1VSTHOK
ICAgICAgICBleHBvcnQgaHROcCHNfcHIveHk9JHtIVFRQU19QUkIYWVIOVUkx9CiAgICAgICA
gZzXhwb3J0IEhUVFBfUFJPWFk9JHtIVFRQX1BST1hZX1VSTHOKICAgICAGICBleHBvCcnQgSFE
RUUFNfUFJPWFk9JHtIVFRQU19QUkIYWVIOVUkx9CiAgICAgICAgZXhwb3J0IG5vX3Byb3h5P
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Table 3-6. NVIDIA RAG Container Image (continued)

Component Description

VMware by Broadcom

WxvY2FsaG9zdCwxMjcuMC4wLjEiID4+IC91dGMvZW52aXJvbml 1bnQKICAGICAgICBzb3Vy
Y2UgL2V0Yy9lbnZpcmOubWVudAogICAgICBmaQogICAgICAKICAgICAgIyBDb25maWdlcmU
gRG9ja2VyIHRVIHVZZSBhIHBYyb3h5CiAgICAgGIGlrZGlyICIwIC91dGMvc31zdGVtZC9zeX
NOZWOvZG9ja2VyLnNlcnZpY2UuZAogICAgGICBlY2hvICJIbU2VydmljZVOKICAgGICAGRWS2a
XJvbml1lbnQ9XCJIJIVFROX1IBST1IhZPSR7SFRUUF9QUkIYWVIOVUkx9XCIKICAgICAgRWS52aXJv
bmllbnQ9XCJIIVFRQUI9QUkIYWTOkeOhUVFBTX1BST1hZX1VSTHl1cIgogICAgICBFbnZpcm9
ubWVudD1cIk5PX1BST1hZPWxvY2FsaG9zdCwxMjcuMC4wLjFcIiTIgPiAvVZXRIL3NS5c3R1bW
Qvc31zdGVtL2RvY2t1lci5zZ2XJ2aWN1LmQvcHIveHkuY29uZgogICAgICBzeXNOZW1jdGwgZ
GF1bWOuLXJ1bGO9hZAogICAgICBZzeXNOZW1jdGwgcmVzdGFydCBkb2NrZXIKCiAgICAgIGV]
aG8gIkluZm86IGRvY2tlciBhbmQgc31zdGVtIGVudmlyb25tZW50IGFyZSBub3cgY29uzZml

ndXJ1ZCBO0byBlc2UgdGhlIHByb3h5IHN1dHRpbmdz IgogICAgfQ==
which corresponds to the following script in plain-text format:

#cloud-config
write files:
- path: /opt/dlvm/dl_app.sh
permissions: '0755'
content: |
#!/bin/bash
set -eu
source /opt/dlvm/utils.sh
trap 'error exit "Unexpected error occurs at dl workload"' ERR
set _proxy "http" "https"

cat <<EOF > /opt/dlvm/config.json
{
" comment": "This provides default support for RAG: TensorRT
inference, llama2-13b model, and H100x2 GPU",
"rag": {
"org name": "cocfwga8jg2c",
"org_team name": "no-team",
"rag_repo name": "nvidia/paif",
"llm_repo _name": "nvidia/nim",
"embed repo name": "nvidia/nemo-retriever",
"rag name": "rag-docker-compose",
"rag version": "24.03",
"embed name": "nv-embed-ga",
"embed type": "NV-Embed-QA",
"embed version": "4",
"inference type": "trt",
"llm name": "llama2-13b-chat",
"llm version": "h100x2 fple_24.02",
"num gpu": "2",

"hf token": "huggingface token to pull 1llm model, update when

using vllm inference",
"hf repo": "huggingface 1llm model repository, update when
using vllm inference"
}
}
EOF
CONFIG JSON=$ (cat "/opt/dlvm/config.json")
INFERENCE_TYPE:$(eChO "${CONFIG_JSON}" | ja -r
'.rag.inference_type')
if [ "${INFERENCE7TYPE}" = "trt" ]; then
required vars=("ORG_NAME" "ORG_TEAM NAME" "RAG REPO NAME"
"LLM REPO_NAME" "EMBED REPO NAME" "RAG _NAME" "RAG VERSION"
"EMBED NAME" "EMBED TYPE" "EMBED VERSION" "LLM NAME" "LLM VERSION"
"NUM_GPU")
elif [ "${INFERENCE TYPE}" = "vllm" ]; then
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Table 3-6. NVIDIA RAG Container Image (continued)

Component

VMware by Broadcom

Description

required vars=("ORG NAME" "ORG TEAM NAME" "RAG REPO NAME"
"LLM REPO_NAME" "EMBED REPO NAME" "RAG NAME" "RAG VERSION"
"EMBED NAME" "EMBED TYPE" "EMBED VERSION" "LLM NAME" "NUM_GPU"
"HF TOKEN" "HF REPO")
else
error_exit "Inference type '${INFERENCE TYPE}' is not
recognized. No action will be taken."
fi
for index in "${!required vars[@]}"; do
key="${required vars[$index]}"
jg_query=".rag.${key,,} | select (.!=null)"
value=$ (echo "${CONFIG JSON}" | jg -r "${jg query}")
if [[ -z "${valuel}l" ]1]; then
error exit "${key} is required but not set."
else
eval ${key}=\""${value}"\"
fi
done

RAG _URI="${RAG REPO NAME}/${RAG NAME}:${RAG VERSION}"
EMBED_MODEL_URI="${EMBED REPO_NAME}/${EMBED NAME} :${EMBED_ VERSION}"

NGC_CLI_VERSION="3.41.2"
NGC CLI URL="https://api.ngc.nvidia.com/v2/resources/nvidia/ngc-
apps/ngc_cli/versions/${NGC CLI VERSION}/files/ngccli linux.zip"

mkdir -p /opt/data
cd /opt/data

if [ ! -f .file downloaded ]; then
# clean up
rm -rf compose.env ${RAG NAME}* ${LLM NAME}* ngc* ${EMBED NAME}*
*.json .file downloaded

# install ngc-cli

wget --content-disposition ${NGC _CLI URL} -O ngccli linux.zip &&
unzip ngccli linux.zip

export PATH=pwd ' /ngc-cli:${PATH}

APIKEY=""
REG_URI="nvcr.io"

if [[ "$(grep registry-uri /opt/dlvm/ovf-env.xml | sed -n
's/.*oe:value="\ ([""]*\).*/\1/p')" == *"${REG_URI}"* ]]; then
APIKEY=S$ (grep registry-passwd /opt/dlvm/ovf-env.xml | sed -n
's/.*oe:value="\ ([""]*\).*/\1/p")

fi

if [ -z "S${APIKEY}" ]; then
error exit "No APIKEY found"

fi

# config ngc-cli
mkdir -p ~/.ngc

cat << EOF > ~/.ngc/config

[CURRENT]
apikey = ${APIKEY}
format type = ascii

org = ${ORG_NAME}
team = ${ORG_TEAM NAME}
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Table 3-6. NVIDIA RAG Container Image (continued)

Component

Description

ace = no-ace

EOF

# ngc docker login
docker login nvcr.io -u \$oauthtoken -p ${APIKEY}

# dockerhub login for general components, e.g. minio

DOCKERHUB_URI=S$ (grep registry-2-uri /opt/dlvm/ovf-env.xml | sed

-n 's/.*oe:value="\([""]1*\).*/\1/p")

| sed

env.xml

{DOCKERHUB PASSWORD}" ]];

DOCKERHUB USERNAME=S (grep registry-2-user /opt/dlvm/ovf-env.xml
-n 's/.*oe:value="\([""]1*\).*/\1/p")

DOCKERHUB_PASSWORD=S$ (grep registry-2-passwd /opt/dlvm/ovf-

| sed -n 's/.*oe:value="\ ([""]*\).*/\1/p")

if [[ -n "${DOCKERHUB_USERNAME}" && -n "$
then
docker login -u ${DOCKERHUB_USERNAME} =0 ${DOCKERHUB_PASSWORD}
else
echo "Warning: DockerHub not login"
fi

# get RAG files
ngc registry resource download-version ${RAG URI}

# get 1lm model
if [ "${INFERENCE_TYPE}" = "trt" ]; then
LLM MODEL _URI="${LLM REPO_NAME}/${LLM NAME}:${LLM VERSION}"
ngc registry model download-version ${LLM MODEL URI}
chmod -R o+rX ${LLM NAME} v${LLM VERSION}
LLM_MODEL_FOLDER="/opt/data/${LLM NAME} v${LLM_VERSION}"
elif [ "${INFERENCE7TYPE}" = "v1lm" ]; then
pip install huggingface hub
huggingface-cli login --token ${HF_TOKEN}
huggingface-cli download --resume-download ${HF REPO}/$

{LLM_NAME} --local-dir ${LLM NAME} --local-dir-use-symlinks False

LLM MODEL FOLDER="/opt/data/${LLM NAME}"

cat << EOF > S${LLM MODEL FOLDER}/model config.yaml

engine:
model: /model-store

enforce_eager: false

max_context len to capture:

max_num_seqgs: 256

dtype: floatlé6

tensor parallel size: ${NUM GPU}

gpu_memory utilization: 0.8

8192

EOF

chmod -R o+rX ${LLM_MODEL_FOLDER}
python3 -c "import yaml, json,
print (json.dumps (yaml.safe load(sys.stdin.
{RAG_VERSION}/rag-app-text-chatbot.yaml">
jg '.services."nemollm-inference".

nim 11m:24.02-day0" |
.services."nemollm-inference"
--model name ${MODEL NAME} --model config

model config.yaml" |
.services."nemollm-inference"
.services."nemollm-inference"

.ports +=
.expose +=

sys;

read())))" < "${RAG NAME} v$
rag-app-text-chatbot.json
image = "nvcr.io/nvidia/nim/
.command = "nim vllm

/model-store/

["8000:8000"] |
["8000"]"'" rag-app-

text-chatbot.json > temp.json && mv temp.json rag-app-text-chatbot.json

python3 -c "import yaml, json,
print (yaml.safe dump(json.load(sys.stdin),
sort keys=False))" < rag-app-text-chatbot.

VMware by Broadcom
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Table 3-6. NVIDIA RAG Container Image (continued)

Component

VMware by Broadcom

Description

{RAG_VERSION}/rag-app-text-chatbot.yaml"
fi

# get embedding models

ngc registry model download-version ${EMBED MODEL URI}
chmod -R o+rX ${EMBED NAME} vS${EMBED VERSION}

# config compose.env
cat << EOF > compose.env

export MODEL DIRECTORY="${LLM MODEL FOLDER}"

export MODEL_NAME:${LLM_NAME}
export NUM GPU=${NUM GPU}
export APPfCONFIGfFILE=/dev/null

export EMBEDDING MODEL DIRECTORY="/opt/data/${EMBED NAME} v$

{EMBED_VERSION}"

export EMBEDDING MODEL NAME=S${EMBED TYPE}
export EMBEDDING MODEL CKPT NAME="${EMBED TYPE}-$

{EMBED_VERSION} .nemo"
EOF

touch .file downloaded
fi

# start NGC RAG

docker compose -f ${RAG NAME} vS${RAG VERSION}/docker-compose-

vectordb.yaml up -d pgvector

source compose.env; docker compose -f ${RAG NAME} v${RAG VERSION}/

rag-app-text-chatbot.yaml up -d

- path: /opt/dlvm/utils.sh
permissions: '0755'
content: |

#!/bin/bash
error exit () |
echo "Error: $1" >&2

vmtoolsd --cmd "info-set guestinfo.vmservice.bootstrap.condition

false, DLWorkloadFailure, $1"
exit 1

check protocol() {

local proxy url=$1

shift

local supported protocols=("S$S@")

if [[ -n "${proxy_url}" 11; then
local protocol=$ (echo "${proxy url}

1) print $1; else print ""}')

if [ -z "S$protocol" ]; then

" | awk -F '://'" '"{if (NF >

echo "No specific protocol provided. Skipping protocol

check."
return 0
fi
local protocol included=false

for var in "${supported protocols[@]}"; do
if [[ "${protocol}" == "S${var}" ]1]; then
protocol included=true
break
fi
done
if [[ "${protocol included}" == false ]]; then

error exit "Unsupported protocol:

S{protocol}.

Supported
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Table 3-6. NVIDIA RAG Container Image (continued)

Component Description

protocols are: S${supported protocols[*]}"
fi
fi

# $Q@: list of supported protocols
set proxy() {
local supported protocols=("S$S@")

CONFIG JSON BASE64=$ (grep 'config-json' /opt/dlvm/ovf-env.xml |
sed -n 's/.*oe:value="\([""]*\).*/\1/p")
CONFIG_JSON=$ (echo ${CONFIG JSON BASE64} | base64 --decode)

HTTP_PROXY URL=$ (echo "${CONFIG JSON}" | jqg -r '.http proxy //
empty')

HITPS PROXY URL=$ (echo "${CONFIG JSON}" | jg -r '.https proxy //
empty")

if [[ $? -ne 0 || (-z "${HTTP_PROXY URL}" && -z "$
{HTTPS_PROXY URL}") ]]; then

echo "Info: The config-json was parsed, but no proxy settings
were found."
return 0
fi

check protocol "${HTTP_PROXY URL}" "S${supported protocols[@]}"
check protocol "${HTTPS PROXY URL}" "${supported protocols[@]}"

if ! grep -q 'http proxy' /etc/environment; then
echo "export http proxy=${HTTP_ PROXY URL}
export https proxy=${HTTPS PROXY URL}
export HTTPiPROXY=$ {HTTP_ PROXY URL}
export HTTPS_PROXY:$ {HTTPS_PROXY_ URL}
export no_proxy=localhost,127.0.0.1" >> /etc/environment
source /etc/environment
fi

# Configure Docker to use a proxy

mkdir -p /etc/systemd/system/docker.service.d

echo " [Service]

Environment=\ "HTTPiPROXY=$ {HTTP_ PROXY URL} \"

Environment=\"HTTPS PROXY=${HTTPS PROXY URL}\"

Environment=\"NO PROXY=localhost,127.0.0.1\"" > /etc/systemd/
system/docker.service.d/proxy.conf

systemctl daemon-reload

systemctl restart docker

echo "Info: docker and system environment are now configured to
use the proxy settings"

}

m  Enter the vGPU guest driver installation properties, such as vgpu-license and nvidia-
portal-api-key.
m  Provide values for the properties required for a disconnected environment as needed.

See OVF Properties of Deep Learning VMs.
Output m |nstallation logs for the vGPU guest driver in /var/log/vgpu-install.log.

To verify that the vGPU guest driver is installed, log in to the VM over SSH and run the
nvidia-smi command.

m  Cloud-init script logs in /var/log/dl.log.
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Table 3-6. NVIDIA RAG Container Image (continued)

Component Description

To track deployment progress, run tail -f /var/log/dl.log.

B Sample chatbot Web application that you can access at http://dl vm ip:3001/orgs/
nvidia/models/text-ga-chatbot

You can upload your own knowledge base.

Assign a Static IP Address to a Deep Learning VM in VMware Private
Al Foundation with NVIDIA

By default, the deep learning VM images are configured with DHCP address assignment. If you
want to deploy a deep learning VM with a static IP address directly on a vSphere cluster, you
must add additional code to the cloud-init section.

On vSphere with Tanzu, IP address assignment is determined by the network configuration for
the Supervisor in NSX.

Procedure
1 Create a cloud-init script in plain-text format for the DL workload you plan to use.
See Deep Learning Workloads in VMware Private Al Foundation with NVIDIA.

2 Add the following additional code to the cloud-init script.

#cloud-config

<instructions_for_your_ DL workload>
manage etc hosts: true

write files:
- path: /etc/netplan/50-cloud-init.yaml
permissions: '0600'
content: |
network:
version: 2
renderer: networkd
ethernets:
ens33:
dhcpd: false # disable DHCP4
addresses: [x.x.x.x/x] # Set the static IP address and mask
routes:
- to: default
via: x.x.x.x # Configure gateway
nameservers:
addresses: [x.x.X.X, x.x.X.x] # Provide the DNS server address. Separate
mulitple DNS server addresses with commas.

runcmd:

- netplan apply
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3 Encode the resulting cloud-init script in base64 format.

4 Set the resulting cloud-init script in base64 format as a value to the user-data OVF
parameter of the deep learning VM image.

Example: Assigning a Static IP Address to a CUDA Sample Workload

For an example deep learning VM with a Deep Learning Workloads in VMware Private Al
Foundation with NVIDIA DL workload:

Deep Learning VM Element Example Value

DL workload image nvcr.io/nvidia/k8s/cuda-sample:vectoradd-cudall.7.1-ubi8
IP address 10.199.118.245
Subnet prefix /25
Gateway 10.199.118.253
DNS servers m 10.142.7.1
m 10.132.7.1

you provide the following cloud-init code:

I2Nsb3VkLWNvbmZpZwp3cml0Z2VomaWxlczoKLSBwYXROO1AVDO3BOL2Rsdm0vZGxfYXBwLNNoCiAgcGVybWlzc21lvbnM6IC
cwNzU1lJwogIGNvbnR1bnQ6ITHWKICAGICMhL2 Jpbi9iYXNoCiAgICBkb2NrZXIgenVuIClkIG52Y3TuaW8vbnZpzGlhl.2s4
cy9jdWRhLXNhbXBsZTp2ZWNOb3JhZGQt Y3VKYTEXL]cuMS11Ymk4CgptYW5hZ2VEZXRIX2hve3Rz0iB0cnV1CiAKA3JpdG
VEZmlsZXM6CiAgLSBwYXROOi1AVZXRIL251dHBSYWAVNTALY2xvdWQtaWSpdC55YW1sCiAgICBwZXJtaXNzaWOuczogJzA2
MDANCiAgICBjb250ZW5001iB8CiAgICAgIG51dHdvems 6CiAgICAgICAgdmVyc2lvbjogMgogICAgICAGIHIlbmRlcmVyOi
BuZXR3b3JrZAogICAgICAgIGV0aGVybmV0czoKICAgGICAgGICAgIGVUczMzOgogICAgICAgGICAgICBkaGNwNDogZmEFsc2Ug
IyBkaXNhYmx1IERIQIAOCiAgICAgICAGICAgIGFkZHJI1c3NlczogWzEWLIES0S4xMTquMyjQlLzI1XSAGIyBTZXQgdGhlIH
NOYXRpYyBJUCBhZGRyZXNzIGFuZCBtYXNrCiAgICAgICAgICAgIHIJVAXR1czoKICAgGICAgICAGICAgGICAgGICOgdG86IGR1L
ZmF1bHQKICAGICAgGICAGICAGICAGICAGAmM1hOiAXMC4xXOTKkUMTE4L] I1MyAj IENvbmZpZz3VyZSBnYXR1d2F5CiAgICAGIC
AgICAgIG5hbWVzZXJ2%ZXJz0gogICAgGICAGICAGICAgGIGFkZHI1c3NlczogWzEWLIEOMi43LiEsIDEWLjEzMi43LjFAICMg
UHJvdm1lkZSB0aGUgRESTIHN1cnZ1lciBhZGRyZXNzLiBTZXBhcmF0ZSBtdWxpdHBsSZSBET1Mgc2VydmVyIGFkZHJ1c3N1lcy
B3aXRoIGNVbW1lhcy4KIApydW5jbWQOCiAgLSBUuZXRwbGFuIGFweGx5

which corresponds to the following script in plain-text format:

#cloud-config

write files:

- path: /opt/dlvm/dl_app.sh
permissions: '0755'
content: |

#!/bin/bash

docker run -d nvcr.io/nvidia/k8s/cuda-sample:vectoradd-cudall.7.1l-ubi8
manage_etc hosts: true

write files:
- path: /etc/netplan/50-cloud-init.yaml
permissions: '0600'
content: |

network:
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version: 2
renderer: networkd
ethernets:
ens33:
dhcpd4: false # disable DHCP4
addresses: [10.199.118.245/25] # Set the static IP address and mask
routes:
- to: default
via: 10.199.118.253 # Configure gateway
nameservers:
addresses: [10.142.7.1, 10.132.7.1] # Provide the DNS server address. Separate

mulitple DNS server addresses with commas.

runcmd:

- netplan apply

Configure a Deep Learning VM with a Proxy Server

To connect your deep learning VM to the Internet in a disconnected environment where Internet
access is over a proxy server, you must provide the proxy server details in the config. json file
in the virtual machine.

Procedure

1 Create a JSON file with the properties for proxy server.

Proxy server that does not require {
authentication "http proxy": "protocol://ip-address-or-fgdn:port",
"https proxy": "protocol://ip-address-or-fqdn:port"
}
Proxy server that requires {
authentication "http proxy": "protocol://username:password@ip-address-—
or-fgdn:port",

"https proxy": "protocol://username:password@ip-address-
or-fgdn:port"
}

where:
m  protocolis the communication protocol used by the proxy server, such as http Or https.

m  username and password are the credentials for authentication to the proxy server. If the
proxy server does not require authentication, skip these parameters.

m  /p-address-or-fqdn: The IP address or host name of the proxy server.
m  port. The port number on which the proxy server is listening for incoming requests.

2 Encode the resulting JSON code in base64 format.
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3  When you deploy the the deep learning VM image, add the encoded value to the config-
json OVF property.

Troubleshooting Deep Learning VM Deployment in VMware
Private Al Foundation with NVIDIA

The troubleshooting information about deployment of deep learning VM in VMware Private Al
Foundation with NVIDIA provides solutions to potential problems that you might encounter.

m DL Workload Automation Is Not Performed
After you deploy a deep learning VM in VMware Private Al Foundation with NVIDIA, the
specified DL workload is not running.

m  Downloading a DL Workload Fails Because of Invalid Authentication Credentials

After you deploy a deep learning VM in VMware Private Al Foundation with NVIDIA,
downloading the specified DL workload on the virtual machine fails with error log messages
indicating invalid authentication credentials.

s Downloading the NVIDIA vGPU Guest Driver Fails Because of a Missing Download Link

After you deploy a deep learning VM, downloading the specified vGPU guest driver on the
virtual machine fails with error log messages indicating a missing download link or resource.

s The NVIDIA vGPU Guest Driver Is Shown as Unlicensed

After a deep learning VM is deployed in VMware Private Al Foundation with NVIDIA, the
NVIDIA vGPU guest driver status is unlicensed.

DL Workload Automation Is Not Performed

After you deploy a deep learning VM in VMware Private Al Foundation with NVIDIA, the specified
DL workload is not running.

Problem

You deploy a deep learning VM with a DL workload to be pre-installed at initial startup. After the
deep learning VM is started, the DL workload is not carried out.

Cause

1 The base64-encoded user-data or values of other OVF parameters, such as image-oneliner
or config-json are saved or decoded incorrectly in the /opt/dlvm/dl_app.sh file. As a
result, the DL workload script is not run.

2 The vGPU driver installation failed, causing the cloud-init script passed in the user-data OVF
parameter to not be run. The cloud-init script relies on the successful installation of the
NVIDIA vGPU driver.
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Solution

On the deep learning VM, verify whether the DL workload is installed on the virtual machine and

apply a solution accordingly.

Availability of the DL Workload Solution

The DL workload components are not created on ]
the virtual machine.

If you are using a cloud-init script as input to the user-data
OVF parameter, verify the following values:

m  Check the script that is encoded and input as user-data.

Make sure that #cloud-config appears on the first line
and is included in the base64 equivalent.

m  Check the path parameter.

m  Check the base64 encoded string and make sure that
the user-data value is correctly saved in /opt/dlvm/
dl app.sh

If you are using other OVF parameters, verify the following

values:

B  image-oneliner. Check the base64 encoded string and
make sure that the one-line command is correctly saved
in /opt/dlvm/dl app.sh

B config-json. Check the base64 encoded string and make
sure that the Docker compose file and config. json,
if provided, are correctly saved in /root/docker-

compose.yaml and /root/.docker/config.json

For information about the OVF parameters of the latest deep
learning VM image, see OVF Properties of Deep Learning VMs.

The DL workload components are created but the |
workload is not running. -

Check the error messages in /var/log/vgpu-install.log.

If you are using a cloud-init script as input to the user-data
OVF parameter, check if the NVIDIA vGPU driver is installed
and is working correctly. The cloud-init script is not run if the
NVIDIA vGPU driver installation is unsuccessful.

Downloading a DL Workload Fails Because of Invalid Authentication

Credentials

After you deploy a deep learning VM in VMware Private Al Foundation with NVIDIA, downloading
the specified DL workload on the virtual machine fails with error log messages indicating invalid

authentication credentials.

Problem

If you are installing a DL workload container image, such as Triton Inference Server, TensorFlow
or Pytorch, the /var/log/dl.log file contains the following message:

Unable to find image 'nvcr.io/nvidia/tritonserver-pb24hl:24.03.02-py3' locally

docker: Error response from daemon: unauthorized: <html>
<head><title>401 Authorization Required</title></head>

<body>
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For NVIDIA RAG, the /var/log/dl.log file contains the following message:

Error: Invalid apikey

chmod: cannot access 'llama2-13b-chat vh100x2 fpl6 24.02': No such file or directory

Error: Invalid apikey

chmod: cannot access 'nv-embed-ga v4': No such file or directory

stat /opt/data/rag-docker-compose v24.03/docker-compose-vectordb.yaml: no such file or
directory

stat /opt/data/rag-docker-compose v24.03/rag-app-text-chatbot.yaml: no such file or directory

Cause

The authentication to the nvcr.io container registry has failed. As a result, the DL workload image
cannot be downloaded on the virtual machine.

Solution

m  Verify the credentials for login to the nvcr.io registry passed as OVF parameters or to the
catalog setup wizard for private Al in VMware Aria Automation.

m  Registry: nvcr.io
m  Registry user account: $oauthtoken
m  Registry password: NGC portal APl key
m  Verify that the NVIDIA NGC portal API key has the permissions to access the required

resources and that the key has not expired.

Downloading the NVIDIA vGPU Guest Driver Fails Because of a
Missing Download Link

After you deploy a deep learning VM, downloading the specified vGPU guest driver on the virtual
machine fails with error log messages indicating a missing download link or resource.

Problem

The /var/log/vgpu-install.log file contains one of the following messages:

Error No download link detected via API
No downloads found via API

Cause

The API key from the NVIDIA Licensing Portal that you pass as a value to the nvidia-portal-
api-key OVF property or to the catalog setup wizard for private Al in VMware Aria Automation is
invalid, expired or incorrectly formatted.
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Solution

m  Verify that the API key is valid.
m  Verify that the API key is correctly entered.

The API key typically follows the UUID version 4 format xxxxx-xxxx-xxxx-XXXX-XXXXXXKKKKKX,

The NVIDIA vGPU Guest Driver Is Shown as Unlicensed

After a deep learning VM is deployed in VMware Private Al Foundation with NVIDIA, the NVIDIA
vGPU guest driver status is unlicensed.

Problem

The /var/log/vgpu-install.log file contains one of the following messages:

License Status: Unlicensed
Unlicensed (Restricted)

Cause

The NVIDIA vGPU client configuration token that you pass as a value to the vgpu-license OVF
property or to the catalog setup wizard for private Al in VMware Aria Automation is invalid,
expired, or incorrectly formatted.

Solution

m  Verify the validity of the client configuration token.

m  Verify that the vGPU license is correctly formatted and follows the JWT token format, which
typma”y|OOkS”keeyxxxx.eyxxxxx.xxxxx

You can decode the JWT token at jwt.io to check the expiration date and node server URL.

m  The vGPU license token also saved in /etc/nvidia/ClientConfigToken/

client configuration token.tok.

m  To troubleshoot the problem further, run this command to check for specific error messages
related to the communication to the NVIDIA license server.

cat /var/log/syslog | grep -i nvidia

To apply a new token, following these steps:

1 Replace the content of the /etc/nvidia/ClientConfigToken/
client configuration token.tok file with a new token, run the following command:

echo -n S$vgpu_license token > /etc/nvidia/ClientConfigToken/client configuration_token.tok
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2 Restart the NVIDIA service.

/etc/init.d/nvidia-gridd restart

3 Verify the license status of the NVIDIA vGPU guest driver.

nvidia-smi -q | grep -i "license status" | sed 's/~[ \t]*//'
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Deploying Al Workloads on TKG
Clusters in VMware Private Al
Foundation with NVIDIA

As a DevOps engineer, you can deploy container Al workloads on Tanzu Kubernetes Grid (TKG)
clusters whose worker nodes are accelerated with NVIDIA GPUs.

For information about the support of Al workloads on TKG clusters, see About Deploying Al/ML
Workloads on TKGS Clusters.

Read the following topics next:

m  Provision a GPU-Accelerated TKG Cluster by Using a Self-Service Catalog in VMware Private
Al Foundation with NVIDIA

m  Provision a GPU-Accelerated TKG Cluster by Using the kubectl Command in a Connected
VMware Private Al Foundation with NVIDIA Environment

m  Provision a GPU-Accelerated TKG Cluster by Using the kubectl Command in a Disconnected
VMware Private Al Foundation with NVIDIA Environment

Provision a GPU-Accelerated TKG Cluster by Using a Self-
Service Catalog in VMware Private Al Foundation with
NVIDIA

In VMware Private Al Foundation with NVIDIA, as a DevOps engineer, you can provision a TKG
cluster accelerated with NVIDIA GPUs from VMware Aria Automation by using an Al Kubernetes
Cluster self-service catalog items in Automation Service Broker. Then, you can deploy Al
container images from NVIDIA NGC on the cluster.

Prerequisites

Verify with your cloud administrator that VMware Private Al Foundation with NVIDIA is
configured. See Chapter 2 Preparing VMware Cloud Foundation for Private Al Workload
Deployment.
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Procedure

¢ In Automation Service Broker, deploy an Al Kubernetes Cluster catalog item on the
Supervisor instance configured by the cloud administrator.

m  For a non-RAG Tanzu Grid Kubernetes cluster, use the Al Kubernetes Cluster catalog
item. See Deploy a GPU-accelerated Tanzu Kubernetes Grid cluster.

m  For a RAG-based Tanzu Grid Kubernetes Grid cluster, use the Al Kubernetes RAG Cluster
catalog item. See Deploy a GPU-accelerated Tanzu Kubernetes Grid RAG cluster.

What to do next

Run an Al container image. In a connected environment, use the NVIDIA NGC catalog. In a
disconnected environment, use the Harbor Registry on the Supervisor.

For a RAG-based Tanzu Grid Kubernetes Grid cluster, deploy a pgvector PostgreSQL database in
VMware Data Services Manager and install the RAG Sample Pipeline from NVIDIA. See Deploy a
RAG Workload on a TKG Cluster.

Provision a GPU-Accelerated TKG Cluster by Using the
kubectl Command in a Connected VMware Private Al
Foundation with NVIDIA Environment

In VMware Private Al Foundation with NVIDIA, as a DevOps engineer, by using the Kubernetes
API, you provision a TKG cluster that uses NVIDIA GPUs. Then, you can deploy container Al
workloads from the NVIDIA NGC catalog.

You use kubectl to deploy the TKG cluster on the namespace configured by the cloud
administrator.

Prerequisites

Verify with the cloud administrator that the following prerequisites are in place for the Al-ready
infrastructure.

= VMware Private Al Foundation with NVIDIA is configured. See Chapter 2 Preparing VMware
Cloud Foundation for Private Al Workload Deployment.

m In a disconnected environment, a content library with Ubuntu TKr images is added to the
vSphere namespace for Al workloads. See Configure a Content Library with Ubuntu TKr for a
Disconnected VMware Private Al Foundation with NVIDIA Environment.

Procedure

1 Login to the Supervisor control plane.

kubectl vsphere login --server=SUPERVISOR-CONTROL-PLANE-IP-ADDRESS-or-FQDN --vsphere-
username USERNAME
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2 Provision a TKG cluster and install the NVIDIA GPU Operator and NVIDIA Network Operator
on it.

See Cluster Operator Workflow for Deploying Al/ML Workloads on TKGS Clusters.
What to do next

Deploy an Al container image from the NVIDIA NGC catalog.

Provision a GPU-Accelerated TKG Cluster by Using the
kubectl Command in a Disconnected VMware Private Al
Foundation with NVIDIA Environment

In VMware Private Al Foundation with NVIDIA, as a DevOps engineer, by using the Kubernetes
API, you provision a TKG cluster that uses NVIDIA GPUs. In a disconnected environment, you
must additionally set up a local Ubuntu package repository and use the Harbor Registry for the
Supervisor.

Prerequisites

Verify with the cloud administrator that the following prerequisites are in place for the Al-ready
infrastructure.

= VMware Private Al Foundation with NVIDIA is configured for a disconnected environment.
See Chapter 2 Preparing VMware Cloud Foundation for Private Al Workload Deployment.

m A machine that has access to the Supervisor endpoint and to the local Helm repository
hosting the for the NVIDIA GPU Operator chart definitions.

Procedure

1 Provision a TKG cluster on the vSphere namespace configured by the cloud administrator.
See Provision a TKGS Cluster for NVIDIA vGPU.

2 Install the NVIDIA GPU Operator.

helm install --wait gpu-operator ./gpu-operator-4-1 -n gpu-operator

3 Monitor the operation.

watch kubectl get pods -n gpu-operator

What to do next

Deploy an Al container image from the Harbor Registry to the Supervisor.
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Deploying RAG Workloads in
VMware Private Al Foundation
with NVIDIA

A Retrieval-Augmented Generation (RAG) workload consists of an LLM and external knowledge
base with latest data, stored in a vector database. In VMware Private Al Foundation with NVIDIA,
you can configure a RAG workload to use embeddings from a vector database managed by
VMware Data Services Manager.

Read the following topics next:
m  Deploy a Vector Database in VMware Private Al Foundation with NVIDIA
m  Deploy a Deep Learning VM with a RAG Workload

m  Deploy a RAG Workload on a TKG Cluster

Deploy a Vector Database in VMware Private Al Foundation
with NVIDIA

If you plan to use Retrieval-Augmented Generation (RAG) with VMware Private Al Foundation
with NVIDIA, set up a PostgreSQL database with pgvector by using VMware Data Services
Manager.

You can create the database manually or create a self-service catalog in VMware Aria
Automation that can be used by DevOps engineers and developers.

Prerequisites

m  Verify that VMware Private Al Foundation with NVIDIA is available for the VI workload
domain. See Deploying VMware Private Al Foundation with NVIDIA.

m  Verify with your cloud administrator that the prerequisites for creating a PostgreSQL
database are in place. See Creating Databases.

m Install the psgl command line utility from the PostgreSQL Web site.
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Procedure

1 Deploy a PostgreSQL database in the VI workload domain and get the connection string for
the database.

You can use one of the following workflows. If you are a data scientist, you can directly
deploy a database from VMware Aria Automation. Otherwise, you request a database
deployment from your DSM Administrator or DSM User.

Deployment Workflow Required User Role Description

Deploy and get the connection string of Data scientist or DevOps engineer See Deploy a Vector Database

a PostgreSQL database from VMware by Using a Self-Service Catalog
Aria Automation Item in VMware Aria Automation.
Deploy and get the connection string DSM Administrator or DSM User, See Creating Databases and

of a PostgreSQL database from or a cloud administrator assigned Connecting to a Database.

the VMware Data Services Manager one of these roles

Console.

Deploy and get the connection string DSM Administrator or DSM User, See Enabling Self-Service

of a PostgreSQL database by using the or a DevOps engineer assigned Consumption of VMware Data
kubectl command one of these roles Services Manager.

The connection string of the deployed database has the following format.
postgres://

pgvector db_admin:encoded pgvector db _admin password@pgvector db ip address:5432/

pgvector db name
2 Activate the pgvector extension on the database by using the psqgl command line utility.
a Connect to the database.
psql -h pgvector db ip address -p 5432 -d pgvector db name -U pgvector db admin -W
b Activate the pgvector extension.

pgvector db name=# CREATE EXTENSION vector;

What to do next
Integrate the database in your RAG workload. See Deploy a Deep Learning VM with a RAG
Workload and Deploy a RAG Workload on a TKG Cluster.

Deploy a Vector Database by Using a Self-Service Catalog Item in
VMware Aria Automation

In VMware Private Al Foundation with NVIDIA, as data scientist or a DevOps engineer, you can
deploy a vector database from VMware Aria Automation by using a self-service catalog item in
Automation Service Broker.
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Procedure

1 Loginto VMware Aria Automation and, in Automation Service Broker, locate the catalog item
for database deployment according to the information from your cloud administrator.

By default, the catalog item is called DSM DBaaS.

2 In the catalog item card, click Request and enter the details for the new PostgreSQL
database.

For more information on the settings for the database, see Creating Databases.
3 Get the connection string of the deployed database.

a In Automation Service Broker, click Deployments > Deployments .

b Select the deployment entry for the database.

¢ On the Topology tab, select the cloud template for the database deployment and from
the Actions menu for the template, select Get Connection String.

Results

For more information on provisioning and performing operations on databases in VMware
Data Services Manager from VMware Aria Automation, see the readme .md file in the

AriaAutomation DataServicesManager bundle.

Deploy a Deep Learning VM with a RAG Workload

You can deploy a deep learning VM with an NVIDIA RAG workload using a pgvector PostgreSQL
database managed by VMware Data Services Manager.

For information about the NVIDIA RAG workload, see the NVIDIA RAG Applications Docker
Compose documentation (requires specific account permissions).

Prerequisites

m  Verify that VMware Private Al Foundation with NVIDIA is configured. See Chapter 2 Preparing
VMware Cloud Foundation for Private Al Workload Deployment.

m  Deploy a Vector Database in VMware Private Al Foundation with NVIDIA.

Procedure

1 If, as a data scientist, you are deploying the deep learning VM by using a catalog item in
VMware Aria Automation, you provide the details of the pgvector PostgreSQL database after
you deploy the virtual machine.

a Deploy a RAG workstation in VMware Aria Automation.

b Navigate to Consume > Deployments > Deployments and locate the deep learning VM
deployment.

c Inthe Workstation VM section, save the details for SSH login to the virtual machine.
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d Login to the deep learning VM over SSH by using the credentials available in Automation
Service Broker.

e Add the following pgvector variables to the /opt/data/compose.env file:

POSTGRES_HOST IP=pgvector db ip address
POSTGRES_PORT_NUMBER=5432

POSTGRES_DB=pgvector db_name
POSTGRES_USER=pgvector db admin
POSTGRES_PASSWORD=encoded pgvector db admin password

f Restart the NVIDIA RAG multi-container application by running the following commands.

For example, for NVIDIA RAG 24.03:

cd /opt/data

docker compose -f rag-docker-compose v24.03/rag-app-text-chatbot.yaml down

docker compose -f rag-docker-compose v24.03/docker-compose-vectordb.yaml down

docker compose -f rag-docker-compose v24.03/docker-compose-vectordb.yaml up -d
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2 If, as a DevOps engineer, you are deploying the deep learning VM for a data scientist directly
on the vSphere cluster or by using the kubectl command, create a cloud-init script and

deploy the deep learning VM.

a Create a cloud-init script for NVIDIA RAG and the pgvector PostgreSQL database you

have created.

You can modify the initial version of the cloud-init script for NVIDIA RAG. For example, for
NVIDIA RAG 24.03 and a pgvector PostgreSQL database with connection details

postgres://

pgvector db admin:encoded pgvector db admin password@pgvector db ip address:543

2/pgvector db name.

#cloud-config

write files:

- path: /opt/dlvm/dl_app.sh
permissions: '0755'
content: |

#!/bin/bash
set -eu

source /opt/dlvm/utils.sh

trap 'error exit "Unexpected error occurs at dl workload"' ERR

set proxy "http" "https"

cat <<EOF > /opt/dlvm/config.json
{

" comment": "This provides default support for RAG: TensorRT inference,

llama2-13b model, and H100x2 GPU",

"rag": {
"org name": "cocfwga8jg2c",
"org_team name": "no-team",
"rag repo name": "nvidia/paif",
"llm repo name": "nvidia/nim",
"embed repo name": "nvidia/nemo-retriever",
"rag name": "rag-docker-compose",
"rag version": "24.03",
"embed name": "nv-embed-ga",
"embed type": "NV-Embed-QA",
"embed version": "4",
"inference type": "trt",
"llm name": "llama2-13b-chat",
"llm version": "h1l00x2 fpl6 24.02",
"num gpu": "2",
"hf token": "huggingface token to pull 1llm model, update when using vllm

inference",

"hf repo": "huggingface llm model repository,

}
EOF

CONFIG_JSON=$ (cat "/opt/dlvm/config.json")
jg -r '.rag.inference type')

INFERENCE TYPE=$ (echo "${CONFIG_JSON}"

if [ "S${INFERENCE TYPE}" = "trt" ]; then

update when using vllm inference"

required vars=("ORG NAME" "ORG TEAM NAME" "RAG REPO NAME" "LLM REPO NAME"
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"EMBED REPO NAME" "RAG_NAME" "RAG VERSION" "EMBED NAME" "EMBED TYPE" "EMBED VERSION"
"LLM NAME" "LLM VERSION" "NUM_GPU")
elif [ "${INFERENCE TYPE}" = "vllm" ]; then
required vars=("ORG_NAME" "ORG_TEAM NAME" "RAG REPO NAME" "LLM REPO_NAME"
"EMBED REPO NAME" "RAG_NAME" "RAG VERSION" "EMBED NAME" "EMBED TYPE" "EMBED VERSION"
"LLM NAME" "NUM GPU" "HF TOKEN" "HF REPO")
else
error_exit "Inference type '${INFERENCE TYPE}' is not recognized. No action will
be taken."
fi
for index in "${!required vars[@]}"; do

key="${required vars[$index]}"

jq_query:".rag.${key,,} | select (.!=null)"
value=$ (echo "${CONFIG JSON}" | jg -r "${jg _query}")
if [[ -z "${value}" ]]; then
error_exit "${key} is required but not set."
else
eval S${key}=\""${value}"\"
fi
done

RAG_URI="${RAG_REPO_NAME}/${RAG_NAME}:${RAG_VERSION}"
EMBED_MODEL_URI="${EMBED REPO_NAME}/$ {EMBED NAME} :${EMBED_VERSION}"

NGC_CLI VERSION="3.41.2"
NGC_CLI URL="https://api.ngc.nvidia.com/v2/resources/nvidia/ngc-apps/ngc_cli/
versions/${NGC_CLI_VERSION}/files/ngccli_ linux.zip"

mkdir -p /opt/data
cd /opt/data

if [ ! -f .file downloaded ]; then
# clean up
rm -rf compose.env ${RAG NAME}* S${LLM NAME}* ngc* ${EMBED NAME}*

*.json .file downloaded

# install ngc-cli

wget --content-disposition ${NGC_CLI URL} -O ngccli linux.zip && unzip
ngccli linux.zip

export PATH=pwd'/ngc-cli:${PATH}

APIKEY=""
REG_URI="nvcr.io"

if [[ "$(grep registry-uri /opt/dlvm/ovf-env.xml | sed -n 's/.*oe:value="\
([A"1*\) .*/\1/p')"™ == *"S${REG_URT}"* ]]; then
APIKEY=S$ (grep registry-passwd /opt/dlvm/ovf-env.xml
([~"1*\) .*/\1/p")

sed -n 's/.*oe:value="\

fi

if [ -z "S{APIKEY}" ]; then
error exit "No APIKEY found"

fi

# config ngc-cli
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mkdir -p ~/.ngc

cat << EOF > ~/.ngc/config

[CURRENT]
apikey = ${APIKEY}
format type = ascii

org = ${ORG_NAME}
team = ${ORG_TEAM NAME}
ace = no—ace

EOF

# ngc docker login
docker login nvcr.io -u \$oauthtoken -p ${APIKEY}

# dockerhub login for general components, e.g. minio

DOCKERHUB_URI=S (grep registry-2-uri /opt/dlvm/ovf-env.xml | sed -n
's/.*oe:value="\ ([""]*\).*/\1/p")

DOCKERHUB_USERNAME=S$ (grep registry-2-user /opt/dlvm/ovf-env.xml | sed -n
's/.*oe:value="\ ([""]*\).*/\1/p")

DOCKERHUB_PASSWORD=S$ (grep registry-2-passwd /opt/dlvm/ovf-env.xml | sed -n
's/.*oe:value="\ ([""]*\).*/\1/p")

if [[ -n "${DOCKERHUB_USERNAME}" && -n "${DOCKERHUB_ PASSWORD}" ]]; then
docker login -u ${DOCKERHUB USERNAME} -p ${DOCKERHUB PASSWORD}

else
echo "Warning: DockerHub not login"

fi

# get RAG files

ngc registry resource download-version ${RAG_URI}

# get 1lm model
if [ "S${INFERENCE TYPE}" = "trt" ]; then
LLM MODEL URI="${LLM REPO NAME}/${LLM NAME}:${LLM VERSION}"
ngc registry model download-version ${LLM MODEL URI}
chmod -R o+rX ${LLM NAME} v${LLM VERSION}
LLM_MODEL_FOLDER="/opt/data/${LLM NAME} v${LLM VERSION}"
elif [ "${INFERENCE TYPE}" = "vllm" ]; then
pip install huggingface hub
huggingface-cli login --token ${HF_TOKEN}
huggingface-cli download --resume-download ${HF_REPO}/${LLM NAME} --local-dir
${LLM NAME} --local-dir-use-symlinks False
LLM MODEL FOLDER="/opt/data/${LLM NAME}"
cat << EOF > ${LLM MODEL FOLDER}/model config.yaml
engine:
model: /model-store
enforce eager: false
max_context len to capture: 8192
max_num seqs: 256
dtype: floatlé
tensor parallel size: ${NUM GPU}
gpu_memory utilization: 0.8
EOF
chmod -R o+rX ${LLM MODEL FOLDER}

python3 -c "import yaml, json, sys;
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print (json.dumps (yaml.safe load(sys.stdin.read())))" < "${RAG_NAME} v${RAG_VERSION}/
rag-app-text-chatbot.yaml"> rag-app-text-chatbot.json
jg '.services."nemollm-inference".image = "nvcr.io/nvidia/nim/nim 11lm:24.02-
day0" |
.services."nemollm-inference".command = "nim vllm --model name $
{MODEL _NAME} --model config /model-store/model config.yaml" |
.services."nemollm-inference".ports += ["8000:8000"] |
.services."nemollm-inference" .expose += ["8000"]' rag-app-text-

chatbot.json > temp.json && mv temp.json rag-app-text-chatbot.json
python3 -c "import yaml, json, sys; print(yaml.safe dump(json.load(sys.stdin),

default flow style=False, sort keys=False))" < rag-app-text-chatbot.json > "$
{RAG_NAME}_V${RAG_VERSION}/rag—app—text—chatbot.yaml"
fi

# get embedding models
ngc registry model download-version ${EMBED MODEL URI}
chmod -R o+rX ${EMBED_NAME}_V${EMBED_VERSION}

# config compose.env
cat << EOF > compose.env
export MODEL_DIRECTORY="${LLM MODEL_FOLDER}"
export MODEL NAME=${LLM NAME}
export NUM GPU=${NUM GPU}
export APP CONFIG FILE=/dev/null
export EMBEDDING_MODEL_DIRECTORY="/opt/data/${EMBED NAME} v${EMBED_VERSION}"
export EMBEDDING MODEL NAME=${EMBED TYPE}
export EMBEDDING_MODEL_CKPT NAME="${EMBED_TYPE}-${EMBED_VERSION}.nemo"
export POSTGRES HOST IP=pgvector db ip address
export POSTGRES_PORT_NUMBER=5432
export POSTGRES DB=pgvector db name
export POSTGRES USER=pgvector db admin
export POSTGRES PASSWORD=encoded pgvector db admin password
EOF

touch .file downloaded
fi

# start NGC RAG

docker compose -f ${RAG NAME} v${RAG VERSION}/docker-compose-vectordb.yaml up -d
pgvector

source compose.env; docker compose -f ${RAG NAME} v${RAG VERSION}/rag-app-text-
chatbot.yaml up -d

- path: /opt/dlvm/utils.sh

permissions: '0755'

content: |
#!/bin/bash
error exit() {

echo "Error: $1" >&2
vmtoolsd --cmd "info-set guestinfo.vmservice.bootstrap.condition false,
DLWorkloadFailure, S$1"

exit 1

check protocol() {
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local proxy url=$1
shift
local supported protocols=("$@")
if [[ -n "${proxy_url}" 11; then
local protocol=$(echo "${proxy url}" | awk -F '://' '"{if (NF > 1)
else print ""}'")
if [ -z "$protocol" ]; then
echo "No specific protocol provided. Skipping protocol check."
return 0
fi
local protocol included=false
for var in "${supported protocols[@]}"; do
if [[ "${protocol}" == "${var}" 1]; then
protocol included=true
break
fi
done
if [[ "${protocol included}" == false ]]; then

print $1;

error_exit "Unsupported protocol: ${protocol}. Supported protocols are: $

{supported protocols[*]}"
fi
fi

# $Q@: list of supported protocols
set proxy () {
local supported protocols=("$@")

CONFIG_JSON_BASE64=$ (grep 'config-json' /opt/dlvm/ovf-env.xml | sed -n
's/.*oe:value="\ ([""]*\).*/\1/p")

CONFIG_JSON:$(echo ${CONFIG_JSON_BASE64} | base6d --decode)

HTTP_PROXY URL=$ (echo "${CONFIG JSON}" | jg -r '.http proxy // empty"')

HTTPS PROXY URL=$(echo "${CONFIG JSON}" | jg -r '.https proxy // empty')

if [[ $? -ne O || (-z "S${HTTP PROXY URL}" && -z "${HTTPS PROXY URL}") 1]; then

echo "Info: The config-json was parsed, but no proxy settings were found."

return 0
fi

check protocol "S${HTTP PROXY URL}" "S${supported protocols[@]}"
check protocol "S${HTTPS_PROXY URL}" "S${supported protocols[@]}"

if ! grep -q 'http proxy' /etc/environment; then
echo "export http proxy=${HTTP_PROXY URL}
export https proxy=${HTTPS PROXY URL}
export HTTP_PROXY=${HTTP_PROXY URL}
export HTTPS_PROXY=${HTTPS_PROXY URL}
export no_proxy=localhost,127.0.0.1" >> /etc/environment
source /etc/environment
fi

# Configure Docker to use a proxy

mkdir -p /etc/systemd/system/docker.service.d
echo " [Service]

Environment=\"HTTP_ PROXY=${HTTP_ PROXY URL}\"
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Environment=\"HTTPS PROXY=${HTTPS PROXY URL}\"

Environment=\"NO PROXY=localhost,127.0.0.1\"" > /etc/systemd/system/
docker.service.d/proxy.conf

systemctl daemon-reload

systemctl restart docker

echo "Info: docker and system environment are now configured to use the proxy
settings"

}

Encode the cloud-init script to base64 format.

You use a base 64 encoding tool, such as https://decode64base.com/ to generate the
encoded versio of your cloud-init script.

Deploy the deep learning VM, passing the base64 value of the cloud-init script to the
user-data input parameter.

See Deploy a Deep Learning VM Directly on a vSphere Cluster in VMware Private Al
Foundation with NVIDIA or Deploy a Deep Learning VM by Using the kubectl Command in
VMware Private Al Foundation with NVIDIA.

Deploy a RAG Workload on a TKG Cluster

As a DevOps engineer, on a TKG cluster in a Supervisor, you can deploy a RAG workload based
on the RAG Sample Pipeline from NVIDIA that uses a pgvector PostgreSQL database managed
by VMware Data Services Manager.

Prerequisites

Verify that VMware Private Al Foundation with NVIDIA is available for the VI workload
domain. See Chapter 2 Preparing VMware Cloud Foundation for Private Al Workload
Deployment.

Deploy a Vector Database in VMware Private Al Foundation with NVIDIA.

Procedure

1

Provision a GPU-accelated TKG cluster.

You can use one of the following workflows.
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Provisioning Workflow Steps

By using a catalog itemin  Deploy a GPU-accelerated Tanzu Kubernetes Grid RAG cluster.
VMware Aria Automation

By using the kubectl 1 Provision a GPU-Accelerated TKG Cluster by using the kubectl command.

comamnd B For a connected environment, see Provision a GPU-Accelerated TKG Cluster
by Using the kubectl Command in a Connected VMware Private Al Foundation
with NVIDIA Environment .

m  For a disconnected environment, see Provision a GPU-Accelerated TKG
Cluster by Using the kubectl Command in a Disconnected VMware Private
Al Foundation with NVIDIA Environment.

2 Install the RAG LLM Operator.

See Install the RAG LLM Operator.

2 If you used the kubectl command to provision the TKG cluster, install the NVIDIA RAG LLM
Operator on the TKG cluster.

See Install the RAG LLM Operator.

During deployment, the Al Kubernetes RAG Cluster catalog item in VMware Aria Automation
automatically installs the NVIDIA RAG LLM Operator on the TKG cluster.

3 Download the manifests for the NVIDIA sample RAG pipeline.
See Sample RAG Pipeline.
4 Configure the sample RAG pipeline with the pgvector PostgreSQL database.
a Edit the sample pipeline YAML file.
See Step 4 in Sample RAG Pipeline.

b Inthe YAML file, configure the sample pipeline with the pgvector PostgreSQL database
by using the database's connection string.

See Vector Database for RAG Sample Pipeline .

5 To provide an external IP for the sample chat application, in the YAML file, set

frontend.service.type tO loadBalancer.
6 Start the sample RAG pipeline.
See Sample RAG Pipeline.

7 To access the sample chat application, run the following command to get the application's
external IP address.

kubectl -n rag-sample get service rag-playground

8 In a Web browser, open the sample chat application at http://
application external ip:3001/orgs/nvidia/models/text-ga-chatbot.
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Monitoring VMware Private Al
Foundation with NVIDIA

You can monitor GPU metrics at the cluster and host level in the vSphere Client and VMware Aria

Operations.

In VMware Aria Operations, you can monitor GPU metrics at the cluster, host system and host
properties levels. For more information, see Private Al (GPU) Dashboards and Properties for
vCenter Server Components in VMware Aria Operations.

In the vSphere Client, you can monitor GPU metrics in the following way:
m At the host level. See Hosts Performance Charts in vSphere.

m At the cluster level in custom charts. See Working with Advanced and Custom Charts in
vSphere.
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