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Introduction 1
This chapter describes the concepts of using VMware Smart Assurance Network Protocol Manager for IS-
IS to manage Intermediate System to Intermediate System (IS-IS) network connectivity.


This chapter includes the following topics:
n Terminology


n About Network Protocol Manager for IS-IS


n Monitoring


n Analysis


n Notifications


Terminology
The VMware Smart Assurance Network Protocol Manager includes the following components:


n Network Protocol Manager for BGP


n Network Protocol Manager for EIGRP


n Network Protocol Manager for IS-IS


n Network Protocol Manager for OSPF


VMware Smart Assurance Network Protocol Manager for IS-IS is an VMware Smart Assurance
Domain Manager. A Domain Manager is a service-assurance application associated with a particular
type of information-technology domain, such as networks, systems, applications, or application
services. For Network Protocol Manager for IS-IS, the domain is the Intermediate System to
Intermediate System (IS-IS) network, that is, an IS-IS distributed application that is running in an IP
network. Each Domain Manager is autonomous in the sense that it:


n Maintains its own data models, repository, and problem signatures.


n Monitors and analyzes the discovered objects in its own domain.
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System and device
The term “system” is a generic term that represents a computer-based network entity, such as a host,
router, or switch. The term “device” has essentially the same meaning as system except that “device” also
conveys the sense of specific model, such as a specific model of host, router, or switch.


Modeled topology
Network Protocol Manager for IS-IS uses VMware Smart Assurance ICIM class models to create within its
repository instances of IS-IS logical routing topology objects, their relationships, and their logical
connections. The “modeled topology” mirrors the real topology in the managed network.


Object
The term “object” is intended to have a dual meaning: To simultaneously represent both (1) an instance
(ICIM object) in the modeled topology and (2) an instance (physical or logical entity) in the real topology.
The ICIM object corresponds to the entity in the real topology.


Event
The term “event” represents either a root-cause problem that is diagnosed by a Domain Manager or a
symptom that is detected by a Domain Manager. A Domain Manager correlates one or more symptoms to
diagnose a root-cause problem. Events that are used as symptoms to diagnose a problem can also be
perceived as impacts that are caused by the problem.


In this document, the term “problem” is used to mean a “root-cause problem” event, and the term “event”
is used to mean a “symptom” or an “impact” event.


Notification
The term “notification” is an VMware Smart Assurance event that is represented as an instance of the
ICIM ICS_Notification class. The VMware Smart Assurance Service Assurance Manager
(Global Manager) subscribes to VMware Smart Assurance events and stores them as
VMware Smart Assurance notifications in its repository.


Network Protocol Manager installation directory
In this document, the term BASEDIR represents the location where the software is installed:


n For UNIX, this location is: /opt/InCharge/<product>.


The <product> represents the VMware Smart Assurance product. For example, on UNIX operating
systems, VMware Smart Assurance Network Protocol Manager is, by default, installed
to: /opt/InCharge/NPM/smarts.
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Optionally, you can specify the root of BASEDIR to be something different, but you cannot change the
<product> location under the root directory.


The VMware Smart Assurance System Administration Guide provides detailed information about the
directory structure for VMware Smart Assurance software.


About Network Protocol Manager for IS-IS
The flow of data across IP networks depends upon both the physical connectivity among the network
devices and the routing protocols that run on those devices. The routing protocols dictate the paths
across which packets flow within and between the independent networks, or autonomous systems.


Network Protocol Manager for IS-IS diagnoses connectivity failures for an interior gateway protocol
known as Intermediate System to Intermediate System. Network Protocol Manager for IS-IS, working with
VMware Smart Assurance IP Availability Manager, discovers and monitors network devices that are
running IS-IS services, diagnoses IS-IS-related failures, and exports the results of its analysis to the
VMware Smart Assurance Service Assurance Manager (Global Manager).
Network Protocol Manager for IS-IS also detects common configuration problems that occur when
deploying and maintaining the routing infrastructure.


The challenge of managing routing-protocol connectivity is that of determining which routing-protocol
alarms are root-cause problems and which are symptoms of root-cause problems.


Network Protocol Manager for IS-IS meets this challenge by:


n Correlating and analyzing the alarms generated as a result of a physical-transport or IS-IS object
failure.


n Pinpointing the object failure.


n Identifying all monitored objects affected by the failure.


This functionality allows Network Protocol Manager for IS-IS users to address the problem of the
failed object promptly and to dismiss all other alarms as symptoms of the problem.


Monitoring
Upon importing device topology from IP Availability Manager, Network Protocol Manager for IS-IS
performs its own discovery on the devices to gather IS-IS topology information. It models this information
as logical IS-IS topology objects in its repository, and maps the IS-IS topology to the underlying physical-
transport topology discovered by IP Availability Manager.


Network Protocol Manager for IS-IS monitors the availability of the IS-IS objects in its repository by:


n Subscribing to certain device, card, interface, and network-connection status updates from
IP Availability Manager.


n Monitoring the status of the IS-IS objects through:


n SNMP polling.


n CLI polling.
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SNMP polling
Network Protocol Manager for IS-IS monitors IS-IS-enabled Juniper devices by periodically sending
SNMP polls to the devices to collect the status information needed to determine the availability of the IS-
IS objects.


SNMP polling is controlled through a Polling and Thresholds Console attached to
Network Protocol Manager for IS-IS. The
VMware Smart Assurance Network Protocol Manager Configuration Guide provides information about
customizing SNMP polling.


CLI polling
Network Protocol Manager for IS-IS monitors IS-IS-enabled Cisco devices by periodically accessing the
devices through Telnet, SSH1, or SSH2 and executing command line interface (CLI) commands to collect
the status information needed to determine the availability of the IS-IS objects.


CLI polling is controlled through a Polling and Thresholds Console attached to
Network Protocol Manager for IS-IS. The
VMware Smart Assurance Network Protocol Manager Configuration Guide provides information about
customizing CLI polling.


Discovery and monitoring of IS-IS-enabled devices in IPv4 and IPv6 network lists the discovery and
monitoring mechanism for IS-IS-enabled devices in IPv4 and IPv6 network.


Table 1‑1.  Discovery and monitoring of IS-IS-enabled devices in IPv4 and IPv6 network


Platform Discovery and monitoring mechanism in IPv4 Discovery and monitoring mechanism in IPv6


Linux SNMP V2C, V3 SNMP (V2C, V3)


CLI (Telnet or SSH) - Perl


Note   Access over IPv4 and IPv6.


Analysis
The status updates, which are acquired from IP Availability Manager and from periodic monitoring, serve
as input to the data model in the Network Protocol Manager for IS-IS repository.
Network Protocol Manager for IS-IS applies the status updates to the appropriate attributes of the
corresponding IS-IS objects in the data model.


The data model involves a codebook that is created by VMware engineers as a result of their knowledge
of IP and IS-IS networks. The codebook identifies IP and IS-IS problems and their symptoms, and
presents a causality mapping between each problem and its set of symptoms.
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Network Protocol Manager for IS-IS diagnoses root-cause availability problems by finding the problems in
the codebook that can best explain the observed symptoms. It also uses the codebook to correlate the
impact of a root-cause problem on the IS-IS objects that are either inaccessible or impaired as a result of
the root-cause problem. The root-cause problem is either a physical-transport problem that is diagnosed
by IP Availability Manager or an IS-IS problem that is diagnosed by Network Protocol Manager for IS-IS.


Notifications
Network Protocol Manager for IS-IS exports the results of its root-cause and impact analysis to the
Global Manager, where the results are displayed in the form of VMware Smart Assurance notifications in
the Notification Log Console view of the Global Console. The notifications identify
Network Protocol Manager for IS-IS by its domain name in the Source attribute. Users can double-click a
notification to view detailed information about the notification.


Network Protocol Manager for IS-IS creates two types of notifications:


n Root-cause problem notifications


Indicate points of failure diagnosed by Network Protocol Manager for IS-IS. Each root-cause problem
notification indicates a separate failure.


n Event notifications


Indicate an abnormal condition detected by Network Protocol Manager for IS-IS.
Network Protocol Manager for IS-IS computes these events from status updates and uses them as
symptoms to determine root-cause problems.


Chapter 2 Viewing IS-IS Analysis Results and Topology provides information about viewing the
notifications. Chapter 3 IS-IS Objects and their Failures and Chapter 4 IS-IS Cross-Domain Impact
Correlation Analysis provide information about the notifications that are created by
Network Protocol Manager for IS-IS.
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Viewing IS-IS Analysis Results
and Topology 2
This chapter includes the following topics:


n Before you start


n Attaching the Global Console to the Global Manager


n IS-IS notifications


n IS-IS topology and topology maps


n IS-IS Containment


Before you start
Accessing the consoles described in this chapter requires attaching the Global Console to the
Global Manager (for example, INCHARGE-SA) in your deployment. The
VMware Smart Assurance Service Assurance Manager Operator Guide provides information about
starting the Global Console, logging in, and attaching to a Manager.


Console access is controlled by the user profile associated with your VMware Smart Assurance user
account. You do not need a user account with administrative privileges to access the consoles described
in this chapter.


Also, console operations are controlled by the user profile associated with your VMware Smart Assurance
user account. The VMware Smart Assurance Service Assurance Manager Configuration Guide provides
instructions on changing console operations.


And lastly, by default, the display of IS-IS maps is disabled. The
VMware Smart Assurance Network Protocol Manager Configuration Guide provides instructions on
enabling the display of IS-IS maps.


Attaching the Global Console to the Global Manager
To attach the Global Console to the Global Manager:


1 Start the Global Console.


n On a UNIX system, go to the BASEDIR/smarts/bin directory in the Service Assurance Manager
(Global Manager) installation area and type:


sm_gui
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Press Enter.


The Attach Manager dialog box opens as shown in Attach Manager dialog box.


Figure 2‑1.  Attach Manager dialog box


2 In the dialog box:


3 Ensure that the VMware Smart Assurance Broker for your deployment appears in the Broker text
box.


4 Click the Manager list box or the Browse button to display a list of active (running) Managers, and
from that list select the Global Manager application (for example, INCHARGE-SA) in your deployment
as the Manager to which you want to connect.


5 Type your login username and password.


The default administration login is username admin and password changeme, and the default
operator login is username oper and password oper.


6 Click OK.


The Notification Log Console view of the Global Console opens as shown in Notification Log Console.
In the example, the Notification Log Console is attached to a Global Manager application named
INCHARGE-SA.
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Figure 2‑2.  Notification Log Console


The Notification Log Console is one of many console views composing the Global Console. Two other
console views of particular interest to the discussions that follow are the Topology Browser Console,
which represents topology in a hierarchical format, and the Map Console, which graphically
represents topology in a map format.


The VMware Smart Assurance Service Assurance Manager Operator Guide provides detailed
instructions on using the Global Console.


IS-IS notifications
Network Protocol Manager for IS-IS passes the results of its analysis in the form of notifications to the
Global Manager. The Global Manager combines these notifications with the notifications from
IP Availability Manager and then passes the notifications to the Global Console, where they are presented
in a tabular form in the Notification Log Console.


Each notification consists of a set of attributes that describe properties of the notification, such as:


n Class


n Name


n Event


n Source


n Impact


The value in the Name attribute is the display name of the notification. Chapter 6 IS-IS Topology
Naming Conventions describes the naming formats used to create IS-IS object names.
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The numeric value for the Impact attribute indicates the impact (effect) of this notification on other
objects in the managed network. The larger the numeric value, the larger the impact.


The severity of a notification is reflected by its color, where red indicates the highest severity level.


Viewing IS-IS notifications
You can view the notifications through the Global Console in two basic ways:


n As tabular entries in a Notification Log Console view


Included with the Notification Log Console view (or any other view where you can see notifications) is
a Notification Properties dialog box for viewing detailed information about an individual notification.


n As color-coded severity bar icons in a Map Console view


In a map, a color-coded severity bar icon appears underneath nodes (graphical representations of
topology objects) that are affected by abnormal conditions denoted in notifications.


Opening an IS-IS Notification Properties dialog box
To obtain detailed information about an individual IS-IS notification, you can use any of the following
common methods to open the Notification Properties dialog box:


n Double-click an IS-IS notification in the Notification Log Console.


n Select an IS-IS notification in the Notification Log Console and then click the Show Notification
Properties toolbar button.


n Right-click a selected IS-IS notification and then select Properties.


n Double-click an IS-IS map icon (in the Map Console) affected by active events.


Notification Properties dialog box that shows an IS-IS problem shows a Notification Properties dialog
box for an ISISAdjacency Down problem that is diagnosed by Network Protocol Manager for IS-IS.
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Figure 2‑3.  Notification Properties dialog box that shows an IS-IS problem


In Figure 3, attribute IsRoot set to Yes indicates that ISISAdjacency Down is deemed a root-cause
problem by the Global Manager, and attribute IsProblem set to Yes indicates that ISISAdjacency
Down is deemed a root-cause problem by Network Protocol Manager for IS-IS. IsRoot and IsProblem
attribute values for a notification describes what the IsRoot and IsProblem attribute values mean.


Table 2‑1.  IsRoot and IsProblem attribute values for a notification


IsRoot value 1 IsProblem value 2 Meaning


1**Determined by the Global Manager.


2**Determined by the underlying Domain Manager that created the notification.


Yes After correlating this notification with notifications received from other
underlying Domain Managers, the Global Manager has determined that this
notification is a root-cause problem.


No After correlating this notification with notifications received from other
underlying Domain Managers, the Global Manager has determined that this
notification is not a root-cause problem.


Yes The underlying Domain Manager that created this notification has marked this
notification as a root-cause problem.


No The underlying Domain Manager that created this notification has marked this
notification as an event.
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By default, the IsRoot and IsProblem attributes columns do not appear in the Notification Log Console. To
add the IsRoot attribute column, right-click an attribute column heading (for example, Class) in the
Notification Log Console, select Insert Column in the pop-up menu, and then select IsRoot in the
submenu; the IsRoot column is inserted to the left of the selected column. Repeat this procedure to add
the IsProblem attribute column.


Viewing impacts
You view the impacts for an IS-IS problem notification by clicking the Impact tab in the Notification
Properties dialog box. The Impact tab lists all of the affected objects for the notification.


For example, Impact tab that shows the impacts for an IS-IS problem lists the impacts diagnosed by
Network Protocol Manager for IS-IS for the ISISAdjacency Down problem shown in Viewing impacts.


Figure 2‑4.  Impact tab that shows the impacts for an IS-IS problem


For an IS-IS impact notification, that is, a notification that identifies an IS-IS object that is impacted by a
problem, a Caused By tab (instead of the Impact tab) appears in the Notifications Properties dialog box. 
Caused By tab that shows the problem for an IS-IS impact provides an example. The Caused By tab lists
the problem that caused the notification.
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Figure 2‑5.  Caused By tab that shows the problem for an IS-IS impact


IS-IS topology and topology maps
The Global Manager imports instances of the following object types from
Network Protocol Manager for IS-IS:


n ISISArea


n ISISService


n ISISNetwork


n ISISAdjacency


n SystemRedundancyGroup


n UnitaryComputerSystem (Router, for example)


Chapter 3 IS-IS Objects and their Failures provides descriptions of ISISArea, ISISService,
ISISNetwork, ISISAdjacency, and SystemRedundancyGroup. The
VMware Smart Assurance IP Manager Concepts Guide provides a description of
UnitaryComputerSystem and the IP data model.


The Global Manager combines this topology with the underlying physical-transport topology imported
from IP Availability Manager.


Viewing IS-IS topology in maps
The Global Console presents the topology information in a variety of dynamically updated formats that
show the status of the IS-IS and physical-transport objects and their many relationships. One of those
formats is the topology map, which is a graphical representation of the topology.
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Viewing topology maps is an easy and quick way to learn more about the source, impact, and cause of
IS-IS notifications. You view the IS-IS topology maps, such as the one shown in IS-IS topology map, by
using the Map Console view of the Global Console.


Figure 2‑6.  IS-IS topology map


Opening an IS-IS topology map
You can use any of the following common methods to open an IS-IS topology map:


n Open the Map Console by selecting the Show Map menu option from any opened console that is
attached to the Global Manager. For example, in the Notification Log Console, click an IS-IS
notification and then select Event > Show Map, or right-click the notification and then select Show
Map in the pop-up menu. In the Topology Browser Console, right-click an IS-IS object and then select
Show Map in the pop-up menu.


n Open the Map Console from the Global Console by selecting File > New > Map Console. In the
topology tree of the Map Console, click an IS-IS object to display a map for the object, or right-click
an IS-IS object and then select an IS-IS map type (ISIS Connectivity or ISIS Network Connectivity)
from the pop-up menu.


n In an opened topology map, right-click an IS-IS map icon and select an IS-IS map type (ISIS
Connectivity or ISIS Network Connectivity) from the pop-up menu.
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IS-IS topology map pop-up menus
Two types of pop-up menus are available in an IS-IS topology map:


n Right-click a selected node in a map


Opens a pop-up menu that enables you to select any of the map types available to the selected node
(for example, ISIS Connectivity, ISIS Network Connectivity, Physical Connectivity, Group
Membership), to display notification properties (if any) for the selected node, and so on. For a node
marked with a plus sign (+), the Expand Map Element menu option allows you to expand the node to


see all nodes that are physically or logically connected to the node. 


n Right-click an open space in a map


Opens a pop-up menu that enables you to display all routers that have a special routing-protocol role
(for example, to display all Level-2 capable IS-IS routers), to control whether the device-role labels
appear for special routers (for example, L2 for a Level-2 capable IS-IS router), and so on. The Reset
map menu option enables you to reset changes made to the map or to return to the saved map.


In the topology tree of a Map Console, a pop-up menu is also available when you right-click an object.
This menu enables you to select any of the map types available to the selected object, to display
notification properties (if any) for the selected object, and so on.


The VMware Smart Assurance Service Assurance Manager Operator Guide provides detailed
descriptions of map menus and pop-up menus available for the Map Console.


IS-IS topology map types
The following map types are available for viewing the IS-IS topology:


n ISIS Connectivity map


A map type that shows IS-IS areas, IS-IS services, and the IS-IS adjacency connections between the
IS-IS services. IS-IS adjacency objects appear as edges (graphical representations of relationships or
connections) in this map. IS-IS map availability identifies the IS-IS objects for which the ISIS
Connectivity map is available.


n ISIS Network Connectivity map


A map type that shows IS-IS networks, IS-IS services, and the IS-IS adjacency connections between
the IS-IS services. IS-IS adjacency objects appear as edges in this map. IS-IS map availability
identifies the IS-IS objects for which the ISIS Network Connectivity map is available.


n Physical Connectivity map


A common map type that has been expanded to include the IS-IS adjacency objects shown in IS-IS
map availability. IS-IS adjacency objects appear as edges in this map.
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n Group Membership map


A common map type that has been expanded to include IS-IS router redundancy groups. The
redundancy groups are specified by using user-modifiable discovery hook scripts, as explained in the
VMware Smart Assurance Network Protocol Manager Discovery Guide Supplement . The Group
Membership map shows the composition (IS-IS routers) of these groups.


Table 2‑2.  IS-IS map availability


Class name


Map type


Default map typeISIS Connectivity
ISIS Network
Connectivity


Physical
Connectivity


1**Application Relationship Map is also available to ISISService and ISISAdjacency objects.


ISISArea x ISIS Connectivity


ISISService 1 x x ISIS Connectivity


ISISNetwork x ISIS Network Connectivity


ISISAdjacency 1 x x ISIS Connectivity


UnitaryComputerSystem(Route
r, for example)


x x x Physical Connectivity


IS-IS topology map graphical representations
IS-IS topology maps contain IS-IS objects along with their relationships and connections. In a map
display, a node is a graphical representation of a topology object, an edge is a graphical representation of
a relationship or connection between objects, and a container is a graphical representation of a logical set
of related objects.


Default nodes and edges
Default nodes and edges for IS-IS topology mapsidentifies and describes the default nodes and edges
that may appear in an IS-IS topology map. In the Map Console, you can also select Map >Map Legend to
see a similar list.


Table 2‑3.  Default nodes and edges for IS-IS topology maps


Icon /visual indicator Description


Icon represents an IS-IS area.


Icon represents an IS-IS service that is running on a routing device. The routing
device may be a physical router, a virtual router that is implemented within a physical
router or a switch, or one of the following router cards in a switch:
n Router switch module (RSM)
n Router switch feature card (RSFC)
n Multilayer switch feature card (MSFC)


VMware Smart Assurance Network Protocol Manager for IS-IS User Guide


VMware, Inc.  18







Table 2‑3.  Default nodes and edges for IS-IS topology maps (Continued)


Icon /visual indicator Description


Icon represents an IS-IS service that is running on an interface card in a switch.


Icon represents an IS-IS network.


Straight line represents an IS-IS adjacency between neighboring IS-IS services
(neighboring IS-IS devices).


Directed dotted line represents composition.


Note that your system administrator might replace the default map nodes with other map nodes that are
preferred by your organization. In that case, use Map >Map Legend to see the definitions of your map
nodes. Also, additional icons might display, depending on the underlying
VMware Smart Assuranceproducts and certified devices.


Containers
A container appears in a map as a box holding a logical set of related objects. For IS-IS maps, a
container shown in Container in an IS-IS map holds all the objects discovered for a particular IS-IS area.


Figure 2‑7.  Container in an IS-IS map


You can see additional views of the container by right-clicking the container border and then selecting
Navigate > Collapse Object or Navigate > View In Full Screen. The first selection collapses the container
to an IS-IS area icon, and the second selection expands the entire map to just the objects within the
container. Using the Navigate menu options illustrates how to use the Navigate menu options to navigate
between these different views.
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Figure 2‑8.  Using the Navigate menu options


In Using the Navigate menu options, the box surrounding the IS-IS area object indicates that it is the
launching object for the map to which the container belongs. The object selected to launch a map is
referred to as the focal object.


Also, in Using the Navigate menu options, the collapsed container indicator distinguishes a collapsed
container icon from a standard IS-IS area icon. The pop-up menu for a collapsed container icon includes
the Navigate options, whereas the pop-up menu for the standard IS-IS area icon does not.


IS-IS map labels
IS-IS topology maps use the labels shown in Labels that show the roles of devices in IS-IS maps to
visually distinguish the different roles performed by the devices in the IS-IS topology.
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Table 2‑4.  Labels that show the roles of devices in IS-IS maps


IS-IS map label Description


1 L2


2 lab-gw.smarts.com


Level-2 capable IS-IS router. An L2 IS-IS router communicates with an L2 or L1/L2 IS-
IS router in the same area or in a different area.


1 L1L2


2 rld.smarts.com


Level-1 and Level-2 capable IS-IS router. An L1/L2 IS-IS router communicates with an
L1 IS-IS router in the same area, and communicates with an L2 or L1/L2 IS-IS router in
the same area or in a different area.


ISIS Connectivity m ap
This map shows IS-IS areas, IS-IS services, and the IS-IS adjacency connections between the IS-IS
services. It also shows to which IS-IS area an IS-IS service belongs. No physical connectivity details are
included in this map.


The layout of an ISIS Connectivity map depends on the object that you select to launch the map. The
launching object for the map, called the focal object, is surrounded by a box unless the focal object is
displayed in a container, or is an IS-IS adjacency object. Any node marked with a plus sign indicates that
the node can be expanded to show all nodes that are physically or logically connected to the node.


In an ISIS Connectivity map, because an IS-IS device has only one area assignment, all IS-IS devices will
appear inside containers. Standard IS-IS area icons do not appear in an ISIS Connectivity map.


Note   Unlike an Enhanced Interior Gateway Routing Protocol (EIGRP) router or an Open Shortest Path
First (OSPF) router, which can have multiple area (domain) assignments, an IS-IS router has only one
area assignment.


ISIS Connectivity map expansion
By default, expanding a node marked with a plus sign adds all nodes (and their edges) that are one hop
away from the node. For example, expanding an IS-IS service node shows all the IS-IS adjacency objects
and peer IS-IS service objects associated with the IS-IS service node.


You can use any of the following methods to expand a node marked with a plus sign:


n Select the node and then select Expand Map Element from the Map Console Map menu.


n Right-click the node and then select Expand Map Element.


n Select the node and click the Show neighboring nodes button.


Note   Double-clicking a node launches either a Notification Properties dialog box or a Topology
Browser view for the object, depending on whether any notifications are associated with the object.
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ISIS Connectivity map stub adjacencies
Network Protocol Manager for IS-IS creates a full adjacency between two peering IS-IS devices if both IS-
IS neighbor endpoints are discovered in the managed IS-IS topology. If only one IS-IS neighbor endpoint
is discovered in the managed IS-IS topology, Network Protocol Manager for IS-IS creates a stub
adjacency between the two peering IS-IS devices. The presence of a gray router icon in an ISIS
Connectivity map indicates one or more stub adjacencies.


An ISIS Connectivity map that shows a stub adjacency shows a stub adjacency, which is represented as
a solid green line connected to a gray router icon. Green indicates that the stub adjacency is healthy. The
device that is represented by the gray router icon is not present in the repository of
Network Protocol Manager for BGP.


Figure 2‑9.  An ISIS Connectivity map that shows a stub adjacency


Displaying stub adjacencies enables a service provider to show a subscriber the status of that
subscriber’s adjacency from the provider’s perspective.


ISIS Connectivity map examples
The three figures, ISIS Connectivity map launched for an ISISArea object through ISIS Connectivity map
launched for an ISISAdjacency object, show the initial layout of an ISIS Connectivity map launched for an
ISISArea object, an ISISService object, and an ISISAdjacency object, respectively.


ISIS Connectivity map launched for an ISISArea object is an example of an ISIS Connectivity map that
has an ISISArea focal object. The map shows the selected IS-IS area, along with the single device that is
a member of the IS-IS area. The device in Figure 10 is running an IS-IS service.
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Figure 2‑10.  ISIS Connectivity map launched for an ISISArea object


ISIS Connectivity map launched for an ISISService object is an example of an ISIS Connectivity map that
has an ISISService focal object. The map shows the selected IS-IS service and its hosting device, along
with its neighboring IS-IS service and that service™s hosting device. Because the selected IS-IS service
is displayed in a container, it is not surrounded by a box.


Figure 2‑11.  ISIS Connectivity map launched for an ISISService object
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ISIS Connectivity map launched for an ISISAdjacency object is an example of an ISIS Connectivity map
that has an ISISAdjacency focal object. The map shows the selected IS-IS adjacency, which is
represented as a solid green line, between the two devices that are running neighboring IS-IS services.
Green indicates that the IS-IS adjacency is healthy.


Figure 2‑12.  ISIS Connectivity map launched for an ISISAdjacency object


ISIS Network Connectivity map
This map shows IS-IS networks, IS-IS services, and the IS-IS adjacency connections between the IS-IS
services. It also shows to which IS-IS network an IS-IS service belongs. No physical connectivity details
are included in this map.


Like the ISIS Connectivity map, the layout of an ISIS Network Connectivity map depends on the focal
object of the map. The focal object is surrounded by a box unless the focal object is an IS-IS adjacency
object. Any node marked with a plus sign indicates that the node can be expanded to show all nodes that
are physically or logically connected to the node.


Unlike the ISIS Connectivity map, no containers appear in an ISIS Network Connectivity map.


ISIS Network Connectivity map expansion
ISIS Connectivity map expansion and the
VMware Smart Assurance Service Assurance Manager Operator Guide provide information about using
expandable nodes.
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ISIS Network Connectivity map examples
ISIS Network Connectivity map launched for an ISISNetwork object shows the initial layout of an ISIS
Network Connectivity map that has an ISISNetwork focal object. The map shows the selected IS-IS
network, along with the two devices that are members of the IS-IS network. The directed dotted lines
indicate that the two devices are members of the IS-IS network. Each device in ISIS Network Connectivity
map launched for an ISISNetwork object is running an IS-IS service.


Figure 2‑13.  ISIS Network Connectivity map launched for an ISISNetwork object


IS-IS Containment
An object’s Containment view appears in a dialog box that organizes the information for the object into tab
pages and tables.


The intent of the Containment view is to allow users to examine detailed component topology of an
individual object. The Global Console retrieves the topology information from the Global Manager and
from the underlying Domain Managers. If an underlying Domain Manager is not attached to the console,
the console automatically establishes a connection to the Domain Manager by using the user’s login ID.


In a Network Protocol Manager for IS-IS deployment, the Global Console retrieves the Containment
topology information from the Global Manager, from Network Protocol Manager for IS-IS, and from
IP Availability Manager. As an example, if you want to examine the IS-IS interfaces or neighbor endpoints
of a router that is running an IS-IS service, you can do so by opening a Containment dialog box for the
router object. The console will retrieve the interface or endpoint topology information from the underlying
Network Protocol Manager for IS-IS application.
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Viewing IS-IS Containment
ISISNetwork Containment dialog shows a Containment dialog box for an IS-IS network object.


Figure 2‑14.  ISISNetwork Containment dialog


In a Containment view, different information is available for different types of objects.


Note   Containment is not available for user-defined groups and services.


Opening an IS-IS Containment dialog box
To obtain containment information about an individual IS-IS object, you can use any of the following
common methods to open a Containment dialog box for the object:


n In an IS-IS map tree, right-click the object and then select Containment.


n In an IS-IS map, right-click the object and then select Containment.


n In a Topology Browser Console, right-click the object and then select Containment.


n In a Notification Log Console, double-click a notification for the object and then click the Containment
button in the Notification Properties dialog box.


IS-IS Containment tab pages
The IS-IS tab pages that appear in a Containment view for an IS-IS object contain the topology
information listed in IS-IS classes and their Containment tab pages and associated attributes.


Note   Common tab pages, such as Connected Systems, that may appear in a Containment view for an
IS-IS object are not included in IS-IS classes and their Containment tab pages and associated attributes.
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Table 2‑5.  IS-IS classes and their Containment tab pages and associated attributes


Class name IS-IS tab name Attributes in tab page


ISISArea Attached ISIS Interfaces DisplayNameAdminStatusIfTypeIsPassive
ServiceTypeAreaIDSystemID


Attached ISIS Systems DisplayNameVendorModelDescriptionLoc
ation


ISIS Networks DisplayNameMaxRouterPriority


ISISNetwork ISIS Interface Configuration DisplayNameHelloIntervalMaxTransferUnit
NetmaskAreaIDSystemIDServiceType


ISISAdjacency


ISISNetwork


ISISService


UnitaryComputerSystem(Router,
for example)


ISIS Interfaces DisplayNameAdminStatusIfTypeAreaIDIs
PassiveSystemIDServiceType


ISISService ISIS Areas AreaID


ISISService


ISISAdjacency


UnitaryComputerSystem(Router,
for example)


ISIS Endpoints DisplayNameIfTypeNeighborDisplayName
NeighborStateNeighborIpAddressIfIndex


ISISAdjacency Connected ISIS Systems DisplayNameVendorModelDescriptionLoc
ation


IS-IS Containment use as a troubleshooting aid
The Containment view is an excellent aid for resolving IS-IS problems. As an example, to begin resolving
a misconfiguration problem for an IS-IS network, you would open the Containment dialog box for the
failed IS-IS network and click the IS-IS Interface Configuration tab to determine which IS-IS interface or
interfaces have the configuration problem.
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IS-IS Objects and their Failures 3
This chapter includes the following topics:


n Root-cause analysis


n Data model


n Summary of root-cause problems and events


n IS-IS object attributes, problems, and events


Root-cause analysis
Network Protocol Manager for IS-IS performs availability-based root-cause analysis of the discovered IS-
IS topology objects. It also relates physical-transport problems to the IS-IS objects, along the affected
data path, that are no longer accessible or suffer from lack of response or performance as a result of the
physical-transport problems.


When Network Protocol Manager for IS-IS detects an IS-IS failure, it checks for any physical-transport
problem from IP Availability Manager that might be causing the failure. If it finds such a problem,
Network Protocol Manager for IS-IS diagnoses the IS-IS failure as a symptom and exports the underlying
physical-transport problem and the IS-IS symptom to the Global Manager, as explained in Chapter 4 IS-
IS Cross-Domain Impact Correlation Analysis


If it does not find such a problem, Network Protocol Manager for IS-IS focuses its analysis on just the IS-
IS domain and performs the root-cause analysis described in this chapter.


Data model
Network Protocol Manager for IS-IS builds a data model of the discovered IS-IS topology objects in its
domain. The model, shown in IS-IS data model, represents the IS-IS objects and certain network objects
imported from IP Availability Manager, their relationships, and their connections.


The IS-IS objects are represented as instances of the following VMware Smart Assurance ICIM classes:


n ISISArea


n ISISService


n ISISNetwork


n ISISInterface
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n ISISNeighborEndpoint


n ISISAdjacency


The VMware Smart Assurance Network Protocol Manager Discovery Guide Supplement provides
more information about the IS-IS data model. The
VMware Smart Assurance Common Information Model (ICIM) 1.11 Reference for Non-Service
Assurance Manager Products provides descriptions of ICIM classes, relationships, and connections.


Figure 3‑1.  IS-IS data model


Summary of root-cause problems and events
Network Protocol Manager for IS-IS diagnoses root-cause problems and detects (computes) events from
status updates acquired in the following ways:


n By subscribing to IS-IS-relevant status updates from IP Availability Manager
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n By using SNMP and CLI polling to gather status information from the IS-IS-enabled devices


Network Protocol Manager for IS-IS correlates these events to diagnose root-cause problems.


Note   Events used as symptoms to diagnose a root-cause problem can also be perceived as impacts
that are caused by the problem.


The Global Manager imports:


n All problems that are diagnosed by Network Protocol Manager for IS-IS.


n Key events that are detected by Network Protocol Manager for IS-IS.


The root-cause problem notifications (one problem per notification) and the event notifications (one
event per notification) are displayed in the Global Console.


Root-cause problems
Root-cause problems diagnosed by Network Protocol Manager for IS-IS lists the root-cause problems that
are diagnosed by Network Protocol Manager for IS-IS. For each problem, Table 7 identifies the managed
object for which the problem is diagnosed, the condition for the problem, and the events that are
correlated by Network Protocol Manager for IS-IS to diagnose the problem.


Table 3‑1.  Root-cause problems diagnosed by Network Protocol Manager for IS-IS


Managed object Root cause Condition
Events (symptoms) of root cause
1


1**Interpret event entries as <object name>::<event name>.


ISISNetwork AreaIDMismatch Misconfiguration symptoms exist
on this IS-IS network.


ISISNetwork::AreaIDMismatchSympt
om


ISISAdjacency::NeighborStateAlarm


DuplicateSystemID Misconfiguration symptoms exist
on this IS-IS network.


ISISNetwork::DuplicateSystemIDSy
mptom


ISISAdjacency::NeighborStateAlarm


HelloIntervalMismatch Misconfiguration symptoms exist
on this IS-IS network.


ISISNetwork::HelloIntervalMismatch
Symptom


ISISAdjacency::NeighborStateAlarm


MTUMismatch Misconfiguration symptoms exist
on this IS-IS network.


ISISInterface::MTUMismatchSympto
m


ISISAdjacency::NeighborStateAlarm


NetmaskMismatch Misconfiguration symptoms exist
on this IS-IS network.


ISISInterface::NetmaskMismatchSy
mptom


ISISAdjacency::NeighborStateAlarm
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Table 3‑1.  Root-cause problems diagnosed by Network Protocol Manager for IS-IS
(Continued)


Managed object Root cause Condition
Events (symptoms) of root cause
1


ISISInterface Disabled This interface or its associated
physical interface is
administratively down (manually
disabled), and at least one IS-IS
adjacency on this interface is
reporting an improper state.


ISISInterface::DisabledAdminSympt
om


Down This interface is operationally
down when two or more IS-IS
adjacencies exist on this interface
and all of them are down.


ISISAdjacency::NeighborStateAlarm


All IS-IS adjacencies associated with
this interface have
NeighborStateAlarms.


ISISAdjacency Down This IS-IS link between
neighboring endpoints is down.


ISISAdjacency::NeighborStateAlarm


Events
Events detected by Network Protocol Manager for IS-IS lists the events that are detected by
Network Protocol Manager for IS-IS and used as symptoms to diagnose root-cause problems. For each
event, Table 8 identifies the managed object for the event, the condition that triggers the event, and
whether the event is imported by the Global Manager.


Table 3‑2.  Events detected by Network Protocol Manager for IS-IS


Managed object Event (symptom) Condition


1**Imported by the Global Manager.


2**Informational only, that is, this event is not used to diagnose IS-IS root-cause problems.


ISISNetwork AllRouterPrioritiesZero 1,2 No device on this broadcast or NBMA network has a
priority greater than 0.


AreaIDMismatchSymptom An area ID misconfiguration exists on neighboring
interfaces of this IS-IS network.


DuplicateSystemIDSymptom A duplicate system ID misconfiguration exists on
neighboring interfaces of this IS-IS network.


HelloIntervalMismatchSymptom A Hello interval misconfiguration exists on neighboring
interfaces of this IS-IS network.


ISISInterface DisabledAdminSymptom This IS-IS interface or its associated physical interface is
administratively down (manually disabled), and IS-IS
adjacencies exist on this interface.


MTUMismatchSymptom An MTU misconfiguration exists on this IS-IS interface,
propagated from IS-IS adjacencies associated with this
interface.


NetmaskMismatchSymptom A netmask misconfiguration exists on this IS-IS interface,
propagated from IS-IS adjacencies associated with this
interface.
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Table 3‑2.  Events detected by Network Protocol Manager for IS-IS (Continued)


Managed object Event (symptom) Condition


ISISAdjacency NeighborStateAlarm 1 One of the two neighbors for this IS-IS link is reporting an
improper neighbor state.


RedundancyGroup


(described in 
RedundancyGroup)


AllComponentsDown 1 None of the member objects in the IS-IS redundancy
group are responsive or operational.


AtRisk 1 Only one of the member objects in the IS-IS redundancy
group is responsive or operational.


ReducedRedundancy 1 Applies only to IS-IS redundancy groups that contain
three or more member objects: At least one member
object in the redundancy group is unresponsive or not
operational, but the number of responsive or operational
member objects is at least two.


IS-IS object attributes, problems, and events
The sections that follow describe key attributes, diagnosed problems, and detected events for the
following categories of IS-IS and redundancy group object types:


n ISISArea


n ISISService


n ISISNetwork


n ISISInterface


n ISISNeighborEndpoint


n ISISAdjacency


n RedundancyGroup


ISISArea
An IS-IS area is a group of contiguous IP subnets and attached hosts within an IS-IS domain. Level-1
(L1) routing is routing within an IS-IS area, while Level-2 (L2) routing is routing between IS-IS areas.


Note   An IS-IS domain, or autonomous system, is a collection of connected IS-IS areas.


Attributes for ISISArea
Attributes for ISISArea lists some key attributes for ISISArea.
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Table 3‑3.  Attributes for ISISArea


Attribute Description Allowed values


AreaID A variable number from 1 to 13 bytes that identifies the
area number for this IS-IS area. The first byte of the
area number is the authority and format indicator (AFI),
and the next 0-to-12 bytes are the assigned area
identifier.


Integer


ISISService
An IS-IS service is an IS-IS protocol process that is running on a device. An IS-IS service manages the
protocol exchanges with other IS-IS services.


Attributes for ISISService
Attributes for ISISService lists some key attributes for ISISService.


Table 3‑4.  Attributes for ISISService


Attribute Description Allowed values


AdminStatus Administrative status of the device on which this IS-IS
service is running.


Enum:
n UNKNOWN
n ENABLED
n DISABLED


AreaID A variable number from 1 to 13 bytes that identifies the
area number for the device on which this IS-IS service is
running.


Integer


ServiceType Routing capability of the device on which this IS-IS
service is running: Level-1 routing, Level-2 routing, or
Level-1 and Level-2 routing.


Enum:
n LEVEL_ONE
n LEVEL_TWO
n LEVEL_ONE_TWO


SystemID A 6-byte (48-bit) integer that uniquely identifies
throughout the entire IS-IS domain the device on which
this IS-IS service is running.


Integer


ISISNetwork
An IS-IS network is an IP network on which at least one interface is running an IS-IS service.


Attributes for ISISNetwork
Attributes for ISISNetwork lists some key attributes for ISISNetwork. Network Protocol Manager for IS-IS
uses these and other attributes to diagnose IS-IS network problems and to detect IS-IS network events.
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Table 3‑5.  Attributes for ISISNetwork


Attribute Description Allowed values


MaxRouterPriority Highest router priority of all devices connected to this IS-
IS network. In a multi-access network, the device that
has the highest router priority is elected the Designated
Intermediate System (DIS).


Integer


NetworkType Type of this IS-IS network. Enum:
n BROADCAST
n NBMA
n POINT_TO_POINT
n POINT_TO_MULTIPOINT


Root-cause problems for ISISNetwork
Root-cause problems for ISISNetwork lists the root-cause problems that are diagnosed for ISISNetwork.


Table 3‑6.  Root-cause problems for ISISNetwork


Problem 1 Description


1**Problems prevent adjacencies from forming on the affected interface(s).


AreaIDMismatch Area ID on at least one of the interfaces in this IS-IS network does not match the area ID
on the neighboring interfaces.


Note   If both endpoints of an IS-IS adjacency support Level-2 (L2) service, area IDs are
allowed to be different; in that case, no AreaIDMismatch is diagnosed.


DuplicateSystemID At least two neighboring interfaces in this IS-IS network have the same IS-IS system ID.


HelloIntervalMismatch Hello interval on at least one of the interfaces in this IS-IS network does not match the
Hello interval on the neighboring interface.


MTUMismatch Maximum transmission unit (MTU) on at least one of the interfaces in this IS-IS network
does not match the MTU on the neighboring interfaces.


NetmaskMismatch Netmask on at least one of the interfaces in this IS-IS network does not match the
netmask on the neighboring interfaces.


Events for ISISNetwork
Events for ISISNetwork lists the events that are detected for ISISNetwork.


Table 3‑7.  Events for ISISNetwork


Event Description


AllRouterPrioritiesZero All interfaces on this broadcast or NBMA network segment have their router priority
set to 0. This event prevents a DIS from being elected on this segment.


AreaIDMismatchSymptom An area ID misconfiguration exists on the neighboring interfaces of this IS-IS
network.


Note   If both endpoints of an IS-IS adjacency support Level-2 (L2) service, area
IDs are allowed to be different; in that case, no AreaIDMismatchSymptom is
detected.
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Table 3‑7.  Events for ISISNetwork (Continued)


Event Description


DuplicateSystemIDSymptom A duplicate system ID misconfiguration exists on the neighboring interfaces of this
IS-IS network.


HelloIntervalMismatchSymptom A Hello interval misconfiguration exists on the neighboring interfaces of this IS-IS
network.


ISISInterface
An IS-IS interface is a logical interface, associated with an underlying IP interface, that participates in the
IS-IS protocol exchange.


Attributes for ISISInterface
Attributes for ISISInterface lists some key attributes for ISISInterface. Network Protocol Manager for IS-IS
uses these and other attributes to diagnose IS-IS network and interface problems, and to detect IS-IS
interface events.


Table 3‑8.  Attributes for ISISInterface


Attribute Description Allowed values


AreaID A variable number from 1 to 13 bytes that identifies the
area number for the device for this IS-IS interface.


Integer


HelloInterval Length of time, in seconds, between the Hello packets that
the device sends on this IS-IS interface.


Integer


Must be the same for all devices
attached to a common network.


IfType Type of this IS-IS interface. Enum:
n BROADCAST
n NBMA
n POINT_TO_POINT
n POINT_TO_MULTIPOINT


IPAddress IP address of this IS-IS interface. String: IpAddress, an application-
wide type that represents a 32-bit
value


IsPassive True if this IS-IS interface is configured as passive. Boolean: true or false


MulticastForwarding Way in which multicasts are forwarded on this IS-IS
interface. Data link multicasting is not meaningful on NBMA
or point-to-point interfaces.


String:
n DISABLED
n BLOCKED
n MULTICAST
n UNICAST


PollInterval For this IS-IS interface, the larger time interval, in seconds,
between the Hello packets sent to an inactive NBMA
neighbor.


Integer
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Table 3‑8.  Attributes for ISISInterface (Continued)


Attribute Description Allowed values


RouterPriority Priority assigned to the device of this IS-IS interface, used
in multi-access networks for the DIS election algorithm.


Integer


0 signifies that the device is not
eligible to become the DIS on this
particular network segment. If the
devices on a network segment have
the same priority, the devices use
their system ID to determine the DIS.


SystemID A 6-byte (48-bit) integer that uniquely identifies throughout
the entire IS-IS domain the device on which this IS-IS
service is running.


String


TransitDelay Estimated number of seconds to transmit a link-state
update packet over this IS-IS interface.


Integer


Root-cause problems for ISISInterface
Root-cause problems for ISISInterface lists the root-cause problems that are diagnosed for ISISInterface.


Table 3‑9.  Root-cause problems for ISISInterface


Problem Description


Disabled This interface or its associated physical interface is administratively down (manually
disabled), and at least one IS-IS adjacency on this interface is reporting an improper state.
This problem prevents adjacencies from forming on this interface.


Down This interface is operationally down when two or more IS-IS adjacencies exist on this
interface and all of them are down.


To prevent Network Protocol Manager for IS-IS from issuing Disabled root-cause problems, you set the
AdminDownFlag parameter in the isis.conf file. The
VMware Smart Assurance Network Protocol Manager Configuration Guide provides directions on setting
this parameter.


Events for ISISInterface
Events for ISISInterface lists the events that are detected for ISISInterface.


Table 3‑10.  Events for ISISInterface


Event Description


DisabledAdminSymptom This interface or its associated physical interface is administratively down
(manually disabled).


MTUMismatchSymptom Maximum transmission unit (MTU) on this interface does not match the MTU on
the neighboring interfaces.


NetmaskMismatchSymptom Netmask on this interface does not match the netmask on the neighboring
interfaces.
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ISISNeighborEndpoint
An IS-IS neighbor endpoint is a type of service access point that is defined for each IS-IS interface on the
host device. An IS-IS neighbor endpoint is a logical object that holds the status of a single IS-IS
adjacency from the point of view of one of the IS-IS interfaces.


Attributes for ISISNeighborEndpoint
Attributes for ISISNeighborEndpoint lists some key attributes for ISISNeighborEndpoint.


Table 3‑11.  Attributes for ISISNeighborEndpoint


Attribute Description Allowed values


HelloSuppressed True if the Hello packets are being suppressed to the
neighbor for this IS-IS endpoint.


Boolean: true or false


IfType Type of this IS-IS endpoint. Enum:
n BROADCAST
n NBMA
n POINT_TO_POINT
n POINT_TO_MULTIPOINT


IsAdminDown True if the underlying IS-IS interface for this endpoint is
administratively down (manually disabled).


Boolean: true or false


IsPassive True if the underlying IS-IS interface for this endpoint is
configured as passive.


Boolean: true or false


NeighborIpAddress IP address of the neighboring device for this IS-IS
endpoint.


String: IpAddress, an application-
wide type that represents a 32-
bit value


NeighborState Current state of the adjacency for this IS-IS endpoint. String:
n UNKNOWN
n UP
n INIT
n DOWN
n FAILED


NeighborStateImproper True if the current state of the adjacency for this IS-IS
endpoint is not progressing to the two-way or full state
as appropriate.


Boolean: true or false


ISISAdjacency
An IS-IS adjacency is a link between two IS-IS neighbor endpoints. Each complete IS-IS adjacency
connects two IS-IS neighbor endpoints.
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Attributes for ISISAdjacency
The key attributes for ISISAdjacency are the same as those for ISISNeighborEndpoint, except that the
attribute names contain 1 or 2 to denote the attribute set for each of the two endpoints involved in the
adjacency. The Endpoint1DisplayName and Endpoint2DisplayName attributes identify the IS-IS endpoints
for the attribute sets. Attributes for ISISNeighborEndpoint provides a list of the key attributes for
ISISNeighborEndpoint.


Network Protocol Manager for IS-IS uses the two sets of ISISNeighborEndpoint attributes as well as other
attributes to diagnose IS-IS network, interface, and adjacency problems, and to detect IS-IS adjacency
events.


Root-cause problems for ISISAdjacency
The following root-cause problem is diagnosed for ISISAdjacency:


Down: This IS-IS adjacency is not progressing to the two-way or full state as appropriate, and no other
known problem in the IS-IS domain or the underlying physical-transport domain can explain this fact.
Thus, the adjacency failure itself is considered to be the root cause.


Events for ISISAdjacency
The following event is detected for ISISAdjacency:


NeighborStateAlarm: The neighbor for this IS-IS adjacency is reporting an improper neighbor state.


RedundancyGroup
Network Protocol Manager for IS-IS supports the creation and analysis of system redundancy groups.
Each group is composed of two or more routers and their interfaces.


By default, Network Protocol Manager for IS-IS does not create system redundancy groups. However, by
using discovery hook scripts, you can configure Network Protocol Manager for IS-IS to create system
redundancy groups after the initial discovery of the Network Protocol Manager for IS-IS routers.


The VMware Smart Assurance Network Protocol Manager Discovery Guide Supplement provides
information about using discovery hook scripts.


Events for a system redundancy group
Analysis and monitoring of a system redundancy group occur automatically when the redundancy group
is created and its member objects are inserted into the group. The state of the redundancy group is based
on the status of its member objects.


Events for a system redundancy group lists the events detected for a system redundancy group and
exported to the Global Manager as event notifications.
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Table 3‑12.  Events for a system redundancy group


Event Description


AllComponentsDown None of the member objects in the redundancy group are responsive or operational.


AtRisk The number of responsive or operational members in the redundancy group is less than or
equal to the AtRiskThreshold value (set to 1 by default) but is not zero.


Note   If the number of responsive or operational members is zero, an
AllComponentsDown event occurs.


For example, and assuming AtRiskThreshold = 1, the state of a three-member redundancy
group that has one responsive or operational member (and two unresponsive or non-
operational members) is AtRisk.


ReducedRedundancy The number of responsive or operational members in the redundancy group is greater
than the AtRiskThreshold value but is less than the total number of members in the
redundancy group.


For example, and assuming AtRiskThreshold = 1, the state of a three-member redundancy
group that has two responsive or operational members (and one unresponsive or non-
operational member) is ReducedRedundancy.


As shown in Table 18, the state of a redundancy group is based on the status of its member objects and
the value of the AtRiskThreshold attribute (set to 1 by default). If all members of a redundancy group are
responsive or operational, the state of the redundancy group is Normal.


Through impact analysis, Network Protocol Manager for IS-IS also links system redundancy group events
to root-cause problems received from IP Availability Manager.
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IS-IS Cross-Domain Impact
Correlation Analysis 4
This chapter includes the following topics:
n IS-IS impact analysis overview


n IS-IS impact analysis model


n IS-IS impact analysis examples


IS-IS impact analysis overview
IS-IS failures, or apparent failures, that are detected by Network Protocol Manager for IS-IS cannot be
analyzed in isolation. Rather, those failures must be correlated with the physical-transport failures that are
detected by IP Availability Manager in order to determine the root-cause problem that is underlying all
observed symptoms. Network Protocol Manager for IS-IS analyzes IS-IS and physical-transport failures to
determine whether an IS-IS failure is indeed a root-cause problem, or simply a symptom (impact) of an
underlying physical-transport root-cause problem.


When Network Protocol Manager for IS-IS detects an IS-IS failure, it checks for any physical-transport
problem that might be causing the failure. If it does not find such a problem,
Network Protocol Manager for IS-IS focuses its analysis on just the IS-IS domain and performs the root-
cause analysis described in Chapter 3 IS-IS Objects and their Failures


If it does find such a problem, Network Protocol Manager for IS-IS diagnoses the IS-IS failure as an
impact and exports the underlying physical-transport problem and the IS-IS failure to the Global Manager.
The Global Manager responds by adding the IS-IS failure as an impact of the underlying physical-
transport root-cause problem.


IS-IS and global impact analysis shows the flow of information between the components in a
Network Protocol Manager for IS-IS deployment to achieve IS-IS and global impact analysis.
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Figure 4‑1.  IS-IS and global impact analysis


Status updates received from IP Availability Manager identifies the IP Availability Manager status updates
to which Network Protocol Manager for IS-IS subscribes.


Table 4‑1.  Status updates received from IP Availability Manager


Object Problem-type status Event-type status


1**Indentation indicates class hierarchy.


2**Perceived as a problem-type status by Network Protocol Manager for IS-IS.


Card Down


NetworkAdapter   Interface 1   Port Disabled,


Down


NetworkConnection   Cable
1   TrunkCable


DownOrFlapping 2


UnitaryComputerSystem   Router
1   Switch   and so on


Unresponsive 2


Network Protocol Manager for IS-IS imports status information from IP Availability Manager through a
remote (proxy) accessor, as shown in Remote accessor operation for Network Protocol Manager for IS-
IS.
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Figure 4‑2.  Remote accessor operation for Network Protocol Manager for IS-IS


“Update object attributes” in Figure 17 corresponds to “Status updates” in IS-IS and global impact
analysis and in Status updates received from IP Availability Manager. Status updates represent changes
to problem-type and event-type instrumentation attribute values.


Adding IP Availability Manager as a source to Network Protocol Manager for IS-IS causes
Network Protocol Manager for IS-IS to import topology and status from the IP Availability Manager. The
VMware Smart Assurance Network Protocol Manager Discovery Guide Supplement provides the
instructions for completing this task.


IS-IS impact analysis model
Network Manager Protocol view of its managed IS-IS topology demonstrates how
Network Protocol Manager for IS-IS models (represents) its managed IS-IS topology. The underlying
physical-transport objects in the model, shown as white rectangles, are managed by
IP Availability Manager. As such, Network Protocol Manager for IS-IS receives the status of these objects
from IP Availability Manager.
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Figure 4‑3.  Network Manager Protocol view of its managed IS-IS topology


Not all of the underlying physical-transport objects that are understood by
Network Protocol Manager for IS-IS are shown in Figure 18. For example,
Network Protocol Manager for IS-IS also understands Cable and TrunkCable objects. In addition, the
network cloud in Figure 18 represents various types of connections between the two physical interfaces
that are underlying the IS-IS adjacency, including connections between ports on intermediate switches.


IS-IS impact analysis examples
The examples that follow show how Network Protocol Manager for IS-IS uses the relationships between
the IS-IS objects and the underlying physical-transport objects to perform IS-IS impact analysis. In
addition, the examples show how the Global Manager picks up where
Network Protocol Manager for IS-IS leaves off to perform global impact analysis.


Keep the following information in mind when reading these examples:


n A router has multiple physical interfaces.


n A physical interface may have multiple IS-IS interfaces.


n An IS-IS interface has one and only one IS-IS neighbor endpoint.
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n An IS-IS neighbor endpoint may have multiple IS-IS adjacencies.


Example of physical interface disabled
In this example, a physical interface on a router that is running an IS-IS service is administratively down
(manually disabled). The example assumes that the physical interface supports one IS-IS interface and
one IS-IS adjacency.


In this example, IP Availability Manager:


n Diagnoses an Interface Disabled problem.


n Generates a NetworkConnection DownOrFlapping event as an impact of the Interface Disabled
problem.


n Exports the Interface Disabled problem and the NetworkConnection DownOrFlapping event to the
Global Manager.


n Exports an Interface Disabled problem-type status and a NetworkConnection DownOrFlapping event-
type status to Network Protocol Manager for IS-IS.


Network Protocol Manager for IS-IS:


n Receives the Interface Disabled problem-type status and the NetworkConnection DownOrFlapping
event-type status from IP Availability Manager.


n Detects an alarming IS-IS adjacency for which the Interface Disabled problem-type status is
associated with one of the physical interfaces that is underlying the alarming IS-IS adjacency.


Network Protocol Manager for IS-IS then:


n Generates an ISISAdjacency NeighborStateAlarm event.


n Generates an Interface Disabled problem.


n Correlates the ISISAdjacency NeighborStateAlarm event with the Interface Disabled problem and
marks the event as an impact of the problem.


n Exports the Interface Disabled problem and the ISISAdjacency NeighborStateAlarm event to the
Global Manager.


The Global Manager:


n Receives the Interface Disabled problem and the NetworkConnection DownOrFlapping event from
IP Availability Manager.


n Receives the Interface Disabled problem and the ISISAdjacency NeighborStateAlarm event from
Network Protocol Manager for IS-IS.


n Combines the Interface Disabled problem from both IP Availability Manager and
Network Protocol Manager for IS-IS to form one notification that has two sources.


n Associates the NetworkConnection DownOrFlapping notification from IP Availability Manager as an
impact of the Interface Disabled notification.
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n Associates the ISISAdjacency NeighborStateAlarm notification from
Network Protocol Manager for IS-IS as an impact of the Interface Disabled notification.


What follows is a summary of the notifications that are created for the Interface Disabled problem,
followed by a display in Notification Properties dialog box that shows an Interface Disabled problem
that shows how the Global Manager associates the network and IS-IS events as impacts of the
Interface Disabled problem:


n IP Availability Manager events:


n Problem: Interface Disabled


n Event (impact): NetworkConnection DownOrFlapping


n Network Protocol Manager for IS-IS events:


n Problem: Interface Disabled


n Event (impact): ISISAdjacency NeighborStateAlarm


n Global Manager notifications:


n Root cause: Interface Disabled


n Impacts: NetworkConnection DownOrFlapping and


n      ISISAdjacency NeighborStateAlarm


Figure 4‑4.  Notification Properties dialog box that shows an Interface Disabled problem


Chapter 2 Viewing IS-IS Analysis Results and Topology provides instructions on viewing detailed
notification information.


Example of router down
In this example, a router that is running an IS-IS service goes down. The example assumes that the
device has multiple physical interfaces that have multiple IS-IS interfaces, which means that the device
supports multiple IS-IS adjacencies.


In this example, IP Availability Manager:


n Diagnoses a Router Down problem.


n Generates multiple Router Unresponsive events as impacts of the Router Down problem.


n Generates a NetworkConnection DownOrFlapping event as an impact of the Router Down problem.


n Exports the Router Down problem, the multiple Router Unresponsive events, and the
NetworkConnection DownOrFlapping event to the Global Manager.


n Exports multiple NetworkConnection DownOrFlapping event-type statuses and a NetworkConnection
DownOrFlapping event-type status to Network Protocol Manager for IS-IS.


Network Protocol Manager for IS-IS:
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n Receives the multiple Router Unresponsive event-type statuses from IP Availability Manager.


n Receives the NetworkConnection DownOrFlapping event-type status from IP Availability Manager.


n Detects alarming IS-IS adjacencies for which the Router Unresponsive event-type statuses are
associated with the physical interfaces that are underlying the alarming IS-IS adjacencies.


As indicated in Example of router down, Network Protocol Manager for IS-IS perceives the Router
Unresponsive event-type status as a problem-type status.


Network Protocol Manager for IS-IS then:


n Generates multiple ISISAdjacency NeighborStateAlarm events.


n Generates multiple Router Unresponsive problems.


n Correlates each ISISAdjacency NeighborStateAlarm event with the associated Router Unresponsive
problem and marks the event as an impact of the problem.


n Exports the Router Unresponsive problems and the ISISAdjacency NeighborStateAlarm events to the
Global Manager.


The Global Manager:


n Receives the Router Down problem and the Router Unresponsive and NetworkConnection
DownOrFlapping events from IP Availability Manager.


n Receives the Router Unresponsive problems and the ISISAdjacency NeighborStateAlarm events
from Network Protocol Manager for IS-IS.


n Combines each Router Unresponsive event from IP Availability Manager with the identical Router
Unresponsive problem from Network Protocol Manager for IS-IS to form one notification that has two
sources.


n Associates the multiple Router Unresponsive notifications as impacts of the Router Down notification.


n Associates the multiple ISISAdjacency NeighborStateAlarm notifications from
Network Protocol Manager for IS-IS as impacts of the Router Down notification.


n Associates the NetworkConnection DownOrFlapping notification from IP Availability Manager as an
impact of the Router Down notification.


What follows is a summary of the notifications that are created for the Router Down problem, followed
by a display in Notification Properties dialog box that shows a Router Down problem that shows how
the Global Manager associates the network and IS-IS events as impacts of the Router Down
problem:


n IP Availability Manager events:


n Problem: Router Down


n Event (impact): Router Unresponsive, Router Unresponsive, ...


n      NetworkConnection DownOrFlapping


n Network Protocol Manager for IS-IS events:
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n Problem: Router Unresponsive, Router Unresponsive, ...


n Event (impact): ISISAdjacency NeighborStateAlarm,


n      ISISAdjacency NeighborStateAlarm, ...


n Global Manager notifications:


n Root cause: Router Down


n Impacts: Router Unresponsive, Router Unresponsive, ...,


n      NetworkConnection DownOrFlapping, ISISAdjacency NeighborStateAlarm,


n      ISISAdjacency NeighborStateAlarm, ...


Figure 4‑5.  Notification Properties dialog box that shows a Router Down problem


Chapter 2 Viewing IS-IS Analysis Results and Topology provides instructions on viewing detailed
notification information.
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IS-IS Terminology 5
IS-IS terms and concepts
The terms and concepts presented in this appendix should prove helpful in understanding the IS-IS
domain discovered and monitored by Network Protocol Manager for IS-IS.


Begin by examining Interior gateway protocol and exterior gateway protocol links and IS-IS areas within
an IS-IS domain:


Figure 5‑1.  Interior gateway protocol and exterior gateway protocol links
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Figure 5‑2.  IS-IS areas within an IS-IS domain


The links between the routers within an independent network, or autonomous system (AS), are referred to
as Interior Gateway Protocol (IGP) links. The links between routers in different autonomous systems are
referred to as Exterior Gateway Protocol (EGP) links.


IS-IS is an IGP.


n AS


Autonomous system. A collection of networks, or more precisely, the routers joining those networks,
that are under the same administrative authority and that share a common routing strategy. (Also, see
IS-IS domain.)


n CIDR


Classless Inter-Domain Routing. The standard format for designating an IP subnet. CIDR replaces
the original class A, B, and C Internet-address routing scheme with an address scheme that allows a
single IPv4 address to designate many unique addresses. A CIDR address is identified by an IP
prefix and subnet mask; for example, 192.168.0.0/16. CIDR is described in RFC 1519.


n CLNP


Connectionless Network Protocol. An ISO network-layer datagram protocol, which is defined in RFC
1561, that provides fundamentally the same underlying service to a transport layer (Layer 4) as IP.
CLNP may be used between network entities in end systems (hosts), between network entities in
intermediate systems (routers), or between network entities in end and intermediate systems.


CLNP uses OSI NSAP addresses and NETs to identify network-layer services and devices.


n CLNS


Connectionless Network Service. An ISO network-layer service that does not require a circuit to be
established before data is transmitted. CLNS divides messages into packets and routes each packet
to its destination independently of any other packet.


Three network-layer protocols work together to deliver CLNS:


n CLNP


VMware Smart Assurance Network Protocol Manager for IS-IS User Guide


VMware, Inc.  49







n ES-IS


n IS-IS


n DIS


Designated Intermediate System. An IS-IS router elected on a broadcast (multiaccess) network
segment to flood routing updates. The DIS creates a logical router called a pseudonode, and each
router on the broadcast network forms an adjacency to the pseudonode and to each other. On behalf
of the pseudonode, the DIS generates one advertisement for the entire broadcast network (LAN). In
addition, the DIS ensures that all routers on the LAN maintain synchronized databases—maintain
identical views of the area topology—by broadcasting periodic link-state database updates to the
routers.


Separate DISs are elected for L1 and L2 routing. Election of the DIS is based on the highest interface
priority. In case of a tie, the router with the highest SPNA address (MAC address, for example) for the
interface is elected the DIS. No backup DIS is elected (exists) for L1 or L2 routing.


n EGP


Exterior Gateway Protocol. A routing protocol used to exchange routing information among two
routers in a network of autonomous systems. An EGP protocol maintains routes between
autonomous systems.


n ES


End System. In ISO terminology, a workstation or network host that has limited routing capability.


n ES-IS


End System to Intermediate System. An OSI protocol that defines how end systems (hosts) and
intermediate systems (routers) discover each other in a pure ISO environment, such as the
environment implemented in Digital’s DECnet Phase V networking architecture. The host-to-router
connections are made by forming adjacencies between the ES and the IS.


In an IP environment, instead of participating in the ES-IS protocol, IP hosts rely on the address
resolution protocol (ARP) for Layer 3 to Layer 2 address resolution to determine the Layer 2
addresses of LAN-connected hosts and the IP default gateway. Similarly, IP routers that are running
the IS-IS routing protocol use ARP to locate IP hosts on directly connected segments.


n IGP


Interior Gateway Protocol. A routing protocol used to calculate routes and exchange routing
information among routers within an autonomous system.


n IOS


Internet Operating System. The operating system used by Cisco routers.
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n IS


Intermediate System. In ISO terminology, an intermediate system is a router: A network device that
has extensive packet-forwarding capabilities and whose role is to relay data between user
applications that are running on distantly located end systems (hosts). I ntermediate refers to the
capabilities of routers as intermediate forwarding or relay devices.


n IS-IS


Intermediate System to Intermediate System. An OSI interior gateway protocol, which is defined in
ISO 10589, that is designed to distribute routing information within an autonomous system. IS-IS is a
link-state hierarchical routing protocol in which intermediate systems (routers) exchange routing
information based on a single metric to determine network topology.


IS-IS supports CIDR and VLSM and uses a two-level hierarchy, L1 and L2, for controlling distribution
of routing information within IS-IS areas (L1 routing) and between IS-IS areas (L2 routing). IS-IS uses
the Dijkstra algorithm for route calculations.


Although originally developed to route CLNP packets in ISO CLNP networks, IS-IS is now more often
used to route IP packets in IP networks. The IPv4 implementation of IS-IS, called Integrated or Dual
IS-IS and defined in draft-ietf-isis-wg-mib-16.txt, is the implementation that
Network Protocol Manager for IS-IS discovers and monitors.


n IS-IS adjacency


A link between IS-IS neighbors. An IS-IS adjacency, also known as an IS-IS neighbor adjacency or an
IS-IS neighbor relationship, is the next step after IS-IS routers become neighbors. The type of
adjacency formed depends on the parameters exchanged in the IS-IS Hello packets.


Routers in the same area must be able to form at least an L1 adjacency, regardless of the type of
interconnecting links: Point-to-point or broadcast. On Cisco routers, the default mode of operation for
routers in the same IS-IS area is to form both L1 and L2 adjacencies. Routers that belong to different
areas can form only L2 adjacencies.


For an IS-IS adjacency on a broadcast link, each of the two routers forming the adjacency runs the
DIS election process to determine whether it is eligible to be an L1 or L2 DIS on the broadcast
network (LAN).


n IS-IS area


A group of joining IS-IS networks and attached end systems (hosts) specified by a network
administrator or manager. IS-IS areas provide a manageable hierarchy within an IS-IS domain.


Note   All IS-IS areas are stubs, which means that no routes external to the IS-IS domain are
advertised into the areas. Routing from a stub area to the outside world is based on a default route.


n IS-IS domain


A collection of connected IS-IS areas and is synonymous to an autonomous system. An IS-IS domain
provides full connectivity to all end systems (hosts) within it.
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An IS-IS domain makes use of two-level hierarchical routing to control distribution of routing
information within and between its IS-IS areas. L1 routing is routing within an IS-IS area, and L2
routing is routing between IS-IS areas.


Note   IS-IS area boundaries are on the links between routers (unlike the OSPF routing protocol,
where the area boundaries are within routers), which means that area membership is assigned to a
router as a whole.


n IS-IS interface


A link between an IS-IS router and a network. The state of an IS-IS interface is a description of the
interface and its relationship to its neighboring routers. One or more router adjacencies may develop
over an interface.


n IS-IS neighbors


IS-IS routers that share a common segment become neighbors on that segment. Neighbors are
elected through the Hello protocol. Two-way communication exists between each pair of neighbors.


n IS-IS network


Interconnected routers, on the same IP subnet, that are running IS-IS services. Only two types of
subnets (or links) in an IS-IS network are of practical significance in current applications of the IS-IS
protocol: Point-to-point subnets (such as ATM permanent or switched virtual circuits) and broadcast
subnets (such as LAN media with broadcast capabilities—Ethernet, for example).


n IS-IS router


A router that is running an IS-IS service.


n IS-IS service


An instance of the IS-IS routing protocol that is running in memory.


n ISO


International Organization for Standardization. An international standards organization that develops
manufacturing and performance standards for a wide variety of industries.


n L1 routing


Level-1 routing. Controls distribution of routing information within an IS-IS area. L1 routing is based
on system ID.


L1 routing can occur between two routers that are configured as L1 routers, between two routers that
are configured as L1/L2 routers, or between a router that is configured as an L1 router and a router
that is configured as an L1/L2 router. An L1 router maintains a database of all routers within the area
and tags L1/L2 routers for use as default routes. An L1/L2 router maintains two separate databases:
An L1 database for intra-area routing and an L2 database for inter-area routing. It also advertises a
default route into its area.


Any traffic bound for another area is sent to a router that performs L2 routing.
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n L2 routing


Level-2 routing. Controls distribution of routing information between IS-IS areas. L2 routing is based
on area ID.


L2 routing can occur between two routers that are configured as L1/L2 routers, between two routers
that are configured as L2 routers, or between a router that is configured as an L2 router and a router
that is configured as an L1/L2 router. An L2 router maintains a database of all the areas in the IS-IS
domain and the closest next-hop L2 or L1/L2 router for each area.


L2-capable routers compose the IS-IS backbone and can reside in any area. There must be an
unbroken chain of L1/L2 or L2 routers in order for the backbone to function.


n LSP


Link-State PDU—Portable Data Unit. When a network link changes state (up to down, or vice versa)
in an IS-IS network, the change is flooded throughout the network as an LSP, which is a packet in
itself without other headers. All the routers note the change and recompute their routes accordingly.


n MTTR


Mean Time To Repair. The average time to repair/restore a failed machine or system to an acceptable
operating condition.


n MTU


Maximum transmission unit. A setting that controls the maximum IP packet size that a PC will send.


n Multi-access segment


A network supporting three or more routers. A network segment is part of an Ethernet or other
network on which all message traffic is common to all nodes, that is, a message is broadcast from
one node on the segment and received by all others on the segment.


n NBMA


Non-Broadcast Multiple Access. A network without broadcast capabilities, but where all interfaces on
the network are fully meshed (connected); for example, a fully meshed Frame Relay cloud.


n NET


Network Entity Title. A CLNS address that identifies a network-layer entity in an end system (host) or
intermediate system (router). NETs are allocated from the same name space as NSAP addresses,
and the determination of whether an address is an NSAP address or a NET depends on the context
in which the address is interpreted.


The NET format has three main components:


<AreaID>.<SystemID>.<N-selector>


where:


<AreaID> = a variable-length area address (1 to 13 bytes).


<SystemID> = a 6-byte identifier that is unique throughout each IS-IS area (L1)


     and throughout the IS-IS backbone (L2).
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<N-selector> = a 1-byte value that is always 00.


Note   Because Integrated IS-IS uses a NET address to identify the router, the shortest path first
calculations are based on system ID and area ID, not IP subnet.


n NSAP


Network Service Access Point. A CLNS address that identifies a network-layer service. An OSI NSAP
is the point at which an OSI network-layer (Layer 3) service is made available to a transport layer
(Layer 4) entity.


The OSI NSAP format has four main components:


<DomainID>.<AreaID>.<SystemID>.<N-selector>


where:


<DomainID> = a variable-length domain address (1 to 11 bytes).


<AreaID> = a variable-length area address (1 to 13 bytes).


<SystemID> = a 6-byte identifier that is unique throughout each IS-IS area (L1)


     and throughout the IS-IS backbone (L2).


<N-selector> = any 1-byte value other than 00.


n OSI


Open Systems Interconnection. A standard description or reference model for how messages should
be transmitted between any two points in a telecommunication network.


n Pseudonode


In IS-IS, a logical node emulating a broadcast link. The pseudonode role is played by an elected DIS.


n SNPA


Subnetwork point of attachment. An interface that attaches to a subnet.


The SNPA address refers to a data-link address, and would be the Media Access Control (MAC)
address for an Ethernet network, the X.25 address for an X.25 network, or the Data Link Connection
Identifier (DLCI) for a Frame Relay network.


n SSH (or SSH1)


Secure Shell. A command line interface used to securely log in to and access commands on a remote
computer. SSH provides strong authentication and secure encrypted communications over an
unsecure channel.


n SSH2


Secure Shell version 2. A version of SSH that is a more secure, efficient, and portable than SSH1.
Note that the SSH1 and SSH2 protocols are not compatible with one another.
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n Telnet


A command line interface used to log in to and access commands on a remote computer. Telnet does
not use secure (encrypted) transmissions.


n TLV


Type, length, and value. TLVs are blocks of specific routing-related information in IS-IS packets.


n VLSM


Variable length subnet mask. The extension of standard IP classful masks (A, B, and C) to include
subnets. Routing protocols (such as EIGRP, IS-IS, and OSPF) that carry the subnet mask within their
route updates are able to recognize subnets and forward datagrams within networks that have been
subnetted.
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IS-IS Topology Naming
Conventions 6
This chapter includes the following topics:
n DisplayName and Name attributes


n Naming convention for IS-IS objects


DisplayName and Name attributes
Each IS-IS object has a unique name, which is defined by the DisplayName and Name attributes for the
object as shown in DisplayName and Name attributes for an IS-IS object.


Figure 6‑1.  DisplayName and Name attributes for an IS-IS object


The name specified in the DisplayName attribute is the name of the object displayed in the
Global Console, while the name specified in the Name attribute is the name of the object as known in the
Domain Manager’s repository.
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The DisplayName and Name attributes of a network object are viewable through a Topology Browser
Console attached to the Global Manager or to Network Protocol Manager for IS-IS.


Note   To launch a Topology Browser Console from the Global Console, select


File > New > Topology Browser Console.


The name specified in an object’s DisplayName attribute also appears in the Name attribute of a
notification involving that object. Notifications are imported by the Global Manager and displayed in the
Notification Log Console.


Naming convention for IS-IS objects
To name a discovered IS-IS object, Network Protocol Manager for IS-IS uses the appropriate naming
format in Naming formats for discovered IS-IS objects to assign the object a unique name. It then
populates the object’s Name and DisplayName attributes with that name.


Table 6‑1.  Naming formats for discovered IS-IS objects


Class Naming format


1**This object type is not imported by the Global Manager.


ISISArea Name:ISIS-AREA-<area number>


An area number consists of an authority and format indicator (AFI) (38 in the following example)
plus an area identifier (0008 in the following example).


For example:ISIS-AREA-380008


DisplayName:<same as Name>


ISISService Name:ISIS-SVC-<host device name>


For example:ISIS-SVC-dev-MPLSp9


DisplayName:<same as Name>


ISISNetwork Name:ISIS-NET-<IP network address>-<netmask value>


For example:ISIS-NET-10.9.252.0-255.255.252.0


DisplayName:<same as Name>


ISISInterface 1 Name:ISIS-IF-<host device name>/<interface key>


For example:ISIS-IF-qa-vpls1/3


DisplayName:ISIS-IF-<host device name>/<interface key> [<interface device identifier>]


     [<interface IP address>] [<comment (optional)>]


For example:ISIS-IF-qa-vpls1/3 [Fa1/0] [172.21.1.2] [to qa-MPLSp1]


ISISNeighborEndpoint 1 Name:ISIS-EP-ISIS-IF-<host device name>/<interface key>--><neighbor interface IP address>


For example:ISIS-EP-ISIS-IF-qa-vpls1/3-->172.21.1.1


DisplayName:ISIS-EP-ISIS-IF-<host device name>/<interface key> [<interface device identifier>]
     [<interface IP address>] [<comment (optional)]--><neighbor interface IP address>


For example:ISIS-EP-ISIS-IF-qa-vpls1/3 [Fa1/0] [172.21.1.2] [to qa-MPLSp1]-->172.21.1.1
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Table 6‑1.  Naming formats for discovered IS-IS objects (Continued)


Class Naming format


ISISAdjacency Name:ISIS-ADJ-<host device name>/<neighbor interface IP address on remote device>    <--
><remote device name>/<neighbor interface IP address on local device>


For example:ISIS-ADJ-qa-mplsp1/172.21.1.2<-->qa-vpls1/172.21.1.1


Stub Name:ISIS-ADJ-<host device name>/<neighbor interface IP address on remote device>


For example:ISIS-ADJ-dev-MPLSp9/172.9.7.2


DisplayName:<same as Name>


Stub DisplayName:<same as Stub Name>
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Overview 1
This chapter includes the following topics:


n Product contents


n Product and version compatibility


n Installation tasks overview


n Upgrade tasks overview


n Migration tasks overview


n Uninstallation tasks overview


Product contents
This document provides installation, upgrade, migration, and uninstallation procedures for:


n VMware Smart Assurance Service Assurance Manager


n VMware Smart Assurance IP Manager


n VMware Smart Assurance MPLS Management Suite


n VMware Smart Assurance Server Manager


n VMware Smart Assurance Network Protocol Management Suite


The VMware Smart Assurance Service Assurance Manager includes the following products:


n Service Assurance Manager


The Service Assurance Manager product includes the following components:


n Global Manager


n VMware Smart Assurance Broker


n VMware Smart Assurance MBIM — Maintenance and Business Impact Manager Server


n Generic notification adapters such as Log File, SNMP Trap, Script, and email


n EMC Data Access API


n Smarts Foundation EMC Data Access API (Smarts EDAA)
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n Alert EMC Data Access API (EDAA)


n VMware Smart Assurance Data Web Applications (Tomcat)


n VMware Smart Assurance Notification Exchange (Rabbit MQ)


n VMware Smart Assurance Notification Cache (ElasticSearch)


Note   Some components, such as Business Impact Manager, require licensing.


n Global Console


The Global Console product is the graphical interface for all VMware Smart Assurance products.


Global Console functionality can also be deployed as a Web Console or a Business Dashboard.


n Adapter Platform


The SAM Adapter Platform product provides functionality to import and normalize topology and
events from outside the VMware Smart Assurance domain.


n Syslog Adapter


The Syslog Adapter product reads and processes system log (Syslog) messages. It requires the SAM
Adapter Platform.


n Smarts Notification Module


The Smarts Notification Module (NOTIF) augments VMware Smart Assurance solutions with event
management features that are configured through a graphical user interface (the Smarts NOTIF
Editor). Smarts NOTIF enables the user to easily optimize the flow of events and notifications sent
through any VMware Smart Assurance system. Smarts NOTIF can be installed on either the SAM
server or Adapter Platform server, or both. The internal event and notification processing features of
the standard SAM Adapter Platform are replaced by Smarts NOTIF.


Note   Smarts NOTIF functionality and architecture is discussed in the VMware Smart Assurance
Notification Module User Guide.


n Smarts Notification Module Cisco Syslog Processing Adapter


The Smarts Notification Module Cisco Syslog Processing Adapter (referred to as the Smarts NOTIF
Cisco Syslog Adapter) replaces the log file processing features of the standard Syslog Adapter. The
Smarts NOTIF Cisco Syslog Adapter processes the log file information into useful notifications with or
without the use of ASL scripts.


Note   The VMware Smart Assurance Notification Module Cisco Syslog Processing Adapter
Installation and User Guide provides additional information on this adapter.


n SNMP Trap Adapter


The SNMP Trap Adapter product reads SNMP traps and forwards traps to any
VMware Smart Assurance application. It requires the SAM Adapter Platform.
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n XML Adapter


The XML Adapter product imports and exports topology from any VMware Smart Assurance
application.


The VMware Smart Assurance IP Manager includes the following products:


n IP Availability Manager


n IP Performance Manager


n IP Server Performance Manager


n IP Availability Manager Extension for NAS


The VMware Smart Assurance MPLS Management Suite includes the following products:


n VMware Smart Assurance MPLS Manager is composed of three servers:


n MPLS Topology Server


n MPLS Monitoring Server


n MPLS Analysis Server


n MPLS VPN-Tagging Server


The VMware Smart Assurance Network Protocol Management Suite includes the following products:


n VMware Smart Assurance Network Protocol Manager for BGP


n VMware Smart Assurance Network Protocol Manager for EIGRP


n VMware Smart Assurance Network Protocol Manager for IS-IS


n VMware Smart Assurance Network Protocol Manager for OSPF


The VMware Smart Assurance Server Manager includes the Server Manager software.


Installation directory structure
The installation directory structure is shown in Installation directory structure. All
VMware Smart Assurance products use the same basic installation directory structure.


In Installation directory structure, notice that:


n BASEDIR, which is not an environment variable, is used in documentation to represent the top-level
directory structure of an VMware Smart Assurance product software installation.


For UNIX, this location is /opt/InCharge/<product>.


BASEDIR represents:


n For MPLS Management Suite —<installation_root_directory>/MPLS


n For IP Manager — <installation_root_directory>/IP


n For Service Assurance Manager — <installation_root_directory>/SAM


n For Server Manager — <installation_root_directory>/ESM


VMware Smart Assurance Installation Guide for SAM, IP, ESM, MPLS, and NPM Managers


VMware, Inc.  8







n For Network Protocol Management Suite — <installation_root_directory>/NPM


By default, VMware Smart Assurance software is installed to BASEDIR/smarts.


Optionally, you can specify the root of BASEDIR to be something different, but you cannot
change the <product> location under the root directory.


n The VMware Smart Assurance sm_edit utility ensures that modified files are always saved to the
appropriate local area and that base (original) copies of the files remain unchanged. Chapter 10 The
sm_edit utility provides additional information.


The VMware Smart Assurance System Administration Guide provides detailed information about the
directory structure for VMware Smart Assurance software and the sm_edit utility.


Figure 1‑1.  


Product and version compatibility
The VMware Smart Assurance Support Matrix provides information about the products and the
compatible versions of the VMware Smart Assurance products.
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Installation tasks overview
To install VMware Smart Assurance Service Assurance Manager, IP Manager, MPLS Management Suite,
Server Manager, or the Network Protocol Management Suite, you need to meet the requirements or
perform the tasks that are listed in Installation requirements and tasks.


Note   To install additional components to an existing installation, you can perform an installation or an
upgrade.


Before you install


The Broker license host should be installed, configured, and
operating.


VMware Smart Assurance System Administration Guide


The Global Console, Global Manager, and Service Assurance
products should be installed, configured, and licensed.


VMware Smart Assurance Installation Guide


IP Manager should be installed, configured, and licensed. After
IP Manager is installed, you can install or upgrade other
Smarts products.


VMware Smart Assurance Installation Guide for SAM, IP, ESM,
MPLS, and NPM.


Review the important release issues for the product being
installed.


VMware Smart Assurance Release Note


Determine if the products are supported on your platform. VMware Smart Assurance Support Matrix


Review the patch requirements for your operating system. VMware Smart Assurance Support Matrix


Determine if your system meets the hardware requirements. VMware Smart Assurance Support Matrix


Installation method


Install the product. Select one of the following installation methods:
n Install using CLI mode
n Install using Unattended mode


After you install


If your product is part of a deployment that requires the Federal
Information Processing Standard (FIPS) Publication 140-2, a
U.S. government computer security standard governing
cryptographic modules, perform the procedure to enable
products in FIPS mode.


Support for FIPS 140-2 for Smart Assurance products


If you installed the products as services, start them for the first
time.


n Starting services on UNIX
n Start programs


Verify the current state of the products and the Broker. Verify the product status


Optional task:


After modifying your configuration files on one installation, you
can use the deployment utility to create a deployment package
of your configuration changes and deploy the package on other
installations.


Deployment utility overview
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Upgrade tasks overview
To upgrade, you need to meet the requirements or perform the tasks that are listed in Upgrade installation
requirements and tasks.


Before you upgrade


Review the release notes for important issues. VMware Smart Assurance Release Note


Determine if the products are supported for your platform. VMware Smart Assurance Support Matrix


Determine if your system meets the hardware requirements. VMware Smart Assurance Support Matrix


Upgrade installation


Upgrade the products in the following order:


1 Top-most SAM server


2 An Aggregation SAM server if it is a hierarchical SAM
deployment.


3 IP Manager.


4 Any order: Server Manager, MPLS Manager, and Network
Protocol Manager.


n For VMware Smart Assurance products: Chapter 5
Performing an Upgrade


After you install


Evaluate your custom code and review the tools for restoring
user customization.


Custom file migration use cases


If your product is part of a deployment that requires the Federal
Information Processing Standard (FIPS) Publication 140-2, a
U.S. government computer security standard governing
cryptographic modules, perform the procedure to upgrade
products in FIPS mode.


Upgrading Smart Assurance products in FIPS mode


If you installed the products as services, start them for the first
time.


n Starting services on UNIX
n Start programs


Verify the current state of the products and the Broker. Verify the product status


(Optional) After performing an upgrade and modifying your
configuration files on one installation, you can use the
deployment utility to create a deployment package of your
configuration changes and deploy the package on other
installations. After deploying the package on other installations,
you do not have to run the migrate utility to merge your
customizations.


“Deployment utility overview” on page 97


Migration tasks overview
To migrate to Version 10.0.0, you need to meet the requirements or perform the tasks that are listed in 
Migration requirements and tasks.


Before you migrate


Review the release notes for important issues. VMware Smart Assurance Release Note
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Determine if the products are supported for your platform. VMware Smart Assurance Support Matrix


Determine if your system meets the hardware requirements. VMware Smart Assurance Support Matrix


Installation and migration


Perform the migration in the following order:


1 Top-most SAM server


2 An Aggregation SAM server if it is a hierarchical SAM
deployment.


3 IP Manager.


4 Any order: Server Manager, MPLS Manager, and Network
Protocol Manager.


n For VMware Smart Assurance products: Chapter 6
Performing a Migration.


After you install


Evaluate your custom code and review the tools for restoring
user customization.


Custom file migration use cases


If you installed the products as services, start them for the first
time.


n Starting services on UNIX
n Start programs


Verify the current state of the products and the Broker. Verify the product status


(Optional) After performing a migration and modifying your
configuration files on one installation, you can use the
deployment utility to create a deployment package of your
configuration changes and deploy the package on other
installations. After deploying the package on other installations,
you do not have to run the migrate utility to merge your
customizations.


“Deployment utility overview” on page 97


Uninstallation tasks overview
To uninstall the product, you need to meet the requirements or perform the tasks that are listed in 
Uninstallation requirements and tasks.


Table 1‑4.  Uninstallation requirements and tasks


Before you uninstall


Review uninstall prerequisites. Chapter 9 Performing an Uninstallation


Uninstallation


Uninstall the product. n “Uninstall using Wizard mode” on page 125
n UNIX only, Uninstall using CLI mode
n Uninstall using Unattended mode
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Performing an Installation 2
This chapter includes the following topics:


n Installation overview


n Installation prerequisites


n Install the product


n Support for FIPS 140-2 for Smart Assurance products


n Next steps


Installation overview
The installation flow is shown in New installation flowchart. A new installation installs a new version of a
product on a host system that either has no software installed or has a previous version of the software
installed. Chapter 5 Performing an Upgrade provides instructions to install an upgrade installation.


Figure 2‑1.  New installation flowchart
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Installation prerequisites
Fulfill the following prerequisites before starting the installation:


n Ensure that you have superuser (User ID 0) or administrative privileges on the target host. The
installation program will halt if you do not have the appropriate privileges.


n Ensure that the required operating system patches have been installed. Clicking More Information
during the installation process will launch the System Information window and the Pass/Fail status of
the operating system patches. The VMware Smart Assurance Support Matrix provides information on
operating system patches.


n Determine the location of the VMware Smart Assurance Broker.


You must specify the location of the Broker during a new installation of VMware Smart Assurance
software. Typically, this location is chosen during the design of the VMware Smart Assurance
software deployment and before any installation begins. Consult with your deployment planner or
check the build guide that documents your deployment to determine the name of the host where the
Broker was installed and the port that the Broker uses.


If the location is the same host where you are installing this product, the installation program will
automatically install the Broker if it is not already on the host.


n (Service Assurance Manager only) Decide whether your operators will use the
Service Assurance Manager Notification Console (classic SAM functionality).


Install the product
You acquire the software for the VMware Smart Assurance Service Assurance Manager,
VMware Smart Assurance IP Manager, VMware Smart Assurance MPLS Management Suite,
VMware Smart Assurance Server Manager, and
VMware Smart Assurance Network Protocol Management Suite in one of two ways:


n From the installation CD/DVD-ROM.


Insert the CD/DVD-ROM into the optical drive of the host system. Chapter 12 Procedures for
CD/DVD-ROMs describes how to access the optical drive for various operating systems.


When you insert the installation CD/DVD, several minutes might pass between the InstallShield
preparation screen and the VMware Smart Assurance splash screen/installation dialog boxes. Be
patient. Do not eject/reinsert the CD/DVD to start a second install process.


n From the VMware online support website.


Go to the VMware online support website and download the installation file that is specific to your
platform.


You install each product in one of three ways: Wizard mode, CLI mode, or Unattended mode.
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Install using CLI mode
CLI mode provides a text-based method for invoking the installation program. This mode is intended for
UNIX platforms with non-graphics consoles. The CLI mode follows the same process flow as the Wizard
mode but uses text rather than graphics.


Running CLI mode
Table 2‑1.  Setup command syntax for CLI mode


Product Operating system Executable


Service Assurance Manager
Server


Linux ./setup-SAM-10_0_0_0-linux64.bin


Service Assurance Manager
Console


Linux ./setup-CONSOLE-10_0_0_0-linux.bin


IP Manager Linux ./setup-IP-10_0_0_0-linux64.bin


MPLS Management Suite Linux ./setup-MPLS-10_0_0_0-linux64.bin


Server Manager Linux ./setup-ESM-10_0_0_0-linux64.bin


Network Protocol
Management Suite


Linux ./setup-NPM-10_0_0_0-linux64.bin


User selections and navigation in CLI mode
During the installation and uninstallation processes, you are prompted with a series of steps and menus:


n For prompts, accept the default value or select another choice. The default values are indicated in
brackets. To accept the default value, press Enter. To reply “yes,” enter y or Y; to reply “no,” enter n
or N. Do not press Delete because doing so will cause the process to terminate with an error
message.


n For selections in menus, accept the default selections or type the number of the item and press
Enter.


If you incorrectly type an entry, press back to repeat the prompt and select the correct value. Arrow
keys and the Backspace key are not supported.


If your product is part of a deployment that requires the Federal Information Processing Standard (FIPS)
Publication 140-2, a U.S. government computer security standard governing cryptographic modules,
follow the instructions in Support for FIPS 140-2 for Smart Assurance products.


Next steps provides post-installation tasks.


Install using Unattended mode
Unattended mode reads the selections and settings for the installation from a user-modifiable response
file, which enables you to easily duplicate the installation on many computer systems. Manual intervention
is not necessary after you execute the setup command.
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The response file, named <product>-response.txt, is located on the CD/DVD-ROM in the /utils directory.
The file provides instructions and examples of command line options that are passed to the installation
program in Unattended mode. The command line options are organized by process flow, which is almost
identical to that of Wizard mode or CLI mode.


Note   For instructions on installing the Service Assurance Manager Server in Unattended mode,
complete the steps in the following section. To install other Service Assurance Manager products after
Server install, refer to “Installing the Service Assurance Manager Console, or the Smarts NOTIF Editor, or
both” on page 32.


Modifying the response file
To modify the response file:


1 Copy the response file from the CD/DVD’s /utils directory to a directory on your host, for example, to
the /tmp directory.


2 Using a text editor, modify the values for the command line options in the response file:


3 Specify the target directory.


4 Select a directory for the process log file.


5 Select the products to install. Ensure that the property value for the product is set to true.


6 Select the products to start as services. Ensure that the property value for the product is set to true.


7 Specify the location of the Broker. By default, the location is set to localhost at port 426.


8 Save the file.


Running Unattended mode
To start the Unattended mode, invoke the setup command with the -options command-line option,
followed by the full path to the response file as described in Setup command syntax for Unattended
mode.


Table 2‑2.  Setup command syntax for Unattended mode


Product Operating system Executable


Service Assurance
Manager Server


Linux ./setup-SAM-10_0_0_0-linux64.bin -i silent -f <path>/<product>-response.txt


Service Assurance
Manager Console


Linux ./setup-CONSOLE-10_0_0_0-linux64.bin -i silent -f <path>/<product>-
response.txt


IP Manager Linux ./setup-IP-10_0_0_0-linux64.bin -i silent -f <path>/<product>-response.txt


MPLS Management
Suite


Linux ./setup-MPLS-10_0_0_0-linux64.bin -i silent -f <path>/<product>-response.txt


Server Manager Linux ./setup-ESM-10_0_0_0-linux64.bin -i silent -f <path>/<product>-response.txt
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Table 2‑2.  Setup command syntax for Unattended mode (Continued)


Product Operating system Executable


Network Protocol
Management Suite


Linux ./setup-NPM-10_0_0_0-linux64.bin -i silent -f <path>/<product>-response.txt


where <path> is the fully qualified path to the response file and <product> is the product name, for example,
IP_NETWORK_SUITE, MPLS_SUITE, or SAM_SUITE.


For example for MPLS Management Suite, to start the Unattended mode of installation on Linux when the
response file is located in /opt/home, enter:


         ./


         setup-MPLS-10_0_0_0-linux64.bin 


          -i silent -f <path>/<product>-response.txt


      


If your product is part of a deployment that requires the Federal Information Processing Standard (FIPS)
Publication 140-2, a U.S. government computer security standard governing cryptographic modules,
follow the instructions in Support for FIPS 140-2 for Smart Assurance products.


Next steps provides post-installation tasks.


Note   SAM and SAM-Console Custom feature is removed. Now, all the features are available as a
complete installation in both fresh installation and upgrade from older products.


Support for FIPS 140-2 for Smart Assurance products
The Federal Information Processing Standard (FIPS) Publication 140-2 is a U.S. government computer
security standard governing cryptographic modules. FIPS 140 is required for any software purchased by
the U.S government and U.S military. This release specifically addresses U.S Government accounts
which require FIPS 140 compliance.


A configuration parameter, SM_FIPS140, has been introduced for FIPS 140 in the runcmd_env.sh file.
The SAM or VMware Smart Assurance administrator can enable or disable this parameter as required.
The default value of this parameter is FALSE.


FIPS 140 mode allows you to use SNMP V1, SNMPV2C, SNMP V3, with SHA and AES 128 protocols.
FIPS 140 does not support the DES privacy protocol or the MD5 authentication protocol. When you
discover an SNMPv3 device, you need to select the option “V3” in the “Add Agent” window. The
“Authentication Protocol” option lists only SHA and not MD5, and the “Privacy Protocol” option lists only
AES and not DES. This is because MD5 and DES are not supported in FIPS 140 mode. When you
discover SNMPv3 devices with MD5 and DES protocol as seed, the devices go to the Pending List and
display as “Invalid” or “Unsupported SNMP V3 protocol.”


Note   FIPS 140 mode cannot be enabled or disabled after a server is started. FIPS 140-enabled
Domain Managers such as MPLS Management Suite, IP Manager, Service Assurance Manager, and
Server Manager can work only with the SAM Global Console 9.x or later for FIPS 140-2 mode.
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A non-FIPS 140 mode Broker will not be able to communicate with a FIPS 140-enabled Manager (IP
server, SAM server, or Domain Manager). Trying to establish such a connection will result in the enabled
Manager going into a DEAD state after couple of minutes. Communication should always happen
between FIPS 140-enabled Brokers and Managers.


Inter-domain and FIPS 140 Broker communication happens only when the Broker, Managers, and the
SAM Console are all in FIPS 140 mode, else the application will not be operational.


This section covers the following scenarios for FIPS 140:


n Enabling FIPS 140 mode on a new installation


n Disabling FIPS 140 mode


n Verify the FIPS 140 mode status


Enabling FIPS 140 mode on a new installation
When you install a 10.0.0 product, FIPS 140 is not enabled by default. You must enable FIPS 140 on a
clean installation or an upgrade, before the servers are started, using the following procedure:


1 Back up the imk.dat, brokerConnect.conf, serverConnect.conf and clientConnect.conf files from the
existing installation. These files are located in the BASEDIR/local/conf folder.


Note   The backup is necessary in case you need to disable FIPS 140 mode and remove FIPS 140-2
encryption.


2 Run the following command at the command line prompt:


               sm_rebond --upgrade --basedir=<


               BASEDIR


               >/smarts


               


               sm_rebond --upgrade --basedir=C:\InCharge\SAM\smarts


            


3 When prompted, type a password to regenerate the imk.dat file. The default password is Not a secret.


4 Set the value for the parameter SM_FIPS140 to TRUE in the runcmd_env.sh file. The file is located
under the BASEDIR/smarts/local/conf directory.


Enabling FIPS 140 mode on SAM Web Console
1 Perform steps 1 - 3 as described in the section, Enabling FIPS 140 mode on a new installation.


2 Go to the <BASEDIR>/smarts/jre/lib/security folder, and in the java.security file, change:


“sun.security.rsa.SunRsaSign” to “com.rsa.jsafe.provider.JsafeJCE” and
“com.sun.net.ssl.internal.ssl.Provider” to “com.rsa.jsse.JsseProvider.”


3 Set the value for the parameter SM_FIPS140 to TRUE in the runcmd_env.sh file. This file is located
under the <BASEDIR>/CONSOLE/smarts/local/conf folder of your Global Console installation.
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4 or


5 Use "-Dcom.smarts.fips_mode=true" as a command line parameter for the sm_gui command.


Enabling FIPS 140 mode on SAM Dashboard
1 Perform steps 1 - 3 as described in the section, Enabling FIPS 140 mode on a new installation.


2 Set the value for the com.smarts.fips_mode to TRUE in the corresponding webconsole.properties file
(located under <BASEDIR>/InCharge/CONSOLE/smarts/tomcat/webapps/webconsole folder)


3 or


4 dashboard.properties file (located under
<BASEDIR>/InCharge/CONSOLE/smarts/tomcat/webapps/templates).


5 Set the value for the parameter SM_FIPS140 to TRUE in the runcmd_env.sh file. This file is located
under the <BASEDIR>/CONSOLE/smarts/local/conf folder of your Global Console installation.


6 or


7 Use "-Dcom.smarts.fips_mode=true" as a command line parameter for the sm_gui command.


Enabling FIPS 140 mode on SAM NOTIF
1 Perform steps 1 - 3 as described in the section, Enabling FIPS 140 mode on a new installation.


2 Go to the <BASEDIR>/CONSOLE/smarts/notif/editor/ or the <BASEDIR>/SAM/smarts/notif/editor
folder, and edit the NotifGui.bat/NotifGui.sh file to replace the string,
“com.netmg.notif.gui.NotifApplication” with “-Dcom.smarts.fips_mode=true
com.netmg.notif.gui.NotifApplication.”


3 Set the value for the parameter SM_FIPS140 to TRUE in the runcmd_env.sh file. This file is located
under the <BASEDIR>/CONSOLE/smarts/local/conf folder of your Global Console installation.


4 or


5 Use "-Dcom.smarts.fips_mode=true" as a command line parameter for the sm_gui command.


Note   If you install the servers as a service on Linux platforms, the services will start automatically
after you issue the sm_rebond command. First stop the services, modify SM_FIPS140=TRUE in the
runcmd_env.sh file, and then manually start the services.


After enabling FIPS 140 mode, when you start the broker and the SAM server, you may see the
following message in the server log:


“CI-W-NOCGSS-No certificate loaded for INCHARGE-AM, generating self-signed certificate.”


This message is generated because FIPS 140 requires secure communication, which can be
achieved using SSL. If this certificate is not available, the SAM Manager generates a self-signed
certificate. This message is benign in nature and does not impact functionality.
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Disabling FIPS 140 mode
To disable FIPS 140:


1 Replace the imk.dat, brokerConnect.conf, serverConnect.conf and clientConnect.conf files in the
BASEDIR/local/conf folder, with the copies saved from prior to “Enabling FIPS 140 mode on a new
installation”. If you do not have a copy of these files saved, contact Technical Support.


2 Set the value for the SM_FIPS140 parameter to FALSE in the runcmd_env.sh file. This file is located
under BASEDIR/smarts/local/conf/runcmd_env.sh.


3 Restart all processes, such as the Broker, Domain Managers, SAM Global Manager, and
Global Console.


Note   RPS files started under FIPS mode cannot be re-used in non-FIPS mode. Domains will need
to be started either from scratch or pre-FIPS RPS files can be used in cases where topologies have
not changed. Restoring from older RPS files may not be productive as it will not contain any recent
topology.


Next steps
Perform the following tasks:


n Chapter 6 Performing a Migration describes additional tasks if you are migrating from a previous
version of the product.


n Chapter 8 Verifying the Installation describes tasks for verifying the proper installation of the software
and starting services.
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Performing an Installation in
Docker Container 3
This chapter includes the following topics:


n Installation overview


n Installation prerequisites


n Creating and starting Docker image


n Operations on Docker container


n Performing Smarts upgrade inside Docker


Installation overview
Docker is a tool for packaging and shipping applications. Based on the idea of a shipping container, it
provides a standardized way for administrators to create lightweight images, or collections of images, for
each element of an application, and then easily and quickly deploy the image.


Since the image is standardized, it can be uniformly deployed in development or production environment.


Note   You can install the Smarts applications in docker container only on the Linux platform. The Docker
script is written with the CentOS as the base operating system. VMware supports separate (explicit)
Docker containers for each product, so individual Docker scripts are written such that, on execution only
the respective product gets installed.


Installation prerequisites
Fulfill the following prerequisites before starting the docker installation:


n Ensure that you have docker installed on your system.


n The response file, named <product>-response.txt and docker script file, are located in the ISO file in
the /utils directory.


n The binary files are located in the ISO file in the /suite directory.


n Docker script includes few basic OS utilities that are required to execute the Smarts product
functionality. Utilities like Telnet and SSH are required for CLI discovery process. Any additional
utilities which is required for specific requirement, can be installed using “yum” inside container.
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n Ensure that you placed the following mentioned files in any folder on your system:


Table 3‑1.  Files needed to install Smarts application in docker container.


Setup File Response File Docker File


setup-IP-10_0_0_0-linux64.bin IP_NETWORK_SUITE-response.txt IP_NETWORK_SUITE-Dockerfile.txt


setup-SAM-10_0_0_0-linux64.bin SAM_SUITE-response.txt SAM_SUITE-Dockerfile.txt


setup-CONSOLE-10_0_0_0-linux.bin SAM_CONSOLE_SUITE-response.txt SAM_CONSOLE_SUITE-Dockerfile.txt


setup-ESM-10_0_0_0-linux64.bin ESM_SUITE-response.txt ESM_SUITE-Dockerfile.txt


setup-MPLS-10_0_0_0-linux64.bin MPLS_SUITE-response.txt MPLS_SUITE-Dockerfile.txt


setup-NPM-10_0_0_0-linux64.bin NPM_SUITE-response.txt NPM_SUITE-Dockerfile.txt


Note   The docker file creates the docker image with the help of above files mentioned in the table. In
order to disable EDAA mode and change to the broker host, edit <product>-response.txt. Install using
Unattended mode provides more information on installing the product using Unattended mode.


Creating and starting Docker image
You can create and start docker image for the VMware Smart Assurance Service Assurance Manager,
VMware Smart Assurance IP Manager, VMware Smart Assurance MPLS Management Suite,
VMware Smart Assurance Server Manager, and
VMware Smart Assurance Network Protocol Management Suite by using the following steps:


1 Run the following command, to build the docker image:


docker build -t <image-name> -f <docker file name> ./


2 Run the following command, to start the docker container in the host mode:


docker run -it --net=host --name <container name>  <docker-image-name>


3 Start the "ic-serviced" so that services can be created:


/etc/init.d/ic-serviced start


4 Start your servers with your environment specific options.


Operations on Docker container
You can perform various operations on docker container like add, remove, stop, and list the docker
container or docker image in the system. The docker commands used in this chapter are docker specific
and do not have any dependencies on Smarts product.


Note   In docker there is nothing called uninstallation, you just need to remove the container and the
image file from the system.
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To remove the docker containers and the image files, you need to perform the following series of task:


1 Search for the list of container present on your system, run the following command to list the
containers:


#docker ps -a


2 Run one of the following command, to attach the existing container (if any):


#docker attach <container ID>


or,


#docker attach <container name>


3 To stop the docker, run the following command:


n Invoke the following command, to stop all the containers running on your machine:


#docker stop $(docker ps -a -q)


#docker stop <container ID>


or,


#docker stop <container name>


4 To remove the container, run the following command:


n Invoke the following command, to remove all the containers on your machine:


#docker rm $(docker ps -a -q)


#docker rm <container ID>


or,


#docker rm<container name>


5 Search for the list of docker images present on your system, run the following command to list the
docker image:


#docker images --all


6 Invoke one of the following command, to remove the image:


#docker rmi <ImageID>


or,


#docker rmi <Image Name>


7 Invoke one of the following command in the Docker container to exit or stop the container:


#exit


Ctrl + C


Ctrl + \
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Performing Smarts upgrade inside Docker
You can upgrade the VMware Smart Assurance Service Assurance Manager,
VMware Smart Assurance IP Manager, VMware Smart Assurance MPLS Management Suite,
VMware Smart Assurance Server Manager, and
VMware Smart Assurance Network Protocol Management Suite in docker, by using the following steps:


1 Invoke the following command, to copy the build inside the docker container:


docker cp <build file> <container name>:<Path inside docker container>


2 Run the following command, to login to the docker container:


docker exec -it <container name> bash


3 To perform upgrade on the Linux platform, refer to Chapter 5 Performing an Upgrade.


Note   The regular upgrade procedure needs to be followed once the files are copied inside the
docker. An upgrade installation needs to triggered inside the docker.
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NAS Installation and Startup 4
This chapter includes the following topics:


n Overview


n Installing and starting the HTTPS Adapter service


Overview
The NAS Extension is installed with the IP Availability Manager. After installation, the
IP Availability Manager can discover NAS devices, and perform root cause and impact analysis on these
devices.


Configuring the NAS Extension involves the tasks summarized in Steps for configuring the NAS
Extension.


Table 4‑1.  Steps for configuring the NAS Extension


Reference


If necessary, configure the HTTPS Adapter to support
access to the managed Celerra devices.


For information about this requirement, refer to the “Configuring
Control Station usernames and passwords” chapter in the
VMware Smart Assurance IP Manager User Guide.


If necessary, configure external Control Station and Data
Mover IP addresses.


For information about this requirement, refer to the “Configuring
Control Station and Data Mover IP addresses” chapter in the
VMware Smart Assurance IP Manager User Guide , which also
refers you to the appropriate VMware documentation, if needed.


Install the HTTPS Adapter as a service and start the
service.


“Installing and starting the HTTPS Adapter service” on page 46.


Start the IP Availability Manager. VMware Smart Assurance Installation Guide for SAM, IP, ESM,
MPLS, and NPM Managers


Start the Global Manager. VMware Smart Assurance Installation Guide for SAM, IP, ESM,
MPLS, and NPM Managers.


For configuration information, refer to the
VMware Smart Assurance Service Assurance Manager
Configuration Guide.


Start the Global Console. VMware Smart Assurance Installation Guide for SAM, IP, ESM,
MPLS, and NPM Managers.
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Installing and starting the HTTPS Adapter service
The NAS Extension software includes an adapter process (the HTTPS Adapter), which probes the
Celerra devices using the HTTPS/XML probe to obtain internal topology information. While the installation
of this adapter is automatic, you must install the service and start it manually. Install the HTTPS Adapter
as a service and start the service manually, as described next for UNIX.


Once started, the HTTPS Adapter registers with the Broker. The
VMware Smart Assurance System Administration Guide provides more information about starting
services.


UNIX:
To install the HTTPS Adapter as a service on UNIX, issue the following command:


# sm_service install --force --unmanaged --startmode=manual \


'--name=<service_name>' \


'--description=<Smarts description>' \


'BASEDIR/smarts/bin/sm_adapter_java' 


'--name=<HTTPS_Adapter_Name>' \


'--output=<HTTPS_Adapter_Name>.log' \


'-J' \


'nas_probe.jar'


You can also specify the Broker and Port, if the IP Availability Manager with NAS Extension is registered
with a Broker and Port other than the default, localhost:426. To do this, add the following arguments to
the end of the command:


--broker=<IP Address or Hostname>:<Port Number>


      


To start the service, type the following command:


# BASEDIR/smarts/bin/sm_service start 


         <service_name> 


      


To stop the service, issue the following command:


# BASEDIR/smarts/bin/sm_service stop 


         <service_name> 


      


Running HTTPs adapter in FIPS mode
The NAS subsystem was changed to provide FIPS 140 support. Hence you need to download additional
JAR (Java Archive) files, else errors are seen in the NAS log when you run NAS discovery.
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Example


NAS Log Error Snippet:


MAIN_MSG-*-STDFD_OUT-stdout: javax.net.ssl.SSLException: java.security.InvalidKeyException: Illegal 


key size


[June 17, 2011 6:37:49 PM GMT+05:30 +227ms] t@1084229984 platform


MAIN_MSG-*-STDFD_OUT-stdout:


at com.rsa.sslj.x.aJ.b(Unknown Source)


at com.rsa.sslj.x.aJ.a(Unknown Source)


at com.rsa.sslj.x.aJ.b(Unknown Source)


at com.rsa.sslj.x.aU.d(Unknown Source)


at com.rsa.sslj.x.aU.a(Unknown Source)


at com.rsa.sslj.x.aU.h(Unknown Source)


at com.rsa.sslj.x.cI.startHandshake(Unknown Source)


at com.smarts.nas_probe.ControlStationInterface.getSSLSocket(ControlStationInterface.java:314)


at com.smarts.nas_probe.ControlStationInterface.post(ControlStationInterface.java:75)


at com.smarts.nas_probe.ControlStationInterface.getReply(ControlStationInterface.java:58)


at com.smarts.nas_probe.XMP.NasXML(XMP.java:25)


Caused by: com.rsa.sslj.x.ax: java.security.InvalidKeyException: Illegal key size


at com.rsa.sslj.x.aJ.b(Unknown Source)


at com.rsa.sslj.x.cR.k(Unknown Source)


at com.rsa.sslj.x.t.f(Unknown Source)


at com.rsa.sslj.x.t$a.run(Unknown Source)


at com.rsa.sslj.x.aJ$a$a.run(Unknown Source)


at java.security.AccessController.doPrivileged(Native Method)


at com.rsa.sslj.x.aJ$a.run(Unknown Source)


... 7 more


[June 17, 2011 6:37:49 PM GMT+05:30 +229ms] t@1084229984 platform


MAIN_MSG-*-STDFD_OUT-stdout: e


Caused by: java.security.InvalidKeyException: Illegal key size


at javax.crypto.Cipher.a(DashoA13*..)


at javax.crypto.Cipher.init(DashoA13*..)


at javax.crypto.Cipher.init(DashoA13*..)


at com.rsa.sslj.x.Y.<init>(Unknown Source)


......


With BSAFE SSL-J, some of the FIPS 140 cryptographic algorithms require Unlimited Strength
Jurisdiction Policy Files.


Unlimited Strength Jurisdiction Policy JAR Files for NAS discovery
Download and install the Unlimited Strength Jurisdiction Policy Files to run the NAS adapter in FIPS
mode using the following steps:


1 Download the Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy Files 8 from
the Oracle website.


2 Extract the local_policy.jar and US_export_policy.jar files from the downloaded zip file.


3 Go to the smarts/jre/lib/security directory and then back up the existing policy files in this path.
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4 Overwrite the local_policy.jar and US_export_policy.jar files to the smarts/jre/lib/security directory.


Note   If you want to switch back from FIPS mode to non-FIPS mode, reset SM_FIPS140 to FALSE.
You do not need to remove the Unlimited Strength Jurisdiction Policy Files.


VMware Smart Assurance Installation Guide for SAM, IP, ESM, MPLS, and NPM Managers


VMware, Inc.  28







Performing an Upgrade 5
This chapter includes the following topics:
n Upgrade installation overview


n Upgrade installation prerequisites


n Upgrade the product


n Upgrading Smart Assurance products in FIPS mode


n Next steps


Upgrade installation overview
This chapter describes how to perform an upgrade installation for the IP Manager,
Service Assurance Manager, MPLS Management Suite, Server Manager, and Network Protocol
Manager. An upgrade installation applies a new version of software to an existing version in the same
directory on the same host. An “upgrade installation” is also known as an “in-place upgrade.” During an
upgrade installation, new product services are not available to install, unless you select additional
products during the upgrade procedure.


You can upgrade the versions of software listed in the
VMware Smart Assurance SAM, IP, ESM, MPLS, and NPM Managers Support Matrix to Version 10.0
using the in-place upgrade instructions provided in this chapter.


The upgrade installation flow is shown in Upgrade installation flowchart.


1 Start with the top-most SAM server.


2 An Aggregation SAM server if it is a hierarchical SAM deployment.


3 IP Manager.
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4 Any order: Server Manager, MPLS Manager and Network Protocol Manager.


Figure 5‑1.  Upgrade installation flowchart


Installer tasks
During an upgrade installation, the installation program performs the following tasks:


1 All the smarts services needs to be stopped before upgrade or new installation. Use sm_service
command to stop the services manually.


./sm_service stop <SERVICE NAME>


2 Creates a backup copy of your customizations in the <BASEDIR>/smarts/.migrate.bkp.<version>
directory.


3 Removes the patch, if any, from the existing installation.


4 Installs the software.


5 Prompts you to merge your customizations files in the BASEDIR>/smarts/.migrate.bkp.<version>
directory to the BASEDIR/smarts/local directory.


Note   If the broker is running on the host with a IP Manager, then it will have to be stopped during an
upgrade. The broker has to be stopped to prevent the impact on all the other applications running on the
system.
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Installer-called utilities
The installation program invokes the sm_migrate utility to backup the existing user-customized files and
base files. It also presents the sm_migrate command to be run after the 10.0.0 installation to complete a
three-way merge of the following sets of files:


n Existing user-customized files in the <BASEDIR>/smarts/.migrate.bkp.<version> directory.


n Existing base files in the <BASEDIR>/smarts/.migrate.bkp.<version> directory.


n 10.0.0 base files in the BASEDIR/smarts directory


The sm_migrate utility invokes another utility, the sm_merge utility, for each of the files that requires a
three-way merge. Chapter 7 Migration Utilities explains how the sm_migrate and sm_merge utilities
work.


Upgrade installation prerequisites
Fulfill the following prerequisites before starting the upgrade installation:


n Ensure that you have superuser (User ID 0) or administrative privileges on the target host. The
installation program will halt if you do not have the appropriate privileges.


n Ensure that the required operating system patches have been installed. Clicking More Information
during the installation process will launch the System Information window and the Pass/Fail status of
the operating system patches. The VMware Smart Assurance Support Matrix provides information on
operating system patches.


n Remove all the unused files in the /local directory. The unused files will also include RPS files and
custom files created by you. The upgrade process uses the sm_migrate utility that creates a backup
of all the files in the local directory and copies them back to local directory after the upgrade. RPS
and custom files can be large, and may slow down the process.


n Disk space requirement—During an upgrade installation, the installer creates a backup of files in
actions, conf, model, repos, rules, script directories. Ensure that you have disk space of twice the size
of these directories available on the system. After the upgrade and verifying the installation, you can
archive or remove the backup directories. This requirement is in addition to the minimum disc
requirement outlined for each product in the VMware Smart Assurance Support Matrix.


Upgrade the product
You upgrade each product in one of three ways: CLI mode or Unattended mode.


Perform the following tasks:


1 Review the important release issues found in your product-specific release notes.


2 On the host where the target existing installation resides, log in as superuser (User ID 0) or
administrator.


3 Mount the CD/DVD-ROM. Chapter 12 Procedures for CD/DVD-ROMs provides more information.
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4 Choose CLI mode (UNIX only), or Unattended mode. The setup commands for invoking CLI mode
and Unattended mode are listed in Upgrade the product, Upgrade the product, and Upgrade the
product.


n In CLI mode, make the following additional selections:


n In the Upgrade or Install screen, select Upgrade existing suite and click Next or enter [1].


n In the Target Installation Selection screen (in which an existing product is selected
unless the product was previously installed to more than one directory, in which case you
will see multiple choices), select a target installation directory and click Next or enter [1].


n In the Choose Products screen, all of the existing products are selected to be upgraded.
You can select additional products to add to the installation.


n Specify any additional local directories created using SM_SITEMOD. Click Next or enter
[1].


n In Unattended mode, specify the following additional options in the response file (<product>-
response.txt). All previously installed products must have their product options set to “true” in
the response file.


n Uncomment the -INSTALL_TYPE.INSTALL_CHOICE option.


n Uncomment the -SITEMOD_BEAN.SITEMODS_VAR option, and provide one or more
directory locations to perform an upgrade. You can provide the name of the directories, or
the directory name with absolute path.


For example, on Linux:


SITEMOD_BEAN.SITEMODS_VAR=local-1:/opt/InCharge/SAM/smarts/Local-2


:local-3


Note   For specifying directory separators, use : on Linux.


n Uncomment the MERGE_OPTION_UPGRADE.MERGE_CHOICE=MERGE option to
perform the merge.


n Uncomment the < product >.installLocation option and set its property value to the
installation directory of the target installation.


5 The installation program displays the Directories created using SM_SITEMOD screen which allows
you to back up local directories that were created with SM_SITEMOD. If you used SM_SITEMOD to
create local directories, enter a list of local directories. Click Next or enter [1].


The installation program then runs the sm_migrate utility to create a backup file of the user-
customized files and base files in the existing installation. The backup file,
named .migrate.bkp.<version>, is saved to the BASEDIR/smarts directory.


6 The installation program removes the patch, if any, from the existing installation and installs the
software.
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7 After the installation, the installation program shows the Restore User Configurations Instructions
screen, which presents the sm_migrate command for restoring the old user-customizations in
the .migrate.bkp.<version> backup file to the BASEDIR/smarts/local directory. The screen provides
two options:


a Yes, merge the files - Select this option if you want the utility to automatically merge the files
modified by you.


b No, I will merge them later - Select this option if you want to manually merge the files modified
by you.


Click Next or enter [1] to view the Installation Summary.


Note   For Service Assurance Manager, the upgrade process inserts the _edaa user entry into
the security configuration file serverConnect.conf and the runcmd_env.sh file. The upgrade
process does not modify the clientConnect.conf, brokerConnect.conf, and imk.dat files. The
upgrade process does not insert the _edaa user entry into the files of Domain Managers.


For Domain Managers, copying the security configuration files clientConnect.conf,
serverConnect.conf, brokerConnect.conf, runcmd_env.sh, and imk.dat is not supported in an
upgrade installation. You can manually copy the security configuration files using sm_migrate
utility as described in Restoring customizations after an upgrade installation.


8 The Installation Summary shows informational messages such as successful confirmations, error
messages, and warnings. Investigate any errors or warnings.


If Next appears, your system needs to be rebooted because one or both of the following tasks are
pending on the system:


n A system-protected file was replaced during the installation and requires a restart.


n A pending restart was triggered by another application or by an operating system patch
installation.


Click Next or enter [1] and then reboot your system. Otherwise, click Finish or enter [1] to
exit the installation.


The installation program writes an install log file to the BASEDIR/smarts/setup/logs directory,
unless the installation fails at the very start, in which case the installation program writes the
log file to the /tmp directory. The log file is a text file with the naming convention
Install.<product>.<productversionNumber>.log.


9 Evaluate your custom code. Review the Custom file migration use cases. The sm_migrate utility
migrated all user-customized files from the existing installation to the BASEDIR/smarts/local directory
in the 10.0.0 installation. Review the output of the sm_migrate utility and evaluate if you would like to
keep the user-customized files in the new installation.


Configuration migration process logs provides more information on the log files that are created after
the migration of user-customized files.
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10 Depending on your deployment, ensure that the BASEDIR/smarts/local/conf/runcmd_env.sh file
includes the environment variables, SM_TLS_PROTOCOLS and SM_ALLOW_LEGACY_CRYPTO.


Use SM_TLS_PROTOCOLS set to the +TLSv1.1 value only if you need to interoperate with Smarts
products based on Foundation 9.0.0.0 Build 1345 through 9.2.x.


Use SM_ALLOW_LEGACY_CRYPTO set to TRUE only if you need to interoperate with Smarts
products based on Foundation versions prior to 9.0.0.0 Build 1345.


Check the version number provides the sm_server --version command to determine the Foundation
(DMT) version.


To ensure that the runcmd_env.sh file includes the environment variables:


a Go to the BASEDIR/smarts/bin directory and enter this command to open the runcmd_env.sh file:


sm_edit conf/runcmd_env.sh


b Search for the environment variables. If they do not exist, add one or both depending on your
deployment:


SM_TLS_PROTOCOLS=+TLSv1.1


SM_ALLOW_LEGACY_CRYPTO=TRUE


c Save and close the file.


11 Optional for IP Manager, run the repository file migration utility (sm_migraterps) to make the
repository file compatible with the newer 10.0.0 version of the software as described in Automatically
migrate topology for IP Manager using RPS utility.


12 If your product is part of a deployment that requires the Federal Information Processing Standard
(FIPS) Publication 140-2, a U.S. government computer security standard governing cryptographic
modules, follow the instructions in Upgrading Smart Assurance products in FIPS mode.


13 If you installed the products as services, start the services. Starting services on UNIX provides more
information.


14 Verify the current state of the products and Broker. Verify the product status provides more
information.


15 Initiate a discovery. Consult the discovery guide or user guide for your product for more information
on this procedure.


16 For Server Manager,


a In the Domain Manager Administration Console, right-click on the ESM server (INCHARGE-ESM,
by default) in the left pane and select the Load All ESM Host monitoring data from Backup
option.


b Perform a discovery (Topology > Discover All) from the ESM server.


All of the applications that were configured prior to the upgrade are restored and Server Manager
starts to monitor those applications.
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Upgrading Smart Assurance products in FIPS mode
Note   Upgrading in FIPS mode is not available for Server Manager.


10.0.0 products do not use a Federal Information Processing Standard (FIPS 140-2) approved encryption
algorithm to protect the imk.dat file. By default, the 10.0.0 imk.dat file uses MD5, which is not a FIPS-
approved algorithm. Hence, while upgrading from previous versions of products to Version 10.0.0, the
imk.dat file needs to be regenerated in order to run in the FIPS mode.


In order to convert an existing installation to FIPS, use the sm_rebond (in non-FIPS mode) first to get
everything re-encoded in a FIPS compatible way. The steps are as follows:


1 Run the following command at the command line prompt:


               sm_rebond --upgrade --basedir=<


               BASEDIR


               >/smarts


               sm_rebond --upgrade --basedir=C:\InCharge\SAM\smarts


            


2 When prompted, type a password to regenerate the imk.dat file. The default password is Not a secret.


3 Set the value for the parameter SM_FIPS140 to TRUE in the runcmd_env.sh file. The file is located
under the BASEDIR/smarts/local/conf directory.


Next steps
Chapter 8 Verifying the Installation describes tasks for verifying the proper installation of the software and
starting services.
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Performing a Migration 6
This chapter includes the following topics:


n Migration overview


n Install and migrate on the same host


n Install and migrate on a different host


n Post-migration tasks


Migration overview
Consult the VMware Smart Assurance SAM, IP, ESM, MPLS, and NPM Managers Support Matrix for
software versions that require a manual migration to the latest version.


Two methods are available:


n Install and migrate on the same host


n Install and migrate on a different host


After the installation, run the sm_migrate utility to backup the user-customized files in the previous
version and migrate the files to the new version. Chapter 7 Migration Utilities explains how the
sm_migrate utility works.


Disk space requirement—During a migration, the sm_migrate creates a backup of files in actions,
conf, model, repos, rules, script directories. Ensure that you have disk space of four times the size of
these directories available on the system. After the migration and verifying the installation, you can
archive or remove the backup directories. This requirement is in addition to the minimum disk
requirement outlined for each product in the
VMware Smart Assurance SAM, IP, ESM, MPLS, and NPM Managers Support Matrix.


Server name requirement for migration—To preserve notification history and the original Source
attributes of notifications in the Service Assurance Manager, the server names of underlying Domain
Managers should remain the same. This way at the end of the migration of all Smarts Domain
Managers, the SAM server can correctly associate the pre-existing topology and notifications with the
topology and events coming from migrated Domain Managers. For example, if the Server Manager
has a server name INCHARGE-ESM, do not change it to a different name for the latest release.
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Make sure that you read Install and migrate on the same host and Install and migrate on a different
host in their entirety before proceeding.


Note   Remove all the unused files in the /local directory. The unused files will also include RPS files
and custom files created by you. The sm_migrate utility creates a backup of all the files in the local
directory and copies them back to local directory. RPS and custom files can be large, and may slow
down the process.


Install and migrate on the same host
To migrate from a previous version of a product to the new, current version on the same host, you must:


1 Install the product and specify an installation directory that is different from the one that is used for the
previous installation.


2 Stop the old services for the previous version, if necessary.


For UNIX, keep the service daemon (the sm_serviced component) running. If sm_serviced is
stopped, all VMware Smart Assurance products will stop and will need to be restarted.


For most cases, the installation program detects and stops all services, scheduled jobs, and
processes that use programs or libraries that are running from the existing installation.


It also stops the service daemon, sm_serviced, if it is running.


3 Migrate user-customized files from the previous installation to the new installation.


4 Reuse the customized Polling and Thresholds settings from the old repository.


Detailed instructions are described in Migration procedure for the same host.


For a test lab environment, since the two installations are on the same host, you can run both
installations in parallel. For parallel installations, both installations connect to the same Broker and
Global Manager, as long as the old and new product service and sm_server names are unique. In
this case, you will need to rename the service and sm_server for the previous product version.
Managers registered with the same Broker must have unique names.


For a production environment, VMware, Inc. recommends that you decommission the previous
version of product.


5 Start with the top-most SAM server.


6 An Aggregation SAM server if it is a hierarchical SAM deployment.


7 IP Manager.


8 Any order: Server Manager, MPLS Manager, and Network Protocol Manager.
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Migration procedure for the same host
To migrate the previous version of the product to the new version on the same host, perform the following
tasks:


1 Review the important release issues for the product, as described in the
VMware Smart Assurance IP Manager Release Notes.


2 Determine that the products that you are installing are supported for your platform. The
VMware Smart Assurance SAM, IP, ESM, MPLS, and NPM Managers Support Matrix provides more
information.


3 Determine if the host has enough disk space and memory to accommodate so both versions of the
product can co-exist. The
VMware Smart Assurance SAM, IP, ESM, MPLS, and NPM Managers Support Matrix provides more
information.


4 Mount the CD/DVD-ROM on the host as described in Chapter 12 Procedures for CD/DVD-ROMs


5 Uninstall any temporary test patches (TTPs), if they exist, in your old installation.


If a TTP has been installed on a Service Pack, you must first uninstall the TTP. Otherwise, the TTP
files will be treated as files modified by you and copied to the local directory in the new installation
area.


6 Install the new version of the product on the same host as described in Chapter 2 Performing an
Installation


n Specify an installation directory that is different from the old installation directory so both versions
of the product can co-exist.


n Install products as services. These services overwrite the old stopped services.


Note   If you need to continue to run the previous versions of the products, manually install
services for them with unique names and start them.


The installation program installs the software.


7 Run the sm_migrate utility to copy user-customized files from the previous installation to the new
installation. Migrating customizations on the same host provides instructions.


Note   Run the sm_migrate utility immediately after the installation and before you start any services
or modify any files in the new installation. The sm_migrate utility will not merge any files from the
previous installation local directory, if the same files are present in the new installation
BASEDIR/smarts/local directory.


8 Evaluate your security settings. Migration of security configuration files provides more information.


9 Evaluate the environment variables in the old runcmd_env.sh file. Migration of security configuration
files provides more information.


VMware Smart Assurance Installation Guide for SAM, IP, ESM, MPLS, and NPM Managers


VMware, Inc.  38







10 Evaluate your custom code. Review the Custom file migration use cases to plan your post-migration
steps. The sm_migrate utility migrated all user-customized files from the previous installation to the
BASEDIR/smarts/local directory in the new installation. It also made a backup copy of the files under
the BASEDIR/smarts/.migrate.bkp.x.x directory (for example, .migrate.bkp.2.0.0.0). Review the output
of the sm_migrate utility and evaluate if you would like to keep the user-customized files in the new
installation.


11 Depending on your deployment, ensure that the BASEDIR/smarts/local/conf/runcmd_env.sh file
includes the environment variables, SM_TLS_PROTOCOLS and SM_ALLOW_LEGACY_CRYPTO.


Use SM_TLS_PROTOCOLS set to the +TLSv1.1 value only if you need to interoperate with Smarts
products based on Foundation 9.0.0.0 Build 1345 through 9.2.x.


Use SM_ALLOW_LEGACY_CRYPTO set to TRUE only if you need to interoperate with Smarts
products based on Foundation versions prior to 9.0.0.0 Build 1345.


Check the version number provides the sm_server --version command to determine the Foundation
(DMT) version.


a Go to the BASEDIR/smarts/bin directory and enter this command to open the runcmd_env.sh file:


sm_edit conf/runcmd_env.sh


b Search for the environment variables. If they do not exist, add one or both depending on your
deployment:


SM_TLS_PROTOCOLS=+TLSv1.1


SM_ALLOW_LEGACY_CRYPTO=TRUE


c Save and close the file.


12 Rename the repository file before reusing it.


a Locate the existing repository file that was copied to the BASEDIR/smarts/local/repos/icf directory
in the new 10.0.0 installation.


b Rename the repository file by removing the version number extension. For example, the
repository file INCHARGE-MPLS-ANALYSIS.rps.3.1.0.2 should be renamed to INCHARGE-
MPLS-ANALYSIS.rps without the version number extension.


13 Optional for IP Manager, run the repository file migration utility (sm_migraterps) to make the
repository file compatible with the newer 10.0.0 version of the software as described in Automatically
migrate topology for IP Manager using RPS utility.


14 If you installed the products as services, start them for the first time. Starting services on UNIX
provide more information.


15 Verify the current state of the products and Broker. Verify the product status provides more
information.
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16 For Server Manager,


a In the Domain Manager Administration Console, right-click on the ESM server (INCHARGE-ESM,
by default) in the left pane and select the Load All ESM Host monitoring data from Backup
option.


b Perform a discovery (Topology > Discover All) from the ESM server.


All of the applications that were configured prior to the migration are restored and
Server Manager starts to monitor those applications.


17 Decommission the previous version of the products. For instructions, refer to the uninstallation
chapter in the installation guide for the previous software version.


Install and migrate on a different host
If you want to run the new version of the 10.0.0 product before decommissioning the previous version,
you must:


1 Install the new version of the 10.0.0 product on a different host.


2 Migrate any customized configuration file changes to the new installation.


Detailed instructions are described in Migration procedure for a different host.


Since the two installations are on different hosts, you can run both installations in parallel. You have
the option of:


n Having both installations connect to the same Global Manager and Broker.


Managers registered with the same Broker must have unique names. In this scenario, stop and
rename the services for the previous version and, when you install the 10.0.0 product, the
installation program will use the default server names.


n Having multiple instances of the Global Manager and Broker with each instance assigned to a
different version of the product.


For a production environment, VMware, Inc. recommends that you decommission the previous
version of product.


3 Start with the top-most SAM server.


4 An Aggregation SAM server if it is a hierarchical SAM deployment.


5 IP Manager.


6 Any order: Server Manager, MPLS Manager, and Network Protocol Manager.


Migration procedure for a different host
To migrate the previous version of the product to the new version on a different host, satisfy or perform
the following tasks:


1 Review the important release issues for the 10.0.0 product, as described in the
VMware Smart Assurance IP Manager Release Notes.


VMware Smart Assurance Installation Guide for SAM, IP, ESM, MPLS, and NPM Managers


VMware, Inc.  40







2 Determine that the products that you are installing are supported for your platform. The
VMware Smart Assurance SAM, IP, ESM, MPLS, and NPM Managers Support Matrix provides more
information.


3 Determine if the host has enough disk space and memory to accommodate so both versions of the
product can co-exist. The
VMware Smart Assurance SAM, IP, ESM, MPLS, and NPM Managers Support Matrix provides more
information.


4 Mount the CD/DVD-ROM on the host as described in Chapter 12 Procedures for CD/DVD-ROMs


5 Uninstall any temporary test patches (TTPs), if they exist, in your old installation.


If a TTP has been installed on a Service Pack, you must first uninstall the TTP. Otherwise, the TTP
files will be treated as files modified by you and copied to the local directory in the new installation
area.


6 Install the new version of the product on the different host as described in Chapter 2 Performing an
Installation


The installation program installs the 10.0.0 software.


7 Run the sm_migrate utility to copy user-customized files from the previous installation to the new
10.0.0 installation. Migrating customizations to a different host provides instructions.


Note   Run the sm_migrate utility immediately after the installation and before you start any services
or modify any files in the new installation. The sm_migrate utility will not merge any files from the
previous installation local directory, if the same files are present in the new installation
BASEDIR/smarts/local directory.


8 Evaluate your security settings. Migration of security configuration files provides more information.


9 Evaluate the environment variables in the old runcmd_env.sh file. Migration of security configuration
files provides more information.


10 Evaluate your custom code. Review the Custom file migration use cases to plan your post-migration
steps. The sm_migrate utility migrated all user-customized files from the previous installation to the
BASEDIR/smarts/local directory in the new installation. It also made a backup copy of the files under
the BASEDIR/smarts/.migrate.bkp.x.x directory (for example, .migrate.bkp.2.0.0.0). Review the output
of the sm_migrate utility and evaluate if you would like to keep the user-customized files in the new
installation.


11 Depending on your deployment, ensure that the BASEDIR/smarts/local/conf/runcmd_env.sh file
includes the environment variables, SM_TLS_PROTOCOLS and SM_ALLOW_LEGACY_CRYPTO.


Use SM_TLS_PROTOCOLS set to the +TLSv1.1 value only if you need to interoperate with Smarts
products based on Foundation 9.0.0.0 Build 1345 through 9.2.x.


Use SM_ALLOW_LEGACY_CRYPTO set to TRUE only if you need to interoperate with Smarts
products based on Foundation versions prior to 9.0.0.0 Build 1345.
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Check the version number provides the sm_server --version command to determine the Foundation
(DMT) version.


a Go to the BASEDIR/smarts/bin directory and enter this command to open the runcmd_env.sh file:


sm_edit conf/runcmd_env.sh


b Search for the environment variables. If they do not exist, add one or both depending on your
deployment:


SM_TLS_PROTOCOLS=+TLSv1.1


SM_ALLOW_LEGACY_CRYPTO=TRUE


c Save and close the file.


12 Rename the repository file before reusing it.


a Locate the existing repository file that was copied to the BASEDIR/smarts/local/repos/icf directory
in the new 10.0.0 installation.


b Rename the repository file by removing the version number extension. For example, the
repository file INCHARGE-MPLS-ANALYSIS.rps.3.1.0.2 should be renamed to INCHARGE-
MPLS-ANALYSIS.rps without the version number extension.


13 Optional for IP Manager, run the repository file migration utility (sm_migraterps) to make the
repository file compatible with the newer 10.0.0 version of the software as described in Automatically
migrate topology for IP Manager using RPS utility.


14 If you installed the products as services, start them for the first time. Starting services on UNIX
provide more information.


15 Verify the current state of the products and Broker. Verify the product status provides more
information.


16 For Server Manager,


a In the Domain Manager Administration Console, right-click on the ESM server (INCHARGE-ESM,
by default) in the left pane and select the Load All ESM Host monitoring data from Backup
option.


b Perform a discovery (Topology > Discover All) from the ESM server.


All of the applications that were configured prior to the migration are restored and
Server Manager starts to monitor those applications.


17 Decommission the previous version of the products. For instructions, refer to the uninstallation
chapter in the installation guide for the previous software version.


Post-migration tasks
Perform these tasks after the data migration steps are complete:


1 Rename the repository file
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2 Ensure that the Broker host:port is updated in the runcmd_env.sh files


3 Remove the old out-of-date service entries


4 Change the secret phrase to match rest of deployment


5 Uninstall the old software


Rename the repository file
For a same host or different host migration, the old repository file is copied to the
BASEDIR/smarts/local/repos/icf directory in the 10.0.0 installation. Because the repository file has a
version number extension (for example, .2.0 extension), rename the repository file without the .2.0
extension before using it.


As further information, regardless of whether the old installation is on a UNIX system, sm_migrate saves
the old repository file and all other customization files in DOS format. If the new installation is on a UNIX
system, sm_migrate automatically converts the repository file and all other customization files to UNIX
format.


Ensure that the Broker host:port is updated in the runcmd_env.sh
files
If you are installing the 10.0.0 Broker during the installation to a location that is different from where the
Broker for the previous installation resides, for each server that is registered with the Broker, you need to
use the sm_edit utility to edit the SM_BROKER_DEFAULT variable in the runcmd_env.sh file in each of
those server’s BASEDIR/smarts/local/conf directory with the hostname (and port) of the host system that
is running the Broker:


If the Broker host is resolved using a DNS name, this step is not necessary. It is recommended not to use
Name Server Caching Daemon (NSCD) to cache DNS lookups (the host’s database) in Linux.


1 Run BASEDIR/smarts/bin/sm_service show --cmdline (UNIX).


2 For each service that you have installed, you will see output similar to the following:


sm_service install --force --name=ic-broker 


--description=”VMware Broker” --env=SM_CLIENTCONNECT=brokerConnect.conf --startmode=runonce 


C:\InCharge\IP\smarts\bin\brstart.exe --port=426 --


restore=C:\InCharge\IP\smarts/local/repos/broker/broker.rps --output


Remove the old out-of-date service entries
Use the following command to remove all old services that are going to be replaced by the 10.0.0
product:


         <BASEDIR>


         /smarts/bin/sm_service remove 


         <service name>
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For UNIX, you need to point the product to the new 10.0.0 services that will be installed. Do this by
making a copy of /etc/init.d/ic-serviced, change the SMHOME variable to point to the 10.0.0 services, and
place it in the 10.0.0 /etc/init.d directory.


Change the secret phrase to match rest of deployment
If the rest of the deployment uses a different site secret, and assuming that you want to employ secure
communications between the component applications in the deployment, you need to change the site
secret of this installation to match the rest of deployment. You do so by using the deployment’s site secret
to recreate and encrypt the clientConnect.conf, serverConnect.conf, brokerConnect.conf, and .imk.dat
files in the BASEDIR/smarts/local/conf directory of this installation.


Use the sm_rebond command to encrypt the files. For example, from the BASEDIR/smarts/bin directory,
enter:


sm_rebond --basedir=/opt/InCharge/IP/smarts


The VMware Smart Assurance System Administration Guide provides complete information about the
security files and encryption.


Uninstall the old software
If the new version of the product is functioning properly, all data has been migrated to the new version,
and all services are functioning properly, you should uninstall the previous version of the product.


Uninstalling the previous version of the product will prevent conflicts if the previous version is started by
mistake while 10.0.0 is running. Chapter 9 Performing an Uninstallation provides more information.


Uninstall will display errors if services were installed by the installation program when the old version was
installed, but were removed manually in a later step. The uninstall process will display errors because it
will not find the services when it tries to remove them.
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Migration Utilities 7
This chapter includes the following topics:


n Customization migration utility overview


n sm_migrate function


n Customization migration procedures


n Perform a rollback


n Custom file migration use cases


n Three-way merge utility


n Automatically migrate topology for IP Manager using RPS utility


n Deployment utility overview


Customization migration utility overview
The sm_migrate utility is used to migrate user-customized files from an old installation to a new
installation, where the old installation and the new installation are in different installation directories or, for
an upgrade installation, in the same installation directory. User-customized files include user-modified files
(using sm_edit), user-introduced files, and the repository file.


Note   If TTPs (Temporary Test Patch) are installed on a previous installation of SAM, you must first
uninstall the TTP and then run the utility. Else, TTP files will be treated as files modified by you and
copied to the local directory in the new installation area.


When migrating a customized file from an old installation to a new installation, if a file with the same name
exists in the local directory of the new installation, the Customization Migration Utility does not modify or
overwrite it. The utility skips all such files being considered for merging. For files being considered to be
copied-over, the utility migrates the files with the old version number appended to the file name.


sm_migrate modes of operation
The sm_migrate has seven command-line options:


n --old (or -o)


VMware, Inc.  45







n --new (or -n)


n --archive (or -a)


n --upgrade (or -u)


n --rollback (or -r)


n --silent (or -s)


n --sitemod (or -l)


n --help (or -h)


These command-line options can be used in pairs in the command line to achieve eight different
modes of operation described below.


SAME HOST MODE
This mode is used when the new installation and the old installation are on the same host, in two
separate locations. In this mode, sm_migrate migrates all customizations (non-binary files that have been
modified or introduced by you in the old installation) from the old installation to a new installation.


Note   All files that were modified or newly introduced in the old installation must be present only under
the BASEDIR/smarts/ directory.


When you use the --sitemod option, the migration utility will migrate all customized old files for all user
created locals.


DIFFERENT HOST - OLD MODE
This mode is used when the new installation and the old installation are on different hosts. In this mode,
sm_migrate backs up and creates tar or a zip archive (file) of the customizations in the old installation.
The tar or zip file resides in the location specified by you while executing the utility.


Note   To run the utility from an older version of a Smarts product that does not have the migration utility,
you must copy the sm_migrate.pl script and certain Perl files (packaged in migratePerlPkg.zip file) and
place them in the appropriate locations. The sm_migrate.pl must be placed in the bin directory and the
Perl package must be placed under the BASEDIR/smarts/local folder and extracted there.


When you use the --sitemod option, the migration utility will migrate all customized old files for all user
created locals.


After running DIFF_HOST_OLD mode and before running DIFF_HOST_NEW mode, you must manually
move the tar or zip archive from the old host to the new host, preferably under the smarts directory of your
new installation.
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DIFFERENT HOST - NEW MODE
This mode is also used when the new installation and the old installation are on different hosts. In this
mode, sm_migrate migrates the customizations from the tar or zip archive that was created in the old
installation to the local directory under the new installation and attempts to merge the files from your new
installation with the files present in the backup archive wherever applicable, and places them in your new
local directory.


UPGRADE MODE
This mode is used during an in-place upgrade, where the installer creates a backup of the files modified
or newly introduced by you in the old installation into a .migrate.bkp.<old_version> backup directory and
merges them into a new installation. This mode has been designed for the installer, but can be invoked by
you too.


Note   This mode must not be invoked by you if there are multiple .migrate.bkp.<version> directories
under the <BASEDIR/smarts directory.


ROLLBACK MODE
In any execution of the migration utility, before the utility migrates your customizations from the backup
directory to your new installation, it creates a backup of certain files in your current new local and stores it
in a .rollback_<version_timestamp> directory. Also, it records the version and timestamp before any
migration.


The rollback option allows you to reverse the changes made by the migration utility by restoring the local
version in your new installations using files from the .rollback_<version_timestamp> directory. Rollback
will contain only those locals which are part of migration.


Note   In some scenarios, if a file is copied to the new installation with .<old_version> extension, then this
file is not deleted when a rollback is performed.


The rollback action is restricted only to rollback points that were recorded in your current version. For
example if you upgrade from 9.4.0.0 to 9.5.0.0, and then install a patch (for example, 9.5.0.1), the rollback
utility will not allow you to rollback to your 9.5.0.0 local version. You have to manually uninstall the patch
in order to rollback to 9.5.0.0.


Note   You can use the rollback option only after an in-place upgrade or if you have previously run the
migration utility either in the SAME_HOST, DIFFERENT_HOST or UPGRADE_NEW modes.


Perform a rollback on page 90 describes the procedure for carrying out a rollback.
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sm_migrate function
The customization migration utility is capable of four major functions, which include:


n Copying all non-binary files from the <BASEDIR>/smarts/local folder that have been modified or
introduced by you in the previous version of the product into the appropriate backup directories under
the <BASEDIR>/smarts directory of the new installation. Details of backup folders created by
sm_migrate utility provides details on the backup directories created by the utility during the migration
and upgrade process.


Table 7‑1.  Details of backup folders created by sm_migrate utility


Scenario Name and location of backup folders under <BASEDIR>/smarts


Migration on same host .migrate.bkp.<old_version>, .rollback_<version_timestamp>


Migration on different host old mode user-defined tar or zip file name,


Migration on different host new mode .rollback_<version_timestamp>,


.migrate.bkp.<old_version>


Upgrade .migrate.bkp.<old_version>, .rollback_<version_timestamp>


For files that have been modified by you, the utility also creates a copy of the base files from the
<BASEDIR>/smarts folder. These files are backed up into .migrate.bkp.<old_version> directory. The
original and the local versions of the files from the old installation will be needed when the utility attempts
to merge your changes with the new installation files.


Under the smarts/.migrate.bkp.<old_version> and backup.tar or backup.zip directory you can find files
with the following extensions:


n .custom - files from the <BASEDIR>/smarts/local folder introduced by you and are not part of the
default installation


n .local - files from the <BASEDIR>/smarts/local folder that are part of the default installation and
have been modified from their original version, using sm_edit.


n .base - the <BASEDIR>/smarts version of these files with .local extension


Custom file migration use cases provide details.


n Copying the cacert.sso certificate file from <BASEDIR>/smarts/jre/lib/security directory into
the .migrate.bkp.<old_version>/jre/lib/security directory to retain the certificate file.


n Copying all files you have added into the <BASEDIR>/smarts/local folder of the new installation. This
allows for an easy and automatic migration of all customer files to the new installation, so that no
manual step is required for moving the files from the backup directory.


Note   All files, customized or newly introduced in the existing installation, must be present under the
<BASEDIR>/smarts/ folder only. The utility also copies the RPS files found in the old_local.
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n Merging .asl, .import, .conf, .xml, .pl, .sh and .cmd files modified by you into the new installation. The
utility first backs up the corresponding files from the old_base, and then migrates the files
from .migrate.bkp.<old_version> backup directory to the new installation.


Note   This is an optional function and you may skip it.


In order to merge the configurations from the existing installation into the new installation, the utility
uses files from:


n Original base installation (previous installation with <file_name>.base extension)


n Local directory of the previous installation (files you have modified with a <file_name>.local
extension)


n New installation (with <file_name> extension)


The files to be merged are put in the new_local after performing a three-way merge between the
two files in the backup directory and the corresponding file in the new base.


n Rolling back changes made by the sm_migrate utility in your current installation. It creates a backup
of the new_local, and allows you to rollback to multiple stages of backup, as long as the changes
were carried out in your current version. The backup consists of
all .conf, .import, .asl, .mdl, .xml, .template, .sh, .conflict, .automerge, .cmd, .dat, and .bat files found
in the new_local.


Note   Soft links created for product related files in the UNIX environment are not handled by
sm_migrate utility.


Customization migration procedures
Run the sm_migrate utility immediately after the installation and before you start any services or modify
any files in the new installation. Back up the BASEDIR/smarts/local directory in the new installation before
you run sm_migrate.


Note   When you run the sm_migrate utility, ensure that you run only one instance of sm_migrate utility.


Migrating customizations on the same host
Use the following steps to migrate customizations on the same host:


1 Go to the BASEDIR/smarts/bin directory of the new installation and type the following command on
one line to invoke the sm_migrate utility:


sm_perl sm_migrate.pl --old=<BASEDIR>/smarts (old installation) --new=<BASEDIR>/smarts (new 


installation) --sitemod=<BASEDIR>/smarts/local;local1
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IP Manager


c:\InCharge93\IP\smarts\bin>sm_perl sm_migrate.pl


--old=c:\Incharge93\IP\smarts --new=c:\Incharge94\IP\smarts --sitemod=c:\Incharge94\IP\smarts\local1; 


c:\Incharge94\IP\smarts\local2


Service Assurance Manager


c:\InCharge\SAM\smarts\bin>sm_perl sm_migrate.pl


MPLS Management Suite


c:\InCharge93\MPLS\smarts\bin>sm_perl sm_migrate.pl


--old=c:\Incharge93\MPLS\smarts --new=c:\Incharge94\MPLS\smarts --


sitemod=c:\Incharge94\MPLS\smarts\local1; c:\Incharge94\MPLS\smarts\local2


Server Manager


c:\InCharge\ESM\smarts\bin>sm_perl sm_migrate.pl


--old=c:\Incharge\ESM\smarts --new=c:\Incharge\ESM\smarts --sitemod=c:\Incharge94\ESM\smarts\local1; 


c:\Incharge94\ESM\smarts\local2


Network Protocol Management Suite


c:\InCharge\NPM\smarts\bin>sm_perl sm_migrate.pl


--old=c:\Incharge\NPM\smarts --new=c:\Incharge\NPM\smarts --sitemod=c:\Incharge94\NPM\smarts\local1; 


c:\Incharge94\NPM\smarts\local2


Migrating customizations to a different host
Use the following steps to migrate customizations on remote hosts:


1 Prepare to archive the customizations made in the old installation into a tar or zip archive by copying
the following files:


n Perl packages: Copy migrateperlpkg.zip from the BASEDIR/smarts/perl directory in the new
installation to the BASEDIR/smarts/local directory of the old installation. For Linux and CentOS,
use the unzip migrateperlpkg.zip command.


n sm_migrate.pl utility: Copy this file from the BASEDIR/smarts/bin directory of the new
installation to the BASEDIR/smarts/bin directory of your old installation.


2 Go to the BASEDIR/smarts/bin directory of your old installation and enter the following command on
one line to generate an archive of the customizations:


sm_perl sm_migrate.pl --old=<BASEDIR>/smarts (old installation) --archive=<BASEDIR>/smarts/<tar or 


zip file to contain customizations> ----sitemod==<BASEDIR>\smarts\local1; =<BASEDIR>\smarts\local2


VMware Smart Assurance Installation Guide for SAM, IP, ESM, MPLS, and NPM Managers


VMware, Inc.  50







IP Manager


c:\InCharge93\IP\smarts\bin>sm_perl sm_migrate.pl --old=c:\InCharge93\IP\smarts --


archive=c:\InCharge93\IP\smarts\backup.zip --sitemod=c:\InCharge93\IP\smarts\local1;c:\InCharge93\IP\


smarts\local2


Service Assurance Manager


c:\InCharge\SAM\smarts\bin>sm_perl sm_migrate.pl --old=c:\InCharge\SAM\smarts --


archive=c:\InCharge\SAM\smarts\backup.tar --sitemod=c:\InCharge\SAM\smarts\local1;c:\InCharge\SAM\


smarts\local2


MPLS Management Suite


c:\InCharge93\MPLS\smarts\bin>sm_perl sm_migrate.pl --old=c:\InCharge93\MPLS\smarts --


archive=c:\InCharge93\MPLS\smarts\backup.zip --


sitemod=c:\InCharge93\MPLS\smarts\local1;c:\InCharge93\MPLS\


smarts\local2


Server Manager


c:\InCharge\ESM\smarts\bin>sm_perl sm_migrate.pl --old=c:\InCharge\ESM\smarts --


archive=c:\InCharge\ESM\smarts\backup.tar --


sitemod=c:\InCharge\ESM\smarts\local1;c:\InCharge\ESM\smarts\


local2


Network Protocol Management Suite


c:\InCharge\NPM\smarts\bin>sm_perl sm_migrate.pl --old=c:\InCharge\NPM\smarts --


archive=c:\InCharge\NPM\smarts\backup.tar --sitemod=c:\InCharge\NPM\smarts\local1;c:\InCharge\NPM\


smarts\local2


IP Manager


c:\InCharge93\IP\smarts\bin>sm_perl sm_migrate.pl --archive=c:\InCharge93\IP\smarts\backup.zip --


new=c:\InCharge93\IP\smarts


Service Assurance Manager


c:\InCharge\SAM\smarts\bin>sm_perl sm_migrate.pl --archive=c:\InCharge\SAM\smarts\backup.tar --


new=c:\InCharge\SAM\smarts
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MPLS Management Suite


c:\InCharge93\MPLS\smarts\bin>sm_perl sm_migrate.pl --archive=c:\InCharge93\MPLS\smarts\backup.zip --


new=c:\InCharge93\MPLS\smarts


Server Manager


c:\InCharge\ESM\smarts\bin>sm_perl sm_migrate.pl --archive=c:\InCharge\ESM\smarts\backup.tar --


new=c:\InCharge\ESM\smarts


Network Protocol Management Suite


c:\InCharge\NPM\smarts\bin>sm_perl sm_migrate.pl --archive=c:\InCharge\NPM\smarts\backup.tar --


new=c:\InCharge\NPM\smarts


Restoring customizations after an upgrade installation
During an upgrade, the installer creates a backup of your customizations and places them in the
<BASEDIR>/smarts/.migrate.bkp.<version> directory.


If during the installation you choose to skip migrating the files back into your new local directory, you may
either manually migrate or merge the files into your new local installation directory or run the sm_migrate
utility in the UPGRADE mode to perform this action.


Use the following steps to run the sm_migrate utility:


1 Go to the <BASEDIR>/smarts/bin folder.


2 Type the following command to migrate the backup directory to the new installation:


./sm_perl sm_migrate.pl


--new=<new installation location up to and including smarts> --upgrade --silent


c:\InCharge\SAM\smarts\bin>sm_perl sm_migrate.pl


--new=c:\InCharge\SAM\smarts --upgrade


3 Press y or any other key to start the file merge utility (sm_merge utility), and then press Enter. The
utility is invoked individually for each of the files that may require a three-way merge. Three-way
merge utility provides details. Once the utility completes merging the files, a message is displayed
indicating successful completion of the process.


or


Press n to skip the invocation of the file merge utility.


Note   You may use an additional --silent option to avoid this prompt. In which case, by default, the
utility will attempt the three-way merge.
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4 Press y or any other key to copy security configuration files, and then press Enter. This will copy the
security configuration files from .migrate.bkp.<version>/conf to local/conf of the new installation.


or


Press n to skip the copying of security configuration files.


5 Review the files (merged, auto-merged and .conflict) after the migration is over. Take appropriate
actions as mentioned in the 'User Action' column in Custom file migration use cases.


Perform a rollback
Use the following steps to rollback changes made by the sm_migrate utility:


1 Go to the <BASEDIR>/smarts/bin folder of your new installation, and type the following command to
rollback the changes made by sm_migrate utility to your new installation:


./sm_perl sm_migrate.pl --new=<new_installation location _upto_and including smarts> --rollback [--


silent]


c:\InCharge\SAM\smarts\bin>sm_perl sm_migrate.pl


--new=c:\InCharge\SAM\smarts --rollback


Custom file migration use cases
The use cases for custom file migration and resulting backup and merge activities are described in 
Custom file migration use cases .


Note   <file_name> with no extension represents a base file that is present under the BASEDIR/smarts
directory of the new installation.
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Table 7‑2.  Custom file migration use cases


Use case Backup action Merge Action


User actionOld installation


New installation:
BASEDIR/smarts/.migrate.b
kp.<version>


New_installation:BASEDI
R/smarts/local


There is a local copy of a file,
and changes were introduced
by you. The file is also used
in the new base installation.


Back up the base and the
local copies of the file. The
base copy is backed up with
“base” extension, as


<file_name>.base.


The local copy will be backed
up with “local” extension, as


<file_name>.local.


Local name will be
customized name of local.


For example:
<file_name>.local123.


Run sm_merge for:
n <file_name>.base
n <file_name>.local
n <file_name>


Merge Outcome:
n Changes made by you


are merged into the new
file and placed in
<New_installation>/smart
s/local/<file_name>.conf


n If the changes made by
you could not be merged
without a conflict,
a .conflict file is generated
and placed in
<New_installation>/smart
s/local/<file_name>.confli
ct


n Because the three-way
merge utility works at a
string level and not at a
code level for files such
as .asl, .xml, .cmd,
and .sh, the merge result
of these files is appended
with .automerge
extension. Review the
files, and if the changes
are acceptable, save the
file without .automerge
extension.


n Files with .import
and .conf extension are
not appended with an
automerge extension on
successful merge.


n For conflict files, review
the conflict file, manually
resolve the conflict, and
save the file without
a .conflict extension.


There is a file in old base, old
local and the same file exists
in new base.


No backup action. No merge. No user action required.


There is a file in old base and
the same file exists in new
base.


No backup action. No merge. No user action required.


The local copy of the file that
was introduced by a patch
and later modified by you.
The file exists in the new
base, but does not exist in the
old base.


Back up the local copy of the
file. The local copy will be
backed up with “local”
extension, as


<file_name>.local.


Local name will be
customized name of local.


For example:
<file_name>.local123.


sm_merge utility will compare
<file_name>.local and
<file_name>.


Merge Outcome:
<file_name>.conflict


Review the conflict file,
manually resolve the conflict
and save the file without
a .conflict extension.
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Table 7‑2.  Custom file migration use cases (Continued)


Use case Backup action Merge Action


User actionOld installation


New installation:
BASEDIR/smarts/.migrate.b
kp.<version>


New_installation:BASEDI
R/smarts/local


There is a local copy of the
file, and changes were
introduced by you, but the file
is no longer used in the new
release.


Backup the base and the
local copies of the file. The
base copy is backed up with
“base” extension, as


<file_name>.base.


The local copy will be backed
up with “local” extension, as


<file_name>.local.


Local name will be
customized name of local.


For example:
<file_name>.local123.


No merge The files remain in the backup
directory. Determine if the
customization is still relevant
to the new installation.


The local copy of the file was
introduced by a patch, and
changes were made by you.
The file does not exist in
either the new or old base.


Backup the local copy of the
file. The local copy will be
backed up with “local”
extension, as
<file_name>.local.


Local name will be
customized name of local.


For example:
<file_name>.local123.


No merge Determine if the
customization is still relevant
to the new installation.


There is a local copy of the
file, and changes were made
by you. The file is also used
in the new version, and there
is already a local copy of the
file in the new local.


Backup the local copy of the
file. The local copy will be
backed up with “local”
extension, as
<file_name>.local.


Local name will be
customized name of local.


For example:
<file_name>.local123.


No merge The sm_merge gives
precedence to the files in
new_local. No changes will
be made to the files that are
already under new_local.


Key exceptions to the rule are
covered in the Migration of
security configuration files.


There is a local copy of the
file, and custom code was
introduced by you. This code
does not exist in either the old
or the new base.


Back up the local copy of the
file. The local copy will be
backed up with “custom”
extension, as
<file_name>.custom.


No merge.


Copy the files (without
the .custom extension) from
New Installation:
BASEDIR/smarts/.migrate.bk
p.<version> to New
installation:
BASEDIR/smarts/local


Determine whether these
custom files are still needed
in your new installation.
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Table 7‑2.  Custom file migration use cases (Continued)


Use case Backup action Merge Action


User actionOld installation


New installation:
BASEDIR/smarts/.migrate.b
kp.<version>


New_installation:BASEDI
R/smarts/local


There is a local copy of the
file, and custom code was
introduced by you. This file is
also used in the new base.


Back up the local copy of the
file. The local copy will be
backed up with “custom”
extension, as
<file_name>.custom.


No merge.


Copy the files (without
the .custom extension) from
New Installation:
BASEDIR/smarts/.migrate.bk
p.<version> to New
installation:
BASEDIR/smarts/local


The file is copied
with .<old_version>
extension.


Determine whether these
custom files are still needed
in your new installation.


There is a local copy of the
file, and changes were made
by you. The file is also used
in the new version, and there
is already a local copy of the
file in the new local
introduced by a patch.


Back up the base and the
local copies of the file. The
base copy is backed up with
“base” extension, as
<file_name>.base.


The local copy will be backed
up with “local” extension, as
<file_name>.local.


Local name will be
customized name of local.


For example:
<file_name>.local123.


Run sm_merge for:
n <file_name>.base
n <file_name>.local
n <file_name>


Merge Outcome:
n Changes made by you


are merged into the new
file and placed in
<New_installation>/smart
s/local/<file_name>.conf


n If the changes made by
you could not be merged
without a conflict,
a .conflict file is generated
and placed in
<New_installation>/smart
s/local/<file_name>.confli
ct


n Because the three-way
merge utility works at a
string level and not at a
code level for files such
as .asl, .xml, .cmd,
and .sh, the merge result
of these files is appended
with .automerge
extension. Review the
files, and if the changes
are acceptable, save the
file without .automerge
extension.


n Files with .import
and .conf extension are
not appended with an
automerge extension on
successful merge.


n For conflict files, review
the conflict file, manually
resolve the conflict, and
save the file without
a .conflict extension.


Migration of security configuration files
The sm_migrate utility prompts you for copying the security configuration files serverConnect.conf,
clientConnect.conf, brokerConnect.conf, runcmd_env.sh and imk.dat. You can either choose to copy
these files into the local directory of the new installation or configure these files later, manually.


If you choose to copy and have changed the site secret in your previous installation, you need to run the
sm_rebond command to encrypt the files. For example:


./sm_rebond --basedir=C:\InCharge\IP\smarts
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After copying the files, the data in the old runcmd_env.sh file is appended to the new runcmd_env.sh file
and the new 10.0.0 version data is commented.


Note   Migration of security configuration files is not supported on cross platforms.


Migration of dynamic model files
The dynamic model files (files with .mdl and .ldm extension) are backed up in the .migrate.bkp.<version>
directory. These files are not considered by sm_migrate utility for merging. Remove the .ldm file from the
local directory of the new installation. Recompile the .mdl file before it is used in the new installation. A
new .ldm file will be generated once you recompile the .mdl file.


The VMware Smart Assurance Dynamic Modeling Tutorial explains the concepts and methods of dynamic
modeling.


Three-way merge utility
The three-way merge utility, sm_merge, helps incorporate configuration changes (made in
the .conf, .import .asl, .xml, .pl, .sh, and .cmd files) from an old installation into a new installation of a
product. The utility performs a three-way merge on each of the files that you have modified.


The utility uses <file_name>.base, <file_name>.local, and <file_name>, and finds the largest sequence of
lines that is common to all three files (this sequence need not necessarily be continuous lines). This
largest sequence of lines is called the Longest Common Subsequence (LCS). Then, for each of the three
files, it finds groups of lines in between two consecutive lines in the LCS. These groups are referred to as
“content blocks.” The utility compares these content blocks to decide on merge as given in Three-way
merge utility.


Use cases for content block comparison
The scenarios for comparison of content blocks during the three-way merge process are described in 
Content block comparison use cases. In this table, X, Y, and Z represent the content blocks, one from
each of the three files.
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Table 7‑3.  Content block comparison use cases


Scenario Content block comparison Result


XYY
n Content block in the <file_name>.base


looks like X
n Content block in <file_name>.local


looks like Y
n Content block in the <file_name> looks


like Y


The following content blocks are picked up:
n Content block in <file_name>.base = X


AllowPrivateIPAsName FALSE


n Content block in <files_name>.local = Y


AllowPrivateIPAsName TRUE


n Content block in <file_name> = Y


AllowPrivateIPAsName TRUE


Result: Y


Since the <file_name>.local
version and the <file_name>
version of the content blocks
match, the Y version is picked.


XYX
n Content block in the <file_name>.base


looks like X
n Content block in the <file_name>.local


looks like Y
n Content block in <file_name> looks like


X


The following content blocks are picked up:
n Content block in <file_name>.base = X


ERXIfExcludeSysPattern router*


n Content block in <files_name>.local = Y


ERXIfExcludeSysPattern *


n Content block in <file_name> = X


ERXIfExcludeSysPattern router*


Result : Y


This is the case where the file
modified by you (Y) is preserved
and is written to new_local.


X Y Z
n Content block in the <file_name>.base


looks like X
n Content block in the <file_name>.local


looks like Y
n Content block in the <file_name> looks


like Z. This is the case where
a .conflict file is created.


The following blocks sections are picked up:
n Content block in <file_name>.base = X


#Enable/Disable discovery of 
VLANs 
PropagateVRIfAlias  FALSE


n Content block in <files_name>.local = Y


#Enable/Disable discovery of 
Router 
PropagateVRIfAlias  TRUE 


n Content block in <file_name> = Z


#Enable/Disable discovery of 
Multicast # New install changes
PropagateVRIfAlias  FALSE


Result: Conflict


All three content blocks will be
written into a .conflict file.


During this process, modifications done on each of the files in the old installation are merged into the new
installation. The utility identifies the files to be copied and copies them into a predefined new directory in
the new installation with an appropriate suffix. Use cases for content block comparison provides details on
the files which will be copied:
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The utility performs the following functions:


n Automated analysis of the differences between any two files (for example, File A and File B), while
also considering the parent file.


n Incorporates the changes done to the parent file in File A and File B, and automatically merges the
two changes. This type of merge is used in revision control systems.


n It maintains a record of the conflicts encountered during the merge process in a .conflict file.


In case the utility is unable to merge the files due to some conflict, it creates a .conflict file for each
file. The .conflict file provides details of the files which were not completely merged by the three-way
utility. Each conflicting instance is recorded in the .conflict file. You can review the .conflict files to spot
the conflicts, and manually resolve the differences.


Configuration migration process logs
Log file and description lists the logs files that are created for the modified customization migration
process. These files are available under the BASEDIR/smarts/setup/logs directory.


Table 7‑4.  Log file and description


Log file name Description


Config_migration_copy.log Logs information about files that were modified during the previous installation, and
those which were backed up in the new installation.


Config_migration_merge.log Logs information about the files on which three-way merge was performed. It also
mentions whether the merge process was successful or if any conflicts arose during
the process.


<file_name>.conf.MergeLog


<file_name>.asl.MergeLog


<file_name>.import.MergeLog


<file_name>.xml.MergeLog


<file_name>.sh.MergeLog


<file_name>.cmd.MergeLog


For each type of file (.conf, .import .asl, .xml, .sh, and .cmd) merge logs are created.
These logs record the lines which the three-way merge process copied from the
previous installation, lines which were retained as-is, and those where conflicts were
observed.


Automatically migrate topology for IP Manager using RPS
utility
The repository file (RPS) migration utility (sm_migraterps) automatically converts the RPS file created by
the previous version of the software to an RPS file compatible with the newer version of the software. For
example, you can use the utility to automatically convert the IP 9.4.0.0 RPS file into a compatible version
of IP Manager 9.5. This tool allows the administrator to quickly migrate the product without going through
a rediscovery of the entire topology.


The RPS migration utility supports migration from IP Manager 9.x.x versions to IP Manager 9.5.x and
later.
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If you are migrating from IP Manager 9.4.x, running the RPS migration utility is optional. For example, if
you have an IP Manager 9.4 repository file that includes virtual switch systems in the topology, use the
sm_migraterps utility to remove VirtualSwitchSystemLink and make the repository compatible for
IP Manager 10.0.0.


This section covers the following:


n Functions of RPS migration utility


n Running RPS migration utility


Functions of RPS migration utility
The utility performs the following functions:


n Creates a temporary and a backup copy of the RPS file to be migrated. On successful migration, the
backup file is deleted. The tool then renames the temporary file as the new RPS and, the original
RPS file as the backup file with a .v70 suffix.


n Checks for the existence of the source RPS file. Users must ensure that they are using a valid source
RPS file.


Running RPS migration utility


Note   It is recommended to run the RPS migration utility only once. A second run will overwrite the older
backup file.


To run the RPS migration utility:


1 Go to the <BASEDIR>/smarts/bin folder.


2 Copy the previous version of the RPS file to the <BASEDIR>/smarts/bin folder.


3 Type the following command:


sm_migraterps <rps_file> --trace <logfilename>


4 Copy the migrated RPS file into the < BASEDIR >/smarts/local/repos/icf folder.


5 Use the --ignore-restore-errors option in the sm_service command to start the IP Manager with the
migrated repository file. Otherwise, the IP Manager may generate errors and may not start up with the
migrated repository file.


6 Initiate a full discovery (Discover All). Consult the discovery guide or user guide for your product for
more information on this procedure.


Note   A full discovery is required for the new version features and changes to take effect.
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Deployment utility overview
The Deployment Utility allows you to deploy customizations and configuration changes from an existing
installation to another installation on the same version of a product. The deployment can be carried out on
the same host or between two different hosts running the same operating system.


The utility is useful if you have to apply the same configurations on multiple installations of a product. Use
the utility if you have:


n Multiple new installation running on the same or multiple hosts that will need to share the same
configuration and customizations.


n Multiple installations on the same or multiple hosts that are upgraded and will share the same
configuration and customizations.


In both cases, you will need to start with one installation where you make all your modifications to
configuration files, <BASEDIR>/smarts/local files and, create and compile dynamic models. Then, run
the sm_deploy utility to create a package that contains your modifications. Use the sm_deploy utility
to apply the files collected from the first installation to the rest of your installations.


The Deployment Utility performs the following three functions:


n Create a package


n Deploy the package


n Rollback


Create a package


The utility enables you to create a deployment package which consists of all the customizations made to
files in an installation. In SAM, by specifying a broker and server information when you run the utility, you
can collect configuration settings from RPS into the package.


Deploy the package


The utility enables you to deploy a previously collected deployment package into other installations of the
same product running on the same version and operating system as the original installation. If you have
collected configuration settings from SAM RPS, the configurations will be available in the file,
<SAM_server>.xml under local/conf/ics directory.
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Rollback


Before deploying the package into an installation, the utility creates a rollback directory containing the
backup copy of files from the current installation which will be used incase of a rollback action. You can
rollback your configuration to that in your rollback directory, only if the version of your current installation
is the same as the version of the installation when the rollback directory was created.


Note   Soft links created for product related files in the UNIX environment are not handled by sm_deploy
utility.


Running the Deployment utility
To run the Deployment utility, go to <BASEDIR>/smarts/bin directory and type the following command:


./sm_perl sm_deploy.pl <options>


where, <options> refers to the options specified in the section,sm_deploy modes of operation.To run the
utility from an older version of a Smarts product that does not have the migration utility, you must copy the
sm_deploy.pl script and certain Perl files (packaged in migratePerlPkg.zip file) and place them in the
appropriate locations. The sm_deploy.pl must be placed in the bin directory and the Perl package must be
placed under the BASEDIR/smarts/local folder and extracted there.


sm_deploy modes of operation
The sm_deploy has the following command-line options:


n --install=<dir> – To install the utility.


n --create=<file> – To create the deployment package.


n --deploy=<file> – To deploy the package.


n --rollback – To rollback the configuration changes.


n --broker – The broker to which the SAM server is attached. Use this option to collect configuration
settings from SAM RPS.


n --server – The SAM server whose configuration settings from RPS are to be collected.


n --clean – To clean the files in the local directory.


n --silent


n --sitemod – To specify customer specific local directories.


n --help


The deployment utility must be used with at least one of these options.


Note   If you want to run this utility from older versions of VMware Smart Assurance products, you
must copy the sm_migrate.pl script, sm_deploy.pl script and, the Perl files packaged in a .zip file from
the 10.0.0 installation to the corresponding locations in the old installation.


VMware Smart Assurance Installation Guide for SAM, IP, ESM, MPLS, and NPM Managers


VMware, Inc.  62







To create a deployment package
1 Go to the <BASEDIR>/smarts/bin folder of your target installation, and type the following command:


./sm_perl sm_deploy.pl --install=<BASEDIR>/smarts --create=<archive-name.tar> --


sitemod==<BASEDIR>/smarts/local


2 The utility identifies the files with customizations from the local directory under <BASEDIR>/smarts
directory of the installation that need to be copied to the deployment package. Local directory can be
local1, local2.


3 The utility copies the files from the local directory to the deployment backup
directory .deploy.bkp<pdt>.<version> under <BASEDIR>/smarts, archives these files to a specified
archive file and then deletes the backup directory.


Manage RPS file settings across multiple installations
The method of extracting the configuration settings from an RPS file into the deployment package varies
between SAM and IP Managers.


For SAM, use the deployment utility to extract the configuration settings from the RPS file.


Go to the <BASEDIR>/smarts/bin folder of your target installation, and type the following command:


./sm_perl sm_deploy.pl --install=<BASEDIR>/smarts --create=<archive-name.tar> --broker=<host:port> --


server=<SAM_server>


This can be a convenient way to deploy the configurations of aggregate SAM domain since they often
share the same configuration.


For IP, use the sm_settings.pl script of the IP-Configuration Manager tool to export the Polling and
Threshold groups from an existing domain and import them into the IP-Configuration Manager to be
deployed further on other domains.


For more information on loading settings into IP-Configuration Manager, refer to the VMware Smart
Assurance Smarts IP Manager User Guide.


For Network Protocol Manager, MPLS Manager, and Server Manager, the configuration settings from an
RPS file must be manually configured in all other installations of these products.


To deploy the package
1 Go to the <BASEDIR>/smarts/bin folder of your target installation, and type the following command:


./sm_perl sm_deploy.pl --install=<TargetBASEDIR>/smarts --deploy=<archive-name.tar>


2 Creates a rollback directory with the backup of files from the target installation which will be used
incase of a rollback action. Rollback will contain local folders which are part of the deployment
package.


VMware Smart Assurance Installation Guide for SAM, IP, ESM, MPLS, and NPM Managers


VMware, Inc.  63







3 Copies all the files from the deployment package to the local directory of the target installation.


4 Overwrites the files that are part of both, the deployment package and the local directory of the target
installation.


5 If the --clean option is specified, the files in the local directory of the target installation that are not part
of the deployment package are deleted.


Or


If --clean option is not specified, the files in the local directory of the target installation that are not part
of the deployment package are retained.


To deploy the SAM RPS settings,


n Manually import the <SAM_server>.xml file from local/conf/ics directory to the directory in the
target installation by typing the following sm_config command:


./sm_config --server=<SAM_server> import --force <SAM_server>.xml


To Rollback
1 Go to the <BASEDIR>/smarts/bin folder of your target installation, and type the following command:


./sm_perl sm_deploy.pl --install=<TargetBASEDIR>/smarts --rollback


2 Copies the files from the local directory of the installation whose rollback directory you choose to
rollback to, into the corresponding location in your current installation.


Note   If your current directory is a rollback directory location, it will not be displayed in the list of
rollback directory locations to which you can rollback.
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Verifying the Installation 8
This chapter includes the following topics:


n Check the version number


n Start services


n Start programs


n Service and program startup options


n Start Smarts NOTIF


n Verify the product status


n Verify the FIPS 140 mode status


n Collect system information


n Configuration Scanner Tool


Check the version number
When you run a utility to report the version number of the software, you will see both the version number
for the product as well as the version number for the underlying foundation software. These two version
numbers might differ.


To verify the version number, enter the following command from the <BASEDIR>/smarts/bin directory:


         sm_server --version


      


This command should return the following information:


n Operating system (OS) name on which the product is running and the OS version identifier.


n Version number of the product.


n Version number of the foundation (DMT) code, foundation build number, the date and time that the
build was made as well as whether you have installed a 64-bit version of the software. If you installed
the 64-bit version, you will see a “/64” after the foundation and the product version number.
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The “sm_server --version” output is the following:


Operating System <Identifier>


<product>: V<Number>(<InternalBuild>), <Date> 


Copyright 2019, VMware Inc - Build <Build>


Foundation V<Number>(<InternalBuild>), <Date>


Copyright 1995-2018, VMware - Build <Build>


For example, for IP Manager, the output might look similar to:


linux_rhAS50-x86-64/206320000


IP_NETWORK_SUITE: V10.0.0.0(174350), 22-Jan-2019 02:00:03 Copyright 2019, VMware Inc - Build 4


Foundation V10.0.0.0(174262), 18-Jan-2019 10:24:40 Copyright 2019, VMware Inc - Build 1


The product version number is displayed during the Wizard mode installation on the InstallShield
screen.


Be aware that product versions vary and do not always match the software foundation version
number. For example, if you select the About from the Help menu in the Global Console, you may see
a different number.


Start services
VMware, Inc. recommends installing VMware Smart Assurance products as services. If you installed the
products as services, you must start them for the first time. These services start automatically upon
system reboot.


Note   Start the Broker service first if it is not running.


Starting services on UNIX
Verify the status of the service daemon before starting a service.


Verifying the status of the service daemon
Use the ic-serviced command to check the status of the service daemon. The path to the ic-serviced
command varies by operating system.


CentOS


On CentOS systems, enter the following command to verify the status of the service daemon:


         /etc/init.d/ic-serviced status
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If the sm_serviced process does not respond, the process is not running. Start the service by entering the
command:


         /etc/init.d/ic-serviced start


      


Linux


On Linux systems, enter the following command to verify the status of the service daemon:


         /etc/init.d/ic-serviced status


      


If the sm_serviced process does not respond, the process is not running. Start the service by entering the
command:


         /etc/init.d/ic-serviced start


      


Starting services
To start or stop an VMware Smart Assurance service, use the sm_service utility. Type the command from
the BASEDIR/smarts/bin directory:


         sm_service start


         <service_name> [<service_name> ...]


where <service_name> is each service you need to start. Starting services provides a list of service
names.


Start programs
You can start VMware Smart Assurance programs from the terminal when the program is not intended to
be long-running or to perform testing. VMware, Inc. does not recommend using this method in a
production environment.


The VMware Smart Assurance System Administration Guide provides a complete description of the
command syntax.


To start a program, type the command with the appropriate options on one line.


n For UNIX, invoke the command from the BASEDIR/smarts/bin directory. Prefix the command with ./ (a
period followed by a forward slash).


Starting the VMware Smart Assurance Broker


./brstart --port=426 --output
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Starting a Manager


t ./sm_server --name=<server_name>


--config=<config_directory>


--port=0


--ignore-restore-errors


--output s


For UNIX, to run the program in the background, use the daemon option.


Note   Service Assurance Manager Console crashes when running commands on a Linux platform since
the FIPS library fails to load. SELinux prevents the shared libraries, libcryptocme2.so and
libccme_base.so from loading because of the existence of text relocation in the library.


The following workarounds are available to avoid the SAM Console crash:


1 Run the following commands to change the file context for the shared libraries, libcryptocme2.so and
libccme_base.so to textrel_shlib_t:


chcon -t textrel_shlib_t libcryptocme2.so


chcon -t textrel_shlib_t libccme_base.so


2 Set the parameter setenforce to 0 to run SELinux in permissive mode.


3 Navigate to Edit /etc/selinux/config and set the parameter SELINUX to Disabled.


Service and program startup options
Default service names, server names, and configuration directories lists service names, server names,
and configuration directories for VMware Smart Assurance products.


Table 8‑1.  Default service names, server names, and configuration directories


Product Service name Server name Config directory


Broker ic-broker Not applicable Not applicable


IP Manager


IP Availability Manager ic-am-server INCHARGE-AM icf


IP Performance Manager ic-pm-server INCHARGE-PM icf


IP Availability and Performance Manager ic-am-pm-server INCHARGE-AM-PM icf


Service Assurance Manager


Service Assurance Manager Server ic-sam-server INCHARGE-SA ics


Service Assurance Manager Adapter
Platform Server


ic-icoi-server INCHARGE-OI icoi


SNMP Trap Adapter ic-trapd-receiver TRAP-INCHARGE-OI icoi


Syslog Adapter ic-syslog-adapter SYSLOG-INCHARGE-OI Not applicable
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Table 8‑1.  Default service names, server names, and configuration directories (Continued)


Product Service name Server name Config directory


Business Impact Manager MBIM INCHARGE-MBIM bim


MPLS Management Suite


MPLS Analysis Server ic-mpls-analysis INCHARGE-MPLS-ANALYSIS mpls-a


MPLS Monitoring Server ic-mpls-monitoring INCHARGE-MPLS-MONITORING mpls-m


MPLS Topology Server ic-mpls-topology INCHARGE-MPLS-TOPOLOGY mpls-t


MPLS VPN-Tagging Server ic-vpn-tagging VPN-TAGGING vpn-tagging


Server Manager


Server Manager ic-esm-server INCHARGE-ESM esm


Network Protocol Management Suite products


Network Protocol Manager for BGP ic-npm-bgp-server INCHARGE-BGP conf/bgp


Network Protocol Manager for EIGRP ic-npm-eigrp-server INCHARGE-EIGRP conf/eigrp


Network Protocol Manager for IS-IS ic-npm-isis-server INCHARGE-ISIS conf/isis


Network Protocol Manager for OSPF ic-npm-ospf-server INCHARGE-OSPF conf/ospf


n Chapter 11 Manually Installing Services provides the default service and program parameters that are
used for the service install commands.


n The VMware Smart Assurance System Administration Guide provides information in regard to the
sm_server, sm_adapter, and sm_trapd programs.


Start Smarts NOTIF
To start Smarts NOTIF:


1 Set an environment variable in the BASEDIR directory path to ensure that Java can be successfully
started for Smarts NOTIF. In BASEDIR/smarts/local/conf/runcmd_env.sh, add the following line:


SM_JAVA_ENABLED=YES


2 Configure the SNMP Trap Adapter to use the Notif-trap_mgr_parse.asl script instead of the default
trap_mgr_parse.asl script so that Smarts NOTIF processes SNMP traps. For example:


./sm_service install --force --unmanaged --startmode=runonce \


'--name=ic-notif-trap' \


'--description=Notif Trap Receiver' \


'/opt/InCharge/SAM/smarts/bin/sm_trapd' \


'--name=NOTIF-TRAP' \


'--server=INCHARGE-OI' \


'--output' \


'--config=icoi' \


'--port=1162' \


'--model=sm_actions' \


'--rules=icoi-trapd/Notif-trap_mgr_parse.asl'


VMware Smart Assurance Installation Guide for SAM, IP, ESM, MPLS, and NPM Managers


VMware, Inc.  69







3 Configure the Syslog Adapter to use the Notif-SysLog_mgr.asl script instead of the default
SysLog_mgr.asl script in order for Smarts NOTIF to process Cisco system log files.


For example:


./sm_service install --force --unmanaged --startmode=runonce \


'--name=ic-notif-syslog' \


'--description=Notif Syslog Adapter' \


'/opt/InCharge/SAM/smarts/bin/sm_adapter' \


'--name=NOTIF-SYSLOG' \


'--server=INCHARGE-OI' \


'--output' \


'--config=icoi' \


'--port=1162' \


'--model=sm_actions' \


'--model=sm_system'\


'--rules=icoi-syslog/Notif-SysLog_mgr.asl'\


'--tail=/opt/InCharge/SAM/smarts/local/logs/sample.txt'


4 Launch the Smarts NOTIF Editor by selecting Start > Programs > InCharge > Smarts NOTIF
Editor.


Note   You can also launch the editor by double-clicking the NotifGui.sh file (for UNIX systems) in the
BASEDIR/smarts/notif/editor directory.


5 Use the Smarts NOTIF Editor to connect to the running SAM server or Adapter Platform server.
Select Remote > Edit a server's settings in the Smarts NOTIF Editor. The Connect to a Server
dialog box appears, showing the list of available Adapter Platform and SAM server connections.


6 Choose a server from the list of available server connections in the Connect to a Server dialog box
and click OK.


If server connections are not displayed, perform the following to populate the list of server
connections:


7 Click More in the Connect to a Server dialog box. The Manage Connections dialog box appears
where you can add server connections.


8 Click Add in the Manage Connections dialog box. The Input dialog box appears.


9 Enter a connection reference name (for example, “Remote Smarts NOTIF OI server”) in the Input
dialog box and click OK.


10 Fill in the new connection record in the right pane of the Manage Connections dialog box.


11 Click OK to save the connection setup.


The Remote Server Settings dialog box appears that shows the server's current settings.


12 Select the Activate Smarts NOTIF checkbox, and then click OK.


Note   You can also change other server settings in the Remote Server Settings dialog box if
necessary.
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13 Restart your SAM server or Adapter Platform server.


Note   Server setting changes made in the Smarts NOTIF Editor Remote Server Settings dialog box
are persistent. When you change server settings in the Remote Server Settings dialog box and click
OK, the changes are saved to the Notif_Settings.import file that is generated and saved to the
BASEDIR/smarts/local/conf/<icoi or ics> directory in the Adapter Platform or SAM server where
Smarts NOTIF is running. Server setting changes made in the Smarts NOTIF Editor are preserved
even if the repository is deleted. For example, if the repository is erased because you used the --
norestore option for server startup, the server uses the last saved settings from the Smarts NOTIF
Editor saved in BASEDIR/smarts/local/conf/<icoi or ics>/Notif_Settings.import.


The VMware Smart Assurance Notification Module User Guide includes information on how to use
the Smarts NOTIF Editor.


Verify the product status
You can determine the current state of the products that register with the Broker by typing the following
command from the BASEDIR/smarts/bin directory:


         ./brcontrol


      


This command displays a list of VMware Smart Assurance Managers and adapters that are registered
with the Broker, their states (RUNNING, DEAD, UNKNOWN), process IDs, port numbers, and the last
time that their states changed.


Also check any log files for the products. Typically, these log files are in BASEDIR/smarts/local/logs.


Note   More than one log file may be generated due to changes in the foundation code that supports
internationalization. The VMware Smart Assurance System Administration Guide provides additional
information on log files.


If only one log file per server is desired, use sm_edit to update the
BASEDIR/smarts/local/conf/runcmd_env.sh file. To get a single log file, set the following environment
variables:


export SM_LOCALE=en_US (or appropriate locale code)


export SM_ENCODING_OUTPUT=UTF-8


Verify the FIPS 140 mode status
To verify if the installation is running in FIPS-140 mode, run the following command in the dmctl mode:


get SM_System::SM-System::FIPS


The value for this parameter must be TRUE.
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You can also check for the status of FIPS 140 in the log files in the BASEDIR/smarts/local/logs directory.
When the Broker and server start in FIPS 140 mode, a message similar to the following one is written to
the Broker and server log files:


RSA BSAFE: MES 3.2.4 26-May-2012/64(0), FIPS: RSA BSAFE Crypto-C Micro Edition FIPS 140-2 Module 


3.0.0.0/64(0), May 31 2008 13:19:56


Common issues


Domain registers with the broker, but appears DEAD after a few minutes
The domain is in FIPS 140 mode but the broker is not.


Domain is not able to register with the broker


The Broker is in FIPS 140 mode but the domain is not.


Broker or Domain log entry


CI-N-EWHILE-While executing function "queue_work”CI-EFLOWID-For flow CI_FlowTCP_U [Flow in 


negotiations Accepted physical flow] PHYSICAL @0x0000000000a38db  . *:v4:44445 KS N/A, KR N/A  . Open 


fd=10, conn August 17, 2011 3:27:43 PM EDT, disc N/A,  . 127.0.0.1:44445 -> 127.0.0.1:58347, tmo 0 


00:00:15 N/S 1/0 CI-EWHILE-While executing function ""CI_FlowTLS_U::handshake”” CI-BSAFE-error:


1407609C:SSLroutines:SSL23_GET_CLIENT_HELLO:http request: ; in file "s23_srvr.c" at line 746


The entry might also appear as: SSL routines:SSL23_GET_CLIENT_HELLO:unknown protocol.


This may be because the Domain (or Broker) is in FIPS 140 mode but the client is not. It may also be that
the client is a non-Smarts client (for example a load balancer’s HTTP check). In that case, switch the load
balancer to HTTPS check.


Client error


CI-E-EWHILE-While executing function ""CI_FlowTLS_U::handshake””CI-BSAFE-error:1408F10B:SSL 


routines:SSL3_GET_RECORD:wrong version number: ; in file "s3_pkt.c" at line 553CI-TLSPE-TLS protocol 


error


This may be because the Domain or Broker is not FIPS 140 capable but the client is operating in FIPS
140 mode.
Log errors


[July 11, 2011 5:09:41 PM EDT +385ms] t@31 PollingQueue #8CI-E-EDECRYPT-Cannot decrypt.CI-EDECRYPT-


Cannot decrypt.[July 11, 2011 5:09:41 PM EDT +386ms] t@31 PollingQueue #8IA-E-ERROR_EXECUTING_ACTION-


Error executing action MA-PerlScript-sihou513a.CI-EDECRYPT-Cannot decrypt.


This may be because the Imk.dat version or the password does not match between domains. Ensure that
the password and the version matches across all installs that inter operate.
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Error on startup of domain or other tools


[August 8, 2011 8:29:07 PM EDT +466ms] t@3916876800 <Primary Thread>CI-F-EBLACKSTRING_CONTEXT-While 


creating the contextCRPT-CRYPTO_MD5_INIT_FAILED-Failed to initialize the context for MD5 algorithm


This may be because you are trying to use a v1 imk.dat file in FIPS 140 mode. Ensure that you use v2.1
for FIPS 140 compatibility.


Collect system information
The sm_getinfo utility is used to collect data for troubleshooting VMware Smart Assurance Manager
(server) problems. The utility backs up the current configuration for a server by creating a tar archive of all
files and user customizations that are essential to troubleshooting the server. Customers then email the
tar archive to VMware Customer Support for problem resolution.


sm_getinfo files
The sm_getinfo utility, which is supported on CentOS, and Linux, creates four types of files in the
installation directory area from which it is invoked. The files are shown described in Files created by the
sm_getinfo utility.


Table 8‑2.  Files created by the sm_getinfo utility


Filename Description


Files in BASEDIR/smarts/local/logs directory


sm_getinfo<date>.tar.gz


Example:sm_getinfo26Mar2012-015952.tar.gz


A compressed tar archive in which the sm_getinfo utility stores a server ‘s
log files, repository files, core files (CentOS, Linux) , user-modified files
(using sm_edit), user-introduced files, and system environment
information. The actual content of the tar archive depends on the user-
specified options on the sm_getinfo invocation command line.


The name of the tar archive includes the date when the tar archive was
created.


MANIFEST A text file that lists all of the files that the sm_getinfo utility includes in the
tar archive.


Files in BASEDIR/smarts/local/logs/smgetinfo_files directory
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Table 8‑2.  Files created by the sm_getinfo utility (Continued)


Filename Description


smgetinfo-versions.log.<date>


Example:smgetinfo-versions.log.
26Mar2012-020004


Example of other files in smgetinfo_files:TTP-
Installed-versions.log.26Mar2012-020005


A log file in which the sm_getinfo utility writes information about a server’s
log file or repository file that is larger than 700 megabytes (MB). The
sm_getinfo utility does not include any log or repository file in a server’s tar
archive that exceeds 700 MB.


In addition, sm_getinfo writes system information to the log file.


The name of the log file includes the date when the log file was created.


Final_sm_getinfo<timestamp>.tar


Example:Final_sm_getinfo20Sep2012-005855.tar


The -k or --smconfigscan command invokes the Configuration Scanner
tool, and generates the Final_getinfo-<timestamp>.tar, along with other
Configuration Scanner tool-related files.


Note   If the sm_getinfo utility is run without the -k or --smconfigscan
command, a getinfo-<timestamp>.tar output file will be generated without
Final_ appended to the output. This implies that you will be running the
sm_getinfo tool as usual.


sm_getinfo command-line syntax
You run the sm_getinfo utility from the BASEDIR/smarts/bin directory. The options that you specify on the
invocation command line determine which files are included in the sm_getinfo-created tar archive.


Here is the command line syntax for sm_getinfo:


sm_perl sm_getinfo.pl


| --server <server name> --pid <server process ID>


| --broker <location>


| --log [<number of latest logs>]


| --nolog


| --repos [--latest]


| --norps


| --core


| --all


| --version


| --help


| --smmonitor “<sm_monitor options>”


| --flush


| --smconfigscan


where:


n <> Angle brackets are user-supplied parameter values (variables).


n [ ] Square brackets are optional entries.


n | Vertical bar symbols are alternate selections.


The command-line options are described in Command-line options for the sm_getinfo utility .
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Table 8‑3.  Command-line options for the sm_getinfo utility


Option Description


--server <server name> --pid <server process
ID> | -s <server name> -p <server process ID>


Specifies the VMware Smart Assurance server name and PID against which
the sm_getinfo utility will collect information. To dump a core file for a running
server on CentOS or Linux, the pid option must be provided. Also, the server
name is used to invoke the sm_monitor tool.


--broker <location> | -b <location> Specifies an alternate broker location as host:port.


--pid <pid> | -p <pid> PID of Domain Manager used to run gcore.


--log [<number of latest logs>] | -l [<number of
latest logs>]


For each VMware Smart Assurance server, collects and stores a user-
specified number of latest logs or all generated log files that are in the
BASEDIR/smarts/local/logs directory.


Note that whenever collecting a log, the related .audit and .archive files should
be collected as well.


If a server name is specified, only the files that correspond to the server will be
collected. To avoid generating a too-large tar archive (too large to email), any
log file that is larger than 700 MB will be excluded and its information will be
logged in smgetinfo-versions.log<date>.


--nolog | -g Excludes log files when collecting local files. This option and --log are mutually
exclusive.


--repos [--latest] | -r [-t] For each VMware Smart Assurance server, collects and stores the latest
repository file or all repository files. If a server name is specified, only the file
corresponding to the server will be collected. Any repository file that is larger
than 700 MB will be excluded and its information will be logged in smgetinfo-
versions.log<date>.


--norps | -n Excludes repository files when collecting local files. This option and --repos
are mutually exclusive.


--core | -c Collects and stores the core files (CentOS, Linux) that are generated by the
VMware Smart Assurance software, and the corresponding logs.


--all | -a All data and files in BASEDIR/smarts/local and BASEDIR/smarts/setup
directories will be collected and stored. If --all option is specified, the other
options will be ignored except --server and --pid.


--version | -v Print version information and exit.


--help | -h Print usage information and exit.


--smmonitor “<sm_monitor options>” | -m
“<sm_monitor options>”


Specifies the options for running sm_monitor, which will override the default
options “-m run-all -z.”


Approximately two cycles are run to collect the required information. The
collected information is output to the BASEDIR/smarts/local/logs/SM-Monitor-
<server name> directory.


--flush | -f Force a flush. Needed when the sm_getinfo utility is invoked from a remote
host.


--smconfigscan | -k


Note   This option is available for IP Manager
only.


Invokes the configuration scanner tool to provide a snapshot of all the
customizations introduced by you in your current installation. “Configuration
Scanner Tool” on page 116 provides more information on how to use the tool.
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sm_getinfo invocation examples
To gather the five latest logs, enter:


         sm_perl sm_getinfo.pl  --logs 5


      


To gather the latest repository data and core files, enter:


         sm_perl sm_getinfo.pl  --repos --latest --core


      


To gather the entire BASEDIR/smarts/local directory, enter:


         sm_perl sm_getinfo.pl  --all


      


To invoke sm_monitor, enter:


On Linux:


         sm_perl sm_getinfo.pl -s 


         <server name>


         -m “-m correlation -z”


         sm_perl sm_getinfo.pl -s 


         <server name>


           -m “-m mem”


      


sm_getinfo data collection
If no command-line option is specified, the sm_getinfo utility will store the following information in the tar
archive:


n For each server, the latest server log file in BASEDIR/smarts/local/logs and the related .audit
and .archive files in BASEDIR/smarts/local/logs. If a server name is specified, only the files that
correspond to the server will be collected. To avoid generating a too-large tar archive (too large to
email), any log file that is larger than 700 MB will be excluded and its information will be logged in
smgetinfo-versions.log<date>.


n For each server, the latest repository file in BASEDIR/smarts/local/repos. If a server name is
specified, only the repository file for the server will be archived. Any repository file that is larger than
700 MB will be excluded and its information will be logged in smgetinfo-versions.log<date>.


n The local files that are not in the BASEDIR/smarts/local/logs and repos directories and changed since
last temporary test patch (TTP) and patch.


n The new local files that are not in the BASEDIR/smarts/local/logs and repos directories and were
added since the last TTP and patch.


VMware Smart Assurance Installation Guide for SAM, IP, ESM, MPLS, and NPM Managers


VMware, Inc.  76







n All local files except the files in logs and repos directories if no TTP or patch is installed.


n All files in the BASEDIR/smarts/setup/info and BASEDIR/smarts/setup/logs directories.


n Core files (UNIX) that are generated by the VMware Smart Assurance software, and the
corresponding server log files. On Linux, some library (lib) files that are related to the cores are also
collected.


n VMware Smart Assurance TTP or patch version information. Additionally, it verifies MD5 checksum
for the installed TTP files and the files that are listed in manifest.md5 in the
BASEDIR/smarts/setup/info directory.


n The data collected by sm_monitor. If a server name is specified, only the files that correspond to the
server will be collected.


n The data generated by the VMware Smart Assurance Health Monitor (SHM).


n System environment information.


Configuration Scanner Tool
Note   This tool is available only for IP Manager.


The Configuration Scanner tool scans for configuration changes in your current installation. It scans for
customizations with regard to the following:


n Polling and threshold settings: The tool presents the non-default values and settings. That is, the
tool generates a list of polling settings and threshold parameters that have changed from their default
values, along with details of all the groups they are associated with. The output also includes tagging
settings. In case of CLI settings, the tool collects and displays the username and the associated
matching criteria.


n Configuration files: The tool generates a list of files that have changed from the default installation.
The tool scans the files in the SM_SITEMOD and base installation and does a two-way difference
analysis to figure out what files have changed, and displays the list of files, flagged appropriately as
modified or added. For discovery.conf, name-resolver.conf and tpmgr-param.conf files, the tool
parses through the content and presents the difference at an attribute->value pair level.


Note   The clientConnect.conf, serverConnect.conf, brokerConnect.conf, .imk.dat files and the l10n
classes and Perl directories are excluded from the scan.


The tool ignores service pack and patch files that are not modified by you.
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Running the Configuration Scanner tool from the sm_getinfo
utility
To run the Configuration Scanner tool:


1 Go to the <BASEDIR>/smarts/bin folder.


In this document, the term BASEDIR represents the location where VMware Smart Assurance
software is installed. For example:


For UNIX, this location is: /opt/InCharge/<product>.


On UNIX operating systems, IP Availability Manager is, by default, installed
to: /opt/InCharge/IP/smarts. Optionally, you can specify the root of BASEDIR to be something
different, but you cannot change the <product> location under the root directory.


2 Type the following command:


               sm_perl sm_getinfo <options> -k (or --smconfigscan)


sm_perl sm_getinfo --broker=localhost:5086 --server=INCHARGE-AM --smconfigscan


or


sm_perl sm_getinfo -b localhost:5086 -s pserver --smconfigscan
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Performing an Uninstallation 9
This chapter includes the following topics:
n Before uninstallation


n Uninstall VMware Smart Assurance products


Before uninstallation
You should complete the following tasks before uninstalling the product:


n Remove manually installed services


n Determine order for removing products (UNIX only)


n Detect and stop programs


Remove manually installed services
Services that you manually installed with sm_service command are not removed by the uninstallation
program. You must remove these services manually before uninstalling the product software.


To remove a service, invoke sm_service from the BASEDIR/smarts/bin directory:


1 Use sm_service to list installed services.


               sm_service show


            


2 Remove the manually installed service.


               sm_service remove ic-


               <service name>
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Determine order for removing products (UNIX only)
When uninstalling VMware Smart Assurance products from the same server, the product that was
installed first must be uninstalled last. During the installation of the first product, the
VMware Smart Assurance Service Database is created and the other products subsequently access it.
Uninstalling the product installed first will also uninstall the Service Database that will disable the
sm_service command for those products, prevent their proper operation and uninstallation.


You can determine what product software was installed first by performing this check:


1 Use a text editor to open the ic-serviced script.


n For CentOS, ic-serviced is located in the /etc/init.d directory


n For Linux, ic-serviced is located in the /etc/init.d directory


2 Find the value of the SMHOME variable.


The value of SMHOME indicates which product was installed first.


Detect and stop programs
Before upgrading or uninstalling your product, you must stop all VMware Smart Assurance services,
VMware Smart Assurance scheduledjobs, and any other process that uses programs or libraries running
from the VMware Smart Assurance product.


Detecting programs
The sm_plist utility identifies all VMware Smart Assurance programs that are running for any product on
your machine. You can use the sm_plist utility whenever you need to identify VMware Smart Assurance
programs that are running (for example, before applying a service pack or patch and uninstalling the
product software).


To use the utility, invoke itfrom the BASEDIR/smarts/script directory. The utility displays active programs
in a window:


1 Go to the BASEDIR/smarts/script directory.


2 Start the sm_plist utility:


On UNIX, enter


               ./sm_plist.sh


               <BASEDIR2>


               cscript sm_plist.vbs


               <BASEDIR2>
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Stopping active programs (UNIX)
To stop active VMware Smart Assurance programs (UNIX):


1 Stop active VMware Smart Assurance services using the sm_service utility from
BASEDIR/smarts/bin:


               ./sm_service stop --all


            


2 Determine if any VMware Smart Assurance services are still running by using the brcontrol utility from
BASEDIR/smarts/bin:


               ./brcontrol -b


               <host>:<port>


            


Table 9‑1.  Next steps for detecting and stopping programs


The Broker is on the . . . And this displays . . . Do this . . .


Same host “Error attaching to Broker”
message


The Broker is not running. Go to step 4 .


List of servers registered
with the Broker


n The Broker or service daemon did not shut down.
n If any servers are still running on the host, these did not


shut down.


Go to step 3 .


Different host List of servers registered
with the Broker


n If any servers are still running on the host where you will
install the VMware Smart Assurance software, these did
not shut down. Go to step 3 .


1 Stop any VMware Smart Assurance server that is still running. If the Broker is on the host, stop the
local Broker:


n To stop any server that is still running, use the dmquit utility from BASEDIR/smarts/bin:


                     ./dmquit --server=<server name>


                      -b 


                     <host>:<port>


                     ./brquit --broker=localhost:


                     <port>
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2 Determine if any other VMware Smart Assurance processes are still running and shut the processes
down:


n Detect the processes using the following command:


                     ps -ef | grep “sm_”


                     kill


                     <pid>


                  


Uninstall VMware Smart Assurance products
VMware Smart Assurance product software uses the InstallShield program to install and uninstall
products. For UNIX, you invoke the uninstallation program from the system prompt. Failure to use the
appropriate method will result in an unstable system and/or inconsistent product directories.


Note   Do not manually delete the installed product directories. Before uninstallation, you must stop all the
Smarts services.


Also, if you plan to reinstall the product, save all of the customized files that are in the
BASEDIR/smarts/local directory before performing the uninstallation. The uninstallation program will
remove all of the files and directories in the BASEDIR/smarts directory, and then remove the smarts
directory.


Uninstall using CLI mode
To uninstall an VMware Smart Assurance product or product:


1 Go to the BASEDIR/_uninst directory and enter the following command:


               ./uninstaller


            


During the uninstallation processes, you are prompted with a series of steps and menus. You can
either accept the default value or select another choice. The default values are indicated in brackets
or as predefined selections (checkmarks) in menus. To accept the default value, press Enter.


When replying to a prompt, you can either accept the default value or select another choice.


To reply yes, enter Y


To reply no, enter N.


Do not press Delete; doing so will cause the process to terminate with an error message. For
selections in menus, you can accept default selections or type the number of the item and press
Enter.


If you incorrectly type an entry, type back to repeat the prompt and select the correct value. Arrow
keys and the backspace key are not supported.


2 Press Enter to continue.


VMware Smart Assurance Installation Guide for SAM, IP, ESM, MPLS, and NPM Managers


VMware, Inc.  82







3 Upon completion, the uninstallation program will remove all of the files and directories in the
BASEDIR/smarts directory, and then remove the smarts directory.


The uninstallation program will also write an uninstall log file to the BASEDIR directory, unless the
uninstallation fails at the very start, in which case the installation program will write the log file to
the /tmp directory. The log file is a text file with the naming convention
Uninstall.<product>.<productversionNumber>.log.


Uninstall using Unattended mode
The Unattended mode enables you to automate the removal of the VMware Smart Assurance products.


1 Invoke the uninstallation program with appropriate options for the operating system:


2 On UNIX systems, go to the BASEDIR/_uninst directory and enter the following command:


                     uninstaller -i silent 


                     


                  


3 Upon completion, the uninstallation program will remove all of the files and directories in the
BASEDIR/smarts directory, and then remove the smarts directory.


The uninstallation program will also write an uninstall log file to the BASEDIR directory, unless the
uninstallation fails at the very start, in which case the installation program will write the log file to
the /tmp directory. A non-zero status indicates a failure. The log file is a text file with the naming
convention Uninstall.<product>.<productversionNumber>.log.
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The sm_edit utility 10
This chapter includes the following topics:
n sm_edit


n sm_edit example


sm_edit
As part of the VMware Smart Assurance deployment and configuration process, you need to modify
certain files. User modifiable files include configuration files, rule set files, templates, and seed files that
contain encrypted passwords. Original versions of these files are installed into appropriate subdirectories
under the BASEDIR/smarts/ directory.


The original versions of files should not be altered. If a file must be modified, a new version should be
created and then stored as a local copy of the file in BASEDIR/smarts/local or one of its subdirectories.


When VMware Smart Assurance software requires one of these files, it is designed to first search for a
modified file in BASEDIR/smarts/local or one of its subdirectories. If a modified version of a file is not
found in the local area, VMware Smart Assurance software then searches corresponding
BASEDIR/smarts directories for the original version of the file.


To ease file editing and storage, VMware, Inc. provides the sm_edit utility with the every
VMware Smart Assurance product. When invoked, sm_edit opens the specified file in a text editor. This
utility ensures that modified files are always saved to the appropriate local area and that non-local copies
of all files remain unchanged. If an appropriate subdirectory does not exist for the file you are modifying,
sm_edit creates the appropriate subdirectory before saving the modified file to that location. For files with
header information set for encryption, sm_edit encrypts certain fields in the file. In addition, sm_edit
preserves the file permissions of modified files, which helps ensure that important configuration files are
not altered by unauthorized users.


The VMware Smart Assurance System Administration Guide provides instructions on how to configure
the utility to use a specific editor.
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sm_edit example
To use sm_edit from the command line, specify the file name and include the subdirectory under
BASEDIR/smarts/local where the file resides. For example, to edit the trapd.conf, enter the following
command from the BASEDIR/smarts/bin directory:


         sm_edit conf/trapd/trapd.conf


      


In this example, sm_edit searches in the BASEDIR/smarts/local/conf/trapd directory for the trapd.conf file.
If it finds the trapd.conf file, it opens the file in a text editor. If sm_edit does not find the trapd.conf file in
the BASEDIR/smarts/local/conf/trapd directory, it creates a local copy of the trapd.conf file and writes it to
the BASEDIR/smarts/local/conf/trapd directory.


The VMware Smart Assurance System Administration Guide provides additional information about the
sm_edit utility.
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Manually Installing Services 11
This chapter includes the following topics:
n Overview


n Broker services


n Services for the IP Manager


n Services for the Service Assurance Manager


n Services for the MPLS Management Suite


n Services for the Server Manager


n Services for the Network Protocol Management Suite installation


Overview
If you did not install services when you installed the VMware Smart Assurance products, you may install
services manually. Services are programs that, once started, are generally intended to run continuously.
Components installed as services start automatically upon system reboot; those not installed as services
(manual processes or disabled processes) require that you issue commands to start and stop them as
necessary.


VMware, Inc. recommends that VMware Smart Assurance products be installed as services whenever
possible. Typical reasons to install products as services include the following conditions:


n (IP Manager only) There is a need to install services for a single product instead of the combined
IP Availability Manager and IP Performance Manager products (for example, IP Availability Manager
alone or IP Performance Manager alone). Selection of bootstrap files when installing services
provides more information.


n During installation of the product software, you chose to start product components manually and now
want to run the components as services.
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n Multiple instances of a single product component running as a service are required. During
installation, you can install only a single instance of a product component as a service.


To manually install a product as a service, use the sm_service installcommand with the appropriate
set of options.


The VMware Smart Assurance System Administration Guide provides a complete description of the
command syntax.


Selection of bootstrap files when installing services
When you install IP Manager 10.0.0 with all services selected, both IP Availability Manager and
IP Performance Manager services are installed. The default configuration file, bootstrap.conf, is used by
the IP Manager 10.0.0 installer.


If your deployment supports only IP Availability Manager or IP Performance Manager, you must manually
install these services for the IP Manager(s) using a bootstrap file different from bootstrap.conf.


Broker services
This section provides the default UNIX commands that are used to install the service manually for the
Broker. Type the command on one line.


UNIX


t BASEDIR/smarts/bin/sm_service install 


--force


--name=ic-broker


“--description= VMware Smart Assurance


         Broker”


--env=SM_CLIENTCONNECT=brokerConnect.conf


--startmode=runonce


BASEDIR/smarts/bin/brstart


--port=426


--output


--restore=BASEDIR/smarts/local/repos/ broker/broker.rps s


Services for the IP Manager
Here are the UNIX commands used to install services manually for the underlying servers in the
IP Manager.


IP Availability Manager -only server


VMware Smart Assurance Installation Guide for SAM, IP, ESM, MPLS, and NPM Managers


VMware, Inc.  87







UNIX


t /opt/InCharge/IP/smarts/bin/sm_service install


--force


--name=ic-am-server


“--description= VMware Smart Assurance IP Availability Manager Server”


--startmode=runonce


/opt/InCharge/IP/smarts/bin/sm_server


--name=INCHARGE-AM


--config=icf


--bootstrap=bootstrap-am.conf


--port=0


--subscribe=default


--ignore-restore-errors


--outputs


IP Performance Manager -only Server


UNIX


t /opt/InCharge/IP/smarts/bin/sm_service install


--force


--name=ic-pm-server


“--description= VMware Smart Assurance IP Performance Manager Server”


--startmode=runonce


/opt/InCharge/IP/smarts/bin/sm_server


--name=INCHARGE-PM


--config=icf


--bootstrap=bootstrap-pm.conf


--port=0


--subscribe=default


--ignore-restore-errors


--outputs


IP Availability and Performance Manager Server


UNIX


t /opt/InCharge/IP/smarts/bin/sm_service install 


--force 


--name=ic-am-pm-server


“--description= VMware Smart Assurance IP Availability Manager and Performance Manager Server” 


--startmode=runonce 


/opt/InCharge/IP/smarts/bin/sm_server 


--name=INCHARGE-AM-PM 


--config=icf


--bootstrap=bootstrap-am-pm.conf 
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--port=0 


--subscribe=default 


--ignore-restore-errors 


--outputs


IP Configuration Manager


UNIX


/opt/InCharge/IP/smarts/bin/sm_service install


--force


--name=ic-ip-configuration


"--description=VMware Smarts IP Configuration Manager"


--startmode=runonce


/opt/InCharge/IP/smarts/bin/sm_server


--name=INCHARGE-CM


--config=icf-c


--bootstrap=bootstrap.conf


--port=0


--subscribe=default


--ignore-restore-errors


--nodx


--output


Services for the Service Assurance Manager
This section provides default service parameters for the
VMware Smart Assurance Service Assurance Manager.


VMware Smart Assurance Broker


UNIX


t/opt/InCharge/SAM/smarts/bin/sm_service install


 --force


 --startmode=runonce


 --name=ic-broker


 --description="VMware Smarts Broker"


 --env=SM_CLIENTCONNECT=brokerConnect.conf


/opt/InCharge/SAM/smarts/bin/brstart


--port=426


 --restore=/opt/InCharge/SAM/smarts/local/repos/broker/broker.rps


 --outputs


Service Assurance Manager (Presentation SAM server)
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UNIX


/opt/InCharge/SAM/smarts/bin/sm_service install 


--force  


--unmanaged  


--startmode=runonce 


--name=ic-sam-server-pres


--description=”VMware Smarts Service Assurance Manager Server (notification cache publishing)” 


/opt/InCharge/SAM/smarts/bin/sm_server 


-n INCHARGE-SA-PRES


--config=ics


--port=0


--edaa=sam-presentation/2.0


--bootstrap=bootstrap-amqp.conf


--ignore-restore-errors


--output


Service Assurance Manager ( Global Manager )


UNIX


t/opt/InCharge/SAM/smarts/bin/sm_service install


 --force


 --unmanaged


 --name=ic-sam-server


 --startmode=runonce 


 --description="VMware Smarts Service Assurance Manager


  Server"


 /opt/InCharge/SAM/smarts/bin/sm_server


 --name=INCHARGE-SA


 --config=ics


 --port=0


 --ignore-restore-errors


 --outputs


Business Impact Manager server


UNIX


t/opt/InCharge/SAM/smarts/bin/sm_service install 


--startmode=runonce


--name=MBIM


--description=”VMware Smarts MBIM – Maintenance and Business Impact Manager Server”


/opt/InCharge/SAM/smarts/bin/sm_server


--name=INCHARGE-MBIM


VMware Smart Assurance Installation Guide for SAM, IP, ESM, MPLS, and NPM Managers


VMware, Inc.  90







--config=bim


--port=0


--ignore-restore-errors


--outputs


Adapter Platform


UNIX


t /opt/InCharge/SAM/smarts/bin/sm_service install


 --force


 --unmanaged


 --name=ic-icoi-server


 --startmode=runonce 


 --description="VMware Smarts SAM Adapter Platform Server"


 /opt/InCharge/SAM/smarts/bin/sm_server


 --name=INCHARGE-OI


 --config=icoi


 --port=0


 --ignore-restore-errors


 --outputs


Business Dashboard


UNIX


t/opt/InCharge/CONSOLE/smarts/bin/sm_service install


 --force


 --unmanaged


 --name=ic-business-dashboard


 --startmode=runonce 


 --description="VMware Smarts Servlet Engine"


 /opt/InCharge/CONSOLE/smarts/bin/sm_tomcat


 --output


 starts


Syslog Adapter
Before you configure the Syslog Adapter, identify the location of the SYSFILE you want the adapter to tail
and parse and ensure that sm_service install command line for the ic-syslog-adapter identifies this
location. The VMware Smart Assurance Service Assurance Manager Adapter Platform User Guide
provides more information on configuring the Syslog Adapter.
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UNIX


t /opt/InCharge/SAM/smarts/bin/sm_service install 


 --force


 --unmanaged


 --name=ic-syslog-adapter


 --startmode=runonce


 --description="VMware Smarts Syslog Adapter"


 /opt/InCharge/SAM/smarts/bin/sm_adapter


 --name=SYSLOG-INCHARGE-OI


 --rserver=INCHARGE-OI


 --tail=/var/log/syslog


 --model=sm_system


 --model=sm_actions


 --output icoi-syslog/syslog_mgr.asls


SNMP Trap Adapter


UNIX


t /opt/InCharge/SAM/smarts/bin/sm_service install


 --force


 --unmanaged


 --name=ic-trapd-receiver


 --startmode=runonce 


 --description="VMware Smarts SNMP Trap Adapter"


 /opt/InCharge/SAM/smarts/bin/sm_trapd


 --name=TRAP-INCHARGE-OI


 --server=INCHARGE-OI


 --config=icoi


 --port=162


 --seed=seedfile


 --model=sm_actions


 --output


 --rules=icoi-trapd/trap_mgr_parse.asls


Notif trap Adapter


UNIX


t /opt/InCharge/SAM/smarts/bin/sm_service install --force -unmanaged


--startmode=runonce


--name=ic-notif-trapd-receiver


--description="VMware Smarts NOTIF SNMP Trap Adapter"


/opt/InCharge/SAM/smarts/bin/sm_trapd


--name=NOTIF-TRAP-INCHARGE-OI


--server=INCHARGE-OI


--config=icoi


--port=162
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--model=sm_actions


--rules=icoi-trapd/Notif-trap_mgr_parse.asl


--seed=seedfile


--outputs


Notif syslog adapter


UNIX


t /opt/InCharge/SAM/smarts/bin/sm_service install --force --unmanaged 


--startmode=runonce


--name=ic-notif-syslog-adapter


--description="VMware Smarts Syslog Adapter"


/opt/InCharge/SAM/smarts/bin/sm_adapter


--name=NOTIF-SYSLOG-INCHARGE-OI


--rserver=INCHARGE-OI


--tail=/var/log/syslog


--model=sm_system


--model=sm_actions


--output icoi-syslog/Notif-SysLog_mgr.asls


Smarts Data Web Applications (Tomcat)


UNIX


/opt/InCharge/SAM/smarts/bin/sm_service install --force  --unmanaged  --startmode=runonce 


--name=smarts-tomcat 


--description=”VMware Smarts Data Web Applications (Tomcat)”


/opt/InCharge/SAM/smarts/bin/sm_tomcat 


--ignoreme


Smarts Notification Exchange (Rabbit MQ)


UNIX


/opt/InCharge/SAM/smarts/bin/sm_service install --force  


--unmanaged  --startmode=runonce


--name=smarts-rabbitmq


--description=”VMware Smarts Notification Exchange (Rabbit MQ)” 


/opt/InCharge/SAM/smarts/bin/sm_rabbitmq


--ignoreme


Smarts Notification Cache (ElasticSearch)
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UNIX


/opt/InCharge/SAM/smarts/bin/sm_service install --force  


--unmanaged  --startmode=runonce 


--name=smarts-elasticsearch 


--description=”VMware Smarts Notification Cache (ElasticSearch)” 


/opt/InCharge/SAM/smarts/bin/sm_elasticsearch 


--ignoreme


Services for the MPLS Management Suite
This section provides the default UNIX commands that are used to install services manually for the
MPLS Management Suite. Type the command on one line.


For the MPLS Management Suite, when you install the services manually, if you specify custom service
and server names instead of the default names listed in Services for the MPLS Manager, you must run a
script next. Running the script is required so that proper domain communication can be established. 
Chapter 13 Using the MPLS server_config Utility provides information about the script.


MPLS Topology Server
When you start the MPLS Manager for the first time (and only the first time) after migrating from the
previous version to the new version, you must start the MPLS Topology Server with the --ignore-restore-
errors option.


UNIX


t /opt/InCharge/MPLS/smarts/bin/sm_service install 


--force 


--unmanaged 


--startmode=runonce 


--name=ic-mpls-topology 


--description=”VMware Smart Assurance


         MPLS Topology Server” 


/opt/InCharge/MPLS/smarts/bin/sm_server 


--name=INCHARGE-MPLS-TOPOLOGY 


--config=mpls-t 


--ignore-restore-errors 


--outputs


MPLS Monitoring Server
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UNIX


t/opt/InCharge/MPLS/smarts/bin/sm_service install 


--force 


--unmanaged 


--startmode=runonce 


--name=ic-mpls-monitoring 


--description=”VMware Smart Assurance


         MPLS Monitoring Server” 


/opt/InCharge/MPLS/smarts/bin/sm_server 


--name=INCHARGE-MPLS-MONITORING 


--config=mpls-m 


--ignore-restore-errors 


--outputs


MPLS Analysis Server


UNIX


t /opt/InCharge/MPLS/smarts/bin/sm_service install 


--force 


--unmanaged 


--startmode=runonce 


--name=ic-mpls-analysis 


--description=”VMware Smart Assurance


         MPLS Analysis Server” 


/opt/InCharge/MPLS/smarts/bin/sm_server 


--name=INCHARGE-MPLS-ANALYSIS 


--config=mpls-a 


--ignore-restore-errors 


--outputs


MPLS VPN-Tagging Server


UNIX


t /opt/InCharge/MPLS/smarts/bin/sm_service install 


--force 


--unmanaged 


--startmode=runonce 


--name=ic-vpn-tagging 


--description=”VMware Smart Assurance


         MPLS VPN-Tagging Server” 


/opt/InCharge/MPLS/smarts/bin/sm_server 


--name=VPN-TAGGING 


--config=vpn-tagging 


--ignore-restore-errors 


--outputs
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Services for the Server Manager
This section provides the default UNIX commands that are used to install the service manually for the
VMware Smart Assurance Server Manager. Type the command on one line.


Server Manager


UNIX


t opt/InCharge/ESM/smarts/bin/sm_service install 


 --force  


 --unmanaged


 --name=ic-esm-server 


 --description=”VMware Smarts Server Manager (ESM)” 


 --startmode=runonce 


 opt/InCharge/ESM/smarts/bin/sm_server 


 --name=INCHARGE-ESM 


 --config=esm 


 --subscribe=default 


 --output 


--ignore-restore-errorss


Services for the Network Protocol Management Suite
installation
This section provides the default UNIX commands that are used to install services manually for the
Network Protocol Management Suite. Type the command on one line.


Network Protocol Manager for BGP


UNIX (IPv6 and IPv4 mode)


/opt/InCharge/NPM/smarts/bin/sm_service install


--force


--name=ic-npm-bgp-server


--description=”VMware Smarts NPM for BGP Server” 


--startmode=runonce


/opt/InCharge/NPM/smarts/bin/sm_server


--name=INCHARGE-BGP


--config=bgp


--port=0


--subscribe=default


--output
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UNIX (IPv4 mode only)


/opt/InCharge/NPM/smarts/bin/sm_service install


--force


--name=ic-npm-bgp-server


--description=”VMware Smarts NPM for BGP Server”


--startmode=runonce 


/opt/InCharge/NPM/smarts/bin/sm_server


--name=INCHARGE-BGP


--config=bgp


--port=0


--bootstrap=bootstrap-ipv4.conf


--subscribe=default


--output


Network Protocol Manager for EIGRP


UNIX


/opt/InCharge/NPM/smarts/bin/sm_service install 


--force 


--name=ic-npm-eigrp-server 


--description=”VMware Smarts NPM for EIGRP Server” 


--startmode=runonce 


/opt/InCharge/NPM/smarts/bin/sm_server 


--name=INCHARGE-EIGRP 


--config=eigrp 


--port=0 


--subscribe=default 


--ignore-restore-errors 


--output


Network Protocol Manager for IS-IS


UNIX (IPv6 and IPv4 mode)


/opt/InCharge/NPM/smarts/bin/sm_service install


--force


--name=ic-npm-isis-server


--description=”VMware Smarts NPM for ISIS Server”


--startmode=runonce 


/opt/InCharge/NPM/smarts/bin/sm_server


--name=INCHARGE-ISIS


--config=isis


--port=0


--subscribe=default


--output
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UNIX (IPv4 mode only)


/opt/InCharge/NPM/smarts/bin/sm_service install


--force


--name=ic-npm-isis-server


--description=”VMware Smarts NPM for ISIS Server”


--startmode=runonce 


/opt/InCharge/NPM/smarts/bin/sm_server


--name=INCHARGE-ISIS


--config=isis


--port=0


--bootstrap=bootstrap-ipv4.conf


--subscribe=default


--output


Network Protocol Manager for OSPF


UNIX (IPv6 and IPv4 mode)


/opt/InCharge/NPM/smarts/bin/sm_service install


--force


--name=ic-npm-ospf-server


--description=”VMware Smarts NPM for OSPF Server”


--startmode=runonce 


/opt/InCharge/NPM/smarts/bin/sm_server


--name=INCHARGE-OSPF


--config=ospf


--port=0


--subscribe=default


--output


UNIX (IPv4 mode only)


/opt/InCharge/NPM/smarts/bin/sm_service install


--force


--name=ic-npm-OSPF-server


--description=”VMware Smarts NPM for OSPF Server”


--startmode=runonce 


/opt/InCharge/NPM/smarts/bin/sm_server


--name=INCHARGE-OSPF


--config=ospf


--port=0


--bootstrap=bootstrap-ipv4.conf


--subscribe=default


--output
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Procedures for CD/DVD-ROMs 12
Mounting a CD/DVD-ROM on UNIX systems
Use the following procedure to find the instructions appropriate for your operating system:


1 Insert the CD/DVD-ROM into the optical drive.


2 If the CD/DVD-ROM is automatically mounted, continue to step 3 . Otherwise, select the appropriate
mount command as shown in Mounting the CD/DVD-ROM for UNIX operating systems.


Table 12‑1.  Mounting the CD/DVD-ROM for UNIX operating systems


Operating system Commands and examples


CentOS
# mount -o ro -F hsfs <device> /mnt


Example:


# mount -o ro -F hsfs /dev/dsk/c0t6d0s0 /mnt


HP-UX
mount -ocdcase -o ro -F cdfs <
                        DEVICE
                        > /mnt/cdrom


mount -ocdcase -o ro -F cdfs /dev/cdrom /mnt/cdrom


Linux
# mount <device>
                     


Example:


# mount /dev/cdrom /mnt/cdrom


where <device> is the mount point for the optical drive.


1 Change to the CD/DVD-ROM directory by typing the appropriate command from Changing to the
CD/DVD-ROM directory in UNIX operating systems.
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Table 12‑2.  Changing to the CD/DVD-ROM directory in UNIX operating systems


Operating system Command


CentOS If Volume Manager (VM) is running:


# cd /cdrom/<os>/<product>_SUITE/suite


If VM is not running:


# cd /mnt/suite


HP-UX
# cd /mnt/cdrom/suite


Linux If Automount is running:


# cd /cdrom/<os>/<product>_SUITE/suite


If Automount is not running:


# cd /mnt/cdrom/suite


where: <os> is the operating system, for example, CentOS_64, linux_64, or winnt_64.


<product> is the product software, for example, IP or MPLS.
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Using the MPLS server_config
Utility 13
Use the server_config.pl script to change domain names


Purpose
When installed and unless the default domain name is changed during installation, MPLS Manager is
configured with the default domain group name of INCHARGE-MPLS.


From this default domain group name, the three MPLS Manager server names are constructed by
appending the function specific suffix to the default domain group name:


n INCHARGE-MPLS-TOPOLOGY


n INCHARGE-MPLS-MONITORING


n INCHARGE-MPLS-ANALYSIS


Note   TOPOLOGY, MONITORING, and ANALYSIS are always appended to the Domain Group
name to generate the three MPLS Manager domain managers.


A script (server_config.pl) is provided to make it easier to define server names, to update names, and
populate the domain names changes to the default configurations files. Once updated, these new
domain names are used by the TOPOLOGY, MONITORING and ANALYSIS servers.


Run the script
After the different servers have been installed with the default domain manager's names, you can use the
server_config script to customize the domain managers’ names.


The MPLS Manager post installation script uses the sm_perl command from either the MPLS
BASEDIR/smarts/bin directory or from the location where the server_config.pl post installation script is
located.
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From the Perl /bin directory
Invoke the post installation script from the directory where the MPLS Manager post installation script is
located.


sm_perl server_config.pl -o <OldGroupName> -n <NewGroupName> -b <BASEDIR>


      


From the MPLS installation directory
Invoke the post installation script from the directory where Perl is installed.


   ./sm_perl <BASEDIR>/smarts/script/mpls-tma/server_config.pl -o <OldGroupName> -n


<NewGroupName> -b <BASEDIR>


      


Invoke the command line script server_config.pl options from the BASEDIR/smarts/bin/ directory as
follows:


n Install services with default name if they have not been installed previously (see Example ).


server_config.pl -i -o <OldGroupName> -n<NewGroupName> -b<BASEDIR>


n Rename services that have been installed previously (see Example ).


server_config.pl -o <OldGroupName> -n<NewGroupName> -b<BASEDIR>


n Generate a list of services that have been installed previously (see Example ).


server_config.pl -s -b <BASEDIR>


n Display information on how to run the script with examples (see Example ).


server_config.pl -h


Example 1


         server_config.pl -i -o “INCHARGE-MPLS” -n “HQ-MPLS” -b opt/InCharge/MPLS/smarts/


      


Example 2


         server_config.pl -o “INCHARGE-MPLS” -n “HQ-MPLS” -b opt/InCharge/MPLS/smarts/


      


Example 3


         server_config.pl -s -b opt/InCharge/MPLS/smarts/
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Example 4


         server_config.pl -h


      


Script options
Following are the required and optional command line script parameters:


Note   Avoid using the following special characters when entering text strings for <OldGroupName> and
<NewGroupName>: $ / \


Table 13‑1.  server_config.pl script command line options


Option Purpose


--install-service


or


-i


Indicates that the service needs to be installed.
n This parameter must be used with the --old-group, --new-group, and --basedir


parameters.
n If the services are not installed, they are installed.
n If services are already installed, they are uninstalled and reinstalled with the


NewGroupName.


--old-group="<OldGroupName>"


or


-o "<OldGroupName>"


A required value that specifies the old group name to be changed.
n You must include the OldGroupName variable string in double quotes.
n This parameter must be used with the --new-group and --basedir parameters.
n If services are running, will terminate without doing anything.


--new-group="<NewGroupName>"


or


-n "<NewGroupName>"


A required value that specifies the new group name.
n You must include the NewGroupName variable string in double quotes.
n This parameter must be used with the --old-group and --basedir parameters.
n If services are running, will terminate without doing anything.


--basedir=<BASEDIR>


or


-b <BASEDIR>


A required value which specifies the installation base directory.
n This parameter must be used with the --old-group and --new-group parameters.
n If services are running, will terminate without doing anything.


--show


or


-s


Indicates that you want to see the current group names, services and Domain
Manager names.
n With this option, no changes are made to either the service or the configuration


file.
n This parameter must be used with the --basedir parameter.


--help


or


-h


--help or -h shows command line parameters and examples.


This parameter is used alone.


Note   The order of the parameters is not important.


Always include the BASEDIR of the installed services in the command line. The only instances where you
do not have to include it is when using the Help (-h) option.
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Following are the steps that the script performs once invoked:


1 If the local directory BASEDIR/smarts/local/conf/mpls-tma does not already exist, it is created and a
copy of the original mpls-tma.conf file from the BASEDIR/smarts/conf/mpls-tma directory is copied to
it.


2 If a service corresponding to the <OldGroupName> is installed, the following process is initiated:


3 If the service is running and the user command line argument is not -s or --show, the script displays
an error message and exits. You must stop the services before you can rename them.


4 If the service is not running and the Service Daemon is running, then the script uninstalls the service
for the current <OldGroupName>, installs the service for the <NewGroupName>, then continues to
step 4.


5 If the service is not running and the Service Daemon is not running, then the script displays a warning
that there is potential for mismatch, uninstalls the service for the current <OldGroupName>, installs
the service for the <NewGroupName>, then continues to step 4.


6 If a service corresponding to the <OldGroupName> is not installed, the following process is initiated:


7 If the installation option (--i or -install-service) is not specified, the scripts does not install the service.


8 If the installation option (--i or -install-service) is specified and if the Service Daemon is running, the
script installs the service corresponding to the <NewGroupName>.


9 If the installation option (--i or -install-service) is specified and if the Service Daemon is not running,
the script warns you that you must start it and exits without further action.


10 After step 2 or step 3 are performed, the script copies the previous local configuration file to a backup
file named .<OldGroupName><.bak>


11 The script then replaces the <OldGroupName> with <NewGroupName> in
BASEDIR/smarts/local/conf/mpls-tma/mpls-tma.conf and terminates.


VMware Smart Assurance Installation Guide for SAM, IP, ESM, MPLS, and NPM Managers


VMware, Inc.  104







Configuration Scanner tool
Sample Output 14
This chapter includes the following topics:


n Files created by Configuration Scanner tool


n Sample outputs


Files created by Configuration Scanner tool
The following files are created by the tool:


n sm_configscan_report-<time_stamp>.txt: This is the report file created by the Configuration Scanner
tool. This file contains:


n List of files installed by the TTP, if any


n List of files introduced by the user


n Modifications made to the discovery.conf, tpmgr-param.conf and name-resolver.conf files


n List of file differences for each modified file


n List of modifications found in the server


Report when server is specified and Report when server is not specified provides sample outputs.


n sm_configscan-<time_stamp>.tar: This tar file contains the following:


n A copy of the Configuration Scanner report file


n sm_configscanner.log


n A copy of runcmd_env.sh


n ConfigScanAdapter.log


n PnTallOutput.txt: lists all the settings found on the server


n A directory containing the DIFF files for each modified files


The output files for the configuration scanner tool is available under the


<BASEDIR>/smarts/local/logs/Final_sm_getinfo<timesatamp>.tar file.
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Sample outputs
This section provides sample outputs for the following:


n Running Configuration Scanner tool with server name


n Report when server is specified


n Running Configuration Scanner tool without server name


n Report when server is not specified


Running Configuration Scanner tool with server name
You can run the tool by specifying a running server in the command line. In this scenario, the tool scans
for changes you have made in the values of both the polling and threshold settings and configuration files.
A sample output is provided:


C:\InCharge\IP\smarts\bin>sm_perl sm_getinfo -s INCHARGE-AMPM -k


Executing sm_configscan ...


===============================================================sm_monitor about to run!


Please enter the correct credentials in clientConnect.conf


Or be prepared to enter the credentials below:


===============================================================Getting hardware Info...


Getting AMPM show-dm-process info...


MAIN-N-Closing this log file at August 28, 2012 4:02:24 AM EDT; continuing in


C:\InCharge\IP\smarts\local\logs\AMPM-show-dm-proc-28Aug2012-040223_en_US_UTF-8.log


Getting AMPM stacktrace info...


Exiting eval via last at C:/InCharge/IP/smarts/bin//sm_monitor.pl line 180.


Getting AMPM queues info...


Getting AMPM subscriptions info...


Getting AMPM threads info...


Getting AMPM flows info...


Getting AMPM clients info...


Getting netstat info...


Getting tasklist info...


Getting log file...


Getting rps files...


Getting Monitor...


Getting Accessor Ping...


Getting Accessor Poll...


Getting Problems...


Getting instrumentation for IP...


MAIN-N-Closing this log file at August 28, 2012 4:05:13 AM EDT; continuing in


C:\InCharge\IP\smarts\local\logs\AMPM-instrumentation-28Aug2012-040223_en_US_UTF-8.log


Deleting files: C:\InCharge\IP\smarts\local\logs\smgetinfo_files\*smgetinfo-versions.log*


Getting the Smarts server version ...


Getting the Executable versions ...


Getting the Local lib versions ...


Getting the lib versions ...


Getting the list of installed TTPs ...


No TTPs currently installed


No patches currently installed.
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Archiving the files...


Writing to sm_getinfo28Aug2012-040132.tar.zip ...


... Done writing to Final_sm_getinfo28Aug2012-040132.tar.zip


Please send the file: C:\InCharge\IP\smarts\local\logs\Final_sm_getinfo28Aug2012-040132.tar.zip to 


VMware Support


Report when server is specified
The following is the sample of the report when the tool is run specifying a running server in the command
line:


Version: IP.9.1.0.0


These files have been modified in the installation:


===================================================


C:/InCharge/IP/smarts/local/conf/discovery/discovery.conf


C:/InCharge/IP/smarts/local/conf/discovery/name-resolver.conf


C:/InCharge/IP/smarts/local/conf/discovery/oid2type_Cisco.conf


C:/InCharge/IP/smarts/local/conf/discovery/oid2type_Misc.conf


C:/InCharge/IP/smarts/local/conf/discovery/tpmgr-param.conf


These files have been introduced in the installation: 


=====================================================


C:/InCharge/IP/smarts/local/repos/icf/INCHARGE-AMPM.rps


C:/InCharge/IP/smarts/local/repos/icf/INCHARGE-AMPM.rps.bak


Server Name: INCHARGE-AMPM


The following Polling and Threshold settings were modified in the installation: 


============================================================


POLLING::Polling Groups::5620 SAM Managed Systems::Connectivity Polling - External 


Poller::InstrumentCards


  Current Value : TRUE


  Default Value : FALSE


POLLING::Polling Groups::ComputeFabric::Environment Polling::PollingInterval


  Current Value : 120


  Default Value : 240


POLLING::Polling Groups::ComputeFabric::Environment Polling::Retries


  Current Value : 4


  Default Value : 3


POLLING::Polling Groups::ComputeFabric::Connectivity Polling::PollingInterval


  Current Value : 30


  Default Value : 240


POLLING::Polling Groups::Routers::Environment Polling::PollingInterval


  Current Value : 30


  Default Value : 240


THRESHOLD::Interface Groups::1 Gb Ethernet::Ethernet Interface/Port Performance::BroadcastThreshold


  Current Value : 10


  Default Value : 15


The following changes were made to some special configuration files: 


============================================================


File: C:/InCharge/IP/smarts/local/conf/discovery/discovery.conf


  Attribute Name : MetroEthernetEnabled


    Current Value  : TRUE


    Default Value  : FALSE


    Comment        : Modified


  Attribute Name : defaultTimeout
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    Current Value  : 2000


    Default Value  : 1000


    Comment        : Modified


  Attribute Name : defaultRetries


    Current Value  : 8


    Default Value  : 5


    Comment        : Modified


  Attribute Name : defaultSNMPAutoRetries


    Current Value  : 4


    Default Value  : 3


    Comment        : Modified


  Attribute Name : DiscoveryAddrPref


    Current Value  : "IPV4FIRST_IPV6NEXT"


    Default Value  : "IPV6FIRST_IPV4NEXT"


    Comment        : Modified


  Attribute Name : numberProbeThreads


    Current Value  : 15


    Default Value  : 10


    Comment        : Modified


  Attribute Name : LicenseThresholdPercentage


    Current Value  : 40


    Default Value  : 90


    Comment        : Modified


File: C:/InCharge/IP/smarts/local/conf/discovery/name-resolver.conf


  Attribute Name : NameFormat


    Current Value  : "TM_USESEEDNAME"


    Default Value  : "TM_USEAUTONAME"


    Comment        : Modified


  Attribute Name : TM_USEAGENTADDRESS


    Current Value  : 3


    Default Value  : 4


    Comment        : Modified


  Attribute Name : TM_USEPRIVATEIP


    Current Value  : 4


    Default Value  : 3


    Comment        : Modified


File: C:/InCharge/IP/smarts/local/conf/discovery/tpmgr-param.conf


  Attribute Name : maxOIDsPerPacketForASNMP


    Current Value  : 15


    Default Value  : 19


    Comment        : Modified


  Attribute Name : GetBulkPattern-.1.3.6.1.4.1.1872.1.15


    Current Value  : TRUE


    Default Value  : 


    Comment        : Newly added


  Attribute Name : GetBulkRetriesOverrideRatio-.1.3.6.1.4.1.1872.1.15


    Current Value  : 1.5


    Default Value  : 


    Comment        : Newly added


  Attribute Name : GetBulkTimeoutOverrideRatio-.1.3.6.1.4.1.1872.1.15


    Current Value  : 2.5


    Default Value  : 


    Comment        : Newly added


  Attribute Name : IFTypePatternIFExt.1.3.6.1.4.1.119.1.3.13.4


    Current Value  : 
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    Default Value  : 39|53|1


    Comment        : Removed


  Attribute Name : IFTypePattern-SwitchPort.1.3.6.1.4.1.119.1.14.8


    Current Value  : 


    Default Value  : 37


    Comment        : Removed


The following are two way text differences:


===========================================


<--- C:/InCharge/IP/smarts/conf/discovery/discovery.conf --->


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 54 to 54 >>>>>>>>>>>>>>


defaultRetries = 5 


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 54 to 54 <<<<<<<<<<<<<<


defaultRetries = 8 


<=============== End Difference ===============>


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 61 to 61 >>>>>>>>>>>>>>


defaultTimeout = 1000


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 61 to 61 <<<<<<<<<<<<<<


defaultTimeout = 2000


<=============== End Difference ===============>


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 82 to 82 >>>>>>>>>>>>>>


defaultSNMPAutoRetries = 3 


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 82 to 82 <<<<<<<<<<<<<<


defaultSNMPAutoRetries = 4 


<=============== End Difference ===============>


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 97 to 97 >>>>>>>>>>>>>>


numberProbeThreads = 10


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 97 to 97 <<<<<<<<<<<<<<


numberProbeThreads = 15


<=============== End Difference ===============>


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 280 to 280 >>>>>>>>>>>>>>


DiscoveryAddrPref =  "IPV6FIRST_IPV4NEXT"


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 280 to 280 <<<<<<<<<<<<<<


DiscoveryAddrPref =  "IPV4FIRST_IPV6NEXT"


<=============== End Difference ===============>


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 287 to 287 >>>>>>>>>>>>>>


MetroEthernetEnabled = FALSE


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 287 to 287 <<<<<<<<<<<<<<
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MetroEthernetEnabled = TRUE


<=============== End Difference ===============>


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 290 to 290 >>>>>>>>>>>>>>


LicenseThresholdPercentage = 90 


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 290 to 290 <<<<<<<<<<<<<<


LicenseThresholdPercentage = 40 


<=============== End Difference ===============>


<----------------------------------------------->


<--- C:/InCharge/IP/smarts/conf/discovery/name-resolver.conf --->


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 19 to 18 >>>>>>>>>>>>>>


#NameFormat = "TM_USESEEDNAME"


NameFormat = "TM_USEAUTONAME"


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 18 to 19 <<<<<<<<<<<<<<


NameFormat = "TM_USESEEDNAME"


#NameFormat = "TM_USEAUTONAME"


<=============== End Difference ===============>


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 30 to 29 >>>>>>>>>>>>>>


AutoNameOrder 3 TM_USEPRIVATEIP


AutoNameOrder 4 TM_USEAGENTADDRESS


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 29 to 30 <<<<<<<<<<<<<<


AutoNameOrder 3 TM_USEAGENTADDRESS


AutoNameOrder 4 TM_USEPRIVATEIP


<=============== End Difference ===============>


<----------------------------------------------->


<--C:/InCharge/IP/smarts/conf/discovery/oid2type_Cisco.conf ->


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 12369 to 12370 >>>>>>>>>>>>>>


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 12370 to 12384 <<<<<<<<<<<<<<


.1.3.6.1.4.1.9.1.916 {


TYPE = Firewall


VENDOR = Cisco


MODEL = ciscoASA5580sc


CERTIFICATION = CERTIFIED


CONT = Cisco-Entity


HEALTH = Cisco-Entity


INSTRUMENTATION:


CPU/Memory = CiscoRouter:DeviceID


Interface-Fault = MIB2


Interface-Performance = MIB2


}


<=============== End Difference ===============>


<----------------------------------------------->


<--C:/InCharge/IP/smarts/conf/discovery/oid2type_Misc.conf -->


<============== Start Difference ==============>
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>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 8816 to 8806 >>>>>>>>>>>>>>


.1.3.6.1.4.1.10734.1.3.8 {


TYPE = Firewall


VENDOR = TippingPoint


MODEL = TippingPointIPS


CERTIFICATION = CERTIFIED


CONT = MIB2-IfStack


INSTRUMENTATION:


Interface-Fault = MIB2


Interface-Performance     = MIB2


}


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 8806 to 8816 <<<<<<<<<<<<<<


#.1.3.6.1.4.1.10734.1.3.8 {


# TYPE = Firewall


# VENDOR = TippingPoint


# MODEL = TippingPointIPS


# CERTIFICATION = CERTIFIED


# CONT = MIB2-IfStack


#


#INSTRUMENTATION:


# Interface-Fault = MIB2


# Interface-Performance = MIB2


#}


<=============== End Difference ===============>


<----------------------------------------------->


<--C:/InCharge/IP/smarts/conf/discovery/tpmgr-param.conf --->


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 40 to 40 >>>>>>>>>>>>>>


IFTypePatternIFExt.1.3.6.1.4.1.119.1.3.13.4 39|53|1


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 40 to 40 <<<<<<<<<<<<<<


#IFTypePatternIFExt.1.3.6.1.4.1.119.1.3.13.4 39|53|1


<=============== End Difference ===============>


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 125 to 125 >>>>>>>>>>>>>>


IFTypePattern-SwitchPort.1.3.6.1.4.1.119.1.14.8 37


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 125 to 125 <<<<<<<<<<<<<<


#IFTypePattern-SwitchPort.1.3.6.1.4.1.119.1.14.8 37


<=============== End Difference ===============>


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 554 to 554 >>>>>>>>>>>>>>


#GetBulkPattern-.1.3.6.1.4.1.1872.1.15 TRUE


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 554 to 554 <<<<<<<<<<<<<<


GetBulkPattern-.1.3.6.1.4.1.1872.1.15 TRUE


<=============== End Difference ===============>


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 565 to 565 >>>>>>>>>>>>>>
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#GetBulkTimeoutOverrideRatio-.1.3.6.1.4.1.1872.1.15 2.5


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 565 to 565 <<<<<<<<<<<<<<


GetBulkTimeoutOverrideRatio-.1.3.6.1.4.1.1872.1.15 2.5


<=============== End Difference ===============>


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 576 to 576 >>>>>>>>>>>>>>


#GetBulkRetriesOverrideRatio-.1.3.6.1.4.1.1872.1.15 1.5


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 576 to 576 <<<<<<<<<<<<<<


GetBulkRetriesOverrideRatio-.1.3.6.1.4.1.1872.1.15 1.5


<=============== End Difference ===============>


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 582 to 582 >>>>>>>>>>>>>>


maxOIDsPerPacketForASNMP 19


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 582 to 582 <<<<<<<<<<<<<<


maxOIDsPerPacketForASNMP 15


<=============== End Difference ===============>


<----------------------------------------------->


Running Configuration Scanner tool without server name
You can run the tool without specifying a running server in the command line. In this scenario, the tool
only scans for changes you made to the configuration files. A sample output is provided:


C:\InCharge\IP\smarts\bin>sm_perl sm_getinfo -k


Executing sm_configscan ...


Deleting files: C:\InCharge\IP\smarts\local\logs\smgetinfo_files\*smgetinfo-versions.log*


Getting the Smarts server version ...


Getting the Executable versions ...


Getting the Local lib versions ...


Getting the lib versions ...


Getting the list of installed TTPs ...


No TTPs currently installed


No patches currently installed.


Archiving the files...


Writing to sm_getinfo28Aug2012-044639.tar.zip ...


... Done writing to Final_sm_getinfo28Aug2012-044639.tar.zip


Please send the file: C:\InCharge\IP\smarts\local\logs\Final_sm_getinfo28Aug2012-044639.tar.zip to 


VMware Support
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Report when server is not specified
The following is the sample of the report when the tool is run without specifying a running server in the
command line:


Version: IP.9.1.0.0


These files have been modified in the installation: 


===================================================


C:/InCharge/IP/smarts/local/conf/discovery/discovery.conf


C:/InCharge/IP/smarts/local/conf/discovery/name-resolver.conf


C:/InCharge/IP/smarts/local/conf/discovery/oid2type_Cisco.conf


C:/InCharge/IP/smarts/local/conf/discovery/oid2type_Misc.conf


C:/InCharge/IP/smarts/local/conf/discovery/tpmgr-param.conf


These files have been introduced in the installation: 


=====================================================


C:/InCharge/IP/smarts/local/repos/icf/INCHARGE-AMPM.rps


C:/InCharge/IP/smarts/local/repos/icf/INCHARGE-AMPM.rps.bak


The following changes were made to some special configuration files: 


===============================================================


File: C:/InCharge/IP/smarts/local/conf/discovery/discovery.conf


  Attribute Name : MetroEthernetEnabled


    Current Value  : TRUE


    Default Value  : FALSE


    Comment        : Modified


  Attribute Name : defaultTimeout


    Current Value  : 2000


    Default Value  : 1000


    Comment        : Modified


  Attribute Name : defaultRetries


    Current Value  : 8


    Default Value  : 5


    Comment        : Modified


  Attribute Name : defaultSNMPAutoRetries


    Current Value  : 4


    Default Value  : 3


    Comment        : Modified


  Attribute Name : DiscoveryAddrPref


    Current Value  : "IPV4FIRST_IPV6NEXT"


    Default Value  : "IPV6FIRST_IPV4NEXT"


    Comment        : Modified


  Attribute Name : numberProbeThreads


    Current Value  : 15


    Default Value  : 10


    Comment        : Modified


  Attribute Name : LicenseThresholdPercentage


    Current Value  : 40


    Default Value  : 90


    Comment        : Modified


File: C:/InCharge/IP/smarts/local/conf/discovery/name-resolver.conf


  Attribute Name : NameFormat


    Current Value  : "TM_USESEEDNAME"


    Default Value  : "TM_USEAUTONAME"


    Comment        : Modified
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  Attribute Name : TM_USEAGENTADDRESS


    Current Value  : 3


    Default Value  : 4


    Comment        : Modified


  Attribute Name : TM_USEPRIVATEIP


    Current Value  : 4


    Default Value  : 3


    Comment        : Modified


File: C:/InCharge/IP/smarts/local/conf/discovery/tpmgr-param.conf


  Attribute Name : maxOIDsPerPacketForASNMP


    Current Value  : 15


    Default Value  : 19


    Comment        : Modified


  Attribute Name : GetBulkPattern-.1.3.6.1.4.1.1872.1.15


    Current Value  : TRUE


    Default Value  : 


    Comment        : Newly added


  Attribute Name : GetBulkRetriesOverrideRatio-.1.3.6.1.4.1.1872.1.15


    Current Value  : 1.5


    Default Value  : 


    Comment        : Newly added


  Attribute Name : GetBulkTimeoutOverrideRatio-.1.3.6.1.4.1.1872.1.15


    Current Value  : 2.5


    Default Value  : 


    Comment        : Newly added


  Attribute Name : IFTypePatternIFExt.1.3.6.1.4.1.119.1.3.13.4


    Current Value  : 


    Default Value  : 39|53|1


    Comment        : Removed


  Attribute Name : IFTypePattern-SwitchPort.1.3.6.1.4.1.119.1.14.8


    Current Value  : 


    Default Value  : 37


    Comment        : Removed


The following are two way text differences:


===========================================


<--- C:/InCharge/IP/smarts/conf/discovery/discovery.conf --->


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 54 to 54 >>>>>>>>>>>>>>


defaultRetries = 5 


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 54 to 54 <<<<<<<<<<<<<<


defaultRetries = 8 


<=============== End Difference ===============>


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 61 to 61 >>>>>>>>>>>>>>


defaultTimeout = 1000


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 61 to 61 <<<<<<<<<<<<<<


defaultTimeout = 2000


<=============== End Difference ===============>


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 82 to 82 >>>>>>>>>>>>>>
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defaultSNMPAutoRetries = 3 


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 82 to 82 <<<<<<<<<<<<<<


defaultSNMPAutoRetries = 4 


<=============== End Difference ===============>


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 97 to 97 >>>>>>>>>>>>>>


numberProbeThreads = 10


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 97 to 97 <<<<<<<<<<<<<<


numberProbeThreads = 15


<=============== End Difference ===============>


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 280 to 280 >>>>>>>>>>>>>>


DiscoveryAddrPref =  "IPV6FIRST_IPV4NEXT"


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 280 to 280 <<<<<<<<<<<<<<


DiscoveryAddrPref =  "IPV4FIRST_IPV6NEXT"


<=============== End Difference ===============>


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 287 to 287 >>>>>>>>>>>>>>


MetroEthernetEnabled = FALSE


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 287 to 287 <<<<<<<<<<<<<<


MetroEthernetEnabled = TRUE


<=============== End Difference ===============>


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 290 to 290 >>>>>>>>>>>>>>


LicenseThresholdPercentage = 90 


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 290 to 290 <<<<<<<<<<<<<<


LicenseThresholdPercentage = 40 


<=============== End Difference ===============>


<----------------------------------------------->


<--C:/InCharge/IP/smarts/conf/discovery/name-resolver.conf -->


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 19 to 18 >>>>>>>>>>>>>>


#NameFormat = "TM_USESEEDNAME"


NameFormat = "TM_USEAUTONAME"


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 18 to 19 <<<<<<<<<<<<<<


NameFormat = "TM_USESEEDNAME"


#NameFormat = "TM_USEAUTONAME"


<=============== End Difference ===============>


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 30 to 29 >>>>>>>>>>>>>>


AutoNameOrder 3 TM_USEPRIVATEIP


AutoNameOrder 4 TM_USEAGENTADDRESS


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
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<<<<<<<<<<<<<< From line: 29 to 30 <<<<<<<<<<<<<<


AutoNameOrder 3 TM_USEAGENTADDRESS


AutoNameOrder 4 TM_USEPRIVATEIP


<=============== End Difference ===============>


<----------------------------------------------->


<--C:/InCharge/IP/smarts/conf/discovery/oid2type_Cisco.conf-->


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 12369 to 12370 >>>>>>>>>>>>>>


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 12370 to 12384 <<<<<<<<<<<<<<


.1.3.6.1.4.1.9.1.916 {


TYPE = Firewall


VENDOR = Cisco


MODEL = ciscoASA5580sc


CERTIFICATION = CERTIFIED


CONT = Cisco-Entity


HEALTH = Cisco-Entity


INSTRUMENTATION:


CPU/Memory = CiscoRouter:DeviceID


Interface-Fault = MIB2


Interface-Performance = MIB2


}


<=============== End Difference ===============>


<----------------------------------------------->


<--C:/InCharge/IP/smarts/conf/discovery/oid2type_Misc.conf -->


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 8816 to 8806 >>>>>>>>>>>>>>


.1.3.6.1.4.1.10734.1.3.8 {


TYPE = Firewall


VENDOR = TippingPoint


MODEL = TippingPointIPS


CERTIFICATION = CERTIFIED


CONT = MIB2-IfStack


INSTRUMENTATION:


Interface-Fault           = MIB2


Interface-Performance     = MIB2


}


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 8806 to 8816 <<<<<<<<<<<<<<


#.1.3.6.1.4.1.10734.1.3.8 {


# TYPE = Firewall


# VENDOR = TippingPoint


# MODEL = TippingPointIPS


# CERTIFICATION = CERTIFIED


# CONT = MIB2-IfStack


#


#INSTRUMENTATION:


# Interface-Fault           = MIB2


# Interface-Performance     = MIB2


#}


<=============== End Difference ===============>


<----------------------------------------------->


<--C:/InCharge/IP/smarts/conf/discovery/tpmgr-param.conf --->
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<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 40 to 40 >>>>>>>>>>>>>>


IFTypePatternIFExt.1.3.6.1.4.1.119.1.3.13.4 39|53|1


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 40 to 40 <<<<<<<<<<<<<<


#IFTypePatternIFExt.1.3.6.1.4.1.119.1.3.13.4 39|53|1


<=============== End Difference ===============>


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 125 to 125 >>>>>>>>>>>>>>


IFTypePattern-SwitchPort.1.3.6.1.4.1.119.1.14.8 37


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 125 to 125 <<<<<<<<<<<<<<


#IFTypePattern-SwitchPort.1.3.6.1.4.1.119.1.14.8 37


<=============== End Difference ===============>


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 554 to 554 >>>>>>>>>>>>>>


#GetBulkPattern-.1.3.6.1.4.1.1872.1.15 TRUE


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 554 to 554 <<<<<<<<<<<<<<


GetBulkPattern-.1.3.6.1.4.1.1872.1.15 TRUE


<=============== End Difference ===============>


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 565 to 565 >>>>>>>>>>>>>>


#GetBulkTimeoutOverrideRatio-.1.3.6.1.4.1.1872.1.15 2.5


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 565 to 565 <<<<<<<<<<<<<<


GetBulkTimeoutOverrideRatio-.1.3.6.1.4.1.1872.1.15 2.5


<=============== End Difference ===============>


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 576 to 576 >>>>>>>>>>>>>>


#GetBulkRetriesOverrideRatio-.1.3.6.1.4.1.1872.1.15 1.5


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 576 to 576 <<<<<<<<<<<<<<


GetBulkRetriesOverrideRatio-.1.3.6.1.4.1.1872.1.15 1.5


<=============== End Difference ===============>


<============== Start Difference ==============>


>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 


>>>>>>>>>>>>>> From line: 582 to 582 >>>>>>>>>>>>>>


maxOIDsPerPacketForASNMP 19


<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 


<<<<<<<<<<<<<< From line: 582 to 582 <<<<<<<<<<<<<<


maxOIDsPerPacketForASNMP 15


<=============== End Difference ===============>


<----------------------------------------------->
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Introduction 1
This chapter includes the following topics:
n Fundamental concepts


n Overview of a simple API Perl script


n Using primitives and object references


n Event subscription


Fundamental concepts
The VMware Smart Assurance Remote Application Programming Interface (API) for Perl allows
developers to create Perl scripts that connect to Domain Managers as clients to exchange information,
manipulate data, or drive Domain Manager actions. The API provides access to all Domain Manager
features, by using a syntax and logic that mirrors what is available through the Adapter Scripting
Language (ASL) and the dmctl utility in a way that is natural to Perl developers. The API runs on UNIX
platforms that support Perl 5.6.1 and Perl 5.8.x.


When using the provided Perl 5.8.8 version, the API uses a Flow module, which replaces IO::Socket and
enables encryption and “keep alive” functionality. If you use Perl 5.6.1 there is no encryption or keep alive
functionality.


The API also supports IPv4 and IPv6 environments.


In order to create scripts that interact with a Domain Manager, it is necessary to understand how the
manager is configured.


A script developed using the Perl API can crete, delete and interact with instances of interfaces in a
Domain Manager. The interfaces are defined using the MODEL language, compiled and loaded into a
Domain Manager. The MODEL language is an object-oriented language used to construct a data model
to describe a managed domain. The language is used to define a set of classes and the attributes,
relationships, operations, and events that are associated with the classes.
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Classes
Classes describe the objects that are modeled for use in a Domain Manager. For example, Router is the
name of a class, and all routers that are managed by a domain are represented as Router objects in the
domain. Every object in a class shares the same set of attributes, although the values of the attributes
differ. Hence, every router has an IP address, an attribute, but the actual addresses are different.
PowerSupply is also a class, but power supplies do not have IP addresses. However, the event, power
outage, is relevant to the PowerSupply class but not to routers. Therefore, a model class is a grouping of
all objects that are similar in nature but not in detail.


Every model class has a number of properties, events and operations defined for them. The API provides
functions for obtaining details of these definitions.


Instances
Object instances are specific occurrences of a class. For example, a class might describe a human, and
an instance of the class could be an object named Bill.


Properties - Attributes and relationships
Every instance in a VMware Smart Assurance domain has a set of properties associated with it. These
are values that describe the object. There are two distinct types of class properties supported by
VMware Smart Assurance software: attributes and relationships.


Attributes
Attributes describe a class and for an instance of the class include information about its present state.
Examples of attributes include an element’s name and a counter that counts the number of packets
traversing an interface. Attributes are simple strings, integers, booleans, or enumerations.


Relationships
Relationships define how instances are related to other instances. Relationships can be one-to-one, one-
to-many, many-to-one or many-to-many.


n When only a single instance can be related to another instance, or instances, it is known as a
relationship.


n When multiple instances can be related to another instance, or instances, it is known as a
relationshipset.


Operations
Operations are actions that are specific to a class of object. For example, you can get the associated
network adapter name for a MAC address but not for a router.


The API provides a mechanism for invoking these class-specific actions, by passing information to them
through arguments, and by obtaining the results of the action.
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Events
Events describe the failures that can occur for a class, the symptoms that these failures create, and the
effect of such failures. Symptoms can be local, observed in the instance of the class, or propagated,
observed in instances related to the failing instances.


Primitives - Basic Domain Manager interface
Primitives are Perl functions that provide the basic interface between a client application and the
Domain Manager.


A number of these are likely to be used directly by scripts and will be familiar to ASL developers. These
include getInstances(), getChildren(), getExplainedBy().


Others are normally hidden from view because higher level features can be used instead, which
ultimately call the primitives. For example, primitives that are not normally used directly are get() and
invoke(). These are the calls that allow an instance's properties to be queried and its operations to be
called. In both the API for Perl and ASL, these calls are normally invoked by using a classic object-
oriented syntax.


The VMware Smart Assurance ASL Reference Guide provides further information about the
VMware Smart Assurance data structures.


The Perl API is implemented as a set of Perl modules, which individual Perl scripts may access, by using
the familiar ”use” directive. InCharge::session and InCharge::object offer the principal interface, which
respectively provide connection sessions to Domain Managers and access to objects within those
managers. Simultaneous sessions to multiple Domain Managers may be established within a single Perl
script. Properties and methods of objects within those managers may be accessed as with C++, offering
somewhat broader functionality than that afforded by ASL.


Encryption
Messaging between the client and Domain Manager can be encrypted, by using the Perl API. Encryption
is dependent upon the values set for the environment variables SM_INCOMING_PROTOCOL and
SM_OUTGOING_PROTOCOL. If these values are not specified, encryption is automatically negotiated
between the client and Domain Manager. The VMware Smart Assurance System Administration Guide
provides further information about encryption.


“Keep Alive” messaging
The Perl API also supports “Keep Alive” messaging to maintain active connections between the client and
DM, as discussed in the VMware Smart Assurance System Administration Guide.
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Transcoding character data
You must transcode character data from your code page to UTF-8 before placing the character data into
the remote API buffer. Data will be returned to your Remote API client application bindings as UTF-8
strings.


Setting environment variables
You must define the following variables to run a Perl script within the VMware Smart Assurance
environment from the command line.:


n SM_HOME


n SM_WRITABLE


n SM_AUTHORITY


n SM_BROKER


n SM_BROKER_DEFAULT


n SM_SITEMOD


n SM_INCOMING_PROTOCOL


n SM_OUTGOING_PROTOCOL


You can find further information on these variables in the
VMware Smart Assurance System Administration Guide.


To set these variables, type the following command to start the bash environment:


               


                  BASEDIR/smarts


               /bin/runcmd bash 


bash$>


A Perl script to define the variables can now be run within this bash environment.


“Keep Alive” and encryption requirements
The Perl API now supports “Keep Alive” and encrypted communications when run with the version of Perl
supplied by VMware. You should use the sm_perl command that is shipped with the
VMware Smart Assurance software, in order to successfully run the Perl API.


You can use a pure Perl implementation without keepalive or encryption by setting the environment
variable SM_DISABLE_FLOW_WRAPPER.
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Overview of a simple API Perl script
The general approach to writing a script that uses the Remote Perl API is to follow these basic steps:


1 Open a session.


Initialize a session, and obtain a reference to it, by using either InCharge::session->init() or
InCharge::session->new(), as appropriate.


  use InCharge::session;


  $session = InCharge::session->init( );


2 Work with the domain.


Call the primitives required, by using the session reference obtained in step 1, and manipulate the
data. For example,


  foreach $class ( sort $session->getClasses() ) {


   foreach $inst (


    sort $session->getInstances($class))


   {


    print $class . "::" . $inst . "\n”;


   }


  }


3 Close the session.


Once the script has finished working with the domain, the session should be closed.


  $session->detach( );


Where access to the operations or properties of domain objects (such as routers and interfaces) is
required, you use the features of the InCharge::object module. The script obtains an InCharge::object
reference, and then uses it to access the required information. For example.


4 Establish a session.


  use InCharge::session;


  $session = InCharge::session->init();


5 Obtain an object reference.


Before an object in the domain can be accessed, the script needs to obtain an InCharge::object
reference to the object of interest, by using the object() method of the session handle.


  $obj = $session->object( "Router::gw1" );


VMware Smart Assurance Perl Reference Guide


VMware, Inc.  8







6 Manipulate the object.


The reference obtained in step 2 can now be used to access the properties and operations of the
object. Properties can be accessed, by using Perl's hashing syntax and operations can be invoked,
by using Perl's object-oriented syntax conventions.


  $type = $obj->{Type};


  $obj->{Vendor} = "Cisco";


  $fan1 = $obj->findFan( 1 );


7 Close the session.


As before, the session should be closed when no longer required.


  $session->detach( );


Using primitives and object references
The API provides function calls for accessing all the low-level facilities of Domain Managers. Each of
these primitives can be invoked with reference to the InCharge::session handle, described in step 1 on 
page 19, and takes arguments that exactly match the API syntax.


The API also provides an object-oriented abstraction layer that allows Perl code to access the
Domain Manager, by using a syntax that is very similar to ASL. For example, in ASL you can list the
vendors of all routers, by using this logic:


 routers = getInstances( "Router" );


 foreach router ( routers ) {


  obj = object( "Router", router );


  vendor = obj->Vendor;


  print( router . " - " . vendor );


 }


When using the Perl API to perform the same action, the code looks like this:


 @routers = $session->getInstances( "Router" );


 foreach $router ( @routers ) {


  $obj = $session->object( "Router", $router );


  $vendor = $obj->{Vendor};


  print $router . " - " . $vendor . "\n”;


 }


The two code fragments in the ASL and Perl API example are very similar. The first main difference is a
matter of syntax. Perl uses ``$'' and ``@'' to denote scalar and array variables, and {..} to denote object
properties, which are hash table lookups. The second difference is that the object( .. ) and
getInstances( .. ) functions are called with reference to a session handle in the Perl code.
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Event subscription
The Perl API provides mechanisms for subscribing to and acting upon events generated by
Domain Managers.


The VMware Smart Assurance programming model delivers two different modes of client/server
communication. The most direct is where a client makes a request of the Domain Manager which acts on
the request and responds. A simple example of this is an object query or update. For example, the action
of obtaining the vendor of a particular device is one such query. In Perl, this query would be encoded in a
manner similar to the following fragment.


 use InCharge::session; 


 use InCharge::object;


 $session = InCharge::session->init( );


 $device = "Router::gw1";


 $obj = $session->object( $device );


 $vendor = $obj->{Vendor};


 print $vendor . "\n”;


The second mechanism provides asynchronous notifications through subscriptions and is used when the
client program needs to listen for events generated by the Domain Manager in response to other external
events. One example would be a script that waits for the Vendor field of a particular router to change. In
Perl, this could be coded in the following way.


 use InCharge::session; 


 use InCharge::object;


 $session = InCharge::session->init( );


 $observer = $session->observer( );


 $device = "Router::gw1";


 $session->propertySubscribe($device, "Vendor", 30 );


 while ( 1 ) {


  @event = $observer->receiveEvent( );


  print "Vendor $event[2]::$event[3] is now \


       $event[5]\n”;


 }


The following sections provide an overview of mechanisms for creating and controlling a number of
different types of subscriptions.


Registering an observer
In order to allow a Domain Manager to send subscribed events to a client program, the client must first
register itself with the Domain Manager as an event observer.
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In Perl, this is done by using the observer() method of the InCharge::session module. Two steps are
required:


1 Connect to the Domain Manager and get a valid session object handle.


First, the client must connect to the Domain Manager which establishe s a new InCharge::session
connection. This is done by using either the InCharge::session->new() or InCharge::session->init()
methods.


Here are some example code fragments that achieve this goal:


  $session = InCharge::Session->init( )


  $session = InCharge::session->new(


   broker=>"192.168.0.3",


   domain=>"INCHARGE"


  );


2 Attach an observer to the Domain Manager session.


Once the script has obtained a handle that references the script/server connection ($session in step 1
on page 22), it can be used to obtain a second connection to the notification engine of the
Domain Manager. This is obtained by using the observer() method on the InCharge::session handle
just obtained. The following code performs this action.


  $observer = $session->observer();


  $observer->detach();


Subscribing to notifications
Once the client has registered itself as an observer, the next step is to inform the Domain Manager about
which events the observer wants to receive notifications. VMware Smart Assurance allows clients to
subscribe to a number of different types of events. These are listed in Subscription methods summary.


Table 1‑1.  Subscription methods summary


Method type Description Method API call


property Notifications about changes to specified object properties in the
ICIM database. For example, when the “Vendor” field of
Router::gw1 changes


propertySubscribe


propertyUnsubscribe


topology Notifications about changes to the topology, such as the creation
and deletion of objects. This does not refer to object property
changes.


topologySubscribe


topologyUnsubscribe


event Notifications about the posting and clearing of events and
changes to their state.


subscribe


unsubscribe


subscribeAll


unsubscribeAll


getSubscriptionState


IsSubscribed
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This table gives the names of the methods used to subscribe to and unsubscribe from different types of
notifications.


The following code segment is an example script that subscribes to changes of the Vendor field of every
device in the topology:


 $session = InCharge::session->init( );


 $obs = $session->observer();


 foreach $name ( $session->getClassInstances(


    "ICIM_UnitaryComputerSystem" ) ) {


  $session->propertySubscribe("::$name", "Vendor", 30);


 }


Receiving notifications
Once the script has registered as an observer, and subscribed to the notifications of interest, it then
proceeds to listen for events and process them as required. The event reception method call is
receiveEvent(). This returns an array of up to five values.


For the purposes of the descriptions that follow, assume that events are returned in the array @event, as
shown in the following script fragment:


 @event = $observer->receiveEvent( );


Should the script require the event to be a single string with a separator used to delimit the fields, in the
style of the ASL language, then the application can use the standard Perl join function:


 $fs = "|";


 $event = join( $fs, $observer->receiveEvent( ) );


The receiveEvent() method can take an optional parameter to specify a timeout in seconds, which may be
fractional. If no event arrives within the specified time, a pseudo-event of type TIMEOUT is returned. For
example,


 @event = $observer->receiveEvent( 0.25 );


If no timeout is specified, the call waits forever.


The first element of the @event array, accessed by using the Perl syntax: $event[0], contains the event's
timestamp measured by using normal UNIX time_t semantics (number of seconds since midnight January
1, 1970).


The second element of the @event array, $event[1], contains a text string that describes the type of event
received.


The array elements from $event[2] to $event[$#event] have meanings that depend on the semantics of
the event type given in $event[1].
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Event notification records
Event notifications are received from the Domain Manager when the status of an event changes. The
format of the notification record is shown in Notification record - NOTIFY.


Table 1‑2.  Notification record - NOTIFY


Event record entry Description


$event[0] Timestamp (INTEGER)


$event[1] “NOTIFY”


$event[2] Object class name (STRING)


$event[3] Object instance name (STRING)


$event[4] Event name (STRING)


$event[5] Event certainty (FLOAT)


Normally, the Domain Manager sends a single notification message when an event becomes active and a
single clear message when the event is no longer active. If an event corresponds to a root-cause
problem, it is possible that the certainty of the diagnosis will change over time. If the diagnosis certainty
changes, the Domain Manager generates another notification. Notifications of this type are streamed in a
slightly different manner. This difference in behavior is a feature of the front-end Perl API, not the
Domain Manager. The Domain Manager sends NOTIFY messages in both cases. The API keeps internal
notes about active events, and changes the event type accordingly, as shown in Notification record -
CERTAINTY_CHANGE.


Table 1‑3.  Notification record - CERTAINTY_CHANGE


Event record entry Description


$event[0] Timestamp (INTEGER)


$event[1] “CERTAINTY_CHANGE”


$event[2] Object class name (STRING)


$event[3] Object instance name (STRING)


$event[4] Event name (STRING)


$event[5] Event certainty (FLOAT)


Notification record - CLEAR describes the format of the record when an event is cleared by the
Domain Manager.


Table 1‑4.  Notification record - CLEAR


Event record entry Description


$event[0] Timestamp (INTEGER)


$event[1] “CLEAR”


$event[2] Object class name (STRING)
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Table 1‑4.  Notification record - CLEAR (Continued)


Event record entry Description


$event[3] Object instance name (STRING)


$event[4] Event name (STRING)


Object create/delete records
An object create message is sent by the Domain Manager when a new object is created in the manager’s
repository. Notification record - CREATE describes the format of an object create record.


Table 1‑5.  Notification record - CREATE


Event record entry Description


$event[0] Timestamp (INTEGER)


$event[1] “CREATE”


$event[2] Object class name (STRING)


$event[3] Object instance name (STRING)


An object delete message is sent by the Domain Manager when an object is deleted from the manager’s
repository. Notification record - DELETE describes the format of an object delete record.


Table 1‑6.  Notification record - DELETE


Event record entry Description


$event[0] Timestamp (INTEGER)


$event[1] “DELETE”


$event[2] Object class name (STRING)


$event[3] Object instance name (STRING)


Class load records
A class load message is sent by the Domain Manager when a new class is created in the manager’s
repository. Classes are created when new MODEL-generated libraries are loaded. Notification record -
CLASS_LOAD describes the format of a class load record.


Table 1‑7.  Notification record - CLASS_LOAD


Event record entry Description


$event[0] Timestamp (INTEGER)


$event[1] “CLASS_LOAD”


$event[2] Class name (STRING)


Relation/property change records
A relation change message is sent by the Domain Manager when a relationship between objects
changes. Notification record - RELATION_CHANGE shows the format of a relation change record.
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Table 1‑8.  Notification record - RELATION_CHANGE


Event record entry Description


$event[0] Timestamp (INTEGER)


$event[1] “RELATION_CHANGE”


$event[2] Object class name (STRING)


$event[3] Object instance name (STRING)


$event[4] Relation name (STRING)


A property change message is sent by the Domain Manager when an object’s property changes. The
format of a property change record is shown in Notification record - ATTR_CHANGE.


Table 1‑9.  Notification record - ATTR_CHANGE


Event record entry Description


$event[0] Timestamp (INTEGER)


$event[1] “ATTR_CHANGE”


$event[2] Object class name (STRING)


$event[3] Object instance name (STRING)


$event[4] Property name (STRING)


Domain Manager connect/disconnect records
A Domain Manager disconnect record is generated when the connection to the server is lost. This differs
somewhat from ASL operation. The observer describes the proper handling of DISCONNECT events if
the restartableServer operation is appropriate. These records are generated even if no subscriptions to
the Domain Manager are issued. The format of the Domain Manager disconnect message is shown in 
Notification record - DISCONNECT.


Table 1‑10.  Notification record - DISCONNECT


Event record entry Description


$event[0] Timestamp (INTEGER)


$event[1] “DISCONNECT”


$event[2] Domain name (STRING)


Note   There is no CONNECT record. In ASL, these are an artifact of the resartableServer front-end that
the Perl API does not provide. The restartableServer affords a means of invisibly attempting a
reconnection. The CONNECT message is an indication of success. The Perl API instead gives an
immediate error on failure of the InCharge::session-->init() method or similar. It remains for the developer
to provide retry logic to successfully connect.
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Subscription status records
When the Domain Manager receives a subscription request, it normally sends a notification back to the
client to indicate whether or not the request was accepted. In the event of an error, such as an invalid
event name being specified, the Domain Manager does not report an error by using normal Perl die
semantics. Instead, a notification is used to report that the subscription was rejected. The format of the
ACCEPT/REJECT message is shown in Notification record - ACCEPT, REJECT, (PROPERTY).


Table 1‑11.  Notification record - ACCEPT, REJECT, (PROPERTY)


Event record entry Description


$event[0] Timestamp (INTEGER)


$event[1] “ACCEPT” or “REJECT” or “PROPERTY_ACCEPT” or “PROPERTY_REJECT”


$event[2] Object class name (STRING)


$event[3] Object instance name (STRING)


$event[4] Event or property name (STRING)


Event suspension records
Under certain circumstances, the Domain Manager will elect to suspend events if they are temporarily
irrelevant. For example, when an aggregation contains no triggering events, a SUSPEND message is
sent to the subscribed client. The format of the SUSPEND message is shown in Notification record -
SUSPEND (PROPERTY).


Table 1‑12.  Notification record - SUSPEND (PROPERTY)


Event record entry Description


$event[0] Timestamp (INTEGER)


$event[1] “SUSPEND” or “PROPERTY_SUSPEND”


$event[2] Object class name (STRING)


$event[3] Object instance name (STRING)


$event[4] Event or property name (STRING)


$event[5] Descriptive message (STRING)


Timeout records
If no event arrives within the time specified as the optional argument to receiveEvent(), a TIMEOUT
record is returned, whose message format is shown in Notification record - TIMEOUT.


Table 1‑13.  Notification record - TIMEOUT


Event record entry Description


$event[0] Timestamp (INTEGER)


$event[1] “TIMEOUT”


$event[2] Domain name (STRING)
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InCharge::Object 2
This chapter includes the following topics:


n Functions and methods


n Overview


Functions and methods


object


$object = $session->object( $class, $instance );


The object() method creates a new object reference.


get
The get() method is used to retrieve the value of the specified properties of the object, such as the value
of an attribute. In addition, the call get_t also extends the functionality of the get() method by returning
additional information that identifies the data type (for example, STRING) of the property value.


Note   The get() and get_t() primitives throw an error when used to access a nonexistent property or one
that cannot be retrieved for any reason, whereas the psuedo-hash syntax simply returns an undef value.
This difference allows the Data::Dumper logic to display an entire object without an error even when some
properties cannot be retrieved.


Single property
You can access the content of a property whose name is held in a variable by using the Perl typical logic,
as shown:


$result = $obj->{$property_name};
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In this example, the value of the $propname variable is retrieved:


 $propname = "Vendor";


 $value = $obj->{$propname};


Multiple properties
You can also get multiple values in a single get() call by listing all the property names as arguments, by
using the following syntax:


$result = $obj->get( $property_name [, $property_name ...] )


The results are returned in an array. This is faster than using multiple single-property get() calls. In this
example, the value of the Vendor and Type attributes are retrieved:


 ( $vendor, $type ) = $obj->get( "Vendor", "Type" );


All properties and relationships
You can also call get() with no arguments, in which case, a hash is created that contains all the object
properties and relations, as shown:


%all_properties = $obj->get( )


There is no syntactical advantage, but there is a significant speed advantage.


Return value types
The type of return value depends on the calling syntax used, get() or hash(), and the Perl evaluation
context, scalar or array, as shown in Return type for call syntax and Perl evaluation context.


Table 2‑1.  Return type for call syntax and Perl evaluation context


Expression syntax Property type Return type in scalar context Return type in array context


$obj->{prop} scalar scalar scalar in [0]


$obj->{prop} array array ref array ref in [0]


$obj->get(“prop”) scalar scalar scalar in [0]


$obj->get(“prop”) array array ref array


For example, if the attribute MyValue is declared as an integer in the MODEL code, then the return type
for that property will be an integer. Multiple values are always returned in an array or array reference.
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get_t
The get_t() method is like the get() method, except that it returns the type of return value as well as the
value itself. The data types are encoded as integer numbers. If the return is an array, then $value will
receive a reference to the array. If the return is a scalar, then $value will hold it. The $session->TYPE()
method can be used to convert the $type integer value to a mnemonic string.


($type, $value) = $obj->get_t( $property_name );


There is a second syntax that gets the types and values for multiple properties. Each type/value pair is
held in a two-element subarray within the returned data.


@types_and_values =


  $obj->get_t( $prop1 [, $prop2 [, prop3 .. ] ] )


There is also a third syntax gets the types and values for all the properties and relations of the object and
stores them in a hash, indexed by the property names.


%all_property_types_and_values = $obj->get_t( );


Example:


 $obj = $session->object( "Router::gw1" );


 ( $type, $value ) = $obj->get_t( "Vendor" );


 print "Vendor value ='$value', \


   type = ".$session>TYPE($type)."\n”;


This example will print:


 Vendor value='CISCO', type = STRING


put


$object->put( $property_name, $value );


The put() method allows fields of the object to be modified in the Domain Manager repository.


This method is used in a number of ways. However, the use of the pseudo-hash syntax is the preferred
option for syntactic equivalence with the Domain Manager native ASL language, as shown:


 $obj->put( "Vendor", "Cisco" );


 $obj->{Vendor} = "Cisco";


 $obj->{ComposedOf} = [ ];
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To set more than one property in a single call, use multiple name:value pairs, such as:


 $obj->put(Vendor => "Cisco",


   PrimaryOwnerContact => "Joe Bloggs");


You can also set more than one property in a single call, by using the following syntax:


 %updates = ( Vendor => "Cisco",


   PrimaryOwnerContact => "Joe Bloggs");


 $obj->put( %updates );


When using either syntax to set a relationship or list property, use a reference to a Perl array, such as:


 $obj->{ComposedOf} = [ $a, $b, $c ];


 $obj->put( "ComposedOf", \@things );


Use insertElement() and removeElement() to add or remove elements from a list.


isNull


$boolean = $object->isNull();


The isNull() method tests to see whether the object is present in the repository.


TRUE means that the object is not present. FALSE means it is present.


invoke


reply = $object->invoke( $operation, ... arguments ... );


The invoke() method calls the named repository class operation on the object.


The arguments passed should be as expected by the operation. If the operation returns a scalar value,
the call should be called in a scalar context. If it returns an array, it should be invoked in an array context.


Note   The preferred way of achieving the same result is to use the operation name directly. Thus, the
following are equivalent but the latter is preferred.


 $obj->invoke( "makePort", "1.0", "First port", "Port" );


 $obj->makePort( "1.0", "First port", "Port" );


You can also use the invoke_t() method, described in invoke_t to return additional information.


invoke_t


         ( $type, $value ) =


         $object->invoke_t($operation, .. args .. )>
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Invokes the named class operation on the object in the same way as invoke(), but invoke_t() also returns
the type of data returned by the call.


The data types are encoded as integer numbers. If the return is an array, then the $value will receive a
reference to the array. If the return is a scalar, then $value will hold it.


insertElement


$obj->insertElement( $relation, @object[s] );


Inserts the specified objects into an object relationship.


One or more can be specified to be inserted.


 $obj->insertElement( "ComposedOf",


    "Interface::IF-ether1", 


    "Interface::Loopback/0");


 $obj->insertElement( "ComposedOf", @interfaces );


removeElement


$obj->removeElement( $relation, @item[s] );


Removes the specified items from an object relationship.


One or more items can be specified to be removed.


 $obj->removeElement( "ComposedOf",


    "Interface::IF-ether1", 


    "Interface::Loopback/0" );


 $obj->removeElement( "ComposedOf", @interfaces );


delete


$obj->delete( ) 


Deletes the specified item from the repository, and from any relationships it belongs to. The delete()
function does not remove any objects that had a “contains” type of relationship with the object being
deleted. For example, calling delete() on a Router instance would remove that instance from the
repository and remove that instance from any relationships that it was part of. However, the delete()
function would not remove the Card objects to which the Router instance shares a “ComposedOf”
relationship.


Consider using the remove() operation, if one exists, instead for a more complete action. For example,
calling remove() on a Router will cause the Card objects it is composed of to be removed (which in turn
could cause the Ports/Interfaces to be removed, and so on).
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notify


$obj->notify( $event_name );


Notifies the specified event for the object.


 $objref->notify( "Unresponsive" );


clear


$obj->clear( $event_name );


Clears the specified event for the object.


 $objref->clear( "Unresponsive" );


countElements


$count = $obj->countElements( $relation )


Counts the number of elements in the given relationship. The countElements method will throw an error if
$relation is not a relationship.


 $count = $obj->countElements( "ComposedOf" );


Overview
The InCharge::object module provides the interface to Domain Manager repository objects. With it you
can:


n Get or set an object’s attributes


n Invoke an object’s operations


Name
InCharge::object
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Synopsis


use InCharge::session;


$obj = $session->object( $class, $instance );


$value = $obj->get( "PropertyName" );


$value = $obj->{PropertyName};


$obj->put( "PropertyName", $value );


$obj->{PropertyName} = $value;


$rtn = $obj->invoke( "OperationName", .. arguments .. );


$rtn = $obj->OperationName( .. arguments .. );


The InCharge::object module allows objects in the Domain Manager repository to be manipulated in an
object-oriented style, similar to the ASL language.


Description
An InCharge::object reference is required to access the properties or methods of a Domain Manager
object. This reference is returned from the object() or create() methods of the InCharge::sessionmodule.
Both methods allow access to preexisting objects, but the create() method will also create the object if it
does not already exist. While create()always accesses the Domain Manager, object() may or may not
depending on the invocation technique.


 $obj = $session->object( "Router", "edgert1" );


 $obj = $session->object( "Router::edgert1" );


 $obj = $session->create( "Router", "newrouter" );


If you do not know the class to which an object belongs, you can either use a class argument of undef, or
a string with nothing before the double-colon (::). For example,


 $obj = $session->object( undef, "edgert1" );


 $obj = $session->object( "::edgert1" );


The option of omitting the class name does not work with the InCharge::session->create() method
because the Domain Manager cannot create an object without knowing which class to use. It does work
with InCharge::session->object() and related calls because the process of referring to an existing instance
can legitimately include a query to identify the object's class.


Note   If you choose not to provide the class name in these calls, the API does additional work to
determine the object's class, which imposes a slight performance penalty.
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Once an object reference has been created, it can be used to invoke the object's operations or access its
properties. Access to an object's attributes or properties can be obtained by using calls shown in the
following example.


 $vendor = $obj->get( "Vendor" );


 $vendor = $obj->{Vendor};


 ($vendor,$model) = $obj->get( "Vendor", "Model" );


 %properties = $obj->get( );


 $obj->put( "Vendor", "Cisco" );


 $obj->{Vendor} = "Cisco";


 $obj->put(Vendor => "Cisco", Model => "2010" );


These examples show that object properties can be accessed by using either the get() and put() methods
or the psuedo-hash syntax. The latter syntax is preferred because it is closer to the original built-in ASL
language logic.


Two special internal properties can be accessed by using the hash syntax only. These give the name of
the class and instance to which the object reference refers. Treat them as read-only fields.


 $obj->{_class}           BUT NOT: $obj->get("_class")


 $obj->{_instance}        BUT NOT: $obj->get("_instance")


Object operations can be invoked by using the invoke() method, or directly, as in the example:


 @ports = $obj->invoke( "findPorts" );


 @ports = $obj->findPorts();


 $port = $obj->


  invoke( "makePort", "1.0", "PORT-rt1/1.0", "Port" );


 $port = $obj->makePort( "1.0", "PORT-rt1/1.0", "Port" );


Again, the latter syntax, calling the operation directly, is preferred.


Use the invoke() method to access an object operation that duplicates the name of any of the built-in
methods of the InCharge::object class.


n The first of these calls the new()operation of the object in the repository.


n The second calls the built-in new() method of the InCharge::object class.


 $obj->invoke( "new", "qtable" );


 $obj->new( "qtable" );


Note that InCharge::object is used for accessing ICIM instance operations and properties only. If you
make other ICIM calls that refer to instances, such as subscribe(), use the features of
InCharge::session directly. The following line of code is invalid:


 $obj->propertySubscribe( "Vendor" );


Instead, use one of the following:
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n The first alternative:


 $session->propertySubscribe($class, $instance, "Vendor");


n The second alternative:


 $session->propertySubscribe( $obj, ``Vendor'' );


The reason you have to use one of these two alternative methods is because the propertySubscribe
is not a repository class operation, but rather it is a primitive.


 dmctl -s <domain> getOperations <classname> | more


Likewise, to determine what properties can be accessed by using the InCharge::object module use:


 dmctl -s <domain> getProperties <classname>
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InCharge::Session 3
This chapter includes the following topics:


n Overview


n Function groups


n Error handling


n Session management functions


n Utility functions


n Specifying the locale while connected


n Retrieving and setting log, error and trace levels at runtime


n Wrapper functions


Overview
The InCharge::session module provides the interface to Domain Managers. With it you can:


n Attach to a Domain Manager


n Create and destroy objects


n Invoke operations


n Subscribe to Domain Manager events


Name
InCharge::session


Synopsis


 use InCharge::session;
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There are three different syntaxes that you can can then choose from to connect to the Domain Manager:


n $session = InCharge::session->init( );


n $session = InCharge::session->new( "INCHARGE" );


n $session = InCharge::session->new(


broker=>"localhost:426",


domain=>"INCHARGE",


username=>"noddy",


password=>"bigears",


traceServer => 1


locale=>”en_US”


);


 $object = $session->object( "Host::toytown1" );


 $object = $session->create( "Router::crossroads" );


(... and continuing with the methods described in the following sections...)


Description
This module provides the mechanisms for accessing a Domain Manager in a manner that is similar to that
employed by the ASL language. It provides the main access point to domains, allowing scripts to
establish client/server connections and to obtain InCharge::object references that can be used to
manipulate the objects in the topology.


The locale argument to the InCharge::session module allows you to set the locale of the session (the
client locale).


Note   You can use the InCharge::session->setLocale() method to change the locale for the session,
while it is connected.


The default locale to set for a Perl client is determined by looking in the following places.


1 The value of the SM_LOCALE environment variable.


2 The default isen_US.


Chapter 1, Introduction, provides an overview of this and the other InCharge::* modules and a simple
tutorial description of how they are used.


Function groups
InCharge::session provides access to five kinds of functions: session management, Domain Manager
primitives, utility, wrapper, and locale specification.
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Session management functions
Functions in this group are the principle functions of the module. They are used for managing the Perl
client/Domain Manager connection. You can use these functions within a script to attach, detach, listen for
events, and create InCharge::object references.


Domain Manager primitive functions
The InCharge::session module permits access to the low-level primitive functions of the Domain Manager,
allowing actions such as getClasses() and getInstances() to be performed. These primitives do not all
exactly mirror the interface provided by dmctl or the native ASL language. For example, dmctl has a save
command that does not have an exact primitive equivalent, but there are two primitives that can be
invoked to give the same results. These are storeClassRepostity() and storeAllRepository(). Where
primitives exist that semantically match dmctl or ASL commands but differ in name, aliased names are
provided to give syntactic compatibility.


Utility functions
This group includes functions to provide additional logical assistance to writers of Perl scripts to be used
with the SDK software.


Wrapper functions
This group of functions provides wrappers around the primitives to provide an interface that is more
consistent with the SDK native ASL language and dmctl utility.


Wrapper functions of this type are provided only for functions where the syntax and semantics of the
primitive are not compatible with ASL or dmctl. The save example, described in Domain Manager
primitive functions, is one such function.


Specifying the client locale
The InCharge::session module provides a function that enables you to set the locale of the session (the
client locale).


Error handling
Errors are reported back to the invoking script by using Perl's die mechanism, and can be caught by using
Perl’s eval function. This is typical Perl coding practice and mimics the try-throw-catch logic of Java and C
++. Error handling provides further information.


Session management functions
The following session management functions are provided.
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new


$session = InCharge::session->new( .. options .. );


The new function first establishes a connection between the calling Perl script and a Domain Manager. It
then returns a tied reference that can be used thereafter to manipulate the domain and the entities
contained in its repository.


If the domain name is the sole option passed, it can be specified without the domain=> key.


The username and password options are required if connecting to a server with authentication features
enabled. If neither of these arguments is given, the clientConnect.conf file is used to determine the
username and password or the mechanism to obtain them.


Option to specify the Broker


broker => $host[:$port]


This option specifies the Broker from which the domain details are to be lifted. The string consists of a
hostname or IP address followed by an optional port number, delimited by a colon. The section 
Conventions for specifying IPv6 addresses describes how to specify an IPv6 address.


The default host is localhost, and the default port is 426.


Option to specify the domain
This option specifies the name of the domain to be used. If the host and port details are also given, then
the API does not refer to the broker to determine them. The default domain name is INCHARGE.


There are two different syntaxes that can be used to specify the domain:


n domain => [$host:$port/]$domain


n server => [$host:$port/]$domain


Note   The option name “server” can be used in place of “domain” and the two options have the same
meaning.


Option to specify the username
This option specifies the name of the user to be used in connecting to the domain. If user or username is
specified, then password must also be specified, as described in Option to specify the password. If the
username is not given, then the API refers to the clientConnect.conf file to determine the authentication
information to use when establishing the connection.


There is no default username.


There are two different syntaxes that can be used to specify the username:


n user => $user_name
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n username => $user_name


If no username is specified, the script inspects and interprets the SM_AUTHORITY environment
variable in the same way that the main SDK software does and may prompt the user for the
username and password by using the standard I/O device.


Option to specify the password
This option specifies the password for the user given with the username option.


password => $password


Option to specify a description of the script
This option describes the role of the script and is noted by the Domain Manager for use in debug and
other logging messages. Its contents are not significant, otherwise. The default is Perl-Client.


description => $description


Option for specifying server-level tracing
If this option is specified and given a true value, non-zero, then server-level tracing is turned on. This
causes the Domain Manager to log information about every primitive call invoked by the script.


Note   When server-level tracing is turned on, it results in a large amount of data written to the server's
log file.


It is recommended to use this sparingly since it also has a negative impact on the Domain Manager's
performance.


traceServer => 1


Option for specifying response timeout
This option specifies the timeout to be enforced while waiting for responses from the Domain Manager to
primitive requests. The default value is 120 seconds. You may increase the value, if necessary, but do not
set it to a value below 120 seconds. Otherwise, slow to-process requests will fail in a manner that looks
like a communication link failure between the script and the Domain Manager.


timeout => $timeout


Option for specifying the session locale
The locale option allows you to set the locale of the session (the client locale).


locale=>locale
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init


$session = InCharge::session->init( );


This funtion is the simplified version of InCharge::session->new(). It parses the script’s command line,
looking for options that specify the Broker, Domain Manager username, password, trace, timeout, and
locale options. Then it invokes the primitive InCharge::session->new() with those arguments and passes
back the result.


InCharge::session->init() looks for the following script command line arguments.


 --broker=<brokerIP[:bokerPort]>   (also: -b)


 --server=<domain-name>            (also: -s)


 --user=<username>                 (also: -u)


 --password=<password>             (also: -p)


 --traceServer


 --timeout


 --locale=<locale>


If neither the --user (or -u) and --password (or -p) are specified, the script makes use of the
SM_HOME/conf/clientConnect.conf file to determine the username and password to be employed.
Comments are included in the file for detailing this mechanism. This mechanism is turned on by
specifying the value <STD> for the SM_AUTHORITY environment variable.


If the InCharge::session->init() functions encounters a command line syntax error, it calls usageError, in
the main script, which the developer must provide. A single large text string that contains a description of
the standard options handled is passed as the argument to usageError, which enables the author to
include information about the standard options as well as any nonstandard ones provided. If the
usageError subroutine does not exist, a default error message is printed on STDERR.


Note that the init() function consumes (removes) the command line arguments it handles from @ARGV
as it processes them. Therefore you can access the @ARGV array after its execution to process
additional arguments without needing to skip the standard ones. However, you cannot use the init
command twice in the same script without first saving and restoring the contents @ARGV, as in the
example:


 @SAVE = @ARGV;


 $session1 = InCharge::session->init( );


 @ARGV = @SAVE;


 $session2 = InCharge::session->init( );


The locale argument to the InCharge::session init method allows you to set the locale of the session (the
client locale).


Note   You can use the InCharge::session->setLocale() method to change the locale for the session,
while it is connected.
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The default locale to set for a Perl client is determined as follows:


1 The value of the SM_LOCALE environment variable.


2 If the SM_LOCALE variable is not set, then the default isen_US.


broken


$flag = $session->broken( );


The broken() function returns non-zero (TRUE) if the session with the Domain Manager is broken in some
way.


A return value of non-zero indicates connection or protocol failures. To continue working with a broken
session, the script should call the reattach() function, and then reestablish the event subscription profiles
required.


reattach


$session->reattach( );


Reestablishes a connection that has been detached or broken.


The reattach() function can be called to reconnect to a server to which the connection has been lost.
Reestablishing the connection does not automatically reestablish observer sessions, subscriptions,
transactional or other session state information.


If the call is used to reattach a session that had an active observer, the observer connection is closed as
a side effect of the action and must be reopened separately.


This function should be called after a [13] I/O Error is thrown by any of the Domain Manager access calls
in order to shut down and reopen the socket, leaving the session in a working state. If this step is not
taken, there is a danger that residual packets on the connection would cause synchronization problems
between the client and Domain Manager. Error handling describes error prefixes, including the [13] prefix.


Note   The reattach() primitive does not return a new session identifier, but does refresh the referenced
one. This is not a dup() style of action.


detach


$session->detach( );


The detach() function enables you to detach from the domain referred to by $session.


This function can be used for either a session, created using InCharge::session->new(), or an observer
session, created using InCharge::session->observer().


If this is used to detach a session with an active observer, the observer is also closed.
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This call does not completely destroy the $session reference contents but retains enough information to
allow the session to be reestablished. Thus, it is possible to call $session->reattach() to reconnect to the
Domain Manager by using the same parameters as were used in the initial connection. However, the
event subscriptions need to be reestablished explicitly in this event.


observer


$observer_session = $session->observer( .. options .. );


The observer() function creates and returns a reference to a connection to a Domain Manager on which
subscribed events can be received.


This establishes a new socket between the client and Domain Manager. Once connected, events can be
subscribed to by using the various subscribe methods, and they can be received by using:


 @event_info = $observer_session->receiveEvent( );


Specifying the option connectEvents => 1 to the observer() function causes server disconnection to be
notified as a DISCONNECT event rather than an [13] I/O Error. However, unlike ASL, the reconnection is
not performed automatically. The script can use the $session->reattach() call to attempt an explicit
reconnection and must then reestablish any event subscriptions and other contexts.


Specifying the option ignoreOld => 1 causes events generated before the connection was established to
be discarded automatically. The use of this option is not generally recommended since the atomicity of
time measurement on UNIX makes its results somewhat unpredictable.


Repeated calls to the observer() method of a session return references to the same observer. It is not
possible to create multiple observers on the same session.


receiveEvent


@event = $observer_session->receiveEvent( [ $timeout ] );


Listen for subscribed events from the Domain Manager.


The received events are returned as an array or, in scalar context, a reference to an array containing
three or more elements. “Event subscription” on page 22 describes the different events to which you can
subscribe.


The first element of all events is the timestamp, on the Domain Manager's system clock, and not the
client's clock. The second element is a string defining the event type. The other elements are event-
specific.


The $timeout is optional, and specifies a timeout period, in seconds, that the script is prepared to wait for
an incoming event. If no event arrives in this time period, an event of type TIMEOUT is returned. The
$timeout can be specified in fractions of a second, or “float”; for example, 0.25 = a quarter second.
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object


$obj = $session->object( $objectname );


Creates a new InCharge::object reference that can be used to invoke methods of the InCharge::object
module.


As an example, to obtain the value of the Vendor field for a particular object, use:


 $obj = $session->object( "::gw1" );


 $vendor = $obj->{Vendor};


You can even combine these into a single line, such as:


 $vendor = $session->object( "::gw1" )->{Vendor};


The $objectname parameter can be specified in any of the styles shown in the following examples:


n object( 'Router::gw1' )


In this example, the $objectname parameter is a single string where both the class and instance
names are specified with double colons (::) delimiting them. If variables are to be used to specify the
relevant parts of the string, then it is important that at least the variable before double-colon (::) is
encased in braces because without them, Perl will give the (::) characters its own meaning.


n object( 'Router', 'gw1' )


In this example, the $objectname parameter is specified as two strings with one for the class and one
for the instance name.


n object( '::gw1' )


In this example, the $objectname parameter is specified as one string with the class name missing.
The API will make a query to the Domain Manager to discover the actual class for the object which
causes a minor performance penalty.


n object( undef, 'gw1' )


In this example, the $objectname parameter is specified as two parameters with the first one
undefined. This also results in the API performing a Domain Manager query.


n object( 'gw1' )


In this example, the $objectname parameter is specified as a single parameter that does not include
the double-colon (::) delimiter, which must contain just the instance name. A Domain Manager query
is performed to determine the relevant class name.
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An important difference between the API and the native ASL language is that if you create an object,
using object(), in native ASL without specifying the class name, the language assumes that the class
MR_Object can be applied. This restricts the level of property and operation access that can be used.
The API queries the repository to determine the actual class for the instance, giving complete access
to the resulting object's features.


create


$obj = $session->create( $objectname );


Similar to the object() call, described in object, the create() call creates an InCharge::object valid
reference through which a specified instance can be manipulated. However, unlike object(), the create()
method creates the object if it does not already exist.


Since it has the ability to create objects, it is important that the object name specified as an argument
includes both the instance name and the class name. You cannot use the ::instance or (undef, $instance)
syntaxes for specifying the object name. You can, however, use either the Class::Instance or ($class,
$instance) syntax described for the object() method.


Unlike the createInstance() primitive, it is not an error to call the create() method for an object instance
that already exists. In this case, the call is equivalent to the $session->object() call and it simply returns
the InCharge::object valid reference to the instance.


callPrimitive


RESULT = $session->callPrimitive($primitiveName, @arguments)


Calls the specified Domain Manager primitive, passing the primitive the arguments and returning its
result.


Note   For most primitives, this is a complex invocation sequence. However, it is only actually needed
when a primitive and a method of the InCharge::session module share the same name, and you wish to
use the primitive version.


The following are equivalent, although the first is preferred.


 @list = $session->getInstances( "Router" );


 @list = 


  $session->callPrimitive("getInstances", "Router");


The put() primitive is one of the few primitives where these two ways of calling it are not equivalent. This
is because the InCharge::session module exports its own variant of the method. If you must gain access
to the primitive version, you will need to use the callPrimitive() mechanism. However, this is not
recommended, since the syntax is complex. The put provides further details.
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The type of the RESULT in array or scalar context is dependant on the primitive that is being called. In
general:


n If the primitive returns a scalar you get a scalar or, in array context, a single element array.


n If the primitive returns an array you get an array, in array context, or array reference, in scalar context.


Utility functions
The following utility functions are provided.


TYPE


$number = $session->TYPE( $string );


$string = $session->TYPE( $number );


The TYPE() function converts a Domain Manager data type symbolic name to its internal numeric code,
or converts an internal numeric code to its symbolic name. So the following prints “13”:


 print $session->TYPE( "STRING" ) . "\n”;


The following code prints “STRING”:


 print $session->TYPE( 13 ) . "\n”;


getFileno


$fno = $session->getFileno( );


The getFileno( ) function returns a number that refers to the socket used for the script/server connection.


Note   Do not use this function with the Perl select statement to listen for events from multiple domains
by using multiple observer objects. Instead, use the new select function: InCharge::session::select.


getProtocolVersion


$ver = $session->getProtocolVersion( );


The getProtocolVersion( ) function returns the protocol version number supported by the
Domain Manager. This is a single integer number derived by the following calculation.


 ( major * 10000 ) + (minor * 100) + revision


Hence, version “V5.1” is represented by the number 50100, and version “V4.2.1” is represented by
40201.
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primitiveIsAvailable


$boolean = $session->primitiveIsAvailable( $primitive_name )


The primitiveIsAvailable() function checks whether the named primitive is available in the
Domain Manager.


A value of 1 means that it is available, and value of 0 means that it is not available, either because it is an
undefined primitive or it was introduced in a later version of the Domain Manager software.


 if ( $session->primtiveIsAvailable (


    "getMultipleProperties" ) {


  $vendor, $model ) = $session->getMultipleProperties (


     $obj, [ "Vendor", "Model" ] );


 } else {


  $vendor = $obj->{Vendor};


  $model = $obj->{Model};


 }


select
@ret = InCharge::session::select(\@observerList, $timeout);


The select() function checks if there are data to be read for each observer in @observerList.


@ret returns a list of handles in which the value:


n 1 represents that the observer has data to read


n 0 indicates that there are no data to be read.


The $timeout parameter indicates how many seconds the function select should wait before returning
the result. It can be called with an undef value for no wait time.


Example of usage:


@ret = InCharge::session::select(<ref_list>,<timeout>);


where:


n <ref_list> is a reference to the list of observers that will be checked.


n <timeout> is the number of seconds to wait before returning. For immediate return, use the argument
undef.


The following script returns an array with the result for each checked observer.


use InCharge::session;


use Data::Dumper;


my %common = ( user => "admin", password => "changeme");


$mask = "";


$i=0;


foreach $dom ( "INCHARGE-AM", "INCHARGE-SA" ) {
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 $sess{$dom} = InCharge::session->new( %common, domain => $dom );


 $obs{$dom} = $sess{$dom}->observer( );


 @obsList[$i]= $obs{$dom};


       $sess{$dom}->subscribe( ".*::.*::.*/pa" );


 #$fn{$dom} = $obs{$dom}->getFileno()."\n";


 #vec($mask, $fn{$dom}, 1) = 1;


 $i++;


}


$i=0;


for ( ; ; ) {


       $i=0;


 @obsRet = InCharge::session::select( \@obsList, undef);


 foreach $obsR ( @obsRet ) {


  #next unless (vec($rout, $fn{$dom}, 1));


  @event = $obsR->receiveEvent( );


  print "$obsR->{domain} - ".join( ", ", @event ). "\n";


  $i++;


 }


}


Specifying the locale while connected
The setLocale() method may be used to indicate the locale in which text will be returned to the client for
the session, while it is connected.


If the locale has not been set for the session while connecting or the setLocale() method has not been
called, then the session locale is determined as follows:


1. The value of the SM_LOCALE environment variable.


2. The default is en_US.


Retrieving and setting log, error and trace levels at
runtime
There are three computed attributes available to get and set the log, error, and trace levels of a
Domain Manager at runtime. These computed attributes, described in Computed attributes to retrieve and
set log, error, and trace levels at runtime, are available on the SM_System object.


Table 3‑1.  Computed attributes to retrieve and set log, error, and trace levels at runtime


Computed Attributes Description


logLevel The minimum exception level for sending messages to the system error logger.The logLevel
attributeis a string, and can be any one of the values set for the --loglevel command line option:


errLevel The minimum exception level for writing messages to the log files. The errLevel attributeis a string,
and can be any one of the values set for the --errlevel command line option.


traceLevel Used to print a stack trace to the SDK log file when an exception at this level or above occurs.
Exceptions below this level do not write a stack trace. The traceLevel attributeis a string, and can
be any one of the values set for the --tracelevel command line option.
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The values of these computed attributes can be retrieved and set, and valid values are:


n None


n Emergency


n Alert


n Critical


n Error


n Warning


n Notice


n Informational,


n Debug


Note   Fatal is a synonym for Critical.


Retrieving the current level
You can retrieve the current levels of SM_System::SM-System::logLevel, SM_System::SM-
System::errLevel, or SM_System::SM-System::traceLevel. A string is returned which represents the
current level, such as "Warning", "Error", or "Fatal". For example:


my $smsystem = $session->object("SM_System","SM-System");


my $curr_error_level = $sm_system->{errLevel};


Setting the level
To change the current levels, obtain a pointer to the object, and then set the value of SM_System::SM-
System::logLevel, SM_System::SM-System::errLevel, or SM_System::SM-System::traceLevel to the
appropriate level.


In this example, the trace level setting is changed to None.


my $smsystem = $session->object("SM_System","SM-System");


$sm_system->{traceLevel} = "None";


When you change the log, error or trace levels a message is printed in the log file. The log message will
appear similar to the following:


[April 8, 2009 5:03:41 PM EDT +122ms] t@1149000000 SM_ProtocolEngine-6


JM_MSG-*-JM_TRACE_LEVEL_CHANGED-User 'user1', using remote dmctl client (id 6), on host host1 with 


credentials tpadmin1 has changed the Trace level to None; in file 


"/mypath/repos/jiim/SM_JIIM_Support_Impl.c" at line 458
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Wrapper functions
The following functions add varying degrees of wrapper logic round the SDK primitives, to make them
more compatible with the native ASL language.


save


$session->save( $filename [, $class ] );


The save() function saves the repository in the specified file. If a class name is specified, then only the
instances of that class are saved.


put


$session->put( $object, $property, $value );


It is not recommended that the put() method be used extensively. Instead, use the features of
InCharge::object.


This method changes the value of an object property. This version differs from the put_P() primitive in that
the latter requires the value type to be specified explicitly, whereas this version determines and caches
the type. The following calls are, therefore, equivalent, although the first is preferred.


 $obj = $session->object( "Router::gw1" );


 $session->{Vendor} = "Cadbury";


 $obj->put( "Vendor", "Cadbury" );


 $obj->put( Vendor => "Cadbury" );


 $session->put( "Router::gw1", "Vendor", "Cadbury" );


 $session->object( "Router::gw1" )->{Vendor} = "Cadbury";


 $session->callPrimitive( "put_P", "Router", "gw1",


    "Vendor",[ "STRING", "Cadbury" ] );


When giving a value to an array property, such as the ComposedOf relationship, pass an array reference
as shown in the following example:


 $obj->{ComposedOf} = [


 "Interface::IF-if1",


 "Interface::IF-if2"


 ];
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Also, you can set more than one property in a single call. This can reduce complexity in the script layout
but has minimal performance advantage.


 $obj->put(


  Vendor   => "CISCO",


  Model    => "2500",


  Location => "Behind the coffee machine"


 );


invoke


RESULT = $session->invoke($object, $operation[, @arguments]);


It is not recommended that this method be used extensively. Instead, use the features of
InCharge::object.


This method invokes the specified object operation, passing it the listed arguments and returning the
RESULT.


The type of the RESULT depends on the usual Perl concept of array or scalar context, as well as the
definition of the operation being called. In general:


n If it returns a scalar you get a scalar or, in array context, a single element array.


n If it returns an array you get an array, in array context, or array reference, in scalar context.


Note   This method's semantics and syntax differ from the primitive method invokeOperation() in that
the latter needs to have the types of the arguments specified explicitly. Whereas for this method, the
InCharge::session module version discovers and caches the operation argument types and does not
require the arguments to be listed in arrays of array references.


Additional documentation about the operations that exist for a particular class can be obtained by
using the dmctl utility, as shown:


dmctl -s DOMAIN getOperations CLASSNAME


The following examples are equivalent; the first example is preferred.


n Example 1:


 $obj = $session->object( "Router::gw1" );


 $fan= $obj->findFan( 2 );


n Example 2:


 $fan = $session->invoke( "Router::gw1", "findFan", 2 );
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n Example 3:


 $fan = $session->callPrimitive( "invokeOperation","Router", "gw1", "findFan",[ [ "INT", 2 ] ]


 );


invoke_t


($type, $value) =


  $session->invoke_t( $object, $operation [, @arguments]


);


The invoke_t() function is identical to invoke() except that the return indicates both the type and the value
of the returned data.


The value is a Perl scalar, if the operation returns a scalar, or an array reference, if the operation returns
an array. The type will contain one of the Domain Manager internal type codes. For example, “13” is the
code for a string.


findInstances


@instances =


  $session->findInstances( $c_patn, $i_patn [, $flags] )


or


@instances =


  $session->findInstances( "${c_patn}::${i_patn}" [, $flags] )


Finds instances that match the class and instance patterns, according to rules specified in the flags.


The $flags is a set of characters that modifies the way the call works.


A flag of “n” means that subclasses are not recursed into. Therefore, instances in matching classes only
are returned. Without “n”, instances of matching classes and their subclasses are returned.


A flag of “r” means that UNIX-like RegEx matching is used during the search. If the “r” flag is not
specified, the search uses glob pattern matching.


Note   The RegEx version that is supported is the UTF-8 and Unicode regexp compliant engine (coming
from ICU).


The default is no flags, therefore, the search uses glob pattern matching and recursion.


Results are returned as a list of strings, each of which contains a class and instance name delimited with
double-colon (::).


Note   The search strings are anchored as if the “^” and “$” had been used in the UNIX-style pattern.
Therefore, “rr*” matches “rred” but not “herring”, whereas “`*rr*” matches both of them.
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Example:


 @found = $session->findInstances( "Router::gw*", "n" );


getCauses


@events =  $session->getCauses( $objectname, $event [, $oneHop] );


The getCauses() function returns a list of problems that cause an event.


The function arguments are class, instance (possibly combined into one, for example, SM_System::SM-
System), and event. The function returns the problems that cause the event based on the relationships
among instances defined in the Domain Manager.


The oneHop parameter is optional:


n If it is omitted or passed as FALSE, the full list of problems that explain eventname, whether directly
or indirectly, is returned.


n If it is passed as TRUE, only those problems that directly list eventname among the events they
explain are returned.


The function returns an array of array references with the format:


 [


  [ <classname::instancename>,<problemname> ],


  [ <classname::instancename>,<problemname> ],


  ...


 ]


Example:


 @causes =


  $session->getCauses( "Router::gw1",


    "MightBeUnavailable"


 );


getClosure


@events =   $session->getClosure($object, $eventname[, $oneHop]);


The getClosure() function returns a list of symptoms associated with the problem or aggregate based on
the relationships among instances defined in the Domain Manager.


The oneHop parameter is optional:


n If it is omitted or passed as FALSE, the full list of problems that explain eventname, whether directly
or indirectly, is returned.
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n If it is passed as TRUE, only those problems that directly list eventname among the events they
explain are returned.


The function returns an array of array references with the format:


 [


  [ <classname::instancename>,<problemname> ],


  [ <classname::instancename>,<problemname> ],


  ...


 ]


Example:


 @symptoms =


  $session->getClosure( "Router::gw1", "Down", 0 );


getExplains


@events =  $session->getExplains($object, $eventname[, $onehop ]);


MODEL developers can add information to a problem in order to emphasize events that occur because of
a problem. The getExplains() function returns a list of these events.


The $onehop parameter is optional:


n If it is omitted or passed as FALSE, the full list of problems that explain $eventname, whether directly
or indirectly, is returned.


n If it is passed as TRUE, only those problems that directly list eventname among the events they
explain are returned.


The function returns an array of array references with the format:


 [


  [ <classname::instancename>,<problemname> ],


  [ <classname::instancename>,<problemname> ],


  ...


 ]


getExplainedBy


@events =   $session->getExplainedBy($object, $event[, $onehop ]);


The getExplainedBy() function is the inverse of the getExplains() function.


It returns those problems (or events) which the MODEL developer has listed as explaining this event.


The $onehop parameter is optional:


n If it is omitted or passed as FALSE, the full list of problems that explain $event, whether directly or
indirectly, is returned.


VMware Smart Assurance Perl Reference Guide


VMware, Inc.  44







n If it is passed as TRUE, only those problems that directly list $event among the events they explain
are returned.


The function returns an array of array references with the format:


 [


  [ <classname::instancename>,<problemname> ],


  [ <classname::instancename>,<problemname> ],


  ...


 ]


subscribe and unsubscribe


$session->subscribe( $C, $I, $E [, $flags ] );


$session->subscribe( "$C::$I::$E[/$flags]" );


$session->unsubscribe( $C, $I, $E [, $flags ] );


$session->unsubscribe( "$C::$I::$E[/$flags]" );


These functions subscribe, or unsubscribe, to notifications of the specified events. “$C”, “$I”, “$E” must be
regexp patterns that represent the classes, instances, and events to which to subscribe.


The unsubscribe() function is the inverse of subscribe().


The $flags value is a bitwise combination of the values or a more mnemonic string as shown in 
Subscription flag parameter values


Table 3‑2.  Subscription flag parameter values


Flag bitfield value Description


0x000001 Simple event


0x000002 Simple aggregation


0x000010 Problem


0x000020 Imported event


0x000040 Propagated aggregation


0x0000ff All


0x001000 Expand subclasses


0x002000 Expand subclasses events


0x004000 Expand aggregations


0x008000 Expand closures


0x010000 Sticky


0x020000 Undo all


0x040000 Quiet accept


0x080000 Quiet suspend


0x100000 Glob
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As a compatibility aid, the $flag can also be specified as a string of letters. In this case, each of the letters
are subscription qualifiers:


n “p” means subscribe to problems


n “a” means subscribe to aggregates (impacts)


n “e” means subscribe to events.


Note   If “p”, “a” or “e” are not present, “p” is assumed.


n “v” means run in verbose mode, which turns on subscription control messages.


The action of these options is the same as that provided by the sm_adapter program’s --subscribe=
option.


Examples:


 $session->subscribe( "Router", ".*", ".*", "/pev" );


 $session->subscribe( "Router::.*::.*/peav" );


 $session->subscribe( $obj, ".*", 0x3 );


 $session->unsubscribe( $obj, ".*", 0x3 );


transaction, abortTxn and commitTxn


$session->transaction( [ $flag ] );


$session->abortTxn( );


$session->commitTxn( );


These functions start, commit, and abort transactions.


Using transactions, you can commit many changes to the objects in a Domain Manager as a single
atomic transaction, or choose to abort all of them. Use the following syntax to create a transaction:


 $session->transaction();


After initiating the transaction, every change made to an object does not affect the object until you commit
the transaction. If the transaction is aborted, any changes made will not affect the object. Use the
following syntax to either commit or abort a transaction.


 $session->commitTxn( );


or


 $session->abortTxn( );


The changes made with a transaction are not visible outside of the script until the changes are committed.
Within a transaction, the same script can see the proposed changes. Transactions also can control how
other applications see objects before changes are committed or aborted by adding a single keyword.
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The syntax of a transaction with a keyword is:


 $session->


  transaction(["WRITE_LOCK"|"READ_LOCK"|"NO_LOCK"]);


A keyword can be any one of those described in Transaction lock options.


Table 3‑3.  Transaction lock options


Keyword Description


WRITE_LOCK While the transaction is open, no other process can modify or access information in the repository.


READ_LOCK The behavior of READ_LOCK is the same as WRITE_LOCK.


NO_LOCK This is the default behavior. No locks exist until the script commits the transaction.


Transactions may be nested. When you nest a transaction, you must commit or abort the nested
transaction before you commit or abort the previous transaction.


The API aborts any open transactions when the script terminates.


Example:


 #! /usr/local/bin/Perl


 $session = InCharge::session->init( );


 $delthis = shift @ARGV;


 $delthisObj = $session->object($delthis);


 @relObj = @{ $delthisObj->{ComposedOf} };


 $session->transaction();


 $x = $delthisObj->delete();


 foreach $mem (@relObj) {


  $mem->delete();


 }


 $session->commitTxn();


 print("Deleted ".delthis." and related ports\n”);


In the example, the script deletes a card and its related ports. The script is invoked with an argument that
specifies the card to delete. Using the ComposedOf relationship, the script creates a list of port objects to
delete. The script deletes the card and its related ports at the same time through a transaction that
ensures that no other script can see the intermediate stage with an incompletely deleted suite of objects.


delete


$session->delete( $object );


The delete() function deletes the specified object instance from the repository.


Note   This does not clean up all the object interdependencies and links. For a cleaner object deletion,
use the remove() operation, if one exists, for the object class in question. The section invoke also
provides additional information to the related invoke() primitive.
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The delete() method can be called in one of two ways.


 $session->delete( $object );


or


 $object->delete();


getEventType


$type = $session->getEventType( $class, $event );


Given a class and event name, the getEventType() function returns a string that describes the type of the
event. The possible strings returned are described in Event types.


Table 3‑4.  Event types


Event type literal Description


EVENT Event


AGGREGATION Aggregation


SYMPTOM Symptom


PROBLEM Problem


UNKNOWN Error indication


Example:


 $type = $session->getEventType( "Router", "Down" );


To obtain the low-level numeric type codes, instead of descriptive strings, use the getEventType()
primitive, as shown.


$type = 


 $session->primitive( "getEventType", "Router", "Down" );


getServerName


$session->getServerName( );


The getServerName() function returns the name of the Domain Manager to which the session is
connected.


insertElement


$session->insertElement( $object, $relation, @item[s] );
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The insertElement() function inserts one or more elements into an object relationship.


It is suggested that the insertElement() feature of the InCharge::object module be used instead, as
shown.


 $obj->insertElement( $relation, @item[s] );


removeElement


$session-E>removeElement( $object, $relation, @item[s] );


The removeElement() function removes one or more elements from an object relationship, such as
ComposedOf.


It is recommended that the removeElement() feature of the InCharge::object module be used instead, as
shown.


 $obj->removeElement( $relation, @item[s] );
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Primitives 4
This chapter includes the following topics:
n Primitive naming conventions


n Primitive calling conventions


n Error handling


n Error codes


n Data types


n Primitives


Primitive naming conventions
The Domain Manager primitives are low-level remote calls that are supported by the API. These
primitives provide the standard protocol between client applications, such as dmctl, ASL adapters, API
scripts, and the Smarts Console, and the Domain Manager.


Name
InCharge::primitives


Conventions
The names given to the primitives follow a convention of using lowercase, except for the first letter of the
second and subsequent words of multiword names. For example, to get operation arguments, the name
of the primitive is getOperationArguments.


Where the resulting names are overly long, the API provides shorter aliases; getOperationArguments()
has the alias getOpArgs(). Typically, the word “Operation” is shortened to “Op”, and “Property” is
shortened to “Prop”, however, both the long and shortened name can be used. Both forms are described
in the following sections.


Since primitives are designed to be called by using the InCharge::session, where a primitive name
conflicts with a module function, the name of the primitive has the string “_P” concatenated onto it in order
to differentiate the two. Script authors are discouraged from using these “_P” versions since higher-level
versions are available through InCharge::session and, in some cases, InCharge::object that are easier to
use.
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Where a primitive returns a value that may be of any type, a second version of the call is provided that
returns both the numeric type code and the return value. The name of this extended version is the same
as the lesser original but with “_t” appended. You can also specify “_T” instead of “_t”, in which case when
the primitive returns an ANYVAL_ARRAY_SET (that is, a structure of structures), the fields of the
structures are also accompanied by their types. This is a reference to a two-element array containing type
and value for each structure field.


The primitive names are similar to those used in the C++ API. Where the names do not match those used
by ASL or dmctl, aliases are provided. For example, the ASL command getInstances() is called getLeaf
Instances() in the C++ API. Therefore, the API allows both names to be used. The C++ name is the name
used for the actual primitive and the ASL name is provided as an alias.


The C interface for VMware Smart Assurance software, on the other hand, uses function names that look
like sm_property_unsubscribe(). They start with “sm_” and use all lowercase words delimited by
underscores. This set of functions is less complete than the C++ equivalent interface and does not
provide a one-to-one match of all the Domain Manager primitives. The API for Perl does not provide a
match for the C interface function names.


Primitive calling conventions
All the functions described in this document must be invoked with reference to a valid object of the
InCharge::session module. These object references are created by using InCharge::session->object(),
InCharge::session->create(), or InCharge::session->getInstances().


The general approach used for calling primitives is as follows:


1 Initialize a session and obtain a reference to it.


  $session = InCharge::session->init( );


2 Call the primitives required, by using the session reference. For example:


  foreach $class ( sort $session->getClasses() ) {


   foreach $inst (


    sort $session->getInstances($class)) 


   {


    print $class . "::" . $inst . "\n”;


   }


  }


3 Close the session.


  $session->detach( );


Where access to operations or properties of Domain Manager repository objects is required you are
discouraged from using the get(), put() and invokeOperation() primitives, but encouraged to use the
features of the InCharge::object module instead. Using this approach, the script obtains an
InCharge::object reference, which is used to access the required information. For example,
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4 Establish a session.


  $session = InCharge::session->init();


5 Create an InCharge::object valid reference to the object of interest.


  $obj = $session->object( "Router::gw1" );


6 Manipulate the object by using the reference.


  $type = $obj->{Type};


  $obj->{Vendor} = "Cisco";


  $fan1 = $obj->findFan( 1 );


7 Close the session.


  $session->detach( );


Error handling
All the functions and methods of objects in the API modules throw errors by using the Perl die command.
In order to catch any errors that may occur, the eval() function can be used and the “$@” variable
inspected after the event. This is common Perl scripting practice. The error message is rendered in the
locale set by the client session.


The example shown in the following script will abort if the router “gw1” does not exist in the topology at
the line where the name of the vendor is queried, and the last line will not be executed.


 use InCharge::session;


 $session = InCharge::session->init();


 $vendor = $session 


   ->object( "Router::gw1" )


   ->get("Vendor”);


 print "Vendor is $vendor\n”;


To trap this possible error, the code can be modified as follows.


 use InCharge::session; 


 $session = InCharge::session->init();


 $vendor = eval{


    $session ->object( "Router::gw1" ) ->get(Vendor); 


 }; 


 if ( $@ ) { 


  print "Error obtaining the Vendor property\n”;


} else {


  print "Vendor is $vendor\n”;


 }
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For more details about using this mechanism, refer to the section on the eval and die functions in the Perl
function man pages.


All error messages thrown by the API start with a number in square brackets. This is the error code and
classifies the error as being one of those listed in Error handling. The remainder of the error text gives a
verbose description of the specific error that was thrown. Where additional numeric codes are relevant,
these are included in a second or subsequent set of square brackets.


The following example script attempts a connection with a Domain Manager and prompts for a username
and password if the connection fails due to an authentication error: code 4.


 my $domain = "SAM1";


 my $user = undef;


 my $passwd = undef;


 for ( ; ; ) {


  $session = eval{ InCharge::session->new(


    domain => $domain,


    username => $user,


    password => $passwd);


  }


  if ( $@ =~ m/^\[4\]/ ) {


   print "Login: ";    chomp $user   = <STDIN>;


   print "Password: "; chomp $passwd = <STDIN>;


  } elsif ( $@ ) {


   die $@; # Some other fault


  } else {


   last;   # Success !


  }


 }


Error codes
Error codes provides a description of the different error codes and their associated types.


Table 4‑1.  Error codes


Error code Error type Description


1 Syntax error Wrong number of arguments, missing argument, or too many arguments


2 System error System call error; e.g., socket creation failed


3 Connection error Socket connection error


4 Authentication error Authentication error


5 HTTP error Other session init failure (HTTP error in second number, such as “[5][301]”


6 Bad argument Argument content or type error, or invalid name, invalid option, or wrong type,
such as a scalar arguement being passed but a reference was required


7 Broker error Cannot attach to Broker


8 No domain Domain not registered with Broker


9 Protocol error Protocol error, data size error, or unsupported protocol format


10 Isolated Not attached
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Table 4‑1.  Error codes (Continued)


Error code Error type Description


11 Invalid operation Invalid or illegal operation


12 Bad function Bad function call or primitive name


13 IO error Socket IO error


14 Timeout Timer expired


15 DM error Error returned by Domain Manager


16 Not cached Reply missing from cache


17 Configuration error A required configuration element, such as an environment variable, is either
missing or contains invalid data


Data types
The names of the variables used in the primitive descriptions, in the following sections, to denote the
arguments and return values indicate the data type passed or expected. Although every effort has been
made to use self-descriptive argument names in this guide, some need further explanation.


$session
The $session data type is a reference to a valid InCharge::session object - created by using
InCharge::session->new() or InCharge::session->init(). All Domain Manager primitives should be called
with reference to an InCharge::session object, as shown:


 $session = InCharge::session->init();


 @list = $session->getClassInstances( "Router" );


$object
The $object data type is the specification of a repository object to be acted upon.


This can be given in one of the formats described in Formats to specify a repository object.


Table 4‑2.  Formats to specify a repository object


Format Description


'class::instance' This format uses a single string, containing both the class and instance name with two colons
between them.


$n =
 $session->countElements("Router::gw1",  "ComposedOf");


'::instance' This format uses two parameters, where the first contains the class and the second contains
the name of the instance.


$n = $session->countElements( "::gw1", "ComposedOf" );
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Table 4‑2.  Formats to specify a repository object (Continued)


Format Description


$class, $instance This format uses two parameters, where the first contains the class and the second contains
the name of the instance.


$n = 
 $session->countElements( "Router",
    "gw1", "ComposedOf" );


undef, $instance This format uses two parameters. The first parameter contains the Perl undef value, to
indicate that it is unknown. This causes the API to perform a query to determine that name of
the object's class. This syntax can only be used to refer to existing objects.


$n = $session->countElements(undef, "gw1", "ComposedOf");


InCharge::object reference This format is used whenever an object name is required. It is also possible to pass an
InCharge::object reference.


$obj = $session->object( "Router::gw1" );
$n = $session->countElements( $obj,  "ComposedOf" );


@objects
The @objects data type is a list of objects is to be returned, which is only used as a return type.


The return is an array of object name strings in the “ClassName::InstanceName” format.


$symptom, @symptoms
A number of calls return lists of symptoms. These are represented as an array of array references. Each
subarray consists of four elements, each of which has the following significance:


 $x[0] = type (INT)


 $x[1] = certainly (FLOAT)


 $x[2] = object (STRING - class::instance)


 $x[3] = event/symptom name (STRING


You can gain access to the elements by using one of the following syntaxes:


n $list[ $record_number ] -> [ $field_number ]


n $listref -> [ $record_number ] -> [ $field_number ]


The first syntax is used where the list is held in an array variable. The second syntax is used when
the list is held in an array pointed to by a reference.


$symptomData, @symptomData
Symptom data is returned as an array of nine values, as described in Symptom data codes. When a list of
symptoms is returned, it is formatted as an array of array references where each subarray contains the
nine fields for a single symptom.
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Table 4‑3.  Symptom data codes


Symptom data code Description and type


$x[0] state (INTEGER)


0 = active


1 = inactive


2 = suspended


3 = not monitored


$x[1] last occurrence (LONG INTEGER)


$x[2] instance display name (STRING)


$x[3] class display name (STRING)


$x[4] event type (INTEGER)


$x[5] event certainty level (FLOAT)


$x[6] event class (STRING)


$x[7] event instance (STRING)


$x[8] event name (STRING)


$type, @types
The Domain Manager protocol uses a range of integer values to identify the types of data being passed.
These are used when a primitive is permitted to handle more than one data type as an argument or return
value. For example, the invoke() primitive can take arguments of any type, such as integer, string, and
Boolean. When specifying a type as a primitive function argument you can either use the numeric value
or the mnemonic string, as shown in the following example. For a string, either use “13” or “STRING”.
When type codes are returned by primitives, they are always returned as the numeric code.


To convert from the numeric code to the mnemonic string and back, use one of the built-in TYPE methods
of the InCharge::session module, as shown:


n $mnemonic = $session->TYPE( $code )


n $code = $session->TYPE( $mnemonic )


Type codes describes the type code values that are used.


Table 4‑4.  Type codes


Constant Literal Description


0 VOID void (nothing)


1 ERR error condition


2 BOOLEAN boolean (1 = true, 0 = false)


3 INT signed integer


4 UNSIGNED unsigned integer


5 LONG signed long integer


6 UNSIGNEDLONG unsigned long integer
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Table 4‑4.  Type codes (Continued)


Constant Literal Description


7 SHORT signed short integer


8 UNSIGNEDSHORT unsigned short integer


9 FLOAT floating point


10 DOUBLE double length floating point


12 CHAR 1-byte character


13 STRING string


14 OBJREF object (class and instance)


15 OBJCONSTREF constant object reference


16 BOOLEAN_SET set of booleans


17 INT_SET set of signed integers


18 UNSIGNED_SET set of unsigned integers


19 LONG_SET set of signed long integers


20 UNSIGNEDLONG_SET set of unsigned long integers


21 SHORT_SET set of signed short integers


22 UNSIGNEDSHORT_SET set of unsigned short integers


23 FLOAT_SET set of floating point numbers


24 DOUBLE_SET set of double length floats


26 CHAR_SET set of 1-byte characters


27 STRING_SET set of strings


28 OBJREF_SET set of objects (class and instance)


29 OBJCONSTREF_SET set of constant object references


30 ANYVALARRAY set of values (types included)


31 ANYVALARRAY_SET two-dimensional array of values


$freshness
Where the function argument list takes a freshness parameter, this refers to how fresh the property being
accessed by the function should be. This applies to polled or derived properties that may need
recalculating or repolling if the property was last updated more than the specified $freshness seconds
ago.


Primitives
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classExists


$boolean = $session->classExists( $class )


The classExists function returns 1 if the specified class exists or 0 otherwise.


 if ( $session->classExists( "Router" ) ) {


  print "Router class exists\n”;


 }


consistencyUpdate


$session->consistencyUpdate( )


The consistencyUpdate() function causes the Domain Manager to recompute the correlation codebook.


correlate


$session->correlate( )


The correlate() function triggers the ``Code book'' correlation actions, where symptoms are analyzed and
correlated into problems.


countChildren


$count = $session->countChildren( $class )


The countChildren() function counts the child classes of the specified class.


 $class = "ICIM_UnitaryComputerSystem";


 $n = $session->countChildren($class);


countClassInstances


$count = $session->countClassInstances( $class )


The countClassInstances() function counts the number of objects that exist for a specified class, or those
that would be returned by a call to getClassInstances().


 $n = $session->countClassInstances( "Router" );
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countClasses


$count = $session->countClasses( )


The countClasses() function counts the number of classes present in the system.


 $n = $session->countClasses( );


countElements


$count = $session->countElements( $object, $relation )


The countElements() function counts the number of elements in the specified relationship.


 $n = $session->countElements("Router::gw1","ComposedOf");


countInstances


$count = $session->countInstances( )


The countInstances() function counts the total number of objects in the repository, of all classes.


 $n = $session->countInstances( );


countLeafInstances


$count = $session->countLeafInstances( $class )


The countLeafInstances() function counts the number of leaf objects that exist for a specified class, those
that would be returned by a call to getLeafInstances().


 $n = $session->countLeafInstances( "Router" );


countf


$count =


 $session->countf( $object, $relationship, $freshness )


The countf() function counts the number of elements in the specified relationship, such as
countElements(). The contents of the relationship will be refreshed if the values are older than $freshness
seconds. The section $freshness provides additional information.
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createInstance


$session->createInstance( $object )


The createInstance() function creates a new ICIM object instance. The object specification must include
both a class name and unique instance name.


 $session->createInstance( "Router::fred" );


deleteInstance


$session->deleteInstance( $object )


Deletes the specified object instance from the repository. Note that this does not clean up all the object
interdependencies and links. When the Domain Manager has a MODEL based on ICIM, for a cleaner
object deletion, you can use the remove() operation, if one exists for the object class in question. The
section invoke provides additional information.


 $session->deleteInstance( "ACT_File::myFile" );


deleteObserver


$session->deleteObserver( )


The deleteObserver() function is an alias for purgeObserver(). The section purgeObserver provides
additional information.


Note   Consider this an internal call. Use $session->detach() instead, as discussed in Chapter 3,
“InCharge::Session.”


The deleteObserver() function reverses the effect of getObserverId(), deregistering the script as an
observer.


 $session->deleteObserver();


eventIsExported
The eventIsExported() function is an alias for getEventExported(). The section getEventExported provides
additional information.


execute
The execute() function is an alias for executeProgram(). The section executeProgram provides additional
information.
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executeProgram


@thread = $session->executeProgram( $program, \@args )


The executeProgram() function is an alias for execute(). The section execute provides additional
information.


The executeProgram() function executes an VMware Smart Assurance program, passing arguments to it.


The following example runs the dmdebug plug-in, displaying statistics information on the stdout file of the
sm_server process.


 @thread = $session->executeProgram (


   "dmdebug", [ "dmdebug", "--stats" ] );


exists
The exists() function is an alias for instanceExists(). The section instanceExists provides additional
information.


findInstances_P


Note   Use the findInstances() function from the InCharge::session module instead.


  @objects = $session->findInstances_P(


   $class-pattern, $instance-pattern, $flag )


Finds instances that match the class and instance patterns, according to rules specified in the flags.


When used by the console GUI, the $flag value is 0x101000, which requests subclass expansion and
glob pattern matches. When used by dmctl, the value 0x001000 is used which requests RegEx pattern
matches and subclass expansion.


The value of $flag consists of the following values OR’d in any combination, according to the options
required.


0x001000 = Expand-subclasses. With this flag set, the contents of subclasses of those classes that
match are also returned.


0x100000 = Glob. This causes the match to be done by using ICIM glob() matches rather than UNIX
regex syntax, which is used otherwise.


 @list = $session->findInstances_P(


     "Router", "s*", 0x100000 );


 @list = $session->findInstances_P(


   "ICIM_UnitaryComputerSystem", ".*", 0x001000);
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forceNotify


forceNotify( $object, $event, $notified, $expires)


Notifies, or clears, the specified event.


The $notified and $expires parameters are both timers:


n If $notified is greater than or equal to $expires, then the event is cleared.


n If $notified is less-than $expires then the event is notified, or raised. The actual values of these
parameters are not significant.


  # to notify an event:


  $session->forceNotify("Router::gw1",


     "Unresponsive", 0, 1);


  # to clear an event:


  $session->forceNotify("Router::gw1",


     "Unresponsive", 0, 0);


get


RETURN = $session->get( $object, $property )


Gets the contents of the specified property of the object.


The return type is scalar, array, or array reference as appropriate.


 $vendor = $session->get( "Router::gw1", "Vendor" );


 @parts = $session->get( "Router::gw1", "ComposedOf" );


The preferred implementation is:


 $object = $session->object( "Router::gw1" );


 $vendor = $object->{Vendor};


 @parts = $object->{ComposedOf};


get_t and get_T


($type, $value) = $session->get_t( $object, $property )
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Like get(), this returns the contents of the specified property, however, get_t() also returns a code for the
type of the data. The returned value will be a scalar or array reference, as appropriate.


 ( $type, $value ) = $session->get_t(


     "Router::gw1", "Vendor" );


 ( $type, $value ) = $session->get_t(


     "Router::gw1", "ComposedOf" );


The get_t() variant of this call also returns the types of values contained in complex structures. Where
get_t() returns a value, get_T() returns a type code and value in a two-element array.


getAggregationEvents


@list = $session->getAggregationEvents( $object,


      $eventname, $flag)


The getAggregationEvents() function gets the names of the events that are aggregated to the specified
event, which must be an aggregation event type.


n If $flag is false, then the events directly aggregated are returned.


n If $flag is true, then the aggregation tree is walked, and the names of all nonaggregation events that
the specified event ultimately depends on are returned.


 @list = $session->getAggregationEvents(


   "Router::gw1", "PowerSupplyException", 1 );


getAllEventNames


@events = $session->getAllEventNames( $class )


The getAllEventNames() function is an alias for getEvents(). The section getEvents provides additional
information.


The getAllEventNames() function gets the list of all events of all types, including symptoms, problems,
aggregates, and events, in no particular order.


The getEventNames() call is similar but omits the problems from the list.


 @list = $session->getAllEventNames( "Router" );


getAllInstances


@instances = $session->getAllInstances( )


The getAllInstances() function gets the names of all instances present in the ICIM database.


Note   The getAllInstances() function can potentially return a very large array and should not be used.
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getAllProperties and getAllProperties_t


@properties = $session->getAllProperties( $object, $flag );


The getAllProperties() function returns the names and values of all the properties of the specified object:


n If $flag is 0, attributes only are returned.


n If $flag is 1, relations only are returned.


n If $flag is 2, both attributes and relations are returned.


The @properties array contains an even number of elements, where the odd-numbered ones are the
property names, and the even-numbered are the matching values. This convention means that you
can treat the result as a Perl hash, as shown in the following examples:


n The first example:


 %props = $s->getAllProperties( $obj, 2 );


 print "Object Name is $props{Name}\n”;


n The second example:


use Data::Dumper;


print Dumper( \%props );


The “_t” variation of the call returns data types as well as values.


Consider using the get() or get_t() functions of the InCharge::object module with no arguments
instead of this call, as shown in the following example:


 %props = $obj->get( );


 print Dumper( \%props );


getArgDirection


$direction = $session->getArgDirection( $class, $operation, $argname )


The getArgDirection() function gets a flag to indicate whether the specified operation argument is an IN or
OUT argument:


n IN arguments are denoted by the value 0 and refer to argument values passed from the script to the
Domain Manager.
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n OUT arguments are denoted by the value 1 and refer to variables into which the operation puts result
information.


Nearly all arguments to all operations of all classes are IN arguments.


Note   OUT arguments are not supported by the remote access protocol, which is beyond the scope
of the API, dmctl, and ASL.


$direction = $session->getArgDirection(


    "Router", "getFan", "identifier" );


getArgType


$type = $session->getArgType( $class, $operation, $argname )


The getArgType() function is an alias for getOpArgType() and getOperationArgumentType(). The sections 
getOpArgType and getOperationArgumentType provide additional information.


The getArgType() function gets the type of the specified argument for the specified class operation. The
section $type, @types describes the possible data types.


$type = $session->getArgType( "Router", "makeFan", "className" );


getAttributes
The getAttributes() function is an alias for getAttributeNames(). The section getAttributeNames provides
additional information.


getAttributeNames


@properties = $session->getAttributeNames( $class )


The getAttributeNames() function is an alias for getAttributes(). The section getAttributes provides
additional information.


The getAttributeNames() function gets the list of all attributes for the specified class.


Attributes are properties that are not relations. For class Router, Vendor is an attribute but ComposedOf is
not, however, both are properties. The getAttributeTypes() call returns the types of these attributes.


 @list = $session->getAttributeNames( "Router" );


getAttributeTypes


@types = $session->getAttributeTypes( $class )
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The getAttributeTypes() function gets the list of type codes associated with the attribute names returned
by getAttributeNames().


The types returned by this call and the names returned by getAttributeNames() are in the same order,
such that the type of $property[$n] is given in $type[$n]. The section $type, @types provides a description
of the possible values.


 @list = $session->getAttributeTypes( "Router" );


getByKey


RESULT = $session->getByKey( $object, $table,


     [ $keytype, $keyvalue ] )


The getByKey() function gets the entry in the named table from the object, indexed by its key.


Tables are properties that can contain arrays of values.


 @driver = $session->getByKey(


   "GA_CompoundDriver::Bridge-Generic-Driver",


   "drivers", [ "INT", 10 ] );


getByKey_t and getByKey_T


($type, $value) = $session->getByKey_t( $object, $table,


      [ $keytype, $keyvalue ] )


Identical to getByKey() but returns a code for the type of the result as well.


 ($type, $data) = $session->getByKey_t(


   "GA_CompoundDriver::Bridge-Generic-Driver",


   "drivers", [ "INT", 10 ] );


getByKeyf


RESULT = $session->getByKeyf( $object, $table,


     [ $keytype, $keyvalue ], $freshness )


Identical to getByKey() but takes the “freshness” of the entry into account. The section $freshness
provides additional information.


 @driver = $session->getByKeyf(


   "GA_CompoundDriver::Bridge-Generic-Driver",


   "drivers", [ "INT", 10 ], 120 );
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getByKeyf_t and getByKeyf_T


($type, $value) = $session->getByKeyf_t( $object, $table,


     [ $keytype, $keyvalue ], $freshness )


Identical to getByKey_t() but takes the “freshness” of the entry into account. The section $freshness
provides additional information.


 ($type, $data) = $session->getByKeyf_t(


   "GA_CompoundDriver::Bridge-Generic-Driver",


   "drivers", [ "INT", 10 ], 120 );


getChildren


@classes = $session->getChildren( $class )


The getChildren() function gets the list of classes that are child classes of a specified one, that is, classes
derived from the base class.


 $class = "ICIM_UnitaryComputerSystem";


 @list = $session->getChildren($class);


getClassDescription


$text = $session->getClassDescription( $class )


The getClassDescription() function gets a textual description of the class.


The fixed string “no description available” is returned if the class programmer has not provided a
description message for the class.


 $description = $session->getClassDescription( "Router" );


getClassHierarchy


@hierarchy = $session->getClassHierarchy( );


The getClassHierarchy() function returns an array of information that provides a complete description of
the hierarchy of domain model classes.


Each element of the array is a reference to a three-element subarray, as described in Class hierarchy
descriptor.
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Table 4‑5.  Class hierarchy descriptor


Array element Description


$x[0] name of ICIM class


$x[1] name of the class’s parent class


$x[2] class is abstract flag: 1 = yes, 0 = no


getClassInstances


@instances = $session->getClassInstances( $class )


The getClassInstances() function gets the list of instances of a specified class.


The return is a list of strings that contain the instance names without the class name. For example, “fred”
is returned rather than “Router::fred”. This differs from getLeafInstances() in that this call returns the
members of the class and any derived classes, whereas getLeafInstances() returns only the members of
the specified class.


 @names = $session->getClassInstances( "Router" );


getClasses


@classes = $session->getClasses( )


The getClasses() function gets the list of classes present in the system.


The following code fragment displays the list of all instances of all classes in the database.


 foreach $class ($session->getClasses()) {


  foreach ($session->getClassInstances($class)) {


   print "${class}::$_\n”;


  }


 }


getCorrelationParameters


@info = $session->getCorrelationParameters( )


The getCorrelationParameters() function returns a nine-element array, each element of which contains a
parameter relating to the Domain Manager correlation mechanism.


The array elements are described in getCorrelationParameters return values:
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Table 4‑6.  getCorrelationParameters return values


Element Description


info[0] max problems (INT)


info[1] correlation interval (INT)


info[2] codebook radius (FLOAT)


info[3] correlation radius (FLOAT)


info[4] lost symptom probability (FLOAT)


info[5] spurious symptom probability (FLOAT)


info[6] time limit (INT)


info[7] suspend correlation (BOOLEAN)


info[8] provide explanation (BOOLEAN)


getEnumVals


@strings = $session->getEnumVals( $class, $property )


The getEnumVals() function returns the list of strings that represent the possible values for an
enumerated property.


The returned list of strings can be used to present a list of valid values to the user in the form of a
selection menu. If this primitive is used to refer to a property that is not an enumerated one, an error is
thrown.


 @values = $session->getEnumVals( "Router", "Type" );


getEvents
The getEvents() function is an alias for getAllEventNames(). The section getAllEventNames provides
additional information.


getEventCauses


@symptoms =   $session->getEventCauses( $object, $eventname, $flag )


The getEventCauses() function gets a list of the Root causes, or problems, that the specified event can
be considered to be a symptom of.


The getProblemClosure() primitive provides the reverse mapping. This is the mechanism used to
populate the codebook tab for an event property sheet in the administrative console.


The $flag parameter is optional:


n If it is passed as TRUE, the full list of problems explaining eventname, whether directly or indirectly, is
returned.
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n If it is passed as FALSE, only those problems that directly list eventname among the events they
explain are returned.


 @causes = $session->getEventCauses(


   "Router::gw1", "MightBeUnavailable", 1 );


getEventClassName


$class = $session->getEventClassName( $class, $event )


The getEventClassName() function returns a string with the name of the ancestor class associated with a
class and an event. The ancestor class is where the event was originally defined, that is, the class in
which the event definition statement, not any refinement, appeared.


 $class = $session->getEventClassname( "Router", "Down" );


getEventDescription


$text = $session->getEventDescription( $class, $event )


The getEventDescription() function returns a string, defined in MODEL, that describes an event.


 $descr = $session->getEventDescription("Router", "Down");


getEventExplainedBy


@symptoms = $session->getEventExplainedBy( $object, $event, $flag )


The getEventExplainedBy() function returns the list of symptoms that are explained by the specified
impact event.


The $flag is a boolean that indicates whether the event impact tree is to be walked during the processing
of the request.


 @list = $session->getEventExplainedBy(


    "Router::gw1", "DownImpact", 1);


getEventExported


$boolean = $session->getEventExported( $class, $event )


The getEventExported() function is an alias for eventIsExported(). The section eventIsExported provides
additional information.
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Returns one of the following:


n 1 if the specified event is exported by the class


n 0 if it is not exported.


Events that are not exported are hidden from view in the GUI.


 if ( $session->getEventExported( "Router", "Down" ) ) {


  print "Event is exported\n”;


 }


getEventNames


@events = $session->getEventNames( $class )


The getEventNames() function gets the list of events handled by the specified class.


Some of the returned events are exported while others are not, as described in getEventExported. Unlike
getAllEventNames(), this call does not return problems names.


@list = $session->getEventNames( $class );


getEventSymptoms


@events = $session->getEventSymptoms( $class, $event )


The getEventSymptoms() function returns the list of events that are symptoms of the specified one.


 @symptoms =


   $session->getEventSymptoms( "Router", "Down" );


getEventType_P


$eventtype = $session->getEventType_P( $class, $event )


This primitive returns a numeric code that indicates the type of the specified event. Possible values are
shown in getEventType return codes.


Table 4‑7.  getEventType return codes


Return code Event type


0 Event


1 Aggregation


2 Symptom


3 Causality


4 Problem
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Table 4‑7.  getEventType return codes (Continued)


Return code Event type


5 Imported event


6 Propagated Aggregation


7 Propagated Symptom


8 Same type


 $eventtype = $session->getEventType_P( "Router", "Down");


getInstances
The getInstances() function is an alias for getClassInstances(). The section getClassInstances provides
additional information.


getInstrumentationType


$type = $session->getInstrumentationType( $object )


The getInstrumentationType() function returns the instrumentation type for a specified object.


 $type =


  $session->getInstrumentationType("Router::gw1");


getLeafInstances


@instances = $session->getLeafInstances( $class )


The getLeafInstances() function is an alias for getInstances(). The section getInstances provides
additional information.


The getLeafInstances() function gets the list of instances of a specified class.


The return is a list of strings that contain the instance names without the class name. For example, “fred”
is returned rather than “Router::fred”. This differs from getClassInstances() in that this call returns only the
members of the specified class, whereas the getClassInstances() call returns the members of the class
and its derived classes.


 @names = $session->getLeafInstances( "Router" );


getLibraries


@libs = $session->getLibraries( )
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The getLibraries() function is an alias for getModels(). The section getModels provides additional
information.


The getLibraries() function gets the list of libraries loaded into the system.


getModels
The getModels() function is an alias for getLibraries(). The section getLibraries provides additional
information.


getMultipleProperties and getMultipleProperties_t


Note   Use the get() and get_t() functions of the InCharge::object module with multiple arguments instead
of this call, as shown in the example.


 ( $vendor, $model ) = $obj->get( "Vendor", "Model" );


The syntax of the primitive itself is:


n @values = $session->getMultipleProperties( $object, \@propnames);


n @values = $session->getMultipleProperties_t($object, \@propnames);


For example:


 ($vendor,$model) =


  $session->getMultipleProperties( $obj,


      [ "Vendor", "Model" ] );


The argument is a reference to an array that contains the names of the properties to be returned.


getObserverId


$id = $session->getObserverId()


The getObserverId() function creates and returns a new observer ID.


The deleteObserver() primitive reverses this action. The section deleteObserver provides additional
information.


getOpArgType
The getOpArgType() function is an alias for getArgType(). The section getArgType provides additional
information.


getOpArgs


@argnames = $session->getOpArgs( $class, $operation )
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The getOpArgs() function is an alias for getOperationArguments(). The section getOperationArguments
provides additional information.


The getOpArgs() function gets the names of the arguments for a specified class operation.


The argument names are returned in the order in which they should appear in the argument list when
invoking the operation.


 @list = $session->getOpArgs( "Router", "makeIP" );


getOpDescription


$text = $session->getOpDescription( $class, $operation )


The getOpDescription() function is an alias for getOperationDescription(). The section 
getOperationDescription provides additional information.


The getOpDescription() function returns a textual description of the specified class operation.


 $description = $session->getOpDescription(


     "Router", "makeIP");


getOperationArguments
The getOperationArguments() function is an alias for getOpArgs(). The section getOpArgs provides
additional information.


getOperationArgumentType
The getOperationArgumentType() function is an alias for getArgType(). The section getArgType provides
additional information.


getOperationDescription
The getOperationDescription() function is an alias for getOpDescription(). The section getOpDescription
provides additional information.


getOperationFlag
The getOperationFlag() function is an alias for getOpFlag(). The section getOpFlag provides additional
information.


getOperationReturnType
The getOperationReturnType() function is an alias for getOpReturnType(). The section getOpReturnType
provides additional information.
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getOperations
The getOperations() function is an alias for getOpNames(). The section getOpNames provides additional
information.


getOpFlag


$flag = $session->getOpFlag( $class, $operation )


The getOpFlag() function is an alias for getOperationFlag(). The section getOperationFlag provides
additional information.


The getOpFlag() function gets the flag associated with the specified class operation.


The value returned is between 0 and 3, as defined getOpFlag return codes.


Table 4‑8.  getOpFlag return codes


Return code Operation


0 No flag


1 Idempotent


2 Constant


3 Read only


 $flag = $session->getOpFlag( "Router", "makeIP" );


getOpNames


@operations = $session->getOpNames( $class )


The getOpNames() function is an alias for getOperations(). The section getOperations provides additional
information.


The getOpNames() function gets the list of operations for the specified class.


The operations are returned as an array of strings that contain their names.


 @list = $session->getOpNames( "Router" );


getOpReturnType


$type = $session->getOpReturnType( $class, $operation )


The getOpReturnType() function is an alias for getOperationReturnType(). The section 
getOperationReturnType provides additional information.
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The getOpReturnType() function returns the return type code for the specified class operation.


By using this function, you can determine whether the operation returns an integer, a string, an object, or
a list. The type codes returned are integer numbers, as described in getOpReturnType.


 $type_code = $session->getOpReturnType(


      "Router", "makeIP" );


getParentClass


$class = $session->getParentClass( $class )


The getParentClass() function returns the name of the class from which the specified class is derived.


This is the logical inverse of getChildren().


 $parent = $session->getParentClass( "Router" );


getProblemClosure


@symptoms =  $session->getProblemClosure( $object, $eventname, $flag )


Lists the events, or symptoms, that contribute to a specified problem. The getEventCauses() primitive is
the inverse of this one. The section getEventCauses provides additional information.


 @list = $session->getProblemClosure(


     "Router::gw1", "Down", 1 );


getProblemExplanation


         @list = $session->getProblemExplanation( $object, $eventname, $flag )


MODEL developers can add information to a problem in order to emphasize events that occur because of
a problem. This function returns a list of these events.


 @list = $session->getProblemExplanation( "Router::gw1", 


       "Down", 1 );


getProblemNames


@list = $session->getProblemNames( $class )


The getProblemNames() function gets the event names of problems associated with the specified class.


 @problems = $session->getProblemNames( "Router" );
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getProblemSymptomState


@symptomData = $session->getProblemSymptonState( $object, $eventname )


The getProblemSymptomState() function returns data about all the symptoms that indicate the specified
problem, including significant state information.


@list = $session->getProblemSymptonState( "Router::gw1", "Down");


getPrograms


@list = $session->getPrograms( )


The getPrograms() function gets the list of ``programs'' that are running in the Domain Manager.


Typically the reply list includes “dmboot” and “icf.”


 @progs = $session->getPrograms( );


getPropAccess


$access = $session->getPropAccess( $class, $property )


The getPropAccess() function returns a number that indicates the level of access to the specified
property.


 $access = $session->getPropAccess( "Router", "Vendor" );


The return value effectively identifies the method by which the property value is obtained internally.
Possible values and their meanings are listed in getPropAccess return codes .


Table 4‑9.  getPropAccess return codes


Return code Property access level


0 No access


1 Stored


2 Computed


3 Instrumented


4 Propagated


5 Uncomputable


6 Computed with expression
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getPropDescription


$text = $session->getPropDescription( $class, $property )


The getPropDescription() function is an alias for getPropertyDescription(). The section 
getPropertyDescription provides additional information.


The getPropDescription() function returns a textual description of the named class property.


 $descr =


  $session->getPropDescription( "Router", "Vendor" );


getProperties
The getProperties() function is an alias for getPropNames(). The section getPropNames provides
additional information.


Note   The functionality of the C++ function getProperties() is available through the
getMultipleProperties() primitive, and more easily through the get() method of the InCharge::object
module.


Primitive getProperties() is aliased to getPropNames() in order to provide dmctl syntax compatibility.


getPropertyDescription
The getPropertyDescription() function is an alias for getPropDescription(). The section getPropDescription
provides additional information.


getProperties
The getProperties() function is an alias for getPropNames(). The section getPropNames provides
additional information.


Note   For C++ developers, the C++ API call getProperties() is referred to as getMultipleProperties().
However, the InCharge::object->get() is an easier way to use this functionality.


getPropertyType
The getPropertyType() function is an alias for getPropType(). The section getPropType provides
additional information.


getPropIsReadonly


$boolean = $session->getPropIsReadonly( $class, $property )
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The getPropIsReadonly() function indicates whether the specified class property is read-only.


 if ( $session->getPropIsReadonly( "Router", "Vendor" ) ) {


  print "Vendor is readonly\n”;


 } else {


  print "Vendor can be changed\n”;


 }


getPropIsRelationship


$boolean =   $session->getPropIsRelationship( $class, $property )


The getPropIsRelationship() function indicates whether the specified class property is a relationship.


 if ( $session->getPropIsRelationship( "Router",


       "ComposedOf" ))


 {


  print "ComposedOf is a relationship\n”;


 }


getPropIsRequired


$boolean = $session->getPropIsRequired( $class, $property )


The getPropIsRequired() function indicates whether the specified class property is required to have a
value.


 $needed =


  $session->getPropIsRequired( "Router", "Vendor" );


getPropNames


@list = $session->getPropNames( $class )


The getPropNames() function retrieves the names of all the properties of a given class.


getPropRange


@range = $session->getPropRange( $class, $property )


The getPropRange() function returns the range of valid values for the class property, provided the
property has been defined.
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This applies to a very limited number of properties of integer type, typically in polling configuration
classes.


 ( $min, $max ) = $session->getPropRange(


    "DialOnDemand_Interface_Setting",


    "MaximumUptime" );


getPropType


$type = $seesion->getPropType( $class, $property )


The getPropType() function is an alias for getPropertyType(). The section getPropertyType


Returns the data type for a specified class property.


The section $type, @types describes the possible data types. This call always returns the integer number
representation of the type.


 $type = $session->getPropType( "Router", "Vendor" );


getPropertySubscriptionState


$state = $session->getPropertySubscriptionState(


      $object, $property )


The getPropertySubscriptionState() function gets the current state of subscription to the specified event.


The possible reply values are listed in getPropertySubscriptionState return codes.


Table 4‑10.  getPropertySubscriptionState return codes


Return code Subscription state


0 Unsubscribed


1 Pending


2 Subscribed


3 Suspended


getRelatedClass


$class = $session->getRelatedClass( $class, $property )


The getRelatedClass() function returns the name of the class of object that can be related to the specified
class through the property, which must be a relationship.


$class =


  $session->getRelatedClass( "Router", "ComposedOf" );


VMware Smart Assurance Perl Reference Guide


VMware, Inc.  80







getRelationNames


@properties = $session->getRelationNames( $class )


The getRelationNames() function is an alias for getRelations(). The section getRelations provides
additional information.


The getRelationNames() function gets the names of all the relationship properties for the specified class.


 @relationships = $session->getRelationNames( "Router" );


getRelations
The getRelations() function is an alias for getRelationNames(). The section getRelationNames provides
additional information.


getRelationTypes


@types = $session->getRelationTypes( $class )


The getRelationTypes() function returns a list of type numbers for the relationships which are returned by
the getRelationNames() call.


 @types = $session->getRelationTypes( "Router" );


The section $type, @types describes the possible data types.


getReverseRelation


$property = $session->getReverseRelation( $class, $property )


The getReverseRelation() function returns the name of the other end of a relationship pair denoted by the
specified property name.


The inverse of ComposedOf is PartOf.


$relationship = $session->getReverseRelation(


      "Router", "ComposedOf");


getSubscriptionState


$state = $session->getSubscriptionState( $object, $event )


The getSubscriptionState() function gets the current state of subscription to the specified event.


The possible values are listed in getSubscriptionState return codes .
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Table 4‑11.  getSubscriptionState return codes


Return code Subscription state


0 Unsubscribed


1 Pending


2 Subscribed


3 Suspended


getThreads


@list = $session->getThreads( )


The getThreads() function returns a list of threads that run in the current Domain Manager system.


Each element of the returned array is a reference to a four-element array. The four values that describe
each thread are as they are described in getThreads return codes:.


Table 4‑12.  getThreads return codes


Return array element Thread information


$t[0] Process ID


$t[1] name


$t[2] State


$t[3] Status


This example prints the thread IDs and names of all threads in thread ID order.


 foreach $t ( sort { $a->[0] <=> $b->[0] }


     $session->getThreads( ) ) {


  print $t->[0] . " - " . $t->[1] . "\n”;


 }


getf


RETURN = $session->getf( $object, $property, $freshness )


The getf() function gets the contents of the specified property of the object with reference to its freshness.
The section $freshness provides additional information.


The return type is scalar, array, or array reference, as appropriate, as described in “Data types” on
page 70.


 $vendor = $session->getf( "Router::gw1", "Vendor", 240 );


 @parts =


  $session->getf( "Router::gw1", "ComposedOf", 360 );
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getf_t and getf_T


($type, $value) = $session->getf_t( $object, $property, $freshness )


Like getf(), the getf_t() function returns the contents of the specified property but getf_t() also returns a
code for the type of the data. The section $freshness provides additional information.


The returned value will be a scalar or array reference, as appropriate.


( $type, $value ) =


  $session->getf_t( "Router::gw1", "Vendor", 240 );


( $type, $value ) =


  $session->getf_t("Router::gw1", "ComposedOf", 360);


getfAllProperties and getfAllProperties_t


%properties = $session->getfAllProperties($object, $flag, $freshness);


The getfAllProperties() function is the same as getAllProperties(), but takes the freshness of the values
into account, and refreshes any stale properties before returning the results, that is, those that are older
than $freshness seconds. The section $freshness provides additional information.


The sectiongetAllProperties and getAllProperties_t provides a description of the $flag.


getfMultipleProperties and getfMultipleProperties_t


@values = $session->getfMultipleProperties( $object, 


       \@propNames,


       $freshness );


The getfMultipleProperties() function is like getMultipleProperties(), but refreshes values that are staler
than $freshness seconds and need re-polling. The section $freshness provides additional information.


The propNames argument must be a reference to an array of property names. For example,


 @props = qw(Vendor Model Type);


 ($v,$m,$t) =


  $session->getfMultipleProperties($obj, \@props, 30);


hasRequiredProps


$boolean = $session->hasRequiredProps( $class )


Indicates whether or not the specified class has any properties that are flagged as required.


 $reqd = $session->hasRequiredProps( "Router" );
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insertElement_P


$session->insertElement_P($object,


    $relation,


    [ $type, $value ])


The InsertElement_P() function inserts something into a relationshipset.


In order to access the low-level primitive version of this call, you must invoke it by using the primitive
method because the InCharge::session module also has its own variant.


 $session->insertElement_P(,"Router", "ComposedOf",


     [ "OBJREF", "Fan::fan1" ]);


instanceExists


$boolean = $session->instanceExists( $object )


The InstanceExists() function is an alias for exists(). The section exists provides additional information.


Note   Use the ASL-like function InCharge::object::isNull() instead of this primitive. Note that the sense of
the return value is reversed.


Indicates whether or not the named object is present in the repository.


However, the class name and instance name should be specified in the $object parameter.


 $exists = $session->instanceExists( "Router::gw1" );


invoke
The invoke() function is an alias for invokeOperation(). The section invokeOperation provides additional
information.


invoke_t and invoke_T
The invoke_t() and invoke_T() functions are an alias for invokeOperation_t(). The section 
invokeOperation_t and invokeOperation_T.


invokeOperation


RESULT = $session->invokeOperation($object, $operation, \@args)
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The invokeOperation() function is an alias for invoke(). The section invoke provides additional information.


Note   Use the features of the InCharge::object module instead, as described in Chapter 2,
“InCharge::Object.”


The invokeOperation() function invokes a class operation on a specified object, passing the parameters to
the operation.


The syntax of the arguments list requires it to be a reference to an array, each element of which is a
reference to a two-element array containing the data type and value. Because of the awkward syntax,
using the InCharge::object module provides a more natural style of interface. For example:


 $result = $session->invokeOperation(


    "Router::gw1", "makeInterface",


    [


    [ "INT", 1 ],


    [ "STRING", "interface-1" ],


    [ "STRING", "Interface" ]


    ] );


invokeOperation_t and invokeOperation_T


( $type, $value ) =


 $session->invokeOperation_t($object, $operation, \@args)


The invokeOperation_t() function is an alias for invoke_t(). The section invoke_t and invoke_T provide
additional information.


The invokeOperation_t() function is identical to invokeOperation(), except that the return indicates the
type of the returned data as well.


 ( $type, $value ) = $session->invokeOperation_t(


    "Router::gw1", "makeInterface",


    [


    [ "INT", 1 ],


    [ "STRING", "interface-1" ],


    [ "STRING", "Interface" ]


    ] );


The “_T” variation also embeds type codes into the fields of returned complex structures.


isAbstract


$boolean = $session->isAbstract( $class )


The isAbstract() function indicates whether the specified class is abstract.
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An abstract class is one from which other classes are derived but which cannot have any objects.


 $class = "ICIM_UnitaryComputerSystem";


 $flag = $session->isAbstract( $class );


isBaseOf


$boolean = $session->isBaseOf( $class1, $class2 )


The isBaseOf() function returns TRUE if $class2 is a base class of $class1, that is, $class1 is derived
from $class2.


Note   For the purposes of this query, all classes are taken to be derived from themselves.


 $class1 = "Router";


 $class2 = "ICIM_UnitaryComputerSystem";


 $is_it = $session->isBaseOf( $class1, $class2 );


isBaseOfOrProxy


$boolean = $session->isBaseOfOrProxy( $class1, $class2 )


The isBaseOfOrProxy() function returns TRUE (1) if $class2 is a base class or proxy class of $class1.


 $class1 = "Router";


 $class2 = "ICIM_UnitaryComputerSystem";


 $is_it = $session->isBaseOfOrProxy( $class1, $class2 );


isInstrumented


$boolean = $session->isInstrumented( $class )


The isInstrumented() function indicates whether the specified class has associated instrumentation.


 $flag = $session->isInstrumented( "TCPConnect" );


isMember


$boolean = $session->isMember( $object1, $relation, $object2)
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The isMember() function returns TRUE if $object2 is a member of the specified $object1 relationship.


 $flag = $session->isMember( "Router::strrtbos",


     "ComposedOf",


     "Interface::IF-strrtbos/1" );


isMemberByKey


$boolean = $session->isMemberByKey( $object, $table,


      $keytype, $keyvalue] )


The isMemberByKey() function indicates whether an entry in the named object table exists.


 $exists = $session->isMemeberByKey(


   "GA_CompoundDriver::Bridge-Generic-Driver",


   "drivers", [ "INT", 10 ] )


isMemberByKeyf


$boolean = $session->isMemberByKeyf( $object, $table,


    [$keytype, $keyvalue], $freshness)


The isMemberByKeyf() function is similar to isMemberByKey(), but with reference to the freshness of the
value. The section $freshness provides additional information.


 $exists = $session->isMemeberByKeyf(


   "GA_CompoundDriver::Bridge-Generic-Driver",


   "drivers", [ "INT", 10 ], 120 )


isMemberf


$boolean = $session->isMemberf( $object1, $relation,


     $object2, $freshness )


The isMemberf() function returns TRUE if $object2 is a member of the specified $object1 relationship. If
the $relation is a computed or polled value and is more than $freshness seconds old, it is refreshed first.
The section $freshness provides additional information.


 $flag = $session->isMemberf( "Router::strrtbos",


     "ComposedOf",


     "Interface::IF-strrtbos/1",


     240 );
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isSubscribed


$boolean = $session->isSubscribed( $object, $event )


The isSubscribed() function returns TRUE if the specified event has been subscribed to by the calling
process.


$subscribed = $session->isSubscribed( "Router::gw1", "Down");


loadLibrary


$session->loadLibrary( $library )


The loadLibrary() function is an alias for loadModel(). The section loadModel provides additional
information.


The loadLibrary() function loads a library, model, into sm_server memory.


 $session->loadLibrary( $libname );


loadModel
The loadModel() function is an alias for loadLibrary(). The section loadLibrary provides additional
information.


loadProgram


$session->loadProgram( $program )


The loadProgram() function loads the named program into sm_server memory.


 $session->loadProgram( "dmdebug" );


noop


$session->noop()


The noop() function is an alias for ping(). The section ping provides additional information.


This is a type of ping. It sends a null command string to the Domain Manager, and thus determines
whether the client/server link is active.


notify
The section notify provides a description of notify().
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ping
The ping() function is an alias for noop(). The section noop provides additional information.


propertySubscribe


$session->propertySubscribe( $object, $property, $interval )


The propertySubscribe() function subscribes to notifications of changes to the specified object property.
“Event subscription” on page 22 provide an overview of subscribing to events in a Domain Manager.


The actions of this call are reversed by propertyUnsubscribe().


 $session->propertySubscribe( "Router::gw1",


     "Vendor", 30 );


propertySubscribeAll


$session->propertySubscribeAll( $flags,$class_pattern,


     $instance_pattern,


     $property_pattern, $interval);


The propertySubscribeAll() function subscribes to changes in all the matching properties in the matching
objects.


The meaning of the $flags is described for the subscribe() session function.


The actions of this call are reversed by propertyUnsubscribeAll(). The section propertyUnsubscribeAll
provides additional information.


 $session->propertySubscribeAll( 0, "Router", "gw1",


      ".*", 30 );


propertyUnsubscribe


$session->propertyUnsubscribe( $object, $property )


The propertyUnsubscribe() function reverses the effect of the propertySubscribe() call. The section 
propertySubscribe provides additional information.


 $session->propertyUnsubscribe( "Router::gw1", "Vendor" );
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propertyUnsubscribeAll


$session->propertyUnsubscribeAll( $flags, $class_pattern,


      $instance_pattern,


      $property_pattern );


The propertyUnsubscribeAll() function unsubscribes from changes in all the matching properties in the
matching objects.


The meaning of the $flags is described for the subscribe() session function.


purgeObserver
The purgeObserver() function is an alias for deleteObserver(). The section deleteObserver provides
additional information.


put_P


$session->put_P( $object, $property, [ $type, $value ] )


The put_P() function writes the specified value to the specified object property.


The put_P() function is the low-level primitive that the put() function of InCharge::session uses, and is
called when using the hash dereferencing syntax of InCharge::object.


The reader is encouraged to use the InCharge::object logic.


The following examples are essentially equivalent:


n The first example


 $obj = $session->object( "Router::gw2" );


 $obj->{Vendor} = "Cisco";


n The second example


 $obj->put( "Vendor", "Cisco" );


n The third example


 $ojb->put( Vendor => "Cisco", PrimaryOwnerContact => "Joe Blog" );


n The fourth example


 $session->put( "Router::gw", "Vendor", "Cisco" );
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n The fifth example


 $session->put_P( "Router::gw", "Vendor", [ "STRING", "Cisco" ] );


quit


$session->quit( )


The quit() function is an alias for shutdown(). The section shutdown provides additional information.


The quit() function closes down the Domain Manager cleanly, saving the configured parts of the repository
to disk.


removeElement_P


$session->removeElement_P( $object, $relation, [ $type, $value ] )


The removeElement_P() function removes an element from an object relationship, such as ComposedOf.


In order to access the low-level primitive version of this call, invoke it by using the primitive method
because the InCharge::session module has a method of the same name that provides an enhanced
interface.


 $session->removeElement_P("Router::gw", "ComposedOf",


     [ "OBJREG", "Host::pingu6" ] );


removeElementByKey


$session->removeElementByKey($object, $table, [$keytype, $keyvalue])


The removeElementByKey() function removes a set-valued property by key.


restoreRepository


$session->restoreRepository( $filename, $purgeflag )


The restoreRepository() function restores the repository from file, optionally purging existing repository
contents in the process.


 $session->restoreRepository( "save.rps", 0 );


setCorrelationParameters


$session->setCorrelationParameters( @info )


The setCorrelationParameters() function sets the Domain Manager correlation parameters.
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The section getCorrelationParameters describes the fields of the @info array. The following example sets
the correlation interval to 20 seconds.


 @info = $session->getCorrelationParameters( );


 $info[1] = 20;


 $session->setCorrelationParameters( @info );


shutdown
The shutdown() function is an alias for quit(). The section quit provides additional information.


storeAllRepository


$session->storeAllRepository( $filename )


The storeAllRepository() function saves the repository in the named file, which is located in the directory
$SM_HOME/repos. The directory name must not contain any path separator characters.


 $session->saveAllRepository( "save.rps" );


storeClassRepository


$session->storeClassRepository( $filename, $class )


The storeClassRepository() function saves the repository for the named class in the specified file.


 $session->saveClassRepository( "save.rps", "Host" );


subscribeEvent


$session->subscribeEvent( $object, $event )


The subscribeEvent() function subscribes to a specific event without using wildcard pattern matching,
unlike subscribeAll().


The function unsubscribeEvent() cancels subscriptions that were established by using subscribeEvent().
The section unsubscribeEvent provides additional information.


 $session->subscribeEvent( "Router::gateway39", "Down" );


subscribeAll


Note   Use InCharge::session->subscribe() instead.
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topologySubscribe


$session->topologySubscribe( )


The topologySubscribe() function subscribes to notifications of topology updates.


The subscription/observer mechanism is described in detail in “Event subscription” on page 22. API
subscriptions topology subscriptions may be reversed by using topologyUnsubscribe().


topologyUnsubscribe


$session->topologyUnsubscribe( )


The topologyUnsubscribe() function cancels topology subscriptions previously requested with the
topologySubscribe() function. The section topologySubscribe provides additional information.


 $session->topologyUnsubscribe( );


transactionAbort


$session->transactionAbort( )


Use InCharge::session>abortTxn instead.


The transactionAbort() function aborts a transactional block previously started by using transactionStart().
The section transactionStart provides additional information.


transactionCommit


$session->transactionCommit( )


The transactionCommit() function commits a transactional block previously started using
transactionStart(). The section transactionStart provides additional information


transactionStart


$session->transactionStart( $lock_code )


The transactionStart() function starts a transaction block, which may subsequently be aborted or
committed by using transactionAbort()/transactionCommit().


 sub SM_READ_LOCK { 1 };


$session->transactionStart( SM_READ_LOCK );


The $lock_code values have the possible values shown in Lock code literals.
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Table 4‑13.  Lock code literals


Lock code Literal


0 SM_NO_LOCK


1 SM_READ_LOCK_ONLY


2 SM_READ_LOCK


3 SM_WRITE_LOCK


unsubscribeAll


Note   Use InCharge::session->unsubscribe() instead.


unsubscribeEvent


$session->unsubscribeEvent( $object, $event )


The unsubscribeEvent() function unsubscribes from the event previously subscribed by using
subscribeEvent(). The section subscribeEvent provides additional information.
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IPv6 Considerations 5
This chapter includes the following topics:


n Conventions for specifying IPv6 addresses


n Controlling name resolution


Conventions for specifying IPv6 addresses
Internet Protocol version 6 (IPv6) uses colons (:) in its addresses instead of periods (.), which are used in
Internet Protocol version 4 (IPv4) .


Sometimes when you use VMware Smart Assurance APIs or command-line utilities, you need to specify
an IP address with a port number. The port number is delimited by a colon (:). (The combination of an IP
address and port number is also called a socket.)


For the IPv6 address and port number to be interpreted correctly, specify the IPv6 address by using one
of the following conventions:


n Enclose the IPv6 address within a pair of double quotation marks and square brackets. The syntax is:


"[ipv6_address]:port"


"[2001:0db8::0010]:65000"


n Enclose the IPv6 address with a pair of back slashes and square brackets. The syntax is:


\[ipv6_address\]:port


\[2001:0db8::0010\]:65000


n If the port is a default port, omit the port number and specify only the IPv6 address. No additional
convention notations are needed.


For example, for an IPv6 address and the default port of 162, specify:


2001:0db8::0010


Controlling name resolution
The order in which name resolution is performed depends on how you specify a hostname and whether
the SM_IP_VERSIONS environment variable is set.
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When a user specifies a hostname for an VMware Smart Assurance utility or the Perl API, the behavior
occurs in the following order:


1 If the hostname includes an explicit Internet Protocol (IP) protocol (the suffix to the right of the colon),
the hostname is resolved to an address of that protocol. For example:


n frame.someDomain.vmware.com:v4 —Resolves to an IPv4 address.


n frame:v6 —Resolves to an IPv6 address.


n frame:v4v6 —Resolves to an IPv4 address, or, if that fails, to an IPv6 address.


n frame:v6v4 —Resolves to an IPv6 address, or, if that fails, to an IPv4 address.


2 If the hostname does not include an explicit IP protocol, the utility searches for the
SM_IP_VERSIONS environment variable and uses the setting specified for variable. The
SM_IP_VERSIONS environment variable is described in The SM_IP_VERSIONS environment
variable.


3 If the environment variable is not set and the IP protocol is not explicitly provided, the default behavior
is to resolve the hostname as an IPv6 address, or, if that fails, to an IPv4 address (the behavior for
the v6v4 suffix).


Additional information about discovery and name resolution is provided in the
VMware Smart Assurance IP Management Suite Discovery Guide and the
VMware Smart Assurance IP Manager Deployment Guide.


The SM_IP_VERSIONS environment variable
The SM_IP_VERSIONS environment variable enables you to control the Internet Protocol (IP) version
used for name resolution.


This affects VMware Smart Assurance utilities that use a command line (for example, dmctl), some ASL
scripts, the Perl API, and DNS lookup of undiscovered hostnames.


The variable can be set depending on the order in which you want to do name resolution. If the variable is
not set, and the IP protocol is not explicitly provided (for example, frame.someDomain.vmware.com:v4),
the default behavior is to resolve the hostname as an IPv6 address, or, if that fails, to an IPv4 address.
The variable should be set to the Internet Protocol version that is predominate for the network.


To set this variable, add it to the runcmd_env.sh file, which is located in the BASEDIR/smarts/local/conf
directory of the product suite.


The syntax of the environment variable is:


SM_IP_VERSIONS="ip_value"


Acceptable values for the SM_IP_VERSIONS environment variable lists acceptable values for the
SM_IP_VERSIONS environment variable.
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Table 5‑1.  Acceptable values for the SM_IP_VERSIONS environment variable


ip_value Description


"V4" Hostname is resolved to an IPv4 address.


"V6" Hostname is resolved to an IPv6 address.


"V4V6" Hostname is resolved to an IPv4 address. If that fails, the Domain Name System server tries to
resolve the hostname to an IPv6 address.


"V6V4" Hostname is resolved to an IPv6 address. If that fails, the Domain Name System server tries to
resolve the hostname to an IPv4 address (default).


Note: The acceptable value can also be lowercase ("v4", "v6", "v4v6" or "v6v4").


Detailed instructions about setting environment variables and information about the runcmd_env.sh file is
provided in the VMware Smart Assurance System Administration Guide.
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Introduction 1
This chapter presents an overview of VMware Smart Assurance Network Protocol Manager and highlights
the configuration tasks that are needed to set up a Network Protocol Manager deployment.


This chapter includes the following topics:
n Terminology


n Architectural and functional overview


n Configuration roadmap


n What to do after configuration


Terminology
The VMware Smart Assurance Network Protocol Manager includes the following components:


n Network Protocol Manager for BGP


n Network Protocol Manager for EIGRP


n Network Protocol Manager for IS-IS


n Network Protocol Manager for OSPF


VMware Smart Assurance Network Protocol Manager represents four VMware Smart Assurance
Domain Managers. A Domain Manager is a service-assurance application that is associated with a
particular type of information-technology domain, such as networks, systems, applications, or
application services. For Network Protocol Manager, the domain is a routing-protocol network, that is,
a Border Gateway Protocol (BGP), Enhanced Interior Gateway Routing Protocol (EIGRP),
Intermediate System to Intermediate System (IS-IS), or Open Shortest Path First (OSPF) distributed
application that is running in an IP network. Each Domain Manager is autonomous in the sense that
it:


n Maintains its own data models, repository, and problem signatures.


n Monitors and analyzes the discovered objects in its own domain.
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System and device
The term “system” is a generic term that represents a computer-based network entity, such as a host,
router, or switch. The term “device” has essentially the same meaning as system except that, in some
cases, “device” also conveys the sense of specific model, such as a specific model of host, router, or
switch.


Modeled topology
Network Protocol Manager uses VMware Smart Assurance object class models to create within its
repository instances of logical routing topology objects, their relationships, and their logical connections.
The “modeled topology” mirrors the real topology in the managed network.


Object
The term “object” is intended to have a dual meaning: To simultaneously represent both (1) an
VMware Smart Assurance object in the modeled topology and (2) a physical or logical entity in the real
topology. An VMware Smart Assurance object corresponds to a physical or logical entity in the real
topology.


Network Protocol Manager installation directory
In this document, the term BASEDIR represents the location where the software is installed:


n For UNIX, this location is: /opt/InCharge/<product>.


The <product> represents the VMware Smart Assurance product. For example, on UNIX operating
systems, VMware Smart Assurance Network Protocol Manager is, by default, installed
to: /opt/InCharge/NPM/smarts.


Optionally, you can specify the root of BASEDIR to be something different, but you cannot change the
<product> location under the root directory.


The VMware Smart Assurance System Administration Guide provides detailed information about the
directory structure for VMware Smart Assurance software.


Architectural and functional overview
Network Protocol Manager, working with VMware Smart Assurance IP Availability Manager
(IP Availability Manager) and the VMware Smart Assurance Service Assurance Manager
(Global Manager), manages routing-protocol networks. Network Protocol Manager architecture for BGP
or OSPF and Network Protocol Manager architecture for EIGRP or IS-IS show how
Network Protocol Manager interoperates with these components.
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Figure 1‑1.  Network Protocol Manager architecture for BGP or OSPF


Figure 1‑2.  Network Protocol Manager architecture for EIGRP or IS-IS


Figure -1
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Figure -2


IP Availability Manager
IP Availability Manager diagnoses connectivity failures in multivendor, switched, and routed networks by
discovering and monitoring Layer 2 (data-link) and Layer 3 (network) systems. Switches are examples of
Layer 2 systems, and routers are examples of Layer 3 systems.


When included in a Network Protocol Manager deployment, IP Availability Manager:


n Discovers and monitors through SNMP the underlying physical-transport domain in the managed
network.


n Analyzes the network connectivity to identify the root-cause problems and impacts of connectivity
failures.


n Exports network topology, problem, and impact information to the Global Manager.


n Exports routing-enabled (BGP-enabled, EIGRP-enabled, IS-IS-enabled, OSPF-enabled) device
topology and status information to Network Protocol Manager.
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n Exports command line interface (CLI) device-access objects to Network Protocol Manager.


Routing-enabled device topology includes routers and switches (that house router cards) that are
running BGP, EIGRP, IS-IS, or OSPF services. Device status information consists of status changes
that are associated with the routing-enabled device topology.


CLI device-access objects are required by Network Protocol Manager when performing CLI discovery
or CLI polling. The CLI device-access objects carry the login credential information needed by
Network Protocol Manager to access the devices in the managed network that cannot be discovered
or monitored by using SNMP. Upon logging into a device, Network Protocol Manager invokes CLI
commands to query the device for discovery or status information.


A Network Protocol Manager deployment may contain one or more IP Availability Managers. An
IP Availability Manager instance may consist of just an IP Availability Manager process, or may
consist of an IP Availability Manager and an IP Performance Manager or
IP Server Performance Manager that are running together as a single process.


Network Protocol Manager
Network Protocol Manager relies on the topology, topology updates, and topology status updates
received from IP Availability Manager to discover and monitor routing-enabled devices and BGP, EIGRP,
IS-IS, or OSPF services.


Network Protocol Manager collectively represents each of the following
Network Protocol Management Suite products:


n Network Protocol Manager for BGP


On BGP-enabled devices initially discovered by IP Availability Manager,
Network Protocol Manager for BGP discovers and monitors BGP services, BGP endpoints, BGP
sessions participating in the routing updates, and BGP configurations.


n Network Protocol Manager for EIGRP


On EIGRP-enabled devices initially discovered by IP Availability Manager,
Network Protocol Manager for EIGRP discovers and monitors EIGRP services, EIGRP endpoints,
and EIGRP sessions participating in the routing updates.


n Network Protocol Manager for IS-IS


On IS-IS-enabled devices initially discovered by IP Availability Manager,
Network Protocol Manager for IS-IS discovers and monitors IS-IS services, IS-IS endpoints, IS-IS
adjacencies participating in the routing updates, and IS-IS configurations.


n Network Protocol Manager for OSPF


On OSPF-enabled devices initially discovered by IP Availability Manager,
Network Protocol Manager for OSPF discovers and monitors OSPF services, OSPF endpoints, OSPF
adjacencies participating in the routing updates, and OSPF configurations.


Separate instances of Network Protocol Manager are required to manage the availability of each
routing protocol: one each for BGP, EIGRP, IS-IS, and OSPF.
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Upon importing the initial, routing-enabled device topology from IP Availability Manager,
Network Protocol Manager performs its own SNMP and CLI discovery to query the devices for routing
topology information. Upon building its routing topology data model, Network Protocol Manager
exports the topology to the Global Manager.


Network Protocol Manager monitors the status of the routing topology by periodically SNMP- and CLI-
polling the routing-enabled devices. It also subscribes to certain network topology object statuses
(attributes) from IP Availability Manager.


Network Protocol Manager analyzes the received statuses to identify device and routing-protocol
availability problems and impacts, and exports the results of its analysis to the Global Manager. In
addition, whenever Network Protocol Manager detects a configuration-related error in a managed
routing-protocol network, it exports the event to the Global Manager.


Global Manager
The Global Manager integrates the topology, problem, and impact information that is imported from
IP Availability Manager and Network Protocol Manager, and relates the information to services and
customers. It also provides cross-domain and end-to-end impact analysis.


The Global Manager displays the topology, problem, and impact information through the Global Console.


Adapter Platform
The VMware Smart Assurance Service Assurance Manager Adapter Platform (Adapter Platform) is an
optional component in a Network Protocol Manager deployment. The Adapter Platform is included in the
deployment only if the customer wants to forward informational traps to the Global Manager for display in
the Global Console.


The Adapter Platform imports and normalizes topology from IP Availability Manager, and imports and
normalizes events of interest from VMware Smart Assurance adapters such as the SNMP Trap Adapter.
Normalize means to convert topology or event information into a common form that is understood by the
Global Manager. The normalized event information is transferred as VMware Smart Assurance
notifications to the Global Manager.


An Adapter Platform feature, called the Topology Importer, collects hostnames and IP addresses from
IP Availability Manager so that the Adapter Platform can accurately place events in their topological
context. The Adapter Platform updates this list as the information changes in IP Availability Manager.


Global Console
The Global Console provides a graphical user interface for configuration and administration of
Global Managers, Adapter Platforms, Domain Managers, and externally running
VMware Smart Assurance adapters such as the SNMP Trap Adapter.


When the Global Console is attached to the Global Manager, a user can browse the topology in various
forms, including maps, and view notifications about problems that impact availability and performance.
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VMware Smart Assurance Broker
The VMware Smart Assurance Broker facilitates Global Console connections to the component
applications in an VMware Smart Assurance system deployment.


When a user starts a Global Console process, the process connects to the Broker and launches a dialog
box through which the user views and selects any component application that is registered with the
Broker. After the user selects an application, the Global Console connects to the application and
disconnects from the Broker.


Configuration roadmap
The following sections highlight the configuration tasks that are associated with the setup of the
components in a Network Protocol Manager deployment. These tasks involve configuring the
Network Protocol Manager, IP Availability Manager, Global Manager, and (optional) Adapter Platform
applications that are part of the deployment.


Some configuration tasks are performed before the applications are started, such as the editing of
configuration files, and some are performed through the Global Console when the applications are up and
running.


Network Protocol Manager configuration tasks
Configuring Network Protocol Manager consists of the following tasks:


n Configure SNMP trap integration to distribute BGP- or OSPF-related trap messages to
Network Protocol Manager for processing (optional).


Chapter 2 Setting Configuration Parameters and Chapter 6 Configuring SNMP Trap Integration
provide the procedures for completing this task.


n Configure syslog message forwarding to forward BGP- or OSPF-related syslog messages to
Network Protocol Manager for processing (optional).


Chapter 2 Setting Configuration Parameters and Chapter 7 Configuring Syslog Message Processing
and Forwarding provide the procedures for completing this task.


n Configure Secure Shell (SSH) clients and servers to enable Network Protocol Manager to perform
CLI discovery and CLI polling over a secure connection (optional).


Chapter 8 Configuring SSH Security provides the procedures for completing this task.


n Configure SNMP polling and CLI polling (optional).


Chapter 10 Configuring Polling and Threshold Groups provides the procedures for completing this
task.
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n Add IP Availability Manager as a source from which Network Protocol Manager imports topology and
status updates (mandatory).


The VMware Smart Assurance Network Protocol Manager Discovery Guide Supplement provides the
instructions for completing this task.


IP Availability Manager configuration tasks
In addition to performing the configuration and administration tasks that are common to all
IP Availability Managers, you perform the following additional tasks to set up IP Availability Manager in a
Network Protocol Manager deployment:


n Enable protocol light discovery (mandatory).


n Enable overlapping IP address discovery (optional).


n Create CLI device-access groups to enable Network Protocol Manager to perform CLI discovery and
polling of devices that cannot be discovered or monitored by using SNMP (mandatory if EIGRP- or
IS-IS-enabled Cisco devices are to be managed by Network Protocol Manager).


n Configure SNMP trap integration to distribute network traps to IP Availability Manager (mandatory).


Chapter 4 Configuring IP Availability Manager and Chapter 6 Configuring SNMP Trap Integration
provide the procedures for performing these tasks. Procedures for configuring all aspects of
IP Availability Manager are given in the IP Manager documentation.


Global Manager configuration tasks
In addition to performing the configuration and administration tasks that are common to all
Global Managers, you perform the following additional tasks to set up the Global Manager in a
Network Protocol Manager deployment:


n Set up a communication link between the Global Manager and the Network Protocol Manager
(mandatory).


n Set up a communication link between the Global Manager and the IP Availability Managers
(mandatory).


n Set up a communication link between the Global Manager and the Adapter Platform (mandatory if the
Adapter Platform is included in the deployment).


n Enable access to the BGP, EIGRP, IS-IS, and OSPF maps (optional).


Chapter 5 Configuring the Global Manager provides the procedures for performing these tasks.
Procedures for configuring all aspects of the Global Manager are given in the
VMware Smart Assurance Service Assurance Manager Configuration Guide.


Adapter Platform configuration tasks (optional)
Only if you want to forward informational traps to the Global Manager for display as
VMware Smart Assurance notifications in the Global Console do you include the Adapter Platform in your
Network Protocol Manager deployment.
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If you decide to include the Adapter Platform, Chapter 6 Configuring SNMP Trap Integration provides the
procedure for configuring the Adapter Platform to receive, convert, and forward traps to the
Global Manager. Procedures for configuring all aspects of the Adapter Platform and the SNMP Trap
Adapter are given in the
VMware Smart Assurance Service Assurance Manager Adapter Platform User Guide.


What to do after configuration
Upon configuring your Network Protocol Manager deployment, you are ready to begin the discovery. To
understand, prepare for, and initiate Network Protocol Manager discovery, consult the
VMware Smart Assurance Network Protocol Manager Discovery Guide Supplement.


After the discovery, consult the individual user guides (BGP, EIGRP, IS-IS, OSPF) for
Network Protocol Manager to understand Network Protocol Manager monitoring and analysis.
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Setting Configuration
Parameters 2
This chapter includes the following topics:


n Domain Manager configuration directories


n User configuration parameters


n Methods to modify user configuration parameters


n Description of bgp.conf


n Description of eigrp.conf


n Description of isis.conf


n Description of ospf.conf


n Description of perl-cli.conf


n VMware Smart Assurance secure communications


Domain Manager configuration directories
The Network Protocol Manager installation directory contains the four Domain Manager configuration
directories that are shown in Domain Manager configuration directories for Network Protocol Manager.


Figure 2‑1.  Domain Manager configuration directories for Network Protocol Manager


BASEDIR, which is not an environment variable, is used in documentation to represent the top-level
directory structure of an VMware Smart Assurance product installation. For the
Network Protocol Management Suite, BASEDIR represents <root_dir>/NPM.
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Each configuration directory in Domain Manager configuration directories for Network Protocol Manager
contains the bootstrap and configuration files for its associated Domain Manager. The --config option in a
Domain Manager startup command points to the appropriate configuration directory:


n The --config=bgp option in a Network Protocol Manager for BGP startup command points to the
bootstrap and configuration files in the bgp directory. The default name of
Network Protocol Manager for BGP is INCHARGE-BGP.


n The --config=eigrp option in a Network Protocol Manager for EIGRP startup command points to the
bootstrap and configuration files in the eigrp directory. The default name of
Network Protocol Manager for EIGRP is INCHARGE-EIGRP.


n The --config=isis option in a Network Protocol Manager for IS-IS startup command points to the
bootstrap and configuration files in the isis directory. The default name of
Network Protocol Manager for IS-IS is INCHARGE-ISIS.


n The --config=ospf option in a Network Protocol Manager for OSPF startup command points to the
bootstrap and configuration files in the ospf directory. The default name of
Network Protocol Manager for OSPF is INCHARGE-OSPF.


The bootstrap and configuration files for a Domain Manager set up the environment for the
Domain Manager.


User configuration parameters
A major part of configuring Network Protocol Manager involves the setting of user configuration
parameters in the files that are identified in User configuration files for Network Protocol Manager.


Table 2‑1.  User configuration files for Network Protocol Manager


Directory under
BASEDIR Filename Description Object configured by this file


smarts/conf/bgp bgp.conf


Described in “Description
of bgp.conf” on page 27.


File in which you
customize
Network Protocol
Manager for BGP
discovery.


MSI_AdapterManager::BGP-Adapter-
Manager


This object is the topology manager for
Network Protocol Manager for BGP.


smarts/conf/eigrp eigrp.conf


Described in “Description
of eigrp.conf” on page 30.


File in which you
customize
Network Protocol
Manager for EIGRP
discovery.


MSI_AdapterManager::EIGRP-Adapter-
Manager


This object is the topology manager for
Network Protocol Manager for EIGRP.
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Table 2‑1.  User configuration files for Network Protocol Manager (Continued)


Directory under
BASEDIR Filename Description Object configured by this file


smarts/conf/isis isis.conf


Described in “Description
of isis.conf” on page 31.


File in which you
customize
Network Protocol
Manager for IS-IS
discovery.


MSI_AdapterManager::ISIS-Adapter-
Manager


This object is the topology manager for
Network Protocol Manager for IS-IS.


smarts/conf/ospf ospf.conf


Described in “Description
of ospf.conf” on page 33.


File in which you
customize
Network Protocol
Manager for OSPF
discovery.


MSI_AdapterManager::OSPF-Adapter-
Manager


This object is the topology manager for
Network Protocol Manager for OSPF.


As with most VMware Smart Assurance configuration files, the bgp.conf, eigrp.conf, isis.conf, and
ospf.conf files are used to set attributes for certain objects within a Domain Manager’s environment when
the Domain Manager starts up. The parameters and their values in a configuration file become the
attributes and their values for the created objects.


Methods to modify user configuration parameters
There are two methods to modify user configuration parameters:


1 Edit the user configuration files and modify configuration parameters.


2 Issue the dmctl command to modify configuration parameters when Network Protocol Manager is
running.


Command-modified parameters are not persistent, which means that the modifications will be
forgotten when Network Protocol Manager is shut down and restarted. Every time that
Network Protocol Manager starts up, it sets its configurations in accordance to the parameter values
in the user (and other) configuration files.


Editing configuration files to modify configuration parameters
VMware Smart Assurance provides the sm_edit utility to ensure that modified files are always saved to
the appropriate local area and that original copies of the files remain unchanged. Preview of how the
sm_edit utility works previews the operation of the sm_edit utility.
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Figure 2‑2.  Preview of how the sm_edit utility works


All VMware Smart Assurance products use the same basic installation directory structure that is shown in 
Preview of how the sm_edit utility works.


To invoke the sm_edit utility, go to the BASEDIR/smarts/bin directory and specify the path and the name
of the file, relative to the BASEDIR/smarts directory, that you want to edit. For example,


sm_edit conf/bgp/bgp.conf


opens in a text editor either a local copy of the bgp.conf file in BASEDIR/smarts/local/conf/bgp or an
original copy of the bgp.conf file in BASEDIR/smarts/conf/bgp if no local copy exists.


After you modify and save the bgp.conf file, the sm_edit utility saves the modified version of the file to the
BASEDIR/smarts/local/conf/bgp directory.
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You can use the sm_edit utility to edit any text file, not just a configuration file, in the BASEDIR/smarts or
BASEDIR/smarts/local directory. Because sm_edit assumes a starting point of BASEDIR/smarts, the text-
file path that you specify begins with the directory name (conf, rules, script, and so on) under the
BASEDIR/smarts directory.


Note   Original versions of files may be changed or updated as part of an VMware Smart Assurance
software upgrade. However, files in the BASEDIR/smarts/local directory are retained during an upgrade.


The VMware Smart Assurance System Administration Guide provides additional information about the
sm_edit utility.


Issuing the dmctl command to modify configuration parameters
In general, you can use the following dmctl command to change the value of any basic-type attribute
(string, boolean, integer, float, and so on) of any VMware Smart Assurance object:


dmctl -s <Domain Manager instance name> put    <class::instance::attribute> <value>


Upon issuing a dmctl command, you might be prompted for a username and password. Respond with
your user account. For example, to specify the default administrative account, enter username admin and
password changeme.


For Network Protocol Manager, you use the dmctl put command to override parameter settings in the
bgp.conf file, the eigrp.conf file, the isis.conf file, and the ospf.conf file.


Temporary versus permanent change
The use of the dmctl command to override a parameter value in a configuration file is temporary in the
following sense: When the Domain Manager is restarted, it reads the original parameter value in the
configuration file. To make the change permanent, use the sm_edit utility to change the parameter value
in the configuration file.


Example
As an example of using the dmctl command, you can issue the following dmctl command from the
BASEDIR/smarts/bin directory to override the AdminDownFlag parameter value in the bgp.conf file:


dmctl -s INCHARGE-BGP put 


   MSI_AdapterManager::BGP-Adapter-Manager::AdminDownFlag TRUE


The parameters in the bgp.conf file are defined as attributes of the BGP-Adapter-Manager object, which
is an instance of the MSI_AdapterManager class. The BGP-Adapter-Manager object is not saved to disk,
that is, is not saved to a Network Protocol Manager for BGP repository file in the
BASEDIR/smarts/local/repos/icf directory.
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More examples
As further examples, you can issue the following dmctl commands from the BASEDIR/smarts/bin
directory to override the AdminDownFlag parameter value in the eigrp.conf, isis.conf, and ospf.conf files:


dmctl -s INCHARGE-EIGRP put 


   MSI_AdapterManager::EIGRP-Adapter-Manager::AdminDownFlag TRUE


dmctl -s INCHARGE-ISIS put 


   MSI_AdapterManager::ISIS-Adapter-Manager::AdminDownFlag TRUE


dmctl -s INCHARGE-OSPF put 


   MSI_AdapterManager::OSPF-Adapter-Manager::AdminDownFlag TRUE


As with the BGP-Adapter-Manager object, the EIGRP-Adapter-Manager, ISIS-Adapter-Manager, and
OSPF-Adapter-Manager objects are not saved to disk, that is, are not saved to individual
Network Protocol Manager repository files in the BASEDIR/smarts/local/repos/icf directory.


Limitations
Although you can use the dmctl command to override parameter values in the bgp.conf, eigrp.conf,
isis.conf, or ospf.conf file, your changes might not take effect because Network Protocol Manager reads
some parameters only at startup.


For example, even if you issue the dmctl command to override the TrapPort or SyslogName setting in the
bgp.conf file, your change will not be known to the target Network Protocol Manager for BGP until you:


1 Use the sm_edit utility to make the change to the TrapPort or SyslogName parameter in the bgp.conf
file.


2 Restart the target Network Protocol Manager for BGP.


Description of bgp.conf
The bgp.conf file contains configuration parameters that you edit to customize
Network Protocol Manager for BGP discovery. The parameters are a subset of attributes that are defined
for the topology manager (BGP-Adapter-Manager) that will run in the Network Protocol Manager for BGP
environment.


Parameters in the bgp.conf file describes the parameters in the bgp.conf file. The parameters and their
values are case-sensitive.
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Table 2‑2.  Parameters in the bgp.conf file


Parameter Value Description


Config Regular expression: bgp Identifies this Domain Manager configuration as
Network Protocol Manager for BGP.


Note   Do not change this parameter.


TrapPort 0, 162, 2049 to 65534


Default: 0


Enables the Network Protocol Manager for BGP built-in trap
receiver, and specifies the port used by the trap receiver to
receive traps.
n TrapPort = 0 disables the built-in trap receiver.
n TrapPort = 162 or a value in the range 2049-to-65534


(inclusive) enables the built-in trap receiver and sets the
trap port to the value specified for the parameter.


Procedure to configure the Network Protocol Manager built-
in trap receiver clarifies the use of this parameter.


TraceTraps TRUE,FALSE


Default: FALSE


Determines whether trap receiver tracing for
Network Protocol Manager for BGP is enabled or disabled.
n A value of TRUE indicates that trap receiver tracing is


enabled.
n A value of FALSE indicates that trap receiver tracing is


disabled.


SyslogName Regular expression


Default: empty string


Enables the Network Protocol Manager for BGP built-in
syslog adapter, and specifies the name of the local syslog
file to be tailed by the syslog adapter.
n SyslogName = "" (empty string) disables the built-in


syslog adapter.
n SyslogName = <full path and name of syslog file> (for


example, /var/adm/messages) enables the built-in
syslog adapter and sets the name of the local syslog file
to be tailed to the value specified for the parameter.


Chapter 7 Configuring Syslog Message Processing and
Forwarding clarifies the use of this parameter.


TraceSyslog TRUE,FALSE


Default: FALSE


Determines whether syslog adapter tracing for
Network Protocol Manager for BGP is enabled or disabled.
n A value of TRUE indicates that syslog adapter tracing is


enabled.
n A value of FALSE indicates that syslog adapter tracing is


disabled.


AdminDownFlag TRUE,FALSE


Default: FALSE


Controls whether Network Protocol Manager for BGP
generates alarms on the BGP sessions of BGP protocol
endpoints that are administratively down (manually
disabled).
n A value of TRUE indicates that alarms are not generated


on the BGP sessions.
n A value of FALSE indicates that alarms are generated


on the BGP sessions.


VMware Smart Assurance Network Protocol Manager Configuration Guide


VMware, Inc.  21







Table 2‑2.  Parameters in the bgp.conf file (Continued)


Parameter Value Description


IsDisplayNameCustom TRUE,FALSE


Default: FALSE


Controls whether Network Protocol Manager for BGP
accepts topology objects from
VMware Smart Assurance Adapter for Alcatel-Lucent 5620
SAM EMS (the Adapter).
n A value of TRUE indicates that topology objects from the


Adapter are accepted.
n A value of FALSE indicates that topology objects from


the Adapter are not accepted.


When the Adapter is present, set the IsDisplayNameCustom
parameter to TRUE. The Adapter is described in the
VMware Smart Assurance Adapter for Alcatel-Lucent 5620
SAM EMS User Guide.


EnableRRDiscovery TRUE,FALSE


Default: FALSE


Controls whether Network Protocol Manager for BGP
discovers Route Reflectors.
n A value of TRUE indicates that Route Reflectors are


discovered.
n A value of FALSE indicates that Route Reflectors are


not discovered.


To discover Route Reflectors, set the EnableRRDiscovery
parameter to TRUE.


Note   A Route Reflector is an Internal BGP (IBGP) peer
router that passes IBGP learned routes to a set of IBGP
neighbors.


DisableBGPAlertsOnSNM
PError


TRUE,FALSE


Default: FALSE


Controls whether Network Protocol Manager for BGP should
ignore
n TRUE — A value of TRUE SNMP error gets ignored
n FALSE


DisableAlertsOnCLIError TRUE,FALSE


Default: FALSE


Controls whether Network Protocol Manager for BGP should
ignore the CLI errors.
n TRUE — Disables the alerts on CLI errors.
n FALSE— Enables the alerts on CLI errors.


EnableIPv6Discovery TRUE,FALSE


Default: TRUE


Controls the discovery of IPv6 topology by Network Protocol
Manager for BGP.
n TRUE — Enables IPv6 topology discovery.
n FALSE— Disables IPv6 IPv6 topology discovery.


Note   Applicable only for BGP, OSPF and IS-IS.


ProbeAllSystemsForIPv6 TRUE,FALSE


Default: TRUE


Controls the discovery probe for all systems in an IPv6
network by Network Protocol Manager for BGP.
n TRUE — The BGP server will probe each and every


device for IPv6 BGP regardless of the IPv6 IP objects
are discovered on that device by IP Domain Managers.


n FALSE — The BGP server will probe only those devices
whose IPv6 objects are discovered by IP Domain
Manager.
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Table 2‑2.  Parameters in the bgp.conf file (Continued)


Parameter Value Description


RemoveOneMemberBGP
SessionGroups


TRUE,FALSE


Default: TRUE


Controls whether Network Protocol Manager for BGP


If this flag is set to TRUE then NPM BGP domain manager
will remove one member BGPSessionGroups.


Type AM Indicates the type of the Domain Manager that is added as a
topology source.


DomainName INCHARGE-AM


Note   This is the default domain
name. You can use the right click
option to delete it from the Domain
Manager Administration Console,
and then update the configuration
file by commenting out the
DomainName parameter.


This is the name of the IP Domain Manager that is added as
a topology source.


DisplayName INCHARGE-AM This is the display name of the IP Domain Manager that is
added as a topology source.


EnableReconfigureLaunch
edLiteSynchronization


TRUE,FALSE


Default: FALSE


Introduced with Network Protocol Manager 9.2.x patches,
enables light discovery.


To enable light discovery, set the
EnableReconfigureLaunchedLiteSynchronization and
EnablePeriodicLiteSynchronization parameters to TRUE and
restart the Network Protocol Manager for BGP. Only newly-
added devices are detected and imported into Network
Protocol Manager for BGP.


By default, light discovery between Network Protocol
Manager for BGP and IP Availability Manager is disabled.


EnablePeriodicLiteSynchr
onization


TRUE,FALSE


Default: FALSE


Introduced with Network Protocol Manager 9.2.x patches,
enables periodic light discovery.


LiteSynchronizationInterva
l


3600 Introduced with Network Protocol Manager 9.2.x patches, is
the interval in seconds for light discovery.


Used with EnableReconfigureLaunchedLiteSynchronization
and EnablePeriodicLiteSynchronization parameters.


Description of eigrp.conf
The eigrp.conf file contains configuration parameters that you edit to customize
Network Protocol Manager for EIGRP discovery. The parameters are a subset of attributes that are
defined for the topology manager (EIGRP-Adapter-Manager) that will run in the
Network Protocol Manager for EIGRP environment.


Parameters in the eigrp.conf file describes the parameters in the eigrp.conf file. The parameters and their
values are case-sensitive.
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Table 2‑3.  Parameters in the eigrp.conf file


Parameter Value Description


Config Regular expression: eigrp Identifies this Domain Manager configuration as
Network Protocol Manager for EIGRP.


Note   Do not change this parameter.


AdminDownFlag TRUE,FALSE


Default: FALSE


Controls whether Network Protocol Manager for EIGRP
generates alarms on the EIGRP sessions of EIGRP
protocol endpoints that are administratively down
(manually disabled).
n A value of TRUE indicates that alarms are not


generated on the EIGRP sessions.
n A value of FALSE indicates that alarms are generated


on the EIGRP sessions.


ProhibitPrivLevelCLILogo
n


TRUE,FALSE


Default: FALSE


Controls whether the CLI login credentials for
Network Protocol Manager for EIGRP are configured for
Privileged mode or User mode.
n A value of TRUE indicates that the credentials are


configured for User mode.
n A value of FALSE indicates that the credentials are


configured for Privileged mode.


For User mode, a Privileged-mode enable password is not
required when logging in to a managed device.


PrivLevel enable_level_8,enable_level_1


Default: enable_level_8


Specified the access level of Privileged mode. PrivLevel is
valid only when ProhibitPrivLevelCLILogon = FALSE.
n PrivLevel = enable_level_8 configures the CLI login


credentials for Privileged mode 8.
n PrivLevel = enable_level_1 configures the CLI login


credentials for Privileged mode 1.


Level 1 access is more restrictive than level 8 access.
Both allow access to some information about a managed
device, such as interfaces and the routes in routing tables,
but neither allows configuration changes or the viewing of
the running configuration file.


Note   If you encounter discovery issues with
Network Protocol Manager for EIGRP, shut down
Network Protocol Manager for EIGRP, remove its
repository file, set the PrivLevel parameter to
enable_level_1, restart the manager, and perform a full
discovery. The procedures for removing a repository file
and performing a full discovery are presented in the
VMware Smart Assurance Network Protocol Manager
Discovery Guide Supplement.


Type AM Indicates the type of the Domain Manager that is added
as a topology source.
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Table 2‑3.  Parameters in the eigrp.conf file (Continued)


Parameter Value Description


DomainName INCHARGE-AM


Note   This is the default domain
name. You can use the right click
option to delete it from the Domain
Manager Administration Console, and
then update the configuration file by
commenting out the DomainName
parameter.


This is the name of the IP Domain Manager that is added
as a topology source.


DisplayName INCHARGE-AM This is the display name of the IP Domain Manager that is
added as a topology source.


Description of isis.conf
The isis.conf file contains configuration parameters that you edit to customize
Network Protocol Manager for IS-IS discovery. The parameters are a subset of attributes that are defined
for the topology manager (ISIS-Adapter-Manager) that will run in the Network Protocol Manager for IS-IS
environment.


Parameters in the isis.conf file describes the parameters in the isis.conf file. The parameters and their
values are case-sensitive.


Table 2‑4.  Parameters in the isis.conf file


Parameter Value Description


Config Regular expression: isis Identifies this Domain Manager configuration as
Network Protocol Manager for IS-IS.


Note   Do not change this parameter.


AdminDownFlag TRUE,FALSE


Default: FALSE


Controls whether Network Protocol Manager for IS-IS
generates alarms on the IS-IS adjacency relationships of IS-IS
interfaces that are administratively down (manually disabled).
n A value of TRUE indicates that alarms are not generated


on the IS-IS adjacency relationships.
n A value of FALSE indicates that alarms are generated on


the IS-IS adjacency relationships.


ProhibitPrivLevelCLILogon TRUE,FALSE


Default: FALSE


Controls whether the CLI login credentials for
Network Protocol Manager for IS-IS are configured for
Privileged mode or User mode.
n A value of TRUE indicates that the credentials are


configured for User mode.
n A value of FALSE indicates that the credentials are


configured for Privileged mode.


For User mode, a Privileged-mode enable password is not
required when logging in to a managed device.
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Table 2‑4.  Parameters in the isis.conf file (Continued)


Parameter Value Description


PrivLevel enable_level_8,enable_level
_1


Default: enable_level_8


Specified the access level of Privileged mode. PrivLevel is valid
only when ProhibitPrivLevelCLILogon = FALSE.
n PrivLevel = enable_level_8 configures the CLI login


credentials for Privileged mode 8.
n PrivLevel = enable_level_1 configures the CLI login


credentials for Privileged mode 1.


Level 1 access is more restrictive than level 8 access. Both
allow access to some information about a managed device,
such as interfaces and the routes in routing tables, but neither
allows configuration changes or the viewing of the running
configuration file.


Note   If you encounter discovery issues with
Network Protocol Manager for IS-IS, shut down
Network Protocol Manager for IS-IS, remove its repository file,
set the PrivLevel parameter to enable_level_1, restart the
manager, and perform a full discovery. The procedures for
removing a repository file and performing a full discovery are
presented in the
VMware Smart Assurance Network Protocol Manager
Discovery Guide Supplement.


EnableIPv6Discovery TRUE,FALSE


Default: TRUE


Determines the discovery of IPv6 topology by Network Protocol
Manager for ISIS.
n TRUE — Discovers IPv6 topology
n FALSE— Does not discover the IPv6 topology.


Note   Applicable only for BGP, OSPF and IS-IS.


Type AM Indicates the type of the Domain Manager that is added as a
topology source.


DomainName INCHARGE-AM


Note   This is the default
domain name. You can use
the right click option to delete
it from the Domain Manager
Administration Console, and
then update the configuration
file by commenting out the
DomainName parameter.


This is the name of the IP Domain Manager that is added as a
topology source.


DisplayName INCHARGE-AM This is the display name of the IP Domain Manager that is
added as a topology source.


Description of ospf.conf
The ospf.conf file contains configuration parameters that you edit to customize
Network Protocol Manager for OSPF discovery. The parameters are a subset of attributes that are
defined for the topology manager (OSPF-Adapter-Manager) that will run in the
Network Protocol Manager for OSPF environment.
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Parameters in the ospf.conf file describes the parameters in the ospf.conf file. The parameters and their
values are case-sensitive.


Table 2‑5.  Parameters in the ospf.conf file


Parameter Value Description


Config Regular expression: ospf Identifies this Domain Manager configuration as
Network Protocol Manager for OSPF.


Note   Do not change this parameter.


TrapPort 0, 162, 2049 to 65534


Default: 0


Enables the Network Protocol Manager for OSPF built-in
trap receiver, and specifies the port used by the trap
receiver to receive traps.
n TrapPort = 0 disables the built-in trap receiver.
n TrapPort = 162 or a value in the range 2049-to-65534


(inclusive) enables the built-in trap receiver and sets
the trap port to the value specified for the parameter.


Procedure to configure the Network Protocol Manager
built-in trap receiver clarifies the use of this parameter.


TraceTraps TRUE,FALSE


Default: FALSE


Determines whether trap receiver tracing for
Network Protocol Manager for OSPF is enabled or
disabled.
n A value of TRUE indicates that trap receiver tracing is


enabled.
n A value of FALSE indicates that trap receiver tracing is


disabled.


SyslogName Regular expression


Default: empty string


Enables the Network Protocol Manager for OSPF built-in
syslog adapter, and specifies the name of the local syslog
file to be tailed by the syslog adapter.
n SyslogName = "" (empty string) disables the built-in


syslog adapter.
n SyslogName = <full path and name of syslog file> (for


example, /var/adm/messages) enables the built-in
syslog adapter and sets the name of the local syslog
file to be tailed to the value specified for the
parameter.


Chapter 7 Configuring Syslog Message Processing and
Forwarding clarifies the use of this parameter.


TraceSyslog TRUE,FALSE


Default: FALSE


Determines whether syslog adapter tracing for
Network Protocol Manager for OSPF is enabled or
disabled.
n A value of TRUE indicates that syslog adapter tracing


is enabled.
n A value of FALSE indicates that syslog adapter tracing


is disabled.
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Table 2‑5.  Parameters in the ospf.conf file (Continued)


Parameter Value Description


AdminDownFlag TRUE,FALSE


Default: FALSE


Controls whether Network Protocol Manager for OSPF
generates alarms on the OSPF neighbor relationships of
OSPF interfaces that are administratively down (manually
disabled).
n A value of TRUE indicates that alarms are not


generated on the OSPF neighbor relationships.
n A value of FALSE indicates that alarms are generated


on the OSPF neighbor relationships.


IsDisplayNameCustom TRUE,FALSE


Default: FALSE


Controls whether Network Protocol Manager for OSPF
accepts topology objects from the
VMware Smart Assurance Adapter for Alcatel-Lucent 5620
SAM EMS (the Adapter).
n A value of TRUE indicates that topology objects from


the Adapter are accepted.
n A value of FALSE indicates that topology objects from


the Adapter are not accepted.


When the Adapter is present, set the
IsDisplayNameCustom parameter to TRUE. The Adapter
is described in the
VMware Smart Assurance Adapter for Alcatel-Lucent 5620
SAM EMS User Guide.


EnableAlertsOnDynamicOSPF
Links


TRUE,FALSE


Default: TRUE


Introduced as of Network Protocol Manager 9.2.2, for
OSPFNeighborRelationship, controls whether Neighbor
Down alarms are notified for both IPv4 and IPv6.


If an SNMP error occurs and the value is:
n TRUE — The Neighbor state is set as DOWN.
n FALSE— The Neighbor state is set as UNKNOWN.


EnableOSPFPassiveInterfaceD
iscovery


TRUE,FALSE


Default: TRUE


Determines the discovery of OSPF passive interfaces by
Network Protocol Manager for OSPF.
n TRUE — Discovers the OSPF Passive Interfaces


using CLI mechanism.
n FALSE— Does not discover the OSPF passive


interfaces.


EnableIPv6Discovery TRUE,FALSE


Default: TRUE


Determines the discovery of IPv6 topology by Network
Protocol Manager for OSPF.
n TRUE — Enables discovery of IPv6 topology.
n FALSE— Disables discovery of IPv6 topology.


Note   Applicable only for BGP, OSPF and IS-IS.


Type AM Indicates the type of the Domain Manager that is added as
a topology source.
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Table 2‑5.  Parameters in the ospf.conf file (Continued)


Parameter Value Description


DomainName INCHARGE-AM


Note   This is the default domain
name. You can use the right click
option to delete it from the
Domain Manager Administration
Console, and then update the
configuration file by commenting
out the DomainName parameter.


This is the name of the IP Domain Manager that is added
as a topology source.


DisplayName INCHARGE-AM This is the display name of the IP Domain Manager that is
added as a topology source.


Description of perl-cli.conf
The perl-cli.conf file contains the list of parameters for Perl, Telnet and SSH discovery. The perl-cli.conf
file is located at BASEDIR/smarts/conf/<bgp/isis/ospf/eigrp>. Parameters in the perl-cli.conf file describes
the parameters in the perl-cli.conf file.


Note   For any entry in the perl-cli.conf file, do not enclose the name or value in quotes, and do not
punctuate the entry with commas, semicolons, or periods.


Table 2‑6.  Parameters in the perl-cli.conf file


Parameter Value Description


ip_versions The values can be:
n v4 — To use IPv4 addresses only.
n v6—To use IPv6 addresses only.
n v4v6—To use IPv4 addresses first, and then IPv6


addresses. (Default)
n v6v4—To use IPv6 addresses first, and then use


IPv4 addresses.
n any—To use any type of IP address.


Determines what type of IP address to use when
establishing the CLI connection between the NPM
server and the device.


Note   The CLI connection is Perl-based, and not
DASL based.


timeout Default: 10 seconds This is the timeout for establishing the connection
from NPM server to the device.


get_timeout Default: 0.1 seconds Determines the time to fetch the information from
the device through CLI.


read_timeout Default: 0.1 seconds Determines the time to read the information from
the device through CLI.


debug Default: 0
n 1—Enables debugging
n 0—Disables debugging


Determines the generation of CLI log files in the
NPM server log directory.


ssh_client Default location: /usr/bin/ssh Specifies the location of the SSH client in your
system.
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VMware Smart Assurance secure communications
The security configuration files, clientConnect.conf and serverConnect.conf, located in the
BASEDIR/smarts/conf directory of each VMware Smart Assurance software installation, enable you to set
up secure connections between the component applications in a Network Protocol Manager deployment.
By default, the configuration option settings in the clientConnect.conf file and the serverConnect.conf files
enable minimally secure connections between the components.


A Network Protocol Manager deployment that employs secure communications has the following
environment variables set to the same value in each component application’s
BASEDIR/smarts/local/conf/runcmd_env.sh file:


SM_INCOMING_PROTOCOL=[1,0 or 2,0 or 3,0]


SM_OUTGOING_PROTOCOL=[1,0 or 2,0 or 3,0]


For example:


SM_INCOMING_PROTOCOL=2,0


SM_OUTGOING_PROTOCOL=2,0


The VMware Smart Assurance System Administration Guide presents detailed information about
VMware Smart Assurance secure communications.
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Opening the Global Console 3
This chapter includes the following topics:


n Global Console overview


n User accounts and passwords


n Procedure for opening the Global Console


n Procedure for opening the Global Manager Administration Console


n Procedure for opening the Domain Manager Administration Console


n Procedure for opening the Polling and Thresholds Console


Global Console overview
The Global Console is a collection of many consoles, or console views, that together enable
administrators to manage VMware Smart Assurance Domain Managers and Global Managers.


You will use the following three consoles to complete the configuration and administration tasks that are
required to set up a Network Protocol Manager deployment:


n Domain Manager Administration Console


Enables administrators to manage Domain Managers and to discover topology; for example, to add
IP Availability Manager as a source to a Domain Manager.


Note   Using the Domain Manager Administration Console to add IP Availability Manager as a source
to Network Protocol Manager is described in the
VMware Smart Assurance Network Protocol Manager Discovery Guide Supplement.


n Global Manager Administration Console


Enables administrators to configure the Global Manager; for example, to set up connections to
underlying Domain Managers, to enable map types that are disabled by default, or to enable server
tools that are disabled by default.


n Polling and Thresholds Console


Enables administrators to control periodic polling, to set thresholds for polled data, and to deploy and
customize special groups such as CLI device-access groups.
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User accounts and passwords
Attaching the Global Console to a Domain Manager (such as Network Protocol Manager for BGP) or to a
Global Manager requires an VMware Smart Assurance user account. The default user accounts are as
follows:


n Administration account:


n username: admin


n password: changeme


n Operator account:


n username: oper


n password: oper


For users logged on with an administration account, the Global Console includes a Configure
menu. This menu enables administrators to open the Domain Manager Administration Console
and the Global Manager Administration Console.


The VMware Smart Assurance System Administration Guide provides information about changing
the password for the default administrative account (recommended) and configuring access
privileges. The VMware Smart Assurance Service Assurance Manager Configuration Guide
provides information about configuring permissions to perform specific console operations.


Procedure for opening the Global Console
To open the Global Console:


1 On a UNIX system, go to the BASEDIR/smarts/bin directory in the
Service Assurance Manager( Global Manager) installation area and type:


sm_gui


Press Enter.


The Attach Managerdialog box opens, as shown in Attach Manager dialog box.


Figure 3‑1.  Attach Manager dialog box
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2 In the dialog box:


3 Ensure that the VMware Smart AssuranceBroker for your deployment appears in the Brokertext box.


4 Click the Managerlist box or the Browsebutton to display a list of active (running) Managers, and
from that list select a Domain Manager(for example, INCHARGE-BGP) or a Global Manager(for
example, INCHARGE-SA) in your deployment as the Managerto which you want to connect.


5 Type your login username and password.


6 Click OK.


A console view opens.


What console view opens at this point depends on whether you selected a Domain Manageror a
Global Managerapplication.


If you selected a Domain Manager, a Topology Browser Console view of the Global Consolewill open
by default, an example of which is shown in Topology Browser Console . In the example display, the
Topology Browser Console is attached to a Domain Managernamed INCHARGE-BGP.


Figure 3‑2.  Topology Browser Console


If you selected a Global Manager, a Notification Log Console view of the Global Consolewill open by
default, an example of which is shown in Notification Log Console. In the example display, the
Notification Log Console is attached to a Global Managerapplication named INCHARGE-SA.
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Figure 3‑3.  Notification Log Console


The VMware Smart Assurance Service Assurance Manager Operator Guideprovides detailed
instructions on using the Global Console.


Procedure for opening the Global Manager Administration
Console
You can open a Global Manager Administration Console view from any Global Console that is attached to
a Global Manager, such as the Notification Log Console in Procedure for opening the Global Manager
Administration Console, by selecting the Configure > Global Manager Administration Console menu
option. Procedure for opening the Global Manager Administration Console is an example of a Global
Manager Administration Console attached to a Global Manager named INCHARGE-SA.


Procedure for opening the Domain Manager
Administration Console
You can open a Domain Manager Administration Console view from any Global Console that is attached
to a Domain Manager, such as the Topology Browser Console in Procedure for opening the Domain
Manager Administration Console, by selecting the Configure > Domain Manager Administration
Console menu option. Domain Manager Administration Console is an example of a Domain Manager
Administration Console attached to a Domain Manager named INCHARGE-BGP.
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Figure 3‑4.  Domain Manager Administration Console


Procedure for opening the Polling and Thresholds
Console
You can open a Polling and Thresholds Console view from any Domain Manager Administration Console
by selecting the Configure > Polling and Thresholds menu option. Procedure for opening the Polling
and Thresholds Console is an example of a Polling and Thresholds Console attached to a
Domain Manager named INCHARGE-BGP.
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Configuring
IP Availability Manager 4
This chapter includes the following topics:


n Configuration overview


n Topology and CLI device-access object import


n About the protocol topology collection sets


n Tagged IP object import


n CLI discovery, CLI polling, and CLI device-access groups


n Enabling protocol light discovery


n Enabling overlapping IP address discovery


n Enabling interoperability with the VPN-Tagging Server


n Creating CLI device-access groups


Configuration overview
For an IP Availability Manager in a Network Protocol Manager deployment, an administrator performs the
standard configuration tasks that are presented in the VMware Smart Assurance IP Manager
documentation to prepare the IP Availability Manager application for SNMP discovery.


The administrator also performs the following additional configuration tasks to prepare
IP Availability Manager for operation in a Network Protocol Manager deployment:


n Enables protocol light discovery (mandatory).


n Enables overlapping IP address discovery (optional).


n Creates CLI device-access groups to enable Network Protocol Manager to perform CLI discovery and
polling of devices that cannot be discovered or monitored by using SNMP (mandatory if EIGRP- or
IS-IS-enabled Cisco devices are to be managed by Network Protocol Manager).


n Configures SNMP trap integration to distribute network traps to IP Availability Manager (mandatory).


This chapter provides the background and the instructions for completing all but the last task. The
instructions for completing the last task are presented in Chapter 6 Configuring SNMP Trap
Integration
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Topology and CLI device-access object import
Upon adding IP Availability Manager as a source and every time thereafter when
Network Protocol Manager starts up, Network Protocol Manager imports topology and CLI device-access
objects from IP Availability Manager. The details of the Network Protocol Manager import are shown in 
Importing topology and CLI device-access objects from IP Availability Manager.


Figure 4‑1.  Importing topology and CLI device-access objects from IP Availability Manager


Import of topology
As indicated in Import of topology, Network Protocol Manager imports only the objects that it is designed
to manage. To accomplish that end, IP Availability Manager, when it is configured to do so, not only
performs its traditional discovery of network objects, but also creates protocol topology collection sets
from the discovered network objects.


Import of CLI device-access objects
Import of CLI device-access objects also shows that Network Protocol Manager imports CLI device-
access objects from IP Availability Manager.
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IP Availability Manager maintains these user-created CLI device-access objects, which are required by
Network Protocol Manager for CLI discovery and CLI polling of devices that cannot be discovered or
monitored by using SNMP. Instructions for creating CLI device-access objects are given in “Creating CLI
device-access groups” on page 53.


Types of imported objects
Topology and CLI device-access objects imported from IP Availability Manager identifies the types of
objects that are imported by Network Protocol Manager from IP Availability Manager.
Network Protocol Manager imports the topology and CLI device-access objects in accordance to the dxa-
am.conf file in the BASEDIR/smarts/conf/bgp|eigrp|isis|ospf directory.
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Figure 4‑2.  Topology and CLI device-access objects imported from IP Availability Manager


Through the UnitaryComputerSystem class in the dxa-am.conf file, Network Protocol Manager imports
routing devices that are running BGP, EIGRP, IS-IS, or OSPF services. Those devices may be physical
routers, virtual routers that are implemented within physical routers or switches, or the following types of
router cards in switches:


n Route switch module (RSM)


n Route switch feature card (RSFC)
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n Multilayer switch feature card (MSFC)


Through the UnitaryComputerSystem class in the dxa-am.conf file, Network Protocol Manager also
imports switch devices that contain interface cards that are running BGP, EIGRP, IS-IS, or OSPF
services.


UnitaryComputerSystem is the parent class of Router and Switch. Router is the parent class of
MSFC, RSFC, and RSM.


IP Availability Manager discovers instances of the Router class and its subclasses, as well as
instances of the Switch class. In turn, Network Protocol Manager imports the router and switch
objects from IP Availability Manager, along with the network objects that are associated with the
router and switch objects. Those network objects are identified in the dxa-am.conf file.


Also, for instances of the classes that are preceded with “proxy” in the dxa-am.conf file,
Network Protocol Manager subscribes to routing-protocol-relevant status updates for those instances
from IP Availability Manager. Partial list of DXA configuration commands describes “proxy” and the
other data exchange adapter (DXA) commands that are included in the dxa-am.conf file.


Table 4‑1.  Partial list of DXA configuration commands


Keyword Value Description


class <remote class name>  [<local class name>]


Example:class  IP


Identifies a class and the start of a class block
that ends one line before another class block
begins. A class block represents instances of a
particular class and its subclasses, and contains
all interested properties of those instances.


proxy <remote class name>  [<local class name>]


Example:proxy UnitaryComputerSystem


Same as “class” with the following additional
behavior: For the specified class, all instances
of the remote class will be instrumented locally.
That is, the local server will continuously monitor
the instrumented attributes or events of the
class instances on the remote server, and reflect
changes in the local objects as changes occur in
the remote objects.


attr <remote attribute name>  [<local attribute name>]


Example:class  IPattr  DisplayName


Identifies the class attributes that are to be
imported from the remote server.


rel <remote relationship name>  [<local relationship
name>]


Example:class  IPrel  Underlying


Identifies the class relationships that are to be
imported from the remote server.


ignoreclass <subclass name>


Example:class  IPignoreclass  DuplicateIP


Stops the import of instances of the specified
subclass from the remote server.


in <container class name>  <relation name>
      [<instance name>]


Example:class  UnitaryComputerSystemin
 TopologyCollection  ConsistsOf  EIGRP-System


Directs the local server to import instances that
are related to a remote container-type class.


The example directs the local server to import
only those device instances that are members of
the EIGRP-System ConsistsOf relationship.
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Table 4‑1.  Partial list of DXA configuration commands (Continued)


Keyword Value Description


probe <element type>


Example:class  SNMPAgentprobe  EIGRP


Enables postprocessing scripts to be invoked
from the local server whenever a new instance
of the given class, with the specified element
type, is created on the remote server.


conditionalprobe <element type>  <method>  <remote attribute value>
     <same local attribute value>


Example:class  SNMPAgentconditionalprobe EIGRP
getSystem      DiscoveredLastAt DiscoveredLastAt


Behaves the same as “probe” when a new
instance of the given class, with the specified
element type, is created on the remote server.


In addition, for an existing instance,
“conditionalprobe” compares the value of the
specified attribute in the remote instance to the
same attribute in the local instance. If the value
has changed in the remote instance, the probe
takes place even though this instance is not
new.


About the protocol topology collection sets
When the DisableProtocolDiscovery parameter in IP Availability Manager’s tpmgr-param.conf file is set to
FALSE, IP Availability Manager not only performs its traditional discovery of network objects, but it also
creates BGP-, EIGRP-, IS-IS-, and OSPF-relevant topology collection sets from the discovered network
objects. By default, it queries the SNMP agent of every device in the managed network for routing-
protocol support.


The protocol light discovery feature is described in the VMware Smart Assurance IP Manager
documentation.


Tagged IP object import
Network Protocol Manager for BGP and Network Protocol Manager for OSPF are able to understand and
store tagged IP objects that are imported from IP Availability Manager. Tagged IP objects enable a
Domain Manager to include overlapping IP addresses in its modeled topology.


The inclusion of overlapping IP addresses in the modeled topology results in a more accurate and more
complete model of the topology, which enables IP Availability Manager,
Network Protocol Manager for BGP, and Network Protocol Manager for OSPF to perform more accurate
correlation analysis.


Overlapping IP addresses
In a networked environment, the same IP addresses can be reused and configured across multiple
systems (devices) that are running in separate networks. These IP addresses, known as overlapping IP
addresses, are prominent in (1) Multiprotocol Label Switching (MPLS) VPN environments and (2)
networks that are centrally managed by Managed Service Providers, where private IP networks of
customers often deploy identically numbered IP address spaces.
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IP tagging feature
The IP tagging feature, which was introduced in IP Manager 7.0, enables IP Availability Manager to
discover and create IP objects for both VPN Routing and Forwarding (VRF) and non-VRF overlapping IP
addresses, where a non-VRF overlapping IP address is defined as an overlapping IP address that is not
part of an MPLS VPN.


Network Protocol Manager for BGP and Network Protocol Manager for OSPF are able to understand VRF
and non-VRF IP objects that have been tagged by IP Availability Manager.


IP Availability Manager also creates a corresponding IPNetwork object and tags it with the same value
that is used to tag the IP object. And, for both tagged IP and IPNetwork objects, IP Availability Manager
sets the object’s Tag attribute to the tag value that is used to tag the object.


The Route Distinguisher (RD) IP tagging policy is used in versions 8.1.x and 9.x of the IP Manager.
These features are described in the VMware Smart Assurance IP Manager documentation.


VPN-Tagging Server
The VPN-Tagging Server enables IP Availability Manager to correctly represent in its modeled topology
certain VRF overlapping IP-address configurations. When the VPN-Tagging Server discovers these
configurations, it sends the connection information to IP Availability Manager so that
IP Availability Manager can distinguish the overlapping IP addresses in the configurations. Doing so
enables IP Availability Manager to create the correct network connections for the configurations.


Creating the correct network connections means that Network Protocol Manager for BGP and
Network Protocol Manager for OSPF will import more accurate topology information from
IP Availability Manager.


CLI discovery, CLI polling, and CLI device-access groups
Network Protocol Manager performs CLI discovery and CLI polling to discover and monitor devices that
cannot be discovered or monitored by using SNMP. As shown in CLI discovery, CLI polling, and CLI
device-access object creation and transfer, CLI discovery and CLI polling are controlled by CLI device-
access objects that are created on the IP Availability Manager, through the Polling and Thresholds
Console, and then imported by Network Protocol Manager.
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Figure 4‑3.  CLI discovery, CLI polling, and CLI device-access object creation and transfer


The execution of CLI discovery and CLI polling requires login credentials, which are used by
Network Protocol Manager to access the Network Protocol-enabled devices and to invoke CLI commands
from the devices. The CLI device-access objects carry the login credential information.


Instructions for creating CLI device access objects for Network Protocol Manager are given in “Creating
CLI device-access groups” on page 53.


Enabling protocol light discovery
By default, IP Availability Manager is not enabled to perform protocol light discovery. To enable this
feature, set the DisableProtocolDiscovery parameter in IP Availability Manager’s tpmgr-param.conf file to
FALSE.


To enable protocol light discovery:


1 Go to the BASEDIR/smarts/bin directory in the IP Manager installation area and type the following
command to open the tpmgr-param.conf file:


               sm_edit conf/discovery/tpmgr-param.conf
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2 Set the following parameter to FALSE:


               DisableProtocolDiscovery FALSE


            


3 Save and close the file.


The modified version of the tpmgr-param.conf file is saved to the
BASEDIR/smarts/local/conf/discovery directory.


4 If IP Availability Manager was running before you edited the tpmgr-param.conf file, type the following
command from BASEDIR/smarts/bin to make your change take effect:


               sm_tpmgr -s <


                  IP Availability Manager


               


                instance name>     --load-conf=tpmgr-param.conf


            


Enabling overlapping IP address discovery
Note   This procedure is not applicable for IP Availability Manager versions 8.1.x and higher. The VPNIP
attribute has been deprecated in release 8.1.x and 9.x. Refer to the Route Distinguisher (RD) IP tagging
policy configuration procedures in the VMware Smart Assurance IP Manager Concepts Guide.


By default, IP Availability Manager releases prior to version 8.1.x are not enabled to perform overlapping
IP address discovery. To enable this feature, set the following parameters in IP Availability Manager’s
tpmgr-param.conf file to the shown values:


DisableOverlappingIP FALSE


UseVPNIP FALSE


EnableShadowIP TRUE (default)


To enable overlapping IP discovery:


1 Go to the BASEDIR/smarts/bin directory in the IP Manager installation area and type the following
command to open the tpmgr-param.conf file:


               sm_edit conf/discovery/tpmgr-param.conf


            


2 Set the following three parameters to the values shown:


               DisableOverlappingIP FALSE


               UseVPNIP FALSE


               EnableShadowIP TRUE
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3 Save and close the file.


The modified version of the tpmgr-param.conf file is saved to the
BASEDIR/smarts/local/conf/discovery directory.


4 If IP Availability Manager was running before you edited the tpmgr-param.conf file, type the following
command from BASEDIR/smarts/bin to make your change take effect:


               sm_tpmgr -s <


                  IP Availability Manager


               


                instance name>     --load-conf=tpmgr-param.conf


            


Enabling interoperability with the VPN-Tagging Server
To enhance overlapping IP address discovery, you, as an administrator, enable IP Availability Manager to
interoperate with the VPN-Tagging Server.


Assuming that the DisableOverlappingIP, UseVPNIP, and EnableShadowIP parameters in the tpmgr-
param.conf file are set as specified in the previous section, you do so by setting the following parameter
in IP Availability Manager’s discovery.conf file to TRUE:


importExternalTagsConnections TRUE


In addition, you need to enable the VPN-Tagging Server to interoperate with IP Availability Manager. You
do so by adding IP Availability Manager as a source to the VPN-Tagging Server.


To enable interoperability between IP Availability Manager and the VPN-Tagging Server:


1 Consult the VMware Smart Assurance IP Manager documentation and follow the instructions to set
the following parameter in the discovery.conf file to the value shown:


               importExternalTagsConnections TRUE


            


2 Consult the VMware Smart Assurance IP Manager Concepts Guide and follow the instructions to add
IP Availability Manager as a source to the VPN-Tagging Server.


The VPN-Tagging Server performs overlapping-IP and corresponding network-connection discovery
in two vendor-specific environments: Cisco and Alcatel-Lucent. To complete the configuration of the
VPN-Tagging Server, open the BASEDIR/smarts/conf/vpn-tagging/vpn-tagging.conf file (in the
Network Protocol Manager installation area) and perform the following additional tasks:


n Mandatory and for Alcatel-Lucent only: Add the Enable5620SAMDiscovery parameter with a
value of TRUE to the vpn-tagging.conf file.


n Optional and for Alcatel-Lucent only: Modify the default values of the AlcatelDiscoveryInterval
parameter.


n Optional and for Cisco only: Modify the default values of the DiscoveryFilter parameter.
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Creating CLI device-access groups
Because IP Availability Manager is a component of many VMware Smart Assurance deployments,
IP Availability Manager has been selected as the central repository for specifying and storing device-
access credentials, such as the login credentials that are required by Network Protocol Manager to
perform CLI discovery and CLI polling.


When Network Protocol Manager adds IP Availability Manager as a source, Network Protocol Manager
imports the device-access credentials from IP Availability Manager and makes the credentials available to
the CLI discovery driver and the CLI poller.


You, as an administrator, use the Polling and Thresholds Console to specify sets of device-access
credentials in the form of CLI device-access groups. Each CLI device-access group contains:


n An access-protocol method: Telnet, SSH1, or SSH2; Telnet, by default.


n A set of device-access credentials: a username, a user password, and a privileged-mode enable
password.


n A set of member devices for which the access method and device-access credentials apply.


Attach the Polling and Thresholds Console
Upon attaching the Polling and Thresholds Console to IP Availability Manager, you use the Device
Access tab, the CLI Access Group, and the CLI Access Setting on the Polling and Thresholds Console to
specify the CLI device-access groups.


If your Network Protocol Manager deployment contains multiple IP Availability Managers, proceed as
follows:


1 Choose one of those IP Availability Managers as the target IP Availability Manager.


2 Attach the Polling and Thresholds Console to the target IP Availability Manager and create all the CLI
device-access groups for the deployment on that one server.


Creating CLI device-access groups on different IP Availability Managers can lead to matching-criteria
priority conflicts between the groups.


Create CLI device-access groups
You create a CLI device-access group for each group of managed devices that is configured with a
different access protocol and/or different set of CLI login credentials. The assumption is that all devices
that use a particular access protocol are configured with the same set of credentials (and timeout value).
If there are two groups of devices that use a particular access protocol, each configured with its own set
of credentials, you would create two CLI device-access groups for that particular access protocol. For
example, you would create two CLI device-access groups named SSH2_S1 and SSH2_S2. The matching
criteria for each of the groups would limit the group’s members to the appropriate devices.
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Table 4‑2.  Default values for the CLI Access Setting


Parameter Default value Description


AccessProtocol TELNETSSH1SSH2


Default: TELNET


Determines the remote-access application to use to establish connections
to the managed devices that belong to this group. Secure Shell 2 (SSH2)
is recommended.


The Network Protocol Management Suite includes Telnet client software.


Instructions for configuring an SSH client are given in Chapter 8
Configuring SSH Security


LoginID String of unspecified
length


Default: null string
(empty)


Specifies the username (user ID) for the managed devices that belong to
this group.


You must enter a value for this parameter.


Password A structure that has the
following default value:


{NULL
String,ENCRYPTED}


Specifies the user password for the managed devices that belong to this
group.


If the managed devices that belong to this group are configured for
passwordless authentication, or if the access protocol for this group is
SSH1 or SSH2 and passwordless authentication is in effect, leave this
parameter blank. Otherwise, enter the password twice to confirm the
password value.


Note   IP Availability Manager uses the site key to encrypt the entered
password value. As explained in
VMware Smart Assurance System Administration Guide, the site key is
created during the installation of VMware Smart Assurance applications.


PrivilegedModePassword A structure that has the
following default value:


{NULL
String,ENCRYPTED}


Specifies the Privileged-mode enable password for the managed devices
that belong to this group.


For Privileged-mode access (not User-mode access), and assuming that
the ProhibitPrivLevelCLILogon parameter in the eigrp.conf file (Create
CLI device-access groups) or the isis.conf file (Create CLI device-access
groups) is FALSE (default), you must enter a value for this parameter.
Enter the password twice to confirm the password value.


Note   IP Availability Manager uses the site key to encrypt the entered
password value. As explained in
VMware Smart Assurance System Administration Guide, the site key is
created during the installation of VMware Smart Assurance applications.


Timeout 1 to 496 seconds


Default: 10 seconds


Sets the amount of time to wait for a Telnet/SSH response before the
Telnet /SSH session request times out.


Synchronize CLI credentials between IP and NPM
When you finish editing the properties of CLI device-access groups, follow these procedures in IP
Availability Manager to ensure changes in CLI credentials are synchronized with your
Network Protocol Manager servers.


1 Click the Apply button to save the configuration changes to an existing group object or to a newly
created group object in the repository of IP Availability Manager.
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2 Click the Reconfigure toolbar button (described in Synchronize CLI credentials between IP and
NPM) to make the configuration changes take effect.


3 Rediscover those devices affected by the change in credentials.


When the IP discovery process completes, the Network Protocol Manager discovery process
automatically starts. Network Protocol Manager imports the group object and saves the group object
to its repository.


Network Protocol Manager synchronizes its CLI-device-access group and group-related objects with
the CLI-device-access group and group-related objects on IP Availability Manager.


Note   There may be an 8-minute delay before the credentials are synchronized between the IP and
NPM servers.
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Configuring the Global Manager 5
This chapter includes the following topics:
n Configuration overview


n About the Global Manager


n IC Domain Configuration objects


n Loading the XML configuration file for Network Protocol Manager


n Specifying the underlying domains


n Enabling the display of BGP, EIGRP, IS-IS, and OSPF topology maps


Configuration overview
For the Global Manager to import topology and events from the underlying components in a
Network Protocol Manager deployment, you must configure the Global Manager with the proper data
exchange adapter (DXA) files. The Global Manager integrates and correlates the imported topology and
events, and relates the data to services and customers.


You use the Global Console to configure the DXA files. The
VMware Smart Assurance Service Assurance Manager Configuration Guide provides detailed
instructions on using the Global Console to complete Global Manager configurations.


Note   The Global Manager and Global Console are part of the
VMware Smart Assurance Service Assurance Manager.


About the Global Manager
Most of the configuration tasks for configuring the Global Manager in a Network Protocol Manager
deployment are accomplished by using the Global Manager Administration Console view of the
Global Console. Global Manager Administration Console interaction with the Global Manager summarizes
the Global Manager Administration Console interaction with the Global Manager.
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Figure 5‑1.  Global Manager Administration Console interaction with the Global Manager


As shown in Figure 12, the initial configurations for the Global Manager are stored in the ics-default.xml
file and imported into the Global Manager’s repository when the Global Manager starts up. The
configurations displayed in a newly started Global Manager Administration Console are exported from the
Global Manager’s repository.


IC Domain Configuration objects and their relationships shows the relationships between Domain Group,
Domain, Domain Type, and Domain Tag configuration objects. The intent of the Domain Group is to
represent the server components of a split-server Domain Manager as a single entity. Doing so makes a
split-server Domain Manager look just like a standalone Domain Manager to administrators and users.
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Figure 5‑2.  IC Domain Configuration objects and their relationships


Default domain configurations for a Network Protocol Manager deployment identifies the default
Network Protocol Manager, IP Availability Manager, and Adapter Platform domain configurations held by
the Global Manager. The default names for the respective domains are:


n INCHARGE-BGP


n INCHARGE-EIGRP


n INCHARGE-ISIS


n INCHARGE-OSPF
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n INCHARGE-AM


n INCHARGE-OI


Each of these domain names represents a standalone Domain Manager.


Figure 5‑3.  Default domain configurations for a Network Protocol Manager deployment


IC Domain Configuration objects
Global Manager and Administration Console presents an example display of a Global Manager
Administration Console attached to a Global Manager named INCHARGE-SA.
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Figure 5‑4.  Global Manager and Administration Console


Listed at the bottom of the configuration tree of the Global Manager Administration Console are the four
categories of IC Domain Configuration objects: Domains, Domain Groups, Domain Tags, and Domain
Types. Listed under each category are instances of these objects; for example, the default domain
“INCHARGE-AM” is listed under Domains. Selecting an object in the left panel displays its attributes and
their values in the right panel.


IC Domain Configuration creation wizards
Each IC Domain Configuration category has an associated creation wizard to simplify how to specify its
configuration objects. You launch an IC Domain Configuration wizard in one of three ways:


n By clicking one of the four wizard toolbar buttons that are identified in IC Domain Configuration
creation wizards


n By right-clicking an IC Domain Configuration category name (for example, right-clicking Domains) and
then clicking the pop-up menu


n By selecting New Domain, New Domain Group, New Domain Type, or New Domain Tag from the Edit
menu


When you create a domain, the created domain is enabled automatically.
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IC Domain Configuration server reconfiguration
Clicking the Apply button, which is available to all configuration categories, writes configuration changes
to the Global Manager’s repository. Clicking the Reconfigure button, which is available only to the IC
Domain Configuration categories, calls a “reconfigure” method that determines which underlying domains
need to be synchronized or resynchronized (that is, determines from which underlying domains topology
or events need to be imported or reimported) and then initiates the needed data transfers. Calling the
reconfigure method is referred to as “reconfiguring the Global Manager.”


In addition to clicking the Reconfigure button, the reconfigure method can be initiated in two other ways:
by clicking the Reconfigure toolbar button that is identified in IC Domain Configuration server
reconfiguration, or by selecting Reconfigure Server from the Configure menu.


How reconfiguring the Global Manager works demonstrates how reconfiguring the Global Manager works.


Figure 5‑5.  How reconfiguring the Global Manager works
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Loading the XML configuration file for
Network Protocol Manager
By default, the XML domain configuration file for Network Protocol Manager is not loaded into the
Global Manager, which means that by default Network Protocol Manager is not available to a
Global Console attached to the Global Manager. You use the Import XML Domain Configuration server
tool that is shown in Access to server tools for loading XML configuration files to load it.


Figure 5‑6.  Access to server tools for loading XML configuration files


The Import XML Domain Configuration server tool is described in the
VMware Smart Assurance Service Assurance Manager Configuration Guide.


To load the XML domain configuration file for Network Protocol Manager:


1 Attach the Global Manager Administration Console to the target Global Manager.


Note   Instructions for opening the Global Manager Administration Console are presented in 
Chapter 3 Opening the Global Console


2 Select File > New > Topology Browser Console to launch a Topology Browser Console.


3 In the Topology Browser Console, expand the topology tree to display the InChargeDomain objects.


4 Right-click the local InChargeDomain object that represents the Global Manager (for example,
INCHARGE-SA (Local)) and select Server Tools > Import XML Domain Configuration from the
pop-up menu.


The Import XML Domain Configuration dialog box appears.


5 To load the XML domain configuration file for Network Protocol Manager, type npm in the Domain
Type Descriptor field and click OK.


6 Switch back to the Global Manager Administration Console.
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7 In the left panel of the Global Manager Administration Console, expand the configuration tree to
display the Domains.


The Network Protocol Manager domains appear in the Domains list as INCHARGE-BGP,
INCHARGE-EIGRP, INCHARGE-ISIS, and INCHARGE-OSPF. Because the names appears as gray
text, the domains are disabled.


8 Continue with the procedures in “Specifying the underlying domains” on page 65.


Specifying the underlying domains
An administrator uses the IC Domain Configuration objects to specify the underlying
Network Protocol Manager, IP Availability Manager, and Adapter Platform domains in a
Network Protocol Manager deployment. Doing so provides the sources of topology and events for the
Global Manager and associates each underlying domain with the proper DXA file.


The expectation is that a user will either accept the default Network Protocol Manager domains named
INCHARGE-BGP, INCHARGE-EIGRP, INCHARGE-ISIS, and INCHARGE-OSPF, or make copies of the
default domains to create new domains that have a different name. For example, you can make a copy of
INCHARGE-BGP and name it ASIA-INCHARGE-BGP.


This section provides procedures for the following two configuration scenarios:


n Configuration scenario 1: A Network Protocol Manager deployment that contains:


n A Network Protocol Manager for BGP named INCHARGE-BGP


n A Network Protocol Manager for EIGRP named INCHARGE-EIGRP


n A Network Protocol Manager for IS-IS named INCHARGE-ISIS


n A Network Protocol Manager for OSPF named INCHARGE-OSPF


n An IP Availability Manager named INCHARGE-AM


n An Adapter Platform named INCHARGE-OI
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n Configuration scenario 2: A Network Protocol Manager deployment that contains:


n A Network Protocol Manager for BGP named EAST-INCHARGE-BGP


n An IP Availability Manager named EAST-INCHARGE-AM


n An Adapter Platform named EAST-INCHARGE-OI


To specify the underlying domains in a more complex Network Protocol Manager deployment,
consult the VMware Smart Assurance Service Assurance Manager Configuration Guide.


Specify the underlying domains for configuration scenario 1
By default, after loading Network Protocol Manager, as described in “Loading the XML configuration file
for Network Protocol Manager,” INCHARGE-BGP, INCHARGE-EIGRP, INCHARGE-ISIS, and
INCHARGE-OSPF are disabled. Also, by default, INCHARGE-AM is enabled, and INCHARGE-OI is
disabled. The names of disabled domains appear as gray text in the Global Manager Administration
Console, and the names of enabled domains appear as black text.


Before and after completing configuration scenario 1 previews the configuration changes for configuration
scenario 1.


Figure 5‑7.  Before and after completing configuration scenario 1


During its initial startup the Global Manager performs the following tasks:


n Creates an InChargeDomain object named INCHARGE-AM and starts the appropriate topology and
event drivers.


n Consults the VMware Smart Assurance Broker for the deployment and establishes a connection to
the INCHARGE-AM application.
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n Subscribes to and imports topology and events from the INCHARGE-AM application.


Every time that the Global Manager is restarted, it automatically initiates a server reconfiguration (that
is, calls the reconfigure method) to align the IC domain and domain group configuration objects with
the InCharge domain and domain group objects. Because the only IC Domain Configuration object
enabled at the initial startup is INCHARGE-AM, the only alignment that is required is the one just
described.


If the synchronization with the INCHARGE-AM application fails, or if no IP Availability Manager
application named INCHARGE-AM exists in the deployment, the Global Manager writes an error
message to its log file.


This section consists of the following procedures:


n Procedure for specifying the underlying INCHARGE-BGP domain for configuration scenario 1
Procedure for specifying the underlying INCHARGE-BGP domain for configuration scenario 1


n Procedure for specifying the underlying INCHARGE-EIGRP domain for configuration scenario 1
Procedure for specifying the underlying INCHARGE-EIGRP domain for configuration scenario 1


n Procedure for specifying the underlying INCHARGE-ISIS domain for configuration scenario 1
Procedure for specifying the underlying INCHARGE-ISIS domain for configuration scenario 1


n Procedure for specifying the underlying INCHARGE-OSPF domain for configuration scenario 1
Procedure for specifying the underlying INCHARGE-OSPF domain for configuration scenario 1


n Procedure for specifying the underlying INCHARGE-OI domain for configuration scenario 1
Procedure for specifying the underlying INCHARGE-OI domain for configuration scenario 1


n Procedure for reconfiguring the Global Manager for configuration scenario 1 Procedure for
reconfiguring the Global Manager for configuration scenario 1


Procedure for specifying the underlying INCHARGE-BGP domain for
configuration scenario 1
To specify the underlying INCHARGE-BGP domain for configuration scenario 1:


1 Attach the Global Manager Administration Console to the target Global Manager.


Instructions for opening the Global Manager Administration Console are presented in Chapter 3
Opening the Global Console


2 In the left panel of the Global Manager Administration Console, expand the configuration tree to
display the Domains objects.


3 Select INCHARGE-BGP to display its configuration window.


4 In the configuration window, click the Enabled checkbox.


5 In the configuration window, click Apply to save your configuration changes.


6 In the Server Reconfiguration information dialog box that appears, click OK.
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Procedure for specifying the underlying INCHARGE-EIGRP domain for
configuration scenario 1
To specify the underlying INCHARGE-EIGRP domain for configuration scenario 1:


1 In the left panel of the Global Manager Administration Console, expand the configuration tree to
display the Domains objects.


2 Select INCHARGE-EIGRP to display its configuration window.


3 In the configuration window, click the Enabled checkbox.


4 In the configuration window, click Apply to save your configuration changes.


5 In the Server Reconfiguration information dialog box that appears, click OK.


Procedure for specifying the underlying INCHARGE-ISIS domain for
configuration scenario 1
To specify the underlying INCHARGE-ISIS domain for configuration scenario 1:


1 In the left panel of the Global Manager Administration Console, expand the configuration tree to
display the Domains objects.


2 Select INCHARGE-ISIS to display its configuration window.


3 In the configuration window, click the Enabled checkbox.


4 In the configuration window, click Apply to save your configuration changes.


5 In the Server Reconfiguration information dialog box that appears, click OK.


Procedure for specifying the underlying INCHARGE-OSPF domain for
configuration scenario 1
To specify the underlying INCHARGE-OSPF domain for configuration scenario 1:


1 In the left panel of the Global Manager Administration Console, expand the configuration tree to
display the Domains objects.


2 Select INCHARGE-OSPF to display its configuration window.


3 In the configuration window, click the Enabled checkbox.


4 In the configuration window, click Apply to save your configuration changes.


5 In the Server Reconfiguration information dialog box that appears, click OK.


Procedure for specifying the underlying INCHARGE-OI domain for
configuration scenario 1
To specify the underlying INCHARGE-OI domain for configuration scenario 1:


1 In the left panel of the Global Manager Administration Console, expand the configuration tree to
display the Domains objects.
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2 Select INCHARGE-OI to display its configuration window.


3 In the configuration window, click the Enabled checkbox.


4 In the configuration window, click Apply to save your configuration changes.


5 In the Server Reconfiguration information dialog box that appears, click OK.


Procedure for reconfiguring the Global Manager for configuration scenario 1
To reconfigure the Global Manager for configuration scenario 1:


1 In the toolbar area of the Global Manager Administration Console, click the Reconfigure toolbar
button.


2 In the Server Reconfiguration confirmation dialog box that appears, click Yes.


3 In the Server Reconfiguration information dialog box that appears, click Close.


In response, the Global Manager:


n Creates an InChargeDomain object named INCHARGE-BGP and starts the appropriate topology
and event drivers.


n Creates an InChargeDomain object named INCHARGE-EIGRP and starts the appropriate
topology and event drivers.


n Creates an InChargeDomain object named INCHARGE-ISIS and starts the appropriate topology
and event drivers.


n Creates an InChargeDomain object named INCHARGE-OSPF and starts the appropriate
topology and event drivers.


n Creates an InChargeDomain object named INCHARGE-OI and starts the appropriate notification
drivers.


n Consults the VMware Smart Assurance Broker for the deployment and establishes a connection
to the INCHARGE-BGP, INCHARGE-EIGRP, INCHARGE-ISIS, INCHARGE-OSPF, and
INCHARGE-OI domains.


n Subscribes to and imports topology and events from the INCHARGE-BGP, INCHARGE-EIGRP,
INCHARGE-ISIS, INCHARGE-OSPF domains.


n Subscribes to and imports notifications from the INCHARGE-OI domain.


The Global Manager will establish an additional connection to the INCHARGE-BGP, INCHARGE-
EIGRP, INCHARGE-ISIS, or INCHARGE-OSPF domain under any of the following
circumstances:


n To obtain the latest object attribute values for display in the Details tab of a routing-protocol
Notification Properties dialog box.


n To obtain the latest object attribute values for display in a routing-protocol Containment dialog
box.
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Specify the underlying domains for configuration scenario 2
Before and after completing configuration scenario 2 previews the configuration changes for configuration
scenario 2.


Figure 5‑8.  Before and after completing configuration scenario 2


This section consists of the following procedures:


n Procedure for specifying the underlying EAST-INCHARGE-BGP domain for configuration scenario 2
Procedure for specifying the underlying EAST-INCHARGE-BGP domain for configuration scenario 2


n Procedure for specifying the underlying EAST-INCHARGE-AM domain for configuration scenario 2
Procedure for specifying the underlying EAST-INCHARGE-AM domain for configuration scenario 2


n Procedure for specifying the underlying EAST-INCHARGE-OI domain for configuration scenario 2
Procedure for specifying the underlying EAST-INCHARGE-OI domain for configuration scenario 2


n Procedure for reconfiguring the Global Manager for configuration scenario 2 Procedure for
reconfiguring the Global Manager for configuration scenario 2


Procedure for specifying the underlying EAST-INCHARGE-BGP domain for
configuration scenario 2
To specify the underlying EAST-INCHARGE-BGP domain for configuration scenario 2:


1 Attach the Global Manager Administration Console to the target Global Manager.


Instructions for opening the Global Manager Administration Console are presented in Chapter 3
Opening the Global Console
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2 In the left panel of the Global Manager Administration Console, right-click Domains and then click the
pop-up menu to launch the Domain Creation Wizard.


3 Consult Procedure for specifying the underlying EAST-INCHARGE-BGP domain for configuration
scenario 2 and follow the directions to create a Network Protocol Manager domain named EAST-
INCHARGE-BGP.


Procedure for specifying the underlying EAST-INCHARGE-AM domain for
configuration scenario 2
To specify the underlying EAST-INCHARGE-AM domain for configuration scenario 2:


1 In the left panel of the Global Manager Administration Console, right-click Domains and then click the
pop-up menu to launch the Domain Creation Wizard.


2 Consult Procedure for specifying the underlying EAST-INCHARGE-AM domain for configuration
scenario 2 and follow the directions to create an IP Availability Manager domain named EAST-
INCHARGE-AM.


Procedure for specifying the underlying EAST-INCHARGE-OI domain for
configuration scenario 2
To specify the underlying EAST-INCHARGE-OI domain for configuration scenario 2:


1 In the left panel of the Global Manager Administration Console, right-click Domains and then click the
pop-up menu to launch the Domain Creation Wizard.


2 In the Domain Creation Wizard, select INCHARGE-OI from the Copy Existing drop-down menu,
type EAST-INCHARGE-OI in the Domain Name text field, and click Next.
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3 Consult Using the Domain Creation Wizard to create the EAST-INCHARGE-AM domain and use the
directions as a guide to create the Adapter Platform domain named EAST-INCHARGE-OI.


Figure 5‑9.  Using the Domain Creation Wizard to create the EAST-INCHARGE-BGP
domain
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Figure 5‑10.  Using the Domain Creation Wizard to create the EAST-INCHARGE-AM
domain


Procedure for reconfiguring the Global Manager for configuration scenario 2
To reconfigure the Global Manager for configuration scenario 2:


1 In the toolbar area of the Global Manager Administration Console, click the Reconfigure toolbar
button.


2 In the Server Reconfiguration confirmation dialog box that appears, click Yes.
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3 In the Server Reconfiguration information dialog box that appears, click Close.


In response, the Global Manager:


n Creates an InChargeDomain object named EAST-INCHARGE-BGP and starts the appropriate
topology and event drivers.


n Creates an InChargeDomain object named EAST-INCHARGE-AM and starts the appropriate
topology and event drivers.


n Creates an InChargeDomain object named EAST-INCHARGE-OI and starts the appropriate
notification drivers.


n Consults the VMware Smart Assurance Broker for the deployment and establishes a connection
to the EAST-INCHARGE-BGP, EAST-INCHARGE-AM, and EAST-INCHARGE-OI domains.


n Subscribes to and imports topology and events from the EAST-INCHARGE-BGP EAST-
INCHARGE-AM domains.


n Subscribes to and imports notifications from the EAST-INCHARGE-OI domain.


The Global Manager will establish an additional connection to the EAST-INCHARGE-BGP
domain under any of the following circumstances:


n To obtain the latest object attribute values for display in the Details tab of a routing-protocol
Notification Properties dialog box.


n To obtain the latest object attribute values for display in a routing-protocol Containment dialog
box.


Similarly, the Global Manager will establish an additional connection to the EAST-INCHARGE-AM
domain under any of the following circumstances:


n To obtain the latest object attribute values for display in the Details tab of an IP Notification
Properties dialog box.


n To obtain the latest object attribute values for display in an IP Containment dialog box.


Note   Because no IP Availability Manager application named INCHARGE-AM is running in
configuration scenario 2, users should disable the INCHARGE-AM domain for this scenario.


Enabling the display of BGP, EIGRP, IS-IS, and OSPF
topology maps
As described in the individual Network Protocol Manager user guides, you can use BGP, EIGRP, IS-IS,
and OSPF topology maps to view graphical representations of the Network Protocol Manager topology
that is imported by the Global Manager. By default, the display of these maps is disabled.
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To enable the display of BGP, EIGRP, IS-IS, and OSPF topology maps and to associate this functionality
to user profiles:


1 Attach the Global Manager Administration Console to the target Global Manager.


Instructions for opening the Global Manager Administration Console are presented in Chapter 3
Opening the Global Console


2 In the left panel of the Global Manager Administration Console, expand the configuration tree to
display the User Profiles.


3 Select a user profile (for example, admin-profile, as shown in Global Manager Administration
Console with admin-profile selected) to display its configuration window.


Figure 5‑11.  Global Manager Administration Console with admin-profile selected
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4 In the configuration window, locate Console Operations and click its Modify List button to launch
the Console Operations dialog box (Console Operations dialog box).


Figure 5‑12.  Console Operations dialog box


5 In the Console Operations dialog box, expand the Map option and click the following checkboxes:


n BGP Connectivity


n OSPF Connectivity


n OSPF Network Connectivity


n EIGRP Connectivity


n EIGRP Network Connectivity


n ISIS Connectivity


n ISIS Network Connectivity


Note   The default option at the bottom of the dialog box is Other; do not change this default.


6 Click OK to close the Console Operations dialog box.


7 In the configuration window, click Apply to save your configuration changes.


8 Repeat steps 3 through 7 to enable the display of BGP, EIGRP, IS-IS, and OSPF topology maps for
any other user profiles that need to see these maps.


9 Detach and reattach the Global Console to the Global Manager in order to view the BGP, EIGRP, IS-
IS, and OSPF maps. Start by selecting Manager > Detach.
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Configuring SNMP Trap
Integration 6
This chapter includes the following topics:
n Configuration overview


n SNMP trap-integration components


n Trap adapter configuration file: trapd.conf


n Configuring the SNMP trap-integration components


n Starting the SNMP trap-integration components


Configuration overview
The recommended SNMP trap-integration design for a Network Protocol Manager deployment is shown
in Recommended trap-integration design.
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Figure 6‑1.  Recommended trap-integration design


Configuring the SNMP trap integration involves configuring and starting the various components that
receive, distribute, and process the traps within a Network Protocol Manager deployment.


SNMP trap-integration components
The SNMP trap integration in a Network Protocol Manager deployment is accomplished by using the
following types of components:


n Built-in trap receiver Built-in trap receiver ” part of most VMware Smart Assurance Domain Managers


n SNMP Trap Adapter SNMP Trap Adapter ” part of the Service Assurance Manager


n Adapter Platform Adapter Platform ” part of the Service Assurance Manager
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Built-in trap receiver
A Network Protocol Manager’s built-in trap receiver receives SNMPv1 and v2c trap messages from
managed BGP- or OSPF-enabled devices through the SNMP Trap Adapter that is configured as a trap
exploder. The built-in trap receiver forwards these traps to internal processing software, which parses the
traps for status updates and applies the updates to attributes of objects in the Network Protocol Manager
modeled topology.


By default, the built-in trap receiver is disabled, and should be enabled only if
Network Protocol Manager for BGP or Network Protocol Manager for OSPF is running in the deployment:


n Network Protocol Manager for BGP uses received BGP traps to update attributes of the BGP objects
in its modeled topology.


n Network Protocol Manager for OSPF uses received OSPF traps to update attributes of OSPF objects
in its modeled topology.


The built-in trap receiver is enabled for Network Protocol Manager for BGP or
Network Protocol Manager for OSPF by setting the “TrapPort = 0” parameter line in the bgp.conf or
ospf.conf file to a valid trap listening port.


SNMP Trap Adapter
The SNMP Trap Adapter, which is part of the Service Assurance Manager, can be configured to forward
traps, or can be configured to convert traps to VMware Smart Assurance notifications.


Two instances of the SNMP Trap Adapter appear in a Network Protocol Manager deployment:


n One instance, called a “trap exploder,” that is configured to forward traps


Note   A trap exploder is also known as a “trap forwarder.”


n Another instance, called a “trap receiver,” that is configured to convert traps


Trap exploder operation
The VMware Smart Assurance Service Assurance Manager Adapter Platform User Guide describes the
operation of an SNMP Trap Adapter that is configured as a trap exploder. The operation is based on the
parameter settings in the trapd.conf file that is described in “Trap adapter configuration file: trapd.conf” on
page 81.


In a Network Protocol Manager deployment (Trap exploder operation), the trap exploder receives
SNMPv1, v2c, or v3 traps from the managed network devices on its trap listening port (9000 by default),
and:


n Forwards copies of received BGP traps to Network Protocol Manager for BGP, to be used by
Network Protocol Manager for BGP for analysis purposes.


n Forwards copies of received OSPF traps to Network Protocol Manager for OSPF, to be used by
Network Protocol Manager for OSPF for analysis purposes.
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n Forwards copies of received network traps to IP Availability Manager, to be used by
IP Availability Manager for analysis purposes.


n Forwards copies of received useful or interesting traps to the trap receiver, to be used by users for
informational purposes.


When a trap arrives, the trap exploder reads the uncommented FORWARD entries in the trapd.conf
file to determine which destinations should receive the forwarded trap. When the criteria of the trap
matches the criteria of a FORWARD entry, the trap exploder:


n Translates the trap in accordance to Trap exploder translation of incoming traps to forwarded traps.


n Sends a copy of the forwarded trap to each destination specified in the FORWARD entry.


Table 6‑1.  Trap exploder translation of incoming traps to forwarded traps


Incoming trap message version Forwarded trap message version


v1 v1


v2c v2c


v3


The trap exploder authenticates and decrypts received SNMPv3 traps, converts them to SNMPv2c traps,
and forwards the SNMPv2c traps to the configured destinations. The trap exploder uses the
authentication and privacy credentials obtained from a seed file, which is typically a copy of the seed file
maintained by an IP Availability Manager for discovery purposes, to authenticate and decrypt SNMPv3
traps.


Trap receiver operation
The VMware Smart Assurance Service Assurance Manager Adapter Platform User Guide describes the
operation of a SNMP Trap Adapter that is configured as a trap receiver. The operation is based on the
parameter settings in the trap_mgr.conf file in the BASEDIR/smarts/conf/icoi directory in the
Service Assurance Manager installation area.


The purpose of the trap receiver is to collect and parse informational traps received from the trap
exploder, and to generate VMware Smart Assurance notifications, through the Adapter Platform, for input
to the Global Manager. Through the Global Console, administrators and operators view and acknowledge
the trap notifications.


Adapter Platform
The Adapter Platform imports and normalizes topology from IP Availability Manager, and imports and
normalizes events of interest from VMware Smart Assurance adapters such as the SNMP Trap Adapter.
Normalize means to convert topology or event information into a common form that is understood by the
Global Manager. The normalized event information is transferred as VMware Smart Assurance
notifications to the Global Manager.


Through the Adapter Platform, the Global Manager receives informational traps issued by the devices in
the managed network. Informational traps provide information that might be of interest to users.
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Trap adapter configuration file: trapd.conf
The trapd.conf file, located in the BASEDIR/smarts/conf/trapd directory of all VMware Smart Assurance
product installations, is a global configuration file. It is used to configure most VMware Smart Assurance
built-in trap receivers and most trap adapters (sm_trapd). Only the PORT parameter in this file is
applicable to built-in trap receivers because the built-in trap receivers are configured to receive and parse
traps, but not to forward traps. The other parameters in the file are applicable for configuring trap
adapters to forward traps.


Note   The built-in trap receiver for Network Protocol Manager is not controlled by the trapd.conf file. The
only user-configurable control for the built-in trap receiver is the


“TrapPort = 0” parameter line in the bgp.conf and ospf.conf files.


Configuration directory for a trap exploder shows the trap exploder™s configuration directory, in the
Service Assurance Manager installation area, and the trap exploder™s trapd.conf file. A trapd.conf file in
the local area takes precedence over the original trapd.conf file, which contains the installed defaults. A
seedfile is required only if the trap exploder is to process SNMPv3 traps.


Figure 6‑2.  Configuration directory for a trap exploder


The following portions of the trapd.conf file are of interest to this discussion. Table 10 on page 83
presents detailed descriptions of the configuration parameters in the trapd.conf file.


# trapd.conf - Configuration file for SNMP Trap Adapter


.


.


.


# Following is a list of parameters with a brief description.


# More information is available at the end of this file.


#


# PORT      UDP port number the trap adapter listens to.


#


# WINDOW    De-duplication window, in seconds.


#
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# ASCII     Controls formatting of non-printable characters.


#


# TAG       Enables tagging of varbind values.


#


# ENABLE_FWD   Enables trap forwarding.


#


# MATCH     Determines whether traps are tested against all forwarding 


#           criteria or up to the first criterion that matches.


#


# FORWARD   Specifies matching criteria for traps and the forwarding 


#           destinations for matched traps.


##########


#


# Set the parameters here.


PORT: 9000


#WINDOW: 10


#ASCII: FALSE


#TAG: FALSE


ENABLE_FWD: TRUE


#MATCH: all


#QUEUE_LIMIT_MEGS: 0


#QUEUE_LIMIT_SECONDS: 0


.


.


.


# Traps required by InCharge IP Availability Manager (AM)


#


# Generic: coldStart, warmStart, LinkUp, LinkDown


#FORWARD: * .* <0-3> * host:port


.


.


.


# Traps required by InCharge IP Performance Manager (PM)


#


# Cisco: EnvMon Voltage, Temperature, Fan, RedundantSupply


#FORWARD: * .1.3.6.1.4.1.9.9.13.3 6 <2-5> host:port


.


.


. 


Configuring the SNMP trap-integration components
Before starting the SNMP trap-integration components in a Network Protocol Manager deployment, you
must configure them so that they can receive, distribute, and process traps properly at startup.


The configuration steps are:


n Configure the trap exploder Configure the trap exploder to receive traps from the managed network
devices and to distribute BGP and OSPF traps to Network Protocol Manager, network traps to
IP Availability Manager, and informational traps to the trap receiver.


n Configure the built-in trap receivers Configure the built-in trap receivers of Network Protocol Manager
and IP Availability Manager to receive the traps forwarded by the trap exploder.
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n Configure the trap receiver Configure the trap receiver to receive the informational traps forwarded by
the trap exploder and to convert the traps into VMware Smart Assurance notifications.


n Configure the Adapter Platform Configure the Adapter Platform to import topology from
IP Availability Manager for the purpose of associating VMware Smart Assurance notifications with the
appropriate topology objects.


Configure the trap exploder
Whenever it starts up, the trap exploder reads the trapd.conf file and an optional seed file in the following
directory in the Service Assurance Manager installation area:


BASEDIR/smarts/local/conf/trapd


The trap exploder sets its configurations to the configuration settings in its trapd.conf file. It reads all of
the uncommented parameters in the trapd.conf file, including the PORT parameter, which is set to 9000
by default.


The trap exploder uses the credentials in its seed file to authenticate and decrypt SNMPv3 traps received
from SNMPv3-capable devices in the managed network. This seed file is separate from the seed file used
by IP Availability Manager for discovery.


Procedure for configuring the trap exploder
To configure the trap exploder, you open and edit the Service Assurance
BASEDIR/smarts/conf/trapd/trapd.conf file to forward the appropriate traps to Network Protocol Manager,
IP Availability Manager, and the trap receiver. You use the FORWARD parameter in the trapd.conf file to
determine which incoming traps are sent to what destinations.


In addition to configuring the trapd.conf file, you need to configure the managed network devices to
forward SNMP traps to the host where the trap exploder is running, and to the port on which the trap
exploder is listening for traps.


If no --port=<port number> option is specified in the trap exploder’s startup command, the trap exploder
listens for traps on the port specified by the PORT parameter in the trapd.conf file (port 9000 by default),
or port 162 if no PORT value is specified in the trapd.conf file. The trap exploder startup options are
described in Start the trap exploder.


Mapping of trap exploder configuration steps to configured forwarded-trap paths maps the steps (circled
numbers) in the trap exploder configuration procedure to the configured forwarded trap paths.
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Figure 6‑3.  Mapping of trap exploder configuration steps to configured forwarded-trap
paths


To configure the trapd.conf file for the trap exploder:


1 Go to the BASEDIR/smarts/bin directory in the Service Assurance Manager installation area and type
the following command to open the trapd.conf file:


               sm_edit conf/trapd/trapd.conf


            


2 To forward BGP traps to Network Protocol Manager for BGP, add the following FORWARD entries
(and comments for usability purposes) to the trapd.conf file:


#       BGP Snmp v2 traps


FORWARD: *.*.*.* .1.3.6.1.2.1.15.7 * * <hostname>:<port no>


#       BGP Snmp v1 traps


FORWARD: *.*.*.* .1.3.6.1.2.1.15 * * host:port


#       CiscoMgmt trap for reconfiguration


FORWARD: *.*.*.* .1.3.6.1.4.1.9.9.43.2 * * <hostname>:<port no>
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3 To forward OSPF traps to Network Protocol Manager for OSPF, add the following FORWARD entries
(and comments for usability purposes) to the trapd.conf file:


#       OSPF traps for non-cisco devices


FORWARD: *.*.*.* .1.3.6.1.2.1.14.16.2 * * <hostname>:<port no>


#       CiscoMgmt trap for reconfiguration


FORWARD: *.*.*.* .1.3.6.1.4.1.9.9.43.2 * * <hostname>:<port no>


4 To forward network traps to IP Availability Manager, choose which FORWARD entries that you want
to use from the following list of predefined FORWARD statements in the trapd.conf file:


# Traps required by InCharge IP Availability Manager (AM)


#


# Generic: coldStart, warmStart, LinkUp, LinkDown


#FORWARD: * .* <0-3> * host:port


# Cisco: STACK module inserted, removed


#FORWARD: * .1.3.6.1.4.1.9.5 6 <3-4> host:port


# 3Com: CoreBuilder 9000 module inserted


#FORWARD: * .1.3.6.1.4.1.43.28.2 6 6 host:port


# AI: SLC card down, up


#FORWARD: * .1.3.6.1.4.1.539 6 10 host:port


#FORWARD: * .1.3.6.1.4.1.539 6 111 host:port


#FORWARD: * .1.3.6.1.4.1.629 6 10 host:port


#FORWARD: * .1.3.6.1.4.1.629 6 111 host:port


#


# Cisco ISDN demandNbrLayer2Change


#


#FORWARD: * .1.3.6.1.4.1.9.9.26.2 6 3 host:port


#


# Cisco cHsrpStateChange


#


#FORWARD: * .1.3.6.1.4.1.9.9.106.2 6 1 host:port


#


# Traps required by InCharge IP Performance Manager (PM)


#


# Cisco: EnvMon Voltage, Temperature, Fan, RedundantSupply


#FORWARD: * .1.3.6.1.4.1.9.9.13.3 6 <2-5> host:port


5 To forward informational traps to the trap receiver, add your choice of FORWARD entries to the
trapd.conf file:


# Traps for Trap Receiver and Adapter Platform


<Add your matching criteria for the traps and the forwarding destination: the IP address and trap 


port of the trap receiver.>


6 Ensure that the ENABLE_FWD parameter is TRUE (default).


7 Save and close the file.


The modified version of the trapd.conf file is saved to the BASEDIR/smarts/local/conf/trapd directory
in the Service Assurance Manager installation area.


Any received trap not matching any of the FORWARD entries is discarded.
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Procedure for enabling the trap exploder to process SNMPv3 traps
Perform this procedure only if the trap exploder is to process SNMPv3 traps. The procedure consists of
placing a copy of an IP Availability Manager seed file in the BASEDIR/smarts/conf/trapd directory in the
Service Assurance Manager installation area.


It is assumed that you have already created a seed file for IP Availability Manager discovery purposes.
Typically, you create a seed file by using the sm_edit utility to open and add seed entries to a template file
named seedfile, located in the BASEDIR/smarts/conf directory in the IP Manager installation area.


IP Availability Manager uses the seed entries and their credentials to contact the seed systems during
discovery. The trap exploder uses the entries and their credentials to verify and decrypt SNMPv3 trap
messages received from SNMPv3-capable seed systems once the seed systems are discovered.


To enable the trap exploder to process SNMPv3 traps:


1 In the IP Manager installation area, make a copy of the seed file that was created for discovery
purposes and save it to the BASEDIR/smarts/conf/trapd directory in the Service Assurance Manager
installation area. The seed filename must match the name specified in the --seed option of the trap
exploder startup command.


2 In the Service Assurance Manager installation area, go to the BASEDIR/smarts/bin directory and type
the following command to open the seed file.


               sm_edit conf/trapd/


               <seed file>


            


3 Modify the seed file as appropriate for your deployment.


4 Save and close the file.


The modified version of the seed file is saved to the BASEDIR/smarts/local/conf/trapd directory in the
Service Assurance Manager installation area.


5 If the trap exploder was running before you edited the seed file, restart the trap exploder.


Configure the built-in trap receivers
By default, the built-in trap receiver for Network Protocol Manager for BGP or
Network Protocol Manager for OSPF is disabled. Follow the instructions in the Procedure to configure the
Network Protocol Manager built-in trap receiver to enable the built-in trap receiver and to set its port
number to the destination port specified for Network Protocol Manager in the trap exploder’s trapd.conf
file.


By default, the built-in trap receiver for IP Availability Manager listens for traps on port 9000. Follow the
instructions in the Procedure to configure the IP Availability Manager built-in trap receiver section to set
the port number of the built-in trap receiver to the destination port specified for IP Availability Manager in
the trap exploder’s trapd.conf file.
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Procedure to configure the Network Protocol Manager built-in trap receiver
To configure the Network Protocol Manager built-in trap receiver:


1 Go to the BASEDIR/smarts/bin directory in the Network Protocol Manager installation area and type
the following command to open the bgp.conf or ospf.conf file:


               sm_edit conf/bgp/bgp.conf


-or-


sm_edit conf/ospf/ospf.conf


            


2 Find the following line:


TrapPort = 0


3 Set the port number (0) to the destination port specified for Network Protocol Manager for BGP or
Network Protocol Manager for OSPF in the trap exploder’s trapd.conf file.


A valid port number is 162 or any value in the range 2049 to 65534 inclusive.


4 Save and close the file.


The modified version of the bgp.conf file is saved to the BASEDIR/smarts/local/conf/bgp directory, or
the modified version of the ospf.conf file is saved to the BASEDIR/smarts/local/conf/ospf directory.


5 If Network Protocol Manager was running before you edited the bgp.conf or ospf.conf file, restart
Network Protocol Manager.


Procedure to configure the IP Availability Manager built-in trap receiver
To configure the IP Availability Manager built-in trap receiver:


1 Go to the BASEDIR/smarts/bin directory in the IP Manager installation area and type the following
command to open the trapd.conf file:


               sm_edit conf/trapd/trapd.conf


            


2 Set the port number of the following PORT entry to the destination port specified for
IP Availability Manager in the trap exploder’s trapd.conf file:


               PORT: 


               <port number>


            


3 Save and close the file.


The modified version of the trapd.conf file is saved to the BASEDIR/smarts/local/conf/trapd directory
in the IP Manager installation area.
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4 If IP Availability Manager was running before you edited the trapd.conf file, restart
IP Availability Manager.


Configure the trap receiver
To configure the trap receiver to process informational traps received from the trap exploder, you edit the
Service Assurance BASEDIR/smarts/conf/icoi/trap_mgr.conf file to define how the trap receiver processes
traps into notifications. Each trap to be transformed into a notification requires a trap definition entry in the
trap_mgr.conf file.


The trap_mgr.conf file contains rules that the trap receiver uses to map incoming traps into the data fields
of an VMware Smart Assurance notification. The Adapter Platform, in turn, creates the
VMware Smart Assurance notification object from the data fields and exports the notification to the
Global Manager.


If no --port=<port number> option is specified in the trap receiver’s startup command, the trap receiver
listens for traps on the port specified by the PORT parameter in the Service Assurance
BASEDIR/smarts/conf/icoi/trapd.conf file (port 9000 by default), or port 162 if no PORT value is specified
in the trapd.conf file. The trap exploder startup options are described in the
VMware Smart Assurance Service Assurance Manager Adapter Platform User Guide and the
VMware Smart Assurance Network Protocol Management Suite Installation Guide.


To configure the trap_mgr.conf file for the trap receiver:


1 Go to the BASEDIR/smarts/bin directory in the Service Assurance Manager installation area and type
the following command to open the trap_mgr.conf file:


               sm_edit conf/icoi/trap_mgr.conf


            


2 Define a trap definition for each received trap.


For each SNMP trap, you must specify how the information in the trap maps to objects in the
Global Manager repository and how the notification should appear at the Global Console.


3 Save the file.


The modified version of the trap_mgr.conf file is saved to the BASEDIR/smarts/local/conf/icoi
directory in the Service Assurance Manager installation area.


Configure the Adapter Platform
To configure the Adapter Platform, you attach the Global Manager to the Adapter Platform and specify the
underlying IP Availability Manager domain or domains. Doing so enables the Adapter Platform to import
hostnames and IP addresses from the underlying IP Availability Manager domains so that it can
accurately relate events in received traps to the devices that are associated with the events. The
Adapter Platform creates VMware Smart Assurance notification objects from the events, and exports the
notifications to the Global Manager.
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The procedure to configure the Adapter Platform is identical to the procedure that is presented in
“Specifying the underlying domains” on page 65.


To attach the Global Manager Administration Console to your Adapter Platform:


1 In the Global Manager Administration Console, select Manager > Attach to display the Attach
Manager dialog box.


2 In the Attach Manager dialog box, enter the Adapter Platform name and the login information (for
example, admin and changeme) and click OK.


3 In the Global Manager Administration Console, select the Adapter Platform name from the
Manager drop-down menu.


The VMware Smart Assurance Service Assurance Manager Adapter Platform User Guide provides a
complete description of the Adapter Platform.


Starting the SNMP trap-integration components
In a Network Protocol Manager deployment, you install the following products as services so that the host
system automatically starts them as processes that run in the background each time that the system
boots:


n VMware Smart Assurance Broker


n Network Protocol Manager


n IP Availability Manager


n Global Manager


n Global Console


n Adapter Platform


n SNMP Trap Adapter (trap exploder and trap receiver)


The services for these products are described in detail in the
VMware Smart Assurance Network Protocol Management Suite Installation Guide.


You cannot install the SNMP Trap Adapter (trap exploder) as a service, but you can use the
sm_service command to register this adapter as a service after the installation. This section describes
how to create and start a service for the SNMP Trap Adapter that is configured as a trap exploder.


Note   Typically, in any VMware Smart Assurance deployment, the order in which the applications are
started is not important, except that the Broker must be started first.
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Start the trap exploder
Use the sm_service command to manually create a service for the trap exploder. A typical service
command on a UNIX host would look like this:


/opt/InCharge/SAM/smarts/bin/sm_service install


 --force


 --unmanaged


 --startmode=runonce


 --name=ic-trap-exploder


 --description=”VMware Smart Assurance SNMP Trap Exploder”


 /opt/InCharge/SAM/smarts/bin/sm_trapd


 --name=INCHARGE-EXPLODER


 --config=trapd


 --port=162


 --rules=default


 --output


where:


n --name=<name>


Second --name option (--name=INCHARGE-EXPLODER) in the service command: Specifies the trap
exploder name to be registered with the Broker for the deployment. Also -n <name>.


n --config=<cfg>


Specifies the configuration directory in which the trapd.conf file for the trap exploder is located. The
trapd.conf file is loaded from the BASEDIR/smarts/local/conf/<cfg> directory, or from the
BASEDIR/smarts/conf/<cfg> directory if the trapd.conf file is not present in the local directory. The
default configuration (<cfg>) directory for the trap exploder is trapd.


Note   Ensure that --config is set to trapd in the trap exploder service command.


n --port=<trap listening port>


Specifies the port number to which the managed network devices send traps and on which the trap
exploder listens for traps. Also -p <trap listening port>.


The default trap listening port is the PORT parameter value in the <cfg>/trapd.conf file (port 9000 by
default), or port 162 if no PORT value is specified in the <cfg>/trapd.conf file.


n --sport=<Remote API listening port>


Specifies the port number on which the trap exploder listens for Remote API connections from other
VMware Smart Assurance programs, including the Global Console, servers, and utilities such as
dmctl. This option is meaningful only if the --name option is specified. Also -P <Remote API listening
port>.
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The --sport option for the sm_trapd program plays the same role as the --port option plays for any
other VMware Smart Assurance program. The --sport option is unique to the sm_trapd program and
defaults to 0.


Note   --sport=0 is interpreted by the host operating system as meaning “assign this program a
unique, unused port number.” Typically, the operating system responds by assigning a unique,
unused port number in the range 40000–65535.


n --rules=default


Specifies the rule set to be used by the trap exploder. The default rule set is defined in the
BASEDIR/smarts/rules/trapd/trapParse.asl file.


n --output


Specifies that the stdout and stderr output for the trap exploder should be redirected to a log file in the
BASEDIR/smarts/local/logs directory. The name of the log file is INCHARGE-
EXPLODER_<locale>_<character encoding>.log; for example, INCHARGE-
EXPLODER_en_US_UTF-8.log.


The command for starting the example service is:


/opt/InCharge/SAM/smarts/bin/sm_service start ic-trap-exploder


At startup, the trap exploder reads the trapd.conf file and saves the configuration information in its
repository.


The VMware Smart Assurance System Administration Guide provides more details about sm_service.
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Configuring Syslog Message
Processing and Forwarding 7
This chapter includes the following topics:
n Configuration overview


n Syslog adapters


n Configuring syslog message processing and forwarding


n Configuring syslog message processing


Configuration overview
The recommended syslog message processing and forwarding design for a Network Protocol Manager
deployment is shown in Recommended syslog message processing and forwarding design.
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Figure 7‑1.  Recommended syslog message processing and forwarding design


Configuring the syslog message forwarding involves configuring and starting the syslog adapters that
receive, process, and distribute the syslog messages within a Network Protocol Manager deployment.


Syslog adapters
A Network Protocol Management Suite installation includes a built-in syslog adapter that can be
configured to:


n Fetch BGP- or OSPF-related syslog message from a syslog (system log).


n Parse the messages for status updates.
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n Distribute the status updates to Network Protocol Manager for BGP or
Network Protocol Manager for OSPF.


Network Protocol Manager for BGP uses the status updates to update the attributes of BGP objects
in its modeled topology, and Network Protocol Manager for OSPF uses the status updates to update
the attributes of OSPF objects in its modeled topology.


The syslog messages that are processed by Network Protocol Manager for BGP and
Network Protocol Manager for OSPF are described in Chapter 13 Syslog Messages Processed


Configuring syslog message processing and forwarding
For the syslog message processing and forwarding scenario, a syslog daemon that is running on a
remote system collects the syslog messages from the managed devices that are running the BGP or
OSPF protocols. The daemon then writes the messages to a single syslog file on the remote system.


A user installs a separate instance of the Network Protocol Management Suite on the remote system and
manually starts two instances of the built-in syslog adapter:


n An instance started as a BGP syslog adapter to serve Network Protocol Manager for BGP.


n An instance started as an OSPF syslog adapter to serve Network Protocol Manager for OSPF.


To configure syslog message processing and forwarding:


a On the local system, where the Network Protocol Manager for BGP or Network Protocol Manager
for OSPF reside, ensure that the value of the SyslogName parameter in the
BASEDIR/smarts/conf/bgp/bgp.conf file or the BASEDIR/smarts/conf/ospf/ospf.conf file is set to ""
(empty string).


b On the remote system, where the syslog file resides, install an instance of the
Network Protocol Management Suite.


During the installation, do not install any of the Network Protocol Manager products as services.


c On the remote system, go to the BASEDIR/smarts/bin directory in the Network Protocol Manager
installation area and start the syslog adapters.


A sample command line for a target Network Protocol Manager for BGP named INCHARGE-BGP
is:


sm_adapter --name=INCHARGE-BGP-SYSLOG --server=INCHARGE-BGP


   --output=BGP-SYSLOG --daemon --tail=<full path to log file>


      bgp/bgp-syslog.asl


sm_adapter --name=INCHARGE-OSPF-SYSLOG --server=INCHARGE-OSPF


   --output=OSPF-SYSLOG --daemon --tail=<full path to log file>


      ospf/ospf-syslog.asl
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Configuring syslog message processing
In those cases where the syslog daemon and Network Protocol Manager for BGP and
Network Protocol Manager for OSPF are running on the same system, a user does not need to install a
separate instance of the Network Protocol Management Suite to start the BGP and OSPF syslog
adapters. Instead, a user starts the BGP and OSPF syslog adapters by assigning the full path and name
of the local syslog file to the SyslogName parameter in the bgp.conf or ospf.conf file. For this scenario,
the syslog adapters are started automatically when Network Protocol Manager for BGP and
Network Protocol Manager for OSPF are started.


To configure syslog message processing:


1 Go to the BASEDIR/smarts/bin directory in the Network Protocol Manager installation area and type
the following command to open the bgp.conf or ospf.conf file:


               sm_edit conf/bgp/bgp.conf


-or-


sm_edit conf/ospf/ospf.conf


            


2 Find the following line:


SyslogName = ""


3 Replace the empty string ("") with the full path and name of the syslog file on the local system. For
example:


SyslogName = /var/adm/messages


4 Save and close the file.


The modified version of the bgp.conf file is saved to the BASEDIR/smarts/local/conf/bgp directory, or
the modified version of the ospf.conf file is saved to the BASEDIR/smarts/local/conf/ospf directory.


5 If Network Protocol Manager was running before you edited the bgp.conf or ospf.conf file, restart
Network Protocol Manager.
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Configuring SSH Security 8
This chapter includes the following topics:


n SSH overview


n CLI modules for Network Protocol Manager


n SSH client configuration


n SSH server configuration


SSH overview
Like Telnet, SSH is a protocol for logging in to a remote host and executing commands on the remote
host. Unlike Telnet, SSH uses special algorithms to encrypt the data stream, to ensure data stream
integrity, and even to perform authentication in a safe and secure way. SSH is a secure, encrypted
replacement for Telnet.


SSH provides remote command line interface (CLI) administration over an authenticated, encrypted
connection. In a Network Protocol Manager deployment, Network Protocol Manager for EIGRP and
Network Protocol Manager for IS-IS use SSH CLI to query EIGRP- and IS-IS-enabled Cisco devices for
topology and status information.


SSH1 and SSH2
Two versions of the SSH protocol exist: SSH1 and SSH2. The two versions are different in terms of their
underlying workings.


SSH1 is a simpler protocol than SSH2, and is available on a wider variety of platforms than SSH2. SSH1
has more options for authentication than SSH2, and performs better than SSH2.


On the down side, SSH1 has serious structural weaknesses that leave it vulnerable to a broad number of
attacks. These weaknesses have been corrected in SSH2. Because the security enhancements in SSH2
would not have been possible if protocol-level compatibility with SSH1 had been retained, SSH1 and
SSH2 are not compatible with one another.


SSH Communications Security, the original developer of the SSH protocol, considers the SSH1 protocol
deprecated and recommends that SSH1 not be used.
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SSH authentication
SSH connection between a Network Protocol Manager host and a Cisco router shows an SSH connection
between a client and a server.


Figure 8‑1.  SSH connection between a Network Protocol Manager host and a Cisco router


The client is the SSH client software that connects users to the SSH server on the remote host. The
server is the SSH server program, or ssh daemon, that is running on the remote host. In SSH connection
between a Network Protocol Manager host and a Cisco router, the client and server enable a user named
NPMUser on a Network Protocol Manager host to log in as ServerUser on a Cisco router.


SSH authentication begins with the authentication of the server to the client, and ends with the
authentication of the client to the server.


Authentication of the server to the client
When the client issues an SSH connection request, such as ssh ServerUser@ciscosystem, the server
accepts the connection request and responds with the server’s version identification. The client parses
the server’s version identification and then sends its own version identification. The purpose of the
version-identification exchange is three-fold:


n To validate that the connection is to the correct server port.


Note   The standard SSH port is 22.


n To declare the SSH protocol version number that is used by the server and by the client.


n To declare the software version that is used by the server and by the client.


The client and server negotiate which SSH protocol version to use.


The server then sends its public host key and a list of supported ciphers and authentication methods
to the client. The client compares the server’s host key to the user’s database of known hosts. If the
received host key matches the server’s host key entry in the user’s database, the SSH connection
attempt continues.


If the received host key does not match the server’s host key entry, the client terminates the SSH
connection attempt, and informs the user where to find the conflicting key in the user’s database.


If no host key entry exists for the server in the user’s database, the client responds in one of three
ways, depending on the value of the StrictHostKeyChecking parameter in the client’s configuration
file:
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n StrictHostKeyChecking=ask (default)


The client asks the user whether to add the server’s host key to the user’s database.


If the user answers with yes, the client adds the server’s host key to the user’s database and
continues the SSH connection attempt.


If the user answers with no, the client discards the server’s host key and terminates the SSH
connection attempt.


n StrictHostKeyChecking=no


The client automatically adds the server’s host key to the user’s database and continues the SSH
connection attempt.


n StrictHostKeyChecking=yes


The client discards the server’s host key and terminates the SSH connection attempt.


If the outcome is that the SSH connection attempt should continue, server authentication is
established.


The client then generates a session key, encrypts it with the server’s host key, and sends the
encrypted session key and selected cipher to the server. Both sides then turn on encryption using the
session key and the selected cipher. The server sends an encrypted confirmation message to the
client.


Authentication of the client to the server
To authenticate the client to the server, the client may use any of the methods in the list of authentication
methods received from the server. Three well-known authentication methods are:


n Password authentication


Password authentication uses the password of the username account (ServerUser, for example) on
the remote host to perform client authentication.


With this method, the user enters the password, and the client encrypts and transmits the password.
The server receives and decrypts the password, and the remote host authenticates the password
against its password database.


n Public-key authentication


Public-key authentication uses public/private key pairs to perform client authentication, without the
need to transmit a password over the network. A user creates a public/private key pair for
authentication purposes. The server knows the user’s public key, and only the user has the private
key.


With this method, the server generates a random number, uses the user’s public key to encrypt the
number, and sends the encrypted number to the client. The client uses the user’s private key to
decrypt the number and sends the number back to the server.
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n Host-based authentication


Host authentication uses the client’s hostname and the user’s username (NPMUser, for example) on
the remote host to perform client authentication.


With this method, the client sends a signature created with the user’s private key, and the server
verifies the signature with the user’s public key. When the user’s identity is established, authorization
is performed based on (1) the client’s hostname and (2) the user’s username on both the server and
the client.


When the user’s identity has been accepted by the server, the server logs in to the remote host and
gives the user a normal shell on the remote host. All CLI commands and responses with/from the
remote shell will be encrypted.


CLI modules for Network Protocol Manager
Two independent CLI software modules are available in Network Protocol Manager:


n Voyence Device Access Scripting Language (DASL) CLI


Open source Practical Extraction and Report Language (Perl) CLI


Available in a Network Protocol Manager software distribution installed on a Linux system.


Both CLI modules support SSH CLI and Telnet CLI access to remote hosts.


DASL CLI module
The DASL CLI module includes SSH client and Telnet client libraries. It gathers routing-protocol topology
and status information by establishing SSH or Telnet CLI connections to the Cisco devices in the
managed network.


SSH protocol version support
The SSH client provided by the DASL CLI module supports SSH protocols 1 and 2. Protocol 2 is primary,
with fall back to protocol 1 if the SSH client detects that protocol 2 is not supported by the SSH server.


Both protocols support similar authentication methods, but protocol 2 is preferred because it provides
additional components for confidentiality and integrity. Protocol 1 lacks a strong component for ensuring
the integrity of the connection.


Cipher support
Ciphers are used to encrypt SSH traffic. Encryption provides confidentiality and protects against spoofed
packets.


The DASL CLI module supports the following SSH1 ciphers:


n DES (56-bit CBC)


n Triple-DES (3DES) (CBC)


n Blowfish (128-bit CBC)
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n AES (Rijndael) (256, 192, or 128-bit SDCTR)


The DASL CLI module supports the following SSH2 ciphers:


n Triple-DES (3DES) (168-bit SDCTR or CBC)


n Blowfish (256-bit SDCTR or 128-bit CBC)


n AES (Rijndael) (256, 192, or 128-bit SDCTR or CBC)


n Arcfour (RC4) (256 or 128-bit stream cipher)


Message-digest support
Message-digest algorithms, or hashing algorithms, are used to verify both the data integrity and the
authenticity of an SSH message.


The DASL CLI module supports a message-digest algorithm named keyed-Hash Message Authentication
Code (HMAC).


Authentication support
Authentication is used to protect against security problems such as IP spoofing, fake routes, and DNS
spoofing.


The DASL CLI module supports password authentication.


SSH and Telnet ports
The DASL CLI module uses the standard SSH and Telnet ports:


n Standard SSH port is 22.


n Standard Telnet port is 23.


By default, an SSH or Telnet server listens on these ports for connection requests.


Timeouts
The DASL CLI module uses the following timeouts:


n Ten seconds for responses


n Thirty seconds for longer running operations


n Five minutes for displaying bulk data such as the running configuration


The ten-second timeout is configurable, as explained in Timeouts.


Perl CLI module
The Perl CLI module interacts with third-party SSH client software and third-party Telnet client software. It
gathers routing-protocol topology and status information by establishing SSH or Telnet CLI connections to
the Cisco devices in the managed network.
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A Network Protocol Manager for EIGRP running on a Linux system calls the Perl CLI module to discover
and monitor EIGRP topology. Similarly, a Network Protocol Manager for IS-IS running on a Linux system
calls the Perl CLI module to discover and monitor IS-IS topology.


Configuration file
The Perl CLI module for Network Protocol Manager for EIGRP and the Perl CLI module for
Network Protocol Manager for IS-IS each have their own configuration file:


n BASEDIR/smarts/conf/eigrp/perl-cli-conf


n BASEDIR/smarts/conf/isis/perl-cli.conf


Third-party Telnet client implementation
A third-party Telnet client implementation is included in the Network Protocol Manager software
distribution. The Perl CLI module interacts with that Telnet client.


Third-party SSH client implementation
No third-party SSH client implementation is included in the Network Protocol Manager software
distribution. The user must install the SSH client software on the host machine that is hosting the Perl CLI
module.


The Perl CLI module requires an SSH client that is comparable to the SSH client in OpenSSH 2.0 or
higher. The OpenSSH 2.0 client suite supports SSH protocol versions 1.3, 1.5, and 2.0.


SSH client configuration
Configuring a Network Protocol Manager for EIGRP or a Network Protocol Manager for IS-IS to use SSH
CLI starts with the following task:


Create one or more CLI device-access groups that have the device access method set to “SSH2.”


Instructions for creating CLI device-access groups are presented in “Creating CLI device-access groups”
on page 53.


What additional configuration tasks are required depends upon the CLI module.


Configuring the SSH client for the DASL CLI module
The SSH client for the DASL CLI module is preconfigured to operate as follows:


n Try SSH version 2, and fall back to version 1 if version 2 is not available.


n Use password authentication only.


n Connect to the standard SSH port number, port 22, on the remote host.
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n Add a new host to the user’s database of known hosts without prompting the user for confirmation.


In addition, the DASL CLI module is preconfigured to create log files. CLI log files are described in the
VMware Smart Assurance Network Protocol Manager Discovery Guide Supplement.


No other configurations are required for the DASL CLI module.


Configuring the SSH client for the Perl CLI module
The Perl CLI module requires an SSH client that is comparable to the SSH client in OpenSSH 2.0 or
higher. The OpenSSH application is bundled with most UNIX-based operating systems.


Because SSH command-line options take precedence over user-specified or system-wide SSH
configuration files, the Perl CLI module includes certain options in its SSH command-line invocations to
ensure that the following configurations are not overridden:


n Try SSH version 2, and fall back to version 1 if version 2 is not available.


n Use password authentication only.


n Connect to the standard SSH port number, port 22, on the remote host.


n Add a new host to the user’s database of known hosts without prompting the user for confirmation.


After installing the SSH client software, you, as the administrator, perform the following additional
configuration tasks:


n Specify the path to the SSH client executable (mandatory).


n Enable the Perl CLI module to create log files (optional).


You edit the appropriate perl-cli.conf file, BASEDIR/smarts/conf/eigrp/perl-cli.conf or
BASEDIR/smarts/conf/isis/perl-cli.conf, to perform these tasks. The name/value entries to be edited
are:


debug=0


# ssh_client=/usr/bin/ssh


To specify the path to the SSH client executable and to enable the creation of log files:


a Go to the BASEDIR/smarts/bin directory in the Network Protocol Manager installation area and
type the following command to open the perl-cli.conf file:


                     sm_edit 


                     conf/eigrp/perl-cli.conf


-or-


sm_edit 


                     conf/isis/perl-cli.conf
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b Find the following entries:


debug=0,


# ssh_client=/usr/bin/ssh


c Uncomment the ssh_client entry and set its value to the full path of the SSH client executable.


For example:


ssh_client=/usr/local/openssh/bin/ssh


d Optional: Set the debug flag to 1 to enable the creation of log files:


debug=1


e Save and close the file. The modified version of the perl-cli.conf file is saved to the
BASEDIR/smarts/local/conf/eigrp|isis directory.


f If Network Protocol Manager for EIGRP/ Network Protocol Manager for IS-IS was running before
you edited the perl-cli.conf file, restart the manager.


SSH server configuration
Configuring a network device to use SSH requires that an administrator perform the following basic steps
for each network device that is to be SSH enabled:


n Enable the SSH transport support for the virtual-terminal connections.


n Generate a public/private key pair.


The public key of the generated public/private key pair is referred to as the “public host key” or just
“host key.”


To configure the SSH server on a Cisco device:


a Ensure that the device has a session password and a privileged-mode enable password.


For example:


Router> enable


Router# configure terminal


Router(config)# passwd secret


Router(config)# enable password secret


Router(config)# exit


Router#


b Verify that the device supports the SSH server feature.


Run the following command to display the loaded IOS software image:


Router# show flash (OR)
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Router# show flash: (Cisco IOS 12.3)


The SSH server feature for SSH1 support is available in the following Cisco IOS release trains:
12.0S, 12.0ST, 12.1T, 12.1E, 12.2, 12.2T, and 12.2S. The SSH server feature for SSH2 support is
available in the following Cisco IOS release trains: 12.3(4)T, 12.3(2)XE, 12.2(25)S, and
12.3(7)JA.


The Cisco IOS Configuration Fundamentals and Network Management Configuration Guide
provides information about downloading an IOS software image.


c Ensure that the device has a hostname and a properly configured host domain.


For example:


Router# configure terminal


Router(config)# hostname ciscosystem


ciscosystem(config)# ip domain-name cisco.com


The hostname is the name of the device, and the domain name is the host domain that the device
services. The IOS software uses the domain name to complete unqualified hostnames.


d For Cisco IOS release train 12.0S, 12.0ST, 12.1T, 12.1E, 12.2, 12.2T, or 12.2S, enable the SSH
server by generating an RSA key pair.


For example:


ciscosystem(config)# crypto key generate rsa


Generating an RSA key pair automatically enables the SSH server. Deleting the RSA key pair, by
entering the crypto key zeroize rsa command, automatically disables the SSH server.


e For Cisco IOS release train 12.3(4)T, 12.3(2)XE, 12.2(25)S, or 12.3(7)JA, enable the SSH server
by generating a DSA key pair.


For example:


ciscosystem(config)# crypto key generate dsa


Generating an DSA key pair automatically enables the SSH server. Deleting the DSA key pair, by
entering the crypto key zeroize dsa command, automatically disables the SSH server.


f Configure Authentication, Authorization, and Accounting (AAA) for SSH client access control.


When configuring AAA, the administrator specifies usernames and passwords, the session
timeout, and the number of retries allowed during an SSH connection attempt. For example:


ciscosystem(config)# aaa new-model


ciscosystem(config)# username ServerUser password 0 cisco


ciscosystem(config)# ip ssh timeout 60


ciscosystem(config)# ip ssh authentication-retries 3


ciscosystem(config)# exit
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ciscosystem#


Authentication timeout is the interval, measured in seconds, that the SSH server waits for the
SSH client to respond. Authentication retries is the number of SSH client connection attempts
after which the interface is reset.


The Cisco IOS Security Configuration Guide and the Cisco IOS Security Command Reference
provide more information about AAA.


g Verify that the SSH server is enabled and view its configuration.


To view the status, version, and configuration of the SSH server, execute the show ip ssh
command. For example:


ciscosystem# show ip ssh


SSH Enabled - version 2.0


Authentication timeout: 60 secs; Authentication retries: 3


h Force the users that were added during the AAA configuration to use SSH instead of Telnet.


Complete this step by specifying SSH as the virtual-terminal (vty) connection of choice. For
example:


ciscosystem# configure terminal


ciscosystem(config)# line vty 0 4


ciscosystem(config-line)# transport input SSH


ciscosystem(config-line)# exit


ciscosystem(config)#


The number of allowable SSH connections is limited to the maximum number of vtys that is
configured for the device. Five vtys (0-4) are configured by default. Each SSH connection uses a
vty resource.


i Optional: For Cisco IOS release train 12.3(4)T, 12.3(2)XE, 12.2(25)S, or 12.3(7)JA), specify the
version of SSH to be run on the device.


For example:


ciscosystem(config)# ip ssh version 2


ciscosystem(config)# exit


ciscosystem# exit


ciscosystem>


By default, SSH for Cisco 12.3(4)T, 12.3(2)XE, 12.2(25)S, and 12.3(7)JA allows both SSH1 and
SSH2 connections to the device. The ip ssh version 2 command restricts the connections to
SSH2 only.


VMware Smart Assurance Network Protocol Manager Configuration Guide


VMware, Inc.  96







j Open the SSH server configuration file and check that password authentication is enabled:


n For a device that is running an OpenSSH server, ensure that PasswordAuthentication is set
to yes in the sshd_config file.


n For a device that is running an SSH Secure Shell server, ensure that AllowedAuthentications
is set to password in the sshd2_config file.


k Log out.


ciscosystem> logout
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Using the Polling and
Thresholds Console 9
This chapter includes the following topics:


n Opening the Polling and Thresholds Console


n Understanding groups and settings


n Working with groups and settings


Opening the Polling and Thresholds Console
The Polling and Thresholds Console is used to display groups and modify their properties. In Polling and
Thresholds Console, the Polling and Thresholds Console is attached to a
Network Protocol Manager for BGP named INCHARGE-BGP.


Figure 9‑1.  Polling and Thresholds Console


Instructions for opening the Polling and Thresholds Console are presented in Chapter 3 Opening the
Global Console
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Layout of the Polling and Thresholds Console
What tabs appear on a Polling and Thresholds Console depends on the type of Domain Manager to
which the console is attached. When attached to IP Availability Manager or IP Performance Manager, for
example, the Polling and Thresholds Console contains four tabs:


n Polling


Enables administrators to control the polling of the managed objects for monitoring purposes.


n Thresholds


Enables administrators to set thresholds for the polled data.


n Device Access


Enables administrators to specify an access protocol and credentials (such as login credentials) for
device access.


n Tagging


Enables administrators to create IP tagging filters.


Note   When attached to other Domain Managers, the Polling and Thresholds Console typically
contains the Polling and Thresholds tabs or just the Polling tab.


The Polling and Thresholds Console is divided into two panels.


n The left panel displays the icon for the Domain Manager in the upper-left corner and provides one,
two, or four tabs, depending on the Domain Manager to which the Polling and Thresholds Console is
attached. Selecting a tab shows what groups, settings, and members are available on the tab.


n The right panel remains blank until a group, setting, or member is selected in the left panel. When an
item is selected in the left panel, the right panel displays additional information regarding that item.


Polling and Thresholds Console toolbar buttons
The toolbar of the Polling and Thresholds Console provides quick access to the commands described in 
Polling and Thresholds Console toolbar buttons.


Table 9‑1.  Polling and Thresholds Console toolbar buttons


Button Description


Attach to a Manager.


Detach from a Manager.
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Table 9‑1.  Polling and Thresholds Console toolbar buttons (Continued)


Button Description


Reconfigure: reapply polling/threshold values, update instrumentation, recompute codebook,
and so on.


Delete the selected item.


Understanding groups and settings
A group contains one or more settings, and a setting contains one or more parameters. Managed objects
(systems discovered in the managed network) become members of a group based on the matching
criteria for the group.


Relating managed objects to groups and settings illustrates the relationships between managed objects,
groups, and settings.


Figure 9‑2.  Relating managed objects to groups and settings


n The VMware Smart Assurance core class for group (in the sense of "groups and settings") is
ICIM_Configuration. This class is the parent of all group classes that are used by
Network Protocol Manager or any other VMware Smart Assurance Domain Manager.


n The VMware Smart Assurance core class for setting is ICIM_Setting. This class is the parent of all
setting classes that are used by Network Protocol Manager or any other VMware Smart Assurance
Domain Manager.


n The VMware Smart Assurance core class for managed object is ICIM_ManagedElement. This class
is the parent of all managed object classes that are used by Network Protocol Manager or any other
VMware Smart Assurance Domain Manager.
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Working with groups and settings
You can use the Polling and Thresholds Console to perform any of the following tasks:


n Assign managed objects to groups Assign managed objects to groups


n Modify the properties of a group Modify the properties of a group


n Add or remove settings Add or remove settings


n Modify the parameters of a setting Modify the parameters of a setting


n Modify the priority of groups Modify the priority of groups


n Edit matching criteria Edit matching criteria


n Create new groups Create new groups


Assign managed objects to groups
When Network Protocol Manager performs discovery, it automatically assigns each managed object to
one or more groups based on the:


n Matching criteria for a group.


n Priority of a group, which determines membership when an object meets the matching criteria for
more than one group within a particular group category.


A managed object may be a member of one and only one group within a particular group category.


Modify the properties of a group
A group’s matching criteria and priority determine which managed objects become members of the group.


When a group is selected in the left panel of the Polling and Thresholds Console, four tabs appear in the
right panel of the console:


n Settings


n Priorities


n Matching Criteria


n Description


Modifying the properties in the Settings, Priorities, or Matching Criteria tab changes the configuration
of the group.


When you finish editing the properties of a group, perform these steps:


a Click the Apply button to save the changes.


b Click the Reconfigure toolbar button, or select Group > Reconfigure, to make the configuration
changes take effect.
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Add or remove settings
A group’s settings determine what parameters are applied to the managed objects that are members of
the group.


The Settings tab is divided into two sections:


n Current Settings


Lists the settings that are applied to the group.


n Available Settings


Lists additional available settings.


To add or remove a setting:


a In the Settings tab, select a setting in the Available Settings list or in the Current Settings list.


b Click Add to move an available setting to the Current Settings list, or click Remove to move a
current setting to the Available Settings list.


c Click the Apply button to save your changes.


d Click the Reconfigure toolbar button to make your changes take effect.


Modify the parameters of a setting
The parameters of a setting are changed in one of two ways:


n By choosing a value from a drop-down menu.


n By entering a value in a Value field or adjusting a slider bar that represents a range of values.


Changing the parameters of a setting
To change the parameters of a setting:


1 In the left panel of the Polling and Thresholds Console, select the setting to display the parameters
of the setting in the right panel of the console.


2 Change the value of a parameter by using one of the following methods:


For a drop-down menu, click the menu and select a value.


For a slider bar presentation, do one of the following:


n Type a value into the Value field and press Enter.


n Select the slider bar and drag its handle with the mouse to change the value or select the
slider bar and use the arrow keys to move its handle to change the value.


3 Click the Apply button to save your changes.


4 Click the Reconfigure toolbar button to make your changes take effect.
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Restoring the default values of a setting
To restore the default values of a setting:


1 In the left panel of the Polling and Thresholds Console, select the setting to display the parameters
of the setting in the right panel of the console.


2 Click Restore Defaults.


3 Click the Reconfigure toolbar button to make your changes take effect.


Modify the priority of groups
In any group category, you can arrange the groups in a high-to-low priority. A candidate member object is
compared against the highest priority group first and becomes a member of the first group for which there
is a criteria match.


The Priorities tab shows groups in the order of their priority, from highest to lowest.


To change the priority of a group:


1 In the Priorities tab, select the group for which you want to change the priority.


2 Click the up or down arrow to change its position relative to the other groups.


3 Click the Apply button to save your changes.


4 Click the Reconfigure toolbar button to make your changes take effect.


Edit matching criteria
A group’s matching criteria, which appear at the top of the Matching Criteria tab, are defined by using the
attributes of the target class that is associated with the group. Each matching criterion has three fields:
Name, Description, and Value.


n Name identifies the name of the target class attribute.


n Description is the description of the target class attribute.


n Value is the value of the target class attribute, which can be any combination of text, integers, and
wildcards. The Value field for a matching criterion is not case-sensitive.


As an example of a matching criterion for target class UnitaryComputerSystem:


n If you specify "Router" for the Type attribute, only routers become members of the group.


n If you specify "R1*" for the Name attribute, only routers with names that begin with the string R1
become members of the group.


Chapter 11 Wildcard Patterns discusses wildcard syntax.


When a managed object matches a group’s target class and matches all of the attributes that are
defined for the target class, the managed object becomes a member of the group.
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Adding or removing matching criteria
To add or remove matching criteria:


1 In the Disabled Criteria area of the Matching Criteria tab, select a matching criterion.


2 Click Enable to make the criterion active, moving it to the top of the Matching Criteria tab.


Use Disable to deactivate the criterion, moving it to the Disabled Criteria area of the Matching
Criteria tab.


3 If you are adding a matching criterion, type a matching pattern in the Value field.


4 Click the Apply button to save your changes.


5 Click the Reconfigure toolbar button to make your changes take effect.


Changing the value of a matching criterion
To change the value of a matching criterion:


1 In the Matching Criteria tab, select the string in the Value field or double-click the Value field to
highlight the current value.


2 Type the new value.


3 Click the Apply button to save your changes.


4 Click the Reconfigure toolbar button to make your changes take effect.


Network Protocol Manager compares a managed object against the matching criteria of the group
with the highest priority. If an object matches all the criteria, Network Protocol Manager adds the
object as a member of the group. Otherwise, Network Protocol Manager compares the object against
the matching criteria of the group with the second highest priority, and so on.


Create new groups
You can create additional groups within any group category.


Creating a new group enables you to customize the settings for a group of managed objects. You can use
two methods to create a new group:


n Copy an existing group. The new group contains the same settings and thresholds as the original
group. Matching criteria are not copied.


n Create an empty group. The new group does not contain any settings or members. You must add
settings and matching criteria, and set the priority of the new group.


After you create a new group, use the procedures described in this chapter to add settings and
matching criteria and to set the priority of the new group.
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Copying an existing group
To copy an existing group:


1 In the left panel of the Polling and Thresholds Console, right-click the group that you want to copy.


2 Select Copy from the pop-up menu to display the Copy Group dialog box.


3 In the dialog box, type a name and an optional description for the new group and click OK.


The new group contains the same settings and thresholds as the group you copied.


4 Edit the settings, matching criteria, and priority of the new group. Change the value of any parameters
as necessary.


5 Click the Reconfigure toolbar button to make your changes take effect.


Creating an empty group
To create an empty group:


1 In the left panel of the Polling and Thresholds Console, right-click the group for which you want to
create a new group.


2 Select New Group from the pop-up menu to display the New Group dialog box.


3 In the dialog box, type a name and an optional description for the new group and click OK.


4 Add settings and matching criteria, and set the priority of the new group. Change the values of any
thresholds or parameters as necessary.


5 Click the Reconfigure toolbar button to make your changes take effect.
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Configuring Polling and
Threshold Groups 10
This chapter includes the following topics:
n Viewing the Polling and Thresholds tabs


n Understanding SNMP polling, CLI polling, and thresholds


n Understanding polling groups, threshold groups, and settings


n Modifying polling and threshold groups


n Default polling groups and settings


n Default threshold groups and settings


Viewing the Polling and Thresholds tabs
Polling tab for Network Protocol Manager for BGP shows the Polling tab of a Polling and Thresholds
Console that is connected to a Network Protocol Manager for BGP named INCHARGE-BGP. The right
panel of the console identifies BGP SNMP Setting as the setting for the default polling group BGP.
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Figure 10‑1.  Polling tab for Network Protocol Manager for BGP


Thresholds tab for Network Protocol Manager for BGP shows the Thresholds tab of the Polling and
Thresholds Console that is connected to INCHARGE-BGP. The right panel of the console identifies BGP
Session Flapping as the setting for the default threshold group BGP Protocol Endpoints.
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Figure 10‑2.  Thresholds tab for Network Protocol Manager for BGP


Instructions for opening the Polling and Thresholds Console are presented in Chapter 3 Opening the
Global Console


Understanding SNMP polling, CLI polling, and thresholds
As indicated in SNMP-polling and CLI-polling configuration and operation, Network Protocol Manager
uses SNMP polling and CLI polling to monitor the managed network. The monitoring is controlled by
polling-related and threshold-related objects that are created for Network Protocol Manager through the
Polling and Thresholds Console.
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Figure 10‑3.  SNMP-polling and CLI-polling configuration and operation


Network Protocol Manager monitors the health of the network by periodically sending SNMP polls or CLI
polls to the routing-enabled devices to gather status information. The polled status information, in addition
to the received BGP and OSPF trap messages, received BGP and OSPF syslog messages, and received
IP Availability Manager status updates, serves as input to the correlation analysis function of
Network Protocol Manager.


Chapter 15 SNMP Poller describes SNMP polling for correlation analysis.


The execution of SNMP polling requires SNMP read credentials, and the execution of CLI polling requires
CLI login credentials. The SNMPv1, v2c, or v3 read credentials for a discovered device are stored in the
attributes of the SNMPAgent object that is created for the device’s SNMP agent. The CLI login credentials
for a discovered device are stored in a CLI device-access object. Network Protocol Manager imports
SNMPAgent and CLI device-access objects from IP Availability Manager.


Understanding polling groups, threshold groups, and
settings
Using the Polling and Thresholds Console, you can customize the SNMP polling and CLI polling for
Network Protocol Manager by modifying default polling groups, or by creating new polling groups. The
polling groups periodically poll the managed routing-enabled routers to collect protocol session
(adjacency) availability data.
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Using the Polling and Thresholds Console, you can also customize the polling thresholds for
Network Protocol Manager by modifying default threshold groups, or by creating new threshold groups.


Network Protocol Manager uses the settings in a polling or threshold group to assign parameters to the
group.


Modifying polling and threshold groups
Procedures for modifying existing groups and creating new ones are given in Working with groups and
settings.


When you finish editing the properties of a group, perform these steps:


1 Click the Apply button to save your configuration changes to an existing group object or to a newly
created group object in the repository of Network Protocol Manager.


2 Click the Reconfigure toolbar button to make your configuration changes take effect.


When the reconfiguration completes, Network Protocol Manager imports the group object and saves
the group object to its repository. Then, for a polling group object, Network Protocol Manager starts
the polling that is configured for the object; for a threshold group object, Network Protocol Manager
starts using the polling thresholds that are configured for the object.


Default polling groups and settings
Network Protocol Manager provides five default polling groups. Default Network Protocol Manager for
BGP polling groups through Default Network Protocol Manager for OSPF polling groups list the default
polling groups, their target classes, and their settings. The tables also identify the devices that are
supported for the polling groups.


Table 10‑1.  Default Network Protocol Manager for BGP polling groups


Polling group Target class and matching criteria Settings Supported devices


BGP BGPProtocolEndpoint with attributes:
n IsManaged = TRUE
n SystemName = *


BGP SNMP
Setting(default setting)


BGP External Setting


Cisco and Juniper


IPv6 BGP HasIPv6=TRUE BGP_Cli_Setting Cisco and Juniper


Table 10‑2.  Default Network Protocol Manager for EIGRP polling groups


Polling group Target class and matching criteria Settings Supported devices


EIGRP UnitaryComputerSystem with attributes:
n IsManaged = TRUE
n SystemName = *


EIGRP CLI
Setting(default setting)


EIGRP EXTERNAL
Setting


Cisco
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Table 10‑3.  Default Network Protocol Manager for IS-IS polling groups


Polling group Target class and matching criteria Settings Supported devices


Cisco Devices UnitaryComputerSystem with attributes:
n IsManaged = TRUE
n Vendor = CISCO


ISIS CISCO CLI
Setting(default setting)


ISIS EXTERNAL Setting


Cisco


Juniper Devices UnitaryComputerSystem with attributes:
n IsManaged = TRUE
n Vendor = JUNIPER


ISIS JUNIPER SNMP
Setting(default setting)


ISIS EXTERNAL Setting


Juniper


Table 10‑4.  Default Network Protocol Manager for OSPF polling groups


Polling group Target class and matching criteria Settings Supported devices


OSPF OSPFInterface_Base with attributes:
n IsManaged = TRUE
n SystemName = *


OSPF SNMP
Setting(default setting)


OSPF External Setting


Cisco and Juniper


Three things to note about Default Network Protocol Manager for BGP polling groups through Default
Network Protocol Manager for OSPF polling groups:


n Only discovered objects that match the type and attribute values in the “Target class and matching
criteria” column can become members of the group.


n By default, all discovered objects that match the type and attribute values in the “Target class and
matching criteria” column become members of the group.


You can specify matching criteria for a polling group to limit its membership, as explained in Edit
matching criteria.


n The availability of a license for the
VMware Smart Assurance Adapter for Alcatel-Lucent 5620 SAM EMS (the Adapter)determines
whether the following additional polling groups appear:


n 5620 SAM BGP


n 5620 SAM Devices


n 5620 SAM OSPF


The 5620 SAM polling groups appear only if the Adapter license is available. The 5620 SAM
polling groups are described in the
VMware Smart Assurance Adapter for Alcatel-Lucent 5620 SAM EMS User Guide.
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BGP polling group
The BGP default polling group is used by Network Protocol Manager for BGP to monitor the availability of
BGP sessions. Network Protocol Manager for BGP monitors the availability by monitoring the
BGPProtocolEndpoints that are discovered on Cisco or Juniper devices.


Note   Because the standards-based BGP4 MIB (defined in RFC 1657) is used by both Cisco and Juniper
devices, Network Protocol Manager for BGP uses SNMP to discover and monitor the BGP topology for
Cisco and Juniper devices. The BGP polling group uses SNMP polling to monitor BGP sessions by
monitoring the BGPProtocolEndpoints on the discovered devices.


The BGP polling group has a default setting and an optional setting:


n BGP SNMP Setting (default)


n BGP External Setting (optional)


The two settings are mutually exclusive, which means that only one or the other (but not both) can be
specified for a BGP polling group at any given time.


BGP SNMP Setting
The BGP SNMP Setting determines the polling intervals that are used by
Network Protocol Manager for BGP to monitor BGP protocol endpoints.
Network Protocol Manager for BGP monitors the endpoints by probing the SNMP tables on the BGP-
enabled devices.


BGP SNMP Setting parameters and their values lists the BGP SNMP Setting parameters.


Table 10‑5.  BGP SNMP Setting parameters and their values


Parameter Values Description


AnalysisMode ENABLEDDISABLED


Default: ENABLED


Enables or disables:


1 The Network Protocol Manager for BGP polling of
BGP endpoint (BGPProtocolEndpoint) data.


2 The subsequent analysis of the polled data to
determine the status of BGP sessions.


PollingInterval 30 to 3600 seconds


Default: 240 seconds


Sets the time between successive polls.


Retries 0 to 10 retries


Default: 3


Sets the number of retry polls to perform when the initial
poll fails.


Timeout 10 to 10000 milliseconds


Default: 700 milliseconds


Sets the amount of time to wait for the poll response
before the first poll request times out. The timeout value
doubles for each successive retry.


For Timeout=700 msec (0.7 sec) and Retries=3:
n 0.7 seconds for first retry
n 1.4 seconds for second retry
n 2.8 seconds for third retry
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BGP External Setting
The BGP External Setting serves two purposes:


n Provides a means of testing the BGP endpoint instrumentation and analysis functionality of
Network Protocol Manager for BGP.


n Provides a means for Network Protocol Manager for BGP to import BGP endpoint status updates
from an VMware Smart Assurance adapter, such as the
VMware Smart Assurance Adapter for Alcatel-Lucent 5620 SAM EMS.


BGP External Setting parameters and their values lists the BGP External Setting parameters.


Table 10‑6.  BGP External Setting parameters and their values


Parameter Values Description


AnalysisMode ENABLEDDISABLED


Default: ENABLED


Enables or disables the availability analysis of the BGP
endpoint (BGPProtocolEndpoint) data collected from an
external source.


PeerState UNKNOWNIDLECONNECTACTIVEOPEN
SENTOPENCONFIRMESTABLISHED


Default: ESTABLISHED


Determines the initial peer state for the stored
instrumentation objects that represent
BGPProtocolEndpoints.
n UNKNOWN is the default PeerState value before


Network Protocol Manager for BGP sends SNMP
polls to the device that is hosting the BGP endpoint.


n IDLE indicates that the BGP service for the BGP
endpoint refuses all incoming BGP connections. No
resources are allocated to the peer.


n CONNECT indicates that the BGP service for the
BGP endpoint is waiting for the transport protocol
connection to be completed.


n ACTIVE indicates that the BGP service for the BGP
endpoint is trying to acquire a peer by initiating a
transport protocol connection.


n OPENSENT indicates that the BGP service for the
BGP endpoint is waiting for an OPEN message from
its peer. When an OPEN message is received, the
BGP service checks all fields for correctness.


n OPENCONFIRM indicates that the BGP service for
the BGP endpoint is waiting for a KEEPALIVE or
NOTIFICATION message. If the host device receives
a KEEPALIVE message, the BGP service changes
the state to Established.


n ESTABLISHED indicates that the BGP service for the
BGP endpoint can exchange UPDATE,
NOTIFICATION, and KEEPALIVE messages with its
peer.
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EIGRP polling group
The EIGRP default polling group is used by Network Protocol Manager for EIGRP to monitor the
availability of EIGRP sessions. Network Protocol Manager for EIGRP monitors the availability by
monitoring the EIGRPProtocolEndpoints that are discovered on Cisco devices.


Note   Because the enterprise EIGRP MIB is typically not used by Cisco devices,
Network Protocol Manager for EIGRP uses CLI to discover and monitor the EIGRP topology for Cisco
devices. The EIGRP polling group uses CLI polling to monitor EIGRP sessions by monitoring the
EIGRPProtocolEndpoints on the discovered Cisco devices.


The EIGRP polling group has a default setting and an optional setting:


n EIGRP CLI Setting (default)


n EIGRP EXTERNAL Setting (optional)


The two settings are mutually exclusive, which means that only one or the other (but not both) can be
specified for an EIGRP polling group at any given time.


EIGRP CLI Setting
The EIGRP CLI Setting determines the polling intervals that are used by
Network Protocol Manager for EIGRP to establish Telnet, SSH1, or SSH2 sessions to the Cisco devices
and invoke the following CLI command:


show ip eigrp neighbors


The command provides the IP address of the target device’s EIGRP neighbor (remote) and the local
interface by which the neighbor can be reached.


EIGRP CLI Setting parameters and their values lists the EIGRP CLI Setting parameters.


Table 10‑7.  EIGRP CLI Setting parameters and their values


Parameter Values Description


AnalysisMode ENABLEDDISABLED


Default: ENABLED


Enables or disables:


1 The Network Protocol Manager for EIGRP polling of
EIGRP endpoint (EIGRPProtocolEndpoint) data.


2 The subsequent analysis of the polled data to
determine the status of EIGRP sessions.


PollingInterval 30 to 3600 seconds


Default: 240 seconds


Sets the time between successive polls.


VMware Smart Assurance Network Protocol Manager Configuration Guide


VMware, Inc.  114







Table 10‑7.  EIGRP CLI Setting parameters and their values (Continued)


Parameter Values Description


Retries 0 to 10 retries


Default: 3


Sets the number of retry polls to perform when the initial
poll fails.


Timeout 10 to 10000 milliseconds


Default: 700 milliseconds


Sets the amount of time to wait for the poll response
before the first poll request times out. The timeout value
doubles for each successive retry.


For Timeout=700 msec (0.7 sec) and Retries=3:
n 0.7 seconds for first retry
n 1.4 seconds for second retry
n 2.8 seconds for third retry


EIGRP EXTERNAL Setting
The EIGRP EXTERNAL Setting serves two purposes:


n Provides a means of testing the EIGRP endpoint instrumentation and analysis functionality of
Network Protocol Manager for EIGRP.


n Provides a means for Network Protocol Manager for EIGRP to import EIGRP endpoint status updates
from an VMware Smart Assurance adapter, such as the
VMware Smart Assurance Adapter for Alcatel-Lucent 5620 SAM EMS.


n EIGRP EXTERNAL Setting parameters and their values lists the EIGRP EXTERNAL Setting
parameters.


Table 10‑8.  EIGRP EXTERNAL Setting parameters and their values


Parameter Values Description


eigrpPeerAdminStatus UNKNOWNUPDOWN


Default: UNKNOWN


Determines the initial peer administrative state for the
stored instrumentation objects that represent
EIGRPProtocolEndpoints.


PeerState UNKNOWNIDLECONNECTACTI
VEOPENSENTOPENCONFIRM
ESTABLISHED


Default: UNKNOWN


Determines the initial peer state for the stored
instrumentation objects that represent
EIGRPProtocolEndpoints.


Cisco Devices polling group
The Cisco Devices default polling group is used by Network Protocol Manager for IS-IS to monitor the
availability of IS-IS sessions (IS-IS adjacencies). Network Protocol Manager for IS-IS monitors the
availability by monitoring the ISISInterfaces that are discovered on Cisco devices.


Note   Because the standards-based IS-IS MIB (defined in RFC 1195) is not used by Cisco devices,
Network Protocol Manager for IS-IS uses CLI to discover and monitor the IS-IS topology for Cisco
devices. The Cisco Devices polling group uses CLI polling to monitor IS-IS sessions by monitoring the
ISISInterfaces on the discovered Cisco devices.
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The Cisco Devices polling group has a default setting and an optional setting:


n ISIS CISCO CLI Setting (default)


n ISIS EXTERNAL Setting (optional)


The two settings are mutually exclusive, which means that only one or the other (but not both) can be
specified for a Cisco Devices polling group at any given time.


ISIS CISCO CLI Setting
The ISIS CISCO CLI Setting determines the polling intervals that are used by
Network Protocol Manager for IS-IS to establish Telnet, SSH1, or SSH2 sessions to the Cisco devices
and invoke the following CLI command:


show clns neighbors detail


The command provides the target device’s CLNS neighbor interface connections (neighbor IP
addresses).


ISIS CISCO CLI Setting parameters and their values lists the ISIS CISCO CLI Setting parameters.


Table 10‑9.  ISIS CISCO CLI Setting parameters and their values


Parameter Values Description


AnalysisMode ENABLEDDISABLED


Default: ENABLED


Enables or disables:


1 The Network Protocol Manager for IS-IS polling of
IS-IS interface (ISISInterface) data.


2 The subsequent analysis of the polled data to
determine the status of IS-IS sessions.


PollingInterval 30 to 3600 seconds


Default: 240 seconds


Sets the time between successive polls.


Retries 0 to 10 retries


Default: 3


Sets the number of retry polls to perform when the initial
poll fails.


Timeout 10 to 10000 milliseconds


Default: 700 milliseconds


Sets the amount of time to wait for the poll response
before the first poll request times out. The timeout value
doubles for each successive retry.


For Timeout=700 msec (0.7 sec) and Retries=3:
n 0.7 seconds for first retry
n 1.4 seconds for second retry
n 2.8 seconds for third retry


ISIS EXTERNAL Setting
The ISIS EXTERNAL Setting serves two purposes:


n Provides a means of testing the IS-IS interface instrumentation and analysis functionality of
Network Protocol Manager for IS-IS.
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n Provides a means for Network Protocol Manager for IS-IS to import IS-IS interface status updates
from an VMware Smart Assurance VMware Smart Assurance adapter, such as the
VMware Smart Assurance Adapter for Alcatel-Lucent 5620 SAM EMS.


ISIS EXTERNAL Setting parameters and their values lists the ISIS EXTERNAL Setting parameters.


Table 10‑10.  ISIS EXTERNAL Setting parameters and their values


Parameter Values Description


NeighborState UNKNOWNUPINITDOWNFAILED


Default: UP


Determines the initial neighbor state for the stored
instrumentation objects that represent IS-IS interfaces
(ISISInterfaces).


Juniper Devices polling group
The Juniper Devices default polling group is used by Network Protocol Manager for IS-IS to monitor the
availability of IS-IS sessions (IS-IS adjacencies). Network Protocol Manager for IS-IS monitors the
availability by monitoring the ISISInterfaces that are discovered on Juniper devices.


Note   Because the standards-based IS-IS MIB (defined in RFC 1195) is used by Juniper devices,
Network Protocol Manager for IS-IS uses SNMP to discover and monitor IS-IS topology for Juniper
devices. The Juniper Devices polling group uses SNMP polling to monitor IS-IS sessions by monitoring
the ISISInterfaces on the discovered Juniper devices.


The Juniper Devices polling group has a default setting and an optional setting:


n ISIS JUNIPER SNMP Setting (default)


n ISIS EXTERNAL Setting (optional)


The two settings are mutually exclusive, which means that only one or the other (but not both) can be
specified for a Juniper Devices polling group at any given time.


ISIS JUNIPER SNMP Setting
The ISIS JUNIPER SNMP Setting determines the polling intervals that are used by
Network Protocol Manager for IS-IS to monitor IS-IS interfaces. Network Protocol Manager for IS-IS
monitors the interfaces by probing the SNMP tables on the ISIS-enabled devices.


The parameters for the ISIS JUNIPER SNMP Setting parameters are identical to the parameters for the
ISIS CISCO CLI Setting parameters, which are listed in ISIS JUNIPER SNMP Setting.


ISIS EXTERNAL Setting
The parameters for the ISIS EXTERNAL Setting parameters are listed in ISIS EXTERNAL Setting lists
those parameters.


VMware Smart Assurance Network Protocol Manager Configuration Guide


VMware, Inc.  117







OSPF polling group
The OSPF default polling group is used by Network Protocol Manager for OSPF to monitor the availability
of OSPF sessions (OSPF neighbor relationships, OSPF virtual links).
Network Protocol Manager for OSPF monitors the availability by monitoring the OSPFInterfaces and
OSPFVirtualInterfaces that are discovered on Cisco or Juniper devices.


Note   Because the standards-based OSPF MIB (defined in RFC 1253) is used by both Cisco and
Juniper devices, Network Protocol Manager for OSPF uses SNMP to discover and monitor OSPF
topology for Cisco and Juniper devices. The OSPF polling group uses SNMP polling to monitor the OSPF
sessions by monitoring the OSPFInterfaces and OSPFVirtualInterfaces on the discovered devices.


The OSPF polling group has a default setting and an optional setting:


n OSPF SNMP Setting (default)


n OSPF External Setting (optional)


The two settings are mutually exclusive, which means that only one or the other (but not both) can be
specified for an OSPF polling group at any given time.


OSPF SNMP Setting
The OSPF SNMP Setting determines the polling intervals that are used by
Network Protocol Manager for OSPF to monitor OSPF interfaces. Network Protocol Manager for OSPF
monitors the interfaces by probing the SNMP tables on the OSPF-enabled devices.


OSPF SNMP Setting parameters and their values lists the OSPF SNMP Setting parameters.


Table 10‑11.  OSPF SNMP Setting parameters and their values


Parameter Values Description


AnalysisMode ENABLEDDISABLED


Default: ENABLED


Enables or disables:


1 The Network Protocol Manager for OSPF polling of
OSPF interface (OSPFInterface,
OSPFVirtualInterface) data.


2 The subsequent analysis of the polled data to
determine the status of OSPF sessions.


PollingInterval 30 to 3600 seconds


Default: 240 seconds


Sets the time between successive polls.
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Table 10‑11.  OSPF SNMP Setting parameters and their values (Continued)


Parameter Values Description


Retries 0 to 10 retries


Default: 3


Sets the number of retry polls to perform when the initial
poll fails.


Timeout 10 to 10000 milliseconds


Default: 700 milliseconds


Sets the amount of time to wait for the poll response
before the first poll request times out. The timeout value
doubles for each successive retry.


For Timeout=700 msec (0.7 sec) and Retries=3:
n 0.7 seconds for first retry
n 1.4 seconds for second retry
n 2.8 seconds for third retry


OSPF External Setting
The OSPF External Setting serves two purposes:


n Provides a means of testing the OSPF interface instrumentation and analysis functionality of
Network Protocol Manager for OSPF.


n Provides a means for Network Protocol Manager for OSPF to import OSPF interface status updates
from an VMware Smart Assurance adapter, such as
theVMware Smart Assurance Adapter for Alcatel-Lucent 5620 SAM EMS.


OSPF External Setting parameters and their values lists the OSPF External Setting parameters.


Table 10‑12.  OSPF External Setting parameters and their values


Parameter Values Description


AnalysisMode ENABLEDDISABLED


Default: ENABLED


Enables or disables the availability analysis of
OSPF interface (OSPFInterface,
OSPFVirtualInterface) data collected from an
external source.


InitialAdminStatus UNKNOWNENABLEDDISABLED


Default: ENABLED


Determines the initial administrative state for the
stored instrumentation objects that represent
OSPF interfaces.


InitialIfState UNKNOWNDOWNLOOPBACKWAITI
NGPOINT_TO_POINTDESIGNATED
_ROUTERBACKUP_DESIGNATED_
ROUTEROTHER_DESIGNATED_RO
UTER


Default: POINT_TO_POINT


Determines the initial connection state for the
stored instrumentation objects that represent
OSPF interfaces.


InitialMulticastIfState UNKNOWNDOWNLOOPBACKWAITI
NGPOINT_TO_POINTDESIGNATED
_ROUTERBACKUP_DESIGNATED_
ROUTEROTHER_DESIGNATED_RO
UTER


Default:
OTHER_DESIGNATED_ROUTER


Determines the initial multicast IF state for the
stored instrumentation objects that represent
OSPF interfaces.


VMware Smart Assurance Network Protocol Manager Configuration Guide


VMware, Inc.  119







Table 10‑12.  OSPF External Setting parameters and their values (Continued)


Parameter Values Description


InitialNeighborState UNKNOWNDOWNATTEMPTINITTW
O_WAYEXCHANGE_STARTEXCHA
NGELOADINGFULL


Default: FULL


Determines the initial neighbor state for the stored
instrumentation objects that represent OSPF
interfaces.


InitialNonMulticastIfState UNKNOWNDOWNLOOPBACKWAITI
NGPOINT_TO_POINTDESIGNATED
_ROUTERBACKUP_DESIGNATED_
ROUTEROTHER_DESIGNATED_RO
UTER


Default: POINT_TO_POINT


Determines the initial non-multicast IF state for
the stored instrumentation objects that represent
OSPF interfaces.


InitialVirtualIfState UNKNOWNDOWNLOOPBACKWAITI
NGPOINT_TO_POINTDESIGNATED
_ROUTERBACKUP_DESIGNATED_
ROUTEROTHER_DESIGNATED_RO
UTER


Default: POINT_TO_POINT


Determines the initial virtual state for the stored
instrumentation objects that represent OSPF
virtual interfaces.


InitialVirtualNeighborState UNKNOWNDOWNATTEMPTINITTW
O_WAYEXCHANGE_STARTEXCHA
NGELOADINGFULL


Default: FULL


Determines the initial virtual neighbor state for the
stored instrumentation objects that represent
OSPF virtual interfaces.


Default threshold groups and settings
Network Protocol Manager provides one default threshold group. Default Network Protocol Manager for
BGP threshold groups lists the default threshold group, its target class, and its setting. The table also
identifies the devices that are supported for the threshold group.


Table 10‑13.  Default Network Protocol Manager for BGP threshold groups


Threshold group Target class and matching criteria Settings Supported devices


BGP Protocol Endpoints BGPProtocolEndpoint (no specified
attributes)


BGP Session Flapping Cisco and Juniper


Two things to note about Default Network Protocol Manager for BGP threshold groups:


n Only discovered objects that match the type and attribute values in the “Target class and matching
criteria” column can become members of the group.


n By default, all discovered objects that match the type and attribute values in the “Target class and
matching criteria” column become members of the group.


You can specify matching criteria for a threshold group to limit its membership, as explained in Edit
matching criteria.
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BGP Protocol Endpoints threshold group
The BGP Protocol Endpoints default threshold group is used by Network Protocol Manager for BGP to
configure parameters for flapping analysis of BGP protocol endpoints. (A flapping endpoint is an endpoint
that is continually going up and down.) Flapping analysis monitors SNMP bgpEstablished traps to identify
a flapping endpoint, and then generates a Flapping event for the associated BGP session to report that
the endpoint is flapping.


The VMware Smart Assurance Network Protocol Manager for BGP User Guide provides information
about how the Network Protocol Manager for BGP determines that a BGP protocol endpoint is flapping.


BGP Session Flapping setting
The BGP Session Flapping setting for the BGP Protocol Endpoints threshold group controls the flapping
analysis. BGP Session Flapping setting parameters and their values lists the BGP Session Flapping
setting parameters.


Table 10‑14.  BGP Session Flapping setting parameters and their values


Parameter Default value Description


FLAP_Clear_Window 0 to any positive integer in
minutes


Default: 60 minutes


Length of time to wait before clearing a Flapping event for a
BGP session.


The length of time should be set to a value that is greater
than the value of the Trap_Time_Window. Exception: A
value of 0 disables the clearing of Flapping events, meaning
that Flapping events will remain active indefinitely.


Note   You can manually clear Flapping events at any time
by setting the Trap_Count_Threshold or Trap_Time_Window
parameter to 0 and then clicking the Reconfigure toolbar
button. The Reconfigure toolbar button is described in BGP
Session Flapping setting.


Trap_Count_Threshold 0 to any positive integer


Default: 0


Number of SNMP bgpEstablished traps that must be
received within the Trap_Time_Window for
Network Protocol Manager for BGP to consider a BGP
protocol endpoint flapping.


A value of 0 disables flapping analysis.


Trap_Time_Window 0 to any positive integer in
seconds


Default: 30 seconds


Window of time within which the minimum number of
bgpEstablished traps must be received for
Network Protocol Manager for BGP to consider a BGP
protocol endpoint flapping.


When the number of received bgpEstablished traps equals
or exceeds the Trap_Count_Threshold during this window of
time, the endpoint is considered to be flapping.


A value of 0 disables flapping analysis.
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Wildcard Patterns 11
Types of wildcard patterns
A wildcard pattern is a series of characters that are matched against incoming character strings. You can
use these patterns when you define pattern matching criteria.


Matching is done strictly from left to right, one character or basic wildcard pattern at a time. Basic wildcard
patterns are defined in Basic wildcard patterns. Characters that are not part of match constructs match
themselves. The pattern and the incoming string must match completely. For example, the pattern abcd
does not match the input abcde or abc.


A compound wildcard pattern consists of one or more basic wildcard patterns separated by ampersand
(&) or tilde (~) characters. A compound wildcard pattern is matched by attempting to match each of its
component basic wildcard patterns against the entire input string. Compound wildcard patterns are listed
in Compound wildcard patterns.


If the first character of a compound wildcard pattern is an ampersand (&) or tilde (~) character, the
compound is interpreted as if an asterisk (*) appeared at the beginning of the pattern. For example, the
pattern ~*[0-9]* matches any string that does not contain any digits. A trailing instance of an ampersand
character (&) can only match the empty string. A trailing instance of a tilde character (~) can be read as
“except for the empty string.”


Note   Spaces are interpreted as characters and are subject to matching even if they are adjacent to
operators like “&”.


Table 11‑1.  Basic wildcard patterns


Character Description


? Matches any single character.


For example, server?.example.com matches server3.example.com and serverB.example.com, but not
server10.example.com.


* Matches an arbitrary string of characters. The string can be empty.


For example, server*.example.com matches server-ny.example.com and server.example.com (an empty
match).
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Table 11‑1.  Basic wildcard patterns (Continued)


Character Description


[set] Matches any single character that appears within [set]; or, if the first character of [set] is (^), any single
character that is notin the set. A hyphen (-) within [set] indicates a range, so that [a-d] is equivalent to
[abcd]. The character before the hyphen (-) must precede the character after it or the range will be empty.
The character (^) in any position except the first, or a hyphen (-) at the first or last position, has no special
meaning.


For example, server[789-].example.com matches server7.example.com through server9.example.com,
but not server6.example.com. It also matches server-.example.com.


For example, server[^12].example.com does not match server1.example.com or server2.example.com,
but will match server8.example.com.


<n1-n2> Matches numbers in a given range. Both n1and n2must be strings of digits, which represent nonnegative
integer values. The matching characters are a non-empty string of digits whose value, as a nonnegative
integer, is greater than or equal to n1 and less than or equal to n2. If either end of the range is omitted,
no limitation is placed on the accepted number.


For example, 98.49.<1-100>.10 matches a range of IPv4 addresses from 98.49.1.10 through
98.49.100.10.


Example of an omitted high end of the range: <50->matches any string of digits with a value greater than
or equal to 50.


Example of an omitted low end of the range: <-150>matches any value between zero and 150.


For a more subtle example: The pattern <1-10>* matches 1, 2, up through 10, with * matching no
characters. Similarly, it matches strings like 9x, with * matching the trailing x. However, it does not match
11, because <1-10>always extracts the longest possible string of digits (11) and then matches only if the
number it represents is in range.


| Matches alternatives. For example,”ab|bc|cd” without spaces matches exactly the three following strings:
“ab”, “bc”, and “cd”. A | as the first or last character of a pattern accepts an empty string as a match.


Example with spaces “ab | bc” matches the strings “ab” and “ bc”.


\ Removes the special status, if any, of the following character. Backslash (\) has no special meaning
within a set ([set]) or range (<n1-n2>) construct.


Special characters for compound wildcard patterns are summarized in Compound wildcard patterns.


Character Description


& “And Also” for a compound wildcard pattern. If a component basic wildcard pattern is preceded by & (or is the
first basic wildcard pattern in the compound wildcard pattern), it mustsuccessfully match.


Example: *NY*&*Router* matches all strings that contain NY and also contain Router.


Example: <1-100>&*[02468] matches even numbers between 1 and 100 inclusive. The <1-100>component
only passes numbers in the correct range and the *[02468] component only passes numbers that end in an
even digit.


Example: *A*|*B*&*C* matches strings that contain either an A or a B, and also contain a C.


~ “Except” for a compound wildcard pattern (opposite function of &).If a component basic wildcard pattern is
preceded by ~, it must notmatch.


Example: 10.20.30.*~10.20.30.50 matches all devices on network 10.20.30 except 10.20.30.50.


Example: *Router*~*Cisco*&*10.20.30.*~10.20.30.<10-20>* matches a Router, except a Cisco router, with an
address on network 10.20.30, except not 10.20.30.10 through 10.20.30.20.
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MIBs Polled and Traps
Processed 12
This chapter includes the following topics:


n MIBs polled and traps processed for BGP monitoring


n MIBs polled and traps processed for OSPF monitoring


n MIBs polled for IS-IS monitoring


MIBs polled and traps processed for BGP monitoring
Network Protocol Manager for BGP supports SNMPv1, v2c, and v3 for the BGP4 MIB objects and traps
that are defined in RFC 1657. It reads the BGP4 MIB objects that are identified in the
VMware Smart Assurance Network Protocol Manager Discovery Guide Supplement to discover the
following BGP objects:


n BGP autonomous systems


n BGP services


n BGP protocol endpoints


n BGP sessions


n BGP session groups


Network Protocol Manager for BGP then proceeds to monitor the discovered BGP objects by:


n Polling the BGP4 MIBs on the managed devices (described in MIBs polled by BGP).


n Processing BGP-related SNMP traps issued by the managed devices (optional and described in 
Traps processed for BGP).


n Processing BGP-related syslog messages issued by the managed devices (optional and described in
“Syslog messages processed for BGP monitoring” on page 160).


MIBs polled by BGP
After discovering and creating the BGP topology objects in its repository,
Network Protocol Manager for BGP monitors the status of the BGP objects by periodically establishing
SNMP sessions to the managed devices and polling the BGP4 MIB objects that are listed in 
Instrumentation MIB objects polled by NPM for BGP (IPv4).
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Table 12‑1.  Instrumentation MIB objects polled by NPM for BGP (IPv4)


MIB object OID Description Module


bgpPeerIdentifier .1.3.6.1.2.1.15.3.1.1 BGP Identifier of this entry’s BGP peer. BGP4 MIB


bgpPeerState .1.3.6.1.2.1.15.3.1.2 BGP peer connection state. BGP4 MIB


bgpPeerAdminStatus .1.3.6.1.2.1.15.3.1.3 BGP peer administrative status. BGP4 MIB


bgpPeerNegotiatedVersion .1.3.6.1.2.1.15.3.1.4 Negotiated version of BGP that is running
between two BGP peers.


BGP4 MIB


bgpPeerLocalAddr .1.3.6.1.2.1.15.3.1.5 Local IP address of this entry’s BGP connection. BGP4 MIB


bgpPeerLocalPort .1.3.6.1.2.1.15.3.1.6 Local port for the TCP connection between the
BGP peers.


BGP4 MIB


bgpPeerRemotePort .1.3.6.1.2.1.15.3.1.8 Remote port for the TCP connection between the
BGP peers.


BGP4 MIB


bgpPeerRemoteAS .1.3.6.1.2.1.15.3.1.9 Remote autonomous system (AS) number. BGP4 MIB


bgpPeerInUpdates .1.3.6.1.2.1.15.3.1.10 Number of BGP UPDATE messages received on
this connection. This object should be initialized to
zero (0) when the connection is established.


BGP4 MIB


bgpPeerLastError .1.3.6.1.2.1.15.3.1.14 Last error code and subcode seen by this BGP
peer on this connection. If no error has occurred,
this field is zero (0).


BGP4 MIB


Network Protocol Manager for BGP parses the SNMP response to obtain the status information, and then
updates in real time the status of the appropriate BGP objects in its repository.


Traps processed for BGP
Network Protocol Manager for BGP supports BGP standard SNMPv1, v2, and v3 traps that are defined in
RFC 1657. It processes data found in the following fields of each trap message:


n Enterprise


n Generic Trap Identifier


n Specific Trap Identifier


n Variable-Bindings


n IP address of the SNMP agent


Network Protocol Manager for BGP extracts the information from the trap messages and updates the
appropriate device attributes. In addition, for any trap message that contains at least one BGP
endpoint (BGP protocol endpoint) that is not currently in its repository,
Network Protocol Manager for BGP sends SNMP polls to the appropriate device to rediscover the
device’s BGP-related objects.


SNMP traps processed by Network Protocol Manager for BGP lists the SNMP traps that are
processed by Network Protocol Manager for BGP.
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Table 12‑2.  SNMP traps processed by Network Protocol Manager for BGP


Trap name OID Description Module


bgpEstablished .1.3.6.1.2.1.15.7.1 Generated when the BGP finite state machine
(FSM) enters the ESTABLISHED state.


BGP4 MIB


bgpBackwardTransition .1.3.6.1.2.1.15.7.2 Generated when the BGP FSM moves from a
higher numbered state to a lower numbered state.


BGP4 MIB


Cisco configuration traps processed and devices rediscovered
Network Protocol Manager for BGP also processes the following Cisco configuration traps:


n ciscoConfigManEvent .1.3.6.1.4.1.9.9.43.2 specific Trap ID: 1


n ciscoConfigManEvent .1.3.6.1.4.1.9.9.43.2.0.1


For every Cisco configuration trap received, Network Protocol Manager for BGP sends SNMP polls to
the appropriate device to rediscover the device’s BGP-related elements.


Limitation if traps are not used
If neither SNMP traps nor syslog messages are received by Network Protocol Manager for BGP,
immediate asynchronous notification of status change is not available. Instead, the response time is
determined by the length of the SNMP polling interval (240 seconds by default).


MIBs polled and traps processed for OSPF monitoring
Network Protocol Manager for OSPF supports SNMPv1, v2c, and v3 for the OSPF MIB objects that are
defined in RFC 1253 and the OSPF traps that are defined in RFC 1850. It reads the OSPF MIB objects
that are identified in the
VMware Smart Assurance Network Protocol Manager Discovery Guide Supplement to discover the
following OSPF objects:


n OSPF areas


n OSPF area configurations


n OSPF services


n OSPF networks


n OSPF interfaces


n OSPF virtual interfaces


n OSPF neighbor endpoints


n OSPF virtual neighbor endpoints


n OSPF neighbor relationships


n OSPF virtual links


Network Protocol Manager for OSPF then proceeds to monitor the discovered OSPF objects by:
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n Polling the OSPF MIBs on the managed devices (described in MIBs polled by OSPF).


n Processing OSPF-related SNMP traps issued by the managed devices (optional and described in 
Traps processed for OSPF).


n Processing OSPF-related syslog messages issued by the managed devices (optional and described
in Enabling BGP Max Route (Prefix) threshold monitoring).


MIBs polled by OSPF
After discovering and creating the OSPF topology objects in its repository,
Network Protocol Manager for OSPF monitors the status of the OSPF objects by periodically establishing
SNMP sessions to the managed devices and polling the OSPF MIB objects that are listed in 
Instrumentation MIB objects polled by Network Protocol Manager for OSPF.


Note   Cisco devices that support RFC 5643 are supported for IPv6 discovery and monitoring.


Table 12‑3.  Instrumentation MIB objects polled by Network Protocol Manager for OSPF


MIB object Object ID Description Module
Protoc
ol


ospfIfRtrPriority .1.3.6.1.2.1.14.7.1.6 Priority of this OSPF interface. In
multi-access networks, used in the
designated router (DR) election
algorithm.


OSPF MIB IPv4


ospfIfHelloInterval .1.3.6.1.2.1.14.7.1.9 Length of time, in seconds, between
the Hello packets that the router
sends on this OSPF interface.


OSPF MIB IPv4


ospfIfRtrDeadInterval .1.3.6.1.2.1.14.7.1.10 Number of seconds that a router’s
Hello packets have not been
received before its neighbors
declare the router down.


OSPF MIB IPv4


ospfIfAuthKey .1.3.6.1.2.1.14.7.1.16 Authentication key used to
authenticate OSPF interfaces.


OSPF MIB IPv4


ospfIfAuthType .1.3.6.1.2.1.14.7.1.20 Authentication type specified for an
OSPF interface.


OSPF MIB IPv4


ospfIfAdminStat .1.3.6.1.2.1.14.7.1.5 OSPF interface’s administrative
status. The value formed on the
interface is advertised as an internal
route to some area.


OSPF MIB IPv4


ospfIfState .1.3.6.1.2.1.14.7.1.12 OSPF interface state. OSPF MIB IPv4


ospfIfDesignatedRouter .1.3.6.1.2.1.14.7.1.13 IP Address of the DR. OSPF MIB IPv4


ospfIfBackupDesignatedRouter .1.3.6.1.2.1.14.7.1.14 IP Address of the BDR. OSPF MIB IPv4


ospfIfEvents .1.3.6.1.2.1.14.7.1.15 Number of state changes or error
events on this OSPF interface.


OSPF MIB IPv4


ospfVirtIfHelloInterval .1.3.6.1.2.1.14.9.1.5 Length of time, in seconds, between
the Hello packets that the router
sends on this OSPF virtual interface.


OSPF MIB IPv4
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Table 12‑3.  Instrumentation MIB objects polled by Network Protocol Manager for OSPF
(Continued)


MIB object Object ID Description Module
Protoc
ol


ospfVirtIfRtrDeadInterval .1.3.6.1.2.1.14.9.1.6 Number of seconds that a router’s
Hello packets have not been
received before its neighbors
declare the router down.


OSPF MIB IPv4


ospfVirtIfState .1.3.6.1.2.1.14.9.1.7 OSPF virtual interface states. OSPF MIB IPv4


ospfVirtIfEvents .1.3.6.1.2.1.14.9.1.8 Number of state changes or error
events on this virtual link.


OSPF MIB IPv4


ospfVirtIfAuthKey .1.3.6.1.2.1.14.9.1.9 If authentication type is
simplePassword, the device left-
adjusts and zero-fills to 8 octets.


OSPF MIB IPv4


ospfVirtIfAuthType .1.3.6.1.2.1.14.9.1.11 Authentication type specified for a
virtual interface.


OSPF MIB IPv4


ospfNbrRtrId .1.3.6.1.2.1.14.10.1.3 A 32-bit integer that uniquely
identifies the neighboring router in
the AS.


OSPF MIB IPv4


ospfNbrState .1.3.6.1.2.1.14.10.1.6 State of the relationship with this
neighbor.


OSPF MIB IPv4


ospfNbrEvents .1.3.6.1.2.1.14.10.1.7 Number of times this neighbor
relationship has changed state, or
an error has occurred.


OSPF MIB IPv4


ospfNbrLsRetransQLen .1.3.6.1.2.1.14.10.1.8 Current length of the retransmission
queue.


OSPF MIB IPv4


ospfVirtNbrIpAddr .1.3.6.1.2.1.14.11.1.3 IP address this virtual neighbor is
using.


OSPF MIB IPv4


ospfVirtNbrState .1.3.6.1.2.1.14.11.1.5 State of the virtual neighbor
relationship.


OSPF MIB IPv4


ospfVirtNbrEvents .1.3.6.1.2.1.14.11.1.6 Number of times this virtual link has
changed its state, or an error has
occurred.


OSPF MIB IPv4


ospfVirtNbrLsRetransQLen .1.3.6.1.2.1.14.11.1.7 Current length of the retransmission
queue.


OSPF MIB IPv4


ospfv3AreaSummary .1.3.6.1.2.1.191.1.7.1.3 A 32-bit integer uniquely identifying
the area to which the interface
connects.


Area ID 0 is used for the OSPFv3
backbone.


OSPF v3
MIB


IPv6
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Table 12‑3.  Instrumentation MIB objects polled by Network Protocol Manager for OSPF
(Continued)


MIB object Object ID Description Module
Protoc
ol


ospfv3AdminStatus .1.3.6.1.2.1.191.1.1.2 The administrative status of OSPFv3
in the router. The value \enabled\
denotes that the OSPFv3 Process is
active on at least one
interface; \disabled\ disables it on all
interfaces. This object is persistent,
and when written, the entity
SHOULD save the change to non-
volatile storage.


OSPF v3
MIB


IPv6


ospfv3IfAreaId .1.3.6.1.2.1.191.1.7.1.3 A 32-bit integer uniquely identifying
the area to which the interface
connects. Area ID 0 is used for the
OSPFv3 backbone.


OSPF v3
MIB


IPv6


ospfv3IfType .1.3.6.1.2.1.191.1.7.1.4 The OSPFv3 interface type. OSPF v3
MIB


IPv6


ospfv3IfAdminStatus .1.3.6.1.2.1.191.1.7.1.5 The OSPFv3 interface\s
administrative status. The value
formed on the interface; the interface
will be advertised as an internal
route to some area. The
value \disabled\ denotes that the
interface is external to OSPFv3.
Note that a value of \disabled\ for the
object ospfv3AdminStatus will
override a value of \enabled\ for the
interface.


OSPF v3
MIB


IPv6


ospfv3IfRtrPriority .1.3.6.1.2.1.191.1.7.1.6 The priority of this interface. Used in
multi-access networks, this field is
used in the designated-router
election algorithm. The value 0
signifies that the router is not eligible
to become the Designated Router on
this particular network. In the event
of a tie in this value, routers will use
their Router ID as a tie breaker.


OSPF v3
MIB


IPv6


ospfv3IfTransitDelay .1.3.6.1.2.1.191.1.7.1.7 The estimated number of seconds it
takes to transmit a Link State
Update packet over this interface.
LSAs contained in the update packet
must have their age incremented by
this amount before transmission.
This value should take into account
the transmission and propagation
delays of the interface.


OSPF MIB IPv6
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Table 12‑3.  Instrumentation MIB objects polled by Network Protocol Manager for OSPF
(Continued)


MIB object Object ID Description Module
Protoc
ol


ospfv3IfRetransInterval .1.3.6.1.2.1.191.1.7.1.8 The number of seconds between link
state advertisement retransmissions
for adjacencies belonging to this
interface. This value is also used
when retransmitting database
description and Link State Request
packets.


OSPF MIB IPv6


ospfv3IfPollInterval .1.3.6.1.2.1.191.1.7.1.11 The larger time interval, in seconds,
between the Hello packets sent to
an inactive, non-broadcast multi-
access neighbor.


OSPF MIB IPv6


ospfv3IfState .1.3.6.1.2.1.191.1.7.1.12 The OSPFv3 interface state. An
interface may be in standby state if
there are multiple interfaces on the
link and another interface is active.
The interface may be in Down state
if the underlying IPv6 interface is
down or if the admin status
is \disabled\ either globally or for the
interface.


OSPF MIB IPv6


ospfv3IfDemand .1.3.6.1.2.1.191.1.7.1.17 Indicates whether Demand OSPFv3
procedures (Hello suppression to
FULL neighbors and setting the
DoNotAge flag on propagated LSAs)
should be performed on this
interface.


OSPF MIB IPv6


ospfv3CfgNbrRowStatus .1.3.6.1.2.1.191.1.10.1.6 This object permits management of
the table by facilitating actions such
as row creation, construction, and
destruction. The value of this object
has no effect on whether other
objects in this conceptual row can be
modified.


OSPF MIB IPv6


ospfv3NbrAddress .1.3.6.1.2.1.191.1.9.1.5 The IPv6 address of the neighbor
associated with the local link.


OSPF v3
MIB


IPv6


ospfv3NbrState .1.3.6.1.2.1.191.1.9.1.8 The state of the relationship with this
neighbor.


OSPF v3
MIB


IPv6


ospfv3NbrIfId .1.3.6.1.2.1.191.1.9.1.12 The Interface ID that the neighbor
advertises in its Hello packets on
this link, that is, the neighbor\s local
interface index.


OSPF v3
MIB


IPv6


opsfv3NbrHelloSuppressed .1.3.6.1.2.1.191.1.9.1.11 Indicates whether Hellos are being
suppressed to the neighbor.


OSPF v3
MIB


IPv6
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Table 12‑3.  Instrumentation MIB objects polled by Network Protocol Manager for OSPF
(Continued)


MIB object Object ID Description Module
Protoc
ol


ospfv3VirtIfTransitDelay .1.3.6.1.2.1.191.1.8.1.5 The estimated number of seconds it
takes to transmit a Link State
Update packet over this interface.


OSPF v3
MIB


IPv6


ospfv3VirtIfRetransInterval .1.3.6.1.2.1.191.1.8.1.6 The number of seconds between link
state advertisement retransmissions
for adjacencies belonging to this
interface. This value is also used
when retransmitting database
description and Link State Request
packets. This value should be well
over the expected round-trip time.


OSPF v3
MIB


IPv6


ospfv3VirtNbrIfIndex .1.3.6.1.2.1.191.1.11.1.3 The local Interface ID for the virtual
link over which the neighbor can be
reached.


OSPF v3
MIB


IPv6


ospfv3VirtNbrAddress .1.3.6.1.2.1.191.1.11.1.6 The IPv6 address advertised by this
virtual neighbor. It must be a global
scope address.


OSPF v3
MIB


IPv6


ospfv3VirtNbrLsRetransQLen .1.3.6.1.2.1.191.1.11.1.10 The current length of the
retransmission queue.


OSPF v3
MIB


IPv6


ospfv3VirtNbrHelloSuppressed .1.3.6.1.2.1.191.1.11.1.11 Indicates whether Hellos are being
suppressed to the neighbor.


OSPF v3
MIB


IPv6


ospfv3IfAdminStatus .1.3.6.1.2.1.191.1.7.1.5 The OSPFv3 interface\s
administrative status. The value
formed on the interface; the interface
will be advertised as an internal
route to some area. The
value \disabled\ denotes that the
interface is external to OSPFv3.
Note that a value of \disabled\ for the
object ospfv3AdminStatus will
override a value of \enabled\ for the
interface.


OSPF v3
MIB


IPv6


ospfv3IfState .1.3.6.1.2.1.191.1.7.1.12 The OSPFv3 interface state. An
interface may be in standby state if
there are multiple interfaces on the
link and another interface is active.
The interface may be in Down state
if the underlying IPv6 interface is
down or if the admin status
is \disabled\ either globally or for the
interface.


OSPF v3
MIB


IPv6


ospfv3IfDesignatedRouter .1.3.6.1.2.1.191.1.7.1.13 The Router ID of the Designated
Router.


OSPF v3
MIB


IPv6


ospfv3IfBackupDesignatedRouter .1.3.6.1.2.1.191.1.7.1.14 The Router ID of the Backup
Designated Router.


OSPF v3
MIB


IPv6
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Table 12‑3.  Instrumentation MIB objects polled by Network Protocol Manager for OSPF
(Continued)


MIB object Object ID Description Module
Protoc
ol


ospfv3IfEvents .1.3.6.1.2.1.191.1.7.1.15 The number of times this OSPFv3
interface has changed its state or an
error has occurred. Discontinuities in
the value of this counter can occur at
re-initialization of the management
system and at other times as
indicated by the value of
ospfv3DiscontinuityTime.


OSPF v3
MIB


IPv6


ospfv3IfRtrPriority .1.3.6.1.2.1.191.1.7.1.6 The priority of this interface. Used in
multi-access networks, this field is
used in the designated-router
election algorithm. The value 0
signifies that the router is not eligible
to become the Designated Router on
this particular network. In the event
of a tie in this value, routers will use
their Router ID as a tie breaker.


OSPF v3
MIB


IPv6


ospfv3IfHelloInterval 1.3.6.1.2.1.191.1.7.1.9 The length of time, in seconds,
between the Hello packets that the
router sends on the interface. This
value must be the same for all
routers attached to a common
network.


OSPF v3
MIB


IPv6


ospfv3IfRtrDeadInterval 1.3.6.1.2.1.191.1.7.1.10 The number of seconds that a
router\s Hello packets have not been
seen before its neighbors declare
the router down on the interface.
This should be some multiple of the
Hello interval. This value must be
the same for all routers attached to a
common network.


OSPF v3
MIB


IPv6


Network Protocol Manager for OSPF parses the SNMP response to obtain the status information, and
then updates in real time the status of the appropriate OSPF objects in its repository.


Traps processed for OSPF
Network Protocol Manager for OSPF supports OSPF standard SNMPv1, v2, and v3 traps that are defined
in RFC 1850. It processes data found in the following fields of each trap message:


n Enterprise


n Generic Trap Identifier


n Specific Trap Identifier


n Variable-Bindings
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n IP address of the SNMP agent


Network Protocol Manager for OSPF extracts the information from the trap messages and updates
the appropriate device attributes. In addition, for any trap message that contains at least one OSPF
endpoint (OSPF neighbor endpoint, OSPF virtual neighbor endpoint) that is not currently in its
repository, Network Protocol Manager for OSPF sends SNMP polls to the appropriate device to
rediscover the device’s OSPF-related objects.


SNMP traps processed by Network Protocol Manager for OSPF lists the SNMP traps that are
processed by Network Protocol Manager for OSPF.


Table 12‑4.  SNMP traps processed by Network Protocol Manager for OSPF


Trap name OID Description Module


ospfVirtIfStateChange .1.3.6.1.2.1.14.16.2.1 Signifies a change in the state of an OSPF
virtual interface. This trap should be generated
when the interface state regresses (for
example, goes from Point-to-Point to Down) or
progresses to a terminal state (that is, Point-to-
Point).


OSPF MIB


ospfNbrStateChange .1.3.6.1.2.1.14.16.2.2 Signifies a change in the state of a non-virtual
OSPF neighbor. This trap should be generated
when the neighbor state regresses or
progresses to a terminal state.


OSPF MIB


ospfVirtNbrStateChange .1.3.6.1.2.1.14.16.2.3 Signifies a change in the state of an OSPF
virtual neighbor. This trap should be generated
when the neighbor state regresses or
progresses to a terminal state.


OSPF MIB


ospfIfConfigError .1.3.6.1.2.1.14.16.2.4 Signifies that a packet has been received on a
non-virtual interface from a router whose
configuration parameters conflict with this
router’s configuration parameters.


OSPF MIB


ospfVirtIfConfigError .1.3.6.1.2.1.14.16.2.5 Signifies that a packet has been received on a
virtual interface from a router whose
configuration parameters conflict with this
router’s configuration parameters.


OSPF MIB


ospfIfAuthFailure .1.3.6.1.2.1.14.16.2.6 Signifies that a packet has been received on a
non-virtual interface from a router whose
authentication key or authentication type
conflicts with this router’s authentication key or
authentication type.


OSPF MIB


ospfVirtIfAuthFailure .1.3.6.1.2.1.14.16.2.7 Signifies that a packet has been received on a
virtual interface from a router whose
authentication key or authentication type
conflicts with this router’s authentication key or
authentication type.


OSPF MIB


ospfIfRxBadPacket .1.3.6.1.2.1.14.16.2.8 Signifies that an OSPF packet has been
received on a non-virtual interface that cannot
be parsed.


OSPF MIB
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Table 12‑4.  SNMP traps processed by Network Protocol Manager for OSPF (Continued)


Trap name OID Description Module


ospfVirtIfRxBadPacket .1.3.6.1.2.1.14.16.2.9 Signifies that an OSPF packet has been
received on a virtual interface that cannot be
parsed.


OSPF MIB


ospfTxRetransmit .1.3.6.1.2.1.14.16.2.10 Signifies that an OSPF packet has been
retransmitted on a non-virtual interface.


OSPF MIB


ospfVirtIfTxRetransmit .1.3.6.1.2.1.14.16.2.11 Signifies that an OSPF packet has been
retransmitted on a virtual interface. All packets
that may be retransmitted are associated with
a link-state database entry.


OSPF MIB


ospfOriginateLsa .1.3.6.1.2.1.14.16.2.12 Signifies that a new link-state advertisement
(LSA) has been originated by this router. This
trap should not be invoked for simple refreshes
of LSAs (which happens every 30 minutes), but
instead is invoked only when an LSA is
originated (or re-originated) due to a topology
change.


OSPF MIB


ospfMaxAgeLsa .1.3.6.1.2.1.14.16.2.13 Signifies that one of the LSAs in the router’s
link-state database has aged to MaxAge.


OSPF MIB


ospfLsdbOverflow .1.3.6.1.2.1.14.16.2.14 Signifies that the number of LSAs in the
router’s link-state database has exceeded
ospfExtLsdbLimit.


OSPF MIB


ospfLsdbApproachingOverflow .1.3.6.1.2.1.14.16.2.15 Signifies that the number of LSAs in the
router’s link-state database has exceeded 90
percent of ospfExtLsdbLimit.


OSPF MIB


ospfIfStateChange .1.3.6.1.2.1.14.16.2.16 Signifies a change in the state of a non-virtual
OSPF interface. This trap should be generated
when the interface state regresses or
progresses to a terminal state.


OSPF MIB


Cisco configuration traps processed and devices rediscovered
Network Protocol Manager for OSPF also processes the following Cisco configuration traps:


n ciscoConfigManEvent .1.3.6.1.4.1.9.9.43.2 specific Trap ID: 1


n ciscoConfigManEvent .1.3.6.1.4.1.9.9.43.2.0.1


For every Cisco configuration trap received, Network Protocol Manager for OSPF sends SNMP polls
to the appropriate device to rediscover the device’s OSPF-related objects.


Limitation if traps are not used
If neither SNMP traps nor syslog messages are received by Network Protocol Manager for OSPF,
immediate asynchronous notification of status change is not available. Instead, the response time is
determined by the length of the SNMP polling interval (240 seconds by default).
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MIBs polled for IS-IS monitoring
Network Protocol Manager for IS-IS supports the IS-IS MIB objects that are defined in RFC 1195 and in
RFC 4444.


IS-IS MIB objects that are defined in RFC 1195
Network Protocol Manager for IS-IS supports SNMPv1, v2c, and v3 for the IS-IS MIB objects that are
defined in RFC 1195. It does not receive or process SNMP traps.


Because the IS-IS MIB is used by Juniper devices but not by Cisco devices,
Network Protocol Manager for IS-IS uses:


n SNMP discovery and SNMP polling to discover and monitor the IS-IS topology for Juniper devices.


n CLI discovery and CLI polling to discover and monitor the IS-IS topology for Cisco devices.


The CLI commands that are invoked for IS-IS discovery are identified in the
VMware Smart Assurance Network Protocol Manager Discovery Guide Supplement , and the CLI
commands that are invoked for IS-IS monitoring are described in CLI commands for IS-IS monitoring.


For Juniper devices, Network Protocol Manager for IS-IS reads the IS-IS MIB objects that are
identified in the VMware Smart Assurance Network Protocol Manager Discovery Guide Supplement
to discover the following IS-IS objects:


n IS-IS areas


n IS-IS services


n IS-IS networks


n IS-IS interfaces


n IS-IS neighbor endpoints


n IS-IS adjacencies


Network Protocol Manager for IS-IS then proceeds to monitor the discovered IS-IS objects by polling
the IS-IS MIBs on the managed devices.


MIBs polled for IS-IS (RFC 1195)
After discovering and creating the IS-IS topology objects in its repository,
Network Protocol Manager for IS-IS monitors the status of the IS-IS objects by periodically establishing
SNMP sessions to the Juniper devices and polling the IS-IS MIB objects that are listed in MIB object
polled for instrumentation by Network Protocol Manager for IS-IS.
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Table 12‑5.  MIB object polled for instrumentation by Network Protocol Manager for IS-IS


MIB object OID Description Module
Protoc
ol


isisISAdjState .1.3.6.1.3.37.1.5.1.1.2 The state of the adjacency:


1 (DOWN)


2 (INITIALIZING)


3 (UP)


4 (FAILED)


IS-IS MIB IPv4


ciiAreaAddr .1.3.6.1.4.1.9.10.118.1.1.3.1.1 The area address reported in a
Level 1 link-state packet (LSP).


Cisco IS-IS
MIB


IPv6


ciiSysType .1.3.6.1.4.1.9.10.118.1.1.1.2 The level running on Intermediate
System. This object follows the
behavior of
replaceOnlyWhileDisabled.


Cisco IS-IS
MIB


IPv6


ciiISAdjIPAddrAddress .1.3.6.1.4.1.9.10.118.1.6.3.1.3 The IP address received by the
Intermediate System-to-
Intermediate System Hello (IIH)
Protocol data units (PDU) from the
neighboring router.


Cisco IS-IS
MIB


IPv6


ciiCircIfIndex .1.3.6.1.4.1.9.10.118.1.3.2.1.2 Cisco IS-IS
MIB


IPv6


ciiSysID .1.3.6.1.4.1.9.10.118.1.1.1.3 The ID for this Intermediate
System.


This value is appended to the area
addresses to form the Network
Entity Titles.


The object value derived is
implementation- specific. Some
implementations may automatically
assign values and not permit an
SNMP write, while others may
require the value to be set
manually.


Cisco IS-IS
MIB


IPv6


ciiISAdjNeighPriority .1.3.6.1.4.1.9.10.118.1.6.1.1.10 Priority of the neighboring
Intermediate System for becoming
the designated Intermediate
System.


Cisco IS-IS
MIB


IPv6


ciiISAdjState .1.3.6.1.4.1.9.10.118.1.6.1.1.2 The state of the adjacency:


1 (DOWN)


2 (INITIALIZING)


3 (UP)


4 (FAILED)


Cisco IS-IS
MIB


IPv6


isisISAdjState .1.3.6.1.4.1.9.10.118.1.6.1.1.2 The state of the adjacency:


1 (DOWN)


2 (INITIALIZING)


3 (UP)


4 (FAILED)


Cisco IS-IS
MIB


IPv6
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Table 12‑5.  MIB object polled for instrumentation by Network Protocol Manager for IS-IS
(Continued)


MIB object OID Description Module
Protoc
ol


isisAreaAddr .1.3.6.1.2.1.138.1.1.3.1.1 The area address reported in a
Level 1 LSP.


Juniper IS-IS
MIB


IPv6


isisRouterLevel .1.3.6.1.2.1.138.1.1.6.1.2 The level at which the information
about this Intermediate System is
received.


Juniper IS-IS
MIB


IPv6


isisISAdjIPAddrAddress .1.3.6.1.2.1.138.1.6.3.1.3 The IP address received by the IIH
PDUs from the neighboring router.


The type of this address is
determined by the value of the
isisISAdjIPAddrType object.


Juniper IS-IS
MIB


IPv6


isisRouterSysID .1.3.6.1.2.1.138.1.1.6.1.1 The System ID of the Intermediate
System.


Juniper IS-IS
MIB


IPv6


isisISAdjNeighPriority .1.3.6.1.2.1.138.1.6.1.1.10 Priority of the neighboring
Intermediate System for becoming
the designated Intermediate
System.


Juniper IS-IS
MIB


IPv6


isisISAdjState .1.3.6.1.2.1.138.1.6.1.1.2 The state of the adjacency:


1 (DOWN)


2 (INITIALIZING)


3 (UP)


4 (FAILED)


Juniper IS-IS
MIB


IPv6


isisISAdjState .1.3.6.1.2.1.138.1.6.1.1.2 The state of the adjacency:


1 (DOWN)


2 (INITIALIZING)


3 (UP)


4 (FAILED)


Juniper IS-IS
MIB


IPv6


Network Protocol Manager for IS-IS parses the SNMP response to obtain the status information, and then
updates in real time the status of the appropriate IS-IS objects in its repository.


IS-IS MIB objects that are defined in RFC 4444
The RFC 4444 support is only for IPv6 IS-IS.


Note   ISIS RFC 4444 MIB support is verified and validated for devices only with IPv6 configured in them.
For pure IPv4 devices with RFC 4444 ISIS-MIB support, the devices get discovered by the IP Manager
but will not be listed as part of ISIS_TopologyCollection and hence the
Network Protocol Manager for IS-IS will not discover the devices.


RFC 4444 followed devices (ISIS IPv6 MIB) are fully supported regardless of device vendors (Cisco and
Juniper). Discovery and monitoring support is complete and the Network Protocol Manager for IS-IS is
able to stitch topologies discovered using RFC 4444 MIBs.
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Following is the complete OID information for RFC 4444:


###################################


# ISIS-MIB - RFC 4444


###################################


#isisAreaAddr


      {40, ".1.3.6.1.2.1.138.1.1.3.1.1"},


#isisSysLevelType


      {45, ".1.3.6.1.2.1.138.1.1.1.2"},


#isisISAdjIPAddrAddress


      {50, ".1.3.6.1.2.1.138.1.6.3.1.3"},


#isisCircIfIndex


      {51, ".1.3.6.1.2.1.138.1.3.2.1.2"},


#isisRouterSysID


      {55, ".1.3.6.1.2.1.138.1.1.1.3"},


#isisISAdjNeighPriority


      {60, ".1.3.6.1.2.1.138.1.6.1.1.10"},


#isisISAdjState


      {65, ".1.3.6.1.2.1.138.1.6.1.1.2"}
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Syslog Messages Processed 13
This chapter includes the following topics:
n Syslog messages processed for BGP monitoring


n Syslog messages processed for OSPF monitoring


Syslog messages processed for BGP monitoring
When syslog message processing is enabled for BGP, Network Protocol Manager for BGP obtains
configuration, change, and BGP session status information for the managed devices from syslog
messages that are sent by the devices. Network Protocol Manager for BGP extracts the information from
the syslog messages and updates the attributes of the appropriate topology objects in its repository.


Processing syslog messages is recommended for BGP, but not required, because
Network Protocol Manager for BGP polls the network for status information. However, if neither syslog
messages nor SNMP traps are received by Network Protocol Manager for BGP, immediate asynchronous
notification of status change is not available; instead, the response time is determined by the length of the
SNMP polling interval (240 seconds by default).


Syslog message format
Network Protocol Manager for BGP reads and parses syslog messages that have the following format:


Time [Source] [Application]: %Facility[-Subfacility]-Severity-Mnemonic: Message Text


Sample syslog message
A sample syslog message that are processed by Network Protocol Manager for BGP is:


Jan 29 15:49:48.699: %BGP-3-NOTIFICATION: sent to neighbor 10.0.1.101 4/0 (hold time expired) 0 bytes
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Syslog messages processed and actions taken
Syslog messages processed and actions taken identifies which syslog messages are processed by
Network Protocol Manager for BGP and what actions are taken by Network Protocol Manager for BGP.
As indicated in Syslog messages processed and actions taken, candidate syslog messages have one of
the following Facility-Mnemonic name combinations:


n BGP & NOTIFICATION


n BGP & ADJCHANGE


n BGP & MAXPFXEXCEED


n SYS & CONFIG_I


Table 13‑1.  Syslog messages processed and actions taken


Facility name Mnemonic name Action


BGP NOTIFICATION n Extracts the BGP configuration, change, and session status
information from the message and updates the appropriate router
attributes.


n If the message contains at least one BGP endpoint that is not
currently in the topology database,
Network Protocol Manager for BGP sends SNMP polls to the
appropriate device to rediscover the device’s BGP-related objects.


BGP ADJCHANGE


BGP MAXPFXEXCEED n Parses the relevant syslog message originating from Cisco or Juniper
devices after exceeding the threshold for receiving maximum routes
from a neighbor over a BGP session. When the bMaxPrefixExceed
setting for BGPProtocolEndPoint is set to TRUE as a result of
threshold being crossed, a notification (PrefixThresholdCrossed) is
generated.


SYS CONFIG_I n Does not extract any status information from the message.
n Sends SNMP polls to the appropriate device to rediscover the device’s


BGP-related objects.


Enabling BGP Max Route (Prefix) threshold monitoring
Network Protocol Manager for BGP monitors syslog messages from Cisco and Juniper devices to
determine when the BGP Max Route (Prefix) threshold is exceeded. When
Network Protocol Manager for BGP detects the threshold has been exceeded, the BGP application
generates a PrefixThresholdCrossed notification for that BGP session and correlates it to the BGPsession
“Down” notification.


Juniper syslog messages are not parsed for Facility-Mnemonic. Juniper syslog messages are processed
based on the source device information in the message.
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To receive the PrefixThresholdCrossed notification in the Notification Log Console, use sm_edit to modify
the dxa-bgp.conf file available in the Service Assurance Manager deployment. Add the following lines:


sev BGPSession PrefixThresholdCrossed Operational 2


sub BGPSession::.*::PrefixThresholdCrossed/e


For example:


./sm_edit conf/ics/dxa-bgp.conf


22 sev BGPSession              Disconnected Operational 3


23 sev BGPSession              Flapping Operational 3


24 sev BGPSessionGroup                 Impacted Impacted 3


25 sev BGPSession PrefixThresholdCrossed      Operational 2


.


.


.


56 # Send events List Subscription


     57 sub     .*::.*::.*/p


     58 sub     BGPSession::.*:Disconnected/e


     59 sub     BGPSession::.*::Flapping/e


     60 sub     BGPSessionGroup::.*::Impacted/e


     61 sub     RedundancyGroup::.*::.*/e


     62 sub     BGPSession::.*:PrefixThresholdCrossed/e


     63 #COMPUTER SYSTEMS


The PrefixThresholdCrossed notification clears after a configured time interval, SysCleanTime, is
reached. SysCleanTime default value is 86,400 seconds (24 hours). SysCleanTime is specified in
<BASEDIR>/conf/bgp/bgp.conf and the value may be changed in the Domain Manager Administration
Console.


Syslog messages processed for OSPF monitoring
When syslog message processing is enabled for OSPF, Network Protocol Manager for OSPF obtains
configuration, change, and OSPF adjacency status information for the managed devices from syslog
messages that are sent by the devices. Network Protocol Manager for OSPF extracts the information
from the syslog messages and updates the attributes of the appropriate topology objects in its repository.


Processing syslog messages is recommended for OSPF, but not required, because
Network Protocol Manager for OSPF polls the network for status information. However, if neither syslog
messages nor SNMP traps are received by Network Protocol Manager for OSPF, immediate
asynchronous notification of status change is not available; instead, the response time is determined by
the length of the SNMP polling interval (240 seconds by default).
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Syslog message format
Network Protocol Manager for OSPF reads and parses syslog messages that have the following format:


Time [Source] [Application]: %Facility[-Subfacility]-Severity-Mnemonic: Message Text


Network Protocol Manager for OSPF also reads and parses Mismatch Authentication Key syslog
messages sent by Cisco devices to detect Message Digest 5 (MD5) authentication failures.


Sample syslog messages
Sample syslog messages that are processed by Network Protocol Manager for OSPF are:


Jan 29 14:11:47.566: %OSPF-5-ADJCHG: Process 100, Nbr 10.0.0.110 on XTagATM51212 from LOADING to FULL, 


Loading Done


Sep 11 18:27:23 ins-2.smarts.com 74: 3d00h: OSPF: Rcv pkt from 172.16.2.1, Ethernet0/0 : Mismatch 


Authentication Key - Message Digest Key 1


The message text portion of a syslog message is sometimes quite lengthy. For example, the message
text portion of an OSPF-related syslog message might look


like this:


Process 100, Nbr 10.0.0.100 on Switch1.1 from FULL to DOWN, Neighbor Down: Interface down or detached 


Process 100, Nbr 10.0.0.110 on XTagATM51212 from FULL to DOWN, Neighbor Down: Dead timer expired 


Process 100, Nbr 10.0.0.110 on XTagATM51212 from LOADING to FULL, Loading Done


Syslog messages processed and actions taken
Syslog messages processed and actions taken identifies which syslog messages are processed by
Network Protocol Manager for OSPF and what actions are taken by Network Protocol Manager for OSPF.
As indicated in Syslog messages processed and actions taken, candidate syslog messages have one of
the following Facility“Mnemonic name combinations:


n OSPF & ADJCHG


n SYS & CONFIG_I
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Table 13‑2.  Syslog messages processed and actions taken


Facility name Mnemonic name Action


OSPF ADJCHG n Extracts the OSPF configuration, change, and adjacency status
information from the message and updates the appropriate router
attributes.


n If the message contains at least one OSPF endpoint that is not
currently in the topology database,
Network Protocol Manager for OSPF sends SNMP polls to the
appropriate device to rediscover the device’s OSPF-related objects.


SYS CONFIG_I n Does not extract any status information from the message.
n Sends SNMP polls to the appropriate device to rediscover the device’s


OSPF-related objects.


In addition, Network Protocol Manager for OSPF responds to Mismatch Authentication Key syslog
messages for Cisco devices in the same way that it responds to syslog messages that contain the OSPF
& ADJCHG Facility–Mnemonic name combinations.
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CLI Commands for Monitoring 14
This chapter includes the following topics:


n CLI commands for EIGRP monitoring


n CLI commands for IS-IS monitoring


n CLI commands for BGP IPv6 discovery and monitoring of Cisco devices


n CLI commands for BGP IPv6 discovery and monitoring of Juniper devices


CLI commands for EIGRP monitoring
Because the enterprise EIGRP MIB is typically not used by Cisco devices,
Network Protocol Manager for EIGRP uses CLI discovery and CLI polling to discover and monitor EIGRP
topology. The CLI commands that are invoked for EIGRP discovery are identified in the
VMware Smart Assurance Network Protocol Manager Discovery Guide Supplement, and the CLI
commands that are invoked for EIGRP monitoring are identified in this section.


Network Protocol Manager for EIGRP establishes Telnet, SSH1, or SSH2 sessions to the Cisco devices
and invokes the following CLI command:


show ip eigrp neighbors


The command provides the IP address of the target device’s EIGRP neighbor (remote) and the local
interface by which the neighbor can be reached.


CLI commands for IS-IS monitoring
Because the standards-based IS-IS MIB is used by Juniper devices but not by Cisco devices,
Network Protocol Manager for IS-IS uses:


n SNMP discovery and SNMP polling to discover and monitor the IS-IS topology for Juniper devices.


n CLI discovery and CLI polling to discover and monitor the IS-IS topology for Cisco devices.


The CLI commands that are invoked for IS-IS discovery are identified in the
VMware Smart Assurance Network Protocol Manager Discovery Guide Supplement, and the CLI
commands that are invoked for IS-IS monitoring are described in this section.
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Network Protocol Manager for IS-IS establishes Telnet, SSH1, or SSH2 sessions to the Cisco devices
and invokes the following CLI command:


show clns neighbors detail


The command provides the target device’s CLNS neighbor interface connections (neighbor IP
addresses).


CLI commands for BGP IPv6 discovery and monitoring of
Cisco devices


Command


show bgp ipv6 unicast summary 


When the router configuration is modified so that changes can be made to the IPv6 configuration, then
the router does not return a result for this command. As a result, any information pertaining to IPv6
configuration change cannot be obtained.


n If the configuration change affects the status of the connection and the CLI response can be
retrieved, then the status of the Cisco IPv6 BGP configuration can updated.


n If the configuration change does not return any response to the CLI command, then the BGP session
will be shown as disconnected (with either BGPSesssion::Down or BGPService::Down as
appropriate) and no further processing of notifications take place.


Sample output


dev-7604_lwqgw016#show bgp ipv6 unicast summary


BGP router identifier 192.168.216.240, local AS number 1097


BGP table version is 13, main routing table version 13


2 network entries using 336 bytes of memory


2 path entries using 208 bytes of memory


2/2 BGP path/bestpath attribute entries using 272 bytes of memory


0 BGP route-map cache entries using 0 bytes of memory


0 BGP filter-list cache entries using 0 bytes of memory


BGP using 816 total bytes of memory


BGP activity 12/8 prefixes, 19/14 paths, scan interval 60 secs


Neighbor        V           AS MsgRcvd MsgSent   TblVer  InQ OutQ Up/Down  State/PfxRcd


2001::2         4         1097    3180    3183       13    0    0 2d00h           1


dev-7604_lwqgw016#exit
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CLI commands for BGP IPv6 discovery and monitoring of
Juniper devices


Command


show bgp summary


Sample output


Groups: 3 Peers: 9 Down peers: 2


Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending


inet.0                79         39          0          0          0          0


bgp.l3vpn.0            0          0          0          0          0          0


inet6.0                1          0          0          0          0          0


bgp.l2vpn.0            0          0          0          0          0          0


inet.2                 0          0          0          0          0          0


Peer                     AS      InPkt     OutPkt    OutQ   Flaps Last Up/Dwn State|


#Active/Received/Accepted/Damped...


192.168.4.1            1097          0          0       0       0      7w6d9h Active


192.168.7.1            1097     131344     146791       0       1     6w4d16h Establ


  inet.0: 20/42/38/0


192.168.8.1            1097       1971       2197       0       5    16:44:53 Establ


  inet.0: 10/13/13/0


192.168.10.1           8888          0          0       0       0      7w6d9h Active


192.168.18.1           8888     175922     174285       0       0      7w6d8h Establ


  inet.0: 0/0/0/0


192.168.77.8           8888     175385     174287       0       0      7w6d9h Establ


  inet.0: 0/0/0/0


192.168.77.18          8888     159555     174292       0       0      7w6d9h Establ


  inet.0: 0/0/0/0


192.168.167.1          1097     131376     146792       0       1     6w4d16h Establ


  inet.0: 9/24/24/0


2000::2                8888     175388     174078       0       0      7w6d9h Establ


  inet6.0: 0/1/1/0
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SNMP Poller 15
This chapter includes the following topics:


n SNMP polling overview


n SNMP poller operation


SNMP polling overview
After the initial discovery and modeling of the topology objects for a specific routing protocol,
Network Protocol Manager updates the status of the objects by continuously monitoring the devices
through either SNMP or CLI polling. The results of the polling, in addition to the status updates extracted
from SNMP traps and syslog messages (optional and applicable only to BGP and OSPF) and the status
updates received from IP Availability Manager, serve as input to the Network Protocol Manager
correlation analysis.


For SNMP polling, Network Protocol Manager uses an IPv4 SNMP poller, which sends SNMPv1, v2c, or
v3 messages for use with IP version 4. Authentication and privacy protocol support for SNMPv3 identifies
the Network Protocol Manager authentication and privacy protocol support for SNMPv3.


Table 15‑1.  Authentication and privacy protocol support for SNMPv3


Operation


AuthProtocol PrivProtocol


MD5 SHA-1 None DES-56 AES-128


Discovery/monitoring x x


x x


x x


x x


x x


x x


SNMP poller operation
The SNMP poller is a synchronous, multithreaded poller that currently uses ten synchronous polling
threads.
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The SNMP poller fully supports the SNMPv1 and v2c protocols, and supports authentication and data
encryption for the SNMPv3 protocol. With SNMPv1, the correlation model uses 32-bit counters in its
correlation analysis. With SNMPv2c or v3, the correlation model uses high-capacity 64-bit counters in its
correlation analysis. Using 64-bit counters is critical for performance analysis of high-speed data links
because using 32-bit counters might result in wrapping (overflow) of the counters between polls.


Polling for devices with multiple IP addresses is supported because the SNMP poller supports multiple IP
addresses for each SNMP agent. The SNMP poller automatically switches to an alternate IP address
during failures, thereby ensuring the integrity of the Network Protocol Manager correlation analysis during
an outage.


Just-in-time polling
The SNMP poller’s MIB variable poll list is driven by a Just-In-Time polling algorithm, which ensures that
only those MIB variables needed for correlation are polled. For example, if a port monitored for
performance data is disabled, or goes down, the SNMP poller automatically removes the relevant MIB
variables from the poll list. If the port is reenabled, or comes back up, the variables are automatically put
back onto the MIB poll list.


Request-consolidation polling
Issuing a single SNMP GET request that requests 10 variables is more efficient than issuing 10 GET
requests each requesting a single variable. The SNMP poller consolidates as many variables as possible
into a single SNMP GET request. The consolidation is not restricted to variables from the same SNMP
table. Polling consolidation continually adapts to changes in the MIB variable poll list.


Upon encountering a non-fatal error during polling consolidation, the SNMP poller responds differently to
an SNMPv1 agent than to an SNMPv2c or v3 agent for the following reason: Where an SNMPv1 agent
stops processing a request upon encountering an error, an SNMPv2c or v3 agent continues processing a
request upon encountering an error. An SNMPv2c or v3 agent handles errors on a per-OID basis.


If a non-fatal error is encountered by an SNMPv1 agent during a GET request that is seeking multiple
variables, the SNMP poller suspends the polling of the affected variable because continuing to poll that
variable would require the resending of the remainder of the request after receiving the error. An example
of an affected variable is one that has become unavailable due to a configuration change. Of course, the
SNMP poller continues to poll the unaffected variables. This behavior enables the SNMP poller to operate
efficiently with an SNMPv1 agent during unexpected changes to a device’s configuration.


In contrast, if a non-fatal error is encountered by an SNMPv2c or v3 agent during a GET request that is
seeking multiple variables, the SNMP poller continues the polling of the affected variable as well as the
unaffected variables.
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NPM dump instrumentation
utility 16
This appendix describes the Network Protocol Manager dump instrumentation utility used for
troubleshooting.


This chapter includes the following topics:


n Network Protocol Manager dump instrumentation utility


n Invoking the NPM dump instrumentation utility


Network Protocol Manager dump instrumentation utility
The Network Protocol Manager dump instrumentation utility is a tool that can provide useful event
information for troubleshooting by VMware Support.


Note   You must send both the output file plus the repository file (for example, bgp.rps) in order for
VMware Support to troubleshoot the problem.


NPM dump instrumentation utility scripts provides a list of scripts that write the instrumented values to an
output file.


Table 16‑1.  NPM dump instrumentation utility scripts


Commands Description


ic_dumpinst_bgp.asl Writes the instrumented attribute values for BGP objects to an output file.


ic_dumpinst_eigrp.asl Writes the instrumented attribute values for EIGRP objects to an output file.


ic_dumpinst_isis.asl Writes the instrumented attribute values for IS-IS objects to an output file.


ic_dumpinst_ospf.asl Writes the instrumented attribute values for OSPF objects to an output file.


Invoking the NPM dump instrumentation utility
The following are sample commands to run the utility.


The utility connects to the Network Protocol Manager and writes the instrumentation attribute values for
objects to an output file that is created in the <BASEDIR>/smarts/local/log directory.
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BGP instrumentation utility command
The command to write the instrumented values is:


sm_adapter --output=<LOG_FILE> --server=<BGP-DOMAIN-MANAGER> utils/ic_dumpinst_bgp.asl


where:


n <BGP-DOMAIN-MANAGER> is the name of the Network Protocol Manager for BGP.


n <LOG_FILE> is the name of log file.


EIGRP instrumentation utility command
The command to write the instrumented values is:


sm_adapter --output=<LOG_FILE> --server=<EIGRP-DOMAIN-MANAGER> utils/ic_dumpinst_eigrp.asl


where:


n <EIGRP-DOMAIN-MANAGER> is the name of the Network Protocol Manager for EIGRP.


n <LOG_FILE> is the name of log file.


IS-IS instrumentation utility command
The command to write the instrumented values is:


sm_adapter --output=<LOG_FILE> --server=<IS-IS-DOMAIN-MANAGER> utils/ic_dumpinst_isis.asl


where:


n <IS-IS-DOMAIN-MANAGER> is the name of the Network Protocol Manager for IS-IS.


n <LOG_FILE> is the name of log file.


OSPF instrumentation utility command
The command to write the instrumented values is:


sm_adapter --output=<LOG_FILE> --server=<OSPF-DOMAIN-MANAGER> utils/ic_dumpinst_ospf.asl


where:


n <OSPF-DOMAIN-MANAGER> is the name of the Network Protocol Manager for OSPF.


n <LOG_FILE> -is the name of log file.
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Introduction 1
This chapter describes the concepts of using VMware Smart Assurance Network Protocol Manager for
BGP to manage Border Gateway Protocol (BGP) network connectivity.


This chapter includes the following topics:
n Terminology


n About Network Protocol Manager for BGP


n Monitoring


n Analysis


n Notifications


Terminology
The VMware Smart Assurance Network Protocol Manager includes the following components:


n Network Protocol Manager for BGP


n Network Protocol Manager for EIGRP


n Network Protocol Manager for IS-IS


n Network Protocol Manager for OSPF


VMware Smart Assurance Network Protocol Manager for BGP is an VMware Smart Assurance
Domain Manager. A Domain Manager is a service-assurance application associated with a particular
type of information-technology domain, such as networks, systems, applications, or application
services. For Network Protocol Manager for BGP, the domain is the Border Gateway Protocol (BGP)
network, that is, a BGP distributed application that is running in an IP network. Each Domain Manager
is autonomous in the sense that it:


n Maintains its own data models, repository, and problem signatures.


n Monitors and analyzes the discovered objects in its own domain.
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System and device
The term “system” is a generic term that represents a computer-based network entity, such as a host,
router, or switch. The term “device” has essentially the same meaning as system except that, in some
cases, “device” also conveys the sense of specific model, such as a specific model of host, router, or
switch.


Modeled topology
Network Protocol Manager for BGP uses VMware Smart Assurance object class models to create within
its repository instances of BGP logical routing topology objects, their relationships, and their logical
connections. The “modeled topology” mirrors the real topology in the managed network.


Object
The term “object” is intended to have a dual meaning: To simultaneously represent both (1) an
VMware Smart Assurance object in the modeled topology and (2) a physical or logical entity in the real
topology. An VMware Smart Assurance object corresponds to a physical or logical entity in the real
topology.


Event
The term “event” represents either a root-cause problem that is diagnosed by a Domain Manager or a
symptom that is detected by a Domain Manager. A Domain Manager correlates one or more symptoms to
diagnose a root-cause problem. Events that are used as symptoms to diagnose a problem can also be
perceived as impacts that are caused by the problem.


In this document, the term “problem” is used to mean a “root-cause problem” event, and the term “event”
is used to mean a “symptom” or an “impact” event.


Notification
The term “notification” is an VMware Smart Assurance event that is represented as an instance of the
VMware Smart Assurance ICS_Notification class. The
VMware Smart Assurance Service Assurance Manager (Global Manager) subscribes to
VMware Smart Assurance events and stores them as VMware Smart Assurance notifications in its
repository.


Network Protocol Manager installation directory
In this document, the term BASEDIR represents the location where the software is installed:


n For UNIX, this location is: /opt/InCharge/<product>.


The <product> represents the VMware Smart Assurance product. For example, on UNIX operating
systems, VMware Smart Assurance Network Protocol Manager is, by default, installed
to: /opt/InCharge/NPM/smarts.
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Optionally, you can specify the root of BASEDIR to be something different, but you cannot change the
<product> location under the root directory.


The VMware Smart Assurance System Administration Guide provides detailed information about the
directory structure for VMware Smart Assurance software.


About Network Protocol Manager for BGP
The flow of data across IP networks depends upon both the physical connectivity among the network
devices and the routing protocols that run on those devices. The routing protocols dictate the paths
across which packets flow within and between the independent networks, or autonomous systems.


Network Protocol Manager for BGP diagnoses connectivity failures for an exterior gateway protocol
known as Border Gateway Protocol. Network Protocol Manager for BGP, working with
VMware Smart Assurance IP Availability Manager, discovers and monitors network devices that are
running BGP services, diagnoses BGP-related failures, and exports the results of its analysis to the
VMware Smart Assurance Service Assurance Manager (Global Manager).
Network Protocol Manager for BGP also detects common configuration problems that occur when
deploying and maintaining the routing infrastructure.


The challenge of managing routing-protocol connectivity is that of determining which routing-protocol
alarms are root-cause problems and which are symptoms of root-cause problems.


Network Protocol Manager for BGP meets this challenge by:


n Correlating and analyzing the alarms generated as a result of a physical-transport or BGP object
failure.


n Pinpointing the object failure.


n Identifying all monitored objects affected by the failure.


This functionality allows Network Protocol Manager for BGP users to address the problem of the
failed object promptly and to dismiss all other alarms as symptoms of the problem.


Monitoring
Upon importing device topology from IP Availability Manager, Network Protocol Manager for BGP
performs its own discovery on the devices to gather BGP topology information. It models this information
as logical BGP topology objects in its repository, and maps the BGP topology to the underlying physical-
transport topology discovered by IP Availability Manager.


Network Protocol Manager for BGP monitors the availability of the BGP objects in its repository by:


n Subscribing to certain device, card, interface, and network-connection status updates from
IP Availability Manager.


n Monitoring the status of the BGP objects through:


n SNMP polling.


n CLI polling (for IPv6 only)
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n SNMP trap message processing (optional).


n Syslog message processing (optional).


SNMP polling
Network Protocol Manager for BGP monitors BGP-enabled Cisco and Juniper devices by periodically
sending SNMP polls to the devices to collect the status information needed to determine the availability of
the BGP objects.


SNMP polling is controlled through a Polling and Thresholds Console attached to
Network Protocol Manager for BGP.
VMware Smart Assurance Network Protocol Manager Configuration Guide provides information about
Customizing SNMP polling.


CLI polling
Network Protocol Manager for BGP monitors BGP-enabled Cisco and Juniper devices by periodically
accessing the devices by executing command line interface (CLI) commands to collect the status
information needed to determine the availability of the BGP objects. CLI polling is controlled through a
Polling and Thresholds Console attached to Network Protocol Manager for BGP.


The VMware Smart Assurance Network Protocol Manager Configuration Guide provides information
about CLI commands for BGP IPv6 discovery and monitoring of Cisco and Juniper devices.


Discovery and monitoring mechanism for BGP-enabled devices in IPv4 and IPv6 network lists the
discovery and monitoring mechanism of BGP-enabled devices in IPv4 and IPv6 network.


Table 1‑1.  Discovery and monitoring mechanism for BGP-enabled devices in IPv4 and IPv6
network


Platform IPv4 BGP discovery and monitoring mechanism
IPv6 BGP discovery and monitoring
mechanism


Linux SNMP V2C, V3 CLI (Telnet or SSH) - Perl


Note   Access over IPv4 and IPv6.


SNMP trap and syslog processing
When SNMP trap and syslog processing is enabled, Network Protocol Manager for BGP obtains status
for the BGP-enabled devices by extracting the following information from the SNMP trap messages and
syslog messages that are sent by the devices:


n Configuration status


n Change status
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n Session status


SNMP traps and syslog messages are recommended but not required because
Network Protocol Manager for BGP polls the BGP network for status information. However, if neither
SNMP traps nor syslog messages are received by Network Protocol Manager for BGP, immediate
asynchronous notification of status change is not available; rather, the response time is determined
by the length of the SNMP polling interval (240 seconds by default).


By default, SNMP trap and syslog processing is disabled. The
VMware Smart Assurance Network Protocol Manager Configuration Guide provides information about
enabling trap and syslog processing and identifies the trap and syslog messages processed by
Network Protocol Manager for BGP.


Analysis
The status updates, which are acquired from IP Availability Manager and from periodic monitoring, serve
as input to the data model in the Network Protocol Manager for BGP repository.
Network Protocol Manager for BGP applies the status updates to the appropriate attributes of the
corresponding BGP objects in the data model.


The data model involves a codebook that is created by VMware engineers as a result of their knowledge
of IP and BGP networks. The codebook identifies IP and BGP problems and their symptoms, and
presents a causality mapping between each problem and its set of symptoms.


Network Protocol Manager for BGP diagnoses root-cause availability problems by finding the problems in
the code book that can best explain the observed symptoms. It also uses the code book to correlate the
impact of a root-cause problem on the BGP objects that are either inaccessible or impaired as a result of
the root-cause problem. The root-cause problem is either a physical-transport problem that is diagnosed
by IP Availability Manager or a BGP problem that is diagnosed by Network Protocol Manager for BGP.


Notifications
Network Protocol Manager for BGP exports the results of its root-cause and impact analysis to the
Global Manager, where the results are displayed in the form of VMware Smart Assurance notifications in
the Notification Log Console view of the Global Console. The notifications identify
Network Protocol Manager for BGP by its domain name in the Source attribute. Users can double-click a
notification to view detailed information about the notification.


Network Protocol Manager for BGP creates two types of notifications:


n Root-cause problem notifications


Indicate points of failure diagnosed by Network Protocol Manager for BGP. Each root-cause problem
notification indicates a separate failure.


n Event notifications


Indicate an abnormal condition detected by Network Protocol Manager for BGP.
Network Protocol Manager for BGP computes these events from status updates and uses them as
symptoms to determine root-cause problems.
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Chapter 2 Viewing BGP Analysis Results and Topology provides information about viewing the
notifications. Chapter 3 BGP Objects and their Failures and Chapter 4 BGP Cross-Domain Impact
Correlation Analysis provide information about the notifications that are created by
Network Protocol Manager for BGP.
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Viewing BGP Analysis Results
and Topology 2
This chapter includes the following topics:


n Before you start


n Attaching the Global Consoleto the Global Manager


n BGP notifications


n BGP topology and topology maps


n BGP Containment


Before you start
Accessing the consoles described in this chapter requires attaching the Global Console to the
Global Manager (for example, INCHARGE-SA) in your deployment. The
VMware Smart Assurance Service Assurance Manager Operator Guide provides information about
starting the Global Console, logging in, and attaching to a Manager.


Console access is controlled by the user profile associated with your VMware Smart Assurance user
account. You do not need a user account with administrative privileges to access the consoles described
in this chapter.


Also, console operations are controlled by the user profile associated with your VMware Smart Assurance
user account. The VMware Smart Assurance Service Assurance Manager Configuration Guide provides
instructions on changing console operations.


And lastly, by default, the display of BGP maps is disabled. The
VMware Smart Assurance Network Protocol Manager Configuration Guide provides instructions on
enabling the display of BGP maps.


Attaching the Global Console to the Global Manager
To attach the Global Consoleto the Global Manager:


1 Start the Global Console.


n On a UNIX system, go to the BASEDIR/smarts/bin directory in the
Service Assurance Manager( Global Manager) installation area and type:


sm_gui
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Press Enter.


The Attach Managerdialog box opens as shown in Attach Manager dialog box.


Figure 2‑1.  Attach Manager dialog box


2 In the dialog box:


3 Ensure that the VMware Smart AssuranceBroker for your deployment appears in the Brokertext box.


4 Click the Managerlist box or the Browsebutton to display a list of active (running) Managers, and
from that list select the Global Managerapplication (for example, INCHARGE-SA) in your deployment
as the Managerto which you want to connect.


5 Type your login username and password.


The default administration login is username admin and password changeme, and the default
operator login is username oper and password oper.


6 Click OK.


The Notification Log Console view of the Global Consoleopens as shown in Notification Log Console.
In the example, the Notification Log Console is attached to a Global Managerapplication named
INCHARGE-SA.
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Figure 2‑2.  Notification Log Console


The Notification Log Console is one of many console views composing the Global Console. Two other
console views of particular interest to the discussions that follow are the Topology Browser Console,
which represents topology in a hierarchical format, and the Map Console, which graphically
represents topology in a map format.


The VMware Smart Assurance Service Assurance Manager Operator Guideprovides detailed
instructions on using the Global Console.


BGP notifications
Network Protocol Manager for BGP passes the results of its analysis in the form of notifications to the
Global Manager. The Global Manager combines these notifications with the notifications from
IP Availability Manager and then passes the notifications to the Global Console, where they are presented
in a tabular form in the Notification Log Console.


Note   In Network Protocol Manager, the range of Cisco BGP IPv6 notification is limited. This is because
Cisco BGP IPv6 discovery and monitoring is CLI-based and not SNMP-based.


Each notification consists of a set of attributes that describe properties of the notification, such as:


n Class


n Name


n Event


n Source
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n Impact


The value in the Name attribute is the display name of the notification. Chapter 7 BGP Topology
Naming Conventions describes the naming formats used to create BGP object names.


The numeric value for the Impact attribute indicates the impact (effect) of this notification on other
objects in the managed network. The larger the numeric value, the larger the impact.


The severity of a notification is reflected by its color, where red indicates the highest severity level.


Viewing BGP notifications
You can view the notifications through the Global Console in two basic ways:


n As tabular entries in a Notification Log Console view


Included with the Notification Log Console view (or any other view where you can see notifications) is
a Notification Properties dialog box for viewing detailed information about an individual notification.


n As color-coded severity bar icons in a Map Console view


In a map, a color-coded severity bar icon appears underneath nodes (graphical representations of
topology objects) that are affected by abnormal conditions denoted in notifications.


Opening a BGP Notification Properties dialog box
To obtain detailed information about an individual BGP notification, you can use any of the following
common methods to open the Notification Properties dialog box:


n Double-click a BGP notification in the Notification Log Console.


n Select a BGP notification in the Notification Log Console and then click the Show Notification
Properties toolbar button.


n Right-click a selected BGP notification and then select Properties in the pop-up menu.


n Double-click a BGP map icon (in the Map Console) affected by active events.


Notification Properties dialog box that shows a BGP problemshows a Notification Properties dialog
box for a BGPSession Down problem that is diagnosed by Network Protocol Manager for BGP.
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Figure 2‑3.  Notification Properties dialog box that shows a BGP problem


In Notification Properties dialog box that shows a BGP problem, attribute IsRoot set to Yes indicates
that BGPSession Down is deemed a root-cause problem by the Global Manager, and attribute
IsProblem set to Yes indicates that BGPSession Down is deemed a root-cause problem by
Network Protocol Manager for BGP. IsRoot and IsProblem attribute values for a notificationdescribes
what the IsRoot and IsProblem attribute values mean.


Table 2‑1.  IsRoot and IsProblem attribute values for a notification


IsRoot value 1 IsProblem value 2 Meaning


1**Determined by the Global Manager.


2**Determined by the underlying Domain Manager that created the notification.


Yes After correlating this notification with notifications received from other
underlying Domain Managers, the Global Managerhas determined that this
notification is a root-cause problem.


No After correlating this notification with notifications received from other
underlying Domain Managers, the Global Managerhas determined that this
notification is not a root-cause problem.
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Table 2‑1.  IsRoot and IsProblem attribute values for a notification (Continued)


IsRoot value 1 IsProblem value 2 Meaning


Yes The underlying Domain Manager that created this notification has marked this
notification as a root-cause problem.


No The underlying Domain Manager that created this notification has marked this
notification as an event.


By default, the IsRoot and IsProblem attributes columns do not appear in the Notification Log Console. To
add the IsRoot attribute column, right-click an attribute column heading (for example, Class) in the
Notification Log Console, select Insert Column in the pop-up menu, and then select IsRoot in the
submenu; the IsRoot column is inserted to the left of the selected column. Repeat this procedure to add
the IsProblem attribute column.


Viewing impacts
You view the impacts for a BGP problem notification by clicking the Impact tab in the Notification
Properties dialog box. The Impact tab lists all of the affected objects for the notification.


For example, Impact tab that shows the impacts for a BGP problemlists the impacts diagnosed by
Network Protocol Manager for BGPfor the BGPSession Down problem shown in Viewing impacts.


Figure 2‑4.  Impact tab that shows the impacts for a BGP problem


For a BGP impact notification, that is, a notification that identifies a BGP object that is impacted by a
problem, a Caused By tab (instead of the Impact tab) appears in the Notifications Properties dialog box. 
Caused By tab that shows the problem for a BGP impactprovides an example. The Caused By tab lists
the problem that caused the notification.
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Figure 2‑5.  Caused By tab that shows the problem for a BGP impact


BGP topology and topology maps
The Global Manager imports instances of the following topology object types from
Network Protocol Manager for BGP:


n AutonomousSystem


n BGPService


n BGPSession


n BGPSessionGroup


n SystemRedundancyGroup


n UnitaryComputerSystem (Router, for example)


Chapter 3 BGP Objects and their Failures provides descriptions of AutonomousSystem, BGPService,
BGPSession, and SystemRedundancyGroup. The
VMware Smart Assurance IP Manager Concepts Guide provides a description of
UnitaryComputerSystem and the IP data model.


The Global Manager combines this topology with the underlying physical-transport topology imported
from IP Availability Manager.


Viewing BGP topology in maps
The Global Consolepresents the topology information in a variety of dynamically updated formats that
show the status of the BGP and physical-transport objects and their many relationships. One of those
formats is the topology map, which is a graphical representation of the topology.
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Viewing topology maps is an easy and quick way to learn more about the source, impact, and cause of
BGP notifications. You view the BGP topology maps, such as the one shown in BGP topology map, by
using the Map Console view of the Global Console.


Figure 2‑6.  BGP topology map


Opening a BGP topology map
You can use any of the following common methods to open a BGP topology map:


n Open the Map Console by selecting the Show Map menu option from any opened console that is
attached to the Global Manager. For example, in the Notification Log Console, click a BGP
notification and then select Event > Show Map, or right-click the notification and then select Show
Map in the pop-up menu. In the Topology Browser Console, right-click a BGP object and then select
Show Map in the pop-up menu.


n Open the Map Console from the Global Console by selecting File > New > Map Console. In the
topology tree of the Map Console, click a BGP object to display a map for the object, or right-click a
BGP object and then select a BGP map type (BGP Connectivity) from the pop-up menu.


n In an opened topology map, right-click a BGP map icon and then select a BGP map type (BGP
Connectivity) from the pop-up menu.
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BGP topology map pop-up menus
Two types of pop-up menus are available in a BGP topology map:


n Right-click a selected node in a map


Opens a pop-up menu that enables you to select any of the map types available to the selected node
(for example, BGP Connectivity, Physical Connectivity, Group Membership), to display notification
properties (if any) for the selected node, and so on. For a node marked with a plus sign (+), the
Expand Map Element menu option allows you to expand the node to see all nodes that are physically


or logically connected to the node. 


n Right-click an open space in a map


Opens a pop-up menu that enables you to display all routers that have a special routing-protocol role
(for example, to display all BGP Route Reflectors), to control whether the device-role labels appear
for special routers (for example, RR for a BGP Route Reflector), and so on. The Reset map menu
option enables you to reset changes made to the map or to return to the saved map.


In the topology tree of a Map Console, a pop-up menu is also available when you right-click an object.
This menu enables you to select any of the map types available to the selected object, to display
notification properties (if any) for the selected object, and so on.


The VMware Smart Assurance Service Assurance Manager Operator Guideprovides detailed
descriptions of map menus and pop-up menus available for the Map Console.


BGP topology map types
The following map types are available for viewing the BGP topology:


n BGP Connectivity map


A map type that shows autonomous systems, BGP services, and the BGP session connections
between the BGP services. BGP session objects appear as edges (graphical representations of
relationships or connections) in this map. BGP map availability identifies the BGP objects for which
the BGP Connectivity map is available.


n Physical Connectivity map


A common map type that has been expanded to include the BGP session objects shown in BGP map
availability. BGP session objects appear as edges in this map.
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n Group Membership map


A common map type that has been expanded to include BGP router redundancy groups. The
redundancy groups are specified by using user-modifiable discovery hook scripts, as explained in the
VMware Smart Assurance Network Protocol Manager Discovery Guide Supplement . The Group
Membership map shows the composition (BGP routers) of these groups.


Table 2‑2.  BGP map availability


Class name


Map type


Default map typeBGP Connectivity Physical Connectivity


1**Application Relationship Map is also available to BGPService and BGPSession objects.


AutonomousSystem x BGP Connectivity


BGPService 1 x BGP Connectivity


BGPSession 1 x BGP Connectivity


UnitaryComputerSystem(Router,
for example)


x x Physical Connectivity


BGP topology map graphical representations
BGP topology maps contain BGP objects with their relationships and connections. In a map display, a
node is a graphical representation of a topology object, an edge is a graphical representation of a
relationship or connection between objects, and a container is a graphical representation of a logical set
of related objects.


Default nodes and edges
Default nodes and edges for BGP topology mapsidentifies and describes the default nodes and edges
that may appear in a BGP topology map. In the Map Console, you can also select Map >Map Legend to
see a similar list.


Table 2‑3.  Default nodes and edges for BGP topology maps


Icon/visual indicator Description


Icon represents an autonomous system.


Icon represents a BGP service that is running on a routing device. The routing device
may be a physical router, a virtual router that is implemented within a physical router
or a switch, or one of the following router cards in a switch:
n Router switch module (RSM)
n Router switch feature card (RSFC)
n Multilayer switch feature card (MSFC)


Icon represents a BGP service that is running on an interface card in a switch.
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Table 2‑3.  Default nodes and edges for BGP topology maps (Continued)


Icon/visual indicator Description


Straight line represents a BGP session between neighboring BGP services
(neighboring BGP devices).


Directed dotted line represents composition.


Note   Your system administrator might replace the default map nodes with other map nodes that are
preferred by your organization. In that case, use Map >Map Legend to see the definitions of your map
nodes. Also, additional icons might display, depending on the underlying
VMware Smart Assuranceproducts and certified devices.


Containers
A container appears in a map as a box holding a logical set of related objects. For BGP maps, a container
(as shown in Container in a BGP map) holds all of the objects discovered for a particular BGP
autonomous system.


Figure 2‑7.  Container in a BGP map


You can see additional views of the container by right-clicking the container border and then selecting
Navigate >Collapse Object or Navigate >View In Full Screen. The first selection collapses the container to
a BGP autonomous system icon, and the second selection expands the entire map to just the objects
within the container. Using the Navigate menu optionsillustrates how to use the Navigate menu options to
navigate between these different views. To re-expand the container, select Navigate >Open Object.
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Figure 2‑8.  Using the Navigate menu options


In Figure 8, the box surrounding the BGP autonomous system object indicates that it is the launching
object for the map to which the container belongs. The object selected to launch a map is referred to as
the focal object.


Also, in Figure 8, the collapsed container indicator distinguishes a collapsed container icon from a
standard BGP autonomous system icon. The pop-up menu for a collapsed container icon includes the
Navigate options, whereas the pop-up menu for the standard BGP autonomous system icon does not.


BGP map labels
BGP topology maps use labels to visually distinguish the different roles performed by the devices in the
BGP topology. Currently, only the RR label shown in Labels that show the roles of devices in BGP mapsis
used in BGP topology maps.
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Table 2‑4.  Labels that show the roles of devices in BGP maps


BGP map label Description


1 RR


2


Route Reflector (RR). An IBGP peer router responsible for passing IBGP learned
routes to a set of IBGP neighbors.


BGP map expansion
By default, expanding a node marked with a plus sign adds all nodes that are one hop away from the
node. For example, expanding a BGP service node shows all the BGP session objects and peer BGP
service objects associated with the BGP service node.


You can use any of the following methods to expand a node marked with a plus sign:


n Select the node and then select Expand Map Element from the Map Console Map menu.


n Right-click the node and then select Expand Map Element.


n Select the node and click the Show neighboring nodes button.


Note   Double-clicking a node launches either a Notification Properties dialog box or a Topology
Browser view for the object, depending on whether any notifications are associated with the object.


BGP stub adjacencies
Network Protocol Manager for BGP creates a full adjacency between two peering BGP devices if both
BGP protocol endpoints are discovered in the managed BGP topology. If only one BGP protocol endpoint
is discovered in the managed BGP topology, Network Protocol Manager for BGP creates a stub
adjacency between the two peering BGP devices. The presence of a gray router icon in a BGP
Connectivity map indicates one or more stub adjacencies.


Displaying stub adjacencies enables a service provider to show a subscriber the status of that
subscriber’s adjacency from the provider’s perspective.


BGP Connectivity map examples
The three figures, BGP Connectivity map launched for an AutonomousSystem objectthrough BGP
Connectivity map launched for a BGPSession object, show the initial layout of a BGP Connectivity map
launched for an AutonomousSystem object, a BGPService object, and a BGPSession object,
respectively. No physical connectivity details are included in the BGP Connectivity map.


The layout of a BGP Connectivity map depends on the object that you select to launch the map. The
launching object for the map, called the focal object, is surrounded by a box unless the focal object is
displayed in a container, or is a BGPSession object. The container identifies which devices and BGP
services are part of an autonomous system.
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BGP Connectivity map launched for an AutonomousSystem objectis an example of a BGP Connectivity
map that has an AutonomousSystem focal object. The map shows the autonomous system container, the
member devices within the container, and the BGP sessions (solid green lines) that connect the member
devices. Each member device is running a BGP service.


Figure 2‑9.  BGP Connectivity map launched for an AutonomousSystem object


Figure 2-9also shows a stub adjacency, which is represented as a solid yellow line connected to a gray
router icon. Yellow indicates that the stub adjacency is affected by an abnormal condition. The device that
is represented by the gray router icon is not present in the repository of
Network Protocol Manager for BGP.


BGP Connectivity map launched for a BGPService objectis an example of a BGP Connectivity map that
has a BGPService focal object. The map shows the selected BGP service and its hosting device, along
with its neighboring BGP service and that service™s hosting device. Because the selected BGP service
is displayed in a container, it is not surrounded by a box.
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Figure 2‑10.  BGP Connectivity map launched for a BGPService object


BGP Connectivity map launched for a BGPSession objectis an example of a BGP Connectivity map that
has a BGPSession focal object. The map shows the selected BGP session, which is represented as a
solid green line, between the two devices that are running neighboring BGP services. Green indicates
that the BGP session is healthy.


Figure 2‑11.  BGP Connectivity map launched for a BGPSession object
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BGP Containment
An object’s Containment view appears in a dialog box that organizes the information for the object into tab
pages and tables.


The intent of the Containment view is to allow users to examine detailed component topology of an
individual object. The Global Console retrieves the topology information from the Global Manager and
from the underlying Domain Managers. If an underlying Domain Manager is not attached to the console,
the console automatically establishes a connection to the Domain Manager by using the user’s login ID.


In a Network Protocol Manager for BGP deployment, the Global Console retrieves the Containment
topology information from the Global Manager, from Network Protocol Manager for BGP, and from
IP Availability Manager. As an example, if you want to examine the BGP protocol endpoints of a router
that is running a BGP service, you can do so by opening a Containment dialog box for the router object.
The console will retrieve the endpoint topology information from the underlying
Network Protocol Manager for BGP application.


Viewing BGP Containment
BGPSession Containment dialog boxshows a Containment dialog box for a BGP session object.


Figure 2‑12.  BGPSession Containment dialog box


In a Containment view, different information is available for different types of objects.


Note   Containment is not available for user-defined groups and services.


Opening a BGP Containment dialog box
To obtain containment information about an individual BGP object, you can use any of the following
common methods to open a Containment dialog box for the object:


n In a BGP map tree, right-click the object and then select Containment.


n In a BGP map, right-click the object and then select Containment.
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n In a Topology Browser Console, right-click the object and then select Containment.


n In a Notification Log Console, double-click a notification for the object and then click the Containment
button in the Notification Properties dialog box.


BGP Containment tab pages
The BGP tab pages that appear in a Containment dialog box for a BGP object contain the topology
information listed in BGP classes and their Containment tab pages and associated attributes.


Note   Common tab pages, such as Connected Systems, that may appear in a Containment view for a
BGP object are not included in BGP classes and their Containment tab pages and associated attributes.


Table 2‑5.  BGP classes and their Containment tab pages and associated attributes


Class name BGP tab name Attributes


AutonomousSystem BGP Members DescriptionDisplayNameLocationModelV
endorVersionVector


BGPService BGP Endpoint Configuration ASDisplayNamePeerDisplayNamePeerI
dentifierPeerNegotiatedVersionRemoteA
ddressRemoteASRemotePort


BGP Endpoint Status DisplayNameInUpdatesPeerDisplayNam
ePeerState


Sessions


BGPSession BGP Adjacent Endpoints ASDisplayNameInUpdatesPeerDisplayN
amePeerIdentifierPeerStateRemoteAddr
essRemoteAS


UnitaryComputerSystem BGP Endpoints DisplayNameInUpdatesPeerDisplayNam
ePeerStateRemoteAS


BGP Containment use as a troubleshooting aid
The Containment view is an excellent aid for resolving BGP problems. As an example, to begin resolving
a misconfiguration problem for a BGP session, you would open the Containment dialog box for the failed
BGP session and click the BGP Adjacent Endpoints tab to determine which BGP endpoint has the
configuration problem.
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BGP Objects and their Failures 3
This chapter includes the following topics:


n Root-cause analysis


n Data model


n Summary of root-cause problems and events


n BGP object attributes, problems, and events


Root-cause analysis
Network Protocol Manager for BGP performs availability-based root-cause analysis of the discovered
BGP topology objects. It also relates physical-transport problems to the BGP objects, along the affected
data path, that are no longer accessible or suffer from lack of response or performance as a result of the
physical-transport problems.


When Network Protocol Manager for BGP detects a BGP failure, it checks for any physical-transport
problem from IP Availability Manager that might be causing the failure. If it finds such a problem,
Network Protocol Manager for BGP diagnoses the BGP failure as a symptom and exports the underlying
physical-transport problem and the BGP symptom to the Global Manager, as explained in Chapter 4 BGP
Cross-Domain Impact Correlation Analysis


If it does not find such a problem, Network Protocol Manager for BGP focuses its analysis on just the
BGP domain and performs the root-cause analysis described in this chapter.


Data model
Network Protocol Manager for BGPbuilds a data model of the discovered BGP topology objects in its
domain. The model, shown in BGP data model, represents the BGP objects and certain network objects
imported from IP Availability Manager, their relationships, and their connections.


The BGP objects are represented as instances of the following VMware Smart Assuranceobject classes:


n AutonomousSystem


n BGPService


n BGPProtocolEndpoint


n BGPSession
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n BGPSessionGroup


The VMware Smart Assurance Network Protocol Manager Discovery Guide Supplementprovides
more information about the BGP data model. The
VMware Smart Assurance Common Information Model (ICIM) 1.11 Reference for Non-Service
Assurance Manager Productsprovides descriptions of VMware Smart Assuranceclasses,
relationships, and connections.


Figure 3‑1.  BGP data model
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Summary of root-cause problems and events
Network Protocol Manager for BGP diagnoses root-cause problems and detects (computes) events from
status updates acquired in the following ways:


n By subscribing to BGP-relevant status updates from IP Availability Manager


n By using SNMP polling to gather status information from the BGP-enabled devices


n By extracting status information from SNMP traps that are issued by the BGP-enabled devices


n By extracting status information from syslog messages that are issued by the BGP-enabled devices


Network Protocol Manager for BGP correlates these events to diagnose root-cause problems.


Note   Events used as symptoms to diagnose a root-cause problem can also be perceived as impacts
that are caused by the problem.


The Global Manager imports:


n All problems that are diagnosed by Network Protocol Manager for BGP.


n Key events that are detected by Network Protocol Manager for BGP.


The root-cause problem notifications (one problem per notification) and the event notifications (one
event per notification) are displayed in the Global Console.


Note   In Network Protocol Manager, the range of notification for Cisco BGP-enabled devices in IPv6
network is limited. This is because the discovery and monitoring mechanism of Cisco BGP-enabled
devices is CLI-based and not SNMP-based. The IPv6 notifications generated for Cisco devices are
indicated in Summary of root-cause problems and events and Summary of root-cause problems and
events against those notifications.


Root-cause problems
Root-cause problems diagnosed by Network Protocol Manager for BGP lists the root-cause problems that
are diagnosed by Network Protocol Manager for BGP. For each problem, Table 7 identifies the managed
object for which the problem is diagnosed, the condition for the problem, and the events that are
correlated by Network Protocol Manager for BGP to diagnose the problem.


Table 3‑1.  Root-cause problems diagnosed by Network Protocol Manager for BGP


Managed object Root cause Condition
Events (symptoms) of root
cause 1


1**Interpret event entries as <object name>::<event name>.


BGPService Down


Note   Also detected for Cisco
BGP-enabled devices in IPv6
network.


This BGP service is down,
and all the BGP sessions
associated with this service
are down.


BGPSession::Disconnected


All BGP sessions associated with
this service are disconnected.
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Table 3‑1.  Root-cause problems diagnosed by Network Protocol Manager for BGP
(Continued)


Managed object Root cause Condition
Events (symptoms) of root
cause 1


BGPProtocolEndpoint Disabled This BGP protocol endpoint or
its associated physical
interface is administratively
down (manually disabled),
and the BGP session for this
endpoint is reporting an
improper state.


BGPProtocolEndpoint::Administrati
velyDown


IBGPPeerMissing


Note   Also detected for Cisco
BGP devices in IPv6 network.


The Internal BGP (IBGP) peer
(remote IBGP service) for this
endpoint is not present in the
topology, and the BGP
session for this endpoint is
reporting an improper state.


BGPProtocolEndpoint::IBGPPeer
MissingEvent


BGPSession::Disconnected


RemoteAsMismatch The actual autonomous
system (AS) number and the
locally configured AS number
of the BGP peer (remote BGP
service) for this endpoint do
not match, and the BGP
session for this endpoint is
reporting an improper state.


BGPProtocolEndpoint::RemoteAS
MismatchEvent


BGPSession::Disconnected


RemoteSpeakerNotConfigured The BGP peer for this
endpoint is not configured to
speak BGP to this endpoint,
and the BGP session for this
endpoint is reporting an
improper state.


BGPProtocolEndpoint::RemoteSp
eakerNotConfiguredEvent


BGPSession::Disconnected


RemoteSystemNotRunningBG
P


The BGP peer for this
endpoint does not run BGP,
and the BGP session for this
endpoint is reporting an
improper state.


BGPProtocolEndpoint::RemoteSys
temNotRunningBGPEvent


BGPSession::Disconnected


BGPSession Down


Note   Also detected for Cisco
BGP devices in IPv6 network.


The BGP session is not
established, and no other
known problem can explain
why this session is not
established.


BGPSession::Disconnected
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Events
Events detected by Network Protocol Manager for BGP lists the events that are detected by
Network Protocol Manager for BGP and used as symptoms to diagnose root-cause problems. For each
event, Table 8 identifies the managed object for the event, the condition that triggers the event, and
whether the event is imported by the Global Manager.


Note   Events detected by Network Protocol Manager for BGP lists the events that are generated for
BGP-enabled devices in IPv4 network. The range of notification for Cisco BGP-enabled devices in IPv6
network is limited. Those IPv6 specific events for Cisco devices are indicated against them.


Table 3‑2.  Events detected by Network Protocol Manager for BGP


Managed object Event (symptom) Condition


1**Imported by the Global Manager.


BGPProtocolEndpoint AdministrativelyDown This BGP protocol endpoint or its associated physical
interface is administratively down (manually disabled).


IBGPPeerMissingEvent


Note   Also detected for Cisco BGP-
enabled devices in IPv6 network.


The IBGP peer for this endpoint is not present in the
topology.


RemoteAsMismatchEvent The actual AS number and the locally configured AS
number of the BGP peer for this endpoint do not match.


RemoteSpeakerNotConfiguredEvent The BGP peer for this endpoint is not configured to speak
BGP to this endpoint.


RemoteSystemNotRunningBGPEvent The BGP peer for this endpoint does not run BGP.


BGPSession Disconnected 1


Note   Also detected for Cisco BGP-
enabled devices in IPv6 network.


The BGP session is not established.


Flapping1 The BGP session is experiencing transient functional
problems.


BGPSessionGroup Impacted 1 A BGPSessionGroup consists of multiple BGPSessions. If
one of the sessions is alarming, then BGPSessionGroup
event it Impacted.


RedundancyGroup


(described in 
BGPSessionGroup)


AllComponentsDown 1 None of the member objects in the BGP redundancy group
are responsive or operational.


AtRisk 1 Only one of the member objects in the BGP redundancy
group is responsive or operational.


ReducedRedundancy 1 Applies only to BGP redundancy groups that contain three
or more member objects: At least one member object in the
redundancy group is unresponsive or not operational, but
the number of responsive or operational member objects is
at least two.
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BGP object attributes, problems, and events
The sections that follow describe key attributes, diagnosed problems, and detected events for the
following categories of BGP and redundancy group object types:


n AutonomousSystem AutonomousSystem


n BGPService BGPService


n BGPProtocolEndpoint BGPProtocolEndpoint


n BGPSession BGPSession


n BGPSessionGroup BGPSessionGroup


AutonomousSystem
A BGP autonomous system consists of one or more devices that are running BGP services.


Attributes for AutonomousSystem
Attributes for AutonomousSystem lists some key attributes for AutonomousSystem.


Table 3‑3.  Attributes for AutonomousSystem


Attribute Description Allowed values


AS Identifier, or number, of this BGP autonomous system. Integer


ConfederationID Identifier, or number, of the BGP confederation of which
this BGP autonomous system is a member. (Currently
not used: always 0.)


Integer


BGPService
A BGP service is a BGP protocol process that is running on a device. A BGP service manages the
protocol exchanges with other BGP services.


Any BGP service that forms a session with any other BGP service is referred to as a BGP speaker. BGP
service and BGP speaker are essentially the same terms. Chapter 6 BGP Terminology provides further
clarification of these and other BGP terms.


Attributes for BGPService
Attributes for BGPService lists some key attributes for BGPService.
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Table 3‑4.  Attributes for BGPService


Attribute Description Allowed values


AS Identifier, or number, of the autonomous system of which this
BGP service is a member.


Integer


Identifier A 32-bit integer that uniquely identifies the device on which
this BGP service is running.


String: IpAddress, an
application-wide type that
represents a 32-bit value


IsRouteReflector True if the device on which this BGP service is running is a
Route Reflector (RR).


Note   BGP MIB objects cannot identify an RR, this attribute
can only be set to true by using an ASL hook script. 
BGPSessionGroup provides details.


Boolean: true or false


Root-cause problems for BGPService
The following root-cause problem is diagnosed for BGPService:


Down: All BGP sessions associated with this service are disconnected, and no other known problem in
the BGP domain or the underlying physical-transport domain can explain this fact. Thus, the service
failure itself is considered to be the root cause.


BGPProtocolEndpoint
A BGP protocol endpoint is a type of service access point that is defined for each BGP physical interface
on the BGP device. A BGP protocol endpoint is a logical object that holds the status of a single BGP
session from the point of view of one of the BGP physical interfaces.


A BGP session is a connection between the local BGP service that is running on the local device and a
remote BGP service that is running on a remote device. The remote BGP service is also known as a BGP
peer.


Attributes for BGPProtocolEndpoint
Attributes for BGPProtocolEndpoint lists some key attributes for BGPProtocolEndpoint.
Network Protocol Manager for BGP uses these and other attributes to diagnose BGP protocol endpoint
problems and to detect BGP protocol endpoint events.


The IsFlapping and trap-type attributes for BGPProtocolEndpoint pertain to flapping analysis, which is
explained in Chapter 5 BGP Session Flapping Detection.


Table 3‑5.  Attributes for BGPProtocolEndpoint


Attribute Description Allowed values


ActualRemoteAS Actual identifier, or number, of the autonomous system of
which the BGP peer (remote BGP service) for this
endpoint is a member.


Integer


AS Identifier, or number, of the autonomous system of which
the BGP service for this endpoint is a member.


Integer
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Table 3‑5.  Attributes for BGPProtocolEndpoint (Continued)


Attribute Description Allowed values


Established True if the BGP session for this endpoint is established. Boolean: true or false


FlappingClearWindow Length of time, in seconds, that a Flapping event,
triggered by flapping on this endpoint and generated for
the associated BGP session, is active before the event is
cleared.


Length of time is determined by the value of the
FLAP_Clear_Window parameter in the BGP Session
Flapping threshold setting. A value of 0 disables the
clearing of Flapping events.


Integer


FlappingDetectedTime Timestamp, as shown in the Global Console, when
flapping condition is detected on this endpoint.


String


FlappingStableMaxTimeWindow Maximum length of time, in seconds, that can elapse
before this flapping endpoint is declared stable. The
maximum length of time is fixed at 3600 seconds (60
minutes).


Integer


IsEBGP True if the BGP session for this endpoint is an External
BGP (EBGP) session.


Boolean: true or false


IsFlapping True if a flapping condition is occurring at this endpoint. Boolean: true or false


IsMultiHop True if the BGP session for this endpoint is configured as
Multihop.


Boolean: true or false


IsRouteReflector True if the device for this endpoint is an RR.


Note   BGP MIB objects cannot identify an RR, this
attribute can only be set to true by using an ASL hook
script. BGPSessionGroup provides details.


Boolean: true or false


LocalAddress Local IP address of the BGP session for this endpoint.


Note   This attribute is not displayed during IPv6 BGP
discovery.


String: IpAddress, an
application-wide type that
represents a 32-bit value


LocalPort Local TCP port of the BGP session for this endpoint.


Note   This attribute is not displayed during IPv6 BGP
discovery.


Integer


DiscoveredLocalAddress The local IP address of the BGP session for this
endpoint that is discovered.


Note   This attribute is not displayed during IPv6 BGP
discovery.


String


PeerAdminStatus Administrative status of the remote device for this
endpoint.


String:
n UNKNOWN
n STOP
n START


PeerNegotiatedVersion Negotiated version of BGP that is running on the BGP
session for this endpoint; negotiated between local BGP
service and remote BGP service.


Integer


0 indicates that a BGP session
is not established.
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Table 3‑5.  Attributes for BGPProtocolEndpoint (Continued)


Attribute Description Allowed values


PeerState Current state of the BGP session for this endpoint.
n UNKNOWN is the default PeerState value before


Network Protocol Manager for BGP sends SNMP
polls to the device that is hosting this endpoint.


n IDLE indicates that the BGP service for this endpoint
refuses all incoming BGP connections. No resources
are allocated to the peer.


n CONNECT indicates that the BGP service for this
endpoint is waiting for the transport protocol
connection to be completed.


n ACTIVE indicates that the BGP service for this
endpoint is trying to acquire a peer by initiating a
transport protocol connection.


n OPENSENT indicates that the BGP service for this
endpoint is waiting for an OPEN message from its
peer. When an OPEN message is received, the BGP
service checks all fields for correctness.


n OPENCONFIRM indicates that the BGP service for
this endpoint is waiting for a KEEPALIVE or
NOTIFICATION message. If the host device receives
a KEEPALIVE message, the BGP service changes
the state to Established.


n ESTABLISHED indicates that the BGP service for
this endpoint can exchange UPDATE,
NOTIFICATION, and KEEPALIVE messages with its
peer.


String:
n UNKNOWN
n IDLE
n CONNECT
n ACTIVE
n OPENSENT
n OPENCONFIRM
n ESTABLISHED


RemoteAddress Remote IP address of the BGP session for this endpoint. String: IpAddress, an
application-wide type that
represents a 32-bit value


RemoteAS Identifier, or number, of the autonomous system of which
the BGP peer for this endpoint is a member, as
determined by the configuration on the local device.


Integer


RemotePort Remote TCP port of the BGP session for this endpoint. Integer


TrapCount Number of traps received for this endpoint since flapping
condition on this endpoint started.


Integer


TrapCountThreshold Minimum number of state transitions that must occur
during a TrapTimeWindow interval to trigger a flapping
condition on this endpoint.


Length of time is determined by the value of the
Trap_Count_Threshold parameter in the BGP Session
Flapping threshold setting. A value of 0 disables flapping
analysis.


Integer


TrapFirstReceivedTime Timestamp, as shown in the Global Console, when first
bgpEstablished trap is received for current flapping
condition on this endpoint.


String
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Table 3‑5.  Attributes for BGPProtocolEndpoint (Continued)


Attribute Description Allowed values


TrapLastReceivedTime Timestamp, as shown in the Global Console, when last
bgpEstablished trap is received for current flapping
condition on this endpoint.


String


TrapTimeWindow Time interval, in seconds, during which the
TrapCountThreshold value must be reached in order to
declare a flapping condition on this endpoint.


Time interval is determined by the value of the
Trap_Time_Window parameter in the BGP Session
Flapping threshold setting. A value of 0 disables flapping
analysis.


Integer


Root-cause problems for BGPProtocolEndpoint
Root-cause problems for BGPProtocolEndpoint lists the root-cause problems that are diagnosed for
BGPProtocolEndpoint.


Table 3‑6.  Root-cause problems for BGPProtocolEndpoint


Problem 1 Description


1**Problems prevent a session from forming on the affected endpoint.


Disabled  This endpoint or its associated physical interface is administratively down
(manually disabled), and the BGP session for this endpoint is reporting an improper
state.


IBGPPeerMissing IBGP peer for this endpoint is not present in the topology, and the BGP session for
this endpoint is reporting an improper state.


Possibly, the peer IP, that is, the RemoteAddress for this endpoint, is misconfigured
and is pointing to a nonexistent device.


RemoteAsMismatch Actual autonomous system number and locally configured autonomous system
number of the remote device for this endpoint do not match, that is,
ActualRemoteAS and RemoteAS for this endpoint do not match; and the BGP
session for this endpoint is reporting an improper state.


RemoteSpeakerNotConfigured Remote device for this endpoint is not configured to speak BGP to the local device
for this endpoint, and the BGP session for this endpoint is reporting an improper
state.


RemoteSystemNotRunningBGP Remote device for this endpoint is not running BGP, and the BGP session for this
endpoint is reporting an improper state.


To prevent Network Protocol Manager for BGP from issuing Disabled root-cause problems, you set the
AdminDownFlag parameter in the bgp.conf file. The
VMware Smart Assurance Network Protocol Manager Configuration Guide provides directions on setting
this parameter.


Events for BGPProtocolEndpoint
Events for BGPProtocolEndpoint lists the events that are detected for BGPProtocolEndpoint.
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Table 3‑7.  Events for BGPProtocolEndpoint


Event Description


AdministrativelyDown This endpoint or its associated physical interface is administratively down
(manually disabled).


IBGPPeerMissingEvent IBGP peer for this endpoint is not present in the topology.


RemoteAsMismatchEvent Actual AS number and the locally configured AS number of the BGP peer
for this endpoint do not match.


RemoteSpeakerEvent BGP peer for this endpoint is not configured to speak BGP to this endpoint.


RemoteSystemNotRunningBGPEvent BGP peer for this endpoint does not run BGP.


BGPSession
A BGP session is a link between two BGP protocol endpoints. Each complete BGP session connects two
BGP protocol endpoints.


Attributes for BGPSession
The key attributes for BGPSession are the same as those for BGPProtocolEndpoint, except that the
attribute names contain 1 or 2 to denote the attribute set for each of the two endpoints involved in the
session. The Endpoint1DisplayName and Endpoint2DisplayName attributes identify the BGP endpoints
for the attribute sets. Attributes for BGPProtocolEndpoint provides a list of the key attributes for
BGPProtocolEndpoint.


Network Protocol Manager for BGP uses the two sets of BGPProtocolEndpoint attributes as well as other
attributes to diagnose BGP service, BGP protocol endpoint, and BGP session problems, and to detect
BGP session events.


Root-cause problems for BGPSession
The following root-cause problem is diagnosed for BGPSession:


Down: This BGP session is not established, and no other known problem in the BGP domain or the
underlying physical-transport domain can explain this fact. Thus, the session failure itself is considered to
be the root cause.


Events for BGPSession
Events for BGPSession lists the events that are detected for BGPSession.
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Table 3‑8.  Events for BGPSession


Event Description


Disconnected This BGP session is not established.


Down This BGP link between neighboring endpoints is down.


Flapping This BGP session is experiencing transient functional problems. At least one of
the BGPSessionGroupocol endpoints that are connected through this BGP
session is flapping.


This event contains the following information:
n Real flapping flag from session
n Total flapping count from session
n Total trap count from session
n First flapping time
n Total trap count and trap count for last flapping period from both endpoints
n Timestamp of the first and last trap received from both endpoints
n Configured trap count and time window from both endpoints


Note   Flapping for BGP sessions is diagnosed by using the settings
described in the
VMware Smart Assurance Network Protocol Manager Configuration Guide.


BGPSessionGroup
Network Protocol Manager for BGP supports the creation of BGPSessionGroups where one group
consists of multiple BGPSessions.


Events for BGPSessionGroup
Events for BGPSessionGroup lists the events detected for BGPSessionGroup.


Table 3‑9.  Events for BGPSessionGroup


Event Description


Impacted None of the member objects in the BGPSessionGroup are responsive or operational.


RedundancyGroup
Network Protocol Manager for BGP supports the creation and analysis of system redundancy groups.
Each group is composed of two or more routers and their interfaces.


For example, an autonomous system that has two Route Reflector (RR) routers can be modeled as a
system redundancy group that contains the two routers. If one RR router experiences a failure, the
passing of learned routes within the autonomous system is not interrupted but is less resilient to
additional failures. A failure in the other RR router totally interrupts the passing of learned routes in the
autonomous system.
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By default, Network Protocol Manager for BGP does not create system redundancy groups. However, by
using discovery hook scripts, you can configure Network Protocol Manager for BGP to create system
redundancy groups after the initial discovery of the BGP routers.


The VMware Smart Assurance Network Protocol Manager Discovery Guide Supplement provides
information about using discovery hook scripts
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BGP Cross-Domain Impact
Correlation Analysis 4
This chapter includes the following topics:
n BGP impact analysis overview


n BGP impact analysis model


n BGP impact analysis examples


BGP impact analysis overview
BGP failures, or apparent failures, that are detected by Network Protocol Manager for BGPcannot be
analyzed in isolation. Rather, those failures must be correlated with the physical-transport failures that are
detected by IP Availability Managerin order to determine the root-cause problem that is underlying all
observed symptoms. Network Protocol Manager for BGPanalyzes BGP and physical-transport failures to
determine whether a BGP failure is indeed a root-cause problem, or simply a symptom (impact) of an
underlying physical-transport root-cause problem.


When Network Protocol Manager for BGPdetects a BGP failure, it checks for any physical-transport
problem that might be causing the failure. If it does not find such a problem,
Network Protocol Manager for BGPfocuses its analysis on just the BGP domain and performs the root-
cause analysis described in Chapter 3 BGP Objects and their Failures


If it does find such a problem, Network Protocol Manager for BGPdiagnoses the BGP failure as an impact
and exports the underlying physical-transport problem and the BGP failure to the Global Manager. The
Global Managerresponds by adding the BGP failure as an impact of the underlying physical-transport
root-cause problem.


BGP and global impact analysisshows the flow of information between the components in a
Network Protocol Manager for BGPdeployment to achieve BGP and global impact analysis.
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Figure 4‑1.  BGP and global impact analysis


Status updates received from IP Availability Manageridentifies the IP Availability Managerstatus updates
to which Network Protocol Manager for BGPsubscribes.


Table 4‑1.  Status updates received from IP Availability Manager


Object Problem-type status Event-type status


1**Indentation indicates class hierarchy.


2**Perceived as a problem-type status by Network Protocol Manager for BGP.


Card Down


NetworkAdapter    Interface 1    Port Disabled,


Down
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Table 4‑1.  Status updates received from IP Availability Manager (Continued)


Object Problem-type status Event-type status


NetworkConnection    Cable 1
      TrunkCable


DownOrFlapping 2


UnitaryComputerSystem    Router 1
   Switch    and so on


Unresponsive 2


Network Protocol Manager for BGPimports status information from IP Availability Managerthrough a
remote repository access or, as shown in Synchronizing topology object event status.


Figure 4‑2.  Synchronizing topology object event status


“Update remote instrumented attributes” in Synchronizing topology object event statuscorresponds to
“Status updates” in BGP and global impact analysisand in Status updates received from IP Availability
Manager. Status updates represent the activation or clearing of events for the topology objects that are
identified in Status updates received from IP Availability Manager.


Adding IP Availability Manageras a source to Network Protocol Manager for BGPcauses
Network Protocol Manager for BGPto import topology and status from the IP Availability Manager. The
VMware Smart Assurance Network Protocol Manager Discovery Guide Supplementprovides the
instructions for completing this task.


BGP impact analysis model
Network Manager Protocol view of its managed BGP topologydemonstrates how
Network Protocol Manager for BGPmodels (represents) its managed BGP topology. The underlying
physical-transport objects in the model, shown as white rectangles, are managed by
IP Availability Manager. As such, Network Protocol Manager for BGPreceives the status of these objects
from IP Availability Manager.
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Figure 4‑3.  Network Manager Protocol view of its managed BGP topology


Not all of the underlying physical-transport objects that are understood by
Network Protocol Manager for BGPare shown in Network Manager Protocol view of its managed BGP
topology. For example, Network Protocol Manager for BGPalso understands Cable and TrunkCable
objects. In addition, the network cloud in Network Manager Protocol view of its managed BGP
topologyrepresents various types of connections between the two physical interfaces that are underlying
the BGP session, including connections between ports on intermediate switches.


BGP impact analysis examples
The examples that follow show how Network Protocol Manager for BGP uses the relationships between
the BGP objects and the underlying physical-transport objects to perform BGP impact analysis. In
addition, the examples show how the Global Manager picks up where Network Protocol Manager for BGP
leaves off to perform global impact analysis.


Keep the following information in mind when reading these examples:


n A router has multiple physical interfaces.
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n A physical interface may have multiple BGP protocol endpoints.


n A BGP protocol endpoint has one and only one BGP session.


Example of physical interface down
In this example, a physical interface on a router that is running a BGP service goes down. The example
assumes that the physical interface has one BGP protocol endpoint, which means that the physical
interface supports one BGP session.


In this example, IP Availability Manager:


n Diagnoses an Interface Down problem.


n Generates a NetworkConnection DownOrFlapping event as an impact of the Interface Down problem.


n Exports the Interface Down problem and the NetworkConnection DownOrFlapping event to the
Global Manager.


n Exports an Interface Down problem-type status and a NetworkConnection DownOrFlapping event-
type status to Network Protocol Manager for BGP.


Network Protocol Manager for BGP:


n Receives the Interface Down problem-type status and the NetworkConnection DownOrFlapping
event-type status from IP Availability Manager.


n Detects a disconnected BGP session for which the Interface Down problem-type status is associated
with one of the physical interfaces that is underlying the disconnected BGP session.


Network Protocol Manager for BGPthen:


n Generates a BGPSession Disconnected event.


n Generates an Interface Down problem.


n Correlates the BGPSession Disconnected event with the Interface Down problem and marks the
event as an impact of the problem.


n Exports the Interface Down problem and the BGPSession Disconnected event to the
Global Manager.


The Global Manager:


n Receives the Interface Down problem and the NetworkConnection DownOrFlapping event from
IP Availability Manager.


n Receives the Interface Down problem and the BGPSession Disconnected event from
Network Protocol Manager for BGP.


n Combines the Interface Down problem from both IP Availability Managerand
Network Protocol Manager for BGPto form one notification that has two sources.


n Associates the NetworkConnection DownOrFlapping notification from IP Availability Manageras an
impact of the Interface Down notification.


VMware Smart Assurance Network Protocol Manager for BGP User Guide


VMware, Inc.  44







n Associates the BGPSession Disconnected notification from Network Protocol Manager for BGPas an
impact of the Interface Down notification.


What follows is a summary of the notifications that are created for the Interface Down problem,
followed by a display in Notification Properties dialog box that shows an Interface Down problemthat
shows how the Global Managerassociates the network and BGP events as impacts of the Interface
Down problem:


n IP Availability Managerevents:


n Problem: Interface Down


n Event (impact): NetworkConnection DownOrFlapping


n Network Protocol Manager for BGPevents:


n Problem: Interface Down


n Event (impact): BGPSession Disconnected


n Global Managernotifications:


n Root cause: Interface Down


n Impacts: NetworkConnection DownOrFlapping and BGPSession Disconnected


Figure 4‑4.  Notification Properties dialog box that shows an Interface Down problem


Chapter 2 Viewing BGP Analysis Results and Topologyprovides instructions on viewing detailed
notification information.
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Example of cable down
In this example, a cable between two routers that are running BGP services goes down. The example
assumes that the cable connects two physical interfaces that each have one BGP protocol endpoint,
which means that the cable supports one BGP session.


In this example, IP Availability Manager:


n Diagnoses a Cable Down problem.


n Generates a Cable DownOrFlapping event as an impact of the Cable Down problem.


n Exports the Cable Down problem and the Cable DownOrFlapping event to the Global Manager.


n Exports a Cable DownOrFlapping event-type status to Network Protocol Manager for BGP.


Network Protocol Manager for BGP:


n Receives the Cable DownOrFlapping event-type status from IP Availability Manager.


n Detects a disconnected BGP session for which the Cable DownOrFlapping event-type status is
associated with the two physical interfaces that are underlying the disconnected BGP session.


As indicated in Example of cable down, Network Protocol Manager for BGPperceives the Cable
DownOrFlapping event-type status as a problem-type status.


Network Protocol Manager for BGPthen:


n Generates a BGPSession Disconnected event.


n Generates a Cable DownOrFlapping problem.


n Correlates the BGPSession Disconnected event with the Cable DownOrFlapping problem and marks
the event as an impact of the problem.


n Exports the Cable DownOrFlapping problem and the BGPSession Disconnected event to the
Global Manager.


The Global Manager:


n Receives the Cable Down problem and the Cable DownOrFlapping event from
IP Availability Manager.


n Receives the Cable DownOrFlapping problem and the BGPSession Disconnected event from
Network Protocol Manager for BGP.


n Combines the Cable DownOrFlapping event from IP Availability Managerwith the Cable
DownOrFlapping problem from Network Protocol Manager for BGPto form one notification that has
two sources.


n Associates the Cable DownOrFlapping notification as an impact of the Cable Down notification.
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n Associates the BGPSession Disconnected notification from Network Protocol Manager for BGPas an
impact of the Cable Down notification.


What follows is a summary of the notifications that are created for the Cable Down problem, followed
by a display in Notification Properties dialog box that shows a Cable Down problemthat shows how
the Global Managerassociates the network and BGP events as impacts of the Cable Down problem:


n IP Availability Managerevents:


n Problem: Cable Down


n Event (impact): Cable DownOrFlapping


n Network Protocol Manager for BGPevents:


n Problem: Cable DownOrFlapping


n Event (impact): BGPSession Disconnected


n Global Managernotifications:


n Root cause: Cable Down


n Impacts: Cable DownOrFlapping and BGPSession Disconnected


Figure 4‑5.  Notification Properties dialog box that shows a Cable Down problem


Chapter 2 Viewing BGP Analysis Results and Topologyprovides instructions on viewing detailed
notification information.
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BGP Session Flapping Detection 5
This chapter includes the following topics:


n Overview of BGP session flapping detection


n Configurations for BGP session flapping detection


n Example of BGP session flapping detection


n Flapping data in BGPSession object and log file


n Down problem suppression for a flapping BGP session


Overview of BGP session flapping detection
The BGP session flapping detection feature enables Network Protocol Manager for BGP to detect
flapping (intermittent) BGP sessions due to BGP protocol endpoint flapping. This feature is similar to the
interface unstable analysis feature that is implemented by VMware Smart Assurance
IP Availability Manager, except that the BGP session flapping detection feature is based on SNMP
bgpEstablished traps, not linkDown or linkUp traps.


Network Protocol Manager for BGP monitors a BGP protocol endpoint’s state through the bgpEstablished
traps that it receives. It uses a combination of fixed and user-controlled values to determine when to set
the IsFlapping attribute of the BGP protocol endpoint.


When Network Protocol Manager for BGP sets the IsFlapping attribute of a BGP protocol endpoint, it also
sets the IsFlapping attribute of the associated BGP session and generates a Flapping event for the BGP
session.


Configurations for BGP session flapping detection
Network Protocol Manager for BGP uses the following values to detect whether a BGP protocol endpoint
is flapping:


n Minimum traps


The minimum number of bgpEstablished traps that must be received in order to determine that the
endpoint is unstable. This value is set by the Trap_Count_Threshold parameter in the BGP Session
Flapping threshold setting. A value of 0 disables flapping analysis.
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n Trap time window


The period, in seconds, within which the minimum traps must be received to declare the endpoint
unstable. This value is set by the Trap_Time_Window parameter in the BGP Session Flapping
threshold setting. A value of 0 disables flapping analysis.


Once an endpoint is declared unstable, Network Protocol Manager for BGP computes the stable time.


n Stable time


The length of time that must elapse without additional bgpEstablished traps before
Network Protocol Manager for BGP declares the endpoint stable again. The stable time depends on
the length of time that the endpoint was unstable.


The stable time is at least as large as the unstable length of time, and at least as large as
Trap_Time_Window. However, the stable time cannot be longer than one hour (3600 seconds).


n Flap clear window


The length of time, in minutes, that must elapse before Network Protocol Manager for BGP clears the
Flapping event on the associated BGP session. This value is set by the FLAP_Clear_Window
parameter in the BGP Session Flapping threshold setting. A value of 0 disables the clearing of
Flapping events.


The VMware Smart Assurance Network Protocol Manager Configuration Guide provides more
information about the Trap_Count_Threshold, Trap_Time_Window, and FLAP_Clear_Window
parameters in the BGP Session Flapping threshold setting.


Example of BGP session flapping detection
BGP session flapping detectionclarifies by example how Network Protocol Manager for BGPdetermines
that a BGP protocol endpoint and associated BGP session are flapping.


VMware Smart Assurance Network Protocol Manager for BGP User Guide


VMware, Inc.  49







Figure 5‑1.  BGP session flapping detection


The example assumes that the Trap_Time_Window is 30 seconds, the Trap_Count_Threshold is 3, and
the FLAP_Clear_Window is 60 minutes. Network Protocol Manager for BGPperforms the following
actions:


1 As soon as Network Protocol Manager for BGPreceives a bgpEstablished trap for the BGP protocol
endpoint, it begins counting.


2 When Network Protocol Manager for BGPreceives three or more traps within the 30-second trap time
window, it considers the BGP protocol endpoint to be flapping and sets the endpoint’s IsFlapping
attribute (IsFlapping = TRUE).


3 Network Protocol Manager for BGPcontinues to receive traps for 75 seconds after the initial trap,
which results in a stable time of 75 seconds.


4 Network Protocol Manager for BGP clears the endpoint’s IsFlapping attribute (IsFlapping = FALSE) at
the end of the stable time.
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Stable time
As you can see in the example, stable time is equal to the length of time between the received time of the
last trap and the received time of the first trap. Stable time is restricted in two ways:


n If stable time is less than the trap time window, it is set to the Trap_Time_Window value.


n If stable time is greater than one hour (3600 seconds), it is set to one hour.


Stable time is proportional to the length of time that an endpoint is unstable: The longer an endpoint is
unstable, the longer the endpoint must be stable before the flapping condition is reset. Using the
example for clarification, suppose that another trap is received during the 75-second stable time. That
trap would become the last trap, and the stable time would become the length of time between the
received time of that trap and the received time of the first trap.


Flap clear window
As you can also see in the example, Network Protocol Manager for BGP clears the BGP session Flapping
event much later than it clears the IsFlapping attribute, which allows the event to linger for subsequent
review by end users.


Flapping data in BGPSession object and log file
During any period of time, several flapping conditions might be detected from either of the session’s
endpoints. Network Protocol Manager for BGP stores the latest detected flapping data from both
endpoints in the BGPSession object and in its log file. The BGPSession object also stores the total
number of traps for both endpoints in its TotalTrapCount attribute, and stores the total number of flapping
conditions for both endpoints in its TotalFlappingCount attribute.


Note   The flapping data for an endpoint is not updated until the next flapping condition is detected for the
endpoint.


When the Flapping event is cleared, Network Protocol Manager for BGP resets the endpoint’s trap
instrumentation data, and resets the session’s flapping cache data and event details.


Down problem suppression for a flapping BGP session
Network Protocol Manager for BGP suppresses the BGPSession::Down problem for a flapping BGP
session. That is, Network Protocol Manager for BGP suppresses the BGPSession::Down problem when
BGPSession::IsFlapping = TRUE.
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BGP Terminology 6
BGP terms and concepts
The terms and concepts presented in this appendix should prove helpful in understanding the BGP
domain discovered and monitored by Network Protocol Manager for BGP.


Begin by examining Interior gateway protocol and exterior gateway protocol links.


Figure 6‑1.  Interior gateway protocol and exterior gateway protocol links


The links between the routers within an independent network, or autonomous system (AS), are referred to
as Interior Gateway Protocol (IGP) links. The links between routers in different autonomous systems are
referred to as Exterior Gateway Protocol (EGP) links. BGP is an EGP.


n AS


Autonomous system. A collection of networks, or more precisely, the routers joining those networks,
that are under the same administrative authority and that share a common routing strategy.


n BGP


Border Gateway Protocol. A routing protocol, which is defined in RFC 1657, that updates routes
between autonomous systems.
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n BGP neighbors


BGP speakers that communicate with one another. External BGP neighbors (also known as external
BGP peers) are in different autonomous systems, while internal BGP neighbors (also known as
internal BGP peers) are in the same autonomous system. Normally, external neighbors are adjacent
to each other and share a subnet, while internal neighbors may be anywhere in the same
autonomous system.


n BGP network


Interconnected routers that are running BGP services.


n BGP peers


See BGP neighborsin this list.


n BGP router


A router that is running a BGP service.


n BGP service


A BGP process: An instance of the BGP routing protocol that is running in memory.


n BGP session


A link between BGP speakers. Sessions between BGP speakers of different autonomous systems
are referred to as external sessions or external links. Sessions between BGP speakers within the
same autonomous system are referred to as internal sessions or internal links.


n BGP speaker


Any BGP router that forms a BGP session with any other BGP router.


n Confederation


A mechanism used to scale BGP implementations by reducing the number of IBGP peering sessions.
Essentially, the parent autonomous system is split into multiple sub autonomous systems, referred to
as BGP confederation members . To the outside world, the confederation looks like a single
autonomous system.


n EBGP


External BGP. A session between two BGP peers in different autonomous systems, for the purpose of
communicating external routing information between the autonomous systems.


n EGP


Exterior Gateway Protocol. A routing protocol used to exchange routing information among two
routers in a network of autonomous systems. An EGP protocol maintains routes between
autonomous systems.


n IBGP


Internal BGP. A session between two BGP peers in the same autonomous system, for the purpose of
communicating externally derived routing information within the autonomous system. IBGP peers can
be attached by using a full mesh topology or the Route Reflector (RR) model.
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n IGP


Interior Gateway Protocol. A routing protocol, such as Open Shortest Path First (OSPF), used to
calculate routes and exchange routing information among routers within an autonomous system.


n MTU


Maximum transmission unit. A setting that controls the maximum IP packet size that a PC will send.


n Multi-access segment


A network segment supporting three or more routers. A network segment is part of an Ethernet or
other network on which all message traffic is common to all nodes, that is, a message is broadcast
from one node on the segment and received by all others on the segment.


n Route reflector


An alternative to the IBGP full mesh topology. In this model, an IBGP peer that is configured as a
route reflector is responsible for passing IBGP learned routes to a set of IBGP neighbors. The route
reflector model may be implemented for an entire autonomous system or within individual BGP
confederation members.


n Route reflector cluster


Two or more route reflectors that back up the same set of IBGP peers and share the same cluster ID.


n VLAN


Virtual Local Area Network. A network of computers that behave as if they are connected to the same
wire even though they may actually be physically located on different network segments of a LAN.
VLANs are configured through software rather than hardware, which makes them extremely flexible.


n VPN


Virtual Private Network. A private-access network over public connections.
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BGP Topology Naming
Conventions 7
This chapter includes the following topics:
n DisplayName and Name attributes


n Naming convention for BGP objects


DisplayName and Name attributes
Each BGP object has a unique name, which is defined by the DisplayName and Name attributes for the
object as shown in DisplayName and Name attributes for a BGP object.


Figure 7‑1.  DisplayName and Name attributes for a BGP object


The name specified in the DisplayName attribute is the name of the object displayed in the
Global Console, while the name specified in the Name attribute is the name of the object as known in the
Domain Manager’s repository.
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The DisplayName and Name attributes of a network object are viewable through a Topology Browser
Console attached to the Global Manageror to Network Protocol Manager for BGP.


Note   To launch a Topology Browser Console from the Global Console, select


File >New >Topology Browser Console.


The name specified in an object’s DisplayName attribute also appears in the Name attribute of a
notification involving that object. Notifications are imported by the Global Managerand displayed in the
Notification Log Console.


Naming convention for BGP objects
To name a discovered BGP object, Network Protocol Manager for BGP uses the appropriate naming
format in Naming formats for discovered BGP objects to assign the object a unique name. It then
populates the object’s Name and DisplayName attributes with that name.


Table 7‑1.  Naming formats for discovered BGP objects


Class Naming format


1**This object type is not imported by the Global Manager.


AutonomousSystem Name:AS-<autonomous-system identifier>


For example:AS-100


DisplayName:<same as Name>


BGPService Name:BGP-SVC-<host device name>


For example:BGP-SVC-qa-gw3


DisplayName:BGP-SVC-<host device name> [<BGP identifier> - <AS identifier>]


For example:BGP-SVC-qa-gw3 [192.168.101.1 - 100]


BGPProtocolEndpoint 1 Name:BGP-EP-<host device name>/<remote interface IP address>


For example:BGP-EP-qa-vpls1/172.23.21.2


Stub Name:BGP-EP-<host device name>/<remote interface IP address>


For example:BGP-EP-qa-mplspe3/10.9.254.4


DisplayName:BGP-EP-<host device name>/<remote interface IP address>->     <remote device
name>/<local interface IP address>           [<local AS identifier>-><remote AS identifier>] [local
interface device identifier]


For example:BGP-EP-qa-vpls1/172.22.21.2->qa-vpls2/172.22.21.1 [1097->1097] [Fa1/2]


Stub DisplayName:BGP-EP-<host device name>/<remote interface IP address>      [<local AS
identifier>-><remote AS identifier>]


For example:BGP-EP-qa-mplspe3/10.9.254.4 [100->100]
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Table 7‑1.  Naming formats for discovered BGP objects (Continued)


Class Naming format


BGPSession Name:BGP-ADJ-<host device name>/<remote interface IP address><-->    <remote device
name>/<local interface IP address>


For example:


BGP-ADJ-qa-gw3/10.9.254.4<-->qa-gw4/10.9.254.3


Stub Name:BGP-ADJ-<host device name>-><remote interface IP address>


For example:BGP-ADJ-qa-vpls1->172.23.21.2


DisplayName:BGP-ADJ-<host device name>/<remote interface IP address><-->    <remote device
name>/<local interface IP address>           [<local AS identifier><--><remote AS identifier>]


For example:BGP-ADJ-qa-gw3/10.9.254.4<-->qa-gw4/10.9.254.3 [100<-->100]


Stub DisplayName:BGP-ADJ-<host device name>-><remote interface IP address>      [<local AS
identifier>-><remote AS identifier>]


For example:BGP-ADJ-qa-vpls1->172.23.21.2 [1097->1097]


In an overlapping IP environment, Network Protocol Manager for BGP observes the following rule to
ensure that it creates the correct BGP sessions in its modeled topology:


For a BGP endpoint layered over a tagged IP that has a tag value of xxx,
Network Protocol Manager for BGP will create a BGP session to a neighboring BGP endpoint if and only
if that endpoint is also layered over a tagged IP that has a tag value of xxx.


The following BGP session confirms the observance of this rule. The tag value in the name of the BGP
session is highlighted in bold.


BGP-ADJ-qa-vpls4/192.168.98.1/64577:11000<-->


  qa-vpls2/192.168.8.1/64577:11000 [1097<-->1097]


Here are the BGP endpoints for the BGP session:


BGP-EP-qa-vpls4/192.168.98.1/64577:11000->


         


  qa-vpls2/192.168.8.1/64577:11000 [1097<-->1097] [Lo0]


BGP-EP-qa-vpls2/192.168.8.1/64577:11000->


         


  qa-vpls4/192.168.98.1/64577:11000 [1097<-->1097] [Lo98]
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Discovery Overview 1
This chapter includes the following topics:


n Terminology


n Routing-protocol support


n Device support


n SNMP and CLI discovery support


n Overlapping IP address support


n VPN-Tagging Server support


n Multiple routing-protocol instances represented as a single service


n Discovery architecture


n IP Availability Manager discovery


n Network Protocol Manager discovery


n When discovery occurs


Terminology
The VMware Smart Assurance Network Protocol Manager includes the following components:


n Network Protocol Manager for BGP


n Network Protocol Manager for EIGRP


n Network Protocol Manager for IS-IS


n Network Protocol Manager for OSPF


VMware Smart Assurance Network Protocol Manager represents four VMware Smart Assurance
Domain Managers. A Domain Manager is a service-assurance application that is associated with a
particular type of information-technology domain, such as networks, systems, applications, or
application services. For Network Protocol Manager, the domain is a routing-protocol network, that is,
a Border Gateway Protocol (BGP), Enhanced Interior Gateway Routing Protocol (EIGRP),
Intermediate System to Intermediate System (IS-IS), or Open Shortest Path First (OSPF) distributed
application that is running in an IP network. Each Domain Manager is autonomous in the sense that
it:
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n Maintains its own data models, repository, and problem signatures.


n Monitors and analyzes the discovered objects in its own domain.


System and device
The term “system” is a generic term that represents a computer-based network entity, such as a host,
router, or switch. The term “device” has essentially the same meaning as system except that, in some
cases, “device” also conveys the sense of specific model, such as a specific model of host, router, or
switch.


Discovery
VMware Smart Assurance discovery is the process of using VMware Smart Assurance object class
models to create a representation of the managed topology within the repository, or database, of a
Domain Manager. For Network Protocol Manager, data is collected from routing-enabled devices in the
managed network to create instances of logical routing topology objects, their relationships, and their
logical connections.


When a routing-enabled device is added to the managed network, Network Protocol Manager performs
discovery on the device to determine the routing topology objects that are associated with the device.
When a routing-enabled device is removed from the managed network and deleted from the topology,
Network Protocol Manager removes the device and all the device’s associated routing topology objects
from the modeled topology.


Object
The term “object” is intended to have a dual meaning: To simultaneously represent both (1) an
VMware Smart Assurance object in the modeled topology and (2) a physical or logical entity in the real
topology. An VMware Smart Assurance object corresponds to a physical or logical entity in the real
topology.


Network Protocol Manager installation directory
In this document, the term BASEDIR represents the location where the software is installed:


n For UNIX, this location is: /opt/InCharge/<product>.


The <product> represents the VMware Smart Assurance product. For example, on UNIX operating
systems, VMware Smart Assurance Network Protocol Manager is, by default, installed
to: /opt/InCharge/NPM/smarts.


Optionally, you can specify the root of BASEDIR to be something different, but you cannot change the
<product> location under the root directory.


The VMware Smart Assurance System Administration Guide provides detailed information about the
directory structure for VMware Smart Assurance software.
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Routing-protocol support
Network Protocol Manager is able to discover devices that are running any of the following routing-
protocol services:


n Border Gateway Protocol (BGP)


An external gateway protocol, which is defined in RFC 1657, that updates routes between
autonomous systems.


n Enhanced Interior Gateway Routing Protocol (EIGRP)


A Cisco proprietary interior gateway protocol that integrates the capabilities of distance-vector
protocols with the capabilities of link-state protocols.


n Intermediate System to Intermediate System (IS-IS)


An Open Systems Interconnect (OSI) interior gateway protocol, which is defined in ISO 10589, that is
designed to distribute routing information within an autonomous system.


n Open Shortest Path First (OSPF)


A link-state interior gateway protocol, which is defined in RFC 1253, that is used to distribute routing
information within an autonomous system.


One instance of Network Protocol Manager for BGP is required to discover devices that are running
BGP.


One instance of Network Protocol Manager for EIGRP is required to discover devices that are running
EIGRP.


One instance of Network Protocol Manager for IS-IS is required to discover devices that are running
IS-IS.


One instance of Network Protocol Manager for OSPF is required to discover devices that are running
OSPF.


Device support
Network Protocol Manager supports the discovery, monitoring, and analysis of BGP, EIGRP, IS-IS, and
OSPF networks in any of the following vendor-specific environments:


n Cisco


n Juniper


The VMware Smart Assurance Network Protocol Manager Certified Device List identifies the Cisco
and Juniper devices that have been fully tested for this release of Network Protocol Manager.


The device types that are supported by Network Protocol Manager are:


n Physical routers that are running BGP, EIGRP, IS-IS, or OSPF services.


n Virtual routers that are running BGP, EIGRP, IS-IS, or OSPF services.
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n Route switch modules (RSMs) that are running BGP, EIGRP, IS-IS, or OSPF services.


n Route switch feature cards (RSFCs) that are running BGP, EIGRP, IS-IS, or OSPF services.


n Multilayer switch feature cards (MSFCs) that are running BGP, EIGRP, IS-IS, or OSPF services.


n Switches that contain one or more interface cards that are running BGP, EIGRP, IS-IS, or OSPF
services.


Virtual routers are implemented within physical routers or switches. RSMs, RSFCs, and MSFCs,
which are device type cards in Layer 3 (network) switches, perform routing between virtual LANs
(VLANs).


SNMP and CLI discovery support
Network Protocol Manager uses Simple Network Management Protocol (SNMP) and command line
interface (CLI) to perform discovery on the supported devices in the managed IP network.
Network Protocol Manager supports IPv4 and IPv6 discovery through SNMP (v1, v2c, v3) and CLI using
Telnet and SSH.


Note   Discovery and Monitoring of IPv6 network topology is not supported in EIGRP Manager, which is
part of Network Protocol Manager.


Discovery and monitoring mechanism in IPv4 and IPv6 network lists the discovery and monitoring
mechanism for both IPv4 and IPv6, along with the supported vendors.


Table 1‑1.  Discovery and monitoring mechanism in IPv4 and IPv6 network


Platform


IPv4 Discovery and monitoring mechanism IPv6 Discovery and monitoring mechanism


IS-IS BGP OSPF EIGRP IS-IS BGP OSPF EIGRP


Linux n SNMP V2C,
V3 (Juniper)


n CLI (Telnet or
SSH) - Perl
(Cisco)


Note   Access
over IPv4
only.


SNMP
V2C, V3


(Cisco,
Juniper)


SNMP
V2C, V3


(Cisco,
Juniper)


CLI (Telnet
or SSH) -
Perl


(Cisco)


Note  
Access over
IPv4 only.


SNMPV2C
, V3


(Cisco,
Juniper)


CLI (Telnet or
SSH) - Perl


(Cisco, Juniper)


Note   Access
over IPv4 and
IPv6.


SNMPV
2C, V3


(Cisco)


Not
supported


Discovery sources for Cisco devices and Discovery sources for Juniper devices show the discovery
sources for the supported devices.


Table 1‑2.  Discovery sources for Cisco devices


BGP objects EIGRP objects IS-IS objects OSPF objects


BGP4 MIB (RFC 1657)


Network Protocol Manager
uses SNMP discovery to
discover Cisco BGP objects.


CLI


Network Protocol Manager
uses CLI discovery to
discover Cisco EIGRP
objects.


CLI


Network Protocol Manager
uses CLI discovery to
discover Cisco IS-IS objects.


OSPF MIB (RFC 1253)


Network Protocol Manager
uses SNMP discovery to
discover Cisco OSPF objects.
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Table 1‑3.  Discovery sources for Juniper devices


BGP objects EIGRP objects IS-IS objects OSPF objects


BGP4 MIB (RFC 1657)


Network Protocol Manager
uses SNMP discovery to
discover Juniper BGP
objects.


Not applicable. EIGRP is
used only by Cisco devices.


IS-IS MIB (RFC 1195)


Network Protocol Manager
uses SNMP discovery to
discover Juniper IS-IS
objects.


OSPF MIB (RFC 1253)


Network Protocol Manager
uses SNMP discovery to
discover Juniper OSPF
objects.


Overlapping IP address support
Network Protocol Manager for BGP and Network Protocol Manager for OSPF both support tagged IP and
IPNetwork objects that are created by IP Availability Manager.


Tagged IP and IPNetwork objects enable IP Availability Manager to discover overlapping IP addresses
and store them in its modeled topology. By importing tagged IP and IPNetwork objects from
IP Availability Manager, Network Protocol Manager for BGP and Network Protocol Manager for OSPF are
able to store overlapping IP addresses in their modeled topologies.


The inclusion of overlapping IP addresses in the modeled topology results in a more accurate and more
complete model of the topology, which enables IP Availability Manager,
Network Protocol Manager for BGP, and Network Protocol Manager for OSPF to perform more accurate
correlation analysis.


By default, IP Availability Manager is not enabled to perform discovery of overlapping IP addresses. The
VMware Smart Assurance Network Protocol Manager Configuration Guide provides instructions for
enabling this feature.


VPN-Tagging Server support
The VPN-Tagging Server, which is a component in Network Protocol Manager, assists
IP Availability Manager in the creation of certain overlapping IP-address configurations. The
VMware Smart Assurance Network Protocol Manager Configuration Guide provides instructions for
configuring the VPN-Tagging Server to accomplish this task.


Multiple routing-protocol instances represented as a
single service
Although Network Protocol Manager is able to discover multiple instances of a particular routing protocol
that is running on a device, it does not represent each discovered instance as a separate service. Rather,
Network Protocol Manager collectively represents the multiple instances as a single service. Thus:


n Network Protocol Manager for BGP collectively represents all discovered instances of BGP that are
running on a device as a single BGP service.


n Network Protocol Manager for EIGRP collectively represents all discovered instances of EIGRP that
are running on a device as a single EIGRP service.
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n Network Protocol Manager for IS-IS collectively represents all discovered instances of IS-IS that are
running on a device as a single IS-IS service.


n Network Protocol Manager for OSPF collectively represents all discovered instances of OSPF that
are running on a device as a single OSPF service.


Discovery architecture
As shown in Network Protocol Manager discovery for BGP or OSPF and Network Protocol Manager
discovery for EIGRP or IS-IS, Network Protocol Manager represents four Domain Managers.
Network Protocol Manager works with IP Availability Manager to discover the physical and logical objects
in the physical-transport domain and the routing-protocol domain.


Figure 1‑1.  Network Protocol Manager discovery for BGP or OSPF
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Figure 1‑2.  Network Protocol Manager discovery for EIGRP or IS-IS


A Network Protocol Manager deployment may contain one or more IP Availability Managers. In addition,
an IP Availability Manager instance may consist of just an IP Availability Manager process, or may consist
of an IP Availability Manager and an IP Performance Manager or IP Server Performance Manager that
are running together as a single process.


IP Availability Manager discovery
In the physical-transport domain, IP Availability Manager discovers Layer 2 (data-link) and Layer 3
(network) connectivity in multivendor, switched, and routed networks. It discovers the network devices by
sending them Internet Control Message Protocol (ICMP) and SNMP polls.
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In a Network Protocol Manager deployment, IP Availability Manager not only performs its traditional
discovery of network topology objects, but it also creates BGP, EIGRP, IS-IS, and OSPF topology
collection sets from the discovered network objects. Network Protocol Manager imports the topology
collection sets from IP Availability Manager. Topology and CLI device-access object import from IP
Availability Manager summarizes IP Availability Manager routing-topology discovery and
Network Protocol Manager topology import.


Figure 1‑3.  Topology and CLI device-access object import from IP Availability Manager


By default, IP Availability Manager is not enabled to create the protocol topology collection sets. The
VMware Smart Assurance Network Protocol Manager Configuration Guide provides instructions for
enabling this feature.


Creation of BGP topology collection set
During discovery, IP Availability Manager queries every Cisco or Juniper device (router or switch) in the
managed network for BGP support.


IP Availability Manager queries a device’s SNMP agent for an additional MIB object named
bgpPeerLocalAddr to determine whether the device supports the BGP routing protocol. If
bgpPeerLocalAddr exists for the device, IP Availability Manager adds the device to the BGP topology
collection set, along with other discovered network objects that are associated with the device.
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Creation of EIGRP topology collection set
During discovery, IP Availability Manager queries every Cisco device (router or switch) in the managed
network for EIGRP support.


IP Availability Manager queries a Cisco device’s SNMP agent for an additional MIB object named
cpmProcessName, in the Cisco Process MIB, to determine whether the device supports the EIGRP
routing protocol. If a process with eigrp in its name exists for the cpmProcessName object,
IP Availability Manager adds the device to the EIGRP topology collection set, along with other discovered
network objects that are associated with the device.


Creation of IS-IS topology collection set
During discovery, IP Availability Manager queries every Cisco or Juniper device (router or switch) in the
managed network for IS-IS support.


IP Availability Manager queries a Cisco device’s SNMP agent for an additional MIB object named
cpmProcessName, in the Cisco Process MIB, to determine whether the device supports the IS-IS routing
protocol. If a process with isis in its name exists for the cpmProcessName object, IP Availability Manager
adds the device to the IS-IS topology collection set, along with other discovered network objects that are
associated with the device.


IP Availability Manager queries a Juniper device’s SNMP agent for an additional MIB object named
isisISAdjIPAddress to determine whether the device supports the IS-IS routing protocol. If
isisISAdjIPAddress exists for the device, IP Availability Manager adds the device to the IS-IS topology
collection set, along with other discovered network objects that are associated with the device.


Creation of OSPF topology collection set
During discovery, IP Availability Manager queries every Cisco or Juniper device (router or switch) in the
managed network for OSPF support.


IP Availability Manager queries a device’s SNMP agent for an additional MIB object named
ospfIfIPAddress to determine whether the device supports the OSPF routing protocol. If ospfIfIPAddress
exists for the device, IP Availability Manager adds the device to the OSPF topology collection set, along
with other discovered network objects that are associated with the device.


Export of analysis results, objects, and status
IP Availability Manager uses the discovered topology to model the network, and uses SNMP polling and
traps to diagnose and pinpoint the root cause of network failures. It exports the analysis results along with
topology information to the Global Manager, and exports the protocol topology collection sets, CLI device-
access objects, and routing-protocol-relevant status updates to Network Protocol Manager.
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Network Protocol Manager discovery
When Network Protocol Manager starts up, it imports the protocol topology collection sets and the CLI
device-access objects from IP Availability Manager. It then performs its own discovery on the devices that
are identified in the topology collection sets to gather critical routing-protocol service information.


Imports objects and receives status from IP Availability Manager
From IP Availability Manager, Network Protocol Manager imports the following objects and receives the
following status updates:


n Network Protocol Manager for BGP imports BGP topology, and receives Layer 1 (physical) and Layer
2 (data-link) status updates that are relevant to the imported BGP topology.


n Network Protocol Manager for EIGRP imports EIGRP topology and CLI device-access objects, and
receives Layer 1 and Layer 2 status updates that are relevant to the imported EIGRP topology.


n Network Protocol Manager for IS-IS imports IS-IS topology and CLI device-access objects, and
receives Layer 1 and Layer 2 status updates that are relevant to the imported IS-IS topology.


n Network Protocol Manager for OSPF imports OSPF topology, and receives Layer 1 and Layer 2
status updates that are relevant to the imported OSPF topology.


Content of import
A BGP or EIGRP or IS-IS or OSPF topology collection set contains device objects along with Interface, IP,
IPNetwork, Card, and other network objects that are associated with the device objects.


A BGP or IS-IS or OSPF topology collection set also contains SNMPAgent objects. The SNMPAgent
objects carry the SNMPv1, v2c, or v3 credential information that Network Protocol Manager needs to
perform SNMP discovery and SNMP polling.


An EIGRP or IS-IS topology collection set also contains CLI device-access objects. The CLI device-
access objects carry the CLI login credential information that Network Protocol Manager needs to perform
CLI discovery and CLI polling. The
VMware Smart Assurance Network Protocol Manager Configuration Guide provides instructions for
creating CLI device-access objects.


Control of import
The control for topology and CLI device-access object import from IP Availability Manager is in the
following file in the Network Protocol Manager installation area:


BASEDIR/smarts/conf/bgp|eigrp|isis|ospf/dxa-am.conf
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Initiates discovery
After importing the initial routing topology and CLI device-access objects from IP Availability Manager,
Network Protocol Manager uses SNMP or CLI discovery to query the devices for routing-topology
information. Specifically:


n Network Protocol Manager for BGP uses SNMP discovery to access the BGP-enabled devices
through the SNMP protocol and to poll certain BGP4 MIB objects to discover the BGP objects.


n Network Protocol Manager for EIGRP uses CLI discovery to access the EIGRP-enabled Cisco
devices through the Telnet, SSH1, or SSH2 (recommended) protocol and to execute CLI commands
to discover the EIGRP objects.


n IS-IS-enabled Cisco devices only: Network Protocol Manager for IS-IS uses CLI discovery to access
the IS-IS-enabled Cisco devices through the Telnet, SSH1, or SSH2 protocol and to execute CLI
commands to discover the IS-IS objects.


n IS-IS-enabled Juniper devices only: Network Protocol Manager for IS-IS uses SNMP discovery to
access the IS-IS-enabled Juniper devices through the SNMP protocol and to poll certain IS-IS MIB
objects to discover the IS-IS objects.


n Network Protocol Manager for OSPF uses SNMP discovery to access the OSPF-enabled devices
through the SNMP protocol and to poll certain OSPF MIB objects to discover the OSPF objects.


Network Protocol Manager discovers the logical routing topology and creates a data model
representation of the routing topology in its repository. It links the logical routing topology objects with
the physical topology objects discovered by IP Availability Manager to build a complete model of the
managed routing-protocol network.


Logs discovery messages
Whenever a discovery cycle completes, Network Protocol Manager prints a report, to its log file, that
identifies the number of routing topology objects that are created during the discovery. The log file is
named <Network Protocol Manager name>_<locale>_<character encoding>.log and is located in the
BASEDIR/smarts/local/logs directory. An example log name is INCHARGE-BGP_en_US_UTF-8.log.


Creates CLI log files
During a discovery cycle, Network Protocol Manager also creates CLI log files for EIGRP- and IS-IS-
enabled Cisco devices. The following two software modules perform the CLI discovery and create the log
files:


n A CLI module that is based on the Voyence Device Access Scripting Language (DASL)


n A CLI module that is based on the open source Practical Extraction and Report Language (Perl)


As shown in Network Protocol Manager CLI modules, the Perl CLI module is active on Linux systems.
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Table 1‑4.  Network Protocol Manager CLI modules


Operating system 1 DASL CLI module Perl CLI module


1**For both Network Protocol Manager for EIGRP and Network Protocol Manager for IS-IS.


Linux x


CLI log files created by the DASL CLI module
The DASL CLI module creates CLI log files in the following directory:


BASEDIR/smarts/local/logs/dasl


The log files contain records of the Telnet, SSH1, or SSH2 sessions with the EIGRP- or IS-IS-enabled
Cisco devices.


Each record includes the CLI commands that are issued by the DASL CLI module, and the responses
that are returned by the device. The DASL CLI module parses the log files to create topology objects in
the Network Protocol Manager repository.


File names


The DASL CLI module creates the following log files:


n A log file named EIGRP.log for Network Protocol Manager for EIGRP


n A log file named ISIS.log for Network Protocol Manager for IS-IS


File size and file rollover


The maximum log file size is 500 kilobytes (KB), and the file rollover limit is 10.


File rollover means that the DASL CLI module will close the current file and create a new one when the
size of the current file reaches 500 KB. The new file will have the same name as the previous file, and will
have an integer appended to its name.


For example, the original file named EIGRP.log is renamed EIGRP.1.log during the first rollover. The log
data in EIGRP.log is saved to EIGRP.1.log, and new log data is written to EIGRP.log. On the 11th rollover,
the log data in EIGRP.10.log is deleted.


CLI log files created by the Perl CLI module
When the Debug flag in the BASEDIR/smarts/conf/<bgp|eigrp|isis|ospf>/perl-cli.conf file is set to 1, the
Perl CLI module creates CLI log files in the following directory:


BASEDIR/smarts/local/logs


The log files contain records of the Telnet, SSH1, or SSH2 sessions with the EIGRP- or IS-IS-enabled
Cisco device.


Each record includes the CLI commands that are issued by the Perl CLI module, and the responses that
are returned by the device. The Perl CLI module parses the log files to create topology objects in the
Network Protocol Manager repository.


VMware Smart Assurance Network Protocol Manager Discovery Guide


VMware, Inc.  16







File names


The Perl CLI module creates the following log files:


n ic-eigrp-create.pl.<Network Protocol Manager for EIGRP name>.log


n ic-eigrp-instrument.pl.<Network Protocol Manager for EIGRP name>.log


n ic-isis-create.pl.<Network Protocol Manager for IS-IS name>.log


n ic-isis-instrument.pl.<Network Protocol Manager for IS-IS name>.log


Where:


n ic-eigrp-create.pl is the name of the Perl EIGRP discovery script that is located in the
BASEDIR/smarts/actions/eigrp directory.


n ic-eigrp-instrument.pl is the name of the Perl EIGRP monitoring script that is located in the
BASEDIR/smarts/integration/eigrp directory.


n ic-isis-create.pl is the name of the Perl IS-IS discovery script that is located in the
BASEDIR/smarts/actions/isis directory.


n ic-isis-instrument.pl is the name of the Perl IS-IS monitoring script that is located in the
BASEDIR/smarts/integration/isis directory.


Examples:


n ic-eigrp-create.pl.INCHARGE-EIGRP.log


n ic-eigrp-instrument.pl.INCHARGE-EIGRP.log


n ic-isis-create.pl.INCHARGE-ISIS.log


n ic-isis-instrument.pl.INCHARGE-ISIS.log


Maximum file size


The Perl CLI module writes to the same log files during each successive discovery cycle. The files will
grow without bound, and are limited only by the file-size constraints of the host operating system.


When discovery occurs
Network Protocol Manager initiates a discovery cycle of the routing topology objects whenever:


n IP Availability Manager is added as a source to Network Protocol Manager, as explained in Chapter 4
Preparing and Initiating Discovery


n IP Availability Manager completes a discovery cycle.


By default, each time IP Availability Manager completes a discovery cycle, Network Protocol Manager
performs a topology synchronization to import device topology information from
IP Availability Manager. It then performs its own discovery by sending SNMP requests or CLI
commands to the devices to discover or rediscover routing topology objects.


n Network Protocol Manager is restarted or communication is lost and then reestablished between
Network Protocol Manager and IP Availability Manager.
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Discovery Process 2
This chapter explains how Network Protocol Manager discovers and models routing topology objects.


This chapter includes the following topics:


n Discovery process overview


n Discovery process details


n More about the creation of routing sessions


n More about the discovery of backup BGP endpoints


n More about the discovery of passive OSPF interfaces


n More about the management state of objects


Discovery process overview
During the discovery process, Network Protocol Manager uses instances of certain
VMware Smart Assurance object classes to create within its repository a data model representation of the
discovered routing topology. The various data models that are supported by Network Protocol Manager
are shown in Chapter 8 Data Models


Network Protocol Manager performs the following steps to discover the routing topology in the managed
network:


1 Imports a protocol topology collection set of objects and (optional) CLI device-access objects from
IP Availability Manager, and adds the objects to its repository.


A protocol topology collection set contains routing-enabled devices along with containment and
connectivity objects that are associated with the devices.


2 Probes the imported devices for routing topology information.


3 Creates in its repository instances of the discovered routing topology objects (such as routing-
protocol service and endpoint objects) and their relationships.


4 Combines the information that is collected from the various probes to create additional routing
topology objects (routing-protocol adjacency objects and routing-protocol network objects) and
additional relationships.


5 Creates relationships that associate the routing topology objects with the underlying physical objects
from IP Availability Manager.
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6 Exports device and routing topology to the Global Manager.


Discovery process details
Discovery flow for Network Protocol Manager identifies the phases of discovery for adding routing
topology objects to the Network Protocol Manager repository.
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Figure 2‑1.  Discovery flow for Network Protocol Manager


The discovery phases are:


1 Import a protocol topology collection set from IP Availability Manager.
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2 Probe each imported device for routing topology information and relationships.


3 Post-process the discovery information.


Phase 1: Import a protocol topology collection set
The first phase of the discovery process is carried out by a Network Protocol Manager data exchange
adapter (DXA) program that imports relevant device topology information and CLI device-access objects
from IP Availability Manager. The program imports instances of the following VMware Smart Assurance
object classes:


n UnitaryComputerSystem


n IP


n IPNetwork


n IPv6


n IPv6Network


n Interface


n Card


n NetworkConnection


n TrunkCable


n CLI_AccessSetting


n SNMPAgent


All of these classes except CLI_AccessSetting are described in the
VMware Smart Assurance IP Manager Concepts Guide and the
VMware Smart Assurance IP Manager Reference Guide. CLI_AccessSetting represents the CLI
device-access objects.


The imported topology consists of BGP, EIGRP, IS-IS, or OSPF device (UnitaryComputerSystem)
objects that are identified in UnitaryComputerSystem objects in a protocol topology collection set,
along with the containment and connectivity objects that are associated with the device objects.


Table 2‑1.  UnitaryComputerSystem objects in a protocol topology collection set


Class name Description Vendor applicability


1**The indentations in the “Class name” column indicate class hierarchy.


2**Included in a topology collection set only if the switch has an interface card that is running a BGP, EIGRP, IS-IS, or OSPF
service.


Router A system that determines the next network point to which a
packet should be forwarded as it travels toward its destination.


Juniper and Cisco


    Firewall1 A node that provides firewall functionality. Juniper and Cisco


    VirtualRouter 1 A software emulation of a router that is implemented within a
physical router or switch.


Juniper
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Table 2‑1.  UnitaryComputerSystem objects in a protocol topology collection set (Continued)


Class name Description Vendor applicability


    RSM 1 Route switch module. A router that is installed as a card in a
switch to perform routing between virtual LANs (VLANs).


Cisco


    RSFC 1 Route switch feature card. A card in a Catalyst switch that runs
Cisco IOS router software and is used to perform routing
between VLANs.


Cisco


    MSFC 1 Multilayer switch feature card. A card in a switch that performs
routing between VLANs.


Cisco


Switch 2 A system that switches packets, typically at wire speeds,
between physically separate network segments.


Juniper and Cisco


The imported SNMPAgent objects have a one-to-one relationship with the imported device objects: When
IP Availability Manager discovers an SNMPv1, v2c, or v3 device, it also discovers the device’s SNMP
agent. The SNMP credentials for a device’s access are stored in the following attributes of the device’s
SNMPAgent object:


n ReadCommunity (SNMPv1 or v2c only)


n User (SNMPv3 only)


n AuthPass (SNMPv3 only)


n AuthProtocol (SNMPv3 only)


n PrivPass (SNMPv3 only)


n PrivProtocol (SNMPv3 only)


n EngineID (SNMPv3 only)


The values for the User, AuthPass, AuthProtocol, PrivPass, PrivProtocol, and EngineID attributes
constitute an SNMPv3 credential set. Depending on the security level, some of these attributes may
be empty. For example, if the security level is "authentication only," the PrivProtocol and PrivPass
attributes will be empty. Also, whenever a value is defined for AuthPass or PrivPass, that value will be
encrypted.


Phase 2: Probe each managed device
During the second phase of the discovery process, each imported device is probed to identify routing
topology information. At the end of the probing, instances of routing topology objects are created in the
Network Protocol Manager repository.


During this phase of the discovery process, Network Protocol Manager creates instances of the classes
that are identified in Initial topology added to the Network Protocol Manager repository.
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Table 2‑2.  Initial topology added to the Network Protocol Manager repository


Class name Description


1  A discovered BGP endpoint is identified as primary or backup.


2  A discovered OSPF interface and its associated endpoint are identified as non-passive or passive.


Network Protocol Manager for BGP (IPv4 and IPv6 discovery)


AutonomousSystem A routing-protocol domain that consists of one or more devices that are
running BGP services.


BGPService A BGP protocol process that is running on a device.


BGPProtocolEndpoint 1 A type of service access point that is defined for each BGP physical
interface on the BGP device.


Network Protocol Manager for EIGRP (for IPv4 discovery only)


EIGRPDomain A routing-protocol domain that consists of one or more devices that are
running EIGRP services.


EIGRPService An EIGRP protocol process that is running on a device.


EIGRPProtocolEndpoint A type of service access point that is defined for each EIGRP physical
interface on the EIGRP device.


Network Protocol Manager for IS-IS (IPv4 and IPv6 discovery)


ISISArea A group of contiguous IP subnets and attached hosts within an
autonomous system that employs IS-IS routing.


ISISService An IS-IS protocol process that is running on a device.


ISISInterface A logical interface, associated with an underlying IP interface, that
participates in the IS-IS protocol exchange.


ISISNeighborEndpoint A type of service access point that is defined for each IS-IS interface on
the host device.


Network Protocol Manager for OSPF (IPv4 and IPv6 discovery)


OSPFArea A group of contiguous IP subnets and attached hosts within an
autonomous system that employs OSPF routing.


OSPFAreaConfiguration An OSPF area as configured from the viewpoint of one of the devices
that is running an OSPF service in the area.


OSPFService An OSPF protocol process that is running on a device.


OSPFInterface 2 A logical interface, associated with an underlying IP interface, that
participates in the OSPF protocol exchange.


OSPFVirtualInterface 2 A virtual interface, associated with an underlying IP interface, that
participates in the OSPF protocol exchange.


OSPFNeighborEndpoint 2 A type of service access point that is defined for each OSPF interface on
the host device.


OSPFVirtualNeighborEndpoint 2 A type of service access point that is defined for each OSPF virtual
interface on the host device.
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The probing of topology is accomplished by using the drivers in the .import files, which are located in the
BASEDIR/smarts/conf/bgp|eigrp|isis|ospf directory in the Network Protocol Manager installation area. For
example, the discovery process for Network Protocol Manager for BGP runs the drivers that are identified
in the following .import files:


n BASEDIR/smarts/conf/bgp/BGP.import


n BASEDIR/smarts/conf/bgp/DISCOVERY_CUSTOM.import


The main drivers for SNMP and CLI discovery are identified in the BGP.import, OSPF.import,
EIGRP.import, and ISIS.import files. Custom drivers, also known as discovery hook scripts, are
identified in the DISCOVERY_CUSTOM.import files. Chapter 3 Using Discovery Hook Scripts
provides information about the custom drivers.


The main drivers performs preprocessing tasks (such as recording the time that discovery begins),
launch the SNMP and CLI discovery, and perform postprocessing tasks.


SNMP discovery
For SNMP discovery, the drivers use SNMP to query certain MIB objects on BGP-enabled Cisco and
Juniper devices, IS-IS-enabled Juniper devices, and OSPF-enabled Cisco and Juniper devices for routing
topology and relationship information.


Note   Discovery of BGP-enabled Cisco and Juniper devices in an IPv6 network is CLI-based only.


One SNMP discovery probe instance is started for each device. Chapter 9 MIBs Accessed for Discovery
provides a description of the discovery MIB objects that are polled by an SNMP discovery probe.


Note   Network Protocol Manager uses a synchronous, multithreaded SNMP discovery probe. SNMP
discovery may run in as many as 10 concurrent threads.


The SNMPVersion attribute of a device’s SNMPAgent determines whether a probe sends an SNMPv1,
v2, or v3 request to the device.


n If SNMPVersion is V1, the SNMP discovery probe creates and sends an SNMPv1 request that
includes the SNMP credential specified in the SNMPAgent’s ReadCommunity attribute.


n If SNMPVersion is V2C, the SNMP discovery probe creates and sends an SNMPv2 request that
includes the SNMP credential specified in the SNMPAgent’s ReadCommunity attribute.


n If SNMPVersion is V3, the SNMP discovery probe creates and sends an SNMPv3 request that
includes the SNMP credentials specified in the SNMPAgent’s User, AuthPass, AuthProtocol,
PrivPass, PrivProtocol, and EngineID attributes.


For an AuthPass or PrivPass attribute value, the probe uses the “site key” to decrypt a copy of the
value just before it creates and sends the SNMPv3 request. As explained in the
VMware Smart Assurance System Administration Guide , the site key is created during the
installation of VMware Smart Assurance applications.
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If the probing of a device is successful, Network Protocol Manager creates an object for each
discovered routing-protocol component and places the objects in its repository. If the probing is not
successful, Network Protocol Manager places the name of the probed device on the Pending
Elements list. Chapter 5 Understanding Discovery Results provides information about discovery
errors and the Pending Elements list.


CLI discovery
For CLI discovery, the drivers invoke CLI commands to query EIGRP-enabled Cisco devices and IS-IS-
enabled Cisco devices for routing topology and relationship information. One CLI discovery session is
started for each device. Chapter 10 CLI Commands for Discovery provides a description of the
commands that are invoked by a CLI discovery session.


A CLI discovery session uses the appropriate CLI device-access object to access a Cisco device through
the Telnet, SSH1, or SSH2 protocol. The session uses the “site key” to decrypt a copy of the user
password in the CLI device-access object just before the session attempts to access the Cisco device. As
explained in the VMware Smart Assurance System Administration Guide, the site key is created during
the installation of VMware Smart Assurance applications.


If the probing of a device is successful, Network Protocol Manager creates an object for each discovered
routing-protocol component and places the objects in its repository. If the probing is not successful,
Network Protocol Manager places the name of the probed device on the Pending Elements list. Chapter 5
Understanding Discovery Results provides information about discovery errors and the Pending Elements
list.


On Unix-like systems, Network Protocol Manager for BGP can optionally discover Route Reflector. On
Unix-like systems Network Protocol Manager for OSPF can use CLI discovery to identify and mark OSPF
passive interfaces.


Phase 3: Post-process the discovery information
During the postprocessing phase of discovery, the information that is collected from the various probes is
consolidated to create additional logical objects in the repository. The information is also used to create
connected relationships between the objects.


The postprocessing basic functions include:


n Creating routing session, neighbor relationship, or adjacency connection objects between routing-
protocol neighboring endpoints.


n Creating routing-protocol network objects in accordance to the IPNetwork objects that are imported
from IP Availability Manager.


n Creating redundancy group objects.


BGP peering protocol redundancy groups, if any, are created automatically. Other types of
redundancy groups, such as device (system) redundancy groups, are created through the use of
user-modifiable discovery hook scripts, as explained in Chapter 3 Using Discovery Hook Scripts


n Creating LayeredOver and other relationships between the routing topology objects and the network
objects that are imported from IP Availability Manager.
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n Removing (pruning) stale objects and relationships from the repository.


n Setting the management state for the discovered objects.


n Setting the DisplayNames for the discovered objects.


n Printing a discovery report to Network Protocol Manager’s log file.


Additional topology added to the Network Protocol Manager repository identifies the additional routing
topology objects that are created by Network Protocol Manager during the postprocessing phase of
discovery.


Table 2‑3.  Additional topology added to the Network Protocol Manager repository


Class name Description


1  Session, adjacency, neighbor relationship, and link are equivalent terms.


2  A discovered BGP session is identified as primary or backup.


Network Protocol Manager for BGP (IPv4 and IPv6 discovery)


BGPSession 1, 2 A logical connection between two BGP protocol endpoints.


BGPSessionGroup A group of BGP sessions between external BGP (eBGP) peers that have
the same BGP peer group identifier. Also known as a BGP peering
protocol redundancy group.


Network Protocol Manager for EIGRP (IPv4 discovery only)


EIGRPSession 1 A logical connection between two EIGRP protocol endpoints.


EIGRPNetwork A collection of devices that are running EIGRP services on an IP
network.


Network Protocol Manager for IS-IS (IPv4 and IPv6 discovery)


ISISAdjacency 1 A logical connection between two IS-IS neighbor endpoints.


ISISNetwork A collection of devices that are running IS-IS services on an IP network.


Network Protocol Manager for OSPF (IPv4 and IPv6 discovery)


OSPFNeighborRelationship 1 A logical connection between two OSPF neighbor endpoints.


OSPFVirtualLink 1 A logical connection between two OSPF virtual neighbor endpoints.


OSPFNetwork A collection of devices that are running OSPF services on an IP network.


More about the creation of routing sessions
The creation of BGP sessions and The creation of OSPF neighbor relationships provide insight into how
Network Protocol Manager creates routing sessions between routing-protocol neighboring endpoints.
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Figure 2‑2.  The creation of BGP sessions


Figure 2‑3.  The creation of OSPF neighbor relationships


The creation of BGP sessions and The creation of OSPF neighbor relationships show that in an
overlapping IP environment, where one or more discovered routing devices contain overlapping IP
addresses, Network Protocol Manager observes the following rules to ensures that it creates the correct
routing sessions in its modeled topology:


n For a BGP endpoint layered over a tagged IP that has a tag value of xxx,
Network Protocol Manager for BGP will create a BGP session to a neighboring BGP endpoint if and
only if that endpoint is also layered over a tagged IP that has a tag value of xxx.
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n For an OSPF endpoint layered over a tagged IP that has a tag value of yyy,
Network Protocol Manager for OSPF will create an OSPF neighbor relationship to a neighboring
OSPF endpoint if and only if that endpoint is also layered over a tagged IP that has a tag value of yyy.


In addition, to observe the rule in the second bullet item, Network Protocol Manager for OSPF will
create OSPF subareas for an OSPF area 0. The
VMware Smart Assurance Network Protocol Manager for OSPF User Guide describes a situation in
which Network Protocol Manager for OSPF creates five subareas for an OSPF area 0. The creation
of OSPF neighbor relationships also helps explain OSPF subareas: An OSPF subarea consists of
OSPF interfaces that are layered over tagged IPs that have the same tag value.


Network Protocol Manager creates a full link for an adjacency connection if both routing-protocol
endpoints are in the managed topology. Network Protocol Manager creates a half link (a stub
adjacency) for an adjacency connection if only one routing-protocol endpoint is in the managed
topology.


For any device placed on the Pending Elements list during the discovery, Network Protocol Manager
will attempt to discover that device during the next pending discovery. Pending discovery is described
in Chapter 6 Invoking Full or Pending Discovery


More about the discovery of backup BGP endpoints
Network Protocol Manager for BGP is able to discover primary and backup BGP endpoints and their
associated sessions. It uses the following means to mark endpoints and sessions as primary or backup:


n InterfaceMode attribute of BGPProtocolEndpoint object


Holds the intended use of the BGP endpoint that the object represents. InterfaceMode = NORMAL
identifies a primary endpoint, and InterfaceMode = BACKUP identifies a backup endpoint.


n SessionMode attribute of BGPSession object


Holds the intended use of the BGP session that the object represents. SessionMode = NORMAL
identifies a primary session, and SessionMode = BACKUP identifies a backup session.


A primary BGP endpoint and its associated session are active and operational, whereas a backup
BGP endpoint and its associated session are inactive under normal operating conditions. A backup
BGP endpoint and its associated session activate only when a failure occurs on the primary endpoint.


The distinction between primary and backup ensures that Network Protocol Manager for BGP does
not generate BGPSession::Disconnected events and BGPSession::Down problems for BGP
endpoints that are configured for backup. The distinction also enables
Network Protocol Manager for BGP to associate the backup endpoint with the primary endpoint in a
BGP peering protocol redundancy group. The redundancy group is represented as a
BGPSessionGroup object.
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More about the discovery of passive OSPF interfaces
Network Protocol Manager for OSPF is able to discover non-passive and passive OSPF interfaces and
their associated endpoints. It uses the following means to mark interfaces and endpoints as non-passive
or passive:


n IsPassive attribute of OSPFInterface object


Holds the passivity state of the OSPF interface that the object represents.


IsPassive = FALSE identifies a non-passive interface, and IsPassive = TRUE identifies a passive
interface.


n IsPassive attribute of OSPFNeighborEndpoint object


Holds the passivity state of the OSPF endpoint that the object represents. IsPassive = FALSE
identifies a non-passive endpoint, and IsPassive = TRUE identifies a passive endpoint.


A non-passive OSPF interface and its associated endpoint can receive and transmit routing updates,
whereas a passive OSPF interface and its associated endpoint can receive routing updates but
cannot transmit them.


The distinction between non-passive and passive ensures that Network Protocol Manager for OSPF
does not generate the following events and problems for OSPF sessions that are associated with
passive OSPF interfaces:


n OSPFNeighborRelationship::NeighborStateAlarm events and OSPFNeighborRelationship::Down
problems


n OSPFVirtualLink::NeighborStateAlarm events and


n OSPFVirtualLink::Down problems


Note   OSPF passive interface detection relies on CLI commands. Therefore, all logon credentails
must be set on the IP Availability Manager and synchronized with the OSPF domain prior to OSPF
discovery.The credentials are maintained in the Polling and Thresholds > Device Access tab in the
IP Availability Manager.


Automatic detection of passive OSPF interfaces
OSPF passive interface detection using automatic CLI discovery is controlled by the parameter,
EnableOSPFPassiveInterfaceDiscovery, in the <BASEDIR>/conf/ospf/ospf.conf file. The value is
displayed under MSI_AdapterManager in the Domain Manager Administration Console.


By default, OSPF interface IsPassive=FALSE. (An exception is made when OSPFInterface has no
associated OSPFEndpoints. For that exception, that interface is marked IsPassive=TRUE.)


During the CLI discovery process, Network Protocol Manager for OSPF discovers and tries to match each
OSPFInterface with its OSPFEndpoints.
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If, during the CLI discovery process, IsPassive is set to TRUE (indicating the interface is marked as
passive) and the interface links to endpoints, those endpoints or sessions will be deleted during the
postprocessing phase of discovery. (The OSPF interfaces will still display in the topology.) This reduces
the number of FALSE down notifications on OSPF passive interfaces.


Currently, Cisco IOS, Juniper, Juniper ERX, and Force10 devices support CLI detection of passive OSPF
interfaces because they support the commands shown in CLI commands by vendor:


Table 2‑4.  CLI commands by vendor


Vendor CLI discovery command


Cisco IOS and IOS XR show ip ospf interface


Force10 sh ip ospf interface


Juniper show ospf interface <interfaceName> detail


Juniper ESX show ip ospf interface <interfaceName>


Examples of the command output are provided here:


CISCO IOS XR


##IOS - XR


#RP/0/0/CPU0:dev-MPLSp5#show ip ospf interface


#Fri Jan 13 17:10:26.965 EST


#Interfaces for OSPF 163


#FastEthernet0/1/1/7 is up, line protocol is up


#  Internet Address 172.16.5.6/30, Area 0


#  Process ID 163, Router ID 10.10.10.100, Network Type BROADCAST, Cost: 1


#  Transmit Delay is 1 sec, State BDR, Priority 1


#  Designated Router (ID) 10.10.10.103, Interface address 172.16.5.5


#  Backup Designated router (ID) 10.10.10.100, Interface address 172.16.5.6


#  Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5


#    Hello due in 00:00:06


#  Index 3/3, flood queue length 0


#  Next 0(0)/0(0)


#  Last flood scan length is 1, maximum is 40


#  Last flood scan time is 0 msec, maximum is 1 msec


#  Neighbor Count is 1, Adjacent neighbor count is 1


#    Adjacent with neighbor 10.10.10.103  (Designated Router)


#  Suppress hello for 0 neighbor(s)


#  Multi-area interface Count is 0


#tunnel-te525 is up, line protocol is up


#  Internet Address 0.0.0.0/0, Area 0


#  Process ID 333, Router ID 192.168.5.1, Network Type POINT_TO_POINT


#  Interface is a tunnel igp-shortcut


#  Transmit Delay is 1 sec, State POINT_TO_POINT,


#  Timer intervals configured, Hello 10, Dead 40, Wait 0, Retransmit 5


#    No Hellos (Passive interface)


#  Index 0/0, flood queue length 0


#  Next 0(0)/0(0)


#  Last flood scan length is 0, maximum is 0


#  Last flood scan time is 0 msec, maximum is 0 msec
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#  Neighbor Count is 0, Adjacent neighbor count is 0


#  Suppress hello for 0 neighbor(s)


#  Multi-area interface Count is 0


#RP/0/0/CPU0:dev-MPLSp5#


FORCE10


## FORCE10


#bas-h2-dmg01a#sh ip ospf interface


#


#TenGigabitEthernet 0/0 is up, line protocol is up


#  Internet Address 10.118.0.133/30, Area 0


#  Process ID 65033, Router ID 10.118.0.1, Network Type BROADCAST, Cost: 5


#  Transmit Delay is 1 sec, State BDR, Priority 1


#  Designated Router (ID) 10.118.0.3, Interface address 10.118.0.134


#  Backup Designated Router (ID) 10.118.0.1, Interface address 10.118.0.133


#  Timer intervals configured, Hello 5, Dead 15, Wait 15, Retransmit 5


#    Hello due in 00:00:00


#  Neighbor Count is 1, Adjacent neighbor count is 1


#    Adjacent with neighbor 10.118.0.3 (Designated Router)


#Vlan 1030 is up, line protocol is up


#  Internet Address 10.118.13.28/27, Area 0


#  Process ID 65033, Router ID 10.118.0.1, Network Type BROADCAST, Cost: 25


#  Transmit Delay is 1 sec, State WAIT, Priority 1


#  Designated Router (ID) 0.0.0.0, Interface address 0.0.0.0


#  Backup Designated Router (ID) 0.0.0.0, Interface address 0.0.0.0


#  Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5


#    No Hellos (Passive interface)


#  Neighbor Count is 0, Adjacent neighbor count is 0


CISCO IOS


##IOS


#qa-NPM#show ip ospf interface


#FastEthernet0/0 is up, line protocol is up


#  Internet Address 172.16.5.2/30, Area 0


#  Process ID 100, Router ID 192.168.211.1, Network Type BROADCAST, Cost: 1


#  Transmit Delay is 1 sec, State DR, Priority 1


#  Designated Router (ID) 192.168.211.1, Interface address 172.16.5.2


#  Backup Designated router (ID) 192.168.210.1, Interface address 172.16.5.1


#  Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5


#    oob-resync timeout 40


# No Hellos (Passive interface)


#  Supports Link-local Signaling (LLS)


#  Index 2/2, flood queue length 0


#  Next 0x0(0)/0x0(0)


#  Last flood scan length is 0, maximum is 7


#  Last flood scan time is 0 msec, maximum is 4 msec


#  Neighbor Count is 1, Adjacent neighbor count is 1


#    Adjacent with neighbor 192.168.210.1  (Backup Designated Router)


#  Suppress hello for 0 neighbor(s)
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JUNIPER


##JUNIPER


#The cli command is set protocol ospf area x interface < 


#interface > passive


#For example fe0/2/0.1 was converted to passive interface 


#. The cli command to check the same is as below :


#juniper@dev-Vpls8# run show ospf interface <interface-key> detail


#Interface State Area DR ID BDR 


#ID Nbrs


#fe-0/2/0.1 DRother 0.0.0.88 0.0.0.0 


#0.0.0.0 0


#Type: LAN, Address: 172.18.8.5, Mask: 255.255.255.252, MTU: 


#1500, Cost: 1


#Priority: 128, Adj count: 0, Passive


#Hello: 10, Dead: 40, ReXmit: 5, Not Stub


#Auth type: None


#Topology default (ID 0) -> Passive, Cost: 1


JUNIPER ERX


### e.g. qa-VPLS8.lss.vmware.com ### no username req. logon (just password)


# qa-VPLS8#sh ip ospf interface <interface-key>


# GigabitEthernet1/0.1 is up, global interface configuration:


# OSPF is enabled


# Interface is passive


# No authentication


# Cost not specified


# Transmit Delay is not specified, Priority not specified


#Hello not specified, Dead not specified, Retransmit not


# specified


# GigabitEthernet1/0.1 is up, OSPF line protocol is up


# OSPF interface configuration:


Manual detection of passive OSPF interfaces
If your deployment does not support detection of passive OSPF interfaces during CLI discovery, you must
manually mark the passive interfaces.


Choose one of these procedures to eliminate OSPFNeighborRelationship notifications that will occur if an
interface is passive, but not marked as such:


1 Create a discovery hook script that sets the IsPassive attribute of the known passive OSPF interfaces
to TRUE. Use the rules/ospf/custom/custom-end-system.asl template to create the script.


For example:


// 


   // Will set OSPFInterface IsPassive here


    foreach ospfInterfaceName (getInstances("OSPFInterface")) {


        ospfIntfObject = object("OSPFInterface",ospfInterfaceName);


        if (ospfIntfObject->Description == "FastEthernet1/0") {


           ospfIntfObject->IsPassive = TRUE;


           if (DEBUG) {
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              print("On OSFPInterface object:".ospfIntfObject->Name." setting IsPassive TRUE");


           }


        }


    }


// 


2 Create an OSPF External polling group that matches the known passive OSPF interfaces in the
managed OSPF network. Configure the matching criteria to match only the known passive OSPF
interfaces, and give the group a higher priority than the default OSPF polling group.


Because Network Protocol Manager for OSPF will not monitor any interface that becomes a member
of the external polling group, it will not create alarms for the OSPF adjacency objects that have
passive interfaces.


More about the management state of objects
By default, Network Protocol Manager imports from IP Availability Manager all managed objects. When
there is a requirement to build NPM topology for unmanaged objects, use sm_edit to uncomment the
following statement in <BASEDIR>/conf/<bgp|isis|ospf|eigrp>/dxa-am.conf:


"peek IsManaged TRUE"  


Uncomment this statement for each unmanaged object you wish to import into
Network Protocol Manager.


When an alarm occurs for an object that is managed in Network Protocol Manager but not managed in
IP Availability Manager, synchronize the management state of the object by adding this statement in
<BASEDIR>conf/<bgp|isis|ospf|eigrp>/dxa-am.conf.


"oper getManagedState setManagedState" 


Changing the management state of session objects is described in Chapter 7 Managing and Unmanaging
Sessions
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Using Discovery Hook Scripts 3
This chapter includes the following topics:


n About discovery hook scripts


n When the discovery hook scripts run


n Common ASL discovery hook script files


n ASL discovery hook script files for the DASL CLI module


n Perl discovery hook script file for the Perl CLI module


About discovery hook scripts
In addition to the steps that are performed automatically during the Network Protocol Manager discovery
process, you can use discovery hook scripts to specify additional steps to occur during the
postprocessing phase of the discovery.


Network Protocol Manager provides two types of postprocessing discovery hook scripts. One type is
written in the VMware Smart Assurance proprietary Adapter Scripting Language (ASL), and the other type
is written in the open source Practical Extraction and Report Language (Perl).


ASL discovery hook scripts can be used to modify the behavior of SNMP or CLI discovery, and Perl
discovery hook scripts can be used to modify the behavior of CLI discovery only.


As an example, and because Network Protocol Manager does not automatically unmanage topology
objects during discovery, you can use an ASL script to direct Network Protocol Manager to unmanage
certain topology objects during the discovery. If you need to apply complicated logic to determine whether
an topology object should be unmanaged, then writing an ASL script might be useful.


As another example, and because Network Protocol Manager does not automatically create device
(system) redundancy groups during discovery, you can use an ASL script to direct
Network Protocol Manager to create device redundancy groups during the discovery.


When the discovery hook scripts run
The discovery hook scripts are identified in the DISCOVERY_CUSTOM.import files located in the
BASEDIR/smarts/conf/bgp|eigrp|isis|ospf directory in the Network Protocol Manager installation area. For
example, the discovery hook scripts for Network Protocol Manager for BGP are identified in the
BASEDIR/smarts/conf/bgp/DISCOVERY_CUSTOM.import file.
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Each time Network Protocol Manager performs a discovery, it runs the standard discovery probes, plus
the discovery hook scripts that are identified in the relevant DISCOVERY_CUSTOM.import file. By
default, running the discovery hook scripts has no effect on the discovery process because the scripts are
just template files. You must open the scripts with an editor and add the code or prose that performs the
actual processing.


Note   You must have root or administrative privileges to edit the discovery hook scripts.


Common ASL discovery hook script files
Network Protocol Manager provides the following two ASL discovery hook script files that are common to
all Network Protocol Manager applications:


n custom-end-system.asl


n custom-end-post.asl


These two files are located in the following directories of the Network Protocol Manager installation
area:


n BASEDIR/smarts/rules/bgp/custom


n (intended for Network Protocol Manager for BGP)


n BASEDIR/smarts/rules/eigrp/custom


n (intended for Network Protocol Manager for EIGRP)


n BASEDIR/smarts/rules/isis/custom


n (intended for Network Protocol Manager for IS-IS)


n BASEDIR/smarts/rules/ospf/custom


n (intended for Network Protocol Manager for OSPF)


The files are invoked at the following points during Network Protocol Manager discovery:


n The custom-end-system.asl script runs after initial device discovery and before discovery
postprocessing.


n The custom-end-post.asl script runs after discovery postprocessing.


Viewing custom-end-system.asl and custom-end-post.asl
These ASL scripts, as shipped with Network Protocol Manager, are shown in Figure 7 on page 46 and
Figure 9 on page 47. You use the sm_edit utility to edit these scripts to add the ASL convenience
patterns, the parsing rules, and the processing rules that perform the actual processing. You can also add
additional initialization code and/or additional EOF or DEFAULT code.


/*


.


.


.
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 * RCS $Id: custom-end-system.asl,v 1.6.1 2007/02/22 20:14:44 bail Exp $


 *


 * This asl file is used at the end of probing of each device.


 */


default AgentName  = "";


default debug = FALSE;


default detailDebug = FALSE;


default objectName = "";


default elementName = "";


default elementType = "";


default changed = "FALSE";


default result = "FAIL";


default discoveryError = "";


agentObj = object(elementName);


objectName = elementName;


if (agentObj->isNull()) {


    stop();


}


nodeObj = agentObj->getSystem();


if (nodeObj->isNull()) {


    stop();


}


factory = object(getInstances("ICIM_ObjectFactory")[0]);


topo_manager = object(getInstances("ICF_TopologyManager")[0]);


default DEBUG = FALSE;


me = this->ReadsRulesFrom->fileName.": ";


blanks = "    ";


/*


 * Add additional initialization here.


 */ 


/*


 * Add convenience patterns here.


 */


/*****************************************************************************/


START {


    /*


     * Add Parsing rules here.


     */


    .. eol


} do {


    /*


     * Add processing rules here.


     */


    if (DEBUG) {


        print("Executing rule set ".me);


    }


    changed = "TRUE"; 


    result = "SUCCESS"; 


    objectName = elementName;


}


/*


 * Addition EOF or DEFAULT here if necessary.


 */


/**********************************************************/


/*
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 * Local Variables:


 * mode: C++


 * End:


 */


/*


.


.


.


 * RCS $Id: custom-end-post.asl,v 1.3 2005/05/27 18:43:37 sv1 Exp $


 *


 * This asl file is used at the end of discovery post processing.


 */


factory = object(getInstances("ICIM_ObjectFactory")[0]);


topo_manager = object(getInstances("ICF_TopologyManager")[0]);


default DEBUG = FALSE;


me = this->ReadsRulesFrom->fileName.": ";


blanks = "    ";


/*


 * Add additional initialization here.


 */ 


/*


 * Add convenience patterns here.


 */


/*****************************************************************************/


START {


    .. eol


} do {


    /*


     * Add processing rules here.


     */


    if (DEBUG) {


        print("Executing rule set ".me);


    }


}


/*


 * Addition EOF or DEFAULT here if necessary.


 */


/**********************************************************/


/*


 * Local Variables:


 * mode: C++


 * End:


 */


Modifying a common ASL discovery hook script
To modify a common ASL script:


1 Go to the BASEDIR/smarts/bin directory in the Network Protocol Manager installation area and use
the sm_edit utility to open the ASL script. For example:


               sm_edit rules/bgp/custom/custom-end-system.asl
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2 Add your ASL code to the script.


3 Save and close the script.


The modified version of the ASL script is saved to the BASEDIR/smarts/local/rules/bgp/custom
directory.


4 If Network Protocol Manager for BGP was running before you edited the ASL script, restart
Network Protocol Manager for BGP.


Included in a Network Protocol Manager software distribution is an example of a modified custom-
end-system.asl file. That file is located in the following directory:


BASEDIR/smarts/examples/dynamic-model/example2/rules/discovery/custom


Example BGP ASL discovery hook scripts
As an example of using a common ASL script for Network Protocol Manager for BGP, you could use the
custom-end-post.asl script to create BGP Route Reflector (RR) system redundancy groups after the initial
discovery completes. Currently, SystemRedundancyGroup objects cannot automatically be discovered
and instantiated by Network Protocol Manager.


Examples of adding code to the custom-end-system.asl and custom-end-post.asl scripts to create an RR
SystemRedundancyGroup object are given in Figure 10 on page 49 and Figure 12 on page 51. The ASL
code in Figure 10 on page 49 directs Network Protocol Manager to assign an RR role to each discovered
Juniper device that is running a BGP service. The ASL code in Figure 12 on page 51 directs
Network Protocol Manager to:


1 Create an instance of the SystemRedundancyGroup class.


2 Insert the RR routers participating in the redundancy group into the ComposedOf relationship of the
redundancy group.


/*


.


.


.


 * RCS $Id: custom-end-system.asl,v 1.3.6.1 2007/02/22 20:14:44 bail Exp $


 *


 * This asl file is used at the end of probing of each device.


 */


default AgentName  = "";


default debug = FALSE;


default detailDebug = FALSE;


default objectName = "";


default elementName = "";


default elementType = "";


default changed = "FALSE";


default result = "FAIL";


default discoveryError = "";


agentObj = object(elementName);


objectName = elementName;


if (agentObj->isNull()) {
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    stop();


}


nodeObj = agentObj->getSystem();


if (nodeObj->isNull()) {


    stop();


}


factory = object(getInstances("ICIM_ObjectFactory")[0]);


topo_manager = object(getInstances("ICF_TopologyManager")[0]);


default DEBUG = FALSE;


me = this->ReadsRulesFrom->fileName.": ";


blanks = "    ";


/*


 * Add additional initialization here.


 */ 


/*


 * Add convenience patterns here.


 */


/*****************************************************************************/


START {


    /*


     * Add Parsing rules here.


     */


    .. eol


} do {


    /*


     * Add processing rules here.


     */


    if (DEBUG) {


        print("Executing rule set ".me);


    }


    changed = "TRUE"; 


    result = "SUCCESS"; 


    objectName = elementName;


    if (nodeObj->Vendor == "JUNIPER") {


        Srvc = nodeObj->HostsServices;


        foreach svc (Srvc) {


            if (svc->isInstanceOf("BGPService")) {


         bgpeps = svc->AccessedVia;


  bgpep = bgpeps[0];


  if (sizeof(bgpep) == 0) {


      return;


  }


                bgpep->IsRouteReflector = TRUE ;


            }


        }


   }


}


/*


 * Addition EOF or DEFAULT here if necessary.


 */


/**********************************************************/


/*


 * Local Variables:


 * mode: C++


 * End:
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 */


/*


.


.


.


 * RCS $Id: custom-end-post.asl,v 1.3 2005/05/27 18:43:37 sv1 Exp $


 *


 * This asl file is used at the end of discovery post processing.


 */


factory = object(getInstances("ICIM_ObjectFactory")[0]);


topo_manager = object(getInstances("ICF_TopologyManager")[0]);


default DEBUG = FALSE;


me = this->ReadsRulesFrom->fileName.": ";


blanks = "    ";


/*


 * Add additional initialization here.


 */ 


/*


 * Add convenience patterns here.


 */


/*****************************************************************************/


START {


    .. eol


} do {


    /*


     * Add processing rules here.


     */


    if (DEBUG) {


        print("Executing rule set ".me);


    }


    SRG = create("SystemRedundancyGroup","BGP-RR-Group");


    foreach bgpSys (getInstances("BGPService")) {


 bgpSys = object(bgpSys);


 if (bgpSys->IsRouteReflector == TRUE) {


     SRG->ComposedOf += bgpSys->HostedBy;


 }


    }


}


/*


 * Addition EOF or DEFAULT here if necessary.


 */


/**********************************************************/


/*


 * Local Variables:


 * mode: C++


 * End:


 */


Analysis and monitoring of the RR system redundancy group occur automatically when the
redundancy group is created and its RR members are inserted into the group. The state of the
redundancy group is based on the status of its RR members.
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Example OSPF ASL discovery hook scripts
As an example of using a common ASL script for Network Protocol Manager for OSPF, you could use the
custom-end-post.asl script to create OSPF Area Border Router (ABR) system redundancy groups
(SystemRedundancyGroup objects) after the initial discovery completes. Currently,
SystemRedundancyGroup objects cannot automatically be discovered and instantiated by
Network Protocol Manager.


An example of adding code to the custom-end-post.asl script to create an ABR SystemRedundancyGroup
object is given in Figure 13 on page 51. The ASL code directs Network Protocol Manager to:


1 Create an instance of the SystemRedundancyGroup class.


2 Insert the ABR routers participating in the redundancy group into the ComposedOf relationship of the
redundancy group.


/*


.


.


.


 * RCS $Id: custom-end-post.asl,v 1.3 2005/05/27 18:43:37 sv1 Exp $


 *


 * This asl file is used at the end of discovery post processing.


 */


factory = object(getInstances("ICIM_ObjectFactory")[0]);


topo_manager = object(getInstances("ICF_TopologyManager")[0]);


default DEBUG = FALSE;


me = this->ReadsRulesFrom->fileName.": ";


blanks = "    ";


/*


 * Add additional initialization here.


 */ 


/*


 * Add convenience patterns here.


 */


/*****************************************************************************/


START {


    .. eol


} do {


    /*


     * Add processing rules here.


     */


    if (DEBUG) {


        print("Executing rule set ".me);


    }


    SRG = create("SystemRedundancyGroup","OSPF-ABR-Group");


    foreach ospfSys (getInstances("OSPFService")) {


 ospfSys = object(ospfSys);


 if (ospfSys->IsABR == TRUE) {


     sysObj = ospfSys->HostedBy;


     if (sysObj->isInstanceOf("Router")) {


         SRG->ComposedOf += ospfSys->HostedBy;


     } else {
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  SRG->ComposedOf -= ospfSys->HostedBy ? IGNORE;


     } 


 }


    }


}


/*


 * Addition EOF or DEFAULT here if necessary.


 */


/**********************************************************/


/*


 * Local Variables:


 * mode: C++


 * End:


 */


/*


Analysis and monitoring of the ABR system redundancy group occur automatically when the
redundancy group is created and subsequently populated with ABR members. The state of the
redundancy group is based on the status of its ABR members.


ASL discovery hook script files for the DASL CLI module
For a Network Protocol Manager installation Network Protocol Manager provides the following ASL
discovery hook script files for the DASL CLI module:


n ic-eigrp-cisco-cli-object-custom.asl


n ic-isis-cisco-cli-object-custom.asl


The ic-eigrp-cisco-cli-object-custom.asl file is located in the BASEDIR/smarts/rules/eigrp/custom
directory, and is intended for Network Protocol Manager for EIGRP.


The ic-isis-cisco-cli-object-custom.asl file is located in the BASEDIR/smarts/rules/isis/custom
directory, and is intended for Network Protocol Manager for IS-IS.


The two files enable you to customize the DASL CLI module’s discovery of EIGRP or IS-IS objects for
Cisco devices. These script run after initial device discovery and before discovery postprocessing.


Viewing ic-eigrp-cisco-cli-object-custom.asl and ic-isis-cisco-cli-
object-custom.asl
These ASL scripts, as shipped with Network Protocol Manager, are shown in Figure 15 on page 53 and
Figure 17 on page 55. You use the sm_edit utility to edit these scripts to add the ASL convenience
patterns, the parsing rules, and the processing rules that perform the actual processing. You can also add
additional initialization code and/or additional EOF or DEFAULT code.


/*


*~ ic-eigrp-cisco-cli-object-custom.asl


*


* Copyright 2008 by VMware Corporation ("VMware").


* All rights reserved.


*
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* UNPUBLISHED CONFIDENTIAL AND PROPRIETARY PROPERTY OF VMware.  The copyright


* notice above does not evidence any actual or intended publication of this


* software.  Disclosure and dissemination are pursuant to separate agreements.


* Unauthorized use, distribution or dissemination are strictly prohibited.


*


* RCS $Id: ic-eigrp-cisco-cli-object-custom.asl,v 1.1.2.1 2008/10/27 03:39:24 yesilt Exp $


* $Source: /apps/cvs/smarts/smarts/rpm-eigrp/custom/Attic/ic-eigrp-cisco-cli-object-custom.asl,v $


* 


*/


default debug = FALSE;


default detailDebug = FALSE;


default objectName  = "";


default elementName = "";


default elementType = "";


default changed = "TRUE";


default result = "SUCCESS";


default discoveryError = "";


agentObj = object(elementName);


if (agentObj->isNull()) {


    stop();


}


nodeObj = agentObj->getSystem();


if (nodeObj->isNull()) {


    stop();


}


manager = self->object("MSI_AdapterManager", "EIGRP-Adapter-Manager");


factory = self->object("MSI_ObjectFactory", "MSI-ObjectFactory");


topo_manager = object(getInstances("ICF_TopologyManager")[0]);


default DEBUG = FALSE;


me = this->ReadsRulesFrom->fileName.": ";


blanks = "    ";


/*


 * Add additional initialization here.


 */ 


/*


 * Add convenience patterns here.


 */


/*****************************************************************************/


START {


    /*


     * Add Parsing rules here.


     */


    .. eol


} do {


    /*


     * Add processing rules here.


     */


    changed = "TRUE"; 


    result = "SUCCESS"; 


    objectName = elementName;


    if (DEBUG) {


        print("Executing rule set ".me);


    }


}


/*
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 * Addition EOF or DEFAULT here if necessary.


 */


/**********************************************************/


/*


 * Local Variables:


 * mode: C++


 * End:


 */


/*


*~ ic-isis-cisco-cli-object-custom.asl


*


* Copyright 2008 by VMware Corporation ("VMware").


* All rights reserved.


*


* UNPUBLISHED CONFIDENTIAL AND PROPRIETARY PROPERTY OF VMware.  The copyright


* notice above does not evidence any actual or intended publication of this


* software.  Disclosure and dissemination are pursuant to separate agreements.


* Unauthorized use, distribution or dissemination are strictly prohibited.


*


* RCS $Id: ic-isis-cisco-cli-object-custom.asl,v 1.1.2.1 2008/11/11 01:20:31 yesilt Exp $


* $Source: /apps/cvs/smarts/smarts/rpm-isis/custom/Attic/ic-isis-cisco-cli-object-custom.asl,v $


* 


*/


default debug = FALSE;


default detailDebug = FALSE;


default objectName  = "";


default elementName = "";


default elementType = "";


default changed = "TRUE";


default result = "SUCCESS";


default discoveryError = "";


agentObj = object(elementName);


if (agentObj->isNull()) {


    stop();


}


nodeObj = agentObj->getSystem();


if (nodeObj->isNull()) {


    stop();


}


manager = self->object("MSI_AdapterManager", "ISIS-Adapter-Manager");


factory = self->object("MSI_ObjectFactory", "MSI-ObjectFactory");


topo_manager = object(getInstances("ICF_TopologyManager")[0]);


default DEBUG = FALSE;


me = this->ReadsRulesFrom->fileName.": ";


blanks = "    ";


/*


 * Add additional initialization here.


 */ 


/*


 * Add convenience patterns here.


 */


/*****************************************************************************/


START {


    /*


     * Add Parsing rules here.
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     */


    .. eol


} do {


    /*


     * Add processing rules here.


     */


    changed = "TRUE"; 


    result = "SUCCESS"; 


    objectName = elementName;


    if (DEBUG) {


        print("Executing rule set ".me);


    }


}


/*


 * Addition EOF or DEFAULT here if necessary.


 */


/**********************************************************/


/*


 * Local Variables:


 * mode: C++


 * End:


 */


Modifying an ASL discovery hook script for a DASL CLI module
To modify an ASL script for a DASL CLI module:


1 Go to the BASEDIR/smarts/bin directory in the Network Protocol Manager installation area and use
the sm_edit utility to open the ASL script. For example:


               sm_edit rules/isis/custom/ic-isis-cisco-cli-object-custom.asl


            


2 Add your ASL code to the script.


3 Save and close the script.


The modified version of the ASL script is saved to the BASEDIR/smarts/local/rules/isis/custom
directory.


4 If Network Protocol Manager for IS-IS was running before you edited the ASL script, restart
Network Protocol Manager for IS-IS.


Perl discovery hook script file for the Perl CLI module
For a Network Protocol Manager installation on a Linux system, Network Protocol Manager provides a
Perl script file named custom-perl-discovery.pl for the Perl CLI module. This file is located in the following
directories of the Network Protocol Manager installation area:


n BASEDIR/smarts/actions/eigrp/custom


n (intended for Network Protocol Manager for EIGRP)


VMware Smart Assurance Network Protocol Manager Discovery Guide


VMware, Inc.  45







n BASEDIR/smarts/actions/isis/custom


n (intended for Network Protocol Manager for IS-IS)


The Perl script enables you to customize the Perl CLI module’s discovery of EIGRP or IS-IS objects
for Cisco devices. The script runs after initial device discovery and before discovery postprocessing.


Viewing the Perl discovery hook script
The Perl script, as shipped with Network Protocol Manager, is shown in Figure 19 on page 58. You use
the sm_edit utility to edit this script to uncomment the appropriate lines and to add the CLI commands,
parsing rules, and processing rules that perform the actual processing. You can also add additional
initialization prose.


####################################################################


# Network Protocol Manager (NPM) Custom Perl CLI Discovery Probe


# Copyright 2008 by VMware Corporation (“VMware”). All Rights Reserved.


####################################################################


use strict;


use warnings;


use Carp;


####################################################################


# InCharge::Probe Example


####################################################################


use InCharge::Probe;


eval {


 my $probe = InCharge::Probe->new;


 my $session = $probe->{session};


 my $params = $probe->{ga_params};


 my $serverName = $session->getServerName();


 my $elementName = $params->{“elementName”};


 my $elementType = $params->{“elementType”};


        my $snmpName = $elementName;


        if ($snmpName !~ /^SNMPAgent/) {


           $snmpName = “SNMPAgent-”.$elementName;


        }


 my $agentObj = $session->object(“SNMPAgent”, $snmpName);


 my $systemName = $agentObj->getSystem();


 my $sysObj = $session->object($systemName);


 my $sysName = $sysObj->{“Name”};


 my $deviceIP = $agentObj->{“AgentAddress”};


 my $ERROR = “”;


        if ($ERROR) {


                $probe->stop(“$ERROR”);


        } else {


                $probe->setProbeResult(“SUCCESS”);


                $probe->setChanged(“TRUE”);


                $probe->setDiscoveryError(“”);


                $probe->setElementObjectName($elementName);


                $probe->stop();


        }


        $session->detach();


};


if ($@) { croak $@; }


VMware Smart Assurance Network Protocol Manager Discovery Guide


VMware, Inc.  46







####################################################################


####################################################################


# SMARTS::CLI::Discovery Example


####################################################################


# use SMARTS::CLI::Discovery;


#


# eval {


# $SHELL->cmd(‘terminal length 0’);


# my @results = $SHELL->cmd(‘who’);


# foreach my $result (@results) {


#  # do something with $result


# }


#


# my @interfaces = $SYSTEM->getInterfaces();


#  foreach my $interface (@interfaces) {


#        $interfaceObject = $SESSION->object($interface);


#  # do something with $interfaceObject


# }


# };


#------------------------------------------------------------------


# If $@, the probe fails and the element is put on the pending list.


#------------------------------------------------------------------


# $ERROR = $@;


####################################################################


Enabling the Perl discovery hook script
To enable the Perl script, you must uncomment the Perl callout lines in the BASEDIR/smarts/conf/eigrp|
isis/DISCOVERY_CUSTOM.import files. Those lines are identified in Figure 20 on page 58 and Figure 21
on page 59.


To enable the Perl script:


1 Go to the BASEDIR/smarts/bin directory in the Network Protocol Manager installation area and use
the sm_edit utility to open the DISCOVERY_CUSTOM.import file. For example:


               sm_edit conf/eigrp/DISCOVERY_CUSTOM.import


            


2 Uncomment the lines that are identified in Figure 20 on page 58.


3 Save and close the script.


The modified version of the .import file is saved to the BASEDIR/smarts/local/conf/eigrp directory.


.


.


.


#ICF_ScriptDiscoveryDriver::End-Device-Custom-Perl-Driver {


#    ScriptAction = ACT_PerlScript::End-Device-Custom-Perl-RS {


#        scriptName = "eigrp/custom/custom-perl-discovery.pl"


#    }


#    waitForCompletion = TRUE
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#    ElementTypeGlob = "EIGRP"


#    Priority = 9900


#}


.


.


.


.


.


.


#ICF_ScriptDiscoveryDriver::End-Device-Custom-Perl-Driver {


#    ScriptAction = ACT_PerlScript::End-Device-Custom-Perl-RS {


#        scriptName = "isis/custom/custom-perl-discovery.pl"


#    }


#    waitForCompletion = TRUE


#    ElementTypeGlob = "ISIS"


#    Priority = 9900


#}


.


.


.


Modifying the Perl discovery hook script
To modify the Perl script:


1 Go to the BASEDIR/smarts/bin directory in the Network Protocol Manager installation area and use
the sm_edit utility to open the Perl script. For example:


               sm_edit actions/eigrp/custom/custom-perl-discovery.pl


            


2 Uncomment the appropriate lines, add your CLI commands, and add your parsing and processing
rules to the script.


3 Save and close the script.


The modified version of the Perl script is saved to the BASEDIR/smarts/local/actions/eigrp/custom
directory.


4 If Network Protocol Manager for EIGRP was running before you edited the Perl script, restart
Network Protocol Manager for EIGRP.
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Preparing and Initiating
Discovery 4
This chapter includes the following topics:


n Preparing for discovery


n Initiating discovery


n Synchronizing with IP Availability Manager


n Specifying a different IP Availability Manager source


Preparing for discovery
Preparing a Network Protocol Manager deployment for discovery requires configuring all component
applications in the deployment so that they can form the proper physical and logical connections to one
another. Some of these tasks are performed before the components are started, such as the editing of
configuration files, while others are performed through the Global Console when the components are up
and running.


Prepare the Global Manager for discovery
Preparing the Global Manager for discovery involves attaching the Global Console to the Global Manager
and configuring the Global Manager to import topology and status from the underlying
Network Protocol Manager domain and the underlying IP Availability Manager domains.


The VMware Smart Assurance Network Protocol Manager Configuration Guide provides instructions for
preparing the Global Manager for discovery in a Network Protocol Manager deployment.


Prepare IP Availability Manager for discovery
Preparing IP Availability Manager for discovery starts with seed systems, which serve as a starting point
for autodiscovery. Autodiscovery automatically discovers the managed network from the seed systems.
Procedures for preparing and initiating autodiscovery are given in the
VMware Smart Assurance IP Manager documentation.


In addition, an administrator performs the following configuration tasks described in the
VMware Smart Assurance Network Protocol Manager Configuration Guide to prepare
IP Availability Manager for discovery in a Network Protocol Manager deployment:


n Enables protocol light discovery.
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n Enables overlapping IP address discovery (optional).


Applicable if Network Protocol Manager for BGP or Network Protocol Manager for OSPF is to import
tagged IP and IPNetwork objects from IP Availability Manager.


n Enables interoperability with the VPN-Tagging Server (optional).


Applicable only if IP Availability Manager is enabled to perform overlapping IP address discovery.


n Specifies one or more CLI device-access objects.


Applicable if Network Protocol Manager for EIGRP or Network Protocol Manager for IS-IS is to
perform CLI discovery and CLI polling. Also applicable for Network Protocol Manager for BGP
discovery of Route Reflectors or Network Protocol Manager for OSPF discovery of passive OSPF
interfaces.


IPv6 discovery of BGP, IS-IS and OSPF devices
For IPv6 discovery of BGP, IS-IS and OSPF devices:


n Start the IP AM-PM server in IPv4v6 mode or IPv6v4 mode.


Note   The recommended discovery option is IPV4FIRST_IPV6NEXT.


n Discover the following IPv6 entities:


n IPv6 addresses


n IPv6 network


n IPv6 topology (underlying physical and logical interfaces)


Prepare Network Protocol Manager for discovery
To prepare Network Protocol Manager for its initial discovery, an administrator performs the following
tasks:


n Enables trap reception.


Applicable (but optional) for Network Protocol Manager for BGP or
Network Protocol Manager for OSPF.


n Enables syslog message processing.


Applicable (but optional) for Network Protocol Manager for BGP or
Network Protocol Manager for OSPF.


The VMware Smart Assurance Network Protocol Manager Configuration Guide provides instructions
for preparing Network Protocol Manager for discovery.
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Initiating discovery
After preparing your Network Protocol Manager deployment for discovery, you initiate an
IP Availability Manager discovery for each IP Availability Manager application in the deployment. Then,
you initiate a Network Protocol Manager discovery by:


1 Starting Network Protocol Manager.


2 Attaching a Global Console to Network Protocol Manager.


3 Issuing the Add Source command to add IP Availability Manager as a topology source.


Upon adding an IP Availability Manager as a source, Network Protocol Manager starts a probe that:


4 Creates an InChargeDomain object that has the instance name of the IP Availability Manager
application.


5 Starts a synchronization program that probes the IP Availability Manager repository for relevant
device topology and CLI device-access objects.


Thereafter, at startup or whenever the connection to the IP Availability Manager is lost and then
reestablished, Network Protocol Manager automatically runs this probe.


Upon importing device topology from an IP Availability Manager, Network Protocol Manager initiates
its own discovery by querying the imported devices to discover the protocol information that it needs
to build the BGP, EIGRP, IS-IS, or OSPF topology.


You use the Domain Manager Administration Console to add one or more IP Availability Managers as
sources to Network Protocol Manager.


Note   If you plan to do CLI discovery and you make a change to CLI credentials, you must initiate
both reconfigure and rediscovery of those devices affected by the change. Initiate the reconfigure and
rediscovery processes in IP Availability Manager prior to running CLI discovery in any of the
Network Protocol Manager servers. There may be an 8-minute delay before the credentials are
synchronized between the IP and NPM servers. The completion of IP discovery automatically triggers
NPM discovery for each device.


Open the Domain Manager Administration Console
The Global Console is a collection of many consoles, or console views, two of which are the Domain
Manager Administration Console and the Global Manager Administration Console. The consoles enable
administrators to manage VMware Smart Assurance Domain Managers and Global Managers.
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User accounts and passwords
Attaching the Global Console to a Domain Manager (such as Network Protocol Manager for BGP) or to a
Global Manager requires an VMware Smart Assurance user account. The default user accounts are as
follows:


n Administration account:


n username: admin


n password: changeme


n Operator account:


n username: oper


n password: oper


For users logged on with an administration account, the Global Console includes a Configure
menu. This menu enables administrators to open the Domain Manager Administration Console
and the Global Manager Administration Console.


The VMware Smart Assurance System Administration Guide provides information about changing
the password for the default administration account (recommended) and configuring access
privileges. The VMware Smart Assurance Service Assurance Manager Configuration Guide
provides information about configuring permissions to perform specific console operations.


Procedure for opening the Domain Manager Administration Console
To open the Domain Manager Administration Console:


1 Start the Global Console.


n n On a UNIX system, go to the BASEDIR/smarts/bin directory in the
Service Assurance Manager (Global Manager) installation area and type:


sm_gui


Press Enter.


The Attach Manager dialog box opens as shown in Attach Manager dialog box.
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Figure 4‑1.  Attach Manager dialog box


2 In the dialog box:


3 Ensure that the VMware Smart Assurance Broker for your deployment appears in the Broker text
box.


4 Click the Manager list box or the Browse button to display a list of active (running) Managers, and
from that list select Network Protocol Manager (for example, INCHARGE-BGP) in your deployment
as the Manager to which you want to connect.


5 Type your login username and password.


6 Click OK.


The Topology Browser Console opens.


7 On the Console, select Configure > Domain Manager Administration Console. The Domain
Manager Administration Console opens as shown in Domain Manager Administration Console.


In the example display, the Domain Manager Administration Console is attached to a
Network Protocol Manager named INCHARGE-BGP.
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Figure 4‑2.  Domain Manager Administration Console


The Domain Manager Administration Console is the primary tool for configuring discovery, initiating
discovery, and managing topology for a Domain Manager such as Network Protocol Manager.


Because Network Protocol Manager imports its topology and topology updates from
IP Availability Manager, the manual discovery and autodiscovery features are not available to
Network Protocol Manager. All other administration capabilities that are normally available through
the Domain Manager Administration Console are available to administrators and operators of
Network Protocol Manager.


The VMware Smart Assurance Service Assurance Manager Operator Guide provides detailed
descriptions of the administration capabilities available through the Domain Manager Administration
Console.


Add an IP Availability Manager as a topology source
You can add an IP Availability Manager as a topology source to Network Protocol Manager in two ways
by:


n Adding the source in configuration files


n Adding the source through GUI
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Adding the source in configuration files


You can an IP Availability Manager as a topology source to Network Protocol Manager for BGP, IS-IS,
OSPF and EIGRP server in the bgp.conf, isis.conf, ospf.conf and eigrp.conf configuration files
respectively.


1 Go to BASEDIR/smarts/conf/bgp|eigrp|isis|ospf folder and open the configuration file for the NPM
server, where you intend to add the topology source:


n bgp.conf


n eigrp.conf


n isis.conf


n ospf.conf


2 Edit the following parameters in the conf file:


InChargeDomain::InChargeDomain_INCHARGE-AM {


        Type = "AM"


        DomainName = "INCHARGE-AM"


        DisplayName = "INCHARGE-AM"


3 Save and close the file.


Adding the source through GUI


To add an IP Availability Manager as a topology source to Network Protocol Manager:


1 In the Domain Manager Administration Console attached to Network Protocol Manager, select
Topology > Add Source to launch the Add Source dialog box.


2 In the dialog box (Add Source Dialog Box for IP Availability Manager), select AM from the Element
Type list, type the name of the IP Availability Manager application (for example, INCHARGE-AM) in
the Element Name field, and then click OK to add IP Availability Manager as a topology source.


Figure 4‑3.  Add Source Dialog Box for IP Availability Manager


In response, Network Protocol Manager:


n Adds the specified IP Availability Manager as a topology source.


n Creates in its repository an InChargeDomain object (INCHARGE-AM, for example) for the
IP Availability Manager instance added as a topology source.
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n Establishes a connection to the IP Availability Manager source and probes the source for
relevant device topology and CLI device-access objects.


n Imports and stores in its repository the relevant device topology discovered by the
IP Availability Manager source.


n Imports and stores in its repository the CLI device-access objects from the
IP Availability Manager source. This action assumes that the source is exporting CLI device-
access objects for Network Protocol Manager operation.


n Subscribes to those IP Availability Manager status updates that are relevant to
Network Protocol Manager cross-domain correlation analysis.


n Initiates its own discovery by sending SNMP requests and CLI commands to the devices to
discover the routing information needed to build the routing topology.


A Discovery Progress window opens, displays progress messages, and might display a list of
elements that could not be discovered. When you see “Last discovery completed” near the
end of the progress report in the Discovery Status section, the probing of topology
information is complete.


Discovery error resolutions provides information about discovery errors and their solutions,
and Pending Elements list provides information about pending elements.


3 Click Close to close the Discovery Progress window.


4 Repeat steps 1 through 3 until you have added each IP Availability Manager application in your
deployment as a topology source to Network Protocol Manager.


After completing its initial discovery, Network Protocol Manager will import the device topology from
IP Availability Manager whenever IP Availability Manager completes a discovery cycle. Synchronizing
with IP Availability Manager describes how Network Protocol Manager synchronizes its topology with
the topology discovered by IP Availability Manager.


Synchronizing with IP Availability Manager
After an IP Availability Manager is added as a topology source, Network Protocol Manager starts a
synchronization program that probes the IP Availability Manager repository for device topology and CLI
device-access objects. Thereafter, the synchronization program probes for topology and CLI device-
access objects whenever:


n The IP Availability Manager completes a discovery cycle.


n The connection to IP Availability Manager is lost and then reestablished.


Each time that Network Protocol Manager imports device topology from an IP Availability Manager, it
performs the following actions:


a Imports the entire device topology and all the CLI device-access objects.


b Sends SNMP requests and CLI commands to the devices to discover or rediscover routing
topology objects.
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c Adds those objects to the routing topology in its repository.


Specifying a different IP Availability Manager source
You can specify different IP Availability Manager sources for Network Protocol Manager by performing the
following two steps:


1 Remove the current IP Availability Manager source or sources by stopping the
Network Protocol Manager and then restarting it with a startup command line that contains the --
norestore option.


2 Add one or more new IP Availability Manager sources by completing the procedure in Add an IP
Availability Manager as a topology source.


Including the --norestore option in the startup command line will start Network Protocol Manager
without restoring any saved objects from its repository file. Repository files are located in the
BASEDIR/smarts/local/repos/icf directory. This mode of startup deletes from the repository the
topology and instrumentation objects that are associated with the current IP Availability Manager
sources.


Because the Network Protocol Manager startup commands that are created during the
Network Protocol Manager installation do not contain the --norestore option, you will need to do one
of the following:


n Temporarily modify the service startup commands by substituting --ignore-restore-errors with --
norestore.


n Create new service startup commands or new native startup commands that contain the --
norestore option.


Procedure for specifying a different IP Availability Manager source
What follows is an example procedure of specifying a different IP Availability Manager source. The
procedure removes the current IP Availability Manager source or sources and adds a new
IP Availability Manager source. Native startup commands that contain the --norestore option are included
in the procedure.


To specify a different IP Availability Manager source:


1 Go to the BASEDIR/smarts/bin directory in the Network Protocol Manager installation area and type
one of the following commands to stop Network Protocol Manager:


               sm_service stop --force ic-npm-bgp-server


-or-


sm_service stop --force ic-npm-eigrp-server


-or-


sm_service stop --force ic-npm-isis-server


-or-


sm_service stop --force ic-npm-ospf-server
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2 Consult Add an IP Availability Manager as a topology source and add a new IP Availability Manager
source.
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Understanding Discovery
Results 5
This chapter includes the following topics:


n Discovery results


n Discovery error resolutions


n Error message formatting


n Pending Elements list


Discovery results
When Network Protocol Manager attempts to discover routing topology by probing a routing-enabled
device, one of the following results occurs:


n Discovery successfully completes, and the routing topology objects discovered by probing the device
are added to the managed topology.


n Discovery starts but communication is lost between Network Protocol Manager and the device.


n Discovery starts but the device does not respond to SNMP requests or CLI commands.


n Discovery starts but the Network Protocol Manager discovery probe for the device encounters an
error during the discovery process.


n Discovery is unable to start or successfully complete.


Successful discovery
When the probing of a device for routing topology information is successful, an object is created in the
Network Protocol Manager repository for each discovered routing topology object.


Unsuccessful discovery
If the probing of a device for routing topology information does not complete successfully, an entry for that
device is placed on Network Protocol Manager’s Pending Elements list. Pending Elements list provides
information about the Pending Elements list and the Discovery Progress window in which it appears.
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Discovery error resolutions
When a discovery error occurs, follow these basic steps to resolve the error:


1 In a Domain Manager Administration Console attached to Network Protocol Manager, click
Topology > Show Discovery Progress to launch the Discovery Progress window.


Instructions for opening the Domain Manager Administration Console are presented in Procedure for
opening the Domain Manager Administration Console.


2 In the Discovery Progress window in Discovery error resolutions, check the messages on the
Pending Elements list and in the Discovery Status section of the window.


Each entry on the Pending Elements list has an accompanying comment that describes the
discovery error. And in some cases, just below the Discovery Status section in the Discovery
Progress window, a message will appear that explains the discovery error.


3 Check the log file named <Network Protocol Manager name>_<locale>_<character encoding>.log
(for example, INCHARGE-BGP_en_US_UTF-8.log) in the BASEDIR/smarts/local/logs directory in the
Network Protocol Manager installation area.


The discovery process writes an error message to this log file when it encounters a discovery error. 
Error message formatting explains how to read error messages.


4 Check the CLI log files in the BASEDIR/smarts/local/logs or BASEDIR/smarts/local/logs/dasl directory
in the Network Protocol Manager installation area.


When probing an EIGRP- or IS-IS-enabled Cisco device, a CLI probe writes a record of the Telnet,
SSH1, or SSH2 session with the device to a CLI log file. The CLI log file includes the CLI commands
that are issued by the probe, and the responses that are returned by the device.


Creates CLI log files identifies the CLI log files and describes how they are named.


Note   Network Protocol Manager does not notify discovery errors, which means that discovery errors
do not appear in a Global Console attached to the Global Manager.


Error message formatting
A log file is created in the BASEDIR/smarts/local/logs directory for each VMware Smart Assurance
application started with the --output option. (Any VMware Smart Assurance application installed as a
service automatically has --output in its invocation.) The log file is the primary tool for tracking the startup
and progression of an VMware Smart Assurance application, and for resolving application and discovery
errors.


VMware Smart Assurance exception message formatting shows through example the formatting structure
of error (exception) messages that are written to an VMware Smart Assurance log file.
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Figure 5‑1.  VMware Smart Assurance exception message formatting


The first line of an error message identifies the following information:


n VMware Smart Assurance software subsystem that reported the error


n Severity level of the error:


n F for Fatal


n E for Error


n W for Warning


n N for Notice


n I for Informational


n D for Debug


n Name of the error table from which the VMware Smart Assurance subsystem took the error


n Name of the error


In the example error message, the reporting subsystem is ASL, for Adapter Scripting Language, the
message severity level is Warning, the error table name is ERROR_RULE_SOURCE, and the error
name is “While executing rule set.” The combination of an error table name and an error name
uniquely identifies a particular error.


The remaining lines in an error message, referred to as chained exceptions, provide more detail
about the exception appearing in the top line. The last chained exception identifies the root cause of
the error. In VMware Smart Assurance exception message formatting, the root cause of the error is
that the code was instructed to access a class that the code could not find.


Some VMware Smart Assurance subsystems and their descriptions identifies and briefly defines
some of the VMware Smart Assurance subsystems.
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Table 5‑1.  Some VMware Smart Assurance subsystems and their descriptions


VMware Smart Assurance subsystem Description


ASL Adapter scripting language subsystem. (Most VMware Smart Assurance Adapters
are implemented in ASL code.) Generates errors detected by ASL code.


DNS Network name translation subsystem.


DVST Device status polling subsystem.


DX Correlator subsystem.


ICF VMware Smart Assurance framework subsystem.


ICS VMware Smart Assurance service assurance subsystem.


MR Repository manager. Throws generic Repository errors; the Repository is the
database that stores the discovered topology (inventory).


OSA Operating system accessor.


RTLD Module loading. Throws errors due to configuration problems that cause the code to
be unable to locate parts of itself.


TOPO Topology subsystem.


<SYS> Not an VMware Smart Assurance subsystem; represents an operating system
component that generated an error.


Pending Elements list
The Pending Elements list, which appears in the Discovery Progress window, shows devices for which
Network Protocol Manager could not successfully complete the discovery of routing topology.
Network Protocol Manager attempts to discover the routing topology that is associated with the devices
on the Pending Elements list during the next scheduled pending discovery interval, or when a pending
discovery is manually invoked.


Pending discovery provides details about scheduled pending discovery, pending discovery interval, and
pending discovery.


To view the Pending Elements list:


1 Attach the Domain Manager Administration Console to Network Protocol Manager.


2 Select Topology > Show Discovery Progress.


Pending Elements list that contains one pending element is an example of a Pending Elements list.
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Figure 5‑2.  Pending Elements list that contains one pending element


Information provided by the Pending Elements list
The Pending Elements list contains three columns that provide the following information for a pending
element:


n Element Name: Name of the device (probe instance) for which the probing of routing topology
information did not complete successfully. The name contains the assigned display name of the
device.


n Element Type: Name of the probe (device type) that probes the device in the Element Name field.


n Discovery Error: Comment that describes why the device in the Element Name field is on the Pending
Elements list.


To see all of the text that is associated with a particular element name, element type, or discovery
error, position the mouse pointer over the element name, element type, or discovery error.


Management of individual pending element entries
If you right-click an element on the Pending Elements list, a pop-up menu appears and lists the following
three selections: Remove, Rediscovery, and Show Discovery Time.


n Select Remove to remove the selected element from the Pending Elements list.


n Select Rediscovery to initiate an immediate discovery of the selected element.


n Select Show Discovery Time to view the last time that the selected element was discovered. If Show
Discovery Time is unavailable (dimmed), the element has yet to be discovered.
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Invoking Full or Pending
Discovery 6
This chapter includes the following topics:


n Discovery methods


n Prerequisites for IPv6 discovery


n Full discovery


n Pending discovery


Discovery methods
Network Protocol Manager, like all VMware Smart Assurance Domain Managers, supports two methods
of discovery:


n Full discovery


n Pending discovery


Either method can be invoked automatically or manually.


Prerequisites for IPv6 discovery
Note   IPv6 discovery is supported for BGP, IS-IS and OSPF devices only.


The prerequisites are:


1 Discovery of the following IPv6 entities by IP AM-PM Domain Manager:


n IPv6 addresses


n IPv6 network


n IPv6 topology (underlying physical and logical interfaces)


Note   Start the IP AM-PM server in IPv4v6 or IPv6v4 mode in order to discover the IPv6
topology. Recommended discovery option is IPV4FIRST_IPV6NEXT. The discovery option
can be set in the discovery.conf file located in <BASEDIR>/smarts/conf/discovery directory:


DiscoveryAddPref=IPV4FIRST_IPV6NEXT
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2 For CLI based discovery, the CLI access settings for the devices should be configured. Configure the
CLI Access Settings for the devices in IP Domain Manager Administration Console > Polling and
Threshold console > Device Access tab under Device Access Configurations.


3 For IP v6 discovery in Network Protocol Manager, the IPV6LinkLocalAddressEnabled attribute should
be set to TRUE in the discovery.conf file of the IP Domain Manager.


Full discovery
During the initial full discovery, Network Protocol Manager populates its repository with device topology
from IP Availability Manager, and then probes the devices to discover routing topology. The initial full
discovery occurs when an IP Availability Manager is added as a source to Network Protocol Manager, as
explained in Initiating discovery.


Thereafter, whenever an IP Availability Manager source completes a discovery (an initial discovery, a full
discovery, a pending discovery, or a single-device discovery), Network Protocol Manager re-imports
device topology from the IP Availability Manager and performs a full discovery.


Automatic full discovery
Automatic full discovery reveals any changes in the configuration or connectivity of the routing-protocol
system and keeps the topology current.


The parameters that control automatic full discovery are located on the Topology tab of the Domain
Manager Administration Console. By default, automatic full discovery is disabled for
Network Protocol Manager.


Automatic full discovery should be enabled and scheduled for the one or more IP Availability Manager
sources, not for Network Protocol Manager. That way, whenever an IP Availability Manager source
performs an automatic full discovery, Network Protocol Manager performs an automatic full discovery.


Also, when you configure automatic full discovery, say weekly or daily, you should schedule the full
discovery during off hours (5 A.M., for example). Running the discovery more often will provide a more
accurate routing topology but will also cost more in terms of network and system resources.


The VMware Smart Assurance IP Manager documentation provides instructions for enabling and
scheduling automatic full discovery for IP Availability Manager.


Manual full discovery
To manually initiate a full discovery, attach a Global Console to Network Protocol Manager and issue the
Add Source command to re-add an IP Availability Manager as a source. Network Protocol Manager
responds by importing device topology from the IP Availability Manager and performing a full discovery.


Add an IP Availability Manager as a topology source provides instructions for adding an
IP Availability Manager as a source.
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Pending discovery
During a pending discovery, Network Protocol Manager attempts to discover routing topology by probing
the devices on the Pending Elements list. The Pending Elements list contains the names of the devices
that initially could not be discovered by Network Protocol Manager.


You can view the Pending Elements list at any time by selecting Topology > Show Discovery Progress
from the Domain Manager Administration Console. Pending Elements list describes the various aspects
of the Pending Elements list.


Automatic pending discovery
Scheduling an automatic pending discovery determines how often Network Protocol Manager attempts to
discover routing topology by probing the devices on the Pending Elements list.


The parameters that control automatic pending discovery are located on the Topology tab of the Domain
Manager Administration Console. By default, automatic pending discovery is disabled.


The pending discovery interval is counted from the time when Network Protocol Manager is started. So, if
the pending discovery interval is set to six hours and Network Protocol Manager is started at 5 A.M., the
pending discovery will occur every six hours thereafter, that is, at 11 A.M., at 5 P.M., at 11 P.M., and so on.


To enable automatic pending discovery and to specify a pending discovery interval:


1 Attach the Domain Manager Administration Console to Network Protocol Manager.


Instructions for opening the Domain Manager Administration Console are presented in Procedure for
opening the Domain Manager Administration Console.


2 In the left panel of the Domain Manager Administration Console, click the
Network Protocol Manager name to display a multiple-tab window in the right panel of the console.


3 Select the Topology tab.


4 Click the Enable Discovery Pending checkbox.


5 Type a value in the Interval field for pending discovery and select a time interval (Seconds, Minutes,
Hours, or Days) from the list. Ensure that the interval is equal to or greater than five minutes.


6 Click Apply.


Manual pending discovery
Manually initiating a pending discovery for Network Protocol Manager can be done from the Domain
Manager Administration Console or from the command line.
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Invoking pending discovery manually from the console
From the Domain Manager Administration Console, you can use any of the following methods to
manually invoke a pending discovery:


n To discover routing topology by probing all devices on the Pending Elements list, select Topology >
Discover Pending.


n To discover routing topology by probing a single device on the Pending Elements list, right-click the
device on the Pending Elements list and then select Rediscover from the pop-up menu.


Invoking pending discovery from the command line
From the command line, you can invoke a pending discovery by using the dmctl utility.


To do so, go to the BASEDIR/smarts/bin directory in the Network Protocol Manager installation area and
invoke the following command on one line:


         dmctl -s <


         


            Network Protocol Manager


         


          instance name


         > 


         


         invoke ICF_TopologyManager::ICF-TopologyManager discoverPending


      


For example:


         dmctl -s INCHARGE-BGP invoke 


         


         ICF_TopologyManager::ICF-TopologyManager discoverPending


      


When prompted for a username and password, specify an administration account; for example, admin
and changeme. The dmctl utility is described in the HTML pages located in the
BASEDIR/smarts/doc/html/usage directory in the Network Protocol Manager installation area.
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Managing and Unmanaging
Sessions 7
This chapter includes the following topics:


n Overview


n Methods to control the management state of session objects


n Rules that govern the manage and unmanage operations


n How to observe the management state of a session object


n How to set the management state of a session object


Overview
Network Protocol Manager monitors the status of the discovered session objects by polling the routing-
enabled devices for interface and endpoint status information. The frequency of polling is determined by
the polling and threshold settings that are configured for Network Protocol Manager, as explained in the
VMware Smart Assurance Network Protocol Manager Configuration Guide.


The session objects are listed in Session objects and their associated interface and endpoints objects.


Table 7‑1.  Session objects and their associated interface and endpoints objects


Session object Associated interface objects (2) Associated endpoint objects (2)


1  Actual object that is monitored. A monitored object is assigned a set of instrumentation objects.


Network Protocol Manager for BGP


BGPSession none BGPProtocolEndpoint 1


Network Protocol Manager for EIGRP


EIGRPSession none EIGRPProtocolEndpoint 1


Network Protocol Manager for IS-IS


ISISAdjacency ISISInterface 1 ISISNeighborEndpoint


Network Protocol Manager for OSPF


OSPFNeighborRelationship OSPFInterface 1 OSPFNeighborEndpoint


OSPFVirtualLink OSPFVirtualInterface 1 OSPFVirtualNeighborEndpoint
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By default, all discovered session objects are managed. A managed session object is one whose
IsManaged attribute has a value of TRUE. IsManaged is a Boolean attribute: TRUE when an object is
managed, and FALSE when an object is unmanaged.


Network Protocol Manager monitors managed session objects but not unmanaged session objects. It
uses SNMP or CLI to monitor the interface or endpoint objects that are associated with a session object,
for the purpose of determining the status and connectivity of the session object.


Methods to control the management state of session
objects
You can use either of the following methods to control the management state of session objects:


n Set the management state of individual session objects by attaching the Global Console to
Network Protocol Manager and using the Manage and Unmanage commands.


How to set the management state of a session object provides information about these commands.


n Use the discovery hook scripts that are provided with Network Protocol Manager.


Chapter 3 Using Discovery Hook Scripts provides information about discovery hook scripts.


Rules that govern the manage and unmanage operations
The Manage and Unmanage commands are recursive. When you unmanage a session object, the
interface and endpoint objects that are associated with the session object also become unmanaged. For
example, if you unmanage an OSPFNeighborRelationship object, its two OSPFInterface objects and its
two OSPFNeighborEndpoint objects also become unmanaged. All of the objects will have their
IsManaged attribute set to FALSE.


Conversely, when you manage a session object that was previously unmanaged, the session object and
its associated interface and endpoint objects become managed. All of the objects will have their
IsManaged attribute set to TRUE.


How to observe the management state of a session object
To observe the management state of a session object:


1 Attach the Domain Manager Administration Console to the target Network Protocol Manager.


Procedure for opening the Domain Manager Administration Console provides instructions on opening
this console.


2 In the left panel of the Domain Manager Administration Console, select the object to display the
object’s properties window in the right panel of the console.


3 In the object’s properties window, click the Attributes tab and locate the IsManaged attribute.


The value of this attribute indicates the management state of the object.
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How to set the management state of a session object
To set the management state of an object by using the Manage and Unmanage commands:


1 Attach the Domain Manager Administration Console to the target Network Protocol Manager.


Procedure for opening the Domain Manager Administration Consoleprovides instructions on opening
this console.


2 In the left panel of the Domain Manager Administration Console, select the object that is to be
managed or unmanaged, right-click, and then select Manageor Unmanagefrom the pop-up menu.


3 For Managecommand only: Click the Reconfiguretoolbar button ( ).


For a change from managed to unmanaged, Network Protocol Managerdeletes the instrumentation
objects that are associated with the session object. It also sets the object’s IsManaged attribute to
FALSE.


For a change from unmanaged to managed, Network Protocol Managercreates the instrumentation
objects for the session object. It also sets the object’s IsManaged attribute to TRUE.
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Data Models 8
This chapter includes the following topics:


n Data model representation


n Classes and class hierarchy


n Relationships


Data model representation
Network Protocol Manager uses instances of certain VMware Smart Assurance object classes to create
within its repository a data model representation of the discovered routing topology. The data model
represents the managed devices, the routing topology objects, and the relationships between them.


The data model for the discovered BGP topology is shown in Simplified view of BGP data model and 
Simplified view of BGP session group modeling in the BGP data model.
Network Protocol Manager for BGP uses this model to build a representation of the discovered BGP
objects in its domain.


The data model for the discovered EIGRP topology is shown in Simplified view of EIGRP data model.
Network Protocol Manager for EIGRP uses this model to build a representation of the discovered EIGRP
objects in its domain.


The data model for the discovered IS-IS topology is shown in Simplified view of IS-IS data model.
Network Protocol Manager for IS-IS uses this model to build a representation of the discovered IS-IS
objects in its domain.


The data model for the discovered OSPF topology is shown in Simplified view of OSPF data model.
Network Protocol Manager for OSPF uses this model to build a representation of the discovered OSPF
objects in its domain.


Note   Not all relationships are shown in Simplified view of BGP data model through Simplified view of
OSPF data model.


The
VMware Smart Assurance Common Information Model (ICIM) 1.11 Reference for Non-Service Assurance
Manager Products provides descriptions of VMware Smart Assurance classes and relationships.
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Figure 8‑1.  Simplified view of BGP data model


Figure 8‑2.  Simplified view of BGP session group modeling in the BGP data model
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Figure 8‑3.  Simplified view of EIGRP data model
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Figure 8‑4.  Simplified view of IS-IS data model
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Figure 8‑5.  Simplified view of OSPF data model


Classes and class hierarchy
The VMware Smart Assurance classes depend upon class hierarchy and inheritance in order to pass
attributes and other characteristics to other classes. Classes derived from superclass ICIM_Collection
through Classes derived from superclass ICIM_Connection show how the Network Protocol Manager
classes are derived from the following VMware Smart Assurance superclasses:


n ICIM_Collection


Hierarchy: ICIM_Collection : CORE_Collection : CORE_ManagedObject : MR_ManagedObject :
MR_Object (top)


n ICIM_ManagedSystemElement


Hierarchy: ICIM_ManagedSystemElement : ICIM_ManagedElement : ICF_CoreManagedElement :
CORE_ManagedObject : MR_ManagedObject : MR_Object (top)
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n ICIM_Service


Hierarchy: ICIM_Service : ICIM_LogicalElement : ICIM_ManagedSystemElement :
ICIM_ManagedElement : ICF_CoreManagedElement : CORE_ManagedObject :
MR_ManagedObject : MR_Object (top)


n ICIM_ServiceAccessPoint


Hierarchy: ICIM_ServiceAccessPoint : ICIM_LogicalElement : ICIM_ManagedSystemElement :
ICIM_ManagedElement : ICF_CoreManagedElement : CORE_ManagedObject :
MR_ManagedObject : MR_Object (top)


n ICIM_Connection


Hierarchy: ICIM_Connection : ICIM_LogicalElement : ICIM_ManagedSystemElement :
ICIM_ManagedElement : ICF_CoreManagedElement : CORE_ManagedObject :
MR_ManagedObject : MR_Object (top)


The term superclass refers to a class’s direct ancestor (parent class) or to any of its ascendant
classes (grandparent classes).


The classes that are instantiated by Network Protocol Manager and visible to users are highlighted in
blue. The Network Protocol Manager topology manager classes (MSI_AdapterManager::BGP-
Adapter-Manager | EIGRP-Adapter-Manager | ISIS-Adapter-Manager | OSPF-Adapter-Manager) and
instrumentation classes are not included in the illustrations.


Figure 8‑6.  Classes derived from superclass ICIM_Collection


Figure 8‑7.  Classes Derived from superclass ICIM_ManagedSystemElement
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Figure 8‑8.  Classes derived from superclass ICIM_Service


Figure 8‑9.  Classes derived from superclass ICIM_ServiceAccessPoint
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Figure 8‑10.  Classes derived from superclass ICIM_Connection


Relationships
Relationships enable Network Protocol Manager to associate the discovered logical routing topology
objects with each other, and with the underlying physical network topology objects discovered by
IP Availability Manager. Because the relationships establish dependencies between the routing topology
objects and the network objects, Network Protocol Manager is able to correlate underlying network
failures with routing-protocol service impairments.


BGP, EIGRP, IS-IS, and OSPF relationships describes some of the relationships that can appear in the
VMware Smart Assurance class representation of BGP, EIGRP, IS-IS, and OSPF topology.
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Table 8‑1.  BGP, EIGRP, IS-IS, and OSPF relationships


Relationship sets Examples


1**Endpoint1 and Endpoint2 do not have inverse relationships.


AccessedVia/Accesses BGPService


1 AccessedVia


BGPProtocolEndpointBGPProtocolEndpoint


1 Accesses


BGPService


EIGRPService


1 AccessedVia


EIGRPProtocolEndpointEIGRPProtocolEndpoint


1 Accesses


EIGRPService


ISISService


1 AccessedVia


ISISNeighborEndpointISISNeighborEndpoint


1 Accesses


ISISService


OSPFService


1 AccessedVia


OSPFNeighborEndpointOSPFNeighborEndpoint


1 Accesses


OSPFService


ComposedOf/PartOf Router


1 ComposedOf


InterfaceInterface


1 PartOf


Router
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Table 8‑1.  BGP, EIGRP, IS-IS, and OSPF relationships (Continued)


Relationship sets Examples


ConnectedTo/ConnectedVia BGPSession


1 ConnectedTo


BGPServiceBGPService


1 ConnectedVia


BGPSession


EIGRPSession


1 ConnectedTo


EIGRPServiceEIGRPService


1 ConnectedVia


EIGRPSession


ISISNetwork


1 ConnectedTo


ISISInterfaceISISInterface


1 ConnectedVia


ISISNetwork


OSPFNetwork


1 ConnectedTo


OSPFInterfaceOSPFInterface


1 ConnectedVia


OSPFNetwork


ConnectedSystems BGPSession


1 ConnectedSystems


RouterRouter


1 ConnectedVia


BGPSession


EIGRPSession


1 ConnectedSystems


RouterRouter


1 ConnectedVia


EIGRPSession


ISISAdjacency


1 ConnectedSystems


RouterRouter


1 ConnectedVia


ISISAdjacency


OSPFNeighborRelationship


1 ConnectedSystems


RouterRouter


1 ConnectedVia


OSPFNeighborRelationship
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Table 8‑1.  BGP, EIGRP, IS-IS, and OSPF relationships (Continued)


Relationship sets Examples


ConsistsOf/MemberOf AutonomousSystem


1 ConsistsOf


BGPServiceBGPService


1 MemberOf


AutonomousSystem


AutonomousSystem


1 ConsistsOf


RouterRouter


1 MemberOf


AutonomousSystem


BGPSessionGroup


1 ConsistsOf


BGPSessionBGPSession


1 MemberOf


BGPSessionGroup


EIGRPDomain


1 ConsistsOf


EIGRPNetworkEIGRPNetwork


1 MemberOf


EIGRPDomain


EIGRPDomain


1 ConsistsOf


EIGRPServiceEIGRPService


1 MemberOf


EIGRPDomain


ISISArea


1 ConsistsOf


ISISNetworkISISNetwork


1 MemberOf


ISISArea


ISISArea


1 ConsistsOf


ISISServiceISISService


1 MemberOf


ISISArea


OSPFArea


1 ConsistsOf


OSPFNetworkOSPFNetwork


1 MemberOf


OSPFArea


OSPFArea


1 ConsistsOf


OSPFServiceOSPFService


1 MemberOf
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Table 8‑1.  BGP, EIGRP, IS-IS, and OSPF relationships (Continued)


Relationship sets Examples


OSPFArea


Endpoint1 or Endpoint2 1 BGPSession


1 Endpoint1 or Endpoint2


BGPProtocolEndpoint


EIGRPSession


1 Endpoint1 or Endpoint2


EIGRPProtocolEndpoint


ISISAdjacency


1 Endpoint1 or Endpoint2


ISISNeighborEndpoint


OSPFNeighborRelationship


1 Endpoint1 or Endpoint2


OSPFNeighborEndpoint
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Table 8‑1.  BGP, EIGRP, IS-IS, and OSPF relationships (Continued)


Relationship sets Examples


HostedBy/HostsServices BGPService


1 HostedBy


RouterRouter


1 HostsServices


BGPService


EIGRPService


1 HostedBy


RouterRouter


1 HostsServices


EIGRPService


ISISService


1 HostedBy


RouterRouter


1 HostsServices


ISISService


OSPFService


1 HostedBy


RouterRouter


1 HostsServices


OSPFService


LayeredOver/Underlying BGPProtocolEndpoint


1 LayeredOver


InterfaceInterface


1 Underlying


BGPProtocolEndpoint


EIGRPProtocolEndpoint


1 LayeredOver


InterfaceInterface


1 Underlying


EIGRPProtocolEndpoint


ISISNeighborEndpoint


1 LayeredOver


ISISInterfaceISISInterface


1 Underlying


ISISNeighborEndpoint


OSPFNeighborEndpoint


1 LayeredOver


OSPFInterfaceOSPFInterface


1 Underlying


OSPFNeighborEndpoint
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The examples given in BGP, EIGRP, IS-IS, and OSPF relationships are just a few of the many
relationships that can appear in the VMware Smart Assurance class representation of routing-protocol
topology. Generally, as demonstrated in the examples, for every relationship, there is an inverse
relationship; for example, PartOf is the reverse relationship of ComposedOf.


The
VMware Smart Assurance Common Information Model (ICIM) 1.11 Reference for Non-Service Assurance
Manager Products provides detailed descriptions of VMware Smart Assurance classes and relationships.
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MIBs Accessed for Discovery 9
This appendix identifies the SNMP MIBs that are accessed by Network Protocol Manager to discover
routing topology.


This chapter includes the following topics:
n MIBs accessed for BGP discovery


n MIBs accessed for OSPF discovery


n MIBs accessed for IS-IS discovery


MIBs accessed for BGP discovery
Network Protocol Manager for BGP sends SNMP requests to Cisco and Juniper devices to discover
routing topology objects and their relationships. It supports SNMPv1, v2c, and v3 access to the BGP4
MIB objects that are defined in RFC 1657.


Network Protocol Manager for BGP reads the BGP4 MIB objects that are identified in this section to
discover the following routing topology objects and their relationships:


n BGP autonomous systems


n BGP services


n BGP protocol endpoints


n BGP sessions


n BGP session groups


After discovering and creating the BGP topology objects in its repository,
Network Protocol Manager for BGP monitors the status of the BGP objects by periodically
establishing SNMP sessions to the managed devices and polling the BGP4 MIB objects that are
identified in the VMware Smart Assurance Network Protocol Manager Configuration Guide .


MIB objects accessed for BGP discovery lists the discovery BGP4 MIB objects that are accessed by
Network Protocol Manager for BGP.
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Table 9‑1.  MIB objects accessed for BGP discovery


MIB object OID Description Module


bgpVersion .1.3.6.1.2.1.15.1 Vector of supported BGP protocol version
numbers.


BGP4 MIB


bgpIdentifier .1.3.6.1.2.1.15.4 BGP identifier of local system. BGP4 MIB


bgpLocalAS .1.3.6.1.2.1.15.2 Local autonomous system (AS) number. BGP4 MIB


bgpPeerIdentifier .1.3.6.1.2.1.15.3.1.1 BGP identifier of this entry’s BGP peer. BGP4 MIB


bgpPeerLocalAddr .1.3.6.1.2.1.15.3.1.5 Local IP address of this entry’s BGP connection. BGP4 MIB


BGP object creation shows the mapping between the discovery MIB objects and the creation of the BGP
objects.


1 Discovered MIB Objects


2 bgpLocalAS


3 Created BGP Objects


4 AutonomousSystem


5 Created BGP Objects


6 BGPService


7 BGPProtocolEndpoint


8 bgpPeerIdentifier


9 BGPSession


10 bgpPeerLocalAddr


11 BGPSessionGroup


Figure 9‑1.  BGP object creation


MIBs accessed for OSPF discovery
Network Protocol Manager for OSPF sends SNMP requests to Cisco and Juniper devices to discover
routing topology objects and their relationships. It supports SNMPv1, v2c, and v3 access to the OSPF
MIB objects that are defined in RFC 1253.


Network Protocol Manager for OSPF reads the OSPF MIB objects that are identified in this section to
discover the following routing topology objects and their relationships:


n OSPF areas


n OSPF area configurations


n OSPF services


n OSPF networks


n OSPF interfaces
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n OSPF virtual interfaces


n OSPF neighbor endpoints


n OSPF virtual neighbor endpoints


n OSPF neighbor relationships


n OSPF virtual links


After discovering and creating the OSPF topology objects in its repository,
Network Protocol Manager for OSPF monitors the status of the OSPF objects by periodically
establishing SNMP sessions to the managed devices and polling the OSPF MIB objects that are
identified in the VMware Smart Assurance Network Protocol Manager Configuration Guide .


MIB objects accessed for OSPF discovery lists the discovery OSPF MIB objects that are accessed by
Network Protocol Manager for OSPF.


Table 9‑2.  MIB objects accessed for OSPF discovery


MIB object OID Description Module


ospfRouterId .1.3.6.1.2.1.14.1.1 A 32-bit integer that uniquely identifies the
device in the autonomous system (AS).
Typically defaults to one of the device’s IP
interface addresses.


OSPF MIB


ospfAdminStat .1.3.6.1.2.1.14.1.2 Administrative status of OSPF in the device. OSPF MIB


ospfAreaBdrRtrStatus .1.3.6.1.2.1.14.1.4 Flag to note whether this device is an Area
Border Router (ABR).


OSPF MIB


ospfASBdrRtrStatus .1.3.6.1.2.1.14.1.5 Flag to note whether this device is configured
as an AS Border Router (ASBR).


OSPF MIB


ospfAreaId .1.3.6.1.2.1.14.2.1.1 A 32-bit integer that uniquely identifies an
OSPF area. Area ID 0.0.0.0 is used for the
OSPF backbone.


OSPF MIB


ospfImportAsExtern .1.3.6.1.2.1.14.2.1.3 OSPF area’s support for importing AS external
link-state advertisements (LSAs).


OSPF MIB


ospfAreaSummary .1.3.6.1.2.1.14.2.1.9 Controls the import of summary LSAs into Stub
areas.


OSPF MIB


ospfIfAreaId .1.3.6.1.2.1.14.7.1.3 A 32-bit integer that uniquely identifies the
OSPF area to which the OSPF interface
connects. Area ID 0.0.0.0 is used for the OSPF
backbone.


OSPF MIB


ospfIfType .1.3.6.1.2.1.14.7.1.4 OSPF interface type. For example, broadcast
LANs such as Ethernet take the value
broadcast.


OSPF MIB


ospfIfAdminStat .1.3.6.1.2.1.14.7.1.5 OSPF interface’s administrative status. OSPF MIB


ospfIfTransitDelay .1.3.6.1.2.1.14.7.1.7 Estimated number of seconds to transmit a link-
state update packet over this OSPF interface.


OSPF MIB


ospfIfRetransInterval .1.3.6.1.2.1.14.7.1.8 Number of seconds between LSA
retransmissions, for adjacencies that belong to
this OSPF interface.


OSPF MIB
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Table 9‑2.  MIB objects accessed for OSPF discovery (Continued)


MIB object OID Description Module


ospfIfPollInterval .1.3.6.1.2.1.14.7.1.11 Interval, in seconds, between the Hello packets
sent to an inactive non-broadcast multi-access
neighbor.


OSPF MIB


ospfIfMulticastForwarding .1.3.6.1.2.1.14.7.1.18 Specifies how multicasts are forwarded on this
OSPF interface: Not forwarded, forwarded as
data-link multicasts, or forwarded as data-link
unicasts.


OSPF MIB


ospfIfDemand .1.3.6.1.2.1.14.7.1.19 Indicates whether Demand OSPF procedures
(for example, Hello suppression to full
neighbors) should be performed on this
interface.


OSPF MIB


ospfVirtIfTransitDelay .1.3.6.1.2.1.14.9.1.3 Estimated number of seconds to transmit a link-
state update packet over this OSPF virtual
interface.


OSPF MIB


ospfVirtIfRetransInterval .1.3.6.1.2.1.14.9.1.4 Number of seconds between LSA
retransmissions, for adjacencies that belong to
this OSPF virtual interface.


OSPF MIB


ospfVirtNbrArea .1.3.6.1.2.1.14.11.1.1 Transit area identifier. OSPF MIB


ospfVirtNbrRtrId .1.3.6.1.2.1.14.11.1.2 A 32-bit integer that uniquely identifies the
neighboring device in the AS.


OSPF MIB


ospfVirtNbrIpAddr .1.3.6.1.2.1.14.11.1.3 IP address that this virtual neighbor is using. OSPF MIB


ospfNbrRtrId .1.3.6.1.2.1.14.10.1.3 A 32-bit integer that uniquely identifies the
neighboring device in the AS.


OSPF MIB


ospfNbmaNbrStatus .1.3.6.1.2.1.14.10.1.9 Displays the status of the entry. Setting it to
invalid has the effect of making it inoperative.


OSPF MIB


ospfNbmaNbrPermanence .1.3.6.1.2.1.14.10.1.10 Displays the status of the entry; dynamic and
permanent refer to how the neighbor became
known.


OSPF MIB


ospfNbrHelloSuppressed .1.3.6.1.2.1.14.10.1.11 Indicates whether Hellos are being suppressed
to the neighbor.


OSPF MIB


ospfVirtNbrHelloSuppressed .1.3.6.1.2.1.14.11.1.8 Indicates whether Hellos are being suppressed
to the virtual neighbor.


OSPF MIB


OSPF object creation shows the mapping between the discovery MIB objects and the creation of the
OSPF objects.


1 Discovered MIB Objects


2 ospfRouterId


3 Created OSPF Objects


4 OSPFArea


5 Created OSPF Objects
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6 OSPFService


7 OSPFAreaConfiguration


8 ospfIfAreaId


9 OSPFInterface


10 ospfIfAdminStat


11 OSPFVirtualInterface


12 OSPFNeighborEndpoint


13 ospfNbmaNbrStatus


14 OSPFNeighborRelationship


15 ospfVirtIfTransitDelay


16 OSPFVirtualNeighborEndpoint


17 OSPFNetwork


18 ospfVirtNbrIpAddr


19 OSPFVirtualLink


20 ospfAreaId


21 (Created from AM-created IPNetwork object)


Figure 9‑2.  OSPF object creation


MIBs accessed for IS-IS discovery
Network Protocol Manager for IS-IS sends SNMP requests to Juniper devices to discover routing
topology objects and their relationships. It supports SNMPv1, v2c, and v3 access to the IS-IS MIB objects
that are defined in RFC 1195.


Because the IS-IS MIB is used by Juniper devices but not by Cisco devices,
Network Protocol Manager for IS-IS uses SNMP discovery and SNMP polling to discover and monitor the
IS-IS topology for Juniper devices, and uses CLI discovery and CLI polling to discover and monitor the IS-
IS topology for Cisco devices. The CLI commands that are invoked for IS-IS discovery are identified in 
CLI commands for IS-IS discovery, and the CLI commands that are invoked for IS-IS monitoring are
identified in the VMware Smart Assurance Network Protocol Manager Configuration Guide .


For Juniper devices, Network Protocol Manager for IS-IS reads the IS-IS MIB objects that are identified in
this section to discover the following routing topology objects and their relationships:


n IS-IS areas


n IS-IS services


n IS-IS networks


n IS-IS interfaces
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n IS-IS neighbor endpoints


n IS-IS adjacencies


After discovering and creating the IS-IS topology objects in its repository,
Network Protocol Manager for IS-IS monitors the status of the IS-IS objects by periodically
establishing SNMP sessions to the managed devices and polling the IS-IS MIB objects that are
identified in the VMware Smart Assurance Network Protocol Manager Configuration Guide .


MIB objects accessed for IS-IS discovery lists the discovery IS-IS MIB objects that are accessed by
Network Protocol Manager for IS-IS.


Table 9‑3.  MIB objects accessed for IS-IS discovery


MIB object OID Description Module


isisISAdjIPAddress .1.3.6.1.3.37.1.5.3.1.3 One IP Address as reported in IS-IS Hello (IIH)
protocol data units (PDUs) that are received from
the neighbor.


IS-IS MIB


isisISAdjAreaAddress .1.3.6.1.3.37.1.5.2.1.2 One Area Address as reported in IIH PDUs that
are received from the neighbor.


IS-IS MIB


isisISAdjNeighSysID .1.3.6.1.3.37.1.5.1.1.5 System ID and 4-byte circuit ID of the
neighboring Intermediate System set from the
source ID field of the Three-Way-Handshake
information from the neighbor’s IIH PDUs.


IS-IS MIB


isisISAdjNeighSysType .1.3.6.1.3.37.1.5.1.1.4 Type of the neighboring system:


1 (l1IntermediateSystem)


2 (l2IntermediateSystem)


3 (l1l2IntermediateSystem)


4 (Unknown)


IS-IS MIB


isisISAdjNeighPriority .1.3.6.1.3.37.1.5.1.1.8 Priority of the neighboring Intermediate System
for becoming the:
n LAN Level-1 (L1) Designated Intermediate


System (DIS) if the value of
isisISAdjNeighSysType is
l1IntermediateSystem.


n LAN Level-2 (L2) DIS if the value of
isisISAdjNeighSysType is
l2IntermediateSystem.


n LAN L1L2 DIS if the value of
isisISAdjNeighSysType is
l1l2IntermediateSystem.


IS-IS MIB


IS-IS object creation shows the mapping between the discovery MIB objects and the creation of the IS-IS
objects.


1 Discovered MIB Objects


2 isisISAdjIPAddress


3 Created IS-IS Objects


4 ISISArea
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5 Created IS-IS Objects


6 ISISService


7 isisISAdjAreaAddress


8 ISISInterface


9 ISISNeighborEndpoint


10 isisISAdjNeighSysID


11 ISISAdjacency


12 ISISNetwork


13 (Created from AM-created IPNetwork object)


Figure 9‑3.  IS-IS object creation
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CLI Commands for Discovery 10
This chapter includes the following topics:
n CLI commands for EIGRP discovery


n CLI commands for IS-IS discovery


n CLI commands for BGP discovery and monitoring


CLI commands for EIGRP discovery
Because the enterprise EIGRP MIB is typically not used by Cisco devices,
Network Protocol Manager for EIGRP uses CLI discovery and CLI polling to discover and monitor EIGRP
topology. The CLI commands that are invoked for EIGRP discovery are identified in this section, and the
CLI commands that are invoked for EIGRP polling are identified in the
VMware Smart Assurance Network Protocol Manager Configuration Guide.


Note   EIGRP discovery is not supported in IPv6 network.


Network Protocol Manager for EIGRP establishes Telnet, SSH1, or SSH2 sessions to the Cisco devices
and invokes specific CLI "show" commands to discover the following routing topology objects and their
relationships:


n EIGRP domains


n EIGRP services


n EIGRP networks


n EIGRP protocol endpoints


n EIGRP sessions


The CLI show commands that are invoked for EIGRP discovery are listed in EIGRP discovery CLI
commands.
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Table 10‑1.  EIGRP discovery CLI commands


Command Description


terminal length 0
Prevents the Cisco device from pausing between multiple screens of output.


Note   During the session, the Cisco device uses the terminal length value to
determine when to pause during multiple-screen output. A value of 0 prevents the
device from pausing between screens of output.


show ip eigrp neighbors
Displays the IP address of the EIGRP neighbor (remote) and the local interface
through which the neighbor can be reached.


show ip protocols
Displays the IP routing-protocol process parameters and statistics.


CLI commands for IS-IS discovery
Note   The CLI commands for IS-IS discovery is applicable only for IPv4 network. Discovery of IS-IS
object in an IP v6 network is SNMP-based.


Because the standards-based IS-IS MIB is used by Juniper devices but not by Cisco devices,
Network Protocol Manager for IS-IS uses SNMP discovery and SNMP polling to discover and monitor the
IS-IS topology for Juniper devices, and uses CLI discovery and CLI polling to discover and monitor the IS-
IS topology for Cisco devices. The CLI commands that are invoked for IS-IS discovery are identified in
this section, and the CLI commands that are invoked for IS-IS monitoring are identified in the
VMware Smart Assurance Network Protocol Manager Configuration Guide .


Network Protocol Manager for IS-IS establishes Telnet, SSH1, or SSH2 sessions to the Cisco devices
and invokes specific CLI "show" commands to discover the following routing topology objects and their
relationships:


n IS-IS areas


n IS-IS services


n IS-IS networks


n IS-IS interfaces


n IS-IS neighbor endpoints


n IS-IS adjacencies


The CLI show commands that are invoked for IS-IS discovery are listed in IS-IS discovery CLI
commands for IPv4 network.
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Table 10‑2.  IS-IS discovery CLI commands for IPv4 network


Command Description


terminal length 0
Prevents the Cisco device from pausing between multiple screens of
output.


Note   During the session, the Cisco device uses the terminal length value
to determine when to pause during multiple-screen output. A value of 0
prevents the device from pausing between screens of output.


show ip protocols summary
Displays IP routing-protocol process parameters and statistics.


show clns protocol
Displays Connectionless Network Service (CLNS) routing-protocol
process information (SystemID, Area address, IS-IS Type, IS-IS
interfaces).


show ip interface brief
Displays IP interface status and configuration in a concise format.


show clns neighbors detail
Displays CLNS neighbor adjacencies (neighbor IP address).


show ip protocols
Displays IP routing-protocol process parameters and statistics.


CLI commands for BGP discovery and monitoring
Network Protocol Manager supports discovery and monitoring of BGP devices in an IPv6 network. BGP
discovery and monitoring in an IPv6 network is CLI based. BGP discovery CLI commands in an IPv6
network lists the CLI commands for discovery and monitoring of Cisco and Juniper BGP devices.


Table 10‑3.  BGP discovery CLI commands in an IPv6 network


Commands Vendor Description


show bgp ipv6 unicast summary Cisco Displays router information such as the IP address,
local AS number.


show route table inet6 protocol bgp detail Juniper Displays BGP details of the Juniper router.
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Field-Based Certifications 11
This chapter includes the following topics:


n Overview


n Example device entry for oid2type_Field.conf


n Adding load balancer entries to oid2type_Field.conf


Overview
The VMware Smart Assurance IP Manager Certification Matrix identifies the certified devices for the
IP Availability Manager in your Network Protocol Manager deployment. If your network contains certain
managed devices that are not yet certified by VMware, Inc., you can add such devices to a field
certification file so that IP Availability Manager will properly recognize them.


The field certification file, oid2type_Field.conf, is located in the BASEDIR/smarts/conf/discovery directory
in the IP Manager installation area. The syntax of device entries in the oid2type_Field.conf file is
described in the VMware Smart Assurance IP Manager documentation.


Example device entry for oid2type_Field.conf
The following example device entry field-certifies a load balancer:


.1.3.6.1.4.1.3375.2.1.3.4.3 {


    TYPE = LoadBalancer


    VENDOR = F5Networks


    MODEL = BIG-IP


    CERTIFICATION = TEMPLATE


    CONT = F5-LoadBlncer


    HEALTH = F5-LoadBalancer


INSTRUMENTATION:


    Environment = F5LBEnvMon:DeviceID


    Interface-Fault = MIB2


    Interface-Performance = MIB2


    Port-Fault = MIB2


    Port-Performance = MIB2


}
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The entry contains the system object ID (OID) of the load balancer device, followed by fields that describe
the device. When this device is certified by VMware, Inc., the CERTIFICATION level will be set to
CERTIFIED instead of TEMPLATE.


Adding load balancer entries to oid2type_Field.conf
As of this writing, several new models of the F5 Load Balancer are not certified for
IP Availability Manager. If your network contains F5 Load Balancers that are not listed in the
VMware Smart Assurance IP Manager Certification Matrix , you can add entries for those devices to the
oid2type_Field.conf file.


To field-certify an F5 Load Balancer:


1 Go to the BASEDIR/smarts/bin directory in the IP Manager installation area and type the following
command to open the oid2type_Field.conf file:


               sm_edit conf/discovery/oid2type_Field.conf


            


2 Add the following lines:


               <SystemOID> {


    TYPE = LoadBalancer


    VENDOR = F5Networks


    MODEL = BIG-IP


    CERTIFICATION = TEMPLATE


    CONT = F5-LoadBlncer


    HEALTH = F5-LoadBalancer


INSTRUMENTATION:


    Environment  = F5LBEnvMon:DeviceID


    Interface-Fault = MIB2


    Interface-Performance = MIB2


    Port-Fault = MIB2


    Port-Performance = MIB2


}


3 Save and close the file.


The modified version of the oid2type_Field.conf file is saved to the
BASEDIR/smarts/local/conf/discovery directory.
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4 Restart the IP Availability Manager in your Network Protocol Manager deployment to implement your
changes.


Or, as an alternative to restarting the IP Availability Manager, issue the following command from
BASEDIR/smarts/bin in the IP Availability Manager’s installation area to implement your changes:


               sm_tpmgr -s <


                  IP Availability Manager


               


                name> --reloadoid
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Introduction 1
This chapter includes the following topics:
n Setting the Locale


n Locating and modifying SDK files


n Licensing SDK software


n Controlling the startup of SDK programs


n Securing access to SDK software


n Operation of the Broker


n Managing log files


Setting the Locale
A locale is a combination of language and country identifiers, and the specification of the locale is
important for the purpose of SDK externalized textual data. Clients and Domain Managers can be running
in different locales but it is important that textual data transferred to a client as part of error handling by
the Domain Manager appear in the language and country of the client. Chapter 2 Locale describes how to
specify the locales.


Locating and modifying SDK files
Some SDK files can be modified to meet the needs of your network environment. Chapter 3 Locating and
Modifying VMware Smart Assurance Files describes the directory structure of the SDK software. The
chapter also discusses the files that can be modified and how to locate the files and provides procedures
for modifying those files. Additionally, the chapter describes the files created by SDK software (for
example, logs, repositories, and saved consoles), and details how to control their location.
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Licensing SDK software
SDK software requires a license file to function. To evaluate the software, you can obtain a time-limited
evaluation license that provides access to specified features. After you purchase the software, you will
need to set up a permanent license file. Chapter 4, “License Administration,” provides procedures for
obtaining both evaluation and permanent license files for your SDK software. Topics include:


n Setting up the license file


n Starting the FLEXnet license server


n Pointing the SDK software to the license server


n Licensing additional SDK programs and adding licenses


Controlling the startup of SDK programs
SDK programs are started can either be installed as services or as manual processes. The section 
Chapter 4 Controlling the Startup of VMware Smart Assurance Software provides procedures that use the
sm_service utility to:


n Install programs as services


n Start and stop servicesSDK programs


n Start and stop processes


n Modify the runtime parameters of servicesSDK programs


Securing access to SDK software
Security is a critical concern in the world of large-scale distributed networks. Therefore, SDK security
provides a means by which network administrators can set up security to control access to the software. 
Chapter 5 Securing Access to VMware Software describes how SDK security works, as well as the
authentication processes used by the software. It then provides procedures for setting up security and
controlling access to SDK programs. The chapter also discusses how to set up encrypted connections
between SDK clients and servers.


Operation of the Broker
SDK client programs, such as a console or an adapter, use the Broker to determine where Managers are
running. When a Manager starts, it registers the hostname of the machine it is running on, as well as the
TCP port it is listening to, with the Broker. Thereafter, SDK clients retrieve this information from the Broker
so that they can communicate with the Manager. Chapter 6 Operation of the Broker describes the
functions of the Broker, provides procedures for viewing the Broker’s registry, and explains how to change
the Broker’s environment variables.
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Managing log files
Log files grow indefinitely, though slowly, under normal conditions, and need to be managed. In addition,
SDK software can maintain up to 1,000 backup log files of each log. For example, if you are generating
two log files, MYDM_en_US_UTF-8.log and MYDM_fr_UTF-8.log file, you can maintain up to 1,000
backup log files for the MYDM_en_US_UTF-8.log and 1,000 backup log files for the MYDM_fr_UTF-8.log.


You can configure the number of log files retained by SDK software. Chapter 7 Managing Log Files
discusses the management of log files, and describes how to “roll over” the files.
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Locale 2
This chapter includes the following topics:


n What is a locale


n Locale types


n Standards


What is a locale
A locale is a set of parameters that defines:


1 Language


2 Country (or region)


3 Other specific cultural elements that vary


For the purpose of SDK externalized textual data, the language and country data of the locale
specification are important.


Languages are specified in two lowercase ASCII letters. Some examples are en for English and fr for
French.


Country identifiers are specified as two or three uppercase ASCII letters. Some examples are: US,
CA, FR, and JP, for United States, Canada, France, and Japan, respectively.


Standards on page 19 provides more information on language codes and country identifiers.


A locale is a combination of the language and country identifiers into one string, connected by the
underscore (_) character. For example, the locale for English (en) as spoken in the United States
(US) is defined as en_US.


Client and Domain Manager use different locales
Client programs may be running in a locale that is not the same as the locale of the Domain Manager. For
example, a Domain Manager may be running in a process where the locale is specified as “French as
used in France.” Different end-users of an application may be concurrently connected, and use different
locales, for example “German as spoken in Germany,” and “Spanish as spoken in Spain,” or “German as
spoken in Austria.”
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It is important that textual data transferred to the client as part of error handling by the Domain Manager
appear in the language and country of the client. A German client will see German exception messages,
even if the client application is connected to a Domain Manager whose preferred language (for logging) is
French.


The server will respect the locale of the client when rendering several types of textual output. Applications
may also use classes and methods in the clsapi subsystem to enable locale-aware operations, where
appropriate.


Locale types
Each process’ locale is determined by the SM_LOCALE environment variable, as seen by that process.
When a client process attaches to a server process, they negotiate on the locale for that session. The
SM_LOCALE environment variable is discussed in SM_LOCALE.


Process locale
You can specify the locale of any SDK program, such as a client, Broker, server, utility by using the
SM_LOCALE environment variable. For all such programs, the SDK initialization logic validates the
specified value, and ensures that all internationalization features can use it predictably.


The locale can also be specified for Java applications. Use the Java property
com.vmware.cmp.dmt.locale on the startup of the Java Virtual Machine or on the command line of any
SDK program that supports the -java command operand.


Client locale
The locale of a client program may be different from the locale of the Domain Manager. There are two
different types of client locales:


n Client process locale.


n Client session locale.


The client process locale and the client session locale do not need to be the same.


Client process locale
The client process locale is the locale that is set by the SM_LOCALE variable in the environment of the
client program, such as dmctl, brcontrol, and others. The client process locale is used by default when
rendering messages generated in the client process.


Client session locale
The client session locale is the locale that is sent to a Broker or Domain Manager in two possibly ways:


n The client process locale is by default sent to the Domain Manager, and identifies the initial session
locale.
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n The client session locale can be changed by calling the setLocale() or setRemoteLocale() method.
Calling one of these methods causes a protocol verb to be executed at the server, which causes the
server to remember the client session locale.


The client program may use the setLocale() client API calls to indicate to the Domain Manager a
select locale. Setting the locale that the Domain Manager remembers for the client does not change
the configured setting of the client process locale.


Domain Manager process locale
The Domain Manager process locale is the one set by the SM_LOCALE variable in the environment of
the Domain Manager. The Domain Manager locale primarily influences logging output, and does not
impact the processing of locale for client processes or the client sessions. Conversely, the client locale,
configured or set by API call, does not influence the locale handling for the Domain Manager output.


Support locale
The process locale specified by SM_LOCALE and the Java property specifies the language for output
that the user sees. However, VMware engineering and support teams must be able to interpret log data
and other output in English. SDK programs, primarily server processes, will always generate diagnostic
information in the support locale, which is en_US. The main impact of the difference between the process
locale and the support locale applies to the SDK logging system. See Overview of message logging for
more details.


Standards
Several internationalization standards apply directly to SDK applications.


Unicode
Unicode is the universal standard of encoding for written characters and text, covering all known world
languages. UTF-8 (8-bit form) is used by SDK applications.


ISO 639 language codes
Languages are specified in two lowercase ASCII letters. Some examples of standard codes for language
are: en, fr, and ja for English, French, and Japanese respectively.


ISO 3166 country codes
This standard defines the universally recognized codes for county (or region). There are two alphabetic
standards for country codes:


n ISO-3166-1 Alpha-2 describes the two-letter codes.
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n ISO-3166-1 Alpha-3 describes the three-letter codes.


Country identifiers are specified as two or three uppercase ASCII letters. For example, US for United
States and JP for Japan.


Language and country identifiers are combined into one string, connected by the underscore
character. For example, en_US for English as used in the US, and ja_JP for Japanese as used in
Japan.
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Locating and Modifying
VMware Smart Assurance Files 3
This chapter includes the following topics:
n VMware Smart Assurance directories


n User-modifiable files


n How SDK software locates user-modifiable files


n Where SDK software writes output files


VMware Smart Assurance directories
ITOps directories lists the SDK directories and a brief description of their contents


Table 3‑1.  SDK directories


Directory Contents


/bin Executables for starting and interacting with Domain Managers as well as utilities.


/classes SDK jar files and third-party jar files upon which SDK programs depend.


/conf Domain Manager configuration files.


/doc User and reference guides.


/examples Sample files for C, C++, and Java APIs as well as examples of MODEL applications and JIIM.


/include The .h and .mdl files for components of the SDK programs.


/integration Sample probe for the integration accessor.


/l10n The l10n directory name is a lowercase L, followed by the number 10 and then a lowercase n.


Contains Resource Packages (which hold externalized and localized data, such as error strings).


/lib Shared libraries.


/local Top-level directory where local copies of configuration, rules, and script files are created and stored.


The default location where files such as repository and log files are written. The/local/l10n directory
contains new Resource Packages introduced by update kits, patches, language packs, and so on.


/perl Files used for the Perl API.
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Table 3‑1.  SDK directories (Continued)


Directory Contents


/rules ASL rule sets.


/script Utility scripts such as the license server installation scripts.


In addition to the common subdirectories, the VMware Smart Assurance Service Assurance Manager
(/SAM) includes two additional subdirectories: /actions (client and server) and /consoles.


User-modifiable files
The SDK installation includes system files, configuration files, ASL rule set files, scripts, templates, as
well as third-party software files that the SDK software uses.


Never alter SDK system files, such as executables, shared libraries, MODEL files, and setup files. Do not
alter third-party software system files provided with the Java Runtime Environment.


As part of the configuration process, you will need to make changes to some of the user-modifiable files.
The following are examples of user-modifiable files:


n Configuration files, such as ics.conf, clientConnect.conf, and serverConnect.conf (you are required to
edit these)


n ASL rule sets, such as syslog_mgr.asl


n Sample actions, such as ics-ping and ics-telnet


n Template files used to import data, such as service.data.template and topology-group.data.template


Original versions of configuration files, ASL rule sets, scripts, and template files are installed to the
BASEDIR/smarts/conf, BASEDIR/smarts/rules, and BASEDIR/smarts/script directories. When you
need to alter a file in one of these directories, make those changes to a local copy of the file. By
default, local copies of user-modifiable files should reside in BASEDIR/smarts/local or one of its
subdirectories. SDK software is designed to first search for user-modifiable files in
BASEDIR/smarts/local or one of its subdirectories. If a modified version of a file is not found in the
local area, SDK software then searches appropriate non-local directories.


To edit a file, invoke the sm_edit utility from the BASEDIR/smarts/bin directory. When used, sm_edit
automatically opens a local copy of the specified file and saves the modified file to its appropriate
location. Modifying SDK files provides further information about how to use the sm_edit utility.


You should:


n Only modify local copies of user-modifiable files.


n Always retain the original, unedited, version of these files.


Subdirectories for user-modifiable files identifies the default subdirectories that include user-
modifiable files found under BASEDIR/smarts/local. The subdirectories vary by product suite.


VMware Smart Assurance System Administration Guide


VMware, Inc.  13







Table 3‑2.  Subdirectories for user-modifiable files


Installation path Directory Description


BASEDIR/smarts/local /actions Tool scripts


/conf Configuration files


/data Import files


/rules ASL rules files


Note   The BASEDIR/smarts/local directory has been reserved for directories with local copies of user-
modifiable files as well as writable files such as logs and repository files. It typically contains directories
listed in Subdirectories for user-modifiable files. During installation, SDK software may create empty
subdirectories under the BASEDIR/smarts/local directory. These directories are reserved for use for future
service packs and Rolling Patches. The exception is the BASEDIR/smarts/local/bin directory that contains
files necessary for the successful installation of SDK software.


In addition, the BASEDIR/smarts/local/conf directory contains the runcmd_env.sh file, which is created
during installation. The runcmd_env.sh is a file for setting environment variables, including the default
location for the Broker. You can edit this file to change the default location of the Broker or to define any
SDK-wide environment variable. “Methods for setting environment variables for ITOps software” on
page 138 provides information about setting environment variables.


The product-specific naming convention used for subdirectories under BASEDIR/smarts/local/conf and
BASEDIR/smarts/local/rules (as well as their non-local counterparts) typically reflects the SDK product or
module within a product suite that uses the files.


You can alter the location for rules files, as described in Controlling the location for rule set files.


Note   If VMware installs a site-specific patch at your location, then additional directories may be included
under BASEDIR/smarts/local. Never alter files in any of these additional subdirectories.


Modifying SDK files
After you install an SDK application, you may need to modify files as part of the configuration process.
For example, if you want to secure access to SDK software, you need to change the password for the
Admin account in the serverConnect.conf and clientConnect.conf files.


To modify SDK files, use sm_edit, an SDK utility that is installed with SDK software.


Note   You must use the sm_edit utility that is included with the installation of a product suite to modify
files applicable to that suite. Do not, for example, edit IP files with the sm_edit that is installed with SAM.
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When invoked, sm_edit opens the specified file in a text editor. This utility ensures that modified files are
always saved to the appropriate local area and that non-local copies of all files remain unchanged. If an
appropriate subdirectory does not exist for the file you are modifying, sm_edit creates the appropriate
subdirectory before saving the modified file to that location. For files with header information set for
encryption, sm_edit encrypts certain fields in the file. In addition, sm_edit preserves the file permissions of
modified files, which helps ensure that important configuration files are not altered by unauthorized users.


To use sm_edit from the command line, specify the filename and include the subdirectory under /local
where the file resides. For example, to edit the ics.conf file, type the following command by using
administrative privileges:


         BASEDIR/smarts/bin> sm_edit conf/ics/ics.conf


In this example, sm_edit searches in the BASEDIR/smarts/local/conf/ics directory for the ics.conf file. If it
finds the ics.conf file, it opens the file in a text editor. If sm_edit does not find the ics.conf file in the
BASEDIR/smarts/local/conf/ics directory, it creates a local copy of the ics.conf file and writes it to the
BASEDIR/smarts/local/conf/ics directory.


If the appropriate subdirectory does not exist in the local area for the file you are modifying, sm_edit
creates that subdirectory and saves the modified file there. This ensures that the original version of the
file remains unchanged.


Specifying the text editor used by the sm_edit utility
The sm_edit utility is not a text editor. Instead, it uses the text editor specified by one of the following
means:


n SM_EDITOR environment variable, as described in “Environment variables for users” on page 140.


n VISUAL environment variable


n EDITOR environment variable


n If the SM_EDITOR, VISUAL or EDITOR environment variables are not defined, sm_edit uses the
following:


n Edit program on UNIX


You can also specify the editor that sm_edit should use by providing the --editor argument when
invoking the utility.
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How SDK software locates user-modifiable files
It is important to understand how SDK software locates user-modifiable files at runtime. In general, when
looking for a user-modifiable file, SDK software first searches in BASEDIR/smarts/local or one of its
subdirectories. If the file is not found, SDK software then proceeds to look for the file in directories that
are not intended to contain modified files. For example, when SDK software searches for a configuration
file, it first looks in BASEDIR/smarts/local/conf. If the file is not found, then SDK software proceeds to look
in BASEDIR/smarts/conf.


Note   BASEDIR/smarts can refer to different product suite directories. Therefore, the configuration file in
this example could be a configuration file for any product suite such as the IP Manager or
Service Assurance Manager.


Controlling the location for rule set files
To locate your ASL rule sets in an area other than the default location (BASEDIR/smarts/local/rules), set
the SM_RULESET_PATH environment variable. When you set SM_RULESET_PATH, SDK software first
searches for rule set files in that path location or in one of its subdirectories. If the file is not found, SDK
software then proceeds to look in the default location for modifiable rule set files.


To set SM_RULESET_PATH, add it to the runcmd_env.sh file.


Note   You normally only define the SM_RULESET_PATH environment variable if you are writing custom
ASL rule sets to work with your SDK software.


Chapter 8 Environment Variables Used by VMware Software provides further information about
SM_RULESET_PATH.


Where SDK software writes output files
The BASEDIR/smarts/local directory is also the default location for files written by SDK software. Writable
files include logs, saved consoles, and repository files. If desired, you can alter the location for log files,
as described in Controlling where SDK software writes log files. Default subdirectories for ITOps writable
files defines the default subdirectories found under BASEDIR/smarts/local that contain writable files.


Table 3‑3.  Default subdirectories for SDK writable files


Installation path Directory Description


BASEDIR/smarts/local /consoles SDK consoles that have been saved.


/logs Manager and adapter log files that SDK software has written. Also
where archived notifications are saved.


Note that installation and uninstallation logs are written to the
BASEDIR/smarts/setup/logs directory.


/repos Repository files that SDK software has written.
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For Service Assurance Manager, the BASEDIR/smarts/local/logs directory includes a
<manager_name>.audit file. This file contains audit entries that are added to all notifications in
Service Assurance Manager. The entries, which are in time order, include the following information:
date/time, notification name, source, user, and action.


The directory also includes a <manager_name>-statistics.log. This file contains entries for every
invocation of the following operations:


dmctl -s <manager_name> invoke ICS_ActionManager::ICS-ActionManager dumpStatistics <filename> 


dmctl -s <manager_name> invoke ICS_AutoActionManager::ICS-AutoActionManager dumpStatistics <filename> 


The <filename> is optional; otherwise, it is <manager_name>-statistics.log.


The information in this file enables network personnel to monitor the execution of custom actions and the
performance of administrator-defined escalations.


Controlling where SDK software writes output files
SDK software defines the location of writable files by using the SM_WRITEABLE environment variable.
By default, SM_WRITEABLE is defined as BASEDIR/smarts/local.


This means the following:


n Saved consoles are written to BASEDIR/smarts/local/consoles.


n Log files are written to BASEDIR/smarts/local/logs.


n Repository files are written to BASEDIR/smarts/local/repos.


If you want all SDK writable files to be written elsewhere, set the path by using the SM_WRITEABLE
environment variable.


To set SM_WRITEABLE, add the variable to the runcmd_env.sh file.


Controlling where SDK software writes log files
If you want SDK software to write log files to an area other than the default location, set the path by using
the SM_LOGFILES environment variable.


To set SM_LOGFILES, add the variable to the runcmd_env.sh.


SM_LOGFILES takes precedence over SM_WRITEABLE, as described in SM_LOGFILES.


sm_logerror
On Solaris and Linux systems, every SDK process creates a child process, sm_logerror, at startup. This
process has one purpose: to print a stack trace of its parent (by invoking the pstack program) should the
parent request it (which usually happens only when the parent encounters a fatal error).
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Every SDK process also starts a child running an external authenticator, sm_authority (in the default
configuration). This program either gets client credentials to send to a Manager, or checks credentials
received by a Manager. Since the authenticator itself is an SDK program, it starts its own sm_logerror.
Thus, if you follow the tree of processes under an sm_server, you might find:


  sm_server


   sm_logerror


   sm_authority


    sm_logerror


Both sm_logerror and sm_authority spend their time reading a pipe that connects them to the process
that created them. However, this process is not necessarily their parent. When the Manager starts as a
service:


n The Domain Manager runs as a daemon after starting sm_logerror and sm_authority.


n The original sm_server process is replaced by a different one.


n The child processes, sm_logerror and sm_authority, become orphans and are then inherited by the
init process, which is always process 1.


The new sm_server process retains its connection to the pipes that connected the original to the
sm_logerror and sm_authority processes, and the processes work as intended


These processes must not be "killed". Killing sm_logerror will make it impossible to print a stack trace,
and make debugging more difficult. Killing sm_authority will cause connection attempts to fail when
credentials cannot be obtained or checked.


Using the smgetinfo utility to save modifications
Each SDK product suite includes an smgetinfo utility. The utility enables you to maintain a backup copy of
all essential files and customizations from your SDK installation. It also enables you to collect data about
your current installation so that you can send the data to VMware Global Services for support purposes.
The smgetinfo utility is located in the BASEDIR/smarts/script directory.


When run, the smgetinfo utility stores the following SDK directories in compressed files:


n /conf


n /local


n /rules


n /setup


It supports the following formats:


n For UNIX:  .tar.gz


n For UNIX:  .tar.Z file


n Versions and locations of all SDK installed products


n Version of SDK
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n Version of dmctl


n Versions of all executables in BASEDIR/smarts/bin/system


n Libraries in the BASEDIR/smarts/lib directories


n Information about the host, operating system, and CPU


To run the smgetinfo utility, change to the BASEDIR/smarts/script directory and execute the following
command with administrative privileges:


On UNIX:


smgetinfo


or


sh smgetinfo
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Controlling the Startup of
VMware Smart Assurance
Software 4
This chapter includes the following topics:


n Root access requirement on Unix and Linux


n Overview of services


n About the sm_service utility


n sm_serviced and ic-serviced


n The sm_service command line


n Installing programs as services with sm_service


n Displaying installed services and their status


n Starting and stopping services with sm_service


n Modifying service parameters with sm_service


n Removing services with sm_service


n Default parameters for VMware services


n Starting a Domain Manager


n Starting other DMT processes


n Running as non root on UNIX and Linux systems


Root access requirement on Unix and Linux
Super-user access is required on Unix and Linux systems for running the following:


n sm_server - Domain Manager, handling ICMP packets, SNMP trap receiving on default port 162


n brstart - Broker on default port 426


n sm_trapd - SNMP trap receiving on default port 162


A Domain Manager must bind to multiple low numbered (less than 1024) ports for listening for ICMP
traffic. In addition, the default port for starting a Broker (426) and SNMP trap processing (162) are
also low-numbered ports. Access to low-numbered ports requires root access on Unix and Linux
systems.
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You can also start a Domain Manager with root access and then open additional ports as a non-root
user, if this is required. Running as non root on UNIX and Linux systems on page 82 provides
additional information.


Overview of services
SDK programs can be installed as services. A service is a program that, once started, is intended to run
continuously. A service is administered by the sm_service utility. SDK programs installed as services start
automatically upon system reboot; those not installed as services (manual processes or disabled
processes) require that you issue commands to start and stop them as necessary.


VMware recommends that you install SDK programs as services. You are prompted to make this choice
during the software installation. When you choose to install a program as a service, the installation
process automatically sets up the program accordingly.


The following are examples of VMware programs that should be installed as services:


n Broker


n Service Assurance Global Manager


n Service Assurance Adapter Platform (including the SNMP Trap Adapter and Syslog Adapter)


n IP Availability Manager and IP Performance Manager


Although services start automatically upon system reboot, there will be occasion for you to manually
start (and stop) a program that was installed as a service. Starting and stopping services with
sm_service on page 74 describes starting and stopping services.


If you choose not to install a program as a service, the program is installed as a manual process. If
you install a program as a manual process, you can later change it to run as a service, described in
Installing programs as services with sm_service on page 71.


In addition, you can modify a service™s settings, as described in Modifying service parameters with
sm_service on page 76.


Note   The sm_service utility cannot be used with the Failover System. The
VMware Smart Assurance Failover System User Guide provides specific information about starting,
stopping, and configuring the Failover System scripts.


About the sm_service utility
The sm_service is a cross-platform utility that sets up the environment for standard SDK applications (for
example, the Broker, Domain Managers, and adapters), and that installs those applications as services.


Additionally, the sm_service utility can start non-SDK applications.
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The implementation of the sm_service utility on:


n UNIX includes two separate programs: sm_serviced, a long-running, system-level program, and
sm_service, a command-line tool that communicates user requests to sm_serviced.


The sm_service utility is installed with the SDK software (one per system), and is used from the
BASEDIR/smarts/bin directory. Select the BASEDIR/smarts with the latest version of software. The
utility can only be used to control services on the local machine.


sm_serviced and ic-serviced
UNIX includes two separate programs: sm_serviced, a long-running, system-level program, and
sm_service, a command-line tool that communicates user requests to sm_serviced.


The sm_serviced, the component of the sm_service utility that manages programs installed as services
(either at installation, or by way of the sm_service command line), is installed with the SDK software on
UNIX systems during the installation process, and automatically starts its operations.


Thereafter, a script, ic-serviced, can be used to start and stop sm_serviced. The script is stored in a
system-specific location: /etc/init.d on Solaris and Linux. The control of services can be affected through
sm_service. The sm_service command line on page 68 provides additional information.


The ic-serviced script includes several variables. Default settings are assigned to the variables during the
installation process. If necessary, the value for the SM_SERVICE_STARTDIR variable can be edited. The
default setting for this variable is / and specifies the directory into which core files are written. If it is
changed, the setting must point to a directory on a file system with enough free space to hold a core file
of the system™s largest server.


Note   Contact VMware Global Services for information about editing the remaining variables at the
beginning of the ic-serviced script.


The ic-serviced script enables you to start and stop sm_serviced on UNIX systems and to check the
status of sm_serviced.


If sm_serviced is not already running, issue the following command with administrative privileges to start
it:


<system-dependent path>/ic-serviced start


To stop sm_serviced and all of the services managed by it, issue the following command with
administrative privileges:


<system-dependent path>/ic-serviced stop
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To check that sm_serviced is running and responding, issue the following command with administrative
privileges:


<system-dependent path>/ic-serviced status


The sm_service command line
The sm_service command line is the tool through which you communicate user requests to sm_serviced.
The basic syntax for the command line is:


sm_service <action> <options> <arguments>


Standard options
Standard options for sm_service lists the standard options that can be used with the sm_service utility.


Table 4‑1.  Standard options for sm_service


Options Description


--help Print the help text and exit.


--version Print the program version and exit.


--logname=<name> Use <name> to identify sender in the system log.


Default: The program's name.


--loglevel=<level> Minimum system logging level. The level can be: None, Emergency, Alert, Fatal, Critical,
Error, Warning, Notice, Informational, Debug. Note that Fatal is equivalent to Emergency,
Alert, or Critical.


Default: Error.


--errlevel=<level> Minimum error printing level. The level can be: None, Emergency, Alert, Fatal, Critical,
Error, Warning, Notice, Informational, Debug. Note that Fatal is equivalent to Emergency,
Alert, or Critical.


Default: Warning.


--tracelevel=<level> Minimum stack trace level. The level can be: None, Emergency, Alert, Fatal, Critical, Error,
Warning, Notice, Informational, Debug. Note that Fatal is equivalent to Emergency, Alert, or
Critical.


Default: Fatal.


--output[=<file>] Redirect output (stdout and stderr). The filename is <file>, or the --logname value if <file> is
omitted. Log files are always placed in $SM_LOGFILES or $SM_WRITEABLE/logs.
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Table 4‑1.  Standard options for sm_service (Continued)


Options Description


--facility=<facility> Instructs the VMware program to log any syslog messages with the specified syslog facility
(UNIX/Linux only). The default is Daemon.


The <facility> setting can be one of the following:
n Kern
n User
n Mail
n Daemon
n Auth
n Lpr
n News
n Uucp
n Cron
n Local0
n Local1
n Local2
n Local3
n Local4
n Local5
n Local6
n Local7


-- Stop scanning for options.


The following example highlights the use of a standard option. You must type it with administrative
privileges.


         


            BASEDIR/smarts


         /bin/sm_service --help


sm_service actions
sm_service actions lists the actions that can be performed with the sm_service utility.


Table 4‑2.  sm_service actions


Actions Description


install Installs a program as a service. It can also be used to modify the parameters of a service.


show Displays the status of the installed services. It can also display the command lines of specified
services so that they can be replicated on other systems.


start Starts one or more installed services.


stop Stops one or more installed services.


isstopped Exits with a non-zero status if the requested set of services is in a state of not running.


remove Removes one or more installed services.
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The following example highlights an action with several install options. You must type it with
administrative privileges.


t


            BASEDIR/smarts


         /bin/sm_service install --startmode=runonce --name=ic-broker 


            BASEDIR/smarts


         /bin/brstart


 --port=1234 s


Installing programs as services with sm_service
If, at installation, you installed a program to run as a service, the service will automatically start up when
your system reboots. If you did not install a program as a service, you can use sm_service to install it as a
service at any time.


The install action enables you to install a program as a service. After you define the name, description,
startmode, and path of the program, sm_service stores the information in an sm_service database
located in the /var/smarts directory (on UNIX). The sm_service then uses the information to start and run
the program as a service. You must have administrative privileges to type this command.


The syntax for the sm_service install action is:


tsm_service install [<install options>] <name> path/to/exe


[<args>...] s


In addition to the common install options, such as name, description, and startmode, the command line
must include an absolute path to the program you want to the program that you want to install as a
service. Arguments that apply to the program, that you are installing as a service, can follow the path.


For example:


UNIX


t


            BASEDIR/smarts


         /bin/sm_service install --startmode=runonce --name=ic-broker 


            BASEDIR/smarts


         /bin/brstart --port=1234 s


Install options
Install options for sm_service lists the install options that can be used with the sm_service utility.
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Table 4‑3.  Install options for sm_service


Options Description


--force Overwrite an existing service with the same name. The option is used to update or
modify the parameters of an existing service.


"--description=<DESC>" A short description of the service. Enclose the option with double quotation marks.


--startmode=<mode> The service start policy. Where <mode> is one of the following:
n runonce (start automatically when sm_serviced starts)
n automatic (starts automatically when sm_serviced does not detect that it is running)
n manual (requires an explicit start request)
n disable (cannot be started).


Default: runonce


--env=<NAME>=<VALUE> A <NAME>=<VALUE> pair which will be placed in the process environment of the
launched service. As many --env pairs as necessary can be specified. <VALUE> may
contain one or more values, separated by commas.


The syntax <NAME>= (with no specified value) has the effect of unsetting <NAME> in
the environment of the launched program.


The --env arguments are applied left to right as they appear on the command line, and
this ordering is preserved in the database.


Examples of the sm_service install action
The following provides examples of sm_service install action command lines:


UNIX


t


            BASEDIR/smarts


         /bin/sm_service install --startmode=runonce


--name=ic-broker BASEDIR/smarts/bin/brstart --port=1234 s


t


            BASEDIR/smarts


         /bin/sm_service install --startmode=runonce


--env=SM_BROKER=localhost:1234 trapadapter


BASEDIR/smarts/bin/sm_trapd s


Displaying installed services and their status
On UNIX systems, the sm_service show action displays previously installed services and their status.


The syntax for the action is as follows. You must type this command with administrative privileges:


sm_service show <name> [<name> ...]
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The show action has one option:


--cmdline


When the action is used with its --cmdline option, it displays the sm_service command line that installed
the program as a service. The command line can be reproduced and used for installing the requested
service(s) on another system.


In the absence of the --cmdlineoption, the show action displays the status of the named service (or all
services, when <name> is not given), including:


n Whether the service is running


n The name of the service


n A brief description of the service


Examples of the sm_service show action
The following provides an example of the sm_service show action.


For the status of a service, type the following with administrative privileges:


         


            BASEDIR/smarts


         /bin/sm_service show ic-broker


Output:


RUNNING ic-broker


For the command line of a service, type the following with administrative privileges:


         


            BASEDIR/smarts


         /bin/sm_service show --cmdline ic-broker


Output:


sm_service install --force --unmanaged --startmode=runonce\


 '--name=ic-broker' \


 '--description=VMware Smart Assurance


         Broker' \


 '--env=SM_CLIENTCONNECT=brokerConnect.conf' \


 '


            BASEDIR/smarts


         /bin/brstart' \


 '--port=426' \
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 '--restore=


            BASEDIR/smarts


         /local/repos/broker/broker.rps' \


 '--output'


Starting and stopping services with sm_service
The sm_service utility can be used to start and stop programs when necessary. However, the programs,
which can be either manual processes or services, must be installed with sm_service before you can use
this action.


To start a program, type the following command with administrative privileges:


sm_service start [options]


To stop a program, type the following command with administrative privileges:


sm_service stop [options]


Start options
Start options for sm_service lists the options for the start action.


Table 4‑4.  Start options for sm_service


Options Description


<name> [<name>...] Start specified processes


--all Start all automatic or runonce services that are not running. (UNIX only).


--pattern= Start all processes with absolute paths that match the wildcard pattern.


Stop options
Stop options for sm_service lists the options for the stop action.


Table 4‑5.  Stop options for sm_service


Options Description


<name> [<name>...] Stop specified processes


--all Attempt to stop all running services (UNIX only).


--pattern= Stop all processes with absolute paths that match the wildcard pattern.


--force Do not consider it an error if the service is not running.


Examples of the sm_service start and stop actions
The following provides examples of the sm_service start and stop actions.
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For the start action, type the following command with administrative privileges:


         


            BASEDIR/smarts


         /bin/sm_service start ic-broker


For the stop action, type the following command with administrative privileges:


         


            BASEDIR/smarts


         /bin/sm_service stop ic-broker


Checking whether services are stopped
The isstopped action for sm_service exits with a non-zero status if any of the requested set of services
are not running.


Isstopped options for sm_service lists the options for the isstopped action.


Table 4‑6.  Isstopped options for sm_service


Options Description


<name> [<name>...] Return status for specified processes


--all Return the status of all processes.


--pattern= Return the status of all processes with absolute paths that match the wildcard pattern.


Examples of the sm_service isstopped action
The following provides examples of the sm_service isstopped actions on UNIX. These examples also
show the use of wildcards.


The isstopped action verifies whether all of the services started from the BASEDIR/smarts directory are
stopped:


sm_service isstopped --pattern '


            BASEDIR/smarts


         /*'


This example checks if all Managers are stopped:


sm_service isstopped --pattern '*sm_server*'


Modifying service parameters with sm_service
The parameters for a service can be modified with the sm_service install action. Installing programs as
services with sm_service on page 71 provides additional information. The --force option, which overwrites
the existing parameters, must be used with the install action when you modify a service.


VMware Smart Assurance System Administration Guide


VMware, Inc.  29







The syntax for the sm_service install action (to modify service parameters) is:


sm_service install --force


You must type this command with administrative privileges.


To modify service parameters:


1 Stop the existing service with the sm_service stop action.


2 Use the sm_service show action with the --cmdline option to display the command line that was
used to install the existing service.


3 Use the sm_service install action with the --force option, copy the displayed command line from 
step 2 after the --force option, and modify the parameters that need to be changed.


4 Start the modified service.


Removing services with sm_service
One or more existing services can be removed from the system, when necessary, with the sm_service
remove action.


The syntax for the sm_service remove action is:


sm_service remove <name> [<name>...]


You must have administrative privileges to type this command.


Example of the sm_service remove action
The following provides an example of the sm_service remove action.


         


            BASEDIR/smarts


         /bin/sm_service remove trapadapter


You must have administrative privileges to type this command.


Default parameters for VMware services
During installation, SDK products can be installed as services. When installed as services, default values
are specified for the parameters that are associated with the services.
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This section lists the default parameters associated with SDK products, and briefly describes them. The
installation guide that accompanied your product suite provides examples of using the sm_service install
command.


If you need to modify the default parameters of a currently installed service, use the steps found in
Modifying service parameters with sm_service on page 76.


Common sm_server options
Several sm_server options are common to all Managers that are installed as services (the
IP Availability Manager, for example, and the Service Assurance Manager). Common sm_server options
lists these sm_server options.


Exceptions to these parameters are noted and described with the default parameters for the individual
SDK products.


Table 4‑7.  Common sm_server options


Options Description


--name=<name> Specifies the name of the Manager (Manager or Global Manager).


--config=<cfg> Specifies the sm_server configuration file to use. Configuration files are loaded from
the directories BASEDIR/smarts/local/conf/<cfg> and BASEDIR/smarts/conf/<cfg>.


--port=<port> Specifies the alternate Manager port.


--bootstrap=<file> Specifies the alternate bootstrap configuration file. The file name is relative to the
configuration directory (as set by the --configoption). The default is bootstrap.conf.


--ignore-restore-errors Indicates ignore errors encountered while restoring the saved topology.


--norestore Indicates do not attempt to restore any saved objects.


--subscribe=<sub> Start a subscription adapter that automatically subscribes to the specified
notifications.


--broker=<location> Specifies the alternate Broker location as host:port. Also -b <location>.


--output[=<file>] Redirects the output (stdout and stderr). The file name is <file>, or the --logname
value if <file> is omitted. Log files are always placed in BASEDIR/smarts/local/logs.
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Table 4‑7.  Common sm_server options (Continued)


Options Description


--daemon Run the SDK program as a daemon (UNIX only). Messages generated from internal
logging calls are directed to the log file. Log files are written to the
BASEDIR/smarts/logs directory.


--facility=<facility> Instructs the VMware program to log any syslog messages with the specified syslog
facility (UNIX/Linux only). The default is Daemon.


The <facility> setting can be one of the following:
n Kern
n User
n Mail
n Daemon
n Auth
n Lpr
n News
n Uucp
n Cron
n Local0
n Local1
n Local2
n Local3
n Local4
n Local5
n Local6
n Local7


To display a complete list of the sm_server options on your system, type the following command with
administrative privileges:


         


            BASEDIR/smarts


         /bin/sm_server --help


Common sm_adapter options
Several sm_adapter parameters are common to all adapters that are installed as services (the
Syslog Adapter, for example, and the SNMP Trap Adapter). Common sm_adapter options lists these
sm_adapter parameters or options.


Exceptions to these parameters are noted and described with the default parameters for the individual
SDK products.


Table 4‑8.  Common sm_adapter options


Options Description


--name=<name> Specifies the name of the adapter.


--model=<name> Specifies the name of model library to load.
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Table 4‑8.  Common sm_adapter options (Continued)


Options Description


--tail=<path> Specifies read input by tailing a file.


--rserver=<name> Specifies auto-reconnect parser to Manager.


--server=<name> Specifies connect parser to Manager.


--broker=<location> Specifies the alternate Broker location as host:port. Also -b <location>.


--output=<file> Directs the output (stdout and stderr). The file name is <file>, or the --logname value if
<file> is omitted. Log files are always placed in BASEDIR/smarts/local/logs.


--daemon Run the SDK program as a daemon (UNIX only). Messages generated from internal
logging calls are directed to the log file. Log files are written to the BASEDIR/smarts/logs
directory.


--facility=<facility> Instructs the SDK program to log any syslog messages with the specified syslog facility
(UNIX/Linux only). The default is Daemon.


The <facility> setting can be one of the following:
n Kern
n User
n Mail
n Daemon
n Auth
n Lpr
n News
n Uucp
n Cron
n Local0
n Local1
n Local2
n Local3
n Local4
n Local5
n Local6
n Local7


To display a complete list of the sm_adapter options on your system, type the following command with
administrative privileges:


         


            BASEDIR/smarts


         /bin/sm_adapter --help


Common sm_sdi options
Several sm_sdi options are common to the components of the SQL Data Interface Adapter that are
installed as services. Common sm_sdi options lists these sm_sdi options.


Exceptions to these parameters are noted and described with the default parameters for the individual
SDK products.
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Table 4‑9.  Common sm_sdi options


Options Description


--broker=<location> The alternate Broker location as host:port. Also -b <location>.


--name=<name> The name of the SQL Data Interface Adapter component. Also -n <name>.


--config=<cfg> Specifies the directory of the sm_sdi configuration files: sdi_ics.conf, sdi_sql.conf and
sdi_odbc.conf. Configuration files are loaded from the directories
BASEDIR/smarts/local/conf/<cfg> and BASEDIR/smarts/conf/<cfg>.


--bootstrap=<file> Specifies the alternate bootstrap configuration file. The filename is relative to the
configuration directory (as set by the --configoption). The default is bootstrap.conf.


--nonpriv Allow sm_sdi to run under a nonprivileged user ID. This option must be specified in order
for a nonprivileged user to start sm_sdi.


To display a complete list of the sm_sdi options on your system, type the following command with
administrative privileges:


         


            BASEDIR/smarts


         /bin/sm_sdi --help


Starting a Domain Manager
The sm_server command can be used to start a Domain Manager. The syntax of the command is as
follows:


sm_server [<options>...] 


Some of the common sm_server options are described in Table 7 on page 60.


Table 4‑10.  Common sm_server options


Options Description


--name=<name> Specifies the name of the Manager.


--config=<cfg> Specifies the sm_server configuration file to use. Configuration files are loaded from
the directories BASEDIR/smarts/local/conf/<cfg> and BASEDIR/smarts/conf/<cfg>.


--port=<port> Specifies the alternate Manager port.


--bootstrap=<file> Specifies the alternate bootstrap configuration file. The file name is relative to the
configuration directory (as set by the --config option). The default is bootstrap.conf.


--ignore-restore-errors Indicates ignore errors encountered while restoring the saved topology.


--norestore Indicates do not attempt to restore any saved objects.


--subscribe=<sub> Specifies start a subscription adapter that automatically subscribes to the specified
notifications.


--broker=<location> Specifies the alternate Broker location as host:port. Also -b <location>.
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Table 4‑10.  Common sm_server options (Continued)


Options Description


--output[=<file>] Messages generated from internal logging calls are directed to the log file. The file
name is <file>, or the --logname value if <file> is omitted. Log files are always placed
in BASEDIR/smarts/local/logs.


--daemon Run the SDK program as a daemon (UNIX only). Messages generated from internal
logging calls are directed to the log file. Log files are written to the
BASEDIR/smarts/logs directory.


--facility=<facility> Instructs the DMT program to log any syslog messages with the specified syslog
facility (UNIX/Linux only). The default is Daemon.


The <facility> setting can be one of the following:
n Kern
n User
n Mail
n Daemon
n Auth
n Lpr
n News
n Uucp
n Cron
n Local0
n Local1
n Local2
n Local3
n Local4
n Local5
n Local6
n Local7


To display a complete list of the sm_server options on your system, type the following command with
administrative privileges:


BASEDIR/smarts /bin/sm_server --help


Starting other DMT processes
The SDK provides additional commands for starting Brokers and adapters.


Broker
The brstart command is used to start a Broker. The syntax of the brstart command is as follows:


brstart [<options>...]


brstart options describes the options available for the brstart command.
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Table 4‑11.  brstart options


Options Description


--backup=<file> Backup file for Broker state; default BASEDIR/smarts/repos/broker/broker.rps.


--restore=<file> Restore Broker state from a backup file. Also -R <file>.


--port=<port> Alternate Broker port; default 426. Also -p <port>.


Adapter
The sm_adapter command can be used to start an adapter. Common sm_adapter options describes the
common sm_adapter options.


Table 4‑12.  Common sm_adapter options


Options Description


--name=<name> Specifies the name of the adapter.


--model=<name> Specifies the name of model library to load.


--tail=<path> Specifies read input by tailing a file.


--rserver=<name> Specifies auto-reconnect parser to Manager.


--server=<name> Specifies connect parser to Manager.


--broker=<location> Specifies the alternate Broker location as host:port. Also -b <location>.


--output=<file> Messages generated from internal logging calls are directed to the log file. The file name is
<file>, or the --logname value if <file> is omitted. Log files are always placed in
BASEDIR/smarts/local/logs.
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Table 4‑12.  Common sm_adapter options (Continued)


Options Description


--daemon Run the SDK program as a daemon (UNIX only). Messages generated from internal
logging calls are directed to the log file. Log files are written to the BASEDIR/smarts/logs
directory.


--facility=<facility> Instructs the DMT program to log any syslog messages with the specified syslog facility
(UNIX/Linux only). The default is Daemon.


The <facility> setting can be one of the following:
n Kern
n User
n Mail
n Daemon
n Auth
n Lpr
n News
n Uucp
n Cron
n Local0
n Local1
n Local2
n Local3
n Local4
n Local5
n Local6
n Local7


To display a complete list of the sm_adapter options on your system, type the following command with
administrative privileges:


         


            BASEDIR/smarts


         /bin/sm_adapter --help


Running as non root on UNIX and Linux systems
Additional options for running as non rooton UNIX and Linux systems describes two options that are used
in conjunction with each other to run as non root. These two options are only available on UNIX and Linux
systems. These options are available for the sm_server, brstart, and sm_adapter commands.
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Table 4‑13.  Additional options for running as non rooton UNIX and Linux systems


Options Description


--privopen=<arg>[,<arg>] Note   This option is only used in conjuction with the --run-as-user option to run as non root.


Opens privileged sockets. The <arg> parameter has the following syntax:


<type>[:<family>]:<port>[,<count>]


where:
n <type> is one of the following:


TCP (for a TCP connection)


UDP (for a datagram)


IP (for a raw socket)
n <port> is one of the following:


The required privileged port for a TCP socket


The required privleged port for a UDP socket


The protocol for IP
n <family> is one of the following:


:v4 (IPv4 address family)


:v6 (IPv6 address family)


If <family> is not specified, the address family defaults to IPv4.
n <count> is the number of sockets of the type, family and port. The default count is 1.


--run-as-user=<username> Note   This option is only used in conjuction with the --privopen option to run as non root.


Specifies a valid user name.


The --privopen and --run-as-user options are used in conjunction to run a Domain Manager with non root
privileges. The Domain Manager can startup as root, open privileged ports, and change to a non root
user.


You can open multiple ports by repeating the <arg> parameter. Each instance is separated by a comma
(,). For example:


--privopen=UDP:v4:161,2 


--privopen=IP:1,4 


--privopen=IP:v6:1 


--run-as-user=testuser1


In this example:


n The first privopen line opens two UDP IPv4 sockets on port 161.


n The second privopen line opens four raw IPv4 sockets for ICMP.


n The third privopen line opens one raw IPv6: socket for ICMP.


After the sockets are opened, the process will change to run as user, "testuser1".
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Stopping DMT programs
This section describes how to stop active DMT programs.


Stopping active DMT programs (UNIX)
1 Determine if any Domain Managers are running by using the brcontrol utility from


BASEDIR/smarts /bin:


 # ./brcontrol -b <host>:<port>


               


            


Table 4‑14.  Next steps for detecting and stopping programs


The Broker is on the And brcontrol displays. Do this


Same host “Error attaching to broker”
message


The Broker is not running. Go to step 3 on page 65 .


List of servers registered
with the Broker


n The Broker did not shut down.
n If any servers are still running on the host, these did not shut


down.


Go to step 2 on page 65


Different host List of servers registered
with the Broker


n If any servers are still running on the host where you will install
the SDK, these did not shut down. Go to step 2 on page 65 .


1 Stop any Domain Manager that is still running. If the Broker is on the host, stop the local Broker:


n To stop any manager that is still running, use the dmquit utility from BASEDIR/smarts /bin:


  # ./dmquit --server=<


                     servername


                     >


                     


  # ./brquit --broker=localhost:<port>


                     


                  


2 Determine if any other DMT processes are still running and shut the processes down:


n Detect the processes using the following command:


 # ps -ef | grep sm_


 # kill <pid>
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Securing Access to VMware
Software 5
This chapter includes the following topics:
n SDK security features


n How SDK security works


n Configuring authentication


n Controlling authentication


n Encryption


n Encrypted passwords


n Encrypted seed files


n Encrypted connections


n Configuring a secure Broker


n Additional safeguards


n Example security configurations


SDK security features
SDK software provides multiple levels of security which SDK administrators can use to secure their
system and control access to it. The various levels of security can be implemented through:


n Authentication and user privileges


Client-server connections can be controlled on both the client and server sides of the system. The
system is secured by using authentication records and by assigning connection privileges on the
server side. When a client initiates a connection to a server, the client must supply appropriate
authentication to the server before the connection (as defined by the connection privileges) is
permitted. “Configuring authentication” on page 89 provides detailed information.
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n Encrypted passwords


Passwords can be encrypted in the serverConnect.conf, clientConnect.conf, and brokerConnect.conf
files. Encryption is based on a secret phrase, common to all of the SDK applications that must
interact, and is used to encrypt password fields in the authentication records. “Encrypted passwords”
on page 102 provides detailed information.


Passwords can also be encrypted in seed files. “Encrypted seed files” on page 104 provides detailed
information.


n Encrypted connections


SDK software can provide three levels of security above cleartext communication: Diffie Helman-
Advanced Encryption Standard (DH-AES), encryption based on the site secret, and DH-AES used in
conjunction with the site secret. The levels of security are configured by way of values for
environment variables. “Encrypted connections” on page 105 provides detailed information.


The SDK security features are enabled with default settings when you install SDK software. The
default security settings are thoroughly documented and permit access to the system. As a result, you
should change the default usernames, passwords, and the secret phrase to enforce access control to
SDK software. In addition, you should restrict access to the security configuration files, as described
in Specifying alternate security configuration files.


Note   An SDK administrator can also place access restrictions on certain console operations by
applying user profiles. This ability to restrict SDK users to certain operations is described in the
VMware Smart Assurance Service Assurance Manager Configuration Guide.


How SDK security works
SDK security features apply to authentication and communication connections.


Authentication occurs whenever a client program initiates a connection to a server program. The client
passes an SDK username and a password to the server. The server determines whether the client is
allowed to connect and, if the connection is allowed, what privileges the client is granted.


Secure communication connections are implemented through the use of the Diffie Helman-Advanced
Encryption Standard (DH-AES), encryption based on a site secret, or DH-AES used in conjunction with
the site secret.


To properly configure the security system, you must understand how the security system works. The
answers to the following questions will help:


n Which programs are servers and which are clients?


n How does a server authenticate a client?


n How does a client obtain a username and password to pass on to a server?
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n How does encryption apply to authentication as well as communication connections?


Note   For the UNIX account used to run SDK processes, if the system administrator sets explicit
permissions for the file mode creation mask (the umask) for a parent process, SDK software respects
those permissions. For processes started by the SDK sm_serviced program described in
sm_serviced and ic-serviced on page 67, the umask permission is inherited.


Server and client programs for SDK software
Knowing which SDK programs function as servers and which function as clients can help you understand
how to configure security. Simply stated, a client is any SDK program that initiates a connection to
another SDK program. Programs can act both as a client and as a server.


ITOps server and client programs lists some server and client programs and shows how they can interact.


Table 5‑1.  SDK server and client programs


Server programs Client programs


Broker Service Assurance Failover System


Command-line utilities such as dmctl and brcontrol


Global Console users


Global Manager


Notification Adapters


Service Assurance Adapter Platform


Tools


Report Manager


SDK Beacon


Application Connectivity Monitor


Broker Command-line utilities such as dmctl and brcontrol


Notification Adapters


Tools


Report Manager


SDK Beacon


Global Manager Service Assurance Failover System


Broker


Command-line utilities (dmctl)


Global Console users


Notification Adapters


Tools


Global Manager


Report Manager
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Table 5‑1.  SDK server and client programs (Continued)


Server programs Client programs


Service Assurance Adapter Platform Broker


Command-line utilities (dmctl)


Global Manager


sm_ems


SNMP Trap Adapter


Syslog Adapter


IP Availability Manager Global Console


IP Performance Manager Global Console


IP Discovery Manager Global Console


SDK Beacon Global Console


Application Connectivity Monitor Global Console


Note   The Broker functions as both a server and a client. In addition, when Service Assurance Managers
are deployed in a multi-tiered environment, a Service Assurance Manager may also function as both a
server and a client.


Note that the server and client programs listed in ITOps server and client programs can be installed on
the same host. For example, it is common for the Broker and a Service Assurance Manager to run on the
same host.


Server authentication
When a client program initiates a connection to a server, it must provide an SDK username and
password. A server authenticates a connection request by comparing the SDK username and password it
receives from a client to the authentication records in its configuration file, serverConnect.conf. The
server uses the first authentication record that matches the information sent by the client.


The authentication records are reread for each attempted connection so any changes to the file will take
effect immediately.


The Global Console always displays a log-on dialog box where a user must type an SDK username and
password. Other SDK applications can prompt for an SDK username and password or be configured to
automatically send the username and password.


For example, when a Global Console connects to a Service Assurance Manager, it sends an SDK
username and password to the Service Assurance Manager. The Service Assurance Manager compares
the credentials to the authentication record listed in its serverConnect.conf file. If the first matching record
allows the connection, the Service Assurance Manager accepts the connection and grants the user the
privileges specified by the authentication record. If the username and password do not match an
authentication record, the connection is refused.
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Client authentication
Other than the Global Console, most Most clients, by default, automatically send authentication
information to the server. This information is stored in a clientConnect.conf file. A client that uses
automatic authentication reads the records in the order that they appear, selecting the first record whose
login username matches the user that runs the client and whose target matches the name of the server
that is being connected to. Once it finds a match, the client sends the SDK username and password to
the target server as authentication credentials. If the authentication succeeds, the server tells the client its
access privilege. If the authentication fails, the server refuses the connection and the failure is recorded in
the server™s log file.


Client authentication files are reread for each attempted connection. As such, you can edit the
configuration files at any time and the changes take effect immediately.


The Broker uses its own client connection file, brokerConnect.conf.


For example, when a Domain Manager (such as an VMware Smart Assurance IP Availability Manager)
registers with a Broker, the Domain Manager sends an SDK username and password from its
clientConnect.conf to the Broker. The Broker checks the username and password against the records in
its serverConnect.conf. Based on the results, it will grant or deny a connection.


However, when the Broker checks whether a registered Domain Manager is alive (by pinging the
manager), the Broker must authenticate with that Domain Manager. To do this, it finds an SDK username
and password in its brokerConnect.conf file to send to the Domain Manager. The Domain Manager
checks for the username and password in its serverConnect.conf and either grants or denies the right for
the Broker to ping it.


Encryption
By default, encryption is enabled during the installation process. All SDK suites and applications that
interact with each other must share a common secret phrase. The security configuration files and files
with passwords to SNMP v3 devices all contain encrypted information.


The basis for encryption is a secret phrase that gets transformed into the imk.dat file. This file is the basis
of encryption for SDK programs. The programs use the site secret to encrypt passwords in the
configuration files and keywords in seed files, as well as to encrypt connections between SDK programs.


Configuring authentication
This section describes the components of authentication. It covers the content and syntax of the security
files, the default authentication records provided in each file, and how to specify alternate security
configuration files.


Syntax of the security files
This section describes the syntax of the serverConnect.conf, clientConnect.conf, and brokerConnect.conf
files.
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Each file consists of one or more authentication records, each of which contains four fields. Note the
following:


n A line that starts with two forward slashes (//) or a pound sign (#) is considered a comment and
ignored.


n The fields of each authentication record are separated by colons (:).


n Any white space before, after, or between fields, is ignored. If the field value contains a space, you
need to add an escape character, the backslash (\), before the space. When a backslash is
encountered, the following character loses any special significance and is used as is.


Note   The first line of each of the configuration files contains encryption information. Do not change
this line unless you want to disable encryption. To comment out the line, add a second pound sign.


The clientConnect.conf, brokerConnect.conf, and serverConnect.conf are read from top to bottom.
For example, when a client selects a record for automatic authentication, it uses the first record with a
matching target and SDK username. If that username is denied a connection by the server, the client
does not try again. The ordering of authentication records is important because you can use
wildcards for certain fields. In general, more specific authentication records should be listed first. 
Chapter 9 Wildcards Used by VMware Software provides additional information about wildcards.


Server authentication records
Server authentication involves setting up authentication records in the serverConnect.conf file. Each
record contains information to control access to a particular server, an SDK username and password, and
a connection privilege. To modify this file, use the sm_edit utility as described in Modifying SDK files.


Note   Always use sm_edit utility to edit the serverConnect.conf. This is particularly important if the
passwords are encrypted. When you use the sm_edit utility to edit the file, it saves changes to the file in
BASEDIR/smarts/local/conf and encrypts the passwords; it does not modify the default, non-encrypted
version of the file.


Description of serverConnect.conf
The serverConnect.conf file defines who can connect to which server and what privileges they are
granted. By default, separate versions of the file reside in the BASEDIR/smarts/conf and the
BASEDIR/smarts/local/conf directories on the system where the server is running. The first version does
not contain encrypted passwords, so the default values are accessible by anyone who can read the file.
The version in BASEDIR/smarts/local/conf contains encrypted passwords.


The format of a record in serverConnect.conf is:


<target>:<


            SDK


         


          username>:<password>:<privilege>
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Field descriptions for serverConnect.conf describes the four fields of an authentication record in the
serverConnect.conf file.


Table 5‑2.  Field descriptions for serverConnect.conf


Field Definition Value


<target> Name of the server for which this
connection is intended.


A server will only read this line if its
name matches the value of the target
field.


Can be a matching pattern with wildcards or one of the
following special values:
n <BROKER> indicates that this record applies only to the


Broker.
n ~<BROKER> indicates this record applies to all servers


except the Broker.


<SDK username> SDK username for the client
requesting a connection.


Can be a matching pattern with wildcards or the following
special value:
n <DEFAULT> is provided for legacy clients that cannot


send a username.
n <AUTO> is provided for site-specific credentials.


<password> Password for the SDK user requesting
a connection.


Can be a password or one of the following special values:
n <SYS> indicates that the SDK username must be a valid


login name on the local system. The server passes the
credentials to the host operating system for validation.


n <DEFAULT> is provided for legacy clients that cannot
send a password.


n <AUTO> is provided for site-specific credentials.


<privilege> Access privileges of the client. Valid values include:
n All
n Monitor
n None
n Ping


Remember that during the authentication process the server receives a connection target, SDK
username, and password from a client. The server checks each of its records looking for a match. When it
finds the first match, it sends the appropriate privilege back to the client. Otherwise, the server logs the
failed authentication.


Connection privileges
Connection privileges are specified in the serverConnect.conf file. SDK authentication features provide for
four levels of privileges:


n All provides full access to all server functions. It is required for all adapter-to-server and server-to-
server connections and by all command line utilities, with a few exceptions. This level of authorization
is also required by administrative consoles. However, this level of access can be further restricted
through user profiles. The
VMware Smart Assurance Service Assurance Manager Configuration Guide provides additional
information about using user profiles to restrict access to console operations.
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n Monitor access supports a monitoring console. A monitoring console cannot change server database
or configuration parameters except in special circumstances such as acknowledgement of
notifications. Only consoles support Monitor access. If you run a secure Broker, the Broker must also
support ping (<BROKER>:BrokerNonsecure:Nonsecure:ping).


n None prevents access to the server. This privilege can be used to explicitly prevent an SDK user from
accessing the server.


n Ping is a special access privilege that allows connections to a server, but only to ping the server and
check whether it is functioning. A Broker requires Ping access to check the status of servers and is
sufficient to allow the dmctl command line utility to connect to a server and execute the ping
command.


Client authentication records
Most clients connect to servers without requiring a user to type an SDK username or password. When
this happens, a client parses a configuration file for a username and password to send to the server for
authentication instead of prompting a user. Most clients use the clientConnect.conf. The Broker uses its
own file, brokerConnect.conf.


Note   The Broker only uses brokerConnect.conf to send authentication to other processes so that it can
ping them.


Description of clientConnect.conf and brokerConnect.conf
By default, these files are located in the BASEDIR/smarts/conf directory. The sm_edit utility saves
changes to the file in BASEDIR/smarts/local/conf and does not modify the original version of the file.


The format of a record in the clientConnect.conf or brokerConnect.conf is:


<login user>:<target>:<


            SDK


         


          username>:<password>


Fields for clientConnect.conf and brokerConnect.conf describes the four fields of an authentication record
in the clientConnect.conf and brokerConnect.conf files.


Table 5‑3.  Fields for clientConnect.conf and brokerConnect.conf


Field Definition Value


<login user> System login name of the person or
process attempting a connection.


Can be a matching pattern with wildcards.


<target > Name of the server to which the
client is trying to connect.


Can be a matching pattern with wildcards or one of the
following special values:
n <BROKER> indicates that this record applies only to the


Broker.
n ~<BROKER> indicates this record applies to all servers


except the Broker.
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Table 5‑3.  Fields for clientConnect.conf and brokerConnect.conf (Continued)


Field Definition Value


<SDK username> SDK username that is sent to server
for authentication.


Can be a username or one of the following special values:
n <USERNAME> indicates that the username under which


the current process is logged in as is sent as the SDK
username.


n <PROMPT> indicates that the client program asks the
user to provide an SDK username.


n <AUTO> is provided for site-specific credentials.
n <DEFAULT> mimics legacy client authentication.


<password> Password that is sent to the server
for authentication.


Can be a password or one of the following special values:
n <PROMPT> indicates that the client program asks the


user to provide a password.
n <AUTO> is provided for site-specific credentials.
n <DEFAULT> mimics legacy client authentication.


It is important to remember that an SDK program runs under the login name of the user who started it.
This has several implications:


n A user account must provide sufficient privileges for the program to function properly. For example, a
Manager may need to run with root privileges because it sends ICMP pings or receives SNMP traps.


n A Domain Manager is as a Broker, and the Broker is listening on port 426. Port 426 is a privileged
port, meaning the process must be running as root to open the port. Ports numbered below 1024
require root privileges.


Note   A process, without being root, can connect to a process listening on a port below 1024.


n A user’s system login name must correspond to an SDK username in the clientConnect.conf file or an
SDK username and password will not be sent to a server for authentication. In the clientConnect.conf
record, a user’s login name and SDK username do not have to be identical.


Running without root privileges
All Domain Managers do not need to send ICMP pings or receive SNMP traps and, therefore, do not
need to run with root privileges.


n Start a Broker on a port that is not privileged. VMware software registers the following non privileged
ports:


n Broker is port 426


n Domain Manager is port 4426


The Broker could be started on port 4426 if a well-known port is required.


n Domain Managers can startup as root, open privileged ports, and then change to a non root user, as
described in Running as non root on UNIX and Linux systems.
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Special authentication values
Special authentication describes the configuration of the serverConnect.conf, clientConnect.conf and
brokerConnect.conf by using the special values <SYS>, <PROMPT>, <AUTO>, and <DEFAULT>. These
values control system, site-specific and legacy authentication.


System authentication
System authentication uses the operating system username and password to authenticate clients. This
method is configured in serverConnect.conf. By using this method, you give every console operator an
account on the host on which the server runs. The operators log in by using the username and password
defined for that account. (The account can be disabled to prevent actual interactive access to the
system.) By using this method:


n Each console operator has a unique username and password.


n Accesses to the system can be traced to a particular user.


n Access can be individually revoked.


The use of <SYS> for the password allows the use of common password administration across
applications and avoids having the password appear in cleartext in the file in unencrypted
installations.


This mechanism can readily be extended to provide similar controlled access for administrators. For
example, you could add the following records to serverConnect.conf:


* : fred|george : <SYS> : All


* : * : <SYS> : Monitor


This example would grant the users “fred” and “george” All access, once they provide the passwords
for their accounts on the host. Other users providing the correct password are granted Monitor
access.


You could even define a class of administrative users, for example, with usernames that start with
ADM and provide all other users with Monitor access.


* : ADM* : <SYS> : All


* : * : <SYS> : Monitor


Console applications automatically prompt for a username and password and do not use
clientConnect.conf. In console applications, passwords display as masked characters (*) to avoid
displaying the passwords in cleartext. In order for nonconsole applications to prompt, the value
<PROMPT> must be used for the SDK username and password in clientConnect.conf.


Network account authentication
In UNIX systems, the system authenticates a username based on its password.
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Prompting for authentication
In order for nonconsole applications to prompt for a username and password, the corresponding fields in
clientConnect.conf must contain <PROMPT>. The client must be attached to a terminal, in order for the
system to prompt the user. Lines containing a <PROMPT> are skipped by programs that are not attached
to a terminal, even if they would otherwise be selected.


Responses to <PROMPT> are checked against username and password fields in serverConnect.conf.


Site-specific authentication
Site-specific authentication uses a site’s secret to authenticate connections. When corresponding records
in serverConnect.conf and clientConnect.conf contain the <AUTO> value for both the SDK username and
password, the client generates a password by using its secret. The server validates the password to
accept or reject the connection.


Note   Do not use this method unless you have changed the default site secret. The default site secret is
known to all SDK installations.


So for connections to a particular Domain Manager (such as Service Assurance Manager), you could
define a record in serverConnect.conf:


GM-Company-1:<AUTO>:<AUTO>:All


Then define a corresponding record in the clientConnect.conf files on the different hosts connecting to the
server:


*:GM-Company-1:<AUTO>:<AUTO>


As long as both the client and server use the same secret phrase, the server will authenticate each
connection to the Domain Manager.


Note   Do not use <AUTO> for the brokerConnect.conf if it is used for other connections, because the
Broker does not need All access, only Ping.


Legacy system authentication
To provide the ability to interoperate with older SDK software, which may not support authentication, SDK
software provides a “default account” mechanism. When an incoming connection does not provide any
authentication information, a server substitutes the standard username and password with <DEFAULT>.
After that substitution, the <DEFAULT>/<DEFAULT> authentication information is validated in exactly the
same way any other username/password combination is validated.


An incoming connection that explicitly specifies <DEFAULT>/<DEFAULT> is permitted. It is treated in
exactly the same way as a connection that supplied no authentication information.
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Default authentication records
This section describes the authentication records enabled by default. These default settings provide
examples of user records in serverConnect.conf as well as examples of how automatic authentication can
be set up in clientConnect.conf and brokerConnect.conf.


Authenticating legacy software
The Broker uses the following record in serverConnect.conf to authenticate legacy client connections and
provide full access. The target field, with a value of <BROKER>, identifies that the Broker is the sole
target for authentication. There are no corresponding entries in the clientConnect.conf or
brokerConnect.conf. Legacy system authentication provides additional information on the <DEFAULT>
value.


<BROKER> : <DEFAULT> : <DEFAULT> : All


In this configuration, the Global Console will not prompt for a username and password when connecting
to the Broker. The default configuration defines a nonsecure Broker, equivalent in security to Ionix
software prior to version 5.0.


Automating client authentication to the Broker
SDK programs connect to the Broker under the following conditions:


n When a server starts, it connects to the Broker as a client to register itself.


n When a client, including a console, needs to connect to a server, it connects to the Broker to query it
for the server's location.


The record in serverConnect.conf specifies that the Broker should grant any client that sends the
SDK username BrokerNonsecure and the password Nonsecure full access to the Broker.


<BROKER> : BrokerNonsecure : Nonsecure : All


The automatic authentication record in clientConnect.conf applies to any client that supports
authentication and needs to connect to the Broker. This record specifically selects the Broker as its
target.


* : <BROKER> :BrokerNonsecure : Nonsecure


These two records define a nonsecure configuration for the Broker. In this configuration, consoles do
not prompt for a username and password when connecting to the Broker. “Configuring a secure
Broker” on page 108 provides additional information regarding a secure Broker configuration.
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Automating Broker authentication to servers
The Broker periodically pings all registered servers to determine their status. When the Broker does this,
it acts as a client. This record in serverConnect.conf permits the Broker to ping a server to check if it is
running.


* : BrokerPing : Ping : Ping


The brokerConnect.conf file contains an automatic authentication record, the only record in the file.


* : * : BrokerPing : Ping


Connection privileges provides additional information about the Ping access permission.


Authenticating administrative users
The default administrative record provides full access to any server by using the serverConnect.conf file.


* : admin : changeme : All


This record authenticates clients that provide the SDK username “admin” and the password “changeme”.
This account grants administrative privileges or full access, which is denoted by the value of All in the
privilege field.


Note   Change the password for this account after installation. You must make any changes to the
corresponding records in both the serverConnect.conf and clientConnect.conf files. Replace the admin
user only after you have set up a corresponding administrative account in the Global Manager. You
should never remove or disable an administrative account in the Global Manager.


The corresponding automatic authentication record in clientConnect.conf grants any client, which uses
the file, full access to any server by using the corresponding record in the serverConnect.conf file.


* : * : admin : changeme


Since this record appears later in the clientConnect.conf file than the interactive users record (* : * :
<PROMPT> : <PROMPT>), only noninteractive clients will be granted full access, unless interactive users
type the correct username ("admin") and password ("changeme").


Connection privileges provides additional information about the All access permission.


Authenticating Global Console users
Two records in serverConnect.conf provide the console with monitoring access to servers. The first
authenticates console users who provide the SDK username maint and the password maint.


* : maint : maint : Monitor
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The second console record authenticates console users who provide the SDK username oper and the
password oper.


* : oper : oper : Monitor


Consoles do not use clientConnect.conf for authentication (there is no automatic authentication). The
console prompts the user for a username and password and passes the information to the server for
authentication.


Note   User profile restrictions can be used to further limit certain Global Console operations, as
described in the VMware Smart Assurance Service Assurance Manager Configuration Guide.


VMware recommends that you create separate accounts for each operator. Comment out these records
and use the authentication record that uses the system login facility.


Authenticating users with a valid system account
The last default authentication record in serverConnect.conf permits users with a valid login account on
the system where the server is running to connect. A client that uses this authentication record must type
a valid system username and password. For authentication, the system username becomes the SDK
username. This record provides monitoring privileges.


* : * : <SYS> : Monitor


Authenticating users interactively
This authentication record in the clientConnect.conf prompts users to type an SDK username and
password. This does not guarantee that the connection will be successful. The server must be able to
validate the username and password by using its serverConnect.conf file.


* : * : <PROMPT> : <PROMPT>


The position of this authentication record in the default clientConnect.conf file is important. Because it
uses wildcard patterns to match for both login user and target, this record is always selected for
interactive connections, even if a following record also matches. Noninteractive programs skip this record
because they cannot prompt for information.


This record could match the following serverConnect.conf authentication records, as described in the
followingAuthenticating users with a valid system account:


* : * : <SYS> : Monitor


* : maint : maint : Monitor


* : oper : oper : Monitor


* : * : <SYS> : Monitor
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Specifying alternate security configuration files
You can define separate serverConnect.conf and clientConnect.conf files on hosts where multiple servers
or clients are running. This enables you to configure a system where certain users and/or servers use one
file, and other users and/or servers reference a different file. Some installations can share the same
BASEDIR/smarts, but have requirements that stipulate that the servers and/or clients operate differently.


Two environment variables allow you to specify distinct configuration files:


n SM_SERVERCONNECT


n SM_CLIENTCONNECT


For each variable, the absolute path to the alternate security file must be specified. Because you
specify the filename, you can have multiple files in the same directory.


For server programs, you can specify an alternate serverConnect.conf file, by setting the
SM_SERVERCONNECT variable in the command line that starts the server.


For example, the following steps set the value of the SM_SERVERCONNECT environment variable
to point to the server_Connect_IP.conf file.


a Use the sm_service show action with the --cmdlineoption to display the existing command line
for the program. You must have administrative privileges when typing the following command.


                     


                        BASEDIR/smarts


                     /bin/sm_service show --cmdline ic-am-server


                        BASEDIR/smarts


                     /bin/sm_service install


 --startmode=runonce ic-am-server


    


                        BASEDIR/smarts


                     /bin/sm_server


        --name=INCHARGE-AM


        --config=icf


        --bootstrap=bootstrap-am.conf


        --port=0


        --ignore-restore-errors


        --output 


b Use the sm_service install action with the --forceoption to add the environment variable to the
command line. The --envoption specifies the environment variable.


t 


                        BASEDIR/smarts


                     /bin/sm_service install --force 


 --startmode=runonce


 --env=SM_SERVERCONNECT=


                        BASEDIR/smarts
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                     /conf/


  serverConnect_IP.conf


 ic-am-server


                        BASEDIR/smarts


                     /bin/sm_server


        --name=INCHARGE-AM


        --config=icf


        --bootstrap=bootstrap-am.conf


        --port=0


        --ignore-restore-errors


        --output s


c Do one of the following:


n Start the program.


n Stop and restart the program.


For client programs, you can specify an alternate clientConnect.conf file by setting the
SM_CLIENTCONNECT variable in the runcmd_env.sh file.


Controlling authentication
The environment variable SM_AUTHORITY controls the authentication security features provided by SDK
software. The authentication features are enabled by default. If necessary, you can set the value of this
variable to disable them. This environment variable must be set on each system where SDK software is
running.


The environment variable SM_AUTHORITY can have one of two values:


n <STD> enables security


n <NONE> disables security


When no value is specified, which is the default, SDK software treats this the same as <STD>.


Note   The angle brackets (< >) are required.


When SM_AUTHORITY is set to <NONE>, SDK software behaves as if no security features are in
effect:


n Clients do not read clientConnect.conf and never prompt for a username or password. They always
send <DEFAULT>/<DEFAULT> as their credentials.


n Servers ignore any incoming username or password and grant any connection All access.
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Setting the SM_AUTHORITY variable
To add and set the SM_AUTHORITY environment variable in the runcmd_env.sh file in the
BASEDIR/smarts/local/conf directory:


1 Use sm_edit to open the runcmd_env.sh file.


sm_edit conf/runcmd_env.sh


2 Add the environment variable and its value by using the following syntax:


 SM_AUTHORITY="<STD>"


3 Save the runcmd_env.sh file and close it.


Any SDK program started after this point will use the applicable environment variables specified in the
runcmd_env.sh file. SDK programs that are already running need to be restarted for any new
environment variable to take effect.


Encryption
By default, encryption is enabled during the installation process. The basis for encryption is a secret
phrase that gets transformed into the file imk.dat. The SDK programs use this site secret to encrypt
passwords in the configuration files and passwords to SNMP v3 devices in seed files, as well as to
encrypt connections between SDK programs.


At installation, encryption is enabled with a default secret phrase. This phrase is:


Not a secret (literally) 


and the imk.dat file can be copied. The imk.dat is found in the BASEDIR/smarts/local/conf directory.


Important   The imk.dat file can only be copied to other systems with the same operating system (OS)
and OS version.


To raise the level of security, you need to change the secret phrase by using the sm_rebond utility.
Thereafter, the secret phrase should be changed periodically to maintain a secure system.


Note   The secret phrase should be treated with the same care as a root password or highest level
system administration password.
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Changing the secret
The sm_rebond utility changes the secret phrase and re-encrypts the files affected by the secret. This
utility prompts for the old secret phrase and the new phrase, then generates an imk.dat file and updates
all the files containing encrypted information. This utility affects all of the applications that run on the same
host and use the same imk.dat file.


Note   The sm_rebond utility shuts down all of the processes run from the suite that were started by using
sm_service or sm_serviced, and that use the same imk.dat file. The sm_rebond utility re-encrypts the
security files and the seed files, then restarts the processes once the phrase and encryption changes are
made. All other processes should be shut down manually before running the utility and restarted once the
utility is finished.


To change the secret, perform the following steps:


1 Use the sm_rebond utility. You must type this command with administrative privileges.


sm_rebond --basedir=<base directory>


2 When the utility prompts for the old secret phrase, type it.


3 When the utility prompts for the new secret phase, type it. The secret phrase can consist of a
combination of printable characters, integers and special characters. The secret phrase cannot be
more than 1,024 characters long.


4 Retype the new secret to confirm it.


5 Close the utility.


Note   The sm_rebond utility encrypts only files that reside in BASEDIR/smarts/local/conf and three
levels of subdirectories below that. To encrypt files outside of that directory area, contact VMware
Global Services.


Using the secret for multiple suites and sites
The secret phrase can be used across multiple suites and sites. To use the secret phrase across suites
and sites, VMware, Inc. recommends that you perform the following steps:


1 Install one or more SDK suites on one or more hosts.


2 If short periods of interrupted communications are not detrimental, stop the Managers. However, if the
suites also use cleartext connections, you can use the sm_rebond utility without stopping the
Managers. Only that suite will lose connections for a short period of time.


3 Use the sm_rebond utility to change the secret phrase for each suite on each host.


Note   The secret phrase must be exactly the same for each suite on each host in order for the
applications to make connections.
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4 Use the sm_edit utility to update the security configuration files and seed files of the suites as
needed.


5 Restart the Managers if applicable.


Using the secret across large numbers of sites
For large numbers of sites, you can perform the following steps:


1 Install an SDK suite at the primary site.


2 Use the sm_rebond utility to change the secret phrase.


3 Use the sm_edit utility to update the security configuration files and seed files of the suite as needed.


4 Copy the imk.dat file, as well as the configuration files and seed files to the other installations of the
SDK software.


Important   The imk.dat file can only be copied to other systems with the same operating system
(OS) and OS version.


You will not have to use the sm_rebond utility on the other Managers if the files are moved to the
Managers before the Managers are started.


Locking the secret
If access to encrypted data is a critical issue for your organization, VMware provides the option to lock the
imk.dat file. This disables copies of the imk.dat file, even by restoration from a backup process. For more
information about this level of security, contact VMware Global Services.


Encrypted passwords
The encryption process uses the secret to encrypt passwords contained in the security configuration files.
The first line of the serverConnect.conf, clientConnect.conf, and brokerConnect.conf files indicates the
appropriate field to which encryption is applied.


The first line in the file must read as follows. It must begin with a pound sign (#).


#<encrypted field>:1.0:<n>


      


The value n refers to the position of the Password field in the configuration file’s record and should not be
changed:


n For serverConnect.conf, this value is 3.


n For clientConnect.conf and brokerConnect.conf, this value is 4.


To disable encryption, add a second pound sign (#) at the beginning of the line.


Note   Installation encrypts the password fields in the files by using the default secret. The encrypted
files reside in BASEDIR/smarts/local/conf.
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Encrypting passwords
Password is the only field in the security configuration files that is encrypted. The configuration files are
located in the BASEDIR/smarts/local/conf directory of a product suite.


To type or change a password in a configuration file:


1 Use sm_edit to open the file.


For example, to open the serverConnect.conf file, invoke sm_edit from the BASEDIR/smarts/bin
directory:


 sm_edit conf/serverConnect.conf


2 Review the contents of the file. For example, the serverConnect.conf file may include lines similar to
the following:


 #


 <BROKER>    :<DEFAULT>:<DEFAULT>:All


 InCharge    :admin    :<SYS>    :All


 InCharge-WP     :user5    :Password :Ping


 InCharge    :operator :Password :Monitor


 InCharge    :*        :<SYS>    :None


 #


3 Delete the current password and replace it with the new password in cleartext. If the current value is
encrypted, delete the <E-1.0> tag that marks the password as encrypted as well as the current
password. The special values <DEFAULT>, <PROMPT>, <SYS>, and <AUTO> in the files are not
encrypted.


4 Save the file and close the file.


The appropriate values are encrypted as part of the process.


5 Repeat the steps for all of the configuration files.


If a configuration file already includes the first line for encryption, specify the sm_edit utility with the --
noedit option to encrypt the file without opening it. You must have administrative privileges when
typing this command.


               


                  BASEDIR/smarts


               


               /local/conf/sm_edit --noedit <filename>


            


Encrypted seed files
The encryption for a seed file only applies to certain information that applies to SNMP v3 devices. For
these devices, a keyword that contains the authentication password can be encrypted.
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The first line of the seed file must read as follows; it must begin with a pound sign (#).


#<encrypted seed>:1.0:AUTHPASS,PRIVPASS


The AUTHPASS and PRIVPASS keywords specify the authentication and privacy passwords for an
SNMP v3 device.


To disable encryption, add a second pound sign (#) at the beginning of the line.


If a seed file already includes the first line for encryption, specify the sm_edit utility with the --noedit option
to encrypt the file without opening it. You must have administrative privileges when typing this command.


         


            BASEDIR/smarts


         


         /local/conf/sm_edit --noedit <filename>


      


Encrypted connections
SDK components communicate over TCP connections by using the Ionix Remote API. Clients which are
using Remote API connections, authenticate themselves to servers by sending credentials, nominally a
username and password. When the credentials are passed as cleartext, they can be snooped from the
network or accessed by using man-in-the-middle configurations.


You can encrypt certain connections by using different keys for the Advanced Encryption Standard based
on a combination of the Diffie Helman standard and the site secret associated with the SDK installation.
“Encryption” on page 100 provides additional information about the site secret.


Encrypted connections do not work with the following products:


n Perl API


n VMware Smart Assurance Adapter for NetIQ AppManager


Levels of encryption
SDK software provides three levels of security above cleartext communication: Diffie Helman-Advanced
Encryption Standard (DH-AES), encryption based on the site secret, and DH-AES used in conjunction
with the site secret.


Any encryption based on the site secret should only be used once the secret phrase has been changed
by using sm_rebond described in Changing the secret.


Encryption levels for connections lists the four types of encryption connections.
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Table 5‑4.  Encryption levels for connections


Security level Description Advantages Disadvantages


0, CLEAR, or
CLEARTEXT


no encrypted
communication


Backwards compatibility, no
configuration (default behavior)


No security, passwords passed to
servers as cleartext


1 DH-AES No site secret needed, no
configuration (default behavior for
new installations), protects against
eavesdroppers


Slower connection than cleartext or
level 2 security, not secure against
active attacks


2 Encryption based on site
secret


Protects against eavesdropping and
active attack, almost as fast as
cleartext


Must set site secret and keep it
common across all communicating
entities


3 DH-AES and site secret Protects against eavesdropping and
active attack, even by those who
know the site secret


Slower connection than cleartext or
level 2 security, must set site secret
and keep it common across all
communicating entities


Note   The Global Console supports both cleartext (Level 0) and Diffie Helman-Advanced Encryption
Standard (Level 1) encrypted connections.


Encrypting connections
Encrypted connections are configured by using two environment variables:


n SM_OUTGOING_PROTOCOL— Controls the connections that an SDK program acting as a client is
allowed to initiate.


n SM_INCOMING_PROTOCOL— Controls the connections that an SDK program acting as a server is
allowed to accept.


Each of these can contain a list of security levels. If you specify more than one, separate them with
commas. If you do not set the variable, it is the same as specifying “0”, or CLEARTEXT.


When two or more security levels are supported in common, the largest level number is used. For
example, if a client has SM_OUTGOING_PROTOCOL set to "0,1" and the server has
SM_INCOMING_PROTOCOL set to "0,1,2", the connection uses the highest common level, level 1.


The order in which the different levels are specified for the environment variables has no significance
—for example, "0,1" and "1,0" behave exactly the same.


Applications that do not support encryption are treated as only having a cleartext level of encryption.


When the two ends of the connection do not match, such as when SM_OUTGOING_PROTOCOL is 3
at server A and SM_INCOMING_PROTOCOL is 2 at server B, a connection cannot be formed. Both
client and server will report errors.
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To set the environment variables so that they can be used by the programs of an SDK product suite,
edit the runcmd_env.sh file, which is located in the BASEDIR/smarts/local/conf directory of that
product suite.


a Use sm_edit to open the runcmd_env.sh file. Invoke sm_edit from the BASEDIR/smarts/bin
directory:


 sm_edit conf/runcmd_env.sh


 C:\>sm_edit conf\runcmd_env.sh


b Review the contents of the file. The default values for the SM_INCOMING_PROTOCOL and
SM_OUTGOING PROTOCOL are 1 and 0.


 SM_INCOMING_PROTOCOL=1,0


 SM_OUTGOING_PROTOCOL=1,0


c Update the values for the variables to meet the needs of your system.


For example, to raise security to the next highest level, change 1 to 2:


 SM_INCOMING_PROTOCOL=2,0


 SM_OUTGOING_PROTOCOL=2,0


d Save the runcmd_env.sh file and close it.


e Any SDK program within the product suite started after this point will use the environment
variables specified in the runcmd_env.sh file. SDK programs that are already running need to be
restarted for any new environment variable to take effect.


Suggested encrypted connections
VMware recommends that you configure your system to use encrypted connections wherever possible.


n Brokers should be able to communicate with cleartext as well as encryption in both
SM_INCOMING_PROTOCOL and SM_OUTGOING_PROTOCOL if a client only supports cleartext.
This is required in this configuration since the Broker acts as both a client and a server, and must be
able to communicate with every component in the system. Brokers do not need to support cleartext if
all clients can make encrypted connections.


n If a Domain Manager must connect to a client that only supports cleartext, then set
SM_OUTGOING_PROTOCOL to cleartext as well as encryption.


n Configure adapters with SM_OUTGOING_PROTOCOL set to require encryption. Only adapters that
register with the Broker (--name option) can accept incoming connections. If you have adapters that
accept incoming connections, setting SM_INCOMING_PROTOCOL to require encryption is
appropriate.


Also, if the adapter must connect, or be connected, to clients that support only cleartext, then add the
cleartext option to the appropriate variable.
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n Configure any components that must run on networks outside the management domain with both
SM_INCOMING_PROTOCOL and SM_OUTGOING_PROTOCOL set to encryption. Depending on
the level of encryption, this will prevent snooping or man-in-the-middle attackers. You will not be able
to connect directly to such a component by using a console.


Configuring a secure Broker
You can configure the Broker to run in a secure manner. Use of a secure Broker results in the following
changes to how SDK software runs:


n Consoles prompt for a username and password to connect to the Broker. Without a secure Broker,
consoles connect to the Broker without authenticating.


n Other servers and clients use their respective clientConnect.conf files to determine what credentials
to send to the Broker, just as they use clientConnect.conf to determine what credentials to send to a
server. In particular, you can configure the clientConnect.conf files so that clients and servers prompt
for connections to the Broker, as the console does, or specify the password in clientConnect.conf.


To configure and run a secure Broker, complete the following steps:


a Choose a unique SDK username and password for the secure Broker credentials. The new SDK
username and password will be used by both servers and clients:


n Servers will use these credentials to register with the Broker.


n Clients will use these credentials to connect to the Broker and determine the location of a
server.


For example, you could use the SDK username “SecureBroker” and the password “Secure”.
Choose a unique SDK username and password.


b Use the sm_edit utility to open a local copy of the clientConnect.conf file, located in
BASEDIR/smarts/local/conf. Edit this file, used by all clients and servers, so that SDK programs
send the SecureBroker/Secure credentials when connecting to the Broker.


n Comment out the following line:


*:<BROKER>:BrokerNonsecure:Nonsecure


n Type a new line configuring a secure Broker. This new line is added below the
BrokerNonsecure line that you commented out.


For example:


#*:<BROKER>:BrokerNonsecure:Nonsecure


*: <BROKER> : SecureBroker : Secure


*: <BROKER> : SecureBroker : <PROMPT>


c Use sm_edit to make the following changes to the local serverConnect.conf file used by the
Broker:


n Delete the line granting <DEFAULT>/<DEFAULT> access to the Broker.
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n Change the BrokerNonsecure/Nonsecure line to grant Ping access rather than All access. Do
not, however, delete this authentication record.


n Add a new authentication record that grants All access to the SecureBroker/Secure
credentials This new record must be below the BrokerNonsecure/Nonsecure record. For
example:


<BROKER>:BrokerNonsecure:Nonsecure:Ping


<BROKER> : SecureBroker : Secure : All


Additional safeguards
In addition to encrypted passwords and encrypted connections, you can secure your system by using the
file permissions of the operating system, by limiting access to the security configuration files, and by
limiting access to the servers.


Using file permissions
You can limit access to the security configuration files by using the permissions feature of the operating
system. Only select users should be allowed access to the files. The users must include those who
launch the SDK applications requiring access to the authentication records.


Limiting access to the configuration files
You should configure security in such a way that each security file is only readable by those programs or
users that require it. The security configuration files installed with SDK software, which should be edited
after installation, are readable by anyone.


Because Managers and the Broker typically run with administrative privileges, the serverConnect.conf
and brokerConnect.conf files should only be readable by users with administrative privileges and no one
else.


The simplest method for creating a secure setup for users and client programs is to provide two separate
clientConnect.conf files. One clientConnect.conf file, which can remain readable by anyone, should only
contain entries that make client programs prompt for passwords. This clientConnect.conf file will not
contain passwords.


For client programs, create a separate clientConnect.conf file that contains the authentication information
necessary for non-prompting programs to access Managers. This clientConnect.conf should only be
readable by the user(s) under which these programs run. Client programs use the
SM_CLIENTCONNECT environment variable to find this clientConnect.conf file. You can specify
SM_CLIENTCONNECT in the service startup file for each service. For clients that are installed as
services, you can use the --env option to the sm_service utility to edit the parameters of a service.
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Limiting access to servers
The --acceptoption to the sm_server command, described in SM_SNMP_BUG_COMPATIBLE, provides
another method of access control. This option limits the hosts that can connect with the server. Before
other security measures occur, incoming connections must pass the --accept option before
authenticating.


Example security configurations
You can configure SDK installations to use a variety of levels of security. Higher levels of security require
more administrative effort, as well as extra effort on the part of users of the system, but give you better
control of the use of SDK software. The appropriate level of security for your site is determined by the
policies and procedures of your organization.


This section describes two levels of security, and their advantages and disadvantages. You can choose
one of these levels, or combine characteristics of several.


Default security
When initially installed, default security uses the security configuration files with encrypted passwords
based on the default secret phrase. The connection protocols are set to use Diffie Helman encryption and
cleartext. With the default security, you need to change the passwords for the SDK usernames in the
security configuration files. Default security prevents casual inspection, but does not pose much of a
deterrence from more strenuous efforts.


Note   It is essential that you change the default passwords for the usernames before using the system in
a production environment.


While the default security provides basic authentication, it does not provide much manageability or
security. The oper/oper credentials must be known to all console operators; the admin/changeme
credentials must be known to all administrators. This makes it difficult to know who is actually connected
to a server, based on their username. In addition, you cannot revoke the rights of one user without
changing the SDK username and password for all users at the same access level.


The serverConnect.conf and clientConnect.conf files include authentication records that improves user
administration. First, besides the oper/oper credentials, there are maint/maint credentials that also
provide Monitor access. This illustrates how one might define shared usernames that are still
differentiated on the basis of role. Second, serverConnect.conf contains the following line:


* : * : <SYS> : Monitor
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Anyone who can provide a username and password that the operating system considers valid is also
granted Monitor access. In this scenario, you can give every console operator an account on the host on
which the server they access runs. These operators log in by using the username and password defined
for that account. The account can be disabled to prevent actual interactive access to the system. In this
way, each console operator gets a unique username and password. Accesses to the system can be
traced to a particular user, and access can be individually revoked. Specifying <SYS> for the password
avoids having to potentially create a number of records in serverConnect.conf.


This mechanism can readily be extended to provide similar controlled access for administrators. For
example, you could add the following records to serverConnect.conf:


* : fred|george : <SYS> : All


* : * : <SYS> : Monitor


This would give the users “fred” and “george”, if they provide the passwords for their accounts on the
host, All access. You could even define a class of administrative users, for example, with usernames that
start with ADM.


* : ADM* : <SYS> : All


* : * : <SYS> : Monitor


Customized security
Customized security uses security files (with encrypted passwords), a new secret phrase, and passwords
for the SDK usernames in the security files that are different than their default values. Under customized
security, connection protocols are set to use the site secret and cleartext. This setup protects against
eavesdropping and active attacks as well as casual inspection.


To configure customized security:


1 Create a new secret phrase by using sm_rebond, as described in Changing the secret.


2 Change the username and passwords in serverConnect.conf, clientConnect.conf, and
brokerConnect.conf.


These should provide access control by individual users. Consider using system authentication to
authenticate Global Console users, as described in System authentication. The new usernames and
passwords should also address connections between servers and servers or servers and clients.


If your SDK software resides on a single host, a single username and password for automatic client
authentication is usually sufficient. However, if you have clients, such as adapters, on multiple hosts,
or generally in different security domains, you may use different usernames and passwords for
manageability. For example, if there is reason to believe that the username and password from one
machine have been compromised, you can change them without having to change the configuration
on any other machine.
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To achieve such a configuration, you need to assign unique usernames and passwords to clients that
you consider to reside in separate security domains. Add a line to grant access to each such
username/password credential to the serverConnect.conf file of each server the client will access.
Add a corresponding line to the clientConnect.conf file that the client will use.


Note   If you have multiple security domains on a single host, use the SM_CLIENTCONNECT
environment variable so that different clients read different clientConnect.conf files. You can use the --
env option of the sm_service utility to set the environment value when the service starts.


3 Configure the different SDK components to communicate with encrypted connections. The types of
allowed connections depend on the versions of SDK software in use.


n Most connections should be encrypted. The Broker does not need to support cleartext if all clients
can make encrypted connections.


Encrypted connections on page 105 provides additional information.


4 At the highest security level, you should run with a secure Broker as well. Setting up a secure Broker
is described in “Configuring a secure Broker” on page 108.
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Operation of the Broker 6
This chapter includes the following topics:
n Overview of the Broker


n Viewing the registry of the Broker


n How the SDK clients find the Broker


n How to change the Broker environment variable


n Securing the Broker


Overview of the Broker
An SDK client application, such as a console or an adapter, utilizes the Broker to determine where
Managers are running. When a Manager starts, it registers with the broker:


n Hostname of the machine it is running on


n TCP port it is listening on.


SDK clients retrieve this information from the Broker so that they can communicate with the Manager.


The Broker registry maintains the following information:


n Name of the Manager, including the host and TCP port it is running on.


n Status of each Manager.


The Broker checks the status of each Manager every five minutes by connecting to the host on which
SDK is running and determining if the SDK process is running properly. If the Broker is unable to
connect or the process is not running, the Broker changes the status of the Manager to Dead.


n Running indicates that the Broker is able to communicate with the Manager.


n Dead indicates that the Manager exited unexpectedly or is unreachable. When a Manager
properly shuts down, it notifies the Broker and the Broker removes it from its registry.


n Unknown indicates that the Broker was restarted and that it is querying its list of Managers to
determine their state.


n Process ID of each Manager. This is the process ID assigned by the host’s operating system. In
some cases when the Broker is restarted, the process ID of each Manager is set to zero to indicate
the Broker does not know the process ID of the Manager.
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n Last time the state of the Manager changed. This value is set when the Manager registers with the
Broker and is updated if the Broker determines that the Manager is dead. When the Broker restarts, it
changes the status of Managers marked Unknown to Running or Dead.


The Broker changes the status of the Manager to Dead when it cannot connect to the Manager.
However, the Broker continues to try to connect to the Manager every five minutes. If the Broker
succeeds in connecting to the Manager, it changes its status back to Running.


Viewing the registry of the Broker
The Broker is a component of an SDK application. The Broker is designed to automatically start each
time the host on which it is installed is started.


You can use the brcontrol utility to view the list of registered programs.


Broker command line option
To view the contents of the Broker from a command prompt, use the following command:


         


            BASEDIR/smarts


         /bin/brcontrol [-b <host>:<port>]


If the Broker resides on another system, specify the -b option with the host and port number.


How the SDK clients find the Broker
The Broker facilitates communication between SDK clients and Managers. During installation, you are
prompted for the host location of the Broker and its port number. This information is stored in the
SM_BROKER_DEFAULT environment variable. This variable is used by all SDK programs to find the
Broker. The default host setting for the variable is localhost, and the default port setting is 426.


An SDK client performs the following steps to determine the Broker’s location.


1 Verifies whether the Broker’s location was specified as an option at startup. When this option is
specified, no other options are checked.


2 Checks the value of the SM_BROKER_DEFAULT environment variable. If this variable is set, no
other options are checked.


3 Checks if the Broker is running on the host smarts-broker and listening on TCP port 426.


4 If smarts-broker is not defined, the program checks port 426 on localhost.


Note   The hostname smarts-broker is usually an alias, such as a DNS CNAME.
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How to change the Broker environment variable
The default location of the Broker is specified at installation and stored in the SM_BROKER_DEFAULT
environment variable.


There are two scenarios in which you may need to change the value of the environment variable after
SDK software is installed.


n If during installation, the default Broker host and/or port settings were changed, but the typed values
are incorrect.


n If the Broker is automatically installed when you install an SDK application or the adapters. Because
only one Broker should be active on a network, the Broker on one of the hosts must be disabled, and
the Broker environment variable on that host must point to the host where the Broker is running. This
typically occurs when an SDK application is installed on one host and the SDK adapters are installed
on a second host.


Correcting the Broker settings
In the first scenario, you must edit the Broker host and/or port value in two places.


1 First, change the SM_BROKER_DEFAULT environment variable in the runcmd_env.sh file, which is
located in the BASEDIR/smarts/local/conf directory:


 SM_BROKER_DEFAULT=<host>:<value>


2 Additionally, you must change the --port value in the sm_service install Broker command line to
match the port value you set in the SM_BROKER_DEFAULT environment variable.


Use the sm_service show action with the --cmdline option to display the existing install Broker
command line.


               


               


                  BASEDIR/smarts


               /bin/sm_service show --cmdline ic-broker


               


                  BASEDIR/smarts


               /bin/sm_service install


 --startmode=runonce 


 --env=SM_CLIENTCONNECT=brokerConnect.conf ic-broker


                  BASEDIR/smarts


               /bin/brstart 


 --port=<PORT> 


 --output 


 --restore=


                  BASEDIR/smarts


               /local/repos/broker/broker.rps
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t 


                  BASEDIR/smarts


               /bin/sm_service install --force


 --startmode=runonce 


 --env=SM_CLIENTCONNECT=brokerConnect.conf ic-broker 


               


                  BASEDIR/smarts


               /bin/brstart 


 --port=<NEW VALUE> 


 --output 


 --restore=


                  BASEDIR/smarts


               /local/repos/broker/broker.rps s


Disabling the Broker
In the second scenario, you must change the SM_BROKER_DEFAULT host variable in the
runcmd_env.sh file and change the --startmode value.


1 Change the SM_BROKER_DEFAULT host variable in the runcmd_env.sh file, which is located in the
BASEDIR/smarts/local/conf directory:


  SM_BROKER_DEFAULT=<host>:<value>


2 Additionally, you must change the --startmode value in the sm_service install Broker command line
from runonce to disable.


Use the sm_service show action with the --cmdline option to display the existing install Broker
command line.


               


               


                  BASEDIR/smarts


               /bin/sm_service show --cmdline ic-broker


               


                  BASEDIR/smarts


               /bin/sm_service install


  --startmode=runonce 


  --env=SM_CLIENTCONNECT=brokerConnect.conf ic-broker


                  BASEDIR/smarts


               /bin/brstart                                                  


  --port=<PORT> 


  --output 


  --restore=


                  BASEDIR/smarts


               /local/repos/broker/broker.rps
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t 


                  BASEDIR/smarts


               /bin/sm_service install --force


  --startmode=disable


  --env=SM_CLIENTCONNECT=brokerConnect.conf ic-broker


                  BASEDIR/smarts


               /bin/brstart                                                   


  --port=<PORT> 


  --output 


  --restore=


                  BASEDIR/smarts


               /local/repos/broker/broker.rps s


Securing the Broker
Securing access prevents unauthorized usage of the Broker, and protects it from being modified (for
example, Managers being deleted from the Broker). Authenticating users and determining their privileges
are accomplished by using two files: serverConnect.conf and brokerConnect.conf. These files ensure that
only authorized users access the Broker. You must modify the local copies of these files, which are
located in BASEDIR/smarts/local/conf. “Configuring a secure Broker” on page 108 provides additional
information.
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Managing Log Files 7
This chapter includes the following topics:


n Overview of message logging


n Retrieving and setting log, error and trace levels at runtime


n Log files


n Starting a new log file


n Controlling the number of saved log files


Overview of message logging
All SDKexecutable processes will create log data, and when the process is started with the --output
option this data is written to at least one log file. One log file is always created, but there may be two
different log files created, depending on the settings of the SM_LOCALE and SM_ENCODING_OUPUT
environment variables.


The name of a log file has the following syntax:


         <name>_


            


                <locale>_


            


                <encoding>.log


where:


n <name> in the log filename column is determined by the rules that apply to the --output command
option, as described in Command-line options that control VMwaremessages.


n <locale>is based on the value of the SM_LOCALE environment variable.


n <encoding>is based on the value of the SM_ENCODING_INPUT environment variable . 
SM_LOCALEand SM_ENCODING_*provide additional information.


A log file whose locale is en_US (default value of SM_LOCALE) and encoding is UTF-8 (default value
of SM_ENCODING_INPUT) is always created when the --output option is provided.
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n If the SM_LOCALE environment variable specifies the English locale (en_US), and the
SM_ENCODING_OUTPUT environment variable specifies UTF-8, then the English log is the only log
file produced.


n If the SM_LOCALE variable specifies a locale other than en_US , or the SM_ENCODING_OUTPUT
environment variable specifies something other than UTF-8, a second log file is created. Log
messages written to this second log are localized according to the setting of the SM_LOCALE 
variable, if such a localization exists.


n If SM_LOCALE specifies an invalid locale (one for which SDKsoftware has not been localized),
English log data will result in the process log file.


Log filenames, locales and encodingssummarizes the filename, locale and encoding of the log files
that are produced, including the system log containers.


Table 7‑1.  Log filenames, locales and encodings


Log use Log filename (if –output is used) Locale Encoding


English log <name>_en_US_UTF-8.log For example,
MYDM_en_US_UTF-8.log


en_US UTF-8


Non-english
log


<name>_ <locale>_ <encoding>.log For example,
MYDM_ja_JP_<encoding>.log


Defined by
SM_LOCALE


Specified by the
SM_OUTPUT_ENCODING
variable.


UNIX syslog lDefined by
SM_LOCALE


UTF-8 (permitted and expected by
the new IETF syslog-protocol
RFC, still in a draft form)


Win Event Log Defined by
SM_LOCALE


UTF-16


SM_LOCALE and SM_OUTPUT_ENCODING examplesprovides several examples of SM_LOCALE and
SM_ENCODING_OUTPUT variable settings and the resultant logs.


Table 7‑2.  SM_LOCALE and SM_OUTPUT_ENCODING examples


SM_LOCALE setting SM_OUTPUT_ENCODING value Logs that are produced


en_US UTF-8 <name>_en_US_UTF-8.log


en_US ShiftJIS <name>_en_US_UTF-8.log


<name>_en_US_ShiftJIS.log


fr UTF-8 <name>_en_US_UTF-8.log


<name>_fr_UTF-8.log


zh GB <name>_en_US_UTF-8.log


<name>_zh_GB.log


The volume of output to the system log containers is controlled by the --loglevel option. The volume of
output to the log files is controlled by the -–errlevel option, and by the environment variables that control
filtering on specific error tables and error codes.
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Log file management behavior applies to both log files. Log rolling is managed in a synchronized fashion
so that data in multiple logs can be correlated. Thus, when the English log rolls, the non-English log, if it is
being produced, will also roll.


Command-line options that control VMware messages
SDKmessages are controlled by the following standard options for the sm_server sm_service command
and environment variables.


For the sm_service sm_server options that use a minimum security level, the level can be: none,
emergency, alert, fatal, critical, error, warning, notice, informational, and debug. Note that fatal is
equivalent to emergency, alert, or critical. Foundation software (DMT) message loggingdisplays the range
of security levels.


n Option --output[= <file>]


Write all logging output for an SDKapplication to an SDKlog file in the BASEDIR/smarts/local/logs
directory. The name of the log file is <file>_ <locale>_ <encoding>.log, or the --logname value if
<file>is omitted. If --output is not specified in the invocation line, then no logs are produced.


n Option --errlevel= <min_severity_level>


Used by the SDKexception logging mechanism to determine the minimum exception level for writing
messages to the log files. By default, --errlevel is set to warning. Exceptions below this level are not
written to the log files.


n Option --loglevel= <min_severity_level>


Used by the SDKexception logging mechanism to determine the minimum exception level for sending
messages to the system error logger. By default, --loglevel is set to error. Exceptions below this level
are not forwarded to the system error logger.


n Option --logname= <name>


Used to specify the name of the SDKlog file and the name of the sending application in messages
destined for the system error logger. The default is the name of the application specified by the --
name option (or just -n).


n Option --tracelevel= <min_severity_level>


Used to print a stack trace to the SDKlog file when an exception at this level or above occurs. By
default, --tracelevel is set to fatal. Exceptions below this level do not write a stack trace.


n Environment variable SM_MAIN_OPTIONS


Used to set the defaults for the standard options for all SDKapplications. For example,


SM_MAIN_OPTIONS=--loglevel=None


n Environment variable SM_LOGFILES


Used to change the default log location for SDKlog files from BASEDIR/smarts/local/logs to a user-
specified location.
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Example


SM_LOGFILES=/u/ps/johndoe/ic/logs


The sm_service command line on page 68provides additional information about sm_service
command options. Starting a Domain Manager on page 60provides additional information about
sm_server command options. Chapter 8 Environment Variables Used by VMware Softwareprovides
additional information about environment variables.


Note   In Foundation software (DMT) message logging, the levels emergency, alert, and critical are
not shown; fatal is equivalent to emergency, alert, or critical.
a
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Figure 7‑1.  Foundation software (DMT) message logging


Note   An SDKapplication that makes use of the SDKlogging mechanism will make use of the flow in 
Foundation software (DMT) message loggingto log message to either the SDKlog file or to the
exception logging mechanism. Applications that write directly to stdout or stderr will not abide by this
flow diagram.
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Retrieving and setting log, error and trace levels at
runtime
There are three computed attributes available to get and set the log, error, and trace levels of a
Domain Manager at runtime. These computed attributes, described in Computed attributes to retrieve and
set log, error, and trace levels at runtime, are available on the SM_JIIM_Support object, and are therefore
available from within JIIM code. The SM_System object is a subclass of SM_JIIM_Support and also
inherits these computed attributes. The values of these computed attributes can be retrieved and set by
using dmctl.


Table 7‑3.  Computed attributes to retrieve and set log, error, and trace levels at runtime


Computed Attributes Description


logLevel The minimum exception level for sending messages to the system error logger.The logLevel
attributeis a string, and can be any one of the values set for the --loglevel command line option.


errLevel The minimum exception level for writing messages to the log files. The errLevel attributeis a
string, and can be any one of the values set for the --errlevel command line option.


traceLevel Used to print a stack trace to the SDK log file when an exception at this level or above occurs.
Exceptions below this level do not write a stack trace. The traceLevel attributeis a string, and
can be any one of the values set for the --tracelevel command line option.


Retrieving the current level
To retrieve the current levels, invoke the get method on SM_System::SM-System::logLevel,
SM_System::SM-System::errLevel, or SM_System::SM-System::traceLevel. Invoking the get method will
return a string representing the current level such as "Warning", "Error", or "Fatal".


In this example the error level setting in the MYDM Domain Manager is retrieved, by using dmctl:


dmctl -s MYDM get SM_System::SM-System::errLevel


Warning


Setting the level
To change the current levels, invoke the put method on SM_System::SM-System::logLevel,
SM_System::SM-System::errLevel, or SM_System::SM-System::traceLevel, and the level is changed
appropriately.


In this example, the trace level setting is changed to None in the MYDM Domain Manager.


dmctl -s MYDM put SM_System::SM-System::traceLevel None
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When you change the log, error or trace levels by using the put method on one of these computed
attributes, dmctl does not return anything. However, a message is printed in the log file. The log message
will appear similar to the following


[April 8, 2009 5:03:41 PM EDT +122ms] t@1149000000 SM_ProtocolEngine-6


JM_MSG-*-JM_TRACE_LEVEL_CHANGED-User 'user1', using remote dmctl client (id 6), on host host1 with 


credentials tpadmin1 has changed the Trace level to None; in file 


"/mypath/repos/jiim/SM_JIIM_Support_Impl.c" at line 458


Log files
When the --output option is specified for the sm_server sm_service command, each Manager stores its
working history in a log file. Every time a Manager starts, it writes information to the log file when one of
the following occurs:


n Error


n Connection is lost


Log files are, by default, written to the BASEDIR/smarts/local/logs directory. The SM_WRITEABLE
environment variable specifies the default locations for log files and other output files such as
repositories and saved consoles, as described in SM_WRITEABLE.


Also, the location where log files are saved can be separately controlled with the SM_LOGFILES
environment variable, as described in SM_LOGFILES.


All log files have a .log file type. The default name of a log file is based on the Manager's name. For
example, if the name of the Manager is MYDM, then the name of the English log file is
MYDM_en_US_UTF-8.log. To change the default name, specify a filename with the --output option
for the sm_server sm_service command.


The names of log files written by adapters are described in their respective user’s guides.


SDK programs can maintain up to 1,000 different copies of backup log files for each log that is being
generated. For example, if you are generating two log files, MYDM_en_US_UTF-8.log and
MYDM_fr_UTF-8.log file, you can maintain up to 1,000 backup log files for the
MYDM_en_US_UTF-8.log and 1,000 backup log files for the MYDM_fr_UTF-8.log.


The number of saved log files is determined by the value of the SM_BACKUP_FILE_LIMIT
environment variable. When a Manager starts up, it renames a file that matches its log filenames and
adds a .bak suffix to the name (for example, MYDM_en_US_UTF-8.log to
MYDM_en_US_UTF-8.log.bak). If a file with this name already exists, it is renamed
MYDM_en_US_UTF-8.log.NNN, and a new MYDM_en_US_UTF-8.log.bak is created. By default,
SDK programs save two log files, which does not include the active log file.


Log file management behavior applies to both log files. Log rolling is managed in a synchronized
fashion so that data in multiple logs can be correlated. Thus, when the non-English log rolls, the
English log, if it is being produced, will also roll.
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Diagnostic header
Every log file (initial and after any log rolling) starts with a diagnostic header which indicates the startup
and current information for an SDK process.


The diagnostic header is as follows:


MAIN_MSG-*-STARTUP-The following lines are routine diagnostic output; this is not a crash.


================================================================================


Start of process debug and runtime information:


================================================================================


<the standard header included with a stacktrace>


================================================================================


End of process debug and runtime information


================================================================================


The standard header for a stacktrace includes:


n Command line arguments of the process


n Which libraries are loaded


n The environment


Example


[May 18, 2009 3:18:37 PM EDT +399ms] t@4139505360 platform


MAIN_MSG-*-STARTUP-The following lines are routine diagnostic output; this is not a crash.


Process startup and runtime information:


================================================================================


Linux 206180000: 


IP_NETWORK_SUITE: V10.0.0.0(89403), 14-Apr-2019 16:07:05 Copyright 2019, VMware Inc - Build 106


sm_server --name=Network-Resource --port=46429 --config=icf-r --bootstrap=bootstrap.conf --ignore-


restore-errors --output


DMT: V10.0.0.0(89265), 08-Apr-2019 22:02:59 Copyright 2019, VMware Inc - Build 1161


libsm_clsapi.so (89265) 09-May-2019 02:04:49 UTC


libsm_servif.so (89265) 09-May-2019 02:06:35 UTC


sm_server (89266) 01-Apr-2019 02:58:21 UTC


IP_NETWORK_SUITE: V10.0.0.0(89403), 14-Apr-2019 16:07:05 Copyright 2019, VMware Inc - Build 106


    time=1242674317


    SM_HOME=/opt/InCharge8/IP/smarts


    CWD=/


    Initial uid=0 euid=0 gid=0 egid=0


    Current uid=0 euid=0 gid=0 egid=0


Environment:


    REMOTEHOST=USSAHATHAJL2C.corp.vmware.com


    HOSTNAME=docvm-lx1


    TERM=xterm


    SHELL=/bin/bash


    HISTSIZE=1000


    SM_NEED_PIPEDIR=YES
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    KDE_NO_IPV6=1


    WINDOWID=8388624


    SM_RUNCMD_DEPTH=1


    QTDIR=/usr/lib64/qt-3.3


    QTINC=/usr/lib64/qt-3.3/include


    SM_FIXED=/opt/InCharge8/IP/smarts


    SM_LICENSE=17955@smarts-lmgr92.smarts.com


    XTERM_SHELL=/bin/bash


    USER=root


    


LD_LIBRARY_PATH=/opt/InCharge8/IP/smarts/local/lib:/tmp/istemp5930135131105/_bundledJRE_/lib/i386/serve


r:/tmp/istemp5930135131105/_bundledJRE_/lib/i386:/tmp/istemp5930135131105/_bundledJRE_/../lib/i386:/op


t/InCharge8/IP/smarts/lib


    


LS_COLORS=no=00:fi=00:di=00;34:ln=00;36:pi=40;33:so=00;35:bd=40;33;01:cd=40;33;01:or=01;05;37;41:mi=01;


05;37;41:ex=00;32:*.cmd=00;32:*.exe=00;32:*.com=00;32:*.btm=00;32:*.bat=00;32:*.sh=00;32:*.csh=00;32:*.


tar=00;31:*.tgz=00;31:*.arj=00;31:*.taz=00;31:*.lzh=00;31:*.zip=00;31:*.z=00;31:*.Z=00;31:*.gz=00;31:*.


bz2=00;31:*.bz=00;31:*.tz=00;31:*.rpm=00;31:*.cpio=00;31:*.jpg=00;35:*.gif=00;35:*.bmp=00;35:*.xbm=00;3


5:*.xpm=00;35:*.png=00;35:*.tif=00;35:


    SUDO_USER=gossea


    SUDO_UID=53761


    SM_OUTGOING_PROTOCOL=1,0


    KDEDIR=/usr


    POSIXLY_CORRECT=y


    SM_BROKER_DEFAULT=localhost:426


    NLSPATH=/usr/dt/lib/nls/msg/%L/%N.cat


    SM_IP_VERSIONS=v6v4


    


PATH=/opt/InCharge8/IP/smarts/local/bin/system:/opt/InCharge8/IP/smarts/bin/system:/opt/InCharge8/IP/sm


arts/bin:/work/gossea/bin:/bin:/usr/bin:/opt/gnu/bin:/opt/misc/bin:/bin


    MAIL=/var/spool/mail/gossea


    SM_DEFHOME=/dev/null


    SM_HOME=/opt/InCharge8/IP/smarts


    PWD=/


    INPUTRC=/etc/inputrc


    SM_SITEMOD=/opt/InCharge8/IP/smarts/local:/opt/InCharge8/IP/smarts


    SM_INCOMING_PROTOCOL=1,0


    KDE_IS_PRELINKED=1


    LANG=en_US.UTF-8


    SM_SNMP_BUG_COMPATIBLE=TRUE


    XFILESEARCHPATH=/usr/dt/app-defaults/%L/Dt


    SM_WRITEABLE=/opt/InCharge8/IP/smarts/local


    LM_LICENSE_FILE=17955@smarts-lmgr92.smarts.com


    XTERM_VERSION=XTerm(215)


    SSH_ASKPASS=/usr/libexec/openssh/gnome-ssh-askpass


    SM_PIPEDIR=/var/smarts/pipes/


    HOME=/vmware/gossea


    SHLVL=4


    SUDO_COMMAND=./setup-IP-10_0_0_0-linux.bin


    SM_DEF=/dev/null


    


SM_POP_1=PATH=/opt/InCharge8/IP/smarts/bin:/work/gossea/bin:/bin:/usr/bin:/opt/gnu/bin:/opt/misc/bin:/b


in


    SM_POP_3=LM_LICENSE_FILE=


    REMOTEUSER=gossea
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    LOGNAME=root


    


SM_POP_2=LD_LIBRARY_PATH=/tmp/istemp5930135131105/_bundledJRE_/lib/i386/server:/tmp/istemp593013513110


5/_bundledJRE_/lib/i386:/tmp/istemp5930135131105/_bundledJRE_/../lib/i386


    CVS_RSH=ssh


    QTLIB=/usr/lib64/qt-3.3/lib


    SM_POP_5=SM_BROKER=


    SM_PROCESS_PATH=/opt/InCharge8/IP/smarts/bin/system/sm_server


    SM_POP_4=SM_LIBPATH=


    SM_POP_7=SM_PROCESS_PATH=


    LESSOPEN=|/usr/bin/lesspipe.sh %s


    SM_POP_6=SM_BROKER_DEFAULT=


    SM_BROKER=localhost:426


    SM_LOCALE=


    DISPLAY=10.4.145.237:0.0


    SUDO_GID=201


    


SM_LIBPATH=/opt/InCharge8/IP/smarts/local/lib:/tmp/istemp5930135131105/_bundledJRE_/lib/i386/server:/tm


p/istemp5930135131105/_bundledJRE_/lib/i386:/tmp/istemp5930135131105/_bundledJRE_/../lib/i386:/opt/InCh


arge8/IP/smarts/lib


    G_BROKEN_FILENAMES=1


    CMP_OSLS_PROCESS_PATH=/opt/InCharge8/IP/smarts/bin/system/sm_server/sm_server


Current limit on CORE file size: 4294967295


Current top of heap: 167768064


================================================================================


[May 18, 2009 3:19:53 PM EDT +254ms] t@4052745104 InCharge Framework


ICF_MSG-*-ICF_LICENSEDFEATURE-Enabling the following licensed feature(s):


      InCharge Availability Analysis


      InCharge Performance Analysis


      InCharge IPv6


      Certification of All Vendor Devices


      Certification for Cisco Devices


      Certification for Cisco HSRP support


      Incharge Resource Manager


      InCharge Autodiscovery


      InCharge NAS Host Discovery


      InCharge Virtual Router Discovery


      InCharge Host Resources Discovery


      Alcatel 5620 SAM User


[May 18, 2009 3:19:53 PM EDT +264ms] t@4052745104 InCharge Framework


ICF_MSG-*-ICF_RESTORESTART-PersistenceManager: restore started


[May 18, 2009 3:19:55 PM EDT +349ms] t@4052745104 InCharge Framework


MR-W-RPS_FORMAT_MISMATCH-Format of value for


    ‘ICF_TopologyManager::ICF-TopologyManager::FieldSeparator’ differs from


    the expected type ‘Byte’


[May 18, 2009 3:19:55 PM EDT +350ms] t@4052745104 InCharge Framework


MR-W-RPS_FORMAT_ERROR-Error in format value specified for


    ‘ICF_TopologyManager::ICF-TopologyManager’; in file


    “/work/redcurrent/DMT-10.0.0.0/1161/smarts/repos/mr/dyn_acc.c” at line 3300


 <OK>-<OK>-Normal successful completion


.


.


.
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Date and timestamp, and thread id in each log message
The date and timestamp is written at the beginning of each log record. The thread id is also included in
each log record, following the date and timestamp. For example:


[March 2, 2009 3:31:18 PM EDT +357ms] t@3012557744 SM_ProtocolEngine-1


SVIF_MSG-*-DSM-SM_DebugServer: purgeObserver()


Message at the end of a rolled log
When rolling a log, a message is printed at the bottom of the log file before it is rolled. The message is
similar to the following example:


MAIN-N-Closing this log file at March 19, 2009 9:48:19 PM EDT; continuing in


<BASEDIR>/local/logs/MYDM_en_US_UTF-8.log


Starting a new log file
You can request that a Manager or adapter create a new log file, often referred to as rolling over a log file.
Typically, this is done when a log file becomes quite large. Log files grow indefinitely, though slowly, under
normal conditions.


Most log files are small and rolling over a log file is not necessary. However, if you need to start a new log
file, use the following methods:


n For UNIX systems only, use the kill or roll_log commands.


You can repeat the log file roll-over process as many times as you like. If you need to retain log files
beyond the limit specified by the SM_BACKUP_FILE_LIMIT environment variable, copy or at least
rename the .log.bak files as soon as they are created.


Log rolling is managed in a synchronized fashion so that data in multiple logs can be correlated.
Thus, when the English log rolls, the non-English log, if it is being produced, will also roll.


The kill command method for UNIX systems
On UNIX systems only, it is possible to request that a Manager or an adapter process roll over its log files.
You do this by sending a SIGUSR1 signal to the process ID writing the log file. Use the kill command of
your shell:


kill -USR1 <pid>
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Upon receipt of the USR1 signal, a Manager or adapter process first writes an informational message to
the end of the current log file, repeats the steps it executed at startup, and creates a new log file and a
backup log file. All subsequent logging information is recorded to the new file.


Note   To determine the process number <pid>, you can use the brcontrol utility or for an adapter, use the
system™s ps command.


The roll_log command method
The roll_log command is invoked through the dmctl utility, which requires that you attach to a Manager or
adapter with administrative privileges. The syntax of the command is:


exec roll_log [<file-name>]


The <file-name> option enables you to specify a new name for current and subsequent log files. If you
omit this option, the current naming convention is retained. If you specify a name, the new log file uses
that name. Any new log files created with roll_log will also use this name if a different name is not
specified. The new name specified by <file-name> is handled in exactly the same manner as the --output
option of the sm_server command.


For example, on UNIX systems, the equivalent command is:


         


            BASEDIR/smarts


         /bin/dmctl -s MYDM exec roll_log


When roll_log is invoked, the Manager or adapter does the following:


1 Writes an informational message to the end of the current log files


2 Repeats the steps it executed at startup


3 Creates a new log file and a backup log file for each log file that was currently running.


All subsequent logging information is recorded to the new files.


Controlling the number of saved log files
SDK software can retain up to 1,000 rolled over log files for each log that is being generated. For
example, if you are generating two log files, MYDM_en_US_UTF-8.log and MYDM_fr_UTF-8.log file, you
can maintain up to 1,000 backup log files for the MYDM_en_US_UTF-8.log and 1,000 backup log files for
the MYDM_fr_UTF-8.log.


The number of log files retained is determined by the value of SM_BACKUP_FILE_LIMIT. When a
Manager starts up, it renames a file that matches its log filename, adding a .bak to the name. If there is
an existing .bak file, the .bak will be replaced with .NNN.


For example, if the SM_BACKUP_FILE_LIMIT environment variable is set to 3, the process is as follows:


1 A log file is created and it is named MYDM_en_US_UTF-8.log.
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2 The MYDM_en_US_UTF-8.log file created in step 1 is rolled over:


n The MYDM_en_US_UTF-8.log file created in step 1 is renamed to
MYDM_en_US_UTF-8.log.bak.


n A new MYDM_en_US_UTF-8.log file is created.


3 The MYDM_en_US_UTF-8.log file created in step 2 is rolled over:


n The MYDM_en_US_UTF-8.log.bak file renamed in step 2 is now renamed to
MYDM_en_US_UTF-8.log.001.


n The MYDM_en_US_UTF-8.log file created in step 2 is renamed to
MYDM_en_US_UTF-8.log.bak.


n A new MYDM_en_US_UTF-8.log file is created.


4 The MYDM_en_US_UTF-8.log file created in step 3 is rolled over:


n The MYDM_en_US_UTF-8.log.bak file renamed in step 3 is renamed to
MYDM_en_US_UTF-8.log.002.


n The MYDM_en_US_UTF-8.log file created in step 3 is renamed to
MYDM_en_US_UTF-8.log.bak.


n A new MYDM_en_US_UTF-8.log file is created.


5 The MYDM_en_US_UTF-8.log file created in step 4 is rolled over:


n The MYDM_en_US_UTF-8.log.bak file renamed in step 3 is renamed to
MYDM_en_US_UTF-8.log.003.


n The MYDM_en_US_UTF-8.log file created in step 4 is renamed to
MYDM_en_US_UTF-8.log.bak.


n A new MYDM_en_US_UTF-8.log file is created.


6 Since the limit of MYDM_en_US_UTF-8.log.NNN files that are retained is set to 3, when the
MYDM_en_US_UTF-8.log file created in step 5 is rolled over:


n The oldest log file, MYDM_en_US_UTF-8.log.001 from step 3 , is deleted.


n The MYDM_en_US_UTF-8.log.bak file renamed in step 5 is renamed
MYDM_en_US_UTF-8.log.004.


n The MYDM_en_US_UTF-8.log file created in step 5 is renamed
MYDM_en_US_UTF-8.log.bak.


n A new MYDM_en_US_UTF-8.log is created.
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Environment Variables Used by
VMware Software 8
This chapter includes the following topics:


n How variable values are interpreted


n Methods for setting environment variables for VMware software


n Environment variables for users


How variable values are interpreted
This section describes how SDK software interprets the value of an environment variable. If a variable,
such as SM_BROKER_DEFAULT, requires that its value be formatted in a particular manner, it is noted in
the description of the variable.


How integer variables are interpreted
When the value of an environment variable is to be expressed as an integer, SDK software interprets the
value of the variable as follows:


n Any leading white space is skipped. If the next character is a plus sign (+) or a minus sign (-), it is also
skipped. If the next character was a minus sign, the final numeric value is negated.


n If the value starts with a number other than zero, it may contain only the digits zero through nine, and
it is considered a decimal number.


n If the value starts with “0x” or “0X”, it may contain the digits zero through nine, as well as the letters
“a” through “f” and “A” through “F”. At least one digit or letter must follow the “x” or “X”. The value is
treated as a hexadecimal number.


n If the value starts with a zero and is not followed by a “x” or “X”, it may contain only the digits zero
through seven, and it is treated as an octal number.


Otherwise, the variable does not represent a numeric value. In most cases, an error message is
printed. In a few cases, the numeric value is simply taken to be zero.


Examples of numeric values provides examples of numeric values and how they are interpreted by
SDK software.
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Table 8‑1.  Examples of numeric values


Numeric value Meaning


"0" The value zero.


" 10" The value ten. The leading white space is ignored.


"+010" The value eight, octal.


"0x10" The value sixteen, hexadecimal.


"-123" The value negative one hundred twenty-three.


"abc" An illegal value, may be treated as zero.


"019" An illegal value, leading zero makes it octal, but octal numbers cannot contain a nine. This value
may be treated as zero.


"1 " An illegal value, leading white space is ignored but trailing white space is not. This value may be
treated as zero.


"0X" An illegal value, at least one digit or letter must follow the “OX”. This value may be treated as
zero.


"- 23" An illegal value, embedded white space is not permitted. This value may be treated as zero.


How Boolean variables are interpreted
When an environment variable is expressed as a Boolean, SDK software interprets the value of the
variable, when set, as follows:


n If the value starts with a letter, an uppercase “T” or a lowercase “t” or an uppercase “Y” or a
lowercase “y”, the variable is interpreted as true. If the value starts with any other letter, the variable is
interpreted as false.


n If the value can be interpreted as an integer variable, and it has a value of zero, the variable is
interpreted as false. If the value is anything other than zero, the variable is interpreted as true.


n For any other value, the variable is interpreted as false.


Methods for setting environment variables for VMware
software
You can use one of the following methods to set an environment variable. The difference between these
methods is that one sets the environment variable across an SDK product suite and the other sets the
environment variable for a particular program.


Setting an VMware environment variable suite-wide
When necessary, you can set an environment variable so that an SDK product suite installed in that
location can use it. For example, the SM_BROKER_DEFAULT variable, the value of which is set during
installation, is used in this manner.
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To set an environment variable so that it can be used by the programs of an SDK product suite, add it to
the runcmd_env.sh file, which is located in the BASEDIR/smarts/local/conf directory of that product suite.


1 Use sm_edit to open the runcmd_env.sh file. Invoke sm_edit from the BASEDIR/smarts /bin directory:


 sm_edit conf/runcmd_env.sh


2 Add the environment variable and its value by using the following syntax:


 SM_AUTHORITY="<STD>"


3 Save the runcmd_env.sh file and close it.


4 Any SDK program within a product suite started after this point will use the applicable environment
variables specified in the runcmd_env.sh file. SDK programs that are already running need to be
restarted for any new environment variable to take effect.


Setting an VMware environment variable for a program
You can also set an environment variable so that it only affects a particular program. Typically, this is done
by adding the environment variable to the program™s sm_service command line. For example, if you
want a Manager to use a particular serverConnect.conf file, you would specify the
SM_SERVERCONNECT variable in the sm_service command line for that program.


The following example sets the value of the SM_SERVERCONNECT environment variable to point to the
server_Connect_IP.conf file.


1 Use the sm_service show action with the --cmdline option to display the existing command line for
the program. You must have administrative privileges when typing this command.


 t 


                  BASEDIR/smarts


               /bin/sm_service show --cmdline ic-am-server s


                  BASEDIR/smarts


               /bin/sm_service install


 --startmode=runonce ic-am-server


  


                  BASEDIR/smarts


               /bin/sm_server


   --name=INCHARGE-AM


   --config=icf


    --bootstrap=bootstrap-am.conf


    --port=0


    --ignore-restore-errors


    --output
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2 Use the sm_service install action with the --force option to add the environment variable to the
command line. The --env option specifies the environment variable.


 t 


                  BASEDIR/smarts


               /bin/sm_service install --force 


 --startmode=runonce


 --env=SM_SERVERCONNECT=


                  BASEDIR/smarts


               /conf


 /serverConnect_IP.conf


 ic-am-server


  


                  BASEDIR/smarts


               /bin/sm_server


   --name=INCHARGE-AM


   --config=icf


   --bootstrap=bootstrap-am.conf


   --port=0


   --ignore-restore-errors


    --output s


3 Do one of the following:


n Start the program.


n Stop and restart the program.


Environment variables for users
The following list of environment variables can be applied to SDK software.


n SM_DISPLAY


n SM_EDITOR


n SM_SNMP_BUG_COMPATIBLE


n SM_SNMP_MAX_MESSAGE_SIZE


n SM_ENABLE_SNMP_SET


n SM_MAIN_OPTIONS


n SM_OUTGOING_PROTOCOL


n SM_INCOMING_PROTOCOL


n SM_DISABLE_KEEPALIVES


n SM_IP_VERSIONS


n SM_MAX_MONITORING_THREADS


n SM_AUDIT_CLIENT_ACTIONS
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n SM_AUDIT_ALL_CONNECTIONS


n SM_NO_LINE_FOLD


n SM_FOLD_WIDTH


n SM_HOSTSFILE


n SM_LOCALE


n SM_ENCODING_SHELL


n SM_ENCODING_SYSTEM


n SM_ENCODING_INPUT


n SM_ENCODING_OUTPUT


n SM_JAVA_PACKAGE_ROOT


n SM_JDK_HOME


n SM_JAVA


n SM_JAVAHOME


n SM_BROKER_DEFAULT


n SM_BROKER


n LM_LICENSE_FILE


n SM_LICENSE


n SM_LMGRD_LICENSE_FILE


n SM_AUTHORITY


n SM_KEYFILE


n SM_CLIENTCONNECT


n SM_OKLOGIN_LEVEL


n SM_SERVERCONNECT


n SM_DATETIME_FORMAT


n TZ


n LC_TIME


n SM_BACKUP_FILE_LIMIT


n SM_WRITEABLE


n SM_LOGFILES


n SM_RULESET_PATH


n SM_COUNT_REPOS_LOCKS


n SM_REPOS_LOCKS_LIMIT
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SM_DISPLAY
This environment variable specifies the location of a client’s X Window System display (typically for a
console user). Output from a server tool that uses the X protocol is directed to the display specified by
SM_DISPLAY. Only VMware Smart Assurance Service Assurance Manager uses this variable.


SM_EDITOR
This environment variables enables you to set the text editor that is invoked by the sm_edit utility. When
SM_EDITOR is not defined, the sm_edit utility uses the value of one of the following system environment
variables: VISUAL then EDITOR. If these environment variables are not defined, the sm_edit utility uses
the following editors:


n Edit editor on UNIX systems


SM_SNMP_BUG_COMPATIBLE
SDK implementation of the SNMP protocol is strict in that SDK software only sends or receives SNMP
messages that conform to the SNMP standard. By default, SDK software only accepts conforming SNMP
messages. Unfortunately, not all SNMP implementations are as strict. The result is that SDK programs
may receive nonconforming SNMP messages.


In some cases, SDK software can successfully interpret and handle nonconforming messages. If you set
the SM_SNMP_BUG_COMPATIBLE environment variable, SDK software will accept the nonconforming
SNMP messages in two cases:


n When the type of an SNMP variable is not the required type but the value can be unambiguously
interpreted as the required type. An example is when a TimeTicks variable type is sent as an
Unsigned32 or non-negative Integer32 variable.


n When the type of an SNMP variable is inconsistent with the version of the SNMP protocol that
delivers the message. An example is when a Counter64 variable is sent in a version 1 (v1) SNMP
message.


When the SM_SNMP_BUG_COMPATIBLE environment variable is set, any invalid SNMP message
that is accepted by the SDK software is logged at a warning level to pinpoint the source of the invalid
SNMP message and to determine the reason why it is invalid.


SM_SNMP_BUG_COMPATIBLE is a Boolean.


SM_SNMP_MAX_MESSAGE_SIZE
SM_SNMP_MAX_MESSAGE_SIZE is an environment variable that controls the maximum size of the
SNMP datagram that is processed. The default value is 8k (8192 bytes).
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The default size can be overridden by setting the environment variable
SM_SNMP_MAX_MESSAGE_SIZE to the required maximum size. For example, setting
SM_SNMP_MAX_MESSAGE_SIZE equal to 16384 sets the maximum to 16k, which is double the default
value.


If you try to set SM_SNMP_MAX_MESSAGE_SIZE to less than 1472 (the recommended minimum for
UDP/IPv4 per RFC-3417, section 3.2), it will be silently adjusted to be exactly 1472.


Note   Although SM_SNMP_MAX_MESSAGE_SIZE can be used to set the maximum SNMP datagram
size to less than the default 8k, this is strongly discouraged.


If you try to set SM_SNMP_MAX_MESSAGE_SIZE greater than 64k (65536 bytes), it will be set to
exactly 65536. A value of 65536 bytes is the largest possible datagram size supported by UDP.


Important   Setting SM_SNMP_MAX_MESSAGE_SIZE to large values will increase server memory
usage. This is especially true for trap processing during periods of high trap reception rate. Therefore, this
option should only be used when it is needed to communicate with SNMP devices sending unusually
large datagrams. Only increase the setting of this environment variable on the specific Domain Managers
which manage those devices.


SM_ENABLE_SNMP_SET
This environment variable is disabled by default.


n When set to 1, it enables the use of the SM_SNMP_Actions::Set( ) method.


n When it is disabled (set to 0), the method cannot be used to set the value of an OID.


SM_MAIN_OPTIONS
The environment variable SM_MAIN_OPTIONS enables you to set default values for the standard
options supported by SDK software, as described in Standard options supported by
SM_MAIN_OPTIONS. You can override the values specified by SM_MAIN_OPTIONS by providing
alternative values on the command line.


Table 8‑2.  Standard options supported by SM_MAIN_OPTIONS


Standard option Definition


--accept=<hosts> Specify a list of hosts, by name or IP address, from which SDK programs accept connections.
Multiple entries should be separated by commas.


By default, SDK programs accept connections from any host. SDK programs that accept
connections are dmstart, sm_server, sm_adapter, and sm_trapd. Note that sm_adapter and
sm_trapd accept only connections when started with the --name option.


To limit connections to the host on which SDK software is installed, specify the name or IP
address of the host instead of localhost.


--daemon Run the SDK program as a daemon (UNIX only). Messages generated from internal logging
calls are directed to the log file. Log files are written to the BASEDIR/smarts/logs directory.
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Table 8‑2.  Standard options supported by SM_MAIN_OPTIONS (Continued)


Standard option Definition


--facility=<facility> Instructs the SDK program to log any syslog messages with the specified syslog facility
(UNIX/Linux only). The default is Daemon.


The <facility> setting can be one of the following:
n Kern
n User
n Mail
n Daemon
n Auth
n Lpr
n News
n Uucp
n Cron
n Local0
n Local1
n Local2
n Local3
n Local4
n Local5
n Local6
n Local7


--errlevel=<level> Specify the minimum level at which error events are written to the standard error output.
Possible values include: none, emergency, alert, fatal, critical, error, warning, notice,
informational, debug. The default is warning. (Note that fatal is equivalent to emergency, alert,
or critical.)


--loglevel=<level> Specify the minimum level at which event messages are written to the system logging facility.
Possible values include: none, emergency, alert, fatal, critical, error, warning, notice,
informational, debug. The default is error. (Note that fatal is equivalent to emergency, alert, or
critical.)


--logname=<name> Specify the name used to identify the SDK program in the system log. On UNIX systems, the
default is the program name.


--output[=<file>] Messages generated from internal logging calls are directed to a log file. Log files are written
to the BASEDIR/smarts/logs directory. If <file> is not specified, the value of --logname is used.


If a log file with specified name already exists, it is moved to a backup file,
BASEDIR/smarts/local/logs/<file>.bak. If the backup file already exists, it is deleted.


--tracelevel=<level> Specify the minimum level at which a process stack trace is written to the standard error
output. Possible values include: none, emergency, alert, fatal, critical, error, warning, notice,
informational, debug. The default is fatal. (Note that fatal is equivalent to emergency, alert, or
critical.)
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Table 8‑2.  Standard options supported by SM_MAIN_OPTIONS (Continued)


Standard option Definition


--useif=<IP address> Specifies the IP address that the SDK program should use as the source address for outgoing
packets and the destination address for which it accepts incoming packets. <IP Address>
must be a *v4* address.


--version Print the version of the SDK program.


For example, if you set SM_MAIN_OPTIONS to --errlevel=fatal, then SDK programs will record all errors
with a level of fatal or higher.


SM_OUTGOING_PROTOCOL
This environment variable controls the kinds of connections that an SDK program acting as a client is
allowed to initiate. It can contain one or more numbers. These numbers specify the security level at which
communications can occur. If more than one is specified, they must be separated with commas. If the
variable is not set, it is the same as specifying "0".


SM_INCOMING_PROTOCOL
This environment variable controls the kinds of connections that an SDK program acting as a server is
allowed to accept. It can contain one or more numbers. If more than one is specified, they must be
separated with commas. If the variable is not set, it is the same as specifying "0".


SM_DISABLE_KEEPALIVES
This environment variable controls KeepAlive messages for both Managers and clients. To disable
KeepAlive messages, specify a nonzero number. To enable the messages, specify a zero (0).


SDK software uses KeepAlive messages to test TCP connections between SDK components. If a
KeepAlive message is not received, a message is written to the Manager’s log file. These logged
messages may indicate that failed KeepAlive messages may be the result of other software applications
and hardware not supporting TCP urgent data, and not the result of the connection being down.


To control KeepAlive messages for only the Global Console, specify the Java property
com.smarts.disable_keepalives as described in the
VMware Smart Assurance Service Assurance Manager Operator Guide.


SM_IP_VERSIONS
The SM_IP_VERSIONS environment variable enables you to control the address family used for
hostname resolution. It affects the following:


n VMware Smart Assurance utilities that use a command line (for example, sm_snmpwalk, dmctl,
sm_tpmgr)


n Name resolution during discovery


n ASL scripts


n Ping
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n DNS lookup


SM_IP_VERSIONS also controls which ports a Domain Manager listens on:


n If SM_IP_VERSIONS is set to "v4" or "v6", a Domain Manager will only open sockets and listen on
that address family.


n If SM_IP_VERSIONS is set to "v4v6" or "v6v4", a Domain Manager will listen on both address
families.


The SM_IP_VERSIONS setting is also dependent on the address family as follows:


n If you are running on a system which only supports a single address family, it is recommended that
SM_IP_VERSIONS be set to "v4" or "v6", as appropriate.


n If you are running on a system which supports both address families, set it to the value which best
describes your administrative preferences.


The variable can be set depending on the order in which you want to do hostname resolution.If the
variable is not set, and the address family is not explicitly provided on the command line (for example,
frame.someDomain.vmware.com:v4), the default behavior is to resolve the hostname as an IPv4
hostname. The variable should be set to the address family that is predominate for the network.


To set this variable, add it to the runcmd_env.sh file, which is located in the
BASEDIR/smarts/local/conf directory of the product suite.


The syntax of the environment variable is:


SM_IP_VERSIONS="<ip_value>"


Acceptable values for the SM_IP_VERSIONS environment variable lists acceptable values for the
SM_IP_VERSIONS environment variable.


Table 8‑3.  Acceptable values for the SM_IP_VERSIONS environment variable


ip_value Description


"V4" The hostname is resolved to an IPv4 hostname (default).


"V6" The hostname is resolved to an IPv6 hostname.


"V4V6" The hostname is resolved to an IPv4 hostname. If that fails, the Domain Name System server tries to
resolve the hostname to an IPv6 hostname.


"V6V4" The hostname is resolved to an IPv6 hostname. If that fails, the Domain Name System server tries to
resolve the hostname to an IPv4 hostname.


Note: The acceptable value can also be lowercase ("v4", "v6", "v4v6" or "v6v4").


Detailed instructions about setting environment variables and information about the runcmd_env.sh file is
provided in the Methods for setting environment variables for VMware software.


SM_MAX_MONITORING_THREADS
TheSM_MAX_MONITORING_THREADS environment variable represents the maximum number of
monitoring threads that the monitoring system will use for monitoring changes. The default value is 3.
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The recommended values are described in Recommended values for
SM_MAX_MONITORING_THREADS.


Table 8‑4.  Recommended values for SM_MAX_MONITORING_THREADS


Platform Recommended value


All supported platforms Up to 3, but no more than the number of CPUs on the machine.


SM_AUDIT_CLIENT_ACTIONS
Setting the SM_AUDIT_CLIENT_ACTIONS environment variable equal to 1 produces the log if the client
requests it. However, even if the client requests it, auditing does not occur if it has not been enabled on
the server with either the SM_AUDIT_CLIENT_ACTIONS variable, or the
SM_AUDIT_ALL_CONNECTIONS environment variable, which is described in 
SM_AUDIT_ALL_CONNECTIONS.


SM_AUDIT_ALL_CONNECTIONS
Setting the SM_AUDIT_ALL_CONNECTIONS environment variable equal to 1 forces the logging even if
the client does not request it. If you set SM_AUDIT_ALL_CONNECTIONS equal to 1, then you do not
have to set SM_AUDIT_CLIENT_ACTIONS, described in SM_AUDIT_CLIENT_ACTIONS.


If you set SM_AUDIT_ALL_CONNECTIONS, you do not need to modify the client. However, if you
suspect a specific client you might still want to use the by-request-only access provided by
SM_AUDIT_CLIENT_ACTIONS to reduce the amount of logging coming from other sources.


SM_NO_LINE_FOLD
The environment variable SM_NO_LINE_FOLD can be set to prevent the line wrapping in log files. Add
the following lines to the BASEDIR/local/conf/runcmd_env.sh file:


export SM_NO_LINE_FOLD


SM_NO_LINE_FOLD="TRUE"


You can use any string value for SM_NO_LINE_FOLD, it is only if it has no string associated with it that
lines fold.


SM_FOLD_WIDTH
The SM_FOLD_WIDTH environment variable removes the default line wrapping of exception messages
in the log file. The lines will only wrap if SM_FOLD_WIDTH=X where X specifies the column at which to
fold the lines.
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SM_HOSTSFILE
On 32-bit Solaris builds of SDK software, a bug in the Solaris system libraries prevents /etc/hosts from
being read properly if more than 256 file descriptors are in use. If you set SM_HOSTSFILE=1 in the
environment, then /etc/hosts is read using application code, bypassing the system libraries as a work-
around to this problem.


Note   This work-around only handles IPv4 addresses in /etc/hosts. The work-around does not work for
IPv6 addresses, and will not read /etc/ipnodes (or /etc/inet/ipnodes). IPv6 addresses obtained from DNS
are handled properly in all cases. If it is necessary to obtain IPv6 addresses from /etc/ipnodes, you should
use the 64-bit version of the product.


SM_HOSTSFILE is only available on Solaris versions of SDK software. It operates in both 32 and 64-bit
builds, but since the 64-bit system libraries work properly, it is recommended that it not be set on 64 bit
builds.


Variables that control the locale and encoding
These variables specify the local and encoding used by SDK programs.


SM_LOCALE
The SM_LOCALE environment variable specifies the appropriate language and region in which you want
to see output. In general, SM_LOCALE must be specified consistently with advice in IETF RFC
1766/3066. If you do not specify a value for SM_LOCALE, it defaults to en_US.


ICU allows for some flexibility on the case (upper and lower) of the language and country codes and for
the separator character used to join the two.


SDK software will convert the value specified in SM_LOCALE to a normalized form that can be
recognized by all ICU library functions which take a locale argument. The normalization (done by calling
the ICU function, uloc_canonicalize) enables ICU library functions to perform predictably.


export SM_LOCALE=ja_JP


sm_server –-name=Tokyo


SM_ENCODING_*
There are four SM_ENCODING_* environmental variables that can be set.


n SM_ENCODING_SHELL indicates the encoding used by the shell, primarily useful for specifying
what encoding is used for command line arguments.


n SM_ENCODING_SYSTEM indicates the encoding used for internal interaction with the operating
system.


n Primarily dictates the encoding used for file system access.


n Secondarily indicates the encoding used when internally accessing the environment.
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n SM_ENCODING_INPUT indicates the encoding used by stdin.


n SM_ENCODING_OUTPUT indicates the encoding used by stdout and stderr.


Tuning the SM_ENCODING_INPUT and SM_ENCODING_OUTPUT values is primarily useful if you
are redirecting or piping text somewhere other than the shell.


On UNIX the behavior is:


n If SM_ENCODING_SHELL is not set, then its value will default to "UTF-8."


n If SM_ENCODING_SYSTEM is not set, then its value will mirror SM_ENCODING_SHELL.


n If SM_ENCODING_INPUT is not set, then its value will mirror SM_ENCODING_SHELL.


n If SM_ENCODING_OUTPUT is not set, then its value will mirror SM_ENCODING_INPUT.


Note   In UNIX it generally makes sense to set all four values identically.


The following example sets the encoding to Shift_JIS.


export SM_ENCODING_INPUT=Shift_JIS


export SM_ENCODING_OUTPUT=Shift_JIS


export SM_ENCODING_SHELL=SHIFT_JIS


export SM_ENCODING_SYSTEM=Shift_JIS


Variables that control Java settings
These variables specify the Java settings.


SM_JAVA_PACKAGE_ROOT
The SM_JAVA_PACKAGE_ROOT environment variable can be used to specify the java package root.


SM_JDK_HOME
The SM_JDK_HOME environment variable is used to indicate the location of the JDK, if present. If you
provide the location of the JDK while running the appropriate setup script, then the SM_JDK_HOME
variable will be defined in the runcmd script.


Note   If you are using a 64-bit version of the SDK software, then you should set SM_JDK_HOME to the
location of a 64-bit version of the JDK. Likewise, if you are using a 32-bit version of the SDK software,
then you should set SM_JDK_HOME to indicate the location of a 32-bit version of the JDK.


SM_JAVA
The SM_JAVA environment variable specifies a Java Runtime Environment (JRE) other than that in
BASEDIR/smarts/jre. The contents are the paths to the libraries of the JRE. On UNIX, the value of
SM_JAVA is added to the LD_LIBRARY_PATH (Solaris and Linux).


This variable is optional. If left unset, runcmd will assume standard paths relative to the value of
SM_JAVAHOME.
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SM_JAVAHOME
The SM_JAVAHOME environment variable is used in conjunction with SM_JAVA to specify a non-
standard JRE. It specifies the location of the JRE, and defines the value of the JVM's "java.home" system
property.


n If SM_JAVAHOME is left unset and SM_JDK_HOME was specified, then SM_JAVAHOME will
effectively be set to SM_JDK_HOME/jre.


n If left unset and SM_JDK_HOME is also unset, and if the BASEDIR/jre directory exists, then
SM_JAVAHOME will effectively be set to BASEDIR/jre.


Variables that control the Broker
These variables control the location of the Broker.


SM_BROKER_DEFAULT
This environment variable specifies the default location of the Broker. When you install SDK software, you
are prompted for the host location of the Broker and its port number. The Broker’s location can be
specified in any one of the following formats: “host:port”, “host” or “:port”. When the host or port values are
omitted, the default value is used. The default host value is “smarts-broker” or “localhost”. The default port
value is 426. If the location of the Broker changes, you must edit the runcmd_env.sh file on all systems
where SDK software is installed. In addition, you may have to edit the Broker startup script.


SDK software follows these steps to determine the Broker’s location:


1 Verifies whether the Broker’s location was specified as an option at startup. When this option is
specified, no other options are checked.


2 It checks the value of the SM_BROKER_DEFAULT environment variable. If this variable is set, no
other options are checked.


3 It checks if the Broker is running on the host smarts-broker and listening on TCP port 426.


4 If smarts-broker is not defined, the program checks port 426 on localhost.


Note   The hostname smarts-broker is usually an alias, such as a DNS CNAME.


SM_BROKER
SM_BROKER should only be set in special cases when you want to override the default Broker. For
example, if you have to temporarily move your Broker in an emergency or test situation, you could set this
variable.


Under normal circumstances, you should use the SM_BROKER_DEFAULT environment variable to set
the default location of the Broker.


Variables that control VMware security
These variables specify the security used by SDK programs.
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SM_AUTHORITY
This environment variable determines the selection of the authority programs used by the SDK software
for different parts of the authentication process. For example:


SM_AUTHORITY=IDENTIFY=<program1>,AUTHENTICATE=<program2>


where:


n <program1> is the program granting credentials


n <program2> is the program validating credentials.


Note   Program1 and program2 may refer to the same program.


n SM_AUTHORITY=<STD> means:


 SM_AUTHORITY=IDENTIFY=sm_authority,AUTHENTICATE=sm_authority


n SM_AUTHORITY=<NONE> means:


 SM_AUTHORITY=IDENTIFY=sm_authnone,AUTHENTICATE=sm_authnone


n SM_AUTHORITY=someAuthority means:


 SM_AUTHORITY=IDENTIFY=someAuthority,AUTHENTICATE=someAuthority


Optional arguments can be specified after the authority name. A comma may not be included within
the program name. A comma may appear in the arguments if the argument is quoted.


If SM_AUTHORITY is not specified, SM_AUTHORITY=<STD> is assumed.


SM_KEYFILE
This environment variable specifies the location of the imk.dat file. By default, this variable refers to
BASEDIR/smarts/local/conf/imk.dat.


SM_CLIENTCONNECT
This environment variable enables you to specify an alternate location for the clientConnect.conf client-
side authorization file. You must specify the full path, including the filename. The default location is the
BASEDIR/smarts/local/conf/clientConnect.conf directory.


SM_OKLOGIN_LOGLEVEL
This environment variable enables the logging of successful logins at ERROR severity, rather than
NOTICE.


SM_OKLOGIN_LOGLEVEL is a Boolean.
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SM_SERVERCONNECT
This environment variable enables you to specify an alternate location for the serverConnect.conf server-
side authorization file. You must specify the full path, including the filename. The default location is the
BASEDIR/smarts/local/conf/serverConnect.conf directory.


Variables that control date and time formatting
Managers and adapters format dates and times for printing in log files, archive files, and various
messages. You can control many aspects of this formatting with the following variables.


Most dates and times displayed in SDK consoles are formatted by the consoles themselves and are not
controlled by these variables.


Additional information can be found on many systems, such as:


n man pages on UNIX systems


SM_DATETIME_FORMAT
The SM_DATETIME_FORMAT environment variable determines the default value for the
si_i18n_datetime_format() function. The si_i18n_datetime_format() function is the basis of CI_Time and
CI_Exception. In addition, CI_Logger uses CI_Time classes to render times. Therefore, the
SM_DATETIME_FORMAT environment variable determines the default rendering for any and all
timestamps.


The SM_DATETIME_FORMAT environment variable determines the default rendering for any and all
timestamps. The SM_DATETIME_FORMAT environment variable can be set to several different values. If
you do not set the value of the SM_DATETIME_FORMAT variable, then the default is SI_DAT_LONG.


The following examples show the output, based on the setting.


SM_DATETIME_FORMAT=SI_DAT_LOCALE_NEUTRAL


  1969/12/31 20:00:42


SM_DATETIME_FORMAT=SI_DAT_SHORT


  31/12/69 20:00


SM_DATETIME_FORMAT=SI_DAT_MEDIUM


  31 déc. 1969 20:00:42


SM_DATETIME_FORMAT=SI_DAT_LONG


  31 décembre 1969 20:00:42 HMG-05:00


SM_DATETIME_FORMAT=SI_DAT_FULL


  mercredi 31 décembre 1969 20:00:42 États-Unis (New York)


SM_DATETIME_FORMAT=SI_DAT_DEFAULT


  31 décembre 1969 20:00:42 HMG-05:00


SM_DATETIME_FORMAT=


  31 décembre 1969 20:00:42 HMG-05:00


SM_DATETIME_FORMAT=bogus


31 décembre 1969 20:00:42 HMG-05:00
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TZ
This system environment variable determines which time zone is used when formatting a time. As such, it
controls the conversion from an internal time base to the appropriate local time. The syntax is 
TZ=NNNshh:mmDDD, where:


n NNN is the time zone name.


n s is an optional sign.


n hh and mm are the offset in hours and minutes from GMT. Positive offsets represent time zones
behind GMT, negative offsets represent those ahead of GMT.


n DDD is the corresponding name of Daylight Savings time when it is in effect.


For example, in the eastern United States, TZ is set to EST5EDT - eastern standard time/eastern
daylight time, where EST is five hours behind GMT.


All UNIX systems use a system initialization file to set this variable.


LC_TIME
This system environment variable controls the formatting of dates and times. By default, Managers use
time and date formats that are sensitive to locale settings. For example, if you chose a date format that
includes the name of the day of the week, in the English locale, the first weekday is formatted as Monday,
while in the French locale it is formatted as Lundi.


If LC_TIME is not set, the system variable LC_ALL is used. If LC_ALL is not set either, the system
variable LANG is used. Finally, if LANG is not set, a default “C locale” (essentially US English) is used.


The locale names and available locales are system specific.


Variables that control how VMware programs read and write files
These variables control the location of SDK output, such as log files and repository. They also control the
location from which SDK programs read files, such as ASL scripts.


SM_BACKUP_FILE_LIMIT
SDK programs create a new log file when they are restarted or when the log file is rolled over. This
environment variable determines the number of log files that are saved by SDK programs. Chapter 7
Managing Log Files provides additional information, including an example.


If this environment variable is set to 0, only the current log file and a backup of the previous log file are
saved. If this variable is set to an invalid value, a warning message is written to the log file and the default
value is used instead. Valid values are 0 through 999; the default value is 3.


SM_WRITEABLE
This environment variable specifies the location where SDK software writes output files such as
repositories, log files, and saved consoles. By default, the location is set to BASEDIR/smarts/local. If you
set the SM_WRITEABLE variable, you must also create the underlying directories.
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Directories controlled by SM_WRITEABLE lists the directories whose location is controlled by
SM_WRITEABLE:


Table 8‑5.  Directories controlled by SM_WRITEABLE


Subdirectory Contents


/consoles Saved consoles


/logs Log files


/repos Repository files


The location where log files are saved can be separately controlled with the SM_LOGFILES environment
variable.


SM_LOGFILES
This environment variable is used to specify the location where log files should be written. Setting this
variable is optional. If there is no value assigned to this variable, the log files will be written to the location
SM_WRITEABLE/logs. If you set SM_LOGFILES, you must also create the /logs directory at the location
specified by the variable.


This variable takes precedence over the value of the SM_WRITEABLE environment variable.


SM_RULESET_PATH
By default, SDK programs only invoke ASL scripts located in the BASEDIR/smarts/rules directory, the
BASEDIR/smarts/local/rules directory, or a subdirectory of one of these directories. You can use this
environment variable to specify additional locations from which SDK programs can invoke ASL scripts.


When set, the directories specified by SM_RULESET_PATH are searched before the system defaults.


Variables that control thread locks
These variables control thread locking in SDK programs.


SM_COUNT_REPOS_LOCKS
A Manager crashes whenever the stack used by a thread exceeds the space allocated. Threads acquire
locks to access instances in the Manager’s repository. If a thread exceeds a certain number of locks, then
the lock fails with an error code of ELOOP and a message is written to the log file.


This environment variable is used to control lock counting. SM_COUNT_REPOS_LOCKS must be set
before starting the Manager. By default, the lock counting is turned off. To enable lock counting, set
SM_COUNT_REPOS_LOCKS to TRUE, yes, or 1.


SM_REPOS_LOCKS_LIMIT
This environment variable determines the number of locks which, if exceeded, causes the ELOOP error.
SM_REPOS_LOCKS_LIMIT must be an integer number. The default value is 50.
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VMware recommends a value that is less than 100. Setting low values might cause legitimate requests to
fail and affect analysis. Setting high values might allow the thread to run out of stack space before
reaching the lock count limit.
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Wildcards Used by VMware
Software 9
Types of wildcard patterns
A wildcard pattern is a series of characters that are matched against incoming character strings. You can
use these patterns when you define pattern matching criteria.


Matching is done strictly from left to right, one character or basic wildcard pattern at a time. Basic wildcard
patterns are defined in Basic wildcard patterns. Characters that are not part of match constructs match
themselves. The pattern and the incoming string must match completely. For example, the pattern abcd
does not match the input abcde or abc.


A compound wildcard pattern consists of one or more basic wildcard patterns separated by ampersand
(&) or tilde (~) characters. A compound wildcard pattern is matched by attempting to match each of its
component basic wildcard patterns against the entire input string. Compound wildcard patterns are listed
in Compound wildcard patterns.


If the first character of a compound wildcard pattern is an ampersand (&) or tilde (~) character, the
compound is interpreted as if an asterisk (*) appeared at the beginning of the pattern. For example, the
pattern ~*[0-9]* matches any string not containing any digits. A trailing instance of an ampersand
character (&) can only match the empty string. A trailing instance of a tilde character (~) can be read as
“except for the empty string.”


Note   Spaces are interpreted as characters and are subject to matching even if they are adjacent to
operators like “&”.


Table 9‑1.  Basic wildcard patterns


Character Description


? Matches any single character.


For example, server?.example.com matches server3.example.com and serverB.example.com, but not
server10.example.com.


* Matches an arbitrary string of characters. The string can be empty.


For example, server*.example.com matches server-ny.example.com and server.example.com (an empty
match).
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Table 9‑1.  Basic wildcard patterns (Continued)


Character Description


[set] Matches any single character that appears within [set]; or, if the first character of [set] is (^), any single
character that is not in the set. A hyphen (-) within [set] indicates a range, so that [a-d] is equivalent to
[abcd]. The character before the hyphen (-) must precede the character after it or the range will be empty.
The character (^) in any position except the first, or a hyphen (-) at the first or last position, has no special
meaning.


For example, server[789-].example.com matches server7.example.com through server9.example.com,
but not server6.example.com. It also matches server-.example.com.


For example, server[^12].example.com does not match server1.example.com or server2.example.com,
but will match server8.example.com.


<n1-n2> Matches numbers in a given range. Both n1 and n2 must be strings of digits, which represent
nonnegative integer values. The matching characters are a non-empty string of digits whose value, as a
nonnegative integer, is greater than or equal to n1 and less than or equal to n2. If either end of the range
is omitted, no limitation is placed on the accepted number.


For example, 98.49.<1-100>.10 matches a range of IPv4 addresses from 98.49.1.10 through
98.49.100.10.


Example of an omitted high end of the range: <50-> matches any string of digits with a value greater than
or equal to 50.


Example of an omitted low end of the range: <-150> matches any value between zero and 150.


For a more subtle example: The pattern <1-10>* matches 1, 2, up through 10, with * matching no
characters. Similarly, it matches strings like 9x, with * matching the trailing x. However, it does not match
11, because <1-10> always extracts the longest possible string of digits (11) and then matches only if the
number it represents is in range.


| Matches alternatives. For example,”ab|bc|cd” without spaces matches exactly the three following strings:
“ab”, “bc”, and “cd”. A | as the first or last character of a pattern accepts an empty string as a match.


Example with spaces “ab | bc” matches the strings “ab” and “ bc”.


\ Removes the special status, if any, of the following character. Backslash (\) has no special meaning
within a set ([set]) or range (<n1-n2>) construct.


Special characters for compound wildcard patterns are summarized in Compound wildcard patterns.


Character Description


& “And Also” for a compound wildcard pattern. If a component basic wildcard pattern is preceded by & (or is the
first basic wildcard pattern in the compound wildcard pattern), it must successfully match.


Example: *NY*&*Router* matches all strings that contain NY and also contain Router.


Example: <1-100>&*[02468] matches even numbers between 1 and 100 inclusive. The <1-100> component
only passes numbers in the correct range and the *[02468] component only passes numbers that end in an
even digit.


Example: *A*|*B*&*C* matches strings that contain either an A or a B, and also contain a C.


~ “Except” for a compound wildcard pattern (opposite function of &).If a component basic wildcard pattern is
preceded by ~, it must not match.


Example: 10.20.30.*~10.20.30.50 matches all devices on network 10.20.30 except 10.20.30.50.


Example: *Router*~*Cisco*&*10.20.30.*~10.20.30.<10-20>* matches a Router, except a Cisco router, with an
address on network 10.20.30, except not 10.20.30.10 through 10.20.30.20.
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Introduction 1
This chapter describes the concepts of using VMware Smart Assurance Network Protocol Manager for
OSPF to manage Open Shortest Path First (OSPF) network connectivity.


This chapter includes the following topics:
n Terminology


n About Network Protocol Manager for OSPF


n Monitoring


n Analysis


n Notifications


Terminology
The VMware Smart Assurance Network Protocol Manager includes the following components:


n Network Protocol Manager for BGP


n Network Protocol Manager for EIGRP


n Network Protocol Manager for IS-IS


n Network Protocol Manager for OSPF


VMware Smart Assurance Network Protocol Manager for OSPF is an VMware Smart Assurance
Domain Manager. A Domain Manager is a service-assurance application associated with a particular
type of information-technology domain, such as networks, systems, applications, or application
services. For Network Protocol Manager for OSPF, the domain is the Open Shortest Path First
(OSPF) network, that is, an OSPF distributed application that is running in an IP network. Each
Domain Manager is autonomous in the sense that it:


n Maintains its own data models, repository, and problem signatures.


n Monitors and analyzes the discovered objects in its own domain.
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System and device
The term “system” is a generic term that represents a computer-based network entity, such as a host,
router, or switch. The term “device” has essentially the same meaning as system except that “device” also
conveys the sense of specific model, such as a specific model of host, router, or switch.


Modeled topology
Network Protocol Manager for OSPF uses VMware Smart Assurance ICIM class models to create within
its repository instances of OSPF logical routing topology objects, their relationships, and their logical
connections. The “modeled topology” mirrors the real topology in the managed network.


Object
The term “object” is intended to have a dual meaning: To simultaneously represent both (1) an instance
(ICIM object) in the modeled topology and (2) an instance (physical or logical entity) in the real topology.
The ICIM object corresponds to the entity in the real topology.


Event
The term “event” represents either a root-cause problem that is diagnosed by a Domain Manager or a
symptom that is detected by a Domain Manager. A Domain Manager correlates one or more symptoms to
diagnose a root-cause problem. Events that are used as symptoms to diagnose a problem can also be
perceived as impacts that are caused by the problem.


In this document, the term “problem” is used to mean a “root-cause problem” event, and the term “event”
is used to mean a “symptom” or an “impact” event.


Notification
The term “notification” is an VMware Smart Assurance event that is represented as an instance of the
ICIM ICS_Notification class. The VMware Smart Assurance Service Assurance Manager
(Global Manager) subscribes to VMware Smart Assurance events and stores them as
VMware Smart Assurance notifications in its repository.


Network Protocol Manager installation directory
In this document, the term BASEDIR represents the location where the software is installed:


n For UNIX, this location is: /opt/InCharge/<product>.


The <product> represents the VMware Smart Assurance product. For example, on UNIX operating
systems, VMware Smart Assurance Network Protocol Manager is, by default, installed
to: /opt/InCharge/NPM/smarts.
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Optionally, you can specify the root of BASEDIR to be something different, but you cannot change the
<product> location under the root directory.


The VMware Smart Assurance System Administration Guide provides detailed information about the
directory structure for VMware Smart Assurance software.


About Network Protocol Manager for OSPF
The flow of data across IP networks depends upon both the physical connectivity among the network
devices and the routing protocols that run on those devices. The routing protocols dictate the paths
across which packets flow within and between the independent networks, or autonomous systems.


Network Protocol Manager for OSPF diagnoses connectivity failures for an interior gateway protocol
known as Open Shortest Path First. Network Protocol Manager for OSPF, working with
VMware Smart Assurance IP Availability Manager, discovers and monitors network devices that are
running OSPF services, diagnoses OSPF-related failures, and exports the results of its analysis to the
VMware Smart Assurance Service Assurance Manager (Global Manager).
Network Protocol Manager for OSPF also detects common configuration problems that occur when
deploying and maintaining the routing infrastructure.


The challenge of managing routing-protocol connectivity is that of determining which routing-protocol
alarms are root-cause problems and which are symptoms of root-cause problems.


Network Protocol Manager for OSPF meets this challenge by:


n Correlating and analyzing the alarms generated as a result of a physical-transport or OSPF object
failure.


n Pinpointing the object failure.


n Identifying all monitored objects affected by the failure.


This functionality allows Network Protocol Manager for OSPF users to address the problem of the
failed object promptly and to dismiss all other alarms as symptoms of the problem.


Monitoring
Upon importing device topology from IP Availability Manager, Network Protocol Manager for OSPF
performs its own discovery on the devices to gather OSPF topology information. It models this information
as logical OSPF topology objects in its repository, and maps the OSPF topology to the underlying
physical-transport topology discovered by IP Availability Manager.


Network Protocol Manager for OSPF monitors the availability of the OSPF objects in its repository by:


n Subscribing to certain device, card, interface, and network-connection status updates from
IP Availability Manager.


n Monitoring the status of the OSPF objects through:


n SNMP polling.


n SNMP trap message processing (optional).
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n Syslog message processing (optional).


SNMP polling
Network Protocol Manager for OSPF monitors OSPF-enabled Cisco and Juniper devices by periodically
sending SNMP polls to the devices to collect the status information needed to determine the availability of
the OSPF objects.


SNMP polling is controlled through a Polling and Thresholds Console attached to
Network Protocol Manager for OSPF.
VMware Smart Assurance Network Protocol Manager Configuration Guide provides information about
customizing SNMP polling.


SNMP trap and syslog processing
When SNMP trap and syslog processing is enabled, Network Protocol Manager for OSPF obtains status
for the OSPF-enabled devices by extracting the following information from the SNMP trap messages and
syslog messages that are sent by the devices:


n Configuration status


n Change status


n Adjacency status


SNMP traps and syslog messages are recommended but not required because
Network Protocol Manager for OSPF polls the OSPF network for status information. However, if
neither SNMP traps nor syslog messages are received by Network Protocol Manager for OSPF,
immediate asynchronous notification of status change is not available; rather, the response time is
determined by the length of the SNMP polling interval (240 seconds by default).


By default, SNMP trap and syslog processing is disabled. The
VMware Smart Assurance Network Protocol Manager Configuration Guide provides information about
enabling trap and syslog processing and identifies the trap and syslog messages processed by
Network Protocol Manager for OSPF.


Analysis
The status updates, which are acquired from IP Availability Manager and from periodic monitoring, serve
as input to the data model in the Network Protocol Manager for OSPF repository.
Network Protocol Manager for OSPF applies the status updates to the appropriate attributes of the
corresponding OSPF objects in the data model.


The data model involves a codebook that is created by VMware engineers as a result of their knowledge
of IP and OSPF networks. The codebook identifies IP and OSPF problems and their symptoms, and
presents a causality mapping between each problem and its set of symptoms.
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Network Protocol Manager for OSPF diagnoses root-cause availability problems by finding the problems
in the codebook that can best explain the observed symptoms. It also uses the codebook to correlate the
impact of a root-cause problem on the OSPF objects that are either inaccessible or impaired as a result of
the root-cause problem. The root-cause problem is either a physical-transport problem that is diagnosed
by IP Availability Manager or an OSPF problem that is diagnosed by
Network Protocol Manager for OSPF.


Notifications
Network Protocol Manager for OSPF exports the results of its root-cause and impact analysis to the
Global Manager, where the results are displayed in the form of VMware Smart Assurance notifications in
the Notification Log Console view of the Global Console. The notifications identify
Network Protocol Manager for OSPF by its domain name in the Source attribute. Users can double-click a
notification to view detailed information about the notification.


Network Protocol Manager for OSPF creates two types of notifications:


n Root-cause problem notifications


Indicate points of failure diagnosed by Network Protocol Manager for OSPF. Each root-cause
problem notification indicates a separate failure.


n Event notifications


Indicate an abnormal condition detected by Network Protocol Manager for OSPF.
Network Protocol Manager for OSPF computes these events from status updates and uses them as
symptoms to determine root-cause problems.


Chapter 2 Viewing OSPF Analysis Results and Topology provides information about viewing the
notifications. Chapter 3 OSPF Objects and their Failures and Chapter 4, OSPF Cross-Domain Impact
Correlation Analysis, provide information about the notifications that are created by
Network Protocol Manager for OSPF.
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Viewing OSPF Analysis Results
and Topology 2
This chapter includes the following topics:


n Before you start


n Attaching the Global Console to the Global Manager


n OSPF notifications


n OSPF topology and topology maps


n OSPF Containment


Before you start
Accessing the consoles described in this chapter requires attaching the Global Console to the
Global Manager (for example, INCHARGE-SA) in your deployment. The
VMware Smart Assurance Service Assurance Manager Operator Guide provides information about
starting the Global Console, logging in, and attaching to a Manager.


Console access is controlled by the user profile associated with your VMware Smart Assurance user
account. You do not need a user account with administrative privileges to access the consoles described
in this chapter.


Also, console operations are controlled by the user profile associated with your VMware Smart Assurance
user account. The VMware Smart Assurance Service Assurance Manager Configuration Guide provides
instructions on changing console operations.


And lastly, by default, the display of OSPF maps is disabled. The
VMware Smart Assurance Network Protocol Manager Configuration Guide provides instructions on
enabling the display of OSPF maps.


Attaching the Global Console to the Global Manager
To attach the Global Console to the Global Manager:


1 Start the Global Console.


n On a UNIX system, go to the BASEDIR/smarts/bin directory in the Service Assurance Manager
(Global Manager) installation area and type:


sm_gui
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Press Enter.


The Attach Manager dialog box opens as shown in Attach Manager dialog box.


Figure 2‑1.  Attach Manager dialog box


2 In the dialog box:


3 Ensure that the VMware Smart Assurance Broker for your deployment appears in the Broker text
box.


4 Click the Manager list box or the Browse button to display a list of active (running) Managers, and
from that list select the Global Manager application (for example, INCHARGE-SA) in your deployment
as the Manager to which you want to connect.


5 Type your login username and password.


The default administration login is username admin and password changeme, and the default
operator login is username oper and password oper.


6 Click OK.


The Notification Log Console view of the Global Console opens as shown in Notification Log Console.
In the example, the Notification Log Console is attached to a Global Manager application named
INCHARGE-SA.
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Figure 2‑2.  Notification Log Console


The Notification Log Console is one of many console views composing the Global Console. Two other
console views of particular interest to the discussions that follow are the Topology Browser Console,
which represents topology in a hierarchical format, and the Map Console, which graphically
represents topology in a map format.


The VMware Smart Assurance Service Assurance Manager Operator Guide provides detailed
instructions on using the Global Console.


OSPF notifications
Network Protocol Manager for OSPF passes the results of its analysis in the form of notifications to the
Global Manager. The Global Manager combines these notifications with the notifications from
IP Availability Manager and then passes the notifications to the Global Console, where they are presented
in a tabular form in the Notification Log Console.


Each notification consists of a set of attributes that describe properties of the notification, such as:


n Class


n Name


n Event


n Source


n Impact


The value in the Name attribute is the display name of the notification. Chapter 6 OSPF Topology
Naming Conventions describes the naming formats used to create OSPF object names.
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The numeric value for the Impact attribute indicates the impact (effect) of this notification on other
objects in the managed network. The larger the numeric value, the larger the impact.


The severity of a notification is reflected by its color, where red indicates the highest severity level.


Viewing OSPF notifications
You can view the notifications through the Global Console in two basic ways:


n As tabular entries in a Notification Log Console view


Included with the Notification Log Console view (or any other view where you can see notifications) is
a Notification Properties dialog box for viewing detailed information about an individual notification.


n As color-coded severity bar icons in a Map Console view


In a map, a color-coded severity bar icon appears underneath nodes (graphical representations of
topology objects) that are affected by abnormal conditions denoted in notifications.


Opening an OSPF Notification Properties dialog box
To obtain detailed information about an individual OSPF notification, you can use any of the following
common methods to open the Notification Properties dialog box:


n Double-click an OSPF notification in the Notification Log Console.


n Select an OSPF notification in the Notification Log Console and then click the Show Notification
Properties toolbar button.


n Right-click a selected OSPF notification and then select Properties.


n Double-click an OSPF map icon (in the Map Console) affected by active events.


Notification Properties dialog box that shows an OSPF problem shows a Notification Properties dialog
box for an OSPFNeighborRelationship Down problem that is diagnosed by
Network Protocol Manager for OSPF.
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Figure 2‑3.  Notification Properties dialog box that shows an OSPF problem


In Notification Properties dialog box that shows an OSPF problem, attribute IsRoot set to Yes
indicates that OSPFNeighborRelationship Down is deemed a root-cause problem by the
Global Manager, and attribute IsProblem set to Yes indicates that OSPFNeighborRelationship Down
is deemed a root-cause problem by Network Protocol Manager for OSPF. IsRoot and IsProblem
attribute values for a notification describes what the IsRoot and IsProblem attribute values mean.


Table 2‑1.  IsRoot and IsProblem attribute values for a notification


IsRoot value 1 IsProblem value 2 Meaning


1**Determined by the Global Manager.


2**Determined by the underlying Domain Manager that created the notification.


Yes After correlating this notification with notifications received from other
underlying Domain Managers, the Global Manager has determined that this
notification is a root-cause problem.


No After correlating this notification with notifications received from other
underlying Domain Managers, the Global Manager has determined that this
notification is not a root-cause problem.
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Table 2‑1.  IsRoot and IsProblem attribute values for a notification (Continued)


IsRoot value 1 IsProblem value 2 Meaning


Yes The underlying Domain Manager that created this notification has marked this
notification as a root-cause problem.


No The underlying Domain Manager that created this notification has marked this
notification as an event.


By default, the IsRoot and IsProblem attributes columns do not appear in the Notification Log Console. To
add the IsRoot attribute column, right-click an attribute column heading (for example, Class) in the
Notification Log Console, select Insert Column in the pop-up menu, and then select IsRoot in the
submenu; the IsRoot column is inserted to the left of the selected column. Repeat this procedure to add
the IsProblem attribute column.


Viewing impacts
You view the impacts for an OSPF problem notification by clicking the Impact tab in the Notification
Properties dialog box. The Impact tab lists all of the affected objects for the notification.


For example, Impact tab that shows the impacts for an OSPF problem lists the impacts diagnosed by
Network Protocol Manager for OSPF for the OSPFNeighborRelationship Down problem shown in Viewing
impacts.


Figure 2‑4.  Impact tab that shows the impacts for an OSPF problem


For an OSPF impact notification, that is, a notification that identifies an OSPF object that is impacted by a
problem, a Caused By tab (instead of the Impact tab) appears in the Notifications Properties dialog box. 
Caused By tab that shows the problem for an OSPF impact provides an example. The Caused By tab
lists the problem that caused the notification.
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Figure 2‑5.  Caused By tab that shows the problem for an OSPF impact


OSPF topology and topology maps
The Global Manager imports instances of the following object types from
Network Protocol Manager for OSPF:


n OSPFArea


n OSPFAreaConfiguration


n OSPFService


n OSPFNetwork


n OSPFNeighborRelationship


n OSPFVirtualLink


n SystemRedundancyGroup


n UnitaryComputerSystem (Router, for example)


Chapter 3 OSPF Objects and their Failures provides descriptions of OSPFArea,
OSPFAreaConfiguration, OSPFService, OSPFNetwork, OSPFNeighborRelationship,
OSPFVirtualLink, and SystemRedundancyGroup. The
VMware Smart Assurance IP Manager Concepts Guide provides a description of
UnitaryComputerSystem and the IP data model.


The Global Manager combines this topology with the underlying physical-transport topology imported
from IP Availability Manager.
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Viewing OSPF topology in maps
The Global Console presents the topology information in a variety of dynamically updated formats that
show the status of the OSPF and physical-transport objects and their many relationships. One of those
formats is the topology map, which is a graphical representation of the topology.


Viewing topology maps is an easy and quick way to learn more about the source, impact, and cause of
OSPF notifications. You view the OSPF topology maps, such as the one shown in OSPF topology map,
by using the Map Console view of the Global Console.


Figure 2‑6.  OSPF topology map


Opening an OSPF topology map
You can use any of the following common methods to open an OSPF topology map:


n Open the Map Console by selecting the Show Map menu option from any opened console that is
attached to the Global Manager. For example, in the Notification Log Console, click an OSPF
notification and then select Event > Show Map, or right-click the notification and then select Show
Map in the pop-up menu. In the Topology Browser Console, right-click an OSPF object and then
select Show Map in the pop-up menu.


n Open the Map Console from the Global Console by selecting File > New > Map Console. In the
topology tree of the Map Console, click an OSPF object to display a map for the object, or right-click
an OSPF object and then select an OSPF map type (OSPF Connectivity or OSPF Network
Connectivity) from the pop-up menu.


n In an opened topology map, right-click an OSPF map icon and select an OSPF map type (OSPF
Connectivity or OSPF Network Connectivity) from the pop-up menu.
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OSPF topology map pop-up menus
Two types of pop-up menus are available in an OSPF topology map:


n Right-click a selected node in a map


Opens a pop-up menu that enables you to select any of the map types available to the selected node
(for example, OSPF Connectivity, OSPF Network Connectivity, Physical Connectivity, Group
Membership), to display notification properties (if any) for the selected node, and so on. For a node
marked with a plus sign (+), the Expand Map Element menu option allows you to expand the node to
see all nodes that are physically or logically connected to the node.


n Right-click an open space in a map


Opens a pop-up menu that enables you to display all routers that have a special routing-protocol role
(for example, to display all OSPF Area Border Routers), to control whether the device-role labels
appear for special routers (for example, ABR for an OSPF Area Border Router), and so on. The
Reset map menu option enables you to reset changes made to the map or to return to the saved
map.


In the topology tree of a Map Console, a pop-up menu is also available when you right-click an object.
This menu enables you to select any of the map types available to the selected object, to display
notification properties (if any) for the selected object, and so on.


The VMware Smart Assurance Service Assurance Manager Operator Guide provides detailed
descriptions of map menus and pop-up menus available for the Map Console.


OSPF topology map types
The following map types are available for viewing the OSPF topology:


n OSPF Connectivity map


A map type that shows OSPF areas, OSPF services, and the OSPF adjacency (OSPF neighbor
relationship or OSPF virtual link) connections between the OSPF services. OSPF adjacency objects
appear as edges (graphical representations of relationships or connections) in this map. OSPF map
availability identifies the OSPF objects for which the OSPF Connectivity map is available.


n OSPF Network Connectivity map


A map type that shows OSPF networks, OSPF services, and the OSPF adjacency (OSPF neighbor
relationship or OSPF virtual link) connections between the OSPF services. OSPF adjacency objects
appear as edges in this map. OSPF map availability identifies the OSPF objects for which the OSPF
Network Connectivity map is available.
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n Physical Connectivity map


A common map type that has been expanded to include the OSPF adjacency (OSPF neighbor
relationship and OSPF virtual link) objects shown in OSPF map availability. OSPF adjacency objects
appear as edges in this map.


n Group Membership map


A common map type that has been expanded to include OSPF router redundancy groups. The
redundancy groups are specified by using user-modifiable discovery hook scripts, as explained in the
VMware Smart Assurance Network Protocol Manager Discovery Guide Supplement . The Group
Membership map shows the composition (OSPF routers) of these groups.


Table 2‑2.  OSPF map availability


Class name


Map type


Default map type
OSPF
Connectivity


OSPF Network
Connectivity


Physical
Connectivity


1**Application Relationship Map is also available to OSPFService, OSPFNeighborRelationship, and OSPFVirtualLink objects.


OSPFArea x OSPF Connectivity


OSPFService 1 x x OSPF Connectivity


OSPFNetwork x OSPF Network Connectivity


OSPFNeighborRelationship 1 x x OSPF Connectivity


OSPFVirtualLink 1 x x OSPF Connectivity


UnitaryComputerSystem(Router,
for example)


x x x Physical Connectivity


OSPF topology map graphical representations
OSPF topology maps contain OSPF objects along with their relationships and connections. In a map
display, a node is a graphical representation of a topology object, an edge is a graphical representation of
a relationship or connection between objects, and a container is a graphical representation of a logical set
of related objects.


Default nodes and edges
Default nodes and edges for OSPF topology maps identifies and describes the default nodes and edges
that may appear in an OSPF topology map. In the Map Console, you can also select Map > Map Legend
to see a similar list.
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Table 2‑3.  Default nodes and edges for OSPF topology maps


Icon / visual indicator Description


Icon represents an OSPF area.


Icon represents an OSPF service that is running on a routing device. The routing
device may be a physical router, a virtual router that is implemented within a physical
router or a switch, or one of the following router cards in a switch:
n Router switch module (RSM)
n Router switch feature card (RSFC)
n Multilayer switch feature card (MSFC)


Icon represents an OSPF service that is running on an interface card in a switch.


Icon represents an OSPF network.


Straight line can represent an OSPF neighbor relationship or an OSPF virtual link. A
straight line indicates a normal connection.


Directed dotted line represents composition.


Note that your system administrator might replace the default map nodes with other map nodes that are
preferred by your organization. In that case, use Map > Map Legend to see the definitions of your map
nodes. Also, additional icons might display, depending on the underlying VMware Smart Assurance
products and certified devices.


Containers
A container appears in a map as a box holding a logical set of related objects. For OSPF maps, a
container shown in Container in an OSPF map holds all the objects discovered for a particular OSPF
area.


Figure 2‑7.  Container in an OSPF map
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You can see additional views of the container by right-clicking the container border and then selecting
Navigate > Collapse Object or Navigate > View In Full Screen. The first selection collapses the container
to an OSPF area icon, and the second selection expands the entire map to just the objects within the
container. Using the Navigate menu options illustrates how to use the Navigate menu options to navigate
between these different views.


Figure 2‑8.  Using the Navigate menu options


In Figure 8, the box surrounding the OSPF area object indicates that it is the launching object for the map
to which the container belongs. The object selected to launch a map is referred to as the focal object.


Also, in Figure 8, the collapsed container indicator distinguishes a collapsed container icon from a
standard OSPF area icon. The pop-up menu for a collapsed container icon includes the Navigate options,
whereas the pop-up menu for the standard OSPF area icon does not.


OSPF map labels
OSPF topology maps use the labels shown in Labels that show the roles of devices in OSPF maps to
visually distinguish the different roles performed by the devices in the OSPF topology.
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Table 2‑4.  Labels that show the roles of devices in OSPF maps


OSPF map label Description


1 ABR


2


Area Border Router (ABR). An OSPF router that has interfaces in multiple OSPF
areas.


1 ASBR


2


Autonomous System Border Router (ASBR). An OSPF router that exchanges
routing information with routers that are running OSPF or other interior gateway
protocols and belong to other autonomous systems.


1 ABR


2


3 ASBR


An OSPF router that is configured as both an ABR and an ASBR.


OSPF Connectivity map
This map shows OSPF areas, OSPF services, and the OSPF adjacency (OSPF neighbor relationship or
OSPF virtual link) connections between the OSPF services. It also shows to which OSPF area an OSPF
service belongs. No physical connectivity details are included in this map.


The layout of an OSPF Connectivity map depends on the object that you select to launch the map. The
launching object for the map, called the focal object, is surrounded by a box unless the focal object is
displayed in a container, or is an OSPF adjacency object. Any node marked with a plus sign indicates that
the node can be expanded to show all nodes that are physically or logically connected to the node.


In an OSPF Connectivity map (and clarified in OSPF routers that belong to one or two OSPF areas), any
OSPF device that has multiple area assignments will appear outside the containers and will have a
directed dotted line from each of the areas.
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Figure 2‑9.  OSPF routers that belong to one or two OSPF areas


Note   Unlike an Intermediate System to Intermediate System (IS-IS) router, which has only one area
assignment, an OSPF router can have multiple area (domain) assignments.


Also, in an OSPF Connectivity map, any area that does not have at least one device unique to that area
will be represented as a standard OSPF area icon rather than as a container.


OSPF Connectivity map expansion
By default, expanding a node marked with a plus sign adds all nodes (and their edges) that are one hop
away from the node. For example, expanding an OSPF service node shows all the OSPF adjacency
objects and peer OSPF service objects associated with the OSPF service node.


You can use any of the following methods to expand a node marked with a plus sign:


n Select the node and then select Expand Map Element from the Map Console Map menu.


n Right-click the node and then select Expand Map Element.


n Select the node and click the Show neighboring nodes button.


Note   Double-clicking a node launches either a Notification Properties dialog box or a Topology
Browser view for the object, depending on whether any notifications are associated with the object.
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OSPF Connectivity map stub adjacencies
Network Protocol Manager for OSPF creates a full adjacency between two peering OSPF devices if both
OSPF neighbor endpoints are discovered in the managed OSPF topology. If only one OSPF neighbor
endpoint is discovered in the managed OSPF topology, Network Protocol Manager for OSPF creates a
stub adjacency between the two peering OSPF devices. The presence of a gray router icon in an OSPF
Connectivity map indicates one or more stub adjacencies.


An OSPF Connectivity map that shows a stub adjacency shows a stub adjacency, which is represented
as a solid green line connected to a gray router icon. Green indicates that the stub adjacency is healthy.
The device that is represented by the gray router icon is not present in the repository of
Network Protocol Manager for OSPF.


Figure 2‑10.  An OSPF Connectivity map that shows a stub adjacency


Displaying stub adjacencies enables a service provider to show a subscriber the status of that
subscriber’s adjacency from the provider’s perspective.


OSPF Connectivity map examples
The three figures, OSPF Connectivity map launched for an OSPFArea object through OSPF Connectivity
map launched for an OSPFNeighborRelationship object, show the initial layout of an OSPF Connectivity
map launched for an OSPFArea object, an OSPFService object, and an OSPFNeighborRelationship
object, respectively.
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OSPF Connectivity map launched for an OSPFArea object is an example of an OSPF Connectivity map
that has an OSPFArea focal object. The map shows the selected OSPF area, along with the two devices
that are members of the OSPF area. The directed dotted lines indicate that the two devices are members
of the OSPF area. Each device in Figure 11 is running an OSPF service.


Figure 2‑11.  OSPF Connectivity map launched for an OSPFArea object


The two member devices that belong to OSPF-AREA-0.0.0.0/OSPF1 also belong to at least one other
OSPF area. This fact explains why OSPF-AREA-0.0.0.0/OSPF1 is represented as a standard OSPF area
icon rather than as a container. If the two member devices belonged only to OSPF-AREA-0.0.0.0/OSPF1,
the OSPF area would be shown as a container with the two devices inside the container.


The inclusion of “/OSPF1” in the OSPF area’s name signifies that Network Protocol Manager for OSPF:


n Has imported tagged IP objects from the source IP Availability Manager.


n Has detected tagged IP objects in OSPF area 0.


n Has created subareas for OSPF area 0 in accordance to the tag values (OSPF1, for example) that
are assigned to the tagged IP objects.


As shown in Figure 11, Network Protocol Manager for OSPF has created five subareas for OSPF
area 0. In a managed network that contains overlapping IP addresses on the same routing device,
the creation of subareas ensures that Network Protocol Manager for OSPF creates the correct OSPF
neighbor relationships in its modeled topology. The
VMware Smart Assurance Network Protocol Manager Discovery Guide Supplement provides more
details about the creation of OSPF subareas and OSPF neighbor relationships in an overlapping IP
environment.
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OSPF Connectivity map launched for an OSPFService object is an example of an OSPF Connectivity
map that has an OSPFService focal object. The map shows the selected OSPF service and its
hosting device, along with its neighboring OSPF services and their hosting devices. Because the
selected OSPF service is displayed in a container, it is not surrounded by a box.


Figure 2‑12.  OSPF Connectivity map launched for an OSPFService object


The fact that the hosting device of the selected OSPF service is displayed inside the container
indicates that the device belongs only to OSPF-AREA-0.0.0.0.


The fact that the hosting devices of the neighboring OSPF services are displayed outside the
container indicates that both devices belong to at least one other domain besides OSPF-
AREA-0.0.0.0. The directed dotted lines indicate that the devices are members of OSPF-
AREA-0.0.0.0.


OSPF Connectivity map launched for an OSPFNeighborRelationship object is an example of an
OSPF Connectivity map that has an OSPFNeighborRelationship focal object. The map shows within
the container the selected OSPF neighbor relationship, which is represented as a solid green line,
between the two devices that are running neighboring OSPF services. Green indicates that the OSPF
neighbor relationship is healthy.
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Figure 2‑13.  OSPF Connectivity map launched for an OSPFNeighborRelationship object


An OSPF Connectivity map that has an OSPFVirtualLink focal object is similar to an OSPF
Connectivity map that has an OSPF NeighborRelationship focal object, except that the peering OSPF
devices that are connected by the virtual link are always ABRs.


OSPF Network Connectivity map
This map shows OSPF networks, OSPF services, and the OSPF adjacency (OSPF neighbor relationship
or OSPF virtual link) connections between the OSPF services. It also shows to which OSPF network an
OSPF service belongs. No physical connectivity details are included in this map.


Like the OSPF Connectivity map, the layout of an OSPF Network Connectivity map depends on the focal
object of the map. The focal object is surrounded by a box unless the focal object is an OSPF adjacency
object. Any node marked with a plus sign indicates that the node can be expanded to show all nodes that
are physically or logically connected to the node.


Unlike the OSPF Connectivity map, no containers appear in an OSPF Network Connectivity map.


OSPF Network Connectivity map expansion
OSPF Connectivity map expansion and the
VMware Smart Assurance Service Assurance Manager Operator Guide provide information about using
expandable nodes.
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OSPF Network Connectivity map example
OSPF Network Connectivity map launched for an OSPFNetwork object shows the initial layout of an
OSPF Network Connectivity map that has an OSPFNetwork focal object. The map shows the selected
OSPF network, along with the two devices that are members of the OSPF network. The directed dotted
lines indicate that the two devices are members of the OSPF network. Each device in Figure 14 is
running an OSPF service.


Figure 2‑14.  OSPF Network Connectivity map launched for an OSPFNetwork object


OSPF Containment
An object’s Containment view appears in a dialog box that organizes the information for the object into tab
pages and tables.


The intent of the Containment view is to allow users to examine detailed component topology of an
individual object. The Global Console retrieves the topology information from the Global Manager and
from the underlying Domain Managers. If an underlying Domain Manager is not attached to the console,
the console automatically establishes a connection to the Domain Manager by using the user’s login ID.


In a Network Protocol Manager for OSPF deployment, the Global Console retrieves the Containment
topology information from the Global Manager, from Network Protocol Manager for OSPF, and from
IP Availability Manager. As an example, if you want to examine the OSPF interfaces or neighbor
endpoints of a router that is running an OSPF service, you can do so by opening a Containment dialog
box for the router object. The console will retrieve the interface or endpoint topology information from the
underlying Network Protocol Manager for OSPF application.
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Viewing OSPF Containment
OSPFNetwork Containment dialog box shows a Containment dialog box for an OSPF network object.


Figure 2‑15.  OSPFNetwork Containment dialog box


In a Containment view, different information is available for different types of objects.


Note   Containment is not available for user-defined groups and services.


Opening an OSPF Containment dialog box
To obtain containment information about an individual OSPF object, you can use any of the following
common methods to open a Containment dialog box for the object:


n In an OSPF map tree, right-click the object and then select Containment.


n In an OSPF map, right-click the object and then select Containment.


n In a Topology Browser Console, right-click the object and then select Containment.


n In a Notification Log Console, double-click a notification for the object and then click the Containment
button in the Notification Properties dialog box.


OSPF Containment tab pages
The OSPF tab pages that appear in a Containment view for an OSPF object contain the topology
information listed in OSPF classes and their Containment tab pages and associated attributes.


Note   Common tab pages, such as Connected Systems, that may appear in a Containment view for an
OSPF object are not included in OSPF classes and their Containment tab pages and associated
attributes.
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Table 2‑5.  OSPF classes and their Containment tab pages and associated attributes


Class name OSPF tab name Attributes


OSPFArea Attached Systems DescriptionDisplayNameLocationModelVendor


OSPF Networks DisplayNameDRExistsMaxRouterPriority


OSPFNetwork OSPF Interface Configuration AreaTypeAuthKeyAuthTypeDeadIntervalDisplay
NameHelloIntervalMaxTransferUnitNetmask


OSPFNetwork


OSPFNeighborRelationship


OSPFVirtualLink


UnitaryComputerSystem


OSPFService


OSPF Interfaces AdminStatusAreaIDBackupDesignatedRouterDe
signatedRouterDisplayNameIfStateIfTypeIsPassi
ve


OSPFService OSPF Areas AreaIDAreaTypeOSPFAreaPropagatesSummari
es


OSPFService


OSPFNeighborRelationship


OSPFVirtualLink


UnitaryComputerSystem


OSPF Endpoints DisplayNameIfIndexIfStateIfTypeNeighborIpAddr
essNeighborDisplayNameNeighborState


OSPF Containment use as a troubleshooting aid
The Containment view is an excellent aid for resolving OSPF problems. As an example, to begin
resolving a misconfiguration problem for an OSPF network, you would open the Containment dialog box
for the failed OSPF network and click the OSPF Interface Configuration tab to determine which OSPF
interface (or interfaces) has the configuration problem.
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OSPF Objects and their Failures 3
This chapter includes the following topics:


n Root-cause analysis


n Data model


n Summary of root-cause problems and events


n OSPF object attributes, problems, and events


Root-cause analysis
Network Protocol Manager for OSPF performs availability-based root-cause analysis of the discovered
OSPF topology objects. It also relates physical-transport problems to the OSPF objects, along the
affected data path, that are no longer accessible or suffer from lack of response or performance as a
result of the physical-transport problems.


When Network Protocol Manager for OSPF detects an OSPF failure, it checks for any physical-transport
problem from IP Availability Manager that might be causing the failure. If it finds such a problem,
Network Protocol Manager for OSPF diagnoses the OSPF failure as a symptom and exports the
underlying physical-transport problem and the OSPF symptom to the Global Manager, as explained in
Chapter 4, “OSPF Cross-Domain Impact Correlation Analysis.”


If it does not find such a problem, Network Protocol Manager for OSPF focuses its analysis on just the
OSPF domain and performs the root-cause analysis described in this chapter.


Data model
Network Protocol Manager for OSPF builds a data model of the discovered OSPF topology objects in its
domain. The model, shown in OSPF data model, represents the OSPF objects and certain network
objects imported from IP Availability Manager, their relationships, and their connections.


The OSPF objects are represented as instances of the following VMware Smart Assurance ICIM classes:


n OSPFArea


n OSPFAreaConfiguration


n OSPFService


n OSPFNetwork
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n OSPFInterface


n OSPFVirtualInterface


n OSPFNeighborEndpoint


n OSPFVirtualNeighborEndpoint


n OSPFNeighborRelationship


n OSPFVirtualLink


The VMware Smart Assurance Network Protocol Manager Discovery Guide Supplement provides
more information about the OSPF data model. The
VMware Smart Assurance Common Information Model (ICIM) 1.11 Reference for Non-Service
Assurance Manager Products provides descriptions of ICIM classes, relationships, and connections.


Figure 3‑1.  OSPF data model


Summary of root-cause problems and events
Network Protocol Manager for OSPF diagnoses root-cause problems and detects (computes) events from
status updates acquired in the following ways:


n By subscribing to OSPF-relevant status updates from IP Availability Manager


n By using SNMP polling to gather status information from the OSPF-enabled devices


n By extracting status information from SNMP traps that are issued by the OSPF-enabled devices


n By extracting status information from syslog messages that are issued by the OSPF-enabled devices


Network Protocol Manager for OSPF correlates these events to diagnose root-cause problems.


Note   Events used as symptoms to diagnose a root-cause problem can also be perceived as impacts
that are caused by the problem.


The Global Manager imports:


n All problems that are diagnosed by Network Protocol Manager for OSPF.
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n Key events that are detected by Network Protocol Manager for OSPF.


The root-cause problem notifications (one problem per notification) and the event notifications (one
event per notification) are displayed in the Global Console.


Down status for passive interfaces
OSPF adjacency goes down when OSFP interface is configured as passive. Even in such a case, NPM
OSPF discovers OSPF adjacency between two OSPF interfaces. As there is no a way to identify OSPF
passive interface through SNMP mib, NPM uses certain heuristics to prevent alarming on OSPF
adjacency down caused by passive OSPF interface.


For non-passive interfaces, NPM assumes down alarms to be associated with either network failure,
device physical failure, or OSPF configuration failure.


For passive interfaces, down status of the adjacency between two OSPF interfaces is assumed to be
caused by passive interface if any of the following conditions are fulfilled:


n One of the routers is a designated router and this OSPF adjacency has a neighbor state 1 which is
down, that is, OSPFNeighborStateEnum::DOWN.


n There is no physical failure, for example, router down, interface down, network failure, cable failure or
other similar failures.


n There is no OSPF configuration failure, for example, HelloOrDeadIntervalMismatch,
AuthTypeMismatch, AuthKeyMismatch, AreaIDMismatch, AreaTypeMismatch and other similar
failures.


Root-cause problems
Root-cause problems diagnosed by Network Protocol Manager for OSPF lists the root-cause problems
that are diagnosed by Network Protocol Manager for OSPF. For each problem, Table 6 identifies the
managed object for which the problem is diagnosed, the condition for the problem, and the events that
are correlated by Network Protocol Manager for OSPF to diagnose the problem.


Table 3‑1.  Root-cause problems diagnosed by Network Protocol Manager for OSPF


Managed object Root cause Condition
Events (symptoms) of root
cause 1


1**Interpret event entries as <object name>::<event name>.


OSPFNetwork AreaIDMismatch Misconfiguration
symptoms exist on this
OSPF network.


OSPFInterface::AreaIDMismatchS
ymptom


OSPFNeighborRelationship::Neig
hborStateAlarm


AreaTypeMismatch Misconfiguration
symptoms exist on this
OSPF network.


OSPFInterface::AreaTypeMismatc
hSymptom


OSPFNeighborRelationship::Neig
hborStateAlarm
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Table 3‑1.  Root-cause problems diagnosed by Network Protocol Manager for OSPF
(Continued)


Managed object Root cause Condition
Events (symptoms) of root
cause 1


AuthKeyMismatch Misconfiguration
symptoms exist on this
OSPF network.


OSPFInterface::AuthKeyMismatch
Symptom


OSPFNeighborRelationship::Neig
hborStateAlarm


AuthTypeMismatch Misconfiguration
symptoms exist on this
OSPF network.


OSPFInterface::AuthTypeMismatc
hSymptom


OSPFNeighborRelationship::Neig
hborStateAlarm


DuplicateRouterID Misconfiguration
symptoms exist on this
OSPF network.


OSPFInterface::DuplicateRouterID
Symptom


OSPFNeighborRelationship::Neig
hborStateAlarm


HelloOrDeadIntervalMism
atch


Misconfiguration
symptoms exist on this
OSPF network.


OSPFInterface::HelloOrDeadInter
valMismatchSymptom


OSPFNeighborRelationship::Neig
hborStateAlarm


MTUMismatch Misconfiguration
symptoms exist on this
OSPF network.


OSPFInterface::MTUMismatchSy
mptom


OSPFNeighborRelationship::Neig
hborStateAlarm


NetmaskMismatch Misconfiguration
symptoms exist on this
OSPF network.


OSPFInterface::NetmaskMismatch
Symptom


OSPFNeighborRelationship::Neig
hborStateAlarm


OSPFInterface Disabled This interface or its
associated physical
interface is
administratively down
(manually disabled), and
at least one OSPF
adjacency on this
interface is reporting an
improper state.


OSPFInterface::DisabledAdminSy
mptom


OSPFNeighborRelationship::Neig
hborStateAlarm


Down This interface is
operationally down when
two or more OSPF
neighbor relationships
exist on this interface and
all of them are down.


OSPFNeighborRelationship::Neig
hborStateAlarm
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Table 3‑1.  Root-cause problems diagnosed by Network Protocol Manager for OSPF
(Continued)


Managed object Root cause Condition
Events (symptoms) of root
cause 1


OSPFVirtualInterface Down This virtual interface is
operationally down when
two or more OSPF virtual
links exist on this
interface and all of them
are down.


OSPFNeighborRelationship::Neig
hborStateAlarm


OSPFNeighborEndpoint UnknownNbmaNeighbor The NBMA neighbor for
this OSPF neighbor
endpoint is not present in
the topology.


OSPFNeighborEndpoint::Unknow
nNbmaNeighborSymptom


OSPFNeighborRelationship::Neig
hborStateAlarm


OSPFVirtualNeighborEndpoint UnknownVirtualNeighbor The virtual neighbor for
this OSPF virtual
neighbor endpoint is not
present in the topology.


OSPFVirtualNeighborEndpoint::Un
knownVirtualNeighborSymptom


OSPFNeighborRelationship::Neig
hborStateAlarm


OSPFNeighborRelationship        
-or- OSPFVirtualLink


Down This OSPF link between
neighboring endpoints is
down.


OSPFNeighborRelationship::Neig
hborStateAlarm


Events
Events detected by Network Protocol Manager for OSPF lists the events that are detected by
Network Protocol Manager for OSPF and used as symptoms to diagnose root-cause problems. For each
event, Table 7 identifies the managed object for the event, the condition that triggers the event, and
whether the event is imported by the Global Manager.


Table 3‑2.  Events detected by Network Protocol Manager for OSPF


Managed object Event (symptom) Condition


1**Imported by the Global Manager.


2**Informational only, that is, this event is not used to diagnose OSPF root-cause problems.


OSPFService ABRNotInBackbone 1,2 The device on which this OSPF service is
running is configured as an Area Border Router
(ABR) but has no interfaces connected to the
backbone area.


OSPFNetwork DRElectionFailure 1,2 No Designated Router (DR) has been elected on
this broadcast or NBMA network.


AllRouterPrioritiesZero 1,2 No device on this broadcast or NBMA network
has a priority greater than 0.


OSPFInterface DisabledAdminSymptom This OSPF interface or its associated physical
interface is administratively down (manually
disabled), and OSPF adjacencies exist on this
interface.
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Table 3‑2.  Events detected by Network Protocol Manager for OSPF (Continued)


Managed object Event (symptom) Condition


MTUMismatchSymptom An MTU misconfiguration exists on this interface,
propagated from OSPF neighbor relationships.


NetmaskMismatchSymptom A netmask misconfiguration exists on this
interface, propagated from OSPF neighbor
relationships.


OSPFInterface        -or-
OSPFVirtualInterface


AreaIDMismatchSymptom An area ID misconfiguration exists on this
interface, propagated from OSPF neighbor
relationships.


AreaTypeMismatchSymptom An area type misconfiguration exists on this
interface, propagated from OSPF neighbor
relationships.


AuthKeyMismatchSymptom An authentication key misconfiguration exists on
this interface, propagated from OSPF neighbor
relationships.


AuthTypeMismatchSymptom An authentication type misconfiguration exists on
this interface, propagated from OSPF neighbor
relationships.


DuplicateRouterIDSymptom A duplicate router ID misconfiguration exists on
this interface, propagated from OSPF neighbor
relationships.


HelloOrDeadIntervalMismatchSympto
m


A Hello or Dead interval misconfiguration exists
on this interface, propagated from OSPF
neighbor relationships.


OSPFNeighborEndpoint UnknownNbmaNeighborSymptom An NBMA neighbor misconfiguration exists on
this OSPF neighbor endpoint.


OSPFVirtualNeighborEndpoint UnknownVirtualNeighborSymptom A virtual neighbor misconfiguration exists on this
OSPF virtual neighbor endpoint.


OSPFNeighborRelationship        -
or- OSPFVirtualLink


NeighborStateAlarm 1 The neighbor or virtual neighbor for this OSPF
link is reporting an improper neighbor state.


RedundancyGroup


(described in RedundancyGroup)


AllComponentsDown 1 None of the member objects in the OSPF
redundancy group are responsive or operational.


AtRisk 1 Only one of the member objects in the OSPF
redundancy group is responsive or operational.


ReducedRedundancy 1 Applies only to OSPF redundancy groups that
contain three or more member objects: At least
one member object in the redundancy group is
unresponsive or not operational, but the number
of responsive or operational member objects is
at least two.
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OSPF object attributes, problems, and events
The sections that follow describe key attributes, diagnosed problems, and detected events for the
following categories of OSPF and redundancy group object types:


n OSPFArea OSPFArea


n OSPFAreaConfiguration OSPFAreaConfiguration


n OSPFService OSPFService


n OSPFNetwork OSPFNetwork


n OSPFInterface OSPFInterface


n OSPFVirtualInterface OSPFVirtualInterface


n OSPFNeighborEndpoint OSPFNeighborEndpoint


n OSPFVirtualNeighborEndpoint OSPFVirtualNeighborEndpoint


n OSPFNeighborRelationship OSPFNeighborRelationship


n OSPFVirtualLink OSPFVirtualLink


n RedundancyGroup RedundancyGroup


OSPFArea
An OSPF area is a set of IP subnets within an autonomous system (AS). If more than one OSPF area is
configured for an AS, one of the areas is designated the backbone area (Area 0). All non-backbone areas
within an AS have a physical connection to the backbone area.


Attributes for OSPFArea
Attributes for OSPFArea lists some key attributes for OSPFArea.


Table 3‑3.  Attributes for OSPFArea


Attribute Description Allowed values


AreaID A 32-bit integer that uniquely identifies this OSPF
area. An Area ID may be expressed in decimal or
dotted decimal format. Area ID 0, or 0.0.0.0, is used
for the OSPF backbone.


String: IpAddress, an application-
wide type that represents a 32-bit
value


AreaType This area’s support for importing AS external link-
state advertisements.


String:
n NORMAL
n STUB
n NSSA


IsBackbone True if this area is the OSPF backbone area (Area
0).


Boolean: true or false
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OSPFAreaConfiguration
An OSPF area configuration is an OSPF area as configured from the viewpoint of one of the devices that
is running an OSPF service in the area. Each device has its own view of the area’s attributes.


Attributes for OSPFAreaConfiguration
Attributes for OSPFAreaConfiguration lists some key attributes for OSPFAreaConfiguration.


Table 3‑4.  Attributes for OSPFAreaConfiguration


Attribute Description Allowed values


AreaID A 32-bit integer that uniquely identifies this OSPF
area. An Area ID may be expressed in decimal or
dotted decimal format. Area ID 0, or 0.0.0.0, is used
for the OSPF backbone.


String: IpAddress, an application-
wide type that represents a 32-bit
value


AreaType This area’s support for importing AS external link-
state advertisements.


String:
n NORMAL
n STUB
n NSSA


IsBackbone True if this area is the OSPF backbone area (Area
0).


Boolean: true or false


OSPFService
An OSPF service is an OSPF protocol process that is running on a device. An OSPF service manages
the protocol exchanges with other OSPF services.


Attributes for OSPFService
Attributes for OSPFService lists some key attributes for OSPFService.
Network Protocol Manager for OSPF uses these and other attributes to detect OSPF service events.


Table 3‑5.  Attributes for OSPFService


Attribute Description Allowed values


AdminStatus Administrative status of the device on which this
OSPF service is running.


String:
n UNKNOWN
n ENABLED
n DISABLED


InBackbone True if at least one interface of the device on which
this OSPF service is running is in the OSPF
backbone area (Area 0).


Boolean: true or false


IsABR True if the device on which this OSPF service is
running is an ABR.


Boolean: true or false
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Table 3‑5.  Attributes for OSPFService (Continued)


Attribute Description Allowed values


IsASBR True if the device on which this OSPF service is
running is an AS Border Router (ASBR).


Boolean: true or false


RouterID A 32-bit integer that uniquely identifies the device on
which this OSPF service is running.


String: IpAddress, an application-
wide type that represents a 32-bit
value


Events for OSPFService
The following event is detected for OSPFService:


ABRNotInBackbone: The device on which this OSPF service is running is an ABR but has no interfaces
in the backbone area.


OSPFNetwork
An OSPF network is a collection of devices that are running OSPF services on an IP network.


Attributes for OSPFNetwork
Attributes for OSPFNetwork lists some key attributes for OSPFNetwork.
Network Protocol Manager for OSPF uses these and other attributes to diagnose OSPF network
problems and to detect OSPF network events.


Table 3‑6.  Attributes for OSPFNetwork


Attribute Description Allowed values


DRElectionFailed True if the election of a DR on this OSPF network
failed.


Boolean: true or false


DRExists True if this OSPF network has a DR. Boolean: true or false


MaxRouterPriority Highest router priority of all devices connected to
this OSPF network. In a multi-access network, the
device that has the highest router priority is elected
the DR.


Integer


NetworkType Type of this OSPF network. String:
n BROADCAST
n NBMA
n POINT_TO_POINT
n POINT_TO_MULTIPOINT


Root-cause problems for OSPFNetwork
Root-cause problems for OSPFNetwork lists the root-cause problems that are diagnosed for
OSPFNetwork.
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Table 3‑7.  Root-cause problems for OSPFNetwork


Problem 1 Description


1**Problems prevent neighbor relationships from forming on the affected interface(s).


AreaIDMismatch Area ID on at least one of the interfaces in this OSPF network does not match the
area ID on the neighboring interfaces.


AreaTypeMismatch Area type on at least one of the interfaces in this OSPF network does not match the
area type on the neighboring interfaces.


AuthKeyMismatch Authentication key on at least one of the interfaces in this OSPF network does not
match the authentication key on the neighboring interfaces.


AuthTypeMismatch Authentication type on at least one of the interfaces in this OSPF network does not
match the authentication type on the neighboring interfaces.


DuplicateRouterID At least two neighboring interfaces in this OSPF network have the same OSPF
router ID.


HelloOrDeadIntervalMismatch Either the Hello interval on at least one of the interfaces in this OSPF network does
not match the Hello interval on the neighboring interface, or the Dead interval on at
least one of the interfaces in this OSPF network does not match the Dead interval on
the neighboring interfaces.


MTUMismatch Maximum transmission unit (MTU) on at least one of the interfaces in this OSPF
network does not match the MTU on the neighboring interfaces.


NetmaskMismatch Netmask on at least one of the interfaces in this OSPF network does not match the
netmask on the neighboring interfaces.


Events for OSPFNetwork
Events for OSPFNetwork lists the events that are detected for OSPFNetwork.


Table 3‑8.  Events for OSPFNetwork


Event Description


DRElectionFailure No DR was elected on this broadcast or NBMA network segment. This event prevents full
neighbor relationships from forming between neighbors on this segment.


AllRouterPrioritiesZero All interfaces on this broadcast or NBMA network segment have their router priority set to
0. This event prevents a DR from being elected on this segment.


OSPFInterface
An OSPF interface is a logical interface, associated with an underlying IP interface, that participates in the
OSPF protocol exchange.


Attributes for OSPFInterface
Attributes for OSPFInterface lists some key attributes for OSPFInterface.
Network Protocol Manager for OSPF uses these and other attributes to diagnose OSPF interface
problems and to detect OSPF interface events.
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Table 3‑9.  Attributes for OSPFInterface


Attribute Description Allowed values


AdminStatus Administrative status of this OSPF interface. String:
n UNKNOWN
n ENABLED
n DISABLED


AuthKey Authentication key for simplePassword authentication for
this OSPF interface.


Octet String


AuthType Type of authentication used by this OSPF interface. String:
n NONE
n SIMPLE_PASSWORD
n MD5
n OTHER


DeadInterval For the device for this OSPF interface, number of seconds
during which the router’s Hello packets have not been
received before the router’s neighbors declare the device
down.


Integer


Should be some multiple of the Hello
interval and must be the same for all
devices attached to a common
network.


HelloInterval Length of time, in seconds, between the Hello packets
that the device sends on this OSPF interface.


Integer


Must be the same for all devices
attached to a common network.


IfEventCount Number of state changes or error events on this OSPF
interface.


Integer


IfState Current state of this OSPF interface. String:
n UNKNOWN
n DOWN
n LOOPBACK
n WAITING
n POINT_TO_POINT
n DESIGNATED_ROUTER
n BACKUP_DESIGNATED_ROUT


ER
n OTHER_DESIGNATED_ROUTE


R


IfType Type of this OSPF interface. String:
n BROADCAST
n NBMA
n POINT_TO_POINT
n POINT_TO_MULTIPOINT


IPAddress IP address of this OSPF interface. String: IpAddress, an application-wide
type that represents a 32-bit value


IsBDR True if the device for this OSPF interface is a Backup
Designated Router (BDR).


Boolean: true or false


IsDR True if the device for this OSPF interface is a DR. Boolean: true or false
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Table 3‑9.  Attributes for OSPFInterface (Continued)


Attribute Description Allowed values


IsPassive True if this OSPF interface is passive—not in use. Boolean: true or false


MulticastForwarding Way in which multicasts are forwarded on this OSPF
interface. Data link multicasting is not meaningful on
NBMA or point-to-point interfaces.


String:
n DISABLED
n BLOCKED
n MULTICAST
n UNICAST


PollInterval For this OSPF interface, the larger time interval, in
seconds, between the Hello packets sent to an inactive
NBMA neighbor.


Integer


RouterID A 32-bit integer that uniquely identifies the device on
which this OSPF service is running.


String: IpAddress, an application-wide
type that represents a 32-bit value


RouterPriority Priority assigned to the device of this OSPF interface,
used in multi-access networks for the DR election
algorithm.


Integer


0 signifies that the device is not
eligible to become the DR on this
particular network segment. If the
devices on a network segment have
the same priority, the devices use
their router ID to determine the DR.


TransitDelay Estimated number of seconds to transmit a link-state
update packet over this OSPF interface.


Integer


Root-cause problems for OSPFInterface
Root-cause problems for OSPFInterface lists the root-cause problems that are diagnosed for
OSPFInterface.


Table 3‑10.  Root-cause problems for OSPFInterface


Problem Description


Disabled This interface or its associated physical interface is administratively down (manually
disabled), and at least one OSPF adjacency on this interface is reporting an improper
state. This problem prevents neighbor relationships from forming on this interface.


Down This interface is operationally down when two or more OSPF neighbor relationships exist
on this interface and all of them are down.


To prevent Network Protocol Manager for OSPF from notifying Disabled root-cause problems, you set the
AdminDownFlag parameter in the ospf.conf file. The
VMware Smart Assurance Network Protocol Manager Configuration Guide provides directions on setting
this variable.


Events for OSPFInterface
Events for OSPFInterface lists the events that are detected for OSPFInterface.
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Table 3‑11.  Events for OSPFInterface


Symptom Description


AreaIDMismatchSymptom Area ID on this interface does not match the area ID on the neighboring
interfaces.


AreaTypeMismatchSymptom Area type on this interface does not match the area type on the
neighboring interfaces.


AuthKeyMismatchSymptom Authentication key on this interface does not match the authentication
key on the neighboring interfaces.


AuthTypeMismatchSymptom Authentication type on this interface does not match the authentication
type on the neighboring interfaces.


DisabledAdminSymptom This interface or its associated physical interface is administratively down
(manually disabled).


DuplicateRouterIDSymptom Two neighboring interfaces have the same OSPF router ID.


HelloOrDeadIntervalMismatchSymptom Either the Hello interval on this interface does not match the Hello
interval on the neighboring interfaces, or the Dead interval on this
interface does not match the Dead interval on the neighboring interfaces.


MTUMismatchSymptom Maximum transmission unit (MTU) on this interface does not match the
MTU on the neighboring interfaces.


NetmaskMismatchSymptom Netmask on this interface does not match the netmask on the
neighboring interfaces.


OSPFVirtualInterface
An OSPF virtual interface is a virtual interface, associated with an underlying IP interface, that
participates in the OSPF protocol exchange. A virtual interface is associated with a virtual link, which is
typically used to link an OSPF area that does not have a physical connection to the backbone area (Area
0). The virtual link is established between two ABRs that have a common OSPF area, and the one ABR is
connected to the backbone area.


Attributes for OSPFVirtualInterface
The key attributes for OSPFVirtualInterface are the same as those for OSPFInterface, listed in Attributes
for OSPFInterface. Network Protocol Manager for OSPF uses these and other attributes to diagnose
OSPF virtual interface problems and to detect OSPF virtual interface events.


Root-cause problems for OSPFVirtualInterface
The following root-cause problem is diagnosed for OSPFVirtualInterface:


Down: This virtual interface is operationally down when two or more OSPF virtual links exist on this
interface and all of them are down.


Events for OSPFVirtualInterface
Events for OSPFVirtualInterface lists the events that are detected for OSPFVirtualInterface.
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Table 3‑12.  Events for OSPFVirtualInterface


Symptom Description


AreaIDMismatchSymptom Area ID on this virtual interface does not match the area ID on the
neighboring virtual interfaces.


AreaTypeMismatchSymptom Area type on this virtual interface does not match the area type on the
neighboring virtual interfaces.


AuthKeyMismatchSymptom Authentication key on this virtual interface does not match the
authentication key on the neighboring virtual interfaces.


AuthTypeMismatchSymptom Authentication type on this virtual interface does not match the
authentication type on the neighboring virtual interfaces.


DuplicateRouterIDSymptom Two neighboring virtual interfaces have the same OSPF router ID.


HelloOrDeadIntervalMismatchSymptom Either the Hello interval on this virtual interface does not match the Hello
interval on the neighboring virtual interfaces, or the Dead interval on this
virtual interface does not match the Dead interval on the neighboring
virtual interfaces.


MTUMismatchSymptom Maximum transmission unit (MTU) on this virtual interface does not
match the MTU on the neighboring virtual interfaces.


NetmaskMismatchSymptom Netmask on this virtual interface does not match the netmask on the
neighboring virtual interfaces.


OSPFNeighborEndpoint
An OSPF neighbor endpoint is a type of service access point that is defined for each OSPF interface on
the host device. An OSPF neighbor endpoint is a logical object that holds the status of a single OSPF
neighbor relationship from the point of view of one of the OSPF interfaces.


Attributes for OSPFNeighborEndpoint
Attributes for OSPFNeighborEndpoint lists some key attributes for OSPFNeighborEndpoint.
Network Protocol Manager for OSPF uses these and other attributes to diagnose OSPF neighbor
endpoint problems and to detect OSPF neighbor endpoint events.


Table 3‑13.  Attributes for OSPFNeighborEndpoint


Attribute Description Allowed values


AuthType Type of authentication used by this
OSPF endpoint.


String:
n NONE
n SIMPLE_PASSWORD
n MD5
n OTHER


HelloSuppressed True if the Hello packets are being
suppressed to the neighbor for this
OSPF endpoint.


Boolean: true or false
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Table 3‑13.  Attributes for OSPFNeighborEndpoint (Continued)


Attribute Description Allowed values


IfState Current state of this OSPF endpoint. String:
n UNKNOWN
n DOWN
n LOOPBACK
n WAITING
n POINT_TO_POINT
n DESIGNATED_ROUTER
n BACKUP_DESIGNATED_ROUTER
n OTHER_DESIGNATED_ROUTER


IfType Type of this OSPF endpoint. String:
n BROADCAST
n NBMA
n POINT_TO_POINT
n POINT_TO_MULTIPOINT


NbmaNeighborPermanence Status indicating how the neighbor for
this OSPF endpoint became known to
the endpoint.


String:
n DYNAMIC
n PERMANENT


NeighborEventCount Number of state changes or error
events for the neighbor relationship
(session) for this OSPF endpoint.


Integer


NeighborIpAddress IP address of the neighboring device
for this OSPF endpoint.


String: IpAddress, an application-wide type that
represents a 32-bit value


NeighborState The current state of the neighbor
relationship for this OSPF endpoint.


String:
n UNKNOWN
n DOWN
n ATTEMPT
n INIT
n TWO_WAY
n EXCHANGE_START
n EXCHANGE
n LOADING
n FULL


NeighborStateImproper True if the current state of the
neighbor relationship for this OSPF
endpoint is not progressing to the
two-way or full state as appropriate.


Boolean: true or false


Root-cause problems for OSPFNeighborEndpoint
The following root-cause problem is diagnosed for OSPFNeighborEndpoint:


UnknownNbmaNeighbor: The permanent NBMA neighbor for this OSPF neighbor endpoint is unknown in
the topology, and the neighbor relationship is down.
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Events for OSPFNeighborEndpoint
The following event is detected for OSPFNeighborEndpoint:


UnknownNbmaNeighborSymptom: An NBMA neighbor misconfiguration exists on this OSPF neighbor
endpoint.


OSPFVirtualNeighborEndpoint
An OSPF virtual neighbor endpoint is a type of service access point that is defined for each OSPF virtual
interface on the host device. An OSPF virtual neighbor endpoint is a logical object that holds the status of
a single OSPF virtual link from the point of view of one of the OSPF virtual interfaces.


Attributes for OSPFVirtualNeighborEndpoint
The key attributes for OSPFVirtualNeighborEndpoint are the same as those for OSPFNeighborEndpoint,
listed in Attributes for OSPFNeighborEndpoint. Network Protocol Manager for OSPF uses these and
other attributes to diagnose OSPF virtual neighbor endpoint problems and to detect OSPF virtual
neighbor endpoint events.


Root-cause problems for OSPFVirtualNeighborEndpoint
The following root-cause problem is diagnosed for OSPFVirtualNeighborEndpoint:


UnknownVirtualNeighbor: The virtual neighbor for this OSPF virtual neighbor endpoint is unknown in the
topology, and the virtual link is down.


Events for OSPFVirtualNeighborEndpoint
The following event is detected for OSPFVirtualNeighborEndpoint:


UnknownVirtualNeighborSymptom: A virtual neighbor misconfiguration exists on this OSPF virtual
neighbor endpoint.


OSPFNeighborRelationship
An OSPF neighbor relationship is a link between two OSPF neighbor endpoints. Each complete OSPF
neighbor relationship connects two OSPF neighbor endpoints.


In order for an OSPF neighbor relationship to form between two OSPF neighbor endpoints, the underlying
OSPF interfaces of the endpoints must be members of the same OSPF Area. What this statement implies
is that an OSPF neighbor relationship can form between a pair of OSPF-enabled devices if and only if the
devices are connected via OSPF networks that are members of the same OSPF area.
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Attributes for OSPFNeighborRelationship
The key attributes for OSPFNeighborRelationship are the same as those for OSPFNeighborEndpoint,
except that the attribute names contain 1 or 2 to denote the attribute set for each of the two endpoints
involved in the neighbor relationship. The Endpoint1DisplayName and Endpoint2DisplayName attributes
identify the OSPF endpoints for the attribute sets. Attributes for OSPFNeighborEndpoint provides a list of
the key attributes for OSPFNeighborEndpoint.


Network Protocol Manager for OSPF uses the two sets of OSPFNeighborEndpoint attributes as well as
other attributes to diagnose OSPF neighbor relationship problems and to detect OSPF neighbor
relationship events.


Root-cause problems for OSPFNeighborRelationship
The following root-cause problem is diagnosed for OSPFNeighborRelationship:


Down: This OSPF neighbor relationship is not progressing to the two-way or full state as appropriate, and
no physical connectivity failures or OSPF configuration mismatches exist that can explain this condition.


Events for OSPFNeighborRelationship
The following event is detected for OSPFNeighborRelationship:


NeighborStateAlarm: The neighbor for this OSPF neighbor relationship is reporting an improper neighbor
state.


OSPFVirtualLink
An OSPF virtual link is a link between two OSPF virtual neighbor endpoints. Each complete OSPF virtual
link connects two OSPF virtual neighbor endpoints.


As clarified in Virtual link uses, virtual links serve two purposes:


n Link an OSPF area that does not have a physical connection to the backbone area (Area 0).


n Patch the backbone in case discontinuity of Area 0 occurs.


Figure 3‑2.  Virtual link uses
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Attributes for OSPFVirtualLink
The key attributes for OSPFVirtualLink are the same as those for OSPFNeighborEndpoint, except that the
attribute names contain 1 or 2 to denote the attribute set for each of the two endpoints involved in the
virtual link. The Endpoint1DisplayName and Endpoint2DisplayName attributes identify the OSPF
endpoints for the attribute sets. Attributes for OSPFNeighborEndpoint provides a list of the key attributes
for OSPFNeighborEndpoint.


Network Protocol Manager for OSPF uses the two sets of OSPFVirtualLink attributes as well as other
attributes to diagnose OSPF virtual link problems and to detect OSPF virtual link events.


Root-cause problems for OSPFVirtualLink
The following root-cause problem is diagnosed for OSPFVirtualLink:


Down: This OSPF virtual link is not progressing to the two-way or full state as appropriate, and no
physical connectivity failures or OSPF configuration mismatches exist can explain this condition.


Events for OSPFVirtualLink
The following event is detected for OSPFVirtualLink:


NeighborStateAlarm: The virtual neighbor for this OSPF virtual link is reporting an improper neighbor
state.


RedundancyGroup
Network Protocol Manager for OSPF supports the creation and analysis of system redundancy groups.
Each group is composed of two or more routers and their interfaces.


For example, an OSPF area accessed through two Area Border Router (ABR) routers can be modeled as
a system redundancy group that contains the two routers. If one ABR router experiences a failure, access
to the OSPF area is not interrupted but is less resilient to additional failures. A failure in the other ABR
router makes the OSPF area inaccessible.


By default, Network Protocol Manager for OSPF does not create system redundancy groups. However,
by using discovery hook scripts, you can configure Network Protocol Manager for OSPF to create system
redundancy groups after the initial discovery of the OSPF routers.


The VMware Smart Assurance Network Protocol Manager Discovery Guide Supplement provides
information about using discovery hook scripts.


Events for a system redundancy group
Analysis and monitoring of a system redundancy group occur automatically when the redundancy group
is created and its member objects are inserted into the group. The state of the redundancy group is based
on the status of its member objects.


Events for a system redundancy group lists the events detected for a system redundancy group and
exported to the Global Manager as event notifications.
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Table 3‑14.  Events for a system redundancy group


Event Description


AllComponentsDown None of the member objects in the redundancy group are responsive or operational.


AtRisk The number of responsive or operational members in the redundancy group is less than or
equal to the AtRiskThreshold value (set to 1 by default) but is not zero.


Note   If the number of responsive or operational members is zero, an
AllComponentsDown event occurs.


For example, and assuming AtRiskThreshold = 1, the state of a three-member redundancy
group that has one responsive or operational member (and two unresponsive or non-
operational members) is AtRisk.


ReducedRedundancy The number of responsive or operational members in the redundancy group is greater
than the AtRiskThreshold value but is less than the total number of members in the
redundancy group.


For example, and assuming AtRiskThreshold = 1, the state of a three-member redundancy
group that has two responsive or operational members (and one unresponsive or non-
operational member) is ReducedRedundancy.


As shown in Table 19, the state of a redundancy group is based on the status of its member objects and
the value of the AtRiskThreshold attribute (set to 1 by default). If all members of a redundancy group are
responsive or operational, the state of the redundancy group is Normal.


Through impact analysis, Network Protocol Manager for OSPF also links system redundancy group
events to root-cause problems received from IP Availability Manager.
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OSPF Cross-Domain Impact
Correlation Analysis 4
This chapter includes the following topics:
n OSPF impact analysis overview


n OSPF impact analysis model


n OSPF impact analysis examples


OSPF impact analysis overview
OSPF failures, or apparent failures, that are detected by Network Protocol Manager for OSPF cannot be
analyzed in isolation. Rather, those failures must be correlated with the physical-transport failures that are
detected by IP Availability Manager in order to determine the root-cause problem that is underlying all
observed symptoms. Network Protocol Manager for OSPF analyzes OSPF and physical-transport failures
to determine whether an OSPF failure is indeed a root-cause problem, or simply a symptom (impact) of
an underlying physical-transport root-cause problem.


When Network Protocol Manager for OSPF detects an OSPF failure, it checks for any physical-transport
problem that might be causing the failure. If it does not find such a problem,
Network Protocol Manager for OSPF focuses its analysis on just the OSPF domain and performs the root-
cause analysis described in Chapter 3 OSPF Objects and their Failures


If it does find such a problem, Network Protocol Manager for OSPF diagnoses the OSPF failure as an
impact and exports the underlying physical-transport problem and the OSPF failure to the
Global Manager. The Global Manager responds by adding the OSPF failure as an impact of the
underlying physical-transport root-cause problem.


OSPF and global impact analysis shows the flow of information between the components in a
Network Protocol Manager for OSPF deployment to achieve OSPF and global impact analysis.
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Figure 4‑1.  OSPF and global impact analysis


Status updates received from IP Availability Manager identifies the IP Availability Manager status updates
to which Network Protocol Manager for OSPF subscribes.


Table 4‑1.  Status updates received from IP Availability Manager


Object Problem-type status Event-type status


1**Indentation indicates class hierarchy.


2**Perceived as a problem-type status by Network Protocol Manager for OSPF.


Card Down


NetworkAdapter   Interface 1   Port Disabled,


Down


NetworkConnection   Cable
1      TrunkCable


DownOrFlapping 2


UnitaryComputerSystem   Router
1   Switch   and so on


Unresponsive 2


Network Protocol Manager for OSPF imports status information from IP Availability Manager through a
remote (proxy) accessor, as shown in Remote accessor operation for Network Protocol Manager for
OSPF.


VMware Smart Assurance Network Protocol Manager for OSPF User Guide


VMware, Inc.  50







Figure 4‑2.  Remote accessor operation for Network Protocol Manager for OSPF


“Update object attributes” in Figure 19 corresponds to “Status updates” in OSPF and global impact
analysis and in Status updates received from IP Availability Manager. Status updates represent changes
to problem-type and event-type instrumentation attribute values.


Adding IP Availability Manager as a source to Network Protocol Manager for OSPF causes
Network Protocol Manager for OSPF to import topology and status from the IP Availability Manager. The
VMware Smart Assurance Network Protocol Manager Discovery Guide Supplement provides the
instructions for completing this task.


OSPF impact analysis model
Network Manager Protocol view of its managed OSPF topology demonstrates how
Network Protocol Manager for OSPF models (represents) its managed OSPF topology. The underlying
physical-transport objects in the model, shown as white rectangles, are managed by
IP Availability Manager. As such, Network Protocol Manager for OSPF receives the status of these
objects from IP Availability Manager.
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Figure 4‑3.  Network Manager Protocol view of its managed OSPF topology


Not all of the underlying physical-transport objects that are understood by
Network Protocol Manager for OSPF are shown in Figure 20. For example,
Network Protocol Manager for OSPF also understands Cable and TrunkCable objects. In addition, the
network cloud in Figure 20 represents various types of connections between the two physical interfaces
that are underlying the OSPF neighbor relationship, including connections between ports on intermediate
switches.


OSPF impact analysis examples
The examples that follow show how Network Protocol Manager for OSPF uses the relationships between
the OSPF objects and the underlying physical-transport objects to perform OSPF impact analysis. In
addition, the examples show how the Global Manager picks up where
Network Protocol Manager for OSPF leaves off to perform global impact analysis.


Keep the following information in mind when reading these examples:


n A router has multiple physical interfaces.
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n A physical interface may have multiple OSPF interfaces.


n An OSPF interface has one and only one OSPF neighbor endpoint.


n An OSPF neighbor endpoint may have multiple OSPF neighbor relationships.


Example of physical interface down
In this example, a physical interface on a router that is running an OSPF service goes down. The
example assumes that the physical interface supports one OSPF interface and one OSPF neighbor
relationship.


In this example, IP Availability Manager:


n Diagnoses an Interface Down problem.


n Generates a NetworkConnection DownOrFlapping event as an impact of the Interface Down problem.


n Exports the Interface Down problem and the NetworkConnection DownOrFlapping event to the
Global Manager.


n Exports an Interface Down problem-type status and a NetworkConnection DownOrFlapping event-
type status to Network Protocol Manager for OSPF.


Network Protocol Manager for OSPF:


n Receives the Interface Down problem-type status and the NetworkConnection DownOrFlapping
event-type status from IP Availability Manager.


n Detects an alarming OSPF neighbor relationship for which the Interface Down problem-type status is
associated with one of the physical interfaces that is underlying the alarming OSPF neighbor
relationship.


Network Protocol Manager for OSPF then:


n Generates an OSPFNeighborRelationship NeighborStateAlarm event.


n Generates an Interface Down problem.


n Correlates the OSPFNeighborRelationship NeighborStateAlarm event with the Interface Down
problem and marks the event as an impact of the problem.


n Exports the Interface Down problem and the OSPFNeighborRelationship NeighborStateAlarm event
to the Global Manager.


The Global Manager:


n Receives the Interface Down problem and the NetworkConnection DownOrFlapping event from
IP Availability Manager.


n Receives the Interface Down problem and the OSPFNeighborRelationship NeighborStateAlarm event
from Network Protocol Manager for OSPF.


n Combines the Interface Down problem from both IP Availability Manager and
Network Protocol Manager for OSPF to form one notification that has two sources.
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n Associates the NetworkConnection DownOrFlapping notification from IP Availability Manager as an
impact of the Interface Down notification.


n Associates the OSPFNeighborRelationship NeighborStateAlarm notification from
Network Protocol Manager for OSPF as an impact of the Interface Down notification.


What follows is a summary of the notifications that are created for the Interface Down problem,
followed by a display in Notification Properties dialog box that shows an Interface Down problem that
shows how the Global Manager associates the network and OSPF events as impacts of the Interface
Down problem:


n IP Availability Manager events:


n Problem: Interface Down


n Event (impact): NetworkConnection DownOrFlapping


n Network Protocol Manager for OSPF events:


n Problem: Interface Down


n Event (impact): OSPFNeighborRelationship NeighborStateAlarm


n Global Manager notifications:


n Root cause: Interface Down


n Impacts: NetworkConnection DownOrFlapping and


n      OSPFNeighborRelationship NeighborStateAlarm


Figure 4‑4.  Notification Properties dialog box that shows an Interface Down problem


Chapter 2 Viewing OSPF Analysis Results and Topology provides instructions on viewing detailed
notification information.
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Example of trunk cable down
In this example, a trunk cable between two routers that are running OSPF services goes down. The
example assumes that the trunk cable connects two physical interfaces that each have one OSPF
interface, which means that the trunk cable supports one OSPF neighbor relationship.


In this example, IP Availability Manager:


n Diagnoses a TrunkCable Down problem.


n Generates a TrunkCable DownOrFlapping event as an impact of the TrunkCable Down problem.


n Exports the TrunkCable Down problem and the TrunkCable DownOrFlapping event to the
Global Manager.


n Exports a TrunkCable DownOrFlapping event-type status to Network Protocol Manager for OSPF.


Network Protocol Manager for OSPF:


n Receives the TrunkCable DownOrFlapping event-type status from IP Availability Manager.


n Detects an alarming OSPF neighbor relationship for which the TrunkCable DownOrFlapping event-
type status is associated with the two physical interfaces that are underlying the alarming OSPF
neighbor relationship.


As indicated in Example of trunk cable down, Network Protocol Manager for OSPF perceives the
TrunkCable DownOrFlapping event-type status as a problem-type status.


Network Protocol Manager for OSPF then:


n Generates an OSPFNeighborRelationship NeighborStateAlarm event.


n Generates a TrunkCable DownOrFlapping problem.


n Correlates the OSPFNeighborRelationship NeighborStateAlarm event with the TrunkCable
DownOrFlapping problem and marks the event as an impact of the problem.


n Exports the TrunkCable DownOrFlapping problem and the OSPFNeighborRelationship
NeighborStateAlarm event to the Global Manager.


The Global Manager:


n Receives the TrunkCable Down problem and the TrunkCable DownOrFlapping event from
IP Availability Manager.


n Receives the TrunkCable DownOrFlapping problem and the OSPFNeighborRelationship
NeighborStateAlarm event from Network Protocol Manager for OSPF.


n Combines the TrunkCable DownOrFlapping event from IP Availability Manager with the TrunkCable
DownOrFlapping problem from Network Protocol Manager for OSPF to form one notification that has
two sources.


n Associates the TrunkCable DownOrFlapping notification as an impact of the TrunkCable Down
notification.
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n Associates the OSPFNeighborRelationship NeighborStateAlarm notification from
Network Protocol Manager for OSPF as an impact of the TrunkCable Down notification.


What follows is a summary of the notifications that are created for the TrunkCable Down problem,
followed by a display in Notification Properties dialog box that shows a TrunkCable Down problem
that shows how the Global Manager associates the network and OSPF events as impacts of the
TrunkCable Down problem:


n IP Availability Manager events:


n Problem: TrunkCable Down


n Event (impact): TrunkCable DownOrFlapping


n Network Protocol Manager for OSPF events:


n Problem: TrunkCable DownOrFlapping


n Event (impact): OSPFNeighborRelationship NeighborStateAlarm


n Global Manager notifications:


n Root cause: TrunkCable Down


n Impacts: TrunkCable DownOrFlapping and


n      OSPFNeighborRelationship NeighborStateAlarm


Figure 4‑5.  Notification Properties dialog box that shows a TrunkCable Down problem


Chapter 2 Viewing OSPF Analysis Results and Topology provides instructions on viewing detailed
notification information.
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OSPF Terminology 5
OSPF terms and concepts
The terms and concepts presented in this appendix should prove helpful in understanding the OSPF
domain discovered and monitored by Network Protocol Manager for OSPF.


Begin by examining Interior gateway protocol and exterior gateway protocol links:


Figure 5‑1.  Interior gateway protocol and exterior gateway protocol links


The links between the routers within an independent network, or autonomous system (AS), are referred to
as Interior Gateway Protocol (IGP) links. The links between routers in different autonomous systems are
referred to as Exterior Gateway Protocol (EGP) links. OSPF is an IGP.


n ABR


Area Border Router. A router that has interfaces in multiple OSPF areas. It runs a copy of the basic
OSPF algorithm for each area to which it belongs.


n ABR System Redundancy Group


Two or more ABRs that interface with and back up the same OSPF areas.
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n AS


Autonomous System. A collection of networks, or more precisely, the routers joining those networks,
that are under the same administrative authority and that share a common routing strategy.


n ASBR


Autonomous System Border Router. An OSPF router that exchanges routing information with routers
that are running OSPF or other interior gateway protocols and belong to other autonomous systems.


n BDR


Backup Designated Router. An OSPF router elected on a broadcast (multi-access) network segment
to back-up the Designated Router.


n DR


Designated Router. An OSPF router elected on a broadcast (multi-access) network segment to flood
routing updates. Instead of each router exchanging OSPF updates with every other router on the
broadcast segment, each non-DR router on the segment builds a full adjacency with the DR to
exchange information with the DR, and the DR relays the information to the other non-DR routers.


n EGP


Exterior Gateway Protocol. A routing protocol, such as Border Gateway Protocol (BGP), used to
exchange routing information between two routers in a network of autonomous systems. An EGP
protocol maintains routes between autonomous systems.


n IGP


Interior Gateway Protocol. A routing protocol used to calculate routes and exchange routing
information among routers within an autonomous system.


n LSA


Link-state advertisement. When a network link changes state (up to down, or vice versa) in an OSPF
network, the change is flooded throughout the network as a link-state advertisement. All the routers
note the change and recompute their routes accordingly.


n MTU


Maximum transmission unit. A setting that controls the maximum IP packet size that a PC will send.


n Multi-access segment


A network segment supporting three or more routers. A network segment is part of an Ethernet or
other network on which all message traffic is common to all nodes, that is, a message is broadcast
from one node on the segment and received by all others on the segment.


n NBMA


Non-Broadcast Multiple Access. A network without broadcast capabilities, but where all interfaces on
the network are fully meshed (connected); for example, a fully meshed Frame Relay cloud.
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n OSPF


Open Shortest Path First. A link-state based interior gateway protocol, which is defined in RFC 1253,
that is used to distribute routing information within an autonomous system. Each OSPF router
generates a full data model of its OSPF area (portion of the autonomous system), including all IP
subnets and all routers in the area, and executes a shortest path first (SPF) algorithm to determine
the best route to each IP subnet in the data model.


n OSPF adjacency


OSPF adjacency, also known as OSPF neighbor relationship, is the next step after OSPF routers
become neighbors. In order to minimize the amount of information exchanged on a particular
broadcast (multi-access) network segment, OSPF elects one router to be a Designated Router (DR),
and one router to be a Backup Designated Router (BDR), on each broadcast segment. Routers that
become adjacent have the same link-state database.


n OSPF area


A set of IP subnets within an autonomous system. An OSPF area limits the flooding of link-state
updates on an OSPF router to just those changes within its area. If more than one OSPF area is
configured for an autonomous system, one of the areas is designated the backbone area (Area 0). All
non-backbone areas within an autonomous system have a physical connection to the backbone area.


n OSPF area type


The OSPF area’s support for importing autonomous system (AS) external link-state advertisements
(LSAs). An OSPF area can be configured in one of five ways, based on what routes external to the
area are advertised into the area by the Area Border Routers (ABRs) and the Autonomous System
Border Routers (ASBRs) within the area.


Normal Area: All OSPF routes, whether from outside the area or outside the AS, are advertised into
this area. The backbone area is always a normal area.


Stub Area: No routes that are external to the AS are advertised into this area. Practically, this means
that all packets to addresses outside the AS are sent to the nearest ABR for routing by the backbone
area.


Totally Stub Area: No routes external to this area or the AS are advertised into this area except for the
default router (0.0.0.0). All packets destined for addresses outside this area or the AS go to the
nearest ABR for routing by the backbone.


Not-So-Stubby Area (NSSA): No routes external to the AS are advertised into this area except for the
external routes advertised by an ASBR within this area. All packets destined for addresses outside
the AS go to the nearest ABR, unless the addresses can be reached by an ASBR within this area.


Totally NSSA: No routes external to this area or the AS are advertised into this area except for the
default router (0.0.0.0) and the external routes advertised by an ASBR within this area. All packets
destined for addresses outside this area or the AS go to the nearest ABR, unless the addresses are
AS external addresses that can be reached by an ASBR within this area.
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n OSPF interface


A link between an OSPF router and a network. The state of an OSPF interface is a description of the
interface and its relationship to its neighboring routers. One or more router adjacencies may develop
over an interface.


n OSPF neighbors


OSPF routers that share a common network segment become neighbors on that segment. Neighbors
are elected through the Hello protocol. Two-way communication exists between each pair of
neighbors.


n OSPF neighbor relationship


See OSPF adjacency in this list.


n OSPF network


Interconnected routers that are running OSPF services. An OSPF network can exist for four network
types: broadcast, non-broadcast multiple access (NBMA), point-to-point, and point-to-multipoint.


n OSPF router


A router that is running an OSPF service.


n OSPF service


An OSPF process: an instance of the OSPF routing protocol that is running in memory.


n OSPF virtual link


A tunnel that connects an OSPF area to the backbone area (Area 0) for an autonomous system.
OSPF virtual links are common when merging OSPF networks from two companies.


n VLAN


Virtual Local Area Network. A network of computers that behave as if they are connected to the same
wire, even though they may actually be physically located on different network segments of a LAN.
VLANs are configured through software rather than hardware, which makes them extremely flexible.


n VPN


Virtual Private Network. A private-access network over public connections.
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OSPF Topology Naming
Conventions 6
This chapter includes the following topics:
n DisplayName and Name attributes


n Naming convention for OSPF objects


DisplayName and Name attributes
Each OSPF object has a unique name, which is defined by the DisplayName and Name attributes for the
object as shown in DisplayName and Name attributes for an OSPF object.


Figure 6‑1.  DisplayName and Name attributes for an OSPF object


The name specified in the DisplayName attribute is the name of the object displayed in the
Global Console, while the name specified in the Name attribute is the name of the object as known in the
Domain Manager’s repository.
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The DisplayName and Name attributes of a network object are viewable through a Topology Browser
Console attached to the Global Manager or to Network Protocol Manager for OSPF.


Note   To launch a Topology Browser Console from the Global Console, select


File > New > Topology Browser Console.


The name specified in an object’s DisplayName attribute also appears in the Name attribute of a
notification involving that object. Notifications are imported by the Global Manager and displayed in the
Notification Log Console.


Naming convention for OSPF objects
To name a discovered OSPF object, Network Protocol Manager for OSPF uses the appropriate naming
format in Naming formats for discovered OSPF objects to assign the object a unique name. It then
populates the object’s Name and DisplayName attributes with that name.


Table 6‑1.  Naming formats for discovered OSPF objects


Class Naming format


1**This object type is not imported by the Global Manager.


OSPFArea Name:OSPF-AREA-<32-bit area identifier>[/<tag value>]


An OSPF area that has a tag value in its name indicates that the area consists of OSPF
interfaces that are layered over IP addresses that are tagged with that tag value.


For example:OSPF-AREA-0.0.0.0


DisplayName:<same as Name>


OSPFAreaConfiguration Name:OSPF-CFG-<host device name>/<32-bit area identifier>


For example:OSPF-CFG-dev-Vpls0/0.0.0.0


DisplayName:<same as Name>


OSPFService Name:OSPF-SVC-<host device name>


For example:OSPF-SVC-dev-Vpls0


DisplayName:OSPF-SVC-<host device name> [router identifier]


For example:OSPF-SVC-dev-Vpls0 [192.168.10.1]


OSPFNetwork An OSPF network can exist for four network types:
n Broadcast
n Non-broadcast multiple access (NBMA)
n Point-to-point
n Point-to-multipoint


The network type determines the naming format to be used for the OSPFNetwork object.


Broadcast, NBMA, and point-to-multipoint network types


Name:OSPF-NET-<IP network address>-<netmask value>


For example:OSPF-NET-10.9.7.10-255.255.255.255


DisplayName:OSPF-NET-<IP network address>-<netmask value>      [BROADCAST|
NBMA|POINT_TO_MULTIPOINT/<number of devices connected to this           OSPF
network>]


For example:OSPF-NET-10.9.7.10-255.255.255.255 [BROADCAST/1]
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Table 6‑1.  Naming formats for discovered OSPF objects (Continued)


Class Naming format


OSPFNetwork (continued) Point-to-point network type


Name:OSPF-NET-<host device name>/<interface key>-<interface IP address><--
>     <host device name>/<interface key>-<interface IP address>


For example:OSPF-NET-dev-Vpls6/33-10.9.8.2<-->dev-Vpls7/52-10.9.8.1


DisplayName:OSPF-NET-<host device name>/<interface key>-<interface IP address><--
>     <host device name>/<interface key>-<interface IP address>
          [POINT_TO_POINT/<number of devices connected to this OSPF network>]


For example:OSPF-NET-dev-Vpls6/33-10.9.8.2<-->dev-Vpls7/52-10.9.8.1
[POINT_TO_POINT/2]


OSPFInterface 1 OSPF-IF-<host device name>/<interface key>-<interface IP address>


For example:


OSPF-IF-qa-vpls3/10001-172.23.21.2


DisplayName:OSPF-IF-<host device name>/<interface key> [<interface device identifier>]
     [<interface IP address>] [<comment (optional)>]-<interface IP address>


For example:OSPF-IF-qa-vpls3/10001 [Fa1/0/1] [172.23.21.2] [to VPLS1]-172.23.21.2


OSPFVirtualInterface 1 Name:Same as OSPFInterface except that the prefix is OSPF-VIF


DisplayName:Same as OSPFInterface except that the prefix is OSPF-VIF


OSPFNeighborEndpoint 1 Name:OSPF-EP-<host device name>/<interface key>-<interface IP address>-
>      <neighbor interface IP address>


For example:OSPF-EP-qa-vpls2/13-172.22.21.2->172.22.21.1


Stub Name:OSPF-EP-<host device name>/<interface key>


For example:OSPF-EP-10.9.131.100/1544


DisplayName:OSPF-EP-<host device name>/<interface key> [<interface device
identifier>]      [<interface IP address>] [<comment (optional)]-<interface IP address>-
>          <neighbor interface IP address>


For example:OSPF-EP-qa-vpls2/13 [Fa1/1] [172.22.21.2] [to qa-VPLS1]-172.22.21.2-
>172.22.21.1


Stub DisplayName:OSPF-EP-<host device name>/<interface key> [<interface device
identifier>]      [<interface IP address>]


For example:OSPF-EP-10.9.131.100/1544 [at-0/0/1.100] [115.0.0.1]


OSPFVirtualNeighborEndpoint 1 Name:Same as OSPFNeighborEndpoint except that the prefix is OSPF-VEP


DisplayName:Same as OSPFNeighborEndpoint except that the prefix is OSPF-VEP


OSPFNeighborRelationship Name:OSPF-NBR-<host device name>/<interface key>-<interface IP address>-
>     <neighbor interface IP address on remote device><-->          <remote device
name>/<remote interface key>-<remote interface IP address>->               <neighbor
interface IP address on local device>


For example:OSPF-NBR-qa-vpls1/5-172.22.21.1->172.22.21.2<-->qa-
vpls2/13-172.22.21.2->172.22.21.1


Stub Name:OSPF-NBR-<host device name>/<interface key>


For example:OSPF-NBR-10.9.131.100/1544
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Table 6‑1.  Naming formats for discovered OSPF objects (Continued)


Class Naming format


DisplayName:OSPF-NBR-<host device name>/<interface key> [<interface device
identifier>]


     [<interface IP address>] [<comment (optional)>]-<interface IP address>-
>          <neighbor interface IP address on remote device><-->               <remote device
name>/<remote interface key>                     [<remote interface device identifier>] [<remote
interface IP address>]                          [<comment (optional)>]-<remote interface IP
address>->                              <neighbor interface IP address on local device>


For example:OSPF-NBR-qa-vpls1/5 [Fa1/2] [172.22.21.1]      [to qa-VPLS2]-172.22.21.1-
>172.22.21.2<-->qa-vpls2/13 [Fa1/1] [172.22.21.2]           [to qa-VPLS1]-172.22.21.2-
>172.22.21.1


Stub DisplayName:OSPF-NBR-<host device name>/<interface key> [<interface device
identifier>]      [<interface IP address>]


For example:OSPF-NBR-10.9.131.100/1544 [at-0/0/1.100] [115.0.0.1]


OSPFVirtualLink Name:Same as OSPFNeighborRelationship except that the prefix is OSPF-VNBR


DisplayName:Same as OSPFNeighborRelationship except that the prefix is OSPF-VNBR


In an overlapping IP environment, Network Protocol Manager for OSPF observes the following rule to
ensure that it creates the correct OSPF neighbor relationships in its modeled topology:


For an OSPF endpoint layered over a tagged IP that has a tag value of xxx,
Network Protocol Manager for OSPF will create an OSPF neighbor relationship to a neighboring OSPF
endpoint if and only if that endpoint is also layered over a tagged IP that has a tag value of xxx.


The following OSPF neighbor relationship confirms the observance of this rule. The tag value in the name
of the OSPF neighbor relationship is highlighted in bold.


OSPF-NBR-dev-Vpls5/35 [Fa2/1.7] [172.17.15.6] [“Duplicate 


  Interface”]-172.17.15.6/100:155->172.17.15.5/100:155<-->


    dev-Vpls7/56 [Fa0/0.7] [172.17.15.5] [“Duplicate 


      Interface”]-172.17.15.5/100:155->172.17.15.6/100:155


      


Here are the OSPF endpoints for the OSPF neighbor relationship:


OSPF-EP-dev-Vpls5/35 [Fa2/1.7] [172.17.15.6] [“Duplicate 


  Interface”]-172.17.15.6/100:155->172.17.15.5/100:155


OSPF-EP-dev-Vpls7/56 [Fa0/0.7] [172.17.15.5] [“Duplicate 


  Interface”]-172.17.15.5/100:155->172.17.15.6/100:155


      


Here are the underlying OSPF interfaces for the OSPF endpoints:


OSPF-IF-dev-Vpls5/35 [Fa2/1.7] [172.17.15.6] [“Duplicate 


  Interface”]-172.17.15.6/100:155


OSPF-IF-dev-Vpls7/56 [Fa0/0.7] [172.17.15.5] [“Duplicate 


  Interface”]-172.17.15.5/100:155
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Here is the OSPF area to which the OSPF interfaces are members:


OSPF-AREA-0.0.0.0/100:155
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Revision history 1
Date Comment


April 2019 First version of the document
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Operating system requirements 2
Service Assurance Manager, IP Manager, MPLS Manager, Server Manager, and Network Protocol
Manager are supported on operating systems:


Operating system Supported version Notes


Red Hat Enterprise Linux


(Native/Virtual*)


n Red Hat Enterprise Linux 6.8, 6.9 and 6.10–
64 bit


n Red Hat Enterprise Linux 7.4, 7.5 and 7.6– 64
bit


Veritas cluster is not supported on Linux
platforms.


CentOS Linux


(Native/Virtual*)


n CentOS 6.8, 6.9 and 6.10– 64 bit
n CentOS 7.4, 7.5 and 7.6– 64 bit


Veritas cluster is not supported on Linux
platforms.
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Oracle Linux


(Native/Virtual*)


n Oracle Linux 7.4, 7.5, and 7.6– 64 bit


Docker n 17.05.0 - CE Supported OS version for Docker:
n Red Hat Enterprise Linux 7.4, 7.5, and 7.6–


64 bit or higher
n CentOS 7.4, 7.5, and 7.6– 64 bit or higher


Note   
n VMware Smart Assurance (VSA) 10.0 is supported on RHEL 6 and RHEL 7. VMware has tested and


validated VSA 10.0 with RHEL version 6.8, 6.9 and 6.10 as well as with RHEL version 7.4, 7.5 and
7.6. Hence, VMware recommends the customer to use VSA 10.0 with the validated versions of RHEL
6 or RHEL 7. However, if the customer chooses to use a later minor version of RHEL 6/7 than version
6.9/7.4 and in the event of an unexpected defect or deprecated feature introduced in that later release
of the RHEL 6/7 operating system, VMware will do its best to either provide a patch on VSA 10.0 or
recommend customer to upgrade to a future release of VMware Smart Assurance as deemed
necessary.


n * = Support for virtualized deployments may vary per hypervisor due to the nature of integration
between OS and hypervisor.


n VMWare: best practices are offered on VMWare hypervisors for the above operating systems


n All other hypervisors:  Smart Assurance may be deployed on other hypervisors but VMware does
not support performance and interoperability issues between the OS layer and hypervisor.  We do not
have best practices for deploying on non-VMware hypervisors. Check with hypervisor vendor to
address issues not reproducible on physical or VMWare deployed environments.


n Java SE runtime environment (JRE) 1.8 update 181 is used for 10.0 products on all supported
platforms.


SAM, IP, ESM, MPLS, and NPM Managers Support Matrix
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Operating system minimum
required patches 3
Operating system minimum patch versions that are required for the IP Manager, Service Assurance
Manager, MPLS Manager, Server Manager, and Network Protocol Manager. If the installation program
does not detect the minimum required patch versions, it will not proceed with the installation.
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Operating system Minimum required patch versions


Red Hat Enterprise Linux 6.8,
6.9, and 6.10


CentOS 6.8, 6.9, and 6.10


n glibc-2.2.4-32.i686
n glibc-2.2.4-32.x86_64
n glibc-common-2.2.4-32
n compat-libstdc++-33-3.2.3-47.x86_64
n compat-libstdc++-33-3.2.3-47.3.i686
n redhat-lsb library


Additionally, for Service Assurance Manager Console,


On Red Hat Enterprise Linux 6.x / CentOS 6.x:
n libstdc++-4.4.6-3.e16.i686
n libXi-1.3-3.e16.i686
n libXext-1.1-3.e16.i686
n libXtst-1.0.99.2-3.e16.i686
n libXrender-0.9.5-1.e16.i686
n compat-libstdc++-296-2.96-144.e16.i686


Note   When installing on a 64-bit Linux platform, both 64-bit and 32-bit libraries are required.


Red Hat Enterprise Linux 6.8,
6.9, and 6.10


CentOS 7.4, 7.5, and 7.6


n glibc-2.2.4-32.i686
n glibc-2.2.4-32.x86_64
n glibc-common-2.2.4-32
n compat-libstdc++-33-3.2.3-47.x86_64
n compat-libstdc++-33-3.2.3-47.3.i686
n redhat-lsb-4.1-24.e17.x86_64


Additionally, for Service Assurance Manager Console,


On Red Hat Enterprise Linux 7 / CentOS 7:
n libstdc++-4.4.6-3.e16.i686
n libXi-1.3-3.e16.i686
n libXext-1.1-3.e16.i686
n libXtst-1.0.99.2-3.e16.i686
n libXrender-0.9.5-1.e16.i686


Note   When installing on a 64-bit Linux platform, both 64-bit and 32-bit libraries are required.


SAM, IP, ESM, MPLS, and NPM Managers Support Matrix
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Browser requirements for Web
Console and Business
Dashboard 4
The Smarts Global Console can also be deployed as either:


n Smarts Web Console


Or


n Smarts Business Dashboard


Note   Tomcat Servlet Engine version 8.5.27 is installed as part of the Web Console/ Business
Dashboard. The Tomcat Servlet Engine serves the files used by the web applications.


Users who display Business Dashboard viewlets in a web browser, or want to use the Web Console,
require the following software:


Browser Version Notes


Google Chrome 68 or later Refer to the release notes for the steps/workaround provided for launching in Google Chrome
version till 44 and 45 or later


Internet Explorer 10.0 and 11.0 The browser must have JavaScript enabled.


Mozilla Firefox 48 or later


Safari 12 or later


JRE 1.8 update 181 web browser plug-in must be installed on the client workstation. If the JRE is not
installed on the client workstation, then you will be prompted to install it when you launch the Web
Console or Business Dashboard.


Note   In SAM 10.0, Red Hat Enterprise Linux 6 and 7, CentOS 6, and 7 uses JRE 1.8 update 181.


Java Web Start requirements for Web Console
Java Web Start is optional and can be invoked when the Web Console is run.


Java Web Start must be installed and configured on the client machine:


n For Linux, contact your system administrator to install and configure Java Web Start


The VMware Smart Service Assurance Manager Dashboard Configuration Guide provides information
about using the Web Console.
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Interoperability 5
VMware Smart Assurance Suite 10.0 products interoperate with the following products as mentioned in
the below table:


Upgrade


n In place upgrades from 9.4.x, 9.5.x, and 9.6 to 10.0 is supported for Smarts.


n Migration from 9.4.x, 9.5.x and 9.6 to 10.0 is supported for Smarts.
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Hardware requirements 6
Minimum hardware requirements for CPUs, memory, and data disk space for the products. If you install
more than one product on a system, the system must meet the total memory and disk space
requirements for those products. CPU refers to the number of physical CPU cores and not the number of
CPUs that are displayed when hyperthreading is activated.


Note   When VMware Smart Assurance 10.0 is deployed in a bare metal (non-VMware) environment, do
not use hyperthreading. When hyperthreading is enabled, the Smart Assurance software runs more
slowly and performance is adversely affected.


This chapter includes the following topics:
n Smart Assurance Manager requirements


n IP Manager requirements


n VMware Smart Assurance Server Manager requirements


n MPLS/NPM Manager requirements


n DCF requirements


n K4M requirements


n Smart Assurance UI requirements


n Kafka requirements


Smart Assurance Manager requirements
System requirements for Smart Assurance Manager.
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Hardware for several platform equipment tiers
Operating system CPUs Memory (RAM) Disk space


Red Hat Enterprise
Linux


4 8 GB


Note   The memory and CPU requirements will change based on the size of the
topology.


40 GB


CentOS 40 GB


Note   Refer to VMware Smart Assurance SAM Version 10.0 Performance Benchmarking and Sizing
Guidelines document for planning SAM deployment.


Disk space requirements for Service Assurance Manager Console
Operating system CPUs Memory (RAM) Disk space


Red Hat Enterprise Linux 1 2 GB 8 GB


CentOS 8 GB


CPU, memory, data disk space requirements
Minimum requirements for CPUs, memory, and data disk space that is used by the software for writable
files such as logs, repository files, and output files.


Smarts product CPUs Memory (RAM) Disk space


Service Assurance Manager
Adapter Platform


1 512 MB 2 GB each


Syslog Adapter 1 512 MB 2 GB each


SNMP Trap Adapter 1 512 MB 2 GB each


XML Adapter 1 512 MB Depends on the size of the output file being exported; upto 200 MB.


For example, the XML Adapter communicates with 5 Service
Assurance Global Managers and each output file is 200 MB, then 1
gigabyte (GB) is required.


IP Manager requirements
Operating system CPUs Memory (RAM) Disk space


Red Hat Enterprise
Linux


4 8 GB


Note   The memory and CPU requirements will change based on the size of the
topology.


40 GB


CentOS 40 GB


Note   Refer to VMware Smart Assurance IP Version 10.0 Performance Benchmarking and Sizing
Guidelines document for planning IP deployment.


SAM, IP, ESM, MPLS, and NPM Managers Support Matrix
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VMware Smart Assurance Server Manager requirements
Operating system CPUs Memory (RAM) Disk space


Red Hat Enterprise
Linux


4 8 GB


Note   The memory and CPU requirements will change based on the size of the
topology.


40 GB


CentOS 40 GB


Note   Refer to VMware Smart Assurance Server Manager Version 10.0 Performance Benchmarking and
Sizing Guidelines document for planning Server Manager deployment.


Server Manager supported managed devices and software
Feature Devices and Software


VMware management n VMware vSphere 4.x
n VMware vSphere 5
n VMware vSphere 5.5
n VMware vSphere 6.0
n VMware vSphere 6.5
n VMware ESX Cluster


Note   Ensure that the VM tools are installed on each managed VMware virtual machine, as
described in VMware documentation.


Microsoft cluster management n Windows Server 2016
n Xeon (Microsoft cluster feature only)


Process monitoring Any machine that is running an SNMP agent (native or otherwise) that supports HOST-
RESOURCE-MIB.


Hardware and operating
system monitoring


Devices that support the following systems on Windows 2008 and Linux:
n Dell OpenManager
n IBM Director
n HP Systems Insight Manager


Devices that support the following system on Windows:
n WMI


Devices that support the following system on Linux:
n Sun Management Center


Load balancer F5 BIG-IP F5 BIG-IP load balancer devices and software:
n 6400
n 6800
n 8800
n 9.1.2
n 9.4.x
n 10.x
n 11.x
n 12.x


SAM, IP, ESM, MPLS, and NPM Managers Support Matrix
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Hyper V n As a child partition of Hyper-V in Windows 2008
n As a child partition of Hyper-V in RHEL AS 5


Citrix Xen Server n Citrix Xen Server 6.2


VMware NSX for vSphere n NSX 5.x
n NSX 6.0
n NSX 6.4.4


VMware NSX-T for vSphere NSX-T 2.3


VMware-OpenStack OpenStack-5.1.0.0


VeloCloud VeloCloud Orchestrator 3.1.0


OpenStack KVM n Kilo
n Liberty
n Mitaka
n Newton
n Note: Keystone versions v2 and v3 are supported.


ScaleIO n ScaleIO Version : 1.32, 2.0.0, 2.0.1
n ScaleIO Platfrom Version:
n Linux ( RHEL6/7, CentOS6/7, SUSE 12, Ubuntu14.04/16.04)
n vSphere 5.5 and 6.0 version
n PCS 1.0 version with ESX 6.0 version deployed. Brocade VDX Switch BR-VDX6740 used


part of deployment of PCS.


MPLS/NPM Manager requirements
Operating system CPUs Memory (RAM) Disk space


Red Hat Enterprise
Linux


2 4 GB


Note   The memory and CPU requirements will change based on the size of the
topology.


40 GB


CentOS 40 GB


DCF requirements
System requirements for Data Collector Framework.


Operating system CPUs Memory (RAM) Disk space


Red Hat Enterprise
Linux


4 8GB


Note   The memory and CPU requirements will change based on the size of
the topology.


40 GB


CentOS 40 GB


Note   Refer VMware Smart Assurance Server Manager Version 10.0 Performance Benchmarking and
Sizing Guidelines document for planning DCF deployment.


SAM, IP, ESM, MPLS, and NPM Managers Support Matrix
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K4M requirements
System requirements for K4M.


Operating system CPUs Memory (RAM) Disk space


Red Hat Enterprise
Linux


4 16 GB


Note   The memory and CPU requirements will change based on the size of the
topology.


600 GB


CentOS 600 GB


Note   Refer VMware Smart Assurance Server Manager Version 10.0 Performance Benchmarking and
Sizing Guidelines document for planning K4M deployment.


Smart Assurance UI requirements
System requirements for Smart Assurance UI.


Operating system CPUs Memory (RAM) Disk space


Red Hat Enterprise
Linux


4 16 GB


Note   The memory and CPU requirements will change based on the size of the
topology.


80 GB


CentOS 80 GB


Note   Refer VMware Smart Assurance Server Manager Version 10.0 Performance Benchmarking and
Sizing Guidelines document for planning Smart Assurance UI deployment.


Kafka requirements
System requirements for Kafka.


Operating system CPUs Memory (RAM) Disk space


Red Hat Enterprise
Linux


4 16 GB


Note   The memory and CPU requirements will change based on the size of the
topology.


120 GB


CentOS 120 GB


Note   Refer VMware Smart Assurance Server Manager Version 10.0 Performance Benchmarking and
Sizing Guidelines document for planning Kafka deployment.


SAM, IP, ESM, MPLS, and NPM Managers Support Matrix
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Introduction 1
This chapter describes the concepts of using VMware Smart Assurance Network Protocol Manager for
EIGRP to manage Enhanced Interior Gateway Routing Protocol (EIGRP) network connectivity.


This chapter includes the following topics:
n Terminology


n About Network Protocol Manager for EIGRP


n Monitoring


n Analysis


n Notifications


Terminology
The VMware Smart Assurance Network Protocol Manager includes the following components:


n Network Protocol Manager for BGP


n Network Protocol Manager for EIGRP


n Network Protocol Manager for IS-IS


n Network Protocol Manager for OSPF


VMware Smart Assurance Network Protocol Manager for EIGRP is an VMware Smart Assurance
Domain Manager. A Domain Manager is a service-assurance application associated with a particular
type of information-technology domain, such as networks, systems, applications, or application
services. For Network Protocol Manager for EIGRP, the domain is the Enhanced Interior Gateway
Routing Protocol (EIGRP) network, that is, an EIGRP distributed application that is running in an IP
network. Each Domain Manager is autonomous in the sense that it:


n Maintains its own data models, repository, and problem signatures.


n Monitors and analyzes the discovered objects in its own domain.
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System and device
The term “system” is a generic term that represents a computer-based network entity, such as a host,
router, or switch. The term “device” has essentially the same meaning as system except that “device” also
conveys the sense of specific model, such as a specific model of host, router, or switch.


Modeled topology
Network Protocol Manager for EIGRP uses VMware Smart Assurance ICIM class models to create within
its repository instances of EIGRP logical routing topology objects, their relationships, and their logical
connections. The “modeled topology” mirrors the real topology in the managed network.


Object
The term “object” is intended to have a dual meaning: To simultaneously represent both (1) an instance
(ICIM object) in the modeled topology and (2) an instance (physical or logical entity) in the real topology.
The ICIM object corresponds to the entity in the real topology.


Event
The term “event” represents either a root-cause problem that is diagnosed by a Domain Manager or a
symptom that is detected by a Domain Manager. A Domain Manager correlates one or more symptoms to
diagnose a root-cause problem. Events that are used as symptoms to diagnose a problem can also be
perceived as impacts that are caused by the problem.


In this document, the term “problem” is used to mean a “root-cause problem” event, and the term “event”
is used to mean a “symptom” or an “impact” event.


Notification
The term “notification” is an VMware Smart Assurance event that is represented as an instance of the
ICIM ICS_Notification class. The VMware Smart Assurance Service Assurance Manager
(Global Manager) subscribes to VMware Smart Assurance events and stores them as
VMware Smart Assurance notifications in its repository.


Network Protocol Manager installation directory
In this document, the term BASEDIR represents the location where the software is installed:


n For UNIX, this location is: /opt/InCharge/<product>.


The <product> represents the VMware Smart Assurance product. For example, on UNIX operating
systems, VMware Smart Assurance Network Protocol Manager is, by default, installed
to: /opt/InCharge/NPM/smarts.
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Optionally, you can specify the root of BASEDIR to be something different, but you cannot change the
<product> location under the root directory.


The VMware Smart Assurance System Administration Guide provides detailed information about the
directory structure for VMware Smart Assurance software.


About Network Protocol Manager for EIGRP
The flow of data across IP networks depends upon both the physical connectivity among the network
devices and the routing protocols that run on those devices. The routing protocols dictate the paths
across which packets flow within and between the independent networks, or autonomous systems.


Network Protocol Manager for EIGRP diagnoses connectivity failures for a Cisco proprietary interior
gateway protocol known as Enhanced Interior Gateway Routing Protocol.
Network Protocol Manager for EIGRP, working with VMware Smart Assurance IP Availability Manager,
discovers and monitors Cisco devices that are running EIGRP services, diagnoses EIGRP-related
failures, and exports the results of its analysis to the
VMware Smart Assurance Service Assurance Manager (Global Manager).


The challenge of managing routing-protocol connectivity is that of determining which routing-protocol
alarms are root-cause problems and which are symptoms of root-cause problems.


Network Protocol Manager for EIGRP meets this challenge by:


n Correlating and analyzing the alarms generated as a result of a physical-transport or EIGRP object
failure.


n Pinpointing the object failure.


n Identifying all monitored objects affected by the failure.


This functionality allows Network Protocol Manager for EIGRP users to address the problem of the
failed object promptly and to dismiss all other alarms as symptoms of the problem.


Note   Network Protocol Manager supports discovery and monitoring of EIGRP objects only for IPv4
network.


Monitoring
Upon importing Cisco device topology from IP Availability Manager, Network Protocol Manager for EIGRP
performs its own discovery on the devices to gather EIGRP topology information. It models this
information as logical EIGRP topology objects in its repository, and maps the EIGRP topology to the
underlying physical-transport topology discovered by IP Availability Manager.


Network Protocol Manager for EIGRP monitors the availability of the EIGRP objects in its repository by:


n Subscribing to certain device, card, interface, and network-connection status updates from
IP Availability Manager.
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n Monitoring the status of the EIGRP objects through command line interface (CLI) polling.


Using CLI polling, Network Protocol Manager for EIGRP periodically accesses the EIGRP-enabled
Cisco devices through Telnet, SSH1, or SSH2 and executes CLI commands to collect the status
information needed to determine the availability of the EIGRP objects.


CLI polling is controlled through a Polling and Thresholds Console attached to
Network Protocol Manager for EIGRP.
VMware Smart Assurance Network Protocol Manager Configuration Guide provides information about
customizing CLI polling.


Analysis
The status updates, which are acquired from IP Availability Manager and from periodic monitoring, serve
as input to the data model in the Network Protocol Manager for EIGRP repository.
Network Protocol Manager for EIGRP applies the status updates to the appropriate attributes of the
corresponding EIGRP objects in the data model.


The data model involves a codebook that is created by VMware engineers as a result of their knowledge
of IP and EIGRP networks. The codebook identifies IP and EIGRP problems and their symptoms, and
presents a causality mapping between each problem and its set of symptoms.


Network Protocol Manager for EIGRP diagnoses root-cause availability problems by finding the problems
in the codebook that can best explain the observed symptoms. It also uses the codebook to correlate the
impact of a root-cause problem on the EIGRP objects that are either inaccessible or impaired as a result
of the root-cause problem. The root-cause problem is either a physical-transport problem that is
diagnosed by IP Availability Manager or an EIGRP problem that is diagnosed by
Network Protocol Manager for EIGRP.


Notifications
Network Protocol Manager for EIGRP exports the results of its root-cause and impact analysis to the
Global Manager, where the results are displayed in the form of VMware Smart Assurance notifications in
the Notification Log Console view of the Global Console. The notifications identify
Network Protocol Manager for EIGRP by its domain name in the Source attribute. Users can double-click
a notification to view detailed information about the notification.


Network Protocol Manager for EIGRP creates two types of notifications:


n Root-cause problem notifications


Indicate points of failure diagnosed by Network Protocol Manager for EIGRP. Each root-cause
problem notification indicates a separate failure.


n Event notification


Indicate an abnormal condition detected by Network Protocol Manager for EIGRP.
Network Protocol Manager for EIGRP computes these events from status updates and uses them as
symptoms to determine root-cause problems.
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Chapter 2 Viewing EIGRP Analysis Results and Topology provides information about viewing the
notifications. Chapter 3, EIGRP Objects and their Failures, and Chapter 4 EIGRP Cross-Domain
Impact Correlation Analysis provide information about the notifications that are created by
Network Protocol Manager for EIGRP.
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Viewing EIGRP Analysis Results
and Topology 2
This chapter includes the following topics:


n Before you start


n Attaching the Global Console to the Global Manager


n EIGRP notifications


n EIGRP topology and topology maps


n EIGRP Containment


Before you start
Accessing the consoles described in this chapter requires attaching the Global Console to the
Global Manager (for example, INCHARGE-SA) in your deployment. The
VMware Smart Assurance Service Assurance Manager Operator Guide provides information about
starting the Global Console, logging in, and attaching to a Manager.


Console access is controlled by the user profile associated with your VMware Smart Assurance user
account. You do not need a user account with administrative privileges to access the consoles described
in this chapter.


Also, console operations are controlled by the user profile associated with your VMware Smart Assurance
user account. The VMware Smart Assurance Service Assurance Manager Configuration Guide provides
instructions on changing console operations.


And lastly, by default, the display of EIGRP maps is disabled. The
VMware Smart Assurance Network Protocol Manager Configuration Guide provides instructions on
enabling the display of EIGRP maps.


Attaching the Global Console to the Global Manager
To attach the Global Console to the Global Manager:


1 Start the Global Console.


n On a UNIX system, go to the BASEDIR/smarts/bin directory in the Service Assurance Manager
(Global Manager) installation area and type:


sm_gui
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Press Enter.


The Attach Manager dialog box opens as shown in Attach Manager dialog box.


Figure 2‑1.  Attach Manager dialog box


2 In the dialog box:


3 Ensure that the VMware Smart Assurance Broker for your deployment appears in the Broker text
box.


4 Click the Manager list box or the Browse button to display a list of active (running) Managers, and
from that list select the Global Manager application (for example, INCHARGE-SA) in your deployment
as the Manager to which you want to connect.


5 Type your login username and password.


The default administration login is username admin and password changeme, and the default
operator login is username oper and password oper.


6 Click OK.


The Notification Log Console view of the Global Console opens as shown in Notification Log Console.
In the example, the Notification Log Console is attached to a Global Manager application named
INCHARGE-SA.
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Figure 2‑2.  Notification Log Console


The Notification Log Console is one of many console views composing the Global Console. Two other
console views of particular interest to the discussions that follow are the Topology Browser Console,
which represents topology in a hierarchical format, and the Map Console, which graphically
represents topology in a map format.


The VMware Smart Assurance Service Assurance Manager Operator Guide provides detailed
instructions on using the Global Console.


EIGRP notifications
Network Protocol Manager for EIGRP passes the results of its analysis in the form of notifications to the
Global Manager. The Global Manager combines these notifications with the notifications from
IP Availability Manager and then passes the notifications to the Global Console, where they are presented
in a tabular form in the Notification Log Console.


Each notification consists of a set of attributes that describe properties of the notification, such as:


n Class


n Name


n Event


n Source


n Impact


The value in the Name attribute is the display name of the notification. Chapter 6 EIGRP Topology
Naming Conventions describes the naming formats used to create EIGRP object names.
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The numeric value for the Impact attribute indicates the impact (effect) of this notification on other
objects in the managed network. The larger the numeric value, the larger the impact.


The severity of a notification is reflected by its color, where red indicates the highest severity level.


Viewing EIGRP notifications
You can view the notifications through the Global Console in two basic ways:


n As tabular entries in a Notification Log Console view


Included with the Notification Log Console view (or any other view where you can see notifications) is
a Notification Properties dialog box for viewing detailed information about an individual notification.


n As color-coded severity bar icons in a Map Console view


In a map, a color-coded severity bar icon appears underneath nodes (graphical representations of
topology objects) that are affected by abnormal conditions denoted in notifications.


Opening an EIGRP Notification Properties dialog box
To obtain detailed information about an individual EIGRP notification, you can use any of the following
common methods to open the Notification Properties dialog box:


n Double-click an EIGRP notification in the Notification Log Console.


n Select an EIGRP notification in the Notification Log Console and then click the Show Notification
Properties toolbar button.


n Right-click a selected EIGRP notification and then select Properties.


n Double-click an EIGRP map icon (in the Map Console) affected by active events.


Notification Properties dialog box that shows an EIGRP problem shows a Notification Properties
dialog box for an EIGRPService Down problem that is diagnosed by
Network Protocol Manager for EIGRP.
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Figure 2‑3.  Notification Properties dialog box that shows an EIGRP problem


In Notification Properties dialog box that shows an EIGRP problem, attribute IsRoot set to Yes
indicates that EIGRPService Down is deemed a root-cause problem by the Global Manager, and
attribute IsProblem set to Yes indicates that EIGRPService Down is deemed a root-cause problem by
Network Protocol Manager for EIGRP. IsRoot and IsProblem attribute values for a notification
describes what the IsRoot and IsProblem attribute values mean.


Table 2‑1.  IsRoot and IsProblem attribute values for a notification


IsRoot value 1 IsProblem value 2 Meaning


1**Determined by the Global Manager.


2**Determined by the underlying Domain Manager that created the notification.


Yes After correlating this notification with notifications received from other
underlying Domain Managers, the Global Manager has determined that this
notification is a root-cause problem.


No After correlating this notification with notifications received from other
underlying Domain Managers, the Global Manager has determined that this
notification is not a root-cause problem.
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Table 2‑1.  IsRoot and IsProblem attribute values for a notification (Continued)


IsRoot value 1 IsProblem value 2 Meaning


Yes The underlying Domain Manager that created this notification has marked this
notification as a root-cause problem.


No The underlying Domain Manager that created this notification has marked this
notification as an event.


By default, the IsRoot and IsProblem attributes columns do not appear in the Notification Log Console. To
add the IsRoot attribute column, right-click an attribute column heading (for example, Class) in the
Notification Log Console, select Insert Column in the pop-up menu, and then select IsRoot in the
submenu; the IsRoot column is inserted to the left of the selected column. Repeat this procedure to add
the IsProblem attribute column.


Viewing impacts
You view the impacts for an EIGRP problem notification by clicking the Impact tab in the Notification
Properties dialog box. The Impact tab lists all of the affected objects for the notification.


For example, Impact tab that shows the impacts for an EIGRP problem lists the impacts diagnosed by
Network Protocol Manager for EIGRP for the EIGRPService Down problem shown in Viewing impacts.


Figure 2‑4.  Impact tab that shows the impacts for an EIGRP problem


For an EIGRP impact notification, that is, a notification that identifies an EIGRP object that is impacted by
a problem, a Caused By tab (instead of the Impact tab) appears in the Notifications Properties dialog box. 
Caused By tab that shows the problem for an EIGRP impact provides an example. The Caused By tab
lists the problem that caused the notification.
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Figure 2‑5.  Caused By tab that shows the problem for an EIGRP impact


EIGRP topology and topology maps
The Global Manager imports instances of the following object types from
Network Protocol Manager for EIGRP:


n EIGRPDomain


n EIGRPService


n EIGRPNetwork


n EIGRPSession


n SystemRedundancyGroup


n UnitaryComputerSystem (Router, for example)


Chapter 3, EIGRP Objects and their Failures, provides descriptions of EIGRPDomain, EIGRPService,
EIGRPNetwork, EIGRPSession, and SystemRedundancyGroup. The
VMware Smart Assurance IP Manager Concepts Guide provides a description of
UnitaryComputerSystem and the IP data model.


The Global Manager combines this topology with the underlying physical-transport topology imported
from IP Availability Manager.


Viewing EIGRP topology in maps
The Global Console presents the topology information in a variety of dynamically updated formats that
show the status of the EIGRP and physical-transport objects and their many relationships. One of those
formats is the topology map, which is a graphical representation of the topology.
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Viewing topology maps is an easy and quick way to learn more about the source, impact, and cause of
EIGRP notifications. You view the EIGRP topology maps, such as the one shown in EIGRP topology
map, by using the Map Console view of the Global Console.


Figure 2‑6.  EIGRP topology map


Opening an EIGRP topology map
You can use any of the following common methods to open an EIGRP topology map:


n Open the Map Console by selecting the Show Map menu option from any opened console that is
attached to the Global Manager. For example, in the Notification Log Console, click an EIGRP
notification and then select Event > Show Map, or right-click the notification and then select Show
Map in the pop-up menu. In the Topology Browser Console, right-click an EIGRP object and then
select Show Map in the pop-up menu.


n Open the Map Console from the Global Console by selecting File > New > Map Console. In the
topology tree of the Map Console, click an EIGRP object to display a map for the object, or right-click
an EIGRP object and then select an EIGRP map type (EIGRP Connectivity or EIGRP Network
Connectivity) from the pop-up menu.


n In an opened topology map, right-click an EIGRP map icon and select an EIGRP map type (EIGRP
Connectivity or EIGRP Network Connectivity) from the pop-up menu.
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EIGRP topology map pop-up menus
Two types of pop-up menus are available in an EIGRP topology map:


n Right-click a selected node in a map


Opens a pop-up menu that enables you to select any of the map types available to the selected node
(for example, EIGRP Connectivity, EIGRP Network Connectivity, Physical Connectivity, Group
Membership), to display notification properties (if any) for the selected node, and so on. For a node
marked with a plus sign (+), the Expand Map Element menu option allows you to expand the node to


see all nodes that are physically or logically connected to the node. 


n Right-click an open space in a map


Opens a pop-up menu that enables you to display a circular layout of the map, to manually position
nodes in the map, and so on. The Reset map menu option enables you to reset changes made to the
map or to return to the saved map display.


In the topology tree of a Map Console, a pop-up menu is also available when you right-click an object.
This menu enables you to select any of the map types available to the selected object, to display
notification properties (if any) for the selected object, and so on.


The VMware Smart Assurance Service Assurance Manager Operator Guide provides detailed
descriptions of map menus and pop-up menus available for the Map Console.


EIGRP topology map types
The following map types are available for viewing the EIGRP topology:


n EIGRP Connectivity map


A map type that shows EIGRP domains, EIGRP services, and the EIGRP session connections
between the EIGRP services. EIGRP session objects appear as edges (graphical representations of
relationships or connections) in this map. EIGRP map availability identifies the EIGRP objects for
which the EIGRP Connectivity map is available.


n EIGRP Network Connectivity map


A map type that shows EIGRP networks, EIGRP services, and the EIGRP session connections
between the EIGRP services. EIGRP session objects appear as edges in this map. EIGRP map
availability identifies the EIGRP objects for which the EIGRP Network Connectivity map is available.


n Physical Connectivity map


A common map type that has been expanded to include the EIGRP session objects shown in EIGRP
map availability. EIGRP session objects appear as edges in this map.
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n Group Membership map


A common map type that has been expanded to include EIGRP router redundancy groups. The
redundancy groups are specified by using user-modifiable discovery hook scripts, as explained in the
VMware Smart Assurance Network Protocol Manager Discovery Guide Supplement . The Group
Membership map shows the composition (EIGRP routers) of these groups.


Table 2‑2.  EIGRP map availability


Class name


Map type


Default map type
EIGRP
Connectivity


EIGRP Network
Connectivity


Physical
Connectivity


1**Application Relationship Map is also available to EIGRPService and EIGRPSession objects.


EIGRPDomain x EIGRP Connectivity


EIGRPService 1 x x EIGRP Connectivity


EIGRPNetwork x EIGRP Network Connectivity


EIGRPSession 1 x x EIGRP Connectivity


UnitaryComputerSystem(Route
r, for example)


x x x Physical Connectivity


EIGRP topology map graphical representations
EIGRP topology maps contain EIGRP objects along with their relationships and connections. In a map
display, a node is a graphical representation of a topology object, an edge is a graphical representation of
a relationship or connection between objects, and a container is a graphical representation of a logical set
of related objects.


Default nodes and edges
Default nodes and edges for EIGRP topology maps identifies and describes the default nodes and edges
that may appear in an EIGRP topology map. In the Map Console, you can also select Map > Map Legend
to see a similar list.


Table 2‑3.  Default nodes and edges for EIGRP topology maps


Icon/visual indicator Description


Icon represents an EIGRP domain.


Icon represents an EIGRP service that is running on a routing device. The
routing device may be a physical router, a virtual router that is
implemented within a physical router or a switch, or one of the following
router cards in a switch:
n Router switch module (RSM)
n Router switch feature card (RSFC)
n Multilayer switch feature card (MSFC)
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Table 2‑3.  Default nodes and edges for EIGRP topology maps (Continued)


Icon/visual indicator Description


Icon represents an EIGRP service that is running on an interface card in a
switch.


Icon represents an EIGRP network.


Straight line represents an EIGRP session between neighboring EIGRP
services (neighboring EIGRP devices).


Directed dotted line represents composition.


Note that your system administrator might replace the default map nodes with other map nodes that are
preferred by your organization. In that case, use Map > Map Legend to see the definitions of your map
nodes. Also, additional icons might display, depending on the underlying VMware Smart Assurance
products and certified devices.


Containers
A container appears in a map as a box holding a logical set of related objects. For EIGRP maps, a
container shown in Container in an EIGRP map holds all the objects discovered for a particular EIGRP
domain.


Figure 2‑7.  Container in an EIGRP map


You can see additional views of the container by right-clicking the container border and then selecting
Navigate > Collapse Object or Navigate > View In Full Screen in the pop-up menu. The first selection
collapses the container to an EIGRP domain icon, and the second selection expands the entire map to
just the objects within the container. Using the Navigate menu options illustrates how to use the Navigate
menu options to navigate between these different views.
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Figure 2‑8.  Using the Navigate menu options


In Using the Navigate menu options, the box surrounding the EIGRP domain object indicates that it is the
launching object for the map to which the container belongs. The object selected to launch a map is
referred to as the focal object.


Also, in Using the Navigate menu options, the collapsed container indicator distinguishes a collapsed
container icon from a standard EIGRP domain icon. The pop-up menu for a collapsed container icon
includes the Navigate options, whereas the pop-up menu for the standard EIGRP domain icon does not.


EIGRP Connectivity map
This map shows EIGRP domains, EIGRP services, and the EIGRP session connections between the
EIGRP services. It also shows to which EIGRP domain an EIGRP service belongs. No physical
connectivity details are included in this map.


The layout of an EIGRP Connectivity map depends on the object that you select to launch the map. The
launching object for the map, called the focal object, is surrounded by a box unless the focal object is
displayed in a container, or is an EIGRP session object. Any node marked with a plus sign indicates that
the node can be expanded to show all nodes that are physically or logically connected to the node.


In an EIGRP Connectivity map (and clarified in EIGRP routers that belong to one or two EIGRP domains),
any EIGRP device that has multiple domain assignments will appear outside the containers and will have
a directed dotted line from each of the domains.
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Figure 2‑9.  EIGRP routers that belong to one or two EIGRP domains


Note   Unlike an Intermediate System to Intermediate System (IS-IS) router, which has only one area
assignment, an EIGRP router can have multiple area (domain) assignments.


Also, in an EIGRP Connectivity map, any domain that does not have at least one device that is unique to
that domain will be represented as a standard EIGRP domain icon rather than as a container.


EIGRP Connectivity map expansion
By default, expanding a node marked with a plus sign adds all nodes that are one hop away from the
node. For example, expanding an EIGRP service node shows all the EIGRP session objects and peer
EIGRP service objects associated with the EIGRP service node.


You can use any of the following methods to expand a node marked with a plus sign:


n Select the node and then select Expand Map Element from the Map Console Map menu.


n Right-click the node and then select Expand Map Element.


n Select the node and click the Show neighboring nodes button.


Note   Double-clicking a node launches either a Notification Properties dialog box or a Topology
Browser view for the object, depending on whether any notifications are associated with the object.
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EIGRP Connectivity map stub adjacencies
Network Protocol Manager for EIGRP creates a full adjacency between two peering EIGRP devices if
both EIGRP protocol endpoints are discovered in the managed EIGRP topology. If only one EIGRP
protocol endpoint is discovered in the managed EIGRP topology, Network Protocol Manager for EIGRP
creates a stub adjacency between the two peering EIGRP devices. The presence of a gray router icon in
an EIGRP Connectivity map indicates one or more stub adjacencies.


An EIGRP Connectivity map that shows two stub adjacencies shows two stub adjacencies, each of which
is represented as a solid green line connected to a gray router icon. Green indicates that the stub
adjacencies are healthy. The device that is represented by the gray router icon is not present in the
repository of Network Protocol Manager for EIGRP.


Figure 2‑10.  An EIGRP Connectivity map that shows two stub adjacencies


Displaying stub adjacencies enables a service provider to show a subscriber the status of that
subscriber’s adjacency from the provider’s perspective.


EIGRP Connectivity map examples
The three figures, EIGRP Connectivity map launched for an EIGRPDomain object through EIGRP
Connectivity map launched for an EIGRPSession object, show the initial layout of an EIGRP Connectivity
map launched for an EIGRPDomain object, an EIGRPService object, and an EIGRPSession object,
respectively.


EIGRP Connectivity map launched for an EIGRPDomain object is an example of an EIGRP Connectivity
map that has an EIGRPDomain focal object. The map shows the selected EIGRP domain, along with the
two devices that are members of the EIGRP domain. The directed dotted lines indicate that the two
devices are members of the EIGRP domain. Each device in EIGRP Connectivity map launched for an
EIGRPDomain object is running an EIGRP service.
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Figure 2‑11.  EIGRP Connectivity map launched for an EIGRPDomain object


The two member devices that belong to EIGRPDomain-2 also belong to at least one other EIGRP
domain. This fact explains why EIGRPDomain-2 is represented as a standard EIGRP domain icon rather
than as a container. If the two member devices belonged only to EIGRPDomain-2, the EIGRP domain
would be shown as a container with the two devices inside the container.


EIGRP Connectivity map launched for an EIGRPService object is an example of an EIGRP Connectivity
map that has an EIGRPService focal object. The map shows the selected EIGRP service and its hosting
device, along with its neighboring EIGRP service and that service™s hosting device. Because the
selected EIGRP service is displayed in a container, it is not surrounded by a box.
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Figure 2‑12.  EIGRP Connectivity map launched for an EIGRPService object


The fact that the hosting device of the selected EIGRP service is displayed inside the container indicates
that the device belongs only to EIGRPDomain-430.


The fact that the hosting device of the neighboring EIGRP service is displayed outside the container
indicates that the device belongs to at least one other domain besides EIGRPDomain-430. The directed
dotted line indicates that the device is a member of EIGRPDomain-430.


EIGRP Connectivity map launched for an EIGRPSession object is an example of an EIGRP Connectivity
map that has an EIGRPSession focal object. The map shows the selected EIGRP session, which is
represented as a solid green line, between the two devices that are running neighboring EIGRP services.
Green indicates that the EIGRP session is healthy.
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Figure 2‑13.  EIGRP Connectivity map launched for an EIGRPSession object


EIGRP Network Connectivity map
This map shows EIGRP networks, EIGRP services, and the EIGRP session connections between the
EIGRP services. It also shows to which EIGRP network an EIGRP service belongs. No physical
connectivity details are included in this map.


Like the EIGRP Connectivity map, the layout of an EIGRP Network Connectivity map depends on the
focal object of the map. The focal object is surrounded by a box unless the focal object is an EIGRP
session object. Any node marked with a plus sign indicates that the node can be expanded to show all
nodes that are physically or logically connected to the node.


Unlike the EIGRP Connectivity map, no containers appear in an EIGRP Network Connectivity map.


EIGRP Network Connectivity map expansion
EIGRP Connectivity map expansion and the
VMware Smart Assurance Service Assurance Manager Operator Guide provide information about using
expandable nodes.


EIGRP Network Connectivity map example
EIGRP Network Connectivity map launched for an EIGRPNetwork object shows the initial layout of an
EIGRP Network Connectivity map that has an EIGRPNetwork focal object. The map shows the selected
EIGRP network, along with the two devices that are members of the EIGRP network. The directed dotted
lines indicate that the two devices are members of the EIGRP network. Each device in EIGRP Network
Connectivity map launched for an EIGRPNetwork object is running an EIGRP service.


VMware Smart Assurance Network Protocol Manager for EIGRP User Guide


VMware, Inc.  25







Figure 2‑14.  EIGRP Network Connectivity map launched for an EIGRPNetwork object


EIGRP Containment
An object’s Containment view appears in a dialog box that organizes the information for the object into tab
pages and tables.


The intent of the Containment view is to allow users to examine detailed component topology of an
individual object. The Global Console retrieves the topology information from the Global Manager and
from the underlying Domain Managers. If an underlying Domain Manager is not attached to the console,
the console automatically establishes a connection to the Domain Manager by using the user’s login ID.


In a Network Protocol Manager for EIGRP deployment, the Global Console retrieves the Containment
topology information from the Global Manager, from Network Protocol Manager for EIGRP, and from
IP Availability Manager. As an example, if you want to examine the EIGRP protocol endpoints of a router
that is running an EIGRP service, you can do so by opening a Containment dialog box for the router
object. The console will retrieve the endpoint topology information from the underlying
Network Protocol Manager for EIGRP application.


Viewing EIGRP Containment
EIGRPSession Containment dialog shows a Containment dialog box for an EIGRP session object.
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Figure 2‑15.  EIGRPSession Containment dialog


In a Containment view, different information is available for different types of objects.


Note   Containment is not available for user-defined groups and services.


Opening an EIGRP Containment dialog box
To obtain containment information about an individual EIGRP object, you can use any of the following
common methods to open a Containment dialog box for the object:


n In an EIGRP map tree, right-click the object and then select Containment.


n In an EIGRP map, right-click the object and then select Containment.


n In a Topology Browser Console, right-click the object and then select Containment.


n In a Notification Log Console, double-click a notification for the object and then click the Containment
button in the Notification Properties dialog box.


EIGRP Containment tab pages
The EIGRP tab pages that appear in a Containment view for an EIGRP object contain the topology
information listed in EIGRP classes and their Containment tab pages and associated attributes.


Note   Common tab pages, such as Connected Systems, that may appear in a Containment view for an
EIGRP object are not included in EIGRP classes and their Containment tab pages and associated
attributes.


Table 2‑4.  EIGRP classes and their Containment tab pages and associated attributes


Class name EIGRP tab name Attributes in tab page


EIGRPDomain EIGRP Members DisplayNameVendorModelDescriptio
nLocation


EIGRPNetwork EIGRP Connected Systems DisplayNameVendorModelDescriptio
nLocation
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Table 2‑4.  EIGRP classes and their Containment tab pages and associated attributes
(Continued)


Class name EIGRP tab name Attributes in tab page


EIGRPSession EIGRP Adjacent Systems DisplayNameVendorModelDescriptio
nLocation


EIGRP Adjacent Endpoints DisplayNameInterfaceKeyDiscovered
LocalAddressRemoteAddressPeerSt
ate


UnitaryComputerSystem(Router, for
example)


EIGRP Networks DisplayNameNetworkIdNetworkType


EIGRP Endpoints DisplayNameInterfaceKeyDiscovered
LocalAddressRemoteAddressPeerSt
ate
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EIGRP Objects and their
Failures 3
This chapter includes the following topics:


n Root-cause analysis


n Data model


n Summary of root-cause problems and events


n EIGRP object attributes, problems, and events


Root-cause analysis
Network Protocol Manager for EIGRP performs availability-based root-cause analysis of the discovered
EIGRP topology objects. It also relates physical-transport problems to the EIGRP objects, along the
affected data path, that are no longer accessible or suffer from lack of response or performance as a
result of the physical-transport problems.


When Network Protocol Manager for EIGRP detects an EIGRP failure, it checks for any physical-transport
problem from IP Availability Manager that might be causing the failure. If it finds such a problem,
Network Protocol Manager for EIGRP diagnoses the EIGRP failure as a symptom and exports the
underlying physical-transport problem and the EIGRP symptom to the Global Manager, as explained in 
Chapter 4 EIGRP Cross-Domain Impact Correlation Analysis


If it does not find such a problem, Network Protocol Manager for EIGRP focuses its analysis on just the
EIGRP domain and performs the root-cause analysis described in this chapter.


Data model
Network Protocol Manager for EIGRP builds a data model of the discovered EIGRP topology objects in its
domain. The model, shown in EIGRP data model, represents the EIGRP objects and certain network
objects imported from IP Availability Manager, their relationships, and their connections.


The EIGRP objects are represented as instances of the following VMware Smart Assurance ICIM
classes:


n EIGRPDomain


n EIGRPService


n EIGRPNetwork
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n EIGRPProtocolEndpoint


n EIGRPSession


The VMware Smart Assurance Network Protocol Manager Discovery Guide Supplement provides
more information about the EIGRP data model. The
VMware Smart Assurance Common Information Model (ICIM) 1.11 Reference for Non-Service
Assurance Manager Products provides descriptions of ICIM classes, relationships, and connections.


Figure 3‑1.  EIGRP data model


Summary of root-cause problems and events
Network Protocol Manager for EIGRP diagnoses root-cause problems and detects (computes) events
from status updates acquired in the following ways:


n By subscribing to EIGRP-relevant status updates from IP Availability Manager
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n By using CLI polling to gather status information from the EIGRP-enabled devices


Network Protocol Manager for EIGRP correlates these events to diagnose root-cause problems.


Note   Events used as symptoms to diagnose a root-cause problem can also be perceived as impacts
that are caused by the problem.


The Global Manager imports:


n All problems that are diagnosed by Network Protocol Manager for EIGRP.


n Key events that are detected by Network Protocol Manager for EIGRP.


The root-cause problem notifications (one problem per notification) and the event notifications (one
event per notification) are displayed in the Global Console.


Root-cause problems
Root-cause problems diagnosed by Network Protocol Manager for EIGRP lists the root-cause problems
that are diagnosed by Network Protocol Manager for EIGRP. For each problem, Root-cause problems
diagnosed by Network Protocol Manager for EIGRP identifies the managed object for which the problem
is diagnosed, the condition for the problem, and the events that are correlated by
Network Protocol Manager for EIGRP to diagnose the problem.


Table 3‑1.  Root-cause problems diagnosed by Network Protocol Manager for EIGRP


Managed object Root cause Condition
Events (symptoms) of root cause
1


1**Interpret event entries as <object name>::<event name>.


EIGRPService Down This EIGRP service is down, and
all the EIGRP sessions associated
with this service are down.


EIGRPSession::Disconnected


All EIGRP sessions associated with
this service are disconnected.


EIGRPProtocolEndpoint Disabled This EIGRP protocol endpoint or
its associated physical interface is
administratively down (manually
disabled), and the EIGRP session
for this endpoint is reporting an
improper state.


EIGRPProtocolEndpoint::Administrat
ivelyDown


EIGRPSession Down This EIGRP session is not
established, and no other known
problem can explain why this
session is not established.


EIGRPSession::Disconnected


Events
Events detected by Network Protocol Manager for EIGRP lists the events that are detected by
Network Protocol Manager for EIGRP and used as symptoms to diagnose root-cause problems. For each
event, Events detected by Network Protocol Manager for EIGRP identifies the managed object for the
event, the condition that triggers the event, and whether the event is imported by the Global Manager.
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Table 3‑2.  Events detected by Network Protocol Manager for EIGRP


Managed object Event (symptom) Condition


1**Imported by the Global Manager.


EIGRPProtocolEndpoint AdministrativelyDown This EIGRP protocol endpoint or its associated physical
interface is administratively down (manually disabled).


EIGRPSession Disconnected 1 The EIGRP session is not established.


RedundancyGroup


(Described in 
RedundancyGroup)


AllComponentsDown 1 None of the member objects in the EIGRP redundancy
group are responsive or operational.


AtRisk 1 Only one of the member objects in the EIGRP
redundancy group is responsive or operational.


ReducedRedundancy 1 Applies only to EIGRP redundancy groups that contain
three or more member objects: At least one member
object in the redundancy group is unresponsive or not
operational, but the number of responsive or operational
member objects is at least two.


EIGRP object attributes, problems, and events
The sections that follow describe key attributes, diagnosed problems, and detected events for the
following categories of EIGRP and redundancy group object types:


n EIGRPDomain


n EIGRPService


n EIGRPNetwork


n EIGRPProtocolEndpoint


n EIGRPSession


n RedundancyGroup


EIGRPDomain
An EIGRP domain, or autonomous system (AS), consists of one or more devices that are running EIGRP
services assigned the same AS number. EIGRP devices with the same AS number exchange routing
information with each other.


Attributes for EIGRPDomain
Attributes for EIGRPDomain lists some key attributes for EIGRPDomain.


Table 3‑3.  Attributes for EIGRPDomain


Attribute Description Allowed values


ProcessId Autonomous-system identifier, or number, of this EIGRP
domain.


Integer
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EIGRPService
An EIGRP service is an EIGRP protocol process that is running on a device. An EIGRP service manages
the protocol exchanges with other EIGRP services.


Attributes for EIGRPService
Attributes for EIGRPService lists some key attributes for EIGRPService.


Table 3‑4.  Attributes for EIGRPService


Attribute Description Allowed values


EigrpVersion EIGRP version of this EIGRP service. String


RouterId EIGRP identifier that uniquely identifies the device on
which this EIGRP service is running.


String


SystemName Name of the device that is hosting this EIGRP service. String


Root-cause problems for EIGRPService
The following root-cause problem is diagnosed for EIGRPService:


Down: All EIGRP sessions associated with this service are disconnected, and no other known problem in
the EIGRP domain or the underlying physical-transport domain can explain this fact. Thus, the service
failure itself is considered to be the root cause.


EIGRPNetwork
An EIGRP network is an IP network on which at least one interface is running an EIGRP service.


Attributes for EIGRPNetwork
Attributes for EIGRPNetwork lists some key attributes for EIGRPNetwork.


Table 3‑5.  Attributes for EIGRPNetwork


Attribute Description Allowed values


NetworkId Network identifier of this EIGRP network. String


NetworkType Type of this EIGRP network. Enum:
n BROADCAST
n NBMA
n POINT_TO_POINT
n POINT_TO_MULTIPOINT


EIGRPProtocolEndpoint
An EIGRP protocol endpoint is a type of service access point that is defined for each EIGRP physical
interface on the EIGRP device. An EIGRP protocol endpoint is a logical object that holds the status of a
single EIGRP session from the point of view of one of the EIGRP physical interfaces.
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An EIGRP session is a connection between the local EIGRP service that is running on the local device
and a remote EIGRP service that is running on a remote device. The remote EIGRP service is also
known as an EIGRP peer or an EIGRP neighbor.


Attributes for EIGRPProtocolEndpoint
Attributes for EIGRPProtocolEndpoint lists some key attributes for EIGRPProtocolEndpoint.
Network Protocol Manager for EIGRP uses these and other attributes to diagnose EIGRP protocol
endpoint problems and to detect EIGRP protocol endpoint events.


Table 3‑6.  Attributes for EIGRPProtocolEndpoint


Attribute Description Allowed values


ConfiguredRemoteAddress Remote IP address of the EIGRP session for this
endpoint.


String: IpAddress, an application-wide
type that represents a 32-bit value


DiscoveredLocalAddress Local IP address of the EIGRP session for this
endpoint.


String: IpAddress, an application-wide
type that represents a 32-bit value


eigrpPeerAdminStatus Administrative status of the remote EIGRP
device for this endpoint.


Enum:
n UNKNOWN
n STOP
n START


Established True if the EIGRP session for this endpoint is
established.


Boolean: true or false


IsEIGRPPeerAdminDown True if the status of the EIGRP peer (remote
EIGRP service) for this endpoint is
administratively down (manually disabled).


Boolean: true or false


IsEIGRPPeerPassive True if the status of the EIGRP peer for this
endpoint is configured as passive.


Boolean: true or false


PeerState Current state of the EIGRP session for this
endpoint.


Enum:
n UNKNOWN
n IDLE
n CONNECT
n ACTIVE
n OPENSENT
n OPENCONFIRM
n ESTABLISHED


Root-cause problems for EIGRPProtocolEndpoint
The following root-cause problem is diagnosed for EIGRPProtocolEndpoint:


Disabled: This endpoint or its associated physical interface is administratively down (manually disabled),
and the EIGRP session for this endpoint is reporting an improper state. This problem prevents a session
from forming on this endpoint.
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To prevent Network Protocol Manager for EIGRP from issuing Disabled root-cause problems, you set the
AdminDownFlag parameter in the eigrp.conf file. The
VMware Smart Assurance Network Protocol Manager Configuration Guide provides directions on setting
this parameter.


Events for EIGRPProtocolEndpoint
The following event is detected for EIGRPProtocolEndpoint:


AdministrativelyDown: This endpoint or its associated physical interface is administratively down
(manually disabled).


EIGRPSession
An EIGRP session is a link between two EIGRP protocol endpoints. Each complete EIGRP session
connects two EIGRP protocol endpoints.


Attributes for EIGRPSession
Attributes for EIGRPSession lists some key attributes for EIGRPSession.
Network Protocol Manager for EIGRP uses these and other attributes to diagnose EIGRP service and
EIGRP session problems, and to detect EIGRP session events.


Table 3‑7.  Attributes for EIGRPSession


Attribute Description Allowed values


Endpoint1DisplayName Display name of the one endpoint involved in this
EIGRP session.


String


Endpoint2DisplayName Display name of the other endpoint involved in
this EIGRP session.


String


Established True if all EIGRP peers for this session are
connected.


Boolean: true or false


IsEIGRPPeerAdminDown True if the status of all EIGRP peers for this
session are administratively down (manually
disabled).


Boolean: true or false


IsEIGRPPeerPassive True if the status of all EIGRP peers for this
session are configured as passive.


Boolean: true or false


Root-cause problems for EIGRPSession
The following root-cause problem is diagnosed for EIGRPSession:


Down: This EIGRP session is not established, and no other known problem in the EIGRP domain or the
underlying physical-transport domain can explain this fact. Thus, the session failure itself is considered to
be the root cause.
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Events for EIGRPSession
The following event is detected for EIGRPSession:


Disconnected: This EIGRP session is not established.


RedundancyGroup
Network Protocol Manager for EIGRP supports the creation and analysis of system redundancy groups.
Each group is composed of two or more routers and their interfaces.


By default, Network Protocol Manager for EIGRP does not create system redundancy groups. However,
by using discovery hook scripts, you can configure Network Protocol Manager for EIGRP to create
system redundancy groups after the initial discovery of the EIGRP routers.


The VMware Smart Assurance Network Protocol Manager Discovery Guide Supplement provides
information about using discovery hook scripts.


Events for a system redundancy group
Analysis and monitoring of a system redundancy group occur automatically when the redundancy group
is created and its member objects are inserted into the group. The state of the redundancy group is based
on the status of its member objects.


Events for a system redundancy group lists the events that are detected for a system redundancy group
and exported to the Global Manager as event notifications.


Table 3‑8.  Events for a system redundancy group


Event Description


AllComponentsDown None of the member objects in the redundancy group are responsive or operational.


AtRisk The number of responsive or operational members in the redundancy group is less than or
equal to the AtRiskThreshold value (set to 1 by default) but is not zero.


Note   If the number of responsive or operational members is zero, an
AllComponentsDown event occurs.


For example, and assuming AtRiskThreshold = 1, the state of a three-member redundancy
group that has one responsive or operational member (and two unresponsive or non-
operational members) is AtRisk.


ReducedRedundancy The number of responsive or operational members in the redundancy group is greater
than the AtRiskThreshold value but is less than the total number of members in the
redundancy group.


For example, and assuming AtRiskThreshold = 1, the state of a three-member redundancy
group that has two responsive or operational members (and one unresponsive or non-
operational member) is ReducedRedundancy.
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As shown in Events for a system redundancy group, the state of a redundancy group is based on the
status of its member objects and the value of the AtRiskThreshold attribute (set to 1 by default). If all
members of a redundancy group are responsive or operational, the state of the redundancy group is
Normal.


Through impact analysis, Network Protocol Manager for EIGRP also links system redundancy group
events to root-cause problems received from IP Availability Manager.


VMware Smart Assurance Network Protocol Manager for EIGRP User Guide


VMware, Inc.  37







EIGRP Cross-Domain Impact
Correlation Analysis 4
This chapter describes how Network Protocol Manager for EIGRP correlates failures in the EIGRP
domain with failures in the physical-transport domain to perform EIGRP impact analysis.


This chapter includes the following topics:
n EIGRP impact analysis overview


n EIGRP impact analysis model


n EIGRP impact analysis examples


EIGRP impact analysis overview
EIGRP failures, or apparent failures, detected by Network Protocol Manager for EIGRP cannot be
analyzed in isolation. Rather, those failures must be correlated with the physical-transport failures that are
detected by IP Availability Manager in order to determine the root-cause problem that is underlying all
observed symptoms. Network Protocol Manager for EIGRP analyzes EIGRP and physical-transport
failures to determine whether an EIGRP failure is indeed a root-cause problem, or simply a symptom
(impact) of an underlying physical-transport root-cause problem.


When Network Protocol Manager for EIGRP detects an EIGRP failure, it checks for any physical-transport
problem that might be causing the failure. If it does not find such a problem,
Network Protocol Manager for EIGRP focuses its analysis on just the EIGRP domain and performs the
root-cause analysis described in Chapter 3, “EIGRP Objects and their Failures.”


If it does find such a problem, Network Protocol Manager for EIGRP diagnoses the EIGRP failure as an
impact and exports the underlying physical-transport problem and the EIGRP failure to the
Global Manager. The Global Manager responds by adding the EIGRP failure as an impact of the
underlying physical-transport root-cause problem.


EIGRP and global impact analysis shows the flow of information between the components in a
Network Protocol Manager for EIGRP deployment to achieve EIGRP and global impact analysis.
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Figure 4‑1.  EIGRP and global impact analysis


Status updates received from IP Availability Manager identifies the IP Availability Manager status updates
to which Network Protocol Manager for EIGRP subscribes.


Table 4‑1.  Status updates received from IP Availability Manager


Object Problem-type status Event-type status


1**Indentation indicates class hierarchy.


2**Perceived as a problem-type status by Network Protocol Manager for EIGRP.


Card Down


NetworkAdapter   Interface 1   Port Disabled,


Down


NetworkConnection   Cable
1      TrunkCable


DownOrFlapping 2


UnitaryComputerSystem   Router
1   Switch   and so on


Unresponsive 2


Network Protocol Manager for EIGRP imports status information from IP Availability Manager through a
remote (proxy) accessor, as shown in Remote accessor operation for Network Protocol Manager for
EIGRP.
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Figure 4‑2.  Remote accessor operation for Network Protocol Manager for EIGRP


“Update object attributes” in Figure 18 corresponds to “Status updates” in EIGRP and global impact
analysis and in Status updates received from IP Availability Manager. Status updates represent changes
to problem-type and event-type instrumentation attribute values.


Adding IP Availability Manager as a source to Network Protocol Manager for EIGRP causes
Network Protocol Manager for EIGRP to import topology and status from the IP Availability Manager. The
VMware Smart Assurance Network Protocol Manager Discovery Guide Supplement provides the
instructions for completing this task.


EIGRP impact analysis model
Network Manager Protocol view of its managed EIGRP topology demonstrates how
Network Protocol Manager for EIGRP models (represents) its managed EIGRP topology. The underlying
physical-transport objects in the model, shown as white rectangles, are managed by
IP Availability Manager. As such, Network Protocol Manager for EIGRP receives the status of these
objects from IP Availability Manager.
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Figure 4‑3.  Network Manager Protocol view of its managed EIGRP topology


Not all of the underlying physical-transport objects that are understood by
Network Protocol Manager for EIGRP are shown in Figure 19. For example,
Network Protocol Manager for EIGRP also understands Cable and TrunkCable objects. In addition, the
network cloud in Figure 19 represents various types of connections between the two physical interfaces
that are underlying the EIGRP session, including connections between ports on intermediate switches.


EIGRP impact analysis examples
The examples that follow show how Network Protocol Manager for EIGRP uses the relationships between
the EIGRP objects and the underlying physical-transport objects to perform EIGRP impact analysis. In
addition, the examples show how the Global Manager picks up where
Network Protocol Manager for EIGRP leaves off to perform global impact analysis.


Keep the following information in mind when reading these examples:


n A router has multiple physical interfaces.


n A physical interface may have multiple EIGRP protocol endpoints.
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n An EIGRP protocol endpoint has one and only one EIGRP session.


Example of physical interface disabled
In this example, a physical interface on a router that is running an EIGRP service is administratively down
(manually disabled). The example assumes that the physical interface has one EIGRP protocol endpoint,
which means that the physical interface supports one EIGRP session.


In this example, IP Availability Manager:


n Diagnoses an Interface Disabled problem.


n Generates a NetworkConnection DownOrFlapping event as an impact of the Interface Disabled
problem.


n Exports the Interface Disabled problem and the NetworkConnection DownOrFlapping event to the
Global Manager.


n Exports an Interface Disabled problem-type status and a NetworkConnection DownOrFlapping event-
type status to Network Protocol Manager for EIGRP.


Network Protocol Manager for EIGRP:


n Receives the Interface Disabled problem-type status and the NetworkConnection DownOrFlapping
event-type status from IP Availability Manager.


n Detects a disconnected EIGRP session for which the Interface Disabled problem-type status is
associated with one of the physical interfaces that is underlying the disconnected EIGRP session.


Network Protocol Manager for EIGRPthen:


n Generates an EIGRPSession Disconnected event.


n Generates an Interface Disabled problem.


n Correlates the EIGRPSession Disconnected event with the Interface Disabled problem and marks the
event as an impact of the problem.


n Exports the Interface Disabled problem and the EIGRPSession Disconnected event to the
Global Manager.


The Global Manager:


n Receives the Interface Disabled problem and the NetworkConnection DownOrFlapping event from
IP Availability Manager.


n Receives the Interface Disabled problem and the EIGRPSession Disconnected event from
Network Protocol Manager for EIGRP.


n Combines the Interface Disabled problem from both IP Availability Managerand
Network Protocol Manager for EIGRPto form one notification that has two sources.


n Associates the NetworkConnection DownOrFlapping notification from IP Availability Manageras an
impact of the Interface Disabled notification.
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n Associates the EIGRPSession Disconnected notification from
Network Protocol Manager for EIGRPas an impact of the Interface Disabled notification.


What follows is a summary of the notifications that are created for the Interface Disabled problem,
followed by a display in Notification Properties dialog box that shows an Interface Disabled
problemthat shows how the Global Managerassociates the network and EIGRP events as impacts of
the Interface Disabled problem:


n IP Availability Managerevents:


n Problem: Interface Disabled


n Event (impact): NetworkConnection DownOrFlapping


n Network Protocol Manager for EIGRPevents:


n Problem: Interface Disabled


n Event (impact): EIGRPSession Disconnected


n Global Managernotifications:


n Root cause: Interface Disabled


n Impacts: NetworkConnection DownOrFlapping and EIGRPSession Disconnected


Figure 4‑4.  Notification Properties dialog box that shows an Interface Disabled problem


Chapter 2 Viewing EIGRP Analysis Results and Topologyprovides instructions on viewing detailed
notification information.


Example of router down
In this example, a router that is running an EIGRP service goes down. The example assumes that the
device has multiple physical interfaces that have multiple EIGRP protocol endpoints, which means that
the device supports multiple EIGRP sessions.


In this example, IP Availability Manager:


n Diagnoses a Router Down problem.


n Generates multiple Router Unresponsive events as impacts of the Router Down problem.


n Generates a NetworkConnection DownOrFlapping event as an impact of the Router Down problem.


n Exports the Router Down problem, the multiple Router Unresponsive events, and the
NetworkConnection DownOrFlapping event to the Global Manager.


n Exports multiple NetworkConnection DownOrFlapping event-type statuses and a NetworkConnection
DownOrFlapping event-type status to Network Protocol Manager for EIGRP.


Network Protocol Manager for EIGRP:


n Receives the multiple Router Unresponsive event-type statuses from IP Availability Manager.


n Receives the NetworkConnection DownOrFlapping event-type status from IP Availability Manager.
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n Detects disconnected EIGRP sessions for which the Router Unresponsive event-type statuses are
associated with the physical interfaces that are underlying the disconnected EIGRP sessions.


As indicated in Example of router down, Network Protocol Manager for EIGRP perceives the Router
Unresponsive event-type status as a problem-type status.


Network Protocol Manager for EIGRP then:


n Generates multiple EIGRPSession Disconnected events.


n Generates multiple Router Unresponsive problems.


n Correlates each EIGRPSession Disconnected event with the associated Router Unresponsive
problem and marks the event as an impact of the problem.


n Exports the Router Unresponsive problems and the EIGRPSession Disconnected events to the
Global Manager.


The Global Manager:


n Receives the Router Down problem and the Router Unresponsive and NetworkConnection
DownOrFlapping events from IP Availability Manager.


n Receives the Router Unresponsive problems and the EIGRPSession Disconnected events from
Network Protocol Manager for EIGRP.


n Combines each Router Unresponsive event from IP Availability Manager with the identical Router
Unresponsive problem from Network Protocol Manager for EIGRP to form one notification that has
two sources.


n Associates the multiple Router Unresponsive notifications as impacts of the Router Down notification.


n Associates the multiple EIGRPSession Disconnected notifications from
Network Protocol Manager for EIGRP as impacts of the Router Down notification.


n Associates the NetworkConnection DownOrFlapping notification from IP Availability Manager as an
impact of the Router Down notification.


What follows is a summary of the notifications that are created for the Router Down problem, followed
by a display in Notification Properties dialog box that shows a Router Down problem that shows how
the Global Manager associates the network and EIGRP events as impacts of the Router Down
problem:


n IP Availability Manager events:


n Problem: Router Down


n Event (impact): Router Unresponsive, Router Unresponsive,


n      NetworkConnection DownOrFlapping


n Network Protocol Manager for EIGRP events:


n Problem: Router Unresponsive, Router Unresponsive,


n Event (impact): EIGRPSession Disconnected, EIGRPSession Disconnected,
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n Global Manager notifications:


n Root cause: Router Down


n Impacts: Router Unresponsive, Router Unresponsive,


n      NetworkConnection DownOrFlapping, EIGRPSession Disconnected,


n      EIGRPSession Disconnected,


Figure 4‑5.  Notification Properties dialog box that shows a Router Down problem


Chapter 2 Viewing EIGRP Analysis Results and Topology provides instructions on viewing detailed
notification information.
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EIGRP Terminology 5
EIGRP terms and concepts
The terms and concepts presented in this appendix should prove helpful in understanding the EIGRP
domain discovered and monitored by Network Protocol Manager for EIGRP.


Begin by examining Interior gateway protocol and exterior gateway protocol links.


Figure 5‑1.  Interior gateway protocol and exterior gateway protocol links


The links between the routers within an independent network, or autonomous system (AS), are referred to
as Interior Gateway Protocol (IGP) links. The links between routers in different autonomous systems are
referred to as Exterior Gateway Protocol (EGP) links. EIGRP is an IGP.


n AS


Autonomous system. A collection of networks, or more precisely, the routers joining those networks,
that are under the same administrative authority and that share a common routing strategy. (Also, see
EIGRP domain.)


n ASN


Autonomous system number. A number that uniquely identifies a particular autonomous system. An
ASN is used in the exchange of exterior routing information between neighboring autonomous
systems. (Also, see EIGRP process number.)
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n CIDR


Classless Inter-Domain Routing. The standard format for designating an IP subnet. CIDR replaces
the original class A, B, and C Internet-address routing scheme with an address scheme that allows a
single IPv4 address to designate many unique addresses. A CIDR address is identified by an IP
prefix and subnet mask; for example, 192.168.0.0/16. CIDR is described in RFC 1519.


n CLI


Command line interface. A user interface, available on most networking devices, that permits a user
or a software program to view statistics, make configuration changes, and perform other
administrative functions. Commands are entered as text on a single line.
Network Protocol Manager for EIGRP uses Telnet, SSH1, or SSH2 to log in to a Cisco EIGRP router
and then enters CLI commands at the command line to query the device for EIGRP topology
information and status.


n DUAL


Diffusing Update Algorithm. The algorithm used by EIGRP to select routing paths and to guarantee
freedom from routing loops. DUAL selects a best path and a second best path to reach a destination.
The best path selected by DUAL is the successor, and the second best path (if available) is the
feasible successor. The feasible distance is the lowest calculated metric of a path to reach the
destination.


n EGP


Exterior Gateway Protocol. A routing protocol used to exchange routing information among two
routers in a network of autonomous systems. An EGP protocol maintains routes between
autonomous systems.


n EIGRP


Enhanced Interior Gateway Routing Protocol. A Cisco proprietary interior gateway protocol that
integrates the capabilities of distance-vector protocols with the capabilities of link-state protocols: It
chooses a routing path based on vectors and converges rapidly by using change-based updates.
EIGRP supports CIDR and VLSM and uses the DUAL algorithm to perform distributed shortest-path
routing with fast convergence while remaining loop free at every instant.


EIGRP supports the following routed network communication protocols: IPv4, AppleTalk, and Novell
NetWare. The IPv4 implementation of EIGRP is the one that Network Protocol Manager for EIGRP
discovers and monitors.


n EIGRP domain


A collection of connected EIGRP routers and EIGRP networks and is synonymous to an autonomous
system. An EIGRP domain provides full connectivity to all hosts within it.


All EIGRP routers that belong to the same EIGRP domain are assigned the same autonomous
system number. (Also, see EIGRP process number.)


VMware Smart Assurance Network Protocol Manager for EIGRP User Guide


VMware, Inc.  47







n EIGRP neighbors


EIGRP routers that share a common segment become neighbors on that segment. Neighbors, also
known as peers, are elected through the Hello protocol. Two-way communication exists between
each pair of neighbors.


n EIGRP network


Interconnected routers, on the same IP subnet, that are running EIGRP services.


n EIGRP peers


See “EIGRP neighbors” on page 55 .


n EIGRP process number


Synonymous with autonomous system number. EIGRP routers that have the same process number
belong to the same EIGRP domain.


n EIGRP router


A router that is running an EIGRP service.


n EIGRP service


An instance of the EIGRP routing protocol that is running in memory.


n EIGRP session


A link between EIGRP neighbors. An EIGRP session, also known as an EIGRP neighbor adjacency,
is the next step after EIGRP routers become neighbors. Once the routers establish a session by
using the Hello protocol, they exchange routing information and store the neighbor’s address and
interface as an entry in their respective neighbor tables. A router’s neighbor table contains information
about all the routers known to be directly connected neighbors.


n IGP


Interior Gateway Protocol. A routing protocol used to calculate routes and exchange routing
information among routers within an autonomous system.


n IOS


Internet Operating System. The operating system used by Cisco routers.


n MTTR


Mean Time To Repair. The average time to repair/restore a failed machine or system to an acceptable
operating condition.


n MTU


Maximum transmission unit. A setting that controls the maximum IP packet size that a PC will send.


n Multi-access segment


A network supporting three or more routers. A network segment is part of an Ethernet or other
network on which all message traffic is common to all nodes, that is, a message is broadcast from
one node on the segment and received by all others on the segment.
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n NBMA


Non-Broadcast Multiple Access. A network without broadcast capabilities, but where all interfaces on
the network are fully meshed (connected); for example, a fully meshed Frame Relay cloud.


n SSH (or SSH1)


Secure Shell. A command line interface used to securely log in to and access commands on a remote
computer. SSH provides strong authentication and secure encrypted communications over an
unsecure channel.


n SSH2


Secure Shell version 2. A version of SSH that is a more secure, efficient, and portable than SSH1.
Note that the SSH1 and SSH2 protocols are not compatible with one another.


n Telnet


A command line interface used to log in to and access commands on a remote computer. Telnet does
not use secure (encrypted) transmissions.


n TLV


Type, length, and value. TLVs are blocks of specific routing-related information in EIGRP packets.


n VLSM


Variable length subnet mask. The extension of standard IP classful masks (A, B, and C) to include
subnets. Routing protocols (such as EIGRP, IS-IS, and OSPF) that carry the subnet mask within their
route updates are able to recognize subnets and forward datagrams within networks that have been
subnetted.
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EIGRP Topology Naming
Conventions 6
This chapter includes the following topics:
n DisplayName and Name attributes


n Naming convention for EIGRP objects


DisplayName and Name attributes
Each EIGRP object has a unique name, which is defined by the DisplayName and Name attributes for the
object as shown in DisplayName and Name attributes for an EIGRP object.


Figure 6‑1.  DisplayName and Name attributes for an EIGRP object


The name specified in the DisplayName attribute is the name of the object displayed in the
Global Console, while the name specified in the Name attribute is the name of the object as known in the
Domain Manager’s repository.
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The DisplayName and Name attributes of a network object are viewable through a Topology Browser
Console attached to the Global Manager or to Network Protocol Manager for EIGRP.


Note   To launch a Topology Browser Console from the Global Console, select


File > New > Topology Browser Console.


The name specified in an object’s DisplayName attribute also appears in the Name attribute of a
notification involving that object. Notifications are imported by the Global Manager and displayed in the
Notification Log Console.


Naming convention for EIGRP objects
To name a discovered EIGRP object, Network Protocol Manager for EIGRP uses the appropriate naming
format in Naming formats for discovered EIGRP objects to assign the object a unique name. It then
populates the object’s Name and DisplayName attributes with that name.


Table 6‑1.  Naming formats for discovered EIGRP objects


Class Naming format


1**This object type is not imported by the Global Manager.


EIGRPDomain Name:EIGRPDomain-<autonomous-system identifier>


For example:EIGRPDomain-430


DisplayName:<same as Name>


EIGRPService Name:EIGRP-SVC-<host device name>


For example:EIGRP-SVC-dev-MPLSp7


DisplayName:<same as Name>


EIGRPProtocolEndpoint
1


Name:EIGRP-EP-<host device name>/<remote interface IP address>


For example:EIGRP-EP-dev-MPLSp7/172.7.1.1


DisplayName:EIGRP-EP-<host device name>/<remote interface IP address> [ local interface device
identifier ]


For example:EIGRP-EP-dev-MPLSp7/172.7.1.1 [ Fa2/0 ]


EIGRPSession Name:EIGRP-ADJ-<host device name>/<remote interface IP address><-->    <remote device
name>/<local interface IP address>


For example:


EIGRP-ADJ-dev-MPLSp7/172.7.1.1<-->qa-MPLSp1/172.7.1.2


Stub Name:EIGRP-ADJ-<host device name>/<remote interface IP address>


For example:EIGRP-ADJ-qa-MPLSp1/172.7.1.6


DisplayName:<same as Name>


Stub DisplayName:<same as Stub Name>
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Overview 1
This chapter includes the following topics:
n Adapters and ASL


n Setting the locale


n Setting the locale


n String support


n Printing and logging


Adapters and ASL
Adapters facilitate the communication of information between devices or applications and a
Domain Manager. Adapters exist as either inflow adapters or outflow adapters.


n Inflow adapters collect information and send it to a Domain Manager. These adapters can be used to
initialize a Domain Manager with data such as topology information. They also can send, as they
occur, event information and topology changes to a Domain Manager.


n Outflow adapters subscribe to a Domain Manager for a set of notifications. These adapters then pass
the information to devices or other applications.


Adapter overview shows the flow of information through an inflow adapter, a Domain Manager, and
an outflow adapter.


a The inflow adapter collects information and passes it to the Domain Manager.


b The Domain Manager generates notifications.


c The outflow adapter subscribes to a set of notifications.


d The Domain Manager passes those notifications to the adapter.
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e The outflow adapter passes the information to another entity.


Figure 1‑1.  Adapter overview


Smart Assurance installation directory
In this document, the term BASEDIR represents the location where Smart Assurance software is
installed.


n For UNIX, this location is /opt/InCharge/<product>.


Optionally, you can specify the root of BASEDIR to be something other than:


n UNIX: /opt/InCharge


However, you cannot change the <product> location under the root directory.


The VMware Smart Assurance System Administration Guide provides more information about the
directory structure.


Adapter components
All adapters, regardless of type, consist of three basic components: front end, rule set and back end.
These three components must be included as part of any adapter.


Front end
The front end collects information for processing in the rule set of the adapter.


n The front end of an inflow adapter collects information an external entity.


n The front end of an outflow adapter collects information from Domain Manager notifications.


Rule set
Rule sets match, filter, and process information received from the front end. The processed information is
handled by the back end.
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Back end
The back end passes information processed by the rule set to other programs or devices.


n The back end of an inflow adapter passes information to a Domain Manager.


n The back end of an outflow adapter passes information from a Domain Manager to another device or
location.


For example, in Adapter components, if an adapter is designed to move SNMP data to a
Domain Manager, its front end communicates with an SNMP device and its back end passes data to
a Domain Manager.


Figure 1‑2.  Adapter components


Adapter Scripting Language
The VMware Smart Assurance Adapter Scripting Language (ASL) is used to construct the rule sets of
adapters. These rule sets are responsible for matching incoming data with patterns and processing the
matched data. ASL provides an easy-to-use method of moving data into or out of a Domain Manager.


Introduction to running adapters
The sm_adapter command starts ASL scripts. The file sm_adapter is found in BASEDIR/smarts/bin.
Adapters can receive information from files and send output to a file or to the screen. To run most of the
sample scripts found in this guide, use this syntax:


sm_adapter --file=<input_file>


         <ASL_script_file>


      


The command starts an adapter that runs a user-supplied script <ASL_script_file>, reading data from the
file, <input_file>.


Chapter 7 Running Adapters provides additional information about the sm_adapter command.
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Setting the locale
A locale is the RFC-1766/3066 compliant specification for language and country.


The scope of execution of an ASL script is within the context of a Domain Manager. Once connected, the
locale can be changed by using the setLocale()function. The syntax is:


         <var> = setLocale(<locale>)


The return value is a string representation of the previous setting of the locale, or a default value if
setLocale() has not yet been called.


The following example sets the locale to French as spoken in France.


old_locale = setLocale(”fr_FR”);


print(“The old locale was “.old_locale);


When setLocale() is called in ASL, the value of the locale is saved in thread-local storage. When an ASL
script connects to a Domain Manager, the same thread is used for the lifetime of the connection session.
Therefore, if you call setLocale(“fr_FR”) from an ASL script, then the locale is fr_FR for the duration of the
ASL script. When the script ends, the Domain Manager thread goes away. Other ASL scripts, and other
clients each have their own connection/session in their own thread, so each thread is independent of the
others.


Locale effects on message rendering
Currently, the scope of the setLocale() operation influences text sent from the Domain Manager to the
ASL script. Specifically, setLocale() affects textual data of these types:


n MODEL descriptions obtained from the following operations on SM_System:


n getOpDescription


n getEventDescription


n getPropDescription


n getClassDescription


n Error text obtained from the following operations on SM_API_Support:


n getErrorText


The scope of the setLocale() operation has no influence on any other textual data communicated
between the ASL script and the Domain Manager. Textual elements defined as part of modeled
applications (aside from entity description data) are not affected by this operation.


Default locale when setLocale() is not called
The default locale to set for an ASL script is determined as follows:


1 The value of the SM_LOCALE environment variable.
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2 If SM_LOCALE is not set equal to a value, then the default locale is set equal to en_US.


Setting the locale
A locale is the RFC-1766/3066 compliant specification for language and country.


The scope of execution of an ASL script is within the context of a Domain Manager. Once connected, the
locale can be changed by using the setLocale()function. The syntax is:


         <var> = setLocale(<locale>)


The return value is a string representation of the previous setting of the locale, or a default value if
setLocale() has not yet been called.


The following example sets the locale to French as spoken in France.


old_locale = setLocale(”fr_FR”);


print(“The old locale was “.old_locale);


When setLocale() is called in ASL, the value of the locale is saved in thread-local storage. When an ASL
script connects to a Domain Manager, the same thread is used for the lifetime of the connection session.
Therefore, if you call setLocale(“fr_FR”) from an ASL script, then the locale is fr_FR for the duration of the
ASL script. When the script ends, the Domain Manager thread goes away. Other ASL scripts, and other
clients each have their own connection/session in their own thread, so each thread is independent of the
others.


Locale effects on message rendering
Currently, the scope of the setLocale() operation influences text sent from the Domain Manager to the
ASL script. Specifically, setLocale() affects textual data of these types:


n MODEL descriptions obtained from the following operations on SM_System:


n getOpDescription


n getEventDescription


n getPropDescription


n getClassDescription


n Error text obtained from the following operations on SM_API_Support:


n getErrorText


The scope of the setLocale() operation has no influence on any other textual data communicated
between the ASL script and the Domain Manager. Textual elements defined as part of modeled
applications (aside from entity description data) are not affected by this operation.
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Default locale when setLocale() is not called
The default locale to set for an ASL script is determined as follows:


1 The value of the SM_LOCALE environment variable.


2 If SM_LOCALE is not set equal to a value, then the default locale is set equal to en_US.


String support
The ASL interpreter assumes that ASL Script files are UTF-8 encoded. The interpreter will recognize a
valid UTF-8 BOM if it is present. The file may contain a valid UTF-8 BOM, but it is not required.


ASL is assumed to be working with UTF-8 strings all the time. The string type in ASL is assumed to be a
UTF-8 string.


You can print a string by performing the following:


n Extract the localized string.


n Apply substitutions to the string.


n Print the final rendered string.


Obtaining externalized strings
A built-in function for use by internal applications only (SDK and other VMware adopting applications)
may be used to retrieve an externalized string. The getExternalString() function extracts a string, based
on the table name, key, and locale that is passed to the function. The getExternalString() function then
renders the extracted string given a list of substitutions (up to six).


         <var> = getExternalString(<table>, <key>, <locale>)


The <table> and <key> arguments are required. The <locale> argument is optional. The default value is
the value of the SM_LOCALE environment variable. The return value is the UTF-8 encoded string that
contains the text of the message defined in the table.


The ASL script may then use the returned string as an argument in the print() built-in function, as shown
in the following example:


msg = getExternalString("SMS_MSG","SUCCESS","fr_FR");


print(msg);


Applying substitutions
Applying substitutions may be accomplished by using the formatString() built-in function. The
formatString() function takes up to seven arguments:


         <var> = formatString(<msg>[,<sub_1>][,<sub_2>][,<sub_3>][,<sub_4>][,<sub_5>][,<sub_6>])
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The <msg> argument is the string variable which was extracted from a message table. Up to six
substitution arguments may be specified.


The example below shows the use of the getExternalString() and formatString() built-in functions.


# message table entry:


#


message_table MY_TABLE


message_code  OPER_FAIL_MSG, 


              "Operation &1 failed.  Reason: &2"


---------------------------------------


// ASL fragment.   An attempt to perform some operation failed. 


// the variable 'operation' holds the name of the operation that


// failed, the variable 'reason' indicates the reason for the failure. 


// 


// extract the string using the default locale (SM_LOCALE)


//


 format = getExternalString("MY_TABLE","OPER_FAIL_MSG");


// 


// format the substitutions


// 


 output = formatString(format,operation,reason)


// 


// print the resulting string


// 


 print(output);


Printing and logging
Messages that are printed by using the ASL print() built-in function are printed to each of the active logs in
the Domain Manager process. There is no automatic translation of the message text. For example, if the
message was obtained by calling getExternalString() by using a French locale, the message will appear
both in the English log and the French log in French. The section print() function provides additional
information.


Retrieving and setting log, error and trace levels at runtime
There are three computed attributes available to get and set the log, error, and trace levels of a
Domain Manager at runtime. These computed attributes, described in Computed attributes to retrieve and
set log, error, and trace levels at runtime, are available on the SM_JIIM_Support object. The SM_System
object is a subclass of SM_JIIM_Support and also inherits these computed attributes.
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Table 1‑1.  Computed attributes to retrieve and set log, error, and trace levels at runtime


Computed Attributes Description


logLevel The minimum exception level for sending messages to the system error logger.The logLevel
attributeis a string, and can be any one of the values set for the --loglevel command line option:


errLevel The minimum exception level for writing messages to the log files. The errLevel attributeis a string,
and can be any one of the values set for the --errlevel command line option.


traceLevel Used to print a stack trace to the SDK log file when an exception at this level or above occurs.
Exceptions below this level do not write a stack trace. The traceLevel attributeis a string, and can
be any one of the values set for the --tracelevel command line option.


The values of these computed attributes can be retrieved and set, and valid values are:


n None


n Emergency


n Alert


n Critical


n Error


n Warning


n Notice


n Informational,


n Debug


Note   Fatal is a synonym for Critical.


Retrieving the current level
You can retrieve the current levels of SM_System::SM-System::logLevel, SM_System::SM-
System::errLevel, or SM_System::SM-System::traceLevel. A string is returned which represents the
current level, such as "Warning", "Error", or "Fatal". For example:


sm_system = object("SM_System", "SM-System");


curr_error_level = sm_system->errLevel;


Setting the level
To change the current levels, obtain a pointer to the object, and then set the value of SM_System::SM-
System::logLevel, SM_System::SM-System::errLevel, or SM_System::SM-System::traceLevel to the
appropriate level.


In this example, the trace level setting is changed to None.


sm_system = object("SM_System", "SM-System");


sm_system->traceLevel = "None";
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When you change the log, error or trace levels a message is printed in the log file. The log message will
appear similar to the following:


[April 8, 2009 5:03:41 PM EDT +122ms] t@1149000000 SM_ProtocolEngine-6


JM_MSG-*-JM_TRACE_LEVEL_CHANGED-User 'user1', using remote dmctl client (id 6), on host host1 with 


credentials tpadmin1 has changed the Trace level to None; in file 


"/mypath/repos/jiim/SM_JIIM_Support_Impl.c" at line 458
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Rule Sets 2
This chapter includes the following topics:


n Rule set construction


n Rule execution


Rule set construction
A rule set is a group of rules that may match, filter, and execute actions to process data received from an
adapter’s front end.


An ASL rule consists of blocks of patterns, filters, and actions. Patterns select the data to process by
applying a pattern matching to the incoming datastream. Filters control whether actions are performed on
matched data. Actions process the data.


An ASL rule has the basic form:


         <RULE-NAME> {


<pattern-list>


}


filter {


<filter-list>


}


do {


<action-list>


}


Rules begin with a rule name. A rule name must consist of alphanumeric characters and/or an
underscore (_). The first character of a rule cannot be a number.


Note   In this guide, by convention, no rule names contain lowercase letters.


Pattern, filter, and action blocks comprise the contents of a rule. None of the blocks are required.


Note   Certain ASL words are reserved and should not be used, as described in “Reserved words” on
page 149.
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Braces surround the pattern list and demarcate the pattern block. A pattern block can contain one or
more action blocks, but cannot contain any filter blocks. For actions performed before any pattern
matching, an action block can be included inside of the pattern block before any pattern matching
statements.


The word “filter” followed by a brace ( { ) marks the beginning of a filter block. Another brace ( } ) marks
the end. A rule can contain no more than one filter block, and that block must appear after the pattern
block.


The word “do” followed by a brace ( { ) marks the beginning of an action block. Another brace ( } ) marks
the end. A rule can contain multiple action blocks placed inside a pattern block or outside of a pattern
block. However, only one action block can appear outside of a pattern block.


In this example, the following rule associates a specific pattern with a specific action:


         <RULE-NAME> {


<pattern-list> do {<action-list>}


<pattern-list> do {<action-list>}


<pattern-list> do {<action-list>}


}


The pattern block shown in the example encompasses all of the patterns and all of the action blocks. In
order to add a filter block, the brace marking the end of the pattern block has to follow the last pattern list.
Filter information can be added before the last action block.


         <RULE-NAME> {


<pattern-list> do {<action-list>}


<pattern-list> do {<action-list>}


<pattern-list> 


}


filter {<filter-list>}


do {<action-list>}


Rules can be called from other rules or in an action block. Rules cannot be called from a filter.


         <RULE-NAME> {


<OTHER-RULE>


}


filter {


<filter-list>


}


do {


<action-list>


}
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Patterns and called rules can be interspersed with action blocks.


         <RULE-NAME> {


<pattern-list> 


do {<action-list>}


<OTHER-RULE>


}


Rules referenced by other rules are considered subordinate to the rule that references them. The rule that
references a subordinate rule is referred to as superior. The flow of control of ASL processing passes
from superior rules to subordinate rules and back.


Special rules
Three special rules exist: START, DEFAULT and EOF. Each of these rules must be in uppercase letters.


START rule
All rule sets must include a rule named START. The START rule marks the starting point of the ASL script
when the adapter receives input. However, the START rule does not have to be the first rule listed in the
script.


START {


<pattern-list>


}


filter {


<filter-list>


}


do {


<action-list>


}


DEFAULT rule
If the input fails to match any patterns specified by the START rule and the rules called by the START
rule, a rule named DEFAULT runs automatically. The purpose of the DEFAULT rule is to resynchronize
the input stream. The DEFAULT rule has the same structure as any other rule. However, if the pattern
matching of the DEFAULT rule fails, the ASL script aborts.


If the DEFAULT rule is not explicitly defined and the START rule fails, there is an implicit DEFAULT rule
that is executed. This implicit DEFAULT rule matches the current line of input.


If the implicit DEFAULT rule was added to an ASL script, it would look like this:


DEFAULT {


..eol


}


The string "..eol" is an ASL pattern that, from a starting point, matches all characters up to and including
an end-of-line. Chapter 4 Pattern Matching and Filters provides additional information about patterns.
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EOF rule
A rule named EOF runs at the end of an input file. The EOF rule can but should not include a pattern
matching block. At the end of a file, there is no data for a pattern to match. The EOF rule is not required in
an ASL script.


EOF 


do {


<action-list>


}


Rule execution
The first rule executed in an ASL script is the START rule. The START rule runs repeatedly until all of the
data input is processed. Data input is processed as it is matched with all of the patterns of a rule.


Patterns are components either of the START rule or of other rules called from the START rule. As data
matches patterns, the starting position for the next pattern match moves to the end of the matched data.
The next match is tested from this new position and so forth.


The new starting position for pattern matches is permanent when all of the patterns associated with the
START rule match. Patterns associated with the START rule include patterns from all of the rules
subordinate to START. If the START rule and all of its subordinate rules have executed, the START rule
executes again at the new starting position.


If patterns in subordinate rules fail to match, control passes to the immediately superior rule where an
alternate, if it exists, is tried. If an alternate does not exist, the starting point for the match is reset to the
point when the superior rule executed. Control is passed to the next superior rule and the next alternate is
tested. This continues until a match is made or until the START rule does not match.


The DEFAULT rule runs when the START rule fails. The DEFAULT rule contains its own pattern matching.
When the DEFAULT rule matches, the starting point is permanently advanced and the START rule is
executed. If the DEFAULT rule pattern match fails, the ASL script aborts.


The EOF rule runs when the data input is exhausted. It is not necessarily the last rule to execute because
other rules might be subordinate.
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Operators, and Expressions 3
This chapter includes the following topics:


n Data and comments


n Variables and their values


n Operators


Data and comments
This section describes the input datastream and the format of comments.


Data
The ASL input datastream consists of characters and markers. Characters include any character in the
extended ASCII character set. Markers demarcate the boundaries of fields and records.


Comments
There are two different formats for comments. A comment is text that begins with two slashes (//) and all
information to the right of the slashes is ignored.


// ASL Script to read card information


A comment can also be marked as a block by using a slash followed by an asterisk at the beginning (/*)
and an asterisk followed by a slash at the end (*/) of the comment block.


/* ASL Script to read card information


   created 1/30/2009 by FTW */


Variables and their values
Variables are assigned values in an ASL script or at adapter startup. Variable assignment at startup
describes how to specify variable values at startup.
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ASL variables do not have a declared type, the values assigned to them are typed. Variable values can
have the following types:


n numeric


ASL stores all numbers as double-floating point.


n string


n binary


n Boolean


n list


n table


n object handle


The section Chapter 6 Interfacing with a Domain Manager provides additional information.


n datetime


The section time() function provides additional information.


A variable name can consist of a letter or an underscore, followed by any number of letters,
underscores, and digits. A variable name is case-sensitive. Uppercase and lowercase letters are
distinct.


Note   Certain ASL words are reserved and should not be used as identifiers or variables, as
described in “Reserved words” on page 149.


Any variable can be assigned different types of values. For example, starting with a basic ASL
statement:


x = ”string”;


The variable x can then be used to store a value:


x = 5.62;


It can also store a Boolean value:


x = TRUE;


For most values, ASL converts one type of value to the appropriate data type for use in a function or
expression. In this example, the var_w variable is assigned a string of numeric characters.


var_w = ”3498”;


The variable, var_w, can be added to a number.


var_y = var_w+100;
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This statement is valid. The number 100 is added to the numeric equivalent of the value stored in
var_w. There is no intermediate step.


Note   The semicolon terminates the end of these assignment actions in ASL.


Type conversions
In some instances, automatic type conversion does not occur. Some functions return values of different
types depending on the type of the value passed. For these cases, there are variable type conversion
functions. Type conversion functions shows the type of conversion functions:


Table 3‑1.  Type conversion functions


Syntax Description


string(value) Converts the values as a string type.


boolean(value) Converts the values as a Boolean type. Any nonzero number is converted to TRUE.
The only strings that convert are “true” and “false” including all capitalization
variations.


numeric(value) Converts the values as a numeric type. All numeric values are stored as double-
floating point.


Lists and tables
Lists and tables are special types of values that can store sets of values. Any variable can store lists and
tables. A value of any type can be assigned to a list or table.


List values
A list is an ordered set of values that are indexed numerically, starting with zero (0). The value assigned
to a member of a list can be any value regardless of whether it is variable, constant value, a table, a list,
or other value type. The list() function initializes the variable type to be of type list. An example is:


x = list();


Using this syntax, the list is empty.


There are three methods to add members to a list.


n The first method is:


x = list(<value_1>,<value_2>,<value_3>,...,<value_n>);


n The second method specifies an index and assigns a value. This method can also be used to change
the existing value of a member in a list.


x[100] = value_1;


x[57] = value_2;
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n The third method appends the value to the list. Using this method, ASL keeps track of the index
value.


x += value_1;


Table values
Tables are associative lists. They exist as hashed arrays with a key and value pair (<key>,<value>) for
each member. The keys for a table must be unique.


A variable may be initialized to be of type table. An example is:


y = table();


To add a value to a table, use the following syntax:


         <table_name>[<key>] = <value>;


The value specified for the <key> or for the <value> can be of any value type.


Multicolumn tables can be implemented in two ways.


The first method implements the multicolumn table as a table of tables:


START {


        .. eol


} do {


        x = table();


        x["a"] = table();


        x["a"]["b"] = 1;


        x["a"]["c"] = 2;


        print(x["a"]["b"]);


        print(x["a"]["c"]);


}


The second method implements the multicolumn table as a single table with joined key:


START {


        .. eol


} do {


        x = table();


        x["a|b"] = 1;


        x["a|c"] = 2;


        print(x["a|b"]);


        print(x["a|c"]);


}
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Scope of variables
The scope of variables determines where the value associated with the variable can be accessed. In
ASL, there are three scope levels:


n Local-scoped variables are accessible only from the rule where the variable is assigned a value and
can be referenced in subordinate rules.


n Driver-scoped variables are accessible from any rule in an ASL script.


n Global-scoped variables are accessible from any adapter that runs on the same process where the
variable is assigned a value.


Note   A local-scope variable cannot have the same name as a global-scoped variable.


Driver-scope
Driver-scoped variables are accessible from any rule in an ASL script. There are two lifetimes for driver-
scoped variables:


n Static


n Record


The difference between the two lifetimes depends on where the variable is assigned a value.


The longer lifetime for a driver-scoped variable is static. When a variable is assigned a value at the
beginning of an ASL script, before the START rule is executed, it is static. Static variables maintain
their value across uses of the START rule or until a new value is assigned. In Example of a variable
with a static lifetime, each time the START rule is invoked, the variable retains its value.
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Figure 3‑1.  Example of a variable with a static lifetime


In the following example, the script counts the number of lines of data in a file. A variable is assigned
to zero at the beginning of the script. The variable’s value is incremented for each line of input. At the
end of the script, the value of the variable is printed. In this script, the START rule is invoked five
times and the variable is not reset.


ASL Script (static_var.asl):


lines=0;


START {


 .. eol


}


do {


 lines = lines+1;


}


EOF do{


 print("Number of lines ".lines);


}


Input: (static_var.txt):


line 1


line 2


line 3


line 4


line 5


Output:


$ sm_adapter --file=static_var.txt static_var.asl


Number of lines 5


$ 


The shorter lifetime for a driver-scoped variable is record. A driver-scoped variable has a record
lifetime when it is assigned a value in a rule. The value of this variable does not change until it is
reassigned a value or when the START rule exits. A driver-scoped variable with a record lifetime is
undefined each time the START rule exits. In Example of a variable with a record lifetime , each time
the START rule is invoked, the variable is undefined.
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Figure 3‑2.  Example of a variable with a record lifetime


In the next example, the script demonstrates that driver-scoped variables keep their value until the
START rule is invoked. In the script, a variable is assigned when the HI rule runs (x=TRUE). This
variable holds its value when the action block of the program is invoked after the HI rule. When the
START rule is invoked again, the input fails to match the pattern specified by the HI rule so the
alternate rule to HI, the THERE rule, is invoked and the variable is not assigned a value in this rule.
When the execution of the script reaches the action block, no variable exists.


ASL Script (record_var.asl):


START {


 print("Starting again") 


 /* print returns TRUE so can be


  * used outside of a do*/


 HI|THERE


}


do {


 if (defined(x))


  //Tests whether variable exists


  {print("x is defined");}


 else {print("x is not defined");}


}


HI {


 "hi" eol


}


do { x=TRUE;}


THERE {


 "there" eol


}


Input (record_var.txt):


hi


there


Output:


$ sm_adapter --file=record_var.txt record_var.asl


Starting again


VMware Smart Assurance ASL Reference Guide


VMware, Inc.  24







x is defined


Starting again


x is not defined


$ 


Local-scope
Driver-scoped variables have some limitations. For instance, they are not suitable for recursion, but local-
scoped variables are suitable.


The following example shows a script that uses recursion and a driver-scoped variable. At first glance, the
script looks like it reverses the order of words that are passed to it. A driver-scoped variable x with a
record lifetime is used to store a value each time a rule is executed. Unfortunately, each time the
recursion executes, the word assigned to the variable overwrites the existing value. The last value
assigned to x is the value that is used for all of the recursions. Only the last word appears as output.


ASL Script (2ndrule_var.asl):


START {


 READANDPRINT


}


READANDPRINT {


 x:word READANDPRINT|eol


}


do {


 print(x);


}


Input (2ndrule_var.txt):


The dog ran.


Output:


$ sm_adapter --file=2ndrule_var.txt 2ndrule_var.asl


ran.


ran.


ran.


ran.


$ 


Local variables are defined in a rule and have a separate value each time the rule runs. Local variables
can be referenced in any subordinate rules. They cannot be accessed in any other rule. A local variable
cannot have the same name as a global variable.


If a local variable is used in a recursive rule, each recursion contains an exclusive value for the variable,
as shown in Figure 5 on page 37.


Local variables are declared in the pattern block of a rule. These declarations must occur before any
pattern matching statements. Local variables override variables with the same name. Use this syntax to
declare a local variable:


local <variable_name>;


The following example demonstrates how use of a local variable instead of a driver-scoped variable
changes the output of the script.
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The script reverses the order of words. The rule READANDPRINT iterates until it does not match. For
each iteration, the value of the word scanned is stored in a local variable. When the end-of-line (eol)
marker is reached, the READANDPRINT rule no longer matches and the recursive rules are completed
with the action block. Each value of x is printed, which has the effect of reversing the order of the input.
The section End-of-line matches provides additional more information about eol markers.


ASL Script (local_var.asl):


START {


 READANDPRINT


}


READANDPRINT {


 local x = “end”;


 x:word 


 READANDPRINT|eol


}


do {


 print(x);


}


Input: (local_var.txt):


The dog ran.


Output:


$ sm_adapter --file=local_var.txt local_var.asl


end


ran.


dog


The


$ 


Global-scope
Adapters in the same server or threads in a single process can share global variables. Global variables
can be of type numeric, string or boolean.


Lists and tables can also be used as global variables but it is not recommended. The ASL programmer
must exercise caution when using global lists or tables to ensure that a single thread or adapter is the
"writer" of the list or table. If more than one thread or adapter attempts to assign values to a list or table,
the likely result will be data loss due to rewriting the variables’ values. There is no inherent mutex or lock
arrangement in ASL to prevent this and it is up to the programmer to ensure against this.


Global variable declarations must be made in the static section of the script file, before any rules are
declared.


Note   A local variable cannot have the same name as a global variable.


Adapters in the same server or threads in a single process can share global variables. Global variables
can be of type numeric, string or boolean.


Use this syntax to declare a global variable:


global <variable_name>;
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Default variable values
A default assignment assigns a value only if the variable is undefined.


default <variable_name>=<value_or_expression>;


The scope of a default variable is restricted to driver-scoped with a static lifetime. A value must be
assigned to a variable declared as default. The value cannot be blank. An example of declaring a default
variable is:


default x = 5;


Default variables assigned in an ASL script can be overridden by the value of the variables specified
during the startup of an adapter with the -D option.


Any variable assignment not defined as default can override the default value and, if one exists, the value
that was assigned by using the -d option.


The following code fragment prints the number 1 if there is no integer value to assign to y.


x = 1;


default y = 1;


START


do


{       print("x=".x);


        print("y=".y);


        stop();


}


Output with the -D option:


$ sm_adapter -Dx=2 -Dy=2 default.asl


x=1


y=2


Output without the -D option:


$ sm_adapter default.asl


x=1


y=1


Variable assignment at startup
Variable values can be assigned when the adapter is started by using the -D option. Variables assigned
by using this method have a static lifetime. Default variables that are locally scoped cannot be assigned a
value by using this method.


sm_adapter -D<variable_name>=<value>


      


The value that is assigned by the switch can be overridden by a standard variable assignment through
either pattern matching or by a variable assignment statement. To define a variable so that the -D option
overrides the value set in the ASL script, define the variable as a default variable in the ASL script.
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Operators
This section describes operators and their order of evaluation.


Arithmetic operators
The addition, subtraction, multiplication, division, and modulus operators can only be used with numeric
values. The arithmetic operators are described in Arithmetic operators.


Table 3‑2.  Arithmetic operators


Operator Description


+ Addition


- Subtraction


* Multiplication


/ Division


% Modulus


Note   You can isolate the decimal portion of a number with the modulus operator by using the syntax:
number%1.


For example, this script assigns numeric values to two variables. These numbers are used in addition,
subtraction, multiplication, division, and modulus operations.


ASL Script (mathematic_do.asl):


START 


do {


 a = 36;


 b = 4;


 print(“Addition “.a+b);


 c = a-b;


 print(“Subtraction “.c);


 d = a*b;


 print(“Multiplication “.d);


 print(“Division “.b/a);


 e = 10%b;


 print("Modulus ".e);


 stop();


}


Output:


$ sm_adapter mathematic_do.asl


Addition 40


Subtraction 32


Multiplication 144


Division 0.111111111111111


Modulus 2


$ 
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String operators
The concatenation operator is the period (.). The concatenation operator forms a new string composed of
two values. Variable conversion is handled automatically.


Note   In the pattern block of a rule, a period is not an operator that concatenates two strings. It forces
two patterns to match together, as described in Chapter 4 Pattern Matching and Filters.


For example, in this script, four variables are assigned values. The first concatenation occurs within the
first print statement. The second concatenation is a combination of two numbers and is assigned to the
variable c. The new string represents a number and can be used in calculations.


ASL Script (concat_do.asl):


START 


do {


 a = 657;


 b = 9283;


 x = “cat”;


 y = ”dog”;


 print(x.y);


 c = a.b;


 print(c);


 stop();


}


Output:


$ sm_adapter concat_do.asl


catdog


6579283


$ 


Relational and logical operators
The relational and logical operators are described in Relational and logical operators.


Table 3‑3.  Relational and logical operators


Operator Description


== Equal to


!= Not equal to


> Greater than


< Less than


>= Greater than or equal to


<= Less than or equal to


&& Logical AND


|| Logical OR
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Precedence and order of evaluation
ASL evaluates operators in the following order:


1 ( )


2 * /


3 %


4 + -


5 == != < > <= >=


6 && || .


Parentheses are evaluated first. The logical AND, logical OR, and the concatenation operator are
evaluated last. ASL evaluates operators with the same level of precedence from left to right.
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Pattern Matching and Filters 4
This chapter includes the following topics:


n Patterns


n Pattern operators


n Pattern elements


n Special variables


n Filters


Patterns
A pattern is a mechanism for matching input. A combination of markers, operators, and characters
describes a pattern. This combination includes the data to match and the operators that control how and
when the data matches. More complicated patterns are made from simpler patterns.


ASL compares patterns to an input of markers and characters. As each component of a pattern matches
with data, the next pattern component is compared with the next segment of input. If all of the
components of a pattern match, the pattern is considered a match. If any component of a pattern fails to
match its corresponding data component, the pattern is not considered a match.


A pattern that does not match fails. In most cases, when a pattern fails, the rest of the rule following that
pattern does not execute.


As ASL matches patterns with data, the starting point for the next match moves to the position after the
data that was matched. When a pattern fails, the starting position does not advance and may or may not
go back to its original position, depending on how the rule containing the pattern is defined.


Progression of a pattern being compared to data shows that for the first match, the pattern is compared,
starting with the left-most position in the data. The pattern matches.


As the result of the successful match, the starting point for the next comparison, the second match, is
immediately after the last successful data match. The pattern matches.


For the third match, the starting position is in a different location again because of the previous successful
match. This comparison fails and the start position resets. Depending on the pattern, the start position
resets to either the starting point for this comparison or to the beginning of the data.
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Figure 4‑1.  Progression of a pattern being compared to data


Using a function in a pattern
Most ASL functions used in the action block of a script can be included in an ASL pattern match. The
syntax of these functions, when used in a pattern block, is slightly different than when used in an action
block. To use a function in a pattern block, use the following syntax:


function([<value>])


In a pattern block, do not use a semicolon with functions.


Pattern operators
This section describes pattern operators and their order of their order of precedence.


White space handling
White space is defined as one or more of any of the characters assigned to the delimiter variable, as
described in Customizing the delimiter. By default, the space and tab characters are assigned to the
delimiter variable. That means any number of contiguous space or tab characters constitute white space
in the data.
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A pattern is made up of one or more pattern elements. There are many types of pattern elements. For
example, keywords such as “word”, and “integer” are elements. An element can be a literal string (text
surrounded by quotes). By default, ASL will ignore any white space in the data as it tries to match pattern
elements. You can use the dot operator to keep ASL from ignoring white space in a pattern match, as
described in Dot operator.


Note   When a literal pattern element contains whitespace, ASL does not ignore it.


For example, if the pattern to match is:


"John" "Doe" integer “st” “Street”


Then ASL will match the following data equally.


John Doe 121st street


JohnDoe121stStreet


John    Doe  121  st   Street


The following script matches a word followed by an integer and another word. The dot operator is not
used, so the delimiters between the words in the data are automatically skipped (if they exist). The end-
of-line (eol) for each line of data is not matched, which causes the START rule to fail. Notice that the
second line of input matches even though there is no delimiter between the number, 42343, and the title,
Manager.


ASL Script (wspace_match.asl):


START {


 a:{word integer word}


}


do {


 print("Matched with ".a");


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


Input (wspace_match.txt):


Tony 25234 Employee


John 42343Manager


Output:


$ sm_adapter --file=wspace_match.txt wspace_match.asl


Matched with Tony 25234 Employee


Failed match


Matched with John 42343Manager


Failed match
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Assignment operator
The characters matched to a pattern can be placed into a variable by using a colon (:) as an operator.
The syntax of a variable assignment is:


         <variablename>:<pattern>


      


ASL assigns all of the characters that match the pattern to the variable. If the pattern does not match, the
variable is not assigned a value.


To assign patterns that have more than one element, use braces to group the elements. All the
components within the braces must successfully match before the variable is assigned a value. The
syntax is:


         <variablename>:{<pattern_1>


         <pattern_2>


         <pattern_3>


         <pattern_4>}


The following script contains three variable assignments. The first and second variables are assigned the
first and second word, respectively, in the datafile. The last variable is assigned an integer followed by two
words.


This last variable demonstrates how patterns can be grouped by using braces. Without the braces, the
variable is assigned only the integer.


The last name in the input file causes the pattern to fail because there is no address information.


ASL Script (assign_match.asl):


START {


 f_name:word l_name:word


 address:{integer word word}


 eol


}


do {


 print(f_name);


 print(l_name);


 print(address);


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


Input (assign_match.txt):


John Doe 11 Main St.


Jane Doe 35 Oak Dr.


Bill Jones


Output:
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$ sm_adapter --file=assign_match.txt assign_match.asl


John


Doe


11 Main St.


Jane


Doe


35 Oak Dr.


Failed Match


$ 


Dot operator
A single dot (.) between two elements of a pattern indicates that the second element must be matched
immediately after the first. The dot can be separated from the two elements with white space. However, in
this case, the white space does not indicate an optional delimiter. If a delimiter exists in the input data,
this delimiter must be included as part of either the first or second element when using the dot operator.


The following script matches an integer followed by a word. Only the integer is assigned to a variable and
printed. In this example, the first two lines of data match this pattern. When a space is added between the
integer and the word, as in line 3 of the data, the pattern fails.


ASL Script (sngldot_match.asl):


START {


 a:integer.word


 eol


}


do {


 print("Matched with ".a);


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


Input (sngldot_match.txt):


95627XFR


34036TFR


11536 GBH


Output:


$ sm_adapter --file=sngldot_match.txt sngldot_match.asl


Matched with 95627


Matched with 34036


Failed match


$ 


Double-dot operator
The double-dot operator (..) matches all characters except for an end-of-line (eol). White space can
surround the double-dot, but the dots must be together. This operator cannot stand alone. Another pattern
must follow. The parser matches as few characters as possible before matching the pattern that follows.
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The following script matches any string of characters up to and including the word, Smith. The pattern
fails on the second line of data because there is no Smith before the end-of-line (eol) is reached. In the
DEFAULT rule, the double-dot operator matches everything until the end of the line.


ASL Script (dbldot_match.asl):


START {


 a:{


 .."Smith"} eol


}


do {


 print("Matched with ".a);


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


Input (dbldot_match.txt):


3400 John V. Smith


3502 Kathy McCue


1401 Bruce Smith


Output:


$ sm_adapter --file=dbldot_match.txt dbldot_match.asl


Matched with 3400 John V. Smith


Failed match


Matched with 1401 Bruce Smith


$ 


Alternative operator
The alternative operator (|) is used to specify an alternate pattern to match if the first pattern fails. This
operator can be used in a series to create a list of alternatives. When a pattern in a list of alternatives
matches, the remaining alternatives are not tested.


The alternative operator has the lowest level of precedence of all the pattern matching operators. Even
the white space operator has a higher level of precedence.


Once an alternate matches, ASL does not back up to test other combinations. For example, if the input to
an ASL script is:


abc


and the pattern matching is:


{"a"|"ab"} "c"
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No match occurs because once “a” matches, “ab” is not tested. ASL compares the pattern “c” with the
input character “b” and the pattern fails. In general, when constructing a series of alternates, it is better to
place the more complex (or longer) patterns ahead of other patterns.


Note   In the example, braces are used around the alternate expression to control how the pattern is
evaluated because the alternate operator has the lowest level of precedence. Without the braces, the
alternate to the pattern "a" is the pattern "ab" "c". Grouping patterns provides additional information on
controlling pattern evaluation.


The following script matches one of three numbers followed by an end-of-line. For the first number of the
input file, the data matches the first alternative so nothing else is checked. The second number of the
input file does not match any of the alternatives so the pattern fails. The third number does not match
either the first or second alternative, but it does match the third.


ASL Script (alt_match.asl):


START {


 a:{


 "3400"|"4500"|"4127"} eol


}


do {


 print("Matched with ".a);


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


Input (alt_match.txt):


3400


3908


4127


Output:


$ sm_adapter --file=alt_match.txt alt_match.asl


Matched with 3400


Failed match


Matched with 4127


$ 


Maybe operator
In cases where data to be matched might or might not exist in the input, use the maybe operator, which is
a question mark (?). The maybe operator indicates that a pattern matches regardless of whether the
matching data exists. ASL assigns a NULL string to a variable if a pattern with a maybe operator has no
match.
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The following script matches an employee number (an integer) and a name (of multiple words). The first
and third lines of input match. An employee ID and a name exists. Even though there is no employee ID
number, the second input line matches because ASL assigns the variable a NULL string.


ASL Script (0to1_match.asl):


START {


/* (The rep keyword indicates Repeated Pattern Matches) */


 a:integer? b:rep(word) eol


}


do {


 print("Employee ".b);


 print("Employee ID ".a);


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


Input (0to1_match.txt):


4120 Kathy Jones


John L. Doe


3901 David Smith


Output:


$ sm_adapter --file=0to1_match.txt 0to1_match.asl


Employee Kathy Jones


Employee ID 4120


Employee John L. Doe


Employee ID 


Employee David Smith


Employee ID 3901


$ 


Grouping patterns
Patterns can be grouped by using braces {}.


Grouping patterns together can extend the information assigned to a variable. For example,


x:{word word word}


The variable is assigned if the input consists of three strings. Without the braces, x is bound only to the
value of the first word match.


Braces also can control how patterns are evaluated. The use of braces can be combined with operators:


{word integer}


The braces used in this example force the pattern to match a word followed by an integer or nothing at all.
A single word or a single integer will not match this pattern.
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Precedence of pattern operators
The order of precedence for pattern matching is as follows:


1 {}


2 :


3 whitespace . ..


4 ?


5 |


The alternative operator has the lowest precedence. For example, suppose there are four patterns: A,
B, C, and D.


A B|C D


is equivalent to


{A B}|{C D}


The example matches an input of A followed by B, or it matches an input of C followed by D.


Grouping patterns by using the braces has the highest level of precedence. For the patterns A, B, C,
and D:


{A|B} C D


is not equivalent to


A|B C D


Pattern elements
Pattern elements are the building blocks for more complex patterns.


String matches
A string match is a match to one or more characters. An example of a string match is:


RULE {


 “def”


}


If the “def” pattern is compared with an input string of “defdefeedef,” the rule matches twice and fails
when it reaches the “eedef.”
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In the following script, the pattern used for matching is def. The pattern matches def twice and fails with
the input of eed. When the pattern fails in this script, the DEFAULT rule runs, which matches the entire
line.


In most of the examples in this chapter, the pattern to match is surrounded by the following, which
assigns the matched data to the variable a:


a:{


}


The section Assignment operator provides additional information.


It is not necessary to include a variable assignment as part of pattern matching. The matched data is
printed by printing the contents of the variable a.


ASL Script (str_match.asl):


START {


 a:{


 "def"}


}


do {


 print("Matched with ".a);


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


Input (str_match.txt):


defdefead


Output:


$ sm_adapter --file=str_match.txt str_match.asl


Matched with def


Matched with def


Failed match


$ 


The match for some characters requires a special syntax. Match syntax for special characters contains
the special characters:


Table 4‑1.  Match syntax for special characters


Character Syntax Notes


tab \t


single quotation mark (') \' The quotation marks surrounding the string that contains this
code must be double quotes.


double quotation mark (") \" The quotation marks surrounding the string that contains this
code must be single quotes.


backward slash (\) \\
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Table 4‑1.  Match syntax for special characters (Continued)


Character Syntax Notes


carriage return \r In most cases, use the eol pattern match instead of carriage
return. End-of-line matches provides additional information.


line feed \n In most cases, use the eol pattern match instead of line feed. 
End-of-line matches provides additional information.


Note   Pattern matches are by default case-sensitive. Making patterns case-sensitive or case-insensitive
discusses how to override the default.


Any character matches
The any() function returns a match if the character that is being evaluated matches any character in
<character_string>.


any(<character_string>)


In the following script, the any() function matches with the first four characters of the input file. The next
character causes the pattern to fail and the DEFAULT rule runs.


ASL Script (any_match.asl):


START {


 a:any("abc")


}


do {  print("Matched with ".a);


}


DEFAULT {  ..eol


}


do {


 print("Failed match");


}


Input (any_match.txt):


bbacxy


Output:


$ sm_adapter --file=any_match.txt any_match.asl


Matched with b


Matched with b


Matched with a


Matched with c


Failed match


$ 


Notany character matches
The notany() function returns a match if the character that is being evaluated does not match any
character in the <character_string>.


notany(<character_string>)
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In the following script, the notany() function matches the first three characters of the input file. The next
character causes the pattern to fail and the DEFAULT rule runs.


ASL Script (notany_match.asl):


START {


 a:notany("cx")


}


do {


 print("Matched with ".a);


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


Input (notany_match.txt):


bbacbxy


Ouput:


$ sm_adapter --file=notany_match.txt notany_match.asl


Matched with b


Matched with b


Matched with a


Failed match


$ 


Char matches
A char match is a match to any character except for a field-separator or an end-of-line. To replace the
char() function, the any() function has to have a character string that is 256 characters long. In the
following script, the character pattern matches with the letter a, the tab, the letter b, the space and finally
the letter c before failing when it tries to match the eol.


ASL Script (char_match.asl):


START {


 a:char


}


do {


 print("Matched with ".a);


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


Input (char_match.txt):


a <tab> b c


Output:


$ sm_adapter --file=char_match.txt char_match.asl


Matched with a


Matched with 
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Matched with b


Matched with 


Matched with c


Failed match


Word matches
A word match is a match to a sequence of characters that ends with, but does not include, a delimiting
character. Spaces, tabs, field-separators, and ends of line are the default delimiting characters. The
delimiting characters can be redefined, as described in Customizing the delimiter.


The following script is an example of a word pattern that is a match of all characters up to, but not
including the delimiter. The second time the rule is evaluated, the pattern matching starts with the
delimiter. The second word match fails because there are no characters found before the delimiter is
found.


ASL Script (word_match.asl):


START {


 a:word


}


do {


 print("Matched with ".a);


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


Input (word_match.txt):


city state country


Output:


$ sm_adapter --file=word_match.txt word_match.asl


Matched with city


Failed match


$
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Integer matches
The integer pattern matches a string of numeric characters that may or may not be preceded by a minus
sign. Any non-numeric character except for a dash (minus sign) is not valid for integer matches. The
integer pattern matches the first part of the string:


83294IVBXR  


For example, the following script matches each integer and the end-of-line. The match fails on the third
line of data because there is a decimal point. At that point, the integer is matched with 214 and the
pattern fails because eol is not a match for .56.


ASL Script (int_match.asl):


START {


 a:integer eol


}


do {


 print("Matched with ".a);


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


Input (int_match.txt):


12300


-375


214.56


Output:


$ sm_adapter --file=int_match.txt int_match.asl


Matched with 12300


Matched with -375


Failed match


$ 


Floating-point number matches
The floating-point number pattern matches a string of numeric characters that may or may not be
preceded by a minus sign, and that may or may not include a decimal point followed by other numbers.
Any non-numeric character except for a period or a dash (minus sign) is not valid for floating-point
matches.


For example, this script matches each number and the corresponding end-of-line. Only the value of float
is assigned to the variable so there are no extra lines between the lines of output.


ASL Script (float_matches.asl):


START {


 a:float eol


}
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do {


 print("Matched with ".a);


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


Input (float_match.txt):


173


-3.95


3453.45


Output:


$ sm_adapter --file=float_match.txt float_match.asl


Matched with 173


Matched with -3.95


Matched with 3453.45


$ 


Hexadecimal matches
The hexadecimal pattern matches a string of hexadecimal characters. These characters cannot be
preceded by a minus sign. The hexadecimal pattern matches any numeric character and the letters a
through f. The pattern does not match anything else. When ASL assigns a hexadecimal pattern to a
variable, the numeric value is kept but not the hexadecimal value.


The following script matches each hexadecimal number and the corresponding end-of-line.


ASL Script (hex_match.asl):


START {


 a:hex eol


}


do {


 print("Matched with ".a);


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


Input (hex_match.txt):


ff2234


FF


23


Output:


$ sm_adapter --file=hex_match.txt hex_match.asl


Matched with 16720436


Matched with 255


Matched with 35


$ 
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Field-separator matches
A field-separator is inserted into input data by an adapter’s front end. When using input files, a field-
separator is defined to replace a character of input such as a comma, colon, or a vertical bar (|). A field-
separator represents a division of data that can include multiple words, integers, strings, and even end-of-
line (eol). You can use fs to pattern match a field-separator, as described in Field-separator translation.


Note   Do not confuse a field-separator with a delimiter. Even though a delimiter can be used to separate
multiple words, it is best used as a word separator. A field-separator separates fields that can contain one
or more words. Regardless of the value of the delimiting characters, a field-separator is implicitly defined
as a delimiter.


For example, the following script matches a name and an address, which are separated by a field-
separator. In the input, the field-separator is a colon (:). The name is assigned from one or more repeated
words that come before the field-separator. The address is assigned from the repeated words that follow
the field-separator.


The field-separator is defined when the adapter is run with the following option:


--field-separator 


The input is parsed by the front end and the field-separator is placed into the data.


ASL Script (fs_match.asl):


START {


 a:rep(word) fs


 b:rep(word) eol


}


do {


 print("Name ".a);


 print("Address ".b);


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


Input (fs_match.txt):


Jay Ray:11 Main St


Jane Doe:34 Oak Dr


Output:


$ sm_adapter --field-separator=: --file=fs_match.txt fs_match.asl


Name Jay Ray


Address 11 Main St


Name Jane Doe


Address 34 Oak Dr


$ 
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End-of-line matches
One of the markers included in the input is the end-of-line (eol). The eol is added to the input data by the
front end of the adapter. To match an end-of-line, use eol.


The following script matches a word and an end-of-line. Notice that the output is different from many of
the previous examples.


n The first difference is that there were no messages for Failed match. All of the data matched.


n The second difference is that there is a space between successive lines of output. This is because
the eol match is included as part of the output.


ASL Script (eol_match.asl):


START {


 a:{word eol}


}


do {


 print("Matched with ".a);


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


Input (eol_match.txt):


switch


router


card


Output:


$ sm_adapter --file=eol_match.txt eol_match.asl


Matched with switch


Matched with router


Matched with card


$ 


Repeated pattern matches
The rep() function repeats pattern matches or a rule for a specific number or for one or more matches.
The syntax is:


rep(<ruleorpattern>[,<number>])


The rule or pattern to repeat is specified by using <ruleorpattern>. The <number> is optional and
indicates the number of times to match the pattern. If the <number> is not included, the pattern is
matched one or more times until it fails or until the pattern following it is matched. The pattern must match
at least once.


Samples of the rep() function shows some sample uses of the rep() function. Each sample uses the letter
P to denote a pattern.
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Table 4‑2.  Samples of the rep() function


Example Behavior Note


rep(P) P P P P P P ... Behaves as if a white space operator appears between each occurrence of P.


rep(.P) P.P.P.P.P.P.P. ... Behaves as if a dot operator appears between each occurrence of P.


rep(..P) ..P..P..P..P..P..P ... The double-dot operator ignores all patterns except for P.


The following ASL script matches two numbers, one or more words, and then an end-of-line.


n The first line of input is matched. There are two numbers followed by two words.


n The second line of input is matched. There are two numbers and three words. The second rep()
function is repeated until the end-of-line is reached.


n The third line of input fails. The line does not contain two numbers at the front of the line.


ASL Script (repeat_match.asl):


START {


 a:rep(integer,2)


 b:rep(word) eol


}


do {


 print("Matched numbers ".a);


 print("Matched with ".b);


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


Input (repeat_match.txt):


3400 4127 cat dog


4 5 goat lamb cow


1 chicken horse


Output:


$ sm_adapter --file=repeat_match.txt repeat_match.asl


Matched numbers 3400 4127


Matched with cat dog


Matched numbers 4 5


Matched with goat lamb cow


Failed match


$ 
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Boolean expressions
Boolean expressions can be added to a pattern list. If a Boolean expression fails, the pattern match also
fails.


Note   Boolean expressions are more commonly used in the filter section of a rule than in the pattern
matching block. Unlike Boolean expressions in a pattern, a failing Boolean expression in a filter does not
cause the rule to fail.


The following script matches a name and an integer. The Boolean expression is:


number>2


If the integer is greater than two, the match succeeds.


For every line in the input, the word, the integer and the eol are successfully matched. When the Boolean
expression causes the pattern to fail, the DEFAULT rule is executed and Failed Match is printed.


ASL Script (bool_match.asl):


START {


 animal:word 


 number:integer


 eol


 number>2


}


do {


 print("Animal ".animal);


 print("Number ".number);


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


Input (bool_match.txt):


elephants 4


moose 1


tigers 2


giraffes 3


Output:


$ sm_adapter --file=bool_match.txt bool_match.asl


Animal elephants


Number 4


Failed match


Failed match


Animal giraffes


Number 3


$ 
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Positional matching
As ASL matches input data, each character is evaluated until a pattern matches or fails. You can use two
positional matching functions to specify the position where the parser starts to test a pattern.


n The tab() function


n The len() function


tab() function
With the tab() function, you can skip characters of input data by using the following syntax:


tab(<char_num>)


The value of <char_num> is the number of characters to skip from the starting position when the START
rule is invoked. If <char_num> is not specified, the function returns the value of the position where the
parser starts to test a pattern.


It is not possible to use the tab() function to move backward (right to left) in the datastream. For example,
from the first position of a string, you use the tab() function to go to position 20, but, you then cannot go
back to position 15. You cannot use the tab() function to return to data already parsed. Also, the tab()
function does not skip over markers.


With the assignment operator (:), you can assign all of the characters skipped to the variable or the
current position if no characters are specified by using the following syntax:


         <variable>:tab(<char_num>)


In the following script, the tab() function in this pattern is used to skip the first and middle names. The
parser goes directly to the last name of each person in the list. In the input datafile, each field has a fixed
length. The last name field starts at position 16.


At position 16, a single word is matched and assigned to a variable. Then, the current starting position of
the next pattern is returned. This position varies because the word lengths are not equal.


ASL Script (tab_match.asl):


START {


 tab(16) lname:word 


 locate:tab() eol


}


do {


 print("Last Name ".lname);


 print("Tab ".locate);}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


Input (tab_match.txt):
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John            Doe


Jane    Deborah Smith


Output:


$ sm_adapter --file=tab_match.txt tab_match.asl


Last Name Doe


Tab 19


Name Smith


Tab 21


$ 


len() function
Another positional matching function is len(). The len() function advances the starting position from its
current position, unlike the tab() function that works from the original starting position when the START
rule is invoked. The syntax is as follows:


len(<char_num>)


The value of <char_num> is the number of characters to advance from its current position. If <char_num>
is not specified, the function returns the value of the position where the parser would start to test a
pattern.


Like the tab() function, use of the assignment operator assigns all characters skipped to the variable. The
len() function does not skip over markers.


In Example of positional matching, because of the white space operator between each variable
assignment, the space between fox and jumps is skipped. The len() function starts with the letter j. It ends
at position 14, forcing tab (14) to return an empty string. This problem could be avoided by eliminating the
delimiters, as described in Customizing the delimiter.
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Figure 4‑2.  Example of positional matching


Peek() function
The peek() function returns a value of TRUE or FALSE depending on whether the pattern passed to it
matches the current input string. Use of the peek() function does not advance the starting position, so
input can be scanned before other pattern matching. The peek() function stops scanning for a pattern
when it reaches a marker.


peek(<pattern>)


The following script looks for the word horse in each input string. The double-dot operator is necessary in
the pattern so that the peek() function will match any occurrence of the word horse in a pattern and not
just when it appears first.


If the word horse is found in the input string, the peek() function is TRUE and the rule GETLINE executes.
GETLINE assigns every word in the string to the variable a. The value of a is printed and the peek()
function starts with the next input string. If the peek() function is FALSE, the rule GETLINE does not
execute, but the DEFAULT rule does execute.


ASL Script (peek_match.asl):


START {


 peek(..'horse') GETLINE


}


GETLINE{


 a:rep(word) eol
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}


do {


 print("Horse found: ".a);


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


Input (peek_match.txt):


moose horse camel


elephant mule camel


goat llama horse


horse goat llama


Output:


$ sm_adapter --file=peek_match.txt peek_match.asl


Horse found: moose horse camel


Failed match


Horse found: goat llama horse


Horse found: horse goat llama


$ 


Not() function
The not() function acts as a logical NOT. If the pattern argument of the function matches, the not()
function returns failure to the match. When the argument does not match, the not() function returns a
successful match. The starting point does not advance when the not() function is used.


For example, the following script looks for input strings that do not contain the word horse.


n If the word horse is found in the input string, the peek() function matches but the not() function returns
a failed match. In this case, the rule GETLINE does not execute.


n If the peek() function does not match, the not() function returns a successful match so the rule
GETLINE executes.


ASL Script (not_match.asl):


START {


 not(peek(..'horse'))


 GETLINE


}


GETLINE{


 a:rep(word) eol


}


do {


 print("No horse: ".a);


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}
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Input (not_match.txt):


moose horse camel


elephant mule camel


goat llama horse


horse goat llama


Output:


$ sm_adapter --file=not_match.txt not_match.asl


Failed match


No horse: elephant mule camel


Failed match


Failed match


$ 


Matching through other rules
Pattern matching can be divided among various rules. From the START rule, other rules can be called.
Rules that are called can have any or all of these sections: patterns, filters, or actions.


Operators or functions that work with patterns also work with rules. For example, the rep function can
repeat a rule:


START {


rep(<RULE1>) <RULE2>


}


In the following script, two rules are called from the START rule, PERSON and LOCATION. Each rule
uses the same pattern to find words until an end-of-line, but assigns values to different variables. The
values of the variables are printed from an action block under START.


ASL Script (other_rules.asl):


START {


 PERSON LOCATION


}


do {


 print("Name: ".name);


 print("Address: ".address);


}


PERSON {


 name:rep(word) eol


}


LOCATION {


 address:rep(word) eol


}


Input (other_rules.txt):


Jay Ray


11 Main St


Jane Doe


34 Oak Dr


Output:


$ sm_adapter --file=other_rules.txt other_rules.asl


Name: Jay Ray
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Address: 11 Main St


Name: Jane Doe


Address: 34 Oak Dr


$ 


In the next example, the DATE and PLACE rules are called from START. The DATE and PLACE rules are
separated by an alternative operator. For each line of text where DATE matches, PLACE is not tested. If
DATE does not match, PLACE is tested.


Notice how the variable assignment works in this example. When either DATE or PLACE matches, the
entire matched string is returned and assigned to x. The end-of-line is added to the string, which affects
the output.


ASL Script (operators_rules.asl):


START {


 x:{DATE|PLACE}


}


do {


 print("Day or place ".x);


}


DATE {


 integer.rep("/".integer,2)


 eol


}


PLACE {


 integer word word eol


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


Input (operators_rules.txt):


01/05/99


11 Main St


camel horse mule


10/31/01


34 Oak Dr


Output:


$ sm_adapter --file=operators_rules.txt operators_rules.asl


Day or place 01/05/99


Day or place 11 Main St


Failed match


Day or place 10/31/01


Day or place 34 Oak Dr


$ 


End-of-file matches
The end of a file cannot be matched through pattern matching. However, there is a special rule, EOF, that
runs when the end of a file is reached. Special rules provides additional information about the EOF rule.
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Special variables
Special variables control how ASL evaluates patterns. These variables define the delimiters between
words, case-sensitivity, and even the data input.


Customizing the delimiter
You can redefine the delimiters by assigning a string to the built-in variable delim. Use the following
syntax to define new delimiters:


delim=<string>;


The <string> defines the set of characters to use as delimiters.


The delimiter is specified at the beginning of a script or at the beginning of a rule, before any pattern
matching.


n If a delimiter statement is placed before all of the rules, the delimiters apply to all rules.


n If a delimiter statement is placed in a rule, ASL overrides any previous delimiter definitions.


In this example, the delimiter is ":?" for RULE2, but "|" for RULE1 and RULE3.


delim=":?";


START {


    RULE1 RULE2


}


RULE1 {


   delim="|";


 RULE3


}


The new delimiters override all of the default delimiters except for eol and fs. Each character included
in the <string> is a separate delimiter.


delim = ":?";


When the string :? is assigned to delim, it defines two delimiters: a colon and a question mark. If input
data contained the combination (“:?”), ASL interprets the data as two delimiters in series.


The match for some characters requires a special syntax. To use tabs and returns as delimiters, use
the special syntax within the quotation marks, as described in Customizing the delimiter.


Note   For most cases, use the eol pattern match instead of line feed or carriage return. The eol
character is a delimiter by default and cannot be overridden.
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An alternative to using the delim variable is to use a combination of the rep() function and the
notany() function. For example:


x:rep(notany(":?"))


In the example, ASL assigns to the variable x everything that appears up to a question mark or a
colon.


Making patterns case-sensitive or case-insensitive
By default, pattern matching is case-sensitive. To override the default case-sensitivity, use the case
variable. This variable can be used at the beginning of a script or at the beginning of a rule, before any
pattern matching. The syntax of the case variable is:


case=[exact]|[ignore];


To match case-sensitive patterns, set case equal to exact. For patterns where case does not matter, set
case equal to ignore.


If a case variable is placed before all of the rules, the case setting applies to all rules. This can be
overridden in a rule by using another case variable.


Switching the input of a pattern
For complicated inputs, the pattern matching can be divided among different rules by using the input
variable. The input variable is assigned to a value which ASL uses for the pattern matching that follows
the input. The input variable must come at the beginning of a rule, before any pattern matching but not at
the beginning of a script. If the value assigned to the input variable does not end with an eol, an eol is
appended to the value. The syntax is as follows:


input=<value>;


For example, the following script looks for lines of input that start with the string “Error:”. When it finds
those strings, the rest of the words are assigned to the variable desc and the rule PROCESSDESC is
called.


PROCESSDESC takes the variable desc as its input and performs pattern matching based on the input.
The error level and error message are printed.


The START rule processes the next line data and, if it is an error, PROCESSDESC runs again. At the end
of the input file, the rule EOF runs. This rule prints a statement that the errors are processed.


ASL Script (input_ex.asl):


START {


 "Error:" desc:rep(word) eol


 PROCESSDESC


}


PROCESSDESC {


 input=desc;
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 errornumber:integer


 errorlevel:word


 errormsg:rep(word)


 eol


}


do {


 print(errorlevel." ".errormsg);


}


DEFAULT {


 ..eol


}


do {


 print("No Error");


}


EOF


do {


 print();


 print("Errors Processed");


}


Input (input_ex.txt):


Error: 2568 Severe Can't process


Status: 2358 Starting backup


Error: 1202 Warning Bad data


Error: 923 Critical Wrong Number


Output:


$ sm_adapter --file=input_ex.txt input_ex.asl


Severe Can't process


No Error


Warning Bad data


Critical Wrong Number


Errors Processed


$ 


Filters
A filter determines whether the action block of a rule executes. When a filter fails, the subsequent action
block does not execute. Unlike a pattern, if a filter fails, the rule it is called from does not fail.


A filter has the form:


filter {


{<filter-list>}


}


The <filter-list> must be a single Boolean expression. ASL evaluates this expression from left to right. If it
is TRUE, ASL executes the actions in the do block. If it is FALSE, ASL does not execute the actions in the
do block.


Filter operators are listed in Filter operators.


n Parentheses have the highest level of precedence.
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n The logical operators && and || have the lowest level of precedence.


Although the filter-list must be a single Boolean expression, you can use the logical AND and logical
OR to test for more than one condition.


Table 4‑3.  Filter operators


Operator Definition


() Grouping operators


+ - * / % Arithmetic operators


== Equal to


!= Not equal to


> Greater than


< Less than


>= Greater than or equal to


<= Less than or equal to


&& Logical AND


|| Logical OR


In the following script example, the filter controls whether an action is performed. The script matches a
word and an eol. The value of the word is assigned to x.


The filter is true when x has the value “switch”. For the input file, this occurs in the first line and the fourth
line. The action block is executed twice. The DEFAULT rule is never executed because the pattern always
matches.


ASL Script (simple_filter.asl):


START {


 x:word eol


}


filter {


 x=="switch"


}


do {


 print("Filter match: ".x);


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


Input (simple_filter.txt):


switch


router


card


switch


Output:
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$ sm_adapter --file=simple_filter.txt simple_filter.asl


Filter match: switch


Filter match: switch


$


In the next example, the script matches a word and an eol. The value of the word is assigned to x. The
filter is true when x has the value “switch,” or when it has the value “router.”


ASL Script (other_filter.asl):


START {


 x:word eol


}


filter {


 x=="switch" || x=="router"


}


do {


 print("Filter match: ".x);


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


Input (other_filter.txt):


switch


router


card


switch


Output:


$ sm_adapter --file=simple_filter.txt simple_filter.asl


Filter match: switch


Filter match: router


Filter match: switch


$ 


Filters can be useful for debugging. Setting a single variable at the beginning of a script can affect the
actions that a script performs.


debug = TRUE;


START {


x:word eol


}


filter {


debug==TRUE


}


VMware Smart Assurance ASL Reference Guide


VMware, Inc.  60







Actions 5
This chapter includes the following topics:
n Action block


n Iteration and control statements


n Function reference


n Returning values


n Passing arguments to functions


n Calling rules as functions from do blocks


n Exception handling


Action block
The action block is executed for a rule when pattern matching succeeds (or does not exist) and the filter
is TRUE (or does not exist). An action block uses the following form:


do {


<action-list>


}


Action lists can occur only within a do block. An action list is composed of statements. Statements include
variable assignments, conditional actions, and rules. Each statement must end with a semicolon. An
example of an action block is as follows:


do {


statement_1;


statement_2;


statement_3;


}


Operators
In the action block, statements are terminated with a semicolon (;). Although a semicolon is not required
to immediately follow the statement, it must occur before the next statement.


All other operators used in the action block are described in “Operators” on page 39.
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Iteration and control statements
Iteration and control statements are not followed by a semicolon. They may control other statements that
require the use of semicolons.


foreach statement
The foreach statement iterates through all of the members of a list or a table. The syntax is:


foreach <variable> (<list_or_table_name>) {statements}


When the foreach statement is used with a list, the variable stores the value of each member of the list
every time the foreach statement loops. The members returned are in numerical order by their list indices.


The following script matches numbers from an input file and stores the values in a list. The foreach
statement cycles through every value stored in the list. Each value is printed and added to a subtotal,
which is also printed.


ASL Script (foreachlist_do.asl):


data = list();


total = 0;


START {


 rep(NUMBERS)|eol


}


NUMBERS {


 x:integer


}


do {


 data += x;


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


EOF 


do {


 foreach i (data) {


  total = total + i;


  print("Number: ".i);


  print("Subtotal ".total);


 }


}


Input (foreachlist_do.txt):


2 4 8


Output:


$ sm_adapter --file=foreachlist_do.txt foreachlist_do.asl


Number: 2


Subtotal: 2


Number: 4
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Subtotal: 6


Number: 8


Subtotal: 14


$ 


When the foreach statement is used with a table, the variable receives the keys to the members of the
table. Tables have no inherent order.


The next script matches numbers and words from an input file and stores the values in a table. The
foreach statement cycles through every key stored in the table. Each key is printed as well as the
associated value. The order in which the members of the table are printed is not necessarily the order in
which the members were added to the table.


ASL Script (foreachtable_do.asl):


pop = table();


total = 0;


START {


 rep(NUMBERS)


}


NUMBERS {


 count:integer animal:word 


 eol


}


do {


 pop[animal] = count;


}


DEFAULT {..eol}


do {print("Failed match");}


EOF 


do {


 foreach w (pop)


 {


  print("Animal ".w);


  print("Number ".pop[w]);


 }


}


Input (foreachtable_do.txt):


2 cows


4 cats


6 dogs


8 chickens


Output:


$ sm_adapter --file=foreachtable_do.txt foreachtable_do.asl


Animal chickens


Number 8


Animal cows


Number 2


Animal cats


Number 4


Animal dogs


Number 6


$ 
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while statement
The while statement repeats a block of statements while a condition is true. The syntax is as follows:


while <condition> {<statements>}


The following script has no pattern matching. The variable x is printed and incremented by one until it is
no longer less than five.


ASL Script (while_do.asl):


x=0;


START


do {


 while x < 5


 {


  print(x);


  x=x+1;


 }


 stop();


}


Input:


none


Output:


$ sm_adapter while_do.asl


0


1


2


3


4


$ 


if else statement
The if else statements control what actions are performed based on the results of a conditional test. The
syntax is as follows:


if (<conditional_test>) {<statements>} [else {<statements>}]


The else portion of the statement is optional.


Note   The braces around the statements are required, even if there is only one statement.


In the following example, the if statements check whether a value to use in a table exists as a key or not.
Each key in a table must be unique. In the script, if a key exists, the value associated with the key is
added to the new value.


This script uses two if statements.


n The first if statement tests whether any of the existing keys match the name of the animal ready to be
loaded into the table. If the animal name matches any of the existing keys, a flag is set to TRUE.
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n The second if statement tests whether the flag is FALSE. If the flag is FALSE, the animal name and
number are added to the table. If the flag is TRUE, the number of animals are added to the animal
count already stored in the table.


ASL Script (if_do.asl):


z = table();


START {


 rep(IMPORT)


}


IMPORT {


 animal:word 


 count:integer 


 eol


}


do {


 test="FALSE";


 foreach i (z)


 {


  if (i == animal)


  {


   test="TRUE";


  }


 }


 if (test=="FALSE")


 {


  z[animal]=count;


 }


 else


 {


  z[animal]=z[animal]+count;


 }


}


EOF


do {


 foreach i (z)


 {


  print(i." count ".z[i]);


 }


}


Input (if_do.txt):


dog 3


cat 4


canary 3


cat 2


dog 5


dog 1


cat 1


Output:


$ sm_adapter --file=if_do.txt if_do.asl


dog count 9


cat count 7


canary count 3


$ 
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break statement
The break statement stops processing statements inside of a loop and exits the loop. The break
statement is valid only inside of foreach or while loops.


This example is similar to the if statement example except that a break statement has been added. if else
statement provides additional information about the if statement.


The break statement causes the test in the foreach statement to stop once the condition is TRUE rather
than continuing to test.


ASL Script (break_do.asl):


z = table();


START {


 rep(IMPORT)


}


IMPORT {


 animal:word 


 count:integer 


 eol


}


do {


 test="FALSE";


 foreach i (z)


 {


  if (i == animal)


  {


   test="TRUE";


   break;


  }


 }


 if (test=="FALSE")


 {


  z[animal]=count;


 }


 else


 {


  z[animal]=z[animal]+count;


 }


}


EOF


do {


 foreach i (z)


 {


  print(i." count ".z[i]);


 }


}


break_do.txt (Input):


dog 3


cat 4


canary 3


cat 2


dog 5
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dog 1


cat 1


Output:


$ sm_adapter --file=break_do.txt break_do.asl


dog count 9


cat count 7


canary count 3


$ 


continue statement
The continue statement starts the next iteration of a foreach statement or while statement. When ASL
invokes the continue statement, the remaining statements in the foreach or while loop are skipped. The
continue statement is not valid outside of a loop.


In the following example, an if statement checks whether values in a table are positive. For any number
less than or equal to 0, the continue statement advances the foreach loop.


ASL Script (continue_do.asl):


x = table();


START {


 LOAD


}


LOAD {


 y:word z:integer eol


}


do {


 x[y] = z;


}


EOF 


do {


 foreach w (x)


  //skip if not positive


  {if (x[w]<=0)


   {continue;


   }


  print(w." ".x[w]);


  }


}


Input (continue_do.txt):


elephant 0


goat -1


worm 100


chicken 7


dog 2


cat 0


moose 9


Output:


$ sm_adapter --file=continue_do.txt continue_do.asl


dog 2
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moose 9


chicken 7


worm 100


$ 


Function reference
This section discusses the different types of functions that are available.


glob() function
The glob() function returns a TRUE or FALSE based on whether a pattern matches a string. The glob()
function can be used as a conditional test for an if or while statement. The syntax is as follows:


glob(<pattern>, <string>)


The expression for a glob() function is a series of characters (or patterns) that are matched against
incoming character strings. You use these expressions when you define matching criteria.


Matching is done strictly from left to right, one character or basic glob expression at a time. Characters
that are not part of match constructs will match themselves. The pattern and the incoming string must
match completely. For example, the pattern abcd does not match the input “abcde” or” abc”.


A compound glob pattern consists of one or more basic wildcard patterns separated by ampersand (&) or
tilde (~) characters. A compound wildcard pattern is matched by attempting to match each of its
component basic wildcard patterns against the entire input string.


The pattern used in the glob() function is not the same pattern used in the pattern block of an ASL script.
The symbols that describe the pattern are described in Symbols for a glob pattern .


Table 5‑1.  Symbols for a glob pattern


Symbol Description


* Matches an arbitrary string of characters. The string can be empty.


? Matches any single character.


^ Acts as a NOT. Use this in conjunction with other symbols or characters.


[set] Matches:
n Any single character that appears within [set], or
n Any single character that is not in the set if the first character of [set] is (^).


A hyphen (-) within [set] indicates a range, so that [a-d] is equivalent to [abcd]. The character before the
hyphen (-) must precede the character after it or the range will be empty.


The character (^) in any position except the first, or a hyphen (-) at the first or last position, has no special
meaning.


<n1-n2> Matches numbers in a given range. Both n1 and n2 must be strings of digits, which represent non-negative
integer values. The matching characters are a non-empty string of digits whose value, as a non-negative
integer, is greater than or equal to n1 and less than or equal to n2. If either end of the range is omitted, no
limitation is placed on the accepted number.
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Table 5‑1.  Symbols for a glob pattern (Continued)


Symbol Description


| Matches alternatives. For example, ”ab|bc|cd” without spaces matches exactly the three following strings:
“ab”, “bc”, and “cd”. A vertical bar (|) as the first or last character of a pattern accepts an empty string as a
match.


\ Removes the special status, if any, of the following character. Backslash (\) has no special meaning within a
set ([set]) or range (<n1-n2>) construct.


& “And Also” for a compound wildcard pattern. If a component basic wildcard pattern is preceded by & (or is
the first basic wildcard pattern in the compound wildcard pattern), it must successfully match.


~ “Except” for a compound wildcard pattern (opposite function of &). If a component basic wildcard pattern is
preceded by ~, it must not match.


Note   Spaces are interpreted as characters and are subject to matching even if they are adjacent to
operators like “&.”


If the first character of a compound wildcard expression is an ampersand (&) or tilde (~) character, the
compound is interpreted as if an asterisk (*) appeared at the beginning of the pattern. For example, the
following two expressions are equivalent to each other:


~*[0-9]*


*~*[0-9]*


Both of these expressions match any string that does not contain any digits.


A trailing instance of an ampersand character (&) can match only the empty string. A trailing instance of a
tilde character (~) can be read as “except for the empty string.”


The following script prints sentences that contain the characters “Ship” or “ship.”


ASL Script (glob_do.asl):


START {


 sentence:rep(word) eol


}


do {


 if (glob("*[Ss]hip*",sentence))


  {print(sentence);}


}


Input (glob_do.txt):


I have a ship that floats.


Shipping is a big industry in Hong Kong.


The dog ate my homework.


I fell down and hurt my hip.


A boat is much smaller than a ship.


Output:


$ sm_adapter --file=glob_do.txt glob_do.asl


VMware Smart Assurance ASL Reference Guide


VMware, Inc.  69







I have a ship that floats.


Shipping is a big industry in Hong Kong.


A boat is much smaller than a ship.


$ 


stop() function
The stop() function stops the current thread. No arguments are passed to the function. A call to the stop()
function does not return.


If you call stop() in an ASL thread, and that thread is in a process that has other threads, the effect is to
simply stop that thread. However, when the thread that is being stopped is the only thread that is running,
then stopping that thread effectively shuts down the adapter (because the adapter shuts down when there
are no more active threads).


The syntax is as follows:


stop()


quit() function
The quit() function stops the back end, or the Domain Manager in the case of inflow adapters. No
arguments are passed to the function. When the quit() function is encountered, the ASL script
immediately ceases execution.


A call to the quit() function does not return, except when you run sm_adapter with the -s option to connect
the adapter to a remote Domain Manager, and then you call quit(). In this case, the remote
Domain Manager initiates its shutdown procedure and the function does return. The calling script
continues running while the remote Domain Manager shuts down (which may take more than a few
seconds). The script may even interact with the back-end Domain Manager during the interval between
calling quit() and the Domain Manager actually shutting down. And so long as the script never tries to
interact with the back-end Domain Manager once it has shut down, the script can continue running
indefinitely.


The syntax to stop a remote adapter is as follows:


quit();


The syntax to stop the current adapter is as follows:


self->quit();


If you launch sm_adapter and do not specify a back end, the adapter becomes its own back end.  In such 


cases, quit() does the same thing as self->quit().


defined() function
The defined() function returns TRUE if a variable has a value.
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This example is a refinement of the if example. The section if else statement provides additional
information.


By using the defined() function, several lines of the script are removed, including a foreach statement and
an if statement.


The single if statement verifies whether a table key entry exists in the table. If the name exists, the
number of animals is added to the animal count already stored in the table. If the name does not exist, the
animal name and number are added to the table.


ASL Script (defined_do.asl):


z = table();


START {


 rep(IMPORT)


}


IMPORT {


 animal:word 


 count:integer 


 eol


}


do {


 if (defined(z[animal]))


 {


  z[animal]=z[animal]+count;


 }


 else


 {


  z[animal]=count;


 }


}


EOF


do {


 foreach i (z)


 {


  print(i." count ".z[i]);


 }


}


Input (defined_do.txt):


dog 3


cat 4


canary 3


cat 2


dog 5


dog 1


cat 1


Output:


$ sm_adapter --file=defined_do.txt defined_do.asl


dog count 9


cat count 7


canary count 3


$ 
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undef() function
The undef() function clears a variable, including lists and tables, or a table member. A list entry cannot be
undefined. An undefined variable has no value. Other statements and functions cannot use it until it is
reassigned a value.


Note   The undef() function cannot be used to undefine a global or static variable.


sizeof() function
The sizeof() function returns a number depending on the value passed to the function. The sizeof()
function converts any values (except for a list or a table) to a string, and returns the number of characters
in the string. For lists and tables, the sizeof() function returns the number of defined members.


The syntax is one of the following:


n sizeof(<value>)


n sizeOf(<value>)


The following script matches a line of text in a file. The length of each line is measured and printed.


ASL Script (sizeOf_do.asl):


START {


 x:rep(word) eol


}


do {


 y = sizeof(x);


 print("Length ".y);


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


Input (sizeOf_do.txt):


This has a size of 21


size of 9


Output:


$ sm_adapter --file=sizeof_do.txt sizeof_do.asl


Length 21


Length 9


$ 
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substring() function
The substring() function returns a string. The returned string is a piece of the string passed to the
function. The syntax is as follows:


substring(<string>, <starting_position>, <characters_to_return>)


The <starting_position> value indicates the beginning of the new substring taken from the <string>. The
first position of a string is position 0. The <characters_to_return> value indicates the number of
characters to return starting with starting_position.


For the following script, the input is a 12-line text file. Each line has 10 characters.


For the first line of input, the substring() function returns the entire string. For subsequent lines of input, a
character is removed from the beginning of the string.


When the starting position is greater than the number of characters in the original string, no characters
are returned.


ASL Script (substring_do.asl):


y=0;


START {


 x:word eol


}


do {


 newstring=substring(x,y,10);


 print("New string ".newstring);


 y = y+1;


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


Input (substring_do.txt):


0123456789


0123456789


0123456789


0123456789


0123456789


0123456789


0123456789


0123456789


0123456789


0123456789


0123456789


0123456789


Output:


$ sm_adapter --file=substring_do.txt substring_do.asl


New string 0123456789


New string 123456789


VMware Smart Assurance ASL Reference Guide


VMware, Inc.  73







New string 23456789


New string 3456789


New string 456789


New string 56789


New string 6789


New string 789


New string 89


New string 9


New string 


New string 


$ 


toLower() function
The toLower() function returns a string, converting any uppercase letters in the original string to
lowercase. The syntax is as follows:


toLower(<string>);


For example, this script converts strings so that all of the letters following the first character in each word
are lowercase.


For each word in a person’s name, the initial character is assigned to the initial variable and the remaining
characters (if there are any) are assigned to the rest variable. The toLower() function converts the string
stored in the rest variable to lowercase letters. Then, the characters stored in the initial and the rest
variables are assigned to the fullname variable.


Once each name has been read and converted, ASL prints it before the next name is read and converted.


ASL Script (toLower_do.asl):


START {


do {fullname="";}


 rep(READNAME) eol


}


do {


 print(fullname);


}


READNAME {


 initial:char.rest:word?


}


do {


 rest = toLower(rest);


 name=initial.rest;


 fullname = fullname.name." ";


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


Input (toLower_do.txt):
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JOHN DOE


JANE Q PUBLIC


Output:


$ sm_adapter --file=toLower_do.txt toLower_do.asl


John Doe


Jane Q Public


$ 


toUpper() function
The toUpper() function returns a string, converting any lowercase letters in the original string to
uppercase. The syntax is as follows:


toUpper(<string>);


The following script assigns the first letter of each word to the variable a. The a variable is concatenated
with another variable, name, to form an acronym. The toUpper() function capitalizes the entire acronym
before it is printed.


ASL Script (toUpper_do.asl):


name="";


START {


 rep(FIRSTLETTER) eol


}


do {


 print(toUpper(name));


}


FIRSTLETTER {


 a:char.word?


}


do {


 name=name.a;


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


Input (to Upper_do.txt):


I see several tall buildings


New York City


Output:


$ sm_adapter --file=toUpper_do.txt toUpper_do.asl


ISSTB


NYC


$ 
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print() function
The print() function sends strings it receives to each of the active logs in the Domain Manager process.
There is no automatic translation of the message text. The syntax is as follows:


print(<argument>);


The value of the argument passed to the print() function can be any data type. The argument passed to a
print() function is converted to a string before it is printed.


To print special characters, use the syntax listed in Print function special characters.


Table 5‑2.  Print function special characters


Character Syntax Notes


tab \t


single quote (') \' The quotation marks surrounding the string containing this code
must be double quotes.


double quote (") \" The quotation marks surrounding the string containing this code
must be single quotes.


backward slash (\) \\


carriage return \r


line feed \n


The output of the print() function is dependent on the value of the computed attribute, enableLegacyPrint,
in GA_Driver. When ASL scripts are run by using sm_adapter, the enableLegacyPrint attribute is set to
TRUE. In all other cases it is set to FALSE. The default value of the enableLegacyPrint attribute is
FALSE.


When the enableLegacyPrint is set to FALSE, the print output includes the time, date, thread id, and ASL
script. When enableLegacyPrint is set to TRUE, only the string that is sent to the print() function is printed.


You need an object handle to a GA_Driver object to set the enableLegacyPrint attribute. You can use
"Null GA_Driver" which always exists.


In this example, the value of the enableLegacyPrint attribute is changed. The output of the print() function
is also included.


START { } do {


 print("default");


 drv = object("GA_Driver", "Null GA_Driver");


 drv->enableLegacyPrint = FALSE ? LOG,STOP;


 print("new style");


 drv->enableLegacyPrint = TRUE ? LOG,STOP;


 print("legacy");


 stop();


}
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Output for "sm_adapter --output /tmp/foo.asl" :


default


[February 6, 2009 12:19:03 AM EST +527ms] t@1088432480 main


ASL_MSG-*-ASLP-/tmp/foo.asl: new style


legacy


sleep() function
The sleep() function temporarily stops the adapter. The syntax is:


sleep(<time_in_seconds>);


The sleep() function is passed a number, which represents the amount of seconds to sleep. The sleep()
function returns TRUE.


time() function
The time() function works with and without an argument. Without an argument, this function returns the
current system time. With a numeric argument, the time() function adds the argument (as seconds) to the
date and time January 1, 1970 00:00:00 GMT and returns the new time and date based on the current
time zone information.


The output type of the time() function can be controlled through type casting. By default, the function
returns a string. If the function is converted to a numeric, the output is converted into an integer that
represents the number of seconds since January 1, 1970 00:00:00 GMT.


For example:


x = string(time());


print(x);


The string() function returns the time in the following format:


DD-MONTH-YYYY HH:MM:SS


However, the following numeric function returns a number similar to 958159632.


x = numeric(time());


print(x);


Type conversions also work when a value is passed as an argument to the function.


The following script prints the date and time, waits five seconds, and prints the date and time again. It
also converts a number read from the input file into a date and time.


ASL Script (time_do.asl):


START {


 y:integer eol


}
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do {


 print(time());


 sleep(5);


 print(time());


 x = time(y);


 print(x);


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


Input (time_do.txt):


987517893


Output:


$ sm_adapter --file=time_do.txt time_do.asl


12-May-2000 03:28:47


12-May-2000 03:28:52


17-Apr-2001 10:31:33


$ 


trace() function
The trace() function turns on or off an internal trace() function that traces how the code is parsing the
passed parameters. You can turn on the function at a specific point in the code to validate that line. This
function is useful when creating a rule and validating what is being matched.


The trace() function gives you access, from within ASL, to command line options available with the
sm_adapter command with the following exceptions:


n There is no analog of sm_adapter - -traceRules because all rules have already been compiled by the
time you could turn on tracing of rule compilation.


n Calling the trace() function as trace(“input”,TRUE), turns on tracing at the front end, and has no
command line equivalent under sm_adapter.


The syntax is as follows:


trace(<string>, <BOOLEAN>)


The <BOOLEAN> argument determines whether tracing is turned on or off.


Valid values for string lists valid values for <string>.


Table 5‑3.  Valid values for string


Value Description


parser Matches the input stream against the rule.


input Traces input from the front end.


server Traces the interaction of the remote wire protocol with the server.
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For example:


START {


 x:rep(word) eol


 }


 do {


 trace ("parser", TRUE);


 trace ("input", TRUE);


 trace ("server", TRUE);


 }


hexToString() function
The hexToString() function converts values with a hexadecimal format into their equivalent ASCII
characters. The function pairs the hexadecimal values and converts each pair. The syntax is as follows:


hexToString(<value>)


getRuleFileName() function
The getRuleFileName() function returns the filename of the currently executing rule file. The syntax is as
follows:


getRuleFileName([<fullname>])


The <fullname> argument is optional. If it is omitted or passed as FALSE, only the base name of the rule
filename is returned. Otherwise, the full name, including the path, is returned.


Returning values
By default, a rule returns the characters it matches. A patternless rule returns an empty string. Like other
patterns, the returned value from a rule can be assigned to a variable.


a:RULE_A


The return statement overrides values returned by a rule. The syntax is:


return <value>;


ASL exits a rule immediately after a return statement. It does not execute any statements that follow a
return statement.


The next script reads input that consists of a person’s name followed by a field-separator and an address.
Both the name and address are corrected for capitalization: an uppercase letter at the beginning of a
word, followed with lowercase letters for the rest of the word.


In the START rule, two variables are assigned values returned from the READWORDS rule. Every time
the pattern in the START rule matches, the two variables are printed.
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The READWORDS rule is a repetition of pattern matching followed by an action block. The action block
converts the data so that the first letter of a word is capitalized and the rest of the letters are lowercase.
The word is added to a string called tempstr.


At the end of the READWORDS rule, the return statement returns the correctly capitalized string. If there
was no return statement, the READWORDS rule would return the string as it was read during the pattern
matching.


ASL Script (return_do.asl):


START {


 fullname:READWORDS fs


 address:READWORDS eol


}


do {


 print(fullname.address);


}


READWORDS {


 do {tempstr = "";}


 rep(READ_FIX)


do {return tempstr;


 }


}


READ_FIX {


 initial:char.rest:word?


}


do {


 initial = toUpper(initial);


 rest = toLower(rest);


 fixed=initial.rest;


 tempstr = tempstr.fixed." ";


}


DEFAULT {


 ..eol


}


do {


 print("Failed match");


}


Input (return_do.txt):


John Q Doe:11 MAin St.


JANE PUblic:387 OAK DR.


HENry HUDSON:9 ELM rd. 


Output:


$ sm_adapter --field-separator=: --file=return_do.txt return_do.asl


John Q Doe 11 Main St. 


Jane Public 387 Oak Dr. 


Henry Hudson 92 Elm Rd. 


$ 
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Passing arguments to functions
Rules can act as functions, which can be called from both a pattern block and an action block. You can
pass values to rules in ASL and receive values back by using the return statement, as described in
“Returning values” on page 92. The syntax is as follows:


RULE(<variablename>)


The argument of a rule is a local variable.


The following script reads and counts the words in a file. The READWORD rule is passed an argument
that is used as a counter. The count variable behaves as a local variable.


ASL Script (rule_arg.asl):


START {


 READWORD(1)


}


READWORD(count) {


 local y = "end";


 y:word


 READWORD(count+1)|eol


}


do {


 print(y." ".count);


}


Input (rule_arg.txt)


dog cat goat


Output:


$ sm_adapter --file=rule_arg.txt rule_arg.asl


end 4


goat 3


cat 2


dog 1


$ 


Calling rules as functions from do blocks
Another rule may be called within any do block. Functions have the following generalized syntax.


FunctionName (arguments)


do


{


 ... ASL statement(s) ...


}


Any valid ASL expression may be used in the body of a function. This includes calls to other functions
and recursive function calls.


Function may have any number of arguments, including no arguments, which are any data type that is
supported by ASL.
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Functions optionally return a value, which are also of any ASL data type. The return value may be a
constant, or a variable declared within the scope of the function do block, as described in Returning
values.


A function must be defined in the same ASL script where it is called, and may be defined before or after
the location where it is referenced. The general syntax used to invoke a function references the function
by name, passes the number and type of arguments expected by the function, and handles the return
value, as shown.


Note   Not all functions are required to return a value as shown in the example.


do {


  ... ASL statement(s) ...


  arg1 = x;


  arg2 = y;


  ReturnValue = FunctionName (arg1, arg2);


  ... handle ReturnValue ...


}


A function may be defined only outside of a do block. That is, a function may not be defined within
another function with the intent of referencing the inner function from another do block.


The following is an example of a recursive function definition and call.


START


{  .. eol  }


do {


  foreach i (list(0,1,2,3,4,5)) {


   print (i.”! = “.factorial(i));


  }


}


factorial(x)


do {


  if (x > 1)


   return (x * factorial(x-1));


  else


   return (x);


}


This example produces the following results.


0! = 0


1! = 1


2! = 2


3! = 6


4! = 24


5! = 120
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Exception handling
Exception handling can be added to any action components. Exception handling determines how errors
from statements or functions are treated. The syntax is as follows:


         <action> ? [LOG][,][FAIL|STOP|NEXT|IGNORE]


The question mark handles errors generated by the function. The keywords, that control how an
exception is handled are described in Exception handling keywords.


Table 5‑4.  Exception handling keywords


Keyword Description


LOG The exception is reported to the English log file and the non-English log file, if specified. When a remote
exception chain is logged by ASL, the locale defined in the SM_LOCALE environment variable will be
used. The VMware Smart Assurance System Administration Guide provides further information
concerning the log files.


FAIL The current rule exits with a failure status. If the failed expression is associated with the START rule, the
DEFAULT rule is executed.


STOP This is equivalent to calling the stop() function.


NEXT The processing of actions in the current expression block stops. The rule, however, is not treated as
failed rule.


IGNORE The current action is ignored and processing continues as if nothing happened.


You can specify the LOG keyword with any of the other keywords.


To define the severity of the exception, arguments can be passed to LOG. Logging levels are set by using
the syntax:


LOG("<logging_level>")


Valid logging keywords are (in increasing level of severity):


n Debug


n Notice or Informational


n Warning (Default log value)


n Error


n Fatal or Critical


When the exception is not specified, the default behavior for exceptions is LOG, NEXT. In other
words, when an exception occurs, the error is logged and no other actions are performed in the
current action block.


Note   Do not confuse the question mark (?) used for exception handling with the question mark (?)
used with patterns. Maybe operator provides additional information.
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The following script demonstrates two different keywords to use for exception handling. The first
exception occurs for:


print(x) ? IGNORE;


There is no value assigned to the variable x, so the function causes an exception. Since the keyword
is IGNORE, the current line is skipped and the next line is executed.


The second exception occurs for:


print(y) ? FAIL;


There is no value assigned to the variable y, so the function causes an exception. Since the keyword
is FAIL, the current action block is not completed (and the following print statement is not executed)
and the START rule fails. Whenever the START rule fails, the DEFAULT rule is executed.


ASL Script (exception_do.asl)


START


do {


 print("Hello");


 print(x) ? IGNORE;


 print("OK");


 print(y) ? FAIL;


 print(“Here I am”);


}


DEFAULT 


do {


 print("Default rule");


 stop();


}


Input:


none


Output:


$ sm_adapter exception_do.asl


Hello


OK


Default rule


$ 
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Interfacing with a
Domain Manager 6
This chapter includes the following topics:


n ASL and the MODEL language


n Objects and instances


n Tables, structures and enumerations


n Type conversions between ASL and MODEL


n Domain Manager control


n Events


n Transactions, commit, and abort


n Error handling


n Repositories


n Naming and identity


n Tracing ASL scripts


ASL and the MODEL language
In order to create adapters that interact with a Domain Manager, it is necessary to understand how the
Domain Manager is configured. The adapter creates, deletes, and interacts with instances of objects that
are defined by using the MODEL language.


The MODEL language is an object-oriented language used to construct a correlation model to describe a
managed domain. The language is used to define a set of classes and the attributes, relationships, and
events that are associated with the classes.


Classes describe the objects that are modeled for use in a Domain Manager. Instances are specific
occurrences of a class. For example, a class might describe a human and an instance of the class is
someone named Bill.


Attributes describe a class and, for an instance of the class, include information about its present state.
Examples of attributes include an element’s name and a counter that counts the number of packets
traversing an interface.
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Relationships define how instances are related to other instances. Relationships can be one-to-one, one-
to-many, many-to-one, or many-to-many. When only a single instance can be related to another instance
(or instances), it is a relationship. When multiple instances can be related to another instance (or
instances), it is a relationshipset.


Events describe the failures that can occur for a class, the symptoms that these failures can cause, and
the effect of failures.


Symptoms can be described a follows:


n Local, meaning they are observed in the instance of the class.


n Propagated, meaning they are observed in instances related to the failing instances.


Once classes are specified, the model is loaded and run on a Domain Manager. Instances are
created for each entity that is modeled. Each instance is associated with a class and has values for
its attributes, relationships, and events.


The models stored in a Domain Manager are static. Instances are dynamic and are stored in the
repository, as shown in Domain Manager with a model and repository.


Instances in a Domain Manager consist of a table entry and data. The table entry includes the name
of each instance and its class. Each instance name must be unique. The table of names always
contains an entry for the NULL object.


The data associated with each instance includes properties such as attributes, operations, and the
relationships between instances. The data also includes event information such as problems,
symptoms, and events.


VMware Smart Assurance MODEL Reference Guide provides additional information about MODEL.
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Figure 6‑1.  Domain Manager with a model and repository


Correlation model used for example scripts
All of the ASL script examples used in this chapter interact with a small correlation model. The model
defines two types of objects: cards and ports, as shown in Relationship between cards and ports.


Figure 6‑2.  Relationship between cards and ports


Cards and ports are separate classes. Each class has its own set of attributes and events. An instance of
one class can be related to an instance of another class.


Cards have the following:


n A single attribute, CardDesc. This attribute is a string and has no default value.
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n Two types of events.


n The first type is a problem called Down. When all of a card’s ports are OperationallyDown, the
card is Down.


n The second type is an aggregate called Impaired. If any of the ports associated with a card is
Down or if the card is Down, the card is Impaired.


Ports have the following:


n A single attribute, OperStatus. This attribute has a special data type that limits the values of the
attribute to TESTING, UP, and DOWN. DOWN is the default value.


n Two types of events.


n The first type is a problem called Down. A port is Down when it is OperationallyDown.


n A second type is a symptomatic event called OperationallyDown. When the port’s OperStatus
attribute is set to DOWN, it causes the OperationallyDown event.


In Events that affect ports and their related card, the port’s attribute OperStatus is equal to
DOWN. The attribute’s value causes the event OperationallyDown, which, in turn, causes the
problem Down. Since the port participates in a PartOf relationship with the card, the card is also
affected. The port has the problem Down and, as a result, the card has the compound event
(aggregate), Impaired. The card is probably not down, because only one port (not all ports) is
experiencing a problem.


Figure 6‑3.  Events that affect ports and their related card


The section Appendix C, “Card-Port MODEL Code,” describes the MODEL language code for this
example. Diagram of the card and port model is a diagram of this card and port model.
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Figure 6‑4.  Diagram of the card and port model


Objects and instances
This section discusses how to create, delete and manipulate objects and instances.
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Creating objects
The create() function creates an instance of a class or an instance with an object handle. The syntax is
one of the following:


n create(<classname>, <objectname>);


n create(<objhandle>);


If the object being created already exists, the create() function returns a reference to that object or an
error if the object exists and belongs to different class.


If you specify an object handle (objhandle) and the object does not exist, the create() function creates
the object and the object handle.


You can assign the result of the function to a variable (for example, objRef). This defines an object
handle for the object.


objRef = create(<classname>, <objectname>);


The following script example loads instances of ports and cards. The name of the Domain Manager
that contains the model is JS1.


ASL Script (create_obj.asl):


START {


 CARD rep(PORT)


}


CARD {


 "CARD:" cardname:word eol


}


do {


 create("Card",cardname);


}


PORT {


 portname:word eol


}


do {


 create("Port",portname);


}


DEFAULT {


 err:{..eol}


}


do {


 print(err." Failed");


}


EOF


do {print("Complete");


}


Input (create_obj.txt):


CARD: CARD0


 PORT00


 PORT01


 PORT02
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 PORT03


CARD: CARD1


 PORT10


 PORT11


 PORT12


CARD: CARD2


 PORT20


 PORT21


 PORT22


 PORT23


 PORT24


 PORT25


Output:


$ sm_adapter --server=JS1 --file=create_obj.txt create_obj.asl


Complete


$ 


Listing instances
The getInstances() function returns a list of object names for the given class, but does not return object
handles. The syntax is as follows:


         <listname> = getInstances(<classname>);


The following script example retrieves the names of all instances of the class “Card” and stores them in a
list. The names stored in the list cannot be used by ASL to reference objects.


ASL Script (get_obj.asl):


START {


 ..eol


}


do {


 x = getInstances("Card");


 print(x);


}


Input:


none


Output:


$ sm_adapter --server=JS1 get_obj.asl


{ CARD0, CARD1, CARD2 }


$


Creating handles for existing objects
The object() function returns an object handle for existing objects. An object handle is a distinguished
data type in ASL that represents a model class name and an object name. The syntax is one of the
following:


n <objectRef> = object([<classname>,] <objectname>);


The name of the instance must be unique, therefore, the class name is optional.
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n <objectRef> = object(<objhandle>);


There are three ways to obtain a handle for an existing object:


n If you specify a class name and an object name, then the object() function returns the object handle
for the specified object. ASL stores that information as <class>::<name>.


n If you specify an object handle (objhandle), then the object() function returns the object handle
unchanged.


n If you specify an object name only, then the object() function returns the handle object and assumes
the object name and the class name, MR_Object.


You can also create an object handle for future use for an object that does not exist.


For example:


objref = object();


The following script retrieves the names of all instances of the class “Card” and stores them in a list.
A foreach loop cycles through the list and adds each object, including its class, to a different list. The
script prints both lists.


The lists demonstrate the difference between the getInstances() function and the object() function.
The getInstances() function returns only the name of the object. The object() function returns the
object handle for the object and ASL stores that information as <class>::<name>. The section Listing
instances describes the getInstances() function.


ASL Script (handle_obj.asl):


y = list();


START {


 ..eol


}


do {


 x = getInstances("Card");


 print(x);


 foreach mem (x)


  {y += object("Card",mem);


  }


 print(y);


}


Input:


none


Output:


$ sm_adapter --server=JS1 handle_obj.asl


{ CARD0, CARD1, CARD2 }


{ Card::CARD0, Card::CARD1, Card::CARD2 }
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Attributes, relationships, and operations of objects
The attributes, relationships, and operations of an object are its properties. ASL assigns values to
properties by using the following syntax:


         <objectRef>-><property> = <value>;


The <objectRef> is the object handle for the object. You assign the object handle by using the create() or
object() functions or through a relationship.


The following script loads the names of all instances of the classes “Card” and “Port” into a
Domain Manager. The datafile contains a card name followed by the ports associated with the card. As
this script loads cards and ports, it creates a relationship between a card and its ports.


Relationships between objects in MODEL are paired. It is not necessary to define both relationships.
Define one relationship. Its converse is defined by default.


ASL Script (properties_obj.asl):


START {


 CARD rep(PORT)


}


CARD {


 "CARD:" cardname:word eol


}


do {


 cardObj = create("Card",cardname);


}


PORT {


 portname:word eol


 }


do {


 portObj = create("Port",portname);


 cardObj->ComposedOf += portObj;


 print(portObj." ".cardObj);


}


Input (create_obj.asl):


CARD: CARD0


 PORT00


 PORT01


 PORT02


 PORT03


CARD: CARD1


 PORT10


 PORT11


 PORT12


CARD: CARD2


 PORT20


 PORT21


 PORT22


 PORT23


 PORT24


 PORT25
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Output:


$ sm_adapter --server=JS1 --file=create_obj.txt properties_obj.asl


Port::PORT00 Card::CARD0


Port::PORT01 Card::CARD0


Port::PORT02 Card::CARD0


Port::PORT03 Card::CARD0


Port::PORT10 Card::CARD1


Port::PORT11 Card::CARD1


Port::PORT12 Card::CARD1


Port::PORT20 Card::CARD2


Port::PORT21 Card::CARD2


Port::PORT22 Card::CARD2


Port::PORT23 Card::CARD2


Port::PORT24 Card::CARD2


Port::PORT25 Card::CARD2


$ 


The value stored in <objectRef>-><property >can also be assigned to an ASL variable.


         <variable> = <objectRef>-><property>;


You can refer to properties indirectly. This is a two-step process. First, assign the property to a variable.
Second, the variable can be used in place of the property in conjunction with an indirection operator (->*).


propertyname = “property”;


objRef->*propertyname = "UP";


The syntax objRef->*variable allows you to access an attribute by variable. The following code sample
assigns the attribute name to a variable, then makes a reference to that attribute through the indirection
operator. The output is the creation class name of the given object.


 variable = “CreationClassName”;


 c = objRef->*variable;


 print(c);


When you run this ASL script on a router object, the output is “Router”.


Deleting objects
The delete() method deletes an instance of a class. This function does not delete objects that are related
to the deleted object. ASL creates an error if the object handle used with the delete() method points to an
object that does not exist. The syntax of the delete() method is:


         <objectRef>->delete();


You can use += or -= operators to add or delete an object from a list of object handles in ASL or from a
relationshipset in MODEL. Modifying relationshipsets provides additional information.
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The following script deletes a card and its related ports. The script contains a default variable that
specifies the card to delete. When the ComposedOf relationship is used, the ASL script creates a list of
port objects to delete. The card is deleted first, followed by its ports. Exception handling causes the script
to stop if the card object does not exist.


ASL Script (delete_obj.asl):


default delthis = "CARDX";


START {


 ..eol


}


do {


 delthisObj = object(delthis);


 relObj = delthisObj->ComposedOf?LOG,STOP;


 x = delthisObj->delete();


 foreach mem (relObj)


  {


  mem->delete();


  }


 print("Deleted ".delthis." and related ports");


}


Input:


none


Output:


$ sm_adapter --server=JS1 -Ddelthis="CARD2" delete_obj.asl


Deleted CARD2 and related ports


$ 


Testing for null objects
The isNull() method tests whether an object handle points to a valid object. If this function returns TRUE,
the object does not exist. The syntax is as follows:


         <objectRef>->isNull();


For example, this script deletes the object PORT25 from the Domain Manager if it exists. The if statement
uses the isNull() function to test if the object exists. An exclamation point is a logical NOT, so that if the
object does exist, the condition is true for the if statement. The output demonstrates the case where the
object exists and is deleted.


ASL Script (isnull_obj.asl):


START {


 ..eol


}


do {


 delthisObj = object("Port","PORT25");


 if (!delthisObj->isNull())


  {


   delthisObj->delete();


     print("Deleted   ".delthisObj);


  }


 else { print(delthisObj." does not exist");}
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}


Input:


none


Output:


$ sm_adapter --server=JS1 isnull_obj.asl


Deleted   Port::PORT25


$ 


Testing relationships
The is() function tests whether an object is a member of a relationship. The syntax is as follows:


is(<objectRef>-><Relationship>,<objectRef2>)


The <relationship> used in the is() function must be a valid relationship for the object or an error occurs. If
<objectRef2> is related to <objectRef> by <Relationship>, the function returns TRUE. Otherwise, the
function returns FALSE.


This script tests objects of the class Port to see if they are related to CARD2. The script gets the list of
ports by using the class Port. When the ports are printed, the class that is printed is MR_Object, which is
the parent class of the Port and Card classes. The MR_Object class appears because a class is not
specified for the object() function.


ASL Script (relation_obj.asl):


START {


 ..eol


}


do {


 cardObj = object("CARD2");


 x = getInstances("Port");


 foreach mem (x)


  {


  portObj = object(mem);


  if (is(cardObj->ComposedOf,portObj))


   {print(portObj." is related to ".cardObj);


   }


  }


}


Input:


none


Output:


$ sm_adapter --server=JS1 relation_obj.asl


MR_Object::PORT20 is related to MR_Object::CARD2


MR_Object::PORT21 is related to MR_Object::CARD2


MR_Object::PORT22 is related to MR_Object::CARD2


MR_Object::PORT23 is related to MR_Object::CARD2


MR_Object::PORT24 is related to MR_Object::CARD2


MR_Object::PORT25 is related to MR_Object::CARD2


$ 
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Modifying relationshipsets
When a model relates many objects to one or more objects, it is a relationshipset. A relationshipset in
MODEL is a list of object handles in ASL. You can manipulate this list by using the list operators
described in List operators


Table 6‑1.  List operators


Syntax Description


objRef->rela_prop += value; Adds a value to a relationshipset.


objRef->rela_prop -= value; Removes a value from a relationshipset.


x->rela_prop = object(""); Clears a single relationship.


x->rela_prop = list(y,z); Adds a list of object handles to a relationshipset.


x->rela_prop=list(); Clears a relationshipset.


Accessing a particular relationship in a relationshipset is a two-step process. First, load relationshipset
into a list in ASL. Then, access a specific element in the list. For example:


x = objRef->rela_prop;


print(x[0]);


Retrieving description texts
There are severaloperations of the class SM_System that can be used to retrieve description texts or
objects. The texts that are retrieved will be in the locale that was set either by the initial connection, or by
the locale set by the most recent call to the setLocale().


If these operations are run outside of the context of a remote session, then the effective locale is
CI_Locale::DEFAULT.


The getClassDescription() operation retrieves the descriptive text associated with the MODEL class
name.


/// get model class description


string getClassDescription(in string className);


The getOpDescription() operation retrieves the descriptive text associated with a MODEL operation.


/// get model operation description


string getOpDescription(in string className, in string opName);
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The getPropDescription() operation retrieves the descriptive text associated with a class property, such as
an attribute.


/// get model property description


string getPropDescription(in string className, in string propName);


The getEventDescription operation retrieves the descriptive text associated with a MODEL event.


/// get model event description


string getEventDescription(in string className, in string eventName);


In this example, the description of the Attr1 attribute in the MyClass class is printed, in Japanese.


sysObj = object("SM_System","SM-System");


setLocale("ja_JP");


foo = sysObj->getPropDescription("MyClass","Attr1");


print(foo);


Tables, structures and enumerations
This section describes how to access, and how to clear the members of a MODEL table. It also describes
how to access and update structures and enumerations.


Accessing tables in MODEL from ASL
Tables in MODEL are represented as lists in ASL. In MODEL, a table of structures is a list of lists in ASL.


To return the structure in the MODEL table given the key (“F”), use the following syntax:


print(x->f[“F”]);


Clearing the members of a table
To clear the members of a MODEL table, use the following syntax:


x->rela_prop=list();


Updating and accessing structure attributes in MODEL
Structures in MODEL are represented as lists in ASL. The number of items in the list in the ASL is equal
to the number of fields in the corresponding structure of the MODEL. The first item in the list will
correspond to the first field defined within the structure, and so on for each subsequent item.
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For example, if the following structure is defined in Example.mdl, the following ASL code, Example.asl,
shows how to reference the structure.


Example.mdl


interface Example_Struct:MR_ManagedObject


{


 struct model_struct


 {


  int  valueType;


  string  Value;


 };


 attribute model_struct asl_list;


};


Example.asl


START


{


 do


 {


  // create an instance, ‘example’, of Example_struct


  example = create (“Example_Struct”, “Example-Struct”);


  // put values into a ‘model_struct’ structure:


  // structure element ‘valueType’ is list element [0]


  // structure element ‘value’ is list element [1]


  struct_value = list();


  struct_value[0] = 1;


  struct_value[1] = “Structure Example”;


  // set the value in the Example_struct instance


  example->asl_list = struct_value;


  // get values from a ‘model_struct’ structure


  accessed_struct = list();


  accessed_struct = example->asl_list;


  // display the retrieved structure elements


  print (accessed_struct);


  stop();


 }


}


The output of the example is the following:


$sm_adapter -M Example Example.asl


{1, Structure Example }


Accessing enumerated data types in MODEL
Enumerated data types are represented as strings in ASL.


The following example shows the syntax to update an enumerated attribute with an enum value of
TESTING:


x->enum_variable = “TESTING”;
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Type conversions between ASL and MODEL
MODEL cannot convert data from one type to another. The types of data available in MODEL are not the
same as the types of data available in ASL. Correspondence between types of data in MODEL and ASL
shows how types of data in MODEL and ASL correspond.


Table 6‑2.  Correspondence between types of data in MODEL and ASL


MODEL ASL


Numeric (any type) Numeric (double)


binary binary


Table List


Relationship Object handle


Relationshipset List of object handles


boolean boolean


string string


External (User-defined) Type string


struct (a structure) List


enum string


Note   There is no MODEL type that corresponds to an ASL table.


Domain Manager control
The following functions allow you to trigger Domain Manager actions from ASL. These actions either
rebuild the correlation model or cause the Domain Manager to correlate events.


consistencyUpdate() function
The consistencyUpdate() function causes the Domain Manager to recompute the correlation rules. This
function always returns, as soon as the request has been registered, with a TRUE value. The actual
recomputation can take some time, and continues on the Domain Manager independently of the adapter.
The syntax is:


consistencyUpdate()


correlate() function
The correlate() function causes the Domain Manager to correlate events. This function always returns, as
soon as the request has been registered, with a TRUE value. The actual correlation computation
continues on the Domain Manager independently of the adapter. The syntax is:


correlate()


VMware Smart Assurance ASL Reference Guide


VMware, Inc.  100







Events
This section describes how to retrieve event information.


getCauses() function
The getCauses() function returns a list of problems that cause an event. The function receives three
arguments: class, instance, and event. The function returns the problems that cause the event based on
the relationships among instances defined in the Domain Manager. The syntax is as follows:


getCauses(<classname>,<instancename>,<eventname>,[<oneHop>])


The <oneHop> parameter is optional. If it is omitted or passed as FALSE, the full list of problems that
explain <eventname>, whether directly or indirectly, is returned. If it is passed as TRUE, only those
problems that directly list <eventname> among the events they explain are returned.


The function returns a list of lists with the format:


{ <classname>,<instancename>,<problemname> },


{ <classname>,<instancename>,<problemname> },


...


getClosure() function
The getClosure() function returns a list of symptoms associated with a problem or aggregation. The
function receives three arguments: class, instance, and event. The function returns the symptoms
associated with the problem or aggregate based on the relationships among instances defined in the
Domain Manager. The syntax is as follows:


getClosure(<classname>,<instancename>,<eventname>,[<oneHop>])


The <oneHop> parameter is optional. If it is omitted or passed as FALSE, the full list of problems that
explain <eventname>, whether directly or indirectly, is returned. If it is passed as TRUE, only those
problems that directly list <eventname> among the events they explain are returned.


The function returns a list of lists with the format:


{ <classname>,<instancename>,<symptomname> },


{ <classname>,<instancename>,<symptomname> }
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getEventClassName() function
The getEventClassName() function returns a string with the name of the ancestor class associated with a
class and an event. The ancestor class is where the event was originally defined. That is, the class in
which the event definition statement, not any refinement, appeared. The syntax is as follows:


getEventClassName(<classname>,<eventname>)


getEventDescription() function
The getEventDescription() function returns a string, defined in MODEL, that describes an event. The
syntax is as follows:


getEventDescription(<classname>,<eventname>);


getEventType() function
The getEventType() function returns a string that classifies an event as a PROBLEM, EVENT,
AGGREGATION, or SYMPTOM. The syntax is as follows:


getEventType(<classname>,<eventname>);


getExplainedBy() function
The getExplainedBy() function is the inverse of the getExplains() function. It returns those problems that
the MODEL developer has listed as explaining this problem. The syntax is as follows:


getExplainedBy(<classname>,<instancename>,<eventname>[,<oneHop>])


The <oneHop> parameter is optional. If it is omitted or passed as FALSE, the full list of problems that
explains <eventname>, whether directly or indirectly, is returned. If it is passed as TRUE, only those
problems that directly list <eventname> among the events that they explain are returned.


The function returns a list of lists with the format:


{ <classname>,<instancename>,<symptomname> },


{ <classname>,<instancename>,<symptomname> }


getExplains() function
MODEL developers can add information to a problem in order to emphasize events that occur because of
a problem. The getExplains() function returns a list of these events. The syntax is as follows:


getExplains(<classname>,<instancename>,<eventname>,[<oneHop>])
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The <oneHop> parameter is optional. If it is omitted or passed as FALSE, the full list of problems that
explains <eventname>, whether directly or indirectly, is returned. If it is passed as TRUE, only those
problems that directly list <eventname> among the events that they explain are returned.


getChildren() function
The getChildren() function provides the list of classes derived from a particular class.


getChildren(<classname>[,recursive])


The recursive parameter is optional. If omitted or false, only the immediate child classes are retrieved. If
true, all children, including those of derived classes are retrieved.


Transactions, commit, and abort
When you modify objects in ASL scripts, the objects change as each modification occurs. Using
transactions, you can commit many changes to the objects in a Domain Manager as a single change or
choose to abort all of them. Use the following syntax to create a transaction:


         <variable> = transaction();


You cannot assign a transaction to a global variable or to a statically scoped variable. After you assign the
transaction to a variable, every change made to an object does not affect the object until you commit the
transaction. If the you abort the transaction, any changes made will not affect the object. Use the following
syntax to commit a transaction:


         <variable>->commit()


Use the following syntax to abort a transaction:


         <variable>->abort()


The changes made with a transaction are not visible outside of the ASL script until you commit the
changes. Within a transaction, the same ASL script can see the proposed changes. Transactions also
can control how other applications see objects before changes are committed or aborted by adding a
single keyword. The syntax of a transaction with a keyword is:


         <variable> = transaction([WRITE_LOCK|READ_LOCK|NO_LOCK]);


A keyword can be any one of those listed in Transaction keywords.
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Table 6‑3.  Transaction keywords


Keyword Description


WRITE_LOCK While the transaction is open, no other process can modify or access information in the
repository.


READ_LOCK Currently behaves as WRITE_LOCK.


NO_LOCK This is the default behavior. No locks exist until the ASL commits the transaction.


You can nest transactions. When you nest a transaction, you must commit or abort the nested transaction
before you commit or abort the previous transaction.


ASL aborts any open transactions when the START rule completes.


Note   A maximum of 16 transactions may be open concurrently.


The following script deletes a card and its related ports. The script contains a default variable that
specifies the card to delete. Using the ComposedOf relationship, the ASL script creates a list of port
objects to delete. The script deletes the card and its related ports at the same time through a transaction.


ASL Script (deltrans_obj.asl):


default delthis = "CARDX";


START


do {


 delthisObj = object(delthis);


 relObj = delthisObj->ComposedOf?LOG,STOP;


 deltrans=transaction();


  x = delthisObj->delete();


  foreach mem (relObj)


   {


   mem->delete();


   }


 deltrans->commit();


 print("Deleted ".delthis." and related ports");


 stop();


}


Input:


none


Output:


$ sm_adapter --server=JS1 -Ddelthis="CARD2" deltrans_obj.asl


Deleted CARD2 and related ports


$ 


Error handling
This section describes functions that allow you to determine whether an error occurred, to get a
description of the error and to reset the error state.
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feError() function
Invoke the feError() function to determine if the front end has reported a failure to read data.


The function returns a Boolean value, where TRUE indicates an error occurred and FALSE indicates no
error occurred. If an error occurred, invoke feErrorMsg() for a description of the error.


feErrorMsg() function
Invoke the feErrorMsg() function to get a description of the error indicated by the feError() function.
feError() returns TRUE.


This function returns a string that describes the error. If no error condition exists, an empty string is
returned.


feErrorReset() function
The feErrorReset() function is used with the feError() and feErrorMsg() functions to reset the error state.
There is no return value for this function.


Repositories


self->
Directs functions that interact with the repository to use the adapter’s repository and not the
Domain Manager’s. Used in conjunction with adding objects to the adapter’s repository.


Naming and identity
This section describes functions used to retrieve names and identity of the rule which is running, what
Domain Manager the script is running o,n and the thread ID of the adapter.


getRuleFileName() function
The getRuleFileName() function returns the filename of the currently executing rule file as an argument.


Usage:


getRuleFileName ([<fullname>]);


where <fullname> is a string containing the complete path-qualified filename.


getServerName() function
The getServerName() function returns a string, which is the name of the Domain Manager associated with
adapter that is invoking the ASL script.
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thread() function
The thread() function returns the operating system thread ID that is associated with the adapter that is
invoking the ASL script.


Tracing ASL scripts
The ASL_Trace Model object is used to start and stop a trace from dmctl, the Java API, bootstrap.conf,
and ASL. The ASL_Trace model object contains three methods.


n start() method starts the tracing


n stop() method stops the tracing


n isActive() method checks to see if a trace is in progress


interface ASL_Trace


start()


stop()


isActive() 


The trace contains timestamps for:


n Entry into ASL scripts


n Exit to ASL scripts


n Exit from ASL scripts


For example, to use the tracing capability from dmctl:


a Create an instance of the Model object. An instance named ASL-Trace is customary.


dmctl –s serverName create ASL_Trace::ASL-Trace


b Invoke start/stop/isActive as needed.


dmctl –s serverName invoke ASL_Trace::ASL-Trace start


dmctl –s serverName invoke ASL_Trace::ASL-Trace stop


The output will appear similar to the following:


1 2009/02/26 13:26:15.175714600 1 000:00:00.000000000 NoteASLThread ThreadName=adapter 


1 2009/02/26 13:26:15.175714600 2 000:00:00.000000000 NoteLayout Record prefix fields: 


1 2009/02/26 13:26:15.175714600 3 000:00:00.000000000 NoteLayout Thread id, Date, Time, Seq, 


1 2009/02/26 13:26:15.175714600 4 000:00:00.000000000 NoteLayout Delta since prior record in 


thread, 


1 2009/02/26 13:26:15.175714600 5 000:00:00.000000000 NoteLayout RecordType. 


1 2009/02/26 13:26:15.175714600 6 000:00:00.000000000 NoteLayout Trace records continue with: 


1 2009/02/26 13:26:15.175714600 7 000:00:00.000000000 NoteLayout Entry|Exit|StopExit|ThrowExit|


ThrowExit1|ThrowExit2, 


1 2009/02/26 13:26:15.175714600 8 000:00:00.000000000 NoteLayout Constructor|Destructor|
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Initialize|Multiplex, 


1 2009/02/26 13:26:15.175714600 9 000:00:00.000000000 NoteLayout this for ASL_Parser, Nest 


depth, Rule file name. 


1 2009/02/26 13:26:15.175714600 10 000:00:00.000000000 StartTrace 


1 2009/02/26 13:26:15.186840900 11 000:00:00.011126300 NoteDriver CreationClassName=GA_Driver 


Name=ASL-Trace1-Driver 


1 2009/02/26 13:26:15.187012400 12 000:00:00.000171500 Trace Entry Constructor 


00000001002CA120 0 tasl_trace1.asl 


1 2009/02/26 13:26:15.187184600 13 000:00:00.000172200 Trace Exit Constructor 00000001002CA120 


0 tasl_trace1.asl 


1 2009/02/26 13:26:15.187535500 14 000:00:00.000350900 Trace Entry Initialize 00000001002CA120 


0 tasl_trace1.asl 


1 2009/02/26 13:26:15.187703000 15 000:00:00.000167500 Trace Exit Initialize 00000001002CA120 


0 tasl_trace1.asl 


1 2009/02/26 13:26:15.188291200 16 000:00:00.000588200 Trace Entry Destructor 00000001002CA120 


0 tasl_trace1.asl 


1 2009/02/26 13:26:15.188457500 17 000:00:00.000166300 Trace Exit Destructor 00000001002CA120 


0 tasl_trace1.asl 


1 2009/02/26 13:26:45.193438300 18 000:00:30.004980800 StopTrace 


The log file is written to BASEDIR/smarts/local/logs as <serverName>.ASL_Trace.log.


n If the BASEDIR/smarts/local/logs directory cannot be found, the log is written to the current working
directory.


n If the <serverName> is not available, the file name becomes ASL_Trace.log_<pid>.


The trace is written chronologically. Thus, traffic for several threads may be intermingled. A sort of the
first 4 fields will produce traces for individual threads.


The record layout is noted when the trace is started. The prolog of each record is fixed. After that,
each record contains a record type to provide summary program processing.


The ‘this’ pointer is logged, and can be used when tying the ASL trace to pstack samples.


Startup is automatic if the SM_ASL_TRACE environment variable is set to anything that does not
lower case to 0, false, no, or off.
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Running Adapters 7
This chapter includes the following topics:


n The sm_adapter command


n Front end


n Rule set


n Back end


n Tracing operations


n Stopping adapters


The sm_adapter command
The sm_adapter command starts ASL scripts. To run the command, you must specify the ASL rules file to
run as well as choosing how the front end and back end of the adapter operate. The command syntax is:


sm_adapter [options...] [<rule set>]


The <rule set> is the ASL script that the adapter follows when it receives information.


The options control which Domain Manager and Broker the adapter connects to, and it also configures
how the adapter runs. An adapter can run by using a variety of front end and back end components. The
options are described in The sm_adapter command.


The file, sm_adapter is found in BASEDIR/smarts/bin.


Basic options
sm_adapter basic options shows the options which enable you to name the adapter and control which
Broker, MODEL library, and port the adapter uses.


Table 7‑1.  sm_adapter basic options


Option Description


--broker=<location> Alternate Broker location as host:port. Also -b <location>.


--model=<model> Name of MODEL library to load. Also -M <model>.
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Table 7‑1.  sm_adapter basic options (Continued)


Option Description


--name=<name> Start a server registered under <name>. Also -n <name>.


--port=<xxxx> Alternate registration port. Use with --name.


--timeout=<secs> Set the timeout for server interaction. The timeout applies to the back end connection
except when using the subscriber front end, in which case it applies to the front end. The
argument is in seconds, and can be a decimal value. If the --timeout option appears with
no value, 600 seconds is used. By default, there is no timeout.


--wait Wait for initial driver to complete.


Other sm_adapter options describes additional sm_adapter options.


Table 7‑2.  Other sm_adapter options


Option Description


--accept=<host-list> Accept connections only from hosts on host-list, a comma-separated list of hostnames and IP
addresses. You can also specify any instead of host-list to allow any host to connect. Default:
--accept=any.


--daemon Run process as a daemon.


--errlevel=<level> Specify the minimum level at which error events are written to the standard error output.
Possible values include: none, emergency, alert, fatal, critical, error, warning, notice,
informational, debug. The default is warning. (Note that fatal is equivalent to emergency,
alert, or critical.)


--help Print help and exit.


--loglevel=<level> Specify the minimum level at which event messages are written to the system logging facility.
Possible values include: none, emergency, alert, fatal, critical, error, warning, notice,
informational, debug. The default is error. (Note that fatal is equivalent to emergency, alert, or
critical.)


--logname=<name> Specify the name used to identify the SDK program in the system log. On UNIX systems, the
default is the program name.


--output[=<file>] Messages generated from internal logging calls are directed to a log file. Log files are written
to the BASEDIR/smarts/logs directory. If <file> is not specified, the value of --logname is
used.


If a log file with specified name already exists, it is moved to a backup file,
BASEDIR/smarts/local/logs/<file>.bak. If the backup file already exists, it is deleted.


--tracelevel=<level> Specify the minimum level at which a process stack trace is written to the standard error
output. Possible values include: none, emergency, alert, fatal, critical, error, warning, notice,
informational, debug. The default is fatal. (Note that fatal is equivalent to emergency, alert, or
critical.)


--version Print program version and exit.
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Front end
The front end of the adapter is responsible for reading data from an input source and formatting it for
processing by an ASL rule set. The adapter can run with one of the following front ends:


n File—Reads data from an ASCII file.


n File tail—Is designed to read the log files of long-running Domain Managers.Like the file front end, the
file tail front end reads data from an ASCII file. But instead of opening the file, reading the contents
and closing the file, this front end opens the file, skips to its end and waits for additional lines to be
written to the file.


n Program—Reads data from the output of a command pipeline.


n Subscribe—Is used in outflow adapters. This front end connects to a Domain Manager and issues a
set of subscription requests. Subsequent notifications received from the Domain Manager are
formatted and delivered to the ASL rule set. There are many configuration options available with this
front end. The options include selecting the subscription set to performing sophisticated smoothing
and filtering of events.


Each front end is described in a subsequent subsection. A list of options is provided in sm_adapter
front end options. Examples of the sm_adapter command with front ends are provided in Sample
front end invocations.


File front end
The file front end reads data from an ASCII file. The front end opens and reads the file, feeds its contents
to the rule set, then closes the file and terminates. This front end performs two special formatting
translations:


n End-of-line translation


n Field-separator translation


The --file option of the sm_adapter command invokes this front end.


End-of-line translation
One of the more troublesome aspects of using a cross-platform file adapter is dealing with the end-of-line
problem. On UNIX, a single \n represents an end-of-line. The file front end translates either a single \n or
the \r\n sequence to an ASL end-of-line marker (eol), which eliminates this problem.


Consider a file with one line, “hello world":


h  e  l  l  o    w  o  r  l  d  \r  \n


Whereas, on a UNIX system, this file contains the characters:


h  e  l  l  o    w  o  r  l  d  \n
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Using the file front end on either system feeds the following input stream into the rule set:


h  e  l  l  o   w  o  r  l  d  eol


Field-separator translation
Many input files are structured as a series of records, where each record is represented as one line in the
file. Each record (line) may be further separated into fields. The fields are normally delimited by a special
character, such as the TAB character or perhaps the colon (:) character.


To simplify the parsing of such files, you can specify a field-separator character with the --field-separator
option of the sm_adapter command. Each occurrence of this character in the input file is replaced with an
ASL field-separator marker (fs). By default, ASL does not translate characters to field-separator markers.


Consider the following line taken from the UNIX /etc/passwd file:


root:*:0:0:Admin:/:/bin/sh


Reading this line and using the file front end with the field-separator character set to the colon (:), feeds
the following input stream into the rule set:


r o o t fs * fs 0 fs 0 fs A d m i n fs/fs / b i n / s h eol


This line can then be parsed with an ASL pattern:


word fs word fs integer fs integer fs word fs word fs word eol


The character replaced with an fs can never be seen by the rule set of the ASL script. The following
pattern does not match the input stream:


word “:” word “:” integer fs integer fs word fs word fs word eol


File tail front end
The file tail front endis designed to read the log files of long-running Domain Managers. All of the
characteristics of the file front end are present in the file tail front end. Unlike the file front end, however,
the file tail front end does not simply open the file, read its contents, and then terminate. Rather it opens
the file, seeks to the end of the file, and waits for additional lines to be written to the end of the file. As
new lines appear, the front end feeds them to the rule set. The --tail option of the sm_adapter command
invokes this front end.


Rotating Domain Manager log files
One of the difficulties in parsing Domain Manager log files is dealing with log file rotation. By their nature,
Domain Manager log files grow over time. Most system administrators set up periodic jobs to remove or
rename the log files to avoid consuming too much disk space. The file tail front end periodically checks if
the file has been rotated. If so, the file is closed and reopened. The file is then read from the beginning.
All entries in the newly opened file are fed into the rule set.
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Program front end
The program front end reads data from the output of a command pipeline. Like the file front end, the
program front end performs end-of-line and field-separator translations. This front end, for example, can
parse the results of a SQL query issued by using a command-line SQL program.


The --program option of the sm_adapter command invokes the program front end. This command string is
executed by using the native command interpreter for the system. On UNIX, this is normally /bin/sh.
When the front end object is created, the command is executed and a pipeline is created between the
command and the front end. This pipeline combines both the stdout and stderr streams from the
command into a single stream.


Once the command exits (or once it closes stderr and stdout) the front end terminates.


Subscriber front end
The subscriber front end subscribes to a Domain Manager and feeds the subsequent notifications from
the Domain Manager to the rule set. Subscriptions can be used for events, topology changes, and
attribute changes.


Notification formatting
The Domain Manager generates a number of different kinds of notifications. Each notification received
from the Domain Manager is streamed as a single record with an eol marker that identifies the end of the
notification. Individual fields within each notification, for example the class name or instance name in an
event notification, are separated by fsmarkers. The first field of all notifications is an integer timestamp in
the standard UNIX format which indicates when the Domain Manager originally created the notification.
The remaining fields of the notification record differ depending on the type of record.


Event notification records
Event notifications are received from the Domain Manager when the status of an event changes. In order
to receive these notifications, you must subscribe to events in the Domain Manager.


The ASL format of the notification record is:


 timestamp:    integer      fs


               “NOTIFY”     fs


 class:        word         fs


 instance:     word         fs


 event:        word         fs


 certainty:    float        fs


                            eol


Normally, the Domain Manager sends the following:


n Single notification message when an event becomes active
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n Single clear message when the event is no longer active.


If an event corresponds to a root-cause problem, it is possible that the certainty of the diagnosis will
change over time. If the diagnosis certainty changes, the Domain Manager generates another
notification. Notifications of this type are streamed in a slightly different manner:


timestamp:    integer            fs


              “CERTAINTY_CHANGE” fs


class:        word               fs


instance:     word               fs


event:        word               fs


certainty:    float              fs


                                 eol


The subscriber front end normally discards certainty changes that are less than 1% (0.01). This
behavior can be disabled.


When the Domain Manager clears an event, the ASL format of the notification record is:


timestamp:    integer      fs


              “CLEAR”      fs


class:        word         fs


instance:     word         fs


event:        word         fs


                           eol


Object create record
When a new object is created in the Domain Manager’s repository, the Domain Manager sends an object
create message. The ASL format of an object create record is:


timestamp:    integer       fs


              “CREATE”      fs


class:        word          fs


instance:     word          fs


                            eol


Object delete record
When an object is deleted from the Domain Manager’s repository, the Domain Manager sends an object
delete message. The ASL format of an object delete record is:


timestamp:    integer       fs


              “DELETE”      fs


class:        word          fs


instance:     word          fs


                            eol
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Class load record
When a new class is created in the Domain Manager’s repository, the Domain Manager sends a class
load message. Classes are created when new MODEL-generated libraries are loaded. The ASL format of
a class load record is:


timestamp:    integer           fs


              “CLASS_LOAD”      fs


class:        word              fs


                                eol


Class unload record
When a class is deleted from the Domain Manager’s repository, the Domain Manager sends a class
unload message. Deleting of classes is not currently supported in the Domain Manager so this message
is not used.


timestamp:    integer           fs


              “CLASS_UNLOAD”    fs


class:        word              fs


                                eol


Relation change record
When a relationship changes between objects, the Domain Manager sends a relation change message.
The ASL format of a relation change record is:


timestamp:    integer           fs


              “RELATION_CHANGE” fs


class:        word              fs


instance:     word              fs


relation:     word              fs


                                eol


Property change record
When an object’s property changes, the Domain Manager sends a property change message. The ASL
format of a property change record is:


              “ATTR_CHANGE”     fs


class:        word              fs


instance:     word              fs


attribute:    word              fs


value:        word              fs


                                eol
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Subscriber front end with a restartable Domain Manager
If the Domain Manager that is being sent subscriptions by the subscriber front end is a restartable
Domain Manager, two additional messages are sent to the rule set:


n One when a connection is made to the Domain Manager.


n The other when the connection to the Domain Manager is lost.


Domain Manager connect record
When the connection to the Domain Manager is established, the Domain Manager sends a
Domain Manager connect record. These records are sent to the rule set even if the front end issues no
subscriptions. In fact, it is sometimes useful to use a subscriber front end with no subscriptions just for the
purpose of being notified when the Domain Manager terminates and restarts. The ASL format of the
Domain Manager connect record is:


timestamp:    integer           fs


              “CONNECT”         fs


server:       word              fs


                                eol


Domain Manager disconnect record
When the connection to the Domain Manager is lost, the Domain Manager sends a Domain Manager
disconnect record. Like the Domain Manager connect record, these records are generated even if no
subscriptions to the Domain Manager are issued. The ASL format of the Domain Manager disconnect
message is:


timestamp:    integer           fs


              “DISCONNECT”      fs


server:       word              fs


                                eol


Sample front end invocations
This section provides sample front end invocations, as described in Sample front end invocations.


Table 7‑3.  Sample front end invocations


Type of front end Invocation


File front end $ sm_adapter --file=/etc/passwd --field-separator=: passwd.asl


File tail front end $ sm_adapter --tail=/var/adm/messages syslog.asl
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Table 7‑3.  Sample front end invocations (Continued)


Type of front end Invocation


Program front end $ sm_adapter --program=”/bin/ps -ef” ps.asl


Subscriber front end $ sm_adapter --subscribe=”.*::.*::.*” --server=myDomainManager notify.asl


The value of the subscribe parameter is parsed into class, instance, and event expressions. The “::”
string separates the individual patterns. Subscriptions are sent to the Domain Manager specified
with the --server option. In addition to the event patterns, the subscribe option also allows you to
qualify the types of events included in the subscription set. A qualification has the form:


--subscribe=”.*::.*::.*/paev”


The trailing /paev qualifies the subscription to include problems (p), aggregates (a), symptoms (e) in
the subscription set, and verbose mode (v) which turns on subscription control messages. You can
specify any combination of the letters p, a, e, and v. If no qualifier is specified, the default is
problems only (/p).


To use the subscription front end in conjunction with a restartable Domain Manager, use the --
rserver option in place of the --server option.


sm_adapter front end options
sm_adapter front end options describes the available sm_adapter front end options.


Table 7‑4.  sm_adapter front end options


Option Description


--file=<path> Read input from a file. Also -f <path>.


--tail=<path> Read input by tailing a file. Also -t <path>.


--program=<cmd> Read input from a command pipeline. Also -p <cmd>.


--field-separator=C Translate 'C' to the field-separator (FS) marker. Valid only in conjunction with --file, --tail or --
program. Also -F <C>.


--subscribe=<sub> Use the subscriber front end. Subscriptions are sent to the server specified with the --server
option. The <sub> parameter is the subscription request.
n If <sub> is 'topology', then a subscription for topology changes is requested.
n If <sub> is of the form '<name>/n', then a subscription to NL <name> is requested.


Note   Only one NL subscription may be specified.


n If <sub> is of the form C::I::E[/paev], 'C', 'I', 'E' are regexp patterns representing the classes,
instances, and events to which to subscribe. The letters following a slash (/) are subscription
qualifiers: 'p' means subscribe to problems; 'a' means subscribe to aggregates (impacts); and
'e' means subscribe to events. If none of these are present, 'p' is assumed. 'v' means run in
verbose mode, which turns on subscription control messages.


Otherwise, <sub> is a profile name in which the profile specifies what subscriptions are to be
requested. A profile name may be optionally followed by the /v qualifier.


Multiple --subscribe options can be specified.
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Table 7‑4.  sm_adapter front end options (Continued)


Option Description


--smoothing=<num> Event smoothing interval. This parameter is used by the subscriber front end to smooth event
notifications (and clears) received from the server. Only events (or clears) that stay active (or
cleared) for <num> seconds are fed into the input stream. The <num> must be a non-negative
integer. The default value is 0 which disables smoothing.


--ignoreOld Ignore old notifications. This parameter is used by the subscriber front end. Notifications for
events that were active before this adapter connected are not fed to the input stream.


Rule set
The rule set parameter is used to specify the ASL parse rules that are applied to the input data. The
name of the file that contains the ASL parse rules is added at the end of the sm_adapter command. For
example:


sm_adapter [<options>] myRules.asl


sm_adapter rule set options
The sm_adapter rule set options are listed in sm_adapter rule set options.


Table 7‑5.  sm_adapter rule set options


Option Description


--D<var>=<value> Override the default value for a rule set variable.


--verify Validate rules only.


Back end
The back end of an adapter represents a Domain Manager. Object manipulations (for example, setting an
attribute) within an ASL rule set are translated into VMware Smart Assurance Remote API requests. The
Domain Manager to which the API transmits the request is determined by the back end. Two back ends
are available:


n Remote Domain Manager —Specifies a remote Domain Manager.


n Restart-enabled Domain Manager — Specifies a remote Domain Manager, but the adapter handles
automatic reconnects if the connection to the Domain Manager is broken.


The --server option to the sm_adapter command creates a remote Domain Manager back end.


% sm_adapter --server=myServer rules.asl


The restart-enabled Domain Manager back end is a specialization of the remote Domain Manager
that adds automatic reconnect capabilities. When using a normal remote Domain Manager back end,
the adapter terminates if one of the following occurs:


n Domain Manager is unavailable when the adapter starts.
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n Domain Manager disconnects while the adapater is running.


The restart-enabled Domain Manager should be used in cases where you want the adapter to remain
active when the Domain Manager is unavailable. The back end of a restart-enabled Domain Manager
periodically attempts to reconnect to the Domain Manager. Once it succeeds, the connection is
restored and the adapter continues to function.


The restart-enabled back end is most useful in conjunction with the subscriber front end. The section 
Subscriber front end with a restartable Domain Manager provides additional information about using
the restart-enabled Domain Manager with the subscriber front end.


Behavior of the restart-enabled Domain Manager
The restart-enabled Domain Manager provides a way to create an adapter that is robust in the face of
communication problems with the Domain Manager.


Normally, errors encountered during the transmission of an operation to the Domain Manager result in an
exception to the rule set. This exception normally terminates the adapter. With a restart-enabled
Domain Manager, however, the exception is treated as a non-fatal error and it does not automatically
terminate the parser. Once the Domain Manager connection is re-established, operations no longer result
in exceptions but begin working properly again.


Using the restart-enabled Domain Manager from the command line
You can use the --rserver option of the sm_adapter command to create a restart-enabled
Domain Manager back end.


$ sm_adapter --rserver=<Domain Manager_name> rules.asl


Back end options
sm_adapter back end options describes the available back end options.


Table 7‑6.  sm_adapter back end options


Option Description


--server=self Connect driver to local repository, the default.


--server=null Do not connect to any server. Useful for debugging offline in combination with --
traceServer.


--server=<name> Connect driver to remote server. Also -s <name>.


--rserver=<name> Auto-reconnect driver to remote server. Also -S <name>.


--description=<desc> Description of this adapter, sent to remote server.


--mcast=<name> Connect driver to a local subscription server.


Tracing operations
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Rule set
When the adapter starts, rules contained in the rule set file are read in and compiled into an internal form.
The compilation enables the adapter to parse the input data efficiently. If the trace attribute of the rule set
object is set to TRUE, the adapter dumps a trace of the compiled rules after it has converted them to the
internal form. This option is used for debugging purposes only.


Specify the --traceRules option with the sm_adapter command to set the trace attribute of the rule set
object to TRUE.


Back end
All back ends of an adapter can trace all API operations transmitted to the Domain Manager. This is a
very useful option for debugging a rule set. If you are using the sm_adapter command, specify the --
traceServer option to enable back end tracing. The trace output includes the following:


n Timestamp


n Name of the Domain Manager


n Description of the operation sent to the Domain Manager


If the operation returns a value (for instance, if you are retrieving an object property), the retrieved
value is also printed.


For example, when the following ASL commands,


obj = object(“MyClass”,“MyObject”);


obj->attr = TRUE;


are executed in a rule set that is connected to a Domain Manager with the name, ServerName, the
commands result in the following trace output:


2-Feb-2009 14:26:11 ServerName: put(MyClass,MyObject,attr,TRUE)


Trace options
Trace options describes the available trace options.


Table 7‑7.  Trace options


Option Description


--traceRules Trace rule compilation.


--traceServer Trace interactions with the back end server.


--traceParse Trace rule matching.


--trace Enable all tracing. Also -d.
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Stopping adapters
Adapters that do not stop on their own can be stopped by using SIGTERM for UNIX systems.


You can create ASL scripts that include a stop() or quit() function. stop() function and quit() function
provide additional information for the stop() and quit() functions, respectively.
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ASL Reference 8
This chapter includes the following topics:


n Syntax


n Reserved words


Syntax
ASL syntax lists available ASL syntax.


Table 8‑1.  ASL syntax


Syntax Description


!= Indicates not equal to.


+ Indicates an addition operator.


- Indicates a subtraction operator.


* Indicates a multiplication operator.


/ Indicates a division operator.


% Indicates a modulus operator. Calculates by using integer
or floating-point numbers.


&& Indicates a logical AND.


. (Period) pattern matching. Indicates that the next pattern
must be matched immediately.


. (Period)action block. Concatenates two strings.


.. (Double period) Used to indicate an undefined string of
characters up to the next pattern match.


|| Indicates a logical OR.


+= Adds an object to a relationship.


? Pattern matching. Matches one or zero times.


? Action block. Exception handling operator.


< Indicates less than.


<= Indicates less than or equal to.


-= Removes an object from relationship.
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Table 8‑1.  ASL syntax (Continued)


Syntax Description


== Indicates equal to.


> Indicates greater than.


-> Used to reference properties of an object.


->* Used to reference properties of an object by using a
variable for the property name.


>= Indicates greater than or equal to.


any(<string>) Represents any character in its argument string.


boolean(<value>) Converts the argument to a TRUE or FALSE. All nonzero
numbers are TRUE. Any other type is converted to an
uppercase string and compared to TRUE or FALSE. If it
does not match either, it returns an error.


break Used to break out of a loop.


case = [exact]|[ignore] A variable that determines whether string matches are
case-sensitive (default is exact) or not.


char Represents a character, not an eol or fs.


consistencyUpdate() Causes the Domain Manager to recompute the correlation
rules.


continue Used to move to start of loop and start with the next
element.


correlate() Causes the Domain Manager to correlate events.


create(<classname>,<objectname>) Creates an object.


create(<objhandle>) Creates an object handle which represents an instance.


default Defines the value to use for a variable if the variable is not
assigned a value.


defined(<variable>) Determines whether a variable is defined.


delete() Deletes an object on the Domain Manager.


delim Defines delimiters.


do Marks the beginning of an action block.


else {<statements>} Alternative actions when an if statement fails.


eol Represents the end of a line of data.


exact Used in conjunction with “case” to make all string matches
case-sensitive.


FAIL Keyword for exception handling. Causes a rule to fail when
an exception occurs.


FALSE A Boolean false.


feError() Returns a Boolean value. TRUE if the front end has
reported a failure to read data.
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Table 8‑1.  ASL syntax (Continued)


Syntax Description


feErrorMsg() If the feError() function is true, the feErrorMsg() function
returns a string that describes the error.


feErrorReset() Resets the error state so that there is no error.


filter Marks the beginning of a filter block.


float Represents a floating number, including an optional minus
sign.


foreach <variable> (<list_or_table>) {<statements>} Iterates over the values of a list or the index of a table.
Variable is assigned successive values of the list of table.


fs Represents a field-separator.


getCauses(<classname>,<objectname>,
<eventname>[,<oneHop>])


Returns a list of problems that can cause that event. Each
element of the list is a list that contains classname,
objectname, and eventname of the root cause that causes
that event.


getChildren(<classname>[,recursive]) Retrieves the list of classes derived from the specified
class.


The recursive parameter is optional.
n If omitted or false, only the immediate child classes are


retrieved.
n If true, all children, including those of derived classes


are retrieved.


getClosure(<classname>,<objectname>,<eventname>[,<oneHop>
])


Given a root cause or aggregation (compound), returns a
list of symptoms for that root cause. Returned list is similar
to the getCauses() function.


getEventClassName(<classname>, <eventname>) Returns a string with the name of the ancestor class
associated with a class and an event.


getEventDescription(<classname>, <eventname> ) Returns a description for an event. The description string is
defined in MODEL.


getEventType(<classname>, <eventname>) Returns a string that indicates the type of the event
(PROBLEM, EVENT, AGGREGATE).


getExplainedBy(<classname>,
<instancename>,<eventname>[,<oneHop>])


Returns those problems which the MODEL developer has
listed as explaining this problem.


getExplains(<classname>,
<objectname>,<eventname>[,<oneHop>])


Given a root cause, returns the alternate closure as defined
in MODEL.


getInstances(<classname>) Returns a list of strings (not object handles) that are the
names of the instances of that class.


getRuleFileName([<fullname>]) Returns the filename of the currently executing rule file.


getServerName() Returns the name of the Domain Manager.


getExternalString(<table>, <key>, <locale>) Extracts a string given a table name, key, and locale, and
renders the string given a list of substitutions (up to six).


glob(<pattern>,<string>) Enables glob style pattern matching. Standard glob syntax.
Returns a Boolean.


VMware Smart Assurance ASL Reference Guide


VMware, Inc.  123







Table 8‑1.  ASL syntax (Continued)


Syntax Description


global Defines the scope of a variable as global. If more than one
adapter for a repository, global values can be shared.


hex Represents a hexidecimal number. There is no minus sign.


hexToString(<hexadecimal>) Converts a hexidecimal number (the argument) to a string.


if (<conditional expression>) {<statements>} Represents a conditional statement.


ignore Used in conjunction with “case” to make all string matches
NOT case-sensitive.


IGNORE Exception handling, ignores exception and continue.


input=string Defines the input for parsing.


integer Represents an integer, including an optional minus sign.


is(<objecthandle>-><Relate>,<object2handle>) Tests whether an object is a member of a relationship.


isNull() Tests whether an object handle points a valid object. If
TRUE, object does not exist.


len(<number>) Moves the current starting position of an input string a
number of characters.


list(<listitem1>,<listitem2>,<listitem3>, etc.) Creates a list variable. Can either be used with arguments
or without.


local Variable scoping keyword.


LOG Keyword for exception handling. Writes to the system log
when an exception occurs.


LOG(<loglevel>) Keyword for exception handling. Writes to the system log
when an exception occurs and allows the classification of
the exception’s severity.


NEXT Keyword for exception handling. Skips remaining actions in
do block and goes to next rule.


NO_LOCK Argument passed to the transaction() function.


not(<pattern>) Does not match if pattern matches. Matches if the pattern
does not.


notany(<string>) Matches any character not included its argument <string>.


numeric() Attempts to convert the argument to a number. If it is a
Boolean, it returns 1 if TRUE and 0 is FALSE. If it is a
string, it tries to interpret it as a number. If it cannot, an error
occurs.


object([<classname>,]<objectname>) Converts a name to an object handle.


object(<objhandle>) Returns an object handle.


peek(<pattern>) Prescan input for a pattern and match or fail it. The search
position does not change by using peek.


print(<string>) Prints the argument string to the screen.
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Table 8‑1.  ASL syntax (Continued)


Syntax Description


quit() Shuts down the VMware Smart Assurance process the
adapter is talking to. This can be the adapter or a
Domain Manager.


Tells the back end to shut down.If you launch sm_adapter
and do not specify a back end, the adapter becomes its
own back end. In such cases, quit() does the same thing as
self->quit().


READ_LOCK Argument passed to the transaction() function.


rep(<pattern>[,<Number>]) Repeat pattern or rule a defined number of times or until it
fails.


return <string> Returns a value from a do block.


self Same as self->


self-> Directs functions that interact with the repository to use the
adapters repository and not the Domain Manager's. Used in
conjunction with adding objects to the adapter's repository.


setLocale(<locale>) The <locale> is the RFC-1766/3066 compliant specification
for language and country. The return value is a string
representation of the previous setting of the locale, or a
default value if setLocale() has not yet been called.


sizeOf(<string>) Counts the number of characters in a string.


sizeof(<string>) Counts the number of characters in a string.


sleep(<number>) Causes the adapter to sleep for a certain number of
seconds.


STOP Exception handling. Stops the ASL script.


stop() Stops the current thread. If you call stop() in an ASL thread,
and that thread is in a process that has other threads, the
effect is to simply kill that thread. But if that thread is the
only thread, which is the typical case when using
sm_adapter, stopping that thread effectively kills the
adapter (because the adapter shuts down when there are
no more active threads).


string(<value>) Converts the argument to a string.


substring(<string>,<start_pos>,<num_chars_to_remove>) Returns a new string that is a piece of the string passed to
it.


tab(<integer>) Moves the starting position in an input string to the position
passed to the function. This cannot be used to go
backwards. If no argument is specified, this function returns
the starting position for pattern matching in an input string.


table() Creates a table variable.


thread() Returns the thread ID of the thread that is running the
adapter.


time() Returns the system time.
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Table 8‑1.  ASL syntax (Continued)


Syntax Description


toLower(<string>) Converts string to lowercase letters.


toUpper(<string>) Converts string to uppercase letters.


trace(<string>,BOOLEAN) Makes tracing available from with ASL


transaction([<WRITE_LOCK|READ_LOCK|NO_LOCK>] ) Starts a repository transaction. Allows updates to a
Domain Manager to be entered and then committed all at
once. Needs to be committed before changes in the
Domain Manager are accepted. Use the abort() function
instead of the commit() function to remove changes. If a
START rule begins before things are committed, they are
automatically aborted. NO_LOCK is the default.


TRUE Boolean true.


undef() Undefines a variable. Appears as if the variable was never
assigned.


while Conditional statement causes loop while condition is true.


word Represents a series of characters ending with, but not
including, a delimiter.


WRITE_LOCK Argument passed to the transaction() function.


Reserved words
ASL reserved words lists the ASL words that are reserved and should not be used as identifiers or
variables. The reserved words are case-sensitive. Parentheses () indicate functions. Not all of the
reserved words are currently used.


any() float ignore sizeOf()


boolean() foreach IGNORE sizeof()


break formatString() input rep()


case fs integer repository


char getCauses() is() sleep()


clear() getChildren() isNull() STOP


consistencyUpdate() getClassDescription() len() stop()


continue getClosure() list() string()


correlate() getEventClassName() local substring()


create() getEventDescription() LOG tab()


default getEventType() NEXT table()


defined() getExplainedBy() NO_LOCK thread()


delete() getExplains() not() time()


delim getExternalString() notany() toLower()
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do getInstances() notify() toUpper()


else getOpDescription() numeric() trace()


eol getPropDescription() object() transaction()


exact getRuleFileName() peek()


FAIL getServerName() print() TRUE


FALSE glob() quit() undef()


feError() global READ_LOCK while


feErrorMsg() hex return() word


feErrorReset() hexToString() self WRITE_LOCK


filter if setLocale()
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dmctl Reference 9
This chapter includes the following topics:


n Description


n dmctl syntax


Description
The Domain Manager Control Program or dmctl is a command line tool for interacting with a
Domain Manager. “dmctl syntax” on page 153 provides additional information. The dmctl can be used to
query, modify, or receive notifications from a Domain Manager.


The tool can do any of the following:


n Execute commands typed at the command line


n Execute commands read from a batch file


n Interactively read commands typed in


If no batch file or command is specified, dmctl enters an interactive mode in which it prints a prompt
and accepts typed user commands. If a batch file is specified, dmctl executes the commands in the
batch file. Single commands can also be specified.


Command names can be abbreviated, usually to the shortest unique prefix. There are exceptions to
allow a common command to be typed easily when an uncommon one conflicts with it, and
conversely, to prevent the accidental typing of some commands. For example, getE is getEvents. The
minimum abbreviation for getEventDescription is getEventD. The quit and exit commands cannot be
abbreviated, and shutdown must appear as at least shut. Uppercase letters in command names are
shown for clarity only. They can be typed in lowercase, with the same meaning.


In non-interactive mode, dmctl also accepts commands that subscribe to notifications from the
Domain Manager. In that case, dmctl does not return, but continuously waits for notifications and
prints them to standard out (stdout).


n In a command-line mode, the Domain Manager to interact with must be specified with the --
server=<name> or -s <name> option.


n In batch or interactive mode, the Domain Manager to interact with can be specified later with the
attach command.
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ASL and dmctl
Issuing dmctl instructions is a good method to use to find out about the classes, attributes, events,
relationships, and methods available in a Domain Manager. When you debug ASL scripts, dmctl is an
effective tool to monitor the state of a Domain Manager.


Setting the locale
Locale is the RFC-1766/3066 compliant specification for language and country. For example, “fr_FR”
refers to French as spoken in France.


The setLocale command can be used in dmctl to set the locale of a session, as described in Setting the
locale. The types of text that the locale affects is the same as those described for an ASL script. The
section Locale effects on message rendering provides additional information.


dmctl syntax
The basic syntax is:


dmctl [options...] [<command>]


When given a command or batch file to run, dmctl executes the commands and exits.


The options include those listed in dmctl options:


Table 9‑1.  dmctl options


Option Description


--server=<name> Name of Domain Manager. This argument is used to identify the Domain Manager
to connect to. If it is not specified, it can be set later, in interactive mode, by using
the attach command. If it is in a host:port/name format, the specified host:port is
used to locate Domain Manager name. Otherwise, if it is in a simple name format,
name is located by the Broker.


Also -s <name>.


--broker=<location> Alternate Broker <host>:<port> location. If it is not specified, the Broker is located
by the standard search order, as follows:


If the SM_BROKER environment variable is defined, use its value. Otherwise, use
the default smarts-broker:426 location.


Either <host> or :<port> portions may be omitted, in which case the defaults
smarts-broker and :426 are used, respectively.


Also -b <location>.


--file=<file> Input batch file. Given this option, dmctl executes the commands in the file and
exits.


Also -f <file>.
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Table 9‑1.  dmctl options (Continued)


Option Description


--timeout[=<seconds>] Set a timeout on the remote execution of each command. A value of 0 specifies no
limit. The default is 0 (no limit) in interactive mode, 60 (1 minute) in non-interactive
mode. If --timeout is specified without an argument, a value of 60 seconds is used.
If a remote command takes too long, an error message is printed and dmctl
immediately exits with the status ETIME.


--traceServer Trace actions performed in the Domain Manager.


--commands List dmctl commands and exit.


Also -c.


--help Print help and exit.


--version Print program version and exit.


At any given time, dmctl can be attached to (at most) one Domain Manager. The dmctl forwards all
accepted commands to the attached Domain Manager, receives a response, and prints it to stdout. It is
important to remember that the commands are invoked in the server process. The commands include
those in dmctl commands :


Table 9‑2.  dmctl commands


Command Description


attach domain Attaches to the specified
Domain Manager. Once a
Domain Manager is attached, other
commands can be invoked.


clear <class> :: <instance> :: <event> Forces a clear of the specified event.


create <class>::<instance> Creates a new instance in the
repository.


consistencyUpdate Recomputes the codebook.


correlate Correlates now.


delete <class>::<instance> Deletes an instance from the
repository.


detach Detaches from the Domain Manager.
Another Domain Manager can now be
attached with the attach command.


execute <program> [<arg1> ...] Executes a program. Program should
be the base name of the program file,
without the suffix or directory. For
example, use “name” to load the
program name.po.


exit Exits dmctl.


findInstances <class-pattern>::<instance-pattern> Lists instances that match given class
and instance patterns.
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Table 9‑2.  dmctl commands (Continued)


Command Description


get <class>::<instance>[::<property>] Lists all properties values or a given
property value for a particular class
instance.


getClasses Lists all classes in the repository.


getEvents <class> Lists all exported events defined in
given class.


getEventDescription <class>::<event> Prints description of given event.


getInstances [<class>] Lists all instances in the repository, or
all instances of the given class.


getModels Lists all models loaded to the
Domain Manager.


getOperations <class> Lists all operations defined in given
class.


getPrograms Lists all programs loaded to the
Domain Manager.


getProperties <class> Lists all properties defined in given
class.


getThreads Lists all threads that are running in the
Domain Manager.


insert <class>::<instance>::<property> <value> Inserts a value into a table or
relationship.


invoke <class>::<instance> <op> [<arg1> ...] Invokes an operation of given instance.


loadModel <model> Loads a new MODEL library. The
<model> should be the base name of
the library. Do not specify a prefix or
suffix with the name.


Once a MODEL library is loaded, a
prefix or suffix is added to the name.
For example, libname.so (Solaris),
libname.sl (HP-UX), or name.dll.


After a MODEL library is loaded, the
repository can be populated with
instances of classes defined in that
library.


loadProgram <program> Loads a new program.The <program>
should be the base name of the
program file. Do not specify a prefix or
suffix with the name.


Once a program is loaded, a prefix or
suffix is added to the name. For
example, name.po.


After a program is loaded, it can be
executed with the execute command.


notify <class> :: <instance> :: <event> Forces notification of a given event.
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Table 9‑2.  dmctl commands (Continued)


Command Description


ping Verifies that the Domain Manager is
still alive.


put <class>::<instance>::<property> <value1> [<value2> ...] Sets value of given property.


quit Quits dmctl.


remove <class>::<instance>::<property> <value> Removes a value from a table or
relationship.


restore <file> Restores the repository from a file. The
<file> should not contain a directory
portion; it is read from
BASEDIR/smarts/repos/.


shutdown Shuts down the Domain Manager.


save <file> [<class>] Saves the repository to a file. The
<file> should not contain a directory
portion. It is saved to
BASEDIR/smarts/repos/. If <class> is
specified, then save only the sub-tree
rooted at class.


setLocale <locale> Allows you to set the locale before a
Domain Manager attach operation, and
to change the locale while the session
is open. The setLocale command will
print the value of the previous setting
on completion of the API call.


The default locale is set for a dmctl
session as follows:


1 The value of the SM_LOCALE
environment variable.


2 If SM_LOCALE is not set equal to
a value, then the default locale is
set equal to en_US.


status Displays the connection status.


subscribe <class-regexp>::<instance-regexp>::<event-regexp> ... Subscribes to problems and events
that match the given patterns. The
dmctl sends the subscription requests,
and then loops indefinitely, printing the
received notifications. The program
exits only when the Domain Manager
is shut down, or when interrupted.
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Table 9‑2.  dmctl commands (Continued)


Command Description


subscribeEvents <class-regexp>::<instance-regexp>::<event-regexp> ... Subscribes to events that match the
given patterns. The dmctl sends the
subscription requests, and then loops
indefinitely, printing the received
notifications. The program exits only
when the Domain Manager is shut
down, or when interrupted.


subscribeProblems < class-regexp>::<instance-regexp>::<event-regexp> ... Subscribes to problems that match the
given patterns. The dmctl sends the
subscription requests, and then loops
indefinitely, printing the received
notifications. The program exits only
when the Domain Manager is shut
down, or when interrupted.
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Card-Port MODEL Code 10
Card-Port MODEL example


The following example provides the Card-Port MODEL as described in Correlation model used for
example scripts.


/* card.mdl -


*


* Copyright (c) 2019, VMware Inc.


* All Rights Reserved


*


* A simple model file for use as an example of writing and


* building a small model.


*


*/


// Include the "resource" class from the netmate heirarchy.


#include "nm/nm.mdl"


// Since we include nm.mdl for purposes of derivation, we must


// have the generated .h file include nm.h


#pragma include_h "nm/nm.h"


///////////////////////////////////////////////////////////////


//


// This is a very simple card.


//


///////////////////////////////////////////////////////////////


// The class Card
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interface Card : MR_ManagedObject {


// Attributes maintained for the class Card


attribute string CardDesc


"A brief description of the card";


// Relationship between the class Card and


// the class Port


relationshipset ComposedOf, Port, PartOf


"The ports in this card";


// The notifications for the class Card


export


Down, // Problems


Impaired; // Compound Notification


problem Down


"The card is down, causing all its ports to be "


"operationally down"


= OperationallyDown;


propagate symptom OperationallyDown


"Symptom observed on the ports in this card"


= Port, ComposedOf, OperationallyDown;


// Compound notification


aggregate Impaired


"The card or a port on this card is Down"


= Down,


PortDown;
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propagate aggregate PortDown


"The Down problem on ports in this card"


= Port, ComposedOf, Down;


}


// The class Port


interface Port : MR_ManagedObject {
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// Attributes maintained for the class Port


enum operStatus_e {


TESTING = 0,


UP = 1,


DOWN = 2


};


attribute operStatus_e operStatus


"The operational status of the port"


= TESTING;


// relationship between the class Port and


// the class Card


relationship PartOf, Card, ComposedOf


"The card this port is part of";


// The notifications for the class Port


export


OperationallyDown, // Symptom


Down; // Problem


event OperationallyDown


"This port is not operational"


= operStatus == DOWN;


// Problem


problem Down


"The port is down"


= OperationallyDown;


}
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