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Introduction

Overview
As a network administrator, you should configure the EMC® Smarts® Foundation software 
to meet the needs of your operations. To accomplish this, you may need to perform one or 
more tasks as described in this chapter.


EMC Smarts installation directory
In this document, the term BASEDIR represents the location where EMC Smarts software is 
installed.


◆ For Windows, this location is C:\InCharge\<product>.


◆ For UNIX, this location is /opt/InCharge/<product>.


Optionally, you can specify the root of BASEDIR to be something other than:


◆ Windows: C:\InCharge


◆ UNIX: /opt/InCharge


However, you cannot change the <product> location under the root directory.


This guide provides more information about the directory structure.


Where to get help
EMC support, product, and licensing information can be obtained as follows:


Product information — For documentation, release notes, software updates, or 
information about EMC products, go to EMC Online Support at:


https://support.emc.com


Technical support — Go to EMC Online Support and click Service Center. You will see 
several options for contacting EMC Technical Support. Note that to open a service request, 
you must have a valid support agreement. Contact your EMC sales representative for 
details about obtaining a valid support agreement or with questions about your account.


Setting the locale
A locale is a combination of language and country identifiers, and the specification of the 
locale is important for the purpose of externalized textual data. Clients and Domain 
Managers can be running in different locales but it is important that textual data 
transferred to a client as part of error handling by the Domain Manager appear in the 
language and country of the client. Chapter 2, “Locale,” describes how to specify the 
locales.


Locating and modifying files
Some files can be modified to meet the needs of your network environment. Chapter 3, 
“Locating and Modifying Files,” describes the directory structure of the EMC Smarts 
software. The chapter also discusses the files that can be modified and how to locate the 
files and provides procedures for modifying those files. Additionally, the chapter 
describes the files created by EMC Smarts Foundation software (for example, logs, 
repositories, and saved consoles), and details how to control their location.

10 EMC Smarts Foundation System Administration Guide
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Licensing the software
EMC Smarts software requires a license file to function. To evaluate the software, you can 
obtain a time-limited evaluation license that provides access to specified features. After 
you purchase the software, you will need to set up a permanent license file. Chapter 4, 
“License Administration,” provides procedures for obtaining both evaluation and 
permanent license files for your software. Topics include:


◆ Setting up the license file
◆ Starting the FlexNet Publisher license server
◆ Pointing the software to the license server 
◆ Licensing additional programs and adding licenses


Controlling the startup of EMC Smarts programs
EMC Smarts programs can either be installed as services or as manual processes. 
Chapter 5, “Controlling Startup,” provides procedures that use the sm_service utility to:


◆ Install programs as services


◆ Start and stop services 


◆ Start and stop processes


◆ Modify the runtime parameters of services


Securing access to software
Security is a critical concern in the world of large-scale distributed networks. Therefore, 
EMC Smarts security provides a means by which network administrators can set up 
security to control access to the software. Chapter 6, “Securing Access to the Software,” 
describes how security works, as well as the authentication processes used by the 
software. It then provides procedures for setting up security and controlling access to 
EMC Smarts programs. The chapter also discusses how to set up encrypted connections 
between EMC Smarts clients and servers.


Operation of the Broker
Client programs, such as a console or an adapter, use the Broker to determine where 
Managers are running. When a Manager starts, it registers the hostname of the machine it 
is running on, as well as the TCP port it is listening to, with the Broker. Thereafter, clients 
retrieve this information from the Broker so that they can communicate with the Manager. 
Chapter 7, “Operation of the Broker,” describes the functions of the Broker, provides 
procedures for viewing the Broker’s registry, and explains how to change the Broker’s 
environment variables.
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Managing log files
Log files grow indefinitely, though slowly, under normal conditions, and need to be 
managed. In addition, EMC Smarts software can maintain up to 999 backup log files of 
each log. For example, if you are generating two log files, MYDM_en_US_UTF-8.log and 
MYDM_fr_UTF-8.log file, you can maintain up to 999 backup log files for the 
MYDM_en_US_UTF-8.log and 999 backup log files for the MYDM_fr_UTF-8.log.


You can configure the number of log files retained by the software. Chapter 9, “Managing 
Log Files,” discusses the management of log files, and describes how to “roll over” the 
files.
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What is a locale
A locale is a set of parameters that defines:


1. Language


2. Country (or region)


3. Other specific cultural elements that vary


For the purpose of externalized textual data, the language and country data of the locale 
specification are important.


Languages are specified in two lowercase ASCII letters. Some examples are en for English 
and fr for French.


Country identifiers are specified as two or three uppercase ASCII letters. Some examples 
are: US, CA, FR, and JP, for United States, Canada, France, and Japan, respectively. 


“Standards” on page 16 provides more information on language codes and country 
identifiers.


A locale is a combination of the language and country identifiers into one string, 
connected by the underscore (_) character. For example, the locale for English (en) as 
spoken in the United States (US) is defined as en_US.


Client and Domain Manager use different locales


Client programs may be running in a locale that is not the same as the locale of the 
Domain Manager. For example, a Domain Manager may be running in a process where the 
locale is specified as “French as used in France.” Different end-users of an application 
may be concurrently connected, and use different locales, for example “German as 
spoken in Germany,” and “Spanish as spoken in Spain,” or “German as spoken in 
Austria.”


It is important that textual data transferred to the client as part of error handling by the 
Domain Manager appear in the language and country of the client. A German client will 
see German exception messages, even if the client application is connected to a Domain 
Manager whose preferred language (for logging) is French.


The server will respect the locale of the client when rendering several types of textual 
output. Applications may also use classes and methods in the clsapi subsystem to enable 
locale-aware operations, where appropriate.
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Locale types
Each process’ locale is determined by the SM_LOCALE environment variable, as seen by 
that process. When a client process attaches to a server process, they negotiate on the 
locale for that session. The SM_LOCALE environment variable is discussed in 
“SM_LOCALE” on page 161.


Process locale


You can specify the locale of any program, such as a client, Broker, server, utility by using 
the SM_LOCALE environment variable.   For all such programs, the initialization logic 
validates the specified value, and ensures that all internationalization features can use it 
predictably.


The locale can also be specified for Java applications. Use the Java property 
com.emc.cmp.dmt.locale on the startup of the Java Virtual Machine or on the command 
line of any program that supports the -java command operand.


Client locale


The locale of a client program may be different from the locale of the Domain Manager. 
There are two different types of client locales:


◆ Client process locale


◆ Client session locale


The client process locale and the client session locale do not need to be the same.


Client process locale
The client process locale is the locale that is set by the SM_LOCALE variable in the 
environment of the client program, such as dmctl, brcontrol, and others. The client 
process locale is used by default when rendering messages generated in the client 
process.


Client session locale
The client session locale is the locale that is sent to a Broker or Domain Manager in two 
possibly ways:


◆ The client process locale is by default sent to the Domain Manager, and identifies the 
initial session locale.


◆ The client session locale can be changed by calling the setLocale() or 
setRemoteLocale() method. Calling one of these methods causes a protocol verb 
to be executed at the server, which causes the server to remember the client session 
locale.


The client program may use the setLocale() client API calls to indicate to the Domain 
Manager a select locale. Setting the locale that the Domain Manager remembers for the 
client does not change the configured setting of the client process locale.
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Domain Manager process locale


The Domain Manager process locale is the one set by the SM_LOCALE variable in the 
environment of the Domain Manager. The Domain Manager locale primarily influences 
logging output, and does not impact the processing of locale for client processes or the 
client sessions. Conversely, the client locale, configured or set by API call, does not 
influence the locale handling for the Domain Manager output.


Support locale


The process locale specified by SM_LOCALE and the Java property specifies the language 
for output that the user sees. However, EMC engineering and support teams must be able 
to interpret log data and other output in English. Programs, primarily server processes, will 
always generate diagnostic information in the support locale, which is en_US. The main 
impact of the difference between the process locale and the support locale applies to the 
software logging system.   See “Overview of message logging” on page 134 for more 
details. 


Standards
Several internationalization standards apply directly to the software. 


Unicode


Unicode is the universal standard of encoding for written characters and text, covering all 
known world languages. UTF-8 (8-bit form) is used by the software applications.


ISO 639 language codes


Languages are specified in two lowercase ASCII letters. Some examples of standard codes 
for language are: en, fr, and ja for English, French, and Japanese respectively.


ISO 3166 country codes


This standard defines the universally recognized codes for county (or region). There are 
two alphabetic standards for country codes: 


◆ ISO-3166-1 Alpha-2 describes the two-letter codes.


◆ ISO-3166-1 Alpha-3 describes the three-letter codes.


Country identifiers are specified as two or three uppercase ASCII letters. For example, US 
for United States and JP for Japan.


Language and country identifiers are combined into one string, connected by the 
underscore character. For example, en_US for English as used in the US, and ja_JP for 
Japanese as used in Japan.
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Locating and Modifying Files

Directories
Table 1 on page 18 lists software directories and a brief description of their contents. 


In addition to the common subdirectories, the EMC Smarts Service Assurance Manager 
(/SAM) includes two additional subdirectories: /actions (client and server) and /consoles.


Table 1  Directories


Directory Contents


/bin Executables for starting and interacting with Domain Managers as well as 
utilities.


/classes Software jar files and third-party jar files upon which EMC Smarts programs 
depend.


/conf Domain Manager configuration files.


/doc User and reference guides.


/examples Sample files for C, C++, and Java APIs as well as examples of MODEL 
applications and JIIM.


/include The .h and .mdl files for components of the software programs.


/integration Sample probe for the integration accessor.


/l10n The l10n directory name is a lowercase L, followed by the number 10 and 
then a lowercase n.
Contains Resource Packages (which hold externalized and localized data, 
such as error strings).


/lib Shared libraries. 


/local Top-level directory where local copies of configuration, rules, and script files 
are created and stored.
The default location where files such as repository and log files are written. 
The /local/l10n directory contains new Resource Packages introduced by 
update kits, patches, language packs, and so on.


/perl Files used for the Perl API.


/rules ASL rule sets. 


/script Utility scripts such as the license server installation scripts.


/symbols Symbols for debugging and gathering extended information about stack 
traces (Windows only).
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User-modifiable files
The EMC Smarts software installation includes system files, configuration files, ASL rule 
set files, scripts, templates, as well as third-party software files that the EMC Smarts 
software uses.


Never alter system files, such as executables, shared libraries, MODEL files, and setup 
files. Do not alter third-party software system files provided with the Java Runtime 
Environment.


As part of the configuration process, you will need to make changes to some of the 
user-modifiable files. The following are examples of user-modifiable files:


◆ Configuration files, such as discovery.conf, clientConnect.conf, and 
serverConnect.conf (you are required to edit these)


◆ ASL rule sets, such as syslog_mgr.asl


◆ Sample actions, such as ics-ping and ics-telnet


◆ Template files used to import data, such as service.data.template and 
topology-group.data.template


Original versions of configuration files, ASL rule sets, scripts, and template files are 
installed to the BASEDIR/smarts/conf, BASEDIR/smarts/rules, and 
BASEDIR/smarts/script directories. When you need to alter a file in one of these 
directories, make those changes to a local copy of the file. By default, local copies of 
user-modifiable files should reside in BASEDIR/smarts/local or one of its subdirectories. 
The software is designed to first search for user-modifiable files in BASEDIR/smarts/local 
or one of its subdirectories. If a modified version of a file is not found in the local area, the 
software then searches appropriate non-local directories.


To edit a file, invoke the sm_edit utility from the BASEDIR/smarts/bin directory. When 
used, sm_edit automatically opens a local copy of the specified file and saves the 
modified file to its appropriate location. “Modifying EMC Smarts files” on page 20 
provides further information about how to use the sm_edit utility.


You should:


◆ Only modify local copies of user-modifiable files.


◆ Always retain the original, unedited, version of these files.


Table 2 on page 19 identifies the default subdirectories that include user-modifiable files 
found under BASEDIR/smarts/local. The subdirectories vary by product. 


Table 2  Subdirectories for user-modifiable files


Installation path Directory Description


BASEDIR/smarts/local /actions Tool scripts


/conf Configuration files


/data Import files 


/rules ASL rules files 
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The BASEDIR/smarts/local directory has been reserved for directories with local copies of 
user-modifiable files as well as writable files such as logs and repository files. It typically 
contains directories listed in Table 2 on page 19. During installation, the software may 
create empty subdirectories under the BASEDIR/smarts/local directory. These directories 
are reserved for use for future service packs and Rolling Patches. The exception is the 
BASEDIR/smarts/local/bin directory that contains files necessary for the successful 
installation of the software on Windows 2003 (Enterprise Edition) operating systems.


In addition, the BASEDIR/smarts/local/conf directory contains the runcmd_env.sh file, 
which is created during installation. The runcmd_env.sh is a file for setting environment 
variables, including the default location for the Broker. You can edit this file to change the 
default location of the Broker or to define any EMC Smarts Foundation-wide environment 
variable. “Methods for setting environment variables” on page 147 provides information 
about setting environment variables.


The product-specific naming convention used for subdirectories under 
BASEDIR/smarts/local/conf and BASEDIR/smarts/local/rules (as well as their non-local 
counterparts) typically reflects the product or module within a product that uses the files.


You can alter the location for rules files, as described in “Controlling the location for rule 
set files” on page 23.


If EMC installs a site-specific patch at your location, then additional directories may be 
included under BASEDIR/smarts/local. Never alter files in any of these additional 
subdirectories.


Modifying EMC Smarts files


After you install the application, you may need to modify files as part of the configuration 
process. For example, if you want to secure access to the software, you need to change the 
password for the Admin account in the serverConnect.conf and clientConnect.conf files.


To modify files, use sm_edit utility that is installed with the software.


You must use the sm_edit utility that is included with the installation of a product to 
modify files applicable to that product. Do not, for example, edit IP Manager files with the 
sm_edit that is installed with the Service Assurance Manager.


When invoked, sm_edit opens the specified file in a text editor. This utility ensures that 
modified files are always saved to the appropriate local area and that non-local copies of 
all files remain unchanged. If an appropriate subdirectory does not exist for the file you 
are modifying, sm_edit creates the appropriate subdirectory before saving the modified 
file to that location. For files with header information set for encryption, sm_edit encrypts 
certain fields in the file. In addition, sm_edit preserves the file permissions of modified 
files, which helps ensure that important configuration files are not altered by 
unauthorized users.
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You can configure Windows to automatically invoke the sm_edit utility when you open a 
file through Windows Explorer, as described in “Associating files with sm_edit on 
Windows” on page 22.


To use sm_edit from the command line, specify the filename and include the subdirectory 
under /local where the file resides. For example, to edit the discovery.conf file, enter the 
following command by using administrative privileges:


BASEDIR/smarts/bin> sm_edit conf/discovery/discovery.conf


In this example, sm_edit searches in the BASEDIR/smarts/local/conf/discovery directory 
for the discovery.conf file. If it finds discovery.conf, it opens the file in a text editor. If 
sm_edit does not find discovery.conf in the BASEDIR/smarts/local/conf/discovery 
directory, it creates a local copy of discovery.conf and writes it to the 
BASEDIR/smarts/local/conf/discovery directory.


If the appropriate subdirectory does not exist in the local area for the file you are 
modifying, sm_edit creates that subdirectory and saves the modified file there. This 
ensures that the original version of the file remains unchanged.


Specifying the text editor used by the sm_edit utility
The sm_edit utility is not a text editor. Instead, it uses the text editor that is specified by 
one of the following means:


◆ SM_EDITOR environment variable, as described in “Environment variables for users” 
on page 149.


◆ VISUAL environment variable


◆ EDITOR environment variable


◆ If the SM_EDITOR, VISUAL or EDITOR environment variables are not defined, sm_edit 
uses the following:


• Edit program on UNIX


• WordPad program on Windows


You can also specify the editor that sm_edit should use by providing the --editor argument 
when invoking the utility.
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Associating files with sm_edit on Windows


On Windows systems, you can configure the system so that sm_edit is automatically 
invoked when an EMC Smarts file is opened through the Windows Explorer file browser. 
You do this by associating the appropriate file extensions with the sm_edit utility.


If you have more than one product installed on the same host, this association works 
correctly only with one product (the product from which the associated sm_edit is run). For 
the other products, you must run the sm_edit by using a command prompt in the product 
that contains the file to modify.You can associate the following file types with sm_edit:


◆ For configuration files, use .conf.


◆ For ASL rulesets, use .asl.


◆ For data import files, use .template.


It is possible that another software program uses one or more of these file extensions. If 
an association between these file types and another program already exists, and you 
change the association, you may affect the operation of that software. In addition, the 
sm_edit utility will not open a file outside of the BASEDIR/smarts hierarchy. Attempting to 
open such a file will cause an error.


Associating file types on Windows systems
To associate a file extension with the sm_edit utility, use the following procedure:


1. From Windows Explorer, locate a user-modifiable file within a product module or 
product. For example, the discovery.conf file located in the 
BASEDIR/smarts/conf/discovery directory of a given product.


2. Right-click the file and select Open With > Choose Program.


3. From the Open With dialog box, select Other.


4. Select the sm_edit utility in the BASEDIR/smarts/bin directory to add sm_edit to the 
program selection list.


5. Choose sm_edit from the Open With program list.


6. Select the checkbox beside “Always use this program to open these files.”


7. Click OK.


8. Repeat this procedure, except for steps 3 and 4, for each file type that you associate 
with the sm_edit utility.


To remove a file type association from the sm_edit utility, clear the checkbox beside 
“Always use this program to open these files.”
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Locating user-modifiable files
It is important to understand how the software locates user-modifiable files at runtime. In 
general, when looking for a user-modifiable file, the software first searches in 
BASEDIR/smarts/local or one of its subdirectories. If the file is not found, the software 
then proceeds to look for the file in directories that are not intended to contain modified 
files. For example, when the software searches for a configuration file, it first looks in 
BASEDIR/smarts/local/conf. If the file is not found, then the software proceeds to look in 
BASEDIR/smarts/conf.


BASEDIR/smarts can refer to different product directories. Therefore, the configuration file 
in this example could be a configuration file for any product such as the IP Manager or 
Service Assurance Manager.


Controlling the location for rule set files


To locate your ASL rule sets in an area other than the default location 
(BASEDIR/smarts/local/rules), set the SM_RULESET_PATH environment variable. When 
you set SM_RULESET_PATH, the software first searches for rule set files in that path 
location or in one of its subdirectories. If the file is not found, the software then proceeds 
to look in the default location for modifiable rule set files.


To set SM_RULESET_PATH, add it to the runcmd_env.sh file.


You normally only define the SM_RULESET_PATH environment variable if you are writing 
custom ASL rule sets to work with your software.


Appendix A, “Environment Variables,” provides further information about 
SM_RULESET_PATH.


Controlling location of the user modified files


In case you would like to run more than one domain manager out of a single installation 
direcotry you can use the SM_SITEMOD variable to specify a separate local directory 
structure for each domain.


This allows you to specify configuration files unique to each domain, yet still use the same 
core files that are not different between sites. 


The SM_SITEMOD variable provides a search list that InCharge uses to locate files. This list 
is used to find files users can, and in some cases must, modify to use InCharge at their 
site. Such files include configuration files, ASL rulesets, and scripts. The components of 
the list are separated by colons (:) on UNIX and semicolons (;) on Microsoft Windows. The 
default value of SM_SITEMOD is: BASEDIR/smarts/local:BASEDIR/smarts. You will need to 
change this value for each domain to first search BASEDIR/smarts/<domain_local >then 
BASEDIR/smarts/local and the BASEDIR/smarts. Follow these steps:


1. Create a diectory for each domain.


$mkdir /opt/InCharge/smarts/local_d1.
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2. Place a file that is unique for this domain under /opt/InCharge/smarts/local_d1.


$mkdir /opt/InCharge/smarts/local_d1/conf/trapd
$cp   /opt/InCharge/smarts/conf/trapd 
/opt/InCharge/smarts/local_d1/conf/trapd


3. Define SM_SITEMOD for the current shell or Unix of the Command prompt on 
Windows. 


For Unix,


export 
SM_SITEMOD=/opt/InCharge/IP/smarts/local_d1:/opt/InCharge/IP/smarts
/local:/opt/Incharge/IP/smarts


For Windows,


C:\set 
SMS_ITEMOD=C:\InCharge\IP\smarts\local_d1;C:\InCharge\IP\smarts\loc
al;C:\InCharge6\IP\smarts


4. Use sm_edit to modify the rest of the files that are specific to this domain.


5. Configure sm_service command such that every time the domain starts up, it loads 
files from the proper directory.


For Unix,


sm_service install --force --name=ic-am-pm-server-2 
--description="INCHARGE-AM-PM for Site 2" --startmode=runonce 
--env=SM_SITEMOD=/opt/InCharge/IP/smarts/local_d1:/opt/InCharge/IP/
smarts/local:/opt/Incharge/IP/smarts 
/opt/InCharge/IP/smarts/bin/sm_server --name=INCHARGE-AM-PM-2 
--config=icf --bootstrap=bootstrap-am-pm.conf --port=0 
--subscribe=default --ignore-restore-errors --output
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Writing output files
The BASEDIR/smarts/local directory is also the default location for files written by the 
EMC Smarts software. Writable files include logs, saved consoles, and repository files. If 
desired, you can alter the location for log files, as described in “Controlling where the 
software writes log files” on page 26. Table 3 on page 25 defines the default 
subdirectories found under BASEDIR/smarts/local that contain writable files.  


For Service Assurance Manager, the BASEDIR/smarts/local/logs directory includes a 
<manager_name>.audit file. This file contains audit entries that are added to all 
notifications in Service Assurance Manager. The entries, which are in time order, include 
the following information: date/time, notification name, source, user, and action.


The directory also includes a <manager_name>-statistics.log. This file contains entries for 
every invocation of the following operations:


dmctl -s <manager_name> invoke ICS_ActionManager::ICS-ActionManager 
dumpStatistics <filename>


dmctl -s <manager_name> invoke 
ICS_AutoActionManager::ICS-AutoActionManager dumpStatistics 
<filename>


The <filename> is optional; otherwise, it is <manager_name>-statistics.log.


The information in this file enables network personnel to monitor the execution of custom 
actions and the performance of administrator-defined escalations.


Controlling where the software writes output files


The software defines the location of writable files by using the SM_WRITEABLE 
environment variable. By default, SM_WRITEABLE is defined as BASEDIR/smarts/local.


This means the following:


◆ Saved consoles are written to BASEDIR/smarts/local/consoles.


◆ Log files are written to BASEDIR/smarts/local/logs.


◆ Repository files are written to BASEDIR/smarts/local/repos.


If you want all writable files to be written elsewhere, set the path by using the 
SM_WRITEABLE environment variable.


To set SM_WRITEABLE, add the variable to the runcmd_env.sh file.


Table 3  Default subdirectories for writable files


Installation path Directory Description


BASEDIR/smarts/local /consoles EMC Smarts consoles that have been saved.


/logs Manager and adapter log files that the software has 
written. Also where archived notifications are saved.
Note that installation and uninstallation logs are 
written to the BASEDIR/smarts/setup/logs directory.


/repos Repository files that the software has written. 
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Controlling where the software writes log files


If you want the software to write log files to an area other than the default location, set the 
path by using the SM_LOGFILES environment variable.


To set SM_LOGFILES, add the variable to the runcmd_env.sh.


SM_LOGFILES takes precedence over SM_WRITEABLE, as described in “SM_LOGFILES” on 
page 170.


sm_logerror


On Solaris and Linux systems, every ITOps process creates a child process, sm_logerror, at 
startup. This process has one purpose: to print a stack trace of its parent (by invoking the 
pstack program) should the parent request it (which usually happens only when the 
parent encounters a fatal error).


Every ITOps process also starts a child running an external authenticator, sm_authority (in 
the default configuration). This program either gets client credentials to send to a 
Manager, or checks credentials received by a Manager. Since the authenticator itself is a 
an ITOps program, it starts its own sm_logerror. Thus, if you follow the tree of processes 
under an sm_server, you might find:


sm_server
sm_logerror
sm_authority


sm_logerror


Both sm_logerror and sm_authority spend their time reading a pipe that connects them to 
the process that created them. However, this process is not necessarily their parent. When 
the Manager starts as a service:


◆ The Domain Manager runs as a daemon after starting sm_logerror and sm_authority.


◆ The original sm_server process is replaced by a different one.


◆ The child processes, sm_logerror and sm_authority, become orphans and are then 
inherited by the init process, which is always process 1.


The new sm_server process retains its connection to the pipes that connected the original 
to the sm_logerror and sm_authority processes, and the processes work as intended.


These processes must not be "killed". Killing sm_logerror will make it impossible to print a 
stack trace, and make debugging more difficult. Killing sm_authority will cause connection 
attempts to fail when credentials cannot be obtained or checked.
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Using the smgetinfo utility to create a support package
The sm_getinfo utility is used by customers to collect data for troubleshooting EMC Smarts 
Manager (server) problems. The utility backs up the current configuration for a server by 
creating a tar archive of all files and user customizations that are essential to 
troubleshooting the server. Customers then email the tar archive to EMC Customer 
Support for problem resolution.


sm_getinfo files


The sm_getinfo utility, which is supported on Solaris, Linux, and Windows, creates three 
types of files in the installation directory area from which it is invoked. The files are shown 
in Figure 1 on page 27 and described in Table 4 on page 27.


Figure 1  sm_getinfo file tree


BASEDIR


logs


local


smarts


logs


MANIFEST smgetinfo_filessmgetinfo<date>.tar.gz


smgetinfo-versions.log.<date>


Table 4  sm_getinfo-created files  (page 1 of 2)


Filename Description


Files in logs directory


sm_getinfo<date>.tar.gz
Example:
sm_getinfo26Mar2012-015952.tar.gz


A compressed tar archive in which the 
sm_getinfo utility stores a server ‘s log files, 
repository files, core files (Solaris, Linux) or 
dump files (Windows), user-modified files (using 
sm_edit), user-introduced files, and system 
environment information. The actual content of 
the tar archive depends on the user-specified 
options on the sm_getinfo invocation command 
line.
The name of the tar archive includes the date 
when the tar archive was created.


MANIFEST A text file that lists all of the files that the 
sm_getinfo utility includes in the tar archive.
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sm_getinfo command-line syntax


You run the sm_getinfo utility from the BASEDIR/smarts/bin directory. The options that 
you specify on the invocation command line determine which files are included in the 
sm_getinfo-created tar archive.


Here is the command line syntax for sm_getinfo:


sm_perl sm_getinfo.pl
| --server <server name> --pid <server process ID>
| --broker <location>
| --log [<number of latest logs>]
| --nolog
| --repos [--latest]
| --norps
| --core
| --all
| --version
| --help
| --smmonitor “<sm_monitor options>”
| --flush


where:


◆ <> Angle brackets are user-supplied parameter values (variables).


◆ [ ] Square brackets are optional entries.


◆ | Vertical bar symbols are alternate selections.


Files in logs/smgetinfo_files directory


smgetinfo-versions.log.<date>
Example:
smgetinfo-versions.log.26Mar2012-020004


Example of other files in smgetinfo_files:
TTP-Installed-versions.log.26Mar2012-020005


A log file in which the sm_getinfo utility writes 
information about a server’s log file or 
repository file that is larger than 700 megabytes 
(MB). The sm_getinfo utility does not include 
any log or repository file in a server’s tar archive 
that exceeds 700 MB.
In addition, sm_getinfo writes system 
information to the log file.
The name of the log file includes the date when 
the log file was created.


Table 4  sm_getinfo-created files  (page 2 of 2)


Filename Description
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The command-line options are described in Table 5 on page 29. 


Table 5  Command-line options for the sm_getinfo utility 


Option Description


--server |<server name> --pid <server 
process ID> | -s <server name> -p <server 
process ID>


Specifies the EMC Smarts server name and PID against 
which the sm_getinfo utility will collect information. To 
dump a core file for a running server on Solaris or Linux, 
the pid option must be provided. Also, the server name 
is used to invoke the sm_monitor tool.


--broker <location> | -b <location> Specifies an alternate Broker location as host:port.


--log [<number of latest logs>] | 
-l [<number of latest logs>]


For each EMC Smarts server, collects and stores a 
user-specified number of latest logs or all generated log 
files that are in the BASEDIR/smarts/local/logs 
directory.
Note that whenever collecting a log, the related .audit 
and .archive files should be collected as well.
If a server name is specified, only the files that 
correspond to the server will be collected. To avoid 
generating a too-large tar archive (too large to email), 
any log file that is larger than 700 MB will be excluded 
and its information will be logged in 
smgetinfo-versions.log<date>.


--nolog | -g Excludes log files when collecting local files. This option 
and --log are mutually exclusive.


--repos [--latest] | -r [-t] For each EMC Smarts server, collects and stores the 
latest repository file or all repository files. If a server 
name is specified, only the file corresponding to the 
server will be collected. Any repository file that is larger 
than 700 MB will be excluded and its information will be 
logged in smgetinfo-versions.log<date>.


--norps | -n Excludes repository files when collecting local files. This 
option and --repos are mutually exclusive.


--core | -c Collects and stores the core files (Solaris, Linux) or 
dump files (Windows) that are generated by the 
EMC Smarts software, and the corresponding logs.


--all | -a All data and files in BASEDIR/smarts/local and 
BASEDIR/smarts/setup directories will be collected and 
stored. If --all option is specified, the other options will 
be ignored except --server and --pid.


--version | -v Print version information and exit.


--help | -h Print usage information and exit.


--smmonitor “<sm_monitor options>” | 
-m “<sm_monitor options>”


Specifies the options for running sm_monitor, which 
will override the default options “-m run-all -z.”
Approximately two cycles are run to collect the required 
information. The collected information is output to the 
BASEDIR/smarts/local/logs/SM-Monitor-<server name> 
directory.


--flush | -f Force a flush. Needed when the sm_getinfo utility is 
invoked from a remote host.
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sm_getinfo invocation examples


To gather the five latest logs, enter:


sm_perl sm_getinfo.pl  --logs 5


To gather the latest repository data and core files, enter:


sm_perl sm_getinfo.pl  --repos --latest --core


To gather the entire BASEDIR/smarts/local directory, enter:


sm_perl sm_getinfo.pl  --all


To invoke sm_monitor, enter:


On UNIX/Linux:


sm_perl sm_getinfo.pl -s <server name> -m “-m correlation -z”


On Windows:


sm_perl sm_getinfo.pl -s <server name>  -m “-m mem”


sm_getinfo data collection


If no command-line option is specified, the sm_getinfo utility will store the following 
information in the tar archive:


◆ For each server, the latest server log file in BASEDIR/smarts/local/logs and the related 
.audit and .archive files in BASEDIR/smarts/local/logs. If a server name is specified, 
only the files that correspond to the server will be collected. To avoid generating a 
too-large tar archive (too large to email), any log file that is larger than 700 MB will be 
excluded and its information will be logged in smgetinfo-versions.log<date>.


◆ For each server, the latest repository file in BASEDIR/smarts/local/repos. If a server 
name is specified, only the repository file for the server will be archived. Any 
repository file that is larger than 700 MB will be excluded and its information will be 
logged in smgetinfo-versions.log<date>.


◆ The local files that are not in the BASEDIR/smarts/local/logs and repos directories 
and changed since last temporary test patch (TTP) and patch.


◆ The new local files that are not in the BASEDIR/smarts/local/logs and repos 
directories and were added since the last TTP and patch.


◆ All local files except the files in logs and repos directories if no TTP or patch is 
installed.


◆ All files in the BASEDIR/smarts/setup/info and BASEDIR/smarts/setup/logs 
directories.


◆ Core files (Solaris, Linux) or dump files (Windows) that are generated by the 
EMC Smarts software, and the corresponding server log files. On UNIX or Linux, some 
library (lib) files that are related to the cores are also collected.
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◆ EMC Smarts TTP or patch version information. Additionally, it verifies MD5 checksum 
for the installed TTP files and the files that are listed in manifest.md5 in the 
BASEDIR/smarts/setup/info directory.


◆ The data collected by sm_monitor. If a server name is specified, only the files that 
correspond to the server will be collected.


◆ The data generated by the EMC Ionix ITOps Health Monitor.


◆ System environment information.
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Overview of the steps to set up license management
You should use the license administration procedures in this chapter in conjunction with 
the procedures in each EMC Smarts product’s installation guide and in the FlexNet 
Publisher License Administration Guide. To complete the procedures, you will need 
administrative privileges for both the EMC Smarts software and the host systems on which 
the software is running.


For licensing and license management, EMC Smarts Foundation products rely on a 
third-party licensing software product, FlexNet Publisher®, from Flexera Software™ 
Corporation. The FlexNet Publisher licensing software is installed automatically during the 
software installation process.


You will need to perform the following to complete the licensing process for your 
EMC Smarts products:


1. Obtain and setup one of the following license files from EMC: 


• Temporary — time-limited.


“Obtain and set up a temporary license file” on page 39 provides further 
information.


Setting up a temporary license file is a postinstallation task. 


• Permanent — not time-limited.


“Obtain and set up a permanent license file” on page 40 provides further 
information.


For installation upgrades (such as upgrading entire products or adding products to 
an existing directory), obtaining and setting up a permanent license file is 
performed before the upgrade installation. 


For new installations or migrations (that use a new or different directory), setting 
up a license file is a postinstallation task. 


The installation guide that accompanied your product describes the order of 
installation tasks. The migration guide that accompanied your product describes 
the license migration procedure.


2. For permanent license files only, do one of the following:


• Use an existing FlexNet Publisher license server that you already installed for other 
software applications. “Use an existing FlexNet Publisher license server” on 
page 44 provides additional information.


• Install and configure the FlexNet Publisher license server provided with the 
EMC Smarts software. “Install and configure the FlexNet Publisher license server” 
on page 43 provides additional details.
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License components and process flow
Licensing involves the following components:


◆ FlexNet Publisher license server—The FlexNet Publisher license server authenticates 
EMC Smarts products. The FlexNet Publisher license server consists of two types of 
processes: a license manager daemon and one or more vendor daemons. On 
Windows, both processes run as services.


• The license manager daemon receives the initial contact from products and passes 
the connections to a vendor daemon. It also manages all of the vendor daemons.


• A vendor daemon is a process that controls how many licenses are in use, as 
defined in a permanent license file. There is a vendor daemon for each vendor who 
has a FlexNet Publisher-licensed product on the network.


◆ Vendor daemon for EMC Smarts—The vendor daemon for EMC Smarts is the process 
that grants and records the licenses for EMC Smarts software.


◆ Permanent license file—The permanent license file is generated by EMC. It controls 
access to applications and features as well as limits the number of systems 
discovered by EMC Smarts products.


◆ EMC Smarts products—These products communicate with the FlexNet Publisher 
license server to request a license.


EMC recommends that the FlexNet Publisher license server run on the same host as 
the Broker.


Process flow
Figure 2 on page 36 shows a FlexNet Publisher license server, a vendor daemon for 
EMC Smarts, and a permanent license that resides on the same host as the license server.
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Figure 2  Process flow


For all EMC Smarts products, the SM_LICENSE variable specifies the port and host where 
the FlexNet Publisher license server resides.


The process flow is as follows:


1. An EMC Smarts product sends a request to the FlexNet Publisher license server for a 
license to access an application or a feature. In the case of a Global Console, a console 
relies on its Manager to send a request for licenses to access console features.


2. The FlexNet Publisher License Manager daemon receives the request and passes it to 
the vendor daemon for EMC Smarts.


3. The vendor daemon for EMC Smarts reads the permanent license file and checks if a 
license is available.


• If a license is available, the EMC Smarts product is allowed to use the application 
or feature. 


• If a license is not available, the vendor daemon for EMC Smarts writes an error 
message to BASEDIR/smarts/local/logs/flexlm.log and the application or feature 
does not work. Also, an error message is written to the log file of the Manager that 
requested the license (for example, 
BASEDIR/smarts/local/logs/MYDM-SA_en_US_UTF-8.log).
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Examples of license files
EMC generates license files according to the FlexNet Publisher license file format. This 
section provides an example of a temporary license file and a permanent license file. The 
FlexNet Publisher License Administration Guide provides a more complete descriptions of 
file format syntax.


Temporary license file example


A temporary license file is not user-modifiable. 


For illustrative purposes, the following example is an excerpt of a smarts.lic file for 
EMC Smarts Foundation software version 9.0.


FEATURE DMC_CORR sm_lmgrd92 9.0 04-dec-2008 uncounted 1C8F62B2E672 \
HOSTID=DEMO SN=DO315530889 START=4-nov-2008


FEATURE AD_PEM sm_lmgrd92 9.0 04-dec-2008 uncounted 53BCCF735983 \
HOSTID=DEMO SN=DO315530889 START=4-nov-2008


FEATURE AP_ICSRV sm_lmgrd92 9.0 04-dec-2008 uncounted FFE23AFEFAF8 \
HOSTID=DEMO SN=DO315530889 START=4-nov-2008


FEATURE DMC_DECS sm_lmgrd92 9.0 04-dec-2008 uncounted 5A1809C9A688 \
HOSTID=DEMO SN=DO315530889 START=4-nov-2008


The temporary license file consists of a list of applications or features. Each line begins 
with the FEATURE keyword.


Each FEATURE line includes the following:


◆ Feature name


◆ Vendor daemon name (sm_lmgrd92)


◆ Feature version 


◆ Expiration date


◆ Number of concurrent licenses, which is “uncounted” in this case


◆ Authentication signature for the feature 


◆ HOSTID=DEMO value that indicates that the feature is not bound to any particular host 


◆ Serial number (SN) to identify the FEATURE line 


◆ Start date


Permanent license file example


A permanent license file is user-modifiable. In most cases, you do not have to modify the 
permanent license file. The only values that you can safely change without damaging the 
licensing process are as follows:


◆ Port number for the FlexNet Publisher license server. 


◆ Directory path to the vendor daemon for EMC Smarts.


◆ Keyword PORT=<port_value>. Add this keyword and value pair to the VENDOR line for 
the vendor daemon for EMC Smarts if a firewall is present.
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For illustrative purposes, the following example is an excerpt of a <host_ID>.smarts.lic file:


SERVER this_host 80cdc5dc 1744
VENDOR sm_lmgrd92 BASEDIR/smarts/bin/sm_lmgrd92
USE_SERVER
INCREMENT DMC_CORR sm_lmgrd92 9.0 permanent 1 1454E7768847 \
        DUP_GROUP=SITE SN=OR54127 TS_OK
INCREMENT AP_ICSRV sm_lmgrd92 9.0 permanent 1 9639EDFD001C \
        DUP_GROUP=SITE SN=OR54127 TS_OK


The permanent license file consists of information for the FlexNet Publisher license server 
(SERVER line), the vendor daemon (VENDOR line), and a list of applications or features 
(FEATURE or INCREMENT line). The USE_SERVER line does not affect the server and is used 
by the application.


◆ The SERVER line includes the following:


• Value “this_host” (which is a required literal, that is, not enclosed in quotation 
marks).


• Host ID of the system where the FlexNet Publisher license server resides.


• Port number of the FlexNet Publisher license server. The default port number is 
1744.


◆ The VENDOR line includes the name of the vendor daemon for EMC Smarts 
(sm_lmgrd92) and the directory path to the vendor daemon.


◆ The USE_SERVER line does not specify any arguments or keywords.


◆ Each INCREMENT line includes the following:


• Feature name


• Vendor daemon name (sm_lmgrd92)


• Feature version


• Expiration date, which is “permanent” in this case


• Number of concurrent licenses (1 for example)


• Authentication signature for the feature


• Duplicate grouping that indicates site license sharing


• Serial number (SN) to identify the INCREMENT line


• Indication of whether access to the application by using a Terminal Server window 
is allowed
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Obtain and set up a temporary license file
“Temporary license file example” on page 37 presents an excerpt of a temporary license 
file. Note that an evaluation copy of the Global Console does not require a temporary 
license file.


A temporary license file is time-limited. It enables you to use specified features for a 
limited period of time, according to an evaluation agreement.


Because a temporary license file contains only uncounted licensed features, it does not 
require that a FlexNet Publisher license server be running in order to use it. An uncounted 
licensed feature has an associated license count of 0 (unlimited).


To obtain and set up a temporary license file:


1. Complete an evaluation request and an evaluation agreement.


2. Contact your sales representative or go to Service Center on EMC Online Support 
(https://support.emc.com) and create a service request indicating that you need a 
temporary (evaluation) license file. 


3. A License will be sent to the email address included in the order.


The name of the license file has a .lic file extension:


a. Do not modify the license file contents. 


b. Do not copy and paste its contents to another file. 


4. If required, you can rename the name of the license file:


a. The file must have the .lic file extension


b. Do not include a space before the .lic.


5. In the installation directory of each product that you are evaluating, do the following:


a. Place a copy of the temporary license file (<license_name>.lic) in the 
BASEDIR/smarts/local/conf directory. For example, for an IP Manager installation 
on a Windows host:


C:\InCharge\IP\smarts\local\conf\<license_name>.lic


b. Go to the BASEDIR/smarts/bin directory and enter the following command to open 
the runcmd_env.sh file:


sm_edit conf/runcmd_env.sh


c. Find the SM_LICENSE variable and edit it to point to the license file. For example, 
on a Windows host:


SM_LICENSE=C:\InCharge\IP\smarts\local\conf\<license_name>.lic


Ensure that the name and extension of the license file in the SM_LICENSE variable 
definition match the name and extension of the license file.


d. Save and close the file.
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The modified version of the runcmd_env.sh file is saved to the 
BASEDIR/smarts/local/conf directory.


e. Any Manager that was launched from this installation directory before you edited 
the runcmd_env.sh file needs to be restarted. Chapter 5, “Controlling Startup,” 
describes how to start services.


For a host on which multiple EMC Smarts products are installed, you can install the 
temporary license in just one installation directory and then set the SM_LICENSE variable 
for each product to point to that one location.


How to renew a temporary license file


To renew a temporary license file, you must request another temporary license file. Follow 
the instructions in“Obtain and set up a temporary license file” on page 39.


Obtain and set up a permanent license file
“Permanent license file example” on page 37 presents an excerpt of a permanent license 
file. A permanent license file defines the number of available licenses for each application 
or feature, and the number of devices that an EMC Smarts manager such as EMC Smarts IP 
Availability Manager can discover. A permanent license file does not expire.


1. Contact your sales representative or go to Service Center on EMC Online Support 
(https://support.emc.com) and create a service request indicating that you need a 
permanent license file. 


You will receive a License Authorization Code (LAC) letter. 


2. Delete any previous temporary license file in the BASEDIR/smarts/local/conf 
directory.


3. Determine the host id of the computer where the FlexNet Publisher license server is 
running:


• UNIX: BASEDIR/smarts/bin/lmutil lmhostid


• Windows: BASEDIR\smarts\bin\lmutil lmhostid


The output should resemble the following:


BASEDIR/smarts/bin/lmutil lmhostid


lmutil - Copyright (c) 1989-2012 Flexera Software, Inc. All Rights 
Reserved.
The FLEXnet host ID of this machine is “000c293226ec”


4. Following the instructions in the LAC letter, go to EMC Online Support 
(https://support.emc.com) and access the License Management home page to 
retrieve your license file. Provide the host id of the computer where the FlexNet 
Publisher license server is running.


You will be emailed the license file.


Use the license as is. Do not rename the file. Do not modify the file contents. Do not 
copy and paste its contents to another file.
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5. Save the permanent license file, smarts.lic, in the BASEDIR/smarts directory on the 
host where the license server is or will be running. EMC recommends that this location 
be the same host and BASEDIR/smarts as for the Broker.


Do not save the permanent license file (smarts.lic) to the BASEDIR/smarts/local/conf 
directory. The install_license script will fail if it finds a permanent license file in this 
directory. Also, do not save a permanent license file to the BASEDIR/smarts/script or 
BASEDIR/smarts/conf directory.


6. By default, the FlexNet Publisher license server uses port 1744 to listen for requests. If 
port 1744 is used by another required process on the server:


a. Use any text editor to open the BASEDIR/smarts/smarts.lic file.


b. Locate the line that starts with SERVER. This line contains the hostname, host id, 
and port of the license server, similar to:


SERVER this_host 8323fcbf 1744


c. Change the SERVER port number from the default (1744) to the required port 
number.


d. Save and close the permanent license file.


7. If the FlexNet Publisher license server must communicate through a firewall to the 
EMC Smarts Foundation products:


a. Configure security policies (rules) to enable a one-way connection from the FlexNet 
Publisher license server and the Broker to the various products. 


b. Determine the appropriate port to be used by the FlexNet Publisher license server 
to respond to requests. This port is used by the vendor daemon for EMC Smarts 
which grants and records the licenses for the software. The port number for the 
vendor daemon must be different from the SERVER port number.


c. Use any text editor to open the BASEDIR/smarts/smarts.lic file.


d. Locate the line that starts with VENDOR, similar to:


VENDOR sm_lmgrd92 BASEDIR/smarts/bin/sm_lmgrd92


e. Append the PORT keyword and assigned port number to the end of the VENDOR 
line in the permanent license file:


VENDOR sm_lmgrd92 BASEDIR/bin/sm_lmgrd92 PORT=<port_number>


f. Save and close the permanent license file.


g. If you request licenses for additional products or additional device licenses follow 
instructions   “Add another permanent license to a running license server” on 
page 45.
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Rehost license


Rehost is the process of moving activated entitlements from one device or machine to a 
different device or machine. An entitlement is a record of the software you are entitled to 
use. For example, Global Console 25 Pack is represented as SMA-GC-25P.


If you are a customer who has already interacted with the EMC licensing team and 
obtained your license by following instructions in the LAC letter, setup for the first time, 
you can rehost a license without opening an Service Request with EMC.


Go to EMC Online Support and access the License Management home page. You need one 
of four options to search for existing installed license keys and follow the prompts to move 
the key to a new host. For example, choose 


◆ A rehost may be partial (moving a portion of the entitlements) or


◆ A rehost may be full (moving everything on the device or machine).


For example, a full rehost would be completed when a new server is installed and replaces 
an existing server. The entitlements would be rehosted and locked to the new server in the 
licensing system by using the "Locking ID" of the new server. If you do no have LAC letter 
contact licensing team by opening a Service Request on https://support.emc.com.


Regenerate license


Regeneration is a process of recreating activated entitlements. If you have already 
interacted with the EMC licensing team and obtained your license by following instructions 
in the LAC letter, you can regenerate a license without emailing EMC.


Go to EMC Online Support and access the License Management home page. Click the 
Activation tab and choose Regenerate License. Use the online help to obtain additional 
information.
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Install and configure the FlexNet Publisher license server
The FlexNet Publisher license server is installed using the install_license script:


◆ By default, the install_license script is located in the BASEDIR/smarts/script directory. 


◆ The install_license script must be run on the same system where the license server 
runs.


◆ Administrative privileges are required.


1. If operating in a firewall environment, make sure that the ports specified in the 
SERVER and VENDOR lines of the permanent license file are open.


2. Change to the BASEDIR/smarts/script directory.


3. Install the FlexNet Publisher license server by using the install_license script. Specify 
the full path to the permanent license file.


On UNIX systems, for example, the command is:


install_license.sh install <path to license file>/smarts.lic


On Windows systems, for example, the command is:


install_license.cmd install <path to license file>\smarts.lic 


4. Start the FlexNet Publisher license server. You must have administrative privileges.


UNIX systems:


/etc/init.d/SMARTS-License start


Windows:


To start the license server manually, do the following as administrator:


a. Select Start > Settings > Control Panel > Administrative Tools.


b. Select Services.


c. Select the FLEXlm License Manager service.


d. Right-click and choose Start.


When the FlexNet Publisher license server is started, it runs in the background and 
automatically starts the vendor daemon for EMC Smarts programs, running as:


• UNIX: daemon


• Windows: service
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5. Verify that the FlexNet Publisher license server started by checking your Manager log 
file.


a. Start your Manager, as described in Chapter 5, “Controlling Startup.”


b. Use any editor to open the Domain Manager log file. The log filename is based 
upon the Manager’s name (for example, MYDM-SA_en_US_UTF-8.log) and the log 
file is located in the BASEDIR/smarts/local/logs directory.


c. In the Manager log file, locate two messages that indicate success:


– ICF-N-LICENSEDFEATURE-Enabling


– ICF-N-RESTOREFINISH-PersistenceManager: restore finished 


The log filename is based upon the Manager’s name (for example, 
MYDM-SA_en_US_UTF-8.log) and the log file is located in the 
BASEDIR/smarts/local/logs directory. 


Use an existing FlexNet Publisher license server
You can use an existing FlexNet Publisher license server that is being used for other 
software applications. The FlexNet Publisher version of the license server must be version 
11.9 in order to manage the vendor daemon for EMC Smarts. Consult your FlexNet 
Publisher License Administration Guide for more complete information.


1. Copy the permanent license file, smarts.lic, to the host where the FlexNet Publisher 
license server resides.


2. On other hosts wherever EMC Smarts software is installed, modify the SM_LICENSE 
variable in the runcmd_env.sh file to specify the port and host of the FlexNet Publisher 
license server.


a. Go to the BASEDIR/smarts/bin directory and enter the following command to open 
the runcmd_env.sh file:


sm_edit conf/runcmd_env.sh


b. Locate the line starting with SM_LICENSE:


SM_LICENSE=<port>@<hostname>


c. Specify the correct port number and hostname of the FlexNet Publisher license 
server, as in the following example:


SM_LICENSE=1744@System1


d. Save and close the file.


The modified version of the runcmd_env.sh file is saved to the 
BASEDIR/smarts/local/conf directory.
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Add another permanent license to a running license server
If you need to add new features or increase the number of licenses:


1. Contact your sales representative or go to Service Center on EMC Online Support 
(https://support.emc.com) and create a service request and provide the completed 
Permanent License Information Request form.


You will receive a License Authorization Code (LAC) letter. 


2. Following the instructions in the LAC letter, access EMC Online Support, Licensing 
option, to retrieve your license file, smarts.lic. Provide the host id of the computer 
where the FlexNet Publisher license server is running. 


The .lic file will be sent to the customer.


3. Use any text editor to modify the new file so that the port number and path match 
those in the original license file.


4. Copy the new file to BASEDIR/smarts/local/conf.


5. Force the license server to reread the license files. In the BASEDIR/smarts/bin 
directory, with administrative privileges, enter:


lmutil lmreread -c <port>@<lic_host>


• UNIX example


BASEDIR/smarts/bin/lmutil lmreread -c 1744@localhost


• Windows example


BASEDIR\smarts\bin\lmutil lmreread -c 1744@localhost


You do not need to restart Managers. There can be multiple permanent license files in the 
BASEDIR/smarts directory. The FlexNet Publisher license server will read all files with the 
.lic suffix.


The FlexNet Publisher License Administration Guide provides additional information about 
the lmreread utility.
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Change the license server port in a running license server
Once the permanent license has been installed, you can change the port on which the 
FlexNet Publisher license server runs. 


1. Use any text editor to open the BASEDIR/smarts/smarts.lic file.


2. Locate the line that starts with SERVER. This line contains the hostname, host id, and 
port of the license server. In this example, the port number is 1744.


SERVER this_host 8323fcbf 1744


3. Change the SERVER port number to the required port number.


4. Save the permanent license file.


5. Enter the following command from the BASEDIR/smarts/bin directory to force the 
license server to restart:


lmutil lmreread -c <port>@<lic_host>


6. Enter the following command from the BASEDIR/smarts/bin directory to open the 
runcmd_env.sh file:


sm_edit conf/runcmd_env.sh


The runcmd_env.sh file should resemble the following:


SM_BROKER_DEFAULT=localhost:426
SM_LICENSE=1744@SYSTEM1 
SM_SNMP_BUG_COMPATIBLE=TRUE
SM_INCOMING_PROTOCOL=1,0
SM_OUTGOING_PROTOCOL=1,0


7. Set the SM_LICENSE variable to the <port>@<lic_host> of the FlexNet Publisher license 
server.


8. Save and close the file.


The modified version of the runcmd_env.sh file is saved to the 
BASEDIR/smarts/local/conf directory.


At this point, any EMC Smarts program that is started from this installation directory 
will use the applicable environment variables that are specified in the runcmd_env.sh 
file.


9. EMC Smarts programs that were previously launched from this installation directory 
need to be restarted for any new environment variable to take effect. Chapter 5, 
“Controlling Startup,” describes how to start services.
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Enable communication through a firewall in a running license 
server


1. Add the PORT keyword and port number to the second line of the permanent license 
file, labeled VENDOR, as shown:


SERVER this_host 80cdc5dc 1744
VENDOR sm_lmgrd92 BASEDIR/smarts/bin/sm_lmgrd92 PORT=<port_number>
USE_SERVE
INCREMENT DMC_CORR sm_lmgrd92 9.0 permanent 1 1454E7768847 
DUP_GROUP=SITE SN=OR54127 TS_OK


Do not remove the 1744 default port value from the SERVER line.


2. Force the license server to restart. Invoke this command from the BASEDIR/smarts/bin 
directory with administrative privileges:


lmutil lmreread -c <port>@<lic_host>


Use of multiple FlexNet Publisher license servers
More than one FlexNet Publisher license server may be required depending on your 
deployment. If there is more than one Broker for the installation, there may be good 
reason to use more than one license server. In general, you should run a FlexNet Publisher 
license server on each host that runs a Broker. 


Each FlexNet Publisher license server will need its own permanent license file. Each 
permanent license file controls the applications, features, and the number of blocks of 
licenses for discovered devices. Excess licenses on one system cannot be allocated to 
another. For each license server, perform the steps described in “Obtain and set up a 
permanent license file” on page 40.


In certain cases, you may use multiple FlexNet Publisher license servers in your network 
for the same reasons that you split a topology or choose different locations for Managers: 
geographical requirements, corporate organizational requirements, or the network’s 
security design. Multiple license servers require a corresponding number of permanent 
license files.


Also, when multiple FlexNet Publisher license servers are used, each EMC Smarts IP 
Availability Manager will use blocks of volume licenses from a specific license server. 
Therefore, the license blocks must be divided among multiple licenses and the 
appropriate license must be deployed to each license server. Then, IP Availability 
Managers that rely on a specific license server will have the appropriate volume licenses 
to support the systems that they must manage. If multiple license servers are used, 
ensure that EMC is aware of the configuration details. 
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Upgrade licensing during EMC Smarts software upgrades
1. Before you upgrade the software, check the release notes if a new license file is 


required.  If not, then you can continue using your existing license. If a new license is 
required then request one by opening an Service Request on EMC Online Support 
https://support.emc.com.


You will receive a License Authorization Code (LAC) letter. 


2. Upgrade the installation to the new version.


THe FlexNet server will be upgraded with the rest of the software.


3. Modify the new license file to match the port number in the existing license file.


4. Replace the existing <BASEDIR>/smarts/local/conf/smarts.lic with the new license file.


5. Start the license server.


6. Start your application.


Note: No action is required on hosts that were pointing to this license server before 
the upgrade.


Run older versions of license files in parallel
For some upgrades, installations, and migration scenarios, it is necessary that the FlexNet 
Publisher license server accept a newer permanent license file, as well as license files for 
older software. In this instance, a single license server manages both the old and the new 
permanent license files.


1. Install the newer software on the same system in a different directory than the older 
software. 


2. If you have not already obtained and setup the new smarts.lic file in your 
BASEDIR/smarts directory on the system where the FlexNet Publisher license server 
will run, do so. “Obtain and set up a permanent license file” on page 40 provides 
additional information.


3. If you have not already installed the FlexNet Publisher license server by using the 
install_license script, do so. “Install and configure the FlexNet Publisher license 
server” on page 43 provides additional information.


4. Copy and rename the old license file license.dat from the BASEDIR/smarts/local/conf 
directory of the old installation to legacy_license.lic and place the file in the new 
installation directory, BASEDIR/smarts/local/conf.


5. Use the sm_edit utility to open the old license file, legacy_license.lic. In this case, use 
sm_edit instead of any text editor because sm_edit will save the file to the correct 
local directory with the proper permissions.


For example on Windows, issue:


BASEDIR\smarts\bin> sm_edit conf\legacy_license.lic

48 EMC Smarts Foundation System Administration Guide







License Administration

6. In the legacy_license.lic file, change the following in the first two lines:


• On the SERVER line, change hostname to this_host.


The “this_host” is a literal term that MUST BE in the license file. Do not put 
quotation marks around the literal, this_host.


• On the SERVER line, change the port from 744 to 1744 (or the port for the FlexNet 
Publisher license server if it is different).


• On the DAEMON line, change the vendor daemon path from sm_lmgrd to the full 
directory path for the old daemon; for example, on UNIX, 
/opt/InCharge/<product>/bin/sm_lmgrd. For Windows, use sm_lmgrd.exe.


In order for the new FlexNet Publisher license server to find the old daemon 
process, specify the BASEDIR/smarts directory for the location of the old 
installation. In the following examples, host_ID is the system where the newer 
FlexNet Publisher license server is running. Do not modify the host ID. 


Here is an example of a license file:


SERVER this_host host_ID 1744
DAEMON sm_lmgrd BASEDIR/smarts/bin/sm_lmgrd


7. Stop the old license server. Use the procedure in “Starting and stopping the license 
server” on page 52 except substitute stop for start. 


8. Uninstall the old license server by using the install_license script. Replace the 
parameter install with uninstall, as described in “Uninstall the FlexNet Publisher 
license server” on page 51. 


9. For the older product , modify the following to reflect the port and the system where 
the newer FlexNet Publisher license server is running. The value for <license_host> is 
the system where the newer FlexNet Publisher license server resides.


Modify the SM_LICENSE variable in the runcmd_env.sh file to specify port 
1744@<license_host>.


10. Start the new FlexNet Publisher license server, as described in “Starting and stopping 
the license server” on page 52.


11. To check that the FlexNet Publisher license server loaded the old and new license files, 
look at the license server’s log file, BASEDIR/smarts/local/logs/flexlm.log. The log 
should not contain errors.


12. Restart the older Managers, by using the documentation that accompanied the older 
EMC Smarts software.

Run older versions of license files in parallel 49







License Administration

Overview of the install_license script
This section describes the install_license script and explains how the script installs a 
FlexNet Publisher license server that is provided with EMC Smarts software. The same 
script is also used to uninstall the FlexNet Publisher license server. The FlexNet Publisher 
License Administration Guide provides further information if you already use an existing 
FlexNet Publisher license server for other software applications.


The install_license script, provided by EMC, performs several functions:


◆ Installs a FlexNet Publisher license server, as described in “Install and configure the 
FlexNet Publisher license server” on page 43.


◆ Installs the permanent license file into the BASEDIR/smarts/local/conf directory. 
(Initially, the permanent license file is saved to the BASEDIR/smarts directory on the 
system where the license server will run.)


Also, when the script installs the permanent license file into the 
BASEDIR/smarts/local/conf directory, the script changes the permanent license 
filename from <host_id>.smarts.lic to smarts.lic.


◆ Adds the SM_LICENSE variable in the runcmd_env.sh file so that the variable specifies 
the <port>@<lic_host> of the FlexNet Publisher license server.


◆ For UNIX, it configures the system so that the FlexNet Publisher license server starts 
automatically when the system boots. 


◆ For Windows, the install_license script creates a service for the FlexNet Publisher 
license server and the service starts automatically when the system boots.


Do not use the install_license script if you are adding more licenses or features. Instead, 
you should follow the instructions in “Upgrade licensing during EMC Smarts software 
upgrades” on page 48.
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Uninstall the FlexNet Publisher license server
When you uninstall the license server, the order in which you uninstall EMC Smarts 
products is significant. The installation guide that accompanied your product provides 
instructions.


Also keep the following points in mind:


◆ When uninstalling all of your EMC Smarts products, you must also uninstall the 
FlexNet Publisher license server. 


◆ If any EMC Smarts product needs to remain in your network and uses the FlexNet 
Publisher license server, do not uninstall the FlexNet Publisher license server or the 
product where the permanent license file resides. 


◆ If you uninstall EMC Smarts products without uninstalling the FlexNet Publisher 
license server, a message displays that the FlexNet Publisher (lmgrd) service is still 
running. 


◆ An EMC Smarts product will not start if it is unable to contact the FlexNet Publisher 
license server. 


To stop and uninstall the FlexNet Publisher license server:


1. Stop the FlexNet Publisher license server. Use the procedure in “Starting and stopping 
the license server” on page 52 and substitute stop for start. 


2. Execute the install_license script with the uninstall command from the 
BASEDIR/smarts/script directory. You must do so with administrative privileges.


On UNIX systems, for example, the command is:


BASEDIR/smarts/script> install_license.sh uninstall


On Windows systems, for example, the command is:


BASEDIR\smarts\script> install_license.cmd uninstall
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License server administration tools
FlexNet Publisher provides several utilities for managing licenses. These include utilities 
for the following:


◆ Diagnosing licensing problems


◆ Forcing the license server to reread the license files


◆ Monitoring the status of all licensing activities including feature usage


Instructions on using these utilities can be found in the FlexNet Publisher License 
Administration Guide.


The utilities are automatically installed on:


◆ UNIX in the BASEDIR/smarts/bin directory.


◆ Windows in the BASEDIR\smarts\bin directory.


If you are not familiar with FlexNet Publisher, you may want to read the FlexNet Publisher 
documentation. A PDF version of the FlexNet Publisher License Administration Guide is 
automatically installed with the EMC Smarts documentation in the 
BASEDIR/smarts/doc/pdf directory. The name of the file is fnp_licAdmin.pdf.


Verify the FlexNet Publisher license server version


To verify the version of the FlexNet Publisher license server, use the -v option for the 
FlexNet Publisher license server command. Enter this command with administrative 
privileges:


BASEDIR/smarts/bin/lmgrd -v


The output will be similar to the following:


lmgrd v11.9.0.0 build 87342 x64_lsb - Copyright (c) 1988-2012 Flexera 
Software, Inc. All Rights Reserved.


Starting and stopping the license server


The FlexNet Publisher license server (lmgrd) is automatically installed in the 
BASEDIR/smarts/bin directory. The FlexNet Publisher license server runs in the 
background and automatically starts the vendor daemon for EMC. It runs as:


◆ Daemon on UNIX 


◆ Service on Windows 


Run the FlexNet Publisher license server at all times to ensure continuous operation of 
EMC Smarts software. A Manager (Global Manager or Manager) will not start if it is unable 
to contact the license server. Adapters and the Global Console will run if they are unable to 
contact the license server, but they will display an error message.
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The command for starting and stopping the FlexNet Publisher license server varies 
according to the operating system on which it runs. When you invoke the install_license 
script, this command is added to the proper system-specific directory so that the 
command is invoked when the system starts and, for Windows, the service starts. 


The procedure to manually start and stop the FlexNet Publisher license server is described 
as follows.


One of two possible options must be supplied with the command. You must have 
administrative privileges to run these commands. 


The start option starts the process; the stop option ends the process.


Solaris:


/etc/init.d/SMARTS-License start


Linux:


/etc/init.d/SMARTS-License start


Windows:


To start the license server on Windows manually, do the following as administrator:


1. Select Start > Settings > Control Panel > Administrative Tools.


2. Select Services.


3. Select the FLEXlm License Manager service.


4. Right-click and choose Start (or Stop).


License checking by an EMC Smarts application
When an EMC Smarts application starts up, it prints a list of features that are licensed, 
followed by a list of the features that are not licensed. The second list starts with The 
following feature(s) are not licensed, followed by a list of features, one per line. That list is 
intended to help in the resolution of licensing problems.
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Volume licensing for EMC Smarts IP Availability Manager
The EMC Smarts permanent license controls the number of discovered systems. The 
FlexNet Publisher license server maintains a pool of licenses that get checked out in 
blocks to IP Availability Manager products on an as-needed basis. A block consists of 50 
devices. Products check out additional licenses one block at a time, as described in 
“Discovery and licenses” on page 56. 


Determining the total number of licenses


Each permanent license file contains a line that defines the number of licensed systems. 
The line begins with the phrase INCREMENT AP_SYSTEM_VOLUME. The total volume of 
system licenses is determined by the sum of licenses that are granted through 
AP_SYSTEM_VOLUME in all of the license files.


An example of line in the license file is:


INCREMENT AP_SYSTEM_VOLUME sm_lmgrd92 7.0 permanent 10 DE07382C7891
VENDOR_STRING=BlockSize=50


This example shows the volume information of system licenses. The number 10 indicates 
that there are ten blocks of licenses. Each block contains 50 licenses. Multiplying the two 
produces the total number of systems licensed by the permanent license file; the result is 
500.


Determining the number of checked-out licenses


Two utilities help to keep track of the number of checked-out licenses:


◆ The lmstat option of the lmutil utility shows the total number of license blocks that are 
checked out from the FlexNet Publisher license server.


◆ The sm_tpmgr utility shows the number of system licenses that are checked out and 
the number of system licenses that are used for a single Manager.


Total number of checked-out licenses
The lmstat option of the lmutil utility shows the total number of licenses checked out from 
the FlexNet Publisher license server. The output of the utility can be confined to the 
number of license blocks checked out for devices. 


Invoke this command from the BASEDIR/smarts/bin directory with administrative 
privileges:


lmutil lmstat -c <port>@<lic_host> -f AP_SYSTEM_VOLUME 


The following example shows the number of device license blocks checked out from the 
license server running on port 1744 on the host, host2:


BASEDIR/smarts/bin/lmutil lmstat -c 1744@host2 -f AP_SYSTEM_VOLUME 
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This command returns the following information:


lmutil - Copyright (c) 1989-2010 Flexera Software, Inc. All Rights 
Reserved.


Flexible License Manager status on Fri 11/12/2010 18:06


[Detecting lmgrd processes...]
License server status: 1744@host2
    License file(s) on host2: smarts.lic-1744:


host2: license server UP (MASTER) v10.1


Vendor daemon status (on fawn.smarts.com):


sm_lmgrd92: UP v10.1
Feature usage info:


Users of AP_SYSTEM_VOLUME:  (Uncounted, node-locked)


  "AP_SYSTEM_VOLUME" v6.2, vendor: sm_lmgrd92
  uncounted nodelocked license locked to NOTHING (hostid=ANY)


    root smarts1 /dev/tty (v3.00) (host2/1744 607031), start Tue 10/19 
18:12


    root smarts1 /dev/tty (v3.00) (host2/1744 454338), start Tue 10/19 
18:12


This output shows that the FlexNet Publisher license server is managing a total of five 
license blocks (or 250 devices). Two IP Availability Managers running on host1 have 
checked out three license blocks (One license block is not shown). One IP Availability 
Manager running on host2 has checked out two license blocks.


Checked-out licenses and license blocks for a single IP Availability Manager
To determine the total number of checked-out licenses for a single IP Availability Manager, 
specify the --sizes option for the sm_tpmgr command. This shows the total number of 
system licenses.


Invoke this command from the BASEDIR/smarts/bin directory with administrative 
privileges:


sm_tpmgr -s <availability_manager> --sizes


The output should include information about the number of checked-out system licenses 
and the current number of counted systems. The difference between the two numbers 
shows the number of unused licenses for a single license block. 


The following example shows that 50 system licenses (One block) have been checked out, 
38 of the licenses have been used, 450 system licenses remain (9 blocks), and the current 
limit of discovered systems is 500 (10 blocks):


Total System Volume Licenses CheckedOut:               50
Total Systems in Topology:                             38
Remaining Blocks of System Licenses in License Server: 9
Current System Limit:                                  500
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Discovery and licenses


Volume licensing applies to EMC Smarts IP Availability Managers and permits the product 
to discover a predetermined number of systems. 


As more devices are added to the topology, the block fills to its limit of 50. When this limit 
is reached, the product checks out another block of licenses. Blocks are checked out one 
at a time and a new block will not get checked out until all of the licenses in the previous 
block are used. Any unused blocks are checked back in at the end of the discovery 
process. 


For example, an IP Availability Manager with no topology starts an autodiscovery process. 
It checks out a block of system licenses. When it adds the 50th device to its topology, the 
IP Availability Manager checks out a new block of system licenses. Supposing, however, 
that it does not find any other device, it will check the empty block back into the FlexNet 
Publisher license server when discovery ends.


Limiting discovery
There are a couple of options to consider for sizing constraints. Discovery filters can limit 
the number of devices found during the discovery process. IP Availability Managers can 
also be restricted with an upper limit of discovered systems.


You can limit the number of systems automatically discovered by an IP Availability 
Manager by setting autodiscovery filters. The EMC Smarts IP Manager Reference Guide 
provides additional information about configuring discovery filters.


You can limit the number of systems that are added to the topology by setting a system 
limit on the discovery. By default, the system limit is set to 50 systems. If you change the 
system limit, you should consider making the limit a multiple of 50, the block size for 
device licenses.


Exceeding license limit
If the number of discovered devices exceeds the licensed number of systems, you will 
receive an OutOfLicense event notification and all excess systems are placed in the 
Pending List.


Returning unused license blocks
When a product shuts down with the sm_service or dmquit command, the license blocks 
checked out to the product are returned to the license pool. If the product does not shut 
down gracefully, the license blocks return to the license pool, but not as quickly as for a 
gracefully shut-down product.
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Troubleshooting
This section describes resolutions to common issues experienced by administrators.


If your issue is not listed in this section, make sure you have the following information 
available before contacting EMC Global Services:


◆ The host ID of the system where the FlexNet Publisher license server is installed.


◆ The exact error message or a copy of log file. The FlexNet Publisher license server 
provided by EMC uses the log file BASEDIR/smarts/local/logs/flexlm.log.


◆ The log file used by the Manager. The log filename is based upon the Manager’s name 
(for example, MYDM.log) and the log file is located in the BASEDIR/smarts/local/logs 
directory.


◆ For an IP Availability Manager, output of the sm_tpmgr command with the --sizes 
option. An example is described in “Checked-out licenses and license blocks for a 
single IP Availability Manager” on page 55.


◆ Output of the lmstat utility with the -c and -a options. For example, invoke this 
command from the BASEDIR/smarts/bin directory with administrative privileges:


lmutil lmstat -c <port>@<lic_host> -a


◆ A copy of your purchase order (PO).


◆ The permanent license file.


Evaluation software no longer runs


EMC Smarts software installed for an evaluation is no longer operational. Check the 
expiration date listed in the temporary license file. An example is described in “Temporary 
license file example” on page 37.


Messages in the flexlm.log file


The FlexNet Publisher license server provided by EMC uses the log file 
BASEDIR/smarts/local/logs/flexlm.log.


Messages such as IN and OUT indicate that a product such as a Global Manager or 
Manager checked licenses in or out.


Another common message begins with UNSUPPORTED FEATURE, which indicates that the 
product (Manager) requested to use a feature that the vendor daemon does not support.


The FlexNet Publisher License Administration Guide description of the Debug Log File 
provides an additional explanation of messages.
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Need to determine the FlexNet Publisher license server and all licenses served


To find out information about your existing licensing deployment, use the lmstat utility 
with the -a option. This displays the name of your FlexNet Publisher license server and its 
port number, the location of your permanent license file, the status of the vendor daemon 
for EMC Smarts, and feature usage such as the number of licenses in use.


Invoke the following command from the BASEDIR/smarts/bin directory with administrative 
privileges:


For example, for UNIX, invoke:


BASEDIR/smarts/bin/lmutil lmstat -a


For example, on Windows, invoke:


BASEDIR\smarts\bin\lmutil lmstat -a


The lmstat utility does not provide information about temporary (“uncounted”) licenses 
unless you perform additional configuration. The FlexNet Publisher License Administration 
Guide provides further information and additional lmstat options.


Cannot find license error


An error message, Can’t Find License, occurs in the Manager’s log file (for example, 
BASEDIR/smarts/local/logs/MYDM.log). Check that the values specified for the 
SM_LICENSE variable in the runcmd_env.sh file of your EMC Smarts product are correct. 


On other systems wherever EMC Smarts software is installed, verify that the SM_LICENSE 
variable in the runcmd_env.sh file specifies the port and host of the FlexNet Publisher 
license server.


1. Invoke the following command from the BASEDIR/smarts/bin directory to open the 
runcmd_env.sh file:


sm_edit conf/runcmd_env.sh


2. Locate the line starting with SM_LICENSE:


SM_LICENSE=<port>@<hostname>


3. Verify that the line specifies the correct port number and hostname of the FlexNet 
Publisher license server, as in the following example. Modify the port and hostname if 
required:


SM_LICENSE=1744@System1


4. Save and close the file.


The modified version of the runcmd_env.sh file is saved to the 
BASEDIR/smarts/local/conf directory.


Changing an IP address and its effect on licensing


Changing a system’s IP address does not affect permanent or trial licensing. Permanent 
licensing is only affected if the host ID changes; it is not affected by changing the 
hostname.


To change the IP address:
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1. Stop all of the EMC Smarts services.


2. Change the IP address of the system.


3. Reboot and then restart all EMC Smarts services.


The hostname of the system can change but the host ID must remain the same. If the host 
ID changes, a new permanent license will be required. 


Error occurs when starting additional Domain Managers


The Unable to Obtain License error occurs when you attempt to start a Manager. It occurs 
when you exceed the number of licenses listed in your permanent license file. 


For example, the following error appears in the Manager’s log file (for example, 
BASEDIR/smarts/local/logs/MYDM.log).


RSRV-E-ELICENSE-Unable to obtain license
 LIC-ECHECKOUT-While attempting to check out license for AP_ICSRV
 LIC-EGENERIC-Licensed number of users already reached
  . Feature:       AP_ICSRV
  . License path:
    1744@localhost
  . FLEXlm error:  -4,132
  . For further information, refer to the FlexNet Publisher License 


Administration Guide,
  . available at "www.flexerasoftware.com".


In the permanent license file, look for the line AP_ICSRV. It should look similar to this:


INCREMENT AP_ICSRV sm_lmgrd92 7.0 permanent 3


The 3 means you are only allowed to start three IP Managers such as IP Availability 
Managers and IP Performance Managers. “Permanent license file example” on page 37 
provides additional information about the INCREMENT line. In order to run more IP 
Managers, contact your account manager or go to Service Center on EMC Online Support 
(https://support.emc.com) and create a service request to obtain a new license.


License file corrupted when attempting to edit license file


The Unable to Obtain License error occurs as the result of a corrupted license file. For 
example, the following error appears in the Manager’s log file (for example, 
BASEDIR/smarts/local/logs/MYDM.log):


Error Message : RSRV-E-Unable to obtain license  LIC-While attempting 
to check out license for AP_ICSRV (version=3.0)


The license file was copied and pasted from an email attachment and then saved to a text 
file. This process wrapped the individual lines in an unexpected manner and added 
additional line breaks which corrupted the license file.


Use the trial license file or permanent license file from the email attachment sent by EMC. 
Never attempt to edit a license file without the assistance of EMC Global Services.
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Cannot restart FlexNet Publisher license server after applying a Service Pack


You shut down all running EMC Smarts processes including the FlexNet Publisher License 
Manager service before installing a Service Pack and then cannot restart the FlexNet 
Publisher License Manager service after the upgrade completes.


This problem likely occurred because the <host_ID>.smarts.lic file incorrectly exists in 
BASEDIR/conf and in BASEDIR/local/conf. The Service Pack reconciliation process 
assumes that the license file in BASEDIR/conf is to be used so it renames the file in 
BASEDIR/local/conf. As a result, the FlexNet Publisher License Manager service cannot be 
restarted.


To resolve this issue, rename the file in BASEDIR/local/conf back to <host_ID>.smarts.lic 
and start the FlexNet Publisher License Manager Service.


If you have not yet installed a Service Pack, use the sm_getinfo utility as described in 
“Using the smgetinfo utility to save modifications” on page 30 to create a backup file and 
move the backup file to a temporary directory or archive. Or, you can copy the permanent 
license file to a temporary directory. After you apply the Service Pack, you can retrieve the 
permanent license file from the backup file and restart the FlexNet Publisher License 
Manager service.


•
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Introduction to Service Assurance Suite (SA Suite) and its 
licensing


This section on licensing applies only if you have upgraded from a standalone (non-SA 
Suite deployment) to the SA Suite. The new SA Suite licensing does not apply to a 
standalone install of any of the Smarts products - the existing product-centric licensing 
still applies. The SA Suite is a bundle of products / functionality (Smarts products, EMC 
M&R, and NCM) orderable as a single part number / SKU and licensing is consistent 
across all products in the SA Suite. Table 6 on page 61 provides information on Standard 
and Advanced editions of the SA Suite.


Contact your account representative for more information on the SA suite. There are no 
differences in the licensing methodology between Standard and Advanced editions of the 
SA Suite. Advanced uses the same device method as Standard. All examples or references 
apply to both Standard and Advanced.


In the SA Suite, licensing has moved to the device scalability (number of network adapters 
a device has) and the number of network adapters is translated into a Managed Object 
(MO) count. A device can consume one (1) or more MO licenses based on the device 
scalability. This can be compared to a point-based licensing system.


The SA Suite looks at the number of network adapters that are on a device and the SA 
Suite defines a device as having 24 or less network adapters - this equates to one (1) MO.  
The state of the network adapters (managed versus unmanaged) is not a consideration in 
the SA Suite licensing because in the SA Suite, all functionality is applied to the suite-level 
and not at the product level.  For example, with NCM as part of the suite, managing the 


Table 6  Products - Standard / Advanced


Products Standard/Advanced


Smarts Service Assurance Manager (SAM) Standard / Advanced


Smarts IP Manager (IP) Standard / Advanced


Smarts VoIP Availability Manager (VoIP-AM) Standard / Advanced


Smarts Server Manager (ESM) Standard / Advanced


Smarts Network Protocol Manager (NPM) Standard / Advanced


Smarts Network Configuration Manager (NCM) Standard / Advanced


EMC M&R Standard / Advanced


Smarts Application Connectivity Monitor (ACM) Standard / Advanced


Smarts SAM Adapters Standard / Advanced


Alcatel 5620 SAM Adapters (ASAM) Advanced Only


Smarts Multicast (MCAST) Advanced Only


Smarts MPLS Manager (MPLS) Advanced Only
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configuration of a device is at the device level and not at the network adapters level, 
hence the state of the network adapter(s) is not a governing factor in the MO license 
determination of a device.


SA Suite defines a device as having 24-ports/interfaces. If a device has more than twenty 
four (24) ports/interfaces, it counts each group of 24-ports/interfaces as a device (or MO). 
Hence for devices that are greater than 24-ports/interfaces, there is a conversion factor of 
the number of ports/interfaces on the device to a MO license count. For example, if a 
device has 528-ports/interfaces, the MO count for the device would be 528 / 24 = 22 MO.


For some devices such as Access Points (AP) and VoIP Phones, the calculation of the MO 
license count for these devices is a 10:1 conversion, meaning ten (10) APs / VoIP phones 
= one (1) MO license count.


All license count conversions (Device:MO) are rounded up in all calculations.


Table 7 on page 62 provides the Device:MO license count conversions used within the SA 
Suite:


Table 7  Pricing model based on Managed Devices and Managed Objects


There is no change to the actual license files and the existing licensing technology is used. 
This new methodology is used only as a price calculation and auditing tool. It is not 
enforced by Smarts and the existing enforcement based on AP-SystemVolume licenses is 
still applicable. Further, the new licensing does not apply to Smarts IP. It applies to the SA 
Suite.


Switch/router classification and conversion examples


528-port switch / router


◆ If only physical ports are counted


Category License consumption MD:MO ratio Calculation


Network Adapters


• Less than or equal to 
24-ports/interfaces


Each device consumes one (1) 
license


1:1


• Greater than 
24-ports/interfaces


Each group of 24 
ports/interfaces consume one 
(1) license


1:x Round-up


Servers


Physical or Virtual Each server consumes one (1) 
license


1:1


IP Phones Ten (10) IP phones consume one 
(1) license


10:1 Round-up


Access Points Ten (10) access points consume 
one (1) license


10:1 Round-up
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• All Virtual Switches as part of virtual compute infrastructure are counted and 
charged by hypervisors


• The cost to manage the device is based on the Managed Ports and Interfaces on 
the devices in increments of 24.


◆ If the switch is managed:


• Each 24-ports/interfaces equate or convert to one (1) MO


• 1:X conversion in multiple of 24 physical ports/interfaces


• For a 528 port switch, calculation for MO would be:


– Number of Managed Objects = Switch physical ports / 24 (rounded up to the 
next whole number)


– Number of Managed Objects = 528/24 = 22 MO


– Managed Devices:Managed Objects = 1:22


SA Suite license count report


This section of licensing applies only if you have upgraded from a standalone (non-SA 
Suite deployment) to the SA Suite. The new SA Suite licensing does not apply to a 
standalone install of any of the Smarts products - the existing product-centric licensing 
still applies.


The SA Suite has been enhanced to include the ability to report the managed devices and 
ports, and the corresponding managed objects (MO) count based on the point-based 
device counting scheme as discussed above, in a CSV format. This report utility is 
available as a script, so that it can be scheduled in your native operating system.


To generate the report:


1. Open the command-line interface (CLI) on the host your Smarts IP domain is installed 
and go to the /opt/InCharge/IP/smarts/bin folder.


2. Type the following command:


sm_perl sm_licenseUtilization.pl -b <broker>


For example:


sm_perl sm_licenseUtilization.pl -b localhost:2233


This will create a report in CSV format under the <BASEDIR>/smarts/local/logs/ folder.
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Root access requirement on UNIX and Linux
Super-user access is required on UNIX and Linux systems for running the following:


◆ sm_server - Domain Manager, handling ICMP packets, SNMP trap receiving on default 
port 162


◆ brstart - Broker on default port 426


◆ sm_trapd - SNMP trap receiving on default port 162


A Domain Manager must bind to multiple low numbered (less than 1024) ports for ICMP 
traffic. In addition, the default port for starting a Broker (426) and SNMP trap processing 
port (162) are also low-numbered ports. Access to low-numbered ports requires root 
access on UNIX and Linux systems.


You can also start a Domain Manager with root access and then open additional ports as a 
non-root user, if this is required. “Running as non root on UNIX and Linux systems” on 
page 81 provides additional information.


Overview of services
EMC Smarts Foundation programs can be installed as services. A service is a program that, 
once started, is intended to run continuously. A service is administered by the sm_service 
utility. Programs installed as services start automatically upon system reboot; those not 
installed as services (manual processes or disabled processes) require that you issue 
commands to start and stop them as necessary.


EMC recommends that you install EMC Smarts Foundation programs as services. You are 
prompted to make this choice during the software installation. When you choose to install 
a program as a service, the installation process automatically sets up the program 
accordingly.


The following are examples of programs that should be installed as services:


◆ Broker


◆ Service Assurance Global Manager


◆ Service Assurance Adapter Platform (including the SNMP Trap Adapter and Syslog 
Adapter)


◆ IP Availability Manager and IP Performance Manager


Although services start automatically upon system reboot, there will be occasion for you to 
manually start (and stop) a program that was installed as a service. “Starting and stopping 
services with sm_service” on page 74 describes starting and stopping services.


If you choose not to install a program as a service, the program is installed as a manual 
process. If you install a program as a manual process, you can later change it to run as a 
service, described in “Installing programs as services with sm_service” on page 71.
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In addition, you can modify a service’s settings, as described in “Modifying service 
parameters with sm_service” on page 76.


The sm_service utility cannot be used with the Failover System. The EMC Smarts Failover 
System User Guide provides specific information about starting, stopping, and configuring 
the Failover System scripts.


About the sm_service utility
The sm_service is a cross-platform utility that sets up the environment for standard 
EMC Smarts Foundation applications (for example, the Broker, Domain Managers, and 
adapters), and that installs those applications as services.


Additionally, the sm_service utility can start non-EMC Smarts applications.


The implementation of the sm_service utility on:


◆ UNIX includes two separate programs: sm_serviced, a long-running, system-level 
program, and sm_service, a command-line tool that communicates user requests to 
sm_serviced.


◆ Windows involves the Windows Service Manager and sm_service, a command-line 
tool that communicates user requests to Windows Service Manager. The sm_serviced 
program is not applicable for Windows platforms.


The sm_service utility is installed with the software (one per system), and is used from the 
BASEDIR/smarts/bin directory. Select the BASEDIR/smarts with the latest version of 
software. The utility can only be used to control services on the local machine.


sm_serviced and ic-serviced
UNIX includes two separate programs: sm_serviced, a long-running, system-level 
program, and sm_service, a command-line tool that communicates user requests to 
sm_serviced.


The sm_serviced, the component of the sm_service utility that manages programs 
installed as services (either at installation, or by way of the sm_service command line), is 
installed with the software on UNIX systems during the installation process, and 
automatically starts its operations.


Thereafter, a script, ic-serviced, can be used to start and stop sm_serviced. The script is 
stored in a system-specific location: /etc/init.d on Solaris and Linux. The control of 
services can be affected through sm_service. “The sm_service command line” on page 69 
provides additional information.


The ic-serviced script includes several variables. Default settings are assigned to the 
variables during the installation process. If necessary, the value for the 
SM_SERVICE_STARTDIR variable can be edited. The default setting for this variable is / and 
specifies the directory into which core files are written. If it is changed, the setting must 
point to a directory on a file system with enough free space to hold a core file of the 
system’s largest server.
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Contact EMC Global Services for information about editing the remaining variables at the 
beginning of the ic-serviced script.


The ic-serviced script enables you to start and stop sm_serviced on UNIX systems and to 
check the status of sm_serviced.


If sm_serviced is not already running, issue the following command with administrative 
privileges to start it:


/etc/init.d/ic-serviced start


To stop sm_serviced and all of the services managed by it, issue the following command 
with administrative privileges:


/etc/init.d/ic-serviced stop


To check that sm_serviced is running and responding, issue the following command with 
administrative privileges:


/etc/init.d/ic-serviced status


If you uninstall the first software you installed, the ic-serviced script will be removed from 
the system. 

68 EMC Smarts Foundation System Administration Guide







Controlling Startup

The sm_service command line
The sm_service command line is the tool through which you communicate user requests 
to sm_serviced. The basic syntax for the command line is:


sm_service <action> <options> <arguments>


Standard options


Table 8 on page 69 lists the standard options that can be used with the sm_service utility. 


Table 8  Standard options for sm_service (page 1 of 2)


Options Description


--help Print the help text and exit.


--version Print the program version and exit.


--logname=<name> Use <name> to identify sender in the system log. 
Default: The program's name.


--loglevel=<level> Minimum system logging level. The level can be: None, Emergency, 
Alert, Fatal, Critical, Error, Warning, Notice, Informational, Debug. 
Note that Fatal is equivalent to Emergency, Alert, or Critical.
Default: Error.


--errlevel=<level> Minimum error printing level. The level can be: None, Emergency, 
Alert, Fatal, Critical, Error, Warning, Notice, Informational, Debug. 
Note that Fatal is equivalent to Emergency, Alert, or Critical.
Default: Warning.


--tracelevel=<level> Minimum stack trace level. The level can be: None, Emergency, Alert, 
Fatal, Critical, Error, Warning, Notice, Informational, Debug. Note that 
Fatal is equivalent to Emergency, Alert, or Critical.
Default: Fatal. 


--output[=<file>] Redirect output (stdout and stderr). The filename is <file>, or the 
--logname value if <file> is omitted. Log files are always placed in 
$SM_LOGFILES or $SM_WRITEABLE/logs.
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The following example highlights the use of a standard option:


BASEDIR/smarts/bin/sm_service --help


sm_service actions
Table 9 on page 70 lists the actions that can be performed with the sm_service utility.


The following example highlights an action with several install options:


BASEDIR/smarts/bin/sm_service install --name=ic-broker 
--startmode=runonce BASEDIR/smarts/bin/brstart --port=1234


--facility=<facility> Instructs the program to log any syslog messages with the specified 
syslog facility (UNIX/Linux only). The default is Daemon. 
The <facility> setting can be one of the following:
• Kern
• User 
• Mail
• Daemon
• Auth
• Lpr
• News
• Uucp
• Cron
• Local0
• Local1 
• Local2
• Local3
• Local4
• Local5
• Local6
• Local7


-- Stop scanning for options.


Table 8  Standard options for sm_service (page 2 of 2)


Options Description


Table 9  sm_service actions


Actions Description


install Installs a program as a service. It can also be used to modify the 
parameters of a service.


show Displays the status of the installed services. It can also display the 
command lines of specified services so that they can be replicated on 
other systems.


start Starts one or more installed services.


stop Stops one or more installed services.


isstopped Exits with a non-zero status if the requested set of services is in a state of 
not running.


remove Removes one or more installed services.
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Installing programs as services with sm_service
If, at installation, you installed a program to run as a service, the service will automatically 
start up when your system reboots. If you did not install a program as a service, you can 
use sm_service to install it as a service at any time.


The install action enables you to install a program as a service. After you define the name, 
description, startmode, and path of the program, sm_service stores the information in an 
sm_service database located in the /var/smarts directory (on UNIX). The sm_service then 
uses the information to start and run the program as a service. You must have 
administrative privileges to enter this command.


The syntax for the sm_service install action is:


sm_service install [<install options>] <name> path/to/exe [<args>...]


In addition to the common install options, such as name, description, and startmode, the 
command line must include an absolute path to the program you want to the program that 
you want to install as a service. Arguments that apply to the program, that you are 
installing as a service, can follow the path.


For example:


UNIX


BASEDIR/smarts/bin/sm_service install --name=ic-broker 
--startmode=runonce BASEDIR/smarts/bin/brstart --port=1234


Windows


BASEDIR\smarts\bin\sm_service install --name=ic-broker 
--startmode=runonce BASEDIR\smarts\bin\brstart --port=1234


Install options


Table 10 on page 71 lists the install options that can be used with the sm_service utility. 


Table 10  Install options for sm_service (page 1 of 2)


Options Description


--force Overwrite an existing service with the same name. The option is 
used to update or modify the parameters of an existing service.


"--description=<DESC>" A short description of the service. Enclose the option with double 
quotation marks.
On Windows platforms, the description will appear in the first 
column of the Service Control Manager window (the "Descriptive 
Name").
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Examples of the sm_service install action


The following provides examples of sm_service install action command lines.


UNIX


BASEDIR/smarts/bin/sm_service install --name=ic-broker 
--startmode=runonce BASEDIR/smarts/bin/brstart --port=1234


BASEDIR/smarts/bin/sm_service install --name=trapadapter 
--startmode=runonce --env=SM_BROKER=localhost:1234 


BASEDIR/smarts/bin/sm_trapd


Windows


BASEDIR\smarts\bin\sm_service install --name=ic-broker 
--startmode=runonce BASEDIR\smarts\bin\brstart --port=1234


BASEDIR\smarts\bin\sm_service install --name=trapadapter 
--startmode=runonce --env=SM_BROKER=localhost:1234 


BASEDIR\smarts\bin\sm_trapd


--startmode=<mode> The service start policy. Where <mode> is one of the following:
• runonce (start automatically when sm_serviced starts)
• automatic (starts automatically when sm_serviced does not 


detect that it is running)
• manual (requires an explicit start request) 
• disable (cannot be started).
Default: runonce


--env=<NAME>=<VALUE> A <NAME>=<VALUE> pair which will be placed in the process 
environment of the launched service. As many --env pairs as 
necessary can be specified. <VALUE> may contain one or more 
values, separated by commas.
The syntax <NAME>= (with no specified value) has the effect of 
unsetting <NAME> in the environment of the launched program.
The --env arguments are applied left to right as they appear on the 
command line, and this ordering is preserved in the database.


Table 10  Install options for sm_service (page 2 of 2)


Options Description
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Displaying installed services and their status
On UNIX systems, the sm_service show action displays previously installed services and 
their status.


On Windows, the sm_service show action displays the parameters of a service. To display 
the status of a service on Windows systems, you need to access the Control Panel: 
Settings > Control Panel > Administrative Tools > Services.


The syntax for the action is as follows. You must enter this command with administrative 
privileges:


sm_service show <name> [<name> ...]


The show action has one option:


--cmdline


When the action is used with its --cmdline option, it displays the sm_service command 
line that installed the program as a service. The command line can be reproduced and 
used for installing the requested service(s) on another system.


In the absence of the --cmdline option, the show action displays the status of the named 
service (or all services, when <name> is not given), including:


◆ Whether the service is running


◆ The name of the service


◆ A brief description of the service


Examples of the sm_service show action


The following provides an example of the sm_service show action.


For the status of a service, enter the following with administrative privileges:


BASEDIR/smarts/bin/sm_service show ic-broker


Output:


RUNNING ic-broker


For the command line of a service, enter the following with administrative privileges:


BASEDIR/smarts/bin/sm_service show --cmdline ic-broker


Output:


BASEDIR/smarts/bin/sm_service install 
--force 
--name=ic-broker 
--description=”EMC Broker” 
--env=SM_CLIENTCONNECT=brokerConnect.conf 
--startmode=runonce 
BASEDIR/smarts/bin/brstart 
--port=426 
--restore=BASEDIR/smarts/local/repos/broker/broker.rps 
--output
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Starting and stopping services with sm_service
The sm_service utility can be used to start and stop programs when necessary. However, 
the programs, which can be either manual processes or services, must be installed with 
sm_service before you can use this action.


To start a program, enter the following command with administrative privileges from the 
<BASEDIR>/smarts/bin directory:


sm_service start [options]


To stop a program, enter the following command with administrative privileges from the 
<BASEDIR>/smarts/bin directory:


sm_service stop [options]


Start options


Table 11 on page 74 lists the options for the start action.


Stop options


Table 12 on page 74 lists the options for the stop action.


Examples of the sm_service start and stop actions


The following provides examples of the sm_service start and stop actions.


For the start action, enter the following command with administrative privileges:


BASEDIR/smarts/bin/sm_service start ic-broker


For the stop action, enter the following command with administrative privileges:


BASEDIR/smarts/bin/sm_service stop ic-broker


Table 11  Start options for sm_service


Options Description


<name> [<name>...] Start specified processes.


--all Start all automatic or runonce services that are not running. (UNIX 
only).


--pattern= Start all processes with absolute paths that match the wildcard 
pattern.


Table 12  Stop options for sm_service


Options Description


<name> [<name>...] Stop specified processes.


--all Attempt to stop all running services (UNIX only).


--pattern= Stop all processes with absolute paths that match the wildcard 
pattern.


--force Do not consider it an error if the service is not running.
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Checking whether services are stopped


The isstopped action for sm_service exits with a non-zero status if any of the requested 
set of services are not running. 


Table 13 on page 75 lists the options for the isstopped action.


Examples of the sm_service isstopped action


The following provides examples of the sm_service isstopped actions on UNIX. These 
examples also show the use of wildcards.


The isstopped action verifies whether all of the services started from the BASEDIR/smarts 
directory are stopped:


sm_service isstopped --pattern ‘BASEDIR/smarts/*’


This example checks if all Managers are stopped:


sm_service isstopped --pattern ‘*sm_server*’


Starting and stopping services from the Windows desktop


Programs that are installed as services can also be started and/or stopped from the 
Windows desktop.


To start a service from the Windows desktop:


1. Select Start > Settings > Control Panel > Administrative Tools.


2. Select Services.


3. Select the EMC Smarts service.


4. Select Start. 


To stop a service, select Stop instead of Start.


Table 13  isstopped options for sm_service


Options Description


<name> [<name>...] Return status for specified processes.


--all Return the status of all processes.


--pattern= Return the status of all processes with absolute paths that match the 
wildcard pattern.
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Modifying service parameters with sm_service
The parameters for a service can be modified with the sm_service install action. “Installing 
programs as services with sm_service” on page 71 provides additional information. The 
--force option, which overwrites the existing parameters, must be used with the install 
action when you modify a service.


The syntax for the sm_service install action (to modify service parameters) is:


sm_service install --force


You must enter this command with administrative privileges.


To modify service parameters:


1. Stop the existing service with the sm_service stop action.


2. Use the sm_service show action with the --cmdline option to display the command 
line that was used to install the existing service.


3. Use the sm_service install action with the --force option, copy the displayed command 
line from step 2  after the --force option, and modify the parameters that need to be 
changed.


4. Start the modified service.


Removing services with sm_service
One or more existing services can be removed from the system, when necessary, with the 
sm_service remove action.


The syntax for the sm_service remove action is:


sm_service remove <name> [<name>...]


You must have administrative privileges to enter this command.


Example of the sm_service remove action


The following provides an example of the sm_service remove action.


BASEDIR/smarts/bin/sm_service remove trapadapter


You must have administrative privileges to enter this command.
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Default parameters for services
During installation, EMC Smarts Foundation products can be installed as services. When 
installed as services, default values are specified for the parameters that are associated 
with the services.


This section lists the default parameters associated with EMC Smarts Foundation 
products, and briefly describes them. The installation guide that accompanied your 
product provides examples of using the sm_service install command.


If you need to modify the default parameters of a currently installed service, use the steps 
found in “Modifying service parameters with sm_service” on page 76.


Common sm_server options


Several sm_server options are common to all Managers that are installed as services (the 
IP Availability Manager, for example, and the Service Assurance Manager). Table 14 on 
page 77 lists these sm_server options.


Exceptions to these parameters are noted and described with the default parameters for 
the individual products. 


Table 14  Common sm_server options (page 1 of 2)


Options Description


--name=<name> Specifies the name of the Manager (Manager or Global Manager). 
The name can contain alphanumeric characters (a-z, A-Z, 0-9) 
and the underscore (_) character. Do not include spaces.


--config=<cfg> Specifies the sm_server configuration file to use. Configuration 
files are loaded from the directories 
BASEDIR/smarts/local/conf/<cfg> and 
BASEDIR/smarts/conf/<cfg>.


--port=<port> Specifies the alternate Manager port.


--bootstrap=<file> Specifies the alternate bootstrap configuration file. The file name 
is relative to the configuration directory (as set by the --config 
option). The default is bootstrap.conf.


--ignore-restore-errors Indicates ignore errors encountered while restoring the saved 
topology. 


--norestore Indicates do not attempt to restore any saved objects.


--subscribe=<sub> Start a subscription adapter that automatically subscribes to the 
specified notifications.


--broker=<location> Specifies the alternate Broker location as host:port. Also -b 
<location>.


--output[=<file>] Redirects the output (stdout and stderr). The file name is <file>, or 
the --logname value if <file> is omitted. Log files are always placed 
in BASEDIR/smarts/local/logs.


--daemon Run the program as a daemon (UNIX only). Messages generated 
from internal logging calls are directed to the log file. Log files are 
written to the BASEDIR/smarts/local/logs directory.
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To display a complete list of the sm_server options on your system, enter the following 
command with administrative privileges:


BASEDIR/smarts/bin/sm_server --help


--facility=<facility> Instructs the program to log any syslog messages with the 
specified syslog facility (UNIX/Linux only). The default is 
Daemon. 
The <facility> setting can be one of the following:
• Kern
• User 
• Mail
• Daemon
• Auth
• Lpr
• News
• Uucp
• Cron
• Local0
• Local1 
• Local2
• Local3
• Local4
• Local5
• Local6
• Local7


--clean-topology Migrates the customized Polling and Threshold settings from a 
previous version of an EMC Smarts product to a new version of 
the product.
Here is an example command:
sm_server -n <name of old domain> -c icf --clean-topology 


--ignore-restore-errors --output --daemon 
After the old domain’s repository file is “cleaned,” that is, after 
all but the customized Polling and Thresholds settings have been 
removed from the old domain’s repository file, a user places the 
repository file in the new domain’s 
BASEDIR/smarts/local/repos/<config> directory, to become the 
new domain’s initial repository file.
<config> refers to the configuration directory that is specified on 
the command line when the old domain is started.


Table 14  Common sm_server options (page 2 of 2)


Options Description
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Common sm_adapter options


Several sm_adapter parameters are common to all adapters that are installed as services 
(the Syslog Adapter, for example, and the SNMP Trap Adapter). Table 15 on page 79 lists 
these sm_adapter parameters or options.


Exceptions to these parameters are noted and described with the default parameters for 
the individual products. 


To display a complete list of the sm_adapter options on your system, enter the following 
command with administrative privileges:


BASEDIR/smarts/bin/sm_adapter --help


Table 15  Common sm_adapter options


Options Description


--name=<name> Specifies the name of the adapter.


--model=<name> Specifies the name of model library to load.


--tail=<path> Specifies read input by tailing a file.


--rserver=<name> Specifies auto-reconnect parser to Manager.


--server=<name> Specifies connect parser to Manager.


--broker=<location> Specifies the alternate Broker location as host:port. Also -b 
<location>.


--output=<file> Directs the output (stdout and stderr). The file name is <file>, or the 
--logname value if <file> is omitted. Log files are always placed in 
BASEDIR/smarts/local/logs.


--daemon Run the program as a daemon (UNIX only). Messages generated from 
internal logging calls are directed to the log file. Log files are written 
to the BASEDIR/smarts/local/logs directory.


--facility=<facility> Instructs the program to log any syslog messages with the specified 
syslog facility (UNIX/Linux only). The default is Daemon.
The <facility> setting can be one of the following:
• Kern
• User 
• Mail
• Daemon
• Auth
• Lpr
• News
• Uucp
• Cron
• Local0
• Local1 
• Local2
• Local3
• Local4
• Local5
• Local6
• Local7
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Common sm_sdi options


Several sm_sdi options are common to the components of the SQL Data Interface Adapter 
that are installed as services. Table 16 on page 80 lists these sm_sdi options.


Exceptions to these parameters are noted and described with the default parameters for 
the individual products. 


To display a complete list of the sm_sdi options on your system, enter the following 
command with administrative privileges:


BASEDIR/smarts/bin/sm_sdi --help


Table 16  Common sm_sdi options


Options Description


--broker=<location> The alternate Broker location as host:port. Also -b <location>.


--name=<name> The name of the SQL Data Interface Adapter component. Also -n 
<name>.


--config=<cfg> Specifies the directory of the sm_sdi configuration files: 
sdi_ics.conf, sdi_sql.conf and sdi_odbc.conf. Configuration files are 
loaded from the directories BASEDIR/smarts/local/conf/<cfg> and 
BASEDIR/smarts/conf/<cfg>.


--bootstrap=<file> Specifies the alternate bootstrap configuration file. The filename is 
relative to the configuration directory (as set by the --config option). 
The default is bootstrap.conf.


--nonpriv Allow sm_sdi to run under a nonprivileged user ID. This option must 
be specified in order for a nonprivileged user to start sm_sdi.
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Running as non root on UNIX and Linux systems
Table 17 on page 81 describes two options that are used in conjunction with each other to 
run as non root. These two options are only available on UNIX and Linux systems. These 
options are available for the sm_server, brstart, and sm_adapter commands. 


The --privopen and --run-as-user options are used in conjunction to run a Domain 
Manager with non root privileges. The Domain Manager can startup as root, open 
privileged ports, and change to a non root user.


You can open multiple ports by repeating the <arg> parameter. Each instance is separated 
by a comma (,). For example:


--privopen=UDP:v4:161,#2
--privopen=IP:1,#6 
--privopen=IP:v6:58,#6
--run-as-user=testuser1


Table 17  Additional options for running as non root on UNIX and Linux systems


Options Description


--privopen=<arg>[,<arg>]
Note: This option is only used in conjunction with the --run-as-user 
option to run as non root.


Opens privileged sockets. The <arg> parameter has the following 
syntax:
<type>[:<family>]:<port>[,#<count>]
where:
• <type> is one of the following:


• TCP (for a TCP connection)
• UDP (for a datagram)
• IP (for a raw socket)


• <family> is one of the following:
• :v4 (IPv4 address family)
• :v6 (IPv6 address family)
If <family> is not specified, the address family defaults to IPv4.


• <port> is one of the following:
• The required privileged port for a TCP socket
• The required privileged port for a UDP socket
• The protocol for IP


• <count> is the number of sockets of the type, family and port. The 
default count is 1. 


--run-as-user=<username>
Note: This option is only used in conjunction with the --privopen 
option to run as non root.


Specifies a valid user name.
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In this example:


◆ The first privopen line opens two UDP IPv4 sockets on port 161.
◆ The second privopen line opens six raw IPv4 sockets for ICMP.
◆ The third privopen line opens six raw IPv6 sockets for ICMPv6.


After the sockets are opened, the process will change to run as user, “testuser1.” 
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This chapter consists of the following sections:


◆ Security features .....................................................................................................  84
◆ How security works .................................................................................................  85
◆ Configuring authentication......................................................................................  88
◆ Controlling authentication.....................................................................................  100
◆ Changing Cryptographic Settings ..........................................................................  101
◆ Encryption ............................................................................................................  101
◆ Encrypted passwords ............................................................................................  104
◆ Encrypted seed files..............................................................................................  106
◆ Encrypted connections..........................................................................................  106
◆ Replacing or importing TLS certificates ..................................................................  110
◆ Configuring a secure Broker ..................................................................................  110
◆ Additional safeguards ...........................................................................................  112
◆ Example security configurations............................................................................  113
◆ Changing Cryptographic Settings ..........................................................................  101
◆ Encryption ............................................................................................................  101
◆ Encrypted passwords ............................................................................................  104
◆ Encrypted seed files..............................................................................................  106
◆ Encrypted connections..........................................................................................  106
◆ Replacing or importing TLS certificates ..................................................................  110
◆ Configuring a secure Broker ..................................................................................  110
◆ Additional safeguards ...........................................................................................  112
◆ Example security configurations............................................................................  113


Configuring security requires time and effort. Before configuring security, carefully 
consider your requirements along with the trade-offs between system security, time 
allocated for system administration, and usability.
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Security features
EMC Smarts software provides multiple levels of security which administrators can use to 
secure their system and control access to it. The various levels of security can be 
implemented through:


◆ Authentication and user privileges


Client-server connections can be controlled on both the client and server sides of the 
system. The system is secured by using authentication records and by assigning 
connection privileges on the server side. When a client initiates a connection to a 
server, the client must supply appropriate authentication to the server before the 
connection (as defined by the connection privileges) is permitted. “Configuring 
authentication” on page 88 provides detailed information.


◆ Encrypted passwords


Passwords can be encrypted in the serverConnect.conf, clientConnect.conf, and 
brokerConnect.conf files, which are located in the BASEDIR/smarts/conf directory of 
each EMC Smarts software installation. Encryption is based on a secret phrase, 
common to all of the EMC Smarts applications that must interact, and is used to 
encrypt password fields in the authentication records. “Encrypted passwords” on 
page 104 provides detailed information. 


Passwords can also be encrypted in seed files. “Encrypted seed files” on page 106 
provides detailed information.


◆ Encrypted connections


The software provides several levels of security above cleartext communication:


• Encryption based on the site secret


• Diffie Helman-Advanced Encryption Standard (DH-AES)


• DH-AES used in conjunction with the site secret


• Transport Layer Security (TLS) v1.2 with or without Federal Information Processing 
Standard (FIPS) Publication 140-2 validated cryptography.


The levels of security are configured by way of values for environment variables. 
“Encrypted connections” on page 106 provides detailed information.


The security features are enabled with default settings when you install the software. The 
default security settings are thoroughly documented and permit access to the system. As 
a result, you should change the default usernames, passwords, and the secret phrase to 
enforce access control to the software. In addition, you should restrict access to the 
security configuration files, as described in “Specifying alternate security configuration 
files” on page 98.


An administrator can also place access restrictions on certain console operations by 
applying user profiles. This ability to restrict users to certain operations is described in the 
EMC Smarts Service Assurance Manager Configuration Guide.
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How security works
EMC Smarts security features apply to authentication and communication connections.


Authentication occurs whenever a client program initiates a connection to a server 
program. The client passes a username and a password to the server. The server 
determines whether the client is allowed to connect and, if the connection is allowed, 
what privileges the client is granted.


Secure communication connections are implemented:


◆ Encryption based on the site secret


◆ Diffie Helman-Advanced Encryption Standard (DH-AES)


◆ DH-AES used in conjunction with the site secret


◆ Transport Layer Security (TLS) v1.2 with or without Federal Information Processing 
Standard (FIPS) Publication 140-2 validated cryptography.


In Foundation 9.2, a FIPS 140 enabled Broker is able to communicate with FIPS 140 
enabled Domain Managers as well as non FIPS 140 enabled Domain Managers. In 
addition, a FIPS 140 enabled Domain Manager is able to communicate with FIPS 140 
enabled Domain Managers as well as non FIPS 140 enabled Domain Managers.


To properly configure the security system, you must understand how the security system 
works. The answers to the following questions will help:


◆ Which programs are servers and which are clients?


◆ How does a server authenticate a client?


◆ How does a client obtain a username and password to pass on to a server?


◆ How does encryption apply to authentication as well as communication connections?


For the UNIX account that is used to run EMC Smarts processes, if the system 
administrator sets explicit permissions for the file mode creation mask (the umask) for a 
parent process, EMC Smarts software respects those permissions. For processes started 
by the sm_serviced program that is described in “sm_serviced and ic-serviced” on 
page 67, the umask permission is inherited.


Server and client programs for the software


Knowing which EMC Smarts programs function as servers and which function as clients 
can help you understand how to configure security. Simply stated, a client is any 
EMC Smarts program that initiates a connection to another EMC Smarts program. 
Programs can act both as a client and as a server.

How security works 85







Securing Access to the Software

Table 18 on page 86 lists some server and client programs and shows how they can 
interact. 


Table 18  EMC Smarts server and client programs


Server programs Client programs


Broker Service Assurance Failover System


Command-line utilities such as dmctl and 
brcontrol


Global Console users


Global Manager


Notification Adapters


Service Assurance Adapter Platform


Tools 


Report Manager


Beacon


Application Connectivity Monitor


Global Manager Service Assurance Failover System


Broker


Command-line utilities (dmctl)


Global Console users


Notification Adapters


Tools


Global Manager


Report Manager


Service Assurance Adapter Platform Broker


Command-line utilities (dmctl)


Global Manager


sm_ems


SNMP Trap Adapter


Syslog Adapter


IP Availability Manager Global Console


IP Performance Manager Global Console


Beacon Global Console


Application Connectivity Monitor Global Console
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The Broker functions as both a server and a client. In addition, when Service Assurance 
Managers are deployed in a multi-tiered environment, a Service Assurance Manager may 
also function as both a server and a client.


The server and client programs that are listed in Table 18 on page 86 can be installed on 
the same host. For example, it is common for the Broker and a Service Assurance Manager 
to run on the same host.


Server authentication


When a client program initiates a connection to a server, it must provide an EMC Smarts 
username and password. A server authenticates a connection request by comparing the 
EMC Smarts username and password it receives from a client to the authentication 
records in its configuration file, serverConnect.conf. The server uses the first 
authentication record that matches the information sent by the client.


The authentication records are reread for each attempted connection so any changes to 
the file will take effect immediately.


The Global Console always displays a log-on dialog box where a user must enter a 
username and password. Other username and password or be configured to automatically 
send the username and password.


For example, when a Global Console connects to a Service Assurance Manager, it sends a 
username and password to the Service Assurance Manager. The Service Assurance 
Manager compares the credentials to the authentication record listed in its 
serverConnect.conf file. If the first matching record allows the connection, the Service 
Assurance Manager accepts the connection and grants the user the privileges that are 
specified by the authentication record. If the username and password do not match an 
authentication record, the connection is refused.


Client authentication


Other than the Global Console, most Most clients, by default, automatically send 
authentication information to the server. This information is stored in a clientConnect.conf 
file. A client that uses automatic authentication reads the records in the order that they 
appear, selecting the first record whose login username matches the user that runs the 
client and whose target matches the name of the server that is being connected to. Once it 
finds a match, the client sends the username and password to the target server as 
authentication credentials. If the authentication succeeds, the server tells the client its 
access privilege. If the authentication fails, the server refuses the connection and the 
failure is recorded in the server’s log file.


Client authentication files are reread for each attempted connection. As such, you can edit 
the configuration files at any time and the changes take effect immediately.


The Broker uses its own client connection file, brokerConnect.conf. 
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For example, when a Domain Manager (such as an EMC Smarts IP Availability Manager) 
registers with a Broker, the Domain Manager sends a username and password from its 
clientConnect.conf to the Broker. The Broker checks the username and password against 
the records in its serverConnect.conf. Based on the results, it will grant or deny a 
connection. 


However, when the Broker checks whether a registered Domain Manager is alive (by 
pinging the manager), the Broker must authenticate with that Domain Manager. To do this, 
it finds a username and password in its brokerConnect.conf file to send to the Domain 
Manager. The Domain Manager checks for the username and password in its 
serverConnect.conf and either grants or denies the right for the Broker to ping it.


Encryption


By default, non-FIPS 140 mode encryption is enabled during the installation process. All 
EMC Smarts products and applications that interact with each other must share a common 
secret phrase, and the same FIPS 140 mode. The security configuration files and files with 
passwords to SNMPv3 devices all contain encrypted information.


The basis for encryption is a secret phrase that gets transformed into the imk.dat file. This 
file is the basis of encryption for EMC Smarts programs. The programs use the site secret 
to encrypt passwords in the configuration files and keywords in seed files, as well as to 
encrypt connections between programs.


Configuring authentication
This section describes the components of authentication. It covers the content and syntax 
of the security files, the default authentication records provided in each file, and how to 
specify alternate security configuration files.


Syntax of the security files


This section describes the syntax of the serverConnect.conf, clientConnect.conf, and 
brokerConnect.conf files.


Each file consists of one or more authentication records, each of which contains four 
fields. Note the following:


◆ A line that starts with two forward slashes (//) or a pound sign (#) is considered a 
comment and ignored.


◆ The fields of each authentication record are separated by colons (:).


◆ Any white space before, after, or between fields, is ignored. If the field value contains 
a space, you need to add an escape character, the backslash (\), before the space. 
When a backslash is encountered, the following character loses any special 
significance and is used as is.


The first line of each of the configuration files contains encryption information. Do not 
change this line unless you want to disable encryption. To comment out the line, add a 
second pound sign.
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The clientConnect.conf, brokerConnect.conf, and serverConnect.conf are read from top to 
bottom. For example, when a client selects a record for automatic authentication, it uses 
the first record with a matching target and username. If that username is denied a 
connection by the server, the client does not try again. The ordering of authentication 
records is important because you can use wildcards for certain fields. In general, more 
specific authentication records should be listed first. Appendix B, “Wildcards,” provides 
additional information about wildcards.


Server authentication records


Server authentication involves setting up authentication records in the 
serverConnect.conf file. Each record contains information to control access to a particular 
server, a username and password, and a connection privilege. To modify this file, use the 
sm_edit utility as described in “Modifying EMC Smarts files” on page 20.


Always use sm_edit utility to edit the serverConnect.conf. This is particularly important if 
the passwords are encrypted. When you use the sm_edit utility to edit the file, it saves 
changes to the file in BASEDIR/smarts/local/conf and encrypts the passwords; it does not 
modify the default, non-encrypted version of the file. 


Description of serverConnect.conf
The serverConnect.conf file defines who can connect to which server and what privileges 
they are granted. By default, separate versions of the file reside in the 
BASEDIR/smarts/conf and the BASEDIR/smarts/local/conf directories on the system 
where the server is running. The first version does not contain encrypted passwords, so 
the default values are accessible by anyone who can read the file. The version in 
BASEDIR/smarts/local/conf contains encrypted passwords.


The format of a record in serverConnect.conf is:


<target>:<ITOps username>:<password>:<privilege>
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Table 19 on page 90 describes the four fields of an authentication record in the 
serverConnect.conf file. 


Remember that during the authentication process the server receives a connection target, 
EMC Smarts username, and password from a client. The server checks each of its records 
looking for a match. When it finds the first match, it sends the appropriate privilege back 
to the client. Otherwise, the server logs the failed authentication.


Table 19  Field descriptions for serverConnect.conf


Field Definition Value


<target> Name of the server for which 
this connection is intended.
A server will only read this 
line if its name matches the 
value of the target field.


Can be a matching pattern with wildcards or 
one of the following special values:
• <BROKER> indicates that this record applies 


only to the Broker.
• ~<BROKER> indicates this record applies to 


all servers except the Broker.


<EMC Smarts 
username> 


Username for the client 
requesting a connection.


Can be a matching pattern with wildcards or 
the following special value:
• <DEFAULT> is provided for legacy clients that 


cannot send a username.
• <AUTO> is provided for site-specific 


credentials.


<password> Password for the user 
requesting a connection.


Can be a password or one of the following 
special values:
• <SYS> indicates that the username must be 


a valid login name on the local system. The 
server passes the credentials to the host 
operating system for validation.


• <DEFAULT> is provided for legacy clients that 
cannot send a password.


• <AUTO> is provided for site-specific 
credentials.


<privilege> Access privileges of the 
client.


Valid values include:
• All
• Monitor
• None
• Ping
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Connection privileges
Connection privileges are specified in the serverConnect.conf file, and authentication 
features provide for four levels of privileges:


◆ All provides full access to all server functions. It is required for all adapter-to-server 
and server-to-server connections and by all command line utilities, with a few 
exceptions. This level of authorization is also required by administrative consoles. 
However, this level of access can be further restricted through user profiles. The EMC 
Smarts Service Assurance Manager Configuration Guide provides additional 
information about using user profiles to restrict access to console operations.


◆ Monitor access supports a monitoring console. A monitoring console cannot change 
server database or configuration parameters except in special circumstances such as 
acknowledgement of notifications. Only consoles support Monitor access. If you run a 
secure Broker, the Broker must also support ping 
(<BROKER>:BrokerNonsecure:Nonsecure:ping).


◆ None prevents access to the server. This privilege can be used to explicitly prevent a 
user from accessing the server.


◆ Ping is a special access privilege that allows connections to a server, but only to ping 
the server and check whether it is functioning. A Broker requires Ping access to check 
the status of servers and is sufficient to allow the dmctl command line utility to 
connect to a server and execute the ping command.


Client authentication records


Most clients connect to servers without requiring a user to enter a username or password. 
When this happens, a client parses a configuration file for a username and password to 
send to the server for authentication instead of prompting a user. Most clients use the 
clientConnect.conf. The Broker uses its own file, brokerConnect.conf.


The Broker only uses brokerConnect.conf to send authentication to other processes so 
that it can ping them.


Description of clientConnect.conf and brokerConnect.conf
By default, these files are located in the BASEDIR/smarts/conf directory. The sm_edit 
utility saves changes to the file in BASEDIR/smarts/local/conf and does not modify the 
original version of the file.


The format of a record in the clientConnect.conf or brokerConnect.conf is:


<login user>:<target>:<ITOps username>:<password>


Table 20 on page 92 describes the four fields of an authentication record in the 
clientConnect.conf and brokerConnect.conf files.
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It is important to remember that an EMC Smarts program runs under the login name of the 
user who started it. This has several implications:


◆ A user account must provide sufficient privileges for the program to function properly. 
For example, a Manager may need to run with root privileges because it sends ICMP 
pings or receives SNMP traps.


◆ A Domain Manager is as a Broker, and the Broker is listening on port 426. Port 426 is a 
privileged port, meaning the process must be running as root to open the port. Ports 
numbered below 1024 require root privileges. 


A process, without being root, can connect to a process listening on a port below 
1024.


◆ A user’s system login name must correspond to an EMC Smarts username in the 
clientConnect.conf file or an EMC Smarts username and password will not be sent to a 
server for authentication. In the clientConnect.conf record, a user’s login name and 
EMC Smarts username do not have to be identical.


Table 20  Fields for clientConnect.conf and brokerConnect.conf


Field Definition Value


<login user> System login name of the 
person or process 
attempting a connection.


Can be a matching pattern with wildcards.


<target > Name of the server to 
which the client is trying to 
connect.


Can be a matching pattern with wildcards or 
one of the following special values:
• <BROKER> indicates that this record 


applies only to the Broker.
• ~<BROKER> indicates this record applies 


to all servers except the Broker.


<EMC Smarts 
username> 


Username that is sent to 
server for authentication.


Can be a username or one of the following 
special values:
• <USERNAME> indicates that the username 


under which the current process is logged 
in as is sent as the EMC Smarts username.


• <PROMPT> indicates that the client 
program asks the user to provide an 
EMC Smarts username.


• <AUTO> is provided for site-specific 
credentials.


• <DEFAULT> mimics legacy client 
authentication.


<password> Password that is sent to 
the server for 
authentication.


Can be a password or one of the following 
special values:
• <PROMPT> indicates that the client 


program asks the user to provide a 
password.


• <AUTO> is provided for site-specific 
credentials.


• <DEFAULT> mimics legacy client 
authentication.
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Running without root privileges
All Domain Managers do not need to send ICMP pings or receive SNMP traps and, 
therefore, do not need to run with root privileges.


◆ Start a Broker on a port that is not privileged. The software registers the following non 
privileged ports:


• Broker is port 426


• Domain Manager is port 4426


The Broker could be started on port 4426 if a well-known port is required.


◆ Domain Managers can startup as root, open privileged ports, and then change to a 
non root user, as described in “Running as non root on UNIX and Linux systems” on 
page 81.


Special authentication values


Special authentication describes the configuration of the serverConnect.conf, 
clientConnect.conf and brokerConnect.conf by using the special values <SYS>, <PROMPT>, 
<AUTO>, and <DEFAULT>. These values control system, site-specific and legacy 
authentication.


System authentication
System authentication uses the operating system username and password to 
authenticate clients. This method is configured in serverConnect.conf. By using this 
method, you give every console operator an account on the host on which the server runs. 
The operators log in by using the username and password defined for that account. (The 
account can be disabled to prevent actual interactive access to the system.) By using this 
method:


◆ Each console operator has a unique username and password. 


◆ Accesses to the system can be traced to a particular user. 


◆ Access can be individually revoked. 


The use of <SYS> for the password allows the use of common password administration 
across applications and avoids having the password appear in cleartext in the file in 
unencrypted installations.


This mechanism can readily be extended to provide similar controlled access for 
administrators. For example, you could add the following records to serverConnect.conf:


* : fred|george : <SYS> : All
* : * : <SYS> : Monitor


This example would grant the users “fred” and “george” All access, once they provide the 
passwords for their accounts on the host. Other users providing the correct password are 
granted Monitor access. 
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You could even define a class of administrative users, for example, with usernames that 
start with ADM and provide all other users with Monitor access.


* : ADM* : <SYS> : All
* : * : <SYS> : Monitor


Console applications automatically prompt for a username and password and do not use 
clientConnect.conf. In console applications, passwords display as masked characters (*) 
to avoid displaying the passwords in cleartext. In order for nonconsole applications to 
prompt, the value <PROMPT> must be used for the EMC Smarts username and password in 
clientConnect.conf.


Network account authentication
In UNIX systems, the system authenticates a username based on its password. In 
Windows, a response to the prompt will be checked against the local domain. If the 
system must check with any other Windows Domain Manager, the format of the username 
must include the correct Windows domain as well as the username:


user_name@domain_name


Prompting for authentication
In order for nonconsole applications to prompt for a username and password, the 
corresponding fields in clientConnect.conf must contain <PROMPT>. The client must be 
attached to a terminal, in order for the system to prompt the user. Lines containing a 
<PROMPT> are skipped by programs that are not attached to a terminal, even if they would 
otherwise be selected.


Responses to <PROMPT> are checked against username and password fields in 
serverConnect.conf. 


Site-specific authentication
Site-specific authentication uses a site’s secret to authenticate connections. When 
corresponding records in serverConnect.conf and clientConnect.conf contain the <AUTO> 
value for both the EMC Smarts username and password, the client generates a password 
by using its secret. The server validates the password to accept or reject the connection.


Do not use this method unless you have changed the default site secret. The default site 
secret is known to all EMC Smarts installations.


So for connections to a particular Domain Manager (such as Service Assurance Manager), 
you could define a record in serverConnect.conf:


GM-Company-1:<AUTO>:<AUTO>:All


Then define a corresponding record in the clientConnect.conf files on the different hosts 
connecting to the server:


*:GM-Company-1:<AUTO>:<AUTO>
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As long as both the client and server use the same secret phrase, the server will 
authenticate each connection to the Domain Manager.


Do not use <AUTO> for the brokerConnect.conf if it is used for other connections, because 
the Broker does not need All access, only Ping.


Legacy system authentication
To provide the ability to interoperate with older software, which may not support 
authentication, EMC Smarts software provides a “default account” mechanism. When an 
incoming connection does not provide any authentication information, a server 
substitutes the standard username and password with <DEFAULT>. After that substitution, 
the <DEFAULT>/<DEFAULT> authentication information is validated in exactly the same way 
any other username/password combination is validated. 


An incoming connection that explicitly specifies <DEFAULT>/<DEFAULT> is permitted. It is 
treated in exactly the same way as a connection that supplied no authentication 
information.


Default authentication records


This section describes the authentication records enabled by default. These default 
settings provide examples of user records in serverConnect.conf as well as examples of 
how automatic authentication can be set up in clientConnect.conf and 
brokerConnect.conf.


Authenticating legacy software
The Broker uses the following record in serverConnect.conf to authenticate legacy client 
connections and provide full access. The target field, with a value of <BROKER>, identifies 
that the Broker is the sole target for authentication. There are no corresponding entries in 
the clientConnect.conf or brokerConnect.conf. “Legacy system authentication” on page 95 
provides additional information on the <DEFAULT> value.


<BROKER> : <DEFAULT> : <DEFAULT> : All


In this configuration, the Global Console will not prompt for a username and password 
when connecting to the Broker. The default configuration defines a nonsecure Broker, 
equivalent in security to EMC Smarts software prior to version 5.0.


Automating client authentication to the Broker
EMC Smarts programs connect to the Broker under the following conditions:


◆ When a server starts, it connects to the Broker as a client to register itself.


◆ When a client, including a console, needs to connect to a server, it connects to the 
Broker to query it for the server's location.
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The record in serverConnect.conf specifies that the Broker should grant any client that 
sends the EMC Smarts username BrokerNonsecure and the password Nonsecure full 
access to the Broker.


<BROKER> : BrokerNonsecure : Nonsecure : All


The automatic authentication record in clientConnect.conf applies to any client that 
supports authentication and needs to connect to the Broker. This record specifically 
selects the Broker as its target.


* : <BROKER> :BrokerNonsecure : Nonsecure


These two records define a nonsecure configuration for the Broker. In this configuration, 
consoles do not prompt for a username and password when connecting to the Broker. 
“Configuring a secure Broker” on page 110 provides additional information regarding a 
secure Broker configuration. 


Automating Broker authentication to servers
The Broker periodically pings all registered servers to determine their status. When the 
Broker does this, it acts as a client. This record in serverConnect.conf permits the Broker to 
ping a server to check if it is running.


* : BrokerPing : Ping : Ping


The brokerConnect.conf file contains an automatic authentication record, the only record 
in the file.


* : * : BrokerPing : Ping


“Connection privileges” on page 91 provides additional information about the Ping access 
permission.


Authenticating administrative users
The default administrative record provides full access to any server by using the 
serverConnect.conf file.


* : admin : changeme : All


This record authenticates clients that provide the EMC Smarts username “admin” and the 
password “changeme”. This account grants administrative privileges or full access, which 
is denoted by the value of All in the privilege field.


Change the password for this account after installation. You must make any changes to the 
corresponding records in both the serverConnect.conf and clientConnect.conf files. 
Replace the admin user only after you have set up a corresponding administrative account 
in the Global Manager. You should never remove or disable an administrative account in 
the Global Manager. 
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The corresponding automatic authentication record in clientConnect.conf grants any 
client, which uses the file, full access to any server by using the corresponding record in 
the serverConnect.conf file.


* : * : admin : changeme


Since this record appears later in the clientConnect.conf file than the interactive users 
record (* : * : <PROMPT> : <PROMPT>), only noninteractive clients will be granted full access, 
unless interactive users enter the correct username ("admin") and password 
("changeme"). 


“Connection privileges” on page 91 provides additional information about the All access 
permission.


Authenticating Global Console users
Two records in serverConnect.conf provide the console with monitoring access to servers. 
The first authenticates console users who provide the EMC Smarts username


“maint” and the password “maint”.


* : maint : maint : Monitor


The second console record authenticates console users who provide the EMC Smarts 
username “oper” and the password “oper”.


* : oper : oper : Monitor
Consoles do not use clientConnect.conf for authentication (there is no automatic 
authentication). The console prompts the user for a username and password and passes 
the information to the server for authentication.


User profile restrictions can be used to further limit certain Global Console operations, as 
described in theEMC Smarts Service Assurance Manager Configuration Guide.


EMC recommends that you create separate accounts for each operator. Comment out 
these records and use the authentication record that uses the system login facility.


Authenticating users with a valid system account
The last default authentication record in serverConnect.conf permits users with a valid 
login account on the system where the server is running to connect. A client that uses this 
authentication record must enter a valid system username and password. For 
authentication, the system username becomes the EMC Smarts username. This record 
provides monitoring privileges.


* : * : <SYS> : Monitor
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Authenticating users interactively
This authentication record in the clientConnect.conf prompts users to enter an 
EMC Smarts username and password. This does not guarantee that the connection will be 
successful. The server must be able to validate the username and password by using its 
serverConnect.conf file.


* : * : <PROMPT> : <PROMPT>


The position of this authentication record in the default clientConnect.conf file is 
important. Because it uses wildcard patterns to match for both login user and target, this 
record is always selected for interactive connections, even if a following record also 
matches. Noninteractive programs skip this record because they cannot prompt for 
information.


This record could match the following serverConnect.conf authentication records, as 
described in the following:


* : * : <SYS> : Monitor
In “Authenticating Global Console users” on page 97:


* : maint : maint : Monitor


* : oper : oper : Monitor


In “Authenticating users with a valid system account” on page 97


* : * : <SYS> : Monitor


Specifying alternate security configuration files


You can define separate serverConnect.conf and clientConnect.conf files on hosts where 
multiple servers or clients are running. This enables you to configure a system where 
certain users and/or servers use one file, and other users and/or servers reference a 
different file. Some installations can share the same BASEDIR/smarts, but have 
requirements that stipulate that the servers and/or clients operate differently. 


Two environment variables allow you to specify distinct configuration files:


◆ SM_SERVERCONNECT 


◆ SM_CLIENTCONNECT 


For each variable, the absolute path to the alternate security file must be specified. 
Because you specify the filename, you can have multiple files in the same directory.


For server programs, you can specify an alternate serverConnect.conf file, by setting the 
SM_SERVERCONNECT variable in the command line that starts the server.
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For example, the following steps set the value of the SM_SERVERCONNECT environment 
variable to point to the server_Connect_IP.conf file.


1. Use the sm_service show action with the --cmdline option to display the existing 
command line for the program. You must have administrative privileges when typing 
the following command.


BASEDIR/smarts/bin/sm_service show --cmdline ic-am-server


Output:


BASEDIR/smarts/bin/sm_service install 
--name=ic-am-server 
--description=“EMC Smarts IP Availability Manager” 
--startmode=runonce 
BASEDIR/smarts/bin/sm_server 
--name=INCHARGE-AM 
--config=icf 
--bootstrap=bootstrap-am.conf 
--port=0 
--subscribe=default 
--ignore-restore-errors 
--output


2. Use the sm_service install action with the --force option to add the environment 
variable to the command line. The --env option specifies the environment variable.


BASEDIR/smarts/bin/sm_service install 
--force 
--name=ic-am-server 
--description=“EMC Smarts IP Availability Manager” 
--startmode=runonce 
--env=SM_SERVERCONNECT=BASEDIR/smarts/conf/serverConnect_IP.conf 
BASEDIR/smarts/bin/sm_server 
--name=INCHARGE-AM 
--config=icf 
--bootstrap=bootstrap-am.conf 
--port=0 
--subscribe=default 
--ignore-restore-errors 
--output


3. Do one of the following:


• Start the program.


• Stop and restart the program.


For client programs, you can specify an alternate clientConnect.conf file by setting the 
SM_CLIENTCONNECT variable in the runcmd_env.sh file.
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Controlling authentication
The environment variable SM_AUTHORITY controls the authentication security features 
provided by the software. The authentication features are enabled by default. If necessary, 
you can set the value of this variable to disable them. This environment variable must be 
set on each system where EMC Smarts software is running.


The environment variable SM_AUTHORITY can have one of two values:


◆ <STD> enables security


◆ <NONE> disables security


When no value is specified, which is the default, the software treats this the same as 
<STD>.


The angle brackets (< >) are required.


When SM_AUTHORITY is set to <NONE>, the software behaves as if no security features are 
in effect:


◆ Clients do not read clientConnect.conf and never prompt for a username or password. 
They always send <DEFAULT>/<DEFAULT> as their credentials.


◆ Servers ignore any incoming username or password and grant any connection All 
access.


Setting the SM_AUTHORITY variable


To add and set the SM_AUTHORITY environment variable in the runcmd_env.sh file:


1. Go to the BASEDIR/smarts/bin directory and enter the following command to open the 
runcmd_env.sh file:


sm_edit conf/runcmd_env.sh


2. Use the following syntax to add the SM_AUTHORITY variable and its value:


SM_AUTHORITY=”<STD>”


3. Save and close the file.


The modified version of the runcmd_env.sh file is saved to the 
BASEDIR/smarts/local/conf directory.


At this point, any EMC Smarts program that is started from this installation directory 
will use the applicable environment variables that are specified in the runcmd_env.sh 
file.


4. EMC Smarts programs that were previously launched from this installation directory 
need to be restarted for any new environment variable to take effect. Chapter 5, 
“Controlling Startup,” describes how to start services.
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Changing Cryptographic Settings


Changing Pseudo-random Number Generators (PRNG) algorithm


The Smarts Global Console SSL implementation uses ECDRBG128 (Dual EC DRBG) as the 
default PRNG algorithm.  Following NIST's decision to recommend against the use of 
Dual_EC_DRBG, it is recommended that you discontinue the use of Dual EC DRBG, and 
move to a different PRNG (HMACDRBG128) at this time.


Changing the use of the default PRNG algorithm:


Add the following line in the java.security file located at BASEDIR/_jvm/lib/security/ 
directory. 


◆ com.rsa.crypto.default.random = HMACDRBG128


This change needs to be applied to the following components:


◆ "Smarts Global Console


◆ "Any other custom programs written by you using DMT Java remote API


Encryption
By default, encryption (non-FIPS 140 mode) is enabled during the installation process. 
The basis for encryption is a secret phrase that gets transformed into the file imk.dat.


The transformation of the site secret into the imk.dat files differs, depending on whether 
encryption is set to FIPS 140 mode. EMC Smarts programs using FIPS 140 mode 
encryption cannot use the same imk.dat file as EMC Smarts programs using non-FIPS 140 
mode. Therefore, all clients and servers using an imk.dat file must all be set to the same 
FIPS 140 mode.


The programs use the site secret to encrypt passwords in the configuration files and 
passwords to SNMP v3 devices in seed files, as well as to encrypt connections between 
programs. 


At installation, encryption is enabled with a default secret phrase. This phrase is:


Not a secret (literally)


and the imk.dat file can be copied. The imk.dat is found in the BASEDIR/smarts/local/conf 
directory. 


The imk.dat file can only be copied to other systems with the same operating system (OS), 
OS version, and FIPS 140 mode setting. 


To raise the level of security, you need to change the secret phrase by using the 
sm_rebond utility. Thereafter, the secret phrase should be changed periodically to 
maintain a secure system.
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The secret phrase should be treated with the same care as a root password or highest 
level system administration password.


Changing the secret


The sm_rebond utility changes the secret phrase and re-encrypts the files affected by the 
secret. This utility prompts for the old secret phrase and the new phrase, then generates 
an imk.dat file and updates all the files containing encrypted information. This utility 
affects all of the applications that run on the same host and use the same imk.dat file.


The sm_rebond utility shuts down all of the processes run from the product that were 
started by using sm_service or sm_serviced, and that use the same imk.dat file. The 
sm_rebond utility re-encrypts the security files and the seed files, then restarts the 
processes once the phrase and encryption changes are made. All other processes should 
be shut down manually before running the utility and restarted once the utility is finished.


To change the secret, perform the following steps:


1. Use the sm_rebond utility. You must enter this command with administrative 
privileges.


sm_rebond --basedir=<base directory>


For the <base directory>, enter the path for the directory in which the software that is to 
be rebonded is installed.


2. When the utility prompts for the old secret phrase, enter it.


3. When the utility prompts for the new secret phase, enter it. The secret phrase can 
consist of a combination of printable characters, integers and special characters. The 
secret phrase cannot be more than 1,024 characters long.


4. Re-enter the new secret to confirm it.


5. Close the utility.


The sm_rebond utility encrypts only files that reside in BASEDIR/smarts/local/conf and 
three levels of subdirectories below that. To encrypt files outside of that directory area, 
contact EMC Global Services.


When using the sm_rebond utility to change the default password for SNMPvV3 password 
encryption, ensure that all the passwords for the Domain Managers in your deployment 
are the same. 
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Using the secret for multiple products and sites


The secret phrase can be used across multiple products and sites. To use the secret 
phrase across products and sites, EMC Corporation recommends that you perform the 
following steps:


1. Install one or more EMC Smarts products on one or more hosts.


2. If short periods of interrupted communications are not detrimental, stop the 
Managers. However, if the products also use cleartext connections, you can use the 
sm_rebond utility without stopping the Managers. Only that product will lose 
connections for a short period of time.


3. Use the sm_rebond utility to change the secret phrase for each product on each host.


The secret phrase must be exactly the same for each product on each host in order for 
the applications to make connections.


4. Use the sm_edit utility to update the security configuration files and seed files of the 
products as needed.


5. Restart the Managers if applicable.


Using the secret across large numbers of sites
For large numbers of sites, you can perform the following steps:


1. Install an EMC Smarts product at the primary site.


2. Use the sm_rebond utility to change the secret phrase.


3. Use the sm_edit utility to update the security configuration files and seed files of the 
product as needed.


4. Copy the imk.dat file, as well as the configuration files and seed files to the other 
installations of the software.


The imk.dat file can only be copied to other systems with the same operating system (OS), 
OS version, and FIPS 140 mode setting.


You will not have to use the sm_rebond utility on the other Managers if the files are moved 
to the Managers before the Managers are started.


Locking the secret


If access to encrypted data is a critical issue for your organization, EMC provides the 
option to lock the imk.dat file. This disables copies of the imk.dat file, even by restoration 
from a backup process. For more information about this level of security, contact EMC 
Global Services.
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Encrypted passwords
The encryption process uses the secret to encrypt passwords contained in the security 
configuration files. The first line of the serverConnect.conf, clientConnect.conf, and 
brokerConnect.conf files indicates the appropriate field to which encryption is applied.


The first line in the file must read as follows. It must begin with a pound sign (#).


#<encrypted field>:1.0:<n>


The value n refers to the position of the Password field in the configuration file’s record 
and should not be changed: 


◆ For serverConnect.conf, this value is 3. 


◆ For clientConnect.conf and brokerConnect.conf, this value is 4. 


To disable encryption, add a second pound sign (#) at the beginning of the line.


Installation encrypts the password fields in the files by using the default secret. The 
encrypted files reside in BASEDIR/smarts/local/conf.


Encrypting passwords


Password is the only field in the security configuration files that is encrypted. The 
configuration files are located in the BASEDIR/smarts/local/conf directory of a product.


To type or change a password in a security configuration file:


1. Go to the BASEDIR/smarts/bin directory and enter the following command to open the 
security configuration file:


sm_edit conf/<security configuration file>


For example, to open the serverConnect.conf file:


sm_edit conf/serverConnect.conf


2. Review the contents of the file. For example, the serverConnect.conf file may include 
lines similar to the following:


#
<BROKER>  :<DEFAULT> :<DEFAULT> :All
Smarts    :admin     :<SYS>     :All
Smarts-WP :user5     :Password  :Ping
Smarts    :operator  :Password  :Monitor
Smarts    :*         :<SYS>     :None
#


Encrypted passwords are preceded by <E-1.0>


3. Delete the current password and replace it with the new password in cleartext. If the 
current value is encrypted, delete the <E-1.0> tag that marks the password as 
encrypted as well as the current password. The special values <DEFAULT>, <PROMPT>, 
<SYS>, and <AUTO> in the files are not encrypted.


4. Save and close the file.
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The modified version of the security configuration file is saved to the 
BASEDIR/smarts/local/conf directory.


The appropriate values are encrypted as part of the process.


5. Repeat the steps for all of the security configuration files.


6. Restart the Managers if applicable.


If a security configuration file already includes the first line for encryption, specify the 
sm_edit utility with the --noedit option to encrypt the file without opening it. You must 
have administrative privileges when entering this command.


BASEDIR/smarts/bin/sm_edit --noedit conf/<security configuration file>
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Encrypted seed files
The encryption for a seed file only applies to certain information that applies to SNMP v3 
devices. For these devices, a keyword that contains the authentication password can be 
encrypted.


The first line of the seed file must read as follows; it must begin with a pound sign (#).


#<encrypted seed>:1.0:AUTHPASS,PRIVPASS


The AUTHPASS and PRIVPASS keywords specify the authentication and privacy passwords 
for an SNMP v3 device.


To disable encryption, add a second pound sign (#) at the beginning of the line.


If a seed file already includes the first line for encryption, specify the sm_edit utility with 
the --noedit option to encrypt the file without opening it. You must have administrative 
privileges when entering this command.


BASEDIR/smarts/bin/sm_edit --noedit conf/<security configuration file>


Encrypted connections
Software components communicate over TCP connections by using the EMC Smarts 
Remote API. Clients which are using Remote API connections, authenticate themselves to 
servers by sending credentials, nominally a username and password. When the 
credentials are passed as cleartext, they can be snooped from the network or accessed by 
using man-in-the-middle configurations.


You can encrypt certain connections by using different keys for the Advanced Encryption 
Standard based on a combination of the Diffie Helman standard and the site secret 
associated with the installation. “Encryption” on page 101 provides additional 
information about the site secret.


Encrypted connections do not work with EMC Smarts Adapter for NetIQ AppManager.


Levels of encryption


The software provides several levels of security above cleartext communication as shown 
in Table 21 on page 107 and Table 22 on page 107.
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Any encryption based on the site secret should only be used once the secret phrase has 
been changed by using sm_rebond described in “Changing the secret” on page 102. The 
Global Console supports cleartext (Level 0), Diffie Helman-Advanced Encryption Standard 
(Level 1), and TLSv1.2 encrypted connections.


Table 21  Encryption levels for connections for non-FIPS 140 mode


Security level Description Advantages Disadvantages


0, CLEAR, or 
CLEARTEXT


no encrypted 
communication


• Backwards compatibility
• No configuration (default 


behavior)


• No security
• Passwords passed to 


servers as cleartext


1 DH-AES • No site secret needed
• No configuration (default 


behavior for new 
installations) 


• Protects against 
eavesdroppers


• Slower connection than 
cleartext or level 2 security


• Not secure against active 
attacks


2 Encryption 
based on site 
secret


• Protects against 
eavesdropping and active 
attack


• Almost as fast as 
cleartext


Must set site secret and keep 
it common across all 
communicating entities


3 DH-AES and site 
secret


Protects against 
eavesdropping and active 
attack, even by those who 
know the site secret


• Slower connection than 
cleartext or level 2 security


• Must set site secret and 
keep it common across all 
communicating entities


Not applicable TLSv1.2 • Standards-based • Incompatible with previous 
releases of the software


• Slower than cleartext


Table 22  Encryption for connections for FIPS 140 mode


Description Advantages Disadvantages


TLSv1.2 with FIPS 140 
cryptography


• Standards-based
• Compatible with FIPS 140-2 


compliant cryptography


• Incompatible with previous 
releases of the software


• Slower than cleartext
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Encrypting connections in non-FIPS 140 mode


In Foundation 9.2 onwards, Domain Managers and Brokers running in non-FIPS 140 mode 
can interact with Domain Managers and Brokers running in non-FIPS 140 mode or FIPS 
140 mode. Although a Domain Manager running in non-FIPS 140 mode can interact with a 
Domain Manager running in FIPS 140 mode, the two applications cannot interoperate with 
one another because they cannot share encrypted data such as SNMPv3 credentials.


EMC Smarts applications that are based on 9.1 foundation or later software, and running 
in non-FIPS 140 mode use TLSv1.2 encrypted connections by default. This behavior is 
different than the behavior for EMC Smarts applications that are based on pre-9.1 
foundation software, where the encryption for encrypted connections was configured by 
using two environment variables, SM_INCOMING_PROTOCOL and 
SM_OUTGOING_PROTOCOL. These environment variables are ignored if the 
communicating applications are TLS-capable, but are honored when a TLS-capable 
application is interacting with a non-TLS-capable application. 


For pre-9.1 applications that are operating in non-FIPS 140 mode, encrypted connections 
are configured by using two environment variables:


◆ SM_OUTGOING_PROTOCOL— Controls the connections that an EMC Smarts 
application that is acting as a client is allowed to initiate.


◆ SM_INCOMING_PROTOCOL— Controls the connections that an EMC Smarts application 
that is acting as a server is allowed to accept.


Each of these environment variables can contain a list of security levels, except for TLS 
security, which cannot be controlled by using these variables. If you specify more than 
one, separate them with commas. If you do not set the variable, it is the same as 
specifying “0” or CLEARTEXT.


When two or more security levels are supported in common, the largest level number is 
used. For example, if a client has SM_OUTGOING_PROTOCOL set to "0,1" and the server 
has SM_INCOMING_PROTOCOL set to "0,1,2", the connection uses the highest common 
level, level 1.


The order in which the different levels are specified for the environment variables has no 
significance—for example, "0,1" and "1,0" behave exactly the same.


Applications that do not support encryption are treated as only having a cleartext level of 
encryption.


When the two ends of the connection do not match, such as when 
SM_OUTGOING_PROTOCOL is 3 at server A and SM_INCOMING_PROTOCOL is 2 at server B, 
a connection cannot be formed. Both client and server will report errors.
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To set the environment variables so that they can be used by the programs of an 
EMC Smarts product, edit the runcmd_env.sh file, which is located in the 
BASEDIR/smarts/local/conf directory of that product.


1. Go to the BASEDIR/smarts/bin directory and enter the following command to open the 
runcmd_env.sh file:


sm_edit conf/runcmd_env.sh


2. Review the contents of the file. The default values for the SM_INCOMING_PROTOCOL 
and SM_OUTGOING PROTOCOL are 1 and 0.


SM_INCOMING_PROTOCOL=1,0
SM_OUTGOING_PROTOCOL=1,0


3. Update the values for the variables to meet the needs of your system.


For example, to raise security to the next highest level, change 1 to 2:


SM_INCOMING_PROTOCOL=2,0
SM_OUTGOING_PROTOCOL=2,0


4. Save and close the file.


The modified version of the runcmd_env.sh file is saved to the 
BASEDIR/smarts/local/conf directory.


5. Restart the Managers if applicable.


Encrypting connections in FIPS 140 mode


In FIPS 140 mode, the software uses Transport Layer Security v1.2 and ignores the 
SM_INCOMING_PROTOCOL and SM_OUTGOING_PROTOCOL settings. Because of this, in 
Foundation pre-9.1 (but not in 9.1 or later versions), a FIPS 140-enabled Domain Manager 
cannot interact with a non FIPS 140-enabled Domain Manager.


Setting the environmental variable SM_FIPS140 to true enables FIPS 140 mode. 
“SM_FIPS140” on page 154 provides additional information.


You must enable FIPS 140 mode before the Broker and Domain Managers are started.


Suggested encrypted connections in non-FIPS 140 mode


EMC recommends that you configure your system to use encrypted connections wherever 
possible.


◆ Brokers should be able to communicate with cleartext as well as encryption in both 
SM_INCOMING_PROTOCOL and SM_OUTGOING_PROTOCOL, or in TLSv1.2, if a client 
only supports cleartext. This is required in this configuration since the Broker acts as 
both a client and a server, and must be able to communicate with every component in 
the system. Brokers do not need to support cleartext if all clients can make encrypted 
connections.


◆ If a Domain Manager must connect to a client that only supports cleartext, set 
SM_OUTGOING_PROTOCOL to cleartext as well as encryption.
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◆ Adapters based on Foundation 9.2 onwards use TLSv1.2 to communicate by default. 
Only adapters that register with the Broker (--name option) can accept incoming 
connections. If you have adapters that accept incoming connections from clients that 
are not TLS-capable, setting SM_INCOMING_PROTOCOL to require encryption is 
appropriate.


Also, if the adapter must connect, or be connected, to clients that support only 
cleartext, then add the cleartext option to the appropriate variable.


◆ Configure any components that must run on networks outside the management 
domain with both SM_INCOMING_PROTOCOL and SM_OUTGOING_PROTOCOL set to 
encryption. Depending on the level of encryption, this will prevent snooping or 
man-in-the-middle attackers. You will not be able to connect directly to such a 
component by using a console.


Replacing or importing TLS certificates
By default, a Smarts Domain Manager generates a self-signed TLS certificate that it will 
present to the incoming TLS connections. However, you can configure a certificate to use 
by performing the following step:


◆ "Place the certificate and key files in $SM_SITEMOD/conf/tls/$DOMAIN.crt and 
$SM_SITEMOD/conf/tls/$DOMAIN.key


Where $DOMAIN is the name of the domain used to register with the broker. The files must 
be in PKCS#8, PEM encoded form with no password.


Self-signed certificates generated by Smarts are stored in the process memory. To 
regenerate default self-signed TLS certificates, stop and restart Smart processes. 


Configuring a secure Broker
You can configure the Broker to run in a secure manner. Use of a secure Broker results in 
the following changes to how the software runs:


◆ Consoles prompt for a username and password to connect to the Broker. Without a 
secure Broker, consoles connect to the Broker without authenticating.


◆ Other servers and clients use their respective clientConnect.conf files to determine 
what credentials to send to the Broker, just as they use clientConnect.conf to 
determine what credentials to send to a server. In particular, you can configure the 
clientConnect.conf files so that clients and servers prompt for connections to the 
Broker, as the console does, or specify the password in clientConnect.conf.


To configure and run a secure Broker, complete the following steps: 


1. Choose a unique EMC Smarts username and password for the secure Broker 
credentials. The new username and password will be used by both servers and 
clients:


• Servers will use these credentials to register with the Broker.


• Clients will use these credentials to connect to the Broker and determine the 
location of a server.

110 EMC Smarts Foundation System Administration Guide







Securing Access to the Software

For example, you could use the username “SecureBroker” and the password “Secure”. 
Choose a unique EMC Smarts username and password.


2. Use the sm_edit utility to open a local copy of the clientConnect.conf file, located in 
BASEDIR/smarts/local/conf. Edit this file, used by all clients and servers, so that 
EMC Smarts programs send the SecureBroker/Secure credentials when connecting to 
the Broker.


a. Comment out the following line:


*:<BROKER>:BrokerNonsecure:Nonsecure


b. Type a new line configuring a secure Broker. This new line is added below the 
BrokerNonsecure line that you commented out. For example:


#*:<BROKER>:BrokerNonsecure:Nonsecure
*: <BROKER> : SecureBroker : Secure


Conversely, you can configure clientConnect.conf so that clients and servers 
prompt for connections to the Broker, as well as other servers. This involves 
replacing the password, Secure in this example, with <PROMPT>.


*: <BROKER> : SecureBroker : <PROMPT>


3. Use sm_edit to make the following changes to the local serverConnect.conf file used 
by the Broker:


• Delete the line granting <DEFAULT>/<DEFAULT> access to the Broker.
• Change the BrokerNonsecure/Nonsecure line to grant Ping access rather than All 


access. Do not, however, delete this authentication record.
• Add a new authentication record that grants All access to the SecureBroker/Secure 


credentials. This new record must be below the BrokerNonsecure/Nonsecure 
record. For example:


<BROKER>:BrokerNonsecure:Nonsecure:Ping
<BROKER> : SecureBroker : Secure : All

Configuring a secure Broker 111







Securing Access to the Software

Additional safeguards
In addition to encrypted passwords and encrypted connections, you can secure your 
system by using the file permissions of the operating system, by limiting access to the 
security configuration files, and by limiting access to the servers.


Using file permissions


You can limit access to the security configuration files by using the permissions feature of 
the operating system. Only select users should be allowed access to the files. The users 
must include those who launch the EMC Smarts applications requiring access to the 
authentication records.


Limiting access to the configuration files


You should configure security in such a way that each security file is only readable by 
those programs or users that require it. The security configuration files installed with 
EMC Smarts software, which should be edited after installation, are readable by anyone.


Because Managers and the Broker typically run with administrative privileges, the 
serverConnect.conf and brokerConnect.conf files should only be readable by users with 
administrative privileges and no one else.


The simplest method for creating a secure setup for users and client programs is to 
provide two separate clientConnect.conf files. One clientConnect.conf file, which can 
remain readable by anyone, should only contain entries that make client programs prompt 
for passwords. This clientConnect.conf file will not contain passwords.


For client programs, create a separate clientConnect.conf file that contains the 
authentication information necessary for non-prompting programs to access Managers. 
This clientConnect.conf should only be readable by the user(s) under which these 
programs run. Client programs use the SM_CLIENTCONNECT environment variable to find 
this clientConnect.conf file. You can specify SM_CLIENTCONNECT in the service startup file 
for each service. For clients that are installed as services, you can use the --env option to 
the sm_service utility to edit the parameters of a service.


Limiting access to servers


The --accept option to the sm_server command, described in 
“SM_SNMP_BUG_COMPATIBLE” on page 151, provides another method of access control. 
This option limits the hosts that can connect with the server. Before other security 
measures occur, incoming connections must pass the --accept option before 
authenticating.
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Example security configurations
You can configure EMC Smarts installations to use a variety of levels of security. Higher 
levels of security require more administrative effort, as well as extra effort on the part of 
users of the system, but give you better control of the use of EMC Smarts software. The 
appropriate level of security for your site is determined by the policies and procedures of 
your organization.


This section describes two levels of security, and their advantages and disadvantages. 
You can choose one of these levels, or combine characteristics of several.


Default security


When initially installed, default security uses the security configuration files with 
encrypted passwords based on the default secret phrase. The connection protocols are 
set to use Transport Layer Security v1.2, Diffie Helman encryption, and cleartext. With the 
default security, you need to change the passwords for the usernames in the security 
configuration files. Default security prevents casual inspection, but does not pose much of 
a deterrence from more strenuous efforts.


It is essential that you change the default passwords for the usernames before using the 
system in a production environment.


While the default security provides basic authentication, it does not provide much 
manageability or security. The oper/oper credentials must be known to all console 
operators; the admin/changeme credentials must be known to all administrators. This 
makes it difficult to know who is actually connected to a server, based on their username. 
In addition, you cannot revoke the rights of one user without changing the username and 
password for all users at the same access level.


The serverConnect.conf and clientConnect.conf files include authentication records that 
improves user administration. First, besides the oper/oper credentials, there are 
maint/maint credentials that also provide Monitor access. This illustrates how one might 
define shared usernames that are still differentiated on the basis of role. Second, 
serverConnect.conf contains the following line:


* : * : <SYS> : Monitor


Anyone who can provide a username and password that the operating system considers 
valid is also granted Monitor access. In this scenario, you can give every console operator 
an account on the host on which the server they access runs. These operators log in by 
using the username and password defined for that account. The account can be disabled 
to prevent actual interactive access to the system. In this way, each console operator gets 
a unique username and password. Accesses to the system can be traced to a particular 
user, and access can be individually revoked. Specifying <SYS> for the password avoids 
having to potentially create a number of records in serverConnect.conf.
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This mechanism can readily be extended to provide similar controlled access for 
administrators. For example, you could add the following records to serverConnect.conf:


* : fred|george : <SYS> : All
* : * : <SYS> : Monitor


This would give the users “fred” and “george”, if they provide the passwords for their 
accounts on the host, All access. You could even define a class of administrative users, for 
example, with usernames that start with ADM.


* : ADM* : <SYS> : All
* : * : <SYS> : Monitor


Customized security


Customized security uses security files (with encrypted passwords), a new secret phrase, 
and passwords for the EMC Smarts usernames in the security files that are different than 
their default values. Under customized security, connection protocols are set to use the 
site secret and cleartext. This setup protects against eavesdropping and active attacks as 
well as casual inspection.


To configure customized security:


1. Create a new secret phrase by using sm_rebond, as described in “Changing the 
secret” on page 102.


2. Change the username and passwords in serverConnect.conf, clientConnect.conf, and 
brokerConnect.conf.


These should provide access control by individual users. Consider using system 
authentication to authenticate Global Console users, as described in “System 
authentication” on page 93. The new usernames and passwords should also address 
connections between servers and servers or servers and clients.


If your software resides on a single host, a single username and password for 
automatic client authentication is usually sufficient. However, if you have clients, such 
as adapters, on multiple hosts, or generally in different security domains, you may use 
different usernames and passwords for manageability. For example, if there is reason 
to believe that the username and password from one machine have been 
compromised, you can change them without having to change the configuration on 
any other machine.


To achieve such a configuration, you need to assign unique usernames and passwords 
to clients that you consider to reside in separate security domains. Add a line to grant 
access to each such username/password credential to the serverConnect.conf file of 
each server the client will access. Add a corresponding line to the clientConnect.conf 
file that the client will use.


If you have multiple security domains on a single host, use the SM_CLIENTCONNECT 
environment variable so that different clients read different clientConnect.conf files. You 
can use the --env option of the sm_service utility to set the environment value when the 
service starts.
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3. Configure the different components to communicate with encrypted connections. The 
types of allowed connections depend on the versions of EMC Smarts software in use.


• Most connections should be encrypted. The Broker does not need to support 
cleartext if all clients can make encrypted connections. “Encrypted connections” 
on page 106 provides additional information.


4. At the highest security level, you should run with a secure Broker as well. Setting up a 
secure Broker is described in “Configuring a secure Broker” on page 110.
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Overview of the Broker
A client application, such as a console or an adapter, utilizes the Broker to determine 
where Managers are running. When a Manager starts, it registers with the broker:


◆ Hostname of the machine that it is running on.


◆ TCP port that it is listening on.


Clients retrieve this information from the Broker so that they can communicate with the 
Manager.


The Broker registry maintains the following information:


◆ Name of the Manager, including the host and TCP port it is running on.


◆ Status of each Manager.


The Broker checks the status of each Manager every five minutes by connecting to the 
host on which EMC Smarts is running and determining if the process is running 
properly. If the Broker is unable to connect or the process is not running, the Broker 
changes the status of the Manager to Dead.


• Running indicates that the Broker is able to communicate with the Manager.


• Dead indicates that the Manager exited unexpectedly or is unreachable. When a 
Manager properly shuts down, it notifies the Broker and the Broker removes it from 
its registry.


• Unknown indicates that the Broker was restarted and that it is querying its list of 
Managers to determine their state.


◆ Process ID of each Manager. This is the process ID assigned by the host’s operating 
system. In some cases when the Broker is restarted, the process ID of each Manager is 
set to zero to indicate the Broker does not know the process ID of the Manager.


◆ Last time the state of the Manager changed. This value is set when the Manager 
registers with the Broker and is updated if the Broker determines that the Manager is 
dead. When the Broker restarts, it changes the status of Managers marked Unknown 
to Running or Dead.


The Broker changes the status of the Manager to Dead when it cannot connect to the 
Manager. However, the Broker continues to try to connect to the Manager every five 
minutes. If the Broker succeeds in connecting to the Manager, it changes its status back to 
Running.
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Viewing the registry of the Broker
The Broker is a component of an EMC Smarts application. The Broker is designed to 
automatically start each time the host on which it is installed is started.


You can use the brcontrol utility to view the list of registered programs.


To view the contents of the Broker from a command prompt, use the following command:


BASEDIR/smarts/bin/brcontrol [-b <host>:<port>]


If the Broker resides on another system, specify the -b option with the host and port 
number.


How the clients find the Broker
The Broker facilitates communication between clients and Managers. During installation, 
you are prompted for the host location of the Broker and its port number. This information 
is stored in the SM_BROKER_DEFAULT environment variable. This variable is used by all 
EMC Smarts programs to find the Broker. The default host setting for the variable is 
localhost, and the default port setting is 426.


A client performs the following steps to determine the Broker’s location.


1. Verifies whether the Broker’s location was specified as an option at startup. When this 
option is specified, no other options are checked.


2. Checks the value of the SM_BROKER_DEFAULT environment variable. If this variable is 
set, no other options are checked.


3. Checks if the Broker is running on the host smarts-broker and listening on TCP port 
426.


4. If smarts-broker is not defined, the program checks port 426 on localhost.


The hostname smarts-broker is usually an alias, such as a DNS CNAME.
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How to change the Broker environment variable
The default location of the Broker is specified at installation and stored in the 
SM_BROKER_DEFAULT environment variable. 


There are two scenarios in which you may need to change the value of the environment 
variable after the software is installed.


◆ If during installation, the default Broker host and/or port settings were changed, but 
the typed values are incorrect.


◆ If the Broker is automatically installed when you install an EMC Smarts Foundation 
application or the adapters. Because only one Broker should be active on a network, 
the Broker on one of the hosts must be disabled, and the Broker environment variable 
on that host must point to the host where the Broker is running. This typically occurs 
when an EMC Smarts application is installed on one host and the adapters are 
installed on a second host. 


Correcting the Broker settings


In the first scenario, you must edit the Broker host and/or port value in two places. 


1. First, change the SM_BROKER_DEFAULT environment variable in the runcmd_env.sh 
file, which is located in the BASEDIR/smarts/local/conf directory:


SM_BROKER_DEFAULT=<host>:<value>


where:


• <host> is the location of the Broker.


• <value> represents the port of the Broker.


The defaults are localhost for the location and 426 for the port.) Edit the location and 
port as needed.


This variable becomes the default for all EMC Smarts Foundation programs and any 
subsequent installations for this host.


2. Additionally, you must change the --port value in the sm_service install Broker 
command line to match the port value you set in the SM_BROKER_DEFAULT 
environment variable.


Use the sm_service show action with the --cmdline option to display the existing 
install Broker command line.


BASEDIR/smarts/bin/sm_service show --cmdline ic-broker


Output:


BASEDIR/smarts/bin/sm_service install 
--name=ic-broker 
--description=”EMC Broker” 
--env=SM_CLIENTCONNECT=brokerConnect.conf 
--startmode=runonce 
BASEDIR/smarts/bin/brstart 
--port=<PORT> 
--restore=BASEDIR/smarts/local/repos/broker/broker.rps 
--output
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Then use the sm_service install action with the --force option to change the port value 
for the Broker.


BASEDIR/smarts/bin/sm_service install 
--force 
--name=ic-broker 
--description=”EMC Broker” 
--env=SM_CLIENTCONNECT=brokerConnect.conf 
--startmode=runonce 
BASEDIR/smarts/bin/brstart 
--port=<NEW VALUE> 
--restore=BASEDIR/smarts/local/repos/broker/broker.rps 
--output


Securing the Broker
Securing access prevents unauthorized usage of the Broker, and protects it from being 
modified (for example, Managers being deleted from the Broker). Authenticating users 
and determining their privileges are accomplished by using two files: serverConnect.conf 
and brokerConnect.conf. These files ensure that only authorized users access the Broker. 
You must modify the local copies of these files, which are located in 
BASEDIR/smarts/local/conf. “Configuring a secure Broker” on page 110 provides 
additional information.
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CHAPTER 8
Continuous Audit of Client Connections


This chapter describes a framework for exposing information about client connections, 
threads, and other aspects of EMC Smarts applications. It consists of the following 
sections:


◆ Overview of continuous auditing of client connections ..........................................  124
◆ System Element objects ........................................................................................  125
◆ Client data persists after connection terminates....................................................  128
◆ File descriptor usage warning event.......................................................................  128
◆ Acquiring client information ..................................................................................  129
◆ Viewing SM_ElementManager attribute values ......................................................  130
◆ Changing SM_ElementManager attribute values....................................................  131
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Overview of continuous auditing of client connections
The foundation software on which EMC Smarts applications are built is essentially a 
sophisticated and specialized object database. It consists of MODEL class libraries, tools, 
commands, and utilities.


By exposing information about client connections, threads, and other aspects of an 
EMC Smarts application as MODEL objects in the repository, the foundation’s tools, such 
as multi-language client libraries, subscription facilities, and analysis can be used to 
query and report on the application itself. A client connection is any connection that is 
initiated by a remote client, such as a Global Console, remote repository accessor, data 
exchange adapter, dmctl, Perl client, Java client, or C++ client.


The following enhancements are intended to improve the serviceability of EMC Smarts 
applications by making more information about client connections easily accessible 
through normal foundation mechanisms.


To disable logging, do the following:


1. Open the runcmd_env.sh file where the broker was started using the command 
line.


2. Run sm_edit:<Basedir>/smarts/bin/sudo ./sm_edit 
<Basedir>/local/conf/runcmd_env.sh.


3. Add or edit the following line in the runcmd_env.sh file:


SM_NO_LOG_CLIENTS=TRUE


4. Save and close the runcmd_env.sh file. 


5. Restart the Smarts broker service.
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System Element objects
Two MODEL classes, SM_SystemElement and SM_ElementManager, are used to expose 
information about an application’s client connections, threads, and queues. 
SM_ElementManager is responsible for managing the subclasses of SM_SystemElement.


SM_SystemElement


The SM_SystemElement class is an abstract base class for the SM_Client, SM_CThread, 
and SM_Queue classes, which are defined in Table 23 on page 125 and shown in Figure 3 
on page 125. 


Figure 3  SM_SystemElement modeling


An SM_Client object and an SM_CThread object are created whenever a client successfully 
establishes an API connection to the application. A client’s SM_Queue object and a 
second SM_CThread object are created when and if a subscription request is made by the 
client.


Table 23  SM_SystemElement subclasses


Subclass name Description


SM_Client An external representation of an incoming client connection. It has 
attributes that represent information about the connection.


An SM_Client is served by SM_CThreads and SM_Queues.


SM_CThread An external representation of the internal thread that is associated with a 
client connection. It has attributes that represent information about the 
internal thread.


SM_Queue An external representation of the internal queue that is associated with a 
client connection. It has attributes that represent information about the 
internal queue.


SM_Client


SM_CThread SM_Queue


ServedBy/
Serves


Note: Directed lines (        ) represent Relationships.


ServedBy/
Serves


ServedBy/
Serves
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SM_ElementManager


The SM_ElementManager class manages the life cycle of SM_SystemElement objects. It is 
a singleton class (the instance is SM_ElementManager::SM-ElementManager) and has 
attributes for configuring various aspects of the life cycle management. The key attributes 
for SM_ElementManager are listed in Table 24 on page 126. 


Table 24  Key attributes for SM_ElementManager  (page 1 of 2)


Attribute Value Description


Enabled Boolean
Default: TRUE


Enables or disables the tracking of client 
connections to this application:
• A value of TRUE enables the tracking of 


client connections.
• A value of FALSE disables the tracking of 


client connections.


RecentHighestFD Unsigned long integer
This attribute is 
read-only.


Highest file descriptor (highest socket 
number) in recent use, for a client 
connection to this application.


FDLimit Unsigned long integer
This attribute is 
read-only.


Maximum number of file descriptors (socket 
numbers) that this application is allowed to 
use for client connections at any one time.
For an application on a Solaris- or 
Linux-based host, the file-descriptor limit is 
imposed on the application by the OS as 
long as that limit is 1024 or less. If that limit 
is more than 1024, the foundation startup 
code sets the limit to 1024.
FDLimit is not supported for Windows.


FDWarningHeadroom Unsigned integer
Default: 100


An integer in the following equation that 
determines when the number of file 
descriptors for this application increases to 
an unacceptable level:
Number of file descriptors  > FDLimit – 
FDWarningHeadroom
For example, if FDLimit = 1024 and 
FDWarningHeadroom = 100, the number of 
file descriptors increases to an 
unacceptable level when that number is 
greater than 924.
FDWarningHeadroom is not supported for 
Windows.
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ReapInterval Unsigned long integer
Default: 60 seconds


Interval, in seconds, between successive 
expiry scans of terminated client 
connections for this application.
This attribute works in conjunction with two 
other attributes, ClientRetainTime and 
AbnormalClientRetainTime, to determine 
when an expiry scan deletes (reaps) the 
client objects and data for a terminated 
connection:
• For any normally terminated connection, 


the expiry scan deletes the associated 
client objects and data when the time 
between the connection’s termination 
timestamp and the current time exceeds 
the ClientRetainTime.


• For any abnormally terminated 
connection, the expiry scan deletes the 
associated client objects and data when 
the time between the connection’s 
termination timestamp and the current 
time exceeds the 
AbnormalClientRetainTime.


The effective retain time for a normally 
terminated connection is 1/2 the 
ReapInterval plus the ClientRetainTime.
The effective retain time for an abnormally 
terminated connection is 1/2 the 
ReapInterval plus the 
AbnormalClientRetainTime.


ClientRetainTime Unsigned long integer
Default: 60 seconds


The least amount of time, in seconds, 
between when a normally terminated 
connection ends and when the client 
objects and data that are associated with 
that connection are deleted from the 
repository.


AbnormalClientRetainTime Unsigned long integer
Default: 900 seconds
(15 minutes)


The least amount of time, in seconds, 
between when an abnormally terminated 
connection ends and when the client 
objects and data that are associated with 
that connection are deleted from the 
repository.


RequestLogSize Unsigned long integer
Default: 25


Size of the request log for client 
connections for this application. By default, 
the 25 most recent requests and their 
responses are recorded.
Setting RequestLogSize to 0 disables the 
collection of request information for client 
connections.
Like the rest of the client data, the request 
information persists for a client connection 
until the associated SM_Client and its 
threads and queues are deleted.


LogClients Boolean
Default: TRUE


TRUE indicates that this application will log 
the client connects and disconnects in its 
log file.


Table 24  Key attributes for SM_ElementManager  (page 2 of 2)


Attribute Value Description
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Client data persists after connection terminates
When a connection terminates, the SM_ElementManager does not immediately delete the 
associated client objects and client data. Instead, the SM_ElementManager does a 
periodic scan and removes the client objects and the client data only after a certain 
amount of time has passed. In this way, you, as an administrator, can examine details 
about a connection even after it has terminated.


File descriptor usage warning event
The SM_ElementManager receives the file descriptor (socket number) for a new client 
connection. On Solaris and Linux hosts, there is a hard limit to the number of file 
descriptors that an application can use at any one time. Exceeding that limit is an 
irrecoverable condition that forces the application to exit with a fatal error.


SM_ElementManager keeps track of the file descriptors and uses its FDLimit and 
FDWarningHeadroom attribute values to determine when the number of file descriptors 
increases to an unacceptable level. When that limit is exceeded, the SM_ElementManager 
asserts the HighFDUsageWarning event.


The HighFDUsageWarning event is not supported for Windows.
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Acquiring client information
You can get information about the clients for an application by going to the 
BASEDIR/smarts/bin directory of the application and entering dmctl command that 
include any of the following command options:


◆ who command option


• who


Lists the clients that are currently logged in to the application.


• who <n>


Provides information about the client with connection ID n.


• who is <n>


Provides information about the client with connection ID n.


• who am I


Provides information about the dmctl client that you am using.


• who is [ACTIVE | ENDED | FAILED| KILLING | KILLED | ABNORMAL| ALL]


Lists the clients whose state matches the one specified. The state names are not 
case-sensitive; for example, who is ACTIVE and who is active are both acceptable.


◆ w command option


Uses same argument options as who command option. who and w are variants of the 
same command and show slightly different data: who is more focused on from whom 
or where a connection originates, and w is more focused on what a connection is 
doing. The w command option also shows summary data about the target application, 
such as the number of connections, uptime, and so on.


◆ kill <connection ID>


Disconnects the client connection that is identified by the connection ID. Mainly used 
to terminate clients that have failed to disconnect gracefully.


◆ getActivity <connection ID>


Displays the most recent requests and responses from the client with the specified 
connection ID.


Examples:


dmctl -s <application name> who is 14


dmctl -s <application name> w is active


dmctl -s <application name> kill 14


dmctl -s <application name> getActivity 14


The last example command returns as many requests as the target application holds for a 
client that has a connection ID of 14. By default, that number is 25, which is determined 
by the RequestLogSize attribute of the SM_ElementManager. For each returned request, 
the command also returns the application’s resulting response/error to the request.
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Here is an excerpt of the return for a dmctl getActivity command:


dmctl> getActivity 2887
Activity record starts at October 18, 2012 12:10:34 AM EDT +654ms


ELAPSED RSPTIME DIR  MESSAGE
:00.000         ---> invokeOperation ICS_ConfigurationManager 


ICS-ConfigurationManager exportConfigFor { ConsoleOperation }
:00.008 :00.008 <--- OK
.
.
.
:00.076         ---> get InCharge_Feature OI CreationClassName
:00.076 :00.000 <-!- MR-E-OBJECT_NOT_FOUND-Object class::name 


'InCharge_Feature::OI' not found; in file 
"/work/tancurrent/DMT-9.2.0.0/42/smarts/repos/mr/dyn_acc.c" at line 1590


.


.


.
:01.105         ---> getf ICS_NotificationList ICS_NL-Default listName -1
:01.105 :00.000 <--- OK


Activity record ends at October 18, 2012 12:10:35 AM EDT +760ms


The first and last lines show the period of time that the activity log for the connection 
spans. In between are the log entries.


Each log entry has an elapsed time (which is shown relative to the “Activity record starts” 
time), an optional response time, a direction, and a message. The direction is a right arrow 
for a request to the application, a left arrow for a response, and a left arrow with an 
exclamation point (<-!-) for an error response.


The message is the request summary for a request, “OK” for a response, or error text for an 
error response. The response time for a request is empty, and the response time for a 
response shows the time difference between the time of the request and the response.


Viewing SM_ElementManager attribute values
You can view SM_ElementManager attribute values by entering the following dmctl 
command from the BASEDIR/smarts/bin directory of the target application:


dmctl -s <application_ name> get 
SM_ElementManager::SM-ElementManager::<attribute_name>


For example:


dmctl -s INCHARGE-MPLS-TOPOLOGY get 
SM_ElementManager::SM-ElementManager::FDLimit


To view all values in one invocation, enter the following dmctl command:


dmctl -s <application_ name> get SM_ElementManager::SM-ElementManager 
| more
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Changing SM_ElementManager attribute values
EMC recommends that you do not change SM_ElementManager attribute values. However, 
if you want to change an attribute value, you can do so by entering the following dmctl 
command from the BASEDIR/smarts/bin directory of the target application:


dmctl -s <application_ _name> put 
SM_ElementManager::SM-ElementManager::<attribute name> <attribute 
value>


For example:


dmctl -s INCHARGE-MPLS-TOPOLOGY put 
SM_ElementManager::SM-ElementManager::RequestLogSize 30


The command-modified parameters are persistent, which means that your modifications 
are saved to disk when the application is shut down and are not reset when the 
application is restarted. Two exceptions are RecentHighestFD and FDLimit, which are 
initialized at application startup.
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CHAPTER 9
Managing Log Files


This chapter consists of the following sections:


◆ Overview of message logging ................................................................................  134
◆ Retrieving and setting log, error and trace levels at runtime...................................  138
◆ Log files ................................................................................................................  139
◆ Starting a new log file ...........................................................................................  142
◆ Controlling the number of saved log files...............................................................  144
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Overview of message logging
Figure 4 on page 134 presents an overview of message logging.


Figure 4  Message logging


All EMC Smarts Foundation processes (applications) such as Domain Managers, Global 
Managers, Adapter Platforms, and Adapters create log files that contain status 
information and error reports. Some processes use the exception logging mechanism that 
is shown in Figure 4, while others write directly to stdout or stderr.
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When a process is started with the --output option, the status information and error 
reports are written to at least one log file. One log file is always created, but two different 
versions of the log file may be created, depending on the settings of the SM_LOCALE and 
SM_ENCODING_OUPUT environment variables.


The name of a log file has the following syntax:


<name>_<locale>_<encoding>.log


where:


◆ <name> in the log filename column is determined by the rules that apply to the --output 
command option, as described in “Command-line options that control messages” on 
page 137.


◆ <locale> is based on the value of the SM_LOCALE environment variable.


◆ <encoding> is based on the value of the SM_ENCODING_INPUT environment variable. 
“SM_LOCALE” on page 161 and “SM_ENCODING_*” on page 161 provide additional 
information.


A log file whose locale is en_US (default value of SM_LOCALE) and encoding is UTF-8 
(default value of SM_ENCODING_INPUT) is always created when the --output option is 
provided. 


◆ If the SM_LOCALE environment variable specifies the English locale (en_US), and the 
SM_ENCODING_OUTPUT environment variable specifies UTF-8, then the English log is 
the only log file produced.


◆ If the SM_LOCALE variable specifies a locale other than en_US, or the 
SM_ENCODING_OUTPUT environment variable specifies something other than UTF-8, 
a second log file is created. Log messages written to this second log are localized 
according to the setting of the SM_LOCALE variable, if such a localization exists.


◆ If SM_LOCALE specifies an invalid locale (one for which EMC Smarts software has not 
been localized), English log data will result in the process log file.
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Table 25 on page 136 summarizes the filename, locale and encoding of the log files that 
are produced, including the system log containers. 


Table 26 on page 136 provides several examples of SM_LOCALE and 
SM_ENCODING_OUTPUT variable settings and the resultant logs. 


The volume of output to the system log containers is controlled by the --loglevel option. 
The volume of output to the log files is controlled by the -–errlevel option, and by the 
environment variables that control filtering on specific error tables and error codes.


Log file management behavior applies to both log files. Log rolling is managed in a 
synchronized fashion so that data in multiple logs can be correlated. Thus, when the 
English log rolls, the non-English log, if it is being produced, will also roll.


Table 25  Log filenames, locales and encodings


Log use Log filename (if –output is used) Locale Encoding


English log <name>_en_US_UTF-8.log


For example, 
MYDM_en_US_UTF-8.log


en_US UTF-8


Non-english log <name>_<locale>_<encoding>.log


For example, 
MYDM_ja_JP_<encoding>.log


Defined by 
SM_LOCALE


Specified by the 
SM_OUTPUT_ENCODING 
variable. 


UNIX syslog Defined by 
SM_LOCALE


UTF-8 (permitted and 
expected by the new IETF 
syslog-protocol RFC, still 
in a draft form)


Win Event Log Defined by 
SM_LOCALE


UTF-16


Table 26  SM_LOCALE and SM_OUTPUT_ENCODING examples


SM_LOCALE setting SM_OUTPUT_ENCODING value Logs that are produced


en_US UTF-8 <name>_en_US_UTF-8.log


en_US ShiftJIS <name>_en_US_UTF-8.log
<name>_en_US_ShiftJIS.log


fr UTF-8 <name>_en_US_UTF-8.log
<name>_fr_UTF-8.log


zh GB <name>_en_US_UTF-8.log
<name>_zh_GB.log
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Command-line options that control messages


EMC Smarts messages are controlled by the following standard options for the sm_service 
command and environment variables.


For the sm_service options that use a minimum security level, the level can be: none, 
emergency, alert, fatal, critical, error, warning, notice, informational, and debug. Note that 
fatal is equivalent to emergency, alert, or critical. Figure 4 on page 134 displays the range 
of security levels.


◆ Option --output[=<file>]


Write all logging output for an EMC Smarts application to a log file in the 
BASEDIR/smarts/local/logs directory. The name of the log file is 
<file>_<locale>_<encoding>.log, or the --logname value if <file> is omitted. If --output is 
not specified in the invocation line, then no logs are produced.


◆ Option --errlevel=<min_severity_level>


Used by the exception logging mechanism to determine the minimum exception level 
for writing messages to the log files. By default, --errlevel is set to warning. Exceptions 
below this level are not written to the log files.


◆ Option --loglevel=<min_severity_level>


Used by the exception logging mechanism to determine the minimum exception level 
for sending messages to the system error logger. By default, --loglevel is set to error. 
Exceptions below this level are not forwarded to the system error logger.


◆ Environment variable SM_MAIN_OPTIONS


Used to set the defaults for the standard options for all applications. For example,


SM_MAIN_OPTIONS=--loglevel=None


sets the default exception level to none for the system error logger, meaning that, by 
default, the exception logging mechanism will not send any messages to the system 
error logger.


You can specify a space-separated list of standard options for SM_MAIN_OPTIONS, 
exactly as the options would appear on the invocation line. Of course, when starting 
an application, you can override a globally specified default by including the 
appropriate option and new value in the command line.


◆ Environment variable SM_LOGFILES


Used to change the default log location for log files from BASEDIR/smarts/local/logs 
to a user-specified location.


Example


SM_LOGFILES=/u/ps/johndoe/ic/logs


This command results in the writing of the log files to the /u/ps/johndoe/ic/logs 
directory.


“The sm_service command line” on page 69 provides additional information about 
sm_service command options. Appendix A, “Environment Variables,” provides additional 
information about environment variables.
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Retrieving and setting log, error and trace levels at runtime
There are three computed attributes available to get and set the log, error, and trace levels 
of a Domain Manager at runtime. These computed attributes, described in Table 27 on 
page 138, are available on the SM_JIIM_Support object, and are therefore available from 
within JIIM code. The SM_System object is a subclass of SM_JIIM_Support and also 
inherits these computed attributes. The values of these computed attributes can be 
retrieved and set by using dmctl. 


Retrieving the current level
To retrieve the current levels, invoke the get method on SM_System::SM-System::logLevel, 
SM_System::SM-System::errLevel, or SM_System::SM-System::traceLevel. Invoking the 
get method will return a string representing the current level such as Warning, Error, or 
Fatal. 


In this example the error level setting in the MYDM Domain Manager is retrieved, by using 
dmctl:


dmctl -s MYDM get SM_System::SM-System::errLevel 


Warning


Setting the level
To change the current levels, invoke the put method on SM_System::SM-System::logLevel, 
SM_System::SM-System::errLevel, or SM_System::SM-System::traceLevel, and the level is 
changed appropriately. 


In this example, the trace level setting is changed to None in the MYDM Domain Manager. 


dmctl -s MYDM put SM_System::SM-System::traceLevel None


When you change the log, error or trace levels by using the put method on one of these 
computed attributes, dmctl does not return anything. However, a message is printed in the 
log file. The log message will appear similar to the following:


[April 8, 2009 5:03:41 PM EDT +122ms] t@1149000000 SM_ProtocolEngine-6
JM_MSG-*-JM_TRACE_LEVEL_CHANGED-User 'user1', using remote dmctl 
client (id 6), on host host1 with credentials tpadmin1 has changed 
the Trace level to None; in file 
"/mypath/repos/jiim/SM_JIIM_Support_Impl.c" at line 458


Table 27  Computed attributes to retrieve and set log, error, and trace levels at runtime


Computed Attributes Description


logLevel The minimum exception level for sending messages to the system error 
logger.The logLevel attribute is a string, and can be any one of the values 
set for the --loglevel command line option.


errLevel The minimum exception level for writing messages to the log files. The 
errLevel attribute is a string, and can be any one of the values set for the 
--errlevel command line option.


traceLevel Used to print a stack trace to the log file when an exception at this level 
or above occurs. Exceptions below this level do not write a stack trace. 
The traceLevel attribute is a string, and can be any one of the values set 
for the --tracelevel command line option. 
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Log files
When the --output option is specified for the sm_server sm_service command, each 
Manager stores its working history in a log file. Every time a Manager starts, it writes 
information to the log file when one of the following occurs:


◆ Error


◆ Connection is lost


Log files are, by default, written to the BASEDIR/smarts/local/logs directory. The 
SM_WRITEABLE environment variable specifies the default locations for log files and other 
output files such as repositories and saved consoles, as described in “SM_WRITEABLE” on 
page 170.


Also, the location where log files are saved can be separately controlled with the 
SM_LOGFILES environment variable, as described in “SM_LOGFILES” on page 170.


All log files have a .log file type. The default name of a log file is based on the Manager's 
name. For example, if the name of the Manager is MYDM, then the name of the English log 
file is MYDM_en_US_UTF-8.log. To change the default name, specify a filename with the 
--output option for the sm_server sm_service command. 


The names of log files written by adapters are described in their respective user’s guides. 


EMC Smarts programs can maintain up to 999 different copies of backup log files for each 
log that is being generated. For example, if you are generating two log files, 
MYDM_en_US_UTF-8.log and MYDM_fr_UTF-8.log file, you can maintain up to 999 backup 
log files for the MYDM_en_US_UTF-8.log and 999 backup log files for the 
MYDM_fr_UTF-8.log.


The number of saved log files is determined by the value of the SM_BACKUP_FILE_LIMIT 
environment variable. When a Manager starts up, it renames a file that matches its log 
filenames and adds a .bak suffix to the name (for example, MYDM_en_US_UTF-8.log to 
MYDM_en_US_UTF-8.log.bak). If a file with this name already exists, it is renamed 
MYDM_en_US_UTF-8.log.NNN, and a new MYDM_en_US_UTF-8.log.bak is created. By 
default, programs save three log files, which does not include the active log file. 


Log file management behavior applies to both log files.   Log rolling is managed in a 
synchronized fashion so that data in multiple logs can be correlated.   Thus, when the 
non-English log rolls, the English log, if it is being produced, will also roll. 
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Diagnostic header


Every log file (initial and after any log rolling) starts with a diagnostic header which 
indicates the startup and current information for a process. 


The diagnostic header is as follows:


MAIN_MSG-*-STARTUP-The following lines are routine diagnostic output; this is not a crash.
================================================================================
Start of process debug and runtime information:
================================================================================


<the standard header included with a stacktrace>


================================================================================
End of process debug and runtime information
================================================================================


The standard header for a stacktrace includes:


◆ Command line arguments of the process


◆ Which libraries are loaded


◆ The environment


Example
The diagnostic header will appear similar to the following example:


[July 15, 2009 10:58:41 AM MST +106ms] t@6084 platform
MAIN_MSG-*-STARTUP-The following lines are routine diagnostic output; this is not a crash.
================================================================================
Start of process debug and runtime information:
================================================================================
WinNT 200120:


C:/CMP/DMT90/bin/system/sm_server.exe -n TEST_OUT_M -c icf --broker=localhost:426 --output
DMT: V9.0.0.0(90743), 09-Jul-2009 12:01:53 Copyright 1995-2009, EMC Corporation - Build 1169
sm_clsapi.dll (90743) 09-Jul-2009 16:19:12 UTC


sm_rclt.dll (90744) 09-Jul-2009 16:52:37 UTC


sm_servif.dll (90744) 09-Jul-2009 16:52:45 UTC


sm_server.exe (90751) 09-Jul-2009 23:41:33 UTC


    time=Wed Jul 15 10:58:41 2009 (1247680721)
 pid=5986


    SM_HOME=C:/CMP/DMT90
    CWD=C:\CMP\DMT90\bin
Environment:
    ALLUSERSPROFILE=C:\Documents and Settings\All Users
    APPDATA=C:\Documents and Settings\user1\Application Data
    CLIENTNAME=Console
    CommonProgramFiles=C:\Program Files\Common Files
    COMPUTERNAME=COMP1
    ComSpec=C:\WINNT\system32\cmd.exe
    DEFLOGDIR=C:\Documents and Settings\All Users\Application Data\McAfee\DesktopProtection
    FP_NO_HOST_CHECK=NO
    HOMEDRIVE=H:
    HOMEPATH=\
    HOMESHARE=\\someDrive\user1$
    HummPATH=C:\Program Files\Hummingbird\Connectivity\10.00\Accessories\;
    JAVA_HOME=C:\jdk1.6.0_02
    LM_LICENSE_FILE=17955@smarts-lmgr92.smarts.com
    LOGONSERVER=\\CORP3
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    MAVEN_HOME=C:\maven-2.0.7
    NUMBER_OF_PROCESSORS=2
    OS=Windows_NT
    
Path=C:/CMP/DMT90/local/bin/system;C:/CMP/DMT90/local/bin/system;C:/CMP/DMT90/bin/system;C:/C
MP/DMT90/local/lib;C:/CMP/DMT90/local/lib;C:/CMP/DMT90/lib;/opt/dev/foo/bin/system;/opt/dev/f
oo/lib;C:/jdk1.6.0_02/jre/bin;C:/jdk1.6.0_02/jre/bin/server;C:/maven-2.0.7/bin;C:/WINNT/syste
m32;C:/WINNT;C:/WINNT/System32/Wbem;C:/perl;C:/jdk1.6.0_02/bin;"C:/Program Files/Common 
Files/EMC";C:/Program Files/Windows Imaging/
    PATHEXT=.COM;.EXE;.BAT;.CMD;.VBS;.VBE;.JS;.JSE;.WSF;.WSH
    PROCESSOR_ARCHITECTURE=x86
    PROCESSOR_IDENTIFIER=x86 Family 6 Model 23 Stepping 6, GenuineIntel
    PROCESSOR_LEVEL=6
    PROCESSOR_REVISION=1706
    ProgramFiles=C:\Program Files
    PROMPT=$P$G
    RoxioCentral=C:\Program Files\Common Files\Roxio Shared\9.0\Roxio Central33\
    SESSIONNAME=Console
    SM_AUTHORITY=<NONE>
    SM_BROKER=localhost:426
    SM_BROKER_DEFAULT=localhost:426
    SM_DEF=/opt/dev/foo
    SM_DEFHOME=/opt/dev/foo
    SM_FIXED=C:/CMP/DMT90;/opt/dev/foo
    SM_HOME=C:/CMP/DMT90
    SM_JAVA=C:\jdk1.6.0_02\jre\bin;C:\jdk1.6.0_02\jre\bin\server;
    SM_JAVAHOME=C:\jdk1.6.0_02\jre
    SM_JDK_HOME=C:\jdk1.6.0_02
    SM_LICENSE=17955@smarts-lmgr92.smarts.com
    SM_MAX_MONITORING_THREADS=1
    SM_PIPEDIR=\\\\.\\pipe\\smarts\\
    
SM_POP_1=PATH=C:\maven-2.0.7\bin;C:\WINNT\system32;C:\WINNT;C:\WINNT\System32\Wbem;C:\Program 
Files\Common Files\Roxio Shared\DLLShared\;C:\Program 
Files\Hummingbird\Connectivity\10.00\Accessories\;;c:\Program Files\Microsoft SQL 
Server\90\Tools\binn\;C:\Program Files\Perforce;C:\perl;C:\jdk1.6.0_02\bin;"C:\Program 
Files\Common Files\EMC";C:\Program Files\Windows Imaging\
    SM_POP_2=LM_LICENSE_FILE=
    SM_POP_3=SM_LIBPATH=
    SM_POP_4=SM_BROKER=
    SM_POP_5=SM_BROKER_DEFAULT=
    SM_POP_6=SM_PROCESS_PATH=
    SM_PROCESS_PATH=C:/CMP/DMT90/bin/system/sm_server.exe
    SM_SITEMOD=C:/CMP/DMT90/local;C:/CMP/DMT90;/opt/dev/foo/local;/opt/dev/foo
    
SM_SYMBOL_PATH=C:/CMP/DMT90/local/symbols;C:/CMP/DMT90/symbols;/opt/dev/foo/local/symbols;/op
t/dev/foo/symbols;C:/WINNT/symbols/dll;C:/WINNT/system32
    SM_WRITEABLE=C:/CMP/DMT90/local
    SystemDrive=C:
    SystemRoot=C:\WINNT
    TCL_LIBRARY=/opt/dev/foo/lib/tcl
    TEMP=C:\DOCUME~1\user1\LOCALS~1\Temp
    TMP=C:\DOCUME~1\user1\LOCALS~1\Temp
    UATDATA=C:\WINNT\system32\CCM\UATData\D9F8C395-CAB8-491d-B8AC-179A1FE1BE77
    USERDNSDOMAIN=someDomain.EMC.COM
    USERDOMAIN=someDomain
    USERNAME=user1
    USERPROFILE=C:\Documents and Settings\user1
    VS80COMNTOOLS=C:\Program Files\Microsoft Visual Studio 8\Common7\Tools\
    VSEDEFLOGDIR=C:\Documents and Settings\All Users\Application Data\McAfee\DesktopProtection
    windir=C:\WINNT
================================================================================
End of process debug and runtime information
================================================================================
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Date and timestamp, and thread id in each log message


The date and timestamp is written at the beginning of each log record. The thread id is 
also included in each log record, following the date and timestamp. For example:


[March 2, 2012 3:31:18 PM EDT +357ms] t@3012557744 SM_ProtocolEngine-1
SVIF_MSG-*-DSM-SM_DebugServer: purgeObserver()


Message at the end of a rolled log


When rolling a log, a message is printed at the bottom of the log file before it is rolled. The 
message is similar to the following example:


MAIN-N-Closing this log file at March 19, 2009 9:48:19 PM EDT; 
continuing in


<BASEDIR>/local/logs/MYDM_en_US_UTF-8.log


Starting a new log file
You can request that a Manager or adapter create a new log file, often referred to as rolling 
over a log file. Typically, this is done when a log file becomes quite large. Log files grow 
indefinitely, though slowly, under normal conditions.


Most log files are small and rolling over a log file is not necessary. However, if you need to 
start a new log file, use the following methods:


◆ For UNIX systems only, use the kill or roll_log commands.


◆ For Windows systems, use the roll_log command.


You can repeat the log file roll-over process as many times as you like. If you need to retain 
log files beyond the limit specified by the SM_BACKUP_FILE_LIMIT environment variable, 
copy or at least rename the .log.bak files as soon as they are created.


Log rolling is managed in a synchronized fashion so that data in multiple logs can be 
correlated.   Thus, when the English log rolls, the non-English log, if it is being produced, 
will also roll. 


The kill command method for UNIX systems
On UNIX systems only, it is possible to request that a Manager or an adapter process “roll 
over” its log files. You do this by sending a SIGUSR1 signal to the process ID writing the log 
file. Use the kill command of your shell:


kill -USR1 <pid>


Upon receipt of the USR1 signal, a Manager or adapter process first writes an 
informational message to the end of the current log file, repeats the steps it executed at 
startup, and creates a new log file and a backup log file. All subsequent logging 
information is recorded to the new file.


To determine the process number <pid>, you can use the brcontrol utility or for an adapter, 
use the system’s ps command. 
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The roll_log command method
The roll_log command is invoked through the dmctl utility, which requires that you attach 
to a Manager or adapter with administrative privileges. The syntax of the command is:


exec roll_log [<file-name>]


The <file-name> option enables you to specify a new name for current and subsequent log 
files. If you omit this option, the current naming convention is retained. If you specify a 
name, the new log file uses that name. Any new log files created with roll_log will also use 
this name if a different name is not specified. The new name specified by <file-name> is 
handled in exactly the same manner as the --output option of the sm_server command.


On UNIX, for example, to start a new log file for a Manager named MYDM, enter:


BASEDIR/smarts/bin/dmctl -s MYDM exec roll_log


On Windows, the equivalent command is:


BASEDIR\smarts\bin\dmctl -s MYDM exec roll_log


When roll_log is invoked, the Manager or adapter does the following:


1. Writes an informational message to the end of the current log files.


2. Repeats the steps it executed at startup.


3. Creates a new log file and a backup log file for each log file that was currently running.


All subsequent logging information is recorded to the new files.
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Controlling the number of saved log files
EMC Smarts software can retain up to 999 rolled over log files for each log that is being 
generated. For example, if you are generating two log files, MYDM_en_US_UTF-8.log and 
MYDM_fr_UTF-8.log file, you can maintain up to 999 backup log files for the 
MYDM_en_US_UTF-8.log and 999 backup log files for the MYDM_fr_UTF-8.log.


The number of log files retained is determined by the value of SM_BACKUP_FILE_LIMIT. 
When a Manager starts up, it renames a file that matches its log filename, adding a .bak to 
the name. If there is an existing .bak file, the .bak will be replaced with .NNN.


For example, if the SM_BACKUP_FILE_LIMIT environment variable is set to 5, the process is 
as follows:


1. A log file is created and it is named MYDM_en_US_UTF-8.log.


2. The MYDM_en_US_UTF-8.log file created in step 1 is rolled over:


• The MYDM_en_US_UTF-8.log file created in step 1 is renamed to 
MYDM_en_US_UTF-8.log.bak.


• A new MYDM_en_US_UTF-8.log file is created.


3. The MYDM_en_US_UTF-8.log file created in step 2 is rolled over:


• The MYDM_en_US_UTF-8.log.bak file renamed in step 2 is now renamed to 
MYDM_en_US_UTF-8.log.001.


• The MYDM_en_US_UTF-8.log file created in step 2  is renamed to 
MYDM_en_US_UTF-8.log.bak.


• A new MYDM_en_US_UTF-8.log file is created.


4. The MYDM_en_US_UTF-8.log file created in step 3  is rolled over:


• The MYDM_en_US_UTF-8.log.bak file renamed in step 3  is renamed to 
MYDM_en_US_UTF-8.log.002.


• The MYDM_en_US_UTF-8.log file created in step 3  is renamed to 
MYDM_en_US_UTF-8.log.bak.


• A new MYDM_en_US_UTF-8.log file is created.


5. The MYDM_en_US_UTF-8.log file created in step 4  is rolled over:


• The MYDM_en_US_UTF-8.log.bak file renamed in step 3  is renamed to 
MYDM_en_US_UTF-8.log.003.


• The MYDM_en_US_UTF-8.log file created in step 4 is renamed to 
MYDM_en_US_UTF-8.log.bak.


• A new MYDM_en_US_UTF-8.log file is created.


6. Because the limit of MYDM_en_US_UTF-8.log.NNN files that are retained is set to 3, 
when the MYDM_en_US_UTF-8.log file created in step 5  is rolled over:


• The oldest log file, MYDM_en_US_UTF-8.log.001 from step 3 , is deleted.
• The MYDM_en_US_UTF-8.log.bak file renamed in step 5  is renamed 


MYDM_en_US_UTF-8.log.004.
• The MYDM_en_US_UTF-8.log file created in step 5  is renamed 


MYDM_en_US_UTF-8.log.bak.
• A new MYDM_en_US_UTF-8.log is created.
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Environment Variables


This appendix describes the environment variables that are used by EMC Smarts 
Foundation software. It consists of the following sections:


◆ How variable values are interpreted ......................................................................  146
◆ Methods for setting environment variables............................................................  147
◆ Environment variables for users ............................................................................  149
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How variable values are interpreted
This section describes how the software interprets the value of an environment variable. If 
a variable, such as SM_BROKER_DEFAULT, requires that its value be formatted in a 
particular manner, it is noted in the description of the variable.


How integer variables are interpreted


When the value of an environment variable is to be expressed as an integer, the software 
interprets the value of the variable as follows:


◆ Any leading white space is skipped. If the next character is a plus sign (+) or a minus 
sign (-), it is also skipped. If the next character was a minus sign, the final numeric 
value is negated.


◆ If the value starts with a number other than zero, it may contain only the digits zero 
through nine, and it is considered a decimal number.


◆ If the value starts with “0x” or “0X”, it may contain the digits zero through nine, as 
well as the letters “a” through “f” and “A” through “F”. At least one digit or letter must 
follow the “x” or “X”. The value is treated as a hexadecimal number.


◆ If the value starts with a zero and is not followed by a “x” or “X”, it may contain only 
the digits zero through seven, and it is treated as an octal number.


Otherwise, the variable does not represent a numeric value. In most cases, an error 
message is printed. In a few cases, the numeric value is simply taken to be zero.


Table 28 on page 146 provides examples of numeric values and how they are interpreted 
by the software. 


Table 28  Examples of numeric values


Numeric value Meaning


"0" The value zero.


" 10" The value ten. The leading white space is ignored.


"+010" The value eight, octal.


"0x10" The value sixteen, hexadecimal.


"-123" The value negative one hundred twenty-three.


"abc" An illegal value, may be treated as zero.


"019" An illegal value, leading zero makes it octal, but octal numbers cannot 
contain a nine. This value may be treated as zero.


"1 " An illegal value, leading white space is ignored but trailing white space is 
not. This value may be treated as zero.


"0X" An illegal value, at least one digit or letter must follow the “OX”. This 
value may be treated as zero.


"- 23" An illegal value, embedded white space is not permitted. This value may 
be treated as zero.
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How Boolean variables are interpreted


When an environment variable is expressed as a Boolean, the software interprets the 
value of the variable, when set, as follows:


◆ If the value starts with a letter, an uppercase “T” or a lowercase “t” or an uppercase 
“Y” or a lowercase “y”, the variable is interpreted as true. If the value starts with any 
other letter, the variable is interpreted as false.


◆ If the value can be interpreted as an integer variable, and it has a value of zero, the 
variable is interpreted as false. If the value is anything other than zero, the variable is 
interpreted as true.


◆ For any other value, the variable is interpreted as false.


Methods for setting environment variables
You can use one of the following methods to set an environment variable. The difference 
between these methods is that one sets the environment variable across an EMC Smarts 
product and the other sets the environment variable for a particular program.


Setting an environment variable product-wide


When necessary, you can set an environment variable so that a product installed in that 
location can use it. For example, the SM_BROKER_DEFAULT variable, the value of which is 
set during installation, is used in this manner.


To set an environment variable so that it can be used by the programs of a product, add it 
to the runcmd_env.sh file, which is located in the BASEDIR/smarts/local/conf directory of 
that product.


Here is an example procedure for adding the SM_AUTHORITY environment variable to the 
runcmd_env.sh file:


1. Go to the BASEDIR/smarts/bin directory and enter the following command to open the 
runcmd_env.sh file:


sm_edit conf/runcmd_env.sh


2. Use the following syntax to add the SM_AUTHORITY variable and its value:


SM_AUTHORITY=”<STD>”


3. Save and close the file.


The modified version of the runcmd_env.sh file is saved to the 
BASEDIR/smarts/local/conf directory.


At this point, any EMC Smarts program that is started from this installation directory 
will use the applicable environment variables that are specified in the runcmd_env.sh 
file.


4. EMC Smarts programs that were previously launched from this installation directory 
need to be restarted for any new environment variable to take effect. Chapter 5, 
“Controlling Startup,” describes how to start services.
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Setting an environment variable for a program


You can also set an environment variable so that it only affects a particular program. 
Typically, this is done by adding the environment variable to the program’s sm_service 
command line. For example, if you want a Manager to use a particular serverConnect.conf 
file, you would specify the SM_SERVERCONNECT variable in the sm_service command line 
for that program.


The following example sets the value of the SM_SERVERCONNECT environment variable to 
point to the server_Connect_IP.conf file.


1. Use the sm_service show action with the --cmdline option to display the existing 
command line for the program. You must have administrative privileges when typing 
this command.


BASEDIR/smarts/bin/sm_service show --cmdline ic-am-server


Output:


BASEDIR/smarts/bin/sm_service install 
--name=ic-am-server 
--description=“EMC Smarts IP Availability Manager” 
--startmode=runonce 
BASEDIR/smarts/bin/sm_server 
--name=INCHARGE-AM 
--config=icf 
--bootstrap=bootstrap-am.conf 
--port=0 
--subscribe=default 
--ignore-restore-errors 
--output


2. Use the sm_service install action with the --force option to add the environment 
variable to the command line. The --env option specifies the environment variable.


BASEDIR/smarts/bin/sm_service install 
--force 
--name=ic-am-server 
--description=“EMC Smarts IP Availability Manager” 
--startmode=runonce 
--env=SM_SERVERCONNECT=BASEDIR/smarts/conf/serverConnect_IP.conf 
BASEDIR/smarts/bin/sm_server 
--name=INCHARGE-AM 
--config=icf 
--bootstrap=bootstrap-am.conf 
--port=0 
--subscribe=default 
--ignore-restore-errors 
--output


3. Do one of the following:


◆ Start the program.


◆ Stop and restart the program.
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Environment variables for users
The following list of environment variables can be applied to the software.


◆ “SM_DISPLAY”


◆ “SM_EDITOR”


◆ “SM_SNMP_BUG_COMPATIBLE”


◆ “SM_ENABLE_ESM_EVENT_MAPPING”


◆ “SM_ENABLE_SNMP_SET”


◆ “SM_MAIN_OPTIONS”


◆ “SM_OUTGOING_PROTOCOL”


◆ “SM_INCOMING_PROTOCOL”


◆ “SM_FIPS140”


◆ “SM_DISABLE_KEEPALIVES”


◆ “SM_IP_VERSIONS”


◆ “SM_MAX_MONITORING_THREADS”


◆ “SM_AUDIT_CLIENT_ACTIONS”


◆ “SM_AUDIT_ALL_CONNECTIONS”


◆ “SM_NO_LINE_FOLD”


◆ “SM_FOLD_WIDTH”


◆ “SM_HOSTSFILE”


◆ “SM_MAX_SESSION_VERSION”


◆ “SM_MIN_PKTSIZE_COMPRESS”


◆ “SM_SNMP_ALLOW_DUP_ENGINEID”


◆ “SM_SNMP_MAX_MESSAGE_SIZE”


◆ “SM_ASL_MAX_STACK_DEPTH”


◆ “SM_REGISTER_ADDR”


◆ “MALLOC_ARENA_MAX_”


◆ “SM_LOCALE”


◆ “SM_ENCODING_*”


◆ “SM_JAVA_PACKAGE_ROOT”


◆ “SM_JDK_HOME”


◆ “SM_JAVA”


◆ “SM_JAVAHOME”
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◆ “SM_BROKER_DEFAULT”


◆ “SM_BROKER”


◆ “SM_BROKER_NTHREADS”


◆ “LM_LICENSE_FILE”


◆ “SM_LICENSE”


◆ “SM_LMGRD_LICENSE_FILE”


◆ “SM_LMGRD92_LICENSE_FILE”


◆ “SM_AUTHORITY”


◆ “SM_KEYFILE”


◆ “SM_CLIENTCONNECT”


◆ “SM_OKLOGIN_LOGLEVEL”


◆ “SM_SERVERCONNECT”


◆ “SM_DATETIME_FORMAT”


◆ “TZ”


◆ “LC_TIME”


◆ “SM_LOG_ROLL_SIZE”


◆ “SM_BACKUP_FILE_LIMIT”


◆ “SM_LOG_NAME_CUSTOM”


◆ “SM_LOGFILES”


◆ “SM_WRITEABLE”


◆ “SM_RULESET_PATH”


◆ “SM_COUNT_REPOS_LOCKS”


◆ “SM_REPOS_LOCKS_LIMIT”


◆ “SM_SUBSCRIPTION_TRACE”


◆ “SM_IGNORE_DYNMODEL_ERRORS”


SM_SITEMOD


The SM_SITEMOD variable provides a directory search list that Smarts software uses to 
locate files. This list is used to find files that users can, and in some cases must, modify to 
use Smarts at their site. Such files include configuration files, ASL files, and scripts. For 
locating a file, the directories listed in SM_SITEMOD are searched in the same order as 
they are specified. The components of the list are separated by colons (:) on UNIX and 
semicolons (;) on Windows.


The default value of SM_SITEMOD is <smarts>/local:<smarts>. For specifying a new search 
directory, one only has to set SM_SITEMOD to the new directory. The "runcmd" wrapper 
program that is used to launch all Smarts executables, internally constructs the actual 
search path, by appending the known search paths to the user specified path.
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It is strongly recommended that SM_SITEMOD be only specified in the service installation 
command line. Setting SM_SITEMOD in runcmd_env.sh is not recommended, as it 
sometimes causes the internally constructed search path to get overridden, which may 
cause certain components to not work correctly.


The Console does not currently support SM_SITEMOD.


SM_DISPLAY


This environment variable specifies the location of a client’s X Window System display 
(typically for a console user). Output from a server tool that uses the X protocol is directed 
to the display specified by SM_DISPLAY. Only EMC Smarts Service Assurance Manager 
uses this variable.


SM_EDITOR


This environment variables enables you to set the text editor that is invoked by the 
sm_edit utility. When SM_EDITOR is not defined, the sm_edit utility uses the value of one 
of the following system environment variables: VISUAL then EDITOR. If these environment 
variables are not defined, the sm_edit utility uses the following editors:


◆ Edit editor on UNIX systems


◆ WordPad editor on Windows systems


SM_SNMP_BUG_COMPATIBLE


Implementation of the SNMP protocol is strict in that the software only sends or receives 
SNMP messages that conform to the SNMP standard. By default, the software only accepts 
conforming SNMP messages. Unfortunately, not all SNMP implementations are as strict. 
The result is that EMC Smarts programs may receive nonconforming SNMP messages. 


In some cases, the software can successfully interpret and handle nonconforming 
messages. If you set the SM_SNMP_BUG_COMPATIBLE environment variable, the software 
will accept the nonconforming SNMP messages in two cases:


◆ When the type of an SNMP variable is not the required type but the value can be 
unambiguously interpreted as the required type. An example is when a TimeTicks 
variable type is sent as an Unsigned32 or non-negative Integer32 variable.


◆ When the type of an SNMP variable is inconsistent with the version of the SNMP 
protocol that delivers the message. An example is when a Counter64 variable is sent 
in a version 1 (v1) SNMP message.


When the SM_SNMP_BUG_COMPATIBLE environment variable is set, any invalid SNMP 
message that is accepted by the software is logged at a warning level to pinpoint the 
source of the invalid SNMP message and to determine the reason why it is invalid.


SM_SNMP_BUG_COMPATIBLE is a Boolean.
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SM_ENABLE_ESM_EVENT_MAPPING


This environment variable is set to TRUE by default in the runcmd_env.sh file. It is 
applicable only to Service Assurance Manager and Adapter Platform (OI Server) 
installations.


This variable ensures that the Audit History is preserved post upgrade for active 
VMwareESX and vNIC notifications. In case some ESX or Virtual Interface instances remain 
in the alert state before and post upgrade, Server Manager will notify them as alerts for 
Hypervisor and VirtualInterface instances. Service Assurance Manager will map them to 
VMwareESX and vNIC if they were active before the upgrade. After the problem clears, the 
notifications will be archived. This allows you to keep a complete history of the problem 
and the user actions performed on the notification. Post archival, new outages are 
displayed under the new class name.


SM_ENABLE_SNMP_SET


This environment variable is disabled by default.


◆ When set to 1, it enables the use of the SM_SNMP_Actions::Set( ) method.


◆ When it is disabled (set to 0), the method cannot be used to set the value of an OID


SM_MAIN_OPTIONS


The environment variable SM_MAIN_OPTIONS enables you to set default values for the 
standard options supported by the software, as described in Table 29 on page 153. You 
can override the values specified by SM_MAIN_OPTIONS by providing alternative values 
on the command line.


For example, if you set SM_MAIN_OPTIONS to --errlevel=fatal, programs will record all 
errors with a level of fatal or higher.
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Table 29  Standard options supported by SM_MAIN_OPTIONS (page 1 of 2)


Standard option Definition


--accept=<hosts> Specify a list of hosts, by name or IP address, from which programs 
accept connections. Multiple entries should be separated by 
commas. 
By default, programs accept connections from any host. Programs 
that accept connections are dmstart, sm_server, sm_adapter, and 
sm_trapd. Note that sm_adapter and sm_trapd accept only 
connections when started with the --name option.
To limit connections to the host on which the software is installed, 
specify the name or IP address of the host instead of localhost.


--daemon Run the program as a daemon (UNIX only). Messages generated 
from internal logging calls are directed to the log file. Log files are 
written to the BASEDIR/smarts/local/logs directory.


--facility=<facility> Instructs the program to log any syslog messages with the specified 
syslog facility (UNIX/Linux only). The default is Daemon.
The <facility> setting can be one of the following:
• Kern
• User 
• Mail
• Daemon
• Auth
• Lpr
• News
• Uucp
• Cron
• Local0
• Local1 
• Local2
• Local3
• Local4
• Local5
• Local6
• Local7


--errlevel=<level> Specify the minimum level at which error events are written to the 
standard error output. Possible values include: none, emergency, 
alert, fatal, critical, error, warning, notice, informational, debug. The 
default is warning. (Note that fatal is equivalent to emergency, alert, 
or critical.)


--loglevel=<level> Specify the minimum level at which event messages are written to 
the system logging facility. Possible values include: none, 
emergency, alert, fatal, critical, error, warning, notice, informational, 
debug. The default is error. (Note that fatal is equivalent to 
emergency, alert, or critical.)

Environment variables for users 153







Environment Variables

SM_OUTGOING_PROTOCOL


This environment variable controls the kinds of connections that a program that is acting 
as a client is allowed to initiate, when not using FIPS 140 mode. It can contain one or more 
numbers. These numbers specify the security level at which communications can occur. If 
more than one is specified, they must be separated with commas. If the variable is not set, 
it is the same as specifying 0.


SM_INCOMING_PROTOCOL


This environment variable controls the kinds of connections that a program that is acting 
as a server is allowed to accept, when not using FIPS 140 mode. It can contain one or more 
numbers. If more than one is specified, they must be separated with commas. If the 
variable is not set, it is the same as specifying 0.


SM_FIPS140


This environment variable controls enables and disables FIPS mode:


◆ TRUE = Enable FIPS 140 mode


◆ FALSE = Disable FIPS 140 mode (default)


When FIPS 140 mode is enabled, the software uses Transport Layer Security v1.2, and the 
settings of SM_OUTGOING_PROTOCOL and SM_INCOMING_PROTOCOL are ignored.


--logname=<name> Specify the name used to identify the program in the system log. On 
UNIX systems, the default is the program name. On Windows 
systems, the default is the registered service name.


--output[=<file>] Messages generated from internal logging calls are directed to a log 
file. Log files are written to the BASEDIR/smarts/local/logs 
directory. If <file> is not specified, the value of --logname is used.
If a log file with specified name already exists, it is moved to a 
backup file, BASEDIR/smarts/local/logs/<file>.bak. If the backup file 
already exists, it is deleted.


--tracelevel=<level> Specify the minimum level at which a process stack trace is written 
to the standard error output. Possible values include: none, 
emergency, alert, fatal, critical, error, warning, notice, informational, 
debug. The default is fatal. (Note that fatal is equivalent to 
emergency, alert, or critical.)


--useif=<IP address> Specifies the IP address that the program should use as the source 
address for outgoing ICMP and SNMP packets and the destination 
address for which it accepts incoming ICMP and SNMP packets. <IP 
Address> must be a *v4* address.


--version Print the version of the program.


Table 29  Standard options supported by SM_MAIN_OPTIONS (page 2 of 2)


Standard option Definition
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SM_DISABLE_KEEPALIVES


This environment variable controls whether KeepAlive messages for the EMC Smarts 
proprietary inter-process communication (IPC) protocol are used. To disable KeepAlive 
messages, specify a nonzero number. To enable KeepAlive messages, specify a zero (0). 
KeepAlive messages are enabled by default.


The EMC Smarts proprietary IPC uses KeepAlive messages to test TCP connections 
between EMC Smarts clients and Managers. In order for a Manager to detect whether a 
client is temporarily unresponsive or has permanently dropped the TCP connection, the 
client sends a KeepAlive message as an out-of-band byte of TCP urgent data every 90 
seconds to indicate that the client is still connected. If the Manager does not receive 
periodic KeepAlive messages, it concludes that the client has dropped the connection and 
shuts down the server end of the connection.


Bear in mind that in some cases, not receiving KeepAlive messages from the client could 
be due to other software applications and hardware not supporting TCP urgent data, not 
the result of the connection being down.


Under certain circumstances, the client’s operating system might incorrectly insert the 
urgent data into the regular data stream, which corrupts the regular data stream and 
causes problems in the connection. If the urgent data byte leaks in at the point where the 
next command is expected, the leak can result in an invalid handler code and generate 
additional messages in the Manager’s log file.


In rare cases when communication issues exist, you may disable KeepAlives by specifying 
a nonzero number for the SM_DISABLE_KEEPALIVES environment variable. Because this 
workaround might cause Managers (whose clients have disconnected) to experience 
memory growth and run out of memory, work with your EMC customer support team to 
optimize your network operation environment if the problem persists.


To control KeepAlive messages for only the Global Console, specify the Java property 
com.smarts.disable_keepalives as described in the EMC Smarts Service Assurance 
Manager Operator Guide.


The SM_DISABLE_KEEPALIVES environment variable has no effect on version 9.2 and later 
connections that use Transport Layer Security. 


SM_IP_VERSIONS


The SM_IP_VERSIONS environment variable enables you to control the address family 
used for hostname resolution. It affects the following:


◆ EMC Smarts utilities that use a command line (for example, sm_snmpwalk, dmctl, 
sm_tpmgr) 


◆ Name resolution during discovery


◆ ASL scripts


◆ Ping


◆ DNS lookup
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SM_IP_VERSIONS also controls which ports a Domain Manager listens on:


◆ If SM_IP_VERSIONS is set to "v4" or "v6", a Domain Manager will only open sockets 
and listen on that address family. 


◆ If SM_IP_VERSIONS is set to "v4v6" or "v6v4", a Domain Manager will listen on both 
address families.


The SM_IP_VERSIONS setting is also dependent on the address family as follows:


◆ If you are running on a system which only supports a single address family, it is 
recommended that SM_IP_VERSIONS be set to "v4" or "v6", as appropriate. 


◆ If you are running on a system which supports both address families, set it to the 
value which best describes your administrative preferences.


The variable can be set depending on the order in which you want to do hostname 
resolution.If the variable is not set, and the address family is not explicitly provided on the 
command line (for example, frame.someDomain.emc.com:v4), the default behavior is to 
resolve the hostname as an IPv4 hostname. The variable should be set to the address 
family that is predominate for the network. 


To set this variable, add it to the runcmd_env.sh file, which is located in the 
BASEDIR/smarts/local/conf directory of the product.


The syntax of the environment variable is:


SM_IP_VERSIONS="<ip_value>"


Table 30 on page 156 lists acceptable values for the SM_IP_VERSIONS environment 
variable. 


Detailed instructions about setting environment variables and information about the 
runcmd_env.sh file is provided in the “Methods for setting environment variables” on 
page 147.


Table 30  Acceptable values for the SM_IP_VERSIONS environment variable


ip_value Description


"V4" The hostname is resolved to an IPv4 hostname (default).


"V6" The hostname is resolved to an IPv6 hostname.


"V4V6" The hostname is resolved to an IPv4 hostname. If that fails, the Domain 
Name System server tries to resolve the hostname to an IPv6 hostname.


"V6V4" The hostname is resolved to an IPv6 hostname. If that fails, the Domain 
Name System server tries to resolve the hostname to an IPv4 hostname.


Note: The acceptable value can also be lowercase ("v4", "v6", "v4v6" or "v6v4").
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SM_MAX_MONITORING_THREADS


The SM_MAX_MONITORING_THREADS environment variable represents the maximum 
number of monitoring threads that the monitoring system will use for monitoring changes. 
The default value is 3. 


The recommended values are described in Table 31 on page 157. 


SM_AUDIT_CLIENT_ACTIONS


Setting the SM_AUDIT_CLIENT_ACTIONS environment variable equal to 1 produces the log 
if the client requests it. However, even if the client requests it, auditing does not occur if it 
has not been enabled on the server with either the SM_AUDIT_CLIENT_ACTIONS variable, 
or the SM_AUDIT_ALL_CONNECTIONS environment variable, which is described in 
“SM_AUDIT_ALL_CONNECTIONS” on page 157.


SM_AUDIT_ALL_CONNECTIONS


Setting the SM_AUDIT_ALL_CONNECTIONS environment variable equal to 1 forces the 
logging even if the client does not request it. If you set SM_AUDIT_ALL_CONNECTIONS 
equal to 1, then you do not have to set SM_AUDIT_CLIENT_ACTIONS, described in 
“SM_AUDIT_CLIENT_ACTIONS” on page 157.


If you set SM_AUDIT_ALL_CONNECTIONS, you do not need to modify the client. However, if 
you suspect a specific client you might still want to use the by-request-only access 
provided by SM_AUDIT_CLIENT_ACTIONS to reduce the amount of logging coming from 
other sources.


SM_NO_LINE_FOLD


The environment variable SM_NO_LINE_FOLD can be set to prevent the line wrapping in 
log files. Add the following lines to the BASEDIR/local/conf/runcmd_env.sh file: 


export SM_NO_LINE_FOLD
SM_NO_LINE_FOLD="TRUE"


You can use any string value for SM_NO_LINE_FOLD, it is only if it has no string associated 
with it that lines fold.


SM_FOLD_WIDTH


The SM_FOLD_WIDTH environment variable removes the default line wrapping of 
exception messages in the log file. The lines will only wrap if SM_FOLD_WIDTH=X where X 
specifies the column at which to fold the lines. 


Table 31  Recommended values for SM_MAX_MONITORING_THREADS


Platform Recommended value


Windows 2003
Windows 2008


1


All other supported platforms Up to 3, but no more than the number of CPUs on the machine.
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SM_HOSTSFILE


On 32-bit Solaris builds of the software, a bug in the Solaris system libraries prevents 
/etc/hosts from being read properly if more than 256 file descriptors are in use. If you set 
SM_HOSTSFILE=1 in the environment, then /etc/hosts is read using application code, 
bypassing the system libraries as a work-around to this problem.


This work-around only handles IPv4 addresses in /etc/hosts. The work-around does not 
work for IPv6 addresses, and will not read /etc/ipnodes (or /etc/inet/ipnodes). IPv6 
addresses obtained from DNS are handled properly in all cases. If it is necessary to obtain 
IPv6 addresses from /etc/ipnodes, you should use the 64-bit version of the product.


SM_HOSTSFILE is only available on Solaris versions of the software. It operates in both 32 
and 64-bit builds, but since the 64-bit system libraries work properly, it is recommended 
that it not be set on 64 bit builds.


SM_MAX_SESSION_VERSION


SM_MAX_SESSION_VERSION is an environment variable that controls the maximum 
version of the protocol session that is negotiated by the peer. The valid levels are 
described inTable 32 on page 158,  


Encryption negotiation also uses SM_INCOMING_PROTOCOL and 
SM_OUTGOING_PROTOCOL to determine exactly the level that is negotiated.


If the previous behavior of out-of-band (OOB) KeepAlives is required, set this variable to 2.


SM_MIN_PKTSIZE_COMPRESS


The SM_MIN_PKTSIZE_COMPRESS environment variable enables compression for flow 
frames >= <size>. By default, compression is disabled.


◆ If unset or equal to 0, SM_MIN_PKTSIZE_COMPRESS enables compression with a 
reasonable default size.


◆ To disable compression, set SM_MIN_PKTSIZE_COMPRESS to a large value (>65536).


Table 32  Valid levels for SM_MAX_SESSION_VERSION


Level Description


0 Legacy. No KeepAlives. No encryption


1 Encryption. No KeepAlives.


2 Encryption and KeepAlives. This level is the default value.


3 Encryption and Inband KeepAlives. Also supports compression.
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SM_SNMP_ALLOW_DUP_ENGINEID


The SNMP V3 component will not interact with two devices with the same engine Id in the 
managed domain in accordance to RFC 2574 (User-based Security Model (USM) for 
version 3 of the Simple Network Management Protocol (SNMPv3) ), namely section 2.2: 
2.2. Replay Protection. Each SNMP engine maintains three objects: snmpEngineID, which 
(at least within an administrative domain) uniquely and unambiguously identifies an 
SNMP engine.


When the environment variable SM_SNMP_ALLOW_DUP_ENGINEID is set, the SNMP Lcd 
will index the specific engine data by ip:port instead of engineId thus allowing interaction 
with networks not conforming with section 2.2 of RFC2574. The recommended way of 
enabling this feature is to add SM_SNMP_ALLOW_DUP_ENGINEID=1 in the 
local/conf/runcmd_env.sh.


SM_SNMP_MAX_MESSAGE_SIZE


SM_SNMP_MAX_MESSAGE_SIZE is an environment variable that controls the maximum 
size of the SNMP datagram that is processed. The default value is 8k (8192 bytes).


The default size can be overridden by setting the environment variable 
SM_SNMP_MAX_MESSAGE_SIZE to the required maximum size. For example, setting 
SM_SNMP_MAX_MESSAGE_SIZE equal to 16384 sets the maximum to 16k, which is 
double the default value.


If you try to set SM_SNMP_MAX_MESSAGE_SIZE to less than 1472 (the recommended 
minimum for UDP/IPv4 per RFC-3417, section 3.2), it will be silently adjusted to be exactly 
1472.


Although SM_SNMP_MAX_MESSAGE_SIZE can be used to set the maximum SNMP 
datagram size to less than the default 8k, this is strongly discouraged.


If you try to set SM_SNMP_MAX_MESSAGE_SIZE greater than 64k (65536 bytes), it will be 
set to exactly 65536. A value of 65536 bytes is the largest possible datagram size 
supported by UDP. 


Setting SM_SNMP_MAX_MESSAGE_SIZE to large values will increase server memory 
usage. This is especially true for trap processing during periods of high trap reception rate. 
Therefore, this option should only be used when it is needed to communicate with SNMP 
devices sending unusually large datagrams. Only increase the setting of this environment 
variable on the specific Domain Managers which manage those devices. 
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SM_ASL_MAX_STACK_DEPTH


In order to avoid a recursive ASL script to crash the server, a limit of 700 calls has been 
placed on the recursion of ASL scripts. When this happens a message is logged similar to:


ASL-W-ERROR_PARSE-While parsing rule 'START'
 ASL-PARSER_STACK_OVERFLOW-ASL engine has exceeded the stack limit of 


700 during execution  
 ASL-CALL_STACK_HEADING-Generating execution trace of RuleSet: 


/emc/ferren/DEV/p-dmt90rel/smarts/ga/linux_rhAS40-x86-64/debug/tasl
stackoverflow.asl


  ASL-CALL_STACK_RULE-   RuleName: R1, Line: 19
  ASL-CALL_STACK_RULE-   RuleName: R1, Line: 19
  ASL-CALL_STACK_RULE-   RuleName: R1, Line: 19


If you have a valid (non-recursive) case where the stack depth of ASL needs to be over 
700, the limit can be changed by setting the environment variable 
SM_ASL_MAX_STACK_DEPTH.


If the value is too high, process stack overflow can occur resulting in server crash.


SM_REGISTER_ADDR


When a server is running on a machine which has more than one IPv4 and/or more than 
one IPv6 address, it selects one address from each protocol family to register with the 
Broker. The selection of which address is arbitrary. The selection algorithm is not 
documented and subject to change.


On a fully-connected network, the arbitrary selection is usually satisfactory, but there may 
be situations where it is required to force a specific address to be registered. This can be 
accomplished by setting the environment variable SM_REGISTER_ADDR. The value can be 
an IPv4 address literal, an IPv6 address literal, or one of each, delimited by a comma.


If you specify an address for one protocol family, the other one will revert to using the 
original arbitrary selection algorithm.


There is no checking to verify that the specified address is configured or reachable. 
Specifying an incorrect value can result in a non-functional server. It is recommended that 
this option only be used in specific situations where the default behavior is unacceptable.


An IPv4 example:


SM_REGISTER_ADDR=10.5.24.105


An IPv6 example:


SM_REGISTER_ADDR=fe80::218:8bff:fe48:50b1


Both v4 and v6. The order is not important:


SM_REGISTER_ADDR=fe80::218:8bff:fe48:50b1,10.5.24.105
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MALLOC_ARENA_MAX_


The MALLOC_ARENA_MAX_ environment variable controls the maximum number of arenas 
that can be created for a process using the ptmalloc library. An arena is a data structure 
used by ptmalloc for maintaining reuse of free memory.


When the ptmalloc library is loaded and initialized it determines whether the 
MALLOC_ARENA_MAX_ environment variable has been defined in the environment 
variable set:


◆ When the MALLOC_ARENA_MAX_ is not defined in the environment variable set, there 
is no maximum number of arenas. This is the default.


◆ If MALLOC_ARENA_MAX_ is set to any positive integer, then that number defines the 
number of arenas.


Variables that control the locale and encoding


These variables specify the local and encoding used by the programs.


SM_LOCALE


The SM_LOCALE environment variable specifies the appropriate language and region in 
which you want to see output. In general, SM_LOCALE must be specified consistently with 
advice in IETF RFC 1766/3066. If you do not specify a value for SM_LOCALE, it defaults to 
en_US.


ICU allows for some flexibility on the case (upper and lower) of the language and country 
codes and for the separator character used to join the two. 


EMC Smarts software will convert the value specified in SM_LOCALE to a normalized form 
that can be recognized by all ICU library functions which take a locale argument. The 
normalization (done by calling the ICU function, uloc_canonicalize) enables ICU library 
functions to perform predictably.


export SM_LOCALE=ja_JP
sm_server –-name=Tokyo


SM_ENCODING_* 


There are four SM_ENCODING_* environmental variables that can be set. 


◆ SM_ENCODING_SHELL indicates the encoding used by the shell, primarily useful for 
specifying what encoding is used for command line arguments.


◆ SM_ENCODING_SYSTEM indicates the encoding used for internal interaction with the 
operating system. 


• Primarily dictates the encoding used for file system access. 


• Secondarily indicates the encoding used when internally accessing the 
environment.


◆ SM_ENCODING_INPUT indicates the encoding used by stdin.


◆ SM_ENCODING_OUTPUT indicates the encoding used by stdout and stderr.
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Tuning the SM_ENCODING_INPUT and SM_ENCODING_OUTPUT values is primarily useful if 
you are redirecting or piping text somewhere other than the shell.


The behaviors of these variables is different on Windows and UNIX.


On Windows the behavior is:


◆ If SM_ENCODING_SHELL is not set, then its value will default to the current Windows 
"Active Code Page."


◆ SM_ENCODING_SYSTEM will always be ignored since there is only one valid possible 
value, and it is set internally.


◆ If SM_ENCODING_INPUT is not set, then its value will default to the current Windows 
"OEM Code Page."


◆ If SM_ENCODING_OUTPUT is not set, then its value will mirror SM_ENCODING_INPUT.


Separate values are necessary due to the way the Windows command shell (cmd.exe) 
behaves.


On UNIX the behavior is:


◆ If SM_ENCODING_SHELL is not set, then its value will default to "UTF-8."


◆ If SM_ENCODING_SYSTEM is not set, then its value will mirror SM_ENCODING_SHELL.


◆ If SM_ENCODING_INPUT is not set, then its value will mirror SM_ENCODING_SHELL.


◆ If SM_ENCODING_OUTPUT is not set, then its value will mirror SM_ENCODING_INPUT.


In UNIX it generally makes sense to set all four values identically.


The following example sets the encoding to Shift_JIS.


export SM_ENCODING_INPUT=Shift_JIS
export SM_ENCODING_OUTPUT=Shift_JIS
export SM_ENCODING_SHELL=SHIFT_JIS
export SM_ENCODING_SYSTEM=Shift_JIS
sm_server –-name=Osaka
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Variables that control Java settings


These variables specify the Java settings.


SM_JAVA_PACKAGE_ROOT


The SM_JAVA_PACKAGE_ROOT environment variable can be used to specify the java 
package root.


SM_JDK_HOME


The SM_JDK_HOME environment variable is used to indicate the location of the JDK, if 
present. If you provide the location of the JDK while running the appropriate setup script, 
the SM_JDK_HOME variable will be defined in the runcmd_env.sh file.


If you are using a 64-bit version of the software, then you should set SM_JDK_HOME to the 
location of a 64-bit version of the JDK. Likewise, if you are using a 32-bit version of the 
software, then you should set SM_JDK_HOME to indicate the location of a 32-bit version of 
the JDK.


SM_JAVA


The SM_JAVA environment variable specifies a Java Runtime Environment (JRE) other than 
that in BASEDIR/smarts/jre. The contents are the paths to the libraries of the JRE. On UNIX, 
the value of SM_JAVA is added to the LD_LIBRARY_PATH (Solaris and Linux). On Windows, 
the value of SM_JAVA is added to the PATH.


This variable is optional. If left unset, runcmd_env.sh will assume standard paths relative 
to the value of SM_JAVAHOME.


SM_JAVAHOME


The SM_JAVAHOME environment variable is used in conjunction with SM_JAVA to specify a 
non-standard JRE. It specifies the location of the JRE, and defines the value of the JVM's 
"java.home" system property.


◆ If SM_JAVAHOME is left unset and SM_JDK_HOME was specified, then SM_JAVAHOME 
will effectively be set to SM_JDK_HOME/jre. 


◆ If left unset and SM_JDK_HOME is also unset, and if the BASEDIR/jre directory exists, 
then SM_JAVAHOME will effectively be set to BASEDIR/jre.
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Variables that control the Broker


These variables control the location of the Broker.


SM_BROKER_DEFAULT


This environment variable specifies the default location of the Broker. When you install 
the software, you are prompted for the host location of the Broker and its port number. 
The Broker’s location can be specified in any one of the following formats: “host:port”, 
“host” or “:port”. When the host or port values are omitted, the default value is used. The 
default host value is “smarts-broker” or “localhost”. The default port value is 426. If the 
location of the Broker changes, you must edit the runcmd_env.sh file on all systems where 
EMC Smarts Foundation software is installed. In addition, you may have to edit the Broker 
startup script.


The software follows these steps to determine the Broker’s location:


1. Verifies whether the Broker’s location was specified as an option at startup. When this 
option is specified, no other options are checked.


2. It checks the value of the SM_BROKER_DEFAULT environment variable. If this variable 
is set, no other options are checked.


3. It checks if the Broker is running on the host smarts-broker and listening on TCP port 
426.


4. If smarts-broker is not defined, the program checks port 426 on localhost.


The hostname smarts-broker is usually an alias, such as a DNS CNAME.


SM_BROKER


This environment variable should only be set in special cases when you want to override 
the default Broker. For example, if you have to temporarily move your Broker in an 
emergency or test situation, you could set this variable.


Under normal circumstances, you should use the SM_BROKER_DEFAULT environment 
variable to set the default location of the Broker.


SM_BROKER_NTHREADS


This environment variable determines the maximum number of threads that the Broker 
can use. Valid values are 20 through 128, with a default value of 20.


If a user sets SM_BROKER_NTHREADS to an invalid string or a value less than 20, the value 
is set to 20 (default). If a user sets the variable to a value greater than 128, the value is set 
to 128.
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Variables that control FlexNet Publisher licensing


These variables control the FlexNet Publisher licensing.


LM_LICENSE_FILE


The LM_LICENSE_FILE environment variable is used by the FlexNet Publisher license 
software. This variable specifies the location of the license files or the license servers 
(port@host). In many cases, this variable has already been set for another software 
product that also uses the FlexNet Publisher license software.


The user does not have to set this environment variable; instead, use SM_LICENSE. The 
"runcmd" wrapper program that is used to launch all Smarts executables internally sets 
LM_LICENSE_FILE based on SM_LICENSE_FILE.


SM_LICENSE


The value of the SM_LICENSE environment variable is either the full pathname to the 
license file itself, or it is port@host which means that there is a license server running at 
that port on that host.


SM_LMGRD_LICENSE_FILE


Similar to LM_LICENSE_FILE, this FlexNet Publisher variable is the vendor-specific 
environment variable that specifies the location of the license files or the license servers. 
When both LM_LICENSE_FILE and SM_LMGRD_LICENSE_FILE are set, the 
SM_LMGRD_LICENSE_FILE environment variable takes precedence.


The FlexNet Publisher License Administration Guide provides additional information about 
the LM_LICENSE_FILE and SM_LMGRD_LICENSE_FILE environment variables. The FlexNet 
Publisher License Administration Guide is automatically installed with the EMC Smarts 
documentation into the BASEDIR/smarts/doc/pdf directory. The name of the file is 
fnp_licAdmin.pdf. 


SM_LMGRD92_LICENSE_FILE


Similar to LM_LICENSE_FILE, this FlexNet Publisher variable is the vendor-specific 
environment variable that specifies the location of the license files or the license servers. 
When both LM_LICENSE_FILE and SM_LMGRD_LICENSE_FILE are set, the 
SM_LMGRD_LICENSE_FILE environment variable takes precedence.


The FlexNet Publisher License Administration Guide provides additional information about 
the LM_LICENSE_FILE and SM_LMGRD_LICENSE_FILE environment variables. The FlexNet 
Publisher License Administration Guide is automatically installed with the EMC Smarts 
documentation into the BASEDIR/smarts/doc/pdf directory. The name of the file is 
fnp_licAdmin.pdf. 


The user does not have to set this environment variable. The FlexNet licensing software 
automatically derives a value for this based on the LM_LICENSE_FILE variable.


Variables that control security


These variables specify the security used by EMC Smarts programs.
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SM_AUTHORITY


This environment variable determines the selection of the authority programs used by the 
software for different parts of the authentication process. For example:


SM_AUTHORITY=IDENTIFY=<program1>,AUTHENTICATE=<program2>


where:


◆ <program1> is the program granting credentials


◆ <program2> is the program validating credentials. 


Program1 and program2 may refer to the same program.


◆ SM_AUTHORITY=<STD> means:


SM_AUTHORITY=IDENTIFY=sm_authority,AUTHENTICATE=sm_authority


◆ SM_AUTHORITY=<NONE> means:


SM_AUTHORITY=IDENTIFY=sm_authnone,AUTHENTICATE=sm_authnone


◆ SM_AUTHORITY=someAuthority means:


SM_AUTHORITY=IDENTIFY=someAuthority,AUTHENTICATE=someAuthority


Optional arguments can be specified after the authority name. A comma may not be 
included within the program name. A comma may appear in the arguments if the 
argument is quoted.


If SM_AUTHORITY is not specified, SM_AUTHORITY=<STD> is assumed.


SM_KEYFILE


This environment variable specifies the location of the imk.dat file. By default, this 
variable refers to BASEDIR/smarts/local/conf/imk.dat.


SM_CLIENTCONNECT


This environment variable enables you to specify an alternate location for the 
clientConnect.conf client-side authorization file. You must specify the full path, including 
the filename. The default location is the BASEDIR/smarts/local/conf/clientConnect.conf 
directory.


SM_OKLOGIN_LOGLEVEL


This environment variable enables the logging of successful logins at ERROR severity, 
rather than NOTICE.


SM_OKLOGIN_LOGLEVEL is a Boolean.
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SM_SERVERCONNECT


This environment variable enables you to specify an alternate location for the 
serverConnect.conf server-side authorization file. You must specify the full path, including 
the filename. The default location is the BASEDIR/smarts/local/conf/serverConnect.conf 
directory.


Variables that control date and time formatting


Managers and adapters format dates and times for printing in log files, archive files, and 
various messages. You can control many aspects of this formatting with the following 
variables.


Most dates and times displayed in consoles are formatted by the consoles themselves 
and are not controlled by these variables.


Additional information can be found on many systems, such as:


◆ man pages on UNIX systems


◆ Microsoft Developer Network (MSDN) on Windows systems


If these are not available on your system, various sites on the Web publish this 
information.


SM_DATETIME_FORMAT


The SM_DATETIME_FORMAT environment variable determines the format of timestamps in 
server log files. The SM_DATETIME_FORMAT environment variable can be set to several 
different values. The default is SI_DAT_LONG.


The following examples show the output, based on the setting of SM_DATETIME_FORMAT:


SM_DATETIME_FORMAT=SI_DAT_LOCALE_NEUTRAL
  1969/12/31 20:00:42


SM_DATETIME_FORMAT=SI_DAT_SHORT
  31/12/69 20:00


SM_DATETIME_FORMAT=SI_DAT_MEDIUM
  31 déc. 1969 20:00:42


SM_DATETIME_FORMAT=SI_DAT_LONG
  31 décembre 1969 20:00:42 HMG-05:00


SM_DATETIME_FORMAT=SI_DAT_FULL
  mercredi 31 décembre 1969 20:00:42 États-Unis (New York)


SM_DATETIME_FORMAT=SI_DAT_DEFAULT
  31 décembre 1969 20:00:42 HMG-05:00


SM_DATETIME_FORMAT=
  31 décembre 1969 20:00:42 HMG-05:00


SM_DATETIME_FORMAT=SI_DAT_UTC (similar to SI_DAT_LOCALE_NEUTRAL but in 
UTC regardless of the setting of TZ)


  1970/01/01 01:00:42


SM_DATETIME_FORMAT=SI_DAT_ISO8601
  1970-01-01T01:00:42.000Z
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EMC has created a new value, SI_DAT_CUSTOM, which enables the Foundation software to 
recognize the old SM_FORMAT_* environment variables (SM_FORMAT_DATE, 
SM_FORMAT_TIME, and SM_FORMAT_DATETIME). The SM_FORMAT_* environment 
variables were deprecated in Foundation 9.0 because their date-time formats are not 
internationalization (I18N) capable.


Dropping support for the SM_FORMAT_* variables affected custom parsing scripts that 
were based on the date-time format of those variables. To enable users to continue using 
their custom parsing scripts, EMC created SI_DAT_CUSTOM.


Because the date-time formats for the SM_FORMAT_* variables are only meaningful under 
English locales, EMC recommends that you use the other date-time formats that are 
available through the SM_DATETIME_FORMAT variable.


If SM_DATETIME_FORMAT is not set to SI_DAT_CUSTOM, the old SM_FORMAT_* variables 
will not be considered by the Foundation software.


TZ


This system environment variable determines which time zone is used when formatting a 
time. As such, it controls the conversion from an internal time base to the appropriate 
local time. The syntax is TZ=NNNshh:mmDDD, where:


◆ NNN is the time zone name.


◆ s is an optional sign.


◆ hh and mm are the offset in hours and minutes from GMT. Positive offsets represent 
time zones behind GMT, negative offsets represent those ahead of GMT.


◆ DDD is the corresponding name of Daylight Savings time when it is in effect.


For example, in the eastern United States, TZ is set to EST5EDT - eastern standard 
time/eastern daylight time, where EST is five hours behind GMT.


All UNIX systems use a system initialization file to set this variable. Windows systems time 
zone settings are usually set with the Date/Time functionality available from the Control 
Panel. However, the TZ variable can be used to change the lengthy format of the time zone 
on a Windows system. If you set TZ=EST5EDT on a Windows system, “Eastern Daylight 
Time” is replaced by “EDT”.


LC_TIME


This system environment variable controls the formatting of dates and times. By default, 
Managers use time and date formats that are sensitive to locale settings. For example, if 
you chose a date format that includes the name of the day of the week, in the English 
locale, the first weekday is formatted as Monday, while in the French locale it is formatted 
as Lundi.


If LC_TIME is not set, the system variable LC_ALL is used. If LC_ALL is not set either, the 
system variable LANG is used. Finally, if LANG is not set, a default “C locale” (essentially 
US English) is used, except on Windows systems where the system default is used.


The locale names and available locales are system specific.
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Variables that control reading and writing files


These variables control the location of output, such as log files and repository. They also 
control the location from which EMC Smarts reads files, such as ASL scripts.


SM_LOG_ROLL_SIZE


This environment variable determines the size to which a server log file may grow before 
the server creates a new log file. The size can be any value between 5 megabytes 
(5,000,000 bytes) and 2 gigabytes (2,000,000,000 bytes), with a default value of 200 
megabytes.


A user appends a suffix letter, k for kilobytes, M for megabytes, or G for gigabytes, to a 
user-specified integer value, to indicate that the integer value is to be multiplied by 1024, 
1048576, or 1073741824, respectively. As examples, 200M indicates a value of 200 
megabytes, 1G indicates a value of 1 gigabyte, and 2G indicates a value of 2 gigabytes.


If a user sets SM_LOG_ROLL_SIZE to a value less than 5 megabytes, the value is set to 
5 megabytes. If a user sets SM_LOG_ROLL_SIZE to a value greater than 2 gigabytes, the 
value is set to 2 gigabytes.


The number of retained log files is determined by the value of SM_BACKUP_FILE_LIMIT. If 
you set SM_LOG_ROLL_SIZE to a value such that the log rolls frequently, you should also 
set SM_BACKUP_FILE_LIMIT to a higher value than the default value of 3. You should keep 
at least seven days worth of log files.


Log rolling by cron jobs is still supported.


SM_BACKUP_FILE_LIMIT


This environment variable determines the number of log files that are saved by the server. 
A server creates a new log file when the server is restarted or when the log file is rolled 
over. “Managing Log Files” on page 133 provides additional information, including an 
example.


Valid values are 0 through 999, with a default value of 3. If SM_BACKUP_FILE_LIMIT is set 
to 0, only the current log file and a backup of the previous log file are saved. If a user sets 
the variable to an invalid string or a negative value, the value is set to 3(default). If a user 
sets the variable to a value greater than 999, the value is set to 999.


The value for SM_BACKUP_FILE_LIMIT applies to each version of a log file that a server is 
configured to generate. For log files MYDM_en_US_UTF-8.log and MYDM_fr_UTF-8.log, for 
example, the EMC Smarts software can retain up to 999 rolled over log files for each of 
these log files.
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SM_LOG_NAME_CUSTOM


This environment variable SM_LOG_NAME_CUSTOM enables you to specify the earlier log 
naming convention for your locale specific log, that is, use pre-Foundation V9.X log 
naming. The <locale>_<encoding> string is not appended to the base log name.


When SM_LOG_NAME_CUSTOM is set to TRUE, <locale>_<encoding> will not be attached to 
the non-English logs, or, if there is only one log (English log), <locale>_<encoding> will not 
be attached to that log. The <locale>_<encoding> will be attached to the English log if there 
are two logs (local and English).


Examples If the server is started with option --output=name with SM_LOCALE=en_US and 
SM_ENCODING_OUTPUT=UTF-8, only name.log is created in the BASEDIR/local/logs 
directory.


If the server is started with option --output=name with SM_LOCALE=fr_FR and 
SM_ENCODING_OUTPUT=UTF-8, name.log and name_en_US_UTF-8.log files are created in 
the BASEDIR/local/logs directory.


If the server is started with option --output=name with SM_LOCALE=en_US and 
SM_ENCODING_OUTPUT=ISO-8859-15, name.log and name_en_US_UTF-8.log files are 
created in the BASEDIR/local/logs directory.


If you use --output without a <name>, the output uses the server name to create the log file.


SM_LOGFILES


This environment variable is used to specify the location where log files should be written. 
Setting this variable is optional. If there is no value assigned to this variable, the log files 
will be written to the location SM_WRITEABLE/logs. If you set SM_LOGFILES, you must also 
create the /logs directory at the location specified by the variable.


This variable takes precedence over the value of the SM_WRITEABLE environment variable.


SM_WRITEABLE


This environment variable specifies the location where the software writes output files 
such as repositories, log files, and saved consoles. By default, the location is set to 
BASEDIR/smarts/local. If you set the SM_WRITEABLE variable, you must also create the 
underlying directories.


Table 33 on page 170 lists the directories whose location is controlled by SM_WRITEABLE:


The location where log files are saved can be separately controlled with the SM_LOGFILES 
environment variable.


Table 33  Directories controlled by SM_WRITEABLE


Subdirectory Contents


/consoles Saved consoles


/logs Log files


/repos Repository files
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SM_RULESET_PATH


By default, programs only invoke ASL scripts located in the BASEDIR/smarts/rules 
directory, the BASEDIR/smarts/local/rules directory, or a subdirectory of one of these 
directories. You can use this environment variable to specify additional locations from 
which EMC Smarts programs can invoke ASL scripts.


When set, the directories specified by SM_RULESET_PATH are searched before the system 
defaults.


Variables that control thread locks


These variables control thread locking in the programs.


SM_COUNT_REPOS_LOCKS


A Manager crashes whenever the stack used by a thread exceeds the space allocated. 
Threads acquire locks to access instances in the Manager’s repository. If a thread exceeds 
a certain number of locks, then the lock fails with an error code of ELOOP and a message is 
written to the log file.


This environment variable is used to control lock counting. SM_COUNT_REPOS_LOCKS 
must be set before starting the Manager. By default, the lock counting is turned off. To 
enable lock counting, set SM_COUNT_REPOS_LOCKS to TRUE, yes, or 1. 


SM_REPOS_LOCKS_LIMIT


This environment variable determines the number of locks which, if exceeded, causes the 
ELOOP error. SM_REPOS_LOCKS_LIMIT must be an integer number. The default value is 50. 


EMC recommends a value that is less than 100. Setting low values might cause legitimate 
requests to fail and affect analysis. Setting high values might allow the thread to run out of 
stack space before reaching the lock count limit. 


Variables that control log subscription changes and Dynamic Modeling errors


These variables control the tracing of subscription changes and the ignoring of DynModel 
errors.


SM_SUBSCRIPTION_TRACE


This environment variable controls the tracing of subscription changes. Subscription 
tracing is enabled by default, which means that subscription changes will appear in the 
server log by default. Similar messages will appear when new clients connect to the server 
and issue subscriptions.


Valid values are 0 and 1, with a default value of 1. Disabling subscription tracing is not 
recommended, but can be achieved by setting SM_SUBSCRIPTION_TRACE=0. To enable it 
again, set SM_SUBSCRIPTION_TRACE=1.

Environment variables for users 171







Environment Variables

SM_IGNORE_DYNMODEL_ERRORS


This environment variable enables the server to ignore DynModel errors and continue to 
run. In earlier releases, if you tried to refine an existing attribute, on finding the DynModel 
error that is not recoverable, the server application (Manager) would stop and write an 
error message to its log. This behavior is the default behavior in this release.


Valid values are TRUE and FALSE, with a default value of FALSE. Setting 
SM_IGNORE_DYNMODEL_ERRORS=TRUE causes the server to ignore DynModel errors and 
continue to run.
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This appendix shows you how to use a wildcard pattern in a text field to match a number of 
objects instead of specifying each object by name. It consists of the following sections:


◆ Types of wildcard patterns.....................................................................................  174

Wildcards 173







Wildcards

Types of wildcard patterns
A wildcard pattern is a series of characters that are matched against incoming character 
strings. You can use these patterns when you define pattern matching criteria.


Matching is done strictly from left to right, one character or basic wildcard pattern at a 
time. Basic wildcard patterns are defined in Table 34 on page 174. Characters that are not 
part of match constructs match themselves. The pattern and the incoming string must 
match completely. For example, the pattern abcd does not match the input abcde or abc. 


A compound wildcard pattern consists of one or more basic wildcard patterns separated 
by ampersand (&) or tilde (~) characters. A compound wildcard pattern is matched by 
attempting to match each of its component basic wildcard patterns against the entire 
input string. Table 35 on page 175 describes compound wildcard patterns.


If the first character of a compound wildcard pattern is an ampersand (&) or tilde (~) 
character, the compound is interpreted as if an asterisk (*) appeared at the beginning of 
the pattern. For example, the pattern ~*[0-9]* matches any string not containing any 
digits. A trailing instance of an ampersand character (&) can only match the empty string. 
A trailing instance of a tilde character (~) can be read as “except for the empty string.”


Spaces are interpreted as characters and are subject to matching even if they are adjacent 
to operators like “&”. 


Table 34  Basic wildcard patterns (page 1 of 2)


Character Description


? Matches any single character. 
For example, server?.example.com matches server3.example.com and 
serverB.example.com, but not server10.example.com.


* Matches an arbitrary string of characters. The string can be empty. 
For example, server*.example.com matches server-ny.example.com and 
server.example.com (an empty match).


[set] Matches any single character that appears within [set]; or, if the first character of 
[set] is (^), any single character that is not in the set. A hyphen (-) within [set] 
indicates a range, so that [a-d] is equivalent to [abcd]. The character before the 
hyphen (-) must precede the character after it or the range will be empty. The 
character (^) in any position except the first, or a hyphen (-) at the first or last 
position, has no special meaning. 
For example, server[789-].example.com matches server7.example.com through 
server9.example.com, but not server6.example.com. It also matches 
server-.example.com.
For example, server[^12].example.com does not match server1.example.com or 
server2.example.com, but will match server8.example.com.
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Special characters for compound wildcard patterns are summarized in Table 35 on 
page 175.


<n1-n2> Matches numbers in a given range. Both n1 and n2 must be strings of digits, 
which represent non-negative integer values. The matching characters are a 
non-empty string of digits whose value, as a non-negative integer, is greater 
than or equal to n1 and less than or equal to n2. If either end of the range is 
omitted, no limitation is placed on the accepted number.
For example, 98.49.<1-100>.10 matches a range of IP addresses from 
98.49.1.10 through 98.49.100.10. 
Example of an omitted high end of the range: <50-> matches any string of digits 
with a value greater than or equal to 50. 
Example of an omitted low end of the range: <-150> matches any value between 
zero and 150.
For a more subtle example: The pattern <1-10>* matches 1, 2, up through 10, 
with * matching no characters. Similarly, it matches strings like 9x, with * 
matching the trailing x. However, it does not match 11, because <1-10> always 
extracts the longest possible string of digits (11) and then matches only if the 
number it represents is in range.


| Matches alternatives. For example,”ab|bc|cd” without spaces matches exactly 
the three following strings:  “ab”, “bc”, and “cd”. A | as the first or last character 
of a pattern accepts an empty string as a match.
Example with spaces “ab | bc” matches the strings “ab” and “ bc”.


\ Removes the special status, if any, of the following character. Backslash (\) has 
no special meaning within a set ([set]) or range (<n1-n2>) construct.


\\ Removes the special status of the characters (, ), [, ], <, and >. For example, the 
pattern \\(A\\) matches the string (A).


Table 34  Basic wildcard patterns (page 2 of 2)


Character Description


Table 35  Compound wildcard patterns


Character Description


& “And Also” for a compound wildcard pattern. If a component basic wildcard pattern 
is preceded by & (or is the first basic wildcard pattern in the compound wildcard 
pattern), it must successfully match. 
Example: *NY*&*Router* matches all strings which contain NY and also contain 
Router. 
Example: <1-100>&*[02468] matches even numbers between 1 and 100 inclusive. 
The <1-100> component only passes numbers in the correct range and the *[02468] 
component only passes numbers that end in an even digit. 
Example: *A*|*B*&*C* matches strings that contain either an A or a B, and also 
contain a C.


~ “Except” for a compound wildcard pattern (opposite function of &).If a component 
basic wildcard pattern is preceded by ~, it must not match. 
Example: 10.20.30.*~10.20.30.50 matches all devices on network 10.20.30 
except 10.20.30.50.
Example: *Router*~*Cisco*&*10.20.30.*~10.20.30.<10-20>* matches a Router, 
except a Cisco router, with an address on network 10.20.30, except not 
10.20.30.10 through 10.20.30.20.
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CHAPTER 1
Overview


This chapter consists of the following sections:


◆ Adapters and ASL ...................................................................................................  12
◆ Setting the locale ....................................................................................................  15
◆ String support.........................................................................................................  16
◆ Printing and logging................................................................................................  17
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Overview

Adapters and ASL
This document shows users how to create or modify custom adapters for EMC® Smarts® 
Domain Managers.


EMC Smarts adapters facilitate the communication of information between devices or 
applications and a Domain Manager. Adapters exist as either inflow adapters or outflow 
adapters. 


◆ Inflow adapters collect information and send it to a Domain Manager. These adapters 
can be used to initialize a Domain Manager with data such as topology information. 
They also can send, as they occur, event information and topology changes to a 
Domain Manager.


◆ Outflow adapters subscribe to a Domain Manager for a set of notifications. These 
adapters then pass the information to devices or other applications.


Figure 1 on page 12 shows the flow of information through an inflow adapter, a Domain 
Manager, and an outflow adapter. 


1. The inflow adapter collects information and passes it to the Domain Manager. 


2. The Domain Manager generates notifications.


3. The outflow adapter subscribes to a set of notifications.


4. The Domain Manager passes those notifications to the adapter. 


5. The outflow adapter passes the information to another entity.


Figure 1  Adapter overview


EMC Smarts installation directory
In this document, the term BASEDIR represents the location where EMC Smarts software is 
installed.


◆ For Windows, this location is C:\InCharge\<product>.


◆ For UNIX, this location is /opt/InCharge/<product>.


Optionally, you can specify the root of BASEDIR to be something other than:


◆ Windows: C:\InCharge


◆ UNIX: /opt/InCharge


However, you cannot change the <product> location under the root directory.


Domain Manager


X Y Z
0 1 0
1 1 0
0 0 1


Correlation
Engine


TopologyModel and


Outflow adapters


Inflow adapters
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The EMC Smarts System Administration Guide provides more information about the 
directory structure.


Where to get help
EMC support, product, and licensing information can be obtained as follows:


Product information — For documentation, release notes, software updates, or 
information about EMC products, go to EMC Online Support at:


https://support.emc.com


Technical support — Go to EMC Online Support and click Service Center. You will see 
several options for contacting EMC Technical Support. Note that to open a service request, 
you must have a valid support agreement. Contact your EMC sales representative for 
details about obtaining a valid support agreement or with questions about your account.


Adapter components


All adapters, regardless of type, consist of three basic components: front end, rule set and 
back end. These three components must be included as part of any adapter.


Front end
The front end collects information for processing in the rule set of the adapter. 


◆ The front end of an inflow adapter collects information an external entity.


◆ The front end of an outflow adapter collects information from Domain Manager 
notifications.


Rule set
Rule sets match, filter, and process information received from the front end. The 
processed information is handled by the back end.


Back end
The back end passes information processed by the rule set to other programs or devices. 


◆ The back end of an inflow adapter passes information to a Domain Manager. 


◆ The back end of an outflow adapter passes information from a Domain Manager to 
another device or location.


For example, in Figure 2 on page 14, if an adapter is designed to move SNMP data to a 
Domain Manager, its front end communicates with an SNMP device and its back end 
passes data to a Domain Manager.

Adapters and ASL 13
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Figure 2  Adapter components


Adapter Scripting Language


The EMC Smarts Adapter Scripting Language (ASL) is used to construct the rule sets of 
adapters. These rule sets are responsible for matching incoming data with patterns and 
processing the matched data. ASL provides an easy-to-use method of moving data into or 
out of a Domain Manager.


Introduction to running adapters


The sm_adapter command starts ASL scripts. The file sm_adapter (sm_adapter.exe for 
Windows) is found in BASEDIR/smarts/bin. Adapters can receive information from files 
and send output to a file or to the screen. To run most of the sample scripts found in this 
guide, use this syntax:


sm_adapter --file=<input_file> <ASL_script_file>


The command starts an adapter that runs a user-supplied script <ASL_script_file>, reading 
data from the file, <input_file>.


Chapter 7, “Running Adapters,” provides additional information about the sm_adapter 
command.
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Setting the locale
A locale is the RFC-1766/3066 compliant specification for language and country. 


The scope of execution of an ASL script is within the context of a Domain Manager. Once 
connected, the locale can be changed by using the setLocale() function.   The syntax is:


<var> = setLocale(<locale>)


The return value is a string representation of the previous setting of the locale, or a default 
value if setLocale() has not yet been called.


The following example sets the locale to French as spoken in France.


old_locale = setLocale(”fr_FR”);
print(“The old locale was “.old_locale);


When setLocale() is called in ASL, the value of the locale is saved in thread-local storage. 
When an ASL script connects to a Domain Manager, the same thread is used for the 
lifetime of the connection session. Therefore, if you call setLocale(“fr_FR”) from an ASL 
script, then the locale is fr_FR for the duration of the ASL script. When the script ends, the 
Domain Manager thread goes away. Other ASL scripts, and other clients each have their 
own connection/session in their own thread, so each thread is independent of the others.


Locale effects on message rendering


Currently, the scope of the setLocale() operation influences text sent from the Domain 
Manager to the ASL script. Specifically, setLocale() affects textual data of these types:


◆ MODEL descriptions obtained from the following operations on SM_System:


• getOpDescription


• getEventDescription


• getPropDescription


• getClassDescription


◆ Error text obtained from the following operations on SM_API_Support:


• getErrorText


The scope of the setLocale() operation has no influence on any other textual data 
communicated between the ASL script and the Domain Manager.   Textual elements 
defined as part of modeled applications (aside from entity description data) are not 
affected by this operation.


Default locale when setLocale() is not called


The default locale to set for an ASL script is determined as follows:


1. The value of the SM_LOCALE environment variable.


2. If SM_LOCALE is not set equal to a value, then the default locale is set equal to en_US.
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String support
The ASL interpreter assumes that ASL Script files are UTF-8 encoded. The interpreter will 
recognize a valid UTF-8 BOM if it is present. The file may contain a valid UTF-8 BOM, but it 
is not required.


ASL is assumed to be working with UTF-8 strings all the time.   The string type in ASL is 
assumed to be a UTF-8 string.


You can print a string by performing the following:


◆ Extract the localized string.


◆ Apply substitutions to the string.


◆ Print the final rendered string.


Obtaining externalized strings


A built-in function for use by internal applications only (EMC Smarts and other EMC 
adopting applications) may be used to retrieve an externalized string. The 
getExternalString() function extracts a string, based on the table name, key, and locale 
that is passed to the function. The getExternalString() function then renders the extracted 
string given a list of substitutions (up to six). 


<var> = getExternalString(<table>, <key>, <locale>)


The <table> and <key> arguments are required.   The <locale> argument is optional.   The 
default value is the value of the SM_LOCALE environment variable. The return value is the 
UTF-8 encoded string that contains the text of the message defined in the table. 


The ASL script may then use the returned string as an argument in the print() built-in 
function, as shown in the following example: 


msg = getExternalString("SMS_MSG","SUCCESS","fr_FR");
print(msg);


Applying substitutions


Applying substitutions may be accomplished by using the formatString() built-in function. 
The formatString() function takes up to seven arguments:


<var> = formatString(<msg>[,<sub_1>][,<sub_2>][,<sub_3>][,<sub_4>][,<sub_5>][,<sub_6>])


The <msg> argument is the string variable which was extracted from a message table. Up to 
six substitution arguments may be specified.


The example below shows the use of the getExternalString() and formatString() built-in 
functions. 


# message table entry:
#
message_table MY_TABLE
message_code  OPER_FAIL_MSG, 
              "Operation &1 failed.  Reason: &2"
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---------------------------------------
// ASL fragment.   An attempt to perform some operation failed. 
// the variable 'operation' holds the name of the operation that
// failed, the variable 'reason' indicates the reason for the failure. 
// 
// extract the string using the default locale (SM_LOCALE)
//


format = getExternalString("MY_TABLE","OPER_FAIL_MSG");


// 
// format the substitutions
// 


output = formatString(format,operation,reason)


// 
// print the resulting string
// 


print(output);


Printing and logging
Messages that are printed by using the ASL print() built-in function are printed to each of 
the active logs in the Domain Manager process. There is no automatic translation of the 
message text. For example, if the message was obtained by calling getExternalString() by 
using a French locale, the message will appear both in the English log and the French log 
in French. The section provides additional information.


Retrieving and setting log, error and trace levels at runtime


There are three computed attributes available to get and set the log, error, and trace levels 
of a Domain Manager at runtime. These computed attributes, described in Table 1 on 
page 28, are available on the SM_JIIM_Support object. The SM_System object is a 
subclass of SM_JIIM_Support and also inherits these computed attributes.


The values of these computed attributes can be retrieved and set, and valid values are:


◆ None


◆ Emergency


◆ Alert


◆ Critical


◆ Error


◆ Warning


◆ Notice


◆ Informational,


◆ Debug


Fatal is a synonym for Critical.
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Retrieving the current level
You can retrieve the current levels of SM_System::SM-System::logLevel, 
SM_System::SM-System::errLevel, or SM_System::SM-System::traceLevel. A string is 
returned which represents the current level, such as "Warning", "Error", or "Fatal". For 
example:


sm_system = object("SM_System", "SM-System");
curr_error_level = sm_system->errLevel;


Setting the level
To change the current levels, obtain a pointer to the object, and then set the value of 
SM_System::SM-System::logLevel, SM_System::SM-System::errLevel, or 
SM_System::SM-System::traceLevel to the appropriate level. 


In this example, the trace level setting is changed to None. 


sm_system = object("SM_System", "SM-System");
sm_system->traceLevel = "None";


When you change the log, error or trace levels a message is printed in the log file. The log 
message will appear similar to the following:


[April 8, 2009 5:03:41 PM EDT +122ms] t@1149000000 SM_ProtocolEngine-6
JM_MSG-*-JM_TRACE_LEVEL_CHANGED-User 'user1', using remote dmctl 
client (id 6), on host host1 with credentials tpadmin1 has changed 
the Trace level to None; in file 
"/mypath/repos/jiim/SM_JIIM_Support_Impl.c" at line 458
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Rule set construction
A rule set is a group of rules that may match, filter, and execute actions to process data 
received from an adapter’s front end.


An ASL rule consists of blocks of patterns, filters, and actions. Patterns select the data to 
process by applying a pattern matching to the incoming datastream. Filters control 
whether actions are performed on matched data. Actions process the data.


An ASL rule has the basic form:


<RULE-NAME> {
<pattern-list>
}
filter {
<filter-list>
}
do {
<action-list>
}


Rules begin with a rule name. A rule name must consist of alphanumeric characters 
and/or an underscore (_). The first character of a rule cannot be a number. 


In this guide, by convention, no rule names contain lowercase letters.


Pattern, filter, and action blocks comprise the contents of a rule. None of the blocks are 
required.


Certain ASL words are reserved and should not be used, as described in “Reserved words” 
on page 140.


Braces surround the pattern list and demarcate the pattern block. A pattern block can 
contain one or more action blocks, but cannot contain any filter blocks. For actions 
performed before any pattern matching, an action block can be included inside of the 
pattern block before any pattern matching statements.


The word “filter” followed by a brace ( { ) marks the beginning of a filter block. Another 
brace ( } ) marks the end. A rule can contain no more than one filter block, and that block 
must appear after the pattern block.


The word “do” followed by a brace ( { ) marks the beginning of an action block. Another 
brace ( } ) marks the end. A rule can contain multiple action blocks placed inside a pattern 
block or outside of a pattern block. However, only one action block can appear outside of 
a pattern block.


In this example, the following rule associates a specific pattern with a specific action:


<RULE-NAME> {
<pattern-list> do {<action-list>}
<pattern-list> do {<action-list>}
<pattern-list> do {<action-list>}
}
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The pattern block shown in the example encompasses all of the patterns and all of the 
action blocks. In order to add a filter block, the brace marking the end of the pattern block 
has to follow the last pattern list. Filter information can be added before the last action 
block.


<RULE-NAME> {
<pattern-list> do {<action-list>}
<pattern-list> do {<action-list>}
<pattern-list> 
}
filter {<filter-list>}
do {<action-list>}


Rules can be called from other rules or in an action block. Rules cannot be called from a 
filter. 


<RULE-NAME> {
<OTHER-RULE>
}
filter {
<filter-list>
}
do {
<action-list>
}


Patterns and called rules can be interspersed with action blocks. 


<RULE-NAME> {
<pattern-list> 
do {<action-list>}
<OTHER-RULE>
}


Rules referenced by other rules are considered subordinate to the rule that references 
them. The rule that references a subordinate rule is referred to as superior. The flow of 
control of ASL processing passes from superior rules to subordinate rules and back.


Special rules


Three special rules exist: START, DEFAULT and EOF. Each of these rules must be in 
uppercase letters.


START rule
All rule sets must include a rule named START. The START rule marks the starting point of 
the ASL script when the adapter receives input. However, the START rule does not have to 
be the first rule listed in the script.


START {
<pattern-list>
}
filter {
<filter-list>
}
do {
<action-list>
}
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DEFAULT rule
If the input fails to match any patterns specified by the START rule and the rules called by 
the START rule, a rule named DEFAULT runs automatically. The purpose of the DEFAULT rule 
is to resynchronize the input stream. The DEFAULT rule has the same structure as any other 
rule. However, if the pattern matching of the DEFAULT rule fails, the ASL script aborts.


If the DEFAULT rule is not explicitly defined and the START rule fails, there is an implicit 
DEFAULT rule that is executed. This implicit DEFAULT rule matches the current line of input.


If the implicit DEFAULT rule was added to an ASL script, it would look like this:


DEFAULT {
..eol
}


The string "..eol" is an ASL pattern that, from a starting point, matches all characters up to 
and including an end-of-line. Chapter 4, “Pattern Matching and Filters,” provides 
additional information about patterns.


EOF rule
A rule named EOF runs at the end of an input file. The EOF rule can but should not include 
a pattern matching block. At the end of a file, there is no data for a pattern to match. The 
EOF rule is not required in an ASL script.


EOF 
do {
<action-list>
}


The EOF rule shown in the example does not include a pattern matching section. The 
braces associated with the pattern block are not needed if there is no pattern.
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Rule execution
The first rule executed in an ASL script is the START rule. The START rule runs repeatedly 
until all of the data input is processed. Data input is processed as it is matched with all of 
the patterns of a rule. 


Patterns are components either of the START rule or of other rules called from the START 
rule. As data matches patterns, the starting position for the next pattern match moves to 
the end of the matched data. The next match is tested from this new position and so forth.


The new starting position for pattern matches is permanent when all of the patterns 
associated with the START rule match. Patterns associated with the START rule include 
patterns from all of the rules subordinate to START. If the START rule and all of its 
subordinate rules have executed, the START rule executes again at the new starting 
position.


If patterns in subordinate rules fail to match, control passes to the immediately superior 
rule where an alternate, if it exists, is tried. If an alternate does not exist, the starting point 
for the match is reset to the point when the superior rule executed. Control is passed to 
the next superior rule and the next alternate is tested. This continues until a match is 
made or until the START rule does not match. 


The DEFAULT rule runs when the START rule fails. The DEFAULT rule contains its own pattern 
matching. When the DEFAULT rule matches, the starting point is permanently advanced 
and the START rule is executed. If the DEFAULT rule pattern match fails, the ASL script 
aborts.


The EOF rule runs when the data input is exhausted. It is not necessarily the last rule to 
execute because other rules might be subordinate.
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Data and comments
This section describes the input datastream and the format of comments.


Data


The ASL input datastream consists of characters and markers. Characters include any 
character in the extended ASCII character set. Markers demarcate the boundaries of fields 
and records.


Comments


There are two different formats for comments. A comment is text that begins with two 
slashes (//) and all information to the right of the slashes is ignored. 


// ASL Script to read card information


A comment can also be marked as a block by using a slash followed by an asterisk at the 
beginning (/*) and an asterisk followed by a slash at the end (*/) of the comment block.


/* ASL Script to read card information
   created 1/30/2009 by FTW */
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Variables and their values
Variables are assigned values in an ASL script or at adapter startup. “Variable assignment 
at startup” on page 35 describes how to specify variable values at startup. 


ASL variables do not have a declared type, the values assigned to them are typed. Variable 
values can have the following types:


◆ numeric


ASL stores all numbers as double-floating point.


◆ string


◆ binary


◆ Boolean


◆ list


◆ table


◆ object handle


The section Chapter 6, “Interfacing with a Domain Manager,” provides additional 
information.


◆ datetime


The section “time() function” on page 85 provides additional information.


A variable name can consist of a letter or an underscore, followed by any number of 
letters, underscores, and digits. A variable name is case-sensitive. Uppercase and 
lowercase letters are distinct.


Certain ASL words are reserved and should not be used as identifiers or variables, as 
described in “Reserved words” on page 140.


Any variable can be assigned different types of values. For example, starting with a basic 
ASL statement:


x = ”string”;


The variable x can then be used to store a value:


x = 5.62;


It can also store a Boolean value:


x = TRUE;


For most values, ASL converts one type of value to the appropriate data type for use in a 
function or expression. In this example, the var_w variable is assigned a string of numeric 
characters.


var_w = ”3498”;


The variable, var_w, can be added to a number.


var_y = var_w+100;
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This statement is valid. The number 100 is added to the numeric equivalent of the value 
stored in var_w. There is no intermediate step.


The semicolon terminates the end of these assignment actions in ASL.


Type conversions


In some instances, automatic type conversion does not occur. Some functions return 
values of different types depending on the type of the value passed. For these cases, there 
are variable type conversion functions. Table 1 on page 28 shows the type of conversion 
functions. 


Lists and tables


Lists and tables are special types of values that can store sets of values. Any variable can 
store lists and tables. A value of any type can be assigned to a list or table.


List values
A list is an ordered set of values that are indexed numerically, starting with zero (0). The 
value assigned to a member of a list can be any value regardless of whether it is variable, 
constant value, a table, a list, or other value type. The list() function initializes the variable 
type to be of type list. An example is:


x = list();


Using this syntax, the list is empty. 


There are three methods to add members to a list. 


◆ The first method is:


x = list(<value_1>,<value_2>,<value_3>,...,<value_n>);


The list() function initializes a list. 


◆ The second method specifies an index and assigns a value. This method can also be 
used to change the existing value of a member in a list.


x[100] = value_1;


x[57] = value_2;
◆ The third method appends the value to the list. Using this method, ASL keeps track of 


the index value.


Table 1  Type conversion functions


Syntax Description


string(value) Converts the values as a string type.


boolean(value) Converts the values as a Boolean type. Any nonzero number is 
converted to TRUE. The only strings that convert are “true” and 
“false” including all capitalization variations.


numeric(value) Converts the values as a numeric type. All numeric values are 
stored as double-floating point.
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x += value_1;


Table values
Tables are associative lists. They exist as hashed arrays with a key and value pair 
(<key>,<value>) for each member. The keys for a table must be unique.


A variable may be initialized to be of type table. An example is:


y = table();


To add a value to a table, use the following syntax:


<table_name>[<key>] = <value>;


The value specified for the <key> or for the <value> can be of any value type.


Multicolumn tables can be implemented in two ways. 


The first method implements the multicolumn table as a table of tables:


START {
        .. eol
} do {
        x = table();
        x["a"] = table();
        x["a"]["b"] = 1;
        x["a"]["c"] = 2;
        print(x["a"]["b"]);
        print(x["a"]["c"]);
}


The second method implements the multicolumn table as a single table with joined key:


START {
        .. eol
} do {
        x = table();
        x["a|b"] = 1;
        x["a|c"] = 2;
        print(x["a|b"]);
        print(x["a|c"]);
}


The use of the vertical line character (“|”) to join the keys has no special meaning. Any 
character can be used.


Scope of variables


The scope of variables determines where the value associated with the variable can be 
accessed. In ASL, there are three scope levels:


◆ Local-scoped variables are accessible only from the rule where the variable is 
assigned a value and can be referenced in subordinate rules. 


◆ Driver-scoped variables are accessible from any rule in an ASL script. 


◆ Global-scoped variables are accessible from any adapter that runs on the same 
process where the variable is assigned a value.

Variables and their values 29







Operators and Expressions

A local-scope variable cannot have the same name as a global-scoped variable.


Driver-scope
Driver-scoped variables are accessible from any rule in an ASL script. There are two 
lifetimes for driver-scoped variables: 


◆ Static 


◆ Record


The difference between the two lifetimes depends on where the variable is assigned a 
value. 


The longer lifetime for a driver-scoped variable is static. When a variable is assigned a 
value at the beginning of an ASL script, before the START rule is executed, it is static. Static 
variables maintain their value across uses of the START rule or until a new value is 
assigned. In Figure 3 on page 30, each time the START rule is invoked, the variable retains 
its value.


Figure 3  Example of a variable with a static lifetime


In the following example, the script counts the number of lines of data in a file. A variable 
is assigned to zero at the beginning of the script. The variable’s value is incremented for 
each line of input. At the end of the script, the value of the variable is printed. In this 
script, the START rule is invoked five times and the variable is not reset.


ASL Script (static_var.asl):
lines=0;
START {


.. eol
}
do {


lines = lines+1;
}


EOF do{
print("Number of lines ".lines);


}
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Input: (static_var.txt):
line 1
line 2
line 3
line 4
line 5


Output:
$ sm_adapter --file=static_var.txt static_var.asl
Number of lines 5
$ 


The shorter lifetime for a driver-scoped variable is record. A driver-scoped variable has a 
record lifetime when it is assigned a value in a rule. The value of this variable does not 
change until it is reassigned a value or when the START rule exits. A driver-scoped variable 
with a record lifetime is undefined each time the START rule exits. In Figure 4 on page 31, 
each time the START rule is invoked, the variable is undefined.


Figure 4  Example of a variable with a record lifetime 


In the next example, the script demonstrates that driver-scoped variables keep their value 
until the START rule is invoked. In the script, a variable is assigned when the HI rule runs 
(x=TRUE). This variable holds its value when the action block of the program is invoked 
after the HI rule. When the START rule is invoked again, the input fails to match the pattern 
specified by the HI rule so the alternate rule to HI, the THERE rule, is invoked and the 
variable is not assigned a value in this rule. When the execution of the script reaches the 
action block, no variable exists.


ASL Script (record_var.asl):
START {


print("Starting again") 
/* print returns TRUE so can be
 * used outside of a do*/


HI|THERE
}
do {


if (defined(x))
//Tests whether variable exists
{print("x is defined");}


else {print("x is not defined");}
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}


HI {
"hi" eol


}
do { x=TRUE;}


THERE {
"there" eol


}


Input (record_var.txt):
hi
there


Output:
$ sm_adapter --file=record_var.txt record_var.asl
Starting again
x is defined
Starting again
x is not defined
$ 


A driver-scoped variable with a static lifetime remains static, even when a new value is 
assigned in a rule.


Local-scope
Driver-scoped variables have some limitations. For instance, they are not suitable for 
recursion, but local-scoped variables are suitable.


The following example shows a script that uses recursion and a driver-scoped variable. At 
first glance, the script looks like it reverses the order of words that are passed to it. A 
driver-scoped variable x with a record lifetime is used to store a value each time a rule is 
executed. Unfortunately, each time the recursion executes, the word assigned to the 
variable overwrites the existing value. The last value assigned to x is the value that is used 
for all of the recursions. Only the last word appears as output. 


ASL Script (2ndrule_var.asl):
START {


READANDPRINT
}
READANDPRINT {


x:word READANDPRINT|eol
}
do {


print(x);
}


Input (2ndrule_var.txt):
The dog ran.


Output:
$ sm_adapter --file=2ndrule_var.txt 2ndrule_var.asl
ran.
ran.
ran.
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ran.


$ 


Local variables are defined in a rule and have a separate value each time the rule runs. 
Local variables can be referenced in any subordinate rules. They cannot be accessed in 
any other rule. A local variable cannot have the same name as a global variable.


If a local variable is used in a recursive rule, each recursion contains an exclusive value for 
the variable, as shown in Figure 5 on page 33.


Local variables are declared in the pattern block of a rule. These declarations must occur 
before any pattern matching statements. Local variables override variables with the same 
name. Use this syntax to declare a local variable:


local <variable_name>;


Figure 5  Local variables used in a recursive rule


The following example demonstrates how use of a local variable instead of a driver-scoped 
variable changes the output of the script. 


The script reverses the order of words. The rule READANDPRINT iterates until it does not 
match. For each iteration, the value of the word scanned is stored in a local variable. When 
the end-of-line (eol) marker is reached, the READANDPRINT rule no longer matches and the 
recursive rules are completed with the action block. Each value of x is printed, which has 
the effect of reversing the order of the input. The section “End-of-line matches” on 
page 55 provides additional more information about eol markers.


ASL Script (local_var.asl):
START {


READANDPRINT
}
READANDPRINT {


local x = “end”;
x:word 
READANDPRINT|eol


}
do {


print(x);
}


Input: (local_var.txt):
The dog ran.


Output:
$ sm_adapter --file=local_var.txt local_var.asl
end

Variables and their values 33







Operators and Expressions

ran.
dog
The


$ 


Global-scope
Adapters in the same server or threads in a single process can share global variables. 
Global variables can be of type numeric, string or boolean.


Lists and tables can also be used as global variables but it is not recommended. The ASL 
programmer must exercise caution when using global lists or tables to ensure that a single 
thread or adapter is the "writer" of the list or table. If more than one thread or adapter 
attempts to assign values to a list or table, the likely result will be data loss due to 
rewriting the variables’ values. There is no inherent mutex or lock arrangement in ASL to 
prevent this and it is up to the programmer to ensure against this.


Global variable declarations must be made in the static section of the script file, before 
any rules are declared.


A local variable cannot have the same name as a global variable.


Adapters in the same server or threads in a single process can share global variables. 
Global variables can be of type numeric, string or boolean.


Use this syntax to declare a global variable:


global <variable_name>;


Default variable values


A default assignment assigns a value only if the variable is undefined. 


default <variable_name>=<value_or_expression>;


The scope of a default variable is restricted to driver-scoped with a static lifetime. A value 
must be assigned to a variable declared as default. The value cannot be blank. An 
example of declaring a default variable is:


default x = 5;


Default variables assigned in an ASL script can be overridden by the value of the variables 
specified during the startup of an adapter with the -D option.


Any variable assignment not defined as default can override the default value and, if one 
exists, the value that was assigned by using the -d option. 


The following code fragment prints the number 1 if there is no integer value to assign to y.


x = 1;
default y = 1;


START
do
{       print("x=".x);
        print("y=".y);
        stop();
}
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Output with the -D option:


$ sm_adapter -Dx=2 -Dy=2 default.asl
x=1
y=2


Output without the -D option:


$ sm_adapter default.asl
x=1
y=1


Variable assignment at startup


Variable values can be assigned when the adapter is started by using the -D option. 
Variables assigned by using this method have a static lifetime. Default variables that are 
locally scoped cannot be assigned a value by using this method.


sm_adapter -D<variable_name>=<value>


The value that is assigned by the switch can be overridden by a standard variable 
assignment through either pattern matching or by a variable assignment statement. To 
define a variable so that the -D option overrides the value set in the ASL script, define the 
variable as a default variable in the ASL script.
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Operators
This section describes operators and their order of evaluation.


Arithmetic operators


The addition, subtraction, multiplication, division, and modulus operators can only be 
used with numeric values. The arithmetic operators are described in Table 2 on page 36.


Note: You can isolate the decimal portion of a number with the modulus operator by using 
the syntax: number%1.


For example, this script assigns numeric values to two variables. These numbers are used 
in addition, subtraction, multiplication, division, and modulus operations.


ASL Script (mathematic_do.asl):
START 
do {


a = 36;
b = 4;
print(“Addition “.a+b);
c = a-b;
print(“Subtraction “.c);
d = a*b;
print(“Multiplication “.d);
print(“Division “.b/a);
e = 10%b;
print("Modulus ".e);
stop();


}


Output:
$ sm_adapter mathematic_do.asl
Addition 40
Subtraction 32
Multiplication 144
Division 0.111111111111111
Modulus 2


$ 


Table 2  Arithmetic operators


Operator Description


+ Addition


- Subtraction


* Multiplication


/ Division


% Modulus
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String operators


The concatenation operator is the period (.). The concatenation operator forms a new 
string composed of two values. Variable conversion is handled automatically. 


In the pattern block of a rule, a period is not an operator that concatenates two strings. It 
forces two patterns to match together, as described in Chapter 4, “Pattern Matching and 
Filters.”. 


For example, in this script, four variables are assigned values. The first concatenation 
occurs within the first print statement. The second concatenation is a combination of two 
numbers and is assigned to the variable c. The new string represents a number and can be 
used in calculations.


ASL Script (concat_do.asl):
START 
do {


a = 657;
b = 9283;
x = “cat”;
y = ”dog”;
print(x.y);
c = a.b;
print(c);
stop();


}


Output:
$ sm_adapter concat_do.asl
catdog
6579283


$ 


Relational and logical operators


The relational and logical operators are described in Table 3 on page 37. 


Table 3  Relational and logical operators


Operator Description


== Equal to


!= Not equal to


> Greater than


< Less than


>= Greater than or equal to


<= Less than or equal to


&& Logical AND


|| Logical OR
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Precedence and order of evaluation


ASL evaluates operators in the following order:


1. ( )


2. * /


3. %


4. + -


5. == != < > <= >=


6. && || .


Parentheses are evaluated first. The logical AND, logical OR, and the concatenation 
operator are evaluated last. ASL evaluates operators with the same level of precedence 
from left to right. 
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Patterns
A pattern is a mechanism for matching input. A combination of markers, operators, and 
characters describes a pattern. This combination includes the data to match and the 
operators that control how and when the data matches. More complicated patterns are 
made from simpler patterns.


ASL compares patterns to an input of markers and characters. As each component of a 
pattern matches with data, the next pattern component is compared with the next 
segment of input. If all of the components of a pattern match, the pattern is considered a 
match. If any component of a pattern fails to match its corresponding data component, the 
pattern is not considered a match. 


A pattern that does not match fails. In most cases, when a pattern fails, the rest of the rule 
following that pattern does not execute.


As ASL matches patterns with data, the starting point for the next match moves to the 
position after the data that was matched. When a pattern fails, the starting position does 
not advance and may or may not go back to its original position, depending on how the 
rule containing the pattern is defined.


Figure 6 on page 40 shows that for the first match, the pattern is compared, starting with 
the left-most position in the data. The pattern matches.


Figure 6  Progression of a pattern being compared to data
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As the result of the successful match, the starting point for the next comparison, the 
second match, is immediately after the last successful data match. The pattern matches.


For the third match, the starting position is in a different location again because of the 
previous successful match. This comparison fails and the start position resets. Depending 
on the pattern, the start position resets to either the starting point for this comparison or 
to the beginning of the data.


Using a function in a pattern


Most ASL functions used in the action block of a script can be included in an ASL pattern 
match. The syntax of these functions, when used in a pattern block, is slightly different 
than when used in an action block. To use a function in a pattern block, use the following 
syntax:


function([<value>])


In a pattern block, do not use a semicolon with functions.


Pattern operators
This section describes pattern operators and their order of their order of precedence.


White space handling


White space is defined as one or more of any of the characters assigned to the delimiter 
variable, as described in “Customizing the delimiter” on page 63. By default, the space 
and tab characters are assigned to the delimiter variable. That means any number of 
contiguous space or tab characters constitute white space in the data. 


A pattern is made up of one or more pattern elements. There are many types of pattern 
elements. For example, keywords such as “word”, and “integer” are elements. An element 
can be a literal string (text surrounded by quotes). By default, ASL will ignore any white 
space in the data as it tries to match pattern elements. You can use the dot operator to 
keep ASL from ignoring white space in a pattern match, as described in “Dot operator” on 
page 43. 


When a literal pattern element contains whitespace, ASL does not ignore it. 


For example, if the pattern to match is:


"John" "Doe" integer “st” “Street”


Then ASL will match the following data equally.


John Doe 121st street
JohnDoe121stStreet
John Doe 121 st Street
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The following script matches a word followed by an integer and another word. The dot 
operator is not used, so the delimiters between the words in the data are automatically 
skipped (if they exist). The end-of-line (eol) for each line of data is not matched, which 
causes the START rule to fail. Notice that the second line of input matches even though 
there is no delimiter between the number, 42343, and the title, Manager.


ASL Script (wspace_match.asl):
START {


a:{word integer word}
}
do {


print("Matched with ".a");
}
DEFAULT {


..eol
}
do {


print("Failed match");
}


Input (wspace_match.txt):
Tony 25234 Employee
John 42343Manager
Output:
$ sm_adapter --file=wspace_match.txt wspace_match.asl
Matched with Tony 25234 Employee
Failed match
Matched with John 42343Manager
Failed match


Assignment operator


The characters matched to a pattern can be placed into a variable by using a colon (:) as an 
operator. The syntax of a variable assignment is:


<variablename>:<pattern>


ASL assigns all of the characters that match the pattern to the variable. If the pattern does 
not match, the variable is not assigned a value.


To assign patterns that have more than one element, use braces to group the elements. All 
the components within the braces must successfully match before the variable is assigned 
a value. The syntax is:


<variablename>:{<pattern_1> <pattern_2> <pattern_3> <pattern_4>}


The following script contains three variable assignments. The first and second variables 
are assigned the first and second word, respectively, in the datafile. The last variable is 
assigned an integer followed by two words. 


This last variable demonstrates how patterns can be grouped by using braces. Without the 
braces, the variable is assigned only the integer. 
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The last name in the input file causes the pattern to fail because there is no address 
information.


ASL Script (assign_match.asl):
START {


f_name:word l_name:word
address:{integer word word}
eol


}
do {


print(f_name);
print(l_name);
print(address);


}


DEFAULT {
..eol


}
do {


print("Failed match");
}


Input (assign_match.txt):
John Doe 11 Main St.
Jane Doe 35 Oak Dr.
Bill Jones


Output:
$ sm_adapter --file=assign_match.txt assign_match.asl
John
Doe
11 Main St.
Jane
Doe
35 Oak Dr.
Failed Match
$ 


Dot operator


A single dot (.) between two elements of a pattern indicates that the second element must 
be matched immediately after the first. The dot can be separated from the two elements 
with white space. However, in this case, the white space does not indicate an optional 
delimiter. If a delimiter exists in the input data, this delimiter must be included as part of 
either the first or second element when using the dot operator. 


The following script matches an integer followed by a word. Only the integer is assigned to 
a variable and printed. In this example, the first two lines of data match this pattern. When 
a space is added between the integer and the word, as in line 3 of the data, the pattern 
fails.


ASL Script (sngldot_match.asl):
START {


a:integer.word
eol


}
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do {
print("Matched with ".a);


}
DEFAULT {


..eol
}
do {


print("Failed match");
}


Input (sngldot_match.txt):
95627XFR
34036TFR
11536 GBH


Output:
$ sm_adapter --file=sngldot_match.txt sngldot_match.asl
Matched with 95627
Matched with 34036
Failed match
$ 


Double-dot operator


The double-dot operator (..) matches all characters except for an end-of-line (eol). White 
space can surround the double-dot, but the dots must be together. This operator cannot 
stand alone. Another pattern must follow. The parser matches as few characters as 
possible before matching the pattern that follows. 


The following script matches any string of characters up to and including the word, Smith. 
The pattern fails on the second line of data because there is no Smith before the 
end-of-line (eol) is reached. In the DEFAULT rule, the double-dot operator matches 
everything until the end of the line.


ASL Script (dbldot_match.asl):
START {


a:{
.."Smith"} eol


}
do {


print("Matched with ".a);
}
DEFAULT {


..eol
}
do {


print("Failed match");
}


Input (dbldot_match.txt):
3400 John V. Smith
3502 Kathy McCue
1401 Bruce Smith


Output:
$ sm_adapter --file=dbldot_match.txt dbldot_match.asl
Matched with 3400 John V. Smith
Failed match
Matched with 1401 Bruce Smith
$ 
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Alternative operator


The alternative operator (|) is used to specify an alternate pattern to match if the first 
pattern fails. This operator can be used in a series to create a list of alternatives. When a 
pattern in a list of alternatives matches, the remaining alternatives are not tested.


The alternative operator has the lowest level of precedence of all the pattern matching 
operators. Even the white space operator has a higher level of precedence.


Once an alternate matches, ASL does not back up to test other combinations. For example, 
if the input to an ASL script is:


abc


and the pattern matching is:


{"a"|"ab"} "c"


No match occurs because once “a” matches, “ab” is not tested. ASL compares the pattern 
“c” with the input character “b” and the pattern fails. In general, when constructing a 
series of alternates, it is better to place the more complex (or longer) patterns ahead of 
other patterns.


In the example, braces are used around the alternate expression to control how the 
pattern is evaluated because the alternate operator has the lowest level of precedence. 
Without the braces, the alternate to the pattern "a" is the pattern "ab" "c". “Grouping 
patterns” on page 47 provides additional information on controlling pattern evaluation.


The following script matches one of three numbers followed by an end-of-line. For the first 
number of the input file, the data matches the first alternative so nothing else is checked. 
The second number of the input file does not match any of the alternatives so the pattern 
fails. The third number does not match either the first or second alternative, but it does 
match the third.


ASL Script (alt_match.asl):
START {


a:{
"3400"|"4500"|"4127"} eol


}
do {


print("Matched with ".a);
}
DEFAULT {


..eol
}


do {
print("Failed match");


}


Input (alt_match.txt):
3400
3908
4127
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Output:
$ sm_adapter --file=alt_match.txt alt_match.asl
Matched with 3400
Failed match
Matched with 4127
$ 


Maybe operator


In cases where data to be matched might or might not exist in the input, use the maybe 
operator, which is a question mark (?). The maybe operator indicates that a pattern 
matches regardless of whether the matching data exists. ASL assigns a NULL string to a 
variable if a pattern with a maybe operator has no match.


The following script matches an employee number (an integer) and a name (of multiple 
words). The first and third lines of input match. An employee ID and a name exists. Even 
though there is no employee ID number, the second input line matches because ASL 
assigns the variable a NULL string.


ASL Script (0to1_match.asl):
START {
/* (The rep keyword indicates Repeated Pattern Matches) */


a:integer? b:rep(word) eol
}
do {


print("Employee ".b);
print("Employee ID ".a);


}
DEFAULT {


..eol
}
do {


print("Failed match");
}


Input (0to1_match.txt):
4120 Kathy Jones
John L. Doe
3901 David Smith


Output:
$ sm_adapter --file=0to1_match.txt 0to1_match.asl
Employee Kathy Jones
Employee ID 4120
Employee John L. Doe
Employee ID 
Employee David Smith
Employee ID 3901
$ 
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Grouping patterns


Patterns can be grouped by using braces {}. 


Grouping patterns together can extend the information assigned to a variable. For 
example,


x:{word word word}


The variable is assigned if the input consists of three strings. Without the braces, x is 
bound only to the value of the first word match.


Braces also can control how patterns are evaluated. The use of braces can be combined 
with operators:


{word integer}


The braces used in this example force the pattern to match a word followed by an integer 
or nothing at all. A single word or a single integer will not match this pattern.


Precedence of pattern operators


The order of precedence for pattern matching is as follows:


1. {}


2. :


3. whitespace . ..


4. ?


5. |


The alternative operator has the lowest precedence. For example, suppose there are four 
patterns: A, B, C, and D.


A B|C D


is equivalent to 


{A B}|{C D}


The example matches an input of A followed by B, or it matches an input of C followed by 
D.


Grouping patterns by using the braces has the highest level of precedence. For the 
patterns A, B, C, and D:


{A|B} C D


is not equivalent to 


A|B C D
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Pattern elements
Pattern elements are the building blocks for more complex patterns.


String matches


A string match is a match to one or more characters. An example of a string match is:


RULE {
“def”


}


In the example, the string is surrounded by double quotation marks. For every instance 
where quotation marks are used, they can be single or double quotation marks.


If the “def” pattern is compared with an input string of “defdefeedef,” the rule matches 
twice and fails when it reaches the “eedef.”


In the following script, the pattern used for matching is def. The pattern matches def twice 
and fails with the input of eed. When the pattern fails in this script, the DEFAULT rule runs, 
which matches the entire line.


In most of the examples in this chapter, the pattern to match is surrounded by the 
following, which assigns the matched data to the variable a:


a:{
}


“Assignment operator” on page 42 provides additional information.


It is not necessary to include a variable assignment as part of pattern matching. The 
matched data is printed by printing the contents of the variable a. 


ASL Script (str_match.asl):
START {


a:{
"def"}


}
do {


print("Matched with ".a);
}


DEFAULT {
..eol


}
do {


print("Failed match");
}


Input (str_match.txt):
defdefead


Output:
$ sm_adapter --file=str_match.txt str_match.asl
Matched with def
Matched with def
Failed match


$
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The match for some characters requires a special syntax. Table 4 on page 49 contains the 
special characters. 


Pattern matches are by default case-sensitive. “Making patterns case-sensitive or 
case-insensitive” on page 64 discusses how to override the default.


Any character matches


The any() function returns a match if the character that is being evaluated matches any 
character in <character_string>.


any(<character_string>)


In the following script, the any() function matches with the first four characters of the input 
file. The next character causes the pattern to fail and the DEFAULT rule runs.


ASL Script (any_match.asl):
START {


a:any("abc")
}
do { print("Matched with ".a);
}
DEFAULT { ..eol
}
do {


print("Failed match");
}


Input (any_match.txt):
bbacxy


Output:
$ sm_adapter --file=any_match.txt any_match.asl
Matched with b
Matched with b
Matched with a
Matched with c
Failed match
$ 


Table 4  Match syntax for special characters


Character Syntax Notes


tab \t


single quotation mark (') \' The quotation marks surrounding the string that 
contains this code must be double quotes.


double quotation mark (") \" The quotation marks surrounding the string that 
contains this code must be single quotes.


backward slash (\) \\


carriage return \r In most cases, use the eol pattern match instead 
of carriage return. “End-of-line matches” on 
page 55 provides additional information.


line feed \n In most cases, use the eol pattern match instead 
of line feed. “End-of-line matches” on page 55 
provides additional information.
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Notany character matches


The notany() function returns a match if the character that is being evaluated does not 
match any character in the <character_string>.


notany(<character_string>)


In the following script, the notany() function matches the first three characters of the input 
file. The next character causes the pattern to fail and the DEFAULT rule runs.


ASL Script (notany_match.asl):
START {


a:notany("cx")
}
do {


print("Matched with ".a);
}
DEFAULT {


..eol
}
do {


print("Failed match");
}


Input (notany_match.txt):
bbacbxy


Ouput:
$ sm_adapter --file=notany_match.txt notany_match.asl
Matched with b
Matched with b
Matched with a
Failed match
$ 


Char matches


A char match is a match to any character except for a field-separator or an end-of-line. To 
replace the char() function, the any() function has to have a character string that is 256 
characters long. In the following script, the character pattern matches with the letter a, the 
tab, the letter b, the space and finally the letter c before failing when it tries to match the 
eol.


ASL Script (char_match.asl):
START {


a:char
}
do {


print("Matched with ".a);
}
DEFAULT {


..eol
}
do {


print("Failed match");
}
Input (char_match.txt):
a <tab> b c
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Output:
$ sm_adapter --file=char_match.txt char_match.asl
Matched with a
Matched with 
Matched with b
Matched with 
Matched with c
Failed match


Word matches


A word match is a match to a sequence of characters that ends with, but does not include, 
a delimiting character. Spaces, tabs, field-separators, and ends of line are the default 
delimiting characters. The delimiting characters can be redefined, as described in 
“Customizing the delimiter” on page 63.


The following script is an example of a word pattern that is a match of all characters up to, 
but not including the delimiter. The second time the rule is evaluated, the pattern 
matching starts with the delimiter. The second word match fails because there are no 
characters found before the delimiter is found.


ASL Script (word_match.asl):
START {


a:word
}
do {


print("Matched with ".a);
}
DEFAULT {


..eol
}
do {


print("Failed match");
}


Input (word_match.txt):
city state country


Output:
$ sm_adapter --file=word_match.txt word_match.asl
Matched with city
Failed match
$


Pattern elements 51







Pattern Matching and Filters

Integer matches


The integer pattern matches a string of numeric characters that may or may not be 
preceded by a minus sign. Any non-numeric character except for a dash (minus sign) is not 
valid for integer matches. The integer pattern matches the first part of the string: 


83294IVBXR


For example, the following script matches each integer and the end-of-line. The match fails 
on the third line of data because there is a decimal point. At that point, the integer is 
matched with 214 and the pattern fails because eol is not a match for .56.


ASL Script (int_match.asl):
START {


a:integer eol
}
do {


print("Matched with ".a);
}
DEFAULT {


..eol
}
do {


print("Failed match");
}


Input (int_match.txt):
12300
-375
214.56


Output:
$ sm_adapter --file=int_match.txt int_match.asl
Matched with 12300
Matched with -375
Failed match
$ 


Floating-point number matches


The floating-point number pattern matches a string of numeric characters that may or may 
not be preceded by a minus sign, and that may or may not include a decimal point 
followed by other numbers. Any non-numeric character except for a period or a dash 
(minus sign) is not valid for floating-point matches. 


For example, this script matches each number and the corresponding end-of-line. Only the 
value of float is assigned to the variable so there are no extra lines between the lines of 
output.


ASL Script (float_matches.asl):
START {


a:float eol
}
do {


print("Matched with ".a);
}


52 EMC Smarts Foundation ASL Reference Guide







Pattern Matching and Filters

DEFAULT {
..eol


}
do {


print("Failed match");
}


Input (float_match.txt):
173
-3.95
3453.45


Output:
$ sm_adapter --file=float_match.txt float_match.asl
Matched with 173
Matched with -3.95
Matched with 3453.45
$


Hexadecimal matches


The hexadecimal pattern matches a string of hexadecimal characters. These characters 
cannot be preceded by a minus sign. The hexadecimal pattern matches any numeric 
character and the letters a through f. The pattern does not match anything else. When ASL 
assigns a hexadecimal pattern to a variable, the numeric value is kept but not the 
hexadecimal value. 


The following script matches each hexadecimal number and the corresponding 
end-of-line. 


ASL Script (hex_match.asl):
START {


a:hex eol
}
do {


print("Matched with ".a);
}


DEFAULT {
..eol


}
do {


print("Failed match");
}


Input (hex_match.txt):
ff2234
FF
23


Output:
$ sm_adapter --file=hex_match.txt hex_match.asl
Matched with 16720436
Matched with 255
Matched with 35
$ 
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Field-separator matches


A field-separator is inserted into input data by an adapter’s front end. When using input 
files, a field-separator is defined to replace a character of input such as a comma, colon, or 
a vertical bar (|). A field-separator represents a division of data that can include multiple 
words, integers, strings, and even end-of-line (eol). You can use fs to pattern match a 
field-separator, as described in “Field-separator translation” on page 123.


Do not confuse a field-separator with a delimiter. Even though a delimiter can be used to 
separate multiple words, it is best used as a word separator. A field-separator separates 
fields that can contain one or more words. Regardless of the value of the delimiting 
characters, a field-separator is implicitly defined as a delimiter. 


For example, the following script matches a name and an address, which are separated by 
a field-separator. In the input, the field-separator is a colon (:). The name is assigned from 
one or more repeated words that come before the field-separator. The address is assigned 
from the repeated words that follow the field-separator. 


The field-separator is defined when the adapter is run with the following option:


--field-separator 


The input is parsed by the front end and the field-separator is placed into the data.


ASL Script (fs_match.asl):
START {


a:rep(word) fs
b:rep(word) eol


}
do {


print("Name ".a);
print("Address ".b);


}
DEFAULT {


..eol
}
do {


print("Failed match");
}


Input (fs_match.txt):
Jay Ray:11 Main St
Jane Doe:34 Oak Dr


Output:
$ sm_adapter --field-separator=: --file=fs_match.txt fs_match.asl


Name Jay Ray
Address 11 Main St
Name Jane Doe
Address 34 Oak Dr
$ 
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End-of-line matches


One of the markers included in the input is the end-of-line (eol). The eol is added to the 
input data by the front end of the adapter. To match an end-of-line, use eol. 


The following script matches a word and an end-of-line. Notice that the output is different 
from many of the previous examples. 


◆ The first difference is that there were no messages for Failed match. All of the data 
matched. 


◆ The second difference is that there is a space between successive lines of output. This 
is because the eol match is included as part of the output.


ASL Script (eol_match.asl):
START {


a:{word eol}
}
do {


print("Matched with ".a);
}


DEFAULT {
..eol


}
do {


print("Failed match");
}
Input (eol_match.txt):
switch
router
card


Output:
$ sm_adapter --file=eol_match.txt eol_match.asl
Matched with switch


Matched with router


Matched with card
$ 


Repeated pattern matches


The rep() function repeats pattern matches or a rule for a specific number or for one or 
more matches. The syntax is:


rep(<ruleorpattern>[,<number>])


The rule or pattern to repeat is specified by using <ruleorpattern>. The <number> is optional 
and indicates the number of times to match the pattern. If the <number> is not included, 
the pattern is matched one or more times until it fails or until the pattern following it is 
matched. The pattern must match at least once.
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Table 5 on page 56 shows some sample uses of the rep() function. Each sample uses the 
letter P to denote a pattern. 


The following ASL script matches two numbers, one or more words, and then an 
end-of-line. 


◆ The first line of input is matched. There are two numbers followed by two words. 


◆ The second line of input is matched. There are two numbers and three words. The 
second rep() function is repeated until the end-of-line is reached.


◆ The third line of input fails. The line does not contain two numbers at the front of the 
line.


ASL Script (repeat_match.asl):
START {


a:rep(integer,2)
b:rep(word) eol


}
do {


print("Matched numbers ".a);
print("Matched with ".b);


}
DEFAULT {


..eol
}


do {
print("Failed match");


}


Input (repeat_match.txt):
3400 4127 cat dog
4 5 goat lamb cow
1 chicken horse


Output:
$ sm_adapter --file=repeat_match.txt repeat_match.asl
Matched numbers 3400 4127
Matched with cat dog
Matched numbers 4 5
Matched with goat lamb cow
Failed match
$


Table 5  Samples of the rep() function


Example Behavior Note


rep(P) P P P P P P ... Behaves as if a white space operator appears between each 
occurrence of P.


rep(.P) P.P.P.P.P.P.P. ... Behaves as if a dot operator appears between each occurrence 
of P.


rep(..P) ..P..P..P..P..P..P ... The double-dot operator ignores all patterns except for P.
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Boolean expressions


Boolean expressions can be added to a pattern list. If a Boolean expression fails, the 
pattern match also fails.


Boolean expressions are more commonly used in the filter section of a rule than in the 
pattern matching block. Unlike Boolean expressions in a pattern, a failing Boolean 
expression in a filter does not cause the rule to fail. 


The following script matches a name and an integer. The Boolean expression is: 


number>2


If the integer is greater than two, the match succeeds. 


For every line in the input, the word, the integer and the eol are successfully matched. 
When the Boolean expression causes the pattern to fail, the DEFAULT rule is executed and 
Failed Match is printed. 


ASL Script (bool_match.asl):
START {


animal:word 
number:integer
eol
number>2


}
do {


print("Animal ".animal);
print("Number ".number);


}
DEFAULT {


..eol
}
do {


print("Failed match");
}


Input (bool_match.txt):
elephants 4
moose 1
tigers 2
giraffes 3


Output:
$ sm_adapter --file=bool_match.txt bool_match.asl
Animal elephants
Number 4
Failed match
Failed match
Animal giraffes
Number 3
$
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Positional matching


As ASL matches input data, each character is evaluated until a pattern matches or fails. 
You can use two positional matching functions to specify the position where the parser 
starts to test a pattern.


◆ The tab() function


◆ The len() function


tab() function
With the tab() function, you can skip characters of input data by using the following 
syntax:


tab(<char_num>)


The value of <char_num> is the number of characters to skip from the starting position 
when the START rule is invoked. If <char_num> is not specified, the function returns the 
value of the position where the parser starts to test a pattern. 


It is not possible to use the tab() function to move backward (right to left) in the 
datastream. For example, from the first position of a string, you use the tab() function to go 
to position 20, but, you then cannot go back to position 15. You cannot use the tab() 
function to return to data already parsed. Also, the tab() function does not skip over 
markers.


With the assignment operator (:), you can assign all of the characters skipped to the 
variable or the current position if no characters are specified by using the following syntax:


<variable>:tab(<char_num>)


In the following script, the tab() function in this pattern is used to skip the first and middle 
names. The parser goes directly to the last name of each person in the list. In the input 
datafile, each field has a fixed length. The last name field starts at position 16.


At position 16, a single word is matched and assigned to a variable. Then, the current 
starting position of the next pattern is returned. This position varies because the word 
lengths are not equal.


ASL Script (tab_match.asl):
START {


tab(16) lname:word 
locate:tab() eol


}
do {


print("Last Name ".lname);
print("Tab ".locate);}


DEFAULT {
..eol


}


do {
print("Failed match");


}


Input (tab_match.txt):
John            Doe
Jane    Deborah Smith
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Output:
$ sm_adapter --file=tab_match.txt tab_match.asl
Last Name Doe
Tab 19
Name Smith
Tab 21
$ 


len() function
Another positional matching function is len(). The len() function advances the starting 
position from its current position, unlike the tab() function that works from the original 
starting position when the START rule is invoked. The syntax is as follows:


len(<char_num>)


The value of <char_num> is the number of characters to advance from its current position. 
If <char_num> is not specified, the function returns the value of the position where the 
parser would start to test a pattern. 


Like the tab() function, use of the assignment operator assigns all characters skipped to 
the variable. The len() function does not skip over markers.


In Figure 7 on page 59, because of the white space operator between each variable 
assignment, the space between fox and jumps is skipped. The len() function starts with 
the letter j. It ends at position 14, forcing tab (14) to return an empty string. This problem 
could be avoided by eliminating the delimiters, as described in “Customizing the 
delimiter” on page 63.


Figure 7  Example of positional matching
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Peek() function


The peek() function returns a value of TRUE or FALSE depending on whether the pattern 
passed to it matches the current input string. Use of the peek() function does not advance 
the starting position, so input can be scanned before other pattern matching. The peek() 
function stops scanning for a pattern when it reaches a marker.


peek(<pattern>)


The following script looks for the word horse in each input string. The double-dot operator 
is necessary in the pattern so that the peek() function will match any occurrence of the 
word horse in a pattern and not just when it appears first.


If the word horse is found in the input string, the peek() function is TRUE and the rule 
GETLINE executes. GETLINE assigns every word in the string to the variable a. The value of 
a is printed and the peek() function starts with the next input string. If the peek() function 
is FALSE, the rule GETLINE does not execute, but the DEFAULT rule does execute.


ASL Script (peek_match.asl):
START {


peek(..'horse') GETLINE
}
GETLINE{


a:rep(word) eol
}
do {


print("Horse found: ".a);
}


DEFAULT {
..eol


}
do {


print("Failed match");
}


Input (peek_match.txt):
moose horse camel
elephant mule camel
goat llama horse
horse goat llama


Output:
$ sm_adapter --file=peek_match.txt peek_match.asl
Horse found: moose horse camel
Failed match
Horse found: goat llama horse
Horse found: horse goat llama
$
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Not() function


The not() function acts as a logical NOT. If the pattern argument of the function matches, 
the not() function returns failure to the match. When the argument does not match, the 
not() function returns a successful match. The starting point does not advance when the 
not() function is used. 


For example, the following script looks for input strings that do not contain the word 
horse.


◆ If the word horse is found in the input string, the peek() function matches but the not() 
function returns a failed match. In this case, the rule GETLINE does not execute.


◆ If the peek() function does not match, the not() function returns a successful match so 
the rule GETLINE executes.


ASL Script (not_match.asl):
START {


not(peek(..'horse'))
GETLINE


}
GETLINE{


a:rep(word) eol
}
do {


print("No horse: ".a);
}
DEFAULT {


..eol
}
do {


print("Failed match");
}


Input (not_match.txt):
moose horse camel
elephant mule camel
goat llama horse
horse goat llama


Output:
$ sm_adapter --file=not_match.txt not_match.asl
Failed match
No horse: elephant mule camel
Failed match
Failed match
$ 


Matching through other rules


Pattern matching can be divided among various rules. From the START rule, other rules can 
be called. Rules that are called can have any or all of these sections: patterns, filters, or 
actions. 


Operators or functions that work with patterns also work with rules. For example, the rep 
function can repeat a rule:


START {
rep(<RULE1>) <RULE2>
}
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In the following script, two rules are called from the START rule, PERSON and LOCATION. 
Each rule uses the same pattern to find words until an end-of-line, but assigns values to 
different variables. The values of the variables are printed from an action block under 
START.


ASL Script (other_rules.asl):


START {
PERSON LOCATION


}
do {


print("Name: ".name);
print("Address: ".address);


}
PERSON {


name:rep(word) eol
}
LOCATION {


address:rep(word) eol
}


Input (other_rules.txt):
Jay Ray
11 Main St
Jane Doe
34 Oak Dr


Output:
$ sm_adapter --file=other_rules.txt other_rules.asl
Name: Jay Ray
Address: 11 Main St
Name: Jane Doe
Address: 34 Oak Dr
$ 


In the next example, the DATE and PLACE rules are called from START. The DATE and PLACE 
rules are separated by an alternative operator. For each line of text where DATE matches, 
PLACE is not tested. If DATE does not match, PLACE is tested. 


Notice how the variable assignment works in this example. When either DATE or PLACE 
matches, the entire matched string is returned and assigned to x. The end-of-line is added 
to the string, which affects the output.


ASL Script (operators_rules.asl):
START {


x:{DATE|PLACE}
}
do {


print("Day or place ".x);
}
DATE {


integer.rep("/".integer,2)
eol


}
PLACE {


integer word word eol
}
DEFAULT {


..eol
}
do {


print("Failed match");
}
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Input (operators_rules.txt):
01/05/99
11 Main St
camel horse mule
10/31/01
34 Oak Dr


Output:
$ sm_adapter --file=operators_rules.txt operators_rules.asl
Day or place 01/05/99


Day or place 11 Main St


Failed match
Day or place 10/31/01


Day or place 34 Oak Dr
$ 


End-of-file matches


The end of a file cannot be matched through pattern matching. However, there is a special 
rule, EOF, that runs when the end of a file is reached. “Special rules” on page 21 provides 
additional information about the EOF rule. 


Special variables
Special variables control how ASL evaluates patterns. These variables define the 
delimiters between words, case-sensitivity, and even the data input. 


Customizing the delimiter


You can redefine the delimiters by assigning a string to the built-in variable delim. Use the 
following syntax to define new delimiters:


delim=<string>;


The <string> defines the set of characters to use as delimiters.


The delimiter is specified at the beginning of a script or at the beginning of a rule, before 
any pattern matching. 


◆ If a delimiter statement is placed before all of the rules, the delimiters apply to all 
rules. 


◆ If a delimiter statement is placed in a rule, ASL overrides any previous delimiter 
definitions.


In this example, the delimiter is ":?" for RULE2, but "|" for RULE1 and RULE3. 


delim=":?";


START {
    RULE1 RULE2
}


RULE1 {
   delim="|";


RULE3
}
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The new delimiters override all of the default delimiters except for eol and fs. Each 
character included in the <string> is a separate delimiter.


delim = ":?";


When the string :? is assigned to delim, it defines two delimiters: a colon and a question 
mark. If input data contained the combination (“:?”), ASL interprets the data as two 
delimiters in series.


The match for some characters requires a special syntax. To use tabs and returns as 
delimiters, use the special syntax within the quotation marks, as described in Table 4 on 
page 49. 


For most cases, use the eol pattern match instead of line feed or carriage return. The eol 
character is a delimiter by default and cannot be overridden.


An alternative to using the delim variable is to use a combination of the rep() function and 
the notany() function. For example:


x:rep(notany(":?"))


In the example, ASL assigns to the variable x everything that appears up to a question 
mark or a colon.


Making patterns case-sensitive or case-insensitive


By default, pattern matching is case-sensitive. To override the default case-sensitivity, use 
the case variable. This variable can be used at the beginning of a script or at the beginning 
of a rule, before any pattern matching. The syntax of the case variable is:


case=[exact]|[ignore];


To match case-sensitive patterns, set case equal to exact. For patterns where case does 
not matter, set case equal to ignore. 


If a case variable is placed before all of the rules, the case setting applies to all rules. This 
can be overridden in a rule by using another case variable.


Switching the input of a pattern


For complicated inputs, the pattern matching can be divided among different rules by 
using the input variable. The input variable is assigned to a value which ASL uses for the 
pattern matching that follows the input. The input variable must come at the beginning of 
a rule, before any pattern matching but not at the beginning of a script. If the value 
assigned to the input variable does not end with an eol, an eol is appended to the value. 
The syntax is as follows:


input=<value>;


For example, the following script looks for lines of input that start with the string “Error:”. 
When it finds those strings, the rest of the words are assigned to the variable desc and the 
rule PROCESSDESC is called.


PROCESSDESC takes the variable desc as its input and performs pattern matching based 
on the input. The error level and error message are printed.
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The START rule processes the next line data and, if it is an error, PROCESSDESC runs again. 
At the end of the input file, the rule EOF runs. This rule prints a statement that the errors 
are processed.


ASL Script (input_ex.asl):
START {


"Error:" desc:rep(word) eol
PROCESSDESC


}
PROCESSDESC {


input=desc;
errornumber:integer
errorlevel:word
errormsg:rep(word)
eol


}
do {


print(errorlevel." ".errormsg);
}
DEFAULT {


..eol
}
do {


print("No Error");
}
EOF
do {


print();
print("Errors Processed");


}


Input (input_ex.txt):
Error: 2568 Severe Can't process
Status: 2358 Starting backup
Error: 1202 Warning Bad data
Error: 923 Critical Wrong Number


Output:
$ sm_adapter --file=input_ex.txt input_ex.asl
Severe Can't process
No Error
Warning Bad data
Critical Wrong Number


Errors Processed
$ 
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Filters
A filter determines whether the action block of a rule executes. When a filter fails, the 
subsequent action block does not execute. Unlike a pattern, if a filter fails, the rule it is 
called from does not fail.


A filter has the form:


filter {
{<filter-list>}
}


The <filter-list> must be a single Boolean expression. ASL evaluates this expression from 
left to right. If it is TRUE, ASL executes the actions in the do block. If it is FALSE, ASL does 
not execute the actions in the do block. 


Filter operators are listed in Table 6 on page 66. 


◆ Parentheses have the highest level of precedence. 


◆ The logical operators && and || have the lowest level of precedence. 


Although the filter-list must be a single Boolean expression, you can use the logical AND 
and logical OR to test for more than one condition. 


In the following script example, the filter controls whether an action is performed. The 
script matches a word and an eol. The value of the word is assigned to x.


The filter is true when x has the value “switch.” For the input file, this occurs in the first 
line and the fourth line. The action block is executed twice. The DEFAULT rule is never 
executed because the pattern always matches.


Table 6  Filter operators


Operator Definition


() Grouping operators


+ - * / % Arithmetic operators


== Equal to


!= Not equal to


> Greater than


< Less than


>= Greater than or equal to


<= Less than or equal to


&& Logical AND


|| Logical OR
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ASL Script (simple_filter.asl):
START {


x:word eol
}
filter {


x=="switch"
}
do {


print("Filter match: ".x);
}
DEFAULT {


..eol
}
do {


print("Failed match");
}


Input (simple_filter.txt):
switch
router
card
switch


Output:
$ sm_adapter --file=simple_filter.txt simple_filter.asl
Filter match: switch
Filter match: switch
$


In the next example, the script matches a word and an eol. The value of the word is 
assigned to x. The filter is true when x has the value “switch,” or when it has the value 
“router.”


ASL Script (other_filter.asl):
START {


x:word eol
}
filter {


x=="switch" || x=="router"
}
do {


print("Filter match: ".x);
}
DEFAULT {


..eol
}
do {


print("Failed match");
}


Input (other_filter.txt):
switch
router
card
switch


Output:
$ sm_adapter --file=simple_filter.txt simple_filter.asl
Filter match: switch
Filter match: router
Filter match: switch
$ 
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Filters can be useful for debugging. Setting a single variable at the beginning of a script 
can affect the actions that a script performs.


debug = TRUE;
START {
x:word eol
}
filter {
debug==TRUE
}
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Action block
The action block is executed for a rule when pattern matching succeeds (or does not exist) 
and the filter is TRUE (or does not exist). An action block uses the following form:


do {
<action-list>
}


Action lists can occur only within a do block. An action list is composed of statements. 
Statements include variable assignments, conditional actions, and rules. Each statement 
must end with a semicolon. An example of an action block is as follows:


do {
statement_1;
statement_2;
statement_3;
}


Operators


In the action block, statements are terminated with a semicolon (;). Although a semicolon 
is not required to immediately follow the statement, it must occur before the next 
statement.


All other operators used in the action block are described in “Operators” on page 36.


Iteration and control statements
Iteration and control statements are not followed by a semicolon. They may control other 
statements that require the use of semicolons.


foreach statement


The foreach statement iterates through all of the members of a list or a table. The syntax 
is:


foreach <variable> (<list_or_table_name>) {statements}


When the foreach statement is used with a list, the variable stores the value of each 
member of the list every time the foreach statement loops. The members returned are in 
numerical order by their list indices.


The following script matches numbers from an input file and stores the values in a list. The 
foreach statement cycles through every value stored in the list. Each value is printed and 
added to a subtotal, which is also printed.


ASL Script (foreachlist_do.asl):
data = list();
total = 0;
START {


rep(NUMBERS)|eol
}
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NUMBERS {
x:integer


}
do {


data += x;
}


DEFAULT {
..eol


}
do {


print("Failed match");
}


EOF 
do {


foreach i (data) {
total = total + i;
print("Number: ".i);
print("Subtotal ".total);


}
}


Input (foreachlist_do.txt):
2 4 8


Output:
$ sm_adapter --file=foreachlist_do.txt foreachlist_do.asl
Number: 2
Subtotal: 2
Number: 4
Subtotal: 6
Number: 8
Subtotal: 14
$ 


When the foreach statement is used with a table, the variable receives the keys to the 
members of the table. Tables have no inherent order. 


The next script matches numbers and words from an input file and stores the values in a 
table. The foreach statement cycles through every key stored in the table. Each key is 
printed as well as the associated value. The order in which the members of the table are 
printed is not necessarily the order in which the members were added to the table.


ASL Script (foreachtable_do.asl):
pop = table();
total = 0;
START {


rep(NUMBERS)
}
NUMBERS {


count:integer animal:word 
eol


}
do {


pop[animal] = count;
}
DEFAULT {..eol}
do {print("Failed match");}


EOF 
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do {
foreach w (pop)
{


print("Animal ".w);
print("Number ".pop[w]);


}
}


Input (foreachtable_do.txt):
2 cows
4 cats
6 dogs
8 chickens


Output:
$ sm_adapter --file=foreachtable_do.txt foreachtable_do.asl
Animal chickens
Number 8
Animal cows
Number 2
Animal cats
Number 4
Animal dogs
Number 6
$ 


while statement


The while statement repeats a block of statements while a condition is true. The syntax is 
as follows:


while <condition> {<statements>}


The following script has no pattern matching. The variable x is printed and incremented by 
one until it is no longer less than five. 


ASL Script (while_do.asl):
x=0;
START
do {


while x < 5
{


print(x);
x=x+1;


}
stop();


}


Input:
none


Output:
$ sm_adapter while_do.asl
0
1
2
3
4
$ 
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if else statement


The if else statements control what actions are performed based on the results of a 
conditional test. The syntax is as follows:


if (<conditional_test>) {<statements>} [else {<statements>}]


◆ If the conditional test is true, the statements following the test are executed.


◆ If the conditional test is false, the statements following the else are executed. 


The else portion of the statement is optional.


Note: The braces around the statements are required, even if there is only one statement.


In the following example, the if statements check whether a value to use in a table exists 
as a key or not. Each key in a table must be unique. In the script, if a key exists, the value 
associated with the key is added to the new value.


This script uses two if statements.


◆ The first if statement tests whether any of the existing keys match the name of the 
animal ready to be loaded into the table. If the animal name matches any of the 
existing keys, a flag is set to TRUE.


◆ The second if statement tests whether the flag is FALSE. If the flag is FALSE, the animal 
name and number are added to the table. If the flag is TRUE, the number of animals 
are added to the animal count already stored in the table.


ASL Script (if_do.asl):
z = table();
START {


rep(IMPORT)
}
IMPORT {


animal:word 
count:integer 
eol


}


do {
test="FALSE";
foreach i (z)
{


if (i == animal)
{


test="TRUE";
}


}
if (test=="FALSE")
{


z[animal]=count;
}
else
{


z[animal]=z[animal]+count;
}


}
EOF
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do {
foreach i (z)
{


print(i." count ".z[i]);
}


}


Input (if_do.txt):
dog 3
cat 4
canary 3
cat 2
dog 5
dog 1
cat 1


Output:
$ sm_adapter --file=if_do.txt if_do.asl
dog count 9
cat count 7
canary count 3
$ 


break statement


The break statement stops processing statements inside of a loop and exits the loop. The 
break statement is valid only inside of foreach or while loops.


This example is similar to the if statement example except that a break statement has 
been added. “if else statement” on page 73 provides additional information about the if 
statement. 


The break statement causes the test in the foreach statement to stop once the condition is 
TRUE rather than continuing to test.


ASL Script (break_do.asl):
z = table();
START {


rep(IMPORT)
}


IMPORT {
animal:word 
count:integer 
eol


}
do {


test="FALSE";
foreach i (z)
{


if (i == animal)
{


test="TRUE";
break;


}
}
if (test=="FALSE")
{


z[animal]=count;
}
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else
{


z[animal]=z[animal]+count;
}


}


EOF
do {


foreach i (z)
{


print(i." count ".z[i]);
}


}


break_do.txt (Input):
dog 3
cat 4
canary 3
cat 2
dog 5
dog 1
cat 1


Output:
$ sm_adapter --file=break_do.txt break_do.asl
dog count 9
cat count 7
canary count 3
$ 


continue statement


The continue statement starts the next iteration of a foreach statement or while statement. 
When ASL invokes the continue statement, the remaining statements in the foreach or 
while loop are skipped. The continue statement is not valid outside of a loop.


In the following example, an if statement checks whether values in a table are positive. For 
any number less than or equal to 0, the continue statement advances the foreach loop.


ASL Script (continue_do.asl):
x = table();


START {
LOAD


}
LOAD {


y:word z:integer eol
}


do {
x[y] = z;


}
EOF 
do {


foreach w (x)
//skip if not positive
{if (x[w]<=0)


{continue;
}


print(w." ".x[w]);
}


}
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Input (continue_do.txt):
elephant 0
goat -1
worm 100
chicken 7
dog 2
cat 0
moose 9


Output:
$ sm_adapter --file=continue_do.txt continue_do.asl
dog 2
moose 9
chicken 7
worm 100
$ 


Function reference
This section discusses the different types of functions that are available.


glob() function


The glob() function returns a TRUE or FALSE based on whether a pattern matches a string. 
The glob() function can be used as a conditional test for an if or while statement. The 
syntax is as follows:


glob(<pattern>, <string>)


The expression for a glob() function is a series of characters (or patterns) that are matched 
against incoming character strings. You use these expressions when you define matching 
criteria.


Matching is done strictly from left to right, one character or basic glob expression at a 
time. Characters that are not part of match constructs will match themselves. The pattern 
and the incoming string must match completely. For example, the pattern abcd does not 
match the input “abcde” or” abc”. 


A compound glob pattern consists of one or more basic wildcard patterns separated by 
ampersand (&) or tilde (~) characters. A compound wildcard pattern is matched by 
attempting to match each of its component basic wildcard patterns against the entire 
input string.
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The pattern used in the glob() function is not the same pattern used in the pattern block of 
an ASL script. The symbols that describe the pattern are described in Table 7 on page 77. 


Spaces are interpreted as characters and are subject to matching even if they are adjacent 
to operators like “&.”


If the first character of a compound wildcard expression is an ampersand (&) or tilde (~) 
character, the compound is interpreted as if an asterisk (*) appeared at the beginning of 
the pattern. For example, the following two expressions are equivalent to each other:


~*[0-9]*


*~*[0-9]*


Both of these expressions match any string that does not contain any digits. 


A trailing instance of an ampersand character (&) can match only the empty string. A 
trailing instance of a tilde character (~) can be read as “except for the empty string.”


Table 7  Symbols for a glob pattern 


Symbol Description


* Matches an arbitrary string of characters. The string can be empty.


? Matches any single character.


^ Acts as a NOT. Use this in conjunction with other symbols or characters.


[set] Matches:
• Any single character that appears within [set], or
• Any single character that is not in the set if the first character of [set] is (^).
A hyphen (-) within [set] indicates a range, so that [a-d] is equivalent to [abcd]. 
The character before the hyphen (-) must precede the character after it or the range 
will be empty. 
The character (^) in any position except the first, or a hyphen (-) at the first or last 
position, has no special meaning. 


<n1-n2> Matches numbers in a given range. Both n1 and n2 must be strings of digits, 
which represent non-negative integer values. The matching characters are a 
non-empty string of digits whose value, as a non-negative integer, is greater than 
or equal to n1 and less than or equal to n2. If either end of the range is omitted, no 
limitation is placed on the accepted number.


| Matches alternatives. For example, ”ab|bc|cd” without spaces matches exactly the 
three following strings: “ab”, “bc”, and “cd”. A vertical bar (|) as the first or last 
character of a pattern accepts an empty string as a match.


\ Removes the special status, if any, of the following character. Backslash (\) has no 
special meaning within a set ([set]) or range (<n1-n2>) construct.


& “And Also” for a compound wildcard pattern. If a component basic wildcard 
pattern is preceded by & (or is the first basic wildcard pattern in the compound 
wildcard pattern), it must successfully match. 


~ “Except” for a compound wildcard pattern (opposite function of &). If a 
component basic wildcard pattern is preceded by ~, it must not match. 
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The following script prints sentences that contain the characters “Ship” or “ship.” 


ASL Script (glob_do.asl):
START {


sentence:rep(word) eol
}
do {


if (glob("*[Ss]hip*",sentence))
{print(sentence);}


}


Input (glob_do.txt):
I have a ship that floats.
Shipping is a big industry in Hong Kong.
The dog ate my homework.
I fell down and hurt my hip.
A boat is much smaller than a ship.


Output:
$ sm_adapter --file=glob_do.txt glob_do.asl
I have a ship that floats.
Shipping is a big industry in Hong Kong.
A boat is much smaller than a ship.
$ 


stop() function


The stop() function stops the current thread. No arguments are passed to the function. A 
call to the stop() function does not return.


If you call stop() in an ASL thread, and that thread is in a process that has other threads, 
the effect is to simply stop that thread. However, when the thread that is being stopped is 
the only thread that is running, then stopping that thread effectively shuts down the 
adapter (because the adapter shuts down when there are no more active threads). 


The syntax is as follows:


stop()


quit() function


The quit() function stops the back end, or the Domain Manager in the case of inflow 
adapters. No arguments are passed to the function. When the quit() function is 
encountered, the ASL script immediately ceases execution. 


A call to the quit() function does not return, except when you run sm_adapter with the -s 
option to connect the adapter to a remote Domain Manager, and then you call quit(). In 
this case, the remote Domain Manager initiates its shutdown procedure and the function 
does return. The calling script continues running while the remote Domain Manager shuts 
down (which may take more than a few seconds). The script may even interact with the 
back-end Domain Manager during the interval between calling quit() and the Domain 
Manager actually shutting down. And so long as the script never tries to interact with the 
back-end Domain Manager once it has shut down, the script can continue running 
indefinitely.
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The syntax to stop a remote adapter is as follows:


quit();


The syntax to stop the current adapter is as follows:


self->quit();


If you launch sm_adapter and do not specify a back end, the adapter 
becomes its own back end.  In such cases, quit() does the same thing 
as self->quit().


defined() function


The defined() function returns TRUE if a variable has a value.


This example is a refinement of the if example. The section “if else statement” on page 73 
provides additional information. 


By using the defined() function, several lines of the script are removed, including a foreach 
statement and an if statement.


The single if statement verifies whether a table key entry exists in the table. If the name 
exists, the number of animals is added to the animal count already stored in the table. If 
the name does not exist, the animal name and number are added to the table. 


ASL Script (defined_do.asl):
z = table();
START {


rep(IMPORT)
}
IMPORT {


animal:word 
count:integer 
eol


}


do {
if (defined(z[animal]))
{


z[animal]=z[animal]+count;
}
else
{


z[animal]=count;
}


}
EOF
do {


foreach i (z)
{


print(i." count ".z[i]);
}


}


Input (defined_do.txt):
dog 3
cat 4
canary 3
cat 2
dog 5
dog 1
cat 1
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Output:
$ sm_adapter --file=defined_do.txt defined_do.asl
dog count 9
cat count 7
canary count 3
$ 


undef() function


The undef() function clears a variable, including lists and tables, or a table member. A list 
entry cannot be undefined. An undefined variable has no value. Other statements and 
functions cannot use it until it is reassigned a value.


The undef() function cannot be used to undefine a global or static variable.


sizeof() function


The sizeof() function returns a number depending on the value passed to the function. The 
sizeof() function converts any values (except for a list or a table) to a string, and returns 
the number of characters in the string. For lists and tables, the sizeof() function returns the 
number of defined members. 


The syntax is one of the following:


◆ sizeof(<value>)


◆ sizeOf(<value>)


The following script matches a line of text in a file. The length of each line is measured and 
printed.


ASL Script (sizeOf_do.asl):
START {


x:rep(word) eol
}
do {


y = sizeof(x);
print("Length ".y);


}
DEFAULT {


..eol
}
do {


print("Failed match");
}


Input (sizeOf_do.txt):
This has a size of 21
size of 9


Output:
$ sm_adapter --file=sizeof_do.txt sizeof_do.asl
Length 21
Length 9
$ 
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substring() function


The substring() function returns a string. The returned string is a piece of the string passed 
to the function. The syntax is as follows:


substring(<string>, <starting_position>, <characters_to_return>)


The <starting_position> value indicates the beginning of the new substring taken from the 
<string>. The first position of a string is position 0. The <characters_to_return> value 
indicates the number of characters to return starting with starting_position. 


For the following script, the input is a 12-line text file. Each line has 10 characters.


For the first line of input, the substring() function returns the entire string. For subsequent 
lines of input, a character is removed from the beginning of the string.


When the starting position is greater than the number of characters in the original string, 
no characters are returned.


ASL Script (substring_do.asl):
y=0;
START {


x:word eol
}
do {


newstring=substring(x,y,10);
print("New string ".newstring);
y = y+1;


}
DEFAULT {


..eol
}
do {


print("Failed match");
}


Input (substring_do.txt):
0123456789
0123456789
0123456789
0123456789
0123456789
0123456789
0123456789
0123456789
0123456789
0123456789
0123456789
0123456789


Output:
$ sm_adapter --file=substring_do.txt substring_do.asl
New string 0123456789
New string 123456789
New string 23456789
New string 3456789
New string 456789
New string 56789
New string 6789
New string 789
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New string 89
New string 9
New string 
New string 
$ 


toLower() function


The toLower() function returns a string, converting any uppercase letters in the original 
string to lowercase. The syntax is as follows:


toLower(<string>);


For example, this script converts strings so that all of the letters following the first 
character in each word are lowercase.


For each word in a person’s name, the initial character is assigned to the initial variable 
and the remaining characters (if there are any) are assigned to the rest variable. The 
toLower() function converts the string stored in the rest variable to lowercase letters. Then, 
the characters stored in the initial and the rest variables are assigned to the fullname 
variable.


Once each name has been read and converted, ASL prints it before the next name is read 
and converted.


ASL Script (toLower_do.asl):
START {
do {fullname="";}


rep(READNAME) eol
}
do {


print(fullname);
}


READNAME {
initial:char.rest:word?


}


do {
rest = toLower(rest);
name=initial.rest;
fullname = fullname.name." ";


}
DEFAULT {


..eol
}
do {


print("Failed match");
}


Input (toLower_do.txt):
JOHN DOE
JANE Q PUBLIC


Output:
$ sm_adapter --file=toLower_do.txt toLower_do.asl
John Doe
Jane Q Public
$ 
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toUpper() function


The toUpper() function returns a string, converting any lowercase letters in the original 
string to uppercase. The syntax is as follows: 


toUpper(<string>);


The following script assigns the first letter of each word to the variable a. The a variable is 
concatenated with another variable, name, to form an acronym. The toUpper() function 
capitalizes the entire acronym before it is printed.


ASL Script (toUpper_do.asl):
name="";
START {


rep(FIRSTLETTER) eol
}
do {


print(toUpper(name));
}


FIRSTLETTER {
a:char.word?


}
do {


name=name.a;
}


DEFAULT {
..eol


}
do {


print("Failed match");
}


Input (to Upper_do.txt):
I see several tall buildings
New York City


Output:
$ sm_adapter --file=toUpper_do.txt toUpper_do.asl
ISSTB
NYC
$ 


print() function


The print() function sends strings it receives to each of the active logs in the Domain 
Manager process. There is no automatic translation of the message text. The syntax is as 
follows:


print(<argument>);


The value of the argument passed to the print() function can be any data type. The 
argument passed to a print() function is converted to a string before it is printed.
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To print special characters, use the syntax listed in Table 8 on page 84. 


The output of the print() function is dependent on the value of the computed attribute, 
enableLegacyPrint, in GA_Driver. When ASL scripts are run by using sm_adapter, the 
enableLegacyPrint attribute is set to TRUE. In all other cases it is set to FALSE. The default 
value of the enableLegacyPrint attribute is FALSE.


When the enableLegacyPrint is set to FALSE, the print output includes the time, date, 
thread id, and ASL script. When enableLegacyPrint is set to TRUE, only the string that is 
sent to the print() function is printed. 


You need an object handle to a GA_Driver object to set the enableLegacyPrint attribute. 
You can use "Null GA_Driver" which always exists.


In this example, the value of the enableLegacyPrint attribute is changed. The output of the 
print() function is also included.


START { } do {
print("default");
drv = object("GA_Driver", "Null GA_Driver");
drv->enableLegacyPrint = FALSE ? LOG,STOP;
print("new style");
drv->enableLegacyPrint = TRUE ? LOG,STOP;
print("legacy");
stop();


}


Output for "sm_adapter --output /tmp/foo.asl" :


default
[February 6, 2009 12:19:03 AM EST +527ms] t@1088432480 main
ASL_MSG-*-ASLP-/tmp/foo.asl: new style


legacy


sleep() function


The sleep() function temporarily stops the adapter. The syntax is:


sleep(<time_in_seconds>);


The sleep() function is passed a number, which represents the amount of seconds to 
sleep. The sleep() function returns TRUE.


Table 8  Print function special characters


Character Syntax Notes


tab \t


single quote (') \' The quotation marks surrounding the string 
containing this code must be double quotes.


double quote (") \" The quotation marks surrounding the string 
containing this code must be single quotes.


backward slash (\) \\


carriage return \r


line feed \n
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time() function


The time() function works with and without an argument. Without an argument, this 
function returns the current system time. With a numeric argument, the time() function 
adds the argument (as seconds) to the date and time January 1, 1970 00:00:00 GMT and 
returns the new time and date based on the current time zone information. 


The output type of the time() function can be controlled through type casting. By default, 
the function returns a string. If the function is converted to a numeric, the output is 
converted into an integer that represents the number of seconds since January 1, 1970 
00:00:00 GMT. 


For example:


x = string(time());
print(x);


The string() function returns the time in the following format:


DD-MONTH-YYYY HH:MM:SS


However, the following numeric function returns a number similar to 958159632. 


x = numeric(time());
print(x);


Type conversions also work when a value is passed as an argument to the function.


The following script prints the date and time, waits five seconds, and prints the date and 
time again. It also converts a number read from the input file into a date and time.


ASL Script (time_do.asl):
START {


y:integer eol
}
do {


print(time());
sleep(5);
print(time());
x = time(y);
print(x);


}


DEFAULT {
..eol


}
do {


print("Failed match");


Input (time_do.txt):
987517893


Output:
$ sm_adapter --file=time_do.txt time_do.asl
12-May-2000 03:28:47
12-May-2000 03:28:52
17-Apr-2001 10:31:33
$ 
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trace() function


The trace() function turns on or off an internal trace() function that traces how the code is 
parsing the passed parameters. You can turn on the function at a specific point in the code 
to validate that line. This function is useful when creating a rule and validating what is 
being matched.


The trace() function gives you access, from within ASL, to command line options available 
with the sm_adapter command with the following exceptions:


◆ There is no analog of sm_adapter - -traceRules because all rules have already been 
compiled by the time you could turn on tracing of rule compilation. 


◆ Calling the trace() function as trace(“input”,TRUE), turns on tracing at the front end, 
and has no command line equivalent under sm_adapter.


The syntax is as follows:


trace(<string>, <BOOLEAN>)


The <BOOLEAN> argument determines whether tracing is turned on or off.


Table 9 on page 86 lists valid values for <string>. 


For example:


START {
 x:rep(word) eol
 }
 do {
 trace ("parser", TRUE);
 trace ("input", TRUE);
 trace ("server", TRUE);
 }


hexToString() function


The hexToString() function converts values with a hexadecimal format into their equivalent 
ASCII characters. The function pairs the hexadecimal values and converts each pair. The 
syntax is as follows:


hexToString(<value>)


Table 9  Valid values for string


Value Description


parser Matches the input stream against the rule.


input Traces input from the front end.


server Traces the interaction of the remote wire protocol with the server.

86 EMC Smarts Foundation ASL Reference Guide







Actions

getRuleFileName() function


The getRuleFileName() function returns the filename of the currently executing rule file. 
The syntax is as follows:


getRuleFileName([<fullname>])


The <fullname> argument is optional. If it is omitted or passed as FALSE, only the base 
name of the rule filename is returned. Otherwise, the full name, including the path, is 
returned.


Returning values
By default, a rule returns the characters it matches. A patternless rule returns an empty 
string. Like other patterns, the returned value from a rule can be assigned to a variable.


a:RULE_A


The return statement overrides values returned by a rule. The syntax is:


return <value>;


ASL exits a rule immediately after a return statement. It does not execute any statements 
that follow a return statement.


The next script reads input that consists of a person’s name followed by a field-separator 
and an address. Both the name and address are corrected for capitalization: an uppercase 
letter at the beginning of a word, followed with lowercase letters for the rest of the word.


In the START rule, two variables are assigned values returned from the READWORDS rule. 
Every time the pattern in the START rule matches, the two variables are printed.


The READWORDS rule is a repetition of pattern matching followed by an action block. The 
action block converts the data so that the first letter of a word is capitalized and the rest of 
the letters are lowercase. The word is added to a string called tempstr.


At the end of the READWORDS rule, the return statement returns the correctly capitalized 
string. If there was no return statement, the READWORDS rule would return the string as it 
was read during the pattern matching.


ASL Script (return_do.asl):
START {


fullname:READWORDS fs
address:READWORDS eol


}
do {


print(fullname.address);
}


READWORDS {
do {tempstr = "";}
rep(READ_FIX)


do {return tempstr;
}


}
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READ_FIX {
initial:char.rest:word?


}
do {


initial = toUpper(initial);
rest = toLower(rest);
fixed=initial.rest;
tempstr = tempstr.fixed." ";


}


DEFAULT {
..eol


}
do {


print("Failed match");
}
Input (return_do.txt):
John Q Doe:11 MAin St.
JANE PUblic:387 OAK DR.
HENry HUDSON:9 ELM rd. 


Output:
$ sm_adapter --field-separator=: --file=return_do.txt return_do.asl
John Q Doe 11 Main St. 
Jane Public 387 Oak Dr. 
Henry Hudson 92 Elm Rd. 
$ 


Passing arguments to functions
Rules can act as functions, which can be called from both a pattern block and an action 
block. You can pass values to rules in ASL and receive values back by using the return 
statement, as described in “Returning values” on page 87. The syntax is as follows:


RULE(<variablename>)


The argument of a rule is a local variable.


The following script reads and counts the words in a file. The READWORD rule is passed an 
argument that is used as a counter. The count variable behaves as a local variable. 


ASL Script (rule_arg.asl):
START {


READWORD(1)
}


READWORD(count) {
local y = "end";
y:word
READWORD(count+1)|eol


}
do {


print(y." ".count);
}


Input (rule_arg.txt)
dog cat goat
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Output:
$ sm_adapter --file=rule_arg.txt rule_arg.asl
end 4
goat 3
cat 2
dog 1
$ 


Calling rules as functions from do blocks
Another rule may be called within any do block. Functions have the following generalized 
syntax.


FunctionName (arguments)
do
{


... ASL statement(s) ...


}


Any valid ASL expression may be used in the body of a function. This includes calls to 
other functions and recursive function calls.


Function may have any number of arguments, including no arguments, which are any data 
type that is supported by ASL.


Functions optionally return a value, which are also of any ASL data type. The return value 
may be a constant, or a variable declared within the scope of the function do block, as 
described in “Returning values” on page 87.


A function must be defined in the same ASL script where it is called, and may be defined 
before or after the location where it is referenced. The general syntax used to invoke a 
function references the function by name, passes the number and type of arguments 
expected by the function, and handles the return value, as shown.


Not all functions are required to return a value as shown in the example.


do {
... ASL statement(s) ...


arg1 = x;
arg2 = y;
ReturnValue = FunctionName (arg1, arg2);


... handle ReturnValue ...
}


A function may be defined only outside of a do block. That is, a function may not be 
defined within another function with the intent of referencing the inner function from 
another do block.

Calling rules as functions from do blocks 89







Actions

The following is an example of a recursive function definition and call.


START
{ .. eol }
do {


foreach i (list(0,1,2,3,4,5)) {
print (i.”! = “.factorial(i));


}
}


factorial(x)
do {


if (x > 1)
return (x * factorial(x-1));


else
return (x);


}


This example produces the following results.


0! = 0
1! = 1
2! = 2
3! = 6
4! = 24
5! = 120


Exception handling
Exception handling can be added to any action components. Exception handling 
determines how errors from statements or functions are treated. The syntax is as follows:


<action> ? [LOG][,][FAIL|STOP|NEXT|IGNORE]


The question mark handles errors generated by the function. The keywords, that control 
how an exception is handled are described in Table 10 on page 90.


You can specify the LOG keyword with any of the other keywords.


Table 10  Exception handling keywords


Keyword Description


LOG The exception is reported to the English log file and the non-English log file, if 
specified. When a remote exception chain is logged by ASL, the locale defined 
in the SM_LOCALE environment variable will be used. The EMC Smarts System 
Administration Guide provides further information concerning the log files.


FAIL The current rule exits with a failure status. If the failed expression is associated 
with the START rule, the DEFAULT rule is executed.


STOP This is equivalent to calling the stop() function.


NEXT The processing of actions in the current expression block stops. The rule, 
however, is not treated as failed rule.


IGNORE The current action is ignored and processing continues as if nothing happened.
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To define the severity of the exception, arguments can be passed to LOG. Logging levels 
are set by using the syntax:


LOG("<logging_level>")


Valid logging keywords are (in increasing level of severity):


◆ Debug


◆ Notice or Informational


◆ Warning (Default log value)


◆ Error


◆ Fatal or Critical 


When the exception is not specified, the default behavior for exceptions is LOG, NEXT. In 
other words, when an exception occurs, the error is logged and no other actions are 
performed in the current action block. 


Do not confuse the question mark (?) used for exception handling with the question mark 
(?) used with patterns. “Maybe operator” on page 46 provides additional information. 


The following script demonstrates two different keywords to use for exception handling. 
The first exception occurs for:


print(x) ? IGNORE;


There is no value assigned to the variable x, so the function causes an exception. Since 
the keyword is IGNORE, the current line is skipped and the next line is executed.


The second exception occurs for:


print(y) ? FAIL;


There is no value assigned to the variable y, so the function causes an exception. Since 
the keyword is FAIL, the current action block is not completed (and the following print 
statement is not executed) and the START rule fails. Whenever the START rule fails, the 
DEFAULT rule is executed.


ASL Script (exception_do.asl)
START
do {


print("Hello");
print(x) ? IGNORE;
print("OK");
print(y) ? FAIL;
print(“Here I am”);


}
DEFAULT 
do {


print("Default rule");
stop();


}
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Input:
none


Output:
$ sm_adapter exception_do.asl
Hello
OK
Default rule
$ 
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ASL and the MODEL language
In order to create adapters that interact with a Domain Manager, it is necessary to 
understand how the Domain Manager is configured. The adapter creates, deletes, and 
interacts with instances of objects that are defined by using the MODEL language. 


The MODEL language is an object-oriented language used to construct a correlation model 
to describe a managed domain. The language is used to define a set of classes and the 
attributes, relationships, and events that are associated with the classes. 


Classes describe the objects that are modeled for use in a Domain Manager. Instances are 
specific occurrences of a class. For example, a class might describe a human and an 
instance of the class is someone named Bill.


Attributes describe a class and, for an instance of the class, include information about its 
present state. Examples of attributes include an element’s name and a counter that 
counts the number of packets traversing an interface.


Relationships define how instances are related to other instances. Relationships can be 
one-to-one, one-to-many, many-to-one, or many-to-many. When only a single instance can 
be related to another instance (or instances), it is a relationship. When multiple instances 
can be related to another instance (or instances), it is a relationshipset.


Events describe the failures that can occur for a class, the symptoms that these failures 
can cause, and the effect of failures. 


Symptoms can be described a follows:


◆ Local, meaning they are observed in the instance of the class.


◆ Propagated, meaning they are observed in instances related to the failing instances.


Once classes are specified, the model is loaded and run on a Domain Manager. Instances 
are created for each entity that is modeled. Each instance is associated with a class and 
has values for its attributes, relationships, and events. 


The models stored in a Domain Manager are static. Instances are dynamic and are stored 
in the repository, as shown in Figure 8 on page 95.
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Figure 8  Domain Manager with a model and repository


Instances in a Domain Manager consist of a table entry and data. The table entry includes 
the name of each instance and its class. Each instance name must be unique. The table of 
names always contains an entry for the NULL object.


The data associated with each instance includes properties such as attributes, operations, 
and the relationships between instances. The data also includes event information such 
as problems, symptoms, and events.


EMC Smarts MODEL Reference Guide provides additional information about MODEL.


Correlation model used for example scripts


All of the ASL script examples used in this chapter interact with a small correlation model. 
The model defines two types of objects: cards and ports, as shown in Figure 9 on page 96.
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Figure 9  Relationship between cards and ports


Cards and ports are separate classes. Each class has its own set of attributes and events. 
An instance of one class can be related to an instance of another class.


Cards have the following:


◆ A single attribute, CardDesc. This attribute is a string and has no default value.


◆ Two types of events. 


• The first type is a problem called Down. When all of a card’s ports are 
OperationallyDown, the card is Down. 


• The second type is an aggregate called Impaired. If any of the ports associated 
with a card is Down or if the card is Down, the card is Impaired.


Ports have the following:


◆ A single attribute, OperStatus. This attribute has a special data type that limits the 
values of the attribute to TESTING, UP, and DOWN. DOWN is the default value.


◆ Two types of events.


• The first type is a problem called Down. A port is Down when it is 
OperationallyDown. 


• A second type is a symptomatic event called OperationallyDown. When the port’s 
OperStatus attribute is set to DOWN, it causes the OperationallyDown event. 


In Figure 10 on page 97, the port’s attribute OperStatus is equal to DOWN.
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Figure 10  Events that affect ports and their related card


The attribute’s value causes the event OperationallyDown, which, in turn, causes the 
problem Down. Since the port participates in a PartOf relationship with the card, the card 
is also affected. The port has the problem Down and, as a result, the card has the 
compound event (aggregate), Impaired. The card is probably not down, because only one 
port (not all ports) is experiencing a problem.


Appendix C, “Card-Port MODEL Code,” describes the MODEL language code for this 
example. Figure 11 on page 98 is a diagram of this card and port model.
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Figure 11  Diagram of the card and port model
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Objects and instances
This section discusses how to create, delete and manipulate objects and instances.


Creating objects


The create() function creates an instance of a class or an instance with an object handle. 
The syntax is one of the following:


◆ create(<classname>, <objectname>);


◆ create(<objhandle>);


If the object being created already exists, the create() function returns a reference to that 
object or an error if the object exists and belongs to different class. 


If you specify an object handle (objhandle) and the object does not exist, the create() 
function creates the object and the object handle.


You can assign the result of the function to a variable (for example, objRef). This defines 
an object handle for the object.


objRef = create(<classname>, <objectname>);


The following script example loads instances of ports and cards. The name of the Domain 
Manager that contains the model is JS1.


ASL Script (create_obj.asl):
START {


CARD rep(PORT)
}


CARD {
"CARD:" cardname:word eol


}
do {


create("Card",cardname);
}


PORT {
portname:word eol


}
do {


create("Port",portname);
}


DEFAULT {
err:{..eol}


}
do {


print(err." Failed");
}


EOF
do {print("Complete");
}


Input (create_obj.txt):
CARD: CARD0


PORT00
PORT01
PORT02
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PORT03
CARD: CARD1


PORT10
PORT11
PORT12


CARD: CARD2
PORT20
PORT21
PORT22
PORT23
PORT24
PORT25


Output:
$ sm_adapter --server=JS1 --file=create_obj.txt create_obj.asl
Complete
$ 


Listing instances


The getInstances() function returns a list of object names for the given class, but does not 
return object handles. The syntax is as follows:


<listname> = getInstances(<classname>);


The following script example retrieves the names of all instances of the class “Card” and 
stores them in a list. The names stored in the list cannot be used by ASL to reference 
objects.


ASL Script (get_obj.asl):
START {


..eol
}


do {
x = getInstances("Card");
print(x);


}


Input:
none


Output:
$ sm_adapter --server=JS1 get_obj.asl
{ CARD0, CARD1, CARD2 }


$


Creating handles for existing objects


The object() function returns an object handle for existing objects. An object handle is a 
distinguished data type in ASL that represents a model class name and an object name. 
The syntax is one of the following:


◆ <objectRef> = object([<classname>,] <objectname>);


The name of the instance must be unique, therefore, the class name is optional.


◆ <objectRef> = object(<objhandle>);
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There are three ways to obtain a handle for an existing object:


◆ If you specify a class name and an object name, then the object() function returns the 
object handle for the specified object. ASL stores that information as <class>::<name>.


◆ If you specify an object handle (objhandle), then the object() function returns the 
object handle unchanged.


◆ If you specify an object name only, then the object() function returns the handle object 
and assumes the object name and the class name, MR_Object.


You can also create an object handle for future use for an object that does not exist.


For example: 


objref = object();


The following script retrieves the names of all instances of the class “Card” and stores 
them in a list. A foreach loop cycles through the list and adds each object, including its 
class, to a different list. The script prints both lists.


The lists demonstrate the difference between the getInstances() function and the object() 
function. The getInstances() function returns only the name of the object. The object() 
function returns the object handle for the object and ASL stores that information as 
<class>::<name>. The section “Listing instances” on page 100 describes the getInstances() 
function.


ASL Script (handle_obj.asl):
y = list();


START {
..eol


}
do {


x = getInstances("Card");
print(x);


foreach mem (x)
{y += object("Card",mem);
}


print(y);
}


Input:
none


Output:
$ sm_adapter --server=JS1 handle_obj.asl
{ CARD0, CARD1, CARD2 }
{ Card::CARD0, Card::CARD1, Card::CARD2 }


Attributes, relationships, and operations of objects


The attributes, relationships, and operations of an object are its properties. ASL assigns 
values to properties by using the following syntax:


<objectRef>-><property> = <value>;


The <objectRef> is the object handle for the object. You assign the object handle by using 
the create() or object() functions or through a relationship.
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The following script loads the names of all instances of the classes “Card” and “Port” into 
a Domain Manager. The datafile contains a card name followed by the ports associated 
with the card. As this script loads cards and ports, it creates a relationship between a card 
and its ports.


Relationships between objects in MODEL are paired. It is not necessary to define both 
relationships. Define one relationship. Its converse is defined by default.


ASL Script (properties_obj.asl):
START {


CARD rep(PORT)
}


CARD {
"CARD:" cardname:word eol


}
do {


cardObj = create("Card",cardname);
}


PORT {
portname:word eol
}


do {
portObj = create("Port",portname);
cardObj->ComposedOf += portObj;
print(portObj." ".cardObj);


}


Input (create_obj.asl):
CARD: CARD0


PORT00
PORT01
PORT02
PORT03


CARD: CARD1
PORT10
PORT11
PORT12


CARD: CARD2
PORT20
PORT21
PORT22
PORT23
PORT24
PORT25


Output:
$ sm_adapter --server=JS1 --file=create_obj.txt properties_obj.asl
Port::PORT00 Card::CARD0
Port::PORT01 Card::CARD0
Port::PORT02 Card::CARD0
Port::PORT03 Card::CARD0
Port::PORT10 Card::CARD1
Port::PORT11 Card::CARD1
Port::PORT12 Card::CARD1
Port::PORT20 Card::CARD2
Port::PORT21 Card::CARD2
Port::PORT22 Card::CARD2
Port::PORT23 Card::CARD2
Port::PORT24 Card::CARD2
Port::PORT25 Card::CARD2
$ 


The value stored in <objectRef>-><property >can also be assigned to an ASL variable. 
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<variable> = <objectRef>-><property>;


You can refer to properties indirectly. This is a two-step process. First, assign the property 
to a variable. Second, the variable can be used in place of the property in conjunction with 
an indirection operator (->*). 


propertyname = “property”;
objRef->*propertyname = "UP";


The syntax objRef->*variable allows you to access an attribute by variable. The following 
code sample assigns the attribute name to a variable, then makes a reference to that 
attribute through the indirection operator. The output is the creation class name of the 
given object.


variable = “CreationClassName”;
c = objRef->*variable;
print(c);


When you run this ASL script on a router object, the output is “Router”.


Deleting objects


The delete() method deletes an instance of a class. This function does not delete objects 
that are related to the deleted object. ASL creates an error if the object handle used with 
the delete() method points to an object that does not exist. The syntax of the delete() 
method is:


<objectRef>->delete();


The undef() function does not affect objects. Its use removes an assigned value from a 
variable. The section “undef() function” on page 80 provides additional information.


You can use += or -= operators to add or delete an object from a list of object handles in 
ASL or from a relationshipset in MODEL. “Modifying relationshipsets” on page 105 
provides additional information.


The following script deletes a card and its related ports. The script contains a default 
variable that specifies the card to delete. When the ComposedOf relationship is used, the 
ASL script creates a list of port objects to delete. The card is deleted first, followed by its 
ports. Exception handling causes the script to stop if the card object does not exist.


ASL Script (delete_obj.asl):
default delthis = "CARDX";


START {
..eol


}


do {
delthisObj = object(delthis);
relObj = delthisObj->ComposedOf?LOG,STOP;
x = delthisObj->delete();
foreach mem (relObj)


{
mem->delete();
}


print("Deleted ".delthis." and related ports");
}
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Input:
none


Output:
$ sm_adapter --server=JS1 -Ddelthis="CARD2" delete_obj.asl
Deleted CARD2 and related ports
$ 


Testing for null objects


The isNull() method tests whether an object handle points to a valid object. If this function 
returns TRUE, the object does not exist. The syntax is as follows:


<objectRef>->isNull();


For example, this script deletes the object PORT25 from the Domain Manager if it exists. 
The if statement uses the isNull() function to test if the object exists. An exclamation point 
is a logical NOT, so that if the object does exist, the condition is true for the if statement. 
The output demonstrates the case where the object exists and is deleted.


ASL Script (isnull_obj.asl):
START {


..eol
}


do {
delthisObj = object("Port","PORT25");
if (!delthisObj->isNull())


{
 delthisObj->delete();


   print("Deleted   ".delthisObj);
}


else { print(delthisObj." does not exist");}
}


Input:
none


Output:
$ sm_adapter --server=JS1 isnull_obj.asl
Deleted   Port::PORT25
$ 


Testing relationships


The is() function tests whether an object is a member of a relationship. The syntax is as 
follows:


is(<objectRef>-><Relationship>,<objectRef2>)


The <relationship> used in the is() function must be a valid relationship for the object or an 
error occurs. If <objectRef2> is related to <objectRef> by <Relationship>, the function returns 
TRUE. Otherwise, the function returns FALSE. 


This script tests objects of the class Port to see if they are related to CARD2. The script gets 
the list of ports by using the class Port. When the ports are printed, the class that is 
printed is MR_Object, which is the parent class of the Port and Card classes. The 
MR_Object class appears because a class is not specified for the object() function.


ASL Script (relation_obj.asl):
START {
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..eol
}
do {


cardObj = object("CARD2");
x = getInstances("Port");
foreach mem (x)


{
portObj = object(mem);
if (is(cardObj->ComposedOf,portObj))


{print(portObj." is related to ".cardObj);
}


}
}


Input:
none


Output:
$ sm_adapter --server=JS1 relation_obj.asl
MR_Object::PORT20 is related to MR_Object::CARD2
MR_Object::PORT21 is related to MR_Object::CARD2
MR_Object::PORT22 is related to MR_Object::CARD2
MR_Object::PORT23 is related to MR_Object::CARD2
MR_Object::PORT24 is related to MR_Object::CARD2
MR_Object::PORT25 is related to MR_Object::CARD2
$ 


In MODEL, all classes have a built-in property named CreationClassName. This property 
contains the class name.


Modifying relationshipsets


When a model relates many objects to one or more objects, it is a relationshipset. A 
relationshipset in MODEL is a list of object handles in ASL. You can manipulate this list by 
using the list operators described in Table 11 on page 105. 


Accessing a particular relationship in a relationshipset is a two-step process. First, load 
relationshipset into a list in ASL. Then, access a specific element in the list. For example:


x = objRef->rela_prop;
print(x[0]);


Table 11  List operators


Syntax Description


objRef->rela_prop += value; Adds a value to a relationshipset.


objRef->rela_prop -= value; Removes a value from a relationshipset.


x->rela_prop = object(""); Clears a single relationship.


x->rela_prop = list(y,z); Adds a list of object handles to a 
relationshipset.


x->rela_prop=list(); Clears a relationshipset.
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Retrieving description texts


There are several operations of the class SM_System that can be used to retrieve 
description texts or objects. The texts that are retrieved will be in the locale that was set 
either by the initial connection, or by the locale set by the most recent call to the 
setLocale(). 


If these operations are run outside of the context of a remote session, then the effective 
locale is CI_Locale::DEFAULT.


The getClassDescription() operation retrieves the descriptive text associated with the 
MODEL class name.


/// get model class description
string getClassDescription(in string className);


The getOpDescription() operation retrieves the descriptive text associated with a MODEL 
operation.


/// get model operation description
string getOpDescription(in string className, in string opName);


The getPropDescription() operation retrieves the descriptive text associated with a class 
property, such as an attribute.


/// get model property description
string getPropDescription(in string className, in string propName);


The getEventDescription operation retrieves the descriptive text associated with a MODEL 
event.


/// get model event description
string getEventDescription(in string className, in string eventName);


In this example, the description of the Attr1 attribute in the MyClass class is printed, in 
Japanese.


sysObj = object("SM_System","SM-System");
setLocale("ja_JP");
foo = sysObj->getPropDescription("MyClass","Attr1");
print(foo);


Tables, structures and enumerations
This section describes how to access, and how to clear the members of a MODEL table. It 
also describes how to access and update structures and enumerations.


Accessing tables in MODEL from ASL


Tables in MODEL are represented as lists in ASL. In MODEL, a table of structures is a list of 
lists in ASL. 


To return the structure in the MODEL table given the key (“F”), use the following syntax:


print(x->f[“F”]);
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Clearing the members of a table


To clear the members of a MODEL table, use the following syntax:


x->rela_prop=list();


Updating and accessing structure attributes in MODEL


Structures in MODEL are represented as lists in ASL. The number of items in the list in the 
ASL is equal to the number of fields in the corresponding structure of the MODEL. The first 
item in the list will correspond to the first field defined within the structure, and so on for 
each subsequent item.


For example, if the following structure is defined in Example.mdl, the following ASL code, 
Example.asl, shows how to reference the structure.


Example.mdl
interface Example_Struct:MR_ManagedObject
{


struct model_struct
{


int valueType;
string Value;


};


attribute model_struct asl_list;
};


Example.asl
START
{


do
{


// create an instance, ‘example’, of Example_struct
example = create (“Example_Struct”, “Example-Struct”);


// put values into a ‘model_struct’ structure:
// structure element ‘valueType’ is list element [0]
// structure element ‘value’ is list element [1]
struct_value = list();
struct_value[0] = 1;
struct_value[1] = “Structure Example”;


// set the value in the Example_struct instance
example->asl_list = struct_value;


// get values from a ‘model_struct’ structure
accessed_struct = list();
accessed_struct = example->asl_list;


// display the retrieved structure elements
print (accessed_struct);
stop();


}
}


The output of the example is the following:


$sm_adapter -M Example Example.asl
{1, Structure Example }
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Accessing enumerated data types in MODEL


Enumerated data types are represented as strings in ASL.


The following example shows the syntax to update an enumerated attribute with an enum 
value of TESTING:


x->enum_variable = “TESTING”;
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Type conversions between ASL and MODEL
MODEL cannot convert data from one type to another. The types of data available in 
MODEL are not the same as the types of data available in ASL. Table 12 on page 109 
shows how types of data in MODEL and ASL correspond. 


There is no MODEL type that corresponds to an ASL table.


Table 12  Correspondence between types of data in MODEL and ASL


MODEL ASL


Numeric (any type) Numeric (double)


binary binary


Table List


Relationship Object handle


Relationshipset List of object handles


boolean boolean


string string


External (User-defined) Type string


struct (a structure) List


enum string
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Domain Manager control
The following functions allow you to trigger Domain Manager actions from ASL. These 
actions either rebuild the correlation model or cause the Domain Manager to correlate 
events.


consistencyUpdate() function


The consistencyUpdate() function causes the Domain Manager to recompute the 
correlation rules. This function always returns, as soon as the request has been registered, 
with a TRUE value. The actual recomputation can take some time, and continues on the 
Domain Manager independently of the adapter. The syntax is:


consistencyUpdate()


correlate() function


The correlate() function causes the Domain Manager to correlate events. This function 
always returns, as soon as the request has been registered, with a TRUE value. The actual 
correlation computation continues on the Domain Manager independently of the adapter. 
The syntax is:


correlate()

110 EMC Smarts Foundation ASL Reference Guide







Interfacing with a Domain Manager

Events
This section describes how to retrieve event information.


getCauses() function


The getCauses() function returns a list of problems that cause an event. The function 
receives three arguments: class, instance, and event. The function returns the problems 
that cause the event based on the relationships among instances defined in the Domain 
Manager. The syntax is as follows:


getCauses(<classname>,<instancename>,<eventname>,[<oneHop>])


The <oneHop> parameter is optional. If it is omitted or passed as FALSE, the full list of 
problems that explain <eventname>, whether directly or indirectly, is returned. If it is 
passed as TRUE, only those problems that directly list <eventname> among the events they 
explain are returned.


The function returns a list of lists with the format:


{ <classname>,<instancename>,<problemname> },
{ <classname>,<instancename>,<problemname> },


...


getClosure() function


The getClosure() function returns a list of symptoms associated with a problem or 
aggregation. The function receives three arguments: class, instance, and event. The 
function returns the symptoms associated with the problem or aggregate based on the 
relationships among instances defined in the Domain Manager. The syntax is as follows:


getClosure(<classname>,<instancename>,<eventname>,[<oneHop>])


The <oneHop> parameter is optional. If it is omitted or passed as FALSE, the full list of 
problems that explain <eventname>, whether directly or indirectly, is returned. If it is 
passed as TRUE, only those problems that directly list <eventname> among the events they 
explain are returned.


The function returns a list of lists with the format:


{ <classname>,<instancename>,<symptomname> },
{ <classname>,<instancename>,<symptomname> }


getEventClassName() function


The getEventClassName() function returns a string with the name of the ancestor class 
associated with a class and an event. The ancestor class is where the event was originally 
defined. That is, the class in which the event definition statement, not any refinement, 
appeared. The syntax is as follows:


getEventClassName(<classname>,<eventname>)
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getEventDescription() function


The getEventDescription() function returns a string, defined in MODEL, that describes an 
event. The syntax is as follows:


getEventDescription(<classname>,<eventname>);


getEventType() function


The getEventType() function returns a string that classifies an event as a PROBLEM, EVENT, 
AGGREGATION, or SYMPTOM. The syntax is as follows:


getEventType(<classname>,<eventname>);


getExplainedBy() function


The getExplainedBy() function is the inverse of the getExplains() function. It returns those 
problems that the MODEL developer has listed as explaining this problem. The syntax is 
as follows:


getExplainedBy(<classname>,<instancename>,<eventname>[,<oneHop>])


The <oneHop> parameter is optional. If it is omitted or passed as FALSE, the full list of 
problems that explains <eventname>, whether directly or indirectly, is returned. If it is 
passed as TRUE, only those problems that directly list <eventname> among the events that 
they explain are returned.


The function returns a list of lists with the format:


{ <classname>,<instancename>,<symptomname> },
{ <classname>,<instancename>,<symptomname> }


getExplains() function


MODEL developers can add information to a problem in order to emphasize events that 
occur because of a problem. The getExplains() function returns a list of these events. The 
syntax is as follows:


getExplains(<classname>,<instancename>,<eventname>,[<oneHop>])


The <oneHop> parameter is optional. If it is omitted or passed as FALSE, the full list of 
problems that explains <eventname>, whether directly or indirectly, is returned. If it is 
passed as TRUE, only those problems that directly list <eventname> among the events that 
they explain are returned.


getChildren() function


The getChildren() function provides the list of classes derived from a particular class.


getChildren(<classname>[,recursive])


The recursive parameter is optional. If omitted or false, only the immediate child classes 
are retrieved. If true, all children, including those of derived classes are retrieved.
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Transactions, commit, and abort
When you modify objects in ASL scripts, the objects change as each modification occurs. 
Using transactions, you can commit many changes to the objects in a Domain Manager as 
a single change or choose to abort all of them. Use the following syntax to create a 
transaction:


<variable> = transaction();


You cannot assign a transaction to a global variable or to a statically scoped variable. After 
you assign the transaction to a variable, every change made to an object does not affect 
the object until you commit the transaction. If the you abort the transaction, any changes 
made will not affect the object. Use the following syntax to commit a transaction:


<variable>->commit()


Use the following syntax to abort a transaction:


<variable>->abort()


The changes made with a transaction are not visible outside of the ASL script until you 
commit the changes. Within a transaction, the same ASL script can see the proposed 
changes. Transactions also can control how other applications see objects before changes 
are committed or aborted by adding a single keyword. The syntax of a transaction with a 
keyword is:


<variable> = transaction([WRITE_LOCK|READ_LOCK|NO_LOCK]);


A keyword can be any one of those listed in Table 13 on page 113. 


You can nest transactions. When you nest a transaction, you must commit or abort the 
nested transaction before you commit or abort the previous transaction. 


ASL aborts any open transactions when the START rule completes.


A maximum of 16 transactions may be open concurrently.


The following script deletes a card and its related ports. The script contains a default 
variable that specifies the card to delete. Using the ComposedOf relationship, the ASL 
script creates a list of port objects to delete. The script deletes the card and its related 
ports at the same time through a transaction.


Table 13  Transaction keywords


Keyword Description


WRITE_LOCK While the transaction is open, no other process can modify or access 
information in the repository.


READ_LOCK Currently behaves as WRITE_LOCK.


NO_LOCK This is the default behavior. No locks exist until the ASL commits the 
transaction.
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ASL Script (deltrans_obj.asl):
default delthis = "CARDX";


START


do {
delthisObj = object(delthis);
relObj = delthisObj->ComposedOf?LOG,STOP;
deltrans=transaction();


x = delthisObj->delete();
foreach mem (relObj)


{
mem->delete();
}


deltrans->commit();
print("Deleted ".delthis." and related ports");
stop();


}


Input:
none


Output:
$ sm_adapter --server=JS1 -Ddelthis="CARD2" deltrans_obj.asl
Deleted CARD2 and related ports
$ 
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Error handling
This section describes functions that allow you to determine whether an error occurred, to 
get a description of the error and to reset the error state.


feError() function


Invoke the feError() function to determine if the front end has reported a failure to read 
data.


The function returns a Boolean value, where TRUE indicates an error occurred and FALSE 
indicates no error occurred. If an error occurred, invoke feErrorMsg() for a description of 
the error.


feErrorMsg() function


Invoke the feErrorMsg() function to get a description of the error indicated by the feError() 
function. feError() returns TRUE.


This function returns a string that describes the error. If no error condition exists, an empty 
string is returned.


feErrorReset() function


The feErrorReset() function is used with the feError() and feErrorMsg() functions to reset 
the error state. There is no return value for this function.

Error handling 115







Interfacing with a Domain Manager

Repositories


self->


Directs functions that interact with the repository to use the adapter’s repository and not 
the Domain Manager’s. Used in conjunction with adding objects to the adapter’s 
repository.


Naming and identity
This section describes functions used to retrieve names and identity of the rule which is 
running, what Domain Manager the script is running on, and the thread ID of the adapter.


getRuleFileName() function


The getRuleFileName() function returns the filename of the currently executing rule file as 
an argument.


Usage:


getRuleFileName ([<fullname>]);


where <fullname> is a string containing the complete path-qualified filename.


getServerName() function


The getServerName() function returns a string, which is the name of the Domain Manager 
associated with adapter that is invoking the ASL script.


thread() function


The thread() function returns the operating system thread ID that is associated with the 
adapter that is invoking the ASL script.
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Tracing ASL scripts
The ASL_Trace Model object is used to start and stop a trace from dmctl, the Java API, 
bootstrap.conf, and ASL. The ASL_Trace model object contains three methods. 


◆ start() method starts the tracing 


◆ stop() method stops the tracing


◆ isActive() method checks to see if a trace is in progress


interface ASL_Trace
start()
stop()
isActive() 


The trace contains timestamps for:


◆ Entry into ASL scripts


◆ Exit to ASL scripts


◆ Exit from ASL scripts 


For example, to use the tracing capability from dmctl:


1. Create an instance of the Model object. An instance named ASL-Trace is customary.


dmctl –s serverName create ASL_Trace::ASL-Trace


2. Invoke start/stop/isActive as needed.


dmctl –s serverName invoke ASL_Trace::ASL-Trace start
dmctl –s serverName invoke ASL_Trace::ASL-Trace stop


The output will appear similar to the following:


1 2009/02/26 13:26:15.175714600 1 000:00:00.000000000 NoteASLThread ThreadName=adapter 
1 2009/02/26 13:26:15.175714600 2 000:00:00.000000000 NoteLayout Record prefix fields: 
1 2009/02/26 13:26:15.175714600 3 000:00:00.000000000 NoteLayout Thread id, Date, Time, Seq, 
1 2009/02/26 13:26:15.175714600 4 000:00:00.000000000 NoteLayout Delta since prior record in 
thread, 
1 2009/02/26 13:26:15.175714600 5 000:00:00.000000000 NoteLayout RecordType. 
1 2009/02/26 13:26:15.175714600 6 000:00:00.000000000 NoteLayout Trace records continue with: 
1 2009/02/26 13:26:15.175714600 7 000:00:00.000000000 NoteLayout 
Entry|Exit|StopExit|ThrowExit|ThrowExit1|ThrowExit2, 
1 2009/02/26 13:26:15.175714600 8 000:00:00.000000000 NoteLayout 
Constructor|Destructor|Initialize|Multiplex, 
1 2009/02/26 13:26:15.175714600 9 000:00:00.000000000 NoteLayout this for ASL_Parser, Nest 
depth, Rule file name. 
1 2009/02/26 13:26:15.175714600 10 000:00:00.000000000 StartTrace 
1 2009/02/26 13:26:15.186840900 11 000:00:00.011126300 NoteDriver CreationClassName=GA_Driver 
Name=ASL-Trace1-Driver 
1 2009/02/26 13:26:15.187012400 12 000:00:00.000171500 Trace Entry Constructor 00000001002CA120 
0 tasl_trace1.asl 
1 2009/02/26 13:26:15.187184600 13 000:00:00.000172200 Trace Exit Constructor 00000001002CA120 
0 tasl_trace1.asl 
1 2009/02/26 13:26:15.187535500 14 000:00:00.000350900 Trace Entry Initialize 00000001002CA120 
0 tasl_trace1.asl 
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1 2009/02/26 13:26:15.187703000 15 000:00:00.000167500 Trace Exit Initialize 00000001002CA120 
0 tasl_trace1.asl 
1 2009/02/26 13:26:15.188291200 16 000:00:00.000588200 Trace Entry Destructor 00000001002CA120 
0 tasl_trace1.asl 
1 2009/02/26 13:26:15.188457500 17 000:00:00.000166300 Trace Exit Destructor 00000001002CA120 
0 tasl_trace1.asl 
1 2009/02/26 13:26:45.193438300 18 000:00:30.004980800 StopTrace


The log file is written to BASEDIR/smarts/local/logs as <serverName>.ASL_Trace.log. 


◆ If the BASEDIR/smarts/local/logs directory cannot be found, the log is written to the 
current working directory. 


◆ If the <serverName> is not available, the file name becomes ASL_Trace.log_<pid>.


The trace is written chronologically. Thus, traffic for several threads may be intermingled. A 
sort of the first 4 fields will produce traces for individual threads.


The record layout is noted when the trace is started. The prolog of each record is fixed. 
After that, each record contains a record type to provide summary program processing.


The ‘this’ pointer is logged, and can be used when tying the ASL trace to pstack samples.


Startup is automatic if the SM_ASL_TRACE environment variable is set to anything that 
does not lower case to 0, false, no, or off. 
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The sm_adapter command
The sm_adapter command starts ASL scripts. To run the command, you must specify the 
ASL rules file to run as well as choosing how the front end and back end of the adapter 
operate. The command syntax is:


sm_adapter [options...] [<rule set>]


The <rule set> is the ASL script that the adapter follows when it receives information.


The options control which Domain Manager and Broker the adapter connects to, and it 
also configures how the adapter runs. An adapter can run by using a variety of front end 
and back end components. The options are described in Table 14 on page 120.


The file, sm_adapter (sm_adapter.exe for Windows), is found in BASEDIR/smarts/bin.


Basic options


Table 14 on page 120 shows the options which enable you to name the adapter and 
control which Broker, MODEL library, and port the adapter uses.  


Table 14  sm_adapter basic options


Option Description


--broker=<location> Alternate Broker location as host:port. Also -b <location>.


--model=<model> Name of MODEL library to load. Also -M <model>.


--name=<name> Start a server registered under <name>. Also -n <name>.


--port=<xxxx> Alternate registration port. Use with --name.


--timeout=<secs> Set the timeout for server interaction. The timeout applies to the 
back end connection except when using the subscriber front end, in 
which case it applies to the front end. The argument is in seconds, 
and can be a decimal value. If the --timeout option appears with no 
value, 600 seconds is used. By default, there is no timeout.


--wait Wait for initial driver to complete.
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Table 15 on page 121 describes additional sm_adapter options. 


Table 15  Other sm_adapter options


Option Description


--accept=<host-list> Accept connections only from hosts on host-list, a comma-separated 
list of hostnames and IP addresses. You can also specify any instead of 
host-list to allow any host to connect. Default: --accept=any.


--daemon Run process as a daemon.


--errlevel=<level> Specify the minimum level at which error events are written to the 
standard error output. Possible values include: none, emergency, alert, 
fatal, critical, error, warning, notice, informational, debug. The default 
is warning. (Note that fatal is equivalent to emergency, alert, or 
critical.)


--help Print help and exit.


--loglevel=<level> Specify the minimum level at which event messages are written to the 
system logging facility. Possible values include: none, emergency, 
alert, fatal, critical, error, warning, notice, informational, debug. The 
default is error. (Note that fatal is equivalent to emergency, alert, or 
critical.)


--logname=<name> Specify the name used to identify the Smarts program in the system 
log.On UNIX systems, the default is the program name. On Windows 
systems, the default is the registered service name.


--output[=<file>] Messages generated from internal logging calls are directed to a log 
file. Log files are written to the BASEDIR/smarts/local/logs directory. If 
<file> is not specified, the value of --logname is used.
If a log file with specified name already exists, it is moved to a backup 
file, BASEDIR/smarts/local/logs/<file>.bak. If the backup file already 
exists, it is deleted.


--tracelevel=<level> Specify the minimum level at which a process stack trace is written to 
the standard error output. Possible values include: none, emergency, 
alert, fatal, critical, error, warning, notice, informational, debug. The 
default is fatal. (Note that fatal is equivalent to emergency, alert, or 
critical.)


--version Print program version and exit.
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Front end
The front end of the adapter is responsible for reading data from an input source and 
formatting it for processing by an ASL rule set. The adapter can run with one of the 
following front ends:


◆ File—Reads data from an ASCII file. 


◆ File tail—Is designed to read the log files of long-running Domain Managers. Like the 
file front end, the file tail front end reads data from an ASCII file. But instead of 
opening the file, reading the contents and closing the file, this front end opens the 
file, skips to its end and waits for additional lines to be written to the file.


◆ Program—Reads data from the output of a command pipeline. 


◆ Subscribe—Is used in outflow adapters. This front end connects to a Domain Manager 
and issues a set of subscription requests. Subsequent notifications received from the 
Domain Manager are formatted and delivered to the ASL rule set. There are many 
configuration options available with this front end. The options include selecting the 
subscription set to performing sophisticated smoothing and filtering of events.


Each front end is described in a subsequent subsection. A list of options is provided in 
“sm_adapter front end options” on page 128. Examples of the sm_adapter command with 
front ends are provided in “Sample front end invocations” on page 127.


File front end


The file front end reads data from an ASCII file. The front end opens and reads the file, 
feeds its contents to the rule set, then closes the file and terminates. This front end 
performs two special formatting translations:


◆ End-of-line translation


◆ Field-separator translation


The --file option of the sm_adapter command invokes this front end.


End-of-line translation
One of the more troublesome aspects of using a cross-platform file adapter is dealing with 
the end-of-line problem. On Windows systems, \r\n represents an end-of-line. On UNIX, a 
single \n represents an end-of-line. The file front end translates either a single \n or the 
\r\n sequence to an ASL end-of-line marker (eol), which eliminates this problem. 


Consider a file with one line, “hello world.” In a Windows system, this file contains the 
characters: 


h  e  l  l  o    w  o  r  l  d  \r  \n


Whereas, on a UNIX system, this file contains the characters:


h  e  l  l  o    w  o  r  l  d  \n


Using the file front end on either system feeds the following input stream into the rule set:


h  e  l  l  o   w  o  r  l  d  eol
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Field-separator translation
Many input files are structured as a series of records, where each record is represented as 
one line in the file. Each record (line) may be further separated into fields. The fields are 
normally delimited by a special character, such as the TAB character or perhaps the colon 
(:) character. 


To simplify the parsing of such files, you can specify a field-separator character with the 
--field-separator option of the sm_adapter command. Each occurrence of this character in 
the input file is replaced with an ASL field-separator marker (fs). By default, ASL does not 
translate characters to field-separator markers.


Consider the following line taken from the UNIX /etc/passwd file:


root:*:0:0:Admin:/:/bin/sh


Reading this line and using the file front end with the field-separator character set to the 
colon (:), feeds the following input stream into the rule set:


r o o t fs * fs 0 fs 0 fs A d m i n fs / fs / b i n / s h eol


This line can then be parsed with an ASL pattern:


word fs word fs integer fs integer fs word fs word fs word eol


The character replaced with an fs can never be seen by the rule set of the ASL script. The 
following pattern does not match the input stream:


word “:” word “:” integer fs integer fs word fs word fs word eol


File tail front end


The file tail front end is designed to read the log files of long-running Domain Managers. 
All of the characteristics of the file front end are present in the file tail front end. Unlike the 
file front end, however, the file tail front end does not simply open the file, read its 
contents, and then terminate. Rather it opens the file, seeks to the end of the file, and 
waits for additional lines to be written to the end of the file. As new lines appear, the front 
end feeds them to the rule set. The --tail option of the sm_adapter command invokes this 
front end.


Rotating Domain Manager log files
One of the difficulties in parsing Domain Manager log files is dealing with log file rotation. 
By their nature, Domain Manager log files grow over time. Most system administrators set 
up periodic jobs to remove or rename the log files to avoid consuming too much disk 
space. The file tail front end periodically checks if the file has been rotated. If so, the file is 
closed and reopened. The file is then read from the beginning. All entries in the newly 
opened file are fed into the rule set.


Program front end


The program front end reads data from the output of a command pipeline. Like the file 
front end, the program front end performs end-of-line and field-separator translations. 
This front end, for example, can parse the results of a SQL query issued by using a 
command-line SQL program.
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The --program option of the sm_adapter command invokes the program front end. This 
command string is executed by using the native command interpreter for the system. On 
UNIX, this is normally /bin/sh. On Windows, this is cmd.exe. When the front end object is 
created, the command is executed and a pipeline is created between the command and 
the front end. This pipeline combines both the stdout and stderr streams from the 
command into a single stream. 


Once the command exits (or once it closes stderr and stdout) the front end terminates.


Subscriber front end


The subscriber front end subscribes to a Domain Manager and feeds the subsequent 
notifications from the Domain Manager to the rule set. Subscriptions can be used for 
events, topology changes, and attribute changes.


Notification formatting
The Domain Manager generates a number of different kinds of notifications. Each 
notification received from the Domain Manager is streamed as a single record with an eol 
marker that identifies the end of the notification. Individual fields within each notification, 
for example the class name or instance name in an event notification, are separated by fs 
markers. The first field of all notifications is an integer timestamp in the standard UNIX 
format which indicates when the Domain Manager originally created the notification. The 
remaining fields of the notification record differ depending on the type of record.


Event notification records
Event notifications are received from the Domain Manager when the status of an event 
changes. In order to receive these notifications, you must subscribe to events in the 
Domain Manager. 


The ASL format of the notification record is:


 timestamp:    integer      fs
               “NOTIFY”     fs
 class:        word         fs
 instance:     word         fs
 event:        word         fs
 certainty:    float        fs
                            eol


Normally, the Domain Manager sends the following:


◆ Single notification message when an event becomes active 
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◆ Single clear message when the event is no longer active. 


If an event corresponds to a root-cause problem, it is possible that the certainty of the 
diagnosis will change over time. If the diagnosis certainty changes, the Domain Manager 
generates another notification. Notifications of this type are streamed in a slightly 
different manner:


timestamp:    integer            fs
              “CERTAINTY_CHANGE” fs
class:        word               fs
instance:     word               fs
event:        word               fs
certainty:    float              fs
                                 eol


The subscriber front end normally discards certainty changes that are less than 1% (0.01). 
This behavior can be disabled.


When the Domain Manager clears an event, the ASL format of the notification record is:


timestamp:    integer      fs
              “CLEAR”      fs
class:        word         fs
instance:     word         fs
event:        word         fs
                           eol


Object create record


When a new object is created in the Domain Manager’s repository, the Domain Manager 
sends an object create message. The ASL format of an object create record is:


timestamp:    integer       fs
              “CREATE”      fs
class:        word          fs
instance:     word          fs
                            eol


Object delete record
When an object is deleted from the Domain Manager’s repository, the Domain Manager 
sends an object delete message. The ASL format of an object delete record is:


timestamp:    integer       fs
              “DELETE”      fs
class:        word          fs
instance:     word          fs
                            eol


Class load record
When a new class is created in the Domain Manager’s repository, the Domain Manager 
sends a class load message. Classes are created when new MODEL-generated libraries are 
loaded. The ASL format of a class load record is:


timestamp:    integer           fs
              “CLASS_LOAD”      fs
class:        word              fs
                                eol
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Class unload record
When a class is deleted from the Domain Manager’s repository, the Domain Manager 
sends a class unload message. Deleting of classes is not currently supported in the 
Domain Manager so this message is not used.


timestamp:    integer           fs
              “CLASS_UNLOAD”    fs
class:        word              fs
                                eol


Relation change record
When a relationship changes between objects, the Domain Manager sends a relation 
change message. The ASL format of a relation change record is:


timestamp:    integer           fs
              “RELATION_CHANGE” fs
class:        word              fs
instance:     word              fs
relation:     word              fs
                                eol


Property change record
When an object’s property changes, the Domain Manager sends a property change 
message. The ASL format of a property change record is:


              “ATTR_CHANGE”     fs
class:        word              fs
instance:     word              fs
attribute:    word              fs
value:        word              fs
                                eol


Subscriber front end with a restartable Domain Manager


If the Domain Manager that is being sent subscriptions by the subscriber front end is a 
restartable Domain Manager, two additional messages are sent to the rule set: 


◆ One when a connection is made to the Domain Manager. 


◆ The other when the connection to the Domain Manager is lost.


Domain Manager connect record
When the connection to the Domain Manager is established, the Domain Manager sends a 
Domain Manager connect record. These records are sent to the rule set even if the front 
end issues no subscriptions. In fact, it is sometimes useful to use a subscriber front end 
with no subscriptions just for the purpose of being notified when the Domain Manager 
terminates and restarts. The ASL format of the Domain Manager connect record is:


timestamp:    integer           fs
              “CONNECT”         fs
server:       word              fs
                                eol
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Domain Manager disconnect record
When the connection to the Domain Manager is lost, the Domain Manager sends a 
Domain Manager disconnect record. Like the Domain Manager connect record, these 
records are generated even if no subscriptions to the Domain Manager are issued. The ASL 
format of the Domain Manager disconnect message is:


timestamp:    integer           fs
              “DISCONNECT”      fs
server:       word              fs
                                eol


Sample front end invocations


This section provides sample front end invocations, as described in Table 16 on page 127.  


Table 16  Sample front end invocations


Type of front end Invocation


File front end $ sm_adapter --file=/etc/passwd --field-separator=: passwd.asl


File tail front end $ sm_adapter --tail=/var/adm/messages syslog.asl


Program front end $ sm_adapter --program=”/bin/ps -ef” ps.asl


Subscriber front end $ sm_adapter --subscribe=”.*::.*::.*” --server=myDomainManager notify.asl


The value of the subscribe parameter is parsed into class, instance, and 
event expressions. The “::” string separates the individual patterns. 
Subscriptions are sent to the Domain Manager specified with the --server 
option. In addition to the event patterns, the subscribe option also allows 
you to qualify the types of events included in the subscription set. A 
qualification has the form:


--subscribe=”.*::.*::.*/paev”


The trailing /paev qualifies the subscription to include problems (p), 
aggregates (a), symptoms (e) in the subscription set, and verbose mode (v) 
which turns on subscription control messages. You can specify any 
combination of the letters p, a, e, and v. If no qualifier is specified, the 
default is problems only (/p).
To use the subscription front end in conjunction with a restartable Domain 
Manager, use the --rserver option in place of the --server option.

Front end 127







Running Adapters

sm_adapter front end options


Table 17 on page 128 describes the available sm_adapter front end options. 


Table 17  sm_adapter front end options


Option Description


--file=<path> Read input from a file. Also -f <path>.


--tail=<path> Read input by tailing a file. Also -t <path>.


--program=<cmd> Read input from a command pipeline. Also -p <cmd>.


--field-separator=C Translate 'C' to the field-separator (FS) marker. Valid only in conjunction 
with --file, --tail or --program. Also -F <C>.


--subscribe=<sub> Use the subscriber front end. Subscriptions are sent to the server 
specified with the --server option. The <sub> parameter is the subscription 
request. 
• If <sub> is 'topology', then a subscription for topology changes is 


requested. 
• If <sub> is of the form '<name>/n', then a subscription to NL <name> is 


requested.


Note: Only one NL subscription may be specified. 


• If <sub> is of the form C::I::E[/paev], 'C', 'I', 'E' are regexp patterns 
representing the classes, instances, and events to which to subscribe. 
The letters following a slash (/) are subscription qualifiers: 'p' means 
subscribe to problems; 'a' means subscribe to aggregates (impacts); 
and 'e' means subscribe to events. If none of these are present, 'p' is 
assumed. 'v' means run in verbose mode, which turns on subscription 
control messages. 


Otherwise, <sub> is a profile name in which the profile specifies what 
subscriptions are to be requested. A profile name may be optionally 
followed by the /v qualifier. 
Multiple --subscribe options can be specified.


--smoothing=<num> Event smoothing interval. This parameter is used by the subscriber front 
end to smooth event notifications (and clears) received from the server. 
Only events (or clears) that stay active (or cleared) for <num> seconds are 
fed into the input stream. The <num> must be a non-negative integer. The 
default value is 0 which disables smoothing.


--ignoreOld Ignore old notifications. This parameter is used by the subscriber front 
end. Notifications for events that were active before this adapter 
connected are not fed to the input stream.
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Rule set
The rule set parameter is used to specify the ASL parse rules that are applied to the input 
data. The name of the file that contains the ASL parse rules is added at the end of the 
sm_adapter command. For example:


sm_adapter [<options>] myRules.asl


sm_adapter rule set options


The sm_adapter rule set options are listed in Table 18 on page 129.


Back end
The back end of an adapter represents a Domain Manager. Object manipulations (for 
example, setting an attribute) within an ASL rule set are translated into EMC Smarts 
Remote API requests. The Domain Manager to which the API transmits the request is 
determined by the back end. Two back ends are available:


◆ Remote Domain Manager —Specifies a remote Domain Manager. 


◆ Restart-enabled Domain Manager — Specifies a remote Domain Manager, but the 
adapter handles automatic reconnects if the connection to the Domain Manager is 
broken.


The --server option to the sm_adapter command creates a remote Domain Manager back 
end.


% sm_adapter --server=myServer rules.asl


The restart-enabled Domain Manager back end is a specialization of the remote Domain 
Manager that adds automatic reconnect capabilities. When using a normal remote 
Domain Manager back end, the adapter terminates if one of the following occurs:


◆ Domain Manager is unavailable when the adapter starts.


◆ Domain Manager disconnects while the adapter is running.


The restart-enabled Domain Manager should be used in cases where you want the adapter 
to remain active when the Domain Manager is unavailable. The back end of a 
restart-enabled Domain Manager periodically attempts to reconnect to the Domain 
Manager. Once it succeeds, the connection is restored and the adapter continues to 
function. 


The restart-enabled back end is most useful in conjunction with the subscriber front end. 
The section “Subscriber front end with a restartable Domain Manager” on page 126 
provides additional information about using the restart-enabled Domain Manager with the 
subscriber front end.


Table 18  sm_adapter rule set options


Option Description


--D<var>=<value> Override the default value for a rule set variable.


--verify Validate rules only.
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Behavior of the restart-enabled Domain Manager


The restart-enabled Domain Manager provides a way to create an adapter that is robust in 
the face of communication problems with the Domain Manager.


Normally, errors encountered during the transmission of an operation to the Domain 
Manager result in an exception to the rule set. This exception normally terminates the 
adapter. With a restart-enabled Domain Manager, however, the exception is treated as a 
non-fatal error and it does not automatically terminate the parser. Once the Domain 
Manager connection is re-established, operations no longer result in exceptions but begin 
working properly again.


Using the restart-enabled Domain Manager from the command line
You can use the --rserver option of the sm_adapter command to create a restart-enabled 
Domain Manager back end.


$ sm_adapter --rserver=<Domain Manager_name> rules.asl


Back end options


Table 19 on page 130 describes the available back end options.


Table 19  sm_adapter back end options


Option Description


--server=self Connect driver to local repository, the default.


--server=null Do not connect to any server. Useful for debugging offline in 
combination with --traceServer.


--server=<name> Connect driver to remote server. Also -s <name>.


--rserver=<name> Auto-reconnect driver to remote server. Also -S <name>.


--description=<desc> Description of this adapter, sent to remote server.


--mcast=<name> Connect driver to a local subscription server. 
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Tracing operations


Rule set


When the adapter starts, rules contained in the rule set file are read in and compiled into 
an internal form. The compilation enables the adapter to parse the input data efficiently. If 
the trace attribute of the rule set object is set to TRUE, the adapter dumps a trace of the 
compiled rules after it has converted them to the internal form. This option is used for 
debugging purposes only.


Specify the --traceRules option with the sm_adapter command to set the trace attribute of 
the rule set object to TRUE.


Back end


All back ends of an adapter can trace all API operations transmitted to the Domain 
Manager. This is a very useful option for debugging a rule set. If you are using the 
sm_adapter command, specify the --traceServer option to enable back end tracing. The 
trace output includes the following:


◆ Timestamp


◆ Name of the Domain Manager


◆ Description of the operation sent to the Domain Manager


If the operation returns a value (for instance, if you are retrieving an object property), the 
retrieved value is also printed. 


For example, when the following ASL commands, 


obj = object(“MyClass”,“MyObject”);
obj->attr = TRUE;


are executed in a rule set that is connected to a Domain Manager with the name, 
ServerName, the commands result in the following trace output:


2-Feb-2009 14:26:11 ServerName: put(MyClass,MyObject,attr,TRUE)


Trace options


Table 20 on page 131 describes the available trace options. 


Table 20  Trace options


Option Description


--traceRules Trace rule compilation.


--traceServer Trace interactions with the back end server.


--traceParse Trace rule matching.


--trace Enable all tracing. Also -d.
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Stopping adapters
Adapters that do not stop on their own can be stopped by using SIGTERM for UNIX systems 
and the Task Manager for Windows.


You can create ASL scripts that include a stop() or quit() function. “stop() function” on 
page 78 and “quit() function” on page 78 provide additional information for the stop() and 
quit() functions, respectively.
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This appendix provides a summary of ASL syntax and a list of reserved words. It consists 
of the following sections:


◆ Syntax...................................................................................................................  134
◆ Reserved words ....................................................................................................  140
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Syntax
Table 21 on page 134 lists available ASL syntax. 


Table 21  ASL syntax  (page 1 of 6)


Syntax Description


!= Indicates not equal to.


+ Indicates an addition operator.


- Indicates a subtraction operator.


* Indicates a multiplication operator.


/ Indicates a division operator.


% Indicates a modulus operator. Calculates by using 
integer or floating-point numbers.


&& Indicates a logical AND.


. (Period) pattern matching. Indicates that the next 
pattern must be matched immediately.


. (Period) action block. Concatenates two strings.


.. (Double period) Used to indicate an undefined 
string of characters up to the next pattern match.


|| Indicates a logical OR.


+= Adds an object to a relationship.


? Pattern matching. Matches one or zero times.


? Action block. Exception handling operator.


< Indicates less than.


<= Indicates less than or equal to.


-= Removes an object from relationship.


== Indicates equal to.


> Indicates greater than.


-> Used to reference properties of an object.


->* Used to reference properties of an object by using a 
variable for the property name.


>= Indicates greater than or equal to.


any(<string>) Represents any character in its argument string.


boolean(<value>) Converts the argument to a TRUE or FALSE. All 
nonzero numbers are TRUE. Any other type is 
converted to an uppercase string and compared to 
TRUE or FALSE. If it does not match either, it returns 
an error. 


break Used to break out of a loop.
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case = [exact]|[ignore] A variable that determines whether string matches 
are case-sensitive (default is exact) or not.


char Represents a character, not an eol or fs.


consistencyUpdate() Causes the Domain Manager to recompute the 
correlation rules. 


continue Used to move to start of loop and start with the next 
element.


correlate() Causes the Domain Manager to correlate events. 


create(<classname>,<objectname>) Creates an object.


create(<objhandle>) Creates an object handle which represents an 
instance.


default Defines the value to use for a variable if the 
variable is not assigned a value.


defined(<variable>) Determines whether a variable is defined.


delete() Deletes an object on the Domain Manager.


delim Defines delimiters.


do Marks the beginning of an action block.


else {<statements>} Alternative actions when an if statement fails.


else if (<conditional expression>) 
{<statements>}


Represents a conditional statement that provides 
alternative actions when an if statement fails.


eol Represents the end of a line of data.


exact Used in conjunction with “case” to make all string 
matches case-sensitive.


FAIL Keyword for exception handling. Causes a rule to 
fail when an exception occurs.


FALSE A Boolean false.


feError() Returns a Boolean value. TRUE if the front end has 
reported a failure to read data.


feErrorMsg() If the feError() function is true, the feErrorMsg() 
function returns a string that describes the error.


feErrorReset() Resets the error state so that there is no error.


filter Marks the beginning of a filter block.


float Represents a floating number, including an 
optional minus sign.


foreach <variable> (<list_or_table>) 
{<statements>}


Iterates over the values of a list or the index of a 
table. Variable is assigned successive values of the 
list of table.


fs Represents a field-separator.
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getCauses(<classname>,<objectname>, 
<eventname>[,<oneHop>])


Returns a list of problems that can cause that 
event. Each element of the list is a list that contains 
classname, objectname, and eventname of the root 
cause that causes that event.


getChildren(<classname>[,recursive]) Retrieves the list of classes derived from the 
specified class.
The recursive parameter is optional. 
• If omitted or false, only the immediate child 


classes are retrieved. 
• If true, all children, including those of derived 


classes are retrieved.


getClosure(<classname>,<objectname>,
<eventname>[,<oneHop>])


Given a root cause or aggregation (compound), 
returns a list of symptoms for that root cause. 
Returned list is similar to the getCauses() function.


getEventClassName(<classname>, 
<eventname>)


Returns a string with the name of the ancestor class 
associated with a class and an event. 


getEventDescription(<classname>, 
<eventname>)


Returns a description for an event. The description 
string is defined in MODEL.


getEventType(<classname>, <eventname>) Returns a string that indicates the type of the event 
(PROBLEM, EVENT, AGGREGATE).


getExplainedBy(<classname>, 
<instancename>,<eventname>[,<oneHop>])


Returns those problems which the MODEL 
developer has listed as explaining this problem.


getExplains(<classname>, 
<objectname>,<eventname>[,<oneHop>])


Given a root cause, returns the alternate closure as 
defined in MODEL.


getInstances(<classname>) Returns a list of strings (not object handles) that 
are the names of the instances of that class.


getRuleFileName([<fullname>]) Returns the filename of the currently executing rule 
file.


getServerName() Returns the name of the Domain Manager.


getExternalString(<table>, <key>, <locale>) Extracts a string given a table name, key, and 
locale, and renders the string given a list of 
substitutions (up to six).


glob(<pattern>,<string>) Enables glob style pattern matching. Standard glob 
syntax. Returns a Boolean.


global Defines the scope of a variable as global. If more 
than one adapter for a repository, global values can 
be shared.


hex Represents a hexidecimal number. There is no 
minus sign.


hexToString(<hexadecimal>) Converts a hexidecimal number (the argument) to a 
string.


if (<conditional expression>) {<statements>} Represents a conditional statement.


ignore Used in conjunction with “case” to make all string 
matches NOT case-sensitive.


Table 21  ASL syntax  (page 3 of 6)
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IGNORE Exception handling, ignores exception and 
continue.


input=string Defines the input for parsing. 


integer Represents an integer, including an optional minus 
sign.


is(<objecthandle>-><Relate>,<object2handle>) Tests whether an object is a member of a 
relationship.


isNull() Tests whether an object handle points a valid 
object. If TRUE, object does not exist.


len(<number>) Moves the current starting position of an input 
string a number of characters.


list(<listitem1>,<listitem2>,<listitem3>,etc.) Creates a list variable. Can either be used with 
arguments or without.


local Variable scoping keyword.


LOG Keyword for exception handling. Writes to the 
system log when an exception occurs.


LOG(<loglevel>) Keyword for exception handling. Writes to the 
system log when an exception occurs and allows 
the classification of the exception’s severity.


NEXT Keyword for exception handling. Skips remaining 
actions in do block and goes to next rule.


NO_LOCK Argument passed to the transaction() function.


not(<pattern>) Does not match if pattern matches. Matches if the 
pattern does not.


notany(<string>) Matches any character not included its argument 
<string>.


numeric() Attempts to convert the argument to a number. If it 
is a Boolean, it returns 1 if TRUE and 0 is FALSE. If it 
is a string, it tries to interpret it as a number. If it 
cannot, an error occurs.


object([<classname>,]<objectname>) Converts a name to an object handle. 


object(<objhandle>) Returns an object handle.


peek(<pattern>) Prescan input for a pattern and match or fail it. The 
search position does not change by using peek.


print(<string>) Prints the argument string to the screen.


quit() Shuts down the EMC Smarts process the adapter is 
talking to. This can be the adapter or a Domain 
Manager.
Tells the back end to shut down.If you launch 
sm_adapter and do not specify a back end, the 
adapter becomes its own back end. In such cases, 
quit() does the same thing as self->quit().


READ_LOCK Argument passed to the transaction() function.
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rep(<pattern>[,<Number>]) Repeat pattern or rule a defined number of times or 
until it fails.


return <string> Returns a value from a do block.


self Same as self->.


self-> Directs functions that interact with the repository to 
use the adapters repository and not the Domain 
Manager's. Used in conjunction with adding 
objects to the adapter's repository.


setLocale(<locale>) The <locale> is the RFC-1766/3066 compliant 
specification for language and country. The return 
value is a string representation of the previous 
setting of the locale, or a default value if setLocale() 
has not yet been called.


sizeOf(<string>) Counts the number of characters in a string.


sizeof(<string>) Counts the number of characters in a string.


sleep(<number>) Causes the adapter to sleep for a certain number of 
seconds.


STOP Exception handling. Stops the ASL script.


stop() Stops the current thread. If you call stop() in an ASL 
thread, and that thread is in a process that has 
other threads, the effect is to simply kill that 
thread. But if that thread is the only thread, which 
is the typical case when using sm_adapter, 
stopping that thread effectively kills the adapter 
(because the adapter shuts down when there are 
no more active threads).


string(<value>) Converts the argument to a string.


substring(<string>,<start_pos>,
<num_chars_to_remove>)


Returns a new string that is a piece of the string 
passed to it.


tab(<integer>) Moves the starting position in an input string to the 
position passed to the function. This cannot be 
used to go backwards. If no argument is specified, 
this function returns the starting position for 
pattern matching in an input string.


table() Creates a table variable.


thread() Returns the thread ID of the thread that is running 
the adapter.


time() Returns the system time.


toLower(<string>) Converts string to lowercase letters.


toUpper(<string>) Converts string to uppercase letters.


trace(<string>,BOOLEAN) Makes tracing available from with ASL
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transaction([<WRITE_LOCK|READ_LOCK|
NO_LOCK>] )


Starts a repository transaction. Allows updates to a 
Domain Manager to be entered and then 
committed all at once. Needs to be committed 
before changes in the Domain Manager are 
accepted. Use the abort() function instead of the 
commit() function to remove changes. If a START 
rule begins before things are committed, they are 
automatically aborted. NO_LOCK is the default.


TRUE Boolean true.


undef() Undefines a variable. Appears as if the variable was 
never assigned.


while Conditional statement causes loop while condition 
is true.


word Represents a series of characters ending with, but 
not including, a delimiter.


WRITE_LOCK Argument passed to the transaction() function.
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Reserved words
Table 22 on page 140 lists the ASL words that are reserved and should not be used as 
identifiers or variables. The reserved words are case-sensitive. Parentheses () indicate 
functions. Not all of the reserved words are currently used. 


Table 22  ASL reserved words  


any() float ignore sizeOf()


boolean() foreach IGNORE sizeof()


break formatString() input rep()


case fs integer repository


char getCauses() is() sleep()


clear() getChildren() isNull() STOP


consistencyUpdate() getClassDescription() len() stop()


continue getClosure() list() string()


correlate() getEventClassName() local substring()


create() getEventDescription() LOG tab()


default getEventType() NEXT table()


defined() getExplainedBy() NO_LOCK thread()


delete() getExplains() not() time()


delim getExternalString() notany() toLower()


do getInstances() notify() toUpper()


else getOpDescription() numeric() trace()


eol getPropDescription() object() transaction()


exact getRuleFileName() peek()


FAIL getServerName() print() TRUE


FALSE glob() quit() undef()


feError() global READ_LOCK while


feErrorMsg() hex return() word


feErrorReset() hexToString() self WRITE_LOCK


filter if setLocale()
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This appendix describes the Domain Manager Control Program (dmctl) and how it 
interacts with a Domain Manager. It consists of the following sections:
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Description
The Domain Manager Control Program or dmctl is a command line tool for interacting with 
a Domain Manager. “dmctl syntax” on page 143 provides additional information. The 
dmctl can be used to query, modify, or receive notifications from a Domain Manager. 


The tool can do any of the following: 


◆ Execute commands typed at the command line


◆ Execute commands read from a batch file


◆ Interactively read commands typed in


If no batch file or command is specified, dmctl enters an interactive mode in which it 
prints a prompt and accepts typed user commands. If a batch file is specified, dmctl 
executes the commands in the batch file. Single commands can also be specified.


Command names can be abbreviated, usually to the shortest unique prefix. There are 
exceptions to allow a common command to be typed easily when an uncommon one 
conflicts with it, and conversely, to prevent the accidental typing of some commands. For 
example, getE is getEvents. The minimum abbreviation for getEventDescription is 
getEventD. The quit and exit commands cannot be abbreviated, and shutdown must 
appear as at least shut. Uppercase letters in command names are shown for clarity only. 
They can be typed in lowercase, with the same meaning.


In non-interactive mode, dmctl also accepts commands that subscribe to notifications 
from the Domain Manager. In that case, dmctl does not return, but continuously waits for 
notifications and prints them to standard out (stdout).


◆ In a command-line mode, the Domain Manager to interact with must be specified with 
the --server=<name> or -s <name> option.


◆ In batch or interactive mode, the Domain Manager to interact with can be specified 
later with the attach command.


ASL and dmctl


Issuing dmctl instructions is a good method to use to find out about the classes, 
attributes, events, relationships, and methods available in a Domain Manager. When you 
debug ASL scripts, dmctl is an effective tool to monitor the state of a Domain Manager.


Setting the locale


Locale is the RFC-1766/3066 compliant specification for language and country. For 
example, “fr_FR” refers to French as spoken in France.


The setLocale command can be used in dmctl to set the locale of a session, as described 
in “Setting the locale” on page 15. The types of text that the locale affects is the same as 
those described for an ASL script. The section “Locale effects on message rendering” on 
page 15 provides additional information.
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dmctl syntax
The basic syntax is:


dmctl [options...] [<command>]


When given a command or batch file to run, dmctl executes the commands and exits.


The options include those listed in Table 23 on page 143. 


Table 23  dmctl options


Option Description


--server=<name> Name of Domain Manager. This argument is used to identify 
the Domain Manager to connect to. If it is not specified, it can 
be set later, in interactive mode, by using the attach 
command. If it is in a host:port/name format, the specified 
host:port is used to locate Domain Manager name. Otherwise, 
if it is in a simple name format, name is located by the Broker.
Also -s <name>.


--broker=<location> Alternate Broker <host>:<port> location. If it is not specified, the 
Broker is located by the standard search order, as follows:
If the SM_BROKER environment variable is defined, use its 
value. Otherwise, use the default smarts-broker:426 location.
Either <host> or :<port> portions may be omitted, in which case 
the defaults smarts-broker and :426 are used, respectively.
Also -b <location>.


--file=<file> Input batch file. Given this option, dmctl executes the 
commands in the file and exits.
Also -f <file>.


--timeout[=<seconds>] Set a timeout on the remote execution of each command. A 
value of 0 specifies no limit. The default is 0 (no limit) in 
interactive mode, 60 (1 minute) in non-interactive mode. If 
--timeout is specified without an argument, a value of 60 
seconds is used. If a remote command takes too long, an error 
message is printed and dmctl immediately exits with the 
status ETIME.


--traceServer Trace actions performed in the Domain Manager.


--commands List dmctl commands and exit. 
Also -c.


--help Print help and exit.


--version Print program version and exit.
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At any given time, dmctl can be attached to (at most) one Domain Manager. The dmctl 
forwards all accepted commands to the attached Domain Manager, receives a response, 
and prints it to stdout. It is important to remember that the commands are invoked in the 
server process. The commands include those in Table 24 on page 144. 


Table 24  dmctl commands  (page 1 of 3)


Command Description


attach domain Attaches to the specified Domain 
Manager. Once a Domain Manager is 
attached, other commands can be 
invoked.


clear <class>::<instance>::<event> Forces a clear of the specified event.


create <class>::<instance> Creates a new instance in the 
repository.


consistencyUpdate Recomputes the codebook.


correlate Correlates now.


delete <class>::<instance> Deletes an instance from the 
repository.


detach Detaches from the Domain Manager. 
Another Domain Manager can now be 
attached with the attach command.


execute <program> [<arg1> ...] Executes a program. Program should 
be the base name of the program file, 
without the suffix or directory. For 
example, use “name” to load the 
program name.po.


exit Exits dmctl.


findInstances <class-pattern>::<instance-pattern> Lists instances that match given class 
and instance patterns.


get <class>::<instance>[::<property>] Lists all properties values or a given 
property value for a particular class 
instance.


getClasses Lists all classes in the repository.


getEvents <class> Lists all exported events defined in 
given class.


getEventDescription <class>::<event> Prints description of given event.


getInstances [<class>] Lists all instances in the repository, 
or all instances of the given class.


getModels Lists all models loaded to the 
Domain Manager.


getOperations <class> Lists all operations defined in given 
class.


getPrograms Lists all programs loaded to the 
Domain Manager.


getProperties <class> Lists all properties defined in given 
class.
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getThreads Lists all threads that are running in 
the Domain Manager.


insert <class>::<instance>::<property> <value> Inserts a value into a table or 
relationship.


invoke <class>::<instance> <op> [<arg1> ...] Invokes an operation of given 
instance.


loadModel <model> Loads a new MODEL library. The 
<model> should be the base name of 
the library. Do not specify a prefix or 
suffix with the name. 
Once a MODEL library is loaded, a 
prefix or suffix is added to the name. 
For example, libname.so (UNIX) or 
name.dll (Windows). 
After a MODEL library is loaded, the 
repository can be populated with 
instances of classes defined in that 
library.


loadProgram <program> Loads a new program.The <program> 
should be the base name of the 
program file. Do not specify a prefix 
or suffix with the name. 
Once a program is loaded, a prefix or 
suffix is added to the name. For 
example, name.po.
After a program is loaded, it can be 
executed with the execute command.


notify <class>::<instance>::<event> Forces notification of a given event.


ping Verifies that the Domain Manager is 
still alive.


put <class>::<instance>::<property> <value1> 
[<value2> ...] 


Sets value of given property.


quit Quits dmctl.


remove <class>::<instance>::<property> <value> Removes a value from a table or 
relationship.


restore <file> Restores the repository from a file. 
The <file> should not contain a 
directory portion; it is read from 
BASEDIR/smarts/local/repos.


shutdown Shuts down the Domain Manager.


save <file> [<class>] Saves the repository to a file. The 
<file> should not contain a directory 
portion. It is saved to 
BASEDIR/smarts/local/repos. If 
<class> is specified, then save only 
the sub-tree rooted at class.


Table 24  dmctl commands  (page 2 of 3)


Command Description
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setLocale <locale> Allows you to set the locale before a 
Domain Manager attach operation, 
and to change the locale while the 
session is open. The setLocale 
command will print the value of the 
previous setting on completion of the 
API call.
The default locale is set for a dmctl 
session as follows:
1. The value of the SM_LOCALE 


environment variable.


2. If SM_LOCALE is not set equal to a 
value, then the default locale is 
set equal to en_US.


status Displays the connection status.


subscribe 
<class-regexp>::<instance-regexp>::<event-regexp> ... 


Subscribes to problems and events 
that match the given patterns. The 
dmctl sends the subscription 
requests, and then loops indefinitely, 
printing the received notifications. 
The program exits only when the 
Domain Manager is shut down, or 
when interrupted.


subscribeEvents 
<class-regexp>::<instance-regexp>::<event-regexp> ... 


Subscribes to events that match the 
given patterns. The dmctl sends the 
subscription requests, and then 
loops indefinitely, printing the 
received notifications. The program 
exits only when the Domain Manager 
is shut down, or when interrupted.


subscribeProblems 
<class-regexp>::<instance-regexp>::<event-regexp> ...


Subscribes to problems that match 
the given patterns. The dmctl sends 
the subscription requests, and then 
loops indefinitely, printing the 
received notifications. The program 
exits only when the Domain Manager 
is shut down, or when interrupted.


Table 24  dmctl commands  (page 3 of 3)


Command Description
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Card-Port MODEL Code


This appendix provides the Card-Port MODEL as described in “Correlation model used for 
example scripts” on page 95. It consists of the following sections:


◆ Card-Port MODEL example.....................................................................................  148
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Card-Port MODEL example
The following example provides the Card-Port MODEL as described in “Correlation model 
used for example scripts” on page 95.


/* card.mdl - 
 *
 * Copyright (c) 2000, EMC Corporation
 * All Rights Reserved
 *
 * A simple model file for use as an example of writing and 
* building a small model.
 *
 */


// Include the "resource" class from the netmate heirarchy.


#include "nm/nm.mdl"


// Since we include nm.mdl for purposes of derivation, we must 
// have the generated .h file include nm.h


#pragma include_h "nm/nm.h"


///////////////////////////////////////////////////////////////
//
//  This is a very simple card.
//
///////////////////////////////////////////////////////////////


// The class Card
interface Card : MR_ManagedObject {


   // Attributes maintained for the class Card
   attribute string CardDesc
   "A brief description of the card";


   // Relationship between the class Card and
   // the class Port
   relationshipset ComposedOf, Port, PartOf
   "The ports in this card";


   // The notifications for the class Card
   export
      Down,             // Problems
      Impaired;         // Compound Notification


   problem Down
   "The card is down, causing all its ports to be "
   "operationally down"
   = OperationallyDown;


   propagate symptom OperationallyDown
   "Symptom observed on the ports in this card"
   = Port, ComposedOf, OperationallyDown;


   // Compound notification
   aggregate Impaired
   "The card or a port on this card is Down"
   = Down,
     PortDown;
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   propagate aggregate PortDown
   "The Down problem on ports in this card"
   = Port, ComposedOf, Down;


}


// The class Port
interface Port : MR_ManagedObject {


   // Attributes maintained for the class Port
   enum operStatus_e {
      TESTING   = 0,
      UP        = 1,
      DOWN      = 2
   };


   attribute operStatus_e operStatus
   "The operational status of the port"
   = TESTING;


   // relationship between the class Port and
   // the class Card
   relationship PartOf, Card, ComposedOf
   "The card this port is part of";


   // The notifications for the class Port
   export
      OperationallyDown,        // Symptom
      Down;                     // Problem


   event OperationallyDown
   "This port is not operational"
   = operStatus == DOWN;


   // Problem
   problem Down
   "The port is down"
   = OperationallyDown;


}
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STOP, error handle  90
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PREFACE


As part of an effort to improve its product lines, EMC periodically releases revisions of its 
software and hardware. Therefore, some functions described in this document might not 
be supported by all versions of the software or hardware currently in use. The product 
release notes provide the most up-to-date information on product features.


Contact your EMC technical support professional if a product does not function properly or 
does not function as described in this document.


Note: This document was accurate at publication time. Go to EMC Online Support 
(https://support.emc.com) to ensure that you are using the latest version of this 
document.


Purpose
This document provides an overview of the EMC® Smarts® VoIP Manager products and 
discusses the integration of these products not only with each other but also with the EMC 
Smarts IP Manager and the EMC Smarts Service Assurance Manager.


Audience
This document is part of the EMC Smarts VoIP Manager documentation set. It is intended 
for:


◆ Operators who are receiving and acting upon notifications that are analyzed by the 
VoIP Manager products.


◆ System administrators who are configuring and using the VoIP Manager products.


◆ IT managers who are seeking to better understand the value of the VoIP Manager 
products.


EMC Smarts VoIP Manager installation directory
In this document, the term BASEDIR represents the location where EMC Smarts software is 
installed:


◆ For UNIX, this location is /opt/InCharge/<product>.


◆ For Windows, this location is C:\InCharge\<product>.


On UNIX operating systems, EMC Smarts VoIP Manager is, by default, installed to 
/opt/InCharge/VoIP/smarts. On Windows operating systems, this product is, by default, 
installed to C:\InCharge\VoIP\smarts. This location is referred to as BASEDIR/smarts.


Optionally, you can specify the root of BASEDIR to be something other than /opt/InCharge 
(on UNIX) or C:\InCharge (on Windows), but you cannot change the <product> location 
under the root directory.


The EMC Smarts System Administration Guide provides detailed information about the 
directory structure for EMC Smarts software.

EMC Smarts VoIP Manager Overview and Integration Guide 9
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EMC Smarts VoIP Manager products
The EMC Smarts VoIP Manager includes the following products:


◆ EMC Smarts VoIP Availability Manager


◆ EMC Smarts VoIP Enablement Pack for Avaya


◆ EMC Smarts VoIP Enablement Pack for Cisco


◆ EMC Smarts VoIP Enablement Pack for ACME


◆ EMC Smarts VoIP Integration Pack for VoIP Performance Manager


◆ EMC Smarts VoIP Performance Manager


◆ EMC Smarts VoIP Performance Reporter


Related documentation
In addition to this document, EMC Corporation provides a Help system for command line 
programs as well as product documentation.


Help for command line programs


Descriptions of command line programs are available as HTML pages. The index.html file, 
which provides an index to the various commands, is located in the 
BASEDIR/smarts/doc/html/usage directory. 


EMC Smarts documentation


Readers of this guide might find the following related documentation helpful. These 
documents are updated periodically. Electronic versions of the updated manuals are 
available on EMC Online Support:


◆ EMC Smarts System Administration Guide


◆ EMC Smarts Common Information Model (ICIM) Reference for Service Assurance 
Manager


◆ EMC Smarts Common Information Model (ICIM) 1.11 Reference for Non-Service 
Assurance Manager Products


◆ EMC Smarts ASL Reference Guide


◆ EMC Smarts Perl Reference Guide


◆ EMC Smarts MODEL Reference Guide


◆ EMC Smarts Foundation EMC Data Access API (EDAA) Programmer Guide


◆ EMC Smarts Foundation Documentation Portfolio


EMC Smarts VoIP Manager documentation


The following documents are relevant to users of the EMC Smarts VoIP Manager:


◆ EMC Smarts VoIP Availability Manager Release Notes


◆ EMC Smarts Installation Guide for SAM, IP, ESM, MPLS, VoIP, and NPM Managers


◆ EMC Smarts Open Source License and Copyright Information
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◆ EMC Smarts Failover System User Guide


◆ EMC Smarts VoIP Manager Overview and Integration Guide


◆ EMC Smarts VoIP Availability Manager Configuration Guide


◆ EMC Smarts VoIP Availability Manager Discovery Guide


◆ EMC Smarts VoIP Availability Manager User Guide


◆ EMC Smarts VoIP Enablement Pack for Avaya User Guide


◆ EMC Smarts VoIP Enablement Pack for Cisco User Guide


◆ EMC Smarts VoIP Availability Manager Certification Matrix


◆ EMC Smarts VoIP Availability Manager Documentation Portfolio


Conventions used in this document
EMC uses the following conventions for special notices:


DANGER indicates a hazardous situation which, if not avoided, will result in death or 
serious injury. 


WARNING indicates a hazardous situation which, if not avoided, could result in death or 
serious injury. 


CAUTION, used with the safety alert symbol, indicates a hazardous situation which, if not 
avoided, could result in minor or moderate injury. 


NOTICE is used to address practices not related to personal injury.


Note: A note presents information that is important, but not hazard-related.


IMPORTANT


An important notice contains information essential to software or hardware operation.
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Typographical conventions


EMC uses the following type style conventions in this document:


Where to get help
EMC support, product, and licensing information can be obtained as follows:


Product information — For documentation, release notes, software updates, or 
information about EMC products, go to EMC Online Support at:


https://support.emc.com


Technical support — Go to EMC Online Support and click Service Center. You will see 
several options for contacting EMC Technical Support. Note that to open a service request, 
you must have a valid support agreement. Contact your EMC sales representative for 
details about obtaining a valid support agreement or with questions about your account.


Your comments
Your suggestions will help us continue to improve the accuracy, organization, and overall 
quality of the user publications. Send your opinions of this document to:


techpubcomments@emc.com


Bold Use for names of interface elements, such as names of windows, dialog 
boxes, buttons, fields, tab names, key names, and menu paths (what the 
user specifically selects or clicks)


Italic Use for full titles of publications referenced in text


Monospace Use for:
• System output, such as an error message or script
• System code
• Pathnames, filenames, prompts, and syntax
• Commands and options


Monospace italic Use for variables.


Monospace bold Use for user input.


[ ] Square brackets enclose optional values


| Vertical bar indicates alternate selections — the bar means “or”


{ } Braces enclose content that the user must specify, such as x or y or z


... Ellipses indicate nonessential information omitted from the example
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CHAPTER 1
Introduction


This chapter provides an architectural and functional overview of EMC Smarts VoIP 
Manager. It consists of the following sections:


◆ EMC Smarts VoIP Manager overview........................................................................  14
◆ Additional products in a VoIP Manager deployment.................................................  17
◆ VoIP Manager deployment architecture ...................................................................  18
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EMC Smarts VoIP Manager overview
The EMC® Smarts® VoIP Manager provides enterprises with availability, fault 
management, and performance visibility across their Voice over IP (VoIP) infrastructures. It 
provides multivendor support and a comprehensive VoIP management solution, and 
enables enterprises to perform IP phone management, service management, and voice 
mail management.


Products


The VoIP Manager includes the following products:


◆ EMC Smarts VoIP Availability Manager


• EMC Smarts VoIP Enablement Pack for Avaya


• EMC Smarts VoIP Enablement Pack for Cisco


• EMC Smarts VoIP Enablement Pack for ACME


• EMC Smarts VoIP Integration Pack for VoIP Performance Manager


◆ EMC Smarts VoIP Performance Manager


◆ EMC Smarts VoIP Performance Reporter


VoIP Performance Reporter is an add-on module to VoIP Performance Manager.


The EMC Enablement Packs and the VoIP Performance Manager Integration Pack are for 
use with the VoIP Availability Manager to discover and monitor vendor-specific elements 
in the VoIP environment. At least one Enablement Pack must be installed, and the VoIP 
Performance Manager Integration Pack must be installed if VoIP Performance Manager is 
installed.


In this document, the term “VoIP Availability Manager” represents the VoIP Availability 
Manager product and the enablement and integration pack products.


Equivalent OEM products


VoIP Performance Manager and VoIP Performance Reporter have equivalent Prognosis® 
products:


◆ VoIP Performance Manager -> Prognosis IP Telephony Manager (IPTM)


◆ VoIP Performance Reporter -> Prognosis IP Telephony Management Reporter (IPTMR)


VoIP Performance Manager 9.2 corresponds to Prognosis IPTM 9.6.1, and VoIP 
Performance Reporter 9.2 corresponds to Prognosis IPTMR 9.6.1.
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Major functions


The VoIP Manager performs the following tasks:


◆ Discovers VoIP-enabled devices and VoIP applications


◆ Monitors the devices and applications and collects performance metrics


◆ Correlates alerts and events


◆ Identifies failures and trends


◆ Analyzes and presents events and problems


VoIP Availability Manager discovers, monitors, and analyses the infrastructure and 
applications in a VoIP environment. It also processes performance data from VoIP 
Performance Manager.


The infrastructure includes call servers, media gateways, IP private branch exchange (PBX) 
servers, VoIP switches and routers, and IP phones. The applications include VoIP 
telephony applications and VoIP software services. The inter-dependencies between the 
infrastructure and the applications are represented in the VoIP topology that is discovered 
and modeled by VoIP Availability Manager.


If Business Impact Manager integration is enabled, VoIP Availability Manager also 
associates VoIP objects with Business objects, for the purpose of determining how VoIP 
root-cause events impact business services and their customers.


Deployment


A VoIP Manager deployment consists of:


◆ One or more VoIP Availability Managers that are configured to receive trap messages 
from one or more VoIP Performance Managers


◆ One or more VoIP Performance Reporters


◆ One VoIP Performance Manager Integration Pack


◆ One or more enablement packs


◆ One or more EMC Smarts IP Manager products that are described in “Additional 
products in a VoIP Manager deployment” on page 17.


◆ All of the EMC Smarts Service Assurance Manager products that are described in 
“Additional products in a VoIP Manager deployment” on page 17.


A VoIP Manager deployment may contain multiple VoIP Availability Managers. For large 
VoIP topologies that contain many call clusters, each of which serves a large number of IP 
phones, the clusters are divided into evenly sized management groups, to achieve load 
balancing, and each group is assigned to an individual VoIP Availability Manager. 
Typically, each VoIP Availability Manager runs on a dedicated host.


In addition, a VoIP Availability Manager may integrate with multiple VoIP Performance 
Managers. The VoIP topology is divided into evenly sized management groups, to achieve 
load balancing, and each group is assigned to an individual VoIP Performance Manager. In 
this scenario, a VoIP Availability Manager will receive traps from multiple VoIP 
Performance Manager sources.
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In a medium-to-large deployment, each VoIP Availability Manager, VoIP Performance 
Manager, and VoIP Performance Reporter is installed on a separate host, to eliminate a 
single point-of-failure and to ensure that the applications are performing optimally.


Platform support


VoIP Availability Manager is supported on Solaris, Linux, and Windows, whereas VoIP 
Performance Manager and VoIP Performance Reporter are supported on Windows only. 


The EMC Smarts Installation Guide for SAM, IP, ESM, MPLS, VoIP, and NPM Managers 
specifies the operating system version and hardware requirements for VoIP Availability 
Manager. The installation guides in the EMC Smarts VoIP Performance Manager and 
Performance Reporter Documentation Portfolio specify the operating system version and 
hardware requirements for VoIP Performance Manager and VoIP Performance Reporter.


User preference


In general, network operations center (NOC) operators will use VoIP Availability Manager, 
and staff members will use VoIP Performance Manager and VoIP Performance Reporter. 
NOC operators are typically more interested in using VoIP Availability Manager to view the 
events and problems on screen. Staff members are typically more interested in using VoIP 
Performance Manager and VoIP Performance Reporter to manage the VoIP environment 
and to troubleshoot VoIP issues that affect service.


User documentation


Each VoIP Manager product has its own user documentation set. Together, the user 
documentation sets provide the information that users will need to install, configure, 
administer, operate, and maintain the VoIP Manager products.
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Additional products in a VoIP Manager deployment
Besides the installation of the VoIP Manager products, the following additional 
EMC Smarts products are installed in a VoIP Manager deployment:


◆ EMC Smarts IP Manager products


• EMC Smarts IP Availability Manager


• EMC Smarts IP Performance Manager (optional but recommended)


◆ EMC Smarts Service Assurance Manager products


• EMC Smarts Global Manager


• EMC Smarts Global Console


• EMC Smarts Service Assurance Manager Adapter Platform


• EMC Smarts SNMP Trap Adapter configured as a trap exploder


• EMC Smarts SNMP Trap Adapter configured as a trap receiver


• EMC Smarts Business Impact Manager (optional)


The EMC Smarts Installation Guide for SAM, IP, ESM, MPLS, VoIP, and NPM Managers 
provides information about installing these additional products.
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VoIP Manager deployment architecture
Figure 1 on page 18 shows how the VoIP Manager products and the additional 
EMC Smarts products interact in a VoIP Manager deployment.


Figure 1  VoIP Manager deployment architecture
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VoIP Availability Manager


Through the enablement packs, VoIP Availability Manager discovers and monitors 
VoIP-enabled devices and VoIP applications. The VoIP-enabled devices can be a mixture of 
devices, such as call servers, media gateways, IP PBXs, routers, and IP phones, in one or 
more of the following vendor-specific environments:


◆ Avaya


◆ Cisco


Through the ACME Enablement Pack, VoIP Availability Manager can also discover and 
monitor Acme Packet’s Session Border Controller (SBC) devices and their VoIP software 
services.


The VoIP applications include VoIP network and telephony applications, as well as 
software services, such as phone registration, voice mail, music on hold, and call waiting.


Upon importing a list of VoIP-enabled devices from IP Availability Manager, VoIP 
Availability Manager performs its own SNMP, CLI, and SOAP discovery to query the 
managed devices for VoIP topology information. It monitors the VoIP topology, performs 
root-cause and impact analysis using vendor-specific hardware and software events, and 
exports the results of its analysis to the Global Manager.


In addition, if Business Impact Manager Integration is enabled, VoIP Availability Manager 
associates VoIP objects with Business objects by using the Business Impact Manager data 
model. VoIP Availability Manager exports these objects to the Global Manager for 
subsequent impact analysis by Business Impact Manager.


VoIP Performance Manager


VoIP Performance Manager corresponds to the Prognosis IP Telephony Manager, which is 
based on a peer-to-peer architecture that is designed for scalable monitoring of IP 
telephony environments. Figure 2 on page 20 is an example of a single-monitoring-server 
deployment, and Figure 3 on page 20 is an example of a multiple-monitoring-server 
deployment.
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Figure 2  VoIP Performance Manager single-monitoring-server deployment


Figure 3  VoIP Performance Manager multiple-monitoring-server deployment
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Each Monitoring Server, Managing Server, and Web Server in Figure 2 and Figure 3 is a 
component of Prognosis IP Telephony Manager. In a small environment of less than 5,000 
IP phones, all components may be installed on one dedicated host. In a larger 
environments, the different components should be installed across two or more dedicated 
hosts.


For either deployment, the monitored IP Telephony environments may include one or more 
vendor types and one or more call clusters. A call cluster may be an Avaya PBX (Avaya Aura 
Communication Manager), a Cisco CallManager (Cisco Unified Communications Manager), 
or a group of Cisco Express devices. Typically, in a multiple-monitoring-server deployment, 
a separate Monitoring Server is installed for each vendor type.


VoIP Performance Manager ensures that the entire Avaya or Cisco VoIP network is 
delivering an acceptable level of telephony services to the service subscribers. It verifies 
that all elements in the VoIP network are available and are performing within acceptable 
limits.


VoIP Performance Manager accomplishes its mission by:


◆ Monitoring the CPU load, packet delays, VoIP call manager (soft switch) activity, and 
associated telephony service-level indicators, such as call quality, activity, and 
duration across multiple servers and clusters.


◆ Monitoring the servers and associated network, hardware, and software components, 
including:


• Structured Query Language (SQL) servers


• Trivial File Transfer Protocol (TFTP) servers


• IP PBX


• Gateways


VoIP Performance Manager captures and reports on call loads and utilization statistics for 
all devices in the VoIP environment. Administrators can use this data to identify trends in 
the usage of these devices, to identify over- and under-utilized devices, and to plan 
efficiently the increase of capacity.
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VoIP Performance Reporter


VoIP Performance Reporter corresponds to the Prognosis IP Telephony Management 
Reporter, which is an add-on to Prognosis IP Telephony Manager. It is used to produce 
reports that provide a business level view of IP telephony environments.


VoIP Performance Reporter is able to capture and record information from multiple devices 
and applications throughout the Avaya or Cisco VoIP network, to produce charts, graphs, 
and reports to help administrators visualize and understand important trends across the 
VoIP environment. This historical information is the lifeblood of capacity planning, trend 
analysis, and problem resolution.


Interactive charting for on-the-fly analysis, consolidated event and performance data 
reporting, and a comprehensive set of performance and service-level reports help 
administrators measure, police, and manage the effectiveness of VoIP assets. Further, the 
accurate usage data provided in these reports make capacity planning, and thus the 
maximization of operational cost savings, a straightforward, low effort, low risk task.


Table 1 on page 22 shows the high-level report types that are created by VoIP Performance 
Reporter and the functional areas where each report type can be used. 


Table 1  VoIP Performance Reporter reports and their use


Domain Report Service level
Capacity 
planning Troubleshooting


Voice Voice Quality x x


Voice Quality 
Exception


x


Calls PBX Call Load x x


Call Failure x


Long Duration x


Location Calls x x x


Routing Route Pattern 
Availability


x x x


IP Trunk 
Availability


x x x


IP Trunk 
Utilization


x x


PSTN Trunk 
Availability


x x x


PSTN Trunk 
Utilization


x x


Hardware Phone Report x x


Node Utilization x x
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IP Availability Manager


IP Availability Manager discovers the underlying transport domain in the VoIP network, 
monitors availability, and analyzes the network connectivity to identify the root-cause 
problems and impacts of connectivity failures. It exports network topology, problem, and 
impact information to the Global Manager, and exports VoIP-enabled device topology and 
status information to VoIP Availability Manager.


VoIP-enabled device topology includes hosts, call servers, routers, switches, media 
gateways, and nodes. Device status information consists of status changes that are 
associated with the VoIP-enabled device topology that is imported by VoIP Availability 
Manager.


A VoIP Availability Manager deployment may contain one or more IP Availability Managers. 
An IP Availability Manager instance may consist of just an IP Availability Manager process, 
or may consist of an IP Availability Manager and an IP Performance Manager running as a 
single process.


Global Manager


The Global Manager integrates the topology, problem, and impact information imported 
from IP Availability Manager and VoIP Availability Manager, and relates the information to 
services and customers. It also provides cross-domain and end-to-end impact analysis.


The Global Manager displays the topology, problem, and impact information through the 
Global Console.


Adapter Platform


The EMC Smarts Service Assurance Manager Adapter Platform imports and normalizes 
topology from IP Availability Manager and VoIP Availability Manager, and imports and 
normalizes events of interest from EMC Smarts adapters such as the SNMP Trap Adapter 
and the VoIP Notification Trap Adapter. “Normalize” means to convert topology or event 
information into a common form that is understood by the Global Manager. The 
normalized event information is transferred as EMC Smarts notifications to the Global 
Manager.


An Adapter Platform feature, called the Topology Importer, collects hostnames and IP 
addresses from IP Availability Manager and VoIP Availability Manager so that the Adapter 
Platform can accurately relate events in received traps to the hosts that are associated 
with the events. The Adapter Platform updates this list as the information changes in IP 
Availability Manager and VoIP Availability Manager.


Business Impact Manager


EMC Smarts Business Impact Manager is an optional component in a VoIP Availability 
Manager deployment. It calculates the impact of network infrastructure and application 
root-cause problem events on business elements, and creates business impact 
notifications.
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In a VoIP Availability Manager deployment, Business Impact Manager determines how 
VoIP root-cause events affect business services and their customers, and reports the 
results of its analysis in the form of impacted events and colored nodes in Business 
Service Maps. Operators can also view the topology objects in the Global Console.


In order for VoIP Availability Manager to associate discovered VoIP topology objects with 
Business Impact Manager service offering objects, a user must set the 
EnableBIMIntegration parameter to TRUE in the BASEDIR/smarts/conf/voip/voip.conf file 
in the VoIP Availability Manager installation area. This parameter and other tasks for 
configuring Business Impact Manager are described in the EMC Smarts VoIP Availability 
Manager Configuration Guide.


The EMC Smarts Business Impact Manager User Guide provides complete information 
about ServiceOffering and ServiceSubscriber classes, Business maps, and other features.


Global Console


The Global Console provides a graphical user interface for configuration and 
administration of Global Managers, Adapter Platforms, Domain Managers, and externally 
running EMC Smarts adapters such as the SNMP Trap Adapter and the VoIP Notification 
Trap Adapter.


When the Global Console is attached to the Global Manager, a user can browse the 
discovered topology in various forms, including maps, and to view notifications about 
problems that impact availability and performance.


The Global Console is the GUI for VoIP Availability Manager but not for VoIP Performance 
Manager or VoIP Performance Reporter. (VoIP Performance Manager and VoIP Performance 
Reporter have their own graphical user interfaces.) The Global Console can be configured 
to open a web-browser Java-based GUI to view VoIP Performance Manager data.


EMC Smarts Broker


The EMC Smarts Broker facilitates Global Console connections to the component 
applications in an EMC Smarts system deployment.


When a user starts a Global Console process, the process connects to the Broker and 
launches a dialog box through which the user views and selects any component 
application that is registered with the Broker. After the user selects an application, the 
Global Console connects to the application and disconnects from the Broker.


The Broker supports IPv4 and IPv6 protocols. The Broker host must have both an IPv4 
address and an IPv6 address (a dual-stack machine) if other EMC Smarts applications that 
need to connect to the Broker are identified by IPv4 and IPv6 addresses. If all applications 
use the same protocol, the Broker must reside on a host with an IP address that accepts 
the protocol. For example, if all applications support the IPv6 protocol, the Broker must 
reside on a host with an IPv6 address (may be either dual stack or IPv6-only). 
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Integration


This chapter describes the integration of VoIP Performance Manager with VoIP Availability 
Manager in a VoIP Manager deployment. It consists of the following sections:
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◆ VoIP Performance Manager performance data and processing .................................  27
◆ Performance-related objects and attributes.............................................................  28
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◆ Configuration procedures........................................................................................  40
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Integration overview
The integration of VoIP Performance Manager with VoIP Availability Manager involves two 
areas of functionality:


◆ The processing of VoIP Performance Manager traps by VoIP Availability Manager. The 
SNMP traps carry performance-oriented data and serve as points of integration 
between VoIP Performance Manager and VoIP Availability Manager.


◆ The launching of Global Console client tools for a selected VoIP Availability Manager 
topology object or a selected notification, to open a Web Interface that loads a VoIP 
Performance Manager drill-down display that is relevant to the selected object. The 
drill-down display contains a collection of performance metrics that are associated 
with the object.


In Figure 1 on page 18, the performance traps correspond to the “Traps” that are shown 
coming from VoIP Performance Manager to VoIP Availability Manager. The VoIP Notification 
Trap Adapter in the figure also receives traps from VoIP Performance Manager through the 
SNMP Trap Adapter (exploder). Those traps are threshold traps, which are informational 
traps, and should not be confused with VoIP Performance Manager performance traps.


The VoIP Notification Trap Adapter collects and parses informational traps into the data 
fields of notifications, and then the Adapter Platform creates the notifications (objects) 
from the data fields and exports the notifications to the Global Manager. EMC Smarts VoIP 
Availability Manager Configuration Guide provides complete information about traps that 
are converted to notifications.


Processing VoIP Performance Manager trap


VoIP Availability Manager extracts performance metrics from the VoIP Performance 
Manager traps and uses the metrics to update performance-related attributes of classes in 
the VoIP Availability Manager data model. “Performance-related objects and attributes” 
on page 28 describes the classes that are updated.


EMC predefines the VoIP Performance Manager traps, and VoIP Performance Manager 
generates them periodically (every four minutes by default). Each predefined trap is given 
a name that identifies the category, or view, of the collected performance metrics that are 
contained in the trap. The periodic receiving of performance metrics enriches the VoIP 
Availability Manager topology. Together, the enhanced data model and the periodic 
updates of performance data enable VoIP Availability Manager to generate 
performance-related events.


Launching Global Console client tools


Global Console users access VoIP Performance Manager drill-down displays that are 
associated with the VoIP Availability Manager topology and notifications. This 
functionality enables Global Console users to troubleshoot alarms that involve specific 
VoIP Availability Manager topology objects and notifications. “VoIP client tools” on 
page 32 describes how client tools interact, and shows which client tools are available.
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VoIP Performance Manager performance data and processing
Figure 4 on page 27 shows how VoIP Availability Manager processes the performance 
traps from VoIP Performance Manager.


Figure 4  Processing of VoIP Performance Manager performance data


VoIP Performance Manager periodically sends predefined traps to the VoIP Availability 
Manager built-in trap receiver. The built-in trap receiver reads the Integrated Research 
Enterprise OID (.1.3.6.1.4.1.6102) field of the received traps and forwards the traps to the 
PM Trap Processor.


For each received trap, the PM Trap Processor uses the name of the trap to determine 
which PM trap handler to invoke. The selected PM trap handler parses the trap for 
performance metrics and applies their values to the appropriate attributes of the 
corresponding object in the VoIP Availability Manager modeled topology.


Note: With a few exceptions, a predefined trap contains metrics for just one object.


If the corresponding object cannot be found in the topology, the PM Trap Handler discards 
the trap. Media resource type traps are exceptions to this rule. “MediaResourceAggregate 
objects” on page 29 describes how media resource data is processed.
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Performance-related objects and attributes
VoIP Performance Manager hosts are discovered by IP Availability Manager as Host 
objects, which are imported and rediscovered by VoIP Availability Manager as 
VOIP_PMDomain objects. For each VOIP_PMDomain, VoIP Availability Manager discovers 
and registers the VoIP Performance Manager that is running on the VOIP_PMDomain as a 
VoipPerformanceManager (critical service) object. As with any discovered VoIP network 
service, VoIP Availability Manager uses SNMP polling to monitor the health of a 
VoipPerformanceManager object.


If the Monitoring Server or Managing Server that is associated with a 
VoipPerformanceManager is configured to send traps to VoIP Availability Manager, the 
display name of the VoipPerformanceManager object is tagged with “Manager, and the 
Type attribute of the VoipPerformanceManager object is set to “Manager.”


VoIP Availability Manager begins processing performance-related data from VoIP 
Performance Manager. Specifically, the VoIP Performance Manager Integration Pack 
extracts the performance data from traps and uses it to update new performance-related 
attributes in the following classes of the VoIP Availability Manager data model:


◆ CallManager (Cisco)


◆ ConvergedCallManager (Avaya)


◆ DS1Service (Avaya) 


◆ GatewayService (Avaya, Cisco)


◆ H323GateKeeper (Avaya)


◆ H323Service (Cisco)


◆ IPPhoneGroup (Avaya, Cisco)


◆ MediaProcessor (Avaya)


◆ MediaResourceAggregate (Cisco)


◆ VoipCluster (Avaya, Cisco)


VoIP Availability Manager also creates a two-way Monitors/MonitoredBy relationship 
between the object and the VoipPerformanceManager object.
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MediaResourceAggregate objects


As described in “VoIP Performance Manager performance data and processing” on 
page 27, a PM Trap Handler parses the incoming performance data trap and applies the 
values to the appropriate object. If a corresponding object cannot be found in the 
topology, the trap handler discards the trap.


Media resource traps, which are applicable to Cisco only, are exceptions to this rule. For a 
received media resource trap that has no corresponding object in the topology, the trap 
handler creates a corresponding MediaResourceAggregate object in the topology and 
associates the created object with its VoipCluster instance.


Note: VoIP Availability Manager does not discover MediaResourceAggregate objects.


A MediaResourceAggregate object contains summary performance data for a specific type 
of registered media device, where the Type attribute is one of the following values:


◆ HardwareConference


◆ SoftwareConference


◆ VideoConference 


◆ Annunciator


◆ MediaTerminationPoint


◆ Transcoder


◆ MusicOnHold (MOH)


◆ MOH-Unicast


◆ MOH-Multicast


Each MediaResourceAggregate object has a one-way, one-to-many ConsumedBy 
relationship with MediaService objects of the same type. Each MediaResourceAggregate 
object also has a two-way ProvidesDataFor/ProvidesDataBy relationship with CallManager 
objects.


MediaService objects represent applications that handle functions like:


◆ Decoding DTMF tones


◆ Transmitting dial tones, busy signals, and announcements


◆ Bridging multiple media streams into a conference


For a MusicOnHold (MOH) trap, the trap handler creates three MediaResourceAggregate 
objects:


◆ The first object has Type=MusicOnHold.


◆ The second object has Type=MOH-Multicast (and holds multicast data).


◆ The third object has Type=MOH-Unicast (and hold unicast data).


The first MusicOnHold object has a ComposedOf relationship with the other two.
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Performance-related attributes


Some of the performance-related attributes are instrumented or computed attributes that 
are based on the performance data received from VoIP Performance Manager. Some 
reflect the threshold values that are set for performance threshold groups, which are 
accessible through a Polling and Thresholds Console that is attached to VoIP Availability 
Manager. The attributes that are updated by the performance data received from VoIP 
Performance Manager are listed in Table 2 on page 30. 


Table 2  Attributes that are updated with performance data (page 1 of 2)


Vendor Class Attribute


Avaya ConvergedCallManager ProcessorOccupancy


DS1Service DownTrunks, TotalTrunks, ActiveTrunks


GatewayService Status


H323GateKeeper RegisteredPhones, 
PhoneRegistrationChanges


IPPhoneGroup local goodCalls
local fairCalls
local poorCalls
local unAcceptable


MediaProcessor ControlLinkStatus, EthernetLinkStatus


VoipCluster TotalRoutePatterns
TotalTrunkGroups
TotalDegradedRoutePatterns
TotalDegradedTrunkGroups
TotalDownRoutePatterns
TotalDownTrunkGroups
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If the VoIP Performance Manager Integration Pack is not installed, performance-related 
attributes will either show default values (0; 0.0; false) or appear grayed-out in a Global 
Console that is connected to VoIP Availability Manager.


Cisco CallManager RegisteredAnalogAccessDevices
RegisteredDigitalAccessDevices
RegisteredHardwarePhones
RegisteredOtherStationDevices
ActiveCalls
CallsInProgress
ActiveVideoCalls
CompletedVideoCalls
RegisteredPhonesPrimary
RegisteredPhonesSecondary
RegisteredPhonesTertiary


GatewayService (Cisco Version 5 and 
above)


Status, ChannelsInService, 
ChannelUtilization, 
PortlUtilization, FailedOutboundCalls


H323Service ActiveCalls, CallsInProgress, ActiveVideoCalls


IPPhoneGroup local goodCalls
local fairCalls
local poorCalls
local unAcceptable


MediaResourceAggregate Active, Available, Total


VoipCluster MosAverage
MosAboveThresholdCalls
MosBelowThresholdCalls
MosAboveGoodThresholdCalls
MosBetweenGoodFairThresholdCalls
MosBetweenFairPoorThresholdCalls
MosBelowPoorThresholdCalls
MosThreshold
MosGoodThreshold
MosFairThreshold
MosPoorThreshold


Table 2  Attributes that are updated with performance data (page 2 of 2)


Vendor Class Attribute
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If the VoIP Performance Manager Integration Pack is installed and no VoIP Performance 
Manager traps are received for the amount of time that is specified by the 
PMTraps_Timeout parameter, the controller for the pack disconnects VoIP Performance 
Manager instrumentation, which deactivates the performance-related attributes and 
suspends the generation of performance-related events. The EMC Smarts VoIP Availability 
Manager Configuration Guide provides information about the PMTraps_Timeout 
parameter.


Name mapping


To map object names, VoIP Availability Manager receives performance data from VoIP 
Performance Manager and uses that information and VoIP Availability Manager discovery 
information to build system or cluster name-mapping tables.


Some attributes are needed to bridge the gap between the device-naming schemes that 
are used by both VoIP Availability Manager and VoIP Performance Manager. A good 
example is the ExternalName attribute, which has been added to the VoipCluster, 
CallManager, ConvergedCallManager, and IPPhoneGroup classes to denote the names of 
these objects as known to VoIP Performance Manager.


VoIP client tools
Client tools, as well as server tools, enable Global Console users to invoke programs in 
response to a particular target object, such a topology object, a notification, or a map 
object. Right-clicking a target object launches a pop-up menu that lists the available tools 
for the target object.


Client tools that are created to access VoIP Performance Manager data, referred to as VoIP 
client tools in this document, are available only to certain topology objects that are 
imported by the Global Manager from VoIP Availability Manager. They enable Global 
Console operators to use a Web Interface to access drill-down displays. For example, in 
Figure 5 on page 33, Global Console operators access drill-down displays from the VoIP 
Performance Manager’s web server, in this case, an Apache Tomcat web server that was 
installed and configured automatically during the VoIP Performance Manager installation.
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Figure 5  VoIP client tool operation


Invoking a VoIP client tool for a particular VoIP Availability Manager topology object or 
notification opens a web browser that loads the VoIP Performance Manager drill-down 
display that is associated with the object and the tool itself. The name of the tool indicates 
the category (view) of collected performance data that the tool will display for the object. 
The VoIP client tools are described in Table 3 on page 35.
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VoIP Performance Manager’s Web Interface and displays


The VoIP Performance Manager Web Interface has the same performance and status 
displays as the Client Interface (GUI), including the drill-down capability. Unlike the GUI, 
which provides administrative configuration capabilities, the Web Interface is read-only. 
As such, Global Console users can open the Web Interface to drill down for more detail 
without affecting the configuration of the VoIP environment.


In Figure 5 on page 33, the Web Interface is launched through a URL that points to the IP 
address of the VoIP Performance Manager’s web server. The web server and the VoIP 
Performance Manager may be installed on the same host or on different hosts.


Web browser support
The URL can be launched from any host that is network-reachable to the VoIP Performance 
Manager’s web server.


The Java 2 Platform Standard Edition version 5.0 (also known as JRE 1.5) is required.


The following web browsers are supported for accessing VoIP Performance Manager: 


◆ Microsoft Internet Explorer 6.0, 7.0, and 8.0


◆ Mozilla Firefox 3.0


◆ Safari 4.0


In addition, your web browser must support: 


◆ Java Applets (Java Plug-in/ JRE version 5.0 or later recommended)


◆ JavaScript and Applet Scripting


◆ Cookies (only per-session cookies for originating website are necessary)


Web browser operation and limitations
If you configure Internet Explorer as your browser of choice, you can invoke one VoIP client 
tool after another without closing the browser instance that was opened by the previously 
invoked client tool. Each invocation of a VoIP client tool opens another web browser 
instance, which establishes a new session with VoIP Performance Manager.


If you configure Mozilla Firefox as your browser of choice, you must close the web browser 
instance that was opened by the previously invoked client tool before invoking another 
client tool. Otherwise, you will receive the following error:


javax.servlet.ServletException: Already connected from this browser


The reason for this error is that instead of opening another web browser instance for each 
VoIP client tool invocation, Mozilla Firefox attempts to establish a new session with VoIP 
Performance Manager by using the web browser instance that was opened by the 
previously invoked client tool.


During a session with VoIP Performance Manager using any web browser, be it Internet 
Explorer, Mozilla Firefox, or Safari, you will receive this same error message if you try to 
open a link in a new window or open a new tab, for the same reason previously stated. To 
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avoid this error, use a web browser to log in just once to VoIP Performance Manager. Then, 
use the navigation within the VoIP Performance Manager interface to view other pages, 
instead of changing the URL to view other pages.


Global Console client tools


Client tools are invoked and executed on the host where the Global Console is running. 
Thus, all files that are created for a client tool must be located in the Service Assurance 
Manager installation area from which the Global Console is invoked.


A client tool consists of one or more executable tool script files. On Windows systems, a 
tool is typically invoked by the Windows command interpreter (cmd.exe). On UNIX 
systems, a client tool is typically invoked by a shell script (/bin/sh).


EMC Smarts provides a number of sample tool scripts in the 
BASEDIR/smarts/actions/client directory that, with minor modifications, work on most 
systems.


Client tools to access VoIP Performance Manager data


Included in the BASEDIR/smarts/actions/client/voip directory in the VoIP Availability 
Manager installation area is a set of client tools to access VoIP Performance Manager data. 
The VoIP client tools are described in Table 3 on page 35. 


Table 3  VoIP client tools (page 1 of 2)


Client tool script Display name for tool Target object


Opens a web browser and loads a 
URL that points to the VoIP 
Performance Manager drill-down 
display that contains the 
following:


viewAvayaNetworkRegion Launch IP Network Region 
View


ConvergedCallManager
(Avaya call manager)


“IP Network Region” performance 
metrics that are relevant to the 
target ConvergedCallManager 
object.


viewAvayaProcessor Launch Processor View “Processor” performance metrics 
that are relevant to the target 
ConvergedCallManager object.


viewAvayaDS1Service Launch DS1Service View DS1Service
(Avaya Digital Signal 1 
card)


Performance metrics that are 
relevant to the target DS1Service 
object.


viewAvayaMediaGateway Launch Media Gateway View GatewayService
(Avaya Media Gateway 
application)


Performance metrics that are 
relevant to the target 
GatewayService object.


viewAvayaCLAN Launch CLAN View H323GateKeeper
(Avaya Control LAN card)


Performance metrics that are 
relevant to the target 
H323GateKeeper object.
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viewAvayaMedPro Launch MedPro View MediaProcessor
(Avaya Media Processor 
card)


Performance metrics that are 
relevant to the target 
MediaProcessor object.


viewAvayaPortNetwork Launch Port Network View PortNetwork
(A collection of Avaya 
Media Gateway port 
cards)


Performance metrics that are 
relevant to the target PortNetwork 
object.


viewCiscoRoutePattern Launch Route Pattern View CallManager
(Cisco CallManager)


“Route Pattern” performance 
metrics that are relevant to the 
target CallManager object.


viewCiscoLocation Launch Location View “Location” performance metrics 
that are relevant to the target 
CallManager object.


viewCiscoConfBridge Launch Hardware 
Conference 
Bridge View


“Hardware Conference Bridge” 
performance metrics that are 
relevant to the target CallManager 
object.


Launch Software Conference 
Bridge View


“Software Conference Bridge” 
performance metrics that are 
relevant to the target CallManager 
object.


viewCiscoMusicOnHold Launch Multicast Music on 
Hold View


“Multicast Music on Hold” 
performance metrics that are 
relevant to the target CallManager 
object.


Launch Unicast Music on 
Hold View


“Unicast Music on Hold” 
performance metrics that are 
relevant to the target CallManager 
object.


viewCiscoTranscoder Launch Transcoder View “Transcoder” performance 
metrics that are relevant to the 
target CallManager object.


viewCiscoMediaTermPoint Launch Media Termination 
Point View


“Media Termination Point” 
performance metrics that are 
relevant to the target CallManager 
object.


viewCiscoProcessor-memory Launch Processor and 
Memory View


CallManager
(Cisco CallManager)


“Processor and Memory” 
performance metrics that are 
relevant to the target CallManager 
object.


viewVoipPM Launch Voip PM View VoipPerformanceManager Opens a web browser and loads a 
URL that points to the VoIP 
Performance Manager “All 
Clusters Central” display.


Table 3  VoIP client tools (page 2 of 2)


Client tool script Display name for tool Target object


Opens a web browser and loads a 
URL that points to the VoIP 
Performance Manager drill-down 
display that contains the 
following:
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To use the VoIP client tools, a user must copy the entire 
BASEDIR/smarts/actions/client/voip directory to the BASEDIR/smarts/actions/client 
directory in the Service Assurance Manager installation area from which the Global 
Console is invoked, as explained in “Copying the client tool scripts” on page 50.


Each VoIP client tool specifies a web browser and the URL that is associated with the 
target object. The name of a client tool indicates the category (view) of collected 
performance data that the tool will display for its particular target object. For example, the 
client tool named “Launch Hardware Conference Bridge View” displays a collection of 
hardware conference bridge performance data relevant to the selected Cisco CallManager 
object.


Context filters for client tools


In a Global Console, when a target object is right-clicked, the Client Tools menu 
automatically lists the VoIP client tools that are available. The context filter is the 
mechanism that determines whether the VoIP client tool is listed as a selection choice in 
the Client Tools menu. If the context filter criteria is satisfied, the client tool is listed in the 
Client Tools menu.


Table 4 on page 37 identifies the context filter for each VoIP client tool. A tool’s context 
filter specifies the tool’s target object and certain target object attribute values. 


Table 4  Context filters for VoIP client tools (page 1 of 2)


Context filter


Available client toolsTarget object Target object attributes


CallManager
A call manager application that 
represents a Cisco CallManager 
or a Cisco Unified 
Communications Manager


Vendor = CISCO,
ExternalName = <not empty>


Launch Route Pattern View 


Launch Location View


Launch Hardware Conference Bridge View


Launch Software Conference Bridge View


Launch Multicast Music on Hold View


Launch Unicast Music on Hold View


Launch Transcoder View


Launch Media Termination Point View


Launch Processor and Memory View


ConvergedCallManager
A call manager application that 
represents an Avaya Aura 
Communication Manager.


Vendor = AVAYA,
ExternalName = <not empty>,
NetworkRegion = <not empty>


Launch IP Network Region View


Vendor = AVAYA,
ExternalName = <not empty>


Launch Processor View


DS1Service Vendor = AVAYA,
Location = <not empty>


Launch DS1Service View


GatewayService Vendor = AVAYA,
GatewayNumber = <not empty>


Launch Media Gateway View
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For example, “Launch Hardware Conference Bridge View” will appear in the Client Tools 
menu for any Cisco CallManager object that has a Vendor attribute of CISCO and an 
ExternalName attribute that is NOT empty.


URL construction for client tools


Each VoIP client tool has an associated URL template from which it constructs a URL for 
each tool invocation. When constructing a URL for the target object, a VoIP client tool reads 
the following attributes of the VoipPerformanceManager object that is associated with the 
target object:


◆ User_ID 


◆ EncryptedPassword (read-only)


◆ WebServerIPAddress


◆ WebServerPort


The values of these attributes are determined by the values that are specified for the 
following parameters in a user-created VoIP Performance Manager security group:


◆ Device_User_ID 


◆ Password


◆ WebServerIPAddress


◆ WebServerPort


“Creating a security group for each VoIP Performance Manager” on page 54 describes how 
to create a VoIP Performance Manager security group for a VoipPerformanceManager 
object. The user-specified Password value in a VoIP Performance Manager security group 
is encrypted before being applied to the EncryptedPassword attribute of the 
VoipPerformanceManager object.


H323GateKeeper Vendor = AVAYA,
Location = <not empty>,
IPAddress = <not empty>


Launch CLAN View


MediaProcessor Vendor = AVAYA,
Location = <not empty>,
IPAddress = <not empty>


Launch MedPro View


PortNetwork DisplayName = *AVAYA*,
PortNetworkNo = <not empty>


Launch Port Network View


VoipPerformanceManager IPAddress = <not empty> Launch Voip PM View


Table 4  Context filters for VoIP client tools (page 2 of 2)


Context filter


Available client toolsTarget object Target object attributes
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A VoIP client tool uses the User_ID, EncryptedPassword, WebServerIPAddress, and 
WebServerPort values to populate the login fields, the destination address, and the 
destination port in the URL, in order to access the web server that is running on the VoIP 
Performance Manager that corresponds to the VoipPerformanceManager object.


If the target object is a VoipPerformanceManager object, itself, the tool accesses the 
VoipPerformanceManager object directly to obtain this information.


If the target object is a CallManager or ConvergedCallManager object, the tool traverses a 
relationship named MonitoredBy from the target object to the associated 
VoipPerformanceManager object to obtain this information.


If the target object is other than the associated VoipPerformanceManager object, a 
CallManager object, or a ConvergedCallManager object, the tool determines the target’s 
call manager object and then traverses the MonitoredBy relationship from that object to 
the associated VoipPerformanceManager object to obtain this information.


VoIP client tool invocation


When the VoIP client tools are configured, as explained in Chapter 4, “Configuring VoIP 
Client Tools,” they are invoked by-right clicking a target VoIP topology object or 
notification in a Topology Browser Console that is attached to the Global Manager, then 
selecting Client Tools > <client tool name> in the pop-up menu.


For example, right-clicking a Cisco CallManager object in the Topology Browser Console 
and selecting Client Tools > Launch Location View from the pop-up menu opens a web 
browser and loads the Locations drill-down display that is shown in Figure 6 on page 40.
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Figure 6  VoIP Performance Manager’s Locations drill-down display—example


Configuration procedures
The procedures for configuring VoIP Performance Manager integration are given in 
Chapter 3, “Auto-Configuring VoIP Performance Manager Integration.” The procedures for 
configuring VoIP client tools are given in Chapter 4, “Configuring VoIP Client Tools.”
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CHAPTER 3
Auto-Configuring VoIP Performance Manager 
Integration


This chapter provides instructions for auto-configuring VoIP Performance Manager 
integration with VoIP Availability Manager. It consists of the following sections:


◆ Overview.................................................................................................................  42
◆ Integration prerequisites.........................................................................................  42
◆ Integration configuration steps ...............................................................................  43
◆ Enabling auto-configuration of VoIP Performance Manager ......................................  43
◆ Enabling the VoIP Availability Manager built-in trap receiver ....................................  46
◆ Controlling the processing of VoIP Performance Manager traps ................................  46
◆ Customizing performance polling and thresholds ....................................................  46
◆ Troubleshooting......................................................................................................  47
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Overview
Integrating VoIP Performance Manager with VoIP Availability Manager involves two steps:


◆ Transferring a PMT-THRESHOLD document from VoIP Availability Manager to each VoIP 
Performance Manager in the VoIP Manager deployment.


◆ Starting a PMT-THRESHOLD process on each VoIP Performance Manager in the VoIP 
Manager deployment.


PMT stands for “performance trap.”


VoIP Performance Manager provides a comprehensive SNMP Traps Out functionality for 
sending traps to other management systems, such as VoIP Availability Manager. The traps 
are defined in the Integrated Research Enterprise OID .1.3.6.1.4.1.6102.


EMC has created a document that defines the VoIP Performance Manager traps that are 
required by VoIP Availability Manager. The document, which is contained in a text file 
named PMT-THRESHOLD.txt and a binary file named PMT-THRESHOLD.thr, is located in the 
BASEDIR/smarts/voip/pm directory in the VoIP Availability Manager installation area.


Upon (1) transferring the PMT-THRESHOLD document to a VoIP Performance Manager and 
(2) starting the PMT-THRESHOLD process on the VoIP Performance Manager to act upon 
the document, the VoIP Performance Manager begins sending the required traps to VoIP 
Availability Manager.


As an alternative to the auto-configuration method that is provided in this chapter, a 
manual method for configuring VoIP Performance Manager integration is provided in 
Appendix A, “Manually Configuring VoIP Performance Manager Integration.”  The manual 
method is recommended even if a VoIP Availability Manager has just one VoIP 
Performance Manager source. Reason: For auto-configuration, each time that a VoIP 
Availability Manager is restarted, it will auto-configure integration for each VoIP 
Performance Manager that is listed in VoIP Availability Manager’s domain.conf file.


Integration prerequisites
For integration to occur, the following prerequisites must be satisfied:


◆ Each VoIP Performance Manager has the latest patch applied.


The latest patch and other VoIP Performance Manager requirements are identified in 
the EMC Smarts VoIP Availability Manager Release Notes.


◆ VoIP Performance Manager Integration Pack is installed.


◆ VoIP Performance Manager integration is configured, as described in this chapter.


◆ VoIP Availability Manager is configured, as described in the EMC Smarts VoIP 
Availability Manager Configuration Guide.

42 EMC Smarts VoIP Manager Overview and Integration Guide







Auto-Configuring VoIP Performance Manager Integration

◆ VoIP Availability Manager discovery is completed, and VoIP Availability Manager has 
discovered the VoIP Performance Managers.


VoIP Performance Manager hosts are discovered (SNMP) by IP Availability Manager as 
Host objects, which are imported and rediscovered (SNMP) by VoIP Availability 
Manager as VOIP_PMDomain objects. For each VOIP_PMDomain, VoIP Availability 
Manager discovers and registers the VoIP Performance Manager that is running on the 
VOIP_PMDomain as a VoipPerformanceManager (critical service) object.


◆ SNMP agent on a VoIP Performance Manager host is configured to accept SNMP 
packets.


Integration configuration steps
Integrating VoIP Performance Manager with VoIP Availability Manager consists of the 
following steps:


1. “Enabling auto-configuration of VoIP Performance Manager” on page 43 through 
parameter settings in the domain.conf file.


2. “Enabling the VoIP Availability Manager built-in trap receiver” on page 46 to receive 
and process VoIP Performance Manager traps that convey performance data.


3. “Controlling the processing of VoIP Performance Manager traps” on page 46 through 
parameter settings in the voip.conf file.


4. “Customizing performance polling and thresholds” on page 46 through a Polling and 
Thresholds Console that is attached to VoIP Availability Manager.


Enabling auto-configuration of VoIP Performance Manager
Enabling auto-configuration of VoIP Performance Manager involves the editing of the 
following object in the BASEDIR/smarts/conf/voip/domain.conf file:


VOIP_PMDomain::VOIP-PM{
    InstallationDirectory 


= "/cygdrive/c/Program\ Files/PROGNOSIS\ IP\ Telephony\ Manager"
    ManagingServerIPAddress = ""
}


The VOIP_PMDomain object represents the host on which VoIP Performance Manager is 
running. The InstallationDirectory and ManagingServerIPAddress parameters are a subset 
of attributes that are defined for the VOIP_PMDomain object.


You edit the VOIP_PMDomain object to specify a VoIP Performance Manager as a source of 
performance traps for VoIP Availability Manager. If your deployment contains more than 
one VoIP Performance Manager source, you make copies of the object and edit the copies 
to specify the additional sources.
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The InstallationDirectory and ManagingServerIPAddress parameters enable the automatic 
configuration of a VoIP Performance Manager:


◆ InstallationDirectory 


Specifies the directory location on the host where VoIP Performance Manager is 
installed. The notation of the directory location uses the cygwin style; 
“/cygdrive/c/Program\ Files” in cygwin notation is equivalent to “C:\Program Files” in 
Windows notation. Cygwin is a collection of tools that provide a way to run UNIX/Linux 
command line utilities from a Windows command prompt.


On a Windows 32-bit operating system, the default directory location is:


/cygdrive/c/Program\ Files/PROGNOSIS\ IP\ Telephony\ Manager


On a Windows 64-bit operating system, the default directory location is:


/cygdrive/c/Program\ Files\ \(x86\)/PROGNOSIS\ IP\ Telephony\ Manager


Each space or parenthesis in a directory name must be preceded by a backslash.


◆ ManagingServerIPAddress


Specifies the IPv4 address of the host where VoIP Performance Manager is installed.


The IP address will be used in performing a cygwin “scp” command to copy the 
PMT-THRESHOLD document from VoIP Availability Manager to VoIP Performance 
Manager.


Modify domain.conf


To specify one or more VoIP Performance Managers as sources of performance traps for 
VoIP Availability Manager:


1. Go to the BASEDIR/smarts/bin directory in the VoIP Manager installation area and 
enter the following command to open the domain.conf file:


sm_edit conf/voip/domain.conf


2. Find the following object definition:


VOIP_PMDomain::VOIP-PM{
    InstallationDirectory 


= "/cygdrive/c/Program\ Files/PROGNOSIS\ IP\ Telephony\ Manager"
    ManagingServerIPAddress = ""
}


3. Make the following edits to the object definition:


a. Change VOIP-PM to the name of your VoIP Performance Manager.


b. Set InstallationDirectory to the directory location on the host where the VoIP 
Performance Manager is installed.


c. Set ManagingServerIPAddress to the IPv4 address of the host where the VoIP 
Performance Manager is installed.
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4. To specify additional VoIP Performance Manager sources for VoIP Availability Manager, 
copy and paste additional versions of the VOIP_PMDomain object definition, and then 
follow the directions given in step 3.


5. Save and close the file.


The modified version of the domain.conf file is saved to the 
BASEDIR/smarts/local/conf/voip directory.


Restart VoIP Availability Manager


At startup, VoIP Availability Manager:


1. Reads the domain.conf file.


2. Loads the file’s configuration information to the repository.


3. Establishes a Secure Shell (SSH) connection to each VoIP Performance Manager host 
that is specified in domain.conf and issues commands to accomplish the following 
tasks:


a. Discover the Threshold document version on the VoIP Performance Manager


b. Generate a PMT-THRESHOLD document in accordance to the Threshold document 
version and copy the document to the 
<InstallationDirectory>\3rdparty\copssh\home\voipam folder in the VoIP 
Performance Manager installation area.


c. Configure the SNMP destination and port for the PMT-THRESHOLD document to 
point to the trap listening port on the host that is running VoIP Availability 
Manager.


d. Start the PMT-THRESHOLD process on the VoIP Performance Manager.


The user account that is used to establish the SSH connection to a VoIP Performance 
Manager is the voipam account on the VoIP Performance Manager host. The user account 
has Administrator privileges. Each installation of VoIP Performance Manager sets up a 
voipam account on the host on which the software is installed; each installation of VoIP 
Availability Manager includes the credentials for the voipam account.


Verify auto-configuration


To validate the values of the InstallationDirectory and ManagingServerIPAddress 
parameters, use a Global Console that is attached to VoIP Availability Manager to view the 
corresponding attributes of the VoIP_PMDomain objects.


To verify that the PMT-THRESHOLD process is running on a VoIP Performance Manager, use 
the VoIP Performance Manager Client Interface (GUI) to examine the event history from the 
File menu and to view the name of the PMT-THRESHOLD process under Thresholds. The 
name of the PMT-THRESHOLD process is PMT<IPv4 address>, where IPv4 address is the 
IPv4 address (in hexadecimal format) of the VoIP Performance Manager. 
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Enabling the VoIP Availability Manager built-in trap receiver
You enable the VoIP Availability Manager built-in trap receiver so that it can receive and 
process VoIP Performance Manager traps. To do so, uncomment the TrapPort = 9001 
parameter line in the BASEDIR/smarts/conf/voip/voip.conf file in the VoIP Availability 
Manager installation area.


The EMC Smarts VoIP Availability Manager Configuration Guide describes this parameter 
and provides instructions on modifying it.


Controlling the processing of VoIP Performance Manager traps
You control the processing of VoIP Performance Manager traps through the following 
parameter settings in the BASEDIR/smarts/conf/voip/voip.conf file in the VoIP Availability 
Manager installation area:


◆ PMTraps_Timeout


◆ SyncDelay 


◆ TracePMTraps


The EMC Smarts VoIP Availability Manager Configuration Guide describes these 
parameters and provides instructions on modifying them.


Customizing performance polling and thresholds
Through a Polling and Thresholds Console that is attached to VoIP Availability Manager, 
you customize performance polling for Avaya or Cisco network services, and you 
customize performance thresholds.


The EMC Smarts VoIP Availability Manager Configuration Guide describes the performance 
polling and threshold groups, settings, and parameters, and provides instructions on 
modifying them.
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Troubleshooting
If VoIP Availability Manager does not discover a VoIP Performance Manager:


◆ Verify that the VoIP Performance Manager is running.


◆ Verify that the VoIP Performance Manager host is discovered by IP Availability 
Manager. If not,


• Check that the SNMP agent is running on the VoIP Performance Manager host.


• Check that the SNMP agent on the VoIP Performance Manager host is configured to 
accept SNMP packets.


If VoIP Availability Manager is not receiving any traps from a VoIP Performance Manager:


◆ Verify that the PMT-THRESHOLD process is running on the VoIP Performance Manager.


◆ Verify that the following PMT-THRESHOLD trap destination properties are set correctly:


• “SNMP Destination Host” points to the host that is running VoIP Availability 
Manager. 


• “SNMP Trap Port” points to the trap listening port on the host that is running VoIP 
Availability Manager. That port should be the port that is defined by the TrapPort 
parameter in the BASEDIR/smarts/conf/voip/voip.conf file in the VoIP Availability 
Manager installation area.


◆ Verify that the VoIP Availability Manager built-in trap receiver is running.


Note: Although unlikely, the built-in trap receiver might not start due to a port conflict.


To confirm that the built-in trap receiver is running, go to the BASEDIR/smarts/bin 
directory in the VoIP Availability Manager installation area and enter the following 
command on one line:


dmctl -s <VoIP Availability Manager name> get 
VOIP_Manager::VOIP-Manager::IsTrapReceiverRunning


The response is TRUE if the built-in trap receiver is running.


◆ Verify that the voipam account on the VoIP Performance Manager host has the correct 
access level by checking that the account is in the local\Administrators group.


◆ Verify that the directory structure for the VoIP Performance Manager on the VoIP 
Performance Manager host matches the directory structure that is specified in the 
BASEDIR/smarts/conf/voip/domain.conf file in the VoIP Availability Manager 
installation area.
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◆ Verify that the ExternalName and ExternalParams attributes of the associated 
VoipPerformanceManager object are updated with the appropriate mappings.


The ExternalName should be populated with the name of the 
VoipPerformanceManager in the external system.


The ExternalParams attribute should be populated with a list of parameter names and 
value pairs that are required to construct a VoIP client-tool display URL.


◆ Enable debugging in the pm-trap-processing.asl file.


To do so, use the sm_edit utility to set the debug and detailDebug parameters to TRUE 
in the BASEDIR/smarts/rules/voip/pm/pm-trap-processing.asl file in the VoIP 
Availability Manager installation area.

48 EMC Smarts VoIP Manager Overview and Integration Guide







CHAPTER 4
Configuring VoIP Client Tools


This chapter provides instructions for configuring VoIP client tools in a VoIP Manager 
deployment in which VoIP Performance Manager is integrated with VoIP Availability 
Manager. It consists of the following sections:


◆ Configuration overview ...........................................................................................  50
◆ Copying the client tool scripts .................................................................................  50
◆ Specifying the web browser executable path...........................................................  51
◆ Importing the VoIP client tool configuration file .......................................................  52
◆ Assigning user profiles............................................................................................  52
◆ Creating a security group for each VoIP Performance Manager .................................  54
◆ Creating a secure connection ..................................................................................  56
◆ Testing the client tools ............................................................................................  56
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Configuration overview
Configuring VoIP client tools consists of the following steps:


1. “Copying the client tool scripts” to the Service Assurance Manager installation area 
from which the Global Console is invoked.


2. “Specifying the web browser executable path” on the Global Console host so that the 
client tools know which web browser to open.


3. “Importing the VoIP client tool configuration file” into the Global Manager to make the 
VoIP client tools available to console users.


4. “Assigning user profiles” to the VoIP client tools.


5. “Creating a security group for each VoIP Performance Manager” so that the VoIP client 
tools can access the VoIP Performance Manager.


6. “Creating a secure connection” between the Global Console and the Global Manager.


7. “Testing the client tools” to ensure that they execute properly.


The last step is not a configuration step but is included here for completeness.


Instructions for attaching the Global Console to the Global Manager are presented in the 
EMC Smarts VoIP Availability Manager Configuration Guide.


Copying the client tool scripts
The VoIP client tool scripts are shipped with VoIP Availability Manager and reside in the 
BASEDIR/smarts/actions/client/voip directory. You copy the entire voip directory to the 
Service Assurance Manager installation area from which the Global Console is invoked. 


To complete this task:


1. In the VoIP Availability Manager installation area, copy the entire 
BASEDIR/smarts/actions/client/voip directory to the BASEDIR/smarts/actions/client 
directory in the Service Assurance Manager installation area from which the Global 
Console is invoked.


For a copy from a Windows host to a Windows host, for example, copy:


C:\InCharge\VoIP\smarts\actions\client\voip


-to- 
C:\InCharge\SAM\smarts\actions\client\voip


For a copy from a UNIX host to a UNIX host, for example, copy:


/opt/InCharge/VoIP/smarts/actions/client/voip


-to- 
/opt/InCharge/SAM/smarts/actions/client/voip


2. Repeat Step 1 for each Global Console that is to invoke VoIP client tools.
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Specifying the web browser executable path
Included with the VoIP client tool scripts is the config.cmd/sh file, which specifies the 
executable path to the web browser program to be launched by the VoIP client tools. For 
Windows, the default web browser program is Internet Explorer; for UNIX, the default web 
browser program is Mozilla.


The default setting for Windows is Internet Explorer and Mozilla for UNIX.


Web browser support for VoIP client tools is described in “Web browser support” on 
page 34.


To choose a web browser program other than the default:


1. In the Service Assurance installation area from which the Global Console is invoked, 
go to the BASEDIR/smarts/bin directory and enter the following command to open the 
config.cmd/sh file:


On a Windows system:
sm_edit actions\client\voip\config.cmd


On a UNIX system:
sm_edit actions/client/voip/config.sh


2. Find the following line in the file:


In config.cmd:
set “BROWSER=C:\Program Files\Internet Explorer\IEXPLORE.EXE”


In config.sh:
BROWSER=/opt/software/mozilla-1.7.13/mozilla


3. Modify the line to point to the web browser program of your choice.


4. Save and close the file.


The modified version of the config.cmd/sh file is saved to the 
BASEDIR/smarts/local/actions/client/voip directory in the Service Assurance 
installation area.


5. Repeat Steps 1 through 4 for each Global Console that is to invoke VoIP client tools.
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Importing the VoIP client tool configuration file
The VoIP client tool configuration file is shipped with the Service Assurance Manager. The 
file, named configureVoipPmTools.xml, resides in the BASEDIR/smarts/conf/ics directory 
in the Service Assurance Manager installation area. You import this file into the Global 
Manager to make the VoIP client tools available to Global Console users.


To import the VoIP client tool configuration file:


1. Go to the BASEDIR/smarts/bin directory in the Service Assurance Manager installation 
area in which the Global Manager is running.


2. Enter the following command on one line to import the VoIP client tool configuration 
file into the Global Manager:


sm_config -s <Global Manager name> import 
--force configureVoipPmTools.xml


3. Repeat Steps 1 and 2 for each Global Console that is to invoke VoIP client tools.


Assigning user profiles
After loading the VoIP client tool configuration file, the names of the VoIP client tools will 
appear in the Tools category on the Global Manager Administration Console. By default, 
the client tools are assigned to the following user profiles:


◆ admin-profile


The admin-profile includes all console operations access groups, server tools, and 
client tools, assuming the user has been given “All” privileges on the server side via 
the serverConnect.conf configuration file. Global Console users assigned the 
admin-profile have permission to run the VoIP client tools.


◆ default-profile


The default-profile user profile provides read-only operations and no access to tools. 
Global Console users assigned the default-profile do not have permission to run the 
VoIP client tools.


User profiles provide a means by which an administrator can create and control the access 
and display of users who attach to the Global Manager through the Global Console. All 
user accounts for a Global Manager are associated with a user profile.


Because VoIP client tools connect to the Global Manager to acquire login credentials and 
other data needed to construct URLs, users of the tools must have administrative 
privileges. Accordingly, if an administrator decides to assign VoIP client tools to additional 
user profiles and users, the administrator must assign the tools to user profiles that have 
the same privileges as the admin-profile.
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To assign the VoIP client tools to additional user profiles:


1. Attach the Global Console to the Global Manager.


2. Select Configure > Global Manager Administration Console to launch a Global Manager 
Administration Console.


3. In the left panel of the Global Manager Administration Console, expand the 
configuration tree to display the Tools.


The VoIP client tools appear in the Tools list.


4. In the left panel of the Global Manager Administration Console, expand the 
configuration tree to display the User Profiles.


5. Select a user profile to which you want to add the VoIP client tools.


A Configure User Profile panel opens.


6. In the Configure User Profile panel, locate Client Tools and click its Modify List button 
to launch the Modify Client Tools dialog box.


7. In the Modify Client Tools dialog box, add the VoIP client tools to the user profile.


8. Click OK to close the Modify Client Tools dialog box.


9. In the Configure User Profile panel, click Apply to save your configuration changes.


10. Repeat Steps 5 through 9 to add the VoIP client tools to any other user profiles that 
need them.


Changes to a user profile might not be available to console users until they restart the 
Global Console.


The EMC Smarts Service Assurance Manager Configuration Guide provides detailed 
information about creating and configuring user profiles.
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Creating a security group for each VoIP Performance Manager
VoIP client tools connect to the Global Manager to acquire login credentials for a VoIP 
Performance Manager through its VoipPerformanceManager object. The username and 
encrypted password are stored in the following two attributes of the 
VoipPerformanceManager object:


◆ User_ID


◆ EncryptedPassword (read-only)


The login credentials that are stored in these attributes represent a user account that is 
configured on the host on which the VoIP Performance Manager is running. VoIP client 
tools use the login credentials to log in to the VoIP Performance Manager.


Users who use these credentials to log in to a VoIP Performance Manager through the Web 
Interface, regardless of the user account access level, have read-only access. That is, even 
an account with Administrator privileges, which would enable a user to configure a VoIP 
Performance Manager through the Client Interface (GUI), would be restricted to read-only 
access through the Web Interface.


The login credentials for the guest account (username = Guest, password = empty) is 
recommended for the Web Interface.


VoIP PM Servers security group


The login credentials are specified in a default security group named “VoIP PM Servers,” 
which is accessible through the Device Access tab of a Polling and Thresholds Console 
that is attached to VoIP Availability Manager. Table 5 on page 54 lists the matching criteria 
and setting for the VoIP PM Servers security group. The target device is a VoIP Performance 
Manager host through a web server. 


A VoipPerformanceManager that becomes a member of a particular VoIP Performance 
Manager security group inherits the login credentials and other attributes that are defined 
in the security group.


VoipPerformanceManager objects, as well as a subset of the remaining VoIP Availability 
Manager topology objects, are uploaded to the Global Manager whenever the Global 
Manager performs a topology import.


Table 5  Default VoIP PM Servers security group


Security group category Security group Matching criteria Setting


VoIP PM Access 
Configurations


VoIP PM Servers VoipPerformanceManager 
with attributes:
• Type= ~Agent


VoIP PM Web 
Interface Access
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When constructing a URL for a target object, a VoIP client tool reads the attributes of the 
associated VoipPerformanceManager object to populate the login fields, the destination 
address, and the destination port in the URL, in order to access through a web server the 
VoIP Performance Manager that corresponds to the VoipPerformanceManager object.


VoIP PM Web Interface Access setting


The VoIP PM Servers security group has a setting named VoIP PM Web Interface Access. 
Table 6 on page 55 lists the parameters for this setting. 


In a VoIP Availability Manager deployment that contains multiple VoIP Performance 
Manager sources, you must make enough copies of the VoIP PM Servers default security 
group so that a VoIP PM Servers group exists for each VoIP Performance Manager source. 
Because the WebServerIPAddress attribute value of a VoipPerformanceManager object is 
unique, only one VoIP Performance Manager will become a member of each group.


Table 6  Default values for the VoIP PM Web Interface Access setting


Parameter Default Value Description


Device_Access_Retries 0 to 50 retries
Default: 5


Number of retries to attempt when the 
initial access attempt fails.


Device_Access_Timeout 1 to 120 seconds
Default: 15 seconds


Amount of time to wait for an HTML 
response before the HTML session request 
times out.


Device_User_ID String of unspecified 
length
Default: null string 
(empty)


User ID (username) for the VoIP client tools 
account on the host of the VoIP Performance 
Manager that belongs to this group.


Password String of unspecified 
length
Default: null string 
(empty)


User password for the VoIP client tools 
account on the host of the VoIP Performance 
Manager that belongs to this group. Enter 
the password twice to confirm the password 
value.
Note that VoIP Availability Manager uses the 
site key to encrypt the entered password 
value. As explained in EMC Smarts System 
Administration Guide, the site key is created 
during the installation of EMC Smarts 
applications.


WebServerIPAddress String that represent a 
number
Default: IP address of 
the host of the VoIP 
Performance Manager 
that belongs to this 
group


Web server IP address that is used by the 
Web Interface to access the VoIP 
Performance Manager that belongs to this 
group.


WebServerPort String that represent a 
number
Default: 80


Web server port that is used by the Web 
Interface to access the VoIP Performance 
Manager that belongs to this group.
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Creating a secure connection
If a client tool invokes an EMC Smarts utility, such as dmctl, or otherwise initiates a 
connection to the Global Manager, an administrator must configure security to enable that 
connection. Client tools are invoked under the username of the user who started the 
Global Console.


The VoIP client tools use dmctl to communicate with the Global Manager to acquire login 
credentials and other data needed to construct URLs. Executing dmctl commands requires 
administrative privileges, which are available to the client tools because they are invoked 
by users who have administrative privileges.


Besides setting up an authenticated connection, which involves a console user’s 
username and password (such as the username admin and the password changeme for a 
user associated with the admin-profile), an administrator can set up an encrypted 
connection between the Global Console and the Global Manager. Both levels of security 
involve the clientConnect.conf file at the Global Console and the serverConnect.conf file at 
the Global Manager.


To set up either level of security, consult the EMC Smarts System Administration Guide. 
That document describes the syntax and configuration of the clientConnect.conf and 
serverConnect.conf files. The EMC Smarts Service Assurance Manager Configuration Guide 
is also a good source of information for understanding how to set up authenticated 
connections.


Testing the client tools
As a final task, you should verify that the VoIP client tools appear in the pop-up menus for 
the different types of target topology objects.


To complete this task:


1. Attach the Global Console to the Global Manager.


2. Select File > New > Topology Browser Console to launch a Topology Browser Console.


3. In the Topology Browser Console, expand the configuration tree to display the 
topology objects.


4. Right-click any target topology object listed in Table 3 on page 35, then select Client 
Tools in the pop-up menu. Compare the list of VoIP client tools in the Client Tools 
menu with the list of VoIP client tools for the particular target object that is given in 
Table 3 on page 35.


If the client tools do not appear, detach and reattach the Global Console to the Global 
Manager. Start by selecting Manager > Detach.


5. Repeat Step 4 for each target topology object and tool listed in Table 3 on page 35.


6. Repeat Steps 1 through 5 for each Global Console that is to invoke VoIP client tools.


After verifying that the VoIP client tools appear in the pop-up menus, you should also 
invoke several of the tools to see if they launch the correct VoIP Performance Manager 
drill-down display.
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Manually Configuring VoIP Performance Manager 
Integration


This appendix provides instructions for manually configuring VoIP Performance Manager 
integration with VoIP Availability Manager. It consists of the following sections:
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Overview
Integrating VoIP Performance Manager with VoIP Availability Manager involves two steps:


◆ Transferring a PMT-THRESHOLD document from VoIP Availability Manager to each VoIP 
Performance Manager in the VoIP Manager deployment.


◆ Starting a PMT-THRESHOLD process on each VoIP Performance Manager in the VoIP 
Manager deployment.


VoIP Performance Manager provides a comprehensive SNMP Traps Out functionality for 
sending traps to other management systems, such as VoIP Availability Manager. The traps 
are defined in the Integrated Research Enterprise OID .1.3.6.1.4.1.6102.


EMC has created a document that defines the VoIP Performance Manager traps that are 
required by VoIP Availability Manager. The document, which is contained in a text file 
named PMT-THRESHOLD.txt and a binary file named PMT-THRESHOLD.thr, is located in the 
BASEDIR/smarts/voip/pm directory in the VoIP Availability Manager installation area.


Upon (1) transferring the PMT-THRESHOLD document to a VoIP Performance Manager and 
(2) starting the PMT-THRESHOLD process on the VoIP Performance Manager to act upon 
the document, the VoIP Performance Manager begins sending the required traps to VoIP 
Availability Manager.


As an alternative to the manual method that is provided in this appendix, an 
auto-configuration method for configuring VoIP Performance Manager integration is 
provided in Chapter 3, “Auto-Configuring VoIP Performance Manager Integration.” The 
manual method is recommended even if a VoIP Availability Manager has just one VoIP 
Performance Manager source. Reason: For auto-configuration, each time that a VoIP 
Availability Manager is restarted, it will auto-configure integration for each VoIP 
Performance Manager that is listed in VoIP Availability Manager’s domain.conf file.


If you have already performed the procedures in Chapter 3, “Auto-Configuring VoIP 
Performance Manager Integration,” skip this appendix.


Integration prerequisites
For integration to occur, the following prerequisites must be satisfied:


◆ Each VoIP Performance Manager has the latest patch applied.


The latest patch and other VoIP Performance Manager requirements are identified in 
the EMC Smarts VoIP Availability Manager Release Notes.


◆ VoIP Performance Manager Integration Pack is installed.


◆ VoIP Performance Manager integration is configured, as described in this chapter.


◆ VoIP Availability Manager is configured, as described in the EMC Smarts VoIP 
Availability Manager Configuration Guide.
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◆ VoIP Availability Manager discovery is completed, and VoIP Availability Manager has 
discovered the VoIP Performance Managers.


VoIP Performance Manager hosts are discovered (SNMP) by IP Availability Manager as 
Host objects, which are imported and rediscovered (SNMP) by VoIP Availability 
Manager as VOIP_PMDomain objects. For each VOIP_PMDomain, VoIP Availability 
Manager discovers and registers the VoIP Performance Manager that is running on the 
VOIP_PMDomain as a VoipPerformanceManager (critical service) object.


◆ SNMP agent on a VoIP Performance Manager host is configured to accept SNMP 
packets.


Integration configuration steps
Manually integrating VoIP Performance Manager with VoIP Availability Manager consists of 
the following steps:


1. “Copying, configuring, and starting PMT-THRESHOLD” on page 59 to initiate the 
sending of the required traps from VoIP Performance Manager to VoIP Availability 
Manager.


2. “Enabling the VoIP Availability Manager built-in trap receiver” on page 61 to receive 
and process VoIP Performance Manager traps that convey performance data.


3. “Controlling the processing of VoIP Performance Manager traps” on page 61 through 
parameter settings in the voip.conf file.


4. “Customizing performance polling and thresholds” on page 61 through a Polling and 
Thresholds Console that is attached to VoIP Availability Manager.


Copying, configuring, and starting PMT-THRESHOLD
You copy the PMT-THRESHOLD.thr document to the host where the VoIP Performance 
Manager Client Interface (GUI) resides. Then, you use the GUI to configure the document 
and to start the PMT-THRESHOLD process. Configuring PMT-THRESHOLD involves pointing 
to the trap listening port on the host that is running VoIP Availability Manager.


For a single-monitoring-server VoIP Performance Manager, the GUI connects to the 
Monitoring Server and typically resides on the same host as the Monitoring Server. For a 
multiple-monitoring-server VoIP Performance Manager, the GUI connects to the Managing 
Server and typically resides on the same host as the Managing Server.


You need to copy, configure, and start PMT-THRESHOLD for each VoIP Performance 
Manager in the VoIP Manager deployment.
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To copy, configure, and start PMT-THRESHOLD for a VoIP Performance Manager:


1. Copy the PMT-THRESHOLD.thr document in the BASEDIR/smarts/conf/voip/pm 
directory to the <InstallationDirectory>\User Interface\My Displays & Configurations 
folder on the host where the VoIP Performance Manager GUI is installed.


For a GUI that is installed on a Windows 32-bit operating system, the default value for 
<InstallationDirectory> is:


C:\Program Files\PROGNOSIS IP Telephony Manager


For a GUI that is installed on a Windows 64-bit operating system, the default value for 
<InstallationDirectory> is:


C:\Program Files (x86)\PROGNOSIS IP Telephony Manager


2. Start the VoIP Performance Manager GUI and log in to the GUI.


Enter the same credentials that you use to log in to the host on which the GUI is 
installed. (Typically, that host is the same host on which the VoIP Performance 
Manager is installed.) The credentials represent a user account with Administrator 
privileges.


3. Refresh the Node Navigator pane of the GUI if the GUI does not show the 
PMT-THRESHOLD document. 


4. Right-click the PMT-THRESHOLD document and select Properties from the pop-up 
menu to display the document’s Properties window. 


PROGNOSIS
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5. In the Properties window, update the Default Destinations properties as follows and 
then click OK.


• In the SNMP Trap Host field, change 127.0.0.1 to the hostname or IP address of the 
host on which VoIP Availability Manager is installed.


• In the SNMP Trap Port field, change 9001 (if need be) to the trap listening port that 
is configured for the VoIP Availability Manager built-in trap receiver.


6. Start the PMT-THRESHOLD process by double-clicking PMT-THRESHOLD in the Node 
Navigator pane.


7. Verify that the PMT-THRESHOLD process is running by using the File menu to examine 
the event history. Also, check for the name of the PMT-THRESHOLD process under 
Thresholds.


Enabling the VoIP Availability Manager built-in trap receiver
You enable the VoIP Availability Manager built-in trap receiver so that it can receive and 
process VoIP Performance Manager traps. To do so, uncomment the TrapPort = 9001 
parameter line in the BASEDIR/smarts/conf/voip/voip.conf file in the VoIP Availability 
Manager installation area.


The EMC Smarts VoIP Availability Manager Configuration Guide describes this parameter 
and provides instructions on modifying it.


Controlling the processing of VoIP Performance Manager traps
You control the processing of VoIP Performance Manager traps through the following 
parameter settings in the BASEDIR/smarts/conf/voip/voip.conf file in the VoIP Availability 
Manager installation area:


◆ PMTraps_Timeout


◆ SyncDelay 


◆ TracePMTraps


The EMC Smarts VoIP Availability Manager Configuration Guide describes these 
parameters and provides instructions on modifying them.


Customizing performance polling and thresholds
Through a Polling and Thresholds Console that is attached to VoIP Availability Manager, 
you customize performance polling for Avaya or Cisco network services, and you 
customize performance thresholds.


The EMC Smarts VoIP Availability Manager Configuration Guide describes the performance 
polling and threshold groups, settings, and parameters, and provides instructions on 
modifying them.
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Troubleshooting
If VoIP Availability Manager does not discover a VoIP Performance Manager:


◆ Verify that the VoIP Performance Manager is running.


◆ Verify that the VoIP Performance Manager host is discovered by IP Availability 
Manager. If not,


• Check that the SNMP agent is running on the VoIP Performance Manager host.


• Check that the SNMP agent on the VoIP Performance Manager host is configured to 
accept SNMP packets.


If VoIP Availability Manager is not receiving any traps from a VoIP Performance Manager:


◆ Verify that the PMT-THRESHOLD process is running on the VoIP Performance Manager.


◆ Verify that the following PMT-THRESHOLD trap destination properties are set correctly:


• “SNMP Destination Host” points to the host that is running VoIP Availability 
Manager.


• “SNMP Trap Port” points to the trap listening port on the host that is running VoIP 
Availability Manager. That port should be the port that is defined by the TrapPort 
parameter in the BASEDIR/smarts/conf/voip/voip.conf file in the VoIP Availability 
Manager installation area.


◆ Verify that the VoIP Availability Manager built-in trap receiver is running.


Note: Although unlikely, the built-in trap receiver might not start due to a port conflict.


To confirm that the built-in trap receiver is running, go to the BASEDIR/smarts/bin 
directory in the VoIP Availability Manager installation area and enter the following 
command on one line:


dmctl -s <VoIP Availability Manager name> get 
VOIP_Manager::VOIP-Manager::IsTrapReceiverRunning


The response is TRUE if the built-in trap receiver is running.


◆ Verify that the GUI account on the VoIP Performance Manager host has the correct 
access level by checking that the account is in the local\Administrators group.


◆ Check the credentials of the GUI account on the VoIP Performance Manager host by 
establishing an SSH connection from the VoIP Availability Manager host to the host on 
which the GUI resides.
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◆ Verify that the ExternalName and ExternalParams attributes of the associated 
VoipPerformanceManager object are updated with the appropriate mappings.


The ExternalName should be populated with the name of the 
VoipPerformanceManager in the external system.


The ExternalParams attribute should be populated with a list of parameter names and 
value pairs that are required to construct a VoIP client-tool display URL.


◆ Enable debugging in the pm-trap-processing.asl file.


To do so, use the sm_edit utility to set the debug and detailDebug parameters to TRUE 
in the BASEDIR/smarts/rules/voip/pm/pm-trap-processing.asl file in the VoIP 
Availability Manager installation area.
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About MODEL

Overview
This document is a reference guide for the EMC® Smarts® Managed Object Definition 
Language (MODEL). It serves as a comprehensive reference for the syntax and use of 
MODEL declarations.


The EMC Smarts Managed Object Definition Language (MODEL) is a descriptive language 
used to develop correlation models for EMC Smarts Foundation applications. MODEL 
provides constructs for defining classes of managed objects and describing their 
properties. Properties include attributes, operations, relationships, basic events, 
problems, and symptoms.


The main purpose of MODEL is to provide a means of describing the potential components 
of a managed domain in a reusable object-oriented framework. Developing your 
management application with EMC Smarts provides two advantages.


◆ MODEL is an object-oriented language in which you declare a static class from which 
many objects (or instances) can be instantiated at runtime. 


◆ EMC Smarts applications separate the generic correlation model from topology. 
Because the model you develop is not tied to a particular topology, it can be used to 
model different domains that consist of similar types of managed objects.


MODEL is based on CORBA IDL (The Common Object Request Broker: Architecture and 
Specification, Object Management Group and Xopen, 1992). MODEL uses CORBA IDL 
notation where possible, introducing new syntax to address semantic concepts not 
provided by CORBA IDL. The new syntax supports event-driven information including 
problems, symptoms, and their propagation.


EMC Smarts installation directory
In this document, the term BASEDIR represents the location where EMC Smarts software is 
installed.


◆ For Windows, this location is C:\InCharge\<productsuite>.


◆ For UNIX, this location is /opt/InCharge/<productsuite>.


InCharge names the directory where the software is installed. The <productsuite> 
represents the EMC Smarts product suite to which the product belongs. This location is 
referred to as BASEDIR/smarts.


Optionally, you can specify the root of BASEDIR to be something other than:


◆ Windows: C:\InCharge


◆ UNIX: /opt/InCharge


However, you cannot change the <productsuite> location under the root directory.


The EMC Smarts System Administration Guide provides more information about the 
directory structure.


Where to get help
EMC support, product, and licensing information can be obtained as follows:


Product information — For documentation, release notes, software updates, or 
information about EMC products, go to EMC Online Support at:


https://support.emc.com
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Technical support — Go to EMC Online Support and click Service Center. You will see 
several options for contacting EMC Technical Support. Note that to open a service request, 
you must have a valid support agreement. Contact your EMC sales representative for 
details about obtaining a valid support agreement or with questions about your account.


Modeling event-driven information
Events are observable conditions that occur in objects of the managed domain. Event 
information is essential to the root-cause analysis that is performed by the Domain 
Manager.


MODEL recognizes the importance of event modeling and supports the following concepts 
as they relate to the occurrence and effect of events in a managed system.


1. Events occur in objects and are modeled as object properties. Events can also be 
imported from an external source.


2. Events may be symptoms or problems and sometimes both. A symptom is a basic 
event that is directly observable on a class instance. A problem, defined on a class, 
causes symptoms that may be directly observable on the same class or on related 
classes. When the problem is fixed, the symptoms that it causes no longer occur.


3. Events can propagate from one object to another through a relationship. Propagation 
of events is important to understand because the symptoms of a problem cannot 
always be observed in the object where the problem occurs. Instead, the symptoms of 
such a problem must be detected in related objects to properly diagnose the problem.


Detecting events


An EMC Smarts application is event-driven. When an event is detected, the Domain 
Manager sends a notification to its client(s) indicating that the event has occurred. When 
the Domain Manager determines that the notified event is no longer occurring, it clears 
the notification to indicate that the conditions that caused the event are no longer 
present.


In MODEL, events are declared as Boolean expressions constructed with the values of 
attributes or other events. When the Domain Manager monitors an event, it determines 
which attributes are required to evaluate the event expression. The Domain Manager 
builds a data structure that links these attributes to the event expression and monitors 
those attributes. When the value of a monitored attribute changes, the Domain Manager 
re-evaluates the event expression to determine if its truth value has changed.


Determining which events are monitored


A Domain Manager does not automatically monitor for every event declared in the 
correlation model. Instead, the Domain Manager only monitors for events that have been 
subscribed to by EMC Smarts clients, which include adapters.


When an EMC Smarts client requests to be notified of an event (by subscribing to the 
event), the Domain Manager monitors only those attributes and events necessary to 
determine when the event occurs. Attributes that do not affect the evaluation of a 
subscribed-to event are not monitored. When the value of an attribute that is not 
monitored changes, the Domain Manager does not re-evaluate any event expressions. The 
values of all attributes, monitored or not, are accessible to EMC Smarts clients.
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Introduction by Example

Overview
This chapter uses an example model to introduce the basic MODEL declarations that you 
will use to develop correlation models. The detailed syntax of MODEL declarations is 
described in later chapters.


Class properties
A Domain Manager’s Repository maintains a runtime database of managed objects 
instantiated from MODEL classes. The Repository also maintains an index of all instances 
of a class. Each class has properties that define it within the Repository. These properties 
are as follows.


◆ Inheritance defines the hierarchy of classes. Object classes are related in a 
subclass/superclass hierarchy. All of the properties defined for a superclass are 
inherited by its subclasses. For example, in Figure 1 on page 16 the 
UnitaryComputerSystem class has an attribute XYZ and an event Down. Each of the 
subclasses (Router and Host) inherits the attribute XYZ and the Down event.


Figure 1  Inheritance of properties by subclasses


A subclass may refine existing properties or add new properties and operations to 
introduce unique behavior or states. “Inheritance” on page 57 provides further 
information.


◆ A class can be declared as abstract or concrete. Concrete classes can be directly 
instantiated and must define implementations for all their properties. Abstract 
classes cannot be instantiated and may have properties for which they do not define 
implementations. “Interface header declaration” on page 57 provides further 
information.


UnitaryComputerSystem


Attribute XYZ
Event Down


Host


Attribute XYZ
Event Down


Superclass


Subclasses
Router


Attribute XYZ
Event Down
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Declaring a class in MODEL


A class defines the state and behavior for all its instances. In MODEL, a class is defined by 
an interface declaration. MODEL constructs are specified within an interface declaration.


An interface declaration defines a managed object class in the Repository. Each interface 
must inherit from another interface. There are two base classes from which you can 
inherit: MR_ManagedObject and MR_MetaObject. MR_ManagedObject serves as the base 
class for all managed objects. When you develop a correlation model, the classes that 
represent types of managed objects should inherit from MR_ManagedObject. 
MR_MetaObject serves as the base class for objects that do not correspond to managed 
elements. Objects derived from MR_MetaObject may be used for configuration and control 
purposes. As such, MR_MetaObject is used less often.


Interface declarations


An interface is composed of an interface header declaration followed by a sequence of 
declarations enclosed in curly braces. Properties of the interface are specified between 
the curly braces.


Examples of interface declarations
The following code fragment declares five interfaces. The first two interfaces, Department 
and Person, are subclasses of MR_ManagedObject. Employee is a subclass of Person and 
has two subclasses, Director and Manager. 


Each subclass inherits all of the properties of its superclass. Because Person is declared 
as abstract, instances of this class cannot be instantiated. Employee is a subclass of 
Person but is not declared as abstract. Instances of Employee can be created to populate 
the topology, as shown in Figure 2 on page 17.


Figure 2  Sample hierarchy


MR_ManagedObject


Department Person


Employee


ManagerDirector
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The quoted strings that appear in each declaration are descriptions. Most MODEL 
declarations have an optional description field. The descriptions are stored in the 
Repository and can be displayed by EMC Smarts clients. You can use more than one line 
for a description, but each line must begin and end with quotation marks. When a 
description spans more than one line, add an extra space before the quotation marks at 
the end of each line. This ensures that the description is readable when the client 
concatenates the lines that compose the description.


interface Department : MR_ManagedObject
"The departments forming the company"
{
}


abstract interface Person : MR_ManagedObject
"A generic description of a person"
{
}


interface Employee : Person
"A person who works for the company"
{
}


interface Manager : Employee
"An employee who has managerial responsibilities"
{
}


interface Director : Employee
"An employee who has directorial responsibilities"
{
}
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Modeling an object’s properties
The state of an object is defined by the values of its state properties. Attributes of an 
object and relationships between an object and one or more other objects are examples of 
an object’s state properties.


Attribute declarations


The attribute declaration is one of the basic declarations that comprise an interface 
declaration. An attribute declaration specifies a property that is present in all instances of 
the interface.


The value of an attribute can be stored in the Repository, computed on demand, 
propagated from other objects through a relationship, or instrumented. An instrumented 
attribute is an attribute whose value is obtained, by using an accessor.


A stored attribute declaration includes the attribute’s type, and optionally, a description, 
access type, access flag, and initial value. MODEL supports most built-in C++ data types. 
“Supported types” on page 51 provides a list of the supported attribute types. At runtime 
the attributes obtain values. These values describe the state of the instance.


Examples of attribute declarations
The following code fragment declares attributes for the interfaces from the previous 
example. Each declaration specifies the attribute’s data type and access type, if it is not 
stored. Note that an expression in a computed attribute must be defined in-line, as shown 
by the attribute Wages in the class Employee. Intrinsically, computed attributes are read 
only, and therefore, the readonly keyword is optional. Their value cannot be set through a 
EMC Smarts client.


Note: In a MODEL file, “//” is used to comment a line. “/* and “*/” are used comment a 
block of lines.


interface Department : MR_ManagedObject
"The departments forming the company"
{


// Attributes
attribute short DeptNumber 
"Department Number"
= 0;
attribute float DeptBudget 
"Budget for wages"
= 0;


}


abstract interface Person : MR_ManagedObject
"A generic description of a person"
{


// Attributes
attribute string LastName 
"Person’s last name";


attribute string FirstName 
"Person’s first name";


}
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interface Employee : Person
"The people that work for the company"
{


// Attributes
attribute float LowWage_Thr 
"The minimum salary expected for an employee"
= 5.15;


attribute float HoursWorked_Thr
"The maximum number of hours an employee should be "
"allowed to work per week"
= 60;


attribute string EmployeeID 
"Employee identification number"
= "0000";


attribute float HoursWorked 
"Number of hours an employee works per week"
= 40;


attribute float HourlyRate 
"The employee's hourly wage"
= 13;


readonly computed attribute float Wages 
"The employee’s weekly salary"
= HoursWorked * HourlyRate;


}


Relationship declarations


A relationship maps instances of one class to instances of the same or another class. For 
each relationship, an inverse relationship may also exist that maps from the related class 
back to the originating class. The term relation refers to the pair of relationships between 
two objects.


The cardinality of a relationship can be to-one or to-many. The cardinality of a relationship 
from class C1 to class C2 is to-one when an object of class C1 can be mapped by the 
relationship to, at most, one object of class C2. The cardinality of a relationship from class 
C1 to class C2 is to-many when an object of class C1 can be mapped by the relationship to 
zero or more objects of class C2.


The reciprocal relationship between two objects may have a different cardinality than the 
original relationship. Because of this, the relation between classes C1 and C2 is 
one-to-one when the pair of relationships that define the relation are to-one relationships. 
The cardinality of the relation between two classes is one-to-many when one of the 
relationships is to-one and the other relationship is to-many. The cardinality of the relation 
is many-to-many when both relationships are to-many.


A relationship declaration includes the cardinality of the relationship, the name of the 
relationship, the name of the related class, the name of the inverse relationship, and an 
optional description. Cardinality is determined by the keyword relationship, which 
declares a to-one relationship, or relationshipset, which declares a to-many relationship.
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Examples of relationship declarations
The Department class declares two relationships: ManagedBy and Contains. ManagedBy 
is a relationship between a Department and a Manager. Contains is a relationship 
between a Department and the employees who work in the department. Because a 
department potentially has many employees, Contains is declared as a relationshipset.


In the Employee class, the relationship WorksIn declares the inverse of the Contains 
relationship in the Department class. It declares that an employee can work in one 
department.


The Manager class contains the Manages relationshipset, which is the inverse of the 
ManagedBy relationship.


interface Department : MR_ManagedObject
"The departments forming the company"
{


// Relationships
relationship ManagedBy, Manager, Manages
"The manager who manages this department";


relationshipset Contains, Employee, WorksIn
"The employees this department contains";


}


interface Employee : Person
"The people that work for the company"
{


relationship WorksIn, Department, Contains
"The department the employee works in";


}


interface Manager : Employee
"An employee who has managerial responsibilities"
{


relationshipset Manages, Department, ManagedBy
"The department this manager manages. "
"A manager manages one department";


}


Propagate attribute declarations


Relationships define connections between classes of managed objects. 


The value of a propagated attribute can be obtained from a single object through a 
relationship or it can be retrieved from multiple objects through a relationshipset. When 
the value of the propagated attribute is obtained through a relationshipset, you must 
specify an aggregate operator. The aggregate operator tells the Domain Manager how to 
combine the set of values formed by the value it receives from each instance participating 
in the relationshipset.


A propagate attribute declaration includes the relationship name the attribute is retrieved 
over, the related class, and the name of the attribute that propagates.
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Examples of propagated attributes
The Department interface declares two propagated attributes. The first, 
AverageDeptWage, computes the average salary of the employees who work in the 
department. This requires retrieving the value of the Wages attribute from each instance of 
the Employee class through the Contains relationshipset. Because Contains is a 
relationshipset, an aggregate operator, avg (for average), must be specified.


The second propagated attribute, ManagerSalary, retrieves the salary of the manager who 
manages this department. This is accomplished through the ManagedBy relationship. 
Manager is a subclass of Employee and inherits the Salary attribute. 


interface Department : MR_ManagedObject
"The departments forming the company"
{


// Propagated attributes
propagate attribute float avg AverageDeptWage 
"The average salary of employees in this department "
= Employee, Contains, Wages;


propagate attribute float ManagerSalary 
"The salary of the manager of this department"
= Manager, ManagedBy, Wages;


}
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Modeling event-driven behavior
Events define the behavior for instances of a class. An event is an observable condition 
that occurs within an object. MODEL provides the following declarations for specifying 
event-driven behavior.


◆ Event declaration 


◆ Problem declaration


◆ Propagate symptom declaration


◆ Aggregate declaration


◆ Propagate aggregate declaration


◆ Export declaration


Note: An object created with the event declaration is referred to as a basic event. 
Repository objects created with event, problem, aggregate, symptom, propagate 
symptom, and propagate aggregate declarations are all referred to generically as events.


Event declarations


An event declaration declares a basic event that is observable in instances of the class for 
which it is defined. It is important to note that an event declaration specifies an 
observable event. As such, the Domain Manager does not perform correlation to 
determine when such an event occurs. Instead, events specified by an event declaration 
are used by the Domain Manager to diagnose problems. By monitoring observable events, 
the Domain Manager is able to pinpoint problems (specified by problem declarations), 
which cause the observable events.


An event declaration specifies the name of the basic event, an event expression, and an 
optional description. Event expressions are written as Boolean expressions defined over 
attributes or other events. When an event expression evaluates to true, it means that the 
basic event is occurring. When the event expression evaluates to false it either means that 
the basic event has cleared or that the event is not active.


Examples of an event declaration
The Employee class declares three basic events: UnderPaidEmployee, OverWorked, and 
UnderAchieved. UnderPaidEmployee occurs when the value of the attribute HourlyRate is 
less than the attribute LowWage_Thr. Similarly, OverWorked occurs when the attribute 
HoursWorked is greater than the attribute HoursWorked_Thr. UnderAchieved is defined 
using two previously declared basic events. When either UnderPaidEmployee or 
OverWorked occurs, the basic event UnderAchieved occurs.


interface Employee : Person
"The people that work for the company"
{


// Events
event UnderPaidEmployee
"This employee is making less than the minimum wage"
= HourlyRate < LowWage_Thr;
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event OverWorked
"This employee is working too many hours during the "
"week"
= HoursWorked > HoursWorked_Thr;


event UnderAchieved
"The employee is not performing as expected"
= UnderPaidEmployee || OverWorked;


}


Problem declarations


A problem declaration declares an event that is detected by observing its symptoms. 
Symptoms are observable events that uniquely identify the problem. Note that the 
symptoms described here are not necessarily declared by a symptom declaration. The 
symptoms of a problem can be declared by event, symptom, and other problem 
declarations.


Like an event declaration, a problem declared by a problem declaration must be 
subscribed to by an EMC Smarts client to make the Domain Manager monitor for it.


A problem declaration specifies the name of the problem, the list of symptoms that the 
problem causes, and an optional description.


As noted earlier, the Domain Manager only monitors problems that an EMC Smarts client 
has subscribed to. If a problem is not subscribed to, the Domain Manager does not 
monitor the attributes and events that the problem depends on.


Example of a problem declaration
The PoorPerformance problem causes the UnderAchieved event, making UnderAchieved a 
symptom of PoorPerformance. When the Domain Manager detects the UnderAchieved 
event, it concludes that PoorPerformance is the problem and sends a notification for the 
PoorPerformance problem. 


“Examples of an event declaration” on page 23 describes the attributes and events the 
Domain Manager would have to monitor to determine when UnderAchieved occurs.


interface Employee : Person
"A person who work for the company"
{


// Problems
problem PoorPerformance
"The employee is not able to complete his or "
"her activities. Therefore, the employee is "
"forced to work extra hours"
=> UnderAchieved;


}
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Propagate symptom declarations


It is not unusual for a problem declared in one class to cause events in a related class. 
MODEL supports this notion through the propagate symptom declaration.


The propagate symptom declaration specifies a set of events that are not observable in 
the object where they occur but whose effects propagate to related objects. It is important 
to note that although the name of the declaration is propagate symptom, it is more 
accurate to think of it as a propagated event. This is because a propagate symptom 
declaration can be used to propagate events from event, problem, and other propagate 
symptom declarations.


A propagate symptom declaration specifies the name of the propagated symptom, the 
name of the related class, the name of the relationship along which the event propagates, 
and the name of the symptom. The symptom refers to the event, problem, or propagate 
symptom declaration that specifies the event in the related class.


Example of a propagate symptom declaration
The Department class declares two propagated symptoms: UnderPaidEmployee and 
UnderAchieved. Both these events occur in instances of the Employee class. However, 
neither of these events is observable in instances of the Department class. Instead, they 
are detected through their symptoms that propagate from instances of the Employee class 
through the Contains relationship.


Unlike a propagate attribute declaration, a propagate symptom declaration does not use 
an aggregate operator. A propagate symptom declaration causes all instances of the target 
problem/symptom/event to be in the problem signature for the problem that causes the 
propagated symptom.


interface Department : MR_ManagedObject
"The departments forming the company"
{


propagate symptom UnderPaidEmployee
"The employees in this department that are underpaid"
= Employee, Contains;


propagate symptom UnderAchieved
"The employees in this department that are not "
"performing as expected"
= Employee, Contains;


}


Note: If the name of the basic event that propagates from the related class is not 
specified, it means that the basic event has the same name as the propagated symptom.
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Aggregate declarations


An aggregate declaration specifies a set of events that are grouped into a single event by 
disjunction. Therefore, when any one event in the set occurs, the aggregate event occurs.


Like event and problem declarations, an event specified by an aggregate declaration must 
be subscribed to for the Domain Manager to monitor it. When an EMC Smarts client 
subscribes to an aggregate event, the Domain Manager only monitors those attributes and 
events necessary to determine when the aggregate occurs.


An aggregate declaration specifies the name of the aggregated event, an optional 
description, and a list of one or more events that comprise the aggregate. Events specified 
by event, problem, and aggregate declarations can be used in an aggregate declaration.


Example of an aggregate declaration
The LegalException aggregate is a single event declared with the UnderPaidEmployee and 
OverWorked events. When either the UnderPaidEmployee or the OverWorked events 
occur, the LegalException aggregate also occurs. Both events that compose the aggregate 
are also declared in the Employee class.


interface Employee : Person
"The people that work for the company"
{


// Aggregate
aggregate LegalException
"The employee is experiencing an illegal condition in "
"his/her working environment"
= UnderPaidEmployee,
  OverWorked;


}


Propagate aggregate declarations


A propagate aggregate declaration specifies an event whose set of symptoms are events 
declared in related classes. When one of the symptoms in the set occurs, it propagates to 
the instance where the propagate aggregate is declared.


The syntax of the propagate aggregate declaration is similar to that of the propagate 
symptom declaration. A propagate aggregate declaration specifies the name of the 
propagated aggregate, an optional description, and the names of the related class, the 
relationship along which the symptoms propagate, and the symptom in the related class.


Example of a propagate aggregate declaration
The LegalException propagate aggregate declared in the Department class propagates 
from instances of the Employee class through the Contains relationship. LegalException is 
also the name of the event in the event declaration in the Employee class, so it is not 
necessary to provide its name. When LegalException occurs in any instance of Employee, 
the LegalException becomes active in the Employee’s Department.
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interface Department : MR_ManagedObject
"The departments forming the company"
{


propagate aggregate LegalException
"This department contains employees that work "
"under illegal conditions. The employment contract "
"for these employees must be reviewed"
= Employee, Contains;


Export declaration


Exported events are those events that are made visible to EMC Smarts clients. When you 
declare an event as exported, it is accessible to EMC Smarts clients, so they can subscribe 
to the event and receive notifications when the event occurs.


If an event is not exported, it remains private and is not accessible outside of the Domain 
Manager’s Repository. 


A single export declaration can declare all of the public events for a class. Table 7 on 
page 96 specifies the types of events that can be exported. 


The export declaration specifies, by name, the events that are to be exported.


Example of an export declaration
The Department class exports a single event, the aggregate Legal Exception, while the 
Employee class exports one problem and three events. To make your MODEL code easier 
to read, use separate declarations to export events and problems.


interface Department : MR_ManagedObject
"The departments forming the company"
{


// Exported Aggregates
export


LegalException;
{


interface Employee : Person
“The people that work for the company"
{


// Exported problems
export


PoorPerformance;   


// Exported events
export 


UnderPaidEmployee,
OverWorked,
UnderAchieved;


}
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Refining an object’s properties


Refinement provides a method for modifying a class property in a subclass. Attribute, 
relationship, event, problem, propagate symptom, aggregate, and propagate aggregate 
declarations may be refined. The refinement must be declared in a subclass.


A refined property has the same name as the property it modifies and is indicated by the 
keyword refine. A property’s description can always be changed through a refinement.


◆ For a stored attribute declaration, a refinement can change the attribute’s initial value 
and its access type.


◆ For a relationship or relationshipset declaration, a refinement can change the class 
that participates in the relationship. The interface where the relationship is originally 
declared must be a superclass of the interface where the relationship is refined. 
In addition, the cardinality of the refined relationship must remain the same as that of 
the original relationship.


◆ For an event declaration, a refinement can change all the properties of the event.


◆ For a problem declaration, a refinement can change all the properties of the problem.


◆ For an aggregate declaration, a refinement can change all the properties of the 
aggregate.


◆ For propagate aggregate and propagate symptom declarations, a refinement can 
change all the properties of the declarations.
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The complete example
The following is the complete model from which the examples in this chapter were taken. 


#include <repos/managed_object.mdl>


#pragma include_h <repos/managed_object.h>
#pragma include_c "department.h"        


interface Department : MR_ManagedObject
"The departments forming the company"
{


// Export Aggregates
export
   LegalException;


// Aggregates
propagate aggregate LegalException
"This department contains employees that work under "
"illegal conditions. The employment contract for "
"these employees must be reviewed"
= Employee, Contains;


// Relationships
relationship ManagedBy, Manager, Manages
"The manager who manages this department";


relationshipset Contains, Employee, WorksIn
"The employees this department contains";


// Attributes
attribute short DeptNumber 
"Department Number"
= 0;


attribute float DeptBudget 
"Budget for wages"
= 0;


// Propagated attributes
propagate attribute float avg AverageDeptWage 
"The average salary of employees in this department"
= Employee, Contains, Wages;


propagate attribute float ManagerSalary 
"The salary of the manager of this department"
= Manager, ManagedBy, Wages;


propagate symptom UnderPaidEmployee
"The employees in this department that are underpaid"
= Employee, Contains;


propagate symptom UnderAchieved
"The employees in this department that are not "
" performing as expected"
= Employee, Contains;


}
abstract interface Person : MR_ManagedObject
"A generic description of a person"
{


// Attributes
attribute string LastName 
"Person's last name";
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attribute string FirstName 
"Person's first name";


}


interface Employee : Person
"A person who works for the company"
{


// Exported problems
export
   PoorPerformance;   


// Exported events
export 
   UnderPaidEmployee,
   OverWorked,
   UnderAchieved;


// Problems
problem PoorPerformance
"The employee is not able to complete his or her "
"activities. Therefore, the employee is forced "
"to work extra hours "
=> UnderAchieved;


// Events
event UnderPaidEmployee
"This employee is making less than the minimum wage"
= HourlyRate < LowWage_Thr;
event OverWorked
"This employee is working too many hours during the "
"week"
= HoursWorked > HoursWorked_Thr;


event UnderAchieved
"The employee is not performing as expected"
= UnderPaidEmployee ||
  OverWorked;
// Aggregates
aggregate LegalException
"The employee is experiencing an illegal condition "
"in his/her working environment"
= UnderPaidEmployee,
  OverWorked;


// Relationships
relationship WorksIn, Department, Contains
"The department the employee works in";


// Attributes
attribute float LowWage_Thr 
"The minimum wage for an employee"
= 5.15;


attribute float HoursWorked_Thr
"The maximum number of hours an employee should be "
"allowed to work per week"
= 60;


attribute string EmployeeID 
"Employee identification number"
= "0000";
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attribute float HoursWorked 
"Number of hours an employee works per week"
= 40;


attribute float HourlyRate 
"An employee's hourly wage"
= 13;


readonly computed attribute float Wages 
"The employee's weekly salary"
= HoursWorked * HourlyRate;


propagate attribute float ManagerSalary 
"The weekly salary of the employee's manager"


        = Department, WorksIn;


}
interface Manager : Employee
"An employee who has managerial responsibilities"
{


// Exported problems
export 
   StingyManager;


// Problems
problem StingyManager
"This manager does not compensate employees properly, "
"or his/her managerial skills are not provding the "
"direction his employees require to perform better"
=> MyEmployeesUnderAchieved;


// Events
refine event OverWorked
"This employee is working too many hours during a "
"week period"
= HoursWorked > 1.5 * HoursWorked_Thr;


// Symptoms
propagate symptom MyEmployeesUnderAchieved
"The employees that are paid less than the minimun "
"wage"
= Department, Manages, UnderAchieved;


// Relationships
relationshipset Manages, Department, ManagedBy
"The department this manager manages. "
"A manager manages one department";


relationship ReportsTo, Director, Supervises
"The director this manager reports to";


}
interface Director : Employee
"An employee who has directorial responsibilities"
{


// Relationships
relationshipset Supervises, Manager, ReportsTo
"The manager this director supervises";


}


The complete example 31







Introduction by Example

32 EMC Smarts Foundation MODEL Reference Guide







CHAPTER 3
Working with MODEL Libraries


This chapter consists of the following sections:


◆ Overview.................................................................................................................  34
◆ Tools for working with MODEL libraries....................................................................  34
◆ Loading a MODEL library .........................................................................................  35
◆ Working with a MODEL library and a Domain Manager .............................................  38

Working with MODEL Libraries 33







Working with MODEL Libraries

Overview
After you successfully compile a correlation model, the next step is to load the MODEL 
library into a Domain Manager and test it. The purpose of testing is to ensure that:


◆ The proper events are triggered when the values of attributes change


◆ The problems and aggregations occur when expected


◆ The events are propagating along relationships as expected


If your model includes complex expressions in event or attribute declarations, you should 
test these expressions to ensure that they return the expected results.


You can use several different tools to load and test a MODEL library. This chapter briefly 
describes these tools and explains various procedures for testing your correlation model.


Tools for working with MODEL libraries
You can perform the procedures for loading and testing a correlation model with any of the 
tools described below. You can choose the tool you prefer to use and follow the 
procedures for that tool. These tools include the dmctl utility, and adapters.


◆ The dmctl utility is a command-line tool for connecting to a Domain Manager.


◆ Adapters can also be used to load and test MODEL libraries. The methods for doing 
this are not discussed in this book. The EMC Smarts ASL Reference Guide provides 
further information.


Using the dmctl command-line interface


The dmctl utility provides a command line interface to a running Domain Manager. You can 
use it to perform tasks such as adding or deleting objects, setting the value of attributes, 
and inserting objects in or removing objects from relationships.


The dmctl utility can operate in two modes: you can establish a continuous connection 
with a Domain Manager, or you can open and close a connection for each command. 
When you perform multiple operations, a continuous connection is easier because you do 
not have to specify the name of the Domain Manager for each operation.


To establish a continuous connection with a running Domain Manager, specify the name 
of the Domain Manager with the --server option, where <domain> is the name of the 
Domain Manager:


dmctl --server=<domain>


To use dmctl in such a way that it opens and closes the command for the operation, 
specify the name of the Domain Manager and the command. The following command 
shuts down the specified Domain Manager.


dmctl --server=<domain> shutdown


The dmctl utility can be used to create instances, insert instances into relationships, 
supply values to attributes, and generate events for the example model described in “The 
complete example” on page 29.
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More information regarding dmctl is available in two places:


◆ The HTML documentation for EMC Smarts commands, which is installed into the 
BASEDIR/smarts/doc/html/usage directory. The help file for dmctl is dmctl.html.


◆ Information is also available by specifying the --help option:


dmctl --help
You can retrieve the complete list of dmctl commands by specifying the 
--commands option:


dmctl --commands


Loading a MODEL library
You can load a MODEL library into a Domain Manager when you start it or after it is already 
running. For security purposes, the Domain Manager looks in a specific directory for 
MODEL libraries. You can specify additional locations with an environment variable.


Location of MODEL libraries


Because the Domain Manager may run with root or administrator privileges, the Domain 
Manager (and other EMC Smarts commands) is limited to loading libraries from specific 
directories. When invoked, EMC Smarts programs append the SM_LIBPATH environment 
variable and the BASEDIR/smarts/lib path to the system library variable described in 
Table 1 on page 35. 


You can specify additional directories by setting the SM_LIBPATH environment variable. By 
default, the SM_LIBPATH environment variable is not set.


Setting SM_LIBPATH on Windows
On Windows systems, you can specify additional directories for the current user session 
from the command prompt.


C:> SET SM_LIBPATH=<path>;<path>;<path>


Setting SM_LIBPATH on UNIX and Red Hat Linux
On UNIX and Red Hat Linux systems, the method for setting an environment variable 
differs according to the shell. The instructions below assume sh or ksh.


% SM_LIBPATH=<path>:<path>:<path>
% export SM_LIBPATH


Where <path> is a directory where MODEL libraries are located. More than one path may be 
specified by separating the paths with a colon (:).


Table 1  Library variables for supported operating systems


Operating system Library variable


Red Hat Linux LD_LIBRARY_PATH 


Windows 
(also used to locate main programs)


PATH
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Starting a Domain Manager


The Domain Manager Toolkit includes a runtime license for a Domain Manager. This 
enables you to test your model and any adapters you have developed. Follow the 
procedures in the EMC Smarts System Administration Guide to obtain a permanent 
license.


There are two commands available to start a Manager: dmstart and sm_server.   The 
sm_server command has more options, including the specification of a configuration 
directory, and therefore is the command normally used in production. The dmstart 
command is generally used early in the development cycle before configuration files have 
been created. 


Note: The dmstart and sm_server commands assume that the Broker is already running.


You can use the -help option for a complete list of command line options. Change to the 
BASEDIR/smarts/bin directory and enter:


dmstart --help


or


sm_server --help


One of the required command line parameters of sm_server is the domain manager 
configuration directory ("--config=<directory>"). The EMC Smarts software includes a 
directory called BASEDIR/smarts/examples, which contains several different 
subdirectories. Each subdirectory is for a separate example. Some of these examples 
include a conf subdirectory, such as BASEDIR/smarts/examples/apollo13/conf. The 
BASEDIR/smarts/examples/apollo13/conf directory contains a sample bootstrap.conf 
and sample .import file. These files show how to instantiate key objects and set 
parameters on them that may be useful for your application.


The installed versions of these files have their contents commented out. You may activate 
these by running the sm_edit utility to bring up these files in an editor so that you can 
uncomment selected lines. Alternatively, you can create a new configuration directory 
named after your application by copying BASEDIR/smarts/conf/SDK to 
BASEDIR/smarts/conf/<new-app-name>, and then running sm_edit to edit the files in this 
new directory.


Methods for loading MODEL libraries


There are several methods for loading a MODEL library into a Domain Manager.


◆ You can load a MODEL library when you start the Domain Manager.


◆ You can use the dmctl utility to load a MODEL library into a running Domain Manager.


Regardless of what method you use, you only specify the base name of the library when 
you load it into a Domain Manager. For example, the name of the MODEL library might be 
libexample.so. When you load the library, simply use example to specify the library.
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Loading a MODEL library at Domain Manager startup
To load a MODEL library when you start the Domain Manager, specify the MODEL library 
with the --model option to the dmstart command.


BASEDIR/smarts/bin/dmstart --name=<domain> --model=<model>


where <domain> is the name of the Domain Manager, and <model> is the name of the 
MODEL library.


Loading a MODEL library with dmctl
To load a MODEL library to a running Domain Manager, use the dmctl command-line 
interface and the loadModel command.


BASEDIR/smarts/bin/dmctl --server=<domain> loadModel <model>


This command must be run on a single line. The <domain> parameter is the name of the 
Domain Manager and <model> is the name of the MODEL library.
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Working with a MODEL library and a Domain Manager
Once your model is compiled and loaded into a Domain Manager, you are ready to start 
testing. This section describes different methods for viewing your model, listing its 
contents, creating instances, and notifying events.


Methods for listing models loaded into a Domain Manager


You can use the dmctl utility to list the models loaded into a Domain Manager.


Use the getModels option to retrieve the list.


BASEDIR/smarts/bin/dmctl --server=<domain> getModels


Listing classes in the MODEL library


You can use the dmctl utility to list the classes declared in the model. If more than one 
model is loaded into the Domain Manager, only the concrete classes from the loaded 
models are retrieved.


The getClasses command can be used to list the classes.


BASEDIR/smarts/bin/dmctl --server=<domain> getClasses


Note: The list of classes retrieved by dmctl will also include classes used to configure and 
control the operation of the Domain Manager. Removing these classes or modifying the 
properties of their instances is not recommended.


Creating instances of a class


You can use the dmctl utility to create instances of classes declared in your model. By 
creating instances, you build a topology of managed elements.


The create command is used to create an instance. You must specify the class name and 
an instance name.


In this example, dmctl is already connected to a Domain Manager. This enables you to 
type commands without having to first attach to the Domain Manager.


% dmctl> create <class_name>::<instance_name>


Modifying the properties of an instance


You can use the dmctl utility to modify the properties of instances. This includes changing 
the values of attributes and inserting instances into relations.


Note: When you insert an instance into a relation, the instance that is on the other end of 
the relation must already exist.
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Changing an attribute value with the dmctl utility
You can change the value of an attribute by using the put command:


dmctl> put <class>::<instance>::<attribute> <value>


Note: The value of attributes declared as read-only, which includes computed attributes, 
cannot be changed by an EMC Smarts client.


Insert an instance into a relation with the dmctl utility
To insert an instance into a relation with dmctl, use the insert command. You may find it 
helpful to retrieve the class properties to verify the relations in which the instance can 
participate.


To retrieve the properties of a class:


% dmctl> getProperties <class_name>


To insert an instance into a relation, you must specify an instance for each end of the 
relation. For the instance to be inserted, specify the class name, instance, and relation. For 
the other end of the relation, specify the class name and instance.


% dmctl> insert <class>::<instance>::<relation> \
<class>::<instance>


Notifying events


Notifying events provides a method for simulating the occurrence of events in a managed 
system. The Domain Manager treats a notified event as though it were a real event.


You simulate events with the notify command. Events specified by problem or aggregate 
declarations cannot be notified. Instead, you notify the symptoms, specified by event 
declarations, that the problem would cause if it were to occur. If the problem affects other 
objects, as specified by an aggregate declaration, then the Domain Manager notifies the 
appropriate aggregate events as well.


To notify an event, by using dmctl, specify the class name, instance, and event.


% dcmtl> notify <class>::<instance>::<event>
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Overview
The remaining chapters of this document provide a reference for the syntax and usage of 
MODEL declarations. This chapter describes the basic lexical elements of MODEL 
including keywords, identifiers, and data types. Because MODEL files are compiled to C++, 
the lexical elements follow many of the conventions for keywords, identifiers, and data 
types established by C++.


Keywords
Table 2 on page 42 lists the MODEL keywords, and Table 3 on page 50 lists the C++ 
keywords and other words that are reserved and should not be used as identifiers. 
Identifiers with a double underscore ( _ _ ) or those that begin with an underscore and an 
uppercase letter are also reserved for use by C++ implementations and standard libraries. 
You should avoid C++ keywords because the code generated by the MODEL compiler is 
compiled by a C++ compiler. 


Note: Not all of the keywords in the following lists are currently used by MODEL. Unused 
keywords are reserved for future use. 


Table 2  MODEL keywords  (page 1 of 8)


Keyword Description Refer to


_time Represents the current time as an 
int in UNIX epoch format. Used in 
expressions.


abstract Defines an interface for which 
instances cannot be instantiated.


“Interface header declaration” 
on page 57.


aggregate A type of declaration that groups 
one or more basic events, 
problems, aggregates or 
propagated aggregates declared for 
the same class into a single abstract 
event by disjunction. 


“Aggregate declaration” on 
page 92.


and An aggregate operator that is used 
to determine the results when 
propagating attributes over a 
relationshipset.


“Attributes propagated over a 
relationshipset” on page 61.
“Propagated attributes” on 
page 71.


apriori Indicates the probability of a 
problem occurring before looking at 
any of the symptoms as evidence.


“apriori keyword” on page 85.


ascending Indicates the direction when an 
access key has been defined for a 
table.


The description of ascending on 
page 74.


attribute Attributes describe the state of a 
managed object. Their values can 
be queried and manipulated by 
EMC Smarts clients and displayed 
in a console.


Chapter 6, “Attribute 
Declarations”on page 59.
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avg An aggregate operator that is used 
to determine the results when 
propagating attributes over a 
relationshipset.


“Attributes propagated over a 
relationshipset” on page 61.
“Propagated attributes” on 
page 71.


binary A data type supported by MODEL. “Data types” on page 51.


boolean A data type supported by MODEL. “Data types” on page 51.


byte A data type supported by MODEL. “Data types” on page 51.


case The case operator uses the value of 
a selection expression to select one 
of a number of keys and the value 
expression associated with that key.


“Case operator” on page 111.


check A separator used to identify a 
guarded expression.


“Guarded events” on page 82.


computed Specifies an access type for an 
attribute. The value of a computed 
attribute is calculated on demand 
by evaluating an expression, when 
the value of the attribute is 
required.


“Computed attributes” on 
page 66.


const Indicates that the operation does 
not change the instance in the 
repository, it cannot assign to 
attributes of the class. However, it 
may change other parts of the 
repository.


“Operation Declarations” on 
page 99.
“Instance-only read lock” on 
page 106.


const value Declares a constant value.


constraint Constraint expressions are used to 
enforce limits on the values of 
attributes or combinations of 
attributes. Constraints are enforced 
at runtime, unlike ranges.
Constraints can also be used for 
relationshipsets.


“Constraints” on page 123.


default A key in a case evaluation 
expression operator.


“Case operator” on page 111.


definition A keyword used when defining an 
operation.


“Operation Declarations” on 
page 99.


delta A built-in function that is supplied 
by MODEL. The term delta(A), 
where A is an attribute, returns 
the difference between the 
current value of A and its 
previous value.


“Built-in functions” on 
page 113.


descending Indicates the direction when an 
access key has been defined for a 
table.


The description of descending on 
page 74.


double A data type supported by MODEL. “Data types” on page 51.


Table 2  MODEL keywords  (page 2 of 8)


Keyword Description Refer to
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else An operator that is used when 
evaluating expressions.


“Else operator” on page 110.


enum A data type supported by MODEL. 
Enumerated type assigns integer 
values to each of its tags.


“Enumerations” on page 52.


event A type of declaration that defines a 
basic event, meaning it is 
observable in the object where it 
occurs. 


“Event declaration” on 
page 81.


events_only Indicates that a proxy declaration is 
restricted to proxy only events, as 
opposed to events and attributes.


explains Indicates that this symptom of a 
problem is used for display 
purposes and does not affect the 
analysis. 
Indicates that this member of the 
<symptom_list> of a symptom is 
used for display purposes and does 
not affect the analysis. 


“explains keyword” on 
page 86.
“explains keyword” on 
page 89.


export Indicates that the associated 
event-driven behavior is visible 
outside of the Repository. 
EMC Smarts clients, such as the 
Global Console and adapters, can 
subscribe to exported event-driven 
behavior and receive notifications 
when they occur.


“Export declaration” on 
page 95.


external Indicates whether the literal text 
specified as the initial value of a 
string attribute will be externalized. 
The external keyword implies both 
static and readonly. When including 
the external keyword in a 
declaration, do not include the 
static and readonly keywords.


“Stored attributes” on 
page 63.


FALSE A valid value for a boolean data 
type.


“Data types” on page 51.


float A data type supported by MODEL. “Data types” on page 51.


foreach This keyword is used in constraint 
expressions to iterate over the 
contents of a relationshipset, 
applying a test to each element.


“Constraints” on page 123.


fragment A computation expression that my 
be embedded in other expressions.


get_row A keyword used in expressions to 
get a row from a table.


hard Modifies a constraint to indicate 
that it is always enforced and fatal 
to violate.


“Constraints” on page 123.


Table 2  MODEL keywords  (page 3 of 8)


Keyword Description Refer to
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idempotent Indicates that the operation, if 
called multiple times without an 
intervening put, will return the same 
value each call.


The description of idempotent on 
page 101.


if Indicates a guard clause in an event 
expression.


“Guarded events” on page 82.


implementation Designates text that is copied 
verbatim to the generated C++ code. 
This keyword is used at the end of 
an interface declaration.


“Interface header declaration” 
on page 57.


imported Reserved for future use.


in When the in keyword is included 
with an argument to an operation, it 
indicates that information passes 
from the caller to the operation. 


“in keyword” on page 103.


inout An operation argument direction 
modifier. 


“inout keyword” on page 104.


instrument A type of declaration that specifies 
the access method for all of the 
instrumented attributes of the class 
for which it is declared. 


“Instrument Declarations” on 
page 127.


instrumented Indicates an access type for an 
attribute. An instrumented attribute 
obtains its value through a standard 
protocol, such as SNMP, and 
requires a separate instrumentation 
declaration that ties the attribute to 
the protocol.


“Instrumented attributes” on 
page 68.


instrumented_op Reserved for future use.


int A data type supported by MODEL. “Data types” on page 51.


interface Defines a managed object class or a 
type of managed element in the 
Repository.


“Declaring an Interface” on 
page 55.


internal Indicates that the attribute or 
operation is not visible outside of 
the repository. 


“Operation Declarations” on 
page 99.


key A means to access a table. If a key is 
declared, then the table row must 
be a struct and the key must be a 
field of the struct.


“Table attributes” on page 73.


long A data type supported by MODEL. “Data types” on page 51.


loss Specifies the probability that the 
observable basic event is lost or not 
observed (its expression does not 
evaluate to true) even though it is 
occurring. 


“Event declaration” on 
page 81.


Table 2  MODEL keywords  (page 4 of 8)


Keyword Description Refer to
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max An aggregate operator that is used 
to determine the results when 
propagating attributes over a 
relationshipset.


“Attributes propagated over a 
relationshipset” on page 61.
“Propagated attributes” on 
page 71.


min An aggregate operator that is used 
to determine the results when 
propagating attributes over a 
relationshipset.


“Attributes propagated over a 
relationshipset” on page 61.
“Propagated attributes” on 
page 71.


obj A built-in function in MODEL. The 
term obj( 
<string_expression> returns 
the object whose name matches the 
result of the string expression. 


“Object” on page 114.


old The old keyword can be used before 
an attribute name in a constraint 
expression. When used, it indicates 
“check the attribute’s old value”.


“Constraints” on page 123.


or An aggregate operator that is used 
to determine the results when 
propagating attributes over a 
relationshipset.


“Attributes propagated over a 
relationshipset” on page 61.
“Propagated attributes” on 
page 71.


out When the out keyword is included 
with an argument to an operation, it 
indicates that value of the argument 
is set by the operation and returned 
to the caller. 


“out keyword” on page 104.


polling_frequency A built-in function in MODEL. The 
term polling_frequency(A), 
where A is an attribute, returns the 
interval, in seconds, between 
successive polls of an attribute’s 
value.


“Polling frequency” on 
page 114.


problem A type of declaration that declares 
an event that may occur in instances 
of a class. A problem causes a set of 
symptoms and the problem 
declaration specifies these 
symptoms and a probability that 
each symptom will be observed 
when the problem occurs.


“Problem declaration” on 
page 83.


prod An aggregate operator that is used 
to determine the results when 
propagating attributes over a 
relationshipset.


“Attributes propagated over a 
relationshipset” on page 61.
“Propagated attributes” on 
page 71.


propagate Declares that the value of the 
attribute is computed or copied 
from other objects through a 
relation.


“Propagated attributes” on 
page 71.


proxy Declares an interface (class) whose 
instances represent the information 
of other interfaces.


Table 2  MODEL keywords  (page 5 of 8)


Keyword Description Refer to
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rate A built-in function in MODEL. The 
term rate(A,T), where A is an 
attribute and T is a time interval, 
returns the rate at which A changed 
during the last T seconds. 


“Rate” on page 116.


rate_last An alternative to rate(A,T) that may 
be used for polled attributes in 
cases when rate interval T equals 
the polling period of A.


“Rate_last” on page 116


readonly Prevents write access to an 
attribute’s value.
Provided for computed 
relationships.
Performs a repository-wide read 
lock when used with an operation.
The readonly keyword, when used in 
conjunction with #pragma Local 
Operation, locks (for reading) only 
the object on which the operation is 
invoked. 


“Propagated attributes” on 
page 71.
“Computed attributes” on 
page 66.
“Instrumented attributes” on 
page 68.
“Relationship Declarations” 
on page 75.
“Repository-wide read lock” 
on page 105.
“Instance-only read lock” on 
page 106.


refine All properties defined for a class are 
inherited by its subclasses. The 
refine keyword is used to modify the 
properties specified by attribute, 
relationship, and event declarations 
in the subclass.


“Attribute Declarations” on 
page 59.
“Relationship Declarations” 
on page 75.
“Declaring Event-Driven 
Behavior in MODEL” on 
page 79.


relationship Defines a to-one connection 
between classes


“Relationship Declarations” 
on page 75.


relationshipset Defines a to-many connection 
between classes.


“Relationship Declarations” 
on page 75.


REMOTE_REPOSITORY The REMOTE_REPOSITORY keyword 
is used in conjunction with the 
instrument keyword. 


“Instrument Declarations” on 
page 127.


required Indicates that an attribute’s value 
must be initialized when an 
instance of the class is created. A 
transaction must be used to create 
and initialize the attribute.


The description of the required 
keyword on page 64.


return Specifies a return value from a 
function written in MODEL.


“Operation Declarations” on 
page 99.


row Declares an identifier in an SNMP 
row.


self A reference to the current instance 
in an expression.


“Syntax for expressions” on 
page 118.


set Indicates that the operation returns 
a set of values.


“Return_type parameter” on 
page 102.


short A data type supported by MODEL. “Data types” on page 51


Table 2  MODEL keywords  (page 6 of 8)


Keyword Description Refer to
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SNMP The SNMP keyword is used in 
conjunction with the instrument 
keyword. 
The instrument SNMP declaration 
connects the instrumented 
attributes to an SNMP object 
identifier (OID). 


“Instrument Declarations” on 
page 127.
“Instrumented attributes” on 
page 68.


soft Constraints may be either hard or 
soft. Soft constraints are currently 
treated similar to hard constraints.


“Constraints” on page 123.


spurious Specifies the probability that this 
observable basic event is not 
occurring, even though the event 
expression evaluates to true.


“Event declaration” on 
page 81.


static Declares the scope of a stored 
attribute. If the stored attribute is 
declared static, a single copy of the 
attribute value is shared by all 
instances of the interface.


“Stored attributes” on page 63


stored Specifies an access type for an 
attribute. The value of a stored 
attribute is specified in the 
model or set at runtime when 
the instance is created.
It is also a keyword used to specify 
the access type of a relationship. It 
specifies where and how 
information about the relationship 
is obtained.


“Stored attributes” on 
page 63.
“Relationship Declarations” 
on page 75.


string A data type supported by MODEL. “Data types” on page 51.


struct A data type supported by MODEL. “Structures” on page 53.


sum An aggregate operator that is used 
to determine the results when 
propagating attributes over a 
relationshipset.


“Attributes propagated over a 
relationshipset” on page 61.
“Propagated attributes” on 
page 71.


symptom A type of declaration that groups a 
set of basic events, symptoms, 
propagated symptoms and other 
problems that it can cause into a 
single event by conjunction. 


“Symptom declaration” on 
page 88.


table A type of data attribute. It is a 
collection of rows, each of which 
can be a scalar or a structure.


“Table attributes” on page 73.


timestamp The term timestamp(A), where A 
is an attribute, returns the time 
when the value of A was last 
changed. Used in conjunction with 
the timestamped keyword.


“Timestamp” on page 117.


Table 2  MODEL keywords  (page 7 of 8)


Keyword Description Refer to
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timestamped When an attribute is declared with 
the optional keyword timestamped, 
the Domain Manager creates a 
read-only unsigned integer whose 
value is the time that the attribute 
was last updated.


“Stored attributes” on 
page 63.


TRUE A valid value for a boolean data 
type.


“Data types” on page 51.


unique Defines an interface where only one 
instance of the interface, or any 
derived interface, may be 
instantiated at any given time.
When used with a table, it specifies 
that each row must have a 
unique key.
There is also a unique operator for 
set expressions.


“Interface header declaration” 
on page 57.
The description of the unique 
keyword on page 74.
“Operators for set 
expressions” on page 112.


unsigned Indicates an unsigned int data type 
in a class declaration.


unstringable Indicates an external type has no 
means to convert to/from a string 
representation.


void The value type returned when an 
operation has no return value.


“Return_type parameter” on 
page 102.


with An alternative to events_only. It is 
used in a proxy declaration to proxy 
all of the events and attributes of an 
interface (class).


Table 2  MODEL keywords  (page 8 of 8)


Keyword Description Refer to
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Table 3  C++ and other reserved words


and_eq extern sizeof


asm external static_cast


auto for switch


bitand friend template


bitor function this


bool goto throw


break handler try


catch inline type


causes mutable typedef


char namespace typeid


class new typename


compl not union


const_cast not_eq using


continue operator value


CORBA or_eq virtual


delete private volatile


do protected wchar_t


dynamic_cast public while


error_code register xor


explicit reinterpret_cast xor_eq


extern signed
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Identifiers
A MODEL identifier must start with an upper or lowercase letter but may contain any 
number of letters, numbers, and underscores after the first letter. You cannot use any 
MODEL or C++ keyword as an identifier.


The scope of an identifier declared in an interface is limited to the scope of that interface. 
Subclasses, however, extend the scope of an interface. All identifiers of a class are visible 
to its subclasses.


Data types
Table 4 on page 51 lists the data types supported by MODEL. 


Table 4  Supported types


Data Type Definition


Fundamental Types binary Binary data.


boolean Two possible values: TRUE or FALSE.


byte An unsigned 8-bit integer ranging from 0 to 
255.


double Any double-precision floating point 
number (similar to C++).


float Any single-precision floating point number 
(similar to C++).


int A 32-bit integer ranging from -2^31 to 
+(2^31 -1).


long A 64-bit integer ranging from -2^63 to 
+(2^63 -1).


short A 16-bit integer ranging from -32,768 to 
32,767.


string A NUL-terminated array of UTF-8 data.


unsigned int Unsigned 32-bit integer ranging from 0 to 
(2^32 - 1).


unsigned long Unsigned 64-bit integer ranging from 0 to 
(2^64 - 1).


unsigned short Unsigned 16-bit integer ranging from 0 to 
65,535.


User-defined Types enum Enumerated type that assigns integer 
values to each of its tags. Integer values 
may be positive, negative or zero.


struct A collection of fields, each field specifies 
its own type.
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Enumerations


An enumerated type contains a list of tags and assigns integer values to each of the tags. 
The integer values may be positive, negative or zero. Enumerations that are declared 
without numerical assignments start with 0 and increase by 1. 


Each tag must be unique within a namespace (global or within an interface); you cannot 
have two enumerations in the same namespace that contain the same tag.


The format for declaring an enumeration is as follows: 


The following example defines the enumeration OperationalState.


enum OperationalState {OFF, ON, UNKNOWN, TESTING};


Since the declaration does not specify values for any of the tags, the first tag is assigned 
the value 0. The value of each subsequent tag increments by one. Therefore, OFF is equal 
to 0, ON is equal to 1, UNKNOWN is equal to 2, and TESTING is equal to 3.


In this example, ON is assigned a specific value in the declaration.


enum OperationalState {OFF, ON = 4, UNKNOWN, TESTING};


OFF is equal to 0, and ON is equal to 4. Since UNKNOWN and TESTING have not been 
declared with a specific value, they increment by 1 from the value of the preceding tag. 
Therefore, UNKNOWN is equal to 5, and TESTING is equal to 6.


Enumerations can also be defined outside of an interface, in the global name space. 
However, as a best practice you should avoid global enumerations. You can declare an 
abstract interface and then define all of your enumerations in that one interface.


Once you have an enumeration defined, you can use the enumeration as a data type in 
other declarations, such as attributes and events. For example, the enumeration state_e is 
declared in the MyEquip class. The attribute OperationalState is then declared with the 
state_e data type, and initialized to one of the tags in the state_e enumeration. 


interface MyEquip : ICIM_ManagedElement
{


enum state_e { OK, MALFUNCTION, UNKNOWN };
attribute state_e OperationalState = UNKNOWN;
event malfunctioning


= OperationalState == MALFUNCTION;
}


You can also reference enumerations that are defined in other classes. If the class 
containing the enumeration is in another model file, then the model file with the 
enumeration must be referenced in your model file with the #include and #pragma 
include_h statements. 


<enum> ::= enum


<enum_name>


“{“ <tags_list> “}”


“;”


<tags_list> ::= <tag>


[“,” <tags_list>]


<tag> ::= <tag_name>


[ <tag_value> ]


<tag_value> ::= “=”


int
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An enumeration can be used as a data type in other interface declarations, using the 
syntax <interface_name>::<enumeration_name>. 


An enumeration tag can also be declared in one interface and referenced in another 
interface declaration, using the syntax <interface_name>::<tag_name>. 


In this example, the class OtherEquipment is defining an attribute that will use the 
enumeration defined in the MyEquip class. In addition, the UNKNOWN and MALFUNCTION 
tags are also referenced.


interface MyEquip : ICIM_ManagedElement
{


enum state_e { OK, MALFUNCTION, UNKNOWN };
attribute state_e OperationalState = UNKNOWN;
event malfunctioning


= OperationalState == MALFUNCTION;
}


interface OtherEquipment : ICIM_ManagedElement
{


attribute MyEquip::state_e OperState = MyEquip::UNKNOWN;
event Down


= OperState == MyEquip::MALFUNCTION;
}


Structures


Structures can be defined within an interface or outside of an interface, in the global name 
space. Within a namespace (interface or global), the structure name must be unique. 
However, as a best practice you should avoid global structures. 


Each structure defines a namespace for their fields. Therefore, two or more structures can 
have the same field names. 


The format for declaring a structure is as follows: 


<struct> ::= struct


<struct_name>


“{“


<fields_list> 


“}”


“;”


<fields_list> ::= <field>


[ <fields_list> ]


<field> ::= <field_type>


<field_name>


“;”


<field_type> ::= double


| float


| [unsigned] int


| [unsigned] long


| [unsigned] short


| boolean


| binary


| byte


| string


| <enum_type_name>
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In this example, the structure AuditTrailEntry is declared. This structure contains five 
fields.


struct AuditTrailEntry
{
        unsigned SerialNumber;
        unsigned Timestamp;
        string   User;
        string   ActionType;
        string   Text;
};


You can declare an attribute with a struct type:


attribute demoStruct AuditTrailEntry;
When you get the values, you use a dotted notation on the attribute name and the field 
name.


You can also use a structure when declaring a table attribute. In this example, each row in 
the AuditTrail table consists of the five fields of the AuditTrailEntry structure. In addition, 
the SerialNumber field is used as the unique key in the table.


table AuditTrail AuditTrailEntry
descending unique key SerialNumber
"The audit trail for the event.";
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Overview
An interface defines a managed object class or a type of managed element in the 
Repository. An interface can be defined by an interface declaration or a forward 
declaration.


Forward declaration 


A forward declaration declares the name of an interface and indicates that its definition 
appears later in the MODEL file. A MODEL class cannot be referenced before it is declared. 
You can use the forward declaration to declare a class whose full declaration appears 
later. A forward declaration includes the keyword interface and the name of the interface.


Note: The relationship declaration is an exception to the rule that dictates that a MODEL 
class cannot be referenced before it is declared. A relationship declaration may declare a 
reciprocal class for the relationship, and the reciprocal class may not yet be declared. 


Interface declaration
An interface declaration is composed of an interface header statement followed by a 
series of interface definition statements enclosed by curly braces. Interface definition 
statements describe the properties of the class.


◆ Attributes, relationships, and operations on instances of the class.


◆ Problems and events associated with instances of the class and the causal relations 
among the instances.


◆ Access types for the attributes of the interface.


The syntax of an interface declaration: 


The declarations that define the properties of an interface are described in the following 
chapters. 


The names of each of these properties, such as an attribute, problem, relationship and so 
on, must be unique within an interface. For example, if you have an attribute named 
“Target1”, then you cannot name any other property of this class “Target1”.


<interface> ::= <interface_dcl>


| <forward_dcl>


<forward_dcl> ::= interface <interface_name>


<interface_dcl> ::= <interface_header> 


<interface_description>


"{"


<declarations>


[ <opt_implementation> ]


"}"


[ ; ]


<opt_implementation> ::= implementation


“:”


<user-entered text>
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The optional <opt_implementation> parameter defines text that is copied verbatim to the 
generated C++ code when the MODEL is compiled. In this example, the text “void init ( )” 
would be copied into the C++ file that is generated from the .mdl file.


interface MyClass1: TopClass
{
    refine FileName
    = "mymod/layout.xml";


    implementation:
            void init();
};


IMPORTANT


Do not call a Java implemented construct from within the C++ init( ) class.


Interface header declaration


An interface header declaration specifies the name of an interface and its inheritance 
specification. 


The optional keyword abstract defines an interface for which instances cannot be 
instantiated. Classes that can be directly instantiated must define implementations for all 
of their attributes. Classes that are declared as abstract and cannot be directly 
instantiated may specify attributes for which implementations are not defined. To 
instantiate instances of a subclass of an abstract class, the subclass must define 
implementations for all of its attributes. By default, an interface is not abstract.


The optional keyword unique defines an interface where only one instance of the 
interface, or any derived interface, may be instantiated at any given time. If you create an 
instance, and destroy it, you can then create another instance.


Inheritance
MODEL is a single-inheritance language: an interface can only inherit from one other 
interface. There are two base classes from which you can inherit: MR_ManagedObject and 
MR_MetaObject. MR_ManagedObject serves as the base class for all managed objects. 
When you develop a correlation model, the classes that represent types of managed 
objects should inherit from MR_ManagedObject. MR_MetaObject serves as the base class 
for objects that do not correspond to managed elements. Objects derived from 
MR_MetaObject may be used for configuration and control purposes. 


Interfaces are related in a subclass/superclass tree. The inheritance specification, 
<inheritance_spec>, declares the class that the interface inherits from. The inheritance 
specification parameter is specified with a colon (:) followed by the name of the 
superclass.


<interface_header> ::= [ abstract ][ unique ]


interface


<interface_name>


<inheritance_spec>


<inheritance_spec> ::= ":" <parent_class>
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All properties defined for a class are inherited by its subclasses. You can refine properties 
specified by attribute, relationship, and event declarations in the subclass. You can also 
add properties to a subclass to introduce a unique behavior or state.


interface NetworkAdapter;     /* Forward Declaration */


abstract interface ComputerSystem : MR_ManagedObject
{
}


interface Router : ComputerSystem
{
}
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Overview
Attributes describe the state of a managed object. Their values can be queried and 
manipulated by EMC Smarts clients and displayed in a console.


A data attribute can have a value of scalar, structure, or table type. A scalar value is one of 
the pre-defined set of types. A table is a collection of rows, each of which can be a scalar 
or a structure.


Access types for attributes
The value of an attribute can be accessed using one of four methods: stored in the 
Repository, computed on demand, instrumented (that is, accessed using an accessor), or 
propagated from other objects through a relationship.


◆ Stored attributes can have an initial value that is a constant. If the stored attribute is 
not declared as readonly, an EMC Smarts client such as an adapter can update or 
change the attribute’s value.


◆ The value of a computed attribute is calculated on demand, when the value of the 
attribute is required.


◆ Instrumented attributes obtain their value through an accessor. Instrumented 
attributes require a separate instrumentation declaration that ties the attribute to the 
protocol.


◆ The value of a propagated attribute is obtained from one or more instances of a 
related class through a relationship or relationshipset. A propagated attribute whose 
value is retrieved through a relationship returns a single value from the related object. 
A propagated attribute whose value is retrieved through a relationshipset is 
computed by applying an aggregate operator to a set of values, one value from each 
related object.
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When the value of an attribute is unavailable
A Domain Manager monitors those attributes necessary to determine when events that 
have been subscribed to occur. When the status of a monitored attribute changes, the 
Domain Manager evaluates the event expressions that depend on this attribute. If the 
Domain Manager is unable to retrieve the value of a monitored attribute, for whatever 
reason, the Domain Manager marks the attribute as unavailable.


When an attribute is marked as unavailable, the Domain Manager no longer attempts to 
retrieve its value. An event expression that uses the value of this attribute may also 
become unavailable, depending on how the attribute value is used in the event 
expression. “When the value of an expression is unavailable” on page 120 provides 
additional information regarding unavailable events.


There are several reasons why a Domain Manager might not be able to retrieve the value of 
an attribute.


◆ An instance that contains the attribute does not exist (was not created or was 
deleted). Typically, this affects propagated attributes whose value is retrieved through 
a relationship or a relationshipset.


◆ If the attribute is instrumented, the Domain Manager may not be able to retrieve its 
value because of external problems. For example, network congestion may impede 
the Domain Manager's attempts to retrieve the value of an attribute that is 
instrumented through a protocol.


When the status of an unavailable attribute changes, the Domain Manager automatically 
retrieves its value and evaluates any dependent event expressions.


MODEL also provides a default value for an attribute whose value is obtained by 
propagation from an empty relationshipset. In this case, the default value of the attribute 
is the identity value for the aggregate operator. 


Attributes propagated over a relationshipset


Attributes that propagate over a relationshipset must be of a numeric or Boolean type. The 
results returned by propagation over an empty relationshipset depend on the aggregate 
operator. Table 5 on page 61 lists the identity value of an empty relationshipset and the 
corresponding aggregate operator. 


Table 5  Identity result for aggregate operators


Aggregate Operator Identity Value


and True


or False


max Lowest possible value


min Highest possible value


sum 0


prod 1


avg Error
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The following example interface declares one propagated attribute for each aggregate 
operator. The value of each attribute propagates from a related class through a 
relationshipset. This example explains the identity values listed in Table 5 on page 61. 


interface Ex2 : MR_ManagedObject
{


propagate attribute boolean and A3 <= C3, R3;
propagate attribute boolean or A4 <= C4, R4;
propagate attribute int max A5 <= C5, R5;
propagate attribute int min A5 <= C6, R6;
propagate attribute int sum A7 <= C7, R7;
propagate attribute int prod A8 <= C8, R8;
propagate attribute int avg A9 <= C9, R9;


}


The and aggregate operator returns true for an empty set. You expect that inserting a true 
value to any set leaves the and aggregate unchanged. This can only occur if the identity 
value of the and aggregate operator is true. Similarly, the or aggregate operator returns a 
value of false when R4 is empty. You expect that inserting a value of false to any set leaves 
the or aggregate unchanged. This can only occur if the identity value of or is false.


The max aggregate operator returns the lowest possible value for an empty set. When you 
insert a value that is higher than the current maximum to R5, the value of A5 increases to 
reflect the new maximum value. This can only occur if the identity value of the max 
operator is the lowest possible value. Similarly, when you insert a value that is lower than 
the current minimum to R6, you expect the value of A5 to change accordingly. This can 
only occur if the identity value of the min operator is the highest possible value.


The sum aggregate operator returns a zero for an empty set. If you insert a value of one to 
R7, you expect the value of A7 to increase by one. This can only occur if the identity value 
of the sum operator is zero.


The prod aggregate operator returns a value of one for an empty set. When you insert a 
value of two to R8, you expect its value to double. This can only occur if the identity value 
of the prod operator is one.


The avg aggregate operator is different from the other aggregate operators in that it has no 
identity value. If A9 is initially empty and you insert a value of one, the average should be 
one, the only value in the set. However, the value of A9 in this case is A9 + 1/2. For A9 to 
equal one, its initial value would have to be one. If you substitute two for the one, the 
same result occurs. Because of this, there is no identity value that works with every 
possible value inserted into A9.


Minimizing the effects of unavailable attributes


You can, for certain situations, write MODEL code that prevents an attribute from 
becoming unavailable. For example, when the value for an attribute propagates from a 
related instance, you can write an event expression that determines whether that related 
instance exists before the Domain Manager retrieves the value of the attribute.


The following example illustrates this technique. The value of attribute A1 propagates 
from a related instance through relationship R1. Event E1 is only evaluated when the 
number of instances participating in R1 is greater than zero. The vertical bars (||) 
surrounding R1 produce a count of the related instances. If the count of R1 is not greater 
than zero, the Boolean expression evaluates to False. If the count of R1 is greater than 
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zero, the first term of the Boolean expression evaluates to True and the Domain Manager 
can safely retrieve the value of A1 to determine whether the second term, and the entire 
event expression, evaluate to true.


interface Example : MR_ManagedObject
{


relationship R1, Example2;
propagate attribute boolean A1 = Example2, R1;
event E1 = |R1| > 0 && A1;


}


Stored attributes
The value of a stored attribute is specified in the model or set at runtime when the 
instance is created. If the attribute is declared as readonly, its value cannot be updated or 
changed by an EMC Smarts client. A typical use of a stored attribute is to provide a name 
for an object as a string. 


The internal keyword indicates that this attribute is only visible within the generated C++ 
code. The attribute is not visible through an external interface, and therefore it cannot be 
viewed in a console. 


<attribute_dcl> ::= [ internal ]


[ static ][ readonly ]


[ stored ]


attribute 


[ external ]


<attribute_type>


[ <value_range> ]


<attribute_name>


[ required ]


[ timestamped ]


[ <attribute_description> ]


[ "=" <initial_value> ]


";"


|


refine 


stored


<attribute_name>


[ required ]


[ timestamped ]


[ <attribute_description> ]


[ “=” <initial_value> ]


";"


<value_range> ::= "["


<integer_literal>


“ “


".."


“ “


<integer_literal>


"]"
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Note: A computed attribute that is not marked as internal can use the internal attribute in 
an expression, thus making the internal attribute’s value visible to an external interface.


The optional keyword static declares the scope of the attribute. If the stored attribute is 
declared static, a single copy of the attribute value is shared by all instances of the 
interface.


The optional keyword readonly prevents write access to an attribute’s value. In this 
example, the value of the attribute is set to 865.0 and cannot be changed.


readonly attribute float LowOxygenPressureThreshold
        "Minimum operational oxygen pressure (psi)."
        = 865.0;


Note: A readonly attribute must be given an initial value.


The keyword attribute identifies this as an attribute declaration. The keyword stored 
declares the attribute’s access type. The stored keyword is optional because if you declare 
an attribute without a keyword specifying the access type, a stored attribute is created, by 
default.


The keyword external indicates whether the literal text specified as the initial value of a 
string attribute will be externalized. The external keyword implies both static and 
readonly. When including the external keyword in a declaration, do not include the static 
and readonly keywords. In this example, the <initial value>, Jim Smith, will be externalized.


interface Pitcher : MR_ManagedObject 
“The man who throws the baseball”
{
   attribute external string Name 
   “The name of the pitcher” = “Jim SMith”; 
}


The <attribute_type> parameter specifies an attribute’s data type. A stored attribute can be 
any one of the supported types listed in “Data types” on page 51.


The required keyword indicates that the value of the attribute must be initialized when an 
instance of the class is created. Therefore, the creation and initialization must be done 
using a transaction. Transactions can be written in ASL or using one of the remote APIs 
(Java, Perl or C). To set values it must be a write-transaction (read only transactions cannot 
create instances or assign values). This example shows the basic format of a 
write-transaction in ASL:


tx = transaction(WRITE_LOCK);
create instance
set instance's required attribute(s)' s values.
tx->commit();


When an attribute is declared with the optional keyword timestamped, the Domain 
Manager creates a readonly unsigned integer whose value is the time that the attribute 
was last updated. To retrieve this value, use the timestamp() function described in 
“Timestamp” on page 117. The time is calculated by counting the number of seconds that 
have elapsed since Midnight of 1 January 1970 (GMT). The last update is the most recent 
call to the put method for a stored attribute and the most recent poll for an instrumented 
attribute.
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Note: Attributes that are declared as stored cannot use the timestamped keyword with the 
keyword readonly. Only attributes declared as instrumented can use the timestamped 
keyword with the readonly keyword, as described in “Instrumented attributes” on 
page 68.


The optional <initial_value> parameter sets an initial value for the attribute when the 
object is instantiated. In this example, whenever an instance of the Engine class is 
created, the Temperature attribute for that instance will have an initial value of 0.


interface Engine : ICIM_Managed_Element
{


stored attribute float Temperature 
        "Internal gas temperature (fahrenheit)."
        = 0;
}


The optional <value_range> parameter indicates the expected range of the value. Currently, 
it does not impose any constraints on the variable’s value. However, you can use the 
range to set things, such as the end-points of slider bar. In this example, the 
MaxResponseTime attribute has a range of 0 to 60 with an initial value of 2.


attribute unsigned long [0 .. 60] MaxResponseTime
"The maximum response time (in seconds). The actual 
response time is compared against this threshold to
determine if the process is running slow."
= 2;


In this example, the enumeration state_e is defined. state_e is then used as the 
<attribute_type> in the attribute declaration.


enum state_e { OK, MALFUNCTION, UNKNOWN };
readonly attribute state_e OperationalState 


"Operational State of this device. Possible states are: "
" OK, MALFUNCTION, or UNKNOWN "
= UNKNOWN;


You can also define a structure and then use the name of the struct as the <attribute_type> 
in your attribute declaration.


Refine keyword


The keyword refine declares this attribute as a refinement of an attribute declared in a 
superclass of this class. 


The stored keyword is required if you are refining the access type of an attribute to the 
stored access type. 


The stored keyword is optional if you declared or refined the attribute to be the stored 
access type in the parent class. If you do not specify the access type in the refine 
statement, the access type defaults to the access type defined in the previous 
specification going up the class hierarchy. The previous specification is either a 
refinement of the attribute that includes the access type keyword or the original attribute 
declaration.


You can add/modify the description and the initial value of the attribute.
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Computed attributes
A Domain Manager determines the value of a computed attribute by evaluating an 
expression. You define an expression using the operators, functions, and types supported 
by MODEL. “Lexical elements for expressions” on page 108 provides additional 
information regarding operators, and “Data types” on page 51 describes the supported 
data types.


Computed attributes are used for calculating rates and displaying the information to an 
EMC Smarts client or for presenting information in readable format. 


The internal keyword indicates that this attribute is only visible within the generated C++ 
code. The attribute is not visible through an external interface, and therefore it cannot be 
viewed in a console.


The optional keyword readonly prevents write access to an attribute’s value. The default 
behavior of a computed attribute is readonly, even if the readonly keyword is omitted. 
However, when you refine a computed attribute the readonly flag will only be applied if 
you specifically set the readonly keyword in the original computed attribute. The refined 
computed attribute inherits the readonly flag from the computed attribute in the parent 
class. 


The keyword attribute indicates that this is an attribute declaration. The keyword 
computed declares the access type of the attribute.


<attribute_dcl> ::= [ internal ]


[ readonly ]


computed 


attribute


<attribute_type>


[ <value_range> ]


<attribute_name>


[ required ]


[ timestamped ]


[ <attribute_description> ]


["=" <expression>]


";"


|


refine


computed


<attribute_name>


[ required ]


[ timestamped ]


[ <attribute_description> ]


"=" <expression>


";"


<value_range> ::= "["


<integer_literal>


“ “


".."


“ “


<integer_literal>


"]"
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The <attribute_type> parameter specifies an attribute’s data type. A stored attribute can be 
any one of the supported types listed in “Data types” on page 51.


The MODEL syntax for a computed attribute and a stored attribute are similar. One 
important difference is the <expression> parameter. This parameter provides a way for you 
to write an expression that the Domain Manager uses to compute the attribute’s value. 
This expression must be a MODEL expression; it cannot be procedural code. “Syntax for 
expressions” on page 118 describes the syntax of expressions.


This example computes a value for the attribute CurrentUtilization.


computed attribute float CurrentUtilization
= ((TotalRate * 8) / (MaxSpeed + 0.001)) * 100;


Refine keyword


The keyword refine declares this attribute as a refinement of an attribute declared in a 
superclass of this class. 


The computed keyword is required if you are refining the access type of an attribute to the 
computed access type.


The computed keyword is optional if you declared or refined the attribute to be the 
computed access type in the parent class. If you do not specify the access type in the 
refine statement, the access type defaults to the access type defined in the previous 
specification going up the class hierarchy. The previous specification is either a 
refinement of the attribute that includes the access type keyword or the original attribute 
declaration.


When you refine a computed attribute the readonly flag will only be applied if you 
specifically set the readonly keyword in the original computed attribute. The refined 
computed attribute inherits the readonly flag from the computed attribute in the parent 
class.
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Instrumented attributes
The value of an instrumented attribute is retrieved by a Domain Manager through a 
standard protocol. The runtime support for instrumentation is provided by a component 
called an accessor. A Domain Manager includes an SNMP accessor for retrieving the 
values of SNMP MIB variables.


When an attribute is instrumented through the SNMP accessor, the accessor retrieves the 
value of the attribute from a remote SNMP agent. The SNMP accessor does this by polling 
the values of the SNMP MIB variables that correspond to the instrumented attribute. Only 
attributes necessary to evaluate events that have been subscribed to are actually polled.


The type of an instrumented attribute must match the type of the MIB variable retrieved by 
the SNMP accessor. When the SNMP accessor retrieves a MIB variable, it verifies that its 
type matches the type declared for the corresponding MODEL attribute. The SNMP 
accessor rejects a MODEL attribute of type enum because the type it retrieves from the 
SNMP agent is an integer. When the SNMP accessor detects a type mismatch, the Domain 
Manager logs an error and the user receives the error SNMP_EAGENTBUG.


The variable types that appear in MIBs are defined by Abstract Syntax Notation 1 (ASN.1). 
SNMP defines a base set of types on top of the ASN.1 types. Table 6 on page 68 lists the 
common MIB types, the corresponding SNMP type, and the corresponding MODEL 
attribute type. 


Table 6  MIB, SNMP, and MODEL Types


MIB Type SNMP Type MODEL Attribute Type


DisplayString OCTET STRING string


IpAddress OCTET STRING string - Requires the #pragma DotNotation. 
“#pragma DotNotation” on page 135 provides 
additional information.


Counter INTEGER unsigned int - Requires the #pragma WrapCounter. 
“Pragmas used with SNMP instrumentation” 
on page 135 provides additional information.


Gauge INTEGER unsigned int


TimeTicks INTEGER unsigned int


Integer32 INTEGER int


Counter32 INTEGER unsigned int - Requires the #pragma WrapCounter. 
“Pragmas used with SNMP instrumentation” 
on page 135 provides additional information.


Gauge32 INTEGER unsigned int


Unsigned32 INTEGER unsigned int


OID OBJECT IDENTIFIER string - Requires the #pragma Object ID. “#pragma 
ObjectID” on page 135 provides additional 
information.


Counter64 COUNTER64 unsigned long
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Developing a MODEL with instrumented attributes is a two-step process that requires you 
to complete steps during both MODEL development and at runtime. This section describes 
the MODEL requirements for attribute declarations and the syntax of instrumented 
attributes. A summary of the runtime requirements appears in “Summary of runtime 
requirements for SNMP instrumentation” on page 129.


To properly instrument an attribute, MODEL code must meet two conditions:


◆ It must contain attributes declared as instrumented. Furthermore, all of the 
instrumented attributes of a given instance must get their value from the same SNMP 
agent. When you retrieve values from an SNMP table, such as ifTable, the rule of 
thumb is to map a MODEL class to a row of an SNMP table. In the class, declare a 
separate instrumented attribute for each column of the table and create an instance 
to represent each row.


◆ It must contain an instrumentation declaration for each class with instrumented 
attributes. For SNMP instrumentation, the instrumentation declaration maps the 
instrumented attributes of a class to OIDs. “Instrument Declarations” on page 127 
describes the syntax of an instrumentation declaration.


The syntax of an instrumented attribute declaration is shown below. 


The internal keyword indicates that this attribute is only visible within the generated C++ 
code. The attribute is not visible through an external interface, and therefore it cannot be 
viewed in a console.


The keyword attribute identifies this as an attribute declaration. The keyword 
instrumented declares the access type of this attribute.


The <attribute_type> parameter specifies an attribute’s data type. An instrumented 
attribute can be any one of the supported types listed in “Data types” on page 51.


<attribute_dcl> ::= [ internal ]


[ readonly ]


instrumented 


attribute


<attribute_type>


[ <value_range> ]


<attribute_name>


[ <attribute_description> ]


";"


|


refine


instrumented


<attribute_name> 


[ <optional_description> ]


";"


<value_range> ::= "["


<integer_literal>


“ “


".."


“ “


<integer_literal>


"]"
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Note: SNMP does not support enumeration types. They may appear in a MIB as a list, 
however, they come across the network as integers.


An instrumented attribute does not require the use of the keyword timestamped because 
the SNMP accessor automatically maintains this information. You can retrieve the most 
recent time at which the value of an instrumented attribute changed as you would for a 
stored or computed attribute declared as timestamped. “Timestamp” on page 117 
provides additional information.


Refine keyword


The keyword refine indicates that this declaration is a refinement of an attribute in a 
related class.


The instrumented keyword is required if you are refining the access type of an attribute to 
the instrumented access type.


The instrumented keyword is optional if you declared or refined the attribute to be the 
instrumented access type in the parent class. If you do not specify the access type in the 
refine statement, the access type defaults to the access type defined in the previous 
specification going up the class hierarchy. The previous specification is either a 
refinement of the attribute that includes the access type keyword or the original attribute 
declaration.


Example of instrumented attribute


The following example shows an instrumented attribute, sysUpTime, whose value is 
retrieved from an SNMP-enabled device that supports MIB-II. The connection between this 
attribute and the sysUpTime MIB variable is demonstrated in “Instrument Declarations” 
on page 127.


interface AgentStatus
{


instrument SNMP{
sysUpTime = "1.3.6.1.2.1.1.3"


};


#pragma WrapCounter
readonly instrumented attribute unsigned sysUpTime


"The time (in hundredths of a second) since "
"the network management portion of the system "
"was last re-initialized.";


}


The WrapCounter pragma is used with instrumented attributes of an unsigned numeric 
type that get their value from a MIB counter variable. This pragma prevents rates and 
deltas that are computed over the attribute from returning a negative value. If the current 
value of the attribute is smaller than the previously retrieved value, the Domain Manager 
assumes that the counter has wrapped.


“MODEL Pragmas” on page 131 describes the available MODEL pragmas. “Built-in 
functions” on page 113 describes the rate and delta operators.
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Propagated attributes
An attribute declared as propagated obtains its value from an attribute in one or more 
instances of a related class. The value is retrieved from one instance for a relationship and 
one or more instances for a relationshipset. The type of a propagated attribute must be 
compatible with the type of the attribute in the related class. For example, you could 
declare a propagated attribute with the sum, prod, or avg aggregate operator as a float or 
a double, even if the values propagate from an attribute declared as an int.


MODEL supports two types of relationships: to-one, which are declared with the 
relationship keyword; and to-many, which are declared with the relationshipset keyword. 
The cardinality of a relationship determines the attribute type that can propagate.


◆ Any MODEL-supported type can propagate through a to-one relationship.


◆ Only Boolean or numeric types can propagate through a to-many relationshipset. You 
can, however, use a computed attribute or a set expression to avoid this limitation. 


<attribute_dcl> ::= [ internal ]


propagate


attribute


<attribute_type>


[ <aggregate_operator> ]


<attribute_name>


[ <attribute_description> ]


"<="


<class_name>


","


<relationship_name>


[ "," <attribute_name> ]


";"


| refine


propagate


attribute


[ <aggregate_operator> ]


<attribute_name>


[ <attribute_description> ]


"<="


<class_name>


","


<relationship_name>


[ "," <attribute_name> ]


";"


<aggregate_operator> ::= max


| min


| sum


| prod


| avg


| and


| or
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The internal keyword indicates that this attribute is only visible within the generated C++ 
code. The attribute is not visible through an external interface, and therefore it cannot be 
viewed in a console.


The keyword attribute identifies this as an attribute declaration.


The keyword propagate declares that the value of this attribute is computed or copied 
from other objects through a relation. If the relation that the attribute propagates through 
is a relationshipset, then the <aggregate_operator> parameter is required to specify how 
the attribute values from related objects are to be handled. An attribute that propagates 
through a relationshipset must be a numeric or Boolean type.


The <class_name> and <relationship_name> parameters specify the class and the 
relationship that the value of the attribute propagates from. The optional <attribute_name> 
parameter identifies the original attribute if it has a different name. If you do not provide a 
name, then the assumption is that the attribute has the same name in the related class.


Refining an existing propagated attribute


The keyword refine identifies this declaration as a refinement of a propagate attribute 
declared in a superclass.


The keyword attribute is required for a refinement of a propagate attribute declaration. A 
refinement can modify the class from which values propagate, the relationship through 
which the values propagate, the attribute that the value propagates from, and the 
aggregate operator.


Refining an attribute to be propagated


When you refine the access type of a stored or computed attribute to propagate, you need 
to provide the class name and relation name that the value propagates from. In addition, 
you must place a #pragma Uses Propagation before the attribute declaration in the parent 
class. If the pragma is not provided, a warning message is issued when the MODEL is 
compiled. “#pragma Uses Propagation” on page 134 provides additional information 
regarding this pragma.
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Table attributes
Tables provide a useful means for storing configuration and other data in a persistent and 
accessible manner. Because the Domain Manager’s Repository is persistent across 
restarts, the information is always available to an EMC Smarts client.


Tables should not be used to access variables from SNMP tables if you want to use this 
data in an event expression. Data stored in a MODEL table cannot be accessed through an 
event expression. “Instrumented attributes” on page 68 describes the technique for 
accessing and storing data from an SNMP table.


A table is a collection of rows. Table parameters, and their definitions, are similar to those 
of the attribute declaration. 


<table_dcl> ::= [ readonly ]


table


<table_name>


<row_type>


[ <table_key> ]


[ <table_description> ]


";"


| refine


<table_name>


[ <table_description> ]


";"


| propagate


table


<table_name>


<row_type>


[ <table_key> ]


[ <table_description> ]


"<="


<class_name>


","


<relationship_name>


[ "," <table_name> ]


";"


| refine


propagate


table


<table_name>


[ <table_description> ]


"<="


<class_name>


","


<relationship_name>


[ "," <table_name> ]


";"


<row_type> ::= double


| float


| [unsigned] int


| [unsigned] long
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The keyword table declares this attribute as a table.


The <row_type> parameter specifies the type of table row. For example, this declaration 
defines the SupportedRates table with a <row_type> of string.


table SupportedRates string


You can also declare a structure and then use the structure as the <row_type> in a table 
declaration. In this example, the structure circuit_alarms is declared in the Circuit class. 
The table AlarmTable is then declared in the MyNet class, using the circuit_alarms 
structure as its row type.


Interface Circuit : LogicalConnection
{
struct circuit_alarms
  {


string tableKey;
string Name;
int End;
unsigned receivedAt;
int Alarm;


  };
}
Interface MyNet
{
table AlarmTable Circuit::circuit_alarms unique key tableKey;
}


The optional <table_key> parameter, which includes the keyword key followed by the key’s 
name, specifies that the table can be accessed by a key. If a key is declared, then the table 
row must be a struct and the key must be a field of the struct. In the example above, the 
<row_type> is the structure circuit_alarms, and the key is the field tableKey.


You can also declare a direction for the key, ascending or descending, which affects how 
the table is read. When the optional keyword unique is specified, each row must have a 
unique key.


The keyword refine declares this table as a refinement of a table declared in a superclass. 
A refinement can change the table’s access type, name, and description. For a propagated 
table, a refinement can change the class from which the table propagates, the relationship 
through which the values propagate, and the table from which the values propagate.


| [unsigned] short


| byte


| binary


| string


| enum


| struct


<table_key> ::= [ ascending | descending ]


[ unique ]


key


<key_name>
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Overview
A relationship declaration defines a connection between classes. A relation can connect 
instances of different classes or instances of the same class. Relationships are important 
because attributes and events propagate along the traversal path specified by the 
relationship. 


When you declare a relationship from classA to classB, you are implicitly declaring a 
reciprocal relationship from classB to classA. This relationship pair is referred to as a 
relation.


Cardinality
Both relationships and relations have a cardinality. The cardinality of a relation is 
determined by the cardinality of its constituent relationships. A relationship from classA to 
classB may have cardinality of to-one or to-many. A cardinality of to-one means there is a 
single instance of classB related to a given instance of class A. A cardinality of to-many 
means that one or more instances of classB are related to a given instance of classA. The 
cardinality of the relation is one-to-one if both relationships are to-one, one-to-many or 
many-to-one if one relationship is to-one and the other is to-many, or many-to-many if 
both relationships are to-many.


MODEL provides two keywords to indicate the cardinality of a relationship: relationship 
and relationshipset. As you might expect, relationshipset declares a to-many relationship.


If you insert an instance into one end of a two-way relationship, the Repository guarantees 
that the inverse traversal path is correctly set. When an object is added or removed from 
the Repository, the Repository maintains the integrity of the relationship. If an object that 
participates in a relationship is deleted, the Domain Manager automatically removes it 
from the inverse traversal path.
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Declaring a relationship
Relationship declarations, like attribute declarations, are a basic building block for 
describing real-world objects. Attribute and relationship declarations share a similar 
syntax. 


The internal keyword indicates that this relationship is only visible within the interface 
(class) in which it is declared. The relationship or relationshipset is not visible through an 
external interface, and therefore it cannot be viewed in a console. 


The optional keyword readonly is provided for computed relationships. Computed 
relationships are treated as readonly, even if the keyword readonly is omitted.


The optional <access_type> parameter specifies where and how information about this 
relationship is obtained. By default, relationships are stored. Relationships declared as 
computed are limited to operators that result in a single object reference. The expression 
for a computed relationshipset can return a set of object references. The result of the 
expression is assigned to the other end of the relationship or ends of the relationshipset.


The <cardinality> parameter specifies whether the traversal path of this relationship 
declaration refers to one class instance or many class instances. The keyword relationship 
specifies a connection to, at most, one class instance; the keyword relationshipset 
specifies a connection to any number of class instances.


<relation_dcl> ::= [ internal ]


[ readonly ]


[ <access_type> ]


<cardinality>


<relationship_name>


","


<class_name>


[ "," <inverse_name> ]


[ <optional_key_spec> ]


[required]


[ <relationship_description> ]


[ "=" <expression> ]


";"


| refine


[ <access_type> ]


<relationship_name>


[ "," <class_name> ]


[ required ]


<relationship_description>


";"


<access_type> ::= stored


| computed


<cardinality> ::= relationship


| relationshipset


<optional_key_spec> ::= [ ascending | descending ]


[ unique ]


key


<key_name>
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The <class_name> parameter specifies the class with which the declaration establishes a 
relationship.


The optional <inverse_name> parameter specifies the name of the inverse traversal path in 
the other class. If specified, you must also declare the corresponding relationship or 
relationshipset in the other class. If the <inverse_name> parameter is omitted, a one-way 
relationship or relationshipset is created.


The <optional_key_spec> parameter is only provided for relationshipsets. The <key_name> 
parameter specifies the name of an attribute in the class. The attribute name must have a 
separate declaration in the class.


readonly attribute string KeyStr;


stored relationshipset 
        MemberOf, FurnitureStore, Members
        descending key KeyStr;


The required keyword indicates that the relationship must not be empty. If a class 
contains a required relationship, whenever an instance of the class is created, the 
relationship must be populated.


The following example declares a relation between engines and a space craft module. 
Each engine only provides thrust to maneuver one space craft module: a to-one 
relationship. However, each space craft module can be maneuvered by one or more 
engines: a to-many relationship.


interface Engine : ICIM_ManagedSystemElement
{


relationship Maneuvers, SpaceCraftModule, ManeuveredBy;
}
interface SpaceCraftModule
{


relationshipset ManueveredBy, Engine, Maneuvers;
}


The keyword refine declares this relationship as a refinement of an inherited relationship. 
To refine a relationship, both ends of the relationship must belong to the same inheritance 
hierarchy. A refined relationship uses the name of the inverse traversal path that appears 
in the original relationship declaration and its cardinality must be the same as that of the 
original relationship.
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Overview
This chapter describes the MODEL declarations that are used to model the behavior of 
objects in a managed system. These constructs enable you to specify the static knowledge 
required for event management.


When you begin adding event-driven behavior to your model, remember three important 
points:


◆ Problems propagate across related objects.


◆ A single problem can cause numerous observable basic events (symptoms).


◆ Problems may not be observable in the object where they occur.


MODEL declarations for defining event-driven behavior
MODEL provides a number of declarations for defining event-driven behavior in a 
managed system. Each of these has a particular purpose, as described below.


◆ An object created with the event declaration is referred to as a basic event. Repository 
objects created with event, problem, aggregate, symptom, propagate symptom, and 
propagate aggregate declarations are all referred to generically as events.


◆ An event declaration defines a basic event, meaning it is observable in the object 
where it occurs. An event declaration is defined by an expression over attributes or 
other events of the class, as described in “Event declaration” on page 81.


◆ A problem declaration is defined by the <symptom-list > parameter (lists the basic 
events, symptoms, propagated symptoms and other problems that it can cause). You 
can specify a probability for each member in the <symptom-list > because the causal 
relationship between the problem and its symptoms may be probabilistic. “Problem 
declaration” on page 83 describes how to declare a problem in MODEL.


◆ A symptom declaration groups a set of basic events, symptoms, propagated 
symptoms, and other problems that it can cause into a single event by conjunction. 
The event defined using the symptom declaration is then used as a member of the 
<symptom-list > parameter in a problem declaration. “Symptom declaration” on 
page 88 describes how to declare a symptom in MODEL.


◆ A propagate symptom declaration defines an event that propagates from a related 
object through a relationship. An event declared as a propagated symptom is 
intended to be used as one of the members of the <symptom-list> parameter in a 
problem declaration. “Propagate symptom declaration” on page 91 describes how to 
declare a propagate symptom in MODEL.

80 EMC Smarts Foundation MODEL Reference Guide







Declaring Event-Driven Behavior in MODEL

◆ An aggregate declaration groups one or more basic events, problems, aggregates, or 
propagated aggregates declared for the same class into a single abstract event by 
disjunction. “Aggregate declaration” on page 92 describes how to declare an 
aggregate.


◆ A propagate aggregate declaration defines a set of events that are not observable in 
the object where they occur but whose effects propagate to related objects through a 
given relationship. “Propagate aggregate declaration” on page 94 describes how to 
declare a propagate aggregate.


The table, “Types of events that can be exported” on page 96, lists the types of events that 
may be exported to EMC Smarts clients that request to be notified when the event occurs.


Event declaration
An event declaration declares a basic event that is defined using an expression. A basic 
event declared using an expression is defined over attributes and other events of its class.


Basic events declared by an event declaration are intended to be used as a member of the 
<symptom-list> parameter in problem declarations. The Domain Manager creates a data 
structure called a codebook that lists the problems to which EMC Smarts clients have 
subscribed. The codebook also includes the basic events, specified by event declarations, 
that each problem can cause. These basic events are used by the Domain Manager to 
determine when a problem occurs. The Domain Manager reduces the codebook so that 
each problem is identifiable by a unique set of symptoms. 


<event_dcl> ::= event


<event_name>


[ <event_description> ]


[ <opt_loss> ]


[ <opt_spurious> ]


<event_implementation>


";"


| refine


event


 <event_name> 


[ <event_description> ]


[ <opt_loss> ]


[ <opt_spurious> ]


[ <event_implementation> ]


";"


<opt_loss> ::= loss


"(" <expression> ")"


<opt_spurious> ::= spurious


"(" <expression> ")"


<event_implementation> ::= "="


[ <event_guard> ]


<event_expression>


<event_guard> ::= if


<expression>


check
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The <opt_loss> parameter, indicated by the keyword loss, specifies the probability that this 
observable basic event is lost or not observed (its expression does not evaluate to true) 
even though it is occurring. Setting a value closer to one increases the likelihood that the 
basic event will be lost. The loss expression must evaluate to a floating point number 
greater than or equal to zero but less than or equal to one.


The <opt_spurious> parameter, indicated by the keyword spurious, is the converse of 
<opt_loss>. It specifies the probability that this observable basic event is not occurring, 
even though the event expression evaluates to true. The expression must evaluate to a 
floating point number greater than or equal to zero but less than or equal to one.


The <event_implementation> parameter specifies the expression that defines the basic 
event and, optionally, whether the event is guarded.


The optional keyword refine declares this basic event as a refinement of a basic event 
declared in a superclass. You can change all the parameters of a basic event through a 
refinement.


Event expressions
An <event_expression> can be declared using the names of other events, as well as the 
operators and syntax described in “Syntax for expressions” on page 118. There is one 
notable constraint on event expressions: they must return a Boolean value.


When the basic event is evaluated, the expression is computed. If the return value 
changes the status of the event (from true to false or from false to true), the Domain 
Manager sends the appropriate notify or clear notification to each client. The Domain 
Manager only sends a notification when the status of a basic event changes.


When the attributes used to create an event expression depend on values within the 
Repository, the Domain Manager can compute those expressions as necessary and send a 
notification precisely when the status of the basic event changes. However, if the 
attributes are instrumented and obtain their values from an external source, the process 
for obtaining those attribute values can affect when the Domain Manager determines that 
an event’s status has changed. For example, if the value of an attribute is retrieved by 
polling an SNMP agent, the responsiveness of the SNMP agent and the duration of the 
polling interval can affect when the basic event is recognized.


Guarded events
The <event_guard> parameter provides a method for preventing an event expression from 
being evaluated unless a specified condition is met. If the guard expression specified by 
the <event_guard> parameter, which must return a Boolean value, is true, then the event 
expression is evaluated. Guarded events are useful when there is a high cost associated 
with evaluating an event expression. Factors that can contribute to a high cost include 
expensive computations or operations such as SNMP polling.


In the following example, LowInboundUtilization is a guarded event. The expression 
(CurrentInboundUtilization < LowInboundThreshold) will not be evaluated unless 
ifOperStatus == 1. When ifOperStatus does not equal 1, then the two computed attributes 
will not be evaluated. This also saves on polling because the computed attributes are 
based on instrumented attributes.
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stored attribute int LowInThreshold
“Threshold for incoming traffic ” = 5;


computed attribute float ifInOctetsRate
"Rate that interface is receiving octets."


          = rate(ifInOctets, PollingInterval);


computed attribute float CurrentInUtilization
"The total number of input bits transmitted to this
interface in seconds expressed as a “
“ percentage of total bandwidth. " 
= ((ifInOctetsRate * 8) /  (ifSpeed + 0.01)) * 100;


event LowInboundUtilization
"Traffic flowing into this interface is below the
utilization threshold. "
= if ifOperStatus = = 1 


check (CurrentInUtilization < LowInThreshold);


Problem declaration
A problem declaration declares an event that may occur in instances of a class. A problem 
causes a set of symptoms and the problem declaration specifies these symptoms and a 
probability that each symptom will be observed when the problem occurs. There are three 
types of symptoms.


◆ Locally observable symptoms can be observed in the same object where the problem 
occurs. Local symptoms must be declared by separate event declarations in the same 
class as the problem declaration.


◆ A problem can cause a second problem within the same object. The second problem 
must be declared by a separate problem declaration in the same class as the original 
problem.


◆ A propagated event or problem can only be observed in related objects. A propagated 
event must be declared by a propagate symptom declaration in the same class as the 
problem. In addition, the events or problems must be declared in the class to which 
they propagate.


Symptoms are events specified by event, symptom, propagate symptom, and problem 
declarations. Note that a symptom can be a problem that causes other symptoms.
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When an EMC Smarts client subscribes to a problem, the Domain Manager adds the 
problem to its codebook. The Domain Manager also adds the set of symptoms necessary 
to uniquely identify this problem from other problems listed in the codebook. 


The keyword problem indicates that this is a problem declaration.


The <symptoms_list> parameter lists the basic events, problems, symptoms and 
propagated symptoms that this problem causes. Each member in the <symptoms_list> can 
include optional parameters:


◆ A <probability> parameter or explains keyword


◆ A <condition> parameter 


The <probability> parameter specifies the probability that the problem causes this 
symptom to occur. The <probability> parameter must evaluate to a floating point number 
greater than or equal to zero but less than or equal to one. The default probability is one, 
meaning that the problem always causes this symptom. 


The optional <condition> parameter provides a method for conditionally removing a 
symptom from a problem. The <expression> parameter must return a Boolean value. When 
the expression evaluates to false, the event is removed from the list of symptoms that this 
problem causes. When the expression evaluates to true, the event remains in the list of 
symptoms caused by the problem. Note that the value of the Boolean expression can 
change during runtime. However, the codebook must be recomputed before the correlator 
recognizes the change.


<problem_dcl> ::= problem


<problem_name>


[ <problem_description> ]


[<apriori>]


[ <symptoms_list> ]


";"


| refine


problem


<problem_name>


[ <problem_description> ]


[<apriori>]


<symptoms_list>


";"


<apriori> ::= apriori"(" <expression> ")"


<symptoms_list> ::= "=>"


<symptoms>


<symptoms> ::= <symptom>


["," <symptoms>]


<symptom> ::= <problem_name> | <event_name> |
<propagated_symptom_name> |
<symptom_name>


[<probability> | explains ]


[<condition>]


<condition> ::= if


<expression>
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The optional keyword refine declares this problem as a refinement of a problem declared 
in a superclass of this class. You can change all the parameters of a problem declaration 
through a refinement. The refine declaration, however, must include at least one item in 
its <symptoms_list>.


apriori keyword
The apriori keyword indicates the probability of the problem occurring before looking at 
any of the symptoms as evidence. The apriori value must be a floating point number 
greater than or equal to zero but less than or equal to one, and it can be an attribute that 
varies in value. 


Setting the apriori to 0.0 removes the problem from the codebook. Setting the apriori to 
1.0 indicates that the problem is always active, as long as there is one active symptom, 
and any required symptoms are active. A symptom is required when its <probability> 
parameter is set to 1.0 and the <opt_loss> parameter for the underlying basic event(s) that 
comprise the member is set to 0.0. Symptoms that are declared as required must be 
active for the problem to be active. 


If the apriori keyword is not included in the problem declaration, an apriori of 0.05 is 
applied.


For example, a light bulb can be either on or off. The light bulb can be off because the 
switch controlling the light is turned off or because of faulty wiring. The following classes, 
events, relationships, and problems are defined to describe this behavior:


interface Bulb {


event LightOff = LightStatus == FALSE;


problem Out apriori(0.01) => 
LightOff;


relationship ControlledBy, Switch, Controls;


relationship SuppliedBy, Wiring, Supplies;
}


interface Switch {


relationship Controls, Bulb, ControlledBy;


propagate symptom LightOff => 
Bulb, 
Controls;


problem Off apriori(0.5) => 
LightOff;


}


interface Wiring {


relationship Supplies, Bulb, SuppliedBy;


propagate symptom LightOff => 
Bulb, 
Supplies;


problem Bad apriori(0.000001) => 
LightOff;


}
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The apriori values indicate that the probability that the switch is turned off is much higher 
than the probability that the wiring is faulty. For the switch, the apriori is set to 0.5 
because it is off about half the time.


The apriori value can also be an attribute:


interface Bulb {


event LightOff = LightStatus == FALSE;


problem Out apriori(out_apriori) =>
LightOff;


attribute float out_apriori = (outPossible ? 0.01 : 0.0);


attribute boolean outPossible = TRUE;
}


explains keyword
When determining the most likely problem set that causes the currently observed 
symptoms, a problem becomes more unlikely as it has more and more missing symptoms. 
Because of that, you want to model the important causal symptoms, and not all of the 
consequential symptoms. 


The causal symptoms are those symptoms that, when active, indicate that the problem is 
active. These symptoms are part of the codebook and play a role in correlation. This is the 
causality and these symptoms are considered when determining whether the problem is 
the root-cause. 


However, you still want the system to relate the problem to the consequential symptoms 
and the explains keyword in the problem declaration is used to provide this linkage. The 
explains keyword indicates that the problem can explain (impact) the associated 
symptom, but that this explained symptom is not part of the codebook and is not used 
when determining whether the problem is active or the root-cause. 


For example, an Unresponsive problem is declared:


problem Unresponsive  =>
        UnresponsiveActivatorEvent, 
        AgentUnresponsive explains,
        HostedServicesImpact explains;


export UnresponsiveActivatorEvent, AgentUnresponsive; 


export HostedServicesImpact;


In this case, only the UnresponsiveActivatorEvent is added to the codebook as one of the 
causal symptoms of the Unresponsive problem.


The AgentUnresponsive and HostServicesImpact events have the explains keyword after 
them. This indicates that the Unresponsive problem explains (impacts) the 
AgentUnresponsive and HostServicesImpact events, but these two events are not added 
to the codebook or considered when determining whether the Unresponsive problem is 
active. However, the AgentUnresponsive and HostServicesImpact events will be displayed 
on the Impacts tab of the Unresponsive notification in the Global Console.
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You can also have a symptom in a problem be both a causal symptom and an explained 
symptom. In this example, the AgentUnresponsive event is added to the codebook as one 
of the core symptoms. However, it is also linked to the problem as a consequential 
symptom.


problem Unresponsive  =>
UnresponsiveActivatorEvent, 
AgentUnresponsive,
AgentUnresponsive explains,
HostedServicesImpact explains;


export UnresponsiveActivatorEvent, AgentUnresponsive;


export HostedServicesImpact;


Whenever the problem Unresponsive is active, if the AgentUnresponsive and 
HostedServicesImpact events are active, they will appear under the Impacts tab of the 
Notification Properties dialog for the Unresponsive problem.


The UnresponsiveActivatorEvent problem will not appear under the Impacts tab, but it is 
added to the codebook as one of the causal symptoms of the Unresponsive problem.
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Symptom declaration
A symptom declaration groups a set of basic events, problems, symptoms, and 
propagated symptoms under a single name to be used in a problem declaration. This is 
especially useful if the same set of basic events, problems, symptoms, and propagated 
symptoms are referenced in multiple problem declarations.


An event defined by a symptom declaration is not added to the codebook and the 
correlator does not diagnose its occurrence. Furthermore, a symptom declaration cannot 
be exported and is not available by subscription to EMC Smarts clients. 


The keyword symptom identifies this as a symptom declaration.


The <symptoms_list> parameter lists the basic events, problems, symptoms and 
propagated symptoms that this symptom declaration causes. Each member of the 
<symptoms_list> can include optional parameters:


◆ A <probability> parameter or explains keyword


◆ A <condition> parameter 


The <probability> parameter must evaluate to a floating point number greater than or equal 
to zero but less than or equal to one. The default probability is one, meaning that the 
symptom always causes this event.


<symptom_dcl> ::= symptom


<symptom_name>


[ <symptom_description> ]


[ <symptoms_list> ]


";"


| refine


symptom


<symptom_name>


[ <symptom_description> ]


[ <symptoms_list> ]


";"


<symptoms_list> ::= "=>"


<symptoms>


<symptoms> ::= <symptom>


["," <symptoms> ]


<symptom> ::= <problem_name> | <event_name> |


<propagated_symptom_name> |


<symptom_name>


[<probability> | explains ]


[ <condition> ]


<condition> ::= if


<expression>
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The optional <condition> parameter provides a method for conditionally removing an event 
from a symptom declaration. The <expression> parameter must return a Boolean value. 
When the expression evaluates to false, the event is removed from the list of events that 
are caused by this symptom. When the expression evaluates to true, the event remains in 
the list of events caused by the symptom. Note that the value of the Boolean expression 
can change during runtime. However, the codebook must be recomputed before the 
correlator recognizes the change. “Syntax for expressions” on page 118 provides 
information about the correct syntax for an expression.


The optional keyword refine declares this symptom as a refinement of a symptom 
declared in a superclass of this class. You can change all of the parameters of a symptom 
declaration through a refinement.


explains keyword
The explains keyword is used for display purposes and does not affect the analysis. It 
indicates that this member of the <symptoms_list> is explained by (impacted by) the 
symptom being declared. When this member of the <symptoms_list> is exported and 
active, it is displayed in the Global Console under the Impacts tab of the Notification 
Properties dialog for the problem that references this symptom declaration. However, it is 
not added to the codebook as one of the symptoms of the problem that references the 
symptom declaration, and therefore, is not considered when determining whether the 
problem is a root cause. Table 7 on page 96 provides a list of which types of events can be 
exported.


For example, a NoFuelSupply problem and a NoFuelSupplySymptom symptom are 
declared:


problem NoFuelSupply =>
        NoFuelSupplySymptom;


symptom NoFuelSupplySymptom =>
FuelTanksEmpty,
EngineDown explains;


event FuelTanksEmpty = FuelTanksLevel < 0.01 == FALSE;


event EngineDown == FALSE;


export FuelTanksEmpty, EngineDown, NoFuelSupply;


In this case, the FuelTanksEmpty event is added to the codebook as one of the symptoms 
of the NoFuelSupply problem.


The EngineDown basic event has the explains keyword after it. This indicates that the 
NoFuelSupply problem explains (impacts) the EngineDown basic event, and this event will 
be displayed on the Impacts tab of the NoFuelSupply notification in the Global Console. 
However, the EngineDown event is not considered when determining whether the 
NoFuelSupply problem is a root cause. In this example, only the FuelTanksEmpty event is 
added to the codebook and considered when determining a root cause. 
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You can also have a member of the <symptoms_list> be both caused and explained by this 
symptom.


problem NoFuelSupply =>
        NoFuelSupplySymptom;


symptom NoFuelSupplySymptom =>
FuelTanksEmpty,
EngineDown,
EngineDown explains;


event FuelTanksEmpty = FuelTanksLevel < 0.01 == FALSE;


event EngineDown == FALSE;


export FuelTanksEmpty, EngineDown, NoFuelSupply; 
In this example, both the FuelTanksEmpty and EngineDown events are added to the 
codebook as symptoms of the NoFuelSupply problem. But the EngineDown event is also 
included with the explains keyword after it. In this case, if the NoFuelSupply problem is 
active and the EngineDown event is active, the EngineDown event will be displayed on the 
Impacts tab of the NoFuelSupply notification in the Global Console.
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Propagate symptom declaration
A propagate symptom declaration defines an event that is not observable in the object 
where it occurs. The symptoms of this event propagate to one or more objects of related 
classes. The events that comprise a propagate symptom must be declared by basic event, 
problem, or propagate symptom declarations in the class where they occur.


The keywords propagate and symptom identify this as a propagate symptom declaration.


The <class_name> and <relationship_name> parameters identify the class and the 
relationship that the symptom propagates from. The <symptom_name> parameter must be 
used when the propagated symptom has a different name from the basic event in the 
originating class.


The keywords refine and propagate identify this declaration as a refinement of a 
propagate symptom declared in a superclass of this class. You can change all the 
parameters of a propagate symptom through a refinement.


An event created with a propagate symptom declaration cannot be exported and is not 
available by subscription to EMC Smarts clients.


The following example creates two classes: one class representing a light bulb, and a 
second class that represents a light switch. When the light switch is turned off, the light 
bulb is off.


The Bulb class has a basic event, LightOff, that is active when the light bulb is off. The 
Switch class propagates the value of the LightOff basic event from the Bulb Class, over the 
Controls relationship. The LightOff propagated symptom is then used to determine 
whether the Off problem is the root cause.


<propagate_symptom_dcl> ::= propagate


symptom


<symptom_name>


[ <symptom_description> ]


"=>"


<class_name>


","


<relationship_name>


[ "," <symptom_name> ]


";"


| refine


propagate


<symptom_name>


[ <symptom_description> ]


"=>"


<class_name>


","


<relationship_name>


[ "," <symptom_name> ]


";"
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interface Bulb {


event LightOff = LightStatus == FALSE;


problem Out => LightOff;


relationship ControlledBy, Switch, Controls;
}


interface Switch {


relationship Controls, Bulb, ControlledBy;


propagate symptom LightOff => Bulb, Controls;


problem Off => LightOff;
}


Aggregate declaration
An aggregate declaration groups one or more basic events, problems, aggregates or 
propagated aggregates into a single abstract event by disjunction. The aggregate becomes 
active when any one of the events in the set is active. The events grouped into an 
aggregate must be declared in basic event, problem, aggregate or propagate aggregate 
declarations in the same class.


Aggregates are not used in codebook correlation but they can be exported for subscription 
by other EMC Smarts clients. 


The keyword aggregate identifies this as an aggregate declaration.


The <events_list> parameter lists the basic events, problems, propagated aggregates, and 
aggregates that comprise the aggregate.


The optional keyword refine identifies this declaration a refinement of an aggregate 
declared in a superclass of this class. You can change all the parameters of an aggregate 
through a refinement.


<aggregate_dcl> ::= aggregate


<aggregate_name>


[ <aggregate_description> ]


[ "<=" <events_list> ]


";"


| refine


aggregate


<aggregate_name>


[ <aggregate_description> ]


"<="


<events_list>


";"


<events_list> ::= <event>


[ "," <event_list> ]


<event> ::= <event_name> | <problem_name> |
<propagated_aggregate_name> 


| <aggregate_name>
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The following example declares an aggregate, FuelSupplyCondition, that groups together 
the different types of events that indicate an error condition with the fuel supply. A 
problem with the fuel supply is indicated whenever the FuelTanksEmpty basic event or 
FuelSupplyBlocked problem is active.


event FuelTanksEmpty  "The fuel tanks are out of propellant."
        = TotalPropellantLevel <  0.01;


problem FuelSupplyBlocked 
"No propellant can reach the engine group."
=> EnginesDownSymptom;


propagate symptom EnginesDownSymptom
        => Engine, ConsistsOf, EngineDown;


aggregate FuelSupplyCondition 
"Problem with the engine group's fuel supply"
<= FuelTanksEmpty, FuelSupplyBlocked; 


export FuelSupplyBlocked,FuelTanksEmpty,FuelSupplyCondition;


Logic for aggregate processing


The value of an aggregate is determined as follows:


◆ If all underlying events are inactive, then the aggregate is inactive. 


◆ If any underlying event has an error, then this event overrides all inactive events. 
Therefore, if one underlying event is an error and the rest are inactive, the aggregate is 
an error (the same error that the underlying event is). If more than one underlying 
event has an error, then the error of the aggregate will be any one of those. An error 
value of pending takes precedence over all other error values (in the case of multiple 
underlying events with errors). 


◆ An active event overrides errors. Therefore, if one underlying event is active, the 
aggregate is active, regardless of the rest of the underlying events.
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Propagate aggregate declaration
A propagate aggregate is an event or group of events that are not observable in the object 
where it occurs. Instead, its symptoms occur in related objects and propagate to the 
object where the propagate aggregate is declared. Depending on how many symptoms of 
a propagate aggregate occurs, the codebook calculates a certainty (percentage value) that 
the propagate aggregate has occurred.


The events that comprise a propagate aggregate must be defined as basic event, problem, 
aggregate or propagated aggregate declarations in the class where they originate. 


The keywords propagate and aggregate identify this as a propagate aggregate declaration.


The <class_name> parameter identifies the class the event propagates from and 
<relationship_name> identifies the relationship that the event traverses. The <event_name> 
parameter must be used if the name of the propagate aggregate is different from the name 
of the event in the originating class.


The keywords refine and propagate identify this declaration as a refinement of a 
propagate aggregate declared in a superclass of this class. You can change all the 
parameters of a propagate aggregate declaration through a refinement.


<propagate_aggregate_dcl> ::= propagate


aggregate


<prop_aggregate_name>


[ <description> ]


"<="


<class_name>


","


<relationshipset_name>


[ "," <event_name> ]


";"


| refine


propagate


<prop_aggregate_name>


[ <description> ]


"<="


<class_name>


","


<relationship_name>


[ "," <event_name> ]


";"
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Logic for propagate aggregate processing


The value of a propagate aggregate is determined as follows:


◆ If all underlying events are inactive, then the propagate aggregate is inactive. 


◆ If any underlying event has an error, then this event overrides all inactive events. 
Therefore, if one underlying event is an error and the rest are inactive, the propagate 
aggregate is an error (the same error that the underlying event is). If more than one 
underlying event has an error, then the error of the propagate aggregate will be any 
one of those. An error value of pending takes precedence over all other error values (in 
the case of multiple underlying events with errors). 


◆ An active event overrides errors. Therefore, if one underlying event is active, the 
propagate aggregate is active, regardless of the rest of the underlying events. 


Export declaration
An export declaration is required to make the event-driven behavior declared for a class 
visible outside of the Repository. EMC Smarts clients, such as the Global Console and 
adapters, can subscribe to exported event-driven behavior and receive notifications when 
they occur. Table 7 on page 96 describes which types of event-driven behavior can be 
exported. 


The keyword export identifies this as an export declaration.


The <events> parameter lists the events to be exported. Each event must be declared in the 
same class as the export declaration. You can list multiple events, separating them with a 
comma, in a single export declaration. You can also specify multiple export declarations 
for a class.


The following example exports the FuelTanksEmpty event:


event FuelTanksEmpty = FuelTanksLevel < 0.01 == FALSE;


export FuelTanksEmpty;


<export> ::= export


<events>


";"


<events> ::= <event_name>


[ "," <events> ]
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Table 7 on page 96 lists the types of event-driven behavior that can be exported. 


Imported events
Imported events allows you to specify events for which the state reflects the state of the 
event with the same name, on an instance of the same name and class in another 
Manager. In addition to reflecting the state of the remote event, whenever the connection 
between the two Managers is severed, the imported event will be suspended, and 
automatically resumed as soon as the connection is resumed.


There are two steps you need take to ensure the correct operation of imported events.


1. Make sure the interface names for the classes are the same, and that the instance 
names of the instance you want to import the events are the same. 


2. Assign the remote Manager name to the ServiceName attribute in the Manager that 
will be importing the events.


Specifying imported events in MODEL


The following example shows how to specify imported events in MODEL. Note that the 
interface names for the classes are the same in both Manager MODEL files, as are the 
event names that are being imported.


interface TestIF : MR_ManagedObject
{
    event e1 "This event is imported " imported;
    export e1;


    event e2 "This one also"  imported;
    export e2;


    event a1 "This event is really an aggregate in the remote domain 
manager"  imported;


    export a1;


    aggregate a2
        "I can use all these events normally in this MODEL" 
        = e1, e2, a1;
    export a2;
}


Table 7  Types of events that can be exported


Type of event Can It be exported


Basic Event Yes


Problem Yes


Symptom No


Propagate Symptom No


Aggregate Yes


Propagate Aggregate Yes

96 EMC Smarts Foundation MODEL Reference Guide







Declaring Event-Driven Behavior in MODEL

The remote Domain Manager MODEL could look like: 


interface TestIF : MR_ManagedObject
{


    attribute boolean p1 = FALSE;
    event e1 = p1;
    export e1;


    attribute boolean p2 = FALSE;
     event e2 = p2;
    export e2;


    aggregate a1 = e1, e2;
    export a1;
}
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Overview
Operations provide a method for manipulating objects and their properties. You can 
retrieve data based on attributes and topology, and you can also Get or Set attribute 
values (including internal attributes). Operations also allow you to perform computations, 
traverse relationships, and call other operations. 


Operations may be called by client programs, such as:


◆ dmctl


◆ ASL scripts


◆ Java API Client


◆ PERL API Client


In addition, get operations (readonly) may appear in computed attribute expressions.


Declaring an operation
An operation declaration includes the name of the operation, the type of its arguments, 
and the type of any returned values.


Note: There is no operation keyword. 


<operation_dcl> ::= [internal]


[static]


[const | readonly | idempotent]


<return_type>


<operation_name>


"(" [ <arguments> ] ")"


[ <operation_description> ]


<operation_definition>


";"


| refine


[ instrumented | stored ]


<operation_name>


[ <operation_description> ]


<op_definition_refinement> 


<return_type> ::= void


| error_code


| <value_type>


| set "(" <value_type> ")"


| <class_name>


| set "(" <class_name> ")"


<arguments> ::= <argument>


[","<arguments>]


<argument> ::= <in_argument>


| <inout_argument>


| <out_argument>
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The internal keyword indicates that this operation is only visible within the generated C++ 
code. The result of the operation is not visible through an external interface, and therefore 
it cannot be viewed in a console. 


Note: You can view the results of an internal operation in an external interface if you set 
the value of a computed attribute (not an internal computed attribute) equal to the results 
of the internal operation.


The optional keyword static declares the scope of the operation. If the operation is 
declared static, a single copy of the operation is shared by all instances of the interface.


The const keyword indicates that the operation does not change the instance in the 
repository, so it cannot assign values to attributes of the class. The const keyword is also 
used to obtain an instance-only read lock. “Instance-only read lock” on page 106 provides 
additional information on this type of repository lock.


The readonly keyword is used to obtain a repository-wide read lock. It indicates that the 
operation leaves the repository unchanged. A readonly operation may not assign to 
attributes of a class. “Repository-wide read lock” on page 105 provides additional 
information on this type of repository lock. 


The idempotent keyword indicates that the operation, if called multiple times without an 
intervening put, will return the same value each call.


<in_argument> ::= in


<argument_type>


<argument_name>


["="<expression>]


<inout_argument> ::= inout


<argument_type>


<argument_name>


<out_argument> ::= out


<argument_type>


<argument_name>


<argument_type> ::= <value_type>


| set "(" <value_type> ")"


| <class_name>


| set "(" <class_name> ")"


<operation_definition> ::= definition: <assignments>


<assignments> ::= <assignment>”,”<assignments>


| <assignment>


| <return_expression>


<assignment> ::= <identifier>"="<expression>


<return_expression> ::= return <expression>


<op_definition_refinement> ::= <operation_definition>


| "=" <expression>
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The <value_type> parameter can be one of the supported types listed in “Data types” on 
page 51. The <class_name> parameter can be the name of any class in the repository, such 
as Engine, Host or Router. Examples are described in “Return_type parameter” on 
page 102.


The <expression> parameter has to be an EMC Smarts expression; it cannot be procedural 
code. “Writing Expressions in MODEL” on page 107 provides additional information.


Return_type parameter
The <return_type> parameter declares the type of value returned by the operation. The 
return value can either be one of the supported types listed in “Data types” on page 51 or 
it can be a class type.


The following example defines the getCelsiusTemperature operation, which has a 
<return_type> of float.


readonly float getCelsiusTemperature()
definition:
// Convert from Fahrenheit to Celsius
return (Temperature - 32) / 1.8;


This operation would be called on a class instance that contained the attribute 
Temperature. This operation gets the value of the local attribute Temperature (in degrees 
Fahrenheit) and returns the equivalent celsius temperature.


If the operation has no return value, use the keyword void. In this example, the operation 
doesn’t return any value, but it does set the Temperature attribute of the instance to the 
results of the expression.


void setCelsiusTemp (in float CTemp)
    definition: 
// Convert from input Celsius to Fahrenheit
   Temperature =  CTemp *  1.8 + 32;


An operation can also return a set of values or class objects. If this is the case, the 
keyword set should precede the <value_type> or <class_name> parameter. Sets are 
supported for every data type in Table 4 on page 51, except boolean and enumerations.


For example, an Engine class has a ManeuveredBy relationshipset to a ServiceModule 
class (each ServiceModule can maneuver one or more Engines). In this example, the 
getEngines operation returns the set of Engine instances that share the ManeuveredBy 
relationship with this instance of ServiceModule class.


readonly set(Engine) getEngines()
definition:
return Engine(ManeuveredBy);
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Refine keyword


The keyword refine declares this operation as a refinement of an operation declared in a 
superclass of this class. 


You can change the access to instrumented using the instrumented keyword or to 
non-instrumented using the stored keyword.


If you do not specify the access type in the refine statement, the access type of the 
operation defaults to the access type defined in the original declaration of this operation 
(the first definition going up the hierarchy class, in case the operation is successively 
refined.) 


You can provide multiple assignments and/or a return expression by specifying an 
<operation_definition> for the <op_definition_refinement>. 


If you specify an <expression> for the <op_definition_refinement> all assignments are 
removed and the return expression is replaced with the expression that has been 
provided.


Arguments
An operation declaration takes a list of arguments. Each argument requires one of the 
following keywords:


◆ in


◆ inout


◆ out


These keywords indicate the direction in which information passes between the caller and 
the operation. 


The <argument_type> parameter specifies the argument’s type, The argument’s type can 
either be one of the supported types listed in “Data types” on page 51 or it can be a class 
type. You can declare a set expression with the <argument_type> parameter, in which case 
the keyword set precedes the <value_type>. Sets are supported for every data type in 
Table 4 on page 51, except boolean and enumerations. The syntax for set expressions is 
the same as that for logical or arithmetic expressions. However, a special group of 
operators must be used. “Syntax for expressions” on page 118 describes the syntax of 
expressions, and “Operators for set expressions” on page 112 describes set operators.


in keyword
The in keyword indicates that the information passes from the caller to the operation. You 
can use the <expression> parameter to specify a default value, which may be either a literal 
or a more complicated expression. The syntax of <expressions> is described in “Syntax for 
expressions” on page 118. If you declare an argument with a default value, any successive 
arguments must also have a default value.


In this example, the operation setCelsiusTemp is passed the value of the variable CTemp 
(whose data type is float). This operation doesn’t return any value, but it does set the 
Temperature attribute of the instance to the results of the expression (CTemp *  1.8 + 32).
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void setCelsiusTemp (in float CTemp)
    definition:
    // Convert from input Celsius to Fahrenheit
   Temperature =  CTemp *  1.8 + 32;


inout keyword
The inout keyword indicates that the parameter has an initial value that is passed into the 
operation, but the value of the argument is then set by the operation and returned to the 
caller. The value of an inout parameter may be assigned to in the operation definition. You 
cannot define a default value for an inout argument.


In this example, an invokeDrivers operation is defined. It has two in parameters: the name 
of the element and the type of the element. It also includes an inout parameter: the object 
name.


#pragma Unlocked
    boolean invokeDrivers(in string elementName, 
                               in string elementType, 
                               inout string objectName);


Note: At this time, the remote API does not support the use of inout parameters.


out keyword
The out keyword indicates that the value of the argument is set by the operation and 
returned to the caller. You cannot define a default value for an out argument.


In this example, a findElement operation is defined. It has two in parameters: the name of 
the element and the type of the element. It also includes one out parameter, and the 
operation sets the value of this parameter.


boolean findElement(in string elementName,
in string elementType,
out MR_Object element);


Note: At this time, the remote API does not support the use of out parameters.
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Assignment and return_expression parameters
For <assignment>, the <identifier> is an attribute name with <expression> described in 
“Syntax for expressions” on page 118, where the result of <expression> is assigned to 
<identifier>.


If there is no <return_expression> defined and the operation has a return type other than 
void, the last <assignment> is used to provide the return value.


Repository locking states
An operation in a class instance may use one of five locking states with the repository:


◆ “No locking”


◆ “Repository-wide write lock” (the default)


◆ “Repository-wide read lock”


◆ “Instance-only write lock”


◆ “Instance-only read lock”


No locking


Using #pragma Unlocked before your operation results in no repository lock at all. You can 
lock the repository in your own code. However, even if you do your own locking, if you 
delete the object just as the operation or attribute is being dispatched to your code, you 
may get a crash.


Repository-wide write lock


A repository-wide write lock is the default lock obtained when invoking an operation.


Repository-wide read lock


The readonly keyword is used to obtain a repository-wide read lock.


In this example, an Engine class has a ManeuveredBy relationshipset to a ServiceModule 
class (each ServiceModule can maneuver one or more Engines). The getEngines operation 
returns the set of Engine instances that share the ManeuveredBy relationship with this 
instance of ServiceModule class.


readonly set(Engine) getEngines()
definition:
return Engine(ManeuveredBy);


The getEngines() operation doesn’t change the values of any attributes, but it does need 
to read all of the Engine instances that have a ManeuveredBy relationship to the instance 
that is calling the operation. Therefore, the readonly keyword is used to obtain a 
repository-wide read lock.
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Instance-only write lock


The #pragma Local Operation locks only the object on which the operation is invoked. 
“#pragma Local Operation” on page 134 provides an example and further discussion.


Instance-only read lock


There are two different methods to obtain a read lock on only the instance that is invoking 
the operation.


The readonly keyword, when used in conjunction with #pragma Local Operation, locks (for 
reading) only the object on which the operation is invoked. 


The const keyword, when used in conjunction with the #pragma Local Operation, also 
obtains a read lock on only the object on which the operation is invoked. 
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Overview
Unlike other chapters that discuss specific MODEL declarations, expressions are not a 
declaration in and of themselves. Expressions are used to define computed attributes, set 
expressions, operations, assignments, return expressions, and event expressions. The 
purpose of this chapter is to describe the syntax for these types of expressions.


Expressions allow you to manipulate information by combining it, comparing it, and 
performing other operations on it. The expressions in MODEL are composed of terms and 
operators. Terms are the basic units that you can combine and operators describe what 
actions are to be performed on the terms.


Set expressions are a special type of expression that enable you to evaluate, compare, 
and perform operations on sets of values. The operators for set expressions are described 
in “Operators for set expressions” on page 112. The syntax for set expressions is the same 
as that for expressions.


Lexical elements for expressions
The lexical elements for expressions include literals, operators, and the built-in functions 
provided by MODEL, as described in “Built-in functions” on page 113.


Literals


A literal is a value that represents a constant. Literals in MODEL may be integers, 
floating-point numbers, strings, or character literals.


Integer literals
Integer literals may be decimal, hexadecimal or octal. Integer literals may start with an 
optional unary minus sign or unary plus sign. 


A decimal integer is a sequence of the digits zero through nine; the first digit cannot be a 
zero. An octal integer starts with a zero and may contain the numbers zero through seven. 
A hexadecimal integer starts with a zero followed by the upper or lowercase letter x. It may 
contain the digits zero through nine and the upper or lowercase letters A through F.


Floating-point literals
Floating-point literals have many parts, some of which may be omitted. A floating-point 
literal may start with an optional minus sign followed by a series of digits, a decimal point, 
another series of digits, an upper or lowercase E, an optional plus or minus sign, a series 
of digits representing the exponent, and an optional upper or lowercase F. The decimal 
point is required, but you can omit the digits that appear before the decimal point or the 
digits that appear after the decimal point, but not both. The exponent, which starts with 
the letter E, may also be omitted. By default, a floating-point literal is treated as a 64 bit, 
floating-point number. When the trailing F is included, it is treated as a 32 bit, 
floating-point number.
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String literals
String literals are a sequence of characters enclosed by double quotes. You can create a 
multi-line string literal by terminating the first line of a large string literal with a double 
quote and a new line and enclosing the remaining section of the literal in double quotes 
on the next line, and so on, until the string is complete. This technique is used to provide 
descriptions for MODEL classes and their properties. You can also use escape characters 
in a string literal. An escape character consists of a backslash followed by one of the 
characters: n, t, v, b, r, f, a, \, ?, ", or up to three octal digits representing the octal value 
of a character.


Character literals
Character literals are enclosed in single quotes. They may be either a single character, or 
an escape character. The escape characters for character literals are the same as for string 
literals.


Enumeration literals
Enumeration literals are named integer literals. You can use negative values within the 
enumeration declaration. While you can assign fixed values to the enumerators, 
EMC Smarts does not recommend declaring multiple enumerators with the same value. 


Operators


MODEL supports the C and C++ operators listed in Table 8 on page 109. These operators 
behave the same in MODEL and C++ except where noted below. The precedence of 
operators, also similar to C++, is described in “Precedence of operators” on page 113. 


Table 8  Operators supported by MODEL (page 1 of 2)


Operator Type Symbol Definition


Unary +
-
!
~


unary plus
unary minus
logical negation
bitwise complement


Arithmetic *
/
%
+
-


multiply
divide
modulus
plus
minus


Shift >>
<<


right shift
left shift


Relational <
>
<=
>=


less than
greater than
less than or equal
greater than or equal


Equality ==
!=


equal to
not equal to
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MODEL does not use the following operators:


◆ Assignment operators (=, +=, -=, *=, /=, %=, >>=, <<=, &=, ^=, |=)


MODEL defines special behavior for the operators listed below.


◆ In MODEL, an expression that divides by zero produces an error result. For example, if 
an expression involving a zero divide defines a computed attribute, a get of that 
attribute’s value will return an error.


◆ The logical negation operator (!) may only be used on Boolean values.


Evaluation expression operators


The following evaluation operators differ slightly in MODEL from how they are generally 
used in C++ compilers. 


Else operator
The else operator evaluates the left-hand expression; if that result is not an error, then the 
value becomes the result of the else expression. The result types of the left and right-hand 
expressions must agree. If the left-hand expression does not return an error, the 
right-hand expression is not evaluated. For example:


instrumented attribute int i_state "In MIB as an enum, SNMP int";


computed attribute state_e safe_state
"Give a default value for failed get or conversion"
= state_e(i_state) else UNKNOWN;


Logic &&
||


logical and
logical or


Bitwise |
^
&


bitwise or
bitwise exclusive or
bitwise and


Conditional ?: conditional evaluation; if the test proves invalid, the 
result is the error from the test.
operand1 ? operand2 : operand3; 


On Error else on error evaluation


Selection case
 key
 default


selective evaluation


Table 8  Operators supported by MODEL (page 2 of 2)


Operator Type Symbol Definition
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Case operator
The case operator uses the value of a selection expression to select one of a number of 
keys and the value expression associated with that key. At runtime, an error is produced if 
the selection expression value does not match any of the key expression values.


Keys within a case operator can only be enumeratons or integers.


An example of the case operator:


interface MiddleClass : ConvClass
{


enum state_e {
UP = 1
DOWN = 4
UNKNOWN = 6


};
attribute state_e tEnum;


computed attribute int tCaseInt
=
case ( tEnum ) {


  key UP : 1;
   key DOWN :4;
   default : //falls through to key UNKNOWN
   key UNKNOWN : 6;


};
};


Combining expression operators
You can combine the previous operators with other expression operators. The following 
example illustrates how to convert an integer, instrumented attribute coming over the 
network to an enumeration:


readonly instrumented attribute int ifAdminStatus;


refine computed AdminStatus = 
case (ifAdminStatus) {


key 1:  UP;
key 2:  DOWN;
key 3:  TESTING;
default:  OTHER;


} else UNKNOWN;
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Operators for set expressions


Set expressions use their own group of terms and operators, as shown in Table 9 on 
page 112. The precedence of set operators is at the same level as the corresponding 
symbol for logical and arithmetic operators. Table 10 on page 113 provides additional 
information. 


Table 9  Operators for set expressions


Set Operator Definition


<term> in <setA>
<term> in <vector_expression>


Returns a Boolean value. The in operator checks that 
the given value from the left term is a member of the 
right term. The left term must be a scalar; the right 
term must be a set or vector expression.


| <setA> | Returns an integer that is the count of the number of 
members in setA.


<class_name>(<relationshipset>) Returns a set of all the objects in the relationshipset 
whose class matches the specified class name.


<setA> & <setB> Returns the set of elements that are members of both 
setA and setB. Both sets must have the same 
underlying type.


<setA> | <setB> Returns a set that includes all of the elements of both 
setA and setB. The members of both sets must be of 
the same type.


<setA> - <setB> Returns the members of setA that are not members of 
setB. Both sets must have the same underlying type.


<setA> -> <relationship> Determines the number of elements each member of 
setA is related to through the relationship. All these 
individual sets are then combined into a multiset. 
setA must be a set of objects.


unique(<vector_expression>) Returns a set of elements from the multiset where no 
element in the set appears more than once.
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Precedence of operators


Operators have rules of precedence and associativity to determine how expressions are 
evaluated. You can put expressions in parentheses to change the order in which 
operations are performed.


Outside of parentheses, unary operators have the highest precedence followed by 
arithmetic operators. The convention of arithmetic operators is that the multiplicative 
operators have precedence over the additive operators. Table 10 on page 113 lists the 
exact order of precedence and associativity for operators in MODEL. 


Built-in functions


The following terms are built-in functions supplied by MODEL. They typically appear in 
expressions, as described in “Syntax for expressions” on page 118. Although the syntax 
of MODEL permits you to use a function as a term in a complex expression, it is better to 
use a function in one attribute and store it in a variable.


Table 10  Precedence and associativity of operators


Operator Precedence Associativity


conversion, case, key, default Right to left


+ - ! ~ (unary) Right to left


* / % Left to right


+  - Left to right


<< >> Left to right


< <= > >= in Left to right


== ! = Left to right


& Left to right


^ Left to right


| Left to right


&& Left to right


|| Left to right


else Left to right


?: Right to left
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Delta
The term delta(A), where A is an attribute, returns the difference between the current 
value of A and its previous value. This is typically used for an instrumented attribute 
whose value is obtained by polling. 


interface EthernetInterfaceStats : Instrumentation
{
    instrument SNMP{
        ifInOctets = "1.3.6.1.2.1.2.2.1.10",
    };


#pragma WrapCounter
    readonly instrumented attribute unsigned ifInOctets
    "The total number of octets received on the "
    "interface.";


    /* Compute Delta
     --------------- */
    readonly computed attribute int deltaifInOctets
    = delta(ifInOctets);
};


Conversion
The term type_name ( ) allows you to convert an expression to a predefined numeric 
type or to an enumeration type. Write the type name followed by the expression in 
parentheses. For example:


enum state_e {UP, DOWN, UNKNOWN};


attribute state_e tEnum;


attribute int tInt;


attribute int tEnum2Int "Convert to int"
=int(tEnum);


attribute state_e tInt2Enum "Convert to state_e"
=state_e(tInt);


Object
The term obj( <string_expression> )returns the object whose name matches the 
result of the string expression. This is useful for determining whether a particular object 
exists at runtime.


Polling frequency
The term polling_frequency(A), where A is an attribute, returns the interval, in 
seconds, between successive polls of an attribute’s value.


interface EthernetInterfaceStats : Instrumentation
{
    instrument SNMP{
        ifInOctets = "1.3.6.1.2.1.2.2.1.10",
    };

114 EMC Smarts Foundation MODEL Reference Guide







Writing Expressions in MODEL

#pragma WrapCounter
    readonly instrumented attribute unsigned ifInOctets
    "The total number of octets received on the "
    "interface.";


    /* Compute Polling Frequency
     --------------------------- */
    readonly computed attribute int frequencyifInOctets
    = polling_frequency(ifInOctets);
};


Errnum
The term errnum(attribute_name) returns the error number for the last get of the 
attribute. For stored attributes the return value will always be zero (0). For all other 
attributes the return value can be either zero or non-zero.


Errstr
The term errstr(attribute_name) returns the string representation of the error for the 
last get of the attribute.


No_response
The no_response(attribute_name) returns TRUE if the error number for the last get of 
the attribute was MR_TIMEOUT or if the agent is marked unavailable.


abstract interface ICIM_Instrumentation : ICIM_MetaObject
"Instrumentation is the mechanism whereby information" "regarding a 


SystemElement is retrieved from the managed" "domain."
{


attribute boolean InstrumentationOK
"TRUE if the instrumentation is functioning” "properly."
=TRUE


abstract interface NetworkAdapter_Fault_SNMP : NetworkAdapter_Fault
"Instrumentation super-class for instrumented Network" "Adapters using 


SNMP."
{


instrument SNMP;


readonly instrumented attributes int ifAdminStatus;


refine computed InstrumentationOK
=errnum(ifAdminStatus) ==0 && no_response(ifAdminStatus) == 


FALSE
}


For both rate() and average(), below, arguments other than the first argument may be 
either an integer literal or the name of a numeric attribute whose value can be converted 
to an integer. That is, the value cannot be a string but may be integer, float, or unsigned. If 
the arguments are attribute names, then the value of the attribute is obtained at runtime 
by the monitoring system.
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Rate
The term rate(A,T), where A is an attribute and T is a time interval, returns the rate at 
which A changed during the last T seconds. The time interval may be an expression that 
evaluates to a numeric value.


interface EthernetInterfaceStats : Instrumentation
{
    instrument SNMP{
        ifInOctets = "1.3.6.1.2.1.2.2.1.10",
    };


#pragma WrapCounter
    readonly instrumented attribute unsigned ifInOctets
        "The total number of octets received on the "
        "interface.";


    attribute unsigned pollingPeriod
        "The interval, in seconds, between "


 "successive polls."
        = 120;


   /* Compute the rate of ifInOctets 
      ------------------------------- */
    computed attribute float ifInOctetsRate
        = rate(ifInOctets, pollingPeriod);
};


Rate_last
The term rate_last(A, T) is an alternative to rate(A, T) that can be used for polled attributes 
in cases when rate interval T equals the polling period of A. 


The term rate_last(A,T) returns the difference between the current and the previous values 
of A divided by the time difference between when the two values were polled. 


If A was polled early, or if A was polled late on one polling cycle and polled on time on the 
next polling cycle, the two consecutive samples of A may not cover the rate interval T, in 
which case rate(A, T) will be calculated over the two polling cycles. 


The term rate_last(A, T), always uses two consecutive samples.


Average
The term average(A, T, N, P), where A is an attribute, T is a time interval, N is a count, 
and P is a percent, computes the average value of A over the interval T.


A is an attribute name whose values will be sampled and averaged.


T is the window size and is an integer representing the number of seconds over which the 
samples of A are collected and averaged.


N is the minimum number of samples. It is an integer that represents the minimum 
number of samples of A to collect during T. N and T are used to provide input to the polling 
period for A. For example, if T is 600 and N is 10 then you want a sample every 600/10 = 
60 seconds. Picking a small T and large N will cause very frequent polling of the attribute. 
The actual number of samples collected over an interval T is at least N. If you choose a 
large T and small N, then the actual number of samples may be many more than N 
because the repository collects one sample each time A is polled.
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P is the percentage of samples required without error to compute the average. It is an 
integer between 0 and 100. The check is the percentage of the actual number of samples 
that do not have an error. As noted above, the actual number of samples may be many 
more than N.


Timestamp
The term timestamp(A), where A is an attribute, returns the time when the value of A was 
last changed. A timestamp is returned in UNIX time format: an integer representing 
seconds since Midnight, 1 January, 1970 (GMT). You can only use the timestamp() 
operator on an attribute that is instrumented or has been declared with the timestamped 
keyword.


interface EthernetInterfaceStats : Instrumentation
{
    instrument SNMP{
        ifInOctets = "1.3.6.1.2.1.2.2.1.10",
    };


#pragma WrapCounter
    readonly instrumented attribute unsigned ifInOctets
    "The total number of octets received on the "
    "interface";


    readonly computed attribute unsigned ifInOctetsTimestamp
    = timestamp(ifInOctets);
};


Previous
The previous(attribute_name) function returns the previous value. Therefore, 
previous(A), where A is an attribute, returns the previous value of attribute A.


This can be used for an instrumented attribute to retain the previous value of the attribute 
when the value cannot be obtained from the instrumentation source.


Is_server_disconnected
The is_server_disconnected(attribute_name) function returns TRUE if the error 
number for the last get of the attribute was MR_SUBSCRIPTION_SUSPENDED and the 
reason for being suspended is that the remote server was disconnected.


interface XYZ {


instrumented attribute boolean IsFlapping;
computed attribute boolean X_IsFlapping = 


is_server_disconnected(IsFlapping) ? previous(IsFlapping) : 
isFlapping;


...
}
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Syntax for expressions
The <expression> parameter is the top level of the expression hierarchy. The way the 
grammar is constructed embeds the operator precedence as well as describes the 
expressions. 


The operands on either side of the operator distinguish between set expressions and 
mathematical or logical expressions. 


The <binary_operator> and <unary_operator> parameters represent the operators described 
in “Operators” on page 109. With minor exceptions, the syntax of MODEL operators is 
similar to those of C and C++.


Literals, indicated by the <literal> parameter, include the familiar arithmetic, string, and 
character literals of C and C++. These are described in “Literals” on page 108.


The <function_name> and <arg_list> parameters refer to operations defined in the MODEL 
code and “Built-in functions” on page 113. 


The vertical bars around an expression, | <expression> |, return a count of the number of 
members in a set. “Operators for set expressions” on page 112 describes the list of set 
operators.


The <identifier> . <identifier> parameters select a field in a previously declared struct.


The self keyword references the current instance in the expression.


<expression_syntax> ::= <term>


| <term>


<binary_operator>


<expression>


<term> ::= <simple_term>


| <unary_operator>


<simple_term>


<simple_term> ::= <literal>


| <reference>


| "(" <expression> ")"


<reference> ::= <name>


| <function_name>


"(" <arg_list> ")"


| "|" <expression> "|"


<name> ::= <identifier>


| <identifier> "." <identifier>


| self
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Examples of set operators


You can perform operations on sets to evaluate and compare their contents. This section 
provides examples for the operators listed in Table 9 on page 112.


Count
The use of count is illustrated in the declaration of nPath, which is the number of members 
in Path.


computed attribute int nPath = |Path|;


Subset
The subclasses Target_Layer2a and Target_Layer2b and the computed relationshipsets 
isLayer2a and isLayer2b use the subset operator to get their values.


computed relationshipset isLayer2a, Target_Layer2a
= Target_Layer2a(Path);


computed relationshipset isLayer2b, Target_Layer2b
= Target_Layer2b(Path);


Intersection
The computed relationship SetIntersection uses the intersection operator to produce the 
intersection of the computed relationshipset isLayer2a and the relationship AltPath.


computed relationship SetIntersection, Target_Layer2a
= AltPath & isLayer2a;


Union
The computed relationship SetUnion uses the union operator to produce the union of the 
computed relationshipset isLayer2a and the relationship AltPath.


computed relationship SetUnion, Target_Layer1
= AltPath | isLayer2a;


Difference
The computed relationship SetDifference uses the difference operator to produce a set 
that includes the members of isLayer2a that are not members of AltPath.


computed relationship SetDifference, Target_Layer2a
= isLayer2a - AltPath;


Unique
The UniqueInt declaration uses the unique operator to return a set of values from the vInt 
attribute without any duplicate values.


set(int) UniqueInt
definition : return unique(Path->vInt);
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When the value of an expression is unavailable
When the Domain Manager marks an attribute as unavailable, it does so because it cannot 
determine the attribute’s value. For event expressions written with Boolean operators, the 
result of the expression, in certain situations, can be determined when the value of one of 
the attributes is known.


Boolean attributes


There are three possible results for an event expression written with a Boolean operator: 
True, False, and Unavailable.


Events E1 and E2 are both defined using attributes A1 and A2. The expression for event E1 
uses the Boolean AND operator while the expression for event E2 uses the Boolean OR 
operator.


interface Ex1 : MR_ManagedObject
{


event E1 = A1 && A2;
event E2 = A1 || A2;


attribute boolean A1;
attribute boolean A2;


}


When either attribute A1 or A2 has a value of unavailable, the result of expressions E1 and 
E2 may not be unavailable. The following tables illustrate how the Domain Manager 
evaluates each event expression.


Table 11 on page 120 shows all possible outcomes for event expression E1 when the 
value for one of its attributes, A1 or A2, is known. 


Table 12 on page 120 shows all of the possible outcomes for event expression E2 when 
the value for one of its attributes, A1 or A2, is known. 


Table 11  Truth table for event E1 = A1 && A2


Attribute A1


Attribute A2 True False Unavailable


True True False Unavailable


False False False False


Unavailable Unavailable False Unavailable


Table 12  Truth table for event E2 = A1 || A2


Attribute A1


Attribute A2 True False Unavailable


True True True True


False True False Unavailable


Unavailable True Unavailable Unavailable
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When the value of an unavailable attribute does not affect the result of the event 
expression, that result is given. For example, when A1 is False and A2 is True for event 
E2, the result is True because the Boolean OR operator requires that only one of the terms 
evaluate to True.


MODEL also applies a short circuit logic to expressions written with Boolean operators. For 
an event defined with Boolean AND, A2 is not evaluated when A1 is False because the 
result of the expression is already False. If A1 is True or Unavailable, the Domain 
Manager evaluates A2. For an event defined with Boolean OR, the Domain Manager does 
not evaluate A2 when A1 is True because the result is True regardless of the value of A2. 
If A1 is False or Unavailable, then the Domain Manager evaluates A2.
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Constraints

Overview
A constraint is a Boolean expression that is evaluated at the end of a write transaction or 
anytime a change (write) is made to an attribute or relationship. When the constraint is 
checked, the expression must evaluate to TRUE or the transaction fails and an error is 
returned. 


Constraint expressions are used to enforce limits on the values of attributes or 
combinations of attributes. Constraints are enforced at runtime, unlike ranges. Constraints 
can also be applied to relationshipsets.


Syntax
The syntax for a constraint on an attribute is: 


The hard keyword modifies a constraint to indicate that it is always enforced and fatal to 
violate. The hard keyword is the default.


The soft keyword is currently treated the same as the hard keyword.


The old keyword can be used before an attribute name in a constraint expression. When 
used, it indicates “check the attribute’s old value”. 


The <expression> parameter must evaluate to TRUE or an error is returned when the 
constraints are checked. The <expression> may not include &&, ||. ?:, or “else” operators.


attribute double timeOut= 0.0;
constraint timeOutNonNegative


= timeOut >= 0.0;


In this example, the constraint timeOutNonNegative was applied to the attribute timeOut. 
Therefore, if there is an attempt to assign a negative value to the attribute timeOut, the 
assignment will fail, the attribute will retain its old value, and an error will be returned.


The following example has the expression checking the old value of vChar when 
evaluating the constraint. In this example, the value of the attribute, vChar, must never be 
set to the same value twice in a row.


attribute int vChar;


hard constraint NotOld
“Requires that vChar never be set to the same value twice
in a row”
= old vChar != vChar;


<constraint> ::= [ hard | soft ]


constraint


<constraint_name>


[ <constraint_description> ]


“=” 


[ old ]


<expression>


“;”
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The syntax for a constraint on a relationshipset is: 


For each object in the relationshipset, the <expression> parameter must evaluate to TRUE 
or an error is returned when the constraints are checked. This form of constraint constrains 
the related class, therefore, you cannot use a unidirectional relationshipset; the inverse 
path must be available.


In the <expression> parameter, you get the value of the specified attribute in the related 
class using:


<iterator_name> @ <relatedClass> :: <attribute>


If the related class is a subclass of the one to which the relationshipset relates, then only 
instances of that class in the relationshipset are examined. The attribute must be 
declared, not inherited, in the related class. The expression may not include &&, ||, ?:, or 
‘else’ operators.


In this example, the constraint checks that every object in the relationshipset DrivenBy is a 
driver whose age is greater than 18.


interface Driver;


interface Car : MR_ManagedObject
{


relationshipset DrivenBy, Driver, Drives;


constraint age_constraint
= foreach i (DrivenBy) i@Driver::age > 18;


}


interface Driver : MR_ManagedObject
{


relationshipset Drives, Car, DrivenBY;


attribute int age;
}


<constraint> ::= [ hard | soft ]


constraint


<constraint_name>


[ <constraint_description> ]


“=” 


foreach


<iterator_name>


“(“ <relationshipset_name> “)”


<expression”


“;”
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Instrument Declarations

Overview
An instrumentation declaration specifies the access method for all of the instrumented 
attributes of the class for which it is declared. All of the attributes for a class must use the 
same instrumentation access method. For example, with SNMP an instrumentation 
declaration connects the instrumented attributes to an SNMP object identifier (OID). The 
SNMP accessor, the Domain Manager component that performs SNMP polling, retrieves 
the value of the corresponding MIB variable and updates the value of the instrumented 
attribute.


The Domain Manager automatically manages the interconnection between the SNMP 
accessor, the monitoring system, and the subscription mechanism. As noted previously, 
the Domain Manager only monitors for those attributes and events necessary to diagnose 
the problems to which an EMC Smarts client has subscribed. The SNMP accessor is aware 
of the monitoring structures connected to attributes that it instruments. If the value of an 
instrumented attribute is not required to evaluate an event expression, the SNMP 
accessor does not retrieve or update the value of that attribute.


Syntax


The keyword instrument indicates that this is an instrumentation declaration. The 
keywords SNMP and REMOTE_REPOSITORY declare the type of instrumentation, however, 
it is informational only. 


Each optional <instrument_mapping> parameter joins an instrumented attribute with the 
OID of the SNMP object. The syntax for declaring an instrumented attribute is described in 
“Instrumented attributes” on page 68.


The following example declares the instrumentation for three variables: if Descr, ifInOctets 
and ifOutOctets.


interface EthernetInterfaceStats : Instrumentation
{
    instrument SNMP{
    ifDescr = "1.3.6.1.2.1.2.2.1.2",
    ifInOctets = "1.3.6.1.2.1.2.2.1.10",
    ifOutOctets = "1.3.6.1.2.1.2.2.1.16"
    };


    relationship Instruments,EthernetInterfac,InstrumentedBy;


    readonly instrumented attribute string ifDescr
    "User-settable description of this interface";


<instrumentation_dcl> ::= instrument


[ SNMP | REMOTE_REPOSITORY ]


["{" <instrument_mapping> "}" ]


“;”


<instrument_mapping> ::= <instrument_pair>


["," <instrument_mapping> ]


<instrument_pair> ::= <attribute_name> "=" 


<instrumentation_string>
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#pragma WrapCounter
    readonly instrumented attribute unsigned ifInOctets
    "The total number of octets received on the "
    "interface.";


#pragma WrapCounter
    readonly instrumented attribute unsigned ifOutOctets
    "The total number of octets transmitted on the "
    "interface.";
}


Summary of runtime requirements for SNMP instrumentation
The MODEL requirements for SNMP instrumentation include instrumented attributes and 
SNMP instrumentation. When you are ready to load your model into a Domain Manager, 
there are several additional steps you must complete.


The SNMP accessor is the component within the Domain Manager responsible for polling 
SNMP agents. You must provide the SNMP accessor with the following information.


◆ The polling parameters for the SNMP accessor. These include how often to poll, the 
number of retries to attempt for unsuccessful polls, and how long to wait before a 
timeout.


◆ The read community string for the SNMP agent.


◆ The IP address or hostname of the SNMP agent.


◆ Index number of the SNMP table. This is optional.


There are two methods for configuring the SNMP accessor. The recommended method is 
to use the EMC Smarts Framework. You may also connect an instance to the SNMP 
accessor through the EMC Smarts Manager’s C API.
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Overview
Pragmas are added to MODEL files to guide the MODEL compiler. In many cases, pragmas 
are required. Neglecting to use them will result in errors and code that does not properly 
compile.


Required pragmas
The pragmas described in this section are almost always required for meaningful MODEL 
code. There are two required pragmas:


◆ #pragma include_c


◆ #pragma include_h


#pragma include_c file-name


This pragma, which may appear anywhere in a MODEL file, causes the MODEL compiler to 
add a C preprocessor include statement for the given file-name to the generated .c file. 
The filename must be enclosed by quotes (““) or angle brackets (<>). The quotes or 
brackets are preserved in the generated file.


#pragma include_h file-name


This pragma, which may appear anywhere in the MODEL file, causes the MODEL compiler 
to add a C preprocessor include statement for the given file-name to the generated .h file. 
The filename must be enclosed by quotes (““) or angle brackets (<>). The quotes or 
brackets are preserved in the generated file.


Example of #pragma include_h and #pragma include_c
The example below is from the department.mdl file.


#include <repos/managed_object.mdl>


#pragma include_h <repos/managed_object.h>
#pragma include_c "department.h"
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Additional pragmas
The pragmas described in this section are not always required. However, you may be 
required to use these pragmas in certain situations to produce correct MODEL code.


#pragma Idempotent Get


This pragma is used with computed attributes, where you supply the code for the attribute 
put and get. It tells the monitoring system that the value of the attribute will change only if 
there is a put to the object. Thus, the monitoring system can treat this attribute as a stored 
attribute in terms of monitoring. If the user-defined attribute can change arbitrarily, then 
the monitoring system has to poll to detect changes.


#pragma ident “string”


This pragma provides a string for constructing an “RCS ident” comment in the generated 
code. The MODEL compiler will generate the following code in the generated .c file:


static const char SM_RCSIDSTRING[] = "string";


You can use a string of the form RCS $Id: $ to be substituted by RCS. Strings of this form 
can be extracted from the MODEL library and printed by the UNIX what program.


#pragma import


This pragma terminates a #pragma include block.


#pragma include


This pragma treats the input file, from this point until either the end of the file or a 
#pragma import, as part of the main file. Therefore, code is generated for declarations in 
included files. Normally, code is not generated for declarations in included files.


#pragma Leaf File


This pragma, which may appear anywhere in a MODEL file, helps the MODEL compiler 
generate more efficient code. It tells the MODEL compiler that the classes declared in this 
file do not have subclasses declared for them in any other file. The MODEL compiler 
generates an error message if another source file includes the file with this pragma and 
declares subclasses.
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#pragma Local Operation


This pragma locks only the object on which the operation is invoked. Normally, the MODEL 
compiler generates code so that invoking an operation implicitly locks the entire 
repository. 


#pragma Local Operation
    readonly string HighUtilization_attributes()


"Returns event format data for the HighUtilization event."
definition:


return "THRESHOLD  PCT UtilPct > MaxUtilPct"
               "PCT MaxUtilPct - -"


"KB  StorageSize - -"
               "KB  StorageUsed - -";


#pragma Uses Propagation


This pragma, which must appear before the attribute declaration to which it applies, tells 
the MODEL compiler that access to this attribute may require access to other Repository 
instances. This pragma should be used before any attribute that can be refined as 
propagated or as computed with an expression referring to other propagated attributes. 
This pragma locks the entire repository, however, the lock type (read/write) will be 
according to the type operation called on the attribute. For example, if you are setting the 
value of an attribute it will be a write lock.


#pragma Unlocked


This pragma can be used for either interfaces, attributes or operations. It tells the MODEL 
compiler not to lock the repository at all. You can lock the repository in your own code. 
However, even if you do your own locking, if you delete the object just as the operation or 
attribute is being dispatched to your code, you may get a crash. In addition, this is 
inherited, meaning that once you have marked an attribute or operation as unlocked, you 
cannot change it back to locked, even in a derived class.


Note: You can also use this pragma for interfaces, however, it is not recommended to 
unlock an entire interface.

134 EMC Smarts Foundation MODEL Reference Guide







MODEL Pragmas

Pragmas used with SNMP instrumentation
The following pragmas typically appear before instrumented attributes whose values are 
retrieved from an SNMP agent.


#pragma WrapCounter


This pragma appears before attributes of type unsigned int that represent a wrapping 
counter, such as an octets counter on a router interface. This means that rates and deltas 
computed over this attribute can never be negative; if the later value is smaller than the 
earlier value, it is assumed that the counter has wrapped and the value is adjusted 
accordingly.


traced interface EthernetInterfaceStats : Instrumentation
{
    instrument SNMP{


ifInOctets = "1.3.6.1.2.1.2.2.1.10",
ifOutOctets = "1.3.6.1.2.1.2.2.1.16"


    };


#pragma WrapCounter
    readonly instrumented attribute unsigned ifInOctets
        "The total number of octets received on the interface.";


#pragma WrapCounter
    readonly instrumented attribute unsigned ifOutOctets
        "The total number of octets transmitted on the interface.";
}


#pragma ObjectID


This pragma appears before an instrumented attribute declaration of type string whose 
value is the OID of an SNMP device. This pragma tells the Repository to convert the OID 
type returned by the SNMP agent into a MODEL string.


#pragma DotNotation


This pragma appears before an instrumented attribute declaration of type string whose 
value is an IP address. This pragma tells the Repository to convert the OCTECT STRING type 
returned by the SNMP agent into a MODEL string.


#pragma HexNotation


This pragma appears before an instrumented attribute declaration of type string whose 
value is in hexadecimal form. This pragma tells the Repository to convert the hexadecimal 
value into a string. The only legal characters in such a string are the digits zero through 
nine and the letters A through F. Successive pairs represent the value of a single byte.
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Pragma warnings in the MODEL compiler
Using the proper pragmas is necessary to make MODEL generate the correct code. The 
MODEL compiler issues warnings about unrecognized pragmas as well as pragmas that 
are ignored.


“Unrecognized Pragma” warnings


The MODEL compiler issues “Unrecognized Pragma” warnings for the following pragma 
syntax errors:


◆ Incorrect spelling


◆ Incorrect capitalization


◆ Missing or extra spaces


“Ignored Pragma” warnings


Pragmas must be applied to top-level declarations. If you try to apply a pragma to a 
declaration refinement, it is ignored when you run the compiler. If the MODEL compiler 
discovers a pragma applied to a refinement, it will ignore it and issue a warning.
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PREFACE


As part of an effort to improve its product lines, EMC periodically releases revisions of its 
software and hardware. Therefore, some functions described in this document might not 
be supported by all versions of the software or hardware currently in use. The product 
release notes provide the most up-to-date information on product features.


Contact your EMC technical support professional if a product does not function properly or 
does not function as described in this document.


Note: This document was accurate at publication time. Go to EMC Online Support 
(https://support.emc.com) to ensure that you are using the latest version of this 
document.


Purpose
This document describes how to configure EMC® Smarts® VoIP Availability Manager.


Audience
This document is part of the EMC Smarts VoIP Manager documentation set. It is intended 
for:


◆ Operators who are receiving and acting upon VoIP Availability Manager notifications.


◆ System administrators who are configuring and using VoIP Availability Manager.


◆ IT managers who are seeking to better understand the value of VoIP Availability 
Manager.


EMC Smarts VoIP Manager installation directory
In this document, the term BASEDIR represents the location where EMC Smarts software is 
installed:


◆ For UNIX, this location is /opt/InCharge/<product>.


◆ For Windows, this location is C:\InCharge\<product>.


On UNIX operating systems, EMC Smarts VoIP Manager is, by default, installed to 
/opt/InCharge/VoIP/smarts. On Windows operating systems, this product is, by default, 
installed to C:\InCharge\VoIP\smarts. This location is referred to as BASEDIR/smarts.


Optionally, you can specify the root of BASEDIR to be something other than /opt/InCharge 
(on UNIX) or C:\InCharge (on Windows), but you cannot change the <product> location 
under the root directory.


The EMC Smarts System Administration Guide provides detailed information about the 
directory structure for EMC Smarts software.
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EMC Smarts VoIP Manager products
The EMC Smarts VoIP Manager includes the following products:


◆ EMC Smarts VoIP Availability Manager


◆ EMC Smarts VoIP Enablement Pack for Avaya


◆ EMC Smarts VoIP Enablement Pack for Cisco


◆ EMC Smarts VoIP Enablement Pack for ACME


◆ EMC Smarts VoIP Integration Pack for VoIP Performance Manager


◆ EMC Smarts VoIP Performance Manager


◆ EMC Smarts VoIP Performance Reporter


Related documentation
In addition to this document, EMC Corporation provides a Help system for command line 
programs as well as product documentation.


Help for command line programs


Descriptions of command line programs are available as HTML pages. The index.html file, 
which provides an index to the various commands, is located in the 
BASEDIR/smarts/doc/html/usage directory. 


EMC Smarts documentation


Readers of this guide might find the following related documentation helpful. These 
documents are updated periodically. Electronic versions of the updated manuals are 
available on EMC Online Support:


◆ EMC Smarts System Administration Guide


◆ EMC Smarts Common Information Model (ICIM) Reference for Service Assurance 
Manager


◆ EMC Smarts Common Information Model (ICIM) 1.11 Reference for Non-Service 
Assurance Manager Products


◆ EMC Smarts ASL Reference Guide


◆ EMC Smarts Perl Reference Guide


◆ EMC Smarts MODEL Reference Guide


◆ EMC Smarts Foundation EMC Data Access API (EDAA) Programmer Guide


◆ EMC Smarts Foundation Documentation Portfolio


EMC Smarts VoIP Manager documentation


The following documents are relevant to users of the EMC Smarts VoIP Manager:


◆ EMC Smarts VoIP Availability Manager Release Notes


◆ EMC Smarts Installation Guide for SAM, IP, ESM, MPLS, VoIP, and NPM Managers


◆ EMC Smarts Open Source License and Copyright Information
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◆ EMC Smarts Failover System User Guide


◆ EMC Smarts VoIP Manager Overview and Integration Guide


◆ EMC Smarts VoIP Availability Manager Configuration Guide


◆ EMC Smarts VoIP Availability Manager Discovery Guide


◆ EMC Smarts VoIP Availability Manager User Guide


◆ EMC Smarts VoIP Enablement Pack for Avaya User Guide


◆ EMC Smarts VoIP Enablement Pack for Cisco User Guide


◆ EMC Smarts VoIP Availability Manager Certification Matrix


◆ EMC Smarts VoIP Availability Manager Documentation Portfolio


Conventions used in this document
EMC uses the following conventions for special notices:


DANGER indicates a hazardous situation which, if not avoided, will result in death or 
serious injury. 


WARNING indicates a hazardous situation which, if not avoided, could result in death or 
serious injury. 


CAUTION, used with the safety alert symbol, indicates a hazardous situation which, if not 
avoided, could result in minor or moderate injury. 


NOTICE is used to address practices not related to personal injury.


Note: A note presents information that is important, but not hazard-related.


IMPORTANT


An important notice contains information essential to software or hardware operation.
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Typographical conventions


EMC uses the following type style conventions in this document:


Where to get help
EMC support, product, and licensing information can be obtained as follows:


Product information — For documentation, release notes, software updates, or 
information about EMC products, go to EMC Online Support at:


https://support.emc.com


Technical support — Go to EMC Online Support and click Service Center. You will see 
several options for contacting EMC Technical Support. Note that to open a service request, 
you must have a valid support agreement. Contact your EMC sales representative for 
details about obtaining a valid support agreement or with questions about your account.


Your comments
Your suggestions will help us continue to improve the accuracy, organization, and overall 
quality of the user publications. Send your opinions of this document to:


techpubcomments@emc.com


Bold Use for names of interface elements, such as names of windows, dialog 
boxes, buttons, fields, tab names, key names, and menu paths (what the 
user specifically selects or clicks)


Italic Use for full titles of publications referenced in text


Monospace Use for:
• System output, such as an error message or script
• System code
• Pathnames, filenames, prompts, and syntax
• Commands and options


Monospace italic Use for variables.


Monospace bold Use for user input.


[ ] Square brackets enclose optional values


| Vertical bar indicates alternate selections — the bar means “or”


{ } Braces enclose content that the user must specify, such as x or y or z


... Ellipses indicate nonessential information omitted from the example
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CHAPTER 1
Introduction


This chapter provides an architectural and functional overview of EMC Smarts VoIP 
Availability Manager and highlights the configuration tasks that are needed to set up and 
maintain a VoIP Availability Manager deployment. It consists of the following sections:


◆ Terminology ............................................................................................................  16
◆ Architectural and functional overview......................................................................  17
◆ Configuration roadmap ...........................................................................................  22
◆ What to do after configuration.................................................................................  25
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Terminology
EMC® Smarts® VoIP Availability Manager is an EMC Smarts Domain Manager. A Domain 
Manager is a service-assurance application that is associated with a particular type of 
information-technology domain, such as networks, systems, applications, or application 
services. For VoIP Availability Manager, the domain is the infrastructure and applications 
in a Voice over IP (VoIP) environment. Each Domain Manager is autonomous in the sense 
that it:


◆ Maintains its own data models, repository, and problem signatures.


◆ Monitors and analyzes the discovered objects in its own domain.


System and device


The term “system” is a generic term that represents a computer-based network entity, 
such as a host, router, or switch. The term “device” has essentially the same meaning as 
system except that, in some cases, “device” also conveys the sense of specific model, 
such as a specific model of host, router, or switch.


Modeled topology


VoIP Availability Manager uses EMC Smarts object class models to create within its 
repository instances of the managed network systems (hosts, routers, switches) and the 
managed VoIP application services (voice mail, teleconferencing), their relationships, and 
their logical connections. The “modeled topology” mirrors the real topology in the 
managed network.


Object


The term “object” is intended to have a dual meaning: To simultaneously represent both 
(1) an EMC Smarts object in the modeled topology and (2) a physical or logical entity in 
the real topology. An EMC Smarts object corresponds to a physical or logical entity in the 
real topology.
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Architectural and functional overview
VoIP Availability Manager, working with the EMC Smarts IP Availability Manager, the EMC 
Smarts Service Assurance Manager (Global Manager), the (optional) EMC Smarts VoIP 
Performance Manager, and the (optional) EMC Smarts Business Impact Manager, 
manages VoIP networks and VoIP application services. Figure 1 on page 17 shows how 
VoIP Availability Manager interoperates with these components.


Figure 1  VoIP Availability Manager architecture
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IP Availability Manager


IP Availability Manager diagnoses connectivity failures in multi-vendor, switched, and 
routed networks by discovering and monitoring Layer 2 (data-link) and Layer 3 (network) 
systems. Switches are examples of Layer 2 systems, and routers are examples of Layer 3 
systems.


In a VoIP Availability Manager deployment, IP Availability Manager:


◆ Discovers and monitors through SNMP the underlying transport domain in the VoIP 
network.


◆ Analyzes the network connectivity to identify the root-cause problems and impacts of 
connectivity failures.


◆ Exports network topology, problem, and impact information to the Global Manager.


◆ Exports VoIP-enabled device topology and status information to VoIP Availability 
Manager.


VoIP-enabled device topology includes hosts, call servers, routers, switches, media 
gateways, and nodes. Device status information consists of status changes that are 
associated with the VoIP-enabled device topology that is imported by VoIP Availability 
Manager.


A VoIP Availability Manager deployment may contain one or more IP Availability Managers. 
An IP Availability Manager instance may consist of just an IP Availability Manager process, 
or may consist of an IP Availability Manager and an IP Performance Manager running as a 
single process.


VoIP Availability Manager


VoIP Availability Manager relies on the topology and status updates that are received from 
IP Availability Manager to discover and monitor VoIP infrastructure devices, VoIP 
applications, and VoIP application services.


VoIP Availability Manager consists of up to five major components:


◆ VoIP Core


This component runs all of the installed vendor-specific enablement/integration 
packs in a single-server process. It collects topology and status information from IP 
Availability Manager and the enablement/integration packs to build and update a 
topology data model of the managed VoIP network. The VoIP Core uses the data model 
to perform root-cause and impact analysis.


◆ EMC Smarts VoIP Enablement Pack for Avaya (Avaya Enablement Pack) 


An optional component that is responsible for discovering and monitoring Avaya VoIP 
topology and setting topology status in the topology data model. The Avaya 
Enablement Pack uses SNMP and optional CLI to discover the topology, and uses 
SNMP polling results and received SNMP traps to update the status of the discovered 
topology.
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◆ EMC Smarts VoIP Enablement Pack for Cisco (Cisco Enablement Pack) 


An optional component that is responsible for discovering and monitoring Cisco VoIP 
topology and setting topology status in the topology data model. The Cisco 
Enablement Pack uses SNMP and SOAP to discover the topology, and uses SNMP and 
SOAP polling results and received SNMP traps to update the status of the discovered 
topology.


◆ EMC Smarts VoIP Enablement Pack for ACME (ACME Enablement Pack) 


An optional component that is responsible for discovering and monitoring Acme 
Packet Session Border Controller (SBC) VoIP topology and setting topology status in 
the topology data model. The ACME Enablement Pack uses SNMP to discover the 
topology, and uses SNMP polling results and received SNMP traps to update the 
status of the discovered topology.


◆ EMC Smarts VoIP Integration Pack for VoIP Performance Manager (VoIP Performance 
Manager Integration Pack)


An optional component that is responsible for processing performance traps from EMC 
Smarts VoIP Performance Manager and setting topology status in the topology data 
model. The VoIP Performance Manager Integration Pack enables VoIP Availability 
Manager to integrate with VoIP Performance Manager.


The VoIP Performance Manager Integration Pack parses the performance traps for 
performance metrics and applies their values to the appropriate attributes of the 
corresponding objects in the topology data model. The periodic updates of 
performance data enable VoIP Availability Manager to generate performance-related 
events.


Note: During a VoIP Availability Manager installation, a user must install at least one 
enablement pack, and must install the VoIP Performance Manager Integration Pack if VoIP 
Performance Manager is present in the VoIP Availability Manager deployment.


Upon importing the initial VoIP-enabled device topology from IP Availability Manager, VoIP 
Availability Manager performs its own SNMP, SOAP, and (optional) CLI discovery to query 
the managed devices for VoIP topology information. Upon building its VoIP topology data 
model, VoIP Availability Manager exports the topology to the Global Manager.


VoIP Availability Manager monitors the status of the discovered VoIP topology objects and 
subscribes to certain network topology object status from IP Availability Manager. It 
analyzes the received status to identify VoIP device and application availability problems 
and impacts, and exports the results of its analysis to the Global Manager.


In addition, if Business Impact Manager is present in the VoIP Availability Manager 
deployment, VoIP Availability Manager associates VoIP topology objects with objects in 
the Business Impact Manager data model. VoIP Availability Manager exports these objects 
to the Global Manager for subsequent impact analysis by Business Impact Manager.
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Global Manager


The Global Manager integrates the topology, problem, and impact information imported 
from IP Availability Manager and VoIP Availability Manager and relates the information to 
services and customers. It also provides cross-domain and end-to-end impact analysis.


The Global Manager displays the topology, problem, and impact information through the 
Global Console.


Adapter Platform


The EMC Smarts Service Assurance Manager Adapter Platform imports and normalizes 
topology from IP Availability Manager and VoIP Availability Manager, and imports and 
normalizes events of interest from EMC Smarts adapters such as the SNMP Trap Adapter 
and the VoIP Notification Trap Adapter. “Normalize” means to convert topology or event 
information into a common form that is understood by the Global Manager. The 
normalized event information is transferred as EMC Smarts notifications to the Global 
Manager.


An Adapter Platform feature, called the Topology Importer, collects hostnames and IP 
addresses from IP Availability Manager and VoIP Availability Manager so that the Adapter 
Platform can accurately relate events in received traps to the hosts that are associated 
with the events. The Adapter Platform updates this list as the information changes in IP 
Availability Manager and VoIP Availability Manager.


VoIP Performance Manager


EMC Smarts VoIP Performance Manager is an optional component in a VoIP Availability 
Manager deployment. It corresponds to the Prognosis IP Telephony Manager.


Also optional is the EMC Smarts VoIP Performance Reporter, which corresponds to the 
Prognosis IP Telephony Management Reporter, and is an add-on to Prognosis IP Telephony 
Manager.


The EMC Smarts VoIP Manager Overview and Integration Guide provides complete 
information about VoIP Performance Manager and VoIP Performance Manager.


Business Impact Manager


EMC Smarts Business Impact Manager is an optional component in a VoIP Availability 
Manager deployment. It calculates the impact of network infrastructure and application 
root-cause problem events on business elements, and creates business impact 
notifications.


In a VoIP Availability Manager deployment, Business Impact Manager determines how 
VoIP root-cause events affect business services and their customers, and reports the 
results of its analysis in the form of impacted events and colored nodes in Business 
Service Maps. Operators can also view the topology objects in the Global Console.


In order for VoIP Availability Manager to associate discovered VoIP topology objects with 
Business Impact Manager service offering objects, a user must set the 
EnableBIMIntegration parameter to TRUE in the BASEDIR/smarts/conf/voip/voip.conf file 
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in the VoIP Availability Manager installation area. This parameter and other tasks for 
configuring Business Impact Manager are described in Chapter 2, “Setting Configuration 
Parameters.”


The EMC Smarts Business Impact Manager User Guide provides complete information 
about ServiceOffering and ServiceSubscriber classes, Business maps, and other features.


Global Console


The Global Console provides a graphical user interface for configuration and 
administration of Global Managers, Adapter Platforms, Domain Managers, and externally 
running EMC Smarts adapters such as the SNMP Trap Adapter and the VoIP Notification 
Trap Adapter.


When the Global Console is attached to the Global Manager, a user can browse the 
discovered topology in various forms, including maps, and to view notifications about 
problems that impact availability and performance.


The Global Console is the GUI for VoIP Availability Manager but not for VoIP Performance 
Manager or VoIP Performance Reporter. (VoIP Performance Manager and VoIP Performance 
Reporter have their own graphical user interfaces.) The Global Console can be configured 
to open a web-browser Java-based GUI to view VoIP Performance Manager data.


EMC Smarts Broker


The EMC Smarts Broker facilitates Global Console connections to the component 
applications in an EMC Smarts system deployment.


When a user starts a Global Console process, the process connects to the Broker and 
launches a dialog box through which the user views and selects any component 
application that is registered with the Broker. After the user selects an application, the 
Global Console connects to the application and disconnects from the Broker.


The Broker supports IPv4 and IPv6 protocols. The Broker host must have both an IPv4 
address and an IPv6 address (a dual-stack machine) if other EMC Smarts applications that 
need to connect to the Broker are identified by IPv4 and IPv6 addresses. If all applications 
use the same protocol, the Broker must reside on a host with an IP address that accepts 
the protocol. For example, if all applications support the IPv6 protocol, the Broker must 
reside on a host with an IPv6 address (may be either dual stack or IPv6-only). 
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Configuration roadmap
The following sections highlight the configuration tasks that are associated with the setup 
of the application components in a VoIP Availability Manager deployment. These tasks 
involve configuring the VoIP Availability Manager, IP Availability Manager, Global 
Manager, Adapter Platform, and Business Impact Manager applications that are part of 
the deployment.


Some configuration tasks are performed before the applications are started, such as the 
editing of configuration files, and some are performed through the Global Console when 
the applications are up and running.


VoIP Availability Manager configuration tasks


Configuring VoIP Availability Manager consists of the following tasks:


◆ Specify one or more IP Availability Manager sources from which VoIP Availability 
Manager imports VoIP-enabled topology and status updates.


Chapter 2, “Setting Configuration Parameters,” provides information for performing 
this task.


◆ Configure VoIP Performance Manager integration with VoIP Availability Manager 
(optional).


The EMC Smarts VoIP Manager Overview and Integration Guide provides information 
for performing this task.


◆ Enable Business Impact Manager integration with VoIP Availability Manager 
(optional).


Chapter 2, “Setting Configuration Parameters,” provides information for performing 
this task.


◆ Enable CLI discovery of Avaya IP phones (optional).


Chapter 2, “Setting Configuration Parameters,” provides information for performing 
this task.


◆ Enable SNMP trap reception so that traps that are issued by Avaya devices, Cisco 
devices, Acme SBC devices, or VoIP Performance Manager can be received and 
processed by VoIP Availability Manager.


Chapter 2, “Setting Configuration Parameters,” provides information for performing 
this task.


◆ Configure SNMP trap integration to distribute Avaya, Cisco, Acme, or VoIP Performance 
Manager traps to the VoIP Availability Manager deployment.


Chapter 6, “Configuring SNMP Trap Integration,” provides information for performing 
this task.


◆ Customize polling by using the “Polling” tab of the Polling and Thresholds Console 
(optional).


Chapter 8, “Configuring Polling Groups,” provides information for performing this 
task.
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◆ Customize thresholds by using the “Thresholds” tab of the Polling and Thresholds 
Console (optional).


Chapter 9, “Configuring Polled Data Thresholds,” provides information for performing 
this task.


◆ For Avaya servers, specify access credentials by using the “Device Access” tab of the 
Polling and Thresholds Console (mandatory if managed environment contains Avaya 
servers and CLI discovery of Avaya IP phones is enabled).


Chapter 10, “Configuring Security Groups,” provides information for performing this 
task.


◆ For Cisco CallManagers, specify access credentials by using the “Device Access” tab of 
the Polling and Thresholds Console (mandatory if managed environment contains 
Cisco CallManagers).


Chapter 10, “Configuring Security Groups,” provides information for performing this 
task.


◆ For VoIP client tools, specify access credentials by using the “Device Access” tab of 
the Polling and Thresholds Console (mandatory if managed environment contains 
VoIP Performance Manager).


Chapter 10, “Configuring Security Groups,” provides information for performing this 
task.


IP Availability Manager configuration tasks


In addition to performing the configuration and administration tasks that are common to 
all IP Availability Managers, you perform the following additional tasks to set up IP 
Availability Manager in a VoIP Availability Manager deployment:


◆ Enable VoIP light discovery.


◆ Customize VoIP-related device-matching filters (optional).


◆ Exclude Avaya virtual IP addresses from the discovered topology (mandatory if the 
managed environment contains Avaya devices).


◆ Configure SNMP trap integration to distribute network traps to IP Availability Manager.


Chapter 4, “Configuring IP Availability Manager,” and Chapter 6, “Configuring SNMP Trap 
Integration,” provides the procedures for performing these tasks. Procedures for 
configuring all aspects of IP Availability Manager are given in the EMC Smarts IP Manager 
User Guide.
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Global Manager configuration tasks


In addition to performing the configuration and administration tasks that are common to 
all Global Managers, you perform the following additional tasks to set up the Global 
Manager in a VoIP Availability Manager deployment:


◆ Set up a communication link between the Global Manager and the VoIP Availability 
Manager.


◆ Set up a communication link between the Global Manager and the IP Availability 
Managers.


◆ Set up a communication link between the Global Manager and the Adapter Platform.


◆ Set up a communication link between the Global Manager and the Business Impact 
Manager (mandatory if the Business Impact Manager is present in the VoIP 
Availability Manager deployment).


◆ Enable Business Impact Manager synchronization between the Global Manager and 
the VoIP Availability Manager (mandatory if the Business Impact Manager is present 
in the VoIP Availability Manager deployment).


◆ Enable access to the VoIP topology maps (optional).


Chapter 5, “Configuring the Global Manager,” provides the procedures for performing 
these tasks. Procedures for configuring all aspects of the Global Manager are provided in 
the EMC Smarts Service Assurance Manager Configuration Guide.


Adapter Platform configuration tasks 


In addition to performing the configuration and administration tasks that are common to 
all Adapter Platforms, you perform the following additional tasks to set up the Adapter 
Platform in a VoIP Availability Manager deployment:


◆ Set up a communication link between the Adapter Platform and the VoIP Availability 
Manager.


◆ Set up a communication link between the Adapter Platform and the IP Availability 
Managers.


Chapter 6, “Configuring SNMP Trap Integration,” provides the procedures for performing 
these tasks. Procedures for configuring all aspects of the Adapter Platform and the SNMP 
Trap Adapter are provided in the EMC Smarts Service Assurance Manager Adapter Platform 
User Guide.


Business Impact Manager configuration tasks 


Except for the Business Impact Manager configuration tasks that are mentioned in “VoIP 
Availability Manager configuration tasks” on page 22 and “Global Manager configuration 
tasks” on page 24, no additional tasks are required to set up the Business Impact 
Manager in a VoIP Availability Manager deployment. Procedures for configuring all aspects 
of the Business Impact Manager re provided in the EMC Smarts Business Impact Manager 
User Guide.
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What to do after configuration
Upon configuring your VoIP Availability Manager deployment, you are ready to begin the 
discovery. The EMC Smarts VoIP Availability Manager Discovery Guide describes how to 
prepare for and initiate VoIP Availability Manager discovery.
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CHAPTER 2
Setting Configuration Parameters


This chapter identifies VoIP Availability Manager configuration parameters that are 
relevant to discovery, describes their settings, and provides instructions for changing their 
settings. It consists of the following sections:


◆ Overview.................................................................................................................  28
◆ User configuration parameters ................................................................................  29
◆ Methods for modifying user configuration parameters.............................................  30
◆ Command sm_adapter with import.asl and example ...............................................  33
◆ Description of domain.conf .....................................................................................  34
◆ Description of voip.conf ..........................................................................................  35
◆ Description of pg-sample1.conf and pg-sample2.conf .............................................  44
◆ Description of executive-phone-group.csv...............................................................  45
◆ Description of voip-bim-iphonegroup.asl.................................................................  47
◆ Adding IP Availability Manager as a topology and status source ..............................  50
◆ Disabling automatic synchronization.......................................................................  51
◆ Enabling trap reception ...........................................................................................  52
◆ Enabling and configuring Business Impact Manager integration ..............................  53
◆ Specifying which Avaya PBXs have the SNMP 9999 patch applied...........................  54
◆ Configuring security ................................................................................................  55


Note: Users should read Appendix A, “Enabling SNMP and SOAP access,” before 
performing a VoIP Availability Manager discovery.
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Overview
The configuration procedures in this chapter are based on a VoIP Availability Manager 
deployment that contains one VoIP Availability Manager.


For a deployment that contains multiple VoIP Availability Managers, consider doing the 
following:


1. Set the configurations for one of the VoIP Availability Manager installations and then 
copy those configurations to the remaining VoIP Availability Manager installations.


2. For each VoIP Availability Manager, assign to that manager the call clusters in the 
managed environment that are to be discovered and monitored by that manager.


These two steps synchronize the discovery, polling, and threshold configurations across 
the VoIP Availability Managers that are involved in the deployment.


Security-group configurations, such as retries and timeouts, should also be the same 
across VoIP Availability Managers, although access credentials and the number of security 
groups will most likely vary from one VoIP Availability Manager to another.
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User configuration parameters
A major part of configuring VoIP Availability Manager involves the setting of user 
configuration parameters in the files that are identified in Table 1 on page 29. 


Table 1  User configuration files for VoIP Availability Manager


Directory under BASEDIR Filename Description


VoIP Core


smarts/conf/voip domain.conf (Described in 
“Description of 
domain.conf” on page 34.)


File in which you specify one or more IP Availability 
Managers as topology sources for VoIP Availability 
Manager, and one or more VoIP Performance Managers 
as performance-data sources for VoIP Availability 
Manager.


voip.conf
(Described in “Description of 
voip.conf” on page 35.)


File in which you customize discovery and other aspects 
of VoIP Availability Manager behavior.
The parameters in the voip.conf file are used to set 
attributes for the “VOIP-Manager” object, which is the 
object that manages the VoIP Availability Manager 
environment. The parameters and their values become 
attributes and values for the VOIP-Manager object.


smarts/conf/voip/phonegroup pg-sample1.conf, 
pg-sample2.conf,
executive-phone-group.csv
(Described in “Description of 
pg-sample1.conf and 
pg-sample2.conf” on 
page 44 and “Description of 
executive-phone-group.csv” 
on page 45.)


Template files that you use to specify business phone 
groups and executive business phone groups.


smarts/rules/voip/bim voip-bim-iphonegroup.asl
(Described in “Description of 
voip-bim-iphonegroup.asl” 
on page 47.)


Template file that you use to create custom scripts that 
associate VoIP Availability Manager topology objects 
with Business Impact Manager service offering objects.


Avaya Enablement Pack 


smarts/conf/voip avaya.conf*


(Described in the EMC 
Smarts VoIP Enablement 
Pack for Avaya User Guide.)


File in which you modify Avaya discovery probing.


Cisco Enablement Pack


smarts/conf/voip cisco.conf*


(Described in the EMC 
Smarts VoIP Enablement 
Pack for Cisco User Guide.)


File in which you modify Cisco discovery probing.


* This configuration file is present if the associated enablement pack is installed during the VoIP Availability Manager 
installation.
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Methods for modifying user configuration parameters
There are three methods to modify user configuration parameters:


1. Edit the user configuration files and modify configuration parameters.


2. Issue the dmctl command to modify configuration parameters when VoIP Availability 
Manager is running.


3. Use the Global Console to modify configuration parameters when VoIP Availability 
Manager is running.


Parameters that are modified by using methods 2 and 3 will be reconfigured to the 
settings in the user configuration files when VoIP Availability Manager is shut down and 
restarted. Every time that VoIP Availability Manager starts up, it sets its configurations in 
accordance to the settings in the user (and other) configuration files.


Editing configuration files to modify configuration parameters


EMC Smarts provides the sm_edit utility to ensure that modified files are always saved to 
the appropriate local area, and that base (original) copies of the files remain unchanged. 
Figure 2 on page 30 previews the operation of the sm_edit utility.


Figure 2  Preview of how the sm_edit utility works
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All EMC Smarts products use the same basic installation directory structure that is shown 
in Figure 2 on page 30. For VoIP Availability Manager, the product directory is named VoIP.


For a VoIP Availability Manager installation, BASEDIR represents <installation root 
directory>/VoIP.


To invoke the sm_edit utility, go to the BASEDIR/smarts/bin directory and specify the path 
and the name of the file, relative to the BASEDIR/smarts/local or BASEDIR/smarts 
directory, that you want to edit. For example,


sm_edit conf/voip/voip.conf


opens in a text editor either a local copy of the voip.conf file in 
BASEDIR/smarts/local/conf/voip or a base (original) copy of the voip.conf file in 
BASEDIR/smarts/conf/voip if no local copy exists.


After you modify and save the voip.conf file, the sm_edit utility saves the modified version 
of the file to the BASEDIR/smarts/local/conf/voip directory.


Issuing the dmctl command to modify configuration parameters


You can use the following dmctl command to view the value of any basic-type attribute 
(string, boolean, integer, float, and so on) of any EMC Smarts object:


dmctl -s <EMC Smarts application name> get 
<class>::<instance>::<attribute>


You can use the following dmctl command to change the value of any basic-type attribute 
(string, boolean, integer, float, and so on) of any EMC Smarts object:


dmctl -s <EMC Smarts application name> put 
<class>::<instance>::<attribute> <attribute_value>


For VoIP Availability Manager, as an example, you could use the dmctl put command to 
change attribute values for the VOIP-Manager object.


Upon issuing a dmctl command, you might be prompted for a username and password. 
Respond with your user account. For example, to specify the default administrative 
account, enter username admin and password changeme.


The dmctl utility is described in the HTML pages that are located in the 
BASEDIR/smarts/doc/html/usage directory of any EMC Smarts product suite installation 
area.


Example 1
As an example of using the dmctl command to view an object’s attribute value, enter the 
following dmctl command from the BASEDIR/smarts/bin directory in a VoIP Availability 
Manager installation area to view the NumberOfProbeThreads attribute value of the 
VOIP-Manager object:


dmctl -s <VoIP Availability Manager name> get 
VOIP_Manager::VOIP-Manager::NumberOfProbeThreads


The default value for NumberOfProbeThreads is 40.
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To view all attribute values of the VOIP-Manager object in one invocation, enter the 
following dmctl command:


dmctl -s <VoIP Availability Manager name> get 
VOIP_Manager::VOIP-Manager | more


Example 2
As an example of using the dmctl command to change an object’s attribute value, enter 
the following dmctl command from the BASEDIR/smarts/bin directory in a VoIP Availability 
Manager installation area to change the NumberOfProbeThreads attribute value of the 
VOIP-Manager object:


dmctl -s <VoIP Availability Manager name> put 
VOIP_Manager::VOIP-Manager::NumberOfProbeThreads 42


Your change will take effect immediately.


To make your change permanent, use the sm_edit utility to modify the 
NumberOfProbeThreads parameter value in the conf/voip/voip.conf file.


Using the Global Console to modify configuration parameters


You can use the Global Console to view or change the attributes of any EMC Smarts object. 
For VoIP Availability Manager, as an example, you could use the Global Console to change 
attribute values for the VOIP-Manager object.


To use the Global Console to change attribute values for the VOIP-Manager object:


1. Attach the Global Console to VoIP Availability Manager.


Instructions for opening the Global Console are given in Chapter 3, “Opening the 
Global Console.”


2. Press the Ctrl-Alt-M keys simultaneously to make all VoIP Availability Manager classes 
available to the Global Console, including the meta classes.


3. In the topology tree panel of the Global Console, right-click an open space and select 
Refresh tree from the pop-up menu to refresh the content of the topology tree.


4. In the topology tree panel, click the + signs to expand the VOIP_Manager class, then 
click VOIP-Manager to display the Attributes tab in the right panel.


The Attributes tab lists the attribute names, data types, and values for an instance of 
the VOIP_Manager class named VOIP-Manager.


5. In the Attributes tab, use the scroll bar to scroll to the attribute that you want to 
change (EnableAvayaCLIDiscovery, for example), double-click its value in the Value 
column, change the value, and press Enter.


6. Click Apply to save your changes.


7. Press the Ctrl-Alt-M keys simultaneously to make only the default VoIP Availability 
Manager classes available.
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8. In the topology tree panel, right-click an open space and select Refresh tree from the 
pop-up menu to refresh the content of the topology tree.


9. In the topology tree panel, click the + sign next to the VoIP Availability Manager’s 
name to expand the topology tree. Only the default classes appear in the topology 
tree.


Your change will take effect immediately.


To make your change permanent, use the sm_edit utility to modify the 
EnableAvayaCLIDiscovery parameter value in the conf/voip/voip.conf file.


Command sm_adapter with import.asl and example
After you use the sm_edit utility to make a parameter change in the voip.conf file, you can 
use the following command to reload the parameters in the voip.conf file without the need 
to restart VoIP Availability Manager:


sm_adapter -s <VoIP Availability Manager name> 
–f BASEDIR/smarts/local/conf/voip/voip.conf 


BASEDIR/smarts/rules/import.asl


For example:


sm_adapter -s VoIP-AM 
–f /opt/InCharge/VoIP/smarts/local/conf/voip/voip.conf 


/opt/InCharge/VoIP/smarts/rules/import.asl


A discovery cycle should not be in progress when you issue this command.
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Description of domain.conf
The domain.conf file contains an “InChargeDomain” object that you edit to specify an IP 
Availability Manager as a topology source for VoIP Availability Manager. If your 
deployment contains more than one IP Availability Manager source, you make copies of 
the object and edit the copies to specify the additional sources.


The domain.conf file also contains a “VOIP_PMDomain” object that you edit to specify a 
VoIP Performance Manager as a source of performance traps for VoIP Availability Manager. 
If your deployment contains more than one VoIP Performance Manager source, you make 
copies of the object and edit the copies to specify the additional sources.


Table 2 on page 34 identifies the InChargeDomain and VOIP_PMDomain objects in the 
domain.conf file. The objects, their parameters, and their parameter values are all 
case-sensitive. 


The parameters in the domain.conf file are used to set:


◆ The Type and Name attributes for one or more Availability Manager “InChargeDomain” 
objects.


◆ The InstallationDirectory and ManagingServerIPAddress attributes for one or more 
VoIP Performance Manager “VOIP_PMDomain” objects.


Table 2  Objects in the domain.conf file


Object Value Description


InChargeDomain::InChargeDomain_INCHARGE-AM
{
       Type = “AM”
       DomainName = “INCHARGE-AM”
}


As shown The default IP Availability Manager from which VoIP 
Availability Manager is to import topology.
“Adding IP Availability Manager as a topology and 
status source” on page 50 clarifies the use of this 
option and its attributes.


VOIP_PMDomain::VOIP-PM{
    InstallationDirectory
       = "/cygdrive/c/Program\ 


Files/PROGNOSIS\ IP\ Telephony\ Manager"
    ManagingServerIPAddress = ""
}


As shown The default VoIP Performance Manager from which 
VoIP Availability Manager is to receive performance 
traps.
The EMC Smarts VoIP Manager Overview and 
Integration Guide clarifies the use of this option and 
its attributes.
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Description of voip.conf
The voip.conf file contains configuration parameters that you edit to customize discovery 
and other aspects of VoIP Availability Manager behavior. The parameters are a subset of 
attributes defined for the VoIP-Manager object that will run in the VoIP Availability 
Manager environment.


You use the voip.conf file to change discovery parameters, instrumentation parameters, 
and tracing and troubleshooting parameters. For example, you can change parameters in 
this file to accomplish tasks such as disabling automatic topology synchronization and 
enabling SNMP trap reception.


Each parameter entry in the voip.conf file is commented-out (preceded with a # character) 
and is set to its non-default value. To change a parameter to its non-default value, remove 
the preceding # character from the associated parameter entry.


Table 3 on page 35 describes the parameters in the voip.conf file. The parameters and 
their values are case-sensitive.


A description of the parameter to customize CLI log file naming follows this table. 


Table 3  Parameters in the voip.conf file (page 1 of 9)


Parameter Value Description


System-wide parameters


EnablePhoneDiscovery TRUE,
FALSE
Default: FALSE


Controls whether VoIP Availability Manager discovers 
IP phones and automatic phone groups for Avaya and 
Cisco vendors. It also controls whether phone-related 
ports, cards, and port performance objects are 
imported from IP Availability Manager whenever IP 
Availability Manager completes a discovery cycle.
• A value of TRUE indicates that VoIP Availability 


Manager discovers IP phones and automatic 
phone groups.


• A value of FALSE indicates that VoIP Availability 
Manager does not discover IP phones and 
automatic phone groups.


EnableSoftPhoneDiscovery TRUE,
FALSE
Default: FALSE


Controls whether VoIP Availability Manager discovers 
soft (software-based) IP phones for Avaya and Cisco 
vendors.
• A value of TRUE indicates that VoIP Availability 


Manager discovers soft IP phones.
• A value of FALSE indicates that VoIP Availability 


Manager does not discover soft IP phones.
For this parameter to have meaning, the 
EnablePhoneDiscovery parameter must be TRUE.
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EnableBusinessPhoneGrouping TRUE,
FALSE
Default: FALSE


Controls whether VoIP Availability Manager discovers 
business phone groups and/or executive business 
phone groups for Avaya and Cisco vendors.
• A value of TRUE indicates that VoIP Availability 


Manager discovers business phone groups and/or 
executive business phone groups.


• A value of FALSE indicates that VoIP Availability 
Manager does not discover business phone groups 
and/or executive business phone groups.


For this parameter to have meaning, the 
EnablePhoneDiscovery parameter must be TRUE.


EnablePhonePortMonitoring TRUE,
FALSE
Default: TRUE


Controls whether the one or more IP Availability 
Manager sources for VoIP Availability Manager 
manage ports that are associated with IP phones.
• A value of TRUE indicates that IP Availability 


Manager manages ports that are associated with IP 
phones.


• A value of FALSE indicates that IP Availability 
Manager unmanages ports that are associated with 
IP phones.


For this parameter to have meaning, the 
EnablePhoneDiscovery parameter must be TRUE.


Note: VoIP Availability Manager imports 
phone-related ports from IP Availability Manager 
whenever IP Availability Manager completes a 
discovery cycle.


EnablePhonePortCardMonitoring TRUE,
FALSE
Default: TRUE


Controls whether the one or more IP Availability 
Manager sources for VoIP Availability Manager 
manage port cards that are associated with IP 
phones.
• A value of TRUE indicates that IP Availability 


Manager manages port cards that are associated 
with IP phones.


• A value of FALSE indicates that IP Availability 
Manager unmanages port cards that are 
associated with IP phones.


For this parameter to have meaning, the 
EnablePhoneDiscovery parameter must be TRUE.


Note: VoIP Availability Manager imports 
phone-related port cards from IP Availability Manager 
whenever IP Availability Manager completes a 
discovery cycle.


EnableVoiceMailboxDiscovery TRUE,
FALSE
Default: FALSE


Controls whether VoIP Availability Manager discovers 
voice mailboxes for Cisco.
• A value of TRUE indicates that VoIP Availability 


Manager discovers voice mailboxes.
• A value of FALSE indicates that VoIP Availability 


Manager does not discover voice mailboxes.


Table 3  Parameters in the voip.conf file (page 2 of 9)


Parameter Value Description
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EnableBIMIntegration TRUE,
FALSE
Default: FALSE


Controls whether VoIP Availability Manager discovers 
and instantiates business information for impact 
analysis by EMC Smarts Business Impact Manager.
• A value of TRUE indicates that VoIP Availability 


Manager discovers and instantiates business 
information.


• A value of FALSE indicates that VoIP Availability 
Manager does not discover or instantiate business 
information.


“Enabling and configuring Business Impact Manager 
integration” on page 53 clarifies the use of this 
parameter.


EnableAvayaCLIDiscovery TRUE,
FALSE
Default: FALSE


Controls whether VoIP Availability Manager uses CLI 
rather than SNMP to discover Avaya IP phones.
• A value of TRUE indicates that VoIP Availability 


Manager uses CLI to discover Avaya IP phones.
• A value of FALSE indicates that VoIP Availability 


Manager uses SNMP to discover Avaya IP phones.
For this parameter to have meaning, the 
EnablePhoneDiscovery parameter must be TRUE.
For large VoIP topologies, the SNMP agent on Avaya 
servers and media gateways cannot consistently and 
reliably report all IP phones that are connected to the 
servers and gateways. By using the CLI-based 
mechanism, VoIP Availability Manager can discover 
most if not all IP phones that are connected to Avaya 
servers and media gateways.


Note: Also see the CLIHostUsage parameter 
description that follows this table.


SuppressVoipAnalysisUponFailure TRUE,
FALSE
Default: FALSE


Controls whether VoIP Availability Manager 
suppresses analysis of VoipServices that have 
unresponsive hosts.
• A value of TRUE indicates that VoIP Availability 


Manager suppresses VoipService analysis.
• A value of FALSE indicates that VoIP Availability 


Manager does not suppress VoipService analysis.
When this parameter is TRUE, VoIP Availability 
Manager will not generate any events for a 
VoipService that has an unresponsive host. In 
addition, if the VoipService is a CallManager, VoIP 
Availability Manager will not generate any events for 
the CallManager’s related services.


Table 3  Parameters in the voip.conf file (page 3 of 9)


Parameter Value Description
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DXA control parameters


AutoDiscover TRUE,
FALSE
Default: TRUE


Controls whether VoIP Availability Manager 
automatically performs a topology synchronization to 
import topology from IP Availability Manager 
whenever IP Availability Manager completes a 
discovery cycle:
• A value of TRUE indicates that automatic topology 


synchronization does occur.
• A value of FALSE indicates that automatic topology 


synchronization does not occur.
“Disabling automatic synchronization” on page 51 
clarifies the use of the AutoDiscover parameter.


 DiscoverAll TRUE,
FALSE
Default: FALSE


Controls, during a topology synchronization with IP 
Availability Manager, whether VoIP Availability 
Manager discovers every device in its topology or just 
the devices that were rediscovered by IP Availability 
Manager.
• A value of TRUE indicates that VoIP Availability 


Manager discovers all SNMP-enabled devices in its 
topology.


• A value of FALSE indicates that VoIP Availability 
Manager discovers just the SNMP-enabled devices 
that were rediscovered by IP Availability Manager.


For this parameter to have meaning, the AutoDiscover 
parameter must be TRUE.


LaunchDiscoveryProbes TRUE,
FALSE
Default: TRUE


Controls, during a topology synchronization with IP 
Availability Manager, whether VoIP Availability 
Manager performs discovery in accordance to the 
DiscoverAll parameter value or performs no discovery.
• A value of TRUE indicates that VoIP Availability 


Manager performs discovery in accordance to 
DiscoverAll.


• A value of FALSE indicates that VoIP Availability 
Manager performs no discovery.


For this parameter to have meaning, the AutoDiscover 
parameter must be TRUE.


Trap instrumentation parameters


TrapPort 0, 9001, 2049 to 65534
Default: 0


Enables the VoIP Availability Manager built-in trap 
receiver and specifies the port that is used by the trap 
receiver to receive traps:
• TrapPort = 0 disables the built-in trap receiver.
• TrapPort = 9001 or a value in the range 


2049-to-65534 (inclusive) enables the built-in trap 
receiver and sets the trap port to the value that is 
specified for the parameter.


“Enabling trap reception” on page 52 clarifies the use 
of this parameter.


Table 3  Parameters in the voip.conf file (page 4 of 9)


Parameter Value Description
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Tracing and troubleshooting parameters


TraceSNMPInstrumentation TRUE,
FALSE
Default: FALSE


Determines whether the tracing of SNMP polling is 
enabled or disabled. The tracing is disabled by 
default.


TraceSOAPMonitoring TRUE,
FALSE
Default: FALSE


Determines whether the tracing of SOAP monitoring is 
enabled or disabled. The tracing is disabled by 
default.


TraceSOAPDiscovery TRUE,
FALSE
Default: FALSE


Determines whether the tracing of SOAP discovery is 
enabled or disabled. The tracing is disabled by 
default.


TraceDiscovery TRUE,
FALSE
Default: FALSE


Determines whether the tracing of discovery probes is 
enabled or disabled. The tracing is disabled by 
default.


Note: When this parameter is TRUE, the discovery 
probes and the postprocessing software print 
information about the discovery of topology.


TraceEvents TRUE,
FALSE
Default: FALSE


Determines whether the tracing of internal event 
subscribers is enabled or disabled. The tracing is 
disabled by default.


TraceSetting TRUE,
FALSE
Default: FALSE


Determines whether the tracing of settings is enabled 
or disabled. The tracing is disabled by default.


Note: When this parameter is TRUE, the processing 
that occurs during reconfiguration is printed. 
Reconfiguration is described in “Polling and 
Thresholds Console toolbar buttons” on page 120.


TraceTraps TRUE,
FALSE
Default: FALSE


Determines whether the tracing of the built-in trap 
receiver is enabled or disabled. The tracing is 
disabled by default.


TracePMTraps TRUE,
FALSE
Default: FALSE


Determines whether the tracing of VoIP Performance 
Manager trap receiver processing is enabled or 
disabled. The tracing is disabled by default.


TraceCLI TRUE,
FALSE
Default: FALSE


Determines whether the tracing of CLI discovery is 
enabled or disabled. The tracing is disabled by 
default.


Tuning parameters


SNMP_timeout Default: 0 Not currently used.


SNMP_retries Default: 0 Not currently used.


Table 3  Parameters in the voip.conf file (page 5 of 9)


Parameter Value Description
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NumberOfProbeThreads Default: 0 (40 threads) Number of discovery threads that are used by the 
discovery process. If you are experiencing slow 
response SNMP discovery polling and your current 
CPU usage is relatively low (say 5 to 10 percent) 
consider increasing the number of discovery threads 
to improve your discovery performance.
Keep in mind, though, that increasing the number of 
discovery threads might require additional or more 
capable CPUs, and that the requirements during 
discovery will increase. Increase discovery threads 
conservatively while monitoring SNMP Processing 
Statistics changes, as described in the EMC Smarts IP 
Manager Deployment Guide. 
The assumption here is that network latency is high 
and CPU usage is low. if CPU usage is already high 
during discovery, increasing the number of discovery 
threads might not improve discovery performance, 
and might even decrease discovery performance 
because of thread contention.


Note: NumberOfProbeThreads = 0 defaults to 40 
threads.


SyncDelay Default: 300 seconds Not currently used.


PMTraps_Timeout Default: 240 seconds 
(4 minutes)


Interval at which VoIP Performance Manager is 
configured to generate and send performance traps to 
VoIP Availability Manager.
The minimum value for PMTraps_Timeout is 240 
seconds (4 minutes). If the assigned value is less 
than 240 seconds, it is set to 240 seconds. If the 
assigned value is not a multiple of 240, it is rounded 
up to the closest multiple of 240.


PMConnect_Timeout Default: 30000 milliseconds 
(30 seconds)


Amount of time that the Secure Shell (SSH) driver on 
VoIP Availability Manager should wait for an SSH 
response from VoIP Performance Manager before the 
SSH session request to VoIP Performance Manager 
times out.
Allowed values are non-negative integers in 
milliseconds. “0” means no timeout.


PMKeyEx_Timeout Default: “0”
(no timeout)


Amount of time that the SSH driver on VoIP 
Availability Manager should wait for the public host 
key from VoIP Performance Manager before the SSH 
driver terminates the SSH connection attempt.
Allowed values are non-negative integers in 
milliseconds. “0” means no timeout.


MaxNumPIDMonitors Default: 500 seconds 
(~ 8 minutes)


Time between successive SNMP polls of the 
HOST-RESOURCES-MIB to check for restarted VoIP 
processes.
The maximum value for MaxNumPIDMonitors is the 
same as its default value (500 seconds).


PIDPollingInterval 240 to 3600 seconds
Default: 240 seconds 
(4 minutes)


Time between successive SNMP polls of the 
HOST-RESOURCES-MIB to collect status of VoIP 
processes.


Table 3  Parameters in the voip.conf file (page 6 of 9)


Parameter Value Description
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TopologyUpdateDelay Default: 30 seconds Number of seconds that VoIP Availability Manager 
should wait before updating its topology upon 
collecting new phone-registration or status 
information through monitoring.


SOAP monitoring tuning parameters


SOAPPhoneMonitoringPolicy IPPHONE_GROUP_BASED,
CALL_MANAGER_BASED
Default:
IPPHONE_GROUP_BASED


Determines the policy to use for monitoring Cisco IP 
phones; valid values are IPPHONE_GROUP_BASED 
and CALL_MANAGER_BASED.
• If you want all phones that belong to the same 


device pool to be monitored by a single monitoring 
action (a single thread), specify 
IPPHONE_GROUP_BASED.


• If you want all phones in all device pools that are 
registered to the same CallManager group to be 
monitored by a single monitoring action (a single 
thread), specify CALL_MANAGER_BASED.


Note: A device pool defines sets of common 
characteristics for devices, such as network region 
and calling search space for auto-registration. A Cisco 
CallManager group may be assigned multiple device 
pools.


A Cisco CallManager group does not allow more than 
18 SOAP requests per minute. (For the 
IPPHONE_GROUP_BASED monitoring policy, that limit 
can be reached quickly.) If the limit is reached in your 
managed environment, set the 
SOAPPhoneMonitoringPolicy parameter to 
CALL_MANAGER_BASED.


SOAPMaxReturnedDevices Default: 200 Maximum number devices to be returned for each 
SOAP query.
• 200 for pre-CCMv8.6
• 1000 for CCMv8.6 or higher


Note: Cisco CallManager (CCM) is now known as Cisco 
Unified Communications Manager (CUCM).


SOAPSuspendMonitoringDuring-
Discovery


TRUE,
FALSE
Default: FALSE


Controls whether VoIP Availability Manager suspends 
SOAP monitoring during discovery and 
reconfiguration.
• A value of TRUE indicates that VoIP Availability 


Manager suspends SOAP monitoring during 
discovery and reconfiguration.


• A value of FALSE indicates that VoIP Availability 
Manager does not suspend SOAP monitoring 
during discovery and reconfiguration.


Table 3  Parameters in the voip.conf file (page 7 of 9)


Parameter Value Description

Description of voip.conf 41







Setting Configuration Parameters

SOAPSuspendMonitoringDuring-
Reconfiguration


TRUE,
FALSE
Default: FALSE


Controls whether VoIP Availability Manager suspends 
SOAP monitoring during reconfiguration only.
• A value of TRUE indicates that VoIP Availability 


Manager suspends SOAP monitoring during 
reconfiguration.


• A value of FALSE indicates that VoIP Availability 
Manager does not suspend SOAP monitoring 
during reconfiguration.


SOAPDiscoveryBasePacketRate Default: 5
(5 SOAP requests per 
minute)


Number of SOAP discovery queries that VoIP 
Availability Manager performs each minute. 
Fine-tuning this parameter is based on the 
environment and other external applications.


SOAPMonitoringBasePacketRate Default: 5
(5 SOAP requests per 
minute)


Number of SOAP monitoring queries that VoIP 
Availability Manager performs each minute. 
Fine-tuning this parameter is based on the 
environment and other external applications.


Topology-split parameters


ManageVoipApplications TRUE,
FALSE
Default: TRUE


Controls whether VoIP Availability Manager creates 
and manages VoIP applications and network services 
that have process signatures. VoIP applications and 
network services that have process signatures are 
defined in the conf/voip/discovery/cert-* files.
• A value of TRUE indicates that VoIP Availability 


Manager creates and manages the VoIP 
applications and network services that have 
process signatures.


• A value of FALSE indicates that VoIP Availability 
Manager does not create and manage the VoIP 
applications and network services that have 
process signatures.


Note: When this parameter is FALSE, VoIP Availability 
Manager ignores all certifications from 
conf/voip/discovery/cert-*.


ManageCCMESRSTPhones TRUE,
FALSE
Default: TRUE


Controls whether VoIP Availability Manager creates 
and manages CCME/SRST CallProcessor objects.
• A value of TRUE indicates that VoIP Availability 


Manager creates and manages CCME/SRST 
CallProcessor objects.


• A value of FALSE indicates that VoIP Availability 
Manager does not create and manage CCME/SRST 
CallProcessor objects.


Setting this parameter to FALSE indirectly disables 
phone registrations with CCME/SRST.


Note: Cisco CallManager Express (CCME) is now 
known as Cisco Unified Communications Manager 
Express (Cisco Unified CME). SRST stands for 
Survivable Remote Site Telephony.


Table 3  Parameters in the voip.conf file (page 8 of 9)


Parameter Value Description

42 EMC Smarts VoIP Availability Manager Configuration Guide







Setting Configuration Parameters

To customize CLI log file naming, add the following parameter and one of its allowed 
values to the voip.conf file:


CLIHostUsage = USE_HOSTNAME|USE_SEEDNAME|USE_AGENT_ADDRESS


The default is USE_AGENT_ADDRESS.


The CLIHostUsage parameter determines the naming of the CLI log files that VoIP 
Availability Manager creates in its BASEDIR/smarts/local/logs directory during the CLI 
discovery of Avaya IP phones:


AVAYA-<Avaya server IP address>.log


-or-


AVAYA-<Avaya server hostname>.log


For the CLIHostUsage parameter to have meaning, the EnableAvayaCLIDiscovery 
parameter must be TRUE.


ManagedClusters = {
{<ClusterID>,<Vendor>},
{<ClusterID>, <Vendor>}


}


Default: empty 
(ManagedClusters = {})


Identifies the call clusters in the managed 
environment that this VoIP Availability Manager is to 
manage.
• If ManagedClusters is empty (default), this VoIP 


Availability Manager will manage all of the call 
clusters in the managed environment.


• If ManagedClusters is not empty, this VoIP 
Availability Manager will manage only the call 
clusters that are specified in the parameter.


Here is an example in which a VoIP Availability 
Manager will manage two call clusters:
ManagedClusters = {


{“CCM413_Cluster”, “CISCO”},
{“qa-av87MS”, “AVAYA”}


}


Avaya SNMP *9999 extension fix parameters


AvayaPunctuationFixVIPs Regular expression
Default: “” (empty string) 
(no Avaya PBXs are 
considered to be patched)


Identifies the Avaya PBXs in the managed 
environment that have the “SNMP 9999” patch 
applied.
You can use the wildcards that are described in 
Appendix B, “Wildcard Patterns,” to specify matching 
patterns for the AvayaPunctuationFixVIPs parameter. 
The parameter is an inclusive-type filter.
Here are two examples:
• AvayaPunctuationFixVIPs = “12.34.56.*”
• AvayaPunctuationFixVIPs = “*”
In the first example, any Avaya PBX in the managed 
environment that has a virtual IP (VIP) address that 
begins with “12.34.56.” has the SNMP 9999 patch 
applied. In the second example, all Avaya PBXs in the 
managed environment have the patch applied.
“Specifying which Avaya PBXs have the SNMP 9999 
patch applied” on page 54 clarifies the use of this 
parameter.


Table 3  Parameters in the voip.conf file (page 9 of 9)


Parameter Value Description
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Description of pg-sample1.conf and pg-sample2.conf
You use the pg-sample1.conf and pg-sample2.conf files to specify business phone 
groups, which, like automatic phone groups, are groups that are created by VoIP 
Availability Manager during the postprocessing phase of discovery. A README.txt is 
included in the same directory as the two sample files.


Business phone groups and automatic phone groups are separate types of phone groups.


A business phone group is a vendor-independent group of IP phones that contains 
phones of a specific business purpose. For example, a business phone group could be a 
group of IP phones that contains just stock-exchange phones or just desk-top phones.


Here is an example of a top-level business phone group specification that appears in the 
pg-sample1.conf file:


VoipPhoneGroupSpecification::PhoneGroupSpecification-Top-Level-Group {
    PhoneGroupName = "Avaya-Important-Phone-Group"
    IsEnabled = TRUE
    Type = "Critical PGs"
    Vendor = "BUSINESS AVAYA"
    IsTopGroup = TRUE


    ConsistsOf += 
VoipPhoneGroupSpecification::PhoneGroupSpecification-AvayaNetworkRegion-1 {


    }
    ConsistsOf += 


VoipPhoneGroupSpecification::PhoneGroupSpecification-SampleBusinessGroup {
    }
}


In this specification, a top-level business phone group named 
“Avaya-Important-Phone-Group” consists of two business phone group specifications 
named “AvayaNetworkRegion-1” and “SampleBusinessGroup.” Two matching criteria, 
Type and Vendor, are specified for the top-level business phone group.


You configure any of the following IPPhone attributes as matching criteria for a business 
phone group:


◆ Extensions


◆ IPAddress


◆ Location


◆ MACAddress


◆ Model


◆ NetworkRegion
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◆ PBX


◆ Type


◆ UserName


◆ Vendor


To specify a business phone group, you open one of the sample files with the sm_edit 
utility, make the appropriate edits, and save the file as pg-<name>.conf. The 
pg-<name>.conf file is saved to the BASEDIR/smarts/local/conf/voip/phonegroup 
directory.


The following parameters must be set in order for VoIP Availability Manager to discover IP 
phones and create business phone groups:


EnablePhoneDiscovery = TRUE
EnableBusinessPhoneGrouping = TRUE


Business phones groups are described in the EMC Smarts VoIP Availability Manager 
Discovery Guide.


Description of executive-phone-group.csv
You use the executive-phone-group.csv file to specify executive business phone groups, 
which, like automatic phone groups and business phone groups, are groups that are 
created by VoIP Availability Manager during the postprocessing phase of discovery. The 
csv file is Included in the same directory as the pg-sample1.conf, pg-sample2.conf, and 
README.txt files.


Automatic phone groups, business phone groups, and executive business phone groups 
are separate types of phone groups.


An executive business phone group is similar to a business phone group except that an 
executive business phone group contains phones at a specific executive level. For 
example, a group of IP phones that contains just the phones of the CEO and his or her 
staff.


Here is the content of the executive-phone-group.csv file:


GroupLevel,Extension,Virtual IP Address,MAC,Vendor,Display Name


The content is a header row. Under the header row, you add a row of data for each 
executive phone that you want to include in the executive phone group.
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Each row of data contains information about a single executive phone. Values for the 
GroupLevel and Extension fields are mandatory, while values for the other fields are 
optional but recommended. Here is an example csv file:


GroupLevel,Extension,Virtual IP Address,MAC,Vendor,Display Name
1,+1 (848) 228-1077,10.9.11.245,00-0E-38-33-9E-A3,CISCO,CEO
2,+1 (848) 228-1566,10.9.11.60,00-1B-0C-AC-A7-62,CISCO,
2,+1 (848) 228-1565,10.9.11.60,00-1B-0C-AC-CE-5B,CISCO,
3,+1 (848) 228-1577,10.9.11.245,00-1B-0C-AC-CE-77,CISCO,Operations
3,+1 (848) 228-5602,,00-1B-0C-AC-CE-68,CISCO,Operations
3,+1 (848) 228-6601,10.9.10.72,00-04-0D-F3-9F-F1,AVAYA,Operations
4,+1 (848) 228-6610,,,AVAYA,Manager
4,+1 (848) 228-6603,10.9.10.201,00-04-0D-F3-9F-EA,AVAYA,Manager
5,+1 (848) 228-6605,,00-04-0D-F3-9F-BF,AVAYA,Sales


which looks like this when displayed in a spreadsheet application such as Microsoft Excel: 


To specify an executive business phone group, you open the executive-phone-group.csv 
file with the sm_edit utility, make the appropriate edits, and save the file. The 
executive-phone-group.csv file is saved to the 
BASEDIR/smarts/local/conf/voip/phonegroup directory.


Like business phone groups, the following parameters must be set in order for VoIP 
Availability Manager to discover IP phones and create executive business phone groups:


EnablePhoneDiscovery = TRUE
EnableBusinessPhoneGrouping = TRUE


Executive business phones groups are described in the EMC Smarts VoIP Availability 
Manager Discovery Guide. 


GroupLevel Extension Virtual IP Address MAC Vendor Display Name


1 +1 (848) 228-1077 10.9.11.245 00-0E-38-33-9E-A3 CISCO CEO


2 +1 (848) 228-1566 10.9.11.60 00-1B-0C-AC-A7-62 CISCO


2 +1 (848) 228-1565 10.9.11.60 00-1B-0C-AC-CE-5B CISCO


3 +1 (848) 228-1577 10.9.11.245 00-1B-0C-AC-CE-77 CISCO Operations


3 +1 (848) 228-5602 00-1B-0C-AC-CE-68 CISCO Operations


3 +1 (848) 228-6601 10.9.10.72 00-04-0D-F3-9F-F1 AVAYA Operations


4 +1 (848) 228-6610 AVAYA Manager


4 +1 (848) 228-6603 10.9.10.201 00-04-0D-F3-9F-EA AVAYA Manager


5 +1 (848) 228-6605 00-04-0D-F3-9F-BF AVAYA Sales
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Description of voip-bim-iphonegroup.asl
You use the voip-bim-iphonegroup.asl file to create additional, customized scripts that 
associate VoIP Availability Manager topology objects with Business Impact Manager 
service offering objects. The object associations are created by VoIP Availability Manager 
during the postprocessing phase of discovery.


Here are some of the main sections in the voip-bim-iphonegroup.asl file:


// Default Service Offering and Service Subscriber
// Classes and Prefixes
// -------------------------------------------------------
default srvoClass = "ServiceOffering";
default srvsClass = "ServiceSubscriber";
default srvsClassPrefix = "SRVS-";
default srvoPrefix = "SRVO-";


.


.


.
// VoIP Classes
// ------------
ipPhoneGroupClass = "IPPhoneGroup";


START{
}do{
     CREATE_SERVICE_OFFERINGS();
     FILL_SERVICE_OFFERINGS(); 
     //CREATE_SERVICE_SUBSCRIBERS();
     stop();
}


// Create each IPPhoneGroup Instance as ServiceOffering
// ----------------------------------------------------
CREATE_SERVICE_OFFERINGS(){
do{
     foreach phoneGrp (getInstances(ipPhoneGroupClass)) {
       phoneGrpObj = object(phoneGrp);
       soObj = create(srvoClass, srvoPrefix.phoneGrpObj->Name);
       if (!soObj->isNull()) {
          nameWithoutPrefix = GET_NAME(phoneGrpObj->Name);
          soObj->DisplayName = "SO-".nameWithoutPrefix;
          soObj->Description = phoneGrpObj->Vendor;
       }
     }
  }
}
.
.
.
// Associate VoIP Objects to Service Offerings
// -------------------------------------------
FILL_SERVICE_OFFERINGS(){
do{
       foreach phoneGrp (getInstances(ipPhoneGroupClass)) {
          phoneGrpObj = object(phoneGrp);
          soObj = object(srvoClass, srvoPrefix.phoneGrpObj->Name);


          if (debug) {
             print("  Processing >> ".soObj);
          }
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          if ( soObj->isNull() ) { return; }


          // Insert PhoneGroup into SO
          soObj->ConsistsOf += phoneGrpObj;


          // Insert RegisteredTo Services into SO
          foreach reg (phoneGrpObj->LayeredOver) {
              regObj = object(reg);
              soObj->ConsistsOf += regObj;
          }


          // Look for IPPhone Connections to a Hardware, like Switch etc
          foreach ipPhone (phoneGrpObj->ComposedOf) {
              ipPhoneObj = object(ipPhone);
.
.
.


foreach  port (ipPhoneObj->ConnectedPort) {
                  portObj = object(port);
.
.
.
                  foreach switch (portObj->PartOf) {
                     switchObj = object(switch);


                     // Add UCS Element to SO 
                     soObj->ConsistsOf += switchObj;
.
.
.


Figure 3 on page 48 identifies the various classes in the Business Impact Manager data 
model. 


Figure 3  Business data model
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You configure IPPhoneGroup ServiceOfferings in the voip-bim-iphonegroup.asl file. Each 
IPPhoneGroup ServiceOffering contains the following information:


◆ An IPPhoneGroup


◆ Hardware entities that are associated with the IP phones in the IPPhoneGroup (for 
example, switches)


◆ An IPPhoneGroup LayeredOver object (for example, a ConvergedCallManager or 
CallManager)


To specify IPPhoneGroup ServiceOfferings, you open the voip-bim-iphonegroup.asl file 
with the sm_edit utility, make the appropriate edits, and save the file as 
voip-bim-<name>.asl. The voip-bim-<name>.asl file is saved to the 
BASEDIR/smarts/local/rules/voip/bim directory.


The following parameters must be set in order for VoIP Availability Manager to discover IP 
phones and create IPPhoneGroup ServiceOfferings:


EnablePhoneDiscovery = TRUE
EnableBIMIntegration = TRUE


Business Impact Manager is described in the EMC Smarts Business Impact Manager User 
Guide. “Enabling and configuring Business Impact Manager integration” on page 53 
provides instructions for:


◆ Enabling Business Impact Manager integration in VoIP Availability Manager.


◆ Enabling the export of Business Impact Manager objects through the Global Manager 
to the Business Impact Manager.
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Adding IP Availability Manager as a topology and status source
By default, VoIP Availability Manager is configured to include an IP Availability Manager 
named INCHARGE-AM as a source of device topology and device topology status updates.


You can edit the domain.conf file and change this name or configure additional IP 
Availability Managers as sources for VoIP Availability Manager. The block of lines to be 
edited is:


InChargeDomain::InChargeDomain_INCHARGE-AM
{
    Type       = “AM”
    DomainName = “INCHARGE-AM”
}


To change the default IP Availability Manager name, or to add an additional IP Availability 
Manager as a topology and status source:


1. Go to the BASEDIR/smarts/bin directory in the VoIP Availability Manager installation 
area and enter the following command to open the domain.conf file:


sm_edit conf/voip/domain.conf


2. On the InChargeDomain and DomainName lines, change INCHARGE-AM to the name of 
your IP Availability Manager. For example:


InChargeDomain::InChargeDomain_EAST-AM1
{
    Type       = “AM”
    DomainName = “EAST-AM1”
}


Note: VoIP Availability Manager uses a Type value of AM to represent all IP processes 
including the combination process of IP Availability Manager and IP Performance 
Manager.


3. To specify additional IP Availability Manager sources, copy and paste additional 
versions of the InChargeDomain object definition, and then follow the directions given 
in step 2.


4. Save and close the file.


The modified version of the domain.conf file is saved to the 
BASEDIR/smarts/local/conf/voip directory.


5. If VoIP Availability Manager was running before you edited the domain.conf file, restart 
VoIP Availability Manager.


At startup, VoIP Availability Manager reads the domain.conf file, saves the configuration 
information in its repository, and imports VoIP-enabled devices from the one or more IP 
Availability Manager sources.
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Disabling automatic synchronization
By default, automatic topology synchronization with the underlying IP Availability Manager 
is enabled, meaning that VoIP Availability Manager automatically imports topology from IP 
Availability Manager whenever IP Availability Manager completes a discovery cycle.


In deployments where IP Availability Manager discovery takes place often, you can control 
when VoIP Availability Manager discovery takes place (for example, during off-peak 
hours). To do so, you can edit the voip.conf file to disable the automatic topology 
synchronization with IP Availability Manager and then use a scheduling mechanism like 
UNIX crontab to invoke discovery in VoIP Availability Manager.


In the voip.conf file, to disable this behavior, the line to be edited is:


# AutoDiscover = FALSE


To disable automatic topology synchronization with IP Availability Manager:


1. Go to the BASEDIR/smarts/bin directory in the VoIP Availability Manager installation 
area and enter the following command to open the voip.conf file:


sm_edit conf/voip/voip.conf


2. Find the following line and then uncomment the line (shown uncommented):


AutoDiscover = FALSE 


3. Save and close the file.


The modified version of the voip.conf file is saved to the 
BASEDIR/smarts/local/conf/voip directory.


4. If VoIP Availability Manager was running before you edited the voip.conf file, restart 
VoIP Availability Manager.
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Enabling trap reception
By default, the built-in trap receiver for VoIP Availability Manager is disabled. If any 
enablement pack or the VoIP Performance Manager Integration Pack is installed, you need 
to enable the built-in trap receiver so that traps from the devices or VoIP Performance 
Manager hosts in the managed environment can be received and processed.


You can edit the voip.conf file and enable the built-in trap receiver. The parameter to be 
edited is:


# TrapPort = 9001


To enable trap reception:


1. Go to the BASEDIR/smarts/bin directory in the VoIP Availability Manager installation 
area and enter the following command to open the voip.conf file:


sm_edit conf/voip/voip.conf


2. Find the following line and then uncomment the line (shown uncommented):


TrapPort = 9001


3. Accept the value 9001 or change the value to any value in the range 2049 to 65534 
(inclusive). The value that you select becomes the port number on which the built-in 
trap receiver listens for traps.


4. Save and close the file.


The modified version of the voip.conf file is saved to the 
BASEDIR/smarts/local/conf/voip directory.


5. If VoIP Availability Manager was running before you edited the voip.conf file, restart 
VoIP Availability Manager.


In addition to enabling trap reception, you need to configure SNMP trap integration to 
distribute Avaya, Cisco, or Acme traps to VoIP Availability Manager, as explained in 
Chapter 6, “Configuring SNMP Trap Integration.”
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Enabling and configuring Business Impact Manager integration
By default, the Business Impact Manager integration feature is disabled.


You can edit the voip.conf file and enable this feature. The line to be edited is:


# EnableBIMIntegration = TRUE


To enable Business Impact Manager integration:


1. Go to the BASEDIR/smarts/bin directory in the VoIP Availability Manager installation 
area and enter the following command to open the voip.conf file:


sm_edit conf/voip/voip.conf


2. Find the section, System-wide Parameters, and then uncomment the following line 
(shown uncommented):


EnableBIMIntegration = TRUE


3. Save and close the file.


The modified version of the voip.conf file is saved to the 
BASEDIR/smarts/local/conf/voip directory.


4. Optional: Create customized scripts.


You can use the voip-bim-iphonegroup.asl file to create customized scripts that are 
based on your definition of IP phone groups. The voip-bim-iphonegroup.asl file is 
described in “Description of voip-bim-iphonegroup.asl” on page 47.


5. If VoIP Availability Manager was running before you edited the voip.conf file, restart 
VoIP Availability Manager.


6. In a Domain Manager Administration Console that is attached to VoIP Availability 
Manager, select Topology > Discover All to invoke a full discovery to instantiate the 
Business Impact Manager objects.


Instructions for opening the Domain Manager Administration Console are given in 
“Procedure for opening the Domain Manager Administration Console” on page 62.


7. In Chapter 5, “Configuring the Global Manager,” perform the procedures for (1) adding 
Business Impact Manager as an underlying domain for the Global Manager and (2) 
importing Business Impact Manager objects from VoIP Availability Manager.
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Specifying which Avaya PBXs have the SNMP 9999 patch applied
By default, the CLI probe for Avaya phone discovery assumes that none of the PBXs in the 
managed network have the SNMP 9999 patch applied. Thus, by default, the probe uses 
the earlier index formatting to construct the SNMP polling index for the G3 phone table.


You can change this behavior for certain PBXs by editing the voip.conf file and specifying 
which PBXs have the SNMP 9999 patch applied. The line to be edited is:


# AvayaPunctuationFixVIPs = “”


Any PBX that has a VIP that matches a matching pattern is considered a PBX that has the 
SNMP 9999 patch applied. Accordingly, for those PBXs, the CLI probe for Avaya phone 
discovery will use the new index formatting to construct the SNMP polling index for the G3 
phone table.


To specify which PBXs have the SNMP 9999 patch applied:


1. Go to the BASEDIR/smarts/bin directory in the VoIP Availability Manager installation 
area and enter the following command to open the voip.conf file:


sm_edit conf/voip/voip.conf


2. Find the section, Avaya SNMP *9999 Extension Fix (a.k.a Punctuation Fix), and then 
uncomment the following line (shown uncommented):


AvayaPunctuationFixVIPs = “”


3. Between the two double quotation marks, add the VIPs of the PBXs that have the 
SNMP 9999 patch applied. Use the wildcard characters that are described in 
Appendix B, “Wildcard Patterns,” to specify ranges of VIPs; for example, 12.34.56.*.


For 12.34.56.*, all PBXs that have VIPs that begin with the string 12.34.56 will 
become members of the group. For PBXs that become members of the group, the CLI 
probe for Avaya phone discovery will use the new index formatting to construct the 
SNMP polling index for the G3 phone table.


To learn how to use the glob function to specify all types of name patterns, consult the 
EMC Smarts ASL Reference Guide.


4. Save and close the file.


The modified version of the voip.conf file is saved to the 
BASEDIR/smarts/local/conf/voip directory.


5. If VoIP Availability Manager was running before you edited the voip.conf file, restart 
VoIP Availability Manager.
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Configuring security
The security configuration files, clientConnect.conf and serverConnect.conf, located in the 
BASEDIR/smarts/conf directory of each EMC Smarts software installation, enable you to 
set up secure connections between the component applications in a VoIP Availability 
Manager deployment. By default, the configuration option settings in the 
clientConnect.conf file and the serverConnect.conf files enable minimally secure 
connections between the components.


The EMC Smarts System Administration Guide presents detailed information about 
EMC Smarts secure communications.
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CHAPTER 3
Opening the Global Console


This chapter includes procedures for opening the Global Console and describes console 
views. It consists of the following sections:


◆ Global Console overview .........................................................................................  58
◆ User accounts and passwords.................................................................................  58
◆ Procedure for opening the Global Console...............................................................  59
◆ Procedure for opening the Global Manager Administration Console .........................  61
◆ Procedure for opening the Domain Manager Administration Console .......................  62
◆ Procedure for opening the Polling and Thresholds Console......................................  62
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Global Console overview
The Global Console is a collection of many consoles, or console views, that together 
enable administrators to manage EMC Smarts Domain Managers and Global Managers.


You will use the following three consoles to complete the configuration and administration 
tasks that are required to set up a VoIP Availability Manager deployment:


◆ Domain Manager Administration Console


Enables administrators to manage Domain Managers and to discover topology.


◆ Global Manager Administration Console


Enables administrators to configure the Global Manager; for example, to set up 
connections to underlying Domain Managers, to enable map types that are disabled 
by default, or to enable client tools or server tools that are disabled by default.


◆ Polling and Thresholds Console


Enables administrators to control periodic polling, to set thresholds for polled data, 
and to specify security groups and access credentials.


User accounts and passwords
Attaching the Global Console to a Domain Manager (such as VoIP Availability Manager) or 
to a Global Manager requires an EMC Smarts user account. The default user accounts are 
as follows:


◆ Administration account:


• username: admin


• password: changeme


◆ Operator account:


• username: oper


• password: oper


For users who are logged on with an administration account, the Global Console includes 
a Configure menu. This menu enables administrators to open the Domain Manager 
Administration Console and the Global Manager Administration Console.


The EMC Smarts System Administration Guide provides information about changing the 
password for the default administrative account (recommended) and configuring access 
privileges. The EMC Smarts Service Assurance Manager Configuration Guide provides 
information about configuring permissions to perform specific console operations.
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Procedure for opening the Global Console
To open the Global Console:


1. Start the Global Console.


• On a Windows system, select Start > Programs > InCharge > EMC Global Console.


• On a UNIX system, go to the BASEDIR/smarts/bin directory in the Service 
Assurance Manager (Global Manager) installation area and type:


sm_gui


Press Enter.


The Attach Manager dialog box opens as shown in Figure 4 on page 59.


Figure 4  Attach Manager dialog box


2. In the dialog box:


a. Ensure that the EMC Smarts Broker for your deployment appears in the Broker text 
box.


b. Click the Manager list box or the Browse button to display a list of active (running) 
Managers, and from that list select a Domain Manager (for example, VoIP-AM) or a 
Global Manager (for example, INCHARGE-SA) in your deployment as the Manager to 
which you want to connect.


c. Type your login username and password.


d. Click OK.


A console view opens.


What console opens at this point depends on whether you selected a Domain Manager or 
a Global Manager application.


If you selected a Domain Manager, a Topology Browser Console view of the Global Console 
will open by default, an example of which is shown in Figure 5 on page 60. In this 
example, the Topology Browser Console is attached to a Domain Manager named VoIP-AM.

Procedure for opening the Global Console 59







Opening the Global Console

Figure 5  Topology Browser Console


If you selected a Global Manager, a Notification Log Console view of the Global Console 
will open by default, an example of which is shown in Figure 6 on page 61. In the example 
display, the Notification Log Console is attached to a Global Manager application named 
INCHARGE-SA.
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Figure 6  Notification Log Console


The EMC Smarts Service Assurance Manager Operator Guide provides detailed 
instructions on using the Global Console.


Procedure for opening the Global Manager Administration 
Console


You can open a Global Manager Administration Console view from any Global Console that 
is attached to a Global Manager, such as the Notification Log Console in Figure 6 on 
page 61, by selecting the Configure > Global Manager Administration Console menu 
option. Figure 13 on page 78 is an example of a Global Manager Administration Console 
that is attached to a Global Manager named INCHARGE-SA.
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Procedure for opening the Domain Manager Administration 
Console


You can open a Domain Manager Administration Console view from any Global Console 
that is attached to a Domain Manager, such as the Topology Browser Console in Figure 5 
on page 60, by selecting the Configure > Domain Manager Administration Console menu 
option. Figure 7 on page 62 is an example of a Domain Manager Administration Console 
that is attached to a Domain Manager named VoIP-AM.


Figure 7  Domain Manager Administration Console


Procedure for opening the Polling and Thresholds Console
You can open a Polling and Thresholds Console view from any Domain Manager 
Administration Console by selecting the Configure > Polling and Thresholds menu option. 
Figure 23 on page 118 is an example of a Polling and Thresholds Console that is attached 
to a Domain Manager named VoIP-AM.
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CHAPTER 4
Configuring IP Availability Manager 


This chapter provides instructions for configuring an IP Availability Manager in a VoIP 
Availability Manager deployment. It consists of the following sections:


◆ Configuration overview ...........................................................................................  64
◆ Topology object import from IP Availability Manager................................................  64
◆ About VoIP light discovery.......................................................................................  67
◆ MAC-address-to-Bridge-port mappings....................................................................  70
◆ Enabling and customizing VoIP light discovery ........................................................  71
◆ Enabling MAC-address-to-Bridge-port mappings......................................................  72
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Configuration overview
For an IP Availability Manager in a VoIP Availability Manager deployment, an administrator 
performs the standard configuration tasks that are presented in the EMC Smarts IP 
Manager User Guide to prepare the IP Availability Manager application for SNMP 
discovery.


The administrator also performs the following additional configuration tasks to prepare IP 
Availability Manager for operation in a VoIP Availability Manager deployment:


◆ Enables VoIP light discovery.


◆ Customizes VoIP device-matching filters (optional).


◆ Enables MAC-address-to-Bridge-port mappings.


◆ Excludes Avaya virtual IP addresses from the discovered topology (mandatory if the 
managed environment contains Avaya devices).


The EMC Smarts VoIP Enablement Pack for Avaya User Guide provides instructions for 
completing this task.


◆ Configures SNMP trap integration to distribute network traps to IP Availability 
Manager.


Chapter 6, “Configuring SNMP Trap Integration,” provides the instructions for 
completing this task.


An administrator performs the additional configuration tasks for each IP Availability 
Manager source.


Topology object import from IP Availability Manager
Upon adding an IP Availability Manager as a source and every time thereafter whenever IP 
Availability Manager completes a discovery cycle, VoIP Availability Manager imports 
topology objects from IP Availability Manager. The details of the import are shown in 
Figure 8 on page 65.

64 EMC Smarts VoIP Availability Manager Configuration Guide







Configuring IP Availability Manager

Figure 8  Importing topology objects from IP Availability Manager


Import of topology


By default, as indicated in Figure 8, VoIP Availability Manager imports only the objects that 
it is designed to manage. To accomplish that end, IP Availability Manager, when it is 
configured to perform VoIP light discovery, not only performs its traditional discovery of 
network objects, but also creates a VoIP topology collection set named 
VOIP-System-TopologyCollection from the discovered network objects.


VOIP-System-TopologyCollection contains VoIP-enabled host, node, switch, router, and 
media gateway devices.


Implied in Figure 8 is that a user can use TopologyCollection “in” filters to change the 
default behavior, to configure VoIP Availability Manager to import all host, node, switch, 
router, and media gateway devices from IP Availability Manager.


Types of imported objects


Figure 9 on page 66 identifies the types of topology objects that are imported by VoIP 
Availability Manager from IP Availability Manager. VoIP Availability Manager imports the 
topology in accordance to the dxa-voip-from-am.conf file in the 
BASEDIR/smarts/conf/voip directory.
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Figure 9  Topology objects imported from IP Availability Manager


Two things to note about Figure 9:


◆ Only the TopologyCollection filter-type keyword entries for the various classes in the 
data exchange adapter (DXA) file are shown. Detailed descriptions of all DXA 
keywords are available at the following EMC website:


https://community.emc.com/docs/DOC-1213


◆ The TopologyCollection filter-type keywords are responsible for the following filtering 
actions:


• When uncommented (default), only the Host, Node, Switch, Router, and 
MediaGateway instances in VOIP-System-TopologyCollection are imported. 
CallServer instances (CallServer is a subclass of Host) are also imported.


• When commented, all Host, Node, Switch, Router, MediaGateway, and CallServer 
instances are imported.


Regardless of whether the TopologyCollection filter-type keywords are uncommented or 
commented, the topology import includes the Chassis, Card, IP, IPv6, and SNMPAgent 
objects that are associated with the imported devices. VoIP Availability Manager imports 
only managed devices, that is, imports only device objects whose IsManaged attribute is 
set to TRUE.


Also, for instances of the classes that are preceded with “proxy” in the 
dxa-voip-from-am.conf file, VoIP Availability Manager subscribes to status updates for 
those instances from IP Availability Manager.


proxy  Host
in VOIP_TopologyCollection   ConsistsOf   VOIP-System-TopologyCollection


proxy  Node
in VOIP_TopologyCollection   ConsistsOf   VOIP-System-TopologyCollection 


proxy  Switch
in VOIP_TopologyCollection   ConsistsOf   VOIP-System-TopologyCollection


proxy  Router
in VOIP_TopologyCollection   ConsistsOf   VOIP-System-TopologyCollection


proxy  MediaGateway
in VOIP_TopologyCollection   ConsistsOf   VOIP-System-TopologyCollection


class  Chassis


proxy  Card


class  IP


class  IPv6


proxy  SNMPAgent


dxa-voip-from-am.conf file
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About VoIP light discovery
When the DisableVOIPDiscovery parameter in IP Availability Manager’s tpmgr-param.conf 
file is set to FALSE, IP Availability Manager not only performs its traditional discovery of 
network objects, but it also creates VoIP topology collection sets from the discovered 
network objects. It probes the SNMP agent of every device in the managed network for 
VoIP support.


IP Availability Manager stores the VoIP topology collection set in the following object:


VOIP_TopologyCollection::VOIP-System-TopologyCollection


In addition to using system object IDs (SysOIDs) to determine which devices are 
VoIP-relevant, IP Availability Manager also checks for VoIP modules and VoIP processes on 
the devices by sending specific SNMP queries to the devices.


Here are some examples of VoIP modules:


CCME (Cisco CallManager Express) (.1.3.6.1.4.1.9.9.439.1.1.1)
SRST (Cisco Secure Survivable Remote Site Telephony) 


(.1.3.6.1.4.1.9.9.441.1.2.1)
CUCM (Cisco Unified Communications Manager) 


(.1.3.6.1.4.1.9.9.156.1.1.2.1.2)
AVAYA_MN (Avaya Message Networking) (.1.3.6.1.4.1.6889.2.3.1.1.1)
cubeEnabled (.1.3.6.1.4.1.9.9.764.0.1)


Here are some examples of VoIP processes:


voipProcessTable[“Cisco CER 2.x“] = “*CERServer*”
voipProcessTable[“Cisco CRA“] = “*CERServer*”
voipProcessTable[“Avaya MAS“] = “*smss*&*vserver*“
voipProcessTable[“Avaya MSS“] = “*voice_storage*“
voipProcessTable[“Nuance ASR-TTS“] = “*ttsserver_service*“
voipProcessTable[“Mutare MessageMirror“] = “*MsgMirror*“
voipProcessTable[“IR Prognosis Box - VoIP PM“] = “*irpromgs.exe*“


If a polled OID for a device returns valid information, IP Availability Manager classifies the 
device as VoIP-relevant and adds the device to the VoIP topology collection set.


The VoIP light discovery feature is described in the EMC Smarts IP Manager Concepts 
Guide and the EMC Smarts IP Manager User Guide. Instructions for enabling the VoIP light 
discovery feature are given in “Enabling and customizing VoIP light discovery” on page 71.
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VoIP device-matching filters


VoIP device-matching filters are defined in the following file in the IP Availability Manager 
installation area:


BASEDIR/smarts/conf/discovery/voip-topo-oid.conf


Here is a sample of the file’s content:


# Format: VOIP-SYS-OID-IP-Pattern-.<System OID> <IP pattern>/<sys_name pattern>
#
# Examples:
#  1) Collect devices matching this OID
#     VOIP-SYS-OID-IP-Pattern-.1.3.6.1.4.1.6889.1.8.1.49 *
#  2) Collect devices matching this OID and Configured IP/Hostnames
#     VOIP-SYS-OID-IP-Pattern-.1.3.6.1.4.1.6889.1.8.1.49 *10.9.10.21*|*lwqav021*
#  3) Collect devices matching this OID Pattern
#     VOIP-SYS-OID-IP-Pattern-.1.3.6.1.4.1.9.* *
.
.
.
# s8700  Avaya Communication Manager (ACM) 
VOIP-SYS-OID-IP-Pattern-.1.3.6.1.4.1.6889.1.8.1.49 *
.
.
.#                           Cisco 
# ---------------------------------------------------------------
#VOIP-SYS-OID-IP-Pattern-.1.3.6.1.4.1.9.* *
.
.
.


# Cisco Unified Border Element [CUBE(SBC)]
# ----------------------------------------
# VOIP-SYS-OID-IP-Pattern-.1.3.6.1.4.1.9.1.1165 *
.
.
.
# ACME SBC 
VOIP-SYS-OID-IP-Pattern-.1.3.6.1.4.1.21798.1 *


VOIP-SYS-OID-IP-Pattern-<System OID> identifies the device to which the pattern applies. 
The <IP Pattern> part specifies an IP-matching pattern for the device, and the <sys_name 
pattern> part specifies a system-name-matching pattern for the device. “*” matches 
anything


Instructions for specifying VoIP device-matching filters are given in “Enabling and 
customizing VoIP light discovery” on page 71.
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VoIP light discovery operation


When VoIP light discovery is enabled, IP Availability Manager operates as follows to 
populate the VoIP topology collection set:


1. For every device in the managed network, IP Availability Manager probes the SNMP 
agent for the SysOID-based device-matching criteria that are defined in the 
voip-topo-oid.conf file. If IP Availability Manager finds device-matching criteria on the 
device, it adds the device to the VoIP topology collection set.


2. If no device-matching criteria are found on the device, IP Availability Manager checks 
for VoIP modules and VoIP processes on the device. If IP Availability Manager finds 
VoIP modules or VoIP processes on the device, it adds the device to the VoIP topology 
collection set.


A user can modify the device-matching criteria in the voip-topo-oid.conf, but cannot 
modify the list of VoIP modules and VoIP processes that IP Availability Manager uses to 
check for VoIP-relevant devices.


When to import the VoIP topology collection set


A VoIP Availability Manager should be configured to import the VoIP topology collection 
set as long as IP Availability Manager is able to recognize all of the VoIP-relevant devices 
in the managed network. If IP Availability Manager does not recognize a new type of 
VoIP-relevant device and thus does not add it to the VoIP topology collection set, a user 
should add a SysOID-based matching filter for that device to IP Availability Manager’s 
voip-topo-oid.conf file.


By default, VoIP Availability Manager is configured to import the VoIP topology collection 
set. That is, the four TopologyCollection “in” filters in the VoIP Availability Manager 
dxa-voip-from-am.conf file are uncommented by default.


If, for some reason, IP Availability Manager cannot be configured to recognize all 
VoIP-relevant devices, a user should open the dxa-voip-from-am.conf file with the sm_edit 
utility and comment all four TopologyCollection “in” filters. For example:


proxy Host
#in VOIP_TopologyCollection ConsistsOf VOIP-System-TopologyCollection


By commenting the TopologyCollection “in” filters, all Host, Node, Switch, Router, and 
MediaGateway instances (and their containment and connectivity objects) will be 
imported by VoIP Availability Manager and placed in the modeled VoIP topology. The 
advantage of such a configuration is that VoIP Availability Manager will receive all of the 
topology objects that it needs to build a complete model of the VoIP network. The 
disadvantage is that the topology synchronization between VoIP Availability Manager and 
IP Availability Manager will take longer, which could be a considerable amount of time for 
large enterprise customers.

About VoIP light discovery 69







Configuring IP Availability Manager

MAC-address-to-Bridge-port mappings
As in previous releases, IP Availability Manager will discover the MAC addresses that 
correspond to the IP addresses of Avaya in-service physical (hardware-based) phones and 
soft (software-based) phones.


Because the IP address of an Avaya soft phone is the IP address of the host on which the 
soft phone is running, IP Availability Manager must discover the following so that the 
IP-address-to-MAC-address collection takes place in IP Availability Manager:


◆ The switch that participates in the connection to the hosts that are running the soft 
phones


◆ The hosts that are running the soft phones


VoIP Availability Manager will establish the following relationship of an IPPhone object to 
a Switch object if the underlying IP Availability Manager provides the 
MAC-address-to-Bridge-port mappings:


IPPhone -> ConnectedPort -> Port -> PartOf -> Switch


where ConnectedPort and PartOf are relationships.


Because a Cisco soft phone registers by name, not MAC address, the “MAC-2-Bridge” 
relationship table in VoIP Availability Manager will not have any entry that is related to a 
Cisco soft phone. As a result, VoIP Availability Manager will not be able to establish the 
relationship of a Cisco soft IPPhone object to a Switch object.


In order for IP Availability Manager to provide MAC-address-to-Bridge-port mappings, the 
MAC2BridgedPortTable parameter in IP Availability Manager’s tpmgr-param.conf file must 
be set to TRUE. Instructions for setting this parameter to TRUE are given in “Enabling 
MAC-address-to-Bridge-port mappings” on page 72.
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Enabling and customizing VoIP light discovery
You, as an administrator, use the DisableVoIPDiscovery parameter in the 
tpmgr-param.conf file of each IP Availability Manager source to enable VoIP light 
discovery. You can also use the voip-topo-oid.conf file of each IP Availability Manager to 
customize VoIP light discovery.


Enable VoIP light discovery


By default, IP Availability Manager is not enabled to perform VoIP light discovery. To 
enable this feature, set the DisableVOIPDiscovery parameter in IP Availability Manager’s 
tpmgr-param.conf file to FALSE.


To enable VoIP light discovery:


1. Go to the BASEDIR/smarts/bin directory in the IP Availability Manager installation area 
and enter the following command to open the tpmgr-param.conf file:


sm_edit conf/discovery/tpmgr-param.conf


2. Set the following parameter to FALSE:


DisableVOIPDiscovery FALSE


3. Save and close the file.


The modified version of the tpmgr-param.conf file is saved to the 
BASEDIR/smarts/local/conf/discovery directory.


4. If IP Availability Manager was running before you edited the tpmgr-param.conf file, 
enter the following command from BASEDIR/smarts/bin to make your change take 
effect:


sm_tpmgr -s <IP Availability Manager name> 
--load-conf=tpmgr-param.conf


Customize VoIP device-matching filters


As described in “VoIP device-matching filters” on page 68, you can change what devices 
are included in the VoIP topology collection set by changing, adding, or deleting 
device-matching filters in the voip-topo-oid.conf file.


To customize VoIP-related device-matching filters:


1. Go to the BASEDIR/smarts/bin directory in the IP Availability Manager installation area 
and issue the following command to open the voip-topo-oid.conf file:


sm_edit conf/discovery/voip-topo-oid.conf


2. Consult “VoIP device-matching filters” on page 68 and make your changes to the file.


Here is an example of a customized device-matching filter:


VOIP-SYS-OID-IP-Pattern-.1.3.6.1.4.1.9.* 10.10.*


The filter allows any discovered device with a starting system OID .1.3.6.1.4.1.9 and 
an IP address beginning with 10.10. to be included in the VoIP topology collection set.
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3. Save and close the file.


The modified version of the voip-topo-oid.conf file is saved to the 
BASEDIR/smarts/local/conf/discovery directory.


4. If IP Availability Manager was running before you edited the voip-topo-oid.conf file, 
enter the following command from BASEDIR/smarts/bin to make the changes take 
effect:


sm_tpmgr -s <IP Availability Manager name> --start-voip-collection


As an aside, the following uncommented VOIP entry in the voip-topo-oid.conf file forces IP 
Availability Manager to add all discovered Acme Packet session border controllers (SBCs) 
to the VoIP topology collection set:


# ACME SBC 
VOIP-SYS-OID-IP-Pattern-.1.3.6.1.4.1.21798.1 *


Without this uncommented entry, IP Availability Manager will not add the discovered Acme 
Packet SBCs to the VoIP topology collection set.


Enabling MAC-address-to-Bridge-port mappings
By default, IP Availability Manager is not enabled to map MAC addresses to Bridge ports. 
To enable this feature, set the MAC2BridgedPortTable parameter in IP Availability 
Manager’s tpmgr-param.conf file to TRUE.


To enable MAC-address-to-Bridge-port mappings:


1. Go to the BASEDIR/smarts/bin directory in the IP Availability Manager installation area 
and enter the following command to open the tpmgr-param.conf file:


sm_edit conf/discovery/tpmgr-param.conf


2. Set the following parameter to TRUE:


MAC2BridgedPortTable TRUE


3. Save and close the file.


The modified version of the tpmgr-param.conf file is saved to the 
BASEDIR/smarts/local/conf/discovery directory.


4. If IP Availability Manager was running before you edited the tpmgr-param.conf file, 
enter the following command from BASEDIR/smarts/bin to make your change take 
effect:


sm_tpmgr -s <IP Availability Manager name> 
--load-conf=tpmgr-param.conf
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CHAPTER 5
Configuring the Global Manager


This chapter provides instructions for configuring the Global Manager in a VoIP Availability 
Manager deployment. It consists of the following sections:


◆ Configuration overview ...........................................................................................  74
◆ About the Global Manager.......................................................................................  75
◆ IC Domain Configuration objects .............................................................................  77
◆ Specifying the underlying domains .........................................................................  80
◆ Loading the XML configuration file for VoIP-AM........................................................  90
◆ Enabling the display of VoIP maps...........................................................................  92
◆ Enabling the import of Business Impact Manager objects........................................  93
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Configuration overview
For the Global Manager to import topology and events from the underlying components in 
a VoIP Availability Manager deployment, you, as an administrator, must configure the 
Global Manager with the proper data exchange adapter (DXA) files. The Global Manager 
integrates and correlates the imported topology and events, and relates the data to 
services and customers.


You use the Global Console and the Global Manager to configure the DXA files. The EMC 
Smarts Service Assurance Manager Configuration Guide provides detailed instructions on 
using the Global Console to complete Global Manager configurations.


If VoIP Performance Manager is present in your deployment, refer to the EMC Smarts VoIP 
Manager Overview and Integration Guide for instructions on configuring the VoIP client 
tools for use with the Global Manager.

74 EMC Smarts VoIP Availability Manager Configuration Guide







Configuring the Global Manager

About the Global Manager 
Most of the configuration tasks for configuring the Global Manager in a VoIP Availability 
Manager deployment are accomplished using the Global Manager Administration 
Console. Figure 10 on page 75 summarizes the Global Manager Administration Console 
interaction with the Global Manager.


Figure 10  Global Manager Administration Console interaction with the Global Manager


As shown in Figure 10 on page 75, the initial default configurations for the Global 
Manager are defined in the ics-default.xml file which is used to create the initial Global 
Manager repository. The next time the Global Manager starts, it reads its configurations 
from the repository file.
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Figure 11 on page 76 shows the relationships between Domain Group, Domain, Domain 
Type, and Domain Tag configuration objects. The intent of the Domain Group is to 
represent the server components of a split-server Domain Manager as a single entity. 
Doing so makes a split-server Domain Manager look just like a standalone Domain 
Manager to administrators and users.


Figure 11  Domain Group, Domain, Domain Type, and Domain Tag configuration objects
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Figure 12 on page 77 identifies the default VoIP Availability Manager, IP Availability 
Manager, Adapter Platform, and (optional) Business Impact Manager domain 
configurations that are held by the Global Manager. The default names for the respective 
domains are VoIP-AM, INCHARGE-AM, INCHARGE-OI, and INCHARGE-MBIM.


Figure 12  Default domain configurations


IC Domain Configuration objects
Figure 13 on page 78 presents an example display of a Global Manager Administration 
Console attached to a Global Manager named INCHARGE-SA.
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Figure 13  Global Manager Administration Console


Listed at the bottom of the configuration tree of the Global Manager Administration 
Console are the four categories of IC Domain Configuration objects: Domains, Domain 
Groups, Domain Tags, and Domain Types. Listed under each category are instances of 
these objects. For example, the default domains INCHARGE-AM, INCHARGE-OI, 
INCHARGE-MBIM, and VoIP-AM are listed under Domains. Selecting an object in the left 
panel displays its attributes and their values in the right panel.
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Each IC Domain Configuration category has an associated creation wizard to simplify the 
specifying of its configuration objects. You launch an IC Domain Configuration wizard by 
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an IC Domain Configuration category name (for example, right-clicking Domains) and then 
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Type, or New Domain Tag from the Edit menu.
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IC Domain Configuration server reconfiguration


Clicking the Apply button, which is available to all configuration categories, writes 
configuration changes to the Global Manager’s repository. Clicking the Reconfigure 
button, which is available only to the IC Domain Configuration categories, calls a 
“reconfigure” method that determines which underlying domains need synchronizing or 
resynchronizing—that is, determines which underlying domains topology or events need 
to be imported or reimported—and then initiates the needed data transfers. Calling the 
reconfigure method is referred to as “reconfiguring the Global Manager.”


In addition to clicking the Reconfigure button, the reconfigure method can be initiated in 
two other ways: by clicking the Reconfigure toolbar button (shown in Figure 13 on 
page 78) or by selecting Reconfigure Server from the Configure menu.


Figure 14 on page 79 demonstrates how reconfiguring the Global Manager works.


Figure 14  How reconfiguring the Global Manager works
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Specifying the underlying domains
An administrator uses the IC Domain Configuration objects to specify the underlying VoIP 
Availability Manager, IP Availability Manager, and Adapter Platform domains in a VoIP 
Availability Manager deployment. Doing so provides the sources of topology and events or 
notifications for the Global Manager and associates each underlying domain with the 
proper DXA file.


For the optional Business Impact Manager, an administrator also uses the IC Domain 
Configuration objects to specify the Business Impact Manager in the VoIP Availability 
Manager deployment. Doing so adds the Global Manager as a topology source to Business 
Impact Manager, and provides the sources of topology and notifications for the Global 
Manager and associates the Business Impact Manager domain with the proper DXA file.


The expectation is that a user will either accept the default VoIP Availability Manager 
named VoIP-AM or make a copy of the default to create a new VoIP Availability Manager 
that has a different name, say EAST-VoIP-AM.


This section provides procedures for the following two configuration scenarios:


◆ Configuration scenario 1: A VoIP Availability Manager deployment containing a VoIP 
Availability Manager named VoIP-AM, an IP Availability Manager named 
INCHARGE-AM, an Adapter Platform named INCHARGE-OI, and a Business Impact 
Manager named INCHARGE-MBIM.


◆ Configuration scenario 2: A VoIP Availability Manager deployment containing a VoIP 
Availability Manager named EAST-VoIP-AM, two IP Availability Managers named 
EAST-AM1 and EAST-AM2, an Adapter Platform named EAST-OI, and a Business 
Impact Manager named EAST-MBIM.


To specify the underlying domains in a more complex VoIP Availability Manager 
deployment, consult the EMC Smarts Service Assurance Manager Configuration Guide.


Specifying the underlying domains for configuration scenario 1


By default, VoIP-AM, INCHARGE-OI, and INCHARGE-MBIM are disabled, and INCHARGE-AM 
is enabled. The names of disabled domains or domain groups appear as gray text in the 
Global Manager Administration Console, and the names of enabled domains or domain 
groups appear as black text.


If the VoIP-AM domain does not appear, perform the procedure in “Loading the XML 
configuration file for VoIP-AM” on page 90. Also, if the INCHARGE-MBIM domain does not 
appear, perform the same procedure except type “mbim” in the “Import XML Domain 
Configuration” dialog box.


Figure 15 on page 81 previews the configuration changes for configuration scenario 1.
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Figure 15  The displays before and after completing the configuration for configuration scenario 1


During its initial startup the Global Manager performs the following tasks:


◆ Creates an InChargeDomain object named INCHARGE-AM and starts the appropriate 
topology and event drivers.


◆ Consults the EMC Smarts Broker for the deployment and establishes a connection to 
the INCHARGE-AM application.


◆ Subscribes to and imports topology and events from the INCHARGE-AM application.


Every time that the Global Manager is restarted, it automatically initiates a server 
reconfiguration—called the reconfigure method—to align the IC domain and domain group 
configuration objects with the InCharge domain and domain group objects. For the initial 
startup, because the only IC Domain Configuration object enabled is INCHARGE-AM, the 
only alignment required is the one just described.


If the synchronization with the INCHARGE-AM application fails, or if no IP Availability 
Manager application named INCHARGE-AM exists in the deployment, the Global Manager 
writes an error message to its log file.


Before After
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This section consists of four procedures:


◆ “Procedure for specifying the underlying VoIP-AM domain for configuration scenario 
1” on page 82


◆ “Procedure for specifying the underlying INCHARGE-OI domain for configuration 
scenario 1” on page 82


◆ “Procedure for specifying the underlying INCHARGE-MBIM domain for configuration 
scenario 1” on page 83


◆ “Procedure for reconfiguring the Global Manager for configuration scenario 1” on 
page 83


Procedure for specifying the underlying VoIP-AM domain for configuration scenario 1
To specify the underlying VoIP-AM domain for configuration scenario 1:


1. Attach the Global Manager Administration Console to the target Global Manager.


Instructions for opening the Global Manager Administration Console are presented in 
Chapter 3, “Opening the Global Console.”


2. In the left panel of the Global Manager Administration Console, expand the 
configuration tree to display the Domains objects.


3. Select VoIP-AM to display its configuration window.


4. In the configuration window, select the Enabled checkbox.


5. In the configuration window, click Apply to save your configuration changes.


6. In the Server Reconfiguration information dialog box that appears, click OK.


Procedure for specifying the underlying INCHARGE-OI domain for configuration scenario 1
To specify the underlying INCHARGE-OI domain for configuration scenario 1:


1. In the left panel of the Global Manager Administration Console, expand the 
configuration tree to display the Domains objects.


2. Select INCHARGE-OI to display its configuration window.


3. In the configuration window, select the Enabled checkbox.


4. In the configuration window, click Apply to save your configuration changes.


5. In the Server Reconfiguration information dialog box that appears, click OK.
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Procedure for specifying the underlying INCHARGE-MBIM domain for configuration scenario 1
To specify the underlying INCHARGE-MBIM domain for configuration scenario 1:


1. In the left panel of the Global Manager Administration Console, expand the 
configuration tree to display the Domains objects.


2. Select INCHARGE-MBIM to display its configuration window.


3. In the configuration window, select the Enabled checkbox.


4. In the configuration window, click Apply to save your configuration changes.


5. In the Server Reconfiguration information dialog box that appears, click OK.


Procedure for reconfiguring the Global Manager for configuration scenario 1
To reconfigure the Global Manager for configuration scenario 1:


1. In the toolbar area of the Global Manager Administration Console, click the 
Reconfigure toolbar button.


2. In the Server Reconfiguration confirmation dialog box, click Yes.


3. In the Server Reconfiguration information dialog box, click Close.


In response, the Global Manager:


◆ Creates an InChargeDomain object named VoIP-AM and starts the appropriate 
topology and event drivers.


◆ Creates an InChargeDomain object named INCHARGE-OI and starts the appropriate 
notification drivers.


◆ Creates an InChargeDomain object named INCHARGE-MBIM and starts the appropriate 
topology and notification drivers.


◆ Consults the EMC Smarts Broker for the deployment and establishes a connection to 
the VoIP-AM, INCHARGE-OI, and INCHARGE-MBIM domains.


◆ Subscribes to and imports topology and events from the VoIP-AM domain.


◆ Subscribes to and imports notifications from the INCHARGE-OI domain.


◆ Subscribes to and imports topology and notifications from the INCHARGE-MBIM 
domain.


The Global Manager will establish an additional connection to the VoIP-AM domain under 
any of the following circumstances:


◆ To obtain the latest object attribute values for display in the Details tab of a VoIP 
Notification Properties dialog box.


◆ To obtain the latest object attribute values for display in a VoIP Containment dialog 
box.
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Specifying the underlying domains for configuration scenario 2


Figure 16 on page 84 previews the configuration changes for configuration scenario 2.


Figure 16  The displays before and after completing the configuration for configuration scenario 2


Before After
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This section consists of six procedures:


◆ “Procedure for specifying the underlying EAST-VoIP-AM domain for configuration 
scenario 2” on page 85


◆ “Procedure for specifying the underlying EAST-AM1 domain for configuration scenario 
2” on page 85


◆ “Procedure for specifying the underlying EAST-AM2 domain for configuration scenario 
2” on page 85


◆ “Procedure for specifying the underlying EAST-OI domain for configuration scenario 2” 
on page 88


◆ “Procedure for specifying the underlying EAST-MBIM domain for configuration 
scenario 2” on page 88


◆ “Procedure for reconfiguring the Global Manager for configuration scenario 2” on 
page 88


Procedure for specifying the underlying EAST-VoIP-AM domain for configuration scenario 2
To specify the underlying EAST-VoIP-AM domain for configuration scenario 2:


1. Attach the Global Manager Administration Console to the target Global Manager.


Instructions for opening the Global Manager Administration Console are presented in 
Chapter 3, “Opening the Global Console.”


2. In the left panel of the Global Manager Administration Console, right-click Domains 
and then click the pop-up menu to launch the Domain Creation Wizard.


3. Consult Figure 17 on page 86 and follow the directions to create a VoIP Availability 
Manager domain named EAST-VoIP-AM.


Procedure for specifying the underlying EAST-AM1 domain for configuration scenario 2
To specify the underlying EAST-AM1 domain for configuration scenario 2:


1. In the left panel of the Global Manager Administration Console, right-click Domains 
and then click the pop-up menu to launch the Domain Creation Wizard.


2. Consult Figure 18 on page 87 and follow the directions to create an IP Availability 
Manager domain named EAST-AM1.


Procedure for specifying the underlying EAST-AM2 domain for configuration scenario 2
To specify the underlying EAST-AM2 domain for configuration scenario 2:


1. In the left panel of the Global Manager Administration Console, right-click Domains 
and then click the pop-up menu to launch the Domain Creation Wizard.


2. Consult Figure 18 on page 87 and use the directions as a guide to create an IP 
Availability Manager domain named EAST-AM2.
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Figure 17  Using the Domain Creation Wizard to create the EAST-VoIP-AM domain
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Figure 18  Using the Domain Creation Wizard to create the EAST-AM1 domain
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Procedure for specifying the underlying EAST-OI domain for configuration scenario 2
To specify the underlying EAST-OI domain for configuration scenario 2:


1. In the left panel of the Global Manager Administration Console, right-click Domains 
and then click the pop-up menu to launch the Domain Creation Wizard.


2. In the Domain Creation Wizard, select INCHARGE-OI from the Copy Existing drop-down 
menu, type EAST-OI in the Domain Name text field, and click Next.


3. Consult Figure 18 on page 87 and use the directions as a guide to create the Adapter 
Platform domain named EAST-OI.


Procedure for specifying the underlying EAST-MBIM domain for configuration scenario 2
To specify the underlying EAST-MBIM domain for configuration scenario 2:


1. In the left panel of the Global Manager Administration Console, right-click Domains 
and then click the pop-up menu to launch the Domain Creation Wizard.


2. In the Domain Creation Wizard, select INCHARGE-MBIM from the Copy Existing 
drop-down menu, type EAST-MBIM in the Domain Name text field, and click Next.


3. Consult Figure 18 on page 87 and use the directions as a guide to create the Business 
Impact Manager domain named EAST-MBIM.


Procedure for reconfiguring the Global Manager for configuration scenario 2
To reconfigure the Global Manager for configuration scenario 2:


1. In the toolbar area of the Global Manager Administration Console, click the 
Reconfigure toolbar button.


2. In the Server Reconfiguration confirmation dialog box, click Yes.


3. In the Server Reconfiguration information dialog box, click Close.


In response, the Global Manager:


◆ Creates an InChargeDomain object named EAST-VoIP-AM and starts the appropriate 
topology and event drivers.


◆ Creates an InChargeDomain object named EAST-AM1 and starts the appropriate 
topology and event drivers.


◆ Creates an InChargeDomain object named EAST-AM2 and starts the appropriate 
topology and event drivers.


◆ Creates an InChargeDomain object named EAST-OI and starts the appropriate 
notification drivers.


◆ Creates an InChargeDomain object named EAST-MBIM and starts the appropriate 
topology and notification drivers.


◆ Consults the EMC Smarts Broker for the deployment and establishes a connection to 
the EAST-VoIP-AM, EAST-AM1, EAST-AM2, EAST-OI, and EAST-MBIM domains.
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◆ Subscribes to and imports topology and events from the EAST-VoIP-AM domain.


◆ Subscribes to and imports topology and events from the EAST-AM1 domain.


◆ Subscribes to and imports topology and events from the EAST-AM1 domain.


◆ Subscribes to and imports notifications from the EAST-OI domain.


◆ Subscribes to and imports topology and notifications from the EAST-MBIM domain.


The Global Manager will establish an additional connection to the EAST-VoIP-AM domain 
under any of the following circumstances:


◆ To obtain the latest object attribute values for display in the Details tab of a VoIP 
Notification Properties dialog box.


◆ To obtain the latest object attribute values for display in a VoIP Containment dialog 
box.


Similarly, the Global Manager will establish an additional connection to the EAST-AM1 or 
EAST-AM2 domain under any of the following circumstances:


◆ To obtain the latest object attribute values for display in the Details tab of an IP 
Notification Properties dialog box.


◆ To obtain the latest object attribute values for display in an IP Containment dialog box.


Note: Because no IP Availability Manager application named INCHARGE-AM is running in 
configuration scenario 2, users should disable the INCHARGE-AM domain for this 
scenario.
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Loading the XML configuration file for VoIP-AM
By default, the XML domain configuration file for VoIP-AM is loaded into the Global 
Manager, meaning that by default it is available to a Global Console attached to the Global 
Manager. If for some reason the XML domain configuration file for VoIP-AM is not 
available, you use the Import XML Domain Configuration server tool that is shown in 
Figure 19 on page 90 to load it.


Figure 19  Access to server tools for loading XML configuration files


The Import XML Domain Configuration server tool is described in the EMC Smarts Service 
Assurance Manager Configuration Guide.


To load the XML domain configuration file for VoIP-AM:


1. Attach the Global Manager Administration Console to the target Global Manager. 


Instructions for opening the Global Manager Administration Console are presented in 
Chapter 3, “Opening the Global Console.”


2. Select File > New > Topology Browser Console to launch a Topology Browser Console.


3. In the Topology Browser Console, expand the configuration tree to display the 
InChargeDomain objects.


4. Right-click the local InChargeDomain object representing the Global Manager—for 
example, INCHARGE-SA (Local)—and select Server Tools > Import XML Domain 
Configuration from the pop-up menu.


The Import XML Domain Configuration dialog box appears. 
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5. To load the XML domain configuration file for VoIP-AM, type voip in the Domain Type 
Descriptor field and click OK.


6. Switch back to the Global Manager Administration Console.


7. In the left panel of the Global Manager Administration Console, expand the 
configuration tree to display the Domains.


VoIP-AM appears in the Domains list. Since its name appears as black text, VoIP-AM is 
enabled. 


8. Continue with the procedures in “Specifying the underlying domains” on page 80.
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Enabling the display of VoIP maps
As described in the EMC Smarts VoIP Availability Manager User Guide, you can use 
topology maps to view graphical representations of the VoIP and other topology that is 
imported by the Global Manager. By default, the display of these maps is disabled.


To enable the display of VoIP and other optional map types and to associate their 
functionality to user profiles:


1. Attach the Global Manager Administration Console to the target Global Manager.


Instructions for opening the Global Manager Administration Console are presented in 
Chapter 3, “Opening the Global Console.”


2. In the left panel of the Global Manager Administration Console, expand the 
configuration tree to display the User Profiles.


3. Select a user profile (for example, admin-profile) to display its configuration window.


4. In the configuration window, locate Console Operations and click its Modify List 
button to launch the Console Operations dialog box.


5. In the Console Operations dialog box, expand the Map option and click the VoIP 
Connectivity checkbox.


6. If Business Impact Manager is present in your deployment, click the Business Service 
checkbox.


7. Click OK to close the Console Operations dialog box.


8. In the configuration window, click Apply to save your configuration changes.


9. Repeat Steps 3 through 8 to enable the display of VoIP and other optional map types 
for any other user profiles that need to see these maps.


10. Detach and reattach the Global Console to the Global Manager in order to view the 
VoIP topology maps. Start by selecting Manager > Detach.
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Enabling the import of Business Impact Manager objects
By default, the Global Manager does not import Business Impact Manager objects from 
VoIP Availability Manager.


You can edit the BASEDIR/smarts/conf/ics/dxa-sam-from-voip.conf file to change that 
behavior. The line to be edited is:


#invokeBIMSync TRUE


To enable the import of Business Impact Manager objects:


1. Go to the BASEDIR/smarts/bin directory in the Global Manager installation area and 
enter the following command to open the dxa-sam-from-voip.conf file:


sm_edit conf/ics/dxa-sam-from-voip.conf


2. Find the following line and then uncomment the line (shown uncommented):


invokeBIMSync TRUE


3. Save and close the file.


The modified version of the dxa-sam-from-voip.conf file is saved to the 
BASEDIR/smarts/local/conf/ics directory.


4. If the Global Manager was running before you edited the dxa-sam-from-voip.conf file, 
restart the Global Manager.
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CHAPTER 6
Configuring SNMP Trap Integration


This chapter provides instructions for configuring the SNMP trap integration in a VoIP 
Availability Manager deployment. It consists of the following sections:


◆ Configuration overview ...........................................................................................  96
◆ SNMP trap integration components.........................................................................  97
◆ Trap adapter configuration file: trapd.conf.............................................................  100
◆ Configuring the managed network devices to forward traps ...................................  104
◆ Configuring the SNMP trap integration components ..............................................  105
◆ Starting the SNMP trap integration components ....................................................  113
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Configuration overview
The recommended SNMP trap integration design for VoIP Availability Manager is shown in 
Figure 20 on page 96.


Figure 20  Recommended trap integration for a VoIP Availability Manager deployment


Configuring the SNMP trap integration involves configuring and starting the various 
components that receive, distribute, and process the traps within a VoIP Availability 
Manager deployment.
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SNMP trap integration components
The SNMP trap integration in a VoIP Availability Manager deployment is accomplished by 
using the following types of components:


◆ “Built-in trap receiver” — part of most EMC Smarts Domain Managers


◆ “VoIP Notification Trap Adapter” — part of the VoIP Manager 


◆ “SNMP Trap Adapter” — part of the Service Assurance Manager


◆ “Adapter Platform” — part of the Service Assurance Manager


Built-in trap receiver


VoIP Availability Manager’s built-in trap receiver collects SNMP trap messages from two 
sources:


◆ Managed network devices through the SNMP Trap Adapter that is configured as a trap 
exploder


The built-in trap receiver sends these traps to the enablement packs for processing. 
Configuring the deployment to distribute these traps is described in this chapter.


◆ VoIP Performance Manager


The built-in trap receiver sends these traps to the VoIP Performance Manager 
Integration Pack for processing. These traps are performance traps. Configuring the 
deployment to distribute VoIP Performance Manager performance traps is described in 
the EMC Smarts VoIP Manager Overview and Integration Guide.


VoIP Performance Manager performance traps should not be confused with VoIP 
Performance Manager threshold traps. When so configured, VoIP Performance 
Manager not only sends performance traps directly to VoIP Availability Manager, but 
also sends threshold traps to the SNMP Trap Adapter that is configured as a trap 
exploder. The SNMP Trap Adapter forwards all VoIP Performance Manager threshold 
traps to the VoIP Notification Trap Adapter.


Configuring the deployment to distribute VoIP Performance Manager threshold traps 
is described in this chapter.


For either source, the built-in trap receiver receives SNMPv1 and v2c traps and distributes 
them to the appropriate enablement pack. The enablement pack, in turn, parses the traps 
for status updates and applies the updates to the appropriate attributes of the 
appropriate objects in the VoIP Availability Manager modeled topology.


By default, the built-in trap receiver is disabled, and should be enabled. It is enabled by 
uncommenting the “TrapPort = 9001” parameter line in the 
BASEDIR/smarts/conf/voip/voip.conf file in the VoIP Manager installation area.
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VoIP Notification Trap Adapter


The VoIP Notification Trap Adapter, which is part of the VoIP Manager, can be configured to 
convert traps to EMC Smarts notifications.


The operation of the VoIP Notification Trap Adapter is based on the parameter settings in 
the following files that are located in the BASEDIR/smarts/conf/voip/icoi directory in the 
VoIP Manager installation area:


◆ avaya_trap_mgr.conf


◆ cisco_trap_mgr.conf 


◆ acme_trap_mgr.conf 


◆ pm_trap_mgr.conf 


◆ default_trap_mgr.conf


The VoIP Notification Trap Adapter collects and parses VoIP informational traps that are 
received from the SNMP Trap Adapter that is configured as a trap exploder, and generates 
EMC Smarts notifications, through the Adapter Platform, for input to the Global Manager. 
Through the Global Console, administrators and operators view and acknowledge the trap 
notifications.


SNMP Trap Adapter


The SNMP Trap Adapter, which is part of the Service Assurance Manager, can be 
configured to forward traps that are received from the managed environment, or can be 
configured to convert traps to EMC Smarts notifications. Two instances of the SNMP Trap 
Adapter appear in a VoIP Availability Manager deployment. The one instance is configured 
as a trap exploder, and is hereafter referred to as the Trap Exploder. The other instance is 
configured as a trap receiver, and is hereafter referred to as the Trap Receiver.


Trap Exploder operation
The EMC Smarts Service Assurance Manager Adapter Platform User Guide describes the 
operation of a Trap Exploder. The operation is based on the parameter settings in the 
trapd.conf file that is described in “Trap adapter configuration file: trapd.conf” on 
page 100.


In a VoIP Availability Manager deployment (Figure 20 on page 96), the Trap Exploder 
receives SNMPv1, v2c, and v3 traps from the managed IPv4 or v6 network devices on its 
trap listening port (9000 by default) and:


◆ Forwards copies of status-type VoIP traps to VoIP Availability Manager, to be used by 
VoIP Availability Manager for analysis purposes.


◆ Forwards copies of useful or interesting VoIP traps to the VoIP Notification Trap 
Adapter, to be used by users for informational purposes.


◆ Forwards copies of status-type network traps to IP Availability Manager, to be used by 
IP Availability Manager for analysis purposes.


◆ Forwards copies of useful or interesting non-VoIP traps to the Trap Receiver, to be used 
by users for informational purposes.

98 EMC Smarts VoIP Availability Manager Configuration Guide







Configuring SNMP Trap Integration

When a trap arrives, the Trap Exploder translates the trap in accordance to Table 4 on 
page 99 and reads the uncommented FORWARD entries in the trapd.conf file to determine 
which destinations should receive the forwarded trap. When the criteria of the trap 
matches the criteria of a FORWARD entry, the Trap Exploder sends a copy of the forwarded 
trap to each destination that is specified in the FORWARD entry. 


The Trap Exploder forwards received SNMPv1 or v2c traps to the configured destinations 
irrespective of the traps’ community. It does not authenticate SNMPv1 or v2c traps.


The Trap Exploder authenticates and decrypts received SNMPv3 traps, converts them to 
SNMPv2c traps, and forwards the SNMPv2c traps to the configured destinations. It uses 
the authentication and privacy credentials that are obtained from a seed file (typically a 
copy of the seed file that is maintained by IP Availability Manager for discovery purposes) 
to authenticate and decrypt SNMPv3 traps.


Table 4  Trap Exploder translation of incoming traps to forwarded traps


Incoming trap 
message version


Forwarded trap 
message version


Comments or conditions requiring special 
processing


v1 v1 If the agent-addr field in an incoming trap is 
0.0.0.0 (which indicates an invalid IPv4 address) 
and the source IP address in the IP packet header 
is IPv4, the adapter discards the trap.
If the agent-addr field in an incoming trap is 
0.0.0.0 and the source IP address in the IP packet 
header is IPv6, the adapter adds two EMC Smarts 
private variable-bindings (varbinds) named 
smSnmpTrapInetAddressType and 
smSnmpTrapInetAddress to the varbind list of the 
forwarded trap. Together, the private varbinds 
hold the source IPv6 address of the original trap.


v2c v2c The Trap Exploder sets a standard varbind named 
snmpTrapAddress.0 to the value of the source IP 
address in the IP packet header:
• If the snmpTrapAddress.0 value is 0.0.0.0 


(which indicates an invalid IPv4 address) and 
the source IP address in the IP packet header is 
IPv4, the adapter discards the trap.


• If the snmpTrapAddress.0 value is not 0.0.0.0 
(which indicates a valid IPv4 address), the 
adapter adds the snmpTrapAddress.0 varbind 
to the varbind list of the forwarded trap. The 
varbind holds the source IPv4 address of the 
original trap.


• If the snmpTrapAddress.0 value is 0.0.0.0 and 
the source IP address in the IP packet header is 
IPv6, the adapter adds two EMC Smarts private 
varbinds named smSnmpTrapInetAddressType 
and smSnmpTrapInetAddress to the varbind 
list of the forwarded trap. Together, the private 
varbinds hold the source IPv6 address of the 
original trap.


v3
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Trap Receiver operation
The EMC Smarts Service Assurance Manager Adapter Platform User Guide describes the 
operation of a Trap Receiver. The operation is based on the parameter settings in the 
trap_mgr.conf file, which is located in the BASEDIR/smarts/conf/icoi directory in the 
Service Assurance Manager installation area.


The purpose of the Trap Receiver is to collect and parse non-VoIP informational traps that 
are received from the Trap Exploder, and to generate EMC Smarts notifications, through 
the Adapter Platform, for input to the Global Manager. Through the Global Console, 
administrators and operators view and acknowledge the trap notifications.


Adapter Platform


The Adapter Platform imports and normalizes topology from IP Availability Manager and 
VoIP Availability Manager, and imports and normalizes events of interest from EMC Smarts 
adapters such as the SNMP Trap Adapter and the VoIP Notification Trap Adapter. 
Normalize means to convert topology or event information into a common form that is 
understood by the Global Manager. The normalized event information is transferred as 
EMC Smarts notifications to the Global Manager.


Through the Adapter Platform, the Global Manager receives informational traps from the 
devices in the managed environment. Informational traps provide information that might 
be of interest to users.


Trap adapter configuration file: trapd.conf
The trapd.conf file, located in the BASEDIR/smarts/conf/trapd directory of all EMC Smarts 
product installations, is a global configuration file that is used to configure most 
EMC Smarts built-in trap receivers and most trap adapters (sm_trapd). Only the PORT 
parameter in this file is applicable to built-in trap receivers because the built-in trap 
receivers are configured to receive and parse traps, but not to forward traps. The other 
parameters in the file are applicable for configuring trap adapters to forward traps.


Note: The built-in trap receiver for VoIP Availability Manager is not controlled by the 
trapd.conf file. The only user-configurable control for the built-in trap receiver is the 
“TrapPort = 9001” parameter line in the voip.conf file.


trapd.conf file in the Trap Exploder configuration directory


Figure 21 on page 101 shows the configuration directory and the trapd.conf file for the 
Trap Exploder. (The configuration directory is in the Service Assurance Manager 
installation area.) A trapd.conf file in the local area, created using the sm_edit utility, 
takes precedence over the original file that contains the installed defaults. A seedfile is 
required only if the Trap Exploder is to process SNMPv3 traps.
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Figure 21  Configuration directory for a Trap Exploder


trapd.conf configuration parameters


Table 5 on page 101 presents descriptions of the configuration parameters in the 
trapd.conf file. Except for the FORWARD parameter, which is at the end of the table, the 
parameters are listed in alphabetical order.


BASEDIR


ics


conf


smarts


ics


conf


local


trapd.conf


trapd


trapd.conf


trapd


Original files Modified files


Trap Exploder
configuration


directory


Trap Exploder
configuration


directory
(local)


seedfile


seedfile


Table 5  Descriptions of configuration parameters in the trapd.conf file (page 1 of 3)


Parameter Description


ASCII No longer used; should remain FALSE (default).


DISPLAY Determines the display format to be used for an OID’s octet string that is to be passed to 
customer-configurable .conf files or ASL scripts.
Valid values are DISPLAY_HEX and DISPLAY_PRINT_STRING. There is no default. To use the 
DISPLAY parameter, you must explicitly apply it to an individual OID:
DISPLAY: <OID> <DISPLAY_HEX | DISPLAY_PRINT_STRING>
• Use DISPLAY_HEX if you want to display the OID’s octet string as a sequence of 


hexadecimal values.
• Use DISPLAY_PRINT_STRING if you want to display the OID’s octet string as a string.


ENABLE_FWD Determines whether uncommented FORWARD parameters are enabled or disabled.
Valid values are TRUE and FALSE. The default is TRUE.
• When TRUE, uncommented FORWARD parameters are enabled: Trap forwarding 


statements that are specified in uncommented FORWARD parameters are read.
• When FALSE, uncommented FORWARD parameters are disabled: Trap forwarding 


statements that are specified in uncommented FORWARD parameters are not read.


MATCH Determines whether traps are tested against all matching criteria specified in an 
uncommented FORWARD parameter, or tested up to the first criterion that matches.
Valid values are “all” or “first.” The default is “first.”
If no uncommented FORWARD parameters are specified, the MATCH parameter is ignored.


PORT UDP port number on which the trap receiver or trap adapter listens for traps.
Valid values are 0-65535. The default port is 9000.
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QUEUE_LIMIT_MEGS Limits the size of internal trap queue to the stated size, in megabytes.
Valid values are nonnegative integers, including 0. The default is 0, which means that there 
is no limit on the size of the internal trap queue.


Note: The limit is not exact: The queue may grow slightly larger than the specified value.


When the limit is reached, some traps will be discarded.


QUEUE_LIMIT_SECONDS Limits the time that a trap can spend in the internal trap queue, in seconds.
Valid values are nonnegative integers, including 0. The default is 0, which means that there 
is no limit on the time that a trap can spend in the internal trap queue.


Note: This limit is even less exact than the limit set for QUEUE_LIMIT_MEGS. In general, you 
should specify values for both QUEUE_LIMIT_MEGS and QUEUE_LIMIT_SECONDS.


When the limit is reached, some traps will be discarded.


SOURCE Determines whether, for each received trap, the source address of the IP packet that 
contains the trap is printed to stdout. Printing the source address of the IP packet makes the 
source address available to customer-configurable .conf files or ASL scripts.
Valid values are TRUE and FALSE. The default is FALSE.
• When TRUE, the source address of the IP packet is printed.
• When FALSE, the source address of the IP packet is not printed.


TAG Enables tagging of variable-binding (varbind) values.
Valid values are TRUE and FALSE. The default is FALSE.
• When TRUE, the type of the varbind value appears before each value; for example, 


INTEGER-32 3.
• When FALSE, the type of the varbind value does not appear before each value.


THREADS Number of trap-processing threads to spawn. This number determines how many traps can 
be processed concurrently.
Valid values are integers in the range 1 to 25 inclusive. The default is 1.


TIMESTAMP_RCV Determines whether to send the actual received time of the incoming trap to ASL, or to send 
the timestamp in the incoming trap to ASL.
• Valid values are TRUE and FALSE. The default is FALSE.
• When TRUE, send the actual time that the trap was received.
• When FALSE, send the timestamp in the trap. This timestamp is in the normal SNMP time 


format of hundredths of a second since the source device for the trap last initialized or 
reinitialized.


WINDOW De-duplication window, in seconds. The maximum amount of time between receiving similar 
traps before the second trap is considered unique.
Valid values are nonnegative integers, including 0. The default is 0.
If not set or set to 0, the de-duplication feature is disabled, meaning that all traps are 
considered unique.


Table 5  Descriptions of configuration parameters in the trapd.conf file (page 2 of 3)


Parameter Description
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FORWARD Specifies matching criteria for traps and the forwarding destinations for matched traps. 
Valid syntax is:


<source device address> <OID> <generic type> <specific type> \
<destination host address>[:<port>|:<port>:<community>] \


[<destination host address>[:<port>|:<port>:<community>]] ...
where:
• <source device address> is the IP address (IPv4, IPv6) of the object (SNMP agent) that is 


generating the trap.
• <OID> is the sysObjectID of the type of object that is generating the trap.
• <generic type> is the generic trap type:


0 coldStart
1 warmStart
2 linkDown
3 linkUp
4 authenticationFailure
5 egpNeighborLoss
6 enterpriseSpecific


Valid syntax for <generic type> is a generic specific trap number (for example, 3), a range 
of generic specific trap numbers (for example, <3-5>), or any generic specific trap number 
(for example, *). An asterisk is a wildcard character that matches any arbitrary string of 
characters.


• <specific type> is the specific trap code, present even if <generic type> is not 
enterpriseSpecific (6).
Valid syntax for <specific type> is an enterprise specific trap number (for example, 733), a 
range of enterprise specific trap numbers (for example, <130-156>), or any enterprise 
specific trap number (for example, *).


• <destination host address> is the hostname (for example, myserver.example.com::v6) of 
the destination host or the IP address (for example, 
[3FFE:80C0:22C:101:219:56FF:FE3F:8A50] or 192.35.144.12). An IPv6 address must be 
surrounded with brackets ([ ]). The destination host address can also be one of the 
following:


<host name>[:<ipVersion>] or <fully qualified domain name>[:<ipVersion>]
<IPv4 address>[:<ipVersion>] or "["<IPv6 address>"]"


where <ipVersion> is v4, v6, v4v6, v6v4, or similar values with mixed case or uppercase 
letters. Conventions for specifying IPv6 addresses and controlling name resolution are 
described in the EMC Smarts System Administration Guide.


• <port> is the trap listening port on the destination host. Port is optional; if not specified, 
port defaults to 162.


• <community> is the community string to be assigned to the community string field in the 
forwarded traps. Community is optional; if not specified, community defaults to the value 
that is specified in the community string field of the incoming v1 or v2c trap, and defaults 
to an empty string for an incoming v3 trap.


Wildcards (for globbing) are allowed for all fields except destination host address, port, and 
community. Wildcard syntax is discussed in Appendix B, “Wildcard Patterns.”
Here are two examples:
FORWARD: 193.20.*.* .* <0-5> * obelix:7000 surya 194.56.78.23:9000


All generic traps (0 to 5) from network devices whose address matches 193.20.*.* will be 
sent to port 7000 on a host named “obelix”; to port 162 on a host named “surya”; and to 
port 9000 on a host identified by address 194.56.78.23.


FORWARD: *:*:* .* * * [3ffe:80c0:22c:109:214:4fff:fe39:a73d]:2002
All traps from all IPv6 addresses are forwarded to IPv6 host with address 
3ffe:80c0:22c:109:214:4fff:fe39:a73d on port 2002.


Other trap forwarding examples are presented at the end of the trapd.conf file.


Table 5  Descriptions of configuration parameters in the trapd.conf file (page 3 of 3)


Parameter Description
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Configuring the managed network devices to forward traps
A prerequisite to configuring the SNMP trap integration components is to configure the 
managed network devices to forward SNMP traps to the host where the Trap Exploder is 
running, and to the port on which the Trap Exploder is listening for traps (9000 by default). 
Follow your company’s policy to accomplish this task.


Table 6 on page 104 identifies the VoIP Performance Manager default threshold 
documents for Avaya and Cisco. 


Threshold traps are triggered in VoIP Performance Manager whenever a configured 
threshold condition is breached. By default, these traps are not forwarded.


To configure VoIP Performance Manager to forward threshold traps:


1. Start the VoIP Performance Manager GUI and log in to the GUI.


Enter the same credentials that you use to log in to the host on which the GUI is 
installed. (Typically, that host is the same host on which the VoIP Performance 
Manager is installed.) The credentials represent a user account with Administrator 
privileges.


2. Edit each threshold document in the vendor folder for the specific individual traps that 
you want to forward.


3. Specify the destination (host and port) of the Trap Exploder (9000 by default).


Table 6  Default Prognosis IP Telephony Manager threshold documents


Vendor
<installation directory>\User 
Interface\IP Telephony Manager\ Threshold documents


Avaya Avaya\Thresholds AV-Alerts


Cisco CUCM 5 and 
above


Cisco\CMA\Thresholds CmaServerAlerts


CmaMediaResourceAlerts


CmaDeviceAlerts


CmaLocationCACAlerts


Cisco Unity Cisco\CCM\Thresholds UnityAlerts
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Configuring the SNMP trap integration components
Before starting the SNMP trap integration components in a VoIP Availability Manager 
deployment, you must configure them so that they can receive, distribute, and process 
traps properly at startup.


The configuration steps are:


◆ “Enable the Trap Exploder to process SNMPv3 traps” on page 105


◆ “Configure the Trap Exploder to forward traps” on page 105


◆ “Configure the built-in trap receiver” on page 110


◆ “Configure the VoIP Notification Trap Adapter” on page 110


◆ “Configure the Trap Receiver” on page 111


◆ “Configure the Adapter Platform” on page 112


Enable the Trap Exploder to process SNMPv3 traps


To enable the Trap Exploder to process SNMPv3 traps, you copy the seed file from the IP 
Availability Manager installation area to the BASEDIR/smarts/local/conf/trapd directory in 
the Service Assurance Manager installation area. The seed file name must match the name 
that is specified in the --seed option of the Trap Exploder sm_service install command.


The Trap Exploder uses the credentials in its seed file to authenticate and decrypt SNMPv3 
traps that are received from SNMPv3-capable devices in the managed network. This seed 
file is separate from the seed file that is used by the IP Availability Manager for discovery.


Seed files are described in the EMC Smarts IP Manager User Guide.


Configure the Trap Exploder to forward traps


To configure the Trap Exploder to forward traps, you open and edit the Service Assurance 
BASEDIR/smarts/conf/trapd/trapd.conf file to forward the appropriate traps to VoIP 
Availability Manager, the VoIP Notification Trap Adapter, IP Availability Manager, and the 
Trap Receiver. You use the FORWARD parameter in the trapd.conf file to determine which 
incoming traps are sent to which destinations. The traps to be forwarded to VoIP 
Availability Manager and to the VoIP Notification Trap Adapter are listed in the following 
files in the VoIP Manager installation area:


◆ BASEDIR/smarts/conf/voip/avaya/avaya-trapd.conf


Contains a list of Avaya VoIP status-type traps to be used by VoIP Availability Manager 
for analysis purposes, and a list of Avaya informational VoIP traps to be converted to 
notifications by the VoIP Notification Trap Adapter and used by console users for 
informational purposes.


◆ BASEDIR/smarts/conf/voip/cisco/cisco-trapd.conf


Contains a list of Cisco VoIP status-type traps to be used by VoIP Availability Manager 
for analysis purposes, and a list of Cisco informational VoIP traps to be converted to 
notifications by the VoIP Notification Trap Adapter and used by console users for 
informational purposes.
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◆ BASEDIR/smarts/conf/voip/acme/acme-trapd.conf


Contains a list of ACME SBC VoIP status-type traps to be used by VoIP Availability 
Manager for analysis purposes.


◆ BASEDIR/smarts/local/conf/voip/pm/pm-trapd.conf 


Contains a list of VoIP Performance Manager threshold traps to be converted to 
notifications by the VoIP Notification Trap Adapter and used by console users for 
informational purposes.


If the --port=<port number> option is not specified in the Trap Exploder’s startup 
command, the Trap Exploder listens for traps on the port that is specified by the PORT 
parameter in the trapd.conf file (port 9000 by default), or port 162 if no PORT value is 
specified in the trapd.conf file. The Trap Exploder startup options are described in “Start 
the Trap Exploder” on page 113.


Procedure to configure the Trap Exploder to forward traps
Figure 22 on page 106 maps the steps (circled numbers) in the Trap Exploder 
configuration procedure to the configured forwarded trap paths.


Figure 22  Mapping of Trap Exploder configuration steps to configured forwarded trap paths
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To configure the Trap Exploder to forward traps:


1. Go to the BASEDIR/smarts/bin directory in the Service Assurance Manager installation 
area and enter the following command to open the trapd.conf file:


sm_edit conf/trapd/trapd.conf


2. Forward VoIP status-type traps to VoIP Availability Manager.


To forward Avaya, Cisco, or Acme VoIP status-type traps to VoIP Availability Manager, 
do the following:


a. Open the appropriate vendor file:


sm_edit conf/voip/avaya/avaya-trapd.conf
sm_edit conf/voip/cisco/cisco-trapd.conf
sm_edit conf/voip/acme/acme-trapd.conf


b. Find the following section in the file:


# Copy the following section to trapd.conf to forward traps from 
# Trap Forwarder to VoIP Availability Manager


c. Copy the forwarding statements to the trapd.conf file.


d. Uncomment (remove the leading # character from) the forwarding statements that 
you would like to use. For the uncommented forwarding statements, specify the 
<host name>:<port no> (for example, gifted.yahoo.com:9001) of the VoIP Availability 
Manager destination that is to receive the trap messages.


Note: By default, the VoIP Availability Manager built-in trap receiver is disabled. 
The procedure to enable the built-in trap receiver and to set a trap listening port is 
given in “Configure the built-in trap receiver” on page 110.


3. Forward VoIP informational traps to the VoIP Notification Trap Adapter.


To forward Avaya, Cisco, or Acme VoIP informational traps to the VoIP Notification Trap 
Adapter, or to forward VoIP Performance Manager threshold traps to the VoIP 
Notification Trap Adapter, do the following:


a. Open the appropriate vendor file:


sm_edit conf/voip/avaya/avaya-trapd.conf
sm_edit conf/voip/cisco/cisco-trapd.conf
sm_edit conf/voip/acme/acme-trapd.conf
sm_edit conf/voip/pm/pm-trapd.conf


b. Find the following section in the avaya-trapd.conf, cisco-trapd.conf, or 
acme-trapd.conf file:


# Copy the following section to trapd.conf to forward traps from
# Trap Forwarder to VoIP Notification Trap Adapter


c. Find the following line in the pm-trapd.conf file:


# FORWARD: *.*.*.* .1.3.6.1.4.1.6889.* 6 10 <host name>:<port no>
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d. Copy the forwarding statements to the trapd.conf file.


e. Uncomment the forwarding statements that you would like to use. For the 
uncommented forwarding statements, specify the <host name>:<port no> of the 
VoIP Notification Trap Adapter destination that is to receive the trap messages.


Note: By default, the VoIP Notification Trap Adapter listens for traps on port 9000. 
Insight into how to change this port number is given in “Configure the VoIP 
Notification Trap Adapter” on page 110.


4. Forward network status-type traps to IP Availability Manager.


To forward network status-type traps to IP Availability Manager, do the following:


a. Find the following lines in the trapd.conf file:


# Traps required by InCharge IP Availability Manager (AM)
#
# Generic: coldStart, warmStart, LinkUp, LinkDown
#FORWARD: * .* <0-3> * host:port


# Cisco: STACK module inserted, removed
#FORWARD: * .1.3.6.1.4.1.9.5 6 <3-4> host:port


# 3Com: CoreBuilder 9000 module inserted
#FORWARD: * .1.3.6.1.4.1.43.28.2 6 6 host:port


# AI: SLC card down, up
#FORWARD: * .1.3.6.1.4.1.539 6 10 host:port
#FORWARD: * .1.3.6.1.4.1.539 6 111 host:port
#FORWARD: * .1.3.6.1.4.1.629 6 10 host:port
#FORWARD: * .1.3.6.1.4.1.629 6 111 host:port


# 
# Cisco ISDN demandNbrLayer2Change
#
#FORWARD: * .1.3.6.1.4.1.9.9.26.2 6 3 host:port


#
# Cisco cHsrpStateChange
#
#FORWARD: * .1.3.6.1.4.1.9.9.106.2 6 1 host:port


#
# Traps required by InCharge IP Performance Manager (PM)
#
# Cisco: EnvMon Voltage, Temperature, Fan, RedundantSupply
#FORWARD: * .1.3.6.1.4.1.9.9.13.3 6 <2-5> host:port
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b. Uncomment the forwarding statements that you would like to use. For the 
uncommented forwarding statements, specify the <host name>:<port no> of the IP 
Availability Manager destination that is to receive the trap messages.


Note: By default, the IP Availability Manager listens for traps on port 9000. The 
procedure to set a trap listening port is given in “Configure the built-in trap 
receiver” on page 110.


c. Add any additional forwarding statements that you would like to use. Specify the 
<host name>:<port no> of the IP Availability Manager destination that is to receive 
the trap messages.


5. Forward non-VoIP informational traps to the Trap Receiver.


To forward non-VoIP informational traps to the Trap Receiver, do the following:


a. Add your choice of FORWARD entries to the trapd.conf file.


# Traps for Trap Receiver and Adapter Platform
<Add your matching criteria for the traps and the forwarding 
destination: the IP address and trap port of the Trap Receiver.>


b. Specify the <host name>:<port no> of the Trap Receiver destination that is to receive 
the trap message.


Note: By default, the Trap Receiver listens for traps on port 9000. Insight into how 
to change this port number is given in “Configure the Trap Receiver” on page 111.


6. Ensure that the ENABLE_FWD parameter is TRUE (default).


7. Save the file.


The modified version of the trapd.conf file is saved to the 
BASEDIR/smarts/local/conf/trapd directory in the Service Assurance Manager 
installation area.


8. Restart the Trap Exploder as described in “Start the Trap Exploder” on page 113.


Any received trap that does not match any of the FORWARD entries is discarded.
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Configure the built-in trap receiver


To configure the VoIP Availability Manager built-in trap receiver, follow the procedure in 
“Enabling trap reception” on page 52 to enable the built-in trap receiver and to set its port 
number to the destination port that is specified for VoIP Availability Manager in the Trap 
Exploder’s trapd.conf file.


To configure the IP Availability Manager built-in trap receiver:


1. Go to the BASEDIR/smarts/bin directory in the IP Manager installation area and enter 
the following command to open the trapd.conf file:


sm_edit conf/trapd/trapd.conf


2. Set the port number of the following PORT entry to the destination port that is 
specified for IP Availability Manager in the Trap Exploder’s trapd.conf file:


PORT: <port number>


A valid port number is 162 or any value in the range 2049 to 65534 inclusive. The 
default port number is 9000.


3. Save and close the file.


The modified version of the trapd.conf file is saved to the 
BASEDIR/smarts/local/conf/trapd directory in the IP Manager installation area.


4. If IP Availability Manager was running before you edited the trapd.conf file, restart IP 
Availability Manager.


Configure the VoIP Notification Trap Adapter


No configuration is required for the VoIP Notification Trap Adapter to process VoIP 
informational traps that are received from the Trap Exploder, unless you choose to 
customize the trap definitions in one or more of the following trap_mgr.conf files in the 
VoIP Availability Manager BASEDIR/smarts/conf/voip/icoi directory:


◆ avaya_trap_mgr.conf


◆ cisco_trap_mgr.conf


◆ acme_trap_mgr.conf


◆ pm_trap_mgr.conf 


◆ default_trap_mgr.conf


Each <vendor>_trap_mgr.conf file contains rules that the VoIP Notification Trap Adapter 
uses to map incoming traps into the data fields of an EMC Smarts notification. The 
Adapter Platform, in turn, creates the EMC Smarts notification object from the data fields 
and exports the notification to the Global Manager.


The default_trap_mgr.conf file contains (1) BATCH_NOTIFY_INTERVAL configurations, 
which can be used to define the Batch Notify Interval to batch the updates to notifications, 
and (2) default rules, which can be used to define trap definitions that are not defined in 
the <vendor>_trap_mgr.conf files.
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If the --port=<port number> option is not specified in the VoIP Notification Trap Adapter’s 
startup command, the adapter listens for traps on the port that is specified by the PORT 
parameter in the VoIP Availability Manager BASEDIR/smarts/conf/voip/trapd.conf file 
(port 9000 by default), or port 162 if no PORT value is specified in the trapd.conf file. The 
VoIP Notification Trap Adapter startup options are described in “Start the VoIP Notification 
Trap Adapter” on page 115.


Procedure to configure the VoIP Notification Trap Adapter
To customize trap definitions in a <vendor>_trap_mgr.conf file:


1. Go to the BASEDIR/smarts/bin directory in the VoIP Manager installation area and 
enter the following command to open the target <vendor>_trap_mgr.conf file:


sm_edit conf/voip/icoi/<vendor>_trap_mgr.conf


2. Make your changes to the trap definitions.


For each modified trap definition, you must specify how the information in the trap 
maps to objects in the Global Manager repository and how the notification should 
appear at the Global Console. The EMC Smarts Service Assurance Manager Adapter 
Platform User Guide provides detailed information about trap definitions.


3. Save the file.


The modified version of the <vendor>_trap_mgr.conf files is saved to the 
BASEDIR/smarts/local/conf/voip/icoi directory in the VoIP Manager installation area.


Configure the Trap Receiver


To configure the Trap Receiver to process non-VoIP informational traps that are received 
from the Trap Exploder, you edit the Service Assurance 
BASEDIR/smarts/conf/icoi/trap_mgr.conf file to define how the Trap Receiver processes 
traps into notifications. Each trap to be transformed into a notification requires a trap 
definition entry in the trap_mgr.conf file.


The trap_mgr.conf file contains rules that the Trap Receiver uses to map incoming traps 
into the data fields of an EMC Smarts notification. The Adapter Platform, in turn, creates 
the EMC Smarts notification object from the data fields and exports the notification to the 
Global Manager.


If the --port=<port number> option is not specified in the Trap Receiver’s startup 
command, the Trap Receiver listens for traps on the port specified by the PORT parameter 
in the Service Assurance BASEDIR/smarts/conf/icoi/trapd.conf file (port 9000 by default), 
or port 162 if no PORT value is specified in the trapd.conf file. The Trap Exploder startup 
options are described in the EMC Smarts Service Assurance Manager Adapter Platform 
User Guide and the EMC Smarts Installation Guide for SAM, IP, ESM, MPLS, VoIP, and NPM 
Managers.
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Procedure to configure the Trap Receiver
To configure the trap_mgr.conf file for the Trap Receiver:


1. Go to the BASEDIR/smarts/bin directory in the Service Assurance Manager installation 
area and enter the following command to open the trap_mgr.conf file:


sm_edit conf/icoi/trap_mgr.conf


2. Define a trap definition for each received trap.


For each new trap definition, you must specify how the information in the trap maps to 
objects in the Global Manager repository and how the notification should appear at 
the Global Console. The EMC Smarts Service Assurance Manager Adapter Platform 
User Guide provides detailed information about trap definitions.


3. Save the file.


The modified version of the trap_mgr.conf file is saved to the 
BASEDIR/smarts/local/conf/icoi directory in the Service Assurance Manager 
installation area.


Configure the Adapter Platform


To configure the Adapter Platform, you attach the Global Manager to the Adapter Platform 
and specify the underlying IP Availability Manager and VoIP Availability Manager domains. 
Doing so enables the Adapter Platform to import hostnames and IP addresses from the 
underlying domains so that it can accurately relate events in received traps to the devices 
(systems) associated with the events. The Adapter Platform creates EMC Smarts 
notification objects from the events and exports the notifications to the Global Manager.


The procedure is identical to the procedure for specifying underlying domains for the 
Global Manager. That procedure is presented in “Specifying the underlying domains” on 
page 80.


To attach the Global Manager Administration Console to your Adapter Platform:


1. In the Global Manager Administration Console, select Manager > Attach to display the 
Attach Manager dialog box.


2. In the Attach Manager dialog box, enter the Adapter Platform name and the login 
information (for example, admin and changeme) and click OK.


3. In the Global Manager Administration Console, select the Adapter Platform name from 
the Manager drop-down menu.


The EMC Smarts Service Assurance Manager Adapter Platform User Guide provides a 
complete description of the Adapter Platform.
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Starting the SNMP trap integration components
In a VoIP Availability Manager deployment, you install the EMC Smarts Broker, VoIP 
Availability Manager, IP Availability Manager, Global Manager, Global Console, Adapter 
Platform, Trap Receiver (SNMP Trap Adapter), and VoIP Notification Trap Adapter products 
as services so that the host system automatically starts them as processes running in the 
background each time that the system boots. The EMC Smarts Installation Guide for SAM, 
IP, ESM, MPLS, VoIP, and NPM Managers describes the services in detail.


Currently, you cannot install the Trap Exploder (SNMP Trap Adapter) as a service, but you 
can use the sm_service command to register this Trap Exploder as a service after the 
installation.


This section includes sm_service install commands for both the Trap Exploder and the 
VoIP Notification Trap Adapter.


Typically, in any EMC Smarts deployment, the order in which the applications are started 
is not important, except that the Broker must be started first.


Start the Trap Exploder


Use the sm_service command to manually create a service for the Trap Exploder. A typical 
service command looks like this:


/opt/InCharge/SAM/smarts/bin/sm_service install 
--force 
--unmanaged 
--startmode=runonce 
--name=ic-trap-exploder 
--description=”EMC Smarts SNMP Trap Exploder” 
/opt/InCharge/SAM/smarts/bin/sm_trapd 
--name=INCHARGE-EXPLODER 
--config=trapd 
--port=162 
--rules=default 
--seed=<seed file> 
--output=<file>


where:


◆ --name=<name>


(Second --name option in service command): Specifies the Trap Exploder name to be 
registered with the Broker for the deployment. Also -n <name>.


◆ --config=<cfg>


Specifies the configuration directory in which the trapd.conf file for the Trap Exploder 
is located. The trapd.conf file is loaded from the BASEDIR/smarts/local/conf/<cfg> 
directory, or from the BASEDIR/smarts/conf/<cfg> directory if the trapd.conf file is not 
present in the local directory. The default configuration (<cfg>) directory for the Trap 
Exploder is trapd.


Ensure that --config is set to trapd in the Trap Exploder service command.
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◆ --port=<trap listening port>


Specifies the port number to which the managed network devices send traps and on 
which the Trap Exploder listens for traps. Also -p <trap listening port>.


The default trap listening port is the PORT parameter value in the <cfg>/trapd.conf file 
(port 9000 by default), or port 162 if no PORT value is specified in the <cfg>/trapd.conf 
file.


◆ --sport=<Remote API listening port>


Specifies the port number on which the Trap Exploder listens for Remote API 
connections from other EMC Smarts programs—the Global Console, servers, and 
utilities such as dmctl. This option is meaningful only if the --name option is 
specified. Also -P <Remote API listening port>. 


The --sport option for the sm_trapd program plays the same role as the --port option 
plays for any other EMC Smarts program. The --sport option is unique to the sm_trapd 
program and defaults to 0.


--sport=0 is interpreted by the host operating system as meaning “assign this 
program a unique, unused port number.” Typically, the operating system responds by 
assigning a unique, unused port number in the range 40000–65535.


◆ --rules=default


Specifies the rule set to be used by the Trap Exploder. The default rule set is defined in 
the BASEDIR/smarts/rules/trapd/trapParse.asl file.


◆ --seed=<seed file> 


Required for processing SNMPv3 traps. The --seed option specifies the name of the 
seed file that the Trap Exploder should use to access credentials when authenticating 
and decrypting SNMPv3 traps. The seed file is loaded from the 
BASEDIR/smarts/local/conf/<cfg> directory, or from the BASEDIR/smarts/conf/<cfg> 
directory if the seed file is not present in the local directory. The default configuration 
(<cfg>) directory is trapd; there is no default seed file name.


◆ --output[=<file>]


Specifies that all logging output for the Trap Adapter should be written to a log file in 
the BASEDIR/smarts/local/logs directory. The name of the log file is 
<file>_<locale>_<encoding>.log. For --output=INCHARGE-EXPLODER, as an example, the 
name of the log file is INCHARGE-EXPLODER_en_US_UTF-8.log.


The command for starting the Trap Exploder service is:


/opt/InCharge/SAM/smarts/bin/sm_service start ic-trap-exploder
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Start the VoIP Notification Trap Adapter


A typical service command for the VoIP Notification Trap Adapter looks like this:


/opt/InCharge/VoIP/smarts/bin/sm_service install 
--force 
--startmode=runonce 
--name=ic-voip-notification-trapd-receiver 
--description=”EMC Smarts VoIP Notification Trap Adapter” 
/opt/InCharge/VoIP/smarts/bin/sm_trapd 
--name=TRAP-INCHARGE-VOIP 
--server=INCHARGE-OI 
--config=voip 
--port=9002 
--model=sm_actions 
--rules=voip/trap_mgr_parse.asl 
--output=TRAP-INCHARGE-VOIP


where:


◆ --name=<name>


(Second --name option in service command): Specifies the VoIP Notification Trap 
Adapter name to be registered with the Broker for the deployment. Also -n <name>.


◆ --server=<name>


Specifies the name of the Adapter Platform that is to receive the processed traps from 
the VoIP Notification Trap Adapter. The Adapter Platform uses the processed traps to 
create EMC Smarts notification objects.


◆ --config=<cfg>


Specifies the configuration directory in which the trapd.conf, 
icoi/avaya_trap_mgr.conf, icoi/cisco_trap_mgr.conf, icoi/acme_trap_mgr.conf, and 
icoi/pm_trap_mgr.conf configuration files for the VoIP Notification Trap Adapter are 
located. A configuration file is loaded from the BASEDIR/smarts/local/conf/<cfg> 
directory, or from the BASEDIR/smarts/conf/<cfg> directory if the configuration file is 
not present in the local directory. The default configuration (<cfg>) directory for the 
VoIP Notification Trap Adapter is voip.


Ensure that --config is set to voip in the VoIP Notification Trap Adapter service 
command.


◆ --port=<trap listening port>


Specifies the port number to which the managed network devices send traps and on 
which the VoIP Notification Trap Adapter listens for traps. Also -p <trap listening port>.


The default trap listening port is the PORT parameter value in the <cfg>/trapd.conf file 
(port 9002 by default), or port 162 if no PORT value is specified in the <cfg>/trapd.conf 
file.
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◆ --sport=<Remote API listening port>


Specifies the port number on which the VoIP Notification Trap Adapter listens for 
Remote API connections from other EMC Smarts programs—the Global Console, 
servers, and utilities such as dmctl. This option is meaningful only if the --name 
option is specified. Also -P <Remote API listening port>. 


The --sport option for the sm_trapd program plays the same role as the --port option 
plays for any other EMC Smarts program. The --sport option is unique to the sm_trapd 
program and defaults to 0.


--sport=0 is interpreted by the host operating system as meaning “assign this 
program a unique, unused port number.” Typically, the operating system responds by 
assigning a unique, unused port number in the range 40000–65535.


◆ --model=sm_actions


Specifies the name of the model library to be loaded by the VoIP Notification Trap 
Adapter.


◆ --rules=voip/trap_mgr_parse.asl


Specifies the rule set to be used by the VoIP Notification Trap Adapter. The rule set that 
is used is defined in the BASEDIR/smarts/rules/voip/trap_mgr_parse.asl file.


◆ --output=TRAP-INCHARGE-VOIP


Specifies that all logging output for the VoIP Notification Trap Adapter should be 
written to a log file named TRAP-INCHARGE-VOIP_en_US_UTF-8.log file in the 
BASEDIR/smarts/local/logs directory. If you specify a different filename, the log file is 
named <file>_en_US_UTF-8.log. 


The command for starting the VoIP Notification Trap Adapter service is:


/opt/InCharge/VoIP/smarts/bin/sm_service start 
ic-voip-notification-trapd-receiver

116 EMC Smarts VoIP Availability Manager Configuration Guide







CHAPTER 7
Using the Polling and Thresholds Console


This chapter introduces the Polling and Thresholds Console, defines groups and settings, 
and provides instructions on using the Polling and Thresholds Console to work with 
groups and settings. It consists of the following sections:


◆ Opening the Polling and Thresholds Console.........................................................  118
◆ Understanding groups and settings.......................................................................  120
◆ Working with groups and settings .........................................................................  121
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Opening the Polling and Thresholds Console
The Polling and Thresholds Console is used to display groups and modify their properties. 
In the example display in Figure 23 on page 118, the Polling and Thresholds Console is 
attached to a VoIP Availability Manager named VoIP-AM.


Figure 23  Polling and Thresholds Console


Instructions for opening the Polling and Thresholds Console are presented in Chapter 3, 
“Opening the Global Console.”


Group tree Group configuration window
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Layout of the Polling and Thresholds Console


What tabs appear on a Polling and Thresholds Console depends on the type of Domain 
Manager to which the console is attached. When attached to IP Availability Manager or IP 
Performance Manager, for example, the Polling and Thresholds Console contains four 
tabs:


◆ Polling


Enables administrators to control the polling of the managed objects for monitoring 
purposes.


◆ Thresholds


Enables administrators to set thresholds for the polled data.


◆ Device Access


Enables administrators to specify credentials (such as login credentials) for access 
configurations and execution parameters.


◆ Tagging


Enables administrators to create IP tagging filters.


Note: When attached to other Domain Managers, the Polling and Thresholds Console 
contains the Polling, Thresholds, and Device Access tabs; or just the Polling and 
Thresholds tabs; or just the Polling tab. The Tagging tab is unique to IP Availability 
Manager and IP Performance Manager.


The Polling and Thresholds Console is divided into two panels.


◆ The left panel displays the icon for the Domain Manager in the upper-left corner and 
provides one, two, three, or four tabs, depending on the Domain Manager to which 
the Polling and Thresholds Console is attached. Selecting a tab shows what groups, 
settings, and members are available on the tab.


◆ The right panel remains blank until a group, setting, or member is selected in the left 
panel. When an item is selected in the left panel, the right panel displays additional 
information regarding that item.
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Polling and Thresholds Console toolbar buttons


The toolbar of the Polling and Thresholds Console provides quick access to the commands 
that are described in Table 7 on page 120.


Understanding groups and settings
A group contains one or more settings, and a setting contains one or more parameters. 
Managed objects (systems discovered in the managed environment) become members of 
a group in accordance to the matching criteria defined for the group.


Figure 24 on page 120 illustrates the relationships between managed objects, groups, 
and settings.


Figure 24  Relating managed objects to groups and settings


Table 7  Polling and Thresholds Console toolbar buttons


Button Description


Attach to a Manager


Detach from a Manager


Reconfigure: reapply polling/threshold values, 
update instrumentation, recompute codebook, and 
so on


Delete the selected item


A setting consists of
one or more parameters


(attributes)


ConfiguredByICIM_ManagedElement


SettingsAppliedTo


ICIM_Configuration


ICIM_Setting


ComposedOf


When a managed object matches
the matching criteria defined for a group,


it becomes a member of that group


A group consists of
one or more settings


The setting parameters for a group
of which the managed object is a member


are applied to the managed object
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◆ The EMC Smarts core class for group, in the sense of “groups and settings,” is 
ICIM_Configuration. This class is the parent of all group classes that are used by VoIP 
Availability Manager or any other EMC Smarts Domain Manager.


◆ The EMC Smarts core class for setting is ICIM_Setting. This class is the parent of all 
setting classes that are used by VoIP Availability Manager or any other EMC Smarts 
Domain Manager.


◆ The EMC Smarts core class for managed object is ICIM_ManagedElement. This class is 
the parent of all managed object classes that are used by VoIP Availability Manager or 
any other EMC Smarts Domain Manager.


Working with groups and settings
You can use the Polling and Thresholds Console to perform any of the following tasks:


◆ “Assign managed objects to groups”


◆ “Modify the properties of a group”


◆ “Add or remove settings”


◆ “Modify the parameters of a setting”


◆ “Modify the priority of groups”


◆ “Edit matching criteria”


◆ “Create new groups”


Assign managed objects to groups


When VoIP Availability Manager performs discovery, it automatically assigns each 
managed object to one or more groups based on the:


◆ Matching criteria for a group.


◆ Priority of a group, which determines membership when an object meets the matching 
criteria for more than one group within a particular group category.


A managed object may be a member of one and only one group within a particular group 
category.


Modify the properties of a group


A group’s matching criteria and priority determine which managed objects become 
members of the group.


When a group is selected in the left panel of the Polling and Thresholds Console, four tabs 
appear in the right panel of the console:


◆ Settings


◆ Priorities


◆ Matching Criteria


◆ Description
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Modifying the properties in the Settings, Priorities, or Matching Criteria tab changes the 
configuration of the group.


When you finish editing the properties of a group, perform these steps:


1. Click the Apply button to save the changes.


2. Click the Reconfigure toolbar button, or select Group > Reconfigure, to make the 
configuration changes take effect.


Add or remove settings


A group’s settings determine what parameters are applied to the managed objects that 
are members of the group.


The Settings tab is divided into two sections:


◆ Current Settings


Lists the settings that are applied to the group.


◆ Available Settings


Lists additional available settings.


To add or remove a setting:


1. In the Settings tab, select a setting in the Available Settings list or in the Current 
Settings list.


2. Click Add to move an available setting to the Current Settings list, or click Remove to 
move a current setting to the Available Settings list.


3. Click the Apply button to save your changes.


4. Click the Reconfigure toolbar button to make your changes take effect.


Modify the parameters of a setting


The parameters of a setting are changed in one of two ways:


◆ By choosing a value from a drop-down menu.


◆ By entering a value in a Value field or adjusting a slider bar that represents a range of 
values.
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Changing the parameters of a setting
To change the parameters of a setting:


1. In the left panel of the Polling and Thresholds Console, select the setting to display 
the parameters of the setting in the right panel of the console.


2. Change the value of a parameter by using one of the following methods:


For a drop-down menu, click the menu and select a value.


For a slider bar presentation, do one of the following:


• Type a value into the Value field and press Enter.


• Select the slider bar and drag its handle with the mouse to change the value or 
select the slider bar and use the arrow keys to move its handle to change the value.


3. Click the Apply button to save your changes.


4. Click the Reconfigure toolbar button to make your changes take effect.


Restoring the default values of a setting
To restore the default values of a setting:


1. In the left panel of the Polling and Thresholds Console, select the setting to display 
the parameters of the setting in the right panel of the console.


2. Click Restore Defaults.


3. Click the Reconfigure toolbar button to make your changes take effect.


Modify the priority of groups


In any group category, you can arrange the groups in a high-to-low priority. A candidate 
member object is compared against the highest priority group first and becomes a 
member of the first group for which there is a criteria match.


The Priorities tab shows groups in the order of their priority, from highest to lowest.


To change the priority of a group:


1. In the Priorities tab, select the group for which you want to change the priority.


2. Click the up or down arrow to change its position relative to the other groups.


3. Click the Apply button to save your changes.


4. Click the Reconfigure toolbar button to make your changes take effect.
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Edit matching criteria


A group’s matching criteria, which appear at the top of the Matching Criteria tab, are 
defined by using the attributes of the target class that is associated with the group. Each 
matching criterion has three fields: Name, Description, and Value.


◆ Name identifies the name of the target class attribute.


◆ Description is the description of the target class attribute.


◆ Value is the value of the target class attribute, which can be any combination of text, 
integers, and wildcards. The Value field for a matching criterion is not case-sensitive.


As an example of a matching criterion for target class UnitaryComputerSystem:


◆ If you specify “Router” for the Type attribute, only routers become members of the 
group.


◆ If you specify “R1*” for the Name attribute, only routers with names that begin with 
the string R1 become members of the group.


Appendix B, “Wildcard Patterns,” discusses wildcard syntax.


When a managed object matches a group’s target class and matches all of the attributes 
that are defined for the target class, the managed object becomes a member of the group.


Adding or removing matching criteria
To add or remove matching criteria:


1. In the Disabled Criteria area of the Matching Criteria tab, select a matching criterion.


2. Click Enable to make the criterion active, moving it to the top of the Matching Criteria 
tab.


Use Disable to deactivate the criterion, moving it to the Disabled Criteria area of the 
Matching Criteria tab.


3. If you are adding a matching criterion, type a matching pattern in the Value field.


4. Click the Apply button to save your changes.


5. Click the Reconfigure toolbar button to make your changes take effect.


Changing the value of a matching criterion
To change the value of a matching criterion:


1. In the Matching Criteria tab, select the string in the Value field or double-click the 
Value field to highlight the current value.


2. Type the new value.


3. Click the Apply button to save your changes.


4. Click the Reconfigure toolbar button to make your changes take effect.
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VoIP Availability Manager compares a managed object against the matching criteria of the 
group with the highest priority. If an object matches all the criteria, VoIP Availability 
Manager adds the object as a member of the group. Otherwise, VoIP Availability Manager 
compares the object against the matching criteria of the group with the second highest 
priority, and so on.


Create new groups


You can create additional groups within any group category.


Creating a new group enables you to customize the settings for a group of managed 
objects. You can use two methods to create a new group:


◆ Copy an existing group. The new group contains the same settings and thresholds as 
the original group. Matching criteria are not copied.


◆ Create an empty group. The new group does not contain any settings or members. You 
must add settings and matching criteria, and set the priority of the new group.


After you create a new group, use the procedures described in this chapter to add settings 
and matching criteria and to set the priority of the new group.


Copying an existing group
To copy an existing group:


1. In the left panel of the Polling and Thresholds Console, right-click the group that you 
want to copy.


2. Select Copy from the pop-up menu to display the Copy Group dialog box.


3. In the dialog box, type a name and an optional description for the new group and 
click OK.


The new group contains the same settings and thresholds as the group you copied.


4. Edit the settings, matching criteria, and priority of the new group. Change the value of 
any parameters as necessary.


5. Click the Reconfigure toolbar button to make your changes take effect.


Creating an empty group
To create an empty group:


1. In the left panel of the Polling and Thresholds Console, right-click the group for which 
you want to create a new group.


2. Select New Group from the pop-up menu to display the New Group dialog box.


3. In the dialog box, type a name and an optional description for the new group and 
click OK.


4. Add settings and matching criteria, and set the priority of the new group. Change the 
values of any thresholds or parameters as necessary.


5. Click the Reconfigure toolbar button to make your changes take effect.
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CHAPTER 8
Configuring Polling Groups


This chapter describes how to configure polling groups for VoIP Availability Manager. It 
consists of the following sections:


◆ Viewing the Polling tab..........................................................................................  128
◆ Understanding SNMP and SOAP polling ................................................................  129
◆ Understanding polling groups and settings ...........................................................  130
◆ Default polling groups and settings.......................................................................  131
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Viewing the Polling tab
Figure 25 on page 128 shows the Polling tab of a Polling and Thresholds Console that is 
connected to a VoIP Availability Manager named VoIP-AM. The right panel of the console 
identifies “IP Phone Monitoring - SOAP” as the default setting for the default polling group 
named “CCM IP Phones.”


Figure 25  Polling tab for VoIP Availability Manager


Polling group tree Polling configuration window
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Understanding SNMP and SOAP polling
VoIP Availability Manager uses SNMP polling, SOAP polling, SNMP traps, IP Availability 
Manager status updates, and (optional) VoIP Performance Manager performance traps to 
monitor the VoIP network. The monitoring is controlled by polling-related objects that are 
created on VoIP Availability Manager through the Polling and Thresholds Console.


SNMP polling


VoIP Availability Manager discovers VoIP services by sending SNMP requests to the 
devices in the VoIP network. Then, it monitors the health of the discovered VoIP services 
by periodically sending SNMP polls to the devices to gather status information.


If SNMP discovery of Avaya phones is enabled (default), VoIP Availability Manager also 
discovers Avaya IP phone by sending SNMP requests to the Avaya servers in the VoIP 
network. Then, it monitors the health of the discovered IP phones by periodically sending 
SNMP polls to the Avaya servers to gather status information.


SOAP polling


VoIP Availability Manager discovers Cisco IP phone by sending SOAP requests to the Cisco 
CallManagers in the VoIP network. Then, it monitors the health of the discovered IP 
phones by periodically sending SOAP polls to the Cisco CallManagers to gather status 
information.


Correlation analysis


The polled status results, in addition to the received SNMP traps, IP Availability Manager 
status updates, and (optional) VoIP Performance Manager performance traps, serve as 
input to the correlation analysis function of VoIP Availability Manager. The correlation 
analysis function detects the failed or diminished objects that interrupt VoIP network 
service connectivity or affect performance, and diagnoses the impacts that are caused by 
the failed or diminished objects.


Some polled results are also compared to threshold values that define acceptable and 
unacceptable levels of availability or performance.


Appendix C, “Polling for Analysis,” describes SNMP and SOAP polling for correlation 
analysis. The EMC Smarts VoIP Availability Manager User Guide describes the events that 
are diagnosed by VoIP Availability Manager for VoIP objects.
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Understanding polling groups and settings
Using the Polling and Thresholds Console, you can customize SNMP and SOAP polling by 
modifying default polling groups or by creating new polling groups. The polling groups 
periodically poll the managed devices to collect availability data for IP phones, VoIP 
applications, VoIP card services, VoIP clusters, VoIP network services, VoIP processes, and 
VoIP redundancy groups.


VoIP Availability Manager uses settings to assign polling and threshold parameters to 
groups of managed objects. From a polling and threshold perspective, a setting is a 
collection of parameters that are common to a particular type of analysis (for example, 
VoIP network services polling).


Modifying polling groups


Procedures for modifying existing groups and creating new ones are given in “Working 
with groups and settings” on page 121.


When you finish editing the properties of a group, you:


1. Click the Apply button to save the configuration changes to an existing group object or 
to a newly created group object in the repository of VoIP Availability Manager.


2. Click the Reconfigure toolbar button ( ) to make the configuration changes take 
effect.


When the reconfiguration completes, VoIP Availability Manager starts the polling that is 
configured for the group object.
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Default polling groups and settings
VoIP Availability Manager provides the eight polling group categories that are shown in 
Table 8 on page 131. Each category has one or more default polling groups. 


Table 8  VoIP Availability Manager polling group categories and default polling groups (page 1 of 2)


Polling group category Polling group Comment


IP Phone Groups Business IP Phone Groups Internal use only


Avaya IP Phones Supported


CCM IP Phones Supported


CCMv4 IP Phones No longer supported


CCME IP Phones Supported


Nortel IP Phones No longer supported


IP Phones Unmanaged Phones Supported


VoIP Application Groups Cisco Voice Mail Services Supported


Cisco Voice Mail Applications Supported


Cisco CTI Services Supported


Cisco Applications Supported


Nortel Voice Mail Applications No longer supported


VoIP Card Services: Avaya Card Based Services Supported


VoIP Clusters Cisco Cluster Supported


Cisco Cluster Publishers Supported


VoIP Network Service Groups Avaya Media Services Supported


Avaya Media Gateways Supported


Acme SBC Services Supported


Cisco Media Services Supported


Cisco Gateway Services Supported


Cisco H323 Services Supported


Cisco Call Managers Supported


Cisco Express Call Managers Supported


Voip Dial Peers Supported


Nortel Media Services No longer supported


Nortel Gateway Services No longer supported


Nortel Signaling Services No longer supported


Nortel Call Managers No longer supported
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Which polling categories, groups, and settings appear in a Polling and Threshold Console 
depends on which enablement packs are installed in VoIP Availability Manager, and 
whether the VoIP Performance Manager Integration Pack is installed. Which enablement 
packs are installed depends on what vendor devices are present in the managed 
environment.


Default polling groups


Four points to note about the tables that follow:


◆ “SNMP” in a setting implies that SNMP polling is used to obtain the status input.


◆ “SOAP” in a setting implies that SOAP polling is used to obtain the status input.


◆ “External” in a setting implies that an external source is used to obtain the status 
input. Two examples of external sources are IP Availability Manager and VoIP 
Performance Manager.


◆ Only a discovered object that matches the target type (or one of its subclasses) and 
the matching-criteria attributes for a particular polling group becomes a member of 
that group. For example, for the “CCM IP Phones” group, only a discovered object of 
type “IPPhoneGroup” with attributes Name = ~BUS-GRP*, Type = CCM, and Vendor = 
CISCO becomes a member of the group.


You can specify additional matching criteria for a polling group to limit its 
membership, as explained in “Edit matching criteria” on page 124.


VoIP Process Groups Critical Processes Supported


Key Processes Supported


Non-Critical Processes Supported


VoIP Elements Supported


VoIP Redundancy Groups Avaya CallManager Redundancy Groups Supported


Avaya Card Service Redundancy Groups Supported


Cisco CallManager Redundancy Groups Supported


Nortel CallManager Redundancy Groups No longer supported


Nortel Signaling Redundancy Groups No longer supported


Table 8  VoIP Availability Manager polling group categories and default polling groups (page 2 of 2)


Polling group category Polling group Comment
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IP Phone Groups
Polling groups for IP phone groups are used by VoIP Availability Manager to monitor the 
availability of discovered Avaya or Cisco IP phones in Avaya or Cisco automatic phone 
groups. VoIP Availability Manager monitors the instances by polling the devices to which 
the IP phones are registered.


Table 9 on page 133 lists the default IP phone polling groups, their matching criteria, and 
their settings. 


IP Phones
The polling group for IP phones is used by customers to unmanaged a set of discovered IP 
phone instances.


Customers specify matching criteria for the group. For each IP phone that becomes a 
member of the group, VoIP Availability Manager (1) deletes the instrumentation objects 
that are associated with phone’s IPPhone object and (2) sets the object’s IsManaged 
attribute to FALSE.


Table 10 on page 133 lists the default IP phones polling group, its matching criteria, and 
its settings. 


Table 9  Default IP Phone Groups


Polling group Matching criteria Settings


Business IP Phone Groups 1 IPPhoneGroup with attributes:
• Name = BUS-GRP-*


IP Phone Monitoring - SNMP


Avaya IP Phones IPPhoneGroup attributes:
• Name = ~BUS-GRP*
• Vendor = AVAYA


Avaya IP Phone Monitoring - SNMP 


CCM IP Phones IPPhoneGroup attributes:
• Name = ~BUS-GRP*
• Type = CCM
• Vendor = CISCO


IP Phone Monitoring - SOAP


CCME IP Phones IPPhoneGroup attributes:
• Name = ~BUS-GRP*
• Type = CCME
• Vendor = CISCO


IP Phone Monitoring - SNMP


1 Internal use only. Do not change.


Table 10  Default IP Phones group


Polling group Matching criteria Settings


Unmanaged Phones IPPhone with attributes:
• <user specified>


Grouping of Phones to be 
UnManaged 

Default polling groups and settings 133







Configuring Polling Groups

VoIP Application Groups
Polling groups for VoIP application groups are used by VoIP Availability Manager to 
monitor the availability of VoIP application instances that are discovered on Avaya or Cisco 
devices. VoIP Availability Manager monitors the instances by probing the SNMP tables on 
the devices that are hosting the VoIP applications or by processing traps.


Table 11 on page 134 lists the default VoIP application polling groups, their matching 
criteria, and their settings. 


VoIP Card Services
Polling groups for VoIP card services are used by VoIP Availability Manager to monitor the 
availability of the following discovered card service instances for Avaya servers or media 
gateways:


◆ Control LAN (C-LAN)


A circuit card that provides an H.323 gatekeeper service. This service is modeled as an 
H323GateKeeper by VoIP Availability Manager.


◆ Digital Signal 1 (DS1)


A circuit card that provides a DS1 service. This service is modeled as a DS1Service by 
VoIP Availability Manager.


◆ Media Processor (MedPro)


A circuit card that provides a media processor service. This service is modeled as a 
MediaProcessor by VoIP Availability Manager.


Table 11  Default VoIP Application Groups


Polling group Matching criteria Settings


Cisco Voice Mail Services VoipApplication attributes:
• CreationClassName = 


VoiceMailService
• Vendor = CISCO


Voice Mail Service Polling - SNMP


Cisco Voice Mail Applications VoipApplication attributes:
• CreationClassName = 


VoiceMailApplication
• Vendor = CISCO


VoIP Polling - SNMP


Cisco CTI Services VoipApplication attributes:
• CreationClassName = CTIService
• Vendor = CISCO


CTI Service Polling - SNMP


Cisco Applications VoipApplication attributes:
• CreationClassName = 


VoipApplication
• Vendor = CISCO


VoIP Polling - SNMP
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◆ IP Server Interface (IPSI)


A circuit card that provides an IPSI service. This service is modeled as an IPConnector 
by VoIP Availability Manager.


◆ Voice Announcement on LAN (VAL)


A circuit card that provides a VAL service. This service is modeled as a 
VoiceAnnounceService by VoIP Availability Manager.


VoIP Availability Manager monitors the card service instances by processing traps that are 
received from the card-service circuit cards, themselves, or from the hosting Avaya servers 
or media gateways. VoIP Availability Manager also receives card-service performance traps 
from VoIP Performance Manager.


Table 12 on page 135 lists the default VoIP card service polling groups, their matching 
criteria, and their settings. 


“External” in “VoIP Performance Polling - External” implies that status input is obtained 
from VoIP Performance Manager.


VoIP Clusters
Polling groups for VoIP clusters are used by VoIP Availability Manager to monitor the 
availability of VoIP cluster instances that are discovered on Cisco devices. VoIP Availability 
Manager uses received VoIP Performance Manager performance traps to monitor the 
instances.


Table 13 on page 135 lists the default VoIP cluster polling groups, their matching criteria, 
and their settings. 


Table 12  Default VoIP Card Services groups


Polling group Matching criteria Settings


Avaya Card Based Services VoipCardService attributes:
• Type = 


CLAN|MEDPRO|IPSI|VAL|DS1
• Vendor = AVAYA


• VoIP Performance Polling - 
External


• VoIP Polling - External


Table 13  Default VoIP Clusters groups


Polling group Matching criteria Settings


Cisco Cluster VoipCluster attributes:
• CreationClassName = 


CallManager
• Vendor = CISCO


VoIP Performance Polling - External


Cisco Cluster Publishers VoipCluster attributes:
• DisplayName = *PUBLISHER*
• Vendor = CISCO


VoIP Performance Polling - External
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VoIP Network Service Groups
Polling groups for VoIP network service groups are used by VoIP Availability Manager to 
monitor the availability of VoIP network service instances that are discovered on Avaya, 
Cisco, or Acme devices. VoIP Availability Manager monitors the instances by probing the 
SNMP tables on the devices that are hosting the VoIP network services or by processing 
traps.


Table 14 on page 136 lists the default VoIP network service polling groups, their matching 
criteria, and their settings. 


Table 14  Default VoIP Network Service Groups


Polling group Matching criteria Settings


Avaya Media Services VoipNetworkService attributes:
• Type = MAIN|LSP|ESS|ICC
• Vendor = AVAYA


• Converged CallManager Polling - 
SNMP


• VoIP Performance Polling - 
External


Avaya Media Gateways VoipNetworkService attributes:
• Type = MEDIAGATEWAY
• Vendor = AVAYA


• Avaya Media Gateway Polling - 
SNMP


• VoIP Performance Polling - 
External


Acme SBC Services VoipNetworkService attributes:
• Type = SBC
• Vendor = ACME


• Converged CallManager Polling - 
SNMP


Cisco Media Services VoipNetworkService attributes:
• CreationClassName = 


MediaService
• Vendor = CISCO


• Media Service Polling - SNMP
• VoIP Performance Polling - 


External


Cisco Gateway Services VoipNetworkService attributes:
• CreationClassName = 


GatewayService
• Vendor = CISCO


• Gateway Service Polling - SNMP
• VoIP Performance Polling - 


External


Cisco H323 Services VoipNetworkService attributes:
• CreationClassName = 


H323Service
• Vendor = CISCO


• H323 Service Polling - SNMP
• VoIP Performance Polling - 


External


Cisco Call Managers VoipNetworkService attributes:
• CreationClassName = 


CallManager
• Vendor = CISCO


• VoIP Performance Polling - 
External


• VoIP Polling - SNMP


Cisco Express Call Managers VoipNetworkService attributes:
• CreationClassName = 


CallProcessor
• Vendor = CISCO


VoIP Polling - SNMP


Voip Dial Peers VoipNetworkService attributes:
• CreationClassName = DialPeer 
• Vendor = CISCO


VoIP Polling - SNMP
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VoIP Process Groups
Polling groups for VoIP process groups are used by VoIP Availability Manager to monitor 
the availability of VoIP process instances discovered on Avaya, Cisco, or Acme devices. 
VoIP Availability Manager monitors the instances by probing the SNMP Resource MIB 
tables on the devices that are hosting the VoIP processes or by processing traps.


Table 15 on page 137 lists the default VoIP process polling groups, their matching criteria, 
and their settings. 


Table 15  Default VoIP Process Groups


Polling group Matching criteria Settings


Critical Processes VoipProcess attributes:
• CreationClassName = 


VoipProcess
• IsCritical = TRUE
• IsKeyToApplication = FALSE


VoIP Polling - SNMP


Key Processes VoipProcess attributes:
• CreationClassName = 


VoipProcess
• IsKeyToApplication = TRUE


VoIP Polling - SNMP


Non-Critical Processes VoipProcess attributes:
• CreationClassName = 


VoipProcess
• IsCritical = FALSE
• IsKeyToApplication = FALSE


VoIP Polling - SNMP


Voip Elements VoipProcess attributes:
• CreationClassName = 


VoipElement


VoIP Polling - SNMP
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VoIP Redundancy Groups
Polling groups for VoIP redundancy groups are used by VoIP Availability Manager to 
monitor the availability of redundancy group instances that are discovered on Avaya or 
Cisco devices. VoIP Availability Manager monitors the instances by probing the SNMP 
tables on the devices that are hosting the redundancy groups.


Table 16 on page 138 lists the default VoIP redundancy polling groups, their matching 
criteria, and their settings. 


Table 16  Default VoIP Redundancy Groups


Polling group Matching criteria Settings


Avaya CallManager Redundancy 
Groups


VoipServiceRedundancyGroup 
attributes:
• CreationClassName = 


ConvergedCallManager-
RedundancyGroup


• Vendor = AVAYA


Redundancy Group - Analysis


Avaya Card Service Redundancy 
Groups


VoipServiceRedundancyGroup 
attributes:
• CreationClassName = 


CardServiceRedundancyGroup
• Vendor = AVAYA


Redundancy Group - Analysis


Cisco CallManager Redundancy 
Groups 


VoipServiceRedundancyGroup 
attributes:
• CreationClassName = 


CallManagerRedundancyGroup
• Vendor = CISCO 


Redundancy Group - Analysis
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Default polling settings


VoIP Availability Manager provides the following default polling settings (listed in 
alphabetical order):


◆ Avaya IP Phone Monitoring - SNMP (default setting for Avaya IP Phones group)


◆ Avaya Media Gateway Polling - SNMP (default setting for Avaya Media Gateways 
group)


◆ Converged CallManager Polling - SNMP (default setting for Avaya and Acme SBC 
network service groups)


◆ CTI Service Polling - SNMP (default setting for Cisco CTI Services group)


◆ Gateway Service Polling - SNMP (default setting for Cisco Gateway Services group)


◆ Grouping of Phones to be UnManaged (default setting for Unmanaged Phones group)


◆ H323 Service Polling - SNMP (default setting for Cisco H323 Services group


◆ IP Phone Monitoring - External


◆ IP Phone Monitoring - SNMP (default setting for CCME IP Phones group)


◆ IP Phone Monitoring - SOAP (default setting for CCM IP Phones group)


◆ Media Service Polling - SNMP (default setting for Cisco Media Services group)


◆ Voice Mail Service Polling - SNMP (default setting for Cisco Voice Mail Services group)


◆ VoIP Performance Polling - External (default setting for Avaya Card Based Services 
group, VoIP cluster groups, and many VoIP network service groups)


◆ VoIP Polling - External (default setting for Avaya Card Based Services group)


◆ VoIP Polling - SNMP (default setting for most polling groups)


◆ Redundancy Group - Analysis (default setting for VoIP redundancy groups)


One or more default polling settings may be active at the same time.
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Avaya IP Phone Monitoring - SNMP setting
The Avaya IP Phone Monitoring - SNMP setting configures the monitoring of discovered 
Avaya IP phones. The monitoring is accomplished by sending periodic SNMP requests to 
the managed Avaya servers.


Table 17 on page 140 lists the parameters for the Avaya IP Phone Monitoring - SNMP 
polling setting. 


Table 17  Parameters for the Avaya IP Phone Monitoring - SNMP setting


Parameter Default value Description


AnalysisMode ENABLED,
DISABLED
Default: ENABLED


Enables or disables the monitoring of 
Avaya IP phones.


PhoneLogOff true,
false
Default: false


Enables or disables the suppression of 
Unregistered events when Avaya phones 
disconnect, unregister or log off.
If true: When an Avaya phone 
disconnects, unregisters, or logs off, its 
status is changed to LOGOFF and the 
Unregistered event is suppressed.
If false: When an Avaya phone 
disconnects, unregisters, or logs off, its 
status is changed to OutOfService and an 
Unregistered event is generated.


PollingInterval 30 to 3600 seconds
Default: 240 seconds


Time between successive availability 
polls.


Retries 0 to 10 retries
Default: 2


Number of retry connectivity polls to 
perform when the initial poll fails.


Timeout 10 to 10000 milliseconds
Default: 10000 milliseconds


Amount of time to wait for the poll 
response before the first poll request 
times out. The timeout value doubles for 
each successive retry.
For Timeout=700 msec (0.7 sec) and 
Retries=3:
• 0.7 seconds for first retry
• 1.4 seconds for second retry
• 2.8 seconds for third retry
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Avaya Media Gateway Polling - SNMP setting
The Avaya Media Gateway Polling - SNMP setting configures the monitoring of discovered 
media gateways. The monitoring is accomplished by sending periodic SNMP requests to 
the managed Avaya media gateways.


Table 18 on page 141 lists the parameters for the Avaya Media Gateway Polling - SNMP 
polling setting. 


Table 18  Parameters for the Avaya Media Gateway Polling - SNMP setting


Parameter Default value Description


AnalysisMode ENABLED,
DISABLED
Default: ENABLED


Enables or disables the monitoring of 
Avaya media gateways.


PollingInterval 30 to 3600 seconds
Default: 240 seconds


Time between successive availability 
polls.


Retries 0 to 10 retries
Default: 3


Number of retry connectivity polls to 
perform when the initial poll fails.


Timeout 10 to 10000 milliseconds
Default: 700 milliseconds


Amount of time to wait for the poll 
response before the first poll request 
times out. The timeout value doubles for 
each successive retry.
For Timeout=700 msec (0.7 sec) and 
Retries=3:
• 0.7 seconds for first retry
• 1.4 seconds for second retry
• 2.8 seconds for third retry
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Converged CallManager Polling - SNMP setting
The Converged CallManager Polling - SNMP setting configures the monitoring of 
discovered converged call managers (Avaya PBXs). The monitoring is accomplished by 
sending periodic SNMP requests to the managed Avaya servers and Acme SBCs.


Table 19 on page 142 lists the parameters for the Converged CallManager Polling - SNMP 
polling setting. 


Table 19  Parameters for the Converged CallManager Polling - SNMP setting


Parameter Default value Description


AnalysisMode ENABLED,
DISABLED
Default: ENABLED


Enables or disables the monitoring of 
converged call managers.


PollingInterval 30 to 3600 seconds
Default: 240 seconds


Time between successive availability 
polls.


Retries 0 to 10 retries
Default: 1


Number of retry connectivity polls to 
perform when the initial poll fails.


Timeout 10 to 10000 milliseconds
Default: 10000 milliseconds


Amount of time to wait for the poll 
response before the first poll request 
times out. The timeout value doubles for 
each successive retry.
For Timeout=700 msec (0.7 sec) and 
Retries=3:
• 0.7 seconds for first retry
• 1.4 seconds for second retry
• 2.8 seconds for third retry
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CTI Service Polling - SNMP setting
The CTI Service Polling - SNMP setting configures the monitoring of discovered CTI 
services. The monitoring is accomplished by sending periodic SNMP requests to the 
managed Cisco devices that are running the CTI services.


Table 20 on page 143 lists the parameters for the CTI Service Polling - SNMP polling 
setting. 


Table 20  Parameters for the CTI Service Polling - SNMP setting


Parameter Default value Description


AnalysisMode ENABLED,
DISABLED
Default: ENABLED


Enables or disables the monitoring of CTI 
services.


PollingInterval 30 to 3600 seconds
Default: 240 seconds


Time between successive availability 
polls.


Retries 0 to 10 retries
Default: 3


Number of retry connectivity polls to 
perform when the initial poll fails.


Timeout 10 to 10000 milliseconds
Default: 700 milliseconds


Amount of time to wait for the poll 
response before the first poll request 
times out. The timeout value doubles for 
each successive retry.
For Timeout=700 msec (0.7 sec) and 
Retries=3:
• 0.7 seconds for first retry
• 1.4 seconds for second retry
• 2.8 seconds for third retry
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Gateway Service Polling - SNMP setting
The Gateway Service Polling - SNMP setting configures the monitoring of discovered 
gateway services. The monitoring is accomplished by sending periodic SNMP requests to 
the managed Cisco devices that are running the gateway services.


Table 21 on page 144 lists the parameters for the Gateway Service Polling - SNMP polling 
setting. 


Grouping of Phones to be UnManaged
The Grouping of Phones to be UnManaged setting enables or disables the unmanagement 
of a set of IP phones. This setting is applicable to the Unmanaged Phones polling group, 
which is described in “IP Phones” on page 133.


Table 22 on page 144 lists the parameters for the Grouping of Phones to be UnManaged 
setting. 


Table 21  Parameters for the Gateway Service Polling - SNMP setting


Parameter Default value Description


AnalysisMode ENABLED,
DISABLED
Default: ENABLED


Enables or disables the monitoring of 
gateway services.


PollingInterval 30 to 3600 seconds
Default: 240 seconds


Time between successive availability 
polls.


Retries 0 to 10 retries
Default: 3


Number of retry connectivity polls to 
perform when the initial poll fails.


Timeout 10 to 10000 milliseconds
Default: 700 milliseconds


Amount of time to wait for the poll 
response before the first poll request 
times out. The timeout value doubles for 
each successive retry.
For Timeout=700 msec (0.7 sec) and 
Retries=3:
• 0.7 seconds for first retry
• 1.4 seconds for second retry
• 2.8 seconds for third retry


Table 22  Parameters for the Grouping of Phones to be UnManaged setting


Parameter Default value Description


AnalysisMode ENABLED,
DISABLED
Default: DISABLED


Enables or disables the unmanagement of 
a set of IP phones.
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H323 Service Polling - SNMP setting
The H323 Service Polling - SNMP setting configures the monitoring of discovered H.323 
services. The monitoring is accomplished by sending periodic SNMP requests to the 
managed Cisco devices that are running the H.323 services.


Table 23 on page 145 lists the parameters for the H323 Service Polling - SNMP polling 
setting. 


IP Phone Monitoring - External setting
The IP Phone Monitoring - External setting provides a means of testing the IP phone 
instrumentation and analysis functionality of VoIP Availability Manager. It also provides a 
means for VoIP Availability Manager to access IP phone status updates from an external 
source.


Table 24 on page 145 lists the parameters for the IP Phone Monitoring - External polling 
setting. 


Table 23  Parameters for the H323 Service Polling - SNMP setting


Parameter Default value Description


AnalysisMode ENABLED,
DISABLED
Default: ENABLED


Enables or disables the monitoring of 
H.323 services.


PollingInterval 30 to 3600 seconds
Default: 240 seconds


Time between successive availability 
polls.


Retries 0 to 10 retries
Default: 3


Number of retry connectivity polls to 
perform when the initial poll fails.


Timeout 10 to 10000 milliseconds
Default: 700 milliseconds


Amount of time to wait for the poll 
response before the first poll request 
times out. The timeout value doubles for 
each successive retry.
For Timeout=700 msec (0.7 sec) and 
Retries=3:
• 0.7 seconds for first retry
• 1.4 seconds for second retry
• 2.8 seconds for third retry


Table 24  Parameters for the IP Phone Monitoring - External setting


Parameter Default value Description


AnalysisMode ENABLED,
DISABLED
Default:ENABLED


Enables or disables the analysis of IP 
phone data that is collected from an 
external source.
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IP Phone Monitoring - SNMP setting
The IP Phone Monitoring - SNMP setting configures the monitoring of discovered IP 
phones that are registered to Cisco CallManager Express (CME or CCME) devices. The 
monitoring is accomplished by sending periodic SNMP requests to the managed CCMEs.


Table 25 on page 146 lists the parameters for the IP Phone Monitoring - SNMP polling 
setting. 


IP Phone Monitoring - SOAP setting
The IP Phone Monitoring - SOAP setting configures the monitoring of IP phones that are 
registered to Cisco CallManagers (Version 5 and above). The monitoring is accomplished 
by sending periodic SOAP requests to the managed CallManagers.


Table 26 on page 146 lists the parameters for the IP Phone Monitoring - SOAP polling 
setting. 


Table 25  Parameters for the IP Phone Monitoring - SNMP setting


Parameter Default value Description


AnalysisMode ENABLED,
DISABLED
Default: ENABLED


Enables or disables the monitoring of 
Cisco IP phones that are registered to 
CCMEs.


PollingInterval 30 to 3600 seconds
Default: 240 seconds


Time between successive availability 
polls.


Retries 0 to 10 retries
Default: 3


Number of retry connectivity polls to 
perform when the initial poll fails.


Timeout 10 to 10000 milliseconds
Default: 700 milliseconds


Amount of time to wait for the poll 
response before the first poll request 
times out. The timeout value doubles for 
each successive retry.
For Timeout=700 msec (0.7 sec) and 
Retries=3:
• 0.7 seconds for first retry
• 1.4 seconds for second retry
• 2.8 seconds for third retry


Table 26  Parameters for the IP Phone Monitoring - SOAP setting


Parameter Default value Description


AnalysisMode ENABLED,
DISABLED
Default: ENABLED


Enables or disables the monitoring of IP 
phone that are registered to 
CallManagers.


PollingInterval 30 to 3600 seconds
Default: 240 seconds


Time between successive availability 
polls.


Timeout 1 to 236 seconds
Default: 60 seconds


Amount of time to wait for the poll 
response before the poll request times 
out.
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Media Service Polling - SNMP setting
The Media Service Polling - SNMP setting configures the monitoring of discovered media 
services. The monitoring is accomplished by sending periodic SNMP requests to the 
managed Cisco devices that are running the media services.


Table 27 on page 147 lists the parameters for the Media Service Polling - SNMP polling 
setting. 


Table 27  Parameters for the Media Service Polling - SNMP setting


Parameter Default value Description


AnalysisMode ENABLED,
DISABLED
Default: ENABLED


Enables or disables the monitoring of 
media services.


PollingInterval 30 to 3600 seconds
Default: 240 seconds


Time between successive availability 
polls.


Retries 0 to 10 retries
Default: 3


Number of retry connectivity polls to 
perform when the initial poll fails.


Timeout 10 to 10000 milliseconds
Default: 700 milliseconds


Amount of time to wait for the poll 
response before the first poll request 
times out. The timeout value doubles for 
each successive retry.
For Timeout=700 msec (0.7 sec) and 
Retries=3:
• 0.7 seconds for first retry
• 1.4 seconds for second retry
• 2.8 seconds for third retry
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Voice Mail Service Polling - SNMP setting
The Voice Mail Service Polling - SNMP setting configures the monitoring of discovered 
voice mail services. The monitoring is accomplished by sending periodic SNMP requests 
to the managed Cisco devices that are running the Cisco Voicemail applications.


Table 28 on page 148 lists the parameters for the Voice Mail Service Polling - SNMP polling 
setting. 


VoIP Performance Polling - External setting
The VoIP Performance Polling - External setting provides a means for VoIP Availability 
Manager to access status updates in the form of traps from VoIP Performance Manager.


Table 29 on page 148 lists the parameters for the VoIP Performance Polling - External 
polling setting. 


Table 28  Parameters for the Voice Mail Service Polling - SNMP setting


Parameter Default value Description


AnalysisMode ENABLED,
DISABLED
Default: ENABLED


For Cisco Voicemail applications only, 
enables or disables the monitoring of 
voice mailboxes.


PollingInterval 30 to 3600 seconds
Default: 240 seconds


Time between successive availability 
polls.


Retries 0 to 10 retries
Default: 3


Number of retry connectivity polls to 
perform when the initial poll fails.


Timeout 10 to 10000 milliseconds
Default: 700 milliseconds


Amount of time to wait for the poll 
response before the first poll request 
times out. The timeout value doubles for 
each successive retry.
For Timeout=700 msec (0.7 sec) and 
Retries=3:
• 0.7 seconds for first retry
• 1.4 seconds for second retry
• 2.8 seconds for third retry


Table 29  Parameters for the VoIP Performance Polling - External setting


Parameter Default value Description


AnalysisMode ENABLED,
DISABLED
Default: ENABLED


Enables or disables the analysis of data 
that is received from an external source; 
in this case, traps from VoIP Performance 
Manager.
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VoIP Polling - External setting
The VoIP Polling - External setting provides a means for VoIP Availability Manager to 
access status updates in the form of traps from Avaya cards, or from the hosting Avaya 
servers or media gateways.


Table 30 on page 149 lists the parameters for the VoIP Polling - External polling setting. 


VoIP Polling - SNMP setting
The VoIP Polling - SNMP setting configures the monitoring of discovered VoIP applications, 
network services, and processes. The monitoring is accomplished by sending periodic 
SNMP requests to the managed devices.


Table 31 on page 149 lists the parameters for the VoIP Polling - SNMP polling setting. 


Table 30  Parameters for the VoIP Polling - External setting


Parameter Default value Description


AnalysisMode ENABLED,
DISABLED
Default: ENABLED


Enables or disables the analysis of data 
that is received from an external source; 
in this case, traps from Avaya cards or the 
hosting Avaya servers or media gateways.


Table 31  Parameters for the VoIP Polling - SNMP setting


Parameter Default value Description


AnalysisMode ENABLED,
DISABLED
Default: ENABLED


Enables or disables the monitoring of 
VoIP applications, network services, and 
processes.


PollingInterval 30 to 3600 seconds
Default: 240 seconds


Time between successive availability 
polls.


Retries 0 to 10 retries
Default: 3


Number of retry connectivity polls to 
perform when the initial poll fails.


Timeout 10 to 10000 milliseconds
Default: 700 milliseconds


Amount of time to wait for the poll 
response before the first poll request 
times out. The timeout value doubles for 
each successive retry.
For Timeout=700 msec (0.7 sec) and 
Retries=3:
• 0.7 seconds for first retry
• 1.4 seconds for second retry
• 2.8 seconds for third retry
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Redundancy Group - Analysis setting
The Redundancy Group - Analysis setting controls whether VoIP Availability Manager 
performs availability analysis of VoIP redundancy groups.


Table 32 on page 150 lists the parameters for the Redundancy Group - Analysis polling 
setting. 


Table 32  Parameters for the Redundancy Group - Analysis setting


Parameter Values Description


AnalysisMode ENABLED,
DISABLED
Default: ENABLED


Enables or disables the analysis of VoIP 
redundancy groups.
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CHAPTER 9
Configuring Polled Data Thresholds


This chapter describes how to configure threshold groups for VoIP Availability Manager. It 
consists of the following sections:


◆ Viewing the Thresholds tab ...................................................................................  152
◆ Understanding threshold groups and settings .......................................................  153
◆ Default threshold groups and settings...................................................................  154
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Viewing the Thresholds tab
Figure 26 on page 152 shows the Thresholds tab of a Polling and Thresholds Console that 
is connected to a VoIP Availability Manager instance named VoIP-AM. The right panel of 
the console identifies “IPPhone Call Quality” and IPPhone Registration” as the default 
settings for the default threshold group named “Cisco IP Phone Groups”


Figure 26  Thresholds tab for VoIP Availability Manager


Thresholds group tree Thresholds group configuration window
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Understanding threshold groups and settings
VoIP Availability Manager monitors the network by sending SNMP and SOAP polls; by 
processing SNMP traps; and by processing status updates from IP Availability Manager 
and VoIP Performance Manager.


The polling results, trap processing results, and performance data from VoIP Performance 
Manager are compared to threshold values that define acceptable and unacceptable 
levels of availability or performance. The polling and trap processing results and the VoIP 
Performance Manager performance data, in conjunction with the status updates from IP 
Availability Manager, are used to diagnose the failed or diminished objects that interrupt 
network service connectivity or affect performance.


VoIP Availability Manager uses settings to assign polling and threshold parameters to 
groups of managed objects. From a polling and threshold perspective, a setting is a 
collection of parameters that are common to a particular type of analysis (for example, 
network services polling).


Using the Polling and Thresholds Console, you can customize thresholds for VoIP 
Availability Manager by modifying default threshold groups or by creating new threshold 
groups.


Modifying threshold groups


Procedures for modifying existing threshold groups and creating new ones are given in 
“Working with groups and settings” on page 121.


When you finish editing the properties of a group, you:


1. Click Apply to save the configuration changes to an existing group object or to a newly 
created group object in the repository of VoIP Availability Manager.


2. Click the Reconfigure toolbar button ( ) to make the configuration changes take 
effect.


When the reconfiguration completes, VoIP Availability Manager applies the thresholds 
configured for the group object.
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Default threshold groups and settings
VoIP Availability Manager provides the 12 threshold group categories that are shown in 
Table 33 on page 154. Each category has one or more default threshold groups. 


Which threshold categories, groups, and settings appear in a Polling and Threshold 
Console depends on which enablement packs are installed in VoIP Availability Manager, 
and whether the VoIP Performance Manager Integration Pack is installed. Which 
enablement packs are installed depends on what vendor devices are present in the 
managed environment.


Table 33  VoIP Availability Manager threshold group categories and default threshold groups


Threshold group category Threshold group Comment


Call Manager Thresholds Avaya Communications Managers Supported


Nortel Call Managers No longer supported


Cisco Call Managers Supported


Call Processor Thresholds Cisco Call Processors Supported


CallManager Redundancy 
Group Thresholds


Avaya CallManager Redundancy Groups Supported


Cisco CallManager Redundancy Groups Supported


Nortel CallManager Redundancy Groups No longer supported


DS1 Service Thresholds DS1 Services Supported


Gateway Service Thresholds Gateway Services Supported


H323 Gate Keeper Thresholds H323 Gate Keepers Supported


H323 Service Thresholds H323 Services Supported


IP Phone Thresholds Business IP Phone Groups Supported


Avaya IP Phone Groups Supported


Cisco IP Phone Groups Supported


Nortel IP Phone Groups No longer supported


Signaling Redundancy Group 
Thresholds


Nortel Signaling Redundancy Groups No longer supported


Signaling Service Threads Nortel Signaling Services No longer supported


VoiceMail Application 
Thresholds


Cisco VoiceMail Applications Supported


VoIP Clusters Thresholds Cisco Clusters Supported


Cisco Clusters - Publishers Supported


Avaya Clusters Supported


Nortel Clusters No longer supported
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Default threshold groups


In the tables that follow, only a discovered object that matches the target type (or one of 
its subclasses) and the matching-criteria attributes for a particular threshold group 
becomes a member of that group. For example, for the “Cisco IP Phone Groups” group, 
only a discovered object of type “IPPhoneGroup” with attributes Name = ~BUS-GRP* and 
Vendor = CISCO becomes a member of the group.


You can specify additional matching criteria for a threshold group to limit its membership, 
as explained in “Edit matching criteria” on page 124.


Call Manager Thresholds
Threshold groups for call managers are used to configure threshold parameters for call 
manager monitoring.


For Avaya call managers, membership is restricted to the following disaster-prevention 
types of call managers:


◆ Local Survivable Processor (LSP)


A call manager application, running on a remote H.248 Media Gateway, that preserves 
client device connections during a primary call manager server failover.


◆ Enterprise Survivable Server (ESS) 


A call manager application, running on an Avaya server, that provides survivability to 
local or remote media gateways and port networks during a primary call manager 
server failover.


Table 34 on page 155 lists the default call manager threshold groups, their matching 
criteria, and their settings. 


Table 34  Default Call Manager Thresholds groups


Threshold group Matching criteria Settings


Avaya Communication Managers VoipNetworkService attributes:
• CreationClassName = 


ConvergedCallManager
• Type = LSP|ESS
• Vendor = AVAYA


• Converged Call Manager 
Performance Thresholds


• VoIP Avaya Backup Monitoring 
Options


Cisco Call Managers VoipNetworkService attributes:
• CreationClassName = 


CallManager
• Vendor = CISCO


• Call Manager Performance 
Thresholds


• Conferencing Resource 
Performance Thresholds


• Media Resource Performance 
Thresholds
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Call Processor Thresholds
Threshold groups for call processors are used to configure threshold parameters for call 
processor monitoring.


Membership is restricted to the following types of call processors:


◆ Cisco CallManager Express (CME or CCME)


Now known as Cisco Unified Communications Manager Express, CCME is a lightweight 
version of the Cisco CallManager, now known as Cisco Unified Communications 
Manager.


◆ Survivable Remote Site Telephony (SRST)


A call processor application that provides service when the Cisco CallManager is not 
available.


Table 35 on page 156 lists the default call processor threshold groups, their matching 
criteria, and their settings. 


CallManager Redundancy Group Thresholds
Threshold groups for call manager redundancy groups are used to configure threshold 
parameters for redundancy group monitoring.


Table 36 on page 156 lists the default call manager redundancy group threshold groups, 
their matching criteria, and their settings. 


Table 35  Default Call Processor Thresholds groups 


Threshold group Matching criteria Settings


Cisco Call Processors CallProcessor attributes:
• Type = CCME|SRST
• Vendor = CISCO


VoIP Cisco CallProcessor 
Monitoring Options


Table 36  Default Call Manager Redundancy Group Thresholds groups


Threshold group Matching criteria Settings


Avaya CallManager Redundancy 
Groups


VoipCallManagerRedundancyGroup 
attribute:
• Vendor = AVAYA


Redundancy Group Monitoring 
Parameters


Cisco CallManager Redundancy 
Groups


VoipCallManagerRedundancyGroup 
attributes:
• Vendor = CISCO


Redundancy Group Monitoring 
Parameters
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DS1 Service Thresholds
Threshold groups for DS1 services are used to configure threshold parameters for DS1 
service monitoring.


Table 37 on page 157 lists the default DS1 service threshold groups, their matching 
criteria, and their settings. 


Gateway Service Thresholds
Threshold groups for gateway services are used to configure threshold parameters for 
gateway service monitoring.


Table 38 on page 157 lists the default gateway service threshold groups, their matching 
criteria, and their settings. 


H323 Gate Keeper Thresholds
Threshold groups for H.323 gate keepers are used to configure threshold parameters for 
H.323 gate keeper monitoring.


Table 39 on page 157 lists the default H.323 gate keeper threshold groups, their matching 
criteria, and their settings. 


Table 37  Default DS1 Service Thresholds groups


Threshold group Matching criteria Settings


DS1 Services DS1Service attributes:
• CreationClassName = 


DS1Service
• Vendor = AVAYA


DS1 Service Performance 
Thresholds


Table 38  Default Gateway Service Thresholds groups


Threshold group Matching criteria Settings


Gateway Services GatewayService attributes:
• CreationClassName = 


GatewayService
• Vendor = CISCO


Gateway Service Performance 
Thresholds


Table 39  Default H.323 Gate Keeper Thresholds groups


Threshold group Matching criteria Settings


H323 Gate Keepers H323GateKeeper attributes:
• CreationClassName = 


H323GateKeeper
• Vendor = AVAYA


H323 Gate Keeper Performance 
Thresholds
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H323 Service Thresholds
Threshold groups for H.323 services are used to configure threshold parameters for H.323 
service monitoring.


Table 40 on page 158 lists the default H.323 service threshold groups, their matching 
criteria, and their settings. 


IP Phone Thresholds
Threshold groups for IP phones are used to configure threshold parameters for IP phone 
monitoring.


Table 41 on page 158 lists the default IP phone threshold groups, their matching criteria, 
and their settings. 


VoiceMail Application Thresholds
Threshold groups for voicemail applications are used to configure threshold parameters 
for Cisco Voicemail application monitoring.


Table 42 on page 158 lists the default Voicemail application threshold groups, their 
matching criteria, and their settings. 


Table 40  Default H.323 Service Thresholds groups


Threshold group Matching criteria Settings


H323 Services H323Service attributes:
• CreationClassName = 


H323Service
• Vendor = CISCO


H323 Service Performance 
Thresholds


Table 41  Default IP Phone Thresholds groups


Threshold group Matching criteria Settings


Business IP Phone Groups IPPhoneGroup attributes:
• Name = BUS-GRP-*


• IPPhone Call Quality
• IPPhone Registration


Avaya IP Phone Groups IPPhoneGroup attributes:
• Name = ~BUS-GRP*
• Vendor = AVAYA


• IPPhone Call Quality
• IPPhone Registration


Cisco IP Phone Groups IPPhoneGroup attributes:
• Name = ~BUS-GRP*
• Vendor = CISCO


• IPPhone Call Quality
• IPPhone Registration


Table 42  Default VoiceMail Application Thresholds group


Threshold group Matching criteria Settings


Cisco VoiceMail Applications VoiceMailApplication attributes:
• Type = Unity
• Vendor = CISCO


Voice Mail Monitoring Parameters
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VoIP Clusters Thresholds
Threshold groups for VoIP clusters are used to configure threshold parameters for VoIP 
cluster monitoring.


Table 43 on page 159 lists the default VoIP cluster threshold groups, their matching 
criteria, and their settings. 


Table 43  Default VoIP Clusters Thresholds group


Threshold group Matching criteria Settings


VoIP Clusters VoipNetworkService attributes:
• CreationClassName = 


CallManager
• Vendor = CISCO


VoIP Cluster Performance 
Thresholds


VoIP Clusters - Publishers VoipNetworkService attributes:
• DisplayName = *PUBLISHER*
• Vendor = CISCO


VoIP Cluster Performance 
Thresholds


Avaya Clusters VoipNetworkService attributes:
• CreationClassName = 


ConvergedCallManager
• Vendor = AVAYA


Avaya VoIP Cluster Performance 
Thresholds
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Default threshold settings


VoIP Availability Manager provides the following default threshold settings (listed in 
alphabetical order):


◆ Avaya VoIP Cluster Performance Thresholds (default setting for Avaya Clusters group)


◆ Call Manager Performance Thresholds (default setting for Cisco Call Managers group)


◆ Conferencing Resource Performance Thresholds (default setting for Cisco Call 
Managers group)


◆ Converged Call Manager Performance threshold setting (default setting for Avaya 
Communication Managers group)


◆ DS1 Service Performance Thresholds setting (default setting for DS1 Services group)


◆ Gateway Service Performance Thresholds setting (default setting for Gateway Services 
group)


◆ H323 Gate Keeper Performance Thresholds setting (default setting for the H.323 
Gateway Keepers group)


◆ H323 Service Performance Thresholds setting (default setting for the H.323 Services 
group.)


◆ IPPhone Call Quality threshold setting (default setting for the Avaya, Cisco, and 
business IP phone groups)


◆ IPPhone Registration threshold setting (default setting for the Avaya, Cisco, and 
business IP phone groups)


◆ Media Resource Performance Thresholds setting (default setting for the Cisco Call 
Managers group)


◆ Redundancy Group Monitoring Parameters threshold setting (default setting for the 
Avaya and Cisco call manager redundancy groups)


◆ Voice Mail Monitoring Parameters thresholds setting (default setting for the Cisco 
VoiceMail Applications group)


◆ VoIP Avaya Backup Monitoring Options (default setting for Avaya Communication 
Managers group)


◆ VoIP Cisco CallProcessor Monitoring Options threshold setting (default setting for the 
Cisco Call Processors groups)


◆ VoIP Cluster Performance Thresholds setting (default setting for Cisco Clusters group 
and Cisco Clusters - Publishers group)
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Avaya VoIP Cluster Performance Thresholds
This threshold setting configures the performance monitoring of Avaya VoIP clusters. 
Table 44 on page 161 lists the parameters for the Avaya VoIP Cluster Performance 
Thresholds setting. 


Call Manager Performance Thresholds
This threshold setting configures the performance monitoring of Cisco CallManagers. 
Table 45 on page 161 lists the parameters for the Call Manager Performance Thresholds 
setting. 


Table 44  Parameters for the Avaya VoIP Cluster Performance Thresholds setting


Parameter Default value Description


Enable_Routers_and_Trunks
_Monitoring


true or false
Default: true


Determines whether the status of RoutePatterns 
and TrunkGroups are monitored. If true (default), 
the status of RoutePatterns and TrunkGroups are 
monitored.
• When all of the RoutePatterns become 


unavailable, the RoutePatternsUnavailable 
Exception event is generated


• When all of the TrunkGroups become 
unavailable, the TrunkGroupsUnavailable 
Exception event is generated.


Table 45  Parameters for the Call Manager Performance Thresholds setting


Parameter Default value Description


Calls_In_Progress_Threshold 50 The number of calls in progress.
When the call load percent exceeds the 
Call_Load_Threshold_Percent, and calls in 
progress exceeds the Calls_In_Progress_
Threshold, the Load Exception event is 
generated.


Call_Load_Threshold_Percent 80 The call load percentage.


Registered_Hardware_Phones_
Threshold


3 The difference between the number of 
provisioned hardware phones and the number of 
registered hardware phones in CallManager.
When the difference between the number of 
provisioned hardware phones and the number of 
registered hardware phones in CallManager 
exceeds this threshold, the Load Exception event 
is generated.
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Conferencing Resource Performance Thresholds
This threshold setting configures the performance monitoring of Cisco CallManagers. 
Table 46 on page 162 lists the parameters for the Conferencing Resource Performance 
Thresholds setting. 


Table 46  Parameters for the Conferencing Resource Performance Thresholds setting


Parameter Default value Description


Hardware_Conference_Load_
Threshold_Percent


80 The ratio of the active media resource to the total 
resource of type Hardware Conference.
When the ratio of the active media resource to 
the total resource of type Hardware Conference 
exceeds this threshold value, the Load Exception 
event is generated.


Hardware_Conference_Resource_
Exception_Window


1 The number of polling cycles to retain the 
threshold crossing indicator.
If the threshold crossing indicator is activated 
during the specified window period, the 
Resource Exception event is generated.


Software_Conference_Load_
Threshold_Percent


80 The ratio of the active media resource to the total 
resource of type Software Conference.
When the ratio of the active media resource to 
the total resource of type Software Conference 
exceeds this threshold value, the Load Exception 
event is generated.


Software_Conference_Resource_
Exception_Window


1 The number of polling cycles to retain the 
threshold crossing indicator.
If the threshold crossing indicator is activated 
during the specified window period, the 
Resource Exception event is generated.


Video_Conference_Load_Threshold_
Percent


80 The ratio of the active media resource to the total 
resource of type Video Conference.
When the ratio of the active media resource to 
the total resource of type Video Conference 
exceeds this threshold value, the Load Exception 
event is generated.


Video_Conference_Resource_
Exception_Window


1 The number of polling cycles to retain the 
threshold crossing indicator. 
If the threshold crossing indicator is activated 
during the specified window period, the 
Resource Exception event is generated.
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Converged Call Manager Performance threshold setting
This threshold setting configures the performance monitoring of an Avaya call manager’s 
CPU processor occupancy usage. Table 47 on page 163 lists the parameters for the 
Converged Call Manager Performance threshold setting. 


DS1 Service Performance Thresholds
This threshold setting configures the performance monitoring of Avaya DS1 services. 
Table 48 on page 163 lists the parameters for the DS1 Service Performance Thresholds 
setting. 


Gateway Service Performance Thresholds
This threshold setting configures the performance monitoring of Cisco gateway services. 
Table 49 on page 163 lists the parameters for the Gateway Service Performance 
Thresholds setting. 


Table 47  Parameters for the Converged Call Manager Performance threshold setting


Parameter Default value Description


Processor_Occupancy_Threshold 80 Threshold that is used to determine whether an 
Avaya call manager is consuming excessive CPU 
resources. 
When this threshold is exceeded, the Load 
Exception event is generated.


Table 48  Parameters for the DS1 Service Performance Thresholds setting


Parameter Default value Description


Trunk_Usage_Threshold_Percent 80 The active trunks percentage.
When the percentage of active trunks exceeds 
this threshold, the Load Exception event is 
generated.


Table 49  Parameters for the Gateway Service Performance Thresholds setting


Parameter Default value Description


Channel_Utilization_Threshold_
Percent


80 The channel utilization percentage.
When the channel utilization exceeds this 
threshold, the Resource Exception event is 
generated.


Port_Utilization_Threshold_Percent 80 The port utilization percentage.
When the port utilization exceeds this threshold, 
the Resource Exception event is generated


Resource_Exception_Window 1 The number of polling cycles to retain the 
threshold crossing indicator.
If the threshold crossing indicator is activated 
during the specified window period, the 
Resource Exception event is generated.
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H323 Gate Keeper Performance Thresholds
This threshold setting configures the performance monitoring of Avaya H.323 gate keeper 
services. Table 50 on page 164 lists the parameters for the H323 Gate Keeper 
Performance Thresholds setting. 


H323 Service Performance Thresholds
This threshold setting configures the performance monitoring of Cisco H.323 services. 
Table 51 on page 164 lists the parameters for the H323 Service Performance Thresholds 
setting. 


Table 50  Parameters for the H323 Gate Keeper Performance Thresholds setting


Parameter Default value Description


Phone_Registration_Changes_
Threshold


-1 The changes in PhoneRegistration for this 
service.
When the changes in PhoneRegistration exceeds 
this threshold and phones are registered to this 
service, the Registration Exception event is 
generated.


Table 51  Parameters for the H323 Service Performance Thresholds setting


Parameter Default value Description


Calls_In_Progress_Threshold 50 The number of calls in progress for this 
CallManager.
When the call load exceeds the 
Call_Load_Threshold_Percent, and the calls In 
progress for this H.323 service exceeds the 
Calls_In_Progress_Threshold, the Call Load 
Exception event is generated.


Call_Load_Threshold_Percent 80 The call load percentage for this CallManager.
When the call load exceeds this threshold and 
the calls in progress for this H.323 service 
exceeds the Calls_In_Progress_Threshold, the 
Call Load Exception event is generated.
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IPPhone Call Quality threshold
This threshold setting configures the monitoring of IP phones. Table 52 on page 165 lists 
the parameters for the IPPhone Call Quality threshold setting. 


IPPhone Registration threshold
This threshold setting configures the monitoring of IP phones. Table 53 on page 165 lists 
the parameters for the IPPhone Registration threshold setting. 


Table 52  Parameters for the IPPhone Call Quality threshold setting


Parameter Default value Description


CallQualityDegraded_Expiration 0 Minimum number of minutes that the 
CallQualityDegraded event is active.
Setting this value will ensure that this event will 
not be flapping when call quality is continually 
being set to poor or unacceptable and then to 
good.


CallQualityThreshold 0 The percentage of the IP phones with poor or 
unacceptable call quality status that belong to 
this IP phone group.
When the percentage of IP phones with poor or 
unacceptable call quality status exceeds this 
threshold, a notification is generated.
A value of 0 disables the feature.


Table 53  Parameters for the IPPhone Registration threshold setting


Parameter Default value Description


UnregisteredThreshold 0 The percentage of IP phones with UNREGISTERED 
status that belong to this IP phone group.
When the percentage of IP phones with 
UNREGISTERED status exceeds this threshold, a 
notification is generated. An UNREGISTERED 
status means that the IP phone is unavailable to 
make and receive phone calls.
A value of 0 disables the feature.
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Media Resource Performance Thresholds
This threshold setting configures the performance monitoring of Cisco media resources. 
Table 54 on page 166 lists the parameters for the Media Resource Performance 
Thresholds setting. 


Table 54  Parameters for the Media Resource Performance Thresholds setting


Parameter Default value Description


Annunciator_Load_Threshold_
Percent


80 The ratio of the active media resource to the total 
resource of type Annunciator.
When the ratio of the active media resource to 
the total resource of type Annunciator exceeds 
this threshold value, the Load Exception event is 
generated.


Annunciator_Resource_Exception_
Window


1 The number of polling cycles to retain the 
threshold crossing indicator.
If the threshold crossing indicator is activated 
during the specified window period, the 
Resource Exception event is generated.


Media_Termination_Point_Load_
Threshold_Percent


80 The ratio of the active media resource to the total 
resource of type Media Termination Point.
When the ratio of the active media resource to 
the total resource of type Media Termination 
Point exceeds this threshold value, the Load 
Exception event is generated.


Media_Termination_Point_Resource_
Exception_Window


1 The number of polling cycles to retain the 
threshold crossing indicator.
If the threshold crossing indicator is activated 
during the specified window period, the 
Resource Exception event is generated.


Music_On_Hold_Load_Threshold_
Percent


80 The ratio of the active media resource to the total 
resource of type Music On Hold.
When the ratio of the active media resource to 
the total resource of type Music On Hold exceeds 
this threshold value, the Load Exception event is 
generated.


Music_On_Hold_Resource_
Exception_Window


1 The number of polling cycles to retain the 
threshold crossing indicator.
If the threshold crossing indicator is activated 
during the specified window period, the 
Resource Exception event is generated.


Transcoder_Load_Threshold_Percent 80 The ratio of the active media resource to the total 
resource of type Transcoder.
When the ratio of the active media resource to 
the total resource of type Transcoder exceeds this 
threshold value, the Load Exception event is 
generated.


Transcoder_Load_Resource_
Exception_Window (new)


1 The number of polling cycles to retain the 
threshold crossing indicator.
If the threshold crossing indicator is activated 
during the specified window period, the 
Resource Exception event is generated.

166 EMC Smarts VoIP Availability Manager Configuration Guide







Configuring Polled Data Thresholds

Redundancy Group Monitoring Parameters threshold setting
This threshold setting configures the AtRisk threshold value of Avaya or Cisco call manager 
redundancy groups. The AtRisk threshold value may be set by using a numeric or percent 
assignment. Table 55 on page 167 lists the parameters for the Redundancy Group 
Monitoring Parameters threshold setting. 


VoIP Availability Manager uses the specified AtRisk threshold value to determine the state 
of a call manager redundancy group. Possible states are AllComponentsDown, AtRisk, 
ReducedRedundancy, and Normal.


Table 55  Parameters for the Redundancy Group Monitoring Parameters setting


Parameter Default value Description


AtRiskNumericalThreshold 1 The number of responsive or operational member 
objects in a redundancy group.


AtRiskPercentThreshold 50 The percentage of responsive or operational 
member objects in a redundancy group. 
Calculated as:
Number of responsive or operational member 
objects
divided by
Total number of member objects 
multiplied by 100


IsPercentUsed true,
false
Default: true


Determines whether AtRiskNumericalThreshold 
or AtRiskPercentThreshold is used as the AtRisk 
threshold in redundancy group analysis.
• True indicates that the percent assignment is 


used.
• False indicates that the number assignment is 


used.
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Voice Mail Monitoring Parameters threshold
This threshold setting configures the monitoring of Cisco Voicemail applications. Table 56 
on page 168 lists the parameters for the Voice Mail Monitoring Parameters thresholds 
setting. 


VoIP Avaya Backup Monitoring Options threshold setting
This threshold setting configures the monitoring of an Avaya call manager’s standby state. 
Table 57 on page 168 lists the parameters for the VoIP Avaya Backup Monitoring Options 
threshold setting. 


Table 56  Parameters for the Voice Mail Monitoring Parameters threshold setting


Parameter Default value Description


Active_Inbound_Ports_Threshold 80 The active inbound ports usage percentage. A 
value of zero disables this notification.
When this threshold is exceeded, a high port 
utilization notification is generated.


Active_Outbound_Ports_Threshold 80 The active outbound ports usage percentage. A 
value of zero disables this notification.
When this threshold is exceeded, a high port 
utilization notification is generated.


Active_Ports_Threshold 80 The active ports usage percentage. A value of 
zero disables this notification.
When this threshold is exceeded, a high port 
utilization notification is generated.


Upper_Utilitization_Threshold 80 The voice mailbox usage percentage. A value of 
zero disables this notification.
When this threshold is exceeded, a high mailbox 
utilization notification is generated.


Table 57  Parameters for the VoIP Avaya Backup Monitoring Options setting


Parameter Default value Description


StandBy_Reset_Mode true,
false
Default: false


Applicable to failover and the active Avaya call 
manager that is now in Standby mode.
Controls whether VoIP Availability Manager 
transitions the Standby state of the call manager 
from TRUE to FALSE when the time that is 
specified in the Standby_Reset_Time_AtSec 
parameter expires.
• True enables the automatic transitioning.
• False disables the automatic transitioning.
This parameter is used to clear the Call Manager 
Down notification (that results from Standby = 
TRUE) when no trap is received to clear the 
notification.


Standby_Reset_Time_AtSec 240 seconds 
(4 minutes)


The call manager’s Standby = TRUE time, in 
seconds, after which VoIP Availability Manager 
transitions the Standby state to FALSE.
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VoIP Cisco CallProcessor Monitoring Options threshold setting
This threshold setting configures the monitoring of Cisco call processors. Table 58 on 
page 169 lists the parameters for the VoIP Cisco CallProcessor Monitoring Options 
threshold setting. 


VoIP Cluster Performance Thresholds
This threshold setting configures the performance monitoring of Cisco VoIP clusters. 
Table 59 on page 169 lists the parameters for the VoIP Cluster Performance Thresholds 
setting. 


Table 58  Parameters for the Cisco CallProcessor Monitoring Options threshold setting


Parameter Default value Description


Monitor_Traps true,
false
Default: true


Enables the monitoring of SNMP traps from Cisco 
CallManager Express and Cisco SRST.
If TRUE, SNMP traps from Cisco CallManager 
Express and Cisco SRST are monitored.


Up_Time 60
(1 hour)


Amount of time (in minutes) before a warning 
event is generated after a Cisco SRST is activated.


Table 59  Parameters for the VoIP Cluster Performance Thresholds setting


Parameter Default value Description


Poor_MOS_Call_Percent 0 The percentage of calls whose mean opinion 
score (MOS) was less than acceptable during the 
last sampling interval.
When this threshold is exceeded, the MOS 
Exception event is generated.
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CHAPTER 10
Configuring Security Groups


This chapter describes how to configure security groups for VoIP Availability Manager. It 
consists of the following sections:


◆ Viewing the Device Access tab...............................................................................  172
◆ Understanding security groups and settings..........................................................  173
◆ Modifying and creating security groups .................................................................  174
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Viewing the Device Access tab
Figure 27 on page 172 shows the Device Access tab of a Polling and Thresholds Console 
connected to a VoIP Availability Manager instance named VoIP-AM. In this example, the 
right panel of the console identifies “VoIP Web Interface Access” as the default setting for 
the default security group named “VoIP PM Servers.”


Figure 27  Device Access tab for VoIP Availability Manager


Security group tree Security group configuration window
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Understanding security groups and settings
Through the Device Access tab, you create sets of login credentials that are needed to 
access devices or applications in the managed network environment. The security groups 
and settings provide a means to create different sets of login credentials.


Currently, the Device Access tab for a Polling and Thresholds Console that is attached to 
VoIP Availability Manager provides four default security groups. Table 60 on page 173 
through Table 62 on page 173 list the default security groups, their target classes, their 
settings, and their target devices or applications. 


Table 60  Default CLI Access Configurations security groups


Security group Matching criteria Setting Target devices


Avaya Servers UnitaryComputerSystem with 
attributes:
• SystemObjectID = 


.1.3.6.1.4.1.6889.1.8.1.*


Avaya Communication 
Manager Access


Avaya servers


Nortel Servers No longer supported


Table 61  Default SOAP Access Configurations security groups


Security group Matching criteria Setting Target applications


Cisco Call Managers 
Version 5 and above


CallManager with attributes:
• Vendor = CISCO
• Version = 5*|6*|7*|8*|9*


SOAP Access Cisco CallManagers


Table 62  Default VoIP PM Access Configuration security groups


Security group Matching criteria Setting Target applications


VoIP PM Servers VoipPerformanceManager with 
attributes:
• Type= ~Agent


VoIP PM Web Interface 
Access


Web server on VoIP 
Performance Manager’s 
host
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Modifying and creating security groups
If you installed the Avaya Enablement Pack for your VoIP Availability Manager deployment 
and you want to enable CLI discovery of Avaya IP phones, you must specify CLI login 
credentials for the Avaya servers. Instructions for configuring the “Avaya Servers” security 
group are given in the EMC Smarts VoIP Enablement Pack for Avaya User Guide.


If you installed the Cisco Enablement Pack for your VoIP Availability Manager deployment, 
you must specify SOAP login credentials for the Cisco CallManagers. Instructions for 
configuring the “Cisco Call Managers Version 5 and above” security group are given in the 
EMC Smarts VoIP Enablement Pack for Cisco User Guide.


If you installed the VoIP Performance Manager Integration Pack for your VoIP Availability 
Manager deployment and you want to use the VoIP client tools to access VoIP Performance 
Manager drill-down displays, you must specify Web interface login credentials for the VoIP 
Performance Manager. Instructions for configuring the “VoIP PM Servers” security group 
are given in the EMC Smarts VoIP Manager Overview and Integration Guide.
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APPENDIX A
Enabling SNMP and SOAP access


This appendix provides instructions for enabling SNMP access and SOAP access on the 
devices in the managed environment. It consists of the following sections:


◆ Overview...............................................................................................................  176
◆ Enabling SNMP access ..........................................................................................  176
◆ Enabling SOAP access...........................................................................................  177
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Enabling SNMP and SOAP access

Overview
All devices in the managed environment must be SNMP accessible in order for IP 
Availability Manager and VoIP Availability Manager to discover them. In addition, all Cisco 
CallManager servers in the managed environment must be SOAP accessible in order for 
VoIP Availability Manager to gather IP phone information from them.


Enabling SNMP access
Ensure that all devices in the managed environment are SNMP accessible. Follow your 
company’s policy to accomplish this task.


To enable SNMP access on all CallManager servers in the managed environment:


1. In a browser, enter the IP address of the target CallManager server.


2. In the Installed Applications screen, click Cisco Unified Communications Manager.


3. In the Cisco Unified CM Administration login screen, enter your Cisco user account and 
click Login.


The Cisco Unified CM Administration Console appears.


4. In the console, click the Navigation drop-down menu, select Cisco Unified 
Serviceability, and then click Go.


5. In the console, select Tools > Control Center - Network Services.


6. In the console, click the Select Server drop-down menu, select the target CallManager 
server, and then click Go.


7. Scroll to Platform Services and ensure that the following services are running:


• SNMP Master Agent


• MIB2 Agent


• Host Resources Agent


8. In the console, select Tools > Control Center - Feature Services.


9. In the console, click the Select Server drop-down menu, select the target CallManager 
server, and then click Go.


10. Scroll to Performance and Monitoring Services and ensure that the following service is 
running:


• Cisco CallManager SNMP Service


11. Repeat these steps for each CallManager server in the managed environment.
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Enabling SOAP access
To enable SOAP access on all CallManager servers in the managed environment:


1. In a browser, enter the IP address of the target CallManager server.


2. In the Installed Applications screen, click Cisco Unified Communications Manager.


3. In the Cisco Unified CM Administration login screen, enter your Cisco user account and 
click Login.


The Cisco Unified CM Administration Console appears.


4. In the console, click the Navigation drop-down menu, select Cisco Unified 
Serviceability, and then click Go.


5. In the console, select Tools > Control Center - Network Services.


6. In the console, click the Select Server drop-down menu, select the target CallManager 
server, and then click Go.


7. Scroll to SOAP Services and ensure that the following services are running:


• SOAP -Real-Time Service APIs


• SOAP -Performance Monitoring APIs


8. In the console, select Tools > Control Center - Feature Services.


9. In the console, click the Select Server drop-down menu, select the target CallManager 
server, and then click Go.


10. Scroll to Database and Admin Services and ensure that the following services are 
running:


• Cisco AXL Web Service


• Cisco UXL Web Service


11. In the console, click the Navigation drop-down menu, select Cisco Unified CM 
Administration, and then click Go.
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12. For the target CallManager server, determine the CCM Admin User ID to be used and 
then assign the user ID as the Application User. Set the following Permissions 
Information Roles: 


• Standard AXL API Access 


• Standard Admin Rep Tool Admin 


• Standard CCM Admin Users 


• Standard CCMADMIN Readme 


• Standard CUReporting 


• Standard EM Authentication Proxy Rights 


• Standard RealtimeAndTraceCollection 


• Standard SERVICEABLILITY Administration 


13. Repeat these steps for each CallManager server in the managed environment.
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APPENDIX B
Wildcard Patterns


This appendix shows you how to use a wildcard pattern in a text field to match a number of 
objects instead of specifying each object by name. (EMC Smarts programs, such as the 
Global Console, enable you to specify wildcard patterns in text fields.) It consists of the 
following sections:


◆ Types of wildcard patterns.....................................................................................  180

Wildcard Patterns 179







Wildcard Patterns

Types of wildcard patterns
A wildcard pattern is a series of characters that are matched against incoming character 
strings. You can use these patterns when you define pattern matching criteria.


Matching is done strictly from left to right, one character or basic wildcard pattern at a 
time. Basic wildcard patterns are defined in Table 63 on page 180. Characters that are not 
part of match constructs match themselves. The pattern and the incoming string must 
match completely. For example, the pattern abcd does not match the input abcde or abc. 


A compound wildcard pattern consists of one or more basic wildcard patterns separated 
by ampersand (&) or tilde (~) characters. A compound wildcard pattern is matched by 
attempting to match each of its component basic wildcard patterns against the entire 
input string. Compound wildcard patterns are listed in Table 64 on page 181.


If the first character of a compound wildcard pattern is an ampersand (&) or tilde (~) 
character, the compound is interpreted as if an asterisk (*) appeared at the beginning of 
the pattern. For example, the pattern ~*[0-9]* matches any string not containing any 
digits. A trailing instance of an ampersand character (&) can only match the empty string. 
A trailing instance of a tilde character (~) can be read as “except for the empty string.”


Note: Spaces are interpreted as characters and are subject to matching even if they are 
adjacent to operators like “&”.


Table 63  Basic wildcard patterns (page 1 of 2)


Character Description


? Matches any single character. 
For example, server?.example.com matches server3.example.com and 
serverB.example.com, but not server10.example.com.


* Matches an arbitrary string of characters. The string can be empty. 
For example, server*.example.com matches server-ny.example.com and 
server.example.com (an empty match).


[set] Matches any single character that appears within [set]; or, if the first character 
of [set] is (^), any single character that is not in the set. A hyphen (-) within [set] 
indicates a range, so that [a-d] is equivalent to [abcd]. The character before the 
hyphen (-) must precede the character after it or the range will be empty. The 
character (^) in any position except the first, or a hyphen (-) at the first or last 
position, has no special meaning. 
For example, server[789-].example.com matches server7.example.com through 
server9.example.com, but not server6.example.com. It also matches 
server-.example.com.
For example, server[^12].example.com does not match server1.example.com or 
server2.example.com, but will match server8.example.com.
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Special characters for compound wildcard patterns are summarized in Table 64 on 
page 181.


<n1-n2> Matches numbers in a given range. Both n1 and n2 must be strings of digits, 
which represent nonnegative integer values. The matching characters are a 
non-empty string of digits whose value, as a nonnegative integer, is greater 
than or equal to n1 and less than or equal to n2. If either end of the range is 
omitted, no limitation is placed on the accepted number.
For example, 98.49.<1-100>.10 matches a range of IPv4 addresses from 
98.49.1.10 through 98.49.100.10. 
Example of an omitted high end of the range: <50-> matches any string of digits 
with a value greater than or equal to 50. 
Example of an omitted low end of the range: <-150> matches any value between 
zero and 150.
For a more subtle example: The pattern <1-10>* matches 1, 2, up through 10, 
with * matching no characters. Similarly, it matches strings like 9x, with * 
matching the trailing x. However, it does not match 11, because <1-10> always 
extracts the longest possible string of digits (11) and then matches only if the 
number it represents is in range.


| Matches alternatives. For example,”ab|bc|cd” without spaces matches exactly 
the three following strings:  “ab”, “bc”, and “cd”. A | as the first or last character 
of a pattern accepts an empty string as a match.
Example with spaces “ab | bc” matches the strings “ab” and “ bc”.


\ Removes the special status, if any, of the following character. Backslash (\) has 
no special meaning within a set ([set]) or range (<n1-n2>) construct.


Table 63  Basic wildcard patterns (page 2 of 2)


Character Description


Table 64  Compound wildcard patterns


Character Description


& “And Also” for a compound wildcard pattern. If a component basic wildcard pattern 
is preceded by & (or is the first basic wildcard pattern in the compound wildcard 
pattern), it must successfully match. 
Example: *NY*&*Router* matches all strings that contain NY and also contain 
Router. 
Example: <1-100>&*[02468] matches even numbers between 1 and 100 inclusive. 
The <1-100> component only passes numbers in the correct range and the *[02468] 
component only passes numbers that end in an even digit. 
Example: *A*|*B*&*C* matches strings that contain either an A or a B, and also 
contain a C.


~ “Except” for a compound wildcard pattern (opposite function of &).If a component 
basic wildcard pattern is preceded by ~, it must not match. 
Example: 10.20.30.*~10.20.30.50 matches all devices on network 10.20.30 
except 10.20.30.50.
Example: *Router*~*Cisco*&*10.20.30.*~10.20.30.<10-20>* matches a Router, 
except a Cisco router, with an address on network 10.20.30, except not 
10.20.30.10 through 10.20.30.20.
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APPENDIX C
Polling for Analysis


This appendix describes how VoIP Availability Manager uses Simple Network Management 
Protocol and Simple Object Access Protocol polling to obtain data for its correlation 
analysis. It consists of the following sections:


◆ Polling overview....................................................................................................  184
◆ SNMP poller ..........................................................................................................  184
◆ SOAP poller...........................................................................................................  185
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Polling overview
After the initial discovery and modeling of the VoIP infrastructure and VoIP service objects, 
VoIP Availability Manager monitors the status of the objects by periodically sending SNMP 
and SOAP polls to the VoIP-enabled devices in the managed VoIP network. The polling 
results, in addition to (1) trap processing results and (2) status updates from IP 
Availability Manager and VoIP Performance Manager, serve as input to the VoIP Availability 
Manager correlation analysis.


SNMP poller
For SNMP polling, VoIP Availability Manager uses an IPv4 SNMP poller, which sends 
SNMPv1 or v2c messages for use with IP version 4.


For SNMP discovery, VoIP Availability Manager supports SNMPv1, v2c, and v3.


The SNMP poller is a synchronous, multithreaded poller that currently uses ten 
synchronous polling threads.


Polling for devices with multiple IP addresses is supported because the SNMP poller 
supports multiple IP addresses for each SNMP agent. The SNMP poller automatically 
switches to an alternate IP address during failures, thereby ensuring the integrity of the 
VoIP Availability Manager correlation analysis during an outage.


Just-in-time polling


The SNMP poller’s MIB variable poll list is driven by a Just-In-Time polling algorithm, which 
ensures that only those MIB variables needed for correlation are polled. For example, if a 
port monitored for performance data is disabled, or goes down, the SNMP poller 
automatically removes the relevant MIB variables from the poll list. If the port is 
re-enabled, or comes back up, the variables are automatically put back onto the MIB 
poll list.


Request-consolidation polling


Issuing a single SNMP GET request that requests 10 variables is more efficient than 
issuing 10 GET requests each requesting a single variable. The SNMP poller consolidates 
as many variables as possible into a single SNMP GET request. The consolidation is not 
restricted to variables from the same SNMP table. Polling consolidation continually adapts 
to changes in the MIB variable poll list.


Upon encountering a non-fatal error during polling consolidation, the SNMP poller 
responds differently to an SNMPv1 agent than to an SNMPv2c agent for the following 
reason: Where an SNMPv1 agent stops processing a request upon encountering an error, 
an SNMPv2c agent continues processing a request upon encountering an error. An 
SNMPv2c agent handles errors on a per-OID basis.
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If a non-fatal error is encountered by an SNMPv1 agent during a GET request that is 
seeking multiple variables, the SNMP poller suspends the polling of the affected variable 
because continuing to poll that variable would require the resending of the remainder of 
the request after receiving the error. An example of an affected variable is one that has 
become unavailable due to a configuration change. Of course, the SNMP poller continues 
to poll the unaffected variables. This behavior enables the SNMP poller to operate 
efficiently with an SNMPv1 agent during unexpected changes to a device’s configuration.


In contrast, if a non-fatal error is encountered by an SNMPv2c agent during a GET request 
that is seeking multiple variables, the SNMP poller continues the polling of the affected 
variable as well as the unaffected variables.


SOAP poller
For SOAP polling, VoIP Availability Manager uses an IPv4 SOAP poller, which sends SOAP 
messages for use with IP version 4.


Simple Object Access Protocol is a protocol specification for exchanging structured 
information in VoIP computer networks. It relies on Extensible Markup Language (XML) as 
its message format, and usually relies on Hypertext Transfer Protocol Secure (HTTPS) 
message negotiation and transmission. SOAP is used to periodically monitor the data 
retained by the Cisco Unified Communications Management application.


As with any HTTPS implementation, VoIP Availability Manager requires device access 
credentials to be entered by the user. Encrypted passwords along with the entered user ID 
are provided to the Cisco CallManager prior to requesting its data. VoIP Availability 
Manager repeatedly requests IP phone registration status data from the Cisco CallManager 
and stores it to monitor IP phone availability.
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PREFACE


As part of an effort to improve its product lines, EMC periodically releases revisions of its 
software and hardware. Therefore, some functions described in this document might not 
be supported by all versions of the software or hardware currently in use. The product 
release notes provide the most up-to-date information on product features.


Contact your EMC technical support professional if a product does not function properly or 
does not function as described in this document.


Note: This document was accurate at publication time. Go to EMC Online Support 
(https://support.emc.com) to ensure that you are using the latest version of this 
document.


Purpose
This document provides an overview of the discovery process for EMC® Smarts® VoIP 
Availability Manager and presents procedures for initiating and customizing the VoIP 
Availability Manager discovery process.


Audience
This document is part of the EMC Smarts VoIP Manager documentation set. It is intended 
for:


◆ System administrators who are responsible for the administration, configuration, or 
use of VoIP Availability Manager.


◆ IT managers who are seeking to understand the Voice over IP (VoIP) discovery that is 
performed by VoIP Availability Manager.


EMC Smarts VoIP Manager installation directory
In this document, the term BASEDIR represents the location where EMC Smarts software is 
installed:


◆ For UNIX, this location is /opt/InCharge/<product>.


◆ For Windows, this location is C:\InCharge\<product>.


On UNIX operating systems, EMC Smarts VoIP Manager is, by default, installed to 
/opt/InCharge/VoIP/smarts. On Windows operating systems, this product is, by default, 
installed to C:\InCharge\VoIP\smarts. This location is referred to as BASEDIR/smarts.


Optionally, you can specify the root of BASEDIR to be something other than /opt/InCharge 
(on UNIX) or C:\InCharge (on Windows), but you cannot change the <product> location 
under the root directory.


The EMC Smarts System Administration Guide provides detailed information about the 
directory structure for EMC Smarts software.



http://support.emc.com





10 EMC Smarts VoIP Availability Manager Discovery Guide


Preface


EMC Smarts VoIP Manager products
The EMC Smarts VoIP Manager includes the following products:


◆ EMC Smarts VoIP Availability Manager


◆ EMC Smarts VoIP Enablement Pack for Avaya


◆ EMC Smarts VoIP Enablement Pack for Cisco


◆ EMC Smarts VoIP Enablement Pack for ACME


◆ EMC Smarts VoIP Integration Pack for VoIP Performance Manager


◆ EMC Smarts VoIP Performance Manager


◆ EMC Smarts VoIP Performance Reporter


Related documentation
In addition to this document, EMC Corporation provides a Help system for command line 
programs as well as product documentation.


Help for command line programs


Descriptions of command line programs are available as HTML pages. The index.html file, 
which provides an index to the various commands, is located in the 
BASEDIR/smarts/doc/html/usage directory. 


EMC Smarts documentation


Readers of this guide might find the following related documentation helpful. These 
documents are updated periodically. Electronic versions of the updated manuals are 
available on EMC Online Support:


◆ EMC Smarts System Administration Guide


◆ EMC Smarts Common Information Model (ICIM) Reference for Service Assurance 
Manager


◆ EMC Smarts Common Information Model (ICIM) 1.11 Reference for Non-Service 
Assurance Manager Products


◆ EMC Smarts ASL Reference Guide


◆ EMC Smarts Perl Reference Guide


◆ EMC Smarts MODEL Reference Guide


◆ EMC Smarts Foundation EMC Data Access API (EDAA) Programmer Guide


◆ EMC Smarts Foundation Documentation Portfolio


EMC Smarts VoIP Manager documentation


The following documents are relevant to users of the EMC Smarts VoIP Manager:


◆ EMC Smarts VoIP Availability Manager Release Notes


◆ EMC Smarts Installation Guide for SAM, IP, ESM, MPLS, VoIP, and NPM Managers


◆ EMC Smarts Open Source License and Copyright Information
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◆ EMC Smarts Failover System User Guide


◆ EMC Smarts VoIP Manager Overview and Integration Guide


◆ EMC Smarts VoIP Availability Manager Configuration Guide


◆ EMC Smarts VoIP Availability Manager Discovery Guide


◆ EMC Smarts VoIP Availability Manager User Guide


◆ EMC Smarts VoIP Enablement Pack for Avaya User Guide


◆ EMC Smarts VoIP Enablement Pack for Cisco User Guide


◆ EMC Smarts VoIP Availability Manager Certification Matrix


◆ EMC Smarts VoIP Availability Manager Documentation Portfolio


Conventions used in this document
EMC uses the following conventions for special notices:


DANGER indicates a hazardous situation which, if not avoided, will result in death or 
serious injury. 


WARNING indicates a hazardous situation which, if not avoided, could result in death or 
serious injury. 


CAUTION, used with the safety alert symbol, indicates a hazardous situation which, if not 
avoided, could result in minor or moderate injury. 


NOTICE is used to address practices not related to personal injury.


Note: A note presents information that is important, but not hazard-related.


IMPORTANT


An important notice contains information essential to software or hardware operation.
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Typographical conventions


EMC uses the following type style conventions in this document:


Where to get help
EMC support, product, and licensing information can be obtained as follows:


Product information — For documentation, release notes, software updates, or 
information about EMC products, go to EMC Online Support at:


https://support.emc.com


Technical support — Go to EMC Online Support and click Service Center. You will see 
several options for contacting EMC Technical Support. Note that to open a service request, 
you must have a valid support agreement. Contact your EMC sales representative for 
details about obtaining a valid support agreement or with questions about your account.


Your comments
Your suggestions will help us continue to improve the accuracy, organization, and overall 
quality of the user publications. Send your opinions of this document to:


techpubcomments@emc.com


Bold Use for names of interface elements, such as names of windows, dialog 
boxes, buttons, fields, tab names, key names, and menu paths (what the 
user specifically selects or clicks)


Italic Use for full titles of publications referenced in text


Monospace Use for:
• System output, such as an error message or script
• System code
• Pathnames, filenames, prompts, and syntax
• Commands and options


Monospace italic Use for variables.


Monospace bold Use for user input.


[ ] Square brackets enclose optional values


| Vertical bar indicates alternate selections — the bar means “or”


{ } Braces enclose content that the user must specify, such as x or y or z


... Ellipses indicate nonessential information omitted from the example



http://support.emc.com
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CHAPTER 1
Discovery Overview


This chapter introduces the EMC Smarts VoIP Availability Manager and describes the 
concepts of using VoIP Availability Manager to discover Voice over IP (VoIP) topology. It 
consists of the following sections:


◆ Terminology ............................................................................................................  14
◆ Vendor-specific VoIP infrastructure support .............................................................  15
◆ VoIP performance support.......................................................................................  15
◆ Device and call-processing-application support.......................................................  16
◆ SNMP, SOAP, and CLI discovery support ..................................................................  18
◆ Discovery architecture.............................................................................................  19
◆ IP Availability Manager discovery ............................................................................  21
◆ VoIP Availability Manager discovery ........................................................................  21
◆ When discovery occurs............................................................................................  34
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Terminology
EMC® Smarts® VoIP Availability Manager is an EMC Smarts Domain Manager, where a 
Domain Manager is a service-assurance application that is associated with a particular 
type of information-technology domain (networks, systems, applications, application 
services). For VoIP Availability Manager, the domain is the infrastructure and applications 
in a Voice over IP (VoIP) environment. Each Domain Manager is autonomous in the sense 
that it:


◆ Maintains its own data models, repository, and problem signatures.


◆ Monitors and analyzes the discovered objects in its own domain.


System and device


The term “system” is a generic term that represents a computer-based network entity, 
such as a host, router, or switch. The term “device” has essentially the same meaning as 
system except that, in some cases, “device” also conveys the sense of specific model, 
such as a specific model of host, router, or switch.


Discovery


EMC Smarts discovery is the process of using EMC Smarts object class models to create a 
representation of the managed topology within the repository, or database, of a Domain 
Manager. For VoIP Availability Manager, data is collected from VoIP-enabled devices in the 
managed network to create instances of VoIP topology objects, their relationships, and 
their logical connections.


When a VoIP-enabled device is added to the managed network, VoIP Availability Manager 
performs discovery on the device to determine the VoIP topology objects that are 
associated with the device. When a VoIP-enabled device is removed from the managed 
network and deleted from the topology, VoIP Availability Manager removes the device and 
all the device’s associated VoIP topology objects from the modeled topology.


Object


The term “object” is intended to have a dual meaning: To simultaneously represent both 
(1) an EMC Smarts object in the modeled topology and (2) a physical or logical entity in 
the real topology. An EMC Smarts object corresponds to a physical or logical entity in the 
real topology.
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VoIP application, network service, and process


In this document, the term: 


◆ VoIP application means an application that provides a Voice over IP (VoIP) end-user 
service; for example, voice mail.


◆ VoIP network service means software that provides an essential VoIP 
network-connection service; for example, an H.323 trunking network service or a call 
manager network service.


◆ VoIP process means a process (software program running in memory) that is part of a 
VoIP application or network service; for example, “ccm" and “ctftp” that are part of a 
Cisco CallManager network service.


Collectively, VoIP applications, VoIP network services, and VoIP processes are known as 
“VoIP services.”


Vendor-specific VoIP infrastructure support
VoIP Availability Manager manages the availability of VoIP infrastructure components in 
either of the following vendor-specific environments:


◆ Avaya


◆ Cisco


Through the installation of the following enablement packs, VoIP Availability Manager can 
manage either or both vendor-specific environments simultaneously.


◆ EMC Smarts VoIP Enablement Pack for Avaya (Avaya Enablement Pack)


◆ EMC Smarts VoIP Enablement Pack for Cisco (Cisco Enablement Pack)


◆ EMC Smarts VoIP Enablement Pack for ACME (ACME Enablement Pack)


Through the ACME Enablement Pack, VoIP Availability Manager discovers Acme Packet’s 
Session Border Controller (SBC) devices.


Each enablement pack is responsible for discovering and monitoring the VoIP devices and 
VoIP services that are specific to its VoIP infrastructure.


VoIP performance support
Through the installation of the EMC Smarts VoIP Integration Pack for VoIP Performance 
Manager, VoIP Availability Manager can also update new performance-related attributes in 
several of the VoIP Availability Manager data model classes. The VoIP Performance 
Manager Integration Pack is responsible for accepting performance data in the form of 
traps from VoIP Performance Manager.


The integration with VoIP Performance Manager does not play a role in the VoIP Availability 
Manager discovery process.
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Device and call-processing-application support
Table 1 on page 16, Table 2 on page 17, and Table 3 on page 17 identify some of the 
vendor-specific devices and call-processing applications that can be discovered by this 
release of VoIP Availability Manager. The entire set of supported device and application 
versions are identified in the EMC Smarts VoIP Availability Manager Certification Matrix. 


Table 1  Avaya device and call-processing-application support


Device/call-processing application


Avaya Aura Communication Manager


G250 Media Gateway


G350 Media Gateway


G650 Media Gateway


G700 Media Gateway


S8300 Media Server


S8500B Media Server


S8720 Media Server


S8730 Media Server


S8800 Media Server


Messaging Storage Server (MSS) (S3410 and S3500)


Messaging Application Server (MAS) (S3410 and S3500)


Circuit card: Control-LAN (CLAN)


Circuit card: Digital Signal 1 (DS1)


Circuit card: IP Server Interface (IPSI)


Circuit card: Media Processor (MedPro)


Circuit card: Voice Announcement Over LAN (VAL)


IP Phones


IP Phone Groups


Service: H.323 Gatekeeper


Service: DS1
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Table 2  Cisco device and call-processing-application support


Device/call-processing application


Cisco Unified Communications Manager (CUCM), formerly Cisco Unified CallManager and Cisco 
CallManager (CCM)


Cisco Unified Communications Manager Express (Cisco Unified CME), formerly Cisco Unified 
CallManager Express and Cisco CallManager Express (CME or CCME)


Cisco Emergency Responder (CER)


Survivable Remote Site Telephony (SRST)


Unified Border Element


Unified Contact Center Enterprise (UCCE), formerly IP Contact Center Enterprise


Unified Contact Center Express (UCCX), formerly IP Contact Center Express


Unified Presence Server


Unity


Unity Connection


Unity Express


IP Phones


IP Phone Groups


Service: Customer Response Application (CRA)


Service: Dial Peer


Service: H.323


Table 3  Acme Packet device and call-processing-application support


Device/call-processing application


Session Border Controller (SBC) Net Net 2600


Process: DS1


Process: H.323


Process: Media


Process: Session Initiation Protocol (SIP)


Process: Presense


Process: Web
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SNMP, SOAP, and CLI discovery support
As shown in Table 4 on page 18, VoIP Availability Manager supports Simple Network 
Management Protocol (SNMP), Simple Object Access Protocol (SOAP), and command-line 
interface (CLI) discovery. 


VoIP Availability Manager uses SNMP to discover and poll IPv4-only and dual-stack 
devices in the managed network environment; uses SOAP to discover and poll IPv4-only 
and dual-stack Cisco CallManager servers in the managed network environment; and uses 
CLI to discover and query IPv4-only and dual-stack Avaya servers in the managed network 
environment.


VoIP Availability Manager supports the following SNMP protocol versions as long as they 
are supported by the SNMP agent of the target device: v1, v2c, and v3. Table 5 on page 18 
identifies the authentication and privacy protocol support for SNMPv3 discovery. 


SNMP polling and CLI querying


VoIP Availability Manager discovers VoIP services by sending SNMP requests to the 
devices in the VoIP network. Then, it monitors the health of the discovered VoIP services 
by periodically sending SNMP polls to the devices to gather status information.


If SNMP discovery of Avaya phones is enabled (default), VoIP Availability Manager also 
discovers Avaya IP phone by sending SNMP requests to the Avaya servers in the VoIP 
network. Then, it monitors the health of the discovered IP phones by periodically sending 
SNMP polls to the Avaya servers to gather status information.


Table 4  Discovery methods


Avaya discovery method Cisco discovery method Acme Packet discovery method


SNMP and (optional) CLI 
discovery
After it completes its SNMP 
discovery and (optional) CLI 
discovery, the Avaya 
Enablement Pack uses SNMP 
polling results and received 
SNMP traps to update the 
status of the discovered 
topology.


SNMP discovery and SOAP 
discovery
After it completes its SNMP 
and SOAP discovery, the Cisco 
Enablement Pack uses SNMP 
and SOAP polling results and 
received SNMP traps to update 
the status of the discovered 
topology.


SNMP discovery
After it completes its SNMP 
discovery, the ACME 
Enablement Pack uses SNMP 
polling results and received 
SNMP traps to update the 
status of the discovered SBC 
devices.


Table 5  VoIP Availability Manager authentication and privacy protocol support for SNMPv3


Operation


AuthProtocol PrivProtocol


MD5 SHA DES AES-128


Discovery x x x x


Monitoring SNMPv1 and v2 (but not v3) monitoring is supported.
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If CLI discovery of Avaya phones is enabled, VoIP Availability Manager discovers the Avaya 
IP phones by issuing CLI commands on the Avaya servers in the VoIP network. Then, it 
monitors the health of the discovered IP phones by periodically sending SNMP polls to the 
Avaya servers to gather status information.


For CLI discovery, a user must configure CLI login credentials for the Avaya servers. 
Instructions for configuring the “Avaya Servers” security group are given in the EMC 
Smarts VoIP Enablement Pack for Avaya User Guide.


SOAP polling


VoIP Availability Manager discovers Cisco IP phone by sending SOAP requests to the Cisco 
CallManager servers in the VoIP network. Then, it monitors the health of the discovered IP 
phones by periodically sending SOAP polls to the CallManager servers to gather status 
information.


For SOAP discovery, a user must configure SOAP login credentials for the CallManager 
servers. Instructions for configuring the “Cisco Call Managers Version 5 and above” 
security group are given in the EMC Smarts VoIP Enablement Pack for Cisco User Guide.


Discovery architecture
As shown in Figure 1 on page 20, the following major components that comprise VoIP 
Availability Manager are used in the discovery process:


◆ VoIP Core


◆ Avaya Enablement Pack


◆ Cisco Enablement Pack


◆ ACME Enablement Pack


VoIP Availability Manager interacts with IP Availability Manager to discover the logical and 
physical objects in the transport domain and the VoIP domain. An IP Availability Manager 
instance may consist of just an IP Availability Manager process, or may consist of an IP 
Availability Manager and an IP Performance Manager running as a single process.


The VoIP core component analyzes the status updates that are received from the 
enablement packs and from IP Availability Manager and (optional) VoIP Performance 
Manager to diagnose VoIP root-cause problems and impacts.


In addition, if Business Impact Manager integration is enabled, VoIP Availability Manager 
also associates VoIP objects with Business objects, for the purpose of determining how 
VoIP root-cause events impact business services and their customers.
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Figure 1  VoIP Availability Manager discovery
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IP Availability Manager discovery
In the physical transport domain, IP Availability Manager discovers Layer 2 (data-link) and 
Layer 3 (network) connectivity in multi-vendor, switched, and routed networks. It 
discovers the network devices by sending them Internet Control Message Protocol (ICMP) 
and SNMP polls.


IP Availability Manager uses the discovered topology to model the network, and uses 
SNMP polling and traps to diagnose and pinpoint the root cause of network failures. It 
exports the analysis results along with topology information to the Global Manager, and 
exports device topology and device-relevant status updates to VoIP Availability Manager.


While performing its network discovery, IP Availability Manager may be customized to 
populate a VoIP topology collection set with instances of discovered VoIP-enabled 
devices. IP Availability Manager queries every discovered device in the managed 
environment for VoIP support.


When importing device topology from IP Availability Manager, VoIP Availability Manager 
can be configured to import the discovered devices or just the devices that are contained 
in the VoIP topology collection set. By default, VoIP Availability Manager is configured to 
import just the devices that are contained in the VoIP Topology collection set.


VoIP Availability Manager discovery
VoIP Availability Manager discovers the infrastructure and logical VoIP services in a VoIP 
environment and models (represents) them in its repository. It maps the infrastructure and 
VoIP services to the network topology that is discovered by IP Availability Manager.


The infrastructure includes call servers and media servers, media gateways, media 
modules, circuit packs, telephones, speakerphones, switches, routers, and IP private 
branch exchange (PBX) servers. The VoIP services include VoIP telephony applications and 
VoIP software services and processes. The inter-dependencies between the infrastructure 
and the VoIP services are represented in the VoIP topology that is discovered and modeled 
by VoIP Availability Manager.


VoIP Availability Manager, working with IP Availability Manager, is able to discover the 
following types of VoIP deployments:


◆ Single-site VoIP deployments


◆ Multi-site VoIP deployments with centralized call processing


◆ Multi-site VoIP deployments with distributed call processing


Imports topology from IP Availability Manager


From IP Availability Manager, VoIP Availability Manager imports the initial topology. The 
topology consists of host, node, switch, router, call server, and media gateway devices 
along with the chassis, card, IP, and SNMPAgent objects that are associated with the 
imported devices.
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Initiates discovery


After importing the initial topology from IP Availability Manager, VoIP Availability Manager 
uses SNMP and SOAP requests and (optional) CLI commands to perform its own discovery 
on the devices, to gather critical VoIP application information. It models this information 
as logical topology objects in its repository, and maps the logical topology to the 
underlying physical transport topology that is discovered by IP Availability Manager.


Performs Avaya PBX and/or Cisco cluster discovery


VoIP Availability Manager can discover call clusters in both the Avaya and Cisco 
environments.


A call cluster is a collection of call managers that share a common database and provide 
the VoIP application and network services for an enterprise VoIP system. A call cluster in 
an Avaya VoIP system is typically referred to as an “IP PBX” or just “PBX,” and a call cluster 
in a Cisco VoIP system is typically referred to as a “CallManager cluster.”


An Avaya PBX is based on the Avaya Aura Communication Manager (CM), and a 
CallManager cluster is based on the Cisco Unified Communications Manager (CUCM). Both 
are software-based call-processing platforms that track all active VoIP network 
components in a VoIP system. VoIP network components include phones, gateways, 
conference bridges, transcoding resources, and voice mail, among others.


Avaya PBX discovery
VoIP Availability Manager discovers and models an Avaya PBX as shown in Figure 2 on 
page 22.


Figure 2  PBX discovered in an Avaya deployment
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Figure 2 is the modeling of a main-office Avaya PBX. If a branch office has a Local 
Survivable Processor (LSP) or Enterprise Survivable Server (ESS) server, which can assume 
the role of local call processing in the event of a primary call manager server failover, VoIP 
Availability Manager will also discover the LSP or ESS and represent it as an instance of 
the ConvergedCallManager class.


Cisco CallManager cluster discovery
In a Cisco deployment, VoIP Availability Manager discovers and models a CallManager 
cluster as shown in Figure 3 on page 23.


Figure 3  CallManager cluster discovered in a Cisco deployment
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Performs IP phone and phone group discovery


VoIP Availability Manager can discover IP phones and create IP phone groups in both the 
Avaya and Cisco environments.


The IP phone management model for VoIP Availability Manager is shown in Figure 4 on 
page 24. The model applies to Avaya and Cisco physical phones, softphones, automatic 
phone groups, business phone groups, and executive business phone groups.


Figure 4  IP phone management model for VoIP Availability Manager


Three things to note about Figure 4:
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Avaya phone registration
Figure 5 on page 25 gives an example of an Avaya IP phone registration.


Figure 5  Example of an Avaya IP phone registration
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Cisco phone registration
Figure 6 on page 26 gives an example of a Cisco IP phone registration.


Figure 6  Example of a Cisco IP phone registration


Through the Trivial File Transfer Protocol (TFTP) server, the phone receives a configuration 
file that contains a list of Cisco CallManagers to which the phone can register.
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Other interesting facts about IP phone discovery:


◆ Model class used by VoIP Availability Manager to represent IP phones: IPPhone.


◆ Enabling parameter in voip.conf file for physical IP phone discovery:


EnablePhoneDiscovery = TRUE


◆ Enabling parameters in voip.conf file for soft IP phone discovery:


EnableSoftPhoneDiscovery = TRUE


At start-up, if EnablePhoneDiscovery = TRUE and (optional) 
EnableSoftPhoneDiscovery = TRUE, VoIP Availability Manager discovers IP phones.


◆ Discovery and monitoring support for Avaya IP phones: VoIP Availability Manager uses 
SNMP (default) or CLI to discover Avaya IP phones, and uses SNMP to monitor the 
phones.


To enable CLI discovery for Avaya IP phones, the following additional parameter must 
be set in the voip.conf file:


EnableAvayaCLIDiscovery = TRUE


For CLI discovery of Avaya IP phones, a user must also configure CLI login credentials 
for the Avaya servers. Instructions for configuring the “Avaya Servers” security group 
are given in the EMC Smarts VoIP Enablement Pack for Avaya User Guide.


◆ Discovery and monitoring support for Cisco IP phones: VoIP Availability Manager uses 
SOAP to discover and monitor Cisco IP phones.


A user must configure SOAP login credentials for the Cisco CallManager servers. 
Instructions for configuring the “Cisco Call Managers Version 5 and above” security 
group are given in the EMC Smarts VoIP Enablement Pack for Cisco User Guide.


◆ Availability/performance analysis of IP phones:


• RegistrationRejected = <event>


• Unregistered = <event>


• Impacted = <aggregate>


◆ Naming format for Avaya IP phones:


Name format:
PHONE-<Avaya PBX VIP>/<phone extension>


DisplayName format:
< Avaya PBX VIP >/<phone extension> [<Vendor>, <Model>, and <IP address>]


DisplayName example:
10.9.10.20/6601 [AVAYA 4610 10.9.10.76]







28 EMC Smarts VoIP Availability Manager Discovery Guide


Discovery Overview


◆ Naming format for Cisco IP phones:


Name format:
PHONE-<phone MAC address>|<phone assigned name>


DisplayName format:
<phone MAC address>|<phone assigned name> [<Vendor>, <Model>, and <IP address>]


DisplayName example:
00-0500-05-9A-3C-7A-00 [CISCO IP Communicator 10.38.32.60]


Automatic phone group discovery
An automatic phone group is a group of same-vendor IP phones and is automatically 
created by VoIP Availability Manager when IP phone discovery is enabled. VoIP Availability 
Manager creates the groups during the postprocessing phase of discovery.


For Avaya, an automatic phone group includes IP phones that belong to the same network 
region and are configured to register to the same converged call manager or H.323 
gatekeeper. The network region, which is predefined by the Avaya system administrator, is 
a group of IP endpoints that share common characteristics and resources, such as the 
same codec set.


If Avaya SNMP discovery is enabled (default), VoIP Availability Manager acquires the 
network region number information through a Secure Shell (SSH) connection to VoIP 
Performance Manager. If VoIP Performance Manager is not present in the deployment, 
VoIP Availability Manager adds all Avaya phones that are registered to a particular Avaya 
PBX to a default automatic phone group for the PBX. For example:


10.9.10.20/Default [AVAYA 10.9.10.20 NR-Default]


If CLI discovery is enabled, VoIP Availability Manager acquires the network region number 
information from the Avaya Aura Communication Manager software on which the PBX is 
built.


For Cisco, an automatic phone group includes IP phones that belong to the same device 
pool and are configured to register to the same call manager group or, for Cisco Unified 
CME or SRST, the same call processor. The device pool, which predefined by the Cisco 
system administrator, is a group of IP endpoints that share common characteristics and 
resources, such as network region, Cisco CallManager group, and calling search space for 
auto-registration.


Other interesting facts about automatic phone group discovery:


◆ Model class used by VoIP Availability Manager to represent automatic phone groups: 
IPPhoneGroup.


◆ Enabling parameters in voip.conf file for automatic phone group discovery:


EnablePhoneDiscovery = TRUE


At start-up, if EnablePhoneDiscovery = TRUE and (optional) 
EnableSoftPhoneDiscovery = TRUE, VoIP Availability Manager discovers IP phones and 
creates automatic phone groups.
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◆ Monitoring support for automatic phone groups:


• SNMP monitoring of Avaya phones


• SOAP monitoring of Cisco phones


◆ Availability/performance analysis of automatic phone groups:


• Degraded = <event>


• CallQualityDegraded = <aggregate>


• Impacted = <aggregate>


• RegistrationExceptions = <aggregate>


• RejectedExceptions = <aggregate>


◆ Naming format for Avaya automatic phone groups:


Name format:
GRP-<Avaya PBX VIP>/<network region>


DisplayName format:
<Avaya PBX VIP>/<network region> [<Vendor> and <Type>]


DisplayName example:
10.9.10.20/30 [AVAYA m2us-gtdc-svx01-S8800 NR-30]


◆ Naming format for Cisco automatic phone groups:


Name format:
GRP-<registered host name>


DisplayName format:
clusterid/<registered host name> [<Vendor> and <Type>]


DisplayName example:
lwqcc254.lss.emc.com [CISCO CCME]


Business phone group discovery
A Business phone group is a vendor-independent group of IP phones that contains 
phones of a specific business purpose; for example, a group of IP phones that contains 
just stock-exchange phones or just desk-top phones. Business phone groups enable 
customers (service providers) to prioritize the importance of phone groups with respect to 
availability; for example, give a higher importance to the availability of stock-exchange 
business phone groups than the availability of desk-top business phone groups. A 
business phone group may contain both Avaya and Cisco phones.


You use the pg-sample1.conf and pg-sample2.conf files in the 
BASEDIR/smarts/conf/voip/phonegroup directory to specify business phone groups, 
which, like automatic phone groups, are groups that are created by VoIP Availability 
Manager during the postprocessing phase of discovery. Instructions for using the 
pg-sample files to specify business phone groups are given in the EMC Smarts VoIP 
Availability Manager Configuration Guide.
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At start-up, VoIP Availability Manager reads all pg-<name>.conf files in the 
BASEDIR/smarts/local/conf/voip/phonegroup directory. If EnablePhoneDiscovery = TRUE 
and (optional) EnableSoftPhoneDiscovery = TRUE and EnableBusinessPhoneGrouping = 
TRUE, VoIP Availability Manager discovers IP phones and creates both automatic phone 
groups and business phone groups.


In addition, at any time after VoIP Availability Manager has performed discovery, a user 
can specify a new business phone group by opening one of the pg-sample files with the 
sm_edit utility, making the appropriate edits, and saving the file as pg-<name>.conf. Then, 
the user enters the following command from the BASEDIR/smarts/bin directory in the VoIP 
Availability Manager installation area to load the new business phone group specification:


sm_adapter -s <VoIP Availability Manager name> -f <full path to local 
copy of updated pg-sample file> ../rules/voip/import.asl


For example, on UNIX:


sm_adapter -s VoIP-AM -f /opt/InCharge/VoIP/smarts/local/conf/voip/
phonegroup/pg-new_bus_phone_grp.conf ../rules/voip/import.asl


Then, the user enters the following command to invoke the creation of the business phone 
group:


sm_adapter -s <VoIP Availability Manager name> 
../rules/voip/voip-business-phonegroup.asl


For example, on UNIX:


sm_adapter -s VoIP-AM ../rules/voip/voip-business-phonegroup.asl


Other interesting facts about business phone group discovery:


◆ Model classes used by VoIP Availability Manager to represent business phone groups: 
IPPhoneGroup and IPPhoneGroupOfGroups.


A business phone group is represented as an instance of IPPhoneGroup. A top-level 
business phone group, which consists of one or more business phone groups, is 
represented as an instance of IPPhoneGroupOfGroups.


A parameter named IsTopGroup in the customer specification of a business phone 
group in pg-<name>.conf determines whether the group is a business phone group 
(IsTopGroup = FALSE) or a top-level business phone group (IsTopGroup = TRUE). The 
relationship between a top-level business phone group and its business phone 
groups is as follows: 


IPPhoneGroupOfGroups


IPPhoneGroup


ConsistsOf/
MemberIn


IPPhoneGroup


ConsistsOf/
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◆ Enabling parameters in voip.conf file for business phone group discovery:


EnablePhoneDiscovery = TRUE
EnableBusinessPhoneGrouping = TRUE


◆ Monitoring support for business phone groups (same as for automatic phone groups): 


• SNMP monitoring of Avaya phones


• SOAP monitoring of Cisco phones


◆ Availability/performance analysis of business phone groups (same as for automatic 
phone groups):


• Degraded = <event>


• CallQualityDegraded = <aggregate>


• Impacted = <aggregate>


• RegistrationExceptions = <aggregate>


• RejectedExceptions = <aggregate>


◆ Naming format for both Avaya and Cisco business phone groups:


Name format:
BUS-GRP-<business phone group name>


DisplayName format:
<business phone group name> [<Vendor> and <Type>]


DisplayName example:
AvayaNetworkRegion-1 [BUSINESS AVAYA Critical PGs]


Executive business phone group discovery
An executive business phone group is similar to a business phone group except that an 
executive business phone group contains phones at a specific executive level; for 
example, a group of IP phones that contains just the phones of the CEO and his or her 
staff. Like business phone groups, executive business phone groups enable customers 
(service providers) to prioritize the importance of phone groups with respect to 
availability; for example, give a higher priority to the availability of the CEO executive 
business phone group than the availability of a manager business executive phone group.


You use the executive-phone-group.csv file in the 
BASEDIR/smarts/conf/voip/phonegroup directory to specify executive business phone 
groups, which, like automatic phone groups and business phone groups, are groups that 
are created by VoIP Availability Manager during the postprocessing phase of discovery. 
The csv file is Included in the same directory as the pg-sample1.conf and pg-sample2.conf 
files. Instructions for using the csv file to specify executive business phone groups are 
given in the EMC Smarts VoIP Availability Manager Configuration Guide.


At start-up, VoIP Availability Manager reads the executive-phone-group.csv file (and any 
pg-<name>.conf files) in the BASEDIR/smarts/local/conf/voip/phonegroup directory. If 
EnablePhoneDiscovery = TRUE and (optional) EnableSoftPhoneDiscovery = TRUE and 
EnableBusinessPhoneGrouping = TRUE, VoIP Availability Manager discovers IP phones 
and creates automatic phone groups and executive business phone groups (and business 
phone groups if any pg-<sample>.conf files are found).







32 EMC Smarts VoIP Availability Manager Discovery Guide


Discovery Overview


In addition, at any time after VoIP Availability Manager has performed discovery, a user 
can enter the following command from the BASEDIR/smarts/bin directory in the VoIP 
Availability Manager installation area to invoke the creation of executive business phone 
groups:


sm_adapter -s <VoIP Availability Manager name> -f <full path to local 
copy of executive-phone-group.csv> 


../rules/voip/voip-executive-business-phonegroup.asl


For example, on UNIX:


sm_adapter -s VoIP-AM -f /opt/InCharge/VoIP/smarts/local/conf/voip/
phonegroup/executive-phone-group.csv 


../rules/voip/voip-executive-business-phonegroup.asl


When the sm_adapter command is used to invoke the creation of executive business 
phone groups, a user must initiate a manual discovery in VoIP Availability Manager, or 
wait for the next discovery to complete, in order for the executive phone groups to be 
created.


Other interesting facts about executive business phone group discovery:


◆ Model classes used by VoIP Availability Manager to represent executive business 
phone groups: IPPhoneGroup.


◆ Enabling parameters in voip.conf file for executive business phone group discovery:


EnablePhoneDiscovery = TRUE
EnableBusinessPhoneGrouping = TRUE


◆ Monitoring support for executive business phone groups (same as for automatic 
phone groups and business phone groups):


• SNMP monitoring of Avaya phones


• SOAP monitoring of Cisco phones


◆ Availability/performance analysis of executive business phone groups (same as for 
automatic phone groups and business phone groups):


• Degraded = <event>


• CallQualityDegraded = <aggregate>


• Impacted = <aggregate>


• RegistrationExceptions = <aggregate>


• RejectedExceptions = <aggregate>


◆ Naming format for executive business phone groups:


Name:
BUS-GRP-LEVEL-<level number>


Example:
BUS-GRP-LEVEL-2


DisplayName (default):
Same as Name


DisplayName (customized):
<customer specified name in Display Name field of csv file>
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Example:
CEO


If a customer specifies different names in the Display Name fields for a specific 
executive level, VoIP Availability Manager will use the bottom-most name entry for that 
level as the group’s display name.


Logs discovery messages


Whenever a discovery cycle completes, VoIP Availability Manager prints a report to its log 
file. The log file is named <VoIP Availability Manager name>_en_US_UTF-8.log (for 
example, VoIP-AM_en_US_UTF-8.log) and is located in the BASEDIR/smarts/local/logs 
directory. The EMC Smarts System Administration Guide provides information about log 
file naming conventions.


Creates CLI log files


During a CLI discovery cycle of Avaya IP phones, VoIP Availability Manager creates a CLI log 
file for each Avaya server that it attempts to discover. The log file for an Avaya server may 
be populated with the following:


◆ Command and response information when CLI discovery of the server is successful


◆ Error information when access credentials are incorrect


◆ Failed command-response sequences when the server is being queried for a 
configuration that is specified for the server’s certification type but is not available on 
the server


For a successful-related log file, VoIP Availability Manager parses the response 
information to create Avaya IP phone objects in its repository.


A CLI log file is named AVAYA-<Avaya server IP address>.log (for example, 
AVAYA-10.9.10.21.log). All CLI log files are located in the BASEDIR/smarts/local/logs 
directory.


When the TraceCLI parameter or the TraceDiscovery parameter in the voip.conf file is TRUE, 
VoIP Availability Manager retains the CLI log files after a discovery cycle and overwrites 
them during each successive discovery cycle.


When neither the TraceCLI parameter nor the TraceDiscovery parameter is TRUE, VoIP 
Availability Manager deletes the CLI log files as soon as a discovery cycle completes.


The naming format of CLI files can be changed through the CLIHostUsage parameter, 
which is described in the EMC Smarts VoIP Availability Manager Configuration Guide.
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When discovery occurs
VoIP Availability Manager initiates a discovery whenever:


◆ IP Availability Manager is added as a source to VoIP Availability Manager, as explained 
in Chapter 3, “Preparing and Initiating Discovery.”


◆ IP Availability Manager completes a discovery cycle: an initial discovery, a full 
discovery, a pending discovery, or a single-device discovery.


By subscribing to DiscoveredLastAt attribute updates on IP Availability Manager, VoIP 
Availability Manager becomes aware of discovery cycle completions in IP Availability 
Manager.


◆ VoIP Availability Manager is restarted or communication is lost and then reestablished 
between VoIP Availability Manager and IP Availability Manager.


◆ VoIP Availability Manager receives a manual discovery (Discover All) request, as 
explained in Chapter 5, “Using Full or Pending Discovery.”
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CHAPTER 2
Discovery Process


This chapter explains how VoIP Availability Manager discovers and models logical VoIP 
objects. It consists of the following sections:


◆ Discovery process overview.....................................................................................  36
◆ Discovery process details........................................................................................  37
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Discovery process overview
During the discovery process, VoIP Availability Manager uses instances of certain 
EMC Smarts object classes to create within its repository a data model representation of 
the discovered VoIP topology. The data model is shown in Appendix B, “VoIP Data Model.”


VoIP Availability Manager discovers VoIP-specific objects in accordance to the topology 
that is initially imported from the IP Availability Manager source. The imported topology 
consists of device objects and device containment objects.


Upon sending SNMP polls, SOAP requests, and (optional) CLI commands to the devices to 
discover the VoIP topology, VoIP Availability Manager builds the discovered topology in its 
repository and relates the discovered VoIP topology to the device topology that is 
discovered by IP Availability Manager.


Discovery information 


VoIP Availability Manager discovers the following information:


◆ VoIP applications such as voice mail and conference calling


◆ VoIP network services such as call manager, DS1, and H.323


◆ VoIP processes that are executing as part of the discovered VoIP applications and 
services


◆ Clusters, redundancy groups, and IP phones


VoIP Availability Manager also discovers and represents network services that are running 
on circuit cards, such as the H.323 gatekeeper, IP server interface, and media processor 
services. These services are referred to as card services.


Discovery summary


VoIP Availability Manager performs the following steps to discover VoIP topology:


1. Imports initial device topology from each IP Availability Manager source.


2. Probes the imported devices for VoIP information and creates VoIP objects and their 
relationships in its repository.


3. Combines the information that is collected from the various probes to create 
additional VoIP objects and relationships between the objects in its repository.


4. Retrieves additional switch port topology from each IP Availability Manager source in 
order to correlate switch ports with IP phones.


5. If Business Impact Manager integration is enabled, associates VoIP objects with 
Business objects.


6. Exports the device and VoIP topology and business objects to the Global Manager.


For the initial topology import, VoIP Availability Manager probes every device that is 
imported from IP Availability Manager. For any subsequent topology import, and by 
default, VoIP Availability Manager probes only those devices that have been rediscovered 
by IP Availability Manager.
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VoIP Availability Manager can be configured to perform a full discovery every time that a 
discovery occurs in IP Availability Manager by setting the DiscoverAll parameter to TRUE in 
the voip.conf file. DiscoverAll is described in the EMC Smarts VoIP Availability Manager 
Configuration Guide.


Discovery process details
Figure 7 on page 37 identifies the phases of discovery for adding VoIP objects to the VoIP 
Availability Manager repository. 


Figure 7  Discovery flow for VoIP Availability Manager
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The discovery phases are:


1. Import initial device topology from IP Availability Manager.


2. Probe each managed device for VoIP topology information and relationships.


3. Retrieve additional topology that is related to IP phones from IP Availability Manager.


4. Post-process the discovery information.


Phase 1: Import initial device topology


The first phase of the discovery process is carried out by the VoIP Availability Manager 
data exchange adapter (DXA) program that imports device topology information from IP 
Availability Manager. The program imports instances of the following EMC Smarts object 
classes:


◆ Host


◆ Node


◆ Switch


◆ Router


◆ CallServer


◆ MediaGateway


◆ Chassis


◆ Card


◆ IP


◆ IPv6


◆ SNMPAgent


The imported topology consists of device objects along with the chassis, card, IP, IPv6, 
and SNMPAgent objects that are associated with the device objects. Only managed 
devices are imported, meaning that VoIP Availability Manager imports only device objects 
whose IsManaged attribute is set to TRUE. The device objects are described in Table 6 on 
page 39.
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The imported SNMPAgent objects have a one-to-one relationship with the imported device 
objects. When IP Availability Manager discovers a device, it also discovers the device’s 
SNMP agent.


The imported Card objects are cards that reside in Avaya servers and media gateways. 
Later, during the retrieval phase for IP phones, all cards (and ports) that are related to IP 
phones will be imported from IP Availability Manager.


The imported topology may be all of the Host, Node, Switch, Router, CallServer, and 
MediaGateway devices that are discovered by IP Availability Manager, or just the Host, 
Node, Switch, Router, CallServer, and MediaGateway devices that are contained in the 
VoIP topology collection set that is created by IP Availability Manager. By default, VoIP 
Availability Manager is configured to import just the devices in the VoIP Topology 
collection set.


Phase 2: Probe each managed VoIP device


During the second phase of the discovery process, imported devices are probed to identify 
VoIP topology information. At the end of the probing, instances of VoIP-specific objects are 
created in the VoIP Availability Manager repository.


During this phase of the discovery process, VoIP Availability Manager creates instances of 
the classes that are identified in Table 7 on page 40. The hierarchy of the classes is shown 
in Appendix B, “VoIP Data Model.”


Table 6  Device objects in topology import


Class name Description Vendor applicability


Host A general purpose computer, such as a workstation or 
server system.


Avaya, Cisco


Node A device that is monitored by using generic network 
management instrumentation. Nodes are probed for 
standard MIB-II information, but are not probed for 
enterprise-specific information such as system 
resources. 


Avaya, Cisco


Switch A device that switches packets, typically at wire 
speeds, between physically separate network 
segments.


Avaya, Cisco


Router A device or, in some cases, software in a computer 
that determines the next network point to which a 
packet should be forwarded as it travels toward its 
destination.


Avaya, Cisco


CallServer A device that hosts the call manager application for a 
VoIP system.


Avaya


MediaGateway A device that hosts the media server and gateway 
applications for a VoIP system.


Avaya
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Table 7  Initial topology added to the VoIP Availability Manager repository (page 1 of 4)


Class name Description Vendor applicability


Collections


PortNetwork A collection of media-gateway port cards (in stacked 
G650 media gateways) that terminate phones and 
trunks.


Avaya


VoipCluster A collection of call managers that share a common 
database and provide the VoIP application and network 
services for an enterprise VoIP system.


Avaya, Cisco


VOIP_PMDomain Hosts on which VoIP Performance Manager instances 
are running in the VoIP Availability Manager 
deployment.


Avaya, Cisco


Physical elements


Chassis A physical element that encloses other elements and 
provides definable functionality.


Avaya


Card A type of physical container that can be plugged into 
another card or hosting board, or is itself a hosting 
board or motherboard in a chassis.


Avaya


Service access points 


VoipEndPoint A logical VoIP endpoint. Cisco


Logical elements


IPPhone A physical instrument (hardware-based IP phone) or 
software program (software-based IP phone) that acts 
as a telephone by using VoIP technology. An IP phone 
can transmit audio information only, or both video and 
audio information.


Avaya, Cisco


VoIP service data


CallManagerData A list of data, provided to a CallManager, that contains 
information about the registered, rejected, and 
unregistered devices for the CallManager.


Cisco


MediaResourceAggregate Summary performance data for a specific type of 
registered media device, such as HardwareConference, 
Transcoder, or MusicOnHold.
Instances of this class are received from VoIP 
Performance Manager.


Cisco


VoiceMailbox A personal voice mailbox that stores messages for an 
individual owner or a general delivery mailbox that 
distributes broadcast messages to a list of individuals.


Cisco


1   points to parent class.
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VoIP applications


VoipApplication An application that provides an end-user service, such 
as a service that is represented by one of the classes 
that follow. A discovered application other than 
ConferenceService, CTIService, VoiceMailApplication, or 
VoiceMailService is represented as an instance of the 
VoipApplication class.


Avaya, Cisco


ConferenceService An application that provides Conferencing functionality. Cisco


CTIService A Computer Telephony Integrated application that 
integrates voice and data between the CallManager and 
the business application environment. Examples 
include using a personal computer to deliver Caller ID 
information, and the ability to use a personal computer 
to access voice mail.


Cisco


VoiceMailApplication An application that provides a voice mail service for 
Cisco Unity, Cisco Unity Express, and Cisco Unity 
Connection devices.


Cisco


VoiceMailService An application that answers calls and stores and 
manages voice messages for individual users.


Cisco


VoIP call managers  1 VoIP network services


CallManager A call manager application that represents a Cisco 
Unified Communications Manager (CUCM), formerly 
Cisco Unified CallManager and Cisco CallManager.


Cisco


ConvergedCallManager A call manager application that represents an Avaya 
Aura Communication Manager (CM).


Avaya


VoIP card services  1 VoIP network services


DS1Service A Digital Signal 1 (DS1) card-service application that 
provides digital connectivity to the PSTN to enable long 
distance and local telephone service.


Avaya


H323GateKeeper A Control LAN (CLAN) card-service application that 
provides services such as address translation and 
network access control for H.323 endpoints.


Avaya


IPConnector An IP Server Interface (IPSI) card-service application 
that handles gateway-control and call-control messages 
between a port network (in a G250/350/700 Media 
Gateway) and the converged call manager.


Avaya


MediaProcessor A Media Processor (MedPro) card-service application 
that provides digital-to-analog and analog-to-digital 
processing services for VoIP calls.


Avaya


VoiceAnnounceService A Voice Announcements over LAN (VAL) card-service 
that distributes recorded voice announcements over the 
LAN for scheduled broadcasts.


Avaya


Table 7  Initial topology added to the VoIP Availability Manager repository (page 2 of 4)


Class name Description Vendor applicability


1   points to parent class.
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VoIP network services


VoipNetworkService A service that is used to control VoIP logical 
connections.


Cisco, Acme


CallProcessor A service that provides lightweight call processing, call 
control, transfer, and call routing functions to local 
media gateways during a primary CallManager server 
failover.
Cisco Unified Communications Manager Express (Cisco 
Unified CME) and Cisco Survivable Remote Site 
Telephony (SRST) are modeled as instances of the 
CallProcessor class.


Cisco


DHCPService A Dynamic Host Configuration Protocol service that is 
used by IP devices such as IP Phones to obtain an IP 
address in order to register with a call-processing 
server.


Cisco


DialPeer A service on a voice gateway router that maps the called 
and calling numbers with the port or IP interface that is 
to be used to route the call over the IP network.


Cisco


DNSService A Domain Name System service that translates Internet 
domain and host names to IP addresses.


Avaya, Cisco


H248Service An application that provides signaling by using the 
open industry standard H.248 signaling protocol.


Avaya


H323Service An application that provides signaling by using the 
open industry standard H.323 signaling protocol.


Cisco


Gatekeeper An application that provides services such as address 
translation and network access control for H.323 
terminals, gateways, and Multiple Control Units (MCUs).


Cisco


GatewayService An application that converts voice and fax calls 
between the PSTN and an IP network.


Avaya, Cisco


MediaService An application that handles functions such as decoding 
DTMF tones; transmitting dial tones, busy signals, and 
announcements; and bridging multiple media streams 
into a conference.


Cisco


VoipPerformanceManager A VoIP Manager product that ensures that Avaya and 
Cisco VoIP networks are delivering an acceptable level 
of telephony services to the service subscribers. All 
discovered VoIP Performance Manager applications are 
represented as instances of the 
VoipPerformanceManager class.


Avaya, Cisco


Table 7  Initial topology added to the VoIP Availability Manager repository (page 3 of 4)


Class name Description Vendor applicability


1   points to parent class.
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Discovery driver and probe locations
The probing of topology is accomplished using the discovery drivers and probes that are 
identified in the following files: 


◆ BASEDIR/smarts/conf/voip/VOIP.import


Contains the discovery drivers for the VoIP Core.


◆ BASEDIR/smarts/conf/voip/avaya.conf


Contains the SNMP and CLI discovery probes for the Avaya Enablement Pack.


◆ BASEDIR/smarts/conf/voip/cisco.conf


Contains the SNMP and SOAP discovery probes for the Cisco Enablement Pack


◆ BASEDIR/smarts/conf/voip/acme.conf


Contains the SNMP discovery probes for the ACME Enablement Pack.


VoIP processes


VoipProcess A process that is part of a VoIP application or VoIP 
network service. All discovered VoIP processes are 
represented as instances of the VoipProcess class.
The HOST-RESOURCES-MIB is used to discover and 
monitor VoIP processes.


Avaya, Cisco


VoipElement A process that is part of a VoIP application or VoIP 
network service. All discovered VoIP elements are 
represented as instances of the VoipElement class.
What distinguishes VoIP elements from VoIP processes 
is the MIB. Vendor-specific MIBs, not the 
HOST-RESOURCES-MIB, are used to discover and 
monitor VoIP elements.


Cisco, Acme


VoIP software service


VoipSolution A software package that provides miscellaneous 
end-user functionality.
When an application consists of many highly 
inter-related component applications, modeling the 
application as a single entity instead of modeling each 
component application is a better solution. That is the 
purpose of the VoipSolution class.
The VoipSolution class is used to model applications 
such as contact center applications and emergency 
responder applications.


Cisco


Table 7  Initial topology added to the VoIP Availability Manager repository (page 4 of 4)


Class name Description Vendor applicability


1   points to parent class.
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Discovery drivers 
The discovery drivers in the VOIP.import file control the discovery. The drivers perform 
preprocessing tasks, launch the enablement pack probes, and perform postprocessing 
tasks such as starting the built-in trap receiver.


If multiple enablement packs are installed, the main discovery driver launches the 
individual sets of enablement pack probes simultaneously. The enablement pack probes 
operate in parallel.


The VOIP.import file also contains drivers that control process-based discovery and index 
updating. Process discovery involves gathering information from a device’s 
HOST-RESOURCES-MIB.


SNMP discovery probes
The SNMP discovery probes in the vendor-specific configuration file (avaya.conf file, 
cisco.conf file, or acme.conf file) poll certain MIB objects on the devices to collect VoIP and 
relationship information. And for Avaya devices, and by default, the SNMP probes also 
poll additional MIB objects to collect Avaya IP phone information.


The SNMP discovery probes in the VOIP.import file poll the HOST-RESOURCES-MIB, System 
Application (sys appl) MIB, and Systems MIB objects on the managed devices to discover 
what VoIP processes are running on the devices. For example, on a target VoIP 
Performance Manager node, a probe will discover VoIP Performance Manager by 
discovering its two processes, one of which is named irpromgs.exe and is deemed critical.


Note: VoIP Availability Manager uses a multi-threaded SNMP discovery probe. SNMP 
discovery may run in multiple concurrent threads.


If a probe of a device is successful, VoIP Availability Manager creates an object for each 
discovered VoIP entity and places the objects in its repository. Examples of discovered 
VoIP entities are VoIP applications, network services, processes, and IP phones.


If the probe is not successful, VoIP Availability Manager places the name of the probe (the 
name includes the name of the device that the probe is probing) on its Pending Elements 
list. Chapter 4, “Understanding Discovery Results,” provides information about discovery 
errors and the Pending Elements list.


SOAP discovery probes
The SOAP discovery probes use the SOAP protocol to retrieve IP phone information from 
the Cisco Communications Manager database and to discover the location of the Cisco 
Publisher database. This information helps to instantiate Cisco phone topology objects 
and to establish proper relationships between them. This information also used to create 
an instance of VoipNetworkService for the Publisher.


The SOAP discovery probes locate the Cisco Publisher database and discover IP phone 
groups and IP phones.
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The execution of SOAP discovery requires login credentials. The login credentials are 
specified in a security group named “Cisco Call Managers Version 5 and above,” which is 
accessible through the Device Access tab of a Polling and Thresholds Console that is 
attached to VoIP Availability Manager. Instructions for configuring the “Cisco Call 
Managers Version 5 and above” security group are given in the EMC Smarts VoIP 
Enablement Pack for Cisco User Guide.


If a probe of a CallManager is successful, VoIP Availability Manager creates an IPPhone 
object for each discovered IP phone, and creates a CallManager object for the discovered 
Publisher.


If the probe is not successful, VoIP Availability Manager places the name of the probe (the 
name includes the name of the device that the probe is probing) on its Pending Elements 
list. Chapter 4, “Understanding Discovery Results,” provides information about discovery 
errors and the Pending Elements list.


CLI discovery probes
For large VoIP topologies, the SNMP agent on Avaya servers and media gateways cannot 
consistently and reliably report all IP phones that are connected to the servers and 
gateways. By using CLI discovery, VoIP Availability Manager can discover most if not all IP 
phones that are connected to Avaya servers and media gateways.


Setting the EnableAvayaCLIDiscovery parameter to TRUE in the voip.conf file activates the 
Avaya CLI discovery probes. The probes use the Secure Shell (SSH) protocol to access 
Avaya servers, and then execute CLI commands to gather IP phone information.


The execution of CLI discovery requires login credentials. The login credentials are 
specified in a security group named “Avaya Servers,” which is accessible through the 
Device Access tab of a Polling and Thresholds Console that is attached to VoIP Availability 
Manager. Instructions for configuring the “Avaya Servers” security group are given in the 
EMC Smarts VoIP Enablement Pack for Avaya User Guide.


When discovery starts, a CLI discovery probe retrieves the login credentials, and uses the 
credentials to establish an SSH connection to the Avaya Communication Manager (CM) on 
the target Avaya server. The probe then accesses the System Access Terminal (SAT) 
program on the CM and logs in to the CM, and then issues SAT commands to collect IP 
phone information from the CM.


If a probe of an Avaya server is successful, VoIP Availability Manager creates an IPPhone 
object for each discovered phone.


If the probe is not successful, VoIP Availability Manager places the name of the probe (the 
name includes the name of the device that the probe is probing) on its Pending Elements 
list. Chapter 4, “Understanding Discovery Results,” provides information about discovery 
errors and the Pending Elements list.
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Phase 3: Retrieve additional topology that is related to IP phones


During this phase of discovery, which occurs just before the postprocessing phase, VoIP 
Availability Manager retrieves additional IP phone-related topology from IP Availability 
Manager. Specifically, VoIP Availability Manager retrieves all cards and switch ports that 
are connected to IP phones, and creates instances of the retrieved cards and ports in its 
repository. Based on the results of the Phase 2 discovery probes for IP phones, only the 
necessary cards and ports are imported from IP Availability Manager.


Table 8 on page 46 identifies the additional IP-phone-related objects that are imported 
from IP Availability Manager. 


In order for IP Availability Manager to provide the additional IP phone information, the 
MAC2BridgedPortTable parameter in IP Availability Manager’s 
BASEDIR/smarts/conf/discovery/tpmgr-param.conf file must be set to TRUE.


Phase 4: Post-Process the discovery information


During the postprocessing phase of discovery, postprocessor programs consolidate the 
information collected from the various probes to create additional logical objects and to 
create connected relationships between the objects in the repository.


The postprocessing basic functions include:


◆ Creating VoIP session connection objects between endpoints of communicating VoIP 
application services.


◆ Creating call manager group (redundancy group) objects.


◆ Creating automatic phone groups, business phone groups, and executive business 
phone groups.


◆ Creating RegisteredTo relationships from IP phones and IP phone groups to the call 
managers.


◆ Creating Controls relationships from call managers and call manager groups to the 
VoIP services (VoIP applications, VoIP network services) that are controlled by the call 
managers and call manager groups.


◆ Creating ComposedOf relationships between multi-process VoIP applications/network 
services and their VoIP processes.


Table 8  Additional phone-related topology imported from IP Availability Manager


Class name Description Vendor applicability


Card A type of physical container that can be plugged into 
another card or hosting board, or is itself a hosting 
board or motherboard in a chassis.


Avaya, Cisco


Port A point from which to connect physically to some other 
device, usually with a socket and plug. Examples are 
switch port and VLAN.


Avaya, Cisco
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◆ Creating HostedBy and other relationships between the VoIP objects and the network 
objects that are imported from IP Availability Manager.


◆ Creating ServiceOffering and ServiceSubscriber objects.


◆ Creating Subscriber relationships between a service offering and its subscribers.


◆ Creating ConsistsOf relationships between a service offering and the infrastructure 
objects that implement the offering.


◆ Removing (pruning) stale objects and relationships from the repository.


Postprocessor programs also set the DisplayName for the discovered objects, print a 
discovery report to VoIP Availability Manager’s log file, and prepare VoIP Availability 
Manager for topology monitoring by using SNMP and SOAP polling and trap processing.


Table 9 on page 47 identifies the additional VoIP objects that are created by VoIP 
Availability Manager during the postprocessing phase of discovery. 


Table 9  Additional topology added to the VoIP Availability Manager repository (page 1 of 2)


Class name Description Vendor applicability


Logical elements


IPPhoneGroup A group of IP phones. IP phone groups correspond to 
topology objects that are vendor-specific:
• For Avaya, the group includes IP phones that belong 


to the same network region and are configured to 
register to the same converged call manager or 
H.323 gatekeeper.


• For Cisco, the group includes IP phones that belong 
to the same device pool and are configured to 
register to the same CallManager group or, for Cisco 
Unified Communications Manager Express (Cisco 
Unified CME) or Survivable Remote Site Telephony 
(SRST), the same call processor.


The definitions in the bullet list are applicable to 
automatic phone groups. The IPPhoneGroup class can 
also be used to represent business phone groups and 
executive business phone groups.


Avaya, Cisco


IPPhoneGroupOfGroups A top-level business phone group that consists of one 
or more business phone groups.


Avaya, Cisco


VoIP sessions


CallManagerPeerSession A logical connection between a CallManager and a peer 
CallManager. This session is established between two 
CallManagers that belong to the same CallManager 
group (redundancy group) as soon as both 
CallManagers are up and running.


Cisco


H248RegistrationSession A logical connection between a converged call manager 
(ConvergedCallManager) and a gateway 
(GatewayService) that has registered with the 
converged call manager, or between an H.323 
gatekeeper (H323GateKeeper) and a gateway 
(GatewayService) that has registered with the H.323 
gatekeeper. This session is established when the 
gateway registers with the converged call manager or 
the H.323 gatekeeper.


Avaya
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For any device that is placed on the Pending Elements list during the discovery, VoIP 
Availability Manager will re-attempt to discover that device during the next discovery. 


VoIP redundancy groups


CallManagerRedundancy-
Group 


A redundancy group that is composed of CallManagers. Cisco


ConvergedCallManager-
RedundancyGroup


A redundancy group that is composed of converged call 
managers.


Avaya


CardServiceRedundancy-
Group


A redundancy group that is composed of IPConnectors 
(Avaya IPSI cards) or MediaProcessors (Avaya MedPro 
cards). Either redundancy group may have only two 
cards.


Avaya


Business Impact Manager (BIM) objects


ServiceOffering A business service that is delivered to a set of 
subscribers (consumers). For example, a service 
offering can be a business process like Order 
Processing or Production Planning.


Avaya, Cisco


ServiceSubscriber A consumer of services that are provided through a 
service offering. A service subscriber can be a customer, 
organization, business unit, line of business (LOB), or 
department.


Avaya, Cisco


Table 9  Additional topology added to the VoIP Availability Manager repository (page 2 of 2)


Class name Description Vendor applicability
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CHAPTER 3
Preparing and Initiating Discovery


This chapter describes how to prepare and initiate discovery for a VoIP Availability 
Manager deployment. It consists of the following sections:


◆ Preparing for discovery............................................................................................  50
◆ Initiating discovery..................................................................................................  51
◆ Using Option 1 to automatically initiate discovery ...................................................  53
◆ Using Option 2 to manually initiate discovery..........................................................  54
◆ Synchronizing with IP Availability Manager..............................................................  58
◆ Removing or replacing an IP Availability Manager source .........................................  59
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Preparing for discovery
Preparing a VoIP Availability Manager deployment for discovery requires configuring all 
component applications in the deployment so that they can form the proper physical and 
logical connections to one another. Some of these tasks are performed before the 
components are started, such as the editing of configuration files, while others are 
performed through the Global Console when the components are up and running.


Prepare the Global Manager for discovery


Preparing the Global Manager for discovery involves attaching the Global Console to the 
Global Manager and configuring the Global Manager to import topology and status from 
the underlying VoIP Availability Manager domain and the underlying IP Availability 
Manager domains.


The EMC Smarts VoIP Availability Manager Configuration Guide provides instructions for 
preparing the Global Manager for discovery in a VoIP Availability Manager deployment.


Prepare IP Availability Manager for discovery


Preparing IP Availability Manager for discovery starts with seed systems, which serve as a 
starting point for autodiscovery. Autodiscovery automatically discovers the managed 
network from the seed systems. Procedures for preparing and initiating autodiscovery are 
given in the EMC Smarts IP Manager User Guide.


In addition, an administrator performs the following configuration tasks that are described 
in the EMC Smarts VoIP Availability Manager Configuration Guide to prepare IP Availability 
Manager for discovery in a VoIP Availability Manager deployment:


◆ Enables VoIP light discovery.


◆ Customizes VoIP device-matching filters (optional).


◆ Enables MAC-address-to-Bridge-port mappings.


◆ Configures SNMP trap integration to distribute network traps to IP Availability 
Manager.


If the Avaya Enablement Pack is installed, an administrator must also exclude Avaya 
virtual IP addresses from the discovered topology. The EMC Smarts VoIP Enablement Pack 
for Avaya User Guide provides instructions for completing this task.


Prepare Business Impact Manager for discovery (optional)


If the optional Business Impact Manager is included in the VoIP Availability Manager 
deployment, an administrator must perform the enabling and configuring procedures that 
are given in the EMC Smarts VoIP Availability Manager Configuration Guide.
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Prepare VoIP Availability Manager for discovery


To prepare VoIP Availability Manager for its initial discovery, an administrator performs the 
following tasks:


◆ Specifies one or more IP Availability Managers in the domain.conf file.


When VoIP Availability Manager starts up, it adds as topology sources the IP 
Availability Managers that are specified in the domain.conf file and imports topology 
from the IP Availability Managers.


◆ Enables trap reception in the voip.conf file.


◆ Enables the discovery of IP phones and voice mailboxes in the voip.conf file.


◆ Specifies login credentials for SOAP discovery.


Applicable if the Cisco Enablement Pack is installed.


◆ Specifies login credentials for CLI discovery.


Applicable if the Avaya Enablement Pack is installed and CLI discovery of Avaya IP 
phones is enabled in the voip.conf file.


The EMC Smarts VoIP Availability Manager Configuration Guide describes the 
domain.conf, voip.conf file, and other VoIP Availability Manager configuration files that are 
used to prepare VoIP Availability Manager for discovery.


Instructions for creating login credentials for SOAP discovery are given in the EMC Smarts 
VoIP Enablement Pack for Cisco User Guide.


Instructions for creating login credentials for CLI discovery are given in the EMC Smarts 
VoIP Enablement Pack for Avaya User Guide.


Initiating discovery
After preparing your VoIP Availability Manager deployment for discovery, you initiate an IP 
Availability Manager discovery for each IP Availability Manager application in the 
deployment. Then, you initiate a VoIP Availability Manager discovery by adding each IP 
Availability Manager as a topology source to VoIP Availability Manager.


VoIP Availability Manager provides two options for adding an IP Availability Manager as a 
topology source. 


◆ Option 1 (Recommended): Specify the name of the IP Availability Manager in the 
domain.conf file.


Each IP Availability Manager that is specified in the domain.conf file is automatically 
added as a topology source when VoIP Availability Manager starts up.


◆ Option 2: Manually add the IP Availability Manager as a topology source by using the 
Add Source command.


A user attaches the Global Console to VoIP Availability Manager and issues an Add 
Source command for each IP Availability Manager that is to be added as a topology 
source.
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Using either option will cause VoIP Availability Manager to import device topology from the 
IP Availability Manager sources and to initiate its own discovery. Option 2 can be used at 
any time to add an additional IP Availability Manager as a topology source.


You can combine Option 1 with Option 2 or use just one of the options to add IP 
Availability Manager sources to VoIP Availability Manager. Table 10 on page 52 compares 
the two options. 


Adding an IP Availability Manager as a topology source causes VoIP Availability Manager 
to start a probe that:


1. Creates an InChargeDomain object that has the instance name of the IP Availability 
Manager application.


2. Starts a synchronization program that probes the IP Availability Manager repository for 
device topology.


Thereafter, at startup or whenever the connection to the IP Availability Manager is lost and 
then re-established, VoIP Availability Manager automatically runs this probe.


Table 10  Comparison of discovery initialization Options 1 and 2


Option 1: Automatically added sources 
(Recommended) Option 2: Manually added sources


A user needs to specify the IP Availability 
Manager sources in the domain.conf file before 
starting VoIP Availability Manager.


A user can add an IP Availability Manager 
source at any time without restarting VoIP 
Availability Manager.


Whenever VoIP Availability Manager is 
restarted, it adds as topology sources only the 
IP Availability Managers that are specified in 
the domain.conf file.


Whenever VoIP Availability Manager is 
restarted, it does not add as topology sources 
the IP Availability Manager sources that were 
previously added by using the Add Source 
command.


When an IP Availability Manager is not running, 
VoIP Availability Manager proceeds as follows:
1. Adds the IP Availability Manager as a 


topology source.


2. Periodically attempts to connect to the IP 
Availability Manager.


3. Imports topology from the IP Availability 
Manager when it becomes available—is 
running.


When an IP Availability Manager is not running, 
invoking the Add Source command to add the IP 
Availability Manager as a topology source will 
fail.
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Using Option 1 to automatically initiate discovery
Using this option, you initiate a VoIP Availability Manager discovery simply by starting VoIP 
Availability Manager. When the startup completes, VoIP Availability Manager 
automatically:


◆ Adds as topology sources the IP Availability Managers specified in the domain.conf 
file.


◆ Imports device topology from the IP Availability Manager sources.


◆ Initiates its own discovery.


When VoIP Availability Manager is registered as a service during installation, you can use 
the service to manually start and stop VoIP Availability Manager, as described in 
“Procedure for using Option 1 to automatically initiate discovery” on page 53. The default 
service command for VoIP Availability Manager is described in the EMC Smarts Installation 
Guide for SAM, IP, ESM, MPLS, VoIP, and NPM Managers.


Procedure for using Option 1 to automatically initiate discovery


To use Option 1 to automatically add one or more IP Availability Managers as topology 
sources to VoIP Availability Manager, go to the BASEDIR/smarts/bin directory in the VoIP 
Availability Manager installation area and enter the following command to start VoIP 
Availability Manager:


sm_service start ic-voip-server


During startup, VoIP Availability Manager:


◆ Registers with the EMC Smarts Broker.


◆ Loads its .import and configuration files—including domain.conf and voip.conf.


◆ Adds as a topology source each IP Availability Manager that is listed in the 
domain.conf file.


◆ Creates in its repository an InChargeDomain object (INCHARGE-AM, for example) for 
each IP Availability Manager instance that is added as a topology source.


◆ Establishes a connection to each IP Availability Manager source and probes each 
source for device topology information.


◆ Imports and stores in its repository the device topology that is discovered by each IP 
Availability Manager source.


◆ Initiates its own discovery by sending SNMP polls, SOAP polls, and (optional) CLI 
commands to the devices to discover the VoIP information that is needed to build the 
VoIP topology.


After completing its initial discovery, VoIP Availability Manager will import the device 
topology from IP Availability Manager whenever IP Availability Manager completes a 
discovery cycle. “Synchronizing with IP Availability Manager” on page 58 describes how 
VoIP Availability Manager synchronizes its discovery with the discovery of IP Availability 
Manager.
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Using Option 2 to manually initiate discovery
Using this option, you initiate a VoIP Availability Manager discovery by starting VoIP 
Availability Manager, attaching a Global Console to VoIP Availability Manager, and issuing 
the Add Source command to add IP Availability Manager as a topology source.


When you add IP Availability Manager as a topology source, VoIP Availability Manager 
imports device topology from the IP Availability Manager and initiates its own discovery.


You use the Domain Manager Administration Console view of the Global Console to add 
one or more IP Availability Managers as topology sources to VoIP Availability Manager.


Open the Domain Manager Administration Console


The Global Console is a collection of many consoles, or console views, two of which are 
the Domain Manager Administration Console and the Global Manager Administration 
Console. The consoles enable administrators to manage EMC Smarts Domain Managers 
and Global Managers.


User Accounts and Passwords
Attaching the Global Console to a Domain Manager (such as VoIP Availability Manager) or 
to a Global Manager requires an EMC Smarts user account. The default user accounts are 
as follows:


◆ Administration account:


• username: admin


• password: changeme


◆ Operator account:


• username: oper


• password: oper


For users who are logged on with an administration account, the Global Console includes 
a Configure menu. This menu enables administrators to open the Domain Manager 
Administration Console and the Global Manager Administration Console.


The EMC Smarts System Administration Guide provides information about changing the 
password for the default administrative account (recommended) and configuring access 
privileges. The EMC Smarts Service Assurance Manager Configuration Guide provides 
information about configuring permissions to perform specific console operations.
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Procedure for opening the Domain Manager Administration Console
To open the Domain Manager Administration Console:


1. Start the Global Console.


• On a Windows system, select Start > Programs > InCharge > EMC Global Console.


• On a UNIX system, go to the BASEDIR/smarts/bin directory in the Service 
Assurance Manager (Global Manager) installation area and type:


sm_gui


Press Enter.


The Attach Manager dialog box opens as shown in Figure 8 on page 55.


Figure 8  Attach Manager dialog box


2. In the dialog box,


a. Ensure that the EMC Smarts Broker for your deployment appears in the Broker text 
box.


b. Click the Manager list box or the Browse button to display a list of active (running) 
Managers, and from that list select VoIP Availability Manager (for example, 
VoIP-AM) in your deployment as the Manager to which you want to connect.


c. Type your login username and password.


d. Click OK.


The Topology Browser Console opens.


3. On the Console, select Configure > Domain Manager Administration Console. The 
Domain Manager Administration Console opens as shown in Figure 9 on page 56.


In the example display, the Domain Manager Administration Console is attached to a 
VoIP Availability Manager named VoIP-AM.
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Figure 9  Domain Manager Administration Console


The Domain Manager Administration Console is the primary tool for configuring discovery, 
initiating discovery, and managing topology for a Domain Manager such as VoIP 
Availability Manager.


Because VoIP Availability Manager imports its topology and topology updates from IP 
Availability Manager, the manual discovery and autodiscovery features are not available 
to VoIP Availability Manager. All other administration capabilities that are normally 
available through the Domain Manager Administration Console are available to 
administrators and operators of VoIP Availability Manager.


The EMC Smarts Service Assurance Manager Operator Guide provides detailed 
descriptions of the administration capabilities that are available through the Domain 
Manager Administration Console.
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Add an IP Availability Manager as a topology source


To manually add an IP Availability Manager as a topology source to VoIP Availability 
Manager:


1. In the Domain Manager Administration Console that is attached to VoIP Availability 
Manager, select Topology > Add Source to launch the Add Source dialog box.


2. In the dialog box (Figure 10 on page 57), select AM from the Element Type drop-down 
list, type the name of the IP Availability Manager application (for example, 
INCHARGE-AM2) in the Element Name field, and then click OK to add IP Availability 
Manager as a topology source.


Figure 10  Add Source Dialog Box for IP Availability Manager


In response, VoIP Availability Manager:


• Adds the specified IP Availability Manager as a topology source.


• Creates in its repository an InChargeDomain object (INCHARGE-AM2, for example) 
for the IP Availability Manager instance that is added as a topology source.


• Establishes a connection to the IP Availability Manager source and probes the 
source for device topology information.


• Imports and stores in its repository the device topology that is discovered by the IP 
Availability Manager source.


• Initiates its own discovery by sending SNMP polls, SOAP polls, and (optional) CLI 
commands to the devices to discover the VoIP information that is needed to build 
the VoIP topology.


A Discovery Progress window opens, displays progress messages, and might display a 
list of elements (pending elements) that could not be discovered. When "Last 
discovery completed" appears near the end of the progress report in the Discovery 
Status section, the probing of topology information is complete.


3. Click Close to close the Discovery Progress window.


4. Repeat Steps 1 through 3 until you have added each IP Availability Manager 
application in your deployment as a topology source to VoIP Availability Manager.
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After completing its initial discovery, VoIP Availability Manager will import the device 
topology from IP Availability Manager whenever IP Availability Manager completes a 
discovery cycle. “Synchronizing with IP Availability Manager” on page 58 describes how 
VoIP Availability Manager synchronizes its topology with the topology that is discovered by 
IP Availability Manager.


Synchronizing with IP Availability Manager
After an IP Availability Manager is added as a topology source, VoIP Availability Manager 
starts a synchronization program that probes the IP Availability Manager repository for 
device topology. The synchronization program probes for topology immediately after an IP 
Availability Manager is added as a topology source and then every time thereafter 
whenever:


◆ The IP Availability Manager completes a discovery cycle.


Assumes AutoDiscover parameter in voip.conf file is TRUE (default).


◆ The connection to IP Availability Manager is lost and then re-established.


For any subsequent discovery, VoIP Availability Manager performs the following 
incremental discovery:


◆ Compares the current IP Availability Manager topology with the previously imported 
topology.


◆ Conducts an SNMP discovery on just the new devices, or on known devices that have a 
newer discovery timestamp.


For any new devices, or any known devices with a newer discovery timestamp, that are 
Avaya servers, also conducts an SNMP or CLI discovery on those devices to gather 
Avaya IP phone information.


For any new devices, or any known devices with a newer discovery timestamp, that are 
Cisco CallManager servers, also conducts a SOAP discovery on those devices to gather 
Cisco IP phone information.


You can change this behavior, to force VoIP Availability Manager to perform a full discovery 
for any subsequent discovery, by setting the DiscoverAll parameter to TRUE in the 
voip.conf file. DiscoverAll is described in the EMC Smarts VoIP Availability Manager 
Configuration Guide.
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Removing or replacing an IP Availability Manager source
You can remove one or more IP Availability Managers that have been added as sources to 
VoIP Availability Manager by performing the following two steps:


1. In the domain.conf file, remove or comment-out the entries of the IP Availability 
Managers that you want to remove.


2. Restart VoIP Availability Manager.


If you want to replace one or more IP Availability Managers with one or more new IP 
Availability Managers, you perform the same two steps except that you also add entries for 
the new IP Availability Managers to the domain.conf file.


After making your edits to the domain.conf file and restarting VoIP Availability Manager, 
VoIP Availability Manager responds by:


◆ Removing from its repository all device objects and their containment objects that 
were previously imported from an IP Availability Manager that is no longer listed in the 
domain.conf file.


◆ Importing the device objects (in the VoIP topology collection set) and their 
containment objects from each IP Availability Manager that is listed in the 
domain.conf file and adding the objects to its repository.


Example of a procedure to replace an IP Availability Manager source


To replace an IP Availability Manager source named INCHARGE-AM with one named 
EAST-AM1:


1. Go to the BASEDIR/smarts/bin directory in the VoIP Availability Manager installation 
area and enter the following command to open the domain.conf file:


sm_edit conf/voip/domain.conf


2. Find the following five lines:


InChargeDomain::InChargeDomain_INCHARGE-AM
{
    Type       = “AM”
    DomainName = “INCHARGE-AM”
}


3. Change the two instances of INCHARGE-AM to EAST-AM1:


InChargeDomain::InChargeDomain_EAST-AM1
{
    Type       = “AM”
    DomainName = “EAST-AM1”
}


4. Save and close the file.


The modified version of the domain.conf file is saved to the 
BASEDIR/smarts/local/conf/voip directory.
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5. Enter the following command from BASEDIR/smarts/bin to stop VoIP Availability 
Manager:


sm_service stop ic-voip-server --force


6. Enter the following command from BASEDIR/smarts/bin to start VoIP Availability 
Manager:


sm_service start ic-voip-server --force


At startup, VoIP Availability Manager responds by:


◆ Reading the domain.conf file.


◆ Saving the configuration information in its repository.


◆ Removing all device objects and their containment objects that were previously 
imported from INCHARGE-AM.


◆ Importing the device objects (in the VoIP topology collection set) and their 
containment objects from EAST-AM1 and adding the objects to its repository.
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CHAPTER 4
Understanding Discovery Results


This chapter describes VoIP Availability Manager discovery results, discovery error 
resolutions, and the Pending Elements list. It consists of the following sections:


◆ Discovery results.....................................................................................................  62
◆ Discovery error resolutions......................................................................................  63
◆ Pending Elements list..............................................................................................  65
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Discovery results
When VoIP Availability Manager attempts to discover VoIP topology by probing a 
VoIP-enabled device, one of the following results occurs:


◆ Discovery successfully completes, and the VoIP topology objects that are discovered 
by probing the device are added to the managed topology.


◆ Discovery starts but communication is lost between VoIP Availability Manager and the 
device.


◆ Discovery starts but the device does not respond to SNMP polls or SOAP polls or 
(optional) CLI commands.


◆ Discovery starts but one or more of VoIP Availability Manager probes encounters an 
error during the discovery process.


◆ Discovery is unable to start or successfully complete.


Successful discovery


When the probing of a device for VoIP topology information is successful, an object is 
created in VoIP Availability Manager repository for each discovered VoIP topology object.


Unsuccessful discovery


If the probing of a device for VoIP topology information does not complete successfully, an 
entry for that device is placed on VoIP Availability Manager’s Pending Elements list. 
“Pending Elements list” on page 65 provides information about the Pending Elements list 
and the Discovery Progress window in which it appears.
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Discovery error resolutions
When a discovery error occurs, follow these basic steps to resolve the error:


1. In a Domain Manager Administration Console that is attached to VoIP Availability 
Manager, click Topology > Show Discovery Progress to launch the Discovery Progress 
window.


Instructions for opening the Domain Manager Administration Console are presented 
in “Procedure for opening the Domain Manager Administration Console” on page 55.


2. In the Discovery Progress window (Figure 11 on page 65), check the messages on the 
Pending Elements list and in the Discovery Status section of the window.


Each entry on the Pending Elements list has an accompanying comment that 
describes the discovery error. And in some cases, just below the Discovery Status 
section in the Discovery Progress window, a message will appear that explains the 
discovery error.


3. Check the VoIP Availability Manager log file (for example, VoIP-AM_en_US_UTF-8.log) 
in the BASEDIR/smarts/local/logs directory in the VoIP Availability Manager 
installation area.


The discovery process writes an error message to this log file when it encounters a 
discovery error. “VoIP Availability Manager log files” on page 64 explains how to read 
error messages.


4. Check the CLI log files in the BASEDIR/smarts/local/logs directory in the VoIP 
Availability Manager installation area.


When using CLI to probe an Avaya server for IP phone information, and assuming that 
the TraceCLI parameter or the TraceDiscovery parameter in the voip.conf file is TRUE, a 
CLI probe writes a record of the SSH session with the server to a CLI log file. The CLI log 
file includes the CLI commands that were issued by the probe and the responses that 
were returned by the server.


“Examples of error messages in CLI log files” on page 64 presents examples of 
messages that are printed to CLI log files for various CLI discovery problems.


Note: VoIP Availability Manager discovery errors do not appear as notifications in a Global 
Console that is attached to the Global Manager.
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VoIP Availability Manager log files
A log file is created in the BASEDIR/smarts/local/logs directory for each EMC Smarts 
application that is started with the --output option. (Any EMC Smarts application that is 
installed as a service automatically has --output in its invocation.) The log file is the 
primary tool for tracking the startup and progression of an EMC Smarts application, and 
for resolving application and discovery errors. 


The first line of a message in a log file identifies the EMC Smarts software subsystem, the 
severity level of the message (F for Fatal, E for Error, W for Warning, N for Notice, I for 
Informational, and D for Debug), and the name of the error table from which the 
EMC Smarts subsystem took the error.


The EMC Smarts System Administration Guide provides detailed information about 
EMC Smarts message logging.


Examples of error messages in CLI log files
The naming convention for a CLI log file is:


AVAYA-<IP address>.log


Where <IP address> is the IP address of the target Avaya server.


An example of a CLI log file name is:


AVAYA-10.9.10.21.log


Here is a typical error message that is recorded in a CLI log file when device-access login 
credentials are not specified in the Polling and Thresholds Console Device Access tab for 
the Avaya Servers group:


***Warning: Can't find Security Settings object for <device name>.


The naming format of CLI files can be changed through the CLIHostUsage parameter, 
which is described in the EMC Smarts VoIP Availability Manager Configuration Guide.
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Pending Elements list
The Pending Elements list, which appears in the Discovery Progress window, shows 
devices for which VoIP Availability Manager could not successfully complete the discovery 
of VoIP topology. VoIP Availability Manager attempts to discover the VoIP topology that is 
associated with the devices on the Pending Elements list during the next scheduled 
pending discovery interval.


To view the Pending Elements list, attach the Domain Manager Administration Console to 
VoIP Availability Manager and select Topology > Show Discovery Progress. Figure 11 on 
page 65 is an example of a Pending Elements list.


Figure 11  Pending Elements list that contains one pending element


Information provided by the Pending Elements list


The Pending Elements list contains three columns that provide the following information 
for a pending element:


◆ Element Name: Name of the device (probe instance) for which the probing of VoIP 
topology information did not complete successfully. The name contains the assigned 
display name of the device.


◆ Element Type: Name of the probe (device type) that probes the device that is identified 
in the Element Name field.


◆ Discovery Error: Comment describing why the device that is identified in the Element 
Name field is on the Pending Elements list.


To see all of the text associated with a particular element name, element type, or discovery 
error, position the mouse pointer over the element name, element type, or discovery error.
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Management of individual pending element entries


If you right-click an element on the Pending Elements list, a pop-up menu appears listing 
the following three selections: Remove, Rediscovery, and Show Discovery Time.


◆ Select Remove to remove the selected element from the Pending Elements list.


◆ Select Rediscovery to initiate an immediate discovery of the selected element.


◆ Select Show Discovery Time to view the last time that the selected element was 
discovered. If Show Discovery Time is unavailable (dimmed), the element has yet to 
be discovered.
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CHAPTER 5
Using Full or Pending Discovery


This chapter explains how to invoke full or pending discovery for VoIP Availability 
Manager. It consists of the following sections.


◆ Discovery methods .................................................................................................  68
◆ Full discovery ..........................................................................................................  68
◆ Pending discovery...................................................................................................  70
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Discovery methods
VoIP Availability Manager supports two methods of discovery:


◆ Full discovery


◆ Pending discovery


Full and pending discoveries may be invoked automatically or manually. 


Full discovery
During the initial full discovery, VoIP Availability Manager populates its repository with 
host, node, switch, router, call server, and media gateway topology from IP Availability 
Manager, and then probes the devices to discover VoIP topology. The initial full discovery 
occurs when an IP Availability Manager is added as a source to VoIP Availability Manager, 
as explained in “Initiating discovery” on page 51.


Thereafter, whenever an IP Availability Manager source completes a discovery (an initial 
discovery, a full discovery, a pending discovery, or a single-device discovery), VoIP 
Availability Manager performs a discovery as described in “Synchronizing with IP 
Availability Manager” on page 58.


Automatic full discovery


Automatic full discovery reveals any changes in the configuration or connectivity of a 
device and keeps the topology current.


The parameters that control automatic full discovery are located on the Topology tab of the 
Domain Manager Administration Console. By default, automatic full discovery is disabled 
for VoIP Availability Manager.


Automatic full discovery should be enabled and scheduled for the one or more IP 
Availability Manager sources, not for VoIP Availability Manager. That way, whenever an IP 
Availability Manager source performs an automatic full discovery, VoIP Availability 
Manager performs an automatic full discovery.


Also, when you configure automatic full discovery, say weekly or daily, you should 
schedule the full discovery during off hours (5 A.M., for example). Running the discovery 
more often will provide a more accurate VoIP topology, but will also cost more in terms of 
network and system resources.


The EMC Smarts IP Manager User Guide provides instructions for enabling and scheduling 
automatic full discovery for IP Availability Manager.
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Manual full discovery


In general, as with automatic full discovery, manual full discovery should be performed at 
the IP Availability Manager sources, not at VoIP Availability Manager. Performing a manual 
full discovery at IP Availability Manager will trigger a discovery at VoIP Availability 
Manager.


The EMC Smarts IP Manager User Guide provides instructions for performing manual full 
discovery at IP Availability Manager.


If you want to perform a manual full discovery at VoIP Availability Manager, you do so by 
invoking Discover All through the Domain Manager Administration Console or the dmctl 
utility. Invoking Discover All results in the following discovery behavior:


◆ VoIP Availability Manager performs a topology synchronization with IP Availability 
Manager and conducts an SNMP discovery on all devices in its topology, regardless of 
device discovery timestamps.


◆ For any devices that are Avaya servers, VoIP Availability Manager also conducts an 
SNMP or CLI discovery on those devices to gather Avaya IP phone information.


◆ For any devices that are Cisco CallManager servers, VoIP Availability Manager also 
conducts a SOAP discovery on those devices to gather Cisco IP phone information.


Invoking full discovery manually from the console
From the Domain Manager Administration Console, you manually invoke a full discovery 
by selecting Topology > Discover All.


Invoking full discovery from the command line
From the command line, you can invoke a full discovery by using the dmctl utility.


To do so, go to the BASEDIR/smarts/bin directory in the VoIP Availability Manager 
installation area and invoke the following command on one line:


dmctl -s <VoIP Availability Manager instance name> 
invoke ICF_TopologyManager::ICF-TopologyManager discoverAll


For example


dmctl -s VoIP-AM invoke 
ICF_TopologyManager::ICF-TopologyManager discoverAll


When prompted for a username and password, specify an administration account; for 
example, admin and changeme. The dmctl utility is described in the HTML pages that are 
located in the BASEDIR/smarts/doc/html/usage directory of the VoIP Availability Manager 
installation area.
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Pending discovery
During a pending discovery, VoIP Availability Manager attempts to discover VoIP topology 
by probing the devices on the Pending Elements list. The Pending Elements list contains 
the names of the devices that initially could not be discovered by VoIP Availability 
Manager.


You can view the Pending Elements list at any time by selecting Topology > Show Discovery 
Progress from the Domain Manager Administration Console. “Pending Elements list” on 
page 65 describes the various aspects of the Pending Elements list.


Automatic pending discovery


Scheduling an automatic pending discovery determines how often VoIP Availability 
Manager attempts to discover VoIP topology by probing the devices on the Pending 
Elements list.


The parameters that control automatic pending discovery are located on the Topology tab 
of the Domain Manager Administration Console. By default, automatic pending discovery 
is disabled.


The pending discovery interval is counted from the time when VoIP Availability Manager is 
started. So, if the pending discovery interval is set to six hours and VoIP Availability 
Manager is started at 5 A.M., the pending discovery will occur every six hours thereafter, 
that is, at 11 A.M., at 5 P.M., at 11 P.M., and so on.


To enable automatic pending discovery and to specify a pending discovery interval:


1. Attach the Domain Manager Administration Console to VoIP Availability Manager.


Instructions for opening the Domain Manager Administration Console are presented in 
“Open the Domain Manager Administration Console” on page 54.


2. In the left panel of the Domain Manager Administration Console, click VoIP Availability 
Manager name to display a multiple-tab window in the right panel of the console.


3. Select the Topology tab.


4. Click the Enable Discovery Pending checkbox.


5. Type a value in the Interval field for pending discovery and select a time interval 
(Seconds, Minutes, Hours, or Days) from the list. Ensure that the interval is equal to or 
greater than five minutes.


6. Click Apply.
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Manual pending discovery


Manually initiating a pending discovery for VoIP Availability Manager can be done from the 
Domain Manager Administration Console or from the command line.


Invoking pending discovery manually from the console
From the Domain Manager Administration Console, you can use any of the following 
methods to manually invoke a pending discovery:


◆ To discover VoIP topology by probing all devices on the Pending Elements list, select 
Topology > Discover Pending.


◆ To discover VoIP topology by probing a single device on the Pending Elements list, 
right-click the device on the Pending Elements list and then select Rediscover from 
the pop-up menu.


Invoking pending discovery from the command line
From the command line, you can invoke a pending discovery by using the dmctl utility.


To do so, go to the BASEDIR/smarts/bin directory in the VoIP Availability Manager 
installation area and invoke the following command on one line:


dmctl -s <VoIP Availability Manager instance name> 
invoke ICF_TopologyManager::ICF-TopologyManager discoverPending


For example


dmctl -s VoIP-AM invoke 
ICF_TopologyManager::ICF-TopologyManager discoverPending


When prompted for a username and password, specify an administration account; for 
example, admin and changeme. The dmctl utility is described in the HTML pages that are 
located in the BASEDIR/smarts/doc/html/usage directory of the VoIP Availability Manager 
installation area.
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VoIP Data Model


This appendix identifies the EMC Smarts object classes that are used by VoIP Availability 
Manager to build a data model representation of the discovered VoIP topology. It consists 
of the following sections:


◆ Data model representations ....................................................................................  74
◆ Classes and class hierarchy.....................................................................................  79
◆ Relationships..........................................................................................................  86
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Data model representations
VoIP Availability Manager uses instances of certain EMC Smarts object classes to create 
within its repository a data model representation of the discovered VoIP topology. The 
data model represents the managed devices, the VoIP objects, and the relationships 
between them.


Various aspects of the data model are shown in Figure 12 on page 74 through Figure 16 on 
page 78. The hollow-tipped arrowhead lines ( ) represent Inheritance and point to 
parent classes, and the solid-tipped arrowhead lines ( ) represent Relationships.


Figure 12  Data model representation of VoIP services
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Figure 13  Data model representation of VoIP clusters
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Figure 14  Data model representation of VoIP sessions
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Figure 15  Data model representation of VoIP backups
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Figure 16  Data model representation of IP phones and IP phone groups
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Classes and class hierarchy
The EMC Smarts classes depend upon class hierarchy and inheritance in order to pass 
attributes and other characteristics to other classes. Figure 17 on page 79 through 
Figure 25 on page 85 show how the VoIP Availability Manager classes are derived from the 
following EMC Smarts superclasses:


◆ ICIM_UnitaryComputerSystem


◆ ICIM_Collection


◆ ICIM_LogicalElement


◆ ICIM_PhysicalElement


◆ ICIM_ServiceAccessPoint


◆ ICIM_NetworkAdapter


◆ ICIM_Service


◆ ICIM_ServiceConnection


◆ ICIM_ManagedElement


Note: The term superclass refers to a class’s direct ancestor (parent class) or to any of its 
ascendant classes (grandparent classes).


The classes that are instantiated by VoIP Availability Manager and visible to users are 
highlighted in blue.


Figure 17  Classes derived from superclass ICIM_UnitaryComputerSystem
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Figure 18  Classes derived from superclass ICIM_Collection


PortNetwork


ICIM_Collection


VoipCluster


InChargeDomain


VOIP_PMDomain


ICIM_ManagedDomain


ICIM_ServiceOffering


ServiceOffering


Line Key:                = Inheritance







81


VoIP Data Model


Figure 19  Classes derived from superclass ICIM_LogicalElement
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Figure 20  Classes derived from superclass ICIM_PhysicalElement


Figure 21  Classes derived from superclass ICIM_ServiceAccessPoint


Figure 22  Classes derived from superclass ICIM_NetworkAdapter
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Figure 23  Classes derived from superclass ICIM_Service (Sheet 1 of 2)
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Figure 23  Classes derived from superclass ICIM_Service (Sheet 2 or 2)
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Figure 24  Classes derived from superclass ICIM_ServiceConnection


Figure 25  Classes derived from superclass ICIM_ManagedElement
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Relationships
Relationships enable VoIP Availability Manager to associate the discovered logical VoIP 
objects with each other, and with the underlying physical network objects discovered by IP 
Availability Manager. Since the relationships establish dependencies between the VoIP 
objects and the network objects, VoIP Availability Manager is able to correlate underlying 
network failures with VoIP application or network service impairments.


The relationships also identify the dependencies of applications on other applications, 
and identify groupings.


The following is a partial list of relationship examples:


◆ VoipApplication  VoipProcess
VoipProcess  VoipApplication


◆ VoipNetworkService  VoipProcess
VoipProcess  VoipNetworkService


◆ VoipCluster  CallManager
CallManager  VoipCluster


◆ VoipCluster  CallManagerRedundancyGroup
CallManagerRedundancyGroup  VoipCluster


◆ VoipCluster  ConvergedCallManager
ConvergedCallManager  VoipCluster


◆ VoipCluster  ConvergedCallManagerRedundancyGroup
ConvergedCallManagerRedundancyGroup  VoipCluster


◆ VoipCluster  CardServiceRedundancyGroup
CardServiceRedundancyGroup  VoipCluster


◆ VoipCluster  PortNetwork
PortNetwork  VoipCluster


◆ VoipCluster  IPPhoneGroup
IPPhoneGroup  VoipCluster


◆ CallManagerRedundancyGroup  CallManager
CallManager  CallManagerRedundancyGroup


◆ ConvergedCallManagerRedundancyGroup  ConvergedCallManager
ConvergedCallManager  ConvergedCallManagerRedundancyGroup


◆ CallManager  VoiceMailService
VoiceMailService  CallManager


◆ CallManagerRedundancyGroup  VoiceMailService
VoiceMailService  CallManagerRedundancyGroup


ComposedOf
PartOf


ComposedOf
PartOf


ConsistsOf
MemberOf


ConsistsOf
MemberOf


ConsistsOf
MemberOf


ConsistsOf
MemberOf


ConsistsOf
MemberOf


ConsistsOf
MemberOf


ConsistsOf
MemberOf


ComposedOf
PartOf


ComposedOf
PartOf


Controls
ControlledBy


Controls
ControlledBy
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◆ CallManager  MediaService
MediaService  CallManager


◆ CallManagerRedundancyGroup  MediaService
MediaService  CallManagerRedundancyGroup


◆ ConvergedCallManager  PortNetwork
PortNetwork  ConvergedCallManager


◆ For Cisco: IPPhone  CallManager or CallProcessor
CallManager or CallProcessor  IPPhone


◆ For Avaya: IPPhone  ConvergedCallManager or H323Gatekeeper
ConvergedCallManager or H323Gatekeeper  IPPhone


◆ VoipSolution  VoipApplication
VoipApplication  VoipSolution


The ComposedOf relationships for VoipApplication and VoIPNetworkService apply only to 
those VoIP services for which VoIP Availability Manager discovers the service by 
discovering the processes that are executing as part of the service.


The examples that are provided here are just a few of the many relationships that can 
appear in the EMC Smarts class representation of VoIP topology. For most relationships, 
there is an inverse relationship. For example, PartOf is the reverse relationship of 
ComposedOf.


The EMC Smarts ICIM Reference provides descriptions of EMC Smarts classes and 
relationships.
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PREFACE


As part of an effort to improve its product lines, EMC periodically releases revisions of its 
software and hardware. Therefore, some functions described in this document might not 
be supported by all versions of the software or hardware currently in use. The product 
release notes provide the most up-to-date information on product features.


Contact your EMC technical support professional if a product does not function properly or 
does not function as described in this document.


Note: This document was accurate at publication time. Go to EMC Online Support 
(https://support.emc.com) to ensure that you are using the latest version of this 
document.


Purpose
This document provides detailed information about viewing Voice over IP (VoIP) 
notifications and topology maps. EMC® Smarts® VoIP Availability Manager, in conjunction 
with EMC Smarts IP Availability Manager, gathers VoIP topology information, diagnoses 
VoIP connectivity failures, and exports its analysis results and topology to the EMC Smarts 
Service Assurance Manager (Global Manager).


Audience
This document is part of the EMC Smarts VoIP Manager documentation set. It is intended 
for:


◆ Operators who are receiving and acting upon notifications that are analyzed by VoIP 
Availability Manager.


◆ System administrators who are configuring and using VoIP Availability Manager.


◆ IT managers who are seeking to better understand the value of VoIP Availability 
Manager.


EMC Smarts VoIP Manager installation directory
In this document, the term BASEDIR represents the location where EMC Smarts software is 
installed:


◆ For UNIX, this location is /opt/InCharge/<product>.


◆ For Windows, this location is C:\InCharge\<product>.


On UNIX operating systems, EMC Smarts VoIP Manager is, by default, installed to 
/opt/InCharge/VoIP/smarts. On Windows operating systems, this product is, by default, 
installed to C:\InCharge\VoIP\smarts. This location is referred to as BASEDIR/smarts.


Optionally, you can specify the root of BASEDIR to be something other than /opt/InCharge 
(on UNIX) or C:\InCharge (on Windows), but you cannot change the <product> location 
under the root directory.


The EMC Smarts System Administration Guide provides detailed information about the 
directory structure for EMC Smarts software.

EMC Smarts VoIP Availability Manager User Guide
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EMC Smarts VoIP Manager products
The EMC Smarts VoIP Manager includes the following products:


◆ EMC Smarts VoIP Availability Manager


◆ EMC Smarts VoIP Enablement Pack for Avaya


◆ EMC Smarts VoIP Enablement Pack for Cisco


◆ EMC Smarts VoIP Enablement Pack for ACME


◆ EMC Smarts VoIP Integration Pack for VoIP Performance Manager


◆ EMC Smarts VoIP Performance Manager


◆ EMC Smarts VoIP Performance Reporter


Related documentation
In addition to this document, EMC Corporation provides a Help system for command line 
programs as well as product documentation.


Help for command line programs


Descriptions of command line programs are available as HTML pages. The index.html file, 
which provides an index to the various commands, is located in the 
BASEDIR/smarts/doc/html/usage directory. 


EMC Smarts documentation


Readers of this guide might find the following related documentation helpful. These 
documents are updated periodically. Electronic versions of the updated manuals are 
available on EMC Online Support:


◆ EMC Smarts System Administration Guide


◆ EMC Smarts Common Information Model (ICIM) Reference for Service Assurance 
Manager


◆ EMC Smarts Common Information Model (ICIM) 1.11 Reference for Non-Service 
Assurance Manager Products


◆ EMC Smarts ASL Reference Guide


◆ EMC Smarts Perl Reference Guide


◆ EMC Smarts MODEL Reference Guide


◆ EMC Smarts Foundation EMC Data Access API (EDAA) Programmer Guide


◆ EMC Smarts Foundation Documentation Portfolio


EMC Smarts VoIP Manager documentation


The following documents are relevant to users of the EMC Smarts VoIP Manager:


◆ EMC Smarts VoIP Availability Manager Release Notes


◆ EMC Smarts Installation Guide for SAM, IP, ESM, MPLS, VoIP, and NPM Managers


◆ EMC Smarts Open Source License and Copyright Information
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◆ EMC Smarts Failover System User Guide


◆ EMC Smarts VoIP Manager Overview and Integration Guide


◆ EMC Smarts VoIP Availability Manager Configuration Guide


◆ EMC Smarts VoIP Availability Manager Discovery Guide


◆ EMC Smarts VoIP Availability Manager User Guide


◆ EMC Smarts VoIP Enablement Pack for Avaya User Guide


◆ EMC Smarts VoIP Enablement Pack for Cisco User Guide


◆ EMC Smarts VoIP Availability Manager Certification Matrix


◆ EMC Smarts VoIP Availability Manager Documentation Portfolio


Conventions used in this document
EMC uses the following conventions for special notices:


DANGER indicates a hazardous situation which, if not avoided, will result in death or 
serious injury. 


WARNING indicates a hazardous situation which, if not avoided, could result in death or 
serious injury. 


CAUTION, used with the safety alert symbol, indicates a hazardous situation which, if not 
avoided, could result in minor or moderate injury. 


NOTICE is used to address practices not related to personal injury.


Note: A note presents information that is important, but not hazard-related.


IMPORTANT


An important notice contains information essential to software or hardware operation.
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Typographical conventions


EMC uses the following type style conventions in this document:


Where to get help
EMC support, product, and licensing information can be obtained as follows:


Product information — For documentation, release notes, software updates, or 
information about EMC products, go to EMC Online Support at:


https://support.emc.com


Technical support — Go to EMC Online Support and click Service Center. You will see 
several options for contacting EMC Technical Support. Note that to open a service request, 
you must have a valid support agreement. Contact your EMC sales representative for 
details about obtaining a valid support agreement or with questions about your account.


Your comments
Your suggestions will help us continue to improve the accuracy, organization, and overall 
quality of the user publications. Send your opinions of this document to:


techpubcomments@emc.com


Bold Use for names of interface elements, such as names of windows, dialog 
boxes, buttons, fields, tab names, key names, and menu paths (what the 
user specifically selects or clicks)


Italic Use for full titles of publications referenced in text


Monospace Use for:
• System output, such as an error message or script
• System code
• Pathnames, filenames, prompts, and syntax
• Commands and options


Monospace italic Use for variables.


Monospace bold Use for user input.


[ ] Square brackets enclose optional values


| Vertical bar indicates alternate selections — the bar means “or”


{ } Braces enclose content that the user must specify, such as x or y or z


... Ellipses indicate nonessential information omitted from the example
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CHAPTER 1
Introduction 


This chapter describes the concepts of using EMC Smarts VoIP Availability Manager to 
manage the availability and performance of VoIP networks and VoIP services. It consists of 
the following sections:


◆ Terminology ............................................................................................................  14
◆ About VoIP Availability Manager..............................................................................  15
◆ Monitoring ..............................................................................................................  16
◆ Analysis ..................................................................................................................  17
◆ Notifications ...........................................................................................................  18
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Introduction

Terminology
EMC® Smarts® VoIP Availability Manager is an EMC Smarts Domain Manager. A Domain 
Manager is a service-assurance application that is associated with a particular type of 
information-technology domain, such as networks, systems, applications, or application 
services. For VoIP Availability Manager, the domain is the infrastructure and applications 
in a Voice over IP (VoIP) environment. Each Domain Manager is autonomous in the sense 
that it:


◆ Maintains its own data models, repository, and problem signatures.


◆ Monitors and analyzes the discovered objects in its own domain.


System and device


The term “system” is a generic term that represents a computer-based network entity, 
such as a host, router, or switch. The term “device” has essentially the same meaning as 
system except that, in some cases, “device” also conveys the sense of specific model, 
such as a specific model of host, router, or switch.


Modeled topology


VoIP Availability Manager uses EMC Smarts object class models to create within its 
repository instances of the managed network systems (hosts, routers, switches) and the 
managed VoIP application services (voice mail, teleconferencing), their relationships, and 
their logical connections. The “modeled topology” mirrors the real topology in the 
managed network.


Object


The term “object” is intended to have a dual meaning: To simultaneously represent both 
(1) an EMC Smarts object in the modeled topology and (2) a physical or logical entity in 
the real topology. An EMC Smarts object corresponds to a physical or logical entity in the 
real topology.


Event


The term “event” represents either a root-cause problem that is diagnosed by a Domain 
Manager or a symptom or impact that is detected by a Domain Manager. A Domain 
Manager correlates one or more symptoms to diagnose a root-cause problem. Events that 
are used as symptoms to diagnose a problem can also be perceived as impacts that are 
caused by the problem.


In this document, the term “problem” is used to mean a “root-cause problem” event, and 
the term “event” is used to mean a “symptom” or an “impact” event.


Notification


The term “notification” is an EMC Smarts event that is represented as an instance of the 
EMC Smarts ICS_Notification class. The EMC Smarts Service Assurance Manager (Global 
Manager) subscribes to EMC Smarts events and stores them as EMC Smarts notifications 
in its repository.
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VoIP application, network service, and process


In this document, the term: 


◆ VoIP application means an application that provides a Voice over IP (VoIP) end-user 
service; for example, voice mail.


◆ VoIP network service means software that provides an essential VoIP 
network-connection service; for example, an H.323 trunking network service or a call 
manager network service.


◆ VoIP process means a process (software program running in memory) that is part of a 
VoIP application or network service; for example, “ccm" and “ctftp” that are part of a 
Cisco CallManager network service.


Collectively, VoIP applications, VoIP network services, and VoIP processes are known as 
“VoIP services.”


About VoIP Availability Manager
VoIP Availability Manager provides the framework for managing the availability of VoIP 
networks and VoIP services. The installation of the following enablement packs extends 
this functionality to networks that include Avaya, Cisco, and Acme devices:


◆ EMC Smarts VoIP Enablement Pack for Avaya (Avaya Enablement Pack)


◆ EMC Smarts VoIP Enablement Pack for Cisco (Cisco Enablement Pack)


◆ EMC Smarts VoIP Enablement Pack for ACME (ACME Enablement Pack)


In addition, the installation of the EMC Smarts VoIP Integration Pack for VoIP Performance 
Manager (VoIP Performance Manager Integration Pack) and the VoIP Performance Manager 
enable VoIP Availability Manager to monitor the performance of Avaya and Cisco VoIP 
networks and VoIP services.


Working in conjunction with EMC Smarts IP Availability Manager, VoIP Availability Manager 
performs the following major functions:


◆ Discovers and monitors devices and critical VoIP services.


◆ Correlates underlying physical-transport problems with VoIP impairments.


◆ Performs root-cause and impact analysis and exports the analysis results to the EMC 
Smarts Service Assurance Manager (Global Manager).


Working in conjunction with IP Availability Manager and VoIP Performance Manager 
(through the VoIP Performance Manager Integration Pack), VoIP Availability Manager 
monitors the performance of VoIP networks and applications that deliver VoIP services, 
and automates the analysis of faults by using performance thresholds. Faults can occur in 
logical components (VoIP clusters, IP phone groups, port networks) and in services (call 
managers, voice mail). When a performance threshold is exceeded, VoIP Availability 
Manager generates a performance exception notification.

About VoIP Availability Manager 15
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In addition, if Business Impact Manager integration is enabled, VoIP Availability Manager 
associates VoIP objects with Business objects by using the Business Impact Manager 
model. VoIP Availability Manager exports these objects to the Global Manager for 
subsequent impact analysis by Business Impact Manager. Business Impact Manager 
automatically determines how events affect business services and their customers, and 
reports the results of its analysis to the Global Manager. 


Integration with Business Impact Manager is optional and is described in the EMC Smarts 
VoIP Availability Manager Configuration Guide. The EMC Smarts Business Impact Manager 
User Guide provides complete information about ServiceOffering and ServiceSubscriber 
classes, Business maps, customizations with Topology Builder, impact calculation, and 
weight assignment.


Monitoring
Upon importing device topology from IP Availability Manager, VoIP Availability Manager 
performs its own discovery on the devices to gather critical VoIP application information. It 
models this information as logical topology objects in its repository, and maps the logical 
topology to the underlying physical transport topology that is discovered by IP Availability 
Manager. 


VoIP Availability Manager then monitors the availability of the objects in its repository by 
monitoring the status of the managed devices and by subscribing to certain device, card, 
and interface status updates from IP Availability Manager. It also monitors the 
performance of the objects in its repository through status updates that are received 
periodically from VoIP Performance Manager.


VoIP Availability Manager uses SNMP polling, SOAP polling, and SNMP trap processing to 
continuously monitor the status of the objects in its repository:


◆ The Avaya Enablement Pack uses a combination of SNMP polling and SNMP trap 
processing to obtain status update information for the discovered Avaya topology.


◆ The Cisco Enablement Pack uses SNMP polling and SOAP polling to obtain status 
update information for the discovered Cisco topology.


◆ The ACME Enablement Pack uses SNMP polling and SNMP trap processing to obtain 
status update information for the discovered Acme topology.


◆ The VoIP Performance Manager Integration Pack uses SNMP trap processing to obtain 
status update information from VoIP Performance Manager.


The enablement packs apply the status updates to the appropriate attributes of the 
corresponding topology objects in the VoIP Availability Manager repository.
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Analysis
The status updates, which are acquired from monitoring, from IP Availability Manager, and 
from VoIP Performance Manager, serve as input to the data model in the VoIP Availability 
Manager repository. VoIP Performance Manager applies the status updates to the 
appropriate attributes of the corresponding objects in the data model.


The data model involves a codebook that is created by EMC engineering as a result of their 
knowledge of VoIP networks and VoIP services. The codebook identifies network and 
service problems and their symptoms, and presents a causality mapping between each 
problem and its set of symptoms.


VoIP Availability Manager diagnoses root-cause availability problems by finding the 
problems in the codebook that can best explain the observed symptoms. It also uses the 
codebook to correlate the impact of a root-cause problem on the VoIP objects that are 
either inaccessible or impaired as a result of the root-cause problem. The root-cause 
problem is either a physical-transport problem that is diagnosed by IP Availability 
Manager, or a VoIP problem that is diagnosed by VoIP Availability Manager.


VoIP Availability Manager also retrieves performance information from VoIP Performance 
Manager to conduct performance analysis, by comparing certain performance metrics 
against user-configurable performance thresholds. The thresholds are accessible through 
a Polling and Thresholds Console that is attached to VoIP Availability Manager, as 
explained in the EMC Smarts VoIP Availability Manager Configuration Guide.
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Notifications
VoIP Availability Manager exports the results of its root-cause analysis, impact analysis, 
and performance analysis to the Global Manager, where the results are displayed in the 
form of EMC Smarts notifications in the Notification Log Console view of the Global 
Console. The notifications identify VoIP Availability Manager (for example, VoIP-AM) in the 
Source attribute. Users can double-click a notification to view detailed information about 
the notification.


VoIP Availability Manager creates three types of notifications: root-cause problems, 
events, and exceptions. Exceptions are also referred to as aggregate events.


◆ Root-cause notifications


Indicate points of failure that are diagnosed by VoIP Availability Manager. Each 
root-cause notification indicates a separate failure.


◆ Event notifications


Indicate an abnormal condition that is detected by VoIP Availability Manager. VoIP 
Availability Manager computes these events from status updates and uses them to 
determine root-cause problems. 


Event notifications can also be events that are not necessarily used for problem 
analysis but might be of interest to administrators or operators.


◆ Exception notifications


Indicate related failures or potential resource/capacity faults that are associated with 
a particular type of discovered object. For example, an exception notification is 
generated for a VoIP cluster when all phones that are assigned to the cluster are down.


Chapter 2, “Viewing VoIP Analysis Results and Topology,” provides information about 
viewing the notifications. Chapter 3, “Identifying VoIP Objects and their Failures,” 
provides information about the notifications that are created by VoIP Availability Manager.
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CHAPTER 2
Viewing VoIP Analysis Results and Topology 


This chapter describes how to use the Global Console to view VoIP notifications, VoIP 
topology maps, and VoIP containment information, and to invoke VoIP client tools. It 
consists of the following sections:


◆ Before you start.......................................................................................................  20
◆ Attaching the Global Console to the Global Manager ...............................................  20
◆ VoIP notifications....................................................................................................  22
◆ VoIP topology and topology maps ...........................................................................  26
◆ VoIP Containment ...................................................................................................  36
◆ VoIP client tools ......................................................................................................  47
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Before you start
Accessing the consoles that are described in this chapter requires the attachment of the 
Global Console to the Global Manager (for example, INCHARGE-SA) in your deployment. 
The EMC Smarts Service Assurance Manager Operator Guide provides information about 
starting the Global Console, logging in, and attaching to a Manager.


Console access is controlled by the user profile that is associated with your EMC Smarts 
user account. You do not need a user account with administrative privileges to access the 
consoles that are described in this chapter.


Also, console operations are controlled by the user profile that is associated with your 
EMC Smarts user account. The EMC Smarts Service Assurance Manager Configuration 
Guide provides instructions on how to change console operations.


And lastly, by default, the display of VoIP maps is disabled. The EMC Smarts VoIP 
Availability Manager Configuration Guide provides instructions on enabling the display of 
VoIP maps.


Attaching the Global Console to the Global Manager
To attach the Global Console to the Global Manager:


1. Start the Global Console.


• On a Windows system, select Start > Programs > InCharge > EMC Global Console.


• On a UNIX system, go to the BASEDIR/smarts/bin directory in the Service 
Assurance Manager (Global Manager) installation area and type:


sm_gui


Press Enter.


The Attach Manager dialog box opens as shown in Figure 1 on page 20.


Figure 1  Attach Manager dialog box
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2. In the dialog box:


a. Ensure that the EMC Smarts Broker for your deployment appears in the Broker 
text box.


b. Click the Manager list box or the Browse button to display a list of active 
(running) Managers, and from that list select the Global Manager application 
(for example, INCHARGE-SA) in your deployment as the Manager to which you 
want to connect.


c. Type your login username and password.


d. Click OK. 


The Notification Log Console view of the Global Console opens as shown in Figure 2 on 
page 21. In the example, the Notification Log Console is attached to a Global Manager 
application named INCHARGE-SA.


Figure 2  Notification Log Console


The Notification Log Console is one of many console views that compose the Global 
Console. Two other console views of particular interest to the discussions that follow are 
the Topology Browser Console, which represents topology in a hierarchical format, and the 
Map Console, which graphically represents topology in a map format.


The EMC Smarts Service Assurance Manager Operator Guide provides detailed 
instructions on using the Global Console.
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VoIP notifications
VoIP Availability Manager passes the results of its analysis in the form of notifications to 
the Global Manager. The Global Manager combines these notifications with the 
notifications from IP Availability Manager and then passes the notifications to the Global 
Console, where they are presented in a tabular form in the Notification Log Console.


Each notification consists of a set of attributes that describe properties of the notification, 
such as:


◆ Class


◆ Name


◆ Event


◆ Source


◆ Impact


The value in the Name attribute is the display name of the notification.


The numeric value for the Impact attribute indicates the impact (effect) of this notification 
on other objects in the managed network. The larger the numeric value, the larger the 
impact.


The severity of a notification is reflected by its color, where red indicates the highest 
severity level.


Viewing VoIP notifications


You can view the notifications through the Global Console in two basic ways:


◆ As tabular entries in a Notification Log Console view


Included with the Notification Log Console view (or any other view where you can see 
notifications) is a Notification Properties dialog box for viewing detailed information 
about an individual notification.


◆ As color-coded severity bar icons in a Map Console view


In a map, a color-coded severity bar icon appears underneath nodes (graphical 
representations of topology objects) that are affected by active events.
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Opening a VoIP Notification Properties dialog box


To obtain detailed information about an individual VoIP notification, you can use any of 
the following common methods to open the Notification Properties dialog box:


◆ Double-click a VoIP notification in the Notification Log Console.


◆ Select a VoIP notification in the Notification Log Console and then click the Show 
Notification Properties toolbar button.


◆ Right-click a selected VoIP notification and then select Properties.


◆ Double-click a VoIP map icon (in the Map Console) that is affected by active events.


Figure 3 on page 23 shows a Notification Properties dialog box for a CallServer Down 
problem that is diagnosed by VoIP Availability Manager (and IP Availability Manager).


Figure 3  Notification Properties dialog box that shows a CallServer Down problem
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In Figure 3 on page 23, attribute IsRoot = Yes indicates that CallServer Down is deemed a 
root-cause problem by the Global Manager, and attribute IsProblem = Yes indicates that 
CallServer Down is deemed a root-cause problem by VoIP Availability Manager. Table 1 on 
page 24 describes what the IsRoot and IsProblem attribute values mean.


By default, the IsRoot and IsProblem attributes columns do not appear in the Notification 
Log Console. To add the IsRoot attribute column:


1. Right-click an attribute column heading (for example, Class) in the Notification Log 
Console.


2. Select Insert Column in the pop-up menu.


3. Select IsRoot in the submenu.


The IsRoot column is inserted to the left of the selected column. 


Repeat this procedure to add the IsProblem attribute column.


Viewing impacts


You view the impacts for a VoIP problem notification by clicking the Impact tab in the 
Notification Properties dialog box. The Impact tab lists all of the affected objects for the 
notification.


For example, Figure 4 on page 25 lists the impacts that are diagnosed by VoIP Availability 
Manager for the CallServer Down problem that is shown in Figure 3 on page 23.


Table 1  IsRoot and IsProblem attribute values for a notification


IsRoot value 1 IsProblem value 2 Meaning


Yes After correlating this notification with notifications that are 
received from other underlying Domain Managers, the 
Global Manager has determined that this notification is a 
root-cause problem.


No After correlating this notification with notifications that are 
received from other underlying Domain Managers, the 
Global Manager has determined that this notification is 
not a root-cause problem.


Yes The underlying Domain Manager that created this 
notification has marked this notification as a root-cause 
problem.


No The underlying Domain Manager that created this 
notification has marked this notification as an event.


1**Determined by the Global Manager.
2**Determined by the underlying Domain Manager that created the notification.
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Figure 4  Impacts for the CallServer Down problem


For a VoIP impact notification, that is, a notification that identifies a VoIP object that is 
impacted by a problem, a Caused By tab (instead of the Impact tab) appears in the 
Notifications Properties dialog box.


For example, in Figure 4 on page 25, double-clicking the 
ConvergedCallManagerRedundancyGroup AllComponents Down notification launches a 
Properties dialog box for the notification. In the notification, as shown in Figure 5 on 
page 25, a Caused By tab appears. The tab lists the problems that caused the notification.


Figure 5  Problems that caused the ConvergedCallManagerRedundancyGroup Down problem
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VoIP topology and topology maps
The Global Manager imports instances of the following topology object types from VoIP 
Availability Manager. The imported topology includes devices, collections, physical 
elements, logical elements, applications, network services, software services, processes, 
sessions, redundancy groups, and Business Impact Manager service offerings and 
subscribers. Dashed bullet list items and  indicate class hierarchy.


◆ Devices


• Host


– CallServer


• Node


• Switch


– MediaGateway


• Router


◆ Collections


• PortNetwork


• VoipCluster


◆ Physical elements


• Card


◆ Logical elements


• IPPhoneGroup


• IPPhoneGroupOfGroups


◆ VoIP applications


• VoipApplication


• ConferenceService


• CTIService


• VoiceMailApplication


• VoiceMailService


◆ VoIP call managers  VoIP network services


• CallManager 


• ConvergedCallManager
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◆ VoIP card services  VoIP network services


• DS1Service 


• H323GateKeeper


• MediaProcessor


• IPConnector


• VoiceAnnounceService


◆ VoIP network services


• VoipNetworkService


• CallProcessor 


• DHCPService


• DialPeer


• DNSService


• H248Service


• H323Service 


• Gatekeeper


• GatewayService


• MediaService


• VoipPerformanceManager


◆ Voip processes


• VoipProcess


– VoipElement


◆ VoIP software service


• VoipSolution


◆ VoIP sessions


• CallManagerPeerSession


• H248RegistrationSession


◆ VoIP redundancy groups


• CallManagerRedundancyGroup


• ConvergedCallManagerRedundancyGroup


• CardServiceRedundancyGroup
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◆ Business Impact Manager (BIM) objects


• ServiceOffering


– BusinessProcess


• ServiceSubscriber


– BusinessUnit


– Customer


– Department


– LOB


– Organization


The physical-transport objects are imported by the Global Manager just in case IP 
Availability Manager is not available. The Global Manager combines the Host, CallServer, 
Node, Switch, MediaGateway, Router, and Card objects with their counterparts (identical 
instances of Host, CallServer, Node, Switch, MediaGateway, Router, and Card) in the 
topology that is imported from IP Availability Manager.


Chapter 3, “Identifying VoIP Objects and their Failures,” provides descriptions of the VoIP 
objects. The EMC Smarts IP Manager Reference Guide provides a description of the 
physical-transport objects.


Viewing VoIP topology in maps


The Global Console presents the topology information in a variety of dynamically updated 
formats that show the status of the topology objects and their many relationships. One of 
those formats is the topology map, which is a graphical representation of the topology.


Many types of topology maps are available, including:


◆ VoIP topology maps 


Contain VoIP topology such as VoIP services, sessions, and groups, along with their 
relationships and connections. VoIP maps are described in the discussions that 
follow.


◆ Business topology maps


Contain Business topology such as ServiceOffering and ServiceSubscriber objects, 
along with their relationships and connections. Business maps are described in the 
EMC Smarts Business Impact Manager User Guide.


◆ Network topology maps


Contain physical-transport topology such as Router and Switch objects, along with 
their relationships and connections. Network maps are described in the EMC Smarts 
IP Manager User Guide and the EMC Smarts IP Manager Concepts Guide.


Note: Instructions for enabling the display of VoIP and Business maps are given in the EMC 
Smarts VoIP Availability Manager Configuration Guide.
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Viewing topology maps is an easy and quick way to learn more about the source, impact, 
and cause of VoIP notifications. You view the VoIP topology maps, such as the one shown 
in Figure 6 on page 29, by using the Map Console view of the Global Console.


Figure 6  VoIP topology map


Opening a VoIP topology map


You can use any of the following common methods to open a VoIP topology map:


◆ In a Notification Log Console, click a VoIP notification and select Event > Show Map, or 
right-click the notification and select Show Map in the pop-up menu.


◆ In a Topology Browser Console that is attached to a Global Manager, right-click a VoIP 
object and select Show Map in the pop-up menu.


◆ In the topology tree of the Map Console, click a VoIP object to display a map for the 
object, or right-click a VoIP object and select a VoIP map type (VoIP Connectivity) in 
the pop-up menu.


◆ In an opened topology map, right-click a VoIP node and select a VoIP map type (VoIP 
Connectivity) in the pop-up menu.


You can use the same methods to launch a VoIP Connectivity map for a device such as a 
Router or Switch, except that the default map type for a device is Physical Connectivity.
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VoIP topology map pop-up menus


Two types of pop-up menus are available in a VoIP topology map:


◆ Right-click a selected node in a map


Opens a pop-up menu that enables you to select any of the map types that are 
available to the selected node (for example, VoIP Connectivity, Physical Connectivity, 
Group Membership), to display notification properties (if any) for the selected node, 
and so on. For a node marked with a plus sign (+), the Expand Map Element menu 
option allows you to expand the node to see all nodes that are physically or logically 
connected to the node. 


◆ Right-click an open space in a map


Opens a pop-up menu that enables you to display a circular layout of the map, to 
manually position nodes in the map, and so on. The Reset map menu option enables 
you to reset changes made to the map or to return to the saved map display.


In the topology tree of a Map Console, a pop-up menu is also available when you 
right-click an object. This menu enables you to select any of the map types that are 
available to the selected object, to display notification properties (if any) for the selected 
object, and so on.


The EMC Smarts Service Assurance Manager Operator Guide provides detailed 
descriptions of map menus and pop-up menus available for the Map Console.


VoIP topology map types


The following map types are available for viewing the VoIP topology:


◆ VoIP Connectivity map


◆ Physical Connectivity map


◆ Redundancy Group map


◆ Business Services map
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Table 2 on page 31 identifies the objects for which the VoIP maps are available. 


VoIP topology map graphical representations


VoIP topology maps contain VoIP objects along with their relationships and connections. 
In a map display, a node is a graphical representation of a topology object, and an edge is 
a graphical representation of a relationship or connection between objects.


Table 3 on page 32 identifies and describes the default nodes and edges that may appear 
in a VoIP topology map. In the Map Console, you can also select Map > Map Legend to see 
a similar list.


Note: Additional icons may appear, depending on the underlying EMC Smarts products 
and certified devices.


Table 2  Voip map availability


Class name


Map type


Default 
map type


VoIP 
Connectivity


Physical 
Connectivity


Redundancy- 
Group


Business 
Services


VoipApplication x x VoIP 
Connectivity


VoipNetworkService x x


VoipProcess 1 x x


VoipCluster x x


IPPhoneGroup x x


VoipSession 2 x x


VoipRedundancyGroup 3 x x x


Host,
CallServer,
Node,
Switch,
MediaGateway,
Router


x x x Physical 
Connectivity


1**Only critical and key processes appear in VoIP Connectivity maps.
2**Superclass of call manager peer and H.248 registration sessions.
3**Superclass of call manager, converged call manager, and card service redundancy groups.
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Table 3  Default nodes and edges for VoIP topology maps (page 1 of 3)


Icon / visual indicator Description


Devices (systems)


Icon represents any of the following devices:
• Host
• CallServer
• Node


Icon represents a Router.


Icon represents any of the following devices:
• Switch
• MediaGateway


Collections


Icon represents a PortNetwork.


Icon represents a VoipCluster.


Logical elements


Icon represents an IPPhoneGroup or an IPPhoneGroupOfGroups.


VoIP applications


Icon represents a VoipApplication, a ConferenceService, a 
CTIService, a VoiceMailApplication, or a VoiceMailService.
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VoIP network services


Icon represent a Cisco CallManager.


Icon represents an Avaya ConvergedCallManager.


Icon represents any of the following Avaya VoipCardServices:
• DS1Service
• IPConnector
• MediaProcessor
• VoiceAnnounceService


Icon represents the following Avaya VoipCardService:
• H323GateKeeper


Icon represents a GatewayService.


Icon represents an H323Service.


Icon represents a MediaService.


Icon represents a VoipPerformanceManager.


Table 3  Default nodes and edges for VoIP topology maps (page 2 of 3)


Icon / visual indicator Description
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VoIP processes


Icon represents a VoipProcess.


VoIP service connections


Icon represents any of the following VoipSessions:
• CallManagerPeerSession
• H248RegistrationSession


VoIP redundancy groups


Icon represents any of the following RedundancyGroups:
• CallManagerRedundancyGroup
• ConvergedCallManagerRedundancyGroup
• CardServiceRedundancyGroup


Miscellaneous


Solid line represents a group relationship.


Dotted line represents dependency.


Solid line with arrow represents composition and membership.


Double green lines represent a logical connection.


Table 3  Default nodes and edges for VoIP topology maps (page 3 of 3)


Icon / visual indicator Description
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Map expansion


The layout of a VoIP map depends on the object that you select to launch the map. The 
launching object for the map, called the focal object, is surrounded by a box. Any node 
that is marked with a plus sign indicates that the node can be expanded.


By default, expanding a node adds all nodes that are one hop away from the node.


You can use any of the following methods to expand a node that is marked with a 
plus sign:


◆ Select the node and then select Expand Map Element from the Map Console Map 
menu.


◆ Right-click the node and then select Expand Map Element.


◆ Select the node and click the Show neighboring nodes button.


Double-clicking a node launches either a Notification Properties dialog box or a Topology 
Browser view for the object, depending on whether any notifications are associated with 
the object.


VoIP Connectivity map


The VoIP Connectivity map shows VoIP applications, network services, processes, 
clusters, IP phone groups, call managers, call manager redundancy groups, and sessions. 
No physical connectivity details are included in this map.


Figure 7 on page 35 shows the Cisco CallManagers that are part of a CallManager 
redundancy group, and shows an IP phone group that is layered over the CallManager 
redundancy group. Expanding the expandable nodes will reveal additional relationships 
and objects and eventually end in a fully expanded map.


Figure 7  VoIP Connectivity map launched for a CallManagerRedundancyGroup object
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VoIP Containment
An object’s Containment view appears in a dialog box that organizes the information for 
the object into tab pages and tables.


The intent of the Containment view is to allow users to examine detailed component 
topology of an individual object. The Global Console retrieves the topology information 
from the Global Manager and from the underlying Domain Managers. If an underlying 
Domain Manager is not attached to the console, the console automatically establishes a 
connection to the Domain Manager by using the user’s login ID.


In a VoIP Availability Manager deployment, the Global Console retrieves the Containment 
topology information from the Global Manager, from VoIP Availability Manager, and from 
IP Availability Manager. As an example, if you want to examine the phones of an IP phone 
group, you can do so by opening a Containment dialog box for the IP phone group. The 
console will retrieve the phone information from the underlying VoIP Availability Manager.


Viewing VoIP Containment


Figure 8 on page 36 shows a Containment dialog box for an IP phone group.


Figure 8  IP phone group Containment dialog


In a Containment view, different information is available for different types of objects.


Note: Containment is not available for user-defined groups and services.


Class name


Tabs


Object name

36 EMC Smarts VoIP Availability Manager User Guide







Viewing VoIP Analysis Results and Topology

Opening a VoIP Containment dialog box


To obtain containment information about an individual VoIP object, you can use any of the 
following common methods to open a Containment dialog box for the object:


◆ In a VoIP map tree, right-click the object and then select Containment.


◆ In a VoIP map, right-click the object and then select Containment.


◆ In a Topology Browser Console, right-click the object and then select Containment.


◆ In a Notification Log Console, double-click a notification for the object and then click 
the Containment button in the Notification Properties dialog box.


VoIP Containment tab pages


The VoIP tab pages that appear in a Containment view for a VoIP object contain the 
topology information that is listed in Table 4 on page 38.
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Table 4  VoIP classes and their Containment tab pages and associated attributes (page 1 of 9)


Queried object Tab name


Relationship of 
queried object to 
contained object Contained object Contained object attributes


Devices


Host
CallServer
Node
Switch
MediaGateway
Router


Clusters CriticalPartOf VoipCluster DisplayName
CreationClassName
Status


Phones
(available to Switch 
only)


ConnectsPhone IPPhone DisplayName
RegistrationStatus
PortUtilization
Extensions
PrimaryPhoneDN
SecondaryPhoneDN


Processes HostsServices VoipProcess DisplayName
Status


VoIP Applications HostsServices VoipApplication DisplayName
CreationClassName
Status


VoIP Network Services HostsServices VoipNetworkService DisplayName
CreationClassName
Status


Collections


 PortNetwork Call Managers ServedBy Converged-
CallManager


DisplayName
MasterStatus
NetworkRegion
ServerNo
Status
Type
Vendor
VirtualIPAddr


Clusters MemberOf VoipCluster DisplayName


Network Services ComposedOf VoipCardService DisplayName
CreationClassName
IPAddress
Location
PortNetworkNo
Type
Vendor
Status


1  Tab is populated with data from VoIP Performance Manager.
2  Tab may be populated with data from two sources: VoIP Availability Manager and VoIP Performance Manager.
3   points to parent class.
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VoipCluster Availability 1 Not applicable VoipCluster DisplayName
MembersMissingVoiceMailDevices
PoorMosCallPercent
TotalDownPhones


Call Counters ConsistsOf CallManager DisplayName
CallsInProgress
ActiveCalls
ActiveVideoCalls
CompletedVideoCalls


Call Counters 1, 2 Not applicable


CallManager 
RedundancyGroups


ConsistsOf CallManager-
RedundancyGroup


DisplayName
IsAnyComponentDown
IsEveryComponentDown
Type


Converged Call 
Counter


ConsistsOf Converged-
CallManager


DisplayName
ProcessorOccupancy


Converged Call 
Counter 1, 2


Not applicable


Critical Redundancy 
Groups


Critical-
RedundancyGroups


VoipService-
RedundancyGroup


DisplayName
CreationClassName
Type
Vendor


Mean Opinion Score 1 Not applicable VoipCluster DisplayName
MosAverage
MosAboveThresholdCalls
MosBelowThresholdCalls
MosAboveGoodThresholdCalls
MosBetweenGoodFairThresholdCalls
MosBetweenFairPoorThresholdCalls
MosBelowPoorThresholdCalls


Network Services ConsistsOf VoipNetworkService DisplayName
CreationClassName
Status


Phone Groups ConsistsOf IPPhoneGroup DisplayName
Status


Phone Registration 
Counters


ConsistsOf CallManager DisplayName
ProvisionedHardwarePhones
RegisteredPhones
RegisteredPhonesPrimary
RegisteredPhonesSecondary
RegisteredPhonesTertiary
RegisteredHardwarePhones
RegisteredOtherStationDevices


Phone Registration 
Counters 1, 2


Not applicable


Table 4  VoIP classes and their Containment tab pages and associated attributes (page 2 of 9)


Queried object Tab name


Relationship of 
queried object to 
contained object Contained object Contained object attributes


1  Tab is populated with data from VoIP Performance Manager.
2  Tab may be populated with data from two sources: VoIP Availability Manager and VoIP Performance Manager.
3   points to parent class.
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VoipCluster
(continued)


Port Networks ConsistsOf PortNetwork DisplayName
CallServerIP


Processes ConsistsOf VoipProcess DisplayName
Status
PID


Rejection Counters ConsistsOf CallManager DisplayName
RejectedCTIDevices
RejectedGateways
RejectedMediaDevices
RejectedPhones
RejectedVoiceMailDevices


Rejection Counters 1, 2 Not applicable


Service Registration 
Counters


ConsistsOf CallManager DisplayName
RegisteredAnalogAccessDevices
RegisteredDigitalAccessDevices
RegisteredCTIDevices
RegisteredGateways
RegisteredMediaDevices
RegisteredVoiceMailDevices


Service Registration 
Counters 1, 2


Not applicable


Total Counters 1 Not applicable VoipCluster DisplayName
TotalPhones
TotalRoutePatterns
TotalDegradedRoutePatterns
TotalDownRoutePatterns
TotalTrunkGroups
TotalDegradedTrunkGroups
TotalDownTrunkGroups


Un-Registrations 
Counters


ConsistsOf CallManager DisplayName
UnregisteredCTIDevices
UnregisteredGateways
UnregisteredMediaDevices
UnregisteredPhones
UnregisteredVoiceMailDevices


Un-Registrations 
Counters 1, 2


Not applicable


VoIP Applications ConsistsOf VoipApplication DisplayName
CreationClassName
Status


VoIP Sessions ConsistsOf VoipSession DisplayName
CreationClassName
Status
Type
Vendor


Table 4  VoIP classes and their Containment tab pages and associated attributes (page 3 of 9)


Queried object Tab name


Relationship of 
queried object to 
contained object Contained object Contained object attributes


1  Tab is populated with data from VoIP Performance Manager.
2  Tab may be populated with data from two sources: VoIP Availability Manager and VoIP Performance Manager.
3   points to parent class.
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Physical elements


Card Phones ConnectsPhone IPPhone DisplayName
RegistrationStatus
PortUtilization
Extensions
PrimaryPhoneDN
SecondaryPhoneDN


Network adapters


Port Phones ConnectsPhone IPPhone DisplayName
RegistrationStatus
PortUtilization
Extensions
PrimaryPhoneDN
SecondaryPhoneDN


Logical elements


IPPhoneGroup Call Managers RegisteredTo VoipCallManager DisplayName
Status


Counters Not applicable IPPhoneGroup TotalPhones
UnregisteredPhones


Phones ComposedOf IPPhone DisplayName
RegistrationStatus
PortUtilization
Extensions
PrimaryPhoneDN
SecondaryPhoneDN


Redundancy Groups LayeredOver VoipService-
RedundancyGroup


DisplayName
NumberOfComponents
Type
Vendor


Top Level Phone 
Group


MemberIn IPPhoneGroup-
OfGroups


DisplayName
TotalPhones
UnregisteredPhones
RegisteredPhones


IPPhoneGroup-
OfGroups


Phone Sub Groups ConsistsOf IPPhoneGroup DisplayName
TotalPhones
UnregisteredPhones
RegisteredPhones


Table 4  VoIP classes and their Containment tab pages and associated attributes (page 4 of 9)


Queried object Tab name


Relationship of 
queried object to 
contained object Contained object Contained object attributes


1  Tab is populated with data from VoIP Performance Manager.
2  Tab may be populated with data from two sources: VoIP Availability Manager and VoIP Performance Manager.
3   points to parent class.
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VoIP applications


VoipApplication Processes ComposedOf VoipProcess DisplayName
Status


VoiceMailService Call Managers ControlledBy VoipCallManager DisplayName
Status


Clusters MemberOf VoipCluster DisplayName


VoipMailApplication Processes ComposedOf VoipProcess DisplayName
Status
PID


Voice Mailboxes ComposedOf VoiceMailbox DisplayName
UsedTime
UsedTime_InPercent
Capacity
Owner
PrimaryExtension
Type


VoIP call managers  3 VoIP network services


CallManager Business Services MemberOf ServiceOffering DisplayName


Controlled Services Controls VoipService DisplayName
CreationClassName
RegistrationStatus


Peer Sessions ConnectedVia CallManager-
PeerSession


DisplayName
RemoteCMStatus
RemoteIP


Phone Groups Underlying IPPhoneGroup DisplayName
TotalPhones
UnregisteredPhones


Phones RegisteredFrom IPPhone DisplayName
RegistrationStatus
PortUtilization
Extensions
PrimaryPhoneDN
SecondaryPhoneDN


Table 4  VoIP classes and their Containment tab pages and associated attributes (page 5 of 9)


Queried object Tab name


Relationship of 
queried object to 
contained object Contained object Contained object attributes


1  Tab is populated with data from VoIP Performance Manager.
2  Tab may be populated with data from two sources: VoIP Availability Manager and VoIP Performance Manager.
3   points to parent class.
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Converged-
CallManager


Business Services MemberOf ServiceOffering DisplayName


Controlled Services Controls VoipService DisplayName
CreationClassName
RegistrationStatus


Phone Groups Underlying IPPhoneGroup DisplayName
TotalPhones
UnregisteredPhones


Phones RegisteredFrom IPPhone DisplayName
RegistrationStatus
PortUtilization
Extensions
PrimaryPhoneDN
SecondaryPhoneDN


Port Networks ServesPN PortNetwork DisplayName
CallServerIP


Processes ComposedOf VoipProcess DisplayName
Status
PID


VoIP card services  3 VoIP network services


VoipCardService Sessions PartOfPN PortNetwork DisplayName
CallServerIP


VoIP network services


VoipNetworkService Processes ComposedOf VoipProcess DisplayName
Status
PID


Table 4  VoIP classes and their Containment tab pages and associated attributes (page 6 of 9)


Queried object Tab name


Relationship of 
queried object to 
contained object Contained object Contained object attributes


1  Tab is populated with data from VoIP Performance Manager.
2  Tab may be populated with data from two sources: VoIP Availability Manager and VoIP Performance Manager.
3   points to parent class.
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CallProcessor Business Services MemberOf ServiceOffering DisplayName


Controlled Services Controls VoipService DisplayName
CreationClassName
RegistrationStatus


Phone Groups Underlying IPPhoneGroup DisplayName
TotalPhonesUnregisteredPhones


Phones RegisteredFrom IPPhone DisplayName
RegistrationStatus
PortUtilization
Extensions
PrimaryPhoneDN
SecondaryPhoneDN


Processes ComposedOf VoipProcess DisplayName
Status
PID


VoIP End Points AccessedVia VoipEndPoint DisplayName
CreationClassName
Type
Vendor
Status


H323Service Clusters MemberOf VoipCluster DisplayName


GatewayService Call Managers ControlledBy VoipCallManager DisplayName
Status


Clusters MemberOf VoipCluster DisplayName


H248 Sessions Gateway-
ConnectedVia


H248Registration-
Session


DisplayName
CreationClassName
CardEndIP
GatewayEndIP
Status
Type
Vendor


MediaService Call Managers ControlledBy VoipCallManager DisplayName
Status


Clusters MemberOf VoipCluster DisplayName


Table 4  VoIP classes and their Containment tab pages and associated attributes (page 7 of 9)


Queried object Tab name


Relationship of 
queried object to 
contained object Contained object Contained object attributes


1  Tab is populated with data from VoIP Performance Manager.
2  Tab may be populated with data from two sources: VoIP Availability Manager and VoIP Performance Manager.
3   points to parent class.
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VoIP processes


VoipProcess Clusters MemberOf VoipCluster DisplayName


VoIP software service


VoipSolution Applications ComposedOf VoipApplication DisplayName
Status


VoIP sessions


CallManagerPeer-
Session


Connected Call 
Managers


ConnectedTo CallManager DisplayName
Status


H248Registration-
Session


Card Connection ConnectedToCard VoipNetworkService DisplayName
CreationClassName
Location
Type
Vendor
Status


Gateway Connection ConnectedTo-
Gateway


VoipNetworkService DisplayName
CreationClassName
Location
Type
Vendor
Status


Server Connection ConnectedToServer VoipNetworkService DisplayName
CreationClassName
Location
Type
Vendor
Status


VoIP redundancy groups


CallManager-
RedundancyGroup
Converged-
CallManager-
RedundancyGroup


Call Managers ComposedOf VoipCallManager DisplayName
Status
Version


Clusters MemberOf VoipCluster DisplayName


Phone Groups Underlying IPPhoneGroup DisplayName
TotalPhones
UnregisteredPhones


Table 4  VoIP classes and their Containment tab pages and associated attributes (page 8 of 9)


Queried object Tab name


Relationship of 
queried object to 
contained object Contained object Contained object attributes


1  Tab is populated with data from VoIP Performance Manager.
2  Tab may be populated with data from two sources: VoIP Availability Manager and VoIP Performance Manager.
3   points to parent class.
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Business Impact Manager (BIM) objects


ServiceOffering Call Manager ConsistsOf VoipCallManager DisplayName
Status


Departments Subscribers Department DisplayName


LOBs Subscribers LOB DisplayName


Network Devices ConsistsOf Host
CallServer
Node
Switch
MediaGateway
Router


DisplayName
IsUnresponsive
HasProcessDown


Customer LOBs ComposedOf LOB DisplayName


Department Offerings Subscriptions ServiceOffering DisplayName


LOB Offerings Subscriptions ServiceOffering DisplayName


Organization Departments ComposedOf Department DisplayName


Table 4  VoIP classes and their Containment tab pages and associated attributes (page 9 of 9)


Queried object Tab name


Relationship of 
queried object to 
contained object Contained object Contained object attributes


1  Tab is populated with data from VoIP Performance Manager.
2  Tab may be populated with data from two sources: VoIP Availability Manager and VoIP Performance Manager.
3   points to parent class.
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VoIP client tools
Assuming that VoIP Performance Manager is integrated with VoIP Availability Manager, 
Global Console VoIP client tools to access VoIP Performance Manager data are available 
for any of the following VoIP Availability Manager topology objects that are imported into 
the Global Manager:


◆ CallManager


◆ ConvergedCallManager


◆ DS1Service


◆ GatewayService


◆ H323GateKeeper


◆ MediaProcessor


◆ PortNetwork


◆ VoipPerformanceManager


Launching a VoIP client tool from one of these topology objects opens a web interface that 
loads a VoIP Performance Manager drill-down display that is relevant to the selected 
object and the tool itself. The drill-down display contains a collection of performance 
metrics that are associated with the object. This capability enables Global Console users 
to troubleshoot alarms that involve specific VoIP topology objects.


The EMC Smarts VoIP Manager Overview and Integration Guide describes the VoIP client 
tools and provides instructions for configuring them. 
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CHAPTER 3
Identifying VoIP Objects and their Failures


This chapter identifies the VoIP objects that are discovered and managed by VoIP 
Availability Manager, and describes the root-cause failures that are diagnosed for the 
objects. It consists of the following sections:


◆ Root-cause analysis ................................................................................................  50
◆ Data model .............................................................................................................  51
◆ Analysis paradigm ..................................................................................................  57
◆ Root-cause problem, exception, and event notifications..........................................  59

Identifying VoIP Objects and their Failures 49







Identifying VoIP Objects and their Failures

Root-cause analysis
A fundamental principle of root-cause analysis in VoIP Availability Manager or any other 
EMC Smarts Domain Manager is the bottom-up approach, from physical-transport layer to 
application layer. Problems that occur at lower levels impact objects at higher levels.


VoIP Availability Manager performs availability-based root-cause analysis of the 
discovered VoIP topology objects, and relates physical-transport problems to the VoIP 
objects, along the affected data path, that are no longer accessible or suffer from lack of 
response or performance as a result of the physical-transport problems.


When VoIP Availability Manager detects a VoIP alarm, it checks for any physical-transport 
problem from IP Availability Manager that might be causing the alarm. If it finds such a 
problem, VoIP Availability Manager diagnoses the VoIP alarm as a symptom and exports 
the underlying physical-transport problem and the symptom to the Global Manager.


The Global Manager responds by adding the VoIP alarm as an impact of the underlying 
physical-transport root-cause problem.


If VoIP Availability Manager does not find such a problem, VoIP Availability Manager 
focuses its root-cause and impact analysis on just the VoIP domain.


Figure 9 on page 50 shows the flow of information between the components in a VoIP 
Availability Manager deployment to achieve VoIP and global impact analysis. Integration 
with Business Impact Manager is optional. 


Figure 9  VoIP and global impact analysis
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In Figure 9 on page 50, after VoIP Availability Manager associates VoIP objects with 
Business objects by using the Business Impact Manager model, VoIP Availability Manager 
exports the objects to the Global Manager for subsequent impact analysis by Business 
Impact Manager. The EMC Smarts Business Impact Manager User Guide provides 
complete information about impact calculation and weights.


Table 5 on page 51 identifies the IP Availability Manager problems and events that are 
subscribed to by VoIP Availability Manager. 


Data model
VoIP Availability Manager builds data models of the discovered VoIP topology objects in 
its domain. The models, which are described in the EMC Smarts VoIP Availability Manager 
Discovery Guide, represent the VoIP objects and certain network objects that are imported 
from IP Availability Manager.


Table 6 on page 52 lists the complete list of classes in the VoIP data model.


Table 5  Problems and events received from IP Availability Manager


Object Problem Event (symptom)


Card Down


Port Down


Device
(UnitaryComputerSystem)


Down MightBeDown,
Unresponsive
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Table 6  Complete list of classes in the VoIP data model (page 1 of 5)


Class name Description Vendor applicability


Collections


PortNetwork A collection of media-gateway port cards (in stacked 
G650 media gateways) that terminate phones and 
trunks.


Avaya


VoipCluster A collection of call managers that share a common 
database and provide the VoIP application and network 
services for an enterprise VoIP system.


Avaya, Cisco


VOIP_PMDomain Hosts on which VoIP Performance Manager instances 
are running in the VoIP Availability Manager 
deployment.


Avaya, Cisco


Physical elements


Chassis A physical element that encloses other elements and 
provides definable functionality.


Avaya


Card A type of physical container that can be plugged into 
another card or hosting board, or is itself a hosting 
board or motherboard in a chassis.


Avaya, Cisco


Service access points and network adapters


VoipEndPoint A logical VoIP endpoint. Cisco


Port A point from which to connect physically to some other 
device, usually with a socket and plug. Examples are 
switch port and VLAN.


Avaya, Cisco


Logical elements


IPPhone A physical instrument (hardware-based IP phone) or 
software program (software-based IP phone) that acts 
as a telephone by using VoIP technology. An IP phone 
can transmit audio information only, or both video and 
audio information.


Avaya, Cisco


IPPhoneGroup A group of IP phones. IP phone groups correspond to 
topology objects that are vendor-specific:
• For Avaya, the group includes IP phones that belong 


to the same network region and are configured to 
register to the same converged call manager or 
H.323 gatekeeper.


• For Cisco, the group includes IP phones that belong 
to the same device pool and are configured to 
register to the same CallManager group or, for Cisco 
Unified Communications Manager Express (Cisco 
Unified CME) or Survivable Remote Site Telephony 
(SRST), the same call processor.


The definitions in the bullet list are applicable to 
automatic phone groups. The IPPhoneGroup class can 
also be used to represent business phone groups and 
executive business phone groups.


Avaya, Cisco


IPPhoneGroupOfGroups A top-level business phone group that consists of one 
or more business phone groups.


Avaya, Cisco


1   points to parent class.
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VoIP service data


CallManagerData A list of data, provided to a CallManager, that contains 
information about the registered, rejected, and 
unregistered devices for the CallManager.


Cisco


MediaResourceAggregate Summary performance data for a specific type of 
registered media device, such as HardwareConference, 
Transcoder, or MusicOnHold.
Instances of this class are received from VoIP 
Performance Manager.


Cisco


VoiceMailbox A personal voice mailbox that stores messages for an 
individual owner or a general delivery mailbox that 
distributes broadcast messages to a list of individuals.


Cisco


VoIP applications


VoipApplication An application that provides an end-user service, such 
as a service represented by one of the classes that 
follow. A discovered application other than 
ConferenceService, CTIService, VoiceMailApplication, or 
VoiceMailService is represented as an instance of the 
VoipApplication class.


Avaya, Cisco


ConferenceService An application that provides Conferencing functionality. Cisco


CTIService A Computer Telephony Integrated application that 
integrates voice and data between the CallManager and 
the business application environment. Examples 
include using a personal computer to deliver Caller ID 
information, and the ability to use a personal computer 
to access voice mail.


Cisco


VoiceMailApplication An application that provides a voice mail service for 
Cisco Unity, Cisco Unity Express, and Cisco Unity 
Connection devices.


Cisco


VoiceMailService An application that answers calls and stores and 
manages voice messages for individual users.


Cisco


VoIP call managers  1 VoIP network services


CallManager A call manager application that represents a Cisco 
Unified Communications Manager (CUCM), formerly 
Cisco Unified CallManager and Cisco CallManager.


Cisco


ConvergedCallManager A call manager application that represents an Avaya 
Aura Communication Manager (CM).


Avaya


Table 6  Complete list of classes in the VoIP data model (page 2 of 5)


Class name Description Vendor applicability


1   points to parent class.
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VoIP card services  1 VoIP network services


DS1Service A Digital Signal 1 (DS1) card-service application that 
provides digital connectivity to the PSTN to enable long 
distance and local telephone service.


Avaya


H323GateKeeper A Control LAN (CLAN) card-service application that 
provides services such as address translation and 
network access control for H.323 endpoints.


Avaya


IPConnector An IP Server Interface (IPSI) card-service application 
that handles gateway-control and call-control messages 
between a port network (in a G250/350/700 Media 
Gateway) and the converged call manager.


Avaya


MediaProcessor A Media Processor (MedPro) card-service application 
that provides digital-to-analog and analog-to-digital 
processing services for VoIP calls.


Avaya


VoiceAnnounceService A Voice Announcements over LAN (VAL) card-service 
that distributes recorded voice announcements over the 
LAN for scheduled broadcasts.


Avaya


VoIP network services


VoipNetworkService A service that is used to control VoIP logical 
connections.


Cisco, Acme


CallProcessor A service that provides lightweight call processing, call 
control, transfer, and call routing functions to local 
media gateways during a primary CallManager server 
failover.
Cisco Unified Communications Manager Express (Cisco 
Unified CME) and Cisco Survivable Remote Site 
Telephony (SRST) are modeled as instances of the 
CallProcessor class.


Cisco


DHCPService A Dynamic Host Configuration Protocol service that is 
used by IP devices such as IP Phones to obtain an IP 
address in order to register with a call-processing 
server.


Cisco


DialPeer A service on a voice gateway router that maps the called 
and calling numbers with the port or IP interface that is 
to be used to route the call over the packet network.


Cisco


DNSService A Domain Name System service that translates Internet 
domain and host names to IP addresses.


Avaya, Cisco


H248Service An application that provides signaling by using the 
open industry standard H.248 signaling protocol.


Avaya


H323Service An application that provides signaling by using the 
open industry standard H.323 signaling protocol.


Cisco


Gatekeeper An application that provides services such as address 
translation and network access control for H.323 
terminals, gateways, and Multiple Control Units (MCUs).


Cisco


GatewayService An application that converts voice and fax calls 
between the PSTN and an IP network.


Avaya, Cisco


Table 6  Complete list of classes in the VoIP data model (page 3 of 5)


Class name Description Vendor applicability


1   points to parent class.
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MediaService An application that handles functions such as decoding 
DTMF tones; transmitting dial tones, busy signals, and 
announcements; and bridging multiple media streams 
into a conference.


Cisco


VoipPerformanceManager A VoIP Manager product that ensures that Avaya and 
Cisco VoIP networks are delivering an acceptable level 
of telephony services to the service subscribers. All 
discovered VoIP Performance Manager applications are 
represented as instances of the 
VoipPerformanceManager class.


Avaya, Cisco


VoIP processes


VoipProcess A process that is part of a VoIP application or VoIP 
network service. All discovered VoIP processes are 
represented as instances of the VoipProcess class.
The HOST-RESOURCES-MIB is used to discover and 
monitor VoIP processes.


Avaya, Cisco


VoipElement A process that is part of a VoIP application or VoIP 
network service. All discovered VoIP elements are 
represented as instances of the VoipElement class.
What distinguishes VoIP elements from VoIP processes 
is the MIB. Vendor-specific MIBs, not the 
HOST-RESOURCES-MIB, are used to discover and 
monitor VoIP elements.


Cisco, Acme


VoIP software service


VoipSolution A software package that provides miscellaneous 
end-user functionality.
When an application consists of many highly 
inter-related component applications, modeling the 
application as a single entity instead of modeling each 
component application is a better solution. That is the 
purpose of the VoipSolution class.
The VoipSolution class is used to model applications 
such as contact center applications and emergency 
responder applications.


Cisco


VoIP sessions


CallManagerPeerSession A logical connection between a CallManager and a peer 
CallManager. This session is established between two 
CallManagers that belong to the same CallManager 
group (redundancy group) as soon as both 
CallManagers are up and running.


Cisco


H248RegistrationSession A logical connection between a converged call manager 
(ConvergedCallManager) and a gateway 
(GatewayService) that has registered with the 
converged call manager, or between an H.323 
gatekeeper (H323GateKeeper) and a gateway 
(GatewayService) that has registered with the H.323 
gatekeeper. This session is established when the 
gateway registers with the converged call manager or 
the H.323 gatekeeper.


Avaya


Table 6  Complete list of classes in the VoIP data model (page 4 of 5)


Class name Description Vendor applicability


1   points to parent class.
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VoIP redundancy groups


CallManagerRedundancy-
Group 


A redundancy group that is composed of CallManagers. Cisco


ConvergedCallManager-
RedundancyGroup


A redundancy group that is composed of converged call 
managers.


Avaya


CardServiceRedundancy-
Group


A redundancy group that is composed of IPConnectors 
(Avaya IPSI cards) or MediaProcessors (Avaya MedPro 
cards). Either redundancy group may have only two 
cards.


Avaya


Business Impact Manager (BIM) objects


ServiceOffering A business service that is delivered to a set of 
subscribers (consumers). For example, a service 
offering can be a business process like Order 
Processing or Production Planning.


Avaya, Cisco


ServiceSubscriber A consumer of services that are provided through a 
service offering. A service subscriber can be a customer, 
organization, business unit, line of business (LOB), or 
department.


Avaya, Cisco


Table 6  Complete list of classes in the VoIP data model (page 5 of 5)


Class name Description Vendor applicability


1   points to parent class.
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Analysis paradigm
The health of the discovered applications (VoipApplications), network services 
(VoipNetworkServices), and processes (VoipProcesses) is central to the root-cause 
analysis of a VoIP system. Failed services (applications, network services) impact many 
aspects of a VoIP system, including call manager groups (redundancy groups) and call 
manager clusters.


A service (application, network service) may run as a single process or as multiple 
processes. For a single-process service, VoIP Availability Manager discovers and monitors 
the service as a single process. Every single-process service is deemed “critical.”


For a multiple-process service, VoIP Availability Manager discovers and monitors the 
service by discovering and monitoring the processes that are executing as part of the 
service. 


◆ Some of the processes are deemed “critical” because they are considered more 
important to the health of the service than others. 


◆ Other processes are deemed “key” because one down key process will bring down the 
entire application. A process is defined as key during the certification process.


A process’s IsKeytoApplication attribute is set to True.


◆ Others are deemed “non-critical” because they are less important to the health of the 
service or application. 


The state of a critical or a key process has more importance in correlation analysis than the 
state of a non-critical process.


For a discovered multiple-process service, VoIP Availability Manager also creates a 
ComposedOf relationship between the service and each of its processes, to identify the 
dependency of the service on its component processes.


Single-process VoIP service analysis


If the hosting device (or hosting card) is down, VoIP Availability Manager diagnoses the 
failed device as the root cause and the resulting unresponsive VoIP service as an impact of 
the failed device. It creates a system Down problem notification for the failed device and a 
service Unresponsive notification for the VoIP service.


If the hosting device is operational and the service is unresponsive, VoIP Availability 
Manager diagnoses the unresponsive VoIP service as the root cause and creates a service 
Down problem notification.
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Multi-process VoIP service analysis


If the hosting system (or hosting card) is down, VoIP Availability Manager diagnoses the 
failed device as the root cause. It also diagnoses the unresponsive VoIP service and 
unresponsive processes of the VoIP service as impacts of the failed device. VoIP 
Availability Manager generates:


◆ A system Down problem notification for the failed device.


◆ A service Unresponsive notification for the VoIP service.


◆ A process Unresponsive notification for each process of the VoIP service.


If the hosting system is operational and an application’s key process or all of its critical 
processes are unresponsive,VoIP Availability Manager generates a Down problem 
notification for the application.


An example of a key process is the AvCaMgr process of a Cisco Unity Voicemail 
application. If the AvCaMgr process is not running and the hosting system is operational, 
VoIP Availability Manager diagnoses the Voicemail application as Down.


If one or more application processes are unresponsive and a Down problem notification is 
not generated for the application, VoIP Availability Manager generates:


◆ A ServiceException (aggregate) problem notification for the application.


◆ A PartialUnresponsive event notification for the application.


The PartialUnresponsive event is a symptom to the ServiceException problem.
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Root-cause problem, exception, and event notifications
VoIP Availability Manager diagnoses root-cause problems and detects (computes) events 
from status changes that are acquired in one of four ways:


◆ Gathered from devices in the managed environment: SNMP and SOAP polling


◆ Issued by devices in the managed environment: SNMP traps


◆ Issued by IP Availability Manager: Events to which VoIP Availability Manager 
subscribes


◆ Issued by VoIP Performance Manager: SNMP traps


VoIP Availability Manager correlates status information to diagnose and report root-cause 
problems. Based on these problems, it also generates events to identify the impact on 
VoIP objects.


VoIP Availability Manager also generates exceptions, or aggregate events, where an 
exception is a collection of events that are associated with a particular type of discovered 
object. An exception indicates one or more related failures or potential resource/capacity 
faults that are associated with a particular object. For example, when the ratio of active to 
total resource counts for MediaResourceAggregate exceeds a preset threshold value, VoIP 
Availability Manager generates a VoipCluster performance exception notification to warn 
the operator of potential issues.


VoIP Availability Manager generates exceptions for VoipCluster, CallManager, 
IPPhoneGroup, PortNetwork, VoiceMailApplication, and CallProcessor object types. For 
any of these objects, VoIP Availability Manager generates an exception whenever any of 
the composite events for the object occur.


The Global Manager imports:


◆ All problems that are diagnosed by VoIP Availability Manager.


◆ All exceptions that are generated by VoIP Availability Manager.


◆ All impact events that are generated by VoIP Availability Manager


◆ Some symptomatic events that are detected by VoIP Availability Manager.


◆ Calculated impacts that are generated by Business Impact Manager.


The problem notifications, aggregating exceptions, and event notifications are displayed 
in the Global Console.
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Root-cause problems


Table 7 on page 60 lists the root-cause problems that are diagnosed by VoIP Availability 
Manager. For each problem, the table identifies the managed object for which the problem 
is diagnosed, the condition for the problem, the symptomatic events that are correlated by 
VoIP Availability Manager to diagnose the problem, and the impact events that are 
generated by VoIP Availability Manager for the problem. 


Table 7  Root-cause problems diagnosed by VoIP Availability Manager (page 1 of 5)


Managed object Root cause Condition
Symptomatic events 
of root cause


Impact events generated 
for root cause 1


Device problems


Host,
CallServer,
Node,
Switch,
MediaGateway,
Router
(Subclasses of
UnitaryComputerSystem)


 Down This device is down.
The problem is 
diagnosed by IP 
Availability Manager 
and is made known 
to VoIP Availability 
Manager as a system 
down event.
For example: 
Router::Down 


OperationallyDown,
ProxyDown 
(not visible)


VoipApplication::Unresponsive,
VoipNetworkService::
Unresponsive,
VoipSession::Disconnected,
VoipProcess::Unresponsive,
VoipServiceRedundancyGroup::
AllComponentsDown/
AtRisk/ReducedRedundancy


Physical element problems


Card Down Either a card that is 
associated with an 
IP phone is down, or 
a card that is 
associated with a 
VoIP card service 
(such as Avaya’s 
CLAN or IPSI card) is 
down.
The problem is 
diagnosed by IP 
Availability Manager 
and is made known 
to VoIP Availability 
Manager as a card 
down event.


OperationallyDown,
ProxyDown 
(not visible)


IPPhone::Unregistered,
VoipNetworkService::
Unresponsive,
VoipSession::Disconnected,
VoipServiceRedundancyGroup::
AllComponentsDown/
AtRisk/ReducedRedundancy,


Network adapter problems


Port Down A port that is 
associated with an 
IP phone is down.
The problem is 
diagnosed by IP 
Availability Manager 
and made known to 
VoIP Availability 
Manager as a port 
down event.


ProxyDown
(not visible)


IPPhone::Unregistered


1  Interpret event entries as <object name>::<event name>.
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VoIP application problems


VoipApplication Down The hosting device is 
operational and 
instrument Status is 
unresponsive, or all 
critical processes 
that are part of the 
application are 
unresponsive, or a 
key process of the 
application is 
unresponsive.


Unresponsive VoipProcess::Unresponsive


CTIService Down The hosting device is 
operational and 
instrument Status is 
unresponsive.


Unresponsive CTIService::Unregistered


VoiceMailApplication Down The hosting device is 
operational and 
instrument Status is 
unresponsive or all 
critical processes 
that are part of the 
application are 
unresponsive.


Unresponsive VoipProcess::Unresponsive


Service-
Exception


Partial components 
are unresponsive. 


PartialUnresponsive VoipProcess::Unresponsive


VoiceMailService Down The hosting device is 
operational and 
instrument Status is 
unresponsive.


Unresponsive VoiceMailService::Unregistered,
VoiceMailApplication::
JTAPIException


Service-
Exception


Partial components 
are unresponsive. 


PartialUnresponsive VoipProcess::Unresponsive,
VoipElement:: Unresponsive


VoIP call managers  VoIP network service problems


CallManager Down The hosting device is 
operational and 
instrument Status is 
unresponsive or all 
critical processes 
that are part of the 
service are 
unresponsive.


Unresponsive VoipProcess::Unresponsive,
MediaService::Unregistered,
GatewayService::Unregistered,
CTIService::Unregistered,
VoiceMailService::Unregistered,
IPPhone:: Unregistered,
IPPhoneGroup::Degraded,
CallManagerRedundancyGroup:: 
AllComponentsDown/
ReducedRedundancy/AtRisk,
CallProcessor::BackupActivated,
MediaService::Unresponsive


Service-
Exception


Partial components 
are unresponsive. 


PartialUnresponsive VoipProcess::Unresponsive


Table 7  Root-cause problems diagnosed by VoIP Availability Manager (page 2 of 5)


Managed object Root cause Condition
Symptomatic events 
of root cause


Impact events generated 
for root cause 1


1  Interpret event entries as <object name>::<event name>.
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ConvergedCallManager Down The hosting device is 
operational and 
instrument Status is 
unresponsive.


Unresponsive ConvergedCallManager::
BackupActivated (to the second 
converged call manager),
ConvergedCallManager::
MajorFailover (to an Enterprise
Survivable Server—ESS),
ConvergedCallManager::
MinorFailover (to a Local 
Survivable Processor—LSP),
IPPhone::Unregistered,
GatewayService::Unregistered,
ConvergedCallManager-
RedundancyGroup::
AllComponentsDown/
ReducedRedundancy/AtRisk,
ConvergedCallManager-
RedundancyGroup::
NoIPStationRegistered


VoIP card services  VoIP network service problems


DS1Service Down Received trap 
indicates DS1 is 
unresponsive.


Unresponsive DS1Service::TrunksUnavailable


H323GateKeeper Down Received trap 
indicates CLAN is 
unresponsive.


Unresponsive GatewayService::Unregistered,
IPPhone::Unregistered,
IPPhoneGroup::Degraded


IPConnector Down Received trap 
indicates IPSI is 
unresponsive.


Unresponsive CardServiceRedundancyGroup::
AllComponentsDown/
ReducedRedundancy/AtRisk


Note: CardServiceRedundancy-
Group, as used here, represents 
a redundant group of two Avaya 
IPSI cards.


MediaProcessor Down Received trap 
indicates MedPro is 
unresponsive.


Unresponsive CardServiceRedundancyGroup::
AllComponentsDown/
ReducedRedundancy/AtRisk


Note: CardServiceRedundancy-
Group, as used here, represents 
a redundant group of two Avaya 
MedPro cards.


VoiceAnnounceService Down Received trap 
indicates VAL is 
unresponsive.


Unresponsive VoipProcess::Unresponsive


Table 7  Root-cause problems diagnosed by VoIP Availability Manager (page 3 of 5)


Managed object Root cause Condition
Symptomatic events 
of root cause


Impact events generated 
for root cause 1


1  Interpret event entries as <object name>::<event name>.
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VoIP network service problems


VoipNetworkService Down The hosting device is 
operational and 
instrument Status is 
unresponsive, or all 
critical processes 
that are part of the 
service are 
unresponsive, or a 
key process of the 
service is 
unresponsive. 


Unresponsive VoipProcess::Unresponsive


Service-
Exception


Partial components 
are unresponsive.


PartialUnresponsive VoipProcess::Unresponsive


CallProcessor Down The hosting device is 
operational and 
instrument Status is 
unresponsive.


Unresponsive IPPhone::Unregistered,
IPPhoneGroup::Degraded


GatewayService Down Hosting device is 
operational and 
instrument Status is 
unresponsive or all 
critical processes 
that are part of the 
service are 
unresponsive.


Unresponsive GatewayService::Unregistered,
GatewayService::
DChannelInactive,
H248RegistrationSession::
Disconnected,
VoipProcess::Unresponsive,
IPPhone::Unregistered,
IPPhoneGroup::Degraded


Service-
Exception


Partial components 
are unresponsive. 


PartialUnresponsive VoipProcess::Unresponsive


H323Service Down Hosting device is 
operational and 
instrument Status is 
unresponsive or all 
critical processes 
that are part of the 
service are 
unresponsive.


Unresponsive H323Service::Unregistered


MediaService Down Hosting device is 
operational and 
instrument Status is 
unresponsive or all 
critical processes 
that are part of the 
service are 
unresponsive.


Unresponsive MediaService::Unregistered,
ComposedOf 
MediaService::Unresponsive


Service-
Exception


Partial components 
are unresponsive. 


PartialUnresponsive MediaService::Unresponsive


Table 7  Root-cause problems diagnosed by VoIP Availability Manager (page 4 of 5)


Managed object Root cause Condition
Symptomatic events 
of root cause


Impact events generated 
for root cause 1


1  Interpret event entries as <object name>::<event name>.
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Exceptions


Table 8 on page 65 lists the exceptions that are generated by VoIP Availability Manager. 
For each exception, the table identifies the managed object for which the exception is 
generated, the aggregate events that are associated with the exception, the conditions 
that trigger the events, and the instrumentation source of the events. The triggering of any 
event for a particular exception results in the generation of the exception.


Some aggregate events occur when a component of the managed object exceeds a 
threshold value in a threshold group, which is a group that is accessible through a Polling 
and Thresholds Console that is attached to VoIP Availability Manager. The procedure to 
modify threshold values in threshold groups is provided in the EMC Smarts VoIP 
Availability Manager Configuration Guide.


VoipPerformanceManager Down Hosting device is 
operational and 
instrument Status is 
unresponsive or the 
single process that 
is part of the service 
is unresponsive.


Unresponsive VoipPerformanceManager::
Disconnected,
VoipProcess::Unresponsive


VoIP session problems


H248RegistrationSession Down This logical session 
is down because the 
H.248 link between 
the gateway and its 
converged call 
manager or H.323 
gatekeeper is down.


Disconnected GatewayService::Unregistered


Table 7  Root-cause problems diagnosed by VoIP Availability Manager (page 5 of 5)


Managed object Root cause Condition
Symptomatic events 
of root cause


Impact events generated 
for root cause 1


1  Interpret event entries as <object name>::<event name>.
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Table 8  Exceptions generated by VoIP Availability Manager (page 1 of 8)


Managed object


Exception name


Aggregate event 1 Instrumentation 
source


Event name Event trigger


VoipCluster


AvailabilityExceptions


CallManager::RegistrationException For one of the CallManagers in 
this VoIP cluster, the difference 
between the number of 
provisioned hardware phones 
and the number of registered 
hardware phones exceeded a 
preset threshold.


VoIP Performance 
Manager
(Cisco only)


CallManagerRedundancyGroup::
AllComponentsDown


For one of the CallManager 
groups in this VoIP cluster, none 
of the CallManagers are 
responsive.


Cisco CCM MIB


CallManagerRedundancyGroup::
CTIDevicesUnavailable


None of the CallManagers in this 
group have any CTI ports 
registered with them.


Cisco CCM MIB


CallManagerRedundancyGroup::
GatewayDevicesUnavailable


For one of the CallManager 
groups in this VoIP cluster, none 
of the CallManagers have any 
gateway ports registered with 
them.


Cisco CCM MIB


CallManagerRedundancyGroup::
MediaDevicesUnavailable


For one of the CallManager 
groups in this VoIP cluster, none 
of the CallManagers have any 
media devices registered with 
them.


Cisco CCM MIB


CallManagerRedundancyGroup::
PhonesUnavailable


For one of the CallManager 
groups in this VoIP cluster, none 
of the CallManagers have any 
phones registered with them.


Cisco CCM MIB


CardServiceRedundancyGroup::
AllComponentsDown


None of the IP Connectors or 
Media Processors in any 
redundancy group in this VoIP 
cluster are responsive.


Avaya trap


DS1Service::TrunksUnavailable For one of the DS1 services 
(cards) in this VoIP cluster, all 
trunks are down.


VoIP Performance 
Manager
(Avaya only)


GatewayService::DChannelInactive For one of the gateway services 
in this VoIP cluster, the digital 
signaling channel became 
inactive.


Cisco CCM MIB


H323GateKeeper::
PhonesUnavailable


For one of the CLAN services 
(cards) in this VoIP cluster, all 
phones that were registered with 
the CLAN were dropped.


VoIP Performance 
Manager
(Avaya only)


1  Interpret event entries as <object name>::<event name>.

Root-cause problem, exception, and event notifications 65







Identifying VoIP Objects and their Failures

VoipCluster


AvailabilityExceptions
(continued)


H323GateKeeper::
RegistrationException


For one of the CLAN services 
(cards) in this VoIP cluster, 
phones are still registered with 
the CLAN, but the changes in 
PhoneRegistration exceeded a 
preset threshold.


VoIP Performance 
Manager
(Avaya only)


MediaProcessor::LinksUnavailable For one of the MedPro services 
(cards) in this VoIP cluster, the 
Control link or Ethernet link is 
down.


VoIP Performance 
Manager
(Avaya only)


VoipCluster::PhonesUnavailable All phones are down for this VoIP 
cluster.


VoIP Performance 
Manager
(Avaya only)


VoipCluster::
RoutePatternsUnavailable


All route patterns are down for 
this VoIP cluster.


VoIP Performance 
Manager
(Avaya only)


VoipCluster::
TrunkGroupsUnavailable


All trunk groups are down for this 
VoIp cluster.


VoIP Performance 
Manager
(Avaya only)


VoipCluster::
VoiceMailDevicesUnavailable


No voice mail devices are 
registered with any CallManager 
in this VoIP cluster, but one or 
more unregistered voice mail 
devices exist for this cluster.


Cisco CCM MIB


Table 8  Exceptions generated by VoIP Availability Manager (page 2 of 8)


Managed object


Exception name


Aggregate event 1 Instrumentation 
source


Event name Event trigger


1  Interpret event entries as <object name>::<event name>.
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VoipCluster


PerformanceExceptions


CallManager::CallLoadException For one of the CallManagers in 
this VoIP cluster, the call load 
percent exceeded a preset 
threshold, and calls in progress 
exceeded a preset threshold.


VoIP Performance 
Manager
(Cisco only)


ConvergedCallManager::
LoadException


For one of the converged call 
managers in this VoIP cluster, 
the CPU usage exceeded a 
preset threshold.


VoIP Performance 
Manager
(Avaya only)


DS1Service::LoadException For one of the DS1 services in 
this VoIP cluster, the percentage 
of active trunks exceeded a 
preset threshold.


VoIP Performance 
Manager
(Avaya only)


GatewayService::ResourceException For one of the gateway services 
in this VoIP cluster, either the 
channel utilization percentage 
exceeded a preset threshold or 
the port utilization percentage 
exceeded a preset threshold.


VoIP Performance 
Manager
(Cisco only)


H323Service::CallLoadException For one of the H.323 services in 
this VoIP cluster, the call load 
percent exceeded a preset 
threshold, and calls in progress 
exceeded a preset threshold.


VoIP Performance 
Manager
(Cisco only)


MediaResourceAggregate::
LoadException


For a particular media type in 
this VoIP cluster, the percentage 
of active media resources to the 
total resources exceeded a 
preset <media type> threshold, 
where <media type> is one of the 
following:
• HC—HardwareConference
• SC—SoftwareConference
• VC—VideoConference 
• ANN—Annunciator
• MTP—MediaTerminationPoint
• TC—Transcoder
• MOH—MusicOnHold


VoIP Performance 
Manager
(Cisco only)


Table 8  Exceptions generated by VoIP Availability Manager (page 3 of 8)


Managed object


Exception name


Aggregate event 1 Instrumentation 
source


Event name Event trigger


1  Interpret event entries as <object name>::<event name>.
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VoipCluster


PerformanceExceptions
(continued)


MediaResourceAggregate::
ResourceException


For a particular media type 
resource in this VoIP cluster, the 
number of polling cycles to 
retain the threshold-crossing 
value exceeded a preset <media 
type> threshold, where <media 
type> is one of the following:
• HC
• SC
• VC
• ANN
• MTP
• TC
• MOH


VoIP Performance 
Manager
(Cisco only)


VoipCluster::MosException For this VoIP cluster, the 
percentage of calls whose mean 
opinion score (MOS) was less 
than acceptable during the last 
sampling interval.


VoIP Performance 
Manager
(Cisco only)


VoipCluster::ResourceException Degraded routes, route patterns, 
or trunk groups exist in this VoIP 
cluster.


VoIP Performance 
Manager
(Avaya only)


CallManager 


RejectedExceptions


CallManager::RegistrationRejected Some requests from devices to 
register with this CallManager 
were rejected.


Cisco CCM MIB


CTIService::RegistrationRejected CTI devices attempted to register 
to CallManagers but were 
rejected.


Cisco CCM MIB


GatewayService::
RegistrationRejected


Some requests from gateway 
devices to register with this 
CallManager were rejected.


Cisco CCM MIB


MediaService::
RegistrationRejected


Some requests from media 
devices to register with this 
CallManager were rejected.


Cisco CCM MIB


VoiceMailService::
RegistrationRejected


Some requests from voice mail 
devices to register with this 
CallManager were rejected.


Cisco CCM MIB


CallManager 


RegistrationExceptions


CTIService::Unregistered CTI service is not registered with 
any CallManager.


Cisco CCM MIB


GatewayService::Unregistered Gateway service is not registered 
with any CallManager.


Cisco CCM MIB


MediaService::Unregistered Media service is not registered 
with any CallManager.


Cisco CCM MIB


VoiceMailService::Unregistered VoiceMail service is not 
registered with any CallManager.


Cisco CCM MIB


Table 8  Exceptions generated by VoIP Availability Manager (page 4 of 8)


Managed object


Exception name


Aggregate event 1 Instrumentation 
source


Event name Event trigger


1  Interpret event entries as <object name>::<event name>.
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IPPhoneGroup


Impacted


CallManager::Unresponsive The CallManager to which this 
phone group is registered is not 
responsive.


Cisco CCM MIB


CallManagerRedundancyGroup::
AllComponentsDown


For one of the CallManager 
groups (redundancy groups) to 
which this phone group is 
registered, none of the 
CallManagers are responsive.


Cisco CCM MIB


CallManagerRedundancyGroup::
CTIDevicesUnavailable


For one of the CallManager 
groups to which this phone 
group is registered, none of the 
CallManagers have any CTI 
devices registered with them.


Cisco CCM MIB


CallManagerRedundancyGroup::
GatewayUnavailable


For one of the CallManager 
groups to which this phone 
group is registered, none of the 
CallManagers have any gateway 
ports registered with them.


Cisco CCM MIB


CallManagerRedundancyGroup::
MediaDevicesUnavailable


For one of the CallManager 
groups to which this phone 
group is registered, none of the 
CallManagers have any media 
devices registered with them.


Cisco CCM MIB


CallManagerRedundancyGroup::
PhonesUnavailable


For one of the CallManager 
groups to which this phone 
group was registered, none of 
the CallManagers have any 
phones registered with them.


Cisco CCM MIB


CallProcessor::Unresponsive The CallManager to which this 
phone group is registered is not 
responsive.


Cisco CCME MIB


ConvergedCallManager::
Unresponsive


The converged call manager for 
this phone group is not 
responsive.


Avaya G3 MIB


Table 8  Exceptions generated by VoIP Availability Manager (page 5 of 8)


Managed object


Exception name


Aggregate event 1 Instrumentation 
source


Event name Event trigger


1  Interpret event entries as <object name>::<event name>.
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IPPhoneGroup


Impacted
(continued)


ConvergedCallManagerRedundancy-
Group:: AllComponentsDown


For the converged call manager 
group (redundancy groups) to 
which this phone group is 
registered, none of the 
converged call managers are 
responsive.


Avaya G3 MIB


H323GateKeeper::Unresponsive The service for this phone group 
is not responsive.


Avaya G3 MIB


NetworkAdapter_Performance::
HighBroadcastRate


The network adapter that is 
associated with this IP phone 
had an input package broadcast 
percentage that exceeded a 
preset threshold.


Generic MIB from IP 
Availability Manager


NetworkAdapter_Performance::
HighCollisionRate


The network adapter that is 
associated with this IP phone 
had a rate of collisions that 
exceeded a preset threshold.


Generic MIB from IP 
Availability Manager


NetworkAdapter_Performance::
HighDiscardRate


The network adapter that is 
associated with this IP phone 
had a percentage of discarded 
input or output packet errors 
that exceeded a preset 
threshold.


Generic MIB from IP 
Availability Manager


NetworkAdapter_Performance::
HighErrorRate


The network adapter that is 
associated with this IP phone 
had a percentage of input or 
output packet errors that 
exceeded a preset threshold.


Generic MIB from IP 
Availability Manager


NetworkAdapter_Performance::
HighQueueDropRate


The network adapter that is 
associated with this IP phone 
had a rate of discarded packets 
due to input or output queue 
overflow that exceeded a preset 
threshold.


Generic MIB from IP 
Availability Manager


NetworkAdapter_Performance::
HighUtilization


The network adapter that is 
associated with this IP phone 
experienced processor 
utilization that exceeded a 
preset threshold.


Generic MIB from IP 
Availability Manager


IPPhoneGroup


CallQualityDegraded


IPPhoneGroup::Degraded The percentage of IP phones 
with poor or unacceptable call 
quality status exceeded a preset 
threshold.


VoIP Performance 
Manager
(Avaya and Cisco)


IPPhoneGroup


RegistrationExceptions


IPPhone::Unregistered IP phone is not registered with 
any call agent.


Avaya SNMP MIB,
Cisco SNMP MIB


Table 8  Exceptions generated by VoIP Availability Manager (page 6 of 8)


Managed object


Exception name


Aggregate event 1 Instrumentation 
source


Event name Event trigger


1  Interpret event entries as <object name>::<event name>.
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IPPhoneGroup


RejectedExceptions


IPPhone::RegistrationRejected The percentage of IP phones 
with UNREGISTERED status 
exceeded a preset threshold.


VoIP Performance 
Manager
(Avaya and Cisco)


IPPhone


Impacted


NetworkAdapter_Performance::
HighBroadcastRate


The network adapter that is 
associated with this IP phone 
had an input package broadcast 
percentage that exceeded a 
preset threshold.


IP Availability 
Manager


NetworkAdapter_Performance::
HighCollisionRate


The network adapter that is 
associated with this IP phone 
had a rate of collisions that 
exceeded a preset threshold.


IP Availability 
Manager


NetworkAdapter_Performance::
HighDiscardRate


The network adapter that is 
associated with this IP phone 
had a percentage of discarded 
input or output packet errors 
that exceeded a preset 
threshold.


IP Availability 
Manager


NetworkAdapter_Performance::
HighErrorRate


The network adapter that is 
associated with this IP phone 
had a percentage of input or 
output packet errors that 
exceeded a preset threshold.


IP Availability 
Manager


NetworkAdapter_Performance::
HighQueueDropRate


The network adapter that is 
associated with this IP phone 
had a rate of discarded packets 
due to input or output queue 
overflow that exceeded a preset 
threshold.


IP Availability 
Manager


NetworkAdapter_Performance::
HighUtilization


The network adapter that is 
associated with this IP phone 
experienced processor 
utilization that exceeded a 
preset threshold.


IP Availability 
Manager


PortNetwork


Impacted


ConvergedCallManager::
Unresponsive


This port network is impacted 
because the converged call 
manager that serves the port 
network is unresponsive.


IP Availability 
Manager or Avaya G3 
MIB


IPConnector::Unresponsive This port network is impacted 
because the IPSI card, which is a 
critical component of the port 
network, is unresponsive.


Avaya trap


Table 8  Exceptions generated by VoIP Availability Manager (page 7 of 8)


Managed object


Exception name


Aggregate event 1 Instrumentation 
source


Event name Event trigger


1  Interpret event entries as <object name>::<event name>.
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VoiceMailApplication


Impacted


VoiceMailApplication::
HighPortUtilization


The active ports usage 
percentage for the voice mailbox 
application exceeded a preset 
threshold.


Cisco Unity MIB


VoiceMailApplication::
JTAPIException


The Cisco device that is hosting 
the voicemail service is down.


Cisco CUE MIB


VoiceMailApplication::
JTAPIUnresponsive


The Cisco device that is hosting 
the voicemail service is not 
responsive.


Cisco CUE MIB


VoiceMailApplication::
MailboxException


The voice mailbox is almost full. Cisco CUE MIB


VoiceMailbox::HighUtilization The voice mailbox usage 
exceeded a preset threshold.


Cisco CUE MIB


CallProcessor


OperationExceptions


CallProcessor::BackupActivated The Cisco call processor has 
been activated because the 
primary CallManager server 
experienced a problem and 
changed from active to standby.


Cisco SRST MIB


CallProcessor::
DegradedIPPhoneRegistration


The number of unregistered IP 
phones for the Cisco call 
processor exceeded a preset 
threshold.


Cisco SRST MIB
Cisco CCME MIB


CallProcessor::
ExceededMaximumUptime


The Cisco SRST has been 
performing call processing for 
too long. The active period 
exceeded a preset threshold.


Cisco SRST MIB


CallProcessor::TrapNotEnabled A trap is required to monitor the 
VoIP service, but the issuing of 
traps from the underlying device 
is not enabled.


Cisco SRST MIB


Table 8  Exceptions generated by VoIP Availability Manager (page 8 of 8)


Managed object


Exception name


Aggregate event 1 Instrumentation 
source


Event name Event trigger


1  Interpret event entries as <object name>::<event name>.
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Events


Table 9 on page 73 lists the events that are detected by VoIP Availability Manager and 
used as symptoms to diagnose root-cause problems, or generated as impacts. For each 
event, the table identifies the managed object for the event, the condition that triggers the 
event, and the instrumentation source of the event. 


Table 9  Events detected or generated by VoIP Availability Manager (page 1 of 9)


Managed object Event Condition Instrumentation source


Device events


Host,
CallServer,
Node,
Switch,
MediaGateway,
Router
(Subclasses of
UnitaryComputerSystem)


ProxyDown (not visible) 1 This system is down.
Received a system down event 
from IP Availability Manager; 
for example:
Router::Down


IP Availability Manager


Collection events


VoipCluster MosException The percentage of poor mean 
opinion score (MOS) calls 
exceeded a preset threshold.


VoIP Performance Manager
(Cisco only)


PhonesUnavailable All IP phones are down. VoIP Performance Manager
(Avaya only)


ResourceException Degraded route patterns or 
trunk groups exist in this VoIP 
cluster.


VoIP Performance Manager
(Avaya only)


RoutePatternsUnavailable All route patterns in this VoIP 
cluster of Converged-
CallManagers are down.


VoIP Performance Manager
(Avaya only)


TrunkGroupsUnavailable All trunk groups in this VoIP 
cluster of Converged-
CallManagers are down.


VoIP Performance Manager
(Avaya only)


VoiceMailDevicesUnavailable For each CallManager in this 
cluster, there is no registered 
voicemail device, but there is 
an unregistered voicemail 
device. 


VoIP Performance Manager
(Cisco only)


1  Not imported by the Global Manager.
2  Non-critical VoipProcess::Unresponsive events are not imported by the Global Manager.
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Physical element events


Card OperationallyDown This card is operationally 
down.
Received an operationally 
down event from IP Availability 
Manager.
The event pertains to a card 
that is associated with an IP 
phone, or a card that is 
associated with a VoIP card 
service (such as Avaya’s CLAN 
or IPSI card).


IP Availability Manager


ProxyDown (not visible) 1 This card is down.
Received a card down event 
from IP Availability Manager.
The problem pertains to a card 
that is associated with an IP 
phone, or a card that is 
associated with a VoIP card 
service (such as Avaya’s CLAN 
or IPSI card).


IP Availability Manager


Network adapter events


Port ProxyDown (not visible) 1 This port is down.
Received a port down event 
from IP Availability Manager.
The problem pertains to a port 
that is associated with an IP 
phone.


IP Availability Manager


Logical element events


IPPhone RegistrationRejected IP phone attempted to register 
to a call agent but was 
rejected.


Avaya SNMP,
Cisco SNMP


Unregistered IP phone is not registered with 
any call agent.


Avaya SNMP,
Cisco SNMP


IPPhoneGroup Degraded The percentage of unregistered 
IP phones exceeded a preset 
threshold.


Avaya G3 MIB,
Cisco CCM MIB,
Cisco CCME MIB


VoIP service data events


MediaResourceAggregate LoadException For a particular media type, the 
percentage of active media 
resource to total resource of 
this media type exceeded a 
preset threshold.


VoIP Performance Manager
(Cisco only)


ResourceException For a particular media type, 
some requests for this media 
type were rejected.


VoIP Performance Manager
(Cisco only)


Table 9  Events detected or generated by VoIP Availability Manager (page 2 of 9)


Managed object Event Condition Instrumentation source


1  Not imported by the Global Manager.
2  Non-critical VoipProcess::Unresponsive events are not imported by the Global Manager.
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VoiceMailbox HighUtilization The percentage of mailbox 
usage time exceeded a preset 
threshold.


Cisco CUE MIB


VoIP application events


VoipApplication PartialUnresponsive Partial components are 
unresponsive. 


Generic MIB


Unresponsive The hosting device is 
unresponsive, or instrument 
Status is unresponsive, or all 
critical processes that are part 
of the application are 
unresponsive, or a key process 
of the application is 
unresponsive. 


IP Availability Manager, 
MIB, or trap


CTIService RegistrationRejected CTI devices attempted to 
register to CallManagers but 
were rejected.


Cisco CCM MIB


Unregistered CTI service is not registered 
with any CallManager.


Cisco CCM MIB


Unresponsive The hosting device is 
unresponsive or instrument 
Status is unresponsive.


IP Availability Manager


VoiceMailApplication HighPortUtilization Inbound port or outbound port 
or total port usage exceeded a 
preset threshold.


Cisco Unity MIB


JTAPIUnresponsive JTAPI system is out of service or 
was shutdown.


Cisco CUE MIB


JTAPIException JTAPI system is in partial 
service or no JTPAI port is 
registered.


Cisco CUE MIB


MailboxException The mailbox is almost full. Cisco CUE MIB


PartialUnresponsive Partial components are 
unresponsive. 


Generic MIB


Unresponsive The hosting device is 
unresponsive, or instrument 
Status is unresponsive, or all 
processes that are part of the 
application are unresponsive.


IP Availability Manager,
Cisco CUE MIB


Table 9  Events detected or generated by VoIP Availability Manager (page 3 of 9)


Managed object Event Condition Instrumentation source


1  Not imported by the Global Manager.
2  Non-critical VoipProcess::Unresponsive events are not imported by the Global Manager.
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VoiceMailService RegistrationRejected VoiceMail devices attempted 
to register to CallManagers but 
were rejected.


Cisco CCM MIB


Unregistered This voice mail service is not 
registered with any 
CallManager.


Cisco CCM MIB


Unresponsive The hosting device is 
unresponsive or instrument 
Status is unresponsive.


IP Availability Manager


VoIP call managers  VoIP network service events


CallManager CallLoadException The call load percent exceeded 
a preset threshold, and calls in 
progress exceeded a preset 
threshold.


VoIP Performance Manager
(Cisco only)


PartialUnresponsive Partial components are 
unresponsive. 


Generic MIB (Cisco only)


RegistrationException The changes in 
PhoneRegistration exceeded a 
preset threshold.


VoIP Performance Manager
(Cisco only)


RegistrationRejected Some requests from devices 
that attempted to register to 
this CallManager were 
rejected.


Cisco CCM MIB


Unresponsive The hosting device is 
unresponsive, or instrument 
Status is unresponsive, or all 
critical processes that are part 
of the service are 
unresponsive.


IP Availability Manager,
CCM MIB


Table 9  Events detected or generated by VoIP Availability Manager (page 4 of 9)


Managed object Event Condition Instrumentation source


1  Not imported by the Global Manager.
2  Non-critical VoipProcess::Unresponsive events are not imported by the Global Manager.
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ConvergedCallManager BackupActivated The primary converged call 
manager experienced a 
problem and changed from 
active to standby, which 
indicates that a converged call 
manager failover has occurred.


Avaya G3 MIB


LoadException Media server processor 
occupancy exceeded a preset 
threshold.


VoIP Performance Manager
(Avaya only)


MajorFailover IP endpoints are registered 
with this Enterprise Survivable 
Server (ESS), which indicates 
that a major converged call 
manager failover has occurred.


Avaya G3 MIB,
Avaya trap


MinorFailover IP endpoints are registered 
with this Local Survivable 
Processor (LSP), which 
indicates that a minor 
converged call manager 
failover has occurred.


Avaya G3 MIB,
Avaya trap


Unresponsive The hosting device is 
unresponsive or instrument 
Status is unresponsive.


IP Availability Manager,
Avaya G3 MIB


VoIP card services  VoIP network service events


DS1Service LoadException The percentage of active trunks 
exceeded a preset threshold.


VoIP Performance Manager
(Avaya only)


TrunksUnavailable All trunks for this DS1 card are 
down.


VoIP Performance Manager
(Avaya only)


H323GateKeeper PhonesUnavailable IP phones were registered to 
this CLAN card, but all phone 
registration has been dropped.


VoIP Performance Manager
(Avaya only)


RegistrationException IP phones are still registered to 
this CLAN card, but the 
changes in PhoneRegistration 
exceeded a preset threshold.


VoIP Performance Manager
(Avaya only)


Unresponsive Received trap indicates that 
this CLAN card is 
unresponsive.


Avaya trap


IPConnector Unresponsive Received trap indicates that 
this IPSI card is unresponsive.


Avaya trap


MediaProcessor LinksUnavailable Control link or Ethernet link is 
down.


VoIP Performance Manager
(Avaya only)


Unresponsive Received trap indicates that 
this MedPro card is 
unresponsive.


Avaya trap


Table 9  Events detected or generated by VoIP Availability Manager (page 5 of 9)


Managed object Event Condition Instrumentation source


1  Not imported by the Global Manager.
2  Non-critical VoipProcess::Unresponsive events are not imported by the Global Manager.
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VoiceAnnounceService Unresponsive Received trap indicates that 
this VAL card is unresponsive.


Avaya trap


VoIP network service events


VoipNetworkService PartialUnresponsive Partial components are 
unresponsive.


Generic MIB,
Vendor-specific MIBs such 
as Acme Packet’s Net-Net 
OS-E MIB


Unresponsive The hosting device is 
unresponsive, or instrument 
Status is unresponsive, or all 
critical processes that are part 
of the service are 
unresponsive, or a key process 
of the service is unresponsive. 


IP Availability Manager,
Generic MIB,
Vendor-specific MIBs such 
as Acme Packet’s Net-Net 
OS-E MIB


CallProcessor BackupActivated This call processor (SRST, for 
example) changed from 
standby to active because the 
primary CallManager server 
experienced a problem and 
changed from active to 
standby.


Cisco SRST MIB


DegradedIPPhoneRegistration The number of unregistered IP 
phones for this call processor 
exceeded a preset threshold.


Cisco SRST MIB


ExceededMaximumUptime The SRST has been performing 
call processing for too long. 
The active period exceeded a 
preset threshold.


Cisco SRST MIB


TrapNotEnabled A trap is required to monitor 
the VoIP service, but the 
issuing of traps from the 
underlying device is not 
enabled.


Cisco SRST MIB


Unresponsive The hosting device is 
unresponsive or the 
instrument Status is 
unresponsive.


IP Availability Manager,
Cisco CCME SRST MIB


DialPeer Unresponsive A dial peer for a Cisco Unified 
Border Element (Cisco UBE) is 
unresponsive.


IETF DIAL-CONTROL-MIB


Table 9  Events detected or generated by VoIP Availability Manager (page 6 of 9)


Managed object Event Condition Instrumentation source


1  Not imported by the Global Manager.
2  Non-critical VoipProcess::Unresponsive events are not imported by the Global Manager.
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GatewayService DChannelInactive Gateway digital signaling 
channel becomes inactive.


Cisco CCM MIB


RegistrationRejected Devices attempted to register 
to CallManagers but were 
rejected.


Cisco CCM MIB


ResourceException Some outbound calls failed or 
gateway channel utilization or 
port utilization exceeded a 
preset threshold.


VoIP Performance Manager
(Cisco only)


Unregistered Gateway service is not 
registered with any call 
manager.


Avaya G3 MIB,
Cisco CCM MIB


Unresponsive Hosting device is 
unresponsive, or instrument 
Status is unresponsive, or all 
critical processes that are part 
of the service are 
unresponsive.


IP Availability Manager,
Cisco CCM MIB,
Avaya G3 MIB,
HOST-RESOURCES-MIB


H323Service CallLoadException For a particular media type, the 
percentage of active media 
resource to total resource of 
this media type exceeded a 
preset threshold.


VoIP Performance Manager
(Cisco only)


Unresponsive The hosting device is 
unresponsive.


IP Availability Manager


MediaService RegistrationRejected Media devices attempted to 
register to CallManagers but 
were rejected.


Cisco CCM MIB


Unregistered This media service is not 
registered with any 
CallManager.


Cisco CCM MIB


Unresponsive Hosting device is 
unresponsive, or instrument 
Status is unresponsive, or all 
processes that are part of the 
service are unresponsive.


IP Availability Manager


VoipPerformanceManager Disconnected Indicates VoIP Availability 
Manager has not received a 
VoIP Performance Manager 
trap for a certain time that is 
specified as PMTraps_Timeout.


VoIP Availability Manager


Unresponsive Hosting device is 
unresponsive, or instrument 
Status is unresponsive, or the 
single process that is part of 
the service is unresponsive.


IP Availability Manager


Table 9  Events detected or generated by VoIP Availability Manager (page 7 of 9)


Managed object Event Condition Instrumentation source


1  Not imported by the Global Manager.
2  Non-critical VoipProcess::Unresponsive events are not imported by the Global Manager.
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VoIP process events


VoipProcess Unresponsive 2 The hosting device is 
unresponsive or the 
instrument Status is 
unresponsive.


IP Availability Manager,
HOST-RESOURCES-MIB


VoipElement Unresponsive The hosting device is 
unresponsive or the 
instrument Status is 
unresponsive.


IP Availability Manager,
Vendor-specific MIBs such 
as Acme Packet’s Net-Net 
OS-E MIB


VoIP session events


H248RegistrationSession Disconnected The H.248 link between the 
gateway and its converged call 
manager or H.323 gatekeeper 
is down.


Avaya CMG MIB


VoIP redundancy group events


CallManager-
RedundancyGroup


AllComponentsDown None of the members in the 
redundancy group are 
responsive.


Cisco CCM MIB or IP 
Availability Manager


AtRisk Only one of the members in 
the redundancy group is 
responsive.


Cisco CCM MIB or IP 
Availability Manager


ReducedRedundancy Applies only to redundancy 
groups that contain three or 
more members: At least one 
member is not responsive, but 
the number of responsive 
members is at least two.


Cisco CCM MIB or IP 
Availability Manager


CTIDevicesUnavailable None of the CallManagers in 
this group have a CTI port 
registered with them.


Cisco CCM MIB


GatewayDevicesUnavailable None of the CallManagers in 
this group have a gateway port 
registered with them.


Cisco CCM MIB


MediaDevicesUnavailable None of the CallManagers in 
this group have a media device 
registered with them.


Cisco CCM MIB


PhonesUnavailable None of the CallManagers in 
this group have an IP phone 
registered with them.


Cisco CCM MIB


Table 9  Events detected or generated by VoIP Availability Manager (page 8 of 9)


Managed object Event Condition Instrumentation source


1  Not imported by the Global Manager.
2  Non-critical VoipProcess::Unresponsive events are not imported by the Global Manager.
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ConvergedCallManager-
RedundancyGroup


AllComponentsDown None of the members in the 
redundancy group are 
responsive.


Avaya G3 MIB or IP 
Availability Manager


AtRisk Only one of the members in 
the redundancy group is 
responsive.


Avaya G3 MIB or IP 
Availability Manager


ReducedRedundancy Applies only to redundancy 
groups that contain three or 
more members: At least one 
member is not responsive, but 
the number of responsive 
members is at least two.


Avaya G3 MIB or IP 
Availability Manager


NoIPStationRegistered No IP stations are registered to 
this group.


Avaya G3 MIB


CardServiceRedundancy-
Group 


AllComponentsDown None of the members in the 
redundancy group are 
responsive.


Avaya trap


AtRisk Only one of the members in 
the redundancy group is 
responsive.


Avaya trap


ReducedRedundancy Applies only to redundancy 
groups that contain three or 
more members: At least one 
member is not responsive, but 
the number of responsive 
members is at least two.


Avaya trap


Table 9  Events detected or generated by VoIP Availability Manager (page 9 of 9)


Managed object Event Condition Instrumentation source


1  Not imported by the Global Manager.
2  Non-critical VoipProcess::Unresponsive events are not imported by the Global Manager.
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APPENDIX A
VoIP Topology Naming Conventions 


This appendix describes the naming conventions that are used by VoIP Availability 
Manager to name the discovered VoIP objects. It consists of the following sections:


◆ DisplayName and Name attributes ..........................................................................  84
◆ Name prefixes.........................................................................................................  85
◆ Recent name changes .............................................................................................  86
◆ Naming convention for IPPhone and IPPhoneGroup objects ....................................  87
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DisplayName and Name attributes
Each VoIP object has a unique name, which is defined by the DisplayName and Name 
attributes for the object, as shown in Figure 10 on page 84.


Figure 10  DisplayName and Name attributes for a VoIP object


The DisplayName attribute value is the name of the object that is displayed in the Global 
Console, while the Name attribute value is the name of the object as known in the Domain 
Manager’s repository.


The DisplayName and Name attributes of a VoIP object are viewable through a Topology 
Browser Console that is attached to the Global Manager or to VoIP Availability Manager.


Note: To launch a Topology Browser Console from the Global Console, select 
File > New > Topology Browser Console.


An object’s DisplayName attribute value also appears in the Name attribute of a 
notification for that object. Notifications are imported by the Global Manager and 
displayed in the Notification Log Console.
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Name prefixes
VoIP Availability Manager adds a predefined prefix to the name of a discovered object in 
accordance to the object type. Table 10 on page 85 identifies the prefixes. 


Although the prefixes are not retained in the display names, other useful identifying fields 
are added to the display names.


Table 10  Predefined prefixes for VoIP names


Object type Prefix added to name in the Name attribute


Avaya Cisco


Cluster GRP-Avaya-System- GRP-


Port network GRP-PN- Not applicable


Card service CARD- Not applicable


Service data Not applicable DATA-


IP phone PHONE- PHONE-


IP phone group GRP- GRP-


Application APP- APP-


Network service SVC- SVC-


Process PROC- PROC-


Session SESS- SESS-


Redundancy group RGRP- RGRP-
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Recent name changes
For Avaya, the names that are given to instances of the following VoIP classes are based 
on the virtual IP (VIP) address of the serving Avaya PBX, not on the name of the active PBX 
host:


◆ VoipCluster


◆ ConvergedCallManagerRedundancyGroup


◆ PortNetwork


◆ IPPhoneGroup


◆ IPPhone


In addition, the name that is given to an Avaya IP phone is based on the extension of the 
phone, not on the MAC address of the phone.


Here are some examples:


◆ Avaya VoipCluster name:


• Name:
GRP-Avaya-System-10.9.10.20


• DisplayName:
Avaya-System-10.9.10.20 [AVAYA]


◆ ConvergedCallManagerRedundancyGroup name:


• Name:
RGRP-10.9.10.20


• DisplayName:
10.9.10.20 [AVAYA HOT_STANDBY_FAILOVER]


◆ PortNetwork name:


• Name:
GRP-PN-SYS-10.9.10.20-01


• DisplayName:
PN-SYS-10.9.10.20-01 [AVAYA PN]


◆ Avaya IPPhoneGroup name:


• Name:
GRP-10.9.10.20/30


• DisplayName:
10.9.10.20/30 [AVAYA 10.9.10.20 NR-30]


◆ Avaya IPPhone names:


• Name:
PHONE-10.9.10.20/6601


• DisplayName:
10.9.10.20/6601 [AVAYA 4610 10.9.10.76]


In these examples, 10.9.10.20 is the VIP address of the serving Avaya PBX.
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Naming convention for IPPhone and IPPhoneGroup objects
To name a discovered IPPhone or IPPhoneGroup object, VoIP Availability Manager uses the 
appropriate naming format in Table 11 on page 87 to assign the object a unique name. 


Table 11  Naming formats for discovered IPPhone and IPPhoneGroup objects (page 1 of 2)


Class Naming format


IPPhone The name of an IPPhone object depends on the vendor.


Naming format for an IPPhone object that represents an Avaya phone


Name format:
PHONE-<Avaya PBX VIP>/<phone extension>
DisplayName format:
< Avaya PBX VIP >/<phone extension> [<Vendor>, <Model>, and <phone IP address>]
DisplayName example:
10.9.10.20/6601 [AVAYA 4610 10.9.10.76]


Naming format for an IPPhone object that represents a Cisco phone


Name format:
PHONE-<phone MAC address>|<phone assigned name>
DisplayName format:
<phone MAC address>|<phone assigned name> [<Vendor>, <Model>, and <phone IP address>]
DisplayName example:
00-0500-05-9A-3C-7A-00 [CISCO IP Communicator 10.38.32.60]


IPPhoneGroup 1 The name of an IPPhoneGroup object depends on the type of phone group:
• Automatic phone group
• Business phone group
• Executive business phone group
For automatic phone groups, the name also depends on the vendor. 


Naming format for an IPPhoneGroup that represents an Avaya automatic phone group


Name format:
GRP-<Avaya PBX VIP>/<network region>
DisplayName format:
<Avaya PBX VIP>/<network region> [<Vendor> and <Type>]
DisplayName example:
10.9.10.20/30 [AVAYA m2us-gtdc-svx01-S8800 NR-30]


Naming format for an IPPhoneGroup that represents a Cisco automatic phone group


Name format:
GRP-<registered host name>
DisplayName format:
clusterid/<registered host name> [<Vendor> and <Type>]
DisplayName example:
lwqcc254.lss.emc.com [CISCO CCME]


1**This object type is imported by the Global Manager.
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IPPhoneGroup
(continued)


Naming format for an IPPhoneGroup that represents a business phone group


Name format:
BUS-GRP-<business phone group name>
DisplayName format:
<business phone group name> [<Vendor> and <Type>]
DisplayName example:
AvayaNetworkRegion-1 [BUSINESS AVAYA Critical PGs]


Naming format for an IPPhoneGroup that represents an executive business phone group


Name:
BUS-GRP-LEVEL-<level number>
Example:
BUS-GRP-LEVEL-2
DisplayName (default):
Same as Name
DisplayName (customized):
<customer specified name in the Display Name field of the csv source file>
Example:
CEO
If a customer specifies different names in the Display Name fields for a specific executive 
level, VoIP Availability Manager will use the bottom-most name entry for that level as the 
group’s display name.


Table 11  Naming formats for discovered IPPhone and IPPhoneGroup objects (page 2 of 2)


Class Naming format


1**This object type is imported by the Global Manager.
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CHAPTER 1
Overview


This chapter describes the EMC Smarts Service Assurance Manager, EMC Smarts IP 
Manager, EMC Smarts MPLS Manager, EMC Smarts Server Manager, EMC Smarts Network 
Protocol Manager, EMC Smarts Optical Transport Manager, and EMC Smarts VoIP 
Availability Manager, their compatibility with other EMC Smarts products, and installation 
tasks. It consists of the following topics:


◆ Product contents.....................................................................................................  10
◆ Product and version compatibility ...........................................................................  14
◆ Installation tasks overview......................................................................................  14
◆ Upgrade tasks overview ..........................................................................................  16
◆ Migration tasks overview ........................................................................................  17
◆ Uninstallation tasks overview .................................................................................  18
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Product contents
This document provides installation, upgrade, migration, and uninstallation procedures 
for:


◆ EMC Smarts Service Assurance Manager


◆ EMC Smarts IP Manager


◆ EMC Smarts MPLS Manager


◆ EMC Smarts Server Manager


◆ EMC Smarts Network Protocol Manager


◆ EMC Smarts Optical Transport Manager


◆ EMC Smarts VoIP Availability Manager


The EMC Smarts Service Assurance Manager includes the following products:


◆ Service Assurance Manager


The EMC Smarts Service Assurance Manager product includes the following 
components:


• Global Manager


• EMC Smarts Broker


• EMC Smarts MBIM — Maintenance and Business Impact Manager Server


• Generic notification adapters such as Log File, SNMP Trap, Script, and email


• EMC Data Access API


– Smarts Foundation EMC Data Access API (Smarts EDAA)


– Alert EMC Data Access API (EDAA)


– EMC Smarts Data Web Applications (Tomcat)


– EMC Smarts Notification Exchange (Rabbit MQ)


– EMC Smarts Notification Cache (ElasticSearch)


◆ EMC M&R — EMC M&R is distributed with Service Assurance Suite. The Service 
Assurance Suite Installation and Configuration Guide for EMC M&R provides 
installation and configuration instructions. The SolutionPack for EMC Smarts 
Summary Sheet article provides instructions for installing the SolutionPack for EMC 
Smarts. The How to Set Up SAM, EMC M&R, and the SolutionPack for EMC Smarts 
article provides instructions on configuring Service Assurance Manager to work with 
EMC M&R. 


◆ Global Console


The Global Console product is the graphical interface for all EMC Smarts products.


Global Console functionality can also be deployed as a Web Console or a Business 
Dashboard.


◆ Adapter Platform
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The SAM Adapter Platform product provides functionality to import and normalize 
topology and events from outside the EMC Smarts domain.


◆ Syslog Adapter


The Syslog Adapter product reads and processes system log (Syslog) messages. It 
requires the SAM Adapter Platform. 


◆ Smarts Notification Module


The Smarts Notification Module (NOTIF) augments EMC Smarts solutions with event 
management features that are configured through a graphical user interface (the 
Smarts NOTIF Editor). Smarts NOTIF enables the user to easily optimize the flow of 
events and notifications sent through any EMC Smarts system. Smarts NOTIF can be 
installed on either the SAM server or Adapter Platform server, or both. The internal 
event and notification processing features of the standard SAM Adapter Platform are 
replaced by Smarts NOTIF.


Smarts NOTIF functionality and architecture is discussed in the EMC Smarts 
Notification Module User Guide.


◆ Smarts Notification Module Cisco Syslog Processing Adapter


The Smarts Notification Module Cisco Syslog Processing Adapter (referred to as the 
Smarts NOTIF Cisco Syslog Adapter) replaces the log file processing features of the 
standard Syslog Adapter. The Smarts NOTIF Cisco Syslog Adapter processes the log file 
information into useful notifications with or without the use of ASL scripts. 


The EMC Smarts Notification Module Cisco Syslog Processing Adapter Installation and 
User Guide provides additional information on this adapter.


◆ SNMP Trap Adapter


The SNMP Trap Adapter product reads SNMP traps and forwards traps to any 
EMC Smarts application. It requires the SAM Adapter Platform. 


◆ XML Adapter


The XML Adapter product imports and exports topology from any EMC Smarts 
application.


The EMC Smarts IP Manager includes the following products:


◆ IP Availability Manager


◆ IP Performance Manager


◆ IP Server Performance Manager


◆ IP Availability Manager Extension for NAS


The EMC Smarts MPLS Manager includes the following products:


◆ EMC Smarts MPLS Manager is composed of three servers:


• MPLS Topology Server
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• MPLS Monitoring Server


• MPLS Analysis Server


◆ MPLS VPN-Tagging Server


The EMC Smarts Network Protocol Manager includes the following products:


◆ EMC Smarts Network Protocol Manager for BGP


◆ EMC Smarts Network Protocol Manager for EIGRP


◆ EMC Smarts Network Protocol Manager for IS-IS


◆ EMC Smarts Network Protocol Manager for OSPF


The EMC Smarts Server Manager includes the Server Manager software.


The EMC Smarts Optical Transport Manager includes the following products:


◆ EMC Smarts Optical Transport Manager for Next Generation WDM


◆ EMC Smarts Optical Transport Manager for SDH (Topology and Analysis)


◆ EMC Smarts Optical Transport Manager for PDH (Topology and Analysis)


◆ EMC Smarts Optical Transport Manager for WDM (Topology and Analysis)


◆ EMC Smarts Optical Transport Manager for IP Cross Domain Analysis


◆ EMC Smarts TMF814 Cisco CTM Adapter for OTM


◆ EMC Smarts TMF814 Ciena On-Center Adapter for OTM


The VoIP Availability Manager includes the following products:


◆ EMC Smarts VoIP Availability Manager


◆ EMC Smarts VoIP Enablement Pack for Avaya


◆ EMC Smarts VoIP Enablement Pack for Cisco


◆ EMC Enablement Pack for ACME


◆ EMC Smarts VoIP Integration Pack for VoIP Performance Manager
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Installation directory structure


The installation directory structure is shown in Figure 1 on page 14. All EMC Smarts 
products use the same basic installation directory structure.


In Figure 1 on page 14, notice that:


◆ BASEDIR, which is not an environment variable, is used in documentation to represent 
the top-level directory structure of an EMC Smarts product software installation. 


For UNIX, this location is /opt/InCharge/<product>.


For Windows, this location is C:\InCharge\<product>.


BASEDIR represents:


• For MPLS Manager —<installation_root_directory>/MPLS


• For IP Manager — <installation_root_directory>/IP


• For Service Assurance Manager — <installation_root_directory>/SAM


• For Server Manager — <installation_root_directory>/ESM


• For Network Protocol Manager — <installation_root_directory>/NPM


• For Optical Transport Manager — <installation_root_directory>/OTM


• For VoIP Availability Manager — <installation_root_directory>/VoIP


By default, EMC Smarts software is installed to BASEDIR/smarts. 


Optionally, you can specify the root of BASEDIR to be something different, but you 
cannot change the <product> location under the root directory. 


◆ The EMC Smarts sm_edit utility ensures that modified files are always saved to the 
appropriate local area and that base (original) copies of the files remain unchanged. 
Appendix A, “The sm_edit utility,” provides additional information.


The EMC Smarts System Administration Guide provides detailed information about the 
directory structure for EMC Smarts software and the sm_edit utility.
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Figure 1  Installation directory structure


Product and version compatibility
The EMC Smarts SAM, IP, ESM, MPLS, NPM, OTM, and VoIP Managers Support Matrix 
provides information about the 9.6 products and the compatible versions of the 
EMC Smarts products. 


Installation tasks overview
To install EMC Smarts Service Assurance Manager, IP Manager, MPLS Manager, Server 
Manager, Network Protocol Manager, Optical Transport Manager, or the VoIP Availability 
Manager, you need to meet the requirements or perform the tasks that are listed in Table 1 
on page 14.


To install additional components to an existing installation, you can perform an 
installation or an upgrade.


Table 1  Installation requirements and tasks (page 1 of 2)


Before you install


The Broker should be installed, configured, and 
operating.


EMC Smarts System Administration Guide
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The Global Console, Global Manager, and Service 
Assurance products should be installed, configured, and 
licensed.


EMC Smarts Installation Guide for SAM, IP, ESM, MPLS, 
NPM, OTM, and VoIP Managers


EMC M&R product should be installed, configured, and 
licensed.


• Service Assurance Suite Installation and Configuration 
Guide for EMC M&R


• SolutionPack for EMC Smarts Summary Sheet article
• How to Set Up SAM, EMC M&R, and the SolutionPack 


for EMC Smarts article


IP Manager should be installed, configured, and 
licensed. After IP Manager is installed, you can install or 
upgrade other Smarts products.


EMC Smarts Installation Guide for SAM, IP, ESM, MPLS, 
NPM, OTM, and VoIP Managers


Review the important release issues for the product 
being installed.


EMC Smarts Release Notes for SAM, IP, ESM, MPLS, NPM, 
OTM, and VoIP Managers


Determine if the products are supported on your 
platform.


EMC Smarts SAM, IP, ESM, MPLS, NPM, OTM, and VoIP 
Managers Support Matrix


Review the patch requirements for your operating system. EMC Smarts SAM, IP, ESM, MPLS, NPM, OTM, and VoIP 
Managers Support Matrix


Determine if your system meets the hardware 
requirements.


EMC Smarts SAM, IP, ESM, MPLS, NPM, OTM, and VoIP 
Managers Support Matrix


Installation method


Install the product. Select one of the following installation methods:
• “Install using Wizard mode” on page 22
• “Install using CLI mode” on page 26
• “Install using Unattended mode” on page 28


After you install


If your product is part of a deployment that requires the 
Federal Information Processing Standard (FIPS) 
Publication 140-2, a U.S. government computer security 
standard governing cryptographic modules, perform the 
procedure to enable products in FIPS mode.


“Support for FIPS 140-2 for 9.6 products” on page 32


If you installed the products as services, start them for 
the first time. 


• “Starting services on UNIX” on page 95
• “Start programs” on page 96


Verify the current state of the products and the Broker. “Verify the product status” on page 100


Optional task:
After modifying your configuration files on one 
installation, you can use the deployment utility to create 
a deployment package of your configuration changes and 
deploy the package on other installations.


“Deployment utility overview” on page 89


Table 1  Installation requirements and tasks (page 2 of 2)
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Upgrade tasks overview
To upgrade, you need to meet the requirements or perform the tasks that are listed in 
Table 2 on page 16. 


Table 2  Upgrade installation requirements and tasks (page 1 of 2)


Before you upgrade


Review the release notes for important issues. EMC Smarts Release Notes for SAM, IP, ESM, MPLS, NPM, 
OTM, and VoIP Managers


Determine if the products are supported for your 
platform.


EMC Smarts SAM, IP, ESM, MPLS, NPM, OTM, and VoIP 
Managers Support Matrix


Determine if your system meets the hardware 
requirements.


EMC Smarts SAM, IP, ESM, MPLS, NPM, OTM, and VoIP 
Managers Support Matrix


Upgrade installation


The order in which you upgrade products depends on 
whether the EMC M&R UI is included in your deployment. 
Upgrade the products in the following order:
1. Top-most SAM server


If EMC M&R is included, this is the Presentation SAM 
server.
If EMC M&R is not included, this is the top-most SAM 
server and related Service Assurance products and 
consoles in your deployment, either a SAM server or 
the top SAM server in a hierarchical SAM deployment. 


2. If EMC M&R is included, update EMC M&R platform 
(core) components and the SolutionPack for EMC 
Smarts.


Ensure that communication exists between the 
Presentation SAM server and the SolutionPack for EMC 
Smarts.


3. An Aggregation SAM server if it is a hierarchical SAM 
deployment.


4. IP Manager.


5. Any order: Server Manager, MPLS Manager, Network 
Protocol Manager, and VoIP Availability Manager.


Notice: Presentation SAM server is the server that is 
configured in the SolutionPack for EMC Smarts for use 
with the EMC M&R UI. This does not mean that a 
hierarchical SAM is required.


• For EMC Smarts products: “Performing an Upgrade” on 
page 49


• For EMC M&R platform components: Service 
Assurance Suite Installation and Configuration Guide 
for EMC M&R


• SolutionPack for EMC Smarts Summary Sheet article 
• How to Set Up SAM, EMC M&R, and the SolutionPack 


for EMC Smarts article


After you install


Evaluate your custom code and review the tools for 
restoring user customization.


“Custom file migration use cases” on page 83


If your product is part of a deployment that requires the 
Federal Information Processing Standard (FIPS) 
Publication 140-2, a U.S. government computer security 
standard governing cryptographic modules, perform the 
procedure to upgrade products in FIPS mode.


“Upgrading 9.6 products in FIPS mode” on page 58


If you installed the products as services, start them for 
the first time. 


• “Starting services on UNIX” on page 95
• “Start programs” on page 96
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Migration tasks overview
To migrate to Version 9.6, you need to meet the requirements or perform the tasks that are 
listed in Table 3 on page 17.


Verify the current state of the products and the Broker. “Verify the product status” on page 100


(Optional) After performing an upgrade and modifying 
your configuration files on one installation, you can use 
the deployment utility to create a deployment package of 
your configuration changes and deploy the package on 
other installations. After deploying the package on other 
installations, you do not have to run the migrate utility to 
merge your customizations.


“Deployment utility overview” on page 89


Table 2  Upgrade installation requirements and tasks (page 2 of 2)


Table 3  Migration requirements and tasks (page 1 of 2)


Before you migrate


Review the release notes for important issues. EMC Smarts Release Notes for SAM, IP, ESM, MPLS, NPM, 
OTM, and VoIP Managers


Determine if the products are supported for your 
platform.


EMC Smarts SAM, IP, ESM, MPLS, NPM, OTM, and VoIP 
Managers Support Matrix


Determine if your system meets the hardware 
requirements.


EMC Smarts SAM, IP, ESM, MPLS, NPM, OTM, and VoIP 
Managers Support Matrix


Installation and migration


The order in which you migrate products depends on 
whether the EMC M&R UI is included in your deployment. 
Perform the migration in the following order:
1. Top-most SAM server


If EMC M&R is included, this is the Presentation SAM 
server.
If EMC M&R is not included, this is the top-most SAM 
server and related Service Assurance products and 
consoles in your deployment, either a SAM server or 
the top SAM server in a hierarchical SAM deployment. 


2. If EMC M&R is included, migrate or update EMC M&R 
platform (core) components and the SolutionPack for 
EMC Smarts.


Ensure that communication exists between the 
Presentation SAM server and the SolutionPack for EMC 
Smarts.


3. An Aggregation SAM server if it is a hierarchical SAM 
deployment.


4. IP Manager.


5. Any order: Server Manager, MPLS Manager, Network 
Protocol Manager, and VoIP Availability Manager.


Notice: Presentation SAM server is the server that is 
configured in the SolutionPack for EMC Smarts for use 
with the EMC M&R UI. This does not mean that a 
hierarchical SAM is required.


• For EMC Smarts products: “Performing a Migration” on 
page 59.


• For EMC M&R platform components: Service 
Assurance Suite Installation and Configuration Guide 
for EMC M&R


• SolutionPack for EMC Smarts Summary Sheet article 
• How to Set Up SAM, EMC M&R, and the SolutionPack 


for EMC Smarts article
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Uninstallation tasks overview
To uninstall the product, you need to meet the requirements or perform the tasks that are 
listed in Table 4 on page 18.


Table 4  Uninstallation requirements and tasks 


Before you uninstall


Uninstallation


• “Uninstall using Wizard mode” on page 114
• UNIX only, “Uninstall using CLI mode” on page 115
• “Uninstall using Unattended mode” on page 116


After you install


Evaluate your custom code and review the tools for 
restoring user customization.


“Custom file migration use cases” on page 83


If you installed the products as services, start them for 
the first time.


• “Starting services on UNIX” on page 95
• “Start programs” on page 96


Verify the current state of the products and the Broker. “Verify the product status” on page 100


(Optional) After performing a migration and modifying 
your configuration files on one installation, you can use 
the deployment utility to create a deployment package of 
your configuration changes and deploy the package on 
other installations. After deploying the package on other 
installations, you do not have to run the migrate utility to 
merge your customizations.


“Deployment utility overview” on page 89


Table 3  Migration requirements and tasks (page 2 of 2)


Review uninstall prerequisites. “Performing an Uninstallation” on page 109


Uninstall the product.
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CHAPTER 2
Performing an Installation


This chapter describes how to install a new installation of the EMC Smarts Service 
Assurance Manager, EMC Smarts IP Manager, EMC Smarts MPLS Manager, EMC Smarts 
Server Manager, EMC Smarts Network Protocol Manager, EMC Smarts Optical Transport 
Manager, and EMC Smarts VoIP Availability Manager. It consists of the following topics:


◆ Installation overview...............................................................................................  20
◆ Installation prerequisites ........................................................................................  21
◆ Install the product...................................................................................................  21
◆ Add additional features to a new installation ..........................................................  32
◆ Support for FIPS 140-2 for 9.6 products ..................................................................  32
◆ Next steps ..............................................................................................................  36
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Installation overview
The installation flow is shown in Figure 2 on page 20. A new installation installs a new 
version of a product on a host system that either has no software installed or has a 
previous version of the software installed. Chapter 5, “Performing an Upgrade,” provides 
instructions to install an upgrade installation.
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Figure 2  New installation flowchart
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Installation prerequisites
Fulfill the following prerequisites before starting the installation:


◆ Ensure that you have superuser (User ID 0) or administrative privileges on the target 
host. The installation program will halt if you do not have the appropriate privileges.


◆ Ensure that the required operating system patches have been installed. Clicking More 
Information during the installation process will launch the System Information 
window and the Pass/Fail status of the operating system patches. The EMC Smarts 
SAM, IP, ESM, MPLS, NPM, OTM, and VoIP Managers Support Matrix provides 
information on operating system patches.


◆ Determine the location of the EMC Smarts Broker.


You must specify the location of the Broker during a new installation of EMC Smarts 
software. Typically, this location is chosen during the design of the EMC Smarts 
software deployment and before any installation begins. Consult with your 
deployment planner or check the build guide that documents your deployment to 
determine the name of the host where the Broker was installed and the port that the 
Broker uses. 


If the location is the same host where you are installing this product, the installation 
program will automatically install the Broker if it is not already on the host.


◆ (Service Assurance Manager only) Decide whether your operators will use the Service 
Assurance Manager Notification Console (classic SAM functionality) or the 
SolutionPack for EMC Smarts (in EMC M&R) to view and acknowledge notifications. If 
you plan to use the SolutionPack for EMC Smarts, you must install additional features 
and services when you install Service Assurance Manager.


Install the product
You acquire the software for the EMC Smarts Service Assurance Manager, EMC Smarts IP 
Manager, EMC Smarts MPLS Manager, EMC Smarts Server Manager, EMC Smarts Network 
Protocol Manager, EMC Smarts Optical Transport Manager, and EMC Smarts VoIP 
Availability Manager in one of two ways:


◆ From the installation CD/DVD-ROM.


Insert the CD/DVD-ROM into the optical drive of the host system. Appendix C, 
“Procedures for CD/DVD-ROMs,” describes how to access the optical drive for various 
operating systems.


When you insert the installation CD/DVD, several minutes might pass between the 
InstallShield preparation screen and the EMC Smarts splash screen/installation 
dialog boxes. Be patient. Do not eject/reinsert the CD/DVD to start a second install 
process.


◆ From the EMC online support website.


Go to the EMC online support website and download the installation file that is 
specific to your platform.


You install each product in one of three ways: Wizard mode, CLI mode, or Unattended 
mode.
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Install using Wizard mode


Wizard mode provides a graphical user interface to the installation program for UNIX and 
Windows platforms.


On UNIX systems, Wizard mode uses the X Window System to display the installation 
wizard. The host on which you install the EMC Smarts software and the host where you log 
in must be configured to run the X Window System. Before starting the installation 
program using the Wizard mode, verify that the X Window System is running.


At the start of the installation, the installation program detects and stops all services, 
scheduled jobs, and processes that use programs or libraries that are running from the 
previous installation. It also stops the service daemon, sm_serviced, if it is running.


Be aware that In some cases, on Windows, services cannot be stopped by the installation 
program because multiple threads are locking the services. In those cases, use the 
Windows Control Panel to stop the services manually.


For instructions on installing the Service Assurance Manager Server in wizard mode, 
complete the steps in the following section. To install other Service Assurance Manager 
products after Server install, refer to “Installing the Service Assurance Manager Console, 
or the Smarts NOTIF Editor, or both” on page 30, and “Add additional features to a new 
installation” on page 32.


Running Wizard mode
1. Run the setup command that is appropriate for the operating system as shown in 


Table 5 on page 22.


Table 5  Server setup command syntax for Wizard mode (page 1 of 2)


Product Operating system Setup command


Service Assurance Manager Server


Notice: For setup command syntax for other 
Service Assurance Manager products, refer to 
“Installing the Service Assurance Manager 
Console, or the Smarts NOTIF Editor, or both” 
on page 30.


Linux ./setup-SAM-9_6_0_0-linux64.bin


Windows setup-SAM-9_6_0_0-win64.exe


IP Manager Linux ./setup-IP-9_6_0_0-linux64.bin


Windows setup-IP-9_6_0_0-win64.exe


MPLS Manager Linux ./setup-MPLS-9_6_0_0-linux64.bin


Windows setup-MPLS-9_6_0_0-win64.exe


Server Manager Linux ./setup-ESM-9_6_0_0-linux64.bin


Windows setup-ESM-9_6_0_0-win64.exe
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UNIX users: If the current directory is not set in your PATH variable, prepend the 
command with./ (a period followed by a forward slash).


The InstallShield wizard dialog box appears and closes. The Shutdown Programs 
dialog box and the Welcome screen appear.


2. Click OK in the Warning dialog box.


If stopping services is necessary, you will be prompted with specific instructions later 
in the installation process.


3. Click Next in the Welcome screen.


Next is disabled if you do not have administrative privileges and a message also 
appears. To install, you must restart the installation with the appropriate privileges.


4. Read and accept the EMC Corporation end user license agreement and click Next.


5. If the installation program detects an existing installation of the same product, the 
Upgrade or Install screen appears. In the Upgrade or Install screen, select Install 
products to a new directory.


6. Click Next to accept the default installation directory or type your preferred directory 
and click Next. 


The default installation directory is:


If you specify a directory, the directory name cannot contain spaces. If the specified 
directory does not exist, it will be created. If you do not have write privileges, an error 
message appears.


Network Protocol Manager Linux ./setup-NPM-9_6_0_0-linux64.bin


Windows setup-NPM-9_6_0_0-win64.exe


Optical Transport Manager Linux ./setup-OTM-9_6_0_0-linux64.bin


Windows setup-OTM-9_6_0_0-win64.exe


VoIP Availability Manager Linux ./setup-VOIP-9_6_0_0-linux64.bin


Windows setup-VOIP-9_6_0_0-win64.exe


Table 5  Server setup command syntax for Wizard mode (page 2 of 2)


Product Operating system Setup command
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7. In the Installation Type screen, select:


• Complete to install all the products, including the EMC Data Access API (EDAA) 
feature. Click Next.


• Custom to install a specific product. Click Next.


a. In the Choose Products screen, clear the checkboxes for products that you do 
not want to install (by default, all products are selected).


b. (Service Assurance Manager only) 


If you plan to use the EMC M&R UI and the Service Assurance Manager in this 
installation as the Presentation SAM server (interoperate with the SolutionPack 
for EMC Smarts), ensure you select Service Assurance Manager and EMC Data 
Access API (EDAA).


If you want to use the Service Assurance Manager and the EMC Data Access API 
(EDAA) feature without the EMC M&R UI, ensure you select Service Assurance 
Manager and EMC Data Access API (EDAA).


c. Click Next.


8. In the Services Selection screen, select the products that you want to install as 
services and click Next. If you do not install services at this point, you will need to 
install them manually later.


For Service Assurance Manager services, you have two choices:


• Select EMC Smarts Service Assurance Manager Server if you plan to run only the 
Service Assurance Manager.


• Select EMC Smarts Service Assurance Manager Server (notification cache 
publishing) if you plan use the EMC M&R UI and the Service Assurance Manager.


When installed as services, the products start automatically whenever the host starts 
up. EMC Corporation recommends that EMC Smarts products be installed as services 
whenever possible.


If you are migrating from a previous version to 9.6 on the same host, you need to 
decide whether to install services during the 9.6 installation or to install them 
manually after the installation. Installing services during the installation will override 
the services for the previous version of installed products.


For the same-host migration scenario, and assuming that you want to continue to run 
the previous version of installed products, you have two choices:


• Install services during the 9.6 installation and then, after the installation, manually 
install services with unique names for the previous version of installed products.


• Do not install services during the 9.6 installation and then, after the installation, 
manually install services with unique names for the 9.6 products.


Appendix B, “Manually Installing Services,” describes how to install services 
manually.
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9. (Service Assurance Manager only) If you selected the EMC Smarts Service Assurance 
Manager Server (notification cache publishing) service, select the EMC Data Access 
API services for:


• EMC Smarts Data Web Applications (Tomcat) 


• EMC Smarts Notification Exchange (Rabbit MQ)


• EMC Smarts Notification Cache (ElasticSearch)


10. (MPLS Manager only) The Domain Group Naming screen is displayed. Either accept the 
default (INCHARGE-MPLS) or enter a new name. 


The domain group name is the name given to the MPLS Manager that is made up of 
MPLS Topology Server, MPLS Monitoring Server, and MPLS Analysis Server. If you 
change the name of the MPLS Manager, the names of the three servers are changed 
accordingly. 


You may want to define Domain Groups by geographical coverage. You could create a 
Domain Group for corporate headquarters and change INCHARGE-MPLS to HQ-MPLS, 
and later, a group for South America as SA-MPLS. The only requirement at this time is 
that you must install all services for any Domain Group on the same host. Even if you 
know that you are going to change the name of the Domain Group, you can perform 
the renaming step later, either through the Global Console or through a script from the 
command line. Appendix D, “Using the MPLS server_config Utility,” provides more 
information.


11. In the Broker Specification screen, specify the EMC Smarts Broker.


• If you are installing the Broker as a service, specify the port. The hostname defaults 
to localhost, where localhost is a literal name.


• If the Broker is already running on this host, keep the default values.


• If the Broker is running on another host, specify the hostname of that system and 
the port that the Broker uses.


Click Next to continue.


12. The Installation Criteria screen appears. Review the list of products that will be 
installed and the target installation directory. At the bottom of the list, the total 
amount of disk space that is required for the selected products is provided so that you 
can verify that adequate disk space is available. To install the products, click Next and 
the Installation Progress screen appears.


13. Upon completion, the Installation Summary shows informational messages such as 
successful confirmations, error messages, and warnings. Investigate any errors or 
warnings.


If Next appears, your system needs to be rebooted because one or both of the 
following tasks are pending on the system:


• A system-protected file was replaced during the installation and requires a restart.


• A pending restart was triggered by another application or by an operating system 
patch installation.


Click Next and then reboot your system. Otherwise, click Finish to exit the installation.
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The installation program writes an install log file to the BASEDIR/smarts/setup/logs 
directory, unless the installation fails at the very start, in which case the installation 
program writes the log file to the /tmp directory. The log file is a text file with the 
naming convention Install.<product>.<productversionNumber>.log.


14. If your product is part of a deployment that requires the Federal Information 
Processing Standard (FIPS) Publication 140-2, a U.S. government computer security 
standard governing cryptographic modules, follow the instructions in “Support for 
FIPS 140-2 for 9.6 products” on page 32.


15. “Next steps” on page 36 provides post-installation tasks.


For instructions on installing the Service Assurance Manager Server in CLI mode, complete 
the steps in the following section. To install other Service Assurance Manager products 
after Server install, refer to “Installing the Service Assurance Manager Console, or the 
Smarts NOTIF Editor, or both” on page 30.


Install using CLI mode


CLI mode provides a text-based method for invoking the installation program. This mode 
is intended for UNIX platforms with non-graphics consoles. The CLI mode follows the same 
process flow as the Wizard mode but uses text rather than graphics.


Running CLI mode
To start the CLI mode, invoke the setup command with the -console command-line option.


Table 6  Setup command syntax for CLI mode (page 1 of 2)


Product Operating system Executable


Service Assurance Manager 
Server


Linux ./setup-SAM-9_6_0_0-linux64.bin -console


Windows setup-SAM-9_6_0_0-win64.exe -console


Service Assurance Manager 
Console


Linux ./setup-CONSOLE-9_6_0_0-linux.bin -console


Windows setup-CONSOLE-9_6_0_0-win.exe -console


IP Manager Linux ./setup-IP-9_6_0_0-linux64.bin -console


Windows setup-IP-9_6_0_0-win64.exe -console


MPLS Manager Linux ./setup-MPLS-9_6_0_0-linux64.bin -console


Windows setup-MPLS-9_6_0_0-win64.exe -console


Server Manager Linux ./setup-ESM-9_6_0_0-linux64.bin -console


Windows setup-ESM-9_6_0_0-win64.exe -console
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User selections and navigation in CLI mode
During the installation and uninstallation processes, you are prompted with a series of 
steps and menus:


◆ For prompts, accept the default value or select another choice. The default values are 
indicated in brackets. To accept the default value, press Enter. To reply “yes,” enter y 
or Y; to reply “no,” enter n or N. Do not press Delete because doing so will cause the 
process to terminate with an error message.


◆ For selections in menus, accept the default selections or type the number of the item 
and press Enter. The default values are indicated in brackets or as pre-defined 
selections in menus. An X is used to indicate the selected item. When you are finished 
making selections, type zero (0) and press Enter.


If you incorrectly type an entry, press 5 to repeat the prompt and select the correct value. 
Arrow keys and the Backspace key are not supported.


To navigate between each step, use the keys described in Table 7 on page 27.


Table 7  Navigation keys 


Key Operation


If your product is part of a deployment that requires the Federal Information Processing 
Standard (FIPS) Publication 140-2, a U.S. government computer security standard 
governing cryptographic modules, follow the instructions in “Support for FIPS 140-2 for 
9.6 products” on page 32.


“Next steps” on page 36 provides post-installation tasks.


Network Protocol Manager Linux ./setup-NPM-9_6_0_0-linux64.bin -console


Windows setup-NPM-9_6_0_0-win64.exe -console


Optical Transport Manager Linux ./setup-OTM-9_6_0_0-linux64.bin -console


Windows setup-OTM-9_6_0_0-win64.exe -console


VoIP Availability Manager Linux ./setup-VOIP-9_6_0_0-linux64.bin -console


Windows setup-VOIP-9_6_0_0-win64.exe -console


Table 6  Setup command syntax for CLI mode (page 2 of 2)


Product Operating system Executable


1 Next, continue to the next step


2 Previous, go back to the previous step


3 Cancel, terminate the program


5 Redisplay, repeat the step


0 Accept the marked ([X]) menu choice
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Install using Unattended mode


Unattended mode is supported for all operating systems, but separate response files are 
needed for UNIX and Windows systems. Unattended mode reads the selections and 
settings for the installation from a user-modifiable response file, which enables you to 
easily duplicate the installation on many computer systems. Manual intervention is not 
necessary after you execute the setup command.


The response file, named <product>-response.txt, is located on the CD/DVD-ROM in the 
/utils directory. The file provides instructions and examples of command line options that 
are passed to the installation program in Unattended mode. The command line options 
are organized by process flow, which is almost identical to that of Wizard mode or CLI 
mode.


For instructions on installing the Service Assurance Manager Server in Unattended mode, 
complete the steps in the following section. To install other Service Assurance Manager 
products after Server install, refer to “Installing the Service Assurance Manager Console, 
or the Smarts NOTIF Editor, or both” on page 30.


Modifying the response file
To modify the response file:


1. Copy the response file from the CD/DVD’s /utils directory to a directory on your host, 
for example, to the /tmp directory.


2. Using a text editor, modify the values for the command line options in the response 
file:


a. Specify the target directory.


b. Select a directory for the process log file.


c. Select the products to install. Ensure that the property value for the product is set 
to true.


d. Select the products to start as services. Ensure that the property value for the 
product is set to true.


e. Specify the location of the Broker. By default, the location is set to localhost at port 
426.


3. Save the file.


Running Unattended mode
To start the Unattended mode, invoke the setup command with the -options 
command-line option, followed by the full path to the response file as described in Table 8 
on page 29.
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Table 8  Setup command syntax for Unattended mode 


Product Operating system Executable


For example for MPLS Manager, to start the Unattended mode of installation on Linux 
when the response file is located in /opt/home, enter:


./setup-MPLS-9_6_0_0-linux64.bin -options /opt/home/MPLS_SUITE-response.txt


If your product is part of a deployment that requires the Federal Information Processing 
Standard (FIPS) Publication 140-2, a U.S. government computer security standard 
governing cryptographic modules, follow the instructions in “Support for FIPS 140-2 for 
9.6 products” on page 32.


“Next steps” on page 36 provides post-installation tasks.


Service Assurance 
Manager Server


Linux ./setup-SAM-9_6_0_0-linux64.bin -options <path>/<product>-response.txt


Windows setup-SAM-9_6_0_0-win64.exe -options <path>\<product>-response.txt


Service Assurance 
Manager Console


Linux ./setup-CONSOLE-9_6_0_0-linux.bin -options <path>/<product>-response.txt


Windows setup-CONSOLE-9_6_0_0-win.exe -options <path>\<product>-response.txt


IP Manager Linux ./setup-IP-9_6_0_0-linux64.bin -options <path>/<product>-response.txt


Windows setup-IP-9_6_0_0-win64.exe -options <path>\<product>-response.txt


MPLS Manager Linux ./setup-MPLS-9_6_0_0-linux64.bin -options <path>/<product>-response.txt


Windows setup-MPLS-9_6_0_0-win64.exe -options <path>\<product>-response.txt


Server Manager Linux ./setup-ESM-9_6_0_0-linux64.bin -options <path>/<product>-response.txt


Windows setup-ESM-9_6_0_0-win64.exe -options <path>\<product>-response.txt


Network Protocol Manager Linux ./setup-NPM-9_6_0_0-linux64.bin -options <path>/<product>-response.txt


Windows setup-NPM-9_6_0_0-win64.exe -options <path>\<product>-response.txt


Optical Transport Manager Linux ./setup-OTM-9_6_0_0-linux64.bin -options <path>/<product>-response.txt


Windows setup-OTM-9_6_0_0-win64.exe -options <path>\<product>-response.txt


VoIP Availability Manager Linux ./setup-VOIP-9_6_0_0-linux64.bin -options <path>/<product>-response.txt


Windows setup-VOIP-9_6_0_0-win64.exe -options <path>\<product>-response.txt


where <path> is the fully qualified path to the response file and <product> is the product name, for example, IP_NETWORK_SUITE, 
MPLS_SUITE, or SAM_SUITE.
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Additional Service Assurance Manager installation tasks


If you are installing other Service Assurance Manager components such as the:


◆ Service Assurance Manager Console 
◆ Smarts NOTIF Editor
◆ Both the Service Assurance Manager Console and the Smarts NOTIF Editor


follow one of the installation procedures for each component included in, “Installing the 
Service Assurance Manager Console, or the Smarts NOTIF Editor, or both” on page 30.


You can view and acknowledge notifications in the Notification Console in Service 
Assurance Manager or you can manage notifications from the EMC M&R user interface by 
installing the SolutionPack for EMC Smarts. The SolutionPack for EMC Smarts Summary 
Sheet article provides installation instructions. The How to Set Up SAM, EMC M&R, and 
the SolutionPack for EMC Smarts article provides instructions on configuring Service 
Assurance Manager to work with EMC M&R. 


Installing the Service Assurance Manager Console, or the Smarts NOTIF Editor, or 
both


This section describes the steps for installing the Service Assurance Manager Console, or 
the Smarts NOTIF Editor, or both the Service Assurance Manager Console and the Smarts 
NOTIF Editor. Make sure you install the Service Assurance Manager Server first.


Install Service Assurance Manager Console, or the Smarts NOTIF Editor, or both using Wizard mode
To install the Service Assurance Manager Console:


1. Run the Setup command appropriate for the operating system listed in Table 9 on 
page 30.


Table 9  Console setup command syntax for Wizard mode


Operating system Setup command


The InstallShield wizard dialog box appears and closes. The Shutdown EMC Smarts 
Programs dialog box and the Welcome screen appear.


2. Click OK in the Warning dialog box.


If stopping services is necessary, specific instructions prompts appear later in the 
installation process.


3. Click Next in the Welcome screen.


Next is disabled if you do not have administrative privileges and a message also 
appears. To install, you must restart the installation with appropriate privileges.


4. Read and accept the EMC Corporation end user license agreement and click Next.


Linux ./setup-CONSOLE-9_6_0_0-linux.bin


Windows setup-CONSOLE-9_6_0_0-win.exe
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5. If the installation program detects an existing installation of the same product, the 
Installation Type screen appears. 


Select Install the product to a new directory.


This screen does not display if you are installing the product for the first time on the 
system.


6. Click Next to accept the default installation directory or type your preferred directory 
and click Next.


If you specify a directory, the directory name cannot contain spaces. If the specified 
directory does not exist, it will be created. If you do not have write privileges, an error 
message appears.


7. In the Setup screen, select one of the following:


• Complete to install all Service Assurance Manager Console components. Click 
Next.


• Custom to install a specific product. Click Next.


a. Clear products that you do not want to install (by default, all products are 
selected). From this screen, you may choose to install either the Global Console 
or the Smarts NOTIF Editor. 


b. Click Next.


8. In the type of Global Console installation screen, select:


• Global Console, Web Console, and Business Dashboard. Click Next. 


• Global Console. Click Next.


9. The Services Selection screen appears. Select the products that you want to install as 
services and click Next. If you do not install services at this point, you must install 
them manually later.


If you have an older version of a service running on the host, you must stop that 
service before installing a new version of the service.


When installed as services, EMC Smarts products start automatically when the system 
starts up. If the system is stopped and restarted, the EMC Smarts products restart 
automatically. EMC Corporation recommends that EMC Smarts products be installed 
as services whenever possible. If any of the products that are being installed can be 
started as services, these products are displayed in the services selection screen. 


10. Specify the EMC Smarts Broker:


• If the Broker is already running on this host, keep the hostname default value and 
change the Broker port accordingly if it is not running on port 426.


• If the Broker is running on another host, specify the hostname of that system and 
the port the Broker uses.


Click Next to continue.
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11. Review the list of products that will be installed and the target installation directory. At 
the bottom of the list, the total amount of disk space required for the selected 
products is provided so that you can verify that adequate disk space is available. To 
install the products, click Next and the Installation Progress screen appears.


12. Upon completion, the Installation Summary displays informational messages such as 
successful confirmations, error messages, and warnings. Click Finish to exit the 
installation. It is not necessary to restart the system after installation.


Investigate any errors or warnings. The log file is a text file with the naming convention 
Install.<product>.<productversionNumber>.log. It is located in the 
BASEDIR/smarts/setup/logs directory. If the installation process fails, the log files are 
located in the /tmp directory. 


13. “Next steps” on page 36 provides information on post-installation tasks.


Install Service Assurance Manager Console, or the Smarts NOTIF Editor, or both using CLI mode
“Install using CLI mode” on page 26 provides information on installing Service Assurance 
Manager Console, or the Smarts NOTIF Editor, or both using CLI mode.


Install Service Assurance Manager Console, or the Smarts NOTIF Editor, or both using unattended 
mode


“Install using Unattended mode” on page 28 provides information on installing Service 
Assurance Manager Console, or the Smarts NOTIF Editor, or both using unattended mode.


Add additional features to a new installation
If after installing a new installation you want to add products to the new installation, run 
the installation again, select the Add additional features option in the Upgrade or install 
screen, and select all products that are already installed plus any other products that you 
would like to install in the new installation. Then proceed to “Next steps” on page 36.


Support for FIPS 140-2 for 9.6 products
The Federal Information Processing Standard (FIPS) Publication 140-2 is a U.S. 
government computer security standard governing cryptographic modules. FIPS 140 is 
required for any software purchased by the U.S government and U.S military. This release 
specifically addresses U.S Government accounts which require FIPS 140 compliance.


A configuration parameter, SM_FIPS140, has been introduced for FIPS 140 in the 
runcmd_env.sh file. The SAM or EMC Smarts administrator can enable or disable this 
parameter as required. The default value of this parameter is FALSE.

32 EMC Smarts Installation Guide for SAM, IP, ESM, MPLS, NPM, OTM, and VoIP Managers







Performing an Installation

FIPS 140 mode allows you to use SNMP V1, SNMPV2C, SNMP V3, with SHA and AES 128 
protocols. FIPS 140 does not support the DES privacy protocol or the MD5 authentication 
protocol. When you discover an SNMPv3 device, you need to select the option “V3” in the 
“Add Agent” window. The “Authentication Protocol” option lists only SHA and not MD5, 
and the “Privacy Protocol” option lists only AES and not DES. This is because MD5 and 
DES are not supported in FIPS 140 mode. When you discover SNMPv3 devices with MD5 
and DES protocol as seed, the devices go to the Pending List and display as “Invalid” or 
“Unsupported SNMP V3 protocol.”


FIPS 140 mode cannot be enabled or disabled after a server is started. FIPS 140-enabled 
Domain Managers such as MPLS Manager, IP Manager, Service Assurance Manager, and 
Server Manager can work only with the SAM Global Console 9.x or later for FIPS 140-2 
mode.


A non-FIPS 140 mode Broker will not be able to communicate with a FIPS 140-enabled 
Manager (IP server, SAM server, or Domain Manager). Trying to establish such a 
connection will result in the enabled Manager going into a DEAD state after couple of 
minutes. Communication should always happen between FIPS 140-enabled Brokers and 
Managers.


Inter-domain and FIPS 140 Broker communication happens only when the Broker, 
Managers, and the SAM Console are all in FIPS 140 mode, else the application will not be 
operational.


This section covers the following scenarios for FIPS 140:


◆ “Enabling FIPS 140 mode on a new installation” on page 33


◆ “Disabling FIPS 140 mode” on page 36


◆ “Verify the FIPS 140 mode status” on page 101


Enabling FIPS 140 mode on a new installation


When you install a 9.6 product, FIPS 140 is not enabled by default. You must enable FIPS 
140 on a clean installation or an upgrade, before the servers are started, using the 
following procedure:


1. Back up the imk.dat, brokerConnect.conf, serverConnect.conf and clientConnect.conf 
files from the existing installation. These files are located in the BASEDIR/local/conf 
folder.


The backup is necessary in case you need to disable FIPS 140 mode and remove FIPS 
140-2 encryption.
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2. Run the following command at the command line prompt:


sm_rebond --upgrade --basedir=<BASEDIR>/smarts


For example for Service Assurance Manager, run the command:


UNIX


sm_rebond --upgrade --basedir=/opt/InCharge/SAM/smarts


Windows


sm_rebond --upgrade --basedir=C:\InCharge\SAM\smarts


The path must be set to the default install path. Regardless of the FIPS 140 state, the 
sm_rebond command must be invoked from the BASEDIR where the software is 
installed, not from any other product installation area which also has the sm_rebond 
utility.


3. When prompted, type a password to regenerate the imk.dat file. The default password 
is Not a secret.


4. Set the value for the parameter SM_FIPS140 to TRUE in the runcmd_env.sh file. The 
file is located under the BASEDIR/smarts/local/conf directory.


Enabling FIPS 140 mode on SAM Web Console
1. Perform steps 1 - 3 as described in the section, “Enabling FIPS 140 mode on a new 


installation”  on page 33.


2. Go to the <BASEDIR>/smarts/jre/lib/security folder, and in the java.security file, 
change:


“sun.security.rsa.SunRsaSign” to “com.rsa.jsafe.provider.JsafeJCE” and 
“com.sun.net.ssl.internal.ssl.Provider” to “com.rsa.jsse.JsseProvider.”


3. Set the value for the parameter SM_FIPS140 to TRUE in the runcmd_env.sh file. This 
file is located under the <BASEDIR>/CONSOLE/smarts/local/conf folder of your Global 
Console installation.
or
Use "-Dcom.smarts.fips_mode=true" as a command line parameter for the sm_gui 
command.

34 EMC Smarts Installation Guide for SAM, IP, ESM, MPLS, NPM, OTM, and VoIP Managers







Performing an Installation

Enabling FIPS 140 mode on SAM Dashboard
1. Perform steps 1 - 3 as described in the section, “Enabling FIPS 140 mode on a new 


installation”  on page 33.


2. Set the value for the com.smarts.fips_mode to TRUE in the corresponding 
webconsole.properties file (located under 
<BASEDIR>/InCharge/CONSOLE/smarts/tomcat/webapps/webconsole folder)
or
dashboard.properties file (located under 
<BASEDIR>/InCharge/CONSOLE/smarts/tomcat/webapps/templates).


3. Set the value for the parameter SM_FIPS140 to TRUE in the runcmd_env.sh file. This 
file is located under the <BASEDIR>/CONSOLE/smarts/local/conf folder of your Global 
Console installation.
or
Use "-Dcom.smarts.fips_mode=true" as a command line parameter for the sm_gui 
command.


Enabling FIPS 140 mode on SAM NOTIF
1. Perform steps 1 - 3 as described in the section, “Enabling FIPS 140 mode on a new 


installation”  on page 33.


2. Go to the <BASEDIR>/CONSOLE/smarts/notif/editor/ or the 
<BASEDIR>/SAM/smarts/notif/editor folder, and edit the NotifGui.bat/NotifGui.sh file 
to replace the string, “com.netmg.notif.gui.NotifApplication” with 
“-Dcom.smarts.fips_mode=true com.netmg.notif.gui.NotifApplication.”


3. Set the value for the parameter SM_FIPS140 to TRUE in the runcmd_env.sh file. This 
file is located under the <BASEDIR>/CONSOLE/smarts/local/conf folder of your Global 
Console installation.
or
Use "-Dcom.smarts.fips_mode=true" as a command line parameter for the sm_gui 
command.


If you install the servers as a service on Linux platforms, the services will start 
automatically after you issue the sm_rebond command. First stop the services, modify 
SM_FIPS140=TRUE in the runcmd_env.sh file, and then manually start the services.


After enabling FIPS 140 mode, when you start the broker and the SAM server, you may see 
the following message in the server log: 


“CI-W-NOCGSS-No certificate loaded for INCHARGE-AM, generating 
self-signed certificate.”


This message is generated because FIPS 140 requires secure communication, which can 
be achieved using SSL. If this certificate is not available, the SAM Manager generates a 
self-signed certificate. This message is benign in nature and does not impact functionality.
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Disabling FIPS 140 mode


To disable FIPS 140:


1. Replace the imk.dat, brokerConnect.conf, serverConnect.conf and clientConnect.conf 
files in the BASEDIR/local/conf folder, with the copies saved from prior to ““Enabling 
FIPS 140 mode on a new installation” on page 33”. If you do not have a copy of these 
files saved, contact Technical Support.


2. Set the value for the SM_FIPS140 parameter to FALSE in the runcmd_env.sh file. This 
file is located under BASEDIR/smarts/local/conf/runcmd_env.sh.


3. Restart all processes, such as the Broker, Domain Managers, SAM Global Manager, 
and Global Console.


RPS files started under FIPS mode cannot be re-used in non-FIPS mode. Domains will need 
to be started either from scratch or pre-FIPS RPS files can be used in cases where 
topologies have not changed. Restoring from older RPS files may not be productive as it 
will not contain any recent topology.


Next steps
Perform the following tasks:


◆ Chapter 6, “Performing a Migration,” describes additional tasks if you are migrating 
from a previous version of the product.


◆ Chapter 8, “Verifying the Installation,” describes tasks for verifying the proper 
installation of the software and starting services.


◆ For EMC Smarts Optical Transport Manager (OTM), complete the post-installation 
configuration tasks as described in Appendix E, “EMC Smart Optical Transport 
Manager Configuration.”


The 9.6 product suite includes the SM_LICENSE which is set to NULL in the 
BASEDIR/local/conf/runcmd_env.sh file. The user now does not need to change these 
because there is no license server/temporary license file needed for the 9.6 product suite.
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CHAPTER 3
Performing an Installation in Docker Container


This chapter describes how to install the EMC Smarts Service Assurance Manager, EMC 
Smarts IP Manager, EMC Smarts MPLS Manager, EMC Smarts Server Manager, EMC Smarts 
Network Protocol Manager, EMC Smarts Optical Transport Manager, and EMC Smarts VoIP 
Availability Manager. It consists of the following topics:


◆ Installation overview...............................................................................................  38
◆ Installation prerequisites ........................................................................................  38
◆ Creating and starting Docker image.........................................................................  39
◆ Operations on Docker container..............................................................................  39
◆ Performing Smarts upgrade inside Docker...............................................................  41
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Installation overview
Docker is a tool for packaging and shipping applications. Based on the idea of a shipping 
container, it provides a standardized way for administrators to create lightweight images, 
or collections of images, for each element of an application, and then easily and quickly 
deploy the image. 


Since the image is standardized, it can be uniformly deployed in development or 
production environment.


You can install the Smarts applications in docker container only on the Linux platform. The 
Docker script is written with the CentOS as the base operating system. EMC supports 
separate (explicit) Docker containers for each product, so individual Docker scripts are 
written such that, on execution only the respective product gets installed.


Installation prerequisites
Fulfill the following prerequisites before starting the docker installation:


◆ Ensure that you have docker installed on your system.


◆ The response file, named <product>-response.txt and docker script file, are located in 
the ISO file in the /utils directory.


◆ The binary files are located in the ISO file in the /suite directory.


◆ Docker script includes few basic OS utilities that are required to execute the Smarts 
product functionality. Utilities like Telnet and SSH are required for CLI discovery 
process. Any additional utilities which is required for specific requirement, can be 
installed using “yum” inside container.


◆ Ensure that you placed the following mentioned files in any folder on your system:


Table 10  Files needed to install Smarts application in docker container.


Setup File Response File Docker File


setup-IP-9_6_0_0-linux64.bin IP_NETWORK_SUITE-response.
txt


IP_NETWORK_SUITE-Dockerfile
.txt


setup-SAM-9_6_0_0-linux64.bin SAM_SUITE-response.txt SAM_SUITE-Dockerfile.txt


setup-CONSOLE-9_6_0_0-linux.bin SAM_CONSOLE_SUITE-respon
se.txt


SAM_CONSOLE_SUITE-Dockerf
ile.txt


setup-ESM-9_6_0_0-linux64.bin ESM_SUITE-response.txt ESM_SUITE-Dockerfile.txt


setup-MPLS-9_6_0_0-linux64.bin MPLS_SUITE-response.txt MPLS_SUITE-Dockerfile.txt


setup-NPM-9_6_0_0-linux64.bin NPM_SUITE-response.txt NPM_SUITE-Dockerfile.txt


setup-OTM-9_6_0_0-linux64.bin OTM_SUITE-response.txt OTM_SUITE-Dockerfile.txt


setup-VOIP-9_6_0_0-linux64.bin VOIP_SUITE-response.txt VOIP_SUITE-Dockerfile.txt

38 EMC Smarts Installation Guide for SAM, IP, ESM, MPLS, NPM, OTM, and VoIP Managers







Performing an Installation in Docker Container

The docker file creates the docker image with the help of above files mentioned in the 
table. In order to disable EDAA mode and change to the broker host, edit 
<product>-response.txt. “Install using Unattended mode” on page 28 provides more 
information on installing the product using Unattended mode.


Creating and starting Docker image
You can create and start docker image for the EMC Smarts Service Assurance Manager, 
EMC Smarts IP Manager, EMC Smarts MPLS Manager, EMC Smarts Server Manager, EMC 
Smarts Network Protocol Manager, EMC Smarts Optical Transport Manager, and EMC 
Smarts VoIP Availability Manager by using the following steps:


1. Run the following command, to build the docker image:


docker build -t <image-name> -f <docker file name> ./


Where “.” represents the current directory where the docker related files are placed. 
For example, In case of IP, it must be “setup-IP-9_6_0_0-linux64.bin”, 
“IP_NETWORK_SUITE-response.txt”, and “IP_NETWORK_SUITE-Dockerfile.txt”. 


Docker image name is case sensitive, provide the image name in the lower case only.


2. Run the following command, to start the docker container in the host mode:


docker run -it --net=host --name <container name>  
<docker-image-name>


EMC Corporation recommends to start a docker container in host networking mode.


3. Start the "ic-serviced" so that services can be created:


/etc/init.d/ic-serviced start


4. Start your servers with your environment specific options.


The 9.6 product suite includes the SM_LICENSE which is set to NULL in the 
BASEDIR/local/conf/runcmd_env.sh file. The user now does not need to change these 
because there is no license server/temporary license file needed for the 9.6 product suite.


Operations on Docker container
You can perform various operations on docker container like add, remove, stop, and list 
the docker container or docker image in the system. The docker commands used in this 
chapter are docker specific and do not have any dependencies on Smarts product.
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In docker there is nothing called uninstallation, you just need to remove the container and 
the image file from the system. 


To remove the docker containers and the image files, you need to perform the following 
series of task:


1. Search for the list of container present on your system, run the following command to 
list the containers:


#docker ps -a


2. Run one of the following command, to attach the existing container (if any):


#docker attach <container ID>
or,
#docker attach <container name>


3. To stop the docker, run the following command:


• Invoke the following command, to stop all the containers running on your machine:


#docker stop $(docker ps -a -q)


• Invoke one of the following command, to stop the specific container:


#docker stop <container ID>
or,
#docker stop <container name>


4. To remove the container, run the following command:


• Invoke the following command, to remove all the containers on your machine:


#docker rm $(docker ps -a -q)


• Invoke one of the following command, to remove the specific container:


#docker rm <container ID>
or,
#docker rm<container name>


5. Search for the list of docker images present on your system, run the following 
command to list the docker image:


#docker images --all


6. Invoke one of the following command, to remove the image:


#docker rmi <ImageID>
or,
#docker rmi <Image Name>


After performing all the steps mentioned above, all the docker image files and docker 
container are removed from the system.


7. Invoke one of the following command in the Docker container to exit or stop the 
container:


#exit
Ctrl + C
Ctrl + \
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Above commands helps you to close the SSH terminal directly.


Performing Smarts upgrade inside Docker
You can upgrade the EMC Smarts Service Assurance Manager, EMC Smarts IP Manager, 
EMC Smarts MPLS Manager, EMC Smarts Server Manager, EMC Smarts Network Protocol 
Manager, EMC Smarts Optical Transport Manager, and EMC Smarts VoIP Availability 
Manager in docker, by using the following steps:


1. Invoke the following command, to copy the build inside the docker container:


docker cp <build file> <container name>:<Path inside docker 
container>


2. Run the following command, to login to the docker container:


docker exec -it <container name> bash


3. To perform upgrade on the Linux platform, refer to Chapter 5, “Performing an 
Upgrade,”.


The regular upgrade procedure needs to be followed once the files are copied inside 
the docker. An upgrade installation needs to triggered inside the docker.
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CHAPTER 4
NAS Installation and Startup


This chapter covers installation and startup issues for the EMC Smarts IP Availability 
Manager Extension for NAS. Topics in this chapter are:


◆ Overview.................................................................................................................  44
◆ Installing and starting the HTTPS Adapter service....................................................  44
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Overview
The NAS Extension is installed with the IP Availability Manager. After installation, the IP 
Availability Manager can discover NAS devices, and perform root cause and impact 
analysis on these devices. 


Configuring the NAS Extension involves the tasks summarized in Table 11 on page 44.


Table 11  Steps for configuring the NAS Extension


Procedure Reference


Installing and starting the HTTPS Adapter service
The NAS Extension software includes an adapter process (the HTTPS Adapter), which 
probes the Celerra devices using the HTTPS/XML probe to obtain internal topology 
information. While the installation of this adapter is automatic, you must install the 
service and start it manually. Install the HTTPS Adapter as a service and start the service 
manually, as described next for UNIX and Windows.


Once started, the HTTPS Adapter registers with the Broker. The EMC Smarts System 
Administration Guide provides more information about starting services.


UNIX:


To install the HTTPS Adapter as a service on UNIX, issue the following command:


# sm_service install --force --unmanaged --startmode=manual \
'--name=<service_name>' \
'--description=<Smarts description>' \
'BASEDIR/smarts/bin/sm_adapter_java' 
'--name=<HTTPS_Adapter_Name>' \
'--output=<HTTPS_Adapter_Name>.log' \
'-J' \
'nas_probe.jar'


If necessary, configure the HTTPS Adapter to 
support access to the managed Celerra 
devices.


For information about this requirement, refer to 
the “Configuring Control Station usernames and 
passwords” chapter in the EMC Smarts IP 
Manager User Guide.


If necessary, configure external Control 
Station and Data Mover IP addresses.


For information about this requirement, refer to 
the “Configuring Control Station and Data Mover 
IP addresses” chapter in the EMC Smarts IP 
Manager User Guide, which also refers you to the 
appropriate EMC documentation, if needed.


Install the HTTPS Adapter as a service and 
start the service.


“Installing and starting the HTTPS Adapter 
service” on page 44.


Start the IP Availability Manager. EMC Smarts Installation Guide for SAM, IP, ESM, 
MPLS, NPM, OTM, and VoIP Managers


Start the Global Manager. EMC Smarts Installation Guide for SAM, IP, ESM, 
MPLS, NPM, OTM, and VoIP Managers. 
For configuration information, refer to the EMC 
Smarts Service Assurance Manager Configuration 
Guide.


Start the Global Console. EMC Smarts Installation Guide for SAM, IP, ESM, 
MPLS, NPM, OTM, and VoIP Managers.
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Where:


<service_name> is the name registered to the service daemon. You may choose any 
name you wish for this name; for example, ic-remote-nas. When you issue the 
sm_service show command, this name appears.


<Smarts description> is the description of the service. You may create any description 
you wish; for example, Smarts remote NAS adapter.


<HTTPS_Adapter_Name> is the name of the HTTPS Adapter, as registered with the 
Broker; for example, the default name is remote-nas.


You can also specify the Broker and Port, if the IP Availability Manager with NAS Extension 
is registered with a Broker and Port other than the default, localhost:426. To do this, 
add the following arguments to the end of the command:


--broker=<IP Address or Hostname>:<Port Number>


where <IP Address or Hostname> identifies the host on which the Broker is running, 
and <Port Number> identifies which port is used by the Broker. Please note that a 
colon separates the hostname from the port.


To start the service, type the following command:


# BASEDIR/smarts/bin/sm_service start <service_name> 


To stop the service, issue the following command:


# BASEDIR/smarts/bin/sm_service stop <service_name> 


Windows:


To install the HTTPS Adapter as a service on Windows, type the following command on one 
line:


▼ sm_service install --force --name=<service_name> 
--description=<Smarts description>
--startmode=manual BASEDIR\smarts\bin\sm_adapter_java.exe  
"--name=<HTTPS_Adapter_Name>" 
"--output=<HTTPS_Adapter_Name>.log" "--jar=nas_probe.jar" ▲


Where:


<service_name> is the name registered to the service registry; this name must be 
unique to the registry. You may choose any name you wish for this name so long as the 
name has no white spaces. The following is an example, ic-remote-nas. When you 
issue the sm_service show command, this name appears.


<Smarts description> is the description of the service. You may create any description 
you wish but it is easier to find the service if all EMC Smarts services are grouped 
together. An example service description is Smarts remote NAS adapter. Service 
names display alphabetically in the Name column of the Services window located at 
Control Panel/Administrative Tools, so the example description will follow Smarts 
Performance Manager and precede Smarts Service Assurance Manager.


<HTTPS_Adapter_Name> is the name of the HTTPS Adapter, as registered with the 
Broker; for example, the default name is remote-nas.
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You can also specify the Broker and Port, if the IP Availability Manager with NAS Extension 
is registered with a Broker and Port other than the default, localhost:426. To do this, 
add the following arguments to the end of the command:


--broker=<IP Address or Hostname>:<Port Number>


Where <IP Address or Hostname> identifies the host on which the Broker is running, 
and <Port Number> identifies which port is used by the Broker. Please note that a 
colon separates the hostname from the port.


To start the service, go to the Services window and select the service name, or issue the 
following command at a command prompt:


# BASEDIR\smarts\bin\sm_service start <service_name> 


To stop the service, go to the Services window and select the service name, or issue the 
following command:


# BASEDIR\smarts\bin\sm_service stop <service_name> 


Running HTTPs adapter in FIPS mode


The NAS subsystem was changed to provide FIPS 140 support. Hence you need to 
download additional JAR (Java Archive) files, else errors are seen in the NAS log when you 
run NAS discovery.


Example NAS Log Error Snippet:


MAIN_MSG-*-STDFD_OUT-stdout: javax.net.ssl.SSLException: 
java.security.InvalidKeyException: Illegal key size


[June 17, 2011 6:37:49 PM GMT+05:30 +227ms] t@1084229984 platform
MAIN_MSG-*-STDFD_OUT-stdout:


at com.rsa.sslj.x.aJ.b(Unknown Source)
at com.rsa.sslj.x.aJ.a(Unknown Source)
at com.rsa.sslj.x.aJ.b(Unknown Source)
at com.rsa.sslj.x.aU.d(Unknown Source)
at com.rsa.sslj.x.aU.a(Unknown Source)
at com.rsa.sslj.x.aU.h(Unknown Source)
at com.rsa.sslj.x.cI.startHandshake(Unknown Source)
at 
com.smarts.nas_probe.ControlStationInterface.getSSLSocket(ControlSt
ationInterface.java:314)
at 
com.smarts.nas_probe.ControlStationInterface.post(ControlStationInt
erface.java:75)
at 
com.smarts.nas_probe.ControlStationInterface.getReply(ControlStatio
nInterface.java:58)
at com.smarts.nas_probe.XMP.NasXML(XMP.java:25)


Caused by: com.rsa.sslj.x.ax: java.security.InvalidKeyException: 
Illegal key size
at com.rsa.sslj.x.aJ.b(Unknown Source)
at com.rsa.sslj.x.cR.k(Unknown Source)
at com.rsa.sslj.x.t.f(Unknown Source)
at com.rsa.sslj.x.t$a.run(Unknown Source)
at com.rsa.sslj.x.aJ$a$a.run(Unknown Source)
at java.security.AccessController.doPrivileged(Native Method)
at com.rsa.sslj.x.aJ$a.run(Unknown Source)
... 7 more


[June 17, 2011 6:37:49 PM GMT+05:30 +229ms] t@1084229984 platform
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MAIN_MSG-*-STDFD_OUT-stdout: e
Caused by: java.security.InvalidKeyException: Illegal key size


at javax.crypto.Cipher.a(DashoA13*..)
at javax.crypto.Cipher.init(DashoA13*..)
at javax.crypto.Cipher.init(DashoA13*..)
at com.rsa.sslj.x.Y.<init>(Unknown Source)
......


With BSAFE SSL-J, some of the FIPS 140 cryptographic algorithms require Unlimited 
Strength Jurisdiction Policy Files.


Unlimited Strength Jurisdiction Policy JAR Files for NAS discovery
Download and install the Unlimited Strength Jurisdiction Policy Files to run the NAS 
adapter in FIPS mode using the following steps:


1. Download the Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy 
Files 8 from the Oracle website.


2. Extract the local_policy.jar and US_export_policy.jar files from the downloaded zip 
file. 


3. Go to the smarts/jre/lib/security directory and then back up the existing policy files in 
this path. 


4. Overwrite the local_policy.jar and US_export_policy.jar files to the 
smarts/jre/lib/security directory.


If you want to switch back from FIPS mode to non-FIPS mode, reset SM_FIPS140 to FALSE. 
You do not need to remove the Unlimited Strength Jurisdiction Policy Files.
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CHAPTER 5
Performing an Upgrade


This chapter describes how to install an in-place upgrade installation for the EMC Smarts 
Service Assurance Manager, EMC Smarts IP Manager, EMC Smarts MPLS Manager, EMC 
Smarts Server Manager, EMC Smarts Network Protocol Manager, EMC Smarts Optical 
Transport Manager, and EMC Smarts VoIP Availability Manager. Upgrade topics include: 


◆ Upgrade installation overview.................................................................................  50
◆ Upgrade installation prerequisites ..........................................................................  53
◆ Upgrade the product ...............................................................................................  53
◆ Add additional features to an upgrade installation..................................................  58
◆ Upgrading 9.6 products in FIPS mode .....................................................................  58
◆ Next steps ..............................................................................................................  58
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Upgrade installation overview
This chapter describes how to perform an upgrade installation for the IP Manager, Service 
Assurance Manager, MPLS Manager, Server Manager, Network Protocol Manager, and VoIP 
Availability Manager. An upgrade installation applies a new version of software to an 
existing version in the same directory on the same host. An “upgrade installation” is also 
known as an “in-place upgrade.” During an upgrade installation, new product services are 
not available to install, unless you select additional products during the upgrade 
procedure.


You can upgrade the versions of software listed in the EMC Smarts SAM, IP, ESM, MPLS, 
NPM, OTM, and VoIP Managers Support Matrix to Version 9.6 using the in-place upgrade 
instructions provided in this chapter. 


The upgrade installation flow is shown in Figure 3 on page 51.


The order in which you upgrade products depends on whether the EMC M&R UI is included 
in your deployment. When deciding which Global Manager or underlying Domain Manager 
to upgrade first, perform the upgrade in the following order:


1. Start with the top-most SAM server.


• If EMC M&R is included, this is the Presentation SAM server.


• If EMC M&R is not included, this is the top-most SAM server and related Service 
Assurance products and consoles in your deployment, either a SAM server or the 
top SAM server in a hierarchical SAM deployment. 


2. If EMC M&R is included, update EMC M&R platform (core) components and the 
SolutionPack for EMC Smarts.


Ensure that communication exists between the Presentation SAM server and the 
SolutionPack for EMC Smarts.


For information, consult the Service Assurance Suite Installation and Configuration 
Guide for EMC M&R, the SolutionPack for EMC Smarts Summary Sheet article, and the 
How to Set Up SAM, EMC M&R, and the SolutionPack for EMC Smarts article.


3. An Aggregation SAM server if it is a hierarchical SAM deployment.


4. IP Manager.


5. Any order: Server Manager, MPLS Manager, Network Protocol Manager, and VoIP 
Availability Manager.


Presentation SAM server is the server that is configured in the SolutionPack for EMC 
Smarts for use with the EMC M&R UI. This does not mean that a hierarchical SAM is 
required.
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Figure 3  Upgrade installation flowchart
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Installer tasks


During an upgrade installation, the installation program performs the following tasks:


1. Detects and stops all services, scheduled jobs, and processes that use programs or 
libraries that are running from the existing installation. It also stops the service 
daemon, sm_serviced, if it is running.


Be aware that in some cases, on Windows, services cannot be stopped by the 
installation program because multiple threads are locking the services. In those 
cases, use the Windows Control Panel to stop the services manually.


If the broker is running on the host with a IP Manager, then it will have to be stopped 
during an upgrade. The broker has to be stopped to prevent the impact on all the 
other applications running on the system.


2. Creates a backup copy of your customizations in the 
<BASEDIR>/smarts/.migrate.bkp.<version> directory.


3. Removes the patch, if any, from the existing installation.


4. Installs the software.


5. Prompts you to merge your customizations files in the 
BASEDIR>/smarts/.migrate.bkp.<version> directory to the BASEDIR/smarts/local 
directory.


Installer-called utilities


The installation program invokes the sm_migrate utility to backup the existing 
user-customized files and base files. It also presents the sm_migrate command to be run 
after the 9.6 installation to complete a three-way merge of the following sets of files:


◆ Existing user-customized files in the <BASEDIR>/smarts/.migrate.bkp.<version> 
directory.


◆ Existing base files in the <BASEDIR>/smarts/.migrate.bkp.<version> directory.


◆ 9.6 base files in the BASEDIR/smarts directory


The sm_migrate utility invokes another utility, the sm_merge utility, for each of the files 
that requires a three-way merge. Chapter 7, “Migration Utilities,” explains how the 
sm_migrate and sm_merge utilities work.
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Upgrade installation prerequisites
Fulfill the following prerequisites before starting the upgrade installation:


◆ Ensure that you have superuser (User ID 0) or administrative privileges on the target 
host. The installation program will halt if you do not have the appropriate privileges.


◆ Ensure that the required operating system patches have been installed. Clicking More 
Information during the installation process will launch the System Information 
window and the Pass/Fail status of the operating system patches. The EMC Smarts 
SAM, IP, ESM, MPLS, NPM, OTM, and VoIP Managers Support Matrix provides 
information on operating system patches.


◆ Remove all the unused files in the /local directory. The unused files will also include 
RPS files and custom files created by you. The upgrade process uses the sm_migrate 
utility that creates a backup of all the files in the local directory and copies them back 
to local directory after the upgrade. RPS and custom files can be large, and may slow 
down the process.


◆ Disk space requirement—During an upgrade installation, the installer creates a 
backup of files in actions, conf, model, repos, rules, script directories. Ensure that you 
have disk space of twice the size of these directories available on the system. After 
the upgrade and verifying the installation, you can archive or remove the backup 
directories. This requirement is in addition to the minimum disc requirement outlined 
for each product in the EMC Smarts SAM, IP, ESM, MPLS, NPM, OTM, and VoIP 
Managers Support Matrix.


◆ Patch uninstallation— You need to manually uninstall the 9.5.1.x patch before 
upgrading to Smarts Suite 9.6. For example, if you have installed version 9.5.1.x 
patch, then during the upgrade to Smarts Suite 9.6, you need to manually uninstall 
the patch that was installed on top of 9.5.1.0. After that, you can proceed with the 
usual upgrade task. For more information on the patch uninstallation procedure, refer 
to the EMC Smarts Cumulative Patch Readme for IP, SAM, ESM, NPM, VoIP, MPLS, OTM 
document.


Upgrade the product
You upgrade each product in one of three ways: Wizard mode, CLI mode, or Unattended 
mode. 


Post upgrade to 9.6, update the SM_LICENSE to NULL (for example: 
/opt/NPMSer/NPM/smarts/local/conf/runcmd_env.sh, SM_LICENSE=NULL).


Perform the following tasks:


1. Review the important release issues found in your product-specific release notes.


2. On the host where the target existing installation resides, log in as superuser (User ID 
0) or administrator.


3. Mount the CD/DVD-ROM. Appendix C, “Procedures for CD/DVD-ROMs,” provides more 
information. 
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4. Choose Wizard mode, CLI mode (UNIX only), or Unattended mode. The setup 
commands for invoking Wizard mode, CLI mode, and Unattended mode are listed in 
Table 5 on page 22, Table 6 on page 26, and Table 8 on page 29.


• In Wizard mode or CLI mode, make the following additional selections:


– In the Upgrade or Install screen, select Upgrade existing suite and click Next or 
enter [1].


– In the Target Installation Selection screen (in which an existing product is 
selected unless the product was previously installed to more than one 
directory, in which case you will see multiple choices), select a target 
installation directory and click Next or enter [1].


– In the Choose Products screen, all of the existing products are selected to be 
upgraded. You can select additional products to add to the installation.


For Service Assurance Manager only, add EMC Data Access API (EDAA) if the 
Service Assurance Manager in this upgrade is going to be configured in the 
SolutionPack for EMC Smarts and will be used as the Presentation SAM server 
for the EMC M&R UI.


– Specify any additional local directories created using SM_SITEMOD. Click Next 
or enter [1].


• In Unattended mode, specify the following additional options in the response file 
(<product>-response.txt). All previously installed products must have their product 
options set to “true” in the response file.


– Uncomment the -W INSTALL_TYPE.INSTALL_CHOICE=UPGRADE option.


– Uncomment the -W SITEMOD_BEAN.SITEMODS_VAR option, and provide one or 
more directory locations to perform an upgrade. You can provide the name of 
the directories, or the directory name with absolute path.


For example, on Linux:


-W SITEMOD_BEAN.SITEMODS_VAR=local-1:/opt/InCharge/SAM/smarts/Local-2
:local-3


on Windows:


-W SITEMOD_BEAN.SITEMODS_VAR=C:\InCharge\smarts\SAM\local3
;C:\InCharge\SAM\smarts\local2


For specifying directory separators, use : on Linux and ; on Windows.


– Uncomment the -W MERGE_OPTION_UPGRADE.MERGE_CHOICE=MERGE option 
to perform the merge.


– Uncomment the -W MERGE_OPTION_UPGRADE.MERGE_CHOICE=NOMERGE 
option to not perform the merge.


– Uncomment the -P <product>.installLocation option and set its property value to 
the installation directory of the target installation. The installation directory 
must end with /<product>.
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– Ensure the property value is set to “true” for each product that is already 
installed plus any other product that you would like to add to the installation.


5. The installation program displays the Directories created using SM_SITEMOD screen 
which allows you to back up local directories that were created with SM_SITEMOD. If 
you used SM_SITEMOD to create local directories, enter a list of local directories. Click 
Next or enter [1].


The installation program then runs the sm_migrate utility to create a backup file of the 
user-customized files and base files in the existing installation. The backup file, 
named .migrate.bkp.<version>, is saved to the BASEDIR/smarts directory.


On a Windows-based host, extracting the sm_migrate utility and performing a 
migration takes a considerable amount of time. Be patient. Do not stop the migration 
process.


6. The installation program removes the patch, if any, from the existing installation and 
installs the 9.6 software.


7. After the installation, the installation program shows the Restore User Configurations 
Instructions screen, which presents the sm_migrate command for restoring the old 
user-customizations in the .migrate.bkp.<version> backup file to the 
BASEDIR/smarts/local directory. The screen provides two options:


a. Yes, merge the files - Select this option if you want the utility to automatically 
merge the files modified by you.


b. No, I will merge them later - Select this option if you want to manually merge 
the files modified by you.


Click Next or enter [1] to view the Installation Summary.


For Service Assurance Manager, the upgrade process inserts the _edaa user entry into 
the security configuration file serverConnect.conf and the runcmd_env.sh file. The 
upgrade process does not modify the clientConnect.conf, brokerConnect.conf, and 
imk.dat files. The upgrade process does not insert the _edaa user entry into the files 
of Domain Managers.


For Domain Managers, copying the security configuration files clientConnect.conf, 
serverConnect.conf, brokerConnect.conf, runcmd_env.sh, and imk.dat is not 
supported in an upgrade installation. You can manually copy the security 
configuration files using sm_migrate utility as described in “Restoring customizations 
after an upgrade installation” on page 81.


8. The Installation Summary shows informational messages such as successful 
confirmations, error messages, and warnings. Investigate any errors or warnings.


If Next appears, your system needs to be rebooted because one or both of the 
following tasks are pending on the system:
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• A system-protected file was replaced during the installation and requires a restart.


• A pending restart was triggered by another application or by an operating system 
patch installation.


Click Next or enter [1] and then reboot your system. Otherwise, click Finish or enter [1] 
to exit the installation.


The installation program writes an install log file to the BASEDIR/smarts/setup/logs 
directory, unless the installation fails at the very start, in which case the installation 
program writes the log file to the /tmp directory. The log file is a text file with the 
naming convention Install.<product>.<productversionNumber>.log.


9. Evaluate your custom code. Review the “Custom file migration use cases” on page 83. 
The sm_migrate utility migrated all user-customized files from the existing installation 
to the BASEDIR/smarts/local directory in the 9.6 installation. Review the output of the 
sm_migrate utility and evaluate if you would like to keep the user-customized files in 
the new installation.


“Configuration migration process logs” on page 87 provides more information on the 
log files that are created after the migration of user-customized files.


10. Depending on your deployment, ensure that the 
BASEDIR/smarts/local/conf/runcmd_env.sh file includes the environment variables, 
SM_TLS_PROTOCOLS and SM_ALLOW_LEGACY_CRYPTO.


Use SM_TLS_PROTOCOLS set to the +TLSv1.1 value only if you need to interoperate 
with EMC Smarts products based on Foundation 9.0.0.0 Build 1345 through 9.2.x.


Use SM_ALLOW_LEGACY_CRYPTO set to TRUE only if you need to interoperate with 
EMC Smarts products based on Foundation versions prior to 9.0.0.0 Build 1345. 


“Check the version number” on page 94 provides the sm_server --version command 
to determine the Foundation (DMT) version.


To ensure that the runcmd_env.sh file includes the environment variables:


a. Go to the BASEDIR/smarts/bin directory and enter this command to open the 
runcmd_env.sh file:


sm_edit conf/runcmd_env.sh


b. Search for the environment variables. If they do not exist, add one or both 
depending on your deployment:


SM_TLS_PROTOCOLS=+TLSv1.1
SM_ALLOW_LEGACY_CRYPTO=TRUE


c. Save and close the file.


11. If you plan to use the EMC M&R UI and the Service Assurance Manager in this upgrade 
is the Presentation SAM server for the EMC M&R UI, you need to use the sm_service 
command to install the ic-sam-server-pres service, and then remove the existing 
ic-sam-server service. 
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Presentation SAM server is the server that is configured in the SolutionPack for EMC 
Smarts for use with the EMC M&R UI. This does not mean that a hierarchical SAM is 
required. 


In addition to the ic-sam-server-pres service, ensure that you have installed the 
smarts-elasticsearch service, the smarts-rabbitmq service, and the smarts-tomcat 
service if you did not select them during the upgrade installation.


Appendix B, “Manually Installing Services,” provides the sm_service syntax for the 
Presentation SAM server, Tomcat, Rabbit MQ, and ElasticSearch.


To remove the ic_sam_service service, type this command from the 
<BASEDIR>/smarts/bin directory:


sm_service remove --name=ic-sam-server


The EMC Smarts System Administration Guide provides more information about how 
to use the sm_service command.


12. In this upgrade, if you plan use the EMC M&R UI and the Configuration Manager to 
configure IP Manager settings, you need to register the Configuration Manager and the 
IP Managers with the service command that includes the EMC Data Access API service 
option (--edaa). The Service Assurance Suite How to Maintain IP Manager Settings 
article explains how to use the Configuration Manager to configure IP Manager 
settings. 


13. Optional for IP Manager, run the repository file migration utility (sm_migraterps) to 
make the repository file compatible with the newer 9.6 version of the software as 
described in “Automatically migrate topology for IP Manager using RPS utility” on 
page 88. 


14. If your product is part of a deployment that requires the Federal Information 
Processing Standard (FIPS) Publication 140-2, a U.S. government computer security 
standard governing cryptographic modules, follow the instructions in “Upgrading 9.6 
products in FIPS mode” on page 58.


15. If you installed the products as services, start the services. “Starting services on UNIX” 
on page 95 or “Starting services on Windows” on page 95 provides more information. 


16. Verify the current state of the products and Broker. “Verify the product status” on 
page 100 provides more information.


17. Initiate a discovery. Consult the discovery guide or user guide for your product for 
more information on this procedure. 


18. For Server Manager, 


a. In the Domain Manager Administration Console, right-click on the ESM server 
(INCHARGE-ESM, by default) in the left pane and select the Load All ESM Host 
monitoring data from Backup option.


b. Perform a discovery (Topology > Discover All) from the ESM server.


All of the applications that were configured prior to the upgrade are restored and 
Server Manager starts to monitor those applications.
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Add additional features to an upgrade installation
If after installing an upgrade installation you want to add products to the upgrade 
installation, run the installation again, select the Add additional features option in the 
Upgrade or install screen, and select all products that are already installed plus any other 
products that you would like to install in the upgraded installation.


Upgrading 9.6 products in FIPS mode


Upgrading in FIPS mode is not available for Server Manager.


9.6 products do not use a Federal Information Processing Standard (FIPS 140-2) approved 
encryption algorithm to protect the imk.dat file. By default, the 9.6 imk.dat file uses MD5, 
which is not a FIPS-approved algorithm. Hence, while upgrading from previous versions of 
products to Version 9.6, the imk.dat file needs to be regenerated in order to run in the FIPS 
mode.


In order to convert an existing installation to FIPS, use the sm_rebond (in non-FIPS mode) 
first to get everything re-encoded in a FIPS compatible way. The steps are as follows:


1. Run the following command at the command line prompt:


sm_rebond --upgrade --basedir=<BASEDIR>/smarts


The path must be set to the default install path. Regardless of the FIPS 140 state, you 
must run the sm_rebond command from the BASEDIR where the software is installed, 
not from any other product installation area which also has the sm_rebond utility. 


For example for Service Assurance Manager, run the command:


Linux


sm_rebond --upgrade --basedir=/opt/InCharge/SAM/smarts


Windows


sm_rebond --upgrade --basedir=C:\InCharge\SAM\smarts


2. When prompted, type a password to regenerate the imk.dat file. The default password 
is Not a secret.


3. Set the value for the parameter SM_FIPS140 to TRUE in the runcmd_env.sh file. The 
file is located under the BASEDIR/smarts/local/conf directory.


Next steps
Chapter 8, “Verifying the Installation,” describes tasks for verifying the proper installation 
of the software and starting services.
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CHAPTER 6
Performing a Migration


This chapter provides instructions for migrating previous versions of the EMC Smarts 
Service Assurance Manager, EMC Smarts IP Manager, EMC Smarts MPLS Manager, EMC 
Smarts Server Manager, EMC Smarts Network Protocol Manager, EMC Smarts Optical 
Transport Manager, and EMC Smarts VoIP Availability Manager to a new version. It consists 
of the following topics:


◆ Migration overview..................................................................................................  60
◆ Install and migrate on the same host ......................................................................  61
◆ Install and migrate on a different host.....................................................................  64
◆ Post-migration tasks ...............................................................................................  67
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Migration overview
Consult the EMC Smarts SAM, IP, ESM, MPLS, NPM, OTM, and VoIP Managers Support 
Matrix for software versions that require a manual migration to Version 9.6.


Two methods are available:


◆ Install and migrate on the same host


◆ Install and migrate on a different host


After the installation, run the sm_migrate utility to backup the user-customized files in the 
previous version and migrate the files to the new version. Chapter 7, “Migration Utilities,” 
explains how the sm_migrate utility works.


Disk space requirement—During a migration, the sm_migrate creates a backup of files in 
actions, conf, model, repos, rules, script directories. Ensure that you have disk space of 
four times the size of these directories available on the system. After the migration and 
verifying the installation, you can archive or remove the backup directories. This 
requirement is in addition to the minimum disk requirement outlined for each product in 
the EMC Smarts SAM, IP, ESM, MPLS, NPM, OTM, and VoIP Managers Support Matrix.


Server name requirement for migration—To preserve notification history and the original 
Source attributes of notifications in the Service Assurance Manager, the server names of 
underlying Domain Managers should remain the same. This way at the end of the 
migration of all EMC Smarts Domain Managers, the SAM server can correctly associate the 
pre-existing topology and notifications with the topology and events coming from 
migrated Domain Managers. For example, if the 9.5 Server Manager has a server name 
INCHARGE-ESM, do not change it to a different name for the 9.6 release.


Make sure that you read “Install and migrate on the same host” on page 61 and “Install 
and migrate on a different host” on page 64 in their entirety before proceeding.


Remove all the unused files in the /local directory. The unused files will also include RPS 
files and custom files created by you. The sm_migrate utility creates a backup of all the 
files in the local directory and copies them back to local directory. RPS and custom files 
can be large, and may slow down the process.
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Install and migrate on the same host
To migrate from a previous version of a product to the new, current 9.6 version on the 
same host, you must: 


1. Install the 9.6 product and specify an installation directory that is different from the 
one that is used for the previous installation.


2. Stop the old services for the previous version, if necessary.


For UNIX, keep the service daemon (the sm_serviced component) running. If 
sm_serviced is stopped, all EMC Smarts products will stop and will need to be 
restarted.


In some cases, on Windows, the installation program cannot stop the services, 
because multiple threads are locking the services. In those cases, use the Windows 
Control Panel to stop the services manually.


For most cases, the installation program detects and stops all services, scheduled 
jobs, and processes that use programs or libraries that are running from the existing 
installation.


It also stops the service daemon, sm_serviced, if it is running.


3. Migrate user-customized files from the previous installation to the new installation.


4. Reuse the customized Polling and Thresholds settings from the old repository.


Detailed instructions are described in “Migration procedure for the same host” on 
page 62.


For a test lab environment, since the two installations are on the same host, you can run 
both installations in parallel. For parallel installations, both installations connect to the 
same Broker and Global Manager, as long as the old and new product service and 
sm_server names are unique. In this case, you will need to rename the service and 
sm_server for the previous product version. Managers registered with the same Broker 
must have unique names.


For a production environment, EMC Corporation recommends that you decommission the 
previous version of product.


The order in which you upgrade products depends on whether the EMC M&R UI is included 
in your deployment. When deciding which Global Manager or underlying Domain Manager 
to migrate first, perform the migration in the following order:


1. Start with the top-most SAM server.


• If EMC M&R is included, this is the Presentation SAM server.


• If EMC M&R is not included, this is the top-most SAM server and related Service 
Assurance products and consoles in your deployment, either a SAM server or the 
top SAM server in a hierarchical SAM deployment. 


2. If EMC M&R is included, migrate or update EMC M&R platform (core) components and 
the SolutionPack for EMC Smarts.


Ensure that communication exists between the Presentation SAM server and the 
SolutionPack for EMC Smarts.
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For information, consult the Service Assurance Suite Installation and Configuration 
Guide for EMC M&R, the SolutionPack for EMC Smarts Summary Sheet article, and the 
How to Set Up SAM, EMC M&R, and the SolutionPack for EMC Smarts article.


3. An Aggregation SAM server if it is a hierarchical SAM deployment.


4. IP Manager.


5. Any order: Server Manager, MPLS Manager, Network Protocol Manager, and VoIP 
Availability Manager.


Presentation SAM server is the server that is configured in the SolutionPack for EMC 
Smarts for use with the EMC M&R UI. This does not mean that a hierarchical SAM is 
required.


Migration procedure for the same host


To migrate the previous version of the product to the new version on the same host, 
perform the following tasks:


1. Review the important release issues for the 9.6 product, as described in the EMC 
Smarts Release Notes for SAM, IP, ESM, MPLS, NPM, OTM, and VoIP Managers.


2. Determine that the products that you are installing are supported for your platform. 
The EMC Smarts SAM, IP, ESM, MPLS, NPM, OTM, and VoIP Managers Support Matrix 
provides more information.


3. Determine if the host has enough disk space and memory to accommodate so both 
versions of the product can co-exist. The EMC Smarts SAM, IP, ESM, MPLS, NPM, OTM, 
and VoIP Managers Support Matrix provides more information.


4. Mount the CD/DVD-ROM on the host as described in Appendix C, “Procedures for 
CD/DVD-ROMs.”


5. Uninstall any temporary test patches (TTPs), if they exist, in your old installation.


If a TTP has been installed on a Service Pack, you must first uninstall the TTP. 
Otherwise, the TTP files will be treated as files modified by you and copied to the local 
directory in the new installation area. 


6. Install the new version of the product on the same host as described in Chapter 2, 
“Performing an Installation.”


• Specify an installation directory that is different from the old installation directory 
so both versions of the product can co-exist. 


• Install products as services. These services overwrite the old stopped services.


If you need to continue to run the previous versions of the products, manually install 
services for them with unique names and start them.


The installation program installs the 9.6 software.
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7. Run the sm_migrate utility to copy user-customized files from the previous installation 
to the new 9.6 installation. “Migrating customizations on the same host” on page 76 
provides instructions.


Run the sm_migrate utility immediately after the installation and before you start any 
services or modify any files in the new installation. The sm_migrate utility will not 
merge any files from the previous installation local directory, if the same files are 
present in the new installation BASEDIR/smarts/local directory. 


8. Evaluate your security settings. “Migration of security configuration files” on page 85 
provides more information.


9. Evaluate the environment variables in the old runcmd_env.sh file. “Migration of 
security configuration files” on page 85 provides more information.


10. Evaluate your custom code. Review the “Custom file migration use cases” on page 83 
to plan your post-migration steps. The sm_migrate utility migrated all user-customized 
files from the previous installation to the BASEDIR/smarts/local directory in the new 
installation. It also made a backup copy of the files under the 
BASEDIR/smarts/.migrate.bkp.x.x directory (for example, .migrate.bkp.2.0.0.0). 
Review the output of the sm_migrate utility and evaluate if you would like to keep the 
user-customized files in the new installation.


11. Depending on your deployment, ensure that the 
BASEDIR/smarts/local/conf/runcmd_env.sh file includes the environment variables, 
SM_TLS_PROTOCOLS and SM_ALLOW_LEGACY_CRYPTO.


Use SM_TLS_PROTOCOLS set to the +TLSv1.1 value only if you need to interoperate 
with EMC Smarts products based on Foundation 9.0.0.0 Build 1345 through 9.2.x.


Use SM_ALLOW_LEGACY_CRYPTO set to TRUE only if you need to interoperate with 
EMC Smarts products based on Foundation versions prior to 9.0.0.0 Build 1345. 


“Check the version number” on page 94 provides the sm_server --version command 
to determine the Foundation (DMT) version.


a. Go to the BASEDIR/smarts/bin directory and enter this command to open the 
runcmd_env.sh file:


sm_edit conf/runcmd_env.sh


b. Search for the environment variables. If they do not exist, add one or both 
depending on your deployment:


SM_TLS_PROTOCOLS=+TLSv1.1
SM_ALLOW_LEGACY_CRYPTO=TRUE


c. Save and close the file.


12. Rename the repository file before reusing it. 


a. Locate the existing repository file that was copied to the 
BASEDIR/smarts/local/repos/icf directory in the new 9.6 installation.


b. Rename the repository file by removing the version number extension. For 
example, the repository file INCHARGE-MPLS-ANALYSIS.rps.3.1.0.2 should be 
renamed to INCHARGE-MPLS-ANALYSIS.rps without the version number extension.
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13. Optional for IP Manager, run the repository file migration utility (sm_migraterps) to 
make the repository file compatible with the newer 9.6 version of the software as 
described in “Automatically migrate topology for IP Manager using RPS utility” on 
page 88. 


14. If you installed the products as services, start them for the first time. “Starting services 
on UNIX” on page 95 or “Starting services on Windows” on page 95 provide more 
information. 


15. Verify the current state of the products and Broker. “Verify the product status” on 
page 100 provides more information. 


16. For Server Manager, 


a. In the Domain Manager Administration Console, right-click on the ESM server 
(INCHARGE-ESM, by default) in the left pane and select the Load All ESM Host 
monitoring data from Backup option.


b. Perform a discovery (Topology > Discover All) from the ESM server.


All of the applications that were configured prior to the migration are restored and 
Server Manager starts to monitor those applications.


17. Decommission the previous version of the products. For instructions, refer to the 
uninstallation chapter in the installation guide for the previous software version.


Install and migrate on a different host
If you want to run the new version of the 9.6 product before decommissioning the previous 
version, you must:


1. Install the new version of the 9.6 product on a different host.


2. Migrate any customized configuration file changes to the new installation. 


Detailed instructions are described in “Migration procedure for a different host” on 
page 65.


Since the two installations are on different hosts, you can run both installations in 
parallel. You have the option of:


◆ Having both installations connect to the same Global Manager and Broker.


Managers registered with the same Broker must have unique names. In this scenario, 
stop and rename the services for the previous version and, when you install the 9.6 
product, the installation program will use the default server names.


◆ Having multiple instances of the Global Manager and Broker with each instance 
assigned to a different version of the product.


For a production environment, EMC Corporation recommends that you decommission the 
previous version of product.


The order in which you upgrade products depends on whether the EMC M&R UI is included 
in your deployment. When deciding which Global Manager or underlying Domain Manager 
to migrate first, perform the migration in the following order:


1. Start with the top-most SAM server.
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• If EMC M&R is included, this is the Presentation SAM server.


• If EMC M&R is not included, this is the top-most SAM server and related Service 
Assurance products and consoles in your deployment, either a SAM server or the 
top SAM server in a hierarchical SAM deployment. 


2. If EMC M&R is included, migrate or update EMC M&R platform (core) components and 
the SolutionPack for EMC Smarts.


Ensure that communication exists between the Presentation SAM server and the 
SolutionPack for EMC Smarts.


For information, consult the Service Assurance Suite Installation and Configuration 
Guide for EMC M&R, the SolutionPack for EMC Smarts Summary Sheet article, and the 
How to Set Up SAM, EMC M&R, and the SolutionPack for EMC Smarts article.


3. An Aggregation SAM server if it is a hierarchical SAM deployment.


4. IP Manager.


5. Any order: Server Manager, MPLS Manager, Network Protocol Manager, and VoIP 
Availability Manager.


Presentation SAM server is the server that is configured in the SolutionPack for EMC 
Smarts for use with the EMC M&R UI. This does not mean that a hierarchical SAM is 
required.


Migration procedure for a different host


To migrate the previous version of the product to the new version on a different host, 
satisfy or perform the following tasks:


1. Review the important release issues for the 9.6 product, as described in the EMC 
Smarts Release Notes for SAM, IP, ESM, MPLS, NPM, OTM, and VoIP Managers.


2. Determine that the products that you are installing are supported for your platform. 
The EMC Smarts SAM, IP, ESM, MPLS, NPM, OTM, and VoIP Managers Support Matrix 
provides more information.


3. Determine if the host has enough disk space and memory to accommodate so both 
versions of the product can co-exist. The EMC Smarts SAM, IP, ESM, MPLS, NPM, OTM, 
and VoIP Managers Support Matrix provides more information.


4. Mount the CD/DVD-ROM on the host as described in Appendix C, “Procedures for 
CD/DVD-ROMs.”


5. Uninstall any temporary test patches (TTPs), if they exist, in your old installation.


If a TTP has been installed on a Service Pack, you must first uninstall the TTP. 
Otherwise, the TTP files will be treated as files modified by you and copied to the local 
directory in the new installation area. 


6. Install the new version of the product on the different host as described in Chapter 2, 
“Performing an Installation.”


The installation program installs the 9.6 software.
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7. Run the sm_migrate utility to copy user-customized files from the previous installation 
to the new 9.6 installation. “Migrating customizations to a different host” on page 78 
provides instructions.


Run the sm_migrate utility immediately after the installation and before you start any 
services or modify any files in the new installation. The sm_migrate utility will not 
merge any files from the previous installation local directory, if the same files are 
present in the new installation BASEDIR/smarts/local directory. 


8. Evaluate your security settings. “Migration of security configuration files” on page 85 
provides more information.


9. Evaluate the environment variables in the old runcmd_env.sh file. “Migration of 
security configuration files” on page 85 provides more information.


10. Evaluate your custom code. Review the “Custom file migration use cases” on page 83 
to plan your post-migration steps. The sm_migrate utility migrated all user-customized 
files from the previous installation to the BASEDIR/smarts/local directory in the new 
installation. It also made a backup copy of the files under the 
BASEDIR/smarts/.migrate.bkp.x.x directory (for example, .migrate.bkp.2.0.0.0). 
Review the output of the sm_migrate utility and evaluate if you would like to keep the 
user-customized files in the new installation.


11. Depending on your deployment, ensure that the 
BASEDIR/smarts/local/conf/runcmd_env.sh file includes the environment variables, 
SM_TLS_PROTOCOLS and SM_ALLOW_LEGACY_CRYPTO.


Use SM_TLS_PROTOCOLS set to the +TLSv1.1 value only if you need to interoperate 
with EMC Smarts products based on Foundation 9.0.0.0 Build 1345 through 9.2.x.


Use SM_ALLOW_LEGACY_CRYPTO set to TRUE only if you need to interoperate with 
EMC Smarts products based on Foundation versions prior to 9.0.0.0 Build 1345. 


“Check the version number” on page 94 provides the sm_server --version command 
to determine the Foundation (DMT) version.


a. Go to the BASEDIR/smarts/bin directory and enter this command to open the 
runcmd_env.sh file:


sm_edit conf/runcmd_env.sh


b. Search for the environment variables. If they do not exist, add one or both 
depending on your deployment:


SM_TLS_PROTOCOLS=+TLSv1.1
SM_ALLOW_LEGACY_CRYPTO=TRUE


c. Save and close the file.


12. Rename the repository file before reusing it. 


a. Locate the existing repository file that was copied to the 
BASEDIR/smarts/local/repos/icf directory in the new 9.6 installation.


b. Rename the repository file by removing the version number extension. For 
example, the repository file INCHARGE-MPLS-ANALYSIS.rps.3.1.0.2 should be 
renamed to INCHARGE-MPLS-ANALYSIS.rps without the version number extension.
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13. Optional for IP Manager, run the repository file migration utility (sm_migraterps) to 
make the repository file compatible with the newer 9.6 version of the software as 
described in “Automatically migrate topology for IP Manager using RPS utility” on 
page 88. 


14. If you installed the products as services, start them for the first time. “Starting services 
on UNIX” on page 95 or “Starting services on Windows” on page 95 provide more 
information. 


15. Verify the current state of the products and Broker. “Verify the product status” on 
page 100 provides more information.


16. For Server Manager, 


a. In the Domain Manager Administration Console, right-click on the ESM server 
(INCHARGE-ESM, by default) in the left pane and select the Load All ESM Host 
monitoring data from Backup option.


b. Perform a discovery (Topology > Discover All) from the ESM server.


All of the applications that were configured prior to the migration are restored and 
Server Manager starts to monitor those applications.


17. Decommission the previous version of the products. For instructions, refer to the 
uninstallation chapter in the installation guide for the previous software version.


Post-migration tasks
Perform these tasks after the data migration steps are complete:


1. “Rename the repository file” on page 67


2. “Ensure that the Broker host:port is updated in the runcmd_env.sh files” on page 68


3. “Remove the old out-of-date service entries” on page 68


4. “Change the secret phrase to match rest of deployment” on page 69


5. “Uninstall the old software” on page 69


Rename the repository file


For a same host or different host migration, the old repository file is copied to the 
BASEDIR/smarts/local/repos/icf directory in the 9.6 installation. Because the repository 
file has a version number extension (for example, .2.0 extension), rename the repository 
file without the .2.0 extension before using it.


As further information, regardless of whether the old installation is on a Windows system 
or a UNIX system, sm_migrate saves the old repository file and all other customization 
files in DOS (Windows) format. If the new installation is on a UNIX system, sm_migrate 
automatically converts the repository file and all other customization files to UNIX format.
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Ensure that the Broker host:port is updated in the runcmd_env.sh files


If you are installing the 9.6 Broker during the installation to a location that is different from 
where the Broker for the previous installation resides, for each server that is registered 
with the Broker, you need to use the sm_edit utility to edit the SM_BROKER_DEFAULT 
variable in the runcmd_env.sh file in each of those server’s BASEDIR/smarts/local/conf 
directory with the hostname (and port) of the host system that is running the Broker:


If the Broker host is resolved using a DNS name, this step is not necessary. It is 
recommended not to use Name Server Caching Daemon (NSCD) to cache DNS lookups 
(the host’s database) in Linux.


1. Run BASEDIR/smarts/bin/sm_service show --cmdline (UNIX) or 
BASEDIR\smarts\bin\sm_service.exe show --cmdline (Windows) from your older 
product to get a listing of all installed services. Save the output. For example:


C:\InCharge\IP\smarts\bin\sm_service.exe show --cmdline


2. For each service that you have installed, you will see output similar to the following:


sm_service install --force --name=ic-broker 
--description=”EMC Broker” 
--env=SM_CLIENTCONNECT=brokerConnect.conf --startmode=runonce 
C:\InCharge\IP\smarts\bin\brstart.exe --port=426 
--restore=C:\InCharge\IP\smarts/local/repos/broker/broker.rps 
--output


where ic-broker is the name of the service for which you are interested.


While performing a migration, if you select to retain the security configuration files, ensure 
to update the parameters SM_LICENSE, SM_FIXED, SM_JAVAHOME in the runcmd_env.sh 
file with the 9.6 installation path.


Remove the old out-of-date service entries


Use the following command to remove all old services that are going to be replaced by the 
9.6 product:


<BASEDIR>/smarts/bin/sm_service remove <service name>


If you are installing under Windows operating systems, you must restart the server to 
remove all traces of the services that you uninstalled. However, do not restart the server 
before the 9.6 product configuration (renaming services, servers, editing settings, and so 
on) is completed.


For UNIX, you also need to point the product to the new 9.6 services that will be installed. 
Do this by making a copy of /etc/init.d/ic-serviced, change the SMHOME variable to point 
to the 9.6 services, and place it in the 9.6 /etc/init.d directory.
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Change the secret phrase to match rest of deployment


If the rest of the deployment uses a different site secret, and assuming that you want to 
employ secure communications between the component applications in the deployment, 
you need to change the site secret of this installation to match the rest of deployment. You 
do so by using the deployment’s site secret to recreate and encrypt the 
clientConnect.conf, serverConnect.conf, brokerConnect.conf, and .imk.dat files in the 
BASEDIR/smarts/local/conf directory of this installation.


Use the sm_rebond command to encrypt the files. For example, from the 
BASEDIR/smarts/bin directory, enter:


sm_rebond --basedir=/opt/InCharge/IP/smarts


The EMC Smarts System Administration Guide provides complete information about the 
security files and encryption.


Uninstall the old software


If the new version of the product is functioning properly, all data has been migrated to the 
new version, and all services are functioning properly, you should uninstall the previous 
version of the product.


For Windows only, if you use the Windows “Add/Remove Programs” capability at this 
point, you will be incorrectly uninstalling version 9.6 instead of the previous version. 
Therefore, you must uninstall the older product applications by using the uninstaller.exe 
from the older base directory.


Uninstalling the previous version of the product will prevent conflicts if the previous 
version is started by mistake while 9.6 is running. Chapter 9, “Performing an 
Uninstallation,” provides more information. 


Uninstall will display errors if services were installed by the installation program when the 
old version was installed, but were removed manually in a later step. The uninstall process 
will display errors because it will not find the services when it tries to remove them.
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CHAPTER 7
Migration Utilities


This chapter describes the migration utilities and provides procedures for using them. The 
chapter consists of the following topics:


◆ Customization migration utility overview.................................................................  72
◆ sm_migrate function ...............................................................................................  74
◆ Customization migration procedures.......................................................................  76
◆ Perform a rollback...................................................................................................  82
◆ Custom file migration use cases..............................................................................  83
◆ Three-way merge utility ...........................................................................................  86
◆ Automatically migrate topology for IP Manager using RPS utility..............................  88
◆ Deployment utility overview ....................................................................................  89
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Customization migration utility overview
The sm_migrate utility is used to migrate user-customized files from an old installation to 
a new installation, where the old installation and the new installation are in different 
installation directories or, for an upgrade installation, in the same installation directory. 
User-customized files include user-modified files (using sm_edit), user-introduced files, 
and the repository file.


If TTPs (Temporary Test Patch) are installed on a previous installation of SAM, you must 
first uninstall the TTP and then run the utility. Else, TTP files will be treated as files 
modified by you and copied to the local directory in the new installation area.


When migrating a customized file from an old installation to a new installation, if a file 
with the same name exists in the local directory of the new installation, the Customization 
Migration Utility does not modify or overwrite it. The utility skips all such files being 
considered for merging. For files being considered to be copied-over, the utility migrates 
the files with the old version number appended to the file name.


sm_migrate modes of operation


The sm_migrate has seven command-line options:


◆ --old (or -o)


◆ --new (or -n)


◆ --archive (or -a)


◆ --upgrade (or -u)


◆ --rollback (or -r)


◆ --silent (or -s)


◆ --sitemod (or -l)


◆ --help (or -h)


These command-line options can be used in pairs in the command line to achieve eight 
different modes of operation described below.


SAME HOST MODE
This mode is used when the new installation and the old installation are on the same host, 
in two separate locations. In this mode, sm_migrate migrates all customizations 
(non-binary files that have been modified or introduced by you in the old installation) from 
the old installation to a new installation.
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All files that were modified or newly introduced in the old installation must be present only 
under the BASEDIR/smarts/ directory.

When you use the --sitemod option, the migration utility will migrate all customized old 
files for all user created locals.


DIFFERENT HOST - OLD MODE
This mode is used when the new installation and the old installation are on different 
hosts. In this mode, sm_migrate backs up and creates tar or a zip archive (file) of the 
customizations in the old installation. The tar or zip file resides in the location specified by 
you while executing the utility.


To run the utility from an older version of a Smarts product that does not have the 
migration utility, you must copy the sm_migrate.pl script and certain Perl files (packaged 
in migratePerlPkg.zip file) and place them in the appropriate locations. The sm_migrate.pl 
must be placed in the bin directory and the Perl package must be placed under the 
BASEDIR/smarts/local folder and extracted there.

When you use the --sitemod option, the migration utility will migrate all customized old 
files for all user created locals.


After running DIFF_HOST_OLD mode and before running DIFF_HOST_NEW mode, you must 
manually move the tar or zip archive from the old host to the new host, preferably under 
the smarts directory of your new installation.


DIFFERENT HOST - NEW MODE
This mode is also used when the new installation and the old installation are on different 
hosts. In this mode, sm_migrate migrates the customizations from the tar or zip archive 
that was created in the old installation to the local directory under the new installation 
and attempts to merge the files from your new installation with the files present in the 
backup archive wherever applicable, and places them in your new local directory.


UPGRADE MODE
This mode is used during an in-place upgrade, where the installer creates a backup of the 
files modified or newly introduced by you in the old installation into a 
.migrate.bkp.<old_version> backup directory and merges them into a new installation. This 
mode has been designed for the installer, but can be invoked by you too.


This mode must not be invoked by you if there are multiple .migrate.bkp.<version> 
directories under the <BASEDIR/smarts directory.
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ROLLBACK MODE
In any execution of the migration utility, before the utility migrates your customizations 
from the backup directory to your new installation, it creates a backup of certain files in 
your current new local and stores it in a .rollback_<version_timestamp> directory. Also, it 
records the version and timestamp before any migration.


The rollback option allows you to reverse the changes made by the migration utility by 
restoring the local version in your new installations using files from the 
.rollback_<version_timestamp> directory. Rollback will contain only those locals which are 
part of migration.


In some scenarios, if a file is copied to the new installation with .<old_version> extension, 
then this file is not deleted when a rollback is performed.


The rollback action is restricted only to rollback points that were recorded in your current 
version. For example if you upgrade from 9.4.0.0 to 9.5.0.0, and then install a patch (for 
example, 9.5.0.1), the rollback utility will not allow you to rollback to your 9.5.0.0 local 
version. You have to manually uninstall the patch in order to rollback to 9.5.0.0.


You can use the rollback option only after an in-place upgrade or if you have previously run 
the migration utility either in the SAME_HOST, DIFFERENT_HOST or UPGRADE_NEW modes.


“Perform a rollback” on page 82 describes the procedure for carrying out a rollback.


sm_migrate function
The customization migration utility is capable of four major functions, which include:


◆ Copying all non-binary files from the <BASEDIR>/smarts/local folder that have been 
modified or introduced by you in the previous version of the product into the 
appropriate backup directories under the <BASEDIR>/smarts directory of the new 
installation. Table 12 on page 74 provides details on the backup directories created 
by the utility during the migration and upgrade process.


Table 12  Details of backup folders created by sm_migrate utility


Scenario
Name and location of backup folders under 
<BASEDIR>/smarts


Migration on same host .migrate.bkp.<old_version>, 
.rollback_<version_timestamp>


Migration on different host old mode user-defined tar or zip file name, 


Migration on different host new mode .rollback_<version_timestamp>,
.migrate.bkp.<old_version>


Upgrade .migrate.bkp.<old_version>, 
.rollback_<version_timestamp>
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For files that have been modified by you, the utility also creates a copy of the base 
files from the <BASEDIR>/smarts folder. These files are backed up into 
.migrate.bkp.<old_version> directory. The original and the local versions of the files 
from the old installation will be needed when the utility attempts to merge your 
changes with the new installation files.


Under the smarts/.migrate.bkp.<old_version> and backup.tar or backup.zip directory 
you can find files with the following extensions:


• .custom - files from the <BASEDIR>/smarts/local folder introduced by you and are 
not part of the default installation


• .local - files from the <BASEDIR>/smarts/local folder that are part of the default 
installation and have been modified from their original version, using sm_edit.


• .base - the <BASEDIR>/smarts version of these files with .local extension


“Custom file migration use cases” on page 83 provide details.


◆ Copying the cacert.sso certificate file from <BASEDIR>/smarts/jre/lib/security directory 
into the .migrate.bkp.<old_version>/jre/lib/security directory to retain the certificate 
file.


◆ Copying all files you have added into the <BASEDIR>/smarts/local folder of the new 
installation. This allows for an easy and automatic migration of all customer files to 
the new installation, so that no manual step is required for moving the files from the 
backup directory.


All files, customized or newly introduced in the existing installation, must be present 
under the <BASEDIR>/smarts/ folder only. The utility also copies the RPS files found in 
the old_local. 


◆ Merging .asl, .import, .conf, .xml, .pl, .sh and .cmd files modified by you into the new 
installation. The utility first backs up the corresponding files from the old_base, and 
then migrates the files from .migrate.bkp.<old_version> backup directory to the new 
installation.


This is an optional function and you may skip it.


In order to merge the configurations from the existing installation into the new 
installation, the utility uses files from:


• Original base installation (previous installation with <file_name>.base extension)


• Local directory of the previous installation (files you have modified with a 
<file_name>.local extension)


• New installation (with <file_name> extension)


The files to be merged are put in the new_local after performing a three-way merge 
between the two files in the backup directory and the corresponding file in the new 
base.
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◆ Rolling back changes made by the sm_migrate utility in your current installation. It 
creates a backup of the new_local, and allows you to rollback to multiple stages of 
backup, as long as the changes were carried out in your current version. The backup 
consists of all .conf, .import, .asl, .mdl, .xml, .template, .sh, .conflict, .automerge, 
.cmd, .dat, and .bat files found in the new_local.


Soft links created for product related files in the UNIX environment are not handled by 
sm_migrate utility.


Customization migration procedures
Run the sm_migrate utility immediately after the installation and before you start any 
services or modify any files in the new installation. Back up the BASEDIR/smarts/local 
directory in the new installation before you run sm_migrate.


When you run the sm_migrate utility, ensure that you run only one instance of sm_migrate 
utility.


On a Windows host, be aware that performing a migration takes a considerable amount of 
time. Be patient. Do not stop the migration process.


Migrating customizations on the same host


Use the following steps to migrate customizations on the same host:


1. Go to the BASEDIR/smarts/bin directory of the new installation and type the following 
command on one line to invoke the sm_migrate utility:


sm_perl sm_migrate.pl --old=<BASEDIR>/smarts (old installation) 
--new=<BASEDIR>/smarts (new installation) 
--sitemod=<BASEDIR>/smarts/local;local1


For example:


IP Manager c:\InCharge93\IP\smarts\bin>sm_perl sm_migrate.pl
--old=c:\Incharge93\IP\smarts --new=c:\Incharge94\IP\smarts 
--sitemod=c:\Incharge94\IP\smarts\local1; 
c:\Incharge94\IP\smarts\local2


Service Assurance 
Manager


c:\InCharge\SAM\smarts\bin>sm_perl sm_migrate.pl
--old=c:\Incharge\SAM\smarts --new=c:\Incharge\sam\smarts 
--sitemod=c:\Incharge94\SAM\smarts\local1; 
c:\Incharge94\SAM\smarts\local2


MPLS Manager c:\InCharge93\MPLS\smarts\bin>sm_perl sm_migrate.pl
--old=c:\Incharge93\MPLS\smarts --new=c:\Incharge94\MPLS\smarts 
--sitemod=c:\Incharge94\MPLS\smarts\local1; 
c:\Incharge94\MPLS\smarts\local2
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Server Manager c:\InCharge\ESM\smarts\bin>sm_perl sm_migrate.pl
--old=c:\Incharge\ESM\smarts --new=c:\Incharge\ESM\smarts 
--sitemod=c:\Incharge94\ESM\smarts\local1; 
c:\Incharge94\ESM\smarts\local2


Network Protocol 
Manager


c:\InCharge\NPM\smarts\bin>sm_perl sm_migrate.pl
--old=c:\Incharge\NPM\smarts --new=c:\Incharge\NPM\smarts 
--sitemod=c:\Incharge94\NPM\smarts\local1; 
c:\Incharge94\NPM\smarts\local2


Optical Transport 
Manager


c:\InCharge\OTM\smarts\bin>sm_perl sm_migrate.pl
--old=c:\Incharge\OTM\smarts --new=c:\Incharge\OTM\smarts 
--sitemod=c:\Incharge\OTM\smarts\local1; 
c:\Incharge\OTM\smarts\local2


VoIP Availability 
Manager


c:\InCharge\VoIP\smarts\bin>sm_perl sm_migrate.pl
--old=c:\Incharge\VoIP\smarts --new=c:\Incharge\VoIP\smarts 
--sitemod=c:\Incharge94\VoIP\smarts\local1; 
c:\Incharge94\VoIP\smarts\local2


The utility carries out the following steps:


• Verifies the presence of the existing installations in the specified directories.


• Determines the files in the old installation that must be copied.


• Lists the files that were modified by you. The utility skips files that were introduced 
by the patch but not modified by you.


• Copies the user-modified files to a backup directory in the 
BASEDIR/smarts/.migrate.bkp.<old_version> directory in the new installation.


2. Press y or any other key to start the file merge utility (sm_merge), and then press 
Enter. The sm_merge utility is invoked individually for each of the files that may 
require a three-way merge. (“Three-way merge utility” on page 86 provides details.) 
Once the utility completes merging the files, a message is displayed that indicates 
successful completion of the process.


or 


Press n to skip the invocation of the sm_merge utility.


3. Review the files (merged, auto-merged and .conflict) after the migration is over. Take 
appropriate actions as mentioned in the “User Action” column in “Custom file 
migration use cases” on page 83.


4. Press y or any other key to copy security configuration files, and then press Enter. This 
will copy the security configuration files from .migrate.bkp.<version>/conf to local/conf 
of the new installation.


or


Press n to skip the copying of security configuration files.
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Migrating customizations to a different host


Use the following steps to migrate customizations on remote hosts:


1. Prepare to archive the customizations made in the old installation into a tar or zip 
archive by copying the following files:


• Perl packages: Copy migrateperlpkg.zip from the BASEDIR/smarts/perl directory in 
the new installation to the BASEDIR/smarts/local directory of the old installation. 
For Linux and CentOS, use the unzip migrateperlpkg.zip command, and on 
Windows use the WinZip software to extract the contents in the zipped file to the 
BASEDIR/smarts/local directory.


• sm_migrate.pl utility: Copy this file from the BASEDIR/smarts/bin directory of the 
new installation to the BASEDIR/smarts/bin directory of your old installation.


2. Go to the BASEDIR/smarts/bin directory of your old installation and enter the 
following command on one line to generate an archive of the customizations:


sm_perl sm_migrate.pl --old=<BASEDIR>/smarts (old installation) 
--archive=<BASEDIR>/smarts/<tar or zip file to contain 
customizations> ----sitemod==<BASEDIR>\smarts\local1; 
=<BASEDIR>\smarts\local2


It is recommended to save the archive with .zip extension if you are installing the 9.6 
product on a Windows platform and .tar extension if you are installing the 9.6 product 
on Linux and CentOS platforms.


For example:


IP Manager c:\InCharge93\IP\smarts\bin>sm_perl sm_migrate.pl 
--old=c:\InCharge93\IP\smarts 
--archive=c:\InCharge93\IP\smarts\backup.zip 
--sitemod=c:\InCharge93\IP\smarts\local1;c:\InCharge93\IP\
smarts\local2


Service Assurance 
Manager


c:\InCharge\SAM\smarts\bin>sm_perl sm_migrate.pl 
--old=c:\InCharge\SAM\smarts 
--archive=c:\InCharge\SAM\smarts\backup.tar 
--sitemod=c:\InCharge\SAM\smarts\local1;c:\InCharge\SAM\
smarts\local2


MPLS Manager c:\InCharge93\MPLS\smarts\bin>sm_perl sm_migrate.pl 
--old=c:\InCharge93\MPLS\smarts 
--archive=c:\InCharge93\MPLS\smarts\backup.zip 
--sitemod=c:\InCharge93\MPLS\smarts\local1;c:\InCharge93\MPLS\
smarts\local2


Server Manager c:\InCharge\ESM\smarts\bin>sm_perl sm_migrate.pl 
--old=c:\InCharge\ESM\smarts 
--archive=c:\InCharge\ESM\smarts\backup.tar 
--sitemod=c:\InCharge\ESM\smarts\local1;c:\InCharge\ESM\smarts\
local2
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Network Protocol 
Manager


c:\InCharge\NPM\smarts\bin>sm_perl sm_migrate.pl 
--old=c:\InCharge\NPM\smarts 
--archive=c:\InCharge\NPM\smarts\backup.tar 
--sitemod=c:\InCharge\NPM\smarts\local1;c:\InCharge\NPM\
smarts\local2


Optical Transport 
Manager


c:\InCharge\OTM\smarts\bin>sm_perl sm_migrate.pl 
--old=c:\InCharge\OTM\smarts 
--archive=c:\InCharge\OTM\smarts\backup.tar 
--sitemod=c:\InCharge\OTM\smarts\local1;c:\InCharge\OTM\
smarts\local2


VoIP Availability 
Manager


c:\InCharge\VoIP\smarts\bin>sm_perl sm_migrate.pl 
--old=c:\InCharge\VoIP\smarts 
--archive=c:\InCharge\VoIP\smarts\backup.tar 
--sitemod=c:\InCharge\VoIP\smarts\local1;c:\InCharge\VoIP\smarts\
local2


The utility carries out the following functions:


• Verifies the presence of an existing installation in the specified directory.


• Determines the files that must be copied.


• Lists the files that were modified by you. The utility skips files that were introduced 
by the patch but not modified by you.


• Archives the backup directory into the specified tar or zip archive.


3. Transfer the tar or zip archive that is created in step 2  to the BASEDIR/smarts directory 
on the host with the 9.6 installation.


4. Go to the BASEDIR/smarts/bin directory of your new installation and enter the 
following command on one line to migrate the customizations from the old installation 
to your new installation:


sm_perl sm_migrate.pl --new=<BASEDIR>/smarts (new installation) 
--archive=<BASEDIR>/smarts/<tar or zip file that contains 
customizations>


For example:


IP Manager c:\InCharge93\IP\smarts\bin>sm_perl sm_migrate.pl 
--archive=c:\InCharge93\IP\smarts\backup.zip 
--new=c:\InCharge93\IP\smarts


Service Assurance 
Manager


c:\InCharge\SAM\smarts\bin>sm_perl sm_migrate.pl 
--archive=c:\InCharge\SAM\smarts\backup.tar 
--new=c:\InCharge\SAM\smarts


MPLS Manager c:\InCharge93\MPLS\smarts\bin>sm_perl sm_migrate.pl 
--archive=c:\InCharge93\MPLS\smarts\backup.zip 
--new=c:\InCharge93\MPLS\smarts


Server Manager c:\InCharge\ESM\smarts\bin>sm_perl sm_migrate.pl 
--archive=c:\InCharge\ESM\smarts\backup.tar 
--new=c:\InCharge\ESM\smarts
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Network Protocol 
Manager


c:\InCharge\NPM\smarts\bin>sm_perl sm_migrate.pl 
--archive=c:\InCharge\NPM\smarts\backup.tar 
--new=c:\InCharge\NPM\smarts


Optical Transport 
Manager


c:\InCharge\OTM\smarts\bin>sm_perl sm_migrate.pl 
--archive=c:\InCharge\OTM\smarts\backup.tar 
--new=c:\InCharge\OTM\smarts


VoIP Availability 
Manager


c:\InCharge\VoIP\smarts\bin>sm_perl sm_migrate.pl 
--archive=c:\InCharge\VoIP\smarts\backup.tar 
--new=c:\InCharge\VoIP\smarts


In a Windows environment, you may notice that it takes a longer time to extract the 
sm_migrate.pl utility and carry out a migration. This behavior is expected and hence 
do not stop the migration process.


The utility completes the following steps:


• Verifies the presence of the new installation in the specified directory and the 
existence of the specified tar or zip archive.


• Reads the tar or zip archive and determines the files that must be copied.


• Copies the files from the tar or zip archive to a backup directory in 
BASEDIR/smarts/.migrate.bkp.<old_version>.


• Creates <BASEDIR>/smarts/.rollback_<version_timestamp> directory


• Lists the files that were modified by you.


5. Press y or any other key to start the file merge utility (sm_merge), and then press 
Enter. The sm_merge utility is invoked individually for each of the files that may 
require a three-way merge. (“Three-way merge utility” on page 86 provides details.) 
Once the utility completes merging the files, a message is displayed that indicates 
successful completion of the process.


or 


Press n to skip the invocation of the sm_merge utility.


6. Review the files (merged, auto-merged and .conflict) after the migration is over. Take 
appropriate actions as mentioned in the “User Action” column in “Custom file 
migration use cases” on page 83.


7. Press y or any other key to copy security configuration files, and then press Enter. This 
will copy the security configuration files from .migrate.bkp.<version>/conf to local/conf 
of the new installation.


or


Press n to skip the copying of security configuration files.
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Restoring customizations after an upgrade installation


During an upgrade, the installer creates a backup of your customizations and places them 
in the <BASEDIR>/smarts/.migrate.bkp.<version> directory. 


If during the installation you choose to skip migrating the files back into your new local 
directory, you may either manually migrate or merge the files into your new local 
installation directory or run the sm_migrate utility in the UPGRADE mode to perform this 
action.


Use the following steps to run the sm_migrate utility:


1. Go to the <BASEDIR>/smarts/bin folder.


2. Type the following command to migrate the backup directory to the new installation:


./sm_perl sm_migrate.pl
--new=<new installation location up to and including smarts> 
--upgrade --silent


It is optional to specify the --silent option in the command. Setting the --silent option 
does not print any messages to the screen. Using this option with sm_migrate utility 
will invoke the sm_merge utility automatically and does not prompt for your input.


For example:


c:\InCharge\SAM\smarts\bin>sm_perl sm_migrate.pl
--new=c:\InCharge\SAM\smarts --upgrade


The utility carries out the following functions:


• Identifies the <BASEDIR>/smarts/.migrate.bkp.<old_version> directory. The 
directory contains all files that were introduced by you in the previous version of 
the application. It also contains files that have been modified by you in the 
previous install under local and the version of those files from <BASEDIR>.


• Copies the files introduced by you back under <BASEDIR>/local.


• Prompts you to run the sm_merge utility and merges the files in your new 
installation with the files contained in the backup directory wherever applicable, 
and places the resultant files in your new local directory.


• Creates <BASEDIR>/smarts/.rollback_<version_timestamp> directory


• On completion, it lists the files which were introduced or modified by you and the 
merge status of the files.


3. Press y or any other key to start the file merge utility (sm_merge utility), and then press 
Enter. The utility is invoked individually for each of the files that may require a 
three-way merge. “Three-way merge utility” on page 86 provides details. Once the 
utility completes merging the files, a message is displayed indicating successful 
completion of the process.


or 


Press n to skip the invocation of the file merge utility.
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You may use an additional --silent option to avoid this prompt. In which case, by 
default, the utility will attempt the three-way merge.


4. Press y or any other key to copy security configuration files, and then press Enter. This 
will copy the security configuration files from .migrate.bkp.<version>/conf to local/conf 
of the new installation.


or


Press n to skip the copying of security configuration files.


5. Review the files (merged, auto-merged and .conflict) after the migration is over. Take 
appropriate actions as mentioned in the 'User Action' column in “Custom file 
migration use cases” on page 83.


Perform a rollback
Use the following steps to rollback changes made by the sm_migrate utility:


1. Go to the <BASEDIR>/smarts/bin folder of your new installation, and type the following 
command to rollback the changes made by sm_migrate utility to your new installation:


./sm_perl sm_migrate.pl --new=<new_installation location _upto_and 
including smarts> --rollback [--silent]


It is optional to specify the [--silent] option in the command. The [--silent] option 
allows you to carry out the rollback without any prompts.


For example:


c:\InCharge\SAM\smarts\bin>sm_perl sm_migrate.pl
--new=c:\InCharge\SAM\smarts --rollback


The utility carries out the following steps:


• Looks in the rollback record and displays the possible timestamps you can rollback 
to. If the utility finds more than one possible rollback timestamp, it allows you to 
choose a specific timestamp, and requests a confirmation for rollback. In the Silent 
mode, the utility chooses the latest timestamp by default, and proceeds with the 
rollback without an explicit request for confirmation. 


• Cleans the current local directory - the utility traverses the current local directory 
and deletes all the .conf, .import, .asl, .mdl, .xml, .template, .sh, .bat and .cmd 
files, except the clientConnect.conf, serverConnect.conf, brokerConnect.conf and 
runcmd_env.sh files.


• Traverses the backup directory for rollback and copies back all the files into the 
current local directory.
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Custom file migration use cases
The use cases for custom file migration and resulting backup and merge activities are 
described in Table 13 on page 83.


<file_name> with no extension represents a base file that is present under the 
BASEDIR/smarts directory of the new installation. 


Table 13  Custom file migration use cases  (page 1 of 3)


Use case Backup action Merge Action


User actionOld installation


New installation: 
BASEDIR/smarts/
.migrate.bkp.<version>


New_installation:
BASEDIR/smarts/local


There is a local copy of a file, 
and changes were introduced 
by you. The file is also used in 
the new base installation.


Back up the base and the local 
copies of the file. The base 
copy is backed up with “base” 
extension, as
<file_name>.base.


The local copy will be backed 
up with “local” extension, as
<file_name>.local.
Local name will be customized 
name of local.
For example: 
<file_name>.local123.


Run sm_merge for:
• <file_name>.base
• <file_name>.local
• <file_name>


Merge Outcome:
• Changes made by you are 


merged into the new file 
and placed in 
<New_installation>/smarts/l
ocal/<file_name>.conf


• If the changes made by you 
could not be merged 
without a conflict, a .conflict 
file is generated and placed 
in 
<New_installation>/smarts/l
ocal/<file_name>.conflict


• Because the three-way 
merge utility works at a 
string level and not at a 
code level for files such as 
.asl, .xml, .cmd, and .sh, the 
merge result of these files is 
appended with .automerge 
extension. Review the files, 
and if the changes are 
acceptable, save the file 
without .automerge 
extension.


• Files with .import and .conf 
extension are not appended 
with an automerge 
extension on successful 
merge.


• For conflict files, review the 
conflict file, manually 
resolve the conflict, and 
save the file without a 
.conflict extension.


There is a file in old base, old 
local and the same file exists in 
new base.


No backup action. No merge. No user action required.


There is a file in old base and 
the same file exists in new 
base.


No backup action. No merge. No user action required.


The local copy of the file that 
was introduced by a patch and 
later modified by you. The file 
exists in the new base, but 
does not exist in the old base.


Back up the local copy of the 
file. The local copy will be 
backed up with “local” 
extension, as 
<file_name>.local.
Local name will be customized 
name of local.
For example: 
<file_name>.local123.


sm_merge utility will compare 
<file_name>.local and 
<file_name>.


Merge Outcome:
<file_name>.conflict


Review the conflict file, 
manually resolve the conflict 
and save the file without a 
.conflict extension.
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There is a local copy of the file, 
and changes were introduced 
by you, but the file is no longer 
used in the new release.


Backup the base and the local 
copies of the file. The base 
copy is backed up with “base” 
extension, as
<file_name>.base.


The local copy will be backed 
up with “local” extension, as
<file_name>.local.
Local name will be customized 
name of local.
For example: 
<file_name>.local123.


No merge The files remain in the backup 
directory. Determine if the 
customization is still relevant 
to the new installation.


The local copy of the file was 
introduced by a patch, and 
changes were made by you. 
The file does not exist in either 
the new or old base.


Backup the local copy of the 
file. The local copy will be 
backed up with “local” 
extension, as 
<file_name>.local.
Local name will be customized 
name of local.
For example: 
<file_name>.local123.


No merge Determine if the customization 
is still relevant to the new 
installation.


There is a local copy of the file, 
and changes were made by 
you. The file is also used in the 
new version, and there is 
already a local copy of the file 
in the new local.


Backup the local copy of the 
file. The local copy will be 
backed up with “local” 
extension, as 
<file_name>.local.
Local name will be customized 
name of local.
For example: 
<file_name>.local123.


No merge The sm_merge gives 
precedence to the files in 
new_local. No changes will be 
made to the files that are 
already under new_local.
Key exceptions to the rule are 
covered in the “Migration of 
security configuration files” on 
page 85.


There is a local copy of the file, 
and custom code was 
introduced by you. This code 
does not exist in either the old 
or the new base.


Back up the local copy of the 
file. The local copy will be 
backed up with “custom” 
extension, as 
<file_name>.custom.


No merge.
Copy the files (without the 
.custom extension) from New 
Installation: 
BASEDIR/smarts/.migrate.bkp.
<version> to New installation: 
BASEDIR/smarts/local


Determine whether these 
custom files are still needed in 
your new installation.


There is a local copy of the file, 
and custom code was 
introduced by you. This file is 
also used in the new base.


Back up the local copy of the 
file. The local copy will be 
backed up with “custom” 
extension, as 
<file_name>.custom.


No merge.
Copy the files (without the 
.custom extension) from New 
Installation: 
BASEDIR/smarts/.migrate.bkp.
<version> to New installation: 
BASEDIR/smarts/local
The file is copied with 
.<old_version> extension.


Determine whether these 
custom files are still needed in 
your new installation.


Table 13  Custom file migration use cases  (page 2 of 3)


Use case Backup action Merge Action


User actionOld installation


New installation: 
BASEDIR/smarts/
.migrate.bkp.<version>


New_installation:
BASEDIR/smarts/local
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Migration of security configuration files


The sm_migrate utility prompts you for copying the security configuration files 
serverConnect.conf, clientConnect.conf, brokerConnect.conf, runcmd_env.sh and imk.dat. 
You can either choose to copy these files into the local directory of the new installation or 
configure these files later, manually.


If you choose to copy and have changed the site secret in your previous installation, you 
need to run the sm_rebond command to encrypt the files. For example:


./sm_rebond --basedir=C:\InCharge\IP\smarts


After copying the files, the data in the old runcmd_env.sh file is appended to the new 
runcmd_env.sh file and the new 9.6 version data is commented.


Migration of security configuration files is not supported on cross platforms.


Migration of dynamic model files


The dynamic model files (files with .mdl and .ldm extension) are backed up in the 
.migrate.bkp.<version> directory. These files are not considered by sm_migrate utility for 
merging. Remove the .ldm file from the local directory of the new installation. Recompile 
the .mdl file before it is used in the new installation. A new .ldm file will be generated once 
you recompile the .mdl file.


There is a local copy of the file, 
and changes were made by 
you. The file is also used in the 
new version, and there is 
already a local copy of the file 
in the new local introduced by 
a patch.


Back up the base and the local 
copies of the file. The base 
copy is backed up with “base” 
extension, as 
<file_name>.base.
The local copy will be backed 
up with “local” extension, as 
<file_name>.local.
Local name will be customized 
name of local.
For example: 
<file_name>.local123.


Run sm_merge for:
• <file_name>.base
• <file_name>.local
• <file_name>


Merge Outcome:
• Changes made by you are 


merged into the new file 
and placed in 
<New_installation>/smarts/l
ocal/<file_name>.conf


• If the changes made by you 
could not be merged 
without a conflict, a .conflict 
file is generated and placed 
in 
<New_installation>/smarts/l
ocal/<file_name>.conflict


• Because the three-way 
merge utility works at a 
string level and not at a 
code level for files such as 
.asl, .xml, .cmd, and .sh, the 
merge result of these files is 
appended with .automerge 
extension. Review the files, 
and if the changes are 
acceptable, save the file 
without .automerge 
extension.


• Files with .import and .conf 
extension are not appended 
with an automerge 
extension on successful 
merge.


• For conflict files, review the 
conflict file, manually 
resolve the conflict, and 
save the file without a 
.conflict extension.


Table 13  Custom file migration use cases  (page 3 of 3)


Use case Backup action Merge Action


User actionOld installation


New installation: 
BASEDIR/smarts/
.migrate.bkp.<version>


New_installation:
BASEDIR/smarts/local

Custom file migration use cases 85







Migration Utilities

The EMC Smarts Dynamic Modeling Tutorial explains the concepts and methods of 
dynamic modeling.


Three-way merge utility
The three-way merge utility, sm_merge, helps incorporate configuration changes (made in 
the .conf, .import .asl, .xml, .pl, .sh, and .cmd files) from an old installation into a new 
installation of a product. The utility performs a three-way merge on each of the files that 
you have modified. 


The utility uses <file_name>.base, <file_name>.local, and <file_name>, and finds the largest 
sequence of lines that is common to all three files (this sequence need not necessarily be 
continuous lines). This largest sequence of lines is called the Longest Common 
Subsequence (LCS). Then, for each of the three files, it finds groups of lines in between 
two consecutive lines in the LCS. These groups are referred to as “content blocks.” The 
utility compares these content blocks to decide on merge as given in Table 13 on page 83.


Use cases for content block comparison


The scenarios for comparison of content blocks during the three-way merge process are 
described in Table 14 on page 86. In this table, X, Y, and Z represent the content blocks, 
one from each of the three files. 


Table 14  Content block comparison use cases (page 1 of 2)


Scenario Content block comparison Result


XYY
• Content block in the <file_name>.base 


looks like X
• Content block in <file_name>.local 


looks like Y
• Content block in the <file_name> looks 


like Y


The following content blocks are picked up:
• Content block in <file_name>.base = X


AllowPrivateIPAsName FALSE


• Content block in <files_name>.local = Y
AllowPrivateIPAsName TRUE


• Content block in <file_name> = Y
AllowPrivateIPAsName TRUE


Result: Y 
Since the <file_name>.local 
version and the <file_name> 
version of the content blocks 
match, the Y version is picked.


XYX 
• Content block in the <file_name>.base 


looks like X
• Content block in the <file_name>.local 


looks like Y
• Content block in <file_name> looks 


like X


 The following content blocks are picked up:
• Content block in <file_name>.base = X


ERXIfExcludeSysPattern 
router*


• Content block in <files_name>.local = Y
ERXIfExcludeSysPattern *


• Content block in <file_name> = X
ERXIfExcludeSysPattern 
router*


Result : Y 
This is the case where the file 
modified by you (Y) is 
preserved and is written to 
new_local.
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During this process, modifications done on each of the files in the old installation are 
merged into the new installation. The utility identifies the files to be copied and copies 
them into a predefined new directory in the new installation with an appropriate suffix. 
Table 13 on page 83 provides details on the files which will be copied:


The utility performs the following functions:


◆ Automated analysis of the differences between any two files (for example, File A and 
File B), while also considering the parent file. 


◆ Incorporates the changes done to the parent file in File A and File B, and automatically 
merges the two changes. This type of merge is used in revision control systems.


◆ It maintains a record of the conflicts encountered during the merge process in a 
.conflict file.


In case the utility is unable to merge the files due to some conflict, it creates a .conflict file 
for each file. The .conflict file provides details of the files which were not completely 
merged by the three-way utility. Each conflicting instance is recorded in the .conflict file. 
You can review the .conflict files to spot the conflicts, and manually resolve the 
differences.


Configuration migration process logs


Table 15 on page 87 lists the logs files that are created for the modified customization 
migration process. These files are available under the BASEDIR/smarts/setup/logs 
directory. 


X Y Z 
• Content block in the <file_name>.base 


looks like X
• Content block in the <file_name>.local 


looks like Y
• Content block in the <file_name> looks 


like Z. This is the case where a 
.conflict file is created.


The following blocks sections are picked up:
• Content block in <file_name>.base = X


#Enable/Disable discovery of 
VLANs 
PropagateVRIfAlias  FALSE


• Content block in <files_name>.local = Y
#Enable/Disable discovery of 
Router 
PropagateVRIfAlias  TRUE 


• Content block in <file_name> = Z
#Enable/Disable discovery of 
Multicast # New install 
changes
PropagateVRIfAlias  FALSE


Result: Conflict 
All three content blocks will be 
written into a .conflict file.


Table 14  Content block comparison use cases (page 2 of 2)


Scenario Content block comparison Result


Table 15  Log file and description  (page 1 of 2)


Log file name Description


Config_migration_copy.log Logs information about files that were modified during the 
previous installation, and those which were backed up in the 
new installation.


Config_migration_merge.log Logs information about the files on which three-way merge was 
performed. It also mentions whether the merge process was 
successful or if any conflicts arose during the process.
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Automatically migrate topology for IP Manager using RPS utility
The repository file (RPS) migration utility (sm_migraterps) automatically converts the RPS 
file created by the previous version of the software to an RPS file compatible with the 
newer version of the software. For example, you can use the utility to automatically 
convert the IP 9.4.0.0 RPS file into a compatible version of IP Manager 9.5. This tool allows 
the administrator to quickly migrate the product without going through a rediscovery of 
the entire topology.


The RPS migration utility supports migration from IP Manager 9.x.x versions to IP Manager 
9.5.x and later.


If you are migrating from IP Manager 9.4.x, running the RPS migration utility is optional. 
For example, if you have an IP Manager 9.4 repository file that includes virtual switch 
systems in the topology, use the sm_migraterps utility to remove VirtualSwitchSystemLink 
and make the repository compatible for IP Manager 9.6.


This section covers the following:


◆ “Functions of RPS migration utility” on page 88


◆ “Running RPS migration utility” on page 88


Functions of RPS migration utility


The utility performs the following functions:


◆ Creates a temporary and a backup copy of the RPS file to be migrated. On successful 
migration, the backup file is deleted. The tool then renames the temporary file as the 
new RPS and, the original RPS file as the backup file with a .v70 suffix. 


◆ Checks for the existence of the source RPS file. Users must ensure that they are using a 
valid source RPS file.


Running RPS migration utility


It is recommended to run the RPS migration utility only once. A second run will overwrite 
the older backup file.


To run the RPS migration utility:


1. Go to the <BASEDIR>/smarts/bin folder.


<file_name>.conf.MergeLog
<file_name>.asl.MergeLog
<file_name>.import.MergeLog
<file_name>.xml.MergeLog
<file_name>.sh.MergeLog
<file_name>.cmd.MergeLog


For each type of file (.conf, .import .asl, .xml, .sh, and .cmd) 
merge logs are created. These logs record the lines which the 
three-way merge process copied from the previous installation, 
lines which were retained as-is, and those where conflicts were 
observed.


Table 15  Log file and description  (page 2 of 2)


Log file name Description
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2. Copy the previous version of the RPS file to the <BASEDIR>/smarts/bin folder.


3. Type the following command: 


sm_migraterps <rps_file> --trace <logfilename>


It is optional to specify the --trace option in the command. The --trace option provides 
a line-by-line description with regard to the RPS migration processing. 


The RPS file is converted and written to a temporary file. If no errors are detected 
during the conversion, then the original RPS file will be renamed with a '.v70' suffix, 
and the temporary file will be renamed to the original. If any errors are encountered 
during file conversion, the original RPS file remains unchanged. 


4. Copy the migrated RPS file into the <BASEDIR>/smarts/local/repos/icf folder. 


5. Use the --ignore-restore-errors option in the sm_service command to start the IP 
Manager with the migrated repository file. Otherwise, the IP Manager may generate 
errors and may not start up with the migrated repository file.


6. Initiate a full discovery (Discover All). Consult the discovery guide or user guide for 
your product for more information on this procedure. 


A full discovery is required for the new version features and changes to take effect.


Deployment utility overview
The Deployment Utility allows you to deploy customizations and configuration changes 
from an existing installation to another installation on the same version of a product. The 
deployment can be carried out on the same host or between two different hosts running 
the same operating system.


The utility is useful if you have to apply the same configurations on multiple installations 
of a product. Use the utility if you have:


◆ Multiple new installation running on the same or multiple hosts that will need to share 
the same configuration and customizations.


◆ Multiple installations on the same or multiple hosts that are upgraded and will share 
the same configuration and customizations.


In both cases, you will need to start with one installation where you make all your 
modifications to configuration files, <BASEDIR>/smarts/local files and, create and compile 
dynamic models. Then, run the sm_deploy utility to create a package that contains your 
modifications. Use the sm_deploy utility to apply the files collected from the first 
installation to the rest of your installations. 


The Deployment Utility performs the following three functions:


◆ Create a package


◆ Deploy the package


◆ Rollback
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Create a package


The utility enables you to create a deployment package which consists of all the 
customizations made to files in an installation. In SAM, by specifying a broker and server 
information when you run the utility, you can collect configuration settings from RPS into 
the package. 


Deploy the package


The utility enables you to deploy a previously collected deployment package into other 
installations of the same product running on the same version and operating system as 
the original installation. If you have collected configuration settings from SAM RPS, the 
configurations will be available in the file, <SAM_server>.xml under local/conf/ics 
directory. 


Rollback


Before deploying the package into an installation, the utility creates a rollback directory 
containing the backup copy of files from the current installation which will be used incase 
of a rollback action. You can rollback your configuration to that in your rollback directory, 
only if the version of your current installation is the same as the version of the installation 
when the rollback directory was created.


Soft links created for product related files in the UNIX environment are not handled by 
sm_deploy utility.


Running the Deployment utility


To run the Deployment utility, go to <BASEDIR>/smarts/bin directory and type the following 
command:


./sm_perl sm_deploy.pl <options>


where, <options> refers to the options specified in the section,“sm_deploy modes of 
operation” on page 90.


sm_deploy modes of operation


The sm_deploy has the following command-line options:


◆ --install=<dir> – To install the utility.


◆ --create=<file> – To create the deployment package.


◆ --deploy=<file> – To deploy the package.


◆ --rollback – To rollback the configuration changes.


◆ --broker – The broker to which the SAM server is attached. Use this option to collect 
configuration settings from SAM RPS.


◆ --server – The SAM server whose configuration settings from RPS are to be collected.


◆ --clean – To clean the files in the local directory.


◆ --silent
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◆ --sitemod – To specify customer specific local directories.


◆ --help


The deployment utility must be used with at least one of these options.


If you want to run this utility from older versions of EMC Smarts products, you must copy 
the sm_migrate.pl script, sm_deploy.pl script and, the Perl files packaged in a .zip file 
from the 9.6 installation to the corresponding locations in the old installation.


To create a deployment package


1. Go to the <BASEDIR>/smarts/bin folder of your target installation, and type the 
following command:


./sm_perl sm_deploy.pl --install=<BASEDIR>/smarts 
--create=<archive-name.tar> --sitemod==<BASEDIR>/smarts/local


2. The utility identifies the files with customizations from the local directory under 
<BASEDIR>/smarts directory of the installation that need to be copied to the 
deployment package. Local directory can be local1, local2.


3. The utility copies the files from the local directory to the deployment backup directory 
.deploy.bkp<pdt>.<version> under <BASEDIR>/smarts, archives these files to a specified 
archive file and then deletes the backup directory.


Manage RPS file settings across multiple installations


The method of extracting the configuration settings from an RPS file into the deployment 
package varies between SAM, IP, and VoIP Managers.


For SAM, use the deployment utility to extract the configuration settings from the RPS file.


Go to the <BASEDIR>/smarts/bin folder of your target installation, and type the following 
command:


./sm_perl sm_deploy.pl --install=<BASEDIR>/smarts 
--create=<archive-name.tar> --broker=<host:port> 
--server=<SAM_server>


If a server is specified, the utility collects the configurations into the file, 
<SAM_server>.xml under local/conf/ics directory.


This can be a convenient way to deploy the configurations of aggregate SAM domain since 
they often share the same configuration.


For IP, use the sm_settings.pl script of the IP-Configuration Manager tool to export the 
Polling and Threshold groups from an existing domain and import them into the 
IP-Configuration Manager to be deployed further on other domains.


For more information on loading settings into IP-Configuration Manager, refer to the EMC 
Smarts IP Manager User Guide.


For VoIP Availability Manager, Network Protocol Manager, MPLS Manager, and Server 
Manager, the configuration settings from an RPS file must be manually configured in all 
other installations of these products.
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To deploy the package


1. Go to the <BASEDIR>/smarts/bin folder of your target installation, and type the 
following command:


./sm_perl sm_deploy.pl --install=<TargetBASEDIR>/smarts 
--deploy=<archive-name.tar>


The utility extracts the archive into the backup directory .deploy.bkp<pdt>.<version> 
under <BASEDIR>/smarts.


2. Creates a rollback directory with the backup of files from the target installation which 
will be used incase of a rollback action. Rollback will contain local folders which are 
part of the deployment package.


3. Copies all the files from the deployment package to the local directory of the target 
installation. 


4. Overwrites the files that are part of both, the deployment package and the local 
directory of the target installation.


5. If the --clean option is specified, the files in the local directory of the target installation 
that are not part of the deployment package are deleted. 


Or


If --clean option is not specified, the files in the local directory of the target installation 
that are not part of the deployment package are retained.


To deploy the SAM RPS settings, 


◆ Manually import the <SAM_server>.xml file from local/conf/ics directory to the 
directory in the target installation by typing the following sm_config command:


./sm_config --server=<SAM_server> import --force <SAM_server>.xml


To Rollback


1. Go to the <BASEDIR>/smarts/bin folder of your target installation, and type the 
following command:


./sm_perl sm_deploy.pl --install=<TargetBASEDIR>/smarts --rollback


The utility displays all the rollback directory locations to which you can rollback.


2. Copies the files from the local directory of the installation whose rollback directory you 
choose to rollback to, into the corresponding location in your current installation.


If your current directory is a rollback directory location, it will not be displayed in the list of 
rollback directory locations to which you can rollback.
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CHAPTER 8
Verifying the Installation


This chapter describes tasks for confirming proper installation of the Service Assurance 
Manager, IP Manager, MPLS Manager, Server Manager, Network Protocol Manager, Optical 
Transport Manager, and VoIP Availability Manager. It consists of the following topics:


◆ Check the version number ......................................................................................  94
◆ Start services ..........................................................................................................  94
◆ Start programs ........................................................................................................  96
◆ Service and program startup options ......................................................................  97
◆ Start Smarts NOTIF ..................................................................................................  98
◆ Verify the product status .......................................................................................  100
◆ Verify the FIPS 140 mode status............................................................................  101
◆ Collect system information....................................................................................  102
◆ Configuration Scanner Tool ...................................................................................  106
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Check the version number
When you run a utility to report the version number of the software, you will see both the 
version number for the product as well as the version number for the underlying 
foundation software. These two version numbers might differ.


To verify the version number, enter the following command from the 
<BASEDIR>/smarts/bin directory:


sm_server --version


UNIX users: If the current directory is not set in your PATH variable, prefix the command 
with ./ (a period followed by a forward slash).


This command should return the following information:


◆ Operating system (OS) name on which the product is running and the OS version 
identifier.


◆ Version number of the product. 


◆ Version number of the foundation (DMT) code, foundation build number, the date and 
time that the build was made as well as whether you have installed a 64-bit version of 
the software. If you installed the 64-bit version, you will see a “/64” after the 
foundation and the product version number.


The “sm_server --version” output is the following:


Operating System <Identifier>
<product>: V<Number>(<InternalBuild>), <Date> 
Copyright 1995-2018, EMC Corporation - Build <Build>
Foundation V<Number>(<InternalBuild>), <Date>
Copyright 1995-2018, EMC - Build <Build>


For example, for IP Manager, the output might look similar to:


linux_rhAS50-x86-64/206180000
IP_NETWORK_SUITE: V9.6.0.0(162267), 05-December-2018 15:47:27 


Copyright 1995-2018, EMC Corporation - Build 28
Foundation V9.6.0.0(161826), 18-November-2018 07:26:21 Copyright 


1995-2018, EMC Corporation - Build 11


The product version number is displayed during the Wizard mode installation on the 
InstallShield screen.


Be aware that product versions vary and do not always match the software foundation 
version number. For example, if you select the About from the Help menu in the Global 
Console, you may see a different number.


Start services
EMC Corporation recommends installing EMC Smarts products as services. If you installed 
the products as services, you must start them for the first time. These services start 
automatically upon system reboot.
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Start the Broker service first if it is not running.


Starting services on UNIX


Verify the status of the service daemon before starting a service.


Verifying the status of the service daemon
Use the ic-serviced command to check the status of the service daemon. The path to the 
ic-serviced command varies by operating system.


CentOS


On CentOS systems, enter the following command to verify the status of the service 
daemon:


/etc/init.d/ic-serviced status


If the sm_serviced process does not respond, the process is not running. Start the service 
by entering the command:


/etc/init.d/ic-serviced start


Linux


On Linux systems, enter the following command to verify the status of the service daemon:


/etc/init.d/ic-serviced status


If the sm_serviced process does not respond, the process is not running. Start the service 
by entering the command:


/etc/init.d/ic-serviced start


Starting services
To start or stop an EMC Smarts service, use the sm_service utility. Type the command from 
the BASEDIR/smarts/bin directory:


sm_service start <service_name> [<service_name> ...]


where <service_name> is each service you need to start. Table 16 on page 97 provides a 
list of service names.


Starting services on Windows


To start an EMC Smarts service from the Windows desktop:


1. Select Start > Settings > Control Panel > Administrative Tools.


2. Select Services.


3. Right-click the EMC Smarts service.


4. Select Start.
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Start programs
You can start EMC Smarts programs from the terminal when the program is not intended to 
be long-running or to perform testing. EMC Corporation does not recommend using this 
method in a production environment.


The EMC Smarts System Administration Guide provides a complete description of the 
command syntax.


To start a program, type the command with the appropriate options on one line.


◆ For UNIX, invoke the command from the BASEDIR/smarts/bin directory. Prefix the 
command with ./ (a period followed by a forward slash).


◆ For Windows, invoke the command from the C:\BASEDIR\smarts\bin directory.


Starting the EMC Smarts Broker


./brstart --port=426 --output


Starting a Manager


▼ ./sm_server --name=<server_name>
--config=<config_directory>
--port=0
--ignore-restore-errors
--output ▲


▼▲ indicates the command must be typed on one line.


For UNIX, to run the program in the background, use the daemon option.


Service Assurance Manager Console crashes when running commands on a Linux platform 
since the FIPS library fails to load. SELinux prevents the shared libraries, libcryptocme2.so 
and libccme_base.so from loading because of the existence of text relocation in the 
library.


The following workarounds are available to avoid the SAM Console crash:


1. Run the following commands to change the file context for the shared libraries, 
libcryptocme2.so and libccme_base.so to textrel_shlib_t:


chcon -t textrel_shlib_t libcryptocme2.so
chcon -t textrel_shlib_t libccme_base.so


2. Set the parameter setenforce to 0 to run SELinux in permissive mode.


3. Navigate to Edit /etc/selinux/config and set the parameter SELINUX to Disabled.
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Service and program startup options
Table 16 on page 97 lists service names, server names, and configuration directories for 
EMC Smarts products. 


Table 16  Default service names, server names, and configuration directories (page 1 of 2)


Product Service name Server name Config directory


Broker ic-broker Not applicable Not applicable


IP Manager


IP Availability Manager ic-am-server INCHARGE-AM icf


IP Performance Manager ic-pm-server INCHARGE-PM icf


IP Availability and Performance 
Manager


ic-am-pm-server INCHARGE-AM-PM icf


Service Assurance Manager


Service Assurance Manager Server ic-sam-server INCHARGE-SA ics


Service Assurance Manager Adapter 
Platform Server


ic-icoi-server INCHARGE-OI icoi


SNMP Trap Adapter ic-trapd-receiver TRAP-INCHARGE-OI icoi


Syslog Adapter ic-syslog-adapter SYSLOG-INCHARGE-OI Not applicable


Business Impact Manager MBIM INCHARGE-MBIM bim


MPLS Manager


MPLS Analysis Server ic-mpls-analysis INCHARGE-MPLS-ANALYSIS mpls-a


MPLS Monitoring Server ic-mpls-monitoring INCHARGE-MPLS-MONITORING mpls-m


MPLS Topology Server ic-mpls-topology INCHARGE-MPLS-TOPOLOGY mpls-t


MPLS VPN-Tagging Server ic-vpn-tagging VPN-TAGGING vpn-tagging


Server Manager


Server Manager ic-esm-server INCHARGE-ESM esm


Network Protocol Manager products


Network Protocol Manager for BGP ic-npm-bgp-server INCHARGE-BGP conf/bgp


Network Protocol Manager for EIGRP ic-npm-eigrp-server INCHARGE-EIGRP conf/eigrp


Network Protocol Manager for IS-IS ic-npm-isis-server INCHARGE-ISIS conf/isis


Network Protocol Manager for OSPF ic-npm-ospf-server INCHARGE-OSPF conf/ospf


Optical Transport Manager


Optical Transport Manager for Next 
Generation WDM


ic-wdm-ng-server OTM-WDM-NG wdm-ng


Optical Transport Manager for SDH 
(Topology)


ic-sdh-topology-serv
er


OTM-SDH-TOPOLOGY osm-t


Optical Transport Manager for SDH 
(Analysis)


ic-sdh-analysis-serv
er


OTM-SDH-ANALYSIS osm-a

Service and program startup options 97







Verifying the Installation

◆ Appendix B, “Manually Installing Services,” provides the default service and program 
parameters that are used for the service install commands.


◆ The EMC Smarts System Administration Guide provides information in regard to the 
sm_server, sm_adapter, and sm_trapd programs.


Start Smarts NOTIF
To start Smarts NOTIF:


1. Set an environment variable in the BASEDIR directory path to ensure that Java can be 
successfully started for Smarts NOTIF. In BASEDIR/smarts/local/conf/runcmd_env.sh, 
add the following line:


SM_JAVA_ENABLED=YES


2. Configure the SNMP Trap Adapter to use the Notif-trap_mgr_parse.asl script instead of 
the default trap_mgr_parse.asl script so that Smarts NOTIF processes SNMP traps. For 
example:


./sm_service install --force --unmanaged --startmode=runonce \
'--name=ic-notif-trap' \
'--description=Notif Trap Receiver' \
'/opt/InCharge/SAM/smarts/bin/sm_trapd' \
'--name=NOTIF-TRAP' \
'--server=INCHARGE-OI' \
'--output' \
'--config=icoi' \
'--port=1162' \
'--model=sm_actions' \
'--rules=icoi-trapd/Notif-trap_mgr_parse.asl'


Optical Transport Manager for PDH 
(Topology)


ic-pdh-topology-serv
er


OTM-PDH-TOPOLOGY pdh-t


Optical Transport Manager for PDH 
(Analysis)


ic-pdh-analysis-serv
er


OTM-PDH-ANALYSIS pdh-a 


Optical Transport Manager for WDM 
(Topology)


ic-wdm-topology-ser
ver


OTM-WDM-TOPOLOGY wdm-t


Optical Transport Manager for WDM 
(Analysis)


ic-wdm-analysis-ser
ver


OTM-WDM-ANALYSIS wdm-a


Optical Transport Manager for IP 
Cross Domain Analysis


ic-xd-otm-ip-server OTM-WDM-TOPOLOGY icxd-ao 


TMF814 Cisco CTM Adapter for OTM ic-tmf814-cisco-ctm-
adapter


OTM-CISCO-ADAPTER tmf814Cisco


TMF814 Ciena On-Center Adapter 
for OTM


ic-tmf814-ciena-onc
tr-adapter


OTM-CIENA-ADAPTER tmf814Ciena 


VoIP Availability Manager


VoIP Availability Manager ic-voip-server VoIP-AM conf/voip


VoIP Notification Trap Adapter ic-voip-notification-
trapd-receiver


TRAP-INCHARGE-VOIP conf/voip


Table 16  Default service names, server names, and configuration directories (page 2 of 2)


Product Service name Server name Config directory
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The --daemon option only works on UNIX systems, not Microsoft Windows systems. 
Any customizations made by the customer to the original trap_mgr_parse.asl file in 
the BASEDIR/smarts/rules/icoi-trapd directory must be incorporated into the 
Notif-trap_mgr_parse.asl file in the BASEDIR/smarts/rules/icoi-trapd directory.


3. Configure the Syslog Adapter to use the Notif-SysLog_mgr.asl script instead of the 
default SysLog_mgr.asl script in order for Smarts NOTIF to process Cisco system log 
files.


For example:


./sm_service install --force --unmanaged --startmode=runonce \
'--name=ic-notif-syslog' \
'--description=Notif Syslog Adapter' \
'/opt/InCharge/SAM/smarts/bin/sm_adapter' \
'--name=NOTIF-SYSLOG' \
'--server=INCHARGE-OI' \
'--output' \
'--config=icoi' \
'--port=1162' \
'--model=sm_actions' \
'--model=sm_system'\
'--rules=icoi-syslog/Notif-SysLog_mgr.asl'\
'--tail=/opt/InCharge/SAM/smarts/local/logs/sample.txt'


One or more adapters can feed a single Smarts NOTIF server.


4. Launch the Smarts NOTIF Editor by selecting Start > Programs > InCharge > Smarts 
NOTIF Editor. 


You can also launch the editor by double-clicking the NotifGui.bat file (for Windows 
systems) or the NotifGui.sh file (for UNIX systems) in the BASEDIR/smarts/notif/editor 
directory.


5. Use the Smarts NOTIF Editor to connect to the running SAM server or Adapter Platform 
server. Select Remote > Edit a server's settings in the Smarts NOTIF Editor. The Connect 
to a Server dialog box appears, showing the list of available Adapter Platform and 
SAM server connections. 


6. Choose a server from the list of available server connections in the Connect to a Server 
dialog box and click OK.


If server connections are not displayed, perform the following to populate the list of 
server connections:


a. Click More in the Connect to a Server dialog box. The Manage Connections 
dialog box appears where you can add server connections. 


b. Click Add in the Manage Connections dialog box. The Input dialog box appears. 


c. Enter a connection reference name (for example, “Remote Smarts NOTIF OI 
server”) in the Input dialog box and click OK. 
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d. Fill in the new connection record in the right pane of the Manage Connections 
dialog box.


e. Click OK to save the connection setup.


The Remote Server Settings dialog box appears that shows the server's current 
settings.


7. Select the Activate Smarts NOTIF checkbox, and then click OK.


You can also change other server settings in the Remote Server Settings dialog box if 
necessary. 


8. Restart your SAM server or Adapter Platform server.


Server setting changes made in the Smarts NOTIF Editor Remote Server Settings 
dialog box are persistent. When you change server settings in the Remote Server 
Settings dialog box and click OK, the changes are saved to the Notif_Settings.import 
file that is generated and saved to the BASEDIR/smarts/local/conf/<icoi or ics> 
directory in the Adapter Platform or SAM server where Smarts NOTIF is running. Server 
setting changes made in the Smarts NOTIF Editor are preserved even if the repository 
is deleted. For example, if the repository is erased because you used the --norestore 
option for server startup, the server uses the last saved settings from the Smarts 
NOTIF Editor saved in BASEDIR/smarts/local/conf/<icoi or ics>/Notif_Settings.import.


The EMC Smarts Notification Module User Guide includes information on how to use the 
Smarts NOTIF Editor. 


Verify the product status
You can determine the current state of the products that register with the Broker by typing 
the following command from the BASEDIR/smarts/bin directory:


./brcontrol


This command displays a list of EMC Smarts Managers and adapters that are registered 
with the Broker, their states (RUNNING, DEAD, UNKNOWN), process IDs, port numbers, and 
the last time that their states changed.


Also check any log files for the products. Typically, these log files are in 
BASEDIR/smarts/local/logs.


More than one log file may be generated due to changes in the foundation code that 
supports internationalization. The EMC Smarts System Administration Guide provides 
additional information on log files.
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If only one log file per server is desired, use sm_edit to update the 
BASEDIR/smarts/local/conf/runcmd_env.sh file. To get a single log file, set the following 
environment variables:


export SM_LOCALE=en_US (or appropriate locale code)
export SM_ENCODING_OUTPUT=UTF-8


Verify the FIPS 140 mode status
To verify if the installation is running in FIPS-140 mode, run the following command in the 
dmctl mode:


get SM_System::SM-System::FIPS


The value for this parameter must be TRUE.


You can also check for the status of FIPS 140 in the log files in the 
BASEDIR/smarts/local/logs directory. When the Broker and server start in FIPS 140 mode, 
a message similar to the following one is written to the Broker and server log files:


RSA BSAFE: MES 3.2.4 26-May-2012/64(0), FIPS: RSA BSAFE Crypto-C Micro 
Edition FIPS 140-2 Module 3.0.0.0/64(0), May 31 2008 13:19:56


Common issues


Domain registers with the broker, but appears DEAD after a few minutes


The domain is in FIPS 140 mode but the broker is not.


Domain is not able to register with the broker


The Broker is in FIPS 140 mode but the domain is not.


Broker or Domain log entry


CI-N-EWHILE-While executing function "queue_work”CI-EFLOWID-For flow 
CI_FlowTCP_U [Flow in negotiations Accepted physical flow] PHYSICAL 
@0x0000000000a38db  . *:v4:44445 KS N/A, KR N/A  . Open fd=10, conn 
August 17, 2011 3:27:43 PM EDT, disc N/A,  . 127.0.0.1:44445 -> 
127.0.0.1:58347, tmo 0 00:00:15 N/S 1/0 CI-EWHILE-While executing 
function ""CI_FlowTLS_U::handshake”” 
CI-BSAFE-error:1407609C:SSLroutines:SSL23_GET_CLIENT_HELLO:http 
request: ; in file "s23_srvr.c" at line 746


The entry might also appear as: SSL routines:SSL23_GET_CLIENT_HELLO:unknown protocol.


This may be because the Domain (or Broker) is in FIPS 140 mode but the client is not. It 
may also be that the client is a non-Smarts client (for example a load balancer’s HTTP 
check). In that case, switch the load balancer to HTTPS check.


Client error


CI-E-EWHILE-While executing function 
""CI_FlowTLS_U::handshake””CI-BSAFE-error:1408F10B:SSL 
routines:SSL3_GET_RECORD:wrong version number: ; in file "s3_pkt.c" 
at line 553CI-TLSPE-TLS protocol error


This may be because the Domain or Broker is not FIPS 140 capable but the client is 
operating in FIPS 140 mode.
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Log errors


[July 11, 2011 5:09:41 PM EDT +385ms] t@31 PollingQueue 
#8CI-E-EDECRYPT-Cannot decrypt.CI-EDECRYPT-Cannot decrypt.[July 11, 
2011 5:09:41 PM EDT +386ms] t@31 PollingQueue 
#8IA-E-ERROR_EXECUTING_ACTION-Error executing action 
MA-PerlScript-sihou513a.CI-EDECRYPT-Cannot decrypt.


This may be because the Imk.dat version or the password does not match between 
domains. Ensure that the password and the version matches across all installs that inter 
operate.


Error on startup of domain or other tools


[August 8, 2011 8:29:07 PM EDT +466ms] t@3916876800 <Primary 
Thread>CI-F-EBLACKSTRING_CONTEXT-While creating the 
contextCRPT-CRYPTO_MD5_INIT_FAILED-Failed to initialize the context 
for MD5 algorithm


This may be because you are trying to use a v1 imk.dat file in FIPS 140 mode. Ensure that 
you use v2.1 for FIPS 140 compatibility.


Collect system information
The sm_getinfo utility is used to collect data for troubleshooting EMC Smarts Manager 
(server) problems. The utility backs up the current configuration for a server by creating a 
tar archive of all files and user customizations that are essential to troubleshooting the 
server. Customers then email the tar archive to EMC Customer Support for problem 
resolution.


sm_getinfo files


The sm_getinfo utility, which is supported on CentOS, Linux, and Windows, creates four 
types of files in the installation directory area from which it is invoked. The files are shown 
described in Table 17 on page 102.


Table 17  Files created by the sm_getinfo utility (page 1 of 2)


Filename Description


Files in BASEDIR/smarts/local/logs directory


sm_getinfo<date>.tar.gz
Example:
sm_getinfo26Mar2012-015952.tar.gz


A compressed tar archive in which the sm_getinfo utility stores a 
server ‘s log files, repository files, core files (CentOS, Linux) or dump 
files (Windows), user-modified files (using sm_edit), user-introduced 
files, and system environment information. The actual content of the 
tar archive depends on the user-specified options on the sm_getinfo 
invocation command line.
The name of the tar archive includes the date when the tar archive 
was created.


MANIFEST A text file that lists all of the files that the sm_getinfo utility includes 
in the tar archive.


Files in BASEDIR/smarts/local/logs/smgetinfo_files directory
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sm_getinfo command-line syntax


You run the sm_getinfo utility from the BASEDIR/smarts/bin directory. The options that 
you specify on the invocation command line determine which files are included in the 
sm_getinfo-created tar archive.


Here is the command line syntax for sm_getinfo:


sm_perl sm_getinfo.pl
| --server <server name> --pid <server process ID>
| --broker <location>
| --log [<number of latest logs>]
| --nolog
| --repos [--latest]
| --norps
| --core
| --all
| --version
| --help
| --smmonitor “<sm_monitor options>”
| --flush
| --smconfigscan


where:


◆ <> Angle brackets are user-supplied parameter values (variables).


◆ [ ] Square brackets are optional entries.


◆ | Vertical bar symbols are alternate selections.


smgetinfo-versions.log.<date>
Example:
smgetinfo-versions.log.26Mar2012-020004


Example of other files in smgetinfo_files:
TTP-Installed-versions.log.26Mar2012-020005


A log file in which the sm_getinfo utility writes information about a 
server’s log file or repository file that is larger than 700 megabytes 
(MB). The sm_getinfo utility does not include any log or repository file 
in a server’s tar archive that exceeds 700 MB.
In addition, sm_getinfo writes system information to the log file.
The name of the log file includes the date when the log file was 
created.


Final_sm_getinfo<timestamp>.tar
Example:
Final_sm_getinfo20Sep2012-005855.tar


The -k or --smconfigscan command invokes the Configuration 
Scanner tool, and generates the Final_getinfo-<timestamp>.tar, along 
with other Configuration Scanner tool-related files.


Notice: If the sm_getinfo utility is run without the -k or --smconfigscan 
command, a getinfo-<timestamp>.tar output file will be generated 
without Final_ appended to the output. This implies that you will be 
running the sm_getinfo tool as usual.


Table 17  Files created by the sm_getinfo utility (page 2 of 2)


Filename Description
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The command-line options are described in Table 18 on page 104. 


Table 18  Command-line options for the sm_getinfo utility  (page 1 of 2)


Option Description


--server <server name> --pid <server 
process ID> | -s <server name> -p <server 
process ID>


Specifies the EMC Smarts server name and PID against which 
the sm_getinfo utility will collect information. To dump a core file 
for a running server on CentOS or Linux, the pid option must be 
provided. Also, the server name is used to invoke the 
sm_monitor tool.


--broker <location> | -b <location> Specifies an alternate broker location as host:port.


--pid <pid> | -p <pid> PID of Domain Manager used to run gcore.Not applicable on 
Windows.


--log [<number of latest logs>] | 
-l [<number of latest logs>]


For each EMC Smarts server, collects and stores a user-specified 
number of latest logs or all generated log files that are in the 
BASEDIR/smarts/local/logs directory.
Note that whenever collecting a log, the related .audit and 
.archive files should be collected as well.
If a server name is specified, only the files that correspond to the 
server will be collected. To avoid generating a too-large tar 
archive (too large to email), any log file that is larger than 700 
MB will be excluded and its information will be logged in 
smgetinfo-versions.log<date>.


--nolog | -g Excludes log files when collecting local files. This option and 
--log are mutually exclusive.


--repos [--latest] | -r [-t] For each EMC Smarts server, collects and stores the latest 
repository file or all repository files. If a server name is specified, 
only the file corresponding to the server will be collected. Any 
repository file that is larger than 700 MB will be excluded and its 
information will be logged in smgetinfo-versions.log<date>.


--norps | -n Excludes repository files when collecting local files. This option 
and --repos are mutually exclusive.


--core | -c Collects and stores the core files (CentOS, Linux) or dump files 
(Windows) that are generated by the EMC Smarts software, and 
the corresponding logs.


--all | -a All data and files in BASEDIR/smarts/local and 
BASEDIR/smarts/setup directories will be collected and stored. 
If --all option is specified, the other options will be ignored 
except --server and --pid.


--version | -v Print version information and exit.


--help | -h Print usage information and exit.


--smmonitor “<sm_monitor options>” | 
-m “<sm_monitor options>”


Specifies the options for running sm_monitor, which will 
override the default options “-m run-all -z.”
Approximately two cycles are run to collect the required 
information. The collected information is output to the 
BASEDIR/smarts/local/logs/SM-Monitor-<server name> 
directory.
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sm_getinfo invocation examples


To gather the five latest logs, enter:


sm_perl sm_getinfo.pl  --logs 5


To gather the latest repository data and core files, enter:


sm_perl sm_getinfo.pl  --repos --latest --core


To gather the entire BASEDIR/smarts/local directory, enter:


sm_perl sm_getinfo.pl  --all


To invoke sm_monitor, enter:


On Linux:


sm_perl sm_getinfo.pl -s <server name> -m “-m correlation -z”


On Windows:


sm_perl sm_getinfo.pl -s <server name>  -m “-m mem”


sm_getinfo data collection


If no command-line option is specified, the sm_getinfo utility will store the following 
information in the tar archive:


◆ For each server, the latest server log file in BASEDIR/smarts/local/logs and the related 
.audit and .archive files in BASEDIR/smarts/local/logs. If a server name is specified, 
only the files that correspond to the server will be collected. To avoid generating a 
too-large tar archive (too large to email), any log file that is larger than 700 MB will be 
excluded and its information will be logged in smgetinfo-versions.log<date>.


◆ For each server, the latest repository file in BASEDIR/smarts/local/repos. If a server 
name is specified, only the repository file for the server will be archived. Any 
repository file that is larger than 700 MB will be excluded and its information will be 
logged in smgetinfo-versions.log<date>.


◆ The local files that are not in the BASEDIR/smarts/local/logs and repos directories 
and changed since last temporary test patch (TTP) and patch.


◆ The new local files that are not in the BASEDIR/smarts/local/logs and repos 
directories and were added since the last TTP and patch.


--flush | -f Force a flush. Needed when the sm_getinfo utility is invoked 
from a remote host.


--smconfigscan | -k


Notice: This option is available for IP 
Manager only.


Invokes the configuration scanner tool to provide a snapshot of 
all the customizations introduced by you in your current 
installation. “Configuration Scanner Tool” on page 106 provides 
more information on how to use the tool.


Table 18  Command-line options for the sm_getinfo utility  (page 2 of 2)


Option Description
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◆ All local files except the files in logs and repos directories if no TTP or patch is 
installed.


◆ All files in the BASEDIR/smarts/setup/info and BASEDIR/smarts/setup/logs 
directories.


◆ Core files (UNIX) or dump files (Windows) that are generated by the EMC Smarts 
software, and the corresponding server log files. On Linux, some library (lib) files that 
are related to the cores are also collected.


◆ EMC Smarts TTP or patch version information. Additionally, it verifies MD5 checksum 
for the installed TTP files and the files that are listed in manifest.md5 in the 
BASEDIR/smarts/setup/info directory.


◆ The data collected by sm_monitor. If a server name is specified, only the files that 
correspond to the server will be collected.


◆ The data generated by the EMC Smarts Health Monitor (SHM).


◆ System environment information.


Configuration Scanner Tool


This tool is available only for IP Manager.


The Configuration Scanner tool scans for configuration changes in your current 
installation. It scans for customizations with regard to the following:


◆ Polling and threshold settings: The tool presents the non-default values and settings. 
That is, the tool generates a list of polling settings and threshold parameters that 
have changed from their default values, along with details of all the groups they are 
associated with. The output also includes tagging settings. In case of CLI settings, the 
tool collects and displays the username and the associated matching criteria.


◆ Configuration files: The tool generates a list of files that have changed from the default 
installation. The tool scans the files in the SM_SITEMOD and base installation and 
does a two-way difference analysis to figure out what files have changed, and displays 
the list of files, flagged appropriately as modified or added. For discovery.conf, 
name-resolver.conf and tpmgr-param.conf files, the tool parses through the content 
and presents the difference at an attribute->value pair level.


The clientConnect.conf, serverConnect.conf, brokerConnect.conf, .imk.dat files and 
the l10n classes and Perl directories are excluded from the scan.


The tool ignores service pack and patch files that are not modified by you. 
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Running the Configuration Scanner tool from the sm_getinfo utility


To run the Configuration Scanner tool:


1. Go to the <BASEDIR>/smarts/bin folder.


In this document, the term BASEDIR represents the location where EMC Smarts 
software is installed. For example:


For UNIX, this location is: /opt/InCharge/<product>.


For Windows, this location is: C:\InCharge\<product>.


On UNIX operating systems, IP Availability Manager is, by default, installed to: 
/opt/InCharge/IP/smarts. On Windows operating systems, this product is, by default, 
installed to: C:\InCharge\IP\smarts. This location is referred to as BASEDIR\smarts. 
Optionally, you can specify the root of BASEDIR to be something different, but you 
cannot change the <product> location under the root directory.


2. Type the following command:


sm_perl sm_getinfo <options> -k (or --smconfigscan)


An example for the command is provided below:


sm_perl sm_getinfo --broker=localhost:5086 --server=INCHARGE-AM 
--smconfigscan


or


sm_perl sm_getinfo -b localhost:5086 -s pserver --smconfigscan


The tool has four command-line options: --broker and --server. You can use these 
options in various combinations and in any order. The details of the options are 
provided below:


◆ --broker= <location> or -b <location> is the name of the broker if you are using a broker 
other than your default broker. For example: localhost:400.


It is optional to specify a broker. If a broker is not specified, the tool picks up the 
broker in the runcmd_env.sh file as the default.


◆ --server=<name> or -s <name> is the name of the Smarts server.
For example: --server=INCHARGE-AM.


It is optional to specify a server. If a server is not specified, the tool skips the scan for 
polling and threshold settings, and does only a configuration file scan. However, if the 
server is running from a location other than the current working directory, the tool 
scans for polling and threshold settings, but skips the check for file differences and 
proceeds with packaging the output.


Once you run the command, the tool carries out the following steps:


• Connects to the IP server and scans for changes to the polling and threshold 
setting values, and writes the findings to an output file. 
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When prompted for domain login credentials, type the username and password for 
connecting to the domain.


• Maintains lists of files it has determined as modified or introduced by you and lists 
of files that were changed by TTPs, if any.


• For some special files, that is, discovery.conf, tpmgr-param.conf and 
name-resolver.conf), the tool invokes an adapter to parse the contents of the 
modified and base version of these files. It presents a detailed account of the 
changes you have made at an attribute->value pair level in the 
sm_configscan_report-<time_stamp>.txt report file. 


As the tool starts the adapter and accesses your running server to gather 
information, you will be prompted for login credentials. Type the credentials you 
provided earlier for connecting to the domain.


• Creates a sm_configscan.<time_stamp>.tar file at 
<BASEDIR>/smarts/local/logs/sm_getinfo-<time_stamp>.tar, which contains the 
.configscan.<version_number> directory, report file and the logs.


• Cleans up your environment by removing any directories and files it had created, 
except for the tar file and the report file. It closes any servers or brokers it had 
started. 
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CHAPTER 9
Performing an Uninstallation


This chapter describes how to uninstall the EMC Smarts Service Assurance Manager, EMC 
Smarts IP Manager, EMC Smarts MPLS Manager, EMC Smarts Server Manager, EMC Smarts 
Network Protocol Manager, EMC Smarts Optical Transport Manager, and EMC Smarts VoIP 
Availability Manager. It consists of the following topics:


◆ Before uninstallation ............................................................................................  110
◆ Uninstall EMC Smarts products .............................................................................  114
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Before uninstallation
You should complete the following tasks before uninstalling the product:


◆ “Extracting JVM file” on page 110


◆ “Remove manually installed services” on page 110


◆ “Determine order for removing products (UNIX only)” on page 111


◆ “Uninstall when same product software is installed twice (Windows only)” on 
page 111


◆ “Detect and stop programs” on page 111


Extracting JVM file


To uninstall the product software completely, you must extract the _jvm.zip (in Windows) 
and _jvm.tar (in Linux) files manually before uninstalling the product software.


If uninstaller does not find the _jvm.zip/_jvm.tar folder in any of the directories, then you 
may encounter errors in uninstallation. To avoid the errors, complete the following 
procedure.


To extract the _jvm.tar or _jvm.zip, perform these steps:


For Linux:


1. Navigate to the /opt/InCharge/<product>.


2. Extract the _jvm.tar file, by invoking the following command:


sudo tar -xvf _jvm.tar


For Windows:


1. Navigate to the C:\InCharge\<product>.


2. Right-click on the _jvm.zip file, and then select Extract.


After uninstallation, if the _jvm.tar/_jvm.zip folder are present in the install location, then 
remove it manually.


Remove manually installed services


Services that you manually installed with sm_service command are not removed by the 
uninstallation program. You must remove these services manually before uninstalling the 
product software.


To remove a service, invoke sm_service from the BASEDIR/smarts/bin directory:


1. Use sm_service to list installed services.


sm_service show


2. Remove the manually installed service.


sm_service remove ic-<service name>
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where <service name> is the name of the service. For example, ic-am-server or 
ic-sam-server.


Determine order for removing products (UNIX only)


When uninstalling EMC Smarts products from the same server, the product that was 
installed first must be uninstalled last. During the installation of the first product, the 
EMC Smarts Service Database is created and the other products subsequently access it. 
Uninstalling the product installed first will also uninstall the Service Database that will 
disable the sm_service command for those products, prevent their proper operation and 
uninstallation.


You can determine what product software was installed first by performing this check:


1. Use a text editor to open the ic-serviced script.


• For CentOS, ic-serviced is located in the /etc/init.d directory


• For Linux, ic-serviced is located in the /etc/init.d directory


2. Find the value of the SMHOME variable.


The value of SMHOME indicates which product was installed first.


Uninstall when same product software is installed twice (Windows only)


If you installed the same product to different locations on the same host system, do not 
use Add/Remove Programs to uninstall. Uninstall the EMC Smarts product as follows:


1. Open a command-line prompt, go to the BASEDIR\_uninst directory of the target 
EMC Smarts product, and enter the following command to initiate a Wizard mode 
uninstallation:


uninstaller.exe


2. Complete the uninstallation beginning with step 2  as described in “Uninstall using 
Wizard mode” on page 114.


Detect and stop programs


Before upgrading or uninstalling your product, you must stop all EMC Smarts services, 
EMC Smarts scheduled jobs, and any other process that uses programs or libraries 
running from the EMC Smarts product.


Detecting programs
The sm_plist utility identifies all EMC Smarts programs that are running for any product on 
your machine. You can use the sm_plist utility whenever you need to identify EMC Smarts 
programs that are running (for example, before applying a service pack or patch and 
uninstalling the product software).


To use the utility, invoke it from the BASEDIR/smarts/script directory. The utility displays 
active programs in a window: 


1. Go to the BASEDIR/smarts/script directory.


2. Start the sm_plist utility:
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On UNIX, enter


./sm_plist.sh <BASEDIR2>


On Windows, enter


cscript sm_plist.vbs <BASEDIR2>


where BASEDIR is the directory where the sm_plist utility is installed and BASEDIR2 
represents the location of any EMC Smarts product.


Stopping active programs (UNIX)
To stop active EMC Smarts programs (UNIX):


1. Stop active EMC Smarts services using the sm_service utility from 
BASEDIR/smarts/bin:


./sm_service stop --all


sm_serviced waits 30 minutes after sending a shutdown request to a process. If the 
process is still running after 30 minutes, sm_serviced terminates it.


2. Determine if any EMC Smarts services are still running by using the brcontrol utility 
from BASEDIR/smarts/bin:


./brcontrol -b <host>:<port>


Based on the location of the Broker, go to the appropriate step, as indicated in 
Table 19 on page 112. 


Table 19  Next steps for detecting and stopping programs 


The Broker is on the . . . And this displays . . . Do this . . .


• The Broker or service daemon did not shut 
down.


• If any servers are still running on the host, 
these did not shut down.


• If any servers are still running on the host 
where you will install the EMC Smarts 
software, these did not shut down. Go to 
step 3 .


3. Stop any EMC Smarts server that is still running. If the Broker is on the host, stop the 
local Broker:


• To stop any server that is still running, use the dmquit utility from 
BASEDIR/smarts/bin:


./dmquit --server=<server name> -b <host>:<port>


• To stop the local Broker from BASEDIR/smarts/bin:


./brquit --broker=localhost:<port>


Same host “Error attaching to 
Broker” message


The Broker is not running. Go to step 4 .


List of servers 
registered with the 
Broker


Go to step 3 .


Different host List of servers 
registered with the 
Broker

112 EMC Smarts Installation Guide for SAM, IP, ESM, MPLS, NPM, OTM, and VoIP Managers







Performing an Uninstallation

4. Determine if any other EMC Smarts processes are still running and shut the processes 
down:


• Detect the processes using the following command:


ps -ef | grep “sm_”


If a list is displayed, note the process ID (pid) of these active EMC Smarts 
processes.


Do not stop or kill the service daemon process, sm_serviced.


• Shut down these EMC Smarts processes (except sm_serviced) using the following 
command:


kill <pid>


Stopping active programs (Windows)
To stop a service from the Windows desktop, use the Microsoft Management Console:


1. Select Settings > Control Panel.


2. At the Control Panel, select Administrative Tools.


3. At the Administrative Tools folder, select Services.


4. At the Services window, locate any running EMC Smarts services. These services start 
with the words “EMC Smarts,” “Smarts,” or “InCharge.” For each of these services, 
right-click the service and then select Stop.


Do not stop the Broker service.


5. Repeat step 4 until all EMC Smarts services are stopped.


6. Open a command prompt and determine if any Managers are running by using the 
brcontrol utility from BASEDIR\smarts\bin:


brcontrol -b <host>:<port>


7. Stop any EMC Smarts server that is still running using the dmquit utility from 
BASEDIR/smarts/bin:


./dmquit --server=<server name> -b <host>:<port>


8. If the Broker is installed on the same host, use the brquit utility from 
BASEDIR/smarts/bin to stop it:


brquit --broker=localhost:<port>


9. Press Ctrl+Alt+Delete. The Windows Security dialog box appears.


10. Click Task Manager. The Windows Task Manager appears.


11. Select the Processes tab.
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Allow up to 30 minutes before performing the next step. EMC Smarts servers with 
large topologies can take considerable time to stop while saving the topology to the 
repository. Stopping processes prematurely may corrupt your repository file.


12. In the Processes tab, look in the column labeled Image Name for sm_server. 
Right-click each sm_server, and then select End Process.


13. In the Processes tab, look for other Image Names that start with sm_, for example, 
sm_notify, sm_adapter, sm_beacon, and so on. Right-click each instance, and then 
select End Process.


Do not shut down any sm_authority or sm_logger processes. The sm_authority and 
sm_logger processes are child processes of an EMC Smarts server. The child 
processes will stop when the parent process stops.


Uninstall EMC Smarts products
EMC Smarts product software uses the InstallShield program to install and uninstall 
products. For UNIX, you invoke the uninstallation program from the system prompt. For 
Windows, you use the Add/Remove Programs, except when the same product is installed 
in multiple locations on the same host system. Failure to use the appropriate method will 
result in an unstable system and/or inconsistent product directories.


Do not manually delete the installed product directories. Before uninstallation, you must 
stop all the EMC Smarts services.


Also, if you plan to reinstall the product, save all of the customized files that are in the 
BASEDIR/smarts/local directory before performing the uninstallation. The uninstallation 
program will remove all of the files and directories in the BASEDIR/smarts directory, and 
then remove the smarts directory.


Uninstall using Wizard mode


Wizard mode provides a graphical user interface to the uninstallation program for UNIX 
and Windows platforms.


On UNIX systems, Wizard mode uses the X Window System to display the installation 
wizard. The host on which you install the EMC Smarts software and the host where you log 
in must be configured to run the X Window System. Before starting the installation 
program, verify that the X Window System is running.


1. Invoke the uninstaller program:


• On UNIX, go to the BASEDIR/_uninst directory and enter:


uninstaller.bin
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• On Windows, use Windows Control Panel:


a. Click Start > Settings > Control Panel.


b. Double-click Programs and Features.


c. From the Program and Features window, select the appropriate product.


d. Click Uninstall/Remove.


2. Click Next in the Welcome screen to continue. 


3. In the Product Selection screen, click Next to uninstall the entire product (by default, 
all products are selected) or deselect products that should remain installed. 


4. Review the list of products that will be uninstalled and the target installation directory. 
Once you click Next, you cannot cancel the uninstallation process.


If necessary, click Back to return to the Product Selection screen to revise your 
selections. 


To uninstall the products, click Next; the Uninstallation Progress screen appears.


5. Upon completion, the Uninstallation Summary shows informational messages such as 
successful confirmations, error messages, and warnings. Investigate any errors or 
warnings.


If Next appears, your system needs to be rebooted. Click Next and then reboot your 
system. Otherwise, click Finish to exit the uninstallation. 


The uninstallation program will remove all of the files and directories in the 
BASEDIR/smarts directory, and then remove the smarts directory.


The uninstallation program will also write an uninstall log file to the BASEDIR directory, 
unless the uninstallation fails at the very start, in which case the installation program 
will write the log file to the /tmp directory. The log file is a text file with the naming 
convention Uninstall.<product>.<productversionNumber>.log.


Uninstall using CLI mode


To uninstall an EMC Smarts product or product:


1. Go to the BASEDIR/_uninst directory and enter the following command:


uninstaller.bin -console


During the uninstallation processes, you are prompted with a series of steps and 
menus. You can either accept the default value or select another choice. The default 
values are indicated in brackets or as predefined selections (checkmarks) in menus. 
To accept the default value, press Enter.


When replying to a prompt, you can either accept the default value or select another 
choice.
To reply yes, enter Y
To reply no, enter N.
Do not press Delete; doing so will cause the process to terminate with an error 
message.
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For selections in menus, you can accept default selections or type the number of the 
item and press Enter. An X appears next to the item. When you are finished making 
selections, type zero (0) and press Enter.


If you incorrectly type an entry, press 5 to repeat the prompt and select the correct 
value. Arrow keys and the backspace key are not supported.


Upon completion, the Uninstallation Summary displays informational messages such 
as successful confirmations, error messages, and warnings.


2. Press Enter to continue. If necessary, the installation program will prompt to restart 
your computer. 


3. Press 1 to restart immediately or press 2 to restart later.


4. If you chose not to restart your computer, press 3 to finish.


5. Upon completion, the uninstallation program will remove all of the files and 
directories in the BASEDIR/smarts directory, and then remove the smarts directory.


The uninstallation program will also write an uninstall log file to the BASEDIR directory, 
unless the uninstallation fails at the very start, in which case the installation program 
will write the log file to the /tmp directory. The log file is a text file with the naming 
convention Uninstall.<product>.<productversionNumber>.log.


Uninstall using Unattended mode


The Unattended mode enables you to automate the removal of the EMC Smarts products.


1. Invoke the uninstallation program with appropriate options for the operating system:


• On UNIX systems, go to the BASEDIR/_uninst directory and enter the following 
command:


uninstaller.bin -silent 


• On Windows system, go to the BASEDIR\_uninst directory and enter the following 
command:


uninstaller.exe -silent 


2. Upon completion, the uninstallation program will remove all of the files and 
directories in the BASEDIR/smarts directory, and then remove the smarts directory.


The uninstallation program will also write an uninstall log file to the BASEDIR directory, 
unless the uninstallation fails at the very start, in which case the installation program 
will write the log file to the /tmp directory. A non-zero status indicates a failure. The 
log file is a text file with the naming convention 
Uninstall.<product>.<productversionNumber>.log.
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sm_edit
As part of the EMC Smarts deployment and configuration process, you need to modify 
certain files. User modifiable files include configuration files, rule set files, templates, and 
seed files that contain encrypted passwords. Original versions of these files are installed 
into appropriate subdirectories under the BASEDIR/smarts/ directory.


The original versions of files should not be altered. If a file must be modified, a new 
version should be created and then stored as a local copy of the file in 
BASEDIR/smarts/local or one of its subdirectories.


When EMC Smarts software requires one of these files, it is designed to first search for a 
modified file in BASEDIR/smarts/local or one of its subdirectories. If a modified version of 
a file is not found in the local area, EMC Smarts software then searches corresponding 
BASEDIR/smarts directories for the original version of the file.


To ease file editing and storage, EMC Corporation provides the sm_edit utility with the 
every EMC Smarts product. When invoked, sm_edit opens the specified file in a text 
editor. This utility ensures that modified files are always saved to the appropriate local 
area and that non-local copies of all files remain unchanged. If an appropriate 
subdirectory does not exist for the file you are modifying, sm_edit creates the appropriate 
subdirectory before saving the modified file to that location. For files with header 
information set for encryption, sm_edit encrypts certain fields in the file. In addition, 
sm_edit preserves the file permissions of modified files, which helps ensure that 
important configuration files are not altered by unauthorized users.


The EMC Smarts System Administration Guide provides instructions on how to configure 
the utility to use a specific editor.


sm_edit example
To use sm_edit from the command line, specify the file name and include the subdirectory 
under BASEDIR/smarts/local where the file resides. For example, to edit the trapd.conf, 
enter the following command from the BASEDIR/smarts/bin directory:


sm_edit conf/trapd/trapd.conf


In this example, sm_edit searches in the BASEDIR/smarts/local/conf/trapd directory for 
the trapd.conf file. If it finds the trapd.conf file, it opens the file in a text editor. If sm_edit 
does not find the trapd.conf file in the BASEDIR/smarts/local/conf/trapd directory, it 
creates a local copy of the trapd.conf file and writes it to the 
BASEDIR/smarts/local/conf/trapd directory.


The EMC Smarts System Administration Guide provides additional information about the 
sm_edit utility.
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This appendix describes how to install services manually for the EMC Smarts Service 
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Overview
If you did not install services when you installed the EMC Smarts products, you may install 
services manually. Services are programs that, once started, are generally intended to run 
continuously. Components installed as services start automatically upon system reboot; 
those not installed as services (manual processes or disabled processes) require that you 
issue commands to start and stop them as necessary.


EMC Corporation recommends that EMC Smarts products be installed as services 
whenever possible. Typical reasons to install products as services include the following 
conditions:


◆ (IP Manager only) There is a need to install services for a single product instead of the 
combined IP Availability Manager and IP Performance Manager products (for example, 
IP Availability Manager alone or IP Performance Manager alone). “Selection of 
bootstrap files when installing services” on page 120 provides more information.


◆ During installation of the product software, you chose to start product components 
manually and now want to run the components as services.


◆ Multiple instances of a single product component running as a service are required. 
During installation, you can install only a single instance of a product component as a 
service.


To manually install a product as a service, use the sm_service install command with the 
appropriate set of options. 


The EMC Smarts System Administration Guide provides a complete description of the 
command syntax.


Selection of bootstrap files when installing services


When you install IP Manager 9.6 with all services selected, both IP Availability Manager 
and IP Performance Manager services are installed. The default configuration file, 
bootstrap.conf, is used by the IP Manager 9.6 installer.


If your deployment supports only IP Availability Manager or IP Performance Manager, you 
must manually install these services for the IP Manager(s) using a bootstrap file different 
from bootstrap.conf.


Broker services 
This section provides the default UNIX and Windows commands that are used to install 
the service manually for the Broker. Type the command on one line.


UNIX ▼ BASEDIR/smarts/bin/sm_service install 
--force
--name=ic-broker
“--description= EMC Smarts Broker”
--env=SM_CLIENTCONNECT=brokerConnect.conf
--startmode=runonce
BASEDIR/smarts/bin/brstart
--port=426
--output
--restore=BASEDIR/smarts/local/repos/ broker/broker.rps ▲
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Windows ▼ BASEDIR\smarts\bin\sm_service install 
--force 
--name=ic-broker 
“--description= EMC Smarts Broker”
--env=SM_CLIENTCONNECT=brokerConnect.conf 
--startmode=runonce 
BASEDIR\smarts\bin\brstart.exe 
“--port=426” 
“--output” 
“--restore=BASEDIR\smarts\local\repos\ broker\broker.rps"▲


▼▲ indicates that this command must be typed as one line.


Services for the IP Manager
Here are the UNIX commands used to install services manually for the underlying servers 
in the IP Manager.


IP Availability Manager-only server


UNIX ▼ /opt/InCharge/IP/smarts/bin/sm_service install
--force
--name=ic-am-server
“--description= EMC Smarts IP Availability Manager Server”
--startmode=runonce
/opt/InCharge/IP/smarts/bin/sm_server
--name=INCHARGE-AM
--config=icf
--bootstrap=bootstrap-am.conf
--port=0
--subscribe=default
--ignore-restore-errors
--output▲


Windows ▼ C:\InCharge\IP\smarts\bin\sm_service install 
--force 
--name=ic-am-server
“--description= EMC Smarts IP Availability Manager Server”
--startmode=runonce 
C:\InCharge\IP\smarts\bin\sm_server.exe 
“--name=INCHARGE-AM” 
“--config=icf” 
“--bootstrap=bootstrap-am.conf” 
“--port=0” 
“--subscribe=default” 
“--ignore-restore-errors” 
“--output”▲
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IP Availability Manager-only server (interacting with EMC M&R)


Use this syntax for the IP Availability Manager if you plan use the EMC M&R UI to configure 
IP Manager settings. 


The Service Assurance Suite How to Maintain IP Manager Settings article explains how to 
use the IP Availability Manager with the Configuration Manager to configure IP Manager 
settings. The SolutionPack for EMC Smarts Summary Sheet article provide information on 
viewing notifications from the EMC M&R user interface. The Service Assurance Suite 
Documentation Index, available on the EMC Community Network (ECN), provides links to 
related documentation.


UNIX ▼ /opt/InCharge/IP/smarts/bin/sm_service install
--force
--name=ic-am-server
“--description= EMC Smarts IP Availability Manager Server”
--startmode=runonce
/opt/InCharge/IP/smarts/bin/sm_server
--name=INCHARGE-AM
--config=icf
--bootstrap=bootstrap-am.conf
--port=0
--edaa=ip/2.0
--ignore-restore-errors
--output▲


Windows ▼ C:\InCharge\IP\smarts\bin\sm_service install 
--force 
--name=ic-am-server
“--description= EMC Smarts IP Availability Manager Server”
--startmode=runonce 
C:\InCharge\IP\smarts\bin\sm_server.exe 
“--name=INCHARGE-AM” 
“--config=icf” 
“--bootstrap=bootstrap-am.conf” 
“--port=0” 
“--edaa=ip\2.0” 
“--ignore-restore-errors” 
“--output”▲


IP Performance Manager-only Server


UNIX ▼ /opt/InCharge/IP/smarts/bin/sm_service install
--force
--name=ic-pm-server
“--description= EMC Smarts IP Performance Manager Server”
--startmode=runonce
/opt/InCharge/IP/smarts/bin/sm_server
--name=INCHARGE-PM
--config=icf
--bootstrap=bootstrap-pm.conf
--port=0
--subscribe=default
--ignore-restore-errors
--output▲
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Windows ▼ C:\InCharge\IP\smarts\bin\sm_service install 
--force 
--name=ic-pm-server 
"--description= EMC Smarts IP Performance Manager Server" 
--startmode=runonce 
C:\InCharge\IP\smarts\bin\sm_server.exe 
"--name=INCHARGE-PM" 
"--config=icf" 
"--bootstrap=bootstrap-pm.conf" 
"--port=0" 
"--subscribe=default" 
"--ignore-restore-errors" 
"--output"▲


IP Performance Manager-only Server (interacting with EMC M&R)


Use this syntax for the IP Performance Manager if you plan use the EMC M&R UI to 
configure IP Manager settings. 


The Service Assurance Suite How to Maintain IP Manager Settings article explains how to 
use the IP Performance Manager with the Configuration Manager to configure IP Manager 
settings. The SolutionPack for EMC Smarts Summary Sheet article provide information on 
viewing notifications from the EMC M&R user interface. The Service Assurance Suite 
Documentation Index, available on the EMC Community Network (ECN), provides links to 
related documentation.


UNIX ▼ /opt/InCharge/IP/smarts/bin/sm_service install
--force
--name=ic-pm-server
“--description= EMC Smarts IP Performance Manager Server”
--startmode=runonce
/opt/InCharge/IP/smarts/bin/sm_server
--name=INCHARGE-PM
--config=icf
--bootstrap=bootstrap-pm.conf
--port=0
--edaa=ip/2.0
--ignore-restore-errors
--output▲


Windows ▼ C:\InCharge\IP\smarts\bin\sm_service install 
--force 
--name=ic-pm-server 
"--description= EMC Smarts IP Performance Manager Server" 
--startmode=runonce 
C:\InCharge\IP\smarts\bin\sm_server.exe 
"--name=INCHARGE-PM" 
"--config=icf" 
"--bootstrap=bootstrap-pm.conf" 
"--port=0" 
"--edaa=ip\2.0" 
"--ignore-restore-errors" 
"--output"▲
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IP Availability and Performance Manager Server 


UNIX ▼ /opt/InCharge/IP/smarts/bin/sm_service install 
--force 
--name=ic-am-pm-server
“--description= EMC Smarts IP Availability Manager and Performance 
Manager Server” 
--startmode=runonce 
/opt/InCharge/IP/smarts/bin/sm_server 
--name=INCHARGE-AM-PM 
--config=icf
--bootstrap=bootstrap-am-pm.conf 
--port=0 
--subscribe=default 
--ignore-restore-errors 
--output▲


Windows ▼ C:\InCharge\IP\smarts\bin\sm_service install 
--force 
--name=ic-am-pm-server 
"--description= EMC Smarts IP Availability Manager and Performance 
Manager Server" 
--startmode=runonce 
C:\InCharge\IP\smarts\bin\sm_server.exe 
"--name=INCHARGE-AM-PM" 
"--config=icf" 
"--bootstrap=bootstrap-am-pm.conf" 
"--port=0" 
"--subscribe=default" 
"--ignore-restore-errors" 
"--output"▲


IP Availability and Performance Manager Server (interacting with EMC M&R)


Use this syntax for the IP Availability and Performance Manager if you plan use the EMC 
M&R UI to configure IP Manager settings. 


The Service Assurance Suite How to Maintain IP Manager Settings article explains how to 
use the IP Availability and Performance Manager with the Configuration Manager to 
configure IP Manager settings. The SolutionPack for EMC Smarts Summary Sheet article 
provide information on viewing notifications from the EMC M&R user interface. The Service 
Assurance Suite Documentation Index, available on the EMC Community Network (ECN), 
provides links to related documentation.


UNIX ▼ /opt/InCharge/IP/smarts/bin/sm_service install 
--force 
--name=ic-am-pm-server
“--description= EMC Smarts IP Availability Manager and Performance 
Manager Server” 
--startmode=runonce 
/opt/InCharge/IP/smarts/bin/sm_server 
--name=INCHARGE-AM-PM 
--config=icf
--bootstrap=bootstrap-am-pm.conf 
--port=0 
--edaa=ip/2.0
--ignore-restore-errors 
--output▲
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Windows ▼ C:\InCharge\IP\smarts\bin\sm_service install 
--force 
--name=ic-am-pm-server 
"--description= EMC Smarts IP Availability Manager and Performance 
Manager Server" 
--startmode=runonce 
C:\InCharge\IP\smarts\bin\sm_server.exe 
"--name=INCHARGE-AM-PM" 
"--config=icf" 
"--bootstrap=bootstrap-am-pm.conf" 
"--port=0" 
"--edaa=ip\2.0" 
"--ignore-restore-errors" 
"--output"▲


IP Configuration Manager


UNIX /opt/InCharge/IP/smarts/bin/sm_service install
--force
--name=ic-ip-configuration
"--description=EMC Smarts IP Configuration Manager"
--startmode=runonce
/opt/InCharge/IP/smarts/bin/sm_server
--name=INCHARGE-CM
--config=icf-c
--bootstrap=bootstrap.conf
--port=0
--subscribe=default
--ignore-restore-errors
--nodx
--output


Windows C:\InCharge\IP\smarts\bin\sm_service install
--force
--name=ic-ip-configuration
"--description=EMC Smarts IP Configuration Manager"
--startmode=runonce
C:\InCharge\IP\smarts\bin\sm_server.exe
"--name=INCHARGE-CM"
"--config=icf-c"
"--bootstrap=bootstrap.conf"
"--port=0"
"--subscribe=default"
"--ignore-restore-errors"
"--nodx"
"--output"
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IP Configuration Manager (interacting with EMC M&R)


Use this syntax for the Configuration Manager if you plan use the EMC M&R UI to configure 
IP Manager settings. 


The Service Assurance Suite How to Maintain IP Manager Settings article explains how to 
use the Configuration Manager to configure IP Manager settings. The SolutionPack for EMC 
Smarts Summary Sheet article provide information on viewing notifications from the EMC 
M&R user interface. The Service Assurance Suite Documentation Index, available on the 
EMC Community Network (ECN), provides links to related documentation.


UNIX /opt/InCharge/IP/smarts/bin/sm_service install
--force
--unmanaged
--startmode=runonce
--name=ic-ip-configuration-edaa
"--description=EMC Smarts IP Configuration Manager for EDAA"
/opt/InCharge/IP/smarts/bin/sm_server
--name=INCHARGE-CM 
--config=icf-c
--bootstrap=bootstrap.conf
--port=0
--edaa=ip/2.0
--ignore-restore-errors
--nodx
--output


Windows C:\InCharge\IP\smarts\bin\sm_service install
--force
--unmanaged
--startmode=runonce
--name=ic-ip-configuration-edaa
"--description=EMC Smarts IP Configuration Manager for EDAA"
C:\InCharge\IP\smarts\bin\sm_server.exe
"--name=INCHARGE-CM"
"--config=icf-c"
"--bootstrap=bootstrap.conf"
"--port=0"
"--edaa=ip\2.0"
"--ignore-restore-errors"
"--nodx"
"--output"
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Services for the Service Assurance Manager
This section provides default service parameters for the EMC Smarts Service Assurance 
Manager.


EMC Smarts Broker


UNIX ▼ /opt/InCharge/SAM/smarts/bin/sm_service install
--force
--startmode=runonce
--name=ic-broker
--description="EMC Smarts Broker"
--env=SM_CLIENTCONNECT=brokerConnect.conf
/opt/InCharge/SAM/smarts/bin/brstart
--port=426
--restore=/opt/InCharge/SAM/smarts/local/repos/broker/broker.rps
--output▲


Windows ▼ C:\InCharge\SAM\smarts\bin\sm_service.exe install 
--force
--startmode=runonce
--name=ic-broker
--description="EMC Smarts Broker"
--env=SM_CLIENTCONNECT=brokerConnect.conf
C:\InCharge\SAM\smarts\bin\brstart.exe
--port=426 
--restore=C:\InCharge\SAM\smarts\local\repos\broker\broker.rps▲


Service Assurance Manager (Presentation SAM server)


UNIX /opt/InCharge/SAM/smarts/bin/sm_service install 
--force  
--unmanaged  
--startmode=runonce 
--name=ic-sam-server-pres
--description=”EMC Smarts Service Assurance Manager Server 


(notification cache publishing)” 
/opt/InCharge/SAM/smarts/bin/sm_server 
-n INCHARGE-SA-PRES
--config=ics
--port=0
--edaa=sam-presentation/2.0
--bootstrap=bootstrap-amqp.conf
--ignore-restore-errors
--output


Windows C:\InCharge\SAM\smarts\bin\sm_service install --force  --unmanaged  
--startmode=runonce 


“--name=ic-sam-server-pres” 
“--description=EMC Smarts Service Assurance Manager Server 


(notification cache publishing)” 
C:\InCharge\SAM\smarts\bin\sm_server
“-n INCHARGE-SA-PRES” 
“--config=ics”
“--port=0” 
“--edaa=sam-presentation\2.0” 
“--bootstrap=bootstrap-amqp.conf” 
“--ignore-restore-errors”
“--output”
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Service Assurance Manager (Global Manager)


UNIX ▼ /opt/InCharge/SAM/smarts/bin/sm_service install
--force
--unmanaged
--name=ic-sam-server
--startmode=runonce 
--description="EMC Smarts Service Assurance Manager


Server"
/opt/InCharge/SAM/smarts/bin/sm_server
--name=INCHARGE-SA
--config=ics
--port=0
--ignore-restore-errors
--output▲


Windows ▼ C:\InCharge\SAM\smarts\bin\sm_service.exe install
--force
--name=ic-sam-server
--startmode=runonce 
--description="EMC Smarts Service Assurance Manager


Server"
C:\InCharge\SAM\smarts\bin\sm_server.exe
--name=INCHARGE-SA
--config=ics
--port=0
--ignore-restore-errors
--output▲


Business Impact Manager server


UNIX ▼/opt/InCharge/SAM/smarts/bin/sm_service install 
--startmode=runonce
--name=MBIM
--description=”EMC Smarts MBIM – Maintenance and Business Impact 
Manager Server”
/opt/InCharge/SAM/smarts/bin/sm_server
--name=INCHARGE-MBIM
--config=bim
--port=0
--ignore-restore-errors
--output▲


Windows ▼C:\InCharge\SAM\smarts\bin\sm_service.exe install 
--startmode=runonce
--name=MBIM
--description=”EMC Smarts MBIM – Maintenance and Business Impact 
Manager Server”
C:\InCharge\SAM\smarts\bin\sm_server.exe
--name=INCHARGE-MBIM
--config=bim
--port=0
--ignore-restore-errors
--output▲
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Adapter Platform


UNIX ▼ /opt/InCharge/SAM/smarts/bin/sm_service install
--force
--unmanaged
--name=ic-icoi-server
--startmode=runonce 
--description="EMC Smarts SAM Adapter Platform Server"
/opt/InCharge/SAM/smarts/bin/sm_server
--name=INCHARGE-OI
--config=icoi
--port=0
--ignore-restore-errors
--output▲


Windows ▼ C:\InCharge\SAM\smarts\bin\sm_service.exe install
--force
--name=ic-icoi-server
--startmode=runonce 
--description="EMC Smarts SAM Adapter Platform Server"
C:\InCharge\SAM\smarts\bin\sm_server.exe
--name=INCHARGE-OI
--config=icoi
--port=0
--ignore-restore-errors
--output▲


Business Dashboard


UNIX ▼ /opt/InCharge/CONSOLE/smarts/bin/sm_service install
--force
--unmanaged
--name=ic-business-dashboard
--startmode=runonce 
--description="EMC Smarts Servlet Engine"
/opt/InCharge/CONSOLE/smarts/bin/sm_tomcat
--output
start▲


Windows ▼ C:\InCharge\CONSOLE\smarts\bin\sm_service.exe install
--force
--name=ic-business-dashboard
--startmode=runonce 
--description="EMC Smarts Servlet Engine"
C:\InCharge\CONSOLE\smarts\bin\sm_tomcat.exe
--output
start▲
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Syslog Adapter


Before you configure the Syslog Adapter, identify the location of the SYSFILE you want the 
adapter to tail and parse and ensure that sm_service install command line for the 
ic-syslog-adapter identifies this location. The EMC Smarts Service Assurance Manager 
Adapter Platform User Guide provides more information on configuring the Syslog 
Adapter.


UNIX ▼ /opt/InCharge/SAM/smarts/bin/sm_service install 
--force
--unmanaged
--name=ic-syslog-adapter
--startmode=runonce
--description="EMC Smarts Syslog Adapter"
/opt/InCharge/SAM/smarts/bin/sm_adapter
--name=SYSLOG-INCHARGE-OI
--rserver=INCHARGE-OI
--tail=/var/log/syslog
--model=sm_system
--model=sm_actions
--output icoi-syslog/syslog_mgr.asl▲


Windows ▼ C:\InCharge\SAM\smarts\bin\sm_service.exe install
--force
--name=ic-syslog-adapter
--description="EMC Smarts Syslog Adapter"
--startmode=runonce
C:\InCharge\SAM\smarts\bin\sm_adapter.exe
--name=SYSLOG-INCHARGE-OI
--rserver=INCHARGE-OI
--tail=/var/log/syslog
--model=sm_system
--model=sm_actions
--output icoi-syslog/syslog_mgr.asl▲


SNMP Trap Adapter


UNIX ▼ /opt/InCharge/SAM/smarts/bin/sm_service install
--force
--unmanaged
--name=ic-trapd-receiver
--startmode=runonce 
--description="EMC Smarts SNMP Trap Adapter"
/opt/InCharge/SAM/smarts/bin/sm_trapd
--name=TRAP-INCHARGE-OI
--server=INCHARGE-OI
--config=icoi
--port=162
--seed=seedfile
--model=sm_actions
--output
--rules=icoi-trapd/trap_mgr_parse.asl▲
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Windows ▼ C:\InCharge\SAM\smarts\bin\sm_service.exe install
--force
--name=ic-trapd-receiver
--startmode=runonce 
--description="EMC Smarts SNMP Trap Adapter"
C:\InCharge\SAM\smarts\bin\sm_trapd.exe
--name=TRAP-INCHARGE-OI
--server=INCHARGE-OI
--config=icoi
--port=162
--seed=seedfile
--model=sm_actions
--output
--rules=icoi-trapd/trap_mgr_parse.asl▲


Notif trap Adapter


UNIX ▼ /opt/InCharge/SAM/smarts/bin/sm_service install --force -unmanaged
--startmode=runonce
--name=ic-notif-trapd-receiver
--description="EMC Smarts NOTIF SNMP Trap Adapter"
/opt/InCharge/SAM/smarts/bin/sm_trapd
--name=NOTIF-TRAP-INCHARGE-OI
--server=INCHARGE-OI
--config=icoi
--port=162
--model=sm_actions
--rules=icoi-trapd/Notif-trap_mgr_parse.asl
--seed=seedfile
--output▲


Windows ▼ C:\InCharge\SAM\smarts\bin>sm_service install --force
--name=ic-notif-trapd-receiver
--description="EMC Smarts NOTIF SNMP Trap Adapter"
C:\InCharge\SAM\smarts\bin\sm_trapd.exe
--name=NOTIF-TRAP-INCHARGE-OI
--server=INCHARGE-OI
--config=icoi
--port=162
--model=sm_actions
--rules=icoi-trapd/Notif-trap_mgr_parse.asl
--seed=seedfile
--output▲


Notif syslog adapter


UNIX ▼ /opt/InCharge/SAM/smarts/bin/sm_service install --force --unmanaged 
--startmode=runonce
--name=ic-notif-syslog-adapter
--description="EMC Smarts Syslog Adapter"
/opt/InCharge/SAM/smarts/bin/sm_adapter
--name=NOTIF-SYSLOG-INCHARGE-OI
--rserver=INCHARGE-OI
--tail=/var/log/syslog
--model=sm_system
--model=sm_actions
--output icoi-syslog/Notif-SysLog_mgr.asl▲
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Windows ▼ C:\InCharge\SAM\smarts\bin\sm_service install --force
--name=ic-notif-syslog-adapter
--description="EMC Smarts Syslog Adapter"
C:\InCharge\SAM\smarts\bin\sm_adapter.exe
--name=NOTIF-SYSLOG-INCHARGE-OI
--rserver=INCHARGE-OI
--tail=/var/log/syslog
--model=sm_system
--model=sm_actions
--output icoi-syslog/Notif-SysLog_mgr.asl▲


EMC Smarts Data Web Applications (Tomcat)


UNIX /opt/InCharge/SAM/smarts/bin/sm_service install --force  --unmanaged  
--startmode=runonce 
--name=smarts-tomcat 
--description=”EMC Smarts Data Web Applications (Tomcat)”
/opt/InCharge/SAM/smarts/bin/sm_tomcat 
--ignoreme


Windows C:\InCharge\SAM\smarts\bin\sm_service install --force  --unmanaged  
--startmode=runonce 
“--name=smarts-tomcat” 
“--description=EMC Smarts Data Web Applications (Tomcat)” 
C:\InCharge\SAM\smarts\bin\sm_tomcat 
“--ignoreme”


EMC Smarts Notification Exchange (Rabbit MQ)


UNIX /opt/InCharge/SAM/smarts/bin/sm_service install --force  
--unmanaged  --startmode=runonce
--name=smarts-rabbitmq
--description=”EMC Smarts Notification Exchange (Rabbit MQ)” 
/opt/InCharge/SAM/smarts/bin/sm_rabbitmq
--ignoreme


Windows C:\InCharge\SAM\smarts\bin\sm_service install --force  
--unmanaged  --startmode=runonce 
“--name=smarts-rabbitmq” 
“--description=EMC Smarts Notification Exchange (Rabbit MQ)”
C:\InCharge\SAM\smarts\bin\sm_rabbitmq 
“--ignoreme”


EMC Smarts Notification Cache (ElasticSearch)


UNIX /opt/InCharge/SAM/smarts/bin/sm_service install --force  
--unmanaged  --startmode=runonce 
--name=smarts-elasticsearch 
--description=”EMC Smarts Notification Cache (ElasticSearch)” 
/opt/InCharge/SAM/smarts/bin/sm_elasticsearch 
--ignoreme
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Windows C:\InCharge\SAM\smarts\bin\sm_service install --force  
--unmanaged  --startmode=runonce 
“--name=smarts-elasticsearch” 
“--description=EMC Smarts Notification Cache (ElasticSearch)” 
C:\InCharge\SAM/smarts\bin\sm_elasticsearch 
“--ignoreme”


Services for the MPLS Manager
This section provides the default UNIX and Windows commands that are used to install 
services manually for the MPLS Manager. Type the command on one line.


For the MPLS Manager, when you install the services manually, if you specify custom 
service and server names instead of the default names listed in Table 16 on page 97, you 
must run a script next. Running the script is required so that proper domain 
communication can be established. Appendix D, “Using the MPLS server_config Utility,” 
provides information about the script.


MPLS Topology Server


When you start the MPLS Manager for the first time (and only the first time) after migrating 
from the previous version to the new version, you must start the MPLS Topology Server 
with the --ignore-restore-errors option.


UNIX ▼ /opt/InCharge/MPLS/smarts/bin/sm_service install 
--force 
--unmanaged 
--startmode=runonce 
--name=ic-mpls-topology 
--description=”EMC Smarts MPLS Topology Server” 
/opt/InCharge/MPLS/smarts/bin/sm_server 
--name=INCHARGE-MPLS-TOPOLOGY 
--config=mpls-t 
--ignore-restore-errors 
--output▲


Windows ▼ C:\InCharge\MPLS\smarts\bin\sm_service.exe install 
--force 
--unmanaged 
--startmode=runonce 
--name=ic-mpls-topology 
--description=”EMC Smarts MPLS Topology Server” 
C:\InCharge\MPLS\smarts\bin\sm_server.exe 
--name=INCHARGE-MPLS-TOPOLOGY 
--config=mpls-t 
--ignore-restore-errors 
--output▲
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MPLS Monitoring Server


UNIX ▼/opt/InCharge/MPLS/smarts/bin/sm_service install 
--force 
--unmanaged 
--startmode=runonce 
--name=ic-mpls-monitoring 
--description=”EMC Smarts MPLS Monitoring Server” 
/opt/InCharge/MPLS/smarts/bin/sm_server 
--name=INCHARGE-MPLS-MONITORING 
--config=mpls-m 
--ignore-restore-errors 
--output▲


Windows ▼ C:\InCharge\MPLS\smarts\bin\sm_service.exe install 
--force 
--unmanaged 
--startmode=runonce 
--name=ic-mpls-monitoring 
--description=”EMC Smarts MPLS Monitoring Server” 
C:\InCharge\MPLS\smarts\bin\sm_server.exe 
--name=INCHARGE-MPLS-MONITORING 
--config=mpls-m 
--ignore-restore-errors 
--output▲


MPLS Analysis Server


UNIX ▼ /opt/InCharge/MPLS/smarts/bin/sm_service install 
--force 
--unmanaged 
--startmode=runonce 
--name=ic-mpls-analysis 
--description=”EMC Smarts MPLS Analysis Server” 
/opt/InCharge/MPLS/smarts/bin/sm_server 
--name=INCHARGE-MPLS-ANALYSIS 
--config=mpls-a 
--ignore-restore-errors 
--output▲


Windows ▼ C:\InCharge\MPLS\smarts\bin\sm_service.exe install 
--force 
--unmanaged 
--startmode=runonce 
--name=ic-mpls-analysis 
--description=”EMC Smarts MPLS Analysis Server” 
C:\InCharge\MPLS\smarts\bin\sm_server.exe 
--name=INCHARGE-MPLS-ANALYSIS 
--config=mpls-a 
--ignore-restore-errors 
--output▲
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MPLS VPN-Tagging Server


UNIX ▼ /opt/InCharge/MPLS/smarts/bin/sm_service install 
--force 
--unmanaged 
--startmode=runonce 
--name=ic-vpn-tagging 
--description=”EMC Smarts MPLS VPN-Tagging Server” 
/opt/InCharge/MPLS/smarts/bin/sm_server 
--name=VPN-TAGGING 
--config=vpn-tagging 
--ignore-restore-errors 
--output▲


Windows ▼ C:\InCharge\MPLS\smarts\bin\sm_service.exe install 
--force 
--unmanaged 
--startmode=runonce 
--name=ic-vpn-tagging 
--description=”EMC Smarts MPLS VPN-Tagging Server” 
C:\InCharge\MPLS\smarts\bin\sm_server.exe 
--name=VPN-TAGGING 
--config=vpn-tagging 
--ignore-restore-errors 
--output▲


Services for the Server Manager
This section provides the default UNIX and Windows commands that are used to install 
the service manually for the EMC Smarts Server Manager. Type the command on one line.


Server Manager


UNIX ▼ opt/InCharge/ESM/smarts/bin/sm_service install 
--force  
--unmanaged
--name=ic-esm-server 
--description=”EMC Smarts Server Manager (ESM)” 
--startmode=runonce 
opt/InCharge/ESM/smarts/bin/sm_server 
--name=INCHARGE-ESM 
--config=esm 
--subscribe=default 
--output 
--ignore-restore-errors▲


Windows ▼ C:\InCharge\ESM\smarts\bin\sm_service.exe install
--force
--unmanaged
--name=ic-esm-server
--description=”EMC Smarts Server Manager (ESM)”
--startmode=runonce
C:\InCharge\ESM\smarts\bin\sm_server.exe
--name=INCHARGE-ESM
--config=esm
--subscribe=default
--output 
--ignore-restore-errors▲
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Services for the Network Protocol Manager installation
This section provides the default UNIX and Windows commands that are used to install 
services manually for the Network Protocol Manager. Type the command on one line.


Network Protocol Manager for BGP


UNIX (IPv6 and IPv4 
mode)


/opt/InCharge/NPM/smarts/bin/sm_service install
--force
--name=ic-npm-bgp-server
--description=”EMC Smarts NPM for BGP Server” 
--startmode=runonce
/opt/InCharge/NPM/smarts/bin/sm_server
--name=INCHARGE-BGP
--config=bgp
--port=0
--subscribe=default
--output


Windows (IPv6 and 
IPv4 mode)


C:\InCharge\NPM\smarts\bin\sm_service.exe install
--force
--name=ic-npm-bgp-server
--description=”EMC Smarts NPM for BGP Server”
--startmode=runonce
C:\InCharge\NPM\smarts\bin\sm_server.exe
--name=INCHARGE-BGP
--config=bgp
--port=0
--subscribe=default
--output


UNIX (IPv4 mode only) /opt/InCharge/NPM/smarts/bin/sm_service install
--force
--name=ic-npm-bgp-server
--description=”EMC Smarts NPM for BGP Server”
--startmode=runonce 
/opt/InCharge/NPM/smarts/bin/sm_server
--name=INCHARGE-BGP
--config=bgp
--port=0
--bootstrap=bootstrap-ipv4.conf
--subscribe=default
--output


Windows (IPv4 mode 
only)


C:\InCharge\NPM\smarts\bin\sm_service.exe install
--force
--name=ic-npm-bgp-server
--description=”EMC Smarts NPM for BGP Server”
--startmode=runonce 
C:\InCharge\NPM\smarts\bin\sm_server.exe
--name=INCHARGE-BGP
--config=bgp
--bootstrap=bootstrap-ipv4.conf
--port=0
--subscribe=default
--output
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Network Protocol Manager for EIGRP


UNIX /opt/InCharge/NPM/smarts/bin/sm_service install 
--force 
--name=ic-npm-eigrp-server 
--description=”EMC Smarts NPM for EIGRP Server” 
--startmode=runonce 
/opt/InCharge/NPM/smarts/bin/sm_server 
--name=INCHARGE-EIGRP 
--config=eigrp 
--port=0 
--subscribe=default 
--ignore-restore-errors 
--output


Windows C:\InCharge\NPM\smarts\bin\sm_service.exe install 
--force 
--name=ic-npm-eigrp-server 
--description=”EMC Smarts NPM for EIGRP Server” 
--startmode=runonce 
C:\InCharge\NPM\smarts\bin\sm_server.exe 
--name=INCHARGE-EIGRP 
--config=eigrp 
--port=0 
--subscribe=default 
--ignore-restore-errors 
--output


Network Protocol Manager for IS-IS


UNIX (IPv6 and IPv4 
mode)


/opt/InCharge/NPM/smarts/bin/sm_service install
--force
--name=ic-npm-isis-server
--description=”EMC Smarts NPM for ISIS Server”
--startmode=runonce 
/opt/InCharge/NPM/smarts/bin/sm_server
--name=INCHARGE-ISIS
--config=isis
--port=0
--subscribe=default
--output


Windows (IPv6 and 
IPv4 mode)


C:\InCharge\NPM\smarts\bin\sm_service.exe install
--force
--name=ic-npm-isis-server
--description=”EMC Smarts NPM for ISIS Server”
--startmode=runonce 
C:\InCharge\NPM\smarts\bin\sm_server.exe
--name=INCHARGE-ISIS
--config=isis
--port=0
--subscribe=default
--output
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UNIX (IPv4 mode only) /opt/InCharge/NPM/smarts/bin/sm_service install
--force
--name=ic-npm-isis-server
--description=”EMC Smarts NPM for ISIS Server”
--startmode=runonce 
/opt/InCharge/NPM/smarts/bin/sm_server
--name=INCHARGE-ISIS
--config=isis
--port=0
--bootstrap=bootstrap-ipv4.conf
--subscribe=default
--output


Windows (IPv4 mode 
only)


C:\InCharge\NPM\smarts\bin\sm_service.exe install
--force
--name=ic-npm-isis-server
--description=”EMC Smarts NPM for ISIS Server”
--startmode=runonce 
--C:\InCharge\NPM\smarts\bin\sm_server.exe
--name=INCHARGE-ISIS
--config=isis
--port=0
--bootstrap=bootstrap-ipv4.conf
--subscribe=default
--output


Network Protocol Manager for OSPF


UNIX (IPv6 and IPv4 
mode)


/opt/InCharge/NPM/smarts/bin/sm_service install
--force
--name=ic-npm-ospf-server
--description=”EMC Smarts NPM for OSPF Server”
--startmode=runonce 
/opt/InCharge/NPM/smarts/bin/sm_server
--name=INCHARGE-OSPF
--config=ospf
--port=0
--subscribe=default
--output


Windows (IPv6 and 
IPv4 mode)


C:\InCharge\NPM\smarts\bin\sm_service.exe install
--force
--name=ic-npm-OSPF-server
--description=”EMC Smarts NPM for OSPF Server”
--startmode=runonce 
C:\InCharge\NPM\smarts\bin\sm_server.exe
--name=INCHARGE-OSPF
--config=ospf
--port=0
--subscribe=default
--output
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UNIX (IPv4 mode only) /opt/InCharge/NPM/smarts/bin/sm_service install
--force
--name=ic-npm-OSPF-server
--description=”EMC Smarts NPM for OSPF Server”
--startmode=runonce 
/opt/InCharge/NPM/smarts/bin/sm_server
--name=INCHARGE-OSPF
--config=ospf
--port=0
--bootstrap=bootstrap-ipv4.conf
--subscribe=default
--output


Windows (IPv4 mode 
only)


C:\InCharge\NPM\smarts\bin\sm_service.exe install
--force
--name=ic-npm-OSPF-server
--description=”EMC Smarts NPM for OSPF Server”
--startmode=runonce 
C:\InCharge\NPM\smarts\bin\sm_server.exe
--name=INCHARGE-OSPF
--config=ospf
--port=0
--bootstrap=bootstrap-ipv4.conf
--subscribe=default
--output


Services for the Optical Transport Manager
This section provides the default UNIX and Windows commands that are used to install 
the services manually for the EMC Smarts Optical Transport Manager. Type the command 
on one line.


EMC Smarts Optical Transport Manager for Next Generation WDM


UNIX opt/InCharge/OTM/smarts/bin/sm_service install 
--force  
--unmanaged
--startmode=runonce 
--name=ic-wdm-ng-server 
--description=”EMC Smarts Optical Transport Manager for Next 
Generation WDM” 
opt/InCharge/OTM/smarts/bin/sm_server 
--name=OTM-WDM-NG
--config=wdm-ng 
--subscribe=default 
--ignore-restore-errors
--output 


Windows C:\InCharge\OTM\smarts\bin\sm_service.exe install
--force
--unmanaged
--startmode=runonce
--name=ic-wdm-ng-server
--description=”EMC Smarts Optical Transport Manager for Next 
Generation WDM”
C:\InCharge\OTM\smarts\bin\sm_server.exe
--name=OTM-WDM-NG
--config=wdm-ng
--subscribe=default
--ignore-restore-errors
--output 
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EMC Smarts Optical Transport Manager for SDH (Topology)


UNIX opt/InCharge/OTM/smarts/bin/sm_service install 
--force  
--unmanaged
--startmode=runonce 
--name=ic-sdh-topology-server 
--description=”EMC Smarts Optical Transport Manager for SDH 
Topology” 
opt/InCharge/OTM/smarts/bin/sm_server 
--name=OTM-SDH-TOPOLOGY
--config=osm-t 
--subscribe=default 
--ignore-restore-errors
--output 


Windows C:\InCharge\OTM\smarts\bin\sm_service.exe install
--force
--unmanaged
--startmode=runonce
--name=ic-sdh-topology-server
--description=”EMC Smarts Optical Transport Manager for SDH 
Topology”
C:\InCharge\OTM\smarts\bin\sm_server.exe
--name=OTM-SDH-TOPOLOGY
--config=osm-t
--subscribe=default
--ignore-restore-errors
--output 


EMC Smarts Optical Transport Manager for SDH (Analysis)


UNIX opt/InCharge/OTM/smarts/bin/sm_service install 
--force  
--unmanaged
--startmode=runonce 
--name=ic-sdh-analysis-server 
--description=”EMC Smarts Optical Transport Manager for SDH 
Analysis” 
opt/InCharge/OTM/smarts/bin/sm_server 
--name=OTM-SDH-ANALYSIS
--config=osm-a 
--subscribe=default 
--norestore
--output 


Windows C:\InCharge\OTM\smarts\bin\sm_service.exe install
--force
--unmanaged
--startmode=runonce
--name=ic-sdh-analysis-server
--description=”EMC Smarts Optical Transport Manager for SDH 
Analysis”
C:\InCharge\OTM\smarts\bin\sm_server.exe
--name=OTM-SDH-ANALYSIS
--config=osm-a
--subscribe=default
--norestore
--output 
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EMC Smarts Optical Transport Manager for PDH (Topology)


UNIX opt/InCharge/OTM/smarts/bin/sm_service install 
--force  
--unmanaged
--startmode=runonce 
--name=ic-pdh-topology-server 
--description=”EMC Smarts Optical Transport Manager for PDH 
Topology” 
opt/InCharge/OTM/smarts/bin/sm_server 
--name=OTM-PDH-TOPOLOGY
--config=pdh-t 
--subscribe=default 
--ignore-restore-errors
--output 


Windows C:\InCharge\OTM\smarts\bin\sm_service.exe install
--force
--unmanaged
--startmode=runonce
--name=ic-pdh-topology-server
--description=”EMC Smarts Optical Transport Manager for PDH 
Topology”
C:\InCharge\OTM\smarts\bin\sm_server.exe
--name=OTM-PDH-TOPOLOGY
--config=pdh-t
--subscribe=default
--ignore-restore-errors
--output 


EMC Smarts Optical Transport Manager for PDH (Analysis)


UNIX opt/InCharge/OTM/smarts/bin/sm_service install 
--force  
--unmanaged
--startmode=runonce 
--name=ic-pdh-analysis-server 
--description=”EMC Smarts Optical Transport Manager for PDH 
Analysis” 
opt/InCharge/OTM/smarts/bin/sm_server 
--name=OTM-PDH-ANALYSIS
--config=pdh-a 
--subscribe=default 
--norestore
--output 


Windows C:\InCharge\OTM\smarts\bin\sm_service.exe install
--force
--unmanaged
--startmode=runonce
--name=ic-pdh-analysis-server
--description=”EMC Smarts Optical Transport Manager for PDH 
Analysis”
C:\InCharge\OTM\smarts\bin\sm_server.exe
--name=OTM-PDH-ANALYSIS
--config=pdh-a
--subscribe=default
--norestore
--output 
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EMC Smarts Optical Transport Manager for WDM (Topology)


UNIX opt/InCharge/OTM/smarts/bin/sm_service install 
--force  
--unmanaged
--startmode=runonce 
--name=ic-wdm-topology-server 
--description=”EMC Smarts Optical Transport Manager for WDM 
Topology” 
opt/InCharge/OTM/smarts/bin/sm_server 
--name=OTM-WDM-TOPOLOGY
--config=wdm-t 
--subscribe=default 
--ignore-restore-errors
--output 


Windows C:\InCharge\OTM\smarts\bin\sm_service.exe install
--force
--unmanaged
--startmode=runonce
--name=ic-wdm-topology-server
--description=”EMC Smarts Optical Transport Manager for WDM 
Topology”
C:\InCharge\OTM\smarts\bin\sm_server.exe
--name=OTM-WDM-TOPOLOGY
--config=wdm-t
--subscribe=default
--ignore-restore-errors
--output 


EMC Smarts Optical Transport Manager for WDM (Analysis)


UNIX opt/InCharge/OTM/smarts/bin/sm_service install 
--force  
--unmanaged
--startmode=runonce 
--name=ic-wdm-analysis-server 
--description=”EMC Smarts Optical Transport Manager for WDM 
Analysis” 
opt/InCharge/OTM/smarts/bin/sm_server 
--name=OTM-WDM-ANALYSIS
--config=wdm-a 
--subscribe=default 
--norestore
--output 


Windows C:\InCharge\OTM\smarts\bin\sm_service.exe install
--force
--unmanaged
--startmode=runonce
--name=ic-wdm-analysis-server
--description=”EMC Smarts Optical Transport Manager for WDM 
Analysis”
C:\InCharge\OTM\smarts\bin\sm_server.exe
--name=OTM-WDM-ANALYSIS
--config=wdm-a
--subscribe=default
--norestore
--output 
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EMC Smarts Optical Transport Manager for IP Cross Domain Analysis


UNIX opt/InCharge/OTM/smarts/bin/sm_service install 
--force  
--unmanaged
--startmode=runonce 
--name=ic-xd-otm-ip-server 
--description=”EMC Smarts Optical Transport Manager - IP CrossDomain 
Analysis Server” 
opt/InCharge/OTM/smarts/bin/sm_server 
--name=OTM-WDM-TOPOLOGY
--config=icxd-ao 
--subscribe=default 
--ignore-restore-errors
--output 


Windows C:\InCharge\OTM\smarts\bin\sm_service.exe install
--force
--unmanaged
--startmode=runonce
--name=ic-xd-otm-ip-server 
--description=”EMC Smarts Optical Transport Manager - IP CrossDomain 
Analysis Server
C:\InCharge\OTM\smarts\bin\sm_server.exe
--name=OTM-WDM-TOPOLOGY
--config=icxd-ao 
--subscribe=default
--ignore-restore-errors
--output 


EMC Smarts TMF814 Cisco CTM Adapter for OTM


UNIX opt/InCharge/OTM/smarts/bin/sm_service install 
--force  
--unmanaged
--startmode=runonce 
--name=ic-tmf814-cisco-ctm-adapter 
--description=”EMC Smarts TMF814 Cisco CTM Adapter for OTM” 
opt/InCharge/OTM/smarts/bin/sm_server 
--name=OTM-CISCO-ADAPTER
--config=tmf814Cisco 
--subscribe=default 
--norestore
--output 


Windows C:\InCharge\OTM\smarts\bin\sm_service.exe install
--force
--unmanaged
--startmode=runonce
--name=ic-tmf814-cisco-ctm-adapter 
--description=”EMC Smarts TMF814 Cisco CTM Adapter for OTM”
C:\InCharge\OTM\smarts\bin\sm_server.exe
--name=OTM-CISCO-ADAPTER
--config=tmf814Cisco 
--subscribe=default
--norestore
--output 
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EMC Smarts TMF814 Ciena On-Center Adapter for OTM


UNIX opt/InCharge/OTM/smarts/bin/sm_service install 
--force  
--unmanaged
--startmode=runonce 
--name=ic-tmf814-ciena-onctr-adapter 
--description=”EMC Smarts TMF814 Ciena On-Center Adapter for OTM” 
opt/InCharge/OTM/smarts/bin/sm_server 
--name=OTM-CIENA-ADAPTER
--config=tmf814Ciena 
--subscribe=default 
--norestore
--output 


Windows C:\InCharge\OTM\smarts\bin\sm_service.exe install
--force
--unmanaged
--startmode=runonce
--name=ic-tmf814-ciena-onctr-adapter 
--description=”EMC Smarts TMF814 Ciena On-Center Adapter for OTM”
C:\InCharge\OTM\smarts\bin\sm_server.exe
--name=OTM-CIENA-ADAPTER
--config=tmf814Ciena 
--subscribe=default
--norestore
--output 


Services for the VoIP Availability Manager
This section provides the default UNIX and Windows commands that are used to install 
services manually for the VoIP Availability Manager. Type the command on one line.


VoIP Availability Manager


UNIX /opt/InCharge/VoIP/smarts/bin/sm_service install 
--force 
--unmanaged 
--startmode=runonce 
--name=ic-voip-server 
--description=”EMC Smarts VoIP Availability Manager” 
--env=SM_JAVA_ENABLED=YES 
/opt/InCharge/VoIP/smarts/bin/sm_server 
--name=VoIP-AM 
--config=voip 
--port=0 
--subscribe=default 
--ignore-restore-errors 
--output
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Windows C:\InCharge\VoIP\smarts\bin\sm_service.exe install 
--force 
--unmanaged 
--startmode=runonce 
--name=ic-voip-server 
“--description=EMC Smarts VoIP Availability Manager” 
“--env=SM_JAVA_ENABLED=YES” 
C:\InCharge\VoIP\smarts\bin\sm_server.exe 
“--name=VoIP-AM”
“--config=voip” 
“--port=0” 
“--subscribe=default” 
“--ignore-restore-errors” 
“--output”


VoIP Notification Trap Adapter


UNIX /opt/InCharge/VoIP/smarts/bin/sm_service install 
--force 
--unmanaged 
--startmode=runonce 
--name=ic-voip-notification-trapd-receiver 
--description=”EMC VoIP Notification Trap Adapter” 
/opt/InCharge/VoIP/smarts/bin/sm_trapd 
--name=TRAP-INCHARGE-VOIP 
--server=INCHARGE-OI 
--config=voip 
--port=9002 
--model=sm_actions 
--rules=voip/voip_trap_mgr_parse.asl 
--output=TRAP-INCHARGE-VOIP


Windows C:\InCharge\VoIP\smarts\bin\sm_service.exe install 
--force 
--unmanaged 
--startmode=runonce 
--name=ic-voip-notification-trapd-receiver 
--description=”EMC VoIP Notification Trap Adapter” 
C:\InCharge\VoIP\smarts\bin\sm_trapd.exe 
--name=TRAP-INCHARGE-VOIP 
--server=INCHARGE-OI 
--config=voip 
--port=9002 
--model=sm_actions 
--rules=voip\voip_trap_mgr_parse.asl 
--output=TRAP-INCHARGE-VOIP
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APPENDIX C
Procedures for CD/DVD-ROMs


This appendix includes commands and examples for working with a CD/DVD-ROM to 
install or upgrade product software. It consists of the following topics:


◆ Mounting a CD/DVD-ROM on UNIX systems...........................................................  148
◆ Loading a CD/DVD-ROM on Windows ....................................................................  149
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Mounting a CD/DVD-ROM on UNIX systems
Use the following procedure to find the instructions appropriate for your operating system:


1. Insert the CD/DVD-ROM into the optical drive.


2. If the CD/DVD-ROM is automatically mounted, continue to step 3 . Otherwise, select 
the appropriate mount command as shown in Table 20 on page 148. 


Table 20  Mounting the CD/DVD-ROM for UNIX operating systems 


Operating 
system Commands and examples


# mount -o ro -F hsfs <device> /mnt


Example:
# mount -o ro -F hsfs /dev/dsk/c0t6d0s0 /mnt


# mount <device>


Example:
# mount /dev/cdrom /mnt/cdrom


3. Change to the CD/DVD-ROM directory by typing the appropriate command from 
Table 21 on page 148. 


Table 21  Changing to the CD/DVD-ROM directory in UNIX operating systems 


Operating 
system Command


# cd /cdrom/<os>/<product>_SUITE/suite


# cd /mnt/suite


# cd /cdrom/<os>/<product>_SUITE/suite


# cd /mnt/cdrom/suite


CentOS


Linux


where <device> is the mount point for the optical drive.


CentOS If Volume Manager (VM) is running:


If VM is not running:


Linux If Automount is running:


If Automount is not running:


where: <os> is the operating system, for example, CentOS_64, linux_64, or winnt_64.
<product> is the product software, for example, IP or MPLS.
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Loading a CD/DVD-ROM on Windows
The installation program starts automatically on Windows systems when AutoPlay or 
AutoRun is enabled:


1. Insert the CD/DVD-ROM into the optical drive. If AutoPlay or AutoRun is enabled, the 
installation program starts automatically using the Wizard mode.


2. If the installation program does not start, use Windows Explorer to locate the top-level 
folder of the mounted CD/DVD-ROM.


3. Locate the \product directory on the CD/DVD-ROM and double-click the setup 
executable.


If you want to run CLI mode or Unattended mode on a Windows system, you need to 
disable the AutoPlay or AutoRun feature. To do so, press and hold the Shift key for 
approximately 10 seconds while inserting the CD/DVD-ROM into the optical drive.
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APPENDIX D
Using the MPLS server_config Utility


This appendix pertains to the MPLS Manager. It provides an overview of the split topology 
architecture, an overview of the server_config utility used to rename domain groups and 
domains, and instructions on how to run the script.


◆ Use the server_config.pl script to change domain names ......................................  152
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Use the server_config.pl script to change domain names


Purpose


When installed and unless the default domain name is changed during installation, MPLS 
Manager is configured with the default domain group name of INCHARGE-MPLS.


From this default domain group name, the three MPLS Manager server names are 
constructed by appending the function specific suffix to the default domain group name:   


◆ INCHARGE-MPLS-TOPOLOGY


◆ INCHARGE-MPLS-MONITORING


◆ INCHARGE-MPLS-ANALYSIS


TOPOLOGY, MONITORING, and ANALYSIS are always appended to the Domain Group name 
to generate the three MPLS Manager domain managers.


A script (server_config.pl) is provided to make it easier to define server names, to update 
names, and populate the domain names changes to the default configurations files. Once 
updated, these new domain names are used by the TOPOLOGY, MONITORING and 
ANALYSIS servers.


Run the script


After the different servers have been installed with the default domain manager's names, 
you can use the server_config script to customize the domain managers’ names. 


The MPLS Manager post installation script uses the sm_perl command from either the 
MPLS BASEDIR/smarts/bin directory or from the location where the server_config.pl post 
installation script is located. 


From the Perl /bin directory
Invoke the post installation script from the directory where the MPLS Manager post 
installation script is located.


sm_perl server_config.pl -o <OldGroupName> -n <NewGroupName> -b <BASEDIR>


From the MPLS installation directory
Invoke the post installation script from the directory where Perl is installed.


./sm_perl <BASEDIR>/smarts/script/mpls-tma/server_config.pl -o <OldGroupName> -n
<NewGroupName> -b <BASEDIR>


Invoke the command line script server_config.pl options from the BASEDIR/smarts/bin/ 
directory as follows:


◆ Install services with default name if they have not been installed previously (see 
Example ).


server_config.pl -i -o <OldGroupName> -n<NewGroupName> -b<BASEDIR>


◆ Rename services that have been installed previously (see Example ).
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server_config.pl -o <OldGroupName> -n<NewGroupName> -b<BASEDIR>


◆ Generate a list of services that have been installed previously (see Example ).


server_config.pl -s -b <BASEDIR>


◆ Display information on how to run the script with examples (see Example ).


server_config.pl -h


Example 1 server_config.pl -i -o “INCHARGE-MPLS” -n “HQ-MPLS” -b 
opt/InCharge/MPLS/smarts/


Example 2 server_config.pl -o “INCHARGE-MPLS” -n “HQ-MPLS” -b 
opt/InCharge/MPLS/smarts/


Example 3 server_config.pl -s -b opt/InCharge/MPLS/smarts/


Example 4 server_config.pl -h


Script options


Following are the required and optional command line script parameters: 


Avoid using the following special characters when entering text strings for 
<OldGroupName> and <NewGroupName>: $ / \ 


Table 22  server_config.pl script command line options (page 1 of 2)


Option Purpose


--install-service
or
-i


Indicates that the service needs to be installed. 
• This parameter must be used with the --old-group, --new-group, and 


--basedir parameters.
• If the services are not installed, they are installed.
• If services are already installed, they are uninstalled and reinstalled with 


the NewGroupName.


--old-group="<OldGroupName>" 
or
-o "<OldGroupName>" 


A required value that specifies the old group name to be changed. 
• You must include the OldGroupName variable string in double quotes.
• This parameter must be used with the --new-group and --basedir 


parameters.
• If services are running, will terminate without doing anything.


--new-group="<NewGroupName>" 
or 
-n "<NewGroupName>"


A required value that specifies the new group name.
• You must include the NewGroupName variable string in double quotes.
• This parameter must be used with the --old-group and --basedir 


parameters.
• If services are running, will terminate without doing anything.


--basedir=<BASEDIR> 
or 
-b <BASEDIR>


A required value which specifies the installation base directory. 
• This parameter must be used with the --old-group and --new-group 


parameters.
• If services are running, will terminate without doing anything.
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The order of the parameters is not important.


Always include the BASEDIR of the installed services in the command line. The only 
instances where you do not have to include it is when using the Help (-h) option.


Following are the steps that the script performs once invoked:


1. If the local directory BASEDIR/smarts/local/conf/mpls-tma does not already exist, it is 
created and a copy of the original mpls-tma.conf file from the 
BASEDIR/smarts/conf/mpls-tma directory is copied to it.


2. If a service corresponding to the <OldGroupName> is installed, the following process is 
initiated:


a. If the service is running and the user command line argument is not -s or --show, 
the script displays an error message and exits. You must stop the services before 
you can rename them.


b. If the service is not running and the Service Daemon is running, then the script 
uninstalls the service for the current <OldGroupName>, installs the service for the 
<NewGroupName>, then continues to step 4.


c. If the service is not running and the Service Daemon is not running, then the script 
displays a warning that there is potential for mismatch, uninstalls the service for 
the current <OldGroupName>, installs the service for the <NewGroupName>, then 
continues to step 4.


3. If a service corresponding to the <OldGroupName> is not installed, the following 
process is initiated:


a. If the installation option (--i or -install-service) is not specified, the scripts does not 
install the service.


b. If the installation option (--i or -install-service) is specified and if the Service 
Daemon is running, the script installs the service corresponding to the 
<NewGroupName>.


c. If the installation option (--i or -install-service) is specified and if the Service 
Daemon is not running, the script warns you that you must start it and exits without 
further action.


--show 
or 
-s


Indicates that you want to see the current group names, services and Domain 
Manager names. 
• With this option, no changes are made to either the service or the 


configuration file. 
• This parameter must be used with the --basedir parameter.


--help 
or 
-h


--help or -h shows command line parameters and examples.
This parameter is used alone.


Table 22  server_config.pl script command line options (page 2 of 2)


Option Purpose
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4. After step 2  or step 3  are performed, the script copies the previous local 
configuration file to a backup file named .<OldGroupName><.bak>


5. The script then replaces the <OldGroupName> with <NewGroupName> in 
BASEDIR/smarts/local/conf/mpls-tma/mpls-tma.conf and terminates.
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APPENDIX E
EMC Smart Optical Transport Manager 
Configuration


This appendix provides instructions on configuring EMC Smarts Optical Transport Manager 
to communicate with the Global Manager component of the EMC Smarts Service 
Assurance Manager.


This appendix consists of the following topics:


◆ Prerequisites ........................................................................................................  158
◆ Configuring Optical Transport Manager .................................................................  159
◆ Configuring the Service Assurance Manager..........................................................  167
◆ Configuring the presentation layer Global Manager ...............................................  168
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Prerequisites


Optical Transport Manager


Before you configure Optical Transport Manager, one or more of the following Optical 
Transport Manager domain managers must be installed:


◆ Optical Transport Manager for SONET/SDH


◆ Optical Transport Manager for PDH


◆ Optical Transport Manager for WDM


◆ Optical Transport Manager for Next Generation WDM


Except for the OTM for Next Generation WDM, each of the above domain managers has a 
Topology/Monitoring server and an Analysis server. 


If you installed the Optical Transport Manager for WDM NG (Next Generation), you must 
install and configure EMC M&R, the SolutionPack for Optical Wavelength Services, and the 
SolutionPack for EMC Smarts. The Service Assurance Suite Documentation Index, 
available on the EMC Community Network (ECN), provides links to these documents.


Note: In each domain, except for the OTM for Next Generation WDM domain, both 
Topology server and Analysis server must be installed and configured. In addition, OTM-IP 
XD may be installed and configured.


Note: The Optical Transport Manager and adapters do not need to be installed on the 
same host. However, you must register each component with the same EMC Broker that 
the Global Manager which manages the component is registered with.


SAM servers used with OTM


When OTM is connected to an IP XD Manager (IP cross-domain manager), three SAM 
servers should be started:


1. Connect the first SAM server to the OTM domains only.


2. Connect the second SAM server to the IP domain servers only.


3. Connect the third SAM server to the SAM servers described in steps 1 and 2 
(connecting OTM domains and other analysis domains) and to the OTM-IP XD Manager 
server.


Global Manager


To configure and use the Global Manager with OTM, the following components must be 
installed on appropriate hosts in your network:


◆ Broker


◆ Global Console 


◆ Global Manager
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Configuring Optical Transport Manager


OTM settings


The various Optical Transport Manager Domain Manager servers, except for the Next 
Generation WDM Domain Manager, need to know the names of the other servers in order 
to communicate with each other for the following purposes:


◆ For importing topology from a Topology server to an Analysis server within a given 
domain. For example, from the SDH Topology server to the SDH Analysis server.


◆ For running post-processing in one domain after a topology change or update in 
another domain.


All OTM Domain Managers use this same file for configuration. The file is named 
otm-settings.conf and is found in the BASEDIR/smarts/conf directory.


To modify the otm-settings.conf file, use the sm_edit utility as described in Appendix A, 
“The sm_edit utility.”


The configurable parameters, by default, look like this:


wdmTopologyServerName="OTM-WDM-TOPOLOGY"
sdhTopologyServerName="OTM-SDH-TOPOLOGY"
pdhTopologyServerName="OTM-PDH-TOPOLOGY"
wdmAnalysisServerName="OTM-WDM-ANALYSIS"
sdhAnalysisServerName="OTM-SDH-ANALYSIS"
pdhAnalysisServerName="OTM-PDH-ANALYSIS"


Change the names of the servers as needed for your configuration. Comment out any 
servers you are not using by adding a pound sign (“#”) at the beginning of the line.


IMPORTANT


You must specify both Topology and Analysis servers of any Domain Manager.


Configuring EMC M&R for the OTM Next Generation WDM Manager


To configure EMC M&R for the OTM Next Generation WDM Manager, you need to specify 
the EMC M&R service location and EMC M&R login credentials. Perform these steps:


1. Specify the EMC M&R service location.


The OTM Next Generation WDM Manager fetches topology data from the EMC M&R 
time-series database, using the EMC M&R Web-service APIs. You need to configure the 
M&R host or hosts (in case of multiple databases) which run the Web Service Backend 
with the OTM Next Generation WDM Manager. 


a. Open the <BASEDIR>/smarts/mnr-adapter/MNR.conf file with the sm_edit utility:


bin/sm_edit conf/mnr-adapter/MNR.conf
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b. Locate the following section. Remove the comment characters (#) and make the 
required changes:


# <MnR_InstanceName> {
# HostName = <FQDN of the Host where the M&R server is running. 
Default is "localhost">
# Port = <The port on which the M&R frontend is running. Default 
is 58080>
# ListenerPort = <The port on which the M&R HTTP Listener is 
running. Default is 55442>
# Protocol = HTTP/HTTPS <Protocol for accessing the M&R server. 
Default is HTTP>
# }
#


For example: 


itops-tco-116.lss.emc.com {
HostName = itops-tco-116.lss.emc.com
}


c. If your deployment has multiple M&R hosts (in case of multiple databases) which 
run the Web Service Backend, copy the code section in Step b and modify it 
accordingly.


d. Save the file.


2. Supply the EMC M&R login credentials for the OTM Next Generation WDM Manager. 


a. Open the Service Assurance Manager Global Console attached to the OTM Next 
Generation WDM Manager (OTM-WDM-NG, for example).


b. In the Topology Browser Console, select Configure > Domain Manager 
Administration Console.


c. In the Domain Manager Administration Console, select Configure > Polling and 
Thresholds.


d. Select the Device Access tab.


e. Expand EMC M&R Access Configuration > EMC M&R Access > Settings and select 
MnR Access Setting.


f. Type the EMC M&R username (admin, for example) for the UserID field and the 
password for the Password field.


g. Click Apply to save the changes.


h. (Required) Reconfigure the OTM Next Generation WDM Manager.


Once you specify the EMC M&R login credentials, they persisted in the domain 
manager's repository in an encrypted format. Repeat this step only if the EMC M&R 
access credentials need to be changed.
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Configure the RabbitMQ service for the OTM Next Generation WDM Domain Manager


To configure the RabbitMQ service for OTM Next Generation WDM Manager, you need to 
set the SM_AMQP_LOCATION environment variable in the runcmd_env.sh file and ensure 
the RabbitMQ security credentials are correct in the clientConnect.conf file. Perform these 
steps:


1. Specify the RabbitMQ location.


The OTM Next Generation WDM Domain Manager receives events from EMC M&R 
though the RabbitMQ service. The default RabbitMQ service which is part of the 
EMC Smarts Service Assurance manager is used for this purpose. You need to set 
SM_AMQP_LOCATION environment variable in the OTM runcmd_env.sh file.


a. Go to the BASEDIR/smarts/bin directory and enter this command to open the 
runcmd_env.sh file:


sm_edit conf/runcmd_env.sh


b. Add the SM_AMQP_LOCATION environment variable with the RabbitMQ location:


SM_AMQP_URL=amqp://<host>:5672/


The default AMQP port is 5672. If a different port is in use for some reason, use 
that port for the SM_AMQP_URL environment variable.


c. Save and close the file.


2. Ensure the RabbitMQ credentials are correct.


The security credentials for the RabbitMQ server are read from the OTM 
clientConnect.conf file. 


• If the default username or password is not changed in the RabbitMQ, this step is 
not required. 


• If the RabbitMQ credentials are changed for some reason, specify the new 
credentials in the OTM clientConnect.conf file. 


To do so, perform:


a. Go to the BASEDIR/smarts/bin directory and enter this command to open the 
clientConnect.conf file:


sm_edit conf/clientConnect.conf


b. Add the following line in the clientConnect.conf file anywhere before the 
"*:*:admin:changeme" line at the end.


*:AMQP-C/*:<username>:<password>


OTM-Extensions


The OTM-Extensions module is installed as part of the SAM installation. It provides 
additional OTM functionality to an existing installation of the Service Assurance Manager.
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Configuration scenarios


There are multiple scenarios in which OTM can be configured with SAM. These are covered 
in the following sections:


◆ “Configuring OTM for a two-level hierarchical SAM” on page 162


◆ “Configuring OTM for a single SAM installation” on page 165


◆ “Configuring OTM for a three-level hierarchical SAM” on page 165 


Configuring OTM for a two-level hierarchical SAM
Two-level hierarchy could mean either of the following scenarios:


MBIM SAM-PRES


IP, MPLS,… SAM-OTM


OTM


Figure 4  Two-level hierarchical SAM: Scenario A
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MBIM SAM PRESMBIM SAM-PRES


SAM-AGG


MPLSIP OTM


Figure 5  Two-level hierarchical SAM: Scenario B


In Scenario B, the SAM-AGG configuration is the same as that for SAM-OTM in Scenario A 
since this is the SAM that is directly attached to the OTM servers. Therefore, the 
configuration procedure is the same for both scenarios.


To configure OTM for a two-level hierarchical SAM, perform the following steps:


1. Create a directory for SAM-PRES. For purposes of this procedure, the term top-sam is 
used.


a. cd {SAM BASEDIR}/smarts/local/conf


b. mkdir top-sam


2. A new parameter XDUpdateImpactList is introduced. By setting this parameter to 
TRUE, a synchronization between SAM-PRES and SAM-OTM (in case of Figure 1) or 
SAM-PRES to SAM-AGG (in case of Figure 2) and SAM-OTM occurs whenever an OTM 
notification status update is detected for processing. 


From the {SAM BASEDIR}/smarts/local/conf/ics folder, edit the dxa-sam.conf file.


Note: Modifying the dxa-sam.conf file is applicable in all instances where a top-level 
SAM installation communicates with an underlying SAM installation.


a. Open dxa-sam.conf


b. Add the following line to the end of the file:


XDUpdateImpactList TRUE


c. Save and close the file.
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3. Traverse to the top-sam directory.


a. cd {SAM BASEDIR}/smarts/local/conf/top-sam


4. Copy the contents of the {SAM BASEDIR}/smarts/conf/ics and {SAM 
BASEDIR}/smarts/local/conf/ics directories to the {SAM 
BASEDIR}/smarts/local/conf/top-sam directory.


a. cp -p {SAM BASEDIR}/smarts/conf/ics/*.* .


b. cp -p {SAM BASEDIR}/smarts/local/conf/ics/*.* .


5. In the top-sam directory, edit the dxa-sam.conf file. 


a. Open dxa-sam.conf using the sm_edit utility.


b. Add these lines to the bottom of the file after the "#Subscribe to a Notification List" 
comment section.


# NLName/n
sub     Default/n
#sub    ALL_NOTIFICATIONS/n
notification
attr UserDefined1
attr UserDefined2
attr UserDefined3
attr UserDefined4
attr UserDefined5
attr UserDefined6
attr UserDefined7
attr UserDefined8
attr UserDefined9
attr UserDefined10


6. In the top-sam directory, you must copy the following lines to the weights.conf file.


Note: This step is applicable for all top-level SAM installations.


a. Copy the following lines:


ClassWeight OpticalNetworkElement          0
ClassWeight TopologicalLink                0
NotificationClassWeight HighOrder_Circuit             1
NotificationClassWeight LowOrder_Circuit              1
NotificationClassWeight ClientCircuit                 1
NotificationClassCheck TopologicalLink
NotificationClassCheck DropSideTopologicalLink
NotificationClassCheck BBFiberLink
NotificationClassCheck BBTopologicalLink
NotificationClassCheck BBDropSideTopologicalLink
NotificationClassCheck Equipment
NotificationClassCheck Card
NotificationClassCheck EquipmentProtectionGroup
NotificationClassCheck FiberLink
NotificationClassCheck FiberBundle
NotificationClassCheck OpticalNetworkElement
NotificationClassCheck HighOrder_Trail
NotificationClassCheck LowOrder_Trail
NotificationClassCheck Transponder
NotificationClassCheck Amplifier
NotificationClassCheck PTP
NotificationClassCheck Conduit


b. Open the weights.conf file using the sm_edit utility.
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c. Paste the lines that you copied to the end of this file.


d. Save and close the file.


7. Restart the server for the new settings to take effect.


Note: This procedure is used as the baseline for other configuration scenarios in this 
appendix.


Configuring OTM for a single SAM installation


MBIM SAM-PRESMBIM


IP, MPLS,… OTM


Figure 6  Single OTM and SAM installation


Note: The procedure for the standard two-level hierarchical SAM configuration, 
“Configuring OTM for a two-level hierarchical SAM” on page 162, is used as the baseline 
procedure for this configuration.


Perform step 6  from the standard two-level hierarchical SAM configuration to copy lines to 
the weights.conf file. Ignore the reference to the top-sam directory in this step.


Configuring OTM for a three-level hierarchical SAM 
Three-level hierarchical SAM includes SAM-presentation, SAM-AGG (aggregate), and 
SAM-OTM (SAM to which OTM servers directly attach). 
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MBIM SAM-PRES


SAM-AGG


IP MPLS SAM-OTMIP, MPLS,… SAM-OTM


OTM


Figure 7  Three-level hierarchical SAM


In the three-level hierarchical configuration, SAM-Pres and SAM-AGG implementation 
could be:


◆ running out of the same installation (same SAM BASEDIR) or


◆ running out of separate installations (two separate SAM BASEDIRs).


Configuring SAM-Pres and SAM-AGG having same SAM BASEDIR


Note: The procedure for the standard two-level hierarchical SAM configuration, 
“Configuring OTM for a two-level hierarchical SAM” on page 162, is used as the baseline 
procedure for this configuration.


The following would be the differences from the standard two-level hierarchical SAM 
configuration and a three-level hierarchical SAM configuration using the same SAM 
{BASEDIR} to prepare the configuration.


Note: As in the two-level SAM hierarchical configuration, the SAM base installation will be 
considered to be the SAM-OTM area.


◆ Create and configure Presentation SAM by following the steps detailed in “Configuring 
OTM for a two-level hierarchical SAM” on page 162.


◆ Start the SAM-PRES (presentation level SAM) using the following command:


./sm_server -b <broker name & Port No> -n SAM-PRES -c top-sam 
--ignore-restore-errors --output --daemon


Where top-sam is the name of the configuration directory created for SAM-PRES.
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Configuring SAM-Pres and SAM-AGG having different SAM BASEDIRs


Note: The procedure for the standard two-level hierarchical SAM configuration, 
“Configuring OTM for a two-level hierarchical SAM” on page 162, is used as the baseline 
procedure for this configuration.


The following would be the differences between the standard two-level hierarchical SAM 
configuration and a three-level hierarchical SAM configuration using different SAM 
{BASEDIR}.


◆ The server to be used for SAM-OTM (1st level SAM) must have the configuration steps 
done that pertain to SAM-OTM from the two-level hierarchical configuration. See 
“Configuring OTM for a two-level hierarchical SAM” on page 162.


◆ The server to be used for SAM-AGG (2nd level SAM) must have the configuration steps 
done that pertain to top-sam directory level from the two-level hierarchical 
configuration. This configuration must be done in the BASEDIR area (/local/conf/ics) 
for this SAM installation. See “Configuring OTM for a two-level hierarchical SAM” on 
page 162.


◆ The server to be used for SAM-PRES (3rd level SAM) must have the configuration steps 
done that pertain to top-sam directory level from the two-level hierarchical 
configuration. This configuration would be done in the BASEDIR area (/local/conf/ics) 
for this SAM installation. See “Configuring OTM for a two-level hierarchical SAM” on 
page 162.


Note: When starting the three SAMs which could be located on different machines, care 
must be taken to use the same broker:port for all of them in the runcmd_env.sh files. For 
example "SM_BROKER_DEFAULT=machinename:6666", where machinename is the name 
of the machine, where the Broker and the OTM-SAM were started.


Configuring the Service Assurance Manager
Configure the Service Assurance Manager (Global Manager) to specify each Optical 
Transport Manager as its source: 


1. In the Global Console attached to the Global Manager, select Configure > Global 
Manager Administration Console to open the Global Manager Administration Console.


2. In the left panel, select ICS Configuration > IC Domain Configuration > Domains.


3. Select the domain name for your Optical Transport Manager to display its 
configuration window (right panel). Depending upon your deployment, the domain 
names may include:


• OTM-SDH-ANALYSIS


• OTM-SDH-TOPOLOGY


• OTM-PDH-ANALYSIS


• OTM-PDH-TOPOLOGY


• OTM-WDM-ANALYSIS
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• OTM-WDM-TOPOLOGY


• OTM-IP-XD


4. In the configuration window, ensure that the Enabled checkbox is selected.


If the Enabled checkbox is not selected:


a. Select the Enabled checkbox.


b. Click the Reconfigure button, then the Yes button.


c. In the Server Reconfiguration information dialog box, click Close.


For complete information about the Global Manager Administration Console and Service 
Assurance configuration tasks, consult the EMC Smarts Service Assurance Manager 
Configuration Guide.


Configuring the presentation layer Global Manager
If you are deploying Optical Transport Manager in a hierarchical configuration, you will 
need to configure the presentation layer Global Manager as described in this section. 


The hierarchical aggregation configuration shown in Figure 8 on page 169, uses multiple 
Global Managers at the aggregation layer to address the following configurations:


◆ More than 10 underlying domains: EMC Corporation recommends that each Global 
Manager at the aggregation layer supports a maximum of 10 EMC Smarts domains. 
The example in Figure 8 on page 169, therefore, could support 20 domains.


◆ Geographically separate groups of domains: Using a standard Global Manager 
configuration would force some domains to connect to a Global Manager over a 
high-latency link. Additional Global Managers at the aggregation layer would be 
located in the same geographical area as the domains.


To ensure that acknowledgements and ownership of notifications are properly 
propagated, Service Assurance clients should only connect to the Global Manager at the 
top-level, presentation layer.
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Aggregation
Layer


Presentation
Layer


Global


Manager


Global


Manager


Global


Manager


Global


Console


Underlying
DomainsUnderlying


DomainsOTM
Domain


Managers


Underlying
DomainsUnderlying


DomainsOTM
Domain


Managers


Figure 8  Hierarchical aggregation Domain Manager configuration


Hierarchical aggregation is one example of hierarchical configuration.


The presentation layer Global Manager, or any Global Manager that does not connect 
directly to a OTM Domain Manager, needs to be configured using the following procedure 
to avoid duplicate OTM processing in the top level.


Note: This configuration should only be made to the top-level Global Manager or 
Managers, not the Global Managers which are directly connected to OTM servers.


Refer “Configuring OTM for a two-level hierarchical SAM”  on page 162 for further 
instructions.
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Configuration Scanner tool Sample Output


This appendix provides sample output for the Configuration Scanner tool. It consists of the 
following topics:


◆ Files created by Configuration Scanner tool...........................................................  172
◆ Sample outputs ....................................................................................................  172
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Files created by Configuration Scanner tool
The following files are created by the tool:


◆ sm_configscan_report-<time_stamp>.txt: This is the report file created by the 
Configuration Scanner tool. This file contains:


• List of files installed by the TTP, if any


• List of files introduced by the user


• Modifications made to the discovery.conf, tpmgr-param.conf and 
name-resolver.conf files


• List of file differences for each modified file


• List of modifications found in the server 


“Report when server is specified” on page 173 and “Report when server is not 
specified” on page 178 provides sample outputs.


◆ sm_configscan-<time_stamp>.tar: This tar file contains the following:


• A copy of the Configuration Scanner report file


• sm_configscanner.log


• A copy of runcmd_env.sh


• ConfigScanAdapter.log


• PnTallOutput.txt: lists all the settings found on the server


• A directory containing the DIFF files for each modified files


The output files for the configuration scanner tool is available under the
<BASEDIR>/smarts/local/logs/Final_sm_getinfo<timesatamp>.tar file. 


Sample outputs
This section provides sample outputs for the following:


◆ “Running Configuration Scanner tool with server name” on page 172


◆ “Report when server is specified” on page 173


◆ “Running Configuration Scanner tool without server name” on page 178


◆ “Report when server is not specified” on page 178


Running Configuration Scanner tool with server name


You can run the tool by specifying a running server in the command line. In this scenario, 
the tool scans for changes you have made in the values of both the polling and threshold 
settings and configuration files. A sample output is provided: 


C:\InCharge\IP\smarts\bin>sm_perl sm_getinfo -s INCHARGE-AMPM -k
Executing sm_configscan ...
===============================================================sm_moni


tor about to run!
Please enter the correct credentials in clientConnect.conf
Or be prepared to enter the credentials below:
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===============================================================Getting 
hardware Info...


Getting AMPM show-dm-process info...
MAIN-N-Closing this log file at August 28, 2012 4:02:24 AM EDT; 


continuing in
C:\InCharge\IP\smarts\local\logs\AMPM-show-dm-proc-28Aug2012-040223_en


_US_UTF-8.log
Getting AMPM stacktrace info...
Exiting eval via last at C:/InCharge/IP/smarts/bin//sm_monitor.pl line 


180.
Getting AMPM queues info...
Getting AMPM subscriptions info...
Getting AMPM threads info...
Getting AMPM flows info...
Getting AMPM clients info...
Getting netstat info...
Getting tasklist info...
Getting log file...
Getting rps files...
Getting Monitor...
Getting Accessor Ping...
Getting Accessor Poll...
Getting Problems...
Getting instrumentation for IP...
MAIN-N-Closing this log file at August 28, 2012 4:05:13 AM EDT; 


continuing in
C:\InCharge\IP\smarts\local\logs\AMPM-instrumentation-28Aug2012-040223


_en_US_UTF-8.log
Deleting files: 


C:\InCharge\IP\smarts\local\logs\smgetinfo_files\*smgetinfo-version
s.log*


Getting the Smarts server version ...
Getting the Executable versions ...
Getting the Local lib versions ...
Getting the lib versions ...
Getting the list of installed TTPs ...
No TTPs currently installed
No patches currently installed.
Archiving the files...
Writing to sm_getinfo28Aug2012-040132.tar.zip ...
... Done writing to Final_sm_getinfo28Aug2012-040132.tar.zip
Please send the file: 


C:\InCharge\IP\smarts\local\logs\Final_sm_getinfo28Aug2012-040132.t
ar.zip to EMC Support


Report when server is specified


The following is the sample of the report when the tool is run specifying a running server in 
the command line:


Version: IP.9.1.0.0
These files have been modified in the installation:
===================================================
C:/InCharge/IP/smarts/local/conf/discovery/discovery.conf
C:/InCharge/IP/smarts/local/conf/discovery/name-resolver.conf
C:/InCharge/IP/smarts/local/conf/discovery/oid2type_Cisco.conf
C:/InCharge/IP/smarts/local/conf/discovery/oid2type_Misc.conf
C:/InCharge/IP/smarts/local/conf/discovery/tpmgr-param.conf
These files have been introduced in the installation: 
=====================================================
C:/InCharge/IP/smarts/local/repos/icf/INCHARGE-AMPM.rps
C:/InCharge/IP/smarts/local/repos/icf/INCHARGE-AMPM.rps.bak
Server Name: INCHARGE-AMPM
The following Polling and Threshold settings were modified in the 


installation: 
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============================================================
POLLING::Polling Groups::5620 SAM Managed Systems::Connectivity 


Polling - External Poller::InstrumentCards
  Current Value : TRUE
  Default Value : FALSE
POLLING::Polling Groups::ComputeFabric::Environment 


Polling::PollingInterval
  Current Value : 120
  Default Value : 240
POLLING::Polling Groups::ComputeFabric::Environment Polling::Retries
  Current Value : 4
  Default Value : 3
POLLING::Polling Groups::ComputeFabric::Connectivity 


Polling::PollingInterval
  Current Value : 30
  Default Value : 240
POLLING::Polling Groups::Routers::Environment Polling::PollingInterval
  Current Value : 30
  Default Value : 240
THRESHOLD::Interface Groups::1 Gb Ethernet::Ethernet Interface/Port 


Performance::BroadcastThreshold
  Current Value : 10
  Default Value : 15
The following changes were made to some special configuration files: 
============================================================
File: C:/InCharge/IP/smarts/local/conf/discovery/discovery.conf
  Attribute Name : MetroEthernetEnabled
    Current Value  : TRUE
    Default Value  : FALSE
    Comment        : Modified
  Attribute Name : defaultTimeout
    Current Value  : 2000
    Default Value  : 1000
    Comment        : Modified
  Attribute Name : defaultRetries
    Current Value  : 8
    Default Value  : 5
    Comment        : Modified
  Attribute Name : defaultSNMPAutoRetries
    Current Value  : 4
    Default Value  : 3
    Comment        : Modified
  Attribute Name : DiscoveryAddrPref
    Current Value  : "IPV4FIRST_IPV6NEXT"
    Default Value  : "IPV6FIRST_IPV4NEXT"
    Comment        : Modified
  Attribute Name : numberProbeThreads
    Current Value  : 15
    Default Value  : 10
    Comment        : Modified
  Attribute Name : LicenseThresholdPercentage
    Current Value  : 40
    Default Value  : 90
    Comment        : Modified
File: C:/InCharge/IP/smarts/local/conf/discovery/name-resolver.conf
  Attribute Name : NameFormat
    Current Value  : "TM_USESEEDNAME"
    Default Value  : "TM_USEAUTONAME"
    Comment        : Modified
  Attribute Name : TM_USEAGENTADDRESS
    Current Value  : 3
    Default Value  : 4
    Comment        : Modified
  Attribute Name : TM_USEPRIVATEIP
    Current Value  : 4
    Default Value  : 3
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    Comment        : Modified
File: C:/InCharge/IP/smarts/local/conf/discovery/tpmgr-param.conf
  Attribute Name : maxOIDsPerPacketForASNMP
    Current Value  : 15
    Default Value  : 19
    Comment        : Modified
  Attribute Name : GetBulkPattern-.1.3.6.1.4.1.1872.1.15
    Current Value  : TRUE
    Default Value  : 
    Comment        : Newly added
  Attribute Name : GetBulkRetriesOverrideRatio-.1.3.6.1.4.1.1872.1.15
    Current Value  : 1.5
    Default Value  : 
    Comment        : Newly added
  Attribute Name : GetBulkTimeoutOverrideRatio-.1.3.6.1.4.1.1872.1.15
    Current Value  : 2.5
    Default Value  : 
    Comment        : Newly added
  Attribute Name : IFTypePatternIFExt.1.3.6.1.4.1.119.1.3.13.4
    Current Value  : 
    Default Value  : 39|53|1
    Comment        : Removed
  Attribute Name : IFTypePattern-SwitchPort.1.3.6.1.4.1.119.1.14.8
    Current Value  : 
    Default Value  : 37
    Comment        : Removed
The following are two way text differences:
===========================================
<--- C:/InCharge/IP/smarts/conf/discovery/discovery.conf --->
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 54 to 54 >>>>>>>>>>>>>>
defaultRetries = 5 
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 54 to 54 <<<<<<<<<<<<<<
defaultRetries = 8 
<=============== End Difference ===============>
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 61 to 61 >>>>>>>>>>>>>>
defaultTimeout = 1000
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 61 to 61 <<<<<<<<<<<<<<
defaultTimeout = 2000
<=============== End Difference ===============>
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 82 to 82 >>>>>>>>>>>>>>
defaultSNMPAutoRetries = 3 
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 82 to 82 <<<<<<<<<<<<<<
defaultSNMPAutoRetries = 4 
<=============== End Difference ===============>
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 97 to 97 >>>>>>>>>>>>>>
numberProbeThreads = 10
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 97 to 97 <<<<<<<<<<<<<<
numberProbeThreads = 15
<=============== End Difference ===============>
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 280 to 280 >>>>>>>>>>>>>>
DiscoveryAddrPref =  "IPV6FIRST_IPV4NEXT"
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
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<<<<<<<<<<<<<< From line: 280 to 280 <<<<<<<<<<<<<<
DiscoveryAddrPref =  "IPV4FIRST_IPV6NEXT"
<=============== End Difference ===============>
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 287 to 287 >>>>>>>>>>>>>>
MetroEthernetEnabled = FALSE
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 287 to 287 <<<<<<<<<<<<<<
MetroEthernetEnabled = TRUE
<=============== End Difference ===============>
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 290 to 290 >>>>>>>>>>>>>>
LicenseThresholdPercentage = 90 
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 290 to 290 <<<<<<<<<<<<<<
LicenseThresholdPercentage = 40 
<=============== End Difference ===============>
<----------------------------------------------->
<--- C:/InCharge/IP/smarts/conf/discovery/name-resolver.conf --->
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 19 to 18 >>>>>>>>>>>>>>
#NameFormat = "TM_USESEEDNAME"
NameFormat = "TM_USEAUTONAME"
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 18 to 19 <<<<<<<<<<<<<<
NameFormat = "TM_USESEEDNAME"
#NameFormat = "TM_USEAUTONAME"
<=============== End Difference ===============>
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 30 to 29 >>>>>>>>>>>>>>
AutoNameOrder 3 TM_USEPRIVATEIP
AutoNameOrder 4 TM_USEAGENTADDRESS
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 29 to 30 <<<<<<<<<<<<<<
AutoNameOrder 3 TM_USEAGENTADDRESS
AutoNameOrder 4 TM_USEPRIVATEIP
<=============== End Difference ===============>
<----------------------------------------------->
<--C:/InCharge/IP/smarts/conf/discovery/oid2type_Cisco.conf ->
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 12369 to 12370 >>>>>>>>>>>>>>
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 12370 to 12384 <<<<<<<<<<<<<<
.1.3.6.1.4.1.9.1.916 {
TYPE = Firewall
VENDOR = Cisco
MODEL = ciscoASA5580sc
CERTIFICATION = CERTIFIED
CONT = Cisco-Entity
HEALTH = Cisco-Entity
INSTRUMENTATION:
CPU/Memory = CiscoRouter:DeviceID
Interface-Fault = MIB2
Interface-Performance = MIB2
}
<=============== End Difference ===============>
<----------------------------------------------->
<--C:/InCharge/IP/smarts/conf/discovery/oid2type_Misc.conf -->
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 8816 to 8806 >>>>>>>>>>>>>>
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.1.3.6.1.4.1.10734.1.3.8 {
TYPE = Firewall
VENDOR = TippingPoint
MODEL = TippingPointIPS
CERTIFICATION = CERTIFIED
CONT = MIB2-IfStack
INSTRUMENTATION:
Interface-Fault = MIB2
Interface-Performance     = MIB2
}
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 8806 to 8816 <<<<<<<<<<<<<<
#.1.3.6.1.4.1.10734.1.3.8 {
# TYPE = Firewall
# VENDOR = TippingPoint
# MODEL = TippingPointIPS
# CERTIFICATION = CERTIFIED
# CONT = MIB2-IfStack
#
#INSTRUMENTATION:
# Interface-Fault = MIB2
# Interface-Performance = MIB2
#}
<=============== End Difference ===============>
<----------------------------------------------->
<--C:/InCharge/IP/smarts/conf/discovery/tpmgr-param.conf --->
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 40 to 40 >>>>>>>>>>>>>>
IFTypePatternIFExt.1.3.6.1.4.1.119.1.3.13.4 39|53|1
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 40 to 40 <<<<<<<<<<<<<<
#IFTypePatternIFExt.1.3.6.1.4.1.119.1.3.13.4 39|53|1
<=============== End Difference ===============>
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 125 to 125 >>>>>>>>>>>>>>
IFTypePattern-SwitchPort.1.3.6.1.4.1.119.1.14.8 37
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 125 to 125 <<<<<<<<<<<<<<
#IFTypePattern-SwitchPort.1.3.6.1.4.1.119.1.14.8 37
<=============== End Difference ===============>
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 554 to 554 >>>>>>>>>>>>>>
#GetBulkPattern-.1.3.6.1.4.1.1872.1.15 TRUE
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 554 to 554 <<<<<<<<<<<<<<
GetBulkPattern-.1.3.6.1.4.1.1872.1.15 TRUE
<=============== End Difference ===============>
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 565 to 565 >>>>>>>>>>>>>>
#GetBulkTimeoutOverrideRatio-.1.3.6.1.4.1.1872.1.15 2.5
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 565 to 565 <<<<<<<<<<<<<<
GetBulkTimeoutOverrideRatio-.1.3.6.1.4.1.1872.1.15 2.5
<=============== End Difference ===============>
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 576 to 576 >>>>>>>>>>>>>>
#GetBulkRetriesOverrideRatio-.1.3.6.1.4.1.1872.1.15 1.5
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 576 to 576 <<<<<<<<<<<<<<
GetBulkRetriesOverrideRatio-.1.3.6.1.4.1.1872.1.15 1.5
<=============== End Difference ===============>
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<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 582 to 582 >>>>>>>>>>>>>>
maxOIDsPerPacketForASNMP 19
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 582 to 582 <<<<<<<<<<<<<<
maxOIDsPerPacketForASNMP 15
<=============== End Difference ===============>
<----------------------------------------------->


Running Configuration Scanner tool without server name


You can run the tool without specifying a running server in the command line. In this 
scenario, the tool only scans for changes you made to the configuration files. A sample 
output is provided:


C:\InCharge\IP\smarts\bin>sm_perl sm_getinfo -k
Executing sm_configscan ...
Deleting files: 


C:\InCharge\IP\smarts\local\logs\smgetinfo_files\*smgetinfo-version
s.log*


Getting the Smarts server version ...
Getting the Executable versions ...
Getting the Local lib versions ...
Getting the lib versions ...
Getting the list of installed TTPs ...
No TTPs currently installed
No patches currently installed.
Archiving the files...
Writing to sm_getinfo28Aug2012-044639.tar.zip ...
... Done writing to Final_sm_getinfo28Aug2012-044639.tar.zip
Please send the file: 


C:\InCharge\IP\smarts\local\logs\Final_sm_getinfo28Aug2012-044639.t
ar.zip to EMC Support


Report when server is not specified


The following is the sample of the report when the tool is run without specifying a running 
server in the command line:


Version: IP.9.1.0.0
These files have been modified in the installation: 
===================================================
C:/InCharge/IP/smarts/local/conf/discovery/discovery.conf
C:/InCharge/IP/smarts/local/conf/discovery/name-resolver.conf
C:/InCharge/IP/smarts/local/conf/discovery/oid2type_Cisco.conf
C:/InCharge/IP/smarts/local/conf/discovery/oid2type_Misc.conf
C:/InCharge/IP/smarts/local/conf/discovery/tpmgr-param.conf
These files have been introduced in the installation: 
=====================================================
C:/InCharge/IP/smarts/local/repos/icf/INCHARGE-AMPM.rps
C:/InCharge/IP/smarts/local/repos/icf/INCHARGE-AMPM.rps.bak
The following changes were made to some special configuration files: 
===============================================================
File: C:/InCharge/IP/smarts/local/conf/discovery/discovery.conf
  Attribute Name : MetroEthernetEnabled
    Current Value  : TRUE
    Default Value  : FALSE
    Comment        : Modified
  Attribute Name : defaultTimeout
    Current Value  : 2000
    Default Value  : 1000
    Comment        : Modified
  Attribute Name : defaultRetries
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    Current Value  : 8
    Default Value  : 5
    Comment        : Modified
  Attribute Name : defaultSNMPAutoRetries
    Current Value  : 4
    Default Value  : 3
    Comment        : Modified
  Attribute Name : DiscoveryAddrPref
    Current Value  : "IPV4FIRST_IPV6NEXT"
    Default Value  : "IPV6FIRST_IPV4NEXT"
    Comment        : Modified
  Attribute Name : numberProbeThreads
    Current Value  : 15
    Default Value  : 10
    Comment        : Modified
  Attribute Name : LicenseThresholdPercentage
    Current Value  : 40
    Default Value  : 90
    Comment        : Modified
File: C:/InCharge/IP/smarts/local/conf/discovery/name-resolver.conf
  Attribute Name : NameFormat
    Current Value  : "TM_USESEEDNAME"
    Default Value  : "TM_USEAUTONAME"
    Comment        : Modified
  Attribute Name : TM_USEAGENTADDRESS
    Current Value  : 3
    Default Value  : 4
    Comment        : Modified
  Attribute Name : TM_USEPRIVATEIP
    Current Value  : 4
    Default Value  : 3
    Comment        : Modified


File: C:/InCharge/IP/smarts/local/conf/discovery/tpmgr-param.conf
  Attribute Name : maxOIDsPerPacketForASNMP
    Current Value  : 15
    Default Value  : 19
    Comment        : Modified
  Attribute Name : GetBulkPattern-.1.3.6.1.4.1.1872.1.15
    Current Value  : TRUE
    Default Value  : 
    Comment        : Newly added
  Attribute Name : GetBulkRetriesOverrideRatio-.1.3.6.1.4.1.1872.1.15
    Current Value  : 1.5
    Default Value  : 
    Comment        : Newly added
  Attribute Name : GetBulkTimeoutOverrideRatio-.1.3.6.1.4.1.1872.1.15
    Current Value  : 2.5
    Default Value  : 
    Comment        : Newly added
  Attribute Name : IFTypePatternIFExt.1.3.6.1.4.1.119.1.3.13.4
    Current Value  : 
    Default Value  : 39|53|1
    Comment        : Removed
  Attribute Name : IFTypePattern-SwitchPort.1.3.6.1.4.1.119.1.14.8
    Current Value  : 
    Default Value  : 37
    Comment        : Removed
The following are two way text differences:
===========================================
<--- C:/InCharge/IP/smarts/conf/discovery/discovery.conf --->
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 54 to 54 >>>>>>>>>>>>>>
defaultRetries = 5 
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
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<<<<<<<<<<<<<< From line: 54 to 54 <<<<<<<<<<<<<<
defaultRetries = 8 
<=============== End Difference ===============>
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 61 to 61 >>>>>>>>>>>>>>
defaultTimeout = 1000
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 61 to 61 <<<<<<<<<<<<<<
defaultTimeout = 2000
<=============== End Difference ===============>
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 82 to 82 >>>>>>>>>>>>>>
defaultSNMPAutoRetries = 3 
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 82 to 82 <<<<<<<<<<<<<<
defaultSNMPAutoRetries = 4 
<=============== End Difference ===============>
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 97 to 97 >>>>>>>>>>>>>>
numberProbeThreads = 10
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 97 to 97 <<<<<<<<<<<<<<
numberProbeThreads = 15
<=============== End Difference ===============>
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 280 to 280 >>>>>>>>>>>>>>
DiscoveryAddrPref =  "IPV6FIRST_IPV4NEXT"
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 280 to 280 <<<<<<<<<<<<<<
DiscoveryAddrPref =  "IPV4FIRST_IPV6NEXT"
<=============== End Difference ===============>
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 287 to 287 >>>>>>>>>>>>>>
MetroEthernetEnabled = FALSE
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 287 to 287 <<<<<<<<<<<<<<
MetroEthernetEnabled = TRUE
<=============== End Difference ===============>
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 290 to 290 >>>>>>>>>>>>>>
LicenseThresholdPercentage = 90 
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 290 to 290 <<<<<<<<<<<<<<
LicenseThresholdPercentage = 40 
<=============== End Difference ===============>
<----------------------------------------------->
<--C:/InCharge/IP/smarts/conf/discovery/name-resolver.conf -->
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 19 to 18 >>>>>>>>>>>>>>
#NameFormat = "TM_USESEEDNAME"
NameFormat = "TM_USEAUTONAME"
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 18 to 19 <<<<<<<<<<<<<<
NameFormat = "TM_USESEEDNAME"
#NameFormat = "TM_USEAUTONAME"
<=============== End Difference ===============>
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 30 to 29 >>>>>>>>>>>>>>
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AutoNameOrder 3 TM_USEPRIVATEIP
AutoNameOrder 4 TM_USEAGENTADDRESS
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 29 to 30 <<<<<<<<<<<<<<
AutoNameOrder 3 TM_USEAGENTADDRESS
AutoNameOrder 4 TM_USEPRIVATEIP
<=============== End Difference ===============>
<----------------------------------------------->


<--C:/InCharge/IP/smarts/conf/discovery/oid2type_Cisco.conf-->
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 12369 to 12370 >>>>>>>>>>>>>>
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 12370 to 12384 <<<<<<<<<<<<<<


.1.3.6.1.4.1.9.1.916 {
TYPE = Firewall
VENDOR = Cisco
MODEL = ciscoASA5580sc
CERTIFICATION = CERTIFIED
CONT = Cisco-Entity
HEALTH = Cisco-Entity


INSTRUMENTATION:
CPU/Memory = CiscoRouter:DeviceID
Interface-Fault = MIB2
Interface-Performance = MIB2
}
<=============== End Difference ===============>
<----------------------------------------------->
<--C:/InCharge/IP/smarts/conf/discovery/oid2type_Misc.conf -->
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 8816 to 8806 >>>>>>>>>>>>>>
.1.3.6.1.4.1.10734.1.3.8 {
TYPE = Firewall
VENDOR = TippingPoint
MODEL = TippingPointIPS
CERTIFICATION = CERTIFIED
CONT = MIB2-IfStack


INSTRUMENTATION:
Interface-Fault           = MIB2
Interface-Performance     = MIB2
}
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 8806 to 8816 <<<<<<<<<<<<<<
#.1.3.6.1.4.1.10734.1.3.8 {
# TYPE = Firewall
# VENDOR = TippingPoint
# MODEL = TippingPointIPS
# CERTIFICATION = CERTIFIED
# CONT = MIB2-IfStack
#
#INSTRUMENTATION:
# Interface-Fault           = MIB2
# Interface-Performance     = MIB2
#}
<=============== End Difference ===============>
<----------------------------------------------->


<--C:/InCharge/IP/smarts/conf/discovery/tpmgr-param.conf --->
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 40 to 40 >>>>>>>>>>>>>>
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IFTypePatternIFExt.1.3.6.1.4.1.119.1.3.13.4 39|53|1
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 40 to 40 <<<<<<<<<<<<<<
#IFTypePatternIFExt.1.3.6.1.4.1.119.1.3.13.4 39|53|1
<=============== End Difference ===============>
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 125 to 125 >>>>>>>>>>>>>>
IFTypePattern-SwitchPort.1.3.6.1.4.1.119.1.14.8 37
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 125 to 125 <<<<<<<<<<<<<<
#IFTypePattern-SwitchPort.1.3.6.1.4.1.119.1.14.8 37
<=============== End Difference ===============>
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 554 to 554 >>>>>>>>>>>>>>
#GetBulkPattern-.1.3.6.1.4.1.1872.1.15 TRUE
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 554 to 554 <<<<<<<<<<<<<<
GetBulkPattern-.1.3.6.1.4.1.1872.1.15 TRUE
<=============== End Difference ===============>
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 565 to 565 >>>>>>>>>>>>>>
#GetBulkTimeoutOverrideRatio-.1.3.6.1.4.1.1872.1.15 2.5
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 565 to 565 <<<<<<<<<<<<<<
GetBulkTimeoutOverrideRatio-.1.3.6.1.4.1.1872.1.15 2.5
<=============== End Difference ===============>
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 576 to 576 >>>>>>>>>>>>>>
#GetBulkRetriesOverrideRatio-.1.3.6.1.4.1.1872.1.15 1.5
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 576 to 576 <<<<<<<<<<<<<<
GetBulkRetriesOverrideRatio-.1.3.6.1.4.1.1872.1.15 1.5
<=============== End Difference ===============>
<============== Start Difference ==============>
>>>>>>>>>>>>>> Base File Contents >>>>>>>>>>>>>> 
>>>>>>>>>>>>>> From line: 582 to 582 >>>>>>>>>>>>>>
maxOIDsPerPacketForASNMP 19
<<<<<<<<<<<<<< Local File Contents <<<<<<<<<<<<<< 
<<<<<<<<<<<<<< From line: 582 to 582 <<<<<<<<<<<<<<
maxOIDsPerPacketForASNMP 15
<=============== End Difference ===============>
<----------------------------------------------->
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PREFACE


As part of an effort to improve its product lines, EMC periodically releases revisions of its 
software and hardware. Therefore, some functions described in this document might not 
be supported by all versions of the software or hardware currently in use. The product 
release notes provide the most up-to-date information on product features.


Contact your EMC technical support professional if a product does not function properly or 
does not function as described in this document.


Note: This document was accurate at publication time. Go to EMC Online Support 
(https://support.emc.com) to ensure that you are using the latest version of this 
document.


Purpose
This document describes how to use EMC® Smarts® VoIP Availability Manager to manage 
and monitor Cisco Voice over IP (VoIP) environments. It presents procedures for initiating 
and customizing the VoIP Availability Manager discovery process.


Audience
This document is part of the EMC Smarts VoIP Manager documentation set. It is intended 
for:


◆ System administrators who are responsible for the administration, configuration, or 
use of VoIP Availability Manager.


◆ IT managers who are seeking to understand the VoIP discovery process that is 
performed by EMC Smarts VoIP Availability Manager.


EMC Smarts VoIP Manager installation directory
In this document, the term BASEDIR represents the location where EMC Smarts software is 
installed:


◆ For UNIX, this location is /opt/InCharge/<product>.


◆ For Windows, this location is C:\InCharge\<product>.


On UNIX operating systems, EMC Smarts VoIP Manager is, by default, installed to 
/opt/InCharge/VoIP/smarts. On Windows operating systems, this product is, by default, 
installed to C:\InCharge\VoIP\smarts. This location is referred to as BASEDIR/smarts.


Optionally, you can specify the root of BASEDIR to be something other than /opt/InCharge 
(on UNIX) or C:\InCharge (on Windows), but you cannot change the <product> location 
under the root directory.


The EMC Smarts System Administration Guide provides detailed information about the 
directory structure for EMC Smarts software.
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EMC Smarts VoIP Manager products
The EMC Smarts VoIP Manager includes the following products:


◆ EMC Smarts VoIP Availability Manager


◆ EMC Smarts VoIP Enablement Pack for Avaya


◆ EMC Smarts VoIP Enablement Pack for Cisco


◆ EMC Smarts VoIP Enablement Pack for ACME


◆ EMC Smarts VoIP Integration Pack for VoIP Performance Manager


◆ EMC Smarts VoIP Performance Manager


◆ EMC Smarts VoIP Performance Reporter


Related documentation
In addition to this document, EMC Corporation provides a Help system for command line 
programs as well as product documentation.


Help for command line programs


Descriptions of command line programs are available as HTML pages. The index.html file, 
which provides an index to the various commands, is located in the 
BASEDIR/smarts/doc/html/usage directory. 


EMC Smarts documentation


Readers of this guide might find the following related documentation helpful. These 
documents are updated periodically. Electronic versions of the updated manuals are 
available on EMC Online Support:


◆ EMC Smarts System Administration Guide


◆ EMC Smarts Common Information Model (ICIM) Reference for Service Assurance 
Manager


◆ EMC Smarts Common Information Model (ICIM) 1.11 Reference for Non-Service 
Assurance Manager Products


◆ EMC Smarts ASL Reference Guide


◆ EMC Smarts Perl Reference Guide


◆ EMC Smarts MODEL Reference Guide


◆ EMC Smarts Foundation EMC Data Access API (EDAA) Programmer Guide


◆ EMC Smarts Foundation Documentation Portfolio


EMC Smarts VoIP Manager documentation


The following documents are relevant to users of the EMC Smarts VoIP Manager:


◆ EMC Smarts VoIP Availability Manager Release Notes


◆ EMC Smarts Installation Guide for SAM, IP, ESM, MPLS, VoIP, and NPM Managers


◆ EMC Smarts Open Source License and Copyright Information
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◆ EMC Smarts Failover System User Guide


◆ EMC Smarts VoIP Manager Overview and Integration Guide


◆ EMC Smarts VoIP Availability Manager Configuration Guide


◆ EMC Smarts VoIP Availability Manager Discovery Guide


◆ EMC Smarts VoIP Availability Manager User Guide


◆ EMC Smarts VoIP Enablement Pack for Avaya User Guide


◆ EMC Smarts VoIP Enablement Pack for Cisco User Guide


◆ EMC Smarts VoIP Availability Manager Certification Matrix


◆ EMC Smarts VoIP Availability Manager Documentation Portfolio


Conventions used in this document
EMC uses the following conventions for special notices:


DANGER indicates a hazardous situation which, if not avoided, will result in death or 
serious injury. 


WARNING indicates a hazardous situation which, if not avoided, could result in death or 
serious injury. 


CAUTION, used with the safety alert symbol, indicates a hazardous situation which, if not 
avoided, could result in minor or moderate injury. 


NOTICE is used to address practices not related to personal injury.


Note: A note presents information that is important, but not hazard-related.


IMPORTANT


An important notice contains information essential to software or hardware operation.
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Typographical conventions


EMC uses the following type style conventions in this document:


Where to get help
EMC support, product, and licensing information can be obtained as follows:


Product information — For documentation, release notes, software updates, or 
information about EMC products, go to EMC Online Support at:


https://support.emc.com


Technical support — Go to EMC Online Support and click Service Center. You will see 
several options for contacting EMC Technical Support. Note that to open a service request, 
you must have a valid support agreement. Contact your EMC sales representative for 
details about obtaining a valid support agreement or with questions about your account.


Your comments
Your suggestions will help us continue to improve the accuracy, organization, and overall 
quality of the user publications. Send your opinions of this document to:


techpubcomments@emc.com


Bold Use for names of interface elements, such as names of windows, dialog 
boxes, buttons, fields, tab names, key names, and menu paths (what the 
user specifically selects or clicks)


Italic Use for full titles of publications referenced in text


Monospace Use for:
• System output, such as an error message or script
• System code
• Pathnames, filenames, prompts, and syntax
• Commands and options


Monospace italic Use for variables.


Monospace bold Use for user input.


[ ] Square brackets enclose optional values


| Vertical bar indicates alternate selections — the bar means “or”


{ } Braces enclose content that the user must specify, such as x or y or z


... Ellipses indicate nonessential information omitted from the example
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CHAPTER 1
Introduction 


This chapter describes the concepts of using the EMC Smarts VoIP Enablement Pack for 
Cisco to discover and monitor Cisco VoIP networks and VoIP services. It consists of the 
following sections


◆ About the Cisco Enablement Pack ...........................................................................  12
◆ Installation and licensing ........................................................................................  12
◆ Device and call-processing-application support.......................................................  13
◆ Discovery ................................................................................................................  14
◆ Monitoring ..............................................................................................................  15
◆ Analysis ..................................................................................................................  15
◆ Discovery and monitoring requirements ..................................................................  15
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About the Cisco Enablement Pack
The EMC® Smarts® VoIP Enablement Pack for Cisco (Cisco Enablement Pack) is part of 
VoIP Availability Manager and operates in conjunction with VoIP Availability Manager. It is 
a software package that discovers and monitors Cisco-specific devices and services in a 
Cisco Voice over IP environment (VoIP).


Discovery and monitoring is performed over a combination of infrastructure and VoIP 
services. The infrastructure includes media gateways, IP phones, IP phone groups, 
switches, routers, and IP private branch exchange (PBX) servers. The VoIP services include 
VoIP telephony applications and VoIP software services and processes. The 
inter-dependencies between these objects are represented in the VoIP topology.


Installation and licensing
The Cisco Enablement Pack is installed from the media (CD/DVD-ROM or downloaded 
installer file) on which the VoIP Availability Manager software resides. It is installed into 
the same installation directory as VoIP Availability Manager.


The Cisco Enablement Pack requires its own feature license. The name of the license is 
AP_VOIP_CISCO.


After the Cisco Enablement Pack is installed and licensed, it starts whenever the VoIP 
Availability Manager is started.


If you manually install the service for VoIP Availability Manager, be sure to specify the 
--java option. Java support is required for Cisco support. 


The EMC Smarts Installation Guide for SAM, IP, ESM, MPLS, VoIP, and NPM Managers 
provides installation and licensing procedures.
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Device and call-processing-application support
Table 1 on page 13 identifies some of the Cisco devices and call-processing applications 
that can be discovered by the Cisco Enablement Pack. The entire set of supported Cisco 
device and application versions are identified in the EMC Smarts VoIP Availability Manager 
Certification Matrix. 


Table 1  Cisco device and call-processing-application support


Device/call-processing application


Cisco Unified Communications Manager (CUCM), formerly Cisco Unified CallManager and Cisco 
CallManager (CCM)


Cisco Unified Communications Manager Express (Cisco Unified CME), formerly Cisco Unified 
CallManager Express and Cisco CallManager Express (CME or CCME)


Cisco Emergency Responder (CER)


Survivable Remote Site Telephony (SRST)


Unified Border Element


Unified Contact Center Enterprise (UCCE), formerly IP Contact Center Enterprise


Unified Contact Center Express (UCCX), formerly IP Contact Center Express


Unified Presence Server


Unity


Unity Connection


Unity Express


IP Phones


IP Phone Groups


Service: Customer Response Application (CRA)


Service: Dial Peer


Service: H.323
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Discovery
The Cisco Enablement Pack includes Cisco-specific probes that are activated when the 
VoIP Availability Manager starts. When the probes discover VoIP services on a device, they 
add them to VoIP Availability Manager’s repository as instances of the classes that are 
listed in “Cisco Enablement Pack object classes” on page 24.


The Cisco Enablement Pack supports Simple Network Management Protocol (SNMP) and 
Simple Object Access Protocol (SOAP) discovery. After it completes its SNMP and SOAP 
discovery, it uses SNMP and SOAP polling results and received SNMP traps to update the 
status of the discovered topology.


The Cisco Enablement Pack uses SNMP to discover and poll IPv4-only and dual-stack 
devices in the managed network environment, and uses SOAP to discover and poll 
IPv4-only and dual-stack CallManager servers in the managed network environment. It 
supports SNMPv1, v2c, and v3 discovery and SNMPv1 and v2c monitoring.


SNMP discovery


The Cisco Enablement Pack discovers VoIP services by sending SNMP requests to the 
devices in the VoIP network. It uses a multi-threaded SNMP discovery probe, which means 
that SNMP discovery may run in multiple concurrent threads.


If a probe of a device is successful, the Cisco Enablement Pack creates an object for each 
discovered VoIP entity and places the objects in VoIP Availability Manager’s repository. 
Examples of discovered VoIP entities are VoIP applications, network services, and 
processes.


SOAP discovery


The Cisco Enablement Pack discovers Cisco IP phone by sending SOAP requests to the 
CallManager servers in the VoIP network. The SOAP discovery probes locate the Cisco 
Publisher database and discover IP phones and IP phone groups.


If a probe of the Cisco Publisher database is successful, the Cisco Enablement Pack 
creates an object for each discovered IP phone and places the IP phone objects in VoIP 
Availability Manager’s repository. It also creates a CallManager object for the discovered 
Publisher.


For SOAP discovery, a user must configure SOAP login credentials for the Cisco 
CallManager servers. Instructions for configuring the “Cisco Call Managers Version 5 and 
above” security group are given in “SOAP login credentials” on page 19 and “Configuring 
SOAP access security groups” on page 21.
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Monitoring
The Cisco Enablement Pack uses SNMP polling, SOAP polling, and SNMP trap processing 
to continuously monitor the status of the discovered topology. It applies the status 
updates to the appropriate attributes of the corresponding topology objects in VoIP 
Availability Manager’s repository.


Analysis
The status updates from the Cisco Enablement Pack serve as input to the data model in 
VoIP Availability Manager’s repository. VoIP Availability Manager combines this input with 
status updates from IP Availability Manager and VoIP Performance Manager to diagnose 
root-cause availability and performance problems and impacts. It exports the results of its 
root-cause analysis, impact analysis, and performance analysis to the Global Manager, 
where the results are displayed in the form of EMC Smarts notifications in the Notification 
Log Console view of the Global Console.


The EMC Smarts VoIP Availability Manager User Guide provides information about the 
notifications that are created by VoIP Availability Manager.


Discovery and monitoring requirements
All devices in the managed environment must be SNMP accessible in order for IP 
Availability Manager and the Cisco Enablement Pack to discover them. In addition, all 
Cisco CallManager servers in the managed environment must SOAP accessible in order for 
the Cisco Enablement Pack to gather IP phone information from them.


The EMC Smarts VoIP Availability Manager Configuration Guide provides instructions for 
enabling SNMP and SOAP access.


The following additional requirements must also be met:


◆ Enable the discovery of IP phones, IP phone groups, and voicemail boxes.


The EMC Smarts VoIP Availability Manager Configuration Guide provides instructions 
for enabling the discovery of IP phones, IP phone groups, and voicemail boxes.


◆ Ensure that the critical processes are running on the devices, in order for the Cisco 
Enablement Pack to discover the VoIP applications on the devices.


The cert-cisco.conf file, which is described in “Cisco configuration files” on page 18, 
lists the VoIP Cisco applications that are currently discovered and monitored.


◆ Optional: Use the Polling tab of the Polling and Threshold console to set the 
monitoring of critical and non-critical processes.


The EMC Smarts VoIP Availability Manager Configuration Guide provides instructions 
for managing groups and setting polling parameters.
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CHAPTER 2
Integrating the Enablement Pack with VoIP


This chapter identifies the Cisco Enablement Pack configuration files and presents 
instructions for creating SOAP login credentials. It consists of the following sections:


◆ Cisco configuration files ..........................................................................................  18
◆ SOAP login credentials............................................................................................  19
◆ Configuring SOAP access security groups ................................................................  21
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Cisco configuration files
The Cisco Enablement Pack is controlled by the two configuration files that are described 
in Table 2 on page 18. 


Table 2  Configuration files for the Cisco Enablement Pack


Directory under BASEDIR Filename Description


smarts/conf/voip cisco.conf Defines the internal drivers (probes) to discover 
Cisco VoIP services and their relationships. In 
general, the cisco.conf file does not need to be 
configured.
On rare occasions, the cisco.conf file can be 
configured when network latency prevents full 
discovery and the default timeout needs to be 
overridden.


smarts/conf/voip/discovery cert-cisco.conf Defines key, critical, and non-critical processes 
that are designated for discovery.
To customize the Cisco VoIP processes, you 
open and edit the cert-cisco.conf file with the 
sm_edit utility. In general, however, because 
the probes have been fully tested and 
optimized, the recommended guideline is to 
accept the default lists of processes in the 
cert-cisco.conf file.
The probes that discover Cisco applications 
contain key, critical, and non-critical process 
designations. Most products that are built on 
the Cisco Unified Communications Manager 
platform are supported.
You can easily add more applications by using 
the same technique that is provided in the 
cert-cisco.conf file. 
The ITOI VoIP Management Suite Certification 
Framework Technical Notes provides complete 
information about the cert-cisco.conf file. The 
document is available on EMC Online Support at 
https://support.emc.com. The navigation path 
to the document is support.emc.com > Support 
by Product (enter “Smarts VoIP Availability 
Manager”) > Documentation.
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SOAP login credentials
The SOAP discovery probes that are available through the Cisco Enablement Pack use 
SOAP to discover IP phones and IP phone groups. The probes locate the Cisco Call 
Manager that acts as a Publisher, and then query the Publisher for IP phone topology 
information. The collected IP phone topology information includes device pools, MAC 
addresses, IP Addresses, directory numbers or extensions, and phone models.


The execution of SOAP discovery requires login credentials to access and log in to the 
CallManager servers. The login credentials are specified in a security group named “Cisco 
Call Managers Version 5 and above,” which is accessible through the Device Access tab of 
a Polling and Thresholds Console that is attached to VoIP Availability Manager.


Cisco Call Managers Version 5 and above security group


Table 3 on page 19 lists the matching criteria and setting for the “Cisco Call Managers 
Version 5 and above” security group. The target device is CallManager. 


A CallManager that becomes a member of a particular “Cisco Call Managers Version 5 and 
above” security group inherits the login credentials and other attributes that are defined 
in the security group.


Table 3  Default Cisco Call Managers Version 5 and above security group


Security group category Security group Matching criteria Setting


SOAP Access 
Configurations


Cisco Call 
Managers 
Version 5 and 
above


CallManager with attributes:
• Vendor = CISCO
• Version = 5*|6*|7*|8*|9*


SOAP Access
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SOAP Access setting


The “Cisco Call Managers Version 5 and above” security group has a default setting 
named SOAP Access. Table 4 on page 20 lists the parameters for this setting.  


Table 4  Default values for the SOAP Access setting


Parameter Default Value Description


Access_Port String that represent a 
number
Default: null string 
(empty)


Port to which the SOAP server is bound on 
the hosts of the CallManagers that belong 
to this group.


Device_Access_Retries 0 to 50 retries
Default: 5


Number of retries to attempt when the 
initial access attempt fails.


Device_Access_Timeout 1 to 120 seconds
Default: 15 seconds


Amount of time to wait for a SOAP response 
before the SOAP session request times out.


Device_User_ID String of unspecified 
length
Default: null string 
(empty)


Username (user ID) for the CallManagers 
that belong to this group.


Password String of unspecified 
length
Default: null string 
(empty)


User password for the CallManagers that 
belong to this group. Enter the password 
twice to confirm the password value.
Note that the Cisco Enablement Pack uses 
the site key to encrypt the entered password 
value. As explained in EMC Smarts System 
Administration Guide, the site key is created 
during the installation of EMC Smarts 
applications.
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Configuring SOAP access security groups
Upon attaching the Polling and Thresholds Console to VoIP Availability Manager, you use 
the Device Access tab, the “Cisco Call Managers Version 5 and above” group, and the 
SOAP Access setting on the Polling and Thresholds Console to configure SOAP access 
security groups for the Cisco Enablement Pack.


To configure the “Cisco Call Managers Version 5 and above” default security group:


1. In the Polling and Thresholds Console, click the Device Access tab to display the 
security group tree.


2. In the security group tree, click the plus signs (+) to expand the security tree to display 
the Cisco Call Managers Version 5 and above group and the SOAP Access setting.


3. Select the SOAP Access setting to display its parameters.


4. Consult Table 4 on page 20 and configure the parameters for the SOAP Access setting.


5. Click the Apply button to save your changes.


6. Click the Reconfigure toolbar button ( ) to make your changes take effect.


Having just one SOAP access security group assumes that all CallManager servers in the 
managed network are configured with the same set of login credentials. If, in fact, there 
are two distinct groups of CallManager servers in the managed network, each configured 
with its own set of credentials, you would need to create an additional SOAP access 
security group. The matching criteria that is defined for each of the groups will limit the 
group’s members to the appropriate servers.


To create and configure another SOAP access security group:


1. In the security group tree, use the Cisco Call Managers Version 5 and above group to 
create a new SOAP access security group. One way to create a new SOAP access 
security group is to right-click the Cisco Call Managers Version 5 and above group and 
select Copy from the pop-up menu. The procedure for creating groups is given in the 
EMC Smarts VoIP Availability Manager Configuration Guide.


2. Edit the parameters as appropriate for the SOAP access security group.


3. Define matching criteria for the SOAP access security group to limit its membership to 
the group of CallManager servers for which the parameters that are specified in Step 2 
apply.


For example, you might add Name = Cisco* as a matching criterion, which would limit 
the membership to only those CallManager servers that have names that begin with 
the string Cisco.


4. Change the priority of the SOAP access security group as needed. Typically, the default 
Cisco Call Managers Version 5 and above group is placed at the bottom of the priority 
list. The procedure for changing the priority of groups is given in the EMC Smarts VoIP 
Availability Manager Configuration Guide.


5. Click the Apply button to save your changes.


6. Click the Reconfigure toolbar button ( ) to make your changes take effect.

Configuring SOAP access security groups 21
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CHAPTER 3
Identifying the Discovered Cisco Objects


This chapter identifies the VoIP objects that are discovered and monitored by the Cisco 
Enablement Pack. It consists of the following sections:


◆ Cisco Enablement Pack object classes.....................................................................  24
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Cisco Enablement Pack object classes
VoIP Availability Manager builds data models of the discovered VoIP topology objects in 
its domain. The models, which are described in the EMC Smarts VoIP Availability Manager 
Discovery Guide, represent the VoIP objects and certain network objects that are imported 
from IP Availability Manager.


Table 5 on page 24 lists the classes that are used by VoIP Availability Manager to 
represent discovered Cisco VoIP objects. 


Table 5  List of classes used to represent discovered Cisco VoIP objects  (page 1 of 4)


Class name Description


Collections


VoipCluster A collection of call managers that share a common database and 
provide the VoIP application and network services for an enterprise 
VoIP system.


VOIP_PMDomain Hosts on which VoIP Performance Manager instances are running in 
the VoIP Availability Manager deployment.


Physical elements


Card A type of physical container that can be plugged into another card 
or hosting board, or is itself a hosting board or motherboard in a 
chassis.


Service access points and network adapters


VoipEndPoint A logical VoIP endpoint.


Port A point from which to connect physically to some other device, 
usually with a socket and plug. Examples are switch port and VLAN.


Logical elements


IPPhone A physical instrument (hardware-based IP phone) or software 
program (software-based IP phone) that acts as a telephone by 
using VoIP technology. An IP phone can transmit audio information 
only, or both video and audio information.


IPPhoneGroup A group of IP phones. The group includes IP phones that belong to 
the same device pool and are configured to register to the same 
CallManager group or, for Cisco Unified Communications Manager 
Express (Cisco Unified CME) or Survivable Remote Site Telephony 
(SRST), the same call processor.
The definitions in the bullet list are applicable to automatic phone 
groups. The IPPhoneGroup class can also be used to represent 
business phone groups and executive business phone groups.


IPPhoneGroupOfGroups A top-level business phone group that consists of one or more 
business phone groups.


1   points to parent class.
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VoIP service data


CallManagerData A list of data, provided to a CallManager, that contains information 
about the registered, rejected, and unregistered devices for the 
CallManager.


MediaResourceAggregate Summary performance data for a specific type of registered media 
device, such as HardwareConference, Transcoder, or MusicOnHold.
Instances of this class are received from VoIP Performance 
Manager.


VoiceMailbox A personal voice mailbox that stores messages for an individual 
owner or a general delivery mailbox that distributes broadcast 
messages to a list of individuals.


VoIP applications


VoipApplication An application that provides an end-user service, such as a service 
represented by one of the classes that follow. A discovered 
application other than ConferenceService, CTIService, 
VoiceMailApplication, or VoiceMailService is represented as an 
instance of the VoipApplication class.


ConferenceService An application that provides Conferencing functionality.


CTIService A Computer Telephony Integrated application that integrates voice 
and data between the CallManager and the business application 
environment. Examples include using a personal computer to 
deliver Caller ID information, and the ability to use a personal 
computer to access voice mail.


VoiceMailApplication An application that provides a voice mail service for Cisco Unity, 
Cisco Unity Express, and Cisco Unity Connection devices.


VoiceMailService An application that answers calls and stores and manages voice 
messages for individual users.


VoIP call managers  1 VoIP network services


CallManager A call manager application that represents a Cisco Unified 
Communications Manager (CUCM), formerly Cisco Unified 
CallManager and Cisco CallManager.


VoIP network services


VoipNetworkService A service that is used to control VoIP logical connections.


CallProcessor A service that provides lightweight call processing, call control, 
transfer, and call routing functions to local media gateways during 
a primary CallManager server failover.
Cisco Unified Communications Manager Express (Cisco Unified 
CME) and Cisco Survivable Remote Site Telephony (SRST) are 
modeled as instances of the CallProcessor class.


DHCPService A Dynamic Host Configuration Protocol service that is used by IP 
devices such as IP Phones to obtain an IP address in order to 
register with a call-processing server.


DialPeer A service on a voice gateway router that maps the called and calling 
numbers with the port or IP interface that is to be used to route the 
call over the packet network.


Table 5  List of classes used to represent discovered Cisco VoIP objects  (page 2 of 4)


Class name Description


1   points to parent class.
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DNSService A Domain Name System service that translates Internet domain and 
host names to IP addresses.


H323Service An application that provides signaling by using the open industry 
standard H.323 signaling protocol.


Gatekeeper An application that provides services such as address translation 
and network access control for H.323 terminals, gateways, and 
Multiple Control Units (MCUs).


GatewayService An application that converts voice and fax calls between the PSTN 
and an IP network.


MediaService An application that handles functions such as decoding DTMF 
tones; transmitting dial tones, busy signals, and announcements; 
and bridging multiple media streams into a conference.


VoipPerformanceManager A VoIP Manager product that ensures that Cisco VoIP networks are 
delivering an acceptable level of telephony services to the service 
subscribers. All discovered VoIP Performance Manager applications 
are represented as instances of the VoipPerformanceManager 
class.


VoIP processes


VoipProcess A process that is part of a VoIP application or VoIP network service. 
All discovered VoIP processes are represented as instances of the 
VoipProcess class.
The HOST-RESOURCES-MIB is used to discover and monitor VoIP 
processes.


VoipElement A process that is part of a VoIP application or VoIP network service. 
All discovered VoIP elements are represented as instances of the 
VoipElement class.
What distinguishes VoIP elements from VoIP processes is the MIB. 
Vendor-specific MIBs, not the HOST-RESOURCES-MIB, are used to 
discover and monitor VoIP elements.


VoIP software service


VoipSolution A software package that provides miscellaneous end-user 
functionality.
When an application consists of many highly inter-related 
component applications, modeling the application as a single 
entity instead of modeling each component application is a better 
solution. That is the purpose of the VoipSolution class.
The VoipSolution class is used to model applications such as 
contact center applications and emergency responder applications.


Table 5  List of classes used to represent discovered Cisco VoIP objects  (page 3 of 4)


Class name Description


1   points to parent class.
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VoIP sessions


CallManagerPeerSession A logical connection between a CallManager and a peer 
CallManager. This session is established between two 
CallManagers that belong to the same CallManager group 
(redundancy group) as soon as both CallManagers are up and 
running.


VoIP redundancy groups


CallManagerRedundancy-
Group 


A redundancy group that is composed of CallManagers.


Business Impact Manager (BIM) objects


ServiceOffering A business service that is delivered to a set of subscribers 
(consumers). For example, a service offering can be a business 
process like Order Processing or Production Planning.


ServiceSubscriber A consumer of services that are provided through a service offering. 
A service subscriber can be a customer, organization, business 
unit, line of business (LOB), or department.


Table 5  List of classes used to represent discovered Cisco VoIP objects  (page 4 of 4)


Class name Description


1   points to parent class.
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APPENDIX A
Default Notification Attributes


Invisible Body Tag


This appendix lists the default notification attributes for events that are displayed by the 
VoIP Availability Manager with the Cisco Enablement Pack. It consists of the following 
sections:


◆ Default notification attributes .................................................................................  30
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Default notification attributes
The VoIP Availability Manager with the Cisco Enablement Pack displays various default 
notification attributes for events. Table 6 on page 30 lists the default attributes. 


Table 6  Default notification attributes (page 1 of 2)


Notification attribute Description


AutoAcknowledgmentInterval Automatically acknowledge this event if it is cleared for this 
interval 0 means never autoAcknowledge.


Category Category of this event. The event category represents a broad 
categorization of the event, for example, availability against 
performance.


Certainty The certainty of this event. Defaults to 100.


ClassName Class name of the object where this event occurred. This 
attribute along with InstanceName and EventName uniquely 
identify this event. 


ClassDisplayName Display name for the event class. Defaults to ClassName.


ClearOnAcknowledge Indicates if this event should be cleared when it is 
acknowledged. Set this to TRUE only for events that do not 
expire nor have sources that generate a clear. Defaults to 
FALSE.


Description A textual description of the object. Defaults to “ ”.


DisplayName The string shown in the GUI when this object is displayed. 
Defaults to Name.


EventName Name of the event. This attribute along with ClassName and 
InstanceName uniquely identify this event.


EventDisplayName Display name for the event Name. Defaults to EventName.


EventText The textual representation of the event.


EventType Indicates the nature of the event. A MOMENTARY event has no 
duration. An authentication failure is a good example. A 
DURABLE event has a period during which the event is active 
and after which the event is no longer active. An example of a 
durable event is a link failure. 
(Possible values: DURABLE, MOMENTARY).


InstanceName Instance name of the object where this event occurred. This 
attribute along with ClassName and EventName uniquely 
identify this event.


InstanceDisplayName Display name for the event instance. Defaults to InstanceName.


OccurredOn The element the indication is associated with. Setting this 
value causes ElementClassName and ElementName to be set 
appropriately.


OriginalSources This table maps an original source to corresponding immediate 
sources.


ServiceName Name of external server used for imported events and 
instrumented attributes.
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Severity An enumerated value that describes the severity of the event 
from the notifier's point of view: 1—Critical is used to indicate 
action is needed NOW and the scope is broad, for example, an 
outage to a critical resource. 2—Major is used to indicate action 
is needed NOW. 3—Minor should be used to indicate action is 
needed, but the situation is not serious at this time. 
4—Unknown indicates that the element is unreachable, 
disconnected or in an otherwise unknown state. 5—Normal is 
used when an event is purely informational. Default = 5.


SourceDomainName The names of the domains that have originally diagnosed and 
notified—directly or indirectly—current occurrences of this 
event. If there are more than one original domain, the attribute 
lists each separated by a comma. When the notification is 
cleared, the last clearing domain stays in the value. 


TroubleTicketID Trouble ticket ID. Defaults to “ ”.


UserDefined1-UserDefined10 Ten user defined fields. Each field defaults to “ ”.


Table 6  Default notification attributes (page 2 of 2)


Notification attribute Description
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APPENDIX B
Understanding the sm_edit Utility


Invisible Body Tag


This appendix describes how to use the sm_edit utility. It consists of the following topics:


◆ sm_edit ..................................................................................................................  34
◆ sm_edit example ....................................................................................................  34
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Understanding the sm_edit Utility

sm_edit
As part of the EMC Smarts deployment and configuration process, you need to modify 
certain files. User modifiable files include configuration files, rule set files, templates, and 
seed files that contain encrypted passwords. Original versions of these files are installed 
into appropriate subdirectories under the BASEDIR/smarts/ directory.


The original versions of files should not be altered. If a file must be modified, a new 
version should be created and then stored as a local copy of the file in 
BASEDIR/smarts/local or one of its subdirectories.


When EMC Smarts software requires one of these files, it is designed to first search for a 
modified file in BASEDIR/smarts/local or one of its subdirectories. If a modified version of 
a file is not found in the local area, EMC Smarts software then searches corresponding 
BASEDIR/smarts directories for the original version of the file.


To ease file editing and storage, EMC Corporation provides the sm_edit utility with every 
EMC Smarts product. When invoked, sm_edit opens the specified file in a text editor. This 
utility ensures that modified files are always saved to the appropriate local area and that 
non-local copies of all files remain unchanged. If an appropriate subdirectory does not 
exist for the file you are modifying, sm_edit creates the appropriate subdirectory before 
saving the modified file to that location. For files with header information set for 
encryption, sm_edit encrypts certain fields in the file. In addition, sm_edit preserves the 
file permissions of modified files, which helps ensure that important configuration files 
are not altered by unauthorized users.


The EMC Smarts System Administration Guide provides instructions on how to configure 
the utility to use a specific editor.


sm_edit example
To use sm_edit from the command line, specify the file name and include the subdirectory 
under BASEDIR/smarts/local where the file resides. For example, to edit the trapd.conf, 
enter the following command from the BASEDIR/smarts/bin directory:


sm_edit conf/trapd/trapd.conf


In this example, sm_edit searches in the BASEDIR/smarts/local/conf/trapd directory for 
the trapd.conf file. If it finds the trapd.conf file, it opens the file in a text editor. If sm_edit 
does not find the trapd.conf file in the BASEDIR/smarts/local/conf/trapd directory, it 
creates a local copy of the trapd.conf file and writes it to the 
BASEDIR/smarts/local/conf/trapd directory.


The EMC Smarts System Administration Guide provides additional information about the 
sm_edit utility.
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CHAPTER 1
Introduction
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Introduction

Fundamental concepts
The EMC® Smarts® Perl API provides a programmable interface with EMC Smarts Domain 
Managers. You can use it to perform various actions such as:


◆ Getting information about a running Domain Manager


◆ Creating or deleting objects in the domain topology


◆ Getting or setting data about objects in the topology


◆ Executing operations that are declared for an object class


The EMC® Smarts® Remote Application Programming Interface (API) for Perl allows 
developers to create Perl scripts that connect to Domain Managers as clients to exchange 
information, manipulate data, or drive Domain Manager actions. The API provides access 
to all Domain Manager features, by using a syntax and logic that mirrors what is available 
through the Adapter Scripting Language (ASL) and the dmctl utility in a way that is natural 
to Perl developers. The API runs on Windows and UNIX platforms that support Perl 5.6.1 
and Perl 5.8.x. 


When using the provided Perl 5.8.8 version, the API uses a Flow module, which replaces 
IO::Socket and enables encryption and “keep alive” functionality. If you use Perl 5.6.1 
there is no encryption or keep alive functionality.


The API also supports IPv4 and IPv6 environments.


In order to create scripts that interact with a Domain Manager, it is necessary to 
understand how the manager is configured.


A script developed using the Perl API can create, delete and interact with instances of 
interfaces in a Domain Manager. The interfaces are defined using the MODEL language, 
compiled and loaded into a Domain Manager. The MODEL language is an object-oriented 
language used to construct a data model to describe a managed domain. The language is 
used to define a set of classes and the attributes, relationships, operations, and events 
that are associated with the classes.


EMC Smarts installation directory
In this document, the term BASEDIR represents the location where EMC Smarts software is 
installed.


◆ For Windows, this location is C:\InCharge\<product>.


◆ For UNIX, this location is /opt/InCharge/<product>.


Optionally, you can specify the root of BASEDIR to be something other than:


◆ Windows: C:\InCharge


◆ UNIX: /opt/InCharge


However, you cannot change the <product> location under the root directory.


The EMC Smarts System Administration Guide provides more information about the 
directory structure.


Where to get help
EMC support, product, and licensing information can be obtained as follows:
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Product information — For documentation, release notes, software updates, or 
information about EMC products, go to EMC Online Support at:


https://support.emc.com


Technical support — Go to EMC Online Support and click Service Center. You will see 
several options for contacting EMC Technical Support. Note that to open a service request, 
you must have a valid support agreement. Contact your EMC sales representative for 
details about obtaining a valid support agreement or with questions about your account.


Classes


Classes describe the objects that are modeled for use in a Domain Manager. For example, 
Router is the name of a class, and all routers that are managed by a domain are 
represented as Router objects in the domain. Every object in a class shares the same set 
of attributes, although the values of the attributes differ. Hence, every router has an IP 
address, an attribute, but the actual addresses are different. PowerSupply is also a class, 
but power supplies do not have IP addresses. However, the event, power outage, is 
relevant to the PowerSupply class but not to routers. Therefore, a model class is a 
grouping of all objects that are similar in nature but not in detail. 


Every model class has a number of properties, events and operations defined for them. 
The API provides functions for obtaining details of these definitions.


Instances


Object instances are specific occurrences of a class. For example, a class might describe a 
human, and an instance of the class could be an object named Bill.


Properties - Attributes and relationships


Every instance in a EMC Smarts domain has a set of properties associated with it. These 
are values that describe the object. There are two distinct types of class properties 
supported by EMC Smarts software: attributes and relationships.


Attributes
Attributes describe a class and for an instance of the class include information about its 
present state. Examples of attributes include an element’s name and a counter that 
counts the number of packets traversing an interface. Attributes are simple strings, 
integers, booleans, or enumerations.


Relationships
Relationships define how instances are related to other instances. Relationships can be 
one-to-one, one-to-many, many-to-one or many-to-many. 


◆ When only a single instance can be related to another instance, or instances, it is 
known as a relationship. 


◆ When multiple instances can be related to another instance, or instances, it is known 
as a relationshipset.
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Operations


Operations are actions that are specific to a class of object. For example, you can get the 
associated network adapter name for a MAC address but not for a router. 


The API provides a mechanism for invoking these class-specific actions, by passing 
information to them through arguments, and by obtaining the results of the action.


Events


Events describe the failures that can occur for a class, the symptoms that these failures 
create, and the effect of such failures. Symptoms can be local, observed in the instance of 
the class, or propagated, observed in instances related to the failing instances. 


Primitives - Basic Domain Manager interface


Primitives are Perl functions that provide the basic interface between a client application 
and the Domain Manager.


A number of these are likely to be used directly by scripts and will be familiar to ASL 
developers. These include getInstances(), getChildren(), getExplainedBy().


Others are normally hidden from view because higher level features can be used instead, 
which ultimately call the primitives. For example, primitives that are not normally used 
directly are get() and invoke(). These are the calls that allow an instance's properties to be 
queried and its operations to be called. In both the API for Perl and ASL, these calls are 
normally invoked by using a classic object-oriented syntax.


The EMC Smarts ASL Reference Guide provides further information about the EMC Smarts 
data structures.


The Perl API is implemented as a set of Perl modules, which individual Perl scripts may 
access, by using the familiar “use” directive. InCharge::session and InCharge::object offer 
the principal interface, which respectively provide connection sessions to Domain 
Managers and access to objects within those managers. Simultaneous sessions to 
multiple Domain Managers may be established within a single Perl script. Properties and 
methods of objects within those managers may be accessed as with C++, offering 
somewhat broader functionality than that afforded by ASL.


Encryption


Messaging between the client and Domain Manager can be encrypted, by using the Perl 
API. Encryption is dependent upon the values set for the environment variables 
SM_INCOMING_PROTOCOL and SM_OUTGOING_PROTOCOL. If these values are not 
specified, encryption is automatically negotiated between the client and Domain 
Manager. The EMC Smarts System Administration Guide provides further information 
about encryption.


“Keep Alive” messaging


The Perl API also supports “Keep Alive” messaging to maintain active connections 
between the client and DM, as discussed in the EMC Smarts System Administration Guide.
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Transcoding character data


You must transcode character data from your code page to UTF-8 before placing the 
character data into the remote API buffer. Data will be returned to your Remote API client 
application bindings as UTF-8 strings.


Setting environment variables


You must define the following variables to run a Perl script within the EMC Smarts 
environment from the command line.:


◆ SM_HOME 
◆ SM_WRITABLE 
◆ SM_AUTHORITY
◆ SM_BROKER 
◆ SM_BROKER_DEFAULT 
◆ SM_SITEMOD 
◆ SM_INCOMING_PROTOCOL
◆ SM_OUTGOING_PROTOCOL


You can find further information on these variables in the EMC Smarts System 
Administration Guide. 


To set these variables, enter the following command to start the bash environment:


BASEDIR/smarts/bin/runcmd bash


bash$>


A Perl script to define the variables can now be run within this bash environment.


“Keep Alive” and encryption requirements
The Perl API now supports “Keep Alive” and encrypted communications when run with the 
version of Perl supplied by EMC. You should use the sm_perl command that is shipped 
with the EMC Smarts software, in order to successfully run the Perl API.


You can use a pure Perl implementation without keepalive or encryption by setting the 
environment variable SM_DISABLE_FLOW_WRAPPER.


Overview of a simple API Perl script
The general approach to writing a script that uses the Remote Perl API is to follow these 
basic steps:


1. Open a session.


Initialize a session, and obtain a reference to it, by using either 
InCharge::session->init() or InCharge::session->new(), as appropriate.


use InCharge::session;
$session = InCharge::session->init( );
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• To have the script’s user supply the session connection details on the command 
line (such as the broker, domain name, username and password), choose the init() 
method. The init() method will parse the command line arguments supplied to the 
Perl script and use them to setup the connection. The section “init” on page 38 
provides additional information.


• To give the script greater control over the details that are used to establish the 
connection, choose the new() method. The section “new” on page 36 provides 
additional information.


2. Work with the domain.


Call the primitives required, by using the session reference obtained in step 1, and 
manipulate the data. For example,


foreach $class ( sort $session->getClasses() ) {
foreach $inst (


sort $session->getInstances($class))
{


print $class . "::" . $inst . "\n”;
}


}


3. Close the session.


Once the script has finished working with the domain, the session should be closed.


$session->detach( );


Where access to the operations or properties of domain objects (such as routers and 
interfaces) is required, you use the features of the InCharge::object module. The script 
obtains an InCharge::object reference, and then uses it to access the required 
information. For example.


1. Establish a session.


use InCharge::session;
$session = InCharge::session->init();


2. Obtain an object reference.


Before an object in the domain can be accessed, the script needs to obtain an 
InCharge::object reference to the object of interest, by using the object() method of 
the session handle.


$obj = $session->object( "Router::gw1" );


3. Manipulate the object.


The reference obtained in step 2 can now be used to access the properties and 
operations of the object. Properties can be accessed, by using Perl's hashing syntax 
and operations can be invoked, by using Perl's object-oriented syntax conventions.


$type = $obj->{Type};
$obj->{Vendor} = "Cisco";
$fan1 = $obj->findFan( 1 );


4. Close the session.


As before, the session should be closed when no longer required.


$session->detach( );

16 EMC Smarts Foundation Perl Reference Guide







Introduction

Using primitives and object references
The API provides function calls for accessing all the low-level facilities of Domain 
Managers. Each of these primitives can be invoked with reference to the InCharge::session 
handle, described in step 1 on page 15, and takes arguments that exactly match the API 
syntax.


The API also provides an object-oriented abstraction layer that allows Perl code to access 
the Domain Manager, by using a syntax that is very similar to ASL. For example, in ASL you 
can list the vendors of all routers, by using this logic:


routers = getInstances( "Router" );
foreach router ( routers ) {


obj = object( "Router", router );
vendor = obj->Vendor;
print( router . " - " . vendor );


}


When using the Perl API to perform the same action, the code looks like this:


@routers = $session->getInstances( "Router" );
foreach $router ( @routers ) {


$obj = $session->object( "Router", $router );
$vendor = $obj->{Vendor};
print $router . " - " . $vendor . "\n”;
}


The two code fragments in the ASL and Perl API example are very similar. The first main 
difference is a matter of syntax. Perl uses ``$'' and ``@'' to denote scalar and array 
variables, and {..} to denote object properties, which are hash table lookups. The second 
difference is that the object( .. ) and getInstances( .. ) functions are called with reference to 
a session handle in the Perl code.


Event subscription


The Perl API provides mechanisms for subscribing to and acting upon events generated by 
Domain Managers.


The EMC Smarts programming model delivers two different modes of client/server 
communication. The most direct is where a client makes a request of the Domain Manager 
which acts on the request and responds. A simple example of this is an object query or 
update. For example, the action of obtaining the vendor of a particular device is one such 
query. In Perl, this query would be encoded in a manner similar to the following fragment.


use InCharge::session; 
use InCharge::object;


$session = InCharge::session->init( );
$device = "Router::gw1";
$obj = $session->object( $device );
$vendor = $obj->{Vendor};
print $vendor . "\n”;


The second mechanism provides asynchronous notifications through subscriptions and is 
used when the client program needs to listen for events generated by the Domain 
Manager in response to other external events. One example would be a script that waits 
for the Vendor field of a particular router to change. In Perl, this could be coded in the 
following way.
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use InCharge::session; 
use InCharge::object;


$session = InCharge::session->init( );
$observer = $session->observer( );
$device = "Router::gw1";
$session->propertySubscribe($device, "Vendor", 30 );
while ( 1 ) {
@event = $observer->receiveEvent( );
print "Vendor $event[2]::$event[3] is now \


$event[5]\n”;
}


The following sections provide an overview of mechanisms for creating and controlling a 
number of different types of subscriptions.


Registering an observer


In order to allow a Domain Manager to send subscribed events to a client program, the 
client must first register itself with the Domain Manager as an event observer.


In Perl, this is done by using the observer() method of the InCharge::session module. Two 
steps are required:


1. Connect to the Domain Manager and get a valid session object handle.


First, the client must connect to the Domain Manager which establishes a new 
InCharge::session connection. This is done by using either the 
InCharge::session->new() or InCharge::session->init() methods.


Here are some example code fragments that achieve this goal:


$session = InCharge::Session->init( )


The following example uses the InCharge::session->new() method to establish a 
connection, and provides the broker and server options.


$session = InCharge::session->new(
broker=>"192.168.0.3",
domain=>"INCHARGE"


);


Establishing a connection with the InCharge::session->new() method allows the 
connection options to be specified explicitly by the script itself.


2. Attach an observer to the Domain Manager session.


Once the script has obtained a handle that references the script/server connection 
($session in step 1 on page 18), it can be used to obtain a second connection to the 
notification engine of the Domain Manager. This is obtained by using the observer() 
method on the InCharge::session handle just obtained. The following code performs 
this action.


$observer = $session->observer();


This $observer handle now references a second link between the client script and the 
Domain Manager, which is used to pass subscribed events to the client in real time.


The observer connection can be closed, detached, or destroyed by using the detach() 
object method:


$observer->detach();

18 EMC Smarts Foundation Perl Reference Guide







Introduction

This action has the side effect of cancelling any outstanding subscriptions.


Subscribing to notifications


Once the client has registered itself as an observer, the next step is to inform the Domain 
Manager about which events the observer wants to receive notifications. EMC Smarts 
allows clients to subscribe to a number of different types of events. These are listed in 
Table 1 on page 19. 


This table gives the names of the methods used to subscribe to and unsubscribe from 
different types of notifications.


The following code segment is an example script that subscribes to changes of the Vendor 
field of every device in the topology:


$session = InCharge::session->init( );
$obs = $session->observer();
foreach $name ( $session->getClassInstances(


"ICIM_UnitaryComputerSystem" ) ) {
$session->propertySubscribe("::$name", "Vendor", 30);
}


Receiving notifications


Once the script has registered as an observer, and subscribed to the notifications of 
interest, it then proceeds to listen for events and process them as required. The event 
reception method call is receiveEvent(). This returns an array of up to five values.


For the purposes of the descriptions that follow, assume that events are returned in the 
array @event, as shown in the following script fragment:


@event = $observer->receiveEvent( );


Should the script require the event to be a single string with a separator used to delimit 
the fields, in the style of the ASL language, then the application can use the standard Perl 
join function:


$fs = "|";
$event = join( $fs, $observer->receiveEvent( ) );


Table 1  Subscription methods summary


Method type Description Method API call


property Notifications about changes to specified object 
properties in the ICIM database. For example, 
when the “Vendor” field of Router::gw1 changes


propertySubscribe
propertyUnsubscribe


topology Notifications about changes to the topology, 
such as the creation and deletion of objects. This 
does not refer to object property changes.


topologySubscribe
topologyUnsubscribe


event Notifications about the posting and clearing of 
events and changes to their state.


subscribe
unsubscribe
subscribeAll
unsubscribeAll
getSubscriptionState
IsSubscribed
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The receiveEvent() method can take an optional parameter to specify a timeout in 
seconds, which may be fractional. If no event arrives within the specified time, a 
pseudo-event of type TIMEOUT is returned. For example,


@event = $observer->receiveEvent( 0.25 );


If no timeout is specified, the call waits forever.


The first element of the @event array, accessed by using the Perl syntax: $event[0], 
contains the event's timestamp measured by using normal UNIX time_t semantics 
(number of seconds since midnight January 1, 1970).


The second element of the @event array, $event[1], contains a text string that describes 
the type of event received.


The array elements from $event[2] to $event[$#event] have meanings that depend on the 
semantics of the event type given in $event[1].


Event notification records
Event notifications are received from the Domain Manager when the status of an event 
changes. The format of the notification record is shown in Table 2 on page 20. 


Normally, the Domain Manager sends a single notification message when an event 
becomes active and a single clear message when the event is no longer active. If an event 
corresponds to a root-cause problem, it is possible that the certainty of the diagnosis will 
change over time. If the diagnosis certainty changes, the Domain Manager generates 
another notification. Notifications of this type are streamed in a slightly different manner. 
This difference in behavior is a feature of the front-end Perl API, not the Domain Manager. 
The Domain Manager sends NOTIFY messages in both cases. The API keeps internal notes 
about active events, and changes the event type accordingly, as shown in Table 3 on 
page 20. 


Table 2  Notification record - NOTIFY


Event record entry Description


$event[0] Timestamp (INTEGER)


$event[1] “NOTIFY”


$event[2] Object class name (STRING)


$event[3] Object instance name (STRING)


$event[4] Event name (STRING)


$event[5] Event certainty (FLOAT)


Table 3  Notification record - CERTAINTY_CHANGE (page 1 of 2)


Event record entry Description


$event[0] Timestamp (INTEGER)


$event[1] “CERTAINTY_CHANGE”


$event[2] Object class name (STRING)
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Table 4 on page 21 describes the format of the record when an event is cleared by the 
Domain Manager. 


Object create/delete records
An object create message is sent by the Domain Manager when a new object is created in 
the manager’s repository. Table 5 on page 21 describes the format of an object create 
record. 


An object delete message is sent by the Domain Manager when an object is deleted from 
the manager’s repository. Table 6 on page 21 describes the format of an object delete 
record. 


$event[3] Object instance name (STRING)


$event[4] Event name (STRING)


$event[5] Event certainty (FLOAT)


Table 3  Notification record - CERTAINTY_CHANGE (page 2 of 2)


Event record entry Description


Table 4  Notification record - CLEAR


Event record entry Description


$event[0] Timestamp (INTEGER)


$event[1] “CLEAR”


$event[2] Object class name (STRING)


$event[3] Object instance name (STRING)


$event[4] Event name (STRING)


Table 5  Notification record - CREATE


Event record entry Description


$event[0] Timestamp (INTEGER)


$event[1] “CREATE”


$event[2] Object class name (STRING)


$event[3] Object instance name (STRING)


Table 6  Notification record - DELETE


Event record entry Description


$event[0] Timestamp (INTEGER)


$event[1] “DELETE”


$event[2] Object class name (STRING)


$event[3] Object instance name (STRING)
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Class load records
A class load message is sent by the Domain Manager when a new class is created in the 
manager’s repository. Classes are created when new MODEL-generated libraries are 
loaded. Table 7 on page 22 describes the format of a class load record.  


Relation/property change records
A relation change message is sent by the Domain Manager when a relationship between 
objects changes. Table 8 on page 22 shows the format of a relation change record. 


A property change message is sent by the Domain Manager when an object’s property 
changes. The format of a property change record is shown in Table 9 on page 22. 


Table 7  Notification record - CLASS_LOAD


Event record entry Description


$event[0] Timestamp (INTEGER)


$event[1] “CLASS_LOAD”


$event[2] Class name (STRING)


Table 8  Notification record - RELATION_CHANGE


Event record entry Description


$event[0] Timestamp (INTEGER)


$event[1] “RELATION_CHANGE”


$event[2] Object class name (STRING)


$event[3] Object instance name (STRING)


$event[4] Relation name (STRING)


Table 9  Notification record - ATTR_CHANGE


Event record entry Description


$event[0] Timestamp (INTEGER)


$event[1] “ATTR_CHANGE”


$event[2] Object class name (STRING)


$event[3] Object instance name (STRING)


$event[4] Property name (STRING)
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Domain Manager connect/disconnect records
A Domain Manager disconnect record is generated when the connection to the server is 
lost. This differs somewhat from ASL operation. The “observer” on page 40 describes the 
proper handling of DISCONNECT events if the restartableServer operation is appropriate. 
These records are generated even if no subscriptions to the Domain Manager are issued. 
The format of the Domain Manager disconnect message is shown in Table 10 on page 23. 


Note: There is no CONNECT record. In ASL, these are an artifact of the resartableServer 
front-end that the Perl API does not provide. The restartableServer affords a means of 
invisibly attempting a reconnection. The CONNECT message is an indication of success. 
The Perl API instead gives an immediate error on failure of the InCharge::session-->init() 
method or similar. It remains for the developer to provide retry logic to successfully 
connect.


Subscription status records
When the Domain Manager receives a subscription request, it normally sends a 
notification back to the client to indicate whether or not the request was accepted. In the 
event of an error, such as an invalid event name being specified, the Domain Manager 
does not report an error by using normal Perl die semantics. Instead, a notification is used 
to report that the subscription was rejected. The format of the ACCEPT/REJECT message is 
shown in Table 11 on page 23. 


Table 10  Notification record - DISCONNECT


Event record entry Description


$event[0] Timestamp (INTEGER)


$event[1] “DISCONNECT”


$event[2] Domain name (STRING)


Table 11  Notification record - ACCEPT, REJECT, (PROPERTY)


Event record entry Description


$event[0] Timestamp (INTEGER)


$event[1] “ACCEPT” or “REJECT” or “PROPERTY_ACCEPT” or “PROPERTY_REJECT”


$event[2] Object class name (STRING)


$event[3] Object instance name (STRING)


$event[4] Event or property name (STRING)
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Event suspension records
Under certain circumstances, the Domain Manager will elect to suspend events if they are 
temporarily irrelevant. For example, when an aggregation contains no triggering events, a 
SUSPEND message is sent to the subscribed client. The format of the SUSPEND message 
is shown in Table 12 on page 24. 


Timeout records
If no event arrives within the time specified as the optional argument to receiveEvent(), a 
TIMEOUT record is returned, whose message format is shown in Table 13 on page 24. 


Table 12  Notification record - SUSPEND (PROPERTY)


Event record entry Description


$event[0] Timestamp (INTEGER)


$event[1] “SUSPEND” or “PROPERTY_SUSPEND”


$event[2] Object class name (STRING)


$event[3] Object instance name (STRING)


$event[4] Event or property name (STRING)


$event[5] Descriptive message (STRING)


Table 13  Notification record - TIMEOUT


Event record entry Description


$event[0] Timestamp (INTEGER)


$event[1] “TIMEOUT”


$event[2] Domain name (STRING)
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Overview
The InCharge::object module provides the interface to Domain Manager repository 
objects. With it you can:


◆ Get or set an object’s attributes


◆ Invoke an object’s operations


Name
InCharge::object 


Synopsis
use InCharge::session;
$obj = $session->object( $class, $instance );
$value = $obj->get( "PropertyName" );
$value = $obj->{PropertyName};
$obj->put( "PropertyName", $value );
$obj->{PropertyName} = $value;
$rtn = $obj->invoke( "OperationName", .. arguments .. );
$rtn = $obj->OperationName( .. arguments .. );


The InCharge::object module allows objects in the Domain Manager repository to be 
manipulated in an object-oriented style, similar to the ASL language.


Description
An InCharge::object reference is required to access the properties or methods of a Domain 
Manager object. This reference is returned from the object() or create() methods of the 
InCharge::session module. Both methods allow access to preexisting objects, but the 
create() method will also create the object if it does not already exist. While create() 
always accesses the Domain Manager, object() may or may not depending on the 
invocation technique.


$obj = $session->object( "Router", "edgert1" );
$obj = $session->object( "Router::edgert1" );
$obj = $session->create( "Router", "newrouter" );


Whenever you specify the details of a repository instance to work within the API you have a 
choice of two syntaxes. You can either specify the object class and instance names as 
individual arguments, or run them together with a delimiting double-colon (::). The API 
handles these two forms identically.


If you do not know the class to which an object belongs, you can either use a class 
argument of undef, or a string with nothing before the double-colon (::). For example,


$obj = $session->object( undef, "edgert1" );
$obj = $session->object( "::edgert1" );


The option of omitting the class name does not work with the InCharge::session->create() 
method because the Domain Manager cannot create an object without knowing which 
class to use. It does work with InCharge::session->object() and related calls because the 
process of referring to an existing instance can legitimately include a query to identify the 
object's class.
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If you choose not to provide the class name in these calls, the API does additional work to 
determine the object's class, which imposes a slight performance penalty.


Once an object reference has been created, it can be used to invoke the object's 
operations or access its properties. Access to an object's attributes or properties can be 
obtained by using calls shown in the following example.


$vendor = $obj->get( "Vendor" );
$vendor = $obj->{Vendor};
($vendor,$model) = $obj->get( "Vendor", "Model" );
%properties = $obj->get( );
$obj->put( "Vendor", "Cisco" );
$obj->{Vendor} = "Cisco";
$obj->put(Vendor => "Cisco", Model => "2010" );


These examples show that object properties can be accessed by using either the get() and 
put() methods or the psuedo-hash syntax. The latter syntax is preferred because it is 
closer to the original built-in ASL language logic.


Two special internal properties can be accessed by using the hash syntax only. These give 
the name of the class and instance to which the object reference refers. Treat them as 
read-only fields.


$obj->{_class}           BUT NOT: $obj->get("_class")
$obj->{_instance}        BUT NOT: $obj->get("_instance")


Object operations can be invoked by using the invoke() method, or directly, as in the 
example:


@ports = $obj->invoke( "findPorts" );
@ports = $obj->findPorts();
$port = $obj->


invoke( "makePort", "1.0", "PORT-rt1/1.0", "Port" );
$port = $obj->makePort( "1.0", "PORT-rt1/1.0", "Port" );


Again, the latter syntax, calling the operation directly, is preferred.


Use the invoke() method to access an object operation that duplicates the name of any of 
the built-in methods of the InCharge::object class.


◆ The first of these calls the new() operation of the object in the repository.


◆ The second calls the built-in new() method of the InCharge::object class.


$obj->invoke( "new", "qtable" );
$obj->new( "qtable" );


Note that InCharge::object is used for accessing ICIM instance operations and properties 
only. If you make other ICIM calls that refer to instances, such as subscribe(), use the 
features of InCharge::session directly. The following line of code is invalid:


$obj->propertySubscribe( "Vendor" );


Instead, use one of the following:


◆ The first alternative:


$session->propertySubscribe($class, $instance, "Vendor");


◆ The second alternative:
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$session->propertySubscribe( $obj, ``Vendor'' );


The reason you have to use one of these two alternative methods is because the 
propertySubscribe is not a repository class operation, but rather it is a primitive.


dmctl -s <domain> getOperations <classname> | more


Likewise, to determine what properties can be accessed by using the InCharge::object 
module use:


dmctl -s <domain> getProperties <classname>


Functions and methods


object


$object = $session->object( $class, $instance );


The object() method creates a new object reference.


get


The get() method is used to retrieve the value of the specified properties of the object, 
such as the value of an attribute. In addition, the call “get_t” on page 29 also extends the 
functionality of the get() method by returning additional information that identifies the 
data type (for example, STRING) of the property value. 


The get() and get_t() primitives throw an error when used to access a nonexistent property 
or one that cannot be retrieved for any reason, whereas the psuedo-hash syntax simply 
returns an undef value. This difference allows the Data::Dumper logic to display an entire 
object without an error even when some properties cannot be retrieved.


Single property
You can access the content of a property whose name is held in a variable by using the 
Perl typical logic, as shown:


$result = $obj->{$property_name};


In this example, the value of the $propname variable is retrieved:


$propname = "Vendor";
$value = $obj->{$propname};


Multiple properties
You can also get multiple values in a single get() call by listing all the property names as 
arguments, by using the following syntax:


$result = $obj->get( $property_name [, $property_name ...] )


The results are returned in an array. This is faster than using multiple single-property get() 
calls. In this example, the value of the Vendor and Type attributes are retrieved:


( $vendor, $type ) = $obj->get( "Vendor", "Type" );
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All properties and relationships 
You can also call get() with no arguments, in which case, a hash is created that contains all 
the object properties and relations, as shown:


%all_properties = $obj->get( )


There is no syntactical advantage, but there is a significant speed advantage.


Return value types
The type of return value depends on the calling syntax used, get() or hash(), and the Perl 
evaluation context, scalar or array, as shown in Table 14 on page 29. 


For example, if the attribute MyValue is declared as an integer in the MODEL code, then 
the return type for that property will be an integer. Multiple values are always returned in 
an array or array reference.


get_t


The get_t() method is like the get() method, except that it returns the type of return value 
as well as the value itself. The data types are encoded as integer numbers. If the return is 
an array, then $value will receive a reference to the array. If the return is a scalar, then 
$value will hold it. The $session->TYPE() method can be used to convert the $type integer 
value to a mnemonic string.


($type, $value) = $obj->get_t( $property_name );


There is a second syntax that gets the types and values for multiple properties. Each 
type/value pair is held in a two-element subarray within the returned data.


@types_and_values =
$obj->get_t( $prop1 [, $prop2 [, prop3 .. ] ] )


There is also a third syntax gets the types and values for all the properties and relations of 
the object and stores them in a hash, indexed by the property names. 


%all_property_types_and_values = $obj->get_t( );


Example:


$obj = $session->object( "Router::gw1" );
( $type, $value ) = $obj->get_t( "Vendor" );
print "Vendor value ='$value', \


type = ".$session>TYPE($type)."\n”;


This example will print:


Table 14  Return type for call syntax and Perl evaluation context


Expression syntax Property type
Return type in scalar 
context Return type in array context


$obj->{prop} scalar scalar scalar in [0]


$obj->{prop} array array ref array ref in [0]


$obj->get(“prop”) scalar scalar scalar in [0]


$obj->get(“prop”) array array ref array
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Vendor value='CISCO', type = STRING


put


$object->put( $property_name, $value );


The put() method allows fields of the object to be modified in the Domain Manager 
repository.


This method is used in a number of ways. However, the use of the pseudo-hash syntax is 
the preferred option for syntactic equivalence with the Domain Manager native ASL 
language, as shown:


$obj->put( "Vendor", "Cisco" );
$obj->{Vendor} = "Cisco";


$obj->{ComposedOf} = [ ];


To set more than one property in a single call, use multiple name:value pairs, such as:


$obj->put(Vendor => "Cisco",
PrimaryOwnerContact => "Joe Bloggs");


You can also set more than one property in a single call, by using the following syntax:


%updates = ( Vendor => "Cisco",
PrimaryOwnerContact => "Joe Bloggs");


$obj->put( %updates );


When using either syntax to set a relationship or list property, use a reference to a Perl 
array, such as:


$obj->{ComposedOf} = [ $a, $b, $c ];
$obj->put( "ComposedOf", \@things );


Use insertElement() and removeElement() to add or remove elements from a list.


isNull


$boolean = $object->isNull();


The isNull() method tests to see whether the object is present in the repository.


TRUE means that the object is not present. FALSE means it is present.


invoke


reply = $object->invoke( $operation, ... arguments ... );


The invoke() method calls the named repository class operation on the object.


The arguments passed should be as expected by the operation. If the operation returns a 
scalar value, the call should be called in a scalar context. If it returns an array, it should be 
invoked in an array context.


The preferred way of achieving the same result is to use the operation name directly. Thus, 
the following are equivalent but the latter is preferred.
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$obj->invoke( "makePort", "1.0", "First port", "Port" );
$obj->makePort( "1.0", "First port", "Port" );


You can also use the invoke_t() method, described in “invoke_t” on page 31 to return 
additional information.


invoke_t


( $type, $value ) = 
$object->invoke_t($operation, .. args .. )>


Invokes the named class operation on the object in the same way as invoke(), but 
invoke_t() also returns the type of data returned by the call. 


The data types are encoded as integer numbers. If the return is an array, then the $value 
will receive a reference to the array. If the return is a scalar, then $value will hold it.


insertElement


$obj->insertElement( $relation, @object[s] );


Inserts the specified objects into an object relationship.


One or more can be specified to be inserted.


$obj->insertElement( "ComposedOf",
"Interface::IF-ether1", 
"Interface::Loopback/0");


$obj->insertElement( "ComposedOf", @interfaces );


removeElement


$obj->removeElement( $relation, @item[s] );


Removes the specified items from an object relationship.


One or more items can be specified to be removed.


$obj->removeElement( "ComposedOf",
"Interface::IF-ether1", 
"Interface::Loopback/0" );


$obj->removeElement( "ComposedOf", @interfaces );


delete


$obj->delete( ) 


Deletes the specified item from the repository, and from any relationships it belongs to. 
The delete() function does not remove any objects that had a “contains” type of 
relationship with the object being deleted. For example, calling delete() on a Router 
instance would remove that instance from the repository and remove that instance from 
any relationships that it was part of. However, the delete() function would not remove the 
Card objects to which the Router instance shares a “ComposedOf” relationship. 


Consider using the remove() operation, if one exists, instead for a more complete action. 
For example, calling remove() on a Router will cause the Card objects it is composed of to 
be removed (which in turn could cause the Ports/Interfaces to be removed, and so on).
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notify


$obj->notify( $event_name );


Notifies the specified event for the object.


$objref->notify( "Unresponsive" );


clear


$obj->clear( $event_name );


Clears the specified event for the object.


$objref->clear( "Unresponsive" );


countElements


$count = $obj->countElements( $relation )


Counts the number of elements in the given relationship. The countElements method will 
throw an error if $relation is not a relationship.


$count = $obj->countElements( "ComposedOf" );
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Overview
The InCharge::session module provides the interface to Domain Managers. With it you 
can:


◆ Attach to a Domain Manager


◆ Create and destroy objects


◆ Invoke operations


◆ Subscribe to Domain Manager events


Name
InCharge::session


Synopsis
 use InCharge::session;


There are three different syntaxes that you can then choose from to connect to the Domain 
Manager:


◆ $session = InCharge::session->init( );


◆  $session = InCharge::session->new( "INCHARGE" );


◆  $session = InCharge::session->new(


broker=>"localhost:426",


domain=>"INCHARGE",


username=>"noddy",


password=>"bigears",


traceServer => 1


locale=>”en_US”


 );


 $object = $session->object( "Host::toytown1" );
 $object = $session->create( "Router::crossroads" );


(... and continuing with the methods described in the following 
sections...)


Description
This module provides the mechanisms for accessing a Domain Manager in a manner that 
is similar to that employed by the ASL language. It provides the main access point to 
domains, allowing scripts to establish client/server connections and to obtain 
InCharge::object references that can be used to manipulate the objects in the topology.


The locale argument to the InCharge::session module allows you to set the locale of the 
session (the client locale). 
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You can use the InCharge::session->setLocale() method to change the locale for the 
session, while it is connected.


The default locale to set for a Perl client is determined by looking in the following places.


1. The value of the SM_LOCALE environment variable.


2. The default is en_US.


Chapter 1, “Introduction,” provides an overview of this and the other InCharge::* modules 
and a simple tutorial description of how they are used.


Function groups
InCharge::session provides access to five kinds of functions: session management, 
Domain Manager primitives, utility, wrapper, and locale specification.


Session management functions


Functions in this group are the principle functions of the module. They are used for 
managing the Perl client/Domain Manager connection. You can use these functions within 
a script to attach, detach, listen for events, and create InCharge::object references.


Domain Manager primitive functions


The InCharge::session module permits access to the low-level primitive functions of the 
Domain Manager, allowing actions such as getClasses() and getInstances() to be 
performed. These primitives do not all exactly mirror the interface provided by dmctl or the 
native ASL language. For example, dmctl has a save command that does not have an exact 
primitive equivalent, but there are two primitives that can be invoked to give the same 
results. These are storeClassRepostity() and storeAllRepository(). Where primitives exist 
that semantically match dmctl or ASL commands but differ in name, aliased names are 
provided to give syntactic compatibility.


Utility functions


This group includes functions to provide additional logical assistance to writers of Perl 
scripts to be used with the Resource Package software.


Wrapper functions


This group of functions provides wrappers around the primitives to provide an interface 
that is more consistent with the ITOps native ASL language and dmctl utility.


Wrapper functions of this type are provided only for functions where the syntax and 
semantics of the primitive are not compatible with ASL or dmctl. The save example, 
described in “Domain Manager primitive functions” on page 35, is one such function.
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Specifying the client locale


The InCharge::session module provides a function that enables you to set the locale of the 
session (the client locale).


Error handling
Errors are reported back to the invoking script by using Perl's die mechanism, and can be 
caught by using Perl’s eval function. This is typical Perl coding practice and mimics the 
try-throw-catch logic of Java and C++. “Error handling” on page 59 provides further 
information.


Session management functions
The following session management functions are provided.


new


$session = InCharge::session->new( .. options .. );


The new function first establishes a connection between the calling Perl script and a 
Domain Manager. It then returns a tied reference that can be used thereafter to 
manipulate the domain and the entities contained in its repository.


If the domain name is the sole option passed, it can be specified without the domain=> 
key.


The username and password options are required if connecting to a server with 
authentication features enabled. If neither of these arguments is given, the 
clientConnect.conf file is used to determine the username and password or the 
mechanism to obtain them.


Option to specify the Broker
broker => $host[:$port]


This option specifies the Broker from which the domain details are to be lifted. The string 
consists of a hostname or IP address followed by an optional port number, delimited by a 
colon. The section “Conventions for specifying IPv6 addresses” on page 100 describes 
how to specify an IPv6 address.


The default host is localhost, and the default port is 426.


Option to specify the domain
This option specifies the name of the domain to be used. If the host and port details are 
also given, then the API does not refer to the broker to determine them. The default 
domain name is INCHARGE.


There are two different syntaxes that can be used to specify the domain:


◆ domain => [$host:$port/]$domain


◆ server => [$host:$port/]$domain
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The option name “server” can be used in place of “domain” and the two options have the 
same meaning.


Option to specify the username
This option specifies the name of the user to be used in connecting to the domain. If user 
or username is specified, then password must also be specified, as described in “Option 
to specify the password” on page 37. If the username is not given, then the API refers to 
the clientConnect.conf file to determine the authentication information to use when 
establishing the connection.


There is no default username.


There are two different syntaxes that can be used to specify the username:


◆ user => $user_name


◆ username => $user_name


If no username is specified, the script inspects and interprets the SM_AUTHORITY 
environment variable in the same way that the main ITOps software does and may 
prompt the user for the username and password by using the standard I/O device.


Option to specify the password
This option specifies the password for the user given with the username option.


password => $password


The username and password must both be supplied, or neither of them must be specified.


Option to specify a description of the script
This option describes the role of the script and is noted by the Domain Manager for use in 
debug and other logging messages. Its contents are not significant, otherwise. The default 
is Perl-Client. 


description => $description


Option for specifying server-level tracing
If this option is specified and given a true value, non-zero, then server-level tracing is 
turned on. This causes the Domain Manager to log information about every primitive call 
invoked by the script. 


When server-level tracing is turned on, it results in a large amount of data written to the 
server's log file.


It is recommended to use this sparingly since it also has a negative impact on the Domain 
Manager's performance. 


traceServer => 1
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Option for specifying response timeout
This option specifies the timeout to be enforced while waiting for responses from the 
Domain Manager to primitive requests. The default value is 120 seconds. You may 
increase the value, if necessary, but do not set it to a value below 120 seconds. 
Otherwise, slow to-process requests will fail in a manner that looks like a communication 
link failure between the script and the Domain Manager. 


timeout => $timeout


Option for specifying the session locale
The locale option allows you to set the locale of the session (the client locale).


locale=>locale


You can use the InCharge::session->setLocale() method to change the locale for the 
session, while it is connected.


init


$session = InCharge::session->init( );


This function is the simplified version of InCharge::session->new(). It parses the script’s 
command line, looking for options that specify the Broker, Domain Manager username, 
password, trace, timeout, and locale options. Then it invokes the primitive 
InCharge::session->new() with those arguments and passes back the result.


InCharge::session->init() looks for the following script command line arguments.


--broker=<brokerIP[:bokerPort]>   (also: -b)
--server=<domain-name>            (also: -s)
--user=<username>                 (also: -u)
--password=<password>             (also: -p)
--traceServer
--timeout
--locale=<locale>


If neither the --user (or -u) and --password (or -p) are specified, the script makes use of the 
SM_HOME/conf/clientConnect.conf file to determine the username and password to be 
employed. Comments are included in the file for detailing this mechanism. This 
mechanism is turned on by specifying the value <STD> for the SM_AUTHORITY environment 
variable.


If the InCharge::session->init() functions encounters a command line syntax error, it calls 
usageError, in the main script, which the developer must provide. A single large text string 
that contains a description of the standard options handled is passed as the argument to 
usageError, which enables the author to include information about the standard options 
as well as any nonstandard ones provided. If the usageError subroutine does not exist, a 
default error message is printed on STDERR.
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Note that the init() function consumes (removes) the command line arguments it handles 
from @ARGV as it processes them. Therefore you can access the @ARGV array after its 
execution to process additional arguments without needing to skip the standard ones. 
However, you cannot use the init command twice in the same script without first saving 
and restoring the contents @ARGV, as in the example:


@SAVE = @ARGV;
$session1 = InCharge::session->init( );
@ARGV = @SAVE;
$session2 = InCharge::session->init( );


The locale argument to the InCharge::session init method allows you to set the locale of 
the session (the client locale).


You can use the InCharge::session->setLocale() method to change the locale for the 
session, while it is connected.


The default locale to set for a Perl client is determined as follows:


1. The value of the SM_LOCALE environment variable.


2. If the SM_LOCALE variable is not set, then the default is en_US.


broken


$flag = $session->broken( );


The broken() function returns non-zero (TRUE) if the session with the Domain Manager is 
broken in some way.


A return value of non-zero indicates connection or protocol failures. To continue working 
with a broken session, the script should call the reattach() function, and then reestablish 
the event subscription profiles required.


reattach


$session->reattach( );


Reestablishes a connection that has been detached or broken.


The reattach() function can be called to reconnect to a server to which the connection has 
been lost. Reestablishing the connection does not automatically reestablish observer 
sessions, subscriptions, transactional or other session state information.


If the call is used to reattach a session that had an active observer, the observer 
connection is closed as a side effect of the action and must be reopened separately.


This function should be called after a [13] I/O Error is thrown by any of the Domain 
Manager access calls in order to shut down and reopen the socket, leaving the session in 
a working state. If this step is not taken, there is a danger that residual packets on the 
connection would cause synchronization problems between the client and Domain 
Manager. “Error handling” on page 59 describes error prefixes, including the [13] prefix.
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The reattach() primitive does not return a new session identifier, but does refresh the 
referenced one. This is not a dup() style of action.


detach


$session->detach( );


The detach() function enables you to detach from the domain referred to by $session.


This function can be used for either a session, created using InCharge::session->new(), or 
an observer session, created using InCharge::session->observer().


If this is used to detach a session with an active observer, the observer is also closed.


This call does not completely destroy the $session reference contents but retains enough 
information to allow the session to be reestablished. Thus, it is possible to call 
$session->reattach() to reconnect to the Domain Manager by using the same parameters 
as were used in the initial connection. However, the event subscriptions need to be 
reestablished explicitly in this event.


observer


$observer_session = $session->observer( .. options .. );


The observer() function creates and returns a reference to a connection to a Domain 
Manager on which subscribed events can be received.


This establishes a new socket between the client and Domain Manager. Once connected, 
events can be subscribed to by using the various subscribe methods, and they can be 
received by using:


@event_info = $observer_session->receiveEvent( );


Specifying the option connectEvents => 1 to the observer() function causes server 
disconnection to be notified as a DISCONNECT event rather than an [13] I/O Error. 
However, unlike ASL, the reconnection is not performed automatically. The script can use 
the $session->reattach() call to attempt an explicit reconnection and must then reestablish 
any event subscriptions and other contexts.


Specifying the option ignoreOld => 1 causes events generated before the connection was 
established to be discarded automatically. The use of this option is not generally 
recommended since the atomicity of time measurement on Windows NT and UNIX makes 
its results somewhat unpredictable.


Repeated calls to the observer() method of a session return references to the same 
observer. It is not possible to create multiple observers on the same session.


receiveEvent


@event = $observer_session->receiveEvent( [ $timeout ] );


Listen for subscribed events from the Domain Manager.

40 EMC Smarts Foundation Perl Reference Guide







InCharge::Session

The received events are returned as an array or, in scalar context, a reference to an array 
containing three or more elements. “Event subscription” on page 17 describes the 
different events to which you can subscribe.


The first element of all events is the timestamp, on the Domain Manager's system clock, 
and not the client's clock. The second element is a string defining the event type. The 
other elements are event-specific.


The $timeout is optional, and specifies a timeout period, in seconds, that the script is 
prepared to wait for an incoming event. If no event arrives in this time period, an event of 
type TIMEOUT is returned. The $timeout can be specified in fractions of a second, or 
“float”; for example, 0.25 = a quarter second.


object


$obj = $session->object( $objectname );


Creates a new InCharge::object reference that can be used to invoke methods of the 
InCharge::object module.


As an example, to obtain the value of the Vendor field for a particular object, use:


$obj = $session->object( "::gw1" );
$vendor = $obj->{Vendor};


You can even combine these into a single line, such as:


$vendor = $session->object( "::gw1" )->{Vendor};


The $objectname parameter can be specified in any of the styles shown in the following 
examples:


◆ object( 'Router::gw1' )


In this example, the $objectname parameter is a single string where both the class 
and instance names are specified with double colons (::) delimiting them. If variables 
are to be used to specify the relevant parts of the string, then it is important that at 
least the variable before double-colon (::) is encased in braces because without them, 
Perl will give the (::) characters its own meaning. 


◆ object( 'Router', 'gw1' )


In this example, the $objectname parameter is specified as two strings with one for 
the class and one for the instance name. 


◆ object( '::gw1' )


In this example, the $objectname parameter is specified as one string with the class 
name missing. The API will make a query to the Domain Manager to discover the actual 
class for the object which causes a minor performance penalty. 


◆ object( undef, 'gw1' )


In this example, the $objectname parameter is specified as two parameters with the 
first one undefined. This also results in the API performing a Domain Manager query. 


◆ object( 'gw1' )
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In this example, the $objectname parameter is specified as a single parameter that 
does not include the double-colon (::) delimiter, which must contain just the instance 
name. A Domain Manager query is performed to determine the relevant class name. 


An important difference between the API and the native ASL language is that if you create 
an object, using object(), in native ASL without specifying the class name, the language 
assumes that the class MR_Object can be applied. This restricts the level of property and 
operation access that can be used. The API queries the repository to determine the actual 
class for the instance, giving complete access to the resulting object's features.


create


$obj = $session->create( $objectname );


Similar to the object() call, described in “object” on page 41, the create() call creates an 
InCharge::object valid reference through which a specified instance can be manipulated. 
However, unlike object(), the create() method creates the object if it does not already 
exist.


Since it has the ability to create objects, it is important that the object name specified as 
an argument includes both the instance name and the class name. You cannot use the 
::instance or (undef, $instance) syntaxes for specifying the object name. You can, 
however, use either the Class::Instance or ($class, $instance) syntax described for the 
object() method.


Unlike the createInstance() primitive, it is not an error to call the create() method for an 
object instance that already exists. In this case, the call is equivalent to the 
$session->object() call and it simply returns the InCharge::object valid reference to the 
instance.


callPrimitive


RESULT = $session->callPrimitive($primitiveName, @arguments)


Calls the specified Domain Manager primitive, passing the primitive the arguments and 
returning its result.


For most primitives, this is a complex invocation sequence. However, it is only actually 
needed when a primitive and a method of the InCharge::session module share the same 
name, and you wish to use the primitive version.


The following are equivalent, although the first is preferred.


@list = $session->getInstances( "Router" );
@list = 


$session->callPrimitive("getInstances", "Router");


The put() primitive is one of the few primitives where these two ways of calling it are not 
equivalent. This is because the InCharge::session module exports its own variant of the 
method. If you must gain access to the primitive version, you will need to use the 
callPrimitive() mechanism. However, this is not recommended, since the syntax is 
complex. The “put” on page 47 provides further details.
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The type of the RESULT in array or scalar context is dependant on the primitive that is 
being called. In general:


◆ If the primitive returns a scalar you get a scalar or, in array context, a single element 
array.


◆ If the primitive returns an array you get an array, in array context, or array reference, in 
scalar context.


Utility functions
The following utility functions are provided.


TYPE


$number = $session->TYPE( $string );
$string = $session->TYPE( $number );


The TYPE() function converts a Domain Manager data type symbolic name to its internal 
numeric code, or converts an internal numeric code to its symbolic name. So the following 
prints “13”:


print $session->TYPE( "STRING" ) . "\n”;


The following code prints “STRING”:


print $session->TYPE( 13 ) . "\n”;


getFileno


$fno = $session->getFileno( );


The getFileno( ) function returns a number that refers to the socket used for the 
script/server connection. 


On Windows platforms, this function returns a unique number associated with the 
connection handle that refers to the socket used by the script/server connection. 


Do not use this function with the Perl select statement to listen for events from multiple 
domains by using multiple observer objects. Instead, use the new select function: 
InCharge::session::select.


getProtocolVersion


$ver = $session->getProtocolVersion( );


The getProtocolVersion( ) function returns the protocol version number supported by the 
Domain Manager. This is a single integer number derived by the following calculation.


( major * 10000 ) + (minor * 100) + revision


Hence, version “V5.1” is represented by the number 50100, and version “V4.2.1” is 
represented by 40201.
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primitiveIsAvailable


$boolean = $session->primitiveIsAvailable( $primitive_name )


The primitiveIsAvailable() function checks whether the named primitive is available in the 
Domain Manager.


A value of 1 means that it is available, and value of 0 means that it is not available, either 
because it is an undefined primitive or it was introduced in a later version of the Domain 
Manager software.


if ( $session->primtiveIsAvailable (
"getMultipleProperties" ) {


$vendor, $model ) = $session->getMultipleProperties (
$obj, [ "Vendor", "Model" ] );


} else {
$vendor = $obj->{Vendor};
$model = $obj->{Model};


}


select


@ret = InCharge::session::select(\@observerList, $timeout);


The select() function checks if there are data to be read for each observer in 
@observerList.


@ret returns a list of handles in which the value:


◆ 1 represents that the observer has data to read


◆ 0 indicates that there are no data to be read.


The $timeout parameter indicates how many seconds the function select should wait 
before returning the result. It can be called with an undef value for no wait time.


Example of usage:


@ret = InCharge::session::select(<ref_list>,<timeout>);


where:


◆ <ref_list> is a reference to the list of observers that will be checked.


◆ <timeout> is the number of seconds to wait before returning. For immediate return, use 
the argument undef.


The following script returns an array with the result for each checked observer.


use InCharge::session;
use Data::Dumper;
my %common = (user => "admin", password => "changeme");
$mask = "";
$i=0;
foreach $dom ( "INCHARGE-AM", "INCHARGE-SA" ) {


$sess{$dom} = InCharge::session->new( %common, domain => $dom );
$obs{$dom} = $sess{$dom}->observer( );
@obsList[$i]= $obs{$dom};


       $sess{$dom}->subscribe( ".*::.*::.*/pa" );
#$fn{$dom} = $obs{$dom}->getFileno()."\n";
#vec($mask, $fn{$dom}, 1) = 1;
$i++;


}


44 EMC Smarts Foundation Perl Reference Guide







InCharge::Session

$i=0;
for ( ; ; ) {
       $i=0;


@obsRet = InCharge::session::select( \@obsList, undef);
foreach $obsR ( @obsRet ) {


#next unless (vec($rout, $fn{$dom}, 1));
@event = $obsR->receiveEvent( );
print "$obsR->{domain} - ".join( ", ", @event ). "\n";
$i++;


}
}


Specifying the locale while connected
The setLocale() method may be used to indicate the locale in which text will be returned to 
the client for the session, while it is connected.


If the locale has not been set for the session while connecting or the setLocale() method 
has not been called, then the session locale is determined as follows:


1. The value of the SM_LOCALE environment variable.


2. The default is en_US.


Retrieving and setting log, error and trace levels at runtime
There are three computed attributes available to get and set the log, error, and trace levels 
of a Domain Manager at runtime. These computed attributes, described in Table 15 on 
page 45, are available on the SM_System object. 


The values of these computed attributes can be retrieved and set, and valid values are:


◆ None


◆ Emergency


◆ Alert


◆ Critical


◆ Error


Table 15  Computed attributes to retrieve and set log, error, and trace levels at runtime


Computed Attributes Description


logLevel The minimum exception level for sending messages to the system error 
logger. The logLevel attribute is a string, and can be any one of the values 
set for the --loglevel command line option:


errLevel The minimum exception level for writing messages to the log files. The 
errLevel attribute is a string, and can be any one of the values set for the 
--errlevel command line option. 


traceLevel Used to print a stack trace to the ITOps log file when an exception at this 
level or above occurs. Exceptions below this level do not write a stack 
trace. The traceLevel attribute is a string, and can be any one of the values 
set for the --tracelevel command line option. 
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◆ Warning


◆ Notice


◆ Informational,


◆ Debug


Fatal is a synonym for Critical.


Retrieving the current level


You can retrieve the current levels of SM_System::SM-System::logLevel, 
SM_System::SM-System::errLevel, or SM_System::SM-System::traceLevel. A string is 
returned which represents the current level, such as "Warning", "Error", or "Fatal". For 
example:


my $smsystem = $session->object("SM_System","SM-System");
my $curr_error_level = $sm_system->{errLevel};


Setting the level


To change the current levels, obtain a pointer to the object, and then set the value of 
SM_System::SM-System::logLevel, SM_System::SM-System::errLevel, or 
SM_System::SM-System::traceLevel to the appropriate level. 


In this example, the trace level setting is changed to None. 


my $smsystem = $session->object("SM_System","SM-System");
$sm_system->{traceLevel} = "None";


When you change the log, error or trace levels a message is printed in the log file. The log 
message will appear similar to the following:


[April 8, 2009 5:03:41 PM EDT +122ms] t@1149000000 SM_ProtocolEngine-6
JM_MSG-*-JM_TRACE_LEVEL_CHANGED-User 'user1', using remote dmctl 
client (id 6), on host host1 with credentials tpadmin1 has changed 
the Trace level to None; in file 
"/mypath/repos/jiim/SM_JIIM_Support_Impl.c" at line 458


Wrapper functions
The following functions add varying degrees of wrapper logic round the ITOps primitives, 
to make them more compatible with the native ASL language. 


save


$session->save( $filename [, $class ] );


The save() function saves the repository in the specified file. If a class name is specified, 
then only the instances of that class are saved.
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put


$session->put( $object, $property, $value );


It is not recommended that the put() method be used extensively. Instead, use the 
features of InCharge::object.


This method changes the value of an object property. This version differs from the put_P() 
primitive in that the latter requires the value type to be specified explicitly, whereas this 
version determines and caches the type. The following calls are, therefore, equivalent, 
although the first is preferred.


$obj = $session->object( "Router::gw1" );
$session->{Vendor} = "Cadbury";
$obj->put( "Vendor", "Cadbury" );
$obj->put( Vendor => "Cadbury" );
$session->put( "Router::gw1", "Vendor", "Cadbury" );
$session->object( "Router::gw1" )->{Vendor} = "Cadbury";
$session->callPrimitive( "put_P", "Router", "gw1",


"Vendor",[ "STRING", "Cadbury" ] );


When giving a value to an array property, such as the ComposedOf relationship, pass an 
array reference as shown in the following example:


$obj->{ComposedOf} = [
"Interface::IF-if1",
"Interface::IF-if2"
];


Also, you can set more than one property in a single call. This can reduce complexity in the 
script layout but has minimal performance advantage.


$obj->put(
Vendor   => "CISCO",
Model    => "2500",
Location => "Behind the coffee machine"


);


invoke


RESULT = $session->invoke($object, $operation[, @arguments]);


It is not recommended that this method be used extensively. Instead, use the features of 
InCharge::object.


This method invokes the specified object operation, passing it the listed arguments and 
returning the RESULT.


The type of the RESULT depends on the usual Perl concept of array or scalar context, as 
well as the definition of the operation being called. In general:


◆ If it returns a scalar you get a scalar or, in array context, a single element array. 


◆ If it returns an array you get an array, in array context, or array reference, in scalar 
context.
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This method's semantics and syntax differ from the primitive method invokeOperation() in 
that the latter needs to have the types of the arguments specified explicitly. Whereas for 
this method, the InCharge::session module version discovers and caches the operation 
argument types and does not require the arguments to be listed in arrays of array 
references.


Additional documentation about the operations that exist for a particular class can be 
obtained by using the dmctl utility, as shown:


dmctl -s DOMAIN getOperations CLASSNAME


The following examples are equivalent; the first example is preferred.


◆ Example 1:


$obj = $session->object( "Router::gw1" );
$fan= $obj->findFan( 2 );


◆ Example 2:


$fan = $session->invoke( "Router::gw1", "findFan", 2 );


◆ Example 3:


$fan = $session->callPrimitive( "invokeOperation","Router", "gw1", 
"findFan",[ [ "INT", 2 ] ]
);


invoke_t


($type, $value) =
$session->invoke_t( $object, $operation [, @arguments]


);


The invoke_t() function is identical to invoke() except that the return indicates both the 
type and the value of the returned data.


The value is a Perl scalar, if the operation returns a scalar, or an array reference, if the 
operation returns an array. The type will contain one of the Domain Manager internal type 
codes. For example, “13” is the code for a string.


findInstances


@instances =
$session->findInstances( $c_patn, $i_patn [, $flags] )


or


@instances =
$session->findInstances( "${c_patn}::${i_patn}" [, $flags] )


Finds instances that match the class and instance patterns, according to rules specified in 
the flags.


The $flags is a set of characters that modifies the way the call works.
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A flag of “n” means that subclasses are not recursed into. Therefore, instances in 
matching classes only are returned. Without “n”, instances of matching classes and their 
subclasses are returned.


A flag of “r” means that UNIX-like RegEx matching is used during the search. If the “r” flag 
is not specified, the search uses glob pattern matching.


The RegEx version that is supported is the UTF-8 and Unicode regexp compliant engine 
(coming from ICU).


The default is no flags, therefore, the search uses glob pattern matching and recursion.


Results are returned as a list of strings, each of which contains a class and instance name 
delimited with double-colon (::).


The search strings are anchored as if the “^” and “$” had been used in the UNIX-style 
pattern. Therefore, “rr*” matches “rred” but not “herring”, whereas “`*rr*” matches both 
of them.


Example:


@found = $session->findInstances( "Router::gw*", "n" );


getCauses


@events = $session->getCauses( $objectname, $event [, $oneHop] );


The getCauses() function returns a list of problems that cause an event.


The function arguments are class, instance (possibly combined into one, for example, 
SM_System::SM-System), and event. The function returns the problems that cause the 
event based on the relationships among instances defined in the Domain Manager.


The oneHop parameter is optional: 


◆ If it is omitted or passed as FALSE, the full list of problems that explain eventname, 
whether directly or indirectly, is returned. 


◆ If it is passed as TRUE, only those problems that directly list eventname among the 
events they explain are returned.


The function returns an array of array references with the format:


[
[ <classname::instancename>,<problemname> ],
[ <classname::instancename>,<problemname> ],
...


]


The class and instance names are returned as a single double-colon (::) delimited string, 
giving two strings per returned event in total. This is different from the native ASL language 
which returns the class and instance names separately, giving three strings for each event.
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Example:


@causes =
$session->getCauses( "Router::gw1",


"MightBeUnavailable"
);


getClosure


@events = $session->getClosure($object, $eventname[, $oneHop]);


The getClosure() function returns a list of symptoms associated with the problem or 
aggregate based on the relationships among instances defined in the Domain Manager.


The oneHop parameter is optional:


◆ If it is omitted or passed as FALSE, the full list of problems that explain eventname, 
whether directly or indirectly, is returned. 


◆ If it is passed as TRUE, only those problems that directly list eventname among the 
events they explain are returned.


The function returns an array of array references with the format:


[
[ <classname::instancename>,<problemname> ],
[ <classname::instancename>,<problemname> ],
...


]


The class and instance names are returned as a single double-colon (::) delimited string, 
giving two strings per returned event in total. This is different from the native ASL language 
which returns the class and instance names separately, giving three strings for each event.


Example:


@symptoms =
$session->getClosure( "Router::gw1", "Down", 0 );


getExplains


@events = $session->getExplains($object, $eventname[, $onehop ]);


MODEL developers can add information to a problem in order to emphasize events that 
occur because of a problem. The getExplains() function returns a list of these events.


The $onehop parameter is optional:


◆ If it is omitted or passed as FALSE, the full list of problems that explain $eventname, 
whether directly or indirectly, is returned. 


◆ If it is passed as TRUE, only those problems that directly list eventname among the 
events they explain are returned.


The function returns an array of array references with the format:


[
[ <classname::instancename>,<problemname> ],
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[ <classname::instancename>,<problemname> ],
...


]


The class and instance names are returned as a single double-colon (::) delimited string, 
giving two strings per returned event in total. This is different from the native ASL language 
which returns the class and instance names separately, giving three strings for each event.


getExplainedBy


@events = $session->getExplainedBy($object, $event[, $onehop ]);


The getExplainedBy() function is the inverse of the getExplains() function.


It returns those problems (or events) which the MODEL developer has listed as explaining 
this event.


The $onehop parameter is optional:


◆ If it is omitted or passed as FALSE, the full list of problems that explain $event, 
whether directly or indirectly, is returned. 


◆ If it is passed as TRUE, only those problems that directly list $event among the events 
they explain are returned.


The function returns an array of array references with the format:


[
[ <classname::instancename>,<problemname> ],
[ <classname::instancename>,<problemname> ],
...


]


The class and instance names are returned as a single double-colon (::) delimited string, 
giving two strings per returned event in total. This is different from the native ASL language 
which returns the class and instance names separately, giving three strings for each event.


subscribe and unsubscribe


$session->subscribe( $C, $I, $E [, $flags ] );
$session->subscribe( "$C::$I::$E[/$flags]" );
$session->unsubscribe( $C, $I, $E [, $flags ] );
$session->unsubscribe( "$C::$I::$E[/$flags]" );


These functions subscribe, or unsubscribe, to notifications of the specified events. “$C”, 
“$I”, “$E” must be regexp patterns that represent the classes, instances, and events to 
which to subscribe.


The unsubscribe() function is the inverse of subscribe().
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The $flags value is a bitwise combination of the values or a more mnemonic string as 
shown in Table 16 on page 52. 


As a compatibility aid, the $flag can also be specified as a string of letters. In this case, 
each of the letters are subscription qualifiers: 


◆ “p” means subscribe to problems


◆ “a” means subscribe to aggregates (impacts)


◆ “e” means subscribe to events. 


If “p”, “a” or “e” are not present, “p” is assumed. 


◆ “v” means run in verbose mode, which turns on subscription control messages.


The action of these options is the same as that provided by the sm_adapter program’s 
--subscribe= option.


Examples:


$session->subscribe( "Router", ".*", ".*", "/pev" );
$session->subscribe( "Router::.*::.*/peav" );
$session->subscribe( $obj, ".*", 0x3 );
$session->unsubscribe( $obj, ".*", 0x3 );


Table 16  Subscription flag parameter values


Flag bitfield value Description


0x000001 Simple event


0x000002 Simple aggregation


0x000010 Problem


0x000020 Imported event


0x000040 Propagated aggregation


0x0000ff All


0x001000 Expand subclasses


0x002000 Expand subclasses events


0x004000 Expand aggregations


0x008000 Expand closures


0x010000 Sticky


0x020000 Undo all


0x040000 Quiet accept


0x080000 Quiet suspend


0x100000 Glob
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transaction, abortTxn and commitTxn


$session->transaction( [ $flag ] );
$session->abortTxn( );
$session->commitTxn( );


These functions start, commit, and abort transactions. 


Using transactions, you can commit many changes to the objects in a Domain Manager as 
a single atomic transaction, or choose to abort all of them. Use the following syntax to 
create a transaction:


$session->transaction();


After initiating the transaction, every change made to an object does not affect the object 
until you commit the transaction. If the transaction is aborted, any changes made will not 
affect the object. Use the following syntax to either commit or abort a transaction.


$session->commitTxn( );


or


$session->abortTxn( );


The changes made with a transaction are not visible outside of the script until the changes 
are committed. Within a transaction, the same script can see the proposed changes. 
Transactions also can control how other applications see objects before changes are 
committed or aborted by adding a single keyword. 


The syntax of a transaction with a keyword is:


$session->
transaction(["WRITE_LOCK"|"READ_LOCK"|"NO_LOCK"]);


A keyword can be any one of those described in Table 17 on page 53. 


Transactions may be nested. When you nest a transaction, you must commit or abort the 
nested transaction before you commit or abort the previous transaction.


The API aborts any open transactions when the script terminates.


Example:


#! /usr/local/bin/Perl
$session = InCharge::session->init( );
$delthis = shift @ARGV;
$delthisObj = $session->object($delthis);
@relObj = @{ $delthisObj->{ComposedOf} };
$session->transaction();
$x = $delthisObj->delete();


Table 17  Transaction lock options


Keyword Description


WRITE_LOCK While the transaction is open, no other process can modify or access 
information in the repository.


READ_LOCK The behavior of READ_LOCK is the same as WRITE_LOCK.


NO_LOCK This is the default behavior. No locks exist until the script commits the 
transaction.
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foreach $mem (@relObj) {
$mem->delete();


}
$session->commitTxn();
print("Deleted ".delthis." and related ports\n”);


In the example, the script deletes a card and its related ports. The script is invoked with an 
argument that specifies the card to delete. Using the ComposedOf relationship, the script 
creates a list of port objects to delete. The script deletes the card and its related ports at 
the same time through a transaction that ensures that no other script can see the 
intermediate stage with an incompletely deleted suite of objects.


delete


$session->delete( $object );


The delete() function deletes the specified object instance from the repository.


This does not clean up all the object interdependencies and links. For a cleaner object 
deletion, use the remove() operation, if one exists, for the object class in question. The 
section “invoke” on page 89 also provides additional information to the related invoke() 
primitive.


The delete() method can be called in one of two ways.


$session->delete( $object );


or


$object->delete();


getEventType


$type = $session->getEventType( $class, $event );


Given a class and event name, the getEventType() function returns a string that describes 
the type of the event. The possible strings returned are described in Table 18 on page 54. 


Example:


$type = $session->getEventType( "Router", "Down" );


To obtain the low-level numeric type codes, instead of descriptive strings, use the 
getEventType() primitive, as shown.


Table 18  Event types


Event type literal Description


EVENT Event


AGGREGATION Aggregation


SYMPTOM Symptom


PROBLEM Problem


UNKNOWN Error indication
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$type = 
$session->primitive( "getEventType", "Router", "Down" );


getServerName


$session->getServerName( );


The getServerName() function returns the name of the Domain Manager to which the 
session is connected.


insertElement


$session->insertElement( $object, $relation, @item[s] );


The insertElement() function inserts one or more elements into an object relationship.


It is suggested that the insertElement() feature of the InCharge::object module be used 
instead, as shown.


$obj->insertElement( $relation, @item[s] );


removeElement


$session-E>removeElement( $object, $relation, @item[s] );


The removeElement() function removes one or more elements from an object relationship, 
such as ComposedOf. 


It is recommended that the removeElement() feature of the InCharge::object module be 
used instead, as shown.


$obj->removeElement( $relation, @item[s] );
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Primitive naming conventions
The Domain Manager primitives are low-level remote calls that are supported by the API. 
These primitives provide the standard protocol between client applications, such as 
dmctl, ASL adapters, API scripts, and the Domain Manager. 


Name


InCharge::primitives 


Conventions


The names given to the primitives follow a convention of using lowercase, except for the 
first letter of the second and subsequent words of multiword names. For example, to get 
operation arguments, the name of the primitive is getOperationArguments.


Where the resulting names are overly long, the API provides shorter aliases; 
getOperationArguments() has the alias getOpArgs(). Typically, the word “Operation” is 
shortened to “Op”, and “Property” is shortened to “Prop”, however, both the long and 
shortened name can be used. Both forms are described in the following sections.


Since primitives are designed to be called by using the InCharge::session, where a 
primitive name conflicts with a module function, the name of the primitive has the string 
“_P” concatenated onto it in order to differentiate the two. Script authors are discouraged 
from using these “_P” versions since higher-level versions are available through 
InCharge::session and, in some cases, InCharge::object that are easier to use.


Where a primitive returns a value that may be of any type, a second version of the call is 
provided that returns both the numeric type code and the return value. The name of this 
extended version is the same as the lesser original but with “_t” appended. You can also 
specify “_T” instead of “_t”, in which case when the primitive returns an 
ANYVAL_ARRAY_SET (that is, a structure of structures), the fields of the structures are also 
accompanied by their types. This is a reference to a two-element array containing type and 
value for each structure field.


The primitive names are similar to those used in the C++ API. Where the names do not 
match those used by ASL or dmctl, aliases are provided. For example, the ASL command 
get Instances() is called get Leaf Instances() in the C++ API. Therefore, the API allows both 
names to be used. The C++ name is the name used for the actual primitive and the ASL 
name is provided as an alias.


The C interface for EMC Smarts software, on the other hand, uses function names that look 
like sm_property_unsubscribe(). They start with “sm_” and use all lowercase words 
delimited by underscores. This set of functions is less complete than the C++ equivalent 
interface and does not provide a one-to-one match of all the Domain Manager primitives. 
The API for Perl does not provide a match for the C interface function names.


Primitive calling conventions
All the functions described in this document must be invoked with reference to a valid 
object of the InCharge::session module. These object references are created by using 
InCharge::session->object(), InCharge::session->create(), or 
InCharge::session->getInstances().
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The general approach used for calling primitives is as follows:


1. Initialize a session and obtain a reference to it.


$session = InCharge::session->init( );


2. Call the primitives required, by using the session reference. For example:


foreach $class ( sort $session->getClasses() ) {
foreach $inst (


sort $session->getInstances($class))
{


print $class . "::" . $inst . "\n”;
}


}


3. Close the session.


$session->detach( );


Where access to operations or properties of Domain Manager repository objects is 
required you are discouraged from using the get(), put() and invokeOperation() primitives, 
but encouraged to use the features of the InCharge::object module instead. Using this 
approach, the script obtains an InCharge::object reference, which is used to access the 
required information. For example,


1. Establish a session.


$session = InCharge::session->init();


2. Create an InCharge::object valid reference to the object of interest.


$obj = $session->object( "Router::gw1" );


3. Manipulate the object by using the reference.


$type = $obj->{Type};
$obj->{Vendor} = "Cisco";
$fan1 = $obj->findFan( 1 );


4. Close the session.


$session->detach( );


Error handling
All the functions and methods of objects in the API modules throw errors by using the Perl 
die command. In order to catch any errors that may occur, the eval() function can be used 
and the “$@” variable inspected after the event. This is common Perl scripting practice. 
The error message is rendered in the locale set by the client session. 


The example shown in the following script will abort if the router “gw1” does not exist in 
the topology at the line where the name of the vendor is queried, and the last line will not 
be executed.


use InCharge::session;
$session = InCharge::session->init();
$vendor = $session 


->object( "Router::gw1" )
->get("Vendor”);


print "Vendor is $vendor\n”;
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To trap this possible error, the code can be modified as follows.


use InCharge::session;
$session = InCharge::session->init();
$vendor = eval{


$session ->object( "Router::gw1" ) ->get(Vendor);
};
if ( $@ ) {


print "Error obtaining the Vendor property\n”;
} else {


print "Vendor is $vendor\n”;
}


For more details about using this mechanism, refer to the section on the eval and die 
functions in the Perl function man pages.


All error messages thrown by the API start with a number in square brackets. This is the 
error code and classifies the error as being one of those listed in Table 19 on page 60. The 
remainder of the error text gives a verbose description of the specific error that was 
thrown. Where additional numeric codes are relevant, these are included in a second or 
subsequent set of square brackets.


The following example script attempts a connection with a Domain Manager and prompts 
for a username and password if the connection fails due to an authentication error: code 4.


my $domain = "SAM1";
my $user = undef;
my $passwd = undef;
for ( ; ; ) {


$session = eval{ InCharge::session->new(
domain => $domain,
username => $user,
password => $passwd);


}
if ( $@ =~ m/^\[4\]/ ) {


print "Login: ";    chomp $user   = <STDIN>;
print "Password: "; chomp $passwd = <STDIN>;


} elsif ( $@ ) {
die $@; # Some other fault


} else {
last;   # Success !


}
}


Error codes
Table 19 on page 60 provides a description of the different error codes and their 
associated types. 


Table 19  Error codes 


Error code Error type Description


1 Syntax error Wrong number of arguments, missing argument, or too many 
arguments


2 System error System call error; e.g., socket creation failed


3 Connection error Socket connection error
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Data types
The names of the variables used in the primitive descriptions, in the following sections, to 
denote the arguments and return values indicate the data type passed or expected. 
Although every effort has been made to use self-descriptive argument names in this 
guide, some need further explanation.


$session


The $session data type is a reference to a valid InCharge::session object - created by using 
InCharge::session->new() or InCharge::session->init(). All Domain Manager primitives 
should be called with reference to an InCharge::session object, as shown: 


$session = InCharge::session->init();
@list = $session->getClassInstances( "Router" );


$object


The $object data type is the specification of a repository object to be acted upon.


4 Authentication error Authentication error


5 HTTP error Other session init failure (HTTP error in second number, such 
as “[5][301]”


6 Bad argument Argument content or type error, or invalid name, invalid 
option, or wrong type, such as a scalar argument being 
passed but a reference was required


7 Broker error Cannot attach to Broker


8 No domain Domain not registered with Broker


9 Protocol error Protocol error, data size error, or unsupported protocol format


10 Isolated Not attached


11 Invalid operation Invalid or illegal operation


12 Bad function Bad function call or primitive name


13 IO error Socket IO error


14 Timeout Timer expired


15 DM error Error returned by Domain Manager


16 Not cached Reply missing from cache


17 Configuration error A required configuration element, such as an environment 
variable, is either missing or contains invalid data


Table 19  Error codes  (continued)


Error code Error type Description
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This can be given in one of the formats described in Table 20 on page 62. 


@objects


The @objects data type is a list of objects is to be returned, which is only used as a return 
type.


The return is an array of object name strings in the “ClassName::InstanceName” format.


$symptom, @symptoms


A number of calls return lists of symptoms. These are represented as an array of array 
references. Each subarray consists of four elements, each of which has the following 
significance:


$x[0] = type (INT)
$x[1] = certainly (FLOAT)
$x[2] = object (STRING - class::instance)
$x[3] = event/symptom name (STRING


You can gain access to the elements by using one of the following syntaxes:


◆ $list[ $record_number ] -> [ $field_number ]


◆ $listref -> [ $record_number ] -> [ $field_number ]


The first syntax is used where the list is held in an array variable. The second syntax is 
used when the list is held in an array pointed to by a reference.


Table 20  Formats to specify a repository object


Format Description


'class::instance' This format uses a single string, containing both the class and instance 
name with two colons between them. 
$n =


$session->countElements("Router::gw1",
"ComposedOf");


'::instance' This format uses two parameters, where the first contains the class and 
the second contains the name of the instance.
$n = $session->countElements( "::gw1",


"ComposedOf" );


$class, $instance This format uses two parameters, where the first contains the class and 
the second contains the name of the instance.
$n = 


$session->countElements( "Router",
"gw1", "ComposedOf" );


undef, $instance This format uses two parameters. The first parameter contains the Perl 
undef value, to indicate that it is unknown. This causes the API to 
perform a query to determine that name of the object's class. This 
syntax can only be used to refer to existing objects.
$n = $session->countElements(undef, "gw1",


"ComposedOf");


InCharge::object 
reference


This format is used whenever an object name is required. It is also 
possible to pass an InCharge::object reference.
$obj = $session->object( "Router::gw1" );
$n = $session->countElements( $obj, 


"ComposedOf" );
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$symptomData, @symptomData


Symptom data is returned as an array of nine values, as described in Table 21 on page 63. 
When a list of symptoms is returned, it is formatted as an array of array references where 
each subarray contains the nine fields for a single symptom. 


$type, @types


The Domain Manager protocol uses a range of integer values to identify the types of data 
being passed. These are used when a primitive is permitted to handle more than one data 
type as an argument or return value. For example, the invoke() primitive can take 
arguments of any type, such as integer, string, and Boolean. When specifying a type as a 
primitive function argument you can either use the numeric value or the mnemonic string, 
as shown in the following example. For a string, either use “13” or “STRING”. When type 
codes are returned by primitives, they are always returned as the numeric code.


To convert from the numeric code to the mnemonic string and back, use one of the built-in 
TYPE methods of the InCharge::session module, as shown:


◆ $mnemonic = $session->TYPE( $code )


◆ $code = $session->TYPE( $mnemonic )


Table 22 on page 63 describes the type code values that are used. 


Table 21  Symptom data codes


Symptom data code Description and type


$x[0] state (INTEGER)
0 = active
1 = inactive
2 = suspended
3 = not monitored


$x[1] last occurrence (LONG INTEGER)


$x[2] instance display name (STRING)


$x[3] class display name (STRING)


$x[4] event type (INTEGER)


$x[5] event certainty level (FLOAT)


$x[6] event class (STRING)


$x[7] event instance (STRING)


$x[8] event name (STRING)


Table 22  Type codes (page 1 of 2)


Constant Literal Description


0 VOID void (nothing)


1 ERR error condition


2 BOOLEAN boolean (1 = true, 0 = false)


3 INT signed integer
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$freshness


Where the function argument list takes a freshness parameter, this refers to how fresh the 
property being accessed by the function should be. This applies to polled or derived 
properties that may need recalculating or repolling if the property was last updated more 
than the specified $freshness seconds ago.


4 UNSIGNED unsigned integer


5 LONG signed long integer


6 UNSIGNEDLONG unsigned long integer


7 SHORT signed short integer


8 UNSIGNEDSHORT unsigned short integer


9 FLOAT floating point


10 DOUBLE double length floating point


12 CHAR 1-byte character


13 STRING string


14 OBJREF object (class and instance)


15 OBJCONSTREF constant object reference


16 BOOLEAN_SET set of booleans


17 INT_SET set of signed integers


18 UNSIGNED_SET set of unsigned integers


19 LONG_SET set of signed long integers


20 UNSIGNEDLONG_SET set of unsigned long integers


21 SHORT_SET set of signed short integers


22 UNSIGNEDSHORT_SET set of unsigned short integers


23 FLOAT_SET set of floating point numbers


24 DOUBLE_SET set of double length floats


26 CHAR_SET set of 1-byte characters


27 STRING_SET set of strings


28 OBJREF_SET set of objects (class and instance)


29 OBJCONSTREF_SET set of constant object references


30 ANYVALARRAY set of values (types included)


31 ANYVALARRAY_SET two-dimensional array of values


Table 22  Type codes (page 2 of 2)


Constant Literal Description
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classExists


$boolean = $session->classExists( $class )


The classExists function returns 1 if the specified class exists or 0 otherwise.


if ( $session->classExists( "Router" ) ) {
print "Router class exists\n”;


}


consistencyUpdate


$session->consistencyUpdate( )


The consistencyUpdate() function causes the Domain Manager to recompute the 
correlation codebook.


correlate


$session->correlate( )


The correlate() function triggers the “Code book” correlation actions, where symptoms are 
analyzed and correlated into problems.


countChildren


$count = $session->countChildren( $class )


The countChildren() function counts the child classes of the specified class. 


$class = "ICIM_UnitaryComputerSystem";
$n = $session->countChildren($class);


countClassInstances


$count = $session->countClassInstances( $class )


The countClassInstances() function counts the number of objects that exist for a specified 
class, or those that would be returned by a call to getClassInstances().


$n = $session->countClassInstances( "Router" );


countClasses


$count = $session->countClasses( )


The countClasses() function counts the number of classes present in the system.


$n = $session->countClasses( );
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countElements


$count = $session->countElements( $object, $relation )


The countElements() function counts the number of elements in the specified 
relationship.


$n = $session->countElements("Router::gw1","ComposedOf");


countInstances


$count = $session->countInstances( )


The countInstances() function counts the total number of objects in the repository, of all 
classes.


$n = $session->countInstances( );


countLeafInstances


$count = $session->countLeafInstances( $class )


The countLeafInstances() function counts the number of leaf objects that exist for a 
specified class, those that would be returned by a call to getLeafInstances().


$n = $session->countLeafInstances( "Router" );


countf


$count =
$session->countf( $object, $relationship, $freshness )


The countf() function counts the number of elements in the specified relationship, such as 
countElements(). The contents of the relationship will be refreshed if the values are older 
than $freshness seconds. The section “$freshness” on page 64 provides additional 
information.


createInstance


$session->createInstance( $object )


Use the InCharge::session->create() function instead, as described in Chapter 3, 
“InCharge::Session.”


The createInstance() function creates a new ICIM object instance. The object specification 
must include both a class name and unique instance name.


$session->createInstance( "Router::fred" );


deleteInstance


$session->deleteInstance( $object )
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Use the InCharge::session->delete() or InCharge::object->delete() function instead, as 
described in Chapter 2, “InCharge::Object” and Chapter 3, “InCharge::Session.”


Deletes the specified object instance from the repository. Note that this does not clean up 
all the object interdependencies and links. When the Domain Manager has a MODEL 
based on ICIM, for a cleaner object deletion, you can use the remove() operation, if one 
exists for the object class in question. The section “invoke” on page 89 provides 
additional information.


$session->deleteInstance( "ACT_File::myFile" );


deleteObserver


$session->deleteObserver( )


The deleteObserver() function is an alias for purgeObserver(). The section 
“purgeObserver” on page 94 provides additional information.


Consider this an internal call. Use $session->detach() instead, as discussed in Chapter 3, 
“InCharge::Session.”


The deleteObserver() function reverses the effect of getObserverId(), deregistering the 
script as an observer.


$session->deleteObserver();


eventIsExported


The eventIsExported() function is an alias for getEventExported(). The section 
“getEventExported” on page 76 provides additional information.


execute


The execute() function is an alias for executeProgram(). The section “executeProgram” on 
page 67 provides additional information.


executeProgram


@thread = $session->executeProgram( $program, \@args )


The executeProgram() function is an alias for execute(). The section “execute” on page 67 
provides additional information.


The executeProgram() function executes an EMC Smarts program, passing arguments to it.


The following example runs the dmdebug plug-in, displaying statistics information on the 
stdout file of the sm_server process.


@thread = $session->executeProgram (
"dmdebug", [ "dmdebug", "--stats" ] );
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exists


The exists() function is an alias for instanceExists(). The section “instanceExists” on 
page 89 provides additional information.


findInstances_P


Use the findInstances() function from the InCharge::session module instead. 


@objects = $session->findInstances_P(
$class-pattern, $instance-pattern, $flag )


Finds instances that match the class and instance patterns, according to rules specified in 
the flags.


When used by the console GUI, the $flag value is 0x101000, which requests subclass 
expansion and glob pattern matches. When used by dmctl, the value 0x001000 is used 
which requests RegEx pattern matches and subclass expansion.


The value of $flag consists of the following values OR’d in any combination, according to 
the options required.


0x001000 = Expand-subclasses. With this flag set, the contents of subclasses of those 
classes that match are also returned.


0x100000 = Glob. This causes the match to be done by using ICIM glob() matches rather 
than UNIX regex syntax, which is used otherwise.


@list = $session->findInstances_P(
"Router", "s*", 0x100000 );


@list = $session->findInstances_P(
 "ICIM_UnitaryComputerSystem", ".*", 0x001000);


forceNotify


forceNotify( $object, $event, $notified, $expires)


Notifies, or clears, the specified event.


The $notified and $expires parameters are both timers:


◆ If $notified is greater than or equal to $expires, then the event is cleared. 


◆ If $notified is less-than $expires then the event is notified, or raised. The actual values 
of these parameters are not significant.


# to notify an event:
$session->forceNotify("Router::gw1",


 "Unresponsive", 0, 1);
# to clear an event:
$session->forceNotify("Router::gw1",


 "Unresponsive", 0, 0);
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get


RETURN = $session->get( $object, $property )


Use the features of the InCharge::object module instead, as described in Chapter 2, 
“InCharge::Object” and Chapter 3, “InCharge::Session.” 


Gets the contents of the specified property of the object.


The return type is scalar, array, or array reference as appropriate.


$vendor = $session->get( "Router::gw1", "Vendor" );
@parts = $session->get( "Router::gw1", "ComposedOf" );


The preferred implementation is:


$object = $session->object( "Router::gw1" );
$vendor = $object->{Vendor};
@parts = $object->{ComposedOf};


get_t and get_T


($type, $value) = $session->get_t( $object, $property )


Like get(), this returns the contents of the specified property, however, get_t() also returns 
a code for the type of the data. The returned value will be a scalar or array reference, as 
appropriate.


( $type, $value ) = $session->get_t(
"Router::gw1", "Vendor" );


( $type, $value ) = $session->get_t(
"Router::gw1", "ComposedOf" );


The get_t() variant of this call also returns the types of values contained in complex 
structures. Where get_t() returns a value, get_T() returns a type code and value in a 
two-element array.


getAggregationEvents


@list = $session->getAggregationEvents( $object,
$eventname, $flag)


The getAggregationEvents() function gets the names of the events that are aggregated to 
the specified event, which must be an aggregation event type.


◆ If $flag is false, then the events directly aggregated are returned.


◆ If $flag is true, then the aggregation tree is walked, and the names of all 
nonaggregation events that the specified event ultimately depends on are returned.


@list = $session->getAggregationEvents(
"Router::gw1", "PowerSupplyException", 1 );


getAllEventNames


@events = $session->getAllEventNames( $class )

Primitives 69







Primitives

The getAllEventNames() function is an alias for getEvents(). The section “getEvents” on 
page 75 provides additional information.


The getAllEventNames() function gets the list of all events of all types, including 
symptoms, problems, aggregates, and events, in no particular order.


The getEventNames() call is similar but omits the problems from the list.


@list = $session->getAllEventNames( "Router" );


getAllInstances


@instances = $session->getAllInstances( )


The getAllInstances() function gets the names of all instances present in the ICIM 
database.


The getAllInstances() function can potentially return a very large array and should not be 
used.


getAllProperties and getAllProperties_t


@properties = $session->getAllProperties( $object, $flag );


The getAllProperties() function returns the names and values of all the properties of the 
specified object:


◆ If $flag is 0, attributes only are returned. 


◆ If $flag is 1, relations only are returned.


◆ If $flag is 2, both attributes and relations are returned.


The @properties array contains an even number of elements, where the odd-numbered 
ones are the property names, and the even-numbered are the matching values. This 
convention means that you can treat the result as a Perl hash, as shown in the following 
examples:


◆ The first example:


%props = $s->getAllProperties( $obj, 2 );
print "Object Name is $props{Name}\n”;


◆ The second example:


use Data::Dumper;
print Dumper( \%props );


The “_t” variation of the call returns data types as well as values.


Consider using the get() or get_t() functions of the InCharge::object module with no 
arguments instead of this call, as shown in the following example:


%props = $obj->get( );
print Dumper( \%props );
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getArgDirection


$direction = $session->getArgDirection( $class, $operation, $argname )


The getArgDirection() function gets a flag to indicate whether the specified operation 
argument is an IN or OUT argument:


◆ IN arguments are denoted by the value 0 and refer to argument values passed from 
the script to the Domain Manager.


◆ OUT arguments are denoted by the value 1 and refer to variables into which the 
operation puts result information.


Nearly all arguments to all operations of all classes are IN arguments.


OUT arguments are not supported by the remote access protocol, which is beyond the 
scope of the API, dmctl, and ASL.


$direction = $session->getArgDirection(
"Router", "getFan", "identifier" );


getArgType


$type = $session->getArgType( $class, $operation, $argname )


The getArgType() function is an alias for getOpArgType() and getOperationArgumentType(). 
The sections “getOpArgType” on page 79 and “getOperationArgumentType” on page 79 
provide additional information.


The getArgType() function gets the type of the specified argument for the specified class 
operation. The section “$type, @types” on page 63 describes the possible data types.


$type = $session->getArgType( "Router", "makeFan", "className" );


getAttributes


The getAttributes() function is an alias for getAttributeNames(). The section 
“getAttributeNames” on page 71 provides additional information.


getAttributeNames


@properties = $session->getAttributeNames( $class )


The getAttributeNames() function is an alias for getAttributes(). The section 
“getAttributes” on page 71 provides additional information.


The getAttributeNames() function gets the list of all attributes for the specified class.


Attributes are properties that are not relations. For class Router, Vendor is an attribute but 
ComposedOf is not, however, both are properties. The getAttributeTypes() call returns the 
types of these attributes.


@list = $session->getAttributeNames( "Router" );
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getAttributeTypes


@types = $session->getAttributeTypes( $class )


The getAttributeTypes() function gets the list of type codes associated with the attribute 
names returned by getAttributeNames().


The types returned by this call and the names returned by getAttributeNames() are in the 
same order, such that the type of $property[$n] is given in $type[$n]. The section “$type, 
@types” on page 63 provides a description of the possible values.


@list = $session->getAttributeTypes( "Router" );


getByKey


RESULT = $session->getByKey( $object, $table,
 [ $keytype, $keyvalue ] )


The getByKey() function gets the entry in the named table from the object, indexed by its 
key.


Tables are properties that can contain arrays of values.


@driver = $session->getByKey(
"GA_CompoundDriver::Bridge-Generic-Driver",
"drivers", [ "INT", 10 ] );


getByKey_t and getByKey_T


($type, $value) = $session->getByKey_t( $object, $table,
 [ $keytype, $keyvalue ] )


Identical to getByKey() but returns a code for the type of the result as well.


($type, $data) = $session->getByKey_t(
"GA_CompoundDriver::Bridge-Generic-Driver",
"drivers", [ "INT", 10 ] );


getByKeyf


RESULT = $session->getByKeyf( $object, $table,
 [ $keytype, $keyvalue ], $freshness )


Identical to getByKey() but takes the “freshness” of the entry into account. The section 
“$freshness” on page 64 provides additional information.


@driver = $session->getByKeyf(
"GA_CompoundDriver::Bridge-Generic-Driver",
"drivers", [ "INT", 10 ], 120 );


getByKeyf_t and getByKeyf_T


($type, $value) = $session->getByKeyf_t( $object, $table,
 [ $keytype, $keyvalue ], $freshness )


Identical to getByKey_t() but takes the “freshness” of the entry into account. The section 
“$freshness” on page 64 provides additional information.
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($type, $data) = $session->getByKeyf_t(
"GA_CompoundDriver::Bridge-Generic-Driver",
"drivers", [ "INT", 10 ], 120 );


getChildren


@classes = $session->getChildren( $class )


The getChildren() function gets the list of classes that are child classes of a specified one, 
that is, classes derived from the base class.


$class = "ICIM_UnitaryComputerSystem";
@list = $session->getChildren($class);


getClassDescription


$text = $session->getClassDescription( $class )


The getClassDescription() function gets a textual description of the class.


The fixed string “no description available” is returned if the class programmer has not 
provided a description message for the class.


$description = $session->getClassDescription( "Router" );


getClassHierarchy


@hierarchy = $session->getClassHierarchy( );


The getClassHierarchy() function returns an array of information that provides a complete 
description of the hierarchy of domain model classes.


Each element of the array is a reference to a three-element subarray, as described in 
Table 23 on page 73. 


getClassInstances


@instances = $session->getClassInstances( $class )


The getClassInstances() function gets the list of instances of a specified class.


The return is a list of strings that contain the instance names without the class name. For 
example, “fred” is returned rather than “Router::fred”. This differs from getLeafInstances() 
in that this call returns the members of the class and any derived classes, whereas 
getLeafInstances() returns only the members of the specified class.


@names = $session->getClassInstances( "Router" );


Table 23  Class hierarchy descriptor


Array element Description


$x[0] name of ICIM class


$x[1] name of the class’s parent class


$x[2] class is abstract flag: 1 = yes, 0 = no
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getClasses


@classes = $session->getClasses( )


The getClasses() function gets the list of classes present in the system.


The following code fragment displays the list of all instances of all classes in the database.


foreach $class ($session->getClasses()) {
foreach ($session->getClassInstances($class)) {
print "${class}::$_\n”;


}
}


getCorrelationParameters


@info = $session->getCorrelationParameters( )


The getCorrelationParameters() function returns a nine-element array, each element of 
which contains a parameter relating to the Domain Manager correlation mechanism.


The array elements are described in Table 24 on page 74. 


getEnumVals


@strings = $session->getEnumVals( $class, $property )


The getEnumVals() function returns the list of strings that represent the possible values for 
an enumerated property.


The returned list of strings can be used to present a list of valid values to the user in the 
form of a selection menu. If this primitive is used to refer to a property that is not an 
enumerated one, an error is thrown.


@values = $session->getEnumVals( "Router", "Type" );


Table 24  getCorrelationParameters return values


Element Description


info[0] max problems (INT)


info[1] correlation interval (INT)


info[2] codebook radius (FLOAT)


info[3] correlation radius (FLOAT)


info[4] lost symptom probability (FLOAT)


info[5] spurious symptom probability (FLOAT)


info[6] time limit (INT)


info[7] suspend correlation (BOOLEAN)


info[8] provide explanation (BOOLEAN)
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getEvents


The getEvents() function is an alias for getAllEventNames(). The section 
“getAllEventNames” on page 69 provides additional information.


getEventCauses


@symptoms = $session->getEventCauses( $object, $eventname, $flag )


The getEventCauses() function gets a list of the Root causes, or problems, that the 
specified event can be considered to be a symptom of.


The getProblemClosure() primitive provides the reverse mapping. This is the mechanism 
used to populate the codebook tab for an event property sheet in the administrative 
console.


The $flag parameter is optional:


◆ If it is passed as TRUE, the full list of problems explaining eventname, whether directly 
or indirectly, is returned. 


◆ If it is passed as FALSE, only those problems that directly list eventname among the 
events they explain are returned.


@causes = $session->getEventCauses(
"Router::gw1", "MightBeUnavailable", 1 );


getEventClassName


$class = $session->getEventClassName( $class, $event )


The getEventClassName() function returns a string with the name of the ancestor class 
associated with a class and an event. The ancestor class is where the event was originally 
defined, that is, the class in which the event definition statement, not any refinement, 
appeared.


$class = $session->getEventClassname( "Router", "Down" );


getEventDescription


$text = $session->getEventDescription( $class, $event )


The getEventDescription() function returns a string, defined in MODEL, that describes an 
event.


$descr = $session->getEventDescription("Router", "Down");


getEventExplainedBy


@symptoms = $session->getEventExplainedBy( $object, $event, $flag )


Use InCharge::session->getExplainedBy instead, as discussed in Chapter 3, 
“InCharge::Session.”

Primitives 75







Primitives

The getEventExplainedBy() function returns the list of symptoms that are explained by the 
specified impact event.


The $flag is a boolean that indicates whether the event impact tree is to be walked during 
the processing of the request.


@list = $session->getEventExplainedBy(
"Router::gw1", "DownImpact", 1);


getEventExported


$boolean = $session->getEventExported( $class, $event )


The getEventExported() function is an alias for eventIsExported(). The section 
“eventIsExported” on page 67 provides additional information.


Returns one of the following:


◆ 1 if the specified event is exported by the class
◆ 0 if it is not exported.


Events that are not exported are hidden from view in the GUI.


if ( $session->getEventExported( "Router", "Down" ) ) {
print "Event is exported\n”;


}


getEventNames


@events = $session->getEventNames( $class )


The getEventNames() function gets the list of events handled by the specified class.


Some of the returned events are exported while others are not, as described in 
“getEventExported” on page 76. Unlike getAllEventNames(), this call does not return 
problems names.


@list = $session->getEventNames( $class );


getEventSymptoms


@events = $session->getEventSymptoms( $class, $event )


The getEventSymptoms() function returns the list of events that are symptoms of the 
specified one.


@symptoms =
 $session->getEventSymptoms( "Router", "Down" );


getEventType_P


$eventtype = $session->getEventType_P( $class, $event )
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Consider using InCharge::session->getEventType instead, as discussed in Chapter 3, 
“InCharge::Session.” The “_P” is included in the name to avoid confusion with the 
InCharge::session function of the same name.


This primitive returns a numeric code that indicates the type of the specified event. 
Possible values are shown in Table 25 on page 77. 


$eventtype = $session->getEventType_P( "Router", "Down");


The primitive version of this call must be called by using the primitive function as shown 
because there is an InCharge::session method of the same name, provided for functional 
compatibility with ASL.


getInstances


The getInstances() function is an alias for getClassInstances(). The section 
“getClassInstances” on page 73 provides additional information.


getInstrumentationType


$type = $session->getInstrumentationType( $object )


The getInstrumentationType() function returns the instrumentation type for a specified 
object.


$type =
$session->getInstrumentationType("Router::gw1");


getLeafInstances


@instances = $session->getLeafInstances( $class )


Table 25  getEventType return codes


Return code Event type


0 Event


1 Aggregation


2 Symptom


3 Causality


4 Problem


5 Imported event


6 Propagated Aggregation


7 Propagated Symptom


8 Same type
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The getLeafInstances() function is an alias for getInstances(). The section “getInstances” 
on page 77 provides additional information.


The getLeafInstances() function gets the list of instances of a specified class.


The return is a list of strings that contain the instance names without the class name. For 
example, “fred” is returned rather than “Router::fred”. This differs from 
getClassInstances() in that this call returns only the members of the specified class, 
whereas the getClassInstances() call returns the members of the class and its derived 
classes.


@names = $session->getLeafInstances( "Router" );


getLibraries


@libs = $session->getLibraries( )


The getLibraries() function is an alias for getModels(). The section “getModels” on 
page 78 provides additional information.


The getLibraries() function gets the list of libraries loaded into the system.


getModels


The getModels() function is an alias for getLibraries(). The section “getLibraries” on 
page 78 provides additional information.


getMultipleProperties and getMultipleProperties_t


Use the get() and get_t() functions of the InCharge::object module with multiple 
arguments instead of this call, as shown in the example.


( $vendor, $model ) = $obj->get( "Vendor", "Model" );


The syntax of the primitive itself is:


◆ @values = $session->getMultipleProperties( $object, \@propnames);


◆ @values = $session->getMultipleProperties_t($object, \@propnames);


For example:


($vendor,$model) =
$session->getMultipleProperties( $obj,


 [ "Vendor", "Model" ] );


The argument is a reference to an array that contains the names of the properties to be 
returned.


getObserverId


$id = $session->getObserverId()
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Do not call this primitive directly, but make use of the InCharge::session->observer() 
function instead.


The getObserverId() function creates and returns a new observer ID.


The deleteObserver() primitive reverses this action. The section “deleteObserver” on 
page 67 provides additional information.


getOpArgType


The getOpArgType() function is an alias for getArgType(). The section “getArgType” on 
page 71 provides additional information.


getOpArgs


@argnames = $session->getOpArgs( $class, $operation )


The getOpArgs() function is an alias for getOperationArguments(). The section 
“getOperationArguments” on page 79 provides additional information.


The getOpArgs() function gets the names of the arguments for a specified class operation.


The argument names are returned in the order in which they should appear in the 
argument list when invoking the operation.


@list = $session->getOpArgs( "Router", "makeIP" );


getOpDescription


$text = $session->getOpDescription( $class, $operation )


The getOpDescription() function is an alias for getOperationDescription(). The section 
“getOperationDescription” on page 80 provides additional information.


The getOpDescription() function returns a textual description of the specified class 
operation.


$description = $session->getOpDescription(
"Router", "makeIP");


getOperationArguments


The getOperationArguments() function is an alias for getOpArgs(). The section 
“getOpArgs” on page 79 provides additional information.


getOperationArgumentType


The getOperationArgumentType() function is an alias for getArgType(). The section 
“getArgType” on page 71 provides additional information.
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getOperationDescription


The getOperationDescription() function is an alias for getOpDescription(). The section 
“getOpDescription” on page 79 provides additional information.


getOperationFlag


The getOperationFlag() function is an alias for getOpFlag(). The section “getOpFlag” on 
page 80 provides additional information.


getOperationReturnType


The getOperationReturnType() function is an alias for getOpReturnType(). The section 
“getOpReturnType” on page 81 provides additional information.


getOperations


The getOperations() function is an alias for getOpNames(). The section “getOpNames” on 
page 80 provides additional information.


getOpFlag


$flag = $session->getOpFlag( $class, $operation )


The getOpFlag() function is an alias for getOperationFlag(). The section “getOperationFlag” 
on page 80 provides additional information.


The getOpFlag() function gets the flag associated with the specified class operation.


The value returned is between 0 and 3, as defined Table 26 on page 80. 


$flag = $session->getOpFlag( "Router", "makeIP" );


getOpNames


@operations = $session->getOpNames( $class )


The getOpNames() function is an alias for getOperations(). The section “getOperations” 
on page 80 provides additional information.


The getOpNames() function gets the list of operations for the specified class.


The operations are returned as an array of strings that contain their names.


@list = $session->getOpNames( "Router" );


Table 26  getOpFlag return codes


Return code Operation


0 No flag


1 Idempotent


2 Constant


3 Read only
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getOpReturnType


$type = $session->getOpReturnType( $class, $operation )


The getOpReturnType() function is an alias for getOperationReturnType(). The section 
“getOperationReturnType” on page 80 provides additional information.


The getOpReturnType() function returns the return type code for the specified class 
operation.


By using this function, you can determine whether the operation returns an integer, a 
string, an object, or a list. The type codes returned are integer numbers, as described in 
Table 22 on page 63.


$type_code = $session->getOpReturnType(
"Router", "makeIP" );


getParentClass


$class = $session->getParentClass( $class )


The getParentClass() function returns the name of the class from which the specified class 
is derived.


This is the logical inverse of getChildren().


$parent = $session->getParentClass( "Router" );


getProblemClosure


@symptoms = $session->getProblemClosure( $object, $eventname, $flag )


Use InCharge::session->getClosure() in preference to this call.


Lists the events, or symptoms, that contribute to a specified problem. The 
getEventCauses() primitive is the inverse of this one. The section “getEventCauses” on 
page 75 provides additional information.


@list = $session->getProblemClosure(
"Router::gw1", "Down", 1 );


getProblemExplanation


@list = $session->getProblemExplanation( $object, $eventname, $flag )


Use InCharge::session->getExplains() in preference to this call.


MODEL developers can add information to a problem in order to emphasize events that 
occur because of a problem. This function returns a list of these events.
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@list = $session->getProblemExplanation( "Router::gw1", 
"Down", 1 );


getProblemNames


@list = $session->getProblemNames( $class )


The getProblemNames() function gets the event names of problems associated with the 
specified class.


@problems = $session->getProblemNames( "Router" );


getProblemSymptomState


@symptomData = $session->getProblemSymptonState( $object, $eventname )


The getProblemSymptomState() function returns data about all the symptoms that 
indicate the specified problem, including significant state information.


@list = $session->getProblemSymptonState( "Router::gw1", "Down");


getPrograms


@list = $session->getPrograms( )


The getPrograms() function gets the list of ``programs'' that are running in the Domain 
Manager.


Typically the reply list includes “dmboot” and “icf.”


@progs = $session->getPrograms( );


getPropAccess


$access = $session->getPropAccess( $class, $property )


The getPropAccess() function returns a number that indicates the level of access to the 
specified property.


$access = $session->getPropAccess( "Router", "Vendor" );


The return value effectively identifies the method by which the property value is obtained 
internally. Possible values and their meanings are listed in Table 27 on page 82. 


Table 27  getPropAccess return codes 


Return code Property access level


0 No access


1 Stored


2 Computed


3 Instrumented
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getPropDescription


$text = $session->getPropDescription( $class, $property )


The getPropDescription() function is an alias for getPropertyDescription(). The section 
“getPropertyDescription” on page 83 provides additional information.


The getPropDescription() function returns a textual description of the named class 
property.


$descr =
$session->getPropDescription( "Router", "Vendor" );


getProperties


The getProperties() function is an alias for getPropNames(). The section “getPropNames” 
on page 84 provides additional information.


The functionality of the C++ function getProperties() is available through the 
getMultipleProperties() primitive, and more easily through the get() method of the 
InCharge::object module.


Primitive getProperties() is aliased to getPropNames() in order to provide dmctl syntax 
compatibility.


getPropertyDescription


The getPropertyDescription() function is an alias for getPropDescription(). The section 
“getPropDescription” on page 83 provides additional information.


getProperties


The getProperties() function is an alias for getPropNames(). The section “getPropNames” 
on page 84 provides additional information.


For C++ developers, the C++ API call getProperties() is referred to as 
getMultipleProperties(). However, the InCharge::object->get() is an easier way to use this 
functionality.


4 Propagated


5 Uncomputable


6 Computed with expression


Table 27  getPropAccess return codes  (continued)


Return code Property access level

Primitives 83







Primitives

getPropertyType


The getPropertyType() function is an alias for getPropType(). The section “getPropType” on 
page 85 provides additional information.


getPropIsReadonly


$boolean = $session->getPropIsReadonly( $class, $property )


The getPropIsReadonly() function indicates whether the specified class property is 
read-only.


if ( $session->getPropIsReadonly( "Router", "Vendor" ) ) {
print "Vendor is readonly\n”;


} else {
print "Vendor can be changed\n”;


}


getPropIsRelationship


$boolean = $session->getPropIsRelationship( $class, $property )


The getPropIsRelationship() function indicates whether the specified class property is a 
relationship.


if ( $session->getPropIsRelationship( "Router",
 "ComposedOf" ))


{
print "ComposedOf is a relationship\n”;


}


getPropIsRequired


$boolean = $session->getPropIsRequired( $class, $property )


The getPropIsRequired() function indicates whether the specified class property is 
required to have a value.


$needed =
$session->getPropIsRequired( "Router", "Vendor" );


getPropNames


@list = $session->getPropNames( $class )


The getPropNames() function retrieves the names of all the properties of a given class.


getPropRange


@range = $session->getPropRange( $class, $property )


The getPropRange() function returns the range of valid values for the class property, 
provided the property has been defined.


This applies to a very limited number of properties of integer type, typically in polling 
configuration classes.
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( $min, $max ) = $session->getPropRange(
"DialOnDemand_Interface_Setting",
"MaximumUptime" );


getPropType


$type = $seesion->getPropType( $class, $property )


The getPropType() function is an alias for getPropertyType(). The section 
“getPropertyType” on page 84


Returns the data type for a specified class property.


The section “$type, @types” on page 63 describes the possible data types. This call always 
returns the integer number representation of the type.


$type = $session->getPropType( "Router", "Vendor" );


getPropertySubscriptionState


$state = $session->getPropertySubscriptionState(
$object, $property )


The getPropertySubscriptionState() function gets the current state of subscription to the 
specified event.


The possible reply values are listed in Table 28 on page 85. 


getRelatedClass


$class = $session->getRelatedClass( $class, $property )


The getRelatedClass() function returns the name of the class of object that can be related 
to the specified class through the property, which must be a relationship.


$class =
$session->getRelatedClass( "Router", "ComposedOf" );


getRelationNames


@properties = $session->getRelationNames( $class )


The getRelationNames() function is an alias for getRelations(). The section “getRelations” 
on page 86 provides additional information.


Table 28  getPropertySubscriptionState return codes


Return code Subscription state


0 Unsubscribed


1 Pending


2 Subscribed


3 Suspended
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The getRelationNames() function gets the names of all the relationship properties for the 
specified class.


@relationships = $session->getRelationNames( "Router" );


getRelations


The getRelations() function is an alias for getRelationNames(). The section 
“getRelationNames” on page 85 provides additional information.


getRelationTypes


@types = $session->getRelationTypes( $class )


The getRelationTypes() function returns a list of type numbers for the relationships which 
are returned by the getRelationNames() call.


@types = $session->getRelationTypes( "Router" );


The section “$type, @types” on page 63 describes the possible data types.


getReverseRelation


$property = $session->getReverseRelation( $class, $property )


The getReverseRelation() function returns the name of the other end of a relationship pair 
denoted by the specified property name.


The inverse of ComposedOf is PartOf.


$relationship = $session->getReverseRelation(
"Router", "ComposedOf");


getSubscriptionState


$state = $session->getSubscriptionState( $object, $event )


The getSubscriptionState() function gets the current state of subscription to the specified 
event.


The possible values are listed in Table 29 on page 86. 


getThreads


@list = $session->getThreads( )


Table 29  getSubscriptionState return codes 


Return code Subscription state


0 Unsubscribed


1 Pending


2 Subscribed


3 Suspended
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The getThreads() function returns a list of threads that run in the current Domain Manager 
system.


Each element of the returned array is a reference to a four-element array. The four values 
that describe each thread are as they are described in Table 30 on page 87. 


This example prints the thread IDs and names of all threads in thread ID order.


foreach $t ( sort { $a->[0] <=> $b->[0] }
$session->getThreads( ) ) {


print $t->[0] . " - " . $t->[1] . "\n”;
}


getf


RETURN = $session->getf( $object, $property, $freshness )


The getf() function gets the contents of the specified property of the object with reference 
to its freshness. The section “$freshness” on page 64 provides additional information. 


The return type is scalar, array, or array reference, as appropriate, as described in “Data 


types” on page 61.


$vendor = $session->getf( "Router::gw1", "Vendor", 240 );
@parts =


$session->getf( "Router::gw1", "ComposedOf", 360 );


getf_t and getf_T


($type, $value) = $session->getf_t( $object, $property, $freshness )


Like getf(), the getf_t() function returns the contents of the specified property but getf_t() 
also returns a code for the type of the data. The section “$freshness” on page 64 provides 
additional information.


The returned value will be a scalar or array reference, as appropriate.


( $type, $value ) =
$session->getf_t( "Router::gw1", "Vendor", 240 );


( $type, $value ) =
$session->getf_t("Router::gw1", "ComposedOf", 360);


getfAllProperties and getfAllProperties_t


%properties = $session->getfAllProperties($object, $flag, $freshness);


Table 30  getThreads return codes


Return array element Thread information


$t[0] Process ID


$t[1] name


$t[2] State


$t[3] Status
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The getfAllProperties() function is the same as getAllProperties(), but takes the freshness 
of the values into account, and refreshes any stale properties before returning the results, 
that is, those that are older than $freshness seconds. The section “$freshness” on 
page 64 provides additional information.


The section“getAllProperties and getAllProperties_t” on page 70 provides a description of 
the $flag.


getfMultipleProperties and getfMultipleProperties_t


@values = $session->getfMultipleProperties( $object, 
 \@propNames,
 $freshness );


The getfMultipleProperties() function is like getMultipleProperties(), but refreshes values 
that are staler than $freshness seconds and need re-polling. The section “$freshness” on 
page 64 provides additional information.


The propNames argument must be a reference to an array of property names. For example,


@props = qw(Vendor Model Type);
($v,$m,$t) =


$session->getfMultipleProperties($obj, \@props, 30);


hasRequiredProps


$boolean = $session->hasRequiredProps( $class )


Indicates whether or not the specified class has any properties that are flagged as 
required.


$reqd = $session->hasRequiredProps( "Router" );


insertElement_P


$session->insertElement_P($object,
$relation,
[ $type, $value ])


Use the InCharge::object::insertElement() function instead, as described in discussed in 
Chapter 2, “InCharge::Object.” The “_P” on the end of the primitive name is used to avoid 
confusion between it and the InCharge::session and InCharge::object versions of the 
same call.


The InsertElement_P() function inserts something into a relationshipset.


In order to access the low-level primitive version of this call, you must invoke it by using 
the primitive method because the InCharge::session module also has its own variant.


$session->insertElement_P(,"Router", "ComposedOf",
[ "OBJREF", "Fan::fan1" ]);
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instanceExists


$boolean = $session->instanceExists( $object )


The InstanceExists() function is an alias for exists(). The section “exists” on page 68 
provides additional information.


Use the ASL-like function InCharge::object::isNull() instead of this primitive. Note that the 
sense of the return value is reversed.


Indicates whether or not the named object is present in the repository.


However, the class name and instance name should be specified in the $object 
parameter.


$exists = $session->instanceExists( "Router::gw1" );


invoke


The invoke() function is an alias for invokeOperation(). The section “invokeOperation” on 
page 89 provides additional information.


invoke_t and invoke_T


The invoke_t() and invoke_T() functions are an alias for invokeOperation_t(). The section 
“invokeOperation_t and invokeOperation_T” on page 90.


invokeOperation


RESULT = $session->invokeOperation($object, $operation, \@args)


The invokeOperation() function is an alias for invoke(). The section “invoke” on page 89 
provides additional information.


Use the features of the InCharge::object module instead, as described in Chapter 2, 
“InCharge::Object.”


The invokeOperation() function invokes a class operation on a specified object, passing 
the parameters to the operation.


The syntax of the arguments list requires it to be a reference to an array, each element of 
which is a reference to a two-element array containing the data type and value. Because of 
the awkward syntax, using the InCharge::object module provides a more natural style of 
interface. For example:


$result = $session->invokeOperation(
"Router::gw1", "makeInterface",
[
[ "INT", 1 ],
[ "STRING", "interface-1" ],
[ "STRING", "Interface" ]
] );
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The argument types, such as INT and STRING in this example, can be specified by using 
either their type names, as shown in this example, or numeric codes. “$type, @types” on 
page 63 describes the mapping.


invokeOperation_t and invokeOperation_T


( $type, $value ) =
$session->invokeOperation_t($object, $operation, \@args)


The invokeOperation_t() function is an alias for invoke_t(). The section “invoke_t and 
invoke_T” on page 89 provide additional information.


The invokeOperation_t() function is identical to invokeOperation(), except that the return 
indicates the type of the returned data as well.


( $type, $value ) = $session->invokeOperation_t(
"Router::gw1", "makeInterface",
[
[ "INT", 1 ],
[ "STRING", "interface-1" ],
[ "STRING", "Interface" ]
] );


The “_T” variation also embeds type codes into the fields of returned complex structures.


isAbstract


$boolean = $session->isAbstract( $class )


The isAbstract() function indicates whether the specified class is abstract.


An abstract class is one from which other classes are derived but which cannot have any 
objects.


$class = "ICIM_UnitaryComputerSystem";
$flag = $session->isAbstract( $class );


isBaseOf


$boolean = $session->isBaseOf( $class1, $class2 )


The isBaseOf() function returns TRUE if $class2 is a base class of $class1, that is, $class1 
is derived from $class2. 


For the purposes of this query, all classes are taken to be derived from themselves.


$class1 = "Router";
$class2 = "ICIM_UnitaryComputerSystem";
$is_it = $session->isBaseOf( $class1, $class2 );


isBaseOfOrProxy


$boolean = $session->isBaseOfOrProxy( $class1, $class2 )

90 EMC Smarts Foundation Perl Reference Guide







Primitives

The isBaseOfOrProxy() function returns TRUE (1) if $class2 is a base class or proxy class of 
$class1.


$class1 = "Router";
$class2 = "ICIM_UnitaryComputerSystem";
$is_it = $session->isBaseOfOrProxy( $class1, $class2 );


isInstrumented


$boolean = $session->isInstrumented( $class )


The isInstrumented() function indicates whether the specified class has associated 
instrumentation.


$flag = $session->isInstrumented( "TCPConnect" );


isMember


$boolean = $session->isMember( $object1, $relation, $object2)


The isMember() function returns TRUE if $object2 is a member of the specified $object1 
relationship.


$flag = $session->isMember( "Router::strrtbos",
"ComposedOf",
"Interface::IF-strrtbos/1" );


isMemberByKey


$boolean = $session->isMemberByKey( $object, $table,
$keytype, $keyvalue] )


The isMemberByKey() function indicates whether an entry in the named object table 
exists.


$exists = $session->isMemeberByKey(
"GA_CompoundDriver::Bridge-Generic-Driver",
"drivers", [ "INT", 10 ] )


isMemberByKeyf


$boolean = $session->isMemberByKeyf( $object, $table,
[$keytype, $keyvalue], $freshness)


The isMemberByKeyf() function is similar to isMemberByKey(), but with reference to the 
freshness of the value. The section “$freshness” on page 64 provides additional 
information.


$exists = $session->isMemeberByKeyf(
"GA_CompoundDriver::Bridge-Generic-Driver",
"drivers", [ "INT", 10 ], 120 )


isMemberf


$boolean = $session->isMemberf( $object1, $relation,
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$object2, $freshness )


The isMemberf() function returns TRUE if $object2 is a member of the specified $object1 
relationship. If the $relation is a computed or polled value and is more than $freshness 
seconds old, it is refreshed first. The section “$freshness” on page 64 provides additional 
information.


$flag = $session->isMemberf( "Router::strrtbos",
"ComposedOf",
"Interface::IF-strrtbos/1",
240 );


isSubscribed


$boolean = $session->isSubscribed( $object, $event )


The isSubscribed() function returns TRUE if the specified event has been subscribed to by 
the calling process.


$subscribed = $session->isSubscribed( "Router::gw1", "Down");


loadLibrary


$session->loadLibrary( $library )


The loadLibrary() function is an alias for loadModel(). The section “loadModel” on 
page 92 provides additional information.


The loadLibrary() function loads a library, model, into sm_server memory.


$session->loadLibrary( $libname );


loadModel


The loadModel() function is an alias for loadLibrary(). The section “loadLibrary” on 
page 92 provides additional information.


loadProgram


$session->loadProgram( $program )


The loadProgram() function loads the named program into sm_server memory.


$session->loadProgram( "dmdebug" );


noop


$session->noop()


The noop() function is an alias for ping(). The section “ping” on page 93 provides 
additional information.


This is a type of ping. It sends a null command string to the Domain Manager, and thus 
determines whether the client/server link is active.
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notify


The section “notify” on page 32 provides a description of notify().


ping


The ping() function is an alias for noop(). The section “noop” on page 92 provides 
additional information.


propertySubscribe


$session->propertySubscribe( $object, $property, $interval )


The propertySubscribe() function subscribes to notifications of changes to the specified 
object property. “Event subscription” on page 17 provide an overview of subscribing to 
events in a Domain Manager.


The actions of this call are reversed by propertyUnsubscribe().


$session->propertySubscribe( "Router::gw1",
"Vendor", 30 );


propertySubscribeAll


$session->propertySubscribeAll( $flags,$class_pattern,
$instance_pattern,
$property_pattern, $interval);


The propertySubscribeAll() function subscribes to changes in all the matching properties 
in the matching objects.


The meaning of the $flags is described for the subscribe() session function. 


The actions of this call are reversed by propertyUnsubscribeAll(). The section 
“propertyUnsubscribeAll” on page 93 provides additional information.


$session->propertySubscribeAll( 0, "Router", "gw1",
".*", 30 );


propertyUnsubscribe


$session->propertyUnsubscribe( $object, $property )


The propertyUnsubscribe() function reverses the effect of the propertySubscribe() call. The 
section “propertySubscribe” on page 93 provides additional information.


$session->propertyUnsubscribe( "Router::gw1", "Vendor" );


propertyUnsubscribeAll


$session->propertyUnsubscribeAll( $flags, $class_pattern,
 $instance_pattern,
 $property_pattern );


The propertyUnsubscribeAll() function unsubscribes from changes in all the matching 
properties in the matching objects.
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The meaning of the $flags is described for the subscribe() session function.


purgeObserver


The purgeObserver() function is an alias for deleteObserver(). The section 
“deleteObserver” on page 67 provides additional information.


put_P


$session->put_P( $object, $property, [ $type, $value ] )


The put_P() function writes the specified value to the specified object property.


The put_P() function is the low-level primitive that the put() function of InCharge::session 
uses, and is called when using the hash dereferencing syntax of InCharge::object.


The reader is encouraged to use the InCharge::object logic.


The following examples are essentially equivalent:


◆ The first example


$obj = $session->object( "Router::gw2" );
$obj->{Vendor} = "Cisco";


◆ The second example


$obj->put( "Vendor", "Cisco" );


◆ The third example


$ojb->put( Vendor => "Cisco", PrimaryOwnerContact => "Joe Blog" );


◆ The fourth example


$session->put( "Router::gw", "Vendor", "Cisco" );


◆ The fifth example


$session->put_P( "Router::gw", "Vendor", [ "STRING", "Cisco" ] );


quit


$session->quit( )


The quit() function is an alias for shutdown(). The section “shutdown” on page 95 
provides additional information.


The quit() function closes down the Domain Manager cleanly, saving the configured parts 
of the repository to disk.


removeElement_P


$session->removeElement_P( $object, $relation, [ $type, $value ] )
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Use InCharge::object::removeElement() instead of this primitive. The “_P” in the name is 
there to save ambiguity between this primitive and the InCharge::session and 
InCharge::object equivalents.


The removeElement_P() function removes an element from an object relationship, such as 
ComposedOf.


In order to access the low-level primitive version of this call, invoke it by using the 
primitive method because the InCharge::session module has a method of the same name 
that provides an enhanced interface.


$session->removeElement_P("Router::gw", "ComposedOf",
 [ "OBJREG", "Host::pingu6" ] );


removeElementByKey


$session->removeElementByKey($object, $table, [$keytype, $keyvalue])


The removeElementByKey() function removes a set-valued property by key.


restoreRepository


$session->restoreRepository( $filename, $purgeflag )


The restoreRepository() function restores the repository from file, optionally purging 
existing repository contents in the process.


$session->restoreRepository( "save.rps", 0 );


setCorrelationParameters


$session->setCorrelationParameters( @info )


The setCorrelationParameters() function sets the Domain Manager correlation parameters.


The section “getCorrelationParameters” on page 74 describes the fields of the @info 
array. The following example sets the correlation interval to 20 seconds.


@info = $session->getCorrelationParameters( );
$info[1] = 20;
$session->setCorrelationParameters( @info );


shutdown


The shutdown() function is an alias for quit(). The section “quit” on page 94 provides 
additional information.


storeAllRepository


$session->storeAllRepository( $filename )
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Use the InCharge::session->save() method instead.


The storeAllRepository() function saves the repository in the named file, which is located 
in the directory $SM_HOME/repos. The directory name must not contain any path 
separator characters.


$session->saveAllRepository( "save.rps" );


storeClassRepository


$session->storeClassRepository( $filename, $class )


Use the InCharge::session->save() method instead.


The storeClassRepository() function saves the repository for the named class in the 
specified file.


$session->saveClassRepository( "save.rps", "Host" );


subscribeEvent


$session->subscribeEvent( $object, $event )


The subscribeEvent() function subscribes to a specific event without using wildcard 
pattern matching, unlike subscribeAll().


The function unsubscribeEvent() cancels subscriptions that were established by using 
subscribeEvent(). The section “unsubscribeEvent” on page 98 provides additional 
information.


$session->subscribeEvent( "Router::gateway39", "Down" );


subscribeAll


Use InCharge::session->subscribe() instead.


topologySubscribe


$session->topologySubscribe( )


The topologySubscribe() function subscribes to notifications of topology updates.


The subscription/observer mechanism is described in detail in “Event subscription” on 
page 17. API subscriptions topology subscriptions may be reversed by using 
topologyUnsubscribe().
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topologyUnsubscribe


$session->topologyUnsubscribe( )


The topologyUnsubscribe() function cancels topology subscriptions previously requested 
with the topologySubscribe() function. The section “topologySubscribe” on page 96 
provides additional information.


$session->topologyUnsubscribe( );


transactionAbort


$session->transactionAbort( )


Use InCharge::session->abortTxn instead.


The transactionAbort() function aborts a transactional block previously started by using 
transactionStart(). The section “transactionStart” on page 97 provides additional 
information.


transactionCommit


$session->transactionCommit( )


Use InCharge::session->commitTxn() instead.


The transactionCommit() function commits a transactional block previously started using 
transactionStart(). The section “transactionStart” on page 97 provides additional 
information


transactionStart


$session->transactionStart( $lock_code )


Use InCharge::session->transaction() instead.


The transactionStart() function starts a transaction block, which may subsequently be 
aborted or committed by using transactionAbort()/transactionCommit(). 


sub SM_READ_LOCK { 1 };
$session->transactionStart( SM_READ_LOCK );
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The $lock_code values have the possible values shown in Table 31 on page 98. 


unsubscribeAll


Use InCharge::session->unsubscribe() instead.


unsubscribeEvent


$session->unsubscribeEvent( $object, $event )


Use InCharge:session::unsubscribe() instead.


The unsubscribeEvent() function unsubscribes from the event previously subscribed by 
using subscribeEvent(). The section “subscribeEvent” on page 96 provides additional 
information.


Table 31  Lock code literals


Lock code Literal


0 SM_NO_LOCK


1 SM_READ_LOCK_ONLY


2 SM_READ_LOCK


3 SM_WRITE_LOCK
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APPENDIX A
IPv6 Considerations


This appendix provides important information about the use of the Perl API in an IPv6 
environment. It consists of the following sections:


◆ Conventions for specifying IPv6 addresses............................................................  100
◆ Controlling name resolution ..................................................................................  101
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Conventions for specifying IPv6 addresses
Internet Protocol version 6 (IPv6) uses colons (:) in its addresses instead of periods (.), 
which are used in Internet Protocol version 4 (IPv4).


Sometimes when you use EMC Smarts APIs or command-line utilities, you need to specify 
an IP address with a port number. The port number is delimited by a colon (:). (The 
combination of an IP address and port number is also called a socket.) 


For the IPv6 address and port number to be interpreted correctly, specify the IPv6 address 
by using one of the following conventions:


◆ Enclose the IPv6 address within a pair of double quotation marks and square 
brackets. The syntax is:


"[ipv6_address]:port"


For example:


"[2001:0db8::0010]:65000"


◆ Enclose the IPv6 address with a pair of back slashes and square brackets. The syntax 
is:


\[ipv6_address\]:port


For example:


\[2001:0db8::0010\]:65000


◆ If the port is a default port, omit the port number and specify only the IPv6 address. 
No additional convention notations are needed. 


For example, for an IPv6 address and the default port of 162, specify:


2001:0db8::0010


No default port is specified.


These conventions are required for EMC Smarts APIs and command-line utilities, such as 
sm_snmpwalk, dmctl, and sm_tpmgr. 
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Controlling name resolution
The order in which name resolution is performed depends on how you specify a hostname 
and whether the SM_IP_VERSIONS environment variable is set.


When a user specifies a hostname for an EMC Smarts utility or the Perl API, the behavior 
occurs in the following order:


1. If the hostname includes an explicit Internet Protocol (IP) protocol (the suffix to the 
right of the colon), the hostname is resolved to an address of that protocol. For 
example:


• frame.someDomain.emc.com:v4 —Resolves to an IPv4 address.


• frame:v6 —Resolves to an IPv6 address.


• frame:v4v6 —Resolves to an IPv4 address, or, if that fails, to an IPv6 address.


• frame:v6v4 —Resolves to an IPv6 address, or, if that fails, to an IPv4 address.


2. If the hostname does not include an explicit IP protocol, the utility searches for the 
SM_IP_VERSIONS environment variable and uses the setting specified for variable. 
The SM_IP_VERSIONS environment variable is described in “The SM_IP_VERSIONS 
environment variable” on page 101.


3. If the environment variable is not set and the IP protocol is not explicitly provided, the 
default behavior is to resolve the hostname as an IPv6 address, or, if that fails, to an 
IPv4 address (the behavior for the v6v4 suffix). 


Additional information about discovery and name resolution is provided inEMC Smarts IP 
Manager documentation including the EMC Smarts IP Manager Deployment Guide.


The SM_IP_VERSIONS environment variable 


The SM_IP_VERSIONS environment variable enables you to control the Internet Protocol 
(IP) version used for name resolution. 


This affects EMC Smarts utilities that use a command line (for example, dmctl), some ASL 
scripts, the Perl API, and DNS lookup of undiscovered hostnames.


The variable can be set depending on the order in which you want to do name resolution. 
If the variable is not set, and the IP protocol is not explicitly provided (for example, 
frame.someDomain.emc.com:v4), the default behavior is to resolve the hostname as an 
IPv6 address, or, if that fails, to an IPv4 address. The variable should be set to the Internet 
Protocol version that is predominate for the network. 


To set this variable, add it to the runcmd_env.sh file, which is located in the 
BASEDIR/smarts/local/conf directory of the product.


The syntax of the environment variable is:


SM_IP_VERSIONS="ip_value"
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Table 32 on page 102 lists acceptable values for the SM_IP_VERSIONS environment 
variable. 


Detailed instructions about setting environment variables and information about the 
runcmd_env.sh file is provided in the EMC Smarts System Administration Guide.


Table 32  Acceptable values for the SM_IP_VERSIONS environment variable


ip_value Description


"V4" Hostname is resolved to an IPv4 address.


"V6" Hostname is resolved to an IPv6 address.


"V4V6" Hostname is resolved to an IPv4 address. If that fails, the Domain Name 
System server tries to resolve the hostname to an IPv6 address.


"V6V4" Hostname is resolved to an IPv6 address. If that fails, the Domain Name 
System server tries to resolve the hostname to an IPv4 address (default).


Note: The acceptable value can also be lowercase ("v4", "v6", "v4v6" or "v6v4").
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PREFACE


As part of an effort to improve its product lines, EMC periodically releases revisions of its 
software and hardware. Therefore, some functions described in this document might not 
be supported by all versions of the software or hardware currently in use. The product 
release notes provide the most up-to-date information on product features.


Contact your EMC technical support professional if a product does not function properly or 
does not function as described in this document.


Note: This document was accurate at publication time. Go to EMC Online Support 
(https://support.emc.com) to ensure that you are using the latest version of this 
document.


Purpose
This document describes how to use EMC® Smarts® VoIP Availability Manager to manage 
and monitor Avaya Voice over IP (VoIP) environments. It presents procedures for initiating 
and customizing the VoIP Availability Manager discovery process.


Audience
This document is part of the EMC Smarts VoIP Manager documentation set. It is intended 
for:


◆ System administrators who are responsible for the administration, configuration, or 
use of VoIP Availability Manager.


◆ IT managers who are seeking to understand the VoIP discovery process that is 
performed by EMC Smarts VoIP Availability Manager.


EMC Smarts VoIP Manager installation directory
In this document, the term BASEDIR represents the location where EMC Smarts software is 
installed:


◆ For UNIX, this location is /opt/InCharge/<product>.


◆ For Windows, this location is C:\InCharge\<product>.


On UNIX operating systems, EMC Smarts VoIP Manager is, by default, installed to 
/opt/InCharge/VoIP/smarts. On Windows operating systems, this product is, by default, 
installed to C:\InCharge\VoIP\smarts. This location is referred to as BASEDIR/smarts.


Optionally, you can specify the root of BASEDIR to be something other than /opt/InCharge 
(on UNIX) or C:\InCharge (on Windows), but you cannot change the <product> location 
under the root directory.


The EMC Smarts System Administration Guide provides detailed information about the 
directory structure for EMC Smarts software.
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EMC Smarts VoIP Manager products
The EMC Smarts VoIP Manager includes the following products:


◆ EMC Smarts VoIP Availability Manager


◆ EMC Smarts VoIP Enablement Pack for Avaya


◆ EMC Smarts VoIP Enablement Pack for Cisco


◆ EMC Smarts VoIP Enablement Pack for ACME


◆ EMC Smarts VoIP Integration Pack for VoIP Performance Manager


◆ EMC Smarts VoIP Performance Manager


◆ EMC Smarts VoIP Performance Reporter


Related documentation
In addition to this document, EMC Corporation provides a Help system for command line 
programs as well as product documentation.


Help for command line programs


Descriptions of command line programs are available as HTML pages. The index.html file, 
which provides an index to the various commands, is located in the 
BASEDIR/smarts/doc/html/usage directory. 


EMC Smarts documentation


Readers of this guide might find the following related documentation helpful. These 
documents are updated periodically. Electronic versions of the updated manuals are 
available on EMC Online Support:


◆ EMC Smarts System Administration Guide


◆ EMC Smarts Common Information Model (ICIM) Reference for Service Assurance 
Manager


◆ EMC Smarts Common Information Model (ICIM) 1.11 Reference for Non-Service 
Assurance Manager Products


◆ EMC Smarts ASL Reference Guide


◆ EMC Smarts Perl Reference Guide


◆ EMC Smarts MODEL Reference Guide


◆ EMC Smarts Foundation EMC Data Access API (EDAA) Programmer Guide


◆ EMC Smarts Foundation Documentation Portfolio


EMC Smarts VoIP Manager documentation


The following documents are relevant to users of the EMC Smarts VoIP Manager:


◆ EMC Smarts VoIP Availability Manager Release Notes


◆ EMC Smarts Installation Guide for SAM, IP, ESM, MPLS, VoIP, and NPM Managers


◆ EMC Smarts Open Source License and Copyright Information
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◆ EMC Smarts Failover System User Guide


◆ EMC Smarts VoIP Manager Overview and Integration Guide


◆ EMC Smarts VoIP Availability Manager Configuration Guide


◆ EMC Smarts VoIP Availability Manager Discovery Guide


◆ EMC Smarts VoIP Availability Manager User Guide


◆ EMC Smarts VoIP Enablement Pack for Avaya User Guide


◆ EMC Smarts VoIP Enablement Pack for Cisco User Guide


◆ EMC Smarts VoIP Availability Manager Certification Matrix


◆ EMC Smarts VoIP Availability Manager Documentation Portfolio


Conventions used in this document
EMC uses the following conventions for special notices:


DANGER indicates a hazardous situation which, if not avoided, will result in death or 
serious injury. 


WARNING indicates a hazardous situation which, if not avoided, could result in death or 
serious injury. 


CAUTION, used with the safety alert symbol, indicates a hazardous situation which, if not 
avoided, could result in minor or moderate injury. 


NOTICE is used to address practices not related to personal injury.


Note: A note presents information that is important, but not hazard-related.


IMPORTANT


An important notice contains information essential to software or hardware operation.
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Typographical conventions


EMC uses the following type style conventions in this document:


Where to get help
EMC support, product, and licensing information can be obtained as follows:


Product information — For documentation, release notes, software updates, or 
information about EMC products, go to EMC Online Support at:


https://support.emc.com


Technical support — Go to EMC Online Support and click Service Center. You will see 
several options for contacting EMC Technical Support. Note that to open a service request, 
you must have a valid support agreement. Contact your EMC sales representative for 
details about obtaining a valid support agreement or with questions about your account.


Your comments
Your suggestions will help us continue to improve the accuracy, organization, and overall 
quality of the user publications. Send your opinions of this document to:


techpubcomments@emc.com


Bold Use for names of interface elements, such as names of windows, dialog 
boxes, buttons, fields, tab names, key names, and menu paths (what the 
user specifically selects or clicks)


Italic Use for full titles of publications referenced in text


Monospace Use for:
• System output, such as an error message or script
• System code
• Pathnames, filenames, prompts, and syntax
• Commands and options


Monospace italic Use for variables.


Monospace bold Use for user input.


[ ] Square brackets enclose optional values


| Vertical bar indicates alternate selections — the bar means “or”


{ } Braces enclose content that the user must specify, such as x or y or z


... Ellipses indicate nonessential information omitted from the example
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CHAPTER 1
Introduction 


This chapter describes the concepts of using the EMC Smarts VoIP Enablement Pack for 
Avaya to discover and monitor Avaya VoIP networks and VoIP services. It consists of the 
following sections


◆ About the Avaya Enablement Pack ..........................................................................  12
◆ Installation and licensing ........................................................................................  12
◆ Device and call-processing-application support.......................................................  13
◆ Discovery ................................................................................................................  14
◆ Monitoring ..............................................................................................................  15
◆ Analysis ..................................................................................................................  15
◆ Discovery and monitoring requirements ..................................................................  15
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About the Avaya Enablement Pack
The EMC® Smarts® VoIP Enablement Pack for Avaya (Avaya Enablement Pack) is part of 
VoIP Availability Manager and operates in conjunction with VoIP Availability Manager. It is 
a software package that discovers and monitors Avaya-specific devices and services in an 
Avaya Voice over IP environment (VoIP).


Discovery and monitoring is performed over a combination of infrastructure and VoIP 
services. The infrastructure includes call servers and media servers, media gateways, IP 
phones, IP phone groups, switches, routers, and IP private branch exchange (PBX) servers. 
The VoIP services include VoIP telephony applications and VoIP software services and 
processes. The inter-dependencies between these objects are represented in the VoIP 
topology.


Installation and licensing
The Avaya Enablement Pack is installed from the media (CD/DVD-ROM or downloaded 
installer file) on which the VoIP Availability Manager software resides. It is installed into 
the same installation directory as VoIP Availability Manager.


The Avaya Enablement Pack requires its own feature license. The name of the license is 
AP_VOIP_AVAYA.


After the Avaya Enablement Pack is installed and licensed, it starts whenever the VoIP 
Availability Manager is started.


The EMC Smarts Installation Guide for SAM, IP, ESM, MPLS, VoIP, and NPM Managers 
provides installation and licensing procedures.
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Device and call-processing-application support
Table 1 on page 13 identifies some of the Avaya devices and call-processing applications 
that can be discovered by the Avaya Enablement Pack. The entire set of supported Avaya 
device and application versions are identified in the EMC Smarts VoIP Availability Manager 
Certification Matrix. 


Table 1  Avaya device and call-processing-application support


Device/call-processing application


Avaya Aura Communication Manager


G250 Media Gateway


G350 Media Gateway


G650 Media Gateway


G700 Media Gateway


S8300 Media Server


S8500B Media Server


S8720 Media Server


S8730 Media Server


S8800 Media Server


Messaging Storage Server (MSS) (S3410 and S3500)


Messaging Application Server (MAS) (S3410 and S3500)


Circuit card: Control-LAN (CLAN)


Circuit card: Digital Signal 1 (DS1)


Circuit card: IP Server Interface (IPSI)


Circuit card: Media Processor (MedPro)


Circuit card: Voice Announcement Over LAN (VAL)


IP Phones


IP Phone Groups


Service: H.323 Gatekeeper


Service: DS1
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Discovery
The Avaya Enablement Pack includes Avaya-specific probes that are activated when the 
VoIP Availability Manager starts. When the probes discover VoIP services on a device, they 
add them to VoIP Availability Manager’s repository as instances of the classes that are 
listed in “Avaya Enablement Pack object classes” on page 24.


The Avaya Enablement Pack supports Simple Network Management Protocol (SNMP) and 
command-line interface (CLI) discovery. After it completes its SNMP and CLI discovery, it 
uses SNMP polling results and received SNMP traps to update the status of the discovered 
topology.


The Avaya Enablement Pack uses SNMP to discover and poll IPv4-only and dual-stack 
devices in the managed network environment, and uses CLI to discover and query 
IPv4-only and dual-stack Avaya servers in the managed network environment. It supports 
SNMPv1, v2c, and v3 discovery and SNMPv1 and v2c monitoring.


The Avaya Enablement Pack discovers VoIP services by sending SNMP requests to the 
devices in the VoIP network. It uses a multi-threaded SNMP discovery probe, which means 
that SNMP discovery may run in multiple concurrent threads.


If SNMP discovery of Avaya phones is enabled (default), the Avaya Enablement Pack also 
discovers Avaya IP phone by sending SNMP requests to the Avaya servers in the VoIP 
network. If CLI discovery of Avaya phones is enabled, the Avaya Enablement Pack 
discovers the Avaya IP phones by issuing CLI commands on the Avaya servers in the VoIP 
network.


For CLI discovery, a user must configure CLI login credentials for the Avaya servers. 
Instructions for configuring the “Avaya Servers” security group are given in “CLI login 
credentials” on page 19 and “Configuring CLI access security groups” on page 21.


If a probe of a device is successful, the Avaya Enablement Pack creates an object for each 
discovered VoIP entity and places the objects in VoIP Availability Manager’s repository. 
Examples of discovered VoIP entities are VoIP applications, network services, processes, 
and IP phones.
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Monitoring
The Avaya Enablement Pack uses SNMP polling and SNMP trap processing to continuously 
monitor the status of the discovered topology. It applies the status updates to the 
appropriate attributes of the corresponding topology objects in VoIP Availability 
Manager’s repository.


Analysis
The status updates from the Avaya Enablement Pack serve as input to the data model in 
VoIP Availability Manager’s repository. VoIP Availability Manager combines this input with 
status updates from IP Availability Manager and VoIP Performance Manager to diagnose 
root-cause availability and performance problems and impacts. It exports the results of its 
root-cause analysis, impact analysis, and performance analysis to the Global Manager, 
where the results are displayed in the form of EMC Smarts notifications in the Notification 
Log Console view of the Global Console.


The EMC Smarts VoIP Availability Manager User Guide provides information about the 
notifications that are created by VoIP Availability Manager.


Discovery and monitoring requirements
All devices in the managed environment must be SNMP accessible in order for IP 
Availability Manager and the Avaya Enablement Pack to discover them. The EMC Smarts 
VoIP Availability Manager Configuration Guide provides instructions for enabling SNMP 
access.


The following additional requirements must also be met:


◆ Enable the discovery of IP phones and IP phone groups.


The EMC Smarts VoIP Availability Manager Configuration Guide provides instructions 
for enabling the discovery of IP phones and IP phone groups.


◆ Optional but recommended: Enable CLI discovery of IP phones.


The EMC Smarts VoIP Availability Manager Configuration Guide provides instructions 
for enabling the discovery of these devices and services.


◆ Ensure that the critical processes are running on the devices, in order for the Avaya 
Enablement Pack to discover the VoIP applications on the devices.


The cert-avaya.conf file, which is described in “Avaya configuration files” on page 18, 
lists the VoIP Avaya applications that are currently discovered and monitored.


◆ Optional: Use the Polling tab of the Polling and Threshold console to set the 
monitoring of critical and non-critical processes.


The EMC Smarts VoIP Availability Manager Configuration Guide provides instructions 
for managing groups and setting polling parameters.
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CHAPTER 2
Integrating the Enablement Pack with VoIP


This chapter identifies the Avaya Enablement Pack configuration files and presents 
instructions for creating CLI login credentials. It consists of the following sections:


◆ Avaya configuration files .........................................................................................  18
◆ CLI login credentials................................................................................................  19
◆ Configuring CLI access security groups ....................................................................  21
◆ Excluding Avaya virtual IP addresses from the topology...........................................  22
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Avaya configuration files
The Avaya Enablement Pack is controlled by the two configuration files that are described 
in Table 2 on page 18. 


Table 2  Configuration files for the Avaya Enablement Pack


Directory under BASEDIR Filename Description


smarts/conf/voip avaya.conf Defines the internal drivers (probes) to discover 
Avaya VoIP services and their relationships. In 
general, the avaya.conf file does not need to be 
configured.
On rare occasions, the avaya.conf file can be 
configured when network latency prevents full 
discovery and the default timeout needs to be 
overridden.


smarts/conf/voip/discovery cert-avaya.conf Defines key, critical, and non-critical processes 
that are designated for discovery.
To customize the Avaya VoIP processes, you 
open and edit the cert-avaya.conf file with the 
sm_edit utility. In general, however, because 
the probes have been fully tested and 
optimized, the recommended guideline is to 
accept the default lists of processes in the 
cert-avaya.conf file.
The probes that discover Avaya applications 
contain key, critical, and non-critical process 
designations. Messaging Application Server 
(MAS) and Messaging Storage Server (MSS) are 
supported.
You can easily add more applications by using 
the same technique that is provided in the 
cert-avaya.conf file.
The ITOI VoIP Management Suite Certification 
Framework Technical Notes provides complete 
information about the cert-avaya.conf file. The 
document is available on EMC Online Support at 
https://support.emc.com. The navigation path 
to the document is support.emc.com > Support 
by Product (enter “Smarts VoIP Availability 
Manager”) > Documentation.
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CLI login credentials
The CLI discovery probes that are available through the Avaya Enablement Pack use CLI to 
discover IP phones and IP phone groups. The probes locate the Avaya servers and query 
them for IP phone topology information. The collected IP phone topology information 
includes virtual IP addresses, network regions, MAC addresses, IP Addresses, directory 
numbers or extensions, and phone models.


The execution of CLI discovery requires login credentials to access and log in to the Avaya 
servers. The login credentials are specified in a security group named Avaya Servers, 
which is accessible through the Device Access tab of a Polling and Thresholds Console 
that is attached to VoIP Availability Manager.


Avaya Servers security group


Table 3 on page 19 lists the matching criteria and setting for the Avaya Servers security 
group. The target device (.1.3.6.1.4.1.6889.1.8.1.*) is Avaya (CM) server. 


An Avaya server that becomes a member of a particular Avaya Servers security group 
inherits the login credentials and other attributes that are defined in the security group.


Table 3  Default Avaya Servers security group


Security group category Security group Matching criteria Setting


CLI Access 
Configurations


Avaya Servers UnitaryComputerSystem 
with attributes:
• SystemObjectID = 


.1.3.6.1.4.1.6889.1.8.1.*


Avaya 
Communication 
Manager Access
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Avaya Communication Manager Access setting


The Avaya Servers security group has a default setting named Avaya Communication 
Manager Access. Table 4 on page 20 lists the parameters for this setting. 


Table 4  Default values for the Avaya Communication Manager Access setting


Parameter Default Value Description


Access_Protocol TELNET
SSH1
SSH2
Default: SSH2


Remote-access application to use to 
establish connections to the Avaya servers 
that belong to this group.
Note that selecting SSH1 or SSH2 requires 
the configuring of an SSH client on the VoIP 
Availability Manager’s host.


Device_Access_Retries 0 to 50 retries
Default: 5


Number of retries to attempt when the 
initial access attempt fails.


Device_Access_Timeout 1 to 120 seconds
Default: 15 seconds


Amount of time to wait for a Telnet/SSH 
response before the Telnet /SSH session 
request times out.


Device_User_ID String of unspecified 
length
Default: null string 
(empty)


Username (user ID) for the Avaya servers 
that belong to this group.


Password String of unspecified 
length
Default: null string 
(empty)


User password for the Avaya servers that 
belong to this group.
If the Avaya servers that belong to this 
group are configured for passwordless 
authentication, or if the access protocol for 
this group is SSH1 or SSH2 and 
passwordless authentication is in effect, 
leave this parameter blank. Otherwise, 
enter the password twice to confirm the 
password value.
Note that the Avaya Enablement Pack uses 
the site key to encrypt the entered password 
value. As explained in EMC Smarts System 
Administration Guide, the site key is created 
during the installation of EMC Smarts 
applications.
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Configuring CLI access security groups
Upon attaching the Polling and Thresholds Console to VoIP Availability Manager, you use 
the Device Access tab, the Avaya Servers group, and the Avaya Communication Manager 
Access setting on the Polling and Thresholds Console to configure CLI access security 
groups for the Avaya Enablement Pack.


To configure the Avaya Servers default security group:


1. In the Polling and Thresholds Console, click the Device Access tab to display the 
security group tree.


2. In the security group tree, click the plus signs (+) to expand the security tree to display 
the Avaya Servers group and the Avaya Communication Manager Access setting.


3. Select the Avaya Communication Manager Access setting to display its parameters.


4. Consult Table 4 on page 20 and configure the parameters for the Avaya 
Communication Manager Access setting.


5. Click the Apply button to save your changes.


6. Click the Reconfigure toolbar button ( ) to make your changes take effect.


Having just one CLI access security group assumes that all Avaya servers in the managed 
network are configured with the same set of login credentials. If, in fact, there are two 
distinct groups of Avaya servers in the managed network, each configured with its own set 
of credentials, you would need to create an additional CLI access security group. The 
matching criteria that is defined for each of the groups will limit the group’s members to 
the appropriate servers.


To create and configure another CLI access security group:


1. In the security group tree, use the Avaya Servers group to create a new CLI access 
security group. One way to create a new CLI access security group is to right-click the 
Avaya Servers group and select Copy from the pop-up menu. The procedure for 
creating groups is given in the EMC Smarts VoIP Availability Manager Configuration 
Guide.


2. Edit the parameters as appropriate for the CLI access security group.


3. Define matching criteria for the CLI access security group to limit its membership to 
the group of Avaya servers for which the parameters that are specified in Step 2 apply.


For example, you might add Name = Avaya* as a matching criterion, which would limit 
the membership to only those Avaya servers that have names that begin with the 
string Avaya.


4. Change the priority of the CLI access security group as needed. Typically, the default 
Avaya Servers group is placed at the bottom of the priority list. The procedure for 
changing the priority of groups is given in the EMC Smarts VoIP Availability Manager 
Configuration Guide.


5. Click the Apply button to save your changes.


6. Click the Reconfigure toolbar button ( ) to make your changes take effect.
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Excluding Avaya virtual IP addresses from the topology
As with most vendors, Avaya uses virtual IP addresses to provide redundancy in a hot 
standby configuration. In VoIP networks, that redundancy is between the server machines 
that are running the call manager applications that together form a call manager 
(redundancy) group. To client devices, the call manager appears as a single application 
that is running on a single server.


Note: In general, do not include any virtual IP addresses in a seed file, and do not use the 
Add Agent command to enter virtual IP addresses. Seed files and the Add Agent 
commands are described in the EMC Smarts IP Manager User Guide.


You need to exclude virtual IP addresses from the topology that is discovered by IP 
Availability Manager and imported by VoIP Availability Manager. In addition, you should 
also exclude the service port on Avaya S8x00 Media Servers.


The service port, which is preconfigured with IP address 192.11.13.6, provides a 
diagnostic and maintenance interface for Avaya engineers and technicians. Any attempt 
by IP Availability Manager to use the service port address to discover an S8x00 Media 
Server will fail.


To exclude virtual IP addresses and the service port on Avaya S8x00 Media Servers, you 
create an ipExcludeList filter in IP Availability Manager’s discovery.conf file. You can use 
wildcards, which are described in Appendix C, “Wildcard Patterns,” to specify matching 
patterns in the IP exclude patterns. Any IP address that matches an exclude pattern will 
not be added to the topology.


To exclude an Avaya virtual IP address from the topology:


1. Go to the BASEDIR/smarts/bin directory in the IP Availability Manager installation area 
and enter the following command to open the discovery.conf file:


sm_edit conf/discovery/discovery.conf


2. Add your ipExcludeList filter to the file.


Here is an example of an ipExcludeList filter:


ipExcludeList += “192.11.13.6”


The filter excludes IP address 192.11.13.6 from being added to the topology.


3. Save and close the file.


The modified version of the discovery.conf file is saved to the 
BASEDIR/smarts/local/conf/discovery directory.


4. If IP Availability Manager was running before you edited the discovery.conf file, restart 
IP Availability Manager.
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CHAPTER 3
Identifying the Discovered Avaya Objects


This chapter identifies the VoIP objects that are discovered and monitored by the Avaya 
Enablement Pack. It consists of the following sections:


◆ Avaya Enablement Pack object classes....................................................................  24
◆ Avaya Enablement Pack objects and their attributes................................................  27
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Avaya Enablement Pack object classes
VoIP Availability Manager builds data models of the discovered VoIP topology objects in 
its domain. The models, which are described in the EMC Smarts VoIP Availability Manager 
Discovery Guide, represent the VoIP objects and certain network objects that are imported 
from IP Availability Manager.


Table 5 on page 24 lists the classes that are used by VoIP Availability Manager to 
represent discovered Avaya VoIP objects. 


Table 5  List of classes used to represent discovered Avaya VoIP objects  (page 1 of 3)


Class name Description


Collections


PortNetwork A collection of media-gateway port cards (in stacked G650 media 
gateways) that terminate phones and trunks.


VoipCluster A collection of call managers that share a common database and 
provide the VoIP application and network services for an enterprise 
VoIP system.


VOIP_PMDomain Hosts on which VoIP Performance Manager instances are running in 
the VoIP Availability Manager deployment.


Physical elements


Chassis A physical element that encloses other elements and provides 
definable functionality.


Card A type of physical container that can be plugged into another card 
or hosting board, or is itself a hosting board or motherboard in a 
chassis.


Network adapters


Port A point from which to connect physically to some other device, 
usually with a socket and plug. Examples are switch port or VLAN.


Logical elements


IPPhone A physical instrument (hardware-based IP phone) or software 
program (software-based IP phone) that acts as a telephone by 
using VoIP technology. An IP phone can transmit audio information 
only, or both video and audio information.


IPPhoneGroup A group of IP phones. The group includes IP phones that belong to 
the same network region and are configured to register to the same 
converged call manager or H.323 gatekeeper.
The definitions in the bullet list are applicable to automatic phone 
groups. The IPPhoneGroup class can also be used to represent 
business phone groups and executive business phone groups.


IPPhoneGroupOfGroups A top-level business phone group that consists of one or more 
business phone groups.


1   points to parent class.
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VoIP applications


VoipApplication An application that provides an end-user service, such as a service 
represented by one of the classes that follow. A discovered 
application other than ConferenceService, CTIService, 
VoiceMailApplication, or VoiceMailService is represented as an 
instance of the VoipApplication class.


VoIP call managers  1 VoIP network services


ConvergedCallManager A call manager application that represents an Avaya Aura 
Communication Manager (CM).


VoIP card services  1 VoIP network services


DS1Service A Digital Signal 1 (DS1) card-service application that provides 
digital connectivity to the PSTN to enable long distance and local 
telephone service.


H323GateKeeper A Control LAN (CLAN) card-service application that provides 
services such as address translation and network access control for 
H.323 endpoints.


IPConnector An IP Server Interface (IPSI) card-service application that handles 
gateway-control and call-control messages between a port network 
(in a G250/350/700 Media Gateway) and the converged call 
manager.


MediaProcessor A Media Processor (MedPro) card-service application that provides 
digital-to-analog and analog-to-digital processing services for VoIP 
calls.


VoiceAnnounceService A Voice Announcements over LAN (VAL) card-service that 
distributes recorded voice announcements over the LAN for 
scheduled broadcasts.


VoIP network services


DNSService A Domain Name System service that translates Internet domain and 
host names to IP addresses.


GatewayService An application that converts voice and fax calls between the PSTN 
and an IP network.


H248Service An application that provides signaling by using the open industry 
standard H.248 signaling protocol.


VoipPerformanceManager A VoIP Manager product that ensures that Avaya VoIP networks are 
delivering an acceptable level of telephony services to the service 
subscribers. All discovered VoIP Performance Manager applications 
are represented as instances of the VoipPerformanceManager 
class.


VoIP processes


VoipProcess A process that is part of a VoIP application or VoIP network service. 
All discovered VoIP processes are represented as instances of the 
VoipProcess class.
The HOST-RESOURCES-MIB is used to discover and monitor VoIP 
processes.


Table 5  List of classes used to represent discovered Avaya VoIP objects  (page 2 of 3)


Class name Description


1   points to parent class.
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VoIP sessions


H248RegistrationSession A logical connection between a converged call manager 
(ConvergedCallManager) and a gateway (GatewayService) that has 
registered with the converged call manager, or between an H.323 
gatekeeper (H323GateKeeper) and a gateway (GatewayService) 
that has registered with the H.323 gatekeeper. This session is 
established when the gateway registers with the converged call 
manager or the H.323 gatekeeper.


VoIP redundancy groups


ConvergedCallManager-
RedundancyGroup


A redundancy group that is composed of converged call managers.


CardServiceRedundancy-
Group


A redundancy group that is composed of IPConnectors (Avaya IPSI 
cards) or MediaProcessors (Avaya MedPro cards). Either 
redundancy group may have only two cards.


Business Impact Manager (BIM) objects


ServiceOffering A business service that is delivered to a set of subscribers 
(consumers). For example, a service offering can be a business 
process like Order Processing or Production Planning.


ServiceSubscriber A consumer of services that are provided through a service offering. 
A service subscriber can be a customer, organization, business 
unit, line of business (LOB), or department.


Table 5  List of classes used to represent discovered Avaya VoIP objects  (page 3 of 3)


Class name Description


1   points to parent class.
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Avaya Enablement Pack objects and their attributes
This section describes the key attributes for some of the discovered Avaya VoIP objects:


◆ “PortNetwork” on page 27


◆ “VoipCluster” on page 28


◆ “IPPhone” on page 28


◆ “IPPhoneGroup” on page 29


◆ “VoipApplication” on page 29


◆ “ConvergedCallManager” on page 30


◆ “DS1Service” on page 30


◆ “H323GateKeeper” on page 31


◆ “IPConnector” on page 31


◆ “MediaProcessor” on page 32


◆ “VoiceAnnounceService” on page 32


◆ “VoipNetworkService” on page 32


◆ “GatewayService” on page 33


◆ “VoipProcess” on page 33


◆ “H248RegistrationSession” on page 34


◆ “ConvergedCallManagerRedundancyGroup” on page 34


◆ “CardServiceRedundancyGroup” on page 35


When VoIP Performance Manager is integrated with VoIP Availability Manager, the 
VoipCluster, ConvergedCallManager, DS1Service, H323GateKeeper, MediaProcessor, and 
GatewayService classes include additional attributes that are sourced from VoIP 
Performance Manager.


PortNetwork


Table 6 on page 27 lists some key attributes for the PortNetwork class.


Table 6  Key attributes for PortNetwork


Attribute Description


PortNetworkNo Number (for example, 01) of the PortNetwork.

Avaya Enablement Pack objects and their attributes 27







Identifying the Discovered Avaya Objects

VoipCluster


Table 7 on page 28 lists some key attributes for the VoipCluster class.


IPPhone


Table 8 on page 28 lists some key attributes for the IPPhone class.


Table 7  Key attributes for VoipCluster


Attribute Description


Vendor Name of the vendor.


TotalRoutePatterns
TotalTrunkGroups
TotalPhones
TotalDegradedRoutePatterns
TotalDegradedTrunkGroups
TotalDownRoutePatterns
TotalDownTrunkGroups
TotalDownPhones


Total number of RoutePatterns.
Total number of TrunkGroups.
Total number of Phones.
Total number of DegradedRoutePatterns.
Total number of DegradedTrunkGroups.
Total number of DownRoutePatterns.
Total number of DownTrunkGroups.
Total number of DownPhones.


Table 8  Key attributes for the IPPhone class


Attribute Description


CallAgentActive IP address of the current call agent to which the IP phone is 
registered. This value may vary from the originally discovered 
call agent.


CallAgentDiscovered IP address of the discovered call agent to which the IP phone is 
registered.


DisplayName Name of the IP phone as displayed in the Global Console.


Extensions List of phone extensions that are associated with the IP phone.


IPAddress IP address of the IP phone.


MACAddress MAC address of the IP phone.


Model Model of the IP phone.


NetworkRegion Network region to which the IP phone belongs.


RegistrationStatus Registration state of the IP phone: 
• Registered (default). The IP phone is active.
• Unregistered. The connection from the call agent to the IP 


phone closed in the normal manner.
• Deceased. The connection from the call agent to the IP 


phone closed because the amount of time exceeded the 
keep-alive timeout limit.


• Failed. The IP phone failed to registered to the call agent.
• Unknown.


Type Type of the IP phone.


Username Name of the user. The default is Admin.


Vendor Name of the IP phone’s supplier.
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IPPhoneGroup


Table 9 on page 29 lists some key attributes for the IPPhoneGroup class.


VoipApplication


Table 10 on page 29 lists some key attributes for the VoipApplication class.


Table 9  Key attributes for the IPPhoneGroup class


Attribute Description


RegisteredPhones Number of registered IP phones in the group.


TotalPhones Total number of IP phones in the group.


UnregisteredPhones Number of unregistered IP phones in the group.


UnregisteredThreshold Threshold value (percentage) of unregistered IP phones in the 
group.


Vendor Name of the IP phone’s supplier.


Table 10  Key attributes for VoipApplication


Attribute Description


AgentSysName Administratively-assigned name for the application’s host.


ApplicationName Name of the application.


IPAddress IP address of the application.


Status The current status of the application. Value can be RESPONSIVE, 
UNRESPONSIVE, DEGRADED, MALFUNCTION, STANDBY or 
UNKNOWN.


Type Type of application.


Vendor Manufacturer of the application.
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ConvergedCallManager


Table 11 on page 30 lists some key attributes for the ConvergedCallManager class. 


DS1Service


Table 12 on page 30 lists some key attributes for the DS1Service class.


Table 11  Key attributes for ConvergedCallManager


Attribute Description


IPAddress IP address of the Avaya converged call manager.


IsACAEnabled An indication of whether Automated Circuit Assurance is turned 
on for the converged call manager.


NetworkRegion Unique number for the Avaya network region.


Priority Unique server number for the Avaya converged call manager: 0 
indicates simplex call server; 1 indicates the active call server; 
and 2 indicates the standby call server.


ProcessorOccupancy Total Processor Occupancy of the converged call manager.


RegistrationIP Registration IP address for the LSP or ESS call server that is 
registered with the main server.


SyncAltIP File synchronization: Alternate IP address of LSP or ESS type of 
call server to sync with the main server.


SyncIP File synchronization: IP address of LSP or ESS type of call server 
to sync with the main server.


VirtualIPAddr Virtual IP address of the redundant pair of Avaya converged call 
managers. Available when the corporate LAN interface of both 
converged call managers is on the same subnet.


Table 12  Key attributes for DS1Service


Attribute Description


PortNetworkNo Number (for example, 01) of the PortNetwork.


Code Board type code; uniquely identifies the board type.


ActiveTrunks
DownTrunks
TotalTrunks


Total number of active Trunks.
Number of Trunks with Down status.
Total number of Trunks.
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H323GateKeeper


Table 13 on page 31 lists some key attributes for the H323GateKeeper class. 


IPConnector


Table 14 on page 31 lists some key attributes for the IPConnector class. 


Table 13  Key attributes for H323GateKeeper


Attribute Description


Code Board type code; uniquely identifies the board type.


NetworkRegion Unique number for the Avaya network region.


PhoneRegistrationChanges Changes in the RegisteredPhones in the last sampling interval.


PortNetworkNo Number (for example, 01) of the PortNetwork.


RegisteredPhones Total number of phones that are registered with this GateKeeper.


Status Responsive, unresponsive


Type CLAN


Table 14  Key attributes for IPConnector


Attribute Description


Code Board type code; uniquely identifies the board type.


NetworkRegion Unique number for the Avaya network region.


PortNetworkNo Number (for example, 01) of the PortNetwork.


Status Responsive, unresponsive


Type IPSI
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MediaProcessor


Table 15 on page 32 lists some key attributes for the MediaProcessor class. 


VoiceAnnounceService


Table 16 on page 32 lists some key attributes for the VoiceAnnounceService class. 


VoipNetworkService


Table 17 on page 32 lists some key attributes for the VoipNetworkService class.


Table 15  Key attributes for MediaProcessor


Attribute Description


Code Board type code; uniquely identifies the board type.


ControlLinkStatus Status of Control Link circuit pack. One of UP, DOWN, or 
UNKNOWN.


EthernetLinkStatus Status of Ethernet Link circuit pack. One of UP, DOWN, or 
UNKNOWN.


NetworkRegion Unique number for the Avaya network region.


PortNetworkNo Number (for example, 01) of the PortNetwork.


Status Responsive, unresponsive


Table 16  Key attributes for VoiceAnnounceService 


Attribute Description


Code Board type code; uniquely identifies the board type.


PortNetworkNo Number (for example, 01) of the PortNetwork.


Type Type of service


Table 17  Key attributes for VoipNetworkService


Attribute Description


AgentSysName Administratively-assigned name for the network service’s host.


ApplicationName Name of the network service.


IPAddress IP address of the network service.


Status The current status of the network service. Value can be 
RESPONSIVE, UNRESPONSIVE, DEGRADED, MALFUNCTION, 
STANDBY or UNKNOWN.


Type Type of network service.


Vendor Manufacturer of the network service.
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GatewayService


Table 18 on page 33 lists some key attributes for the GatewayService class. 


VoipProcess


Table 19 on page 33 lists some key attributes for the VoipProcess class.


Table 18  Key attributes for GatewayService


Attribute Description


GatewayNumber Unique number for the Media Gateway.


IsIPFromDHCP An indication of whether the Media Gateway uses a DHCP 
service.


MACAddress MAC address of the Media Gateway.


RegistrationIP IP address of the call server or gatekeeper when registered with 
the Gateway.


RegistrationIP1 IP address of first Local Spare Processor in controller list of the 
Media Gateway.


RegistrationIP2 IP address of second Local Spare Processor in controller list of 
the Media Gateway.


RegistrationIP3 IP address of third Local Spare Processor in controller list of the 
Media Gateway.


RegistrationIP4 IP address of fourth Local Spare Processor in controller list of the 
Media Gateway.


Table 19  Key attributes for VoipProcess


Attribute Description


Name Process (runName) name of the process.


ProcessName All processes for MAS/MSS are .exe files.


PID Unique process ID.


Status Responsive, unresponsive
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H248RegistrationSession


Table 20 on page 34 lists some key attributes for the H248RegistrationSession class.


ConvergedCallManagerRedundancyGroup


Table 21 on page 34 lists some key attributes for the 
ConvergedCallManagerRedundancyGroup class.


Table 20  Key attributes for H248RegistrationSession


Attribute Description


ActiveControllerIP IP address of the call controller for the gateway.


CardEndIP CLAN IP address if this session is between a CLAN card and the 
gateway.


GatewayEndIP IP address of the Media Gateway. 


IsActive TRUE if the Media Gateway Session is in use.


IsDisconnected Current session is down.


LinkErrorCode Session link error code.


ServerEndIP Call Server IP if this session is between a call server and the 
gateway.


Type H248


Table 21  Key attributes for ConvergedCallManagerRedundancyGroup


Attribute Description


AtRiskThreshold Indicates the lower bound for the percent of redundancy group 
objects that must have a normal status before a notification is 
generated. When the number of objects with a normal status 
falls below this threshold, an AtRisk notification is generated.


CurrentlyFaulty Indicates whether this redundancy group is unavailable.


RedundancyGroupType HOT, STANDBY, FAILOVER
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CardServiceRedundancyGroup


Table 22 on page 35 lists some key attributes for the CardServiceRedundancyGroup class.


Table 22  Key attributes for CardServiceRedundancyGroup 


Attribute Description


AtRiskThreshold Indicates the lower bound for the percent of redundancy group 
objects that must have a normal status before a notification is 
generated. When the number of objects with a normal status 
falls below this threshold, an AtRisk notification is generated.


CurrentlyFaulty Indicates whether this redundancy group is unavailable.


Type HOT, STANDBY, FAILOVER
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Invisible Body Tag


This appendix lists the default notification attributes for events that are displayed by the 
VoIP Availability Manager with the Avaya Enablement Pack. It consists of the following 
sections:


◆ Default notification attributes .................................................................................  38
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Default notification attributes
The VoIP Availability Manager with the Avaya Enablement Pack displays various default 
notification attributes for events. Table 23 on page 38 lists the default attributes. 


Table 23  Default notification attributes (page 1 of 2)


Notification attribute Description


AutoAcknowledgmentInterval Automatically acknowledge this event if it is cleared for this 
interval 0 means never autoAcknowledge.


Category Category of this event. The event category represents a broad 
categorization of the event, for example, availability against 
performance.


Certainty The certainty of this event. Defaults to 100.


ClassName Class name of the object where this event occurred. This 
attribute along with InstanceName and EventName uniquely 
identify this event. 


ClassDisplayName Display name for the event class. Defaults to ClassName.


ClearOnAcknowledge Indicates if this event should be cleared when it is 
acknowledged. Set this to TRUE only for events that do not 
expire nor have sources that generate a clear. Defaults to 
FALSE.


Description A textual description of the object. Defaults to “ ”.


DisplayName The string shown in the GUI when this object is displayed. 
Defaults to Name.


EventName Name of the event. This attribute along with ClassName and 
InstanceName uniquely identify this event. 


EventDisplayName Display name for the event Name. Defaults to EventName.


EventText The textual representation of the event.


EventType Indicates the nature of the event. A MOMENTARY event has no 
duration. An authentication failure is a good example. A 
DURABLE event has a period during which the event is active 
and after which the event is no longer active. An example of a 
durable event is a link failure. 
(Possible values: DURABLE, MOMENTARY).


InstanceName Instance name of the object where this event occurred. This 
attribute along with ClassName and EventName uniquely 
identify this event.


InstanceDisplayName Display name for the event instance. Defaults to InstanceName.


OccurredOn The element the indication is associated with. Setting this 
value causes ElementClassName and ElementName to be set 
appropriately.


OriginalSources This table maps an original source to corresponding immediate 
sources.


ServiceName Name of external server used for imported events and 
instrumented attributes.
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Severity An enumerated value that describes the severity of the event 
from the notifier's point of view: 1—Critical is used to indicate 
action is needed NOW and the scope is broad, for example, an 
outage to a critical resource. 2—Major is used to indicate action 
is needed NOW. 3—Minor should be used to indicate action is 
needed, but the situation is not serious at this time. 
4—Unknown indicates that the element is unreachable, 
disconnected or in an otherwise unknown state. 5—Normal is 
used when an event is purely informational. Default = 5.


SourceDomainName The names of the domains that have originally diagnosed and 
notified—directly or indirectly—current occurrences of this 
event. If there are more than one original domain, the attribute 
lists each separated by a comma. When the notification is 
cleared, the last clearing domain stays in the value. 


TroubleTicketID Trouble ticket ID. Defaults to “ ”.


UserDefined1-UserDefined10 Ten user defined fields. Each field defaults to “ ”.


Table 23  Default notification attributes (page 2 of 2)


Notification attribute Description
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Invisible Body Tag


This appendix describes how to use the sm_edit utility. It consists of the following topics:
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Understanding the sm_edit Utility

sm_edit
As part of the EMC Smarts deployment and configuration process, you need to modify 
certain files. User modifiable files include configuration files, rule set files, templates, and 
seed files that contain encrypted passwords. Original versions of these files are installed 
into appropriate subdirectories under the BASEDIR/smarts/ directory.


The original versions of files should not be altered. If a file must be modified, a new 
version should be created and then stored as a local copy of the file in 
BASEDIR/smarts/local or one of its subdirectories.


When EMC Smarts software requires one of these files, it is designed to first search for a 
modified file in BASEDIR/smarts/local or one of its subdirectories. If a modified version of 
a file is not found in the local area, EMC Smarts software then searches corresponding 
BASEDIR/smarts directories for the original version of the file.


To ease file editing and storage, EMC Corporation provides the sm_edit utility with every 
EMC Smarts product. When invoked, sm_edit opens the specified file in a text editor. This 
utility ensures that modified files are always saved to the appropriate local area and that 
non-local copies of all files remain unchanged. If an appropriate subdirectory does not 
exist for the file you are modifying, sm_edit creates the appropriate subdirectory before 
saving the modified file to that location. For files with header information set for 
encryption, sm_edit encrypts certain fields in the file. In addition, sm_edit preserves the 
file permissions of modified files, which helps ensure that important configuration files 
are not altered by unauthorized users.


In UNIX, you can configure sm_edit to use your favorite text editor when you invoke 
sm_edit. In Windows, you can configure sm_edit so that your favorite text editor is 
automatically invoked when user-modifiable files are double-clicked in Windows Explorer. 
The EMC Smarts System Administration Guide provides instructions on how to configure 
the utility to use a specific editor.


sm_edit example
To use sm_edit from the command line, specify the file name and include the subdirectory 
under BASEDIR/smarts/local where the file resides. For example, to edit the trapd.conf, 
enter the following command from the BASEDIR/smarts/bin directory:


sm_edit conf/trapd/trapd.conf


In this example, sm_edit searches in the BASEDIR/smarts/local/conf/trapd directory for 
the trapd.conf file. If it finds the trapd.conf file, it opens the file in a text editor. If sm_edit 
does not find the trapd.conf file in the BASEDIR/smarts/local/conf/trapd directory, it 
creates a local copy of the trapd.conf file and writes it to the 
BASEDIR/smarts/local/conf/trapd directory.


The EMC Smarts System Administration Guide provides additional information about the 
sm_edit utility.
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This appendix shows you how to use a wildcard pattern in a text field to match a number of 
objects instead of specifying each object by name. It consists of the following sections:


◆ Types of wildcard patterns.......................................................................................  44
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Types of wildcard patterns
A wildcard pattern is a series of characters that are matched against incoming character 
strings. You can use these patterns when you define pattern matching criteria.


Matching is done strictly from left to right, one character or basic wildcard pattern at a 
time. Basic wildcard patterns are defined in Table 24 on page 44. Characters that are not 
part of match constructs match themselves. The pattern and the incoming string must 
match completely. For example, the pattern abcd does not match the input abcde or abc. 


A compound wildcard pattern consists of one or more basic wildcard patterns that are 
separated by ampersand (&) or tilde (~) characters. A compound wildcard pattern is 
matched by attempting to match each of its component basic wildcard patterns against 
the entire input string. Compound wildcard patterns are listed in Table 25 on page 45.


If the first character of a compound wildcard pattern is an ampersand (&) or tilde (~) 
character, the compound is interpreted as if an asterisk (*) appeared at the beginning of 
the pattern. For example, the pattern ~*[0-9]* matches any string that does not contain 
any digits. A trailing instance of an ampersand character (&) can only match the empty 
string. A trailing instance of a tilde character (~) can be read as “except for the empty 
string.”


Note: Spaces are interpreted as characters and are subject to matching even if they are 
adjacent to operators like “&”. 


Table 24  Basic wildcard patterns (page 1 of 2)


Character Description


? Matches any single character. 
For example, server?.example.com matches server3.example.com and 
serverB.example.com, but not server10.example.com.


* Matches an arbitrary string of characters. The string can be empty. 
For example, server*.example.com matches server-ny.example.com and 
server.example.com (an empty match).


[set] Matches any single character that appears within [set]; or, if the first character 
of [set] is (^), any single character that is not in the set. A hyphen (-) within [set] 
indicates a range, so that [a-d] is equivalent to [abcd]. The character before the 
hyphen (-) must precede the character after it or the range will be empty. The 
character (^) in any position except the first, or a hyphen (-) at the first or last 
position, has no special meaning. 
For example, server[789-].example.com matches server7.example.com through 
server9.example.com, but not server6.example.com. It also matches 
server-.example.com.
For example, server[^12].example.com does not match server1.example.com or 
server2.example.com, but will match server8.example.com.
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Special characters for compound wildcard patterns are summarized in Table 25 on 
page 45. 


<n1-n2> Matches numbers in a given range. Both n1 and n2 must be strings of digits, 
which represent nonnegative integer values. The matching characters are a 
non-empty string of digits whose value, as a nonnegative integer, is greater 
than or equal to n1 and less than or equal to n2. If either end of the range is 
omitted, no limitation is placed on the accepted number.
For example, 98.49.<1-100>.10 matches a range of IPv4 addresses from 
98.49.1.10 through 98.49.100.10. 
Example of an omitted high end of the range: <50-> matches any string of digits 
with a value greater than or equal to 50. 
Example of an omitted low end of the range: <-150> matches any value between 
zero and 150.
For a more subtle example: The pattern <1-10>* matches 1, 2, up through 10, 
with * matching no characters. Similarly, it matches strings like 9x, with * 
matching the trailing x. However, it does not match 11, because <1-10> always 
extracts the longest possible string of digits (11) and then matches only if the 
number it represents is in range.


| Matches alternatives. For example, ”ab|bc|cd” without spaces matches exactly 
the three following strings: “ab”, “bc”, and “cd”. A | as the first or last character 
of a pattern accepts an empty string as a match.
Example with spaces “ab | bc” matches the strings “ab” and “bc”.


\ Removes the special status, if any, of the following character. Backslash (\) has 
no special meaning within a set ([set]) or range (<n1-n2>) construct.


Table 24  Basic wildcard patterns (page 2 of 2)


Character Description


Table 25  Compound wildcard patterns


Character Description


& “And Also” for a compound wildcard pattern. If a component basic wildcard pattern 
is preceded by & (or is the first basic wildcard pattern in the compound wildcard 
pattern), it must successfully match. 
Example: *NY*&*Router* matches all strings that contain NY and also contain 
Router. 
Example: <1-100>&*[02468] matches even numbers between 1 and 100 inclusive. 
The <1-100> component only passes numbers in the correct range and the *[02468] 
component only passes numbers that end in an even digit. 
Example: *A*|*B*&*C* matches strings that contain either an A or a B, and also 
contain a C.


~ “Except” for a compound wildcard pattern (opposite function of &).If a component 
basic wildcard pattern is preceded by ~, it must not match. 
Example: 10.20.30.*~10.20.30.50 matches all devices on network 10.20.30 
except 10.20.30.50.
Example: *Router*~*Cisco*&*10.20.30.*~10.20.30.<10-20>* matches a Router, 
except a Cisco router, with an address on network 10.20.30, except not 
10.20.30.10 through 10.20.30.20.

45







Wildcard Patterns

46 EMC Smarts VoIP Enablement Pack for Avaya User Guide







INDEX

A
Avaya Aura Communication Manager  13
Avaya Communication Manager Access setting


Access_Protocol  20
Device_Access_Retries  20
Device_Access_Timeout  20
Device_User_ID  20
Password  20


Avaya Enablement Pack  12
Installation  12
Monitoring  15
Overview  12


Avaya object classes  24
avaya.conf file  18
AvayaServers security group


Avaya Communication Manager Access setting  20


B
Business Impact Manager


Post processing phase  26
ServiceOffering  26
ServiceSubscriber  26


C
Card  24
CardServiceRedundancyGroup  26
cert-avaya.conf file  15, 18
Chassis  24
Class attributes


CardServiceRedundancyGroup  35
ConvergedCallManager  30
ConvergedCallManagerRedundancyGroup  34
DS1Service  30
GatewayService  33
H248RegistrationSession  34
H323GateKeeper  31
IPConnector  31
IPPhone  28
IPPhoneGroup  29
MediaProcessor  32
PortNetwork  27
VoiceAnnounceService  32
VoipApplication  29
VoipCluster  28
VoipNetworkServie  32
VoipProcess  33


CLI  14
Command-line interface (CLI)  14
ConvergedCallManager  25
ConvergedCallManagerRedundancyGroup  26


D
Default notification attributes  37


Device and application support  13
Discovery and monitoring  14
Discovery and polling protocols


SNMP  14
Discovery protocol


CLI  14
discovery.conf


ipExcludeList  22
DNSService  25
DS1Service  25


F
Feature license  12


G
GatewayService  25
Global Console  15


Type of
Notification Log Console  15


Groups
Security  19


Avaya Servers  19


H
H248RegistrationSession  26
H248Service  25
H323GateKeeper  25


I
IP phone


Enable  15
IP phone group


Enable  15
IPConnector  25
ipExcludeList  22
IPPhone  24
IPPhoneGroup  24
IPPhoneGroupOfGroups  24


M
Matching


Pattern  44
MediaProcessor  25
Monitoring  15


N
Notification attributes  37, 38
Notification Log Console  15
Notifications


Display of  15

EMC Smarts VoIP Enablement Pack for Avaya User Guide 47 







Index

O
Object classes


Avaya  24
Operator


Wildcard  44


P
Pattern  44
Pattern matching  44
Polling


SNMP  15
PortNetwork  24
Process


Key or critical processes  18
Non-critical  18


Processing
SNMP traps  15


R
Requirements


Discovery and monitoring  15


S
Security groups


Avaya Servers  19, 21
Security settings


Avaya Communication Manager Access  20
ServiceOffering  26
ServiceSubscriber  26
Simple Network Management Protocol (SNMP)  14
SNMP  14


Polls  15
Traps  15


SNMP trap message processing  15
Support


Device and application  13


V
Virtual IP addresses  22
VoiceAnnounceService  25
VOIP_PMDomain  24
VoipApplication  25
VoipCluster  24
VoipEndpoint  24
VoipPerformanceManager  25
VoipProcess  25


W
Wildcard  44


Chart of operators  44

48 EMC Smarts VoIP Enablement Pack for Avaya User Guide





		Preface

		Introduction

		About the Avaya Enablement Pack

		Installation and licensing

		Device and call-processing-application support

		Discovery

		Monitoring

		Analysis

		Discovery and monitoring requirements



		Integrating the Enablement Pack with VoIP

		Avaya configuration files

		CLI login credentials

		Avaya Servers security group

		Avaya Communication Manager Access setting



		Configuring CLI access security groups

		Excluding Avaya virtual IP addresses from the topology



		Identifying the Discovered Avaya Objects

		Avaya Enablement Pack object classes

		Avaya Enablement Pack objects and their attributes

		PortNetwork

		VoipCluster

		IPPhone

		IPPhoneGroup

		VoipApplication

		ConvergedCallManager

		DS1Service

		H323GateKeeper

		IPConnector

		MediaProcessor

		VoiceAnnounceService

		VoipNetworkService

		GatewayService

		VoipProcess

		H248RegistrationSession

		ConvergedCallManagerRedundancyGroup

		CardServiceRedundancyGroup





		Default Notification Attributes

		Default notification attributes



		Understanding the sm_edit Utility

		sm_edit

		sm_edit example



		Wildcard Patterns

		Types of wildcard patterns



		Index





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice






EMC® Smarts®


Features from Version 9.2.x Applicable to 
Version 9.3.x SAM, IP, ESM, MPLS, VoIP, and 
NPM Managers
P/N 302-001-048


REV 01







EMC Smarts Features from Version 9.2.x Applicable to Version 9.3.x SAM, IP, ESM, MPLS, VoIP, and NPM Managers2


Copyright © 2014 EMC Corporation. All rights reserved. Published in the USA.


Published June, 2014


EMC believes the information in this publication is accurate as of its publication date. The information is subject to change without 
notice.


The information in this publication is provided as is. EMC Corporation makes no representations or warranties of any kind with respect 
to the information in this publication, and specifically disclaims implied warranties of merchantability or fitness for a particular 
purpose. Use, copying, and distribution of any EMC software described in this publication requires an applicable software license.


EMC2, EMC, and the EMC logo are registered trademarks or trademarks of EMC Corporation in the United States and other countries. 
All other trademarks used herein are the property of their respective owners.


For the most up-to-date regulatory document for your product line, go to EMC Online Support (https://support.emc.com).



http://support.emc.com





CONTENTS

Chapter 1 9.2.x Release Product Features and Technical Notes


 Features from 9.2.x release products that apply to 9.3.x................................  6
Features in 9.2.2 release products ..........................................................  6


 Technical notes from 9.2.x release products that apply to 9.3.x .....................  6
Technical notes for 9.2.2 release products ..............................................  6
Technical notes for 9.2.1 release products ..............................................  7


 Fixed problems from 9.2.x that apply to 9.3.x ................................................  8
Fixed Problems in 9.2.x ...........................................................................  8


Chapter 2 Service Assurance Manager 9.2.x Features and Technical Notes


 Service Assurance Manager features from 9.2.x that apply to 9.3.x..............  12
Features in SAM 9.2.2 ...........................................................................  12
-Features in SAM 9.2.1 ..........................................................................  12


 Service Assurance Manager technical notes from 9.2.x that apply to 9.3.x...  16
Technical notes for SAM 9.2.2 ...............................................................  16
Technical notes for SAM 9.2.1 ...............................................................  18


 Service Assurance Manager fixed problems from 9.2.x that apply to 9.3.x ...  19
Fixed problems in Service Assurance Manager 9.2.x..............................  19


Chapter 3 IP Manager 9.2.x Features and Technical Notes


 IP Manager features from 9.2.x that apply to 9.3.x.......................................  24
Features in IP Manager 9.2.2 .................................................................  24
Features in IP Manager 9.2.1 .................................................................  38


 IP Manager technical notes from 9.2.x that apply to 9.3.x ............................  55
Technical notes for IP Manager 9.2.2.....................................................  55
Technical notes for IP Manager 9.2.1.....................................................  60


 IP Manager fixed problems from 9.2.x that apply to 9.3.x ............................  61
Fixed problems in IP Manager 9.2.x .......................................................  61


Chapter 4 Server Manager 9.2.x Features and Technical Notes


 Server Manager features from 9.2.x that apply to 9.3.x ................................  66
Features in Server Manager 9.2.2 ..........................................................  66
Features in Server Manager 9.2.1 ..........................................................  66


 Server Manager technical notes from 9.2.x that apply to 9.3.x .....................  67
Technical notes for Server Manager 9.2.2..............................................  67
Technical notes for Server Manager 9.2.1..............................................  71


 Server Manager fixed problems from 9.2.x that apply to 9.3.x .....................  72
Fixed problems in Server Manager 9.2.x ................................................  72


Chapter 5 MPLS Manager 9.2.x Features and Technical Notes


 MPLS Manager features from 9.2.x that apply to 9.3.x .................................  74
Features in MPLS Manager 9.2.2 ...........................................................  74
Features in MPLS Manager 9.2.1 ...........................................................  74


 MPLS Manager technical notes from 9.2.x that apply to 9.3.x ......................  74
Technical notes for MPLS Manager 9.2.2 ...............................................  74
Technical notes for MPLS Manager 9.2.1 ...............................................  74

EMC Smarts Features from Version 9.2.x Applicable to Version 9.3.x SAM, IP, ESM, MPLS, VoIP, and NPM Managers 3







Contents

 MPLS Manager fixed problems from 9.2.x that apply to 9.3.x.......................  75
Fixed problems in MPLS Manager 9.2.x .................................................  75


Chapter 6 Network Protocol Manager 9.2.x Features and Technical Notes


 Network Protocol Manager features from 9.2.x that apply to 9.3.x ...............  78
Features in Network Protocol Manager 9.2.2..........................................  78
Features in Network Protocol Manager 9.2.1..........................................  78


 Network Protocol Manager technical notes from 9.2.x that apply to 9.3.x.....  79
Technical notes for Network Protocol Manager 9.2.2 .............................  79
Technical notes for Network Protocol Manager 9.2.1 .............................  80


 Network Protocol Manager fixed problems from 9.2.x that apply to 9.3.x .....  81
Fixed problems in Network Protocol Manager 9.2.x ...............................  81
Fixed problems in Network Protocol Manager 9.2.x patch documentation ..  
81


Chapter 7 VoIP Availability Manager 9.2.x Features and Technical Notes


 VoIP Availability Manager features from 9.2.x that apply to 9.3.x .................  84
Features in VoIP Availability Manager 9.2.2 ...........................................  84
Features in VoIP Availability Manager 9.2.1 ...........................................  86


 VoIP Availability Manager technical notes from 9.2.x that apply to 9.3.x ......  88
Technical notes for VoIP Availability Manager 9.2.2...............................  88
Technical notes for VoIP Availability Manager 9.2.1...............................  88


 VoIP Availability Manager fixed problems from 9.2.x that apply to 9.3.x.......  89
Fixed problems in VoIP Availability Manager 9.2.x .................................  89

4 EMC Smarts Features from Version 9.2.x Applicable to Version 9.3.x SAM, IP, ESM, MPLS, VoIP, and NPM Managers







CHAPTER 1
9.2.x Release Product Features and Technical 
Notes


This chapter provides information for EMC Smarts Service Assurance Manager, EMC 
Smarts IP Manager, EMC Smarts MPLS Manager, EMC Smarts Server Manager, EMC Smarts 
Network Protocol Manager, and EMC Smarts VoIP Availability Manager. It includes the 
following sections: 


◆ Features from 9.2.x release products that apply to 9.3.x............................................  6
◆ Technical notes from 9.2.x release products that apply to 9.3.x .................................  6
◆ Fixed problems from 9.2.x that apply to 9.3.x ............................................................  8
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9.2.x Release Product Features and Technical Notes

Features from 9.2.x release products that apply to 9.3.x
◆ “Features in 9.2.2 release products” on page 6


◆ “Technical notes from 9.2.x release products that apply to 9.3.x” on page 6


◆ “Fixed Problems in 9.2.x” on page 8


Features in 9.2.2 release products


◆ “New behavior for the sm_migrate utility” on page 6


New behavior for the sm_migrate utility
The sm_migrate utility prompts you to copy the security configuration files including the 
runcmd_env.sh file. You can either choose to copy the files into the local directory of the 
new installation or configure the files later, manually. If you choose to copy and have 
changed the site secret in your previous installation, run the sm_rebond command to 
encrypt the files:


./sm_rebond --basedir=C:\InCharge\IP\smarts


After copying the files, the data in the old runcmd_env.sh file is appended to the new 
runcmd_env.sh file and the new Smarts 9.2.2 version data is commented.


That is, if you select to reuse the runcmd_env.sh file from your old installation, the 
sm_migrate utility migrates the old values and will also append a commented out section 
to the bottom of the runcmd_env.sh file with the default environment values in the new 
version for your evaluation.


Technical notes from 9.2.x release products that apply to 9.3.x
◆ “Technical notes from 9.2.x release products that apply to 9.3.x” on page 6


◆ “Technical notes for 9.2.1 release products” on page 7


Technical notes for 9.2.2 release products


Instructions for changing default Cryptographic settings 


Changing Pseudo-random Number Generators (PRNG) algorithm


CQ 649798 


The Smarts Global Console SSL implementation uses ECDRBG128 (Dual EC DRBG) as the 
default PRNG algorithm. Following NIST's decision to recommend against the use of 
Dual_EC_DRBG, it is recommended that you discontinue the use of Dual EC DRBG, and 
move to a different PRNG (HMACDRBG256) at this time.


Changing the use of the default PRNG algorithm


Add the following line in the java.security file located at BASEDIR/_jvm/lib/security/ 
directory:


com.rsa.crypto.default.random = HMACDRBG256

6 EMC Smarts Features from Version 9.2.x Applicable to Version 9.3.x SAM, IP, ESM, MPLS, VoIP, and NPM Managers







9.2.x Release Product Features and Technical Notes

Apply this change to the following components:


◆ Smarts Global Console


◆ Any other custom programs written by you using the DMT Java remote API


The EMC Smarts Version 9.2 Security Configuration Guide is updated to provide 
instructions on how to change the default cryptographic settings in Smarts components as 
well as provide information on how to change the use of the default PRNG algorithm.


Replacing or importing  TLS certificates
By default, a Smarts Domain Manager generates a self-signed TLS certificate that it will 
present to the incoming TLS connections. However, you can configure a certificate to use 
by performing the following step:


Place the certificate and key files in $SM_SITEMOD/conf/tls/$DOMAIN.crt and 
$SM_SITEMOD/conf/tls/$DOMAIN.key where $DOMAIN is the name of the domain used 
to register with the broker. The files must be in PKCS#8, PEM encoded form with no 
password.


Self-signed certificates generated by Smarts are stored in the process memory. To 
regenerate default self-signed TLS certificates, stop and restart the Smarts processes.


Technical notes for 9.2.1 release products


There are no technical notes that apply to all 9.2.1 release products.

Technical notes from 9.2.x release products that apply to 9.3.x 7
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Fixed problems from 9.2.x that apply to 9.3.x
“Fixed Problems in 9.2.x” on page 8


Fixed Problems in 9.2.x


Features introduced in the Fixed Problems tables from 9.2.x.release notes are included 
here.


CQ/SR/Issue 
number Problem summary Description of fix


Found in 
version


Fixed problems common for all 9.2.x products


CQ 577981
CQ 577738


--env=SM_SITEMOD crashed the VoIP domain 
in Windows.
When Smarts was installed as a Windows 
service, with SM_SITEMOD specified using the 
--env option, the SM_SITEMOD search path did 
not get computed correctly when the service 
started.


Apply the environment variable settings (which are 
encoded in a special command line argument) early 
from the runcmd.exe wrapper program, so that the 
values are used in any search path computations 
performed by runcmd.
Changed Components:
Executables: runcmd.exe (and hence all shipped 
executables in smarts/bin)
Libraries: sm_sms


9.2.1


CQ 644152
CQ 604257
SR 55843484


The activation command did not set the 
Standby domain to the Active domain.


The failover server did not process the command to 
TakeOver a domain.
When the shell script actions that are part of the 
failover solution are modified using sm_edit, these 
actions fail when the failover server runs them.
The first one is due to a limitation on the failover 
server. Backups are currently run sequentially and 
there were too many domains attached to the 
failover manager which was resulting in too much 
time being spent on backups. The recommendation 
is to split the domains into multiple failover servers 
so that the time spent doing backups is optimized 
and the failover/takeover requests are handled 
quicker. For example, put SAM, OI, BIM, NPM into 
one failover server and IP, MPLS into another failover 
server.
The second issue was due to a bug in the shell 
scripts. Locating files under SM_SITEMOD/actions 
were not handled properly. They were looking at 
SM_HOME/actions. This is now fixed. The scripts 
can be modified using sm_edit and the failover 
server processes the actions from the modified 
script.


9.2.0.1
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CQ 644510
CQ 644456


When the failover server was restarted, it 
started running backups and operations could 
not be performed until the backups 
completed.


A parameter “AutoBackupsEnabled” is now 
provided in the failover.conf file. The 
“AutoBackupsEnabled” parameter controls backups 
that are run automatically by the Failover Domain 
Manager. You can change the value to FALSE in the 
user interface, only if you want to disable the backup 
tasks. 


Note: (1) Changing the value in the Failover.conf file 
will result in unsuccessful failovers. 
(2) When starting the failover server for the first 
time, you must start it with AutoBackupsEnabled = 
TRUE. On subsequent restart, it can be set to FALSE 
for no auto manual backup.


9.2


CQ 577477
SR 50887122


Server's memory usage increases when there 
is a rate function defined over a negative 
window.


A negative value converted to unsigned resulted in a 
big value for the window over which to calculate the 
rate. This resulted in a big amount of samples that 
were required to cover the window. 
So new samples kept being added to the history 
collection data structure, which was causing the 
increased memory usage. The fix was to limit the 
collection size. The limit was set to 1000 samples. 
The rate function in this situation will be suspended 
with error MR_NOT_ENOUGH_TIME. 


9.2.1


CQ 597446
SR 49540808


A problem gets suspended with 
"DX-PROBLEMUNKNOWN-Problem unknown to 
correlator because it has no symptoms", even 
though it has symptoms, and 
consistencyUpdate has been run after 
topology changes.


The problem was observed when server was started 
with --subscribe option that starts internal 
subscriber on start up. The correlator's 
consistencyUpdate has not been called by the time 
subscriptions started, so the problems initially gets 
rejected with DX-PROBLEMUNKNOWN error because 
they have not been added to the codebook yet. 
Normally, these problems will be resubscribed in the 
course of consistencyUpdateCompletion by 
resubscribeRejections call, and the error will be 
cleared.
However, it may happen that by the time 
resubscribeRejections runs some of the problems 
are still in pending state, since their subscritpion 
processing has not been finished. These problems 
will not get resubscribed, and the error will not clear 
until the next consistencyUpdate call.
The fix was to make resubscribeRejections being 
called after all pending subscriptions are processed.


9.2.1


CQ 577631
CQ 577591


Made the TLS cipher suite preferences 
configurable.


Allowed SM_TLS_SUITE_LIST to be set to a 
colon-separated list of cipher suite specifier strings. 
The list of allowable options, including FIPS 
compatibility, is listed in the RSA BSAFE MES 
documentation. The client and server will choose 
the first item in the client's suite list that also 
appears in the server's list. In other words, client 
and server must agree on acceptable options, but 
the client's preference wins. Also, removed 
undocumented support for FIPS TLS Suite B.
Changed Components:
Libraries: sm_clsapi


9.2.1
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CQ 577628
CQ 577588


Allow CI_FlowBufferHead_U default buffer size 
to be tuned through an environment variable.


The default buffer size for CI_FlowBUfferedHead_U 
affects performance, but is not configurable at 
runtime, so any investigation of performance 
changes or tuning requires custom-built libraries. 
Introduced an environment variable 
SM_FBH_BUFSIZE to allow adjusting the default. It 
currently defaults to 2048 (the old hardcoded 
default).


9.2.1


CQ 642779 sm_migrate.pl error message. sm_migrate.pl must be invoked using sm_perl. 9.2.1


CQ 567978 Enable run-time control over locking in 
SM_RepositoryServer get methods.


Introduced method EnableTransaction to 
MR_LockInterface model class to set the mask 
defining which methods of SM_RepositoryServer 
should start repository transaction. Also added
method GetTransactionMask, to get the current 
mask. By default, transaction is disabled in all 
methods.
Added an option to selectively unblock readers in 
SM_RepositoryServer transactions, depending on 
the method initiating the transaction, a 
single-property get or a get of multiple properties.
Set the default value of 
MR_UnblockReaders::allowed flag to disallow 
unblocking in all cases.


Note: Do not change these settings unless advised 
by EMC support.


Changed Components:
Libraries: sm_repos
Model file: MR_LockInterface.mdl


9.2.1
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Service Assurance Manager features from 9.2.x that apply to 9.3.x
◆ “Features in SAM 9.2.2” on page 12


◆ “-Features in SAM 9.2.1” on page 12


Features in SAM 9.2.2


Support for Internet Explorer (IE) 10 and IE 11
The EMC Smarts Support Matrix provides a list of officially supported browsers for 
launching the EMC Smarts Global Console.


-Features in SAM 9.2.1


SAM release 9.2.1 includes important new features and changes to the existing features:


◆ “SAM heartbeat monitoring” on page 12


◆ “Improvements to SAM archival time” on page 15


◆ “Service Assurance Manager technical notes from 9.2.x that apply to 9.3.x” on 
page 16


◆ “Service Assurance Manager technical notes from 9.2.x that apply to 9.3.x” on 
page 16


SAM heartbeat monitoring
All Smarts servers maintain an uptime attribute through the SM_System::SM-System 
object, which is updated once every minute. This uptime attribute can be perceived as the 
heartbeat of a Smarts server. In this release, SAM server has been enhanced with the 
functionality to monitor the heartbeat of a Smarts server. SAM heartbeat monitoring is a 
feature available from SAM that provides the capability to monitor the health conditions of 
the heartbeats of its underlying domains. In addition to monitoring heartbeats of 
underlying domains, this new feature is also capable of detecting two abnormal 
conditions:


◆ burstyNotification - Extreme burst arrivals of events or notifications, which could 
overwhelm the system resulting  in slow response time or even freeze.


◆ hyperNotifThreadHung - This use case applies only  to  SAM -> SAM  communication in 
hierarchical SAM configuration and to  SAM -> OI communication. The feature can 
detect hanging of the hyper-notify thread associated with the underlying domain, 
which may indicate the notification processing at the local SAM server being 
suspended.
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The feature is facilitated by the introduction of the ICS_Heartbeat model. Once SAM 
heartbeat monitoring is enabled from top level SAM for underlying  servers, an instance of 
ICS_Heartbeat is created correspondingly for this domain in SAM. ICS_Hearbeat is 
responsible for generating the heartbeat events as well as events indicating the two 
abnormal conditions stated above. In a hierarchical SAM configuration, ICS_Heartbeat 
monitoring needs to be enabled for every SAM and OI server.


Issues addressed


SAM heartbeat monitoring, once deployed, provides a mechanism that can quickly 
identify the nature of some performance issues that are encountered in the field, thereby 
reducing troubleshooting time or providing guidance to hardware upgrade. 


For example, if SAM experiences slow response time or freeze, it can be quickly 
determined whether the problem is due to burst arrivals from a connected domain, or due 
to a slow network connection, or high CPU usage. If it is due to the burst of Notifications, 
burstyNotification alerts for the domains that have sent all the notifications are seen. If 
the issue is due to a slow network connection, heartbeatDelayed notifications are 
received.


Further, if the SAM domain stopped processing new notifications from one or more 
underlying domains, it can be quickly determined whether the problem is due to hanging 
threads (hyperNotifThreadHung) or due to a broken network connection 
(heartbeatDelayed).


Heartbeat monitoring events


ICS_Heartbeat model generates four types of events when the event conditions are met. 
All events are converted to SAM notifications, therefore are visible from a Console.


◆ heartbeatReceived - Indicates a heartbeat is received from the monitored domain. No 
action is needed, which indicates the system is operating normally.


◆ heartbeatDelayed - Indicates a heartbeat has missed its deadline (determined by a 
configurable threshold) of 180 seconds. No immediate action is needed. This event 
will be cleared when a new heartbeatReceived event has arrived. If heartbeatDelayed 
is not cleared within several minutes, it could indicate a connection problem with the 
domain server, or the domain server is overwhelmed by operations that may hold the 
repository for too long, such as reconfigure or repository save or a  hook script with a 
bug, therefore delaying reporting its heartbeat. If there is a consistent 
heartbeatDelayed event, it may indicate a hardware upgrade opportunity as well if the 
problem is not caused by a buggy hook script.  If heartbeatDelayed notification is 
persistent, run the sm_monitor tool in <BASEDIR>/smarts/bin directory against the 
domain for which the heartbeatDelayed notification was generated.


◆ burstyNotification - Indicates the condition that notification or event arrivals per 
minute exceeds a threshold of 3000 per minute. No immediate action is needed. This 
event indicates the reason/root cause behind the response time slowness. It can 
pin-point the source of the bursts.  To recover from the slowness, temporarily 
disconnect the source or reduce the bursts by enabling filtering (such as trap filters). If 
the bursts are legitimate and persistent, it might be an opportunity to upgrade the 
hardware or rethink on the system architecture, for example, if your system is capable 
of handling over 3000 notifications per minute, increase the threshold to avoid false 
alerts. “Setting up SAM heartbeat monitoring” on page 14 provides more details.
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◆ hyperNotifThreadHung - Indicates the condition that the hyper-notify thread stopped 
processing events for more than the time period determined by a threshold of 180 
seconds. Take action to resolve this issue. If the heartbeatDelayed alert is generated 
at the same time, it could indicate a network connection issue or a freezing peer 
server. If the heartbeatReceived event is generated normally, it could indicate that the 
hyper-notify thread within the local domain has stopped processing notifications 
which may be due to either a failed hook script or a remote function call that has 
never returned (such as a prolonged DNS request). By taking a sequence of the 
stacktrace using the sm_monitor tool in <BASEDIR>/smarts/bin, the exact cause can 
be determined. The sm_monitor tool needs to run against the domain running the 
hyper-notif thread, for example, top level SAM or SAM subscribing to OI.


Setting up SAM heartbeat monitoring


SAM heartbeat monitoring is currently not enabled by default. 


To enable heartbeat monitoring:


1. In a hierarchical SAM configuration, heartbeat monitoring needs to be enabled at 
every layer of the hierarchy. Enable heartbeat monitoring once the SAM servers are up 
and running and the underlying domains are configured.


Use dmctl to initialize and set up heartbeat monitoring by typing the following 
command:


dmctl> invoke ICS_HeartbeatMonitor::ICS-HeartbeatMonitor initialize


Once this command is executed, a conf file named as heartbeat.conf is automatically 
created in the local/conf folder, which contains all the appropriate entries for that  
SAM domain.


2. Use sm_edit to open smarts/local/conf/ics/heartbeat.conf (or the 
smarts/local/conf/icoi/heartbeat.conf) file. Check the following ICS_Heartbeat 
attributes for each instance based on the monitoring requirements and data from the 
past. The set of attributes include:


• heartbeatDelayThreshold - the maximum delay time (in seconds) of the monitored 
heartbeat before a heartbeatDelayed event is fired by the corresponding 
ICS_Heartbeat instance.


• notificationThresholdInOneHeartbeat - when notifications which had arrived from 
the connected domain exceeds the threshold, a burstyNotification event is fired by 
the corresponding ICS_Heartbeat instance.


• hyperNotifQuietTimeThreshold - when the time period has passed in which there is 
no notification received through hyperNotif, a hyperNotifThreadHung event is fired 
by the corresponding ICS_Heartbeat instance.


3. Close the heartbeat.conf file if the default settings meet the monitoring requirements. 
This completes the setup.


4. If there are changes to be made to heartbeat.conf, then again use dmctl to reconfigure 
heartbeat monitoring by typing the following command:


dmctl> invoke ICS_HeartbeatMonitor::ICS-HeartbeatMonitor reconfigure
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Once the above steps are executed correctly, heartbeat events will be displayed in the 
Console. Attach a Console directly to SAM and verify the arrival of heartbeat events to 
determine whether heartbeat monitoring has been set up correctly.


Controlling SAM heartbeat monitoring


ICS_HeartbeatMonitor is a manager object for controlling this feature. This object provides 
the following functions to enable and disable SAM heartbeat Monitoring. All the functions 
can be executed through dmctl.


◆ enableMonitorAll - Enables all heartbeat monitoring (which is default after initialize() 
is called)


◆ disableMonitorAll - Disables all heartbeat monitoring


◆ enableMonitorForDomain (in string domainName) - Enables monitoring for a specific 
domain


◆ disableMonitorForDomain (in string domainName) - Disables monitoring for a specific 
domain


◆ enableNotifyHeartbeatAll - Allows heartbeatReceived to be reported (which is default 
after initialize() is called). This does not turn off monitoring. 


◆ disableNotifyHeartbeatAll - Does not allow heartbeatReceived to be reported


◆ enableNotifyHeartbeatForDomain (in string domainName) - Allows heartbeatReceived 
to be reported only for a specific domain.


◆ disableNotifyHeartbeatForDomain (in string domainName) - Does not allow 
heartbeatReceived to be reported for a specific domain


◆ resetHeartbeatAll() - Resets heartbeat statistics maintained by all ICS_Heartbeat 
Instances.


◆ resetHeartbeatForDomain (in string domainName) - Resets heartbeat statistics for a 
specific domain.


Improvements to SAM archival time
This is a performance improvement of the existing SAM archive feature. In the earlier 
release, it used to take the SAM server a long time to archive notifications with many audit 
entries.  In this release, the code has been optimized so that SAM does not take a long 
time to archive notifications, even though it contains a large audit log.
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Service Assurance Manager technical notes from 9.2.x that apply 
to 9.3.x


◆ “Technical notes for SAM 9.2.2” on page 16


◆ “Technical notes for SAM 9.2.1” on page 18


Technical notes for SAM 9.2.2


◆ “Details on how KeepAlive works” on page 16


◆ “After a crash, the failover server does not restart the Failover System” on page 16


◆ “How to configure trapFlood traps and TrapdDiscardingTraps” on page 17


◆ “Timeout value is set by default for all underlying Domain Managers” on page 17


◆ “Resolving issues related to unusual growth in log file size” on page 18


◆ “Users with custom code that uses EMC Smarts API” on page 18


Details on how KeepAlive works
CQ 641853 / CQ 641846 / SR 52796808


The Perl script acts as a client that connects to the EMC Smarts Domain Manager. The Perl 
script and the Domain Manager communicate through a TCP connection.


The KeepAlive messages check the connection between the clients, including Perl clients, 
and the EMC Smarts Domain Managers. Under certain circumstances, the client's 
operating system might incorrectly insert the urgent data into the regular data stream, 
which corrupts the regular data stream and causes problems in the connection. This leads 
to an error on the client side.


For a detailed explanation on how KeepAlive messages work, and to disable the feature, 
refer to SM_DISABLE_KEEPALIVES in the “Environment variables for users” section of the 
EMC Smarts Foundation 9.2 System Administration Guide.


After a crash, the failover server does not restart the Failover System
CQ 649126


When a failover server crashes, the server restarts from the point before it shut down and 
does not restart the Failover System.


For example, INCHARGE-SA is started as primary server A and secondary server B on two 
different machines. When a failover occurs, server B becomes the primary server and 
server A becomes the secondary server. Now if the failover server crashes, then after a 
restart of the failover server, INCHARGE-SA server B will still start as the primary server, 
even though it is set up as the secondary server in the failover.conf file, that is, server B 
will not pick up the status from the failover.conf file.


The roles cannot be reversed through the console.
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How to configure trapFlood traps and TrapdDiscardingTraps
CQ 642856 / CQ 642389


“Starting and stopping the SNMP Trap Adapter” section in the EMC Smarts Service 
Assurance Manager Adapter Platform User Guide provides information on how to use the 
sm_service utility to manually start and stop the SNMP Trap Adapter.


This section describes how to configure trapFlood traps and TrapdDiscardingTraps.


.1.3.6.1.4.1.733.10 6 1 and .1.3.6.1.4.1.733.10 6 2 are TrapdDiscardingTraps. The 
following traps are sent by the sm_trapd queue when it reaches the QUEUE_LIMIT_MEGS 
or the QUEUE_LIMIT_SECS limits:


◆ .1.3.6.1.4.1.733.10 6 1 is sent when the Trap receiver queue has reached its limit.


◆ .1.3.6.1.4.1.733.10 6 2 is sent when the Trap receiver is not discarding traps any 
more.


◆ .1.3.6.1.4.1.733.10 6 3 and .1.3.6.1.4.1.733.10 6 4 are TrapFlood. The following traps 
are sent by the sm_trapd queue when it determines that certain sources are flooding 
it with traps:


• .1.3.6.1.4.1.733.10 6 3 is sent when the Device is flooding the trap receiver.


• .1.3.6.1.4.1.733.10 6 4 is sent when the Device is not flooding the trap receiver 
any more.


These traps are introduced in SAM 9.x and later releases. The trap_mgr.conf file provides 
more information on these traps.


You can create the flood trap using NOTIF by importing the trap_mgr.conf or by creating the 
Event Configuration Information (ECI) similar to the definition in the trap_mgr.conf file. The 
Notification Module User Guide provides more information on how to create the ECI.


Timeout value is set by default for all underlying Domain Managers


CQ 576857


In the 9.1 release, a timeout value is set by default for Event driver, Notification driver, 
and Topology driver. A default timeout value of 600 seconds is enabled for all underlying 
Domain Managers connected to SAM. Previously, SAM would wait indefinitely for a 
response from the underlying Domain Managers. Now with the default timeout value, 
SAM will wait for 600 seconds for the underlying Domain Managers to respond after 
which, it will end the connection with the Domain Manager and start a new connection. 


The timeout value is assigned to the variables, TimeOutBE and TimeOutTopo in the files – 
ics-event-driver.asl, ics-event-processing.asl, and ics-nl-processing.asl. TimeOutBE is a 
timeout set for events and notification driver timeouts, and TimeOutTopo is a timeout set 
for topology driver timeout.


If you would like to modify the timeout value, you need to edit the variables in the dxa 
conf file corresponding to the underlying Domain Manager. 

Service Assurance Manager technical notes from 9.2.x that apply to 9.3.x 17







Service Assurance Manager 9.2.x Features and Technical Notes

Resolving issues related to unusual growth in log file size


CQ 636047


If a huge growth in the log file size is observed, for instance in the Broker log:


1. Re-install the Broker as service with environment setting SM_NO_LOG_CLIENTS=TRUE.


2. Restart the Broker service.


To disable the client logging feature subscription for all the servers or Domain Managers, 
set SM_NO_LOG_CLIENTS=TRUE in the runcmd_env.sh file, and then restart the Broker 
and Domain Managers.


Users with custom code that uses EMC Smarts API


If the code is based on Java, Perl, or C API, modify and retest the code according to the 
changes in this release. If a dynamic model is used, recompile the code.


The EMC Smarts Dynamic Modeling Tutorial explains the concepts and methods of 
dynamic modeling.


Technical notes for SAM 9.2.1


There are no technical notes for Service Assurance Manager 9.2.1.
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Service Assurance Manager fixed problems from 9.2.x that apply 
to 9.3.x


“Fixed problems in Service Assurance Manager 9.2.x” on page 19


Fixed problems in Service Assurance Manager 9.2.x


Features introduced in the Fixed Problems tables from 9.2.x.release notes are included 
here.


CQ/SR/Issue 
number Problem summary Description of fix


Found in 
version


Fixed problems in SAM 9.2.x


CQ 644260
CQ 577986
SR 56283120


Overloaded logs were added to the OI server.
The log messages help debug if traps are not 
converted into notifications because of the 
unknownagent setting. Notif has different log 
levels that you can specify when configuring it.


In earlier releases, the log level was set to ALWAYS. 
From this release, the log level is changed to DEBUG. 
These messages are logged only when the log level 
is set to DEBUG. Set the log level during the start of 
the SAM/OI server and restart the SAM/OI server if 
you need to enable this debugging.


8.1.4.4


CQ 644369
SR 56401364
CQ 644761
CQ 644210


When multiple domains with different domain 
names were started from the same SAM 
installation, the heartbeat.conf file was 
overwritten and the first domains entries were 
erased from the configuration file.


Running instances of the SAM server are 
distinguished from their server names. Thus the 
heartbeat configuration file name is now suffixed 
with the SAM server name. So when multiple SAM 
server instances are started from a single 
installation, as long as the corresponding server 
names are different, which should always be true in 
practice, the heartbeat monitor module should be 
able to automatically pick the correct configuration 
file to import or export heartbeat monitor related 
configurations. The location of the heartbeat 
monitor configuration file is not changed.


9.2.1


CQ 644394
CQ 604782
SR 55693508


Aggregate/Presentation SAM WAS_ACTIVE 
logic did not work.
The scenario was that the Presentation SAM 
was receiving the same notification from two 
Aggregate SAMs and then the first Aggregate 
SAM goes down. Because we are not notifying 
the notification received by the second 
Aggregate SAM, the notification in the 
Presentation SAM was marked as WAS_ACTIVE 
because the EventStateTable of the 
notification had only the first Aggregate SAM 
entry. Ideally the notification should have 
been ACTIVE since the second Aggregate SAM 
was still running.


The fix is to NOTIFY the notification even if we have 
received the same notification from the same 
source. By this we have the second Aggregate SAM 
entry in the EventStateTable and the above scenario 
will be handled with the notification still ACTIVE.


9.2.0.1


CQ 644813
CQ 605991
SR 56797280
CQ 606891
CQ 642703


Device information was not correctly 
propagated from the Domain Manager to SAM 
for the FibreChannelSwitch class.
Prior to the 9.2.1 release, because IP and ESM 
were following different naming conventions 
for the FC switch, SAM was creating duplicate 
instances (one for instance from IP and one 
instance from ESM).


From the 9.2.1 release, although the instance 
names are different in IP and  ESM, SAM uses IP 
address which is the only common attribute 
between IP and ESM to avoid creating duplicate 
instances. Instance in SAM is created with IP 
address irrespective of the naming convention 
followed in the underlying domain.


9.2.1
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CQ 642855
CQ 642742
SR 54337508
CQ 642855


In the Smarts 9.2 Installation Guide -> 
Overview -> Product and version compatibility 
-> Table 1 - Interoperability chart for EMC 
Smarts Service Assurance Manager, the EMC 
Smarts VoIP Availability Manager had only 4.0 
and 8.1.x listed.


EMC Smarts VoIP Availability Manager version 9.x 
should also be listed. The EMC Smarts Version 9.2.2 
Installation Guide for SAM, IP, ESM, MPLS, VoIP, and 
NPM Managers has been updated to reflect this 
change.


9.2.0.1


CQ 644791 
CQ 644725
CQ 649340
SR 57271350
CQ 609664
CQ 609489


Heartbeat events were not updated after SAM 
was restarted.


This issue is now fixed by starting the heartbeat 
monitoring whenever SAM/OI server is restarted. 
An editable flag AUTO_START_HEARTBEAT is 
provided in the ics-init.asl and icoi-init.asl files to 
enable/disable the heartbeat monitoring auto 
restart. By default this flag is set to TRUE.


9.2.1
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CQ 577496
SR 51566768
CQ 649082


SNMP v3 credentials need to be transferred to 
OI from IP and be used as part of SNMPv3 trap 
processing and handling. Keying in credentials 
twice (once in IP and then again in OI) is an 
overhead for users.


SNMP v3 Credentials present in IP Domain Manager 
will be automatically transferred to the OI server 
from IP during topology synchronization. The 
credentials will be saved in the InChargeDomain 
Object that will be read by the Trap Adapter Process.
The Trap Adapter Process imports credentials into 
the Local Credential database from the OI server at 
startup or on reload configuration. 
To reload configurations for Trap Adapter Process:
./sm_trapd -b <broker-name> -s <TrapAdapter-Name> 
--reloadConfig
Automatic Transfer of Credentials from IP to OI to 
Trap Adapter process :
Configuration steps:
1. imk.dat in the IP installation and the 


INCHARGE-OI install area (from where the Trap 
Adapter process is started), should contain the 
same pass-phrase. To ensure this, recreate or 
upgrade the imk.dat using the sm_rebond 
command, in both the IP and OI install locations.


2. Start the OI server. Automatic transfer of 
credentials from IP to OI is disabled by default.


    To enable, run the following dmctl command :
./dmctl -b <broker-name> -s <OI server-name> put 
ICF_TopologyManager::ICF-TopologyManager::im
portSNMPv3Credentials TRUE


3. Underly the IP server to OI server. Now any 
credentials configured in the IP Server will be 
transferred to the OI server.


4. Now start a Trap Adapter attaching to the OI 
server. Credentials will be read by the Trap 
Adapter Process from the OI server during startup 
and configuration reload.


5. SNMPv3 Credentials would be synced from IP to 
OI at the end of Topology Synchronization.


Note: After performing the reloadConfig operation 
for the Trap Adapter, configured as a Receiver to 
read the changed or new SNMPv3 Credentials from 
the OI server, wait till the first new trap is processed 
by the Trap Adapter for existing devices, so that the 
TrapAdapter successfully reads the changed or new 
SNMPv3 credentials from the OI Server.


9.2.1

Service Assurance Manager fixed problems from 9.2.x that apply to 9.3.x 21







Service Assurance Manager 9.2.x Features and Technical Notes

CQ 642445
CQ 639335
CQ 559952
CQ 639295 


SAM servers crashed due to out of memory. The previousEvent <string set> has been added only 
for the HyperNotification functionality (added from 
SAM 8.X onwards). In case of HyperNotificaton, all 
incoming notifications are verified against 
currentEvents and previousEvent list. If it does not 
exist in either of them, it treats this event as an 
invalid notification. We do not have any logic to 
cleanup this list (we move the notification from 
previousEvent list to currentEvents in case of 
renotify and reverse action is done in case of 
deleting an event). 
Now we clean the old cache data periodically. This 
value is defined by the new flag: 
SM_CACHE_CLEANUP_SECONDS.
Default 259200 seconds, that is, 3 days.


9.2.1


CQ 642135
CQ 642134
CQ 598052
CQ 640941


Migration of dynamic model files. The documentation related to the section “Migration 
of dynamic model files” in the Smarts Installation 
Guide should be updated with the following 
information:
1. Recompile the .mdl files using the SAM dynamic 


model compiler.


2. Copy all the .dat files generated, to the local/l10n 
directory.


3. Start the SAM server.


9.2.1
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IP Manager features from 9.2.x that apply to 9.3.x
◆ “Features in IP Manager 9.2.2” on page 24


◆ “Features in IP Manager 9.2.1” on page 38


Features in IP Manager 9.2.2


◆ “Changes in discovery Rogue Access Points” on page 24


◆ “Changes in generating “CLI credentials not found” discovery error” on page 24


◆ “HP Blade System discovery” on page 24


◆ “Cisco UCS Enhancement” on page 33


◆ “Protect trap receiver against uncontrolled memory growth for IP” on page 35


◆ “Changes to oidInfo.conf file and its location after an upgrade” on page 36


◆ “Device type changes due to recertifications” on page 36


◆ “Support for Cisco IOS 15.0” on page 36


Changes in discovery Rogue Access Points
CQ 613263


There was no parameter in IP Domain Managers to control the discovery of Rogue Access 
Points. This resulted in discovery and alerts of unwanted Rogue Access Points on Cisco 
wireless controllers. The EnableRogueAPDiscovery parameter was introduced in the 
<BASEDIR>/IP/smarts/conf/discovery/tpmgr-param.conf file to control Rogue Access 
Points discovery. By default, the value is set to TRUE. Set it to FALSE if you would like to 
stop discovery of Rogue Access Points.


Changes in generating “CLI credentials not found” discovery error
CQ 614051 


By default, the IP Domain Manager generates the following discovery error message for 
devices that are discovered via CLI:


CLI credentials not found. Please provide the same in Device Access 
tab of Polling and Thresholds 


In some cases, users are satisfied with the discovery results based on SNMP only and do 
not wish to provide CLI credentials. The DisableCLIError parameter was introduced in the 
<BASEDIR>/IP/smarts/conf/discovery/tpmgr-param.conf file to prevent unnecessary 
discovery error alerts. The default value is TRUE. Set the parameter to FALSE if you would 
like to stop generating these discovery errors. 


HP Blade System discovery
IP has been enhanced to support discovery and monitoring of HP Blade System C7000. 
The Blade System is modeled as ComputeFabric, similar  to Cisco UCS.  New model classes 
like Blade and ComputeFabricManager are introduced.
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The Blade System C7000 provides the power, cooling, and I/O infrastructure needed to 
support modular server, interconnect, and storage components. The HP Blade system 
comprises of the following:


◆ HP Onboard Administrator — The OA or Onboard Administrator is the management 
entity of the HP Blade System.


The HP Onboard Administrator module provides the MIB details to manage the 
Compute Fabric and Blade Enclosure Manager. Both the Compute Fabric and the 
Blade Enclosure Manager are created using the ComputeFabricManager name.


The Onboard Administrator is located in the enclosure and performs the functions 
listed here. A second optional OA provides redundancy to these functions:


• Component insertion and removal detection


• Component identification and connectivity 


• Power and cooling management


• Components control


◆ HP Blade System C7000 Chassis 


◆ Blade Server


Both SNMP and CLI are used for discovery. 


CLI credentials of the Onboard Administrator (Active) is a prerequisite for complete 
discovery. You can configure the CLI credentials of the Onboard Administrator in Domain 
Manager Administrative Console > Polling and Threshold > Device Access tab. 


Components like ComputeFabric, BladeEnclosureManager, Blade, Fan, Power Supply, and 
ComputeFabricManager are discovered through SNMP polling of the Onboard 
Administrator.


CLI information is used to find enclosure components like VirtualConnect, Switches, and 
Hosts installed on Blades and build relationships with the ComputeFabric.


The Onboard Administrator’s redundancy is supported by creating a redundancy group 
and defining related events like SwitchOver, SwitchOverFailed, AtRisk, 
ReducedRedundancy, and so on.


The discovery of the HP Blade system involves the mapping of the HP Blade System 
NetConnectors to the HP Blade System. In the current implementation, the following 
switches are considered as HP Blade System NetConnector.


◆ HP VC-Ethernet Module — System ObjectID .1.3.6.1.4.1.11.5.7.5.1


◆  HP VC-FC Module — System ObjectID .1.3.6.1.4.1.3873.1.7


◆  HP VC-FlexFabric Module — System ObjectID .1.3.6.1.4.1.11.5.7.5.1


◆ Cisco Catalyst Blade Switches (Ethernet module), Model: 3120X, 3120G, 3200 — 
System ObjectID .1.3.6.1.4.1.9.1.748 or .1.3.6.1.4.1.9.1.948
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◆ Cisco MDS Switches — System ObjectID .1.3.6.1.4.1.9.12.3.1.3.606


◆ BrocadeSilkWormSwitch 


• System ObjectID — .1.3.6.1.4.1.1588.2.1.1.43 


• System ObjectID — .1.3.6.1.4.1.1588.2.1.1.72)


Discovery of Blade System c7000 Enclosure (ComputeFabric)


The Blade System c7000 Enclosure is represented by the class ComputeFabric in IP 
topology.


It is defined by the following relationships:


◆ ComposedOf relationship with Card


◆ ManagedBy relationship with ComputeFabricManager


◆ PackagedCooledBy relationship with Fan


◆ PackagesSystem relationship with BladeEnclosureManager, ComputeFabricManager, 
FibreChannelSwitch and Switch


◆ PackageTempMeasuredBy relationship with TemperatureSensor


To manage the HP Blade System C7000, add the active Onboard Administrator through 
the Add Agent option in Domain Manager Administrator Console. After adding the device 
name or IP address, IP Availability Manager discovers it.


IP Availability Manager discovers the Onboard Administrator as ComputeFabricManager.


Provide the active OA management IP address with the corresponding user credentials in 
the CLI Access Group, when discovering the HP Blade System C7000 equipment. IP 
requires a read only CLI access to OA and privileged access need not be provided.


Discovery of the HP Blade System C7000 Chassis 
(BladeEnclosureManager)


IP Availability Manager discovers and represents the HP Blade System C7000 Chassis as 
the BladeEnclosureManager in the topology.


A HP Blade System C7000 chassis can have up to 16 blades. These blades connect to 
Interconnects through the Midplane. 


When you discover the HP Blade System C7000 chassis, IP discovers the following 
components present in the HP Blade System C7000 entity: 


◆ Physical blades


◆ Power supply


◆ Fan


◆ Temperature Sensor


The class BladeEnclosureManager is defined by the following relationships:
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◆ ComposedOf relationship with Blades, Fan, and PowerSupply.


◆ SystemPackagedIn relationship with ComputeFabric.


IP uses the following CLI commands during HP Blade discovery: 
SHOW EBIPA 
SHOW SERVER PORT MAP ALL


The status of Blades, Power Supply, and Fans are fetched from the Onboard Administrator 
through SNMP requests. Other components are monitored through the respective device 
SNMPAgents.


Discovery of HP OnBoard Administrator (ComputeFabricManager)


IP Availability Manager discovers the HP OnBoard Administrator as 
ComputeFabricManager. The ComputeFabricManager is defined by the following 
relationships:


◆ ComposedOf relationship with Interface, Memory and Processor


◆ ConnectedVia relationship with Cable and IPNetwork


◆ HostsAccessPoints relationship with IP and MAC


◆ HostsServices relationship with SNMPAgent


◆ ListsOfHostsAccessPoints relationship with IP and MAC


◆ Manages relationship with ComputeFabric


◆ MemberOf relationship with Partition


◆ NeighboringSystems relationship with Router and Switches


◆ PartOf relationship with ComputeFabricManagerRedundancyGroup


◆ SystemPackagedIn relationship with ComputeFabric


Discovery of Blade


A Blade represents a compact, self-contained server that contains core processing 
components, hard-drives, memory, network cards that fit into an enclosure with other 
blade servers. These do not have their own power supplies or cooling solutions (including 
fans) as these are supplied by their enclosure.


Blade is defined by PartOf relationship with BladeEnclosureManager.


Discovery of ComputeFabricManagerRedundancyGroup


The ComputeFabricManagerRedundancyGroup is a specialized redundancy group 
comprising of more than one ComputeFabricManagers.


The ComputeFabricManagerRedundancyGroup is defined by the ComposedOf relationship 
with ComputeFabricManager.
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If credentials are not provided, the device is placed on the pending list with a discovery 
error.


Root-cause analysis for HP Blade System C7000


The root-cause problem diagnosed for Blade, BladeEnclosureManager, Switch and 
ComputeFabricManager are listed in Table 1 on page 28, Table 2 on page 28, Table 3 on 
page 28 and Table 4 on page 28 respectively. 


Table 1  Root-cause problem diagnosed for Blade


Root-cause problem Events on Blade Events on Host Impacted system


• Unresponsive
• MightBeDown
• Down


• Host::Unresponsive
• Host::MightBeDown


• Blade
• Host (on which the Blade is installed)


• Unresponsive
• MightBeDown


• Host::Unresponsive
• Host::MightBeDown


• BladeEnclosureManager 
• Blades
• Hosts installed on each blade


Table 2  Root-cause problem diagnosed for BladeEnclosureManager


Root-cause problem Description Events on Blade Impacted systems


• Unresponsive
• MightBeDown


• BladeEnclosureMan-
ager


• Blades present on it 
• Hosts installed on each 


blade.


Table 3  Root-cause problem diagnosed for Switch


Root-cause problem Description Events Impact


• Blade::Unresponsive
• Host::Unresponsive


• Blade
• Host


Table 4  Root-cause problem diagnosed for ComputeFabricManager


Root-cause problem Description Events Impact


Root Cause and impact scenarios for ComputeFabricManager


Let the two ComputeFabricManager in the RedundancyGroup be ComputeFabricManager1 
and ComputeFabricManager2.


Blade::Down


BladeEnclosureManager::Down


BladeEnclosureMan-
ager::Down


Indicates that all the blades included in 
the BEM are down.


Switch::Down Indicates that the switch is down.


ComputeFabricMan-
ager::Down


Indicates that the Onboard Administrator 
discovered as ComputeFabricManager is 
down. 


ComputeFabricMan-
ager::Unresponsive


ComputeFabricManager
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Scenario 1: ComputeFabricManager is NOT part of the RedundancyGroup


Table 5 on page 29 lists the root-cause and impact scenarios when the 
ComputeFabricManager is NOT part of the Redundancy Group.


Table 5  Root-cause and impact analysis for ComputeFabricManager  


Scenarios Root-cause and impact analysis


Compute 
Fabric 
Manager1


Compute 
Fabric 
Manager2 Blade


Blade Com-
posed
Of Host Host Problem Events


Impacted 
classes


Note: This 
occurs when all 
the blades are 
not unrespon-
sive.


Note: This 
occurs when all 
the blades are 
unresponsive.


Unresponsive NA Unresponsive No NA Compute 
FabricManager
1::Down


Unresponsive Blade


Unresponsive Compute 
FabricManager1


Unresponsive NA Unresponsive Yes Responsive Compute 
FabricManager
1::Down


Unresponsive Blade


Unresponsive Compute 
FabricManager1


Unresponsive NA Unresponsive Yes Unresponsive Compute 
FabricManager
1::Down
Blade::Down


Unresponsive Compute 
FabricManager1


Unresponsive Blade


Unresponsive Host


Unresponsive NA Unresponsive Yes Unresponsive Compute 
FabricManager
1::Down
BladeEnclo-
sureMan-
ager::Down


Unresponsive Blade


Unresponsive Compute 
FabricManager1


Unresponsive Host


Unresponsive Blade 
Enclosure 
Manager
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Scenario 2: ComputeFabricManager is a part of the RedundancyGroup


Table 6 on page 30 lists the root-cause and impact analysis of the 
ComputeFabricManager, when it is part of the RedundancyGroup.


Table 6  Root-cause and impact analysis for ComputeFabricManager  (page 1 of 2)


Scenarios Root-cause and impact analysis


Compute 
Fabric 
Manager1


Compute 
Fabric 
Manager2 Blade


Blade 
Com-
posed Of 
Host Host Problem Events


Impacted 
classes


Unresponsive Unresponsive Unresponsive NO NA ComputeFabric 
Manager1::Down
ComputeFabric 
Manager2::Down


Unresponsive Blade


ComputeFabric
Manager1


ComputeFabric
Manager2


Unresponsive Unresponsive Unresponsive Yes Responsive ComputeFabric 
Manager1::Down
ComputeFabric 
Manager2::Down


Unresponsive Blade


ComputeFabric
Manager1


ComputeFabric
Manager2


Unresponsive Unresponsive Unresponsive Yes Un 
responsive


ComputeFabric 
Manager1::Down
ComputeFabric 
Manager2::Down
Blade::Down


Note: This occurs 
when all the 
blades are not 
unresponsive.


Unresponsive Blade


ComputeFabric
Manager1


ComputeFabric
Manager2


Host


Unresponsive Unresponsive Unresponsive Yes Un
responsive


ComputeFabric 
Manager1::Down
ComputeFabric 
Manager2::Down
Blade::Down
BladeEnclosure 
Manager::Down


Note: This occurs 
when all the 
blades are unre-
sponsive.


Unresponsive Blade


ComputeFabric
Manager1


ComputeFabric
Manager2


Host


BladeEnclo-
sureManager


Unresponsive Responsive Unresponsive Yes Un
responsive


ComputeFabric 
Manager1::Down
Blade::Down


Unresponsive Blade


ComputeFabric
Manager1


Host
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Map representation


Figure 1 on page 31 depicts the HP Blade System C7000 support – Topology view. 


Figure 1  HP Blade System C7000 support–Topology view


Unresponsive Responsive Unresponsive No NA ComputeFabric 
Manager1::Down
Blade::Down


Unresponsive Blade


ComputeFabric
Manager1


Unresponsive Responsive Unresponsive No NA ComputeFabric 
Manager1::Down
BladeEnclosure 
Manager::Down


Note: This occurs 
when all the 
blades are unre-
sponsive.


Unresponsive Blade


ComputeFabric
Manager1


BladeEnclo-
sureManager


Table 6  Root-cause and impact analysis for ComputeFabricManager  (page 2 of 2)


Scenarios Root-cause and impact analysis


Compute 
Fabric 
Manager1


Compute 
Fabric 
Manager2 Blade


Blade 
Com-
posed Of 
Host Host Problem Events


Impacted 
classes

IP Manager features from 9.2.x that apply to 9.3.x 31







IP Manager 9.2.x Features and Technical Notes

Figure 2 on page 32 depicts the HP Blade System C7000 support – Map view.


Figure 2  HP Blade System C7000 support – Map view. 


Figure 3 on page 32 depicts the HP Blade System C7000 support – Map view (Expanded).


Figure 3  HP Blade System C7000 support – Map view (Expanded)
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Cisco UCS Enhancement


Blade Support


In this release, support is added to discover and monitor Blades in the Cisco UCS. The 
hosts installed on Blades can be accessed through the ComposedOf relationship of the 
Blade.


The Blade Down event will be generated based on the status provided by the Cisco UCS 
agent and the status of the Host which is installed on the Blade.


Discovery of Blades on a BladeEnclosureManager


The Blade servers present on the BladeEnclosureManager are represented as the class 
Blade in the IP topology. A Blade is a compact, self contained server containing core 
processing components, hard-drives, memory, and network cards that fit into an 
enclosure with other Blade servers. 


IP 9.2.2 supports the discovery and monitoring of the Blade present on a 
BladeEnclosureManager. 


The Blade is defined by the following relationship:


◆ PartOf relationship with BladeEnclosureManager. The BladeEnclosureManager has a 
ComposedOf relationship with the Blade. 


Table 7 on page 33 lists the MIB Object IDs used for discovery and monitoring of the Blade 
instance on a BladeEnclosureManager.


Table 7  MIB OIDS used for discovery and monitoring of Blade


Purpose Attribute in IP MIB attribute type MIB Object ID


Discovery Blade Instance Octet String cucsComputeBladeDn 
1.3.6.1.4.1.9.9.719.1.9.2.1.2


Display Name Octet String cucsComputeBladeName 
1.3.6.1.4.1.9.9.719.1.9.2.1.2


Model number Octet String cucsComputeBladeModel       
1.3.6.1.4.1.9.9.719.1.9.2.1.32


Serial number Octet String cucsComputeBladeSerial      
1.3.6.1.4.1.9.9.719.1.9.2.1.47


Vendor Octet String cucsComputeBladeVendor      
1.3.6.1.4.1.9.9.719.1.9.2.1.53


Monitoring Admin state Integer cucsComputeBladeAdminState  
1.3.6.1.4.1.9.9.719.1.9.2.1.5


Oper state Integer cucsComputeBladeOperState  
1.3.6.1.4.1.9.9.719.1.9.2.1.42
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Root-cause analysis for Blade on a BladeEnclosureManager


When a Blade fails, the host which resides on the Blade also goes down. The root-cause 
analysis for a Blade failure scenario is listed in Table 8 on page 34.


Table 8  Events generated for Blade


Problem
Events (symptom) of 
the problem Description Impacted system


• Blade


• Host


Map representation


Figure 4 on page 34 depicts the Cisco UCS enhancement – Topology view. 


Figure 4  Cisco UCS enhancement – Topology view


Blade::Down Host::Unresponsive Indicates that the system is not 
responding.


Blade::Unresponsive Indicates that the system is not 
responding.
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Figure 5 on page 35 depicts the Cisco UCS enhancement – Map view. 


Figure 5  Cisco UCS enhancement – Map view


Protect trap receiver against uncontrolled memory growth for IP


CQ 644557 /CQ 644587


When the trap receiver is flooded with traps, the trap receiver would crash, citing 
out-of-memory issue. This issue can be prevented by setting the values for the 
QUEUE_LIMIT_MEGS and QUEUE_LIMIT_SECONDS parameters in the trapd.conf file to 200 
MB and 480 seconds, respectively.


By default, QUEUE_LIMIT_MEGS and QUEUE_LIMIT_SECONDS are commented out in the 
trapd.conf file. If trap flooding occurs in your environment, it is recommended to have 
values set for the above attributes depending on your environment. Verify the Trap Queue 
size by running sm_monitor -queue and then fine tune the values based on your 
environment. By having values set for the above attributes, traps will be discarded in trap 
flooding situations.


Additionally, the following four forward statements have been added to the trapd.conf file:


FORWARD: * .1.3.6.1.4.1.733.10 6 1 host:port


FORWARD: * .1.3.6.1.4.1.733.10 6 2 host:port


FORWARD: * .1.3.6.1.4.1.733.10 6 3 host:port


FORWARD: * .1.3.6.1.4.1.733.10 6 4 host:port


Where:


◆ Host is the hostname of the machine or IP address where the trap adapter attached to 
the OI server is running.
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◆ Port is the port number where the trap adapter attached to the OI server is listening.


Traps .1.3.6.1.4.1.733.10 6 1  and .1.3.6.1.4.1.733.10 6 2 are sent by the OI trap receiver 
where they are converted into notifications in OI and then propagate to the SAM Console 
when it reaches  the thresholds set for the QUEUE_LIMIT_MEGS or the QUEUE_LIMIT_SECS 
parameters.


Traps .1.3.6.1.4.1.733.10 6 3 and .1.3.6.1.4.1.733.10 6 4 are sent by the sm_trapd queue 
when it determines that certain sources are flooding it with traps.


On reaching the limits set by these parameters, the sm_trapd queue starts discarding 
traps and a notification trapdDiscardingTraps is sent to the Service Assurance Manager. 
The alert is cleared once the incoming trap rate to sm_trapd reduces to a rate below which 
these traps can be processed by the queue.


Use the sm_edit utility to change the values for these parameters in the trapd.conf file, 
based on your requirement.


Changes to oidInfo.conf file and its location after an upgrade
CQ 641616 /CQ 644111


The OIdInfo tool is a troubleshooting tool that provides detailed information about MIBs 
used by the IP domain to discover and monitor devices in the topology. The Oidinfo.conf 
file is the configuration file for the OIDInfo tool. To get the SNMP details of the entity, 
specify the SYSTEMCLASS, SYSTEMINSTANCE, TYPE, ENTITY, and the INSTANCE of the 
entity.


In earlier releases, “Type” was set to Mandatory in the oidInfo.conf file. In this release, the 
“Type” is changed to Optional and the default value is changed to Monitoring.


CQ 649682


After an upgrade from IP 9.2.0.0 to IP 9.2.2, the oidInfo.conf file is available at 
conf/discovery/ and also at conf/oidInfo/. In earlier releases, the file available at 
conf/discovery/ was used but from the Smarts 9.2.2 release, the file at conf/oidInfo/ is 
used for running the OIdInfo tool.


Support for Cisco IOS 15.0
CQ 649503


IP 9.2.2 now supports IOS 15.0 and the IP topology shows instances of temperature 
sensor, power supply, and fan for devices running on IOS 15.0. IP Manager cannot create 
these instances if a device is running on IOS versions earlier than 15.0 because the 
required MIBs are not present in older IOS versions. For example, Temperature sensor, 
Power supply, and Fan instances may not be present for devices which ran on IOS 12.0.


Device type changes due to recertifications
CQ 649699 / CQ 607333 / SR 56713712


The following changes pertain to changes in device types because of recertifications:


For Cisco C2951 (.1.3.6.1.4.1.9.1.1043), the device type is changed from Switch to Router 
in IP 9.2.2. Due to this change, Ports are no longer discovered for the device.
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The device type for  Cisco ONS-15454 (.1.3.6.1.4.1.3607.1.20.10.70) is changed from 
Router to Switch in IP 9.2.2. Due to this change, MIB2 IfTable entries are discovered as 
Interfaces (if the underlying IP is present) and Ports (for those which do not have 
underlying IPs).


The device type for Alcatel 7700 (.1.3.6.1.4.1.6486.800.1.1.2.1.3.1.5) is changed from 
Bridge to Switch in IP 9.2.2. This change enables discovery and monitoring of cards, CPU, 
and memory.
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Features in IP Manager 9.2.1


IP Manager release 9.2.1 includes important new features and changes to the existing 
features:


◆ “Virtual Router Redundancy Protocol (VRRP) support for Aruba wireless controllers” on 
page 38


◆ “WirelessAccessPoint support enhancement” on page 44


• “WirelessRadioInterface discovery and monitoring”


• “Option to delay WirelessAccessPoint::Down problem”


• “MultipleWirelessAPDown event”


◆ “Authentication Server support enhancement” on page 47


◆ “Connectivity Polling for Wireless Devices” on page 49


◆ “Logic for processing RouteDistinguisher for Juniper devices changed” on page 50


◆ “Enhancement to FibreChannelSwitch discovery” on page 50


◆ “OID Info tool enhancements” on page 50


These features are available only for Aruba Wireless Controllers.


Virtual Router Redundancy Protocol (VRRP) support for Aruba wireless controllers


IP Availability Manager Version 9.2.1 supports discovery and monitoring of wireless 
controllers that are configured for redundancy. The IP topology class 
WirelessControllerRedundancyGroup has been introduced to support this functionality. 


WirelessControllerRedundancyGroup is a collection of two or more WirelessControllers 
that are configured for redundancy to manage the WirelessAccessPoints discovered by 
the WirelessControllers.


VRRP support for wireless devices is applicable only for Aruba Wireless Controllers.


Aruba OID certified for VRRP


All IP 9.1 certified WirelessController supports VRRP. One prerequisite is that the VRRP 
data should be available through SNMP.


Aruba OID .1.3.6.1.4.1.14823.1.1.13 is recertified as WirelessController in the Smarts 
9.2.1 release.


Enable VRRP trap processing for Aruba devices


CQ 577828 / CQ 643367 / CQ 568043


The wireless VRRP feature in IP uses a Trap sent by the Wireless controller to monitor the 
Switchover of the WirelessAccessPoints from one WirelessController to another. 
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A typical setup will have a Trap Exploder receiving the Traps from devices and then 
forwarding them to the IP Domain Manager. In order to forward the wireless VRRP traps 
received from devices to the IP Domain Manager:


Use the sm_edit utility to modify the trapd.conf file in the installation running the Trap 
Exploder:


#cd <BASEDIR>/smarts/bin
#./sm_edit conf/trapd/trapd.conf


Add the following line to trapd.conf:


# Traps required by InCharge IP Domain Manager for Wireless VRRP 
Monitoring


#
FORWARD: * .1.3.6.1.4.1.14823.2.2.1.1.100.1038 6 1  host:port


where host is the IP address of the IP Domain Manager and the Port is the port on which 
the IP Domain manager is listening for Traps. The default port is 9000.


The trap exploder has a predefined section in trapd.conf which contains a list of traps to 
be sent to IP domains.  This list is expanded in the Smarts 9.2.2 release to contain VRRP 
traps. 


Relationship of WirelessControllerRedundancyGroup


WirelessControllerRedundancyGroup is defined by:


◆ ComposedOf relationship with WirelessAccessPoints.


◆ LayeredOver relationship with WirelessControllers.


Attributes of WirelessControllerRedundancyGroup


Table 9 on page 39 lists the attributes of WirelessControllerRedundancyGroup. 


Table 9  WirelessControllerRedundancyGroup attributes  (page 1 of 2)


Attributes Description


ControllersList List of WirelessControllers which are configured in redun-
dancy mode and are part of a WirelessControllerRedundancy-
Group.


GroupID Unique identifier for the WirelessControllerRedundancyGroup 


SwitchOverTime Time duration (in seconds) that is allowed for the switch over 
to stabilize. The status is checked after this time interval. The 
time interval starts after the SwitchOver Trap is received from 
the WirelessController. 
Default: 1800 seconds.


Note: The SwitchoverTime can be configured in Polling and 
Threshold > Threshold > WirelessControllerRedundancyGroup.


LastChangedAt_seconds Time (in seconds) when the attribute IsSwitchover last 
changed.
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Events of WirelessControllerRedundancyGroup


Table 10 on page 40 lists the events that are generated for 
WirelessControllerRedundancyGroup.


Table 10  WirelessControllerRedundancyGroup events


Events Description


Note: The SwitchOver event is generated whenever a SwitchOver Trap is 
received from a WirelessController in IP Availability Manager. The event 
remains active for the time specified against the SwitchoverTime, and clears 
automatically after that. 


Note: The SwitchoverTime can be configured in Polling and Threshold.


Note: If the number of operational members is zero, an AllComponentsDown 
event occurs.


IsSwitchover Indicates that the switchover between WirelessControllers 
has taken place for the WirelessControllerRedundancyGroup.


NumOfWAPsUpBeforeSwitchover Indicates the total number of WirelessAccessPoint objects 
that were UP before the Switchover Trap is received.


NumOfWAPsDownAfterSwitchover Indicates the total number of WirelessAccessPoint objects 
that went down after the Switchover Trap is received.


TotalNumberOfWAPs Indicates total number of WirelessAccessPoint objects in this 
WirelessControllerRedundancyGroup.


Table 9  WirelessControllerRedundancyGroup attributes  (page 2 of 2)


Attributes Description


SwitchOver Indicates the occurence of switchover (VRRP).


SwitchOverFailed Indicates the failure of a switch over.
After receiving the VRRP SwitchOver trap from the Controller, the active wire-
less APs are identified. After the configured SwitchOverTime has elapsed, the 
status of Wireless APs will be reverified for the failures. If any one Wireless 
AP’s status was Down which was UP before, the SwitchOverFailed event will 
be generated.


AtRisk Indicates that the number of operational members in the redundancy group is 
less than or equal to the AtRiskThreshold value (set to 1 by default) but is not 
zero.


For example, assuming AtRiskThreshold = 1, the state of a three-member re-
dundancy group having one operational member (and two non-operational 
members) is AtRisk.


ReducedRedundancy Indicates that the number of operational members (WirelessControllers) in 
the redundancy group is greater than the AtRiskThreshold value, but is less 
than the total number of members in the redundancy group.
For example, and assuming AtRiskThreshold = 1, the state of a three-member 
redundancy group having two operational members (and one non operational 
member) is ReducedRedundancy.


AllComponentsDown Indicates that none of the member objects (WirelessControllers) in the redun-
dancy group are operational.
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Threshold settings


Table 11 on page 41 lists the threshold settings to configure the attribute 
SwitchOverTime. This attribute defines the length of time (in seconds) that the Switchover 
is allowed to stabilize, and status checked after this time interval. The Time Interval starts 
after the SwitchOver Trap is received from the WirelessController.


You can set the threshold settings for this attribute in Polling and Threshold > 
WirelessControllerRedundancyGroups > Settings. 


Table 11  WirelessControllerRedundancyGroup threshold settings


Threshold parameter Allowed values Description


VRRP SwitchOver trap information


Trap Syntax :<trap-oid generic specific> <Uptime> <Varbind - VRRPOperID> <type> <Value> 
<Varbind - VRRPMasterIP> <Type> <Value> <Varbind - VRRPOperstate> <type> <Value>


Example Trap varbind: .1.3.6.1.4.1.14823.2.2.1.1.100.1038 6 1 5000 .1.3.6.1.4.1.14823.2.2.1.1.100.100.19.0 
i 1 .1.3.6.1.4.1.14823.2.2.1.1.100.100.20.0 a 10.31.9.229 
.1.3.6.1.4.1.14823.2.2.1.1.100.100.21.0 i 3


Representation of WirelessControllerRedundancyGroup in Map Console


Figure 6 on page 42 depicts the map of a WirelessControllerRedundancyGroup.


SwitchOverTime 0 – 9999
Default: 1800  
(in seconds)


This is the time interval (in seconds) af-
ter receiving the trap, when the FailOver 
status will be verified.
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Figure 6  Map representation of WirelessControllerRedundancyGroup


Table 12 on page 42 explains the icons used in the map and their relationships. 


Table 12  Description of WirelessControllerRedundancyGroup map


Icon Representation


WirelessControllerRedundancyGroup


WirelessController


WirelessAccessPoints
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Representation of WirelessControllerRedundancyGroup in Topology 
Browser


Figure 7 on page 43 shows the WirelessControllerRedundancyGroup viewed in Topology 
Browser.


Figure 7  WirelessControllerRedundancyGroup in Topology Browser view


ComposedOf relationship with WirelessAccessPoints


LayeredOver relationship with WirelessController


Table 12  Description of WirelessControllerRedundancyGroup map


Icon Representation
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WirelessAccessPoint support enhancement
The WirelessAccessPoint support has been enhanced with the following:


◆ Discovery and monitoring support for wireless radio


◆ Delay APDown event


◆ Root cause and impact analysis for multiple Access Point down


WirelessRadioInterface discovery and monitoring


The support for WirelessAccessPoint has been enhanced to discover and monitor wireless 
radio, which is a component of the Wireless Access Point. The wireless radio on the 
WirelessAccessPoint is discovered as WirelessRadioInterface by IP Availability Manager. 
The user is alerted when the number of wireless clients per radio interface on the 
WirelessAccessPoint exceed the threshold.


Relationship of WirelessRadioInterface 


The WirelessRadioInterface is defined by PartOf relationship with the WirelessAccessPoint 
and the WirelessAccessPoint is defined by ComposedOf relationship with the 
WirelessRadioInterface.


Object IDs probed for discovery


Table 13  Object IDs probed


Object IDs Use


Table 13 on page 44 lists the Object IDs that are probed for discovery of wireless radio.


Attributes of WirelessRadioInterface


Table 14 on page 44 lists the attributes of the class WirelessRadioInterface.


Table 14  WirelessRadioInterface attributes  


Attributes Description


.1.3.6.1.4.1.14823.2.2.1.5.2.1.5.1.3 Used for the creation of WirelessRadioInterface.


.1.3.6.1.4.1.14823.2.2.1.5.2.1.5.1.2 Used for retrieving the type of radio interface.


.1.3.6.1.4.1.14823.2.2.1.5.2.1.5.1.7 Used for retrieving  the number of WirelessClients per ra-
dio.


.1.3.6.1.4.1.14823.2.2.1.5.2.1.5.1.6 Used for retrieving the current utilization of radio inter-
face.


AttachedWirelessClientThreshold Indicates the maximum number of WirelessClient that can be 
associated with this WirelessRadioInterface at a given time.


HighUtilizationThreshold Upper threshold for interface utilization expressed as a per-
centage of the total bandwidth.


NumberOfWirelessClientsOnRadio Indicates the number of WirelessClient  currently associated 
with the radio.


CurrentUtilization Indicates the current utilization of the WirelessRadioInterface 
as provided by its WirelessController.
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Events for WirelessRadioInterface


Table 15  WirelessRadioInterface events


Events Description


Table 15 on page 45 lists the events that are generated for classWirelessRadioInterface.


Threshold settings of WirelessRadioInterface


Table 16 on page 45 lists the threshold parameters of the threshold group 
WirelessRadioInterface. 


Table 16  WirelessRadioInterface threshold settings


Threshold parameters
Allowed val-
ues Description


You can set the threshold parameters in Polling and Threshold console > 
WirelessRadioInterface Group > WirelessRadioInterface > Settings > WirelessRadioInterface 
Threshold.


Option to delay WirelessAccessPoint::Down problem


The AccessPoint::Down problem has been customized with the option to delay the 
generation of the event for a specified time. The time can be specified in Polling and 
Threshold console > Threshold > System Resource Group > WirelessAccessPoint > 
MaxAPDownDelayTime. The default value is set to 0, which means that when the access 
points go down, then the event for AccessPoint::Down problem will be generated instantly.


For example, if the MaxAPDownDelayTime is set to 1800 seconds, the event for 
AccessPoint::Down problem will be generated only after half an hour. 


Table 17 on page 46 lists the new attributes of WirelessAccessPoints.


WirelessClientsThresholdReached Indicates that the maximum number of WirelessClients that 
can be connected to  the WirelessRadioInterface  has 
reached.


HighUtilization Indicates that the utilization of the WirelessRadioInterface is 
greater than the specified High Utilization Threshold.


MaxAttachedWirelessClientThreshold 0 – 99999
Default: 30


Maximum number of WirelessClients that can be at-
tached with the WirelessRadioInterface at a given point 
in time, which when exceeded will generate the Wire-
lessClientThresholdReached event.


UtilizationThreshold 0 – 100 Upper threshold for radio interface utilization expressed 
as a percentage of the total bandwidth, which when ex-
ceeded will generate the HighUtilization event.
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Table 17  New WirelessAccessPoints attributes


Attributes Allowed values Description


• The Down problem has occurred, and 
• The time set against MAXAPDownDelayTime has elapsed.


MultipleWirelessAPDown event
The event MultipleWirelessAPDown has been introduced to alert the user only when the 
configured number of WirelessAccessPoints go down for a specified time duration.


The configuration can be set in Polling and Threshold > Threshold > System Resource 
Group > WirelessController. The parameters are MaxAPsDownPerController and 
MaxMultipleAPDownDelayTimeThreshold. Table 20 on page 47 lists the details of these 
threshold parameters and settings.


Attributes of WirelessController


Table 18 on page 46 lists the new attributes of WirelessController.


Table 18  WirelessController attributes


Attributes Description


Events of WirelessController


Table 19 on page 46 lists the new event generated for WirelessController.


Table 19  WirelessController event


Event Description


MaxAPDownDelayTime Threshold 0 – 99999 
(in seconds)


Maximum threshold time for which Down problem will be supressed 
for the WirelessAccessPoint. 


ExceededAPDownDelayTimeThreshold TRUE, FALSE A value of TRUE indicates that:


LastChangedAt_seconds Unsigned inte-
ger


Time when the adapter last changed state. This typically represents the 
time at which this application monitored the change in state.  It does 
not necessarily represent the actual time that the state changed.


NumberOfAPDownThreshold Maximum number of AccessPoints that can be down simul-
taneously on a Controller at a given time.


NumberOfDownAPs Number of AccessPoints that are down on the Controller at 
a given time.


IsMultipleAPDown Indicates whether Multiple AP went down and crossed the 
threshold.


LastChangedAt_seconds The time at which the adapter last changed state. This typi-
cally represents the time at which this application moni-
tored the change in state. It does not necessarily represent 
the actual time that the state changed.


MultipleWirelessAPsDown Indicates that the Number of APs Down on this Controller has 
exceeded the Threshold.
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Threshold settings for WirelessController


Table 20 on page 47 lists the threshold settings for WirelessController. These threshold 
settings determine the generation of the MultipleWirelessAPDown event.


Table 20  WirelessController Thresholds settings


Threshold setting Default Value Description


Authentication Server support enhancement


The Authentication Server support has been enhanced to alert the user about 
authentication failures and authentication timeouts. Two new events 
FailureThresholdReached and TimeOutThresholdReached have been introduced to 
support the functionality. Table 22 on page 48 lists the details of these events. 


Attributes of AuthenticationServer


Table 21 on page 47 lists the new attributes of AuthenticationServer.


MaxAPsDownPerController 100 The maximum number of APs down in a con-
troller.


MaxMultipleAPDownDelayTime 720 Maximum length of time that the Max num-
ber of AccessPoints that can be down simul-
taneously on this controller


Table 21  Authentication Server attributes  (page 1 of 2)


Attributes Description


NumberOfAuthenticationFailures Indicates the number of times the connection from the Client to the 
Authentication Server failed.


Note: This attribute is available in instrumentation class of the 
AuthenticationServer.


NumberOfAuthenticationTimeouts Indicates the number of times the timeouts occurred when the Cli-
ent were trying to connect to the Authentication Server.


Note: This attribute is available in instrumentation class of the 
AuthenticationServer.


NumberOfAuthenticationRequests Indicates the number of times the authenticaiton requests were 
sent by the Clients to the Authentication Server.


Note: This attribute is available in instrumentation class of the 
AuthenticationServer.


DeltaOfAuthenticationTimeouts Indicates the delta of AutheticationTimeout value between two 
consecutive polling cycles.


Note: This attribute is available in instrumentation class of the 
AuthenticationServer.


AuthenticationFailureThreshold The upper threshold for authentication failures expressed as a per-
centage of the total number of authentication requests. This is the 
threshold for generating the event FailureThresholdReached event.
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Events of AuthenticationServer


Table 22  Authentication Server events


Events Description


• (NumberOfAuthenticationFailures > ((AuthenticationFailureThreshold*NumberOf-
AuthenticationRequests)/100)) and 


• NumberOfAuthenticationRequests > 50


Table 22 on page 48 lists the new events generated for AuthenticationServer.


Threshold settings of AuthenticationServer


You can set the threshold settings in Polling and Threshold > Threshold > System Resource 
Group > AuthenticationServer > AuthenticationServer Thresholds. 


Table 23 on page 48 lists the threshold settings for AuthenticationServer.


Table 23  AuthenticationServer threshold settings


Threshold parameter Default values Description


AuthenticationTimeOutThreshold This serves as the criteria for generating TimeOutEvent. 
Maximum number of authentication Timeouts between two polling 
cycle, beyond which the TimeOutThreshold event will be gener-
ated.


FailedAuthenticationsCount Lists the controllers that have crossed the failure threshold and 
their failed authentication count.


AuthenticationRequestsCount Lists the controllers that have crossed the failure threshold and 
their usage count.


AuthenticationTimeOutCount Lists the controllers that have crossed the timeout threshold and 
their Timeout values.


DeltaOfAuthenticationTimeOut Lists the controllers that has crossed the timeout threshold and 
their TimeoutDelta values.


FailureReached If TRUE, indicates that the criteria for generating FailureEvent has 
reached.


TimeOutReached If TRUE, indicates that the criteria for generating Timeout event has 
reached.


Table 21  Authentication Server attributes  (page 2 of 2)


Attributes Description


FailureThresholdReached This event is generated when:


TimeOutThresholdReached This event is generated when the difference between two consecutive polling cycle is 
greater than zero. 


AuthenticationFailureThresholds 0 – 100
Default: 50


Maximum percentage of the authentication failures, 
which when exceeded will generate the FailureThresh-
oldReached event.


AuthenticationTimeOutThreshold 0 – 99999
Default: 0


Maximum number of authentication timeouts between 
two consecutive polling cycles, which when exceeded 
will generate the TimeOutThresholdReached event.
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Connectivity Polling for Wireless Devices
The connectivity polling settings for polling groups have been segregated between 
wireless domain devices and other wired devices. Two new connectivity polling settings 
have been exclusively introduced for wireless devices: 


◆ Connectivity Polling for Wireless Devices


◆ Connectivity Polling for Wireless Devices — External Poller


For all wireless devices such as WirelessControllers, AuthenticationServers, 
WirelessAccessPoints, WirelessClient and so on, add these settings in Polling and 
Thresholds > Polling Groups > Connectivity Polling For Wireless Devices setting > Settings.


The “Connectivity Polling for Wireless Devices” and “Connectivity Polling settings” for 
other devices are mutually exclusive. The Connectivity Settings do not instrument the 
wireless devices. Use the Connectivity Polling settings for Wireless Devices to instrument 
the wireless devices only.


If you are upgrading and your existing topology contains Wireless Devices, replace the 
current Connectivity Polling setting with the Connectivity Polling for Wireless Devices 
setting in the respective polling groups in the Polling and Threshold Console. This has to 
be done manually as IP Availability Manager version 9.2.1 does not overwrite the existing 
settings in the old RPS file. “CQ 603145 / CQ 603416 / CQ 643403” on page 49 provides 
instructions on how to run the ic_correctSettings.asl script to correct the settings for the 
default polling and threshold groups.


Wireless topology is not monitored after an upgrade


CQ 603145 / CQ 603416 / CQ 643403


When you upgrade from an older version to IP 9.2.1, Polling settings for the Wireless 
Devices is not updated and hence monitoring does not happen for these devices. The 
settings need to be manually updated for the Wireless groups. This is applicable only for 
Wireless groups including WirelessController, WirelessAccessPoint, WirelessClient, and 
AuthenticationServer.


A new polling setting named as “Connectivity Polling for Wireless Devices” is added in IP 
9.2.1 which is applicable for Wireless Devices classes. This setting needs to be applied to 
all wireless devices in the polling groups to manage the wireless entities. 


Remove the old Connectivity Polling setting and add the new “Connectivity Polling for 
Wireless Devices” for Wireless Polling groups. This can be done by running the script 
ic_correctSettings.asl on the upgraded server. The script changes the “Connectivity 
Polling” setting to “Wireless Connectivity Polling” setting for the WirelessController, 
WirelessAccessPoint, and WirelessClient. For the Authentication Server group, the settings 
need to be applied manually. This script is applicable for post IP 9.0 upgrade scenarios. 
For IP 9.0 and lower version upgrade/migrate scenarios, the settings need to be updated 
manually.


Script usage


sm_adapter -s <IP server> -DCORRECTSETTINGS=TRUE ../rules/utils/ic_correctSettings.asl
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Post upgrade and migrate, the priority of the Wireless groups need to be moved above the 
“Other System” groups.


The ASL script which was used in the Smarts 9.2.1 release for enabling the Wireless 
Connectivity Polling setting for Wireless Devices in case of an upgrade, may no longer be 
required in the Smarts 9.2.2 release. It is recommended not to use ic_correctSettings.asl 
for the 9.2.2 release.


Logic for processing RouteDistinguisher for Juniper devices changed
CQ 567883/SR 53199934/CQ 642413


In the earlier release, RouteDistinguisher values were not calculated properly for devices 
with decimal and hexadecimal RouteDistinguisher values.


In this release, the logic in ic-juniper-ip-tag.asl is changed such that the 
RouteDistinguisher values are handled properly for devices having decimal values.


Enhancement to FibreChannelSwitch discovery
The FibreChannelSwitch is discovered by EMC Server Manager from ProSphere along with 
associated FC Ports, Port links, Fabrics, and SAN connectivity. 


FibreChannel switches has been recertified as FibreChanelSwitch in IP. These instances 
are now displayed under FibreChannelSwitch class instead of Switch class.


The details of the implementation, and the contrast with the earlier implementation are 
listed in Table 24 on page 50


Table 24  FibreChannelSwitch discovery


.


OID Info tool enhancements
◆ “Running multiple instances of the OID Info tool --input (or -i) option” on page 51


◆ “Using OID Info tool with Dynamic Model Classes” on page 51


◆ “Processing specific classes” on page 52


◆ “Changed output format” on page 53


◆ “OID Info tool dialog box changes” on page 55


Current implementation Previous implementation


Service Assurance Manager has only one in-
stance of the FibreChannel switch under the 
topology class FibreChannelSwitch.


Service Assurance Manager had two instances of 
the FibreChannel switch under two different 
classes, namely FibreChannelSwitch and Switch.


Additional attributes define the FibreChan-
nelSwitch, namely AgentAddressList and 
IPAddress


These attributes were absent in the earlier imple-
mentation. 
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Running multiple instances of the OID Info tool --input (or -i) option


In the 9.2.1 release, multiple instances of the OIDInfo tool can be run using the --input (or 
-i) option.  This option can be used to specify an alternate configuration file to be used for 
running the tool. If not specified, the tool looks at the default configuration file, that is, 
conf/oidinfo/oidInfo.conf. The alternate configuration file should adhere to the syntax of 
the default configuration file. This option is beneficial if multiple instances of the tool 
need to be run for debugging issues with instances on different devices.


An alternate configuration file can be specified as follows:


sm_perl sm_oidinfo.pl -server=INCHARGE-AM --compare  
--input=conf/oidinfo/oidInfo-1.conf


The alternate configuration file can be created using the sm_edit command as follows:


sm_edit --create conf/oidinfo/oidInfo-1.conf


Using OID Info tool with Dynamic Model Classes


The OIDInfo tool by default traverses select relationships for devices to collect 
instrumentation objects. If the dynamic model is used to introduce new relationships, 
entities or instrumentation classes, the tool configuration will need to be modified to 
traverse the new entities. This can be achieved by editing the configuration file 
conf/oidinfo/ClassRelations.conf. 


The entries under the section “Common Relationships” in the ClassRelations.conf are 
applied to all types of system objects. Few relationships specific to the IP domain are 
added under the section “Specific to IP”. Any custom entries that need to be made can be 
added after this section.


Any changes to this file will need a server restart. 
Changing this configuration will impact both the command line and console invocation. 
Entries in this file are validated when the server is started and invalid entries will be 
ignored.  
Class names and relationship names are case sensitive and they need to be defined using 
the same names as defined by the model.  
Relationships need to be defined one-way only, to avoid loops.


The configuration contains the following entries by default:


#
# Common Relationships
#
UnitaryComputerSystem    ComposedOf
UnitaryComputerSystem    HostsAccessPoints
UnitaryComputerSystem    HostsServices
UnitaryComputerSystem    SystemPackagedIn
#
# Specific to IP
#
WirelessController    Controls
WirelessController    AuthenticationServicedBy
WirelessController    Controls->WirelessAccessPoint->Hosts
WirelessAccessPoint   Hosts


Entries in this configuration file need to follow the following syntax: 
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Column 1 should be the class name and Column 2 should be the relationship name. It is 
mandatory to specify a relationship name when a class name is added. The entry is 
ignored if not specified. Relationships can be defined as single-level if entities are defined 
directly under it. If multiple relationships need to be traversed to get to the entity, then the 
relationship need to be defined as multi-level.


The syntax for single-level relationships is as follows:


<ClassName>        <RelationshipName>


For example, the configuration contains the entry “UnitaryComputerSystem    
ComposedOf”. This would collect all entities under the ComposedOf relationship for 
system objects. The class UnitaryComputerSystem is the base class for all other system 
classes such as Switch, Router, Host, and so on. So these entries need not be defined for 
each of these classes again.


The syntax for multi-level relationships is as follows:


<ClassName> <RelationshipName>-><ClassName>-><RelationshipName>


The relationship parameter specifies the sequence of traversal to get to the entity object. 
This needs to be defined as a sequence of <RelationshipName>-><ClassName>. The symbol 
“->” is used as a separator. This sequence can terminate at a relationship name or a class 
name. If the entry terminates at a relationship name then all objects under that 
relationship are picked up. If the entry terminates at a class name then only objects of that 
class are picked up from the preceding relationship name.


For example, to get to a WirelessClient object from a WirelessController, we will need to 
traverse the following path: Controls->WirelessAccessPoint->Hosts. As this entry 
terminates at the relationship “Hosts”, all objects under this relationship will be picked 
up. The relationship “InstrumentedBy” need not be added to single/multi-level 
definitions. This is automatically traversed by the tool.


Processing specific classes


The OIDInfo tool can be used to process specific entity instances under a device. This will 
be helpful if data for a specific instance only is needed and processing of all other 
instances can be skipped. An instance name pattern can be defined in oidInfo.conf to 
filter out specific instances. This needs to be defined as the last column.


For example, if we need data for only Interface1 on a Router, the entry needs to be made 
as follows:


Router       dev-7604.emc.com        Monitoring        Interface        *IF*/1


The last column defines a pattern to be used for filtering out instances. This pattern is 
applied to instrumentation objects of the entity. In the above example, the pattern *IF*/1 
is applied to instrumentation objects of Interface and the number 1 specifies the instance 
number of the object.  


The following patterns can be applied for entities in IP:


◆ Interface - *IF*/<number>


◆ Port - *PORT*/<number>


◆ Card - *CARD*/<number>
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◆ Memory - *MEM*/<number>


◆ Processor - *PSR*/<number>


◆ PowerSupply - *PWR*/<number>


◆ TemperatureSensor - *TEMP*/<number>


◆ VoltageSensor - *VOLT*/<number>


◆ Fan - *FAN*/<number>


◆ Disk - *DISK*/<number>


◆ FileSystem - *FS*/<number>


If an entity is instrumented by multiple instrumentation classes, then the pattern can also 
be set on the instrumentation class name.


For example, interface objects are typically instrumented by multiple instrumentation 
objects of different type for availability and performance. For instance, 
Interface_Performance_CiscoRouter, NetworkAdapter_PerformanceData_MIB2_ifMIB, 
Interface_Fault_MIB2. It is possible to filter out only the fault related data as follows:


Router  dev-7604.emc.com   Monitoring   Interface   *Interface_Fault_MIB2*/1


Changed output format


The output format of the OIDInfo tool is changed to use the csv format. The tool generates 
the following files for every entry defined in oidInfo.conf. 


◆ An XML file, which contains a snapshot of the configuration used to generate the 
output.


◆ A CSV file, which contains the actual output of the tool.


◆ A log file, which contains details of execution for debugging any tool related issues.


Each of these files is named by appending a timestamp to indicate the time of execution. 


For example, if the conf file has the following entry,


Router   dev-mplsp8.emc.com   Monitoring   Card|Processor|Memory


the tool will generate the following files under logs/oidInfoLogs:


Router_dev-mplsp8.lss.emc.com_05-15-2013-102832.csv


Router_dev-mplsp8.lss.emc.com_05-15-2013-102832.xml


sm_oidInfo-05-15-2013-102832.log


The csv file would have values as shown below: 


Type: Indicates the type of the entry. Possible values are Discovery/Monitoring.


Component: For Monitoring entry types, it indicates the class name of the device entity. 
For Discovery entry types, it indicates the discovery probe name.


Target: For Monitoring entry types, it indicates the instrumentation class name for the 
Component. For Discovery entry types, it indicates the discovery driver name.


OID: Indicates the SNMP OID associated with the Target.
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Index: Indicates the OID index used to run SNMP queries and would also indicate the 
instance number of the object in the server topology. Supported for entry type Monitoring 
only.


SNMPValue: Indicates the value retrieved via SNMP from the device. This column is 
displayed if the option --display (or -d) or --compare (or -c) or --poll (or -p) is used. 
Supported for entry type Monitoring only.


TopoValue: Indicates the value of the parameter in the server topology. This column will be 
displayed if the option --compare (or -c) is used. Supported for entry type Monitoring only.


TimeStamp: Indicates the time at which the data for the entry was collected. 


Description: Indicates the textual description for the parameter. For Monitoring entry 
types, this gives the parameter name in the instrumentation class for the OID. For 
Discovery entry types, this gives the ASL file name associated with the discovery driver 
and an optional description for the discovery probe.


The XML file will have entries as follows:


<Topology>
<Device SysOID=".1.3.6.1.4.1.2636.1.1.1.2.18" Name="dev-mplsp8.emc.com">
<Entity type="Monitoring" component="Card" target="Card_Fault_Juniper">
<oid name=".1.3.6.1.4.1.2636.3.1.15.1.8" desc="jnxFruState"/>
</Entity>
<Entity type="Monitoring" component="Card" target="Card_Fault_Juniper_Redundancy">
<oid name=".1.3.6.1.4.1.2636.3.1.14.1.7" desc="jnxRedundancyState"/>
<oid name=".1.3.6.1.4.1.2636.3.1.15.1.8" desc="jnxFruState"/>
<oid name=".1.3.6.1.4.1.2636.3.1.13.1.6" desc="jnxOperatingState"/>
</Entity>
<Entity type="Monitoring" component="Memory" 


target="Memory_Performance_JuniperRouter">
<oid name=".1.3.6.1.4.1.2636.3.1.13.1.11" desc="jnxOperatingBuffer"/>
<oid name=".1.3.6.1.4.1.2636.3.1.13.1.15" desc="jnxOperatingMemory"/>
<oid name=".1.3.6.1.4.1.2636.3.1.13.1.12" desc="jnxOperatingHeap"/>
</Entity>
<Entity type="Monitoring" component="Processor" 


target="CPU_Performance_JuniperRouter">
<oid name=".1.3.6.1.4.1.2636.3.1.13.1.8" desc="jnxOperatingCPU"/>
</Entity>
</Device>
</Topology>


The <Device> tag gives the SystemObjectID and the Name of the specified device in the 
server topology.


The <Entity> tag provides configuration of discovery and monitoring entries used to 
generate the output. The attribute type gives the type of the entry, that is, 
Discovery/Monitoring. The attribute component gives the discovery probe name or the 
entity class name. This can be directly mapped to the Component column in the csv file. 
The attribute target gives the instrumentation class name or the discovery driver name. 
This can be mapped to the Target column in the csv file. 


The number of entity tag entries can vary depending on the filtering defined in 
oidInfo.conf. Here the xml file contains entries for only monitoring of Card, Memory and 
Processor because the following pattern is used.


Router   dev-mplsp8.emc.com   Monitoring   Card|Processor|Memory
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Each entity tag can contain multiple <oid> tags. This gives the OIDs that are associated with 
a particular entity. If the entity has no OIDs, then there will be no <oid> tags under that 
entity. The attribute name gives the SNMP OID. This can be mapped to the OID column in 
the csv. The attribute description gives a textual description of the OID. This can be 
mapped to the Description column in the csv.


OID Info tool dialog box changes


The OIDInfo dialog in the SAM Admin Console is modified to address the following issues:


◆ Window resizing: The window can now be maximized or resized.


◆ Grid Scrolling: The grid view can now be scrolled horizontally and the columns can be 
resized.


An additional option of exporting the grid to a file (“Save Table”) is provided. The grid can 
now be saved by specifying a separator for the columns.


IP Manager technical notes from 9.2.x that apply to 9.3.x
◆ “Technical notes for IP Manager 9.2.2” on page 55


◆ “Technical notes for IP Manager 9.2.1” on page 60


Technical notes for IP Manager 9.2.2


QUEUE_LIMIT_MEGS and QUEUE_LIMIT_SECONDS are commented out in trapd.conf in IP
CQ 609017


By default, QUEUE_LIMIT_MEGS and QUEUE_LIMIT_SECONDS are commented out in the 
trapd.conf file. If trap flooding occurs in your environment, it is recommended to have 
values set for the above attributes depending on your environment.


Verify the Trap Queue size by running sm_monitor -queue and then fine tune the values 
based on your environment .


By having values set for the above attributes, traps will be discarded in trap flooding 
situations.


Exclude list functionality in the TCAT tool
CQ 567524


Certain objects or relationships can be excluded from comparison in the TCAT tool. This 
exclude functionality can be achieved by commenting out the unwanted elements in the 
TopoRulesDiff.txt file by adding “#” in front of that element.


#OBJ|Cable


#OBJ|TrunkCable


OBJ|Firewall


OBJ|IP


#OBJ|NetworkConnection


OBJ|LoadBalancer
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#OBJ|AccessPoint


The TCAT tool will not process those entities or elements that are commented during 
comparison.


DisableAutomaticSettingsUpgrade in the discovery.conf file
CQ 649104


During server start in 9.2.2 with old repos (7.x onwards), the priority and settings of any 
new “Polling Groups” and “System Resource Group” are taken care automatically. You 
need to only modify the priority of your defined groups. This automatic setting correction 
will be done only once on an old RPS during first time start.


If you do not want to use this feature, you can disable it by setting the value of 
“DisableAutomaticSettingsUpgrade” to TRUE in the discovery.conf file. If this feature is 
disabled, you may not see some polling and threshold settings in the server Polling and 
Thresholds window by default. To get these settings, load the respective settings.conf 
manually. These conf files are available in the installation directory path: 
$SM_SITEMOD/conf/<icf|devstat|health>/.


During server restart with the old repos, if “ComputeFabric” comes below “Switches” in 
“Polling Groups” and “System Resource Group”, then manually move the 
“ComputeFabric” up before “Switches” to apply the proper settings. Do not modify the 
default value of “DisableAutomaticSettingsUpgrade”, which is FALSE. It is recommended 
not to use “ic_correctSettings.asl”, as it is no more valid from the 9.2.2 release.


Different number of power supplies discovered on the same device in IP 9.2 and IP 9.2.1
CQ 577867


The device with sysOID 1.3.6.1.4.1.14823.1.1.13 is recertified as WirelessController in IP 
9.2.1. Hence while running the TCAT tool, explanation for this entity that is newly 
discovered in IP 9.2.1 appears as “In 9.2.1.0 (for the related Object): Originally Recertified 
in 9.2.1. Please refer to the Certification Matrix. Impacted Classes : Interface Port 
SNMPAgent IP Processor Memory Chassis”. For already existing entities, it appears as 
“Certified in an earlier release”. Extra power supplies will get created because of this 
recertification. No functionality is impacted due to this behavior.


Ports and interfaces may have 0.0 as the current utilization value
CQ 636366


In earlier releases, when ports and interfaces did not have instrumentation or were not 
managed, the current utilization was grayed out. In IP 9.1, when Ports and interfaces do 
not have instrumentation, the IP server displays the currentUtilization value as 0 for those 
ports and interfaces.


Issues related to unusual growth in log file size
CQ 636047


If you see a huge growth in the log file size, for instance in the Broker log:


1. Re-install the Broker as service with environment setting SM_NO_LOG_CLIENTS=TRUE.
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2. Restart the Broker service.


To disable the client logging feature subscription for all the servers or Domain Managers, 
put the entry in the runcmd_env.sh file, and then restart the Broker and Domain 
Managers.


Users with custom code that uses EMC Smarts API
If the code is based on Java, Perl, or C API, modify and retest the code according to the 
changes in this release. If a dynamic model is used, recompile the code.


The EMC Smarts Dynamic Modeling Tutorial explains the concepts and methods of 
dynamic modeling.


Fewer interfaces may be discovered on Hosts
CQ 574723 / CQ 574196 / CQ 542498


In IP 8.1.1, all interfaces defined in ifMIB were discovered if NIC Teaming was disabled on 
a Compaq device having Sys OID .1.3.6.1.4.1.311.1.1.3.1.*. 


In IP 9.0 and later versions, if NIC teaming is disabled, we discover only those interfaces 
that have IP addresses configured on them.


SHM monitors IP standby server using the old port number after a restart
CQ 572156 / CQ 564417


Issue


If you create a standby server without registering with the Broker and mention the standby 
server details in the /conf/serverhealth/stdby_servers.conf file, and then perform a 
Discover All in Server Health Monitor (SHM), the standby server gets monitored in SHM.


If the standby server is now shut down and restarted, and if the new Port Number and 
Process ID is mentioned in the /conf/serverhealth/stdby_servers.conf file, the old 
standby server appears in the Pending Devices list after a Discover All is performed in 
SHM.


Resolution


When you restart the standby server, ensure that you use the - -port option and provide 
the same port number used earlier before the restart. This will prevent the earlier or the 
old standby server to get listed in the Pending Devices list during discovery.


Less number of processors and more interfaces may be discovered
CQ 541555 / CQ 545618 / SR39030228


Issue


Less number of processors and more interfaces might be discovered.
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Resolution


In earlier releases, processors were created by polling the values from hrDeviceDescr and 
the processor utilization was taken from the UCD-Mib for all the processors created. Thus 
CPUs were created for Hosts in huge numbers. Now processors are created from the 
Host-resources-MIB, based only on the polled values of hrProcessorLoad. If 
hrProcessorLoad does not populate a value, then the processor(s) are created based on 
the values from ssCpuIdle(UCD-Mib). So if no data is populated for hrProcessorLoad 
(Host-Resources-Mib) but ssCpuIdle(UCD-Mib) has an entry, only a single CPU will be 
created for many hosts.


More interfaces seen may be because of the NIC teaming feature, which is enabled by 
default. However, if many Host SNMP agents are slow, on querying the NIC teaming OIDs, 
the agents may stop responding which may result in a partial discovery. If you are not 
using the NIC teaming feature, disable it by setting EnableTeamedNICDiscovery to FALSE in 
the tpmgr-param.conf file and then verify.


Further, ASNMP for specific devices may be timing out due to which the devices are getting 
added to the pending list. The devices will either go to the pending list or it will get 
discovered partially with a message saying "SNMP request timed out or had an error". To 
resolve this issue, reduce the "maxOIDsPerPacketForASNMP" value to less than 19 or 
disable ASNMP for the devices by setting the DoNotUseASNMPPattern flag in the 
tpmgr-param.conf file to TRUE. Then restart the server and rediscover the topology.
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Creation of VirtualBridges and Bridges relationships
CQ 573309 / CQ 573334


During discovery, if a switch port is associated with a MAC address that matches the 
VirtualMACPattern configured in the file tpmgr_param.conf, a VirtualBridges relationship 
is created for the switch port. The VirtualBridges relation is also formed for Systemless 
MAC irrespective of the VirtualMACPattern.


Systemless MAC cannot have bridges relationship. The default VirtualMACPattern has the 
VMware specific MACs, VRRP, and HSRP MACs.


Limitation


By removing the VirtualMACPattern from the tpmgr-param.conf file, the Bridges 
relationship gets established. On the contrary, when the VirtualMACPattern is added 
again in the configuration file, the VirtualBridges relationship does get established, but 
the existing Bridges relationship is not removed.


Resolution


To avoid having both Bridges and VirtualBridges relationships, delete the device from the 
topology and discover the device again. This will enable the creation of VirtualBridges 
relationship only.


Incorrect layering of ATM interfaces may result in erroneous notifications
CQ 545619 / CQ 502966 / SR37491304


Issue


User had the custom setting to explicitly manage the AAL5/ATM subinterfaces. Because of 
this, the RCA was not proper for a specific fault.


Resolution


As per design, IP unmanages certain AAL5|ATM subinterfaces interfaces in 
ic-post-port-manager.asl. This is done to produce proper RCA.


In this case, these unmanaged interfaces were managed explicitly by the user script. This 
resulted in a wrong RCA of Interface::Down for the AAL5 interface that is explicitly 
managed by the user when the actual problem was connected Router DOWN.


This is because, when the underlying AAL5/ATMSUBINTERFACE interfaces are managed, IP 
has an additional symptom set to deduce the AAL5/ATMSUBINTERFACE as DOWN instead 
of arriving to Router DOWN.


So in such cases, when the user expects a router DOWN event, the custom management 
policy for the AAL5/ATMSUBINTERFACE must be removed.
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Creation of NetworkConnection Redundancy Groups (NCRG)
CQ 580365 / SR40971838


NCRGs are simply reference classes and they are not created during discovery.  


There is only one relationshipset: ComposedOf/PartOf between members of the 
NetworkConnection class. If that is populated, the typical events (ReducedRedundancy, 
AtRisk, AllComponentsDown) work as expected.


Technical notes for IP Manager 9.2.1


There are no technical notes for IP Manager 9.2.1.
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IP Manager fixed problems from 9.2.x that apply to 9.3.x
“Fixed problems in IP Manager 9.2.x” on page 61


Fixed problems in IP Manager 9.2.x


Features introduced in the Fixed Problems tables from 9.2.x.release notes are included 
here.


CQ/SR/Issue 
number Problem summary Description of fix


Found in 
version


Fixed problems iin IP 9.2.x


CQ 605787 Smarts IP Domain Manager did not discover 
Adtran TA5000 devices 
(1.3.6.1.4.1.664.1.747).


If the device is not discovered with default 
configuration, then proceed as follows:
Adtran TA5000 devices are re-certified in Smarts 
9.2.1 Patch 2 and can be discovered with the below 
settings in place because of lack of compatibility of 
Adtran TA5000 devices with advance SNMP settings 
of Smarts IP:
Set following parameters in tpmgr-param.conf:
#cd <BASEDIR>/IP/smarts/bin
#./sm_edit ../conf/discovery/tpmgr-param.conf
GetBulkPattern-.1.3.6.1.4.1.664.1.747 FALSE
DoNotUseASNMPPattern .1.3.6.1.4.1.664.1.747
SingleOIDPerPacketForASNMPPattern 
.1.3.6.1.4.1.664.1.747
Load the changes into the running domain:
#./sm_tpmgr –s <DM_Name> 
--load-conf=tpmgr-param.conf
This device will be discovered with PsuedoWire 
Interfaces, Advanced PsuedoWire Interfaces, and 
IPHost interfaces. For Advanced PsuedoWire 
Interfaces and IPHost interfaces, AdminStatus will 
always be “UP”. For PsuedoWire Interfaces, 
OperStatus is mapped to “DOWN” when the OID 
adGenAdvancedPseudowireCEMDestinationMac 
{1.3.6.1.4.1.664.5.70.30.2.1.1.6} returns zero 
MAC(00 00 00 00 00 00).
Windows:
\lib\sm_devstat_adtran.dll
\lib\sm_health_adtran.dll
Unix:
/lib/libsm_devstat_adtran.so
/lib/libsm_health_adtran.so
/conf/discovery/tpmgr-param.conf
/conf/discovery/DISCOVERY_ADTRAN.import
/rules/discovery/ic-adtran-card.asl
/rules/discovery ic-adtran-interface.asl
/rules/discovery ic-adtran-ta5000-health.asl
/rules/discovery ic-adtran-ta5000-vlan.asl
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CQ 643103
CQ 602815
SR 54481736


ic-serviced daemon error.
On Solaris 10, whenever ./ic-serviced start and 
./ic-serviced stop commands were run, the 
following message appeared:
root@infruz402 # ./ic-serviced start
Starting sm_serviced ...
./ic-serviced: test: unknown operator ==


The error message is because of the following line in 
the ic-serviced shell script:
109: [ "$OS" == "Linux" ] && touch $LOCKFILE
129: [ "$OS" == "Linux" ] && rm -f $LOCKFILE
The shell was not accepting the == operator. Hence 
the above lines are now changed by using a single = 
operator:
109: [ "$OS" = "Linux" ] && touch $LOCKFILE
129: [ "$OS" = "Linux" ] && rm -f $LOCKFILE


9.2.0.1


CQ 643963
CQ 604621
SR 56130730


When the IPV6LinkLocalAddressEnabled 
attribute in the discovery.conf file is set to 
TRUE, a network connection in the topology is 
removed.


When link local IPv6 addresses are discovered, the 
interface will have more than one IP and this results 
in the NetworkConnection not getting created. Now 
the link local IPv6 addresses are ignored, Aggregate 
link gets created and the NetworkConnection is 
present under the ComposedOf relation.


9.2


CQ 605086
SR 56335942
CQ 644841


SNMP V3 traps were processed when the 
credentials did not match the seedfile.


Security is now available for processing SNMP V3 
traps both in the Trap Adapter or in the Trap Exploder 
only if SM_SNMP_V3_STRICT_TRAP_CHECK =TRUE is 
set in the runcmd_env.sh file. By default, this flag is 
not available in the runcmd_env.sh file. Hence 
security check is not in place and this is the default 
legacy behavior.
For the SNMP V3 trap processing, fixed the following 
(to display warnings): 
• Seedfile has auth and the SNMP trap has no auth 


for this user
• Seedfile has auth/priv and the SNMP trap has 


auth/noPriv for this user
• Seedfile has auth/priv and the SNMP trap has 


wrong auth password
The env-var SM_SNMP_V3_STRICT_TRAP_CHECK 
should be set to TRUE to enable the above.


9.1
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CQ 644698
CQ 606473
CQ 644621
CQ 644655
CQ 644408
SR 56784012


If an SNMP agent has a community string with 
commas, call to 
SNMP_AccessorInterface::reset_ability_to_pol
l for this agent failed. Error 
ADSP-INVALID_ADDRESS-Invalid agent 
address appears in the log.


The problem was that commas were used as 
delimiters in the agent ID string, so having commas 
in the parameter values confused the parser. When 
constructing an agent ID string, a caller will need to 
escape commas in parameter values. The escaping 
is done by doubling the comma. Fixed the agent ID 
parsing routine to handle escaped (doubled) 
commas.


9.2.1


CQ 644666 When using IP and ESM topology in Watch4n, 
two instances of a single Nexus 1000 vSwitch 
get created. The preference is for only one 
consolidated vSwitch object. 


The issue has been resolved by introducing new 
parameter DisableNexus1KVConsolidation in 
tpmgr-param.conf file for IP and in ESM.import file 
for ESM. 
The consolidation can be enabled through this 
parameter. By default, the consolidation is disabled.
• If in IP, DisableNexus1KVConsolidation = FALSE in 


tpmgr-param.conf file, and in ESM 
ESM_Manager:: ESM-Manager 
DisableNexus1KVConsolidation = FALSE, then 
consolidation of Nexus 1000 vSwitch will take 
place in ESM. This means that the vSwitch name 
will be same in both in ESM and IP server.


• If in IP, DisableNexus1KVConsolidation = TRUE in 
tpmgr-param.conf file, and in ESM 
ESM_Manager:: ESM-Manager 
DisableNexus1KVConsolidation = TRUE, then 
consolidation of Nexus 1000 vSwitch will not take 
place in ESM. This means that the vSwitch name 
will be different in ESM and in IP.


Note: If you are not using EMC M&R (Watch4net), 
then there is no need to use this parameter, because 
in Service Assurance Manager, Nexus1KV 
consolidation is present by default.


9.2.2
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CQ 577960
CQ 577931
SR 55817374


VLAN Interfaces were not showing traffic 
statistics. Performance instrumentation on 
VLAN interfaces was not created.


A new parameter ExcludePerfInstDescPattern is 
added in the tpmgr-param.conf file.
This is used to enable performance instrumentation 
for all VLAN interfaces and for all SYSOIDs. 
By default, performance instrumenting for interfaces 
having VLAN as its description is excluded. 
ExcludePerfInstDescPattern is used to disable 
creating performance instrumentation for those 
interfaces which have VLAN in the description.
Current utilization will be populated only if the 
Performance instrumentation is created. The 
description added below is not case sensitive. If in 
case you want to instrument these interfaces for 
performance, prefix a "~" (tilde symbol) to the below 
description pattern.
For example, 
ExcludePerfInstDescPattern-.1.3.6.1.4.1.9.1.1327 
~*VLAN*|~*TUNNEL*
The below attribute is SysOID specific. If you want to 
apply this for the entire topology, then comment the 
SysOID specific flag and then uncomment the 
global, that is, the ExcludePerfInstDescPattern flag. 
This will apply the settings for all the 
Interfaces/Ports whose description contains VLAN. 
The following example will enable performance 
instrumentation for all devices with interfaces/ports 
having VLAN in its Description:
ExcludePerfInstDescPattern ~*VLAN*
Note that a system restart is a must for this to take 
effect. If both the parameters are used, that is, 
SysOID specific and global, then the priority is given 
to SysOID specific, and the settings will be applied 
accordingly. 
ExcludePerfInstDescPattern-.1.3.6.1.4.1.9.1.1327 
*VLAN*
ExcludePerfInstDescPattern *VLAN*


9.2
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Server Manager features from 9.2.x that apply to 9.3.x
◆ “Features in Server Manager 9.2.2” on page 66


◆ “Features in Server Manager 9.2.1” on page 66l


Features in Server Manager 9.2.2


The following Server Manager 9.2.2 features are incorporated in the 9.3 EMC Smarts 
Server Manager User and Configuration Guide:


◆ Disk rebuild


◆ Polling and Threshold enhancement for F5 Load Balancer


◆ Inter-Switch Link (ISL) monitoring


The following Server Manager 9.2.2 features are not supported for 9.3.x:


◆ SMI-S Provider discovery


◆ The SpareStoragePool class


Features in Server Manager 9.2.1


There are no enhancements in Server Manager 9.2.1.
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Server Manager technical notes from 9.2.x that apply to 9.3.x
◆ “Technical notes for Server Manager 9.2.2” on page 67


◆ “Technical notes for Server Manager 9.2.1” on page 71


Technical notes for Server Manager 9.2.2


This section contains special instructions for post-installation. Follow the procedures 
provided below:


◆ “Disabling tcp_fusion” on page 67


◆ “Users with custom code that uses EMC Smarts API” on page 67


◆ “Enabling Cisco Discovery Protocol (CDP)” on page 67


◆ “Configuring the runcmd_env.sh file to avoid ASL error messages” on page 70 should 
be performed as a best practice.


◆ “Configuring the IP Availability and Performance Manager to discover Microsoft cluster 
hosts using the cluster node name” on page 70


◆ “Creating field certification for vSphere (ESX 9.0) discovery” on page 70 should be 
performed if you need to discover VMware vSphere topology. 


Disabling tcp_fusion


To disable tcp_fusion, add the following lines at the bottom of the /etc/system file. 
Restart the system for the new setting to take effect.


Disable tcp fusion
set ip:do_tcp_fusion = 0×0


Users with custom code that uses EMC Smarts API


If the code is based on Java, Perl, or C API, modify and retest the code according to the 
changes in this release. If a dynamic model is used, recompile the code.


The EMC Smarts Dynamic Modeling Tutorial explains the concepts and methods of 
dynamic modeling.


Enabling Cisco Discovery Protocol (CDP) 


To create connections between a physical switch and an ESX server, Cisco Discovery 
Protocol (CDP) should be enabled on both the physical switch and the vSwitch (Standard 
vSwitch, Distributed vSwitch and Nexus 1000 vSwitch) installed on the ESX server. CDP 
should be running in both Listen and Advertize mode. If CDP is not enabled in both Listen 
and Advertize mode, then the connections between the physical switch and the ESX 
server will not be created. 


The ESX hostname should have an entry in DNS server mapping to ESX IP address.
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The procedures to enable CDP are:


◆ “Steps to enable CDP on Standard Virtual Switch installed on an ESX server” on 
page 68


◆ “Steps to enable CDP on Distributed Virtual Switch installed on an ESX server” on 
page 68


◆ “Steps to configure CDP on Nexus 1000v Switch installed on an ESX server” on 
page 69


Steps to enable CDP on Standard Virtual Switch installed on an ESX server


To enable CDP on a standard virtual switch installed on an ESX Server:


1. Log in to the Service Console using SSH, remote console, or physical console as root. 
Verify the current CDP setting for the desired virtual switch. In this example, vSwitch1:


[root@server root]# esxcfg-vswitch -b vSwitch1
down


The output down indicates that CDP is currently not implemented.


2. Set the CDP status for a given virtual switch. The possible values are: 


• down


• listen


• advertise


• both


[root@server root]#  esxcfg-vswitch -B both vSwitch1


3. Verify the new setting:


[root@server root]# esxcfg-vswitch -b vSwitch1
both


Steps to enable CDP on Distributed Virtual Switch installed on an ESX server


To enable CDP on a vNetwork Distributed Switches (vDS) installed on an ESX Server:


1. Connect to vCenter Server using the vSphere Client.


2. In the vCenter Server home page, click Networking.


3. Right-click vDS and click Edit Settings.


4. Go to Properties and select Advanced. Select the options to set the CDP settings. 


Example
An example of configuring CDP for a Cisco 6500 physical switch:


switch#
switch# config terminal
switch(config)# cdp run
switch(config)# interface g1/1
switch(config-if)# cdp enable
switch# show cdp neighbors
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Capability Codes: R - Router, T - Trans Bridge, B - Source Route 
Bridge
                S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone
Device ID                        Local Intrfce   Holdtme   Capability 
Platform         Port ID
pa-tse-h24.pasl.vmware.com Gig   1/1             121       S           
VMware ESXvmnic2
pa-tse-h24.pasl.vmware.com Gig   1/2             121       S           
VMware ESXvmnic3


Steps to configure CDP on Nexus 1000v Switch installed on an ESX server


To configure CDP on a Nexus 1000v switch installed on an ESX server:


1. Log in to Nexus 1000v VSM using SSH.


2. Execute the following commands:


Nexus1000v(config)# cdp enable
Nexus1000v(config)#
Nexus1000v# show cdp neighbors
Capability Codes: R - Router, T - Trans-Bridge, B - 
Source-Route-Bridge
                  S - Switch, H - Host, I - IGMP, r - Repeater,
                  V - VoIP-Phone, D - Remotely-Managed-Device,
                  s - Supports-STP-Dispute


Device-ID             Local Intrfce Hldtme Capability  Platform      
Port ID


bdsc-cs7.lss.emc.com  Eth3/2        124    S I       WS-C2960-24TT 
Fas0/23
bdsc-cs7.lss.emc.com  Eth4/1        120    S I       WS-C2960-24TT 
Fas0/20
bdsc-cs7.lss.emc.com  Eth4/2        120    S I       WS-C2960-24TT 
Fas0/22
bdsc-cs7.lss.emc.com  Eth6/1        179    S I       WS-C2960-24TT 
Fas0/7
bdsc-cs7.lss.emc.com  Eth6/2        169    S I       WS-C2960-24TT 
Fas0/8
Nexus1000v#


Enabling SNMP probe for VMware discovery


To enable SNMP probe for VMware discovery:


1. Use the sm_edit utility to edit the DISCOVERY_VMWARE.import file:


sm_edit local\conf\esm\DISCOVERY_VMWARE.import


2. Uncomment the ICF_SNMPDiscoveryDriver:


#
#ICF_SNMPDiscoveryDriver::VMWARE-Probe {
#   ElementTypeGlob = "ESM"
#   Priority = 2000
#   waitForCompletion = TRUE
#   ExecutesDriver = GA_SelectiveDriver::VMWARE-SELECTIVE-Driver
#   #trace = TRUE
#}


3. Restart the Domain Manager.
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Configuring the runcmd_env.sh file to avoid ASL error messages


After discovering Server Manager and F5 devices through an IP 7.0.3 server, ASL error 
messages similar to the following may appear in the Server Manager log file:


[30-Mar-2010 15:06:54+272ms EDT] t@58 Discovery #10
ASL-W-ERROR_RULE_SOURCE-While executing rule set 
'/opt/xxx/EISMHF2/ESM/smarts/rules/dxa/dxa-topology-sync.asl'
 ASL-ERROR_ACTION-While executing action at:
 ASL-CALL_STACK_RULE-   RuleName: GET_DISPLAY_VALUE, Line: 3190
 ASL-CALL_STACK_RULE-   RuleName: IMPORT_ATTRS_AND_RELS, Line: 2875
 ASL-CALL_STACK_RULE-   RuleName: EOF, Line: 1270
 ASL-ERROR_UNDEFINED_VARIABLE_ACCESS-Variable 'remoteValue' has not 
been
    assigned a value


[30-Mar-2010 15:06:54+315ms EDT] t@58 Discovery #10
ASL-E-ERROR_LOSTSERVER-Lost contact with remote server -- 
terminating parser
 ASL-ERROR_GET-While attempting to get property 'PartOf' of object
    'MR_Object::frame.lss.emc.com'
 SM-EIO-Fatal I/O error


These ASL error messages are generated as a result of connectivity issues between Server 
Manager and IP Availability Manager. The best practice is to ensure that the firewall 
running between IP Availability Manager and Server Manager allows the flow of data that 
is used by keep alive mechanism. The keep alive mechanism is used between Server 
Manager and IP Availability Manager. Disabling keepalives should be used as the last 
resort. 


Configuring the IP Availability and Performance Manager to discover Microsoft cluster hosts using 
the cluster node name


To ensure that Microsoft cluster hosts are properly discovered by the IP Availability and 
Performance Manager, you must force the IP Availability and Performance Manager to 
name each cluster host by the cluster node name instead of the DNS name. To do this, 
you must add the cluster node name to the hosts file on the IP Availability Manager 
server.


Creating field certification for vSphere (ESX 9.0) discovery 


To discover VMware vSphere topology, create a field certification of the vSphere OID in 
the EMC Smarts IP Availability Manager, as follows:


If you are at IP 7.0.2 Patch 2 and IP 8.1.1 Patch 1, then there is no need of adding the 
certification manually.


1. At IP BASEDIR/smarts/bin, enter the following command:


sm_edit conf/discovery/oid2type_Field.conf


After saving the oid2type_Field.conf file, the certification needs to be loaded in  
<BASEDIR>/IP/smarts/bin/sm_tpmgr –s <IP_Domain> --reloadoid
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2. Type the following lines:


# VMware 4 ESX server (vSphere )
.1.3.6.1.4.1.6876.4.1 {
    TYPE = Host
    VENDOR = VMWare
    MODEL = ESX4.0
    CERTIFICATION = CERTIFIED
    CONT = Generic-MIB2
    HOSTRESRCS = MIB2


INSTRUMENTATION:
    Disk-Fault = HostResources:DeviceID
    FileSystem-Performance = HostResources:DeviceID
    CPU/Memory = HostResources:DeviceID
    Interface-Fault = MIB2
    Interface-Performance = MIB2
}


The System ObjectID .1.3.6.1.4.1.6876.4.1 is for VMware ESX 9.0 and above. If the 
System ObjectID is .1.3.6.1.4.1.6876.4.1, then certification is required. Else 
certification is not required.


3. Save and close the file.


Start the agents on the VMware ESX server. In VMware ESX 3.5, two agents — VMware 
agent and NetSNMP agent should be started. In VMware ESX 9.0, only one agent, that is, 
the VMware agent should be started. 


Technical notes for Server Manager 9.2.1


There are no technical notes for Server Manager 9.2.1.
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Server Manager fixed problems from 9.2.x that apply to 9.3.x
“Fixed problems in Server Manager 9.2.x” on page 72


Fixed problems in Server Manager 9.2.x


Features introduced in the Fixed Problems tables from 9.2.x.release notes are included 
here.


CQ/SR/Issue 
number Problem summary Description of fix


Found in 
version


Fixed problems in ESM 9.2.x


• conf/init/settings.conf
• esm/rules/f5/f5_esm-setting.asl
• esm/rules/f5/f5_pool-setting.asl
• esm/rules/f5/f5_pool_member-setting.asl
• esm/rules/f5/f5_virtual_server-setting.asl
• esm/rules/init/init-settings.asl


CQ 642604
SR 53835358
CQ 601020


F5 - Missing Threshold for Pool or 
PoolMembers.


Created a threshold group for LoadBalancerPool to 
set threshold values of AtRiskThreshold.
Also created Polling groups for LoadBalancerPool, 
LoadBPoolMembers, VirtualServer and also a new 
setting for each which helps in unmanaging analysis 
of a particular object.
Modified files:


9.1


CQ 609104
SR 57718300


When the wildcard (*) is used in the Process 
Monitoring table argument to monitor 
processes, ESM generates Missing Process 
events for the process even though the 
process is running (false positive).


When the process argument in the Process 
Monitoring table is changed to a wildcard (*), all 
processes with the same name are grouped and 
monitored under one application process. The count 
of process instances in the table is set to the 
number of processes with the same name. The 
Missing Process event is generated only when the 
count of process instances reaches 0.


9.2.1


CQ 608922
CQ 605648
SR 56306992


Processor, FileSystem, and Memory objects 
were also discovered in ESM. These objects 
should not be discovered in ESM because 
these were already discovered and monitored 
by the IP Manager.


Added a configurable flag 
EnableCPUFilesystemMemoryDiscovery in 
<Smarts>/conf/esm/ESM.import file to enable or 
disable the discovery of Processor, FileSystem, and 
Memory objects. By default this flag is set to TRUE. 
Set it to FALSE if you want to disable the discovery of 
Processor, FileSystem, and Memory objects.


9.2.1
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This chapter includes the following sections: 


◆ MPLS Manager features from 9.2.x that apply to 9.3.x .............................................  74
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◆ MPLS Manager fixed problems from 9.2.x that apply to 9.3.x...................................  75
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MPLS Manager features from 9.2.x that apply to 9.3.x
◆ “Features in MPLS Manager 9.2.2” on page 74


◆ “Features in MPLS Manager 9.2.1” on page 74


Features in MPLS Manager 9.2.2


There are no new features implemented in MPLS Manager 9.2.2.


Features in MPLS Manager 9.2.1


There are no enhancements in MPLS Manager 9.2.1.


MPLS Manager technical notes from 9.2.x that apply to 9.3.x
◆ “Technical notes for MPLS Manager 9.2.2” on page 74


◆ “Technical notes for MPLS Manager 9.2.1” on page 74


Technical notes for MPLS Manager 9.2.2


Users with custom code that uses EMC Smarts API


If the code is based on Java, Perl, or C API, modify and retest the code according to the 
changes in this release. If a dynamic model is used, recompile the code.


The EMC Smarts Dynamic Modeling Tutorial explains the concepts and methods of 
dynamic modeling.


Technical notes for MPLS Manager 9.2.1


There are no technical notes for MPLS Manager 9.2.1.
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MPLS Manager fixed problems from 9.2.x that apply to 9.3.x
“Fixed problems in MPLS Manager 9.2.x” on page 75


Fixed problems in MPLS Manager 9.2.x


Features introduced in the Fixed Problems tables from 9.2.x.release notes are included 
here.


CQ/SR/Issue 
number Problem summary Description of fix


Found in 
version


Fixed problems in MPLS 9.2.x


CQ 601008
SR 53723510


SMARTS is not reporting a notification when 
LdpAdjacency between two devices is 
disconnected. 


LDP adjacency down event is now getting generated 
when the OperStatus is set to NOTPRESENT.
For both Cisco and Juniper instrumentation classes, 
the LDPSessionStatusEnum::NOTPRESENT is 
mapped to IsDownStatus being TRUE. 


9.2.1
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CHAPTER 6
Network Protocol Manager 9.2.x Features and 
Technical Notes


This chapter includes the following sections: 
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◆ Fixed problems in Network Protocol Manager 9.2.x patch documentation................  81
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Network Protocol Manager features from 9.2.x that apply to 9.3.x
◆ “Features in Network Protocol Manager 9.2.2” on page 78


◆ “Features in Network Protocol Manager 9.2.1” on page 78


Features in Network Protocol Manager 9.2.2


There are no new features implemented in Network Protocol Manager 9.2.2.


Features in Network Protocol Manager 9.2.1


RFC 4444 device support for IPv6 IS-IS
CQ 643327


The RFC - 4444 support is only for IPv6 ISIS.


ISIS RFC 4444 MIB support is verified and validated for devices only with IPv6 configured 
in them. For pure IPv4 devices with RFC 4444 ISIS-MIB support, the devices get discovered 
by the IP Manager but will not be listed as part of ISIS_TopologyCollection and hence the 
NPM ISIS server will not discover the devices.


In the NPM 9.2 release, issues were observed on RFC - 4444 ISIS IPv6 discovery and 
monitoring. Now RFC 4444 followed devices ( ISIS IPv6 MIB) are fully supported regardless 
of device vendors ( Cisco and Juniper ). Discovery and monitoring support is complete and 
the ISIS NPM Domain Manager is able to stitch topologies discovered using RFC -4444 
MIBs.


Following is the complete OID information for  RFC-4444:


            ###################################
            #      ISIS-MIB - RFC 4444
            ###################################


            #isisAreaAddr
                                {40, ".1.3.6.1.2.1.138.1.1.3.1.1"},
            #isisSysLevelType
                                {45, ".1.3.6.1.2.1.138.1.1.1.2"},
            #isisISAdjIPAddrAddress
                                {50, ".1.3.6.1.2.1.138.1.6.3.1.3"},
            #isisCircIfIndex
                                {51, ".1.3.6.1.2.1.138.1.3.2.1.2"},
            #isisRouterSysID
                {55, ".1.3.6.1.2.1.138.1.1.1.3"},
            #isisISAdjNeighPriority
                                {60, ".1.3.6.1.2.1.138.1.6.1.1.10"},
            #isisISAdjState
                                {65, ".1.3.6.1.2.1.138.1.6.1.1.2"}
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Network Protocol Manager technical notes from 9.2.x that apply 
to 9.3.x


◆ “Technical notes for Network Protocol Manager 9.2.2” on page 79


◆ “Technical notes for Network Protocol Manager 9.2.1” on page 80


Technical notes for Network Protocol Manager 9.2.2


◆ “Users with custom code that uses EMC Smarts API” on page 79


◆ “NPM dump instrumentation utility” on page 79


Users with custom code that uses EMC Smarts API


If the code is based on Java, Perl, or C API, modify and retest the code according to the 
changes in this release. If a dynamic model is used, recompile the code.


The EMC Smarts Dynamic Modeling Tutorial explains the concepts and methods of 
dynamic modeling.


NPM dump instrumentation utility


The NPM dump instrumentation utility is a tool that can provide useful event information 
for troubleshooting by EMC Support. Here are sample commands for running the utility:


Note: You must send both the output file plus the repository file (for example, bgp.rps) in 
order for EMC Support to troubleshoot the problem.


Table 25  Scripts to write the instrumented values to an output file


BGP instrumentation utility command


The command to write the instrumented values is:


sm_adapter --output=<LOG_FILE> --server=<BGP-DOMAIN-MANAGER> 
utils/ic_dumpinst_bgp.asl


Where
 * <BGP-DOMAIN-MANAGER> - Name of the BGP Domain Manager to connect to.
 * <LOG_FILE> - Name of log file to write instrumentation objects to.
 * Log file will be located under the <BASEDIR>/smarts/local/log


Commands Description


ic_dumpinst_bgp.asl Write the instrumented attribute values for BGP objects to an out-
put file.


ic_dumpinst_eigrp.asl Write the instrumented attribute values for EIGRP objects to an out-
put file.


ic_dumpinst_isis.asl Write the instrumented attribute values for IS-IS objects to an out-
put file.


ic_dumpinst_ospf.asl Write the instrumented attribute values for OSPF objects to an out-
put file.
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EIGRP instrumentation utility command


The command to write the instrumented values is:


sm_adapter --output=<LOG_FILE> --server=<EIGRP-DOMAIN-MANAGER> 
utils/ic_dumpinst_eigrp.asl


Where
 * <EIGRP-DOMAIN-MANAGER> - Name of the EIGRP Domain Manager to connect 


to.
 * <LOG_FILE> - Name of log file to write instrumentation objects to.
 * Log file will be located under the <BASEDIR>/smarts/local/log


IS-IS instrumentation utility command


The command to write the instrumented values is:


sm_adapter --output=<LOG_FILE> --server=<IS-IS-DOMAIN-MANAGER> 
utils/ic_dumpinst_isis.asl


Where
 * <IS-IS-DOMAIN-MANAGER> - Name of the IS-IS Domain Manager to connect 


to.
 * <LOG_FILE> - Name of log file to write instrumentation objects to.
 * Log file will be located under the <BASEDIR>/smarts/local/log


OSPF instrumentation utility command


The command to write the instrumented values is:


sm_adapter --output=<LOG_FILE> --server=<OSPF-DOMAIN-MANAGER> 
utils/ic_dumpinst_ospf.asl


Where
 * <OSPF-DOMAIN-MANAGER> - Name of the OSPF Domain Manager to connect 


to.
 * <LOG_FILE> - Name of log file to write instrumentation objects to.
 * Log file will be located under the <BASEDIR>/smarts/local/log


Technical notes for Network Protocol Manager 9.2.1


There are no technical notes for Network Protocol Manager 9.2.1.
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Network Protocol Manager fixed problems from 9.2.x that apply to 
9.3.x


“Fixed problems in Network Protocol Manager 9.2.x” on page 81


Fixed problems in Network Protocol Manager 9.2.x


Features introduced in the Fixed Problems tables from 9.2.x.release notes are included 
here.


CQ/SR/Issue 
number Problem summary Description of fix


Found in 
version


Fixed problems in NPM 9.2.2


Fixed problems in Network Protocol Manager 9.2.x patch documentation


Features introduced in the Enhancements section of the 9.2.x NPM patch documentation 
are included here.


Regular full discovery in BGP is long when new devices are added at fixed intervals in AM Domain
CQ 615584


Issue


Regular full discovery in BGP Domain Manager takes long time when user adds few 
devices at fixed intervals in AM Domain.


Resolution


Implemented a Smarts driver-based mechanism to detect newly added devices 
automatically. This mechanism imports only the newly added devices into NPM BGP.


There are three attributes introduced with this fix in conf/bgp/bgp.conf which enable or 
disable the ability to detect new devices.


◆ LiteSynchronizationInterval = 3600


◆ EnableReconfigureLaunchedLiteSynchronization = FALSE


◆ EnablePeriodicLiteSynchronization = FALSE


CQ 605924
CQ 604957
SR 56310962
CQ 604789
SR 55949384
CQ 604333


OSPFNeighborRelationship was not built for 
IPv6 and Neighbor down alerts was not 
notified for both IPv4 and IPv6.


A configurable flag 
EnableAlertsOnDynamicOSPFLinks is now added to 
<BASEDIR>/NPM/smarts/conf/ospf/ospf.conf. Use 
sm_edit to modify the value.
If this flag is set to TRUE and an SNMP error occurs, 
Neighbor state will be set as DOWN, otherwise 
UNKNOWN.
Default value is TRUE.
libsm_msi.so
libsm_rpsm_ospf.so
rules/settings.asl


9.2
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By default, lite-synchronization between BGP Domain Manager and underlying AM domain 
is disabled. Set the above attributes to TRUE and restart the BGP Domain to turn on the 
lite- synchronization.
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CHAPTER 7
VoIP Availability Manager 9.2.x Features and 
Technical Notes


This chapter includes the following sections: 


◆ VoIP Availability Manager features from 9.2.x that apply to 9.3.x .............................  84
◆ VoIP Availability Manager technical notes from 9.2.x that apply to 9.3.x ..................  88
◆ VoIP Availability Manager fixed problems from 9.2.x that apply to 9.3.x...................  89
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VoIP Availability Manager features from 9.2.x that apply to 9.3.x
◆ “Features in VoIP Availability Manager 9.2.2” on page 84


◆ “Features in VoIP Availability Manager 9.2.1” on page 86


Features in VoIP Availability Manager 9.2.2


◆ “Discovery and monitoring of VoIP components for AudioCodes MediaGateway 
devices - Mediant 1000 and Mediant 2000” on page 84


◆ “Discovery and Monitoring of VoIP Components for ACME SBC 3800 and 4000” on 
page 85


◆ “Realms” on page 86


Discovery and monitoring of VoIP components for AudioCodes MediaGateway devices - Mediant 
1000 and Mediant 2000


CQ 644770


Discovery and monitoring of VoIP components for AudioCodes MediaGateway devices 
have been added in VoIP 9.2.2. The devices that are supported are Mediant 1000 and 
Mediant 2000 AudioCode devices.


Mediant 1000 and Mediant 2000 AudioCodes devices are discovered as 
“MediaGateways” in the IP Manager. Mediant 1000 and Mediant 2000 MediaGateways 
devices are a part of VOIP_TopologyCollection.


The IP containment discovery for the MediaGateways devices is based on MIB2.


All the VoIP components for the AudioCodes device are discovered from the AcGateway 
MIB (1.3.6.1.4.1.5003.9.10.3).


The following components and attributes are discovered as part of VoIP AudioCodes 
discovery:


◆ Channels — Attribute discovered is StartingPhoneNumber


◆ TrunkGroupSettings — Attribute discovered is TrunkGroupID


◆ IPProfile — Attribute discovered is ProfileName


◆ TelProfile — Attribute discovered is ProfileName


◆ ProxyIP — Attribute discovered is ProxyIPAddress


◆ Tel2IPRouting — Attribute discovered is ProfileID


◆ IP2TelRouting — Attribute discovered is ProfileID


The above components are discovered as part of “VoipNetworkService” for the 
AudioCodes devices.
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Table 26 on page 85 lists the events generated for AudioCodes MediaGateway 
VoipNetworkService.


Table 26  Events generated for AudioCodes MediaGateway VoipNetworkService


Managed Object Event Condition Instrumentation source


The above VoIP components are monitored for their status. All components that are added 
as part of VoIP discovery are imported into SAM. The map console for the device reflects 
these components for the VoipNetworkService “ComposedOf” relationship.


Discovery and Monitoring of VoIP Components for ACME SBC 3800 and 4000
ACME SBC 3800 and 4000 are the SBCs from ACME Packet. SBCs are the devices in the 
VoIP domain which are used to exert control over signaling and media streams involved in 
setting up, conducting, and tearing down telephone calls or other interactive media 
communications.


ACME SBCs  are certified in IP as Switches and are discovered for components like 
Interface, Cards, and so on based on MIB2. With the new IP implementation, these 
devices are now part of VOIP_TopologyCollection in IP. VoIP domain further picks up these 
devices for discovery and monitoring of VoIP components.


Prerequisites:


◆ ACME packet SBC SNMP agent need to be configured and open 161 port SNMP 
queries. It needs to respond to .1.3.6.1.4.1.9148 tree OIDs.


◆ Trap destination needs to be set or configured in SBC to send to the VoIP trap receiver.


◆ VoIP-AM license with VOIP_ACME feature.


VoIP AM uses SNMP queries and creates/discovers the following components in the VoIP 
AM topology:


SBC application -> VoIPNetworkService


New traps from APSYSMGMT-MIB are modeled in VoIP 9.2.2 and available in the 
acme-trapd.conf file.


Channels Unresponsive A channel for AudioCodes MediaGateway is unresponsive. AcGateway MIB


TrunkGroupSettings Unresponsive A channel for AudioCodes MediaGateway is unresponsive. AcGateway MIB


IPProfile Unresponsive A channel for AudioCodes MediaGateway is unresponsive. AcGateway MIB


TelProfile Unresponsive A channel for AudioCodes MediaGateway is unresponsive. AcGateway MIB


ProxyIP Unresponsive A channel for AudioCodes MediaGateway is unresponsive. AcGateway MIB


Tel2IPRouting Unresponsive A channel for AudioCodes MediaGateway is unresponsive. AcGateway MIB


IP2TelRouting Unresponsive A channel for AudioCodes MediaGateway is unresponsive. AcGateway MIB
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Because information is not available in SBC MIB regarding associated Audio Codecs with 
which SBC is associated, relationship with codec devices is not discovered or displayed in 
the topology. So Audio Codecs association discovery is not supported. 
Though SBC is available in HA mode, information is not available in the MIB which 
describes the redundancy configuration. So redundancy groups will not be shown. Only 
the VoipCluster class with associated SBCs are displayed.


Realms
Realm is a specific domain in VoIP for Session Initiation Protocol (SIP) authentication, 
which has its own usernames and password configured. Realms are discovered based on 
APSYSMGMT-MIB (1.3.6.1.4.1.9148.3.2.1.1). These components are classified as part of 
VoipNetworkService for the SBCs.


Realms are discovered and monitored as part of VoIP. In this release, SBC certification is 
based only on SNMP and based on APSYSMGMT-MIB. 


The following attributes are instrumented and monitored for the Realms:


◆ ActiveSessionInbound


◆ ActiveSessionOutbound


◆ TotalSessionInbound


◆ TotalSessionOutbound


“Realms” is the new class that is added in the VoIP domain. SAM has been modified to 
import the Realms class as part of topology import. The map console for the device 
reflects these components for the VoipNetworkService -> ComposedOf -> Realms 
relationship.


apSigRealmStatsTable (1.3.6.1.4.1.9148.3.2.1.2.4)  is probed to discover Realms 
instances. VoIP instruments Realms elements and monitors them for availability.


Table 27 on page 86 lists the events generated related to SBC VoipNetworkService.


Table 27  Events generated related to SBC VoipNetworkService


Managed Object Event Condition Instrumentation source


Features in VoIP Availability Manager 9.2.1


VoIP release 9.2.1 includes important new features and changes to the existing features:


◆ “Support Avaya Communication Manager 6.3” on page 87


◆ “VoIP 9.2.1 now handles Avaya stale phones issue by enabling the 
“EnableAvayaStalePhonesCleanup” flag in voip.conf . When enabled, in the next 
discovery, Avaya stale phones get deleted.” on page 87


Realms Unresponsive A Realm for ACME SBC is unresponsive. APSYSMGMT-MIB
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Support Avaya Communication Manager 6.3
In the VoIP 9.2 release, Avaya Communication Manager 6.2 was certified with CLI/SNMP 
discovery. In this release, Avaya Communication Manager 6.3 is certified with CLI/SNMP 
discovery.


Support clean up of Cisco and Avaya stale phones


CQ 602317 / SR 54403618 / CQ 643208


VoIP-AM did not clean up Cisco IP Phones from its topology as they are either removed and 
no longer registered to any Cisco Unified Call Manager clusters. A once instantiated Phone 
instance stays within VoIP AM repository and this gave inaccurate information to the end 
user managing Cisco Phones.


To clean Cisco stale phones:


1. sm_edit conf/voip/voip.conf


2. Set the EnableCiscoStalePhonesCleanup = TRUE. 


3. Restart the server to have this flag setting take effect. Subsequent CUCM rediscovery 
should cleanup Cisco stale phones.


# If TRUE, stale Cisco phones will be removed from the topology
# Default value is FALSE(By default stale phones are not cleaned).
# EnableCiscoStalePhonesCleanup = TRUE


CQ 576438


VoIP-AM did not clean up Avaya IP Phones from its topology because they were removed 
and no longer registered to any Avaya Communication Manager. An instantiated Phone 
instance stays within VoIP AM repository and this gave inaccurate information to the end 
user managing Avaya phones.


VoIP 9.2.1 now handles Avaya stale phones issue by enabling the 
“EnableAvayaStalePhonesCleanup” flag in voip.conf . When enabled, in the next 
discovery, Avaya stale phones get deleted.


To clean Avaya stale phones:


1. sm_edit conf/voip/voip.conf 


2. Set the EnableAvayaStalePhonesCleanup = TRUE. 


3. Restart the server to have the flag setting to take effect. Subsequent Avaya CMs 
(re)discovery should cleanup Avaya stale phones.


# If TRUE, Avaya Stale phones will be removed from the topology
# Default value is FALSE (By default stale phones are not removed).
# EnableAvayaStalePhonesCleanup = TRUE
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VoIP Availability Manager technical notes from 9.2.x that apply to 
9.3.x


◆ “Technical notes for VoIP Availability Manager 9.2.2” on page 88


◆ “Technical notes for VoIP Availability Manager 9.2.1” on page 88


Technical notes for VoIP Availability Manager 9.2.2


VoIP ACME SBC Polling Group was not found under the VoIP Network Services Group
CQ 576242


IThe ACME SBC Polling Groups were not found under the VoIP Network Services Group.


If the ACME feature is enabled and if the VoIP server is started, the ACME SBC polling 
group is created under the VoIP Network Services Group.


If the ACME feature is not enabled, the ACME SBC polling group will not be created. If the 
feature is enabled later and if an old RPS is used, the ACME SBC polling group will not 
appear. In this case, run the following commands to load the settings and to create the 
ACME SBC polling group:


dmctl -s VoIP-AM invoke ICF_PolicyManager::ICF-PolicyManager loadSettings 
<VOIP-INSTALL>/smarts/[local]/conf/voip/acme-settings.conf


dmctl -s VoIP-AM invoke ICF_PolicyManager::ICF-PolicyManager reconfigure TRUE


How to get cluster information on Cisco and Avaya devices
This is regarding the VoIP topology split feature. To configure topology split, you can get 
information on the cluster name using the commands provided and update the same in 
the voip.conf file. Then add the cluster information for Cisco and Avaya devices by 
uncommenting the lines in voip.conf. 


To get information on cluster name, run the following command from the VoIP install 
InCharge/VoIP/smarts/bin:


Avaya


./sm_snmp -d <Avaya Call Server IP address> get 


.1.3.6.1.4.1.6889.2.8.2.2.9.0.1.3.6.1.4.1.6889.2.8.2.2.9.0 = <Cluster Name>


Cisco


./sm_snmp -d  <Cisco Call Manager IP address> get 


.1.3.6.1.4.1.9.9.156.1.1.2.1.8.1.1.3.6.1.4.1.9.9.156.1.1.2.1.8.1 = <Cluster Name>


The output you get is the cluster name that can be used to configure TSM in voip.conf.


Technical notes for VoIP Availability Manager 9.2.1


There are no technical notes for VoIP Availability Manager 9.2.1.
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VoIP Availability Manager fixed problems from 9.2.x that apply to 
9.3.x


“Fixed problems in VoIP Availability Manager 9.2.x” on page 89


Fixed problems in VoIP Availability Manager 9.2.x


Features introduced in the Fixed Problems tables from 9.2.x.release notes are included 
here.


CQ/SR/Issue 
number Problem summary Description of fix


Found in 
version


Fixed problems in VoIP 9.2.x


CQ 567402 In voip.conf, in ManagedClusters  
configuration, ClusterID values should be 
case-insensitive.
#ManagedClusters  = { 
#                                    
{<ClusterID>, <Vendor>}, 
#                                    
{<ClusterID>, <Vendor>}
#                                  }


Prior 9.2.1 release values were case sensitive, so 
can miss some clusters if case is sensitive.
In 9.2.1, ClusterID values can be any case.


9.2.1
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Avaya

		EMC Smarts VoIP Availability Manager Version 9.5.1 Certification Matrix

		P/N 302-004-775 REV 01

		Avaya



		Component Name ( Model Names )		Component version		Discovery				Monitoring

						SNMP		CLI*		SNMP		Process

Keshav Umatar: For Detailed Process Information, see BASEDIR/smarts/conf/voip/discovery/cert-avaya.conf		Traps

		  Aura Communication Manager		    3.1 - 6.3 ^		G3		ü		ü

		  Media Server ( S8720, S8730, S8300, S8500B, S8800)		    3.1 - 6.2 ^		G3				ü

		  Modular Application Server ( MAS ) ( S3410, S3500 ) 		  3.1 - 6.0		MIB2				ü		ü

		  Media Gateway ( G250, G350, G430, G450, G650, G700 )		  3.1 - 6.0		CMG				ü

		IP Server Interface ( IPSI ) Card												ü

		Control Local Area Network ( CLAN ) Card												ü

		IP Media Processor ( MedPro ) Card												ü

		Voice Announcement over LAN ( VAL ) Card												ü

		  Messaging Solutions ( MSS ) 		  3.1 - 6.0		MIB2						ü

		  Meeting Exchange Server		5.2		MIB2						ü

		  Message Conference Bridge		5.2		MIB2						ü

		  Message Networking		5.2		Message Networking				ü

		  Session Manager / System Manager		6.0		MIB2				ü		ü		ü



		Notes: 

		^ Support for Component Version 6.2 was introduced in the VoIP Availability Manager 9.2. 

		^ Support for Component Version 6.3 was introduced in the VoIP Availability Manager 9.2.1

		* CLI is alternate approach and can be enabled via a flag in voip.conf





Cisco

		EMC Smarts VoIP Availability Manager Version 9.5.1 Certification Matrix

		P/N 302-004-775 REV 01

		Cisco



		Component Name ( Model Names )		Component version		Discovery				Monitoring

						SNMP		SOAP		SNMP		Process

Keshav Umatar: For Detailed Process Information, Refer to BASEDIR/smarts/conf/voip/discovery/cert-cisco.conf		SOAP

		  Cisco CallManager ( CCM ),
  Cisco Unified CallManager,
  Cisco Unified Communications Manager ( CUCM ),
  Cisco Unified Communications Manager
  with Mobility Connection		9.0 - 11.0		CCM MIB
Host Resources MIB
SYSAPPL-MIB		ü		ü		ü		ü

		  Cisco CallManager Express ( CME or CCME ),
  Cisco Unified CallManager Express,
  Cisco Unified Communications Manager Express 
  ( Cisco Unified CME )		3.1 - 8.0		CCME MIB
CISCO-VOICE-DIAL-CONTROL-MIB				ü

		  TFTP (Standalone)		 		Host Resources MIB				ü		ü

		  Survivable Remote Site Telephony ( SRST )		4.0 - 8.0		CISCO-SRST-MIB 				ü

		  Unified Unity Server 		4.0.5 - 8.0		Host Resources MIB				ü		ü

		  Unity Express		2.3.4 - 8.0		CISCO-UNITY-EXPRESS				ü

		  Unity Connection		2.0 - 8.0		Host Resources MIB				ü		ü

		  Unified Presence Server ( CUPS )		6.1 - 8.0		Host Resources MIB				ü		ü

		  Cisco Emergency Responder ( CER )		1.2 - 8.0		Host Resources MIB				ü		ü

		  Unified Contact Center Enterprise ( UCCE )		7.2 - 8.0		CISCO-CONTACT-CENTER-APPS-MIB				ü		ü

		  Customer Voice Portal ( CVP )		7.2 - 8.0		CISCO-CVP-MIB				ü		ü

		  Unified Contact Center Express ( UCCX )		5.x - 8.0						ü		ü

		Quality Manager ( QM )		 		Host Resources MIB				ü		ü

		WorkForceManager ( WFM )		 		Host Resources MIB				ü		ü

		EmailWeb Integration		 		Host Resources MIB				ü		ü

		  Mobility Advanatage ( CUMA )		8.0		Host Resources MIB				ü		ü

		  MeetingPlace ( CUMP )		8.0		Host Resources MIB				ü		ü

		  MeetingPlace Express ( CUMP )		8.0		Host Resources MIB				ü		ü

		  Unified Border Element ( CUBE )		1.4		CISCO-UBE-MIB
CISCO-VOICE-DIAL-CONTROL-MIB
IETF DIAL-CONTROL-MIB				ü











Hewlett-Packard

		EMC Smarts VoIP Availability Manager Version 9.5.1 Certification Matrix

		P/N 302-004-775 REV 01

		Hewlett-Packard



		Component Name ( Model Names )		Component version		Discovery		Monitoring

						SNMP		SNMP		Process

Keshav Umatar: For Detailed Process Information, Refer to BASEDIR/smarts/conf/voip/discovery/cert-hp.conf

		  HP Insight 				Host Resources MIB		ü		ü

		  Compaq Insight				Host Resources MIB		ü		ü

























Acme

		EMC Smarts VoIP Availability Manager Version 9.5.1 Certification Matrix

		P/N 302-004-775 REV 01

		Acme Packet



		Component Name ( Model Names )		Component version		Discovery		Monitoring

						SNMP		SNMP		Process

Keshav Umatar: For Detailed Process Information, Refer to BASEDIR/smarts/conf/voip/discovery/cert-avaya.conf		Traps

		Session Border Controller (SBC) Net Net		2600		CXC.MIB (Net-Net OS-E MIB)		ü		ü		ü

		 Session Border Controller (SBC) Net Net		3800 and 4000		APSYSMGMT-MIB		ü				ü























Microsoft

		EMC Smarts VoIP Availability Manager Version 9.5.1 Certification Matrix

		P/N 302-004-775 REV 01

		Microsoft



		Component Name ( Model Names )		Component version		Discovery		Monitoring

						SNMP		SNMP		Process

Keshav Umatar: For Detailed Process Information, Refer to BASEDIR/smarts/conf/voip/discovery/cert-microsoft.conf

		  DHCP Windows 2003 (Standalone)				Host Resources MIB		ü		ü

		  Exchange 2003 (Standalone)				Host Resources MIB		ü		ü

		  Active Directory 2003 (Standalone)				Host Resources MIB		ü		ü

















AudioCodes

		EMC Smarts VoIP Availability Manager Version 9.5.1 Certification Matrix

		P/N 302-004-775 REV 01

		AudioCodes



		Component Name ( Model Names )		Component version		Discovery		Monitoring

						SNMP		SNMP		Process

Keshav Umatar: For Detailed Process Information, Refer to BASEDIR/smarts/conf/voip/discovery/cert-microsoft.conf

		  Mediant VoIP Media Gateway		1000 and 2000		AcGateway MIB		ü



















Other

		EMC Smarts VoIP Availability Manager Version 9.5.1 Certification Matrix

		P/N 302-004-775 REV 01

		Other



		Vendor		Component Name 		Component version		Discovery		Monitoring

								SNMP		SNMP		Process

Keshav Umatar: For Detailed Process Information, Refer to BASEDIR/smarts/conf/voip/discovery/cert-<vendor-name>.conf

		  IBM		  CIM ( Common Information Model ) Server		 Windows OS		Host Resources MIB		ü		ü

		  McAfee		  Virus Scan		 Windows OS		Host Resources MIB		ü		ü

		  Clarus		  IPC ( IP Communication System )		 Windows OS		Host Resources MIB		ü		ü

		  Veritas		  Backup		 Windows OS		Host Resources MIB		ü		ü

		  Nuance		  Real Speak		 Windows OS		Host Resources MIB		ü		ü

		  Mutare		  Message Mirror		 Windows OS		Host Resources MIB		ü		ü
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