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See also 451

tanzu insight package images 451
Synopsis 451
Examples 452
Options 452
See also 452

tanzu insight package sources 452
Synopsis 452
Examples 452
Options 452
See also 452

tanzu insight package vulnerabilities 452
Synopsis 452
Examples 453
Options 453
See also 453

tanzu insight source 453
Options 453
See also 453

tanzu insight source 453
Options 453
See also 453

tanzu insight source add 454
Examples 454
Options 454
See also 454

tanzu insight source get 454
Synopsis 454
Examples 454
Options 454
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See also 455
tanzu insight source packages 455
Synopsis 455
Examples 455
Options 455
See also 455
tanzu insight source vulnerabilities 455
Synopsis 455
Examples 455
Options 455
See also 456
tanzu insight version 456
Options 456
See also 456
tanzu insight vulnerabilities 456
Options 456
See also 456
tanzu insight vulnerabilities 456
Options 456
See also 457
tanzu insight vulnerabilities get 457
Synopsis 457
Examples 457
Options 457
See also 457
tanzu insight vulnerabilities images 457
Synopsis 457
Examples 457
Options 458
See also 458
tanzu insight vulnerabilities packages 458
Synopsis 458
Examples 458
Options 458
See also 458
tanzu insight vulnerabilities sources 458
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Synopsis
Examples
Options

See also

Overview of Default roles for Tanzu Application Platform
Default roles
Working with roles using the RBAC CLI plug-in

Disclaimer

Overview of Default roles for Tanzu Application Platform
Default roles
Working with roles using the RBAC CLI plug-in

Disclaimer

Set up authentication for your Tanzu Application Platform deployment

Tanzu Kubernetes Grid

Set up authentication for your Tanzu Application Platform deployment

Tanzu Kubernetes Grid

Install Pinniped on Tanzu Application Platform
Prerequisites
Environment planning
Install Pinniped Supervisor by using Let’s Encrypt
Create Certificates (letsencrypt or cert-manager)
Create Ingress resources
Create the pinniped-supervisor configuration
Apply the resources
Switch to production issuer (letsencrypt or cert-manager)
Install Pinniped Supervisor Private CA
Create Certificate Secret
Create Ingress resources
Create the pinniped-supervisor configuration
Apply the resources
Install Pinniped Concierge

Log in to the cluster

Integrate your Azure Active Directory
Integrate Azure AD with a new or existing AKS without Pinniped
Prerequisites
Set up a platform operator
Set up a Tanzu Application Platform default role group

Set up kubeconfig
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Integrate Azure AD with Pinniped
Prerequisites
Set up the Azure AD app
Set up the Tanzu Application Platform default role group

Set up kubeconfig

Role descriptions for Tanzu Application Platform
app-editor
app-viewer
app-operator
service-operator
workload

deliverable

Role descriptions for Tanzu Application Platform
app-editor
app-viewer
app-operator
service-operator
workload

deliverable

Detailed role permissions for Tanzu Application Platform
Native Kubernetes Resources
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator: "true"
App Accelerator
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator: "true"
Cartographer
apps.tanzu.vmware.com/aggregate-to-app-editor: "true"
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
apps.tanzu.vmware.com/aggregate-to-app-viewer-cluster-access: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator-cluster-access
Cloud Native Runtimes
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator: "true"
Convention Service
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
apps.tanzu.vmware.com/aggregate-to-app-viewer-cluster-access: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator-cluster-access
Developer Conventions

apps.tanzu.vmware.com/aggregate-to-app-editor: "true"
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OOTB Templates
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
apps.tanzu.vmware.com/aggregate-to-workload: "true"
apps.tanzu.vmware.com/aggregate-to-deliverable: "true"

Service Bindings
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"

Services Toolkit
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
apps.tanzu.vmware.com/aggregate-to-app-viewer-cluster-access: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator-cluster-access

Source Controller
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"

Supply Chain Security Tools — Scan
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator: "true"

Tanzu Build Service
apps.tanzu.vmware.com/aggregate-to-app-editor: "true"
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
apps.tanzu.vmware.com/aggregate-to-app-viewer-cluster-access: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator-cluster-access

Tekton
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
apps.tanzu.vmware.com/aggregate-to-app-viewer-cluster-access: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator: "true"

apps.tanzu.vmware.com/aggregate-to-app-operator-cluster-access

Bind a user or group to a default role
Prerequisites
Install the Tanzu Application Platform RBAC CLI plug-in
(Optional) Use a different kubeconfig location
Add the specified user or group to a role
Get a list of users and groups from a role
Remove the specified user or group from a role
Error logs

Troubleshooting

Log in to Tanzu Application Platform by using Pinniped
Download the Pinniped CLI

Generate and distribute kubeconfig to users

Login with the provided kubeconfig
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Additional resources about Tanzu Application Platform authentication
and authorization

Install

Additional resources about Tanzu Application Platform authentication
and authorization

Install

Install default roles independently for your Tanzu Application Platform
Prerequisites

Install

Overview of API Auto Registration
Overview

Getting started

Overview of APl Auto Registration
Overview

Getting started

Key Concepts for APl Auto Registration
API Auto Registration Architecture
APIDescriptor Custom Resource Explained
With an Absolute URL
With an Object Ref

With an HTTPPRoxy Object Ref
With a Knative Service Object Ref
With an Ingress Object Ref

APIDescriptor Status Fields

Install APl Auto Registration
Tanzu Application Platform prerequisites

Install

Use API Auto Registration
Update install values for api-auto-registration package
Using App Accelerator Template
Use Out-Of-The-Box (OOTB) supply chains
Using Custom Supply Chains
Using other GitOps processes or Manually

Setting up CORS for OpenAPI specifications

Troubleshoot API Auto Registration
Debug API Auto Registration
APIDescriptor CRD issues
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APIDescriptor CRD shows message of connection refused but service is up and running 501
APIDescriptor CRD shows message of x509: certificate signed by unknown authority but 500
service is running
Overview of API portal for VMware Tanzu 503
Overview of API portal for VMware Tanzu 503
Install API portal for VMware Tanzu 503
Prerequisites 503
Install 503
Overview of Application Accelerator 504
Overview 504
Architecture 505
How does Application Accelerator work? 505
Next steps 505
Overview of Application Accelerator 505
Overview 505
Architecture 506
How does Application Accelerator work? 506
Next steps 506
Install Application Accelerator 506
Prerequisites 507
Configure properties and resource use 507
Install 508
Troubleshooting 510
Verify installed packages 510
Look at resource events 510
Configure Application Accelerator 51
Overview 5N
Using a Git-Ops style configuration for deploying a set of managed accelerators 5N
Functional and Organizational Considerations 5N
Examples for creating accelerators 512
A minimal example for creating an accelerator 512
An example for creating an accelerator with customized properties 513
Creating a manifest with multiple accelerators and fragments 513
Configure tap-values.yaml with Git credentials secret 514
Using non-public repositories 515
Examples for a private Git repository 515
Example using http credentials 516
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Example using http credentials with self-signed certificate
Example using SSH credentials
Examples for a private source-image repository
Example using image-pull credentials
Configure ingress timeouts when some accelerators take longer to generate
Configure an ingress timeout overlay secret for each HTTPProxy
Apply the timeout overlay secrets in tap-values.yaml
Configuring skipping TLS verification for access to Source Controller
Enabling TLS for Accelerator Server
Configuring skipping TLS verification of Engine calls for Accelerator Server
Enabling TLS for Accelerator Engine

Next steps

Create accelerators
Prerequisites
Getting started
Publishing the new accelerator
Using local-path for publishing accelerators
Using accelerator fragments
Deploying accelerator fragments

Next steps

Create an accelerator.yaml file in Application Accelerator
Accelerator
Accelerator metadata
Accelerator options
DependsOn and multi-value dataType
Examples
Engine
Engine example

Engine notation descriptions

Use transforms in Application Accelerator
Why transforms?
Combining transforms
Chain
Merge
Shortened notation
A Combo of one?
A common pattern with merge transforms
Conditional transforms
Conditional ‘Merge’ transform

Conditional ‘Chain’ transform
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A small gotcha with using conditionals in merge transforms

Merge conflict
Resolving “merge” conflicts
File ordering

Next steps

Use fragments in Application Accelerator
Introduction
Introducing fragments
| The imports section explained
Using the InvokeFragment Transform
Back to the imports section
Using dependsOn in the imports section

Discovering fragments using Tanzu CLI accelerator plug-in

Transforms reference
Available transforms

See also

Transforms reference
Available transforms

See also

Combo transform
Syntax reference
Behavior

Examples

Include transform
Syntax reference
Examples

See also

Exclude transform
Syntax reference
Examples

See also

Merge transform
Syntax reference

See also

Chain transform

Syntax reference
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Let transform
Syntax reference
Execution

See also

InvokeFragment transform
Syntax reference
Behavior
Variables
</a/>Files
Examples

See also

ReplaceText transform
Syntax reference
Examples

See also

RewritePath transform
Syntax reference
Examples
Interaction with Chain and Include

See also

OpenRewriteRecipe transform

Syntax reference

Example

YTT transform
Syntax reference
Execution
Examples

Basic invocation

Using extraArgs

UseEncoding transform
Syntax reference
Example use

See also

UniguePath transform

Syntax reference
Examples

See also
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Conflict resolution
Syntax reference
Available strategies

See also

Use SpEL with Application Accelerator
Variables
Implicit variables
Conditionals
Rewrite path concatenation
Regular expressions

Dealing with string arrays

Accelerator custom resource definition
API definitions
Accelerator CRD Spec
Fragment CRD Spec

Excluding files

Use the Application Accelerator Visual Studio Code extension

Dependencies
Installation
Configure the extension

Using the extension
Application Accelerator Best Practices

Best practices for using accelerators
Benefits of using an accelerator
Design considerations
Housekeeping rules
Tests

Application Skeleton

Best practices for using fragments
Benefits of using Fragment
Design considerations

Housekeeping rules

Troubleshoot Application Accelerator
Development issues
Failure to generate a new project
URI is not absolute error

Accelerator authorship issues
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General tips 577

Speed up the reconciliation of the accelerator 577

Use a source image with local accelerator source directory 577
Expression evaluation errors 578
Operations issues 578
Check status of accelerator resources 578

When Accelerator ready column is blank 578

When Accelerator ready column is false 579
REASON: GitRepositoryResolutionFailed 579

REASON: GitRepositoryResolutionPending 580

REASON: ImageRepositoryResolutionPending 581
Overview of Application Live View 582
Value proposition 582
Intended audience 582
Supported application platforms 582
Multicloud compatibility 582
Deployment 583
Overview of Application Live View 583
Value proposition 583
Intended audience 583
Supported application platforms 583
Multicloud compatibility 583
Deployment 583
Install Application Live View 583
Overview 584
Prerequisites 584
Install Application Live View 584
Install Application Live View back end 584
Install Application Live View connector 587
Install Application Live View conventions 589
Enabling Spring Boot apps for Application Live View 590
Enable Spring Boot apps 591
Important security advice 591
Enable Spring Cloud Gateway apps 591
Enabling Spring Boot apps for Application Live View 592
Enable Spring Boot apps 592
Important security advice 592
Enable Spring Cloud Gateway apps 593

VMware, Inc.



Tanzu Application Platform v1.3

Enabling Steeltoe apps for Application Live View
Extend .NET Core Apps to Steeltoe Apps

Enable Application Live View on Steeltoe Tanzu Application Platform workload

Application Live View convention server
Role of Application Live View convention
Important security advice
Uninstall the convention
Deactivate the convention for specific workloads
Manually configure the Application Live View settings for a workload
Description of metadata labels

Verify the applied labels and annotations

Custom configuration for the connector
Configure the developer workload in Tanzu Application Platform
Deploy the workload

Verify the label has propagated through the Supply Chain
Custom configuration for application actuator endpoints

Scaling Knative apps in Tanzu Application Platform
Configure the developer workload in Tanzu Application Platform
Deploy the workload

Verify the annotation has propagated through the Supply Chain
Application Live View on OpenShift
Support for polyglot apps with Application Live View

Application Live View internal architecture
Component overview

Design flow

Troubleshoot Application Live View
App is not visible in Application Live View Ul
App is not visible in Application Live View Ul with actuator endpoints enabled
The Ul does not show any information for an app with actuator endpoints exposed at root
No information shown on the Health page
Stale information in Application Live View
Unable to find CertificateRequests in Application Live View convention
No live information for pod with ID
Cannot override the actuator path in the labels
Cannot configure SSL in appliveview-connector
Verify the labels in your workload YAML file

Override labels set by the Application Live View convention service
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Configure labels when management.endpoints.web.base-path and
management.server.port are set

Uninstall Application Live View
Overview of Application Single Sign-On for VMware Tanzu® 2.0.0
Overview of Application Single Sign-On for VMware Tanzu® 2.0.0

Get started with Application Single Sign-On

Prerequisites
Key concepts

Next steps

Get started with Application Single Sign-On
Prerequisites
Key concepts

Next steps

Provision an AuthServer
Prerequisites
Provision an AuthServer
The AuthServer spec, in detail
Metadata
TLS & issuer URI
Token Signature

Identity providers

Provision a client registration
Prerequisites
Creating the ClientRegistration

Validating that the credentials are working

Deploy an application with Application Single Sign-On
Prerequisites
Deploy a minimal application
Deployment manifest explained

Notes on OAuth2-Proxy
Application Single Sign-On for Platform Operators
Application Single Sign-On for Platform Operators

Install Application Single Sign-On
What'’s inside

Prerequisites
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Installation

Configure Application Single Sign-On
TAP values
domain_name
domain_template
ca_cert_data
kubernetes_distribution

Configuration schema

RBAC for Application Single Sign-On

Application Single Sign-On for OpenShift cluster

Upgrade Application Single Sign-On
Migration guides

v1.0.0to v2.0.0

Uninstall Application Single Sign-On

Application Single Sign-On for Service Operators

Application Single Sign-On for Service Operators

Annotations and labels for AppSSO
Labels
Allowing client namespaces
Unsafe configuration
Unsafe identity provider

Unsafe issuer URI

Issuer URI and TLS for AppSSO
Configure TLS by using a (Cluster)Issuer
Configure TLS by using a Certificate
Configure TLS by using a Secret
Disable TLS (unsafe)

Allow Workloads to trust a custom CA AuthServer

Identity providers for AppSSO
OpenlD Connect providers
Note for registering a client with the identity provider
L