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Deployment use case: ACME Fitness Store
Deploy AppSSO
Apply the workload resources to your build cluster
Create the Istio ingress resources
Deploy Redis
Run cluster deployment
Deploy Spring Cloud Gateway
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source-scanner
image-provider

Kpack Image

Runnable (TaskRuns for Dockerfile-based builds)

Pre-built image (ImageRepository)
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App
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“Unauthorized to access” error

“Serviceaccounts already exists” error

After package installation, one or more packages fails to reconcile
Failure to accept an End User License Agreement error

Ingress is broken on Kind cluster

Troubleshoot using Tanzu Application Platform
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Solution
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Solution
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Solution

Debug convention might not apply
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Solution

Execute bit not set for App Accelerator build scripts
Explanation
Solution

“No live information for pod with ID” error
Explanation
Solution

“image-policy-webhook-service not found” error
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Solution

“Increase your cluster resources” error
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MutatingWebhookConfiguration prevents pod admission
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Solution

Priority class of webhook’s pods preempts less privileged pods
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Solution
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Tanzu CLI
Tanzu CLI Architecture
Tanzu CLI Installation

Tanzu CLI Command Groups
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Install New Plug-ins

Install Local Plug-ins
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Tanzu CLI
Tanzu CLI Architecture
Tanzu CLI Installation
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Tanzu Apps CLI overview
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How-to-guides

Tanzu Apps CLI overview
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Tutorials

How-to-guides

Install Tanzu Apps CLI plug-in
Prerequisites
Install Tanzu Apps CLI plug-in
Uninstall Apps CLI plug-in
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Override the default kubeconfig
Autocompletion
Bash
Zsh
Create workloads

Debug and troubleshoot workloads

Create a workload
Prerequisites
Get started with an example workload
Create a workload from GitHub repository
Create a workload from local source code
Exclude Files
Create workload from an existing image
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Bind a service to a workload

Next steps

Workload Examples
Custom registry credentials
-live-update and -debug
Spring Boot application example
—-export
—-output
—-sub-path
.tanzuignore file
Example of a .tanzuignore file
—dry-run

—-update-strategy

Debug workloads

Verify build logs

Check build logs

Get the workload status and details

Common workload errors
Local Path Development Error Cases
WorkloadLabelsMissing/SupplyChainNotFound
MissingValueAtPath
TemplateRejectedByAPIServer

Review supply chain steps

Additional Troubleshooting References
Tanzu Apps CLI commands
Tanzu Apps CLI commands

tanzu apps cluster-supply-chain
Tanzu apps cluster supply chain list
Default view
Tanzu apps cluster supply chain get

Default view

tanzu apps workload apply
Default view
Workload Apply flags
--annotation
--app/-a
--build-env

--debug
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--dry-run
--env/-e

--file, -f

--git-repo
--git-branch
--git-tag
--git-commit
--image / -i

--label / -1
--limit-cpu
--limit-memory
--live-update
--local-path
--maven-artifact
--maven-group
--maven-type
--maven-version
--source-image, -s
--namespace, -n
--param/ -p
--param-yaml
--registry-ca-cert
--registry-password
--registry-token
--registry-username
--request-cpu
--request-memory
--service-account
--service-ref
--sub-path

--tail
--tail-timestamp
--type / -t
--update-strategy
--wait
--wait-timeout

--yes, -y

tanzu apps workload delete
Default view
Workload Delete flags

--all
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--file, -f
--namespace, -n
wait
--wait-timeout

--yes, -f

tanzu apps workload get
Default view
--export
--output/-o

--namespace/-n

tanzu apps workload list
Default view
>Workload List flags
--all-namespaces, -A
--app
--namespace, -n

--output, -o

tanzu apps workload tail
Default view
>Workload Tail flags
--component
--namespace, -n
--since

--timestamp, -t

Tanzu Accelerator CLI overview
Server API connections for operators and developers
Installation

Command reference

Tanzu Accelerator CLI overview
Server API connections for operators and developers
Installation

Command reference

Install Tanzu Accelerator CLI
Prerequisites

Install

Command reference

Command reference
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tanzu accelerator 488
Options 488
SEE ALSO 488
tanzu accelerator 489
Options 489
SEE ALSO 489
tanzu accelerator apply 489
tanzu accelerator apply 489
Synopsis 489
Examples 489
Options 489
Options inherited from parent commands 490

SEE ALSO 490
tanzu accelerator create 490
Synopsis 490
Examples 490
Options 490
Options inherited from parent commands 490

SEE ALSO 491
tanzu accelerator delete 491
Synopsis 491
Examples 491
Options 491
Options inherited from parent commands 491
SEE ALSO 491
tanzu accelerator fragment 491
Synopsis 491
Examples 491
Options 492
Options inherited from parent commands 492
SEE ALSO 492
tanzu accelerator fragment create 492
Synopsis 492
Example 492
Options 492
Options inherited from parent commands 493

SEE ALSO 493
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tanzu accelerator fragment delete 493
tanzu accelerator fragment delete 493
Synopsis 493
Examples 493
Options 493
Options inherited from parent commands 493

SEE ALSO 493
tanzu accelerator fragment get 493
Synopsis 493
Examples 494
Options 494
Options inherited from parent commands 494
SEE ALSO 494
tanzu accelerator fragment list 494
Synopsis 494
Examples 494
Options 494
Options inherited from parent commands 494
SEE ALSO 495
tanzu accelerator fragment update 495
Synopsis 495
Examples 495
Options 495
Options inherited from parent commands 495
SEE ALSO 495
tanzu accelerator generate 495
tanzu accelerator generate 495
Synopsis 496
Examples 496
Options 496
Options inherited from parent commands 496

SEE ALSO 496
Tanzu accelerator generate-from-local 496
Synopsis 496
Examples 497
Options 497
Options inherited from parent commands 497
tanzu accelerator get 497
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Synopsis

Examples

Options

Options inherited from parent commands

SEE ALSO

tanzu accelerator list
Synopsis
Examples
Options
Options inherited from parent commands

SEE ALSO

tanzu accelerator push
tanzu accelerator push
Synopsis
Examples
Options
Options inherited from parent commands

SEE ALSO

tanzu accelerator update
Synopsis
Examples
Options
Options inherited from parent commands

SEE ALSO
Overview of Tanzu Insight plug-in
Overview of Tanzu Insight plug-in
Install your Tanzu Insight CLI plug-in

Configure your Tanzu Insight CLI plug-in
Set the target and certificate authority (CA) certificate

Single Cluster setup

Set Target

Set the access token

Verify the connection

Query vulnerabilities, images, and packages

Supported use cases
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Query using the Tanzu Insight CLI plug-in
Example #1: What packages and CVEs does a specific image contain?
Example #2: What packages and CVEs does my source code contain?
Determining source code org, repo, and commit SHA
Source code query with repo and org
Source code query with commit SHA
Example #3: What dependencies are affected by a specific CVE?
Add data

Add data to your Supply Chain Security Tools - Store
Supported formats and file types
Generate a CycloneDX file
Add data with the Tanzu Insight plug-in
Example #1: Add an image report

Example #2: Add a source report

Tanzu insight CLI plug-in command reference
Synopsis
Options

See also

tanzu insight config set-target
tanzu insight config set-target
Synopsis
Examples
Options

See also

tanzu insight config
Options

See also

tanzu insight health
tanzu insight health
Synopsis
Examples
Options

See also

tanzu insight image
Options

See also

tanzu insight image add
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Examples
Options

See also

tanzu insight image get
Synopsis
Examples
Options

See Also

tanzu insight image packages
Synopsis
Examples
Options

See also

tanzu insight image vulnerabilities
Examples
Options

See also

tanzu insight package
Options

See also

tanzu insight package get
Synopsis
Examples
Options

See also

tanzu insight package images
Synopsis
Examples
Options

See also

tanzu insight package sources
Synopsis
Examples
Options

See also

tanzu insight package vulnerabilities

Synopsis

VMware by Broadcom

510
510
510

510
51
51
51
51

511
511
511
511
511

511
512
512

512

512
512

512

512
512
513
513
513

513
513
513
513

513

513
513
514
514
514

514
514

29



Tanzu Application Platform v1.4

Examples
Options

See also

tanzu insight source
Options

See also

tanzu insight source add
Examples
Options

See also

tanzu insight source get
Synopsis
Examples
Options

See also

tanzu insight source packages
Synopsis
Examples
Options

See also

tanzu insight source vulnerabilities

Synopsis
Examples
Options

See also

tanzu insight version
Options

See also

tanzu insight vulnerabilities
Options

See also

tanzu insight vulnerabilities get
Synopsis
Examples
Options

See also
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tanzu insight vulnerabilities images
Synopsis
Examples
Options

See also

tanzu insight vulnerabilities packages
Synopsis
Examples
Options

See also

tanzu insight vulnerabilities sources
Synopsis
Examples
Options

See also

Overview of Default roles for Tanzu Application Platform
Default roles
Working with roles using the RBAC CLI plug-in

Disclaimer

Overview of Default roles for Tanzu Application Platform
Default roles
Working with roles using the RBAC CLI plug-in

Disclaimer

Set up authentication for your Tanzu Application Platform deployment

Tanzu Kubernetes Grid

Set up authentication for your Tanzu Application Platform deployment

Tanzu Kubernetes Grid

Install Pinniped on Tanzu Application Platform
Prerequisites
Environment planning
Install Pinniped Supervisor by using Let’s Encrypt
Create Certificates (letsencrypt or cert-manager)
Create Ingress resources
Create the pinniped-supervisor configuration
Apply the resources
Switch to production issuer (letsencrypt or cert-manager)

Install Pinniped Supervisor Private CA
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Create Certificate Secret
Create Ingress resources
Create the pinniped-supervisor configuration
Apply the resources
Install Pinniped Concierge

Log in to the cluster

Integrate your Azure Active Directory

Integrate Azure AD with a new or existing AKS without Pinniped
Prerequisites
Set up a platform operator
Set up a Tanzu Application Platform default role group
Set up kubeconfig

Integrate Azure AD with Pinniped
Prerequisites
Set up the Azure AD app
Set up the Tanzu Application Platform default role group

Set up kubeconfig

Role descriptions for Tanzu Application Platform
app-editor
app-viewer
app-operator
service-operator
workload

deliverable

Role descriptions for Tanzu Application Platform
app-editor
app-viewer
app-operator
service-operator
workload

deliverable

Detailed role permissions for Tanzu Application Platform

Native Kubernetes Resources
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator: "true"

App Accelerator
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator: "true"

Cartographer
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apps.tanzu.vmware.com/aggregate-to-app-editor: "true"
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
apps.tanzu.vmware.com/aggregate-to-app-viewer-cluster-access: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator-cluster-access

Cloud Native Runtimes
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator: "true"

Convention Service
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
apps.tanzu.vmware.com/aggregate-to-app-viewer-cluster-access: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator-cluster-access

Developer Conventions
apps.tanzu.vmware.com/aggregate-to-app-editor: "true"

OOTB Templates
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
apps.tanzu.vmware.com/aggregate-to-workload: "true"
apps.tanzu.vmware.com/aggregate-to-deliverable: "true"

Service Bindings
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"

Services Toolkit
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
apps.tanzu.vmware.com/aggregate-to-app-viewer-cluster-access: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator-cluster-access

Source Controller
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"

Supply Chain Security Tools — Scan
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator: "true"

Tanzu Build Service
apps.tanzu.vmware.com/aggregate-to-app-editor: "true"
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
apps.tanzu.vmware.com/aggregate-to-app-viewer-cluster-access: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator-cluster-access

Tekton
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
apps.tanzu.vmware.com/aggregate-to-app-viewer-cluster-access: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator: "true"

apps.tanzu.vmware.com/aggregate-to-app-operator-cluster-access

Bind a user or group to a default role
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Prerequisites

Install the Tanzu Application Platform RBAC CLI plug-in
(Optional) Use a different kubeconfig location

Add the specified user or group to a role

Get a list of users and groups from a role

Remove the specified user or group from a role

Error logs

Troubleshooting

Log in to Tanzu Application Platform by using Pinniped
Download the Pinniped CLI

Generate and distribute kubeconfig to users

Login with the provided kubeconfig

Additional resources about Tanzu Application Platform authentication
and authorization

Install

Additional resources about Tanzu Application Platform authentication
and authorization

Install

Install default roles independently for your Tanzu Application Platform
Prerequisites

Install

Overview of API Auto Registration
Overview

Getting started

Overview of API Auto Registration
Overview

Getting started

Key Concepts for APl Auto Registration
API Auto Registration Architecture
APIDescriptor Custom Resource Explained
With an Absolute URL
With an Object Ref

With an HTTPPRoxy Object Ref
With a Knative Service Object Ref
With an Ingress Object Ref

APIDescriptor Status Fields

Install APl Auto Registration
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Tanzu Application Platform prerequisites
Using with TLS

Install

Use API Auto Registration
Generate OpenAPI Spec
Using a Spring Boot app with a REST service
Using App Accelerator Template
Using an existing Spring Boot project using springdoc
Create APIDescriptor Custom Resource
Use Out-Of-The-Box (OOTB) supply chains
Using Custom Supply Chains
Using other GitOps processes or Manually
Additional configuration

Setting up CORS for OpenAPI specifications

Troubleshoot API Auto Registration
Debug API Auto Registration
APIDescriptor CRD shows message of connection refused but service is up and running
Configure CA Cert Data

APIDescriptor CRD shows message of x509: certificate signed by unknown authority but
service is running

Overview of API Validation and Scoring
Overview of API Validation and Scoring

Install API Validation and Scoring
Prerequisites
Resource requirements
Relocate images to a registry
Add the API Validation and Scoring package repository
Install

Uninstall

Use API Validation and Scoring to score your auto-registered API

Use API Validation and Scoring to score your auto-registered API

Overview of API portal for VMware Tanzu
Getting started

Overview of API portal for VMware Tanzu
Getting started

Install API portal for VMware Tanzu
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Prerequisites
Install

Update the installation values for the api-portal package

Overview of Application Accelerator
Overview
Architecture
How does Application Accelerator work?

Next steps

Overview of Application Accelerator
Overview
Architecture
How does Application Accelerator work?

Next steps

Install Application Accelerator
Prerequisites
Configure properties and resource use
Install
Troubleshooting
Verify installed packages

Look at resource events

Configure Application Accelerator
Overview
Using a Git-Ops style configuration for deploying a set of managed accelerators
Functional and Organizational Considerations
Examples for creating accelerators
A minimal example for creating an accelerator
An example for creating an accelerator with customized properties
Creating a manifest with multiple accelerators and fragments
Configure tap-values.yaml with Git credentials secret
Using non-public repositories
Examples for a private Git repository
Example using http credentials
Example using http credentials with self-signed certificate
Example using SSH credentials
Examples for a private source-image repository
Example using image-pull credentials
Configure ingress timeouts when some accelerators take longer to generate
Configure an ingress timeout overlay secret for each HTTPProxy

Apply the timeout overlay secrets in tap-values.yaml
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Configuring skipping TLS verification for access to Source Controller
Enabling TLS for Accelerator Server

Configuring skipping TLS verification of Engine calls for Accelerator Server
Enabling TLS for Accelerator Engine

Next steps

Create accelerators
Prerequisites
Getting started
Publishing the new accelerator
Using local-path for publishing accelerators
Using accelerator fragments
Deploying accelerator fragments

Next steps

Create accelerators
Prerequisites
Getting started
Publishing the new accelerator
Using local-path for publishing accelerators
Using accelerator fragments
Deploying accelerator fragments

Next steps

Create an accelerator.yaml file in Application Accelerator
Accelerator
Accelerator metadata
Accelerator options
DependsOn and multi-value dataType
Examples
Engine
Engine example
Engine notation descriptions

Advanced accelerator use

Use transforms in Application Accelerator
Why transforms?
Combining transforms
Chain
Merge
Shortened notation
A Combo of one?

A common pattern with merge transforms
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Conditional transforms

Conditional ‘Merge’ transform

Conditional ‘Chain’ transform

A small gotcha with using conditionals in merge transforms
Merge conflict

Resolving “merge” conflicts

File ordering

Next steps

Use custom types in Application Accelerator

Limitations
Interaction with SpEL

Interaction with Composition

Use fragments in Application Accelerator
Introduction
Introducing fragments
| The imports section explained
Using the InvokeFragment Transform
Back to the imports section
Using dependsOn in the imports section

Discovering fragments using Tanzu CLI accelerator plug-in

Transforms reference
Available transforms

See also

Transforms reference
Available transforms

See also

Combo transform
Syntax reference
Behavior

Examples

Include transform
Syntax reference
Examples

See also

Exclude transform
Syntax reference

Examples
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See also

Merge transform
Syntax reference

See also

Chain transform
Syntax reference

Behavior

Let transform
Syntax reference
Execution

See also

Loop transform
Syntax reference
Behavior

Examples

InvokeFragment transform
Syntax reference
Behavior
Variables
</a/>Files
Examples

See also

ReplaceText transform
Syntax reference
Examples

See also

RewritePath transform
Syntax reference
Examples
Interaction with Chain and Include

See also

OpenRewriteRecipe transform
Syntax reference

Example

YTT transform

Syntax reference
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Execution
Examples
Basic invocation

Using extraArgs

UseEncoding transform
Syntax reference
Example use

See also

UniguePath transform

Syntax reference
Examples

See also

Conflict resolution
Syntax reference
Available strategies

See also

Use SpEL with Application Accelerator
Variables
Implicit variables
Conditionals
Rewrite path concatenation
Regular expressions

Dealing with string arrays
Accelerator custom resource definition

The Accelerator custom resource definition (CRD) defines any
accelerator resources to be made

API definitions
Accelerator CRD Spec
Fragment CRD Spec

Excluding files

Test accelerators in Application Accelerator
Generating a project from local sources
CI/CD Pipeline

(Optional) Getting the Tanzu CLI in a CI/CD pipeline

Use the Application Accelerator Visual Studio Code extension
Dependencies

Installation
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Configure the extension

Using the extension

Retrieving the URL for the Tanzu Application Platform GUI

Known Issues
Application Accelerator best practices

Best practices for using accelerators
Benefits of using an accelerator
Design considerations
Housekeeping rules
Tests

Application skeleton

Best practices for using fragments
Benefits of using Fragment
Design considerations

Housekeeping rules

Troubleshoot Application Accelerator
Development issues
Failure to generate a new project
URI is not absolute error
Accelerator authorship issues
General tips

Speed up the reconciliation of the accelerator

Use a source image with local accelerator source directory

Expression evaluation errors
Operations issues
Check status of accelerator resources
When Accelerator ready column is blank
When Accelerator ready column is false
REASON: GitRepositoryResolutionFailed
REASON: GitRepositoryResolutionPending

REASON: ImageRepositoryResolutionPending

Overview of Application Live View
Value proposition
Intended audience
Supported application platforms
Multicloud compatibility

Deployment

Overview of Application Live View
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Value proposition

Intended audience

Supported application platforms
Multicloud compatibility

Deployment

Install Application Live View
Overview
Prerequisites
Install Application Live View
Install Application Live View back end
Install Application Live View connector
Install Application Live View conventions

Deprecate the ssIDisabled key

Enabling Spring Boot apps for Application Live View
Enable Spring Boot apps
Enable Spring Cloud Gateway apps

Workload image NOT built with Tanzu Build Service

Enabling Spring Boot apps for Application Live View
Enable Spring Boot apps
Enable Spring Cloud Gateway apps

Workload image NOT built with Tanzu Build Service

Enable Steeltoe apps for Application Live View
Extend .NET Core Apps to Steeltoe Apps

Enable Application Live View on Steeltoe Tanzu Application Platform workload

Application Live View convention server

Role of Application Live View convention
Description of metadata labels

Verify the applied labels and annotations

Custom configuration for the connector
Configure the developer workload in Tanzu Application Platform
Deploy the workload

Verify the label has propagated through the Supply Chain
Custom configuration for application actuator endpoints

Scaling Knative apps in Tanzu Application Platform

Configure the developer workload in Tanzu Application Platform
Deploy the workload

Verify the annotation has propagated through the Supply Chain
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Application Live View on OpenShift
Support for polyglot apps with Application Live View

Application Live View internal architecture
Component overview

Design flow

Troubleshoot Application Live View
App is not visible in Application Live View Ul
App is not visible in Application Live View Ul with actuator endpoints enabled
The Ul does not show any information for an app with actuator endpoints exposed at root
No information shown on the Health page
Stale information in Application Live View
Unable to find CertificateRequests in Application Live View convention
No live information for pod with ID
Cannot override the actuator path in the labels
Cannot configure SSL in appliveview-connector
Verify the labels in your workload YAML file
Override labels set by the Application Live View convention service

Configure labels when management.endpoints.web.base-path and

management.server.port are set
Uninstall Application Live View

Overview of Application Single Sign-On for VMware Tanzu® 3.0.0
Overview of Application Single Sign-On for VMware Tanzu® 3.0.0

Get started with Application Single Sign-On
Prerequisites
Key concepts

Next steps

Get started with Application Single Sign-On
Prerequisites
Key concepts

Next steps

Provision an AuthServer
Prerequisites
Provision an AuthServer
The AuthServer spec in detail
Metadata

TLS & issuer URI
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Token Signature
Identity providers

Configuring storage

Provision a client registration
Prerequisites
Creating the ClientRegistration

Validating that the credentials are working

Deploy an application with Application Single Sign-On

Prerequisites
Deploy a minimal application
Deployment manifest

OAuth2-Proxy
Application Single Sign-On for Platform Operators
Application Single Sign-On for Platform Operators
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GitRepository

Parameters

Template reference for Supply Chain Choreographer

More information
ImageRepository

Parameters

More information
MavenArtifact

Parameters
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More information 134
testing-pipeline 134
Purpose 135
Used by 1135
Creates 135
Parameters 135
More information 135
source-scanner-template 135
Purpose 136
Used by 136
Creates 136
Parameters 136
More information 136
image-provider-template 136
Purpose 136
Used by 1136
Creates 137
Parameters 137
More information 137
kpack-template 137
Purpose 137
Used by 137
Creates 137
Parameters 137
More information 138
kaniko-template 138
Purpose 138
Used by 139
Creates 139
Parameters 139
More information 139
image-scanner-template 140
Purpose 140
Used by 140
Creates 1140
Parameters 1140
More information 1140
convention-template 140
Purpose 140
Used by 140
Creates 141
Parameters 141
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More information
config-template

Purpose

Used by

Creates

Parameters

More information
worker-template

Purpose

Used by

Creates

Parameters

More information
server-template

Purpose

Used by

Creates

Parameters

More information
service-bindings

Purpose

Used by

Creates

Parameters

More information
api-descriptors

Purpose

Used by

Creates

Parameters

More information
config-writer-template

Purpose

Used by

Creates

Parameters

More information
config-writer-and-pull-requester-template

Purpose

Used by

Creates

Parameters
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More information
deliverable-template
Purpose
Used by
Creates
Parameters
More information
external-deliverable-template
Purpose
Used by
Creates
Parameters
More information
delivery-source-template
Purpose
Used by
Creates
GitRepository
Parameters
More information
ImageRepository
Parameters
More information
app-deploy
Purpose
Used by
Creates
Parameters
More information
carvel-package (experimental)
Purpose
Used by
Creates
Parameters
More information
package-config-writer-template (experimental)
Purpose
Used by
Creates
Parameters

More information

package-config-writer-and-pull-requester-template (experimental)
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Purpose 164

Used by 1164
Creates ne4
Parameters ne4

More information 166
ClusterRunTemplate reference 1166
tekton-source-pipelinerun 1166
Purpose 166

Used by 1166
Creates 1166

Inputs 1166
ClusterRunTemplate reference 1166
More information ne7
tekton-taskrun 1e7
Purpose 1e7

Used by 167
Creates nez

Inputs 167
commit-and-pr-pipelinerun 167
Purpose 168

Used by 1168
Creates 1168

Inputs 1168

More information 1169
Delivery reference 1169
delivery-basic 1169
Purpose 169
Resources 169
source-provider 169

Deployer 169

Package 169

More information 1169

Git 1169
Supported Git Repositories 170
Related Articles 170
GitOps versus RegistryOps 1170
GitOps 1170
Examples 171
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Deprecated parameters
Examples
Pull requests
Authentication
Authentication
HTTP(S) Basic-auth or Token-based authentication
SSH
GitOps workload parameters
Read more on Git

RegistryOps

Overview of Supply Chain Security Tools - Scan
Overview
Language support
Use cases
Supply Chain Security Tools - Scan features
A Note on Vulnerability Scanners
Missed CVEs

False positives

Overview of Supply Chain Security Tools - Scan
Overview
Language support
Use cases
Supply Chain Security Tools - Scan features
A Note on Vulnerability Scanners
Missed CVEs

False positives

Install Supply Chain Security Tools - Scan
Prerequisites
Configure properties
Install
Option 1: Install to multiple namespaces with the Namespace Provisioner

Option 2: Install manually to each individual namespace

Upgrade Supply Chain Security Tools - Scan
Prerequisites
General Upgrades for SCST - Scan
Upgrading a scanner in all namespaces
Installation by using Namespace Provisioner
Manual installation

Upgrade to Version v1.2.0
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Install another scanner for Supply Chain Security Tools - Scan
Prerequisites
Install
Verify Installation
Install scanner to multiple namespaces
Configure Tanzu Application Platform Supply Chain to use new scanner
Uninstall Scanner

Other Available Scanner Integrations

Prerequisites for Snyk Scanner for Supply Chain Security Tools - Scan
(Beta)

Prepare the Snyk Scanner configuration
Supply Chain Security Tools - Store integration

Sample ScanPolicy for Snyk in SPDX JSON format

Prerequisites for Carbon Black Scanner for Supply Chain Security Tools -
Scan(Beta)

Prepare the Carbon Black Scanner configuration

Supply Chain Security Tools - Store integration
Using Supply Chain Security Tools - Store Integration
Without Supply Chain Security Tools - Store Integration

Sample ScanPolicy in CycloneDX format

Prerequisites for Prisma Scanner for Supply Chain Security Tools - Scan
(Alpha)

Verify the latest alpha package version
Relocate images to a registry
Add the Prisma Scanner package repository
Prepare the Prisma Scanner configuration
Obtain Console url and Access Keys/Token
Access key and secret authentication
Access Token Authentication
Create Prisma Secret
Access Token Authentication
Access Key Authentication
Supply Chain Security Tools - Store integration
Multiple Scanners installed
Prisma Only Scanner Installed
No Store Integration
Prepare the ScanPolicy
Sample ScanPolicy using Prisma Policies
Sample ScanPolicy using Local Policies

Install Prisma Scanner
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Self-Signed Registry Certificate
Tanzu Application Platform Values Shared CA
Secret within Developer Namespace

Known Limits

Spec reference
About source and image scans

About policy enforcement around vulnerabilities found
Scan samples for Supply Chain Security Tools - Scan
Scan samples for Supply Chain Security Tools - Scan

Sample public image scan with compliance check for Supply Chain
Security Tools - Scan

Public image scan
Define the ScanPolicy and ImageScan
(Optional) Set up a watch
Deploy the resources
View the scan results
Edit the ScanPolicy

Clean up

Sample public source code scan with compliance check for Supply Chain
Security Tools - Scan

Public source scan

Run an example public source scan

Sample private image scan for Supply Chain Security Tools - Scan
Define the resources
Set up target image pull secret
Create the private image scan
(Optional) Set up a watch
Deploy the resources
View the scan results
Clean up

View vulnerability reports

Sample private source scan for Supply Chain Security Tools - Scan
Define the resources
(Optional) Set up a watch
Deploy the resources
View the scan status
Clean up

View vulnerability reports
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Sample public source scan of a blob for Supply Chain Security Tools -
Scan

Define the resources
(Optional) Set up a watch
Deploy the resources
View the scan results
Clean up

View vulnerability reports

Using Grype in air-gapped (offline) environments for Supply Chain
Security Tools - Scan

To enable Grype in offline air-gapped environments
Troubleshooting
ERROR failed to fetch latest cli version
Solution
Database is too old
Solution

Grype package overlays are not applied to scantemplates created by Namespace
Provisioner

Solution

Debug Grype database in a cluster

Triage and Remediate CVEs for Supply Chain Security Tools - Scan
Confirm that Supply Chain stopped due to failed policy enforcement
Triage
Remediation
Updating the affected component

Amending the scan policy

Observe Supply Chain Security Tools - Scan
Observability

Troubleshoot Supply Chain Security Tools - Scan
Debugging commands
Debugging Scan pods
Debugging SourceScan and ImageScan
Debugging Scanning within a SupplyChain
Viewing the Scan-Controller manager logs
Restarting Deployment
Troubleshooting scanner to MetadataStore configuration
Insight CLI failed to post scan results to metadata store due to failed certificate verification
Troubleshooting issues
Missing target SSH secret

Missing target image pull secret
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Deactivate Supply Chain Security Tools (SCST) - Store 1238
Resolving Incompatible Syft Schema Version 1239
Resolving incompatible scan policy 1239
Could not find CA in secret 1239
Blob Source Scan is reporting wrong source URL 1239
Resolving failing scans that block a Supply Chain 1240
Policy not defined in the Tanzu Application Platform GUI 1240
Lookup error when connecting to SCST - Store 1240
Sourcescan error with SCST - Store endpoint without a prefix 1241
Deprecated pre-v1.2 templates 1241
Incorrectly configured self-signed certificate 1241
Unable to pull scan controller and scanner images from a specified registry 1241
Grype database not available 1242

Configure code repositories and image artifacts for Supply Chain

Security Tools - Scan 1242
Prerequisite 1242
Deploy scan custom resources 1242

SourceScan 1242
ImageScan 1244

Configure code repositories and image artifacts for Supply Chain 1245

Security Tools - Scan
Prerequisite 1245
Deploy scan custom resources 1245

SourceScan 1245
ImageScan 1247

Enforce compliance policy using Open Policy Agent 1248
Writing a policy template 1248
Rego file contract 1248
Define a Rego file for policy enforcement 1249
Further refine the Scan Policy for use 1250
Enable Tanzu Application Platform GUI to view ScanPolicy Resource 1253
Deprecated Rego file Definition 1253

Create a ScanTemplate with Supply Chain Security Tools - Scan 1254
Overview 1254
Output Model 1254
ScanTemplate Structure 1255
Sample Outputs 1255

View scan status conditions for Supply Chain Security Tools - Scan 1256
Viewing scan status 1256
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Understanding conditions
Condition types for the scans
Scanning
Succeeded
SendingResults
PolicySucceeded
Understanding CVECount
Understanding MetadataURL
Understanding Phase
Understanding ScannedBy

Understanding ScannedAt

Overview of Supply Chain Security Tools for VMware Tanzu - Policy
Controller

Overview of Supply Chain Security Tools for VMware Tanzu - Policy
Controller

Install Supply Chain Security Tools - Policy Controller
Prerequisites

Install

Install Sigstore Stack
Download Stack Release Files
Migrate Images onto Internal Registry
Copy Release Files to Cluster Accessible Machine
Prepare Patching Fulcio Release File
OIDClssuer
Metalssuers
Applying the patch for Fulcio release file
Patch Knative-Serving
Create OIDC Reviewer Binding
Install Trillian
Install Rekor
Install Fulcio
Install Certificate Transparency Log (CTLog)
Install TUF
Update Policy Controller with TUF Mirror and Root

Uninstall Sigstore Stack

Migration From Supply Chain Security Tools - Sign
Enable Policy Controller on Namespaces
Policy Controller ClusterimagePolicy

Excluding Namespaces
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Specifying Public Keys 1276
Specifying Image Matching 1277
Specifying policy mode 1278
Configuring Supply Chain Security Tools - Policy 1278
Admission of Images 1278
Including Namespaces 1278
Create a ClusterlmagePolicy resource 1279
mode 1279
images 1280

match 1280
authorities 1280
static.action 1282

Provide credentials for the package 1282
Provide secrets for authentication in your policy 1283

Verify your configuration 1283
Overview of Supply Chain Security Tools for VMware Tanzu - Sign 1285
Overview of Supply Chain Security Tools for Tanzu — Store 1285
Overview 1285
Using the Tanzu Insight CLI plug-in 1285
Multicluster configuration 1285
Integrating with Tanzu Application Platform GUI 1285
Additional documentation 1286
Overview of Supply Chain Security Tools for Tanzu — Store 1286
Overview 1286
Using the Tanzu Insight CLI plug-in 1286
Multicluster configuration 1286
Integrating with Tanzu Application Platform GUI 1287
Additional documentation 1287

Configure your target endpoint and certificate for Supply Chain Security

Tools - Store 1287
Overview 1287
Using Ingress 1287

Single Cluster setup 1287

Set Target 1288
Next Step 1288
Additional Resources 1288

Configure your access tokens for Supply Chain Security Tools - Store 1288
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Setting the Access Token

Additional Resources

Security details for Supply Chain Security Tools - Store
Application security
TLS encryption
Cryptographic algorithms
Access controls
Authentication
Authorization
Container security
Non-root user
Security scanning
Static Application Security Testing (SAST)

Software Composition Analysis (SCA)

Additional documentation for Supply Chain Security Tools - Store
Use and operate
Troubleshooting and logging
Configuration
Access control
Certificates
Database

Other

Additional documentation for Supply Chain Security Tools - Store
Use and operate
Troubleshooting and logging
Configuration
Access control
Certificates
Database

Other

API reference for Supply Chain Security Tools - Store
Information
Version
Content negotiation
URI Schemes
Consumes
Produces
All endpoints

images
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Operations
Packages
Sources
Viartifact_groups
vlimages
Vvlpackages
visources
vivulnerabilities
vulnerabilities
Paths
Create an artifact group with specified labels and entity (CreateArtifactGroup)
Parameters
All responses
Responses
201 - ArtifactGroupPostResponse
Schema
400 - ErrorMessage
Schema
Default Response

Schema

Create a new image report. Related packages and vulnerabilities are also created.

(CreatelmageReport)
Parameters
All responses
Responses
200 - Image
Schema
Default Response

Schema

Create a new source report. Related packages and vulnerabilities are also created.

(CreateSourceReport)
Parameters
All responses
Responses
200 - Source
Schema
Default Response
Schema
Search image by ID (GetimageByID)
Parameters
All responses

Responses
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200 - Image
Schema
404 - ErrorMessage
Schema
Default Response
Schema
List the packages in animage. (GetlmagePackages)
Parameters
All responses
Responses
200 - Package
Schema
Default Response
Schema
List packages of the given image. (GetimagePackagesQuery)
Parameters
All responses
Responses
200 - Package
Schema
Default Response

Schema

List vulnerabilities from the given image. (GetimageVulnerabilities)

Parameters
All responses
Responses
200 - Vulnerability
Schema
Default Response
Schema
Searchimage by id, name or digest . (GetImages)
All responses
Responses
200 - Image
Schema
Default Response
Schema
Search package by ID (GetPackageBylD)
Parameters
All responses
Responses

200 - Package

VMware by Broadcom

1298
1298
1298
1298
1298
1299
1299
1299
1299
1299
1299
1299
1299
1299
1299
1299
1299
1300
1300
1300
1300
1300
1300
1300
1300
1300
1300
1300

1301

1301

1301

1301

1301

1301

1301

1301

1301

1301

1301

1301
1302
1302

81



Tanzu Application Platform v1.4

Schema
404 - ErrorMessage
Schema
Default Response
Schema
List the images that contain the given package. (GetPackagelmages)
Parameters
All responses
Responses
200 - Image
Schema
Default Response
Schema
List the sources containing the given package. (GetPackageSources)
Parameters
All responses
Responses
200 - Source
Schema
Default Response
Schema
List vulnerabilities from the given package. (GetPackageVulnerabilities)
Parameters
All responses
Responses
200 - Vulnerability
Schema
Default Response
Schema
Search packages by id, name and/or version. (GetPackages)
Parameters
All responses
Responses
200 - Package
Schema
Default Response
Schema
Search source by ID (GetSourceBylD)
Parameters
All responses
Responses

200 - Source
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Schema
404 - ErrorMessage
Schema
Default Response
Schema
get source packages (GetSourcePackages)
Parameters
All responses
Responses
200 - Package
Schema
Default Response
Schema
List packages of the given source. (GetSourcePackagesQuery)
Parameters
All responses
Responses
200 - Package
Schema
Default Response
Schema
get source vulnerabilities (GetSourceVulnerabilities)
Parameters
All responses
Responses
200 - Vulnerability
Schema
Default Response
Schema
List vulnerabilities of the given source. (GetSourceVulnerabilitiesQuery)
Parameters
All responses
Responses
200 - Vulnerability
Schema
Default Response

Schema

Search for sources by ID, repository, commit sha and/or organization. (GetSources)

Parameters
All responses
Responses

200 - Source
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Schema
Default Response
Schema
Search for vulnerabilities by CVE id. (GetVulnerabilities)
Parameters
All responses
Responses
200 - Vulnerability
Schema
Default Response
Schema
Search vulnerability by ID (GetVulnerabilityBylD)
Parameters
All responses
Responses
200 - Vulnerability
Schema
404 - ErrorMessage
Schema
Default Response
Schema
List the images that contain the given vulnerability. (GetVulnerabilitylmages)
Parameters
All responses
Responses
200 - Image
Schema
Default Response
Schema
List packages that contain the given CVE id. (GetVulnerabilityPackages)
Parameters
All responses
Responses
200 - Package
Schema
Default Response
Schema
List sources that contain the given vulnerability. (GetVulnerabilitySources)
Parameters
All responses
Responses

200 - Source
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Schema
Default Response
Schema
health check (HealthCheck)
All responses
Responses
200
Schema
Default Response
Schema

Query for a list of artifact group that contains image(s) with specified digests, and or
source(s) with specified shas. At least one image digest or source sha must be provided.
This query can be further refined by matching images and sources with a specific
combination of package name and/or cve id. (SearchArtifactGroups)

Parameters
All responses
Responses
200 - PaginatedArtifactGroupResponse
Schema
400 - ErrorMessage
Schema
Default Response
Schema

Search for how many artifact groups are affected by vulnerabilities associated with the
specified image(s) digests, and/or source(s) shas. At least one image digest or source
sha must be provided. (SearchArtifactGroupsVulnReach)

Parameters
All responses
Responses
200 - PaginatedArtifactGroupVulnReachResponse
Schema
400 - ErrorMessage
Schema
Default Response
Schema

Search for all vulnerabilities associated with an artifact group that contains image(s) with
specified digests, and/or source(s) with specified shas. At least one image digest or
source sha must be provided. (SearchArtifactGroupsVulnerabilities)

Parameters
All responses
Responses
200 - PaginatedArtifactGroupVulnerabilityResponse

Schema
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400 - ErrorMessage
Schema

Default Response
Schema

Query for images. If no parameters are given, this endpoint will return all images.
(V1Getimages)

Parameters
All responses
Responses
200 - PaginatedimageResponse
Schema
404 - ErrorMessage
Schema
Default Response
Schema

Query for packages with images parameters. If no parameters are given, this endpoint
will return all packages related to images. (V1GetimagesPackages)

Parameters
All responses
Responses
200 - PaginatedPackageResponse
Schema
404 - ErrorMessage
Schema
Default Response
Schema

Query for vulnerabilities with image parameters. If no parameters are give, this endpoint
will return all vulnerabilities. (V1GetimagesVulnerabilities)

Parameters
All responses
Responses
200 - PaginatedVulnerabilityResponse
Schema
404 - ErrorMessage
Schema
Default Response
Schema

Query for packages. If no parameters are given, this endpoint will return all packages.
(V1GetPackages)

Parameters
All responses

Responses
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200 - PaginatedPackageResponse
Schema

404 - ErrorMessage
Schema

Default Response
Schema

Query for sources. If no parameters are given, this endpoint will return all sources.
(V1GetSources)

Parameters
All responses
Responses
200 - PaginatedSourceResponse
Schema
404 - ErrorMessage
Schema
Default Response
Schema

Query for packages with source parameters. If no parameters are given, this endpoint
will return all packages related to sources. (V1GetSourcesPackages)

All responses
Responses
200 - PaginatedPackageResponse
Schema
404 - ErrorMessage
Schema
Default Response
Schema

Query for vulnerabilities with source parameters. If no parameters are given, this
endpoint will return all vulnerabilities. (V1GetSourcesVulnerabilities)

Parameters
All responses
Responses
200 - PaginatedVulnerabilityResponse
Schema
404 - ErrorMessage
Schema
Default Response
Schema
Models
ArtifactGroupPostRequest
ArtifactGroupResponse

ArtifactGroupSearchFilters
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ArtifactGroupVulnReachFiltersPostRequest 1326
ArtifactGroupVulnReachPostResponse 1327
ArtifactGroupVulnSearchFilters 1327
DeletedAt 1328
Entity 1328
ErrorMessage 1328
Image 1329
MethodType 1329
Model 1329
NullTime 1330
Package 1330
PaginatedArtifactGroupVulnReachResponse 1330
PaginatedResponse 1330
Rating 1331
RatingResponse 1331
Source 1331
StringArray 1332
VulnResponse 1332
Vulnerability 1332
artifactGroupPostEntity 1333
artifactGroupPostResponse 1333
artifactGroupVulnArtifactGroup 1333
artifactGroupVulnEntity 1333
artifactGroupVulnPackage 1334
artifactGroupVulnResult 1334
paginatedArtifactGroupResponse 1335
paginatedArtifactGroupVulnerabilityResponse 1335
paginatedimageResponse 1335
paginatedPackageResponse 1336
paginatedSourceResponse 1336
paginatedVulnerabilityResponse 1336
responselmage 1336
responsePackage 1337
responseSource 1337
responseVulnerability 1338
APl walkthrough for Supply Chain Security Tools - Store 1338
Using curl to post an image report 1338
Connect to the PostgreSQL database 1340

Deployment details and configuration for Supply Chain Security Tools -

Store 1341
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What is deployed
Deployment configuration
Supported Network Configurations
App service type
Ingress support
Database configuration
Using AWS RDS PostgreSQL database
Using external PostgreSQL database
Custom database password
Service accounts

Exporting certificates

Configure your AWS RDS PostgreSQL configuration
Prerequisites

Setup certificate and configuration

Use external PostgreSQL database for Supply Chain Security Tools -
Store

Prerequisites
Set up certificate and configuration

Validation

Database backup recommendations for Supply Chain Security Tools -
Store

Backup

Restore

Log configuration and usage for Supply Chain Security Tools - Store
Verbosity levels
Error Logs
Obtaining logs
APl endpoint log output
Format
Key-value pairs
Common to all logs
Logging query and path parameter values
API payload log output
SQL Query log output

Format
Connect to the PostgreSQL database

Troubleshooting Supply Chain Security Tools - Store

Querying by insight source returns zero CVEs even though there are CVEs in the source scan
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Symptom 1351
Solution 1352
Persistent volume retains data 1352
Symptom 1352
Solution 1352
Missing persistent volume 1352
Symptom 1352
Solution 1353
Builds fail due to volume errors on EKS running Kubernetes v1.23 1353
Symptom 1353
Explanation 1353
Solution 1353
Certificate Expiries 1353
Symptom 1353
Explanation 1354
Solution 1354
Troubleshooting errors from Tanzu Application Platform GUI related to SCST - Store 1354
An error occurred while loading data from the Metadata Store 1354
Symptom 1354

Cause 1354
Solution 1355
Troubleshoot upgrading Supply Chain Security Tools - Store 1355
Database deployment does not exist 1355
Invalid checkpoint record 1355
Upgraded pod hanging 1355

Failover, redundancy, and backups for Supply Chain Security Tools -

1356

Store
API Server 1356
Database 1356

Custom certificate configuration for Supply Chain Security Tools - Store 1356

Default configuration 1357
(Optional) Setting up custom ingress TLS certificate 1357
Place the certificates in secret 1357
Update tap-values.yaml 1357
Additional resources 1357
TLS configuration for Supply Chain Security Tools - Store 1357
Setting up custom ingress TLS ciphers 1357
Example custom TLS settings 1358
Additional resources 1358
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Certificate rotation for Supply Chain Security Tools - Store 1358
Certificates 1358
Certificate duration setting 1359

Ingress support for Supply Chain Security Tools - Store 1359
Ingress configuration 1359
Get the TLS CA certificate 1361
Additional Resources 1361

Use your LoadBalancer with Supply Chain Security Tools - Store 1361
Configure LoadBalancer 1361
Port forwarding 1362

Edit your /etc/hosts file for Port Forwarding 1362
Configure the Insight plug-in 1362

Use your NodePort with Supply Chain Security Tools - Store 1363

Overview 1363
Edit your /etc/hosts file for Port Forwarding 1363
Configure the Insight plug-in 1363

Multicluster setup for Supply Chain Security Tools - Store 1364
Overview 1364
Prerequisites 1364
Procedure summary 1364
Copy SCST - Store CA certificate from View cluster 1364
Copy SCST - Store authentication token from the View cluster 1365
Apply the CA certificate and authentication token to a new Kubernetes cluster 1365
Install Build profile 1366

More information about how Build profile uses the configuration 1366
Configure developer namespaces 1366
Exporting SCST - Store secrets to a developer namespace in a Tanzu Application Platform 1366
multicluster deployment
Additional resources 1367

Developer namespace setup for Supply Chain Security Tools - Store 1367
Overview 1367
Single cluster - Using the Tanzu Application Platform values file 1367
Multicluster - Using SecretExport 1368
Next steps 1368

Retrieve access tokens for Supply Chain Security Tools - Store 1368
Overview 1368
Retrieving the read-write access token 1368
Retrieving the read-only access token 1368
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Using an access token

Additional Resources

Retrieve and create service accounts for Supply Chain Security Tools -

Store
Overview
Create read-write service account
Create a read-only service account
With a default cluster role
With a custom cluster role

Additional Resources

Create a service account with a custom cluster role for Supply Chain

Security Tools - Store
Example service account

Additional Resources

Install Supply Chain Security Tools - Store independent from Tanzu

Application Platform profiles
Prerequisites

Install

Overview of Tanzu Developer Tools for Visual Studio

Extension Features

Overview of Tanzu Developer Tools for Visual Studio

Extension Features

Install Tanzu Developer Tools for Visual Studio
Prerequisites
Install
Uninstall

Next steps

Use Tanzu Developer Tools for Visual Studio
Configure settings
Workload Actions
Apply a workload
Delete a workload
Start debugging on the cluster
Live Update
Start Live Update
Stop Live Update
Tanzu Workloads panel

Stop Remote Debug
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Extension logs

Troubleshoot Tanzu Developer Tools for Visual Studio
Erroneous WorkloadNotRunningState error message
Symptom
Solution
Live Update fails to update remote app
Symptom
Cause
Solution
Delete workload command fails to delete workload
Symptom
Cause
Solution
Live Update does not work with the Jammy ClusterBuilder
Symptom
Solution
Frequent application restarts
Symptom
Cause

Solution

Overview of Tanzu Developer Tools for VS Code

Extension features

Overview of Tanzu Developer Tools for VS Code

Extension features

Install Tanzu Developer Tools for your VS Code
Prerequisites
Install
Configure
Uninstall

Next steps

Get started with Tanzu Developer Tools for VS Code
Prerequisite
Set up Tanzu Developer Tools
Create the workload.yaml file
Create the catalog-info.yaml file
Create the Tiltfile file
Create a .tanzuignore file

View an example project
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Next steps

Use Tanzu Developer Tools for VS Code
Configure for multiple projects in the workspace
Apply a workload
Debugging on the cluster

Start debugging on the cluster
Stop Debugging on the cluster
Debug apps in a microservice repository
Live Update
Start Live Update
Stop Live Update
Deactivate Live Update
Live Update status
Live Update apps in a microservices repository
Delete a workload
Switch namespaces
Tanzu Workloads panel
Working with Microservices in a Monorepo
Recommended structure: Microservices that can be built independently

Alternative structure: Services with build-time interdependencies

Pinniped compatibility
OAuth

LDAP

Integrate Live Hover by using Spring Boot Tools
Prerequisites

Activate the Live Hover feature

Deploy a Workload to the Cluster

Use Memory View in Spring Boot Dashboard
Prerequisites
Deploy a workload

View memory use in Spring Boot Dashboard

Troubleshoot Tanzu Developer Tools for VS Code
Unable to view workloads on the panel when connected to GKE cluster
Symptom
Cause
Solution
Live Update fails with UnsupportedClassVersionError

Symptom
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Cause
Solution
Timeout error when Live Updating
Symptom
Cause
Solution
Task-related error when running a Tanzu Debug launch configuration
Symptom
Cause
Solution
Frequent application restarts
Symptom
Cause

Solution

Overview of Tanzu Developer Tools for IntelliJ

Extension features

Next steps

Overview of Tanzu Developer Tools for IntelliJ

Extension features

Next steps

Install Tanzu Developer Tools for IntelliJ
Prerequisites
Install
Update
Uninstall

Next steps

Get Started with Tanzu Developer Tools for IntelliJ
Prerequisite
Run Tanzu Developer Tools for IntelliJ
Set up Tanzu Developer Tools
Create the workload.yaml file
Create the catalog-info.yaml file
Create the Tiltfile file
Create the .tanzuignore file
View an example project

Next steps

Use Tanzu Developer Tools for IntelliJ
Apply a workload
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Delete a workload
Debugging on the cluster
Start debugging on the cluster
Stop Debugging on the Cluster
Live Update
Start Live Update
Stop Live Update
Tanzu Workloads panel
Working with microservices in a monorepo
Recommended structure: Microservices that can be built independently

Alternative structure: Services with build-time interdependencies

Glossary of terms
Live Update
Tiltfile
Debugging on the cluster
YAML file format
workload.yaml file
catalog-info.yaml file
Code snippet
Source image
Local path
Kubernetes context

Kubernetes namespace

Troubleshoot Tanzu Developer Tools for IntelliJ
Tanzu Debug re-applies the workload when namespace field is empty
Symptoms
Cause
Solution

Workload is wrongly re-applied because of debug configuration selected from the launch
configuration drop-down menu

Symptoms
Cause
Solution
Unable to view workloads on the panel when connected to GKE cluster
Symptom
Cause
Solution
Deactivated launch controls after running a launch configuration
Symptom
Cause

Starting a Tanzu Debug session fails with Unable to open debugger port
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Symptom 1424

Cause 1424
Solution 1424
Timeout error when Live Updating 1424
Symptom 1424

Cause 1425
Solution 1425

Tanzu Panel empty when using a GKE cluster on macOS 1425
Symptom 1425

Cause 1425
Solution 1425

The Describe action in the Activity panel fails when used on PodIntent resources 1425
Symptom 1425

Cause 1425
Solution 1426

Tanzu panel shows workloads but doesn’t show Kubernetes resources 1426
Symptom 1426

Cause 1426
Solution 1426

Live Update does not work with the Jammy ClusterBuilder 1426
Symptom 1426
Solution 1426
Frequent application restarts 1426
Symptom 1426

Cause 1426
Solution 1426
Overview of Tanzu Application Platform GUI 1426
Overview of Tanzu Application Platform GUI 1428
Install Tanzu Application Platform GUI 1429
Prerequisites 1429
Procedure 1429
Runtime configuration options for Tanzu Application Platform GUI 1431
Identify the Tanzu Application Platform GUI version you have available 1431
Display the possible values options for Tanzu Application Platform GUI 1431
Customize the Tanzu Application Platform GUI portal 1432
Customize branding 1432
Customize the Software Catalog page 1433
Customize the name of the organization 1433

VMware by Broadcom



Tanzu Application Platform v1.4

Prevent changes to the software catalog 1433
Customize the Authentication page 1434
Customize the default view 1434

Customize the Tanzu Application Platform GUI portal 1435
Customize branding 1435
Customize the Software Catalog page 1436

Customize the name of the organization 1436

Prevent changes to the software catalog 1437
Customize the Authentication page 1437
Customize the default view 1437

Customize the Support menu 1438
Overview 1438
Customizing 1439
Structure of the support configuration 1439

URL 1439

Items 1440

Title 1440
Icon 1440
Links 1441

Access Tanzu Application Platform GUI 1441
Access with the LoadBalancer method (default) 144
Access with the shared Ingress method 1441

Catalog operations 1442
Adding catalog entities 1442

Users and groups 1443

Systems 1444

Components 1444
Update software catalogs 1444

Register components 1445

Deregister components 1445

Add or change organization catalog locations 1445
Install demo apps and their catalogs 1446

Yelb system 1446

Install Yelb 1446
Install the Yelb catalog 1447

View resources on multiple clusters in Tanzu Application Platform GUI 1447
Set up a Service Account to view resources on a cluster 1447
Update Tanzu Application Platform GUI to view resources on multiple clusters 1450
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View resources on multiple clusters in the Runtime Resources Visibility plug-in

Set up authentication for Tanzu Application Platform GUI
View your Backstage Identity
Configure an authentication provider
(Optional) Allow guest access

(Optional) Customize the login page
View resources on remote clusters
View resources on remote clusters

View resources on remote EKS clusters
Set up the OIDC provider
Configure the Kubernetes cluster with the OIDC provider
Configure the Tanzu Application Platform GUI

Upgrade the Tanzu Application Platform GUI package

View resources on remote GKE clusters
Leverage an external OIDC provider
Set up the OIDC provider
Configure the GKE cluster with the OIDC provider
Configure visibility of the remote cluster
Update the tap-gui package to finish leveraging the external OIDC provider
Leverage Google’s OIDC provider
Add redirect configuration on the OIDC side
Configure visibility of the remote GKE cluster

Update the tap-gui package to finish leveraging the Google OIDC provider

View runtime resources on authorization-enabled clusters
Globally-scoped components

Namespace-scoped components

Assign roles and permissions on Kubernetes clusters
Create roles
Cluster-scoped roles
Namespace-scoped roles
Create users

Assign users to their roles

Add Tanzu Application Platform GUI integrations
Add a GitHub provider integration
Add a Git-based provider integration that isn’'t GitHub
Add a non-Git provider integration

Update the package profile
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Configure the Tanzu Application Platform GUI database 1468
Configure a PostgreSQL database 1468
Edit tap-values.yaml 1468
(Optional) Configure extra parameters 1469

Update the package profile 1469
Generate and publish TechDocs 1470
Create an Amazon S3 bucket 1470
Configure Amazon S3 access 1470
Create an AWS IAM user group 1470

Create an AWS |AM user 1471

Find the catalog locations and their entities’ hamespace, kind, and name 1471
Use the TechDocs CLI to generate and publish TechDocs 1471
Update the techdocs section in app-config.yaml to point to the Amazon S3 bucket 1472
Overview of Tanzu Application Platform GUI plug-ins 1473
Overview of Tanzu Application Platform GUI plug-ins 1474
Runtime resources visibility in Tanzu Application Platform GUI 1474
Prerequisite 1474

If you have a metrics server 1474
Visualize Workloads on Tanzu Application Platform GUI 1475
Navigate to the Runtime Resources Visibility screen 1475
Resources 1475
Resources details page 1476
Overview card 1477

Status card 1478
Ownership card 1479
Annotations and Labels 1479
Selecting completed supply chain pods 1480
Navigating to the pod Details page 1480
Overview of pod metrics 1480
Navigating to Application Live View 1481
Viewing pod logs 1481
Pausing and resuming logs 1482
Filtering by container 1482
Filtering by date and time 1482
Changing log levels 1482

Line wrapping 1483
Downloading logs 1483
Connection interruptions 1483
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Application Live View in Tanzu Application Platform GUI
Overview

Entry point to Application Live View plug-in

Application Live View in Tanzu Application Platform GUI
Overview

Entry point to Application Live View plug-in

Application Live View for Spring Boot applications in Tanzu Application
Platform GUI

Details page

Health page
Environment page

Log Levels page
Threads page

Memory page

Request Mappings page
HTTP Requests page
Caches page
Configuration Properties page
Conditions page
Scheduled Tasks page
Beans page

Metrics page

Actuator page

Troubleshooting

Application Live View for Spring Cloud Gateway applications in Tanzu
Application Platform GUI

API Success Rate page
API Overview page
API Authentications By Path page

Troubleshooting

Application Live View for Steeltoe applications in Tanzu Application
Platform GUI

Details page

Health page
Environment page

Log Levels page
Threads page

Memory page

Request Mappings page

HTTP Requests page
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Metrics page
Actuator page

Troubleshooting

Application Accelerator in Tanzu Application Platform GUI
Overview
Access Application Accelerator
Configure project generation
Create the project
Develop your code

Next steps

Application Accelerator in Tanzu Application Platform GUI
Overview
Access Application Accelerator
Configure project generation
Create the project
Develop your code

Next steps

Install Application Accelerator
Prerequisites
Configure properties and resource use
Install
Troubleshooting
Verify installed packages

Look at resource events

Create an Application Accelerator Git repository during project creation

Overview
Supported Providers
Configure

(Optional) Deactivate Git repository creation in the Application Accelerator extension for
VS Code

Create a Project

API| documentation plug-in in Tanzu Application Platform GUI
Overview
Use the API documentation plug-in
Create a new API entry
Manually create a new API entry

Automatically create a new API entry

API documentation plug-in in Tanzu Application Platform GUI
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Overview
Use the API documentation plug-in
Create a new API entry

Manually create a new API entry

Automatically create a new API entry

Get started with the APl documentation plug-in
APl entries
About API entities
Add a demo API entity to the Tanzu Application Platform GUI software catalog
Update your demo API entry
Validation Analysis of API specifications
About the Validation Analysis card

Automatic OpenAPI specification validation

Security Analysis in Tanzu Application Platform GUI
Overview
Installing and configuring
Accessing the plug-in
Viewing vulnerability data

Viewing CVE and package details

Supply Chain Choreographer in Tanzu Application Platform GUI
Overview
Prerequisites
Enable CVE scan results
Enable GitOps Pull Request Flow
Supply Chain Visibility

View Vulnerability Scan Results

Overview of enabling TLS for Tanzu Application Platform GUI
Concepts
Certificate delegation
cert-manager, certificates, and Clusterlssuers

Guides

Overview of enabling TLS for Tanzu Application Platform GUI
Concepts
Certificate delegation
cert-manager, certificates, and Clusterlssuers

Guides

Configure a TLS certificate by using an existing certificate

Prerequisites
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Procedure 1536
Configure a TLS certificate by using a self-signed certificate 1537
Prerequisite 1537
Procedure 1537
Configure a TLS certificate by using cert-manager and a Clusterlssuer 1538
Prerequisites 1539
Procedure 1539
Upgrade Tanzu Application Platform GUI 1541
Considerations 1541
Upgrade within a Tanzu Application Platform profile 1541
Upgrade Tanzu Application Platform GUI individually 1541
Troubleshoot Tanzu Application Platform GUI 1542
General issues 1542
Tanzu Developer Portal reports that the port range is not valid 1542
Symptom 1542

Cause 1542

Solution 1542

Tanzu Application Platform GUI does not load the catalog 1543
Symptom 1543

Cause 1543

Solution 1543

Updating a supply chain causes an error (Can not create edge...) 1544
Symptom 1544

Solution 1544

Catalog not found 1544
Symptom 1544

Cause 1544

Solution 1544

Issues updating the values file 1545
Symptom 1545

Solution 1545

Pull logs from Tanzu Application Platform GUI 1545
Symptom 1545

Solution 1546

Runtime Resources tab issues 1546
Error communicating with Tanzu Application Platform web server 1546
Symptom 1546

Causes 1546

Solution 1546
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No data available
Symptom
Cause
Solution
Errors retrieving resources
Symptom
Accelerators page issues
No accelerators
Symptom
Cause
Solution
Security Analysis plug-in issues
Empty dashboard after upgrading from Tanzu Application Platform v1.3
Symptom
Cause
Solution
Supply Chain Choreographer plug-in issues
An error occurred while loading data from the Metadata Store
Symptom
Cause

Solution

Overview of Tanzu Application Platform Telemetry

Tanzu Application Platform usage reports

Overview of Tanzu Application Platform Telemetry

Tanzu Application Platform usage reports

Install Tanzu Application Platform Telemetry
Prerequisites

Install

Deployment details and configurations of Tanzu Application Platform

Telemetry
What is deployed

Deployment configuration

Overview of Tanzu Build Service

Overview

Overview of Tanzu Build Service

Overview

Install Tanzu Build Service
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Before you begin 1556
Prerequisites 1556
Deprecated Features 1557
Install the Tanzu Build Service package 1557
(Optional) Alternatives to plaintext registry credentials 1559
Use Secret references for registry credentials 1559

Use AWS IAM authentication for registry credentials 1560

Install full dependencies 1561
(Optional) Configure automatic dependency updates 1562
(Optional) Deactivate the CNB BOM format 1562
Install Tanzu Build Service on an air-gapped environment 1563
Before you begin 1563
Prerequisites 1563
Deprecated Features 1563
Install the Tanzu Build Service package 1563
Install the Tanzu Build Service dependencies 1564
Configure Tanzu Build Service properties on a workload 1565
Overview 1565
Configure build-time service bindings 1565
Configure environment variables 1566
Configure the service account 1566
Configure the cluster builder 1566
Configure the workload container image registry 1567
Configure custom CA certificates for a single workload using service bindings 1567
Using custom CA certificates for all workloads 1568
Create a signed container image with Tanzu Build Service 1568
Prerequisites 1568
Configure Tanzu Build Service to sign your image builds 1568
Tanzu Build Service Dependencies 1571
How dependencies are installed 1571
View installed dependencies 1571

Bionic and Jammy stacks 1572
Use Jammy stacks for a workload 1572
Default all workloads to Jammy stacks 1572

About lite and full dependencies 1572
Lite dependencies 1573

Lite dependencies: stacks 1573

Lite dependencies: buildpacks 1573

Full dependencies 1573
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Full dependencies: stacks
Full dependencies: buildpacks
Dependency comparison
About automatic dependency updates (deprecated)

Descriptors (deprecated)
Security context constraint for OpenShift

Troubleshoot Tanzu Build Service

Builds fail due to volume errors on EKS running Kubernetes v1.23
Symptom
Cause
Solution

Smart-warmer-image-fetcher reports ErrimagePull due to dockerd’s layer depth limitation
Symptom
Cause
Solution

Nodes fail due to “trying to send message larger than max” error
Symptom
Cause
Solution

Build platform uses the old build cache after upgrade to new stack
Symptom

Solution

Create a GitHub build action (Alpha)
Prerequisites
Procedure
Developer namespace
Access to Kubernetes API server
Permissions Required
Use the action

Debugging
Overview of Tekton
Overview of Tekton

Install Tekton
Prerequisites
Install Tekton Pipelines

Configure a namespace to use Tekton Pipelines
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Tanzu Application Platform v1.4

VMware Tanzu Application Platform (commonly known as TAP) is an application development
platform with a rich set of developer tools. It offers developers a paved path to production to build
and deploy software quickly and securely on any compliant public cloud or on-premises Kubernetes
cluster.

Tanzu Application Platform overview

Tanzu Application Platform:

o Delivers a superior developer experience for enterprises building and deploying cloud-
native applications on Kubernetes.

« Allows developers to quickly build and test applications regardless of their familiarity with
Kubernetes.

« Helps application teams get to production faster by automating source-to-production
pipelines.
o Clearly defines the roles of developers and operators so they can work collaboratively and

integrate their efforts.

Operations teams can create application scaffolding templates with built-in security and compliance
guardrails, making those considerations mostly invisible to developers. Starting with the templates,
developers turn source code into a container and get a URL to test their app in minutes.

After the container is built, it updates every time there’s a new code commit or dependency patch.
An internal APl management portal facilitates connecting to other applications and data, regardless
of how they’re built or the infrastructure they run on.

Simplified workflows

When creating supply chains, you can simplify workflows in both the inner and outer loop of
Kubernetes-based app development with Tanzu Application Platform.

Learn
(Learning Center)

Discover & Start

% (API Portal + App

i‘= ;i Accelerator)
De Iterate
i (IDE Plugin + Dev Tooling)
Ops
X y

Debug
i .:Ier\setsglrvi::!'; iid Scan, Sign & Store Deploy Run
it (Security Tools) (App Delivery) (CNR)

Choreograph (Supply Chain + Convention Service)
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e Inner Loop
o The inner loop describes a developer’s development cycle of iterating on code.

o Inner loop activities include coding, testing, and debugging before making a
commit.

o On cloud-native or Kubernetes platforms, developers in the inner loop often build
container images and connect their apps to all necessary services and APIs to
deploy them to a development environment.

e Outer Loop

o The outer loop describes how operators deploy apps to production and maintain
them over time.

o On a cloud-native platform, outer loop activities include:

= Building container images.
= Adding container security.

= Configuring continuous integration and continuous delivery (Cl/CD)
pipelines.

o Outer loop activities are challenging in a Kubernetes-based development
environment. App delivery platforms are constructed from various third-party and
open source components with numerous configuration options.

e Supply Chains and choreography

o Tanzu Application Platform uses the choreography pattern inherited from the
context of microservices"1 and applies it to CI/CD to create a path to production.”2

Supply chains provide a way of codifying all of the steps of your path to production, or what is more
commonly known as CI/CD. A supply chain differs from CI/CD in that with a supply chain, you can

add every step necessary for an application to reach production or a lower environment.

Change Advisory
Build Image Image Scan B Board (CAB) Deployment
Approval

To address the developer experience gap, the path to production allows users to create a unified
access point for all of the tools required for their applications to reach a customer-facing
environment.

Instead of having separate tools that are loosely coupled to each other for testing and building,
security, dep