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Install your Tanzu Application Platform package
Install the full dependencies package
Access Tanzu Developer Portal

Next steps

View possible configuration settings for your package

Install individual packages
Install pages for individual Tanzu Application Platform packages
Verify the installed packages

Next steps

Set up developer namespaces to use your installed packages

Additional configuration for testing and scanning
Legacy namespace setup
Enable single user access
Enable additional users access with Kubernetes RBAC

Next steps

Install Tanzu Developer Tools for your VS Code
Prerequisites
Install
Configure
Uninstall

Next steps

Install Tanzu Application Platform (OpenShift)
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Install Tanzu Application Platform (OpenShift)

Install Tanzu Application Platform on your OpenShift clusters
Relocate images to a registry
Add the Tanzu Application Platform package repository
Install your Tanzu Application Platform profile
Full profile
(Optional) Additional Build Service configurations
(Optional) Configure your profile with full dependencies
(Optional) Configure your profile with the Jammy stack only
Security Context Constraints
(Optional) Exclude components that require RedHat OpenShift privileged SCC
Install your Tanzu Application Platform package
Install the full dependencies package
Access Tanzu Developer Portal

Exclude packages from a Tanzu Application Platform profile
View possible configuration settings for your package

Install individual packages
Install pages for individual Tanzu Application Platform packages
Verify the installed packages

Next steps

Set up developer namespaces to use your installed packages
Additional configuration for testing and scanning
Legacy hamespace setup

Next steps

Install Tanzu Developer Tools for your VS Code
Prerequisites
Install
Configure
Uninstall

Next steps

Custom Security Context Constraint details for Tanzu Application
Platform

Application Accelerator on OpenShift
Application Live View on OpenShift

Application Single Sign-On for OpenShift cluster
Contour for OpenShift cluster

Developer Conventions for OpenShift cluster

Tanzu Build Service for OpensShift cluster
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Install Tanzu Application Platform (GitOps)
How Tanzu RI supports GitOps
GitOps benefits
GitOps install paths
GitOps with Secrets OPerationS (SOPS)

GitOps with External Secrets Operator (ESO)

Install Tanzu Application Platform (GitOps)
How Tanzu RI supports GitOps
GitOps benefits
GitOps install paths
GitOps with Secrets OPerationS (SOPS)

GitOps with External Secrets Operator (ESO)

Install Tanzu Application Platform through GitOps with External Secrets
Operator (ESO)

Install Tanzu Application Platform through GitOps with AWS Secrets
Manager

Prerequisites
Relocate images to a registry
(Optional) Install Tanzu Application Platform in an air-gapped environment
Create a new Git repository
Download and unpack Tanzu GitOps Reference Implementation (RI)
Create your cluster configuration
Customize your cluster configuration

Grant read access to secret data

Generate the default configuration

Review and store Tanzu Sync config

Review and store the Tanzu Application Platform installation config
Configure and push the Tanzu Application Platform values

Deploy Tanzu Sync

Install Tanzu Application Platform through GitOps with HashiCorp Vault
Prerequisites
Relocate images to a registry
(Optional) Install Tanzu Application Platform in an air-gapped environment
Create a new Git repository
Download and unpack Tanzu GitOps Reference Implementation (RI)
Create cluster configuration
Customize cluster configuration
Connect Vault to a Kubernetes cluster
Grant read access to secret data

Generate default configuration
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Review and store Tanzu Sync config
Review and store the Tanzu Application Platform installation config
Configure and push the Tanzu Application Platform values

Deploy Tanzu Sync

Install Tanzu Application Platform through Gitops with Secrets

OPerationS (SOPS)
Prerequisites
Relocate images to a registry
(Optional) Install Tanzu Application Platform in an air-gapped environment
Create a new Git repository
Download and unpack Tanzu GitOps Reference Implementation (RI)
Create cluster configuration
Configure Tanzu Application Platform
Prepare the sensitive Tanzu Application Platform values
Prepare the non-sensitive Tanzu Application Platform values
Update the sensitive Tanzu Application Platform values
Prepare the sensitive Tanzu Sync values

Update the sensitive Tanzu Sync values

Generate Tanzu Application Platform installation and Tanzu Sync configuration

Deploy Tanzu Sync

Install individual packages
Install pages for individual Tanzu Application Platform packages
Verify the installed packages

Next steps

Set up developer namespaces to use your installed packages

Additional configuration for testing and scanning
Legacy namespace setup

Next steps

Install Tanzu Developer Tools for your VS Code
Prerequisites
Install
Configure
Uninstall

Next steps

Tanzu GitOps Rl Reference Documentation
Tanzu Sync Carvel Application
Choosing Secrets OPerationS (SOPS) or External Secrets Operator (ESO)
Git Repository structure

Configuration of Tanzu Sync without helper scripts
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Tanzu Sync Scripts

Customize your package installation

Customize a package that was manually installed

Customize a package that was installed by using a profile

Opt out of telemetry collection

Turn off standard CEIP telemetry collection

Turn off Pendo telemetry collection

Opt in or opt out of Pendo telemetry for Tanzu Developer Portal

Optin or opt out of Pendo telemetry from Tanzu Developer Portal

Request to delete your anonymized data

Upgrade compatibility and recommendations for Tanzu Application

Platform
Supported upgrade paths
Compatibility
Kubernetes compatibility
Tanzu CLI compatibility
Recommendations
Recommendations for apps
Upgrade preparation checklist
View cluster checklists
Pre-upgrade cluster health check - View cluster

Upgrade considerations for Kubernetes - View Cluster

Upgrade considerations for Tanzu Application Platform - View Cluster

Post upgrade checks - View cluster
Build cluster checklists
Pre-upgrade cluster health check - Build cluster

Upgrade considerations for Kubernetes - Build Cluster

Upgrade considerations for Tanzu Application Platform - Build Cluster

Post upgrade checks - Build cluster
Run cluster checklists
Pre-upgrade cluster health check - Run cluster

Upgrade considerations for Kubernetes - Run Cluster

Upgrade considerations for Tanzu Application Platform - Run Cluster

Post upgrade checks - Run cluster

Upgrade compatibility and recommendations for Tanzu Application

Platform
Supported upgrade paths
Compatibility

Kubernetes compatibility

VMware by Broadcom

504

504
504

505

505
506

507

507
508
508

509

509
509
509
509
509
510
510
512
512
512
515
515
516
516
517
517
521
521
521
522
525

527

528

528
528
528

20



Tanzu Application Platform v1.6 (LTS)

Tanzu CLI compatibility 528
Recommendations 529
Recommendations for apps 529
Upgrade preparation checklist 530
View cluster checklists 531
Pre-upgrade cluster health check - View cluster 531
Upgrade considerations for Kubernetes - View Cluster 532
Upgrade considerations for Tanzu Application Platform - View Cluster 534
Post upgrade checks - View cluster 534
Build cluster checklists 535
Pre-upgrade cluster health check - Build cluster 535
Upgrade considerations for Kubernetes - Build Cluster 536
Upgrade considerations for Tanzu Application Platform - Build Cluster 536
Post upgrade checks - Build cluster 540
Run cluster checklists 540
Pre-upgrade cluster health check - Run cluster 540
Upgrade considerations for Kubernetes - Run Cluster 541
Upgrade considerations for Tanzu Application Platform - Run Cluster 544
Post upgrade checks - Run cluster 546
Upgrade Tanzu Application Platform 547
Prerequisites 547
Update the package repository 547
Perform the upgrade of Tanzu Application Platform 548
Upgrade instructions for Profile-based installation 548
Upgrade the full dependencies package 549
Multicluster upgrade order 549
Upgrade instructions for component-specific installation 550
Verify the upgrade 550
Upgrade Tanzu Application Platform by using GitOps 551
Prerequisites 551
Relocate Tanzu Application Platform images to a registry 552
Upgrade to a patch version 553
Upgrade the existing SOPs based installation 553
Upgrade the existing ESO based installation 554
Verify the upgrade 554

Migrate Tanzu Application Platform images from VMware Tanzu

Network 556
Who must follow these steps 556
Migrate Tanzu Application Platform images 556

Update the package repository 556
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Restart the kapp controller

Scale workloads
Sample application reference
Small
Medium
Large
Application Configuration
Scale configuration for workload deployments
Best Practices
Example resource limit changes
Cartographer
Cartographer Conventions
Scan-link-controller
kpack-controller in build service
Namespace Provisioner
Cloud Native Runtimes Knative Serving
net-contour controller
Autoscaler
Activator
Triggermesh
Tanzu Application Platform Telemetry

kube-dns resource limit changes for GKE clusters
Overview of security and compliance in Tanzu Application Platform
Overview of TLS and certificates in Tanzu Application Platform

Secure Ingress certificates in Tanzu Application Platform
A shared ingress issuer

Component-level configuration

Shared Ingress issuer in Tanzu Application Platform
Prerequisites
Default
Limitations of the default, self-signed issuer
Trusting the default, self-signed issuer
Replacing the default ingress issuer
Deactivating TLS for ingress

Overriding TLS for components

Use wildcard certificates in Tanzu Application Platform

Plan Ingress certificates inventory in Tanzu Application Platform
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Use custom CA certificates in Tanzu Application Platform 574
Use External Secrets Operator in Tanzu Application Platform (beta) 575
Where to start 575
Install External Secrets Operator in Tanzu Application Platform 576
Prerequisites 576
Install 576

Integrate External Secrets Operator with HashiCorp Vault in Tanzu

Application Platform S77
Prerequisites 577
Set up the integration 578

Assess Tanzu Application Platform against the NIST 800-53 Moderate 580

Assessment

Harden Tanzu Application Platform 586
Objective 586
Scope 587
Identity and Access Management 587

Tanzu Developer Portal 587
Tanzu Developer Portal to Remote Kubernetes Cluster Authentication 588
Kubernetes Cluster Authentication and Authorization 588
Cryptographic Protections 588
Encryption of Data in Transit 588
Internal Communication of Data in Transit Configuration 588
External Communication of Data in Transit Configuration 589
Configuring TLS for Contour 589

Ingress Certificates 589
Encryption of Data At Rest 590
Ports and Protocols 590
Networking 590
Key Management 590
Logging 590
Deployment Architecture 591

Overview of multicluster Tanzu Application Platform 592
Next steps 592

Overview of multicluster Tanzu Application Platform 593
Next steps 593

Install multicluster Tanzu Application Platform profiles 593
Prerequisites 593
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Multicluster Installation Order of Operations
Install View cluster

Install Build clusters

Install Run clusters

Install Iterate clusters

Add Build, Run and lterate clusters to Tanzu Developer Portal

Next steps

Get started with multicluster Tanzu Application Platform

Prerequisites

Start the workload on the Build profile cluster

Install Tanzu Application Platform Build profile
Prerequisites

Example values.yaml
Install Tanzu Application Platform Run profile

Install Tanzu Application Platform View profile

Install Tanzu Application Platform Iterate profile

Get started with Tanzu Application Platform
Prerequisites

Next steps

Get started with Tanzu Application Platform
Prerequisites

Next steps

Add testing and scanning to your application
What you will do
Overview
Install OOTB Supply Chain with Testing
Tekton pipeline config example
Workload update
Install OOTB Supply Chain with Testing and Scanning
Workload update
Query for vulnerabilities

Next steps

Add testing and scanning to your application
What you will do
Overview

Install OOTB Supply Chain with Testing
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Tekton pipeline config example
Workload update
Install OOTB Supply Chain with Testing and Scanning
Workload update
Query for vulnerabilities

Next steps

Configure image signing and verification in your supply chain
What you will do
Configure your supply chain to sign and verify your image builds

Next steps

Integrate a plug-in into your Tanzu Developer Portal
What you will do
Prerequisites
Customize your Tanzu Developer Portal by adding the hello-world plug-in

Next steps

Generate an application with Application Accelerator
Prerequisites
Generate a project using an Application Accelerator
Learn more about Application Accelerator

Next Steps

Generate an application with Application Accelerator
Prerequisites
Generate a project using an Application Accelerator
Learn more about Application Accelerator

Next Steps

Deploy an app on Tanzu Application Platform
What you will do
Prerequisites
Deploy your application using the Tanzu CLI
Prerequisites
Procedure
Add your application to Tanzu Developer Portal software catalog

Next steps

Iterate on your new app using Tanzu Developer Tools for IntelliJ

What you will do
Prepare to iterate on your application
Prepare your project to support Live Update

Maven Spring Boot project requirements
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Gradle Spring Boot project requirements 646

Set up the IDE 646

Apply your application to the cluster 647
Enable Live Update for your application 648
Debug your application 649
Delete your application from the cluster 651
Next steps 652
Iterate on your new app using Tanzu Developer Tools for Visual Studio 652
What you will do 652
Prepare to iterate on your application 652
Prepare your project to support Live Update 652

Set up the IDE 653

Apply your application to the cluster 653
Enable Live Update for your application 654
Debug your application 655
Delete your application from the cluster 655
Next steps 655
Iterate on your new app using Tanzu Developer Tools for VS Code 655
What you will do 655
Prepare to iterate on your application 655
Prepare your project to support Live Update 656

Maven Spring Boot project requirements 656

Gradle Spring Boot project requirements 657

Set up the IDE 657

Apply your application to the cluster 658
Enable Live Update for your application 658
Debug your application 659
Monitor your running application 660
Delete your application from the cluster 661
Next steps 661
Claim services on Tanzu Application Platform 661
What you will do 661
Overview 661
Prerequisites 662
Discover available services 662
Create a claim for a service instance 663
Learn more 664
Next steps 664
Consume services on Tanzu Application Platform 664
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What you will do

Overview

Prerequisites

Discovering existing claims

Binding application workloads to the service instance
Learn more

Next steps

Deploy an air-gapped workload on Tanzu Application Platform
What you will do
Prerequisites
Create a workload from Git
Create a basic supply chain workload
Create a testing supply chain workload

Create a testing scanning supply chain workload
Deploy Spring Cloud applications to Tanzu Application Platform

Deploy Spring Cloud applications to Tanzu Application Platform

Deploy Spring Cloud Config applications to Tanzu Application Platform

Identify Spring Cloud Config applications
Prerequisites

Configure workloads

Deploy Spring Cloud DiscoveryClient applications to Tanzu Application

Platform
Identify Spring Cloud DiscoveryClient applications
Prerequisites
Example: The Greeting application
Create a properties file in your configuration repository
Create Application Configuration Service resources

Create application workload resources

Using Spring Cloud Gateway for Kubernetes with Tanzu Application
Platform

Create a new application accelerator
What you will do
Set up Visual Studio Code
Create a simple project
Set up the project directory
Prepare the README.md and accelerator.yaml
Test the accelerator

Upload the project to a Git repository
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Register the accelerator to the Tanzu Application Platform and verify project generation

679

output
Verify project generation output by using Tanzu Developer Portal 679
Learn more about Application Accelerator 681
Learn about Tanzu Application Platform 682
Application accelerators on Tanzu Application Platform 682
What are application accelerators 682
Working with accelerators 682
Next steps 683
Supply chains on Tanzu Application Platform 683
What are supply chains 683
A path to production 683
Available supply chains 683
1: OOTB Basic (default) 683
2: OOTB Testing 684
3: OOTB Testing+Scanning 684
Next steps 685
Vulnerability scanning, storing, and viewing for your supply chain 685
Features 685
Components 686
Next steps 686
Troubleshooting 686
About consuming services on Tanzu Application Platform 686
Key concepts 686
Service instances 687
Service bindings 687
Resource claims 687
Services you can use with Tanzu Application Platform 687
User roles and responsibilities 687
Next steps 688
Set up Tanzu Service Mesh 689
Prerequisites 689
Activate your Tanzu Service Mesh subscription 689
Set up Tanzu Application Platform 690
End-to-end workload build and deployment scenario 690
Apply a workload resource to a build cluster 690
Configure egress for Tanzu Build Service 691
Create a global namespace 691
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Run cluster deployment
Deployment use case: Where For Dinner
Create an initial set of configuration files from the accelerator
Apply the workload resources to your build cluster
Install service claim resources on the cluster
Run cluster deployment
Create a global namespace
Deployment use case: ACME Fitness Store
Deploy AppSSO
Apply the workload resources to your build cluster
Create the Istio ingress resources
Deploy Redis
Run cluster deployment
Deploy Spring Cloud Gateway
Install the Spring Cloud Gateway package
Configure the Spring Cloud Gateway instance and route

Create a global namespace

Set up Tanzu Service Mesh

Prerequisites

Activate your Tanzu Service Mesh subscription

Set up Tanzu Application Platform

End-to-end workload build and deployment scenario
Apply a workload resource to a build cluster
Configure egress for Tanzu Build Service
Create a global namespace
Run cluster deployment

Deployment use case: Where For Dinner
Create an initial set of configuration files from the accelerator
Apply the workload resources to your build cluster
Install service claim resources on the cluster
Run cluster deployment
Create a global namespace

Deployment use case: ACME Fitness Store
Deploy AppSSO
Apply the workload resources to your build cluster
Create the Istio ingress resources
Deploy Redis
Run cluster deployment
Deploy Spring Cloud Gateway

Install the Spring Cloud Gateway package

Configure the Spring Cloud Gateway instance and route
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Create a global namespace

Overview of workloads

Workload features

Available workload types

Overview of workloads

Workload features

Available workload types

Use web workloads
Overview

Use the web workload type

Use server workloads
Overview
Use the server workload type
server-specific workload parameters

Expose server workloads outside the cluster

Use server workloads
Overview
Use the server workload type
server-specific workload parameters

Expose server workloads outside the cluster
Expose server workloads outside the cluster automatically
Expose HTTP server workloads outside the cluster manually

Define a workload type that exposes server workloads outside the
cluster

Expose workloads outside the cluster using AVI L4/L7

Use worker workloads

Overview

Use the worker workload type

Service-to-Service communication

Calling web workloads within a cluster

Example of service-to-service communication for web and server workloads

Parameter reference

Workload Parameter Reference

List of Supply Chain Resources for Workload Object
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source-provider
GitRepository
ImageRepository
MavenArtifact
source-tester
source-scanner
image-provider
Kpack Image
Runnable (TaskRuns for Dockerfile-based builds)
Pre-built image (ImageRepository)
image-scanner
config-provider
app-config
service-bindings
api-descriptors
config-writer (git or registry)
deliverable
Deliverable Parameters Reference
List of Cluster Delivery Resources for Deliverable Object
source-provider
GitRepository
ImageRepository
app deployer

App

Use functions (Beta)
Overview
Supported languages and frameworks
Prerequisites
Create a function project from an accelerator
Create a function project using the Tanzu CLI

Deploy your function

Use functions (Beta)
Overview
Supported languages and frameworks
Prerequisites
Create a function project from an accelerator
Create a function project using the Tanzu CLI

Deploy your function

Troubleshoot Tanzu Application Platform
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Troubleshoot Tanzu Application Platform

Troubleshoot installing Tanzu Application Platform
Developer cannot be verified when installing Tanzu CLI on macOS
Access .status.usefulErrorMessage details
“Unauthorized to access” error
“Serviceaccounts already exists” error
After package installation, one or more packages fails to reconcile

Ingress is broken on Kind cluster

Troubleshoot using Tanzu Application Platform

Installed packages are failing

Use events to find possible causes

Missing build logs after creating a workload
Explanation
Solution

Workload creation stops responding with “Builder default is not ready” message
Explanation
Solution

“Workload already exists” error after updating the workload
Explanation
Solution

Workload creation fails due to authentication failure in Docker Registry
Explanation
Solution

Telemetry component logs show errors fetching the “reg-creds” secret
Explanation
Solution

Debug convention might not apply
Explanation
Solution

Execute bit not set for App Accelerator build scripts
Explanation
Solution

“No live information for pod with ID” error
Explanation
Solution

“image-policy-webhook-service not found” error
Explanation
Solution

“Increase your cluster resources” error

Explanation
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Solution
MutatingWebhookConfiguration prevents pod admission
Explanation
Solution
Priority class of webhook’s pods preempts less privileged pods
Explanation
Solution
CrashLoopBackOff from password authentication fails
Explanation
Solution
Password authentication fails
Explanation
Solution
metadata-store-db pod fails to start
Explanation
Solution
Missing persistent volume
Explanation
Solution
Failure to connect Tanzu CLI to AWS EKS clusters
Explanation
Solution
Invalid repository paths are propagated
Explanation
Solution
x509: certificate signed by unknown authority
Explanation
Solution

Option 1: Configure the Shared Ingress Issuer’s Certificate Authority as a trusted
Certificate Authority

Option 2: Deactivate the shared ingress issuer
Troubleshoot Tanzu Application Platform components

Troubleshoot Tanzu GitOps Reference Implementation (RI)
Tanzu Sync application error
Tanzu Application Platform install error
Common errors
Given data value is not declared in schema
ExternalSecret not found

Error occurs when deleting Kubernetes authentication

Uninstall your Tanzu Application Platform by using Tanzu CLI

VMware by Broadcom

759
759
759
759
760
760
760

761

761

761

761

761

761
762
762
762
762
762
763
763
763
763
763
763
764
764
764
764

764

764

765

765
765
766
766
766
766
767

768

33



Tanzu Application Platform v1.6 (LTS)

Delete the packages 768
Delete the Tanzu Application Platform package repository 769
Remove Tanzu CLI, plug-ins, and associated files 769
Remove Cluster Essentials 770
Remove Crossplane resources 770
Uninstall your Tanzu Application Platform by using Tanzu CLI 770
Delete the packages 770
Delete the Tanzu Application Platform package repository 771
Remove Tanzu CLI, plug-ins, and associated files 77
Remove Cluster Essentials 772
Remove Crossplane resources 772
Uninstall Tanzu Application Platform by using GitOps 772
Delete Tanzu Sync Application 772
Delete external resources from AWS Secrets Manager 772
Delete external resources from Hashicorp Vault 773
Remove the Tanzu CLI, plug-ins, and associated files 773
Remove Cluster Essentials 773
Component documentation for Tanzu Application Platform 774
Component documentation for Tanzu Application Platform 774
Overview of Tanzu CLI 774
Tanzu CLI 774
Tanzu CLI architecture 774
Tanzu CLI installation 775
Tanzu CLI command groups 775
Install new plug-ins 775
Overview of Tanzu CLI 776
Tanzu CLI 776
Tanzu CLI architecture 776
Tanzu CLI installation 776
Tanzu CLI command groups 776
Install new plug-ins 777
Overview of Tanzu CLI plug-ins 777
Overview of Tanzu CLI plug-ins 778
Tanzu Apps CLI overview 778
About workloads 778
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Tanzu Apps CLI overview

About workloads
Get started with Apps CLI plug-in

Install Tanzu Apps CLI
Prerequisites
Install Tanzu Apps CLI plug-in

Uninstall Tanzu Apps CLI

Configure the Tanzu Apps CLI
Changing clusters with —context
Overriding the default kubeconfig
Suppressing color with —no-color flag
tanzuignore file

Example of a .tanzuignore file
Registry flags and environment variables
Autocompletion

Bash

Zsh
Tanzu Apps CLI tutorials

Create or update a workload

Create a workload from a workload.yaml file or from a URL

Create a workload from a YAML file
Create a workload from stdin
Create a workload from URL

Create workload from Git source
Unset Git fields
Subpath

Create a workload from Local Source
--live-update

Spring Boot application example

Subpath

Create a workload from a pre-built image

Create a workload from a Maven repository artifact

Create a workload from a Dockerfile

Get workload status

tanzu apps workload list
-all-namespaces, -A flag
—-app flag

-namespace, -n flag
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—output, -o flag
tanzu apps workload get
tanzu apps workload tail
tail a workload while creating or applying a workload
—export flag
—output flag with tanzu apps workload get command

—output flag with tanzu apps workload apply command

Delete a workload

Delete all workloads in a namespace
Apps CLI how-to-guides

Integrate with Local Source Proxy
Check Local Source Proxy health
Update the local source code for workloads
Use the --source-image flag

Switch from Local Source Proxy to --source-image flag

Manage workload merge behavior
merge

replace
Troubleshoot Apps CLI plug-in

Troubleshoot workloads

Check build logs

Get the workload status and details

Common workload errors
Local Path Development Error Cases
WorkloadLabelsMissing/SupplyChainNotFound
MissingValueAtPath
TemplateRejectedByAPIServer

Review supply chain steps

Additional Troubleshooting References

Troubleshooting Local Source Proxy integration
Tanzu Apps CLI reference

Tanzu Apps CLI plug-in dependency matrix

Check Cartographer version

tanzu apps cluster-supply-chain

tanzu apps clustersupplychain list
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Default view 812
tanzu apps cluster-supply-chain get 812
Default view 812
tanzu apps workload apply 813
Default view 813
Workload Apply flags 814
--annotation 814
--app/-a 815
--build-env 815
--debug 816
--dry-run 817
--env/-e 817
--file, -f 818
--git-repo 819
--git-branch 819
--git-tag 819
--git-commit 819
--image / -i 820
--label / -1 820
--limit-cpu 821
--limit-memory 821
--live-update 822
--local-path 823
--maven-artifact 824
--maven-group 824
--maven-type 824
--maven-version 824
--source-image, -s 824
--namespace, -n 825
--output, -o 825
--param/ -p 826
--param-yaml 827
--registry-ca-cert 828
--registry-password 828
--registry-token 828
--registry-username 828
--request-cpu 829
--request-memory 829
--service-account 829
--service-ref 830
--sub-path 831
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--tail
--tail-timestamp
--type /-t
--update-strategy
--wait
--wait-timeout

--yes, -y

tanzu apps workload delete
Default view
Workload Delete flags
--all
--file, -f
--namespace, -n
--wait
--wait-timeout

--yes, -f

tanzu apps workload get
Default view
--export
--output/-o

--namespace/-n

tanzu apps workload list
Default view
--all-namespaces, -A
--app
--namespace, -n

--output, -o

tanzu apps workload tail
Default view
——component
--Namespace, -n
--since

--timestamp, -t

Overview of Tanzu Accelerator CLI
Server API connections for operators and developers
Using TAP-GUI URL
Using Application Accelerator Server URL

Using “ACC_SERVER_URL” environment variable
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Installation

Command reference

Overview of Tanzu Accelerator CLI

Server API connections for operators and developers

Using TAP-GUI URL

Using Application Accelerator Server URL

Using “ACC_SERVER_URL” environment variable

Installation

Command reference

Install Tanzu Accelerator CLI
Prerequisites

Install
Command reference

tanzu accelerator
Options
SEE ALSO

tanzu accelerator
Options
SEE ALSO

tanzu accelerator apply
Synopsis
Examples
Options
Options inherited from parent commands

SEE ALSO

tanzu accelerator create
Synopsis
Examples
Options
Options inherited from parent commands

SEE ALSO

tanzu accelerator delete
Synopsis
Examples
Options
Options inherited from parent commands

SEE ALSO
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tanzu accelerator fragment 857
Synopsis 857
Examples 857
Options 857
Options inherited from parent commands 857
SEE ALSO 857

tanzu accelerator fragment create 858
Synopsis 858
Example 858
Options 858
Options inherited from parent commands 858
SEE ALSO 859

tanzu accelerator fragment delete 859
Synopsis 859
Examples 859
Options 859
Options inherited from parent commands 859
SEE ALSO 859

tanzu accelerator fragment get 859
Synopsis 859
Examples 859
Options 860
Options inherited from parent commands 860

SEE ALSO 860

tanzu accelerator fragment list 860
Synopsis 860
Examples 860
Options 860
Options inherited from parent commands 860
SEE ALSO 860

tanzu accelerator fragment update 860
Synopsis 861
Examples 861
Options 861
Options inherited from parent commands 861
SEE ALSO 861

tanzu accelerator generate 861
tanzu accelerator generate 861
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Synopsis 861
Examples 862
Options 862
Options inherited from parent commands 862

SEE ALSO 862
tanzu accelerator generate-from-local 862
Synopsis 862
Examples 863
Options 863
Options inherited from parent commands 863
SEE ALSO 863
tanzu accelerator get 863
Synopsis 864
Examples 864
Options 864
Options inherited from parent commands 864
SEE ALSO 864
tanzu accelerator list 864
Synopsis 864
Examples 864
Options 865
Options inherited from parent commands 865
SEE ALSO 865
tanzu accelerator push 865
Synopsis 865
Examples 865
Options 865
Configure Local Source Proxy 866
Options inherited from parent commands 866
SEE ALSO 866
tanzu accelerator update 866
Synopsis 866
Examples 866
Options 866
Options inherited from parent commands 867
SEE ALSO 867
Overview of Build Service CLI plug-in 867
Command reference 867
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Image Command

Image List

Image Status
Build Command

Build List

Build Status

Build Logs
ClusterBuilder Command

ClusterBuilder List
ClusterBuildpack Command

ClusterBuildpack List

tanzu build-service
Options

SEE ALSO

tanzu build-service build
Options
SEE ALSO

tanzu build-service builder
Options

SEE ALSO

tanzu build-service builder list

Synopsis
Examples
Options
SEE ALSO

tanzu build-service builder status

Synopsis
Examples
Options

SEE ALSO

tanzu build-service buildpack

Options

SEE ALSO

tanzu build-service buildpack list

Synopsis
Examples

Options
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SEE ALSO

tanzu build-service buildpack status
Synopsis
Examples
Options
SEE ALSO

tanzu build-service build list
Synopsis
Examples
Options
SEE ALSO

tanzu build-service build logs
Synopsis
Examples
Options
SEE ALSO

tanzu build-service build status
Synopsis
Examples
Options
SEE ALSO

tanzu build-service clusterbuilder
Options
SEE ALSO

tanzu build-service clusterbuilder list
Synopsis
Examples
Options
SEE ALSO

tanzu build-service clusterbuilder status

Synopsis
Examples
Options
SEE ALSO

tanzu build-service clusterbuildpack
Options
SEE ALSO
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tanzu build-service clusterbuildpack list
Synopsis
Examples
Options
SEE ALSO

tanzu build-service clusterbuildpack status

Synopsis
Examples
Options
SEE ALSO

tanzu build-service clusterstack
Options
SEE ALSO

tanzu build-service clusterstack list
Synopsis
Examples
Options
SEE ALSO

tanzu build-service clusterstack status
Synopsis
Examples
Options

SEE ALSO

tanzu build-service clusterstore
Options
SEE ALSO

tanzu build-service clusterstore list
Synopsis
Examples
Options
SEE ALSO

tanzu build-service clusterstore status
Synopsis
Examples
Options
SEE ALSO

tanzu build-service image
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Options
SEE ALSO

tanzu build-service image list
Synopsis
Examples
Options

SEE ALSO

tanzu build-service image status
Synopsis
Examples
Options
SEE ALSO

tanzu build-service image trigger
Synopsis
Examples
Options
SEE ALSO

Overview of Tanzu Insight plug-in
Overview of Tanzu Insight plug-in
Install your Tanzu Insight CLI plug-in

Configure your Tanzu Insight CLI plug-in
Set the target and certificate authority (CA) certificate
Single-cluster setup
Set the target
Set the access token

Verify the connection

Query vulnerabilities, images, and packages
Supported use cases
Query using the Tanzu Insight CLI plug-in
Example #1: What packages and CVEs does a specificimage contain?
Find animage’s digest
Find animage’s digest using Supply Chain Tools - Scan 2.0
Find animage’s digest using Supply Chain Tools - Scan Pre-2.0
Query animage with image digest
Example #2: What packages and CVEs does my source code contain?
Determining source code org, repo, and commit SHA

Source code query with repo and org
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Source code query with commit SHA

Example #3: What dependencies are affected by a specific CVE?

Add data

Add data to your Supply Chain Security Tools - Store

Supported formats and file types
Generate a CycloneDX file

Add data with the Tanzu Insight plug-in
Example #1: Add an image report

Example #2: Add a source report

Triage vulnerabilities (alpha)
Triage
Prerequisites
Create vulnerability analyses
View existing analysis

Copy an analysis

Tanzu insight CLI plug-in command reference
Synopsis
Options

See also

tanzu insight config
Options

See also

tanzu insight config set-target
Synopsis
Examples
Options

See also

tanzu insight health
Synopsis
Examples
Options

See also

tanzu insight image
Options

See also

tanzu insight image add
Synopsis
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Examples
Options

See also

tanzu insight image get
Synopsis
Examples
Options

See also

tanzu insight image packages
Synopsis
Examples
Options

See also

tanzu insight image vulnerabilities

Synopsis
Examples
Options

See also

tanzu insight package
Options

See also

tanzu insight package get
Synopsis
Examples
Options

See also

tanzu insight package images
Synopsis
Examples
Options

See also

tanzu insight package sources
Synopsis
Examples
Options

See also

tanzu insight package vulnerabilities
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Synopsis
Examples
Options

See also

tanzu insight source
Options

See also

tanzu insight source add
Synopsis
Examples
Options

See also

tanzu insight source get
Synopsis
Examples
Options

See also

tanzu insight source packages
Synopsis
Examples
Options

See also

tanzu insight source vulnerabilities
Synopsis
Examples
Options

See also

tanzu insight triage
Options

See also

tanzu insight triage copy
Synopsis
Examples
Options
Options inherited from parent commands

See also

tanzu insight triage list
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Examples 903
Options 903
Options inherited from parent commands 903
See also 904
tanzu insight triage update 904
Synopsis 904
Impact Analysis States --state 904
Impact Analysis Justifications --justification 904
Impact Analysis Responses --response 905
Free form comments --comment 905
Examples 905
Options 905
Options inherited from parent commands 906
See also 906
tanzu insight vulnerabilities 906
Options 906
See also 906
tanzu insight vulnerabilities get 906
Synopsis 906
Examples 906
Options 907
See also 907
tanzu insight vulnerabilities images 907
Synopsis 907
Examples 907
Options 907
See also 907
tanzu insight vulnerabilities packages 907
Synopsis 907
Examples 908
Options 908
See also 908
tanzu insight vulnerabilities sources 908
Synopsis 908
Examples 908
Options 908
See also 908
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Overview of API Auto Registration
Overview

Getting started

Overview of API Auto Registration
Overview

Getting started

Key Concepts for APl Auto Registration
API Auto Registration Architecture
APIDescriptor Custom Resource Explained
With an Absolute URL
With an Object Ref

With an HTTPPRoxy Object Ref
With a Knative Service Object Ref
With an Ingress Object Ref

APIDescriptor Status Fields

Install APl Auto Registration
Tanzu Application Platform prerequisites
Using with TLS

Install

Use API Auto Registration
Generate OpenAPI Spec
Using a Spring Boot app with a REST service
Using App Accelerator Template
Using an existing Spring Boot project using springdoc
Create APIDescriptor Custom Resource
Use Out-Of-The-Box (OOTB) supply chains
Using Custom Supply Chains
Using other GitOps processes or Manually
Additional configuration

Setting up CORS for OpenAPI specifications

Troubleshoot API Auto Registration
Debug API Auto Registration

APIDescriptor CRD shows message of connection refused but service is up and running

Configure CA Cert Data

APIDescriptor CRD shows message of x509: certificate signed by unknown authority but

service is running

Overview of API portal for VMware Tanzu

Getting started
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Overview of API portal for VMware Tanzu

Getting started

Install API portal for VMware Tanzu
Prerequisites
Install

Update the installation values for the api-portal package
Overview of API Validation and Scoring
Overview of API Validation and Scoring

Install API Validation and Scoring
Prerequisites
Resource requirements
Relocate images to a registry
Add the API Validation and Scoring package repository
Install

Uninstall

Use API Validation and Scoring to score your auto-registered API

Use API Validation and Scoring to score your auto-registered API

Overview of Application Accelerator

Overview
Architecture
How does Application Accelerator work?

Next steps

Overview of Application Accelerator
Overview
Architecture
How does Application Accelerator work?

Next steps

Install Application Accelerator
Prerequisites
Install

Configure properties and resource use

Configure Application Accelerator
Using a Git-Ops style configuration for deploying a set of managed accelerators
Functional and Organizational Considerations
Examples for creating accelerators

A minimal example for creating an accelerator
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An example for creating an accelerator with customized properties
Creating a manifest with multiple accelerators and fragments
Configure tap-values.yaml with Git credentials secret
Using non-public repositories
Examples for a private Git repository
Example using http credentials
Example using http credentials with self-signed certificate
Example using SSH credentials
Examples for a private source-image repository
Example using image-pull credentials
Configure ingress timeouts when some accelerators take longer to generate
Configure an ingress timeout overlay secret for each HTTPProxy
Apply the timeout overlay secrets in tap-values.yaml
Configuring skipping TLS verification for access to Source Controller
Enabling TLS for Accelerator Server
Configuring skipping TLS verification of Engine calls for Accelerator Server
Enabling TLS for Accelerator Engine

Next steps

Create accelerators
Prerequisites
Getting started
Publishing the new accelerator
Using accelerator fragments
Deploying accelerator fragments

Next steps

Create accelerators
Prerequisites
Getting started
Publishing the new accelerator
Using accelerator fragments
Deploying accelerator fragments

Next steps

Create an accelerator.yaml file in Application Accelerator
Accelerator
Accelerator metadata
Accelerator options
DependsOn and multi-value dataType
Examples
Engine

Engine example
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Engine notation descriptions

Advanced accelerator use

Application Accelerator sample accelerator.yamil file

Use transforms in Application Accelerator

Why transforms?
Combining transforms

Chain

Merge
Shortened notation

A Combo of one?
A common pattern with merge transforms
Conditional transforms

Conditional ‘Merge’ transform

Conditional ‘Chain’ transform

A small gotcha with using conditionals in merge transforms
Merge conflict

Resolving merge conflicts

File ordering

Next steps

Use custom types in Application Accelerator
Limitations
Interaction with SpEL

Interaction with Composition

Use fragments in Application Accelerator
Introduction
Introducing fragments
The imports section explained
Using the InvokeFragment Transform
Back to the imports section
Using dependsOn in the imports section

Discovering fragments using Tanzu CLI accelerator plug-in

Transforms reference
Available transforms

See also

Transforms reference
Available transforms

See also
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Combo transform
Syntax reference
Behavior
Examples

Example 1

Example 2

Include transform
Syntax reference
Examples

See also

Exclude transform
Syntax reference
Examples

See also

Merge transform
Syntax reference

See also

Chain transform
Syntax reference

Behavior

Let transform
Syntax reference
Execution

See also

Loop transform
Syntax reference
Behavior
Examples

Example 1
Example 2

Example 3

InvokeFragment transform
Syntax reference
Behavior
Variables
Files

Examples
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See also

ReplaceText transform
Syntax reference
Examples

Example 1
Example 2
Example 3
Example 4
Example 5

See also

RewritePath transform
Syntax reference
Examples
Example 1
Example 2
Example 3
Interaction with Chain and Include

See also

OpenRewriteRecipe transform
Syntax reference

Example

YTT transform
Syntax reference
Execution
Examples

Basic invocation

Using extraArgs

UseEncoding transform

Syntax reference
Example use

See also

UniquePath transform
Syntax reference
Examples

See also

Conflict resolution

Syntax reference
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Combo
Chain
Available strategies

See also

Provenance transform

Syntax reference

Behavior

Use SpEL with Application Accelerator
Variables
Implicit variables
Conditionals
Rewrite path concatenation
Regular expressions

Dealing with string arrays

Accelerator custom resource definition
Overview
API definitions
Accelerator CRD Spec
Fragment CRD Spec

Excluding files

Test accelerators in Application Accelerator
Generate a project from local sources
Cl/CD Pipeline
Add the Tanzu CLI to a CI/CD pipeline

Use the Provenance transform in Application Accelerator

Use the Application Accelerator Visual Studio Code extension
Dependencies
Install the extension
Configure the extension
Using the extension
Retrieving the URL for the Tanzu Developer Portal
Download and Install Self-Signed Certificates from the Tanzu Developer Portal
Prerequisites

Procedure

Use the Application Accelerator IntelliJ plug-in
Dependencies

Install the plug-in
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Configure the plug-in

Use the plug-in

Retrieving the URL for the Tanzu Developer Portal

Download and Install Self-Signed Certificates
Prerequisites

Procedure

Application Accelerator best practices

Best practices for using accelerators
Benefits of using an accelerator
Design considerations
Housekeeping rules
Tests

Application skeleton

Best practices for using fragments
Benefits of using Fragment
Design considerations
Housekeeping rules

Versioning

Troubleshoot Application Accelerator
Installation issues
Verify installed packages
Look at resource events
Development issues
Failure to generate a new project
URI is not absolute error
Accelerator authorship issues
General tips
Speed up the reconciliation of the accelerator
Use a source image with local accelerator source directory
Expression evaluation errors
Operations issues
Accelerator persists in Tanzu Developer Portal after deletion
Check status of accelerator resources
When Accelerator ready column is blank
When Accelerator ready column is false
REASON: GitRepositoryResolutionFailed
REASON: GitRepositoryResolutionPending

REASON: ImageRepositoryResolutionPending
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Overview of Application Configuration Service for VMware Tanzu
Overview of Application Configuration Service for VMware Tanzu

Install Application Configuration Service for VMware Tanzu
Prerequisites

Install

Overview of Application Live View
Value proposition
Intended audience
Supported application platforms
Multicloud compatibility

Deployment

Overview of Application Live View
Value proposition
Intended audience
Supported application platforms
Multicloud compatibility

Deployment

Install Application Live View
Overview
Prerequisites
Install Application Live View
Install Application Live View back end
Install Application Live View connector
Install Application Live View conventions
Install Application Live View APIServer

Deprecation notice for the ssIDisabled key

Configure security and access control in Application Live View
Security and access control overview
Prerequisites
Configure improved security
Application Live View connector
Application Live View Ul plug-in

Authorize a user to execute sensitive operations

Enabling Spring Boot apps for Application Live View
Enable Spring Boot apps

Enable Spring Boot 3 apps

Enable Spring Cloud Gateway apps
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Workload image NOT built with Tanzu Build Service

Enabling Spring Boot apps for Application Live View
Enable Spring Boot apps

Enable Spring Boot 3 apps
Enable Spring Cloud Gateway apps

Workload image NOT built with Tanzu Build Service

Enable Spring Native apps for Application Live View

Procedure

Enable Steeltoe apps for Application Live View
Extend .NET Core Apps to Steeltoe Apps

Enable Application Live View on Steeltoe Tanzu Application Platform workload

Application Live View convention server

Role of Application Live View convention
Description of metadata labels

Verify the applied labels and annotations

Custom configuration for the connector
Configure the developer workload in Tanzu Application Platform
Deploy the workload

Verify the label has propagated through the Supply Chain
Custom configuration for application actuator endpoints

Scaling Knative apps in Tanzu Application Platform
Configure the developer workload in Tanzu Application Platform
Deploy the workload

Verify the annotation has propagated through the Supply Chain
Application Live View on OpenShift
Support for polyglot apps with Application Live View

Application Live View internal architecture
Component overview

Design flow

Troubleshoot Application Live View
App is not visible in Application Live View Ul
App is not visible in Application Live View Ul with actuator endpoints enabled
The Ul does not show any information for an app with actuator endpoints exposed at root
No information shown on the Health page

Stale information in Application Live View
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Unable to find CertificateRequests in Application Live View convention
No live information for pod with ID

Cannot override the actuator path in the labels

Cannot configure SSL in appliveview-connector

Verify the labels in your workload YAML file

Override labels set by the Application Live View convention service

Configure labels when management.endpoints.web.base-path and

management.server.port are set
Uninstall Application Live View

Overview of Application Single Sign-On for VMware Tanzu® 4.0

Document organization

Overview of Application Single Sign-On for VMware Tanzu® 4.0

Document organization
Application Single Sign-On concepts

Levels of consumption for Application Single Sign-On
Level 1: ClientRegistration
Level 2: WorkloadRegistration
Level 3: ClassClaim (recommended)

Summary

Configure grant types
Topics
Client Credentials Grant Type

Authorization Code Grant Type

About token signatures
Token signature 101

Token signature of an AuthServer
Get started with Application Single Sign-On

Overview of Application Single Sign-On
Prerequisites
Key concepts

Next steps

Provision an AuthServer
Prerequisites
Provision an AuthServer
The AuthServer spec in detail

Metadata
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TLS & issuer URI
Token Signature
Identity providers

Configuring storage

Provision a client registration
Prerequisites
Creating the ClientRegistration

Validating that the credentials are working

Deploy an application with Application Single Sign-On
Prerequisites
Deploy a minimal application
Deployment manifest

OAuUth2-Proxy
Application Single Sign-On how-to guides

Application Single Sign-On for Platform Operators
Application Single Sign-On for Platform Operators

Install Application Single Sign-On
What's inside
Prerequisites
Install Application Single Sign-On for VMware Tanzu

See also

Upgrade Application Single Sign-On
Migration guides
v3.0.0tov3.1.0
v2.0.0tov3.0.0
v1.0.0tov2.0.0

Uninstall Application Single Sign-On
Application Single Sign-On for Service Operators
Application Single Sign-On for Service Operators

Configure an unsafe test login
Configure a ClusterUnsafeTestLogin

Use the unsafe test login

Annotations and labels for AppSSO
Labels
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Allowing client namespaces
Unsafe configuration
Unsafe identity provider

Unsafe issuer URI

Issuer URI and TLS for AppSSO
Overview
Configure TLS by using a (Cluster)lssuer
Configure TLS by using a Certificate
Configure TLS by using a Secret
Deactivate TLS (unsafe)

Allow Workloads to trust a custom CA AuthServer

TLS scenario guides for AppSSO
Overview
Prerequisites
Using a default issuer
Using a Clusterlssuer
Using an Issuer
Using an existing Certificate
Using an existing TLS certificate

Using an existing wildcard TLS certificate

CA certificates for AppSSO

Configure workloads to trust a custom CA
Overview
Exporting custom CA certificate Secret
Importing custom CA certificate Secret

Appending custom CA certificate Secret reference to Workload

Identity providers for AppSSO
OpenlD Connect providers
OpenlD external groups mapping
Note for registering a client with the identity provider
Supported token signing algorithms
LDAP
LDAP external groups mapping
ActiveDirectory group search
“Classic” group search
Direct group search only
Groups in sub-trees

Nested group search
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128

1129
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1131
132
134
134
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SAML (experimental)

SAML external groups mapping

Note for registering a client with the identity provider
InternalUnsafe

Generating a bcrypt hash from a plain-text password
Identity token claims mapping

Constraints
Roles claim filtering

Roles claim filters

Roles claim filter examples
Roles claim mapping and filtering explained

Restrictions

Configure authorization for AppSSO
Overview
Retrieving external groups or roles
Mapping individual roles into authorization scopes

Default authorization scopes

Public clients and CORS for AppSSO
Overview
CORS configuration
Client authentication

References

Token settings for Application Single Sign-On
Token expiry
Constraints

Verify token settings

Manage token signature keys for Application Single Sign-On
Overview
Creating keys
Using secretgen-controller
Using OpenSSL
Rotating keys
Revoking keys

References and further reading

Storage for AppSSO
Overview
Securing Data at rest

Configuring Redis
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Configuring Redis Server CA certificate
Configuring a Redis Secret
Attaching storage to an AuthServer
Inspecting storage of an AuthServer
Storage provided by default
Data types
Known limitations of storage providers

Redis Cluster

AuthServer readiness for AppSSO
Client registration check
Prerequisites
Define and apply a test client

Get an access token

Scale AuthServer for AppSSO

Curate a service offering
Prerequisites
Create a ClusterWorkloadRegistrationClass
Customize the ClusterWorkloadRegistrationClass

Names and descriptions

Application Single Sign-On for App Operators
Discover Application Single Sign-On service offerings

Claim credentials for an Application Single Sign-On service offering
Discover available parameters
Claim credentials
Inspect the progress of your claim

Next steps

Secure a workload with Application Single Sign-On
OAuth2 client parameters
redirectPaths
workloadRef
authorizationGrantTypes
Client authentication method
scopes
requireUserConsent
Behind the scenes
Loading client credentials into a Workload

Trusting an authorization server
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Summary 178
Secure a Spring Boot workload 1178
Get the sample application 178
Create a namespace for workloads 179
Claim client credentials 179
Ensure Workload trusts AuthServer 1180
Deploy the Workload 180
Cleaning up 181
Secure a single-page app workload 1181
Get the sample application 181
Create a namespace for workloads 182
Claim the client credentials 182
Verify application authentication settings 183
Start a sample back end 183
Deploy the Workload 1184
Clean up 1184
Troubleshoot Application Single Sign-on 1185
Why is my AuthServer not working? 1185
Find all AuthServer related Kubernetes resources 185
See logs of all AuthServers 1185
Wait for change propagation 1185
Set up debug logs 185
Misconfigured clientSecret 1186
Problem: 186
Solution: 186
Misconfigured redirect URI 1186
Problem: 186
Solution: 186
Unsupported id_token_signed _response_alg with openid identityProviders 186
Problem: 1186
Solution: 186
Misconfigured identity provider clientSecret 187
Problem: 187
Solution: 187
Missing scopes 187
Problem: 187
Solution: 187
Misconfigured sub claim 187
Problem: 187
Solution: 187
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Troubleshoot a ClassClaim for an AppSSO service
Problem:

Solution:
Application Single Sign-On Reference
AppSSO APIs

AuthServer API for AppSSO
Spec
Status & conditions
RBAC

Example

ClientRegistration API for AppSSO
Spec
Scopes
Client authentication methods
Status & conditions

Example

ClusterUnsafeTestLogin API for Application Single Sign-On

Specification

Example

ClusterWorkloadRegistrationClass API for Application Single Sign-On

Specification

Examples

Claims
Claims specification
Claims examples

Claims updates

WorkloadRegistration API for AppSSO
Specification
Examples

Redirect URI templating

XWorkloadRegistration API for AppSSO
Specification

Examples

Known issues for Application Single Sign-On
Unregistration by deletion

Limited number of ClientRegistrations per AuthServer
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197
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1200
1200
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121
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LetsEncrypt: domain name for Issuer URI limited to 64 characters maximum
Spring Boot 3 based Workloads and ClientRegistration resources

ClassClaim credential propagation time
Application Single Sign-On for OpenShift clusters

Package configuration for Application Single Sign-On
Configuration values

ca_cert_data
cluster _resource_namespace
default_authserver_clusterissuer
default_workload _domain_template
domain_name
domain_template
kubernetes_distribution
kubernetes_version
workload _domain_name
replicas
resources
resync_period

Configuration schema

RBAC for AppSSO
User aggregated rules
app-operator
app-editor
app-viewer
service-operator

Controller

AuthServer audit logs for AppSSO
Overview
Authentication

Token flows

Overview of Default roles for Tanzu Application Platform

Default roles
Working with roles using the RBAC CLI plug-in

Disclaimer

Overview of Default roles for Tanzu Application Platform
Default roles
Working with roles using the RBAC CLI plug-in

Disclaimer
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Set up authentication for your Tanzu Application Platform deployment 1222
Tanzu Kubernetes Grid 1222
Set up authentication for your Tanzu Application Platform deployment 1222
Tanzu Kubernetes Grid 1223
Install Pinniped on Tanzu Application Platform 1223
Prerequisites 1223
Environment planning 1223
Install Pinniped Supervisor by using Let’s Encrypt 1224
Create Certificates (letsencrypt or cert-manager) 1224

Create Ingress resources 1225

Create the pinniped-supervisor configuration 1226

Apply the resources 1227

Switch to production issuer (letsencrypt or cert-manager) 1227

Install Pinniped Supervisor Private CA 1228
Create Certificate Secret 1229

Create Ingress resources 1229

Create the pinniped-supervisor configuration 1230

Apply the resources 1231

Install Pinniped Concierge 1231
Log in to the cluster 1232
Integrate your Azure Active Directory 1232
Integrate Azure AD with a new or existing AKS without Pinniped 1232
Prerequisites 1232

Set up a platform operator 1233

Set up a Tanzu Application Platform default role group 1233

Set up kubeconfig 1234
Integrate Azure AD with Pinniped 1234
Prerequisites 1234

Set up the Azure AD app 1234

Set up the Tanzu Application Platform default role group 1236

Set up kubeconfig 1236

Role descriptions for Tanzu Application Platform 1236
app-editor 1237
app-viewer 1237
app-operator 1237
service-operator 1237
workload 1237
deliverable 1238
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Role descriptions for Tanzu Application Platform
app-editor
app-viewer
app-operator
service-operator
workload

deliverable

Detailed role permissions for Tanzu Application Platform
Native Kubernetes Resources
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator: "true"
App Accelerator
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator: "true"
Cartographer
apps.tanzu.vmware.com/aggregate-to-app-editor: "true"

apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"

apps.tanzu.vmware.com/aggregate-to-app-viewer-cluster-access: "true"

apps.tanzu.vmware.com/aggregate-to-app-operator-cluster-access
Cloud Native Runtimes

apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"

apps.tanzu.vmware.com/aggregate-to-app-operator: "true"
Convention Service

apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"

apps.tanzu.vmware.com/aggregate-to-app-viewer-cluster-access: "true"

apps.tanzu.vmware.com/aggregate-to-app-operator-cluster-access
Developer Conventions
apps.tanzu.vmware.com/aggregate-to-app-editor: "true"
OOTB Templates
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
apps.tanzu.vmware.com/aggregate-to-workload: "true"
apps.tanzu.vmware.com/aggregate-to-deliverable: "true"
Service Bindings
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
Services Toolkit

apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"

apps.tanzu.vmware.com/aggregate-to-app-viewer-cluster-access: "true"

apps.tanzu.vmware.com/aggregate-to-app-operator: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator-cluster-access
Source Controller

apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
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Supply Chain Security Tools — Scan
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator: "true"

Tanzu Build Service
apps.tanzu.vmware.com/aggregate-to-app-editor: "true"
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
apps.tanzu.vmware.com/aggregate-to-app-viewer-cluster-access: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator-cluster-access

Tekton
apps.tanzu.vmware.com/aggregate-to-app-viewer: "true"
apps.tanzu.vmware.com/aggregate-to-app-viewer-cluster-access: "true"
apps.tanzu.vmware.com/aggregate-to-app-operator: "true"

apps.tanzu.vmware.com/aggregate-to-app-operator-cluster-access

Bind a user or group to a default role
Prerequisites
Install the Tanzu Application Platform RBAC CLI plug-in
(Optional) Use a different kubeconfig location
Add the specified user or group to a role
Get a list of users and groups from a role
Remove the specified user or group from a role
Error logs

Troubleshooting

Log in to Tanzu Application Platform by using Pinniped
Download the Pinniped CLI
Generate and distribute kubeconfig to users

Login with the provided kubeconfig

Additional resources about Tanzu Application Platform authentication
and authorization

Install

Additional resources about Tanzu Application Platform authentication
and authorization

Install

Install default roles independently for your Tanzu Application Platform
Prerequisites

Install

Overview of Bitnami Services

Getting started
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Overview of Bitnami Services

Getting started

Install Bitnami Services
Prerequisites

Install Bithami Services
Bitnami Services tutorials

Work with Bitnami Services
About this tutorial
Prerequisites
Concepts
Procedure
Step 1: Discover the services
Step 2: Claim a service

Step 3: Bind the claim to a workload
Bitnami Services how-to guides

Configure private registry and VMware Tanzu Application Catalog
integration for Bitnami Services

Prerequisites
Procedure
Known issue

Workaround

Obtain credentials for VMware Tanzu Application Catalog integration
with Bitnami Services

Prerequisites
Obtain the Helm chart repository for VMware Tanzu Application Catalog

Obtain pull credentials for VMware Tanzu Application Catalog

Troubleshoot Bitnami Services

Private registry or VMware Tanzu Application Catalog configuration does not take effect

Bitnami Services reference
Dependencies for Bitnami Services

Package values for Bitnami Services
Globals
MySQL
PostgreSQL
RabbitMQ

Redis
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MongoDB

Kafka
Version matrix for Bitnami Services

Overview of Cartographer Conventions
Overview
About applying conventions
Applying conventions by using image metadata

Applying conventions without using image metadata

Overview of Cartographer Conventions
Overview
About applying conventions
Applying conventions by using image metadata

Applying conventions without using image metadata

Install Cartographer Conventions

Create conventions with Cartographer Conventions

Introduction
Convention server
How the convention server works
The convention controller
How the convention services’s controller works
Getting started
Prerequisites
Define convention criteria
Define the convention behavior
Matching criteria by labels or annotations
Matching criteria by environment variables
Matching criteria by image metadata
Configure and install the convention server
Deploy a convention server

Next Steps

Troubleshoot Cartographer Conventions
No server in the cluster
Symptoms
Cause
Solution
Server with wrong certificates configured
Symptoms

Cause
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Solution
Server fails when processing a request
Symptoms
Cause
Solution
Connection refused because of an unsecured connection
Symptoms
Cause
Solution
A self-signed certificate authority (CA) is not propagated to Convention Service
Symptoms
Cause
Solution
No imagePullSecrets configured
Symptoms
Cause

Solution

Convention Service Resources for Cartographer Conventions

Overview

Collecting Logs from the Controller

Convention Service Resources for Cartographer Conventions
Overview

Collecting Logs from the Controller

ImageConfig for Cartographer Conventions

Overview
PodConventionContextSpec for Cartographer Conventions

PodConventionContextStatus for Cartographer Conventions

Overview

PodConventionContext for Cartographer Conventions
Overview
PodConventionContext Objects

PodConventionContext Structure

ClusterPodConvention for Cartographer Conventions
Overview

Define conventions

PodIntent for Cartographer Conventions
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BOM for Cartographer Conventions
Overview

Structure
Overview of cert-manager
Overview of cert-manager
Install cert-manager

ACME challenges
HTTPO1 challenges can fail

Overview of Cloud Native Runtimes
Overview of Cloud Native Runtimes

Install Cloud Native Runtimes
Prerequisites

Install
Overview of Contour

Overview of Contour

Install Contour

Configure Cipher Suites and TLS version in Contour

Configure Contour to suit your cluster size

Smaller Clusters
Larger Clusters

Configuring Envoy as a Deployment

Configure Contour to propagate header with Domain Mapping

Overview of Crossplane
Crossplane with Tanzu Application Platform

Getting started

Overview of Crossplane
Crossplane with Tanzu Application Platform

Getting started

Install Crossplane
Prerequisites

Install Crossplane
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Crossplane how-to guides

Use your existing Crossplane installation

About installing the Crossplane package

Exclude the Crossplane package from the installation

Delete Crossplane resources when you uninstall Tanzu Application
Platform

About deleting Crossplane resources

Override the default retention behavior

Troubleshoot Crossplane
Resource already exists error when installing Crossplane
Crossplane Providers cannot communicate with systems using a custom CA

The validatingwebhookconfiguration is not removed when you uninstall the Crossplane
Package

Crossplane component fails to reconcile during upgrade
Crossplane reference

Package values for Crossplane
Tanzu Application Platform configuration

Standard Crossplane configuration

Version matrix for Crossplane

Crossplane limitations

Cluster performance degradation due to a large number of CRDs

Overview of Developer Conventions
Prerequisites
Features
Enabling Live Updates
Enabling debugging

Next steps

Overview of Developer Conventions
Prerequisites
Features
Enabling Live Updates
Enabling debugging

Next steps

Install Developer Conventions
Prerequisites

Install
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Resource limits

Uninstall
Run Developer Conventions on an OpenShift cluster
Overview of Eventing
Overview of Eventing

Install Eventing
Prerequisites

Install
Overview of Flux CD Source Controller
Overview of Flux CD Source Controller

Install Flux CD Source Controller
Prerequisites
Configuration
Installation
Try fluxcd-source-controller

Documentation

Use Flux CD Source Controller

Overview of Learning Center for Tanzu Application Platform
Use cases
Use case requirements
Platform architectural overview

Next steps

Overview of Learning Center for Tanzu Application Platform
Use cases
Use case requirements
Platform architectural overview

Next steps

Install Learning Center
Prerequisites
Install Learning Center
Install the Self-Guided Tour Training Portal and Workshop

Supported Learning Center Values Configuration

About Learning Center workshops
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Get started with Learning Center
Installing Learning Center

Get started

Get started with Learning Center
Installing Learning Center

Get started

Install and configure the Learning Center operator
Installing and setting up Learning Center operator
Cluster pod security policies
Specifying the ingress domain

Set the environment variable manually
Enforcing secure connections

Configuration YAML

Create the TLS secret manually
Specifying the ingress class

Configuration YAML

Set the environment variable manually

Trusting unsecured registries

Get started with Learning Center workshops
Creating the workshop environment
Requesting a workshop instance
Deleting the workshop instance

Deleting the workshop environment

Get started with Learning Center training portals
Working with multiple workshops
Loading the workshop definition
Creating the workshop training portal
Accessing workshops via the web portal

Deleting the workshop training portal
Delete Learning Center
Local install guides
Local install guides

Install Learning Center on Kind
Prerequisites
Kind cluster creation
Ingress controller with DNS

Install carvel tools
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Install Tanzu package repository 1368
Create a configuration YAML file for Learning Center package 1369
Using a nip.io DNS address 1369
Install Learning Center package onto a Kubernetes cluster 1370
Install workshop tutorial package onto a Kubernetes cluster 1370
Run the workshop 1370
Trusting insecure registries 1370
Install Learning Center on Minikube 1371
Trusting insecure registries 1372
Prerequisites 1372
Ingress controller with DNS 1372
Install carvel tools 1373
Install Tanzu package repository 1373
Create a configuration YAML file for the Learning Center package 1374
Using a nip.io DNS address 1374
Install Learning Center package onto a minikube cluster 1375
Install workshop tutorial package onto a minikube cluster 1375
Run the workshop 1375
Working with large images 1375
Limited resource availability 1375
Storage provisioner issue 1376
Create workshops for Learning Center 1376
Create workshops for Learning Center 1376
Configure your Learning Center workshop 1377
Specifying structure of the content 1377
Specifying the runtime configuration 1378
Next steps 1379
Create the image for your Learning Center workshop 1379
Templates for creating a workshop 1379
Workshop content directory layout 1380
Directory for workshop exercises 1381
Working on your Learning Center workshop content 1381
Deactivating reserved sessions 1381
Live updates to the content 1382
Custom workshop image changes 1383
Custom workshop image overlay 1383
Changes to workshop definition 1384
Local build of workshop image 1384
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Build an image for your Learning Center workshop
Structure of the Dockerfile
Custom workshop base images
Installing extra system packages

Installing third-party packages

Writing instructions for your Learning Center workshop

Annotation of executable commands
Annotation of text to be copied
Extensible clickable actions
Supported workshop editor
Clickable actions for the dashboard
Clickable actions for the editor
Clickable actions for file download
Clickable actions for the examiner
Clickable actions for sections
Overriding title and description
Escaping of code block content
Interpolation of data variables
Adding custom data variables
Passing environment variables
Handling embedded URL links
Conditional rendering of content

Embedding custom HTML content

Automate your Learning Center workshop runtime
Predefined environment variables
Running steps on container start
Running background applications
Terminal user shell environment

Overriding terminal shell command

Add presenter slides to your Learning Center workshop

Use reveal.js presentation tool

Use a PDF file for presenter slides

Requirements for Learning Center in an air-gapped environment

Workshop yaml changes
Self-signed certificates

Internet dependencies

Define custom resources for Learning Center

Workshop definition resource
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Workshop environment resource 1407
Workshop request resource 1407
Workshop session resource 1408
Training portal resource 1408
System profile resource 1408
Loading the workshop CRDs 1409
Define custom resources for Learning Center 1409
Workshop definition resource 1409
Workshop environment resource 1410
Workshop request resource 1410
Workshop session resource 141
Training portal resource 141
System profile resource 1412
Loading the workshop CRDs 1412
Configure the Workshop resource 1412
Workshop title and description 1412
Downloading workshop content 1414
Container image for the workshop 1416
Setting environment variables 1417
Overriding the memory available 1418
Mounting a persistent volume 1418
Resource budget for namespaces 1419
Patching workshop deployment 1421
Creation of session resources 1422
Overriding default role-based access control (RBAC) rules 1423
Running user containers as root 1425
Creating additional namespaces 1425
Shared workshop resources 1428
Workshop pod security policy 1429
Custom security policies for user containers 1431
Defining additional ingress points 1432
External workshop instructions 1434
Deactivating workshop instructions 1435
Enabling the Kubernetes console 1435
Enabling the integrated editor 1436
Enabling workshop downloads 1437
Enabling the test examiner 1437
Enabling session image registry 1438
Enabling ability to use Docker 1439
Enabling WebDAYV access to files 1441
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Customizing the terminal layout 1442
Adding custom dashboard tabs 1442
Configure the WorkshopEnvironment resource 1443
Specifying the workshop definition 1443
Overriding environment variables 1444
Overriding the ingress domain 1445
Controlling access to the workshop 1446
Overriding the login credentials 1447
Additional workshop resources 1447
Creation of workshop instances 1448
Configure the WorkshopRequest resource 1449
Specifying workshop environment 1449
Specifying required access token 1450
Configure the TrainingPortal resource 1450
Specifying the workshop definitions 1450
Limit the number of sessions 1451
Capacity of individual workshops 1451
Set reserved workshop instances 1452
Override initial number of sessions 1452
Setting defaults for all workshops 1453
Set caps on individual users 1453
Expiration of workshop sessions 1454
Updates to workshop environments 1455
Override the ingress domain 1456
Override the portal host name 1457
Set extra environment variables 1458
Override portal credentials 1458
Control registration type 1459
Specify an event access code 1460
Make a list of workshops public 1460
Use an external list of workshops 1461
Override portal title and logo 1461
Allow the portal in an iframe 1462
Collect analytics on workshops 1462
Track using Google Analytics 1464
Configure the SystemProfile resource 1465
Operator default system profile 1465
Defining configuration for ingress 1465
Defining container image registry pull secrets 1466
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Defining storage class for volumes
Defining storage group for volumes
Restricting network access

Running Docker daemon rootless
Overriding network packet size
Image registry pull through cache
Setting default access credentials
Overriding the workshop images
Tracking using Google Analytics
Overriding styling of the workshop

Additional custom system profiles

Configure the WorkshopSession resource
Specifying the session identity
Specifying the login credentials
Specifying the ingress domain

Setting the environment variables

Enable anonymous access to a Learning Center training portal
Enabling anonymous access

Triggering workshop creation

Enable anonymous access to a Learning Center training portal
Enabling anonymous access

Triggering workshop creation

Use the Learning Center workshop catalog

Listing available workshops

Use session management for your Learning Center workshops
Deactivating portal user registration
Requesting a workshop session
Associating sessions with a user

Listing all workshop sessions

Use client authentication for Learning Center
Querying the credentials
Requesting an access token

Refreshing the access token

Troubleshoot Learning Center

Training portal stays in pending state

image-policy-webhook-service not found
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Updates to Tanzu Application Platform values file not reflected in Learning Center Training
Portal

Increase your cluster’s resources
Kubernetes Api Timeout error

No URL returned to your trainingportal

Known issues for Learning Center
Mitigation for CVE-2023-26114

Overview of Local Source Proxy
Overview of Local Source Proxy
Design of Local Source Proxy
Prerequisites for Local Source Proxy

Install Local Source Proxy

Prerequisites

Install
Create the SecretExport resource

Customize the installation
Override default RBAC permissions to access the proxy service
Override default CPU and memory limits for controller pods
Use AWS |dentity and Access Management (IAM) roles for ECR
Increase or decrease the number of replicas

Specify CA certificate data for registries that use self-signed certificates

Troubleshoot Local Source Proxy

View Local Source Proxy server logs
Symptom
Solution

View Apps CLI health messages
Symptom
Solution

User does not have RBAC permission to list services
Symptom
Cause
Solution

Missing repository in Tanzu Application Platform values
Symptom
Cause
Solution

Missing or misconfigured registry secret
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Symptom
Cause
Solution
Invalid credentials
Symptom
Cause
Solution
Local Source Proxy doesn’t automatically detect changes to podspec
Symptom
Cause
Solution
Error: unknown command “Isp” for “apps”
Symptom
Cause
Solution
Error: i/o timeout
Symptom
Cause

Solution

Reference for Local Source Proxy

Default resources

Overview of Namespace Provisioner
Description
Modes
Provisioner Carvel application
Desired namespaces

Namespace Provisioner controller

Overview of Namespace Provisioner
Description
Modes
Provisioner Carvel application
Desired namespaces

Namespace Provisioner controller

Get started with Namespace Provisioner

Provision developer namespaces in Namespace Provisioner

Prerequisite
Manage a list of developer namespaces

Enable additional users with Kubernetes RBAC
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Customize Namespace Provisioner installation
Add additional resources to your namespaces from your GitOps repository
Adjust sync period of Namespace Provisioner
Import user defined secrets in YAML format as ytt data.values
Use AWS |AM roles
Apply default parameters to all namespaces

Import overlay secrets

Set up Out of the Box Supply Chains in Namespace Provisioner
Out of the Box Supply Chain Basic
Out of the Box Supply Chain with Testing
Add Java Tekton Pipelines to your developer namespace
Out of the Box Supply Chain with Testing and Scanning

Add Java Tekton Pipelines Grype Scan Policy to your developer namespace
Namespace Provisioner use cases and examples

Use multiple Tekton pipelines and scan policies in the same namespace
in Namespace Provisioner

Add Tekton pipelines and scan policies using namespace parameters in
Namespace Provisioner

Work with private Git repositories in Namespace Provisioner
Git Authentication for using a private Git repository
Create the Git Authentication secret in tap-namespace-provisioning namespace
Import from another namespace

Git Authentication for Private Repository for Workloads and Supply chain

Customize default resources in Namespace Provisioner
Deactivate Grype install
DeDeactivate Grype for all namespaces
DeDeactivate Grype for a specific namespace
Customize service accounts
Update ServiceAccount for all namespaces
Update ServiceAccount for a specific namespace
Customize Limit Range defaults
Set or Update LimitRange defaults for all namespaces
Set or Update LimitRange defaults for a specific namespace
Deactivate LimitRange Setup
Deactivate for all namespaces

Deactivate for a specific namespace

Install multiple scanners in the developer namespace in Namespace
Provisioner
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Apply ScanTemplate overlays in air-gapped environments in Namespace

o 1548
Provisioner
Work with Git repositories in air-gapped environments with Namespace 1549
Provisioner
Git authentication 1549
Create the Git authentication secret in tap-namespace-provisioning namespace 1549
Import from another namespace 1551
Git authentication for workloads and supply chain 1552
Troubleshoot Namespace Provisioner 1557
Air-gapped installation 1557
View controller logs 1557
Provisioner application error 1557
Common errors 1557
Namespace selector malformed 1557
Debugging ytt templating errors in additional sources 1558
Unable to delete namespace 1558
Namespace Provisioner reference 1559
Known limitations and issues in Namespace Provisioner 1559
Default resources 1559
Customize namespaces in Namespace Provisioner 1560
Parameter key 1560
Reserved Namespace Parameters 1561
Overview of Service Bindings 1562
Supported service binding specifications 1562
Overview of Service Bindings 1562
Supported service binding specifications 1562
Install Service Bindings 1563
Prerequisites 1563
Install Service Bindings 1563
Troubleshoot Service Bindings 1564
Collect logs 1564
Service Bindings resource specification 1566
Overview of Services Toolkit 1566
Capabilities 1567
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Getting started

How this documentation is organized

Overview of Services Toolkit
Capabilities
Getting started

How this documentation is organized

Install Services Toolkit
Prerequisites

Install Services Toolkit
Services Toolkit concepts

The four levels of service consumption in Tanzu Application Platform
Level 1 - direct bindings
Level 2 - resource claims
Level 3 - class claims and pool-based classes
Level 4 - class claims and provisioner-based classes (aka “Dynamic Provisioning”)

Summary

Class claims compared to resource claims
Similarities
Using a ResourceClaim

Using a ClassClaim
Tutorials

Set up dynamic provisioning of service instances
About this tutorial
Prerequisites
Scenario
Concepts
Procedure
Step 1: Install an operator
Step 2: Create a CompositeResourceDefinition
About the CompositeResourceDefinition
Step 3: Create a Crossplane Composition
About the Composition
About .spec.compositeTypeRef
About .spec.resources
The Object managed resource
The patches section

The readinessChecks section
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The namespace
Step 4: Creating a provisioner-based class
Step 5: Configure supporting RBAC

Step 6: Verify your configuration
Working with Bitnami Services

Integrate cloud services into Tanzu Application Platform
About this tutorial
Concepts
Procedure
Step 1: Install a Provider
Step 2: Create a CompositeResourceDefinition
Step 3: Create a Composition
Step 4: Create a provisioner-based ClusterlnstanceClass
Step 5: Configure RBAC

Step 6: Verify your integration

Abstracting service implementations behind a class across clusters
About this tutorial
Prerequisites
Scenario
Concepts
Procedure
Step 1: Set up the run-test cluster
Step 2: Set up the run-production cluster
Step 3: Create the class

Step 4: Create and promote the workload and class claim

Use direct secret references
About this tutorial
Prerequisites

Create a binding-compatible secret

Services Toolkit how-to guides

Authorize users and groups to claim from provisioner-based classes

Authorize all users with the app-operator user role to claim from any namespace
Authorize a user to claim from a specific namespace

Revoke default authorization for claiming from the Bitnami Services classes

Configure dynamic provisioning of AWS RDS service instances
Prerequisites

Configure dynamic provisioning
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Install the AWS Provider for Crossplane
Create a CompositeResourceDefinition
Create a Composition

Make the service discoverable
Configure RBAC

Verify your configuration

Configure dynamic provisioning of VMware SQL with Postgres for
Kubernetes service instances

Prerequisites

Configure dynamic provisioning
Install the VMware Postgres Operator
Set up the namespace
Create a CompositeResourceDefinition
Create a Composition
Make the service discoverable
Configure RBAC

Verify your configuration

Troubleshoot Services Toolkit
Debug ClassClaim and provisioner-based ClusterinstanceClass
Prerequisites
Step 1: Inspect the ClassClaim, ClusterinstanceClass, and CompositeResourceDefinition

Step 2: Inspect the Composite Resource, the Managed Resources and the underlying

resources
Step 3: Inspect the events log
Step 4: Inspect the secret
Step 5: Contact support
Unexpected error if additionalProperties is true in a CompositeResourceDefinition

Cannot claim from clusterinstanceclass when creating a ClassClaim

Services Toolkit reference
Services Toolkit APl documentation

ClusterinstanceClass and ClassClaim
ClusterIinstanceClass

ClassClaim

ResourceClaim and ResourceClaimPolicy
ResourceClaim

ResourceClaimPolicy

InstanceQuery

InstanceQuery
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RBAC
Aggregation labels
servicebinding.io/controller: “true”
services.tanzu.vmware.com/aggregate-to-provider-kubernetes: “true”
services.tanzu.vmware.com/aggregate-to-provider-helm: “true”

The claim verb for ClusterinstanceClass

Tanzu Service CLI plug-in reference
tanzu service class
tanzu service class list
tanzu service class get
tanzu service class-claim
tanzu service class-claim create
tanzu service class-claim get
tanzu service class-claim delete
tanzu service class-claim list
tanzu service resource-claim
tanzu service resource-claim create
tanzu service resource-claim get
tanzu service resource-claim delete
tanzu service resource-claim list
tanzu service claimable

tanzu service claimable list

Services Toolkit terminology and user roles
Terminology
Service
Service resource
Provisioned service
Service binding
Service instance
Service instance class
Claim
Claimable service instance
Dynamic provisioning
Service resource life cycle API
Service cluster
Workload cluster
User roles
Application developer (AD)
Application operator (AO)

Service operator (SO)
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Example Compositions
AWS RDS example Composition
Azure Flexible Server example Composition

GCP Cloud SQL example Composition

Services Toolkit limitations

Cannot claim and bind to the same service instance from across multiple namespaces
Overview of Source Controller
Overview of Source Controller

Install Source Controller
Prerequisites

Install

Troubleshoot Source Controller

Collecting Logs from Source Controller Manager

Source Controller reference
ImageRepository [Deprecated]

MavenArtifact

Overview of Spring Boot conventions
Overview of Spring Boot conventions

Install Spring Boot conventions
Prerequisites

Install Spring Boot conventions

Configure and access Spring Boot actuators in Tanzu Application
Platform

Workload-level configuration

Platform-level configuration

Enable Application Live View for Spring Boot applications

Verify the applied labels and annotations

List of Spring Boot conventions
Seta JAVA_TOOL_OPTIONS property for a workload
Spring Boot convention
Spring boot graceful shut down convention
Spring Boot web convention
Spring Boot Actuator convention

Spring Boot Actuator Probes convention
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Service intent conventions

Example

Troubleshoot Spring Boot conventions

Collect logs
Overview of Spring Cloud Gateway for Kubernetes
Overview of Spring Cloud Gateway for Kubernetes

Install Spring Cloud Gateway for Kubernetes
Prerequisites

Install

Overview of Supply Chain Choreographer for Tanzu
Overview

Out of the Box Supply Chains

Overview of Supply Chain Choreographer for Tanzu
Overview

Out of the Box Supply Chains

Install Supply Chain Choreographer
Prerequisites

Install

Out of the Box Supply Chain Basic for Supply Chain Choreographer
Prerequisites
Developer Namespace
Registries Secrets
ServiceAccount
RoleBinding

Developer workload

Out of the Box Supply Chain Basic for Supply Chain Choreographer
Prerequisites
Developer Namespace
Registries Secrets
ServiceAccount
RoleBinding

Developer workload

Install Out of the Box Supply Chain Basic for Supply Chain
Choreographer

Prerequisites

Install

VMware by Broadcom

1662
1663

1664
1664

1665

1665

1665
1665
1665

1667
1667
1667

1667
1667
1668

1668
1669
1669

1669
1670
1670
1670

1671
1672
1673

1673
1674
1674
1674
1675
1675
1676

1677

1677
1677

92



Tanzu Application Platform v1.6 (LTS)

Out of the Box Supply Chain with Testing for Supply Chain
Choreographer

Prerequisites
Developer Namespace
Updates to the developer Namespace
Tekton/Pipeline
Allow multiple Tekton pipelines in a namespace

Developer Workload

Out of the Box Supply Chain with Testing for Supply Chain
Choreographer

Prerequisites
Developer Namespace
Updates to the developer Namespace
Tekton/Pipeline
Allow multiple Tekton pipelines in a namespace

Developer Workload

Install Out of the Box Supply Chain with Testing for Supply Chain
Choreographer

Prerequisites

Install

Out of the Box Supply Chain with Testing and Scanning for Supply
Chain Choreographer

Prerequisites
Developer namespace
Updates to the developer namespace

ScanPolicy

ScanTemplate

Enable storing scan results

Allow multiple Tekton pipelines in a namespace
Developer workload
CVE triage workflow

Scan Images using a different scanner

Out of the Box Supply Chain with Testing and Scanning for Supply
Chain Choreographer

Prerequisites
Developer namespace
Updates to the developer namespace
ScanPolicy
ScanTemplate

Enable storing scan results
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Allow multiple Tekton pipelines in a namespace
Developer workload
CVE triage workflow

Scan Images using a different scanner

Install Out of the Box Supply Chain with Testing and Scanning for
Supply Chain Choreographer

Install

Out of the Box Templates for Supply Chain Choreographer
Out of the Box Templates for Supply Chain Choreographer

Install Out of the Box Templates for Supply Chain Choreographer
Prerequisites

Install

Out of the Box Delivery Basic for Supply Chain Choreographer

Prerequisites
Using Out of the Box Delivery Basic

More information

Out of the Box Delivery Basic for Supply Chain Choreographer
Prerequisites
Using Out of the Box Delivery Basic

More information

Install Out of the Box Delivery Basic for Supply Chain Choreographer
Prerequisites

Install

How-to guides for Supply Chain Choreographer for Tanzu

How-to guides

Out of the Box Supply Chain with testing on Jenkins for Supply Chain
Choreographer

Prerequisites
Using the Out of the Box Jenkins Task
Configuring a Jenkins job in an existing Jenkins Pipeline
Example Jenkins Job
Create a secret with authentication credentials
Create a Tekton pipeline
Patching the default Service Account

Create a Developer Workload

Building container images with Supply Chain Choreographer
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Methods for building container images 1720
Building from source with Supply Chain Choreographer 1721
Git source 1721
Private GitRepository 1722
HTTP(S) Basic-authentication and Token-based authentication 1723

HTTPS with a Custom CA Certificate 1724

SSH authentication 1724

How it works 1725
Workload parameters 1725

Local source 1725
Authentication 1726
Developer 1726

Supply chain components 1727

How it works 1727

Maven Artifact 1728
Maven Repository Secret 1728

Use Dockerfile-based builds with Supply Chain Choreographer 1729
Use Dockerfile-based builds with Supply Chain Choreographer 1729
OpenShift 1730
Tanzu Build Service integration for Supply Chain Choreographer 1731

Configure and deploy to multiple environments with custom parameters 1732

Overview 1733
Feature limits 1733
Using Carvel packages 1733
Using GitOps delivery with Flux CD 1733
Using GitOps delivery with Carvel App 1733
Using GitOps delivery with Argo CD 1733
Configuring blue-green deployment 1733
Configuring canary deployment 1733
Carvel Package Supply Chains (beta) 1734
Overview of the Carvel Package Supply Chains 1734
What do the Carvel Package Supply Chains Do? 1734
Installing the Carvel Package Supply Chains as an Operator 1736
Prerequisites 1736
Installation 1736
Verifying the Carvel Package Supply Chains are Installed 1738
Using the Carvel Package Supply Chains as a Developer 1738
Prerequisites 1738
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Create a Workload 1738

Verify the Carvel Package was Created 1739

Git commit SHA in Package version 1739

Next Steps 1739

Use Gitops delivery with a Carvel app (beta) 1739
Prerequisites 1740
Set up run cluster namespaces 1740
Create Carvel Packagelnstalls and secrets 1741
Create an app 1742
Verify applications 1743
Use Gitops delivery with Flux CD (beta) 1744
Prerequisites 1744
Set up run cluster namespaces 1744
Create Carvel Packagelnstalls and secrets 1745
Create Flux CD GitRepository and Flux CD Kustomizations on the build cluster 1746
Verify installation 1748
Use Gitops delivery with Argo CD (beta) 1748
Prerequisites 1748
Set up run cluster namespaces 1749
Create Carvel Packagelnstalls and secrets 1749
Create an Argo CD application on the Build cluster 1750
Verify installation 1752

Use blue-green deployment with Contour and Packagelnstall for Supply

Chain Choreographer (beta) 1752
Prerequisites 1752
Add HTTPProxy to the blue deployment 1752
Create the green deployment 1753
Divide traffic between the blue and green deployments 1754
Verify application 1757

Use.canary deployment with Contour and Carvel packages for Supply 1757

Chain Choreographer (beta)

Prerequisites 1757
How to use Contour ingress controller and Flagger to create a canary release 1758
References and further reading 1761

Use an existing image with Supply Chain Choreographer 1761
Requirements for prebuilt images 1761
Configure your workload to use a prebuilt image 1761
Examples 1762
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Using a Dockerfile 1762

Using Spring Boot’s build-image Maven target 1764

About Out of the Box Supply Chains 1764
Understanding the supply chain for a prebuilt image 1765
Use Git authentication with Supply Chain Choreographer 1767
HTTP 1767
HTTPS with a Custom CA Certificate 1768
SSH 1768
More information about Git 1770
Using Azure DevOps as a Git provider with your supply chains 1770
Overview 77N
Azure authentication 77N
Using Azure DevOps as a repository for committed code 1771
Azure DevOps example 177

Using Azure DevOps as a GitOps repository 1772
GitOps write path example 1772

Gitops write path templates 1772
Using GitLab as a Git provider with your supply chains 1773
Overview 1773
Using GitLab as a repository for committed code 1773
GitLab example 1773

Using GitLab as a GitOps repository 1774
GitOps write path example 1774

GitLab read example 1775

GitLab over HTTPS with a custom CA certificate 1775
Author your supply chains 1776
Providing your own supply chain 1776
Providing your own templates 1777
Modifying an Out of the Box Supply Chain 1778
Example 1779
Modifying an Out of the Box Supply template 1780
Example 1780

Live modification of supply chains and templates 1781
Adding custom behavior to Supply Chains 1783
Reference guides for Supply Chain Choreographer for Tanzu 1783
Reference guides 1783
Events reference for Supply Chain Choreographer 1783
Events 1784
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StampedObjectApplied
StampedObjectRemoved
ResourceOutputChanged

ResourceHealthyStatusChanged

Workload Reference for Supply Chain Choreographer

Standard Fields
Labels
Parameters

Service Account

Supply chains for Supply Chain Choreographer

Source-to-URL
Purpose
Resources
source-provider
image-provider
Common resources
Parameters provided to all resources
Package
More information
Source-Test-to-URL
Resources
source-provider
source-tester
image-provider
Common resources
Parameters provided to all resources
Package
More information
Source-Test-Scan-to-URL
Resources
source-provider
source-tester
source-scanner
image-provider
image-scanner
Common resources
Parameters provided to all resources
Package
More information

Basic-Image-to-URL
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Resources
image-provider
Common resources
Parameters provided to all resources
Package
More information
Testing-Image-to-URL
Resources
image-provider
Common resources
Parameters provided to all resources
Package
More information
Scanning-image-scan-to-URL
Resources
image-provider
image-scanner
Common resources
Parameters provided to all resources
Package
More information
Source-to-URL-Package (experimental)
Purpose
Resources
source-provider
image-provider
carvel-package
package-config-writer
Common resources
Parameters provided to all resources
Package

More information

Basic-Image-to-URL-Package (experimental)

Resources
image-provider
carvel-package
package-config-writer
Common resources
Parameters provided to all resources
Package

More information

Resources common to all OOTB supply chains
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config-provider
app-config
service-bindings
api-descriptors
config-writer
deliverable

Parameters provided by all supply chains to all resources

Template reference for Supply Chain Choreographer

source-template
Purpose
Used by
Creates
GitRepository

Parameters

Template reference for Supply Chain Choreographer

More information
ImageRepository
Parameters
More information
MavenArtifact
Parameters
More information
testing-pipeline
Purpose
Used by
Creates
Parameters
More information
source-scanner-template
Purpose
Used by
Creates
Parameters
More information
image-provider-template
Purpose
Used by
Creates
Parameters

More information
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kpack-template 1803
Purpose 1803
Used by 1803
Creates 1803
Parameters 1803
More information 1804

kaniko-template 1804
Purpose 1804
Used by 1804
Creates 1805
Parameters 1805
More information 1805

image-scanner-template 1805
Purpose 1806
Used by 1806
Creates 1806
Parameters 1806
More information 1806

convention-template 1806
Purpose 1806
Used by 1806
Creates 1807
Parameters 1807
More information 1808

config-template 1808
Purpose 1808
Used by 1808
Creates 1808
Parameters 1808
More information 1808

worker-template 1808
Purpose 1808
Used by 1808
Creates 1809
Parameters 1809
More information 1809

server-template 1809
Purpose 1809
Used by 1809
Creates 1809
Parameters 1809
More information 1810
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service-bindings
Purpose
Used by
Creates
Parameters
More information
api-descriptors
Purpose
Used by
Creates
Parameters
More information
config-writer-template
Purpose
Used by
Creates
Parameters

More information

config-writer-and-pull-requester-template

Purpose

Used by

Creates

Parameters

More information
deliverable-template

Purpose

Used by

Creates

Parameters

More information
external-deliverable-template

Purpose

Used by

Creates

Parameters

More information
delivery-source-template

Purpose

Used by

Creates

GitRepository

Parameters

VMware by Broadcom

1810
1810
1810
1810
1810
181
1811
181
181
181
181
1811
1812
1812
1812
1812
1812
1814
1814
1814
1814
1814
1814
1816
1816
1816
1816
1816
1816
1818
1818
1818
1818
1818
1819
1820
1820
1820
1820
1820
1820
1821

102



Tanzu Application Platform v1.6 (LTS)

More information
ImageRepository
Parameters
More information
app-deploy
Purpose
Used by
Creates
Parameters
More information
carvel-package (experimental)
Purpose
Used by
Creates
Parameters

More information

package-config-writer-template (experimental)

Purpose
Used by
Creates
Parameters

More information

package-config-writer-and-pull-requester-template (experimental)

Purpose
Used by
Creates
Parameters

More information

ClusterRunTemplate reference for Supply Chain Choreographer

tekton-source-pipelinerun
Purpose
Used by
Creates

Inputs

ClusterRunTemplate reference for Supply Chain Choreographer

More information
tekton-taskrun

Purpose

Used by

Creates
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Inputs
commit-and-pr-pipelinerun

Purpose

Used by

Creates

Inputs

More information

Delivery reference for Supply Chain Choreographer
delivery-basic
Purpose
Resources
source-provider
Deployer
Package

More information

Use Git with Supply Chain Choreographer
Overview
Supported Git Repositories

Related Articles

Use GitOps or RegistryOps with Supply Chain Choreographer
GitOps
Examples
Deprecated parameters
Examples
Pull requests
Authentication
Authentication
HTTP(S) Basic authentication or Token-based authentication
SSH
GitOps workload parameters
Read more on Git

RegistryOps

Overview of Supply Chain Security Tools for VMware Tanzu - Policy
Controller

Overview of Supply Chain Security Tools for VMware Tanzu - Policy
Controller

Install Supply Chain Security Tools - Policy Controller

Prerequisites
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Install 1848
Migration From Supply Chain Security Tools - Sign 1852
Enable Policy Controller on Namespaces 1852
Policy Controller ClusterimagePolicy 1853
Excluding Namespaces 1853
Specifying Public Keys 1853
Specifying Image Matching 1854
Specifying policy mode 1855
Configuring Supply Chain Security Tools - Policy 1855
Admission of Images 1855
Including Namespaces 1856
Create a ClusterimagePolicy resource 1856
images 1856

mode 1856

match 1857
authorities 1857

key 1857

keyless 1858
static.action 1859

Provide credentials for the package 1859
Provide secrets for authentication in your policy 1860

Verify your configuration 1860
Overview of Supply Chain Security Tools - Scan 1862
Overview 1862
Language support 1862
Use cases 1862
Supply Chain Security Tools - Scan features 1862

A Note on Vulnerability Scanners 1862
Missed CVEs 1863

False positives 1863
Overview of Supply Chain Security Tools - Scan 1864
Overview 1864
Language support 1864
Use cases 1864
Supply Chain Security Tools - Scan features 1865

A Note on Vulnerability Scanners 1865
Missed CVEs 1865

False positives 1865
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Scan Types for Supply Chain Security Tools - Scan
Source scan
Adding Source Scan to the Test and Scan Supply Chain

Container image scan

Install Supply Chain Security Tools - Scan
Prerequisites
Configure properties
Install
Option 1: Install to multiple namespaces with the Namespace Provisioner

Option 2: Install manually to each individual namespace

Upgrade Supply Chain Security Tools - Scan
Prerequisites
General Upgrades for SCST - Scan
Upgrading a scanner in all namespaces
Installation by using Namespace Provisioner
Manual installation

Upgrade to Version v1.2.0

Install another scanner for Supply Chain Security Tools - Scan

Prerequisites

Install

Verify Installation

Install scanner to multiple namespaces

Configure Tanzu Application Platform Supply Chain to use new scanner
Uninstall Scanner

Other Available Scanner Integrations

Prerequisites for Snyk Scanner for Supply Chain Security Tools - Scan

(Beta)
Prepare the Snyk Scanner configuration
SCST - Store integration

Sample ScanPolicy for Snyk in SPDX JSON format

Prerequisites for Carbon Black Scanner for Supply Chain Security Tools -

Scan (Beta)
Prepare the Carbon Black Scanner configuration
SCST - Store integration
Using SCST - Store Integration
Without SCST - Store Integration

Sample ScanPolicy in CycloneDX format
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Prerequisites for Prisma Scanner for Supply Chain Security Tools - Scan

(Alpha)
Verify the latest alpha package version
Relocate images to a registry
Add the Prisma Scanner package repository

Prepare the Prisma Scanner configuration

Obtain Console URL and Access Keys and Token

Access key and secret authentication
Access Token Authentication
SCST - Store integration
Multiple Scanners installed
Prisma Only Scanner Installed
No Store Integration
Prepare the ScanPolicy
Sample ScanPolicy using Prisma Policies
Sample ScanPolicy using Local Policies
Install Prisma Scanner
Self-Signed Registry Certificate
Tanzu Application Platform Values Shared CA
Secret within Developer Namespace
Connect to Prisma through a Proxy

Known Limits

Install Trivy for Supply Chain Security Tools - Scan (alpha)

Verify the latest alpha package version
Relocate images to a registry
Add Trivy package repository
Prepare Trivy configuration
SCST - Store integration
Multiple scanners installed
Trivy is the only scanner installed
No store integration
Prepare the ScanPolicy
Install Trivy
Air-gap configuration
Relocate a Trivy database to your registry
Use another Trivy version
Use another Trivy Aqua plug-in version
Integrate with the Aqua Saas platform

Self-signed registry certificate

Spec reference

About source and image scans
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About policy enforcement around vulnerabilities found 1914
Scan samples for Supply Chain Security Tools - Scan 1914
Scan samples for Supply Chain Security Tools - Scan 1914
Samp!e public image scan with compliance check for Supply Chain 1914
Security Tools - Scan

Public image scan 1914

Define the ScanPolicy and ImageScan 1915

(Optional) Set up a watch 1916

Deploy the resources 1916

View the scan results 1916

Edit the ScanPolicy 1916

Clean up 1916

Sample public source code scan with compliance check for Supply Chain 1917
Security Tools - Scan

Public source scan 1917

Run an example public source scan 1917

Sample private image scan for Supply Chain Security Tools - Scan 1919

Define the resources 1919

Set up target image pull secret 1919

Create the private image scan 1920

(Optional) Set up a watch 1920

Deploy the resources 1921

View the scan results 1921

Clean up 1921

View vulnerability reports 1921
Sample private source scan for Supply Chain Security Tools - Scan 1921

Define the resources 1921

(Optional) Set up a watch 1923

Deploy the resources 1923

View the scan status 1923

Clean up 1923

View vulnerability reports 1923
Sample public source scan of a blob for Supply Chain Security Tools - 1923
Scan

Define the resources 1924

(Optional) Set up a watch 1924

Deploy the resources 1924

View the scan results 1924
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Clean up

View vulnerability reports

Using Grype in air-gapped (offline) environments for Supply Chain

Security Tools - Scan
Host the Grype vulnerability database
To enable Grype in offline air-gapped environments
Configure Grype environmental variables
Troubleshooting
ERROR failed to fetch latest cli version
Solution
Database is too old
Solution
Vulnerability database is invalid
Solution

Debug Grype database in a cluster

Grype package overlays are not applied to scantemplates created by Namespace

Provisioner

Triage and Remediate CVEs for Supply Chain Security Tools - Scan

Confirm that Supply Chain stopped due to failed policy enforcement
Triage
Remediation

Updating the affected component

Amending the scan policy

Observe Supply Chain Security Tools - Scan
Observability

Troubleshoot Supply Chain Security Tools - Scan
Debugging commands
Debugging Tekton TaskRun
Debugging Scan pods
Debugging SourceScan and ImageScan
Debugging Scanning within a SupplyChain
Viewing the Scan-Controller manager logs
Restarting Deployment

Troubleshooting scanner to MetadataStore configuration

Insight CLI failed to post scan results to metadata store due to failed certificate verification

Troubleshooting issues
Source scan missing in supply chain
Troubleshooting Grype in air gap Environments
Missing target SSH secret

Missing target image pull secret
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Deactivate Supply Chain Security Tools (SCST) - Store
Resolving Incompatible Syft Schema Version

Resolving incompatible scan policy

Could not find CA in secret

Blob Source Scan is reporting wrong source URL

Resolving failing scans that block a Supply Chain

Policy not defined in the Tanzu Developer Portal

Lookup error when connecting to SCST - Store

Sourcescan error with SCST - Store endpoint without a prefix
Deprecated pre-v1.2 templates

Incorrectly configured self-signed certificate

Unable to pull scan controller and scanner images from a specified registry
Grype database not available

Scanner Pod restarts once in SCST - Scan v1.5.0 or later

Troubleshoot Rego files with a scan policy for Supply Chain Security

Tools - Scan
Using the Rego playground
Sample input in CycloneDX’s XML re-encoded as JSON format

Example input in SPDX JSON format

Configure code repositories and image artifacts for Supply Chain
Security Tools - Scan

Prerequisite
Deploy scan custom resources
SourceScan

ImageScan

Configure code repositories and image artifacts for Supply Chain
Security Tools - Scan

Prerequisite
Deploy scan custom resources
SourceScan

ImageScan

Enforce compliance policy using Open Policy Agent
Writing a policy template
Rego file contract
Define a Rego file for policy enforcement
Further refine the Scan Policy for use
Troubleshooting Rego files (Scan Policy)
Enable Tanzu Developer Portal to view ScanPolicy Resource

Deprecated Rego file Definition
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Create a ScanTemplate with Supply Chain Security Tools - Scan

Overview
Output Model
ScanTemplate Structure

Sample Outputs

View scan status conditions for Supply Chain Security Tools - Scan

Viewing scan status
Overview of conditions
Condition types for the scans
Scanning
Succeeded
SendingResults
PolicySucceeded
Overview of CVECount
Overview of MetadataURL
Overview of Phase
Overview of ScannedBy

Overview of ScannedAt

Troubleshoot Rego files with a scan policy for Supply Chain Security

Tools - Scan
Using the Rego playground
Sample input in CycloneDX’s XML re-encoded as JSON format

Example input in SPDX JSON format

Supply Chain Security Tools - Scan 2.0 (beta)
Overview
Integrating in to a supply chain

Getting started with Scan 2.0

Getting Started with Supply Chain Security Tools - Scan 2.0

Install Supply Chain Security Tools - Scan 2.0 in a cluster
Prerequisites
Configure properties
Install
Configure service accounts and registry credentials

(Optional) Set up your registry retention policy

Add App Scanning to default Test and Scan supply chains

Overview
Prerequisites

Integrate with OOTB Supply Chain
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Bring your own scanner with Supply Chain Security Tools - Scan 2.0
Overview

Prerequisites

Bring your own scanner using an ImageVulnerabilityScan
Customize an ImageVulnerabilityScan
Configuration options
Default environment
Environment variables

Retrieving an image digest

Verifying an ImageVulnerabilityScan
Overview
Trigger and observe scanning
Retrieve scan results

Validating scan format
Verifying an ImageVulnerabilityScan

Author a ClusterlmageTemplate for Supply Chain integration
Prerequisites

Create a ClusteriImageTemplate

Configure your custom ImageVulnerabilityScan samples for Supply
Chain Security Tools - Scan

ImageVulnerabilityScan samples
Use custom ImageVulnerabilityScan samples

Retrieving an image digest

Configure a ImageVulnerabilityScan for Carbon Black
Example secret
Example ImageVulnerabilityScan

Disclaimer

Configure an ImageVulnerabilityScan for Snyk

Example Secret

Configure an ImageVulnerabilityScan for Prisma
Example secret

Example ImageVulnerabilityScan

Configure an ImageVulnerabilityScan for Trivy

Example ImageVulnerabilityScan

Configure a ImageVulnerabilityScan for Grype

Example ImageVulnerabilityScan
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Verify scanning with Supply Chain integration
Create a workload

Retrieve scan results

Supply Chain Security Tools - Scan 2.0 Observability

Scanning Steps

Troubleshooting Supply Chain Security Tools - Scan 2.0
Overview
Viewing resources
Debugging commands
Debugging resources
Debugging scan pods
Viewing the Scan-Controller manager logs
Troubleshooting issues
Volume permission error
Incompatible Tekton version

Scan results empty

Overview of Supply Chain Security Tools for VMware Tanzu - Sign

Overview of Supply Chain Security Tools for Tanzu - Store

Overview

Using the Tanzu Insight CLI plug-in
Multicluster configuration

Integrating with Tanzu Developer Portal

Additional documentation

Overview of Supply Chain Security Tools for Tanzu - Store

Overview

Using the Tanzu Insight CLI plug-in
Multicluster configuration

Integrating with Tanzu Developer Portal

Additional documentation

Data models and concepts for Supply Chain Security Tools - Store

Overview
Software Bill of Material per build

Vulnerability triage

Configure your target endpoint and certificate for Supply Chain Security

Tools - Store

Overview

Using Ingress
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Single-cluster setup 2022
Set the target 2022
Next Step 2023
Additional Resources 2023
Configure your access tokens for Supply Chain Security Tools - Store 2023
Setting the Access Token 2023
Additional Resources 2023
Security details for Supply Chain Security Tools - Store 2023
Application security 2024
TLS encryption 2024
Cryptographic algorithms 2024

Access controls 2024
Authentication 2024
Authorization 2024

Container security 2025
Non-root user 2025
Security scanning 2025
Static Application Security Testing (SAST) 2025
Software Composition Analysis (SCA) 2025
Artifact Metadata Repository (alpha/beta) 2025
AMR Observer (alpha) 2026
AMR CloudEvent Handler (beta) 2026
Known Issues 2026
Additional Resources 2026
Artifact Metadata Repository (alpha/beta) 2026
AMR Observer (alpha) 2026
AMR CloudEvent Handler (beta) 2027
Known Issues 2027
Additional Resources 2027
Artifact Metadata Repository architecture 2027
AMR Observer 2028
Watched resources 2028
ImageVulnerabilityScans 2028

ReplicaSet 2028
Configure Artifact Metadata Repository 2028
AMR Observer 2029
Artifact Metadata Repository (AMR) data model and concepts 2030
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Overview
AMR data models
Apps

Locations

AMR GraphQL Querying
Connecting to GraphQL playground
Querying for locations

Locations query arguments

Locations fields

Sample locations queries
Querying for apps

Apps query arguments

Apps fields

Sample apps queries

Additional resources

CloudEvent JSON specification for Supply Chain Security Tools -

Artifact Metadata Repository
JSON specification
Required CloudEvent attributes
Optional CloudEvent attributes
CloudEvent extension attributes

Batch CloudEvents

Artifact Metadata Repository CloudEvent Handler

Switching Context
Install

Uninstall

Artifact Metadata Repository Observer for Supply Chain Security Tools -

Store
Prerequisites
Switching Context

Install

Installing Artifact Metadata Repository Observer Standalone

Troubleshooting Artifact Metadata Repository (AMR)

Debugging AMR
Health Check
AMR Observer Logs

AMR CloudEvent Handler Logs

Additional documentation for Supply Chain Security Tools - Store
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Use and operate 2047
Troubleshooting and logging 2047
Configuration 2047
Access control 2047
Certificates 2047
Database 2047
Other 2047
Additional documentation for Supply Chain Security Tools - Store 2047
Use and operate 2048
Troubleshooting and logging 2048
Configuration 2048
Access control 2048
Certificates 2048
Database 2048
Other 2048
API reference for Supply Chain Security Tools - Store 2048
Information 2049
Version 2049
Content negotiation 2049
URI Schemes 2049
Consumes 2049
Produces 2049

All endpoints 2049
images 2049
Operations 2049
Packages 2049
Sources 2050
Viartifact_groups 2050
vlimages 2050
vipackages 2051
vireports 2051
visources 2051
vitriage 2051
vivulnerabilities 2051
vulnerabilities 2052
Paths 2052
Create an artifact group with specified labels and entity (CreateArtifactGroup) 2052
Parameters 2052

All responses 2052
Responses 2052
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201 - ArtifactGroupCreatePostResponse 2052

Schema 2052

400 - ErrorMessage 2053

Schema 2053

Default Response 2053

Schema 2053

(Use POST /api/vl/images instead ) Create a new image report. Related packages and 2053
vulnerabilities are also created. (CreatelmageReport)

Parameters 2053

All responses 2053

Responses 2053

200 - Image 2053

Schema 2053

Default Response 2053

Schema 2053

(Use POST /api/vi/sources instead ) Create a new source report. Related packages and 2054
vulnerabilities are also created. (CreateSourceReport)

Parameters 2054

All responses 2054

Responses 2054

200 - Source 2054

Schema 2054

Default Response 2054

Schema 2054

List the packages in animage. (GetlmagePackages) 2054

Parameters 2054

All responses 2054

Responses 2055

200 - Package 2055

Schema 2055

Default Response 2055

Schema 2055

List packages of the given image. (GetimagePackagesQuery) 2055

Parameters 2055

All responses 2055

Responses 2055

200 - Package 2055

Schema 2055

Default Response 2055

Schema 2055

List vulnerabilities from the given image. (GetimageVulnerabilities) 2056

Parameters 2056
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All responses
Responses
200 - Vulnerability
Schema
Default Response
Schema
Search image by id, name or digest . (Getlmages)
All responses
Responses
200 - Image
Schema
Default Response
Schema
Search package by ID (GetPackageByID)
Parameters
All responses
Responses
200 - Package
Schema
404 - ErrorMessage
Schema
Default Response
Schema
List the images that contain the given package. (GetPackagelmages)
Parameters
All responses
Responses
200 - Image
Schema
Default Response
Schema
List the sources containing the given package. (GetPackageSources)
Parameters
All responses
Responses
200 - Source
Schema
Default Response

Schema

List vulnerabilities from the given package. (GetPackageVulnerabilities)

Parameters

All responses
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Responses
200 - Vulnerability
Schema
Default Response
Schema
Search packages by id, name and/or version. (GetPackages)
Parameters
All responses
Responses
200 - Package
Schema
Default Response
Schema
get source packages (GetSourcePackages)
Parameters
All responses
Responses
200 - Package
Schema
Default Response
Schema
List packages of the given source. (GetSourcePackagesQuery)
Parameters
All responses
Responses
200 - Package
Schema
Default Response
Schema
get source vulnerabilities (GetSourceVulnerabilities)
Parameters
All responses
Responses
200 - Vulnerability
Schema
Default Response

Schema

List vulnerabilities of the given source. (GetSourceVulnerabilitiesQuery)

Parameters
All responses
Responses

200 - Vulnerability
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Schema
Default Response
Schema
Search for sources by ID, repository, commit sha and/or organization. (GetSources)
Parameters
All responses
Responses
200 - Source
Schema
Default Response
Schema
Search for vulnerabilities by CVE id. (GetVulnerabilities)
Parameters
All responses
Responses
200 - Vulnerability
Schema
Default Response
Schema
Search vulnerability by ID (GetVulnerabilityBylD)
Parameters
All responses
Responses
200 - Vulnerability
Schema
404 - ErrorMessage
Schema
Default Response
Schema
List the images that contain the given vulnerability. (GetVulnerabilitylmages)
Parameters
All responses
Responses
200 - Image
Schema
Default Response
Schema
List packages that contain the given CVE id. (GetVulnerabilityPackages)
Parameters
All responses
Responses

200 - Package
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Schema
Default Response
Schema
List sources that contain the given vulnerability. (GetVulnerabilitySources)
Parameters
All responses
Responses
200 - Source
Schema
Default Response
Schema
health check (HealthCheck)
All responses
Responses
200
Schema
Default Response
Schema

Query for a list of artifact group that contains image(s) with specified digests, and or
source(s) with specified shas. At least one image digest or source sha must be provided.
This query can be further refined by matching images and sources with a specific
combination of package name and/or cve id. (SearchArtifactGroups)

Parameters
All responses
Responses
200 - PaginatedArtifactGroupSearchPostResponse
Schema
400 - ErrorMessage
Schema
Default Response
Schema

Search for how many artifact groups are affected by vulnerabilities associated with the
specified image(s) digests, and/or source(s) shas. At least one image digest or source
sha must be provided. (SearchArtifactGroupsVulnReach)

Parameters
All responses
Responses
200 - PaginatedArtifactGroupVulnReachPostResponse
Schema
400 - ErrorMessage
Schema
Default Response

Schema
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Search for all vulnerabilities associated with an artifact group that contains image(s) with
specified digests, and/or source(s) with specified shas. At least one image digest or 2070

source sha must be provided. (SearchArtifactGroupsVulnerabilities)

Parameters 2070
All responses 2071
Responses 2071
200 - PaginatedArtifactGroupVulnSearchPostResponse 2071
Schema 2071

400 - ErrorMessage 2071
Schema 207
Default Response 2071
Schema 207

Copies the analysis of an existing triage to a new target. (V1CopyVulnerabilityAnalysis) 2071
Consumes 2071
Parameters 2072
All responses 2072
Responses 2072
200 - V1AnalysisinstanceUIDResponse 2072
Schema 2072

201 - V1AnalysisinstanceUIDResponse 2072
Schema 2072

400 - ErrorMessage 2072
Schema 2072

404 - ErrorMessage 2072
Schema 2073

503 - ErrorMessage 2073
Schema 2073

Inserts or updates a vulnerability analysis (V1CreateVulnerabilityAnalysis) 2073
Consumes 2073
Parameters 2073
All responses 2073
Responses 2073
200 - V1AnalysisinstanceUIDResponse 2073
Schema 2073

201 - V1AnalysisinstanceUIDResponse 2074
Schema 2074

400 - ErrorMessage 2074
Schema 2074

503 - ErrorMessage 2074
Schema 2074

Search image by ID or DIGEST (V1Getimage) 2074
Parameters 2074
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All responses 2074
Responses 2075
200 - Image 2075
Schema 2075
404 - ErrorMessage 2075
Schema 2075
Default Response 2075
Schema 2075
Query for images. If no parameters are given, this endpoint will return all images. 2075
(V1Getimages)
Parameters 2075
All responses 2076
Responses 2076
200 - PaginatedimageResponse 2076
Schema 2076
404 - ErrorMessage 2076
Schema 2076
Default Response 2076
Schema 2076
Query for packages with images parameters. If no parameters are given, this endpoint 2076
will return all packages related to images. (V1iGetimagesPackages)
Parameters 2076
All responses 2077
Responses 2077
200 - PaginatedPackageResponse 2077
Schema 2077
404 - ErrorMessage 2077
Schema 2077
Default Response 2077
Schema 2078
Query for vulnerabilities with image parameters. If no parameters are give, this endpoint 5078
will return all vulnerabilities. (V1GetimagesVulnerabilities)
Parameters 2078
All responses 2078
Responses 2078
200 - PaginatedVulnerabilityResponse 2078
Schema 2078
404 - ErrorMessage 2079
Schema 2079
Default Response 2079
Schema 2079
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Query for packages. If no parameters are given, this endpoint will return all packages.

(V1GetPackages) 2079

Parameters 2079

All responses 2079

Responses 2080

200 - PaginatedPackageResponse 2080

Schema 2080

404 - ErrorMessage 2080

Schema 2080

Default Response 2080

Schema 2080

Get a specific report by its unique identifier (V1GetReport) 2080

Parameters 2080

All responses 2080

Responses 2081

200 - ReportResponse 2081

Schema 2081

400 - ErrorMessage 2081

Schema 2081

404 - ErrorMessage 2081

Schema 2081

503 - ErrorMessage 2081

Schema 2081

Search source by ID or SHA (V1GetSource) 2081

Parameters 2082

All responses 2082

Responses 2082

200 - Source 2082

Schema 2082

404 - ErrorMessage 2082

Schema 2082

Default Response 2082

Schema 2082

Query for sources. If no parameters are given, this endpoint will return all sources. 2082
(V1GetSources)

Parameters 2083

All responses 2083

Responses 2083

200 - PaginatedSourceResponse 2083

Schema 2083

404 - ErrorMessage 2083

Schema 2083
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Default Response 2083

Schema 2083

Query for packages with source parameters. If no parameters are given, this endpoint 5084
will return all packages related to sources. (V1GetSourcesPackages)

All responses 2084

Responses 2084

200 - PaginatedPackageResponse 2084

Schema 2084

404 - ErrorMessage 2084

Schema 2084

Default Response 2084

Schema 2084

Query for vulnerabilities with source parameters. If no parameters are given, this 5084
endpoint will return all vulnerabilities. (V1GetSourcesVulnerabilities)

Parameters 2084

All responses 2085

Responses 2085

200 - PaginatedVulnerabilityResponse 2085

Schema 2085

404 - ErrorMessage 2085

Schema 2085

Default Response 2085

Schema 2086

Query for Triage Analysis. If no parameters are given, this endpoint will return all analysis 5086

instances. (V1GetTriage)

Parameters 2086

All responses 2086

Responses 2086

200 - PaginatedVulnerabilityAnalysisResponse 2086

Schema 2086

400 - ErrorMessage 2086

Schema 2086

Add animage with a CycloneDX or SPDX report (VIPostimages) 2087

Consumes 2087

Parameters 2087

All responses 2088

Responses 2088

200 - VlimagePostResponse 2088

Schema 2088

400 - ErrorMessage 2088

Schema 2088

Default Response 2088
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Schema
Add a source with a CycloneDX or SPDX report (V1PostSources)
Consumes
Parameters
All responses
Responses
200 - V1SourcePostResponse
Schema
400 - ErrorMessage
Schema

Query for a list of reports with specified image digest, source sha, or original location.
(V1SearchReports)

Parameters
All responses
Responses
200 - PaginatedSearchReportResponse
Schema
400 - ErrorMessage
Schema
404 - ErrorMessage
Schema
500 - ErrorMessage
Schema
Models
AnalysisinstancelmageDependency
AnalysisinstancePackageDependency
AnalysisinstanceSourceDependency
AnalysisinstanceUIDResponse
AnalysisRequest
ArtifactGroupCreatePostResponse
ArtifactGroupPostRequest
ArtifactGroupResponse
ArtifactGroupSearchEntityPostResponse
ArtifactGroupSearchFilters
ArtifactGroupSearchPackagePostResponse
ArtifactGroupSearchPostResponse
ArtifactGroupVulnReachFiltersPostRequest
ArtifactGroupVulnReachPostResponse
ArtifactGroupVulnSearchFilters
ArtifactGroupVulnSearchPostResponse
BaseArtifactGroupResponse

BaseEntityResponse
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BasePackageResponse 2099
BaseRatingResponse 2099
BaseReportResponse 2099
BaseVulnerabilityResponse 2099
DeletedAt 2099
EntityCreatePostResponse 2099
EntityResponse 2100
ErrorMessage 2100
GetVulnerabilityAnalysisResponse 2100
Image 2101
MethodType 2101
Model 2102
NullTime 2102
Package 2102
PackageResponse 2102
PaginatedArtifactGroupSearchPostResponse 2103
PaginatedArtifactGroupVulnReachPostResponse 2103
PaginatedArtifactGroupVulnSearchPostResponse 2103
PaginatedResponse 2104
PaginatedSearchReportResponse 2104
PaginatedVulnerabilityAnalysisResponse 2104
Rating 2105
RatingResponse 2105
ReportArtifactGroupResponse 2105
ReportEntityResponse 2106
ReportPackageResponse 2106
ReportRatingResponse 2107
ReportResponse 2107
ReportToolResponse 2107
ReportVulnerabilityResponse 2108
SearchReportResponse 2108
Source 2109
StringArray 2109
V1lmagePostResponse 2109
V1SourcePostResponse 2110
VAAnalysisResponse 210
VAlmageResponse 210
VAPackageResponse 21M
VASourceResponse 21
VAVulnerabilityResponse 21
Vulnerability 21
VulnerabilityAnalysisCopyRequest 212
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VulnerabilityAnalysisRequest

Inlined models
VulnerabilityResponse
paginatedimageResponse
paginatedPackageResponse
paginatedSourceResponse
paginatedVulnerabilityResponse
responselmage
responsePackage
responseSource

responseVulnerability

APl walkthrough for Supply Chain Security Tools - Store

Use curl to post an image report

Connecting to the PostgreSQL Database

Deployment details and configuration for Supply Chain Security Tools -

Store
What is deployed
Deployment configuration
Supported Network Configurations
Deploying AMR
App service type
Ingress support

Database configuration

Use an AWS RDS PostgreSQL database

Use an external PostgreSQL database

Custom database password
Service accounts

Export certificates

Configure your AWS RDS PostgreSQL configuration

Prerequisite

Set up a certificate and configuration

Use an external PostgreSQL database for Supply Chain Security Tools -

Store
Prerequisites
Set up certificate and configuration

Validation

Database backup recommendations for Supply Chain Security Tools -

Store
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214
215
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215

2N16

2116
2116

218

219

219
2120
2120
2120
2120

2121

2121
2122
2122
2122
2122

2122

2123
2123

2123

2124

2124
2124
2124

2124
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Backup

Restore

Log configuration and usage for Supply Chain Security Tools - Store

Verbosity levels
Slow SQL
Error logs
Obtaining logs
API endpoint log output
Format
Key-value pairs
Common to all logs
Logging query and path parameter values
API payload log output
GraphQL endpoint log output
Format
Key-value pairs
Common to all logs
API payload log output
Slow SQL query log output
SQL Query log output
SQL Query log output

Format

Connecting to the PostgreSQL Database

Troubleshooting Supply Chain Security Tools - Store

Querying by insight source returns zero CVEs even though there are CVEs in the source scan

Symptom
Solution
Persistent volume retains data
Symptom
Solution
Missing persistent volume
Symptom
Solution
Builds fail due to volume errors on EKS running Kubernetes v1.23
Symptom
Explanation
Solution
Certificate Expiries
Symptom

Explanation
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2133
2133
2133
2133
2133
2133
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2134
2134
2134
2134
2134
2135
2135
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Solution 2135
Database index corruption issue in SCST - Store 2136
Errors from Tanzu Developer Portal related to SCST - Store 2136

An error occurred while loading data from the Metadata Store 2136

Symptom 2136

Cause 2137

Solution 2137
Troubleshoot upgrading Supply Chain Security Tools - Store 2137
Database deployment does not exist 2137
Invalid checkpoint record 2137
Upgraded pod hanging 2138

Failover, redundancy, and backups for Supply Chain Security Tools -

Store 2138
API Server 2138
Database 2138

Custom certificate configuration for Supply Chain Security Tools - Store 2139
Default configuration 2139
(Optional) Set up a custom ingress TLS certificate 2139

Place the certificates in a secret 2139
Edit the tap-values.yaml to use the secret 2139
Additional resources 2140

TLS configuration for Supply Chain Security Tools - Store 2140
Setting up custom ingress TLS ciphers 2140
Example custom TLS settings 2140
Additional resources 2141

Certificate rotation for Supply Chain Security Tools - Store 2141
Certificates 2141
Certificate duration setting 214

Ingress support for Supply Chain Security Tools - Store 2142
Ingress configuration 2142
Get the TLS CA certificate 2143
Additional Resources 2143

Use your LoadBalancer with Supply Chain Security Tools - Store 2144
Configure LoadBalancer 2144
Port forwarding 2144

Edit your /etc/hosts file for port-forwarding 2144
Configure the Insight plug-in 2145
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Use your NodePort with Supply Chain Security Tools - Store 2145
Overview 2145
Edit your /etc/hosts file for port-forwarding 2146
Configure the Insight plug-in 2146
Multicluster setup for Supply Chain Security Tools - Store 2146
Overview 2146
Prerequisites 2147
Procedure summary 2147
Copy SCST - Store CA certificate from View cluster 2147
Copy SCST - Store authentication token from the View cluster 2147
Apply the CA certificate and authentication token to a new Kubernetes cluster 2148
Install Build profile 2148
More information about how Build profile uses the configuration 2148
Configure developer namespaces 2149
Exporting SCST - Store secrets to a developer namespace in a Tanzu Application Platform 2149
multicluster deployment
Additional resources 2149
Developer namespace setup for Supply Chain Security Tools - Store 2149
Overview 2150
Single cluster - using the Tanzu Application Platform values file 2150
Multicluster - using SecretExport 2150
Next steps 2150
Retrieve access tokens for Supply Chain Security Tools - Store 2151
Overview 2151
Retrieving the read-write access token 2151
Retrieving the read-only access token 2151
Using an access token 2151
Additional Resources 2151
Retrieve and create service accounts for Supply Chain Security Tools - 5151
Store
Overview 2151
Create read-write service account 2152
Create a read-only service account 2153
With a default cluster role 2153
With a custom cluster role 2153
Additional Resources 2153
Creatg a service account with a custom cluster role for Supply Chain 153
Security Tools - Store
Example service account 2154
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Additional Resources

Install Supply Chain Security Tools - Store
Prerequisites

Install
Prerequisite for Standalone SCST - Store

Supply Chain Security Tools - Store Database Index Corruption
Overview
Solve a database index corruption issue reported in Metadata Store App Container logs
Symptom
Output
Solutions
Edit the auto_correct_db_indexes property to be true in tap-values.yaml

Connect to the Metadata Store database with the account that the Metadata Store API
uses

Connect to the Metadata Store database with a superuser account and manually fix the

index

Overview of Tanzu Application Platform Telemetry

Tanzu Application Platform usage reports

Overview of Tanzu Application Platform Telemetry

Tanzu Application Platform usage reports

Install Tanzu Application Platform Telemetry
Prerequisites

Install

Deployment details and configurations of Tanzu Application Platform
Telemetry

What is deployed

Deployment configuration

Overview of Tanzu Build Service

Overview

Overview of Tanzu Build Service

Overview

Install Tanzu Build Service
Before you begin
Prerequisites
Deprecated Features

Install the Tanzu Build Service package
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2168

2168
2168

2169
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2169

2170
2170
2170
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Use AWS IAM authentication for registry credentials

Install full dependencies

Install Tanzu Build Service on an air-gapped environment

Before you begin

Prerequisites

Deprecated Features

Install the Tanzu Build Service package

Install the Tanzu Build Service dependencies

Configure Tanzu Build Service properties on a workload
Overview
Configure build-time service bindings
Configure environment variables
Configure the service account
Configure the cluster builder

Configure the workload container image registry

Configure custom CA certificates for a single workload using service bindings

Using custom CA certificates for all workloads

Create a signed container image with Tanzu Build Service

Prerequisites

Configure Tanzu Build Service to sign your image builds

Tanzu Build Service Dependencies
How dependencies are installed
View installed dependencies
Bionic and Jammy stacks
About lite and full dependencies
Lite dependencies
Lite dependencies: stacks
Lite dependencies: buildpacks
Full dependencies
Full dependencies: stacks
Full dependencies: buildpacks
Dependency comparison
Update dependencies

Upgrade Buildpacks between Tanzu Application Platform releases
Security context constraint for OpenShift

Troubleshoot Tanzu Build Service
Builds fail due to volume errors on EKS running Kubernetes v1.23

Symptom
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2175
2175
2175
2175
2176

2177
2177
2177
2178
2178
2178
2179
2179

2180
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2183
2183
2183
2184
2184
2184
2184
2184
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Cause
Solution
Smart-warmer-image-fetcher reports ErrimagePull due to dockerd’s layer depth limitation
Symptom
Cause
Solution
Nodes fail due to “trying to send message larger than max” error
Symptom
Cause
Solution
Build platform uses the old build cache after upgrade to new stack
Symptom
Solution
Switching from buildservice.kp _default_repository to shared.image_registry
Symptom
Cause

Solution

Create a GitHub build action (Alpha)
Prerequisites
Procedure
Developer namespace
Access to Kubernetes API server
Permissions Required
Use the action

Debugging
Overview of Tanzu Developer Portal
Overview of Tanzu Developer Portal

Install Tanzu Developer Portal
Prerequisites

Procedure

Runtime configuration options for Tanzu Developer Portal
Identify the Tanzu Developer Portal version you have available

Display the possible values options for Tanzu Developer Portal

Customize the portal
Customize branding
Customize the Software Catalog page
Customize the name of the organization

Prevent changes to the software catalog
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Customize the Authentication page
Customize the default view

Customize security banners

Customize the portal
Customize branding
Customize the Software Catalog page
Customize the name of the organization
Prevent changes to the software catalog
Customize the Authentication page
Customize the default view

Customize security banners

Customize the Support menu
Overview
Customizing
Structure of the support configuration
URL
Items
Title
Ilcon

Links

Customize the Tanzu Developer Portal telemetry collection

Customize organization ID

Access Tanzu Developer Portal
Access with the LoadBalancer method (default)

Access with the shared Ingress method

Catalog operations
Adding catalog entities
Users and groups
Systems
Components
Update software catalogs
Register components
Deregister components
Add or change organization catalog locations
Install demo apps and their catalogs
Yelb system
Install Yelb

Install the Yelb catalog
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2209
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2210
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221
221
221

2212
2212
2213
2214
2214
2214
2214
2215
2215
2216
2216
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View resources on multiple clusters in Tanzu Developer Portal
Set up a Service Account to view resources on a cluster
Update Tanzu Developer Portal to view resources on multiple clusters

View resources on multiple clusters in the Runtime Resources Visibility plug-in

Set up authentication for Tanzu Developer Portal
View your Backstage Identity
Configure an authentication provider
(Optional) Allow guest access

(Optional) Customize the login page

View resources on remote clusters

Set up the permission framework for your Tanzu Developer Portal

Overview of the permission framework
Enable the permission framework

Enable catalog entity visibility
View resources on remote clusters

View resources on remote EKS clusters
Set up the OIDC provider
Configure the Kubernetes cluster with the OIDC provider
Configure the Tanzu Developer Portal

Upgrade the Tanzu Developer Portal package

View resources on remote GKE clusters
Leverage an external OIDC provider
Set up the OIDC provider
Configure the GKE cluster with the OIDC provider
Configure visibility of the remote cluster
Update the tap-gui package to finish leveraging the external OIDC provider
Leverage Google’s OIDC provider
Add redirect configuration on the OIDC side
Configure visibility of the remote GKE cluster

Update the tap-gui package to finish leveraging the Google OIDC provider

View runtime resources on authorization-enabled clusters

Globally-scoped components

Namespace-scoped components

Assign roles and permissions on Kubernetes clusters

Create roles
Cluster-scoped roles

Namespace-scoped roles
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Create users 2238
Assign users to their roles 2238
Add Tanzu Developer Portal integrations 2239
Add a GitHub provider integration 2239
Add a Git-based provider integration that isn’t GitHub 2239
Add a non-Git provider integration 2240
Update the package profile 2240
Configure the Tanzu Developer Portal database 2240
Configure a PostgreSQL database 2241
Edit tap-values.yaml 2241
(Optional) Configure extra parameters 2241

Update the package profile 2242
Generate and publish TechDocs 2242
Create an Amazon S3 bucket 2242
Configure Amazon S3 access 2242
Create an AWS |AM user group 2243

Create an AWS |AM user 2243

Find the catalog locations and their entities’ namespace, kind, and name 2243
Use the TechDocs CLI to generate and publish TechDocs 2244
Update the techdocs section in app-config.yaml to point to the Amazon S3 bucket 2245
Overview of Configurator (beta) 2246
Differences between the pre-built Tanzu Developer Portal and a customized portal 2246
How Configurator works 2246
Next steps 2246
Overview of Configurator (beta) 2247
Differences between the pre-built Tanzu Developer Portal and a customized portal 2247
How Configurator works 2247
Next steps 2247
Tanzu Developer Portal Configurator Concepts 2247
Overview of how to customize your portal 2248
Overviews of buildtime configuration and runtime configuration 2248
Buildtime configuration 2248
Runtime configuration 2248

Tanzu Developer Portal Configurator Foundation 2249
Internal plug-ins and external plug-ins 2249
Plug-in surfaces and wrappers 2249
Plug-in surfaces 2249

Plug-in wrappers 2249
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Build your Customized Tanzu Developer Portal with Configurator (beta)

Prerequisites

Prepare your Configurator configuration file
Identify your Configurator image

Prepare your Configurator workload definition file

Submit your workload

Run your Customized Tanzu Developer Porta
Identify the customized image reference

Prepare to overlay your customized image onto the currently running instance

Troubleshoot Tanzu Developer Portal Configurator (beta)
Symptom
Cause

Solution

Overview of Tanzu Developer Portal plug-ins
Overview of Tanzu Developer Portal plug-ins

Runtime resources visibility in Tanzu Developer Portal
Prerequisite
If you have a metrics server
Visualize Workloads on Tanzu Developer Portal
Navigate to the Runtime Resources Visibility screen
Resources
Resources details page
Overview card
Status card
Ownership card
Annotations and Labels
Selecting completed supply chain pods
Navigating to the pod Details page
Overview of pod metrics
Navigating to Application Live View
Viewing pod logs
Pausing and resuming logs
Filtering by container
Filtering by date and time
Changing log levels
Line wrapping
Downloading logs

Connection interruptions
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Application Live View in Tanzu Developer Portal
Overview

Entry point to Application Live View plug-in

Application Live View in Tanzu Developer Portal
Overview

Entry point to Application Live View plug-in

Application Live View for Spring Boot Applications in Tanzu Developer
Portal

Details page

Health page
Environment page

Log Levels page
Threads page

Memory page

Request Mappings page
HTTP Requests page
Caches page
Configuration Properties page
Conditions page
Scheduled Tasks page
Beans page

Metrics page

Actuator page

Troubleshooting

Application Live View for Spring Cloud Gateway applications in Tanzu
Developer Portal

API Success Rate page
API Overview page
API Authentications By Path page

Troubleshooting

Application Live View for Steeltoe applications in Tanzu Developer
Portal

Details page

Health page
Environment page

Log Levels page
Threads page

Memory page

Request Mappings page

HTTP Requests page
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Metrics page 2284
Actuator page 2285
Troubleshooting 2285
Application Accelerator in Tanzu Developer Portal 2285
Overview 2286
Access Application Accelerator 2286
Configure project generation 2286
Create the project 2287
Develop your code 2287
Next steps 2288
Application Accelerator in Tanzu Developer Portal 2288
Overview 2288
Access Application Accelerator 2288
Configure project generation 2289
Create the project 2290
Develop your code 2290
Next steps 2290
Install Application Accelerator 2291
Prerequisites 2291
Install 2291
Configure properties and resource use 2293

Create an Application Accelerator Git repository during project creation 2294

Overview 2294
Supported Providers 2294
Configure 2295
(Optional) Deactivate Git repository creation 2295

Create a Project 2295
APl documentation plug-in in Tanzu Developer Portal 2296
Overview 2296
Use the API documentation plug-in 2297
Create a new API entry 2299
Manually create a new API entry 2299
Automatically create a new API entry 2300

APl documentation plug-in in Tanzu Developer Portal 2300
Overview 2301
Use the API documentation plug-in 2301
Create a new API entry 2303
Manually create a new API entry 2303
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Automatically create a new API entry

Get started with the APl documentation plug-in
APl entries
About API entities
Add a demo API entity to the Tanzu Developer Portal software catalog
Update your demo API entry
Validation Analysis of API specifications
About the Validation Analysis card

Automatic OpenAPI specification validation

Security Analysis in Tanzu Developer Portal
Overview
Installing and configuring
Accessing the plug-in
Viewing vulnerability data

Viewing CVE and package details

Supply Chain Choreographer in Tanzu Developer Portal
Overview
Prerequisites
Enable CVE scan results
Automatically connect Tanzu Developer Portal to SCST - Store
Troubleshooting
Manually connect Tanzu Developer Portal to the Metadata Store
Enable GitOps Pull Request Flow
Supply Chain Visibility

View Vulnerability Scan Results

Overview of enabling TLS for Tanzu Developer Portal
Concepts
Certificate delegation
cert-manager, certificates, and Clusterlssuers

Guides

Overview of enabling TLS for Tanzu Developer Portal
Concepts
Certificate delegation
cert-manager, certificates, and Clusterlssuers

Guides

Configure a TLS certificate by using an existing certificate
Prerequisites

Procedure
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Configure a TLS certificate by using a self-signed certificate
Prerequisite

Procedure

Configure a TLS certificate by using cert-manager and a Clusterlssuer
Prerequisites

Procedure

Upgrade Tanzu Developer Portal
Considerations
Upgrade within a Tanzu Application Platform profile

Upgrade Tanzu Developer Portal individually

Troubleshoot Tanzu Developer Portal
General issues
Tanzu Developer Portal reports that the port range is not valid
Symptom
Cause
Solution
Tanzu Developer Portal does not load the catalog
Symptom
Cause
Solution
Updating a supply chain causes an error (Can not create edge...)
Symptom
Solution
Catalog not found
Symptom
Cause
Solution
No configured authentication provider
Symptom
Cause
Solution
Issues updating the values file
Symptom
Solution
Pull logs from Tanzu Developer Portal
Symptom
Solution
Ad-blocking software interference
Symptom

Cause
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Solution
Runtime Resources tab issues
Error communicating with Tanzu Application Platform web server
Symptom
Causes
Solution
No data available
Symptom
Cause
Solution
Errors retrieving resources
Symptom
Accelerators page issues
No accelerators
Symptom
Cause
Solution
Supporting ImageVulnerabilityScan issues
No Vulnerability data
Symptom
Cause
Solution
Security Analysis plug-in issues
Empty Impacted Workloads table
Symptom
Cause
Solution
Supply Chain Choreographer plug-in issues
An error occurred while loading data from the Metadata Store
Symptom
Cause

Solution

SBOMs do not download when automatically configuring Tanzu Developer Portal for SCST

- Store
Symptom
Cause

Solution

Overview of Tanzu Developer Tools for IntelliJ

Extension features

Next steps

Overview of Tanzu Developer Tools for IntelliJ
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Extension features 2337
Next steps 2338
Install Tanzu Developer Tools for IntelliJ 2338
Prerequisites 2338
Install 2338
Update 2339
Uninstall 2339
Next steps 2339
Get Started with Tanzu Developer Tools for IntelliJ 2339
Prerequisite 2339
Configure Local Source Proxy or use a source image registry 2339
Run Tanzu Developer Tools for IntelliJ 2340

Set up Tanzu Developer Tools for IntelliJ 2340
Create the workload.yaml file 2341
Create the catalog-info.yaml file 2341
Create the Tiltfile file 2342
Create the .tanzuignore file 2343
View an example project 2343
Next steps 2344
Use Tanzu Developer Tools for IntelliJ 2344
Workload Actions 2344
Apply a workload 2344

Delete a workload 2344
Debugging on the cluster 2345
Start debugging on the cluster 2345

Stop Debugging on the Cluster 2346

Live Update 2347
Start Live Update 2347

Stop Live Update 2347

Tanzu Workloads panel 2348
Working with microservices in a monorepo 2348
Recommended structure: Microservices that can be built independently 2349
Alternative structure: Services with build-time interdependencies 2349
Change logging verbosity 2351
Work with Native Image for Java 2351
Use native images with Maven 2351
Supported Features 2352
Glossary of terms 2353
Live Update 2353
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Tiltfile 2353
Debugging on the cluster 2353
YAML file format 2353
workload.yaml file 2353
catalog-info.yaml file 2353
Code snippet 2353
Source image 2353
Local path 2354
Kubernetes context 2354
Kubernetes namespace 2354
Troubleshoot Tanzu Developer Tools for IntelliJ 2354
Unable to view workloads on the panel when connected to GKE cluster 2354
Symptom 2354
Cause 2354
Solution 2354
Deactivated launch controls after running a launch configuration 2354
Symptom 2354
Cause 2354
Starting a Tanzu Debug session fails with Unable to open debugger port 2355
Symptom 2355
Cause 2355
Solution 2355
Timeout error when Live Updating 2355
Symptom 2355
Cause 2355
Solution 2355
Tanzu Panel empty when using a GKE cluster on macOS 2356
Symptom 2356
Cause 2356
Solution 2356
Tanzu Panel is empty when the context is set by using the KUBECONFIG environment 2356
variable
Symptom 2356
Cause 2356
Solution 2356
Tanzu panel shows workloads but doesn’t show Kubernetes resources 2356
Symptom 2356
Cause 2356
Solution 2357
Tanzu Workloads panel workloads only have describe and delete action 2357
Symptom 2357
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Cause
Solution
Workload actions do not work when in a project with spaces in the name
Symptom
Cause
Solution
A lock wrongly prevents Live Update from starting again
Symptom
Cause
Solution
Ul liveness check causes an EDT Thread Exception error
Symptom
Cause
Solution
Frequent application restarts
Symptom
Cause

Solution

Overview of Tanzu Developer Tools for Visual Studio
Extension features

Next steps

Overview of Tanzu Developer Tools for Visual Studio
Extension features

Next steps

Install Tanzu Developer Tools for Visual Studio
Prerequisites
Install
Update
Uninstall

Next steps

Get Started with Tanzu Developer Tools for Visual Studio
Prerequisite
Configure Local Source Proxy
Set up Tanzu Developer Tools
Create the workload.yaml file
Create the catalog-info.yaml file
Create the Tiltfile file
Create the .tanzuignore file

View an example project
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Next steps 2366
Use Tanzu Developer Tools for Visual Studio 2366
Configure settings 2366
Workload Actions 2366
Apply a workload 2366

Delete a workload 2366

Start debugging on the cluster 2366

Live Update 2367
Start Live Update 2367

Stop Live Update 2367

Tanzu Workloads panel 2367
Extension logs 2368
Troubleshoot Tanzu Developer Tools for Visual Studio 2368
Stop button causes workload to fail 2368
Symptom 2368
Solution 2368
Frequent application restarts 2368
Symptom 2368

Cause 2368
Solution 2369
Overview of Tanzu Developer Tools for VS Code 2369
Extension features 2369
Overview of Tanzu Developer Tools for VS Code 2369
Extension features 2370
Install Tanzu Developer Tools for VS Code 2370
Prerequisites 2370
Install 2371
Configure 2371
Uninstall 2372
Next steps 2372
Get started with Tanzu Developer Tools for VS Code 2372
Prerequisite 2372
Configure Local Source Proxy or use a source image registry 2372
Set up Tanzu Developer Tools 2373
Create the workload.yaml file 2373

Create the catalog-info.yaml file 2374

Create the Tiltfile file 2375

Create a .tanzuignore file 2376
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View an example project

Next steps

Use Tanzu Developer Tools for VS Code
Configure for multiple projects in the workspace
Workload Commands

Apply a workload
Debugging on the cluster
Start debugging on the cluster
Stop Debugging on the cluster
Debug apps in a microservice repository
Live Update
Start Live Update
Stop Live Update
Live Update apps in a microservices repository
Delete a workload
Deploy to different namespaces
Tanzu Workloads panel
Working with Microservices in a Monorepo
Recommended structure: Microservices that can be built independently
Alternative structure: Services with build-time interdependencies
Changing logging verbosity
Working with Java Native images
Use native images with Maven

Supported Features

Pinniped compatibility
OAuth

LDAP

Integrate Live Hover by using Spring Boot Tools
Prerequisites
Activate the Live Hover feature

Deploy a Workload to the Cluster

Use Memory View in Spring Boot Dashboard
Prerequisites
Deploy a workload

View memory use in Spring Boot Dashboard

Troubleshoot Tanzu Developer Tools for VS Code
Unable to view workloads on the panel when connected to GKE cluster

Symptom
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Cause
Solution
Live Update fails with UnsupportedClassVersionError
Symptom
Cause
Solution
Timeout error when Live Updating
Symptom
Cause
Solution
Task-related error when running a Tanzu Debug launch configuration
Symptom
Cause
Solution
Tanzu Workloads panel workloads only show delete command
Symptom
Cause
Solution
Workload actions do not work when in a project with spaces in the name
Symptom
Cause
Solution
Cannot apply workload because of a malformed kubeconfig file
Symptom
Cause
Solution
Frequent application restarts
Symptom
Cause

Solution

Overview of Tekton

Overview of Tekton

Install Tekton
Prepare
Install Tekton Pipelines

Configure a namespace to use Tekton Pipelines
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Tanzu Application Platform v1.6

O Important

Tanzu Application Platform v1.6 is no longer supported under the standard VMware
Tanzu Support Life Cycle Policy.

To stay up to date with the latest software and security updates, upgrade to a
supported version. For supported upgrade paths, see the topic Upgrade Tanzu
Application Platform in the version documentation that you want to upgrade to.

VMware Tanzu Application Platform (commonly known as TAP) is an application development
platform with a rich set of developer tools. Tanzu Application Platform offers developers a paved
path to production to build and deploy software quickly and securely on any compliant public cloud
or on-premises Kubernetes cluster.

Tanzu Application Platform overview

Tanzu Application Platform:

o Delivers a superior developer experience for enterprises building and deploying cloud-
native applications on Kubernetes.

« Allows developers to quickly build and test applications regardless of their familiarity with
Kubernetes.

« Helps application teams get to production faster by automating source-to-production
pipelines.

o Clearly defines the roles of developers and operators so they can work collaboratively and
integrate their efforts.

Operations teams can create application scaffolding templates with built-in security and compliance
guardrails, making those considerations mostly invisible to developers. Starting with the templates,
developers turn source code into a container and get a URL to test their application in minutes.

After the container is built, it updates every time there’s a new code commit or dependency patch.

An internal APl management portal facilitates connecting to other applications and data, regardless
of how they’re built or the infrastructure they run on.

Simplified workflows

When creating supply chains, you can simplify workflows in both the inner and outer loop of
Kubernetes-based application development with Tanzu Application Platform.
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(Learning Center)
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View) Test & Build
(Pipeline Service + Build
Service)

Scan, Sign & Store

(Security Tools)

Deploy Run
(App Delivery) (CNR)

Choreograph (Supply Chain + Convention Service)

o The inner loop describes a developer’s development cycle of iterating on code.

e Inner Loop

o Inner loop activities include coding, testing, and debugging before making a
commit.

o On cloud-native or Kubernetes platforms, developers in the inner loop often build
container images and connect their applications to all necessary services and APIs
to deploy them to a development environment.

e Outer Loop

o The outer loop describes how operators deploy applications to production and
maintain them over time.

o On a cloud-native platform, outer loop activities include:

o Building container images.

o Adding container security.

o Configuring continuous integration and continuous delivery (CI/CD) pipelines.

o Outer loop activities are challenging in a Kubernetes-based development
environment. Application delivery platforms are constructed from various third-party
and open source components with numerous configuration options.

e Supply Chains and choreography

o Tanzu Application Platform uses the choreography pattern inherited from the
context of microservices”™1 and applies it to CI/CD to create a path to production.”2

Supply chains provide a way of codifying all of the steps of your path to production, or what is more
commonly known as CI/CD. A supply chain differs from CI/CD in that with a supply chain, you can
add every step necessary for an application to reach production or a lower environment.

Change Advisory

Build Image Image Scan Board (CAB) Deployment
Approval

To account for the developer experience gap, the path to production allows users to create a
unified access point for all of the tools required for their applications to reach a customer-facing
environment.

Instead of having separate tools that are loosely coupled to each other for testing and building,
security, deploying, and running applications, a path to production defines all four tools in a single
unified layer of abstraction. Where tools typically cannot integrate with one another and additional
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scripting or webhooks are necessary, a unified automation tool codifies all interactions between
each of the tools.

Tanzu Application Platform provides a default set of components that automates pushing an
application to staging and production on Kubernetes. This removes the pain points for both inner
and outer loops. Operators can customize the platform by replacing Tanzu Application Platform
components with other products.

The following diagram shows the layered API and capabilities of Tanzu Application Platform.
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~—" zure

Cloud Foundation vSphere® VMware Cloud
on AWS

For more information about Tanzu Application Platform components, see Components and
installation profiles.

Notice of telemetry collection for Tanzu Application
Platform

Tanzu Application Platform participates in the VMware Customer Experience Improvement
Program (CEIP). As part of CEIP, VMware collects technical information about your organization’s

use of VMware products and services in association with your organization’s VMware license keys.

For information about CEIP, see the Trust & Assurance Center.

You may join or leave CEIP at any time. The CEIP Standard Participation Level provides VMware
with information to improve its products and services, identify and fix problems, and advise you on
how to best deploy and use VMware products. For example, this information can enable a
proactive product deployment discussion with your VMware account team or VMware support
team to help resolve your issues. This information cannot directly identify any individual.

You must acknowledge that you have read the VMware CEIP policy before you can proceed with

the installation. For more information, see Install your Tanzu Application Platform profile. To opt out

of telemetry participation after installation, see Opting out of telemetry collection.
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Tanzu Application Platform release notes

O Important

Tanzu Application Platform v1.6 is no longer supported under the standard VMware
Tanzu Support Life Cycle Policy.

To stay up to date with the latest software and security updates, upgrade to a
supported version. For supported upgrade paths, see the topic Upgrade Tanzu
Application Platform in the version documentation that you want to upgrade to.

This topic contains release notes for Tanzu Application Platform v1.6.

v1.6.13

Release Date: 02 July 2024

v1.6.13 Breaking changes

This release includes the following changes, listed by component and area.
v1.6.13 Breaking changes: Tanzu Application Platform

e« Tanzu Application Platform releases have migrated from VMware Tanzu Network to the
Broadcom Support Portal and Broadcom registry. Using VMware Tanzu Network to install
or upgrade Tanzu Application Platform is no longer supported.

Before you upgrade, you must relocate the Tanzu Application Platform images from the
Broadcom registry tanzu.packages.broadcom.com to your own registry. Make sure you
relocate the images to your container image registry as part of the instructions in Upgrade
Tanzu Application Platform.

v1.6.13 Security fixes

This release has the following security fixes, listed by package.
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Package Name
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Vulnerabilities Resolved

¥ Expand to see the list

CVE-2024-33602

CVE-2024-33601

CVE-2024-33600

CVE-2024-33599

CVE-2024-32465

CVE-2024-32021

CVE-2024-32020

CVE-2024-32004

CVE-2024-32002

CVE-2024-26920

CVE-2024-26916

CVE-2024-26910

CVE-2024-26829

CVE-2024-26826

CVE-2024-26825

CVE-2024-26808

CVE-2024-26722

CVE-2024-26720

CVE-2024-26717

CVE-2024-26715

CVE-2024-26712

CVE-2024-26707

CVE-2024-26704

CVE-2024-26702

CVE-2024-26698

CVE-2024-26697

CVE-2024-26696

CVE-2024-26695

CVE-2024-26689

CVE-2024-26685

CVE-2024-26684

CVE-2024-26679

CVE-2024-26676

CVE-2024-26675

CVE-2024-26673

CVE-2024-26671

CVE-2024-26668

CVE-2024-26665

CVE-2024-26664

CVE-2024-26663

CVE-2024-26660

CVE-2024-26645
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Vulnerabilities Resolved

CVE-2024-26644

CVE-2024-26641

CVE-2024-26640

CVE-2024-26636

CVE-2024-26635

CVE-2024-26627

CVE-2024-26625

CVE-2024-26622

CVE-2024-26615

CVE-2024-26614

CVE-2024-26610

CVE-2024-26608

CVE-2024-26606

CVE-2024-26602

CVE-2024-26600

CVE-2024-26594

CVE-2024-26593

CVE-2024-26592

CVE-2024-23849

CVE-2024-2201

CVE-2024-1151

CVE-2023-52643

CVE-2023-52642

CVE-2023-52638

CVE-2023-52637

CVE-2023-52635

CVE-2023-52633

CVE-2023-52631

CVE-2023-52627

CVE-2023-52623

CVE-2023-52622

CVE-2023-52619

CVE-2023-52618

CVE-2023-52617

CVE-2023-52616

CVE-2023-52615

CVE-2023-52614

CVE-2023-52608

CVE-2023-52607

CVE-2023-52606

CVE-2023-52604

CVE-2023-52602

CVE-2023-52601
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Vulnerabilities Resolved

CVE-2023-52599

CVE-2023-52598

CVE-2023-52597

CVE-2023-52595

CVE-2023-52594

CVE-2023-52588

CVE-2023-52587

CVE-2023-52530

CVE-2023-52498

CVE-2023-52494

CVE-2023-52493

CVE-2023-52492

CVE-2023-52491

CVE-2023-52489

CVE-2023-52486

CVE-2023-52435

CVE-2023-47233

¥ Expand to see the list

GHSA-4v7x-pgxf-cx7m

CVE-2023-39326
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Tanzu Application Platform v1.6 (LTS)

Package Name

ootb-templates.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities Resolved

¥ Expand to see the list

CVE-2024-2961

CVE-2024-28835

CVE-2024-28834

CVE-2024-28757

CVE-2024-28085

CVE-2024-26633

CVE-2024-26631

CVE-2024-26598

CVE-2024-26597

CVE-2024-26591

CVE-2024-26589

CVE-2024-26586

CVE-2024-26581

CVE-2024-24860

CVE-2024-24855

CVE-2024-2398

CVE-2024-23851

CVE-2024-23850

CVE-2024-23196

CVE-2024-22705

CVE-2024-22365

CVE-2024-1086

CVE-2024-1085

CVE-2024-0775

CVE-2024-0727

CVE-2024-0646

CVE-2024-0641

CVE-2024-0639

CVE-2024-0607

CVE-2024-0567

CVE-2024-0565

CVE-2024-0553

CVE-2024-0340

CVE-2024-0193

CVE-2023-7192

CVE-2023-6932

CVE-2023-6931

CVE-2023-6918

CVE-2023-6915

CVE-2023-6817

CVE-2023-6622

CVE-2023-6606
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https://nvd.nist.gov/vuln/detail/CVE-2024-2961
https://nvd.nist.gov/vuln/detail/CVE-2024-28835
https://nvd.nist.gov/vuln/detail/CVE-2024-28834
https://nvd.nist.gov/vuln/detail/CVE-2024-28757
https://nvd.nist.gov/vuln/detail/CVE-2024-28085
https://nvd.nist.gov/vuln/detail/CVE-2024-26633
https://nvd.nist.gov/vuln/detail/CVE-2024-26631
https://nvd.nist.gov/vuln/detail/CVE-2024-26598
https://nvd.nist.gov/vuln/detail/CVE-2024-26597
https://nvd.nist.gov/vuln/detail/CVE-2024-26591
https://nvd.nist.gov/vuln/detail/CVE-2024-26589
https://nvd.nist.gov/vuln/detail/CVE-2024-26586
https://nvd.nist.gov/vuln/detail/CVE-2024-26581
https://nvd.nist.gov/vuln/detail/CVE-2024-24860
https://nvd.nist.gov/vuln/detail/CVE-2024-24855
https://nvd.nist.gov/vuln/detail/CVE-2024-2398
https://nvd.nist.gov/vuln/detail/CVE-2024-23851
https://nvd.nist.gov/vuln/detail/CVE-2024-23850
https://nvd.nist.gov/vuln/detail/CVE-2024-23196
https://nvd.nist.gov/vuln/detail/CVE-2024-22705
https://nvd.nist.gov/vuln/detail/CVE-2024-22365
https://nvd.nist.gov/vuln/detail/CVE-2024-1086
https://nvd.nist.gov/vuln/detail/CVE-2024-1085
https://nvd.nist.gov/vuln/detail/CVE-2024-0775
https://nvd.nist.gov/vuln/detail/CVE-2024-0727
https://nvd.nist.gov/vuln/detail/CVE-2024-0646
https://nvd.nist.gov/vuln/detail/CVE-2024-0641
https://nvd.nist.gov/vuln/detail/CVE-2024-0639
https://nvd.nist.gov/vuln/detail/CVE-2024-0607
https://nvd.nist.gov/vuln/detail/CVE-2024-0567
https://nvd.nist.gov/vuln/detail/CVE-2024-0565
https://nvd.nist.gov/vuln/detail/CVE-2024-0553
https://nvd.nist.gov/vuln/detail/CVE-2024-0340
https://nvd.nist.gov/vuln/detail/CVE-2024-0193
https://nvd.nist.gov/vuln/detail/CVE-2023-7192
https://nvd.nist.gov/vuln/detail/CVE-2023-6932
https://nvd.nist.gov/vuln/detail/CVE-2023-6931
https://nvd.nist.gov/vuln/detail/CVE-2023-6918
https://nvd.nist.gov/vuln/detail/CVE-2023-6915
https://nvd.nist.gov/vuln/detail/CVE-2023-6817
https://nvd.nist.gov/vuln/detail/CVE-2023-6622
https://nvd.nist.gov/vuln/detail/CVE-2023-6606

Tanzu Application Platform v1.6 (LTS)

Package Name

VMware by Broadcom

Vulnerabilities Resolved

CVE-2023-6546

CVE-2023-6237

CVE-2023-6176

CVE-2023-6129

CVE-2023-6121

CVE-2023-6040

CVE-2023-6039

CVE-2023-6004

CVE-2023-5981

CVE-2023-5717

CVE-2023-5678

CVE-2023-5363

CVE-2023-52628

CVE-2023-52612

CVE-2023-52610

CVE-2023-52609

CVE-2023-52603

CVE-2023-52600

CVE-2023-52581

CVE-2023-52580

CVE-2023-52573

CVE-2023-52567

CVE-2023-52564

CVE-2023-52563

CVE-2023-52529

CVE-2023-52523

CVE-2023-52520

CVE-2023-52519

CVE-2023-52515

CVE-2023-52513

CVE-2023-52474

CVE-2023-52470

CVE-2023-52469

CVE-2023-52467

CVE-2023-52464

CVE-2023-52463

CVE-2023-52462

CVE-2023-52458

CVE-2023-52457

CVE-2023-52456

CVE-2023-52454

CVE-2023-52451

CVE-2023-52449
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https://nvd.nist.gov/vuln/detail/CVE-2023-6546
https://nvd.nist.gov/vuln/detail/CVE-2023-6237
https://nvd.nist.gov/vuln/detail/CVE-2023-6176
https://nvd.nist.gov/vuln/detail/CVE-2023-6129
https://nvd.nist.gov/vuln/detail/CVE-2023-6121
https://nvd.nist.gov/vuln/detail/CVE-2023-6040
https://nvd.nist.gov/vuln/detail/CVE-2023-6039
https://nvd.nist.gov/vuln/detail/CVE-2023-6004
https://nvd.nist.gov/vuln/detail/CVE-2023-5981
https://nvd.nist.gov/vuln/detail/CVE-2023-5717
https://nvd.nist.gov/vuln/detail/CVE-2023-5678
https://nvd.nist.gov/vuln/detail/CVE-2023-5363
https://nvd.nist.gov/vuln/detail/CVE-2023-52628
https://nvd.nist.gov/vuln/detail/CVE-2023-52612
https://nvd.nist.gov/vuln/detail/CVE-2023-52610
https://nvd.nist.gov/vuln/detail/CVE-2023-52609
https://nvd.nist.gov/vuln/detail/CVE-2023-52603
https://nvd.nist.gov/vuln/detail/CVE-2023-52600
https://nvd.nist.gov/vuln/detail/CVE-2023-52581
https://nvd.nist.gov/vuln/detail/CVE-2023-52580
https://nvd.nist.gov/vuln/detail/CVE-2023-52573
https://nvd.nist.gov/vuln/detail/CVE-2023-52567
https://nvd.nist.gov/vuln/detail/CVE-2023-52564
https://nvd.nist.gov/vuln/detail/CVE-2023-52563
https://nvd.nist.gov/vuln/detail/CVE-2023-52529
https://nvd.nist.gov/vuln/detail/CVE-2023-52523
https://nvd.nist.gov/vuln/detail/CVE-2023-52520
https://nvd.nist.gov/vuln/detail/CVE-2023-52519
https://nvd.nist.gov/vuln/detail/CVE-2023-52515
https://nvd.nist.gov/vuln/detail/CVE-2023-52513
https://nvd.nist.gov/vuln/detail/CVE-2023-52474
https://nvd.nist.gov/vuln/detail/CVE-2023-52470
https://nvd.nist.gov/vuln/detail/CVE-2023-52469
https://nvd.nist.gov/vuln/detail/CVE-2023-52467
https://nvd.nist.gov/vuln/detail/CVE-2023-52464
https://nvd.nist.gov/vuln/detail/CVE-2023-52463
https://nvd.nist.gov/vuln/detail/CVE-2023-52462
https://nvd.nist.gov/vuln/detail/CVE-2023-52458
https://nvd.nist.gov/vuln/detail/CVE-2023-52457
https://nvd.nist.gov/vuln/detail/CVE-2023-52456
https://nvd.nist.gov/vuln/detail/CVE-2023-52454
https://nvd.nist.gov/vuln/detail/CVE-2023-52451
https://nvd.nist.gov/vuln/detail/CVE-2023-52449

Tanzu Application Platform v1.6 (LTS)

Package Name

VMware by Broadcom

Vulnerabilities Resolved

CVE-2023-52448

CVE-2023-52445

CVE-2023-52444

CVE-2023-52443

CVE-2023-52442

CVE-2023-52441

CVE-2023-52436

CVE-2023-52429

CVE-2023-52425

CVE-2023-52340

CVE-2023-5197

CVE-2023-5178

CVE-2023-51782

CVE-2023-51781

CVE-2023-51780

CVE-2023-51779

CVE-2023-5158

CVE-2023-5156

CVE-2023-51043

CVE-2023-51042

CVE-2023-50868

CVE-2023-50387

CVE-2023-4921

CVE-2023-49M

CVE-2023-48795

CVE-2023-4813

CVE-2023-4806

CVE-2023-47038

CVE-2023-46862

CVE-2023-46838

CVE-2023-46813

CVE-2023-4641

CVE-2023-46343

CVE-2023-4623

CVE-2023-4622

CVE-2023-46218

CVE-2023-45871

CVE-2023-45863

CVE-2023-45862

CVE-2023-4569

CVE-2023-44487

CVE-2023-44466

CVE-2023-42756
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https://nvd.nist.gov/vuln/detail/CVE-2023-52448
https://nvd.nist.gov/vuln/detail/CVE-2023-52445
https://nvd.nist.gov/vuln/detail/CVE-2023-52444
https://nvd.nist.gov/vuln/detail/CVE-2023-52443
https://nvd.nist.gov/vuln/detail/CVE-2023-52442
https://nvd.nist.gov/vuln/detail/CVE-2023-52441
https://nvd.nist.gov/vuln/detail/CVE-2023-52436
https://nvd.nist.gov/vuln/detail/CVE-2023-52429
https://nvd.nist.gov/vuln/detail/CVE-2023-52425
https://nvd.nist.gov/vuln/detail/CVE-2023-52340
https://nvd.nist.gov/vuln/detail/CVE-2023-5197
https://nvd.nist.gov/vuln/detail/CVE-2023-5178
https://nvd.nist.gov/vuln/detail/CVE-2023-51782
https://nvd.nist.gov/vuln/detail/CVE-2023-51781
https://nvd.nist.gov/vuln/detail/CVE-2023-51780
https://nvd.nist.gov/vuln/detail/CVE-2023-51779
https://nvd.nist.gov/vuln/detail/CVE-2023-5158
https://nvd.nist.gov/vuln/detail/CVE-2023-5156
https://nvd.nist.gov/vuln/detail/CVE-2023-51043
https://nvd.nist.gov/vuln/detail/CVE-2023-51042
https://nvd.nist.gov/vuln/detail/CVE-2023-50868
https://nvd.nist.gov/vuln/detail/CVE-2023-50387
https://nvd.nist.gov/vuln/detail/CVE-2023-4921
https://nvd.nist.gov/vuln/detail/CVE-2023-4911
https://nvd.nist.gov/vuln/detail/CVE-2023-48795
https://nvd.nist.gov/vuln/detail/CVE-2023-4813
https://nvd.nist.gov/vuln/detail/CVE-2023-4806
https://nvd.nist.gov/vuln/detail/CVE-2023-47038
https://nvd.nist.gov/vuln/detail/CVE-2023-46862
https://nvd.nist.gov/vuln/detail/CVE-2023-46838
https://nvd.nist.gov/vuln/detail/CVE-2023-46813
https://nvd.nist.gov/vuln/detail/CVE-2023-4641
https://nvd.nist.gov/vuln/detail/CVE-2023-46343
https://nvd.nist.gov/vuln/detail/CVE-2023-4623
https://nvd.nist.gov/vuln/detail/CVE-2023-4622
https://nvd.nist.gov/vuln/detail/CVE-2023-46218
https://nvd.nist.gov/vuln/detail/CVE-2023-45871
https://nvd.nist.gov/vuln/detail/CVE-2023-45863
https://nvd.nist.gov/vuln/detail/CVE-2023-45862
https://nvd.nist.gov/vuln/detail/CVE-2023-4569
https://nvd.nist.gov/vuln/detail/CVE-2023-44487
https://nvd.nist.gov/vuln/detail/CVE-2023-44466
https://nvd.nist.gov/vuln/detail/CVE-2023-42756

Tanzu Application Platform v1.6 (LTS)

Package Name

VMware by Broadcom

Vulnerabilities Resolved

CVE-2023-42755
CVE-2023-42754
CVE-2023-42753
CVE-2023-42752
CVE-2023-4273
CVE-2023-4244
CVE-2023-4208
CVE-2023-4207
CVE-2023-4206
CVE-2023-4194
CVE-2023-4155
CVE-2023-4147
CVE-2023-4134
CVE-2023-4132
CVE-2023-40283
CVE-2023-4016
CVE-2023-4015
CVE-2023-4004
CVE-2023-39804
CVE-2023-39198
CVE-2023-39197
CVE-2023-39194
CVE-2023-39193
CVE-2023-39192
CVE-2023-39189
CVE-2023-3867
CVE-2023-3866
CVE-2023-3865
CVE-2023-3863
CVE-2023-38546
CVE-2023-38545
CVE-2023-38432
CVE-2023-38431
CVE-2023-38430
CVE-2023-38429
CVE-2023-38428
CVE-2023-38427
CVE-2023-38426
CVE-2023-3817
CVE-2023-3777
CVE-2023-3776
CVE-2023-3773

CVE-2023-3772
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https://nvd.nist.gov/vuln/detail/CVE-2023-42755
https://nvd.nist.gov/vuln/detail/CVE-2023-42754
https://nvd.nist.gov/vuln/detail/CVE-2023-42753
https://nvd.nist.gov/vuln/detail/CVE-2023-42752
https://nvd.nist.gov/vuln/detail/CVE-2023-4273
https://nvd.nist.gov/vuln/detail/CVE-2023-4244
https://nvd.nist.gov/vuln/detail/CVE-2023-4208
https://nvd.nist.gov/vuln/detail/CVE-2023-4207
https://nvd.nist.gov/vuln/detail/CVE-2023-4206
https://nvd.nist.gov/vuln/detail/CVE-2023-4194
https://nvd.nist.gov/vuln/detail/CVE-2023-4155
https://nvd.nist.gov/vuln/detail/CVE-2023-4147
https://nvd.nist.gov/vuln/detail/CVE-2023-4134
https://nvd.nist.gov/vuln/detail/CVE-2023-4132
https://nvd.nist.gov/vuln/detail/CVE-2023-40283
https://nvd.nist.gov/vuln/detail/CVE-2023-4016
https://nvd.nist.gov/vuln/detail/CVE-2023-4015
https://nvd.nist.gov/vuln/detail/CVE-2023-4004
https://nvd.nist.gov/vuln/detail/CVE-2023-39804
https://nvd.nist.gov/vuln/detail/CVE-2023-39198
https://nvd.nist.gov/vuln/detail/CVE-2023-39197
https://nvd.nist.gov/vuln/detail/CVE-2023-39194
https://nvd.nist.gov/vuln/detail/CVE-2023-39193
https://nvd.nist.gov/vuln/detail/CVE-2023-39192
https://nvd.nist.gov/vuln/detail/CVE-2023-39189
https://nvd.nist.gov/vuln/detail/CVE-2023-3867
https://nvd.nist.gov/vuln/detail/CVE-2023-3866
https://nvd.nist.gov/vuln/detail/CVE-2023-3865
https://nvd.nist.gov/vuln/detail/CVE-2023-3863
https://nvd.nist.gov/vuln/detail/CVE-2023-38546
https://nvd.nist.gov/vuln/detail/CVE-2023-38545
https://nvd.nist.gov/vuln/detail/CVE-2023-38432
https://nvd.nist.gov/vuln/detail/CVE-2023-38431
https://nvd.nist.gov/vuln/detail/CVE-2023-38430
https://nvd.nist.gov/vuln/detail/CVE-2023-38429
https://nvd.nist.gov/vuln/detail/CVE-2023-38428
https://nvd.nist.gov/vuln/detail/CVE-2023-38427
https://nvd.nist.gov/vuln/detail/CVE-2023-38426
https://nvd.nist.gov/vuln/detail/CVE-2023-3817
https://nvd.nist.gov/vuln/detail/CVE-2023-3777
https://nvd.nist.gov/vuln/detail/CVE-2023-3776
https://nvd.nist.gov/vuln/detail/CVE-2023-3773
https://nvd.nist.gov/vuln/detail/CVE-2023-3772

Tanzu Application Platform v1.6 (LTS)

Package Name

VMware by Broadcom

Vulnerabilities Resolved

CVE-2023-37453

CVE-2023-3611

CVE-2023-3610

CVE-2023-3609

CVE-2023-36054

CVE-2023-35829

CVE-2023-35828

CVE-2023-35827

CVE-2023-35824

CVE-2023-35823

CVE-2023-35788

CVE-2023-3567

CVE-2023-35001

CVE-2023-3446

CVE-2023-3439

CVE-2023-34324

CVE-2023-34319

CVE-2023-34256

CVE-2023-3390

CVE-2023-3389

CVE-2023-3355

CVE-2023-3338

CVE-2023-33288

CVE-2023-33203

CVE-2023-3268

CVE-2023-32269

CVE-2023-32258

CVE-2023-32257

CVE-2023-32254

CVE-2023-32252

CVE-2023-32250

CVE-2023-32248

CVE-2023-32247

CVE-2023-32233

CVE-2023-3220

CVE-2023-3212

CVE-2023-3161

CVE-2023-31484

CVE-2023-31436

CVE-2023-3141

CVE-2023-31248

CVE-2023-31085

CVE-2023-31084
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https://nvd.nist.gov/vuln/detail/CVE-2023-37453
https://nvd.nist.gov/vuln/detail/CVE-2023-3611
https://nvd.nist.gov/vuln/detail/CVE-2023-3610
https://nvd.nist.gov/vuln/detail/CVE-2023-3609
https://nvd.nist.gov/vuln/detail/CVE-2023-36054
https://nvd.nist.gov/vuln/detail/CVE-2023-35829
https://nvd.nist.gov/vuln/detail/CVE-2023-35828
https://nvd.nist.gov/vuln/detail/CVE-2023-35827
https://nvd.nist.gov/vuln/detail/CVE-2023-35824
https://nvd.nist.gov/vuln/detail/CVE-2023-35823
https://nvd.nist.gov/vuln/detail/CVE-2023-35788
https://nvd.nist.gov/vuln/detail/CVE-2023-3567
https://nvd.nist.gov/vuln/detail/CVE-2023-35001
https://nvd.nist.gov/vuln/detail/CVE-2023-3446
https://nvd.nist.gov/vuln/detail/CVE-2023-3439
https://nvd.nist.gov/vuln/detail/CVE-2023-34324
https://nvd.nist.gov/vuln/detail/CVE-2023-34319
https://nvd.nist.gov/vuln/detail/CVE-2023-34256
https://nvd.nist.gov/vuln/detail/CVE-2023-3390
https://nvd.nist.gov/vuln/detail/CVE-2023-3389
https://nvd.nist.gov/vuln/detail/CVE-2023-3355
https://nvd.nist.gov/vuln/detail/CVE-2023-3338
https://nvd.nist.gov/vuln/detail/CVE-2023-33288
https://nvd.nist.gov/vuln/detail/CVE-2023-33203
https://nvd.nist.gov/vuln/detail/CVE-2023-3268
https://nvd.nist.gov/vuln/detail/CVE-2023-32269
https://nvd.nist.gov/vuln/detail/CVE-2023-32258
https://nvd.nist.gov/vuln/detail/CVE-2023-32257
https://nvd.nist.gov/vuln/detail/CVE-2023-32254
https://nvd.nist.gov/vuln/detail/CVE-2023-32252
https://nvd.nist.gov/vuln/detail/CVE-2023-32250
https://nvd.nist.gov/vuln/detail/CVE-2023-32248
https://nvd.nist.gov/vuln/detail/CVE-2023-32247
https://nvd.nist.gov/vuln/detail/CVE-2023-32233
https://nvd.nist.gov/vuln/detail/CVE-2023-3220
https://nvd.nist.gov/vuln/detail/CVE-2023-3212
https://nvd.nist.gov/vuln/detail/CVE-2023-3161
https://nvd.nist.gov/vuln/detail/CVE-2023-31484
https://nvd.nist.gov/vuln/detail/CVE-2023-31436
https://nvd.nist.gov/vuln/detail/CVE-2023-3141
https://nvd.nist.gov/vuln/detail/CVE-2023-31248
https://nvd.nist.gov/vuln/detail/CVE-2023-31085
https://nvd.nist.gov/vuln/detail/CVE-2023-31084

Tanzu Application Platform v1.6 (LTS)

Package Name

VMware by Broadcom

Vulnerabilities Resolved

CVE-2023-31083

CVE-2023-3090

CVE-2023-30772

CVE-2023-30456

CVE-2023-2985

CVE-2023-2975

CVE-2023-2953

CVE-2023-29491

CVE-2023-29007

CVE-2023-2898

CVE-2023-28466

CVE-2023-28322

CVE-2023-28321

CVE-2023-2650

CVE-2023-2612

CVE-2023-2603

CVE-2023-2602

CVE-2023-25815

CVE-2023-25775

CVE-2023-25652

CVE-2023-25588

CVE-2023-25585

CVE-2023-25584

CVE-2023-25012

CVE-2023-24023

CVE-2023-23004

CVE-2023-23000

CVE-2023-22995

CVE-2023-2283

CVE-2023-2269

CVE-2023-2235

CVE-2023-2194

CVE-2023-2163

CVE-2023-2162

CVE-2023-2156

CVE-2023-21400

CVE-2023-21255

CVE-2023-2124

CVE-2023-20938

CVE-2023-20593

CVE-2023-20588

CVE-2023-20569

CVE-2023-2002
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https://nvd.nist.gov/vuln/detail/CVE-2023-31083
https://nvd.nist.gov/vuln/detail/CVE-2023-3090
https://nvd.nist.gov/vuln/detail/CVE-2023-30772
https://nvd.nist.gov/vuln/detail/CVE-2023-30456
https://nvd.nist.gov/vuln/detail/CVE-2023-2985
https://nvd.nist.gov/vuln/detail/CVE-2023-2975
https://nvd.nist.gov/vuln/detail/CVE-2023-2953
https://nvd.nist.gov/vuln/detail/CVE-2023-29491
https://nvd.nist.gov/vuln/detail/CVE-2023-29007
https://nvd.nist.gov/vuln/detail/CVE-2023-2898
https://nvd.nist.gov/vuln/detail/CVE-2023-28466
https://nvd.nist.gov/vuln/detail/CVE-2023-28322
https://nvd.nist.gov/vuln/detail/CVE-2023-28321
https://nvd.nist.gov/vuln/detail/CVE-2023-2650
https://nvd.nist.gov/vuln/detail/CVE-2023-2612
https://nvd.nist.gov/vuln/detail/CVE-2023-2603
https://nvd.nist.gov/vuln/detail/CVE-2023-2602
https://nvd.nist.gov/vuln/detail/CVE-2023-25815
https://nvd.nist.gov/vuln/detail/CVE-2023-25775
https://nvd.nist.gov/vuln/detail/CVE-2023-25652
https://nvd.nist.gov/vuln/detail/CVE-2023-25588
https://nvd.nist.gov/vuln/detail/CVE-2023-25585
https://nvd.nist.gov/vuln/detail/CVE-2023-25584
https://nvd.nist.gov/vuln/detail/CVE-2023-25012
https://nvd.nist.gov/vuln/detail/CVE-2023-24023
https://nvd.nist.gov/vuln/detail/CVE-2023-23004
https://nvd.nist.gov/vuln/detail/CVE-2023-23000
https://nvd.nist.gov/vuln/detail/CVE-2023-22995
https://nvd.nist.gov/vuln/detail/CVE-2023-2283
https://nvd.nist.gov/vuln/detail/CVE-2023-2269
https://nvd.nist.gov/vuln/detail/CVE-2023-2235
https://nvd.nist.gov/vuln/detail/CVE-2023-2194
https://nvd.nist.gov/vuln/detail/CVE-2023-2163
https://nvd.nist.gov/vuln/detail/CVE-2023-2162
https://nvd.nist.gov/vuln/detail/CVE-2023-2156
https://nvd.nist.gov/vuln/detail/CVE-2023-21400
https://nvd.nist.gov/vuln/detail/CVE-2023-21255
https://nvd.nist.gov/vuln/detail/CVE-2023-2124
https://nvd.nist.gov/vuln/detail/CVE-2023-20938
https://nvd.nist.gov/vuln/detail/CVE-2023-20593
https://nvd.nist.gov/vuln/detail/CVE-2023-20588
https://nvd.nist.gov/vuln/detail/CVE-2023-20569
https://nvd.nist.gov/vuln/detail/CVE-2023-2002
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Package Name
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Vulnerabilities Resolved

CVE-2023-1998

CVE-2023-1990

CVE-2023-1972

CVE-2023-1859

CVE-2023-1855

CVE-2023-1670

CVE-2023-1667

CVE-2023-1611

CVE-2023-1513

CVE-2023-1380

CVE-2023-1255

CVE-2023-1206

CVE-2023-1194

CVE-2023-1192

CVE-2023-1079

CVE-2023-1078

CVE-2023-1077

CVE-2023-1076

CVE-2023-1075

CVE-2023-0597

CVE-2023-0459

CVE-2022-48522

CVE-2022-48502

CVE-2022-48425

CVE-2022-48065

CVE-2022-48063

CVE-2022-47696

CVE-2022-47695

CVE-2022-47673

CVE-2022-4701

CVE-2022-47010

CVE-2022-47008

CVE-2022-47007

CVE-2022-45919

CVE-2022-45886

CVE-2022-45703

CVE-2022-44840

CVE-2022-4285

CVE-2022-4269

CVE-2022-41715

CVE-2022-40982

CVE-2022-3715

CVE-2022-3707
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https://nvd.nist.gov/vuln/detail/CVE-2023-1998
https://nvd.nist.gov/vuln/detail/CVE-2023-1990
https://nvd.nist.gov/vuln/detail/CVE-2023-1972
https://nvd.nist.gov/vuln/detail/CVE-2023-1859
https://nvd.nist.gov/vuln/detail/CVE-2023-1855
https://nvd.nist.gov/vuln/detail/CVE-2023-1670
https://nvd.nist.gov/vuln/detail/CVE-2023-1667
https://nvd.nist.gov/vuln/detail/CVE-2023-1611
https://nvd.nist.gov/vuln/detail/CVE-2023-1513
https://nvd.nist.gov/vuln/detail/CVE-2023-1380
https://nvd.nist.gov/vuln/detail/CVE-2023-1255
https://nvd.nist.gov/vuln/detail/CVE-2023-1206
https://nvd.nist.gov/vuln/detail/CVE-2023-1194
https://nvd.nist.gov/vuln/detail/CVE-2023-1192
https://nvd.nist.gov/vuln/detail/CVE-2023-1079
https://nvd.nist.gov/vuln/detail/CVE-2023-1078
https://nvd.nist.gov/vuln/detail/CVE-2023-1077
https://nvd.nist.gov/vuln/detail/CVE-2023-1076
https://nvd.nist.gov/vuln/detail/CVE-2023-1075
https://nvd.nist.gov/vuln/detail/CVE-2023-0597
https://nvd.nist.gov/vuln/detail/CVE-2023-0459
https://nvd.nist.gov/vuln/detail/CVE-2022-48522
https://nvd.nist.gov/vuln/detail/CVE-2022-48502
https://nvd.nist.gov/vuln/detail/CVE-2022-48425
https://nvd.nist.gov/vuln/detail/CVE-2022-48065
https://nvd.nist.gov/vuln/detail/CVE-2022-48063
https://nvd.nist.gov/vuln/detail/CVE-2022-47696
https://nvd.nist.gov/vuln/detail/CVE-2022-47695
https://nvd.nist.gov/vuln/detail/CVE-2022-47673
https://nvd.nist.gov/vuln/detail/CVE-2022-47011
https://nvd.nist.gov/vuln/detail/CVE-2022-47010
https://nvd.nist.gov/vuln/detail/CVE-2022-47008
https://nvd.nist.gov/vuln/detail/CVE-2022-47007
https://nvd.nist.gov/vuln/detail/CVE-2022-45919
https://nvd.nist.gov/vuln/detail/CVE-2022-45886
https://nvd.nist.gov/vuln/detail/CVE-2022-45703
https://nvd.nist.gov/vuln/detail/CVE-2022-44840
https://nvd.nist.gov/vuln/detail/CVE-2022-4285
https://nvd.nist.gov/vuln/detail/CVE-2022-4269
https://nvd.nist.gov/vuln/detail/CVE-2022-41715
https://nvd.nist.gov/vuln/detail/CVE-2022-40982
https://nvd.nist.gov/vuln/detail/CVE-2022-3715
https://nvd.nist.gov/vuln/detail/CVE-2022-3707

Tanzu Application Platform v1.6 (LTS)

Package Name Vulnerabilities Resolved

e CVE-2022-36402
« CVE-2022-35205

« CVE-2022-27672

v1.6.13 Known issues

This release has the following known issues, listed by component and area.
v1.6.13 Known issues: Tanzu Application Platform

e« This Tanzu Application Platform release is not supported with Tanzu Kubernetes releases
(TKR) v1.26 on vSphere with Tanzu.

v1.6.13 Known issues: Artifact Metadata Repository Observer and CloudEvent Handler

e Periodic reconciliation or restarting of the AMR Observer causes reattempted posting of
ImageVulnerabilityScan results. There is an error on duplicate submission of identical
ImageVulnerabilityScans you can ignore if the previous submission was successful.

« ReplicaSet status in AMR only has two states: created and deleted. There is a known issue
where the available and unavailable state is not showing. The workaround is that you can
interpolate this information from the instances metadata in the AMR for the ReplicaSet.

v1.6.13 Known issues: Bitnami Services

« If you try to configure private registry integration for the Bitnami services after having
already created a claim for one or more of the Bitnami services using the default
configuration, the updated private registry configuration does not appear to take effect.
This is due to caching behavior in the system which is not accounted for during
configuration updates. For a workaround, see Troubleshoot Bitnami Services.

v1.6.13 Known issues: Cloud Native Runtimes

o For Knative Serving, certain app name, namespace, and domain combinations produce
Knative Services with status certificateNotReady. For more information, see
Troubleshooting.

v1.6.13 Known issues: Crossplane

e Crossplane Providers cannot communicate with systems using a custom CA. For more
information and a workaround, see Troubleshoot Crossplane.

e The Crossplane validatingwebhookconfiguration is not removed when you uninstall the
Crossplane Package. To workaround, delete the validatingwebhookconfiguration manually
by running kubectl delete validatingwebhookconfiguration crossplane.

v1.6.13 Known issues: Eventing

« When using vSphere sources in Eventing, the vsphere-source is using a high number of
informers to alleviate load on the API server. This causes high memory use.

v1.6.13 Known issues: Learning Center

VMware by Broadcom 164


https://nvd.nist.gov/vuln/detail/CVE-2022-36402
https://nvd.nist.gov/vuln/detail/CVE-2022-35205
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Tanzu Application Platform v1.6 (LTS)

¢ CVE-2023-26114: Versions of VS Code server before v4.10.1 are vulnerable to Missing
Origin Validation in WebSocket handshakes. For mitigation steps, see Known issues for
Learning Center.

v1.6.13 Known issues: Services Toolkit

e An error occurs if additionalProperties is true in @ CompositeResourceDefinition. For
more information and a workaround, see Troubleshoot Services Toolkit.

v1.6.13 Known issues: Supply Chain Choreographer

« When using the Carvel Package Supply Chains, if the operator updates the parameter
carvel package.name suffix, existing workloads incorrectly output a Carvel package to the
GitOps repository that uses the old value of carvel package.name suffix. YOu can ignore
or delete this package.

« If the size of the resulting OpenAPIv3 specification exceeds a certain size, approximately
3 KB, the Supply Chain does not function. If you use the default Carvel package parameters,
you this issue does not occur. If you use custom Carvel package parameters, you might
encounter this size limit. If you exceed the size limit, you can either deactivate this feature,
or use a workaround. The workaround requires enabling a Tekton feature flag. For more
information, see the Tekton documentation.

v1.6.13 Known issues: Supply Chain Security Tools - Scan

« The Snyk scanner outputs an incorrectly created date, resulting in an invalid date. If the
workload is in a failed state due to an invalid date, wait approximately 10 hours and the
workload automatically goes into the ready state. For more information, see this issue in the
Snyk Github repository.

v1.6.13 Supply Chain Security Tools - Store

¢ SCST - Store automatically detects PostgreSQL database index corruptions. If SCST - Store
finds a PostgresSQL database index corruption issue, it does not reconcile. For how to fix
this issue, see Fix Postgres Database Index Corruption.

v1.6.13 Known issues: Tanzu Developer Portal (formerly named Tanzu Application Platform GUI)

« If you do not configure any authentication providers, and do not allow guest access, the
following message appears when loading Tanzu Developer Portal in a browser:

No configured authentication providers. Please configure at least one.

To resolve this issue, see Troubleshooting.

« Ad-blocking browser extensions and standalone ad-blocking software can interfere with
telemetry collection within the VMware Customer Experience Improvement Program and
restrict access to all or parts of Tanzu Developer Portal. For more information, see
Troubleshooting.

¢ ScmAuth is a Backstage concept that abstracts Source Code Management (SCM)
authentication into a package. An oversight in a recent code-base migration led to the
accidental exclusion of custom ScmAuth functions. This exclusion affected some client
operations, such as using Application Accelerators to create Git repositories on behalf of
users.

VMware by Broadcom
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https://nvd.nist.gov/vuln/detail/CVE-2023-26114
https://tekton.dev/docs/pipelines/additional-configs/#enabling-larger-results-using-sidecar-logs
https://github.com/snyk-tech-services/snyk2spdx/issues/54
https://www.vmware.com/solutions/trustvmware/ceip.html
https://backstage.io/docs/reference/integration-react.scmauth/
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The back-end Kubernetes plug-in reports failure in multicluster environments. In a
multicluster environment when one request to a Kubernetes cluster fails, backstage-
kubernetes-backend reports a failure to the front end. This is a known issue with upstream
Backstage and it applies to all released versions of Tanzu Developer Portal. For more
information, see this Backstage code in GitHub. This behavior arises from the API at the
Backstage level. There are currently no known workarounds. There are plans for upstream
commits to Backstage to resolve this issue.

v1.6.13 Known issues: Tanzu Developer Portal - Supply Chain GUI plug-in

Any workloads created by using a custom resource definition (CRD) might not work as
expected. Only Out of the Box (OOTB) Supply Chains are supported in the Ul.

Downloading the SBOM from a vulnerability scan requires additional configuration in tap-
values.yaml. For more information, see Troubleshooting.

v1.6.13 Known issues: Tanzu Developer Tools for IntelliJ

The error com.vdurmont.semver4j.SemverException: Invalid version (no major version)
is shown in the error logs when attempting to perform a workload action before installing
the Tanzu CLI apps plug-in.

If you restart your computer while running Live Update without terminating the Tilt process
beforehand, there is a lock that incorrectly shows that Live Update is still running and
prevents it from starting again. For the fix, see Troubleshooting.

Workload actions and Live Update do not work when in a project with spaces in its name,
such as my app, or in its path, such as c:\Users\My User\my-app. FOr more information, see
Troubleshooting.

An EDT Thread Exception error is logged or reported as a notification with a message
similar to "com.intellij.diagnostic.PluginException: 2007 ms to call on EDT
TanzuApplyActionfupdate@ProjectViewPopup". FOr more information, see Troubleshooting.

v1.6.13 Known issues: Tanzu Developer Tools for Visual Studio

Clicking the red square Stop button in the Visual Studio top toolbar can cause a workload to
fail. For more information, see Troubleshooting.

v1.6.13 Known issues: Tanzu Developer Tools for VS Code

In the Tanzu activity panel, the config-writer-pull-requester Of type Runnable is
incorrectly categorized as Unknown. The correct category is Supply Chain.

v1.6.13 Component versions

The following table lists the Tanzu Application Platform package versions included with this release.

Component Name Version
API Auto Registration 0.3.5
API portal 1.4.7
Application Accelerator 1.6.6
Application Configuration Service 214
Application Live View APIServer 1.6.3
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https://github.com/backstage/backstage/blob/c7f88d041b671185dc7a01e716f80dca0709e2a1/plugins/kubernetes-backend/src/service/KubernetesFanOutHandler.ts#L250-L271
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Component Name

Application Live View back end
Application Live View connector
Application Live View conventions
Application Single Sign-On

Artifact Metadata Repository Observer (alpha)
Bitnami Services

Carbon Black Scanner for SCST - Scan (beta)
Cartographer Conventions

cert-manager

Cloud Native Runtimes

Contour

Crossplane

Default Roles

Developer Conventions

Eventing (deprecated)

External Secrets Operator

Flux CD Source Controller

Grype Scanner for SCST - Scan

Learning Center (deprecated)

Learning Center workshops (deprecated)
Local Source Proxy

Namespace Provisioner

Out of the Box Delivery - Basic

Out of the Box Supply Chain - Basic

Out of the Box Supply Chain - Testing
Out of the Box Supply Chain - Testing and Scanning
Out of the Box Templates

Service Bindings

Services Toolkit

Snyk Scanner for SCST - Scan (beta)
Source Controller

Spring Boot conventions

Spring Cloud Gateway

Supply Chain Choreographer

Supply Chain Security Tools - Policy Controller

VMware by Broadcom

Version

1.6.4

164

163

4.0.7

0.1.2

0.2.0

125

0.75

248

2314

2.0.0

022

1.1.0

0.11.2

2210

0.6.1+tap.6

0.36.1+tanzu.2

1.6.140

032

0.3.1

0.1.1

0.4.1

0.13.21

0.13.21

0.13.21

0.13.21

0.13.21

09.4

0.11.1

1.0.0-beta.156

0.8.4

163

2.0.12

0.7.5

142

167
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Component Name

Supply Chain Security Tools - Scan

Supply Chain Security Tools - Scan 2.0 (beta)
Supply Chain Security Tools - Store

Tanzu Application Platform Telemetry

Tanzu Build Service

Tanzu CLI

Tanzu Developer Portal (formerly Tanzu Application Platform GUI)

Tanzu Developer Portal Configurator (beta)

Tekton Pipelines

Version

1.6.141

0.1.0-beta 137

1.6.14

0.6.2

11118

1.3.0

1.6.8

0.12

0.41.0+tap.9

v1.6.12

Release Date: 11 June 2024

v1.6.12 Security fixes

This release has the following security fixes, listed by package.

VMware by Broadcom

168



Tanzu Application Platform v1.6 (LTS)

Package Name

base-jammy-stack-lite.buildpacks.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities Resolved

¥ Expand to see the list

CVE-2024-26920

CVE-2024-26916

CVE-2024-26910

CVE-2024-26829

CVE-2024-26826

CVE-2024-26825

CVE-2024-26808

CVE-2024-26722

CVE-2024-26720

CVE-2024-26717

CVE-2024-26715

CVE-2024-26712

CVE-2024-26707

CVE-2024-26704

CVE-2024-26702

CVE-2024-26698

CVE-2024-26697

CVE-2024-26696

CVE-2024-26695

CVE-2024-26689

CVE-2024-26685

CVE-2024-26684

CVE-2024-26679

CVE-2024-26676

CVE-2024-26675

CVE-2024-26673

CVE-2024-26671

CVE-2024-26668

CVE-2024-26665

CVE-2024-26664

CVE-2024-26663

CVE-2024-26660

CVE-2024-26645

CVE-2024-26644

CVE-2024-26641

CVE-2024-26640

CVE-2024-26636

CVE-2024-26635

CVE-2024-26627

CVE-2024-26625

CVE-2024-26615

CVE-2024-26614
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https://nvd.nist.gov/vuln/detail/CVE-2024-26920
https://nvd.nist.gov/vuln/detail/CVE-2024-26916
https://nvd.nist.gov/vuln/detail/CVE-2024-26910
https://nvd.nist.gov/vuln/detail/CVE-2024-26829
https://nvd.nist.gov/vuln/detail/CVE-2024-26826
https://nvd.nist.gov/vuln/detail/CVE-2024-26825
https://nvd.nist.gov/vuln/detail/CVE-2024-26808
https://nvd.nist.gov/vuln/detail/CVE-2024-26722
https://nvd.nist.gov/vuln/detail/CVE-2024-26720
https://nvd.nist.gov/vuln/detail/CVE-2024-26717
https://nvd.nist.gov/vuln/detail/CVE-2024-26715
https://nvd.nist.gov/vuln/detail/CVE-2024-26712
https://nvd.nist.gov/vuln/detail/CVE-2024-26707
https://nvd.nist.gov/vuln/detail/CVE-2024-26704
https://nvd.nist.gov/vuln/detail/CVE-2024-26702
https://nvd.nist.gov/vuln/detail/CVE-2024-26698
https://nvd.nist.gov/vuln/detail/CVE-2024-26697
https://nvd.nist.gov/vuln/detail/CVE-2024-26696
https://nvd.nist.gov/vuln/detail/CVE-2024-26695
https://nvd.nist.gov/vuln/detail/CVE-2024-26689
https://nvd.nist.gov/vuln/detail/CVE-2024-26685
https://nvd.nist.gov/vuln/detail/CVE-2024-26684
https://nvd.nist.gov/vuln/detail/CVE-2024-26679
https://nvd.nist.gov/vuln/detail/CVE-2024-26676
https://nvd.nist.gov/vuln/detail/CVE-2024-26675
https://nvd.nist.gov/vuln/detail/CVE-2024-26673
https://nvd.nist.gov/vuln/detail/CVE-2024-26671
https://nvd.nist.gov/vuln/detail/CVE-2024-26668
https://nvd.nist.gov/vuln/detail/CVE-2024-26665
https://nvd.nist.gov/vuln/detail/CVE-2024-26664
https://nvd.nist.gov/vuln/detail/CVE-2024-26663
https://nvd.nist.gov/vuln/detail/CVE-2024-26660
https://nvd.nist.gov/vuln/detail/CVE-2024-26645
https://nvd.nist.gov/vuln/detail/CVE-2024-26644
https://nvd.nist.gov/vuln/detail/CVE-2024-26641
https://nvd.nist.gov/vuln/detail/CVE-2024-26640
https://nvd.nist.gov/vuln/detail/CVE-2024-26636
https://nvd.nist.gov/vuln/detail/CVE-2024-26635
https://nvd.nist.gov/vuln/detail/CVE-2024-26627
https://nvd.nist.gov/vuln/detail/CVE-2024-26625
https://nvd.nist.gov/vuln/detail/CVE-2024-26615
https://nvd.nist.gov/vuln/detail/CVE-2024-26614
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Package Name
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Vulnerabilities Resolved

CVE-2024-26610

CVE-2024-26608

CVE-2024-26606

CVE-2024-26602

CVE-2024-26600

CVE-2024-26594

CVE-2024-26593

CVE-2024-26592

CVE-2024-23849

CVE-2024-2201

CVE-2024-1151

CVE-2023-52643

CVE-2023-52642

CVE-2023-52638

CVE-2023-52637

CVE-2023-52635

CVE-2023-52633

CVE-2023-52631

CVE-2023-52627

CVE-2023-52623

CVE-2023-52622

CVE-2023-52619

CVE-2023-52618

CVE-2023-52617

CVE-2023-52616

CVE-2023-52615

CVE-2023-52614

CVE-2023-52608

CVE-2023-52607

CVE-2023-52606

CVE-2023-52604

CVE-2023-52602

CVE-2023-52601

CVE-2023-52599

CVE-2023-52598

CVE-2023-52597

CVE-2023-52595

CVE-2023-52594

CVE-2023-52588

CVE-2023-52587

CVE-2023-52498

CVE-2023-52494

CVE-2023-52493
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https://nvd.nist.gov/vuln/detail/CVE-2024-26608
https://nvd.nist.gov/vuln/detail/CVE-2024-26606
https://nvd.nist.gov/vuln/detail/CVE-2024-26602
https://nvd.nist.gov/vuln/detail/CVE-2024-26600
https://nvd.nist.gov/vuln/detail/CVE-2024-26594
https://nvd.nist.gov/vuln/detail/CVE-2024-26593
https://nvd.nist.gov/vuln/detail/CVE-2024-26592
https://nvd.nist.gov/vuln/detail/CVE-2024-23849
https://nvd.nist.gov/vuln/detail/CVE-2024-2201
https://nvd.nist.gov/vuln/detail/CVE-2024-1151
https://nvd.nist.gov/vuln/detail/CVE-2023-52643
https://nvd.nist.gov/vuln/detail/CVE-2023-52642
https://nvd.nist.gov/vuln/detail/CVE-2023-52638
https://nvd.nist.gov/vuln/detail/CVE-2023-52637
https://nvd.nist.gov/vuln/detail/CVE-2023-52635
https://nvd.nist.gov/vuln/detail/CVE-2023-52633
https://nvd.nist.gov/vuln/detail/CVE-2023-52631
https://nvd.nist.gov/vuln/detail/CVE-2023-52627
https://nvd.nist.gov/vuln/detail/CVE-2023-52623
https://nvd.nist.gov/vuln/detail/CVE-2023-52622
https://nvd.nist.gov/vuln/detail/CVE-2023-52619
https://nvd.nist.gov/vuln/detail/CVE-2023-52618
https://nvd.nist.gov/vuln/detail/CVE-2023-52617
https://nvd.nist.gov/vuln/detail/CVE-2023-52616
https://nvd.nist.gov/vuln/detail/CVE-2023-52615
https://nvd.nist.gov/vuln/detail/CVE-2023-52614
https://nvd.nist.gov/vuln/detail/CVE-2023-52608
https://nvd.nist.gov/vuln/detail/CVE-2023-52607
https://nvd.nist.gov/vuln/detail/CVE-2023-52606
https://nvd.nist.gov/vuln/detail/CVE-2023-52604
https://nvd.nist.gov/vuln/detail/CVE-2023-52602
https://nvd.nist.gov/vuln/detail/CVE-2023-52601
https://nvd.nist.gov/vuln/detail/CVE-2023-52599
https://nvd.nist.gov/vuln/detail/CVE-2023-52598
https://nvd.nist.gov/vuln/detail/CVE-2023-52597
https://nvd.nist.gov/vuln/detail/CVE-2023-52595
https://nvd.nist.gov/vuln/detail/CVE-2023-52594
https://nvd.nist.gov/vuln/detail/CVE-2023-52588
https://nvd.nist.gov/vuln/detail/CVE-2023-52587
https://nvd.nist.gov/vuln/detail/CVE-2023-52498
https://nvd.nist.gov/vuln/detail/CVE-2023-52494
https://nvd.nist.gov/vuln/detail/CVE-2023-52493

Tanzu Application Platform v1.6 (LTS)

Package Name

cert-manager.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities Resolved

o« CVE-2023-52492
e CVE-2023-52491
« CVE-2023-52489
« CVE-2023-52486
« CVE-2023-52435
¥ Expand to see the list
e GHSA-4v7x-pgxf-cx7m

« CVE-2023-39326

m


https://nvd.nist.gov/vuln/detail/CVE-2023-52492
https://nvd.nist.gov/vuln/detail/CVE-2023-52491
https://nvd.nist.gov/vuln/detail/CVE-2023-52489
https://nvd.nist.gov/vuln/detail/CVE-2023-52486
https://nvd.nist.gov/vuln/detail/CVE-2023-52435
https://github.com/advisories/GHSA-4v7x-pqxf-cx7m
https://nvd.nist.gov/vuln/detail/CVE-2023-39326

Tanzu Application Platform v1.6 (LTS)

Package Name

ootb-templates.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities Resolved

¥ Expand to see the list

CVE-2024-28757

CVE-2024-28085

CVE-2024-24855

CVE-2024-2398

CVE-2024-22365

CVE-2024-1086

CVE-2024-1085

CVE-2024-0727

CVE-2024-0646

CVE-2024-0641

CVE-2024-0607

CVE-2024-0567

CVE-2024-0565

CVE-2024-0553

CVE-2024-0340

CVE-2024-0193

CVE-2023-7192

CVE-2023-6932

CVE-2023-6931

CVE-2023-6918

CVE-2023-6817

CVE-2023-6622

CVE-2023-6606

CVE-2023-6546

CVE-2023-6237

CVE-2023-6176

CVE-2023-6129

CVE-2023-6121

CVE-2023-6040

CVE-2023-6039

CVE-2023-6004

CVE-2023-5981

CVE-2023-5717

CVE-2023-5678

CVE-2023-5363

CVE-2023-52425

CVE-2023-5197

CVE-2023-5178

CVE-2023-51782

CVE-2023-51781

CVE-2023-51780

CVE-2023-51779
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https://nvd.nist.gov/vuln/detail/CVE-2024-28757
https://nvd.nist.gov/vuln/detail/CVE-2024-28085
https://nvd.nist.gov/vuln/detail/CVE-2024-24855
https://nvd.nist.gov/vuln/detail/CVE-2024-2398
https://nvd.nist.gov/vuln/detail/CVE-2024-22365
https://nvd.nist.gov/vuln/detail/CVE-2024-1086
https://nvd.nist.gov/vuln/detail/CVE-2024-1085
https://nvd.nist.gov/vuln/detail/CVE-2024-0727
https://nvd.nist.gov/vuln/detail/CVE-2024-0646
https://nvd.nist.gov/vuln/detail/CVE-2024-0641
https://nvd.nist.gov/vuln/detail/CVE-2024-0607
https://nvd.nist.gov/vuln/detail/CVE-2024-0567
https://nvd.nist.gov/vuln/detail/CVE-2024-0565
https://nvd.nist.gov/vuln/detail/CVE-2024-0553
https://nvd.nist.gov/vuln/detail/CVE-2024-0340
https://nvd.nist.gov/vuln/detail/CVE-2024-0193
https://nvd.nist.gov/vuln/detail/CVE-2023-7192
https://nvd.nist.gov/vuln/detail/CVE-2023-6932
https://nvd.nist.gov/vuln/detail/CVE-2023-6931
https://nvd.nist.gov/vuln/detail/CVE-2023-6918
https://nvd.nist.gov/vuln/detail/CVE-2023-6817
https://nvd.nist.gov/vuln/detail/CVE-2023-6622
https://nvd.nist.gov/vuln/detail/CVE-2023-6606
https://nvd.nist.gov/vuln/detail/CVE-2023-6546
https://nvd.nist.gov/vuln/detail/CVE-2023-6237
https://nvd.nist.gov/vuln/detail/CVE-2023-6176
https://nvd.nist.gov/vuln/detail/CVE-2023-6129
https://nvd.nist.gov/vuln/detail/CVE-2023-6121
https://nvd.nist.gov/vuln/detail/CVE-2023-6040
https://nvd.nist.gov/vuln/detail/CVE-2023-6039
https://nvd.nist.gov/vuln/detail/CVE-2023-6004
https://nvd.nist.gov/vuln/detail/CVE-2023-5981
https://nvd.nist.gov/vuln/detail/CVE-2023-5717
https://nvd.nist.gov/vuln/detail/CVE-2023-5678
https://nvd.nist.gov/vuln/detail/CVE-2023-5363
https://nvd.nist.gov/vuln/detail/CVE-2023-52425
https://nvd.nist.gov/vuln/detail/CVE-2023-5197
https://nvd.nist.gov/vuln/detail/CVE-2023-5178
https://nvd.nist.gov/vuln/detail/CVE-2023-51782
https://nvd.nist.gov/vuln/detail/CVE-2023-51781
https://nvd.nist.gov/vuln/detail/CVE-2023-51780
https://nvd.nist.gov/vuln/detail/CVE-2023-51779

Tanzu Application Platform v1.6 (LTS)

Package Name

VMware by Broadcom

Vulnerabilities Resolved

CVE-2023-5158

CVE-2023-5156

CVE-2023-50868

CVE-2023-50387

CVE-2023-4921

CVE-2023-49M

CVE-2023-48795

CVE-2023-4813

CVE-2023-4806

CVE-2023-47038

CVE-2023-46862

CVE-2023-46813

CVE-2023-4641

CVE-2023-46343

CVE-2023-4623

CVE-2023-4622

CVE-2023-46218

CVE-2023-45871

CVE-2023-45863

CVE-2023-45862

CVE-2023-4569

CVE-2023-44487

CVE-2023-44466

CVE-2023-42756

CVE-2023-42755

CVE-2023-42754

CVE-2023-42753

CVE-2023-42752

CVE-2023-4273

CVE-2023-4244

CVE-2023-4208

CVE-2023-4207

CVE-2023-4206

CVE-2023-4194

CVE-2023-4155

CVE-2023-4147

CVE-2023-4134

CVE-2023-4132

CVE-2023-4128

CVE-2023-40283

CVE-2023-4016

CVE-2023-4015

CVE-2023-4004
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https://nvd.nist.gov/vuln/detail/CVE-2023-5158
https://nvd.nist.gov/vuln/detail/CVE-2023-5156
https://nvd.nist.gov/vuln/detail/CVE-2023-50868
https://nvd.nist.gov/vuln/detail/CVE-2023-50387
https://nvd.nist.gov/vuln/detail/CVE-2023-4921
https://nvd.nist.gov/vuln/detail/CVE-2023-4911
https://nvd.nist.gov/vuln/detail/CVE-2023-48795
https://nvd.nist.gov/vuln/detail/CVE-2023-4813
https://nvd.nist.gov/vuln/detail/CVE-2023-4806
https://nvd.nist.gov/vuln/detail/CVE-2023-47038
https://nvd.nist.gov/vuln/detail/CVE-2023-46862
https://nvd.nist.gov/vuln/detail/CVE-2023-46813
https://nvd.nist.gov/vuln/detail/CVE-2023-4641
https://nvd.nist.gov/vuln/detail/CVE-2023-46343
https://nvd.nist.gov/vuln/detail/CVE-2023-4623
https://nvd.nist.gov/vuln/detail/CVE-2023-4622
https://nvd.nist.gov/vuln/detail/CVE-2023-46218
https://nvd.nist.gov/vuln/detail/CVE-2023-45871
https://nvd.nist.gov/vuln/detail/CVE-2023-45863
https://nvd.nist.gov/vuln/detail/CVE-2023-45862
https://nvd.nist.gov/vuln/detail/CVE-2023-4569
https://nvd.nist.gov/vuln/detail/CVE-2023-44487
https://nvd.nist.gov/vuln/detail/CVE-2023-44466
https://nvd.nist.gov/vuln/detail/CVE-2023-42756
https://nvd.nist.gov/vuln/detail/CVE-2023-42755
https://nvd.nist.gov/vuln/detail/CVE-2023-42754
https://nvd.nist.gov/vuln/detail/CVE-2023-42753
https://nvd.nist.gov/vuln/detail/CVE-2023-42752
https://nvd.nist.gov/vuln/detail/CVE-2023-4273
https://nvd.nist.gov/vuln/detail/CVE-2023-4244
https://nvd.nist.gov/vuln/detail/CVE-2023-4208
https://nvd.nist.gov/vuln/detail/CVE-2023-4207
https://nvd.nist.gov/vuln/detail/CVE-2023-4206
https://nvd.nist.gov/vuln/detail/CVE-2023-4194
https://nvd.nist.gov/vuln/detail/CVE-2023-4155
https://nvd.nist.gov/vuln/detail/CVE-2023-4147
https://nvd.nist.gov/vuln/detail/CVE-2023-4134
https://nvd.nist.gov/vuln/detail/CVE-2023-4132
https://nvd.nist.gov/vuln/detail/CVE-2023-4128
https://nvd.nist.gov/vuln/detail/CVE-2023-40283
https://nvd.nist.gov/vuln/detail/CVE-2023-4016
https://nvd.nist.gov/vuln/detail/CVE-2023-4015
https://nvd.nist.gov/vuln/detail/CVE-2023-4004

Tanzu Application Platform v1.6 (LTS)

Package Name

VMware by Broadcom

Vulnerabilities Resolved

CVE-2023-3995

CVE-2023-39804

CVE-2023-39198

CVE-2023-39197

CVE-2023-39194

CVE-2023-39193

CVE-2023-39192

CVE-2023-39189

CVE-2023-3866

CVE-2023-3865

CVE-2023-3863

CVE-2023-38546

CVE-2023-38545

CVE-2023-38432

CVE-2023-38429

CVE-2023-38428

CVE-2023-38426

CVE-2023-3817

CVE-2023-3777

CVE-2023-3776

CVE-2023-3773

CVE-2023-3772

CVE-2023-37453

CVE-2023-3611

CVE-2023-3610

CVE-2023-3609

CVE-2023-36054

CVE-2023-35829

CVE-2023-35828

CVE-2023-35827

CVE-2023-35824

CVE-2023-35823

CVE-2023-35788

CVE-2023-3567

CVE-2023-35001

CVE-2023-3446

CVE-2023-3439

CVE-2023-34324

CVE-2023-34319

CVE-2023-34256

CVE-2023-3390

CVE-2023-3389

CVE-2023-3355
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https://nvd.nist.gov/vuln/detail/CVE-2023-3995
https://nvd.nist.gov/vuln/detail/CVE-2023-39804
https://nvd.nist.gov/vuln/detail/CVE-2023-39198
https://nvd.nist.gov/vuln/detail/CVE-2023-39197
https://nvd.nist.gov/vuln/detail/CVE-2023-39194
https://nvd.nist.gov/vuln/detail/CVE-2023-39193
https://nvd.nist.gov/vuln/detail/CVE-2023-39192
https://nvd.nist.gov/vuln/detail/CVE-2023-39189
https://nvd.nist.gov/vuln/detail/CVE-2023-3866
https://nvd.nist.gov/vuln/detail/CVE-2023-3865
https://nvd.nist.gov/vuln/detail/CVE-2023-3863
https://nvd.nist.gov/vuln/detail/CVE-2023-38546
https://nvd.nist.gov/vuln/detail/CVE-2023-38545
https://nvd.nist.gov/vuln/detail/CVE-2023-38432
https://nvd.nist.gov/vuln/detail/CVE-2023-38429
https://nvd.nist.gov/vuln/detail/CVE-2023-38428
https://nvd.nist.gov/vuln/detail/CVE-2023-38426
https://nvd.nist.gov/vuln/detail/CVE-2023-3817
https://nvd.nist.gov/vuln/detail/CVE-2023-3777
https://nvd.nist.gov/vuln/detail/CVE-2023-3776
https://nvd.nist.gov/vuln/detail/CVE-2023-3773
https://nvd.nist.gov/vuln/detail/CVE-2023-3772
https://nvd.nist.gov/vuln/detail/CVE-2023-37453
https://nvd.nist.gov/vuln/detail/CVE-2023-3611
https://nvd.nist.gov/vuln/detail/CVE-2023-3610
https://nvd.nist.gov/vuln/detail/CVE-2023-3609
https://nvd.nist.gov/vuln/detail/CVE-2023-36054
https://nvd.nist.gov/vuln/detail/CVE-2023-35829
https://nvd.nist.gov/vuln/detail/CVE-2023-35828
https://nvd.nist.gov/vuln/detail/CVE-2023-35827
https://nvd.nist.gov/vuln/detail/CVE-2023-35824
https://nvd.nist.gov/vuln/detail/CVE-2023-35823
https://nvd.nist.gov/vuln/detail/CVE-2023-35788
https://nvd.nist.gov/vuln/detail/CVE-2023-3567
https://nvd.nist.gov/vuln/detail/CVE-2023-35001
https://nvd.nist.gov/vuln/detail/CVE-2023-3446
https://nvd.nist.gov/vuln/detail/CVE-2023-3439
https://nvd.nist.gov/vuln/detail/CVE-2023-34324
https://nvd.nist.gov/vuln/detail/CVE-2023-34319
https://nvd.nist.gov/vuln/detail/CVE-2023-34256
https://nvd.nist.gov/vuln/detail/CVE-2023-3390
https://nvd.nist.gov/vuln/detail/CVE-2023-3389
https://nvd.nist.gov/vuln/detail/CVE-2023-3355

Tanzu Application Platform v1.6 (LTS)

Package Name

VMware by Broadcom

Vulnerabilities Resolved

CVE-2023-3338

CVE-2023-33288

CVE-2023-33203

CVE-2023-3268

CVE-2023-32269

CVE-2023-32257

CVE-2023-32252

CVE-2023-32250

CVE-2023-32248

CVE-2023-32247

CVE-2023-32233

CVE-2023-3220

CVE-2023-3212

CVE-2023-3161

CVE-2023-31484

CVE-2023-31436

CVE-2023-3141

CVE-2023-31248

CVE-2023-3117

CVE-2023-31085

CVE-2023-31084

CVE-2023-31083

CVE-2023-3090

CVE-2023-30772

CVE-2023-30456

CVE-2023-2985

CVE-2023-2975

CVE-2023-2953

CVE-2023-29491

CVE-2023-29007

CVE-2023-2898

CVE-2023-28466

CVE-2023-28322

CVE-2023-28321

CVE-2023-2650

CVE-2023-2612

CVE-2023-2603

CVE-2023-2602

CVE-2023-25815

CVE-2023-25775

CVE-2023-25652

CVE-2023-25588

CVE-2023-25585
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https://nvd.nist.gov/vuln/detail/CVE-2023-3338
https://nvd.nist.gov/vuln/detail/CVE-2023-33288
https://nvd.nist.gov/vuln/detail/CVE-2023-33203
https://nvd.nist.gov/vuln/detail/CVE-2023-3268
https://nvd.nist.gov/vuln/detail/CVE-2023-32269
https://nvd.nist.gov/vuln/detail/CVE-2023-32257
https://nvd.nist.gov/vuln/detail/CVE-2023-32252
https://nvd.nist.gov/vuln/detail/CVE-2023-32250
https://nvd.nist.gov/vuln/detail/CVE-2023-32248
https://nvd.nist.gov/vuln/detail/CVE-2023-32247
https://nvd.nist.gov/vuln/detail/CVE-2023-32233
https://nvd.nist.gov/vuln/detail/CVE-2023-3220
https://nvd.nist.gov/vuln/detail/CVE-2023-3212
https://nvd.nist.gov/vuln/detail/CVE-2023-3161
https://nvd.nist.gov/vuln/detail/CVE-2023-31484
https://nvd.nist.gov/vuln/detail/CVE-2023-31436
https://nvd.nist.gov/vuln/detail/CVE-2023-3141
https://nvd.nist.gov/vuln/detail/CVE-2023-31248
https://nvd.nist.gov/vuln/detail/CVE-2023-3117
https://nvd.nist.gov/vuln/detail/CVE-2023-31085
https://nvd.nist.gov/vuln/detail/CVE-2023-31084
https://nvd.nist.gov/vuln/detail/CVE-2023-31083
https://nvd.nist.gov/vuln/detail/CVE-2023-3090
https://nvd.nist.gov/vuln/detail/CVE-2023-30772
https://nvd.nist.gov/vuln/detail/CVE-2023-30456
https://nvd.nist.gov/vuln/detail/CVE-2023-2985
https://nvd.nist.gov/vuln/detail/CVE-2023-2975
https://nvd.nist.gov/vuln/detail/CVE-2023-2953
https://nvd.nist.gov/vuln/detail/CVE-2023-29491
https://nvd.nist.gov/vuln/detail/CVE-2023-29007
https://nvd.nist.gov/vuln/detail/CVE-2023-2898
https://nvd.nist.gov/vuln/detail/CVE-2023-28466
https://nvd.nist.gov/vuln/detail/CVE-2023-28322
https://nvd.nist.gov/vuln/detail/CVE-2023-28321
https://nvd.nist.gov/vuln/detail/CVE-2023-2650
https://nvd.nist.gov/vuln/detail/CVE-2023-2612
https://nvd.nist.gov/vuln/detail/CVE-2023-2603
https://nvd.nist.gov/vuln/detail/CVE-2023-2602
https://nvd.nist.gov/vuln/detail/CVE-2023-25815
https://nvd.nist.gov/vuln/detail/CVE-2023-25775
https://nvd.nist.gov/vuln/detail/CVE-2023-25652
https://nvd.nist.gov/vuln/detail/CVE-2023-25588
https://nvd.nist.gov/vuln/detail/CVE-2023-25585

Tanzu Application Platform v1.6 (LTS)

Package Name

VMware by Broadcom

Vulnerabilities Resolved

CVE-2023-25584

CVE-2023-25012

CVE-2023-23004

CVE-2023-23000

CVE-2023-22995

CVE-2023-2283

CVE-2023-2269

CVE-2023-2235

CVE-2023-2194

CVE-2023-2163

CVE-2023-2162

CVE-2023-2156

CVE-2023-21400

CVE-2023-21255

CVE-2023-2124

CVE-2023-20938

CVE-2023-20593

CVE-2023-20588

CVE-2023-20569

CVE-2023-2002

CVE-2023-1998

CVE-2023-1990

CVE-2023-1972

CVE-2023-1859

CVE-2023-1855

CVE-2023-1670

CVE-2023-1667

CVE-2023-16M

CVE-2023-1513

CVE-2023-1380

CVE-2023-1255

CVE-2023-1206

CVE-2023-1192

CVE-2023-1079

CVE-2023-1078

CVE-2023-1077

CVE-2023-1076

CVE-2023-1075

CVE-2023-0597

CVE-2023-0459

CVE-2022-48522

CVE-2022-48502

CVE-2022-48425
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https://nvd.nist.gov/vuln/detail/CVE-2023-25584
https://nvd.nist.gov/vuln/detail/CVE-2023-25012
https://nvd.nist.gov/vuln/detail/CVE-2023-23004
https://nvd.nist.gov/vuln/detail/CVE-2023-23000
https://nvd.nist.gov/vuln/detail/CVE-2023-22995
https://nvd.nist.gov/vuln/detail/CVE-2023-2283
https://nvd.nist.gov/vuln/detail/CVE-2023-2269
https://nvd.nist.gov/vuln/detail/CVE-2023-2235
https://nvd.nist.gov/vuln/detail/CVE-2023-2194
https://nvd.nist.gov/vuln/detail/CVE-2023-2163
https://nvd.nist.gov/vuln/detail/CVE-2023-2162
https://nvd.nist.gov/vuln/detail/CVE-2023-2156
https://nvd.nist.gov/vuln/detail/CVE-2023-21400
https://nvd.nist.gov/vuln/detail/CVE-2023-21255
https://nvd.nist.gov/vuln/detail/CVE-2023-2124
https://nvd.nist.gov/vuln/detail/CVE-2023-20938
https://nvd.nist.gov/vuln/detail/CVE-2023-20593
https://nvd.nist.gov/vuln/detail/CVE-2023-20588
https://nvd.nist.gov/vuln/detail/CVE-2023-20569
https://nvd.nist.gov/vuln/detail/CVE-2023-2002
https://nvd.nist.gov/vuln/detail/CVE-2023-1998
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https://nvd.nist.gov/vuln/detail/CVE-2023-1380
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https://nvd.nist.gov/vuln/detail/CVE-2022-48425

Tanzu Application Platform v1.6 (LTS)

Package Name Vulnerabilities Resolved

e CVE-2022-48065
« CVE-2022-48063
« CVE-2022-47696
e CVE-2022-47695
e CVE-2022-47673
« CVE-2022-4701

« CVE-2022-47010
« CVE-2022-47008
« CVE-2022-47007
« CVE-2022-45919
« CVE-2022-45886
« CVE-2022-45703
« CVE-2022-44840
e CVE-2022-4285

« CVE-2022-4269

e CVE-2022-40982
e CVE-2022-3715

« CVE-2022-3707

« CVE-2022-35205

« CVE-2022-27672

v1.6.12 Known issues

This release has the following known issues, listed by component and area.
v1.6.12 Known issues: Tanzu Application Platform

e This Tanzu Application Platform release is not supported with Tanzu Kubernetes releases
(TKR) v1.26 on vSphere with Tanzu.

v1.6.12 Known issues: Artifact Metadata Repository Observer and CloudEvent Handler

e Periodic reconciliation or restarting of the AMR Observer causes reattempted posting of
ImageVulnerabilityScan results. There is an error on duplicate submission of identical
ImageVulnerabilityScans you can ignore if the previous submission was successful.

e ReplicaSet status in AMR only has two states: created and deleted. There is a known issue
where the available and unavailable state is not showing. The workaround is that you can
interpolate this information from the instances metadata in the AMR for the ReplicaSet.

v1.6.12 Known issues: Bitnami Services

o If you try to configure private registry integration for the Bitnami services after having
already created a claim for one or more of the Bithami services using the default
configuration, the updated private registry configuration does not appear to take effect.
This is due to caching behavior in the system which is not accounted for during
configuration updates. For a workaround, see Troubleshoot Bitnami Services.

v1.6.12 Known issues: Cloud Native Runtimes
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Tanzu Application Platform v1.6 (LTS)

« For Knative Serving, certain app name, namespace, and domain combinations produce
Knative Services with status certificateNotReady. For more information, see
Troubleshooting.

v1.6.12 Known issues: Crossplane

e« Crossplane Providers cannot communicate with systems using a custom CA. For more
information and a workaround, see Troubleshoot Crossplane.

e The Crossplane validatingwebhookconfiguration is not removed when you uninstall the
Crossplane Package. To workaround, delete the validatingwebhookconfiguration manually
by running kubectl delete validatingwebhookconfiguration crossplane.

v1.6.12 Known issues: Eventing

« When using vSphere sources in Eventing, the vsphere-source is using a high number of
informers to alleviate load on the API server. This causes high memory use.

v1.6.12 Known issues: Learning Center

e CVE-2023-26114: Versions of VS Code server before v4.10.1 are vulnerable to Missing
Origin Validation in WebSocket handshakes. For mitigation steps, see Known issues for
Learning Center.

v1.6.12 Known issues: Services Toolkit

e An error occurs if additionalProperties is true in @ CompositeResourceDefinition. For
more information and a workaround, see Troubleshoot Services Toolkit.

v1.6.12 Known issues: Supply Chain Choreographer

« When using the Carvel Package Supply Chains, if the operator updates the parameter
carvel package.name suffix, existing workloads incorrectly output a Carvel package to the
GitOps repository that uses the old value of carvel package.name suffix. YOu can ignore
or delete this package.

o If the size of the resulting OpenAPIv3 specification exceeds a certain size, approximately
3 KB, the Supply Chain does not function. If you use the default Carvel package parameters,
you this issue does not occur. If you use custom Carvel package parameters, you might
encounter this size limit. If you exceed the size limit, you can either deactivate this feature,
or use a workaround. The workaround requires enabling a Tekton feature flag. For more
information, see the Tekton documentation.

v1.6.12 Known issues: Supply Chain Security Tools - Scan

« The Snyk scanner outputs an incorrectly created date, resulting in an invalid date. If the
workload is in a failed state due to an invalid date, wait approximately 10 hours and the
workload automatically goes into the ready state. For more information, see this issue in the
Snyk Github repository.

v1.6.12 Supply Chain Security Tools - Store

e SCST - Store automatically detects PostgreSQL database index corruptions. If SCST - Store
finds a PostgresSQL database index corruption issue, it does not reconcile. For how to fix
this issue, see Fix Postgres Database Index Corruption.
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https://docs.vmware.com/en/Cloud-Native-Runtimes-for-VMware-Tanzu/2.3/tanzu-cloud-native-runtimes/troubleshooting.html#certificate-not-ready-kcert
https://nvd.nist.gov/vuln/detail/CVE-2023-26114
https://tekton.dev/docs/pipelines/additional-configs/#enabling-larger-results-using-sidecar-logs
https://github.com/snyk-tech-services/snyk2spdx/issues/54

Tanzu Application Platform v1.6 (LTS)

v1.6.12 Known issues: Tanzu Developer Portal (formerly named Tanzu Application Platform GUI)

e If you do not configure any authentication providers, and do not allow guest access, the
following message appears when loading Tanzu Developer Portal in a browser:

No configured authentication providers. Please configure at least one.

To resolve this issue, see Troubleshooting.

« Ad-blocking browser extensions and standalone ad-blocking software can interfere with
telemetry collection within the VMware Customer Experience Improvement Program and
restrict access to all or parts of Tanzu Developer Portal. For more information, see
Troubleshooting.

« ScmAuth is a Backstage concept that abstracts Source Code Management (SCM)
authentication into a package. An oversight in a recent code-base migration led to the
accidental exclusion of custom ScmAuth functions. This exclusion affected some client
operations, such as using Application Accelerators to create Git repositories on behalf of
users.

e The back-end Kubernetes plug-in reports failure in multicluster environments. In a
multicluster environment when one request to a Kubernetes cluster fails, backstage-
kubernetes-backend reports a failure to the front end. This is a known issue with upstream
Backstage and it applies to all released versions of Tanzu Developer Portal. For more
information, see this Backstage code in GitHub. This behavior arises from the API at the
Backstage level. There are currently no known workarounds. There are plans for upstream
commits to Backstage to resolve this issue.

v1.6.12 Known issues: Tanzu Developer Portal - Supply Chain GUI plug-in

« Any workloads created by using a custom resource definition (CRD) might not work as
expected. Only Out of the Box (OOTB) Supply Chains are supported in the Ul.

« Downloading the SBOM from a vulnerability scan requires additional configuration in tap-
values.yaml. For more information, see Troubleshooting.

v1.6.12 Known issues: Tanzu Developer Tools for IntelliJ

e The error com.vdurmont .semverdsj.SemverException: Invalid version (no major version)
is shown in the error logs when attempting to perform a workload action before installing
the Tanzu CLI apps plug-in.

o If you restart your computer while running Live Update without terminating the Tilt process
beforehand, there is a lock that incorrectly shows that Live Update is still running and
prevents it from starting again. For the fix, see Troubleshooting.

« Workload actions and Live Update do not work when in a project with spaces in its name,
such as my app, or in its path, such as c:\Users\My User\my-app. For more information, see
Troubleshooting.

« An EDT Thread Exception error is logged or reported as a notification with a message
similar to "com.intellij.diagnostic.PluginException: 2007 ms to call on EDT
TanzuApplyActionfupdate@ProjectViewPopup". FOr more information, see Troubleshooting.

v1.6.12 Known issues: Tanzu Developer Tools for Visual Studio

o Clicking the red square Stop button in the Visual Studio top toolbar can cause a workload to
fail. For more information, see Troubleshooting.
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https://www.vmware.com/solutions/trustvmware/ceip.html
https://backstage.io/docs/reference/integration-react.scmauth/
https://github.com/backstage/backstage/blob/c7f88d041b671185dc7a01e716f80dca0709e2a1/plugins/kubernetes-backend/src/service/KubernetesFanOutHandler.ts#L250-L271

Tanzu Application Platform v1.6 (LTS)

v1.6.12 Known issues: Tanzu Developer Tools for VS Code

¢ Inthe Tanzu activity panel, the config-writer-pull-requester Of type Runnable is

incorrectly categorized as Unknown. The correct category is Supply Chain.

v1.6.12 Component versions

The following table lists the supported component versions for this Tanzu Application Platform

release.

Component Name

API Auto Registration

API portal

Application Accelerator

Application Configuration Service

Application Live View APIServer

Application Live View back end

Application Live View connector

Application Live View conventions

Application Single Sign-On

Artifact Metadata Repository Observer (alpha)

Bitnami Services

Carbon Black Scanner for SCST - Scan (beta)

Cartographer Conventions
cert-manager

Cloud Native Runtimes
Contour

Crossplane

Default Roles

Developer Conventions
Eventing (deprecated)
External Secrets Operator

Flux CD Source Controller
Grype Scanner for SCST - Scan
Learning Center (deprecated)
Learning Center workshops (deprecated)
Local Source Proxy
Namespace Provisioner

Out of the Box Delivery - Basic

Out of the Box Supply Chain - Basic

VMware by Broadcom

Version

035

147

1.6.6

214

1.6.3

164

1.6.4

163

4.0.7

020

125

0.7.5

248

2314

2.0.0

022

1.1.0

0.11.2

2210

0.6.1+tap.6

0.36.1+tanzu.2

1.6.140

0.3.2

0.3.1

0.1.1

0.4.1

0.13.21

0.13.21
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Component Name

Out of the Box Supply Chain - Testing

Out of the Box Supply Chain - Testing and Scanning
Out of the Box Templates

Service Bindings

Services Toolkit

Snyk Scanner for SCST - Scan (beta)

Source Controller

Spring Boot conventions

Spring Cloud Gateway

Supply Chain Choreographer

Supply Chain Security Tools - Policy Controller
Supply Chain Security Tools - Scan

Supply Chain Security Tools - Scan 2.0 (beta)
Supply Chain Security Tools - Store

Tanzu Application Platform Telemetry

Tanzu Build Service

Tanzu CLI

Tanzu Developer Portal (formerly Tanzu Application Platform GUI)

Tanzu Developer Portal Configurator (beta)

Tekton Pipelines

Version

0.13.21

0.13.21

0.13.21

09.4

0.11.1

1.0.0-beta.156

0.8.4

1.6.3

2.0.12

0.7.5

142

1.6.141

0.1.0-beta.137

1.6.13

0.6.2

11118

13.0

16.8

0.1.2

0.41.0+tap .9

v1.6.11

Release Date: 07 May 2024

v1.6.11 Security fixes

This release has the following security fixes, listed by package.
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Tanzu Application Platform v1.6 (LTS)

Package Name

base-jammy-stack-lite.buildpacks.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities Resolved

¥ Expand to see the list

CVE-2024-2961

CVE-2024-28835

CVE-2024-28834

CVE-2024-28085

CVE-2024-26633

CVE-2024-26631

CVE-2024-26598

CVE-2024-26597

CVE-2024-26591

CVE-2024-26589

CVE-2024-26586

CVE-2024-26581

CVE-2024-24860

CVE-2024-2398

CVE-2024-23851

CVE-2024-23850

CVE-2024-22705

CVE-2023-52612

CVE-2023-52610

CVE-2023-52609

CVE-2023-52603

CVE-2023-52600

CVE-2023-52480

CVE-2023-52470

CVE-2023-52469

CVE-2023-52467

CVE-2023-52464

CVE-2023-52463

CVE-2023-52462

CVE-2023-52458

CVE-2023-52457

CVE-2023-52456

CVE-2023-52454

CVE-2023-52451

CVE-2023-52449

CVE-2023-52448

CVE-2023-52445

CVE-2023-52444

CVE-2023-52443

CVE-2023-52442

CVE-2023-52441

CVE-2023-52436
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Tanzu Application Platform v1.6 (LTS)

Package Name

cert-manager.tanzu.vmware.com

metadata-store.apps.tanzu.vmware.com

Sso.apps.tanzu.vmware.com

Vulnerabilities Resolved

CVE-2023-52429

CVE-2023-52340

CVE-2023-46838

CVE-2023-3867

CVE-2023-38431

CVE-2023-38430

CVE-2023-38427

CVE-2023-32258

CVE-2023-32254

CVE-2023-24023

CVE-2023-1194

¥ Expand to see the list

GHSA-8r3f-844c-mc37

GHSA-45x7-px36-x8w8

¥ Expand to see the list

GHSA-qgppj-fm5r-hxr3
GHSA-m425-mg94-257g
GHSA-45x7-px36-x8w8
CVE-2024-25062
CVE-2023-7104
CVE-2023-491M
CVE-2023-47038
CVE-2023-44487
CVE-2023-39325
CVE-2023-39323
CVE-2023-29939
CVE-2023-29934
CVE-2023-29932
CVE-2023-2953
CVE-2022-48522

CVE-2022-46908

¥ Expand to see the list

GHSA-v682-8vv8-vpwr
GHSA-hgjh-9rj2-g67j
GHSA-f3jh-gvm4-mg39
GHSA-7w75-32cg-r6g2
GHSA-2wrp-6fg6-hmc5
CVE-2024-24549

CVE-2024-23672

v1.6.11 Known issues
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Tanzu Application Platform v1.6 (LTS)

This release has the following known issues, listed by component and area.
v1.6.11 Known issues: Tanzu Application Platform

e This Tanzu Application Platform release is not supported with Tanzu Kubernetes releases
(TKR) v1.26 on vSphere with Tanzu.

v1.6.11 Known issues: Artifact Metadata Repository Observer and CloudEvent Handler

e Periodic reconciliation or restarting of the AMR Observer causes reattempted posting of
ImageVulnerabilityScan results. There is an error on duplicate submission of identical
ImageVulnerabilityScans you can ignore if the previous submission was successful.

e ReplicaSet status in AMR only has two states: created and deleted. There is a known issue
where the available and unavailable state is not showing. The workaround is that you can
interpolate this information from the instances metadata in the AMR for the ReplicaSet.

v1.6.11 Known issues: Bitnami Services

« If you try to configure private registry integration for the Bitnami services after having
already created a claim for one or more of the Bitnami services using the default
configuration, the updated private registry configuration does not appear to take effect.
This is due to caching behavior in the system which is not accounted for during
configuration updates. For a workaround, see Troubleshoot Bitnami Services.

v1.6.11 Known issues: Cloud Native Runtimes

« For Knative Serving, certain app name, namespace, and domain combinations produce
Knative Services with status certificateNotReady. For more information, see
Troubleshooting.

v1.6.11 Known issues: Crossplane

« Crossplane Providers cannot communicate with systems using a custom CA. For more
information and a workaround, see Troubleshoot Crossplane.

¢ The Crossplane validatingwebhookconfiguration is not removed when you uninstall the
Crossplane Package. To workaround, delete the validatingwebhookconfiguration manually
by running kubectl delete validatingwebhookconfiguration crossplane.

v1.6.11 Known issues: Eventing

« When using vSphere sources in Eventing, the vsphere-source is using a high number of
informers to alleviate load on the API server. This causes high memory use.

v1.6.11 Known issues: Learning Center

e CVE-2023-26114: Versions of VS Code server before v4.10.1 are vulnerable to Missing
Origin Validation in WebSocket handshakes. For mitigation steps, see Known issues for
Learning Center.

v1.6.11 Known issues: Services Toolkit

e An error occurs if additionalProperties is true in @ CompositeResourceDefinition. For
more information and a workaround, see Troubleshoot Services Toolkit.
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v1.6.11 Known issues: Supply Chain Choreographer

« When using the Carvel Package Supply Chains, if the operator updates the parameter
carvel package.name suffix, existing workloads incorrectly output a Carvel package to the
GitOps repository that uses the old value of carvel package.name suffix. YOU can ignore
or delete this package.

« If the size of the resulting OpenAPIv3 specification exceeds a certain size, approximately
3 KB, the Supply Chain does not function. If you use the default Carvel package parameters,
you this issue does not occur. If you use custom Carvel package parameters, you might
encounter this size limit. If you exceed the size limit, you can either deactivate this feature,
or use a workaround. The workaround requires enabling a Tekton feature flag. For more
information, see the Tekton documentation.

v1.6.11 Known issues: Supply Chain Security Tools - Scan

e« The Snyk scanner outputs an incorrectly created date, resulting in an invalid date. If the
workload is in a failed state due to an invalid date, wait approximately 10 hours and the
workload automatically goes into the ready state. For more information, see this issue in the
Snyk Github repository.

v1.6.11 Supply Chain Security Tools - Store

¢ SCST - Store automatically detects PostgreSQL database index corruptions. If SCST - Store
finds a PostgresSQL database index corruption issue, it does not reconcile. For how to fix
this issue, see Fix Postgres Database Index Corruption.

v1.6.11 Known issues: Tanzu Developer Portal (formerly named Tanzu Application Platform GUI)

« If you do not configure any authentication providers, and do not allow guest access, the
following message appears when loading Tanzu Developer Portal in a browser:

No configured authentication providers. Please configure at least one.

To resolve this issue, see Troubleshooting.

« Ad-blocking browser extensions and standalone ad-blocking software can interfere with
telemetry collection within the VMware Customer Experience Improvement Program and
restrict access to all or parts of Tanzu Developer Portal. For more information, see
Troubleshooting.

¢ ScmAuth is a Backstage concept that abstracts Source Code Management (SCM)
authentication into a package. An oversight in a recent code-base migration led to the
accidental exclusion of custom ScmAuth functions. This exclusion affected some client
operations, such as using Application Accelerators to create Git repositories on behalf of
users.

e The back-end Kubernetes plug-in reports failure in multicluster environments. In a
multicluster environment when one request to a Kubernetes cluster fails, backstage-
kubernetes-backend reports a failure to the front end. This is a known issue with upstream
Backstage and it applies to all released versions of Tanzu Developer Portal. For more
information, see this Backstage code in GitHub. This behavior arises from the API at the
Backstage level. There are currently no known workarounds. There are plans for upstream
commits to Backstage to resolve this issue.

v1.6.11 Known issues: Tanzu Developer Portal - Supply Chain GUI plug-in
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« Any workloads created by using a custom resource definition (CRD) might not work as
expected. Only Out of the Box (OOTB) Supply Chains are supported in the Ul.

« Downloading the SBOM from a vulnerability scan requires additional configuration in tap-

values.yaml. For more information, see Troubleshooting.

v1.6.11 Known issues: Tanzu Developer Tools for IntelliJ

e The error com.vdurmont .semverdsj.SemverException: Invalid version (no major version)

is shown in the error logs when attempting to perform a workload action before installing

the Tanzu CLI apps plug-in.

o If you restart your computer while running Live Update without terminating the Tilt process
beforehand, there is a lock that incorrectly shows that Live Update is still running and

prevents it from starting again. For the fix, see Troubleshooting.

« Workload actions and Live Update do not work when in a project with spaces in its name,

such as my app, or in its path, such as c:\Users\My User\my-app. For more information, see

Troubleshooting.

« An EDT Thread Exception error is logged or reported as a notification with a message

similar to "com.intellij.diagnostic.PluginException: 2007 ms to call on EDT

TanzuApplyAction#update@ProjectViewPopup". FOr more information, see Troubleshooting.

v1.6.11 Known issues: Tanzu Developer Tools for Visual Studio

o Clicking the red square Stop button in the Visual Studio top toolbar can cause a workload to

fail. For more information, see Troubleshooting.

v1.6.11 Known issues: Tanzu Developer Tools for VS Code

¢ Inthe Tanzu activity panel, the config-writer-pull-requester Of type Runnable is
incorrectly categorized as Unknown. The correct category is Supply Chain.

v1.6.11 Component versions

The following table lists the supported component versions for this Tanzu Application Platform

release.
Component Name
API Auto Registration
API portal
Application Accelerator
Application Configuration Service
Application Live View APIServer
Application Live View back end
Application Live View connector
Application Live View conventions
Application Single Sign-On
Artifact Metadata Repository Observer (alpha)

Bitnami Services
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Version

035

1.4.7

1.6.6

214

16.3

164

164

163

4.0.7

0.2.0
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Component Name

Carbon Black Scanner for SCST - Scan (beta)
Cartographer Conventions

cert-manager

Cloud Native Runtimes

Contour

Crossplane

Default Roles

Developer Conventions

Eventing (deprecated)

External Secrets Operator

Flux CD Source Controller

Grype Scanner for SCST - Scan

Learning Center (deprecated)

Learning Center workshops (deprecated)
Local Source Proxy

Namespace Provisioner

Out of the Box Delivery - Basic

Out of the Box Supply Chain - Basic

Out of the Box Supply Chain - Testing

Out of the Box Supply Chain - Testing and Scanning
Out of the Box Templates

Service Bindings

Services Toolkit

Snyk Scanner for SCST - Scan (beta)

Source Controller

Spring Boot conventions

Spring Cloud Gateway

Supply Chain Choreographer

Supply Chain Security Tools - Policy Controller
Supply Chain Security Tools - Scan

Supply Chain Security Tools - Scan 2.0 (beta)
Supply Chain Security Tools - Store

Tanzu Application Platform Telemetry

Tanzu Build Service

Tanzu CLI
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Version

125

0.7.5

245

2314

2.0.0

0.21

1.1.0

onz

2210

0.6.1+tap.6

0.36.1+tanzu.2

1.6.140

032

0.3.1

0.1.1

0.4.1

0.13.18

0.13.18

0.13.18

0.13.18

0.13.18

09.4

0.11.1

1.0.0-beta.156

0.8.4

163

2.0.12

0.75

142

1.6.141

0.1.0-beta 137

1.6.13

0.6.2

11118

13.0
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Component Name

Tanzu Developer Portal (formerly Tanzu Application Platform GUI)

Tanzu Developer Portal Configurator (beta)

Tekton Pipelines

Version

1.6.8

0.1.2

0.41.0+tap.9

v1.6.10

Release Date: 09 April 2024

v1.6.10 Security fixes

This release has the following security fixes, listed by package.

Package Name

apiserver.appliveview.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities Resolved

¥ Expand to see the list

CVE-2024-0727

CVE-2023-6237

CVE-2023-6129

CVE-2023-5678

CVE-2023-5363

CVE-2023-5156

CVE-2023-4813

CVE-2023-4806

CVE-2023-3817

CVE-2023-3446

CVE-2023-2975
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Package Name

base-jammy-stack-lite.buildpacks.tanzu.vmware.com
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Vulnerabilities Resolved

¥ Expand to see the list

CVE-2024-28757

CVE-2024-24855

CVE-2024-1086

CVE-2024-1085

CVE-2024-0646

CVE-2024-0607

CVE-2024-0565

CVE-2024-0340

CVE-2023-6915

CVE-2023-6121

CVE-2023-52425

CVE-2023-51782

CVE-2023-51781

CVE-2023-51780

CVE-2023-51779

CVE-2023-46862

CVE-2023-46343

CVE-2023-4134

CVE-2023-32247

CVE-2023-23000

CVE-2023-22995

CVE-2022-48065

CVE-2022-48063

CVE-2022-47695

CVE-2022-3715
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Package Name Vulnerabilities Resolved

connector.appliveview.tanzu.vmware.com ¥ Expand to see the list

GHSA-jjfh-589g-3hjx
GHSA-jgvc-jfgh-rjvv
GHSA-6qvw-249j-hd4c
GHSA-6mjq-h674-j845
GHSA-5jpm-x58v-624v

GHSA-564r-hj7v-mcr5

CVE-2024-29025

CVE-2024-26308

CVE-2024-25710

CVE-2024-0727

CVE-2023-6237

CVE-2023-6129

CVE-2023-5678

CVE-2023-5363

CVE-2023-5156

CVE-2023-4813

CVE-2023-4806

CVE-2023-3817

CVE-2023-3446

CVE-2023-34462

CVE-2023-2975

CVE-2023-20863

controller.source.apps.tanzu.vmware.com ¥ Expand to see the list

GHSA-gppj-fm5r-hxr3
GHSA-jq35-85cj-fj4p

GHSA-45x7-px36-x8w8

conventions.appliveview .tanzu.vmware.com ¥ Expand to see the list

CVE-2024-0727

CVE-2023-6237

CVE-2023-6129

CVE-2023-5678

CVE-2023-5363

CVE-2023-5156

CVE-2023-4813

CVE-2023-4806

CVE-2023-3817

CVE-2023-3446

CVE-2023-2975

sso.apps.tanzu.vmware.com ¥ Expand to see the list

GHSA-x637-x8p3-5p22
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https://nvd.nist.gov/vuln/detail/CVE-2023-34462
https://nvd.nist.gov/vuln/detail/CVE-2023-2975
https://nvd.nist.gov/vuln/detail/CVE-2023-20863
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https://nvd.nist.gov/vuln/detail/CVE-2023-5678
https://nvd.nist.gov/vuln/detail/CVE-2023-5363
https://nvd.nist.gov/vuln/detail/CVE-2023-5156
https://nvd.nist.gov/vuln/detail/CVE-2023-4813
https://nvd.nist.gov/vuln/detail/CVE-2023-4806
https://nvd.nist.gov/vuln/detail/CVE-2023-3817
https://nvd.nist.gov/vuln/detail/CVE-2023-3446
https://nvd.nist.gov/vuln/detail/CVE-2023-2975
https://github.com/advisories/GHSA-x637-x8p3-5p22
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v1.6.10 Known issues

This release has the following known issues, listed by component and area.

v1.6.10 Known issues: Tanzu Application Platform

v1.6.10

v1.6.10

v1.6.10

v1.6.10

v1.6.10

v1.6.10

v1.6.10

This Tanzu Application Platform release is not supported with Tanzu Kubernetes releases
(TKR) v1.26 on vSphere with Tanzu.

Known issues: Artifact Metadata Repository Observer and CloudEvent Handler

Periodic reconciliation or restarting of the AMR Observer causes reattempted posting of
ImageVulnerabilityScan results. There is an error on duplicate submission of identical
ImageVulnerabilityScans you can ignore if the previous submission was successful.

ReplicaSet status in AMR only has two states: created and deleted. There is a known issue
where the available and unavailable state is not showing. The workaround is that you can
interpolate this information from the instances metadata in the AMR for the ReplicaSet.

Known issues: Bitnami Services

If you try to configure private registry integration for the Bitnami services after having
already created a claim for one or more of the Bitnami services using the default
configuration, the updated private registry configuration does not appear to take effect.
This is due to caching behavior in the system which is not accounted for during
configuration updates. For a workaround, see Troubleshoot Bitnami Services.

Known issues: Cloud Native Runtimes

For Knative Serving, certain app name, namespace, and domain combinations produce
Knative Services with status certificateNotReady. For more information, see
Troubleshooting.

Known issues: Crossplane

Crossplane Providers cannot communicate with systems using a custom CA. For more
information and a workaround, see Troubleshoot Crossplane.

The Crossplane validatingwebhookconfiguration is not removed when you uninstall the
Crossplane Package. To workaround, delete the validatingwebhookconfiguration manually
by running kubectl delete validatingwebhookconfiguration crossplane.

Known issues: Eventing

When using vSphere sources in Eventing, the vsphere-source is using a high number of
informers to alleviate load on the API server. This causes high memory use.

Known issues: Learning Center

CVE-2023-26114: Versions of VS Code server before v4.10.1 are vulnerable to Missing
Origin Validation in WebSocket handshakes. For mitigation steps, see Known issues for
Learning Center.

Known issues: Services Toolkit
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e An error occurs if additionalProperties is true in @ CompositeResourceDefinition. For
more information and a workaround, see Troubleshoot Services Toolkit.

v1.6.10 Known issues: Supply Chain Choreographer

« When using the Carvel Package Supply Chains, if the operator updates the parameter
carvel package.name suffix, existing workloads incorrectly output a Carvel package to the
GitOps repository that uses the old value of carvel package.name suffix. YOU can ignore
or delete this package.

« |If the size of the resulting OpenAPIv3 specification exceeds a certain size, approximately
3 KB, the Supply Chain does not function. If you use the default Carvel package parameters,
you this issue does not occur. If you use custom Carvel package parameters, you might
encounter this size limit. If you exceed the size limit, you can either deactivate this feature,
or use a workaround. The workaround requires enabling a Tekton feature flag. For more
information, see the Tekton documentation.

v1.6.10 Known issues: Supply Chain Security Tools - Scan

e The Snyk scanner outputs an incorrectly created date, resulting in an invalid date. If the
workload is in a failed state due to an invalid date, wait approximately 10 hours and the
workload automatically goes into the ready state. For more information, see this issue in the
Snyk Github repository.

v1.6.10 Supply Chain Security Tools - Store

e SCST - Store automatically detects PostgreSQL database index corruptions. If SCST - Store
finds a PostgresSQL database index corruption issue, it does not reconcile. For how to fix
this issue, see Fix Postgres Database Index Corruption.

v1.6.10 Known issues: Tanzu Developer Portal (formerly named Tanzu Application Platform GUI)

« If you do not configure any authentication providers, and do not allow guest access, the
following message appears when loading Tanzu Developer Portal in a browser:

No configured authentication providers. Please configure at least one.

To resolve this issue, see Troubleshooting.

« Ad-blocking browser extensions and standalone ad-blocking software can interfere with
telemetry collection within the VMware Customer Experience Improvement Program and
restrict access to all or parts of Tanzu Developer Portal. For more information, see
Troubleshooting.

« ScmAuth is a Backstage concept that abstracts Source Code Management (SCM)
authentication into a package. An oversight in a recent code-base migration led to the
accidental exclusion of custom ScmAuth functions. This exclusion affected some client
operations, such as using Application Accelerators to create Git repositories on behalf of
users.

e« The back-end Kubernetes plug-in reports failure in multicluster environments. In a
multicluster environment when one request to a Kubernetes cluster fails, backstage-
kubernetes-backend reports a failure to the front end. This is a known issue with upstream
Backstage and it applies to all released versions of Tanzu Developer Portal. For more
information, see this Backstage code in GitHub. This behavior arises from the API at the

VMware by Broadcom 192


https://tekton.dev/docs/pipelines/additional-configs/#enabling-larger-results-using-sidecar-logs
https://github.com/snyk-tech-services/snyk2spdx/issues/54
https://www.vmware.com/solutions/trustvmware/ceip.html
https://backstage.io/docs/reference/integration-react.scmauth/
https://github.com/backstage/backstage/blob/c7f88d041b671185dc7a01e716f80dca0709e2a1/plugins/kubernetes-backend/src/service/KubernetesFanOutHandler.ts#L250-L271

Tanzu Application Platform v1.6 (LTS)

Backstage level. There are currently no known workarounds. There are plans for upstream
commits to Backstage to resolve this issue.

v1.6.10 Known issues: Tanzu Developer Portal - Supply Chain GUI plug-in

Any workloads created by using a custom resource definition (CRD) might not work as
expected. Only Out of the Box (OOTB) Supply Chains are supported in the Ul.

Downloading the SBOM from a vulnerability scan requires additional configuration in tap-
values.yaml. For more information, see Troubleshooting.

v1.6.10 Known issues: Tanzu Developer Tools for IntelliJ

v1.6.10

v1.6.10

The error com.vdurmont.semver4j.SemverException: Invalid version (no major version)
is shown in the error logs when attempting to perform a workload action before installing
the Tanzu CLI apps plug-in.

If you restart your computer while running Live Update without terminating the Tilt process
beforehand, there is a lock that incorrectly shows that Live Update is still running and
prevents it from starting again. For the fix, see Troubleshooting.

Workload actions and Live Update do not work when in a project with spaces in its name,
such as my app, Or in its path, such as c:\Users\My User\my-app. FOor more information, see
Troubleshooting.

An EDT Thread Exception error is logged or reported as a notification with a message
similar to "com.intellij.diagnostic.PluginException: 2007 ms to call on EDT
TanzuApplyActionfupdate@ProjectViewPopup". For more information, see Troubleshooting.

Known issues: Tanzu Developer Tools for Visual Studio

Clicking the red square Stop button in the Visual Studio top toolbar can cause a workload to
fail. For more information, see Troubleshooting.

Known issues: Tanzu Developer Tools for VS Code

In the Tanzu activity panel, the config-writer-pull-requester Of type Runnable is
incorrectly categorized as Unknown. The correct category is Supply Chain.

v1.6.10 Component versions

The following table lists the supported component versions for this Tanzu Application Platform

release.
Component Name Version
API Auto Registration 0.3.5
API portal 1.4.7
Application Accelerator 1.6.6
Application Configuration Service 214
Application Live View APIServer 1.6.3
Application Live View back end 1.6.4
Application Live View connector 1.6.4
Application Live View conventions 1.6.3
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Component Name

Application Single Sign-On

Artifact Metadata Repository Observer (alpha)
Bitnami Services

Carbon Black Scanner for SCST - Scan (beta)
Cartographer Conventions

cert-manager

Cloud Native Runtimes

Contour

Crossplane

Default Roles

Developer Conventions

Eventing (deprecated)

External Secrets Operator

Flux CD Source Controller

Grype Scanner for SCST - Scan

Learning Center (deprecated)

Learning Center workshops (deprecated)
Local Source Proxy

Namespace Provisioner

Out of the Box Delivery - Basic

Out of the Box Supply Chain - Basic

Out of the Box Supply Chain - Testing

Out of the Box Supply Chain - Testing and Scanning
Out of the Box Templates

Service Bindings

Services Toolkit

Snyk Scanner for SCST - Scan (beta)

Source Controller

Spring Boot conventions

Spring Cloud Gateway

Supply Chain Choreographer

Supply Chain Security Tools - Policy Controller
Supply Chain Security Tools - Scan

Supply Chain Security Tools - Scan 2.0 (beta)

Supply Chain Security Tools - Store

VMware by Broadcom

Version

4.0.6

0.1.2

0.2.0

125

0.75

243

2314

2.0.0

0.21

11.0

011.2

2.2.10

0.6.1+tap.6

0.36.1+tanzu.2

1.6.140

032

0.31

0.1.1

0.4.1

0.13.18

0.13.18

0.13.18

0.13.18

0.13.18

09.4

0.11.1

1.0.0-beta.156

0.8.4

163

2.0.12

0.75

142

1.6.141

0.1.0-beta.137

1.6.9
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Tanzu Application Platform v1.6 (LTS)

Component Name

Tanzu Application Platform Telemetry

Tanzu Build Service

Tanzu CLI

Tanzu Developer Portal (formerly Tanzu Application Platform GUI)
Tanzu Developer Portal Configurator (beta)

Tekton Pipelines

Version

0.6.2

11118

0.41.0+tap.9

v1.6.9

Release Date: 12 March 2024

v1.6.9 Security fixes

This release has the following security fixes, listed by package.

VMware by Broadcom
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Tanzu Application Platform v1.6 (LTS)

Package Name

amr-observer.apps.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities Resolved

¥ Expand to see the list

)

CVE-2024-22365

CVE-2024-0727

CVE-2024-0567

CVE-2024-0553

CVE-2023-7008

CVE-2023-6780

CVE-2023-6779

CVE-2023-6246

CVE-2023-6237

CVE-2023-6129

CVE-2023-5981

CVE-2023-5678

CVE-2023-5363

CVE-2023-52426

CVE-2023-52425

CVE-2023-5156

CVE-2023-50495

CVE-2023-49M

CVE-2023-4813

CVE-2023-4806

CVE-2023-47100

CVE-2023-47038

CVE-2023-4641

CVE-2023-45918

CVE-2023-45853

CVE-2023-4527

CVE-2023-4039

CVE-2023-4016

CVE-2023-39804

CVE-2023-3817

CVE-2023-36660

CVE-2023-3446

CVE-2023-31484

CVE-2023-31439

CVE-2023-31438

CVE-2023-31437

CVE-2023-2975

CVE-2023-29491

CVE-2023-29383

CVE-2023-26604

CVE-2023-2650

CVE-2023-0465
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https://nvd.nist.gov/vuln/detail/CVE-2024-22365
https://nvd.nist.gov/vuln/detail/CVE-2024-0727
https://nvd.nist.gov/vuln/detail/CVE-2024-0567
https://nvd.nist.gov/vuln/detail/CVE-2024-0553
https://nvd.nist.gov/vuln/detail/CVE-2023-7008
https://nvd.nist.gov/vuln/detail/CVE-2023-6780
https://nvd.nist.gov/vuln/detail/CVE-2023-6779
https://nvd.nist.gov/vuln/detail/CVE-2023-6246
https://nvd.nist.gov/vuln/detail/CVE-2023-6237
https://nvd.nist.gov/vuln/detail/CVE-2023-6129
https://nvd.nist.gov/vuln/detail/CVE-2023-5981
https://nvd.nist.gov/vuln/detail/CVE-2023-5678
https://nvd.nist.gov/vuln/detail/CVE-2023-5363
https://nvd.nist.gov/vuln/detail/CVE-2023-52426
https://nvd.nist.gov/vuln/detail/CVE-2023-52425
https://nvd.nist.gov/vuln/detail/CVE-2023-5156
https://nvd.nist.gov/vuln/detail/CVE-2023-50495
https://nvd.nist.gov/vuln/detail/CVE-2023-4911
https://nvd.nist.gov/vuln/detail/CVE-2023-4813
https://nvd.nist.gov/vuln/detail/CVE-2023-4806
https://nvd.nist.gov/vuln/detail/CVE-2023-47100
https://nvd.nist.gov/vuln/detail/CVE-2023-47038
https://nvd.nist.gov/vuln/detail/CVE-2023-4641
https://nvd.nist.gov/vuln/detail/CVE-2023-45918
https://nvd.nist.gov/vuln/detail/CVE-2023-45853
https://nvd.nist.gov/vuln/detail/CVE-2023-4527
https://nvd.nist.gov/vuln/detail/CVE-2023-4039
https://nvd.nist.gov/vuln/detail/CVE-2023-4016
https://nvd.nist.gov/vuln/detail/CVE-2023-39804
https://nvd.nist.gov/vuln/detail/CVE-2023-3817
https://nvd.nist.gov/vuln/detail/CVE-2023-36660
https://nvd.nist.gov/vuln/detail/CVE-2023-3446
https://nvd.nist.gov/vuln/detail/CVE-2023-31484
https://nvd.nist.gov/vuln/detail/CVE-2023-31439
https://nvd.nist.gov/vuln/detail/CVE-2023-31438
https://nvd.nist.gov/vuln/detail/CVE-2023-31437
https://nvd.nist.gov/vuln/detail/CVE-2023-2975
https://nvd.nist.gov/vuln/detail/CVE-2023-29491
https://nvd.nist.gov/vuln/detail/CVE-2023-29383
https://nvd.nist.gov/vuln/detail/CVE-2023-26604
https://nvd.nist.gov/vuln/detail/CVE-2023-2650
https://nvd.nist.gov/vuln/detail/CVE-2023-0465

Tanzu Application Platform v1.6 (LTS)

Package Name

base-jammy-stack-lite.buildpacks.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities Resolved

CVE-2023-0464

CVE-2022-48522

CVE-2022-3821

CVE-2022-3219

CVE-2020-22916

CVE-2020-21583

CVE-2020-19190

CVE-2020-19189

CVE-2020-19188

CVE-2020-19187

CVE-2020-19186

CVE-2020-19185

CVE-2020-13844

CVE-2016-2781

CVE-2015-20109

CVE-2013-4235

¥ Expand to see the list

CVE-2024-0727

CVE-2024-0641

CVE-2024-0193

CVE-2023-6932

CVE-2023-6931

CVE-2023-6817

CVE-2023-6622

CVE-2023-6606

CVE-2023-6237

CVE-2023-6176

CVE-2023-6129

CVE-2023-6040

CVE-2023-6039

CVE-2023-5678

CVE-2023-46813

CVE-2023-4641

CVE-2023-4563

CVE-2023-35827

CVE-2023-34324

CVE-2023-32257

CVE-2023-32252

CVE-2023-32250

CVE-2023-2953
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https://nvd.nist.gov/vuln/detail/CVE-2023-0464
https://nvd.nist.gov/vuln/detail/CVE-2022-48522
https://nvd.nist.gov/vuln/detail/CVE-2022-3821
https://nvd.nist.gov/vuln/detail/CVE-2022-3219
https://nvd.nist.gov/vuln/detail/CVE-2020-22916
https://nvd.nist.gov/vuln/detail/CVE-2020-21583
https://nvd.nist.gov/vuln/detail/CVE-2020-19190
https://nvd.nist.gov/vuln/detail/CVE-2020-19189
https://nvd.nist.gov/vuln/detail/CVE-2020-19188
https://nvd.nist.gov/vuln/detail/CVE-2020-19187
https://nvd.nist.gov/vuln/detail/CVE-2020-19186
https://nvd.nist.gov/vuln/detail/CVE-2020-19185
https://nvd.nist.gov/vuln/detail/CVE-2020-13844
https://nvd.nist.gov/vuln/detail/CVE-2016-2781
https://nvd.nist.gov/vuln/detail/CVE-2015-20109
https://nvd.nist.gov/vuln/detail/CVE-2013-4235
https://nvd.nist.gov/vuln/detail/CVE-2024-0727
https://nvd.nist.gov/vuln/detail/CVE-2024-0641
https://nvd.nist.gov/vuln/detail/CVE-2024-0193
https://nvd.nist.gov/vuln/detail/CVE-2023-6932
https://nvd.nist.gov/vuln/detail/CVE-2023-6931
https://nvd.nist.gov/vuln/detail/CVE-2023-6817
https://nvd.nist.gov/vuln/detail/CVE-2023-6622
https://nvd.nist.gov/vuln/detail/CVE-2023-6606
https://nvd.nist.gov/vuln/detail/CVE-2023-6237
https://nvd.nist.gov/vuln/detail/CVE-2023-6176
https://nvd.nist.gov/vuln/detail/CVE-2023-6129
https://nvd.nist.gov/vuln/detail/CVE-2023-6040
https://nvd.nist.gov/vuln/detail/CVE-2023-6039
https://nvd.nist.gov/vuln/detail/CVE-2023-5678
https://nvd.nist.gov/vuln/detail/CVE-2023-46813
https://nvd.nist.gov/vuln/detail/CVE-2023-4641
https://nvd.nist.gov/vuln/detail/CVE-2023-4563
https://nvd.nist.gov/vuln/detail/CVE-2023-35827
https://nvd.nist.gov/vuln/detail/CVE-2023-34324
https://nvd.nist.gov/vuln/detail/CVE-2023-32257
https://nvd.nist.gov/vuln/detail/CVE-2023-32252
https://nvd.nist.gov/vuln/detail/CVE-2023-32250
https://nvd.nist.gov/vuln/detail/CVE-2023-2953

Tanzu Application Platform v1.6 (LTS)

Package Name

controller.source.apps.tanzu.vmware.com

metadata-store.apps.tanzu.vmware.com

ootb-templates.tanzu.vmware.com

spring-cloud-gateway.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities Resolved

¥ Expand to see the list

CVE-2024-0727

CVE-2023-6237

CVE-2023-6129

CVE-2023-5678

CVE-2023-5363

CVE-2023-5156

CVE-2023-4813

CVE-2023-4806

CVE-2023-3817

CVE-2023-3446

CVE-2023-2975

¥ Expand to see the list

GHSA-4374-p667-p6c8

GHSA-2wrh-6pvc-2jm9

¥ Expand to see the list

GHSA-p782-xgp4-8hr8
CVE-2023-4881
CVE-2022-30633

CVE-2022-28131

¥ Expand to see the list

GHSA-hr8g-6v94-x4m9
GHSA-ccgv-vj62-xfoh
GHSA-4g9r-vxhx-9pgx
GHSA-45x7-px36-x8w8
GHSA-4265-ccf5-phj5
CVE-2024-26308
CVE-2024-25710
CVE-2024-22365
CVE-2024-20952
CVE-2024-20932
CVE-2024-20926
CVE-2024-20918
CVE-2024-0727
CVE-2024-0567
CVE-2024-0553
CVE-2023-6237
CVE-2023-6129
CVE-2023-5678
CVE-2023-4641

CVE-2023-39326
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https://nvd.nist.gov/vuln/detail/CVE-2024-0727
https://nvd.nist.gov/vuln/detail/CVE-2023-6237
https://nvd.nist.gov/vuln/detail/CVE-2023-6129
https://nvd.nist.gov/vuln/detail/CVE-2023-5678
https://nvd.nist.gov/vuln/detail/CVE-2023-5363
https://nvd.nist.gov/vuln/detail/CVE-2023-5156
https://nvd.nist.gov/vuln/detail/CVE-2023-4813
https://nvd.nist.gov/vuln/detail/CVE-2023-4806
https://nvd.nist.gov/vuln/detail/CVE-2023-3817
https://nvd.nist.gov/vuln/detail/CVE-2023-3446
https://nvd.nist.gov/vuln/detail/CVE-2023-2975
https://github.com/advisories/GHSA-4374-p667-p6c8
https://github.com/advisories/GHSA-2wrh-6pvc-2jm9
https://github.com/advisories/GHSA-p782-xgp4-8hr8
https://nvd.nist.gov/vuln/detail/CVE-2023-4881
https://nvd.nist.gov/vuln/detail/CVE-2022-30633
https://nvd.nist.gov/vuln/detail/CVE-2022-28131
https://github.com/advisories/GHSA-hr8g-6v94-x4m9
https://github.com/advisories/GHSA-ccgv-vj62-xf9h
https://github.com/advisories/GHSA-4g9r-vxhx-9pgx
https://github.com/advisories/GHSA-45x7-px36-x8w8
https://github.com/advisories/GHSA-4265-ccf5-phj5
https://nvd.nist.gov/vuln/detail/CVE-2024-26308
https://nvd.nist.gov/vuln/detail/CVE-2024-25710
https://nvd.nist.gov/vuln/detail/CVE-2024-22365
https://nvd.nist.gov/vuln/detail/CVE-2024-20952
https://nvd.nist.gov/vuln/detail/CVE-2024-20932
https://nvd.nist.gov/vuln/detail/CVE-2024-20926
https://nvd.nist.gov/vuln/detail/CVE-2024-20918
https://nvd.nist.gov/vuln/detail/CVE-2024-0727
https://nvd.nist.gov/vuln/detail/CVE-2024-0567
https://nvd.nist.gov/vuln/detail/CVE-2024-0553
https://nvd.nist.gov/vuln/detail/CVE-2023-6237
https://nvd.nist.gov/vuln/detail/CVE-2023-6129
https://nvd.nist.gov/vuln/detail/CVE-2023-5678
https://nvd.nist.gov/vuln/detail/CVE-2023-4641
https://nvd.nist.gov/vuln/detail/CVE-2023-39326

Tanzu Application Platform v1.6 (LTS)

Package Name

Sso.apps.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities Resolved

¥ Expand to see the list

CVE-2024-26462
CVE-2024-26461
CVE-2024-26458
CVE-2024-0553
CVE-2023-7008
CVE-2023-5981
CVE-2023-4813
CVE-2023-4806
CVE-2022-48303
CVE-2021-36087
CVE-2021-36086
CVE-2021-36085

CVE-2021-36084
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https://nvd.nist.gov/vuln/detail/CVE-2024-26462
https://nvd.nist.gov/vuln/detail/CVE-2024-26461
https://nvd.nist.gov/vuln/detail/CVE-2024-26458
https://nvd.nist.gov/vuln/detail/CVE-2024-0553
https://nvd.nist.gov/vuln/detail/CVE-2023-7008
https://nvd.nist.gov/vuln/detail/CVE-2023-5981
https://nvd.nist.gov/vuln/detail/CVE-2023-4813
https://nvd.nist.gov/vuln/detail/CVE-2023-4806
https://nvd.nist.gov/vuln/detail/CVE-2022-48303
https://nvd.nist.gov/vuln/detail/CVE-2021-36087
https://nvd.nist.gov/vuln/detail/CVE-2021-36086
https://nvd.nist.gov/vuln/detail/CVE-2021-36085
https://nvd.nist.gov/vuln/detail/CVE-2021-36084

Tanzu Application Platform v1.6 (LTS)

Package Name

tekton.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities Resolved

¥ Expand to see the list

)

GHSA-hp87-p4gw-j4gq

CVE-2024-22365

CVE-2024-0567

CVE-2024-0553

CVE-2023-7192

CVE-2023-6918

CVE-2023-6546

CVE-2023-6004

CVE-2023-5981

CVE-2023-5717

CVE-2023-5363

CVE-2023-5197

CVE-2023-5178

CVE-2023-5158

CVE-2023-5156

CVE-2023-4921

CVE-2023-4881

CVE-2023-48795

CVE-2023-4813

CVE-2023-4806

CVE-2023-47038

CVE-2023-4623

CVE-2023-4622

CVE-2023-46218

CVE-2023-45871

CVE-2023-45863

CVE-2023-45862

CVE-2023-4569

CVE-2023-44487

CVE-2023-44466

CVE-2023-42756

CVE-2023-42755

CVE-2023-42754

CVE-2023-42753

CVE-2023-42752

CVE-2023-4273

CVE-2023-4244

CVE-2023-4208

CVE-2023-4207

CVE-2023-4206

CVE-2023-4194

CVE-2023-4155
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https://github.com/advisories/GHSA-hp87-p4gw-j4gq
https://nvd.nist.gov/vuln/detail/CVE-2024-22365
https://nvd.nist.gov/vuln/detail/CVE-2024-0567
https://nvd.nist.gov/vuln/detail/CVE-2024-0553
https://nvd.nist.gov/vuln/detail/CVE-2023-7192
https://nvd.nist.gov/vuln/detail/CVE-2023-6918
https://nvd.nist.gov/vuln/detail/CVE-2023-6546
https://nvd.nist.gov/vuln/detail/CVE-2023-6004
https://nvd.nist.gov/vuln/detail/CVE-2023-5981
https://nvd.nist.gov/vuln/detail/CVE-2023-5717
https://nvd.nist.gov/vuln/detail/CVE-2023-5363
https://nvd.nist.gov/vuln/detail/CVE-2023-5197
https://nvd.nist.gov/vuln/detail/CVE-2023-5178
https://nvd.nist.gov/vuln/detail/CVE-2023-5158
https://nvd.nist.gov/vuln/detail/CVE-2023-5156
https://nvd.nist.gov/vuln/detail/CVE-2023-4921
https://nvd.nist.gov/vuln/detail/CVE-2023-4881
https://nvd.nist.gov/vuln/detail/CVE-2023-48795
https://nvd.nist.gov/vuln/detail/CVE-2023-4813
https://nvd.nist.gov/vuln/detail/CVE-2023-4806
https://nvd.nist.gov/vuln/detail/CVE-2023-47038
https://nvd.nist.gov/vuln/detail/CVE-2023-4623
https://nvd.nist.gov/vuln/detail/CVE-2023-4622
https://nvd.nist.gov/vuln/detail/CVE-2023-46218
https://nvd.nist.gov/vuln/detail/CVE-2023-45871
https://nvd.nist.gov/vuln/detail/CVE-2023-45863
https://nvd.nist.gov/vuln/detail/CVE-2023-45862
https://nvd.nist.gov/vuln/detail/CVE-2023-4569
https://nvd.nist.gov/vuln/detail/CVE-2023-44487
https://nvd.nist.gov/vuln/detail/CVE-2023-44466
https://nvd.nist.gov/vuln/detail/CVE-2023-42756
https://nvd.nist.gov/vuln/detail/CVE-2023-42755
https://nvd.nist.gov/vuln/detail/CVE-2023-42754
https://nvd.nist.gov/vuln/detail/CVE-2023-42753
https://nvd.nist.gov/vuln/detail/CVE-2023-42752
https://nvd.nist.gov/vuln/detail/CVE-2023-4273
https://nvd.nist.gov/vuln/detail/CVE-2023-4244
https://nvd.nist.gov/vuln/detail/CVE-2023-4208
https://nvd.nist.gov/vuln/detail/CVE-2023-4207
https://nvd.nist.gov/vuln/detail/CVE-2023-4206
https://nvd.nist.gov/vuln/detail/CVE-2023-4194
https://nvd.nist.gov/vuln/detail/CVE-2023-4155

Tanzu Application Platform v1.6 (LTS)

Package Name

VMware by Broadcom

Vulnerabilities Resolved

CVE-2023-4147

CVE-2023-4132

CVE-2023-4128

CVE-2023-40283

CVE-2023-4016

CVE-2023-4015

CVE-2023-4004

CVE-2023-3995

CVE-2023-39804

CVE-2023-39198

CVE-2023-39197

CVE-2023-39194

CVE-2023-39193

CVE-2023-39192

CVE-2023-39189

CVE-2023-3866

CVE-2023-3865

CVE-2023-3863

CVE-2023-38546

CVE-2023-38432

CVE-2023-38429

CVE-2023-38428

CVE-2023-38426

CVE-2023-3817

CVE-2023-3777

CVE-2023-3776

CVE-2023-3773

CVE-2023-3772

CVE-2023-37453

CVE-2023-3611

CVE-2023-3610

CVE-2023-3609

CVE-2023-36054

CVE-2023-35829

CVE-2023-35828

CVE-2023-35824

CVE-2023-35823

CVE-2023-35788

CVE-2023-3567

CVE-2023-35001

CVE-2023-3446

CVE-2023-3439

CVE-2023-34319
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https://nvd.nist.gov/vuln/detail/CVE-2023-4147
https://nvd.nist.gov/vuln/detail/CVE-2023-4132
https://nvd.nist.gov/vuln/detail/CVE-2023-4128
https://nvd.nist.gov/vuln/detail/CVE-2023-40283
https://nvd.nist.gov/vuln/detail/CVE-2023-4016
https://nvd.nist.gov/vuln/detail/CVE-2023-4015
https://nvd.nist.gov/vuln/detail/CVE-2023-4004
https://nvd.nist.gov/vuln/detail/CVE-2023-3995
https://nvd.nist.gov/vuln/detail/CVE-2023-39804
https://nvd.nist.gov/vuln/detail/CVE-2023-39198
https://nvd.nist.gov/vuln/detail/CVE-2023-39197
https://nvd.nist.gov/vuln/detail/CVE-2023-39194
https://nvd.nist.gov/vuln/detail/CVE-2023-39193
https://nvd.nist.gov/vuln/detail/CVE-2023-39192
https://nvd.nist.gov/vuln/detail/CVE-2023-39189
https://nvd.nist.gov/vuln/detail/CVE-2023-3866
https://nvd.nist.gov/vuln/detail/CVE-2023-3865
https://nvd.nist.gov/vuln/detail/CVE-2023-3863
https://nvd.nist.gov/vuln/detail/CVE-2023-38546
https://nvd.nist.gov/vuln/detail/CVE-2023-38432
https://nvd.nist.gov/vuln/detail/CVE-2023-38429
https://nvd.nist.gov/vuln/detail/CVE-2023-38428
https://nvd.nist.gov/vuln/detail/CVE-2023-38426
https://nvd.nist.gov/vuln/detail/CVE-2023-3817
https://nvd.nist.gov/vuln/detail/CVE-2023-3777
https://nvd.nist.gov/vuln/detail/CVE-2023-3776
https://nvd.nist.gov/vuln/detail/CVE-2023-3773
https://nvd.nist.gov/vuln/detail/CVE-2023-3772
https://nvd.nist.gov/vuln/detail/CVE-2023-37453
https://nvd.nist.gov/vuln/detail/CVE-2023-3611
https://nvd.nist.gov/vuln/detail/CVE-2023-3610
https://nvd.nist.gov/vuln/detail/CVE-2023-3609
https://nvd.nist.gov/vuln/detail/CVE-2023-36054
https://nvd.nist.gov/vuln/detail/CVE-2023-35829
https://nvd.nist.gov/vuln/detail/CVE-2023-35828
https://nvd.nist.gov/vuln/detail/CVE-2023-35824
https://nvd.nist.gov/vuln/detail/CVE-2023-35823
https://nvd.nist.gov/vuln/detail/CVE-2023-35788
https://nvd.nist.gov/vuln/detail/CVE-2023-3567
https://nvd.nist.gov/vuln/detail/CVE-2023-35001
https://nvd.nist.gov/vuln/detail/CVE-2023-3446
https://nvd.nist.gov/vuln/detail/CVE-2023-3439
https://nvd.nist.gov/vuln/detail/CVE-2023-34319
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Package Name

VMware by Broadcom

Vulnerabilities Resolved

CVE-2023-34256

CVE-2023-3390

CVE-2023-3389

CVE-2023-3358

CVE-2023-3357

CVE-2023-3355

CVE-2023-3338

CVE-2023-33288

CVE-2023-33203

CVE-2023-3268

CVE-2023-32269

CVE-2023-32248

CVE-2023-32233

CVE-2023-3220

CVE-2023-3212

CVE-2023-3161

CVE-2023-31484

CVE-2023-31436

CVE-2023-3141

CVE-2023-31248

CVE-2023-3117

CVE-2023-31085

CVE-2023-31084

CVE-2023-31083

CVE-2023-3090

CVE-2023-30772

CVE-2023-30456

CVE-2023-2985

CVE-2023-2975

CVE-2023-29491

CVE-2023-29007

CVE-2023-2898

CVE-2023-28466

CVE-2023-28328

CVE-2023-28322

CVE-2023-28321

CVE-2023-27538

CVE-2023-27536

CVE-2023-27535

CVE-2023-27534

CVE-2023-27533

CVE-2023-26607

CVE-2023-26606
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https://nvd.nist.gov/vuln/detail/CVE-2023-34256
https://nvd.nist.gov/vuln/detail/CVE-2023-3390
https://nvd.nist.gov/vuln/detail/CVE-2023-3389
https://nvd.nist.gov/vuln/detail/CVE-2023-3358
https://nvd.nist.gov/vuln/detail/CVE-2023-3357
https://nvd.nist.gov/vuln/detail/CVE-2023-3355
https://nvd.nist.gov/vuln/detail/CVE-2023-3338
https://nvd.nist.gov/vuln/detail/CVE-2023-33288
https://nvd.nist.gov/vuln/detail/CVE-2023-33203
https://nvd.nist.gov/vuln/detail/CVE-2023-3268
https://nvd.nist.gov/vuln/detail/CVE-2023-32269
https://nvd.nist.gov/vuln/detail/CVE-2023-32248
https://nvd.nist.gov/vuln/detail/CVE-2023-32233
https://nvd.nist.gov/vuln/detail/CVE-2023-3220
https://nvd.nist.gov/vuln/detail/CVE-2023-3212
https://nvd.nist.gov/vuln/detail/CVE-2023-3161
https://nvd.nist.gov/vuln/detail/CVE-2023-31484
https://nvd.nist.gov/vuln/detail/CVE-2023-31436
https://nvd.nist.gov/vuln/detail/CVE-2023-3141
https://nvd.nist.gov/vuln/detail/CVE-2023-31248
https://nvd.nist.gov/vuln/detail/CVE-2023-3117
https://nvd.nist.gov/vuln/detail/CVE-2023-31085
https://nvd.nist.gov/vuln/detail/CVE-2023-31084
https://nvd.nist.gov/vuln/detail/CVE-2023-31083
https://nvd.nist.gov/vuln/detail/CVE-2023-3090
https://nvd.nist.gov/vuln/detail/CVE-2023-30772
https://nvd.nist.gov/vuln/detail/CVE-2023-30456
https://nvd.nist.gov/vuln/detail/CVE-2023-2985
https://nvd.nist.gov/vuln/detail/CVE-2023-2975
https://nvd.nist.gov/vuln/detail/CVE-2023-29491
https://nvd.nist.gov/vuln/detail/CVE-2023-29007
https://nvd.nist.gov/vuln/detail/CVE-2023-2898
https://nvd.nist.gov/vuln/detail/CVE-2023-28466
https://nvd.nist.gov/vuln/detail/CVE-2023-28328
https://nvd.nist.gov/vuln/detail/CVE-2023-28322
https://nvd.nist.gov/vuln/detail/CVE-2023-28321
https://nvd.nist.gov/vuln/detail/CVE-2023-27538
https://nvd.nist.gov/vuln/detail/CVE-2023-27536
https://nvd.nist.gov/vuln/detail/CVE-2023-27535
https://nvd.nist.gov/vuln/detail/CVE-2023-27534
https://nvd.nist.gov/vuln/detail/CVE-2023-27533
https://nvd.nist.gov/vuln/detail/CVE-2023-26607
https://nvd.nist.gov/vuln/detail/CVE-2023-26606
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Package Name

VMware by Broadcom

Vulnerabilities Resolved

CVE-2023-26605

CVE-2023-26545

CVE-2023-26544

CVE-2023-2650

CVE-2023-2612

CVE-2023-2603

CVE-2023-2602

CVE-2023-25815

CVE-2023-25775

CVE-2023-25652

CVE-2023-25588

CVE-2023-25585

CVE-2023-25584

CVE-2023-25012

CVE-2023-24329

CVE-2023-23946

CVE-2023-23916

CVE-2023-23915

CVE-2023-23914

CVE-2023-23559

CVE-2023-23455

CVE-2023-23454

CVE-2023-23004

CVE-2023-2283

CVE-2023-2269

CVE-2023-22490

CVE-2023-2235

CVE-2023-2194

CVE-2023-2166

CVE-2023-2163

CVE-2023-2162

CVE-2023-2156

CVE-2023-21400

CVE-2023-21255

CVE-2023-2124

CVE-2023-21102

CVE-2023-20938

CVE-2023-20593

CVE-2023-20588

CVE-2023-20569

CVE-2023-2006

CVE-2023-2002

CVE-2023-1998
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https://nvd.nist.gov/vuln/detail/CVE-2023-26605
https://nvd.nist.gov/vuln/detail/CVE-2023-26545
https://nvd.nist.gov/vuln/detail/CVE-2023-26544
https://nvd.nist.gov/vuln/detail/CVE-2023-2650
https://nvd.nist.gov/vuln/detail/CVE-2023-2612
https://nvd.nist.gov/vuln/detail/CVE-2023-2603
https://nvd.nist.gov/vuln/detail/CVE-2023-2602
https://nvd.nist.gov/vuln/detail/CVE-2023-25815
https://nvd.nist.gov/vuln/detail/CVE-2023-25775
https://nvd.nist.gov/vuln/detail/CVE-2023-25652
https://nvd.nist.gov/vuln/detail/CVE-2023-25588
https://nvd.nist.gov/vuln/detail/CVE-2023-25585
https://nvd.nist.gov/vuln/detail/CVE-2023-25584
https://nvd.nist.gov/vuln/detail/CVE-2023-25012
https://nvd.nist.gov/vuln/detail/CVE-2023-24329
https://nvd.nist.gov/vuln/detail/CVE-2023-23946
https://nvd.nist.gov/vuln/detail/CVE-2023-23916
https://nvd.nist.gov/vuln/detail/CVE-2023-23915
https://nvd.nist.gov/vuln/detail/CVE-2023-23914
https://nvd.nist.gov/vuln/detail/CVE-2023-23559
https://nvd.nist.gov/vuln/detail/CVE-2023-23455
https://nvd.nist.gov/vuln/detail/CVE-2023-23454
https://nvd.nist.gov/vuln/detail/CVE-2023-23004
https://nvd.nist.gov/vuln/detail/CVE-2023-2283
https://nvd.nist.gov/vuln/detail/CVE-2023-2269
https://nvd.nist.gov/vuln/detail/CVE-2023-22490
https://nvd.nist.gov/vuln/detail/CVE-2023-2235
https://nvd.nist.gov/vuln/detail/CVE-2023-2194
https://nvd.nist.gov/vuln/detail/CVE-2023-2166
https://nvd.nist.gov/vuln/detail/CVE-2023-2163
https://nvd.nist.gov/vuln/detail/CVE-2023-2162
https://nvd.nist.gov/vuln/detail/CVE-2023-2156
https://nvd.nist.gov/vuln/detail/CVE-2023-21400
https://nvd.nist.gov/vuln/detail/CVE-2023-21255
https://nvd.nist.gov/vuln/detail/CVE-2023-2124
https://nvd.nist.gov/vuln/detail/CVE-2023-21102
https://nvd.nist.gov/vuln/detail/CVE-2023-20938
https://nvd.nist.gov/vuln/detail/CVE-2023-20593
https://nvd.nist.gov/vuln/detail/CVE-2023-20588
https://nvd.nist.gov/vuln/detail/CVE-2023-20569
https://nvd.nist.gov/vuln/detail/CVE-2023-2006
https://nvd.nist.gov/vuln/detail/CVE-2023-2002
https://nvd.nist.gov/vuln/detail/CVE-2023-1998
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Package Name

VMware by Broadcom

Vulnerabilities Resolved

CVE-2023-1990

CVE-2023-1972

CVE-2023-1872

CVE-2023-1859

CVE-2023-1855

CVE-2023-1829

CVE-2023-1670

CVE-2023-1667

CVE-2023-1652

CVE-2023-16M

CVE-2023-1513

CVE-2023-1382

CVE-2023-1380

CVE-2023-1281

CVE-2023-1255

CVE-2023-1206

CVE-2023-1195

CVE-2023-1192

CVE-2023-1079

CVE-2023-1078

CVE-2023-1077

CVE-2023-1076

CVE-2023-1075

CVE-2023-1074

CVE-2023-1073

CVE-2023-0597

CVE-2023-0468

CVE-2023-0465

CVE-2023-0464

CVE-2023-0461

CVE-2023-0459

CVE-2023-0458

CVE-2023-0394

CVE-2023-0386

CVE-2023-0361

CVE-2023-0266

CVE-2023-0210

CVE-2023-0179

CVE-2023-0045

CVE-2022-48522

CVE-2022-48502

CVE-2022-4842

CVE-2022-48425
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https://nvd.nist.gov/vuln/detail/CVE-2023-1990
https://nvd.nist.gov/vuln/detail/CVE-2023-1972
https://nvd.nist.gov/vuln/detail/CVE-2023-1872
https://nvd.nist.gov/vuln/detail/CVE-2023-1859
https://nvd.nist.gov/vuln/detail/CVE-2023-1855
https://nvd.nist.gov/vuln/detail/CVE-2023-1829
https://nvd.nist.gov/vuln/detail/CVE-2023-1670
https://nvd.nist.gov/vuln/detail/CVE-2023-1667
https://nvd.nist.gov/vuln/detail/CVE-2023-1652
https://nvd.nist.gov/vuln/detail/CVE-2023-1611
https://nvd.nist.gov/vuln/detail/CVE-2023-1513
https://nvd.nist.gov/vuln/detail/CVE-2023-1382
https://nvd.nist.gov/vuln/detail/CVE-2023-1380
https://nvd.nist.gov/vuln/detail/CVE-2023-1281
https://nvd.nist.gov/vuln/detail/CVE-2023-1255
https://nvd.nist.gov/vuln/detail/CVE-2023-1206
https://nvd.nist.gov/vuln/detail/CVE-2023-1195
https://nvd.nist.gov/vuln/detail/CVE-2023-1192
https://nvd.nist.gov/vuln/detail/CVE-2023-1079
https://nvd.nist.gov/vuln/detail/CVE-2023-1078
https://nvd.nist.gov/vuln/detail/CVE-2023-1077
https://nvd.nist.gov/vuln/detail/CVE-2023-1076
https://nvd.nist.gov/vuln/detail/CVE-2023-1075
https://nvd.nist.gov/vuln/detail/CVE-2023-1074
https://nvd.nist.gov/vuln/detail/CVE-2023-1073
https://nvd.nist.gov/vuln/detail/CVE-2023-0597
https://nvd.nist.gov/vuln/detail/CVE-2023-0468
https://nvd.nist.gov/vuln/detail/CVE-2023-0465
https://nvd.nist.gov/vuln/detail/CVE-2023-0464
https://nvd.nist.gov/vuln/detail/CVE-2023-0461
https://nvd.nist.gov/vuln/detail/CVE-2023-0459
https://nvd.nist.gov/vuln/detail/CVE-2023-0458
https://nvd.nist.gov/vuln/detail/CVE-2023-0394
https://nvd.nist.gov/vuln/detail/CVE-2023-0386
https://nvd.nist.gov/vuln/detail/CVE-2023-0361
https://nvd.nist.gov/vuln/detail/CVE-2023-0266
https://nvd.nist.gov/vuln/detail/CVE-2023-0210
https://nvd.nist.gov/vuln/detail/CVE-2023-0179
https://nvd.nist.gov/vuln/detail/CVE-2023-0045
https://nvd.nist.gov/vuln/detail/CVE-2022-48522
https://nvd.nist.gov/vuln/detail/CVE-2022-48502
https://nvd.nist.gov/vuln/detail/CVE-2022-4842
https://nvd.nist.gov/vuln/detail/CVE-2022-48425

Tanzu Application Platform v1.6 (LTS)

Package Name

VMware by Broadcom

Vulnerabilities Resolved

CVE-2022-48424

CVE-2022-48423

CVE-2022-48303

CVE-2022-47929

CVE-2022-47696

CVE-2022-47673

CVE-2022-47521

CVE-2022-47520

CVE-2022-47519

CVE-2022-47518

CVE-2022-47011

CVE-2022-47010

CVE-2022-47008

CVE-2022-47007

CVE-2022-45919

CVE-2022-45886

CVE-2022-45869

CVE-2022-45703

CVE-2022-44840

CVE-2022-4415

CVE-2022-4382

CVE-2022-4379

CVE-2022-4285

CVE-2022-4269

CVE-2022-42329

CVE-2022-42328

CVE-2022-4139

CVE-2022-4129

CVE-2022-41218

CVE-2022-40982

CVE-2022-3996

CVE-2022-3821

CVE-2022-3707

CVE-2022-36280

CVE-2022-3545

CVE-2022-3521

CVE-2022-35205

CVE-2022-3435

CVE-2022-3424

CVE-2022-3344

CVE-2022-3169

CVE-2022-27672

CVE-2022-2196
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https://nvd.nist.gov/vuln/detail/CVE-2022-48424
https://nvd.nist.gov/vuln/detail/CVE-2022-48423
https://nvd.nist.gov/vuln/detail/CVE-2022-48303
https://nvd.nist.gov/vuln/detail/CVE-2022-47929
https://nvd.nist.gov/vuln/detail/CVE-2022-47696
https://nvd.nist.gov/vuln/detail/CVE-2022-47673
https://nvd.nist.gov/vuln/detail/CVE-2022-47521
https://nvd.nist.gov/vuln/detail/CVE-2022-47520
https://nvd.nist.gov/vuln/detail/CVE-2022-47519
https://nvd.nist.gov/vuln/detail/CVE-2022-47518
https://nvd.nist.gov/vuln/detail/CVE-2022-47011
https://nvd.nist.gov/vuln/detail/CVE-2022-47010
https://nvd.nist.gov/vuln/detail/CVE-2022-47008
https://nvd.nist.gov/vuln/detail/CVE-2022-47007
https://nvd.nist.gov/vuln/detail/CVE-2022-45919
https://nvd.nist.gov/vuln/detail/CVE-2022-45886
https://nvd.nist.gov/vuln/detail/CVE-2022-45869
https://nvd.nist.gov/vuln/detail/CVE-2022-45703
https://nvd.nist.gov/vuln/detail/CVE-2022-44840
https://nvd.nist.gov/vuln/detail/CVE-2022-4415
https://nvd.nist.gov/vuln/detail/CVE-2022-4382
https://nvd.nist.gov/vuln/detail/CVE-2022-4379
https://nvd.nist.gov/vuln/detail/CVE-2022-4285
https://nvd.nist.gov/vuln/detail/CVE-2022-4269
https://nvd.nist.gov/vuln/detail/CVE-2022-42329
https://nvd.nist.gov/vuln/detail/CVE-2022-42328
https://nvd.nist.gov/vuln/detail/CVE-2022-4139
https://nvd.nist.gov/vuln/detail/CVE-2022-4129
https://nvd.nist.gov/vuln/detail/CVE-2022-41218
https://nvd.nist.gov/vuln/detail/CVE-2022-40982
https://nvd.nist.gov/vuln/detail/CVE-2022-3996
https://nvd.nist.gov/vuln/detail/CVE-2022-3821
https://nvd.nist.gov/vuln/detail/CVE-2022-3707
https://nvd.nist.gov/vuln/detail/CVE-2022-36280
https://nvd.nist.gov/vuln/detail/CVE-2022-3545
https://nvd.nist.gov/vuln/detail/CVE-2022-3521
https://nvd.nist.gov/vuln/detail/CVE-2022-35205
https://nvd.nist.gov/vuln/detail/CVE-2022-3435
https://nvd.nist.gov/vuln/detail/CVE-2022-3424
https://nvd.nist.gov/vuln/detail/CVE-2022-3344
https://nvd.nist.gov/vuln/detail/CVE-2022-3169
https://nvd.nist.gov/vuln/detail/CVE-2022-27672
https://nvd.nist.gov/vuln/detail/CVE-2022-2196

Tanzu Application Platform v1.6 (LTS)

Package Name Vulnerabilities Resolved

e CVE-2007-4559

v1.6.9 Resolved issues

The following issues, listed by component and area, are resolved in this release.
v1.6.9 Resolved issues: Cloud Native Runtimes

« Resolved the issue where web workloads created with Tanzu Application Platform v1.6.3
and earlier failed to update with the error ApT server says: admission webhook
"validation.webhook.serving.knative.dev" denied the request: validation failed:

annotation value is immutable.

v1.6.9 Known issues

This release has the following known issues, listed by component and area.
v1.6.9 Known issues: Tanzu Application Platform

e This Tanzu Application Platform release is not supported with Tanzu Kubernetes releases
(TKR) v1.26 on vSphere with Tanzu.

v1.6.9 Known issues: Artifact Metadata Repository Observer and CloudEvent Handler

e Periodic reconciliation or restarting of the AMR Observer causes reattempted posting of
ImageVulnerabilityScan results. There is an error on duplicate submission of identical
ImageVulnerabilityScans you can ignore if the previous submission was successful.

+« ReplicaSet status in AMR only has two states: created and deleted. There is a known issue
where the available and unavailable state is not showing. The workaround is that you can
interpolate this information from the instances metadata in the AMR for the ReplicaSet.

v1.6.9 Known issues: Bitnami Services

« If you try to configure private registry integration for the Bitnami services after having
already created a claim for one or more of the Bitnami services using the default
configuration, the updated private registry configuration does not appear to take effect.
This is due to caching behavior in the system which is not accounted for during
configuration updates. For a workaround, see Troubleshoot Bitnami Services.

v1.6.9 Known issues: Cloud Native Runtimes

e« For Knative Serving, certain app name, namespace, and domain combinations produce
Knative Services with status certificateNotReady. For more information, see
Troubleshooting.

v1.6.9 Known issues: Crossplane

e Crossplane Providers cannot communicate with systems using a custom CA. For more
information and a workaround, see Troubleshoot Crossplane.

e The Crossplane validatingwebhookconfiguration is Not removed when you uninstall the
Crossplane Package. To workaround, delete the validatingwebhookconfiguration manually
by running kubectl delete validatingwebhookconfiguration crossplane.

VMware by Broadcom
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https://nvd.nist.gov/vuln/detail/CVE-2007-4559
https://docs.vmware.com/en/Cloud-Native-Runtimes-for-VMware-Tanzu/2.3/tanzu-cloud-native-runtimes/troubleshooting.html#certificate-not-ready-kcert
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v1.6.9 Known issues: Eventing

When using vSphere sources in Eventing, the vsphere-source is using a high number of
informers to alleviate load on the API server. This causes high memory use.

v1.6.9 Known issues: Learning Center

CVE-2023-26114: Versions of VS Code server before v4.10.1 are vulnerable to Missing
Origin Validation in WebSocket handshakes. For mitigation steps, see Known issues for
Learning Center.

v1.6.9 Known issues: Services Toolkit

An error occurs if additionalProperties iS true in @ CompositeResourceDefinition. For
more information and a workaround, see Troubleshoot Services Toolkit.

v1.6.9 Known issues: Supply Chain Choreographer

When using the Carvel Package Supply Chains, if the operator updates the parameter
carvel package.name suffix, existing workloads incorrectly output a Carvel package to the
GitOps repository that uses the old value of carvel package.name suffix. YOU can ignore
or delete this package.

If the size of the resulting OpenAPIv3 specification exceeds a certain size, approximately

3 KB, the Supply Chain does not function. If you use the default Carvel package parameters,
you this issue does not occur. If you use custom Carvel package parameters, you might
encounter this size limit. If you exceed the size limit, you can either deactivate this feature,
or use a workaround. The workaround requires enabling a Tekton feature flag. For more
information, see the Tekton documentation.

v1.6.9 Known issues: Supply Chain Security Tools - Scan

The Snyk scanner outputs an incorrectly created date, resulting in an invalid date. If the
workload is in a failed state due to an invalid date, wait approximately 10 hours and the
workload automatically goes into the ready state. For more information, see this issue in the
Snyk Github repository.

v1.6.9 Supply Chain Security Tools - Store

SCST - Store automatically detects PostgreSQL database index corruptions. If SCST - Store
finds a PostgresSQL database index corruption issue, it does not reconcile. For how to fix
this issue, see Fix Postgres Database Index Corruption.

v1.6.9 Known issues: Tanzu Developer Portal (formerly named Tanzu Application Platform GUI)

If you do not configure any authentication providers, and do not allow guest access, the
following message appears when loading Tanzu Developer Portal in a browser:

No configured authentication providers. Please configure at least one.

To resolve this issue, see Troubleshooting.

Ad-blocking browser extensions and standalone ad-blocking software can interfere with
telemetry collection within the VMware Customer Experience Improvement Program and
restrict access to all or parts of Tanzu Developer Portal. For more information, see
Troubleshooting.
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« ScmAuth is a Backstage concept that abstracts Source Code Management (SCM)
authentication into a package. An oversight in a recent code-base migration led to the
accidental exclusion of custom ScmAuth functions. This exclusion affected some client
operations, such as using Application Accelerators to create Git repositories on behalf of
users.

e« The back-end Kubernetes plug-in reports failure in multicluster environments. In a
multicluster environment when one request to a Kubernetes cluster fails, backstage-
kubernetes-backend reports a failure to the front end. This is a known issue with upstream
Backstage and it applies to all released versions of Tanzu Developer Portal. For more
information, see this Backstage code in GitHub. This behavior arises from the API at the
Backstage level. There are currently no known workarounds. There are plans for upstream
commits to Backstage to resolve this issue.

v1.6.9 Known issues: Tanzu Developer Portal - Supply Chain GUI plug-in
« Any workloads created by using a custom resource definition (CRD) might not work as

expected. Only Out of the Box (OOTB) Supply Chains are supported in the Ul.

« Downloading the SBOM from a vulnerability scan requires additional configuration in tap-
values.yaml. For more information, see Troubleshooting.

v1.6.9 Known issues: Tanzu Developer Tools for IntelliJ

e The error com.vdurmont.semver4j.SemverException: Invalid version (no major version)
is shown in the error logs when attempting to perform a workload action before installing
the Tanzu CLI apps plug-in.

« If you restart your computer while running Live Update without terminating the Tilt process
beforehand, there is a lock that incorrectly shows that Live Update is still running and
prevents it from starting again. For the fix, see Troubleshooting.

¢« Workload actions and Live Update do not work when in a project with spaces in its name,
such as my app, or in its path, such as c:\Users\My User\my-app. FOor more information, see
Troubleshooting.

« An EDT Thread Exception error is logged or reported as a notification with a message
similar to "com.intellij.diagnostic.PluginException: 2007 ms to call on EDT
TanzuApplyActionfupdate@ProjectViewPopup". For more information, see Troubleshooting.

v1.6.9 Known issues: Tanzu Developer Tools for Visual Studio

¢ Clicking the red square Stop button in the Visual Studio top toolbar can cause a workload to
fail. For more information, see Troubleshooting.

v1.6.9 Known issues: Tanzu Developer Tools for VS Code

« Inthe Tanzu activity panel, the config-writer-pull-requester Of type Runnable is
incorrectly categorized as Unknown. The correct category is Supply Chain.

v1.6.9 Component versions

The following table lists the supported component versions for this Tanzu Application Platform
release.
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Component Name

API Auto Registration

API portal

Application Accelerator

Application Configuration Service
Application Live View APIServer
Application Live View back end
Application Live View connector
Application Live View conventions
Application Single Sign-On

Artifact Metadata Repository Observer (alpha)
Bitnami Services

Carbon Black Scanner for SCST - Scan (beta)
Cartographer Conventions

cert-manager

Cloud Native Runtimes

Contour

Crossplane

Default Roles

Developer Conventions

Eventing (deprecated)

External Secrets Operator

Flux CD Source Controller

Grype Scanner for SCST - Scan

Learning Center (deprecated)

Learning Center workshops (deprecated)
Local Source Proxy

Namespace Provisioner

Out of the Box Delivery - Basic

Out of the Box Supply Chain - Basic

Out of the Box Supply Chain - Testing
Out of the Box Supply Chain - Testing and Scanning
Out of the Box Templates

Service Bindings

Services Toolkit

Snyk Scanner for SCST - Scan (beta)
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Version

035

147

1.6.5

16.2

1.6.2

4.0.5

0.2.0

125

0.75

243

2314

2.0.0

0.21

1.1.0

0.11.2

2.2.10

0.6.1+tap.6

0.36.1+tanzu.2

1.6.140

03.2

0.31

0.1.1

0.4.1

0.13.18

0.13.18

0.13.18

0.13.18

0.13.18

09.4

0.11.1

1.0.0-beta.156
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Component Name

Source Controller

Spring Boot conventions

Spring Cloud Gateway

Supply Chain Choreographer

Supply Chain Security Tools - Policy Controller
Supply Chain Security Tools - Scan

Supply Chain Security Tools - Scan 2.0 (beta)
Supply Chain Security Tools - Store

Tanzu Application Platform Telemetry

Tanzu Build Service

Tanzu Developer Portal (formerly Tanzu Application Platform GUI)

Tanzu Developer Portal Configurator (beta)
Tanzu CLI

Tekton Pipelines

Version

0.8.4

16.2

2.0.12

0.7.5

142

1.6.141

0.1.0-beta.137

1.6.9

0.6.2

11118

16.8

0.1.2

12.0

0.41.0+tap .9

v1.6.8

Release Date: 13 February 2024

v1.6.8 Security fixes

This release has the following security fixes, listed by package.

Package Name

accelerator.apps.tanzu.vmware.com

application-configuration-service.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities Resolved

¥ Expand to see the list
« CVE-2023-34053

« CVE-2023-22049
e CVE-2023-22045
e CVE-2023-22044
e CVE-2023-22041

« CVE-2023-22036

« CVE-2023-22006

¥ Expand to see the list

¢ GHSA-wjxj-5m79-mg7q
¢ GHSA-cgwf-w82q-5jrr
¢ GHSA-45x7-px36-x8w8

« CVE-2023-42503
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https://nvd.nist.gov/vuln/detail/CVE-2023-42503
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Package Name

base-jammy-stack-lite.buildpacks.tanzu.vmware.com

carbonblack.scanning.apps.tanzu.vmware.com

cert-manager.tanzu.vmware.com

metadata-store.apps.tanzu.vmware.com

sso.apps.tanzu.vmware.com

tap-gui.tanzu.vmware.com

Vulnerabilities Resolved

¥ Expand to see the list
« CVE-2024-22365

e CVE-2024-0567
e CVE-2024-0553
« CVE-2023-6918
e CVE-2023-6004
e CVE-2022-470M
« CVE-2022-47010
e CVE-2022-47008
« CVE-2022-47007
« CVE-2022-45703

« CVE-2022-44840

¥ Expand to see the list
¢ GHSA-6xv5-8609-7xr8

«  GHSA-6wrf-mxfj-pf5p

e GHSA-33pg-m6jh-5237

¥ Expand to see the list
« CVE-2023-39326

¥ Expand to see the list
e CVE-2023-45285

« CVE-2023-29409

¥ Expand to see the list
o CVE-2023-45145

« CVE-2023-41056
« CVE-2023-41053
« CVE-2023-39319
« CVE-2023-39318
« CVE-2023-3817

e CVE-2023-36054
« CVE-2023-3446

« CVE-2023-29409

e CVE-2023-29406

¥ Expand to see the list
e CVE-2024-0641

« CVE-2023-6121
e CVE-2023-5197
e CVE-2023-46862
« CVE-2023-45863

o CVE-2021-44879

v1.6.8 Resolved issues

VMware by Broadcom
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https://nvd.nist.gov/vuln/detail/CVE-2024-22365
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https://nvd.nist.gov/vuln/detail/CVE-2022-45703
https://nvd.nist.gov/vuln/detail/CVE-2022-44840
https://github.com/advisories/GHSA-6xv5-86q9-7xr8
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https://github.com/advisories/GHSA-33pg-m6jh-5237
https://nvd.nist.gov/vuln/detail/CVE-2023-39326
https://nvd.nist.gov/vuln/detail/CVE-2023-45285
https://nvd.nist.gov/vuln/detail/CVE-2023-29409
https://nvd.nist.gov/vuln/detail/CVE-2023-45145
https://nvd.nist.gov/vuln/detail/CVE-2023-41056
https://nvd.nist.gov/vuln/detail/CVE-2023-41053
https://nvd.nist.gov/vuln/detail/CVE-2023-39319
https://nvd.nist.gov/vuln/detail/CVE-2023-39318
https://nvd.nist.gov/vuln/detail/CVE-2023-3817
https://nvd.nist.gov/vuln/detail/CVE-2023-36054
https://nvd.nist.gov/vuln/detail/CVE-2023-3446
https://nvd.nist.gov/vuln/detail/CVE-2023-29409
https://nvd.nist.gov/vuln/detail/CVE-2023-29406
https://nvd.nist.gov/vuln/detail/CVE-2024-0641
https://nvd.nist.gov/vuln/detail/CVE-2023-6121
https://nvd.nist.gov/vuln/detail/CVE-2023-5197
https://nvd.nist.gov/vuln/detail/CVE-2023-46862
https://nvd.nist.gov/vuln/detail/CVE-2023-45863
https://nvd.nist.gov/vuln/detail/CVE-2021-44879
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The following issues, listed by component and area, are resolved in this release.

v1.6.8 Resolved issues: Application Single Sign-On

e When requesting an access_token by using the the Authorization Code flow, scopes in the
token are filtered based on user roles. In this version, the scope parameter of the access
token response is also filtered, with the same rules. For more information, see the OAuth
documentation.

v1.6.8 Resolved issues: Contour

e« Ships with Contour v1.24.6.

e Supports upgrades to Tanzu Application Platform v1.6.8 without downtime when
transitioning from Daemonset tO Deployments.

ﬁ Note

Downtime-free upgrades require more than one node in the cluster.

v1.6.8 Known issues

This release has the following known issues, listed by component and area.
v1.6.8 Known issues: Tanzu Application Platform

e This Tanzu Application Platform release is not supported with Tanzu Kubernetes releases
(TKR) v1.26 on vSphere with Tanzu.

v1.6.8 Known issues: Artifact Metadata Repository Observer and CloudEvent Handler

e Periodic reconciliation or restarting of the AMR Observer causes reattempted posting of
ImageVulnerabilityScan results. There is an error on duplicate submission of identical
ImageVulnerabilityScans you can ignore if the previous submission was successful.

e ReplicaSet status in AMR only has two states: created and deleted. There is a known issue
where the available and unavailable state is not showing. The workaround is that you can
interpolate this information from the instances metadata in the AMR for the ReplicaSet.

v1.6.8 Known issues: Bithami Services

o If you try to configure private registry integration for the Bithami services after having
already created a claim for one or more of the Bitnami services using the default
configuration, the updated private registry configuration does not appear to take effect.
This is due to caching behavior in the system which is not accounted for during
configuration updates. For a workaround, see Troubleshoot Bitnami Services.

v1.6.8 Known issues: Cloud Native Runtimes

« For Knative Serving, certain app name, namespace, and domain combinations produce
Knative Services with status certificateNotReady. For more information, see
Troubleshooting.

« Web workloads created with Tanzu Application Platform v1.6.3 and earlier fail to update

with the error API server says: admission webhook
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"validation.webhook.serving.knative.dev" denied the request: validation failed:
annotation value is immutable. For a workaround, see Troubleshoot Cloud Native
Runtimes for Tanzu.

v1.6.8 Known issues: Crossplane

e« Crossplane Providers cannot communicate with systems using a custom CA. For more
information and a workaround, see Troubleshoot Crossplane.

¢ The Crossplane validatingwebhookconfiguration is not removed when you uninstall the
Crossplane Package. To workaround, delete the validatingwebhookconfiguration manually
by running kubectl delete validatingwebhookconfiguration crossplane.

v1.6.8 Known issues: Eventing

« When using vSphere sources in Eventing, the vsphere-source is using a high number of
informers to alleviate load on the API server. This causes high memory use.

v1.6.8 Known issues: Learning Center

e CVE-2023-26114: Versions of VS Code server before v4.10.1 are vulnerable to Missing
Origin Validation in WebSocket handshakes. For mitigation steps, see Known issues for
Learning Center.

v1.6.8 Known issues: Services Toolkit

e An error occurs if additionalProperties is true in @ CompositeResourceDefinition. For
more information and a workaround, see Troubleshoot Services Toolkit.

v1.6.8 Known issues: Supply Chain Choreographer

« When using the Carvel Package Supply Chains, if the operator updates the parameter
carvel package.name suffix, existing workloads incorrectly output a Carvel package to the
GitOps repository that uses the old value of carvel package.name suffix. YOu can ignore
or delete this package.

« |If the size of the resulting OpenAPIv3 specification exceeds a certain size, approximately
3 KB, the Supply Chain does not function. If you use the default Carvel package parameters,
you this issue does not occur. If you use custom Carvel package parameters, you might
encounter this size limit. If you exceed the size limit, you can either deactivate this feature,
or use a workaround. The workaround requires enabling a Tekton feature flag. For more
information, see the Tekton documentation.

v1.6.8 Known issues: Supply Chain Security Tools - Scan

« The Snyk scanner outputs an incorrectly created date, resulting in an invalid date. If the
workload is in a failed state due to an invalid date, wait approximately 10 hours and the
workload automatically goes into the ready state. For more information, see this issue in the
Snyk Github repository.

v1.6.8 Supply Chain Security Tools - Store

e SCST - Store automatically detects PostgreSQL database index corruptions. If SCST - Store
finds a PostgresSQL database index corruption issue, it does not reconcile. For how to fix
this issue, see Fix Postgres Database Index Corruption.
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v1.6.8 Known issues: Tanzu Developer Portal (formerly named Tanzu Application Platform GUI)

« If you do not configure any authentication providers, and do not allow guest access, the
following message appears when loading Tanzu Developer Portal in a browser:

No configured authentication providers. Please configure at least one.

To resolve this issue, see Troubleshooting.

« Ad-blocking browser extensions and standalone ad-blocking software can interfere with
telemetry collection within the VMware Customer Experience Improvement Program and
restrict access to all or parts of Tanzu Developer Portal. For more information, see
Troubleshooting.

« ScmAuth is a Backstage concept that abstracts Source Code Management (SCM)
authentication into a package. An oversight in a recent code-base migration led to the
accidental exclusion of custom ScmAuth functions. This exclusion affected some client
operations, such as using Application Accelerators to create Git repositories on behalf of
users.

e The back-end Kubernetes plug-in reports failure in multicluster environments. In a
multicluster environment when one request to a Kubernetes cluster fails, backstage-
kubernetes-backend reports a failure to the front end. This is a known issue with upstream
Backstage and it applies to all released versions of Tanzu Developer Portal. For more
information, see this Backstage code in GitHub. This behavior arises from the API at the
Backstage level. There are currently no known workarounds. There are plans for upstream
commits to Backstage to resolve this issue.

v1.6.8 Known issues: Tanzu Developer Portal - Supply Chain GUI plug-in
« Any workloads created by using a custom resource definition (CRD) might not work as

expected. Only Out of the Box (OOTB) Supply Chains are supported in the Ul.

« Downloading the SBOM from a vulnerability scan requires additional configuration in tap-
values.yaml. For more information, see Troubleshooting.

v1.6.8 Known issues: Tanzu Developer Tools for IntelliJ

e The error com.vdurmont.semverdsj.SemverException: Invalid version (no major version)
is shown in the error logs when attempting to perform a workload action before installing
the Tanzu CLI apps plug-in.

e If you restart your computer while running Live Update without terminating the Tilt process
beforehand, there is a lock that incorrectly shows that Live Update is still running and
prevents it from starting again. For the fix, see Troubleshooting.

« Workload actions and Live Update do not work when in a project with spaces in its name,
such as my app, or in its path, such as c:\Users\My User\my-app. For more information, see
Troubleshooting.

« An EDT Thread Exception error is logged or reported as a notification with a message
similar to "com.intellij.diagnostic.PluginException: 2007 ms to call on EDT
TanzuApplyActionfupdate@ProjectViewPopup". FOr more information, see Troubleshooting.

v1.6.8 Known issues: Tanzu Developer Tools for Visual Studio

o Clicking the red square Stop button in the Visual Studio top toolbar can cause a workload to
fail. For more information, see Troubleshooting.
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v1.6.8 Known issues: Tanzu Developer Tools for VS Code

¢ Inthe Tanzu activity panel, the config-writer-pull-requester Of type Runnable is

incorrectly categorized as Unknown. The correct category is Supply Chain.

v1.6.8 Component versions

The following table lists the supported component versions for this Tanzu Application Platform

release.

Component Name

API Auto Registration

API portal

Application Accelerator

Application Configuration Service

Application Live View API Server

Application Live View Backend

Application Live View Connector

Application Live View Conventions

Application Single Sign-On

Artifact Metadata Repository Observer (alpha)

Bitnami Services

Carbon Black Scanner for SCST - Scan (beta)

Cartographer Conventions
cert-manager

Cloud Native Runtimes
Contour

Crossplane

Default Roles

Developer Conventions
Eventing (deprecated)
External Secrets Operator

Flux CD Source Controller
Grype Scanner for SCST - Scan
Learning Center (deprecated)
Learning Center workshops (deprecated)
Local Source Proxy
Namespace Provisioner

Out of the Box Delivery - Basic

Out of the Box Supply Chain - Basic
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Version

035

147

1.6.5

214

1.6.2

16.2

16.2

1.6.2

4.0.4

0.1.1-alpha.2

0.2.0

125

0.7.5

243

2314

2.0.0

0.21

1.1.0

0.11.2

2210

0.6.1+tap.6

0.36.1+tanzu.2

1.6.140

0.3.2

0.3.1

0.1.1

0.4.1

0.13.15

0.13.15
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Component Name

Out of the Box Supply Chain - Testing

Out of the Box Supply Chain - Testing and Scanning
Out of the Box Templates

Service Bindings

Services Toolkit

Snyk Scanner for SCST - Scan (beta)

Source Controller

Spring Boot conventions

Spring Cloud Gateway

Supply Chain Choreographer

Supply Chain Security Tools - Policy Controller
Supply Chain Security Tools - Scan

Supply Chain Security Tools - Scan 2.0 (beta)

Supply Chain Security Tools - Store

Tanzu Developer Portal (formerly Tanzu Application Platform GUI)

Tanzu Developer Portal Configurator (beta)
Tanzu Application Platform Telemetry
Tanzu Build Service

Tanzu CLI

Tekton Pipelines

Version

0.13.15

0.13.15

0.13.15

09.4

0.11.1

1.0.0-beta.156

0.8.3

1.6.2

2.0.10

0.7.5

1.4.2

1.6.141

0.1.0-beta.137

1.6.8

1.6.8

0.1.2

0.6.2

1m.a7

1.1.0

0.41.0+tap.8

v1.6.7

Release Date: 09 January 2024

v1.6.7 Security fixes

This release has the following security fixes, listed by package.

Package Name

api-portal.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities Resolved

¥ Expand to see the list

GHSA-vmQg6-5m68-f53m
CVE-2023-5981
CVE-2023-47038
CVE-2023-4016
CVE-2023-36054

CVE-2022-48522
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Package Name

application-configuration-service.tanzu.vmware.com

base-jammy-stack-lite.buildpacks.tanzu.vmware.com

cnrs.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities Resolved

¥ Expand to see the list

)

CVE-2023-6378

CVE-2023-44487

CVE-2023-39325

CVE-2023-3635

CVE-2023-34053

¥ Expand to see the list

CVE-2023-5717

CVE-2023-5178

CVE-2023-5158

CVE-2023-5156

CVE-2023-48795

CVE-2023-4813

CVE-2023-4806

CVE-2023-47038

CVE-2023-46218

CVE-2023-44487

CVE-2023-42754

CVE-2023-39804

CVE-2023-39198

CVE-2023-39194

CVE-2023-39193

CVE-2023-39192

CVE-2023-39189

CVE-2023-3773

CVE-2023-37453

CVE-2022-48522

CVE-2022-4285

CVE-2022-35205

¥ Expand to see the list

CVE-2023-5156

CVE-2023-4813

CVE-2023-4806

CVE-2023-45285

CVE-2023-39326
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https://nvd.nist.gov/vuln/detail/CVE-2023-5158
https://nvd.nist.gov/vuln/detail/CVE-2023-5156
https://nvd.nist.gov/vuln/detail/CVE-2023-48795
https://nvd.nist.gov/vuln/detail/CVE-2023-4813
https://nvd.nist.gov/vuln/detail/CVE-2023-4806
https://nvd.nist.gov/vuln/detail/CVE-2023-47038
https://nvd.nist.gov/vuln/detail/CVE-2023-46218
https://nvd.nist.gov/vuln/detail/CVE-2023-44487
https://nvd.nist.gov/vuln/detail/CVE-2023-42754
https://nvd.nist.gov/vuln/detail/CVE-2023-39804
https://nvd.nist.gov/vuln/detail/CVE-2023-39198
https://nvd.nist.gov/vuln/detail/CVE-2023-39194
https://nvd.nist.gov/vuln/detail/CVE-2023-39193
https://nvd.nist.gov/vuln/detail/CVE-2023-39192
https://nvd.nist.gov/vuln/detail/CVE-2023-39189
https://nvd.nist.gov/vuln/detail/CVE-2023-3773
https://nvd.nist.gov/vuln/detail/CVE-2023-37453
https://nvd.nist.gov/vuln/detail/CVE-2022-48522
https://nvd.nist.gov/vuln/detail/CVE-2022-4285
https://nvd.nist.gov/vuln/detail/CVE-2022-35205
https://nvd.nist.gov/vuln/detail/CVE-2023-5156
https://nvd.nist.gov/vuln/detail/CVE-2023-4813
https://nvd.nist.gov/vuln/detail/CVE-2023-4806
https://nvd.nist.gov/vuln/detail/CVE-2023-45285
https://nvd.nist.gov/vuln/detail/CVE-2023-39326
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Package Name

developer-conventions.tanzu.vmware.com

metadata-store.apps.tanzu.vmware.com

spring-cloud-gateway.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities Resolved

¥ Expand to see the list

GHSA-qppj-fm5r-hxr3
GHSA-4374-p667-p6c8
GHSA-2wrh-6pvc-2jm9
CVE-2023-5363
CVE-2023-3817
CVE-2023-3446
CVE-2023-2975
CVE-2023-2650

CVE-2023-1255

¥ Expand to see the list

CVE-2023-29406

CVE-2023-29405

CVE-2023-29404

CVE-2023-29403

CVE-2023-29402

CVE-2023-29400

CVE-2023-24540

CVE-2023-24539

CVE-2023-24538

CVE-2023-24537

CVE-2023-24536

CVE-2023-24534

¥ Expand to see the list

GHSA-jjfh-589g-3hjx
CVE-2023-5981
CVE-2023-5156
CVE-2023-4813
CVE-2023-4806
CVE-2023-47038
CVE-2023-4016
CVE-2023-39804
CVE-2023-34053

CVE-2022-48522
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https://github.com/advisories/GHSA-qppj-fm5r-hxr3
https://github.com/advisories/GHSA-4374-p667-p6c8
https://github.com/advisories/GHSA-2wrh-6pvc-2jm9
https://nvd.nist.gov/vuln/detail/CVE-2023-5363
https://nvd.nist.gov/vuln/detail/CVE-2023-3817
https://nvd.nist.gov/vuln/detail/CVE-2023-3446
https://nvd.nist.gov/vuln/detail/CVE-2023-2975
https://nvd.nist.gov/vuln/detail/CVE-2023-2650
https://nvd.nist.gov/vuln/detail/CVE-2023-1255
https://nvd.nist.gov/vuln/detail/CVE-2023-29406
https://nvd.nist.gov/vuln/detail/CVE-2023-29405
https://nvd.nist.gov/vuln/detail/CVE-2023-29404
https://nvd.nist.gov/vuln/detail/CVE-2023-29403
https://nvd.nist.gov/vuln/detail/CVE-2023-29402
https://nvd.nist.gov/vuln/detail/CVE-2023-29400
https://nvd.nist.gov/vuln/detail/CVE-2023-24540
https://nvd.nist.gov/vuln/detail/CVE-2023-24539
https://nvd.nist.gov/vuln/detail/CVE-2023-24538
https://nvd.nist.gov/vuln/detail/CVE-2023-24537
https://nvd.nist.gov/vuln/detail/CVE-2023-24536
https://nvd.nist.gov/vuln/detail/CVE-2023-24534
https://github.com/advisories/GHSA-jjfh-589g-3hjx
https://nvd.nist.gov/vuln/detail/CVE-2023-5981
https://nvd.nist.gov/vuln/detail/CVE-2023-5156
https://nvd.nist.gov/vuln/detail/CVE-2023-4813
https://nvd.nist.gov/vuln/detail/CVE-2023-4806
https://nvd.nist.gov/vuln/detail/CVE-2023-47038
https://nvd.nist.gov/vuln/detail/CVE-2023-4016
https://nvd.nist.gov/vuln/detail/CVE-2023-39804
https://nvd.nist.gov/vuln/detail/CVE-2023-34053
https://nvd.nist.gov/vuln/detail/CVE-2022-48522

Tanzu Application Platform v1.6 (LTS)

Package Name Vulnerabilities Resolved

sso.apps.tanzu.vmware.com ¥ Expand to see the list

¢ GHSA-vmg6-5m68-f53m
« CVE-2023-5363
« CVE-2023-5156

e« CVE-2023-34053
« CVE-2023-34035
« CVE-2023-2975
« CVE-2023-22049
« CVE-2023-22045
« CVE-2023-22044
e CVE-2023-22041
« CVE-2023-22036

e CVE-2023-22006

v1.6.7 Known issues

This release has the following known issues, listed by component and area.

v1.6.7 Known issues: Tanzu Application Platform

This Tanzu Application Platform release is not supported with Tanzu Kubernetes releases
(TKR) v1.26 on vSphere with Tanzu.

v1.6.7 Known issues: Artifact Metadata Repository Observer and CloudEvent Handler

Periodic reconciliation or restarting of the AMR Observer causes reattempted posting of
ImageVulnerabilityScan results. There is an error on duplicate submission of identical
ImageVulnerabilityScans you can ignore if the previous submission was successful.

ReplicaSet status in AMR only has two states: created and deleted. There is a known issue
where the available and unavailable state is not showing. The workaround is that you can

interpolate this information from the instances metadata in the AMR for the ReplicaSet.

v1.6.7 Known issues: Bithami Services

If you try to configure private registry integration for the Bitnami services after having
already created a claim for one or more of the Bitnami services using the default
configuration, the updated private registry configuration does not appear to take effect.
This is due to caching behavior in the system which is not accounted for during
configuration updates. For a workaround, see Troubleshoot Bitnami Services.

v1.6.7 Known issues: Cloud Native Runtimes

For Knative Serving, certain app nhame, namespace, and domain combinations produce
Knative Services with status certificateNotReady. For more information, see
Troubleshooting.

Web workloads created with Tanzu Application Platform v1.6.3 and earlier fail to update
with the error API server says: admission webhook

"validation.webhook.serving.knative.dev" denied the request: validation failed:

VMware by Broadcom
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https://github.com/advisories/GHSA-vmq6-5m68-f53m
https://nvd.nist.gov/vuln/detail/CVE-2023-5363
https://nvd.nist.gov/vuln/detail/CVE-2023-5156
https://nvd.nist.gov/vuln/detail/CVE-2023-34053
https://nvd.nist.gov/vuln/detail/CVE-2023-34035
https://nvd.nist.gov/vuln/detail/CVE-2023-2975
https://nvd.nist.gov/vuln/detail/CVE-2023-22049
https://nvd.nist.gov/vuln/detail/CVE-2023-22045
https://nvd.nist.gov/vuln/detail/CVE-2023-22044
https://nvd.nist.gov/vuln/detail/CVE-2023-22041
https://nvd.nist.gov/vuln/detail/CVE-2023-22036
https://nvd.nist.gov/vuln/detail/CVE-2023-22006
https://docs.vmware.com/en/Cloud-Native-Runtimes-for-VMware-Tanzu/2.3/tanzu-cloud-native-runtimes/troubleshooting.html#certificate-not-ready-kcert

Tanzu Application Platform v1.6 (LTS)

annotation value is immutable. For a workaround, see Troubleshoot Cloud Native
Runtimes for Tanzu.

v1.6.7 Known issues: Crossplane

e Crossplane Providers cannot communicate with systems using a custom CA. For more
information and a workaround, see Troubleshoot Crossplane.

¢ The Crossplane validatingwebhookconfiguration is not removed when you uninstall the
Crossplane Package. To workaround, delete the validatingwebhookconfiguration manually
by running kubectl delete validatingwebhookconfiguration crossplane.

v1.6.7 Known issues: Eventing

« When using vSphere sources in Eventing, the vsphere-source is using a high number of
informers to alleviate load on the API server. This causes high memory use.

v1.6.7 Known issues: Learning Center

e CVE-2023-26114: Versions of VS Code server before v4.10.1 are vulnerable to Missing
Origin Validation in WebSocket handshakes. For mitigation steps, see Known issues for
Learning Center.

v1.6.7 Known issues: Services Toolkit

e An error occurs if additionalProperties is true in @ CompositeResourceDefinition. For
more information and a workaround, see Troubleshoot Services Toolkit.

Vv1.6.7 Known issues: Supply Chain Choreographer

« When using the Carvel Package Supply Chains, if the operator updates the parameter
carvel package.name suffix, eXisting workloads incorrectly output a Carvel package to the
GitOps repository that uses the old value of carvel package.name suffix. YOU can ignore
or delete this package.

« If the size of the resulting OpenAPIv3 specification exceeds a certain size, approximately
3 KB, the Supply Chain does not function. If you use the default Carvel package parameters,
you this issue does not occur. If you use custom Carvel package parameters, you might
encounter this size limit. If you exceed the size limit, you can either deactivate this feature,
or use a workaround. The workaround requires enabling a Tekton feature flag. For more
information, see the Tekton documentation.

v1.6.7 Known issues: Supply Chain Security Tools - Scan

« The Snyk scanner outputs an incorrectly created date, resulting in an invalid date. If the
workload is in a failed state due to an invalid date, wait approximately 10 hours and the
workload automatically goes into the ready state. For more information, see this issue in the
Snyk Github repository.

Vv1.6.7 Supply Chain Security Tools - Store
e SCST - Store automatically detects PostgreSQL database index corruptions. If SCST - Store
finds a PostgresSQL database index corruption issue, it does not reconcile. For how to fix

this issue, see Fix Postgres Database Index Corruption.

Vv1.6.7 Known issues: Tanzu Developer Portal (formerly named Tanzu Application Platform GUI)
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https://docs.vmware.com/en/Cloud-Native-Runtimes-for-VMware-Tanzu/2.3/tanzu-cloud-native-runtimes/troubleshooting.html#updates-fail
https://nvd.nist.gov/vuln/detail/CVE-2023-26114
https://tekton.dev/docs/pipelines/additional-configs/#enabling-larger-results-using-sidecar-logs
https://github.com/snyk-tech-services/snyk2spdx/issues/54
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If you do not configure any authentication providers, and do not allow guest access, the
following message appears when loading Tanzu Developer Portal in a browser:

No configured authentication providers. Please configure at least one.

To resolve this issue, see Troubleshooting.

Ad-blocking browser extensions and standalone ad-blocking software can interfere with
telemetry collection within the VMware Customer Experience Improvement Program and
restrict access to all or parts of Tanzu Developer Portal. For more information, see
Troubleshooting.

ScmAuth is a Backstage concept that abstracts Source Code Management (SCM)
authentication into a package. An oversight in a recent code-base migration led to the
accidental exclusion of custom ScmAuth functions. This exclusion affected some client
operations, such as using Application Accelerators to create Git repositories on behalf of
users.

The back-end Kubernetes plug-in reports failure in multicluster environments. In a
multicluster environment when one request to a Kubernetes cluster fails, backstage-
kubernetes-backend reports a failure to the front end. This is a known issue with upstream
Backstage and it applies to all released versions of Tanzu Developer Portal. For more
information, see this Backstage code in GitHub. This behavior arises from the API at the
Backstage level. There are currently no known workarounds. There are plans for upstream
commits to Backstage to resolve this issue.

v1.6.7 Known issues: Tanzu Developer Portal - Supply Chain GUI plug-in

Any workloads created by using a custom resource definition (CRD) might not work as
expected. Only Out of the Box (OOTB) Supply Chains are supported in the Ul.

Downloading the SBOM from a vulnerability scan requires additional configuration in tap-
values.yaml. For more information, see Troubleshooting.

v1.6.7 Known issues: Tanzu Developer Tools for IntelliJ

The error com.vdurmont.semver4j.SemverException: Invalid version (no major version)
is shown in the error logs when attempting to perform a workload action before installing
the Tanzu CLI apps plug-in.

If you restart your computer while running Live Update without terminating the Tilt process
beforehand, there is a lock that incorrectly shows that Live Update is still running and
prevents it from starting again. For the fix, see Troubleshooting.

Workload actions and Live Update do not work when in a project with spaces in its name,
such as my app, or in its path, such as c:\Users\My User\my-app. FOr more information, see
Troubleshooting.

An EDT Thread Exception error is logged or reported as a notification with a message
similar to "com.intellij.diagnostic.PluginException: 2007 ms to call on EDT
TanzuApplyActionfupdate@ProjectViewPopup". FOr more information, see Troubleshooting.

v1.6.7 Known issues: Tanzu Developer Tools for Visual Studio

Clicking the red square Stop button in the Visual Studio top toolbar can cause a workload to
fail. For more information, see Troubleshooting.

Vv1.6.7 Known issues: Tanzu Developer Tools for VS Code
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https://www.vmware.com/solutions/trustvmware/ceip.html
https://backstage.io/docs/reference/integration-react.scmauth/
https://github.com/backstage/backstage/blob/c7f88d041b671185dc7a01e716f80dca0709e2a1/plugins/kubernetes-backend/src/service/KubernetesFanOutHandler.ts#L250-L271
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¢« Inthe Tanzu activity panel, the config-writer-pull-requester Of type Runnable is

incorrectly categorized as Unknown. The correct category is Supply Chain.

v1.6.7 Component versions

The following table lists the supported component versions for this Tanzu Application Platform

release.
Component Name
API Auto Registration
API portal
Application Accelerator
Application Configuration Service
Application Live View API Server
Application Live View Backend
Application Live View Connector
Application Live View Conventions
Application Single Sign-On
Artifact Metadata Repository Observer (alpha)
Bitnami Services
Carbon Black Scanner for SCST - Scan (beta)
Cartographer Conventions
cert-manager
Cloud Native Runtimes
Contour
Crossplane
Default Roles
Developer Conventions
Eventing (deprecated)
External Secrets Operator
Flux CD Source Controller
Grype Scanner for SCST - Scan
Learning Center (deprecated)
Learning Center workshops (deprecated)
Local Source Proxy
Namespace Provisioner
Out of the Box Delivery - Basic
Out of the Box Supply Chain - Basic

Out of the Box Supply Chain - Testing

VMware by Broadcom

Version

035

1.4.6

16.2

213

16.2

16.2

16.2

16.2

4.0.2

0.1.1-alpha.2

0.2.0

1.2.2-beta.l

0.75

242

236

1.24.6

0.21

11.0

011.2

2.2.10

0.6.1+tap.6

0.36.1+tanzu.2

1.6.140

032

0.31

0.1.1

0.41

0.13.11

0.13m

0.13.11
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Component Name

Out of the Box Supply Chain - Testing and Scanning
Out of the Box Templates

Service Bindings

Services Toolkit

Snyk Scanner for SCST - Scan (beta)

Source Controller

Spring Boot conventions

Spring Cloud Gateway

Supply Chain Choreographer

Supply Chain Security Tools - Policy Controller
Supply Chain Security Tools - Scan

Supply Chain Security Tools - Scan 2.0 (beta)
Supply Chain Security Tools - Store

Tanzu Developer Portal (formerly Tanzu Application Platform GUI)
Tanzu Developer Portal Configurator (beta)

Tanzu Application Platform Telemetry

Tanzu Build Service

Tanzu CLI

Tekton Pipelines

Version

0.13.11

0.13.1

09.4

0.11.1

1.0.0-beta.156

0.83

16.2

2.0.10

0.7.5

142

1.6.141

0.1.0-beta.137

1.6.6

1.6.6

0.12

0.6.2

11116

1.1.0

0.41.0+tap.8

v1.6.6

Release Date: 12 December 2023

v1.6.6 Security fixes

This release has the following security fixes, listed by package.

Package Name

api-portal.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities Resolved

¥ Expand to see the list

GHSA-qppj-fm5r-hxr3
CVE-2023-5363
CVE-2023-3817
CVE-2023-35116
CVE-2023-3446
CVE-2023-2975
CVE-2023-22081

CVE-2023-22025
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https://github.com/advisories/GHSA-qppj-fm5r-hxr3
https://nvd.nist.gov/vuln/detail/CVE-2023-5363
https://nvd.nist.gov/vuln/detail/CVE-2023-3817
https://nvd.nist.gov/vuln/detail/CVE-2023-35116
https://nvd.nist.gov/vuln/detail/CVE-2023-3446
https://nvd.nist.gov/vuln/detail/CVE-2023-2975
https://nvd.nist.gov/vuln/detail/CVE-2023-22081
https://nvd.nist.gov/vuln/detail/CVE-2023-22025
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Package Name

apis.apps.tanzu.vmware.com

base-jammy-stack-lite.buildpacks.tanzu.vmware.com

buildservice.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities Resolved

¥ Expand to see the list

GHSA-qppj-fm5r-hxr3
GHSA-2wrh-6pvc-2jm9
CVE-2023-5363
CVE-2023-3817
CVE-2023-3446

CVE-2023-2975

¥ Expand to see the list

CVE-2023-5981

CVE-2023-45871

CVE-2023-4016

CVE-2023-3772

CVE-2023-36054

CVE-2023-31085

CVE-2023-31083

CVE-2023-25775

¥ Expand to see the list

GHSA-m8cg-xc2p-r3fc
GHSA-g2j6-57v7-gm8c
GHSA-6wrf-mxfj-pfSp
GHSA-4374-p667-p6c8
GHSA-33pg-m6jh-5237
GHSA-2wrh-6pvc-2jm9
GHSA-2c7c-3mj9-8fgh
CVE-2023-5981
CVE-2023-5363
CVE-2023-4016
CVE-2023-39319
CVE-2023-39318
CVE-2023-3817
CVE-2023-36054
CVE-2023-3446
CVE-2023-2975
CVE-2023-29409
CVE-2023-29406
CVE-2023-2650
CVE-2023-24532
CVE-2023-1255
CVE-2023-0465
CVE-2023-0464
CVE-2022-41724

CVE-2022-3996
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https://github.com/advisories/GHSA-qppj-fm5r-hxr3
https://github.com/advisories/GHSA-2wrh-6pvc-2jm9
https://nvd.nist.gov/vuln/detail/CVE-2023-5363
https://nvd.nist.gov/vuln/detail/CVE-2023-3817
https://nvd.nist.gov/vuln/detail/CVE-2023-3446
https://nvd.nist.gov/vuln/detail/CVE-2023-2975
https://nvd.nist.gov/vuln/detail/CVE-2023-5981
https://nvd.nist.gov/vuln/detail/CVE-2023-45871
https://nvd.nist.gov/vuln/detail/CVE-2023-4016
https://nvd.nist.gov/vuln/detail/CVE-2023-3772
https://nvd.nist.gov/vuln/detail/CVE-2023-36054
https://nvd.nist.gov/vuln/detail/CVE-2023-31085
https://nvd.nist.gov/vuln/detail/CVE-2023-31083
https://nvd.nist.gov/vuln/detail/CVE-2023-25775
https://github.com/advisories/GHSA-m8cg-xc2p-r3fc
https://github.com/advisories/GHSA-g2j6-57v7-gm8c
https://github.com/advisories/GHSA-6wrf-mxfj-pf5p
https://github.com/advisories/GHSA-4374-p667-p6c8
https://github.com/advisories/GHSA-33pg-m6jh-5237
https://github.com/advisories/GHSA-2wrh-6pvc-2jm9
https://github.com/advisories/GHSA-2c7c-3mj9-8fqh
https://nvd.nist.gov/vuln/detail/CVE-2023-5981
https://nvd.nist.gov/vuln/detail/CVE-2023-5363
https://nvd.nist.gov/vuln/detail/CVE-2023-4016
https://nvd.nist.gov/vuln/detail/CVE-2023-39319
https://nvd.nist.gov/vuln/detail/CVE-2023-39318
https://nvd.nist.gov/vuln/detail/CVE-2023-3817
https://nvd.nist.gov/vuln/detail/CVE-2023-36054
https://nvd.nist.gov/vuln/detail/CVE-2023-3446
https://nvd.nist.gov/vuln/detail/CVE-2023-2975
https://nvd.nist.gov/vuln/detail/CVE-2023-29409
https://nvd.nist.gov/vuln/detail/CVE-2023-29406
https://nvd.nist.gov/vuln/detail/CVE-2023-2650
https://nvd.nist.gov/vuln/detail/CVE-2023-24532
https://nvd.nist.gov/vuln/detail/CVE-2023-1255
https://nvd.nist.gov/vuln/detail/CVE-2023-0465
https://nvd.nist.gov/vuln/detail/CVE-2023-0464
https://nvd.nist.gov/vuln/detail/CVE-2022-41724
https://nvd.nist.gov/vuln/detail/CVE-2022-3996
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Package Name Vulnerabilities Resolved
¥ Expand to see the list

cert-manager.tanzu.vmware.com
e GHSA-gppj-fm5r-hxr3

« GHSA-2wrh-6pvc-2jm9

cnrs.tanzu.vmware.com ¥ Expand to see the list
CVE-2023-39319

« CVE-2023-39318
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https://github.com/advisories/GHSA-qppj-fm5r-hxr3
https://github.com/advisories/GHSA-2wrh-6pvc-2jm9
https://nvd.nist.gov/vuln/detail/CVE-2023-39319
https://nvd.nist.gov/vuln/detail/CVE-2023-39318
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Package Name

eventing.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities Resolved

¥ Expand to see the list

GHSA-qppj-fm5r-hxr3
GHSA-mM425-mg94-257g
GHSA-4374-p667-p6c8

GHSA-2wrh-6pvc-2jm9

CVE-2023-44487

CVE-2023-39323

CVE-2023-39319

CVE-2023-39318

CVE-2023-29409

CVE-2023-29406

CVE-2023-29405

CVE-2023-29404

CVE-2023-29403

CVE-2023-29402

CVE-2023-29400

CVE-2023-24540

CVE-2023-24539

CVE-2023-24538

CVE-2023-24537

CVE-2023-24536

CVE-2023-24534

CVE-2023-24532

CVE-2022-41725

CVE-2022-41724

CVE-2022-41723

CVE-2022-41722

CVE-2022-41717

CVE-2022-41715

CVE-2022-32189

CVE-2022-32148

CVE-2022-30635

CVE-2022-30633

CVE-2022-30632

CVE-2022-30631

CVE-2022-30630

CVE-2022-2880

CVE-2022-2879

CVE-2022-28131

CVE-2022-27664

CVE-2022-1962

CVE-2022-1705

226


https://github.com/advisories/GHSA-qppj-fm5r-hxr3
https://github.com/advisories/GHSA-m425-mq94-257g
https://github.com/advisories/GHSA-4374-p667-p6c8
https://github.com/advisories/GHSA-2wrh-6pvc-2jm9
https://nvd.nist.gov/vuln/detail/CVE-2023-44487
https://nvd.nist.gov/vuln/detail/CVE-2023-39323
https://nvd.nist.gov/vuln/detail/CVE-2023-39319
https://nvd.nist.gov/vuln/detail/CVE-2023-39318
https://nvd.nist.gov/vuln/detail/CVE-2023-29409
https://nvd.nist.gov/vuln/detail/CVE-2023-29406
https://nvd.nist.gov/vuln/detail/CVE-2023-29405
https://nvd.nist.gov/vuln/detail/CVE-2023-29404
https://nvd.nist.gov/vuln/detail/CVE-2023-29403
https://nvd.nist.gov/vuln/detail/CVE-2023-29402
https://nvd.nist.gov/vuln/detail/CVE-2023-29400
https://nvd.nist.gov/vuln/detail/CVE-2023-24540
https://nvd.nist.gov/vuln/detail/CVE-2023-24539
https://nvd.nist.gov/vuln/detail/CVE-2023-24538
https://nvd.nist.gov/vuln/detail/CVE-2023-24537
https://nvd.nist.gov/vuln/detail/CVE-2023-24536
https://nvd.nist.gov/vuln/detail/CVE-2023-24534
https://nvd.nist.gov/vuln/detail/CVE-2023-24532
https://nvd.nist.gov/vuln/detail/CVE-2022-41725
https://nvd.nist.gov/vuln/detail/CVE-2022-41724
https://nvd.nist.gov/vuln/detail/CVE-2022-41723
https://nvd.nist.gov/vuln/detail/CVE-2022-41722
https://nvd.nist.gov/vuln/detail/CVE-2022-41717
https://nvd.nist.gov/vuln/detail/CVE-2022-41715
https://nvd.nist.gov/vuln/detail/CVE-2022-32189
https://nvd.nist.gov/vuln/detail/CVE-2022-32148
https://nvd.nist.gov/vuln/detail/CVE-2022-30635
https://nvd.nist.gov/vuln/detail/CVE-2022-30633
https://nvd.nist.gov/vuln/detail/CVE-2022-30632
https://nvd.nist.gov/vuln/detail/CVE-2022-30631
https://nvd.nist.gov/vuln/detail/CVE-2022-30630
https://nvd.nist.gov/vuln/detail/CVE-2022-2880
https://nvd.nist.gov/vuln/detail/CVE-2022-2879
https://nvd.nist.gov/vuln/detail/CVE-2022-28131
https://nvd.nist.gov/vuln/detail/CVE-2022-27664
https://nvd.nist.gov/vuln/detail/CVE-2022-1962
https://nvd.nist.gov/vuln/detail/CVE-2022-1705

Tanzu Application Platform v1.6 (LTS)

Package Name

spring-cloud-gateway.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities Resolved

¥ Expand to see the list

GHSA-xpw8-rcwv-8f8p
GHSA-vmQg6-5m68-f53m
GHSA-qppj-fm5r-hxr3
GHSA-jgvc-jfgh-rjvv
CVE-2023-5363
CVE-2023-49M
CVE-2023-44487
CVE-2023-3817
CVE-2023-36054
CVE-2023-3446
CVE-2023-2975
CVE-2023-22081

CVE-2023-22025
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https://github.com/advisories/GHSA-xpw8-rcwv-8f8p
https://github.com/advisories/GHSA-vmq6-5m68-f53m
https://github.com/advisories/GHSA-qppj-fm5r-hxr3
https://github.com/advisories/GHSA-jgvc-jfgh-rjvv
https://nvd.nist.gov/vuln/detail/CVE-2023-5363
https://nvd.nist.gov/vuln/detail/CVE-2023-4911
https://nvd.nist.gov/vuln/detail/CVE-2023-44487
https://nvd.nist.gov/vuln/detail/CVE-2023-3817
https://nvd.nist.gov/vuln/detail/CVE-2023-36054
https://nvd.nist.gov/vuln/detail/CVE-2023-3446
https://nvd.nist.gov/vuln/detail/CVE-2023-2975
https://nvd.nist.gov/vuln/detail/CVE-2023-22081
https://nvd.nist.gov/vuln/detail/CVE-2023-22025

Tanzu Application Platform v1.6 (LTS)

Package Name Vulnerabilities Resolved

tap-gui.tanzu.vmware.com ¥ Expand to see the list

CVE-2023-6176

CVE-2023-42756

CVE-2023-42755

CVE-2023-42754

CVE-2023-4273

CVE-2023-4194

CVE-2023-4132

CVE-2023-39197

CVE-2023-39194

CVE-2023-39193

CVE-2023-39192

CVE-2023-39189

CVE-2023-3863

CVE-2023-3773

CVE-2023-3772

CVE-2023-37453

CVE-2023-34256

CVE-2023-3338

CVE-2023-3212

CVE-2023-31084

CVE-2023-2898

CVE-2023-2269

CVE-2023-21400

CVE-2023-20588

CVE-2023-20569

CVE-2023-2002

CVE-2023-1206

CVE-2022-45887

CVE-2022-4269

CVE-2022-40982

v1.6.6 Resolved issues

The following issues, listed by component and area, are resolved in this release.

Vv1.6.6 Resolved issues: cert-manager

« Resolved the known vulnerability with ACME HTTPO1 in Tanzu Application Platform.

v1.6.6 Known issues

This release has the following known issues, listed by component and area.

v1.6.6 Known issues: Tanzu Application Platform
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https://nvd.nist.gov/vuln/detail/CVE-2023-6176
https://nvd.nist.gov/vuln/detail/CVE-2023-42756
https://nvd.nist.gov/vuln/detail/CVE-2023-42755
https://nvd.nist.gov/vuln/detail/CVE-2023-42754
https://nvd.nist.gov/vuln/detail/CVE-2023-4273
https://nvd.nist.gov/vuln/detail/CVE-2023-4194
https://nvd.nist.gov/vuln/detail/CVE-2023-4132
https://nvd.nist.gov/vuln/detail/CVE-2023-39197
https://nvd.nist.gov/vuln/detail/CVE-2023-39194
https://nvd.nist.gov/vuln/detail/CVE-2023-39193
https://nvd.nist.gov/vuln/detail/CVE-2023-39192
https://nvd.nist.gov/vuln/detail/CVE-2023-39189
https://nvd.nist.gov/vuln/detail/CVE-2023-3863
https://nvd.nist.gov/vuln/detail/CVE-2023-3773
https://nvd.nist.gov/vuln/detail/CVE-2023-3772
https://nvd.nist.gov/vuln/detail/CVE-2023-37453
https://nvd.nist.gov/vuln/detail/CVE-2023-34256
https://nvd.nist.gov/vuln/detail/CVE-2023-3338
https://nvd.nist.gov/vuln/detail/CVE-2023-3212
https://nvd.nist.gov/vuln/detail/CVE-2023-31084
https://nvd.nist.gov/vuln/detail/CVE-2023-2898
https://nvd.nist.gov/vuln/detail/CVE-2023-2269
https://nvd.nist.gov/vuln/detail/CVE-2023-21400
https://nvd.nist.gov/vuln/detail/CVE-2023-20588
https://nvd.nist.gov/vuln/detail/CVE-2023-20569
https://nvd.nist.gov/vuln/detail/CVE-2023-2002
https://nvd.nist.gov/vuln/detail/CVE-2023-1206
https://nvd.nist.gov/vuln/detail/CVE-2022-45887
https://nvd.nist.gov/vuln/detail/CVE-2022-4269
https://nvd.nist.gov/vuln/detail/CVE-2022-40982

Tanzu Application Platform v1.6 (LTS)

e« This Tanzu Application Platform release is not supported with Tanzu Kubernetes releases
(TKR) v1.26 on vSphere with Tanzu.

v1.6.6 Known issues: Artifact Metadata Repository Observer and CloudEvent Handler

« Periodic reconciliation or restarting of the AMR Observer causes reattempted posting of
ImageVulnerabilityScan results. There is an error on duplicate submission of identical
ImageVulnerabilityScans you can ignore if the previous submission was successful.

« ReplicaSet status in AMR only has two states: created and deleted. There is a known issue
where the available and unavailable state is not showing. The workaround is that you can
interpolate this information from the instances metadata in the AMR for the ReplicaSet.

v1.6.6 Known issues: Bitnami Services

« If you try to configure private registry integration for the Bitnami services after having
already created a claim for one or more of the Bitnami services using the default
configuration, the updated private registry configuration does not appear to take effect.
This is due to caching behavior in the system which is not accounted for during
configuration updates. For a workaround, see Troubleshoot Bitnami Services.

v1.6.6 Known issues: Cloud Native Runtimes

« For Knative Serving, certain app nhame, namespace, and domain combinations produce
Knative Services with status certificateNotReady. For more information, see
Troubleshooting.

« Web workloads created with Tanzu Application Platform v1.6.3 and earlier fail to update
with the error API server says: admission webhook
"validation.webhook.serving.knative.dev" denied the request: validation failed:
annotation value is immutable. FOr a workaround, see Troubleshoot Cloud Native
Runtimes for Tanzu.

v1.6.6 Known issues: Crossplane

« Crossplane Providers cannot communicate with systems using a custom CA. For more
information and a workaround, see Troubleshoot Crossplane.

e The Crossplane validatingwebhookconfiguration is not removed when you uninstall the
Crossplane Package. To workaround, delete the validatingwebhookconfiguration manually
by running kubectl delete validatingwebhookconfiguration crossplane.

v1.6.6 Known issues: Eventing

« When using vSphere sources in Eventing, the vsphere-source is using a high number of
informers to alleviate load on the API server. This causes high memory use.

v1.6.6 Known issues: Learning Center

e CVE-2023-26114: Versions of VS Code server before v4.10.1 are vulnerable to Missing
Origin Validation in WebSocket handshakes. For mitigation steps, see Known issues for
Learning Center.

v1.6.6 Known issues: Services Toolkit
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https://docs.vmware.com/en/Cloud-Native-Runtimes-for-VMware-Tanzu/2.3/tanzu-cloud-native-runtimes/troubleshooting.html#certificate-not-ready-kcert
https://docs.vmware.com/en/Cloud-Native-Runtimes-for-VMware-Tanzu/2.3/tanzu-cloud-native-runtimes/troubleshooting.html#updates-fail
https://nvd.nist.gov/vuln/detail/CVE-2023-26114

Tanzu Application Platform v1.6 (LTS)

An error occurs if additionalProperties is true in @ CompositeResourceDefinition. For
more information and a workaround, see Troubleshoot Services Toolkit.

v1.6.6 Known issues: Supply Chain Choreographer

When using the Carvel Package Supply Chains, if the operator updates the parameter
carvel package.name suffix, existing workloads incorrectly output a Carvel package to the
GitOps repository that uses the old value of carvel package.name suffix. YOU can ignore
or delete this package.

If the size of the resulting OpenAPIv3 specification exceeds a certain size, approximately

3 KB, the Supply Chain does not function. If you use the default Carvel package parameters,
you this issue does not occur. If you use custom Carvel package parameters, you might
encounter this size limit. If you exceed the size limit, you can either deactivate this feature,
or use a workaround. The workaround requires enabling a Tekton feature flag. For more
information, see the Tekton documentation.

v1.6.6 Supply Chain Security Tools - Store

SCST - Store automatically detects PostgreSQL database index corruptions. If SCST - Store
finds a PostgresSQL database index corruption issue, it does not reconcile. For how to fix
this issue, see Fix Postgres Database Index Corruption.

v1.6.6 Known issues: Tanzu Developer Portal (formerly named Tanzu Application Platform GUI)

If you do not configure any authentication providers, and do not allow guest access, the
following message appears when loading Tanzu Developer Portal in a browser:

No configured authentication providers. Please configure at least one.

To resolve this issue, see Troubleshooting.

Ad-blocking browser extensions and standalone ad-blocking software can interfere with
telemetry collection within the VMware Customer Experience Improvement Program and
restrict access to all or parts of Tanzu Developer Portal. For more information, see
Troubleshooting.

ScmAuth is a Backstage concept that abstracts Source Code Management (SCM)
authentication into a package. An oversight in a recent code-base migration led to the
accidental exclusion of custom ScmAuth functions. This exclusion affected some client
operations, such as using Application Accelerators to create Git repositories on behalf of
users.

The back-end Kubernetes plug-in reports failure in multicluster environments. In a
multicluster environment when one request to a Kubernetes cluster fails, backstage-
kubernetes-backend reports a failure to the front end. This is a known issue with upstream
Backstage and it applies to all released versions of Tanzu Developer Portal. For more
information, see this Backstage code in GitHub. This behavior arises from the API at the
Backstage level. There are currently no known workarounds. There are plans for upstream
commits to Backstage to resolve this issue.

v1.6.6 Known issues: Tanzu Developer Portal - Supply Chain GUI plug-in

Any workloads created by using a custom resource definition (CRD) might not work as
expected. Only Out of the Box (OOTB) Supply Chains are supported in the Ul.

VMware by Broadcom
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https://tekton.dev/docs/pipelines/additional-configs/#enabling-larger-results-using-sidecar-logs
https://www.vmware.com/solutions/trustvmware/ceip.html
https://backstage.io/docs/reference/integration-react.scmauth/
https://github.com/backstage/backstage/blob/c7f88d041b671185dc7a01e716f80dca0709e2a1/plugins/kubernetes-backend/src/service/KubernetesFanOutHandler.ts#L250-L271

Tanzu Application Platform v1.6 (LTS)

« Downloading the SBOM from a vulnerability scan requires additional configuration in tap-
values.yaml. For more information, see Troubleshooting.

v1.6.6 Known issues: Tanzu Developer Tools for IntelliJ

e The error com.vdurmont .semver4j.SemverException: Invalid version (no major version)
is shown in the error logs when attempting to perform a workload action before installing
the Tanzu CLI apps plug-in.

« If you restart your computer while running Live Update without terminating the Tilt process
beforehand, there is a lock that incorrectly shows that Live Update is still running and
prevents it from starting again. For the fix, see Troubleshooting.

« Workload actions and Live Update do not work when in a project with spaces in its name,
such as my app, Or in its path, such as c:\Users\My User\my-app. FOr more information, see
Troubleshooting.

« An EDT Thread Exception error is logged or reported as a notification with a message
similar to "com.intellij.diagnostic.PluginException: 2007 ms to call on EDT
TanzuApplyActionfupdate@ProjectViewPopup". For more information, see Troubleshooting.

v1.6.6 Known issues: Tanzu Developer Tools for Visual Studio

« Clicking the red square Stop button in the Visual Studio top toolbar can cause a workload to
fail. For more information, see Troubleshooting.

v1.6.6 Known issues: Tanzu Developer Tools for VS Code

« Inthe Tanzu activity panel, the config-writer-pull-requester Of type Runnable is
incorrectly categorized as Unknown. The correct category is Supply Chain.

v1.6.6 Component versions

The following table lists the supported component versions for this Tanzu Application Platform

release.
Component Name Version
API Auto Registration 035
API portal 1.4.5
Application Accelerator 1.6.2
Application Configuration Service 2.1.2
Application Live View API Server 1.6.2
Application Live View Backend 1.6.2
Application Live View Connector 1.6.2
Application Live View Conventions 1.6.2
Application Single Sign-On 4.0.1
Artifact Metadata Repository Observer (alpha) 0.1.1-alpha.2
Bitnami Services 0.2.0
Carbon Black Scanner for SCST - Scan (beta) 1.2.2-beta.l
Cartographer Conventions 0.7.5
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Component Name Version
cert-manager 242
Cloud Native Runtimes 235
Contour 1.24.6
Crossplane 0.2.1
Default Roles 1.1.0
Developer Conventions 0.11.0
Eventing (deprecated) 2.2.10
External Secrets Operator 0.6.1+tap.6
Flux CD Source Controller 0.36.1+tanzu.2
Grype Scanner for SCST - Scan 1.6.140
Learning Center (deprecated) 0.3.2
Learning Center workshops (deprecated) 0.3.1

Local Source Proxy 0.1.1
Namespace Provisioner 0.4.1

Out of the Box Delivery - Basic 0.13.1

Out of the Box Supply Chain - Basic 0.13.1

Out of the Box Supply Chain - Testing 0.13.11

Out of the Box Supply Chain - Testing and Scanning 0.13.11

Out of the Box Templates 0.13.11
Service Bindings 0.9.4
Services Toolkit (ORI

Snyk Scanner for SCST - Scan (beta) 1.0.0-beta.156
Source Controller 0.8.3
Spring Boot conventions 1.6.2
Spring Cloud Gateway 2.0.9
Supply Chain Choreographer 0.7.5
Supply Chain Security Tools - Policy Controller 1.4.2
Supply Chain Security Tools - Scan 1.6.141
Supply Chain Security Tools - Scan 2.0 (beta) 0.1.0-beta.137
Supply Chain Security Tools - Store 1.6.5

Tanzu Developer Portal (formerly Tanzu Application Platform GUI) 1.6.6

Tanzu Developer Portal Configurator (beta) 0.1.2

Tanzu Application Platform Telemetry 0.6.2
Tanzu Build Service 1.11.16
Tanzu CLI 1.1.0
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Component Name Version
Tekton Pipelines 0.41.0+tap.8
v1.6.5

Release Date: 14 November 2023

v1.6.5 Security fixes

This release has the following security fixes, listed by package.

Package Name Vulnerabilities Resolved

api-portal.tanzu.vmware.com ¥ Expand to see the list
e GHSA-4374-p667-p6c8

¢ GHSA-2wrh-6pvc-2jm9
e CVE-2023-4911

o CVE-2023-22049

o CVE-2023-22045

o CVE-2023-22044

o CVE-2023-22041

o CVE-2023-22036

e CVE-2023-22006
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https://github.com/advisories/GHSA-4374-p667-p6c8
https://github.com/advisories/GHSA-2wrh-6pvc-2jm9
https://nvd.nist.gov/vuln/detail/CVE-2023-4911
https://nvd.nist.gov/vuln/detail/CVE-2023-22049
https://nvd.nist.gov/vuln/detail/CVE-2023-22045
https://nvd.nist.gov/vuln/detail/CVE-2023-22044
https://nvd.nist.gov/vuln/detail/CVE-2023-22041
https://nvd.nist.gov/vuln/detail/CVE-2023-22036
https://nvd.nist.gov/vuln/detail/CVE-2023-22006

Tanzu Application Platform v1.6 (LTS)

Package Name

base-jammy-stack-lite.buildpacks.tanzu.vmware.com

cnrs.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities Resolved

¥ Expand to see the list

CVE-2023-5363

CVE-2023-5197

CVE-2023-4921

CVE-2023-49M

CVE-2023-4881

CVE-2023-4623

CVE-2023-4622

CVE-2023-44466

CVE-2023-42756

CVE-2023-42755

CVE-2023-42753

CVE-2023-42752

CVE-2023-4273

CVE-2023-4244

CVE-2023-4194

CVE-2023-4155

CVE-2023-4132

CVE-2023-3866

CVE-2023-3865

CVE-2023-3863

CVE-2023-38546

CVE-2023-38545

CVE-2023-38432

CVE-2023-3817

CVE-2023-3446

CVE-2023-34319

CVE-2023-3338

CVE-2023-2975

CVE-2023-2156

CVE-2023-1206

¥ Expand to see the list

GHSA-4374-p667-p6c8

GHSA-2wrh-6pvc-2jm9

CVE-2023-5363

CVE-2023-3817

CVE-2023-3446

CVE-2023-2975
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https://nvd.nist.gov/vuln/detail/CVE-2023-5363
https://nvd.nist.gov/vuln/detail/CVE-2023-5197
https://nvd.nist.gov/vuln/detail/CVE-2023-4921
https://nvd.nist.gov/vuln/detail/CVE-2023-4911
https://nvd.nist.gov/vuln/detail/CVE-2023-4881
https://nvd.nist.gov/vuln/detail/CVE-2023-4623
https://nvd.nist.gov/vuln/detail/CVE-2023-4622
https://nvd.nist.gov/vuln/detail/CVE-2023-44466
https://nvd.nist.gov/vuln/detail/CVE-2023-42756
https://nvd.nist.gov/vuln/detail/CVE-2023-42755
https://nvd.nist.gov/vuln/detail/CVE-2023-42753
https://nvd.nist.gov/vuln/detail/CVE-2023-42752
https://nvd.nist.gov/vuln/detail/CVE-2023-4273
https://nvd.nist.gov/vuln/detail/CVE-2023-4244
https://nvd.nist.gov/vuln/detail/CVE-2023-4194
https://nvd.nist.gov/vuln/detail/CVE-2023-4155
https://nvd.nist.gov/vuln/detail/CVE-2023-4132
https://nvd.nist.gov/vuln/detail/CVE-2023-3866
https://nvd.nist.gov/vuln/detail/CVE-2023-3865
https://nvd.nist.gov/vuln/detail/CVE-2023-3863
https://nvd.nist.gov/vuln/detail/CVE-2023-38546
https://nvd.nist.gov/vuln/detail/CVE-2023-38545
https://nvd.nist.gov/vuln/detail/CVE-2023-38432
https://nvd.nist.gov/vuln/detail/CVE-2023-3817
https://nvd.nist.gov/vuln/detail/CVE-2023-3446
https://nvd.nist.gov/vuln/detail/CVE-2023-34319
https://nvd.nist.gov/vuln/detail/CVE-2023-3338
https://nvd.nist.gov/vuln/detail/CVE-2023-2975
https://nvd.nist.gov/vuln/detail/CVE-2023-2156
https://nvd.nist.gov/vuln/detail/CVE-2023-1206
https://github.com/advisories/GHSA-4374-p667-p6c8
https://github.com/advisories/GHSA-2wrh-6pvc-2jm9
https://nvd.nist.gov/vuln/detail/CVE-2023-5363
https://nvd.nist.gov/vuln/detail/CVE-2023-3817
https://nvd.nist.gov/vuln/detail/CVE-2023-3446
https://nvd.nist.gov/vuln/detail/CVE-2023-2975
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Package Name Vulnerabilities Resolved

contour.tanzu.vmware.com ¥ Expand to see the list

e GHSA-gppj-fm5r-hxr3
e GHSA-m425-mq94-2579
e GHSA-4374-p667-p6c8

¢ GHSA-2wrh-6pvc-2jm9

v1.6.5 Resolved issues

This release has the following resolved issues, listed by component and area.
v1.6.5 Resolved issues: Local Source Proxy

« When installing Local Source Proxy outside of a Tanzu Application Platform profile, there is
no longer failure at the OpenShift distribution stage.

v1.6.5 Known issues

This release has the following known issues, listed by component and area.
v1.6.5 Known issues: Tanzu Application Platform

e This Tanzu Application Platform release is not supported with Tanzu Kubernetes releases
(TKR) v1.26 on vSphere with Tanzu.

v1.6.5 Known issues: Artifact Metadata Repository Observer and CloudEvent Handler

« Periodic reconciliation or restarting of the AMR Observer causes reattempted posting of
ImageVulnerabilityScan results. There is an error on duplicate submission of identical
ImageVulnerabilityScans you can ignore if the previous submission was successful.

e ReplicaSet status in AMR only has two states: created and deleted. There is a known issue
where the available and unavailable state is not showing. The workaround is that you can
interpolate this information from the instances metadata in the AMR for the ReplicaSet.

v1.6.5 Known issues: Bitnami Services

o If you try to configure private registry integration for the Bithami services after having
already created a claim for one or more of the Bitnami services using the default
configuration, the updated private registry configuration does not appear to take effect.
This is due to caching behavior in the system which is not accounted for during
configuration updates. For a workaround, see Troubleshoot Bitnami Services.

v1.6.5 Known issues: cert-manager
e« There is a known vulnerability with ACME HTTPO1 in Tanzu Application Platform v1.6.5.
Although the likelihood of exploitation of the cert-manager’'s ACME HTTPO1 solver pod is
minimal, if your organization heavily relies on ACME HTTPOT1 challenges and deems it too
risky to retry certificate issuance, consider using DNSO1 until VMware provides a technical

solution in the future patch release.

v1.6.5 Known issues: Cloud Native Runtimes
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« For Knative Serving, certain app name, namespace, and domain combinations produce
Knative Services with status certificateNotReady. For more information, see
Troubleshooting.

« Web workloads created with Tanzu Application Platform v1.6.3 and earlier fail to update
with the error API server says: admission webhook
"validation.webhook.serving.knative.dev" denied the request: validation failed:
annotation value is immutable. For a workaround, see Troubleshoot Cloud Native
Runtimes for Tanzu.

v1.6.5 Known issues: Crossplane

« Crossplane Providers cannot communicate with systems using a custom CA. For more
information and a workaround, see Troubleshoot Crossplane.

e« The Crossplane validatingwebhookconfiguration is not removed when you uninstall the
Crossplane Package. To workaround, delete the validatingwebhookconfiguration manually
by running kubectl delete validatingwebhookconfiguration crossplane.

v1.6.5 Known issues: Eventing

« When using vSphere sources in Eventing, the vsphere-source is using a high number of
informers to alleviate load on the API server. This causes high memory use.

v1.6.5 Known issues: Learning Center

e CVE-2023-26114: Versions of VS Code server before v4.10.1 are vulnerable to Missing
Origin Validation in WebSocket handshakes. For mitigation steps, see Known issues for
Learning Center.

v1.6.5 Known issues: Services Toolkit

e Anerror occurs if additionalProperties is true in @ CompositeResourceDefinition. For
more information and a workaround, see Troubleshoot Services Toolkit.

v1.6.5 Known issues: Supply Chain Choreographer

« When using the Carvel Package Supply Chains, if the operator updates the parameter
carvel package.name suffix, existing workloads incorrectly output a Carvel package to the
GitOps repository that uses the old value of carvel package.name suffix. YOu can ignore
or delete this package.

o If the size of the resulting OpenAPIv3 specification exceeds a certain size, approximately
3 KB, the Supply Chain does not function. If you use the default Carvel package parameters,
you this issue does not occur. If you use custom Carvel package parameters, you might
encounter this size limit. If you exceed the size limit, you can either deactivate this feature,
or use a workaround. The workaround requires enabling a Tekton feature flag. For more
information, see the Tekton documentation.

v1.6.5 Supply Chain Security Tools - Store

¢ SCST - Store automatically detects PostgreSQL database index corruptions. If SCST - Store
finds a PostgresSQL database index corruption issue, it does not reconcile. For how to fix
this issue, see Fix Postgres Database Index Corruption.

v1.6.5 Known issues: Tanzu Developer Portal (formerly named Tanzu Application Platform GUI)
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If you do not configure any authentication providers, and do not allow guest access, the
following message appears when loading Tanzu Developer Portal in a browser:

No configured authentication providers. Please configure at least one.

To resolve this issue, see Troubleshooting.

Ad-blocking browser extensions and standalone ad-blocking software can interfere with
telemetry collection within the VMware Customer Experience Improvement Program and
restrict access to all or parts of Tanzu Developer Portal. For more information, see
Troubleshooting.

ScmAuth is a Backstage concept that abstracts Source Code Management (SCM)
authentication into a package. An oversight in a recent code-base migration led to the
accidental exclusion of custom ScmAuth functions. This exclusion affected some client
operations, such as using Application Accelerators to create Git repositories on behalf of
users.

The back-end Kubernetes plug-in reports failure in multicluster environments. In a
multicluster environment when one request to a Kubernetes cluster fails, backstage-
kubernetes-backend reports a failure to the front end. This is a known issue with upstream
Backstage and it applies to all released versions of Tanzu Developer Portal. For more
information, see this Backstage code in GitHub. This behavior arises from the API at the
Backstage level. There are currently no known workarounds. There are plans for upstream
commits to Backstage to resolve this issue.

v1.6.5 Known issues: Tanzu Developer Portal - Supply Chain GUI plug-in

Any workloads created by using a custom resource definition (CRD) might not work as
expected. Only Out of the Box (OOTB) Supply Chains are supported in the Ul.

Downloading the SBOM from a vulnerability scan requires additional configuration in tap-
values.yaml. For more information, see Troubleshooting.

v1.6.5 Known issues: Tanzu Developer Tools for IntelliJ

The error com.vdurmont.semver4j.SemverException: Invalid version (no major version)
is shown in the error logs when attempting to perform a workload action before installing
the Tanzu CLI apps plug-in.

If you restart your computer while running Live Update without terminating the Tilt process
beforehand, there is a lock that incorrectly shows that Live Update is still running and
prevents it from starting again. For the fix, see Troubleshooting.

Workload actions and Live Update do not work when in a project with spaces in its name,
such as my app, or in its path, such as c:\Users\My User\my-app. FOr more information, see
Troubleshooting.

An EDT Thread Exception error is logged or reported as a notification with a message
similar to "com.intellij.diagnostic.PluginException: 2007 ms to call on EDT
TanzuApplyAction#update@ProjectViewPopup". For more information, see Troubleshooting.

v1.6.5 Known issues: Tanzu Developer Tools for Visual Studio

Clicking the red square Stop button in the Visual Studio top toolbar can cause a workload to
fail. For more information, see Troubleshooting.

v1.6.5 Known issues: Tanzu Developer Tools for VS Code
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https://www.vmware.com/solutions/trustvmware/ceip.html
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¢« Inthe Tanzu activity panel, the config-writer-pull-requester Of type Runnable is
incorrectly categorized as Unknown. The correct category is Supply Chain.

v1.6.5 Component versions

The following table lists the supported component versions for this Tanzu Application Platform

release.
Component Name
API Auto Registration
API portal
Application Accelerator
Application Configuration Service
Application Live View API Server
Application Live View Backend
Application Live View Connector
Application Live View Conventions
Application Single Sign-On
Artifact Metadata Repository Observer (alpha)
Bitnami Services
Carbon Black Scanner for SCST - Scan (beta)
Cartographer Conventions
cert-manager
Cloud Native Runtimes
Contour
Crossplane
Default Roles
Developer Conventions
Eventing (deprecated)
External Secrets Operator
Flux CD Source Controller
Grype Scanner for SCST - Scan
Learning Center (deprecated)
Learning Center workshops (deprecated)
Local Source Proxy
Namespace Provisioner
Out of the Box Delivery - Basic
Out of the Box Supply Chain - Basic

Out of the Box Supply Chain - Testing

VMware by Broadcom

Version

034

144

16.2

16.2

16.2

4.0

0.1.1-alpha.2

0.2.0

1.2.2-beta.l

0.75

231

234

1.24.6

0.21

1.1.0

0.11.0

226

0.6.1+tap.6

0.36.1+tanzu.2

1.6.140

032

0.31

0.1.1

0.41

0.13.11

0.13m

0.13.11
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Component Name

Out of the Box Supply Chain - Testing and Scanning
Out of the Box Templates

Service Bindings

Services Toolkit

Snyk Scanner for SCST - Scan (beta)

Source Controller

Spring Boot conventions

Spring Cloud Gateway

Supply Chain Choreographer

Supply Chain Security Tools - Policy Controller
Supply Chain Security Tools - Scan

Supply Chain Security Tools - Scan 2.0 (beta)
Supply Chain Security Tools - Store

Tanzu Developer Portal (formerly Tanzu Application Platform GUI)
Tanzu Developer Portal Configurator (beta)

Tanzu Application Platform Telemetry

Tanzu Build Service

Tanzu CLI

Tekton Pipelines

Version

0.13m

0.13.11

09.4

0.11.1

1.0.0-beta.156

0.8.3

16.2

2.0.8

0.7.5

14.2

1.6.141

0.1.0-beta.137

163

1.6.5

0.1.2

0.6.2

1114

1.0.0

0.41.0+tap.8

v1.6.4

Release Date: 10 October 2023

v1.6.4 Breaking changes

This release has the following breaking changes, listed by component and area.

v1.6.4 Breaking changes: Services Toolkit

e Services Toolkit forces explicit cluster-wide permissions to claim from a
ClusterInstanceClass. YOu must now grant the permission to claim from a

ClusterInstanceClass by USing a ClusterRole and ClusterRoleBinding. For more
information, see The claim verb for ClusterinstanceClass.

v1.6.4 Security fixes

This release has the following security fixes, listed by package.

Package Name

accelerator.apps.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities Resolved

¥ Expand to see the list
« CVE-2023-43642
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https://nvd.nist.gov/vuln/detail/CVE-2023-43642
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Package Name

api-portal.tanzu.vmware.com

apis.apps.tanzu.vmware.com

application-configuration-service.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities Resolved

¥ Expand to see the list

.

GHSA-r47r-87p9-8jh3
GHSA-6mjq-h674-j845
CVE-2023-34035
CVE-2023-2603

CVE-2023-2602

¥ Expand to see the list

CVE-2023-31484

CVE-2023-29491

CVE-2023-29383

CVE-2023-26604

CVE-2023-2650

CVE-2023-0465

CVE-2023-0464

CVE-2022-3821

CVE-2022-3219

CVE-2020-13844

CVE-2016-2781

CVE-2013-4235

¥ Expand to see the list

GHSA-mjmg-gwgm-5ghm

GHSA-3p86-9955-h393
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https://nvd.nist.gov/vuln/detail/CVE-2016-2781
https://nvd.nist.gov/vuln/detail/CVE-2013-4235
https://github.com/advisories/GHSA-mjmq-gwgm-5qhm
https://github.com/advisories/GHSA-3p86-9955-h393

Tanzu Application Platform v1.6 (LTS)

Package Name

base-jammy-stack-lite.buildpacks.tanzu.vmware.com
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Vulnerabilities Resolved

¥ Expand to see the list

GHSA-hp87-p4gw-j4gq

CVE-2023-38429

CVE-2023-38428

CVE-2023-38426

CVE-2023-35829

CVE-2023-35828

CVE-2023-35824

CVE-2023-35823

CVE-2023-3439

CVE-2023-34256

CVE-2023-33288

CVE-2023-33203

CVE-2023-3268

CVE-2023-32248

CVE-2023-3212

CVE-2023-3141

CVE-2023-3117

CVE-2023-31084

CVE-2023-30772

CVE-2023-2898

CVE-2023-28466

CVE-2023-23004

CVE-2023-2269

CVE-2023-2235

CVE-2023-2194

CVE-2023-2163

CVE-2023-21255

CVE-2023-2124

CVE-2023-2002

CVE-2023-1990

CVE-2023-1855

CVE-2023-1611

CVE-2023-1192

CVE-2023-0597

CVE-2022-48502

CVE-2022-48425

CVE-2022-48064

CVE-2022-45919

CVE-2022-45887

CVE-2022-4269

CVE-2022-40982
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https://github.com/advisories/GHSA-hp87-p4gw-j4gq
https://nvd.nist.gov/vuln/detail/CVE-2023-38429
https://nvd.nist.gov/vuln/detail/CVE-2023-38428
https://nvd.nist.gov/vuln/detail/CVE-2023-38426
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https://nvd.nist.gov/vuln/detail/CVE-2023-35828
https://nvd.nist.gov/vuln/detail/CVE-2023-35824
https://nvd.nist.gov/vuln/detail/CVE-2023-35823
https://nvd.nist.gov/vuln/detail/CVE-2023-3439
https://nvd.nist.gov/vuln/detail/CVE-2023-34256
https://nvd.nist.gov/vuln/detail/CVE-2023-33288
https://nvd.nist.gov/vuln/detail/CVE-2023-33203
https://nvd.nist.gov/vuln/detail/CVE-2023-3268
https://nvd.nist.gov/vuln/detail/CVE-2023-32248
https://nvd.nist.gov/vuln/detail/CVE-2023-3212
https://nvd.nist.gov/vuln/detail/CVE-2023-3141
https://nvd.nist.gov/vuln/detail/CVE-2023-3117
https://nvd.nist.gov/vuln/detail/CVE-2023-31084
https://nvd.nist.gov/vuln/detail/CVE-2023-30772
https://nvd.nist.gov/vuln/detail/CVE-2023-2898
https://nvd.nist.gov/vuln/detail/CVE-2023-28466
https://nvd.nist.gov/vuln/detail/CVE-2023-23004
https://nvd.nist.gov/vuln/detail/CVE-2023-2269
https://nvd.nist.gov/vuln/detail/CVE-2023-2235
https://nvd.nist.gov/vuln/detail/CVE-2023-2194
https://nvd.nist.gov/vuln/detail/CVE-2023-2163
https://nvd.nist.gov/vuln/detail/CVE-2023-21255
https://nvd.nist.gov/vuln/detail/CVE-2023-2124
https://nvd.nist.gov/vuln/detail/CVE-2023-2002
https://nvd.nist.gov/vuln/detail/CVE-2023-1990
https://nvd.nist.gov/vuln/detail/CVE-2023-1855
https://nvd.nist.gov/vuln/detail/CVE-2023-1611
https://nvd.nist.gov/vuln/detail/CVE-2023-1192
https://nvd.nist.gov/vuln/detail/CVE-2023-0597
https://nvd.nist.gov/vuln/detail/CVE-2022-48502
https://nvd.nist.gov/vuln/detail/CVE-2022-48425
https://nvd.nist.gov/vuln/detail/CVE-2022-48064
https://nvd.nist.gov/vuln/detail/CVE-2022-45919
https://nvd.nist.gov/vuln/detail/CVE-2022-45887
https://nvd.nist.gov/vuln/detail/CVE-2022-4269
https://nvd.nist.gov/vuln/detail/CVE-2022-40982

Tanzu Application Platform v1.6 (LTS)

Package Name

learningcenter.tanzu.vmware.com

ootb-templates.tanzu.vmware.com

policy.apps.tanzu.vmware.com

spring-cloud-gateway.tanzu.vmware.com

tap-gui.tanzu.vmware.com

tekton.tanzu.vmware.com

Vulnerabilities Resolved

¥ Expand to see the list

CVE-2022-48064

CVE-2022-45919

CVE-2022-45887

CVE-2021-3712

¥ Expand to see the list

CVE-2022-48064
CVE-2022-45919

CVE-2022-45887

¥ Expand to see the list

CVE-2023-2650
CVE-2023-1255

CVE-2023-0465
CVE-2023-0464

CVE-2022-3996

¥ Expand to see the list

GHSA-cgwf-w82q-5jrr
GHSA-7945-4rm6-3mm3
GHSA-5mg8-w23w-74h3
CVE-2023-42503
CVE-2023-3635
CVE-2023-2976
CVE-2023-22049
CVE-2023-22045
CVE-2023-22044
CVE-2023-22041
CVE-2023-22036
CVE-2023-22006

CVE-2020-8908

¥ Expand to see the list

CVE-2023-32559

¥ Expand to see the list

CVE-2022-48566
CVE-2022-48565
CVE-2022-48564
CVE-2022-48560
CVE-2022-48064
CVE-2022-45919

CVE-2022-45887

v1.6.4 Resolved issues
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https://nvd.nist.gov/vuln/detail/CVE-2022-48064
https://nvd.nist.gov/vuln/detail/CVE-2022-45919
https://nvd.nist.gov/vuln/detail/CVE-2022-45887
https://nvd.nist.gov/vuln/detail/CVE-2021-3712
https://nvd.nist.gov/vuln/detail/CVE-2022-48064
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https://nvd.nist.gov/vuln/detail/CVE-2023-0464
https://nvd.nist.gov/vuln/detail/CVE-2022-3996
https://github.com/advisories/GHSA-cgwf-w82q-5jrr
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https://nvd.nist.gov/vuln/detail/CVE-2023-42503
https://nvd.nist.gov/vuln/detail/CVE-2023-3635
https://nvd.nist.gov/vuln/detail/CVE-2023-2976
https://nvd.nist.gov/vuln/detail/CVE-2023-22049
https://nvd.nist.gov/vuln/detail/CVE-2023-22045
https://nvd.nist.gov/vuln/detail/CVE-2023-22044
https://nvd.nist.gov/vuln/detail/CVE-2023-22041
https://nvd.nist.gov/vuln/detail/CVE-2023-22036
https://nvd.nist.gov/vuln/detail/CVE-2023-22006
https://nvd.nist.gov/vuln/detail/CVE-2020-8908
https://nvd.nist.gov/vuln/detail/CVE-2023-32559
https://nvd.nist.gov/vuln/detail/CVE-2022-48566
https://nvd.nist.gov/vuln/detail/CVE-2022-48565
https://nvd.nist.gov/vuln/detail/CVE-2022-48564
https://nvd.nist.gov/vuln/detail/CVE-2022-48560
https://nvd.nist.gov/vuln/detail/CVE-2022-48064
https://nvd.nist.gov/vuln/detail/CVE-2022-45919
https://nvd.nist.gov/vuln/detail/CVE-2022-45887
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The following issues, listed by component and area, are resolved in this release.

v1.6.4 Resolved issues: Application Configuration Service

« Resolves an issue which caused client applications that include the spring-cloud-config-
client dependency to fail to start or properly load the configuration that Application
Configuration Service produced. The fix is adding the property
spring.cloud.config.enabled=false in secret resources that Application Configuration
Service produced.

« Resolves some installation failure scenarios by setting the pod security context to adhere to
the restricted pod security standard.

v1.6.4 Known issues

This release has the following known issues, listed by component and area.
v1.6.4 Known issues: Tanzu Application Platform

e This Tanzu Application Platform release is not supported with Tanzu Kubernetes releases
(TKR) v1.26 on vSphere with Tanzu.

v1.6.4 Known issues: Artifact Metadata Repository Observer and CloudEvent Handler

« Periodic reconciliation or restarting of the AMR Observer causes reattempted posting of
ImageVulnerabilityScan results. There is an error on duplicate submission of identical
ImageVulnerabilityScans you can ignore if the previous submission was successful.

e ReplicaSet status in AMR only has two states: created and deleted. There is a known issue
where the available and unavailable state is not showing. The workaround is that you can
interpolate this information from the instances metadata in the AMR for the ReplicaSet.

v1.6.4 Known issues: Bitnami Services

o If you try to configure private registry integration for the Bithami services after having
already created a claim for one or more of the Bitnami services using the default
configuration, the updated private registry configuration does not appear to take effect.
This is due to caching behavior in the system which is not accounted for during
configuration updates. For a workaround, see Troubleshoot Bitnami Services.

v1.6.4 Known issues: Cloud Native Runtimes

« For Knative Serving, certain app name, namespace, and domain combinations produce
Knative Services with status certificateNotReady. For more information, see
Troubleshooting.

« Web workloads created with Tanzu Application Platform v1.6.3 and earlier fail to update
with the error API server says: admission webhook
"validation.webhook.serving.knative.dev" denied the request: validation failed:
annotation value is immutable. FOr a workaround, see Troubleshoot Cloud Native
Runtimes for Tanzu.

v1.6.4 Known issues: Crossplane

e Crossplane Providers cannot communicate with systems using a custom CA. For more
information and a workaround, see Troubleshoot Crossplane.
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e The Crossplane validatingwebhookconfiguration is not removed when you uninstall the
Crossplane Package. To workaround, delete the validatingwebhookconfiguration manually
by running kubectl delete validatingwebhookconfiguration crossplane.

v1.6.4 Known issues: Eventing

« When using vSphere sources in Eventing, the vsphere-source is using a high number of
informers to alleviate load on the API server. This causes high memory use.

v1.6.4 Known issues: Learning Center

e CVE-2023-26114: Versions of VS Code server before v4.10.1 are vulnerable to Missing
Origin Validation in WebSocket handshakes. For mitigation steps, see Known issues for
Learning Center.

v1.6.4 Known issues: Services Toolkit

e An error occurs if additionalProperties is true in @ CompositeResourceDefinition. For
more information and a workaround, see Troubleshoot Services Toolkit.

v1.6.4 Known issues: Supply Chain Choreographer

« When using the Carvel Package Supply Chains, if the operator updates the parameter
carvel package.name suffix, eXisting workloads incorrectly output a Carvel package to the
GitOps repository that uses the old value of carvel package.name suffix. YOU can ignore
or delete this package.

« If the size of the resulting OpenAPIv3 specification exceeds a certain size, approximately
3 KB, the Supply Chain does not function. If you use the default Carvel package parameters,
you this issue does not occur. If you use custom Carvel package parameters, you might
encounter this size limit. If you exceed the size limit, you can either deactivate this feature,
or use a workaround. The workaround requires enabling a Tekton feature flag. For more
information, see the Tekton documentation.

v1.6.4 Supply Chain Security Tools - Store

e SCST - Store automatically detects PostgreSQL database index corruptions. If SCST - Store
finds a PostgresSQL database index corruption issue, it does not reconcile. For how to fix
this issue, see Fix Postgres Database Index Corruption.

v1.6.4 Known issues: Tanzu Developer Portal (formerly named Tanzu Application Platform GUI)

« Ad-blocking browser extensions and standalone ad-blocking software can interfere with
telemetry collection within the VMware Customer Experience Improvement Program and
restrict access to all or parts of Tanzu Developer Portal. For more information, see
Troubleshooting.

¢ ScmAuth is a Backstage concept that abstracts Source Code Management (SCM)
authentication into a package. An oversight in a recent code-base migration led to the
accidental exclusion of custom ScmAuth functions. This exclusion affected some client
operations, such as using Application Accelerators to create Git repositories on behalf of
users.

e The back-end Kubernetes plug-in reports failure in multicluster environments. In a
multicluster environment when one request to a Kubernetes cluster fails, backstage-
kubernetes-backend reports a failure to the front end. This is a known issue with upstream
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https://nvd.nist.gov/vuln/detail/CVE-2023-26114
https://tekton.dev/docs/pipelines/additional-configs/#enabling-larger-results-using-sidecar-logs
https://www.vmware.com/solutions/trustvmware/ceip.html
https://backstage.io/docs/reference/integration-react.scmauth/
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Backstage and it applies to all released versions of Tanzu Developer Portal. For more
information, see this Backstage code in GitHub. This behavior arises from the API at the
Backstage level. There are currently no known workarounds. There are plans for upstream
commits to Backstage to resolve this issue.

v1.6.4 Known issues: Tanzu Developer Portal - Supply Chain GUI plug-in

Any workloads created by using a custom resource definition (CRD) might not work as
expected. Only Out of the Box (OOTB) Supply Chains are supported in the Ul.

Downloading the SBOM from a vulnerability scan requires additional configuration in tap-
values.yaml. For more information, see Troubleshooting.

v1.6.4 Known issues: Tanzu Developer Tools for IntelliJ

The error com.vdurmont.semver4j.SemverException: Invalid version (no major version)
is shown in the error logs when attempting to perform a workload action before installing
the Tanzu CLI apps plug-in.

If you restart your computer while running Live Update without terminating the Tilt process
beforehand, there is a lock that incorrectly shows that Live Update is still running and
prevents it from starting again. For the fix, see Troubleshooting.

Workload actions and Live Update do not work when in a project with spaces in its name,
such as my app, or in its path, such as c:\Users\My User\my-app. FOr more information, see
Troubleshooting.

An EDT Thread Exception error is logged or reported as a notification with a message
similar to "com.intellij.diagnostic.PluginException: 2007 ms to call on EDT
TanzuApplyActionfupdate@ProjectViewPopup". FOor more information, see Troubleshooting.

v1.6.4 Known issues: Tanzu Developer Tools for Visual Studio

Clicking the red square Stop button in the Visual Studio top toolbar can cause a workload to
fail. For more information, see Troubleshooting.

v1.6.4 Known issues: Tanzu Developer Tools for VS Code

In the Tanzu activity panel, the config-writer-pull-requester Of type Runnable is
incorrectly categorized as Unknown. The correct category is Supply Chain.

v1.6.4 Component versions

The following table lists the supported component versions for this Tanzu Application Platform

release.
Component Name Version
API Auto Registration 0.3.4
API portal 1.4.2
Application Accelerator 1.6.2
Application Configuration Service 2.1.2
Application Live View API Server 1.6.2
Application Live View Backend 1.6.2
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https://github.com/backstage/backstage/blob/c7f88d041b671185dc7a01e716f80dca0709e2a1/plugins/kubernetes-backend/src/service/KubernetesFanOutHandler.ts#L250-L271
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Component Name

Application Live View Connector
Application Live View Conventions
Application Single Sign-On

Artifact Metadata Repository Observer (alpha)
Bitnami Services

Carbon Black Scanner for SCST - Scan (beta)
Cartographer Conventions

cert-manager

Cloud Native Runtimes

Contour

Crossplane

Default Roles

Developer Conventions

Eventing (deprecated)

External Secrets Operator

Flux CD Source Controller

Grype Scanner for SCST - Scan

Learning Center (deprecated)

Learning Center workshops (deprecated)
Local Source Proxy

Namespace Provisioner

Out of the Box Delivery - Basic

Out of the Box Supply Chain - Basic

Out of the Box Supply Chain - Testing

Out of the Box Supply Chain - Testing and Scanning

Out of the Box Templates

Service Bindings

Services Toolkit

Snyk Scanner for SCST - Scan (beta)

Source Controller

Spring Boot conventions

Spring Cloud Gateway

Supply Chain Choreographer

Supply Chain Security Tools - Policy Controller

Supply Chain Security Tools - Scan

VMware by Broadcom

Version

16.2

16.2

4.0

0.1.1-alpha.2

0.2.0

1.2.2-beta.l

0.7.4

2.3.1

232

1.24.4

0.21

11.0

0.11.0

224

0.6.1

0.36.1

1.6.140

032

0.31

0.1.0

0.41

0.13.11

0.13.11

0.13.11

0.13.11

0.13.11

0.9.1

omni

1.0.0-beta.156

0.83

16.2

2.0.8

0.7.4

1.4.2

1.6.141
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Component Name

Supply Chain Security Tools - Scan 2.0 (beta)

Supply Chain Security Tools - Store

Tanzu Developer Portal (formerly Tanzu Application Platform GUI)
Tanzu Developer Portal Configurator (beta)

Tanzu Application Platform Telemetry

Tanzu Build Service

Tanzu CLI

Tekton Pipelines

Version

0.1.0-beta.137

163

1.6.5

0.1.2

0.6.2

11113

1.0.0

0.41.0+tap.8

v1.6.3

Release Date: 12 September 2023

v1.6.3 Security fixes

This release has the following security fixes, listed by package.

Package Name

accelerator.apps.tanzu.vmware.com

application-configuration-service.tanzu.vmware.com

base-jammy-stack-lite.buildpacks.tanzu.vmware.com

buildservice.tanzu.vmware.com

carbonblack.scanning.apps.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities Resolved

¥ Expand to see the list

GHSA-hp87-p4gw-j4gq

¥ Expand to see the list

CVE-2023-2650

CVE-2023-1255

CVE-2023-0465

CVE-2023-0464

CVE-2022-3996

¥ Expand to see the list

CVE-2022-47696

CVE-2022-47673

¥ Expand to see the list

CVE-2023-31484

CVE-2023-29491

CVE-2023-2603

CVE-2023-2602

CVE-2022-4415

CVE-2022-3821

¥ Expand to see the list

GHSA-2089-485¢-9j2x
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https://github.com/advisories/GHSA-hp87-p4gw-j4gq
https://nvd.nist.gov/vuln/detail/CVE-2023-2650
https://nvd.nist.gov/vuln/detail/CVE-2023-1255
https://nvd.nist.gov/vuln/detail/CVE-2023-0465
https://nvd.nist.gov/vuln/detail/CVE-2023-0464
https://nvd.nist.gov/vuln/detail/CVE-2022-3996
https://nvd.nist.gov/vuln/detail/CVE-2022-47696
https://nvd.nist.gov/vuln/detail/CVE-2022-47673
https://nvd.nist.gov/vuln/detail/CVE-2023-31484
https://nvd.nist.gov/vuln/detail/CVE-2023-29491
https://nvd.nist.gov/vuln/detail/CVE-2023-2603
https://nvd.nist.gov/vuln/detail/CVE-2023-2602
https://nvd.nist.gov/vuln/detail/CVE-2022-4415
https://nvd.nist.gov/vuln/detail/CVE-2022-3821
https://github.com/advisories/GHSA-2q89-485c-9j2x
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Package Name

eventing.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities Resolved

¥ Expand to see the list

CVE-2023-2650
CVE-2023-1255

CVE-2023-0465
CVE-2023-0464

CVE-2022-3996
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https://nvd.nist.gov/vuln/detail/CVE-2023-2650
https://nvd.nist.gov/vuln/detail/CVE-2023-1255
https://nvd.nist.gov/vuln/detail/CVE-2023-0465
https://nvd.nist.gov/vuln/detail/CVE-2023-0464
https://nvd.nist.gov/vuln/detail/CVE-2022-3996
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Package Name Vulnerabilities Resolved

learningcenter.tanzu.vmware.com ¥ Expand to see the list
¢ GHSA-p5gc-c584-jj6v

« GHSA-j8xg-fqg3-53r7
o GHSA-frjg-g767-7363
o CVE-2023-38408
« CVE-2023-38289
« CVE-2023-38288
« CVE-2023-3618

« CVE-2023-35829
« CVE-2023-35828
o CVE-2023-35824
« CVE-2023-35823
« CVE-2023-3567
« CVE-2023-3439
o« CVE-2023-33288
o CVE-2023-33203
« CVE-2023-3316

« CVE-2023-3268
e CVE-2023-32665
e CVE-2023-32643
« CVE-2023-32636
o CVE-2023-32611
o CVE-2023-32269
o CVE-2023-32248
« CVE-2023-3220
« CVE-2023-3161

« CVE-2023-31484
o CVE-2023-3141

« CVE-2023-3138

o CVE-2023-3117

e CVE-2023-30772
e CVE-2023-2985
« CVE-2023-29499
o« CVE-2023-29491
o CVE-2023-2908
o CVE-2023-28466
o CVE-2023-28322
« CVE-2023-28321
« CVE-2023-26966
« CVE-2023-26965
o« CVE-2023-2612

« CVE-2023-2610

« CVE-2023-2609
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https://github.com/advisories/GHSA-p5gc-c584-jj6v
https://github.com/advisories/GHSA-j8xg-fqg3-53r7
https://github.com/advisories/GHSA-frjg-g767-7363
https://nvd.nist.gov/vuln/detail/CVE-2023-38408
https://nvd.nist.gov/vuln/detail/CVE-2023-38289
https://nvd.nist.gov/vuln/detail/CVE-2023-38288
https://nvd.nist.gov/vuln/detail/CVE-2023-3618
https://nvd.nist.gov/vuln/detail/CVE-2023-35829
https://nvd.nist.gov/vuln/detail/CVE-2023-35828
https://nvd.nist.gov/vuln/detail/CVE-2023-35824
https://nvd.nist.gov/vuln/detail/CVE-2023-35823
https://nvd.nist.gov/vuln/detail/CVE-2023-3567
https://nvd.nist.gov/vuln/detail/CVE-2023-3439
https://nvd.nist.gov/vuln/detail/CVE-2023-33288
https://nvd.nist.gov/vuln/detail/CVE-2023-33203
https://nvd.nist.gov/vuln/detail/CVE-2023-3316
https://nvd.nist.gov/vuln/detail/CVE-2023-3268
https://nvd.nist.gov/vuln/detail/CVE-2023-32665
https://nvd.nist.gov/vuln/detail/CVE-2023-32643
https://nvd.nist.gov/vuln/detail/CVE-2023-32636
https://nvd.nist.gov/vuln/detail/CVE-2023-32611
https://nvd.nist.gov/vuln/detail/CVE-2023-32269
https://nvd.nist.gov/vuln/detail/CVE-2023-32248
https://nvd.nist.gov/vuln/detail/CVE-2023-3220
https://nvd.nist.gov/vuln/detail/CVE-2023-3161
https://nvd.nist.gov/vuln/detail/CVE-2023-31484
https://nvd.nist.gov/vuln/detail/CVE-2023-3141
https://nvd.nist.gov/vuln/detail/CVE-2023-3138
https://nvd.nist.gov/vuln/detail/CVE-2023-3117
https://nvd.nist.gov/vuln/detail/CVE-2023-30772
https://nvd.nist.gov/vuln/detail/CVE-2023-2985
https://nvd.nist.gov/vuln/detail/CVE-2023-29499
https://nvd.nist.gov/vuln/detail/CVE-2023-29491
https://nvd.nist.gov/vuln/detail/CVE-2023-2908
https://nvd.nist.gov/vuln/detail/CVE-2023-28466
https://nvd.nist.gov/vuln/detail/CVE-2023-28322
https://nvd.nist.gov/vuln/detail/CVE-2023-28321
https://nvd.nist.gov/vuln/detail/CVE-2023-26966
https://nvd.nist.gov/vuln/detail/CVE-2023-26965
https://nvd.nist.gov/vuln/detail/CVE-2023-2612
https://nvd.nist.gov/vuln/detail/CVE-2023-2610
https://nvd.nist.gov/vuln/detail/CVE-2023-2609
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Package Name
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Vulnerabilities Resolved

CVE-2023-2603

CVE-2023-2602

CVE-2023-25588

CVE-2023-25585

CVE-2023-25584

CVE-2023-25433

CVE-2023-25180

CVE-2023-25012

CVE-2023-24593

CVE-2023-2426

CVE-2023-23936

CVE-2023-23004

CVE-2023-2283

CVE-2023-2269

CVE-2023-2235

CVE-2023-2194

CVE-2023-2163

CVE-2023-2162

CVE-2023-2124

CVE-2023-20938

CVE-2023-2002

CVE-2023-1999

CVE-2023-1998

CVE-2023-1990

CVE-2023-1972

CVE-2023-1859

CVE-2023-1855

CVE-2023-1670

CVE-2023-1667

CVE-2023-1611

CVE-2023-1513

CVE-2023-1079

CVE-2023-1078

CVE-2023-1077

CVE-2023-1076

CVE-2023-1075

CVE-2023-0597

CVE-2023-0459

CVE-2022-48502

CVE-2022-48281

CVE-2022-47696

CVE-2022-47673

CVE-2022-4269
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https://nvd.nist.gov/vuln/detail/CVE-2023-2603
https://nvd.nist.gov/vuln/detail/CVE-2023-2602
https://nvd.nist.gov/vuln/detail/CVE-2023-25588
https://nvd.nist.gov/vuln/detail/CVE-2023-25585
https://nvd.nist.gov/vuln/detail/CVE-2023-25584
https://nvd.nist.gov/vuln/detail/CVE-2023-25433
https://nvd.nist.gov/vuln/detail/CVE-2023-25180
https://nvd.nist.gov/vuln/detail/CVE-2023-25012
https://nvd.nist.gov/vuln/detail/CVE-2023-24593
https://nvd.nist.gov/vuln/detail/CVE-2023-2426
https://nvd.nist.gov/vuln/detail/CVE-2023-23936
https://nvd.nist.gov/vuln/detail/CVE-2023-23004
https://nvd.nist.gov/vuln/detail/CVE-2023-2283
https://nvd.nist.gov/vuln/detail/CVE-2023-2269
https://nvd.nist.gov/vuln/detail/CVE-2023-2235
https://nvd.nist.gov/vuln/detail/CVE-2023-2194
https://nvd.nist.gov/vuln/detail/CVE-2023-2163
https://nvd.nist.gov/vuln/detail/CVE-2023-2162
https://nvd.nist.gov/vuln/detail/CVE-2023-2124
https://nvd.nist.gov/vuln/detail/CVE-2023-20938
https://nvd.nist.gov/vuln/detail/CVE-2023-2002
https://nvd.nist.gov/vuln/detail/CVE-2023-1999
https://nvd.nist.gov/vuln/detail/CVE-2023-1998
https://nvd.nist.gov/vuln/detail/CVE-2023-1990
https://nvd.nist.gov/vuln/detail/CVE-2023-1972
https://nvd.nist.gov/vuln/detail/CVE-2023-1859
https://nvd.nist.gov/vuln/detail/CVE-2023-1855
https://nvd.nist.gov/vuln/detail/CVE-2023-1670
https://nvd.nist.gov/vuln/detail/CVE-2023-1667
https://nvd.nist.gov/vuln/detail/CVE-2023-1611
https://nvd.nist.gov/vuln/detail/CVE-2023-1513
https://nvd.nist.gov/vuln/detail/CVE-2023-1079
https://nvd.nist.gov/vuln/detail/CVE-2023-1078
https://nvd.nist.gov/vuln/detail/CVE-2023-1077
https://nvd.nist.gov/vuln/detail/CVE-2023-1076
https://nvd.nist.gov/vuln/detail/CVE-2023-1075
https://nvd.nist.gov/vuln/detail/CVE-2023-0597
https://nvd.nist.gov/vuln/detail/CVE-2023-0459
https://nvd.nist.gov/vuln/detail/CVE-2022-48502
https://nvd.nist.gov/vuln/detail/CVE-2022-48281
https://nvd.nist.gov/vuln/detail/CVE-2022-47696
https://nvd.nist.gov/vuln/detail/CVE-2022-47673
https://nvd.nist.gov/vuln/detail/CVE-2022-4269
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Package Name Vulnerabilities Resolved

e CVE-2022-3707
« CVE-2022-3153
e CVE-2022-3134
e CVE-2022-3099
e CVE-2022-3037
« CVE-2022-3016
e CVE-2022-2982
e CVE-2022-2889
« CVE-2022-2874
o CVE-2022-2862
e CVE-2022-2819
e CVE-2022-2817
« CVE-2022-2816
e CVE-2022-27672
e CVE-2022-2598
e CVE-2022-2580
e CVE-2022-2522
« CVE-2022-2289
« CVE-2022-2287
e CVE-2022-2286
e CVE-2022-2285
« CVE-2022-2284
o CVE-2022-2264
e CVE-2022-2257
o CVE-2022-2231
e CVE-2022-2210
e CVE-2022-2208
« CVE-2022-2182
e CVE-2022-0696
e CVE-2022-0407
e CVE-2022-0393
« CVE-2022-0158
e CVE-2022-0156
« CVE-2022-0128

ootb-templates.tanzu.vmware.com ¥ Expand to see the list
« GHSA-hp87-p4gw-j4gq

workshops.learningcenter.tanzu.vmware.com ¥ Expand to see the list
« CVE-2023-0466

e CVE-2023-0465

v1.6.3 Resolved issues

The following issues, listed by component and area, are resolved in this release.
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https://nvd.nist.gov/vuln/detail/CVE-2022-3707
https://nvd.nist.gov/vuln/detail/CVE-2022-3153
https://nvd.nist.gov/vuln/detail/CVE-2022-3134
https://nvd.nist.gov/vuln/detail/CVE-2022-3099
https://nvd.nist.gov/vuln/detail/CVE-2022-3037
https://nvd.nist.gov/vuln/detail/CVE-2022-3016
https://nvd.nist.gov/vuln/detail/CVE-2022-2982
https://nvd.nist.gov/vuln/detail/CVE-2022-2889
https://nvd.nist.gov/vuln/detail/CVE-2022-2874
https://nvd.nist.gov/vuln/detail/CVE-2022-2862
https://nvd.nist.gov/vuln/detail/CVE-2022-2819
https://nvd.nist.gov/vuln/detail/CVE-2022-2817
https://nvd.nist.gov/vuln/detail/CVE-2022-2816
https://nvd.nist.gov/vuln/detail/CVE-2022-27672
https://nvd.nist.gov/vuln/detail/CVE-2022-2598
https://nvd.nist.gov/vuln/detail/CVE-2022-2580
https://nvd.nist.gov/vuln/detail/CVE-2022-2522
https://nvd.nist.gov/vuln/detail/CVE-2022-2289
https://nvd.nist.gov/vuln/detail/CVE-2022-2287
https://nvd.nist.gov/vuln/detail/CVE-2022-2286
https://nvd.nist.gov/vuln/detail/CVE-2022-2285
https://nvd.nist.gov/vuln/detail/CVE-2022-2284
https://nvd.nist.gov/vuln/detail/CVE-2022-2264
https://nvd.nist.gov/vuln/detail/CVE-2022-2257
https://nvd.nist.gov/vuln/detail/CVE-2022-2231
https://nvd.nist.gov/vuln/detail/CVE-2022-2210
https://nvd.nist.gov/vuln/detail/CVE-2022-2208
https://nvd.nist.gov/vuln/detail/CVE-2022-2182
https://nvd.nist.gov/vuln/detail/CVE-2022-0696
https://nvd.nist.gov/vuln/detail/CVE-2022-0407
https://nvd.nist.gov/vuln/detail/CVE-2022-0393
https://nvd.nist.gov/vuln/detail/CVE-2022-0158
https://nvd.nist.gov/vuln/detail/CVE-2022-0156
https://nvd.nist.gov/vuln/detail/CVE-2022-0128
https://github.com/advisories/GHSA-hp87-p4gw-j4gq
https://nvd.nist.gov/vuln/detail/CVE-2023-0466
https://nvd.nist.gov/vuln/detail/CVE-2023-0465

Tanzu Application Platform v1.6 (LTS)

v1.6.3 Resolved issues: Application Configuration Service

e GitRepository is now consistently observed beyond 15 minutes. The interval property for
a ConfigurationSlice Nnow continues to work as expected.

e Error-logging is improved where a configurationSlice references a non-existent
ConfigurationSource. A ConfigurationSlice properly reconciles after the referenced
ConfigurationSource iS created.

v1.6.3 Resolved issues: Tanzu CLI and plugins

e This release includes Tanzu CLI v1.2.0 and a set of installable plug-in groups that are
versioned so that the CLI is compatible with every supported version of Tanzu Applicatin
Platform. For more information, see Install Tanzu CLI.

v1.6.3 Known issues

This release has the following known issues, listed by component and area.
v1.6.3 Known issues: Tanzu Application Platform

e This Tanzu Application Platform release is not supported with Tanzu Kubernetes releases
(TKR) v1.26 on vSphere with Tanzu.

v1.6.3 Known issues: Application Configuration Service

o Client applications that include the spring-cloud-config-client dependency might fail to
start or properly load the configuration that Application Configuration Service produced.

« Installation might fail because the pod security context does not perfectly adhere to the
restricted pod security standard.

v1.6.3 Known issues: Artifact Metadata Repository Observer and CloudEvent Handler

« Periodic reconciliation or restarting of the AMR Observer causes reattempted posting of
ImageVulnerabilityScan results. There is an error on duplicate submission of identical
ImageVulnerabilityScans you can ignore if the previous submission was successful.

« ReplicaSet status in AMR only has two states: created and deleted. There is a known issue
where the available and unavailable state is not showing. The workaround is that you can
interpolate this information from the instances metadata in the AMR for the ReplicaSet.

v1.6.3 Known issues: Bitnami Services

« If you try to configure private registry integration for the Bithnami services after having
already created a claim for one or more of the Bitnami services using the default
configuration, the updated private registry configuration does not appear to take effect.
This is due to caching behavior in the system which is not accounted for during
configuration updates. For a workaround, see Troubleshoot Bitnami Services.

v1.6.3 Known issues: Cloud Native Runtimes

« For Knative Serving, certain app name, namespace, and domain combinations produce
Knative Services with status certificateNotReady. For more information, see
Troubleshooting.

VMware by Broadcom
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https://docs.vmware.com/en/Cloud-Native-Runtimes-for-VMware-Tanzu/2.3/tanzu-cloud-native-runtimes/troubleshooting.html#certificate-not-ready-kcert

Tanzu Application Platform v1.6 (LTS)

v1.6.3 Known issues: Crossplane

e Crossplane Providers cannot communicate with systems using a custom CA. For more
information and a workaround, see Troubleshoot Crossplane.

¢ The Crossplane validatingwebhookconfiguration is Not removed when you uninstall the
Crossplane Package. To workaround, delete the validatingwebhookconfiguration manually
by running kubectl delete validatingwebhookconfiguration crossplane.

v1.6.3 Known issues: Eventing

« When using vSphere sources in Eventing, the vsphere-source is using a high number of
informers to alleviate load on the API server. This causes high memory use.

v1.6.3 Known issues: Learning Center

¢ CVE-2023-26114: Versions of VS Code server before v4.10.1 are vulnerable to Missing
Origin Validation in WebSocket handshakes. For mitigation steps, see Known issues for
Learning Center.

v1.6.3 Known issues: Services Toolkit

e An error occurs if additionalProperties is true in @ CompositeResourceDefinition. For
more information and a workaround, see Troubleshoot Services Toolkit.

v1.6.3 Known issues: Supply Chain Choreographer

« When using the Carvel Package Supply Chains, if the operator updates the parameter
carvel package.name suffix, existing workloads incorrectly output a Carvel package to the
GitOps repository that uses the old value of carvel package.name suffix. YOU can ignore
or delete this package.

« |If the size of the resulting OpenAPIv3 specification exceeds a certain size, approximately
3 KB, the Supply Chain does not function. If you use the default Carvel package parameters,
you this issue does not occur. If you use custom Carvel package parameters, you might
encounter this size limit. If you exceed the size limit, you can either deactivate this feature,
or use a workaround. The workaround requires enabling a Tekton feature flag. For more
information, see the Tekton documentation.

v1.6.3 Supply Chain Security Tools - Store

e SCST - Store automatically detects PostgreSQL database index corruptions. If SCST - Store
finds a PostgresSQL database index corruption issue, it does not reconcile. For how to fix
this issue, see Fix Postgres Database Index Corruption.

v1.6.3 Known issues: Tanzu Developer Portal (formerly named Tanzu Application Platform GUI)

« Ad-blocking browser extensions and standalone ad-blocking software can interfere with
telemetry collection within the VMware Customer Experience Improvement Program and
restrict access to all or parts of Tanzu Developer Portal. For more information, see
Troubleshooting.

¢ ScmAuth is a Backstage concept that abstracts Source Code Management (SCM)
authentication into a package. An oversight in a recent code-base migration led to the
accidental exclusion of custom ScmAuth functions. This exclusion affected some client
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operations, such as using Application Accelerators to create Git repositories on behalf of
users.

The back-end Kubernetes plug-in reports failure in multicluster environments. In a
multicluster environment when one request to a Kubernetes cluster fails, backstage-
kubernetes-backend reports a failure to the front end. This is a known issue with upstream
Backstage and it applies to all released versions of Tanzu Developer Portal. For more
information, see this Backstage code in GitHub. This behavior arises from the API at the
Backstage level. There are currently no known workarounds. There are plans for upstream
commits to Backstage to resolve this issue.

v1.6.3 Known issues: Tanzu Developer Portal - Supply Chain GUI plug-in

Any workloads created by using a custom resource definition (CRD) might not work as
expected. Only Out of the Box (OOTB) Supply Chains are supported in the Ul.

Downloading the SBOM from a vulnerability scan requires additional configuration in tap-
values.yaml. For more information, see Troubleshooting.

v1.6.3 Known issues: Tanzu Developer Tools for IntelliJ

The error com.vdurmont.semver4j.SemverException: Invalid version (no major version)
is shown in the error logs when attempting to perform a workload action before installing
the Tanzu CLI apps plug-in.

If you restart your computer while running Live Update without terminating the Tilt process
beforehand, there is a lock that incorrectly shows that Live Update is still running and
prevents it from starting again. For the fix, see Troubleshooting.

Workload actions and Live Update do not work when in a project with spaces in its name,
such as my app, or in its path, such as c:\Users\My User\my-app. For more information, see
Troubleshooting.

An EDT Thread Exception error is logged or reported as a notification with a message
similar to "com.intellij.diagnostic.PluginException: 2007 ms to call on EDT
TanzulpplyAction#update@ProjectViewPopup". For more information, see Troubleshooting.

v1.6.3 Known issues: Tanzu Developer Tools for Visual Studio

Clicking the red square Stop button in the Visual Studio top toolbar can cause a workload to
fail. For more information, see Troubleshooting.

v1.6.3 Known issues: Tanzu Developer Tools for VS Code

In the Tanzu activity panel, the config-writer-pull-requester Of type Runnable is
incorrectly categorized as Unknown. The correct category is Supply Chain.

v1.6.3 Component versions

The following table lists the supported component versions for this Tanzu Application Platform

release.
Component Name Version
API Auto Registration 0.3.3
API portal 1.4.1
Application Accelerator 1.6.2
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Component Name

Application Configuration Service
Application Live View API Server
Application Live View Backend
Application Live View Connector
Application Live View Conventions
Application Single Sign-On

Artifact Metadata Repository Observer (alpha)
Bitnami Services

Carbon Black Scanner for SCST - Scan (beta)
Cartographer Conventions

cert-manager

Cloud Native Runtimes

Contour

Crossplane

Default Roles

Developer Conventions

Eventing (deprecated)

External Secrets Operator

Flux CD Source Controller

Grype Scanner for SCST - Scan

Learning Center (deprecated)

Learning Center workshops (deprecated)
Local Source Proxy

Namespace Provisioner

Out of the Box Delivery - Basic

Out of the Box Supply Chain - Basic

Out of the Box Supply Chain - Testing
Out of the Box Supply Chain - Testing and Scanning
Out of the Box Templates

Service Bindings

Services Toolkit

Snyk Scanner for SCST - Scan (beta)
Source Controller

Spring Boot conventions

Spring Cloud Gateway

VMware by Broadcom

Version

211

161

161

1.6.1

161

4.0.0

0.1.1-alpha.2

0.2.0

1.2.2-beta.l

073

231

231

1244

0.21

11.0

0.11.0

224

0.6.1+tap.6

0.36.1+tanzu.2

1.6.140

032

0.31

0.1.0

0.4.0

0.13.9

0.13.9

0.13.9

0.13.9

0.13.9

0.91

0.11.0

1.0.0-beta.156

0.8.1

1.6.1

2.0.6

255



Tanzu Application Platform v1.6 (LTS)

Component Name

Supply Chain Choreographer

Supply Chain Security Tools - Policy Controller

Supply Chain Security Tools - Scan

Supply Chain Security Tools - Scan 2.0 (beta)

Supply Chain Security Tools - Store

Tanzu Developer Portal (formerly Tanzu Application Platform GUI)
Tanzu Developer Portal Configurator (beta)

Tanzu Application Platform Telemetry

Tanzu Build Service

Tanzu CLI

Tekton Pipelines

Version

0.73

1.4.0

1.6.141

0.1.0-beta 137

163

16.5

0.1.2

0.6.1

1113

1.0.0

0.41.0+tap.8

v1.6.2

Release Date: 15 August 2023

v1.6.2 Security fixes

This release has the following security fixes, listed by package.

Package Name

accelerator.apps.tanzu.vmware.com

api-portal.tanzu.vmware.com

app-scanning.apps.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities Resolved

¥ Expand to see the list
« CVE-2023-2603

e CVE-2023-2602

¥ Expand to see the list
« CVE-2023-31484

¥ Expand to see the list
¢ GHSA-g2j6-57v7-gm8c

¢ GHSA-m8cg-xc2p-r3fc
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Package Name

base-jammy-stack-lite.buildpacks.tanzu.vmware.com

fluxcd.source.controller.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities Resolved

¥ Expand to see the list

CVE-2023-4015

CVE-2023-4004

CVE-2023-3995

CVE-2023-3777

CVE-2023-3776

CVE-2023-3611

CVE-2023-3610

CVE-2023-3609

CVE-2023-35788

CVE-2023-35001

CVE-2023-3390

CVE-2023-3389

CVE-2023-32233

CVE-2023-3220

CVE-2023-31484

CVE-2023-31436

CVE-2023-31248

CVE-2023-3090

CVE-2023-30456

CVE-2023-2985

CVE-2023-28322

CVE-2023-28321

CVE-2023-2650

CVE-2023-2612

CVE-2023-2603

CVE-2023-2602

CVE-2023-25012

CVE-2023-2283

CVE-2023-20593

CVE-2023-1998

CVE-2023-1859

CVE-2023-1670

CVE-2023-1667

CVE-2023-1380

CVE-2023-1255

CVE-2023-1079

CVE-2023-1077

CVE-2023-1076

¥ Expand to see the list

CVE-2023-2650

CVE-2023-1255
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Package Name Vulnerabilities Resolved

metadata-store.apps.tanzu.vmware.com ¥ Expand to see the list
e CVE-2023-2603

e CVE-2023-2602

spring-cloud-gateway.tanzu.vmware.com ¥ Expand to see the list
« GHSA-crqg-jrpj-fc84

«  GHSA-6mjq-h674-j845
«  CVE-2023-34035

«  CVE-2023-34034

«  CVE-2023-33008

« CVE-2023-31484

«  CVE-2023-2650

«  CVE-2023-2603

«  CVE-2023-2602

e CVE-2023-1255

tap-gui.tanzu.vmware.com ¥ Expand to see the list
¢ GHSA-h755-89p9-cq85

e CVE-2023-23936
« CVE-2023-23920
e CVE-2023-23919
e CVE-2023-0466
« CVE-2023-0465
o CVE-2022-4304
« CVE-2022-3821

« CVE-2022-2097

v1.6.2 Resolved issues

The following issues, listed by component and area, are resolved in this release.
Vv1.6.2 Resolved issues: Supply Chain Choreographer

« Fixed an issue where if a user attempted to update the
ootb supply chain testing scanning field in their tap-values.yaml file to use a specified
ClusterlmageTemplate, it did not update because the ClusterSupplyChain was already
preset tO image-scanner-template. YOU can now update the
ootb supply chain testing scanning field in their tap-values.yaml to use a specified
ClusterlmageTemplate.

Vv1.6.2 Resolved issues: Tanzu Developer Portal - Supply Chain GUI plug-in

e« Supply Chain Security Tools - Scan v2.0, which introduces the ImagevulnerabilityScanner
custom resource definition (CRD), is now supported in the Supply Chain Ul.

v1.6.2 Resolved issues: Tanzu Developer Tools for VS Code
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« Fixed an issue that prevented Tanzu Debug from working on new untracked workloads on
Windows.

v1.6.2 Known issues
This release has the following known issues, listed by component and area.
v1.6.2 Known issues: Application Configuration Service
o Client applications that include the spring-cloud-config-client dependency might fail to
start or properly load the configuration that Application Configuration Service produced.
« Installation might fail because the pod security context does not perfectly adhere to the
restricted pod security standard.

v1.6.2 Known issues: Artifact Metadata Repository Observer and CloudEvent Handler

e Periodic reconciliation or restarting of the AMR Observer causes reattempted posting of
ImageVulnerabilityScan results. There is an error on duplicate submission of identical
ImageVulnerabilityScans you can ignore if the previous submission was successful.

e ReplicaSet status in AMR only has two states: created and deleted. There is a known issue
where the available and unavailable state is not showing. The workaround is that you can
interpolate this information from the instances metadata in the AMR for the ReplicaSet.

v1.6.2 Known issues: Bithami Services

o If you try to configure private registry integration for the Bitnami services after having
already created a claim for one or more of the Bitnami services using the default
configuration, the updated private registry configuration does not appear to take effect.
This is due to caching behavior in the system which is not accounted for during
configuration updates. For a workaround, see Troubleshoot Bitnami Services.

v1.6.2 Known issues: Cloud Native Runtimes

« For Knative Serving, certain app name, namespace, and domain combinations produce
Knative Services with status certificateNotReady. For more information, see
Troubleshooting.

v1.6.2 Known issues: Crossplane

e Crossplane Providers cannot communicate with systems using a custom CA. For more
information and a workaround, see Troubleshoot Crossplane.

e« The Crossplane validatingwebhookconfiguration is not removed when you uninstall the
Crossplane Package. To workaround, delete the validatingwebhookconfiguration manually
by running kubectl delete validatingwebhookconfiguration crossplane.

v1.6.2 Known issues: Eventing

« When using vSphere sources in Eventing, the vsphere-source is using a high number of
informers to alleviate load on the API server. This causes high memory use.

v1.6.2 Known issues: Learning Center
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CVE-2023-26114: Versions of VS Code server before v4.10.1 are vulnerable to Missing
Origin Validation in WebSocket handshakes. For mitigation steps, see Known issues for
Learning Center.

v1.6.2 Known issues: Services Toolkit

An error occurs if additionalProperties is true in @ CompositeResourceDefinition. For
more information and a workaround, see Troubleshoot Services Toolkit.

v1.6.2 Known issues: Supply Chain Choreographer

When using the Carvel Package Supply Chains, if the operator updates the parameter
carvel package.name suffix, existing workloads incorrectly output a Carvel package to the
GitOps repository that uses the old value of carvel package.name suffix. YOU can ignore
or delete this package.

If the size of the resulting OpenAPIv3 specification exceeds a certain size, approximately

3 KB, the Supply Chain does not function. If you use the default Carvel package parameters,
you this issue does not occur. If you use custom Carvel package parameters, you might
encounter this size limit. If you exceed the size limit, you can either deactivate this feature,
or use a workaround. The workaround requires enabling a Tekton feature flag. For more
information, see the Tekton documentation.

v1.6.2 Supply Chain Security Tools - Store

SCST - Store automatically detects PostgreSQL database index corruptions. If SCST - Store
finds a PostgresSQL database index corruption issue, it does not reconcile. For how to fix
this issue, see Fix Postgres Database Index Corruption.

v1.6.2 Known issues: Tanzu Developer Portal (formerly named Tanzu Application Platform GUI)

Ad-blocking browser extensions and standalone ad-blocking software can interfere with
telemetry collection within the VMware Customer Experience Improvement Program and
restrict access to all or parts of Tanzu Developer Portal. For more information, see
Troubleshooting.

ScmAuth is a Backstage concept that abstracts Source Code Management (SCM)
authentication into a package. An oversight in a recent code-base migration led to the
accidental exclusion of custom ScmAuth functions. This exclusion affected some client
operations, such as using Application Accelerators to create Git repositories on behalf of
users.

The back-end Kubernetes plug-in reports failure in multicluster environments. In a
multicluster environment when one request to a Kubernetes cluster fails, backstage-
kubernetes-backend reports a failure to the front end. This is a known issue with upstream
Backstage and it applies to all released versions of Tanzu Developer Portal. For more
information, see this Backstage code in GitHub. This behavior arises from the API at the
Backstage level. There are currently no known workarounds. There are plans for upstream
commits to Backstage to resolve this issue.

v1.6.2 Known issues: Tanzu Developer Portal - Supply Chain GUI plug-in

Any workloads created by using a custom resource definition (CRD) might not work as
expected. Only Out of the Box (OOTB) Supply Chains are supported in the Ul.
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« Downloading the SBOM from a vulnerability scan requires additional configuration in tap-
values.yaml. For more information, see Troubleshooting.

v1.6.2 Known issues: Tanzu Developer Tools for IntelliJ

e The error com.vdurmont .semver4j.SemverException: Invalid version (no major version)
is shown in the error logs when attempting to perform a workload action before installing
the Tanzu CLI apps plug-in.

« If you restart your computer while running Live Update without terminating the Tilt process
beforehand, there is a lock that incorrectly shows that Live Update is still running and
prevents it from starting again. For the fix, see Troubleshooting.

¢ Workload actions and Live Update do not work when in a project with spaces in its name,
such as my app, Or in its path, such as c:\Users\My User\my-app. FOr more information, see
Troubleshooting.

« An EDT Thread Exception error is logged or reported as a notification with a message
similar to "com.intellij.diagnostic.PluginException: 2007 ms to call on EDT
TanzuApplyActionfupdate@ProjectViewPopup". For more information, see Troubleshooting.

v1.6.2 Known issues: Tanzu Developer Tools for Visual Studio

« Clicking the red square Stop button in the Visual Studio top toolbar can cause a workload to
fail. For more information, see Troubleshooting.

v1.6.2 Known issues: Tanzu Developer Tools for VS Code

« Inthe Tanzu activity panel, the config-writer-pull-requester Of type Runnable is
incorrectly categorized as Unknown. The correct category is Supply Chain.

v1.6.2 Component versions

The following table lists the supported component versions for this Tanzu Application Platform
release.

Component Name Version
API Auto Registration 033

API portal 1.4.1
Application Accelerator 1.6.2
Application Configuration Service 2.1.0
Application Live View APIServer 1.6.1
Application Live View back end 1.6.1
Application Live View connector 1.6.1
Application Live View conventions 1.6.1
Application Single Sign-On 4.0.0
Artifact Metadata Repository Observer (alpha) 0.1.1-alpha.2
Bitnami Services 0.2.0
Carbon Black Scanner for SCST - Scan (beta) 1.2.1-beta.2
Cartographer Conventions 0.7.3
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Component Name Version
cert-manager 2.3.1

Cloud Native Runtimes 231
Contour 1.24.4
Crossplane 0.2.1
Default Roles 1.1.0
Developer Conventions 0.11.0
Eventing (deprecated) 223
External Secrets Operator 0.6.1+tap.6
Flux CD Source Controller 0.36.1+tanzu.1
Grype Scanner for SCST - Scan 1.6.140
Learning Center (deprecated) 0.3.1
Learning Center workshops (deprecated) 0.3.0
Local Source Proxy 0.1.0
Namespace Provisioner 0.4.0

Out of the Box Delivery - Basic 0.13.8

Out of the Box Supply Chain - Basic 0.13.8

Out of the Box Supply Chain - Testing 0.13.8

Out of the Box Supply Chain - Testing and Scanning 0.13.8

Out of the Box Templates 0.13.8
Service Bindings 0.91
Services Toolkit 0.11.0
Snyk Scanner for SCST - Scan (beta) 1.0.0-beta.156
Source Controller 0.8.0
Spring Boot conventions 1.6.1
Spring Cloud Gateway 2.0.6
Supply Chain Choreographer 0.7.3
Supply Chain Security Tools - Policy Controller 1.4.0
Supply Chain Security Tools - Scan 1.6.141
Supply Chain Security Tools - Scan 2.0 (beta) 0.1.0-beta.137
Supply Chain Security Tools - Store 1.6.3

Tanzu Developer Portal (formerly Tanzu Application Platform GUI) 1.6.5

Tanzu Developer Portal Configurator (beta) 0.1.2

Tanzu Application Platform Telemetry 0.6.1

Tanzu Build Service 1.11.10
Tanzu CLI 0.90.1
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Component Name Version
Tanzu CLI Application Accelerator plug-in 1.6.0

Tanzu CLI Apps plug-in 0.12.1

Tanzu CLI Build Service plug-in 1.0.0

Tanzu CLI Insight plug-in 1.6.3

Tanzu Service CLI plug-in 0.7.0
Tekton Pipelines 0.41.0+tap.8

v1.6.1

Release Date: 27 July 2023

What’s new in Tanzu Application Platform v1.6

This release includes the following platform-wide enhancements.
New platform-wide features

« New services available with the Bithami Service package: MongoDB and Kafka.

« Best practices required to build and deploy workloads at scale are now available in the
documentation. For more information, see Scale workloads.

New components

« Local Source Proxy offers developers a secure and user-friendly approach to seamlessly
upload their local source code to a Tanzu Application Platform cluster. This enables
developers to navigate their code smoothly through a predefined production pathway using
supply chains.

This component reduces the obstacles faced by developers who would otherwise need to
manually specify a registry and provide their credentials on their local systems for iterative
inner loop workflows.

v1.6.1 New features by component and area

This release includes the following changes, listed by component and area.
v1.6.1 Features: Application Accelerator

« The Application Accelerator plug-in for IntelliJ has now reached general availability. The
plug-in for IntelliJ now supports Git repository creation and custom type declarations for
options, and embeds telemetry and bootstrapping provenance. For more information, see
Application Accelerator IntelliJ Plug-in.

v1.6.1 Features: Application Live View
« You can secure access, at the user level, to sensitive operations that can be executed on a

running application using the actuator endpoints. For more information, see Authorize a
user to execute sensitive operations.
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« Developers can view the live information of natively compiled Spring applications by using
Application Live View for lightweight troubleshooting. The pages and metrics that are
currently unavailable for natively compiled Spring applications include threads, heap dump,
memory graphs, cache manager, conditions, schedules tasks, and actuator information. For
more information, see Enable Spring Native apps for Application Live View.

v1.6.1 Features: Application Single Sign-On (AppSSO)

e Incorporates the token expiry settings into the Authserver resource. Service operators can
customize the expiry settings of access, refresh, or identity tokens. For more information,
see Token settings.

« You can map custom user attributes or claims from upstream identity providers, such as
OpenlD, LDAP, and SAML. You can also configure the internal unsafe provider with custom
claims. For more information, see Identity providers.

e Adds ClusterUnsafeTestLogin, which is an unsafe, ready-to-claim Application Single Sign-
On service offering that you can use to get started. It is not safe for production
environments. For more information, see ClusterUnsafeTestLogin API.

e Adds ClusterWorkloadRegistrationClass, Which exposes an AuthServer as a ready-to-claim
Application Single Sign-On service offering. For more information, see
ClusterWorkloadRegistrationClass API.

¢ Adds workloadRegistration, which is a portable client registration that templates redirect
URIs. For more information, see WorkloadRegistration API.

¢ Adds xworkloadRegistration, Which is a composite resource definition (XRD) and an
integration API between Services Toolkit, Crossplane, and Application Single Sign-On. For
more information, see XWorkloadRegistration API.

v1.6.1 Features: Bitnami Services

The bitnami.services.tanzu.vmware.com package v0.2.0 includes the following:

« New services available: MongoDB and Kafka
v1.6.1 Features: Cloud Native Runtimes

« Adds a new configuration option that configures default-external-scheme on Knative’s
config-network ConfigMap with a default scheme you can use for Knative Service URLSs.
Supported values are either http or https. You cannot set this option at the same time as
the default tls secret option.

v1.6.1 Features: Contour

e« Adds new parameters to specify contour and envoy resources requests and limits for CPU
and memory. For more information, see Install Contour.

« For more information about the new features in Contour v1.24 .4, see the Contour release
notes in GitHub.

v1.6.1 Features: Crossplane

The crossplane.tanzu.vmware.com package v0.2.1 includes the following:

¢ Includes updates to the following software components:
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o Updates Universal Crossplane (UXP) to v1.12.1-up.1, which includes new Crossplane

features such as ObserveOnly resources, Composition Validation, and Pluggable
Secret Stores. For the full release notes, see universal-crossplane releases in
GitHub.

o Updates provider-helm to v0.15.0. For the full release notes, see provider-helm
releases in GitHub.

o Updates provider-kubernetes to v0.8.0. For the full release notes, see provider-
kubernetes releases in GitHub.

For more information about versions of software comprising the Crossplane package, See
Version matrix for Crossplane.

e« The Crossplane package now more gracefully handles situations in which Crossplane is
already installed to a cluster by using another method, for example, through Helm install.
For more information, see Use your existing Crossplane installation.

e Includes kapp wait rules that match on Healthy=True for the Providers. This means that
package installation now waits for the Providers to become healthy before reporting
success.

e Adds support for installing Providers in environments that use custom CA certificates.

e Adds the orphan_resources package value to allow you to configure whether to orphan all

Crossplane Custom Resource Definitions (CRDs), providers, and managed resources when
the package is uninstalled. This setting is optional. The default is true.

Caution

setting this value to false causes all Crossplane CRDs, providers, and
managed resources to be deleted when the crossplane.tanzu.vmware.com
package is uninstalled. This might also cause any existing service instances
also being deleted. For more information, see Delete Crossplane resources
when you uninstall Tanzu Application Platform.

v1.6.1 Features: Flux CD Source Controller

Flux Source Controller vO.36.1-build.2 release includes the following API changes:
e GitRepository API:

o spec.ref.name is the reference value for Git checkout. It takes precedence over
Branch, Tag, and SemVer. It must be a valid Git reference.

Examples:
s "refs/heads/main"
=  "refs/tags/v0.1.0"
s "refs/pull/420/head"
L] "refs/merge-requests/1/head"”

o status.artifact.digest represents the value of the file in the form of
ALGORITHM: CHECKSUM.

o status.observedIgnore represents the latest spec.ignore value. It indicates the
ignore rules for building the current artifact in storage.
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o status.observedRecurseSubmodules represents the latest spec.recurseSubmodules
value during the latest reconciliation.

o status.observedInclude represents the list of GitRepository resources that
produces the current artifact.

e OCIRepository API:

o spec.layerSelector specifies which layer is extracted from an OCI Artifact. This field
is optional and set to extracting the first layer in the artifact by default.

o spec.verify includes the secret name that holds the trusted public keys for
signature verification. It also indicates the provider responsible for validating the
authenticity of the OCl image.

o spec.insecure enables connections to a non-TLS HTTP container image registry.
e HelmChart API:

o Adds the new field spec.verify, which includes the secret name that holds the
trusted public keys for signature verification. It also indicates the provider
responsible for validating the authenticity of the OCl image. This field is only
supported when using the HelmRepository source with the spec.type OCI. Chart
dependencies, which are not bundled in the umbrella chart artifact, are not verified.

e HelmRepository API:

o Adds the new field spec.provider for authentication purposes. Supported values
are aws, azure, gcp, OF generic. generic is its default value. This field is only required
when the .spec.type field is set to oci

e Bucket API:

o Adds the new field status.observedIgnore, which represents the latest spec.ignore
value. It indicates the ignore rules for building the current artifact in storage.

v1.6.1 Features: Namespace Provisioner
« Implements the capability to skip creating certain default resources for the Namespace

Provisioner, providing greater flexibility for customization.

« Enables you to deactivate the default installation of the Grype scanner by using
default parameters in the tap-values.yaml file or by using namespace parameters. For
more information, see Deactivate Grype install.

¢ Enhances support for adding secrets and imagePullSecrets to the service account used by
the Supply Chain and Delivery components. You can do this by using either
default parameters Of hamespace-level parameters. For more information, see Customize
service accounts.

« Introduces the option to deactivate the creation of the LimitRange object in full, iterate,
and run profile clusters. For more information, see Deactivate LimitRange Setup.

e Adds support for passing lists or objects with annotations for complex hamespace
parameters. This simplifies the configuration process. For more information about how to
use this feature, see Namespace parameters.

e The path value in additional sources iS Now automatically generated, eliminating the need
for you to provide it manually. This simplifies the configuration of external sources.

v1.6.1 Features: Services Toolkit

The services-toolkit.tanzu.vmware.com package v0.11.0 includes the following:
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« Adds Kubernetes events to make debugging easier:

o Normal events: CreatedCompositeResource, DeletedCompositeResource,
ClaimablelnstanceFound, NoClaimablelnstancesFound

o Warning events: ParametersValidationFailed, CompositeResourceDeletionFailed
« Updates reconciler-runtime to vO.11.1.
The Tanzu Service CLI plug-in v0.7.0 includes the following:
e The Tanzu Service CLI plug-in is now compiled using the new Tanzu CLI runtime (v0.90.0).

« There are no new features or changes to existing commands.
v1.6.1 Features: Supply Chain Choreographer

« Carvel Package Supply Chains are promoted from alpha to beta.
v1.6.1 Features: Supply Chain Security Tools (SCST) - Scan

« The source scanning step is removed from the Out of the Box Supply Chain - Testing and
Scanning. For information about how to add the source scanning step to the test and scan
supply chain, see Scan Types for Supply Chain Security Tools - Scan.

e Supply Chain Security Tools - Scan 2.0 is promoted from alpha to beta. This promotion
primarily includes capabilities to integrate the SCST-Scan 2.0 component with other
components of the Tanzu Application Platform, including:

o The ability to enable Supply Chain Security Tools (SCST) - Scan 2.0 in the Out of the
Box Supply Chain - Testing and Scanning. For more information, see Add app
scanning to default test and scan supply chains.

o Artifact Metadata Repository (AMR) Observer (alpha) observes scan results from
SCST - Scan 2.0 and archives them to the AMR (beta) for long-term storage and
reporting, and use by other Tanzu Application Platform components.

o Results from image scans with SCST - Scan 2.0 are now available in Supply Chain
Choreographer and Security Analysis plug-ins for the Tanzu Developer Portal.

o Sample scan templates are created to help users get started with examples of how
to bring your own scanner:

= Carbon Black

= Snyk
= Prisma
= Trivy

= Grype

o VMware encourages feedback about SCST - Scan 2.0. Email your VMware
representative or contact us here.

v1.6.1 Features: Supply Chain Security Tools (SCST) - Store

« Adds a new report feature that links all packages, vulnerabilities, and ratings associated from
a specific vulnerability scan SBOM to a Store report. When querying a report, it returns
information linked to the original SBOM report instead of returning the aggregated data of
all reports for the linked image or source.

o Updates to the pOST /api/vl/images and POST /api/v1l/sources APIs:
= New optional header request fields:
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»  Report-UID: A unique identifier to assign to the report. If omitted, a
unique identifier is randomly generated for the report. Supported
characters: uppercase letters (A-Z), lowercase letters (a-z), numbers
(0-9), hyphen (-), period (.), underscore (), and tilde (~).

= Original-Location: The stored location of the original SBOM
vulnerability scan result used to create this report.

= New response field returned rReportUID, the report’s unique identifier
associated with the data submitted by this image.

o Updates to the pPOST /api/vl/artifact-groups API:
= New ReportUID optional body payload field that links an existing report,

tagged by its UID, to this artifact group.

o New GET /api/vl/report/{ReportUID} APl gets a specific report by its unique
identifier.

o New GET /api/vl/reports APl queries for a list of reports with specified image
digest, source SHA, or original location.

ﬁ Note

When you request SPDX or CycloneDX format, the report date is set
to the date of the original vulnerability scan SBOM. In addition, the
tooling section includes the tool used to generate the original
vulnerability scan report, if provided, and SCST - Store.

« Artifact Metadata Repository Observer (alpha). For more information, see Artifact Metadata
Repository overview

o Registers the cluster’s location using user defined labels and the kube-system UID
as the reference

o Observes ImageVulnerabilityScan CustomResources from SCST - Scan 2.0 package

o Observes workload ReplicaSets. These are ReplicaSets that have a container with
the name workload, which are produced by the Out of the Box Supply Chains.

o Sends CloudEvents for observed resources to the Artifact Metadata Repository
CloudEvent Handler

o Artifact Metadata Repository CloudEvent Handler (alpha). See Artifact Metadata Repository
overview.

o The name Artifact Metadata Repository Persister is deprecated in favor of Artifact
Metadata Repository CloudEvent Handler.

o Handles ImageVulnerabilityScan configured CloudEvents from the Artifact Metadata
Repository Observer.

o Handles Location configured CloudEvents from the Artifact Metadata Repository
Observer.

o Handles ReplicaSet configured CloudEvents from the Artifact Metadata Repository
Observer.

« Adds a new vulnerability triage feature allows you to store analysis data for vulnerabilities
detected in their workloads. The vulnerability analysis data allows you to record the impact
of a particular vulnerability, to discover an effective remediation plan.
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o New triage API supports the creating, updating, and searching vulnerability analysis.
For more information, see vitriage.

o New triage subcommands for the Tanzu CLI Insight plug-in enable interaction with
the triage API. For more information, see Triage vulnerabilities.

v1.6.1 Features: Tanzu CLI

e This Tanzu Application Platform release introduces the new Tanzu CLI vO.90.1.

0 Important

Newer versions of Tanzu CLI might be supported when they are released,
for more information, see Product Interoperability Matrix. VMware strongly
encourages you to upgrade to the latest Tanzu CLI version.

« Backward compatibility with earlier versions of Tanzu CLI plug-ins is provided.
o Install Tanzu CLI using a package manager. For more information, see Install the Tanzu CLI.

e Install plug-ins from the new centralized plug-in repository using plug-in groups. For more
information, see Install Tanzu CLI Plug-ins.

e« For Internet-restricted environments, plug-ins and plug-in groups can be migrated to, and
installed from internal registries.

e« There is now central Tanzu CLI documentation where more detailed information about the
CLI architecture, the centralized plug-in repository, plug-in groups, and Internet-restricted
environments is available. For more information, see VMware Tanzu CL|I documentation.

e If you have any issues, questions, or suggestions, you can submit feedback, feature
requests, or issue reports in the open-source Tanzu CLI project on GitHub.
v1.6.1 Features: Tanzu CLI plug-in distribution change
e« Tanzu CLI plug-ins are no longer distributed as part of the Tanzu Application Platform
bundle on VMware Tanzu Network. The Tanzu CLI is still included in the bundle.

¢ The plug-ins are now installed using Tanzu CLI commands. Manual download of the plug-in
binaries to the local file system is no longer required.

e« For Internet-restricted environments, see Installing the Tanzu CLI in Internet-Restricted
Environments.
v1.6.1 Features: Tanzu CLI Apps plug-in
« The apps plug-in is integrated with Local Source Proxy for seamless iterative inner-loop
development using the Tanzu CLI or IDE plug-ins.

e The tanzu apps workload apply and tanzu apps workload create cCOmmands can now
seamlessly create a workload from local source using only the --1ocal-path flag.

e The --source-image flag is now optional. If --source-image flag is used with --1ocal-path,
the local source proxy is not used and bypassed for backward compatibility.

¢ A new command, tanzu apps lsp health is available. It allows you to verify the status of
the Local Source Proxy. This command performs several checks, including:

o Verifies whether the developer has Role-Based Access Control (RBAC) permissions
to access the Local Source Proxy using their kubeconfig.
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o Checks if the Local Source Proxy is installed on the cluster.
o Ensures that the Local Source Proxy deployment is healthy and accessible.

o Verifies that the Local Source Proxy is correctly configured and can access the
registry using the credentials set up by the operator during Tanzu Application
Platform installation.

« Auto-completion is available for workload types. Additionally, the default workload type is
set to web, making the --type flag optional. The flag is only required if the type is something
other than web.

« The shorthand option -e is available as a convenient alternative for the --export flag.

e The tanzu apps workload get command is enhanced to include Git revision information in
the overview section. This provides a quick reference to the Git revision associated with the
workload.

v1.6.1 Features: Tanzu CLI Build Service plug-in

e« Adds a new Build Service plug-in that allows you to view all Tanzu Build Service resources
on any Kubernetes cluster that has Tanzu Application Platform or Tanzu Build Service
installed. For more information, see Build Service CLI plug-in overview.

v1.6.1 Features: Tanzu CLI Insight plug-in

e Triage vulnerabilities with the tanzu insight triage command. For more information, see
Triage vulnerabilities.

v1.6.1 Features: Tanzu Developer Portal (formerly named Tanzu Application Platform GUI)
« Download the Software Bill of Materials (SBOM) from the Supply Chain Cartographer (SCC)

plug-in. Obtain the SCST - Store-generated SBOM in SPDX or CycloneDX formats.

« The component is renamed as Tanzu Developer Portal to reflect that it’s more than just a
graphical user interface (GUI) for Tanzu Application Platform.

« As of this release, the tool Configurator is available in beta. Configurator enables the
integration of Backstage-compatible plug-ins in Tanzu Developer Portal. For more
information, see Tanzu Developer Portal Configurator.

« Permission framework is released in alpha. Permission framework enables the Platform
Operator to evaluate visibility restriction of the software catalog entities based on
ownership property. For more information, see Set up permission framework for your Tanzu
Developer Portal

v1.6.1 Features: Tanzu Developer Tools for IntelliJ
e Added support for Local Source Proxy that eliminates the need to provide source image

configuration for rapid iteration in the inner loop.

¢ You can now use Tanzu Developer Tools for IntelliJ to rapidly iterate on Spring-native
applications. Developers can Live Update and debug spring-native applications non-natively
and then deploy to a cluster as a native image.

« Developers can now use Tanzu Developer Tools for IntelliJ to rapidly iterate and build
Gradle projects in their preferred IDE.

v1.6.1 Features: Tanzu Developer Tools for VS Code
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« Added support for Local Source Proxy that eliminates the need to provide source image
configuration for rapid iteration in the inner loop.

¢ You can now use Tanzu Developer Tools for VS Code to rapidly iterate on Spring-native
applications. Developers can Live Update and debug spring-native applications non-natively
and then deploy to a cluster as a native image.

« Developers can now use Tanzu Developer Tools for VS Code to rapidly iterate and build
Gradle projects in their preferred IDE.

v1.6.1 Features: Tanzu Developer Tools for Visual Studio

e Added a Tanzu Workloads panel to easily view deployed workloads in a Tanzu Application
Platform cluster.

e« You can now use Tanzu Developer Tools for Visual Studio to directly manage workloads,
which includes the functions Apply Workload, Start Live Update, and Debug Workload.

v1.6.1 Breaking changes
This release includes the following changes, listed by component and area.
v1.6.1 Breaking changes: Application Single Sign-On (AppSSO)
« Consumes Application Single Sign-On service offerings using classclaim instead of the
lower-level WorkloadRegistration OF ClientRegistration.

e Crossplane is an installation and runtime dependency of Application Single Sign-On.

e The field AuthServer.spec.tls.disabled is removed. Use
AuthServer.spec.tls.deactivated instead.

e« The default for field clientRegistration.spec.redirectURIs iS NO longer
["http://127.0.0.0:8080"].

v1.6.1 Breaking changes: Cloud Native Runtimes

e The provider configuration option is removed in this release. For more information, see the
Deprecation notice in the Cloud Native Runtimes v2.0 release notes.

v1.6.1 Breaking changes: Contour

e By default, Tanzu Application Platform uses TLS 1.3 as the minimum TLS version for
Contour. Certain infrastructure setups might cause request failures if the Envoy clients do
not support TLS 1.3. You might see the following errors in the Envoy logs:

[source/extensions/transport_sockets/tls/ssl_socket.cc:233] [Cl112] remote addre
55:20.27.140.81:3073,TLS error: 268435696:SSL routines:0PENSSL_internal:UNSUPPO
RTED_PROTOCOL

To set the minimum TLS version to 1.2, see Configure Cipher Suites and TLS version in
Contour.

v1.6.1 Breaking changes: Flux CD Source Controller

e The format of the status.artifact.revision value in the GitRepository resource’s status
field is updated from BRANCH/CHECKSUM tO BRANCH@shal : CHECKSUM. For example,
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main/6db88c7a7e7dec1843809b058195b68480c4cl2a iS NOW
main@shal:6db88c7a7e7decl1843809b058195b68480c4cl2a.

v1.6.1 Breaking changes: Tanzu Build Service

« The full dependencies package is renamed and the installation process is modified.

o You must remove existing full dependencies installations before installing the new
version.

o You must provide the tap-values.yanl file during the full dependencies package
installation.

« The full dependencies package repository is tagged with the Tanzu Application Platform
package version instead of the Tanzu Build Service package version.

e« The Ubuntu Bionic stack is no longer included with the Tanzu Application Platform and the
full dependencies package repository.

e Introduced a cluster buildpack resource to enable individually packaged dependencies and
provide insights into installed buildpack versions.

v1.6.1 Breaking changes: Tanzu CLI Apps plug-in

¢ The deprecated command tanzu apps workload update is removed from the CLI. Use the
command tanzu apps workload apply instead.

v1.6.1 Breaking changes: Tanzu Developer Portal (formerly named Tanzu Application Platform
GUI)

e The allowGuestAccess configuration option: Previously this was not needed in the
configuration because users were permitted to log in without credentials by default. In v1.6
and later, guest users must be permitted explicitly. The recommended values files in the
installation sections are updated to include this setting. Add the following lines to tap-
values.yaml tO enable guest access explicitly:

# Existing tap-values.yaml settings
tap_gui:
app_config:
auth:
allowGuestAccess: true # Allows unauthenticated users to log in to your

portal. If you deactivate it, configure an alternative auth provider.

v1.6.1 Security fixes

This release has the following security fixes, listed by package.
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Package name

accelerator.apps.tanzuvmware.com

api-portal.tanzu.vmware.com

apis.apps.tanzu.vmware.com

apiserver.appliveview.tanzu.vmware.com

app-scanning.apps.tanzu.vmware.com

application-configuration-service.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities resolved

¥ Expand to see the list

GHSA-3f7h-mf4dq-vrm4

CVE-2023-31484

CVE-2023-29491

CVE-2023-2650

CVE-2023-20863

CVE-2023-20861

CVE-2023-1255

CVE-2023-0466

CVE-2023-0465

CVE-2023-0464

CVE-2022-3996

CVE-2022-29458

¥ Expand to see the list

CVE-2023-29491

CVE-2023-2650

CVE-2023-1255

CVE-2022-29458

¥ Expand to see the list

CVE-2023-1255

CVE-2022-3996

¥ Expand to see the list

CVE-2023-2650

CVE-2023-1255

CVE-2023-0466

CVE-2023-0465

CVE-2023-0464

CVE-2022-3996

¥ Expand to see the list

CVE-2023-2650

CVE-2023-1255

CVE-2023-0466

CVE-2023-0465

CVE-2023-0464

CVE-2022-3996

¥ Expand to see the list

CVE-2023-20863

CVE-2023-20861
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Package name

backend.appliveview.tanzu.vmware.com
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Package name

buildservice.tanzu.vmware.com
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Vulnerabilities resolved

¥ Expand to see the list

GHSA-m5m3-46gj-wch8
GHSA-hw7c-3rfg-p46j
GHSA-gwrp-pvrg-jimwyv
GHSA-gp7f-rwcx-9369

GHSA-2qjp-425j-52j9

CVE-2023-33288

CVE-2023-33203

CVE-2023-32254

CVE-2023-32250

CVE-2023-32233

CVE-2023-31436

CVE-2023-30772

CVE-2023-30456

CVE-2023-2953

CVE-2023-28466

CVE-2023-28327

CVE-2023-28322

CVE-2023-28321

CVE-2023-26242

CVE-2023-2612

CVE-2023-25012

CVE-2023-23004

CVE-2023-23000

CVE-2023-22995

CVE-2023-2283

CVE-2023-2269

CVE-2023-2235

CVE-2023-2194

CVE-2023-2156

CVE-2023-2124

CVE-2023-20863

CVE-2023-20861

CVE-2023-2007

CVE-2023-2002

CVE-2023-1998

CVE-2023-1990

CVE-2023-1989

CVE-2023-1859

CVE-2023-1855

CVE-2023-1670

CVE-2023-1667

CVE-2023-1611
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https://github.com/advisories/GHSA-m5m3-46gj-wch8
https://github.com/advisories/GHSA-hw7c-3rfg-p46j
https://github.com/advisories/GHSA-gwrp-pvrq-jmwv
https://github.com/advisories/GHSA-gp7f-rwcx-9369
https://github.com/advisories/GHSA-2qjp-425j-52j9
https://nvd.nist.gov/vuln/detail/CVE-2023-33288
https://nvd.nist.gov/vuln/detail/CVE-2023-33203
https://nvd.nist.gov/vuln/detail/CVE-2023-32254
https://nvd.nist.gov/vuln/detail/CVE-2023-32250
https://nvd.nist.gov/vuln/detail/CVE-2023-32233
https://nvd.nist.gov/vuln/detail/CVE-2023-31436
https://nvd.nist.gov/vuln/detail/CVE-2023-30772
https://nvd.nist.gov/vuln/detail/CVE-2023-30456
https://nvd.nist.gov/vuln/detail/CVE-2023-2953
https://nvd.nist.gov/vuln/detail/CVE-2023-28466
https://nvd.nist.gov/vuln/detail/CVE-2023-28327
https://nvd.nist.gov/vuln/detail/CVE-2023-28322
https://nvd.nist.gov/vuln/detail/CVE-2023-28321
https://nvd.nist.gov/vuln/detail/CVE-2023-26242
https://nvd.nist.gov/vuln/detail/CVE-2023-2612
https://nvd.nist.gov/vuln/detail/CVE-2023-25012
https://nvd.nist.gov/vuln/detail/CVE-2023-23004
https://nvd.nist.gov/vuln/detail/CVE-2023-23000
https://nvd.nist.gov/vuln/detail/CVE-2023-22995
https://nvd.nist.gov/vuln/detail/CVE-2023-2283
https://nvd.nist.gov/vuln/detail/CVE-2023-2269
https://nvd.nist.gov/vuln/detail/CVE-2023-2235
https://nvd.nist.gov/vuln/detail/CVE-2023-2194
https://nvd.nist.gov/vuln/detail/CVE-2023-2156
https://nvd.nist.gov/vuln/detail/CVE-2023-2124
https://nvd.nist.gov/vuln/detail/CVE-2023-20863
https://nvd.nist.gov/vuln/detail/CVE-2023-20861
https://nvd.nist.gov/vuln/detail/CVE-2023-2007
https://nvd.nist.gov/vuln/detail/CVE-2023-2002
https://nvd.nist.gov/vuln/detail/CVE-2023-1998
https://nvd.nist.gov/vuln/detail/CVE-2023-1990
https://nvd.nist.gov/vuln/detail/CVE-2023-1989
https://nvd.nist.gov/vuln/detail/CVE-2023-1859
https://nvd.nist.gov/vuln/detail/CVE-2023-1855
https://nvd.nist.gov/vuln/detail/CVE-2023-1670
https://nvd.nist.gov/vuln/detail/CVE-2023-1667
https://nvd.nist.gov/vuln/detail/CVE-2023-1611

Tanzu Application Platform v1.6 (LTS)

Package name

VMware by Broadcom

Vulnerabilities resolved

CVE-2023-1380

CVE-2023-1194

CVE-2023-1193

CVE-2023-1192

CVE-2023-1079

CVE-2023-1077

CVE-2023-1076

CVE-2023-0597

CVE-2023-0030

CVE-2022-48425

CVE-2022-45919

CVE-2022-45888

CVE-2022-45887

CVE-2022-45886

CVE-2022-45885

CVE-2022-45884

CVE-2022-4543

CVE-2022-44034

CVE-2022-44033

CVE-2022-44032

CVE-2022-4285

CVE-2022-4269

CVE-2022-41848

CVE-2022-40133

CVE-2022-38457

CVE-2022-38096

CVE-2022-36402

CVE-2022-36033

CVE-2022-3523

CVE-2022-3238

CVE-2022-3114

CVE-2022-2961

CVE-2022-27943

CVE-2022-25836

CVE-2022-1247

CVE-2022-0995

CVE-2022-0480

CVE-2022-0400

CVE-2021-45261

CVE-2021-4148

CVE-2021-4095

CVE-2021-3864

CVE-2021-29425
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https://nvd.nist.gov/vuln/detail/CVE-2023-1380
https://nvd.nist.gov/vuln/detail/CVE-2023-1194
https://nvd.nist.gov/vuln/detail/CVE-2023-1193
https://nvd.nist.gov/vuln/detail/CVE-2023-1192
https://nvd.nist.gov/vuln/detail/CVE-2023-1079
https://nvd.nist.gov/vuln/detail/CVE-2023-1077
https://nvd.nist.gov/vuln/detail/CVE-2023-1076
https://nvd.nist.gov/vuln/detail/CVE-2023-0597
https://nvd.nist.gov/vuln/detail/CVE-2023-0030
https://nvd.nist.gov/vuln/detail/CVE-2022-48425
https://nvd.nist.gov/vuln/detail/CVE-2022-45919
https://nvd.nist.gov/vuln/detail/CVE-2022-45888
https://nvd.nist.gov/vuln/detail/CVE-2022-45887
https://nvd.nist.gov/vuln/detail/CVE-2022-45886
https://nvd.nist.gov/vuln/detail/CVE-2022-45885
https://nvd.nist.gov/vuln/detail/CVE-2022-45884
https://nvd.nist.gov/vuln/detail/CVE-2022-4543
https://nvd.nist.gov/vuln/detail/CVE-2022-44034
https://nvd.nist.gov/vuln/detail/CVE-2022-44033
https://nvd.nist.gov/vuln/detail/CVE-2022-44032
https://nvd.nist.gov/vuln/detail/CVE-2022-4285
https://nvd.nist.gov/vuln/detail/CVE-2022-4269
https://nvd.nist.gov/vuln/detail/CVE-2022-41848
https://nvd.nist.gov/vuln/detail/CVE-2022-40133
https://nvd.nist.gov/vuln/detail/CVE-2022-38457
https://nvd.nist.gov/vuln/detail/CVE-2022-38096
https://nvd.nist.gov/vuln/detail/CVE-2022-36402
https://nvd.nist.gov/vuln/detail/CVE-2022-36033
https://nvd.nist.gov/vuln/detail/CVE-2022-3523
https://nvd.nist.gov/vuln/detail/CVE-2022-3238
https://nvd.nist.gov/vuln/detail/CVE-2022-3114
https://nvd.nist.gov/vuln/detail/CVE-2022-2961
https://nvd.nist.gov/vuln/detail/CVE-2022-27943
https://nvd.nist.gov/vuln/detail/CVE-2022-25836
https://nvd.nist.gov/vuln/detail/CVE-2022-1247
https://nvd.nist.gov/vuln/detail/CVE-2022-0995
https://nvd.nist.gov/vuln/detail/CVE-2022-0480
https://nvd.nist.gov/vuln/detail/CVE-2022-0400
https://nvd.nist.gov/vuln/detail/CVE-2021-45261
https://nvd.nist.gov/vuln/detail/CVE-2021-4148
https://nvd.nist.gov/vuln/detail/CVE-2021-4095
https://nvd.nist.gov/vuln/detail/CVE-2021-3864
https://nvd.nist.gov/vuln/detail/CVE-2021-29425

Tanzu Application Platform v1.6 (LTS)

Package name

cnrs.tanzu.vmware.com

connector.appliveview.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities resolved

CVE-2021-26934

CVE-2020-35501

CVE-2020-14304

CVE-2020-13844

CVE-2019-19814

CVE-2019-19378

CVE-2019-15213

CVE-2019-14899

CVE-2019-1010204

CVE-2018-6952

CVE-2018-20657

CVE-2018-17977

CVE-2018-12931

CVE-2018-12930

CVE-2018-12929

CVE-2018-12928

CVE-2018-1121

CVE-2018-1000021

CVE-2017-13716

CVE-2017-13693

CVE-2017-13165

CVE-2017-0537

CVE-2016-8660

CVE-2015-8553

CVE-2013-7445

¥ Expand to see the list

CVE-2023-2650

CVE-2023-1255

CVE-2023-0466

CVE-2023-0465

CVE-2023-0464

CVE-2022-3996

¥ Expand to see the list

CVE-2023-2650

CVE-2023-1255

CVE-2023-0466

CVE-2023-0465

CVE-2023-0464

CVE-2022-3996
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https://nvd.nist.gov/vuln/detail/CVE-2021-26934
https://nvd.nist.gov/vuln/detail/CVE-2020-35501
https://nvd.nist.gov/vuln/detail/CVE-2020-14304
https://nvd.nist.gov/vuln/detail/CVE-2020-13844
https://nvd.nist.gov/vuln/detail/CVE-2019-19814
https://nvd.nist.gov/vuln/detail/CVE-2019-19378
https://nvd.nist.gov/vuln/detail/CVE-2019-15213
https://nvd.nist.gov/vuln/detail/CVE-2019-14899
https://nvd.nist.gov/vuln/detail/CVE-2019-1010204
https://nvd.nist.gov/vuln/detail/CVE-2018-6952
https://nvd.nist.gov/vuln/detail/CVE-2018-20657
https://nvd.nist.gov/vuln/detail/CVE-2018-17977
https://nvd.nist.gov/vuln/detail/CVE-2018-12931
https://nvd.nist.gov/vuln/detail/CVE-2018-12930
https://nvd.nist.gov/vuln/detail/CVE-2018-12929
https://nvd.nist.gov/vuln/detail/CVE-2018-12928
https://nvd.nist.gov/vuln/detail/CVE-2018-1121
https://nvd.nist.gov/vuln/detail/CVE-2018-1000021
https://nvd.nist.gov/vuln/detail/CVE-2017-13716
https://nvd.nist.gov/vuln/detail/CVE-2017-13693
https://nvd.nist.gov/vuln/detail/CVE-2017-13165
https://nvd.nist.gov/vuln/detail/CVE-2017-0537
https://nvd.nist.gov/vuln/detail/CVE-2016-8660
https://nvd.nist.gov/vuln/detail/CVE-2015-8553
https://nvd.nist.gov/vuln/detail/CVE-2013-7445
https://nvd.nist.gov/vuln/detail/CVE-2023-2650
https://nvd.nist.gov/vuln/detail/CVE-2023-1255
https://nvd.nist.gov/vuln/detail/CVE-2023-0466
https://nvd.nist.gov/vuln/detail/CVE-2023-0465
https://nvd.nist.gov/vuln/detail/CVE-2023-0464
https://nvd.nist.gov/vuln/detail/CVE-2022-3996
https://nvd.nist.gov/vuln/detail/CVE-2023-2650
https://nvd.nist.gov/vuln/detail/CVE-2023-1255
https://nvd.nist.gov/vuln/detail/CVE-2023-0466
https://nvd.nist.gov/vuln/detail/CVE-2023-0465
https://nvd.nist.gov/vuln/detail/CVE-2023-0464
https://nvd.nist.gov/vuln/detail/CVE-2022-3996

Tanzu Application Platform v1.6 (LTS)

Package name

controller.source.apps.tanzu.vmware.com

conventions.appliveview.tanzu.vmware.com

developer-conventions.tanzu.vmware.com

fluxcd.source.controller.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities resolved

¥ Expand to see the list

GHSA-hw7c-3rfg-p46j
GHSA-6wrf-mxfj-pfSp
GHSA-33pg-m6jh-5237
CVE-2023-2650

CVE-2023-1255

¥ Expand to see the list

CVE-2023-2650

CVE-2023-1255

CVE-2023-0466

CVE-2023-0465

CVE-2023-0464

CVE-2022-3996

¥ Expand to see the list

CVE-2023-0466

CVE-2023-0465

CVE-2023-0464

CVE-2022-3996

¥ Expand to see the list

GHSA-pwcw-6f5g-gxf8
GHSA-hmfx-3pcx-653p
GHSA-7hfp-gfw3-5jxh
GHSA-6rx9-889q-vv2r
GHSA-67fx-wx78-jx33
GHSA-53c4-hhmh-vw5q
GHSA-2qjp-425j-52j9
GHSA-259w-8hf6-59c2
CVE-2023-0466
CVE-2023-0465
CVE-2023-0464

CVE-2022-3996
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https://github.com/advisories/GHSA-hw7c-3rfg-p46j
https://github.com/advisories/GHSA-6wrf-mxfj-pf5p
https://github.com/advisories/GHSA-33pg-m6jh-5237
https://nvd.nist.gov/vuln/detail/CVE-2023-2650
https://nvd.nist.gov/vuln/detail/CVE-2023-1255
https://nvd.nist.gov/vuln/detail/CVE-2023-2650
https://nvd.nist.gov/vuln/detail/CVE-2023-1255
https://nvd.nist.gov/vuln/detail/CVE-2023-0466
https://nvd.nist.gov/vuln/detail/CVE-2023-0465
https://nvd.nist.gov/vuln/detail/CVE-2023-0464
https://nvd.nist.gov/vuln/detail/CVE-2022-3996
https://nvd.nist.gov/vuln/detail/CVE-2023-0466
https://nvd.nist.gov/vuln/detail/CVE-2023-0465
https://nvd.nist.gov/vuln/detail/CVE-2023-0464
https://nvd.nist.gov/vuln/detail/CVE-2022-3996
https://github.com/advisories/GHSA-pwcw-6f5g-gxf8
https://github.com/advisories/GHSA-hmfx-3pcx-653p
https://github.com/advisories/GHSA-7hfp-qfw3-5jxh
https://github.com/advisories/GHSA-6rx9-889q-vv2r
https://github.com/advisories/GHSA-67fx-wx78-jx33
https://github.com/advisories/GHSA-53c4-hhmh-vw5q
https://github.com/advisories/GHSA-2qjp-425j-52j9
https://github.com/advisories/GHSA-259w-8hf6-59c2
https://nvd.nist.gov/vuln/detail/CVE-2023-0466
https://nvd.nist.gov/vuln/detail/CVE-2023-0465
https://nvd.nist.gov/vuln/detail/CVE-2023-0464
https://nvd.nist.gov/vuln/detail/CVE-2022-3996

Tanzu Application Platform v1.6 (LTS)

Package name

learningcenter.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities resolved

¥ Expand to see the list
GHSA-hhgj-cfjx-vj25

GHSA-gp7f-rwcx-9369
GHSA-ccxc-vr6p-4858
GHSA-8gw7-4j42-w388

GHSA-3633-5h82-39pq

CVE-2023-29469

CVE-2023-29007

CVE-2023-28487

CVE-2023-28486

CVE-2023-28484

CVE-2023-28328

CVE-2023-27538

CVE-2023-27536

CVE-2023-27535

CVE-2023-27534

CVE-2023-27533

CVE-2023-27522

CVE-2023-27320

CVE-2023-26607

CVE-2023-26606

CVE-2023-26605

CVE-2023-26545

CVE-2023-26544

CVE-2023-25815

CVE-2023-25690

CVE-2023-25652

CVE-2023-23918

CVE-2023-23916

CVE-2023-23915

CVE-2023-23914

CVE-2023-23559

CVE-2023-23455

CVE-2023-23454

CVE-2023-21843

CVE-2023-21835

CVE-2023-21830

CVE-2023-2166

CVE-2023-21102

CVE-2023-2006

CVE-2023-2004

CVE-2023-1872

CVE-2023-1652
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https://github.com/advisories/GHSA-hhqj-cfjx-vj25
https://github.com/advisories/GHSA-gp7f-rwcx-9369
https://github.com/advisories/GHSA-ccxc-vr6p-4858
https://github.com/advisories/GHSA-8gw7-4j42-w388
https://github.com/advisories/GHSA-3633-5h82-39pq
https://nvd.nist.gov/vuln/detail/CVE-2023-29469
https://nvd.nist.gov/vuln/detail/CVE-2023-29007
https://nvd.nist.gov/vuln/detail/CVE-2023-28487
https://nvd.nist.gov/vuln/detail/CVE-2023-28486
https://nvd.nist.gov/vuln/detail/CVE-2023-28484
https://nvd.nist.gov/vuln/detail/CVE-2023-28328
https://nvd.nist.gov/vuln/detail/CVE-2023-27538
https://nvd.nist.gov/vuln/detail/CVE-2023-27536
https://nvd.nist.gov/vuln/detail/CVE-2023-27535
https://nvd.nist.gov/vuln/detail/CVE-2023-27534
https://nvd.nist.gov/vuln/detail/CVE-2023-27533
https://nvd.nist.gov/vuln/detail/CVE-2023-27522
https://nvd.nist.gov/vuln/detail/CVE-2023-27320
https://nvd.nist.gov/vuln/detail/CVE-2023-26607
https://nvd.nist.gov/vuln/detail/CVE-2023-26606
https://nvd.nist.gov/vuln/detail/CVE-2023-26605
https://nvd.nist.gov/vuln/detail/CVE-2023-26545
https://nvd.nist.gov/vuln/detail/CVE-2023-26544
https://nvd.nist.gov/vuln/detail/CVE-2023-25815
https://nvd.nist.gov/vuln/detail/CVE-2023-25690
https://nvd.nist.gov/vuln/detail/CVE-2023-25652
https://nvd.nist.gov/vuln/detail/CVE-2023-23918
https://nvd.nist.gov/vuln/detail/CVE-2023-23916
https://nvd.nist.gov/vuln/detail/CVE-2023-23915
https://nvd.nist.gov/vuln/detail/CVE-2023-23914
https://nvd.nist.gov/vuln/detail/CVE-2023-23559
https://nvd.nist.gov/vuln/detail/CVE-2023-23455
https://nvd.nist.gov/vuln/detail/CVE-2023-23454
https://nvd.nist.gov/vuln/detail/CVE-2023-21843
https://nvd.nist.gov/vuln/detail/CVE-2023-21835
https://nvd.nist.gov/vuln/detail/CVE-2023-21830
https://nvd.nist.gov/vuln/detail/CVE-2023-2166
https://nvd.nist.gov/vuln/detail/CVE-2023-21102
https://nvd.nist.gov/vuln/detail/CVE-2023-2006
https://nvd.nist.gov/vuln/detail/CVE-2023-2004
https://nvd.nist.gov/vuln/detail/CVE-2023-1872
https://nvd.nist.gov/vuln/detail/CVE-2023-1652

Tanzu Application Platform v1.6 (LTS)

Package name

VMware by Broadcom

Vulnerabilities resolved

CVE-2023-1382

CVE-2023-1264

CVE-2023-1195

CVE-2023-1175

CVE-2023-1170

CVE-2023-1074

CVE-2023-1073

CVE-2023-0804

CVE-2023-0803

CVE-2023-0802

CVE-2023-0801

CVE-2023-0800

CVE-2023-0799

CVE-2023-0798

CVE-2023-0797

CVE-2023-0796

CVE-2023-0795

CVE-2023-0458

CVE-2023-0433

CVE-2023-0394

CVE-2023-0361

CVE-2023-0288

CVE-2023-0266

CVE-2023-0210

CVE-2023-0054

CVE-2023-0051

CVE-2023-0049

CVE-2023-0045

CVE-2022-48424

CVE-2022-48423

CVE-2022-4842

CVE-2022-48303

CVE-2022-47929

CVE-2022-47521

CVE-2022-47520

CVE-2022-47519

CVE-2022-47518

CVE-2022-47024

CVE-2022-45869

CVE-2022-4415

CVE-2022-4382

CVE-2022-4379

CVE-2022-42329
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https://nvd.nist.gov/vuln/detail/CVE-2023-1382
https://nvd.nist.gov/vuln/detail/CVE-2023-1264
https://nvd.nist.gov/vuln/detail/CVE-2023-1195
https://nvd.nist.gov/vuln/detail/CVE-2023-1175
https://nvd.nist.gov/vuln/detail/CVE-2023-1170
https://nvd.nist.gov/vuln/detail/CVE-2023-1074
https://nvd.nist.gov/vuln/detail/CVE-2023-1073
https://nvd.nist.gov/vuln/detail/CVE-2023-0804
https://nvd.nist.gov/vuln/detail/CVE-2023-0803
https://nvd.nist.gov/vuln/detail/CVE-2023-0802
https://nvd.nist.gov/vuln/detail/CVE-2023-0801
https://nvd.nist.gov/vuln/detail/CVE-2023-0800
https://nvd.nist.gov/vuln/detail/CVE-2023-0799
https://nvd.nist.gov/vuln/detail/CVE-2023-0798
https://nvd.nist.gov/vuln/detail/CVE-2023-0797
https://nvd.nist.gov/vuln/detail/CVE-2023-0796
https://nvd.nist.gov/vuln/detail/CVE-2023-0795
https://nvd.nist.gov/vuln/detail/CVE-2023-0458
https://nvd.nist.gov/vuln/detail/CVE-2023-0433
https://nvd.nist.gov/vuln/detail/CVE-2023-0394
https://nvd.nist.gov/vuln/detail/CVE-2023-0361
https://nvd.nist.gov/vuln/detail/CVE-2023-0288
https://nvd.nist.gov/vuln/detail/CVE-2023-0266
https://nvd.nist.gov/vuln/detail/CVE-2023-0210
https://nvd.nist.gov/vuln/detail/CVE-2023-0054
https://nvd.nist.gov/vuln/detail/CVE-2023-0051
https://nvd.nist.gov/vuln/detail/CVE-2023-0049
https://nvd.nist.gov/vuln/detail/CVE-2023-0045
https://nvd.nist.gov/vuln/detail/CVE-2022-48424
https://nvd.nist.gov/vuln/detail/CVE-2022-48423
https://nvd.nist.gov/vuln/detail/CVE-2022-4842
https://nvd.nist.gov/vuln/detail/CVE-2022-48303
https://nvd.nist.gov/vuln/detail/CVE-2022-47929
https://nvd.nist.gov/vuln/detail/CVE-2022-47521
https://nvd.nist.gov/vuln/detail/CVE-2022-47520
https://nvd.nist.gov/vuln/detail/CVE-2022-47519
https://nvd.nist.gov/vuln/detail/CVE-2022-47518
https://nvd.nist.gov/vuln/detail/CVE-2022-47024
https://nvd.nist.gov/vuln/detail/CVE-2022-45869
https://nvd.nist.gov/vuln/detail/CVE-2022-4415
https://nvd.nist.gov/vuln/detail/CVE-2022-4382
https://nvd.nist.gov/vuln/detail/CVE-2022-4379
https://nvd.nist.gov/vuln/detail/CVE-2022-42329

Tanzu Application Platform v1.6 (LTS)

Package name

VMware by Broadcom

Vulnerabilities resolved

CVE-2022-42328

CVE-2022-4139

CVE-2022-4129

CVE-2022-41218

CVE-2022-40898

CVE-2022-3996

CVE-2022-3821

CVE-2022-36280

CVE-2022-36056

CVE-2022-36033

CVE-2022-3545

CVE-2022-3521

CVE-2022-3435

CVE-2022-3424

CVE-2022-3344

CVE-2022-3169

CVE-2022-2980

CVE-2022-2946

CVE-2022-2923

CVE-2022-2849

CVE-2022-2845

CVE-2022-2581

CVE-2022-2571

CVE-2022-24963

CVE-2022-23649

CVE-2022-2345

CVE-2022-2344

CVE-2022-2304

CVE-2022-2207

CVE-2022-2206

CVE-2022-2196

CVE-2022-2183

CVE-2022-2175

CVE-2022-2129

CVE-2022-2126

CVE-2022-2125

CVE-2022-2124

CVE-2022-1968

CVE-2022-1942

CVE-2022-1927

CVE-2022-1898

CVE-2022-1851

CVE-2022-1796
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https://nvd.nist.gov/vuln/detail/CVE-2022-42328
https://nvd.nist.gov/vuln/detail/CVE-2022-4139
https://nvd.nist.gov/vuln/detail/CVE-2022-4129
https://nvd.nist.gov/vuln/detail/CVE-2022-41218
https://nvd.nist.gov/vuln/detail/CVE-2022-40898
https://nvd.nist.gov/vuln/detail/CVE-2022-3996
https://nvd.nist.gov/vuln/detail/CVE-2022-3821
https://nvd.nist.gov/vuln/detail/CVE-2022-36280
https://nvd.nist.gov/vuln/detail/CVE-2022-36056
https://nvd.nist.gov/vuln/detail/CVE-2022-36033
https://nvd.nist.gov/vuln/detail/CVE-2022-3545
https://nvd.nist.gov/vuln/detail/CVE-2022-3521
https://nvd.nist.gov/vuln/detail/CVE-2022-3435
https://nvd.nist.gov/vuln/detail/CVE-2022-3424
https://nvd.nist.gov/vuln/detail/CVE-2022-3344
https://nvd.nist.gov/vuln/detail/CVE-2022-3169
https://nvd.nist.gov/vuln/detail/CVE-2022-2980
https://nvd.nist.gov/vuln/detail/CVE-2022-2946
https://nvd.nist.gov/vuln/detail/CVE-2022-2923
https://nvd.nist.gov/vuln/detail/CVE-2022-2849
https://nvd.nist.gov/vuln/detail/CVE-2022-2845
https://nvd.nist.gov/vuln/detail/CVE-2022-2581
https://nvd.nist.gov/vuln/detail/CVE-2022-2571
https://nvd.nist.gov/vuln/detail/CVE-2022-24963
https://nvd.nist.gov/vuln/detail/CVE-2022-23649
https://nvd.nist.gov/vuln/detail/CVE-2022-2345
https://nvd.nist.gov/vuln/detail/CVE-2022-2344
https://nvd.nist.gov/vuln/detail/CVE-2022-2304
https://nvd.nist.gov/vuln/detail/CVE-2022-2207
https://nvd.nist.gov/vuln/detail/CVE-2022-2206
https://nvd.nist.gov/vuln/detail/CVE-2022-2196
https://nvd.nist.gov/vuln/detail/CVE-2022-2183
https://nvd.nist.gov/vuln/detail/CVE-2022-2175
https://nvd.nist.gov/vuln/detail/CVE-2022-2129
https://nvd.nist.gov/vuln/detail/CVE-2022-2126
https://nvd.nist.gov/vuln/detail/CVE-2022-2125
https://nvd.nist.gov/vuln/detail/CVE-2022-2124
https://nvd.nist.gov/vuln/detail/CVE-2022-1968
https://nvd.nist.gov/vuln/detail/CVE-2022-1942
https://nvd.nist.gov/vuln/detail/CVE-2022-1927
https://nvd.nist.gov/vuln/detail/CVE-2022-1898
https://nvd.nist.gov/vuln/detail/CVE-2022-1851
https://nvd.nist.gov/vuln/detail/CVE-2022-1796

Tanzu Application Platform v1.6 (LTS)

Package name

metadata-store.apps.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities resolved

CVE-2022-1785

CVE-2022-1735

CVE-2022-1733

CVE-2022-1720

CVE-2022-1674

CVE-2022-1629

CVE-2022-0729

CVE-2022-0714

CVE-2022-0685

CVE-2022-0629

CVE-2022-0572

CVE-2022-0554

CVE-2022-0443

CVE-2022-0413

CVE-2022-0408

CVE-2022-0368

CVE-2022-0361

CVE-2022-0359

CVE-2022-0351

CVE-2022-0319

CVE-2022-0318

CVE-2022-0261

CVE-2022-0213

¥ Expand to see the list

CVE-2023-29469

CVE-2023-28484

CVE-2023-2455

CVE-2023-2454

CVE-2023-0466

CVE-2023-0465

CVE-2023-0464

CVE-2022-4415

CVE-2022-3996

CVE-2022-3821

CVE-2021-39537

CVE-2019-17595

CVE-2019-17594
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https://nvd.nist.gov/vuln/detail/CVE-2022-1785
https://nvd.nist.gov/vuln/detail/CVE-2022-1735
https://nvd.nist.gov/vuln/detail/CVE-2022-1733
https://nvd.nist.gov/vuln/detail/CVE-2022-1720
https://nvd.nist.gov/vuln/detail/CVE-2022-1674
https://nvd.nist.gov/vuln/detail/CVE-2022-1629
https://nvd.nist.gov/vuln/detail/CVE-2022-0729
https://nvd.nist.gov/vuln/detail/CVE-2022-0714
https://nvd.nist.gov/vuln/detail/CVE-2022-0685
https://nvd.nist.gov/vuln/detail/CVE-2022-0629
https://nvd.nist.gov/vuln/detail/CVE-2022-0572
https://nvd.nist.gov/vuln/detail/CVE-2022-0554
https://nvd.nist.gov/vuln/detail/CVE-2022-0443
https://nvd.nist.gov/vuln/detail/CVE-2022-0413
https://nvd.nist.gov/vuln/detail/CVE-2022-0408
https://nvd.nist.gov/vuln/detail/CVE-2022-0368
https://nvd.nist.gov/vuln/detail/CVE-2022-0361
https://nvd.nist.gov/vuln/detail/CVE-2022-0359
https://nvd.nist.gov/vuln/detail/CVE-2022-0351
https://nvd.nist.gov/vuln/detail/CVE-2022-0319
https://nvd.nist.gov/vuln/detail/CVE-2022-0318
https://nvd.nist.gov/vuln/detail/CVE-2022-0261
https://nvd.nist.gov/vuln/detail/CVE-2022-0213
https://nvd.nist.gov/vuln/detail/CVE-2023-29469
https://nvd.nist.gov/vuln/detail/CVE-2023-28484
https://nvd.nist.gov/vuln/detail/CVE-2023-2455
https://nvd.nist.gov/vuln/detail/CVE-2023-2454
https://nvd.nist.gov/vuln/detail/CVE-2023-0466
https://nvd.nist.gov/vuln/detail/CVE-2023-0465
https://nvd.nist.gov/vuln/detail/CVE-2023-0464
https://nvd.nist.gov/vuln/detail/CVE-2022-4415
https://nvd.nist.gov/vuln/detail/CVE-2022-3996
https://nvd.nist.gov/vuln/detail/CVE-2022-3821
https://nvd.nist.gov/vuln/detail/CVE-2021-39537
https://nvd.nist.gov/vuln/detail/CVE-2019-17595
https://nvd.nist.gov/vuln/detail/CVE-2019-17594

Tanzu Application Platform v1.6 (LTS)

Package name

ootb-templates.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities resolved

¥ Expand to see the list

GHSA-m8cg-xc2p-r3fc
GHSA-hw7c-3rfg-p46j

GHSA-g2j6-57v7-gm8c

CVE-2023-28328

CVE-2023-27538

CVE-2023-27536

CVE-2023-27535

CVE-2023-27534

CVE-2023-27533

CVE-2023-26606

CVE-2023-26545

CVE-2023-26544

CVE-2023-23559

CVE-2023-23455

CVE-2023-23454

CVE-2023-21102

CVE-2023-1872

CVE-2023-1829

CVE-2023-1652

CVE-2023-1281

CVE-2023-1074

CVE-2023-1073

CVE-2023-0466

CVE-2023-0465

CVE-2023-0464

CVE-2023-0458

CVE-2023-0394

CVE-2023-0386

CVE-2023-0266

CVE-2023-0210

CVE-2023-0045

CVE-2022-48424

CVE-2022-48423

CVE-2022-4842

CVE-2022-47929

CVE-2022-4382

CVE-2022-4129

CVE-2022-41218

CVE-2022-3996

CVE-2022-36280

CVE-2022-3424
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https://github.com/advisories/GHSA-m8cg-xc2p-r3fc
https://github.com/advisories/GHSA-hw7c-3rfg-p46j
https://github.com/advisories/GHSA-g2j6-57v7-gm8c
https://nvd.nist.gov/vuln/detail/CVE-2023-28328
https://nvd.nist.gov/vuln/detail/CVE-2023-27538
https://nvd.nist.gov/vuln/detail/CVE-2023-27536
https://nvd.nist.gov/vuln/detail/CVE-2023-27535
https://nvd.nist.gov/vuln/detail/CVE-2023-27534
https://nvd.nist.gov/vuln/detail/CVE-2023-27533
https://nvd.nist.gov/vuln/detail/CVE-2023-26606
https://nvd.nist.gov/vuln/detail/CVE-2023-26545
https://nvd.nist.gov/vuln/detail/CVE-2023-26544
https://nvd.nist.gov/vuln/detail/CVE-2023-23559
https://nvd.nist.gov/vuln/detail/CVE-2023-23455
https://nvd.nist.gov/vuln/detail/CVE-2023-23454
https://nvd.nist.gov/vuln/detail/CVE-2023-21102
https://nvd.nist.gov/vuln/detail/CVE-2023-1872
https://nvd.nist.gov/vuln/detail/CVE-2023-1829
https://nvd.nist.gov/vuln/detail/CVE-2023-1652
https://nvd.nist.gov/vuln/detail/CVE-2023-1281
https://nvd.nist.gov/vuln/detail/CVE-2023-1074
https://nvd.nist.gov/vuln/detail/CVE-2023-1073
https://nvd.nist.gov/vuln/detail/CVE-2023-0466
https://nvd.nist.gov/vuln/detail/CVE-2023-0465
https://nvd.nist.gov/vuln/detail/CVE-2023-0464
https://nvd.nist.gov/vuln/detail/CVE-2023-0458
https://nvd.nist.gov/vuln/detail/CVE-2023-0394
https://nvd.nist.gov/vuln/detail/CVE-2023-0386
https://nvd.nist.gov/vuln/detail/CVE-2023-0266
https://nvd.nist.gov/vuln/detail/CVE-2023-0210
https://nvd.nist.gov/vuln/detail/CVE-2023-0045
https://nvd.nist.gov/vuln/detail/CVE-2022-48424
https://nvd.nist.gov/vuln/detail/CVE-2022-48423
https://nvd.nist.gov/vuln/detail/CVE-2022-4842
https://nvd.nist.gov/vuln/detail/CVE-2022-47929
https://nvd.nist.gov/vuln/detail/CVE-2022-4382
https://nvd.nist.gov/vuln/detail/CVE-2022-4129
https://nvd.nist.gov/vuln/detail/CVE-2022-41218
https://nvd.nist.gov/vuln/detail/CVE-2022-3996
https://nvd.nist.gov/vuln/detail/CVE-2022-36280
https://nvd.nist.gov/vuln/detail/CVE-2022-3424

Tanzu Application Platform v1.6 (LTS)

Package name Vulnerabilities resolved

.
scanning.apps.tanzu.vmware.com
.

services-toolkit.tanzu.vmware.com

sso.apps.tanzu.vmware.com

tap-gui.tanzu.vmware.com

VMware by Broadcom

CVE-2022-2196

¥ Expand to see the list

CVE-2023-2650

CVE-2023-1255

¥ Expand to see the list

GHSA-vfvj-3m3g-m532
GHSA-v829-x6hh-cqfq
CVE-2023-27484
CVE-2023-2650
CVE-2023-1255
CVE-2023-0466
CVE-2023-0465
CVE-2023-0464

CVE-2022-3996

¥ Expand to see the list

GHSA-m8cg-xc2p-r3fc
GHSA-g2j6-57v7-gm8c
GHSA-f3fp-gc8g-vw66
CVE-2023-2650
CVE-2023-20863
CVE-2023-20861
CVE-2023-1255
CVE-2023-0466
CVE-2023-0465
CVE-2023-0464
CVE-2022-3996

CVE-2022-3821

¥ Expand to see the list

GHSA-X77j-w7wf-fimw
GHSA-gqwph-4952-7xr6
GHSA-p5gc-c584-jj6v
GHSA-jv3g-j58f-9mq9
GHSA-hjrf-2m68-5959
GHSA-8cf7-32gw-wr33
GHSA-7hv8-3fr9-j2hv

GHSA-6w63-h3fj-g4vw
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https://nvd.nist.gov/vuln/detail/CVE-2022-2196
https://nvd.nist.gov/vuln/detail/CVE-2023-2650
https://nvd.nist.gov/vuln/detail/CVE-2023-1255
https://github.com/advisories/GHSA-vfvj-3m3g-m532
https://github.com/advisories/GHSA-v829-x6hh-cqfq
https://nvd.nist.gov/vuln/detail/CVE-2023-27484
https://nvd.nist.gov/vuln/detail/CVE-2023-2650
https://nvd.nist.gov/vuln/detail/CVE-2023-1255
https://nvd.nist.gov/vuln/detail/CVE-2023-0466
https://nvd.nist.gov/vuln/detail/CVE-2023-0465
https://nvd.nist.gov/vuln/detail/CVE-2023-0464
https://nvd.nist.gov/vuln/detail/CVE-2022-3996
https://github.com/advisories/GHSA-m8cg-xc2p-r3fc
https://github.com/advisories/GHSA-g2j6-57v7-gm8c
https://github.com/advisories/GHSA-f3fp-gc8g-vw66
https://nvd.nist.gov/vuln/detail/CVE-2023-2650
https://nvd.nist.gov/vuln/detail/CVE-2023-20863
https://nvd.nist.gov/vuln/detail/CVE-2023-20861
https://nvd.nist.gov/vuln/detail/CVE-2023-1255
https://nvd.nist.gov/vuln/detail/CVE-2023-0466
https://nvd.nist.gov/vuln/detail/CVE-2023-0465
https://nvd.nist.gov/vuln/detail/CVE-2023-0464
https://nvd.nist.gov/vuln/detail/CVE-2022-3996
https://nvd.nist.gov/vuln/detail/CVE-2022-3821
https://github.com/advisories/GHSA-x77j-w7wf-fjmw
https://github.com/advisories/GHSA-qwph-4952-7xr6
https://github.com/advisories/GHSA-p5gc-c584-jj6v
https://github.com/advisories/GHSA-jv3g-j58f-9mq9
https://github.com/advisories/GHSA-hjrf-2m68-5959
https://github.com/advisories/GHSA-8cf7-32gw-wr33
https://github.com/advisories/GHSA-7hv8-3fr9-j2hv
https://github.com/advisories/GHSA-6w63-h3fj-q4vw

Tanzu Application Platform v1.6 (LTS)

Package name

workshops.learningcenter.tanzu.vmware.com

VMware by Broadcom

Vulnerabilities resolved

¥ Expand to see the list

GHSA-wxc4-f4Am6-wwqv
GHSA-v95c-p5hm-xq8f
GHSA-qq97-vm5h-rrhg
GHSA-p782-xgp4-8hr8
GHSA-p5gc-c584-jj6v
GHSA-m8cg-xc2p-r3fc
GHSA-hmfx-3pcx-653p
GHSA-hhgj-cfjx-vj25
GHSA-h86h-8ppg-mxmh
GHSA-gp7f-rwcx-9369
GHSA-gc89-7gcr-jxqc
GHSA-g2j6-57v7-gm8c
GHSA-f3fp-gc8g-vw66
GHSA-c2h3-6mxw-7mvq
GHSA-8gw7-4j42-w388
GHSA-77vh-xpmg-72gh
GHSA-6wrf-mxfj-pfSp
GHSA-5j5w-g665-5m35
GHSA-5ffw-gxpp-mxpf
GHSA-45rm-2893-5f49
GHSA-3633-5h82-39pq
GHSA-33pg-m6jh-5237
GHSA-2qjp-425j-52j9
GHSA-259w-8hf6-59c2
CVE-2023-34969
CVE-2023-33288
CVE-2023-33203
CVE-2023-32665
CVE-2023-32643
CVE-2023-32636
CVE-2023-32611
CVE-2023-32269
CVE-2023-32254
CVE-2023-32250
CVE-2023-31484
CVE-2023-30772
CVE-2023-2953
CVE-2023-29499
CVE-2023-29491
CVE-2023-29469
CVE-2023-29007

CVE-2023-28531
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https://github.com/advisories/GHSA-wxc4-f4m6-wwqv
https://github.com/advisories/GHSA-v95c-p5hm-xq8f
https://github.com/advisories/GHSA-qq97-vm5h-rrhg
https://github.com/advisories/GHSA-p782-xgp4-8hr8
https://github.com/advisories/GHSA-p5gc-c584-jj6v
https://github.com/advisories/GHSA-m8cg-xc2p-r3fc
https://github.com/advisories/GHSA-hmfx-3pcx-653p
https://github.com/advisories/GHSA-hhqj-cfjx-vj25
https://github.com/advisories/GHSA-h86h-8ppg-mxmh
https://github.com/advisories/GHSA-gp7f-rwcx-9369
https://github.com/advisories/GHSA-gc89-7gcr-jxqc
https://github.com/advisories/GHSA-g2j6-57v7-gm8c
https://github.com/advisories/GHSA-f3fp-gc8g-vw66
https://github.com/advisories/GHSA-c2h3-6mxw-7mvq
https://github.com/advisories/GHSA-8gw7-4j42-w388
https://github.com/advisories/GHSA-77vh-xpmg-72qh
https://github.com/advisories/GHSA-6wrf-mxfj-pf5p
https://github.com/advisories/GHSA-5j5w-g665-5m35
https://github.com/advisories/GHSA-5ffw-gxpp-mxpf
https://github.com/advisories/GHSA-45rm-2893-5f49
https://github.com/advisories/GHSA-3633-5h82-39pq
https://github.com/advisories/GHSA-33pg-m6jh-5237
https://github.com/advisories/GHSA-2qjp-425j-52j9
https://github.com/advisories/GHSA-259w-8hf6-59c2
https://nvd.nist.gov/vuln/detail/CVE-2023-34969
https://nvd.nist.gov/vuln/detail/CVE-2023-33288
https://nvd.nist.gov/vuln/detail/CVE-2023-33203
https://nvd.nist.gov/vuln/detail/CVE-2023-32665
https://nvd.nist.gov/vuln/detail/CVE-2023-32643
https://nvd.nist.gov/vuln/detail/CVE-2023-32636
https://nvd.nist.gov/vuln/detail/CVE-2023-32611
https://nvd.nist.gov/vuln/detail/CVE-2023-32269
https://nvd.nist.gov/vuln/detail/CVE-2023-32254
https://nvd.nist.gov/vuln/detail/CVE-2023-32250
https://nvd.nist.gov/vuln/detail/CVE-2023-31484
https://nvd.nist.gov/vuln/detail/CVE-2023-30772
https://nvd.nist.gov/vuln/detail/CVE-2023-2953
https://nvd.nist.gov/vuln/detail/CVE-2023-29499
https://nvd.nist.gov/vuln/detail/CVE-2023-29491
https://nvd.nist.gov/vuln/detail/CVE-2023-29469
https://nvd.nist.gov/vuln/detail/CVE-2023-29007
https://nvd.nist.gov/vuln/detail/CVE-2023-28531

Tanzu Application Platform v1.6 (LTS)

Package name

VMware by Broadcom

Vulnerabilities resolved

CVE-2023-28487

CVE-2023-28486

CVE-2023-28484

CVE-2023-28466

CVE-2023-28328

CVE-2023-28327

CVE-2023-28322

CVE-2023-28321

CVE-2023-27538

CVE-2023-27536

CVE-2023-27535

CVE-2023-27534

CVE-2023-27533

CVE-2023-27522

CVE-2023-27320

CVE-2023-27043

CVE-2023-26607

CVE-2023-26606

CVE-2023-26605

CVE-2023-26545

CVE-2023-26544

CVE-2023-2650

CVE-2023-26242

CVE-2023-2612

CVE-2023-2610

CVE-2023-2609

CVE-2023-2603

CVE-2023-2602

CVE-2023-25815

CVE-2023-25690

CVE-2023-25652

CVE-2023-25588

CVE-2023-25585

CVE-2023-25584

CVE-2023-25180

CVE-2023-25012

CVE-2023-24593

CVE-2023-2426

CVE-2023-23936

CVE-2023-23920

CVE-2023-23918

CVE-2023-23916

CVE-2023-23915
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https://nvd.nist.gov/vuln/detail/CVE-2023-28487
https://nvd.nist.gov/vuln/detail/CVE-2023-28486
https://nvd.nist.gov/vuln/detail/CVE-2023-28484
https://nvd.nist.gov/vuln/detail/CVE-2023-28466
https://nvd.nist.gov/vuln/detail/CVE-2023-28328
https://nvd.nist.gov/vuln/detail/CVE-2023-28327
https://nvd.nist.gov/vuln/detail/CVE-2023-28322
https://nvd.nist.gov/vuln/detail/CVE-2023-28321
https://nvd.nist.gov/vuln/detail/CVE-2023-27538
https://nvd.nist.gov/vuln/detail/CVE-2023-27536
https://nvd.nist.gov/vuln/detail/CVE-2023-27535
https://nvd.nist.gov/vuln/detail/CVE-2023-27534
https://nvd.nist.gov/vuln/detail/CVE-2023-27533
https://nvd.nist.gov/vuln/detail/CVE-2023-27522
https://nvd.nist.gov/vuln/detail/CVE-2023-27320
https://nvd.nist.gov/vuln/detail/CVE-2023-27043
https://nvd.nist.gov/vuln/detail/CVE-2023-26607
https://nvd.nist.gov/vuln/detail/CVE-2023-26606
https://nvd.nist.gov/vuln/detail/CVE-2023-26605
https://nvd.nist.gov/vuln/detail/CVE-2023-26545
https://nvd.nist.gov/vuln/detail/CVE-2023-26544
https://nvd.nist.gov/vuln/detail/CVE-2023-2650
https://nvd.nist.gov/vuln/detail/CVE-2023-26242
https://nvd.nist.gov/vuln/detail/CVE-2023-2612
https://nvd.nist.gov/vuln/detail/CVE-2023-2610
https://nvd.nist.gov/vuln/detail/CVE-2023-2609
https://nvd.nist.gov/vuln/detail/CVE-2023-2603
https://nvd.nist.gov/vuln/detail/CVE-2023-2602
https://nvd.nist.gov/vuln/detail/CVE-2023-25815
https://nvd.nist.gov/vuln/detail/CVE-2023-25690
https://nvd.nist.gov/vuln/detail/CVE-2023-25652
https://nvd.nist.gov/vuln/detail/CVE-2023-25588
https://nvd.nist.gov/vuln/detail/CVE-2023-25585
https://nvd.nist.gov/vuln/detail/CVE-2023-25584
https://nvd.nist.gov/vuln/detail/CVE-2023-25180
https://nvd.nist.gov/vuln/detail/CVE-2023-25012
https://nvd.nist.gov/vuln/detail/CVE-2023-24593
https://nvd.nist.gov/vuln/detail/CVE-2023-2426
https://nvd.nist.gov/vuln/detail/CVE-2023-23936
https://nvd.nist.gov/vuln/detail/CVE-2023-23920
https://nvd.nist.gov/vuln/detail/CVE-2023-23918
https://nvd.nist.gov/vuln/detail/CVE-2023-23916
https://nvd.nist.gov/vuln/detail/CVE-2023-23915

Tanzu Application Platform v1.6 (LTS)

Package name

VMware by Broadcom

Vulnerabilities resolved

CVE-2023-23914

CVE-2023-23559

CVE-2023-23455

CVE-2023-23454

CVE-2023-23004

CVE-2023-23000

CVE-2023-22995

CVE-2023-2283

CVE-2023-2269

CVE-2023-2235

CVE-2023-2194

CVE-2023-21843

CVE-2023-21835

CVE-2023-21830

CVE-2023-2166

CVE-2023-2162

CVE-2023-2156

CVE-2023-2124

CVE-2023-21102

CVE-2023-20938

CVE-2023-2007

CVE-2023-2006

CVE-2023-2004

CVE-2023-2002

CVE-2023-1999

CVE-2023-1998

CVE-2023-1990

CVE-2023-1989

CVE-2023-1972

CVE-2023-1872

CVE-2023-1859

CVE-2023-1855

CVE-2023-1670

CVE-2023-1667

CVE-2023-1652

CVE-2023-1611

CVE-2023-1513

CVE-2023-1382

CVE-2023-1264

CVE-2023-1255

CVE-2023-1195

CVE-2023-1194

CVE-2023-1193
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https://nvd.nist.gov/vuln/detail/CVE-2023-23914
https://nvd.nist.gov/vuln/detail/CVE-2023-23559
https://nvd.nist.gov/vuln/detail/CVE-2023-23455
https://nvd.nist.gov/vuln/detail/CVE-2023-23454
https://nvd.nist.gov/vuln/detail/CVE-2023-23004
https://nvd.nist.gov/vuln/detail/CVE-2023-23000
https://nvd.nist.gov/vuln/detail/CVE-2023-22995
https://nvd.nist.gov/vuln/detail/CVE-2023-2283
https://nvd.nist.gov/vuln/detail/CVE-2023-2269
https://nvd.nist.gov/vuln/detail/CVE-2023-2235
https://nvd.nist.gov/vuln/detail/CVE-2023-2194
https://nvd.nist.gov/vuln/detail/CVE-2023-21843
https://nvd.nist.gov/vuln/detail/CVE-2023-21835
https://nvd.nist.gov/vuln/detail/CVE-2023-21830
https://nvd.nist.gov/vuln/detail/CVE-2023-2166
https://nvd.nist.gov/vuln/detail/CVE-2023-2162
https://nvd.nist.gov/vuln/detail/CVE-2023-2156
https://nvd.nist.gov/vuln/detail/CVE-2023-2124
https://nvd.nist.gov/vuln/detail/CVE-2023-21102
https://nvd.nist.gov/vuln/detail/CVE-2023-20938
https://nvd.nist.gov/vuln/detail/CVE-2023-2007
https://nvd.nist.gov/vuln/detail/CVE-2023-2006
https://nvd.nist.gov/vuln/detail/CVE-2023-2004
https://nvd.nist.gov/vuln/detail/CVE-2023-2002
https://nvd.nist.gov/vuln/detail/CVE-2023-1999
https://nvd.nist.gov/vuln/detail/CVE-2023-1998
https://nvd.nist.gov/vuln/detail/CVE-2023-1990
https://nvd.nist.gov/vuln/detail/CVE-2023-1989
https://nvd.nist.gov/vuln/detail/CVE-2023-1972
https://nvd.nist.gov/vuln/detail/CVE-2023-1872
https://nvd.nist.gov/vuln/detail/CVE-2023-1859
https://nvd.nist.gov/vuln/detail/CVE-2023-1855
https://nvd.nist.gov/vuln/detail/CVE-2023-1670
https://nvd.nist.gov/vuln/detail/CVE-2023-1667
https://nvd.nist.gov/vuln/detail/CVE-2023-1652
https://nvd.nist.gov/vuln/detail/CVE-2023-1611
https://nvd.nist.gov/vuln/detail/CVE-2023-1513
https://nvd.nist.gov/vuln/detail/CVE-2023-1382
https://nvd.nist.gov/vuln/detail/CVE-2023-1264
https://nvd.nist.gov/vuln/detail/CVE-2023-1255
https://nvd.nist.gov/vuln/detail/CVE-2023-1195
https://nvd.nist.gov/vuln/detail/CVE-2023-1194
https://nvd.nist.gov/vuln/detail/CVE-2023-1193

Tanzu Application Platform v1.6 (LTS)

Package name

VMware by Broadcom

Vulnerabilities resolved

CVE-2023-1192

CVE-2023-1175

CVE-2023-1170

CVE-2023-118

CVE-2023-1079

CVE-2023-1078

CVE-2023-1077

CVE-2023-1076

CVE-2023-1075

CVE-2023-1074

CVE-2023-1073

CVE-2023-0804

CVE-2023-0803

CVE-2023-0802

CVE-2023-0801

CVE-2023-0800

CVE-2023-0799

CVE-2023-0798

CVE-2023-0797

CVE-2023-0796

CVE-2023-0795

CVE-2023-0597

CVE-2023-0464

CVE-2023-0459

CVE-2023-0458

CVE-2023-0433

CVE-2023-0401

CVE-2023-0394

CVE-2023-0361

CVE-2023-0288

CVE-2023-0266

CVE-2023-0217

CVE-2023-0216

CVE-2023-0215

CVE-2023-0210

CVE-2023-0054

CVE-2023-0051

CVE-2023-0049

CVE-2023-0045

CVE-2023-0030

CVE-2022-4899

CVE-2022-48425

CVE-2022-48424
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https://nvd.nist.gov/vuln/detail/CVE-2023-1192
https://nvd.nist.gov/vuln/detail/CVE-2023-1175
https://nvd.nist.gov/vuln/detail/CVE-2023-1170
https://nvd.nist.gov/vuln/detail/CVE-2023-1118
https://nvd.nist.gov/vuln/detail/CVE-2023-1079
https://nvd.nist.gov/vuln/detail/CVE-2023-1078
https://nvd.nist.gov/vuln/detail/CVE-2023-1077
https://nvd.nist.gov/vuln/detail/CVE-2023-1076
https://nvd.nist.gov/vuln/detail/CVE-2023-1075
https://nvd.nist.gov/vuln/detail/CVE-2023-1074
https://nvd.nist.gov/vuln/detail/CVE-2023-1073
https://nvd.nist.gov/vuln/detail/CVE-2023-0804
https://nvd.nist.gov/vuln/detail/CVE-2023-0803
https://nvd.nist.gov/vuln/detail/CVE-2023-0802
https://nvd.nist.gov/vuln/detail/CVE-2023-0801
https://nvd.nist.gov/vuln/detail/CVE-2023-0800
https://nvd.nist.gov/vuln/detail/CVE-2023-0799
https://nvd.nist.gov/vuln/detail/CVE-2023-0798
https://nvd.nist.gov/vuln/detail/CVE-2023-0797
https://nvd.nist.gov/vuln/detail/CVE-2023-0796
https://nvd.nist.gov/vuln/detail/CVE-2023-0795
https://nvd.nist.gov/vuln/detail/CVE-2023-0597
https://nvd.nist.gov/vuln/detail/CVE-2023-0464
https://nvd.nist.gov/vuln/detail/CVE-2023-0459
https://nvd.nist.gov/vuln/detail/CVE-2023-0458
https://nvd.nist.gov/vuln/detail/CVE-2023-0433
https://nvd.nist.gov/vuln/detail/CVE-2023-0401
https://nvd.nist.gov/vuln/detail/CVE-2023-0394
https://nvd.nist.gov/vuln/detail/CVE-2023-0361
https://nvd.nist.gov/vuln/detail/CVE-2023-0288
https://nvd.nist.gov/vuln/detail/CVE-2023-0266
https://nvd.nist.gov/vuln/detail/CVE-2023-0217
https://nvd.nist.gov/vuln/detail/CVE-2023-0216
https://nvd.nist.gov/vuln/detail/CVE-2023-0215
https://nvd.nist.gov/vuln/detail/CVE-2023-0210
https://nvd.nist.gov/vuln/detail/CVE-2023-0054
https://nvd.nist.gov/vuln/detail/CVE-2023-0051
https://nvd.nist.gov/vuln/detail/CVE-2023-0049
https://nvd.nist.gov/vuln/detail/CVE-2023-0045
https://nvd.nist.gov/vuln/detail/CVE-2023-0030
https://nvd.nist.gov/vuln/detail/CVE-2022-4899
https://nvd.nist.gov/vuln/detail/CVE-2022-48425
https://nvd.nist.gov/vuln/detail/CVE-2022-48424

Tanzu Application Platform v1.6 (LTS)

Package name Vulnerabilities resolved

e CVE-2022-48423
e CVE-2022-4842

« CVE-2022-48281
e CVE-2022-47929
e CVE-2022-47521
« CVE-2022-47520
« CVE-2022-47519
e CVE-2022-47518
e CVE-2022-47024
e CVE-2022-46908
o CVE-2022-45919
« CVE-2022-45888
« CVE-2022-45887
« CVE-2022-45886
« CVE-2022-45885
« CVE-2022-45884
e CVE-2022-45869
e CVE-2022-4543

« CVE-2022-4450

o CVE-2022-4415

e CVE-2022-44034
e CVE-2022-44033
e CVE-2022-44032
o CVE-2022-4382

« CVE-2022-4379

« CVE-2022-4304

e CVE-2022-4285

e CVE-2022-4269

« CVE-2022-42329
e CVE-2022-42328
e CVE-2022-4203

« CVE-2022-41848
e CVE-2022-4139

e CVE-2022-4129

« CVE-2022-41218
« CVE-2022-40898
e CVE-2022-40735
« CVE-2022-40133
« CVE-2022-3996
e CVE-2022-3857
e CVE-2022-38457
e CVE-2022-3821

« CVE-2022-38096
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https://nvd.nist.gov/vuln/detail/CVE-2022-48423
https://nvd.nist.gov/vuln/detail/CVE-2022-4842
https://nvd.nist.gov/vuln/detail/CVE-2022-48281
https://nvd.nist.gov/vuln/detail/CVE-2022-47929
https://nvd.nist.gov/vuln/detail/CVE-2022-47521
https://nvd.nist.gov/vuln/detail/CVE-2022-47520
https://nvd.nist.gov/vuln/detail/CVE-2022-47519
https://nvd.nist.gov/vuln/detail/CVE-2022-47518
https://nvd.nist.gov/vuln/detail/CVE-2022-47024
https://nvd.nist.gov/vuln/detail/CVE-2022-46908
https://nvd.nist.gov/vuln/detail/CVE-2022-45919
https://nvd.nist.gov/vuln/detail/CVE-2022-45888
https://nvd.nist.gov/vuln/detail/CVE-2022-45887
https://nvd.nist.gov/vuln/detail/CVE-2022-45886
https://nvd.nist.gov/vuln/detail/CVE-2022-45885
https://nvd.nist.gov/vuln/detail/CVE-2022-45884
https://nvd.nist.gov/vuln/detail/CVE-2022-45869
https://nvd.nist.gov/vuln/detail/CVE-2022-4543
https://nvd.nist.gov/vuln/detail/CVE-2022-4450
https://nvd.nist.gov/vuln/detail/CVE-2022-4415
https://nvd.nist.gov/vuln/detail/CVE-2022-44034
https://nvd.nist.gov/vuln/detail/CVE-2022-44033
https://nvd.nist.gov/vuln/detail/CVE-2022-44032
https://nvd.nist.gov/vuln/detail/CVE-2022-4382
https://nvd.nist.gov/vuln/detail/CVE-2022-4379
https://nvd.nist.gov/vuln/detail/CVE-2022-4304
https://nvd.nist.gov/vuln/detail/CVE-2022-4285
https://nvd.nist.gov/vuln/detail/CVE-2022-4269
https://nvd.nist.gov/vuln/detail/CVE-2022-42329
https://nvd.nist.gov/vuln/detail/CVE-2022-42328
https://nvd.nist.gov/vuln/detail/CVE-2022-4203
https://nvd.nist.gov/vuln/detail/CVE-2022-41848
https://nvd.nist.gov/vuln/detail/CVE-2022-4139
https://nvd.nist.gov/vuln/detail/CVE-2022-4129
https://nvd.nist.gov/vuln/detail/CVE-2022-41218
https://nvd.nist.gov/vuln/detail/CVE-2022-40898
https://nvd.nist.gov/vuln/detail/CVE-2022-40735
https://nvd.nist.gov/vuln/detail/CVE-2022-40133
https://nvd.nist.gov/vuln/detail/CVE-2022-3996
https://nvd.nist.gov/vuln/detail/CVE-2022-3857
https://nvd.nist.gov/vuln/detail/CVE-2022-38457
https://nvd.nist.gov/vuln/detail/CVE-2022-3821
https://nvd.nist.gov/vuln/detail/CVE-2022-38096

Tanzu Application Platform v1.6 (LTS)

Package name

VMware by Broadcom

Vulnerabilities resolved

CVE-2022-3715

CVE-2022-3707

CVE-2022-36402

CVE-2022-36280

CVE-2022-36056

CVE-2022-36033

CVE-2022-3545

CVE-2022-3523

CVE-2022-3521

CVE-2022-3435

CVE-2022-3424

CVE-2022-3344

CVE-2022-3238

CVE-2022-32215

CVE-2022-32214

CVE-2022-32213

CVE-2022-32212

CVE-2022-3169

CVE-2022-3114

CVE-2022-2982

CVE-2022-2980

CVE-2022-2961

CVE-2022-2946

CVE-2022-29458

CVE-2022-2923

CVE-2022-2889

CVE-2022-2862

CVE-2022-2849

CVE-2022-2845

CVE-2022-27943

CVE-2022-27672

CVE-2022-25836

CVE-2022-2581

CVE-2022-2571

CVE-2022-24963

CVE-2022-23649

CVE-2022-2345

CVE-2022-2344

CVE-2022-2343

CVE-2022-2304

CVE-2022-2207

CVE-2022-2206

CVE-2022-2196
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https://nvd.nist.gov/vuln/detail/CVE-2022-3715
https://nvd.nist.gov/vuln/detail/CVE-2022-3707
https://nvd.nist.gov/vuln/detail/CVE-2022-36402
https://nvd.nist.gov/vuln/detail/CVE-2022-36280
https://nvd.nist.gov/vuln/detail/CVE-2022-36056
https://nvd.nist.gov/vuln/detail/CVE-2022-36033
https://nvd.nist.gov/vuln/detail/CVE-2022-3545
https://nvd.nist.gov/vuln/detail/CVE-2022-3523
https://nvd.nist.gov/vuln/detail/CVE-2022-3521
https://nvd.nist.gov/vuln/detail/CVE-2022-3435
https://nvd.nist.gov/vuln/detail/CVE-2022-3424
https://nvd.nist.gov/vuln/detail/CVE-2022-3344
https://nvd.nist.gov/vuln/detail/CVE-2022-3238
https://nvd.nist.gov/vuln/detail/CVE-2022-32215
https://nvd.nist.gov/vuln/detail/CVE-2022-32214
https://nvd.nist.gov/vuln/detail/CVE-2022-32213
https://nvd.nist.gov/vuln/detail/CVE-2022-32212
https://nvd.nist.gov/vuln/detail/CVE-2022-3169
https://nvd.nist.gov/vuln/detail/CVE-2022-3114
https://nvd.nist.gov/vuln/detail/CVE-2022-2982
https://nvd.nist.gov/vuln/detail/CVE-2022-2980
https://nvd.nist.gov/vuln/detail/CVE-2022-2961
https://nvd.nist.gov/vuln/detail/CVE-2022-2946
https://nvd.nist.gov/vuln/detail/CVE-2022-29458
https://nvd.nist.gov/vuln/detail/CVE-2022-2923
https://nvd.nist.gov/vuln/detail/CVE-2022-2889
https://nvd.nist.gov/vuln/detail/CVE-2022-2862
https://nvd.nist.gov/vuln/detail/CVE-2022-2849
https://nvd.nist.gov/vuln/detail/CVE-2022-2845
https://nvd.nist.gov/vuln/detail/CVE-2022-27943
https://nvd.nist.gov/vuln/detail/CVE-2022-27672
https://nvd.nist.gov/vuln/detail/CVE-2022-25836
https://nvd.nist.gov/vuln/detail/CVE-2022-2581
https://nvd.nist.gov/vuln/detail/CVE-2022-2571
https://nvd.nist.gov/vuln/detail/CVE-2022-24963
https://nvd.nist.gov/vuln/detail/CVE-2022-23649
https://nvd.nist.gov/vuln/detail/CVE-2022-2345
https://nvd.nist.gov/vuln/detail/CVE-2022-2344
https://nvd.nist.gov/vuln/detail/CVE-2022-2343
https://nvd.nist.gov/vuln/detail/CVE-2022-2304
https://nvd.nist.gov/vuln/detail/CVE-2022-2207
https://nvd.nist.gov/vuln/detail/CVE-2022-2206
https://nvd.nist.gov/vuln/detail/CVE-2022-2196

Tanzu Application Platform v1.6 (LTS)

Package name

VMware by Broadcom

Vulnerabilities resolved

CVE-2022-2183

CVE-2022-2182

CVE-2022-2175

CVE-2022-2129

CVE-2022-2126

CVE-2022-2125

CVE-2022-2124

CVE-2022-2097

CVE-2022-2068

CVE-2022-1968

CVE-2022-1942

CVE-2022-1927

CVE-2022-1898

CVE-2022-1886

CVE-2022-1851

CVE-2022-1796

CVE-2022-1785

CVE-2022-1735

CVE-2022-1733

CVE-2022-1720

CVE-2022-1674

CVE-2022-1629

CVE-2022-1292

CVE-2022-1247

CVE-2022-0995

CVE-2022-0729

CVE-2022-0714

CVE-2022-0696

CVE-2022-0685

CVE-2022-0629

CVE-2022-0572

CVE-2022-0554

CVE-2022-0480

CVE-2022-0443

CVE-2022-0413

CVE-2022-0408

CVE-2022-0407

CVE-2022-0400

CVE-2022-0393

CVE-2022-0368

CVE-2022-0361

CVE-2022-0359

CVE-2022-0351
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Package name Vulnerabilities resolved

e CVE-2022-0319

« CVE-2022-0318
e CVE-2022-0261

e CVE-2022-0213

e CVE-2022-0158
« CVE-2022-0156
« CVE-2022-0128
e CVE-2021-45261
« CVE-2021-4148

e CVE-2021-4095

e CVE-2021-40812
« CVE-2021-3864
« CVE-2021-3712

e CVE-2021-26934
« CVE-2021-23840
« CVE-2020-36634
e CVE-2020-35501
e CVE-2020-17753
« CVE-2020-14304
e CVE-2020-14145
« CVE-2020-13844
« CVE-2020-13401
e CVE-2019-19814
« CVE-2019-19378
« CVE-2019-1563

« CVE-2019-15213
« CVE-2019-14899
« CVE-2019-1010204
« CVE-2018-6952
« CVE-2018-20699
« CVE-2018-20657
« CVE-2018-17977
e CVE-2018-12931
« CVE-2018-12930
« CVE-2018-12929
« CVE-2018-12928
« CVE-2018-1121

« CVE-2018-10126
« CVE-2018-1000021
« CVE-2017-13716

« CVE-2017-13693
« CVE-2017-13165

« CVE-2017-0537
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Package name Vulnerabilities resolved

« CVE-2016-8660
« CVE-2016-4472
e CVE-2016-20013
e CVE-2016-1585
« CVE-2016-0718
« CVE-2015-8553
« CVE-2015-1283
« CVE-2013-7445
e CVE-2013-1779

« CVE-2012-1148

« CVE-2012-0876
« CVE-2009-3720
« CVE-2007-2379

e CVE-2004-2761

v1.6.1 Resolved issues

The following issues, listed by component and area, are resolved in this release.
v1.6.1 Resolved issues: Cloud Native Runtimes

« New toggle feature for how to make ConfigMap updates. For some ConfigMaps in Cloud
Native Runtimes, such as config-features, the option to update using an overlay was not
taking effect. This issue is fixed.

With this version, the legacy behavior remains the same, but VMware introduced a
configuration to opt-in into updating ConfigMaps using overlays in Cloud Native Runtimes.
To configure this option, edit your cnr-values.yaml file to change the following
configuration:

allow manual configmap update: false

v1.6.1 Resolved issues: Crossplane

e« The Crossplane package now more gracefully handles situations in which Crossplane is
already installed to a cluster by using another method, for example, Helm install.

Previously the Crossplane Package assumed that Crossplane was not already installed on
the cluster, which is not always true. Rather than fail, the package completed installing,
which caused non-deterministic behavior.

Now, if you attempt to install or upgrade the Crossplane package on a cluster that has
Crossplane installed by other means, it fails with the error Resource already exists. In such
cases, you can either exclude the Crossplane package from the Tanzu Application Platform
installation, or set adopt resources to true in the Crossplane package to adopt resources
from your existing installation. For more information, see Use your existing Crossplane
installation.

« Resolved an issue where Crossplane Providers did not transition to HEALTHY=True if using a
custom certificate for your registry. This prevented the class claims used for dynamic
provisioning from reconciling. The Crossplane Package now inherits the data configured in

shared.ca_cert data Of tap-values.yaml.
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v1.6.1 Resolved issues: Namespace Provisioner

¢« Resolved an issue that prevented updates to the AWS |dentity and Access Management
(IAM) role from reflecting in the service accounts used by Supply Chains and Delivery
components.

¢ Resolved a behavior where the Namespace Provisioner failed if the same Git secret was
used multiple times within the additional sources section of the tap-values.yaml file. This
fix requires Cluster Essentials v1.6 or later installed on the cluster.

« Resolved an issue where a namespace managed by the Namespace Provisioner became
stuck in the Terminating phase during deletion if it contained a workload. This fix requires
Cluster Essentials v1.6 or later installed on the cluster.

v1.6.1 Resolved issues: Services Toolkit

e Resolved an issue that prevented the default cluster-admin IAM role on Google Kubernetes
Engine (GKE) clusters from claiming any of the Bitnami services.

Previously, if a user with the cluster-admin role on a GKE cluster attempted to claim any of
the Bitnami services, they received a validation error.

e« Resolved an issue affecting the dynamic provisioning flow if you used a
CompositeResourceDefinition that specified a schema that defined .status without also
defining .spec. You can now use a CompositeResourceDefinition which only specifies
.status in the schema.

Previously, if you attempted to create a ClassClaim for a ClusterlinstanceClass that referred
to such a CompositeResourceDefinition, the ClassClaim did not transition into Ready=True
and instead reported unexpected end of JSON input.

Vv1.6.1 Resolved issues: Supply Chain Security Tools (SCST) - Store

« Implemented basic logging in the AMR database.

¢ AMR database no longer creates a load balancer when enabling the shared ingress domain
and ingress values in tap-values.yaml.

e Modified the behavior of the /v1/artifact-groups/vulnerabilities/ search endpoint. It
now returns a list of artifact groups affected by the vulnerability even if the images or
sources in the query are not linked to them.

Previously the endpoint returned the list of artifact groups the images or sources were
linked to, even if the artifact group was not affected by the vulnerability.
v1.6.1 Resolved issues: Tanzu CLI Apps plug-in
« Implemented validations to prevent the inclusion of multiple sources through flags in the
workload create and workload apply commands.

« Modified the behavior of the commands when waiting to apply workload changes. If the
workload was previously in a failed state, it no longer immediately fails. When the --wait
flag is used, the command continues to wait until the workload either succeeds or fails
again. When the --tail flag is used, the command continues tailing logs from the Supply
chain steps that were impacted by the workload update.

v1.6.1 Resolved issues: Tanzu Developer Tools for IntelliJ
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¢ The apply action no longer stores the workload file path, which prevented modifying the
workload file path later. Now this information is either computed or obtained by prompting
the user as needed.

¢ Inthe Tanzu activity panel, the config-writer-pull-requester Of the type rRunnable is NO
longer incorrectly categorized as Unknown.

v1.6.1 Resolved issues: Tanzu Developer Tools for VS Code

e Errorsin the kubeconfig file ~/.kube/config that are not related to the current context are
now ignored, allowing you to work with Tanzu panel without any issues.

v1.6.1 Known issues

This release has the following known issues, listed by component and area.

ﬁ Note

Starting in this release, the release notes list known issues in every release until
they are resolved.

v1.6.1 Known issues: Application Configuration Service

« Client applications that include the spring-cloud-config-client dependency might fail to
start or properly load the configuration that Application Configuration Service produced.

« Installation might fail because the pod security context does not perfectly adhere to the
restricted pod security standard.

v1.6.1 Known issues: Artifact Metadata Repository Observer and CloudEvent Handler

e Periodic reconciliation or restarting of the AMR Observer causes reattempted posting of
ImageVulnerabilityScan results. There is an error on duplicate submission of identical
ImageVulnerabilityScans you can ignore if the previous submission was successful.

+« ReplicaSet status in AMR only has two states: created and deleted. There is a known issue
where the available and unavailable state is not showing. The workaround is that you can
interpolate this information from the instances metadata in the AMR for the ReplicaSet.

v1.6.1 Known issues: Bitnami Services

« If you try to configure private registry integration for the Bitnami services after having
already created a claim for one or more of the Bitnami services using the default
configuration, the updated private registry configuration does not appear to take effect.
This is due to caching behavior in the system which is not accounted for during
configuration updates. For a workaround, see Troubleshoot Bitnami Services.

v1.6.1 Known issues: Cloud Native Runtimes
« For Knative Serving, certain app name, namespace, and domain combinations produce
Knative Services with status certificateNotReady. For more information, see

Troubleshooting.

v1.6.1 Known issues: Crossplane
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« Crossplane Providers cannot communicate with systems using a custom CA. For more
information and a workaround, see Troubleshoot Crossplane.

e The Crossplane validatingwebhookconfiguration is not removed when you uninstall the
Crossplane Package. To workaround, delete the validatingwebhookconfiguration manually
by running kubectl delete validatingwebhookconfiguration crossplane.

v1.6.1 Known issues: Eventing

« When using vSphere sources in Eventing, the vsphere-source is using a high number of
informers to alleviate load on the API server. This causes high memory use.

v1.6.1 Known issues: Learning Center

e CVE-2023-26114: Versions of VS Code server before v4.10.1 are vulnerable to Missing
Origin Validation in WebSocket handshakes. For mitigation steps, see Known issues for
Learning Center.

v1.6.1 Known issues: Services Toolkit

e An error occurs if additionalProperties iS true in @ CompositeResourceDefinition. For
more information and a workaround, see Troubleshoot Services Toolkit.

v1.6.1 Known issues: Supply Chain Choreographer

« When using the Carvel Package Supply Chains, if the operator updates the parameter
carvel package.name suffix, existing workloads incorrectly output a Carvel package to the
GitOps repository that uses the old value of carvel package.name suffix. YOu can ignore
or delete this package.

o If the size of the resulting OpenAPIv3 specification exceeds a certain size, approximately
3 KB, the Supply Chain does not function. If you use the default Carvel package parameters,
you this issue does not occur. If you use custom Carvel package parameters, you might
encounter this size limit. If you exceed the size limit, you can either deactivate this feature,
or use a workaround. The workaround requires enabling a Tekton feature flag. For more
information, see the Tekton documentation.

e The ClusterSupplyChain scanning-image-scan-to-url does not update if you attempt to
update the ootb supply chain testing scanning field in the tap-values.yaml file to use a
specified ClusterlmageTemplate as follows:

ootb_supply chain_testing_scanning:
image_scanner_ template name: CLUSTERIMAGETEMPLATE

This is because the ClusterSupplyChain is preset to image-scanner-template. TO
workaround, edit the Out of the Box Supply template following the steps Modifying an Out
of the Box Supply template.

v1.6.1 Supply Chain Security Tools - Store

e SCST - Store automatically detects PostgreSQL database index corruptions. If SCST - Store
finds a PostgresSQL database index corruption issue, it does not reconcile. For how to fix
this issue, see Fix Postgres Database Index Corruption.

v1.6.1 Known issues: Tanzu Developer Portal (formerly named Tanzu Application Platform GUI)
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Ad-blocking browser extensions and standalone ad-blocking software can interfere with
telemetry collection within the VMware Customer Experience Improvement Program and
restrict access to all or parts of Tanzu Developer Portal. For more information, see
Troubleshooting.

ScmAuth is a Backstage concept that abstracts Source Code Management (SCM)
authentication into a package. An oversight in a recent code-base migration led to the
accidental exclusion of custom ScmAuth functions. This exclusion affected some client
operations, such as using Application Accelerators to create Git repositories on behalf of
users.

The back-end Kubernetes plug-in reports failure in multicluster environments. In a
multicluster environment when one request to a Kubernetes cluster fails, backstage-
kubernetes-backend reports a failure to the front end. This is a known issue with upstream
Backstage and it applies to all released versions of Tanzu Developer Portal. For more
information, see this Backstage code in GitHub. This behavior arises from the API at the
Backstage level. There are currently no known workarounds. There are plans for upstream
commits to Backstage to resolve this issue.

v1.6.1 Known issues: Tanzu Developer Portal - Supply Chain GUI plug-in

Any workloads created by using a custom resource definition (CRD) might not work as
expected. Only Out of the Box (OOTB) Supply Chains are supported in the GUI.

Supply Chain Security Tools - Scan v2.0, which introduces the ImagevulnerabilityScanner
CRD, is not currently supported in the Supply Chain GUI.

Downloading the SBOM from a vulnerability scan requires additional configuration in tap-
values.yaml. For more information, see Troubleshooting.

v1.6.1 Known issues: Tanzu Developer Tools for IntelliJ

The error com.vdurmont.semver4j.SemverException: Invalid version (no major version)
is shown in the error logs when attempting to perform a workload action before installing
the Tanzu CLI apps plug-in.

If you restart your computer while running Live Update without terminating the Tilt process
beforehand, there is a lock that incorrectly shows that Live Update is still running and
prevents it from starting again. For the fix, see Troubleshooting.

Workload actions and Live Update do not work when in a project with spaces in its name,
such as my app, Or in its path, such as c:\Users\My User\my-app. FOr more information, see
Troubleshooting.

An EDT Thread Exception error is logged or reported as a notification with a message
similar to "com.intellij.diagnostic.PluginException: 2007 ms to call on EDT
TanzuApplyActionfupdate@ProjectViewPopup". FOr more information, see Troubleshooting.

Vv1.6.1 Known issues: Tanzu Developer Tools for Visual Studio

Clicking the red square Stop button in the Visual Studio top toolbar can cause a workload to
fail. For more information, see Troubleshooting.

v1.6.1 Known issues: Tanzu Developer Tools for VS Code

In the Tanzu activity panel, the config-writer-pull-requester Of type Runnable is
incorrectly categorized as Unknown. The correct category is Supply Chain.
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e« Tanzu Debug does not work on Windows for new workloads. When attempting to Tanzu

Debug on Windows, the user sees an error message similar to the following:

Error: unable to check if filepath

"'FILE-PATH'"

For more information, see Troubleshooting.

is a valid url.

v1.6.1 Component versions

The following table lists the supported component versions for this Tanzu Application Platform

release.

Component Name

API Auto Registration

API portal

Application Accelerator

Application Configuration Service

Application Live View APlserver

Application Live View back end

Application Live View connector

Application Live View conventions

Application Single Sign-On

Artifact Metadata Repository Observer (alpha)

Bitnami Services

Carbon Black Scanner for SCST - Scan (beta)

Cartographer Conventions
cert-manager

Cloud Native Runtimes
Contour

Crossplane

Default Roles

Developer Conventions
Eventing (deprecated)

External Secrets Operator

Flux CD Source Controller
Grype Scanner for SCST - Scan
Learning Center (deprecated)
Learning Center workshops (deprecated)
Local Source Proxy
Namespace Provisioner

Out of the Box Delivery - Basic

VMware by Broadcom

Version

033

1.4.0

1.6.1

210

1.6.1

1.6.1

1.6.1

1.6.1

4.0.0

0.1.0-alpha.8

020

1.2.1-beta.l

073

231

231

1244

0.21

1.1.0

0.11.0

2.2.3-build.36

0.6.1+tap.6

0.36.1-build.2

1.6.66

0.3.1

03.0

0.1.0

0.4.0

0.13.6
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Component Name

Out of the Box Supply Chain - Basic

Out of the Box Supply Chain - Testing

Out of the Box Supply Chain - Testing and Scanning
Out of the Box Templates

Service Bindings

Services Toolkit

Snyk Scanner for SCST - Scan (beta)

Source Controller

Spring Boot conventions

Spring Cloud Gateway

Supply Chain Choreographer

Supply Chain Security Tools - Policy Controller
Supply Chain Security Tools - Scan

Supply Chain Security Tools - Scan 2.0 (beta)

Supply Chain Security Tools - Store

Tanzu Developer Portal (formerly Tanzu Application Platform GUI)

Tanzu Developer Portal Configurator (beta)
Tanzu Application Platform Telemetry
Tanzu Build Service

Tanzu CLI

Tanzu CLI Application Accelerator plug-in
Tanzu CLI Apps plug-in

Tanzu CLI Build Service plug-in

Tanzu CLI Insight plug-in

Tanzu Service CLI plug-in

Tekton Pipelines

Version

0.13.6

0.13.6

0.13.6

0.13.6

0.91

0.11.0

1.0.0-beta. 71

0.8.0

1.6.1

203

073

1.4.0

1.6.67

0.1.0-beta.45

1.6.2

1.6.3

0.1.2

0.6.1

1.11.10

0.90.0

1.6.0

0121

1.0.0

1.6.0

0.7.0

0.41.0+tap.8

Deprecations

The following features, listed by component, are deprecated. Deprecated features will remain on
this list until they are retired from Tanzu Application Platform.

Tanzu Application Platform deprecations

e Minikube support is deprecated and will be removed in Tanzu Application Platform v1.7.

Application Live View deprecations

e appliveview connnector.backend.sslDisabled is deprecated and marked for removal in

Tanzu Application Platform v1.7.0. For more information about the migration, see
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Deprecate the ssIDisabled key.

Application Single Sign-On (AppSSO) deprecations

e ClientRegistration resource clientAuthenticationMethod field values post and basic are
deprecated and marked for removal in Tanzu Application Platform v1.7.0. Use
client secret post and client secret basic instead.

Eventing deprecations

e Eventing in Tanzu Application Platform is deprecated and marked for removal in Tanzu
Application Platform v1.7.0.

Flux CD Source Controller deprecations

« Deprecations for the GitRepository API:

o spec.gitImplementation is deprecated. GitImplementation defines the Git client
library implementation. go-git is the default and only supported implementation.
libgit2 is no longer supported.

o spec.accessFrom iS deprecated. AccessFrom, which defines an Access Control List
for enabling cross-namespace references to this object, was never implemented.

o status.contentConfigChecksum is deprecated in favor of the explicit fields defined in
the observed artifact content config within the status.

o status.artifact.checksum iS deprecated in favor of status.artifact.digest.
o status.url is deprecated in favor of status.artifact.url.
« Deprecations for the ocIRepository API:

o status.contentConfigChecksum is deprecated in favor of the explicit fields defined in
the observed artifact content config within the status.

Learning Center deprecations

e« Learning Center is deprecated and marked for removal in Tanzu Application Platform v1.7.0.
Use Tanzu Academy instead for all Tanzu Application Platform learning and education
needs.

Services Toolkit deprecations

e The tanzu services claims CLI plug-in command is now deprecated. It is hidden from help
text output, but continues to work until officially removed after the deprecation period. The
NeW tanzu services resource-claims command provides the same function.

Source Controller deprecations

e« The Source Controller tmageRepository APl is deprecated and is marked for removal. Use
the ocirepository API instead. The Flux Source Controller installation includes the
OCIRepository API. For more information about the ocIrRepository API, see the Flux
documentation.

Supply Chain Choreographer deprecations

e Supply Chain Choreographer no longer uses the git implementation field. The go-git
implementation now assumes that 1ibgit2 is not supported.
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o Flux CD no longer supports the spec.gitImplementation field as of vO.33.0. For
more information, see the fluxcd/source-controller Changelog.

o Existing references to the git_ implementation field are ignored and references to
libgit2 do not cause failures. This is assured up to Tanzu Application Platform
v1.9.0.

o Azure DevOps works without specifying git implementation in Tanzu Application
Platform v1.6.1.

Supply Chain Security Tools (SCST) - Scan deprecations

e The docker field and related sub-fields used in SCST - Scan are deprecated and marked for
removal in Tanzu Application Platform v1.7.0.

The deprecation impacts the following components: Scan Controller, Grype Scanner, and
Snyk Scanner. Carbon Black Scanner is not impacted. For information about the migration
path, see Troubleshooting.

e« The profile based installation of Grype to a developer namespace and related fields in the
values file, such as grype.namespace and grype.targetImagePullSecret, are deprecated and
marked for removal in Tanzu Application Platform v1.8.0.

VMware recommends using the namespace provisioner to populate namespaces with all
the required resources, including the Grype installation. For information about how to use
namespace provisioner to populate a namespace with SCST - SCST scan, see Setup for
OOTB Supply Chains.

Tanzu Build Service deprecations

« The Ubuntu Bionic stack is deprecated: Ubuntu Bionic stops receiving support in April
2023. VMware recommends you migrate builds to Jammy stacks in advance. For how to
migrate builds, see Use Jammy stacks for a workload.

« The Cloud Native Buildpack Bill of Materials (CNB BOM) format is deprecated. VMware
plans to deactivate this format by default in Tanzu Application Platform v1.6.1 and remove
support in Tanzu Application Platform v1.8.

Tanzu CLI Apps plug-in deprecations

e« The default value for the —update-strategy flag is planned to change from merge tO replace

in Tanzu Application Platform v1.7.0.
Tekton Pipelines deprecations

e Tekton CclusterTask is deprecated and marked for removal. Use the Task API instead. For
more information, see the Tekton documentation.

Linux Kernel CVEs

Kernel level vulnerabilities are regularly identified and patched by Canonical. Tanzu Application
Platform releases with available images, which might contain known vulnerabilities. When Canonical
makes patched images available, Tanzu Application Platform incorporates these fixed images into
future releases.

The kernel runs on your container host VM, not the Tanzu Application Platform container image.
Even with a patched Tanzu Application Platform image, the vulnerability is not mitigated until you
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deploy your containers on a host with a patched OS. An unpatched host OS might be exploitable if
the base image is deployed.
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Components and installation profiles for
Tanzu Application Platform

This topic lists the components you can install with Tanzu Application Platform (commonly known as
TAP). You can install components as individual packages or you can install them using a profile
containing a predefined group of packages.

Tanzu Application Platform components

¢« API Auto Registration

When users deploy a workload that exposes an API, they want that API to automatically
show in Tanzu Developer Portal (formerly named Tanzu Application Platform GUI) without
requiring any added manual steps.

API Auto Registration is an automated workflow that can use a supply chain to create and
manage a Kubernetes Custom Resource (CR) of type APIDescriptor. A Kubernetes
controller reconciles the CR and updates the API entity in Tanzu Developer Portal to
achieve automated API registration from workloads. You can also use API Auto Registration
without supply chains by directly applying an Apibescriptor CR to the cluster.

o API portal

API portal for VMware Tanzu enables API consumers to find APIs they can use in their own
applications.

Consumers can view detailed APl documentation and try out an API to see if it meets their
needs. API portal assembles its dashboard and detailed APl documentation views by
ingesting OpenAPI| documentation from the source URLs. An API portal operator can add
any number of OpenAPI source URLS to appear in a single instance.

e« API Scoring and Validation

API Validation and Scoring focuses on scanning and validating an OpenAPI specification.
The API specification is generated from the API Auto Registration. After an APl is
registered, the API specification goes through static scan analysis and is validated. Based on
the validation, a scoring is provided to indicate the quality and health of the API
specification as it relates to Documentation, OpenAPI best practices, and Security.

e Application Accelerator

The Application Accelerator component helps app developers and app operators create
application accelerators.

Accelerators are templates that codify best practices and ensure that important
configurations and structures are in place. Developers can bootstrap their applications and
get started with feature development right away.

Application operators can create custom accelerators that reflect their desired architectures
and configurations and enable fleets of developers to use them. This helps ease operator
concerns about whether developers are implementing their best practices.

« Application Configuration Service
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Application Configuration Service provides a Kubernetes-native experience to enable the
runtime configuration of existing Spring applications that were previously leveraged by
using Spring Cloud Config Server.

Application Configuration Service is compatible with the existing Git repository configuration
management approach. It filters runtime configuration for any application by using slices
that produce secrets.

« Application Live View

Application Live View is a lightweight insight and troubleshooting tool that helps application
developers and application operators look inside running applications.

It is based on the concept of Spring Boot Actuators. The application provides information
from inside the running processes by using endpoints (in our case, HTTP endpoints).
Application Live View uses those endpoints to get the data from the application and to
interact with it.

e Application Single Sign-On

Application Single Sign-On enables application users to sign in to their identity provider
once and be authorized and identified to access any Kubernetes-deployed workload. It is a
secure and straightforward approach for developers and operators to manage access across
all workloads in the enterprise.

« Bitnami Services

Bitnami Services provides a set of services for Tanzu Application Platform backed by
corresponding Bitnami Helm Charts. Through integration with Crossplane and Services
Toolkit, these Bitnami Services are immediately ready for apps teams to consume, with no
additional setup or configuration required from ops teams. This makes it incredibly quick and
easy to get started working with services on Tanzu Application Platform.

« Cartographer Conventions

Use Cartographer Conventions to ensure infrastructure uniformity across workloads
deployed on the cluster. Cartographer Conventions provide a way to control how
applications should be deployed on Kubernetes using a convention. Use Cartographer
Conventions to apply the runtime best practices, policies, and conventions of your
organization to workloads as they are created on the platform.

. cert-manager

cert-manager adds certificates and certificate issuers as resource types to Kubernetes
clusters. It also helps you to obtain, renew, and use those certificates. For more information
about cert-manager, see the cert-manager documentation.

« Cloud Native Runtimes

Cloud Native Runtimes for Tanzu is a serverless application runtime for Kubernetes that is
based on Knative and runs on a single Kubernetes cluster. For information about Knative,
see the Knative documentation.

e« Contour

Contour is an ingress controller for Kubernetes that supports dynamic configuration updates
and multi-team ingress delegation. It provides the control plane for the Envoy edge and
service proxy. For more information about Contour, see the Contour documentation.

« Default roles for Tanzu Application Platform

This package includes five default roles for users, including app-editor, app-viewer, app-
operator, and service accounts including workload and deliverable. These roles are available
to help operators limit permissions a user or service account requires on a cluster that runs
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Tanzu Application Platform. They are built by using aggregated cluster roles in Kubernetes
role-based access control (RBAC). Default roles only apply to a user interacting with the
cluster by using kubectl and Tanzu CLI.

e Crossplane

Crossplane is an open source, Cloud Native Computing Foundation (CNCF) project built on
the foundation of Kubernetes. Tanzu Application Platform uses Crossplane to power a
number of capabilities, such as dynamic provisioning of services instances with Services
Toolkit and the Bitnami Services.

+« Developer Conventions
Developer conventions configure workloads to prepare them for inner loop development.

It’s meant to be a “deploy and forget” component for developers. After it is installed on the
cluster with the Tanzu Package CLI, developers do not need to directly interact with it.
Developers instead interact with the Tanzu Developer Tools for VSCode IDE Extension or
Tanzu CLI Apps plug-in, which rely on the Developer Conventions to edit the workload to
enable inner loop capabilities.

« Eventing

Eventing for VMware Tanzu focuses on providing tooling and patterns for Kubernetes
applications to manage event-triggered systems through Knative Eventing. For information
about Knative, see the Knative documentation.

e Flux CD Source Controller

The main role of this source management component is to provide a common interface for
artifact acquisition.

« Learning Center

Learning Center provides a platform for creating and self-hosting workshops. With Learning
Center, content creators can create workshops from markdown files that learners can view
in a terminal shell environment with an instructional wizard Ul. The Ul can embed slide
content, an integrated development environment (IDE), a web console for accessing the
Kubernetes cluster, and other custom web applications.

Although Learning Center requires Kubernetes to run, and it teaches users about
Kubernetes, you can use it to host training for other purposes as well. For example, you can
use it to train users on web-based applications, use of databases, or programming
languages.

¢« Local Source Proxy

Local Source Proxy is a secure and convenient means for you to interact with external
registries without providing a lot of registry details.

With Local Source Proxy, developers can interact with external registries without needing
to know registry specifics, such as endpoints, credentials, and certificates. This eliminates
the burden of platform and app operators having to distribute registry credentials to
developer workstations.

Developers can also seamlessly deploy their applications without managing registry
credentials on their local machines or keeping track of where their local source is uploaded.

« Namespace Provisioner

Namespace Provisioner provides an easy, secure, automated way for Platform Operators to
provision namespaces with the resources and proper namespace-level privileges needed for
developer workloads to function as intended.
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« Service Bindings

Service Bindings create a Kubernetes-wide specification for communicating service secrets
to workloads in a consistent way.

« Services Toolkit

Services Toolkit is responsible for backing many of the most exciting and powerful
capabilities for services in Tanzu Application Platform. From the integration of an extensive
list of cloud-based and on-prem services, through to the offering and discovery of those
services, and finally to the claiming and binding of service instances to application
workloads, Services Toolkit has the tools you need to make working with services on Tanzu
Application Platform simple, easy, and effective.

e Source Controller

Tanzu Source Controller provides a standard interface for artifact acquisition and extends
the function of Flux CD Source Controller. Tanzu Source Controller supports the following
two resource types:

o ImageRepository (deprecated)
o MavenArtifact
e« Spring Boot conventions

The Spring Boot convention server has a bundle of smaller conventions applied to any
Spring Boot application that is submitted to the supply chain in which the convention
controller is configured.

e Spring Cloud Gateway

Spring Cloud Gateway for Kubernetes is an API gateway solution based on the open-source
Spring Cloud Gateway project. It provides a simple means to route internal or external API
requests to application services that expose APIs.

¢« Supply Chain Choreographer

Supply Chain Choreographer is based on open-source Cartographer. It enables app
operators to create preapproved paths to production by integrating Kubernetes resources
with the elements of their existing toolchains, such as Jenkins.

Each pre-approved supply chain creates a paved road to production. It orchestrates supply
chain resources, namely test, build, scan, and deploy. Enabling developers to focus on
delivering value to their users. Pre-approved supply chains also assure application operators
that all code in production has passed through the steps of an approved workflow.

« Supply Chain Security Tools - Policy Controller

Supply Chain Security Tools - Policy is an admission controller that allows a cluster operator
to specify policies to verify image container signatures before admitting them to a cluster. It
works with cosign signature format and allows for fine-tuned configuration of policies based
on image source patterns.

e Supply Chain Security tools for Tanzu - Scan

With Supply Chain Security Tools for VMware Tanzu - Scan, you can build and deploy
secure trusted software that complies with their corporate security requirements.

To enable this, Supply Chain Security Tools - Scan provides scanning and gate keeping
capabilities that Application and DevSecOps teams can incorporate earlier in their path to
production. This is an established industry best practice for reducing security risk and
ensuring more efficient remediation.

e« Supply Chain Security Tools - Store
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Supply Chain Security Tools - Store saves software bills of materials (SBoMs) to a database
and enables you to query for image, source, package, and vulnerability relationships. It
integrates with SCST - Scan to automatically store the resulting source and image
vulnerability reports.

o Tanzu Developer Portal

Tanzu Developer Portal lets your developers view your organization’s running applications
and services. It provides a central location for viewing dependencies, relationships, technical
documentation, and even service status. Tanzu Developer Portal is built from the Cloud
Native Computing Foundation’s project Backstage.

« Tanzu Application Platform Telemetry

Tanzu Application Platform Telemetry is a set of objects that collect data about the use of
Tanzu Application Platform and send it back to VMware for product improvements. A
benefit of remaining enrolled in telemetry and identifying your company during Tanzu
Application Platform installation is that VMware can provide your organization with use
reports about Tanzu Application Platform. For information about enrolling in telemetry
reports, see Tanzu Application Platform usage reports.

ﬂ Note

You can opt out of telemetry collection by following the instructions in
Opting out of telemetry collection.

« Tanzu Build Service

Tanzu Build Service uses the open-source Cloud Native Build packs project to turn
application source code into container images.

Tanzu Build Service executes reproducible builds that align with modern container
standards and keeps images up to date. It does so by leveraging Kubernetes infrastructure
with kpack, a Cloud Native Build packs Platform, to orchestrate the image life cycle.

The kpack CLI tool, kp, can aid in managing kpack resources. Build Service helps you
develop and automate containerized software workflows securely and at scale.

« Tanzu Buildpacks

Tanzu Buildpacks provide framework and runtime support for applications. Buildpacks
typically examine your applications to work out what dependencies to download and how to
configure the apps to communicate with bound services.

Tanzu Buildpacks use open-source Paketo Buildpacks to allow Tanzu Application Platform
users to turn their application source code into container images. From Tanzu Application
Platform v1.6, builders, stacks, and buildpacks are packaged separately from Tanzu Build
Service, but are included in the same Tanzu Application Platform profiles as Tanzu Build
Service. All buildpacks follow the package name format *.buildpacks.tanzu.vmware.com.

« Tanzu Developer Tools for IntelliJ

Tanzu Developer Tools for IntelliJ is the official VMware Tanzu IDE extension for IntelliJ
IDEA to help you develop code by using Tanzu Application Platform. This extension enables
you to rapidly iterate on your workloads on supported Kubernetes clusters that have Tanzu
Application Platform installed.

e« Tanzu Developer Tools for Visual Studio

Tanzu Developer Tools for Visual Studio is the official VMware Tanzu IDE extension for
Visual Studio to help you develop code by using Tanzu Application Platform. The Visual
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Studio extension enables live updates of your application while it runs on the cluster and
lets you debug your application directly on the cluster.

« Tanzu Developer Tools for Visual Studio Code

Tanzu Developer Tools for VS Code is the official VMware Tanzu IDE extension for VS Code
to help you develop code by using Tanzu Application Platform. The VS Code extension
enables live updates of your application while it runs on the cluster and lets you debug your
application directly on the cluster.

« Tekton Pipelines

Tekton is a powerful and flexible open-source framework for creating CI/CD systems,
enabling developers to build, test, and deploy across cloud providers and on-premise
systems.

Installation profiles in Tanzu Application Platform v1.6

You can deploy Tanzu Application Platform through predefined profiles, each containing various
packages, or you can install the packages individually. The profiles allow Tanzu Application Platform
to scale across an organization’s multicluster, multi-cloud, or hybrid cloud infrastructure. These
profiles are not meant to cover all use cases, but serve as a starting point to allow for further
customization.

The following profiles are available in Tanzu Application Platform:

e Full (ful1): Contains nearly all Tanzu Application Platform packages. For the exceptions to
the full profile, see the packages with a check mark in the Not in a profile column in the
table later in this section.

o lterate (iterate): Intended for iterative application development.

o Build (build): Intended for the transformation of source revisions to workload revisions.
Specifically, hosting workloads and SupplyChains.

¢ Run (run): Intended for the transformation of workload revisions to running pods.
Specifically, hosting deliveries and deliverables.

« View (view): Intended for instances of applications related to centralized developer
experiences. Specifically, Tanzu Developer Portal and Metadata Store.

The following tables list the packages contained in each profile. Packages not included in any profile
are available to install as individual packages only. See the component documentation for the
package for installation instructions. For a diagram showing the packages contained in each profile,
see Overview of multicluster Tanzu Application Platform.

Packages: Ato C

Package Name Full Iterate Build Run View Not in a profile

API Auto Registration v v v

API portal v v

Application Accelerator v v

Application Configuration Service v

Application Live View APIServer v v v

Application Live View back end v v
Application Live View connector v v v
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Package Name Full Iterate Build Run View Not in a profile
Application Live View conventions v v v
Application Single Sign-On v v v
Artifact Metadata Repository Observer (alpha) v
Bitnami Services v v v
Carbon Black Scanner for SCST - Scan (beta) 4
cert-manager v v v v v
Cloud Native Runtimes v v v
Contour v v v v v
Crossplane v v v

Packages: Dto R

Package Name Full Iterate Build Run View Not in a profile
Default Roles v v v v
Developer Conventions v v
External Secrets Operator 4
Eventing v v v
Flux Source Controller 4 v v v 4
Grype Scanner for SCST - Scan v v
Learning Center v v
Local Source Proxy v v
Namespace Provisioner v v v v
Out of the Box Delivery - Basic v v v
Out of the Box Supply Chain - Basic v v v
Out of the Box Supply Chain - Testing v v v
Out of the Box Supply Chain - Testing and v v
Scanning
Out of the Box Templates v v v v

Packages: Sto Z

Package Name Full Iterate Build Run View Not in a profile
Service Bindings v v v
Services Toolkit v v v
Source Controller v v v v v
Snyk Scanner for SCST - Scan (beta) 4
Spring Boot conventions v v v
Spring Cloud Gateway v
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Package Name

Supply Chain Choreographer
SCST - Policy Controller
SCST - Scan
SCST - Scan 2.0 (beta)
SCST - Store
Tanzu Build Service
Tanzu Developer Portal
Tekton Pipelines

Telemetry

ﬁ Note

Full

Iterate

v

Build Run View
v v
v

v

v
v

v
v
v v v

Not in a profile

You can only install one supply chain at any given time. For information about
switching supply chains, see Add testing and scanning to your application.

Language and framework support in Tanzu Application

Platform

The following table shows the languages and frameworks supported by Tanzu Application Platform

components.

Tanzu

Language or Build Runtime
Framework . Conventions
Service
Java v v
Spring Boot v v

.NET Core v

Steeltoe v

NodeJS v

Python v

golang v

PHP v

Ruby 4
Notes:

Tanzu

Developer

v

Tooling

Application
Live View

Functions

Extended Scanning
Coverage using
Buildpack SBOM's

v

« Tanzu Developer Tooling: This refers to the developer conventions that enable debugging
and Live Update function in the inner loop.

« Extended Scanning Coverage: When building container images with the Tanzu Build
Service, the Cloud Native Build Packs used in the build process for the specified languages
produce a Software Bill of Materials (SBOM). Some scan engines support the enhanced
ability to use this SBOM as a source for the scan. Out of the Box Supply Chain - Testing and
Scanning leverages Anchore’s Grype for the image scan, which suppports this capability. In
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addition, users have the ability to leverage Carbon Black Container image scans, which also
supports this enhanced scan coverage.

e« Spring Boot: You must use a supported version of Spring Boot to ensure compatibility with
Tanzu Application Platform components. For more information, see Spring Boot Support.

Installing Tanzu Application Platform

For more information about installing Tanzu Application Platform, see Installing Tanzu Application
Platform.
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Install Tanzu Application Platform

You can install Tanzu Application Platform (commonly known as TAP) by using one of the following

methods:

Install Tanzu Application Platform online. For Tanzu Application Platform on a Kubernetes
cluster with internet access.

Install Tanzu Application Platform in an air-gapped environment. For Tanzu Application
Platform on a Kubernetes cluster air-gapped from external traffic.

Install Tanzu Application Platform with GitOps (beta). For Tanzu Application Platform on a
Kubernetes cluster via a GitOps approach.

Install Tanzu Application Platform in AWS. For installing Tanzu Application platform using
AWS Cloud Services.

Install Tanzu Application Platform in Azure. For installing Tanzu Application platform using
Azure Cloud Services.

Install Tanzu Application Platform on OpenShift. For Tanzu Application Platform on an
OpenShift cluster with internet access.

Install Tanzu Application Platform with Tanzu Mission Control. For installing Tanzu
Application platform on a managed cluster using Tanzu Mission Control.

Install Tanzu Application Platform

You can install Tanzu Application Platform (commonly known as TAP) by using one of the following

methods:

Install Tanzu Application Platform online. For Tanzu Application Platform on a Kubernetes
cluster with internet access.

Install Tanzu Application Platform in an air-gapped environment. For Tanzu Application
Platform on a Kubernetes cluster air-gapped from external traffic.

Install Tanzu Application Platform with GitOps (beta). For Tanzu Application Platform on a
Kubernetes cluster via a GitOps approach.

Install Tanzu Application Platform in AWS. For installing Tanzu Application platform using
AWS Cloud Services.

Install Tanzu Application Platform in Azure. For installing Tanzu Application platform using
Azure Cloud Services.

Install Tanzu Application Platform on OpenShift. For Tanzu Application Platform on an
OpenShift cluster with internet access.

Install Tanzu Application Platform with Tanzu Mission Control. For installing Tanzu
Application platform on a managed cluster using Tanzu Mission Control.

Prerequisites for installing Tanzu Application Platform

The following are required to install Tanzu Application Platform (commonly known as TAP):
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Broadcom Support Portal and container image registry
requirements

Installation requires:
e Access to Broadcom Support Portal:

o A Broadcom Support Portal account to download Tanzu Application Platform
packages.

o Network access to Broadcom registry tanzu.packages.broadcom.com.
e Cluster-specific registry:

o A container image registry, such as Harbor or Docker Hub for application images,
base images, and runtime dependencies. When available, VMware recommends
using a paid registry account to avoid potential rate-limiting associated with some
free registry offerings.

o Recommended storage space for container image registry:

= 1 GB of available storage if installing Tanzu Build Service with the 1ite set of
dependencies.

= 10 GB of available storage if installing Tanzu Build Service with the ful1 set
of dependencies, which are suitable for offline environments.

ﬁ Note

For production environments, full dependencies are recommended
to optimize security and performance. For more information about
Tanzu Build Service dependencies, see About lite and full
dependencies.

e Registry credentials with read and write access available to Tanzu Application Platform to
store images.

« Network access to your chosen container image registry.

DNS Records

There are some optional but recommended DNS records you must allocate if you decide to use
these particular components:

« Cloud Native Runtimes (Knative): Allocate a wildcard subdomain for your developer’s
applications. This is specified in the shared.ingress domain key of the tap-values.yaml
configuration file that you input with the installation. This wildcard must be pointed at the
external IP address of the tanzu-system-ingress’s envoy service. See Access with the
shared Ingress method for more information about tanzu-system-ingress.

e Tanzu Learning Center: Similar to Cloud Native Runtimes, allocate a wildcard subdomain for
your workshops and content. This is also specified by the shared.ingress domain key of the
tap-values.yaml configuration file that you input with the installation. This wildcard must be
pointed at the external IP address of the tanzu-system-ingress’s envoy Service.

e« Tanzu Developer Portal (formerly named Tanzu Application Platform GUI): If you decide to
implement the shared ingress and include Tanzu Developer Portal, allocate a fully Qualified
Domain Name (FQDN) that can be pointed at the tanzu-system-ingress service. The
default host name consists of tap-gui and the shared.ingress domain value. For example,

tap-gui.example.com.
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e Supply Chain Security Tools - Store: Similar to Tanzu Developer Portal, allocate a fully
Qualified Domain Name (FQDN) that can be pointed at the tanzu-system-ingress service.
The default host name consists of metadata-store and the shared.ingress domain value.
For example, metadata-store.example.com.

e Application Live View: If you select the ingressEnabled option, allocate a corresponding
fully Qualified Domain Name (FQDN) that can be pointed at the tanzu-system-ingress
service. The default host name consists of appliveview and the shared.ingress domain
value. For example, appliveview.example.com.

Tanzu Developer Portal

For Tanzu Developer Portal, you must have:

o Latest version of Chrome, Firefox, or Edge. Tanzu Developer Portal currently does not
support Safari browser.

e Git repository for Tanzu Developer Portal’s software catalogs, with a token allowing read
access. For more information about how to use your Git repository, see Create an
application accelerator. Supported Git infrastructure includes:

o GitHub
o GitLab
o Azure DevOps

e« Tanzu Developer Portal Blank Catalog from the Broadcom Support Portal.

o Toinstall, download the file named Tanzu Developer Portal Blank Catalog. You
must extract the catalog to the preceding Git repository of choice. This serves as
the configuration location for your organization’s catalog inside Tanzu Developer
Portal.

« The Tanzu Developer Portal catalog allows for two approaches to store catalog information:

o The default option uses an in-memory database and is suitable for test and
development scenarios. This reads the catalog data from Git URLs that you specify
in the tap-values.yaml file. This data is temporary. Any operations that cause the
server pod in the tap-gui namespace to be re-created also cause this data to be
rebuilt from the Git location. This can cause issues when you manually register
entities by using the Ul, because they only exist in the database and are lost when
that in-memory database gets rebuilt.

o For production use cases, use a PostgreSQL database that exists outside the Tanzu
Application Platform packaging. The PostgreSQL database stores all the catalog
data persistently both from the Git locations and the Ul manual entity registrations.
For more information, see Configure the Tanzu Developer Portal database

Kubernetes cluster requirements
Installation requires Kubernetes cluster v1.25, v1.26 or v1.27 on one of the following Kubernetes
providers:

e Azure Kubernetes Service.

e Amazon Elastic Kubernetes Service.
o containerd must be used as the Container Runtime Interface (CRI). Some versions of
EKS default to Docker as the container runtime and must be changed to containerd.

o EKS clusters on Kubernetes version 1.23 and above require the Amazon EBS CSI
Driver due to CSIMigrationAWS is enabled by default in Kubernetes version 1.23 and
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above.

= Users currently on EKS Kubernetes version 1.22 must install the Amazon
EBS CSI Driver before upgrading to Kubernetes version 1.23 and above. See
AWS documentation for more information.

o AWS Fargate is not supported.

« Google Kubernetes Engine.
o GKE Autopilot clusters do not have the required features enabled.

o GKE clusters that are set up in zonal mode might detect Kubernetes API errors
when the GKE control plane is resized after traffic increases. Users can mitigate this
by creating a regional cluster with three control-plane nodes right from the start.

e« Minikube.
o Reference the resource requirements in the following section.

o Hyperkit driver is supported on macOS only. Docker driver is not supported.

« Red Hat OpenShift Container Platform v4.12 or v4.13.
o VvSphere

o Baremetal

e« Tanzu Kubernetes Grid (commonly called TKG) with Standalone Management Cluster. For
more information, see the Tanzu Kubernetes Grid documentation.

e VvSphere with Tanzu v8.0.1c or later and Tanzu Application Platform v1.6.2 or later.

o For vSphere with Tanzu, you must configure the pod security policies so the Tanzu
Application Platform controller pods can run as root. For more information, see the
Kubernetes documentation.

To set the pod security policies, run:

kubectl create clusterrolebinding default-tkg-admin-privileged-binding --

clusterrole=psp:vmware-system-privileged --group=system:authenticated
For more information about the pod security policies on Tanzu for vSphere, see the
VMware vSphere documentation.

For more information about the supported Kubernetes versions, see Kubernetes version support
for Tanzu Application Platform.

Resource requirements

« To deploy Tanzu Application Platform packages iterate profile on local Minikube cluster,
your cluster must have at least:

o 8 VvCPUs for i9 (or equivalent) available to Tanzu Application Platform components
on Mac OS.

o 12 vCPUs for i7 (or equivalent) available to Tanzu Application Platform components
on Mac OS.

o 8 VvCPUs available to Tanzu Application Platform components on Linux and
Windows.

o 12 GB of RAM available to Tanzu Application Platform components on Mac OS,
Linux and Windows.

o 70 GB of disk space available per node.

¢ To deploy Tanzu Application Platform packages full profile, your cluster must have at least:
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o 8 GB of RAM available per node to Tanzu Application Platform.
o 16 vCPUs available across all nodes to Tanzu Application Platform.

o 100 GB of disk space available per node.

0 Important

-
Tanzu Application Platform requires a minimum of 120 GB per node of
ephemeral storage. If you do not allocate at least this amount of ephemeral
storage for kubelet on all cluster nodes, you receive the error
minDiskPerNode: some cluster nodes don't meet minimum disk space
requirement of '100Gi'. For more information about configuring the
storage for a TKG cluster on Supervisor, see vialpha3 Example: TKC with
Default Storage and Node Volumes and vibetal Example: Custom Cluster
Based on the Default ClusterClass.

e To deploy Tanzu Application Platform packages build, run and iterate (shared) profile, your
cluster must have at least:

o 8 GB of RAM available per node to Tanzu Application Platform.
o 12 vCPUs available across all nodes to Tanzu Application Platform.
o 100 GB of disk space available per node.

¢ To deploy Tanzu Application Platform packages view profile, your cluster must have at least:

o 8 GB of RAM available per node to Tanzu Application Platform.
o 8 VvCPUs available across all nodes to Tanzu Application Platform.
o 100 GB of disk space available per node.

e For the full profile or use of Security Chain Security Tools - Store, your cluster must have a
configured default StorageClass.

e Pod security policies must be configured so that Tanzu Application Platform controller pods
can run as root in the following optional configurations:

o Tanzu Build Service, in which CustomStacks require root privileges. For more
information, see Tanzu Build Service documentation.

o Supply Chain, in which Kaniko usage requires root privileges to build containers.
o Tanzu Learning Center, which requires root privileges.

For more information about pod security policies, see Kubernetes documentation.

Tools and CLI requirements

Installation requires:

¢ The Kubernetes CLI (kubectl) v1.25, v1.26 or v1.27 installed and authenticated with admin
rights for your target cluster. See Install Tools in the Kubernetes documentation.

Next steps

¢ Install the Tanzu CLI

Kubernetes version support for Tanzu Application Platform
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The following is a matrix table providing details of the compatible Kubernetes cluster versions for
Tanzu Application Platform v1.6.

Kubernetes Cluster Support Information  Notes
Kubernetes v1.25, v1.26, v1.27
VMware Tanzu Kubernetes Grid v2.4.0,v2.3.0,v2.2.0 Support for Tanzu Kubernetes Grid v2.4.x begins with

Tanzu Application Platform v1.6.4

Support for Tanzu Kubernetes Grid v2.3.x begins with
Tanzu Application Platform v1.6.2

Tanzu Kubernetes releases TKr v1.25.7 for Support for TKr v1.25.7 begins with Tanzu Application
(vSphere with Tanzu) vSphere v8.x Platform v1.6.2

OpenShift v4.12,v4.13

Azure Kubernetes Service Supported

Elastic Kubernetes Service Supported

Google Kubernetes Engine Supported

Install the Tanzu CLI

This topic tells you how to install the Tanzu CLI and plug-ins on Tanzu Application Platform
(commonly known as TAP).

Set the Kubernetes cluster context

For information about the supported Kubernetes cluster providers and versions, see Kubernetes
cluster requirements.

To set the Kubernetes cluster context:

1. List the existing contexts by running:

kubectl config get-contexts
For example:

$ kubectl config get-contexts
CURRENT NAME CLUSTER AUTHINFO
NAMESPACE

aks-repo-trial aks-repo-trial clusterUser_aks-r
g-01_ aks-repo-trial
& aks-tap-cluster aks-tap-cluster clusterUser_aks-r

g-01_aks-tap-cluster

2. |If you are managing multiple cluster contexts, set the context to the cluster that you want
to use for the Tanzu Application Platform packages installation by running:

kubectl config use-context CONTEXT

Where conTEXT is the cluster that you want to use. For example, aks-tap-cluster.

For example:

$ kubectl config use-context aks-tap-cluster

Switched to context "aks-tap-cluster".
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Install or update the Tanzu CLI and plug-ins

The Tanzu CLI and plug-ins enable you to install and use the Tanzu Application Platform functions
and features.

Install the Tanzu CLI

The Tanzu CLI core v1.0.0 distributed with Tanzu Application Platform is forward and backward
compatible with all supported releases of Tanzu Application Platform.

Run a single command to install the plug-in group version that matches the Tanzu Application
Platform version on any target environment. For more information, see Install Tanzu CLI Plug-ins.

Use a package manager to install Tanzu CLI on Windows, Mac, or Linux OS. Alternatively,
download and install manually from Broadcom Support Portal or GitHub.

Basic installation instructions are provided below. For more information including how to install the
Tanzu CLI and CLI plug-ins in Internet-restricted environments, see the VMware Tanzu CLI
documentation.

ﬁ Note

To retain an existing installation of the Tanzu CLI, move the CLI binary from
/usr/local/bin/tanzu Or C:\Program Files\tanzu on Windows to a different
location before following the steps below.

Install using a package manager
To install the Tanzu CLI using a package manager:

1. Follow the instructions for your package manager below. This installs the latest version of
the CLI available in the package registry.

o Homebrew (MacOS):

brew update
brew install vmware-tanzu/tanzu/tanzu-cli

o Chocolatey (Windows):

choco install tanzu-cli

The tanzu-cli package is part of the main Chocolatey Community Repository.
When a new tanzu-cli version is released, it might not be available immediately.
If the above command fails, run:

choco install tanzu-cli --version TANZU-CLI-VERSION

Where TANZU-CLI-VERSION is the Tanzu CLI version you want to install.

For example:

choco install tanzu-cli --version 1.3.0

o APT (Debian or Ubuntu):

sudo mkdir -p /etc/apt/keyrings/
sudo apt-get update
sudo apt-get install -y ca-certificates curl gpg
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curl -fsSL https://packages.vmware.com/tools/keys/VMWARE-PACKAGING-GPG
-RSA-KEY.pub | sudo gpg --dearmor -o /etc/apt/keyrings/tanzu-archive-k
eyring.gpg

echo "deb [arch=amd64 signed-by=/etc/apt/keyrings/tanzu-archive-keyrin
g.gpg]l https://storage.googleapis.com/tanzu-cli-os-packages/apt tanzu-
cli-jessie main" | sudo tee /etc/apt/sources.list.d/tanzu.list

sudo apt-get update

sudo apt-get install -y tanzu-cli

o  YUM or DNF (RHEL):

cat << EOF | sudo tee /etc/yum.repos.d/tanzu-cli.repo

[tanzu-cli]

name=Tanzu CLI
baseurl=https://storage.googleapis.com/tanzu-cli-os-packages/rpm/tanzu
=@,

enabled=1

gpgcheck=1

repo_gpgcheck=1
gpgkey=https://packages.vmware.com/tools/keys/VMWARE-PACKAGING-GPG-RSA
-KEY.pub

EOF

sudo yum install -y tanzu-cli # If you are using DNF, run sudo dnf ins

tall -y tanzu-cli.

2. Check that the correct version of the CLI is properly installed.

tanzu version

version: v1.3.0

Install from a binary release
Complete the following steps:

1. Download the Tanzu CLI binary from one of the following locations:
o Broadcom Support Portal:

1. Go to the Broadcom Support Portal, expand the VMware Tanzu
Application Platform dropdown, and click the 1.6.13 release.

2. |If you have not done so already, select the | agree to Terms and
Conditions check box.

3. Download the tanzu-core-cli binary. Choose from tanzu-core-cli-linux,
tanzu-core-cli-mac, or tanzu-core-cli-windows.

4. Download the Tanzu CLI binary for your operating system.
o GitHub:
1. Go to Tanzu CLI release v1.3.0 on GitHub.

2. Download the Tanzu CLI binary for your operating system, for example,

tanzu-cli-windows-amd64.tar.gz
2. Use an extraction tool to unpack the binary file:

o macOs:

tar -xvf tanzu-cli-darwin-amdé64.tar.gz

o Linux:
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tar -xvf tanzu-cli-linux-amdé4.tar.gz

o Windows:
Use the Windows extractor tool to unzip tanzu-cli-windows-amd64.zip.

3. Make the CLI available to the system. cd to the directory containing the extracted CLI
binary then install the binary:

o macOsS:

Install the binary to /usr/local/bin:

install tanzu-cli-darwin amdé64 /usr/local/bin/tanzu

o Linux:

Install the binary to /usr/local/bin:
sudo install tanzu-cli-linux_amdé64 /usr/local/bin/tanzu

o Windows:
1. Create a new pProgram Files\tanzu folder.

2. Copy the tanzu-cli-windows amdé64.exe file into the new program
Files\tanzu folder.

3. Rename tanzu-cli-windows amdé4.exe tO tanzu.exe.

4. Right-click the tanzu folder, select Properties > Security, and make sure

that your user account has the Full Control permission.
5. Use Windows Search to search for env.

6. Select Edit the system environment variables and click the
Environment Variables button.

7. Select the path row under System variables, and click Edit.

8. Click New to add a new row and enter the path to the Tanzu CLI. The

path value must not include the .exe extension. For example, C:\Program

Files\tanzu.

4. Check that the correct version of the CLI is properly installed:

tanzu version

version: v1.3.0

Install Tanzu CLI Plug-ins

There is a group of Tanzu CLI plug-ins which extend the Tanzu CLI Core with Tanzu Application

Platform specific functionality. The plug-ins can be installed as a group with a single command.

Versioned releases of the Tanzu Application Platform specific plug-in group align to each supported

Tanzu Application Platform version.

This makes it easy to switch between different versions of Tanzu Application Platforms
environments.

Use the following commands to search for, install, and verify Tanzu CLI plug-in groups.

List the versions of each plug-in group available across Tanzu
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tanzu plugin group search --show-details

List the versions of the Tanzu Application Platform specific plug-in group

tanzu plugin group search --name vmware-tanzu/default --show-details

Install the version of the Tanzu Application Platform specific plug-in group matching your target

environment
tanzu plugin install --group vmware-tap/default:vl1.6.13
Verify the plug-in group list against the plug-ins that were installed
tanzu plugin group get vmware-tap/default:v1.6.13

tanzu plugin list

For air-gapped installation, see the Installing the Tanzu CLI in Internet-Restricted Environments
section of the Tanzu CLI documentation.

Next steps

For online installation:

e Deploy Cluster Essentials*

¢ Install Tanzu Application Platform package and profiles
For air-gapped installation:

¢ Deploy Cluster Essentials*

« Install Tanzu Application Platform in your air-gapped environment
For installation on AWS Cloud:

« Create AWS Resources for Tanzu Application Platform

¢« Deploy Cluster Essentials*

« Install Tanzu Application Platform package and profiles on AWS
For installation on Azure Cloud:

« Create Azure Resources for Tanzu Application Platform

e Deploy Cluster Essentials*

« Install Tanzu Application Platform package and profiles on Azure
For installation on OpenShift clusters:

e Deploy Cluster Essentials*

¢ Install the Tanzu Application Platform package and profiles
For GitOps (beta) installation:

e Deploy Cluster Essentials*

¢ Install Tanzu Application Platform through GitOps with External Secrets Operator (ESO)

« Install Tanzu Application Platform through Gitops with Secrets OPerationS (SOPS)
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* When you use a VMware Tanzu Kubernetes Grid cluster, you do not need to install Cluster
Essentials because the contents of Cluster Essentials are already installed on your cluster.

Install Tanzu Application Platform (online)

To install Tanzu Application Platform (commonly known as TAP) on your Kubernetes clusters with

internet access:

Step Task

1.

Review the prerequisites to ensure you have met all requirements before
installing.

Install the Tanzu CLI.
Install Cluster Essentials for Tanzu*.

Add the Tanzu Application Platform package repository, prepare your
Tanzu Application Platform profile, and install the profile to the cluster.

(Optional) Install any additional packages that were not in the profile.

Set up developer namespaces to use your installed packages.

Install developer tools into your integrated development environment
(IDE).

Link

Prerequisites

Install the Tanzu CLI

Deploy Cluster Essentials

Install the Tanzu Application
Platform package and profiles

Install individual packages

Set up developer namespaces to
use your installed packages

Install Tanzu Developer Tools for
your VS Code

* When you use a VMware Tanzu Kubernetes Grid cluster, there is no need to install Cluster
Essentials because the contents of Cluster Essentials are already installed on your cluster.

After installing Tanzu Application Platform on to your Kubernetes clusters, proceed with Get
started with Tanzu Application Platform.

Install Tanzu Application Platform (online)

To install Tanzu Application Platform (commonly known as TAP) on your Kubernetes clusters with

internet access:

Step Task

1.

Review the prerequisites to ensure you have met all requirements before
installing.

Install the Tanzu CLI.
Install Cluster Essentials for Tanzu*.

Add the Tanzu Application Platform package repository, prepare your
Tanzu Application Platform profile, and install the profile to the cluster.

(Optional) Install any additional packages that were not in the profile.

Set up developer namespaces to use your installed packages.

Install developer tools into your integrated development environment
(IDE).

Link

Prerequisites

Install the Tanzu CLI

Deploy Cluster Essentials

Install the Tanzu Application
Platform package and profiles

Install individual packages

Set up developer namespaces to
use your installed packages

Install Tanzu Developer Tools for
your VS Code

* When you use a VMware Tanzu Kubernetes Grid cluster, there is no need to install Cluster
Essentials because the contents of Cluster Essentials are already installed on your cluster.

After installing Tanzu Application Platform on to your Kubernetes clusters, proceed with Get

started with Tanzu Application Platform.
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Install Tanzu Application Platform package and profiles
This topic tells you how to install Tanzu Application Platform (commonly known as TAP) packages
from your Tanzu Application Platform package repository.
Before installing the packages, ensure you have:
« Completed the Prerequisites.
« Configured and verified the cluster.

e Installed Tanzu CLI with any required plug-ins.

Relocate images to a registry

Before installation, you must relocate the Tanzu Application Platform images from
tanzu.packages.broadcom.com tO your own container image registry.

The supported registries are Harbor, Azure Container Registry, Google Container Registry, and
Quay.io. See the following documentation to learn how to set up your container image registry:

e Harbor documentation
e Google Container Registry documentation
¢ Quay.io documentation
To relocate images from tanzu.packages.broadcom.com tO your registry:
1. Retrieve your Broadcom registry API token:
1. Sign in to the Broadcom Support Portal.

2. Go to Tanzu Application Platform (TAP) and expand the VMware Tanzu
Application Platform dropdown.

3. Click the Token Download icon next to the Tanzu Application Platform version you
want to download.

VMware Tanzu Application Platform

Release * Release Level Info # Language #
1.101 521283 English

1.10.0 360181 English

1.9.1 360147 English

@@H

4. Follow the instructions in the dialog box. Save the token as a variable named
MY BROADCOM SUPPORT ACCESS TOKEN. For example:

export MY BROADCOM_SUPPORT_ACCESS_TOKEN=API-TOKEN

Where API-TOKEN is your token from the Broadcom Support Portal.

2. Set up the environment variables required for installation by running:

# Set tanzu.packages.broadcom.com as the source registry to copy the Tanzu Appl
ication Platform packages from.

export IMGPKG REGISTRY HOSTNAME O=tanzu.packages.broadcom.com

export IMGPKG_REGISTRY_USERNAME_ 0=MY-BROADCOM-SUPPORT-USERNAME

export IMGPKG_REGISTRY_ PASSWORD_0=${MY BROADCOM SUPPORT_ACCESS_TOKEN}

# The user’s registry for copying the Tanzu Application Platform package to.
export IMGPKG_REGISTRY HOSTNAME 1=MY-REGISTRY
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export IMGPKG _REGISTRY USERNAME 1=MY-REGISTRY-USER
export IMGPKG_REGISTRY PASSWORD_ 1=MY-REGISTRY-PASSWORD
# These environment variables starting with IMGPKG_* are used by the imgpkg com

mand only.

# The registry from which the Tanzu Application Platform package is retrieved.
export INSTALL REGISTRY USERNAME="${IMGPKG_REGISTRY USERNAME 1}"

export INSTALL REGISTRY_ PASSWORD="${IMGPKG_REGISTRY PASSWORD_1}"

export INSTALL_REGISTRY_HOSTNAME="${IMGPKG_REGISTRY_HOSTNAME_l}"

export TAP VERSION=VERSION-NUMBER

export INSTALL REPO=TARGET-REPOSITORY

# The user’s registry used by Tanzu Application Platform to store built images
and the Tanzu Build Service dependencies. These credentials must have write per
mission.

export MY REGISTRY USERNAME="${IMGPKG_ REGISTRY USERNAME 1}"

export MY_REGISTRY_PASSWORD="${IMGPKG_REGISTRY_PASSWORD_l}"

export MY_REGISTRY_HOSTNAME="${IMGPKG_REGISTRY_HOSTNAME_l}"

Where:

o MY-BROADCOM-SUPPORT-USERNAME is the user with access to the images in

tanzu.packages.broadcom.com.
o MY-REGISTRY iS your own container registry.
o MY-REGISTRY-USER is the user with write access to MY-REGISTRY.
o MY-REGISTRY-PASSWORD is the password for MY-REGISTRY-USER.
o VERSION-NUMBER is your Tanzu Application Platform version. For example, 1.6.13.

o TARGET-REPOSITORY iS your target repository. This is a folder or repository on my-
REGISTRY that serves as the location for the Tanzu Application Platform installation
files.

VMware recommends using a JSON key file to authenticate with Google Container
Registry. In this case, the value of INSTALL REGISTRY USERNAME iS json key and the value of
INSTALL REGISTRY PASSWORD is the content of the JSON key file. For more information
about how to generate the JSON key file, see Google Container Registry documentation.

3. Install the Carvel tool imgpkg CLI.
To query for the available versions of Tanzu Application Platform on

tanzu.packages.broadcom.com, run:

imgpkg tag list -i tanzu.packages.broadcom.com/tanzu-application-platform/tap-p

ackages | sort -V
4. Relocate the images with the imgpkg CLI by running:

imgpkg copy -b tanzu.packages.broadcom.com/tanzu-application-platform/tap-packa
ges:$(TAP_VERSION] —-—to-repo ${INSTALL_REGISTRY_HOSTNAME}/${INSTALL_REPO}/tap—p

ackages

Add the Tanzu Application Platform package repository

Tanzu CLI packages are available through repositories. Adding the Tanzu Application Platform
package repository makes Tanzu Application Platform and its packages available for installation.

# The user’s registry used by Tanzu Application Platform to store built images and the
Tanzu Build Service dependencies. These credentials must have write permission.
export MY REGISTRY USERNAME=MY-REGISTRY-USERNAME
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export MY REGISTRY PASSWORD=MY-REGISTRY-PASSWORD
export MY REGISTRY HOSTNAME=MY-REGISTRY

Where:
e MY-REGISTRY-USERNAME iS the user with write access to your container registry.
e MY-REGISTRY-PASSWORD is the password for MY-REGISTRY-USERNAME.
e MY-REGISTRY iS your own container registry.

To add the Tanzu Application Platform package repository to your cluster:

1. Create a namespace called tap-install for deploying any component packages by running:

kubectl create ns tap-install

This namespace keeps the objects grouped together logically.

2. Create aregistry secret by running:

tanzu secret registry add tap-registry \

--username $S{INSTALL REGISTRY USERNAME} --password ${INSTALL REGISTRY_ PASSWOR
D} \

--server ${INSTALL REGISTRY HOSTNAME} \

--export-to-all-namespaces --yes --namespace tap-install

3. Create a secret for accessing the user’s registry by running:

tanzu secret registry add registry-credentials \
--server ${MY REGISTRY HOSTNAME} \
--username ${MY REGISTRY_ USERNAME } \
--password ${MY REGISTRY PASSWORD} \
--namespace tap-install \
--export-to-all-namespaces \

--yes

4. Add the Tanzu Application Platform package repository to the cluster by running:

tanzu package repository add tanzu-tap-repository \
--url $(INSTALL_REGISTRY_HOSTNAME}/$(INSTALL_REPO}/tap—packages:$TAP_VERSION

--namespace tap-install

5. Get the status of the Tanzu Application Platform package repository, and ensure the status
updates to Reconcile succeeded by running:

tanzu package repository get tanzu-tap-repository --namespace tap-install

For example:

$ tanzu package repository get tanzu-tap-repository --namespace tap-install

- Retrieving repository tap...

NAME : tanzu-tap-repository

VERSION: 16253001

REPOSITORY: tapmdc.azurecr.io/mdc/1.4.0/tap-packages
TAG: 1.6.13

STATUS: Reconcile succeeded

REASON:

ﬂ Note
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The vERSION and TAG numbers differ from the earlier example if you are on
Tanzu Application Platform v1.0.2 or earlier.

6. List the available packages by running:

tanzu package available list --namespace tap-install
For example:

$ tanzu package available list --namespace tap-install
/ Retrieving available packages...

NAME DISPLAY-NAME
SHORT-DESCRIPTION

accelerator.apps.tanzu.vmware.com Application Accelerator
for VMware Tanzu Used to create new projects a
nd configurations.

api-portal.tanzu.vmware.com API portal
A unified user interface for API discovery and exploration at scale.

apis.apps.tanzu.vmware.com API Auto Registration fo
r VMware Tanzu A TAP component to automatica

lly register API exposing workloads as API entities

in TAP GUI.

backend.appliveview.tanzu.vmware.com Application Live View fo
r VMware Tanzu App for monitoring and troubl
eshooting running apps

buildservice.tanzu.vmware.com Tanzu Build Service

Tanzu Build Service enables the building and automation of containerized

software workflows securely and at scale.
carbonblack.scanning.apps.tanzu.vmware.com VMware Carbon Black for
Supply Chain Security Tools - Scan Default scan templates using
VMware Carbon Black
cartographer.tanzu.vmware.com Cartographer
Kubernetes native Supply Chain Choreographer.
cnrs.tanzu.vmware.com Cloud Native Runtimes
Cloud Native Runtimes is a serverless runtime based on Knative
connector.appliveview.tanzu.vmware.com Application Live View Co
nnector for VMware Tanzu App for discovering and regis
tering running apps
controller.source.apps.tanzu.vmware.com Tanzu Source Controller
Tanzu Source Controller enables workload create/update from source code.
conventions.appliveview.tanzu.vmware.com Application Live View Co
nventions for VMware Tanzu Application Live View convent

ion server

developer-conventions.tanzu.vmware.com Tanzu App Platform Devel
oper Conventions Developer Conventions
eventing.tanzu.vmware.com Eventing

Eventing is an event-driven architecture platform based on Knative Eventing
external-secrets.apps.tanzu.vmware.com External Secrets Operato
r External Secrets Operator is

a Kubernetes operator that integrates external

secret management systems.
fluxcd.source.controller.tanzu.vmware.com Flux Source Controller

The source-controller is a Kubernetes operator, specialised in artifacts

acquisition from external sources such as Git, Helm repositories and S3 bucket
8o

grype.scanning.apps.tanzu.vmware.com Grype for Supply Chain S
ecurity Tools - Scan Default scan templates using
Anchore Grype

learningcenter.tanzu.vmware.com Learning Center for Tanz

u Application Platform Guided technical workshops
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metadata-store.apps.tanzu.vmware.com Supply Chain Security To
ols - Store Post SBoMs and query for imag
e, package, and vulnerability metadata.

namespace-provisioner.apps.tanzu.vmware.com Namespace Provisioner
Automatic Provisioning of Developer Namespaces.

ootb-delivery-basic.tanzu.vmware.com Tanzu App Platform Out o
f The Box Delivery Basic Out of The Box Delivery Basi
CP

ootb-supply-chain-basic.tanzu.vmware.com Tanzu App Platform Out o
f The Box Supply Chain Basic Out of The Box Supply Chain
asic.

ootb-supply-chain-testing-scanning.tanzu.vmware.com Tanzu App Platform Out
f The Box Supply Chain with Testing and Scanning Out of The Box Supply Chain
ith Testing and Scanning.

ootb-supply-chain-testing.tanzu.vmware.com Tanzu App Platform Out
f The Box Supply Chain with Testing Out of The Box Supply Chain
ith Testing.

ootb-templates.tanzu.vmware.com Tanzu App Platform Out o
f The Box Templates Out of The Box Templates.

policy.apps.tanzu.vmware.com Supply Chain Security To
ols - Policy Controller Policy Controller enables def

ining of a policy to restrict unsigned container

images.
scanning.apps.tanzu.vmware.com Supply Chain Security To
ols - Scan Scan for vulnerabilities and

enforce policies directly within Kubernetes native

Supply Chains.
service-bindings.labs.vmware.com Service Bindings for Kub
ernetes Service Bindings for Kubernet
es implements the Service Binding Specification.
services-toolkit.tanzu.vmware.com Services Toolkit

The Services Toolkit enables the management, lifecycle, discoverability and

connectivity of Service Resources (databases, message queues, DNS records,

etc.) .

snyk.scanning.apps.tanzu.vmware.com Snyk for Supply Chain Se
curity Tools - Scan Default scan templates using
Snyk

spring-boot-conventions.tanzu.vmware.com Tanzu Spring Boot Conven
tions Server Default Spring Boot conventio

n server.
sso.apps.tanzu.vmware.com AppSSO

Application Single Sign-On for Tanzu

tap-auth.tanzu.vmware.com Default roles for Tanzu
Application Platform Default roles for Tanzu Appli
cation Platform

tap-gui.tanzu.vmware.com Tanzu Application Platfo
rm GUI web app graphical user interf

ace for Tanzu Application Platform

tap-telemetry.tanzu.vmware.com Telemetry Collector for
Tanzu Application Platform Tanzu Application Platform Te
lemetry

tap.tanzu.vmware.com Tanzu Application Platfo
rm Package to install a set of T

AP components to get you started based on your use

case.
tekton.tanzu.vmware.com Tekton Pipelines

Tekton Pipelines is a framework for creating CI/CD systems.
workshops.learningcenter.tanzu.vmware.com Workshop Building Tutori

al Workshop Building Tutorial
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Install your Tanzu Application Platform profile

The tap.tanzu.vmware.com package installs predefined sets of packages based on your profile
settings. This is done by using the package manager installed by Tanzu Cluster Essentials.

For more information about profiles, see Components and installation profiles.
To prepare to install a profile:

1. List version information for the package by running:

tanzu package available list tap.tanzu.vmware.com --namespace tap-install

2. Create a tap-values.yanl file by using the Full Profile sample in the following section as a
guide. These samples have the minimum configuration required to deploy Tanzu Application
Platform. The sample values file contains the necessary defaults for:

o The meta-package, or parent Tanzu Application Platform package.
o Subordinate packages, or individual child packages.

Keep the values file for future configuration use.

ﬁ Note

tap-values.yaml is set as a Kubernetes secret, which provides secure
means to read credentials for Tanzu Application Platform components.

3. View possible configuration settings for your package

Full profile

The following is the YAML file sample for the full-profile. The profile: field takes full as the
default value, but you can also set it to iterate, build, run or view. Refer to Install multicluster
Tanzu Application Platform profiles for more information.

shared:
ingress_domain: "INGRESS-DOMAIN"
ingress_issuer: # Optional, can denote a cert-manager.io/vl/ClusterIssuer of your ch

oice. Defaults to "tap-ingress-selfsigned".
image_registry:
project_path: "SERVER-NAME/REPO-NAME"
secret:
name: "KP-DEFAULT-REPO-SECRET"

namespace: "KP-DEFAULT-REPO-SECRET-NAMESPACE"

kubernetes_distribution: "K8S-DISTRO" # Only required if the distribution is OpenShi

ft and must be used with the following kubernetes_version key.

kubernetes version: "K8S-VERSION" # Required regardless of distribution when Kuberne

tes version is 1.25 or later.

ca cert data: | # To be passed if using custom certificates.

ceip policy disclosed: FALSE-OR-TRUE-VALUE # Installation fails if this is not set to

true. Not a string.

#The above keys are minimum numbers of entries needed in tap-values.yaml to get a func
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tioning TAP Full profile installation.

#Below are the keys which may have default values set, but can be overridden.

profile: full # Can take iterate, build, run, view.

supply chain: basic # Can take testing, testing scanning.

ootb_supply chain_basic: # Based on supply_chain set above, can be changed to ootb_sup
ply chain testing, ootb supply chain testing scanning.
registry:
server: "SERVER-NAME" # Takes the value from the shared section by default, but ca
n be overridden by setting a different value.
repository: "REPO-NAME" # Takes the value from the shared section by default, but
can be overridden by setting a different value.
gitops:
ssh_secret: "SSH-SECRET-KEY" # Takes "" as value by default; but can be overridden
by setting a different wvalue.

contour:
envoy:
service:
type: LoadBalancer # This is set by default, but can be overridden by setting a

different value.

buildservice:
# Takes the value from the shared section by default, but can be overridden by setti
ng a different value.
kp_default_repository: "KP-DEFAULT-REPO"
kp_default_repository_secret: # Takes the value from the shared section above by def
ault, but can be overridden by setting a different value.
name: "KP-DEFAULT-REPO-SECRET"
namespace: "KP-DEFAULT-REPO-SECRET-NAMESPACE"

local_source_proxy:
# Takes the value from the project path under the image registry section of shared b
y default, but can be overridden by setting a different value.
repository: "EXTERNAL-REGISTRY-FOR-LOCAL-SOURCE"
push_secret:
# When set to true, the secret mentioned in this section is automatically exported
to Local Source Proxy's namespace.
name: "EXTERNAL-REGISTRY-FOR-LOCAL-SOURCE-SECRET"
namespace: "EXTERNAL-REGISTRY-FOR-LOCAL-SOURCE-SECRET-NAMESPACE"
# When set to true, the secret mentioned in this section is automatically exported
to Local Source Proxy's namespace.

create_export: true

tap_gui:
metadataStoreAutoconfiguration: true # Creates a service account, the Kubernetes con
trol plane token and the requisite app_config block to enable communications between T
anzu Developer Portal and SCST - Store.
app_config:
auth:
allowGuestAccess: true # This allows unauthenticated users to log in to your po
rtal. If you want to deactivate it, make sure you configure an alternative auth provid
er.
catalog:
locations:
- type: url
target: https://GIT-CATALOG-URL/catalog-info.yaml

metadata store:
ns_ for export app cert: "MY-DEV-NAMESPACE" # Verify this namespace is available with
in your cluster before initiating the Tanzu Application Platform installation.
app_service_type: ClusterIP # Defaults to LoadBalancer. If shared.ingress_domain is

set earlier, this must be set to ClusterIP.
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scanning:

metadataStore:

# In a single cluster, the connection between the scanning pod and the metadata stor
e happens inside the cluster and does not pass through ingress. This is automatically
configured, you do not need to provide an ingress connection to the store.

url: "" # Configuration is moved, so set this string to empty.

policy:

tuf enabled: false # By default, TUF initialization and keyless verification are dea
ctivated.
tap_telemetry:

customer_entitlement_account_number: "CUSTOMER-ENTITLEMENT-ACCOUNT-NUMBER" # (Option

al) Identify data for creating the Tanzu Application Platform usage reports.

0 Important

-
The profile installation no longer includes Grype out of the box. Instead, you can use
Namespace Provisioner to install Grype. Namespace Provisioner still uses Grype
values to configure the scanner:

grype:
namespace: "MY-DEV-NAMESPACE"
targetImagePullSecret: "TARGET-REGISTRY-CREDENTIALS-SECRET"

Where:

e INGRESS-DOMAIN is the subdomain for the host name that you point at the tanzu-shared-
ingress service’s External IP address. It is not required to know the External IP address or
set up the DNS record while installing. Installing the Tanzu Application Platform package
creates the tanzu-shared-ingress and its External IP address. You can create the DNS
record after completing the installation.

e KP-DEFAULT-REPO iS @ writable repository in your registry. Tanzu Build Service dependencies
are written to this location. Examples:

o Harbor has the form kp_default repository: "my-harbor.io/my-project/build-

service".

o Docker Hub has the form kp default repository: "my-dockerhub-user/build-

service" Or kp default repository: "index.docker.io/my-user/build-service".

o Google Cloud Registry has the form kp default repository: "gcr.io/my-

project/build-service".

e KP-DEFAULT-REPO-SECRET is the secret with user credentials that can write to KP-DEFAULT-
REPO. YOU can docker push to this location with this credential.

o You can create a secret configured with a valid registry credential with a name and
namespace of your choice. For Google Cloud Registry, use

kp default repository username: _json_ key.

o You must create the secret before the installation. For example, you can use the
registry-credentials secret created earlier.

e KP-DEFAULT-REPO-SECRET-NAMESPACE iS the namespace where Kp-DEFAULT-REPO-SECRET iS
created.

o You must create the namespace before the installation. For example, you can use
the tap-install namespace created earlier.
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e K85-DISTRO (Optional) is the type of Kubernetes infrastructure in use. It is only required if the
distribution is OpenShift and must be used in coordination with kubernetes version.
Supported value: openshift.

e K8S-VERSION (optional) is the Kubernetes version in use. You can use it independently or in
coordination with kubernetes distribution. For example, 1.24.x, where x is the
Kubernetes patch version.

e SERVER-NAME is the host name of the registry server. Examples:
o Harbor has the form server: "my-harbor.io".
o Docker Hub has the form server: "index.docker.io".
o Google Cloud Registry has the form server: "gcr.io".

¢ REPO-NAME iS where workload images are stored in the registry. If this key is passed through
the shared section earlier and AWS ECR registry is used, you must ensure that the sERVER-
NAME /REPO-NAME /buildservice and SERVER-NAME/REPO-NAME/workloads exist. AWS ECR
expects the paths to be pre-created. Images are written to SERVER-NAME /REPO-
NAME /workload-name. Examples:

o Harbor has the form repository: "my-project/supply-chain".
o Docker Hub has the form repository: "my-dockerhub-user".
o Google Cloud Registry has the form repository: "my-project/supply-chain".

e EXTERNAL-REGISTRY-FOR-LOCAL-SOURCE is where the developer’s local source is uploaded
when using Tanzu CLI to use Local Source Proxy for workload creation.

If an AWS ECR registry is being used, ensure that the repository already exists. AWS ECR
expects the repository path to already exist. This destination is represented as REGISTRY-
SERVER/REPOSITORY-PATH. For more information, see Install Local Source Proxy.

e EXTERNAL-REGISTRY-FOR-LOCAL-SOURCE-SECRET is the name of the secret with credentials
that allow pushing to the EXTERNAL-REGISTRY-FOR-LOCAL-SOURCE repository.

e EXTERNAL-REGISTRY-FOR-LOCAL-SOURCE-SECRET-NAMESPACE iS the namespace in which
EXTERNAL-REGISTRY-FOR-LOCAL-SOURCE-SECRET is available.

e SSH-SECRET-KEY is the SSH secret key in the developer namespace for the supply chain to
fetch source code from and push configuration to. This field is only required if you use a
private repository, otherwise, leave it empty. See Git authentication for more information.

e GIT-CATALOG-URL is the path to the catalog-info.yaml catalog definition file. You can
download either a blank or populated catalog file from the Broadcom Support Portal (file
name Tanzu Application Platform Developer Portal Blank Catalog or Tanzu Application
Platform Developer Portal Yelb Catalog). Otherwise, you can use a Backstage-compliant
catalog you’ve already built and posted on the Git infrastructure.

e MY-DEV-NAMESPACE is the name of the developer namespace. SCST - Store exports secrets
to the namespace, and SCST - Scan deploys the scanTemplates there. This allows the
scanning feature to run in this namespace. If there are multiple developer namespaces, use
ns_for export app cert: "*"to export the SCST - Store CA certificate to all namespaces.
To install Grype in multiple namespaces, use a namespace provisioner. For more
information, see Namespace Provisioner.

e TARGET-REGISTRY-CREDENTIALS-SECRET is the name of the secret that contains the
credentials to pull an image from the registry for scanning.

s CUSTOMER-ENTITLEMENT-ACCOUNT-NUMBER (optional) refers to the Entitlement Account
Number (EAN), which is a unique identifier VMware assigns to its customers. Tanzu
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Application Platform telemetry uses this number to identify data that belongs to a particular
customers and prepare usage reports.

If you use custom CA certificates, you must provide one or more PEM-encoded CA certificates
under the ca_cert data key. If you configured shared.ca cert data, Tanzu Application Platform
component packages inherit that value by default.

If you use AWS, the default settings creates a classic LoadBalancer. To use the Network
LoadBalancer instead of the classic LoadBalancer for ingress, add the following to your tap-

values.yaml:

contour:
infrastructure_provider: aws
envoy:
service:
aws:
LBType: nlb

CEIP policy disclosure

Tanzu Application Platform is part of VMware’s CEIP program where data is collected to help
improve the customer experience. By setting ceip policy disclosed to true (not a string), you
acknowledge the program is disclosed to you and you are aware data collection is happening. This
field must be set for the installation to be completed.

See Opt out of telemetry collection for more information.

(Optional) Configure your profile with full dependencies

When you install a profile that includes Tanzu Build Service, Tanzu Application Platform is installed
with the 1ite set of dependencies. These dependencies consist of buildpacks and stacks required
for application builds.

The 1ite set of dependencies do not contain all buildpacks and stacks. To use all buildpacks and
stacks, you must install the ful1l dependencies. For more information about the differences
between lite and full dependencies, see About lite and full dependencies.

To configure full dependencies, add the key-value pair exclude dependencies: true tO your tap-
values.yaml file under the buildservice section. For example:

buildservice:
kp_default_repository: "KP-DEFAULT-REPO"
kp_default_repository secret: # Takes the value from the shared section by default,
but can be overridden by setting a different value.
name: "KP-DEFAULT-REPO-SECRET"
namespace: "KP-DEFAULT-REPO-SECRET-NAMESPACE"
exclude_dependencies: true

After configuring full dependencies, you must install the dependencies after you have finished
installing your Tanzu Application Platform package. See Install the full dependencies package for
more information.

Tanzu Application Platform v1.6.1 supports building applications with Ubuntu v22.04 (Jammy).

(Optional) Override the default retention behavior for Crossplane
CRDs

By default, the crossplane.tanzu.vmware.com package is configured to retain all Crossplane CRDs,
providers, and managed resources when the package is uninstalled. This is in the interest of caution
in relation to accidental deletion of stateful data.

VMware by Broadcom 332


https://www.vmware.com/solutions/trustvmware/ceip-products.html
https://docs.vmware.com/en/VMware-Tanzu-Buildpacks/services/tanzu-buildpacks/GUID-index.html
https://docs.vmware.com/en/VMware-Tanzu-Buildpacks/services/tanzu-buildpacks/GUID-stacks.html

Tanzu Application Platform v1.6 (LTS)

You can configure Tanzu Application Platform to delete Crossplane resources to avoid orphaned
resources. To do so, update the tap-values.yaml as follows:

# tap-values.yaml

crossplane:

orphan_resources: false

Install your Tanzu Application Platform package

Follow these steps to install the Tanzu Application Platform package:

1. Install the package by running:

tanzu package install tap -p tap.tanzu.vmware.com -v STAP_VERSION --values-file

tap-values.yaml -n tap-install

2. Verify the package install by running:

tanzu package installed get tap -n tap-install

This can take 5-10 minutes because it installs several packages on your cluster.

3. Verify that the necessary packages in the profile are installed by running:

tanzu package installed list -A

4. If you configured full dependencies in your tap-values.yanl file, install the full
dependencies by following the procedure in Install full dependencies.

0 Important

After installing the full profile on your cluster, you must set up developer
namespaces. Otherwise, creating a workload, a Knative service or other Tanzu
Application Platform packages fails. For more information, see Set up developer
namespaces to use your installed packages.

You can run the following command after reconfiguring the profile to reinstall the Tanzu Application
Platform:

tanzu package installed update tap -p tap.tanzu.vmware.com -v S$TAP_VERSION --values-f
ile tap-values.yaml -n tap-install

Install the full dependencies package

If you configured full dependencies in your tap-values.yanl file in Configure your profile with full
dependencies earlier, you must install the ful1l dependencies package.

1. (Optional) If you have an existing installation of the full dependencies package from a
version earlier than Tanzu Application Platform v1.6.1, you must uninstall the full
dependencies package and remove the package repository:

Uninstall the package:

tanzu package installed delete full-tbs-deps -n tap-install

Remove the package repository:
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tanzu package repository delete tbs-full-deps-repository -n tap-install

2. If you have not done so already, add the key-value pair exclude dependencies: true to
your tap-values.yaml file under the buildservice section. For example:

buildservice:

exclude dependencies: true

3. If you have not updated your Tanzu Application Platform package install after adding the
exclude dependencies: true to your values file, you must perform the update by running:

tanzu package installed update tap --namespace tap-install --values-file PATH-T
O-UPDATED-VALUES

4. Get the latest version of the tap package by running:

tanzu package available list tap.tanzu.vmware.com --namespace tap-install

5. Relocate the Tanzu Build Service full dependencies package repository by running:

imgpkg copy -b tanzu.packages.broadcom.com/tanzu-application-platform/full-deps
-package-repo:${TAP_VERSION} \
--to-repo ${INSTALL REGISTRY HOSTNAME}/${INSTALL REPO}/full-deps-package-repo

6. Add the Tanzu Build Service full dependencies package repository by running:

tanzu package repository add full-deps-package-repo \
--url ${INSTALL_REGISTRY_ HOSTNAME}/${INSTALL REPO}/full-deps-package-repo:S${T
AP_VERSION} \

--namespace tap-install

7. Install the full dependencies package by running:

tanzu package install full-deps -p full-deps.buildservice.tanzu.vmware.com -Vv
"> 0.0.0" -n tap-install --values-file PATH-TO-TAP-VALUES-FILE

For more information about the differences between 1ite and full dependencies, see About lite
and full dependencies.

Access Tanzu Developer Portal

To access Tanzu Developer Portal, you can use the host name that you configured earlier. This host
name is pointed at the shared ingress. To configure LoadBalancer for Tanzu Developer Portal, see
Access Tanzu Developer Portal.

You’re now ready to start using Tanzu Developer Portal. Proceed to the Getting Started topic or
the Tanzu Developer Portal - Catalog Operations topic.

Exclude packages from a Tanzu Application Platform
profile

To exclude packages from a Tanzu Application Platform profile:

1. Find the full subordinate (child) package name:

tanzu package available list --namespace tap-install
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2. Update your tap-values file with a section listing the exclusions:

profile: PROFILE-VALUE
excluded_packages:
- tap-gui.tanzu.vmware.com

- service-bindings.lab.vmware.com

0 Important

If you exclude a package after performing a profile installation including that
package, you cannot see the accurate package states immediately after running tap
package installed list -n tap-install. AlSO, you can break package
dependencies by removing a package. Allow 20 minutes to verify that all packages
have reconciled correctly while troubleshooting.

Next steps

¢ (Optional) Install individual packages
« Set up developer namespaces to use your installed packages

+ Replace the default ingress issuer

View possible configuration settings for your package

To view possible configuration settings for a package, run:

tanzu package available get tap.tanzu.vmware.com/$TAP VERSION --values-schema --namesp

ace tap-install

ﬂ Note

The tap.tanzu.vmware.com package does not show all configuration settings for
packages it plans to install. The package only shows top-level keys. You can view
individual package configuration settings with the same tanzu package available
get command. For example, to find the keys for Cloud Native Runtimes, you must
first identify the version of the package with tanzu package installed list -n
tap-install, which lists all the installed packages versions. Then run the command
tanzu package available get -n tap-install cnrs.tanzu.vmware.com/CNR-
VERSION --values-schema by using the package version listed for Cloud Native
Runtimes.

profile: full
# Shared configurations go under the shared key.

shared:

ingress_domain: tap.example.com

# For example, Cloud Native Runtimes specific values go under its name.
cnrs:

provider: local

# For example, App Accelerator specific values go under its name.
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accelerator:

server:

service_type:

"ClusterIP"

Shared Keys define values that configure multiple packages. These keys are defined under the
shared Top-level Key, as summarized in the following table:

Shared Key

ca_cert_data

ingress_domain

ingress_issuer

kubernetes_distrib

ution

kubernetes_version

image_registry.pro

ject_path

image_registry.use

rname

image_registry.pas

sword

secret.name

secret.namespace

activateAppLiveVie
wSecureAccessContr

ol

Description

PEM-encoded certificate data to trust TLS connections with a private CA. This
shared key is used by convention controller, scanning and the Tanzu
source_controller (notthe Flux CD Source Controller).

Domain name to be used in service routes and host names for instances of Tanzu
Application Platform components.

A cert-manager.io/vl/ClusterIssuer forissuing TLS certificates to Tanzu
Application Platform components. Default value: tap-ingress-selfsigned

Type of Kubernetes infrastructure being used. You can use this shared key in
coordination with the kubernetes version key. Supported value: openshift.

Kubernetes version. You can use this shared key independently or in coordination
with the kubernetes distribution key. Supported value: 1.24.x, where x stands
for the Kubernetes patch version.

Project path in the container image registry server used for builder and application
images.

User name for the container image registry. Mutually exclusive with

shared.image_registry.secret.name/namespace

Password for the container image registry. Mutually exclusive with

shared.image_registry.secret.name/namespace

Secret name for the container image registry credentials of type
kubernetes.io/dockerconfigison. Mutually exclusive with

shared.image registry.username/password

Secret namespace for the container image registry credentials. Mutually exclusive

Wiﬂ1shared.imageiregistry.username/password

Enable secure access connection between Application Live View components.

Optional

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

The following table summarizes the top-level keys used for package-specific configuration within

YOour tap-values.yaml.

Package

See table above.

API Auto Registration

API portal

Application Accelerator

Application Live View

Application Live View connector

Application Live View conventions

Cartographer

Cloud Native Runtimes
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Top-level Key

shared
api_auto_registration
api_portal

accelerator

appliveview
appliveview_connector
appliveview-conventions
cartographer

cnrs
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Package

Source Controller

Supply Chain

Supply Chain Basic

Supply Chain Testing

Supply Chain Testing Scanning

Supply Chain Security Tools - Scan

Supply Chain Security Tools - Scan (Grype Scanner)
Supply Chain Security Tools - Store

Build Service

Tanzu Developer Portal

Learning Center

Top-level Key

source_controller
supply_chain

ootb_supply chain_basic
ootb supply chain_testing
ootb supply chain_testing
scanning

grype

metadata_store
buildservice

tap_gui

learningcenter

__scanning

For information about package-specific configuration, see Install individual packages.

Install individual packages

You can install Tanzu Application Platform (commonly known as TAP) through predefined profiles or
through individual packages. Use this topic to learn how to install each individual package. For more

information about installing through profiles, see Components and installation profiles.

Installing individual Tanzu Application Platform packages is useful if you do not want to use a profile
to install packages or if you want to install additional packages after installing a profile. Before
installing the packages, be sure to complete the prerequisites, configure and verify the cluster, and

install the Tanzu CLI with any required plug-ins. For more information, see Prerequisites.

Install pages for individual Tanzu Application Platform

packages

¢ Install APl Auto Registration
o Install API portal

e Install Application Accelerator

« Install Application Configuration Service

« Install Application Live View

o Install Application Single Sign-On
o Install Bitnami Services

o Install cert-manager

o Install Cloud Native Runtimes

o Install Contour

o Install Crossplane

« Install default roles for Tanzu Application Platform

« Install Developer Conventions

« Install Eventing
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Install Flux CD Source Controller

Install Learning Center for Tanzu Application Platform

Install Out of the Box Templates

Install Out of the Box Supply Chain with Testing

Install Out of the Box Supply Chain with Testing and Scanning

Install Service Bindings
Install Services Toolkit

Install Source Controller

Install Spring Boot conventions

Install Supply Chain Choreographer

Install Supply Chain Security Tools - Store

Install Supply Chain Security Tools - Policy Controller

Install Supply Chain Security Tools - Scan

Install Tanzu Developer Portal

Install Tanzu Build Service
Install Tekton

Install Telemetry

Verify the installed packages

Use the following procedure to verify that the packages are installed.

1.

List the installed packages by running:

tanzu package installed list --namespace tap-install

For example:

$ tanzu package installed list --namespace tap-install

\ Retrieving installed packages...

NAME

KAGE-VERSION STATUS
api-portal

0.3 Reconcile
app-accelerator

0.0 Reconcile
app-live-view

0.2 Reconcile

appliveview-conventions

0.2 Reconcile
cartographer
1.0 Reconcile

cloud-native-runtimes
0.3 Reconcile
convention-controller
7.0 Reconcile
developer-conventions
3.0-build.1l Reconcile
grype-scanner

0.0 Reconcile
image-policy-webhook

1.2 Reconcile
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PACKAGE-NAME PAC
api-portal.tanzu.vmware.com i,
succeeded

accelerator.apps.tanzu.vmware.com 1.
succeeded

appliveview.tanzu.vmware.com 1.
succeeded

build.appliveview.tanzu.vmware.com 4 o
succeeded

cartographer.tanzu.vmware.com 0.
succeeded

cnrs.tanzu.vmware.com 4 o
succeeded
controller.conventions.apps.tanzu.vmware.com 0.
succeeded

developer-conventions.tanzu.vmware.com 0.
succeeded

grype.scanning.apps.tanzu.vmware.com 1.
succeeded

image-policy-webhook.signing.apps.tanzu.vmware.com 1.

succeeded
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metadata-store metadata-store.apps.tanzu.vmware.com Lo
0.2 Reconcile succeeded
ootb-supply-chain-basic ootb-supply-chain-basic.tanzu.vmware.com 0.
5.1 Reconcile succeeded
ootb-templates ootb-templates.tanzu.vmware.com 0.
5.1 Reconcile succeeded
scan-controller scanning.apps.tanzu.vmware.com 1.
0.0 Reconcile succeeded
service-bindings service-bindings.labs.vmware.com )8
5.0 Reconcile succeeded
services-toolkit services-toolkit.tanzu.vmware.com Op
8.0 Reconcile succeeded
source-controller controller.source.apps.tanzu.vmware.com 0.
2.0 Reconcile succeeded
sso4k8s-install sso.apps.tanzu.vmware.com i

0.0-beta.2-31 Reconcile succeeded

tap-gui tap-gui.tanzu.vmware.com 0.
3.0-rc.4 Reconcile succeeded
tekton-pipelines tekton.tanzu.vmware.com 0.3
0.0 Reconcile succeeded
tbs buildservice.tanzu.vmware.com ]
5.0 Reconcile succeeded

Next steps

« Set up developer namespaces to use your installed packages

Set up developer namespaces to use your installed
packages

For details about how to automatically set up your developer namespaces, see Provision developer
namespaces in Namespace Provisioner.
Additional configuration for testing and scanning

If you plan to install or have already installed Out of the Box Supply Chains with Testing and
Scanning, you can use Namespace Provisioner to set up the required resources. For more
information, see Customize installation in the Namespace Provisioner documentation for
configuration steps.

Legacy namespace setup

To use the legacy manual process for setting up developer namespaces, see Legacy namespace
setup.

Next steps

« Install Tanzu Developer Tools for your VS Code

Provision namespaces manually

This topic tells you how to use Namespace Provisioner to provision namespaces manually in Tanzu
Application Platform (commonly known as TAP).

Using Namespace Provisioner is the recommended best practice for setting up developer
namespaces on Tanzu Application Platform.

To provision namespaces manually, complete the following steps:
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1. Enable single user access.

2. (Optional) Enable additional users with Kubernetes RBAC.

Enable single user access

1. To add read/write registry credentials to the developer namespace, run the following
command:

tanzu secret registry add registry-credentials --server REGISTRY-SERVER --usern
ame REGISTRY-USERNAME --password REGISTRY-PASSWORD --namespace YOUR-NAMESPACE

Where:

o YOUR-NAMESPACE is the name you give to the developer namespace. For example,
use default for the default namespace.

o REGISTRY-SERVER is the URL of the registry. You can use the same registry server as
in cotb supply chain basic - registry - server. For more information, see Install
Tanzu Application Platform package and profiles.

= For Docker Hub, the value is https://index.docker.io/v1/. It must have
the leading https://, the v1 path, and the trailing /.

= For Google Container Registry (GCR), the value is gcr.io.

o REGISTRY-PASSWORD is the password of the registry.

= For GCR or Google Artifact Registry, this must be the concatenated version
of the JSON key. For example: "$ (cat ~/gcp-key.json)"

If you observe the following issue:

panic: runtime error: invalid memory address or nil pointer dereference
[signal SIGSEGV: segmentation violation code=0x1 addr=0x128 pc=0x2bccel0]

Use kubectl to create the secret instead:

kubectl create secret docker-registry registry-credentials --docker-server=REGI
STRY-SERVER --docker-username=REGISTRY-USERNAME --docker-password=REGISTRY-PASS
WORD -n YOUR-NAMESPACE

ﬂ Note

This step is not required if you install Tanzu Application Platform on AWS
with EKS and use IAM Roles for Kubernetes Service Accounts instead of
secrets. You can specify the Role Amazon Resource Name (ARN) in the
next step.

2. Run the following to add secrets, a service account to execute the supply chain, and RBAC
rules to authorize the service account to the developer namespace:

cat <<EOF | kubectl -n YOUR-NAMESPACE apply -f -
apiVersion: vl
kind: Secret
metadata:

name: tap-registry

annotations:

secretgen.carvel.dev/image-pull-secret: ""

type: kubernetes.io/dockerconfigjson

data:
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.dockerconfigjson: e30K
apiVersion: vl
kind: ServiceAccount
metadata:

name: default
secrets:

- name: registry-credentials
imagePullSecrets:

- name: registry-credentials

- name: tap-registry
apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:

name: default-permit-deliverable
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: deliverable
subjects:

- kind: ServiceAccount

name: default

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:

name: default-permit-workload
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: workload
subjects:

- kind: ServiceAccount

name: default

EOF

ﬂ Note

If you install Tanzu Application Platform on AWS with EKS and use |IAM
Roles for Kubernetes Service Accounts, you must annotate the ARN of the
IAM Role and remove the registry-credentials secret. Your service
account entry then looks like the following:

apiVersion: vl
kind: ServiceAccount
metadata:
name: default
annotations:
eks.amazonaws.com/role-arn: <Role ARN>
imagePullSecrets:

- name: tap-registry

Enable additional users with Kubernetes RBAC

Follow these steps to enable additional users in your namespace by using Kubernetes RBAC:

1. (Optional) Before you begin, ensure that you have enabled single user access. If you’ve set
up your developer namespace using Namespace Provisioner, you can skip this step.

VMware by Broadcom 34


https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html

Tanzu Application Platform v1.6 (LTS)

2. Choose either of the following options to give developers namespace-level access and view
access to the appropriate cluster-level resources:

o Option 1: Use the Tanzu Application Platform RBAC CLI plug-in (beta).

To use the tanzu rbac plug-in to grant app-viewer and app-editor roles to an
identity provider group, run:

tanzu rbac binding add -g GROUP-FOR-APP-VIEWER -n YOUR-NAMESPACE -r app-Vv
iewer
tanzu rbac binding add -g GROUP-FOR-APP-EDITOR -n YOUR-NAMESPACE -r app-e
ditor

Where:
= YOUR-NAMESPACE iSs the name you give to the developer namespace.

= GROUP-FOR-APP-VIEWER iS the user group from the upstream identity provider
that requires access to app-viewer resources on the current namespace and
cluster.

= GROUP-FOR-APP-EDITOR iS the user group from the upstream identity provider
that requires access to app-editor resources on the current namespace and
cluster.

For more information about tanzu rbac, see Bind a user or group to a default role

VMware recommends creating a user group in your identity provider’s grouping
system for each developer namespace and then adding the users accordingly.

Depending on your identity provider, you might need to take further action to
federate user groups appropriately with your cluster. For an example of how to set
up Azure Active Directory (Azure AD) with your cluster, see Integrate Azure Active
Directory.

o Option 2: Use the native Kubernetes YAML.

Run the following to apply the RBAC policy:

cat <<EOF | kubectl -n YOUR-NAMESPACE apply -f -
apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: dev-permit-app-viewer
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: app-viewer
subjects:
- kind: Group
name: GROUP-FOR-APP-VIEWER
apiGroup: rbac.authorization.k8s.io
apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: YOUR-NAMESPACE-permit-app-viewer
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: app-viewer-cluster-access
subjects:
- kind: Group
name: GROUP-FOR-APP-VIEWER

apiGroup: rbac.authorization.k8s.io
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apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:

name: dev-permit-app-editor
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: app-editor
subjects:

- kind: Group

name: GROUP-FOR-APP-EDITOR

apiGroup: rbac.authorization.k8s.io

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: YOUR-NAMESPACE-permit-app-editor
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: app-editor-cluster-access
subjects:
- kind: Group
name: GROUP-FOR-APP-EDITOR
apiGroup: rbac.authorization.k8s.io
EOF

Where:
= YOUR-NAMESPACE iS the name you give to the developer namespace.

®»  GROUP-FOR-APP-VIEWER iS the user group from the upstream identity provider
that requires access to app-viewer resources on the current namespace and
cluster.

= GROUP-FOR-APP-EDITOR iS the user group from the upstream identity provider
that requires access to app-editor resources on the current namespace and
cluster.

VMware recommends creating a user group in your identity provider’s grouping
system for each developer namespace and then adding the users accordingly.

Depending on your identity provider, you might need to take further action to
federate user groups appropriately with your cluster.

Rather than granting roles directly to individuals, VMware recommends using your
identity provider’s user groups system to grant access to a group of developers.

For an example of how to set up Azure Active Directory (AD) with your cluster, see
Integrate Azure Active Directory.

3. (Optional) Log in as a non-admin user, such as a developer, to see the effects of RBAC after
the role bindings are applied.

Additional configuration for testing and scanning

If you plan to install Out of the Box Supply Chains with Testing and Scanning, see Developer
Namespace.

Install Tanzu Developer Tools for your VS Code

This topic tells you how to install VMware Tanzu Developer Tools for Visual Studio Code (VS Code).
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Prerequisites

Before installing the extension, you must have:

VS Code

kubectl

Tilt vO.30.12 or later
Tanzu CLI and plug-ins

A cluster with the Tanzu Application Platform Full profile or Iterate profile

If you are an app developer, someone else in your organization might have already set up the
Tanzu Application Platform environment.

Docker Desktop and local Kubernetes are not prerequisites for using Tanzu Developer Tools for VS

Code.

Install

To install the extension:

1.

Download Tanzu Developer Tools for Visual Studio Code from the Broadcom Support
Portal.

Open VS Code.

Press cmd+shift+P to open the Command Palette and run Extensions: Install from
VSIX....

=install from vsix

Extensions:

Select the extension file tanzu-vscode-extension.vsix.

If you do not have the following extensions, and they do not automatically install, install
them from VS Code Marketplace:

o Debugger for Java
o Language Support for Java(™) by Red Hat
o YAML

Ensure Language Support for Java is running in Standard Mode. You can configure it in the
Settings menu by going to Code > Preferences > Settings under Java > Server: Launch
Mode.

= Settings X

java server launch mode 1 Setting Found =%

User Workspace Turn on Settings Sync

Java > Server: Launch Mode
The launch mode for the Java extension

Standard
Standard
LightWeight
Hybrid

Provides full features such as intellisense,
refactoring, building, Maven/Gradle support etc.

When the JDK and Language Support for Java are configured correctly, you see that the
integrated development environment creates a directory target where the code is
compiled.
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Configure

To configure VMware Tanzu Developer Tools for VS Code:

1. Ensure that you are targeting the correct cluster. For more information, see the
Kubernetes documentation.

2. Goto Code > Preferences > Settings > Extensions > Tanzu Developer Tools and set the
following:

o Confirm Delete: This controls whether the extension asks for confirmation when
deleting a workload.

o Enable Live Hover: For more information, see Integrating Live Hover by using
Spring Boot Tools. Reload VS Code for this change to take effect.

o Source Image: The registry location for publishing local source code. For example,
registry.io/yourapp-source. This must include both a registry and a project name.
A source image registry location is optional when Local Source Proxy is configured.

o Local Path: (Optional) The path on the local file system to a directory of source
code to build. This is the current directory by default.

o Namespace: (Optional) This is the namespace that workloads are deployed into.
The namespace set in kubeconfig is the default.

Uninstall

To uninstall VMware Tanzu Developer Tools for VS Code:
1. Go to Code > Preferences > Settings > Extensions.

2. Right-click the extension and select Uninstall.

Next steps

Proceed to Getting started with Tanzu Developer Tools for Visual Studio Code.

Install Tanzu Application Platform (offline)

To install Tanzu Application Platform (commonly known as TAP) on your Kubernetes clusters in an
air-gapped environment:

Step Task Link

1. Review the prerequisites to ensure you have met all requirements before Prerequisites
installing.

2. Install the Tanzu CLI. Install the Tanzu CLI

3. Install Cluster Essentials for Tanzu*. Deploy Cluster Essentials

4. Add the Tanzu Application Platform package repository, prepare your Install Tanzu Application Platform
Tanzu Application Platform profile, and install the profile to the cluster. in your air-gapped environment

5. Install Tanzu Build Service full dependencies. Install the Tanzu Build Service

dependencies
6. Configure custom certificate authorities for Tanzu Developer Portal. Configure custom certificate

authorities for Tanzu Developer
Portal
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Step Task Link

7. Add the certificate for the private Git repository in the Accelerator system  Configure Application Accelerator
namespace.

8. Apply patch to Grype. Use Grype in offline and air-gapped

environments

9. Set up developer namespaces to use your installed packages. Set up developer namespaces to
use your installed packages

10. Install IDE extensions from Marketplace Install IDE Extensions in your air-
gapped environment

* When you use a VMware Tanzu Kubernetes Grid cluster, there is no need to install Cluster
Essentials because the contents of Cluster Essentials are already installed on your cluster.

After installing Tanzu Application Platform on to your air-gapped cluster, you can start creating
workloads that run in your air-gapped containers.

For more information about the Namespace Provisioner mode, see Work with Git repositories in
air-gapped environments with Namespace Provisioner.

For more information about the manual mode, see Deploy an air-gapped workload.

Install Tanzu Application Platform (offline)

To install Tanzu Application Platform (commonly known as TAP) on your Kubernetes clusters in an
air-gapped environment:

Step Task Link

1. Review the prerequisites to ensure you have met all requirements before Prerequisites
installing.

2. Install the Tanzu CLI. Install the Tanzu CLI

3. Install Cluster Essentials for Tanzu*. Deploy Cluster Essentials

4. Add the Tanzu Application Platform package repository, prepare your Install Tanzu Application Platform
Tanzu Application Platform profile, and install the profile to the cluster. in your air-gapped environment

5. Install Tanzu Build Service full dependencies. Install the Tanzu Build Service

dependencies

6. Configure custom certificate authorities for Tanzu Developer Portal. Configure custom certificate
authorities for Tanzu Developer
Portal
7. Add the certificate for the private Git repository in the Accelerator system  Configure Application Accelerator
namespace.
8. Apply patch to Grype. Use Grype in offline and air-gapped

environments

9. Set up developer namespaces to use your installed packages. Set up developer namespaces to
use your installed packages

10. Install IDE extensions from Marketplace Install IDE Extensions in your air-
gapped environment

* When you use a VMware Tanzu Kubernetes Grid cluster, there is no need to install Cluster
Essentials because the contents of Cluster Essentials are already installed on your cluster.

After installing Tanzu Application Platform on to your air-gapped cluster, you can start creating
workloads that run in your air-gapped containers.
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For more information about the Namespace Provisioner mode, see Work with Git repositories in
air-gapped environments with Namespace Provisioner.

For more information about the manual mode, see Deploy an air-gapped workload.

Install Tanzu Application Platform in your air-gapped
environment

This topic tells you how to install Tanzu Application Platform (commonly known as TAP) on your
Kubernetes cluster and registry that are air-gapped from external traffic.

Before installing the packages, ensure that you have completed the following tasks:

« Review the Prerequisites to ensure that you have set up everything required before
beginning the installation.

e Install Tanzu CLI.

o Deploy Cluster Essentials. This step is optional if you are using VMware Tanzu Kubernetes
Grid cluster.

Relocate images to a registry

To relocate images from tanzu.packages.broadcom.com registry to your air-gapped registry:
1. Retrieve your Broadcom registry API token:
1. Sign in to the Broadcom Support Portal.

2. Go to Tanzu Application Platform (TAP) and expand the VMware Tanzu
Application Platform dropdown.

3. Click the Token Download icon next to the Tanzu Application Platform version you
want to download.

VMware Tanzu Application Platform v

Release ¢ Release Level Info # Language #

1.10.1 521283 English

1.10.0 360181 English

@@E

1.9.1 360147 English

4. Follow the instructions in the dialog box. Save the token as a variable named
MY BROADCOM SUPPORT ACCESS TOKEN. For example:

export MY BROADCOM_SUPPORT_ACCESS_TOKEN=API-TOKEN

Where API-TOKEN is your token from the Broadcom Support Portal.

2. Set up environment variables for installation use by running:

# Set tanzu.packages.broadcom.com as the source registry to copy the Tanzu Appl
ication Platform packages from.

export IMGPKG_REGISTRY_HOSTNAME O=tanzu.packages.broadcom.com

export IMGPKG REGISTRY USERNAME 0=MY-BROADCOM-SUPPORT-USERNAME

export IMGPKG_REGISTRY PASSWORD_0=${MY BROADCOM SUPPORT_ACCESS_ TOKEN}

# The user’s registry for copying the Tanzu Application Platform package to.
export IMGPKG_REGISTRY HOSTNAME 1=MY-REGISTRY

export IMGPKG_REGISTRY_ USERNAME 1=MY-REGISTRY-USER

export IMGPKG_REGISTRY_ PASSWORD_1=MY-REGISTRY-PASSWORD

VMware by Broadcom

347


https://docs.vmware.com/en/Cluster-Essentials-for-VMware-Tanzu/1.6/cluster-essentials/deploy.html
https://support.broadcom.com/
https://support.broadcom.com/group/ecx/productdownloads?subfamily=VMware%20Tanzu%20Application%20Platform

Tanzu Application Platform v1.6 (LTS)

# These environment variables starting with IMGPKG * are used by the imgpkg com

mand only.

export TAP_VERSION=VERSION-NUMBER
export REGISTRY CA PATH=PATH-TO-CA
export TO_REPO=MY-REPO

Where:

o MY-BROADCOM-SUPPORT-USERNAME iS the user with access to the images in

tanzu.packages.broadcom. com.
o MY-REGISTRY iS your air-gapped container registry.
o MY-REGISTRY-USER is the user with write access to MY-REGISTRY.
o MY-REGISTRY-PASSWORD is the password for MY-REGTSTRY-USER.
o VERSION-NUMBER is your Tanzu Application Platform version. For example, 1.6.13.
o PATH-TO-CA is the path to your CA certificate.

o MY-REPO iS your repository in the air-gapped container image registry. Examples:

= Harbor has the form MY-REGISTRY/REPO-NAME/tap-packages.
= Docker Hub has the form MY-REGISTRY/tap-packages.

= Google Cloud Registry has the form MY-REGISTRY/MY-PROJECT/REPO-
NAME/tap-packages.

3. Copy the images into a .tar file from tanzu.packages.broadcom.com onto an external
storage device with the Carvel tool imgpkg by running:

imgpkg copy \

-b tanzu.packages.broadcom.com/tanzu-application-platform/tap-packages:$TAP V
ERSION \

--to-tar tap-packages-$TAP_VERSION.tar \

--include-non-distributable-layers

4. Relocate the images with the Carvel tool imgpkg by running:

imgpkg copy \
--tar tap-packages-$TAP_VERSION.tar \
--to-repo $TO REPO \
--include-non-distributable-layers \
--registry-ca-cert-path SREGISTRY CA PATH

Add the Tanzu Application Platform package repository

Tanzu CLI packages are available through repositories. Adding the Tanzu Application Platform
package repository makes Tanzu Application Platform and its packages available for installation.

To add the Tanzu Application Platform package repository to your cluster:

1. Create a namespace called tap-install for deploying any component packages by running:

kubectl create ns tap-install
This namespace keeps the objects grouped together logically.

2. Create a registry secret by running:

tanzu secret registry add tap-registry \
--server $IMGPKG_REGISTRY_ HOSTNAME 1 \
—-username $IMGPKG_REGISTRY_USERNAME_l \
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--password $IMGPKG_REGISTRY PASSWORD_ 1 \
--namespace tap-install \
--export-to-all-namespaces \

--yes

3. Create a secret for accessing the user’s registry by running:

tanzu secret registry add registry-credentials \
--server $IMGPKG_REGISTRY_HOSTNAME_ 1 \
——-username $IMGPKG_REGISTRY_USERNAME_I \
--password $IMGPKG_REGISTRY PASSWORD_1 \
--namespace tap-install \
--export-to-all-namespaces \

--yes
4. Add the Tanzu Application Platform package repository to the cluster by running:

tanzu package repository add tanzu-tap-repository \
--url $IMGPKG_REGISTRY HOSTNAME_ 1/tap-packages:$TAP_VERSION \

--namespace tap-install

Where $Tap VERSION is the Tanzu Application Platform version environment variable you
defined earlier.

5. Get the status of the Tanzu Application Platform package repository, and ensure the status
updates to Reconcile succeeded by running:

tanzu package repository get tanzu-tap-repository --namespace tap-install

ﬂ Note

The vERSION and TAG numbers differ from the earlier example if you are on
Tanzu Application Platform v1.0.2 or earlier.

6. List the available packages by running:
tanzu package available list --namespace tap-install
For example:

$ tanzu package available list --namespace tap-install

/ Retrieving available packages...

NAME DISPLAY-NAME
SHORT-DESCRIPTION

accelerator.apps.tanzu.vmware.com Application Accelerator
for VMware Tanzu Used to create new projects a

nd configurations.
api-portal.tanzu.vmware.com API portal
A unified user interface for API discovery and exploration at scale.
apis.apps.tanzu.vmware.com API Auto Registration fo
r VMware Tanzu A TAP component to automatica

lly register API exposing workloads as API entities

in TAP GUI.

backend.appliveview.tanzu.vmware.com Application Live View fo
r VMware Tanzu App for monitoring and troubl
eshooting running apps

buildservice.tanzu.vmware.com Tanzu Build Service

Tanzu Build Service enables the building and automation of containerized

software workflows securely and at scale.
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carbonblack.scanning.apps.tanzu.vmware.com VMware Carbon Black for
Supply Chain Security Tools - Scan Default scan templates using
VMware Carbon Black

cartographer.tanzu.vmware.com Cartographer
Kubernetes native Supply Chain Choreographer.

cnrs.tanzu.vmware.com Cloud Native Runtimes
Cloud Native Runtimes is a serverless runtime based on Knative

connector.appliveview.tanzu.vmware.com Application Live View Co
nnector for VMware Tanzu App for discovering and regis
tering running apps

controller.source.apps.tanzu.vmware.com Tanzu Source Controller
Tanzu Source Controller enables workload create/update from source code.

conventions.appliveview.tanzu.vmware.com Application Live View Co
nventions for VMware Tanzu Application Live View convent

ion server

developer-conventions.tanzu.vmware.com Tanzu App Platform Devel
oper Conventions Developer Conventions
eventing.tanzu.vmware.com Eventing

Eventing is an event-driven architecture platform based on Knative Eventing
external-secrets.apps.tanzu.vmware.com External Secrets Operato
r External Secrets Operator is

a Kubernetes operator that integrates external

secret management systems.
fluxcd.source.controller.tanzu.vmware.com Flux Source Controller

The source-controller is a Kubernetes operator, specialised in artifacts

acquisition from external sources such as Git, Helm repositories and S3 bucket
8o

grype.scanning.apps.tanzu.vmware.com Grype for Supply Chain S
ecurity Tools - Scan Default scan templates using

Anchore Grype

learningcenter.tanzu.vmware.com Learning Center for Tanz
u Application Platform Guided technical workshops

metadata-store.apps.tanzu.vmware.com Supply Chain Security To
ols - Store Post SBoMs and query for imag

e, package, and vulnerability metadata.
namespace-provisioner.apps.tanzu.vmware.com Namespace Provisioner

Automatic Provisioning of Developer Namespaces.

ootb-delivery-basic.tanzu.vmware.com Tanzu App Platform Out o
f The Box Delivery Basic Out of The Box Delivery Basi
P

ootb-supply-chain-basic.tanzu.vmware.com Tanzu App Platform Out o
f The Box Supply Chain Basic Out of The Box Supply Chain B
asic.

ootb-supply-chain-testing-scanning.tanzu.vmware.com Tanzu App Platform Out
f The Box Supply Chain with Testing and Scanning Out of The Box Supply Chain w
ith Testing and Scanning.

ootb-supply-chain-testing.tanzu.vmware.com Tanzu App Platform Out
f The Box Supply Chain with Testing Out of The Box Supply Chain
ith Testing.

ootb-templates.tanzu.vmware.com Tanzu App Platform Out o
f The Box Templates Out of The Box Templates.

policy.apps.tanzu.vmware.com Supply Chain Security To
ols - Policy Controller Policy Controller enables def

ining of a policy to restrict unsigned container

images.
scanning.apps.tanzu.vmware.com Supply Chain Security To
ols - Scan Scan for vulnerabilities and

enforce policies directly within Kubernetes native

Supply Chains.
service-bindings.labs.vmware.com Service Bindings for Kub
ernetes Service Bindings for Kubernet

es implements the Service Binding Specification.

VMware by Broadcom 350



Tanzu Application Platform v1.6 (LTS)

services-toolkit.tanzu.vmware.com Services Toolkit

The Services Toolkit enables the management, lifecycle, discoverability and

connectivity of Service Resources (databases, message queues, DNS records,

etc.) .

snyk.scanning.apps.tanzu.vmware.com Snyk for Supply Chain Se
curity Tools - Scan Default scan templates using
Snyk

spring-boot-conventions.tanzu.vmware.com Tanzu Spring Boot Conven
tions Server Default Spring Boot conventio

n server.
sso.apps.tanzu.vmware.com AppSSO

Application Single Sign-On for Tanzu

tap-auth.tanzu.vmware.com Default roles for Tanzu
Application Platform Default roles for Tanzu Appli
cation Platform

tap-gui.tanzu.vmware.com Tanzu Application Platfo
rm GUI web app graphical user interf

ace for Tanzu Application Platform

tap-telemetry.tanzu.vmware.com Telemetry Collector for
Tanzu Application Platform Tanzu Application Platform Te
lemetry

tap.tanzu.vmware.com Tanzu Application Platfo
rm Package to install a set of T

AP components to get you started based on your use

case.
tekton.tanzu.vmware.com Tekton Pipelines

Tekton Pipelines is a framework for creating CI/CD systems.
workshops.learningcenter.tanzu.vmware.com Workshop Building Tutori

al Workshop Building Tutorial

Prepare Sigstore Stack for air-gapped policy controller

Important

This section only applies if the target environment requires support for keyless
authorities in ClusterImagePolicy. You must set the policy.tuf enabled field to
true when installing Tanzu Application Platform. By default, keyless authorities
support is deactivated.

By default, the public official Sigstore “The Update Framework (TUF) server” is used. You can use
an alternative Sigstore Stack by setting policy.tuf mirror and policy.tuf root.

The Sigstore Stack consists of:

Trillian
Rekor
Fulcio
Certificate Transparency Log (CTLog)

The Update Framework (TUF)

For an air-gapped environment, an internally accessible Sigstore Stack is required for keyless

authorities.

Install your Tanzu Application Platform profile
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The tap.tanzu.vmware.com package installs predefined sets of packages based on your profile

settings. This is done by using the package manager installed by Tanzu Cluster Essentials.

For more information about profiles, see Components and installation profiles.

To prepare to install a profile:

1. List version information for the package by running:

tanzu package available list tap.tanzu.vmware.com --namespace tap-install

2. Create a tap-values.yaml file by using the Full Profile sample as a guide. These samples

have the minimum configuration required to deploy Tanzu Application Platform. The sample

values file contains the necessary defaults for:

o The meta-package, or parent Tanzu Application Platform package

o Subordinate packages, or individual child packages

Keep the values file for future configuration use.

Full Profile

To install Tanzu Application Platform with Supply Chain Basic, you must retrieve your cluster’s

base64 encoded ca certificate from $HOME/ . kube/config. Retrieve the certificate-authority-data

from the respective cluster section and input it as B64 ENCODED CA in the tap-values.yaml.

The following is the YAML file sample for the full-profile:

shared:
ingress_domain: "INGRESS-DOMAIN"
image registry:
project _path: "SERVER-NAME/REPO-NAME"
secret:
name: "KP-DEFAULT-REPO-SECRET"
namespace: "KP-DEFAULT-REPO-SECRET-NAMESPACE"

ca_cert_data: |

profile: full
ceip policy disclosed: true
buildservice:
kp_default_repository: "KP-DEFAULT-REPO"
kp default repository secret: # Takes the value from the shared
but can be overridden by setting a different value.
name: "KP-DEFAULT-REPO-SECRET"
namespace: "KP-DEFAULT-REPO-SECRET-NAMESPACE"
exclude dependencies: true
supply chain: basic
scanning:
metadataStore:
url: ""
contour:
infrastructure_provider: aws
envoy:
service:
type: LoadBalancer
annotations:

# This annotation is for air-gapped AWS only.

service.kubernetes.io/aws-load-balancer-internal: "true"

ootb_supply chain basic:

registry:

section by default,

server: "SERVER-NAME" # Takes the value from the shared section by default, but
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can be overridden by setting a different value.
repository: "REPO-NAME" # Takes the value from the shared section by default, bu
t can be overridden by setting a different value.
gitops:
ssh secret: "SSH-SECRET"
maven:
repository:
url: https://MAVEN-URL
secret_name: "MAVEN-CREDENTIALS"

accelerator:

ingress:
include: true
enable tls: false

git_credentials:
secret_name: git-credentials
username: GITLAB-USER
password: GITLAB-PASSWORD

appliveview:

ingressEnabled: true

appliveview connector:
backend:
ingressEnabled: true
sslDeactivated: false
host: appliveview.INGRESS-DOMAIN

caCertData: |-

MIIGMzCCBBUgAWIBAgIJALHHzQjxM6WMMAOGCSgGSIb3DQEBDQUAMGcxCZzAJBgNV
BAgMAk1OMRQWEgYDVQQHDAtNaWSuZWFwb2xpczEPMAOGALUECgwWGVk13YXJ1MRMw

local_source_proxy:
# Takes the value from the project_path under the image_registry section of shared b
y default, but can be overridden by setting a different value.
repository: "EXTERNAL-REGISTRY-FOR-LOCAL-SOURCE"
push_secret:
# When set to true, the secret mentioned in this section is automatically exported
to Local Source Proxy's namespace.
name: "EXTERNAL-REGISTRY-FOR-LOCAL-SOURCE-SECRET"
namespace: "EXTERNAL-REGISTRY-FOR-LOCAL-SOURCE-SECRET-NAMESPACE"
# When set to true, the secret mentioned in this section is automatically exported
to Local Source Proxy's namespace.

create_export: true

tap_gui:
app_config:
auth:
allowGuestAccess: true # This allows unauthenticated users to log in to your po
rtal. If you want to deactivate it, make sure you configure an alternative auth provid
er.
kubernetes:
serviceLocatorMethod:
type: multiTenant
clusterLocatorMethods:
- type: config
clusters:
- url: https://${KUBERNETES SERVICE HOST}:${KUBERNETES SERVICE_ PORT}
name: host
authProvider: serviceAccount
serviceAccountToken: ${KUBERNETES_SERVICE_ACCOUNT_TOKEN}
skipTLSVerify: false
caData: B64 ENCODED CA
catalog:

locations:
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- type: url
target: https://GIT-CATALOG-URL/catalog-info.yaml
#Example Integration for custom GitLab:
integrations:
gitlab:
- host: GITLAB-URL
token: GITLAB-TOKEN
apiBaseUrl: https://GITLABURL/api/v4/
backend:
reading:
allow:
- host: GITLAB-URL # Example URL: gitlab.example.com

metadata_ store:
ns_for export app cert: "MY-DEV-NAMESPACE"
app_service type: ClusterIP # Defaults to LoadBalancer. If shared.ingress domain is

set earlier, this must be set to ClusterIP.

0 Important

w

e« Tanzu Build Service is installed by default with 1ite depndencies. When
installing Tanzu Build Service in an air-gapped environment, the lite
dependencies are not available because they require Internet access. You
must install the full dependencies by setting exclude dependencies to
true. The existing ClusterStore instances will not be updated if you switch
from 1ite dependencies to full dependencies after the initial installation
completes.

¢ Installing Grype by using tap-values.yaml as follows is deprecated in v1.6
and will be removed in v1.8:

grype:
namespace: "MY-DEV-NAMESPACE"
targetImagePullSecret: "TARGET-REGISTRY-CREDENTIALS-SECRET"

You can install Grype by using Namespace Provisioner instead.

Where:

e INGRESS-DOMAIN is the subdomain for the host name that you point at the tanzu-shared-
ingress service’s External IP address.

e KP-DEFAULT-REPO iS @ writable repository in your registry. Tanzu Build Service dependencies
are written to this location. Examples:

o Harbor has the form kp_default repository: "my-harbor.io/my-project/build-

service".

o Docker Hub has the form kp default repository: "my-dockerhub-user/build-

service" Or kp default repository: "index.docker.io/my-user/build-service".

o Google Cloud Registry has the form kp default repository: "gcr.io/my-

project/build-service".

e KP-DEFAULT-REPO-SECRET is the secret with user credentials that can write to KP-DEFAULT-
REPO. YOU can docker push to this location with this credential.

o For Google Cloud Registry, use kp default repository username: _json key.

o You must create the secret before the installation. For example, you can use the
registry-credentials secret created earlier.
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e KP-DEFAULT-REPO-SECRET-NAMESPACE iS the namespace where KP-DEFAULT-REPO-SECRET iS
created.

e SERVER-NAME is the host name of the registry server. Examples:
o Harbor has the form server: "my-harbor.io".
o Docker Hub has the form server: "index.docker.io".
o Google Cloud Registry has the form server: "gcr.io".

e« REPO-NAME is Where workload images are stored in the registry. If this key is passed through
the shared section earlier and AWS ECR registry is used, you must ensure that the sErRVER-
NAME /REPO-NAME /buildservice and SERVER-NAME/REPO-NAME/workloads exist. AWS ECR
expects the paths to be pre-created.

o Images are written to SERVER-NAME /REPO-NAME /workload-name. Examples:
o Harbor has the form repository: "my-project/supply-chain".
o Docker Hub has the form repository: "my-dockerhub-user".
o Google Cloud Registry has the form repository: "my-project/supply-chain".

e EXTERNAL-REGISTRY-FOR-LOCAL-SOURCE is where the developer’s local source is uploaded
when using Tanzu CLI to use Local Source Proxy for workload creation.

If an AWS ECR registry is being used, ensure that the repository already exists. AWS ECR
expects the repository path to already exist. This destination is represented as REGISTRY-
SERVER/REPOSITORY-PATH. For more information, see Install Local Source Proxy.

e EXTERNAL-REGISTRY-FOR-LOCAL-SOURCE-SECRET is the name of the secret with credentials
that allow pushing to the EXTERNAL-REGISTRY-FOR-LOCAL-SOURCE repository.

e EXTERNAL-REGISTRY-FOR-LOCAL-SOURCE-SECRET-NAMESPACE is the namespace in which
EXTERNAL-REGISTRY-FOR-LOCAL-SOURCE-SECRET iS available.

e SSH-SECRET is the secret name for https authentication, certificate authority, and SSH
authentication. See Git authentication for more information.

¢ MAVEN-CREDENTIALS is the name of the secret with maven creds. This secret must be in the
developer namespace. You can create it after the fact.

e GIT-CATALOG-URL is the path to the catalog-info.yaml catalog definition file. You can
download either a blank or populated catalog file from the Broadcom Support Portal (file
name Tanzu Application Platform Developer Portal Blank Catalog or Tanzu Application
Platform Developer Portal Yelb Catalog). Otherwise, you can use a Backstage-compliant
catalog you’ve already built and posted on the Git infrastructure.

e GITLABURL is the host name of your GitLab instance.
e GITLAB-USER is the user name of your GitLab instance.

e GITLAB-PASSWORD is the password for the cITLAB-USER Of your GitLab instance. This can also
be the GITLAB-TOKEN.

e GITLAB-TOKEN is the API token for your GitLab instance.

e MY-DEV-NAMESPACE is the name of the developer namespace. SCST - Store exports secrets
to the namespace, and SCST - Scan deploys the scanTemplates there. This allows the
scanning feature to run in this namespace. If there are multiple developer namespaces, use
ns for export app cert: "*"to export the SCST - Store CA certificate to all namespaces.
To install Grype in multiple namespaces, use a namespace provisioner. See Namespace
Provisioner.
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e TARGET-REGISTRY-CREDENTIALS-SECRET is the name of the secret that contains the
credentials to pull an image from the registry for scanning.

ﬂ Note

The appliveview connector.backend.sslDisabled key is deprecated and renamed

to appliveview connector.backend.sslDeactivated.

If you use custom CA certificates, you must provide one or more PEM-encoded CA certificates
under the ca_cert data key. If you configured shared.ca cert data, Tanzu Application Platform
component packages inherit that value by default.

TLS is enabled by default on Application Live View back end using Clusterlssuer. Set the
ingressEnabled key to true for TLS to be enabled on Application Live View back end using
Clusterlssuer. This key is set to false by default.

The appliveview-cert certificate is generated by default and its issuerRef points to the
.ingress_issuer value. The ingress_issuer key consumes the value shared.ingress issuer from
tap-values.yaml by default when you don’t specify the ingress issuer in tap-values.yaml.

When ingressEnabled is true, an HTTPProxy object is created in the cluster and appliveview-cert
certificate is generated by default in the app live view namespace. The secretName appliveview-
cert stores this certificate.

To verify the HTTPProxy object with the secret, run:

kubectl get httpproxy -A
Expected output:

NAMESPACE NAME

FQDN TLS SECRET

STATUS STATUS DESCRIPTION

app-live-view appliveview

appliveview.192.168.42.55.nip.10 appliveview-cert va
1lid Valid HTTPProxy

The appliveview connector.backend.host key is the back end host in the view cluster. The
appliveview connector.backend.caCertData key is the certificate retrieved from the HTTPProxy
secret exposed by Application Live View back end in the view cluster. To retrieve this certificate,
run the following command in the view cluster:

kubectl get secret appliveview-cert -n app-live-view -o yaml | yq '.data."ca.crt"'
base64 -d

Install your Tanzu Application Platform package
Follow these steps to install the Tanzu Application Platform package:

1. Install the package by running:

tanzu package install tap -p tap.tanzu.vmware.com -v S$STAP VERSION --values-file

tap-values.yaml -n tap-install

Where $Tap VERSION is the Tanzu Application Platform version environment variable you
defined earlier.

2. Verify the package install by running:
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tanzu package installed get tap -n tap-install

This may take 5-10 minutes because it installs several packages on your cluster.

3. Verify that all the necessary packages in the profile are installed by running:

tanzu package installed list -A

Next steps

Install the Tanzu Build Service dependencies

Install the Tanzu Build Service dependencies

This topic tells you how to install the Tanzu Build Service (TBS) full dependencies on Tanzu
Application Platform (commonly known as TAP).

By default, Tanzu Build Service is installed with 1ite dependencies.

When installing Tanzu Build Service on an air-gapped environment, the 1ite dependencies cannot
be used as they require Internet access. You must install the ful1 dependencies.

To install full dependencies:

1.

4.

Get the latest version of the Tanzu Application Platform package by running:

tanzu package available list tap.tanzu.vmware.com --namespace tap-install

Relocate the Tanzu Build Service full dependencies package repository by running:

imgpkg copy -b tanzu.packages.broadcom.com/tanzu-application-platform/full-deps
-package-repo:VERSION \
--to-tar=full-deps-package-repo.tar
# move full-deps-package-repo.tar to environment with registry access
imgpkg copy --tar full-deps-package-repo.tar \
--to-repo=INSTALL-REGISTRY-HOSTNAME/TARGET-REPOSITORY/full-deps-package-repo

Where:
o VERSION is the version of the TAP package you retrieved earlier.
o INSTALL-REGISTRY-HOSTNAME iS your container registry.
o TARGET-REPOSITORY iS your target repository.

Add the Tanzu Build Service full dependencies package repository by running:

tanzu package repository add full-deps-package-repo \
--url INSTALL-REGISTRY-HOSTNAME/TARGET-REPOSITORY/full-deps-package-repo:VERS

ION \
--namespace tap-install

Where:
o INSTALL-REGISTRY-HOSTNAME iS your container registry.
o TARGET-REPOSITORY iS your target repository.
o VERSION is the version of the TAP package you retrieved earlier.

Install the full dependencies package by running:
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tanzu package install full-deps -p full-deps.buildservice.tanzu.vmware.com -V
"> 0.0.0" -n tap-install --values-file PATH-TO-TAP-VALUES-FILE

Next steps

e Configure custom CAs for Tanzu Developer Portal

Configure custom certificate authorities for Tanzu
Developer Portal

This topic tells you how to configure your Tanzu Developer Portal (formerly named Tanzu
Application Platform GUI) to trust unusual certificate authorities (CA) when making outbound
connections.

Tanzu Developer Portal might require custom certificates when connecting to persistent databases
or custom catalog locations that require SSL. You use overlays with Packagelnstalls to make this
possible. There are two ways to implement this workaround: you can add a custom CA or you can
deactivate all SSL verification.

Add a custom CA

The overlay previously available in this section is no longer necessary. As of Tanzu Application
Platform v1.3, the value ca cert data is supported at the top level of its values file. Any number
of newline-delimited CA certificates in PEM format are accepted.

For example:

# tap-gui-values.yaml
ca_cert_data: |

app_config:
#

Tanzu Developer Portal also inherits shared.ca cert data from your tap-values.yanl file.
shared.ca cert data is newline-concatenated with ca certs given directly to Tanzu Developer
Portal.

shared:

ca_cert_data: |

tap gui:

ca_cert _data: |

app_config:
#

To verify that Tanzu Developer Portal has processed the custom CA certificates, check that the
ca-certs-data volume with mount path /etc/custom-ca-certs-data is mounted in the Tanzu
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Developer Portal server pod.

Deactivate all SSL verification

To deactivate SSL verification to allow for self-signed certificates, set the Tanzu Developer Portal
pod’s environment variable as NODE_TLS REJECT UNAUTHORIZED=0. When the value equals o,
certificate validation is deactivated for TLS connections.

To do this, use the package overlays key in the Tanzu Application Platform values file. For
instructions, see Customize Package Installation.

The following YAML is an example secret containing an overlay to deactivate TLS:

apiVersion: vl

kind: Secret

metadata:
name: deactivate-tls-overlay
namespace: tap-install

stringData:
deactivate-tls-overlay.yml: |

#@ load("@ytt:overlay", "overlay")
#@overlay/match by=overlay.subset ({"kind":"Deployment", "metadata": "name": "se
rver", "namespace": "NAMESPACE"}}),expects="1+"
SpECk
template:
spec:
containers:

#Q@overlay/match by=overlay.all,expects="1+"
#Q@overlay/match-child-defaults missing_ok=True
- env:

- name: NODE_TLS_ REJECT_UNAUTHORIZED

value: "O"

Where NaMESPACE is the namespace in which your Tanzu Developer Portal instance is deployed.
For example, tap-gui.

Next steps

« Configure Application Accelerator

Configure Application Accelerator

This topic describes advanced configuration options available for Application Accelerator. This
includes configuring Git-Ops style deployments of accelerators and configurations for use with non-
public repositories and in air-gapped environments.

Accelerators are created either using the Tanzu CLI or by applying a YAML manifest using kubectl.
Another option is Using a Git-Ops style configuration for deploying a set of managed accelerators.

Application Accelerator pulls content from accelerator source repositories using either the “Flux
SourceController” or the “Tanzu Application Platform Source Controller” components. If the
repository used is accessible anonymously from a public server, you do not have to configure
anything additional. Otherwise, provide authentication as explained in Using non-public
repositories. There are also options for making these configurations easier explained in Configuring
tap-values.yaml with Git credentials secret

Using a Git-Ops style configuration for deploying a set of
managed accelerators
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To enable a Git-Ops style of managing resources used for deploying accelerators, there is a new set
of properties for the Application Accelerator configuration. The resources are managed using a
Carvel kapp-controller App in the accelerator-system hamespace that watches a Git repository
containing the manifests for the accelerators. This means that you can make changes to the
manifests, or to the accelerators they point to, and the changes are reconciled and reflected in the
deployed resources.

You can specify the following accelerator configuration properties when installing the Application
Accelerator. The same properties are provided in the accelerator section of the tap-values.yaml
file:

accelerator:
managed resources:
enable: true
git:
url: GIT-REPO-URL
ref: origin/main
sub_path: null

secret _ref: git-credentials

Where:

e GIT-REPO-URL is the URL of a Git repository that contains manifest YAML files for the
accelerators that you want to have managed. The URL must start with https:// or gite.
You can specify a sub_path if necessary and also a secret_ref if the repository requires
authentication. If not needed, then leave these additional properties out.

For more information, see Configure tap-values.yaml with Git credentials secret and
Creating a manifest with multiple accelerators and fragments in this topic.

Functional and Organizational Considerations

Any accelerator manifest that is defined under the cIT-rREPO-URL and optional sub_path is selected
by the kapp-controller app. If there are multiple manifests at the defined cIT-rEPO-URL, they are all
watched for changes and displayed to the user as a merged catalog.

For example: if you have two manifests containing multiple accelerator or fragment definitions,
manifest-1.yaml, and manifest-2.yaml, on the same path in the organizational considerations. The
resulting catalog is (manifest-1.yaml + manifest-2.yaml).

Examples for creating accelerators

A minimal example for creating an accelerator
A minimal example might look like the following manifest:

spring-cloud-serverless.yaml

apiVersion: accelerator.apps.tanzu.vmware.com/vlalphal
kind: Accelerator
metadata:
name: spring-cloud-serverless
spec:
git:
url: https://github.com/vmware-tanzu/application-accelerator-samples
subPath: spring-cloud-serverless
ref:

branch: main
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This example creates an accelerator named spring-cloud-serverless. The displayName,
description, iconUrl, and tags text boxes are populated based on the content under the
accelerator key in the accelerator.yaml file found in the main branch of the Git repository at
Application Accelerator Samples under the sub-path spring-cloud-serverless. For example:

accelerator.yaml

accelerator:

displayName: Spring Cloud Serverless

description: A simple Spring Cloud Function serverless app

iconUrl: https://raw.githubusercontent.com/vmware-tanzu/application-accelerator-samp
les/main/icons/icon-cloud.png

tags:

- java

- spring

- cloud

- function

- serverless

- tanzu

To create this accelerator with kubectl, run:

kubectl apply --namespace --accelerator-system --filename spring-cloud-serverless.yaml

Or, you can use the Tanzu CLI and run:

tanzu accelerator create spring-cloud-serverless --git-repo https://github.com/vmware-
tanzu/application-accelerator-samples.git --git-branch main --git-sub-path spring-clou

d-serverless

An example for creating an accelerator with customized properties

You can specify the displayName, description, iconUrl, and tags text boxes and this overrides any
values provided in the accelerator’s Git repository. The following example explicitly sets those text
boxes and the ignore text box:

my-spring-cloud-serverless.yaml

apivVersion: accelerator.apps.tanzu.vmware.com/vlalphal
kind: Accelerator
metadata:
name: my-spring-cloud-serverless
spec:
displayName: My Spring Cloud Serverless
description: My own Spring Cloud Function serverless app
iconUrl: https://raw.githubusercontent.com/vmware-tanzu/application-accelerator-samp
les/main/icons/icon-cloud.png
tags:
- spring
- cloud
- function
- serverless
git:
ignore: ".git/, bin/"
url: https://github.com/vmware-tanzu/application-accelerator-samples
subPath: spring-cloud-serverless
ref:

branch: test

To create this accelerator with kubectl, run:
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kubectl apply --namespace --accelerator-system --filename my-spring-cloud-serverless.y

aml

To use the Tanzu CLI, run:

tanzu accelerator create my-spring-cloud-serverless --git-repo https://github.com/vmwa
re-tanzu/application-accelerator-samples --git-branch main --git-sub-path spring-cloud
-serverless \

--description "My own Spring Cloud Function serverless app" \

--display-name "My Spring Cloud Serverless" \

--icon-url https://raw.githubusercontent.com/vmware-tanzu/application-accelerator-sa
mples/main/icons/icon-cloud.png \

--tags "spring,cloud, function, serverless"

ﬁ Note

It is not possible to provide the git.ignore option with the Tanzu CLI.

Creating a manifest with multiple accelerators and fragments

You might have a manifest that contains multiple accelerators or fragments. For example:

accelerator-collection.yaml

apivVersion: accelerator.apps.tanzu.vmware.com/vlalphal
kind: Accelerator
metadata:
name: spring-cloud-serverless
spec:
git:
url: https://github.com/vmware-tanzu/application-accelerator-samples
subPath: spring-cloud-serverless
ref:
branch: main
apiVersion: accelerator.apps.tanzu.vmware.com/vlalphal
kind: Accelerator
metadata:
name: tanzu-java-web-app
spec:
git:
url: https://github.com/vmware-tanzu/application-accelerator-samples.git
subPath: tanzu-java-web-app
ref:

branch: main

For a larger example of this, see Sample Accelerators Main. Optionally, use this to create an initial
catalog of accelerators and fragments during a fresh Application Accelerator install.

Configure tap-values.yaml With Git credentials secret

ﬁ Note

For how to create a new OAuth Token for optional Git repository creation, see
Create an Application Accelerator Git repository during project creation.
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When deploying accelerators using Git repositories that requires authentication or are installed with
custom CA certificates, you must provide some additional authentication values in a secret. The
examples in the next section provide more details. This section describes how to configure a Git
credentials secret that is used in later Git-based examples.

You can specify the following accelerator configuration properties when installing Application
Accelerator. The same properties are provided in the accelerator section of the tap-values.yaml
file:

accelerator:
git credentials:
secret_name: git-credentials
username: GIT-USER-NAME
password: GIT-CREDENTIALS
ca file: CUSTOM-CA-CERT

Where:
e GIT-USER-NAME is the user name for authenticating with the Git repository.

e GIT-CREDENTIALS is the password or access token used for authenticating with the Git
repository. VMware recommends using an access token for this.

e CUSTOM-CA-CERT is the certificate data needed when accessing the Git repository.

This is an example of this part of a tap-values.yaml configuration:

accelerator:
git_credentials:
secret _name: git-credentials
username: testuser
password: s3cret

ca_file: |

< certificate data >

You can specify the custom CA certificate data using the shared config value shared.ca cert data
and it propagates to all components that can make use of it, including the App Accelerator
configuration. The example earlier produces an output such as this using the shared value:

shared:

ca_cert data: |

< certificate data >

accelerator:
git_credentials:
secret_name: git-credentials
username: testuser

password: s3cret

Using non-public repositories
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For GitHub repositories that aren’t accessible anonymously, you must provide credentials in a
Secret.

o For HTTPS repositories the secret must contain user name and password fields. The
password field can contain a personal access token instead of an actual password. For more
information, see Fluxcd/source-controller basic access authentication.

e« For HTTPS with self-signed certificates, you can add a .data.caFile value to the secret
created for HTTPS authentication. For more information, see fluxcd/source-controller
HTTPS Certificate Authority.

e« For SSH repositories, the secret must contain identity, identity.pub, and known_hosts text
boxes. For more information, see fluxcd/source-controller SSH authentication.

e« For Image repositories that aren’t publicly available, an image pull secret might be provided.

For more information, see Kubernetes documentation on using imagePullSecrets.

Examples for a private Git repository
Example using http credentials

To create an accelerator using a private Git repository, first create a secret with the HTTP
credentials.

ﬁ Note

For better security, use an access token as the password.

kubectl create secret generic https-credentials \
--namespace accelerator-system \
--from-literal=username=<user> \

--from-literal=password=<access-token>

Verify that your secret was created by running:

kubectl get secret --namespace accelerator-system https-credentials -o yaml

The output is similar to:

apiVersion: vl
kind: Secret
metadata:
name: https-credentials
namespace: accelerator-system
type: Opaque
data:
username: <BASE64>

password: <BASE64>

After you created and verified the secret, you can create the accelerator by using the
spec.git.secretRef.name property:

private-acc.yaml

apiVersion: accelerator.apps.tanzu.vmware.com/vlalphal
kind: Accelerator
metadata:
name: private-acc
spec:

displayName: private
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description: Accelerator using a private repository
git:
url: REPOSITORY-URL
ref:
branch: main
secretRef:
name: https-credentials

For https credentials, the REPOSITORY-URL must use https:// as the URL scheme.

If you are using the Tanzu CLI, add the --secret-ref flag to your tanzu accelerator create
command and provide the name of the secret for that flag.

Example using http credentials with self-signed certificate

To create an accelerator using a private Git repository with a self-signed certificate, create a secret
with the HTTP credentials and the certificate.

ﬂ Note

For better security, use an access token as the password.

kubectl create secret generic https-ca-credentials \
--namespace accelerator-system \
--from-literal=username=<user> \
--from-literal=password=<access-token> \
--from-file=caFile=<path-to-CA-file>

Verify that your secret was created by running:
kubectl get secret --namespace accelerator-system https-ca-credentials -o yaml

The output is similar to:

apiVersion: vl
kind: Secret
metadata:
name: https-ca-credentials
namespace: accelerator-system
type: Opaque
data:
username: <BASE64>
password: <BASE64>
caFile: <BASEG64>

After you have the secret created, you can create the accelerator by using the
spec.git.secretRef.name property:

private-acc.yaml

apiVersion: accelerator.apps.tanzu.vmware.com/vlalphal
kind: Accelerator
metadata:
name: private-acc
spec:
displayName: private
description: Accelerator using a private repository
git:
url: REPOSITORY-URL
ref:

branch: main
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SREREATIREIES

name: https-ca-credentials

0 Important

For https credentials, the REPOSITORY-URL must use https:// as the URL scheme.

If you are using the Tanzu CLI, add the --secret-ref flag to your tanzu accelerator create
command and provide the name of the secret for that flag.

Example using SSH credentials

To create an accelerator using a private Git repository, create a secret with the SSH credentials
such as this example:

ssh-keygen -g -N "" -f ./identity

ssh-keyscan github.com > ./known hosts

kubectl create secret generic ssh-credentials \
--namespace accelerator-system \
--from-file=./identity \
--from-file=./identity.pub \

--from-file=./known hosts

If you have a key file already created, skip the ssh-keygen and ssh-keyscan steps and replace the
values for the kubectl create secret command. Such as:

e —-—from-file=identity=<path to your identity file>
e ——from-file=identity.pub=<path to your identity.pub file>
e -—-from-file=known hosts=<path to your know hosts file>

Verify that your secret was created by running:

kubectl get secret --namespace accelerator-system ssh-credentials -o yaml

The output is similar to :

apiVersion: vl

kind: Secret

metadata:
name: ssh-credentials
namespace: accelerator-system

type: Opaque

data:
identity: <BASE64>
identity.pub: <BASE64>
known_hosts: <BASEG64>

To use this secret when creating an accelerator, provide the secret name in the
spec.git.secretRef.name property:

private-acc-ssh.yaml

apiVersion: accelerator.apps.tanzu.vmware.com/vlalphal
kind: Accelerator
metadata:
name: private-acc
spec:
displayName: private
description: Accelerator using a private repository
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git:
url: REPOSITORY-URL
ref:
branch: main
secretRef:

name: ssh-credentials

When using SSH credentials, the REPOSITORY-URL must include the user name as part of the URL.
For example: ssh://user@example.com:22/repository.git. For more information, see Flux
documentation.

If you are using the Tanzu CLI, add the --secret-ref flag to your tanzu accelerator create
command and provide the name of the secret for that flag.

Examples for a private source-image repository

If your registry uses a self-signed certificate then you must add the CA certificate data to the
configuration for the “Tanzu Application Platform Source Controller” component. Add it under
source controller.ca cert data iN yOUr tap-values.yanl file that is used during installation.

tap-values.yaml

source_controller:

ca_cert_data: |-

< certificate data >

Example using image-pull credentials

To create an accelerator using a private source-image repository, create a secret with the image-
pull credentials:

create secret generic registry-credentials \
--namespace accelerator-system \
--from-literal=username=<user> \

--from-literal=password=<password>

Verify that your secret was created by running:

kubectl get secret --namespace accelerator-system registry-credentials -o yaml

The output is similar to:

apiVersion: vl
kind: Secret
metadata:
name: registry-credentials
namespace: accelerator-system
type: Opaque
data:
username: <BASE64>
password: <BASE64>

After you have the secret created, you can create the accelerator by using the
spec.git.secretRef.name property:

VMware by Broadcom 367


https://fluxcd.io/flux/components/source/gitrepositories/#url

Tanzu Application Platform v1.6 (LTS)

private-acc.yaml

apiVersion: accelerator.apps.tanzu.vmware.com/vlalphal
kind: Accelerator
metadata:
name: private-acc
spec:
displayName: private
description: Accelerator using a private repository
source:
image: "registry.example.com/test/private-acc-src:latest"”
imagePullSecrets:

- name: registry-credentials

If you are using the Tanzu CLI, add the --secret-ref flag to your tanzu accelerator create
command and provide the name of the secret for that flag.

Configure ingress timeouts when some accelerators take
longer to generate

If Tanzu Application Platform is configured to use an ingress for Tanzu Developer Portal and the
Accelerator Server, then it might detect a timeout during accelerator generation. This can happen
if the accelerator takes a longer time to generate than the default timeout. When this happens,
Tanzu Developer Portal appears to continue to run for an indefinite period. In the IDE extension, it
shows a 504 error. To mitigate this, you can increase the timeout value for the HTTPProxy
resources used for the ingress by applying secrets with overlays to edit the HTTPProxy resources.

Configure an ingress timeout overlay secret for each HTTPProxy

For Tanzu Developer Portal, create the following overlay secret in the tap-install namespace:

apiVersion: vl
kind: Secret
metadata:
name: patch-tap-gui-timeout
namespace: tap-install
stringData:

patch.yaml: |

#@ load("@ytt:overlay", "overlay"
#Qoverlay/match by=overlay.subset ({"kind": "HTTPProxy", "metadata": "name": "tap-
gui"}})
spec:
routes:
#@overlay/match by=overlay.subset ({"services": [{"name": "server"}]})

#@overlay/match-child-defaults missing_ok=True
- timeoutPolicy:
idle: 30s

response: 30s

For Accelerator Server (used for IDE extension), create the following overlay secret in the tap-
install hamespace:

apiVersion: vl
kind: Secret
metadata:
name: patch-accelerator-timeout
namespace: tap-install
stringData:
patch.yaml: |
#@ load("@ytt:overlay", "overlay"
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#Q@overlay/match by=overlay.subset ({"kind": "HTTPProxy", "metadata": {"name": "acce
lerator™}})
spec:
routes:
#@overlay/match by=overlay.subset ({"services": [{"name": "acc-server"}]})

#Q@overlay/match-child-defaults missing ok=True
- timeoutPolicy:
idle: 30s

response: 30s

Apply the timeout overlay secrets in tap-values.yaml

Add the following package overlays section to tap-values.yaml before installing or updating Tanzu
Application Platform:

package_ overlays:
- name: tap-gui
secrets:
- name: patch-tap-gui-timeout
- name: accelerator
secrets:
- name: patch-accelerator-timeout

Configuring skipping TLS verification for access to Source
Controller

You can configure the Flux or Tanzu Application Platform Source Controller to use Transport Layer
Security (TLS) and use custom certificates. In that case, configure the Accelerator System to skip
the TLS verification for calls to access the sources by providing the following property in the
accelerator section of the tap-values.yaml file:

sources:

skip_tls_verify: true

Enabling TLS for Accelerator Server

To enable TLS for the Accelerator Server, the following properties must be provided in the
accelerator section of the tap-values.yaml file:

server:
tls:
enabled: true
key: SERVER-PRIVATE-KEY
crt: SERVER-CERTIFICATE

Where:
e SERVER-PRIVATE-KEY IS the pem encoded server private key.
e SERVER-CERTIFICATE is the pem encoded server certificate.

Here is a sample tap-values.yaml configuration with TLS enabled for Accelerators Server:
server:
tls:

enabled: true

key:
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< private key data >

Configuring skipping TLS verification of Engine calls for
Accelerator Server

If you configure the Accelerator Engine to use TLS and use custom certificates, then you can
configure the Accelerator Server to skip the TLS verification for calls to the Engine by providing the
following property in the accelerator section of the tap-values.yaml file:

server:

engine_ skip_tls verify: true

Enabling TLS for Accelerator Engine

To enable TLS for the Accelerator Engine, the following properties are provided in the accelerator
section of the tap-values.yanl file:

engine:
tls:
enabled: true
key: ENGINE-PRIVATE-KEY
crt: ENGINE-CERTIFICATE

Where:
e ENGINE-PRIVATE-KEY IS the pem encoded acc-engine private key.
e ENGINE-CERTIFICATE is the pem encoded acc-engine certificate.

Here is a sample tap-values.yaml configuration with TLS enabled for Accelerators Engine:

engine:
tls:
enabled: true
key:
————— BEGIN PRIVATE KEY-----
< private key data >
————— END PRIVATE KEY-----
crt |
————— BEGIN CERTIFICATE-----
< certificate data >
————— END CERTIFICATE-----

e Using Grype in offline and air-gapped environments
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Use Grype in offline and air-gapped environments

The grype CLI attempts to perform two over the Internet calls:
¢« One to verify for later versions of the CLI.
« One to update the vulnerability database before scanning.

For the grype CLI to function in an offline or air-gapped environment, the vulnerability database
must be hosted within the environment. You must configure the grype CLI with the internal URL.

The grype CLI accepts environment variables to satisfy these needs.

Host the Grype vulnerability database

To host Grype’s vulnerability database in an air-gapped environment:

1. Retrieve Grype'’s listing file from its public endpoint: https://toolbox-
data.anchore.io/grype/databases/listing.json.

2. Create your own listing.7json file.

Note Different Grype versions require specific database schema versions. To avoid

compatibility issues between different versions, include a database schema for each version.

For example:

"available": {
WildWg
{
"built": "2023-06-16T01:33:30z2",
"version": 1,
"url": "https://toolbox-data.anchore.io/grype/databases/vulnerabili
ty-db vl 2023-06-16T01:33:30Z 1621£f4169ffdl5bea%e5.tar.gz",
"checksum": "sha256:3f2clb432945ccaf%a69b2e604£6fb231fecd50£dd27£494
6£c5608692b63a9dl™"
}
1
"2n [
{
"pbuilt": "2023-06-16T01:33:30z",
"version": 2,
"url": "https://toolbox-data.anchore.io/grype/databases/vulnerabili
ty-db_v2 2023-06-16T01:33:30Z_d6eee5e78d9b78285ela.tar.gz",
"checksum": "sha256:7b7e3a2a7712c72b8c5cc777733c4d8d140d8cfee65e4£0
4540abbdfe3eflf65"
}
1,
"3T: [
{
"built": "2023-06-16T01:33:30z",
"version": 3,
"url": "https://toolbox-data.anchore.io/grype/databases/vulnerabili
ty-db v3 2023-06-16T01:33:30Z f96ae38a7b05987c3ece.tar.gz",
"checksum": "sha256:8ea9fae3fda3bf3bf35bd5e5eb656fc127b59cd3c42dbidc
36795556aab8a9cf0o"
}
1,
"4v: [
{
"built": "2023-06-16T01:33:30z2",
"version": 4,
"url": "https://toolbox-data.anchore.io/grype/databases/vulnerabili
ty-db v4 2023-06-16T01:33:30Z 13bba2fa8ff62b7£f8b26.tar.gz",
"checksum": "sha256:3b53d20241b88e5aad5feb817b325c53d6efbe9falfc5ab
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7Teeddaecafa7687e0"
}
1,
DETg [
{

"built": "2023-06-16T01:33:30z2",

"version": 5,

"url": "https://toolbox-data.anchore.io/grype/databases/vulnerabili
ty-db_v5 2023-06-16T01:33:30Z_e07da3853f6db6ebll04.tar.gz",

"checksum": "sha256:93d4d9d2£f9e39f86570£832c£f85b7149a949¢ca6£1613581
10c12393509d884f"

}

Where url points to a tarball containing Grype’s vulnerability, db, and metadata. json files.

3. Download and host the tarballs in your internal file server.

ﬂ Note

Some storage solutions for internal file servers change the name of TAR files
automatically because of their limits. Notice these modified names and
reflect the changes in the url. Ensure that the timestamp in the name is
correctly formatted because Grype parses the name of TAR artifact to get
the timestamp.

4. Update the download ur1l to point at your internal endpoint.

For information about setting up an offline vulnerability database, see the Anchore Grype
README in GitHub.

To enable Grype in offline air-gapped environments

1. Add the following to your tap-values.yaml file:

grype:
db:
dbUpdateUrl: INTERNAL-VULN-DB-URL

Where INTERNAL-VULN-DB-URL is the URL that points to the internal file server.

2. Update Tanzu Application Platform:

tanzu package installed update tap -f tap-values.yaml -n tap-install

Configure Grype environmental variables

1. Create a secret that contains the ytt overlay to add the Grype environment variable to the
ScanTemplates.

apiVersion: vl

kind: Secret

metadata:
name: grype-airgap-environmental-variables
namespace: tap-install

stringData:

patch.yaml:
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#@ load("@ytt:overlay", "overlay")
#@overlay/match by=overlay.subset ({"kind":"ScanTemplate"}),expects="1+"
spec:

template:

initContainers:
#@overlay/match by=overlay.subset ({"name": "scan-plugin"}), expects
="]4n
- name: scan-plugin
#Q@overlay/match missing ok=True
env:
#@overlay/append
- name: GRYPE_CHECK_FOR_APP UPDATE

value: "false"

Where spec.template.initContainers[] specifies setting one or more environment variables in the
scan-plugin initContainer.

ﬂ Note

If you are using the Namespace Provisioner to provision a new developer
namespace and want to apply a package overlay for Grype, you must import the
overlay secret. See Import overlay secrets.

Troubleshooting

ERROR failed to fetch latest cli version

ﬁ Note

This message is a warning and the Grype scan still runs with this message.

The Grype CLI checks for later versions of the CLI by contacting the anchore endpoint over the
Internet.

ERROR failed to fetch latest version: Get "https://toolbox-data.anchore.io/grype/relea

ses/latest/VERSION": dial tcp: lookup toolbox-data.anchore.io on [::1]:53: read udp
[::1]1:65010->[::1]:53: read: connection refused
Solution

To deactivate this check, set the environment variable GRYPE CHECK _FOR APP UPDATE tO false by
using a package overlay with the following steps:

1. Create a secret that contains the ytt overlay to add the Grype environment variable to the
ScanTemplates.

apiVersion: vl
kind: Secret
metadata:

name: grype-airgap-deactivate-cli-check-overlay

namespace: tap-install #! namespace where tap is installed
stringData:

patch.yaml:

#@ load("Q@ytt:overlay", "overlay")
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#@overlay/match by=overlay.subset ({"kind":"ScanTemplate"}),expects="1+"

spec:
template:
initContainers:
#Q@overlay/match by=overlay.subset ({"name": "scan-plugin"}), expects
="1+"
- name: scan-plugin
#Q@overlay/match missing_ ok=True
env:
#@overlay/append
- name: GRYPE CHECK FOR_APP UPDATE

value: "false"

2. Configure tap-values.yaml tO Use package overlays. Add the following to your tap-

values.yanl file:

package_overlays:
- name: "grype"
secrets:
- name: "grype-airgap-deactivate-cli-check-overlay"

3. Update Tanzu Application Platform:

tanzu package installed update tap -f tap-values.yaml -n tap-install

Database is too old

1 error occurred:
* db could not be loaded: the vulnerability database was built N days/weeks ago (max
allowed age is 5 days)

Grype needs up-to-date vulnerability information to provide accurate matches. By default, it fails to
run if the local database was not built in the last 5 days.

Solution

Two options to resolve this:

1. Stale databases weaken your security posture. VMware recommends updating the
database daily as the first recommended solution.

2. If updating the database daily is not an option, the data staleness check is configurable by
using the environment variable GRYPE DB MAX ALLOWED BUILT AGE and is addressed using a
package overlay with the following steps:

1. Create a secret that contains the ytt overlay to add the Grype environment variable
to the ScanTemplates.

apiVersion: vl
kind: Secret
metadata:
name: grype-airgap-override-stale-db-overlay
namespace: tap-install #! namespace where tap is installed
stringData:

patch.yaml: |

#@ load("Qytt:overlay", "overlay"

#Q@overlay/match by=overlay.subset ({"kind":"ScanTemplate"}),expects="1
4n

spec:

VMware by Broadcom 374



Tanzu Application Platform v1.6 (LTS)

template:
initContainers:
#Q@overlay/match by=overlay.subset ({"name": "scan-plugin"}), exp
ects="1+"
- name: scan-plugin
#Q@overlay/match missing ok=True
env:
#@overlay/append
- name: GRYPE DB_MAX ALLOWED BUILT_AGE #! see note on best
practices
value: "120h"

ﬁ Note

The default maximum allowed built age of Grype’s vulnerability
database is 5 days. This means that scanning with a 6 day old
database causes the scan to fail. You can use the

GRYPE DB MAX ALLOWED BUILT AGE parameter to override the default
in accordance with your security posture.

2. Configure tap-values.yaml tO USe package overlays. Add the following to your tap-
values.yaml file:

package_overlays:
- name: "grype"
secrets:

- name: "grype-airgap-override-stale-db-overlay"

3. Update Tanzu Application Platform:

tanzu package installed update tap -f tap-values.yaml -n tap-install

Vulnerability database is invalid

scan-pod[scan-plugin] 1 error occurred:
scan-pod[scan-plugin] * failed to load vulnerability db: vulnerability database is in

valid (run db update to correct): database metadata not found: /.cache/grype/db/5

Solution

Examine the 1isting.json file you created. This matches the format of the listing file. The listing file
is located at Anchore Grype’s public endpoint. See the Grype README.md in GitHub.

An example listing.json:

"available": {
"5": [
{
"built": "2023-03-28T01:29:382",
"version": 5,
"url": "https://toolbox-data.anchore.io/grype/databases/vulnerability-db v5 20
23-03-28T01:29:38Z e49d318c32a6l11l3eed07.tar.gz",
"checksum": "sha256:408ce2932f04dee929a5df524e92494£2d635c6b19e30£f£f9£f0a50425b1
fc29al”
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s refers to the Grype’s vulnerability database schema.
built is the build timestamp in the format yyyy-MM-ddTHH:mm: ssZ.
url is the download URL for the tarball containing the database. This points at your internal

endpoint. The tarball contains the following files:

o vulnerability.db is an SQLite file that is Grype’s vulnerability database. Each time
the data shape of the vulnerability database changes, a new schema is created.
Different Grype versions require specific database schema versions. For example,
Grype v0.54.0 requires database schema version v5.

o metadata.json file

checksum is the SHA used to verify the database’s integrity.

Verify these possible reasons why the vulnerability database is not valid:

1.

The database schema is invalid. Confirm that the required database schema for the installed
Grype version is used. Confirm that the top level version key matches the nested version.
For example, the top level version 1 in the following snippet does not match the nested

version: 5.

"available": {
"lve |
"built": "2023-02-08T08_17_20z",
"version": 5,
"url": "https://INTERNAL-ENDPOINT/PATH-TO-TARBALL/vulnerability-db v
5 2023-02-08T08_17_207Z 6ef73016d160043c630f.tar.gz",
"checksum": "sha256:aab8d369933c845878ef1b53bb5c26ee49b91ddc5cd87c9e
b57ffb203a88a72f"
}]

Where pATH-TO-TARBALL is the path to the tarball containing the vulnerability database.

As stale databases weaken your security posture, VMware recommends using the newest
entry of the relevant schema version in the 1isting.json file. See Anchore’s grype-db in
GitHub.

The built parametersin the listing.json file are incorrectly formatted. The proper format
is yyyy-MM-ddTHH :mm: ssZ.

The url that you modified to point at an internal endpoint is not reachable from within the
cluster. For information about verifying connectivity, see Debug Grype database in a
cluster.

Verify if there are syntax errors in the listing.json:

grype db check

Validate the configured listing.json:

grype db list -o raw

Debug Grype database in a cluster
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1. Describe the failed source scan or image scan to verify the name of the ScanTemplate
being used.

o For sourcescan, run:

kubectl describe sourcescan SCAN-NAME -n DEV-NAMESPACE

o For imagescan, run:

kubectl describe imagescan SCAN-NAME -n DEV-NAMESPACE

Where scan-NaME is the name of the source or image scan that failed.

2. Pause reconciliation of the grype.scanning.apps.tanzu.vmware.com package:

kctrl package installed pause -1 <PACKAGE-INSTALL-NAME> -n tap-install

Where PACKAGE-INSTALL-NAME iS the name of the grype.scanning.apps.tanzu.vmware.comn
package (e.g. grype)
3. Edit the ScanTemplate’s scan-plugin container to include a “sleep” entrypoint which allows

you to troubleshoot inside the container:

- name: scan-plugin

volumeMounts:

image: #@ data.values.scanner.image
imagePullPolicy: IfNotPresent

env:
command: ["/bin/bash"]

args:

- "sleep 1800" # insert 30 min sleep here
4. Re-run the scan.
5. Get the name of the scan-plugin pod.
kubectl get pods -n DEV-NAMESPACE

6. Get ashell to the container.

kubectl exec --stdin --tty SCAN-PLUGIN-POD -c step-scan-plugin -- /bin/bash

Where scaN-PLUGIN-POD is the name of the scan-plugin pod. For more information, see the
Kubernetes documentation.

7. Inside the container, run Grype CLI commands to report database status and verify
connectivity from the cluster to the mirror. See the Grype documentation in GitHub.

o Report current status of Grype’s database, such as location, build date, and
checksum:

grype db status

8. Ensure that the built parameters in the 1isting.json has timestamps in this proper format
yYYy-MM-ddTHH:mm: ssZ.

9. After you complete troubleshooting, use the following command to trigger reconciliation:

kctrl package installed kick -i <PACKAGE-INSTALL-NAME> -n tap-install
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Where PACKAGE-INSTALL-NAME iS the name of the grype.scanning.apps.tanzu.vmware.com
package, such as Grype.

Grype package overlays are not applied to scantemplates created by
Namespace Provisioner

If you used the Namespace Provisioner to provision a new developer namespace and want to apply
a package overlay for Grype, see Import overlay secrets.

Set up developer namespaces to use your installed
packages

For details about how to automatically set up your developer namespaces, see Provision developer
namespaces in Namespace Provisioner.

Additional configuration for testing and scanning

If you plan to install or have already installed Out of the Box Supply Chains with Testing and
Scanning, you can use Namespace Provisioner to set up the required resources. For more
information, see Customize installation in the Namespace Provisioner documentation for
configuration steps.

Legacy namespace setup

To use the legacy manual process for setting up developer namespaces, see Legacy hamespace
setup.

Next steps

For more information about the Namespace Provisioner mode, see Work with Git repositories in
air-gapped environments with Namespace Provisioner.

For more information about the manual mode, see Deploy an air-gapped workload.

Install IDE extensions in your air-gapped environment

This topic tells you how to install IDE extensions in your air-gapped environment.

To install VS Code or IntelliJ extensions in an air-gapped environment, you cannot use IDE’s built-
in Ul, because it downloads and install extensions directly from VS Code or IntelliJ Marketplace.

The following are high-level steps to install IDE extensions in your air-gapped environment:

1. Outside the air-gapped environment:

1. Download the extension as an archive from VS Code or IntelliJ Marketplace.

2. Copy the extension to a location that is accessible from within the air-gapped
environment.

2. Inthe air-gapped environment:

1. Install the extension into the IDE by using the archive generated earlier.

Install VS Code in your air-gapped environment

Follow these steps to retrieve the .vsix archive and install VS Code in your air-gapped
environment:
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1.

Find the extension you want to install on VS Code Marketplace. For example:
o Tanzu Developer Tools for Vscode
o Tanzu App Accelerator for Vscode

In a column on the right side of the screen, under Resources, click the Download
Extension link.

A file called vmware.tanzu-dev-tools-${version}.vsix iS downloaded.

Save the file to a location that is accessible from your air-gapped environment. For
example, a USB drive.

Repeat these steps for all extensions you want to install, including any dependencies.

For example, Tanzu Developer Tools for VS Code requires all of the following extensions as
dependencies:

o Red Hat Java
o Red Hat Yaml
o Debugger for Java

The Application Accelerator extension, on the other hand, does not require additional
dependencies.

In your air-gapped environment, install VS Code extensions as follows:
1. Open VS Code
2. Open the command palette by pressing CTRL-SHIFT-P or CMD-SHIFT-P on Mac.
3. Inthe search box, type vsix and select Install from VSIX....

You can script this step by using commands such as:

code --install-extension ${path_to_vsix_ file}

Install IntelliJ in your air-gapped environment

Follow these steps to retrieve the .zip archive and install IntelliJ in your air-gapped environment:

1.

Find the extension you want to install on Jetbrains Marketplace. For example, Tanzu
Developer Tools for IntelliJ.

Click Get near the top-right of the screen.
Find the version you want to download and click the Download link.
A file called Tanzu Developer Tools-${version}.zip is downloaded.

Save the file to a location that is accessible from your air-gapped environment. For
example, a USB drive.

Repeat these steps for all extensions you want to install.

Follow the instructions in the IntelliJ documentation to install IntelliJ.

Install Tanzu Application Platform (AWS)

You can install Tanzu Application Platform (commonly known as TAP) on Amazon Elastic
Kubernetes Services (EKS) by using Amazon Elastic Container Registry (ECR).

To install, take the following steps.
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Step Task

1.

Review the prerequisites to ensure that you have set up everything required

before beginning the installation

Link

Prerequisites

2. Install the Tanzu CLI Install the Tanzu CLI

3. Create AWS Resources (EKS Cluster, roles, etc) Create AWS Resources

4. Install Cluster Essentials for Tanzu Deploy Cluster Essentials

5. Add the Tanzu Application Platform package repository, prepare your Install the Tanzu Application

Tanzu Application Platform profile, and install the profile to the cluster Platform package and profiles

6. (Optional) Install any additional packages that were not in the profile Install individual packages

7. Set up developer namespaces to use your installed packages Set up developer namespaces to
use your installed packages

8. Install developer tools into your integrated development environment (IDE)  Install Tanzu Developer Tools for

your VS Code

After installing Tanzu Application Platform on your Kubernetes clusters, get started with Tanzu
Application Platform and create your ECR repositories for your workload, such as tanzu-

application-platform/tanzu-java-web-app-default, tanzu-application-platform/tanzu-java-

web-app-default-bundle, and tanzu-application-platform/tanzu-java-web-app-default-source.

Install Tanzu Application Platform (AWS)

You can install Tanzu Application Platform (commonly known as TAP) on Amazon Elastic
Kubernetes Services (EKS) by using Amazon Elastic Container Registry (ECR).

To install, take the following steps.

Step Task

1.

Review the prerequisites to ensure that you have set up everything required

before beginning the installation

Link

Prerequisites

2. Install the Tanzu CLI Install the Tanzu CLI

3. Create AWS Resources (EKS Cluster, roles, etc) Create AWS Resources

4. Install Cluster Essentials for Tanzu Deploy Cluster Essentials

5. Add the Tanzu Application Platform package repository, prepare your Install the Tanzu Application

Tanzu Application Platform profile, and install the profile to the cluster Platform package and profiles

6. (Optional) Install any additional packages that were not in the profile Install individual packages

7. Set up developer namespaces to use your installed packages Set up developer namespaces to
use your installed packages

8. Install developer tools into your integrated development environment (IDE)  Install Tanzu Developer Tools for

your VS Code

After installing Tanzu Application Platform on your Kubernetes clusters, get started with Tanzu
Application Platform and create your ECR repositories for your workload, such as tanzu-

application-platform/tanzu-java-web-app-default, tanzu-application-platform/tanzu-java-

web-app-default-bundle, and tanzu-application-platform/tanzu-java-web-app-default-source.

Create AWS Resources for Tanzu Application Platform

To install Tanzu Application Platform (commonly known as TAP) within the Amazon Web Services
(AWS) Ecosystem, you must create several AWS resources. Use this topic to learn how to create:
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« An Amazon Elastic Kubernetes Service (EKS) cluster to install Tanzu Application Platform.

e |dentity and Access Management (IAM) roles to allow authentication and authorization to
read and write from Amazon Elastic Container Registry (ECR).

« ECR Repositories for the Tanzu Application Platform container images. This is because AWS
ECR does not support automatically creating container repositories on initial push. For more
information, see the AWS repository in GitHub.

Creating these resources enables Tanzu Application Platform to use an IAM role bound to a
Kubernetes service account for authentication, rather than the typical username and password
stored in a Kubernetes secret strategy. For more information, see this AWS documentation.

This is important when using ECR because authenticating to ECR is a two-step process:
1. Retrieve a token using your AWS credentials.
2. Use the token to authenticate to the registry.

To increase security, the token has a lifetime of 12 hours. This makes storing it as a secret for a
service impractical because it has to be refreshed every 12 hours.

Using an |IAM role on a service account mitigates the need to retrieve the token at all because it is
handled by credential helpers within the services.

Prerequisites

There are numerous methods to manage AWS cloud resources and create EKS clusters. The
method presented in the following guide was chosen for simplicity.

Before installing Tanzu Application Platform on AWS, you need:

« An AWS Account. You need to create all of your resources within Amazon Web Services,
so you need an Amazon account. For more information, see How do | create and activate a
new AWS account?. You need your account ID for this walkthrough.

e AWS CLI. This walkthrough uses the AWS CLI to both query and configure resources in
AWS, such as IAM roles. For more information, see this AWS documentation.

e eksctl command line. The eksct1l command line helps you manage the life cycle of EKS
clusters. This guide uses it to create clusters. To install eksct1, see the eksctl
documentation.

Export environment variables

Variables are used throughout this guide. To simplify the process and minimize the opportunity for
errors, export these variables:

export AWS_ ACCOUNT_ID=012345678901
export AWS REGION=us-west-2
export EKS_CLUSTER_NAME=tap-on-aws

Where:
Variable Description
AWS _ACCOUNT_ID Your AWS account ID
AWS _REGION The AWS region you are going to deploy to
EKS _CLUSTER_NAME The name of your EKS Cluster
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Create an EKS cluster

To create an EKS cluster in the specified region, run:

eksctl create cluster --name $EKS_CLUSTER_NAME --managed --region $AWS_REGION --instan

ce-types t3.xlarge --version 1.25 --with-oidc -N 5

Creating the control plane and node group can take anywhere from 30-60 minutes.

ﬁ Note

This step is optional if you already have an existing EKS Cluster v1.23 or later with
OpenlD Connect (OIDC) authentication enabled. For more information about how
to enable the OIDC provider, see AWS documentation.

Install the EBS CSI driver

Tanzu Application Platform requires stateful services. Starting from EKS v1.23, the EBS CSI driver is
no longer installed by default. For more information about how to install the EBS CSI driver, see the
AWS documentation.

Create the platform container repositories

ECR requires that the container repositories are already created for images to be pushed to them.
For Tanzu Application Platform, you must create the following two repositories:

« A repository to store the Tanzu Application Platform service container images
e A repository to store Tanzu Build Service generated Base OS and Builder container images

To create these repositories, run:

aws ecr create-repository --repository-name tap-images --region SAWS_ REGION
aws ecr create-repository --repository-name tap-build-service --region SAWS_ REGION

Depending on your installation choices, you might also require the following additional system-
related repositories:
e A repository to store Tanzu Build Service full dependencies container images
e A repository to store Tanzu Application Platform’s Local Source Proxy container images
e A repository to store Tanzu Cluster Essentials container images

To create these repositories, run:

aws ecr create-repository --repository-name full-deps --region $AWS REGION

aws ecr create-repository --repository-name tap-lsp --region $AWS REGION

aws ecr create-repository --repository-name tanzu-cluster-essentials --region $AWS_ REG
ION

Name the repositories any name you want, but remember the names for when you later build the
configuration.

Create the workload container repositories

Similar to the platform container repositories, you must create re