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About Scenarios for VMware Validated Design
for IT Automating IT

The Scenarios documentation for VMware Validated Design for IT Automating IT provides implementation
steps for a set of scenarios. Based on the VMware Validated Design reference architecture, the guide
includes step-by-step instructions for commonly executed tasks.

Each scenario explains how to implement a common use case. Information on prerequisites is included at
the beginning of each chapter.

Each scenario is a VMware Validated Design and is based on the products that are used in the VMware
Validated Design for the Software-Defined Data Center. Scenarios include step-by-step instructions and
provides screen shots for complex steps.

Note Some of the scenarios include some setup tasks that are also covered in the Deployment
documentation for the VMware Validated Design for the Software-Defined Data Center. In those cases, do
not duplicate the setup to avoid problems.

Required VMware Software

VMuware Validated Design for IT Automating IT is compliant and validated with certain product versions. See
the VMuware Validated Design Release Notes for more information about supported product versions.

Intended Audience

The Scenarios documentation for VMware Validated Design for IT Automating IT is intended for cloud
architects, infrastructure administrators, and cloud administrators. These users are familiar with VMware
software and want to deploy it using a VMware Validated Design.

Requirements

The scenarios in this document assume that you have installed and configured a single-region design of the
VMware Validated Design for the Software-Defined Data Center . See the documents for the VMware
Validated Design for the Software-Defined Data Center for details.

This document can be used for a single-region or dual-region deployment.
m  All procedures with Region A in the title are suitable for a single-region deployment.
m  All procedures with Region B in the title are for use in a dual-region deployment.

See Chapter 1, “Scenarios Solution Paths,” on page 9 for information on deployments in single region and
dual region, and networking configuration supported with each path.
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Scenarios Solution Paths

The scenarios in this guide illustrate how an IT organization can automate provisioning in their Software
Defined Data Center using vRealize Automation. Each scenario has a set of prerequisites, and consists of a
set of procedures that you perform in sequence.

Your goals determine which solution path you follow.

m  If you are working on a single-region implementation, you use a Distributed Logical Router (DLR). In
that case, you first prepare for Region A deployment, and then perform the procedures for your
scenario in sequence.

m  If your goal is a dual-region deployment, you must set up the two DLRs or UDLR as part of the Region
A and Region B foundation. Then you have these choices.
m  If you use a UDLR, you must select existing networking when you deploy the scenario. You cannot
use any on-demand networking types when you configure a blueprint. You must select existing
networking.

m  If you use DLRs, you also set them up as part of the foundation deployment, and select them
during scenario deployment.

When you have decided on implementing a scenario, you follow these steps.
1  First you deploy the SDDC foundation and cloud management components following the steps in the
VMware Validated Design for the Software-Defined Data Center documentation.

2 Perform additional prerequisite procedures, depending on the scenario and the deployment type.

Note The Distributed Logical Router (DLR) and Universal Distributed Logical Router (UDLR) that are
used in the scenarios are created as part of the SDDC foundation setup.

VMware, Inc. 9
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Table 1-1. Deployment Types and Solution Paths

Deployment Type

Solution Path

Single-region deployment using DLR

Deploy Region A of the foundation.

2 Perform all procedures in Preparing for Region A
Deployment.

3 Perform all procedures listed in the scenario, including
prerequisites.

Dual-region deployment using DLR

Deploy Region A and Region B of the foundation.

2 Perform all procedures in Preparing for Region A
Deployment.

3 Deploy the Region A scenario

4  Perform all procedures in Preparing for Region B
Deployment.

5 Deploy the Region A scenario again, but use Region B
networking, host name, and other information.
Note Chapter 13, “Creating Single-Machine
Blueprints and Self-Service Catalogues in Region B,”
on page 141 illustrates how do deploy a Region B
scenario.

Cross-region deployment using UDLR

Deploy the foundation.

2 Perform all procedures, but use the UDLR for
networking. Chapter 14, “Configure Unified Single
Machine Blueprints for Cross-Region Deployment,” on
page 147 is an example of this solution path.

VMware, Inc.



Chapter 1 Scenarios Solution Paths

Figure 1-1. Solution Paths for Scenarios
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This chapter includes the following topics:
m  “Using a Distributed Logical Router for Your Single-Region Scenarios,” on page 11
m  “Using a Distributed Logical Router for Your Dual-Region Scenarios,” on page 13

m  “Using a Universal Distributed Logical Router for Cross-Region Deployment,” on page 14

Using a Distributed Logical Router for Your Single-Region Scenarios

All VMware Validated Design use cases are based on the VMware Validated Design for the Software-
Defined Data Center. Depending on the use case, you install all products in the foundation. You can then
deploy scenarios following the instructions in this document. Different use cases might require installation
of additional products.

If you use a single-region scenario, you set up Region A of the VMware Validated Design for the Software-
Defined Data Center, and perform additional preparation following the steps in Preparing for Region A
Scenario Deployment. After that, you set up your environment following the detailed instructions for the
scenario. Because some scenarios do not depend on other scenarios, the result is three groups of scenarios
with three distinct DLRs.

VMware, Inc. 1
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For example, to create blueprints with dynamic resource tiering in a single-region deployment, you follow

these steps.

1  Deploy the Region A foundation.

2 Perform all procedures listed in the Prerequisites in Chapter 4, “Creating Blueprints with Dynamic
Resource Tiering in Region A,” on page 45. This includes the procedures in Preparing for Region A

Scenario Deployment

3 Perform all procedures listed in the scenario.

a  Create Storage Reservation Policies in Region A

b Apply a Storage Reservation Policy to a Datastore in Region A

¢ Enable Users to Change Storage Policies in Region A

d Provision a Virtual Machine With a Modified Storage Policy in Region A

The following table gives an overview.

Scenario Perform All Procedures In... Provision Workload On...
Chapter 3, “Creating and Publishing m  Preparing for Region A Scenario vPOD 192.168.51.0/24
Single Machine Blueprints in Region Deployment
A,” on page 41 m  Configuring Reservation Policies
and Network Policies
m  Creating and Publishing Singe
Machine Blueprints
m  Creating Self-Service Catalogues
Chapter 4, “Creating Blueprints with m  Preparing for Region A Scenario ~ vPOD 192.168.51.0/24
Dynamic Resource Tiering in Region Deployment
A, on page 45 m  Configuring Reservation Policies
and Network Policies
m  Creating and Publishing Single-
Machine Blueprints
Creating Self-Service Catalogues
m  Creating Blueprints with
Dynamic Resources Tiering
Chapter 5, “Integrating vRealize m  Preparing for Region A Scenario vPOD 192.168.61.0/24
Automation with IPAM in Region A,” Deployment
on page 49 m  Configuring Reservation Policies
and Network Policies
m  Integrating vRealize Automation
with IPAM
Chapter 6, “Creating Multi-Tier m  Preparing for Region A Scenario vPOD 192.168.70.0/29
Applications in Region A,” on Deployment
page 67 m  Configuring Reservation Policies
and Network Policies
m  Creating Multi-Tier Applications
Chapter 7, “Configuring Micro- m  Preparing for Region A Scenario ~ vPOD 192.168.70.0/29
Segmentation for Multi-Tier Deployment
Applications in Region A,” on m  Configuring Reservation Policies
page 95 and Network Policies
m  Creating Multi-Tier Applications
Configuring Micro-segmentation
for Multi-Tier Applications
Chapter 8, “Managing Virtual Machine ® Preparing for Region A Scenario =~ vPOD 192.168.51.0/24
Lease and Ownership in Region A,” on Deployment
page 101 ®  Managing Virtual Machine Lease

and Ownership

VMware, Inc.
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Scenario Perform All Procedures In... Provision Workload On...

Chapter 9, “Modeling and Monitoring ~ m Preparing for Region A Scenario ~ vPOD 192.168.51.0/24
Cost with vRealize Business in Region Deployment

A,” on page 105 ®m  Modeling and Monitoring Cost
with vRealize Business

Chapter 10, “Forwarding Log Events m  Preparing for Region A Scenario ~ vPOD 192.168.51.0/24

to vRealize Log Insight in Region A,” Deployment
on page 113 m  Forwarding Log Events to
vRealize Log Insight
Chapter 11, “Monitoring Workload m  Preparing for Region A Scenario ~ vPOD 192.168.51.0/24
Health and Capacity with vRealize Deployment
Hyperic in Region A,” on page 117 ®  Monitoring Workload Health and

Capacity with vRealize Hyperic

Using a Distributed Logical Router for Your Dual-Region Scenarios

If your VMware Validated Design foundation deployment uses a Region B, and if you want to implement
your scenario to use both regions, you can use the Distributed Logical Router (DLR) that is already set up
for your dual-region scenario.

With a DLR, you have the following benefits and limitations.

®  Your environment can use on-demand networking

m  Virtual machines in your environment cannot migrate from one region to another.
To deploy a Region B scenario, perform these procedures.

1  Setup the VMware Validated Design for the Software-Defined Data Center foundation for Region A
and Region B.

2 Deploy the Region A scenario using a DLR.
3 Perform all procedures in Chapter 12, “Preparing for Region B Scenario Deployment,” on page 125.

4  Select a scenario and perform all procedures in that scenario. Follow the steps for Region A, but use the
networking information for Region B. This document includes two example scenarios.

m  Creating and Publishing Single-Machine Blueprints in Region B
m  Creating Self-Service Catalogues in Region B

For all other scenarios, you use the Region A procedure with the Region B networking and host name
information.

For example, for a dual-region deployment of the Dynamic Resource Tiering scenario, you use the following
solution path.

1  Deploy Region A and Region B the foundation.

2 Perform all procedures listed in the Prerequisites in Chapter 4, “Creating Blueprints with Dynamic
Resource Tiering in Region A,” on page 45, including those in Preparing for Region A Deployment.

3 Perform all procedures listed in Chapter 4, “Creating Blueprints with Dynamic Resource Tiering in
Region A,” on page 45.

a  Create Storage Reservation Policies in Region A

b Apply a Storage Reservation Policy to a Datastore in Region A

¢ Enable Users to Change Storage Policies in Region A

d Provision a Virtual Machine With a Modified Storage Policy in Region A

VMware, Inc. 13
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4  Perform all procedures in Preparing for Region B Deployment.

5  Perform all procedures listed in Chapter 4, “Creating Blueprints with Dynamic Resource Tiering in
Region A,” on page 45, but use the network and host name information for Region B.

This guide includes explicit instructions for implementing the following scenarios in Region B using a DLR.

Scenario Prerequisites Provision Workload On...
“Creating and Publishing Single m  Preparing for Region B vPOD 192.168.151.0/24
Machine Blueprints in Region B,” on Deployment

page 141

“Creating Self Service Catalogues in m  Preparing for Region B vPOD 192.168.151.0/24
Region B,” on page 144 Deployment

m  “Creating and Publishing Single
Machine Blueprints in Region B,”
on page 141

Using a Universal Distributed Logical Router for Cross-Region
Deployment

14

If you want to use a Universal Distributed Logical Router (UDLR), you have to set up networking before
you create blueprints. If you select one of the on-demand networking options during blueprint creation,
provisioning of blueprints fails.

For the scenarios, the UDLR is set up as part of the deployment of the VMware Validated Design for the
Software-Defined Data Center.

Using a UDLR has the following advantages and limitations.
m  Supports cross-region deployment.

B You must select an existing network with when you create the blueprint. With UDLRs, you can
configure a blueprints with on-demand networking, but an error results when you use that blueprint.

See the Checklist for Preparing NSX and Security Configuration, which is part of the vRealize Automation
7.2 documentation set, for details.

This Scenarios documentation gives one example scenario for using the UDLR. You can deploy other
scenarios using a UDLR instead of DLRs using the same approach.

Scenario Follow the Procedures In... Provision Workload On...
Chapter 14, “Configure Unified Single =~ Configure Unified Single Machine vPOD 192.168.80.0/24
Machine Blueprints for Cross-Region Blueprints for Cross-Region

Deployment,” on page 147 Deployment

Note The UDLR is set up as part of
the foundation deployment.
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Preparing for Region A Scenario
Deployment

The IT Automating IT scenarios are based on the VMware Validated Design for Software-Defined Data
Center (SDDC). All the scenarios in this guide have been validated with that architecture. Your environment
must meet prerequisites before you can deploy a scenario.

Before you implement any scenarios in region A or in a single-region deployment, follow these steps to
deploy the foundation.

1  Perform all tasks in Region A Virtual Infrastructure Implementation in the Deployment for Region A
document of the VMware Validated Design for the Software-Defined Data Center.

2 Perform all tasks in Region A Cloud Management Platform Implementation in the Deployment for Region A
document of the VMware Validated Design for the Software-Defined Data Center.

3 Depending on your scenario, you might have perform some tasks in Region A Operations
Implementation. For example, some scenarios use vRealize Log Insight.

4  Depending on your scenario, you might consider deploying Region B as well. See the Deployment for
Region A documentation.

You can find the documents on the VMware Validated Design Documentation page.
After you deploy the foundation, you perform the tasks in this chapter before you implement scenarios.

At the beginning of each scenario, you might find additional setup tasks that apply to just that scenario.

Note This set of scenario preparation procedures uses a DLR. See Chapter 1, “Scenarios Solution Paths,”
on page 9 for an introduction to the benefits and disadvantages to using a DLR or UDLR.

This chapter includes the following topics:

m  “Create Virtual Machine Templates from a Content Library in Region A,” on page 16
m  “Create Customization Specifications in Region A,” on page 18

m  “Create a vSphere Endpoint in vRealize Automation in Region A,” on page 20

m  “Create an NSX Endpoint in vRealize Automation in Region A,” on page 21

m  “Configure User Roles in vRealize Automation in Region A,” on page 21

m  “Create Fabric Groups in Region A,” on page 23

m  “Add Compute Resources to a Fabric Group in Region A,” on page 24

®  “Create Business Groups in Region A,” on page 25

m  “Create Logical Switches in Region A,” on page 26

m  “Create External Network Profiles in Region A,” on page 27

VMware, Inc. 15
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m  “Configuring Reservation Policies and Network Policies in Region A,” on page 29

m  “Creating Self-Service Catalogs and Entitlements in Region A,” on page 33

Create Virtual Machine Templates from a Content Library in Region A

In each scenario, you use virtual machine templates to create machine blueprints and publish them in a
service catalog in vRealize Automation. You can use the predefined Linux and Windows virtual machine
template that are available in the vCenter Server content library after you deploy the Software-Defined Data
Center (SDDC).

Creating virtual machine templates from a content library includes several tasks. At a high level, you first
create a virtual machine by importing it from the content library. Then you convert the virtual machine to a
virtual machine template.

Prerequisites

Verify that you have performed the content library configuration for Region A according to the VMuware
Validated Design Deployment Guide for Region A.

m  Configure a Content Library in the First Compute vCenter Server Instance

®  Import the Virtual Machine Template OVF Files

Create Virtual Machines Using VM Templates in the Content Library

16

vRealize Automation cannot directly access virtual machine templates in the content library. You must
create a virtual machine using the virtual machine templates, then convert the template in vCenter Server.

Perform this procedure on all vCenter Server compute instances that you add to vRealize Automation,
including the first vCenter Server compute instance.

Create virtual machines from the following Linux and Windows VM templates in the content libraries.

VM Template Name  Guest OS

redhat6-enterprise-64 Red Hat Enterprise Server 6 (64-bit)

windows-2012r2-64 Windows Server 2012 R2 (64-bit)

Procedure
1 Log in to vCenter Server by using the vSphere Web Client.
a  Open a Web browser and go to https://sfo01w01lvc0l.sfo0l.rainpole.local/vsphere-client.

b  Log in using the following credentials.

Setting Value

User name administrator@vsphere.local

Password  wvsphere_admin_password

2 Navigate to Home > VMs and Templates and expand the sfo01w01vc01.sfo01.rainpole.local vCenter
Server.

Right-click the sfo01-m01dc.
data center tree control and select New Folder > New VM and Template Folder.

Create a new folder and label it VM Templates.

AN GO s W

Navigate to Home > Content Libraries and click SFO01-ContentLib01 > Templates.

VMware, Inc.



Chapter 2 Preparing for Region A Scenario Deployment

7 Right-click the VM template and click New VM from This Template.

The New Virtual Machine from Content Library wizard opens.

8  On the Select name and location page, use the same template name.

Note Use the same template name to create a common service catalog that works across different
vCenter Server instances within your datacenter environment.

9  Select VM Templates as the folder for this virtual machine, and click Next.
10  On the Select a resource page, select the compute cluster that you want to deploy the virtual machine to.
11 On the Review details page, verify the template details and click Next.

12 On the Select storage page, select the sfo01-m01-lib01 datastore and select Thin Provision from the
Select virtual disk format drop-down menu.

3] rednaté.enterprise-64 - New Virtual Machine from Content Library B

~ 1 Selectname and locaton Selectstorage
Salect location to siors the files for the deployed templats
+ 2 Selecta resource

v 3 Rewew details

5 Selectnetworks

Select virlual disk format. | Thin provision

Filter

DAAEIEE | Dataslore Clusters

=) B SFOUIA-NFS01-VRALIED @ Normal 1008.37 GB 24234 GB

[ 10bjects

Bac Hext Cance

13 On the Select networks page, select VM Network as the Destination Network, and click Next.

Note vRealize Automation will change the network according to the blueprint configuration.

14 On the Ready to complete page, review the configurations that you made for the virtual machine, and
click Finish.

A new task for creating the virtual machine appears in the Recent Tasks pane. After the task is
complete, the new virtual machine is created.

15 Repeat this procedure for the other VM Templates in the content library.

Convert the Virtual Machine to a VM Template
You can convert a virtual machine directly to a template instead of making a copy by cloning.

Repeat this procedure for each of the VM templates in the content library. The table below lists the VM
templates and the guest OS that each template uses to create a virtual machine.

VM Template Name  Guest OS

redhat6-enterprise-64 Red Hat Enterprise Server 6 (64-bit)

windows-2012r2-64 Windows Server 2012 R2 (64-bit)

VMware, Inc. 17
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Procedure
1 Log in to vCenter Server using the vSphere Web Client.
a  Open a Web browser and go to https://sfo01w01lvc0l.sfo0l.rainpole.local/vsphere-client.

b  Log in using the following credentials.

Setting Value

User name administrator@vsphere.local

Password vsphere_admin_password

2 Navigate to Home > VMs and Templates.
3 Inthe Navigator pane, expand sfo01w01vc01.sfo01.rainpole.local > SFO > VM Templates.

4 Right-click the redhat6-enterprise-64 virtual machine located in the VM Templates folder, and
click Template > Convert to Template.

5  Click Yes to confirm the template conversion.

6  Repeat this procedure for all of the VM Templates in the content library, verifying that each VM
Template appears in the VM Templates folder.

Create Customization Specifications in Region A

18

For your scenarios, you create two customization specifications, one for a Linux guest operating system and
one for a Windows guest operating system, for use on the virtual machines you deploy from vRealize
Automation. When you apply a specification to a guest operating system during virtual machine cloning or
deployment, you prevent conflicts that might result if you deploy virtual machines with identical settings,
such as duplicate computer names.

You later use the customization specifications when you create blueprints for use with vRealize Automation.

Create a Linux Customization Specification in Region A

For your scenarios, you create a Linux guest operating system specification that you can apply when you
create blueprints for use with vRealize Automation. This customization specification can be used to
customize virtual machine guest operating systems when provisioning new virtual machines from vRealize
Automation.

Procedure
1 Log in to vCenter Server by using the vSphere Web Client.
a  Open a Web browser and go to https://sfo01lm@1lvc@l.sfo@l.rainpole.local/vsphere-client.

b  Log in using the following credentials.

Setting Value

User name administrator@vsphere.local

Password vsphere_admin_password

2 Navigate to Home > Operations and Policies > Customization Specification Manager.
3 Select the vCenter Server sfo01w01vc01.sfo01.rainpole.local from the drop-down menu.
4  Click the Create a new specification icon.

The Guest Customization wizard appears.

VMware, Inc.
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On the Specify Properties page, select Linux from the Target VM Operating System drop-down menu,
enter itac-linux-custom-spec for the specification name, and click Next.

On the Set Computer Name page, select Use the virtual machine name, enter sfo01. rainpole.local in
the Domain Name text box and click Next.

On the Time Zone page, specify the time zone as shown in the table below for the virtual machine, and
click Next.

Setting Value
Area America
Location Los Angeles

Hardware Clock Set To  Local Time

On the Configure Network page, click Next.
On the Enter DNS and domain settings page, leave the default settings, and click Next.
Click Finish to save your changes.

The customization specification that you created is listed in the Customization Specification Manager.

Create a Customization Specification for Windows in Region A

For your scenarios, you create a Windows guest operating system specification. You can apply the

specification when you create blueprints for use with vRealize Automation. When you provision new

virtual machines from vRealize Automation, the customization specification customizes the virtual guest
operating system.

Procedure

1

VMware, Inc.

Log in to vCenter Server by using the vSphere Web Client.
a  Open a Web browser and go to https://sfo01m01vcol.sfo0l.rainpole.local/vsphere-client.

b  Log in using the following credentials.

Setting Value

User name administrator@vsphere.local

Password  wvsphere_admin_password

Navigate to Home > Operations and Policies > Customization Specification Manager.
Select the vCenter Server sfo01w01vc01.sfo01.rainpole.local from the drop-down menu.
Click the Create a new specification icon.
The Guest Customization wizard appears.

On the Specify Properties page, select Windows from the Target VM Operating System drop-down
menu, enter itac-windows-joindomain-custom-spec for the specification name, and click Next.

On the Set Registration Information page, enter Rainpole for the virtual machine owner’s name and
organization, and click Next.

On the Set Computer Name page, select Use the virtual machine name, and click Next.
The operating system uses this name to identify itself on the network.

On the Enter Windows License page, provide licensing information for the Windows operating system,
enter the volume_license_key, and click Next.

Specify the administrator password for use with the virtual machine, and click Next.
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On the Time Zone page, select (GMT-08:00) Pacific Time(US & Canada), and click Next.
On the Run Once page, click Next.
On the Configure Network page, click Next.

On the Set Workgroup or Domain page, select Windows Server Domain, configure the following
settings, and click Next.

Setting Value

Domain sfo01.rainpole.local

User name RAINPOLE\ administrator

Password  admin_pwd

On the Set Operating System Options page, select Generate New Security ID (SID), and click Next.
Click Finish to save your changes.

The customization specification that you created is listed in the Customization Specification Manager.

Create a vSphere Endpoint in vRealize Automation in Region A

20

In the IT Automating IT use case, IaaS administrators create endpoints and configure user credentials for
those endpoints. These endpoints allow vRealize Automation to manage the infrastructure. After creation of
the endpoint for vSphere, vRealize Automation can communicate with the vCenter Server environment and
discover compute resources, collect data, and provision machines.

Procedure

1

Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain rainpole.local

Navigate to Infrastructure > Endpoints > Endpoints and click New > Virtual > vSphere (vCenter).

On the General page, configure the vRealize Automation Endpoint with the following settings.

Setting Value for vSphere

Name VSPHERE-SFO
Note The vSphere Endpoint Name must be identical to the name that you used to install the proxy
agent.

Address https://sfo01w01vc01.sfo01.rainpole.local/sdk

User Name rainpole\svc-vra

Password svc_vra_password

Click Test Connection.
On the Security Alert window, click OK.

Click OK to create the endpoint.
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Create an NSX Endpoint in vRealize Automation in Region A

When you create an endpoint for NSX, vRealize Automation can communicate with NSX Manager to
discover networking resources.

Procedure
1 Login to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvro0l.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain rainpole.local

2 Navigate to Infrastructure > Endpoints > Endpoints and click New > Network and Security > NSX.

3 On the General page, configure the vRealize Automation Endpoint with the following settings.

Setting Value

Name NSXEndpoint

Address https://sfo01w01nsx01.sfo01.rainpole.local

User Name admin

Password admin_password

4  Click the Associations tab to associated the endpoint with NSX.
a  Click New.
b  Choose VSPHERE-SFO from the Name drop-down menu.
¢ Click OK.

5 Click Test Connection.

6  On the Security Alert window, click OK.

7  Click OK to create the endpoint.

Configure User Roles in vRealize Automation in Region A

Before you implement scenarios, you must assign roles with the privileges that are required for to the tenant
administrators and tenant architects (blueprint architects) to perform their responsibilities using vRealize
Automation.

This procedure steps you through assigning roles to the ug-ITAC-TenantAdmins and ug-ITAC-
TenantArchitects users and groups.

Roles are sets of privileges that you associate with users to determine what tasks they can perform. Based on
their responsibilities, individuals might have one or more roles associated with their user account. All user
roles are assigned within the context of a specific tenant. However, some roles in the default tenant can
manage system-wide configuration settings that apply to multiple tenants.
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Procedure
1  Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vrad@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name ITAC-LocalRainpoleAdmin

Password itac-localrainpoleadmin_password

Domain vsphere.local

2 Click the Administration tab.
3 Navigate to Users & Groups > Directory Users and Groups.

4  Enter ug-ITAC-TenantAdmins in the search box and press Enter.

Infrastructure Service Portal Weicome, [TAC-LocalRainpoleAdmin.  Praferences  Help | Logoul

Aaminisraton  ETERATETES
i ITAG-Tenantami
< Administation Directory Users & Groups ug-TAC-TenantAdmin
You can view Ihe Directory users and groups infarmation
Diectory Users and Groups ]
Hame Descripten Emai

Custom Graups @ I {ugT Jocal

Business Groups

5  Click the user group name ug-ITAC-TenantAdmins.

6 Inthe Add Roles to this Group item list, select the Approval Administrator, Business Management
Administrator, Infrastructure Architect, Software Architect, Tenant Administrator, and XaaS
Architect check boxes, and click Finish.

Infrastructure Service Portal ‘Weicome, [TAC-LecalRainpoieAdmin.  Preferences  Help | Logoul

Administration  EEUEERTETE

Edit Group: ug-ITAC-TenantAdmins

+ Administration

General | Mambers | Directory Graups | Custom Groups | Business Groups | Entitied lems
Directory Users and Groups
Ci Mame:  ug-TAC-TenantAdmins Add Roles to this Group.
@ 1o Administrato -

Description: # Infrastructure Architect
Business Groups
@ Software Architect
# Tenant Administrator
@ Xaas Architect
Domain:  rainpale.ocal

T — Authorities Granted by Selected Roles.
Arcess Ul -
Access my enant admnstraton GUL
Aacoss my lenant dreciones, groups and users adminisiratic
‘Acesss Ihe bAsSprIN and DiuSprnt consonént design GUI,

Sdmin Requires Sysiem Admin

Administer the Mefics Provides confgurations

Adminster the X33 contiuratins

‘Assemble.edit and pubish composte blseprins for the tenant
ssign the lenant adminisato rok 1o oher users,

Configurs basepent service sefings

Gonfigure software service seltngs -

Back Next > Finish Cancal

7  Enter ug-ITAC-TenantArchitects in the Tenant Administrators search box and press Enter.
8  Click the user group name ug-ITAC-TenantArchitects.

9 Inthe Add Roles to this Group list, select the Software Architect check box, and click Finish.
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Create Fabric Groups in Region A

You can organize virtualization compute resources and cloud endpoints into fabric groups by type and
intent. One or more fabric administrators manage the resources in each fabric group. Before you implement
a scenario, Fabric administrators must create reservations on the compute resources in their groups.

The reservations allocate fabric resources to specific business groups. Fabric groups are created in a specific
tenant, but their resources can be made available to users who belong to business groups in all tenants.

Procedure

1

4

VMware, Inc.

Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain Rainpole.local

Select Infrastructure > Endpoints > Fabric Groups.

Click New Fabric Group, enter the following settings and click OK.

Setting Value

Name SFO Fabric Group

Fabric administrators  ug-ITAC-TenantAdmins@rainpole.local

Infrastructure Service Portal Welcome, [TAC-TenantAdmin  Preferences  Help  Lagoul

Home  Catalog  Nems  Requests  Ibox  Design  Aaminiswaion [NALEEUENE

New Fabric Group
Create a fabric group by assigning fabric adminisirators and select the compute resources that they can manage.

< Infrastructure

Endpoints *Mame: | SFQ Fabric Group

Description:
Credentials

Agents
Fabfic administrators: )
e — ug-TAC-TenantAdmins @rainpole local

Compite fesources: Hame Endpoint Platform Type

oK Cancal

Log out of the vRealize Automation portal.
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Add Compute Resources to a Fabric Group in Region A

Before you implement a scenario, you allocate compute resources to fabric groups so that vRealize
Automation can use the resources in that compute resource for that fabric group when provisioning virtual
machines.

Procedure
1 Login to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain Rainpole.local

2 Navigate to Infrastructure > End Points > Fabric Groups.

3 In the Name column, hover the mouse pointer over the fabric group name SFO Fabric Group, and click
Edit.

Infrastructure Service Portal Welcome, [TAC-TenaniAgmin.  Preletences | Help | Logout

Home  Camlog  Mems  Requess  inbox  Design  Administation [ENULEEUIENCY

Fabric Groups

Place compule resources in fabric groups and assign fabric adminisirators o manage tem

¢ Infrastructure

Enapoints 4 New
Name < Fabnc Administrators Descrption Compute Resources
Credentals

& 5O Fabric Group # Egt | miAdmnsiranpoe local SFO-Compll. SFO01-Edged
Roen &
o X Deiet:

Fabric Groups

4 On the Edit Fabric Group page, select sfo01-w01-comp01 (compute cluster) from the Compute
Resources table, and click OK.

Note It might take several minutes for vRealize Automation to connect to the Compute vCenter
Server system and associated clusters. If you are not able to see the compute cluster after sufficient time
has passed, restart both proxy agent services in the virtual machines sfo0liasOla.sfo01.rainpole.local
and sfo0lias01b.sfo01.rainpole.local.

5 Navigate to Infrastructure > Compute Resources > Compute Resources.

6  Inthe Compute Resource column, hover the mouse pointer over the compute cluster sfo01-w01-
comp01, and click Data Collection on the edit menu.

7 Wait for data collection to complete and verify that the Status for both Inventory and Network
and Security Inventory shows Succeeded.
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Create Business Groups in Region A

Tenant administrators create business groups to associate a set of services and resources with a set of users.
The set of users often corresponds to a line of business, department, or other organizational unit. Users must
belong to a business group to request machines. For this scenario implementation, create only a Production
business group.

Procedure

1

5
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Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain Rainpole.local

Navigate to Administration > Users and Groups > Business Groups.
Click the New icon.

On the General tab, enter the following values and click Next.

Setting Value

Name Production

Send Manager emails to  ITAC-TenantAdmin@rainpole.local

Infrastructure Service Portal Weicome, [TAC-TenantAdmin. | Preforences  Help  Logoul

Home  Callog  Mems  Requests  Inbox  Design [EESTIUERETENE  invasiuctre

New Business Group

« Adminisiraion

General
Directory Users and Groups

Name: | Production
Custom Groups
Descrigtion:

Business Groups
* Send manager emails to; |-Tenantaamingrainpole local | @
Custom properties:

- ew x

Hame Value Encrypled Prompt User

= Back Next= Finish Cancel

On the Members tab, enter ug-ITAC-TenantAdmins@rainpole.local in the Group manager role text box,
and click Next.

25



Scenarios

Infrastructure Service Portal Weicome, ITAC-TenantAdmin. | Preferences ~ Help  Logout

Home  Catilog  Mems

New Business Group

Mombers
Directory Users and Groups

Group manager roke: i
Custom Groups
Hame (1
BusIness Groups @ oo (uorTAC
Support role {0
Hame (0
Ho data seiecled
User role: {40

Name (0

6  On the Infrastructure tab, click Finish.

Create Logical Switches in Region A

26

Before you can start with scenarios, you have to create logical switches for business groups. Several
scenarios require a logical switch for the Production business group.

This procedure creates and configures the following logical switch

Logical Switch Name Description

Production-VXLAN Logical switch for the Production business group

Note You can connect the switch for production workloads to either the Distributed Logical Router or the
Universal Distributed Logical Router. If the switch is connected to Universal Distributed Logical Router,
workload deployment in Region B will fail because only the primary NSX Manager can create and manage
universal objects. The NSX manager in Region B is not the primary NSX Manager. Thus the decision is to
connect the switch to the Distributed Logical Router. As a result of this decision, deployed workloads can no
longer move between Region A and Region B.

Procedure
1 Log in to vCenter Server by using the vSphere Web Client.
a  Open a Web browser and go to https://sfo01w01vc0l.sfo0l.rainpole.local/vsphere-client.

b  Log in using the following credentials.

Setting Value

User name administrator@vsphere.local

Password  wvsphere_admin_password

2 Create alogical switch.
a  Click Networking & Security.
b  Inthe Navigator, select Logical Switches.
¢ From the NSX Manager drop-down menu, select 172.16.11.66 as the NSX Manager.
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d  Click the New Logical Switch icon.
The New Logical Switch dialog box appears.

e Inthe New Logical Switch dialog box, enter the following settings, and click OK.

Setting Value

Name Production-VXLAN

Description Logical switch for Production Business Group
Transport Zone Comp Global Transport Zone

Replication Mode Hybrid

Enable IP Discovery Selected

Enable MAC Learning Deselected

3  Connect Production-VXLAN to the Distributed Logical Router.
a  On the Logical Switches page, select the Production-VXLAN Logical Switch.
b  Click the Connect Edge icon.
¢ On the Connect an Edge page, select sfo01w01d1r01 and click Next.

d  On the Edit NSX Edge Interface page, enter the following settings and click Next.

Option Settings
Name Production-VXLAN
Type Internal

Connectivity Status ~ Connected

Primary IP Address 192.168.51.1

Subnet Prefix Length 24

e  On the Ready to Complete page, click Finish.

Create External Network Profiles in Region A

Before members of a business group can request virtual machines, fabric administrators must create
network profiles. The network profiles define the subnet and routing configuration for the virtual machines.
Before you start scenario implementation, you create a Production Group External network profile.

Each network profile is configured for a specific network port group or virtual network. The network profile
specifies the IP address and routing configuration for virtual machines that are provisioned to that network.

Prerequisites

Create logical switches for business groups. See “Create Logical Switches in Region A,” on page 26.
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Procedure

Log in to the vRealize Automation Rainpole portal.

a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain Rainpole.local

Navigate to Infrastructure > Reservations > Network Profiles and click New > External.

On the New Network Profile - External page, specify the network profiles on the General tab.

a  Add the values for the Production Group External network profile.

Setting Production Value
Name Ext-Net-Profile-Production
Description External Network profile for Production Business Group

IPAM endpoint  vRealize Automation IPAM

Subnet mask 255.255.255.0

Gateway 192.168.51.1

Click the DNS tab and enter the following values.

Setting Value
Primary DNS 172.16.11.4
Secondary DNS 172.16.11.5
DNS Suffix rainpole.local

DNS search suffixes  rainpole.local

Click the Network Ranges tab and follow these steps.
a  Click the New button.

b Enter the following values for the Production Business IP Range profile.

¢ Click OK.

Setting Production Value

Name Production

Description Static IP range for Production Group

Starting IP address  192.168.51.20

Ending IP address ~ 192.168.51.250

Verify that all the static IP addresses are added to the profile and click OK.
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Configuring Reservation Policies and Network Policies in Region A

Scenarios use vRealize Automation reservation policies to group similar reservations. That means, for
example, that you can assign different resources to a production environment than to a development
environment. Create the reservation policy tag first, then assign the policy to reservations to allow a tenant
administrator or business group manager to use the reservation policy in a blueprint.

Note Only some of the scenarios require that you configure reservation policies and network policies.
Configure them only if instructed on the first page of the scenario.

Create Reservation Policies in Region A

Scenarios use reservation policies to group similar reservations. Create the reservation policy tag first so that
you can assign the policy to reservations. A tenant administrator or business group manager to use the
reservation policy in a blueprint.

You create a reservation policy for virtual machine provisioning in a production environment.

When you request a machine, it can be provisioned on any reservation of the appropriate type that has
sufficient capacity for the machine.

®  You can apply a reservation policy to a blueprint to restrict the machines provisioned from that
blueprint to a subset of available reservations.

B You can use a reservation policy to collect resources into groups for different service levels, or to make a
specific type of resource easily available for a particular purpose.

B You can add multiple reservations to a reservation policy, but a reservation can belong to only one
policy.

B You can assign a single reservation policy to more than one blueprint, however, each blueprint can have
only one reservation policy.

B A reservation policy can include reservations of different types, but only reservations that match the
blueprint type are considered when selecting a reservation for a particular request.

Procedure
1 Login to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain Rainpole.local

2 Navigate to Infrastructure > Reservation > Reservation Polices.

3 Click the New icon, configure the following settings, and click Save.

Setting Value

Name SFO-Production-Policy

Description  Reservation policy for Production Business Group in SFO
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4  Click the New icon, configure the following settings, and click Save.

Setting Value

Name SFO-Edge-Policy

Description ~ Reservation policy for Tenant Edge resources in SFO

Create Reservations for the Compute Cluster in Region A

Before members of a business group can request machines, fabric administrators must allocate resources to
them by creating a reservation. Each reservation is configured for a specific business group to grant them
access to request machines on a specified compute resource. For the scenarios, you perform this procedure
twice to create reservations for both the Production and Development business groups.

Group Name

Production SFO01-Comp01-Prod-Res01

Development SFO01-Comp01-Dev-Res01

Procedure
1  Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain rainpole.local

2 Navigate to Infrastructure > Reservations > Reservations, and click New > vSphere (vCenter).

3 On the New Reservation - vSphere (vCenter) page, click the General tab and configure the following

values.

Setting Production Group Value Development Group Value
Name SFO01-Comp01-Prod-Res01  SFO01-Comp01-Dev-Res01
Tenant rainpole rainpole

Business Group Production Development

Reservation Policy SFO-Production-Policy SFO-Development-Policy
Priority 100 100

Enable This Reservation  Selected Selected

4 On the New Reservation - vSphere (vCenter) page, click the Resources tab.

a  Select sfo01-w01-comp01(sfo01w01vc01.sfo01.rainpole.local) from the Compute resource drop-
down menu.

b In the This Reservation column of the Memory (GB) table, enter 200.
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In the Storage (GB) table, select the DS-NFS-Primary-HIGH datastore, enter the following values,
and click OK.

Setting Value

This Reservation Reserved 2000

Priority 1

In the Storage (GB) table, select the DS-NFS-Primary-MED datastore, enter the following values,
and click OK.

Setting Value

This Reservation Reserved 2000

Priority 2

In the Storage (GB) table, select the DS-NFS-Primary-LOW datastore, enter the following values,
and click OK.

Setting Value

This Reservation Reserved 2000

Priority 3

Select sfo01-w01rp-user-vin from the Resource pool drop-down menu.

On the New Reservation - vSphere (vCenter) page, click the Network tab.

On the Network tab, select network path check boxes from the Network Paths list, and select the
corresponding network profile from the Network Profile drop-down menu, as follows.

a

Configure the Production Business Group with the following values.

Production Network Path Production Group Network Profile

vxw-dvs-xxxxx-Production-Web-VXLAN  Ext-Net-Profile-Production-Web

vxw-dvs-xxxxx-Production-DB-VXLAN Ext-Net-Profile-Production-DB

vxw-dvs-xxxxx-Production-App-VXLAN  Ext-Net-Profile-Production-App

Configure the Development Business Group with the following values.

Development Network Path Development Group Network Profile

vxw-dvs-xxxxx-Development-Web-VXLAN  Ext-Net-Profile-Development-Web

vxw-dvs-xxxxx-Development-DB-VXLAN  Ext-Net-Profile-Development-DB

vxw-dvs-xxxxx-Development-App-VXLAN  Ext-Net-Profile-Development-App

Click OK to save the reservation.
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Create Reservations for Edge Resources in Region A

In your scenario implementation, fabric administrators must allocate resources to business groups by
creating a reservation. Each reservation is configured for a specific business group to grant them access to
request virtual machines on a specified compute resource. Members of a business group can then request
virtual machines.

By creating reservations for the Edge resources, any converge blueprint (or multi-machine blueprint) that
deploys an NSX Edge device on-demand can automatically be placed in a datastore, cluster, or resource
pools for Edge resources. That means Edge devices are separated from the workload virtual machine
resources. By separating the workload compute resource and the network Edge resource, you can assign
more reliable and higher performance resources to the infrastructure that is in use by workload virtual
machines.

Perform this procedure to create Edge reservations for the Production business group.

Procedure
1 Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain rainpole.local

2 Navigate to Infrastructure > Reservations > Reservations, and click New > vSphere (vCenter).

3 Onthe New Reservation - vSphere (vCenter) page, click the General tab, and configure the following
values for your business group.

Setting Production Group Value
Name SFOO01-Edge01-Prod-Res01
Tenant rainpole

Business Group Production

Reservation Policy SFO-Edge-Policy

Priority 100

Enable This Reservation Selected

4 On the New Reservation - vSphere (vCenter) page, click the Resources tab.

a  Select sfo01-w01-comp01 (sfo01w01vc01.sfo01.rainpole.local) from the Compute resource drop-
down menu.

b Enter 200 in the This Reservation column of the Memory (GB) table.

¢ In the Storage (GB) table, select the check box for datastore sfo01-w01-vsan01, enter 2000 in the
This Reservation Reserved text box, enter 1 in the Priority text box, and click OK.

d  Select sfo01-w01rp-user-edge from the Resource pool drop-down menu.

5  On the New Reservation - vSphere (vCenter) page, click the Network tab.
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6  On the Network tab, map the network path to the network profile for the business group.
a  Select the network path check boxes listed in the table below from the Network Paths list.

b Select the corresponding network profile from the Network Profile drop-down menu.

Production Network Path Production Group Network Profile

vxw-dvs-xxxxx-Production-VXLAN  Ext-Net-Profile-Production

7 If anetwork path is not listed, resynchronize data collection from the NSX objects in the Compute
vCenter Server inventory.

a  Go back to Infrastructure > Compute Resources.

b Highlight sfo01-w01-comp01, select Data Collection, scroll down to Network and Security
Inventory, and click Request now.

¢ Wait for synchronization to complete.

8 Click OK to save the reservation.

Creating Self-Service Catalogs and Entitlements in Region A

For some of the IT Automating IT scenarios, you create a self-service catalog and corresponding entitlements
before you start. A service catalog provides a common interface for consumers of IT services to request
services, track their requests, and to manage their provisioned service items. Service architects and
administrators can define new services and publish them to the common catalog. When defining a service,
the architect can specify which items can be requested, and what which request options are configurable.

Users who are responsible for managing the catalog, such as tenant administrators and service architects,
can manage the presentation of catalog items. For example, catalog managers can group items into service
categories for easier navigation and highlight new services to consumers on the portal home page.

Note Only some of the scenarios require that you create self-service catalogs and the corresponding
entitlements. Create the self-service catalogs only if instructed on the first page of the scenario.

Prerequisites
1  Prepare for the deployment. See Chapter 2, “Preparing for Region A Scenario Deployment,” on page 15.
2 Perform the tasks in “Configuring Reservation Policies and Network Policies in Region A,” on page 29.

3 Perform the tasks in Chapter 3, “Creating and Publishing Single Machine Blueprints in Region A,” on
page 41.
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Create a Service Catalog in Region A

A service catalog provides a common interface for consumers of IT services to request services, track their
requests, and manage their provisioned service items.

Procedure
1 Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain rainpole.local

2 Navigate to the Administration tab, click Catalog Management > Services, and click New.
The New Service page appears.

3 Inthe New Service page, configure the following settings and click OK.

Setting Value

Name SFO Service Catalog
Description Default setting (blank)
Status Active

Icon Default setting (blank)
Status Default setting (blank)
Hours Default setting (blank)
Owner Default setting (blank)

Support Team Default setting (blank)

Change Window  Default setting (blank)

Create Entitlements for Business Groups

34

You add a service, catalog item, or action to an entitlement, allowing the users and groups identified in the
entitlement to request provisionable items in the service catalog. Entitlements allow members of a business
group such as the Production business group to use the blueprint. Without the entitlement, users cannot use
a blueprint.

Perform this procedure to create an entitlement for the Production business group.

Entitlement Name Status Business Group User & Groups

Prod-SingleVM-Entitlement Active Production ug-ITAC-TenantAdmins
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Log in to the vRealize Automation Rainpole portal.
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a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting

Value

User name itac-tenantadmin

Password

itac-tenantadmin_password

Domain

Rainpole.local

Click the Administration tab, and click Catalog Management > Entitlement.

Click

New.

The New Entitlement page appears.

On the New Entitlement page, select the Details tab, configure the following values, and click Next.

Setting Production Value
Name Prod-SingleVM-Entitlement
Description Default setting (blank)

Expiration Date = Default setting (blank)

Status

Active

Business Group  Production

Users & Groups  ug-ITAC-TenantAdmins

New Entitl

General

* Business Group:

lement

* Name:

Description:

Expiration Date:

“Users & Groups:

Prod-Singlevk-Entilement

Nare

& uoTAC-Tenantagming (ug-T

" Status: | Acive

roduction v

TAC-Tanantadmins @rangose. ksl
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5  Click the Items & Approvals tab.

a  On the Entitled Actions page, click the Add Action icon, add the following actions, and click OK.
m  Connect using RDP (Machine)
m  Power Cycle (Machine)
m  Power Off (Machine)
m  Power On (Machine)
m  Reboot (Machine)
m  Shutdown (Machine)

b Click Finish.

New Entitlement
liems & Approvals

Select he senices, items, and adiions to include in this enfitie e
apply aifierent levels of govemance, you can configure indiidual senices, tem

tems

uepri entitied
can chan

 companents are provisioned. To
rent approval policies. Yo

appearin the se
& the approval policie:

Entilled Services

Name

J 0@ 0EE

Configure Entitlements for Blueprints in Region A

You entitle users to the actions and items that belong to the service catalog by associating each blueprint
with an entitlement.

Repeat this procedure to associate the following blueprints with their entitlement.

Blueprint Reservation Service Add to
Name VM Template Policy Catalog Entitlement
Windows windows-2012r2-64 SFO-Production-  SFO Prod-
Server 2012 R2-  (sfo01w01vc01.sfo01.rainpole.local) Policy Service SingleVM-
SFO Prod Catalog Entitlement
Windows windows-2012r2-64 SFO- SFO Dev-
Server 2012 R2-  (sfo01w01vc01.sfo01.rainpole.local) Development- Service SingleVM-
SFO Dev Policy Catalog Entitlement
Windows windows-2012r2-64- SFO-Production-  SFO Prod-
Server 2012 R2 5q12012(sfo01w01vc01.sfo01.rainpole.local) Policy Service SingleVM-
With SQL2012 - Catalog Entitlement
SFO Prod
Windows windows-2012r2-64- SFO- SFO Dev-
Server 2012 R2 sq12012(sfo01w01vc01.sfo01.rainpole.local) Development- Service SingleVM-
With SQL2012 - Policy Catalog Entitlement
SFO Dev
Redhat redhat6- SFO-Production-  SFO Prod-
Enterprise enterprise-64(sfo01w01vc01.sfo01.rainpole.local) Policy Service SingleVM-
Linux 6 - SFO Catalog Entitlement
Prod
Redhat redhat6- SFO- SFO Dev-
Enterprise enterprise-64(sfo01w01vc01.sfo01.rainpole.local) Development- Service SingleVM-
Linux 6 - SFO Policy Catalog Entitlement
Dev
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Procedure

1
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Log in to the vRealize Automation Rainpole portal.

Chapter 2 Preparing for Region A Scenario Deployment

a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin
Password itac-tenantadmin_password
Domain rainpole.local

Select the Administration tab and navigate to Catalog Management > Catalog Items.

On the Catalog Items pane, select the Windows Server 2012 R2 - SFO Prod blueprint in the Catalog
Items list and click Configure.

On the General tab of the Configure Catalog Item dialog box, select SFO Service Catalog from
the Service drop-down menu, and click OK.

Infrastructure Service Portal

Home  Catal iems

e Requests
« Adminisiration

Senaces

Catalog ltems

Actions

Entibements

Inbox

General

Design

Cenfigure Catalog Item

Enfitlements

Hame:
Source:
Resource ype:

Description:

Preview

Status:
Quota:

Service:

Administration

Infrastructure

Windows Server 2012 Production
Bluepnnt Serce

Deployment

Browse.
Recommended size” 100 x 100 pixels

Listwew Catalog view

B X
== F
Actve

SFO Senvice Calalog

[] Mew and noteworthy

Detail view

Welcome, ITAC-Tenantadmin, | Praferences
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5

6

Associate the blueprint with the Prod-SingleVM-Entitlement entitlement.
a  Click Entitlements and select Prod-SingleVM-Entitlement.
The Edit Entitlement pane appears.

b Select the Items & Approvals tab and add the Windows Server 2012 R2 - SFO Prod blueprint to
the Entitled Items list.

¢ Click Finish.

Edit Entitiement

General  ltems & Approvals

Select the senices, tems, and actions to include in this entlement. With the exception of actions and blueprint components, entitied items appear in the semce catalog. Adicns are available only after items are provisioned. To

apply different levels of governance, you can configure Indnvidual senices, items, and actions with different approval policies. You can change the approval policies assoclated with entited itlems at any ime.
Entitled Services & ) Entitled tems 4 ) Entitled Actions <
5 = W ACHIONS iy GpRTY 10 fems defingd In his enimement

Fame: Aparoval Policy Hame Approval Policy
Windaws Server 212 R2 - 8 (nane) - Name Approval Poicy
Connect to Remote Consol (.. (none}
Connect using RDP (Machine) (mone}
Destroy [Deployment) (mone}
Destroy (Virtual Machine) (mone}
Power Cycie [Wachine) (none}
Power OfT (Machine} (none}
Power On (Maching) (none)
Reboot (Kachine) (none}
Shutdown {Wachine) (none}
= Back Mext = Finish

Select the Catalog tab and verify that the blueprints are listed in the Service Catalog.

Infrastructure Service Portal ‘Welcome, (TAG-Tenantadmin. | Preferences | Help

Home  [EeEENY lequests  Inbox  Design  Administration  Infrastructure

Service Catalog ON Denall of: | ITAG-Tenantsemin@rainpaie. ocal

Browse the catalog for sendces you need

SFO Service Catalog (1) Business group: 41l v

Windows Server 2012 Pr...

Click the Request button to request a virtual machine that uses the Windows Server 2012 R2 - SFO
Prod blueprint.

Click the Request tab to monitor the status of the provision request and verify that the request
completes successfully.

Repeat this procedure to associate all of the blueprints with their entitlements.

Provision Blueprints and Validate the Configuration in Region A

38

After the blueprints for your scenario have been created, you can associate them with the service catalog and
perform optional customization. After provisioning is complete, you verify that the naming prefixes and IP
addresses are correct.

Because entitlements are already in place, the correct set of users can then use the service catalog item.
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i ]

Cancel

Logout



Chapter 2 Preparing for Region A Scenario Deployment

Procedure

1
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Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain Rainpole.local

Navigate to the Catalog tab and click SFO-Service-Catalog.

Click Request for the blueprint named Windows Server 2012 R2 - SFO Prod and, optionally, customize
the blueprint.

a  (Optional) Select Windows Server 2012 R2 - SFO Prod and, under General, enter values for
Description, Reason for Request, and Lease days.

b  (Optional) Select vSphere_Machine_1 and, under General, enter values for the CPUs and Memory
options.

¢ (Optional) Select vSphere_Machine_1 and under Storage, click Edit and select the Storage
Reservation Policy option available from the drop-down menu.

Click Submit and click OK.

Repeat the steps to deploy the blueprint named Redhat Enterprise Linux 6 - SFO Prod.
Click the Requests tab and check the status of the new requests until Status is Successful.
Provisioning might take some time.

Once provisioning is complete, click the Infrastructure tab, click Reservations, and click Network
Profiles.

Click Ext-Net-Profile-Production, click the IP Addresses tab to verify that the blueprints are deployed
correctly.

a  Verify that two virtual machines exist with the machine name pattern Prod-xxxxx.

This is the prefix that you defined according to “Create Machine Prefixes in Region A,” on
page 41.

b Verify that the two virtual machines are using the IP addresses defined on “Create External
Network Profiles in Region A,” on page 27.

¢ Click Cancel when verification is complete.
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Creating and Publishing Single
Machine Blueprints in Region A

A blueprint specifies the workflow that is used to provision a virtual machine and includes information such
as CPU, memory, and storage.

This scenario explains how to publish blueprints for the Production business group.

Machine blueprints include additional provisioning information such as the locations of required disk
images or virtualization platform objects. Blueprints also specify policies such as the lease period and can
include networking and security components such as security groups, policies, or tags.

This scenario gives detailed information on the procedures for a single-region deployment. You can also use
these procedures for Region A of a dual-region deployment. If you want to use the procedures for Region B
in a dual-region deployment, you have to use different IP address and machine names and might have to
make some other changes.

Prerequisites

1  Prepare for the deployment. See Chapter 2, “Preparing for Region A Scenario Deployment,” on page 15.
2 Perform the tasks in “Configuring Reservation Policies and Network Policies in Region A,” on page 29.
This chapter includes the following topics:

m  “Create Machine Prefixes in Region A,” on page 41

m  “Create Single Machine Blueprints in Region A,” on page 42

Create Machine Prefixes in Region A

As a fabric administrator, you create machine prefixes that are used to create names for machines
provisioned through vRealize Automation. Tenant administrators and business group managers select these
machine prefixes and assign them to provisioned machines through blueprints and business group defaults.

For the Scenarios documentation, you set up a machine prefix for the Production business group. Machine
prefixes are shared across all tenants. Every business group has a default machine prefix. Every blueprint
must have a machine prefix or use the group default prefix. Fabric administrators are responsible for
managing machine prefixes.

A prefix consists of a base name to be followed by a counter of a specified number of digits. When the digits
are all used, vRealize Automation rolls back to the first number.
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Procedure
1 Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain Rainpole.local

2 Select Infrastructure > Administration > Machine Prefixes.

3 Click the New icon to create a default machine prefix for the Production group using the following
settings and click Save.

Setting Value

Machine Prefix Prod-

Number of Digits 5

Next Number 1

Create Single Machine Blueprints in Region A

To prepare for IT Automation IT scenarios, you create a blueprint for provisioning the Linux and Windows
virtual machines. The blueprint uses resources on the Compute vCenter Server. Tenants can later use this
blueprint for automatic provisioning.

A blueprint is the complete specification for a virtual, cloud, or physical machine. Blueprints determine a
machine's attributes, the manner in which it is provisioned, and its policy and management settings.

Repeat this procedure to create the following blueprints.

Blueprint Name VM Template Customization Specification

Windows Server 2012 R2 - SFO Prod ~ windows-2012r2-64 itac-windows-joindomain-custom-spec

Redhat Enterprise Linux 6 - SFO Prod  redhat6-enterprise-64  itac-linux-custom-spec

Procedure
1 Login to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain Rainpole.local

2 Navigate to Design > Blueprints.
3 Click New.
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Chapter 3 Creating and Publishing Single Machine Blueprints in Region A

4 In the New Blueprint dialog box, configure the following settings on the General tab and click OK.

Setting Value

Name Windows Server 2012 R2 - SFO Prod

Archive (days) 15

Minimum 30

Maximum 270

5 Select and drag the vSphere Machine icon to the Design Canvas.

6  Click the General tab, configure the following settings, and click Save.

Setting Default
1D Default setting (vSphere_Machine_1)
Description Default setting (blank)

Display location on request  Deselected

Reservation policy SFO-Production-Policy
Machine prefix Prod-

Minimum Default setting
Maximum Default setting

7 Click the Build Information tab, configure the following settings, and click Save.

Setting Value for Windows
Blueprint type Server
Action Clone

Provisioning workflow  CloneWorkflow

Clone from windows-2012r2-64

Customization spec itac-windows-joindomain-custom-spec

8  Click the Machine Resources tab, configure the following settings, and click Save.

Setting Minimum Maximum
CPU 2 4

Memory (MB): 4096 16384

Storage Default setting  Default setting

9  Set the network.
a  Click the Network tab.

b Select Network & Security in the Categories section to display the list of available network and
security components.

¢ Select the Existing Network component and drag it onto the design canvas.

VMware, Inc. 43



Scenarios

44

d Click in the Existing network text box and select the Ext-Net-Profile-Production network profile.

Blueprint Name Existing network

Windows Server 2012 R2 - SFO Prod Ext-Net-Profile-Production

Redhat Enterprise Linux 6 - SFO Prod  Ext-Net-Profile-Production

e Click Save.

New Blueprint: Windows Server 2012 Production &
Categories Design Canvas

o v
H

¥ vSphere_achi

vSphere Machine
@ EnePronePros.

Existing_Network_1

General  DNGMWINS | IP Ranges
* Existing network:  Ext-Met-Profile-Production-Web

Description:  Extemal Nebwork profile for Web Tier of Production Business

Subnetmask: 255 255 265.0

Gateway: 17211.10.1

Save Finish Cancel

f  Select vSphere_machine properties from the design canvas.

g  Select the Network tab, click New, and configure the following settings.

For Existing Network Network Setting Assignment Type Setting Address Setting

Ext-Net-Profile-Production  ExtNetProfileProduction Static IP Leave blank

h  Click Save.
i Click Finish to save the blueprint.
10 Select the blueprint and click Publish.

11 Repeat this procedure to create the blueprint for Linux.

Setting Value for Linux
Blueprint type Server
Action Clone

Provisioning workflow  CloneWorkflow

Clone from redhat6-enterprise-64

Customization spec itac-linux-custom-spec
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Creating Blueprints with Dynamic
Resource Tiering in Region A

Resource tiering allows you to provision blueprints depending on demand. After you provision a
deployment, you can adjust to changing workload demands by increasing or decreasing the number of
instances of virtual or cloud machines in your deployment. In this scenario, you create several different
storage reservation policies. Depending on the business requirements, you can then change the storage for
the blueprint.

For example, assume that deployed a three-tiered application with a clustered application server node, a
database node, and a load balancer node. Demand increases, and you find that the two instances of your
application server node cannot handle all the traffic. Because your blueprint supports up to ten instances of
the application server, and you are entitled to scale actions, you can scale out your application.

This scenario gives detailed information on the procedures for a single-region deployment. You can also use
these procedures for Region A of a dual-region deployment. If you want to use the procedures for Region B
in a dual-region deployment, you have to use different IP address and machine names and might have to
make some other changes.

Prerequisites
1  Prepare for the deployment. See Chapter 2, “Preparing for Region A Scenario Deployment,” on page 15.
2 Perform the tasks in “Configuring Reservation Policies and Network Policies in Region A,” on page 29.

3 Perform the tasks in Chapter 3, “Creating and Publishing Single Machine Blueprints in Region A,” on
page 41.

This chapter includes the following topics:

m  “Create Storage Reservation Policies in Region A,” on page 46

m  “Apply a Storage Reservation Policy to a Datastore in Region A,” on page 47
m  “Enable Users to Change Storage Policies in Region A,” on page 47

m  “Provision a Virtual Machine With a Modified Storage Policy in Region A,” on page 48
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Create Storage Reservation Policies in Region A

Tenant administrators create storage reservation policies to group datastores that have similar
characteristics, such as speed or price. After you create a storage reservation policy, you can populate it with
datastores to use the policy in a blueprint in your scenario.

46

Procedure

1 Login to the vRealize Automation console.

a

b

Open a Web browser and go to https://vra@lsvr@l.rainpole.local/vcac/org/rainpole.

Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  vRA_tenantadmin_password

Domain Rainpole.local

2 Navigate to Infrastructure > Reservation > Reservation Polices.

3 Create a high-performance storage reservation policy.

a
b
C

d

a
b
C

d

a

b

Click New and choose Storage Reservation Policy.
Type Gold-Storage-Policy in the Name text box.
Type High performance storage in the Description text box.

Click the Save icon.

Create a medium-performance storage reservation policy.

Click New and choose Storage Reservation Policy.
Type Silver-Storage-policy in the Name text box.
Type Medium performance storage in the Description text box.

Click the Save icon.

Create a low-performance storage reservation policy.

Click New and choose Storage Reservation Policy.
Type Bronze-storage-policy in the Name text box.
Type Low performance storage in the Description text box.

Click the Save icon.
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Chapter 4 Creating Blueprints with Dynamic Resource Tiering in Region A

Apply a Storage Reservation Policy to a Datastore in Region A

When you implement a scenario with dynamic resource tiering, you first create a storage policy. You can
then apply the policy to a datastore so that tenant administrators and business group managers can use the
policy in a blueprint.

Procedure

1

Log in to the vRealize Automation console.

a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

a Login using the following credentials.

Options Description

User name itac-tenantadmin
Password vRA_tenantadmin_password
Domain Rainpole.local

Navigate to Infrastructure > Compute Resources > Compute Resources.
Click Edit on the compute resource sfo01-w01-comp01.

Click the Configuration tab and click the Edit icon to apply the proper storage policy for each datastore,
according to their performance.

Datastore Storage policy
DS-NFS-Primary-HIGH Gold-Storage-Policy
DS-NFS-Primary-MED Silver-Storage-Policy
DS-NFS-Primary-LOW Bronze-Storage-Policy

Click OK to save the storage policy configuration.

Enable Users to Change Storage Policies in Region A

When you implement a scenario with dynamic resource tiering, you enable users to change storage policies
in each blueprint. You set the option for both the Windows and the Linux blueprint.

Procedure

1

62 B O N S
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Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vrad@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain Rainpole.local

Navigate to Design > Blueprints.
Click the Windows Server 2012 R2 - SFO Prod blueprint
Select the vSphere Machine icon in the Design Canvas.

Click the Storage tab, select Disk 0 ,and click the Edit icon.
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6  Configure the following settings on the Storage tab, and click Save.

Storage Reservation Policy Gold-Storage-Policy

Allow user to see and change checked
storage reservation policies

7  Click Finish.

8  Repeat the same steps for the blueprint named Redhat Enterprise Linux 6 - SFO Prod.

Provision a Virtual Machine With a Modified Storage Policy in Region
A

In the dynamic resource tiering scenario, you can select a storage policy in the blueprint each time you
provision a virtual machine.

Procedure
1 Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vradlsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain Rainpole.local

2 Click the Catalog tab and click the Request button for Windows Server 2012R2 - SFO Production.

3 Click the vSphere_Machine_1 icon in the left pane.

4 [ windows Server 201 vSphere Machine: vSphere_Machine_1
V3pionh_ N1 General Storage Properties

& Edit

Custom Properties

Select the Storage tab.
Select the disk 0, and click Edit.
Select Silver-storage-policy from the Storage Reservation Policy drop-down menu and click OK.

Click Save on the vSphere Machine: vSphere_Machine_1 tab.

x® NN o QO W

Click the Request button for the Windows Server 2012R2 - SFO Production catalog item again and click
Submit.

9  Click OK and monitor the status of the request.

10  Once the deployment is successful, verify that the virtual machine is in the DS-NFS-Primary-MED
datastore.
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Integrating vRealize Automation with
IPAM in Region A

IP address management (IPAM) supports planning, tracking, and managing the IP address space of a
network. You can integrate an IPAM module, such as the Infoblox vNOIS appliance, with vRealize
Automation to create an IPAM network for the Rainpole tenant. In this scenario, you start with an existing
blueprint with a vRealize Automation network profile and modify the blueprint to work with IPAM.

This scenario gives detailed information on the procedures for a single-region deployment. You can also use
these procedures for Region A of a dual-region deployment. If you want to use the procedures for Region B
in a dual-region deployment, you have to use different IP address and machine names and might have to
make some other changes.

Prerequisites
1  Prepare for the scenario. See Chapter 2, “Preparing for Region A Scenario Deployment,” on page 15.
2 Perform the tasks in “Configuring Reservation Policies and Network Policies in Region A,” on page 29.

3 Download the Infoblox DDI (DNS, DHCP, and IPAM) from the Infoblox Website. Infoblox DDI
provides the Infoblox vINOIS appliance. This scenario uses version 7.3.6.

4  Download the VMware Cloud Adapter from the Infoblox Website. This scenario uses version 4.0 of this
adapter.

This chapter includes the following topics:

m  “Deploy Infoblox vNIOS Appliance in Region A,” on page 50

m  “Configure the Appliance as a Grid Master in Region A,” on page 51

m  “Configure the IPAM Network Profile for the Rainpole Tenant in Region A,” on page 52
m  “Create the Cloud API User in Region A,” on page 54

m  “Integrate the IPAM Plug-in With vRealize Orchestrator in Region A,” on page 56

m  “Register the IPAM Endpoint in vRealize Automation in Region A,” on page 57

m  “Create Logical Switches in Region A,” on page 61

m  “Create External Network Profiles,” on page 62

®  “Modify an Existing Blueprint in Region A to Incorporate IPAM,” on page 63

m  “Provision Blueprints in Region A with IPAM and Validate the Blueprints,” on page 65
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Deploy Infoblox VNIOS Appliance in Region A

Infoblox DDI includes an IP address management (IPAM) component that integrates with vRealize
Automation to provide an IP address solution for virtual machine provisioning. In this scenario, you use

50

this functionality in your environment. First you deploy the Infoblox vNIOS appliance on the management
vCenter Server and then you integrate the appliance with vRealize Automation.

Prerequisites

Download the Infoblox DDI software package from the Infoblox website.

Procedure

1

Download and install VMware OVF Tool 4.2.0 from VMware website. See
https://www.vmware.com/support/developer/ovf/ for details.

Run the command to import the Infoblox NIOS appliance using OVF Tool:

"c:\Program Files\VMware\VMware OVF Tool\ovftool.exe"
"——datastore=SFO01-NFSO1-MgmtO1l" "--name=mgmt@lvniosO1"
"——network=sfo01-m@1l-vdsOl-management" —-powerOn
nios-7.3.6-335725-2016-07-21-05-10-54-160G-820.0va
"vi://administrator@vsphere.local:passwd@sfo®lm@lvcOl.sfo0l.rainpole.local/sfo01-
m0ldc/host/sfo01l-m01l-mgmtO1"

Using the vSphere Web Client, log in to the Infoblox vNIOS appliance console with the initial
preconfigured user name and password.

Setting Value

User admin

Password infoblox

You change this user name and password later.

Configure a temporary license for 60 days

a At the Infoblox vINIOS appliance console, enter set temp_license.

b  Type the number 2, then press Enter.

¢ Enter set temp_license.

d Type the number 8, then press Enter.

e Enter set temp_license.

f  Type the number 15, then press Enter.

g Entery to generate a temporary 60-day license for the DNSone with Grid product.
h  Entery to restart the Ul, and y again to confirm.

At the Infoblox vNIOS appliance console, enter set network and enter the following network
configuration.

Setting Value

Host IP 172.16.11.90
Netmask 255.255.255.0
Gateway 172.16.11.10

Configure IPv6 Network Settings? No
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Setting Value

Become grid member? No

6  Entery to accept the new configuration, and y again to accept the configuration change.
7 On the Active Directory server, add the following DNS name for the NIOS appliance.

mgmt0lvnios0l.rainpole.local

Configure the Appliance as a Grid Master in Region A

In an environment that uses IPAM, a grid master holds and maintains the central database of the grid. You
can configure the Infoblox vNIOS appliance to be the grid master.

Procedure
1 Log in to the Infoblox vNIOS appliance.
a  Open a Web browser and go to https://mgmt@lvnios01.rainpole.local.

b  Log in using the following credentials.

Setting Value

User name admin

Password  infoblox

2 (Optional) If the Setup Wizard does not start, start it manually.
a  Click the Grid tab and select Grid Manager > Members
b Expand the Toolbar on the right.
¢ Click the Grid Properties drop-down menu.

d Click Setup Wizard.

Infoblox .} d Data Cloud Smart Folders Grid Administration Qseerch o
conmoL o o

Finder Toolbar

[3l8] Smart Folders

o g |-
7. Backmarks H FIP bloxTools Captive Portal
& Recycle Bin L
[y URL Links hZ

Show Fitter ication Status View

= Restart Services

ﬁcuntrul <
‘ " = Grid

. o= -
O 8 § romoivisel Ho 172234530 Froperties

Edlit

Setupizard

B Configure
Captive Portal

& Download  ~
B certificates  ~
&+ Traffic Canture

3 Click I Accept to accept the license agreement.

4 In the Grid Setup wizard, select the Configure a Grid Master radio button and click Next.
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5  Enter the following grid properties.

Setting Value

Grid Name VVD-Grid

Shared Secret any_passphrase

Host Name mgmt01vnios01.rainpole.local
Type of Network IPv4

Is the grid master an HA pair? No

6  Keep the IP Address settings as is and click Next.
7 Change the default admin password to a password of your choice and click Next.

8  Configure the time zone and NTP server and click Next.

Setting Value

Time Zone (UTC-8:00) Pacific Time (US and Canada), Tihuana

Would you like to enable NTP?  Yes

NTP Server ntp.rainpole.local

9  Inthe Participate in the Infoblox Customer Experience Improvement Program dialog box, leave the
default and click Next.

10 Review the final configuration and click Finish.

11 In the Warning dialog box, click Yes.

Configure the IPAM Network Profile for the Rainpole Tenant in Region
A

Before you can take advantage of the IPAM functionality, you configure a network profile and the DNS
service to be consumed by vRealize Automation blueprint and you start the DNS service.

Procedure
1  Log in to the vINIOS management interface.
a  Open a Web browser and go to https://mgmt@lvnios@l.rainpole.local

b  Log in using the following credentials.

Setting Value

User name admin

Password vnios_admin_password

2 Click the Data Management tab.
3 Create an IPAM network for the Rainpole tenant.
a  Click the IPAM submenu.
b  In the default network view, click the Add icon.

¢ Inthe Add IPv4 Network wizard, select Add Network, select the Manually option, and click Next.
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Enter the following network information and click Next.

Setting Value

Netmask 24

Networks 192.168.61.0

On the Members page, click the Add icon, add mgmt@1vnios@1.rainpole.local, and click Next.

Override the following parameters and click Next.

Setting Value

Routers 192.168.61.1

Domain Name  rainpole.local

DNS Servers 172.16.11.4172.16.11.5

Add IPud Hetwark Wizard » Step 4of 6
Inherited from Grid “wO-Grid - «
®
Routers +
- [ 192168611 e
Domain Hame Fainpole Jocal ™ rhert
DHS Servers +
- ] 17218414 e
w [ 17218115

Broadcast Address
Crverice
Inherited from Grid - Grid

Cancel Prewious Mest Schedule for Later Save & Close »

On the Extensible Attributes page, click Next.

In the Create IPv4 Network pane, select Now and click Save & Close.

Create a DNS zone for the Rainpole tenant.

To prevent IPAM from using the IP address that is already assigned to the gateway, reserve that

Click the DNS submenu.
Click Zones.

Click the Add icon and select Authoritative Zone.

In the Add Authoritative Zone wizard, select Add an authoritative forward-mapping zone, and

click Next.

Enter the following parameters and click Save & Close.

Setting Value

Name rainpole.local

address.

a

b On the Records page, click the drop down menu next to the icon "+", move down to select Record

Click the newly-created rainpole.local zone.

and select A Record.
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¢ Inthe Add A Record wizard, enter the following parameters and click Save & Close.

Setting Value

Name dlr01

IP Address 192.168.61.1

d  Inthe Warning dialog box, click Yes.
6  Start the DNS service.
a  Click the DNS submenu and click Members.

b  Select the mgmt0lvnios0l.rainpole.local check box, click Start, and click Yes.

Infob]o)( .:- Dashboards Data Management Cloud Smart Folders Grid Administration c\sﬂ,ch adimin

IPAM oHcP  [LOEN  File Distrioution

Finder «

(38 Smart Folders

Toolbar »

es MUCLIGTIEEN Name Server Groups  Shared Record Groups  Blackiist Rulesets  DNS64 Groups  Query Monitoring

+
g -

i Bookmarks +

& Recycle 8in + ) Open

[ URL Links o By et

¥ Permissions

Goto Go ® NS

P Start

[3] clear  +
) view -

Create the Cloud API User in Region A

In this scenario, vRealize Automation has to connect to IPAM through an endpoint. To make this possible, a
user must have proper permission to access Infoblox Restful Web API (WAPI). The user is part of Infoblox
cloud-api-only group, with permission to query and update cloud attributes using WAPI.

Procedure
1  Log in to the vINIOS management interface.
a  Open a Web browser and go to https://mgmt@lvnios0l. rainpole.local.

b  Log in using the following credentials.

Setting Value

User name admin

Password vnios_admin_password

2 Click the Administration tab and click Administrators.
3 Verify that the Cloud API group exists and create it if necessary.
a  Click the Groups submenu.

b Verify that a group named cloud-api-only exists.
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Create new user for the Cloud API group.

a

b

Click Admins.

Click the Add icon, enter the following parameters, and click Save & Close.

Setting Value

Authentication Type Local

Login cloudapi
Password cloudapi_password
Admin Group Click Select and select cloud-api-only.

Give the proper permissions to the cloudapi user.

e

Click Permissions.
In the Groups window, select the cloud-api-only group name and click Add.
In the Manage Global Permissions wizard, select cloud-api-only as the Group Permission.

For the purpose of this scenario, give the user cloudapi full Read/Write privileges for the following
permission types.

Setting Value

Cloud Permissions  Check all boxes.

DHCP Permissions  Check all boxes except All IPv4 Lease History and All IPv6 Lease History.

DNS Permissions Check all boxes.

Grid Permissions Check all boxes.

IPAM Permissions  Check all boxes.

Click Save & Close.

Add extensible attributes required for integration with vRealize Automation.

a

b

Click the Extensible Attributes menu.

Click the Add icon, add the VMware Resource ID attribute, and click Save & Close.

Setting Value

Name VMware resource ID

Type String

Click the Add icon, add the VMware NIC index attribute, and click Save & Close.

Setting Value

Name VMware NIC index

Type Integer
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Integrate the IPAM Plug-in With vRealize Orchestrator in Region A

56

To integrate the IPAM plug-in with vRealize Orchestrator, you manually add the vNIOS appliance
certificates to vRealize Orchestrator, import the vINIOS appliance as a plug-in, and validate the
configuration.

Procedure

1 Log in to the vRealize Orchestrator Control Center.
a  Open a Web browser and go to https://vra@lsvrola.rainpole.local
b  Click vRealize Orchestrator Control Center

¢ Login to vRealize Orchestrator Control Center using the following credentials.

Setting Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain Rainpole.local

2 Add the vNIOS appliance certificate to vRealize Orchestrator.
a Inthe Manage section, click Certificates.
b  Click Import and select Import from URL.
¢ Enter the following URL and click Import.
https://mgmt0lvnios0l.rainpole.local.

d At the confirmation prompt, click Import again.

3 Upload the vNIOS appliance as a plug-in to vRealize Orchestrator.

a  Click the Home icon.
b  Inthe Plug-ins section, click Manage Plug-Ins.
¢ Click Browse, select the 011nplugin—ipam.dar file, and click Install.

d  Click Install again for confirmation.

4  Restart the vRealize Orchestrator server service to apply the new configuration.

a  Click the Home icon.

b  Click Startup Options and click Restart.
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5  After the vRealize Orchestrator service reboots, validate the configuration.
a  Click the Home icon.

b  Under Manager, click Validate Configuration and verify that all check marks are green.

VMware vRealize” Orchestrator” Control Center

Home

Validate Configuration

@ “alidate the configuration of the basic system components.

O Configuration Applied v
£ authentication v
© Database Y4
< Licensing v
rehestratar Server Certificate
& Orchestrator Server Certificat v
&) Package Signing Certificate v
e Cluster Y4
«# Customer Experience Improvement Program v

Refresh

Register the IPAM Endpoint in vRealize Automation in Region A

You can use vRealize Orchestrator to launch the Infoblox setup wizard. To do so, you connect vRealize
Automation and Iaa$S to Infoblox IPAM, create group properties, and enable an IPAM endpoint in vRealize
Automation.

Procedure

1 Log in to vRealize Orchestrator.
a  Open a Web browser and go to https://vra@lsvrola.rainpole.local
b Click vRealize Orchestrator Client to download the vRealize Orchestrator Client file.
¢ Click the download and click Continue on the security warning prompt

d Inthe VMware vRealize Orchestrator Login wizard, specify the following credentials and click
Login.

Setting Value

Hostname vraQlsvr0l.rainpole.local:443

User name  svc-vra@rainpole.local

Password  svc-vra_password
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2 Launch the Setup Wizard workflow from vRealize Orchestrator.

a

b  Go to sve-vRA@vra0lsvr0l.rainple.local > Library > Infoblox > vRA > Installation.

C

In the VMware vRealize Orchestrator window, click the Workflows icon.

Right click Setup Wizard and select Start Workflow.

3 In Start Workflow: Setup Wizard, enter the following values for the vVRA host.

a

58

Enter the following vRA host properties and click Next.

Setting Value

Create VRA host Yes

Host name vra0lsvrO1l

Host URL https://vra0lsvr0l.rainpole.local
Automatically install SSL Yes

certificates

Connection timeout Default

Operation timeout Default

Start Workflow : Setup Wizard

1 vRA host

1b User credentials
2 laa$ host

2a Host properties

2b User credentials

2c Domain and Workstation
3 Property group

3a Group properties

Create vRA host
@® Yes () Mo

#* Host name

vral1svro1

% Host URL

https:ivra01svrd1.rainpole.local

Automatically install SSL certificates
@® Yes () Mo

Connection timeout

30.0

Operation timeout

60.0

Cancel Bac Next Submit

Enter the following user credentials for the vRA host.

Setting

Value

Session mode

Shared Session

Tenant

vsphere.local

Authentication username

administrator@vsphere.local

Authentication password

vsphere_admin_password

Click Next.
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Still in the Start Workflow: Setup Wizard, enter the following IaaS host properties.

a  Enter the following the host properties and click Next.

Setting Value

Create IaaS host Yes

Host name vra0liws01

Host URL https://vra0liws01.rainpole.local
Automatically install SSL Yes

certificates

Connection timeout Default

Operation timeout Default

User proxy No

b Enter the following user credentials and click Next.

Setting Value

Host's authentication type NTLM

Authentication user name  svc-vra

Authentication password  password for svc-vra@rainpole.local

¢ Enter domain and workstation parameters and click Next.

Setting Value

Workstation for NTLM authentication Leave blank

Domain for NTLM authentication rainpole.local

Still in the Start Workflow: Setup Wizard, enter the following Property group parameters and click
Submit.

Setting Value

Name VVD-Infoblox-Group-Properties
Description VVD-Infoblox-Group-Properties
Visibility All tenants

Number of virtual network interfaces 1

Update existing property definitions  Yes
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6

* Start Workflow : Setup Wizard x|
1 vRA host
¥* Name
v 1a Host properties
v 1b User credentials VWD-Infoblox-Group-Properties
2 laa$ host
Description
v 2a Host properties
v 2b User credentials VWD-Infoblox-Group-Properties
v 2c Domain and Workstation
Visibil
3 Property group i -
3a Group properies | All tenants v

Number of virtual network interfaces

11

L0

Update existing property defintions
® Yes () Mo

Cancel Back Next Submit

Configure an IPAM endpoint in vRealize Automation.

a  Open a Web browser and go to https://vra@lsvro0l.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain Rainpole.local

¢ Select Infrastructure > Endpoints > Endpoints.
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d Click New, select IPAM from the drop-down menu, and click Infoblox.

e Enter the following settings and click OK.

Setting Value

Name IPAM-01

Description  vNIOS Appliance

Address https://mgmt01vnios01.rainpole.local

User name  cloudapi

Password cloudapi_password

Infrastructure Service Portal Welcome, [TAC-TenantAdmin.

Home  Cawalog  flems  Requests  Ibox  Design  Acministaton [EUESITCMENE Containers  Business Management
New Endpoint - Infoblox

< Infrastructure
Creale an endpoint.

Agents General | Properties
“Name: |IPAM-01

Fabric Groups
Description: | ¥NIOS Appliance

Endpoints I

Address: | httos:/mgmt0 1vniosD1 rainpole local
User name: | cioudapi

Password: | s

Copyright Rainpole. All Rights Reserved. wersion 7.3.0 (buld 5403018) | Privacy Poliey | ©

Create Logical Switches in Region A

In the IPAM scenario, you have to create logical switches for the IPAM IP pool. This procedure creates and
configures a Production-IPAM-VXLAN logical switch for the Production business group using IPAM.

Procedure
1 Log in to the Compute vCenter Server by using the vSphere Web Client.
a  Open a Web browser and go to https://sfo01wd1vcOl.sfoll.rainpole.local/vsphere-client.

b  Log in using the following credentials.

Setting Value
User name administrator@vsphere.local
Password vsphere_admin_password

2 Create alogical switch.
a  Click Networking & Security.
b  Inthe Navigator, select Logical Switches.

¢ From the NSX Manager drop-down menu, select 172.16.11.66 as the NSX Manager.

VMware, Inc. 61



Scenarios

d  Click the New Logical Switch icon.

e Inthe New Logical Switch dialog box, enter the following values, and click OK.

Setting Value

Name Production-IPAM-VXLAN

Description Logical switch for Production Business Group using IPAM
Transport Zone Comp Global Transit Network

Replication Mode Hybrid

Enable IP Discovery Selected

Enable MAC Learning Deselected

3  Connect Production-IPAM-VXLAN to the Global Distributed Logical Router.
a  On the Logical Switches page, select the Production-IPAM-VXLAN logical switch.
b  Click the Connect Edge icon.
¢ On the Connect an Edge page, select sfo01w01d1r01 and click Next.

d  On the Edit NSX Edge Interface page, enter the following settings, click Next, and click Finish.

Option Settings
Name Production-IPAM-VXLAN
Type Internal

Connectivity Status ~ Connected

Primary IP Address 192.168.61.1

Subnet Prefix Length 24

Create External Network Profiles

In the IPAM use case, fabric administrators must create network profiles to define the subnet and routing
configuration for virtual machines. Each network profile is configured for a specific network port group or
virtual network and specifies the IP address and routing configuration for virtual machines that are
provisioned to that network. Members of a business group can request virtual machines.

Prerequisites

Verify that the logical switches for business groups have been created.

Procedure
1 Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain Rainpole.local

2 Navigate to Infrastructure > Reservations > Network Profiles and click New > External.
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On the New Network Profile - External page, add the values for the production group external network
profile on the General tab.

Setting Production Value
Name Ext-Net-Profile-Production-IPAM
Description External Network profile for Production Business Group using IPAM

IPAM endpoint IPAM-01

Click the Network Ranges tab and follow these steps.
a  From the Address space drop-down menu, select default.
b  Click Add.

¢ In the Select Network Range wizard, click on the check box next to the 192.168.61.0/24 network
range and click OK. If this network range is not displayed, click the refresh icon in the bottom.

Infrastructure Service Portal Welcome, ITAC-TenantAdmin. | Freferences

Home Catalog Iterns Requests Inbox Design Administration Infrastructure Business Management

Edit Network Profile - External

Create a netwark profile to manage one or mare named ranges of static IPvd network addresses.

< Infrastruciure

Key Pairs General  Network Ranges

Address space: | default ~ 0
Reservations

4k Add | X Remove

Reservation Policies Start P End IP Name Description
Network Profiles.
Select Network Range x
L
[v] Startp End IP Hame Description
[v] 1824885611 19216851 254 192.165561.0/24
Page 1 of1 = Displaying 1-10f 1
oK Cancel

Click OK to complete the network profile.

Modify an Existing Blueprint in Region A to Incorporate IPAM

After you integrate the vNIOS appliance with vRealize Automation and perform the required extra
configuration, you can modify an existing blueprint to use IPAM.

Procedure

1

VMware, Inc.

Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain Rainpole.local
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2 Modify the existing reservation to use the IPAM network profile.

a  Navigate to Infrastructure > Compute Resources > Compute Resources, hover the mouse over
sfo01-w01-comp01 and click Data Collection.

b Under Inventory, click Request Now.

¢ Navigate to Infrastructure > Reservations > Reservations and click SFO01-Comp01-Prod-Res01.
d  On the Edit Reservation - vSphere page, click the Network tab.

e In the Network Path column, click the check box for vxw-dvs-xxxxx-Production-IPAM-VXLAN.

f  Inthe Network Profile column, click the drop-down menu and select Ext-Net-Profile-Production-
IPAM.

g Click OK.

Infrastructure Service Portal Wielcome, ITAG-TenantAdmin, | Preferences

Haome c i Iterns Ri Inbox Design Administration Infrastructure

Edit Reservation - vSphere

Change settings in a listed reservation

< Infrastructure

Koy Pairs General Resources Nelwurk: Properties Alerts

Resenvations "Network: Map a network path to a network profile @

Metwark Path Metwark Profile
Reservation Policies Managemert Metwork
DS-Compli -0 Uplinks-48
Metwork Profiles
DS-ComplH -Management
¥OS-Compl -HFS
DS-Compli -RegionRouting
DS-Compli -Uplink01
wOS-Complh -Uplink02
OS-ComplH -viation
WM Network
WhKermel

ww-chws-48-univer salwire-1-sid-20000-Production-yieb- YW XLAN

[ I I R I I R |

wrw-chws-48-universalwire-2-sid-20001 -Development -Wek- v XLAKN

=]

wrw-chws-48-univer salwire-20-sid-20008-Production-YXLAN Ext-Met-Profile-Praduction v

=l

ww-chws-48-univer salwire-21 -sid-20009-Production-IPAM- v XLAK Ext-Met-Profile-Praduction-IPAM v

wxw-chws-48-univer salwire-3-sid-20002-Development -DE- v XLAK

oo

wrw-chws-48-univer salwire-4-sid-20003-Development- App-Y XLAN

3 Modify the existing blueprint to use the IPAM network profile, as follows.

Blueprint Name New network

Windows Server 2012 R2 - SFO Prod Ext-Net-Profile-Production-IPAM

Redhat Enterprise Linux 6 - SFO Prod  Ext-Net-Profile-Production-IPAM

a  Navigate to Design > Blueprints and click Windows Server 2012 R2 - SFO Prod.
b On the design canvas, click the ExtNetProfileProd network.

¢ Inthe General tab, in the Existing network pane, browse to Ext-Net-Profile-Production-IPAM and
click Save.

d  On the design canvas, click vSphere_Machine.
e  Click the Properties tab.

f  Under Property Groups, click Add, select VVD-Infoblox-Group-Properties, and click Ok, and
click Finish.

g  Repeat the steps for the second blueprint (Redhat Enterprise Linux 6 - SFO Prod).

64 VMware, Inc.



Chapter 5 Integrating vRealize Automation with IPAM in Region A

Provision Blueprints in Region A with IPAM and Validate the

Blueprints

After you complete all setup tasks, you can provision blueprints and perform some customization. After

provisioning is complete, you verify that the naming prefixes and IP addresses are correct.

Procedure

1 Log in to the vRealize Automation Rainpole portal.

a

b

Open a Web browser and go to https://vra@lsvrel.rainpole.local/vcac/org/rainpole.

Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain Rainpole.local

2 Navigate to the Catalog tab and click SFO-Service-Catalog.

3 Click Request for the blueprint named Windows Server 2012 R2 - SFO Prod and, optionally, customize
the blueprint.

a

(Optional) Select Windows Server 2012 R2 - SFO Prod and, under General, enter value for
Description, Reason for Request, and Lease days.

(Optional) Select vSphere_Machine_1 and enter CPU and Memory options under General.

(Optional) Select vSphere_Machine_1 and under Storage, click Edit and select the Storage
Reservation Policy option available from the drop-down menu.

4  Click Submit and click OK.

5 Repeat the steps to deploy a blueprint named Redhat Enterprise Linux 6 - SFO Prod.

6  Click the Requests tab and check the status of the new requests until Status is Successful.

Provisioning might take some time.

7 Validate IP allocation by IPAM.

a

b
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Open a Web browser and go to https://mgmt@lvnios01.rainpole.local.

Log in using the user name and password for the vNIOS appliance.

Setting Value

User name admin

Password vnios_admin_password

Click the Cloud tab and click the VMs tab.

Verify that the IP address that is allocated to the newly provision virtual machine is correct.
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Creating Multi-Tier Applications in
Region A

A multi-tier application is any application with more than one layer. The number of layers depends on
business and application requirements. A multi-tier application pattern simplifies blueprint authoring for
both infrastructure and applications. Application patterns can be used by developers or deployed in mature
stages of the release pipeline.

This scenario gives detailed information on the procedures for a single-region deployment. You can also use
these procedures for Region A of a dual-region deployment. If you want to use the procedures for Region B
in a dual-region deployment, you have to use different IP address and machine names and might have to
make some other changes.

Prerequisites

1  Prepare for the deployment. See Chapter 2, “Preparing for Region A Scenario Deployment,” on page 15.
2 Perform the tasks in “Configuring Reservation Policies and Network Policies in Region A,” on page 29.
This chapter includes the following topics:

m  “Create Software Components for the Multi-Tier Application in Region A,” on page 67

m  “Prepare for Multi-Tier Application Patterns in Region A,” on page 80

®  “Implement Multi-Tier Application Patterns in Region A,” on page 85

Create Software Components for the Multi-Tier Application in Region
A

Software components are the building blocks of a software provisioning process that is executed by software
installation agents. vRealize Automation configures software component dynamically with prespecified
input parameters and scripts. Software architects, IaaS architects, and application architects can then
customize and publish the software components to assemble application blueprints.
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Install the vRealize Automation Application Authoring Agent in Region A

68

You can install the Application Authoring Agent on any template that you want to leverage through the
vRealize Automation design canvas. The Authoring Agent enables you to leverage the software component
aspects of vRealize Automation.

Procedure
1 Log in to the vCenter Server by using the vSphere Web Client.
a  Open a Web browser and go to https://sfo01lwd1lvc@l.sfo@l.rainpole.local/vsphere-client

b  Log in using the following credentials.

Setting Value

User name administrator@vsphere.local

Password  wvsphere_admin_password

2 Right-click the linux-base-03 virtual machine and power on the virtual machine.
3 Open a Secure Shell (SSH) prompt and log in to the virtual machine as the root user.
4  Install wget on the virtual machine.

yum install wget

If the yum command does not work, make sure that the virtual machine can ping a live site on the
Internet.

5 Download the installation script from your vRealize Automation virtual appliance by running the
following command.

wget --no-check-certificate
https://vra@lsvrOl.rainpole.local/software/download/prepare_vra_template.sh

@ root@linux-base-03:~ E]

[root@linux-base-03 ~]# wget —--no-check-certificate https://vraOlsvr0l.rainpole. »
local/software/download/prepare_vra_ template.sh

--2016-11-08 11:36:28-— https://vrallsvr0l.rainpole.local/software/download/pre
pare_vra_ template.sh

Resolving vraQOlsvrOl.rainpole.local... 192.168.11.53

Connecting to wvraOlsvrOl.rainpole.local|192.168.11.53|:443... connected.

WARNING: cannot verify wraOlsvrOl.rainpole.local’s certificate, issued by “/DC=1
ocal/DC=rainpole/CN=rainpole-DCO1RPL-CA":
Unable to locally verify the issuer’s authority.
HTITP request sent, awaiting response... 200 OK
Length: 28666 (28K) [application/x-sh]
Saving to: “prepare_vra template.sh”

100%[ >] 28,666 -—.-K/3 in Os
2016-11-08 11:36:29 (114 MB/=s) - “prepare_vra_template.sh” saved [28666/28666]

[root@linux-base-03 ~]# .

m

-
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Make the prepare_vra_template.sh script executable by running the following command.
chmod +x prepare_vra_template.sh
Run the prepare_vra_template.sh installer script.

./prepare_vra_template.sh

@root@l’lmlx—base-UB:-

LR e R i i i s e e i
# Executing a series of 'Pre-flight' checks 3
# to make sure environment can support the script #
PRI AT IFITIFIIFAFTIFIFIFIFRRFFFIFIRIRRnAveaens

R R R R e R s s e R s e s it s R S SR L
# 'Pre-flight' checks complete $

FERSESSESIIITITISIIILITITIFIIINARATIRISIARIRIAIRIITIITS

1\
N A
NN/
AV /LNN

AN A A

Cloud Provider: (default=vsphere, vca, vcd, ec2, ):I

[E=8 EcR ==

m

Follow the prompts to complete the installation.

Prompt Response

CloudProvider vsphere

vRealize Appliance

vra0lsvr0l.rainpole.local

Manager Service Server

vra0limsQla.rainpole.local

Do you accept this for the Manager Service (yes/no)? yes
Do you accept this for the vRealize Appliance (yes/no)? yes
Timeout 300
Java y
Start the installation? y
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FHERFRRRRRRRENINIIH I I AT
Architecture: €4-bit

R i et i it
# Determining Linux Distro and version number §

FEFRIRIRINIIIIIIB I IR

Distro is RHEL/CentOS
This distro is detected to have closest compatibility with: rhelé4

- O
N T
noCE NN
LN D)
7

/

I__
FEERRERRRIRERRIFAIIFLFFFIFFAIIFANFFIFANFFAFF AR

# Here are the current settings:

#

# vRealize Appliance Server IP: vraOlsvrOl.rainpole.local
# Manager Service Server IP: vra0limsOla.rainpole.local
# Cloud provider: vsphere

4 Check Certificates: false

# Download timeout: 300

# Architecture: 64

# Linux Distro*: rheléd

# Install Java 1.8.0_102: true

# * This may be an approximation (e.g. CentOS/Redhat both show up as 'RHEL')

i e i i ittt
Would you like to start the installation? [Y!n]:l

You see a confirmation message when the installation completes successfully.

frd b S S e S S s kb b b

'# Registering vRealize Automation Agent with Manager Service Server

#
bR R RS R R s R s p ke s R s s s s R

/opt/vnmware-appdirector/agent-hootstrap/vra register.sh -m vraDlimsOla.rainpole.local -M 443 -c vsphere
-f E7:19:9A:89:D0:45:0L:2B:47:A3:3A:4A:E1:73:04:11:79:0A:4B:6D

Executing /fusr/share/gugent/installgugent.sh vrallimsOla.rainpole.local:443 ss1 vsphere ...

Creating /usr/share/gugent/cert.pem ...

Note that the vRL server vraOlimsOla.rainpole.local:443 wust be accessible from here.

R3A key fingerprint is E7:19:94:89:D0:45:04:2B:47:43:34:4A:E1:73:04:11:79:0A:4B:6D.

Finished. Manager Service host key added to Guest Agent configuration.

Successfully registered vRealize Automation Agent to Manager Service 3erver

EEEEREEEEEE R RS EEEE SRR R
# Checking that Service is Installed #
HEHHHSESHEHEEHE iR M EH R HEHEHEEHEHEERY

vrm-agent service is installed: vrm-agent O:0ff 1:0ff 2:0ff 3:on 4:0ff S:on 6:0ff

HEHBHHEHHBHHRHE B AR BEHEH U B R
# Cleaning up /tmp/vmigentInstaller
LRSS e E S s s S E

HEHBHREHARH B R RN H B R B HR BB R R R R
# Installation Completed Successfully #
# Ready to capture as a template #
EEREEE SRR R LR R R L e a

[root@linux-hase-04 ~]# I v
=

9  If you see an error message and logs in the console, resolve the errors and run the installer script again.

10 When installation is complete, shut down the virtual machine and take a snapshot named Application
Authoring Snap of the virtual machine.
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Run Inventory Collection in Region A

Before you build software components for your multi-tier application, run a cluster inventory collection to
ensure that the snapshot that you created earlier is available for use.

Procedure
1 Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain Rainpole.local

2 Go to Infrastructure > Compute Resources > Compute Resources.

3 Hover over SFO01-Comp01 and select Data Collection.

Infrastructure Service Portal Weicome, [TAC-TenantAdmin. = Preferences  Help  Logout

B Home Catalog fems. Requests Inbox Design Administration Iinfrastructure Business Management

Compute Resources

Manage compute resources, view or add resarvations, and forca rediscovery

< Infrastructure

Compute Resources [0 Coumns v % FRers v [ Export =

Rida . X § T Quots Memory Sorage
“ Cotton 7  AgentSats ¥ | Endpont 7 PatomType ¥ Reservatons ¥ o ¥  Akcaled(%) ¥ Reserved(%) ¥  Reserved(%) ¥
EBS Volumes e (AocRes) (ReaPhys) (Res/Phys)

196% =7 131%
4 Ml sFoot-Compot 7 Ex : 73T
B NewReservaton

B Vi oy Agent
= \iew Machines

&> Data Collection

Displaying 1-10f 1

wersion 7.1.0 (buld 4270080) | Privecy Polley | Gontact us

eAdmin/EditHost.aspx?hostid = 6de77bS-67c3-473-9126-a5%acdf by

4  Click Request Now in the Inventory pane.
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Infrastructure Service Portal ‘Weicome, ITAC-TenantAdmin.

] Home Cataiog Hems Requests Inbax Design Administration Infrastructure Business Management

Data Collection

View the status of the compute resource data collecton

¢ Infrastructure

Compets Resqurces Compute Resource

EBS Volumes Name: SFO01-Comp01
Platform type: vSphere (vCenter)

Data collection: & On of

Inventory

Last completed: 11/14/2016 8.36 PM UTC+00.00
Status: Succeeded
Data collection: @ On o

Frequency (hours): % (Leave blank for daily data collection)

Request now

Lastcompleted: 11/14/22016 11:11 PM UTC+00.00

Status: Succeeded

Refresn

Copyright Rainpole. Al Rights Reserved version 7.1.0 (buld 4270068) = Privacy Polcy | Contact us

5  Click Refresh to refresh the collection status until the inventory status shows Succeeded.

6 Click OK.

Create the Apache Software Component in Region A

Before you can create multi-tier application patterns, you have to create the software components. This task
creates a service that installs and configures an Apache web server on a Linux virtual machine.

Procedure
1  Navigate to Design > Software Components.
2 Click New to create a new service.

3 Under General, enter the following values.

Setting Value

Name Apache Service

Description Install and configure Apache Service on Linux
systems.

Container Machine

4  Click Next on the Properties page.
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5  Set the actions for this service in the Actions pane.

a  In the Install row, select Bash as the Script Type.

Actions

Supported actions for this software

Lifecycle Stage Script Type

Script Reboot?
instal Bash vl C
Configure Bash v | Cick
Start Bash v
Update Bash |

Uninstal Bash V| Clckn

Still in the Install row, select Click Here to edit and paste the following code into the Edit Script
text box.

/usr/bin/yum -y install httpd
/sbin/chkconfig httpd on
/sbin/service httpd start

‘Welcome, ITAC-TenantAdmin. ~ Preferences  Help  Logout
Edit Software: Apache Service

1 Gerera Actions

Supported actions for this software

2 Properties
3 Actions

| Edit script for Install of Apache Service
4 Ready o complete

Copyright Rainpole. All Rights Reserved

version 7.3.0 (buld 5403918) | Prvacy Poloy | Contactus

6  Click Next and click Finish.

7  Select the new service and click Publish.

Create a MySQL Software Component in Region A

A multi-tier application pattern might require a database. This task creates a service that installs and
configures a MySQL server on a Linux virtual machine.

Procedure

1  Click New to create a new software component.
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Under General enter the following values and click Next.

Setting Value

Name MySQL

Description MySQL Service Installation and
Configuration

Container Machine

Under Properties click New, enter the following values, click OK, and then click Next.

Setting Value

Name dbpassword
Description  Root Password
Type String

Value g0go123
Encrypted  Yes
Overridable  Yes

Required No

Computed  No

Properties

Click OK and then Next.
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5  Set the actions for this service in the Actions pane.
a  In the Install row, select Bash as the Script Type.

Actions

orted actions for this software

b  Still in the Install row, select Click Here to edit and paste the following code into the Edit Script
text box.

#!/bin/bash

/usr/bin/yum -y install mysql-server mysql-client
/sbin/chkconfig mysqld on

/sbin/service mysqld start

¢ Inthe Configure row, select Click here to Edit and paste the following code into the text box.

#!/bin/bash
/usr/bin/mysql —e "UPDATE mysql.user SET Password=PASSWORD('$dbpassword') WHERE

User="root"';
/usr/bin/mysql —e "DELETE FROM mysql.user WHERE User='"';"
/usr/bin/mysql —e "DROP DATABASE test;"

/usr/bin/mysql -e "FLUSH PRIVILEGES;"

6  Click Next and click Finish.
7 Select the new MySQL service and click Publish.

Create a PHP Software Component in Region A

A multi-tier application pattern might require a PHP component. This task creates a service that installs and
runs a PHP service on a Linux virtual machine.

Procedure
1 Click New to create a new service.

2 Under General, enter the following values.

Setting Value

Name PHP Service

Description ~Add PHP Service

Container Machine

3 Click Next to skip the Properties pane.
4  Set the actions for this service in the Actions pane.
a  In the Install row, select Bash as the Script Type.

b  Still in the Install row, select Click Here to edit and paste the following code into the Edit Script
text box.

/usr/bin/yum -y install php php-mysql
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¢ In Start row, select Click here to Edit and paste the following code into the Edit Script text box.

/sbin/service httpd restart

d Click OK.

Actions

5  Click Next and click Finish.

6  Select the new service and click Publish.

Create a System Configuration Software Component in Region A

Reboot?

A multi-tier application pattern might require a system configuration component. This task creates a

standalone service that can disable and stop IP tables and IPv6 tables.

Procedure
1 Click New to create a new service.

2 Under General enter the following values.

Setting Value

Name System Configuration

Description  Linux System Level Configuration

Container Machine

3 Click Next to skip the Properties page.
4  Set the actions for this service in the Actions pane.

a  In the Install row, select Bash as the Script Type.

b  Still in the Install row, select Click Here to edit, paste the following code into the Edit Script text

box, and click OK.

#!/bin/bash

/sbin/chkconfig iptables off
/sbin/chkconfig ip6tables off
/sbin/service iptables stop
/sbin/service ip6tables stop

5 Click Next and click Finish.

6  Select the new service and click Publish.

Create a Wordpress Database Software Component in Region A

A multi-tier application pattern might require a Wordpress database. This task creates a service that creates

the Wordpress database inside the MySQL component.
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Procedure
1  Click New to create a new service.
2 Under General enter the following values and click Next.
Setting Value
Name Wordpress Database
Description =~ Create Wordpress Database on MySQL
Container MySQL
3 Under Properties, click New and enter the following values.
Setting Value
Name dbpassword
Description =~ Root Password
Type String
Value gogol23
Encryped Yes
Overridable  Yes
Required No
Computed  No
4  Click OK.
5  Under Properties, click New again and enter the following values.
Setting Value
Name dbuser
Description  Root User
Type String
Value root
Encryped No
Overridable  Yes
Required No
Computed  No
6  Click OK and click Next.
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7 Set the actions for this service in the Actions pane.
a  In the Install row, select Bash as the Script Type.

b  Still in the Install row, select Click Here to edit paste the following code into the Edit Script text

box, and click OK.

/usr/bin/mysql —e "CREATE DATABASE wordpress;" —--user=$dbuser ——password=$dbpassword
/usr/bin/mysql —e "CREATE USER 'wordpressuser'@'%';" --user=$dbuser ——password=
$dbpassword

/usr/bin/mysql —e "SET PASSWORD FOR 'wordpressuser'@'%'=PASSWORD('$dbpassword');" —-user=

$dbuser ——password=$dbpassword

/usr/bin/mysql —e "GRANT ALL PRIVILEGES ON wordpress.* TO 'wordpressuser'@'%'IDENTIFIED
BY '$dbpassword';" --user=$dbuser —-password=$dbpassword

/usr/bin/mysql —-e "FLUSH PRIVILEGES;" --user=$dbuser —-password=$dbpassword

8  Click Next and click Finish.

9  Select the new service and click Publish.

Create a Wordpress Service Software Component in Region A

A multi-tier application pattern might require a Wordpress service. This task creates a service that installs a
Wordpress application inside the Apache component.

Procedure
1 Click New to create a new service.

2 Under General, enter the following values and click Next.

Setting Value

Name Wordpress Service

Description Install and configure Wordpress services inside the Apache
service.

Container Apache Service

3 Under Properties, click New to add a property for the Wordpress user.

Setting Value
Name WP_DB_USER
Type String
Value wordpressuser

Encrypted No

Overridable Yes

Required No

Computed  No

4 Under Properties click New to add a property for the Wordpress password.

Setting Value

Name WP_DB_PASSWORD
Type String

Value gogo123
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Setti

ng Value

Encrypted Yes

Over

ridable Yes

Required No

Computed  No

Under Properties click New to add a property for the Wordpress database.
Setting Value

Name WP_DB_NAME

Type String

Value wordpress

Encrypted No

Over

ridable Yes

Required No

Computed  No

Under Properties click New to add a property for the Wordpress database host.
Setting Value

Name WP_DB_HOST

Type String

Value localhost

Encrypted No

Over

ridable Yes

Required No

Computed  No

Click Next.

Set the actions for this service in the Actions pane.

a

b

In the Install row, select Bash as the Script Type.

Still in the Install row, select Click Here to edit, paste the following code into the Edit Script text
box, and click OK.

cd /tmp

/usr/bin/wget http://wordpress.org/latest.tar.gz —-output-document=/tmp/latest.tar.gz
/bin/tar —-xzvf /tmp/latest.tar.gz

mv /tmp/wordpress/* /var/www/html/

In Configure lifecycle row, click Click here to Edit and paste the following script fragment.

cp /var/www/html/wp-config-sample.php /var/www/html/wp-config.php

/bin/sed -i "s/database_name_here/$WP_DB_NAME/g" /var/www/html/wp-config.php
/bin/sed -i "s/username_here/$WP_DB_USER/g" /var/www/html/wp-config.php
/bin/sed -i "s/password_here/$WP_DB_PASSWORD/g" /var/www/html/wp-config.php
/bin/sed -i "s/localhost/$WP_DB_HOST/g" /var/www/html/wp-config.php

Click OK, click Next and click Finish.

10 Select the new service and click Publish.
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Before you can deploy a multi-tier application using vRealize Automation converged blueprints, you have
to prepare for it.

A multi-tier application pattern does not require two regions.

However, if you are setting up a dual region setup, you repeat these tasks twice to create converged
blueprints for Region A and Region B. You must substitute IP addresses, 192.168.101.x becomes
192.168.102.x, 172.16.x.x becomes 172.17.x.x and the DNS sfo01.rainpole.local becomes lax01.rainpole.local.

Create a Routed Network Profile for the Multi-Tier Web Application in Region A

Before members of a business group can request virtual machines, fabric administrators must create
network profiles to define the subnet and routing configuration for those virtual machines. Each network
profile is configured for a specific network port group or virtual network to specify IP address and routing
configuration for virtual machines provisioned to that network.

Procedure
1 Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain Rainpole.local

2 Navigate to Infrastructure > Reservations > Network Profiles and click New > Routed.

3 Onthe General tab, on the New Network Profile - Routed page, enter the following values for the
profile that you are creating.

Setting Value

Name Routed Multi-Tier Web App

Description Routed Network profile used for the Multi-Tier Web
Application

External network profile  Ext-Net-Profile-Production

Subnet mask 255.255.255.0
Range subnet mask 255.255.255.248
Base IP 192.168.70.1

4 On the DNS tab, enter the following values for the profile that you are creating.

Setting Value

Primary DNS 172.16.11.5

Secondary DNS 172.16.11.4

DNS suffix rainpole.local

DNS search suffix — rainpole.local

5  Click the IP Ranges tab and click Generate Ranges.
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6  Go back to the General tab and click OK.

Modify Reservations for Use by the Global Transport Zone in Region A

When tenant administrators and business group managers create a new blueprint, the option to add a
reservation policy becomes available. To add a reservation policy to an existing blueprint, you must edit the
blueprint.

Repeat this procedure to create reservations for each reservation listed in the following table.

Routed Routed Gateways
Reservation Network Path  Network Profile Transport Zone  Gateways Name Network Profile
SFO01-Comp01- Global Transit ~ Ext-Net-Profile- Comp Global sfo01w01dIr01 Ext-Net-Profile-
Prod-Res01 Network Production Transport Zone Production
SFOO01-Edge01- Global Transit ~ Ext-Net-Profile- Comp Global sfo01w01dIr01 Ext-Net-Profile-
Prod-Res01 Network Production Transport Zone Production

Procedure
1 Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain Rainpole.local

2 Navigate to Infrastructure > Reservations > Reservations.
a  Select the SFO01-Comp01-Prod-Res01 reservation policy and click Edit.
b Click the Network tab.

¢ In the Network section, select the vxw-dvs-xxx-virtualwire-1-sid-xxx-Global Transit Network
check box for Network Path, and select Ext-Net-Profile-Production as the Network Profile.

d Inthe Advanced Settings section, select Comp Global Transport Zone from the Transport Zone
drop-down menu.

e Select the sfo01w01dIr01 check box for Routed gateways.
f  Select Ext-Net-Profile-Production from the Network Profile drop-down menu.
3 Click OK.

4 Repeat this procedure to modify the remaining reservations.

Create a Service Catalog for Converged Blueprints in Region A

In the multi-tier application scenario, the service catalog provides a common interface for users of IT
services. Users can request and manage the services and resources they need. Users can browse the catalog
to request services, track their requests, and manage their provisioned service items.

After the service catalog is created, business group managers can create entitlements for services, catalog
items, and resource actions to groups of users. The entitlement allows members of a business group, for
example, the Production business group, to use the blueprint. Without an entitlement, users cannot use the
blueprint.
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Procedure
1  Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin
Password itac-tenantadmin_password
Domain Rainpole.local

2 Click the Administration tab, and select Catalog Management > Services.
3 Click New and make the following changes in the New Service dialog box.

a  Enter Converged Blueprint Catalog in the Name text box.

b Select Active from the Status drop-down menu.

¢ Click OK.
Infrastructure Service Portal Welcome, ITAC-TenantAdmin. = Preferences = Help  Logout
Home  Catalog lems  Requess  Inbox  Design [ECUUETEUNINN infastucure  BusinessManagement
New Service
< Administration S
Services “Name: | Gonverged Blueprint Catalog
Description:
Catalog ltems
Actions
lcon: Browse.
Entitlements Prsviai
status: [active v
Hours: ~ GMT-07:00  to ~ GMT-07:00 @
owner: [saarc L 0
Support Team: |s5aq "N ]

Change Window: - + GMT-07:00  to ~ GMT0700 @

oK Cancel

Create Entitlements for the Converged Blueprint Catalog in Region A

You add a service, catalog item, or action to an entitlement to enable the users and groups identified in the
entitlement to request provisionable items from the service catalog. An entitlement allows members of a
particular business group (for example, the Production business group) to use the blueprint. Without the
entitlement, users cannot use the blueprint.

Perform this procedure to create the following entitlements for the Production business group.

Entitlement Name Status Business Group User & Group

Prod-ConvergedBlueprint-Entitlement ~ Active  Production ug-ITAC-TenantAdmins
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Procedure
1 Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin
Password itac-tenantadmin_password
Domain Rainpole.local

2 Click the Administration tab, and click Catalog Management > Entitlement.
3 Click New.
The New Entitlement page appears.

4 On the New Entitlement page, select the Details tab, configure the following values, and click Next.

Setting Production Value
Name Prod-ConvergedBlueprint-Entitlement
Description Default setting (blank)

Expiration Date = Default setting (blank)

Status Active

Business Group  Production

Users & Groups  ug-ITAC-TenantAdmins

New Entitlement

General

. "Users & Groups:
Name: |Prod-ConvergedBlueprint-Entitiement Ly ,0
oare Q
Description:
Hame
3 ug-ITAC-TenaniAgmins (ug-ITAC-Tenantadmins @rainpole local)
Expiration Date: ] v
* Status: | Active ~ 0
* Business Group: | Production i
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5  Click the Items & Approvals tab.
a  On the Entitled Services page click the Add icon.

b  Select the Converged Blueprint Catalog checkbox and click OK.

New Entitlement
Items & Approvals

Selectthe services, items, and actions to include in this entittement. With the exception of actions and blueprint components, entitled items appear in the service catalog. Actions
are available only afteritems 5 = St " 2 Mttt % % * different approval policies.
You can change the approva Add Services

Entitled Services <

Name: Search
Name 2 - Name
MNo data v Converged Blueprint Catalog pproval Policy

LAX Service Catalog selected

SFO Service Catalog

Unified Single Machine Catalog

Apply this policy to selected items: | (none) ~

OK Cancel
< Back Next > Finish Cancel

¢ Click the Add Action icon on the Entitlement Actions page, and add the following Entitled
Actions.

m  Power Cycle (Machine)
m  Power Off (Machine)
m  Power On (Machine)
m  Reboot (Machine)
m  Shutdown (Machine)
d  Click Finish.

New Entitlement
tems & Approvals

Select the senvices, items, and aclions to include in this entitiement. With the exception of aclions and blueprint components, entitied items appear in the service catalog. Actions are available only after items are provisioned. To
apply different levels of governance, you can configure individual senvices, items, and aclions with different approval policies. You can change the approval policies associated with entitled items at any time.

Entitled Services @ Entitled ltems 4 @ Entitled Actions < i ]
Searc Searc [v Aclions only apply to items defined in this entitlement
Hame Approval Policy Name Approval Policy
Mo data selected Ne data selected Mame Agproval Policy
Connect using RDP (Machine) (none) hd
Power Cycle (Machine) (none) -
Powver Off {Machine) (none) -
Power On (Machine) (none) hd
Reboot (Machine) (none) -
Shutdown (Maching) (none) -
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Implement Multi-Tier Application Patterns in Region A

The implementation of a multi-tier application includes creation of multi-tier and multi-node blueprints and
addition of dependencies and property bindings between components.

Configure the Web Tier Blueprint in Region A

When you configure the blueprint for the Web tier of the application, you specify the NSX settings, build
settings, and other attributes of the blueprint.

Procedure

1

O 0 N O

VMware, Inc.

Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin
Password itac-tenantadmin_password
Domain Rainpole.local

Navigate to Design > Blueprints.
Click New.

On the General tab of the New Blueprint dialog box, configure the following settings.

Setting Value

Name Multi-Tier Web App

Archive (days) 15

Minimum 30

Maximum 270

Click the NSX Settings tab and configure the following settings.

Setting Value

Transport zone Comp Global Transport Zone

Routed gateway reservation policy ~SFO-Edge-Policy

Click OK.
In the New Blueprint design canvas, click Machine Types under Categories.
Select and drag the vSphere Machine icon to the design canvas.

On the General tab, configure the following settings, and click Save.

Setting Value

1D Web

Reservation Policy = SFO-Production-Policy
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Setting Value
Machine Prefix Default setting
Instances Minimum: 2

Maximum: 4

10 Click the Build Information tab, configure the following settings, and click Save.
Setting Value
Blueprint Type Server
Action Linked Clone
Provisioning Workflow  CloneWorkflow

Clone from

linux-base-03

Clone from snapshot Applic

ation Authoring Snap

Customization spec

itac-linux-custom-spec

Web
General Build Information Machine Resources Storage Network Security Properties
4
Blueprint type: |Server e
Action: |Linked Clone v
* Provisioning workflow: | CloneWorkflow v
*Clone from: |linux-base-04
* Clone from snapshot: |Application Authoring Snap v
Customization spec: |itac-linux-custom-spec
11 Click the Machine Resources tab, configure the following settings, and click Save.
Setting Minimum Maximum
CPU 1 4
Memory (MB) 4096 16384
Storage 72 80
vSphere_Machine_1
General Build Information Machine Resources Storage MNetwork Security Properties
) Minimum Maximum
*CPUs: 1% 4%
*Memory (MB): 4086 3 16384 5
Storage (GB): 72 80 %

12 Click Network & Security under Categories.
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13 Select and drag the On-Demand Routed Network icon to the design canvas.

14 On the General tab, select the Routed Multi-Tier Web App for Parent Network profile.

RoutedMultiTierWebApp

General DNS/WINS

el 11

" Parent network profile:

Description:

External network profile:

Subnet mask:

Range subnet mask:

Base IP:

IP Ranges

: RoutedMultiTier\WWebApp
Routed Multi-Tier Web App

| Routed Network profile used for the Multi-Tier Web
Application

Ext-Net-Profile-Froduction

15 Select the vSphere_machine icon of the Web tier on the design canvas.

16  Select the Network tab, click New, configure the following settings, and click OK.

Setting Value
Network RoutedMultiTierWebApp
Assignment Type  Static IP
Address Default setting (blank)

Web

General Build Information Machine Resources Storage Network Security Properties

D « Network Assignment Type Address Load Balancing Custom Properties
RoutedMultiTierWebApp w | Static IP w
OK Cancel
Maximum network adapters: 0

17 Click Save.
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Configure Load Balancing for the Web Tier in Region A

Load balancers distribute work among servers in high-availability deployments. You configure the services
in the Web application to distribute network traffic across the application in a load-balanced fashion.

Procedure
1 Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin
Password itac-tenantadmin_password
Domain Rainpole.local

Navigate to Design > Blueprints.
Select the Multi-Tier Web App blueprint and click Edit.
Click Network & Security under Categories.

Select and drag the On-Demand Load Balancer icon to the Design Canvas.

N G ks W DN

On the General tab, make the following changes.

a  Specify the following settings.

Setting Value

ID Web-Tier-Load-Balancer

VIP Network RoutedMultiTierWebApp

Machine Web

IP Address Default setting (blank)

NIC RoutedMultiTierWebApp (NIC 0)

b  Select New under Virtual servers.
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¢ On the General tab, select HTTP and click OK.

New Virtual Server %
General
* Protocol: |HTTP v
*Port: |80
Description:
Settings: ral e

d  Under Virtual servers, add the HTTPS and TCP protocols in the same way.

Web-Tier-Load-Balancer

General Global
*ID: [web “VIP network: | RoutedMultiTierWebApp Al i ]
"Member: |'Web ~ 0 IP address: (i ]
“Member network: ~
Virtual servers:
Port Description Member Protoc of Member Port Heailth Check Protoc o Health Check Port
HTTP 80 HTTP 80 HTTP
HTTPS 443 HTTPS 443 HTTPS 443

TCP 8080 TCP 8080 TCP

7  Click Save.

Configure the Database Tier Blueprint in Region A

When you configure the blueprint for the database tier, you specify the build information, machine
information, and network settings.

Procedure
1  Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain Rainpole.local

Navigate to Design > Blueprints.
Select the Multi-Tier Web App blueprint and click Edit.

Click Machine Types under Categories.

g ks W N

On the General tab, configure the following settings, and click Save.

Setting Value

1D Database

Reservation Policy ~ SFO-Production-Policy
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Setting Value
Machine Prefix Default setting
Instances Minimum: 1

Maximum: 1

6  Click the Build Information tab, configure the following settings, and click Save.

Setting Value
Blueprint Type Server
Action Linked Clone

Provisioning Workflow  CloneWorkflow

Clone from linux-base-03

Clone from snapshot Application Authoring Snap

Customization spec itac-linux-custom-spec

7 Click the Machine Resources tab, configure the following settings, and click Save.

Setting Minimum Maximum
CPU 1 4

Memory (MB): 4096 16384
Storage 72 80

8  Select the Network tab, click New, configure the following settings, and click OK.

Setting Value

Network RoutedMultiTierWebApp

Assignment Type  Static IP

Address Default setting (blank)

9  C(lick Save.

Add Software Components to a Blueprint in Region A

To add configured and published software components to a blueprint in your multi-tier scenario, you can
drag drop the software components to a blueprint.

Procedure
1 Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain Rainpole.local

2 Navigate to Design > Blueprints.
3 Select the Multi-Tier Web App blueprint and click Edit .

4 In the Categories area of the design canvas, select Software Components.
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5 Drag the System Configuration software component onto both the Web vSphere machine and the
Database vSphere machine.

The System Configuration component is now available on both the Web and Database virtual machines
that you create using this blueprint. The System Configuration component has a machine dependency
can therefore be directly placed on the vSphere machine.

6  Drag the Apache Service onto the Web vSphere Machine.

The Apache Service component is now available on all the Web virtual machines that you create with
this blueprint. The Apache component has a machine dependency and can therefore be directly placed
on the vSphere machine.

7 Drag the MySQL software component onto the Database vSphere Machine.

The MySQL component is now available on Database virtual machines that you create with this
blueprint. The MySQL component has a machine dependency and can therefore be directly placed on
the vSphere machine.

8  Drag the PHP Service onto the Web vSphere Machine and position it below the Apache Service.

The PHP Service component is now available on all the Web virtual machines that you create with this
blueprint. The associated script is on the same virtual machines as the Apache Service script.

9  Drag the Wordpress Database inside the MySQL software component within the Database vSphere
Machine.

The Wordpress Database component is now available on the Database virtual machines that you create
with this blueprint. The Wordpress Database has a database parent dependency on MySQL. It is
therefore placed inside the MySQL software component.

10 Drag the Wordpress Service inside the Apache Service within the Web vSphere Machine.

The Wordpress Service component is now available on Web virtual machines that you create with this
blueprint. The Wordpress Service has a parent dependency on Apache Service and is therefore placed
inside the Apache Service software component.

11 Select the Wordpress Service software component inside the Apache Service software component

‘Welcome, ITAC-TenantAdmin. Preferences Help Logout

Edit Blueprint: Multi-Tier Web App &

Categories Design Canvas

(3] Machine Types 10}

& PHP_Service_1

() vSphere Machine

) vSphere Machine

l

Copyright Rainpole. All Rights Reserved version 7.1.0 (bukd 4270058)  Privacy Policy ~ Contact us
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12 Click the Properties tab, select WP_DB_HOST, and then click Edit.

13 Click the Binding check box, change the WP_DB_HOST value to _resource~Database~ip_address, and
click Save.

Wordpress_Service_1

General Properties

Configure Dependencies Between Application Components in Region A

To account for dependencies between application components, you configure the blueprint to stagger the
build process. You perform that configuration by mapping the dependencies directly on the design canvas.

Procedure
1 Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain Rainpole.local

2 Navigate to Design > Blueprints.
3 Select the Multi-Tier Web App blueprint and click Edit.
4  Create two dependency lines.

a  Hover over the upper left corner of the Web tier icon on the canvas until the the blue circle appears
and click and drag the dependency indicator to the edge of Database tier icon.

A dotted dependency line appears.

b Hover over the PHP Service on the canvas until the blue circle appears, click and drag the
dependency indicator to the edge of Apache Service.

A short line appears. You have to add this dependency because you can only run a single yum
process at a time while creating the software components. The dependency helps align the creation
of software components in order and bind related components.

5  Click Finish.

This saves the blueprint you have configured for use with the Web application.
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‘Welcome, TAC-TenantAdmin. = Preferences  Helj

Edit Blueprint: Multi-Tier Web App &

Categories Design Canvas

@0 Machine Types

& Wordpress_Serv

= Apache_Service_1
A = MysaL_1
& PHP_Service_1

2 vSphere Machine

() vSphere Machine

|

Ll'*(.i.ﬂei_-’

Publish the Multi-Tier Blueprint in Region A

You publish a blueprint to provision a virtual machine. You can then check that the blueprint meets all

requirements.

Procedure
1 Login to the vRealize Automation Rainpole portal.

a  Open a Web browser and go to https://vra@lsvro0l.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain Rainpole.local

2 Navigate to Design > Blueprints.
3 Select the blueprint Multi-Tier Web App and click Publish.

4  Navigate to Administration > Catalog Management > Catalog Items and add the blueprint to the
Converged Blueprint catalog.

a  Inthe Catalog Items list, click the blueprint labelled Multi-Tier Web App.

b  Inthe Configure Catalog Items dialog box, set Service to Converged Blueprint Catalog, and
click OK.
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Infrastructure Service Portal

Home Catalog  Mems  Requests  Inbox  Design [EEELTIERELLY]

« Adminiskration Configure Catalog Item

General = Eniitlements

Services

Name: Region A 3Tier Web App
Catalog ltems

Source: Blueprint Service
Actions Resource type: Deployment

Description:
Entitements.
con: Brovise..

Recommended size. 100 x 100 pixels

Preview Listview Catalog view

Status: | Active

werged Blueprint Catalog

(7] Newand noteworthy
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ess Management

Detail view

Welcome, ITAC-TenantAdmin.

Preferences

Help

Cancel
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Configuring Micro-Segmentation for
Multi-Tier Applications in Region A

Micro-Segmentation can make the data center network more secure by isolating related groups of virtual
machines onto a distinct logical network segment. You can use the Distributed Firewall (DFW) component
of VMware NSX to implement micro-segmentation. Administrators can then separate traffic that is traveling
from one segment of the data center to another (east-west traffic) by using firewalls. Distributed firewalls
prevent attackers from moving laterally in the data center.

This scenario gives detailed information on the procedures for a single-region deployment. You can also use
these procedures for Region A of a dual-region deployment. If you want to use the procedures for Region B
in a dual-region deployment, you have to use different IP address and machine names and might have to
make some other changes.

Prerequisites

1  Prepare for the deployment. See Chapter 2, “Preparing for Region A Scenario Deployment,” on page 15.
2 Perform the tasks in Chapter 6, “Creating Multi-Tier Applications in Region A,” on page 67.

This chapter includes the following topics:

m  “Creating NSX Security Policies in Region A,” on page 95

m  “Create a Working Web Application Blueprint in Region A,” on page 96

m  “Create Distributed Firewall Rules for the Security Policies in Region A,” on page 98

Creating NSX Security Policies in Region A

Before you can use NSX security policies in your multi-tier application, you have to create the policies. This
scenario uses a Web Server policy, Database Server policy, Application Server policy, and Default Web
Application policy.

Procedure
1  Log in to the Compute vCenter Server by using the vSphere Web Client.

a  Open a Web browser and go to https://sfo01w01vc01.sfo01.rainpole.local/vsphere-client

b  Log in using the following credentials.

Options Description
User name administrator@vsphere.local
Password vsphere_admin_password

2 From the vCenter Home page, select Networking & Security.

3 On the left panel, select Service Composer.

VMware, Inc. 95



Scenarios

10

11
12

13
14

In the main panel, select the Security Policies tab.

Choose the NSX Manager for the Edge/Compute cluster from the drop down list.
Configure the security policy for the Web server.

a  Select the Create Security Policy icon, a small yellow document with a green plus.
b Specify the name Web Server Policy and click Finish.

Configure the security policy for the database server.

a  Select the Create Security Policy icon, a small yellow document with a green plus.
b Specify the name Database Server Policy and click Finish.

Configure the security policy for the application server.

a  Select the Create Security Policy icon, a small yellow document with a green plus.
b  Specify the name Application Server Policy and click Finish.

Configure the security policy for all servers in the Web application.

a  Select the Create Security Policy icon, a small yellow document with a green plus.
b  Specify the name Default Web Application Policy and click Finish.

Log in to the vRealize Automation Rainpole portal.

a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain Rainpole.local

Go to Infrastructure > Compute Resources > Compute Resources.

Hover over sfo01-w01-comp01, select Data Collection, and scroll to the bottom of the Data Collection
page.
Under Network and Security Inventory click Request now.

Click Refresh at the bottom of the screen until the inventory status shows Succeeded and click OK.

Create a Working Web Application Blueprint in Region A

After you create the security policies for your scenario, you can apply them to a multi-tier Web application.
You copy an existing blueprint and add the security groups to the blueprint.

In this task, you copy a blueprint that is created in Chapter 6, “Creating Multi-Tier Applications in Region
A,” on page 67. You can instead create a blueprint from scratch, and apply security policies to that blueprint.
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Procedure

1

VMware, Inc.

Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain Rainpole.local

Navigate to the Design tab and select the Multi-Tier Web App blueprint that is created in Chapter 6,
“Creating Multi-Tier Applications in Region A,” on page 67.

Click Copy and enter the following information.

Name Multi-Tier Web App - DFW

Description ~ Multi-tier Web application deployment protected by VMware NSX Micro-Segmentation

Click OK and click Save to save the blueprint

Add security groups to the Wordpress blueprint

a  Select Network & Security under Categories.

b  Drag the On-Demand security group to the design canvas.

¢ Repeat this step two more times for a total of three On-Demand groups.
Configure the Web_Tier_Group security group

a  Click on the first On-Demand security group

b  Under General, enter Web_Tier_Group in the ID text field

¢ Under Security Policies, click Add.

d  Select Web Server Policy and Default Web Application Policy and click OK.
Configure the DB_Tier_Group security group

a  Click on the second On-Demand security group.

b  Under General, enter DB_Tier_Group in the ID text field

¢ Under Security Policies, click Add.

d  Select Database Server Policy and Default Web Application Policy and click OK.
Configure the App_Tier_Group security group

a  Click on the third On-Demand security group

b  Under General, enter App_Tier_Group in the ID text field.

¢ Under Security Policies, click Add.

d  Select Application Server Policy and click OK.

Assign virtual machines to security groups

a  Click the Web vSphere Machine type in the design canvas.

b Click the Security tab.
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d
e

f

Select Web_Tier_Group and App_Tier_Group because both the web tier and the app tier are
installed in the same virtual machines and click Save.

Click on the Database vSphere Machine type in the design canvas.
Click the Security tab

Select DB_Tier_Group, click Save, and click Finish.

10 Publish the multi-tier blueprint.

a
b
c

d

Select Multi-Tier Web App - DFW and click Publish.
Navigate to Administration > Catalog Management > Catalog Items.
In the Catalog Items list, click the blueprint labelled Multi-Tier Web App - DFW.

In the Configure Catalog Items dialog box, set Service to Converged Blueprint Catalog, and click
OK.

Create Distributed Firewall Rules for the Security Policies in Region A

After you have applied the security policies to the blueprint in your scenario, you can create the distributed
firewalls and associate them with the security policies. Distributed firewall rules allow only network traffic
that is required by the web application, thus making the environment more secure.

By default all incoming and outgoing traffic is blocked. For installing software packages and for other
special situations, you can open ports. The scenarios in this guide use yum and wget. This task opens ports for
HTTP, HTTPS, and DNS-UDP for looking up a proxy server and the port for connecting to the proxy server.
Your firewall rule depends entirely on your environment.

Procedure

1 Log in to the Compute vCenter Server by using the vSphere Web Client.

a

b

AN G ke W DN

a
b

C
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Open a Web browser and go to https://sfo01w01vc01.sfo01.rainpole.local/vsphere-client.

Log in using the following credentials.

Options Description
User Name administrator@vsphere.local
Password vsphere_admin_password

From the vCenter home screen, select Networking & Security.

On the left panel, select Service Composer.

In the main panel, select the Security Policies tab.

Choose the NSX Manager for the Compute/Edge cluster from the drop down list
Create firewall rules for the Default Web Application Policy.

Right-click Default Web Application Policy and click Edit.
Expand Advanced options and change Weight to 300.

Click Firewall Rules in the left panel.

VMware, Inc.



VMware, Inc.

Chapter 7 Configuring Micro-Segmentation for Multi-Tier Applications in Region A

Click the Add icon, and add a firewall rule with following values, and click OK.

Name Allow outgoing http and https

Description/Comments ~ Allow outgoing http and https so we can install software with yum

Action Allow

Source Policy's Security Groups
Destination Any

Service HTTP, HTTPS, DNS-UDP

Click the Add icon, add a firewall rule with the following values, and click OK.

Name Block all incoming traffic
Action Block
Source Any

Destination  Policy's Security Groups

Service Any

Click the Add icon, add a firewall rule with the following values, click OK, and click Finish.

Name Block all outgoing traffic
Action Block
Source Policy's Security Groups

Destination ~ Any

Service Any

Create firewall rules for the Application Server Policy

a

b

d

Right-click Application Server Policy and click Edit.
Click Firewall Rules in the left panel

Click the Add icon to add a firewall rule with the following values.

Name  Allow outgoing MySQL

Service MySQL

Click OK and click Finish.

Create firewall rules for the Database Server Policy.

d

Right-click Database Server Policy and click Edit.
Click Firewall Rules in the left panel.

Click the Add icon to add a firewall rule with the following values.

Name Allow intra-group MySQL

Destination  Policy's Security Groups

Service MySQL

Click OK and click Finish.

Create firewall rules for the Web Server Policy

a

b

Right-click Web Server Policy and click Edit.

Click Firewall Rules in the left panel.
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¢ Click the Add icon to add a firewall rule with the following values and click OK.

Name Block Internal Web

Action Block

Destination  Policy's Security Groups

Service HTTP, HTTPS

d Click the Add icon to add another firewall rule with following information, click OK, and click

Finish.
Name Allow incoming Web
Source Any

Destination  Policy's Security Groups

Service HTTP, HTTPS

e Click OK and click Finish.
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Managing Virtual Machine Lease and
Ownership in Region A

VMware vRealize Automation supports several workflows for changing virtual machine ownership and
lease. This includes changing the lease and ownership by changing the entitlement on a blueprint, changing
lease and ownership on a provisioned virtual machine, and extending the lease of a provisioned virtual
machine.

This scenario gives detailed information on the procedures for a single-region deployment. You can also use
these procedures for Region A of a dual-region deployment. If you want to use the procedures for Region B
in a dual-region deployment, you have to use different IP address and machine names and might have to
make some other changes.

Prerequisites

1  Prepare for the deployment. See Chapter 2, “Preparing for Region A Scenario Deployment,” on page 15
This chapter includes the following topics:

m  “Configure Lease and Ownership on the Blueprint in Region A,” on page 101

B “Set a Lease and Change the Ownership of the Provisioned Machine in Region A,” on page 102

m  “Extend the Lease of a Provisioned Machine in Region A,” on page 102

Configure Lease and Ownership on the Blueprint in Region A

As a tenant administrator, you can set up a blueprint with Owner and Lease entitled actions. The users you
associate with the entitlement can then change the lease and ownership of the provisioned VMs.

Procedure
1 Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Settings Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain Rainpole.local

2 Select the Administration tab and navigate to Catalog Management > Entitlement.
3 In the Entitlements pane, select Prod-SingleVM-Entitlement and click Edit.

4  Type Change Owner in the Entitled Actions text box and select Change Owner (Deployment) from the
drop-down menu.
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5 Type Change Lease in the Entitled Actions text box and select Change Lease (Deployment) from the
drop-down menu.

6  Click Finish.

Set a Lease and Change the Ownership of the Provisioned Machine in
Region A

As a business group manager, you can request an entitled virtual machine and configure the provisioned
machine. After configuration, you can set the lease and change the ownership of the virtual machine to one
of the business users.

Procedure
1 Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Settings Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain Rainpole.local

2 Click Items tab and under Deployments select the Windows Server 2012 R2 - SFO Prod-xxx virtual
machine.

Select Change Lease from the Actions menu.
In the Change Lease dialog box, set the lease expiration date and time, click Submit, and click OK.

Select Change Owner from the Actions menu.

N G =W

In the Change Owner dialog box, type architect in the New Owner text box and click the search glass,
select ITAC-TenantArchitect, click Submit, and click OK.

The ITAC-TenantArchitect is now the owner of that virtual machine.

Extend the Lease of a Provisioned Machine in Region A

As a business user, you can extend the lease of a provisioned machine.

Procedure
1 Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Settings Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain Rainpole.local

2 Click the Items tab and under Deployments select the Windows Server 2012 R2 - SFO Prod-xxx virtual
machine.

3 Select Change Lease from the Actions menu.
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4 In the Change Lease dialog box, set the lease expiration date and time, click Submit, and click OK.
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Modeling and Monitoring Cost with
VRealize Business in Region A

vRealize Business is an IT financial management tool that provides transparency and control over the costs
and quality of IT services, enabling alignment with the business and acceleration of IT transformation. This
scenario explains how to set up a cost model.

This scenario gives detailed information on the procedures for a single-region deployment. You can also use
these procedures for Region A of a dual-region deployment. If you want to use the procedures for Region B
in a dual-region deployment, you have to use different IP address and machine names and might have to
make some other changes.

Note You have to select one strategy, per-blueprint pricing or per-reservation pricing. If you later want to
change strategy, you reset the cost model. Decide on the strategy before setting up the cost model.

Prerequisites

1  Prepare for the deployment. See Chapter 2, “Preparing for Region A Scenario Deployment,” on page 15
2 Install vRealize Business and integrate it with vRealize Automation

This chapter includes the following topics:

m  “Set up Pricing on a Per-Blueprint Basis in Region A,” on page 105

m  “Set Up Pricing on a Per-Reservation Basis in Region A,” on page 108

Set up Pricing on a Per-Blueprint Basis in Region A

As a business management administrator, you can set up a cost model for a blueprint and monitor the cost.
Every machine that is deployed using the blueprint is assigned the cost that is predefined in the blueprint.
You can set up the cost model to charge customers on a per-blueprint basis.

Prerequisites

If you set up pricing on a per-blueprint basis, you must create a single-machine blueprint first.
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Procedure
1 Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain rainpole.local

2 Select the Business Management tab and, under Consumption, select Pricing and Charges > Pricing.

3 Select Edit > Edit Pricing.

You are here: Business Management » Pricing and Charges » Pricing

Back to Business Management / Edit -
Edit Pricing
Pricin
2 Edit Budget
Charges Compute

Business Units List Owvms priced by 4 policies

Business Units Map

74 s priced by 1 policy
4 Under vRealize Automation, click the pencil icon to edit

o Compute: 5 policies 50 VMs Reservation , TR
'-L—D v vRealize Automation Storage 3 policies 1vM Storage Reserv... © —_—e

5  Among the price grouping strategy, select vRealize Automation Blueprint as the Compute grouping
strategy and click Save.

| i ion Group Configuration

Compute grouping strategy: | vRealize Automation Blueprint N

Storage grouping strategy: | VRA Storage Reservation Policy N

Cancel

6  Set pricing for the Compute Rates for vCPU and per GB RAM and Storage Rates.
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Compute Storage

Grouping strategy:Blueprint

Chapter 9 Modeling and Monitoring Cost with vRealize Business in Region A

Policy Name VMs vCPU daily price ~ GB RAM daily price
[ Single Machine Blueprint 1 i &
Identification Rates
Infrastructure vRealize Automation - Blueprint Compute Rates 5 S| pervCPU daily (Running Cost: $0 per day)
Single Machine Blueprint
5 3| per GB RAM daily (Running Cost: $0 per day)
Storage Rate: @5 0.5 per GB daily

@ Use storage policy to determine storage price

Additional Services:  # Edit

Cancel

Under Additional Services, click Edit and select a service with its associated preset rate.

Single Machine Blueprint: Additional Services

Identification

‘:‘%J

Backup -

vRealize Automation: agentjarsha256sum
vRealize Automation: Blueprint

vRealize Automation: software.agentlog.level
vRealize Automation: software.agent.service.url

vRealize Automation:
software.agenttask.cleanup

vRealize Automation:
software ebs.clientrestpoll.empty.events

vRealize Automation:
software.ebs.clientrestpoll.events

vRealize Automation: software.ebs.clienttype
vRealize Automation: software ebs.url
vRealize Automation: software http.noProxyList

wRaaliza Autamatinn: enfhwars hitn nenviunet

Page |1 of3lp M | D

?
Tag Value Calculation Method Rate
X
Fixed (3) 01434 X
Fixed (3) 0725 ¥
Cancel

Add more services if you want and click Save.

On the grouping strategy page, click Save to finalize the changes for the blueprint.

Select the Catalog tab and click Request to request the blueprint whose pricing was set up in the

previous step.

At the bottom of the request notice the Total Cost and the View Cost Details fields, click Update to
calculate the current costs, and click Submit to send the request.
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4 [} single Machine Bueprint Deployment: Single Machine Blueprint
:) vSphere_Machine_1 General |FriCEEREeE
Description
Cost - SingleMachineBlueprint -
Lease days: 10
Deployments: 1
Total Cost
- A e 5
L]
Total 1 $33.87 $338.68

Total cost: $338 68 Update iew Cost Details

12 Once the deployment is successful, select the Items tab and see the costs under Deployments.

The system calculates costs dynamically. When you add more virtual machines or more CPUs, the
system updates the cost. The system updates the per-day cost every 24 hours.

Deployments Owned by: |Me v
Select an item type from the menu on the left to view your provisioned items. Use the Actions menu to manage
,-J> Actions ~

Name Description Owner Cost to Date

B single Machine Blueprint-22416694 ITAC-TenantAdmir $33.87

Set Up Pricing on a Per-Reservation Basis in Region A

As a business administrator, you can set up a cost model for a particular reservation and monitor the cost.
The cost of the machines deployed using this reservation policy is calculated based on the cost setup.

Prerequisites

If you set up pricing on a per-reservation basis, you must first configure reservation policies.

Procedure
1 Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain Rainpole.local

2 Select the Business Management tab and, under Consumption, select Pricing and Charges > Pricing.

3  Select Edit > Edit Pricing.
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You are here: Business Management » Pricing and Charges » Pricing

< Back to Business Management # Edit w
Edit Pricing
Pricing ]
Edit Budget

Charges Compute

Business Units List 0 vs priced by 4 policies

Business Units Map

74 vms priced by 1 policy

4 Under vRealize Automation, click the pencil icon to edit.

- : y Compute: 5 policies 50 VMs Reservation
v VRealize Automation  swrage: 3 policies 1M

5 Storage Reserv... * 4

( ' Active |

5  Set the Compute grouping strategy to vRealize Automation Reservation and click Save.

vRealize Automation Group Configuration ?
Compute grouping strategy’ | vRealize Automation Reservation N
Storage grouping strategy: | VRA Storage Reservation Policy 7
| Save I Cancel | |

6  Set pricing for the Compute Rates per vCPU, per GB RAM and for the Storage Rate.

Compute Storage

Grouping strategy:Reservation

5
Policy Name VMs wCPU daily price ~ GB RAM daily price
34
[~ SFO01-Comp01-Prod-Res01 E 3 85
Identification Rates
Infrastructure: vRealize Automation - Reservation Compute Rates:  § 3| pervCPU daily (Running Cost $0.27864 per day)
SFO01-Comp01-Prod-Res01
$ 5| per GB RAM daily (Running Cost $0.53414 per day)
Storage Rate: @§ 0.25| per GB daily

© Use storage policy to determine storage price

Additional Services: ¢ Edit

Cancel

7  Under Additional Services, click Edit

8  Select an available service, set rates, and click Save after adding all services that you want to make
available.
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single Machine Blueprint: Additional Services ?
Additional Services L
Identification Tag Value Calculation Method Rate
| RY X
Backup = Fixed ($) 01434 X
vRealize Automation: agentjarsha256sum

' fon- agenty Fixed (5) 0725 %
vRealize Automation: Blueprint
vRealize Automation: software.agentlog.level
vRealize Automation: software.agent.service.url
vRealize Automation:
software.agenttask.cleanup
vRealize Automation:
software.ebs.clientrest poll.empty.events
vRealize Automation:
software.ebs.clientrestpoll.events
vRealize Automation: software.ebs.clienttype
vRealize Automation: software ebs.url
vRealize Automation: software http.noProxyList
wvRaaliza Amtamatinn enfhwara httn nenvirkdnet R

Page |1 of3[p M | D
Cancel

9  On the grouping strategy page, click Save to finalize the changes for the blueprint.

10 Select the vRealize Automation Catalog tab and click Request for the blueprint whose pricing you set

up.
11 At the bottom of the request notice the Total Cost and the View Cost Details, then click Update to
calculate the current costs and click Submit to send the request.

4[] single Machine Blueprint Deployment: Single Machine Blueprint

(5) vSphere_Machine_1

General  Properties
Description:
Cost - SingleMachine Blueprint x
Lease days: 10

Deployments: 1

General Detads One Time Costs Daily Recurring Costs Per Instance Totals

Total Cos!

Component Quantty = Setup Fee CPUs Memory Storage Addtional Costs  Daily Cost Py
(5) vSphere_Machine_1 1 $0.00 $3.00 $30.00 $0.87 53887 $3886
Total 1 $38.87 $388.68

Total cost: $388.68 Update

Save

Cancel

Submit

12 Once the deployment is successful, select the Items tab and check the cost under Deployments.

The system calculates costs dynamically. When you add more virtual machines or more CPUs, the
system updates the cost. The system updates the per-day cost every 24 hours.
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Name Description Owner Cost to Date

m Single Machine Blueprint-70637228 ITAC-TenantAdmir $38.87
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Forwarding Log Events to vRealize
Log Insight in Region A

vRealize Log Insight delivers heterogeneous and highly scalable log management that includes actionable
dashboards and analytics. It provides operational visibility and faster troubleshooting across physical,
virtual and cloud environments.

This scenario gives detailed information on the procedures for a single-region deployment. You can also use
these procedures for Region A of a dual-region deployment. If you want to use the procedures for Region B
in a dual-region deployment, you have to use different IP address and machine names and might have to
make some other changes.

This scenario illustrates how to set up vRealize Log Insight for a Windows virtual machine and a Linux
virtual machine.

Prerequisites

1  Prepare for the deployment. See Chapter 2, “Preparing for Region A Scenario Deployment,” on page 15.
This chapter includes the following topics:

m  “Install the vRealize Log Insight Agent in Region A,” on page 113

m  “Configure a Linux Virtual Machine to Forward Events to vRealize Log Insight in Region A,” on
page 114

Install the vRealize Log Insight Agent in Region A

The first task of the scenario is installing vRealize Log Insight and the vRealize Log Insight Content Pack for
Windows on the Windows machine.

Procedure
1 Open a Remote Desktop Protocol (RDP) connection to the Windows VM.
2 Login to vRealize Log Insight.
a  Open a Web browser and go to https://sfo@1vrli01.sfo01.rainpole.local.

b  Log in using the following credentials.

Settings Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain Rainpole.local

3 Click the configuration E icon and select Administration.

4  Under Management, click Agents.
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On the Agents page, scroll down to the bottom of the page and click the Download Log Insight Agent
x.x.x link.

In the Download Log Insight Agent dialog box, click Windows MSI (32-bit/64-bit) and save the .ms1i
file on your computer.

Install the agent.
a  Double-click the file to run the installer and click Run in the Open File - Security Warning dialog.

b  Inthe VMware vRealize Log Insight Agent Setup wizard, accept the license agreement and click
Next.

¢ With the Log Insight host name (sfo01vrli01.sfo01.rainpole.local) shown in the Host text box, click
Install.

d  When installation is complete, click Finish.

Install the vRealize Log Insight Content Pack for Windows.

a In the vRealize Log Insight user interface, click the configuration E icon and select Content Packs.
b  Under Content Pack Marketplace, select Marketplace.

¢ Inthe list of content packs, locate the Microsoft - Windows content pack, click its icon, and click
Install.

Configure a Linux Virtual Machine to Forward Events to vRealize Log
Insight in Region A

114

As the second task in the scenario, you configure a Linux VM to receive all event logs in the vRealize Log
Insight Server. You can then explore the events in the vRealize Log Insight dashboards.

Prerequisites

Enable SSH on the Linux virtual machine that you want to forward logs from.

Procedure

1

Download the Log Insight Agent for Linux to a jump host.

a  Click the configuration E icon and select Administration.

b  Under Management, click Agents.

¢ On the Agents page, click the Download Log Insight Agent link.

d Inthe Download Log Insight Agent dialog box, click the link for the Linux distribution of your
VM.

Copy the Log Insight Agent for Linux file from your jump host to the Linux VM.
Install the Log Insight Agent on the Linux virtual machine
a  Open an SSH connection to the Linux VM.
b Install the Log Insight Agent package using the command for your Linux distribution.
For example, rpm —ivh VMware-Log-Insight-Agent-4.4.0-5339860.noarch_192.168.31.10.rpm.
¢ Stop the Log Insight agent.
/etc/init.d/1liagentd stop
d  Edit the liagent.1ini file using a text editor such as vi.

vi /var/lid/loginsight-agent/liagent.ini
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e Add the following information in the [server] section.

[server]
hostname = sfo®lvrli®l.sfo0l.rainpole.local
proto = cfapi

port = 9000
ssl = no
[server]

hostname = sfo0lvrli®l.sfo0l.rainpole.local
proto = cfapi
port = 9000
ssl = no
f  Press ESC and enter :wq! to save the file.
g  Start the Log Insight agent.
/etc/init.d/1iagentd start
h  Verify that the Log Insight agent is running.
/etc/inti.d/1liagentd status
4  Install the vRealize Log Insight Content Pack for Linux.
a  Inthe vRealize Log Insight user interface, click the configuration icon Eand select Content Packs.
b  Under Content Pack Marketplace, select Marketplace.
¢ Inthelist of content packs, locate the Linux content pack and click its icon.
d In the Install Content Pack dialog box, click Install.
5 Configure Log Insight Linux Agents from the vRealize Log Insight Web user interface.
a  On the Log Insight Web user interface, click the configuration icon E and select Administration.
b  Under Management, click Agents.
¢ From the drop-down menu at the top, select Linux from the Available Templates section.

d Click Copy Template.
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e Inthe Copy Agent Group dialog box, enter Linux Agent Group in the name text box and click
Copy.
f  Inthe agent filter text boxes, use the following selections and click SAVE NEW GROUP.

Filter Operator Value

oS starts with  CentOS

vm Log Insight Dashboards Interactive Analytics Technology Preview

Management [\C]@Hrl;
pre— @) Enable auto-update for all agents @
Agents
Eve
1P Address Hostname Version os lastActive . Events Sent Events Sent/. Events Drop. Uptime Status

Integration

6  Verify that the vRealize Log Insight server is getting the log events from the Linux VM.
a Click Dashboards.

b Inthe vRealize Log Insight user interface, select General from the Content Pack Dashboards drop-
down menu.

¢ Click Log Insight Agents in the left pane

d (Optional) Generate specific host events by selecting hostname and criteria starts with and
entering the host name.

vm Log Insight Dashboards Interactive Analytics

Custom Dashboards

Content Pack Dashboards

E£AR AL

Log Insight agent events over time

Log Insight Agents

Number of Log Insight agents Log Insight agent events by hostname

Windows event viewer events by channel File log events by file path

filepath Count
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Monitoring Workload Health and
Capacity with vRealize Hyperic in
Region A

vRealize Hyperic is a vRealize Operations component. With vRealize Hyperic, you can get a detailed view
of your environment by using the vRealize Operations management interface. You can examine your
environment all the way down to services, processes, and the application layer. You can create customized
dashboards to monitor the health, capacity, and risk of the workload that is running in your SDDC
deployment.

This scenario gives detailed information on the procedures for a single-region deployment. You can also use
these procedures for Region A of a dual-region deployment. If you want to use the procedures for Region B
in a dual-region deployment, you have to use different IP address and machine names and might have to
make some other changes.

This scenario explains how to monitor workload virtual machines from vRealize Operations.

Prerequisites
1  Prepare for the deployment. See Chapter 2, “Preparing for Region A Scenario Deployment,” on page 15.
2 Perform the tasks in “Configuring Reservation Policies and Network Policies in Region A,” on page 29.

3 Perform the tasks in Chapter 3, “Creating and Publishing Single Machine Blueprints in Region A,” on
page 41.

This chapter includes the following topics:
m  “Install the End Point Operations Monitoring Agent in Region A,” on page 118
m  “Configure Workload Monitoring in Region A,” on page 119

m  “Configure Monitoring for Windows Services in Region A,” on page 121
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Install the End Point Operations Monitoring Agent in Region A

As the first task, you create a Windows Server 2012 R2 virtual machine from the blueprint and install End
Point Operations (EPO) monitoring agent in the virtual machine.

Procedure

1 Login to the vRealize Automation Rainpole portal.

a

b

Open a Web browser and go to https://vra@lsvrel.rainpole.local/vcac/org/rainpole.

Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain Rainpole.local

2 Request a catalog item.

a

b

Navigate to Catalog.
Click Request under Windows Server 2012 R2 - SFO Prod.

3 Navigate to Requests, monitor the status of the request, and wait until the status changes to Successful.

4 Navigate to Items, expand the new deployment, and click the name of the provisioned virtual machine.

5 Click Connect using RDP to log in to the virtual machine as local administrator.

Note If you have problems connecting to the virtual machine, verify that RDP is enabled in the
template.

6  Download vRealize Operations Manager.

a

b

From a Web browser, go to VMware.com.

Select Downloads > All Downloads > Infrastructure & Operations Management > VMware
vRealize Operations > Download Product.

Select 6.4.
Click Go to Downloads.

Find the End Point Operations Windows Agent - 64 bit EXE file and download it to the virtual
machine.

7  Double-click the file to run the installer and click Next.

8 Inthe Server Address text box, enter vrops01svro1l and click Next.
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9  Enter the certificate thumbprint.
a  Obtain the vRealize Operations Manager cluster certificate thumbprint as instructed.

b Insert the thumbprint in the Certificate thumbprint text box, and click Next.

= Setup - End Point Operations Manager Agent I;Ii-

vRealize Operations Manager Server Certificate Thumbprint

Obtain the vRealize Operations Manager duster certificate thumbprint and insert it
below.

To view the certificate thumbprint value, log into the vRealize Operations Manager
Administration interface at hitps: /{IPAddress/admin and dick the 551 Certificate icon
located on the right of the menu bar.

Unless you replaced the original certificate with a custom certificate, the second
thumbprint in the listis the correct one.
If you did upload a custom certificate, the first thumbprint in the list is the correct one.

Certificate thumbprint
4189 1C:DZ:F3:62:99:BD:2F:6D:F9:50:91:01:6A:D4:A4:41:8D:44{ |

| < Back || Next = || Cancel |

10 Enter the following credential and click Next.

Options Description
User Name admin
Password vrops_admin_password

11  Accept the license agreement, click Next, and click Next again to let the installation start and complete.

Configure Workload Monitoring in Region A

vRealize Operations Manager allows you to create a dashboard for checking the overall health, risk, and
efficiency of workloads and to monitor CPU and memory use.

Procedure
1 Log in to vRealize Operations Manager.
a  Open a Web browser and go to https://vrops@1svrel.rainpole.local.

b  Log in using the following credentials.

Setting Value

Authentication Source  Local Users

User name admin

Password vrops_admin_password

2 Navigate to Environment > Operating Systems > Operating Systems World > Windows and select the
virtual machine you want to monitor.

3 Click the Summary tab, click the Badge icon, and verify that all badges are green.

If all badges are green, there are no issues or alerts with Health, Risk, and Efficiency.
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B Prod-00140.sfoOlrainpole.local  Actions »

Summary Alerts All Metrics Events more.
Recommended Actions A About Me

Me Architecture x64

U Speed 2@ 2600 MHz

192.168.51.1

Microsoft Windows

2012
y Qualified Domair Prod-
Name: 00140.sfo01.rainpol..

Address 192.168.51.22

fe80::d847:6c40:de...

i Prod-

All Filters v T 00140.sfo01.rainpol...
[127.0.0.1, 255.0.0.0,
00:00:00:00:00:00,
11, Host];
[192.168.51.22,
255.255.255.0,
00:50:56:AA:42:60,
fe80::d847:6c40:de...
Link]

O & Suggested Fix Name Alert Alert Type Alert St Time

192.168.51.22

4  Click the All Metrics tab, expand All Metrics, expand UTILIZATION, and click Cpu Usage (%) and
Percent Userd Memory (%).

1 Prod-00140.sfoOl.rainpole.local  Actions v ~ @ & vSphere Solution's Default Policy (Jun 23, 2017 7:57:41PM) 72
Summary Alerts All Metrics m

Show Object Relationship ¥
XA @ ) [ = 0 Baaoxzescnmn

Prod-00140.sfo01.rainpole.local

II1

L:0
& Cpu Usage (%)
& Percent Used Memory (%)
. 3 "‘ : : A A4
Prod-00140 sfo01 rainpole focal .
H: 2417
>
o 225
s IO SUISTURSU I, AN NS SRy b
sL: 20.857 -

5 Click the Generate Dashboard icon (the last icon at the top), enter the virtual machine name as the
name of the dashboard and click OK.

6  Click the Home icon to navigate to the Home page and click the name of the dashboard you just
created.

The dashboard shows the information about the virtual machine that you selected.
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vm vRealize Operations Manager Dashboards

Prod-00140

H:0.42

i D

L: 0.1093

L: 21715

Configure Monitoring for Windows Services in Region A

vRealize Operations supports monitoring any service running inside a Windows virtual machine. The task
uses the End Point Operations Management Agent as an example.

Procedure
1 Log in to vRealize Operations Manager.
a  Open a Web browser and go to https://vrops@1svrel.rainpole.local.

b  Log in using the following credentials.

Setting Value

Authentication Source Local Users

User name admin

Password vrops_admin_password

2 Navigate to Environment > Operating Systems > Operating Systems World > Windows and select the
virtual machine that you want to monitor.

3 Click Actions, click Monitor OS Object, and click Monitor Windows Service .

VMware, Inc. 121



Scenarios

& Prod-00140.sfo01.rainpole.local

Actions v A8

Summary Alerts All Metrics Events | # Edit Object
Recommended Actions About Me
EE]1 Monitor OS Object >
Me 2] Monitor Processes chitecture:
& Monitor Windows Service
J Speed
Health Status B2 Add Monitor Script
B More. Hault Gateway'
wascription
1 Fully Qualified Domain
O In Name:
Objects
P Address
IPv6 Address:
B & All Filters v Name:
@ @ SuggestedFix Hame Aert Alert Type Alert S Time.

Network Configurations
[IP Address, Netmask,
Mac Address]

5 vsphere Solution's Default Policy (Jun 23, 2017 7:57:41 PM)

x64
2 @ 2600 MHz

192.168.51.1

Microsoft Windows
2012

Prod-
00140.sfo01.rainpol...

192.168.51.22

fe80::d847:6c40:de...

Prod-
00140.sfo01.rainpol...
[127.0.0.1, 255.0.0.0,
00:00:00:00:00:00,
i1, Host]:
[192.168.51.22,
255.255.255.0,
00:50:56:AA:42:60,

fe80::d847:6c40:de...
Link]
NetworkServer
Interface:Network
interface eth10 (ethernet)
1P Address

192.168.51.22

Capacity Remaining

4  Enter the following information and click OK.

Setting Value

Display Name EPOM Agent Service

service_name  End Point Operations Management Agent

To obtain the service name, you can open the service in the Windows virtual machine.

T Services - A
File Action View Help
Y G =

G4, Services (Local)

General [Log On | Recovery | Dependencies | - Swtip Type | Logl~

Automatic Loc.

End Point Operations Management A

o M unning  Manual Loc,
S SO g Disabled LocJ
Description: Point Operations Management Agent Z Manual Locl®
|v unning  Automatic Met
Path to executable: unning Autornati-:_ Loc
Agent Cep-agent \wrapper'sbin \wrapper-windowsx86-32 exe = C:\ep-agentcor Manual (Trig... Lec
Manual (Tng... Loc
Statuptype: | Automatic v] Ml e

unning  Automatic Loc

unning  Automatic (D.. Loc

Manual Lec

Manual Loc

Pause Resume unning  Automatic Loc

Automatic (D... Net
Automatic (T... Net

“You can specify the start parameters that apply when you start the service
from here.

St paramatere Manual (Trig... Loc
Autamats tod
Manual Loc
Manual Lec
Manual Log

5 Expand the virtual machine and select EPOM Agent Service.

122 VMware, Inc.



VMware, Inc.

Select All Metrics > Resource Availability.

If you see no data, click the Refresh button until you see them.

# EPOM Agent Service  Actions v

All Metrics

Show Object Relationship
X~ &

& Resource Availability

> [#] Badg

Edit the dashboard.

a  Go back to the Home page.
b  In Dashboard List, click the dashboard for the virtual machine.

¢ Click Edit Dashboard.

Expand the Widget List in the left pane, drag and drop a Scoreboard widget onto the dashboard, and

click Save.
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H: 100
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L:100

Edit Dashboard

Dashboard Tools

‘Widget List
e Siscibsisibrite
Soain

H: 177

H: 2417

L: 21.05

I
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SAVE
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9  Click the Edit button for the Scoreboard widget and edit the widget as follows.
a  Enter EPOM Agent in the Title text box.
b Select Adapter types > EP Ops Adapter, and select EPOM Agent Service.
¢ Expand Availability, double-click Resource Availability, and click Save.

Edit Scoreboard

° o -
L] (-]
Obiects 2 X
Resource Availability
* Nar
EPOM Agent Service ‘Sp
EP Ops Adapter (14)
X
bjec Metric Box Labe olor Method Yeliow Bound Orange Bound Red Bound
EPOM Agent Servi AVAILABILITY|Res. By Symptom State

10 Explore the availability status of the service.

a  Click the Home icon.

b In Dashboard List, click the dashboard for the virtual machine.

¢ Expand the scoreboard.

vm vRealize Operations Manager
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Preparing for Region B Scenario
Deployment

Most of the scenarios in the Scenarios documentation for the VMware Validated Design for IT Automating IT
are region agnostic. Each vRealize Automation deployment can only provision blueprints in its region. You
can, set up a dual region environment using a DLR or a UDLR.

If you want to deploy to Region B using a DLR, you follow these steps:

1  Perform all tasks in Region B Virtual Infrastructure Implementation in the Deployment for Region B
document of the VMware Validated Design for the Software-Defined Data Center.

2 Perform all tasks in Region B Cloud Management Platform Implementation in the Deployment for Region B
document of the VMware Validated Design for the Software-Defined Data Center.

3 Depending on your scenario, you might have perform some tasks in Region B Operations
Implementation. For example, some scenarios use vRealize Log Insight.

4  Follow the instructions in this section, Preparing for Region B Deployment.

You can find the documents on the VMware Validated Design Documentation page.

Norte This set of scenario preparation procedures uses a DLR that is associated with the NSX Manager in
Region B. Virtual machines that are created from one of the blueprints cannot migrate to region A. See
Chapter 1, “Scenarios Solution Paths,” on page 9 for a discussion of the advantages and disadvantages of
using a DLR or a UDLR.

This chapter includes the following topics:

m  “Create Virtual Machine Templates from a Content Library,” on page 126

m  “Create Customization Specifications in Compute vCenter Server in Region B,” on page 128
m  “Create a vSphere Endpoint in vRealize Automation for Region B,” on page 130

m  “Create an NSX Endpoint in vRealize Automation in Region B,” on page 131

m  “Create Fabric Groups in Region B,” on page 131

m  “Add Compute Resources to a Fabric Group in Region B,” on page 132

m  “Create Logical Switches in Region B,” on page 133

m  “Create External Network Profiles in Region B,” on page 135

m  “Configuring Reservation Policies and Network Policies in Region B,” on page 136
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Create Virtual Machine Templates from a Content Library

You use virtual machine templates to create machine blueprints and publish them in a service catalog in
vRealize Automation. You can use the predefined Linux and Windows virtual machine template that are
available in the vCenter Server content library after you deploy the VMware Validated Design for the
Software-Defined Data Center.

Creating virtual machine templates from a content library includes several tasks. At a high level, you first
create a virtual machine by importing it from the content library. Then you convert the virtual machine to a
virtual machine template.

Prerequisites

Verify that you have performed the content library configuration for Region B according to the VMware
Validated Design Deployment Guide for Region B.

m  Configure a Content Library in the First Compute vCenter Server Instance

m  [mport the Virtual Machine Template OVF Files

Create Virtual Machines Using Content Library VM Templates in Region B

When you implement scenarios for region B, vRealize Automation cannot directly access virtual machine
templates in the content library. You must create a virtual machine using the virtual machine templates, then
convert the template in vCenter Server.

Perform this procedure on all vCenter Server compute instances that you add to vRealize Automation,
including the first vCenter Server compute instance.

Create virtual machines from the following Linux and Windows VM templates in the content library.

VM Template Name  Guest OS

redhat6-enterprise-64 Red Hat Enterprise Server 6 (64-bit)

windows-2012r2-64 Windows Server 2012 R2 (64-bit)

Procedure
1  Log in to vCenter Server by using the vSphere Web Client.
a  Open a Web browser and go to https://1ax01w01vc0l.1lax0l.rainpole.local/vsphere-client.

b  Log in using the following credentials.

Setting Value

User name administrator@vsphere.local

Password  wvsphere_admin_password

2 Navigate to Home > VMs and Templates and expand the lax01w01vc01.]lax01.rainpole.local vCenter
Server.

3 Right-click the lax01-m01dc data center tree and select New Folder > New VM and Template Folder.
4  Create a new folder and label it VM Templates.

5 Navigate to Home > Content Libraries and click LAX01-ContentLib01 > Templates. .
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6  Right-click the VM template and click New VM from This Template.
a  Provide the information in the New Virtual Machine from Content Library wizard, as follows.

b On the Select name and location page, use the same template name.

Note Use the same template name to create a common service catalog that works across different
vCenter Server instances within your data center environment.

¢ Select VM Templates as the folder for this virtual machine, and click Next.

d  On the Select a resource page, select the compute cluster that you want to deploy the virtual
machine to.

e  On the Review details page, verify the template details and click Next.

f  On the Select storage page, select the 1ax01-m01-1ib01 datastore and select Thin Provision from the
Select virtual disk format drop-down menu.

g  On the Select networks page, select VM Network for the Destination Network, and click Next.
vRealize Automation changes the network according to the blueprint configuration.
h  On the Ready to complete page, review the virtual machine configuration and click Finish.

A new task for creating the virtual machine appears in the Recent Tasks pane. After the task is
complete, the new virtual machine is created.

7 Repeat this procedure for the other VM Templates in the content library.

Convert the Virtual Machine to a VM Template in Region B

If your scenario includes Region B, you can convert a virtual machine directly to a template instead of
making a copy by cloning.

Repeat this procedure for each of the VM templates in the content library. The table below lists the VM
templates and the guest OS that each template uses to create a virtual machine.

VM Template Name  Guest OS

redhat6-enterprise-64 Red Hat Enterprise Server 6 (64-bit)

windows-2012r2-64 Windows Server 2012 R2 (64-bit)

Procedure
1 Log in to vCenter Server using the vSphere Web Client.
a  Open a Web browser and go to https://1ax01w@1vc@l.1lax@1.rainpole.local/vsphere-client.

b  Log in using the following credentials.

Setting Value

User name administrator@vsphere.local

Password  wsphere_admin_password

2 Navigate to Home > VMs and Templates.
3 In the Navigator pane, expand lax01w01vc01.lax01.rainpole.local > lax01-m01dc > VM Templates.

4  Right-click the redhat6-enterprise-64 virtual machine located in the VM Templates folder, and
click Template > Convert to Template.

5  Click Yes to confirm the template conversion.
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6

Repeat this procedure for all of the VM Templates in the content library, verifying that each VM
Template appears in the VM Templates folder.

Create Customization Specifications in Compute vCenter Server in
Region B

As part of the Region B scenario implementation you create two customization specifications for use on the
virtual machines you deploy from vRealize Automation. One specification is for a Linux guest operating
system and one is for a Windows guest operating system. When you apply a specification to a guest
operating system during virtual machine cloning or deployment, you prevent conflicts that might result if
you deploy virtual machines with identical settings, such as duplicate computer names.

128

You later use the customization specifications when you create blueprints for use with vRealize Automation.

Create a Customization Specification for Linux in Region B

When you implement scenarios for region B, you have to create a Linux guest operating system specification

that you can apply when you create blueprints for use with vRealize Automation. You can use this

customization specification when provisioning new virtual machines from vRealize Automation.

Procedure

1

g = W DN

10

Log in to vCenter Server by using the vSphere Web Client.
a  Open a Web browser and go to https://1ax01m01vcOl.1lax0l.rainpole.local/vsphere-client.

b  Log in using the following credentials.

Setting Value

User name administrator@vsphere.local

Password  wvsphere_admin_password

Navigate to Home > Operations and Policies > Customization Specification Manager.
Select the vCenter Server lax01w01vc01.lax01.rainpole.local from the drop-down menu.
Click the Create a new specification icon.

On the Specify Properties page, select Linux from the Target VM Operating System drop-down menu,
enter itac-linux-custom-spec for the specification name, and click Next.

On the Set Computer Name page, select Use the virtual machine name, enter 1ax01. rainpole.local in
the Domain Name text box, and click Next.

On the Time Zone page, specify the time zone for the virtual machine, and click Next.

Setting Value
Area America
Location Los Angeles

Hardware Clock Set To  Local Time

On the Configure Network page, click Next.
On the Enter DNS and domain settings page, leave the default settings, and click Next.
Click Finish to save your changes.

The customization specification that you created is listed in the Customization Specification Manager.

VMware, Inc.



Chapter 12 Preparing for Region B Scenario Deployment

Create a Customization Specification for Windows in Region B

When you implement scenarios for Region B, you have to create a Windows guest operating system
specification. This customization specification can be used to customize virtual machine guest operating
systems when provisioning new virtual machines from vRealize Automation.

Procedure

1

[©2 B N N ]

10
11
12
13

14
15
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Log in to vCenter Server by using the vSphere Web Client.
a  Open a Web browser and go to https://1ax01m@1lvc@l.lax0@1.rainpole.local/vsphere-client.

b  Log in using the following credentials.

Setting Value

User name administrator@vsphere.local

Password  vsphere_admin_password

Navigate to Home > Operations and Policies > Customization Specification Manager.
Select the vCenter Server lax01w01vc01.lax01.rainpole.local from the drop-down menu.
Click the Create a new specification icon.

On the Guest Customization wizard's Specify Properties page.

a  Select Windows from the Target VM Operating System drop-down menu.

b  Enter itac-windows-joindomain-custom-spec as the specification name, and click Next.

On the Set Registration Information page, enter Rainpole as the virtual machine owner’s name and
organization, and click Next.

On the Set Computer Name page, select Use the virtual machine name, and click Next.
The operating system uses this name to identify itself on the network.

On the Enter Windows License page, provide licensing information for the Windows operating system,
enter the volume_license_key, and click Next.

Specify the administrator password for use with the virtual machine, and click Next.

On the Time Zone page, select (GMT-08:00) Pacific Time(US & Canada), and click Next.
On the Run Once page, click Next.

On the Configure Network page, click Next.

On the Set Workgroup or Domain page, select Windows Server Domain, configure the following
settings, and click Next.

Setting Value

Domain lax01.rainpole.local

User name RAINPOLE )\ administrator

Password  admin_pwd

On the Set Operating System Options page, select Generate New Security ID (SID), and click Next.
Click Finish to save your changes.

The customization specification that you created is listed in the Customization Specification Manager.
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Create a vSphere Endpoint in vRealize Automation for Region B

For the IT Automating IT use case, laaS administrators create endpoints and configure user credentials for
those endpoints. The endpoints allow vRealize Automation to manage the vSphere infrastructure. When
you create a vSphere endpoint, vRealize Automation can communicate with the vCenter Server
environment and discover compute resources, collect data, and provision machines.

Procedure
1 Login to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvro0l.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain rainpole.local

2 Navigate to Infrastructure > Endpoints > Endpoints and click New > Virtual > vSphere (vCenter).

3 On the General page, configure the vRealize Automation Endpoint with the following settings.

Setting Value for vSphere

Name VSPHERE-LAX

Address https://lax01w01vc01.lax01.rainpole.local/sdk

User Name rainpole\svc-vra

Password svc_vra_password

4  Click Test Connection.
5 In the Security Alert window, click OK.

6  Click OK to create the endpoint.

Note The vSphere Endpoint Name must be identical to the name that you used to install the proxy
agent.

130 VMware, Inc.



Chapter 12 Preparing for Region B Scenario Deployment

Create an NSX Endpoint in vRealize Automation in Region B

For the IT Automating IT use case, you create an NSX Endpoint in vRealize Automation. When you create
an endpoint for NSX, vRealize Automation can communicate with NSX Manager to discover networking
resources.

Procedure
1 Login to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvro0l.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain rainpole.local

2 Navigate to Infrastructure > Endpoints > Endpoints and click New > Network and Security > NSX.

3 On the General page, configure the vRealize Automation Endpoint with the following settings

Setting Value

Name NSXEndpoint

Address https://lax01w01nsx01.lax01.rainpole.local

User Name rainpole\svc-vra

Password svc_vra_password

4  Click the Associations tab.

5  On the Associations tab, click New, select VSPHERE-LAX from the Name drop-down menu, and click
OK.

6  Click Test Connection.
7 On the Security Alert window, click OK.
8 Click OK to create the endpoint.

Create Fabric Groups in Region B

In your IT Automating IT deployment, IaaS administrators can organize virtualization compute resources
and cloud endpoints into fabric groups by type and intent. One or more fabric administrators manage the
resources in each fabric group.

Fabric administrators are responsible for creating reservations on the compute resources in their groups to
allocate fabric resources to specific business groups. Fabric groups are created in a specific tenant, but their
resources can be made available to users who belong to business groups in all tenants.
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Procedure

1

Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain Rainpole.local

Select Infrastructure > Endpoints > Fabric Groups.

Click New Fabric Group, enter the following settings and click OK.

Setting Value

Name LAX Fabric Group

Fabric administrators ug-ITAC-TenantAdmins@rainpole.local

Log out of the vRealize Automation portal.

Add Compute Resources to a Fabric Group in Region B

As part of scenario implementation, you allocate compute resources to fabric groups so that vRealize
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Automation can use the resources in that compute resource for that fabric group when provisioning virtual
machines.

Procedure

1

Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain Rainpole.local

Navigate to Infrastructure > End Points > Fabric Groups.

In the Name column, hover the mouse pointer over the fabric group name LAX Fabric Group, and click
Edit.
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Infrastructure Service Portal

Haome s ltems e 5 Inbox IEsigh Administration Infrastructure

Fabric Groups

Flace compute resources in fabric groups and assign fabric adminis

¢ Infrastructure

Endpoints P Mew

Mame = Fabric Administrators
Credentials

g-] LAX Fabric Group m tAdminzE@rainpale local
RIS g_l SFO Fabric Group 3 Delete tAdmins@rainpole local

Fabric Groups

4 On the Edit Fabric Group page, select lax01-w01-comp01 (compute cluster) from the Compute
Resources table, and click OK.

Norte It might take several minutes for vRealize Automation to connect to the Compute vCenter
Server system and associated clusters. If you are still not able to see the compute cluster after sufficient
time has passed, try to restart both proxy agent services in the virtual

machines lax0lias01.lax01.rainpole.local and lax0lias02.lax01.rainpole.local.

5 Navigate to Infrastructure > Compute Resources > Compute Resources.

6  Inthe Compute Resource column, hover the mouse pointer over the compute cluster lax01-w01-
comp01. This shows up a menu list and click Data Collection.

7 Wait for the data collection process to complete and verify that the Status for both Inventory and
Network and Security Inventory shows Succeeded.

Create Logical Switches in Region B

Before you can start with scenarios, you have to create logical switches for business groups. Several
scenarios require a logical switch for the Production business group.

This procedure creates and configures the following logical switch.

Logical Switch Name Description

Production-VXLAN Logical switch for the Production business group

Note You can connect the switch for production workloads to either the Distributed Logical Router (DLR)
or the Universal Distributed Logical Router (UDLR). However, if you connect the switch to the UDLR,
workload deployment in region B fails because only the primary NSX Manager can create and manage
universal objects. The NSX manager in region B is not the primary NSX Manager. For a dual-region
deployment, you therefore connect the switch to the DLR. However, as a result of this decision, deployed
workloads can no longer move between region A and region B.
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Procedure

1

Log in to vCenter Server by using the vSphere Web Client.

a

b

Open a Web browser and go to https://1ax01w@1lvc0l.lax01. rainpole.local/vsphere-client.

Log in using the following credentials.

Setting Value

User name administrator@vsphere.local

Password vsphere_admin_password

Create a logical switch.

a

b

Click Networking & Security.

In the Navigator, select Logical Switches.

From the NSX Manager drop-down menu, select 172.17.11.66 as the NSX Manager.
Click the New Logical Switch icon.

The New Logical Switch dialog box appears.

In the New Logical Switch dialog box, enter the following settings, and click OK.

Setting Value

Name Production-VXLAN

Description Logical switch for Production Business Group
Transport Zone Comp Global Transport Zone

Replication Mode Hybrid

Enable IP Discovery Selected

Enable MAC Learning Deselected

Connect Production-VXLAN to the Distributed Logical Router.

a

b

On the Logical Switches page, select the Production-VXLAN Logical Switch.
Click the Connect Edge icon.
On the Connect an Edge page, select 1ax01w01d1r01 and click Next.

On the Edit NSX Edge Interface page, enter the following settings and click Next.

Option Settings
Name Production-VXLAN
Type Internal

Connectivity Status ~ Connected

Primary IP Address ~ 192.168.151.1

Subnet Prefix Length 24

On the Ready to Complete page, click Finish.
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Create External Network Profiles in Region B

In your scenario implementation, fabric administrators must create network profiles before members of a
business group can request virtual machines. The network profiles define the subnet and routing
configuration for the virtual machines.

Each network profile is configured for a specific network port group or virtual network. The network profile
specifies the IP address and routing configuration for virtual machines that are provisioned to that network.

Prerequisites

Create logical switches for business groups. See “Create Logical Switches in Region A,” on page 26.

Procedure
1 Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain Rainpole.local

2 Navigate to Infrastructure > Reservations > Network Profiles and click New > External.
3 On the New Network Profile - External page, specify the network profiles on the General tab.

a  Add the values for the Production Group External network profile.

Setting Production Value
Name Ext-Net-Profile-Production-B
Description External Network profile for Production Business Group

IPAM endpoint  vRealize Automation IPAM

Subnet mask 255.255.255.0

Gateway 192.168.151.1

4  Click the DNS tab and enter the following values.

Setting Value
Primary DNS 172.17.11.4
Secondary DNS 172.17.11.5
DNS Suffix rainpole.local

DNS search suffixes  rainpole.local
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5  Click the Network Ranges tab and follow these steps.
a  Click the New button.

b  Enter the following values for the Production Business IP Range profile.

¢ Click OK.

Setting Production Value

Name Production

Description Static IP range for Production Group

Starting IP address  192.168.151.20

Ending IP address  192.168.151.250

6  Verify that all the static IP addresses are added to the profile and click OK.

Configuring Reservation Policies and Network Policies in Region B

vRealize Automation reservation policies allow you to group similar reservations. That means, for example,
that you can assign different resources to a production environment than to a development environment.
Create the reservation policy tag first, then assign the policy to reservations to allow a tenant administrator
or business group manager to use the reservation policy in a blueprint.

Prerequisites

Prepare for the deployment. See Chapter 12, “Preparing for Region B Scenario Deployment,” on page 125.

Create Reservation Policies in Region B
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In your scenario implementation, you use reservation policies to group similar reservations together. Create
the reservation policy tag first so that you can assign the policy to reservations. A tenant administrator or
business group manager to use the reservation policy in a blueprint.

You create a reservation policy for virtual machine provisioning in a production environment.

When you request a machine, it can be provisioned on any reservation of the appropriate type that has
sufficient capacity for the machine.

®  You can apply a reservation policy to a blueprint to restrict the machines provisioned from that
blueprint to a subset of available reservations.

®  You can use a reservation policy to collect resources into groups for different service levels, or to make a
specific type of resource easily available for a particular purpose.

®  You can add multiple reservations to a reservation policy. However, a reservation can belong to only
one policy.

®  You can assign a single reservation policy to more than one blueprint. However, each blueprint can
have only one reservation policy.

m A reservation policy can include reservations of different types, but only reservations that match the
blueprint type are considered when selecting a reservation for a particular request.
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Procedure
1 Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain Rainpole.local

2 Navigate to Infrastructure > Reservation > Reservation Polices.

3 Click the New icon, configure the following settings, and click Save.

Setting Value

Name LAX-Production-Policy

Description  Reservation policy for Production Business Group in LAX

4  Click the New icon, configure the following settings, and click Save.

Setting Value

Name LAX-Edge-Policy

Description  Reservation policy for Tenant Edge resources in LAX

Create Reservations for the Compute Cluster in Region B

In your scenario implementation, a fabric administrator must allocate resources to a business group by
creating a reservation. After that, members of a business group can request virtual machines. You can
configure each reservation for a specific business group to grant the users in that group access to request
machines on a specified compute resource.

Prerequisites

Configure the datastore for the shared compute cluster.

Procedure
1  Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain rainpole.local

2 Navigate to Infrastructure > Reservations > Reservations and click New > vSphere.
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3 On the New Reservation - vSphere (vCenter) page, click the General tab and set the following values.

Setting Production Group Value
Name LAX01-Comp01-Prod-Res01
Tenant rainpole

Business Group Production

Reservation Policy LAX-Production-Policy
Priority 100

Enable This Reservation Selected

4  On the New Reservation - vSphere (vCenter) page, allocate resources for the new reservation.
a  Click the Resources tab.

b Select lax01-w01-comp01(lax01w01vc01.lax01.rainpole.local) from the Compute resource drop-
down menu.

¢ In the This Reservation column of the Memory table, enter 200.

d In the Storage table, select the vsanDatastore check box and enter the following values.

Text box Value
This Reservation Reserved 2000
Priority 1

e Click OK.

f  Select lax01-w0l1rp-user-vim from the Resource pool drop-down menu.
5  On the New Reservation - vSphere (vCenter) page, click the Network tab.

6  On the Network tab, select the network path check boxes listed in the table below from the Network
Paths list.

7 Select the network profile from the Network Profile drop-down menu for the Production business
group whose reservation you are configuring.

Production Network Path Production Group Network Profile

vxw-dvs-xxxxx-Production-VXLAN  Ext-Net-Profile-Production-B

8  (Optional) If a network path is not listed, re-synchronize data collection from the NSX objects in the
Compute vCenter Server inventory.

a  Go back to Infrastructure > Compute Resources .

b Highlight lax01-w01-comp01 and select Data Collection

¢ Scroll down to Network and Security Inventory, and click Request now.
d  Wait for synchronization to complete.

9  Click OK to save the reservation.
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Create Reservations for the User Edge Resources in Region B

In your scenario implementation, fabric administrators must allocate resources to that business group by
creating a reservation. Members of a business group can then request virtual machines. Each reservation is
configured for a specific business group to grant members of that group access to request virtual machines
on a specified compute resource.

Perform this procedure to create Edge reservations for the Production business groups.

Procedure

1

VMware, Inc.

Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain rainpole.local

Navigate to Infrastructure > Reservations > Reservations, and click New > vSphere (vCenter).

On the New Reservation - vSphere (vCenter) page, click the General tab, and configure the following
values for your business group.

Setting Production Group Value
Name LAX01-Edge01-Prod-Res01
Tenant rainpole

Business Group Production

Reservation Policy LAX-Edge-Policy

Priority 100

Enable This Reservation Selected

On the New Reservation - vSphere (vCenter) page, assign resources to the new reservation.
a  Click the Resources tab.

b Select lax01-w01-comp01(lax01w01vc01.lax01.rainpole.local) from the Compute resource drop-
down menu.

¢ Enter 200 in the This Reservation column of the Memory (GB) table.

d In the Storage (GB) table, select the check box for datastore lax01-w01-vsan01, enter 2000 in the
This Reservation Reserved text box, enter 1 in the Priority text box, and click OK.

e  Select lax01-w01rp-user-edge from the Resource pool drop-down menu.

On the New Reservation - vSphere (vCenter) page, click the Network tab.

On the Network tab, map the network path to the network profile for the business group.

a  Select the network path check boxes listed in the table below from the Network Paths list.

b Select the corresponding network profile from the Network Profile drop-down menu.

Production Network Path Production Group Network Profile

vxw-dvs-xxxxx-Production-VXLAN  Ext-Net-Profile-Production-B
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7 If anetwork path is not listed, resynchronize data collection from the NSX objects in the Compute
vCenter Server inventory.

a  Go back to Infrastructure > Compute Resources.

b  Highlight lax01-w01-comp01.

¢ Select Data Collection and scroll down to Network and Security Inventory.
d Click Request now and wait for synchronization to complete.

8 Click OK to save the reservation.
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Creating Single-Machine Blueprints
and Self-Service Catalogues in
Region B

After you prepare your scenario environment for region B, the task workflows are very similar to the region
A tasks. In all cases, you use the region B specific IP addresses and the names of region B components.

The two examples show creating blueprints and self-service catalogues, but you can implement other
scenarios, such as integrating with IPAM, as well.

This chapter includes the following topics:
®  “Creating and Publishing Single Machine Blueprints in Region B,” on page 141

m  “Creating Self Service Catalogues in Region B,” on page 144

Creating and Publishing Single Machine Blueprints in Region B

A blueprint specifies the workflow that is used to provision a virtual machine and includes information such
as CPU, memory, and storage. In your scenario, you can create a blueprint for provisioning the Linux and
Windows virtual machines using resources specified on the Compute vCenter Server. Tenants can later use
this blueprint for automatic provisioning.

This scenario explains how to publish blueprints for the Production business group in Region B.

Machine blueprints include additional provisioning information such as the locations of required disk
images or virtualization platform objects. Blueprints also specify policies such as the lease period and can
include networking and security components such as security groups, policies, or tags.

A blueprint is the complete specification for a virtual, cloud, or physical machine. Blueprints determine a
machine's attributes, the manner in which it is provisioned, and its policy and management settings.

Repeat this procedure to create the following blueprints.

Blueprint Name VM Template Customization Specification

Windows Server 2012 R2 - LAXProd ~ windows-2012r2-64 itac-windows-joindomain-custom-spec

Redhat Enterprise Linux 6 - LAX Prod  redhat6-enterprise-64  itac-linux-custom-spec
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Procedure
1 Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain Rainpole.local

2 Navigate to Design > Blueprints.
3 Click New.

4  In the New Blueprint dialog box, configure the following settings on the General tab and click OK.

Setting Value

Name Windows Server 2012 R2 - LAX Prod

Archive (days) 15

Minimum 30

Maximum 270

5 Select and drag the vSphere Machine icon to the design canvas.

6  Click the General tab, configure the following settings, and click Save.

Setting Default
1D Default setting (vSphere_Machine_1)
Description Default setting (blank)

Display location on request  Deselected

Reservation policy LAX-Production-Policy
Machine prefix Prod-

Minimum Default setting
Maximum Default setting

7 Click the Build Information tab, configure the following settings, and click Save.

Setting Value for Windows
Blueprint type Server
Action Clone

Provisioning workflow  CloneWorkflow

Clone from windows-2012r2-64 (Endpoint lax01w01vc01.lax01.rainpole.local)

Customization spec itac-windows-joindomain-custom-spec
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8  Click the Machine Resources tab, configure the following settings, and click Save.

Setting Minimum Maximum
CPU 2 4

Memory (MB): 4096 16384

Storage Default setting  Default setting

9  Set the network.
a  Click the Network tab.

b Select Network & Security in the Categories section to display the list of available network and
security components.

¢ Select the Existing Network component and drag it onto the design canvas.

d Click in the Existing network text box and select the Ext-Net-Profile-Production-B network profile.

Blueprint Name Existing network

Windows Server 2012 R2 - LAX Prod Ext-Net-Profile-Production-B

Redhat Enterprise Linux 6 - LAX Prod  Ext-Net-Profile-Production-B

e Click Save.

New Blueprint: Windows Server 2012 Production
Catey
o v
& s

Design Canvas

w vEphere_Machi

vSphere Machine
® ExtietProieProg. ¥

Existing_Network_1

General  DNSWINS 1P Rangss

* Existing network: | Ext-Nel-Profile-Produciion-web

Description:  External Netwark profile for Web Tier of Production Business

Subnet mask: 255 255 2550

Gateway: 172.1.10.1

Save Finish Cancel

f  Select vSphere_machine properties from the design canvas.

g  Select the Network tab, click New, and configure the following settings.

For Existing Network Network Setting Assignment Type Setting Address Setting

Ext-Net-Profile-Production-B  ExtNetProfileProduction Static IP Leave blank

h  Click Save.
i Click Finish to save the blueprint.
10 Select the blueprint and click Publish.
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11 Repeat this procedure to create the blueprint for Linux.

Setting Value for Linux
Blueprint type Server
Action Clone

Provisioning workflow  CloneWorkflow

Clone from redhat6-enterprise-64

Customization spec itac-linux-custom-spec

Creating Self Service Catalogues in Region B

A service catalog provides a common interface for consumers of IT services to request services, track their
requests, and manage their provisioned service items. Service architects and administrators can define new
services and publish them to the common catalog. When defining a service, the architect can specify the
kind of item that can be requested, and what options are available to the consumer as part of submitting the
request.

Users who are responsible for managing the catalog, such as tenant administrators and service architects,
can manage the presentation of catalog items to the consumers of IT services. For example, catalog managers
can group items into service categories for easier navigation and highlight new services to consumers on the
portal home page.

Prerequisites

1  Prepare for the deployment. See Chapter 12, “Preparing for Region B Scenario Deployment,” on
page 125.

2 Perform the tasks in “Creating and Publishing Single Machine Blueprints in Region B,” on page 141.

Create a Catalog Service in Region B

The first step in creating a service catalog is creating a service. After that, administrators can associate
entitlements and blueprints with the service to complete service catalog configuration.

Procedure
1  Login to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain Rainpole.local

2 Navigate to the Administration tab, click Catalog Management > Services, and click New.
The New Service page appears.

3 On the New Service page, configure the following settings and click OK.

Setting Value
Name LAX Service Catalog
Description Default setting (blank)
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Setting Value
Status Active
Icon Default setting (blank)
Status Default setting (blank)
Hours Default setting (blank)
Owner Default setting (blank)

Support Team Default setting (blank)

Change Window  Default setting (blank)

Configure Entitlements of Blueprints in Region B

You entitle users to the actions and items that belong to the service catalog by associating each blueprint
with an entitlement. In this scenario, you associate an entitlement with each blueprint.

Repeat this procedure to associate the following blueprints with their entitlement.

Blueprint Reservation Service Add to
Name VM Template Policy Catalog Entitlement
Windows windows-2012r2-64 LAX- LAX Prod-
Server 2012R2 - (compO0lvc51.lax01.rainpole.local) Production- Service SingleVM-
LAX Prod Policy Catalog Entitlement
Redhat redhat6- LAX- LAX Prod-
Enterprise enterprise-64(comp01vc51.1ax01.rainpole.local) Production- Service SingleVM-
Linux 6 - LAX Policy Catalog Entitlement
Prod

Procedure

1 Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vradlsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain Rainpole.local

2 Select the Administration tab and navigate to Catalog Management > Catalog Items.

3 On the Configure Catalog Items pane, select the Windows Server 2012 R2 - LAX Prod blueprint in the
Catalog Items list and click Configure.

4 On the General tab of the Configure Catalog Items wizard, select LAX Service Catalog from
the Service drop-down menu, and click OK.

5  Associate the blueprint with the Prod-SingleVM-Entitlement entitlement.
a  Click Entitlements and select Prod-SingleVM-Entitlement.

b  Click the Items & Approvals tab and add the Windows Server 2012 R2 - LAX Prod blueprint to the
Entitled Items list and click OK.

¢ Click Finish.

6  Click the Catalog tab and verify that the blueprint is listed in the Service Catalog.
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7

Repeat this procedure to associate the other blueprint with its entitlement.

Provision Blueprints and Validate the Configuration

After the blueprints have been created, you can associate them with the service catalog and perform
optional customization. After provisioning is complete, you verify that the naming prefixes and IP addresses
are correct.

Because entitlements are already in place, the correct set of users can use the service catalog item.

Procedure

1

146

Log in to the vRealize Automation Rainpole portal.

a

b

Open a Web browser and go to https://vra@lsvr@l.rainpole.local/vcac/org/rainpole.

Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain Rainpole.local

Navigate to the Catalog tab and click LAX-Service-Catalog.

Click Request for the blueprint named Windows Server 2012 R2 - LAX Prod and, optionally, customize
the blueprint.

a

(Optional) Select Windows Server 2012 R2 - LAX Prod and, under General, enter values for
Description, Reason for Request, and Lease days.

(Optional) Select vSphere_Machine_1 and, under General, enter values for the CPUs and Memory
options.

(Optional) Select vSphere_Machine_1 and under Storage, click Edit and select the Storage
Reservation Policy option available from the drop-down menu.

Click Submit and click OK.

Repeat the steps to deploy the blueprint named Redhat Enterprise Linux 6 - LAX Prod.

Click the Requests tab and check the status of the new requests until Status is Successful.

Provisioning might take some time.

Once provisioning is complete, click the Infrastructure tab, click Reservations, and click Network

Profiles.

Click Ext-Net-Profile-Production-B, click the IP Addresses tab to verify that the blueprints are

deployed correctly.

a  Verify that two virtual machines exist with the machine name pattern Prod-xxxxx.

b Verify that the two virtual machines are using the IP addresses defined on “Create External
Network Profiles in Region B,” on page 135.

¢ Click Cancel when verification is complete.
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Configure Unified Single Machine
Blueprints for Cross-Region
Deployment

If you want to provision machine blueprints across multiple regions you can use a universal transport zone
and a Universal Distributed Logical Router (UDLR). You set up the UDLR as part of the deployment of the
VMware Validated Design for the Software-Defined Data Center, and can then use it in the scenarios.

If you use a UDLR, you cannot select one of the on-demand networking options during blueprint creation.
You must set up networking in your environment first, and can then select the existing network when you
create the blueprint.

You can instead use a DLR in conjunction with on-demand networking. However, each blueprint is tied to
one region in that case. See Chapter 1, “Scenarios Solution Paths,” on page 9 for background on the benefits
and limitations of each solution path.

See the Checklist for Preparing NSX and Security Configuration, which is part of the vRealize Automation
7.2 documentation set, for details.

Note This scenario illustrates how to use a UDLR with a scenario. To use a UDLR with other scenarios,
follow the steps for Region A but change the networking information.

This chapter includes the following topics:

m  “Create Logical Switches for Cross-Region Deployment,” on page 148

m  “Create External Network Profiles for Cross-Region Deployment,” on page 149

m  “Create Fabric Groups for Cross-Region Deployment,” on page 150

m  “Add Data Center Locations to the Compute Resource Menu,” on page 151

m  “Associate Compute Resources with a Location,” on page 152

m  “Add a Property Group and a Property Definition for Data Center Location,” on page 153
m  “Create a Reservation Policy for the Unified Blueprint,” on page 154

m  “Specify Reservation Information for the Unified Blueprint,” on page 154

m  “Create a Service Catalog for the Unified Blueprint,” on page 156

m  “Create Unified Single Machine Blueprints,” on page 156

m  “Configure Entitlements for Blueprints in the Cross-Region Deployment,” on page 159

m  “Test the Cross-Region Deployment of the Single Machine Blueprints,” on page 161
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Create Logical Switches for Cross-Region Deployment

Before you can start with scenarios, you have to create logical switches for business groups. Several
scenarios require a logical switch for the Production business group. For cross-region deployment of virtual
machine, logical switches are based on the Universal Transport Zone and use a Universal Distributed Router
(UDLR).

This procedure creates and configures the following logical switch.

Logical Switch Name Description

Production-Unified-VXLAN  Logical switch for the Production business group

This scenario uses a Universal Distributed Logical Router (UDLR). In scenarios that use a UDLR, the single-
machine blueprints that are used to provision virtual machines cannot use NSX constructs such as NSX
firewalls or NSX security policies. If the blueprint does use NSX constructs, and you use a UDLR, you can no
longer move the deployed workloads between Region A and Region B. In that case, using a Distributed
Logical Router (DLR) is a better solution.

Procedure
1 Log in to vCenter Server by using the vSphere Web Client.
a  Open a Web browser and go to https://sfo01lw@1lvc@l.sfoldl.rainpole.local/vsphere-client.

b  Log in using the following credentials.

Setting Value

User name administrator@vsphere.local

Password  wvsphere_admin_password

2 Create alogical switch.
a  Click Networking & Security.
b Inthe Navigator, select Logical Switches.
¢ From the NSX Manager drop-down menu, select 172.16.11.66 as the NSX Manager.
d Click the New Logical Switch icon.

e Inthe New Logical Switch dialog box, enter the following settings, and click OK.

Setting Value

Name Production-Unified-VXLAN

Description Logical switch for Production Business Group
Transport Zone Comp Universal Transport Zone

Replication Mode Hybrid

Enable IP Discovery Selected

Enable MAC Learning Deselected

3 Connect the Production-Unified-VXLAN to the Universal Distributed Logical Router.
a  On the Logical Switches page, select the Production-Unified-VXLAN Logical Switch.
b  Click the Connect Edge icon.

¢ On the Connect an Edge page, select sfo01w01udlr01 and click Next.
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On the Edit NSX Edge Interface page, enter the following settings and click Next.

Option Settings
Name Production-Unified-VXLAN
Type Internal

Connectivity Status ~ Connected

Primary IP Address ~ 192.168.80.1

Subnet Prefix Length 24

On the Ready to Complete page, click Finish.

Create External Network Profiles for Cross-Region Deployment

Before members of a business group can request virtual machines, fabric administrators must create

network profiles. The network profiles define the subnet and routing configuration for the virtual machines.

Each network profile is configured for a specific network port group or virtual network. The network profile

specifies the IP address and routing configuration for virtual machines that are provisioned to that network.

Prerequisites

Create logical switches for business groups. See “Create Logical Switches in Region A,” on page 26.

Procedure

1

2
3
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Log in to the vRealize Automation Rainpole portal.

a

b

Open a Web browser and go to https://vradlsvrl.rainpole.local/vcac/org/rainpole.

Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain Rainpole.local

Navigate to Infrastructure > Reservations > Network Profiles and click New > External.

On the New Network Profile - External page, specify the network profiles on the General tab.

a

Add the values for the Production Group External network profile.

Setting Production Value
Name Ext-Net-Profile-Production-Unified
Description External Network profile for Production Business Group

IPAM endpoint  vRealize Automation IPAM

Subnet mask 255.255.255.0

Gateway 192.168.80.1

Click the DNS tab and enter the following values.

Setting Value
Primary DNS 172.16.11.4
Secondary DNS 172.17.11.5
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Setting Value

DNS Suffix rainpole.local

DNS search suffixes  rainpole.local

5  Click the Network Ranges tab and follow these steps.
a  Click the New button.

b Enter the following values for the Production Business IP Range profile and click OK.

Setting Production Value
Name Production
Description Static IP range for Production Group

Starting IP address  192.168.80.20

Ending IP address ~ 192.168.80.250

6  Verify that all the static IP addresses are added to the profile and click OK.

Create Fabric Groups for Cross-Region Deployment

150

IaaS administrators can organize virtualization compute resources and cloud endpoints into fabric groups

by type and intent. One or more fabric administrators manage the resources in each fabric group.

Fabric administrators are responsible for creating reservations on the compute resources in their groups to

allocate fabric resources to specific business groups. Fabric groups are created in a specific tenant, but their

resources can be made available to users who belong to business groups in all tenants.

Procedure

1 Log in to the vRealize Automation Rainpole portal.

a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain Rainpole.local

2 Select Infrastructure > Endpoints > Fabric Groups.

3 Click New Fabric Group, enter the following settings, and click OK.

Setting Value

Name Unified Fabric Group

Fabric administrators  ug-ITAC-TenantAdmins@rainpole.local

Compute resources sf001-w01-comp01, lax01-w01-comp01

4  Log out of the vRealize Automation portal.
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Add Data Center Locations to the Compute Resource Menu

In your cross-region deployment, you can configure new data center locations and resources in the Compute
Resource menu of the vRealize Automation deployment selection screen. Users can then more easily select
new compute resources for deployment.

To add a new location to the Compute Resource menu, you edit an XML file on the vRealize Automation
server.

Perform this procedure for the two IaaS Web server virtual machines vradliws0la and vra@liws01b, which
are part of the initial Region A vRealize Automation deployment.

Procedure
1 Log in to the vSphere Web Client.

a  Open a Web browser and go to https://sfo01m01vcel.sfoll.rainpole.local/vsphere-client.

b  Log in using the following credentials.

Setting Value
User name administrator@vsphere.local
Password vcenter_admin_password

2 Edit the DataCenterLocations.xml file to add the data center locations.
a  Opena VM console to the IaaS Web server virtual machine vra@liws01la.
b  Log in using administrator credentials.

¢ Open the file C:\Program Files
(x86)\VMware\VCAC\Server\Website\XmlData\DataCenterLocations.xml in a text editor.

d Update the Data Name and Description attributes to use the following settings.

Data Name Description

SFO San Francisco DataCenter
LAX Los Angeles DataCenter

DataCenterLocations - Hotepad [ =] o=
| Fis Edit Formaet View Halp

<’sel version="1.%" encoding="utf-0" >
<lustomlatalypes
<[ata Hawe="TEE" Description="5an Francisco DataCenter™)z
<[ata Hame="LoxX" [escription=“Los dngeles Datalenter™/=
</Lustoslatalype>

e Save and close the file.

VMware, Inc. 151



Scenarios

3 Restart the JaaS Web server virtual machine vra0liws0la.
Wait until the virtual machine restarts and is successfully running.

4  Repeat this procedure for the IaaS Web server virtual machine vra01iws01b.

Associate Compute Resources with a Location

In your cross-region deployment, each data center location has its own compute resources, which you
associate with that site for its dedicated use.

Repeat this procedure twice, once for each vCenter Server compute cluster.

Location vCenter Server Compute Cluster

SFO sfo01-w01-comp01

LAX lax01-w01-comp01

Prerequisites

You can perform this procedure only if you added the locations explicitly. See “Add Data Center Locations
to the Compute Resource Menu,” on page 151.

Procedure
1 Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain rainpole.local

2 Select Infrastructure > Compute Resources > Compute Resources.
3 Select the compute resource sfo01-w01-comp01 and click Edit.
4  Select the SFO data center location from the Locations drop-down menu.

This will be the data center location for the sfo01-w01-comp01 compute cluster.

5 Click OK.

6  Repeat this procedure to set the data center location for the lax01-w01-comp01 compute cluster.

152 VMware, Inc.



Chapter 14 Configure Unified Single Machine Blueprints for Cross-Region Deployment

Add a Property Group and a Property Definition for Data Center

Location

In your cross-region deployment scenario, you use property definitions to more easily control where a
blueprint is deployed. The location of the blueprint determines storage and network resources to use with
that blueprint.

Procedure

1 Log in to the vRealize Automation Rainpole portal.

a

b

Open a Web browser and go to https://vra@lsvrel.rainpole.local/vcac/org/rainpole.

Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain rainpole.local

2 Select Administration > Property Dictionary > Property Definitions.

3 Click New to create a property definition and follow these steps.

a

-~

= 5 Q9

—
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Enter Vrm.DataCenter.Location in the Name text box.

NotEe The property definition name is case sensitive, and must exactly match the property name
that is used in the blueprint or the build profile.

Enter Select a Region in the Label text box.

In the Visibility section, select the All Tenants radio button and specify to which tenant the
property is available.

(Optional) Enter a property description in the Description text box.

Describe the intent of the property and any information that might help the consumer best use the
property.

Leave default setting for Display order.

Select String from the Data type drop-down menu.

Select Yes from the Required drop-down menu.

Select Dropdown from the Display as drop-down menu.

Select Static list from the Values radio button.

Deselect Enable custom value entry.

Click New in the Static list area and enter a property name and value from the following table.

Name Value

San Francisco SFO

Los Angeles ~ LAX

Click OK to save both predefined values.
Click OK to save the property definition.

The property is created and available on the Property Definitions page.
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Select Administration > Property Dictionary > Property Groups and click New.
Enter Select Location in the Name text box.

If you enter the Name value first, the ID text box is populated with the same value.

NN G

In the Visibility section, select the All Tenants radio button to specify with which tenant the property is
to be available.

[0}

(Optional) Enter a description of the property group.
9  Add a property to the group by using the Properties box.
a  Click New.
b Select Vrm.DataCenter.Location as the property name.
¢ Deselect the Encrypted check box.
d  Select theShow in Request check box.
e Click OK to add the property to the group.
10 Click OK to save the property group.

Create a Reservation Policy for the Unified Blueprint

When tenant administrators and business group managers create a blueprint, they can add the reservation
policy during blueprint creation. To add a reservation policy to an existing blueprint in your cross-region
deployment, you can edit the blueprint.

Procedure
1 Login to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvro0l.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain rainpole.local

Navigate to Infrastructure > Reservations > Reservation Polices.

Click New.

Type Unified-Production-Policy in the Name text box.

Select Reservation Policy from the Type drop-down menu.

Type Reservation policy for Unified Blueprint in the Description text box.

Click OK.

N OO g = W DN

Specify Reservation Information for the Unified Blueprint

In your cross-region deployment, each reservation is configured for a specific business group to grant them
access to request specific physical machines.

Before members of a business group can request virtual machines, fabric administrators must allocate
resources for them by creating a reservation. Each reservation is configured for a specific business group,
and grants access to request machines on a specified compute resource.
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Repeat this procedure twice to create reservations on the Region A Compute vCenter Cluster and the
Region B Compute vCenter Cluster. In this scenario, you create reservations only for the Production
business group.

Business Reservation
Region Group Reservation Name Policy Compute Resource
Region A Production SFO01-Comp01- Unified- sfo01-w01-comp01
Prod-Unified01 Production-Policy (sfo01w01vc01.sfo01.rainpole.local)
Region B Production LAX01-Comp01- Unified- lax01-w01-comp01
Prod-Unified01 Production-Policy (lax01w01vc01.lax01.rainpole.local)
Procedure

1 Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain rainpole.local

2 Navigate to Infrastructure > Reservations > Reservations and click New > vSphere.

3 On the New Reservation - vSphere (vCenter) page, click the General tab, and specify the following

values.

Setting Production Group Value
Name SFO01-Comp01-Prod-Unified01
Tenant rainpole

Business Group Production

Reservation Policy Unified-Production-Policy
Priority 100

Enable This Reservation Selected

4  On the New Reservation - vSphere page, click the Resources tab and specify the reservation.

a  Select sfo01-w01-comp01(sfo01w01vc01.sfo0l.rainpole.local) from the Compute Resource drop-
down menu.

b  Enter 200 in the This Reservation column of the Memory (GB) table.

¢ In the Storage (GB) table, select the check box for datastore sfo01-w01-vsan01, enter 4000 in the
This Reservation Reserved text box, enter 1 in the Priority text box, and click OK.

d  Select lax01-w01rp-user-vim from the Resource Pool drop-down menu.

5  On the New Reservation - vSphere (vCenter) page, click the Network tab.
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6  On the Network tab, specify the network information.

a  Select the following network path check boxes listed from the Network Paths list.

Production Network Path Production Group Network Profile

vxw-dvs-xxxxx-Production-Unified-VXLAN  Ext-Net-Profile-Production-Unified

b Select the corresponding network profile from the Network Profile drop-down menu for the
business group whose reservation you are configuring.

7  Click OK to save the reservation.

8  Repeat the procedure to create the reservation for Region B.

Create a Service Catalog for the Unified Blueprint

The service catalog provides a common interface for consumers of IT services to request and manage the
services and resources they need. Users can browse the catalog to request services, track their requests, and
manage their provisioned service items.

After the service catalog is created, business group managers can create entitlements for services, catalog
items, and resource actions to groups of users. The entitlement allows members of a particular business
group, for example, the Production business group, to use the blueprint. Without an entitlement, users
cannot use the blueprint.

Procedure
1 Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password  itac-tenantadmin_password

Domain rainpole.local

2 Click the Administration tab, and select Catalog Management > Services .

3 Click New and create the service catalog.
a  Inthe New Service dialog box type Unified Single Machine Catalog in the Name text box.
b Select Active from the Status drop-down menu.

¢ Click OK.

Create Unified Single Machine Blueprints

A blueprint is the complete specification for a virtual, cloud, or physical machine. Blueprints determine a
machine's attributes, the manner in which it is provisioned, and its policy and management settings. Tenants
use these blueprints to provision virtual machines automatically.

This procedure creates cross-region blueprints for the virtual machine. The procedure uses pre-configured
resources on the vCenter Server compute cluster in both Region A and Region B.

Repeat this procedure to create one unified single machine blueprint for each blueprint name listed in the
following table.
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Blueprint Name VM Template Customization Specification

Windows Server 2012 R2 - Unified =~ windows-2012r2-64 itac-windows-joindomain-custom-spec

Redhat Enterprise Linux 6 - Unified redhat6-enterprise-64 itac-linux-custom-spec

Procedure
1 Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain rainpole.local

2 Navigate to Design > Blueprints.
3 Click New.

4  In the New Blueprint dialog box, configure the following settings on the General tab.

Setting Value

Name Windows Server 2012 R2 - Unified

Archive (days) 15

Deployment limit ~ Default setting (blank)

Minimum 30

Maximum 270

5  Click the Properties tab.
a  Click Add on the Property Groups subtab.
b Select the property group Select Location and click OK.

Mew Blueprint
General MR Geftinas Properties
ord Add Property Groups x
[[] Hame ~ Description
[[] Container host properties with certificate authe...  Sample property group with custom properties far container host using certificate and private key ...
pe  [0] Contsiner host properties with useripassword .. Sample property group with custom propeties for contsiner host using user and password creden
Select Lacstion
[[] WWD-Iniokloz-Group-Properties WWD-Infoblox-Group-Properties

Page |1 af 1 Displaying 1 - 4 of 4

QK Cancel
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6 Click OK.

Mew Blueprint x

General MR Geftinas Properties

Property Groups Custom Properties

4 Ao

Marme Descrigtion
Select Location

[ view Merged Prapertizs | @

QK Cancel

7 Select and drag the vSphere Machine icon onto the design canvas.

8  Click the General tab, configure the following settings, and click Save.

Setting Value

1D Unified_Win2012R2_VM

Reservation Policy ~ Unified-Production-Policy

Machine Prefix Prod-
Minimum Default setting
Maximum Default setting

9  Click the Build Information tab, configure the following settings, and click Save.

Setting Value
Blueprint Type Server
Action Clone

Provisioning Workflow  CloneWorkflow

Clone from windows-2012r2-64

Customization spec itac-windows-joindomain-custom-spec

10 Click the Machine Resources tab, configure the following settings, and click Save.

Setting Minimum Maximum
CPU 2 4

Memory (MB): 4096 16384

Storage Default setting  Default setting

11 Click the Network tab.

a  Select Network & Security in the Categories section to display the list of available network and
security components.

b Select the Existing Network component and drag it onto the design canvas.

¢ Click in the Existing network text box and select the Ext-Net-Profile-Production-Unified network
profile.

d Click Save.
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e  Select vSphere_Machine properties from the design canvas.

f  Select the Network tab, click New, configure the following settings, and click OK.

Setting Value

Network ExtNetProfileProductionUnified

Assignment Type  Static IP

Address Default setting (blank)

12 Click Save and click Finish.
13 Select the blueprint and click Publish.

14 Repeat this procedure to create the blueprint for Linux.

Configure Entitlements for Blueprints in the Cross-Region
Deployment

You entitle users to the actions and items that belong to the service catalog by associating each blueprint
with an entitlement.

Repeat this procedure to associate the following blueprints with their entitlement.

Reservation Service Add to
Blueprint Name VM Template Policy Catalog Entitlement
Windows Server windows-2012r2-64 Production- Unified Single ~ Prod-SingleVM-
2012 R2 -Unified (sfo01w01vc01.sfo01.rainpole.local) Unified-Policy Machine Entitlement
Catalog
Redhat Enterprise ~ redhat6-enterprise-64 Production- Unified Single ~ Prod-SingleVM-
Linux 6 - Unified (sfo01w01vc01.sfo01.rainpole.local) Unified-Policy Machine Entitlement
Catalog

Procedure
1  Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain Rainpole.local

2 Select the Administration tab and navigate to Catalog Management > Catalog Items.

3 On the Configure Catalog Items pane, select the Windows Server 2012 R2 - Unified blueprint in the
Catalog Items list and click Configure.

4 On the General tab of the Configure Catalog Items wizard, select Unified Single Machine Blueprint
Catalog from the Service drop-down menu, and click OK.
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Infrastructure Service Portal nantadmin Help | Logout
Home lterns e n [ERIGIIEEITNE (nfastucture  Conta

¢ Administration Configure Catalog ltem

General  Entitlements
Senices

Name: Windows Server 2012 R2 - Unified
Catalog tems

Source: Blueprint Service
Actions Resource type: Deployment

Description:
Entitlements

Browse
Recommended size: 100 % 100 pixels

List view Catalog view Detail view

Status: |Actwe

Quota: |Um|mned

Service: |Umﬂed Single Machine Catalog

|| New and noteworthy

Cancel

Rainpale. (build 4659752) | Privacy Policy | Contactus

5 Associate the blueprint with the Prod-SingleVM-Entitlement entitlement.
a  Click Entitlements and select Prod-SingleVM-Entitlement.

b  Click the Items & Approvals tab, add the Windows Server 2012 R2 - Unified blueprint to the
Entitled Items list, and click OK.

¢ Click Finish.
Edit Entitlement

General  lMems & Approvals

Selectthe senices, ftems, and schons ta indude in this entfisment With the exception of aclions and blusprint components, enfiied items appearin the senice catalog, Acions are available only afier items are provisicned To

appiy diflerentlevels of gaverance, ou can configure itema. and actions ‘approval policies. You can change the approval pallcies assoclated witn enitied liema at any time.
Entitied Services 4 O Entitedtems 4 © Entitied Actions 4 o
sea [sea 4 Actions only applyta flems defined in this entiement
iame Aparoval Polcy Hame Appravai Puiy
Windows Server 2012825 (nane) =) | [ e Approvl Poicy
Connect o Remote Console (. (nane) -
Connectusing RO (Machine)  (nane) -
Destray (Deplaymen) (nane) -
Destray (Vitusi Nachine) (nane) -
Power Cyce (Machine) (nane) -
Power 011 (Mschine) (nane} -
Power On (Machine) (nane) -
Rebeot (Wsching) (nane) -
Shuldown Wachine) (nane) -
< Back MNext Finish Cancel

6  Click the Catalog tab and verify that the blueprint is listed in the Service Catalog.
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7 Repeat this procedure to associate the other blueprint with its entitlement.

Blueprint Reservation Service Add to

Name VM Template Policy Catalog Entitlement
Redhat redhat6-enterprise-64 Production- Unified Prod-SingleVM-
Enterprise (sfo01w01vc01.sfo01.rainpole.local) Unified-Policy Single Entitlement
Linux 6 - Machine

Unified Catalog

Test the Cross-Region Deployment of the Single Machine Blueprints

The data center environment is now ready for the multi-site deployment of virtual machines using vRealize
Automation. Test your environment and confirm the successful provisioning of virtual machines using the
blueprints you created to both Region A and Region B.

Repeat this procedure twice to provision virtual machines in both the Region A and the Region B Compute
vCenter Server instances.

Region Compute vCenter Server

San Francisco  sfo01w01vc01.sfo01.rainpole.local

Los Angeles  lax01w01vc01.lax01.rainpole.local

Procedure
1 Log in to the vRealize Automation Rainpole portal.
a  Open a Web browser and go to https://vra@lsvrol.rainpole.local/vcac/org/rainpole.

b  Log in using the following credentials.

Setting Value

User name itac-tenantadmin

Password itac-tenantadmin_password

Domain Rainpole.local

2 Select the Catalog tab and select Unified Single Machine Catalog from the catalog of available services.

vmware vRealize® Automation

Advanced Soreces Armitisyann s

Service Catalog Cnbehalt of: ITAC Terarthamingransole Jocs x

Browza the CTRIP F 22NICET YOU el

. Unahaet Snzhe Marsterm alng (3] Thasmens Laoage &1 -
Al st

. R0 3ene Comeg 1 :‘\ Winzows Server 2112 R2... M :' Wirdoms Screcr 2012R2

3 Click the Request button for the Windows Server 2012 R2 - Unified blueprint.

4 Select San Francisco from the Select a Region drop-down menu, and click Submit.
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Infrastructure Service Portal Welcome, ITAC-TenantAdmin. ~ Preferences | Help

Catalog Requests Inbox Design Adminisiration Infrasfructure Confainers Business Management

New Request

4[] windows Server 2012R2-.. Deployment: Windows Server 2012 R2 - Unified

©) vSphere Machine_1 General = Properties

Description:

Windows Server 2012 R2 - Unified

Reason for request:

Lease days: 30 3 (Sekect 30270)
Deployments: 1 4| (Sekect 1-100)
* Selecta Region: | San Francisco A
Total cost: Update View Cost Details
Save Submit Cancel

5  Verify the request finishes successfully.
a  Select the Requests tab.
b Select the request you submitted and wait several minutes for the request to complete.
Click the Refresh icon every few minutes until a Successful message appears under Status.
¢ Click View Details.
d  Under Status Details, verify that the virtual machine successfully provisioned.
6  Verify the virtual machine provisions in the Region A vCenter Server compute cluster.
a  Open a Web browser and go to https://sfo01wd1vc@l.sfoll.rainpole.local/vsphere-client.

b  Log in as the vCenter Server administrator using the following credentials.

Setting Value

User name administrator@vsphere.local

Password  wvcenter_admin_password

¢ Select Home > VMs and Templates.

d Inthe Navigator panel, expand the vCenter Server compute
cluster sfo01w01vc01.sfo0l.rainpole.local > sf001-m01dc > VRM, and verify that the virtual
machine exists.

7 Repeat the procedure for Region B.
a  Provision virtual machines to the Region B vCenter Server compute cluster.

b
Verify that the request finishes successfully and that the virtual machine is provisioned in the
Region B vCenter Server compute cluster.

You have successfully performed a cross-region deployment of vRealize Automation single machine
blueprints, and have provisioned virtual machines in both Region A and Region B.
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