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Introduction

Use certificates and kerberos to authenticate instead of usernames and passwords.

Kerberos Constrained Delegation (KCD) eliminates the use of basic authentication for email. The devices
are issued certificates within their Exchange ActiveSync profile, instead of username and password
authentication for email. SEG uses the unique user certificate to request secure Kerberos tickets from the
domain controller, and embeds these tickets with the ActiveSync request to Exchange. In this way,
authentication and authorization is secured by Workspace ONE UEM powered by AirWatch, while also
providing a seamless user experience.

The following diagram shows a typical SaaS deployment.
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It is not required that the PKI infrastructure should be part of the domain.
This chapter includes the following topics:

m  Prerequisites
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Prerequisites

Before configuring the Secure Email Gateway (SEG) to use cross-domain client certificate authentication,
you must meet the following pre-requisites:

= A Windows Server (2008 R2+) that is not a member of the same domain as that of the Exchange
server being authenticated to.

m A Certificate Authority (CA) integrated with Workspace ONE to issue certificates to your mobile
devices. In this documentation, Microsoft is used as an example for a CA. However, Workspace ONE
supports the certificates from other CAs apart from Microsoft.For more information on configuring
Workspace ONE to issue certificates from your Certificate Authority to your Enterprise devices.

m A trust relationship between the Certificate Authority (CA) providing the certificates and the Directory
Services server. This will entail:

m  Export the root CA certificate to a .cer file.

m At the command prompt, type the following command and press ENTER

Certutil -dspublish —-f <filename> NTAuthCA certutil -enterprise -addstore NTAuth
CA_CertFilename.cer

= Android and iOS devices enrolled in Workspace ONE ready to receive EAS profiles. Supported
devices may expand in the future so refer to your platform guides to determine compatibility for
specific devices regarding support for EAS profiles with client certificates.

m A domain service account to be used as the Principal Identity with designated permission to
impersonate users to the EAS service.

m  Administrative access to the following in your enterprise environment:
m  Active Directory (AD) Users & Computers.
m  Exchange ActiveSync (EAS) or Client Access Servers (CAS).
= Windows Server on which the SEG is to be installed.
m  Certificate Authority (CA).

Note If there are multiple CAS or EAS servers in an array, you need to create an Alternate Service
Account (ASA) in Active Directory. Instructions can be found in the Appendix.

Communication paths should be as noted below:

Table 1-1. Communication Paths

Source  Port Protocol Destination

SEG 80 HTTP CRL Distribution Point
SEG 88 LDAP\kerberos Domain Controller
SEG 80/443 HTTP (S) Exchange ActiveSync
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SEG 443 HTTPS AW API
DS/CN 443 HTTPS SEG
Device 443 HTTPS SEG
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Configure KCD for Cross
Domain Authentication

Set up the Target Service Principal Name (SPN) for the Exchange Server.

If there are multiple CAS or EAS servers in an array, you must create an Alternate Service Account (ASA)
in the Active Directory and then continue with Assigning Delegation Rights to the Service Account. If you
have only one EAS or CAS server in your environment follow the instructions:

Procedure

1 If the SEG is not referring to the Exchange server by its Fully Qualified Domain Name (FQDN) or its
Machine Name, create a SPN for your Domain Controller to allow delegation by the service account.

If the SEG is referring to the Exchange server by its Fully Qualified Domain Name (FQDN) or its
Machine Name, skip this step.

2 To set the SPN, open a command line window from a server on the domain being authenticated to
and run the following command.

setspn —s HTTP/{EX_DNS_NAME} {EX_MACHINE_NAME}

Wherever {EX_DNS_NAME} is the name, the SEG uses it to refer to the Exchange server and
{EX_MACHINE_NAME} is the actual machine name of the Exchange server, you must select this
SPN when assigning delegation rights to the Service Account.

Assign Delegation Rights to the Service Account
Assign delegation rights to the service account.

Procedure

1 Open Active Directory Users and Computers on the domain that you are authenticating to and
navigate to View.

2 Enable the Advanced Features.

3 If you do not already have a service account created for the SEG to use for the Kerberos request,
create one now. Refer to this account as aw_KCDsvc.

4 Right-click the service account, select Properties. In the Properties menu, select the Attribute
Editor tab.

VMware, Inc. 7
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5 In order to assign delegation rights to a user account, Microsoft requires that the account be assigned
a Service Principal Name (SPN). The SPN for the service account is not used for anything other than
this. Find the servicePrincipalName attribute in the list and edit it to be in the format HTTP/
aw_KCDsvc.
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6 After setting up the SPN for the user account, close the Properties window and reopen it in order to
access the Delegation tab.

Delegation cannot be set for a user account until an SPN is set.
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7 On the Delegation tab, select the option Trust this user for delegation to specified services only
and also Use any authentication protocol. Select Add and search and select the Exchange server
(or the ASA account if you followed Chapter 3 Kerberos Authentication to Load Balance Servers.) for
which you want to provide the delegation rights.
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8 Scroll through the list to find the HTTP service type. If you set the SPN for the Exchange server in
Step 2, select the SPN you created. Otherwise, select the HTTP service type for your server.

Update CRL Distribution Point (CDP) and Authority
Information Access (AIA) Extensions

By default, Microsoft Certificate Authorities are configured to publish and make available CRLs only
through LDAP. Because the SEG server is not on the domain it is not able to check the default CRL of the
Certificate Authority. Disabling the CRL checking greatly reduces the security of your PKI infrastructure. In
order to address this, make the CRL available over HTTP from the SEG .

No certificates in the client certificate chain can have an LDAP distribution point for any certificates used
to authenticate to an off domain server.

Note If you are using a Certificate Authority with a CDP accessible from the SEG , then continue with
Adding the Service Account to the Local IIS_IUSRS Group of the CAS/EAS Server.

The following configuration steps are assuming configuration from a Root CA.

Procedure

1 Open the Certificate Authority Manager, right-click the CA name and select Properties.
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2 Choose Extensions tab and edit the CRL Distribution Point (CDP).
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3 The first location should be a file path. This is where the CRL is stored on your server. This is the
Physical Path of the Virtual Directory you create for the CDP.

4 The second path is through LDAP. Change this path to only have the Publish CRLs to this location
and Publish Delta CRLs to this location selected. This allows any previously issued certificates to be
checked for revocation correctly.
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5 Select all available options for the HTTP distribution point. You won’t be able to select the ‘Publish
to...” options. Note the http://{path}, use this in the next step to create the Virtual Directory for this
path to make the CRL available from the SEG server.
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6 Check the file:// distribution point and ensure none of the options are selected. Do not close the
menu. Next, change the AIA Extension.
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7 Select the extension drop down menu and select Authority Information Access (AlA). Set the
options to match the following images. Remove the LDAP and add the HTTP distribution point. Note
the file path for publication; this should match the CDP file path. Use this in the next step to create the
Virtual Directory to make the CRL available through HTTP. The file:// location should have no options
selected. Select OK to save your changes. Select Yes to restart Active Directory Certificate Services.
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8 Now that the CRL Distribution Point (CDP) and Authority Information Access (AlA) Extensions have
been updated, you need to republish the CRL to reflect the changes. Navigate back to Certification
Authority Manager and expand the Certificate Authority. Right-click the Revoked Certificates
directory and select All Tasks > Publish and then select New CRL and select OK.
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Create Internet Information Services (IIS) Virtual
Directory for the CRL Distribution Point
Configure 1IS on the Certificate Authority to allow retrieval of the CRL over HTTP.

You can choose to set this up on a separate HTTP server but it would require configuring the CRL to be
published to that server and configuring a new HTTP CRL Distribution Point for the certificates. If you
would like to configure this we suggest you refer to Microsoft's documentation for best practices.

Procedure

1 IflIS is installed on the Certificate Authority, open IIS Manager and navigate to the Default Website.
Right-click and select Add Virtual Directory.
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2 Set the alias to CertEnroll to match the distribution point configured in the CA CDP Extensions.

3 Set the Physical Path to the file path the CRL is being published to as set in the CA CDP Extensions.
The default setting is C:\Windows\System32\certsrv\CertEnroll. Select OK to close the menu and
save your settings.

4 Enable Double Escaping in IIS to allow the '+’ in the Delta CRL's filename to be accessed through
HTTP. Select the Default Web Site and open the Configuration Editor.
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5 Set allowDoubleEscaping to True and select Apply in the Actions panel. This is required to allow
the Delta CRL to be accessed through the CDP.
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Add a Service Account to the CAS/EAS Server
Add a service sccount to Local IIS_IUSRS Group of the CAS/EAS Server.

Procedure

1 On the CAS/EAS server, open Server Manager and navigate to Configuration > Local Users and
Groups > Groups.

Right-click IIS_IUSRS and select Add to Group. Select Add..
account and add the user to the local group then select OK.
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Enable Windows Authentication on the CAS/EAS

Enable Windows authentication on the Exchange Server.
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Procedure

1

On the Exchange Server, open IS Manager and navigate to the Microsoft-Server-ActiveSync

Virtual Directory.

a Select Authenti

cation then enable Windows authentication.

b Disable Anonymous authentication.
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In the Microsoft-Server-ActiveSync Virtual Directory, access the Configuration Editor and
navigate to system.webServer > security > authentication > windowsAunthentication.

Credentials and useKernelMode to True.
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for a basic configuration.
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Configure Secure Email Gateway (SEG) on the Workspace
ONE UEM console

For detailed information regarding SEG configuration, please refer to the VMware AirWatch SEG
Installation and Admin Guides . This guide aims to provide a simplified set of instructions to get you going
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Prerequisites
Check to ensure:

m There is a valid administrative account with permissions to the SOAP API at the MEM configured
Organization Group.

m  There is a SOAP API Certificate generated in the UEM console.

Procedure

1 From the UEM console main menu, navigate to Email > Settings, and select Configure.

Email Config Add o

(1) PlatForm 2) Deployment 3) Profiles 4) MEM Config Summary

Deployment Mode] * Direct
Email Type * m Google Apps using Password Pravisioning Movell Groupwise 188 MNotes

Exchange Version * Exchange 2003 -

Back | [JEEl | Concel |

2 On the Email Config Add page, choose your Microsoft Exchange Version and then select Next.
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3 Enter a Friendly Name and your Exchange DNS name in the Secure Email Gateway URL field and
select Next.

T3¢ ]

Email Config Add

—

1) Platform (Z) Deployment 3 Profiles 4} MEM Config Summary

o Email Mahagement capabilities for this email sérver réquires the installation of the Airvwiatch Secure Email Cateway
(SEG) proxy server on-prémise, Upon configuring the basic settings below, you will be able to download the instalter for
thie SEC application from the Summary page of this wizard.

For help with configuration, refer to the Airwatch Mobile Email Management Cuide,

Friendly Mams * SE_Mail
Secure Emall Cateway htep:/fawseg.airlab.com segoonsale/managemer
URL *

Ignare S5 efrafs Yes m

betwenn SEC and &mall
e e

lgnore 551 errors Yz m

between SEC and
Alrwakch server

Use Basic Authenkication MO

Cateway LISername acme_admin

Gateway Password ® | s

| o -

4 You may select to create profiles at the MEMProfile Deployment menu or select Next and create the
profiles later. If you create them here you need to edit them to match the settings further in the setup
guide.

5 Confirm settings and select Save. Next, select Advanced.
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6 On the Mobile Email Management Advanced Configuration page, clear the Use Recommended
Settings checkbox and select the Enable Cross-domain KCD Authentication checkbox. This
option does not display during the SEG Setup unless it is enabled on the console.

Mobile Email Management Advanced Configuration
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7

Enter the required fields:

Settings Description

Target SPN HTTP/{exchangeName}. This is the ASA or CAS/EAS Server name without the
domain. For example if the Exchange server DNS name is
semail01.se.airwlab.com, the Target SPN is HTTP/semail01

Service Account Username Username with delegation rights, for example, aw_KCDsvc.
Service Account Password Password for aw_KCDsvc account.

Domain Controller Hostname The DC server name without the domain

Domain Name Domain name in uppercase. For example, if the DC FQDN is

sedc01.se.airwlab.com enter SE.AIRWLAB.COM

Select Save and then select AirWatch Secure Email Gateway Installer to download the installation
package from the SEGserver. The link is in the SEG Proxy Settings menu.

SEG supports multiple domains. No additional configuration is required on the UEM console. It
depends on the SEG's connectivity to each domain controller.

Install SEG

Install the SEG in a basic configuration.

For more details refer to the MEM and SEG Admin Guides.

Procedure

1 From the SEG server, download the SEG installer from your Organization Group in the UEM console.

2 Launch the installation wizard and when the wizard appears, select Next. After reading the EULA, if
you accept the terms select the appropriate options and select Next. If you have questions about the
EULA, contact Workspace ONE Support.

3 Select the installation path and select Next to continue. Then select Next to install to the Default
Website.

4 If IS URL Rewrite Module 2 is not installed, you are prompted to download it from Microsoft and
install it. Continue with the installation, this 1IS component is required for the SEG to function
appropriately. When the installation completes, select Finish to continue with the SEG installation.

5 If Microsoft Application Routing Version 2 is not installed, you are prompted to install it. Continue with
the installation. These 1IS components are required for the SEG to function appropriately. When the
installation completes, select OK to continue with the SEG installation.

6 Select Install and wait for the installation to complete and then select Finish. It is a good idea to

check the Windows Installer Log for any errors. The Workspace ONE UEM SEG Setup Web console
should open in a browser. If it does not, look on the desktop for a shortcut to the console.
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7 Enter your environments API server address and Administrative credentials to the Workspace ONE
UEM SOAP API. This requires a valid admin account at the SEG’s Organization Group with a SOAP
API certificate generated. Then select Next. Workspace ONE UEM does not recommend choosing to
Ignore SSL Errors but you may select this option if needed.

Siandaid Sebup Advanced Satud

AP| Hosiname = &

hitps://beta.alrwlab.com

Ignore SSL errors betereen SEG and AlrWatch ©

Admin Username * ©

airwatchAdmin

Password *

LT

Mext

8 Select the Organization Group where your SEG is configured and make sure the MEM
Configuration matches the Friendly Name chosen in the previous step.

Setup Configuration Finished

wour Eolated Active Direclory groups

Organization Group
KCD Lab

MEM Configurations
SE_mall v

Previous MNext

9 Enter the Email Server Hostname as the SEG should refer to the CAS/EAS Server. Keep in mind
that if using SSL, the SSL certificate presented by the server should contain the hostname used to
access it in the SAN or Common Name of the certificate. If it does not, there can be a trust issue
between the SEG and Exchange which can cause the chain break.
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10 Select Verify to test authentication from the SEG to the CAS/EAS Server using Basic authentication.
This validates that the email server is reachable from the SEG and that there are no connection or
trust errors. Close this window when you receive a successful verification. If verification fails, you
should check the SEG Setup log located in the\AirWatch\Logs\SEGSetup directory for more
information.

11 Validate that the settings configured in the UEM console match what you see here and then click
Next.

a In order for the server configuration changes to be committed, an IS reset is required. Open a
command prompt and issue the command iisreset. You may also restart both the IIS Admin
Service and the World Wide Web Publishing Service with the Server Manager > Services Ul.

b The user must manually change the Secure Email Gateway to use 32-bit application mode.
¢ Check identity of the secureEmailgateway application pool. It should be set to NetworkService.
d Check that the App Pool is set to Enable 32-Bit application mode.

12 The SEG Service Installation and Configuration is now complete. You may change the log level of the
SEG here. Only turn the log level up during troubleshooting as it places an unnecessary load on the
server during normal operation.

13 The SEG server needs to trust the domain certificate authority. To establish this trust, you need to add
the Root CA Certificate into the Local Computer Trusted Root Certification Authorities store on the
SEG server. To do this, launch MMC on the SEG server and add the Certificate Snap-In for the
Local Computer and then import the domain’s Root CA certificate into the Trusted Root Certification
Authorities store. If there are intermediate CAs in the chain, their certificates should be added to the
Intermediate Certificate Authorities store.

14 Note that the CRLs of every certificate in the chain must be reachable from the SEG server in order
for revocation checking to pass and clients to authenticate. Root CA Certificate’s do not contain a
CRL Distribution Point (CDP) Extension by default but intermediate and client certificates should.
Steps 3-4 cover how to configure your CA to publish its CRL to an HTTP distribution point. It is a
requirement that this Distribution Point is accessible from your SEG server.

Configure IIS for Certificate Authentication on SEG

In order for the SEG to authenticate the users® device that is assigned to a particular certificate, Internet
Information Services (IIS) on the SEG server must be configured to accept that certificate.

Procedure
1 On the SEG Server, launch Internet Information Services (lIS) by selecting Start > Run.
2 Type inetmgr and select OK. The IIS Manager window appears.

3 In the left-hand Connections pane select the SEG server.
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4 In the main pane, under the IIS section, double-click the Authentication icon.

‘E Internet Information Services (IIS) Manager
GO [ wm

File  View Help

- @ SEINTO1 Home
Q- Hizie I
-5 Start Page
£-€5 SEINTOL (SEladministrat | FITT - flce -
i |2} Application Pools ASP.NET
& Sites .
#-33 | Server Farms e &>
2 ©
MET MET MET Errar
Authorizati... Compilation Pages
s

@ 2 A&

Application ASP Authentication

Request Ro...

B = &

Logging MIME Types Modules

5 Select Active Directory Client Certificate Authentication. If this option is not available, see Install

the Role in 1IS in VMware AirWatch Certificate Authentication for EAS with SEG available on
docs.vmware.com.

6 In the right-hand pane, select Enable.

"’E Internet Information Services (I1S) Manager
@E} | €5 » semmor »

File  Wiew Help

Comnections .
-7 |18 “‘i! Authentication

& Start Page

qu SEINTO1 (SE\administrat Group by: Mo Grouping -

----- J Application Pools

G- &) Sites : .

3§_| Server Farms Anonymous Authentication
ASP.MET Impersonation
Basic Authentication Disabled HTTFP 401 Challenge
Forms Authentication Disabled HTTFP 302 Login/Redirect
Windows Authentication Disabled HTTF 401 Challenge

< | o] [ElFeatures view | Content vew

Configuration: ‘localhost’ applicationHost, config
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Set Up Email Configuration

Use the Configuration Editor to set up email authentication.

Procedure
1 Click + to expand the Sites folder.
2 Click + to expand the Default Web Site and display the email sever you want to configure.

a If you are using MS Server 2008 R2 or later, the Configuration Editor icon appears as shown in
the screen below. This icon does not appear in older versions of MS Server. Select Microsoft-
Server-ActiveSync and double-click the Configuration Editor icon. If applicable, proceed
directly to step 3.

b If you are using Exchange ActiveSync (EAS) servers older than 2008 R2, you will need to be
familiar with the use of appecmd.exe and run it from the command prompt.

¢ Open a command prompt by selecting Start > Run. In the dialog box type &€cecmda€ and select
OK. In the command prompt, type the following command:

d appcmd.exe set config "Microsoft-Server—ActiveSync" —section:system.webServer/
security/authentication/clientCertificateMappingAuthentication /enabled:"True" /

commit:apphost

e |If you performed this step, then skip the remaining steps and advance to Setting up Secure
Socket Layer (SSL).

3 Navigate to system.webserver/security/authentication under Section.

4 Select clientCertificateMappingAuthentication.

Tl Interret Dnlormatune Servaces [[15) Manages ] =101 =l
61:'} F o iEmmeL ¢ Swe v Delaitweb St b Meswfileverdctetre b A
Fie iew Fep
- 12 |8, § EB Sonngwation dnor e
f;‘ :.';u-.p Saczon: Frsiem LSV FRnty BRI on e e Y = Fromc  ApRCHIOAHOSL GaTAg TCHbOn peth=Tefs = %
=4 SE‘I‘!‘-'D-II‘SEh:d::HW-’] B T e ;‘ | F Gererste Soot |
¥ apple : hary —
4 u] Stes :: e Condmuration
= A Dl Web Ste i bl Search Corpur st
= paneet et
. :mmm Section al |
& ‘W SECCormcle
% sEcseve Rervert To Parent
Ll e
B e
Criing elp:
e — = g
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5 Select True from the Enabled drop-down menu.

o Serdioes [I15) Hanager

ﬁ-ﬁ | @+ sEpmor + Smes v Cefatweb St » Moomitser-Advesme b | -
Fle  Vew tep
ﬁp'l‘dl’- |H|. ? gura o Ay
k_ Blart Page Section: wrwten, meberver faecurttyjacthentcatonderCersficat = Frome AoplcaSonHost.conflg - = S Cancel
595 SEINTOE (SE\administrator) : : S P ———
_;mmmm |EI Dieepest Path: MACHING WINROOT /APPIROST J o O
E & = Contfiguration
5 Deipult e Site True Seanch Configuraton.
B aspned_chent
' Merescft-Server-ActveS e Section £
& % SEGConsde
o Fevert To Parert
Urleck. Sechion
B nee
Oriine Help
enabled
Dt Tryprdodl
+ | Feanres View o, Content View

Configur aton: Apicatonticst confy <ecaton path =Tt Wk Sitr Mogscf-loroe-Actoelyre! (=

qﬂ.:i
6 Click Apply.
i Imtemnet Enlormuation Serees [[15] Mansger : =l =]
GIES [P soomon b sus » cefanwebsie » Moot e s » | @
Fe WVew Hep
_'., i 12 18, ‘i Configuration Editar
G st Page PP ————— cher e EHM: tost.config = o Cancel
= Y SERTO1 (SE mdmrran) -
o Apphcaton Posl an&wm J F Gererae Serpe
- lal Stes Trae -
S =

5 P Mo EarvaASEE | =
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# reo
Ol Help
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Set Up Secure Socket Layer (SSL)

If only certificate authentication is being used then you must configure Secure Socket Layer (SSL).
Otherwise, if authentication other than certificates is used then you do not need to configure SSL.
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Procedure

1 Select Microsoft-Server-ActiveSync, and then double-click SSL Settings.

GG |7+ morss + 7+ cwmnmmim + ooy s »

G Mcrosaft-Server-ActiveSync Home

2 If only certificate authentication is allowed, select Require SSL and then Required. If other types of
authentication are allowed, select Accept.

“E Internet Information Services (IIS) Manager I [=[ 3]
@;4 [ @ » sENTOL » Stes » DefaultwebSite » MirosoftServer-Actvesyne » CEEACR

Fie View Help
[comectons -
e i1 |8 9 9 = e

- StartP =x Cancel

& “; SEI;‘ITUEIQESE\admwstrawr) This page lets you modify the SSL settings for the content of a Web site or application, Sl

(22 Application Pools @ rep
B8 Stes Online Help

5 ) Default Web site Client certificates:

aspnet_dient " Ignore
Vicrosaft-Server-ActiveSync
SEGCansole

© Requre

SEGSetup

[ =1 Features view |1 Content View

Configuration: ApplicationHost.config <location path="Default Web Sit=/Microsoft-Server-Activesync' /> =M

Adjust uploadReadAheadSize Memory Size

Since certificate based authentication uses a larger amount of data during the authentication process,
some adjustments must be made in IIS configuration to account for the increased amount of data. This is
accomplished by increasing the value of the uploadReadAheadSize.

Procedure
1 Open a command prompt by selecting Start > Run.
2 Type cmd and select OK. A text editor window appears.

3 Increase the value of the uploadReadAheadSize from the default of 48KB to 10MB by entering the
following commands:

a C:\Windows\System32\inetsrv\appcmd.exe set config -section:system.webServer/

serverRuntime /uploadReadAheadSize:"10485760" /commit:apphost

b C:\Windows\System32\inetsrv\appcmd.exe set config "Default Web Site" -

section:system.webServer/serverRuntime /uploadReadAheadSize:"10485760" /commit:apphost

Default Web Site is used in the sample code above. If the name of the site has been changed in
II1S then the new name needs to replace Default Web Site in the second command.
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4  Type the following command to reset the IIS: iisreset

Configure EAS and Credential Profile
Configure EAS and Credential Profiles from the Workspace ONE UEM console.

Procedure

1 Navigate to Devices > Profiles > List View in the UEM console. Create a new profile for Android or
iOS. Assign the profile a Friendly Name. Be aware of the Assignment Type and who might receive
this profile when you publish the profile. Make any additional changes to the General Settings that
you would like.

2 Select the Credentials payload and then select Configure. Select Defined Certificate Authority
and then select your CA and template that were configured previously. Refer to Resource Portal if this
has not already been completed.

Add a New Apple iOS Profile o

i cenersl

Credentials

Crecential Sounce Definad Cenificate Authority -

A Passcade
5 Restrictions
- Certificate Authority® KCD Lab CA -
B ven Certificave Template™ KCD Mobile Wsar -
.:. Ermadl
L3 Exchange ActiveSync

LD&ap
) CalDay
{#] Subscribed Calendsrs
[E] cardpav

6 web Clips

0 SEER § =

m Save & Publish Cancel

3 Select the Exchange ActiveSync payload. Enter the Exchange ActiveSync Host; this is the public
DNS name of the SEG server. Ensure Use SSL is selected.

4 Set the Payload Certificate to Certificate #1.
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5 Remove any entries in the Domain and Username fields. Set Email Address to the desired lookup

value. You may now Save or Publish if you are ready to push the profile to devices.

Add a New Apple iOS Profile o

D General - Mail Clignt e hbad Cliant T i
Q Pasicode
Sorunt ame® Exchangs ActheSyne
& Resbrictions
Excharge ActheSync #wsag. airalab com
= Wi HagL*
U S5L ]
B ven U SABAE | 058
& Emad LOGIN INFORMATION
Domein Insert Lookup +
IE Loap
& s BT Insert Lookup +
5 subscribed Calendsrs Emad fcdness [Emalhddress} Inzert Lookup +
[E] cardoay P (5 | bnsert Lookup + £ Show Charecters
26 Web Clias
Payioad Certificate Canificate #1 "
W credentials [ ] i
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-
m Save & Publish Cancel
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Kerberos Authentication to
Load Balance Servers

Create Alternate Service Account (ASA)

If the environment has multiple Client Access Server (CAS) or Exchange ActiveSync (EAS) servers, then
the service registration procedure varies. An alternate service account needs to be created to represent
the CAS Array.

Leveraging an ASA Credential Type

You can create a computer account or a user account for the alternate service account. Because a
computer account does not allow interactive logon, it may have simpler security policies than a user
account and therefore is the preferred solution for the ASA credential. If you create a computer account,
the password doesn't actually expire, but we still recommend updating the password periodically. Local
group policy can specify a maximum account age for computer accounts and there might be scripts
scheduled to periodically delete computer accounts that do not meet current policies. Periodically
updating the password for computer accounts ensures that your computer accounts are not deleted for
not meeting local policy. Your local security policy determines when the password needs to be changed.

Credential Name

There are no particular requirements for the name of the ASA credential. You can use any name that
conforms to your naming scheme.

Groups and Roles

The ASA credential does not need special security privileges. If you are deploying a computer account for
the ASA credential this means that the account only needs to be a member of the Domain Computers
security group. If you are deploying a user account for the ASA credential, this means that the account
only needs to be a member of the Domain Users security group.

Password
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The password you provide when you create the account is actually never used. Instead, the script resets
the password. So when you create the account, you can use any password that conforms to your
organization’s password requirements. All computers within the Client Access server array must share the
same service account. In addition, any Client Access servers that may be called on in a datacenter
activation scenario must also share the same service account.

1

Create the alternate service account (ASA) for the CAS ARRAY in the domain by opening the Active

Directory User and Computers and creating new computer account. Type a name for the ASA, using

CASARRAY- ASA as example. Verify that the account has replicated to all Domain Controllers before
proceeding.

O T
| CASERRRIAY-A5H)]

Compuiter ruame (pre-Wirdows 2000):
| CASARRAY-ASA

The Following user or group can join this computer bo & doman.

Liser on group:
| Doz Docencsn Adkeares Change....

[ Peasion this compiter BOCOURE 58 & Dra-Wirdkovs: 2000 computer

o el | v |

Verify the CAS array’s FQDN, since this name is used for the SPN that is attached to the ASA. In
order to check the CAS Array’s FQDN, run the next command in PowerShell.

Get-ClientAccessArray

Create the SPN using the setspn command.
setspn —s http/{CAS-FQDN} {ASA_ACCOUNT}$

Verify that all relevant SPNs have been assigned by running the following command from PowerShell.
setspn -L {ASA_ACCOUNT}

To set ASA to the CAS servers, run the Alternate Service Account credential script in the Exchange
Management Shell RollAlternateserviceAccountPassword.ps1

J\RollAlternateserviceAccountPassword.ps1 -ToArrayMembers {CAS-FQDN} -
GenerateNewPasswordFor “{DOMIAN}\{ASA_ACCOUNT}” -Verbose

You can see a ‘Success’ message when the script has completed running. To verify that the ASA
credentials have been deployed properly, use the following command:

Get-ClientAccessServer -IncludeAlternateServiceAccountCredentialStatus | fl name,*alter*

Return to Assign Delegation Rights to the Service Account and in step 6, enable the SEG to delegate
HTTP EAS traffic to the newly created ASA instead of the Exchange server FQDN.

VMware, Inc. 29



Troubleshooting

CAPI2 Event Logging

CAPI2 (Cryptographic API) Event Logging captures information including certificate authentication logs
from IIS. Enabling the CAPI2 log in Event Viewer is a simple way to quickly determine the cause of any
invalid certificate errors. The CAPI2 log should be enabled on the server which is receiving the client

certificates.

To enable the CAPI2 Event Log, open the Event Viewer and navigate to Applications & Services Logs
> Microsoft > Windows > CAPI2 > Operational and then select Enable Log in the actions panel.

Eeentvierer =10 x|

Fle Acton WView Hep

e 7mHm

8] Event Viewer (Local)
® [ Custom Views
=B 1. Windows Logs
= L Applications and Services Logs
[] Arwatch
{s | Hardware Events
|| Internet Explorer
{s] Key Management Service
2 ] Microsoft
B 2 Windows
| API-Tracing
| AppID
| Application Server-
] Application-Experie

IEEEEHEHEEHB®

i EEEEEE
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=il Operational Number of

Level Date and Time

4

Gmlmg|

Actions

ﬁperanal -
= OpenSavedLog...
W Create Custom View...
Import Custom View...
Clear Log...
F Filter Current Log. ..
[Z] Propertes

H Save All Events As...
Attach a Task To thes Log...
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Once the logs are enabled you can resubmit the request from a client device with the certificate and you
can see that new events become available. In order to see the events, you need to refresh the log by
selecting Refresh in the Actions panel.

Note It is important to note that there are many system events that can generate errors in this log so you
should be sure to isolate the events that are generated by the client certificate being presented. You
should look at the Details tab of the events to find more information. It is common to see the certificate
information in the events as well as more details as to why the certificate is not being accepted. You can
also use Find... to search for the client certificates Common Name.

If you do not see events related to your certificate in the logs, it is likely that the certificate is not being
presented to the server or that the server is not configured to accept client certificates.

Failed Request Tracing

Failed Request Tracing can be helpful in gathering details about the cause of an authentication failure.
To enable failed request tracing:

1 Open IIS, right-click the Default Website and select Manage Website > Advanced Settings.

cl Default Web Site Home

.- | |21 |8,
5 St Pags :
=) W ATUD-SEGM (AWESOlrbroullets | RO * i - Showal [ar
L Bopiation Pucks ASPMLT
) Shes
-ommmpe—_ L. &
b s P @& ©
& W | < MET JET Errs MET
o Euhd N P brpdstion  Pages  iGobalostion
F W pay T Add Bppkeation... o
8 M0 g Vet Diectony.. g.;— .
i | | |
4 b sreel | emo by ke SMTP Evmad
© W serd |
% % tave] __ Manags Web Ske AT
L P R— i
o Beweve 8 = Li
Add FIP Fublishing. .. [ Do ksion
Eeramne | Advanced Taltrs.

Swebch b Conbent Ve Ll .fr'ﬂ ¢':"F
T loggng  MIMETypes  Modues

2 Under the Behavior header, expand Failed Request Tracing. Note the directory where log files are
saved, and set the Enabled field to True. Click OK.
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Advanced Settings

2 (General)
Appbeation ol DefaultAppPanl |
P e
1] 1
ol Path HaSyitemirive®s) netpub’ wesrool
Pvscal Path Cradertish
Phvysacal Path Crodertisl Logon Typs ChearText
Tt Ankhomatic ally Trus
B Behavior
B Connection Limits
[Erabledd Probocoks: kg
a
Deractory Wﬂmﬁhﬁ‘y&m\hﬂﬂfﬁ
Eruabded True

Mpcimagn Momber of Trace Fliss =0

Failed Reguest Tracing
:Eummmwmwmhwnnmwm

ok | conew |

#

3 Double-click Failed Request Tracing Rules from the 1IS home menu.
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Configuration  [15 Manager
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4  Edit the rule so that the appropriate status codes are tracked. A range of 300-600 will suffice for the

initial troubleshooting.
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£l Foiled Request Tracing Bule

[ | Define Trace Conditions

Unider which condition{s} should a request be traced?
¥ St code(s):

foosedd

Excarnple: 400.3-959,405

™ Tivee baboen {in seconds)
-
I Everk soveriy:

E= =

e | oo |

5 Select Finish to save the edited rule.

Falit Fadled Request Tracing Ride

i | Select Trace Providers

Prorvicess:

W A Prarvides Propeties

o ASENET Verbosity:

e ERAPE Extension

W WA S [ =z
Areac

6 To disable Failed Request Tracing,select Failed Request Tracing on the right hand toolbar. Then

clear the Enable checkbox and select OK. Failed Request can be enabled using this method as well.
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& Explore
Edit Permissions. ..

Edit Site

EBasic Settings. .,

View Applications
Wiewe Virtual Direckosies

Manage Web Site ~

o Restart

B

B Swo Edit Web Site Failed Request Tracing Settings il
Browse Web Site

[$] Browse *:80 (http) ™ Enatble

@ | Browse 10.43.?&.%:413 Eh_ups} Direckary;

Advanced Settings... |%SystemDrive%'l,inetpul:u'l,Ings'l,FaiIedReqLu:ugFiles |
Configu
% " Maximum number of trace files:
Failed Request Tracing..,
Limiks... IEI:I

Add FTP Publishing...

& Help
Hebp QK I Cancel

Packet Capture

Tools such as WireShark or Microsoft's Network Monitor allow you to view the packets sent and received
by the server. Knowing what to look for can help you determine where issues are occurring and isolate
the reason why authentication is failing.

Kerberos Event Logging

1 Start the Registry Editor.

2 Add the following registry value:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\Kerberos\Parameters
m  Registry Value: LoglLevel
s Value Type: REG_DWORD
= Value Data: 0x1

If the Parameters subkey does not exist, create it.

Remove this registry value when it is no longer needed so that performance is not degraded on the
computer. Also, you can remove this registry value to disable Kerberos event logging on a specific
computer. System restart should not be required.
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Disabling CRL Checking

REGISTRY : HKLM\SYSTEM\CurrentControlSet\Services\HT TP\Parameters\SsIBindingInfo
DWORD : DefaultSsICertCheckMode
Value : 1

DefaultSsICertCheckMode can take the following values. Refer to https://msdn.microsoft.com/en-us/
library/aa364647.aspx for more info.

Enables the client certificate revocation check
Client certificate is not to be vernfied for
revocation,

Only cached certificate revocation is to be
used
The DefaultRevocationkreshnessTime setting

i= enabled

Mo usage check is to be performed

S5L Binding added via NETSH to disable CRL:

IP:port : 0.0.0.0:443

Certificate Ha: :
40db5bb1bE5659 ! a8 6oz

levocation Using Cached Client
Certificate Only : Disabled
Usage Check : Enabled
Bevocation Freshness Time : 0
UEL Betriewval Timecut : 0
Ctl Identifier : {nuall)
Ctl Store Name : (null)
D5 Mapper Usage : Dizabled
Hegotiate Client Certificate : Disabled

Client Certificate Revocation is always enabled by default.
This chapter includes the following topics:

m  Errors and Solutions

Errors and Solutions
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Error A: Cannot find Kerberos or its dependencies

Solution:

m  Check the Path Environment Variable to ensure that the {AirWatchlInstallDirectory}\KerberosFiles is

entered.
|
' Computer Hame | Hardware  Advanced | Remets |
x
Eovironment Variables
i~ User variabies for Administrator
Variabils || Ve | ~Usar variabes for Admrestrator
TP SUSERPROFILE % \AppDatall ocal Temp
™F SAISERPROFILE %\ AcpDatalLocal Temp Varisble | Vel |
TEMP USERPROFILE™ \AppDatal ocaliTamp
™ SUSERPROFILE % \AppDiatall ocal Temp
Hew gat. | Do |
7 System variables
 Vorisbile | vahse L= e e
MUMBER_OF P 1
oS Windews_NT = Varisble | Vahe =
Path = \Windows \system3Z:C: WindowsC:, . Comspec C:Windows systam32ymd.axe i
PATHEXT JCOM; EXE; BAT; CMD; VBS;.VBEL 15, o FP_NO_HOST C... NO
NUMBER,_OF P... ~
] e Mew.. | Edt. | Delere |
_ Varisble value:
il o cancel |

Error B: Return 500 at Beginning of Request

Solution:
1 Check identity of secureEmailGateway application pool. It should be set to NetworkService.

2 Check that the App Pool is set to Enable 32-Bit application mode.
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Error C: Get Kerberos token failed

Solution:

1 Check DNS, make sure exchange server is pingable.

2 Check that C:\Program Data\MIT\Kerberos5\krb5.ini is configured correctly.

3 Perform the steps for the error 0x34 - KRB_ERR_RESPONSE_TOO_BIG: Response too big for
UDP (Token Error):

a Start regedit on the SEG server.

b Browse to HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Lsa\ Kerberos
\Parameters.

¢ Create a Dword called MaxPacketSize.

d Change the value of the Dword to 1.

J. Cobwvcetne =] [ Mame Type Data i MegstryEdtor
L O MName 4 ﬂEM“] REG_ST (vl not k) Fie Bl Vew Favorles Help

L. Compuberfis ‘:MW._I i | Type

| Contentinde o 00 Mo 4 Jh:hu'nt} REG_5Z

| Crashonkne ), Computertts | Tpapackattzs REG_DWORD
b Critiealese - |, ConbertInde

| Cryphogragt |, CrashContre

ki DewiceClass Edit DWORD {12-bit) Value

J Es

| Errata

| FlaSiyshem
b FleSystemi)
. GraphicsDr
L. GroupOrderl
| HaL

. bivebct

L IDConfighé
L. ImML
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Error D: NTAuth Store is Missing Root CA Certificate

m  Add the Issuing and Root CA certificates to the NTAuth store using the following command:

certutil -enterprise —addstore NTAuth CA_CertFilename.cer

Error E: Exchange returns 401 with correct SEG configuration
Solution:

1 If Exchange server returns a 401, add NTLM and Negotiate as providers to Windows Authentication.

L3 Authentication

Group byt Mo Groupng bl

ame - F Shatus [!m Type [

Bnormymeus Authentication Erablad

ASP MET Impersonakion Drtsabiled

Basic futhenticstion Dissblad HTTF 401 Chalengs

Dogarsh: Susthwsnitication [Disablad HTTF 401 Chalernios

Forms Authertication Dizabled Providers EHE

— Enabled Providers:
Hegotiate

advanged Settings... Fiove L
[ Prodders.. / Mave Down
L1

Sedeck & provider from the st of svalsable providers
and chok Add to add & ko the enabled prosviders.

Aalabls Provders:

| =] |
o] |

2 Make sure that a certificate is being issued by the CA to the device by checking the following
information:

a Go to the internal CA Server, launch the certification authority application, and browse to the
issued certificates section.

b Find the last certificate that was issued and it should have a subject that matches the one created
in the certificate template section earlier in this documentation.

If there is no certificate then there is an issue with the CA, client access server (e.g., SCEP), or with
the Workspace ONE connection to client access server.

a Check that the permissions of the client access server (e.g., SCEP) Admin Account are applied
correctly to the CA, and the template on the CA.

b  Check that the account information is entered correctly in the Workspace ONEconfiguration.

¢ Verify the Server URL and the SCEP Challenge URL contain the correct information and end with
a “/!!.
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d Launch a browser and enter the SCEP Challenge URL. The website should prompt you for
credentials. After entering the SCEP Admin Account username and password, it should return
with the challenge passphrase.

3 If the certificate is being issued, make sure that it is in the Profile Payload and on the device.

a Navigate to Devices > Profiles > List View. Click the action icon for the device and select </>
View XML to view the profile XML. There is certificate information that appears as a large section
of text in the payload.

b  On the device, go to the profiles list,select Details and see if the certificate is present.

¢ Confirm that the certificate contains the Subject Alternative Name (or SAN) section and that in
that section there is an Email and Principal name with the appropriate data. If this section is not
in the certificate then either the template is incorrect of the certificate authority has not been
configured to accept SAN. See Configure IIS for Certificate Authentication on SEG.

d Confirm that the certificate contains the Client Authentication in the Enhanced Key Usage section.
If this is not present, then the template is not configured correctly.

4  If the certificate is on the device and contains the correct information, then the problem is most likely
with the security settings on the SEG server.

m  Confirm that the address of the SEG server is correct in the Workspace ONE profile and that all
the security settings have been adjusted for allowing certificate authentication on the SEG server.

5 A very good test to run is to manually configure a single device to connect to the SEG/EAS server
using certificate authentication. This should work outside of Workspace ONE network and until this
works properly, you cannot configure Workspace ONE to connect to EAS with a certificate.

m  Refer to the External References and Documents section for a link to a step by step guide for
configuring a device to connect to EAS using a certificate.

6 If none of the steps above resolve the problem, try authenticating independent of Workspace ONE.
This is done by eliminating the Workspace ONE (e.g., SEG) and only using a certificate to
authenticate the device. If this doesn’t work then there are other problems occurring. Until those
problems are resolved, you will not be able to use the SEG to handle certificate authentication.

7 If you cannot authenticate, verify the clocks on the SEG and Kerberos. Kerberos produces a ticket for
the SEG to authenticate the user on the mail server. The timestamp on that ticket must be no more
than five minutes apart from the SEG’s time clock. Verify the time clock on the SEG and Kerberos are
within five minutes apart. You also might want to consider the use of Network Time Protocol daemons
to keep all time clocks synchronized.

8 If you cannot authenticate, evaluate your network. If you only have one Kerberos server configured, it
is possible the server is not operational. Without it, no one can log in. To stop this from occurring, you
might consider using multiple Kerberos servers and fallback authentication mechanisms.
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Install a Role in IS

Install a Role in IS with SEG on Windows Server 2008 or Windows Server 2008 R2.

Procedure

1 On the taskbar, select Start, point to Administrative Tools, and then select Server Manager.

2 Inthe Server Manager hierarchy pane, expand Roles, and then select Web Server (lIS).

3 Inthe Web Server (lIS) pane, scroll to the Role Services section, and then select Add Role
Services.

4 On the Select Role Services page of the Add Role Services Wizard, select Client Certificate
Mapping Authentication, and then select Next.

5 On the Confirm Installation Selections page, select Install.

6 On the Results page, select Close.
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Install the Role in IIS, EAS with
SEG on Windows Server 2012

Install the Role in 1IS, EAS with SEGon Windows Server 2012 or Windows Server 2012 R2

Procedure

1
2

On the taskbar, select Server Manager.
In Server Manager, select the Manage menu, and then select Add Roles and Features.

In the Add Roles and Features wizard, select Next. Select the installation type and select Next.
Select the destination server and select Next.

On the Server Roles page, expand Web Server (lIS), expand Web Server, expand Security, and
then select Client Certificate Mapping Authentication. select Next.

On the Select features page, select Next.
On the Confirm installation selections page, select Install.

On the Results page, select Close.
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