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VMware Tunnel

Workspace ONE UEM powered by AirWatch provides you with VMware Tunnel that offers secure method
for individual applications to access corporate resources. VMware Tunnel authenticates and encrypts
traffic from individual applications on compliant devices to the back-end system they are trying to reach.
VMware Tunnel serves as a relay between your mobile devices and enterprise systems by authenticating
and encrypting traffic from individual applications to back-end systems.

Supported Platforms for VMware Workspace ONE Tunnel
App

VMware Workspace ONE Tunnel app is supported by iOS, macOS, Android and Windows 10.

Key Concepts

When configuring and deploying the VMware Tunnel, you must learn the VMware Tunnel terminology.
Understanding the functionality that these components reference will aid your comprehension of this
product. For more information, see Chapter 2 Key Concepts.

Architecture and Deployment Model

The VMware Tunnel is a product you can install on physical or virtual servers that reside in either the
DMZ or a secured internal network zone. VMware Tunnel comprises two separate components, proxy
and Per-App Tunneling, each with their own architecture and security features. For more information, see
Chapter 3 VMware Tunnel Architecture and Deployment Model.

VMware Tunnel Pre-Deployment Configuration

Preparing for your VMware Tunnel installation ensures a smooth installation process. Installation includes
performing preliminary steps in the Workspace ONE UEM console, and setting up a server that meets the
listed hardware, software, and network requirements. For more information, see Chapter 4 Configure
VMware Tunnel .

VMware Tunnel offers two architecture models for deployment, that is single-tier and multi-tier. For more
information on deployment models and components, see VMware Tunnel Deployment Model.
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Deploy VMware Tunnel with Unified Access Gateway

VMware offers a hardened virtual appliance (Unified Access Gateway) that hosts Workspace ONE
services like Per-app Tunnel, and is the preferred method for deployment. Deploying Tunnel on Unified
Access Gateway can be done from either vSphere or Hyper-V and can be automated using PowerShell.
The Tunnel service on Unified Access Gateway is same as what the Linux installer provides. For more
information, see Chapter 6 VMware Tunnel Deployment with Unified Access Gateway .

Deploy VMware Tunnel on a Linux Server

For customers who do not want to use the Unified Access Gateway deployment, Workspace ONE UEM
offers the Linux installer so you can configure, download, and install VMware Tunnel onto a server. The
Linux installer has different prerequisites than the Unified Access Gateway method. To run the Linux
installer, you must meet specific hardware, software, and general requirements before you can begin
installationFor information see, Chapter 7 VMware Tunnel Deployment on a Linux Server .

VMware Tunnel Management

Consider configuring additional functionality to enhance your VMware Tunnel deployment. These features
allow you more control over device access and networking support. For more information, see Chapter 9
VMware Tunnel Management .

VMware Tunnel Troubleshooting

The VMware Tunnel supports troubleshooting logs to aid in diagnosing issues in your deployment. For
more information, see Chapter 11 VMware Tunnel Troubleshooting and Support.

This chapter includes the following topics:

m  Supported Platforms for VMware Workspace ONE Tunnel

Supported Platforms for VMware Workspace ONE Tunnel

Read through the following section to know more about the supported platforms and considerations of
each of the platforms.

Supported Console Versions

VMware Workspace ONE Tunnel works with all the supported versions of VMware Workspace
ONE UEM.

Supported Platforms

VMware Workspace ONE Tunnel supports iOS, macOS, Android, and Windows 10. The following table
outlines the requirements for each of the supported platforms.
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Platform Requirements
i0S i0S 9.3+
macOS macOS 10.12+
Android Android 5.0+

Windows 10  Windows 10 Build 17.04+

Android Considerations

After installing VMware Workspace ONE Tunnel for Android, end users must run the application at
least once and accept the connection request.

The key icon in the notification center displays on the device because there is an application installed
that uses the Per application VPN functionality. This icon does not indicate an active connection or
session with the VMware Tunnel server. The key icon displays even if you are not actively browsing.

Certain Android devices allow end users to disable the VPN on an OS level. This prevents the
VMware Tunnel from working on the device.

Windows 10 Considerations for the UWP application

After installing VMware Workspace ONE Tunnel for Windows 10, end users must accept an alert the
first time they start an application that triggers VMware Tunnel.

When using Windows 10 devices, ensure that your DNS server does not use 192.168.x.x IP as this
address is used by the VMware Tunnel Server to assign the IPs to clients (mobile devices). This
setting is a configurable setting in server.conf.

VMware Tunnel shows as configured when the profile or certificates are successfully installed on
Desktop for user profiles. Device profiles for desktop and Windows Phones rely on the successful
installation of a profile certificate only.

Windows 10 Considerations for the Desktop application

Make sure that the Windows desktop application either uses Workspace ONE Intelligent Hub for
enrollment or is pushed down from the UEM console. For more information, see Workspace ONE
Intelligent Hub for Windows enroliment documentation.

Windows 10 desktop application requires device traffic rules for defining managed applications and
domain filtering.
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iOS and macOS Considerations

End users who are using the VMware Workspace ONE Tunnel on iOS and macOS must download and
install VMware Workspace ONE Tunnel from the application Store. After installing it, end users have to
run it at least once and accept the User Permission prompt.

Note Make sure that you enforce a strong device passcode and device encryption on all your devices.
These settings provide an added layer of security. For more information on configuring these settings on
each of the platforms, refer to the platform-specific guides.

VMware, Inc.



Key Concepts

Understanding the key concepts that are used throughout VMware Tunnel helps you make most of your
enterprise mobility experience with enhanced security architecture, simplified management and a greater
emphasis on the end-user VPN connectivity experience.

Read through the key concepts to become familiar with the VMware Tunnel technologies and features.
This chapter includes the following topics:

m  App Tunnel and Secure Browsing

m  Per-App Tunnel Component

m  Proxy Component

m  VMware Tunnel and Unified Access Gateway

m Load Balancing

m  App Certificate Authentication and Encryption

App Tunnel and Secure Browsing

App tunnel is a generic term used to describe the act of creating a secure "tunnel" through which traffic
can pass between an end-user device and a secure internal resource, such as a website or file server.

By using the VMware Workspace ONE Tunnel with Workspace ONE Web, you can provide secure
internal browsing to any intranet site and web application that resides within your network. Because
Workspace ONE Web is designed with application tunneling capabilities, all it takes to enable mobile
access to your internal websites is to enable a setting from the Workspace ONE UEM console. By doing
so, Workspace ONE Web establishes a trust with VMware Tunnel using a Workspace ONE UEM issued
certificate and accesses internal websites by proxying traffic through the VMware Tunnel over SSL
encrypted HTTPS. IT can not only provide greater levels of access to their mobile users, but also remain
confident that security is not compromised by encrypting traffic, remembering history, disabling copy/
paste, defining cookie acceptance, and more.
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Per-App Tunnel Component

Per-App Tunnel uses the native platform (Apple, Google, Microsoft) APIs to provide a seamless
experience for users. The Per-App Tunnel provides most of the same functionality of the Proxy
component without the need for additional configuration that Proxy requires.

The Per App Tunnel component and VMware Workspace ONE Tunnel apps for iOS, Android, Windows
Desktop, and macOS allow both internal, public, and purchased (iOS) applications to access corporate
resources that reside in your secure internal network. They allow this functionality using per app tunneling
capabilities. Per app tunneling lets certain applications access internal resources on an app-by-app basis.
This restriction means that you can enable some apps to access internal resources while you leave
others unable to communicate with your back-end systems.

It is considered to be a best practice to use the Per-App Tunnel component as it provides the most
functionality with easier installation and maintenance.

Proxy Component

Proxy is the VMware Tunnel component that handles securing traffic between an end-user device and a
website through the Workspace ONE Web mobile application. VMware Tunnel Proxy is also available on
Windows.

To use an internal application with VMware Tunnel Proxy, then ensure the VMware Workspace ONE SDK
is embedded in your application, which gives you tunneling capabilities with this component.

VMware Tunnel and Unified Access Gateway

VMware offers a hardened virtual appliance platform known as Unified Access Gateway that hosts
Workspace ONE services like Per-App Tunnel, and is the preferred method for deployment.Deploying
VMware Tunnel on Unified Access Gateway can be done on ESXi, Hyper-V, AWS or Azure and can be
automated using PowerShell.

From an architecture and networking perspective, Unified Access Gateway and the stand-alone Linux
installer are the same. The Tunnel service on Unified Access Gateway is same as what the Linux installer
provides.

Load Balancing

The VMware Tunnel can be load balanced for improved performance and faster availability. Using a load
balancer requires additional considerations.

VMware Tunnel requires authentication of each client after a connection is established. Once connected,
a session is created for the client and stored in memory. The same session is then used for each piece of
client data so the data can be encrypted and decrypted using the same key. When designing a load
balancing solution, the load balancer must be configured with an IP or session-based persistence
enabled. The load balancer sends data from a client to the same server for all its traffic during the
connection. An alternative solution might be to — on the client side — use a DNS round robin, which means
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the client can select a different server for each connection.VMware Tunnel requires a TCP/UDP pass-
through configuration on the load balancer for the per-app VPN capabilities. The VMware Tunnel Proxy
authenticates devices based on the HTTP header information in the request and ensures that the load
balancer is configured to Send Original HTTP Headers so that these headers are not removed when
going through the load balancer to VMware Tunnel. VMware Tunnel Proxy supports SSL offloading,
bridging, and TCP pass-through.

DTLS and TLS Connection for UDP and TCP traffic

You can open a TCP port and a UDP port on the VMware Tunnel server to support TCP and UDP traffic.
VMware Tunnel client seamlessly sends the UDP traffic over DTLS and TCP over TLS. After the TLS
channel is established, the VMware Tunnel client establishes a secondary DTLS channel.

If the traffic is UDP, a new UDP datagram flow is created to carry the traffic. The flow is transmitted
through the new DTLS channel to the VMware Tunnel server. From the server, a UDP connection is
established to the UDP host, and the data in the flow is delivered to the UDP host through the connection
and conversely.

Similarly, if the traffic is TCP, a new TCP flow is created to carry the traffic. The flow is transmitted through
the original TLS channel to the VMware Tunnel Server. From the server, a TCP connection is created to
the TCP host and the data is transmitted through the connection to the TCP host and conversely.

Firewall and Load Balancer Configuration

Since DTLS is transmitted on the top of UDP Protocol, the firewall and the load balancer must be
configured to allow the UDP traffic to pass through.

To allow the VMware Tunnel client to establish a DTLS connection to the VMware Tunnel server, the
firewall must allow the UDP traffic in and out of the VMware Tunnel Server UDP listing port. For example,
if the VMware Tunnel server is setup to listen on port 443, the UDP port 443 must be opened at the
firewall to allow all the incoming connection from the devices.

In addition, if a load balancer is used to distribute loads between multiple VMware Tunnel servers, the
load balancer must be setup so that the UDP traffic from the device must always go to the same VMware
Tunnel server.

For information on load balancing with Unified Access Gateway appliances, see Unified Access Gateway
Load Balancing Topologies in the Unified Access Gateway Documentation.

App Certificate Authentication and Encryption

When you whitelist an application for corporate access through the VMware Tunnel, Workspace ONE
UEM automatically deploys a unique X.509 certificate to enrolled devices. This certificate can then be
used for mutual authentication and encryption between the application and the VMware Tunnel.

Unlike other certificates used for Wi-Fi, VPN, and email authentication, this certificate resides within the
application sandbox and can only be used within the specific app itself. By using this certificate, the
VMware Tunnel can identify and allow only approved, recognized apps to communicate with corporate
systems over HTTP(S), or, for Per-App Tunneling, TCP/UDP and HTTP(S).
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VMware Tunnel Architecture and
Deployment Model

The VMware Tunnel is a product you can install on physical or virtual servers that reside in either the
DMZ or a secured internal network zone. VMware Tunnel comprises two separate components, Proxy
and Per-App tunneling, each with their own features.

Consider using the Per-App Tunnel component as it provides the most functionality with easier installation
and maintenance. Per-App Tunnel uses the native platform (Apple, Google, Microsoft) APIs to provide a
seamless experience for users.

The Proxy component provides most of the same functionality of Per-App Tunnel with the need for
additional configuration. This component can be leveraged only by the applications having the Workspace
ONE (AirWatch) SDK implemented or using the App Wrapping. This includes most of the VMware
productivity applications.

VMware Tunnel offers single-tier and multi-tier deployment models. Both the configurations support load-
balancing for faster availability. The Proxy component supports SSL offloading, while Per-App tunneling
cannot be SSL-offloaded.

This chapter includes the following topics:
m  Per-App Tunnel Architecture

m  Proxy (SDK/Browser) Architecture

m  Managing VMware Tunnel Certificates

m  VMware Tunnel Deployment Model

Per-App Tunnel Architecture

The per app tunneling solution implements app-level access controls to your network. VMware Tunnel
routes traffic from apps through the native framework to the VMware Tunnel client as data streams.

The data streams pass through the same channel as a full-device VPN does and arrive at the Tunnel
server. On the server side, the server opens a TCP/UDP connection for each data stream and the data is
sent to the destination host through the data stream. Once a connection is made, data can continuously
flow between the client and host until either side drops the connection.
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Proxy (SDK/Browser) Architecture

The VMware Tunnel Proxy component uses HTTPS tunneling to use a single port to filter traffic through
an encrypted HTTPS tunnel for connecting to internal sites such as SharePoint or a wiki.

When accessing an end site, such as SharePoint, an intranet, or wiki site, traffic is sent through an
HTTPS tunnel, regardless of whether the end site is HTTP or HTTPS. For example, if a user accesses a
wiki site, whether it is http://<internalsite>.wiki.com or https://<internalsite>.wiki.com, the traffic is
encrypted in an HTTPS tunnel and sent over the port you have configured. This connection ends once it
reaches the VMware Tunnel and is sent over to the internal resource as either HTTP or HTTPS.

HTTPS Tunneling is enabled by default. Enter your desired port for the Default HTTPS Port during
VMware Tunnel configuration, as described in VMware Tunnel Configuration.

The current authentication scheme requires the use of a chunk aggregator of fixed size. A low value puts
restrictions on the amount of data that is sent from the devices in a single HTTP request. By contrast, a
faster value causes extra memory to be allocated for this operation. Workspace ONE UEM uses a default
optimum value of 1 MB, which you can configure based on your maximum expected size of upload data.
Configure this value in the proxy.properties file on the VMware Tunnel Proxy server in the /conf directory.

Managing VMware Tunnel Certificates

VMware Tunnel uses certificates to authenticate communication among the Workspace ONE UEM
console, VMware Tunnel, and end-user devices. The following workflows show the initial setup process
and certificate integration cycle.

Initial Setup Workflow

1 VMware Tunnel connects to the Workspace ONE UEM API and authenticates with an APl Key and a
Certificate.

m  Traffic requests are SSL encrypted using HTTPS.

m  Setup authorization is restricted to admin accounts with a role enabled for the VMware Tunnel
setup role (see preliminary steps).
2 Workspace ONE UEM generates a unique identity certificate pair for both the Workspace ONE UEM
and VMware Tunnel environments.

m  The Workspace ONE UEM certificate is unique to the group selected in the Workspace ONE
UEM console.

m  Both certificates are generated from a trusted Workspace ONE UEM root.

3 Workspace ONE UEM generates a unique self-signed certificate to be used as the server certificate.
Optionally, you can also use your own Public SSL certificate instead of the self-signed certificate on
the Front-end VMware Tunnel server (if VMware Tunnel is deployed using the cascade mode) or on
the backend server (if VMware Tunnel is deployed using the basic mode).

4 Workspace ONE UEM sends the unique certificates and trust configuration back to the VMware
Tunnel server over HTTPS.
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The VMware Tunnel configuration trusts only messages signed from the Workspace ONE UEM
environment. This trust is unique per group.

Any additional VMware Tunnel servers set up in the same Workspace ONE UEM group as part of a
highly available (HA) load-balanced configuration are issued the same unique VMware Tunnel
certificate.

For more information about high availability, refer to the VMware Workspace ONE UEM
Recommended Architecture Guide.

Certificate Integration Cycle

1

Workspace ONE UEM generates Device Root Certificates that are unique to every instance during
the installation process.

For Proxy: The VMware Tunnel Device Root Certificate is used to generate client certificates for
each of the applications and devices.

For Per-App Tunnel: The Device Root Certificate is used to generate client certificates for each of
the devices.

For Proxy: The certificate an application uses to authenticate with the VMware Tunnel is only
provided after the application attempts to authenticate with the Workspace ONE UEM enroliment
credentials for the first time.

For Per-App Tunnel: The certificate is generated at the time of profile delivery.

VMware Tunnel gets the chain during installation. The VMware Tunnel installer is dynamically
packaged and picks these certificates at the time of download.

VMware Tunnel makes an outbound call to the AWCM/API server to receive updated details on the
device and certificates. The following details are exchanged during this process: DeviceUid,
CertThumbprint, applicationBundleld, EnrollmentStatus, complianceStatus.

VMware Tunnel maintains a list of devices and certificates and only authenticates the communication
if it sees a certificate it recognizes.

X.509 (version 3) digitally signed client certificates are used for authentication.

VMware Tunnel Deployment Model

The VMware Tunnel supports deploying a single-tier model and a multi-tier model. Both SaaS and on-
premises Workspace ONE environments support the single-tier and multi-tier models. You can use the

deployment model that best fits your needs.

Single-Tier Deployment Model

Single-tier models have a single instance of VMware Tunnel configured with a public DNS. In the
Workspace ONE UEM console and the installer, this deployment model uses the basic-endpoint model.

VMware, Inc.
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Multi-Tier Deployment Model

Multi-tier networks have a separation between servers with firewalls between the tier. Typical Workspace
ONE multi-tier deployments have a DMZ that separates the Internet from the internal network. VMware
Tunnel supports deploying a front-end server in the DMZ that communicates with a back-end server in the
internal network. The multi-tier deployment model includes two instances of the VMware Tunnel with
separate roles. The VMware Tunnel front-end server resides in the DMZ and can be accessed from public
DNS over the configured ports. The servers in this deployment model communicate with your APl and
AWCM servers. For SaaS deployments, Workspace ONE hosts the APl and AWCM components in the
cloud. For an on-premises environment, the AWCM component is typically installed in the DMZ with the
API.

The cascade deployment model architecture includes two instances of the VMware Tunnel with separate
roles. In cascade mode, the front-end server resides in the DMZ and communicates to the back-end
server in your internal network.

If you are using a multi-tier deployment model and the Proxy component of the VMware Tunnel, use the
relay-endpoint deployment mode. The relay-endpoint deployment mode architecture includes two
instances of the VMware Tunnel with separate roles. The VMware Tunnel relay server resides in the DMZ
and can be accessed from public DNS over the configured ports.

Single-Tier Deployment Model

If you are using the single-tier deployment model, use the basic-endpoint mode. The basic endpoint
deployment model of VMware Tunnel is a single instance of the product installed on a server with a
publicly available DNS.

Basic VMware Tunnel is typically installed in the internal network behind a load balancer in the DMZ that
forwards traffic on the configured ports to the VMware Tunnel, which then connects directly to your
internal Web applications. All deployment configurations support load balancing and reverse proxy.

The basic endpoint Tunnel server communicates with APl and AWCM to receive a whitelist of clients
allowed to access VMware Tunnel. Both proxy and Per-App Tunnel components support using an
outbound proxy to communicate with API/AWCM in this deployment model. When a device connects to
VMware Tunnel, it is authenticated based on unique X.509 certificates issued by Workspace ONE UEM.
Once a device is authenticated, the VMware Tunnel (basic endpoint) forwards the request to the internal
network.

If the basic endpoint is installed in the DMZ, the proper network changes must be made to allow the
VMware Tunnel to access various internal resources over the necessary ports. Installing this component
behind a load balancer in the DMZ minimizes the number of network changes to implement the VMware
Tunnel and provides a layer of security because the public DNS is not pointed directly to the server that
hosts the VMware Tunnel.
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Cascade Mode Deployment

The cascade deployment model architecture includes two instances of the VMware Tunnel with separate
roles. In cascade mode, the front-end server resides in the DMZ and communicates to the back-end
server in your internal network.

Only the Per-App Tunnel component supports the cascade deployment model. If you use only the Proxy
component, you must use the Relay-Endpoint model. For more information, see Relay-Endpoint
Deployment.

Devices access the front-end server for cascade mode using a configured hostname over configured
ports. The default port for accessing the front-end server is port 8443. The back-end server for cascade
mode is installed in the internal network hosting your intranet sites and web applications. This deployment
model separates the publicly available front-end server from the back-end server that connects directly to
internal resources, providing an extra layer of security.

The front-end server facilitates authentication of devices by connecting to AWCM when requests are
made to the VMware Tunnel. When a device makes a request to the VMware Tunnel, the front-end server
determines if the device is authorized to access the service. Once authenticated, the request is forwarded
securely using TLS over a single port to the back-end server.

The back-end server connects to the internal DNS or IP requested by the device.
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Cascade mode communicates using TLS connection (or optional DTLS connection). You can host as
many front-end and back-end servers as you like. Each front-end server acts independently when
searching for an active back-end server to connect devices to the internal network. You can set up
multiple DNS entries in a DNS lookup table to allow load balancing.

Both the front-end and back-end servers communicate with the Workspace ONE UEM API server and
AWCM. The API server delivers the VMware Tunnel configuration and the AWCM delivers device
authentication, whitelisting, and traffic rules. The front-end and back-end server communicates with API/
AWCM through direct TLS connections unless you enable outbound proxy calls. Use this connection if the
front-end server cannot reach the API/AWCM servers. If enabled, front-end servers connect through the
back-end server to the API/AWCM servers. This traffic, and the back-end traffic, route using server-side
traffic rules. For more information, see Configure Network Traffic Rules for the Per-App Tunnel

The following diagram illustrates the Multi-Tier deployment for the Per-App Tunnel component in cascade
mode:

Saas Multi-Tier Model On-Premises Multi-Tier Model
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Relay-Endpoint Deployment

If you are using a multi-tier deployment model and the Proxy component of the VMware tunnel, use the
relay-endpoint deployment mode. The relay-endpoint deployment mode architecture includes two
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instances of the VMware Tunnel with separate roles. The VMware Tunnel relay server resides in the DMZ
and can be accessed from public DNS over the configured ports.

If you are only using the Per-App Tunnel component, consider using a cascade mode deployment. For
more information, see Cascade Mode Deployment.

The ports for accessing the public DNS are by default port 8443 for Per-App Tunnel and port 2020 for
proxy. The VMware Tunnel endpoint server is installed in the internal network hosting intranet sites and
Web applications. This server must have an internal DNS record that is resolved by the relay server. This
deployment model separates the publicly available server from the server that connects directly to internal
resources, providing an added layer of security.

The relay server role includes communicating with the APl and AWCM components and authenticating
devices when requests are made to VMware Tunnel. In this deployment model, communication to API
and AWCM from the relay server can be routed to the Outbound Proxy via endpoint server. The Per-App
Tunnel service must communicate with APl and AWCM directly. When a device makes a request to the
VMware Tunnel, the relay server determines if the device is authorized to access the service. Once
authenticated, the request is forwarded securely using HTTPS over a single port (the default port is 2010)
to the VMware Tunnel endpoint server.

The role of the endpoint server is to connect to the internal DNS or IP requested by the device. The
endpoint server does not communicate with the APl or AWCM unless Enable APl and AWCM outbound
calls via proxy is set to Enabled in the VMware Tunnel settings in the Workspace ONE UEM console.
The relay server performs health checks at a regular interval to ensure that the endpoint is active and
available.

These components can be installed on shared or dedicated servers. Install VMware Tunnel on dedicated
Linux servers to ensure that performance is not impacted by other applications running on the same
server. For a relay-endpoint deployment, the proxy and Per-App Tunnel components are installed on the
same relay server.
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Figure 3-1. On-premises configuration for Relay-Endpoint deployments
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Figure 3-2. Saa$S configuration for Relay-Endpoint deployments
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Configure VMware Tunnel

Preparing for your VMware Tunnel installation ensures a smooth installation process. Installation includes
performing preliminary steps in the Workspace ONE UEM console, and setting up a server that meets the
listed hardware, software, and network requirements.

Before deploying the VMware Tunnel, you must complete the following pre-deployment configurations:

1

Before you begin installing VMware Tunnel, you have to ensure that the APl and AWCM are installed
correctly, running, and communicating with the Workspace ONE UEM without any errors. For more
information, see Configure AWCM Server and Enable API Access.

After completing AWCM Server configuration, you can configure VMware Tunnel settings per your
deployment's configuration and functionality needs in the Workspace ONE UEM console. For more
information, see Configure VMware Tunnel and Chapter 5 Configure VMware Tunnel Proxy.

After you complete the VMware Tunnel configuration, you also must configure various settings to
enable the VMware Web and Per-App Tunnel-enabled apps to use VMware Tunnel. Doing so
ensures all HTTP(S) and TCP/ UDP traffic for the specified applications is routed through the VMware
Tunnel. For more information, see Chapter 9 VMware Tunnel Management.

You can configure more settings that are optional for the VMware Tunnel deployment. Except where
noted, you can configure these settings before or after installation. For more information,
seeConfigure Advanced Settings for the Proxy .

This chapter includes the following topics:

Configure AWCM Server and Enable API Access
Configure VMware Tunnel
Configure Network Traffic Rules for the Per-App Tunnel

Configure the Server.conf File
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Configure AWCM Server and Enable APl Access

Before you begin installing VMware Tunnel, you have to ensure that the APl and AWCM are installed
correctly, running, and communicating with the Workspace ONE UEM without any errors. Read through
the following topic to configure the AWCM server.

Important If you are an on-premises customer, do not configure VMware Tunnel at the Global
organization group level. Configure VMware Tunnel at the Company level or Customer type organization
group. The REST API key can only be generated at a Customer type organization group.

Procedure

1 Navigate to Groups & Settings > All Settings > System > Advanced > APl > REST API and select
the Override radio button.

2 Ensure that the Enable APl Access check box is selected and an API Key is displayed in the text
box.

3 Select Save.

Configure VMware Tunnel

You can configure the fundamental VMware Tunnel architecture to establish connectivity and trust within
your environment with the Per-App Tunnel.

Procedure
1 Navigate to Groups & Settings > All Settings > Configurations > Tunnel. Select a Current Setting

or Override to make new settings for the child.

Note Overriding Tunnel configuration does not override VMware Tunnel Proxy settings.

2 Under Deployment Details, select whether you are deploying VMware Tunnel in Basic or Cascade
mode.

When deploying in Basic mode, supply the public-facing Hostname and the Port number that is
assigned for communication with the VMware Tunnel component.

When deploying in Cascade mode, enter the Hostname of the back-end server and the Port number.

Note Make sure that you configure Per-App Tunnel and Tunnel Proxy with different ports.

3 Under Server Authentication, select the SSL provider of your choice.

By default, AirWatch provides a certificate, however third-party certificates are also supported. When
using a third-party certificate, make sure to include both public and private keys in either .PFX or .P12
format. Currently, server authentication does not support SAN certificates. All certificates must be
either issued to the VMware Tunnel hostname or be a valid wildcard certificate for the corresponding
domain.
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4 Under Client Authentication, select either AirWatch or a Third Party CA as the authentication
provider for VMware Tunnel users.

To use a third-party certificate authority, select the Certificate Authority and Certificate Template
that are used to request a certificate from the CA.

In order for the VMware Tunnel gateway to trust certificates issued by a third-party CA, Upload the
full chain of the public key of your certificate authority to the configuration wizard.

The CA template must contain CN=UDID in the subject name.
Certificates auto-renew based on your CA template settings.

5 Under Networking, define how VMware Tunnel communicates with Workspace ONE UEM and how
the device traffic flows through your network.

a Select Manage Server Traffic Rules with VMware Tunnel PAC Reader if you are using the
PAC Reader to manage the traffic rules.

b Select Default AWCM + API traffic via Server Traffic Rules if the communication between the
VMware Tunnel and Workspace ONE UEM APl or AWCM uses the outbound proxy. For more
information see, Configure Server Traffic Rules from the UEM Console.

6 Under Logging, you can configure settings related to the server logs.

a Select the level of logging for the VMware Tunnel from the Service Logs drop-down menu. It is
considered to be a best practice to select the Service Logs as Error or Info unless you are
troubleshooting.

b Access Logs provide a high-level record of users and devices using VMware Tunnel. In a
cascade deployment, the back-end server performs the syslog transport.

From the Access Logs drop-down, you can select the following:

m  Syslog Hostname : If you make this selection, enter the URL of your syslog host and the
UDP Port over which you want to communicate.

m  File : If you make this selection, the filename is hardcoded to /var/log/vmware/tunnel/vpnd/

access. log.

There is no correlation between this syslog integration and the integration accessed on Groups &
Settings > All Settings > System > Enterprise Integration > Syslog.

7 Select Save.
What to do next

m Edit, Disable, or Delete the VMware Tunnel configuration.

Note If a VMware Tunnel Proxy configuration exists, you cannot delete the VMware Tunnel
configuration . You are notified with a warning message.

= Download the Installer and XML to finish the setup.

m Test Connection to verify the server reachability.
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You can now configure your advanced settings for the VMware Tunnel component. For more information,
see Configure Network Traffic Rules for the Per-App Tunnel .

Configure Network Traffic Rules for the Per-App Tunnel

Network traffic rules allow you to set granular control over how the VMware Tunnel directs traffic from
devices. Using the Per-App Tunnel of VMware Tunnel, create device traffic rules to control how devices
handle traffic from specified applications and server traffic rules to manage network traffic when you have
third-party proxies configured.

Device traffic rules force VMware Tunnel to send traffic through the tunnel, block all traffic to specified
domains, bypass the internal network straight to the Internet, or send traffic to an HTTPS proxy site. The
device traffic rules are created and ranked to give an order of execution. Every time a specified app is
opened, VMware Tunnel checks the list of rules to determine which rule applies to the situation. If no set
rules match the situation, VMware Tunnel applies the default action. The default action, set for all
applications except for safari, applies to domains not mentioned in a rule. If no rules are specified, the
default action applies to all domains. The device traffic rules created apply to all VPN VMware Tunnel
profiles in the organization group the rules are created in.

Server traffic rules enable you to manage the network traffic when you have third-party proxies configured
in your network. These rules apply to traffic originating from the VMware Tunnel. The rules force the
VMware Tunnel to send traffic for specified destinations to either use the proxy or bypass it.

Supported Platforms
VMware Tunnel supports Network Traffic rules for the following platforms:

m  iOS devices with VMware Workspace ONE Tunnel for iOS.

m  macOS devices with VMware Workspace ONE Tunnel for macOS. VMware Tunnel only supports
network traffic rules for the Safari app for macOS devices.

m  Android devices with VMware Workspace ONE Tunnel for Android.

= Windows desktop devices with VMware Workspace ONE Tunnel desktop application.

VMware Tunnel supports enforcing the Per-App VPN rules configured in the Windows Desktop and
Windows Phone VPN profiles.

Create Device Traffic Rules

Add rules for VMware Tunnel to control how traffic is directed through the VMware Tunnel when using the
Per-App Tunnel component. These rules allow you to tunnel, block, or bypass traffic as needed.

Prerequisites
m  Configured VMware Tunnel with the Per-App Tunnel component enabled.

m  ForiOS and Android, applies to mobile applications configured for Per App VPN for VMware Tunnel.
For more information, see Configure Public Apps to Use Per App Profile
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Watch a tutorial video explaining how to create device traffic rules: Configure the network traffic rules for

Per-App Tunnel.

Procedure

1 Navigate to Groups & Settings > Configurations > Tunnel.

2 By default, the Device Traffic Rules settings of the Child OG is set to Override which allows you to
Edit the settings of the current OG. Based on your configuration needs, you can also choose to select
Clear Override if you wish to inherit the Device Traffic Rules settings of the current organization

group's parent OG.

3 Configure the Device Traffic Rules settings.

Setting

Add Device Traffic Rule

Rank

Application

VMware, Inc.

Description

Select Add Device Traffic Rule to create a rule.

These rules are only applicable to the Per-App Tunnel component of VMware
Tunnel for Android, iOS, macOS, and Windows Desktop devices. For iOS, use the
Workspace ONE Tunnel client application from the App store; for macOS, only
Safari Domains are supported; for Windows Desktop, use the Workspace ONE
Tunnel Desktop application.

To add Device Traffic Rules for Windows application, select Add Windows App
and enter the following details:

a Enter a Frienly Name for the application.

b Select the App Type.

¢ Enter the App Identifier.

The App Identifier is the path or the package family name (PFN) of the
application. For a Store App, the Package Friendly Name (PFN) is used and
can be found using the PowerShell command Get-AppxPackage *<app_name>.
For a Desktop App, the filepath is used. For example, you can use
C:\Program Files (x86)\acme\app.exe.

Select-and-drag the rule to rearrange the ranking of your network traffic rules. You
can also.

Select Add to add a triggering application for the network rule.

This drop-down menu is populated with applications with Per App VPN enabled
and Safari for macOS.

If you configure rules for the Safari app for macOS, the traffic rules override and
disable any domain rules configured in existing profiles.
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Setting

Action

Destination

4 Select Save to save your changes.

Description

Select the action from the drop-down menu that VMware Tunnel applies to all
network traffic from the triggering app when the app starts.

m  Tunnel — Sends app network traffic for specified domains through the tunnel to
your internal network. All apps, except Safari, on the device configured for Per
App VPN send network traffic through the tunnel. For example, set the Action
to Tunnel to ensure all configured apps without a defined traffic rule use the
VMware Tunnel for internal communications.

m  Block — Blocks all apps, except Safari, on the device configured for Per App
VPN from sending network traffic. For example, set the Default Action to Block
to ensure that all configured apps without a defined traffic rule cannot send any
network traffic regardless of destination.

m  Bypass — Bypasses all apps, except Safari, on the device configured for Per
App VPN bypass the tunnel and connect to the Internet directly. For example,
set the Default Action to Bypass to ensure all configured apps without a
defined traffic rule bypass the VMware Tunnel to access their destination
directly.

m  Proxy — Redirect traffic to the specified HTTPS proxy for the listed domains.
The proxy must be HTTPS and must follow the correct format: https://
example.com:port

Enter the hostname applicable to the action set for the rule. For example, enter all
the domains to block traffic from accessing using the Block action.

Use a comma (,) to distinguish between hostnames.

You may use wildcard characters for your hostnames. Wildcards must follow the
format:

m  *.<domain>.*

m  *<domain>.*

m  **— You cannot use this wildcard for Safari domain rules.
[ ]

* — You cannot use this wildcard for Safari domain rules.

Note Currently for all the iOS devices only the default traffic rule is supported for
IPs as we do not consider IP based connections for evaluating the traffic rules. For
Windows Desktop devices, the domains added to the destination must be added to
the DNS Resolution via Tunnel Gateway section in the Windows Desktop device
profile as well.

5 Select Save and Publish to update your applicable VMware Tunnel device profiles to a new version
with the new network traffic rules. The updated device profiles publish to the assigned smart groups.

Configure Server Traffic Rules

You can configure server traffic rules for the VMware Tunnel to manage how traffic is directed through a
third-party proxy. These rules allow you to bypass the proxy or send traffic through it. You can either add
rules manually in the UEM console or via PAC files by using the VMware Tunnel PAC Reader.

Configure Server Traffic Rules using Outbound Proxy

Many organizations use outbound proxies to control the flow of traffic to and from their network. Outbound
proxies can also be used for performing traffic filtering, inspection, and analysis.

VMware, Inc.
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It is not mandatory to use outbound proxies with VMware Tunnel, but your organization may choose to
deploy them behind one or more VMware Tunnel servers based on recommendations from your security
and network teams. For VMware Tunnel on Linux, Workspace ONE UEM supports outbound proxies for
the two VMware Tunnel components: Proxy and Per-App Tunnel.

Only the basic and cascade deployment models support outbound proxies for the Per-App Tunnel
through server traffic rules.

The following table illustrates outbound proxy support for the VMware Tunnel Per-App Tunnel on Linux:

Proxy Configuration Supported?
Outbound Proxy with no auth v

Outbound Proxy with basic auth
Outbound Proxy with NTLM auth
Multiple Outbound Proxies

PAC Support

Configure the rules for sending traffic to your outbound proxies using the server traffic rules. For more
information, see Configure Server Traffic Rules from the UEM Console.

If you want to send the requests to the API/AWCM servers through your outbound proxy as well, then you
must enable the Default AWCM + API traffic via Server Traffic Rules Networking settings under
Groups & Settings > All Settings > Configurations > Tunnel. Once enabled, add the respective web
proxies for API/AWCM hostnames on the server traffic rules page.

Configure Server Traffic Rules from the UEM Console

Add rules for the VMware Tunnel to manage how traffic is directed through a third-party proxy. These
rules allow you to bypass the proxy or send traffic through it.

The server traffic rules only apply to VMware Tunnel servers using the Per-App Tunnel component.

Procedure
1 Navigate to Groups & Settings > Configurations > Tunnel.
2 Select Configure.

3 In the Outbound Proxies section, select Edit and the select Add Outbound Proxy to add a third-
party outbound proxy. You may add additional outbound proxies by selecting Add Outbound Proxy

again.

Settings Descriptions

Host Enter the proxy hostname.

Port Enter the port the third-party proxy uses to listen to the VMware Tunnel.
Authentication Select the proxy authentication method used.

Select Basic or NTLM.
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Settings Descriptions
User name Enter the User name for proxy authentication.
Password Enter the Password for proxy authentication.

Select Save to save your changes.
In the Server Traffic Rules section, you can configure the server traffic rule settings.

Select Edit.

N~ o a b

Select Add Server Traffic Rule to add a new server traffic rule. Enter the following information:

Settings Descriptions

Destination Enter the destination hostname that triggers the traffic rule.

Rules for applications on Windows 10 and macOS (except Safari) devices must
use IP address as the hostname.

You cannot use regular expressions except specfic wildcard characters. Windows
10 and macOS devices support using the following wildcards:

= 10.10.F
= 10.10.0.0/16
If you are entering multiple hostnames, separate them by commas.

For domains you want to resolve on Windows 10 devices through the VMware
Tunnel server, you must add the domains to the Windows Desktop VPN profile for
VMware Tunnel.

Action Select the action that the VMware Tunnel applies to server traffic for the destination
hostname.

m  Bypass — Bypass the proxy and send all traffic directly to the destination
hostname.

m  Proxy — Send server traffic through the outbound proxy.
Selecting Proxy displays the Outbound Proxy menu.

Proxy Select the Outbound proxy to handle server traffic for the destination hostname. If
you select multiple outbound proxies, the proxies are used in a round-robin format.

The proxies that populate this menu are those proxies added in the Outbound
Proxies section.

8 (Optional) Select Add Server Traffic Rule if you wish to add any additional server traffic rules.
9 Select Apply to save your changes.

10 Select Close.

Configure Server Traffic Rules using VMware Tunnel PAC Reader

The VMware Tunnel PAC Reader allows you to use PAC files to configure outbound proxies for the Per-
App Tunnel component.

VMware, Inc. 29



VMware Tunnel on Linux

Prerequisites

Download the PAC Reader bundle from the Workspace ONE UEM Resources Portal. Install the PAC
Reader on any Linux server such as your VMware Tunnel server. Installation requires extracting the
PAC Reader and running the install script. If the PAC file contains DNS resolution rules such as
dnsresolve() or isInNet(), change the value of traffic_rule_post_dns in server.confto 1 on your
VMware Tunnel server.

Note Currently the PAC Reader has the following limitations:

m  Currently, the PAC Reader only supports Linux servers.

m  The PAC Reader currently does not support the following rules:

m  Nested if statements. Try to put the inner logic above the outer logic. This change makes the
outer logic lower ranked than the inner logic.

m Else-if statements. Try to convert these rules to if statements.

= Regex

m  myapaddress()

m  Generic use of the AND operator
m  The PAC Reader only supports limited use of variable declaration and use.
Before you configure Outbound Proxy using VMware Tunnel PAC Reader, make ssure that you meet
the following network requirements:

Access to the Workspace ONE UEM API server: The PAC Reader requires access to the Workspace
ONE UEM API server. The server is typically accessed over port 443. Consider installing the PAC
Reader on your VMware Tunnel server as the server already has access to the Workspace ONE
UEM API server.

Access to the PAC file. If you are hosting your PAC file on a Web server, the PAC Reader must have
access to that server.

Python 2.7 installed on the server.

RHEL 7 as the server OS.

Procedure

1

On the Linux server, extract the PAC Reader bundle from the Workspace ONE UEM Resources
Portal.

The extract creates the pacreader folder.
Open the pacreader folder.

To install the PAC Reader in the pacreader folder, run the install script.

sudo ./install.sh
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4  Configure the necessary properties in the pacreader.properties file.

Property Description

API_SERVER_URL Enter the API server URL.

API_KEY Enter the API key for the API server. Find this key by navigating to Groups &
Settings > All Settings > System > Advanced > APl > REST API > API Key.

OG_ID Enter the Organization Group ID for the OG in which the VMware Tunnel is
configured.

PAC_LINK Enter the URL of the PAC file if you host it on a Web server.

If you configure PAC_LINK, do not configure PAC_PATH.

PAC_PATH Enter the file path to the PAC file on the server.
If you configure PAC_PATH, do not configure PAC_LINK.

5 Start the PAC Reader.

./pacreader.sh start

Configure the Server.conf File

The Server.conf is the VMware Tunnel server configuration file that contains a few additional
configuration fields which are configured in the Workspace ONE UEM console under the Tunnel
Configuration starting 1903 release and under All Settings > Enterprise Integration- > VMware
Tunnel > Configuration in the Workspace ONE UEM console 1902 release or prior.

Currently we do not configure all the additional fields that are present in the server. conf file. However,
we can use the fields for troubleshooting, customizing access logs, increasing or decreasing the
connection timeout values and so on.

Note

m  Ensure that you do not edit the server. conf file unless you intend to change any of the
configurations for specific purposes.

m  The server.conf is updated with every API call and the server fetches the latest configuration from the
Workspace ONE UEM.

The following is a list of some of the available fields and the examples associated with each of the field in
the server. conf file.
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Field

Syntax

Example

Description

keepalive_timeout

keepalive_timeout <time in
seconds>
Default Value= 300

keepalive_timeout 300

Time (in seconds) before
disconnecting the device's
connection without receiving a
TCP keepalive.

allowed_compliance_states

allowed_compliance_states
<allowed state 1, allowed
state 2,...>

Default Value= 3,5

allowed_compliance_states
3,5

Compliance states of the
devices that are allowed to
connect.

Note You can configure the
following possible compliance
status:

B 1 - Allowed
m 2 - Blocked

B 3 - Compliant

B 4 - NonCompliant

B 5 - NotAvailable

B 6 - NotApplicable

a7 -
PendingComplianceCheck

m 8 -

PendingComplianceCheckFo

rAPolicy
B 9 - RegistrationActive
B 10 - RegistrationExpired

B 11 - Quarantined

client_ip_traffic

client_ip_traffic <value>
Default Value= 1

client_ip_traffic 1

Set client-side IP mode:

m 0= Dual IPv4/IPv6. Both
IPv4 and IPv6 traffic are
enabled on the device
side.

m  1=1IPv4 Only. Only IPv4
traffic is enabled on the
device side.

m 2 =|Pv6 Only. Only IPv6
traffic is enabled on the
device side.

dns_ip_mode

dns_ip_mode <value>
Default Value= 1

dns_ip_mode 0

Set DNS IPv4/IPv6 query

mode:

m 0 = Dual IPv4/IPv6. Both
IPv4 and IPv6 results are
allowed in the DNS query
result.

® 1 =1IPv4 Only. Only allows
IPv4 addresses in the DNS
query result.

m 2 =|Pv6 Only. Only allow
IPv6 addresses in the DNS
query result.

VMware, Inc.
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Field

Syntax

Example

Description

dns_server_address_1,
dns_server_address_2...

dns_server_address_1 <ip

address or domain name>

dns_server_address_1
1.2.3.4

Specifies different DNS servers
that devices uses for the DNS
lookup. If not specified,
settings from the /etc/
resolv.confis used. Up to 4
addresses can be specified
using _1, _2, 3 and _4 suffix.

subnet

subnet <subnet>

Default Value= 192.168.0.0

subnet 172.16.0.0

Specifies the subnet
designated for the VPN traffic.
When used with subnet_mask,
they define the IP address
range that can be assigned to
connected devices. If left
unspecified, default value
192.168.0.0 is used.

nsx_ethernet_interface

nsx_ethernet_interface

<interface name>

nsx_ethernet_interface
ethl

Specifies the Ethernet interface
where traffic to NSX is routed
to. Virtual interface is created
based on this Ethernet
interface.

For example, if nsx_host_id is
2 and nsx_ethernet_interface
is eth1. If two security groups
with two IP sets
(192.168.0.0/24 and
192.168.1.0/24) are defined,
two virtual interfaces are
needed. As a result, eth1:001
is created with 192.168.0.2 and
eth1:002 is created with
192.168.1.2.

nsx_block_non_compliant_devi
ce

nsx_block_non_compliant_de
vice <0 or 1>

Default Value=1

nsx_block_non_compliant_de

vice 0

If NSX is enabled, specify
whether non-compliant devices
must be allowed to connect.

m Q- Devices is allowed to
connect but can only
access security groups for
non-compliant devices.

m 1 - Devices is not allowed
to connect.

api_all_devices_data_fetch_int
erval

api_all_devices_data_fetch
_interval <min>
Default Value= 240

api_all_devices_data_fetch
_interval 240

Specifies the interval time in
minutes to refresh the
complete whitelist from API
(minimum value=15).

api_configuration_fetch_interva
|

api_configuration_fetch_in
terval <min>
Default Value= 60

api_configuration_fetch_in
terval 60

Specifies the interval in
minutes to re-download
configuration including Server
traffic rules from API
(minimum=15)
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Field

Syntax

Example

Description

log_file_append*

log_file_append <value>
Default Value= 1

log_file_append 1

A vpnd/vpnreportd service
restart appends logs or deletes
old logs.

Setting the value to 0 truncates
the tunnel.log/reporter.log
on the service restart and
deletes the following logs
tunnel.log.1l/
reporter.log.1,
tunnel.log.2/reporter.log.2
if they are present.

Setting the value to 1 appends
the logs to tunnel.log/
reporter.log and the backup
files such as the
tunnel.log.1,reporter.log.1l
is not deleted.

0 - do not append.

1 - append.

log_file_size*

log_file_size <file size>
Default Value= 20

log_file_size 20

Specifies maximum file size (in
MB) of the log file. File size
must be an integer within
range (1 - 80).

log_file_backup_count*

log_file_backup_count
<value>

Default Value= 1

log_file_backup_count 1

Specifies the maximum
number of backup log files to
be created once max file size
is reached.

log_backup_hour*

log_backup_hour <value>
Default Value= 0

log_backup_hour 0

Time as hour when log backup
is performed.

For example, 4 performs
backup at 04:00. The settings
applies only when the
log_backup_strategy is
daily (1) or weekly(2).The
Value can be 0-23.

log_backup_day*

log_backup_day <value>
Default Value= 0

log_backup_day 0

Day when the log backup is
performed.

For example, 3 performs
backup on Wednesday. The
settings apply only when the
log_backup_strategy is 2
(weekly). The value can be -6
for Sunday-Saturday.
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Field

Syntax

Example

Description

log_archive_count*

log_archive_count <value>
Default Value= 0

log_archive_count 0

Specifies the maximum
number of archive files to be
created for backed up logs.
The archives can be found

at /var/log/vmware/tunnel/

vpnd/backup.

log_backup_strategy*

log_backup_strategy
<value>

Default Value= 0

log_backup_strategy 0

Specifies periodic log backup

strategy.
m 0 - No backup.
m 1 - daily backup.

2 - weekly backup.

access_log_events

access_log_events <events
to log>
Default Value=1,2,3,4,5

access_log_events
1,2,3,4,5

Specifies the events that must
be logged in the access log.

1 - Session connect :
Logs when a device
connects to the tunnel
server.

2- Session

disconnect : Logs when a
device disconnects from
the tunnel server.

3 - Stream connect :
Logs when a TCP
connection is established
between an application on
the device and a host.

4 — Stream
disconnect :Logs when
a TCP connection is
disconnected.

5 — HTTP request/
response: Logs when an
HTTP traffic is detected
(unencrypted traffic only).

access_log_format

access_log_format <format>
Default Value=

%h %1 %u %t "%r" %>s %b
"%{Referer}i" "%{User-
Agent}i" "%{Device-
UID}e"

access_log_format %h %1 %u
%t "%r'" %>s %b "%
{Referer}i" "%{User-
Agent}i" "%{Device-UID}e"

Access Log Format. Supported
log variables:

%h - Remote host

%1 - remote logname

%u - remote user

%t - time

%r - first line of request
%s - status

%b - size of response
%{variable}i - HTTP
request header variables
%{variable}e- HTTP
request response variables
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Field

Syntax

Example

Description

access_log_custom_format_se
ssion_connect

access_log_custom_format_s
ession_connect <format>
Default Value=
%{Connection}v %
{Connection-ID}v %
{Connection-Type}v %
{Connection-Status}v %
{Connection-Time}v %
{Device-Uid}v %{Device-
Name}v %{Device-IP}v—>%
{Cascade-IP}v %{Device-
Vpn-IP}v %{VPN-Server-—
Connection-
Availability}v

access_log_custom_format_s
ession_connect %
{Connection}v %
{Connection-ID}v %
{Connection-Type}v %
{Connection-Status}v %
{Connection-Time}v %
{Device-Uid}v %{Device-
Name}v %{Device-IP}v %
{Device-Vpn-IP}v %{VPN-
Server-Connection-

Availability}v

This setting defines access log
message format when a new
session is connected. See
access_log_format for a list of
supported specifiers.

access_log_custom_format_se
ssion_disconnect

access_log_custom_format_s
ession_disconnect <format>
Default Value=
%{Connection}v %
{Connection-ID}v %
{Connection-Time}v %
{Device-Uid}v %{Device-—
Name}v %{Device-App}v %
{Remote—Connection-
Status}v %{Remote-Host-
Name}v %{Remote-Host-
IP}v %{Remote-Bytes-—
Transferred}v

access_log_custom_format_s
ession_disconnect %
{Connection}v %
{Connection-ID}v %
{Connection-Time}v %
{Device-Uid}v %{Device-
Name}v %{Device-App}v %
{Remote-Connection-
Status}v %{Remote-Host-
Name}v %{Remote-Host-IP}v
%{Remote-Bytes—
Transferred}v

This setting defines access log
message format when a
session is disconnected. See
access_log_format for a list of
supported specifiers.

access_log_custom_format_str
eam_connect

access_log_custom_format_s
tream_connect <format>
Default Value=
%{Connection}v %
{Connection-ID}v %
{Connection-Type}v %
{Connection-Time}v %
{Device-Uid}v %{Device-
Name}v %{Device-
Username}v %{Device-
App}v %{Remote-
Connection-Status}v %
{Remote-Host-Name}v %
{Remote-Host-IP}v

access_log_custom_format_s
tream_connect %
{Connection}v %
{Connection-ID}v %
{Connection-Type}v %
{Connection-Time}v %
{Device-Uid}v %{Device-
Name}v %{Device-Username}v
%{Device-App}v %{Remote-
Connection-Status}v %
{Remote-Host-Name}v %
{Remote-Host-IP}v

This setting defines access log
message format when a new
stream is connected. See
access_log_format for a list of
supported specifiers.
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Field

Syntax

Example

Description

access_log_custom_format_str
eam_disconnect

access_log_custom_format_s
tream_disconnect <format>
Default Value=
%{Connection}v %
{Connection-ID}v %
{Connection-Type}v %
{Connection-Time}v %
{Device-Uid}v %{Device-
Name}v %{Device-
Username}v %{Device-
App}v %{Remote-
Connection-Status}v %
{Remote-Host-Name}v %
{Remote-Host-IP}v

access_log_custom_format_s
tream_connect %
{Connection}v %
{Connection-ID}v %
{Connection-Type}v %
{Connection-Time}v %
{Device-Uid}v %{Device-
Name}v %{Device-Username}v
%{Device-App}v %{Remote-—
Connection-Status}v %
{Remote-Host-Name}v %
{Remote-Host-IP}v

This setting defines access log
message format when a
stream is disconnected. See
access_log_format for a list of
supported specifiers.

ipfix_mode

ipfix_mode <value>

Default Value= 0

ipfix_mode 1

Enable or disable the traffic

flow information export.

m Q- Disabled

m 1 - NetFlow V9 records is
sent using UDP to the
collector address and port.

m 2 - |PFIX records is sent
using UDP to the collector
address and port. IPFIX
supports additional fields
such as the application
name and the user name.

ipfix_collector_address

ipfix_collector_address

<hostname/ip address>

ipfix_collector_address
10.1.2.3

Specifies the hostname or IP
address of the NetFlow
collector.

ipfix_collector_port

ipfix_collector_port
<value>

Default Value= 2055

ipfix_collector_port 2055

Specifies the listening UDP
port of the NetFlow collector.

ipfix_traffic_report_interval

ipfix_traffic_report_inter
val <value>
Default Value= 2000

infix_traffic_report_inter
val 2000

IPFIX reporting interval in
milliseconds. Specifies how
often a stream's data must be
reported. For example, if it is
set to 2000, a stream that is
downloading data generates a
record every 2 seconds.

The BYTES and PKTS fields of
the record contains the total
number of bytes and packets in
the 2 seconds interval.

* Configure all the log file settings based on the disk size that is allocated for the virtual appliance or the
virtual machine on which the tunnel service is deployed or installed. Ensure that the log file size, count,
and backup does not exceed 70% of the disk size, when a single Tunnel service is configured.
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Configure VMware Tunnel Proxy using the configuration wizard. The options configured in the wizard are
packaged in the installer, which you can download from the Workspace ONE UEM console and move to
your Tunnel servers.

Configure the VMware Tunnel Proxy in the UEM console under Groups & Settings > All Settings >
System > Enterprise Integration > VMware Tunnel > Proxy. The wizard walks you through the installer
configuration step-by-step. The options configured in the wizard are packaged in the installer, which you
can download from the Workspace ONE UEM console and move to your Tunnel servers. Changing the
details in this wizard typically requires a reinstall of the VMware Tunnel with the new configuration.

To configure the VMware Tunnel Proxy, you need the details of the server where you plan to install.
Before configuration, determine the deployment model, one or more hostnames and ports, and which
features of VMware Tunnel to implement, such as access log integration, SSL offloading, enterprise
certificate authority integration, and so on.

Note The wizard dynamically displays the appropriate options based on your selections, the
configuration screens may display different text boxes and options.

Procedure

1 Navigate to Groups & Settings > All Settings > System > Enterprise Integration > VMware
Tunnel > Proxy.

m I this is your first time configuring VMware Tunnel, then select Configure and follow the
configuration wizard screens.

m If this is not your first time configuring VMwareTunnel, select Override, then select Enabled
VMware Tunnel toggle switch, and then select Configure.

2 On the Deployment Type screen, select Enable Proxy (Windows & Linux) toggle switch, and then
select the components that you want to configure using the Proxy Configuration Type drop-down
menu.

3 Inthe drop-down menus that display, select whether you are configuring a Relay-Endpoint, or the
Proxy Configuration Type deployment. Select the information icon to see an example for the
selected type.

4 Select Next.
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5 On the Details screen, configure the following settings. The options that are displayed on the Details
screen depends on the configuration type you have selected in the the Proxy Configuration Type

drop-down menu.

¢ Basic Proxy Configuration Type, enter the following information:

Setting

Hostname

Relay Port

Relay Host Name

Enable SSL Offloading

Use Kerberos Proxy

Description

Enter the FQDN of the public host name for the Tunnel server, for example,
tunnel.acmemdm.com. This hostname must be publicly available as it is the DNS
that devices connect to from the Internet.

The proxy service is installed on this port. Devices connect to the
<relayhostname>:<port> to use the VMware Tunnel proxy feature. The default
value is 2020.

(Relay-Endpoint Only). Enter the FQDN of the public host name for the Tunnel
relay server, for example, tunnel.acmemdm.com. This hostname must be publicly
available as it is the DNS that devices connect to from the Internet.

Select this checkbox if you want to use SSL Offloading to ease the burden of
encrypting and decrypting traffic from the VMware Tunnel server.

Enable Kerberos proxy support to allow access to Kerberos authentication for your
target back end Web services. This feature does not currently support Kerberos
Constrained Delegation (KCD). For more information,