System Settings
Reference Manual

VMware Workspace ONE UEM 2001

vmware




System Settings Reference Manual

You can find the most up-to-date technical documentation on the VMware website at:
https://docs.vmware.com/
If you have comments about this documentation, submit your feedback to

docfeedback@vmware.com

VMware, Inc.

3401 Hillview Ave.
Palo Alto, CA 94304
www.vmware.com

Copyright © 2020 VMware, Inc. All rights reserved. Copyright and trademark information.

VMware, Inc.


https://docs.vmware.com/
mailto:docfeedback@vmware.com
http://pubs.vmware.com/copyright-trademark.html

Contents

1 System Settings for the Workspace ONE UEM console 8
Configurations 9

2 System 11

System / Getting Started 12

System / Branding 13

System / Enterprise Integration / Enterprise Integration Services 14

System / Enterprise Integration / Certificate Authorities 14

System / Enterprise Integration / VMware Enterprise Systems Connector 14

System / Enterprise Integration / Directory Services 15

System / Enterprise Integration / Email (SMTP) 20

System / Enterprise Integration / VMware Tunnel / Configuration 21

System / Enterprise Integration / Tunnel / Network Traffic Rules 21

System / Enterprise Integration / Third Party Proxies 21

System / Enterprise Integration / Peer Distribution / Peer Distribution Software Setup 22

System / Enterprise Integration / CDN / Akamai 22

System / Enterprise Integration / Pull Service Installers 22

System / Enterprise Integration / SMS 22

System / Enterprise Integration / Syslog 23

System / Enterprise Integration / Remote Management 24

System / Enterprise Integration / VMware Identity Manager 24
System / Enterprise Integration / VMware Identity Manager/ Configuration 25
System / Enterprise Integration / VMware Identity Manager/ Access Management 25

System / Security / Restricted Actions 26

System / Security / Data Security 29

System / Security / SSL Pinning 29

System / Security / SSL Pinning / Requirements 30

System / Security / SSL Pinning / Configure 30

Upload SSL Device Services Certificate 32

System / Security / Trust Service 33

System / Security / Key Management 33

System /Help 34

System / Localization / Language Activation 34

System / Localization / Localization Editor 35

System / Report Subscriptions 35

System / Terms of Use 36

System / SIMIME 36

System / Advanced / Hub URLs 37

VMware, Inc.



System Settings Reference Manual

System / Advanced / APl / Event Notifications 37
System / Advanced / APl / REST APl 39

System / Advanced / APl / SOAP API 40

System / Advanced / Device Root Certificate 41
System / Advanced / Secure Channel Certificate 41
System / Advanced / Service URLs 42

System / Advanced / Site URLs 42

System / Advanced / Query String Authentication 43
System / Advanced / Other 43

3 Devices & Users 45
Devices & Users / General / Enroliment 47
Devices & Users / General / Friendly Name 54
Devices & Users / General / Lookup Fields 55
Devices & Users / General / Message Templates 55
Devices & Users / General / Notifications 56
Devices & Users / General / Privacy 57
Devices & Users / General / Passwords 58
Devices & Users / General / Shared Device 58
Devices & Users / General / Advanced 60
Devices & Users / Android / Hub Settings 61
Devices & Users / Android / Google Play Integration 66
Devices & Users / Android / Auto-Enrollment 66
Devices & Users / Android / Android EMM Registration 67
Devices & Users / Android / Service Applications 68
Devices & Users / Android / Security 69
Devices & Users / Android / Samsung Enterprise FOTA 70
Devices & Users / Apple / APNs for MDM 70
Devices & Users / Apple / Apple iOS / APNs for Applications 70
Devices & Users / Apple / Apple iOS / Hub Settings 70
Devices & Users / Apple / Apple iOS / Managed Settings 72
Devices & Users / Apple / Apple macOS / Hub Application 73
Devices & Users / Apple / Apple macOS / Hub Settings 73
Devices & Users / Apple / Apple macOS / Software Management 74
Devices & Users / Apple / AppleCare 74
Devices & Users / Apple / Automated Enrollment 75
Devices & Users / Apple / MDM Sample Schedule 76
Devices & Users / Apple / Device Enrollment Program 76
Devices & Users / Apple / Profiles 77
Devices & Users / Apple /| SCEP 77
Devices & Users / Apple / Install Fonts 78

VMware, Inc.



System Settings Reference Manual

VMware, Inc.

Devices & Users / Apple / Education 78
Devices & Users / Blackberry / Blackberry 10 / General 79
Devices & Users / Blackberry / Blackberry 10 / Hub Settings 79
Devices & Users / Blackberry / Blackberry 10 / BES 10 Settings 80
Devices & Users / Blackberry / Legacy Blackberry / Hub Settings 81
Devices & Users / BlackBerry / Legacy BlackBerry / BES Settings 82
Devices & Users / QNX / Hub Settings 82
Devices & Users / Tizen / Hub Settings 84
Devices & Users / Chrome OS / Hub Settings 84
Devices & Users / Windows / Windows Auto-Discovery 85
Devices & Users / Windows / Windows Rugged / Hub Application 86
Devices & Users / Windows / Windows Rugged / Hub Settings 86
Devices & Users / Windows / Windows Rugged / Power on Password 89
Devices & Users / Windows / Windows Rugged / Metrics 90
Devices & Users / Windows / Windows Rugged / Advanced 90
Devices & Users / Windows / Windows Phone / Intelligent Hub Application 90
Devices & Users / Windows / Windows Phone / Hub Settings 91
Devices & Users / Windows / Windows Phone / Company Hub Settings 92
Devices & Users / Windows / Windows Phone / MDM Sample Schedule 93
Devices & Users / Windows / Windows Phone / Windows Health Attestation 94
Devices & Users / Windows / Windows 7 / Hub Application 95
Devices & Users / Windows / Windows 7 / Hub Settings 95
Devices & Users / Windows / Windows Desktop / General 96
Devices & Users / Windows / Windows Desktop / Hub Application 97
Devices & Users / Windows / Windows Desktop / Hub Settings 97
Devices & Users / Windows / Windows Desktop / App Deployments 98
Devices & Users / Windows / Windows Desktop / Enterprise Apps 99
Devices & Users / Windows / Windows Desktop / Windows Sample Schedule 99
Devices & Users / Windows / Windows Desktop / Windows Health Attestation 100
Devices & Users / Windows / Windows Desktop / Staging & Provisioning 101
Devices & Users / Peripherals / Server 101
Devices & Users / Peripherals / Sample Schedule 101
Devices & Users / Advanced / Bulk Management 102
Devices & Users / Advanced / Device Groups 103
Devices & Users / Advanced / Area 103
Devices & Users / Advanced / Tags 104

Create a New Tag from System Settings 104

Edit an Existing Device Tag 105

Delete an Existing Device Tag 105
Devices & Users / Advanced / User Categories 106

Devices & Users / Advanced / User Migration 106



System Settings Reference Manual

Devices & Users / Advanced / Managed Device Wipe Protection 107

Devices & Users / Advanced / Profile Options 107

4 Apps 108
Apps / App Scan / Third-Party Integration 109
Apps / Workspace ONE Web 111
Apps / Workspace ONE / Catalog / General 114
Apps / Workspace ONE / Catalog / Standalone Catalog 115
Apps / Workspace ONE / App Restrictions 116
Apps / Workspace ONE / Application Categories 116
Apps / Workspace ONE / External App Repository 116
Apps / Workspace ONE / Application Removal Protection 117
Apps / Workspace ONE / Catalog / Featured Applications 117
Devices & Users / Apple / VPP Managed Distribution 118
Apps / Workspace ONE / Paid Public Applications 119
Apps / Container 119
Apps / Inbox 120
Apps / Settings and Policies / Security Policies 121
Apps / Settings and Policies / Settings 127
Apps / Settings and Policies / SDK App Compliance 129
Apps / Settings and Policies / Profiles 130
Apps / Microsoft Intune® App Protection Policies 130

5 Content 134
Content / Applications / Content Locker Sync 135
Content / Applications / Workspace ONE Content App 135
Content / Content Gateway 137
Content / Personal Content 138
Content / User Storage 140
Content / Remote Storage 141
Content / Content Viewer 141
Content / Advanced / File Extensions 142
Content / Advanced / Onboarding 143

6 Email 144

Email / Configuration 144
Email / Email Notification 144

7 Telecom 146

Telecom / General 146

Telecom / Jasper Integration 147

VMware, Inc.



System Settings Reference Manual

8 Admin 148
Admin / Console Security / Passwords 149
Admin / Console Security / Session Management 150
Admin / Data Purging 150
Admin / Cloud Services 151
Admin / Diagnostics / Logging 152
Admin / Events 153
Admin / Licenses / Device 153
Admin / Monitoring 153
Admin / Scheduler 153
Admin / Settings Management / Settings Audit 156
Admin / Settings Management / Settings Summary 156
Admin / Settings Management / Settings Comparison 156
Admin / Storage 157
Admin / Troubleshooting / Web Console Log 157
Admin / Troubleshooting / Directory Connectivity Tool 157
Admin / Troubleshooting / SCEP Certificate Tool 157
Admin / Content Delivery Settings 157
Admin / Policy Engine Settings 158
Admin / Data Samples 159
Admin / Custom Attribute Settings 159
Admin / Product Provisioning 159

Admin / Product Improvement Programs 160

9 Installation 161
Installation / Memcached Settings 161
Installation / File Path 162
Installation / Installation Checklist 162
Installation / Maps 162
Installation / Performance Tuning 163
Installation / Proxy 165
Installation / Reports 166
Installation / Advanced / Endpoints 167
Installation / Advanced / File Sync 167
Installation / Advanced / Other 167

VMware, Inc.



System Settings for the
Workspace ONE UEM console

The settings page enables you to configure all the "behind the scenes" settings that dictate how
Workspace ONE UEM powered by AirWatch operates.

Where applicable, you can find references to additional documentation. Some systems settings pages
contain mostly legacy settings that are typically not configured or used. These settings are pointed out
with a recommendation not to alter them unless instructed to do so by Workspace ONE UEM.

Settings are split across eight sections, depending upon your deployment and permissions.
m  Chapter 2 System

m  Chapter 3 Devices & Users

m  Chapter 4 Apps

m  Chapter 5 Content

m  Chapter 6 Email

m  Chapter 8 Admin

m  Chapter 9 Installation

SaaS vs. On-Premises

This help contains all of the system settings available for the highest level of access. This may not apply
to your administrator role or deployment type.

There are two versions of this guide — one for SaaS and one for on premises. Ensure you are viewing the
correct document that pertains to your Workspace ONE UEM deployment. You are currently reading the
on-premises version of the guide. Access these documents on docs.vmware.com.

Note the following distinction between on-premises and SaaS deployments:

m  On-premises refers to Workspace ONE UEM deployments where your organization hosts all
Workspace ONE UEM components and servers on its internal networks. Administrators for on-
premises deployments can see additional system settings, and System Administrators can see more
still.

m SaaS refers to Workspace ONE UEM deployments where certain components, such as the Console
and API servers, are hosted in the cloud. UEM console Administrators will be able to see the system
settings that correlate to the SKUs their organization has purchased.

VMware, Inc. 8
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SKUs and Available Settings

While this section covers all of the available Workspace ONE UEM settings, you may or may not see
certain sections depending on the SKUs you have purchased. If you do not see a particular section or
settings page in your Workspace ONE UEM console then you need to first purchase the SKU for that
feature. Please see the Workspace ONE UEM Pricing page (http://www.air-watch.com/pricing/) for
additional information.

Settings at the Global Level for On-Premises Customers

Certain settings may only be configured at the Global organization group. We have attempted to
document this requirement for each applicable settings page, but if you cannot see a particular page or
particular settings on the page, then configuring at Global may be a requirement. In general, the settings
page should indicate when this is a requirement.

Admin and Installation Settings for On-Premises
Customers

The Admin and Installation settings within the Workspace ONE UEM console system settings will differ
depending on your administrator role. In general, Administrator roles have access to most Admin /
Installation settings, while System Administrator roles have access to all of them. If there are certain
settings you do not see but want to access, please contact your System Administrator, which should have
access to these settings.

You can check what your role is by selecting the Account icon.

Q A W% ® RichardRoe v

Account Role:

System Administrator at TechDoc

Manage Account Settings
+] Log Out
|

This chapter includes the following topics:

m  Configurations

Configurations

Configurations are a curated list of settings pages that are categorized, searchable, and logically
organized making them easy to use. Configurations enable you to identify and jump directly to essential

VMware, Inc. 9
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settings pages in Workspace ONE UEM powered by AirWatch and Workspace ONE Express. Get started
by navigating to Groups & Settings > Configurations.

Groups & Settings

Configurations ()

Establish the foundational settings, customizations and integrations to provide employees with the resources they need to drive your business forward

Q_Enter a name or category

>»
*

Name

> APNs For MDM

> Android EMM Registration

>  Apple Automated Enroliment

>  Apple Device Enroliment Program

> Apple School Manager

>  AppleCare

> Certificate Authorities

> Chrome OS EMM Registration

> Cloud Connector

>  Content

> Content Locker Sync

Category
Apple Device Management Enroliment Platform Setup
Android BYOD Corporate Devices Platform Setup Rugged Devices Shared Device/CICO
Apple Education Enroliment Staging
Apple Corporate Devices Enroliment Platform Setup Shared Device/CICO
Apple Class Management Education Education Shared iP. Platform Setup
Apple Purchase Date Warranty
Authentication Certificates Encryption Enterprise Certificat Identity Identity Verification Integration
BYOD Chrome OS Corporate Devices Enroliment Platform Setup Shared Device/CICO
Authentication Certificates Integration Network User Management

Apps Content Secure Content

Apps Content Secure Content

Non-repudiation

Public Key Infrastruc. +3

1-410f 41 Items

Each Configuration can be inspected by selecting the 'greater than' left arrow to expand the row and
reading the description. Once expanded, you can also read the official documentation on the
Configuration by selecting the Learn More button.

Searchable

You can search for Configurations and categories by making entries in the search bar located above the

listing.

Categorized

All the Configurations are categorized by attributes and use cases so you can quickly locate the ones you
need the most. Clicking on categories acts like a filter, eliminating Configurations from view that are not
part of the selected category. To clear out selected categories and reset the view, click the 'x' next to the
category name or select the Reset button above the search bar.

Portable Categories

You can share Configuration categories with other administrators that include category combinations. For
example, if you select Platform Setup, Apple, and Enrollment, you can share this combination of
categories by copying the URL in the address bar of your browser.

VMware, Inc.
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System

Provides information about Workspace ONE UEM System settings.

The System settings are categorized into the following:

This chapter includes the following topics:

System / Getting Started

System / Branding

System / Enterprise Integration / Enterprise Integration Services
System / Enterprise Integration / Certificate Authorities

System / Enterprise Integration / VMware Enterprise Systems Connector
System / Enterprise Integration / Directory Services

System / Enterprise Integration / Email (SMTP)

System / Enterprise Integration / VMware Tunnel / Configuration
System / Enterprise Integration / Tunnel / Network Traffic Rules
System / Enterprise Integration / Third Party Proxies

System / Enterprise Integration / Peer Distribution / Peer Distribution Software Setup
System / Enterprise Integration / CDN / Akamai

System / Enterprise Integration / Pull Service Installers

System / Enterprise Integration / SMS

System / Enterprise Integration / Syslog

System / Enterprise Integration / Remote Management

System / Enterprise Integration / VMware Identity Manager
System / Security / Restricted Actions

System / Security / Data Security

System / Security / SSL Pinning

System / Security / SSL Pinning / Requirements

VMware, Inc.
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m  System / Security / SSL Pinning / Configure

m  Upload SSL Device Services Certificate

m  System/ Security / Trust Service

m  System / Security / Key Management

m  System/Help

m  System / Localization / Language Activation

m  System / Localization / Localization Editor

m  System / Report Subscriptions

m  System/ Terms of Use

s System/S/MIME

m  System / Advanced / Hub URLs

m  System / Advanced / APl / Event Notifications

m  System/Advanced / APl / REST API

m  System/Advanced / APl / SOAP API

m  System / Advanced / Device Root Certificate

m  System / Advanced / Secure Channel Certificate
m  System / Advanced / Service URLs

m  System / Advanced / Site URLs

m  System / Advanced / Query String Authentication
m  System / Advanced / Other

System / Getting Started

The Getting Started settings page lets you configure settings related to the Getting Started feature of the
Workspace ONE UEM console.

Note This setting is only configurable at a Customer-level organization group.

Setting Description

Getting Started Workspace Select to Enable or Disable (skip) the Workspace ONE section of the Getting Started wizard.
ONE Status

Getting Started Device Status Select to Enable or Disable (skip) the Mobile Device Management section of the Getting

Started wizard.

VMware, Inc. 12
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Setting Description

Getting Started Content Status Select to Enable or Disable (skip) the Mobile Content Management section of the Getting
Started wizard.

Getting Started Application Select to Enable or Disable (skip) the Mobile Application Management section of the Getting
Status Started wizard.

You can resume or skip any of these sections at any time by navigating to Getting Started in the
navigation pane of the UEM console.

System / Branding

The Branding settings page lets you configure settings related to the branding of the Workspace ONE
UEM console. Change branding to reflect company colors or visually delineate specific organization
groups.

m  Current Setting — Select whether to Inherit or Override the displayed settings. Inherit means use
the settings of the current organization group's parent OG, while Override enables the settings for
editing so you can modify the current OG's settings directly.

Branding Tab

Setting Description

Company Logo The logo that appears in the top-left of the console, the login splash page, and About Workspace ONE
UEM popup. The maximum resolution of the image is 800x300.

Login Page Background  The image that displays on the login page. The suggested resolution of the image is 1024x768.

Self-Service Portal Login  The image that displays on the self-service portal login splash page. The suggested resolution of the
Page Background image is 1024x768.

Company Website URL Selecting the company logo on the Workspace ONE UEM site leads to this URL. If this setting is left
blank, selecting the company logo leads to the admin home page.

Colors

Here you can set the color schemes for the UEM console, with a mockup illustrating your changes.

Custom CSS Tab

Setting Description

Custom CSS Insert a cascading style sheet of your own custom design that will override the console defaults.

m  Child Permission — Select the available behavior of child organization groups that exist below the
currently selected organization group. Inherit only means child OGs are only allowed to inherit these
settings. Override only means they override the settings, and Inherit or Override means you can
choose to inherit or override settings in child OGs that exist below the currently selected OG.

VMware, Inc. 13
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System / Enterprise Integration / Enterprise Integration
Services

The Enterprise Integration Services settings page is used to configure the EIS component. Note that EIS
has been upgraded into the VMware Enterprise Systems Connector and VMware Tunnel components.
You will therefore not enable or configure EIS using this page if you are using either of those components.
You may see a button to Transfer Settings, which lets you migrate your current EIS settings.

System / Enterprise Integration / Certificate Authorities

The Certificate Authorities (CA) settings page is used to configure integration with various certificate
authorities. Rather than configure specific settings, it is here that you actually add a CA and create its
request template. Available actions are listed below.

Certificate Authorities Tab
m  Select the Add button to add a new CA.
m  Select the Edit (pencil) icon for an existing CA to edit it.

m  Select the radio button for an existing CA and then select the Delete (X) icon to delete the CA.

Request Templates Tab
m  Select the Add button to add a new request template.

m  Certificate Authority — Select a CA from the drop-down list to view the request templates associated
to it.

m  Select the Edit (pencil) icon for an existing request template to edit it.

m  Select the radio button for an existing request template and then select the Delete (X) icon to delete
the request template.

System / Enterprise Integration / VMware Enterprise
Systems Connector

The VMware Enterprise Systems Connector settings page is used to configure the VMware Enterprise
Systems Connector component. Note that if you already have EIS configured then you will need to
disable it by unchecking its check box on the EIS settings page. You may see a button to Transfer
Settings, which lets you migrate your current EIS settings.

For information on VMware Enterprise Systems Connector setup, configuration, and installation —
including information about the system settings, search for AirWatch Cloud Connector in
docs.vmware.com.

VMware, Inc. 14
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System / Enterprise Integration / Directory Services

The directory services settings page lets you configure your directory service integration with Workspace
ONE UEM. In addition to manually configuring the settings below, you can also select START SETUP
WIZARD from the bottom of the page.

Note Before you are able to make changes to the Directory Services settings, you must ensure that the
Directory check box is enabled (checked) in the Authentication Mode(s) option found in the Device &
Users > General > Enrollmentpage. See Devices & Users / General / Enrollment. Override the Current
Setting for the above-linked page if necessary.

m  Current Setting — Select whether to Inherit or Override the displayed settings. Inherit means use
the settings of the current organization group's parent OG, while Override enables the settings for
editing so you can modify the current OG's settings directly.

Server Tab

Setting Description

LDAP

Directory Type Select the type of directory service that your organization uses.

Workspace ONE UEM supports open source LDAP for directory services.

DNS SRV Allow the Domain Name System Service Record to decide which server in its prioritized list of servers
can best support LDAP requests. This feature ensures continuity of services in a high availability
environment. The default setting is Disabled.

With this option disabled, Workspace ONE UEM uses your existing directory server, the address of
which you enter in the Server setting.

Supported DNS servers:

m  Active Directory integrated Microsoft DNS servers

m  Standalone Microsoft DNS servers

Server Enter the address of your directory server. This setting is only available when Enable DNS SRV is
Disabled.

Encryption Type Select the type of encryption to use for a directory services communication. The options available are
None (unencrypted), SSL, and Start TLS.

Port Enter the Transmission Control Protocol (TCP) port used to communicate with the domain controller.

The default for unencrypted LDAP directory service communication is port 389. To view a

KnowledgeBase article that lists the most up-to-date Workspace ONE UEM SaaS data center IP ranges,

refer to https://support.air-watch.com/articles/115001662168.

®  When you change the Encryption Type setting to SSL, the Port setting automatically changes to
636.

®  When you select the Add Domain button, the Port setting automatically changes to 3268.

Verify SSL Certificate This setting is only available when the Encryption Type is SSL or Start TLS. Receive SSL errors by
selecting the SSL check box.

Protocol Version Select the version of the Lightweight Directory Access Protocol (LDAP) that is in use. Active Directory
uses LDAP versions 2 or 3. If you are unsure of which Protocol Version to use, try the commonly used
value of '3'.

VMware, Inc. 15
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Setting

Use Service Account
Credentials

Bind Authentication
Type

Bind User Name

Clear Bind Password
Bind Password

Domain /Server

Is there a trust
relationship between
all domains?

Description

Use the App pool credentials from the server on which the VMware Enterprise Systems Connector is
installed for authenticating with the domain controller. Enabling this option hides the Bind user name
and Bind Password settings.

Select the type of bind authentication to enable the AirWatch server to communicate with the domain
controller.

You can select Anonymous, Basic, Digest, Kerberos, NTLM, or GSS-NEGOTIATE. If you are unsure
of which Bind Authentication Type to use,. If unsure start by setting the bind authentication type to
Basic. You will know if your selection is not correct when you click Test Connection.

Enter the credentials used to authenticate with the domain controller. This account (which the entered
user name identifies) allows a read-access permission on your directory server and binds the
connection when authenticating users. If you are unsure of which Bind Authentication Type to use, try
the commonly used GSS-NEGOTIATE. You will know if your selection is not correct when you click Test
Connection.

Select the Clear Bind Password check box to clear the bind password from the database.
Enter the password for the bind user name to authenticate with the directory server.

Enter the default domain and server name for any directory-based user accounts. If only one domain is
used for all directory user accounts, fill in the text box with the domain. This entry means that users are
authenticated without explicitly stating their domain.

You can add more domains by selecting the Add Domain option. Make sure that all the domains are in
the same forest. In this case, Workspace ONE UEM automatically changes the port setting to 3268 for

global catalog. You may choose to change the port setting to 3269 for SSL encrypted traffic, or override
it completely by entering a separate port.

This setting is available only when you have more than one domain added.

Select Yes if the binding account has permission to access other domains you have added. This added
permission means that the binding account can successfully log in from more domains.

The following options are available after selecting the Advanced section drop-down.

Setting
Advanced

Search Subdomains

Connection Timeout
Request Timeout

Search without base
DN

Use Recursive OID at
Enrollment

Use Recursive OID For
Group Sync

VMware, Inc.

Description

Enable subdomain searching to find nested users.

Leaving this option disabled can make searches faster and avoids network issues. However, users and
groups located in subdomains under the base Domain Name (DN) are not identified.

Enter the LDAP connection timeout value (in seconds).
Enter the LDAP query request timeout value (in seconds).

Enable this option when using a global catalog and when you do not want to require a base DN to
search for users and groups.

Verify user group membership at the time of enrollment. As the system runs this feature at enrollment
time, your performance may decrease with some directories.

Verify user group membership at the time of Group synchronization.
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Setting Description

Object Identifier Data Select the unique identifier that never changes for a user or group. The options available are Binary and

Type String. Typically, the Object Identifier is in a Binary format.

Sort Control Option to enable sorting. If this option is disabled, it can make searches faster and you can avoid sync
timeouts.

Azure Active Directory

Select Enabled for Use Azure AD for Identity Services and follow the on-screen steps to setup
integration with Azure Active Directory. For more information, search for the topic Enrollment Through
Azure AD Integration in docs.vmware.com.

SAML 2.0

The following Security Assertion Markup Language (SAML) options are available after selecting Use
SAML for Authentication, and are only applicable if you are integrating with a SAML identity provider.

Setting Description
Enable SAML You have the choice of using SAML authentication for Admin, Enrollment, or Self Service Portal.
authentication For UEM console administrators can select all three, or any combination of two, or select any one of the

three components.

Use new SAML A new SAML authentication endpoint has been created for end-user authentication (device enrollment
Authentication and login to SSP). This authentication replaces the two dedicated enrollment and SSP endpoints with a
endpoint single endpoint.

While you may choose to keep your existing settings, Workspace ONE UEM suggests updating your
SAML settings to take advantage of the new combined endpoint.

If you want to use the new endpoint, enable this setting and save the page. Then use the Export
Service Provider Settings to export the new metadata file and upload it to your IdP. Doing so
establishes trust between the new endpoint and your IdP.

What UEM Requires of Third-Party Identity Providers (IDP)

The following is universal for any Identity Provider (IDP).
m  All supported versions
m  The third party IDP is required to send the following SAML attributes to Workspace ONE UEM:

SAML Attribute Name SAML Attribute Format SAML Attribute value
NamelD unspecified TransientID

uid or sAMAccountName  unspecified Username attribute from UEM

m To retrieve the Username attribute used by Workspace ONE UEM, take the following steps.
1 Navigate to System > Enterprise Integration > Directory Services.

2 Select the Users tab, then Advanced and look for the attribute named Username.

VMware, Inc. 17
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3 The Mapping Value is the attribute required by Workspace ONE UEM. This could be uid or
sAMAccountName, depending on the IDP.

m  Addendum for version 1904 and later (based on KB: https://kb.vmware.com/s/article/2961194)
m  Replace the above table with the following table.

SAML Attribute Name SAML Attribute Format SAML Attribute Value

NamelD unspecified TransientID
uid or sAMAccountName  unspecified Username attribute from UEM
objectGUID unspecified Object Identifier attribute from UEM

User Tab

Setting Description
User Object Class Enter the appropriate Object Class. In most cases, this value is "user."
User Search Filter Enter the search parameter used to associate user accounts with Active Directory accounts. The

suggested format is "<LDAPUserldentifier>={EnrollmentUser}" where <LDAPUserldentifier> is the
parameter used on the directory services server to identify the specific user.

m  For AD servers, use "(&(objectCategory=person)(sAMAccountName={EnrolimentUser}))" exactly.

m  For other LDAP servers, use "CN={EnrolimentUser}" or "UID={EnrolimentUser}"

Advanced

Setting Description

Auto Merge Enable setting to allow user group updates from your directory service to merge with the associated

users and groups in Workspace ONE UEM automatically.

Automatically Sync Select Enabled to deactivate the associated user in Workspace ONE UEM when that user is disabled in

Enabled Or Disabled your LDAP directory service (for example, Active Directory, Novell e-Directory, and so on).

User Status m  Value For Disabled Status — Enter a numeric value and select the type of Lightweight Directory
Access Protocol (LDAP) attribute used to represent a user’s status. Select “Flag Bit Match” if the
user status is designated by a bitwise flag (which is the default for Active Directory).

Select “Flag Bit Match” if the user status is designated by a bitwise flag (which is the default for
Active Directory). When “Flag Bit Match” is selected, Directory Services will consider the user to be
disabled if any bits from the property match the given value.

Note If you select this option and you disable users in your directory service, the corresponding
user account in Workspace ONE UEM is marked inactive and those administrators and users are
not able to log in. In addition, enrolled devices assigned to users who are set as inactive in your
directory service are automatically unenrolled.

Enable Custom Enable custom attributes. Custom Attributes is a section that appears under the main Attribute —

Attributes Mapping Value table. You must scroll down to the bottom of the page to see the Custom Attributes.
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Setting

Attributes

Sync Attributes button

Group Tab

Description

Review and edit the Mapping Values for the listed Attributes, if necessary. These columns show the
mapping between Workspace ONE UEM user attributes (left) and your directory service attributes
(right). By default these attributes are values most commonly used in Active Directory (AD). Update
these mapping values to reflect the values used for your own or other directory service types.

If you add or remove a custom attribute, you should initiate a manual sync afterward by selecting the
Sync Attributes button.

Manually sync the attributes mapped here to the user records in Workspace ONE UEM. Attributes sync
automatically on the time schedule configured for the Workspace ONE UEM environment.

Setting
Group Object Class

Organizational Unit
Object Class

Show Advanced

Description
Enter the appropriate Object Class. In most cases this value should be group.

Enter the appropriate Organizational User Object Class.

Setting
Group Search Filter

Auto Sync Default

Auto Merge Default

Maximum Allowable
Changes

Conditional Group
Sync

Auto-Update Friendly
Name

Attribute

Description
Enter the search parameter used to associate user groups with directory service accounts.

Select this checkbox to automatically add or remove users in Workspace ONE UEM configured user
groups based on their membership in your directory service.

Select this check box to automatically apply sync changes without administrative approval.

Enter the number of maximum allowable group membership changes to be merged into Workspace
ONE UEM. Any number of changes detected upon syncing with the directory service database under
this number are automatically merged.

If the number of changes exceed this threshold, an administrator must manually approve the changes
before they are applied. A single change is defined by a user either leaving or joining a group. A setting
of 100 Maximum Allowable Changes means the Console does not need to sync with your directory
service as much.

Enable this option to sync group attributes only after changes occur in Active Directory. Disable this
option to sync group attributes regularly, regardless of changes in Active Directory.

When enabled, the friendly name is updated with group name changes made in active directory.

When disabled, the friendly name can be customized so admins can tell the difference between user
groups with identical common names. This can be useful if your implementation includes organizational
unit (OU)-based user groups with the same common name.

Review and edit the Mapping Value for the listed Attribute, if necessary. These columns show the
mapping between Workspace ONE UEM user attributes (left) and your directory service attributes
(right). By default these attributes are values most commonly used in AD. Update these mapping values
to reflect the values used for your own or other directory service types.

m  Test Connection — Click this button to test your connection with your directory service endpoint.

m Start Setup Wizard — Click this button to launch the directory service setup wizard, which walks you
through configuring DS integration.
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Limitations and Caveats

No AD passwords are stored in the Workspace ONE UEM database with the exception of the Bind
account password used to link directory services into your Workspace ONE UEM environment. That
password is stored in encrypted form in the database and is not accessible from the console. Unique
session keys are used for each sync connection to the Active Directory server.

In some instances global catalogs are used to manage multiple domains or AD Forests. If you
experience delays when searching for or authenticating users, this may be due to a complex directory
structure. You can integrate directly with the global catalog to query multiple forests using one
Lightweight Directory Access Protocol (LDAP) endpoint for better results. To do this, configure the
following settings:

= Encryption Type = None
s  Port =3268
m  Verify that your firewall allows for this traffic on port 3268.

Child Permission — Select the available behavior of child organization groups that exist below the
currently selected organization group. Inherit only means child OGs are only allowed to inherit these
settings. Override only means they override the settings, and Inherit or Override means you can
choose to inherit or override settings in child OGs that exist below the currently selected OG.

System / Enterprise Integration / Email (SMTP)

The Simple Mail Transfer Protocol (SMTP) is a protocol for sending email messages between servers.
Configure the settings on this page if you are using this protocol for sending emails from the Workspace
ONE UEM console to the enrolled device users.

Current Setting — Select whether to Inherit or Override the displayed settings. Inherit means use
the settings of the current organization group's parent OG, while Override enables the settings for
editing so you can modify the current OG's settings directly.

Setting Description

Server Enter the address of the SMTP server.

Enable SSL Select to enable Secure Socket Layer security for the email communication.
Port Enter the port value. The default port for SMTP server is 25.

Requires Credentials Select to enable basic authentication for sending outgoing mails. Then, enter the Username and

Password of an account that has the permission to send outgoing mails in the applicable fields.

Timeout in Seconds Enter the time (in seconds) that the Workspace ONE server awaits response from the SMTP server after

which the session expires.
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Setting Description

Sender's Name Enter the display name for the outgoing mails.
Sender's Email Enter email address for sending outgoing mails.
Address

m  Test Connection — Select this to check if Workspace ONE is able to communicate with the SMTP
server that you have entered in the above field.

m  Child Permission — Select the available behavior of child organization groups that exist below the
currently selected organization group. Inherit only means child OGs are only allowed to inherit these
settings. Override only means they override the settings, and Inherit or Override means you can
choose to inherit or override settings in child OGs that exist below the currently selected OG.

System / Enterprise Integration / VMware Tunnel /
Configuration

The VMware Tunnel configuration page is used to configure fundamental Tunnel architecture to establish
connectivity and trust within your environment.

VMware Tunnel offers secure method for individual applications to access corporate resources. VMware
Tunnel authenticates and encrypts traffic from individual applications on compliant devices to the back-
end system they are trying to reach. VMware Tunnel serves as a relay between your mobile devices and
enterprise systems by authenticating and encrypting traffic from individual applications to back-end
systems.

Note If you already have EIS configured then you need to disable it by unchecking its check box on the
EIS settings page. See System / Enterprise Integration / Enterprise Integration Services.

System / Enterprise Integration / Tunnel / Network Traffic
Rules

The Network Traffic Rules settings page enables you to create traffic rules to control how the Per App
Tunnel works on supported devices. The rules set on this page determine how the VMware Tunnel
handles network traffic from configured Per App VPN mobile applications.

Traffic can be blocked from specified domains, tunneled through to your internal network, bypass your
internal network, or directed to a proxy.

System / Enterprise Integration / Third Party Proxies

The Third Party Proxies settings page lets you configure an F5 or standard proxy for the SDK enabled
apps.
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System / Enterprise Integration / Peer Distribution / Peer
Distribution Software Setup

The Peer Distribution Software Setup settings page is used to download and configure the peer-to-peer
server.

For more information on Peer Distribution setup, configuration, and installation see Peer Distribution for
Win32 Applications.

System / Enterprise Integration / CDN / Akamai

The CDN system settings pages lets on-premises customers enter account information for the available
CDN providers. This feature is automatically configured for SaaS customers.

This feature lets end users in different regions download internal applications from the CDN server closest
to them, as opposed to an internal file server located remotely. Benefits include increased download
speeds for end users and reduced bandwidth for your Workspace ONE servers.

This integration requires that you have an account with the applicable CDN provider. The values on this
page can be retrieved by logging in to your CDN provider portal, locating the values, and enter them in
this page. If you are an on-premises customer who requires additional assistance, contact Workspace
ONE UEM Support.

System / Enterprise Integration / Pull Service Installers

The Pull Service Installers setting page contains links to pull service installers that you can download and
run for use in product provisioning.

For more information about pull service installers and their function, please refer to one of the many
Workspace ONE UEM product provisioning platform guides, which includes QNX, Windows Rugged,
Android Rugged, Windows 7 and macOS.

System / Enterprise Integration / SMS

Complete the fields on this page to enable Workspace ONE UEM to communicate using SMS with mobile
devices for purposes such as user or device activation messages.

m  Current Setting — Select whether to Inherit or Override the displayed settings. Inherit means use
the settings of the current organization group's parent OG, while Override enables the settings for
editing so you can modify the current OG's settings directly.

Setting Description

SMS Select to enable Workspace ONE UEM to send short message service (SMS) messages to supported
devices.

Gateway Type Select the SMS Gateway you would like to use. Settings may change based on your selection. Not all

settings are documented below.
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Setting Description

Nickname Enter the nickname for the SMS Gateway Account.

Username Enter the username used to authenticate the sender with the SMS provider.

Password Enter the password to complete the authentication of the sender with the SMS provider.

m  Child Permission — Select the available behavior of child organization groups that exist below the
currently selected organization group. Inherit only means child OGs are only allowed to inherit these
settings. Override only means they override the settings, and Inherit or Override means you can
choose to inherit or override settings in child OGs that exist below the currently selected OG.

System / Enterprise Integration / Syslog

The Syslog settings page lets you configure integration with a SIEM tool that leverages the syslog
protocol to record system events.

Security Information and Event Management (SIEM) technology gathers information about security alerts
generated by network hardware and software components. It centralizes this data and generates reports
to help you monitor activity, perform log audits, and respond to incidents. Workspace ONE UEM
integrates with your SIEM tools by sending event logs using Syslog.

m  Current Setting — Select whether to Inherit or Override the displayed settings. Inherit means use
the settings of the current organization group's parent OG, while Override enables the settings for
editing so you can modify the current OG's settings directly.

General Tab

Setting Description

Syslog Integration Enable or disable syslog integration.

Host Name Enter the URL for the SIEM tool in the Host Name text box.

Protocol Select the required protocol from available options to send the data. It is to be noted that support for

TLS v1.1 is provided.
Port Enter the port number to communicate with the SIEM tool in the Port text box.

Syslog Facility Select the facility level for the feature from the Syslog Facility menu. The syslog protocol defines the
syslog facility.
The widespread use and manipulation of the syslog protocol can clutter the meaning of the syslog
facility. However, it can roughly suggest from what part of a system a message originated and it can help
distinguish different classes of messages. Some administrators use the syslog facility in rules to route
parts of messages to different log files.

Message Tag Enter a descriptive tag to identify events from the Workspace ONE UEM console in the Message Tag
text box. For example, "AirWatch".

Message Content Enter the data to include in the transmission in the Message Content text box. This is how the message
data gets formatted when sent using syslog to your SIEM tool. Use lookup values to set the content. For
secure TCP, New line (CRLF) formatting using Enter, \n, \r does not work and gets automatically
converted to tab, \t for secure TCP.
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Advanced Tab

Setting
Console Events

Select Console Events
to Send to Syslog

Device Events

Select Device Events
to Send to Syslog

Description
Select whether to enable or disable the reporting of Console events.

Visible if you enable Console Events. For each sub-heading, select the specific events that you want to
trigger a message to syslog.

Use Select All or Clear All to select or unselect all the events all at once. To select or unselect specific
events, enable or disable the checkboxes.

Note On enabling the Console Events, by default, all events under all categories of console events
are selected.

Select whether to enable or disable the reporting of Device events.

Visible if you enable Device Events. For each sub-heading, select the specific events that you want to
trigger a message to syslog.

Use Select All or Clear All to select or unselect all the events all at once. To select or unselect specific
events, enable or disable the checkboxes.

Note On enabling the Device Events, by default, all events under all categories of device events are
selected.

m Test Connection — Use the Test Connection button to ensure successful communication between
the Workspace ONE UEM console and the SIEM tool.

= Child Permission — Select the available behavior of child organization groups that exist below the
currently selected organization group. Inherit only means child OGs are only allowed to inherit these
settings. Override only means they override the settings, and Inherit or Override means you can
choose to inherit or override settings in child OGs that exist below the currently selected OG.

System / Enterprise Integration / Remote Management

The Remote Management settings page lets you configure the Remote Management Server. This page is
used during the setup of the Remote Management Server version 3 only.

Administrators of Workspace ONE Assist, previously known as Advanced Remote Management, should
refer to the Workspace ONE Assist documentation, available at docs.vmware.com.

System / Enterprise Integration / VMware Identity

Manager

The VMware Identity Manager settings page is used to complete the VMware Identity Manager
Configuration and Access Management.

Identity Manager Configuration

System / Enterprise Integration / VMware Identity Manager/ Configuration
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Identity Manager Access Management

System / Enterprise Integration / VMware Identity Manager/ Access Management

System / Enterprise Integration / VMware Identity Manager/
Configuration

The VMware Identity Manager configuration setting is used to configure directory integration settings
between your Workspace ONE UEM instance and your Identity Manager instance.

After binding the two together, Identity Manager can make API calls related to your directory service
values. Workspace ONE UEM customers must first deploy VMware Enterprise Systems Connector and
set up directory service integration within the Workspace ONE UEM console. Then, you can use this
settings page to push your directory configuration to Identity Manager. This functionality does not allow for
Workspace ONE UEM to receive directory changes from ldentity Manager.

For more information about integrating Workspace ONE UEM with Workspace ONE Access and
deploying Workspace ONE with single sign-on to devices, see the Workspace ONE Quick Configuration
Guide.

System / Enterprise Integration / VMware Identity Manager/
Access Management

With Workspace ONE, you can easily control access to your catalog and applications. With VMware
Identity Manager, you can configure authentication methods, identity provider instances, default access
policy rules, and network ranges.

Every time a user attempts to log in, VMware Identity Manager evaluates the default access policy rules
that you have set which determines the rules that must be applied. Authentication methods are always
applied in the order that you have listed within the rule. The first identity provider instance that meets the
authentication method and network range requirements of the rule is applied. The user authentication
request is then forwarded to the identity provider instance for authentication. If the authentication fails,
then the next configured authentication method in the rule is applied.

As an administrator, if you click Access Management without configuring the integration between the
VMware Identity Manager and Workspace ONE UEM, you are prompted to complete the configuration.

Click Configure to initiate the configuration. The Access management screen allows you to configure the
Authentication Methods, Identity ProvidersandAccess Policies in the VMware Identity Manger.

1 Click Authentication Methods to configure user authentication in VMware |dentity Manager. For
more information, see Managing Authentication Methods to Apply to Users in https://
docs.vmware.com/en/VMware-ldentity-Manager/index.html.

2 Click Identity Providers to associate the authentication methods to use in the built-in identity
provider. For more information, see Using Built-in Identity Providers in https://
docs.vmware.com/en/VMware-ldentity-Manager/index.html.
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3 Click Access Policies to provide secure access to the users apps portal and to start Web and
desktop applications. For more information, see Managing Access Policies in https://
docs.vmware.com/en/VMware-ldentity-Manager/index.html.

Note Workspace ONE UEM and VMware Identity Manager use password-grant work flow that
allows access to VMware Identity Manager from Workspace ONE UEM with single sign-on (SSO).
For more information, see Single Sign-On to VMware Identity Manager from Workspace ONE UEM.

Single Sign-On to VMware ldentity Manager from Workspace ONE UEM

Workspace ONE UEM and VMware Identity Manager use password-grant work flow that allows access to
VMware Identity Manager from Workspace ONE UEM with single sign-on (SSO).

The configuration settings are in VMware Identity Manager and not in Workspace ONE UEM. The
exception to this process is configurations made in SaaS applications and access policies.
Requirements

The admin must have administrative roles in both Workspace ONE UEM and VMware Identity Manager.

Workflow

VMware Identity Manager and Workspace ONE UEM work in the back-end to authenticate the
Workspace ONE UEM admin to VMware Identity Manager. Admins authenticate to Workspace ONE UEM
with their usernames and passwords. This username and password triggers a request for an access
token from VMware. After SSO is established, all configurations made in Workspace ONE UEM are
stored in VMware Identity Manager.

AirWatch requests
an access token for

The admin selects
the URL link
VMware Identity
Manager sent

' 4 the login credentials
from VMware
Identity Manager

The admin
authenticatesto the VMware
AirWatch Console AirWatch
withusername and
password

SS0 is established
ELGE]
configurations made
in Airwatch are
ware stored inVMware

Identity Manager

admin according to select to authenticate to
configured policies VMware Identity Manager

System / Security / Restricted Actions

The Restricted Actions settings page lets you configure security-minded settings related to the actions
that administrators can perform in the Workspace ONE UEM console.

m  Current Setting — Select whether to Inherit or Override the displayed settings. Inherit means use
the settings of the current organization group's parent OG, while Override enables the settings for
editing so you can modify the current OG's settings directly.
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Send Message to All

m  Enabled — Enable this setting to allow a System Administrator to send a message to all devices in
your deployment from the Device List View.

Password Protect Admins

You can require that certain actions require admins to enter a PIN. For each action you choose to protect,
select the appropriate Password Protect Actions button for Enabled or Disabled as appropriate. This
requirement provides you with granular control over which actions you want to make more secure.

Note Some actions always require a PIN and as a result cannot be disabled. Denoted by * following.

You can set the maximum number of failed attempts the system accepts before automatically logging out
the session. If you reach the set number of attempts, you must log into the Workspace ONE UEM console
and set a new security PIN.

Setting
Admin Account Delete

*Regenerate VMware
Enterprise Systems
Connector Certificate

*APNs Certificate
Change

Application Delete/
Deactivate/Retire

Content Delete/
Deactivate

*Data Encryption
Toggle

Device Delete

*Device Wipe

Enterprise Reset

Enterprise Wipe

Enterprise Wipe
(Based on User Group
Membership Toggle)

*Organization Group
Delete

Profile Delete/
Deactivate

VMware, Inc.

Description
Prevents the deletion of an admin user account in Accounts > Administrators > List View.

Prevents the regeneration of the VMware Enterprise Systems Connector certificate in Groups
& Settings > All Settings > System > Enterprise Integration > VMware Enterprise Systems
Connector.

Prevents the disabling of APNs for MDM in Groups & Settings > All Settings > Devices & Users >
Apple > APNs For MDM.

Prevents the deletion, deactivation, or retirement of an application in Apps & Books > Applications >
List View.

Prevents the deletion or deactivation of a content file in Content > List View.

Prevents the Encryption of user information setting in Groups & Settings > All Settings > System >
Security > Data Security.

Prevents the deletion of a device in Devices > List View. Admin security PIN is still required for bulk
actions even when this setting is disabled.

Prevents any attempt to perform a device wipe from the Device List View or Device Details screens.

Prevents any attempt to perform an enterprise reset on a device from the Devices Details page of a
Windows Rugged, Rugged Android, or QNX device.

Prevents any attempt to perform an enterprise wipe on a device from the Devices Details page of a
device.

Prevents any attempt to perform an enterprise wipe on a device when it is removed from a user group.
This setting is an optional setting that you can configure under Groups & Settings > All Settings >
Devices & Users > General > Enrollment on the Restrictions tab. If you Restrict Enroliment to
Configured Groups on this tab, you then have the added option of performing an enterprise wipe a
device when it is removed from a group.

Prevents any attempt to delete the current organization group from Groups & Settings > Groups >
Organization Groups > Organization Group Details.

Prevents any attempt to delete or deactivate a profile from Devices > Profiles & Resources > Profiles.
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Setting

Provisioning Product
Delete

Revoke Certificate

*Secure Channel
Certificate Clear

User Account Delete

Change in Privacy
Settings

Delete Telecom Plan

Override Job Log
Level

*App Scan Vendor
Reset/Toggle

Shut Down

Maximum invalid PIN
attempts

Description

Prevents any attempt to delete a provisioning product from Devices > Staging & Provisioning >
Products List View.

Prevents any attempt to revoke a certificate from Devices > Certificates > List View.

Protects from any attempt to clear an existing secure channel certificate from Groups & Settings > All
Settings > System > Advanced > Secure Channel Certificate.

Prevents any attempt to delete a user account from Accounts > Users > List View.

Prevents any attempt to alter the privacy settings in Groups & Settings > All Settings > Devices &
Users > General > Privacy.

Prevents the deletion of a telecom plan in Telecom > Plan List.

Prevents attempts to override the currently selected job log level from Groups & Settings > Admin >
Diagnostics > Logging. Overriding the Job Log Level is useful when a device or group of devices is
having an issue. In this case, the admin can override those device settings by forcing an elevated log
level to Verbose, which logs the maximum level of console activity, making it ideal for troubleshooting.

Prevents the resetting (and subsequent wiping) of your app scan integration settings. This action is
performed in Groups & Settings > All Settings > Apps > App Scan.

Prevents any attempt to shut down the device in Devices > List View > Device Details.

Defines the maximum number of invalid attempts at entering a PIN before the console locks down. This
setting must be between 1 and 5.

Required Notes for Action

You can also require admins to enter notes using the Require Notes check box and explain their
reasoning when performing these actions.

Setting
Lock Device
Lock SSO
Device Wipe

Enterprise Reset

Enterprise Wipe

Override Job Log
Level

Reboot Device

Shut Down

Description

Require a note for any attempt to lock a device from Device List View or Device Details.

Require a note for any attempt to lock an SSO session from Device List View or Device Details.
Require a note for any attempt to perform a device wipe from Device List View or Device Details.

Require a note for any attempt to enterprise reset a device from the Device Details page of a Windows
Rugged or Rugged Android device.

Require a note for any attempt to perform an enterprise wipe from Device Details.

Require a note before attempts to override the default job log level from Groups & Settings > Admin >
Diagnostics > Logging.

Require a note before a reboot attempt from Devices > List View > Device Details.

Require a note before a shut down attempt from Devices > List View > Device Details.

m  Child Permission — Select the available behavior of child organization groups that exist below the
currently selected organization group. Inherit only means child OGs are only allowed to inherit these
settings. Override only means they override the settings, and Inherit or Override means you can
choose to inherit or override settings in child OGs that exist below the currently selected OG.
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System / Security / Data Security

The Data Security settings page lets you encrypt user information to further secure your user data, which
includes an end user's first name, last name, email, and phone number.

Enabling this feature limits some Workspace ONE UEM functionality, such as search, sort and filter.
Consider the implications carefully before enabling this feature.

m  Current Setting — Select whether to Inherit or Override the displayed settings. Inherit means use
the settings of the current organization group's parent OG, while Override enables the settings for
editing so you can modify the current OG's settings directly.

Setting Description
Encrypt User Select Enabled and then select each user data field you would like to encrypt. Encrypting a field means
Information it will not display in other parts of the Workspace ONE UEM console. However, doing so also disables

search, sort and filter on the items selected.

m  Child Permission — Select the available behavior of child organization groups that exist below the
currently selected organization group. Inherit only means child OGs are only allowed to inherit these
settings. Override only means they override the settings, and Inherit or Override means you can
choose to inherit or override settings in child OGs that exist below the currently selected OG.

System / Security / SSL Pinning

The SSL Pinning settings page is where you can add domains of Workspace ONE UEM Device Services
and auxiliary components, which can help prevent man-in-the-middle (MITM) attacks by enabling an
additional layer of trust between the listed hosts and devices.

The certificates and domains you add here serve as a trusted form of validation that functions in addition
to the standard certificate check a device performs against a Workspace ONE UEM component server.
When devices establish sessions with your Workspace ONE UEM component servers, they also check
the certificate against this stored certificate to guard against MITM attacks.

When you first navigate to this page, the Device Services site URL displays. However, no certificate data

is present until you upload a certificate.

Important The SSL pinning feature is only functional if it is used in conjunction with a Workspace
ONE UEM application that supports certificate pinning.

Setting Description

On/Off Enable or disable pinning using this switch. If you turn pinning from on to off, it terminates all pinning at
the current organization group and all the child organization groups underneath it.

Upload (under Device Select this button in the Device Services section of the page to add the Hostname and upload the

Services) certificate used for validation. If you have load-balanced Device Services servers, you also need to
upload the certificates for each server. You will not see this button if you already have a device services
certificate populated.
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Setting Description

Sync After uploading your Device Services certificate, you need to select Sync to initiate pinning. After, the
sync status changes to a green color to indicate pinning was successful and the page should display
your synced pin list.

Add Host (under Select to add auxiliary components other than Device Services that you also want to enable pinning for.
auxiliary) On the Add Pinned Host dialog, enter the following:

m  Host - Enter the fully qualified domain name of the host.

m  Required — Select to require the certificate pin to be pinned at all child organization groups and
prevent it from being disabled or modified by c