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Managing Devices with
Workspace ONE UEM

Manage devices in your fleet and perform functions on a particular set of devices with
Workspace ONE UEM powered by AirWatch.

You can examine the data flow with the Monitor and take a closer look at your fleet with Device
Dashboard. You can group devices together and create customized lists with the Device List
View.

You can also generate Reports and use Tags to easily identify devices. You can even set up the
Self-Service Portal (SSP) to enable end users to manage their own devices and reduce the strain
on Help Desk personnel.

This chapter includes the following topics:
m  Device Dashboard

m  Device List View

m  Device Details

m  Device Actions by Platform

= Enrollment Status

m  Wipe Protection

m  Shared Devices

m  Lookup Values

Device Dashboard

As devices are enrolled, you can manage them from the Device Dashboard in Workspace ONE
UEM powered by AirWatch.

The Device Dashboard provides a high-level view of your entire fleet and allows you to act on
individual devices quickly.

You can view graphical representations of relevant device information for your fleet, such as
device ownership type, compliance statistics, and platform and OS breakdowns. You can access
each set of devices in the presented categories by selecting any of the available data views from
the Device Dashboard.

VMware, Inc. 8



Managing Devices

From the List View, you can take administrative action: send messages, lock devices, delete
devices, and change groups associated with the device.

Security — View the top causes of security issues in your device fleet. Selecting any of the
doughnut charts displays a filtered Device List view comprised of devices affected by the
selected security issue. If supported by the platform, you can configure a compliance policy
to act on these devices.

s Compromised - The number and percentage of compromised devices (jailbroken or
rooted) in your deployment.

m  No Passcode - The number and percentage of devices without a passcode configured
for security.

= Not Encrypted - The number and percentage of devices that are not encrypted for
security. This reported figure excludes Android SD Card encryption. Only those Android
devices lacking disc encryption are reported in the donut graph.

Ownership - View the total number of devices in each ownership category. Selecting any of

the bar graph segments displays a filtered Device List view comprised of devices affected by

the selected ownership type.

Last Seen Overview/Breakdown - View the number and percentage of devices that have
recently communicated with the Workspace ONE UEM MDM server. For example, if several
devices have not been seen in over 30 days, select the corresponding bar graph to display
only those devices. You can then select all these filtered devices and send them a message
requesting that they check in.

Platforms - View the total number of devices in each device platform category. Selecting any
of the graphs displays a filtered Device List view comprised of devices under the selected
platform.

Enroliment - View the total number of devices in each enroliment category. Selecting any of
the graphs displays a filtered Device List view comprised of devices with the selected
enrollment status.

Operating System Breakdown - View devices in your fleet based on operating system.
There are separate charts for each supported OS. Selecting any of the graphs displays a
filtered Device List view comprised of devices running the selected OS version.

Device List View

Use the Device List View in Workspace ONE UEM powered by AirWatch to see a full listing of
devices in the currently selected organization group.

For information about a specific device, see the Device Detalils.
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The Last Seen column displays an indicator showing the number of minutes elapsed since the

e
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device has checked-in. The indicator is red or green, depending on how long the device is
inactive. The default value is 480 minutes (8 hours) but you can customize this by navigating to
Groups & Settings > All Settings > Devices & Users > General > Advanced and change the
Device Inactivity Timeout (min) value.

Select a device-friendly name in the General Info column at any time to open the details page for
that device. A Friendly Name is the label you assign to a device to help you differentiate devices
of the same make and model.

Sort by columns and configure information filters to review activity based on specific information.
For example, sort by the Compliance Status column to view only devices that are currently out-

of-compliance and target only those devices. Search all devices for a friendly name or user name
to isolate one device or user.

Customize Device List View Layout

Display the full listing of visible columns in the Device List view by selecting the Layout button

and select the Custom option. This view enables you to display or hide Device List columns per

your preferences.

There is also an option to apply your customized column view to all administrators at or below

the current organization group (OG). For instance, you can hide 'Asset Number' from the Device
List views of the current OG and of all the OGs underneath.

Once all your customizations are complete, select the Accept button to save your column
preferences and apply this new column view. You can return to the Layout button settings at any
time to tweak your column display preferences.

VMware, Inc.
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Some notable device list view custom layout columns include the following.
= Android Management

m  SSID (Service Set Identifier or Wi-Fi network name)

= Wi-Fi MAC Address

= Wi-Fi IP Address

m  Public IP Address

Exporting List View

Select the Export button to save an XLSX or CSV (comma-separated values) file of the entire
Device List View that can be viewed and analyzed with MS Excel. If you have a filter applied to
the Device List View, the exported listing reflects the filtered results.

Search in Device List View

You can search for a single device for quick access to its information and take remote action on
the device.

To run a search, navigate to Devices > List View, select the Search List bar and enter a user
name, device-friendly name, or other device-identifying element. This action initiates a search
across all devices, using your search parameter, within the current organization group and all
child groups.

Device List View Action Button Cluster

[o QUERY ] [' SEMD ] [ﬁ LOCK ] [c REBOOT DEVICE ] [ REMOTE ASSIST Vl [ MORE ACTIONS W

With one or more devices selected in the Device List View, you can perform common actions
with the action button cluster including Query, Send [Message], Lock, and other actions accessed
through the More Actions button.

Available Device Actions vary by platform, device manufacturer, model, enroliment status, and
the specific configuration of your Workspace ONE UEM console.

For a full listing of remote actions an admin can invoke using the console, see Device Actions by
Platform.

Remote Assist

You can start a Remote Assist session on a single qualifying device allowing you to remotely
view the screen and control the device. This feature is ideal for troubleshooting and performing
advanced configurations on devices in your fleet.

To use this feature, you must satisfy the following requirements.

m  You must own a valid license for Workspace ONE Assist.
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m  You must be an administrator with a role assigned that includes the appropriate Assist
permissions.

m  The Assist app must be installed on the device.

m  Supported device platforms:

= Android
s |OS
m  macOS

= Windows 10
s Windows Mobile

Select the check box to the left of a qualifying device in the Device List View and the Remote
Assist button displays. Select this button to initiate a Remote Assist session.

For more information, see the Workspace ONE Assist guide, available on docs.vmware.com.

Hover-Over Pop-Up Window in Device List View

Each device in the General Info column features a tool tip icon in the shape of a folder located in
the upper-right corner next to the device friendly name. When this icon is tapped (mobile touch
device) or hovered-over with a mouse pointer (PC or Mac), it displays a Hover-Over pop-up
window. This pop-up window contains information such as Friendly Name, Organization Group,
Group ID, Management, and Ownership.

Similar tool tip icons are found in the Enroliment and Compliance Status columns in the Device
List view. These tool tip icons feature Hover-Over Pop-Up windows displaying Enroliment Date
and Compliance Violations respectively.

Filtering Devices in List View

You can apply filters to view only the devices you want to see. Select the Filter button to display
all of the following filters to view only those devices that fit the categories you select.

Specify as many filters as you want. The device listing does not update until you select the Apply
button *.

Setting Description

Management Display devices that have App Level management or devices managed by Catalog, Container,
or MDM. Display devices managed by an Unknown method, are Offline, or All management
methods.

Ownership Display devices that have the ownership levels Corporate - Dedicated, Corporate - Shared,

Employee Owned, or Unassigned. You can filter one or more ownership levels at a time.

Smart Groups Display devices that are part of the Smart Group that you select. Click the Search text box and
select from the list of Smart Groups that appear. Scroll down to view the alphabetical listing of
Smart Groups.

VMware, Inc. 12


https://docs.vmware.com

Managing Devices

Setting

User Groups

Device Type

Platform

Android Management

*

Device Models *

OS Version *

Security

Compromised

Encryption
Passcode
Status

Enrollment Status

Last Seen

Compliance

Enrollment History
Advanced

MAC Address

VMware, Inc.

Description

Display devices that are part of the User Groups that you select. Click the Search text box and
select from the list of User Groups that appear. Scroll down to view the alphabetical listing of
User Groups.

Select from among the full listing of device platforms. You can filter more than one platform at a
time.

Available only when Android platform is selected.

You must select at least one platform and click the Apply button before you can select
management types.

Filter among the device management types specific to the Android platform. You can also
enable the Android Management column to appear by Customize Device List View Layout. This
column also appears in Exporting List View.

You must select at least one platform and click the Apply button before you can select device
models.

You must select at least one platform and click the Apply button before you can select OS
versions. When you select multiple platforms, a list of OS versions displays grouped by each
selected platform.

Select from among Compromised, Not Compromised, Unknown, or All of the above.

A compromised device is a device that has been 'jailbroken' (for iOS devices) or 'rooted' (for
Android devices).

Select from among Encrypted, Not Encrypted, Unknown, or All of the above.

Select from among Passcode, No Passcode, Unknown, or All passcode options.

Select from among Enrolled, Enterprise Wipe Pending, Device Wipe Pending, Unenrolled, or
All of the above.

Display devices based on how long ago they checked in. Use the minimum and maximum text
boxes in the Last Seen (days) option to display devices last seen within a range of days.
Entered numbers are inclusive: an entry of 1 displays all devices last seen more than 1 day but
less than 2 days ago. An entry of 2 displays all devices last seen more than 2 days but less than
3 days ago, and so on. An entry of zero displays devices last seen more than O days but less
than 1 day (24 hours) ago.

To display devices last seen more than (or equal to) the maximum entered number of days,
leave the minimum text box blank.

To display devices last seen less than (or equal to) the minimum entered number of days, leave
the maximum text box blank.

Select from among Compliant, Non-Compliant, Pending Compliance Check, Not Available,
Unknown, or All of the above.

Select enroliment dates from among Past Day, Past Week, Past Month, or All enroliment dates.

Filter by the media access control address of a device.
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Setting

IP Range

Tags

Tunnel

Content Compliance

Lost Mode

Description

Filter devices by their currently-assigned internet protocol address. Enter IP addresses in the IP
Range Start and IP Range End text boxes to display devices that fall within that range.

The current IP address can be one of many associated IP addresses of a device, most of which
can be found on the Network tab of Device Details.

View devices by their assigned tags for which you can search and select from a drop-down
menu.

Select between showing all devices, showing devices connected to the tunnel, and devices not
connected to the tunnel.

Select between showing all devices, showing only those devices missing required docs, and
only those devices lacking the latest version of required content.

View all devices or only devices with Lost Mode enabled. Applicable to iOS devices only.

After applying multiple filters, you can glance at the circled number badge to the right of the
Filters button to see exactly how many filters are applied to produce the listing.

You can clear all selected filters and return to the full device listing by selecting the 'X' next to the

Filter button.

Add a Device from List View

You can add or register a device including user assignment, custom attributes, and tagging.

Procedure

1 Navigate to Devices > List View or Devices > Lifecycle > Enrollment Status.

2 Select the Add Device button. The Add Device page displays. Complete the following

settings.

Table 1-1. User

Setting

Search Text

Description

Each device must be assigned to a user. Search for a user with this text box by entering
search parameters and select the Search User button. You can select a user from among
the search results or select the link Create New User.

Table 1-2. Create New User

Settings Description

Security Type Select between Basic and Directory users. For more information, see the topics, Basic
Authentication, and Active Directory Authentication.

User name Enter the user name by which your user is identified in your environment.

Password, Confirm
Password

Enter and confirm the password that corresponds to the user name.

Email Address

Enter the email address for the user account.
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Table 1-2. Create New User (continued)

Settings

Description

Enroliment
Organization Group

The organization group (OG) that serves as the enroliment OG for the device enrollment.

Show advanced user

details

Table 1-3. Device

Display all the advanced user details, including comprehensive information covering user
name, user phone number, and manager name. Also included are optional identification
settings such as department, employee ID, and cost center.

Select the default User Role for the user you are adding which determines which
permissions the user has while using a connected device. For more information, see the
topic User Roles.

Settings

Description

Expected Friendly
Name

A device's Expected Friendly Name is the label you assign to a device to help you
differentiate devices of the same make and model.

You can opt for a manually entered friendly name or you can incorporate lookup values. For
details, see Lookup Values.

Organization Group

Select the organization group from the drop-down menu with which the device is to be
associated.

Ownership Select the device ownership from the drop-down menu. Select between None, Corporate -
Dedicated, Corporate - Shared, and Employee-Owned.
Platform Select the platform of the device from the drop-down menu.

Show advanced
device information
options

Display all the advanced device information settings.

Table 1-4. Advanced Device Information Settings

Settings Description

Model Select the device model from the drop-down listing. The contents of this drop-down menu
depend upon the selection made in the Platform drop-down menu.

oS Select the device's operating system from the drop-down listing. The contents of this drop-
down menu depend upon the selection made in the Platform drop-down menu.

UDID Enter the device's Unique Device ldentifier.

Serial Number

Enter the device's serial number.

IMEI

Enter the device's 15-digit International Mobile Station Equipment Identity.

SIM

Enter the device's SIM card specifications.

Asset Number

VMware, Inc.
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Table 1-5. Messaging

Setting Description

Message Type Select the type of message you want to send (None, SMS, or Email) to the device upon a
successful enrollment to the environment.

Email Address Enter the email address to which you want the enrollment message sent.

This text box is only available when Email is selected as the Message Type.

Email Message Select the email template from the drop-down menu. There is a link you can use to open the
Template Message Template page where you can create an email message template.
Phone Number Enter the phone number to which you want the SMS text message sent.

This text box is only available when SMS is selected as the Message Type.

SMS Message Select the SMS template from the drop-down menu. There is a link you can use to open the
Template Message Template page where you can create an SMS message template.

(Optional) Assign Custom Attributes to the device. Select the Add button and supply an
Attribute and its Value.

(Optional) Assign Tags to the device. Select the Add button and select a tag from the drop-
down menu for each tag you want to assign.

Select Save.

Unenrolled Devices

Unenrolled devices can be viewed in the Workspace ONE UEM console provided they were
registered or held an enrolled status in the past. You can also get access to troubleshooting logs
made before a device's unenroliment from the UEM console.

Unenrolled Status

An unenrolled device is a device in one of three possible scenarios.

1

The device is new to Workspace ONE UEM and is not registered, not enrolled, and therefore
not managed. A device in this scenario cannot be seen in the UEM console.

The new device has begun the Workspace ONE enrollment process and is registered with the
UEM console but not yet fully enrolled. This scenario normally occurs during a wave of new
enrollments where devices are registered as a way of restricting enrollment. The mechanism
that allows registered devices to enroll is a device whitelist. A device in this state can be seen
by the UEM console with the status 'unenrolled'. Given that a registered device is traditionally
a part of the enrollment process, a device does not remain in this scenario for long.

A device can also become unenrolled if the device end user manually removes the MDM
profile from the device.

For more information, see Deleting Devices.
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Access Troubleshooting Logs Made Before Unenroliment

You can access Troubleshooting/Commands logs made before the device was unenrolled. These
logs can be useful to get a full picture of the device's history.

Procedure

1 Navigate to Devices > List View.

2 Select a device you know to have been unenrolled in the past.
You have the option to Filter the list view to show only devices with a Status of Unenrolled.
When you select a device, the Details View displays.

3 Select the More tab drop-down, then select Troubleshooting, followed by the Commands
tab.

What to do next

If you do not intend to re-enroll a previously unenrolled device to the same customer
organization group again, consider deleting the device record permanently so the device history
is clear upon re-enroliment. Contact Workspace ONE Support to make this arrangement.

Bulk Actions in Device List View

Once you filter a subset of devices, you can perform bulk actions to multiple devices by selecting
devices and then selecting from the action button cluster.

[o QUERY ] [’ SEND l Ia LOCK ] [ MORE ACTIONS WV

Bulk actions are only available in the Device List View if they are enabled in the system settings
(Groups & Settings > All Settings > System > Security > Restricted Actions). Password Protect
Actions require a PIN to perform.

With devices selected in the List View, the number of devices selected is displayed next to the

action buttons. This number includes filtered devices that are selected as well.

Note In the Device List View, the bulk actions available when you select a block of devices with
the shift key may be different than the bulk actions available when you use the Global check box.

For more information about affected actions, see Device Action Descriptions and for details
about selection methods, see Selecting Devices in Device List View.

Bulk Management Limit in Device List View

You can set a maximum number of devices that can receive a bulk action command to ensure
smooth operations when managing a large device fleet.

Change these limits by navigating to Groups & Settings > All Settings > Devices & Users >
Advanced > Bulk Management. There are several device actions listed for which you can change
the maximum devices allowed for that action.
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When a bulk management limit is in place and multiple devices are selected, a link appears next
to the 'number of items selected' message which reads: Some actions disabled due to bulk
limits. This means that the number of devices you have selected exceed the maximum number of
devices allowed for certain device actions.

You can select this link to learn which actions have been disabled.

Queued Bulk Action Warning in Device List View

Bulk actions take time to process. When you initiate a new bulk action while the Workspace ONE
™ UEM console is processing an existing bulk action, a warning message displays.

Your previous bulk actions requested are still being processed. This request is run once the previous
actions are complete. Do you want to continue with the current request?

Select Yes to add the new bulk action to the queue. Select No to cancel the new bulk action.

Selecting Devices in Device List View

You can select individual devices on a page by ticking individual check boxes to the left of each
device. You can also select a block of devices across multiple pages. You can even select all
devices in your entire fleet, which might trigger the restricted actions warning.

Selecting a Block of Devices

You can select a contiguous block of devices, even across multiple pages, by selecting the
device check box at the beginning of the block. Next, hold down the shift key, then select the
device check box at the end of the block. This action is similar to the block-selection in the
Windows and Mac environments and it allows you to apply bulk actions to those selected
devices.

Selecting All Devices

The Global check box, located to the left of the Last Seen column header, can be used to select
or deselect all devices in the listing. If your List View contains a filtered listing of devices, the
Global check box can be used to select or deselect all filtered devices.

When the Global check box features a green minus sign (&), it means at least one but not all
devices are selected. Select this icon again and it changes to a check mark sign (&), indicating
that all devices in the listing (either filtered or unfiltered) have been selected. Select it a third time
and it changes again to an empty check box ('), indicating that no devices in the listing are
currently selected.

Note In the Device List View, the bulk actions available when you select a block of devices with
the shift key may be different than the bulk actions available when you use the Global check box.

For more information about affected actions, see Device Action Descriptions.
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Restricted Action Warning on All Devices Selected

When you initiate an action with all devices in your fleet selected, a warning message is
displayed.

You are attempting to act on [number of selected] devices. This action may not apply to all
devices. Certain limitations of this action include enroliment status, management type, device
platform, model, or OS.

This warning is an acknowledgment of the diverse nature of a large device fleet featuring a
multitude of different manufacturers, operating systems, and capabilities. It is unrelated to the
Bulk Management Limit and any warnings it might generate. If you have a Bulk Management
Limit in place, then this Restricted Action Warning message does not display.

Deleting Devices
You can delete an enrolled device from the Workspace ONE UEM console.

Deleting a device removes the device from the Device List View, excluding it from all device
management functions and features. However, a deleted device is still registered with the UEM
console and gets added to the whitelist. This addition means the deleted device can be re-
enrolled easily. A device can remain in this scenario indefinitely. You can retain up to
approximately 150,000 devices on this whitelist. Contact support if your needs exceed this
amount.

You can remove the registration record of any whitelisted device at any time, which makes the
device unseen and unknown by the UEM console. A device in this scenario can be enrolled at a
future date.

Alternately, you can remove the device from the whitelist and add the device to a blacklist,
preventing future enrollment and effectively banning the device from your fleet.

For more information about Blacklisting and Whitelisting devices, see Blacklisting and Whitelisting
Device Registration and Add a Blacklisted or Whitelisted Device.

You can delete a device from the Device List View or the Device Details View.

1 Navigate to Devices > List View and select the device you want to delete by clicking the
check box to the left of the device listing.

a Some devices cannot be deleted from the list view. If you want to delete such a device,
navigate to Devices > List View and instead, select the device Friendly Name in the
General Info column. This action displays the Details View. The Friendly Name is the label
you assign to a device to help you differentiate devices of the same make and model.

2 Locate the More Actions button and select it.
3 Select Delete Device and select OK at the confirmation prompt.

Results: the Device List View entry for the deleted device includes the "Deleting" indicator.
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Device Details

You can see information for a single device and access user and device management actions
quickly by viewing the Device Details page in Workspace ONE UEM powered by AirWatch.

Access Device Details by selecting a device friendly name from one of the available Dashboards,
or by using the available search tools in the Workspace ONE UEM console. A Friendly Name is
the label you assign to a device to help you differentiate it from devices of the same make and
model.

The main page features several major sections.

= Notification Badges - Displays the Compromised State, Compliance Violations, Enroliment
Date, time Last Seen for the selected device, and GPS/Location Service Availability (for
Android devices only).

m  Security - Displays security settings such as which management software was used for
enrollment, passcode status, and data protections.

m If you enroll a device with the Browser Web app or Container app and later download
and run the Workspace ONE Intelligent Hub app on the device, the 'Managed by
Container' indicator changes to 'Hub Registered' to reflect the presence of the
Workspace ONE Intelligent Hub.

m  User Info - Displays basic user information including full name and email.

m Device Info - Displays device details such as organization group, location, smart groups,
serial number, UDID, asset number, power status, storage capacity, physical memory,
warranty information, and device tags in alphabetical order. Battery health applies to Zebra
Android devices only.

m  Profiles - Displays all profiles such as installed (active), assigned (inactive), and unmanaged
(sideloaded).

m  Apps - Displays all installed apps, both automatic apps and on-demand apps.

m  Content - Displays content marked as 'Required' by the administrator in the Workspace ONE
UEM Managed Repository and in the admin repository.

m Certifications - Displays all installed certificates, including certifications near their expiration
date.
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= Admin Applications - Displays the installed Workspace ONE Intelligent Hub information
including version number.

m  Zebra Battery Information (for Zebra Android devices only) — Displays detailed battery
information including battery health, manufacture date, serial number, and part number.

Device Details Dashboard

The dashboard displays basic device information such as the device friendly name. Other
detailed information includes device type, device model, OS version number, ownership type,
device action button cluster, and Recent List indicator.

» List view 1/10

esktop Wlndows Desktop 041 gTdp [

Whware Virtual Platform 10.0.1904 Ownership: Corporate - D

Selecting the arrow buttons in the Recent List indicator changes the selected device based on its
position in the filtered List View.

You can also initiate a Remote Assist session on qualifying devices. For details, see Remote
Assist.

Device Details Menu Tabs

You can use the Menu Tabs to access specific device information, which varies depending on the
selected device platform.

Menu Tab Description

Summary View general statistics such as enrollment status, compliance, last seen, GPS availability, platform/
model/OS, organization group, serial number, power status, storage capacity, physical memory, and virtual
memory.

Compliance Display the status, policy name, date of the previous and forthcoming compliance check and the actions
already taken on the device. The Compliance tab includes advanced troubleshooting and convenience
features.

m Non-Compliant devices, and devices in pending compliance status, have troubleshooting functions

available. You can reevaluate compliance on a per-device basis ( =) or get detailed information about

the compliance status on the device ( ' ).

m  Users with Read-Only privileges can view the specific compliance policy directly from the Compliance
tab while Administrators can make edits to the compliance policy.

Profiles View all profiles currently assigned, installed, and unmanaged on a device.

Apps View all apps currently assigned and installed on the device.
The App Compliance column identifies SDK-built applications that are non-compliant with SDK App
Compliance settings. Find these settings in Groups & Settings > All Settings > Settings and Policies > SDK
App Compliance.

Content View the status, type, name, version, priority, deployment, last update, date, time of views, and content on
the device marked 'Required' by the administrator in the Workspace ONE UEM Managed Repository. This
tab also provides a toolbar for administrative action (install or delete).
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Menu Tab

Location

User

More

More,cont.

VMware, Inc.

Description

View current location or location history of a device. Select the Period or length of time you are looking
back in Search of location data points. The Custom Period enables you to select a range of dates and
times in 5-minute increments. You can also review latitude and longitude coordinates of these data points
by moving the pointer over location markers on the map.

Enable the collection of location data by navigating to Groups & Settings > All Settings > Devices & Users
and selecting the platform-specific Hub Settings page. For more information about location data as it
relates to privacy, see GPS Coordinates for Privacy Best Practices.

Edit the number of location data points collected and the minimum distance between locations by
navigating to Groups & Settings > All Settings > Installation > Maps.

Access details about the user of a device and the status of the other devices enrolled to this user.

These additional menu tabs vary based on the device platform.

m  Network - View current network information (Cellular, Wi-Fi, Bluetooth, IMEI) of a device.

m  Security - View current security status of a device based on security settings.

m  Telecom - View amounts of calls, data, and messages sent and received.

m  Notes - View and add notes regarding the device. For example, note the shipping status or if the
device is in repair and out of commission.

m  Certificates - Identify device certificates by name and issuant. This tab also provides certificate
expiration dates.

m  Products - View complete history and status of all product packages provisioned to the device and
any provisioning errors. You can also Force Reprocess (redeploy) a product.

m  Terms of Use - View a list of End-User License Agreements (EULASs) which have been accepted during
enrollment.

m  Alerts - View all alerts associated with the device.

m  Shared Device Log - View the history of the shared device including past check-ins and check-outs
and status.

m  Status History - View history of device in relation to enroliment status.

m  Targeted Logging - View the logs for the Console, Catalog, Device Services, Device Management, and
Self Service Portal. You must enable Targeted Logging in settings and a link is provided for this
purpose. You must then select the Create New Log button and select a length of time the log is
collected.

m  Troubleshooting - View Event Log and Commands logging information. This page features export and
search functions, enabling you to perform targets searches and analysis.

m  Event Log - View detailed debug information and server check-ins, including a Filter by Event
Group Type, Date Range, Severity, Module, and Category.

In the Event Log listing, the Event Data column may display hypertext links that open a separate
screen with even more detail surrounding the specific event. This information enables you to
perform advanced troubleshooting such as determining why a profile fails to install.

m  Commands - View detailed listing of pending, queued, and completed commands sent to the
device. Includes a Filter enabling you to filter commands by Category, Status, and specific
Command.

m  Attachments - Use this storage space on the server for screenshots, documents, and links for
troubleshooting and other purposes without taking up space on the device itself.
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Device Actions by Platform

As a Workspace ONE UEM powered by AirWatch administrator, you can run commands
remotely to individual (or bulk) devices in your fleet and different platforms offer different
actions. Each of these platform-specific device actions and definitions represents remote
commands an admin can start from the UEM console.

For more information, see Device Action Descriptions.

Apple Apple Apple Chrome Windows Win Windows
Action Android iOS macOS TV oS QNX Rugged 7. Desktop
Add Tag. v v v v v v v v v
Workspace ONE v v v ()
Intelligent Hub
(Query)
Apps (Query) v v v v () v
Books (Query) v
Cancel Log v
Request.
Certificates (Query) v v v v v () v
Change Device v v
Passcode
Change v v v v v v v v v
Organization Group
Change Ownership v v v v v v v v v
Clear Activation v
Lock
Clear Passcode v v v
(Device)
Clear Passcode v
(Container)
Clear Passcode v
(Restrictions
Setting)
Delete Device. v v v v v v v v v
Device Information v v v v v v v () v
(Query)
Device Wipe v v v v v v
Edit Device. v v v v v v v v v
Enable/Disable v/
Lost Mode
Enroll v v v v v
Enterprise Reset v v

VMware, Inc.
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Apple Apple Apple Chrome Windows Win Windows
Action Android iOS macOS TV oS QNX Rugged 7. Desktop
Enterprise Wipe v v v v v v v v v
File Manager v v
Find Device. v v
Force BIOS v
Password Reset.
iOS Update v
Location 4 4 v v 4 v
Lock Device 4 4 v 4 v
Lock SSO v v
Managed Settings v v
Mark Do Not 4 4
Disturb
Override Job Log v
Level.
Profiles (Query) v v v v v ()
Provision Now 4 4
Query All. v v v v v v v v
Reboot Device 4
Registry Manager v
Remote Control 4 v 4
Remote 4 4 4 v 4 v
Management
Remote View 4 v v v v
Rename Device.
Request Debug v
Log
Request Device v v v v
Check-In
Request Device v
Location
Restart Workspace v
ONE Intelligent Hub
Security (Query) v v v v (%) v
Send Message. v v v v v v v v
Start AirPlay. v v
Start AWCM. v v
Stop AWCM. v v
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Apple Apple
Action Android iOS macOS

Sync Device v v
Task Manager

View BIOS
Password.

View Manifest

Warm Boot

Apple Chrome Windows Win Windows
TV (0] QNX Rugged 7. Desktop
v
v
v
v
v v

(*) This Windows 7 action is satisfied by running a Query All command, which returns all the same
information as if each Query command were run separately.

VMware, Inc.
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Device Action Descriptions

View a detailed description of each action that can be run on a device, remotely from the
Workspace ONE UEM console. This list is platform-agnostic.

VMware, Inc.

Add Tag - Assign a customizable tag to a device, which can be used to identify a special
device in your fleet.

Apps (Query) - Send an MDM query command to the device to return a list of installed
applications.

Books (Query) - Send a query command to the device to return a list of installed books.

Certificates (Query) - Send an MDM query command to the device to return a list of installed
certificates.

Change Device Passcode - Replace any existing device passcode used to access the
selected device with a new passcode.

Change Organization Group - Change the device's home organization group to another
existing OG. Includes an option to select a static or dynamic OG.

m If you want to change the organization group for multiple devices at a time, you must
select devices for the bulk action using the Block selection method (using the shift-key)
instead of the Global check box (next to the Last Seen column heading in the device list
view).

Change Ownership - Change the Ownership setting for a device, where applicable. Choices
include Corporate-Dedicated, Corporate-Shared, Employee Owned and Undefined.

Clear Activation Lock - Clear the Activation Lock on an iOS device. With the Activation Lock
enabled, the user requires an Apple ID and password before taking the following actions:
disabling Find My iPhone, factory wipe, and reactivate to use the device.

Clear Passcode (Container) - Clear the container-specific passcode. To be used in situations
where the user has forgotten their device's container passcode.

Clear Passcode (Device) - Clear the device passcode. To be used in situations where the
user has forgotten their device's passcode.

Clear Passcode (Restrictions Setting) — Clear the passcode that restricts device features
such as application installation, Safari use, camera use and more.

Delete Device - Delete and unenroll a device from the console. Sends the enterprise wipe
command to the device that gets wiped on the next check-in and marks the device as Delete
In Progress on the console. If the wipe protection is turned off on the device, the issued
command immediately performs an enterprise wipe and removes the device representation
in the console.

Device Information (Query) - Send an MDM query command to the device to return
information on the device such as friendly name, platform, model, organization group,
operating system version, and ownership status.
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m  Device Wipe - Send an MDM command to wipe a device clear of all data and operating
system. This action cannot be undone.

m Edit Device - Edit device information such as Friendly Name, Asset Number, Device
Ownership, Device Group Device Category.

m  Enable/Disable Lost Mode - Use this device action to lock a device and send a message,
phone number, or text to the lock screen. The device end user cannot disable Lost Mode.
When an admin disables Lost Mode, the device returns to normal functionality. Users receive
a message that tells them that the location of the device was shared. (i0OS 9.3 + Supervised)

m  Request Device Location - Query a device when in Lost Mode and then use the Location
tab to find the device. (i0OS 9.3 + Supervised)

= Enroll - Send a message to the device user to enroll their device. You can optionally use a
message template that can include enroliment information such as step-by-step instructions
and helpful links. This action is only available on unenrolled devices.

m  Enterprise Reset - Enterprise Reset a device to factory settings, keeping only the Workspace
ONE UEM enrollment.

= Windows Desktop Only: Enterprise Reset restores a device to a Ready to Work state
when a device is corrupted or has malfunctioning applications. It reinstalls the Windows
OS while preserving user data, user accounts, and managed applications. The device will
resync auto-deployed enterprise settings, policies, and applications after resync while
remaining managed by Workspace ONE.

m  Enterprise Wipe - Enterprise Wipe a device to unenroll and remove all managed enterprise
resources including applications and profiles. This action cannot be undone and re-enrollment
is required before Workspace ONE UEM can manage this device again. This device action
includes options to prevent future re-enrollment and a Note Description text box for you to
add information about the action.

m  Enterprise Wipe is not supported for cloud domain-joined devices.

m File Manager - Start a File Manager within the UEM console that enables you to view
remotely a device's content, add folders, conduct searches, and upload files.

= Find Device - Send a text message to the applicable Workspace ONE UEM application
together with an audible sound designed to help the user locate a misplaced device. The
audible sound options include playing the sound a configurable number of times and the
length of the gap, in seconds, between sounds.

m  Force BIOS Password Reset - Force the device to reset the BIOS password to a new auto-
generated password.

m  Workspace ONE Intelligent Hub Query - Send a query command to the Workspace ONE
Intelligent Hub on the device to ensure it has been installed and is functioning normally.

m iOS Update - Push an operating system update to one or more iOS devices. Applicable only
to supervised, DEP-enrolled devices with iOS version 9 or greater.
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m  Location - Reveal a device's location by showing it on a map using its GPS capability enabled
on the macOS Workspace ONE Intelligent Hub. This device action requires user approval to
enable the functionality in macOS System Preferences.

m If you want to display the location for multiple devices at a time, you must select devices
for the bulk action using the Block selection method (using the shift-key) instead of the
Global check box (next to the Last Seen column heading in the device list view).

m  Lock Device - Send an MDM command to lock a selected device, rendering it unusable until it
is unlocked.

m  Lock SSO - Lock the device user out of Workspace ONE UEM Container and all participating
applications.

=  Managed Settings - Enable or disable voice roaming, data roaming, and personal hotspots.

= Manage Tags - View the currently assigned device tags and see a list of tags available to be
assigned with the Manage Tags screen.

m If you want to Manage Tags for multiple devices at a time, you must select devices for the
bulk action using the Block selection method (using the shift-key) instead of the Global
check box (next to the Last Seen column heading in the device list view).

= Mark Do Not Disturb — Mark the device not to be disturbed, preventing it from receiving
messages, emails, profiles, and any other type of incoming interaction. Only those devices
that are actively Marked Do Not Disturb have the action Clear Do Not Disturb available,
which removes the restrictions.

m  Override Job Log Level - Override the currently specified level of job event logging on the
selected device. This action sets the logging verbosity of Jobs pushed through Product
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Provisioning and overrides the current log level configured in Android Hub Settings. Job Log
Level Override can be cleared by selecting the drop-down menu item Reset to Default on the
action screen. You can also change the Job Log Level under the Product Provisioning
category in Android Hub Settings.

m  Profiles (Query) - Send an MDM query command to the device to return a list of installed
device profiles.

m  Provision Now - Provision products to a device. Provisioning is the ability to create an
ordered installation of files, actions, profiles, and applications into a single product that can
be pushed to devices.

m  Query All - Send a query command to the device to return a list of installed applications
(including Workspace ONE Intelligent Hub, where applicable), books, certificates, device
information, profiles, and security measures.

m  Reboot Device - Reboot a device remotely, reproducing the effect of powering it off and on
again.

m Registry Manager - Start a Registry Manager within the UEM console that enables you to
view remotely a device's OS registry, add keys, conduct searches and add properties.

= Remote Assist - Take control of a supported device remotely using this action, which offers
platform-specific tools that allow you to perform support and troubleshooting on the device.
Android devices require Remote Control Service to be installed on the device.

= Remote Management - Take control of a supported device remotely using this action, which
starts a console application that enables you to perform support and troubleshoot on the
device. Android devices require Remote Control Service to be installed on the device.

=  Remote View - Enable an active stream of the device's output to a destination of your
choice, allowing you to see what the user sees as they operate the device. The destination
parameters include IP address, port, audio port, password, and scan time.

= Rename Device - Change the device's Friendly Name within the UEM console.

m  Request Device Log - Request the debug log for the selected device, after which you can
view the log by selecting the More tab and selecting Attachments > Documents. You cannot
view the log within the Workspace ONE UEM console. The log is delivered as a ZIP file that
can be used to troubleshoot and provide support.

When you request a log, you can select to receive the logs from the System or the Hub.
System provides system-level logs. Hub provides logs from the multiple agents running on
the device.
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Android Only: you can retrieve detailed logs from corporate-owned Android devices and
view them in the console to resolve issues on the device quickly.

m  Request Device Check-In - Request that the selected device check itself in to the UEM
console. This action updates the Last Seen column status.

m  Restart Workspace ONE Intelligent Hub - Restart the Workspace ONE Intelligent Hub. This
option is used during troubleshooting for when the enrollment process or submodule
installation process is interrupted.

= Security (Query) - Send an MDM query command to the device to return the list of active
security measures (device manager, encryption, passcode, certificates, and so on).

= Send Message - Send a message to the user of the selected device. Select between Email,
Push Notification (through AirWatch Cloud Messaging), and SMS.

m  Start AirPlay - Stream audiovisual content from the device to an AirPlay mirror destination.
The MAC address (format "xx:xx:xx:xx:xx:xx" with no case-sensitive) of the destination is
required. A passcode can also be specified if necessary. Scan Time defines the number of
seconds (10-300) to spend searching for the destination. Requires macOS 10.10 or greater.

m Start/Stop AWCM - Start/Stop the Cloud Messaging service for the selected device. VMware
AirWatch Cloud Messaging (AWCM) streamlines the delivery of messages and commands
from the Admin Console. The AWCM eliminates the need for end users to access the public
Internet or use consumer accounts such as Google IDs.

m  Sync Device - Synchronize the selected device with the UEM console, aligning its Last Seen
status.

m Task Manager - Run a Task Manager within the UEM console that enables you to view
remotely a device's currently running tasks, including task Name, Process ID, and applicable
Actions you can take.

= View BIOS Password - View the BIOS password for the device that was auto-generated by
the Workspace ONE UEM console. You see the Last Password Applied and the Last
Password Submitted.

= View Manifest - View the device's Package Manifest in XML format from the UEM console.
The manifest on Windows Rugged devices lists metadata for widgets and applications.

= Warm Boot - Initiate a restart of the operating system without performing a power-on self-
test (POST).

Enrollment Status

You can assess enrollment status on a per-device basis in Workspace ONE UEM powered by
AirWatch, import and register devices in bulk, whitelist/blacklist devices, and revoke/reset device
tokens by reviewing the Enrollment Status.

Select Devices > Lifecycle > Enrollment Status to see a full list of all devices by enrollment status
in the currently selected organization group.
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Sort by columns and configure information filters to review device activity based on specific
information. For example, sort by the Token Status column to view only devices whose
registration is not applicable and act only on those specific devices. Search all devices for a

friendly name or user name to isolate one device or user.

Setting

Filters

Add

Resend Message

More Actions

Change Organization
Group

Change Ownership
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Description

You can filter out entire device categories by using filters which enable you to see only those
devices that you are interested in.

Enrollment Status
Platform
Ownership

Token Status
Token Type

Source

First Seen

Register Device - You can register or Add a single device to be enrolled.

®  Whitelist or Blacklist Devices - You can allow only those devices to enroll that you have

identified or whitelisted. Alternatively, you can restrict devices from an enroliment by

blacklisting devices.

m  Batch Import - Import multiple devices or multiple users with the Batch Import screen.

Resend the original message sent to a user, including Self-Service Portal URL, Group ID, and

login credentials.

Move the selected device to the organization group of your choosing.

Change the type of ownership for the selected device.
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Setting

Delete

Reset Token

Revoke Token

Selecting Multiple
Devices

Layout

Description

Permanently delete the registration information for selected devices. This action forces the user
to re-register to enroll. Where applicable, you must first revoke the token before deleting a
device registration.

Reset the status of a token if it has been revoked or is expired.

Force the registration token status of selected devices to expire, essentially blocking access for
unwanted users or devices.

For the Reset Token and Revoke Token actions, you can select to disable the Notify Users
setting which prevents the default email notification from being sent.

Act on individual devices or multiple devices by selecting the check box next to each device
and using the action buttons.

Once you have applied a filter to show a specific set of devices, you can perform bulk actions to
multiple selected devices. Perform this action by selecting the devices and selecting an action
from the Resend Message and More Actions buttons.

You can select individual check boxes. You can also select the entire set of filtered devices by
selecting the global check box located atop the check box column.

When you select an action for one or more devices, a confirmation screen displays allowing you
to Save or Cancel the action.

Display the full listing of visible columns or choose to display or hide columns per your
preferences by selecting the Custom option.

There is also an option to apply your customized column view to all administrators at or below
the current organization group.

You can return to the Layout button settings at any time to modify your column display
preferences.

Enrollment Status Details View

Select a device friendly name in the General Info column at any time to open the Details View for

that device.

From the Details View, you can resend the enrollment message by selecting the Resend
Message button. You can also edit a device registration info by selecting the Edit Registration
button and completing the Advanced Device Information section.

The Details View displays a series of tabs, each containing relevant enroliment information about

the device.

= Summary - View the registration date, time elapsed since the device was first seen, basic
device and user info.

m  User - View user details.

m  Message - View the outgoing Device Activation email message including credential
information and QR code. There is a resource available, called "User Registration Message,"
that allows the administrator to hide the Message tab after the device has successfully

enrolled.

m  Custom Attributes - View the Custom Attributes associated with the device..

m  Tags - View the tags currently associated with the device.

VMware, Inc.
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m  Offline Enrollment - If available, this tab allows you to enroll the device while it is offline. This
feature is useful for when you want to use the device while offline (for example, while
traveling).

Wipe Protection

You can protect yourself against excessive device wipes and enterprise wipes by setting a wipe
threshold in Workspace ONE UEM powered by AirWatch.

Remotely wiping a device of privileged corporate content, called an Enterprise Wipe, is one of
the steps considered when a device becomes lost or stolen. It is meant as a safeguard against
the threat of corporate content coming into contact with competitors. A Device Wipe is
potentially more destructive, removing all content until the device returns to its factory state.

However, there are circumstances when scheduled processes such as the Compliance Engine
and other automated directives wipe multiple devices. In addition to the automated wipes, an
accidental wipe initiated by an administrator can be problematic. As an administrator, you might
want to be informed when such actions are initiated and be given the chance to intervene.

Configure wipe protection settings by defining a wipe threshold, which is a minimum number of
devices wiped within a certain amount of time. For example, if more than 10 devices are wiped

within 20 minutes, you can place future wipes on hold automatically until after you validate the
wipe commands.

You can review wipe logs to see when devices were wiped and for what reason. After reviewing
the information, you can accept or reject the on-hold wipe commands and unlock the system to
reset the wipe threshold counter.

Configure Wipe Protection Settings for Managed Devices

Set a wipe threshold for managed devices and notify administrators through email when the
threshold is met. You can only configure these settings at the Global or Customer level
organization group.

Procedure

1 Navigate to Devices > Lifecycle > Settings > Managed Device Wipe Protection.

2 Configure the following settings.

Setting Description

Wiped Devices Enter the number of Wiped Devices that acts as your threshold for triggering wipe
protection.

Within (minutes) Enter the value for Within (minutes) which is the amount of time the wipes must occur to

trigger wipe protection.
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Setting Description

Email Select a message template to email to administrators.

To

Create a message template for wipe protection by navigating to Groups & Settings > All
Settings > Devices & Users > General > Message Templates and select Add, Next, select
Device Lifecycle as the Category and Wipe Protection Notification as the Type. You can
use the following lookup values as part of your message template.

m  {EnterpriseWipelnterval} - The value of Within (minutes) on the settings page.

m  {WipeLogConsolePage} - A link to the Wipe Log page.

Enter the email addresses of administrators who must be notified. These administrators
must have access to the Wipe Log page.

For details, see Lookup Values.

3 Select Save.

View Wipe Logs

You can view the Wipe Log page to see when devices were wiped and for what reason. After
reviewing the information, you can accept or reject any on-hold wipe commands and unlock the
system to reset the wipe threshold counter.

If the system is locked, then you see a banner at the top of the page indicating this status.

Procedure

1 Navigate to Devices > Lifecycle > Wipe Log.

The Report Device Wipe Log resource manages access to the Wipe Log page, and is
available by default for system admins, SaaS admins, and Workspace ONE UEM admins. You
can add this resource to any custom admin role using the Create Admin Role page.

2 Filter the Wipe Log by the following parameters.

Date Range
Wipe Type
Status
Source

Ownership

3 View the list of devices and determine whether the presented devices are valid wipes.

Device pending actions have a status of "On Hold." Devices wiped before the threshold limit
is reached display as "Processed".

a

If they are valid wipes, then select each device and then select Approve wipes from the
command list. The status changes to Approved.

If they are not valid wipes, then select each device and then select Reject wipes from the
command list. The status changes to Rejected.
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4 Reset the device threshold counter and allow wipe commands to go through by selecting
Unlock System.

What to do next
The system allows future automated wipe commands until the threshold limit is exceeded again.

You can only perform this action at a Global or Customer level organization group.

Shared Devices

Shared Device/Multi-User Device functionality in Workspace ONE UEM powered by AirWatch
ensures that security and authentication are in place for every unique end user. Shared devices
can also allow only specific end users to access sensitive information.

Issuing a device to every employee in certain organizations can be expensive. Workspace ONE
UEM powered by AirWatch lets you share a mobile device among end users in two ways: using a
single fixed configuration for all end users, or using a unique configuration setting for individual
end users.

When administering shared devices, you must first provision the devices with applicable settings
and restrictions before deploying them to end users. Once deployed, Workspace ONE UEM uses
a simple login or log-out process for shared devices in which end users simply enter their
directory services or dedicated credentials to log in. The end-user role determines their level of
access to corporate resources such as content, features, and applications. This role ensures the
automatic configuration of features and resources that are available after the user logs in.

The login or log-out functions are self-contained within the Workspace ONE Intelligent Hub. Self-
containment ensures that the enrollment status is never affected, and that the device is managed
whether it is in use or not.

Shared Devices Capabilities

There are basic capabilities surrounding the functionality and security of devices that are shared
across multiple users. These capabilities offer compelling reasons to consider shared devices as a
cost-effective solution to making the most of enterprise mobility.

Functionality

m  Personalize each end-user experience without losing corporate settings.

m  Logging in a device configures it with corporate access and specific settings, applications,
and content based on the end-user role and organization group (OG).

m Allow for a log in/log out process that is self-contained in the Workspace ONE Intelligent Hub
or Workspace ONE Access.

m  After the end user logs out of the device, the configuration settings of that session are wiped.
The device is then ready for login by another end user.
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Security
m  Provision devices with the shared device settings before providing devices to end users.
m  Login and log out devices without affecting an enrollment in Workspace ONE UEM.

= Authenticate end users during a login with directory services or dedicated Workspace ONE
UEM credentials.

m  Authenticate end users using Workspace ONE Access.

m  Manage devices even when a device is not logged in.

Platforms that Support Shared Devices

The following devices support shared device/multi-user device functionality.
= Android 4.3 or later

m  iOS devices with Workspace ONE Intelligent Hub 4.2 or later.

m  For details about logging in and out of shared iOS devices, see the topic Log In and Log
Out of Shared iOS Devices in the iOS Platform Guide, available on docs.vmware.com.

m MacOS devices with Workspace ONE Intelligent Hub 2.1 or later.

Define the Shared Device Hierarchy

While strictly optional, making an organization group (OG) specific to shared devices offers many
benefits due to multi-tenancy and inherited device settings.

If you have a large number of shared devices in your fleet and you want to manage them apart
from single user devices, you can make a shared device-specific OG. Making a shared device
hierarchy in your OG structure is optional. Features like smart groups and user groups mean you
do not have to rely strictly on OG hierarchy design to simplify device management.

However, having a shared device OG (or nested OGs) simplifies device management by enabling
you to standardize device functionality through profiles, policies, and device inheritance without
the processing overhead required by a smart group or a user group.

Procedure

1 Navigate to Groups & Settings > Groups > Organization Groups > Organization Group
Details.

Here, you can see an OG representing your company.

2 Ensure the Organization Group Details displayed are accurate, and then use the available
settings to make modifications, if necessary. If you make changes, select Save.

3 Select Add Child Organization Group.
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5

Enter the following information for the first OG underneath the top-level OG.

Setting

Name

Group ID

Type
Country
Locale

Customer Industry

Time Zone

Select Save.

Description

Enter a name for the child organization group (OG) to be displayed. Use alphanumeric
characters only. Do not use odd characters.

Enter an identifier for the OG for the end users to use during the device login. Group IDs are
used during the enroliment of group devices to the appropriate OG.

Ensure that users sharing devices receive the Group ID as it might be required for the
device to log in depending on your Shared Device configuration.

If you are not in an on-premises environment, the Group ID identifies your organization
group across the entire shared SaaS environment. For this reason, all Group IDs must be
uniquely named.

Select the preconfigured OG type that reflects the category for the child OG.
Select the country where the OG is based.
Select the language classification for the selected country.

This setting is only available when Type is Customer. Select from the list of Customer
Industries.

Select the time zone for the OG's location.

Configure Shared Devices

Similar to single-user device staging, multi-user staging (a "shared device") allows an IT
administrator to provision devices to be used by more than one user.

Procedure

Complete the Security section, as applicable.

Setting

Require Shared
Device Passcode

Require Special
Characters

Shared Device
Passcode Minimum
Length

Shared Device
Passcode Expiration
Time (days)

Keep Shared device
Passcode for
minimum time (days)

Passcode History

VMware, Inc.

Description

(For iOS devices only)Require users to create a Shared Device passcode in the Self-Service
Portal to check out devices. This passcode is different from a Single Sign On passcode or a
device-level passcode.

Require special characters in the shared device passcode, which includes characters such as
@, %, &, and so forth.

Set the minimum character length of the shared passcode.

Set the length of time (in days) the shared passcode expires.

Set the minimum amount of time (in days) the shared device passcode must be changed.

Set the number of passcodes that are remembered by the system, providing a more secure
environment by preventing the user from reusing old passcodes.

37



Managing Devices

Setting
Auto Logout

Auto Logout After

iOS Single App Mode

Description
Configure an automatic log out after a specific time period.

Set the length of time that must elapse before the Auto Log out function activates in
Minutes, Hours, or Days.

Select this check box to configure Single App Mode, which locks the device into a single

application when an end user logs in to the device.

To check out an iOS device in Single App Mode, end users log in using their credentials.
When the device is checked in again, it returns to Single App Mode.

Enabling Single App Mode also disables the Home button on the device.

Note Single App Mode applies only to Supervised iOS devices.

2 Configure the Logout Settings, as applicable.

Setting Description

Clear Android App
Data

Clear the app data when the user logs out of a shared device (checks it in).

Reinstall Android
Apps

Use the drop-down to select whether to Always reinstall app between users or never
reinstall app between users. For Android (Legacy) deployments, you can opt to reinstall app
if the Hub cannot clear app data between users.

This setting controls whether the current Android device passcode is cleared when the user
logs out (checks in) a multi-user shared device.

Clear Android Device
Passcode

Clear iOS Device
Passcode

This setting controls whether the current iOS device passcode is cleared when the user logs
out (checks in) a multi-user shared device.

Log In and Log Out of Shared Android Devices

To use shared device functionality on Android devices, enroll the device using the Workspace
ONE Intelligent Hub and set the VMware Workspace ONE Launcher as the default home screen.
The Workspace ONE Launcher is automatically downloaded during enrollment.

Once the application is installed and set as the default home screen, the device is in a checked-in
state. While in this state, the end user is unable to navigate away from this page and the device
prompts the user to check out. To remove the profile and make the entire device accessible
again, perform an Enterprise Wipe on the staging user device from the Workspace ONE UEM
console.

Procedure

1 From the Workspace ONE Launcher log in page, users must enter their Group ID, user name,
and password. If Prompt User for Organization Group is enabled on the console, end users
are required to enter a Group ID to log in.

2 Select Login and accept the terms of use, if applicable.

The device is configured. Once logged in, user profiles are pushed down based on the smart
group and user group associations.
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What to do next

To log out of an Android device, select Launcher Settings and select Log Out (door icon).

Log In and Log Out of Shared iOS Devices

You can log in to and out of an iOS device that is shared across multiple users.

Procedure
1 Run the Workspace ONE Intelligent Hub on the device.
2 Enter the end-user credentials.

If the device is already logged in to Workspace ONE Intelligent Hub, then users are prompted
to enter an SSO Passcode. If the device is not logged in, then users are prompted to enter a
user name and password. The profiles assigned to each user are pushed down based on the
smart group and user group association.

Note If Prompt User for Organization Group is enabled, then end users are required to
enter a Group ID to log in to a device.

3 Select Login and accept the Terms of Use.

Note If prompted for a passcode, users can create one in the Self-Service Portal. These
passcodes are subject to an expiration period. As the expiration period nears, the Workspace
ONE Intelligent Hub prompts users to change the passcode on the device. If users do not a
change their passcode before it expires, users must return to the Self-Service Portal to create
another passcode.

What to do next
To log out of an iOS device, run the Workspace ONE Intelligent Hub and select Log Out at the
bottom.

Log In and log out of Shared macOS Devices

Multiple users can log in to and out of a macOS shared device, activating the automatic push of
device profiles.

Log In to a macOS Device - Using assigned Network credentials, log in to a macOS device that
has been staged and you receive the profiles assigned to your account in Workspace ONE UEM.

Log out of a macOS Device - The standard macOS log-out procedure also logs the device out of
your assigned Workspace ONE UEM user profile.

Check In a Shared Device From the UEM Console

You can check in a device straight from the Workspace ONE UEM console, bypassing the need
for the end user to check in the device using the installed Workspace ONE Intelligent Hub
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When you check in a device using the UEM console, you effectively reset the enrollment to the
multi staging user with the prescribed organization group, profiles, apps, and so on. On the
device side, the Workspace ONE Intelligent Hub is restarted and the check-out screen displays.

This feature applies currently to iOS devices only. Devices that enrolled using a method other
than the Workspace ONE Intelligent Hub (for example, Direct Enroliment, Workspace ONE, or
Container) are not supported. Checking in devices in bulk from the console is not supported.

Procedure

1 Navigate to Devices > List View and locate the shared iOS device you want to check in.
2 Select the Friendly Name of the device to display Device Details.

3 Select the More Actions button in the upper-right corner of the screen.

4

Under the Management section, select Check In Device.

Enabling Directory Service-Based Enroliment

Directory service enrollment refers to the process of integrating Workspace ONE UEM with your
organization's directory service infrastructure. Integrating your directory service in this manner
means you can import users automatically and, optionally, user groups such as security groups
and distribution lists.

When integrating with a directory service such as Active Directory (AD), you have options for
how you import users.

= Allow all directory users to enroll - You can allow all your directory service users to enroll.
Also, you can set up your environment to auto discover users based on their email. Then
create a Workspace ONE UEM user account for them when they perform an enrollment.

m  Add users one by one - After integrating with a directory service, you can add users
individually in the same manner as creating basic Workspace ONE UEM user accounts. The
only difference is you must enter their user name and select Check User to auto populate
remaining information from your directory service.

= Batch upload a CSV file - Using this option, you can import a list of directory services
accounts in a CSV (comma-separated values) template file. This file has specific columns,
some of which cannot be left blank.

= Integrate with user groups (Optional) — With this method, you can use your existing user
group memberships to assign profiles, apps, compliance policies, and so on.

Note For information about how to integrate your Workspace ONE UEM environment with your
directory service, refer to the VMware AirWatch Directory Services Guide. If you are considering
integrating Workspace ONE UEM with a SAML provider, refer to the VMware AirWatch SAML
Integration Guide, both available on docs.vmware.com.
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Lookup Values

A lookup value is a variable that represents a particular data element of a device, user, or admin
account in Workspace ONE UEM powered by AirWatch and Workspace ONE Express. Lookup
values can be invaluable in completing a process or a form.

In several different text boxes in the Workspace ONE UEM console and Workspace ONE Express,
you can add lookup values in place of manually entered or static values. In most cases, lookup
values function as a stand-in for a piece of information you do not know or do not have access
to.

For example, the Add Device screen is used to add a device to your fleet. One of the text boxes
on this screen that can be completed with lookup values is the Expected Friendly Name.

The friendly name represents the device on many different screens in the UEM console including
the Device List View and the Details View. And while you can manually enter a static friendly
name when you add a device, you can instead use lookup values to standardize the friendly
name and make it a valuable identifier.

A common friendly name format can be constructed with the following lookup values.

{EnrollmentUser} {DeviceModel} {DeviceOperatingSystem} {DeviceSerialNumberLastFour}

If you enter this string in the Expected Friendly Name text box, it produces a friendly name that
appears this way on the Device List View.

jsmith iPad i0S GHKD

This friendly name instantly provides you with at least three useful pieces of information. And
with the last four digits of the device serial number at the end, the friendly name is almost sure to
be unique.

Data Overhead

When used, lookup values do not add to the device's memory with an extra load. Lookup values
are a construct of the console itself, not something that is transferred to the device.

Static Strings Versus Lookup Values

Lookup values cannot be applied once a static string has been entered in a text box.

For example, assume that you have 100 devices to enroll. You add the first 50 devices using a
manually entered static string for Expected Friendly Name. For the next 50 devices, you opt to
use a lookup value for Expected Friendly Name instead. Those 100 devices, half with static
friendly names and the other half with lookup values, can coexist perfectly well. There is no issue
with mixing and matching static strings and lookup values.

However, you cannot return to the first 50 devices and replace the static string-friendly name
with a lookup value.
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Custom Lookup Values

You can use the Custom Attributes feature to make your own lookup values. You can then use
these custom lookup values in the same manner as ordinary lookup values. For details, see
Create Custom Attributes.
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Device Enrollment

Enrolling a device is required before the device can be managed by the Workspace ONE UEM
powered by AirWatch. There are multiple enroliment paths, each path with options.

Enrolling Devices at Global

The Global organization group (OG) is designed to house Customer and other types of OGs.
Given the way inheritance works, if you add devices to Global and configure Global with settings
intended to affect those devices, you are also affecting all the Customer OGs underneath. This
undermines the benefits of multitenancy and inheritance.

For more information, see Reasons You Should Not Enroll Devices in Global.
This chapter includes the following topics:

m  Enroll a Device With Workspace ONE Intelligent Hub
m  Additional Enrollment Workflows

m Workspace ONE Direct Enrollment

m  Basic vs. Directory Services Enrollment

m  Bring Your Own Device (BYOD) Enrollment

m  Self-Enrollment Versus Device Staging

m  Device Registration

m  Configure Enrollment Options

m  Blacklisting and Whitelisting Device Registration

m  Additional Enrollment Restrictions

m  Autodiscovery Enrollment

Enroll a Device With Workspace ONE Intelligent Hub

Enrolling a device with the Workspace ONE Intelligent Hub is the main option for Android, iOS,
and Windows devices in Workspace ONE Express and Workspace ONE UEM powered by
AirWatch.
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Procedure

1 Download and install the Workspace ONE Intelligent Hub from the Google Play Store (for
Android devices) or from the App Store (for Apple devices).

Downloading the Workspace ONE Intelligent Hub from public application stores requires
either an Apple ID or a Google Account.

Windows 10 devices must point the default browser on the device to https://getwsone.com
to download the Hub.

2 Run the Workspace ONE Intelligent Hub upon the completion of the download or return to
your browser session.

Important To ensure a successful installation and running of the Workspace ONE Intelligent
Hub on your Android device, it must have a minimum of 60 MB of space available. CPU and
Run Time Memory are allocated per app on the Android platform. If an app uses more
resources than allocated, Android devices optimize themselves by killing such an app.

3 Enter your email address when prompted. The Workspace ONE console checks if your
address has been previously added to the environment. In which case, you are already
configured as an end user and your organization group is already assigned.

If the Workspace ONE console cannot identify you as an end user based on your email
address, you are prompted to enter your Server, Group ID, and Credentials. If your
environment URL and Group ID are needed, your Workspace ONE Administrator can provide
it.

4 Finalize the enrollment by following all remaining prompts. You can use your email address in
place of user name. If two users have the same email, the enrollment fails.

Results

The device is now enrolled with the Workspace ONE Intelligent Hub app. In the Summary tab of
the Device Details View for this device, the security panel displays "Hub Registered" to reflect
this enrollment method.

For more information, see Device Details.

Additional Enrollment Workflows

In some unique cases, the enroliment process into Workspace ONE UEM powered by AirWatch
must be adjusted for specific organizations and deployments. For each of the additional
enroliment options, end users need the credentials detailed in the Required Information section
of this guide.

= Multi-Domain Environments — Enroliment login in single and multi-domain environments is
supported provided they are made in the following format. domain\username.
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= Kiosk Mode and Kiosk Designer - Windows desktop end users can configure their desktop
devices in kiosk mode. Users can also use the kiosk designer in the Workspace ONE UEM
console to create a multi-app kiosk.

= Notification-Prompt Enrollment - The end user receives a notification (email and SMS) with
the Enrollment URL, and enters their Group ID and login credentials. When the end user
accepts the Terms of Use (TOU), the device automatically enrolls and outfits with all MDM
features and content. This acceptance includes selected apps and features from the
Workspace ONE UEM server.

= Single-Click Enroliment - In this workflow, which applies to web-based enrollments, an
administrator sends a Workspace ONE UEM-generated token to the user with an enroliment
link URL. The user merely selects the provided link to authenticate and enroll the device,
making it the easiest and fastest enroliment process for the end user. This method can also
be secured by setting expiration times.

= Web Enrollment - There is an optional welcome screen that an administrator can invoke
for Web enrollments by appending "/enroll/welcome" to the active environment. For
example, by supplying the URL https://<custenvironment > /enroll/welcome to users
participating in Web Enroliment, they see a Welcome to Workspace ONE UEM screen.
This screen includes options to enroll with an Email Address or Group ID. The Web
Enrollment option is applicable for Workspace ONE UEM version 8.0 and above.

m  Dual-Factor Authentication - In this workflow, an administrator sends the same enrollment
token generated by Workspace ONE UEM, but the user must also enter their login
credentials. This method is just as easy to run as the Single-Click Enrollment but adds one
additional level of security. The additional security measure is requiring the user to enter their
unique credentials.

= End-User Registration - The user logs in to the Self-Service Portal (SSP) and registers their
own device. Once registration is complete, the system sends an email to the end user that
includes the enroliment URL and login credentials. This workflow assumes that administrators
have not already performed device registration for a corporate device fleet. It also assumes
that you require corporate devices to be registered so administrators can track enroliment
status. Also, end-user registration means that corporate devices can be used together with
user-purchased devices.

= Single-User Device Staging — The administrator enrolls devices on behalf of an end user. This
method is useful for administrators who set up multiple devices for an entire team or single
members of a team. Such a method saves the end users the time and effort of enrolling their
own devices. The admin can also configure and enroll a device and mail it directly to a user
who is off-site.

m  Multi-User Device Staging - The administrator enrolls devices that are used by multiple
users. Each device is enrolled and provisioned with a specific set of features that users
access only after they log in with unique credentials.

For more information, see the following topics.
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Enable Registration Tokens and Create a Default Message.
End-User Device Registration.

Device Registration.

Stage a Single-User Device.

Stage a Multi-User Device.

Workspace ONE Direct Enrollment

Direct Enroliment in Workspace ONE UEM powered by AirWatch allows you to enroll your
devices into Workspace ONE UEM in the quickest manner possible.

Direct Enroliment represents the smoothest way to enroll devices that are corporate-owned and
personally enabled (COPE). The COPE model offers businesses a way to strike a balance
between the consumerization of devices and the security and control that IT needs.

As an administrator, you can configure Direct Enrollment with the options you want. These
options include an optional prompt, restrict by device type, limit by user group, and defer the
installation of apps to the user.

Workspace ONE Direct Enrollment Supported Options

The Workspace ONE Direct Enrollment feature works with many of the existing enrollment
options and platforms available before the feature's development.

Direct enroliment with Workspace ONE ™ supports the following platforms and enrollment
options.

Supported Platforms

s OS.

m  Android Legacy.

= Android Enterprise.

Navigate to Groups & Settings > All Settings > Devices & Users > General > Enrollment, select
each applicable tab, and make your selections based on compatibility with Workspace ONE
Direct Enroliment.

Authentication

The following authentication options are compatible with Workspace ONE Direct Enroliment.

m  Directory Users.

m  SAML plus Active Directory Users are supported "on-the-fly". SAML without LDAP users is
supported so long as the user record pre-exists in Workspace ONE UEM at the time of initial
login.
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Basic Users, Staging Users, SAML without Directory Users, and Authentication Proxy users
are not currently supported.

m Open Enroliment.

m Workspace ONE does not audit the Require Workspace ONE Intelligent Hub for iOS or
macOS settings, which are used to block web enrollment on their respective platforms.

Terms of Use

All terms of use options are compatible with Workspace ONE Direct Enroliment.

Grouping

All grouping options are compatible with Workspace ONE Direct Enrollment.

Restrictions

The following restrictions options are compatible with Workspace ONE Direct Enrollment.
m  Known Users and Configured Groups.

= Maximum Enrolled Device Limit.

m  Policy settings are partially supported.

m  Allowed Ownership Types - Workspace ONE only prompts for employee-owned and
Corporate Dedicated. If you do not want either, disable optional prompt and use the
default ownership type.

m  Allowed Enroliment Types are not supported.
m  Device Platform, Device Model, and OS Restrictions are supported.

m  User Group Restrictions.

Optional Prompts

The following optional prompts options are compatible with Workspace ONE Direct Enroliment.
m  Prompt for Device Ownership.

m  Prompt for Asset Number (supported only when Prompt for Device Ownership is enabled).

m  All other optional prompts are not supported.

Customization

The following customization options are compatible with Workspace ONE Direct Enrollment.
m  Use specific Message Template for each Platform.

m  Post-Enrollment Landing URL (iOS only).

= MDM Profile Message (iOS only).

m  Use Custom MDM Applications.
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m  Enrollment Support Email and Enrol