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Chapter 1: Overview

Introduction to Secure Email Gateway

The Workspace ONE UEM Secure Email Gateway (SEG) helps protect your mail infrastructure and enables VMware
AirWatch Mobile Email Management (MEM) functionality. Install SEG alongside your existing email server to relay all
email traffic to AirWatch-enrolled devices.

Based on the settings you define in the Workspace ONE UEM Console, the SEG takes allow or block decisions for every
mobile device it manages. The SEG filters all communication requests, relays traffic from approved devices, and protects
corporate email server by not allowing any devices to directly communicate with it. Through SEG, email attachments and
hyperlinks can be opened only through VMware Content Locker and VMware Browser respectively, thus protecting your
sensitive information.

Though SEG protects the email server and sensitive content, neither SEG nor any of the Workspace ONE UEM
components stores emails and the attachments.

Secure Email Gateway Platforms

The Secure Email Gateway (SEG) is offered on two platforms; Classic and V2 that you can choose while configuring the SEG
for your email architecture.

Though the basic functionalities of both the platforms remain the same, the V2 platform differs in certain aspects.
o Improved performance over Classic platform
o Use of standardized REST AP| over SOAP API
e Supports only Exchange environments

o Required installation of Java Runtime Environment

Features Supported on SEG Platform

The Classic and the V2 platform supports various compliance policies and the architecture. Refer the listed features to
determine which platform best suits your need.

v/ Supported O Notsupported FR Future Release

Classic

Compliance Policies

General Access Policies

Sync Settings v ]
Managed Device User v v
EAS Device Type v v
EAS Mail Client v v
User v v
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Managed Device Policies

Classic

Chapter 1:

V2

Overview

MDM Inactivity

Device Compromised

Device Encryption

Device Model

Device OS

Require EAS Profile

NSNS ISNSNS

NAYRYAYAYA

Email Security Policies

Email Classification

v

\

Attachment Control

v

VMware Browser Integration

v

Architecture

Mail Server

Microsoft Exchange (2010+) v v
Office 365 v v
IBM Notes Traveler (8.5+) v v
Google v FR
Other ActiveSync v |
Authentication

Basic Authentication v v
Certificate Authentication (KCD) v FR
Outbound Proxy

To API v v
To Email Server v v

Sizing

Without Email Security Policies

2 CPU Core per 4,000 devices

2 CPU Core per 8,000 devices

With Email Security Policies

2 CPU Core per 500 devices

2 CPU Core per 4,000 devices

page 11 (V2 Platform).

For more information on sizing requirements, see Requirements on page 27 (Classic Platform) and Requirements on

.
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Chapter 2: Secure Email Gateway Architecture

SEG Architecture

You can install the Secure Email Gateway (SEG) in a Demilitarized Zone (DMZ) or behind a reverse proxy server. The
reverse proxy configuration is preferred when the DMZ configuration is not feasible.

If SEG is installed in the DMZ, you can use an optional setting detailed in the installation wizard to proxy webmail traffic.
In a reverse proxy server configuration, the reverse proxy handles webmail traffic.

SEG is an on-premises component that you install as part of your own organization's network. The SEG Proxy model
requires Exchange ActiveSync infrastructure. For example, Microsoft Exchange 2010/2013/2016, Lotus Traveler, and
Novell GroupWise Data Synchronizer. Please consult your VMware representative for more information.

Note: Workspace ONE UEM only supports the versions of third-party email servers currently supported by the email
server provider. When the provider deprecates a server version, Workspace ONE UEM no longer supports integration
with that version.

Recommended Setup: Exchange ActiveSync SEG Configuration

Workspace ONE UEM best practices support this configuration. The SEG is placed in the DMZ for routing mobile email

traffic.
—
________________ Webmail Endpoint (Optional)
|
|
m |
|
me | |
Browser User I |
|
|
|

I ] Secure Email Gateway

]
I
I External Firewall
I
I

EAS Endpoint
Internal Firewall

i -
[T
R il ——C

Mobile Device User
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Chapter 2: Secure Email Gateway Architecture

Alternative Supported Setup: Exchange ActiveSync SEG Using Optional Reverse Proxy Configuration

The reverse proxy configuration uses an optional reverse proxy to direct mobile device users to the SEG Proxy while
routing browser users directly to their webmail endpoints. Use the following network configuration to set up the reverse
proxy to communicate between devices and the SEG using the Exchange ActiveSync (EAS) protocol. This configuration
should be used in cases where the recommended setup is not feasible.

nEOEﬂ

Webmail Endpoint (Optional)

Browser User I I
VAN
| — [ | Snwately
L —
-t P | -5 [[EJoE==
Reverse Proxy l I
I I ] [Optional) Secure Email Gateway
] (Client provided) . +
| Externzl Firewall Internal Firewall .
! I
I
D * ------- I *
——
Mobile Device User EAS Endpeint

[Exchange, Traveler etc)

Recommendations for Reverse Proxy Configuration

You can configure SEG to work with reverse proxy server in a normal fashion. You can set up load balancing between the
SEGs and reverse proxy, but take care to configure the load balancers in front of the Central Authentication Service (CAS).

o IP based affinity: Configure IP based affinity if you are using Certificate authentication and there is no proxy or other
component in front of the load balancer that changes the source IP from the original device.

o Authentication Header Cookie based Affinity: If you are using Basic authentication, especially if there is a proxy or
other network component that changes the source IP from the original device.

For more information, please see:

o http://technet.microsoft.com/en-us/library/ff625248%28v=exchg.141%29.aspx

o http://technet.microsoft.com/en-us/library/ff625247

Exchange ActiveSync is a stateless protocol, and persistence is not explicitly required by MSFT. The best method of load
balancing may vary from implementation to implementation.

Configuration

o Generally, they may be set to do a round-robin on the CAS with a persistence based on the source IP address. This
works well when devices connect directly to the reverse proxy but causes issues when you place a SEG in front of it.
Suppose you have one or two SEGs and the source IP as far as the load balancer in front of the CAS that is concerned

will also be one or two. Hence, this can damage the load balancing and all the traffic can end up going to one or two
CAS.

o Anotherissue that can arise is if there are some kind of limits set up on the reverse proxy server. For example, on an
Internet Security and Acceleration (ISA) server, the default number of concurrent connections accepted from a single

IP address is about 150. You need to set this to at least 5000 connections. On an ISA server, this can be set up under
the Flood Mitigation settings.
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Chapter 3: Implementation of SEG (V2 Platform)

Requirements

You must meet the hardware, software, network, and general requirements to successfully deploy the SEG.

UEM Console Requirements
o AirWatch Console 9.0.3 or later

o REST APl enabled for the Customer type Organization Group
Prerequisite: Enable REST API
To configure the REST APl URL for your Workspace ONE UEM environment:

1. Navigate to Groups & Settings > All Settings > System > Advanced > APl > REST API.

2. The UEM console gets the API certificate from the REST APl URL that is on the Site URLs page. For SaaS deployments,
use the format as 'XX.airwatchportals.com'.

You can configure the Secure Email Gateway (V2 platform) at a Container organization group that inherits the
REST API settings from a Customer type organization group.

Hardware Requirements

A Secure Email Gateway (V2 platform) server can be a VM or physical server with the following hardware.

SEG CPU RAM Notes
Core
SEG without content 2 4GB | Per 8,000 devices, up to a maximum of 32,000 devices (8 CPU/ 16 GB
transformation RAM) per application server.
SEG with content 2 4 GB | Per 4,000 devices (2,000 devices per core) per application server, up to a
transformation (Attachment maximum of 16,000 devices (8 CPU/16 GB RAM)
hanc.lling, hyperlinks security, Performance varies based on the size and quantity of transforms. These
tagging etc.) numbers reflect a deployment with a high number of content
transforms. Sizing estimates vary based on actual email and attachment
usage.

Notes for both SEG deployments types:
o An Intel processor is required.
o The minimum requirements for a single SEG server are 2 CPU cores and 4 GB of RAM.

o« When installing SEG servers in a load balanced configuration, sizing requirements can be viewed as cumulative. For
example, a SEG environment requiring 4 CPU Cores and 8GB of RAM can be supported by either:

o Onesingle SEG server with 4 CPU cores and 8GB RAM.

or
o Two load balanced SEG servers with 2 CPU core and 4GB RAM each.

o 5GB Disk Space needed per SEG and dependent software. This does not include system monitoring tools or
additional server applications.
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Chapter 3: Implementation of SEG (V2 Platform)

Software Requirements

Requirement Notes

Windows Server 2008 R2
Windows Server 2012
Windows Server 2012 R2
Windows Server 2016

Java Runtime Environment (JRE) 8
.

Networking Requirements

Source
Destination Component Protocol Port Description
Component
Devices (from SEG HTTPS 443 Devices request mail from SEG
Internet and Wi-
Fi)
Console Server | SEG HTTPS 443 Console makes administrative commands to SEG
SEG Workspace ONE UEM HTTP or | 80 or | SEG retrieves the configuration and general
REST API (DS or HTTPS 443 compliance policy information
CN server)
SEG (OPTIONAL) | Internal hostname or TCP 5701 | SEG communicates to shared policy cache across
IP of all other SEG servers 41232 | other SEGs for updates and replication
SEG localhost HTTP 44444 | Admin accesses the SEG server status and diagnostic

information from the localhost machine

Device Services | SEG HTTPS 443 Enrollment events and real-time compliance
communicates to SEG

SEG Exchange HTTP or | 80or | Verify the following URL is trusted from the browser
HTTPS 443 on the SEG server and gives a prompt for credentials:
For Exchange: http(s)://Exchange_Activesync
FQDN/Microsoft-server-activesync

. J
Recommendations
Requirement Notes
Remote access to Windows Servers Set up the Remote Desktop Connection Manager for multiple server
available to Workspace ONE UEM and | management, download the installer from https://www.microsoft.com/en-
Administrator rights us/download/details.aspx?id=44989

Installation of Notepad++
(Recommended)

Ensure Exchange ActiveSync is enabled
for a test account
.
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Chapter 3: Implementation of SEG (V2 Platform)

Remote Access to Servers

Ensure that you have remote access to the servers where Workspace ONE UEM is installed. Typically, Workspace ONE
UEM consultants perform installations remotely over a web meeting or screen share. Some customers also provide
Workspace ONE UEM with VPN credentials to directly access the environment as well.

Configure the V2 Platform

In order to implement the SEG (V2 Platform) for your email architecture, first configure the SEG (V2 Platform) related
settings on the UEM console. Only after you configure the settings, you are provided with a link to download the
SEG installer.

Procedure

1. Inthe UEM console, navigate to Email > Settings and select Configure. The Add Email Configuration wizard
displays.

2. In the Platform tab of the wizard:
o Select Proxy as the Deployment Model.
o Select V2 as the Gateway Platform.
o Select the Email Type.
o Select the Exchange Version and then select Next.

3. Configure the basic settings in the Deployment tab of the wizard and then select Next.

Setting Description

Friendly Name Enter a friendly name for the SEG deployment.

This name gets displayed on the MEM dashboard.

External URL  Enter the external URL and the port number to which Workspace ONE UEM
and Port sends policy updates in the form https://<external seq url>:<external port>

Listener Port  Enter the web listener port for SEG. By default, the port number is 443.
The SSL certificate is bound to this port if SSLis enabled for SEG.

Terminate SSL  Select Enable to bind the SSL certificate to the port.
on SEG

Upload Locally Select to upload the SSL certificate locally during installation.

SEG Server SSL Select Upload to add the certificate.

Certificate The SSL certificate can be automatically installed instead of providing it locally.
This is useful for larger SEG deployments

Email Server Enter the Exchange server URL and the port number in the form https://<email
URL and Port  server url>:<email server port>

This is the Exchange URL to which SEG proxies email requests to Exchange.
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Chapter 3: Implementation of SEG (V2 Platform)

Setting Description

Ignore SSL Select Enable to ignore the Secure Socket Layer (SSL) certificate errors between

Errors the email server and SEG server.

between

SEG and email

server

Ignore SSL Select Enable to ignore Secure Socket Layer (SSL) certificate errors between the

Errors Workspace ONE UEM server and SEG server.

between Establish a strong SSL trust between Workspace ONE UEM and SEG server using

SEG and valid certificates.

AirWatch

server

Allow email Select Enable to allow the email traffic if SEG is unable to load the device policies

flow if no from the Workspace ONE UEM API. By default, SEG blocks email requests if no

policies are policies are locally present.

present on

SEG

Enable Select Enable to enable clustering of SEG servers.

Clustering When clustering is enabled, single policy updates are distributed to all the
SEGs. These updates include enrollment, profile updates, and compliance
changes processed by AirWatch. The SEG servers maintain these policies in a
distributed cache that is shared by all SEGs in a cluster. Bulk policy updates are
distributed to not just one SEG but to all the SEGs in the cluster. These SEGs
communicate with each other through the SEG clustering port.

SEG Cluster Add the IPs or hostnames of each server in the SEG cluster.

Hosts

SEG Cluster Enter the port number for SEG to communicate to the distributed cache.

Distributed

Cache Port

SEG Clustering Enter the port number for SEG to communicate to the other SEGs in the cluster.

Port

. J

4. Select Next in the Profile tab of the wizard. For SEG, there is no action required on the Profiles tab.

5. Onthe MEM Config Summary tab of the wizard, review the basic configuration that you have just created for the
SEG deployment and select Finish to save the settings.

6. Select the link that appears under the SEG Proxy Settings to download the SEG installer.

The MEM Configuration screen shows options such as Edit, Advanced, and Test Connection. These options allow you to
edit your configuration, configure advanced settings, and test the connectivity between SEG, Web, and the Workspace
ONE UEM API servers.
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Chapter 3:

Configure Advanced Settings

You can configure the additional settings that you require for your SEG (V2 Platform) such as diagnostics, enabling
compliance sync, transactions, and sizing with the Advanced option.

The following table lists the advanced settings:

Setting

Use
Recommended
Settings

Description

By default, the Use Recommended Settings check box is enabled to capture all SEG traffic
information from devices. Otherwise, specify what information and how frequently the SEG should
log for devices.

Enable Real-time
Compliance Sync

Enable this option to let the UEM console remotely provision compliance policies to the SEG proxy
server.

Required
transactions

Enable or disable the required transactions such as Settings, Provisions and so on.

Optional
transactions

Enable or disable the optional transactions such as Get attachment, Search, Move Items and so
on.

Diagnostic

Set the number and frequency of transaction for a device.

Sizing

S/MIME Options

Skip Attachment
& Hyperlink
transformations
for S/MIME
signed emails

Set the frequency of SEG and API server interaction.

Use Delta Sync for policy updates as it minimizes the amount of data sent to SEG, thereby
improving the performance. Delta sync is refreshed at a default time interval of ten minutes to
ensure that SEG has an updated policy set. This interval is useful when multiple SEGs are in use, as
it is @ maximum of ten minutes where SEG is out of sync with the UEM console.

Enable to exempt the encryption of attachments and transformation of hyperlinks through SEG
for emails that are signed with S/MIME certificates.

Enable S/MIME
repository lookup

Enable to allow the automatic look up of the S/MIME certificate managed in a hosted
LDAP directory.

You must configure the S/MIME lookup settings before you begin the SEG installation.

LDAP URL

Enter your LDAP server URL.

Authentication
Type

Select Anonymous or Basic authentication. In case of Basic authentication, enter the User Name
and Password.

Certificate
Attribute

Block
Attachments

Enter the name of the LDAP attribute corresponding to the S/MIME certificate on the email
recipient object.

For example, userCertificate; binary

Block or allow the attachments when SEG fails to communicate with Workspace ONE UEM or when
the local policy set is empty.

vmware airwatch
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Chapter 3: Implementation of SEG (V2 Platform)

Setting Description

Default Message | Configure the message that is displayed to end users when SEG blocks attachments.

for Blocked
Attachments
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Chapter 3: Implementation of SEG (V2 Platform)

Install the SEG

The Workspace ONE UEM REST APl information that you provide during the installation process fetches your

SEG configuration from the UEM console.

Prerequisite:

Install Java Runtime Environment (JRE) 8 before you begin with the installation of SEG (V2 Platform) . If the JRE version

present is older than the required version JRE 8 (1.8.0.121), the SEG installer prompts you to install it.

Procedure:

1. Runtheinstaller as an administrator in the AirWatch Secure Email Gateway - InstallShield Wizard window. Click
Next.

Welcome to the InstallShield Wizard for
AirWatch Secure Email Gateway

The InstallShield(R) Wizard will install Airwatch Secure Email
Gateway on your computer. To continue, didk Mext.

vmware airwatch

WARNIMG: This program is protected by copyright law and
international treaties,
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Chapter 3: Implementation of SEG (V2 Platform)

2. Accept the End User License Agreement and select Next.

License Agreement _
vmware airwatch

Please read the following license agreement carefully,

L)

End User License Agreement n

IMPORTANT! READ THIS DOCUMENT CAREFULLY.

THE TERMS AND CONDITIONS OF THIS END USER LICENSE AGREEMENT (THE “EULA")
COMNSTITUTE & LEGAL AGREEMENT BETWEEN YOU (EITHER AN INDIVIDUAL OR, IF
PURCHASED OR OTHERWISE ACOUIRED BY OR FOR AN ENTITY, SUCH ENTITY)
(“CUSTOMER") AND AIRWATCH WITH RESPECT TO USE OF THE PROPRIETARY
AIRWATCH® SOFTWARE. BY (1) EXECUTING AN AIRWATCH ORDER, (2) INSTALLING,
COPYING, DOWMNLOADING OR OTHERWISE ACCESSING THE SOFTWARE, (3) -

Cl COTRARLEALLY ACCCRTIRGT AR A CYESITIAS TUIC T A SLICTARACH SOk AN CTE W

(®) [ accept the terms in the license agreement
(_) I do not accept the terme in the license agreement

Installshield

3. Select Next to install the SEG to the default folder C:\AirWatch\ or select Change to choose a different folder.

i AirWatch Secure Email Gateway - InstallShield Wizard X
Destination Folder _
Click Mext to install to this folder, or dick Change to install to a vmware alrwatch'
different folder.

Install Airwatch Secure Email Gateway to:
C:\AIrWatch,

JRE 2 is required for the software that you are trying to install.
Select Yes if you want to install JRE.

Installshield
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Chapter 3: Implementation of SEG (V2 Platform)

4. Enter the AirWatch API Infomation and select Next.

Settings Description

HTTPS Select the check box if the protocol for the Workspace ONE UEM API server is https.

APl Server Hostname | Enter the URL of your Workspace ONE UEM API server.

This is required to fetch the SEG configuration from the UEM console.

Admin Username Enter the user name of an Workspace ONE UEM Admin user account.
Admin Password Enter the password of an Workspace ONE UEM Admin user account.
MEM Config GUID Enter the unique ID of your Mobile Email Management (MEM) configuration.

This is shown on the MEM Configuration page on the UEM console.

AirWatch API Information

Please provide your AirWatch REST API information in order to VIMWAare' airwatch
fetch your SEG configuration from the AirWatch Console

API Server Hostname: Iapi.xyzmem.::om @ HTTPS?

Admin Username: Isegadmin

Admin Password: | IIIITITTITITITITIL]

MEM Config GUID: Iﬂqcqu?'?-ﬂﬁgﬁ-‘iﬁ 50-8bce-7258aa5fe 370

InstallShield

5. Ifan outbound proxy is required for the communication from the SEG to the API server then select the Outbound
proxy? check box and enter the proxy details. Select Next.

Settings Description

HTTPS If the protocol for the proxy is https then select the check box.
Proxy The address of the proxy host.

Host

Proxy The proxy port number.

Port
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Chapter 3: Implementation of SEG (V2 Platform)

Username | User name and password for proxy authentication.

These fields are available once you select the Does the proxy require authentication credentails? check
Password | POX-

Proxy Information

Specfy proxy information if this server is behind a proxy vmware alrwatt:h.

[#] Outbound proxy?

Proxy Host

Imem.abcproxy.mm

Proxy Port |443

[+ Does the proxy require authentication credentials?

|Isername Iadmin

Password

InstallShield
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Chapter 3: Implementation of SEG (V2 Platform)

6. Ifyou have provided the SSL certificate while configuring the MEM settings in the console, then skip this step and
procced with step 7. Else, select Browse to upload the SSL Certificate and enter the Certificate Password. Select
Next.

551 Certificate Import
Please spedfy certificate details. vmware airwatch

Click on Browse for the certificate file.

C:\Users\Administrator \Downloads\sslkeystore-example. pfx Browse. ..

Certificate Passward ||-|||-|||-|||-|

InstallShield

7. Select Install to begin the installation. The InstallShield Wizard takes few minutes to install the SEG.

Ready to Install the Program

The wizard is ready to begin installation, vmware alrwatch‘

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back, Click Cancel to
exit the wizard.

Installshield
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Chapter 3: Implementation of SEG (V2 Platform)

8. Select Finish to exit the AirWatch Secure Email Gateway - InstallShield Wizard.

InstallShield Wizard Completed

The Installshield Wizard has successfully installed AirWatch
Secure Email Gateway. Click Finish to exit the wizard.

vmware airwatch

[1 show the Windows Installer log

Finish | | Cancel

Secure Email Gateway V2 Platform Admin Page

You can use the Secure Email Gateway (SEG) V2 Platform Admin page to perform the maintenance tasks for your
SEG without editing the configuration file. The Admin page is locally available on your SEG at
https://localhost:44444/seg/admin. If SSLis enabled for SEG, the prefix of the localhost URL is https else it is http.

After you install SEG, you can perform the following tasks from the Admin page:
o Change the logging levels for the different SEG processes
o Call diagnostics endpoints

o Reconfigure the connections between SEG and APl endpoints

The admin page displays two tabs called Logging and Diagnostics.

Logging
The information related to several SEG processes is recorded in a log file and each log entry is marked at a certain logging
level. These logging levels control the amount of information that is logged in to the log file.

On the Logging page, you can adjust the logging levels for the SEG processes. The logging levels that you can set for the
SEG processes are All, Trace, Debug, Warn, Error, Info, and Off.
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Chapter 3: Implementation of SEG (V2 Platform)

The SEG processes for which you can set up the logging levels are listed in the table.

Settings Description

Transaction Summary Logs summary information about every device request that the SEG processes, such as the
user, type of command, HTTP response code, and the time taken for processing the request.

Device Transactions (All) | Logs detailed information about individual EAS requests including allowed or blocked reason
and HTTP headers.

Device Transactions Logs detailed information about individual EAS requests including allowed or blocked reason
(Blocked) and HTTP headers for blocked devices.
Policy Cache Logs information about individual and bulk policy changes.

Policy Updates

Transfer Handler

Transfer Helper Logs metadata used by email security policies for content security policies.
Encryption Helper

MIME Type Conversion

Console Transaction Logs information about reporting data used by MEM dashboards in the UEM console.
Reporting

Diagnostics

On the Diagnostics page, you can view the diagnostic information for SEG and run the various diagnostic REST API
endpoints available locally on SEG. With the diagnostics endpoints that are readily available on SEG, you can view
information about the SEG configuration settings, look up the policies in the SEG cache, and download records related to
specific policy types in a .csv format.

Though the URI of the APIs on the SEG begins with https://localhost:44444/seq/, you must provide only the latter part of
the URI after /seg/ as listed in the table. You can use the APl endpoints to fetch SEG configuration settings, look up the
policies, and download policy records.

API Endpoint Description

/diagnostic/cluster Returns SEG diagnostic information.

By default, the SEG diagnostic information is displayed on the
diagnostics page.

/policy/segconfig Returns the SEG configuration settings.

/policy/<Policy Type> / <Policy Lookup Key>
Look up the policies in the SEG cache.

/download/ <Policy Type> Download records related to policy types such as device,
account, managedattachment, unmanagedattachement, and
451redirectmapping.

The records are downloaded as a CSV file.
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The following are the various policy types and the policy lookup keys to view the policies in the SEG cache. Replace the
<Policy Type> and the <Policy Lookup Key> in the APl endpoint, /policy/ <Policy Type>/ <Policy Lookup Key>

Policy Type Policy Lookup Description
Key
segconfig No lookup key | Look up the SEG configuration settings.
required
generalaccess No lookup key | Look up the general access policy.
required
device EAS Device Look up the device policy by providing the EAS Device Identifier as the
Identifier lookup key.

For example, /policy/device/SMKG1KBHQ53H39TFTNQQ10JDES

account User name Look up the account policy by providing user name as the lookup key

easdevicetype EAS device Look up the EAS device type policy by providing EAS device type as the
type lookup key.

mailclient Mail Client Look up the mail client policy by providing mail client as the lookup key.

You must have all characters in the encoded URL form.
For example, /policy/mailclient/Apple-iPhone5C3%2F1405.526000002

hyperlink No lookup key | Look up the hyperlink policy.
required

Encryptionkeydatapayload | AirWatch Look up the encryption key data payload by providing the Workspace
Device ID ONE UEM Device ID as the lookup key.
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Requirements

The factors such as hardware, software, network, and general requirements ensures uninterrupted SEG connectivity.

Determine the requirements for your SEG using the following list.

UEM Console Requirements
o SOAP APl enabled for the required organization group

o Exchange Active Sync profile created in the UEM console with the Assignment Type as Optional and EAS hostname
as the SEG server URL

Prerequisite: Enable SOAP API
To configure the SOAP API URL for your Workspace ONE UEM environment:

1. Navigate to Groups & Settings > All Settings > System > Advanced > APl > SOAP API.

2. The UEM console gets the API certificate from the SOAP API URL that is located on the Site URLs page. For SaaS
deployments, use the format as XX.airwatchportals.com.

Hardware Requirements

Use the following requirements as a basis for creating your Secure Email Gateway (Classic Platform) server, which can be a
VM or physical server.

SEG CPU Core | RAM | Notes

SEG without Per 4,000 devices, up to a maximum of 16,000 devices (8 CPU/16

content 2 4GB | GB RAM) per application server

transformation

SEG with content Per 500 devices (250 devices per core), up to a maximum of 2,000

transformation devices (8 CPU/16 GB RAM) per application server

(Attachment

handlihg, ' 2 4GB | performance varies based on the size and quantity of transforms.

hype'rlmks security, These numbers reflect a deployment with a high number of content

tagging, etc.) transforms. Sizing estimates vary based on actual email and
attachment usage

Notes for both SEG deployment types:
o An Intel processor is required.
e The minimum requirements for a single SEG server are 2 CPU cores and 4 GB of RAM.
o 1IS App Pool Maximum Worker Processes should be configured as (# of CPU Cores / 2).

« When installing SEG servers in a load balanced configuration, sizing requirements can be viewed as cumulative. For
example, a SEG environment requiring 4 CPU Cores and 8GB of RAM can be supported by either:

o Onesingle SEG server with 4 CPU cores and 8GB RAM.

or
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o Two load balanced SEG servers with 2 CPU core and 4GB RAM each.

o 5GB Disk Space needed per SEG and dependent software (I1S). This does not include system monitoring tools or
additional server applications.

General Requirements

Status
Checklist

Requirement

Remote access to Windows Set up the Remote Desktop Connection Manager for multiple server
Servers available to management, download the installer from https://www.microsoft.com/en-
Workspace ONE UEM and  us/download/details.aspx?id=44989

Administrator rights See General Requirements.

Installation of Notepad++ Downloaded the installer from
(Recommended) http://download.tuxfamily.org/notepadplus/6.5.1/npp.6.5.1.Installer.exe

Ensure Exchange ActiveSync
is enabled for a test account

Software Requirements

Status . . | Requirement
Checklist
Windows Server 2008 R2 or
Windows Server 2012 or
Windows Server 2012 R2
Windows Server 2016
Install Role from Server Manager 11S 7.0 (Server 2008 R2)
11S 8.0 (Server 2012 or Server 2012 R2)
11S 8.5 (Server 2012 R2 only)
Install Role Services from Server Common HTTP Features: Static Content, Default Do