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Chapter 1:

Toshiba Printer Integration

Overview

Toshiba manufactures rugged and portable thermal printers designed to function in the toughest of environments. The
Toshiba printers have LCD screen interface and can connect to networks. Toshiba Connector is a print server that
communicates with the Workspace ONE UEM server and Toshiba printers. Following are the features of Connector:

o Connector receives the published printer profiles from the Workspace ONE UEM console and sends it to the printers,
so that the appropriate values get set.

o Connector reports printer alerts to Workspace ONE UEM server for display on the UEM console.

o Connector receives the published printer files from UEM console and updates the printer software.

This guide helps you to understand the supported Toshiba printer and print server installation and functionality.

Requirements

Following system and environmental requirements are required for Connector to operate:
o Software (Operation System)
o Windows Server 2008 R2 (64-bit)
o Windows 2012
o Interface to the printers

o Connections to the printers are made through wireless LAN. Whether wired LAN or wireless LAN is used, it is possible
to collectively send files to multiple printers connected to the network.

Note: Before executing any process, confirm no other tools have access to the printer. If unrelated data is sent to the
printer during any process execution, an error may occur.
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Chapter 1: Toshiba Printer Integration

Supported Devices

Following are the supported Toshiba printer models:
o B-EP4DL-GH40-QM-R
o B-EP2DL-GH40-QM-R

¢ B-FP3D-GH40-QM-R
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Chapter 2:

Print Server Installation

Overview

This section explains how to install and configure print server.

Prerequisites

Print server installation requires:

e IS, ASP.NET, and .NET Framework 4

o CSR (Certificate Signing Request)

o SSL certificate and SSL connection

o« Workspace ONE UEM console version 7.3 or later

o TOSHIBA AirWatch Connector Installer executable file (.msi) downloaded and saved to the computer that you want
to use as the print server.

Create CSR

This section describes the procedure to create CSR (Certificate Signing Request) in the print server.
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Chapter 2: Print Server Installation

Procedure

1. Select Start, and click Run..., the RUN prompt appears.
CIZEE

@ Type the name r:lia pregram, folder, document, or Internet
resource, and Windows will open it for you.

Open: inetmgr v

® This task will be created with administrative privileges.

QK Cancel Browse...

2. Typeinetmgrin the Open field and select OK.

3. Select the host name icon on the left-hand screen. Select the Server Certificates icon and then select Open Feature.
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4. Select the Create Certificate Request option.
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Chapter 2: Print Server Installation
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5. Enter the necessary details in the form and click Next.

Note: Regarding the detail about the entry, please refer to your SSL certificate provider website. SSL certificate
provider means provider such as Verisign, GlobalSign, and Cybertrust.

« Common name — Enter Host name or Global IP address of your print server.

o Organization — Enter your company name.

o Organizational unit — Enter your division name in your office.

« City/locality — Enter the name of city or locality in which your office is located.

« State/province — Enter the name of state or province in which your office is located.
o Country/region —Select abbreviation of country in which your office is located.

6. Select the Bit length drop-down menu and choose bit length as 2048 and select the button shown in the following
screen.

Request Certificate .?I xI

&»&:u:iﬁi.r H'!Eﬁemme for the certificate request. This information can be sent to a certification

authority for signing,
Specify a file name for the mﬁﬂmtegmest:

| L]

7. Choose the location to save CSR file. Provide a file name for CSR and Select Finish.
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Chapter 2: Print Server Installation

Obtain SSL Certificate

Submit the generated CSR to the SSL certificate provider and obtain SSL certificate. SSL certificate provider are Verisign,

GlobalSign, and Cybertrust. The way to obtain SSL certificate depends on SSL certificate provider. In one case, you mayt
need to open CSR file with any text editor, and copy the content and paste the designated form displayed on website of
SSL certificate provider. In another case, you may need to submit CSR file to SSL certificate provider. For details, refer to

the website of the SSL certificate provider.

Install SSL Certificate

This section describes the procedure to install SSL certificate on the print server.

Procedure
1. Select Start, and click Run..., the RUN prompt appears.

CIEE— A

=== Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

-

Open: inetmgr
® This task will be created with administrative privileges.

O Cancel Browse...

2. Typeinetmgrin the Open field and select OK.

3. Select the host name icon on the left-hand screen. Select the Server Certificates icon and the select the Open
Feature from the Actions panel.
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Chapter 2: Print Server Installation

DF7GC202 Home [ T
. L T
i S W ET R . | Manage server
A & 3] || 2 s
= b i
Segmon Sise TP Emad | .
Ve Agpicwion Pacly
L VewSms
- T Ty Chargs JEF P S
b ' o [ ry e
e L0 Compeeaion  Defad Documend  Deechvs Siowing  Bopd Fages v ek
s & & § W
Horder Mapprgy WP Bemores. DRASf end Gl 1Ak Fiern Logprg
Hazdars Restricions
e H = @
MIHE Types Hotubes Oumwt Cacing  AeawestFierng | TSR
Aty
i Proctises
=
al | nf Erestres view | ! Gootent e -
i 5.

4. Select the Complete Certificate Request... from the Actions panel.
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5. Select the following button.
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Complete Certificate Reguest

: m Specify Certificate Authority Response
=1

Chapter 2: Print Server Installation

Complete a previously created certificate request by retrieving the fle that contains the certificate

authority’s respanse.

File name containing the certification authority's response:

Friendly name:

6. Enter the SSL certificate code. The following screenshot shows the sample SSL code of “201406250004931.cer”. The
actual SSL code that you enter comes from the file name of SSL certificate obtained in the Obtain SSL Certificate
section. Then select the Open button.
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7. Enter the Public SSL certificate in the Friendly name field. Select OK and confirm that SSL certificate is installed.
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Chapter 2: Print Server Installation

Complete Certificate Reguest _"l_ﬁl

= | Specify Certificate Authority Response
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Enable SSL Connection

This section describes the procedure to enable SSL connection in the print server.

Procedure

1. Select the Default Web Site icon and select the Features View icon and then select the Bindings..
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2. Select the Add... button.
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Chapter 2: Print Server Installation

Site Bindings

2l x|
Type | Host Name | Port | IP Address | Binding Information | Add...
http a0 *
net.tp 808:= Edit. .+ |
REL e 1 Hemove |
net.msmaq localhost
msmq. formatname localhost Browse |
4] [+]

3. Select the down-arrow menu in the Type field. Select https.

Type: IP address: Port:
https {all Unassigned =] |0

net.
net.pipe
net.msmg

msmg. formatname

«com or marketing. contoso.com

oK Cancel |

4. Select the down-arrow menu in the SSL certificate field, and select the Friendly Name Public SSL certificate.

Type: IF address: Port:
|https | jallunassigned | [sas
riost name:

|

5SL certificate:

Public 550 certificate

5. Confirm that https is newly added and then select Close.
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Chapter 2: Print Server Installation

2]

Type | Host Name | Port | IP Address | Binding Information | Add... |
http a0 *

net.top a08:* Edit...
net.pipe x Reponie
net.msmaq localhost

msmdq. formatname localhost Erowse

Install Workspace ONE UEM Server

This section describes the procedure to install the Print server application required to manage printers through
Workspace ONE UEM.

Procedure (On the UEM console)
1. Loginto the UEM console.

2. Onthe UEM console, navigate to Devices > Peripherals > Settings > Server and then select Add Server. The Add
Server page appears.

3. Onthe Add Server page:

a. Enter afriendly name for the print server.
b. Note the HMAC Token (HMAC Token is automatically generated by Workspace ONE UEM).

c. Select your User id.
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Chapter 2: Print Server Installation

[ Note: Do NOT close the Add Server page. In subsequent step you will be populating the ServiceUID field.

Add Server

Friendly Name* Printer Server

HMAC Token

0 The HMAC key auto-generated below will be used to assoclate the server to the appropriate Organlzation Group In Alratch. This key will need to be entered
Into the relevant Server configuration file.

HMAC Token™®

A EEreriE Sonr e o oo T

User

o Select the appropriate enrollment user that will be assodated to the Server. This user may be assedated to multiple Senvers.

Hserid ABC12 a
uin
Selected Service UID Is used to assoclate the server to AlrWatch. This key can be copled from the server or generated by clicking the Generate UID button
and then copying and pasting It to the server.

service UID* Generate UID

J

4. Locate and copy the TOSHIBA AirWatch Connector Installer file to the desktop of the print server. Double-click the
icon to install.

5. On the License Agreement screen, select | Agree and then select Next.

6. On the Request User Form, enter the details and then select Next.

o Location of the TOSHIBA Endpoint — Change the Domain name to your server name. Example - https:
//xxcompany.com/TOSHIBA_AWConn/wakeup/

o Location of the Workspace ONE UEM Endpoint — Change to the Workspace ONE UEM Device Services Endpoint
URL obtained from Workspace ONE UEM. Example - https:
//api.airwatchmdm.com/deviceservices/peripheralservice/v1/register

o Workspace ONE UEM Server Token — Enter the HMAC Token which you noted in step 3.
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Chapter 2: Print Server Installation

o Group ID used by UEM console — Enter the basic Group ID for your company from Workspace ONE UEM.

|§|4 TOSHIBA AirWatch Connector ] = ||:|[ x|

Required User Input LA

f
i
L
&
-

Plaaze fill in the forrm, and click "MNext'

Location of the TOSHIBA Endpaint:
Ihttps:ﬂlncalhust.tcushiba.lanfTOS HIBA&_&WConnwakeup,”

Location of the Airwdatch Endpoint:
Ihttps:ﬂairwatch mdm com/deviceservices /peripheralzervicesy 1 /regizter

Airdatch Server Token:

Group |0 uzed by sitfatch Console:
IMy FrinterGroup

Cancel < Back HEsts

7. On the Select Installation Address screen, select Next.

Unless you have a specific reason, do not edit the entry TOSHIBA_AWConn in the Virtual directory field. TOSHIBA _
AWConn means the first directory name of the TOSHIBA Endpoint URL. This step cannot use Back. If you need to go
back, please start over by selecting Cancel.
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1
a
x

|§J TOSHIBA AirWatch Connector

Select Installation Address

4]

=)

i

L
=
s

The installer will install TOSHIBA Aifw atch Connectar ta the fallowing web lacation,

Toinstal to thiz web ||:u:ati-|:un,- click "Mest”. Ta install to-a different web location, enter it below.

Site:;
I Default \/eb Site j Dizk Cast...
Wirtual dirscton:

ITDSHIBﬁ_ﬁWEnnn

Cancel < Back

8. On the Confirm Installation screen, select Next to start the installation.

Chapter 2: Print Server Installation

9. The Unique ID for the Toshiba Server Installation is displayed. Make a note of the Unique ID and select OK.

10. Switch to step 3 and enter the Unique ID in the Service UID field on the Add Server page and select Save.

Procedure (On the Print Server)

1. Select Start > Run and type services.msc in the Open field, and select OK.
CITEE——— x|

= Type the name of a program, folder, document, or Internet
e resource, and Windows will open it for you.

Open: I SEMVICES.IMSC l:l
ff;lﬂ This task will be created with administrative privileges.

2. On the following screen, confirm the Status field displays TOSHIBA AirWatch Connector.
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Chapter 2: Print Server Installation

£} services i ={ol=]
File  Action View Help
e mHez Br]enw
", Services {Local) {} Services (Local)
TOSHIBA AirWatch Connector Name = | Description | status | StarupType | LogOn As | ;l
"+, Telephony Provides Telephony AFL... Manual Metwork Service

Start the service

(. Thread Ordering Server

h Connector

i TPM Base Services

Provides ordered execu...

Enables the connection ...

Enables access to the T...

Manual Local Service

Automatic

Manual Local Service

D iption: .
E::Eﬂaps ;Ine connection between printers ‘+: UPnP Device Host Allows UPnP devices to ... Disabled Local Service
and Airwatch server via this computer, L User Profile Service This service is responsib... Started Automatic Local System fr= |
L virtual Disk Provides management ... Manual Local System
., Volume Shadow Copy Manages and implement. .. Manual Local System ﬂ
Extended A Standard /
3. If Started is not displayed in the Status field, select the name TOSHIBA AirWatch Connector, and select the Start
icon. Wait for about 15 seconds.
4. On the following screen, confirm that the status of TOSHIBA AirWatch Connector is Started and then if Started is
displayed in the Status field, then the installation is successful.
Qoevees SI=E
He | Acton Vew el
e w]C o=l > 8
“, Services {Local) {} Services (Local)
TOSHIBA AirWatch Connector Mame = | Description | status | Startup Type | LogOnaAs | =l
" Telephony Provides Telephony APL.. Manual Netwark Service
Stop the service . Thread Ordering Server Provides ordered execu... Manual Local Service
Restart the service % tch Connector  Enables the conmection ... Automatic Local System
%, TPM Base Services Enables access to the T.... Manual Local Service
Diescipsticins ‘e UPRP Device Host Allows UPnP devices to ... Disabled Local Service
Enables the connection between printers ~ +: User Profile Service This service is responsib,.. Started Automatic Local System =l
and AirWWatch server via this computer., L Virtual Disk Provides management s... Manual Local System
L Volume Shadow Copy Manages and implement. .. Manual Local System ﬂ
Extended A Standard /

5. If Started is not displayed, uninstall TOSHIBA AirWatch Connector and try the installation again.

a. Non-display of a status means that TOSHIBA AirWatch Connector has not started and cannot connect to
Workspace ONE UEM server at startup.

b. Started means that TOSHIBA AirWatch Connector has started and the connection to Workspace ONE UEM

server is complete at startup.

6. Go back to UEM console, and select Refresh icon to refresh UEM console information and to update the notification

endpoint.
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Chapter 3:

Toshiba Printer Enrollment

Overview

This section describes the procedure to enroll Toshiba printer in the Workspace ONE UEM console and how to link
printers to the Smart Groups.

Prerequisites

Before you enroll the Toshiba printer, install the following settings tool required to configure Toshiba printer:

o B-EP toolifenrolling a B-EP printer

o B-CP toolif enrolling a B-FP3D printer

Enroll Toshiba Printer

Procedure (On the Print Server)

1. Configure MDM settings such as IP address and port number using appropriate tool for the printer to communicate
with print server.

2. Push the POWER button on the printer for a few seconds to start the printer.
o Z-MODE is displayed on LCD if the printer is a B-EP printer and Online in case of a B-FP3D printer.

o On receiving MDM settings, enrollment process starts displaying Installing status message on the screen.

Procedure (On the UEM console)
1. Open aweb browser, and log into the UEM console.

2. Navigate to Devices > Peripherals > List View.
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Chapter 3: Toshiba Printer Enrollment

3. Select Refresh to refresh the UEM console information.

4. Confirm that the printer is enrolled.

Remove Enrolled Printer
This section describes the procedure to delete a printer that is enrolled in the UEM console.

Procedure (On the UEM console)

1. Navigate to Devices > Peripherals > List View and select the printer you want to delete.
2. Select the Friendly Name and select the More icon.

3. Select the Delete Printer icon and select OK to confirm deletion.

&

Navigate to Devices > Peripherals > List View and confirm that the printer is deleted.

Add Printer to Smart Groups
This section describes the procedure of adding a printer to a Smart Group in the UEM console. The Smart Group is the
unit by which profiles, files, and other settings get added to the printers in bulk.
Procedure
1. Navigate to Devices > Peripherals > Settings > Assignment Groups and select Add Smart Group.
2. Select the Select Devices or Users. The webpage displays a warning. Select OK.
3. Enter the name of the printer that you want to enroll in the Devices text box. Select Add.
4. Confirm that the printer is enrolled in the new Smart Group. To enroll more printers, repeat step 3.

5. Type aname of the new smart group and select the Save icon. The smart group is added to the smart groups list on
the Assignment Groups page.
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Chapter 4:

Profiles Management

Overview

This section provides information on creating, installing and deleting printer profiles.

Add Profile

This section describes the procedure to add a profile to the printer on the UEM console.

Procedure
1. Navigate to Devices > Peripherals > Settings > Profiles and select Add Profile.
2. Select TOSHIBA.
3. Configure the parameters for the General profile.
a. Enter the Name and Description.

b. From the Assignment Type drop-down menu, select Optional. If you want to execute Install Profile
automatically after you added a profile, select Auto.

c. From the Assigned Smart Groups drop-down menu, select a smart group for which you want to install profile.
4. Configure the parameters for the Device, Wi-Fi, Power, Adjustment, and Z-Mode profiles.

5. Select Save & Publish.

Install Profile

This section describes the procedure to install profile and to configure the printer profile settings on the UEM console.

VMware AirWatch Toshiba Printer Integration Guide | v.2018.07 | July 2018
Copyright © 2018 VMware, Inc. All rights reserved.

vmware airwatch 21




Chapter 4: Profiles Management

Procedure
1. Navigate to Devices > Peripherals > Settings > Profiles.
2. Select the profile and then select View Devices.

3. Select the Install Profile icon of the printer to which you want to install the profile settings.

Delete Profile

This section describes the procedure to delete printer profile that has been already enrolled in the UEM console.

Procedure

1. Select Devices > Peripherals > Settings > Profiles.
2. Select the down-arrow icon of the profile that you want to delete, and select Delete. Confirm that the profile is deleted

from the UEM console.
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Chapter 5:

Files Management

Overview

This section provides information on adding, installing, and deleting files.

Add File

This section describes the procedure to add a file to the printer from the UEM console.

Procedure

1. Select Devices > Peripherals > Settings > Files.

2. Select Add New File and select the TOSHIBA icon.

3. Enter the name and description for file in respective fields.

4. Select the Assignment Type down-arrow button and select Optional. If you want to execute Install File automatically
after you added afile, select Auto.

5. Click the Assigned Smart Groups field and select a smart group for which you want to execute Install File.
6. Select File, and then click Configure.

7. Type afile name in the File Name field and a file version in the File Version field.

o Ifthe extension of thefileis .bas, include it in the file name. For example, if you upload the filename Z-EP-
MOOA.BAS, then enter the full Z-EP-MOOA. BAS filename including the three-letter extension in the file name field.

o The File Version means the firmware version of the file.
8. Select Upload and select Browse..... Indicate the file which you want to use and select the Open button.

9. Select Save & Publish. Confirm that the file is newly added.
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Chapter 5: Files Management

Install File

This section describes the procedure to download a file uploaded onto UEM console into the printer.

Procedure
1. Select Devices > Peripherals > Settings > Files.
2. Select the View Devices icon of the file that you want to use.

3. Select the Install File icon of the printer to which you want to download the file. Now, the firmware gets downloaded
and executed on the printer.

Delete File

This section describes the procedure to delete a file enrolled in the UEM console.

Procedure
1. Select Devices > Peripherals > Settings > Files.
2. Select the down-arrow menu of the file that you want to delete, and select Delete.

3. Confirm that the file is deleted from the UEM console.
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Chapter 6:

Printer Functionalities

Monitor Printer Alerts

This section describes the procedure to monitor the printer alerts through UEM console.

Procedure
1. Select Devices > Peripherals > Alerts.
2. Confirm that the alert that was just generated is added to the UEM console.

o Ifalertis not added, then wait a few minutes and then select the Refresh icon.

Retrieve Printer Query

This section describes the procedure to retrieve printer settings and to display them on the UEM console.

Procedure
1. Select Devices > Peripherals > List View.
2. Select the printer you want to monitor one’s settings and select the Friendly Name.

3. Select Query and select OK.

Reset Printer

This section describes the procedure to execute printer reset on the printer (resets printer RAM).

Procedure
1. Select Devices > Peripherals > List View.

2. Select the printer you want to execute a reset on and select the Friendly Name.
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3.

4.

Select More — Soft Reset (Soft Reset is same as Factory Reset in functionality).

Click OK.

Edit Printer Name

This section describes the procedure to change the name of the printer on the UEM console.

Procedure

1. Select Devices > Peripherals > List View.

2. Select the printer name you want to change and select the Friendly Name.
3. Select the Moreicon, and select the Edit Device icon.

4. Type a printer name in the Friendly Name field, and select Save

5. Confirm that the printer name is changed on the UEM console.

Chapter 6: Printer Functionalities
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Chapter 7:

Event Logs

Generate Event Logs of Toshiba AirWatch Connector

This section describes the procedure to generate event log to trace the operational history of Toshiba AirWatch
Connector on the print server.
Procedure

1. Select Starticon, and select Run... icon. Then the following screen is displayed. Type Eventvwr.msc in the Open field
and select the OK.

2. Select the +icon of Windows Logs.
3. Select the Application icon and select the Filter Current Log... icon.

4. Select the down-arrow button in the Event sources field, and then enable the TOSHIBA AirWatch Connector
checkbox.

5. Select OK. Only the event log about TOSHIBA AirWatch Connector appears. When you select a line of event log, the
message is displayed on the lower part of the screen.

Enable Print Server Logs

This section describes how to enable print server logs on the print server.

Procedure

1. Navigate to the following path on the print server and open TecConnector.xml file.

c:users/public/public documents/Toshibatec/ToshibaAirWatchConnector

2. Inthe .xmlfile, update the <Debuglog> code from false to true.

e Oncethe.xmlis saved and the print server is up, the logs get saved in the log folder.
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Chapter 8:

Troubleshooting Print Server

Overview

This section provides details of various troubleshooting procedures that needs to be carried out if required.

Case 1: Display of TOSHIBA AirWatch Connector service stopped screen

The TOSHIBA AirWatch Connector service on Local Computer started and then stopped. Some services stop
automatically if they are not in use by other services or programs is displayed.

Reason: There are two reasons for this error to appear:
o TOSHIBA AirWatch Connector start-up failed.
« Service Uid typed on UEM console is incorrect.
Solution: Following is the procedure of re-installing the connector to resolve the issue:
1. Access the UEM console, and navigate to Devices > Peripherals > Settings > Server page.
2. Select the Edit icon for the print server which you target.

3. Typethe Unique ID noted in TOSHIBA AirWatch Connector installation in the Service Uid field exactly, and select
Save.

4. Onthe print server, select Start > Run. Type services.msc in the Open field, and select OK.

5. Select the name TOSHIBA AirWatch Connector, and select the Start Services icon. The TOSHIBA AirWatch Connector
is started.

6. Confirm that the status of TOSHIBA AirWatch Connector is Started. If Started is displayed, installation is successful.

Case 2: A printer cannot be enrolled (There is no error on event log)
A printer cannot be enrolled on the UEM console. In confirming event log, there was no error log.
Reason: Default multicast IP address “239.255.0.10” would have been used in other part.

Solution: Follow the below procedure to configure multicast IP address:
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1. Navigate to Start > All Programs > Accessories > Command Prompt on the print server.

2. Enter the address of virtual directory TOSHIBA_AWConn, and then press Enter.

For example, if the address of TOSHIBA_AWConn is c: \inetpub\wwwroot\TOSHIBA AWConn, then type cd c:
\inetpub\wwwroot\TOSHIBA_AWConn

3. Typecd bin, and then press Enter.
4, Start B-EP Tool for Walmart, and select Parameter Setting — LAN.
o Confirm that the IP address in Workspace ONE UEM shows 239.255.20.180.

5. Type the following, and then select Enter.
setparam MultiCastAddress=xxx.xxx.xxx.xxx UdpAutoReceivePort=4000 MultiCastEventLog=ON

o Regarding xxx.xxx.xxx.xxx, type multicast IP address that is configured in step 4.
6. TypeY, and then select Enter.
7. Confirm that all the said parameters are configured. And then type exit, and press Enter.
8. Select Start > Run. Type services.msc in the Open field, and select OK.
9. Select the name TOSHIBA AirWatch Connector, and select the Start Services icon.

10. Confirm that the status of TOSHIBA AirWatch Connector is Started. If Started is displayed, it indicates that the
TOSHIBA AirWatch Connector is restarted.

Case 3:A printer cannot be enrolled. (There is UDP port error on event log)
A printer cannot be enrolled on UEM console. In confirming event log, an error log about UDP port is displayed.
Reason: Default UDP Port Number “4000” has been already used in other part.

Solution: Follow the below procedure to configure UDP port number.

1. Navigate to Start > All Programs > Accessories > Command Prompt on the print server.

2. Enter the address of virtual directory TOSHIBA_AWConn, and then press Enter.

For example, if the address of TOSHIBA_AWConn is c: \inetpub\wwwroot\TOSHIBA AWConn, then type cd c:
\inetpub\wwwroot\TOSHIBA_AWConn

3. Typecd bin, and then press Enter.
4. Start B-EP Tool for Walmart, and select Parameter Setting — LAN.
o Enable the Workspace ONE UEM checkbox, and configure UDP Port Number except 4000.

5. Type the following, and then press Enter.
setparam MultiCastAddress=239.255.0.10 UdpAutoReceivePort=yyyy MultiCastEventLog=ON

o Regarding yyyy, type UDP port number that is configured in step 4.
6. TypeY, and then select Enter.

7. Confirm that all the said parameters are configured. And then type exit, and press Enter.
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8. Select Start > Run. Type services.msc in the Open field, and select OK.
9. Select the name TOSHIBA AirWatch Connector, and select the Start Services icon.

10. Confirm that the status of TOSHIBA AirWatch Connector is Started. If Started is displayed, it indicates that the
TOSHIBA AirWatch Connector is restarted.

Case 4: Non-supported multicast error is registered. (The printer can be enrolled)

Though a printer can be enrolled on UEM console, error log about non-supported multicast is registered whenever
TOSHIBA AirWatch connector is started.

Reason: Multicast IP address is not configured in “B-EP Tool for Walmart”.
In other words, the host name or IP address of print server is configured in “B-EP Tool for Walmart”.

Solution: According to the following procedure, disable event log about multicast.

1. Navigate to Start > All Programs > Accessories > Command Prompt on the print server.

2. Enter the address of virtual directory TOSHIBA_AWConn, and then press Enter.

For example, if the address of TOSHIBA_AWConn is c: \inetpub\wwwroot\TOSHIBA AWConn, then type cd c:
\inetpub\wwwroot\TOSHIBA_AWConn

3. Typecd bin, and then press Enter.
4, Start B-EP Tool for Walmart, and select Parameter Setting — LAN.
o Enable the Workspace ONE UEM checkbox, and configure UDP Port Number except 4000.

5. Type the following, and then press Enter.
setparam MultiCastAddress=239.255.0.10 UdpAutoReceivePort=4000 MultiCastEventLog=OFF

6. TypeY, and then select Enter.

7. Confirm that all the said parameters are configured. And then type exit, and press Enter.
8. Select Start > Run. Type services.msc in the Open field, and select OK.

9. Select the name TOSHIBA AirWatch Connector, and select the Start Services icon.

10. Confirm that the status of TOSHIBA AirWatch Connector is Started. If Started is displayed, it indicates that the
TOSHIBA AirWatch Connector is restarted.
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