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Chapter 1:

Workspace ONE UEM Certificate EOBO
with ADCS via DCOM

This document explains the installation and setup of the Enrollment Agent Signing Certificate for direct integration with
Workspace ONE UEM using ADCS over the DCOM protocol.

This setup allows Workspace ONE UEM to take advantage of Microsoft’s Certificate Enroll On Behalf Of Others function.
By default, only domain administrators are granted permission to request a certificate on behalf of another user.
However, a user or computer account other than a domain administrator can be granted permission to become an
enrollment agent. A user becomes an enrollment agent by enrolling for an Enrollment Agent certificate. For integration
with Workspace ONE UEM, a computer account will be used.

Once someone has an Enrollment Agent certificate, that person can enroll for a certificate and generate a smart card on
behalf of anyone in the organization. The resulting smart card could then be used to log on to the network and
impersonate the real user. Because of the powerful capability of the Enroliment Agent certificate, Workspace ONE UEM
strongly recommends that your organization maintain very strong security policies for these certificates.

System Requirements

Software Requirements

o Microsoft Windows Server 2008 R2 Enterprise or later.

Other Requirements
e On-Premises Workspace ONE UEM Environment.

o Server must be a member of the same domain as the Workspace ONE UEM application server in order to install the
Enterprise CA.

o Service Account with administrative access to the server.

VMware AirWatch Certificate EOBO with ADCS via DCOM | v.2018.07 | July 2018
Copyright © 2018 VMware, Inc. All rights reserved.

vmware airwatch 3




Chapter 1: Workspace ONE UEM Certificate EOBO with ADCS via DCOM

Network Requirements

The Workspace ONE UEM console server, VMware Enterprise Systems Connector server (if you are using VMware
Enterprise Systems Connector), must be able to communicate to the Microsoft CA over all configured DCOM ports. If
using VMware Enterprise Systems Connector, the VMware Enterprise Systems Connector server must comply with the
hardware sizing requirements mentioned in the Workspace ONE UEM Recommended Architecture Guide, which is
available by name on the AirWatch Resource Portal. Refer to the guidelines described for the Admin Console server.

o Port 135: Microsoft DCOM Service Control Manager.
o Ports 1025 - 5000: Default ports DCOM processes.

e Ports 49152 - 65535: Dynamic Ports.

This port range can be configured to be any number of non-standard ports depending on your DCOM implementation.
However, these ports are utilized by default.

High Level Design

In order for Workspace ONE UEM to use a certificate in a profile used to authenticate a user, an enterprise CA must be set
up in the domain in an on-premises only environment. Additionally, the CA must be joined to the same domain as
VMware Enterprise Systems Connector in order to successfully manage certificates within Workspace ONE UEM. There
are several methods for Workspace ONE UEM to retrieve a certificate from the CA. Each method requires the basic
installation and configuration described in this document.

Scenario #1 — On Premises: All Workspace ONE UEM application servers internal. VMware
Enterprise Systems Connector not installed.

Internet DMZ Internal

Note: AirWatch Console/Device Services
and CA must be within the same domain.

airwatch .
e [T Ty — _d{- . I{""“‘"“’
AirWatch Console/ .

Device Services Internal CA
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Chapter 1: Workspace ONE UEM Certificate EOBO with ADCS via DCOM

Scenario #2 — On Premises: Device Services located in the DMZ. CA and Workspace ONE UEM
servers internal. VMware Enterprise Systems Connector not installed.

Internet DMZ Internal

Note: Device Services, CA, and AirWatch
Console must be within the same domain.

airwatch
by VITIWVArE
S IR R

airwatch
by VITYWAre
LB IR AR

- \ - |

g

Device Services

AirWatch Console

Internal CA

Scenario #3 — On Premises: Devices Services, VMware Enterprise Systems Connector, Workspace
ONE UEM servers, and CA internal.

Internet DMZ Internal
Note: ACC and the CA must be within the same domain.

airwatch
by VATYWArE
S E TN G R

by WITWArE
—

; ; R Internal CA
Device Services airwatch

by WMITWAAre
S AR e

AirWatch Console

Scenario #4 — On Premises: Device Services located in the DMZ. VMware Enterprise Systems
Connector, Workspace ONE UEM servers, and CA internal.

Internet DMZ Internal

Note: ACC and the CA must be within the same domain.

airwatch
by VATYWArE
S TIINEMRERE IR

airwatch
by VWIS _ ACC l

e

R Internal CA
airwatch
by VITIWEINE
B IR e

AirWatch Console
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Chapter 1: Workspace ONE UEM Certificate EOBO with ADCS via DCOM

Scenario #5 — SaaS: Workspace ONE UEM Servers and Device Services in the internet cloud, and the
VMware Enterprise Systems Connector and Internal CA are Internal.

Internet DMZ Internal

Note: ACC and the CA must be within the
same domain.

airwatch

Device Services aWatch
by VITYWENE
B L L L T —

ACC

airwatch
by VITWare Internal CA

AirWatch Console
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Chapter 2:
Install, Set Up, Configure Certificate

This section provides instructions to configure the certificate authority (CA) of your choice to work with the Workspace
ONE ™ UEM console. Take the following steps and procedures to integrate the certificate.

Set up the Restricted Enrollment Agent Signing Certificate on the CA Server

Step 1: Enable LDAP Referrals

Run the following commands on the CA. This configuration is needed on ADCS CA since we are requesting certificates on
behalf of some other user using service account.

This feature is only supported on Windows 2008 R2 Enterprise and later. See the link below for context and details:
https://technet.microsoft.com/en-us/library/ff955842(v=ws.10).aspx

1. First stop certificate services by running the following command:

net stop certsvc

2. Enable LDAP Referrals
certutil -setreg policy\EditFlags +EDITF ENABLELDAPREFERRALS

. Administrator: Command Prompt

Microzoft Windows [Uerzion 6.1.76811
Copyright (c)> 20809 Microsoft Corporation. All rights reserved.

C:xUzeprswsvcSCEP>certutil -szetreg policy~EditFlags +EDITF_EMABLELDAPREFERRALS _

3. Start certificate services by running the following command:

net start certsvc
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Chapter 2: Install, Set Up, Configure Certificate

Step 2: Create the Restricted Enroliment Agent Certificate Template

1.

2.

9.

Open the Certificate Authority (CA).

Expand the CA Name, Right click Certificate Templates, and select Manage.

Right click the Enrollment Agent (Computer) template and select Duplicate Template. Name it per your preference.
Select Windows Server 2008 Enterprise.

On the Request Handling tab, select Allow Private Key to be Exported.

In the Subject Name tab, make sure Build from this Active Directory Information is activated and Subject Name
format is set to Fully distinguished name.

Click OK.

Navigate back to the CA, right click Certificate Templates, select New, and select Certificate Template to Issue.

-

FE:I certsry - [Certification Authority (Local)]

File  Action Wiew Help

G|z HIHE

f.,jl Certification Authority {Local) Mame | Diescripkion |
= e aifwatch-ATLﬂlDEﬂCSEI-CA @i airwatch-ATLO1DEYCS21-CA Certification Authority
| Revoked Certificates
[ | Issued Certificates
[ Pending Requests
[ | Failed Requests

=

Manage

Mew r Certificate Template to Issue

Refresh

Help

|Creates a new iterm in this conkainet,

Select the duplicate copy of the template created in the previous step.
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Chapter 2: Install, Set Up, Configure Certificate

F certsry - [Certification Authority (Local)hairwatch-ATLO1DEYCS21-CAhCertificate Templates]

File  Action View Help

& |7 o= H

ﬁ Certification fatk =k i -1t .. == e [| AI
g sirwatch EM Enable Certificate Templates [ x|
TI Revg Select one Certificate Template to enable ot this Certification Autharity.
—_| IssUE  Mote: [f a certificate template that was recently created does not appear on thiz list, you may need ta wait until
| Pend  infarmation about this template has been replicated to all domain controllers.
7] Faile: Al of the certificate templates in the arganization may nat be available ta wour CA.
For mare information, see Certificate Template Concepts.

[ Cetti
MName | Intended Purpose ;l
E Confighdgr Clignt Distribution Paint Certificate  Client Authentication
E Confighdgr web Server Certificate Server Authentication
E Copy of ATLD_CAO3 User Encrypting File System, Secure Email, Client Authentication

Cr of E rrallme [Computer] Ce te Re

Server At

E Copy of BAS and 145 Server

E Copy of User Client swthentization, Secure Email, Encropting File Spstem
E Crozz Centification Authority <l

E Directony Email Replication Directory Service Email Replication

& Doming Test Server Authertication

ﬁl DaminoClient Server Authertication | _ILI
L] 3

ar. I Cancel |

E Code Signing Code Signing
E Wieh Server Server Authentication
E Subordinate Certification Aukhority <hll= =

10. Click OK.

Enroll a computer for the Signer Certificate

Step 1: Generate a new Restricted Enroliment Agent Signer Certificate
The following actions in this step can be done on any server that can connect to the Certificate Authority.
1. Open MMC.

2. Click File and select Add/Remove Snap in.

F

Consolel - [Console Root]

w Action  Yiew Favorites  MWindow  Help | = 5'
New Chrl+n

— ©Open.. Ctrl4+0 T -

T Save Chrl+5 [ Actions
Save As... There are na items to show in this view, Console Root -

More Actions 3

Cerl+m

1 ChiWwindows|system32\certsry

2 CiWindows\. .. \ServerManager
3 CiWindows|System32icerttmpl
4 Ciilserst, .. \DesktopConsalel

Exit

~LEnabhas vou to add snap-ins to or remove them from the snap-in console,
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Chapter 2: Install, Set Up, Configure Certificate

3. Select Certificates.

4. Select Computer Account.

5. Select Local Computer and select Finish.
6. Click OK.

7. Expand Certificates (Local Computer), double click Personal, right click Certificates, select All Tasks, and select
Request New Certificate.

8. Click Next.

9. Select Active Directory Enroliment Policy and select Next.

ocal Computer)'Person:

L] Certificate Enrollment

| Console Root tions
£ [l Certificates {Local Camputer) oncates 4|
=) [ Personal Select Certificate Enrollment Policy
| Certificates More Artions »
[ Trusted Root Certification Certfficate enroliment policy enables enrolment for certificates based on predefined certificate templates, Certificate
{1 Enterprise Trust enrolment policy may already be configured For you,
[ Inkermediake Certification
(] Trusted Publishers Configured by your administrator

[ Untrusted Certificates
7| Third-Party Root Certifica
(1 Trusted People Configured by you Add New
[ Operations Managar

|| Remate Deskiop

[ Certificate Enrallment Rec
[ 7] Smark Card Trusted Roots
[ Trusted Devices

B EHEFEBEEEB B

Learn mare about certificate enroliment policy

Cancel

4 | I ] |

|Personal store contains 22 certificates. [

10. Check the duplicate template created in earlier steps and select Enroll.

p

onsolel - [Console Root' Certificates {Local Computer)'Personal'Certificates] ]

ﬁ Flle Action Wiew Favotites  tWindow  Heln |;|i|5|

te Enrollment

I EIENEE
] Console Root
=] Certificates (Local Computer)

5] Certificate Enrollment

= a
= O Pe_rsnna\ Request Certificates

|| Certificates More Actions »
J_ Trusted Raat Certification “fou can request the following types of certificates. Select the certificates vou want to request, and then click Enroll,
| Enterprise Trust

| Intermediake Certification T N
[ Trusted Publishers
[ Untrusted Certificates [T CA Exchange 1) STATUS: Avalable Details &) J
[ Third-Party Raot Certifica & More infarmation is required ko enroll For this certificate. Click here b configure settings,

Trusted People
J_ Operations Manager [~CEP Encryption j‘)STATUS: Available Details ()
| Remate Deskiop

[ Certificate Enrollment Rec
[ Smart Card Trusked Roats
[ Trusted Devices [ Camputer 1) STATUS: Avalable Diskails ()

& More information is required ko enrall For this certificate, Click here to configure settings,

[¥ Copy of Enrollment Agent {Computer) 1) STATUS: Avalable Details &)

™ show all templates

Learn more about certificates

ol |
4 | LA KXl T 7
| |

11. Once completed, select Finish.
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Chapter 2: Install, Set Up, Configure Certificate

Step 2: Configure the issued certificate
1. Once the certificate has been issued, right click it and select All Tasks followed by Manage Private Keys.
2. Click Add.

3. Type Network Service and select Check Names. Once added, select OK twice.

I =Y
2 gpal'.Certificates]
g Select Users, Computers, Service Accounts, or Groups ﬂﬁ |
[Fi St s ol typ?f: _ — | Expiration Date | Intended Pur[;l | Actions
¢ [Hsers. Gioups. or Builkin securiy princiodls Object Types cure Certificate Authori..  2/20/2017 Server futher ol
From this location st Root CA 1232022 <Al .
IAlrW’alch.DEV Locations. st Rt A \1sf2022 <All> Hore fccins
LOIDEWCS20-CA 5[8/2015 <Al> ATLO1DEYCS21.AirWatch.DEV
Enter the object names to select (eramples]: LO1DEYCS21-CA 6lz4/2014 Client Authen
NETwWORE SEFVICE T L DECS20-C A Slaj2019 <Al More Actons g
— LD-CAD3-CA 8/2e/2015 Clignt Authen
LD-CAD3-CA 12/212015 Client Authen
LO1DEYCSZ1-CA Flzrfzo7 Certificate Re
T Cancel LO1DEVCS20-CA 3/7/2015 Client Authen
L L0IDEMCS21-CA afz0fz017 Certificate Re
i . = = airwakch-aTLO1DEVCSZ 1-CA 1/11f2017 Certificate R
Special pemissions ] m airwatch-ATLO1DEVCS21-Ca 1/11jz017 Certificate Re
airwatch-ATLO1DEYCS21-CA 1/12j2017 Certificate Re
asirvatch-ATLO1DEYCS21-CA 1/27/2017 Certificate Re
P et e a0 et celfins, v — afrwatch—ATLDlDEVCSZl—CA 1/2712017 Cert!F!cate Re
click Advanced. = | airwatch-ATLO1DEYCS21-CA 112f2017 Certificate Re
A Device Services Child Certificate af 142054 Server Auther
Learn about sccess contiol and permissions A Device Services Child Certificate &la/z053 Server Auther
AW Device Services Child Certificate 61302033 Server Auther
oK | Cancel | Lpply | airvatch-ATLIDEYCS21-CA 7l27{2017 Certificats Re
TR TIETATE T AgETC Cerareate B2, WMware WM Agent Certificate B250...  3/23/2025 <Al |
-
« | i I L
| | )

Step 3: Export the Certificate

If the certificate needs to be installed on multiple Device Services servers or Workspace ONE UEM Cloud Connector
servers, export with the private key. If not, skip to exporting just the public key.

Export public and private key to a .pfx file

1. Rightclick theissued certificate, select All Tasks followed by Export.

2. Click Next.
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Chapter 2: Install, Set Up, Configure Certificate

(3 r—ry
- (ofx]|
F | =181 x]
4 Welcome to the Certificate Export
T Wizard | Inkended Purg + | | Actions
E ertificate Authori...  Server Auther :
¥ i v " ) . ca als Certificates
Iy lists and certificate revocation lists from a certificate A Al Mare dctions
- store bo your disk. <M>
IC520-CA <Al .
A m, v:'.fd.' i Eﬂ.ﬂ:l h!:ﬂm m, i — Client Authen ATLO1DEYCSZ1.AirWatch.DEY
. e IC520-CA <Al More Actions 3
used to protect data or to establish secure network
connections. A certificate store is the system area where B-CA Client Authen
certificates are kept. 5-CA Client Auther:
To continue, dick Next. £521-Ca Certificate Re
(CS20-CA Client Authen
[C521-CA Certificate Re
C521-CA Certificate Re
C521-CA Certificate Re
C521-CA Certificate Re
C521-Ca Certificate Re
Child Certificate Server Auther
coek [CHees | | camel | fs21ca Certificate Re
Certificate B250...  <all> ||
< | I K1 | 3|

3. Select Yes, export the private key and select Next.

4. Select Include all certificates in the certification path if possible as well as Export all extended properties. Click
Next.

5. Set a password and select Next.
6. Select a folderin which to save the exported certificate.

7. Click Finish.

Export the public key to .cer file

Only the public key needs to be exported for upload to the console:

1. Rightclick the issued certificate, select All Tasks followed by Export.
2. Select No, do not export the private key, select Next.

3. Select DER encoded binary X.509 (.CER), select Next.

4. Select a destination for the exported certificate and select Next.

5. Click Finish.

Step 4: (If required) Import the certificate for other Device Services servers or AirWatch Cloud
Connector servers

On any other servers DS servers or AirWatch Cloud Connector servers, the certificate that was exported in previous steps
will need to be imported. Skip this section if no other DS or ACC servers are involved.

1. Open MMC.

2. Click File and select Add/Remove Snap in.
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Chapter 2: Install, Set Up, Configure Certificate

[ Consolel - [Console Root] H[=] ]
ﬂ Action  Wiew Favorites  ‘Wwindow  Help | — |ﬁl Ill
¢ Mew Chrl+m
—  Open... Chrl+o | -
T Save Chrl+s I Actions
Save As... There are no items to show in this view, Console Root -

/8 SNap-in... Chrl+m Mare Actions 4

1 Ciwindows!system32\certsry
Z Cihindows,. .\ ServerManager
3 CiiwWindows) System32 certtmpl
4 Ciilsersy,, \DeskboplConsolel

Exit

|Enables wou ko add snap-ins ko or remove them From the snap-in console,

3. Select Certificates.

4. Select Computer Account and select Next.
5. Select Local Computer and select Finish.
6. Click OK.

7. Expand Certificates (Local Computer) and select Personal. Right click Certificates, select All Tasks and select
Import...

8. Select the .pfx file exported in previous steps and select Next.

9. Enter the password created for this file in previous steps, make sure Include all extended properties is checked and
select Next.

10. Ensure Place all certificate in the following store is set to Personal and select Next.

11. Click Finish.

Make Custom User Templates

The default Microsoft Certificate template can be used to issue certificates to the end user. If using such a default, you
may skip this section. Workspace ONE UEM recommends the User Template for client authentication certificates.

1. Onthe CAserver, under the Certificate Authority Name, right click Certificate Templates and select Manage.

2. Right click a default template that is closest to your needs and select Duplicate Template.
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Chapter 2: Install, Set Up, Configure Certificate

I Certificate Templates Console =l
File  Action  ‘Wiew Help
e N ERERR 7|
& Certificate Templates (ATLD1DEYDC Template Display Mame = | Minimum Supparted Cas | Inta:l | Actions
| kerberas Authentication windows Server 2003 Ent,.,  Clier Certificate Templates (ATLDCZ... =
E Key Recovery fgent wWindows Server 2003 Ent..,  Key )
] Lokus weh Server whindows Server 2003 Ent..,  Serv Mare Actions 4
E MagTunnel Windows Server 2003 Ent..,  Serv
E MobileUser Windows Server 2003 Ent...  Clier _
] Mobilelserz windows Server 2008 Ent,.,  Cert More Actions L4
@ MaobilaUser3 Windows Server 2003 Ent...  Encr
5l ssrs Template Windows Server 2003 Ent...  Serv
E Subordinate Certification Authority ‘indows 2000
E Test for subCa Windows Server 2003 Ent..,
5] TPM virtual Smart Card windows Server 2003 Ent...  Smal
E Trusk List Signing windows 2000
] User Signakure Cnly
E UserTest all Tasks ¥ pr 2008 Ent...  Clier
5l weh Server i
] warkstation Authentication Properties br 2003 Ert...  Clier—
b
1| | K [ el | 3|

|Using this template as a base, creates a template that supports Windows Server 2003 Enterprise Cas |

3. Select Windows Server 2008 Enterprise and select OK

4. Enter the Template display name and select Apply.
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Chapter 2: Install, Set Up, Configure Certificate

Bl Certificate Templates Console =] n

File Action VMew Help

e |zl HE=

E Cettificate Templates (ATLOIDEYDC | Template Display Mame = | Minirurn Supported CAs | Wersion | Intelil I Actions
5] Kerberos £ pee e e Zooo ot oo = -
E Properties of New Template Certificate Templates (ATLO1DEYDCZ... &
Key Recov ;
E Lokus Web More Actions »

lzzuance Requirements | Superzeded Templates | Extenzions | Security
)| MagTurnel 5 aneral

| Fiequest Handing | Croptogiaphy | Subject Mame | Server _
EMohileUser

] MabileLlser Template display narme: Mare Actions .4
5] MabileUser IU serd
5] mabileUser
E Mew REA b Minimum Supported Chs: Windows Server 2008 Enterprise
& ocsP Res
Focse Resy Template name:
Hrasandny  |UserZ
I REA Dema
E Rea temp
renewrev Walidity period: BRenewal period:
] Researchi I 1 Iyea[g vI I [5 Iweeks - l
5 Raot Certi
E Router {OF
= ScepTempl ¥ Publish certificate in Active Directary
5 sHa 256 T : . . _ o
[ Do not automatically reenrol if & duplicate certificate exists in Active
FlsHaS1Z T Bt

 shortauth
& smartcard r For automatic renewal of smart card certificates, use the existing key
1l smarkcard if & new key cannot be created

5l 55R5 Temg
5 subordinat
5] Test for su
S TPM virtua
5 Trust List =

T User oK I Cancel Apply Help

E User Signa

5] UserTest windows Server 2008 Ent.,. 1002 Clier

5] wweh server windows 2000 4.1

5] warkstation Authentication Windows Server 2003 Ent...  101.2 CIierT
d T | DN

5. Select the Issuance Requirements tab and select This number of authorized signatures. Under the Application
policy drop-down field, select Certificate Request Agent and select Apply.

6. Under the Subject Name tab, configure subject alternate name Including Email name and User Principal Name.
Workspace ONE UEM recommends this practice for Wi-Fi, VPN, and Email authentication. Click OK.

7. Right click Certificate Templates under the CA name, select New, and select Certificate Template to Issue.
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Chapter 2: Install, Set Up, Configure Certificate

ﬁi certsry - [Certification Authority (Local)'airwatch-ATLD1DEYCS21-CA\Certificate Templates]

File  Action View Help

e o= H

L) Certification Authaority (Local) Kame I Intended Purpose

= g airwabch-ATLOIDEVCS21-CA 2| Copy of Enroliment Agent (Computer) Certificate Request Agent
_:, Revoked Certificates # Enroliment Agent (Computer) New Certificate Request Agent
1 Issued Certificates 3] Custom Enroliment Agent (Computer) Certificate Request Agent
- Pending Requests 5 custom Simple Enroliment Agent Certificate Request Agent
| Failed Requests E & Exchange Private Key Archival

Certificate Templat

Certificate Templat nnel Server &uthentication, Secure Email, Encry. ..
Server Authentication

Client Authentication, Server Authentication

Client Authentication

Certificate Template bo Issue

Server Authentication

Client Authentication, Server Authenticatio. ..
Client suthentication

Certificate Request Agent

Client suthentication

Secure Email, Client Authentication
Encrypting File System, Secure Email, Clien. ..

8. Select the template that was just created and select OK.

EN Enable Certificate Templates

Select one Certificate Template to enable on thiz Certification Authority.

Mote: If a certificate template that was recently created does not appear on thig list, you may need to wait okl
information about thiz template has been replicated to all damain contrallers.

All of the certificate templates in the organization may not be available to your Ch,

For more information, see Cerificate Template Concepts.

M ame | Intended Purpoze :I
E ScepTemplate IP secunty IKE intermediate

E SHA 2586 Test Client Authentication

E SHA 512 Test Client Authentication

] Shortiuth Encrypting File Systemn, Secure Email, Client Authentication
& 55Rs Template Server Authentication

] Test far subCé <Al

E TP Yirtual Smart Card Smart Card Logon, Client Authertication

-@ Uzer Client &uthentication, Secure Email, Enciypting File Sys

] UserTest Client Asuthentication, Secure Email, Encrypting File Spstem
4| | b

| ] I Cancel

Configure the VMware Enterprise Systems Connector

Enrolliment On Behalf Of (EOBO) with ADCS on Microsoft's Distributed Component Object Model (DCOM) substrate can
be deployed on the VMware Enterprise Systems Connector in a SaaS environment and as such, additional configuration
steps are required.
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Chapter 2: Install, Set Up, Configure Certificate

If using VMware Enterprise Systems Connector, the VMware Enterprise Systems Connector server must comply with the
hardware sizing requirements mentioned in the Workspace ONE UEM Recommended Architecture Guide, which is
available by name on the Workspace ONE UEM Resource Portal. Refer to the guidelines described for the Admin Console
server.

VMware Enterprise Systems Connector Configuration Steps

If your Workspace ONE UEM deployment is strictly on-premises, then you may skip ahead to Configuring the Workspace
ONE UEM console, otherwise, configure the VMware Enterprise Systems Connector by completing the following steps.

1. OntheVMware Enterprise Systems Connector server, run services.msc

2. Stop the VMware Enterprise Systems Connector service.

3. Right-click the VMware Enterprise Systems Connector service.

4. Select Properties.

5. Select the Log On tab.

6. Under Log on as:, choose Local System account and enable the check box Allow Service to Interact with Desktop.

7. Click OK to save settings and close the Properties page.

If necessary, see Troubleshooting the VMware Enterprise Systems Connector Configuration for additional information.

Connect to the CA

1. Select Microsoft ADCS as the Authority Type and enable Restricted Enroliment Agent.
The User name and Password entered here require administrative access to the certificate authority server as
mentioned in the prerequisites.

2. Upload the public key file (.cer) exported in previous steps.

3. Click Save.

Configure the Request Template

1. Setthelssuing Template to either a default template or the template configured in “Configuring a Custom User
Template.”

2. Setthe Requester Name to {EmailDomain}\{EnrollmentUser} for best results. AD configuration in Workspace ONE
UEM is required to populate the look up values accurately.
Only user-specific lookup values are configurable in the requester name. Device-specific lookup values are not
supported.

3. Click Save.

This CA and template combination can be used in any profile in the credentials payload and associated with wifi,
email, or VPN payloads.
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Troubleshooting Additional Settings

The system cannot find the file specified. 0x80070002 (WIN32: 2)

The REA signing certificate might not be present on the console/DS server’s certificate store. You might have added it
using your SSO AD user. These AD user-uploaded MMC certificates remain specific to that instance since they are not
Network Admin users. Therefore, airwatchdev\svcscep (the network admin) cannot access the private key of REA
certificate uploaded using awsso\shwethan.

When adding an REA signing certificate to MMC, make sure you log in as the network admin (airwatchdev\svcscep). Then
add the signing certificate to the certificate store and give proper network service access to it so that other network
admin users can also access it.

When you provide Service Account credentials on the CA configuration page in the Workspace ONE UEM console, the
console/DS server performs a remote call to the server hostname using these service account credentials.

Object reference not set to an instance of an object

The CAserver received the certificate request, but the policy module denied the request. The denial happens either
because the LDAP forest referrals are not set (Step 1 of CA server), or because the user domain used is not correct or not
associated with the CA server.

For Issued certificates on the CA server, only requests from the Airwatchdev domain are processed. AWSSO domain
requests are rejected (atl0ldevcs21 CAis synced only with Airwatchdev AD, not with AWSSO). Therefore, we changed the
directory mapping on the LGs to Airwatchdev and users from this domain for enrolling devices. The profile lands on the
device with the correct client certificate for REA.

Troubleshooting the VMware Enterprise Systems Connector Configuration

In some cases, the above steps used to configure the VMware Enterprise Systems Connector may not be sufficient to
establish the proper permissions required to log in to the server. To ensure adequate permissions are set, the following
steps need to be taken on the VMware Enterprise Systems Connector.

Step 1: Create Service Account with Full Permissions

Aservice account will be required to run the VMware Enterprise Systems Connector service. Current service account
permissions are as follows but are subject to change if the permission levels can be successfully lowered.
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| Remote control I Remote Desktop Services Profile | COM+

General Address I Account I Profile I Telephones I Organization

Member Of ‘ Dialin I Environmert I Sessions

Member of:

Name Active Directory Domain Services Folder
Domain Users 2012CATemplate local /Users

Enterprise Admins 2012CATemplate local /Users

Remote Desktop Users  2012CATemplate local /Builtin

[<]

Primary group: Domain Users

= There is no need to changs Primary group unless
Set Primary Group you have Macintosh clients or POSIX-compliart

applications.

1. Member of the following groups in AD
« Domain Users
o Enterprise Admins

o« Remote Desktop Users

For example, the screen to the right displays the permissions for the Service Account 'caadmin’. This can be the
same Service Account mentioned in Other System Requirements.
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2. Onthe CAServer

o« Member of Local Administrator Group

For example, the screen to the right displays Local Administrator Group permissions on the CA Server.

2012 DevCA_CertAuthority

General

@ Administrators

Administrators have complete and unrestricted access
to the computer/domain

Description:

Members:

& 2012CATEMPLATE \caadmin

& 2012CATEMPLATE \causer

82, 2012CATEMPLATE Domain Admins
A Administrator

Changes to a user’s group membership
[ Add. || FRemove | arenoteffective untithe nex time the
user logs on.

[0k ] [Gmea ][ o0 | [ b ]

o Full permissions on the Certification Authority

o Forexample, the screen below displays the full compliment of available permissions for 'caadmin’.

Extensions I Storage I Certificate Managers
General I Policy Module | Exit Modle
Enroliment Agents I Puditing I Recovery Agents | Security

|GI'K)LID Or user Nnames:

82, Autherticated Users

& caadmin (caadmin@2012CATemplate local)

& CA User (causer@2012CATemplate local)

% Domain Admins (2012CATEMP LATE Domain Admins)

.% Enterprise Admins (2012CATEMPLATEEnterprise Admins)
.%ﬁdministmmrs (201 2CACAAdministrators)

[ Add. || Remove |

Permissions for caadmin Dery
Read

lesue and Manage Certfficates

Manage CA

Request Cerfficates
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Step 2: Use Alternate VMware Enterprise Systems Connector Configuration

1.

2.

10.

11.

On the VMware Enterprise Systems Connector server, run services.msc

Locate and stop the VMware Enterprise Systems Connector service.

Right-click the VMware Enterprise Systems Connector service.

Select Properties.

Select the Log On tab.

Under Log on as:, choose This account and Browse for the Service Account you created in Step 1.

Enter and confirm the password.

| General | Log On | Recovery | Dependencies

Log on as:

() Local System account
[] Alow service to interact with deshktop

(® This account: |caadmin@20‘|2ﬁa‘\Template.loc| | Browse...

Password: |............... |

Corfim p; d: | . |

Launch the Microsoft Management Console (mmc.exe) and open the personal certificate store of the local computer.

Ensure you are logged in with an account that has admin permissions for both the VMware Enterprise Systems
Connector server and the domain, otherwise you may not be able to access MMC and also add a domain user to
manager the private key.

Select the Restricted Enrollment Agent created and installed earlier in Step 4 of this guide.

In MMC, right-click the Restricted Enroliment Certificate you added and select All Tasks and then Manage Private
Keys.

Add the Service Account created in Step 1 and set read permissions.
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Secury |
Group or USer names:
H2, SYSTEM

caadmin (caadmin@2012CATemplate local)
%Mministmtors (SERVERZ012R2"Administrators)
Ho5-1-55-0-12419257

Pemissions for caadmin

Full control
Read
Special pemissions

Far special pemissions or advanced settings,
click Advanced. Advanced

K] [ [ oor ]

12. Click OK to save settings and close the Properties page.
13. Repeat steps 10-12 for both the VMware Enterprise Systems Connector and the Secure Channel Certificates.
o Both these certificates will be issued by the Device Services Child Certificate.
o Issued to AW Cloud Connector - VMware Enterprise Systems Connector and AW Cloud Connector - [OG Name].

14. From services.msc, manually start the VMware Enterprise Systems Connector service.
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Additional Settings Overview

In certain networks and environments, additional permissions and settings are required. Please follow the steps below
and refer to the troubleshooting list if required.

Settings and Configuration

A service account will be required to run the VMware Enterprise Systems Connector service. Current service account
permissions are as follows but are subject to change if the permissions can be successfully lowered.

o« Member of the following groups in AD

o Domain Users
o Enterprise Admins
o Remote Desktop Users
e Onthe CAServer
o Member of Local Administrator Group
o Full permissions on the Certification Authority

e Onthe VMware Enterprise Systems Connector Server

o Logon User for the VMware Enterprise Systems Connector Service

Permissions Settings

The following permissions have been set for the service account ‘caadmin’.

| Remotecontrol |  Remote Deskiop Services Profile. | COM=
Iﬁneﬁl | Address I Account I Profile I Telephones I Organization
Member Of | Dial4n | Environmertt I Sessions

Member of:

Name Active Directory Domain Services Folder
Domain Users 201 2CATemplate local/Users
Enterprise Admins 2012CATemplate local/Users
Remote Desktop Users 201 2CATemplate local/Builtin

| [ Bemove

Primary group: Domain Users

z There is no need to change Primary group unless
Set Primary Group you have Macintosh clients or POSIX-compliant
applications.
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CA Server Local Administrator Group Permissions

2012_DevCA_CertAuthority

General

@f Administrators

Administrators have complete and unrestricted access
to the computer/domain

Description:

Members:

& 201 2CATEMPLATE \caadmin

& 2012CATEMPLATE \causer

82, 2012CATEMPLATE\Domain Admins
§| Administrator

Changes to a user's group membership
[ Add. || Femove | arnoteffective untilthe next time the
user logs on.

Lok J[ Concel [ ot [[ Heb ]

Certification Authority Permissions

Exensions | Storage | Certfficate Managers
General | Policy Module | Exit Module
Enrollment Agents | Auditing | Recovery Agents | Security

GI'OLIP ar user names:

52, Authenticated Users

‘ caadmin (caadmin@2012CATemplate local)

z CA User (causer@2012CATemplate local)

% Domain Admins (2012CATEMPLATE \Domain Admins)

-% Enterprise Admins (2012CATEMPLATE Enterprise Admins)
%Mministmtors (201 2CACA \Administrators)

Pemissions for caadmin
Read
Issue and Manage Certficates
Manage CA
Request Cerfficates

VMware Enterprise Systems Connector Configuration
1. Run Services.msc

2. Stop VMware Enterprise Systems Connector Service
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3. Right Click VMware Enterprise Systems Connector service.
4. Select Properties

5. Click on Log On
o For 2008 R2 Enterprise

o Logon as Local System account
o Select Allow Service to Interact with Desktop
o For 2012 R2 Standard:
o Logon as This Account
o Browse for the user of the service account created

o Enter and confirm the password

| General | Log On | Recovery | Dependencies

Log on as:

() Local System accourt
[ Mlow service to interact with desktop

(® This account: |caadmin@201ﬂTemplate.loc| | Browse..

Passwaord: |............... |

Corfirm password: |............... |

6. Open the personal certificate store of the local computer

o Make sure you are logged in with an account that has admin permissions both on the VMware Enterprise
Systems Connector server and on the domain, or you may not be able to access the computer store and also
add a domain user to manage the private keys.

7. Select the Certificate Request Agent certificate created and installed in the original set up guide.

o Refer Chapter 4 of the Setting up Certificate Enrollment on-Behalf-of with ADCS with DCOM guide.

8. Right Click, select All Tasks, select Manage Private Keys
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9. Add the service account and set read permissions

Securty

I:3I'0I.I|:! ar uUser names:

H2 SYSTEM

caadmin (caadmin@2012CATemplate local)
%Mministlators (SERVER2012R2\Administrators)
B 5-1-5-50-12419257

Pemissions for caadmin

Full control
Read
Special pemissions

For special permissions or advanced settings,
click Advanced.

10. Repeat Steps 8-9 for both the VMware Enterprise Systems Connector and Secure Channel Certificates
« Both these certificates will be issued by Device Services Child Certificate

o Issued to AW Cloud Connector — VMware Enterprise Systems Connector and AW Cloud Connector —[OG Name]

11. Start the VMware Enterprise Systems Connector service
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