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Introduction to the VMware
Workspace ONE SDK for
Android

The Workspace ONE SDK for Android allows you to enhance your enterprise applications with MDM

capabilities. You can use VMware Workspace ONE® UEM powered by AirWatch features that add a layer

of security and business logic to your application.

The Workspace ONE SDK for Android has several components or library sets. The SDK component you

use dictates what features you can add to your applications. For example, apps with basic MDM
functionality, can use the Client SDK and omit importing the AWFramework or the AWNetworkLibrary.
Whatever features used, your application must integrate the corresponding library.

SDK Library

Client SDK

AWFramework

AWNetworkLibrary

Description

The client SDK is a lightweight library for
retrieving basic management and device
information such as compromised status,
environment info, and user information.

The AWFramework includes an involved
library for more advanced SDK
functionality such as logging, restrictions,
and encryption functions. The framework
depends on the client SDK.

The AWNetworkLibrary provides
advanced SDK functionality such as
application proxy and tunneling and
integrated authentication. It depends on
the AWFramework.

This chapter includes the following topics:

Requirements

Available Features

Enrollment Status
User Info
Partial SDK Profile

Compromised / Root Detection

Authentication

Client-Side Single Sign On
Branding

Full SDK Profile Retrieval
Secure Storage
Encryption

Copy Restriction

Application Tunneling
NTLM and Basic Authentication
Certificate Authentication

Required Libraries and Dependencies for Migration to the Latest SDK Version

Internally Deployed Applications

Whitelist Publicly Deployed SDK-Built Apps

SDK Profile Refresh Interval
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Requirements

You must have the listed systems and knowledge to use the components of the VMware Workspace ONE
SDK for Android v19.9.

= Android API level 16 or later

m  Android Studio with the Gradle Android Build System (Gradle) 3.3.0 or later

m  Workspace ONE Intelligent Hub v5.3 or later for Android or Workspace ONE 3.0 or later
m  Workspace ONE UEM console v9.4 or later

You must migrate to AndroidX to use Workspace ONE SDK for Android v19.8. Refer to Migrating to
AndroidX for steps to migrate to AndroidX.

Access the SDK

Download the SDK package from My Workspace ONE. You must have permissions to access this site.
Speak with your Workspace ONE UEM representative for access.

SQLCipher Support and Migrating Databases

The Workspace ONE SDK for Android uses SQLCipher 4.2.0 by default. In an application upgrade
scenario, the SDK handles database migration. However, if an application uses additional databases, you
must migrate them.

To migrate and upgrade an existing database and preserve data and schemas, use the new default
settings and use PRAGMA cipher_migrate. For more information, access SQLCipher 4.0.0 Release.
Emulators and Testing SDK-Built Applications

The SDK does not support testing in an emulator.

Required Libraries and Dependencies for Migration to the
Latest SDK Version

Add the necessary libraries and add dependencies to Gradle when you migrate to the latest Workspace
ONE SDK for Android. Also, ensure that the base classes have the latest code.

Always upgrade the dependent libraries with the SDK because the dependent libraries that are packaged
with the SDK are upgraded with every new version of the SDK.

VMware, Inc. 6
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Table 1-1. Required Components by Version

Migrate From Version

Required Libraries and Dependencies

19.8

Workspace ONE SDK for Android offers a new method
getNightMode () to support Dark Mode, also known as Night
Mode. Dark Mode includes colors and style updates in the
AWFramework.

After migration, validate that your app's colors and styles are not
having Ul issues.

If you need specific colors from AWFramework, and the
migration to 19.9 changes those colors, you can revert the
colors back. Refer to the 19.8 colors.xml file and override those
colors in the app’s colors.xml file. You can also revert styles
back in the same way.

19.7

Workspace ONE SDK for Android v19.8 uses AndroidX support
libraries. AndroidX replaces the original support library APIs with
packages in the AndroidX namespace.

Refer to Migrating to AndroidX for steps to migrate to AndroidX.
You must migrate to AndroidX to use Workspace ONE SDK for
Android v19.8.

17 .x

The Workspace ONE SDK for Android does not require entries
to migrate from 17.x.

16.10

Add the following entry to the build.gradle file.

android {
defaultConfig {

ndk {
abiFilters ‘x86’, ‘x86_64’, ‘armeabi-
v7a’, ‘arm64-v8a’
}
}

The Workspace ONE SDK for Android 17.x includes updates to
the AWNetworkLibrary. The updates remove the requirement to
send an authentication token in an HTTP header. See Use the
AWNetworkLibrary for updated requirements.

VMware, Inc.
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Table 1-1. Required Components by Version (continued)

Migrate From Version

Required Libraries and Dependencies

16.x

Select a migration process based on the use of a login module
for initialization.

®  Login Module - To upgrade the master key manager,
override the getPassword method in the application class.
This override extends AWApplication to handle the upgrade.

@Override
public byte[] getPassword() {
if
(SDKKeyManager.getSdkMasterKeyVersion(context
)
l=
SDKKeyManager . SDK_MASTER_KEY_CURRENT_VERSION)
{

SDKKeyManager .newInstance(context);
}
return super.getPassword();

}

®  No Login Module - Initialize your SDKContextManager and
call the updateSDKForUpgrade() API.

SDKContextHelper sdkContextHelper = new
SDKContextHelper(Q);
SharedPreferences securePreferences =
SDKContextManager.getSDKContext () .getSDKSecur
ePreferences();
int oldSDKVersion =
securePreferences.getInt(SDKSecurePreferences
Keys .CURRENT_FRAMEWORK_VERSION, 0);
SDKContextHelper.AWContextCallBack callBack
= new SDKContextHelper.AWContextCallBack() {

@Override

public void onSuccess(int requestCode,
Object result) {

//success continue

}

@Override
public void
onFailed(AirWatchSDKException e) {

//failed
}
};
try {
sdkContextHelper.updateSDKForUpgrade (
0,
oldSDKVersion,
callBack);

} catch (AirWatchSDKException e){
//handle exception
}

Older than 16.x

VMware, Inc.
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Table 1-1. Required Components by Version (continued)

Migrate From Version Required Libraries and Dependencies

m  Gradle Methods

m  For 16.02 — compile (name:'AWFramework
16.02',ext:'aar")

m  For 16.04 — compile (name:'AWFramework
16.04'ext:'aar')

m  For both — compile (name:'sglcipher-3.5.2-2" ext:'aar’)
m  Code

If you are not using the login module for initialization, check
the implementation of base classes.

Internally Deployed Applications

Upload an internal application to the Workspace ONE UEM console to establish trust between the SDK-
built application and the console.

For applications that are deployed internally, either during production or testing, the system takes the
following steps to establish trust.

Procedure
1 (Optional) Sign an APK file with the debug keystore of Android Studio.
This step allows the system to whitelist the app while debugging.

2 Upload the APK file to the Workspace ONE UEM console and assign an SDK profile to the
application.

You must assign an SDK profile to the application in the Workspace ONE UEM console.
3 The Workspace ONE UEM console extracts the public signing key of the application.

4 The Workspace ONE UEM console whitelists the signing key with the Workspace ONE Intelligent
Hub, Workspace ONE, or the Container.

5 The application calls the Workspace ONE SDK.

6 The Workspace ONE Intelligent Hub, Workspace ONE, or the Container validates the signing key by
comparing it to the one uploaded in the Workspace ONE UEM console.

What to do next

After an application downloads and installs through the Workspace ONE Intelligent Hub, you can side-
load the newer development versions signed with the same key.

Sideload a Debug Version of the Application for Developing

To help with developing, testing, and debugging your SDK-built applications, you can sideload them or
push them from Android Studio.

VMware, Inc.
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The Workspace ONE UEM admin must have installed the same application with the same signature
previously, with the Workspace ONE Intelligent Hub or Workspace ONE.

Procedure

1 The Workspace ONE UEM admin installs the SDK-built application as a signed APK with a debug key
and pushes it to devices with either the Workspace ONE Intelligent Hub or Workspace ONE.

m  The admin must use the same signing key that you used for development.
= The admin must publish the application as managed.

2 The developer side-loads and runs the debug versions of the application, that is signed with the same
key, on the device.

The signature of the console application and the side-loaded application must match.

The Workspace ONE Intelligent Hub or Workspace ONE trusts and runs the debug version on the device.

What to do next

If the application is uninstalled from the console or is uninstalled at the device, repeat this process to run
a trusted debug version of the application.

Whitelist Publicly Deployed SDK-Built Apps

If you use SDK-built apps that are not uploaded to nor assigned through the Workspace ONE UEM
console, then have the public signing key added to the Workspace ONE Intelligent Hub for Android v9.0+
by your Workspace ONE UEM support representative for whitelisting. Then, add the key value to the
default SDK profiles for the Workspace ONE Intelligent Hub and the SDK-built app.

If your deployment meets outlined criteria, you do not need to perform this task.

Table 1-2. Whitelisting Criteria

Android Platform SDK Version Whitelist

Android Enterprise (Enterprise Play Store)  19.6 and newer No

Note Since you are not whitelisting the
app, for security purposes, have the
Workspace ONE UEM admin enable
Allow USB Debugging and Allow Non-
Market in the Restrictions payload of a
device profile assigned to Android
Enterprise devices.

Android Enterprise (Enterprise Play Store)  19.4 or older Yes

Android (Legacy) (Play Store) All SDK versions Yes

VMware, Inc. 10
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If you deploy your SDK-built app from the Play Store, embed the app's public signing key in the
Workspace ONE Intelligent Hub. This action sets trust between Workspace ONE UEM and the app.

Note Consider starting this process as early as possible, in parallel with your development process. The
whitelisting process can take between two to six weeks, depending on Workspace ONE Intelligent Hub for
Android and Workspace ONE SDK release cycles.

For applications that are deployed publicly through the Play Store, send the public signing key of the
application to your Workspace ONE UEM support representative for whitelisting. Get the signing key
value from the SDK-built application APK file. Add the signing key value as a custom setting in the SDK
profile assigned to the Workspace ONE Intelligent Hub and in the SDK profile assigned to the app.

For apps that are from public independent software vendors (ISV) or for partner apps, access a list of ISV
App Keys.

Procedure

1 Send the public signing key to your Workspace ONE UEM support representative for whitelisting.

This action adds the key to releases of the Workspace ONE Intelligent Hub and the Workspace ONE
SDK.

2 Extract the signing key value from the APK.
a Run a command-line interface application on a local machine with the APK file.
b Navigate to the directory containing the APK file.

¢ To display the signing key value, run the command keytool -rfc -printcert -jarfile
YourAppName . apk.

d Copy and paste the key signing value into a text editor. Remove all line breaks and spaces so the
value is one, long string value.

The certificate value is the string between -——— BEGIN CERTIFICATE-———- and -——- END
CERTIFICAE————— .

Your Workspace ONE UEM admin adds this value to the SDK profile assigned to the Workspace
ONE Intelligent Hub.

VMware, Inc. 1
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3 Have the Workspace ONE UEM admin add the key signing value to the SDK profile assigned to the
Workspace ONE Intelligent Hub for Android.

a

e

Find the SDK profile assigned to the Workspace ONE Intelligent Hub by navigating in the
Workspace ONE UEM console to Groups & Settings > All Settings > Devices & Users >
Android > Intelligent Hub Settings > SDK Profile and note the profile assigned.

In the next step you locate and edit this profile in the console.

Navigate to the Custom Settings payload of the SDK profile that is assigned to Workspace ONE
Intelligent Hub. It is either the default profile or a custom profile.

m  Default SDK profile at Groups & Settings > All Settings > Apps > Settings and Policies >
Settings > Custom Settings

m A custom SDK profile at Groups & Settings > All Settings > Apps > Settings and Policies
> Profiles, select the profile and the Custom Settings payload

To introduce the trusted key signing value in the Custom Settings text box, enter a code phrase .
{
"trustedKeys" :["key_value_1","key_value_2"]
}

Replace ["key_value_1","key_value_2"] with the key signing value.
Add multiple trusted keys and separate the values with a comma.

Save the profile.

4 Have the Workspace ONE UEM admin add the key signing value to the SDK profile assigned to the
SDK-built application.

a

Find the SDK profile assigned to the SDK-built application in the Workspace ONE UEM console
by navigating to Apps & Books > Native > Public, select the application, select More > SDK >
SDK Profile, and note the profile assigned.

Navigate to the Custom Settings payload of the SDK profile that is assigned to the app. It is
either the default profile or a custom profile.

m  Default SDK profile at Groups & Settings > All Settings > Apps > Settings and Policies >
Settings > Custom Settings

m A custom SDK profile at Groups & Settings > All Settings > Apps > Settings and Policies
> Profiles, select the profile and the Custom Settings payload

To introduce the trusted key signing value in the Custom Settings text box, enter a code block .

{

"trustedKeys" :["key_value_1","key_value_2"]

}

VMware, Inc. 12
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d Replace ["key_value_1","key_value_2"] with the key signing value.
Add multiple trusted keys and separate the values with a comma.
e Save the profile.
5 Update your app with the latest version of the SDK that includes the whitelisted signing key.

6 Update the device to the latest version of Workspace ONE Intelligent Hub that includes the
whitelisted signing key.

7 Test the public application on a device enrolled with the Workspace ONE Intelligent Hub.

ISV App Keys

Cut and paste these app keys to the SDK profiles of the Workspace ONE Intelligent Hub and the app if
you use apps that are from public independent software vendors (ISV) or partner apps.

VMware, Inc.
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Table 1-3. App Keys for Vendors

Vendors

App Keys

Webalo

PrinterOn

VMware, Inc.

MIIDADCCAlygAwIBAGIETczrszANBgkqhkiGOwOBAQUFADBS
MQswCQYDVQQGEwIVUzETMBEGALUECBMKQ2FsaWZvcm5pYTEU
MBIGALIUEBXMLTG9zIEFuZ2VsZXMxFTATBgNVBAOTDFd1lYmFs
bywgSW53jLjEUMBIGALUECXMLRGV2ZWxvcG11bnQxFTATBgNV
BAMTDFd1YmFsbywgSW5jLjAeFWOXMTAIMTMwODI4MzVaFw0Oz
ODA5MjgwODI4MzVaMHwxCzAJBgNVBAYTATVTMRMwEQYDVQQI
EwpDYWxpZm9ybm1hMRQWEgYDVQQHEWtMb3MgQW5nZWx 1czEV
MBMGALUEChMMV2ViYWxvLCBIbmMuMRQWEgYDVQQLEWtEZXZ1
bG9wbWVudDEVMBMGA1UEAXMMV2ViYWxvLCBIbmMuMIIBIjAN
BgkghkiG9wOBAQEFAAOCAQS8AMIIBCgKCAQEAoNnjegLiAInGo
favqo4A

+1VAOOKDNj pNST1irUHwOsM4EMvyOKvgUGruYI1gKPOURiOgk
xyeywMWuGXrQTYygiIalgJFA3Az9Pgx/
oWFkYaxNMzbXZpy®5EFgRRxJoEt7c5PA7Bk
+syvOgmOcuob39wkMOwDK50pjqIhB6kSdwDCt4F6omjenTTz
yd1WNpJIxCjEqQUE78F3Cydqkh8VAciIGXaco/
T9I9QXDZXxHM4GAtOXicGBtnBEi11GSWnO+1e8NHy6e/H/
uxKZe3faiEDO8uwGxdYQRw+4hYhUsdFB
+DN1XgO9RX7xgnUYuSFIXS6/950EqLVmSLBFt
+VvMZ3jOIfd7awIDAQABMAOGCSqGSIb3DQEBBQUAA4IBAQBoOsSY
L3vCn
+dHqqwHSEnsOMuHjeacgB2nNNjRZ78fpL795BbM8DjLnUNLi
allL32AC6t/VaV1ldnKo06iFNSk+UOxn6I9wHNn1ZGwL rSwO+G
+u0Cp1H23MVk3FuIzHeYRQc5csgFUkMsFgFWd91kfOsRXLai
8NXEYYhZTxdG5BNixx2EbB5QqVPDaODomvT6WsCyeWzTKzd3
Rcu0a9nnb]5B5343QoEq78UxYZL+BbdaYWYx9jU5z/PUt/
ZxCQx4yBrhnBwYPUiUGtLL4zgvYEpHdK3qa708mINkunFWx4
oNycFLPdzWo1g2nYL1FOCo0eXJVGUUgpShtaYieBuf6Tyydi

MIICbzCCAdigAwIBAGIETYjhPzANBgkghkiGOwOBAQUFADBS
MQswCQYDVQQGEwIDQTEQMA4GALUECBMHT250YXJpbzESMBAG
ALUEBxMJS210Y2h1bmVyMRYwFAYDVQQKEw1QcmludGVyT24g
SW53jMRQWEgYDVQQLEwWtEZXZ1bG9wbWVudDEZMBCcGALUEAXMQ
QW5ndXMgQ3VubmluZ2hhbTAe FWOXMTAzMjIxNzQ5NTFaFwOz
ODA4MDcxNzQ5NTFaMHwxCzAJBgNVBAYTAKNBMRAwWDgYDVQQI
EwdPbnRhcm1vMRIWEAYDVQQHEw1LaXRjaGVuZXIxFjAUBgNV
BAoTDVBYaW50ZXJPbiBJbmMxFDASBgNVBAsSTCOR1dmVsb3Bt
ZW50MRkwFwYDVQQDEXBBbmd1cyBDdW5uaW5naGFtMIGTMAGG
CSqGSIb3DQEBAQUAA4GNADCBiQKBgQCR]
+Vt29LUH3x2A411IS5xPBYBpsZculN9imd5fo/ambJigE/
a4KEhULpH7 rvpYd41GgOfyQTFsVdszAjn5t8bWANvaFmZBNa
YByRuVzq3Xyf1CodHQwLmFIrV3144ug
+e5Z9B0SJiAEtFdoAWiQjI5HzxDo
+kfUtexw5QmU14cSwIDAQABMAOGCSqGSIb3DQEBBQUAA4GBA
ChFPQF1wmqiVBGECVRA79XnVZj1PGRc33FtkSYBQWNDJj25NB
/
yisuFkO1ArI8UNr5IqqidkhTjQq9EQatMveXxc5ro3SM7kW]
7VorXP9fbgGEt1L+3]0Me8ca7GjPSB11z0g2si9dfok3N+g
+bL70P1yeq6jEHmruHU2VhbZSuf
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Table 1-3. App Keys for Vendors (continued)

Vendors

App Keys

Capriza / Worksimple

Varonis / DatAnywhere

VMware, Inc.

MIIDbzCCAlegAwIBAgIEB65LmjANBgkghkiGOwOBAQsFADBo
MQswCQYDVQQGEwJ JTDEPMAOGA1UECBMGSXNy YWVSMRUwWEwWYD
VQQHEwxIb2QgSGFzaGFyb24xEDAOBGNVBAOTBONhcHI pemEx
DDAKBgNVBASTA1JuRDERMASGALUEAXMIRG9YIFR6dXIwHhCN
MTQWNTES5MDcONDI4WhcNNDEXMDAOMDcONDI4WjBoMQswCQYD
VQQGEwJ JTDEPMAOGALUECBMGSXNyYWVsMRUwWEwWYDVQQHEwx I
b2QgSGFzaGFyb24xEDAOBgNVBA0OTBONhcHIpemEXDDAKBgNV
BAsTA1JuRDERMA8GALUEAXMIRGI9YIFR6dXIwggEiMAOGCSqG
SIb3DQEBAQUAA4IBDWAWGGEKAOIBAQCFOAYIYm25y63pP525
7bvWsm9QMt97LF4/
CdACQ9Btt39uyagI58dbc48WY4WCpQFXOtkxWkkxB1WNVSPk
UAyxzAq46BJuYIT130SEUJbVYVFtvoh9iIM9wldczPLbsMBO
0KQ210ouINU3gAIQGMBAOKW1IKISHXxWIXkHxXoew7sb9eLhnk
MycHjLaJINs6HsqdXrDYQRFZCqOFdh/
FI1bHHtUVZLcKsvLNO9Z1nNvLe3WtiKvR7dcPmonv9khgjoT
N9hNp3QGzUla87hfxNwzrvoyH3zdRBIEI4Y7jVClfoMepr7w
DB3EHwkv
+qx88aRSw7zxRoo86LalLybj5wrVCATAgMBAAGjITAfMBOGAL
UdDgQWBBSd7+aB2HEOXA30rE/
qPUSFXTIWOzANBgkghkiG9wOBAQs FAAOCAQEAOdNOSEX]3X0
FyypaelzcOShBBtAZUPZkYS
+FUb1LXxGO58FG5Z31hz1HENIFMY6GaBx9bzGIm1f8GB/
IdrAGbK6aC7KTxa4CVa//QUtWKEN
+8tTsbU2FjNXwhrkwCLGSYBHk5HeePPKG+ZLjib93mFuM2/
q8AE2gpgijHKgag08Uvg6edR4w3wCUnFz4E
+1RF021p9vmpsjkTkUoc
+eessX2+mUJLEZqyztybtIXh52qyUxSjEvbmrallLf7a5LRk2
0tyrMclimxBxkG3L91uTCIn4bILkk1YX5cWLkxLwde7bacIS
iUjWrzVsYHxPE/6QUDESulr7G+I9k+xyAZUTSg==

MIICBTCCAW6gAWIBAgIEUVWUNDANBgkghkiGOwOBAQUFADBH
MQ8wDQYDVQQGEwZJ c3JhZWwxEDAOBgNVBAOTB1Zhcm9uaXMx
EDAOBgNVBAsTB1Zhcm9uaXMxEDAOBgNVBAMTB1Zhcm9uaXMw
HhcNMTMWNDAZMTEZNj IwWhcNNDMwMz I3MTEZNj IwWwjBHMQ8w
DQYDVQQGEwZJc3JhZWwxEDAOBgNVBA0TB1Zhcm9uaXMxEDAO
BgNVBAsTB1Zhcm9uaXMxEDAOBgNVBAMTB1Zhcm9uaXMwgZ 8w
DQYJKoZIhvcNAQEBBQADgYOQAMIGIA0GBAKG8QUrZAH8]tnds
FArybDkvNj fT6HrMrytzZQGtXWkk063tIQZZmlg24UVGblbw
ReschTEStops6eD9WAk/gnosR

+rjXiDGP6M6MyD] JRke®@8BuRgDFFAGZDrOVkAzBcf3ikkHVU
w

+6JpjtNpcC70DUyNyVeyvd4 fuAlKXttYbVAgMBAAEWDQY JKo
ZIhvcNAQEFBQADgYEANP3fmpRobzSON1xKB7ckmyK7PUbjmX
h97Fanwtqfiw/
a2MDAhkoDEG3Z7BPxfPWdjRQIxcxo3UaAUolXhszYKELIS7t
9z/G1ltI1fIZtDWHgE1Zc243uvvHr/
1MXU50QBUPNwj0SeJivbFnYUDe®Omk
+1INNFTCZQJuT9ses1ln/Qs=
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Table 1-3. App Keys for Vendors (continued)

Vendors

App Keys

Palo Alto Networks / Traps

Skycure / SEP Mobile

VMware, Inc.

MIIDnTCCAoWgAwIBAgIEWN+4xjANBgkghkiGOwOBAQsFADB/
MQswCQYDVQQGEwJIVUZzELMAKGALUECBMCQOEXFDASBgNVBACT
CINhbnRhIENsYXJhMSAwWHgYDVQQKEXdQYWxVIEFsdG8gTmvVe
d29ya3MsSW53LjEOMAWGALUECXMFVHIhcHMxGzAZBgNVBAMT
E1BhbG8gQWx0byBOZXR3b3]JrczAeFwOxNjA3MDYxMjQzNDha
FwOOMZzEXMj IxMjQzNDhaMH8xCzAJBgNVBAYTA1LVTMQswCQYD
VQQIEwIDQTEUMBIGALUEBXMLU2FudGEgQ2xhcmExIDAeBgNV
BAoTF1BhbG8gQWx0byBOZXR3b3J rcyxJbmMuMQ4wDAYDVQQL
EwVUcmFwczEbMBKkGALUEAXMSUGFsbyBBbHRVIES1dHdvemtz
MIIBIjANBgkghkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEAgBhY
2iXNODtcvD1pv7LVOpfMhwvPI2jNcukKNEZ25pni7ZusgYHvGq
4fLD/
8CYFY2tBgDEaSTZVZLabKvLOgTYM7MmT61jshA8+j2vImseW
HGOdSgpgtTk6960x6XnB7QNuIeGDhtkIFgxdetiafDWTUI70
sORtdojegZ]7N8uOFQwmFyQTnoM/8ZrAk42mnfok8TJ1/
B6JE7caYPGa9Icr6FqpfFS192707rEUSOJeOk1thLLGQUK W
uS2FQbwgrNC51cne81KpiSwWmeB/
olkYaA2sWXVNtUZaZKUIGs3jgj/irn5+moawMyk/
ZL1WvmUP5WOh5KLwaotpksH8Rn1VKNQIDAQABoyEwHzAdBgN
VHQ4EFgQUJdW6+XcHVipKSOhm1Ch8peYHULQWDQYJKoZIhvc
NAQELBQADggEBAG3YpZUE3RxDe9pak4NZZE/
H8EUBTkmyjd3xyjv70x05Yn2n7Zxamyi7UIPEGH6U]GXxHYag
YYkUaNTFboLUYRGX6TCPbFh2k1bWZNCcyx6BdDy7aDYDh63K
9PZvv/BQnNc8BEAYB8cOPyvxULO8RScI00Ij71+Y7/
CPk130TmcEZVXIHL8X4YkuFYVx2IhagtEBp7QywheknkPiUH
4uKOKKVktQISwcmsal/
+JOEFOHxjF1iMyiy4tnOtmRf4baiCHoGxIEPOOUvmmNaBOUo
sZpiG9pG/P+PjD8zxpXow
+x1kj4BQSdRdA1YsgxYNFePMUSHrEyNaY4XaA/XwYtZRAn4=

MIIDYDCCAkigAwIBAgIEUt6IkzANBgkghkiGOwOBAQUFADBY
MQswCQYDVQQGEwJ JTDEQMA4GA1UECBMHVWS rbm93bjERMASG
ALUEBXMIVGVSIEF2aXYxFTATBgNVBAOTDFNreWN1cmUgTHRk
LjEQMA4GALUECXMHVWS rbm93bj EVMBMGALUEAXMMU2t5Y3Vy
ZSBMdGQuUMB4XDTEOMDEYMTEONDCcON1oXDTQXxMDYWODEONDCO
NlowcjELMAKGATIUEBhMCSUwxEDAOBgNVBAGTB1Vua25vd24x
ETAPBgNVBACTCFR1bCBBdm12MRUWEWYDVQQKEwxTa31jdXJI1
IExXQZC4xEDAOBgNVBASTB1Vua25vd24xFTATBgNVBAMTDFNr
eWN1cmUgTHRkLjCCASIwDQYJKoZIhvcNAQEBBQADggEPADCC
AQoCggEBAJ1jcPl/
sxfg1lWKF8q3h3UiANw1fMsIbX0gAspYbF1R6wuARP1dfDMXn
545Gos1X070cRN3mWE3LZDgkD3NJhMChO3Kn1lYs3yyx977F2
q6alLyRdqL8x62C12ydzo/gBscztW/
1tiQCdRPDEMBkn1IUFSJ2jnBWmBXt8+m2tcPFW6mwnPEMykn
pFm7JuiYS5eXsGUPchuURS89p0A08Vqpu/
r7XekhAUnFv8+BiUx0U9q1RjodW68VCItbPVNPzItQZAJai9
bRcsw

+9q3fk059knM2Mm6hyj f1zWzmA3A1RwzUIFhbFevvTIngTXG
ufrtFWS10CZfIm
+2T1aEOOOEiycCAWEAATANBgkghkiGOwOBAQUFAAOCAQEAZ1
dY29PRyjMRVpnlypXvC8r7edmdjE5n64v98GMvbDdazD7YSo
0y4GgACdelaVCxBrtoc2qYDBO+wpT6B+gpIrIkJI3H
+qwfH7aP20gcrRX1Gdw5Ww5MXikByjiJUhgTI9LakOxypht
+4wJA4EXdBUOhhZAbVsoAgDuFPNbyMtdOcx1jbppf0+u2B/
GxpTuYRbbSIQT8cE4eu6/KST+xIQ//
kUq1Dp4quTF4aqZBrnDIZtjHVt2QWDd/+3ZT/
6Pe9Wh54eQiCRNtVWOB/M7GRIaP2cfMofxCmKbd
+1PU217B8L
+WnMb0sZ2c973fe008RRNNd3ycVrozAlv8psxI6Q==
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Table 1-3. App Keys for Vendors (continued)

Vendors

App Keys

Cogosense / bSafeMobile

9Folders / Nine Work

VMware, Inc.

MIIDzTCCArWgAwIBAgIEIw6v3zANBgkghwdOBAQsFADCB1jEL
MAKGALUEBhMCQOEXGTAXBgNVBAgGTEEJyaXRpc2ggQ29sdwli
aWEXEZARBgNVBACTC1BvcnQgTWIVZHkxI jAgBgNVBAOTGUNY
229zZW5zZSBUZWNobm9sb2d5IE1uYy4xFDASBgNVBASTCOVu
Z21uZWVyaW5nMROWGWYDVQQDEXRDb2dvc2Vuc2UgVGVjaG5v
bGIneTAeFwOXNjA1IMjAWODQzMzZaFwOOMzEwWMDYwODQzMzZa
MIGWMQswCQYDVQQGEwIDQTEZMBcGALUECBMQQnIpdGlzaCBD
b2x1bWIpYTETMBEGALUEBXMKUG9YdCBNb29ke TEiMCAGALUE
ChMZQ29nb3N1bnN1IFR1Y2hub2xvZ3kgSW53jLjEUMBIGAIUE
CXMLRW5naW51ZXIpbmcxHTAbBgNVBAMTFENvVZ29zZW5zZSBU
ZWNobm9sb2d5MIIBIjANBgkghkiGOwOBAQEFAAOCAQSAMIIB
CgKCAQEAmumtaA86vRbZMoxuVWCUIzLW5+FAbXqljkGyT6SI
t+wOnLOcJ6CtizgPXAaC12A77d1tofj8I4inp+1FPelhSZS/
UvZIK7mvW18y0Otyrlt]YtkwhYdCha/1XxkqBdAUAo+
+YRgO8XIDF7sTaPZF6H130TVorYff1Q2vF2090fIHyAOIZ9D
4GVImWggLIRCc5FZI610jGzOKtAXZj31HDBBbIpnTRXnfDXpu
zE+jtVrbayoErSnLDp5GEtiwDv851K/
318jj2PtdEQX1loLcAUW8KqO1lnNclbtj2TfGw+eglh
+TLQhYMJjIb1DTXDV81Pz3WbRwRIIILuLri3gLZopVgBQIDAQ
ABoyEwHzAdBgNVHQ4EFgQUZQfKgRF7ymd]SSKe2PTtSHo
+64cwDQYJKoZIhvcNAQELBQADggEBADIVP8rKGPhc7soh5HS
AEOCV7ECNeDPRGmz8J1gxgXAjBOyqgefyte7FjV7e28BBXtEw2
POGxLwmdSOs txAKW4QwfzuhhXWIN1PfjI948UbF1PgbB22Gt
WnUZurLL50D4pbZIrK//
Z4EILIFrGN403xRKGC369DSrLRW1ietYDpOTC/
bkpt17dcMjbpg9T3LwtRZkOVLEOCTsmOB1/
Y9k37X4QRozX30AP9zHr1tA2RFIcHY8pG4RR7Mxg6B6H
+1tL3EQMtK1PhPoBmWQfjeo3YxHPOZY3DBdpT/tYm/
qSom26LeUTw274KHdJ] 5akLMsPKdVoMPKWeyTbKK2vpRPfAXa
w=

MIIBGTCCARKgAWIBAGIEUTIPADANBgkghkiGOwOBAQUFADAY
MRYwFAYDVQQHEWO5RM9sZGVycyBIbmMuMCAXDTEzMTAWNZzAX
MzMOMFoYDzIwNjMwOTI1MDEzMzQwWjAYMRYwFAYDVQQHEWOS5
Rm9sZGVycyBIbmMuMIGfMAOGCSqGSIb3DQEBAQUAA4GNADCB
1QKBgQCfvpIUArV1zNxWaHBV3wphJILBRxOoNs/
6hI71ja2Z1ft4431dGsLQ/
gZHCDaadPTKgh3WS2YrD4a53fGikrvFEYpGnyVVUAQgMZoHZ
96fgbW2cO1VhYFtERNNEpPgyK1pL fFnehHhQXJSP43VtCvDL
LGOgD6t1lefzzazZHmdWBWIDAQABMAOGCSqGSIb3DQEBBQUAA
4GBAIZHT1PHb3VRbaUNXXoxIjxzbrMR+YMnx0Oegn
+HEsBbHMCocpF7yWEAIFRdIe71XpME7ECXsdsXdwbolLO/11
+IQpnPBcM6Cx10fghM6ry2393M0eZazIIpt4KOuYjQb
+bZv3ghtuq5XmmgLnMNk1+Y1tKu3adyf2Xv8/Uvx0tz9I
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Table 1-3. App Keys for Vendors (continued)

Vendors

App Keys

Appthority

VMware, Inc.

MIIDpTCCA02gAwIBAgIEZnL5UjANBgkghkiGOwOBAQsFADCB
gTELMAKGALUEBhMCVVMxEZARBgNVBAGTCkNhbG1mb3JuaWEx
FjAUBgNVBACTDVNhbiBGcmFuY21zY28xFzAVBgNVBAOTDk Fw
cHRob3JpdHkgSW5jMRUWEWYDVQQLEwxBbmRyb2 1kIFR1YWOX
FTATBgNVBAMTDEFua210IER1dmFuaTAgFwOXNjAXMDUxN]I4
NDBaGA8yMjg5MTAYMDE 2Mj gOMFowgYExCzAIBgNVBAYTATVT
MRMwEQYDVQQIEwpDYWxpZm9ybm1hMRYwFAYDVQQHEW1TYW4g
RnJhbmNpc2NvMRcwFQYDVQQKEw5BcHBOaGIyaXR5IETuYZzEV
MBMGALUECXMMQW5kcm9pZCBUZWFtMRUWEWYDVQQDEwXxBbmtp
dCBEZXZhbmkwggEiMABGCSqGSIb3DQEBAQUAA4IBDWAWgGgEK
AoIBAQCiDD7al1Pf00zEOD3EgQcdsmISHoZ+XU
+Fg2KhuuA1kCOdHNafqDaXYc4fSawgsofYDrw7Ppx3yr+J
+gLLhgfYINX751gr+

+rYKECFWMA1AOLOBwoNXMpXPj 5KTw9vAwa8kbszN98Narw8r
Ka5tzjIpk+URSXm3FWXbuAy3D5DY54QuX/
2q3PL116k17DV7wqJ]002r0c6IMYyBOgXagPaHMW]eXyVg4e2
3jLhPpoU7k9Dv10g5bfNLUjwEyU2dUTIoZ/krN1iMlpq
+1QQoYCnWVA+096kM4OFAOTQ/
434ZA4sZAsFcproyHEUyj3BPEKNCwkPC6A81ig7LaQeShOpC
+bAgMBAAGj ITAFMBOGA1UADgQWBBS FnTsTxAZQ8+403 rwNGG
1jadgHzTANBgkghkiGOwOBAQs FAAOCAQEAT] 341 F4vAXjplK
S9s7V7/mbzK59/CI5SHNaI96MLe3T/
pIgbOUerijNurTCprlzZ7wWRyghi70/
V800tVgIn356d2FfBzwcsfkYw36f44mUOEo102XQUE28E1WL
1qE7uqClyFTbD9+2QULVSpb4/V
+7hygNg1fax9700SpIFXz5igE6e8zaKc
+81AUTENnHL1JHWo601TjAerMEnz
+eIwejt8q8VBcbQ6t4SDYIMhm+u/
edOKiQBNxJ13/3KWdGqc4PoQroFwcIahKhjUZhDAu+3P
+zCWq1LY4NYANSeN4LPV29sSv7ZK5ZEsOh8XOW6P/
JqL1gPOuDx45L2UTm3QrFUXQ==
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Table 1-3. App Keys for Vendors (continued)

Vendors

App Keys

Movius

VMware, Inc.

MIIDjjCCAnagAwIBAgIEUKqV8jANBgkghkiGOwOBAQUFADCB
iDELMAKGA1UEBhMCVVMxEDAOBgNVBAgTBOd1b3InaWExFDAS
BgNVBACTCOpvaG5zIENYZWVrMScwIQYDVQQKExX5Nb3ZpdXMg
SW50ZXJhY3RpdmUgQ29ycG9yYXRpb24xEjAQBgNVBASTCU1h
cmt1dGluZzEUMBIGALUEAXMLSmM9zZSBSb211cm8wHhcNMTIx
MTE5MjAyN3jI2WhcNNDAWNDA2MjAyNjI2WjCBiDELMAKGALUE
BhMCVVMxEDAOBgNVBAgTBOd1b3InaWExFDASBgNVBACTCOpv
aG5zIENYZWVrMScwIQYDVQQKEX5Nb3ZpdXMgSW50ZXJIhY3Rp
dmUgQ29ycG9yYXRpb24xEjAQBgNVBAsTCULhcmt1dGluZzEU
MBIGALUEAXMLSmM9zZSBSb211cm8wggEiMAOGCSqGSIb3DQEB
AQUAA4TIBDwAwggEKA0IBAQD11igQgehRMGOUKFZILdgHonkkA
OmySVFOkzNO7 Fv+oMwB
+qVv1j2ZQdNqyiTkj5nhxGjArj5MobDTc9zH42anpYcfU7Ky
Mj6vpMFZfpyfROUyFXdTWELOb31Xd1QZAZwzBg5yDmk LNgHH
J1z8moA18PLg+X0b2W92CFxbkkacG1lzInZ6GjIkfMPfQ/
sQcayK+hXdr3CaavdubDUsIdQoa3IfkilLGHw62zHmOhcPeV/
TwDwhe+1XPew/

VNapOuBZgNPnm22pLY rpPW5MMk20g31cOspCZIDX1p/
zfhiE4xH91CIsKBStP5c6buQld9cwrPpgX
+fobD0zd0eAZt5Z9E25AgMBAAEWDQY JKoZIhvcNAQEFBQADg
gEBAK72k97hFpHHhuTFI1iRAAY/TsU54MyDawvVMCqTd/
kQDAODDA/
jQDv6U380wIGOUBS5rn5UyoKbH4ZNOhizhiAAdISIBRIBI7mn
192ZG1k2x4sxECHjs/YcXkyLL81cALVMoph
+WGCPR7RzP1WbvgFOFecgk/cCNcNGLVI2Qm/
TuKMvCvdIjGlRgY2Car9w3NbQ7y4Avflv2mzuzHI4zLaxgGs
7n6Jw0jiDOruzLINbiuldYABKM
+XCLtNtTTgpeN32dFrZOH6d4cIkAjTgh2iYd
+HcYDX3t6N9pA9ADAUNKIbFOMgjWeOrrcvScoVkhpMH4Tk2Wy
AdYdZCpFkSWQnt+M=
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Table 1-3. App Keys for Vendors (continued)

Vendors

App Keys

NetDocuments

IBM

SDK Profile Refresh Interval

MIICzTCCAbWgAWIBAgIEXS/

TXzANBgkghkiG9wOBAQs FADAXMRUWEWYDVQQKEwXOZXREb2N
1bWVudHMwHhcNMTcwNj I2MTAWOTQ1WhcNNDIwWNG IwMTAWOTQ
1WjAXMRUWEWYDVQQKEwx0ZXREb2N1bWVudHMwggE iMAGGCSq
GSIb3DQEBAQUAA4IBDWAWGGEKAOIBAQDTSWa-+GjVADWgH3W]
+ZGeoxVECcY4uFZTIR6TIMWGEGUNNPHFIL js8CUcvLubxXmwO
trAP8U/++0kkq7izkanT90f3T6bS/
4DKLVe0zISg42xQzodGIz
+2ZhQ2+2F7x2K1V59F71thZPbRTn86D2YhKs6YMOaFotMnX1
31pWpdPEnuN4n7CKsfKwbj4VHMKMUTAjpml+TWLtVX55BoY
+XLxr26G9/
0sp6Q3Hr8iHGFwCop72tE5vpdMyhD7+zuW@VueFriijpGFnr
5R5zTHA1gBks9HFW5tjbnXIBp44ytzFE8julaQ/
zSZy9SgnAdIS6HEHNUwWV18BgBZEDIJZIXNpAgMBAAG] ITAM
BOGALUdDgQWBBTyt4Alh
+gNKyyYvk5dHy9A4PVv4TANBgkqhkiGO9wOBAQs FAAOCAQEAS
2DCK/12wCObwoAECPZWFEfTorZFyM
+6EkrhdY8WNdztZCyIBqfBTrtbhXQVRQ7gZta8mfoaUoNma2
ZXYdzZ3RHnkY+4jVdPgIJPwlBFjiuiQlOayoc/
Bqu250AJ]2f2j0ygfB/
5ncg5BHUPBQRMzUXT160/43WkOMfOMwBCBoTwwaHoZTalLCao
AOh2kkIIDnoaTNOpaxC2r7Hkcrlfoui4LKs07hOM6008C8f]
XBZd0320+NtfrXSCUOhnHT8xbYLUwgWLgbOLtOTnFZbtuWEd
ES38b7a060Qxd1ngYCAXNhpsd8]3AfykBhMCGoWFLUcshHIH
1W/0D73QD7pd+U1A==

MIICqDCCAmagAwIBAgIETNrtMjALBgcqhkjOOAQDBQAWNZEL
MAKGALUEBhMCVVMxDjAMBgNVBAsTBUxvdHVzMRgwFgYDVQQD
Ew9JQk0gQ29ycGIyYXRpb24wHhcNMTAXMTEWMTkwNjI2WheN
MzgwMzI4MTkwNjI2WjA3MQswCQYDVQQGEwIVUzEOMAWGAIUE
CxMFTG90dXMxGDAWBgNVBAMTDO1CTSBDb3Iwb3JhdGlvbjCC
AbgwggEsBgcgqhkjO0AQBMIIBHWKBgQDIf10BHXUSKVLfSpwu
70Tn9hG3UjzvRADDHj+At1EmaUVdQCIR
+1k9jVj6v8X1ujD2y5tVbNeBO4AdNG/yZmC3a51QpaStn
+gEexAiwk+7qdf+t8Yb
+DtX58aophUPBPuD9tPFHsMCNVQTWhaRMvZ1864rYdcq7/
IiAxmdOUgBxwIVAJdgUI8VIwvMspK5gqLrhAvwWBz1AoGBAP
fhoIXWmz3ey7yrXDa4V7151K
+7+jrqgv1XTAs9B4InUV1Xjrruwu/mcQcQgYCOSRZXI
+hMKBYTt88IMozIpuE8FngLVHYNKOCjrh4rs6Z1kWejfwv6I
TVi8ftiegEk08yk8b60oUZCIqIPf4VrinwaSi2ZegHtVIWQBT
Dv+z0kgA4GFAAKBgQCpzsGYWkP3Ab7mg18gdEGnBHI1U+6R/
3UJ01B5AyR1lokcuTwzA7aMhj34tU7x2SgrBhwYYfGmlsoNx5
Ad41Qr4KwAuY9/6wlgKrHSVZo0/xVHwT4pyjof/W
+MC7n9FacDz+kvVBCWAXqyIMG5QK/u3dTT6ew/
gHOWVGwt4IBTPFDALBgcghkjOOAQDBQADLWAWLATIUILYh9fO
FFHEOtYvYYnGVbAVhCgOCFCoLbVTdLhFwn6H11427vvKu4Qs
h

The SDK profile applies SDK functionality to an SDK-built app. The SDK retrieves updates from the
console at varying intervals based on the app’s activity status.

VMware, Inc.
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Purpose of the SDK Profile

You enable an SDK-built app with SDK functionality using code and settings in the Workspace ONE UEM
console. The SDK profile is what carries the console configurations to the application. You configure
default profiles in the Groups & Settings > All Settings > Apps > Settings and Policies and then
select from Security Policies, Settings, or SDK App Compliance. You configure custom profiles in
Groups & Settings > All Settings > Apps > Settings and Policies > Profiles. After you configure the
profile, you assign it to the application when uploading it to the console.

The refresh interval is the schedule the Workspace ONE UEM console sends changes and updates to the
SDK profile assigned to the app.
Refresh Interval When App is in the Background

The SDK updates the SDK default or custom profile when it has been 30 minutes since the last profile
retrieval for these app activity statuses.

m  The app transitions from the background to the foreground.
m  The app wakes from doze mode.

You can change the time to retrieval with the API
AWSDKApplicationDelegate.getScheduleSdkFetchTime().

Refresh Interval When App is in the Foreground

The SDK updates the SDK default or custom profile when it has been four hours since the last profile
retrieval for this app activity status.

m  The app is in the foreground and remains there for an extend period.

You cannot change this value.
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Libraries to Integrate the Client
SDK

View a brief list of the libraries to import for the client SDK and view information on multidexing.

Import the Libraries

In your project file directory, ensure that the listed files are in the libs folder.
= AirWatchSDK AAR
= GSON JAR

Multidex

When including the Workspace ONE SDK, it is possible your app method count may exceed 65k due to
the library dependencies. In this case, enable multidex to manage the additional DEX files and the code
they contain.

To enable multidex, follow the Android Developer guidelines, which you can find at the following location
(as of June 2019), http://developer.android.com/tools/building/multidex.htmli#mdex-gradle.

This chapter includes the following topics:
m  Set Up Gradle for the Client SDK
m Implement the Client SDK Broadcast Receiver

m [nitialize the Client SDK

Set Up Gradle for the Client SDK

Set up Gradle in Android Studio for build automation. Find out where to create the dependencies block in
your Gradle file and view sample code.

Procedure

1 Ensure that your top-level build file has a classpath pointing to Gradle 3.4.2+.
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2 Add a repositories block.

repositories{
flatDir{
dirs 'libs'

3 Tolink the SDK AAR and the appropriate support library, create the dependencies block in your app-
level Gradle file like the following block.

dependencies {
implementation fileTree(dir: 'libs', include: ['*.jar'])
implementation 'androidx.appcompat:appcompat:1.1.0"
implementation (name: 'AirWatchSDK-19.9',ext : 'aar')

The dependencies block looks like the following example.

android {

compileSdkVersion 28

buildToolsVersion "28.0.3"

defaultConfig {
//Replace your package name here
applicationId "<packagename>"
minSdkVersion 16
targetSdkVersion 27
versionCode 1
versionName "1.0"
multiDexEnabled true

}
// Add Google repository
repositories {

maven {
url “https://maven.google.com”

}

Implement the Client SDK Broadcast Receiver

Extend the AirWatchSDKBaselntentService class to set the SDK within the application to receive
notifications from the Workspace ONE UEM console.

The VMware Workspace ONE SDK receives commands from the Workspace ONE UEM console through
the implementation of a class which extends the AirWatchSDKBaselntentService.
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Procedure

1 For your SDK app to listen for these commands, register the receiver in your Android Manifest file.

You can do that by adding the following excerpt to your manifest.

<uses—permission android:name="com.airwatch.sdk.BROADCAST" />

<receiver

android:name="com.airwatch.sdk.AirWatchSDKBroadcastReceiver"

android:permission="com.airwatch.sdk.BROADCAST" >

<intent-filter>

<!— Replace your app package name here ——>

<action android:name="<packagename>.airwatchsdk.BROADCAST" />

</intent-filter>
<intent-filter>

<action android:name="“com.airwatch.intent.action.APPLICATION_CONFIGURATION_CHANGED” />

<data android:scheme="app” android:host=<packagename> />

</intent-filter>

<intent-filter>
<action android:name="android.intent.
<action android:name="android.intent.
<action android:name="android.intent.
<action android:name="android.intent.
<action android:name="android.intent.
<data android:scheme="package" />

</intent-filter>

</receiver>

action

action.
action.

action

action.

. PACKAGE_ADDED" />

PACKAGE_REMOVED" />
PACKAGE_REPLACED" />

. PACKAGE_CHANGED" />

PACKAGE_RESTARTED" />

2 Create a class named AirWatchSDKIntentService which extends AirWatchSDKBaselntentService
in the app package path to receive the callback methods.

package com.sample.airwatchsdk;

import ...

public class AirWatchSDKIntentService extends AirWatchSDKBaseIntentService {

VMware, Inc.

@Override

protected void onApplicationConfigurationChange(Bundle applicationConfiguration) {

}

@Override

protected void onApplicationProfileReceived(Context context, String profileld,

ApplicationProfile awAppProfile) {

@Override

protected void onClearAppDataCommandReceived(Context context, ClearReasonCode reasonCode) {

}

@Override

protected void onAnchorAppStatusReceived(Context context, AnchorAppStatus awAppStatus) {

}
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@0verride
protected void onAnchorAppUpgrade(Context context, boolean isUpgrade) {
}

3 Register the intent service in your manifest.

<service android:name="<packagepath>.AirWatchSDKIntentService" />

Initialize the Client SDK

Initialize the SDKManager class with the application context on a background thread.

The entry point into the client SDK is the SDKManager class. Applications that also integrate the AW
Framework do not need explicit SDKManager initialization. If you integrate the AWFramework, skip this
task.

Important It must initialize with the application context on a background thread.

The code is an example of initialization. You can also access the sample app provided with the SDK for
examples of initialization.

new Thread(new Runnable() {
public void run(Q) {
try {
awSDKManager = SDKManager.init(getApplicationContext());
} catch (AirWatchSDKException e) {
runOnUiThread(new Runnable() {
@0verride
public void run(Q) {
String reason = "AirWatch SDK Connection Problem. " +
"Please make sure AirWatch MDM Hub is Installed";
Toast.makeText(getApplicationContext(), reason, Toast.LENGTH_LONG) .show();

b

}
P .start(Q;

Once initialization completes, you can use the Client SDK.

Note Reference the Javadoc for more in-depth information on what APIs are available.
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Import the Libraries and Set Up
Gradle for AWFramework

To begin integrating the AWFramework, import the needed libraries and add dependencies to the Gradle
build file.

To import the custom, packaged libraries, use the libraries provided in the SDK package. These libraries
are custom and packaged to work with the SDK. The SDK does not work as designed if you replace the
libraries with publicly available ones.

Inside the SDK zip folder, move all the files located in the Libs > AWFramework > Dependencies folder
into the libs folder for your application project.

Add the dependencies in your app-level Gradle build file. View the sample application for examples of an
SDK file built with Gradle.

Procedure

1 Add the JAR and AAR files to the dependencies section, ensuring to change the names to match the
names and versions of the library files.

dependencies {

implementation fileTree(dir: ‘libs’, include: [‘*.jar’])

implementation "androidx.multidex:multidex:2.0.0"

//Integrate with ClientSDK:

implementation (name: ‘AirWatchSDK-19.9’, ext: ‘aar’)

//Integrate with AWFramework:

implementation (name:‘ CredentialsExt-101.1.0°, ext:‘aar’)

implementation (name: ‘AWFramework-19.9’, ext:‘aar’)

implementation (name: ‘SCEPClient-1.0.7’, ext:‘aar’)

implementation (name:'AWCompliancelLibrary-2.2.0', ext:'aar')

implementation (name: ‘VisionUx-1.0.0’, ext:‘aar’)

implementation "com.google.android.gms:play-services-safetynet:16.0.0"

implementation "androidx.legacy:legacy-support-v13:1.0.0"

implementation 'androidx.appcompat:appcompat:1.1.0"

implementation "androidx.cardview:cardview:1.0.0"

implementation "androidx.recyclerview:recyclerview:1.0.0"

implementation "com.google.android.material:material:1.0.0"

implementation “androidx.appcompat:appcompat:1.1.0”

implementation("androidx.legacy:legacy-preference-v14:1.0.0") {
exclude group: 'androidx.legacy', module: 'legacy-support-v4'
exclude group: 'androidx.appcompat', module: 'appcompat'
exclude group: 'androidx.annotation', module: 'annotation'
exclude group: 'androidx.recyclerview', module: 'recyclerview'

}

implementation 'androidx.constraintlayout:constraintlayout:1.1.3"
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implementation "org.jetbrains.kotlin:kotlin-stdlib:1.2.71"
implementation "org.jetbrains.kotlin:kotlin-reflect:1.2.71"

implementation ‘org.jetbrains.kotlinx:kotlinx-coroutines—core:1.1.1’

implementation ‘org.jetbrains.kotlinx:kotlinx-coroutines—android:1.1.1

implementation 'org.koin:koin-core:2.0.1"'
implementation 'org.koin:koin-android:2.0.1"'
implementation 'org.koin:koin-java:2.0.1"'
implementation 'net.zetetic:android-database-sqlcipher:4.2.0@aar’
implementation

}

com.mixpanel.android:mixpanel-android:4.9.8"'

2 Add a packagingOptions block with these exclusions.

packagingOptions {
exclude "META-INF/LICENSE.txt'
exclude "META-INF/NOTICE.txt'

3 Add a dexOptions block with these values.

compileOptions {
sourceCompatibility JavaVersion.VERSION_1_8
targetCompatibility JavaVersion.VERSION_1_8

4 Set compileSDK, buildTools, and targetSDKVersion, all of which reside in the defaultConfig
block.

def compileSdk
def buildTools
defaultConfig {
minSdkVersion 16
targetSdkVersion 27
multiDexEnabled true
vectorDrawables.useSupportLibrary = true
ndk {
abiFilters 'x86', 'x86_64', 'armeabi-v7a', 'arm64-v8a'

28
"28.0.3"

5 Sync your project with the Gradle files.

Run a Process Before Initialization, Optional

Use this optional procedure to run processes that analyze the environment into which the application is
deployed. For example, run a process to determine if your application needs to start the SDK in a specific
environment.

To run a process before initialization in your SDK-built application, edit the AndroidManifest.xml file and
customize an activity.
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Procedure

1 In the AndroidManifest.xml file, remove the launcher tag <category
android:name="android.intent.category.LAUNCHER" />.

You add the tag in the placeholder activity you create to run your process.
2 Create an activity and register it in the AndroidManifest.xml file.

This activity runs the desired process.
3 Add the intent filter to the activity you just created in the manifest.

The filter resembles the example.

<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>

4 Call startActivity(new Intent(this, SDKSplashActivity.class)) after the process completes.

Application Delegation Options

After importing the libraries and before initialization, you need to extend an application class. Select from
several paths available for extension depending on the programming language and if you can extend
AWApplication.

Extend AWApplication Class

If you can extend the AWApplication class, see Initialize the AWFramework to extend it and initialize the
AWFramework.

Delegate Method in Java

If you cannot extend the AWApplication class and you want to use Java, see Delegate Method for Java to
extend the AWSDKApplicationDelegate method.

Delegate Method in Kotlin

If you cannot extend the AWApplication class and you want to use Kotlin, see Delegate Method for Kotlin
to extend the AWSDKApplicationDelegate method.

Delegate Method for Java

Use AWSDKApplicationDelegate if your SDK-built application cannot extend AWApplication class for
applications written in Java. If you can extend AWApplication class, skip this task and go to the
initialization topic.

If you are using the automatic implement feature from Android Studio to implement methods, you might
see @org.jetbrains.annotations.Nullable. If sO, replace it with the @Nullable from the
android.support.annotation.Nullable package.
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Procedure
1 Inthe application's Application class, implement the AWSDKApplication interface.
public class <myApplication_class> extends <some_other_class> implements AWSDKApplication

2 Implement specific methods, getDelegate, onCreate, onPostCreate, and getSystemService.
private final AWSDKApplicationDelegate delegate = new AWSDKApplicationDelegate();

@NonNull

@Override

public AWSDKApplication getDelegate() {
return delegate;

@Override

public void onCreate() {
super.onCreate();
this.onCreate(this);

@Override
public void onPostCreate() {
//add your onCreate code here.

@0verride
public Object getSystemService(String name) {
return getAWSystemService(name, super.getSystemService(name));

3 You must implement all the other methods in the AWSDKApplication interface. Use the following
pattern to implement the methods.

@0verride
public <SomeReturnType> <SomeMethodName> (<some-arguments...>) {
return delegate.<SomeMethodName>(<some-arguments...>);

@0verride
public void <SomeMethodName> (<some-arguments...>) {
delegate.<SomeMethodName>(<some-arguments...>);

What to do next

See Initialize the AWFramework.
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Delegate Method for Kotlin

Use AWSDKApplicationDelegate if your SDK-built application cannot extend AWApplication class for
applications written in Kotlin. If you can extend AWApplication class, skip this task and go to the
initialization topic.

Procedure

1 In your Application class, override the listed methods in class <yourApplicationClass>:
<YourParentClass>, AWSDKApplication by AWSDKApplicationDelegate().

override fun onCreate() {
super.onCreate()
onCreate(this)

}

override fun getSystemService(name: String): Any? {
return getAwWSystemService(name, super.getSystemService(name))

}

override fun onPostCreate() {
//add your onCreate code here.

}

2 Use getDelegate() to call AWFramework implementation for methods in the delegate from your
application class.

What to do next

See Initialize the AWFramework.

Initialize the AWFramework

The SDK-built application can use application level authentication for initialization with the AWFramework.
Latest versions of the SDK automatically initialize both the context and gateway so you do not have to
manually initialize the VMware Tunnel.

Create a class which extends AWApplication and overrides applicable methods.

If you need alternatives to extending the AWApplication class, see Delegate Method for Java or Delegate
Method for Kotlin. After you extend the AWSDKApplicationDelegate, go to step 2.

Procedure

1 Create a class that extends the AWApplication class to pass configuration keys to the login module.
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2 Override getMainActivitylntent() and getMainLauncherintent() methods in the extended class. Move
your onCreate() business logic to onPostCreate().

The onSSLPinningValidationFailure() and onSSLPinningRequestFailure() callbacks are called when
SSL pinning validation fails for the back-end server (denoted by "host"). If the application does not
use SSL pinning, you can leave these callbacks empty.

public class AirWatchSDKSampleApp extends AWApplication {

/ *k
* This method must be overridden by application.
* This method should return Intent of your application main Activity
*
* @return your application's main activity(Launcher Activity Intent)
*/
@0verride
public Intent getMainLauncherIntent() {
return new Intent(getAppContext(), SDKSplashActivity.class);

@Override

protected Intent getMainActivityIntent() {
Intent intent = new Intent(getApplicationContext(), MainActivity.class);
return intent;

@Override

public void onPostCreate() {
super.onPostCreate();
// App code here

@Override

public void onSSLPinningValidationFailure(String host, @Nullable X509Certificate
x509Certificate) {

}

@0verride

public void onSSLPinningRequestFailure(String host, @Nullable X509Certificate
x509Certificate) {

}

3 If you want to enable Workspace ONE UEM functionality in the AWApplication class, override optional
methods.

m  getScheduleSdkFetchTime()- Override this method to change when the login module fetches
updates to SDK settings from the Workspace ONE UEM console.

m getKeyManager () — Override this method to a value rather than null so that the login module
initializes another key manager and not its own.
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4 In the manifest header file, declare tools.

<?xml version = "1.0" encoding = "utf-8"7>

<manifest xmls:android = http://schemas.android.com/apk/res/android
package = "<your app package name>"
xmlns:tools = "http://schemas.android.com/tools">

5 Declare the tools:replace flag in the application tag that is in the manifest.

<application
android:name = ".AirWatchSDKSampleApp"
android:allowBackup = "true"
android:icon = "@mipmap/ic_launcher"

android:label "@string/app_name"
android:suportRtl = "true"
android:theme = "@style/AppTheme"
tools:replace = "android:label">

6 Setthe SDKSplashActivity as your main launching activity in the application tag.

<activity
android:name="com.airwatch.login.ui.activity.SDKSplashActivity"
android:label="@string/app_name">
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

7 In the AndroidManifest, add the certificate pinning meta tags under the opening application tag.

<meta-data android:name="com.airwatch.certpinning.refresh.interval" android:value="1"/>
<meta-data android:name="com.airwatch.certpinning.refresh.interval.unit"
android:value="DAYS" />

Here is an example of the launching activity and the certificate pinning code.

<application
android:name="".AirWatchSDKExampleApp"
android:icon="@mipmap/ic_launcher"
android:label="@string/app_name"
android:supportsRtl="true"
android:theme="@style/AppTheme"
tools:replace = "android:label">

<meta-data android:name="com.airwatch.certpinning.refresh.interval” android:value="1"/>
<meta-data android:name="com.airwatch.certpinning.refresh.interval.unit"
android:value="DAYS" />

<receiver
android:name="com.airwatch.sdk.AirWatchSDKBroadcastReceiver"
android:permission="com.airwatch.sdk.BROADCAST">
<intent-filter>
<action android:name="<packagename>.airwatchsdk.BROADCAST" />
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</intent-filter>

<intent-filter>
<action android:name="android.intent.
<action android:name="android.intent.
<action android:name="android.intent.
<action android:name="android.intent.
<action android:name="android.intent.
<data android:scheme="package" />

</intent-filter>

</receiver>

<activity

android:name="com.airwatch.login.ui.activity.SDKSplashActivity

android:label="@string/app_name">
<intent-filter>

action

action.
action.

action

action.

. PACKAGE_ADDED" />

PACKAGE_REMOVED" />
PACKAGE_REPLACED" />

. PACKAGE_CHANGED" />

PACKAGE_RESTARTED" />

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />

</intent-filter>
</activity>

<activity android:name=".MainActivity" />

</application>

8 Add sdkBranding to the application theme. The system displays this logo on the login screen. You

can also use your own icon located in the mipmap directory.

<style name="SDKBaseTheme" parent="Theme.AppCompat.Light">

// Replace with your own app specific resources to have branding

<item name="awsdkSplashBrandingIcon">@drawable/awsdk_test_icon_unit_test</item>
<item name="awsdkLoginBrandingIcon">@drawable/awsdk_test_icon_unit_test</item>
<item name="awsdkApplicationColorPrimary">@color/color_awsdk_login_primary</item>

</style>
<intent-filter>

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />

</intent-filter>

What to do next

If you need the SDK authentication, DLP, and timeout behavior, app activities should extend from

SDKBaseActivity. These activities allow the application to handle the life cycle correctly and to manage

the state of the SDK.

The SDKContext and Custom Data Encryption

To encrypt custom data and to secure storage data, use the data encryption API set to encrypt and

decrypt data.
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Retrieve the SDK Profile

Once the SDKContext is in the configured state, you can call the SDKContext getSDKConfiguration()
method to retrieve the SDK profile. The SDK must be finished with its configuration otherwise calling
getSDKConfiguration() returns with an empty value.

if (sdkContext.getCurrentState() == SDKContext.State.CONFIGURED) {
String sdkProfileString = SDKContextManager.getSDKContext().
getSDKConfiguration().toString(Q);

Encrypt Custom Data

Once the SDKContext is in the initialized state, you can call the data encryption API set. This set of
functions uses the Workspace ONE SDK's intrinsic key management framework to encrypt and decrypt
any data you feed in.

Use the MasterKeyManager API set when the SDK is in an initialized or configured state. See the
example of how you can encrypt and decrypt a string value.

if (SDKContextManager.getSDKContext().getCurrentState() !=SDKContext.State.IDLE) {
MasterKeyManager masterKeyManager = SDKContextManager.getSDKContext() .getKeyManager();
String encryptedString = masterKeyManager.encryptAndEncodeString("HelloWorld");
String decryptedString = masterKeyManager.decodeAndDecryptString(encryptedString);

Secure Storage Data

After the SDKContext is in the initialized state, you can call the secure storage API set. This set of
functions stores key value pairs in encrypted storage.

if (SDKContextManager.getSDKContext().getCurrentState() !=SDKContext.State.IDLE) {
SecurePreferences pref = SDKContextManager.getSDKContext() .getSDKSecurePreferences();
pref.edit().putString(<KEY_NAME>, <VALUE>).commit(); // to store value
Object value = pref.getString(<KEY_NAME>, <Default_Value>);

APIs for Copy and Paste Restrictions

To use the Workspace ONE SDK copy restriction, replace the Android classes in your application to the
listed Workspace ONE APls.

Examples

If Java class XYZ extends TextView{. ..}, change it to extend AwTextView{...}.

If you override the method onTextContextMenuItem(int 1id), do not process the listed IDs. You must call
return super.onTextContextMenuItem(id); for the listed IDs.

®  android.R.id.cut
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m  android.R.id.copy
m  android.R.id.paste

®  android.R.id.shareText

Change <TextViews in all Layout XML or View XML to <com.airwatch.ui.widget.AwTextView. ../>.

APIs

Android Class

android.support.v7.widget.
AppCompatEditText

android.support.v7.widget.
AppCompatTextView

android.support.v7.widget.
AppCompatAutoComplete TextView

android.support.design.widget.
TextinputEditText

android.support.v7.widget.
SearchView.SearchAutoComplete

android.webkit.WebView

Workspace ONE SDK API

com.airwatch.ui.widget.
AWEditText

com.airwatch.ui.widget.
AWTextView

com.airwatch.ui.widget.
AWAutoCompleteTextView

com.airwatch.ui.widget.
AWTextInputEditText

com.airwatch.ui.widget.
AWSearchAutoComplete

com.airwatch.ui.widget.CopyEnabledWebView

Configure Dynamic Branding in the Console

Use dynamic branding for applications that serve multiple brands with a single login page. This feature
requires settings in the Workspace ONE UEM console and code changes in the application.

Request your Workspace ONE UEM admin to set the listed values in the console.

Procedure

1 In Workspace ONE UEM console navigate to Groups & Settings > All Settings > Apps > Settings
and Policies > Settings > Branding.

2 Enable Branding.
3 Add a color in the Primary Color field.

The application uses this color for the background of splash and loading pages and for action buttons.

What to do next

Add code to the application to complete dynamic branding. See Configure Dynamic Branding in the Code.

Configure Dynamic Branding in the Code

Change the code to add a company logo and to implement your branding scheme.
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Prerequisites

Have the

Workspace ONE UEM admin enable branding in the Workspace ONE UEM console. See

Configure Dynamic Branding in the Console.

Procedure

1 Company logo - To add a company logo for dynamic branding, override isinputLogoBrandable() in
the AWApplication class.

/**

* Returns if the company logos are brandable.

* @return true if branded logos needs to be used on the SDK UI screens, and false if not

*/

protected boolean isInputLogoBrandable() {

return true;

2 Branding scheme - Add your branding scheme to BrandingManager and inject it into the
BrandingProvider class.

public abstract class AWApplication extends MultiDexApplication implements BrandingProvider {

private BrandingManager brandingManager;

@Override
public final void onCreate() {
super.onCreate();
brandingManager = new DefaultBrandingManager (
SDKContextManager.getSDKContext () .getSDKConfiguration(),
new SDKDataModelImpl(getApplicationContext()),
getApplicationContext());

@Override
public BrandingManager getBrandingManager() {
return brandingManager;

3 Change the natification icon.

The SDK uses the notification icon specified in the AndroidManifest file. To change the notification

icon,

edit the icon value in the application component list of the manifest file. If you do not have a

value for the notification icon in the manifest file, the SDK uses a default Workspace ONE UEM icon.

<application

android:icon="@drawable/icon">

</application>
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Configure Dark Mode

AWFramework has a new method getNightMode () to support Dark Mode, also known as Night Mode.
Work with it in the AWSDKApplicationDelegate class.

The getNightMode () method, by default, does not support Dark Mode. To enable or disable Dark Mode,
override getNightMode () in the AWSDKApplicationDelegate class and return it with one of the listed
values.

m  AppCompatDelegate. MODE_NIGHT_AUTO

s  AppCompatDelegate. MODE_NIGHT_FOLLOW_SYSTEM
m  AppCompatDelegate. MODE_NIGHT_NO

m  AppCompatDelegate. MODE_NIGHT_YES

Examples

Kotlin

override fun getNightMode(): Int {
return AppCompatDelegate.MODE_NIGHT_FOLLOW_SYSTEM
}

Java

@0verride
public int getNightMode() {

return AppCompatDelegate.MODE_NIGHT_FOLLOW_SYSTEM;
}

Code Apps to Use the SDK to Send Push Notifications
with FCM

If you use Firebase Cloud Messaging (FCM), use two Workspace ONE SDK for Android APls in your
SDK-built, internal application to integrate your FCM solution with Workspace ONE UEM. This feature
replaces sending push notifications with GCM.

The Workspace ONE SDK for Android handles two tasks with APIs.

m |t accepts the registration token and sends it to the console.

/:’:7‘:
* API to register the Notification Token with the WS1 Console.
7‘:/

PushNotificationManager: :registerToken(token: String)
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m |t checks for and recieves notifications from the application based on the notification parameters.

/ *k
* API to notify the SDK that a message has been received.

*

* @param title: Notification Title

* @param body: Notification Message

* @param payload: (Optional) Generic container to downstream multiple actions, data, etc.

*/

PushNotificationManager: :processMessage(title: String, body: String, payload: Map<String, Any>?)

Prerequisites

Devices must have an internal, SDK-built application deployed to them that supports push notifications for
this to work. Also, your application needs to handle getting the registration token and the sending of push
notifications not delegated to the SDK. The Workspace ONE SDK for Android does not handle token
registration and non-delegated push notifications for the FCM model.

Procedure

1 Use the register token API to register the FCM token with the SDK.

FirebaseInstanceld.getInstance().getInstanceId().addOnCompletelListener(task —> {
if (task.getResult() !'= null && !TextUtils.isEmpty(task.getResult().getToken())) {
String token = task.getResult().getToken();
regld.setText(String.format(getString(R.string.registration_id), token));

PushNotificationManager.getInstance(this.getApplicationContext()).registerToken(token);
} else if (task.getException() != null) {
regld.setText(String.format(getString(R.string.error_while_registering),
task.getException() .getMessage()));
}

b

Workspace ONE SDK for Android sends the token to the Workspace ONE UEM console.

2 Use the process message API to define parameters for the Workspace ONE SDK for Android to
consume the push notification. Currently, the SDK checks for command actions.

class FCMMessagingService : FirebaseMessagingService() {
private val TAG = "FCMMessagingService"
override fun onMessageReceived(message: RemoteMessage?) {
val context = SDKContextManager.getSDKContext() .context
PushNotificationManager.getInstance(context).processMessage(message?.notification?.title?: "",
message?.notification?.body ?: "You got a message", null)

override fun onNewToken(token: String?) {
Logger.d(TAG, "onNewToken() called with $token™)
super.onNewToken(token)
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val context = SDKContextManager.getSDKContext() .context
if (token != null)
PushNotificationManager.getInstance(context).registerToken(token)

Configure Push Notifications in the Console

Use internal, SDK-built applications to send push natifications integrated with systems like FCM.

Procedure

1 Upload the application to Workspace ONE UEM.

2 Navigate to Apps & Books > Applications > Native > Internal and select the application from the
list view.

3 Select the Devices tab.

4 Select all the devices to which you want to send the notification.

5 Select Send Message to All or Send.

6 Select Push Notification for the Message Type.

7 Select the SDK-built application in the Application Name field the system uses to send push
notifications to selected devices.

8 Enter the message in the Message Body, complete the rest of the procedure, and send it to devices.

Send Push Notifications Through Internal Applications
with GCM and Workspace ONE UEM

If you use Google Cloud Messaging (GCM), you can send push natifications from applications uploaded

to the Workspace ONE UEM console to Android devices through GCM. Devices must have an SDK-built
application on it that supports push notifications.

Firebase Cloud Messaging (FCM) replaces GCM. This outlined process does not work for applications
that use FCM.

Prerequisites

Google has deprecated GCM as of April 10, 2018. See Code Apps to Use the SDK to Send Push
Notifications with FCM.

This feature requires Workspace ONE UEM console v9.5+.
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Procedure

1

To send notifications using GCM, configure GCM and get a sender ID and an API server key.

Option Description

Sender ID The GCM system generates this value when you configure an GCM API project.
The system uses the value to identify the package ID for the application.

API Server Key This key gets saved on application server to authorize the server to access Google
services. Enter this value when you upload the internal application to the
Workspace ONE UEM console.

These two values enable GCM, Workspace ONE UEM, the client, and the application to
communicate

The Client Gets a Registration Token from GCM. Call the registration APl on the client to register with
GCM. The client then sends the registration token to the Workspace ONE UEM console.Each client
has its own registration token. The console uses the registration token to identify the client for which
push notifications are sent through GCM servers.

Register the application with GCM using the directions at https://developers.google.com/cloud-
messaging/android/client.

Retrieve the sender ID and code it in the application class.
Retrieve the API server key and enter it in the console while uploading the app.

Call Register API on the client side to register the device with the GCM server and to retrieve the
registration token (GCM token).

The SDK beacon sends the token to the Workspace ONE UEM console. If you want to force sending
the token immediately, stop and restart the application.

Upload the Application to Workspace ONE UEM.
Send push notifications with Workspace ONE UEM from the Workspace ONE UEM console.

a Navigate to Apps & Books > Applications > Native > Internal and select the application from
the list view.

b Select the Devices tab.

c Select all the devices to which you want to send the notification.
d Select Send Message to All or Send.

e Select Push Notification for the Message Type.

f  Select the SDK-built application in the Application Name field the system uses to send push
notifications to selected devices.

g Enter the message in the Message Body, complete the rest of the procedure, and send it to
devices.
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Code Push Notifications in the Application

To use push natifications in your application and Workspace ONE UEM, code the support of push
notifications in the AWFramework module in the application class.

Use the PushNotificationContext Interface.

The AWFramework module provides an abstract AWApplication class that runs the
PushNotificationContext with default behaviors. Your application can override some of the methods to
intercept callbacks for additional actions or if it does not use the AWApplication class.

Follow this procedure to code support for push notifications if your application does not use the
AWApplication class.

Prerequisites

Google has deprecated GCM as of April 10, 2018. See Code Apps to Use the SDK to Send Push
Notifications with FCM.

m  Code the sender ID from GCM into the application class for push notifications to work.

= Add the API server key from GCM to the Workspace ONE UEM console when the admin uploads the
application.

Procedure

1 Override the registerForPushNotifications() method in the PushNotificationContext class and call
GCMManager.registerForPushNotifications(getApplicationContext());.

A call to registerForPushNotifications() initiates the GCM registration process.
2 Override getSenderlID() and return your application's corresponding sender ID.

3 Tointercept GCM registration and GCM push notification events, use the callbacks in
IPushNotificationReceiver.

4  If your application sends other push notifications besides those for Workspace ONE UEM, override
AWPushNotificationReceiver implementation and call super.

For details about specific Workspace ONE UEM actions, review AWPushNotificationReceiver.
Actions include uploading the registration token and checking for secure messages in the console.

If the application class overrides AWApplication and does not use push notifications for anything else,
do not override getPushNotificationReceiver().

5 To code that the application received a notification and to not use AWApplication's default behavior,
override onSecureMessageReceived(String message) with the desired behavior.

The default behavior is to display a notification in the notification bar with a Workspace ONE UEM
icon.
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APIs to Use Custom Certificates for Your SDK-Built Apps

The Workspace ONE SDK for Android provides APIs to retrieve custom certificate authority (CA)
certificates configured in the SDK profile and to perform trust validations based on these custom CA
certificates.

The admin configures trusted certificates as Credentials in the SDK profile. When the SDK fetches the
SDK profile, it also fetches and stores the CA certificates.

API to Retrieve CA Certificates

List<X509Certificate> caCerts =
SDKContextManager.getSDKContext () .getKeyStore() .getCACertificates();

API to Perform Trust Validations

Use the previous API with the following SDK provided API to perform trust validations on any X509
certificate.

m  Declaration

public boolean isTrusted(X509Certificate[] inputCerts, List<X509Certificate> trustedCerts)

in CertificateUtils class.
m  Parameter Explanation
The parameter inputCerts is the list of the X509Certificate chain that must be validated for trust.

The parameter trustedCerts is the list of CA certificates to compare against. If the inputCerts chain,
up to any of the CA certificates, is trustCerts, then this API returns true.

Build Custom X509TrustManager Objects

You can build custom X509TrustManager objects with the two APIs. You can use them with any
networking libraries (URLConnection, OkHttpClient) that require TLS/SSL trust.

X509TrustManager customTrustManager = new X509TrustManager() {
@Override
public void checkServerTrusted(X509Certificate[] chain, String authType) throws

CertificateException {

List<X509Certificate> caCerts =
SDKContextManager.getSDKContext () .getKeyStore() .getCACertificates();

if(!new CertificateUtils().isTrusted(chain, caCerts)) {
throw new CertificateException("Certificate chain not trusted");

}
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API| to Perform Certificate Classification

The SDK provides a new API to retrieve certificates based on the certificate use. It classifies all the
certificates configured in the SDK profile into four types.

m  Authentication

s CA
= Signing
= Encryption

The API classifies based on the Key Usage and Extended Key Usage attributes present in the
certificates.

m  Declaration

KeyStore authCerts =
SDKContextManager.getSDKContext () .getKeyStore() .getKeyStoreByUsage (SDKKeyStore.Certificate
Usage .AUTHENTICATION_CERTIFICATE);

m  Parameter Explanation

This API returns a java.security.KeyStore object which contains all key-pair entries classified as
authentication certificates.
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Set Up Gradle and Initialize the
AWNetworkLibrary

To integrate the AWNetworkLibrary, add the necessary dependencies to the Gradle project and initialize
the AWNetworkLibrary.

Procedure

1 Set up Gradle. Add all the dependency JARS and AARS from libs > AWNetworkLibrary >
Dependencies. For each AAR file, add an entry stating the name and EXT type.

dependencies {
... // In addition to AWFramework entries add the listed library
implementation (name:'AWNetworkLibrary-19.9’, ext:'aar')

2 |Initialize the AWNetworkLibrary.
a Follow the steps outlined in Initialize the AWFramework.

b In the extended AWApplication class, override getMagCertificateEnable() and return true to fetch
the certificate for the VMware Tunnel.

/ *k
* This method is overriden if your application supports fetch mag certificate during login
process.
* @return true if app supports fetch mag certificate.
*/
@0verride
public boolean getMagCertificateEnable() {
return true;

}

VMware, Inc.
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c Set GatewaySplashActivity as your main launching activity instead of SDKSplashActivity.

<activity
android:name="com.airwatch.gateway.ui.GatewaySplashActivity"
android:label="@string/app_name" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

d Extend GatewayBaseActivity at the activity level to support network features like tunneling and
integrated authentication in addition to AWFramework features.

Use the AWNetworkLibrary

The AWNetworkLibrary provides SDK capabilities like application tunneling and integrated authentication
using NTLM and SSL/TLS client certificates for various HTTP clients.

The AWNetworkLibrary does not require the use of Workspace ONE UEM-provided HTTP clients or
WebView to tunnel requests through the VMware Tunnel Proxy. Use common HTTP clients or the default
WebView. The AWNetworkLibrary also provides new APIs for NTLM or SSL/TLS integrated authentication
that you can use with available HTTP client APIs. Review the tables to see what methods have changed
to configure these features.

Applications using the existing provided HTTP Client and WebView classes do not require any changes.

Application Tunneling

Use Workspace ONE SDK provided HTTP clients to tunnel application traffic through the VMware
Workspace ONE Tunnel-Proxy.

Important SDK-built applications that use the VMware Tunnel-Proxy feature in the AWNetworkLibrary
must use the latest Workspace ONE SDK provided HTTP clients - AW wrapper classes. Use the
proveded clients to overcome a platform limitation introduced in Android Q. Android Q has removed
access to platform APIs used by the AWNetworkLibrary to authenticate requests from HTTP clients. Due
to this removal, authentication moved to the wrapper classes provided by the AWNetworkLibrary.
Authentication requires the wrapper classes.

Table 4-1. HTTP Clients for App Tunneling

HTTP Client Notes on Use Replaces

AWWebView Use the provided client directly, rather NA
than WebView.

AWWebViewClient Use the provided client to set NA
WebViewClient.
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Table 4-1. HTTP Clients for App Tunneling (continued)

HTTP Client

Notes on Use

Replaces

AWURLConnection

AWOKHttpClient

Use the provided client to get
HttpsURLConnection for certificates and
VMware Tunnel authentication.

URLConnection urlConnection =
AWUTrlConnection.openConnection(url)

Use the request
AWOkHttpClient.newCall(client:0kHttp
Client, request:Request).execute() to
run.

Integrated Authentication

AWHttpClient

This client is deprecated.

NA

Use APIs with various HTTP clients for integrated authentication using the NTLM method or SSL/TLS
client certificates. These APIs eliminate the need to provide HTTP clients in some cases.

Note Developers that use the existing APIs to achieve integrated authentication functionality do not

require any changes.

Note Find code samples that use the integrated authentication APIs in the IntegratedAuthActivity.java

file in the sample application.

Table 4-2. Comparison of Previous and Current Requirements for Integrated Authentication -

NTLM

Capability

Previous Requirements

Updated Requirement

Add support for NTLM integrated
authentication for HTTP clients.

Use AWHttpClient or
NTLMHttpUrIConnection as wrapper
classes.

m  For Apache HttpClient register an
NTLM AuthScheme and add an
AWAuthinterceptor request
interceptor.

m  For UrlConnection, there is no
change. Use
NTLMHttpUrIConnection.

m  For OkHttpClient, set an instance of
AWOkHttpAuthenticator as an
authenticator.

Add support for NTLM integrated
authentication for WebViews.

VMware, Inc.

Use AWWebView or
AWWWebViewclient.

No change. Use one of the listed

methods.

m  Set an instance of AWWebViewClient
as the WebViewClient for the
WebView.

m  Extend the AWWebViewClient class
and customize it for several methods.
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Table 4-3. Comparison of Previous and Current Requirements for Integrated Authentication -
SSL Client Certificate

Capability Previous Requirements Updated Requirement
Add support for SSL client certificate Use AWHttpClient and Use the API called AWCertAuthUtil. It
authentication for HTTP clients. AWUrlConnection. provides methods to construct an

SSLContext instance with the required
certificates for authentication. You can
then plug it into various HTTP clients like
Apache HTTP Client, URLConnection,
and OKHttpClient.

For example, for HttpClient, retrieve a list
of KeyManagers from the API
AWCertAuthUtil.getCertAuthKeyManager
s(). Use this list to construct an instance
of SSLContext. Obtain an instance of
SSLSocketFactory from the SSLContext
instance and use it in the HttpClient.

Add support for SSL client certificate Use AWWebViewClient. No change. Use AWWWebViewClient.
authentication with WebViews. Extend the class and override unneeded
behaviors.

SCEP Support to Retrieve Certificates for Integrated
Authentication

The Workspace ONE SDK supports the SCEP protocol, with limitations, to retrieve certificates for
integrated authentication.

To use SCEP certificates for your SDK-built application, ensure integrated authentication is enabled and
that SCEP is configured in the console as a certificate authority. Additionally, you must enable a feature
flag in the SDK to retrieve SCEP certificates. To enable this feature flag, set the <meta-data> attribute
under the <application> element in the application’s AndroidManifest.xml.

<meta-data android:name="scepEnable" android:value="true"/>

Supported SAN Information Types

The SDK fully supports the listed Subject Alternative Names (SAN) information types in certificate
attributes.

s dNSName

= ntPrincipalName

Note When you configure this information type, it displays as an entry nested under the otherName
attribute. Although otherName is not supported, ntPrincipalName is supported even as a nested entry
of otherName.

m  rfc822Name

m uniformResourceldentifier
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Supported with Correct Format

The Workspace ONE SDK supports the listed SAN information types but you must use the correct format
or the SDK ignores them.

m  jPAddress

m registeredID

Not Supported

The Workspace ONE SDK does not support the listed SAN information types. If you configure them, the
SCEP process fails.

s Custom

m  directoryName
m  ediPartyName
= GUID

m  otherName

m  x400Address

APIs for a Pending Status from the SCEP Certificate Authority

Use the SCEPCertificateFetcher method to modify SCEP certificate fetches to poll the SCEP server and
to refetch certificates when the server returns a pending status.

When using SCEP, some configurations set the SCEP certificate authority not to issue the certificate until
the request is approved. In this scenario, the authority returns a pending status to the SDK.

The Workspace ONE SDK for Android fetches SCEP certificates when you enable integrated
authentication and have SCEP configured as a certificate authority. However, if you want your application
to handle the listed scenarios, you must modify code.

= You want the application to handle a pending status result for a certification fetch.
= You want the application to know the result of the fetch and to act based on the result.

Ensure the Certificate Authority server handles retry requests. The SDK retries the fetch request based
on the parameters in the modified code or using the default behavior (retries every 5 milliseconds for 10
tries). If the server is not configured to handle retry requests caused by the pending status, the fetch
never finishes.

To handle the pending result and to poll the server to refetch, modify the SCEPCertificateFetcher method.

Procedure

1 Set the retry interval and maximum retry count.
/:'::‘:

* Sets the maximum number of retry attempts. Once this is elapsed, the pending status is
* cleared, polling stops and the next fetch results in a new SCEP request for a new
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%

;’:/
void setMaxRetryCount(int maxRetryCount) ;

certificate.

/ sk
* Sets the retry interval between fetch attempts (in seconds).
* /

void setRetryIntervalSeconds(int retryIntervalSeconds);

2 Pause and resume the polling mechanism.

Use the Activity Lifecycle methods so that the polling mechanism does not run when the application is
not in the foreground.

/ *k

* Triggers/resumes scheduled polling for fetching "Pending" certificates. To be called
* when the application is brought to foreground(in any Activity's onResume()).

*/

void triggerPolling(Q);

/ * %
* Pause polling for SCEP pending certificates. To be called when the application is
* sent to background (in any Activity's onPause()).
* /

boolean pausePolling();

/ *k

* Returns true if a SCEP certificate fetch is pending. This will be reset to false when the
* SCEP certificate polling results in a success or failure or if maximum number of attempts
* is exceeded.

*/

boolean isSCEPCertificatePending();

3 Register listeners to identify the SCEP certificate fetch result.

/ *k

* Register an implementation of {@link SCEPCertificateFetchListener} to listen for fetch
* results. Ensures that one instance is added only once. Unregister the listeners using

* {@link #unregisterFetchListener(SCEPCertificateFetchListener)} when callbacks are no longer
* /

void registerFetchListener(SCEPCertificateFetchListener statusListener);

required in order to prevent memory leaks of the listener implementation.

/ Kk
* Unregister the registered listener when callbacks are no longer necessary. This ensures
* /

void unregisterFetchListener(SCEPCertificateFetchListener statuslListener);

that the listeners are not leaked.

4 Obtain an instance of the SCEPCertificateFetcher using
SCEPContext.getInstance() .getSCEPCertificateFetcher().
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Example

Example of an Activity to Poll and Listen for SCEP Fetch Results
public class IntegratedAuthActivity extends AppBaseActivity implements View.OnClickListener{
private static final String TAG = "IntegratedAuthActivity";

private static final String SCEP_MAX_COUNT_KEY = "max_count";
private static final String SCEP_RETRY_INTERVAL_KEY = "retry_interval";

private SCEPCertificateFetchListener certStatusListener = new SCEPCertificateFetchListener() {
@Override
public void onResult(CertificateFetchResult certificateFetchResult) {
handleResult(certificateFetchResult);

I8

private SCEPCertificateFetcher certificateFetcher =
SCEPContext.getInstance() .getSCEPCertificateFetcher();

@Override

protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity_ntlm_and_basic_auth);

certificateFetcher.registerFetchListener(certStatusListener);
final SharedPreferences pref = PreferenceManager.getDefaultSharedPreferences(this);

//These values are fetched from SharedPreferences.

int maxCount = pref.getInt(SCEP_MAX_COUNT_KEY,
SCEPCertificateFetcher.DEFAULT_MAX_RETRY_COUNT);

int retryInterval = pref.getInt(SCEP_RETRY_INTERVAL_KEY,
SCEPCertificateFetcher.DEFAULT_RETRY_INTERVAL_SECONDS) ;

certificateFetcher.setMaxRetryCount(maxCount);

certificateFetcher.setRetryIntervalSeconds(retryInterval);

@0verride
protected void onResume() {
super.onResume();

if(certificateFetcher.isSCEPCertificatePending()){
certificateFetcher.triggerPolling(Q);

@0verride
protected void onPause() {
super.onPause();

pauseSCEPCertificatePolling();
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@0verride
protected void onDestroy() {
super.onDestroy();

certificateFetcher.unregisterFetchListener(certStatusListener);

private void handleResult(CertificateFetchResult result) {
switch (result.getStatus()){

case SUCCESS:
showSnackbar ("SCEP certificate fetch succeeded");
break;

case FAILURE:
String errorString = getErrorString(result.getErrorCode());
showSnackbar ("SCEP certificate fetch failed. " + errorString);
break;

case PENDING:
String messageString = getErrorString(result.getErrorCode());
PendingRetryDataModel retryDataModel = result.getPendingRetryDataModel();
String retryMessage = "Attempts remaining: " +

retryDataModel.getRetryAttemptsRemaining() +

". Time remaining for next retry: " +

retryDataModel.getTimeRemainingForNextRetryAttempt();
showSnackbar (messageString + " " + retryMessage);
break;

}
}
}
VMware, Inc.
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Run SDK-Built Applications on
Huawei Devices

End users must enable certain Huawei devices to run applications built with the Workspace ONE SDK.
This action allows the SDK-built application to communicate with Workspace ONE Intelligent Hub or with
Workspace ONE as part of the application's startup process.

If this setting is not enabled on certain Huawei devices, then the SDK-built application crashes when
launched if Workspace ONE Intelligent Hub or Workspace ONE are not actively running.

Procedure

1 On the device, launch the Tablet Manager or Phone Manager app.

2 Select the Auto-Launch option and Secondary Launch Management.

3 Enable Workspace ONE Intelligent Hub or Workspace for Secondary Launch.
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