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SCIM Provisioning from Okta to
VMware Workspace ONE Access

You can provision users and groups from Okta to VMware Workspace ONE® Access™ using the VMware
Workspace ONE application that is available in the Okta Integration Network (OIN). The VMware
Workspace ONE application uses System for Cross-domain Identity Management (SCIM) provisioning,
which is an open standard for automating the exchange of user identity information.

To configure SCIM provisioning from Okta to Workspace ONE Access, you perform prerequisite tasks in
Workspace ONE Access first and then configure the VMware Workspace ONE application in Okta.

This diagram shows a high-level overview of the provisioning process:
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1 Okta is configured to use the VMware Workspace ONE provisioning application.
2 Okta provisions the user to Workspace ONE Access using SCIM.
3 The AirWatch Provisioning adapter in Workspace ONE Access provisions the user to VMware

Workspace ONE® UEM, if Workspace ONE UEM is part of your Workspace ONE-Okta integration.

Note This document only covers SCIM user provisioning from Okta to Workspace ONE Access. If you
are also using Workspace ONE UEM and want to provision users from Workspace ONE Access to
Workspace ONE UEM, see Configuring AirWatch Provisioning App in VMware Workspace ONE Access.

Supported Features

The VMware Workspace ONE application in the Okta Integration Network supports the following features:
m  Create users
m  Update user attributes

m Deactivate users
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m  Create groups
= Add or remove group members
Note Using the same Okta group for assignments and for group push is not currently supported. To

maintain consistent group membership between Okta and Workspace ONE Access, you must create a
separate group that is configured to push groups to Workspace ONE Access.

Requirements

m A Workspace ONE Access SaaS tenant
= An Okta tenant
m  (Optional) Workspace ONE UEM SaaS tenant or version 19.09 for dedicated or on premise

= Download and install the Postman app.

About This Document

Follow the procedures in the order in which they are listed in this document. Before you configure the
VMware Workspace ONE application in the Okta Admin console, you must perform the following
prerequisite tasks in Workspace ONE Access:

m  Create a Remote Application Access Client.
m  Generate an OAuth bearer token (requires Postman).

m  Create a directory of type Other (requires Postman).

Related Documentation

m Integrating VMware Workspace ONE with Okta

m  Configuring AirWatch Provisioning App in VMware Workspace ONE Access
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Complete Prerequisites in
Workspace ONE Access

As the first step in configuring SCIM user provisioning from Okta to Workspace ONE Access, complete
the required prerequisite tasks in Workspace ONE Access. These tasks include creating a Remote App
Access Client, generating an OAuth bearer token, and creating a directory of type Other.

Some of these tasks require you to use the Postman app, so download and install the app from https://
www.getpostman.com before you begin.

This chapter includes the following topics:
m  Create Remote App Access Client
m  Generate OAuth Bearer Token

m Create a Directory of Type Other in Workspace ONE Access

Create Remote App Access Client

In the Workspace ONE Access console, create a Remote App Access Client.

Procedure

1 Log into the Workspace ONE Access console.

Click the arrow on the Catalog tab and select Settings.
Click Remote App Access in the left pane.

Click Create Client.

For Access Type, select Service Client Token.

For Client ID, enter an ID, for example, OktaSCIM.

Expand the Advanced section.

0 N oo o A~ WO DN

Click Generate Shared Secret.
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9 Update the Access Token Time-to-Live setting to a longer time than the default.

Important Setting the Access Token Time-to-Live setting to a longer time is important because
you will need to update the Okta configuration with a new bearer token in that time. For example, if
you choose one year, you will need to update the Okta configuration every year with a new bearer

token.
Create Client o
Access Type* | Service Client Token v
client D+ |OktaBCIM
Characters allowed are: alphanumeric (A-Z, a-z, 0-9) period (), underscore (_),
and hyphen (-) and at sign (@).
Scope* admin
Advanced W
Shared Secret | yrGLhxjvESsy0c2hUfecoyn2FVFsaaoZy2hlUgVch5JZzeCTU
Generate Shared Secret
Issue Refresh Token ¥ Refresh Token
Token Type Bearer v
Access Token Time-To-Live (TTL) |3 years (1 year is 365 days) v
Reifresh Token Time-To-Live (TTL) |90 days (1 day is 24 hours) v
Idle Token Time-to-Live (TTL) |4 days (1 day is 24 hours) v
* Required
Cance! Q

10 Copy the shared secret. You will need this later in the setup process.

11 Click Add.

Generate OAuth Bearer Token
After creating the Remote App Access client, generate an OAuth bearer token.

Prerequisites

Download and install the Postman app. You can download Postman from https://getpostman.com.

Procedure

1 Open a new tab in the Postman app.
2 For the HTTP method, select POST.
3 Forthe URL, enter:

https://tenanturl/SAAS/jersey/manager/api/connectormanagement/directoryconfigs
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Replace tenanturl with your Workspace ONE Access URL, for example:

https://example.vmwareidentity.com/SAAS/jersey/manager/api/connectormanagement/directoryconfigs

4 Click the Authorization tab and select OAuth 2.0 as the type.

TYPE

Inherit auth from parent a

Inherit auth from parent
No Auth
APl Key
\ Bearer Token
Basic Auth
Digest Auth
OAuth 1.0
OAuth 2.0
Hawk Authentication

NTLM Authentication [Beta]

Click Get New Access Token.
For Token Name, enter a name, such as Workspace ONE.

For Grant Type, select Client Credentials.

0 N o O

For Access Token URL, enter https://tenantURL/SAAS/auth/oauthtoken, where tenantURL is your
Workspace ONE Access tenant URL.

For example: https://example.vmwareidentity.com/SAAS/auth/oauthtoken

Note Workspace ONE Access was formerly called VMware Identity Manager. Old tenants have the
domain name vmwareidentity.com while new tenants have the domain name
workspaceoneaccess.com.

9 For Client ID, enter the Client ID that you set in Create Remote App Access Client.

10 For Client Secret, enter the secret that you set in Create Remote App Access Client.
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11 For Scope, enter admin.

GET NEW ACCESS TOKEN

Token Name W51 Prod
Grant Type Client Credentials hd
Access Token URL @ hteps:/fif-a wmwareidentity.com/SAAS/auth/oauthtoken

ClientID @ OkzaSCIM

Client Secret @ PasteYourSecretkeyHere
admin

Scope @

Send as Basic Auth header v

Client Authentication

12 Click Request Token.
A token is generated and displayed.

13 To verify that the bearer token was added, click the Headers tab and click hidden headers.

POST v | httpsi] .com/SAAS/jersey/manager/api/connectormanagement/directoryconfigs Save T
Params Authorization @ Headers (11) Body @ Pre-request Script Tests Settings Cookies Code
Headers

KEY VALUE DESCRIPTION Bulk Ed Presets v

The bearer token appears.

POST ¥ | httpsi// com/SAAS/jersey/manager/api/cannectormanagement/directoryconfigs Save ¥
Params Authorization @ Headers (11) Body ® Pre-request Script Tests Settings Cookies Code
Headers % Hide auto-generated h

KEY VALUE DESCRIPTION ulk Ed Presets v

I Authorization

Bearer eyJ0eXAiOi|KV1Qil

Cookie
Postman-Token
Content-Type
Content-Length
Haost
User-Agent
Accept
Accept-Encoding

Connection

(< << I < I < I < I < < RS

Content-Type

AWSALB=+GxIFUIZIu1NIMX49/1 cntFkXyBIO1xiN(

<calculated when request is sent>

<calculated when request is sent>
<calculated when request is sent>
PostmanRuntime/7.24.1

*ph

gzip, deflate, br

keep-alive

application/vnd vmware horizon.manager.connec

[7 Go to cookies

14 If the bearer token was not added, return to the Authorization tab and select your token from the
available tokens drop-down list and check again.
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Create a Directory of Type Other in Workspace ONE
Access

Use the Postman app to create a directory of type Other in Workspace ONE Access for your Okta users.

Procedure

1 Under Headers, set the Content-Type to:

application/vnd.vmware.horizon.manager.connector.management.directory.other+json

Tip Start typing in Content-Type in the Key column to select the Content-Type entry.

» Create OTHER Directory
POST v {{ur)}/SAAS/jersey/manager/api/connectormanagement/directoryconfigs

Headers (1) °
¥ Headers (1)

KEY VALUE DESCRIPTION

Content-Type application/vnd vmware.horizon.manager.connector.m...

2 Click the Body tab.

3 Use the following as a sample and click Send.

{

"type":"OTHER_DIRECTORY",
"domains": ["OKTA.COM"],
"name":"Okta Universal Directory"

}

Note Make sure that your domain is unique within your tenant.

You should see a result similar to the following:

“directoryConfigurationld": "22a379a5-3385-4329-85bb-1941bBef7a1s",
"userStoreld™: "c77lasfc-alg7-41a2-5208-d134f9dc2al7",

-user-attribute-definitions”:
"1 "/SAAS/jersey/manager/api/connectormanagement /directoryconfigs/22a379a5- 3385 -43a9-83bb-1941b8ef 7219 /userattributedefinitions”
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Configure the VMware
Workspace ONE Access
Application in Okta

In the Okta Admin console, add the VMware Workspace ONE application from the Okta catalog, then
configure the application.

Procedure

1 Log into the Okta Admin console.

2 Click Applications > Applications.

3 Click Add Application.

4  Search for the VMware Workspace ONE application.
5

Select VMware Workspace ONE under Integrations.

Ei Add Application Create New App

Q) VMware Workspace ONE X
AP Ement
CATEGORIES
Virtual Workspaces
Workplace Innovation Platforms

Workforce Management

VPN 21 Workflow Management

Private Apps Workload Automation

RATIONS

I VMWare Workspace ONE I

Workspace
VMware Partner Network
VMware Horizen View VDI

workspace com

VMware, Inc.
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SCIM Provisioning from Okta to VMware Workspace ONE Access

6 Click Add.

vmwarg

Werksgace™ ONE™

CATEGORIES
Productivity
Apps

LAST UPDATE
2019-10-15T09:26:29

VMWare Workspace ONE

Overview

Workspace ONE is a digital workspace productivity platform combining UEM, Access, and app virtualization services into a
single unified workspace and device management service. Integrating Okta via SAML with Workspace ONE allows for
Okta-powered authentication 1o Workspace ONE, which maintains consistent policy and SSO for customers who also
manage login 1o Workspace ONE catalog apps with Okta. By adding SCIM integration with Okta UD in addition, hybrid
directory and cloud directory users will now have full access to the Workspace ONE experience for the first time.

Capabilities
Access Provisioning

 SAML

7 Inthe Base URL text box, enter your Workspace ONE Access URL.

For example: https://example.vmwareidentity.com

3 Add VMWare Workspace ONE R

o General Settings

General Settings

Application label

Base URL

Application Visibility

Cancel

8 Click Done.

VMware, Inc.
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General settings

VMWare Workspace ONE

B Do not display application icon to users

' Do not display application icon In the Okta Mobile App
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9 Click the Provisioning tab and click Configure API Integration.

vmwere © | VMWare Workspace ONE TEST2

Workspace” ONE

Active v @) L Vewlogs
Sign O Provisioning

SETTINGS

Integr

sioning is not enabled

re API Integration

10 Select the Enable API Integration check box.

vmwere © | VMWare Workspace ONE TEST2

Workspace” ONE

Active v @) L Vewlogs

Sign O Provisioning

Cancel

O Enable APl integration

11 In the API Token text box, paste the bearer token that you created in Generate OAuth Bearer Token

with Postman.

Access Token 0eXAIOJKV1 QILCIhbGCIOSUz11NiJ9. eyjqd GkiON3Zjc0Z) Y3MCOxZDYxL TRKY2MYWRKZCOwYzVhZDIOZGR
TELCwernAiOijPa3RhUON]TUBEUOFTIwiZGOtYWluljoiU3tzdGVU ERvBWFpbilsinVzZX)faWQiOilxMjM10D)
1 0CIsImF1 dGhfdGRZSIEMTU2NIzN2A2MSwiaXNzljoiaHROCHMGLyOke2Fzl nZed2FyZWIKZWS0aXR5LmNvb|
SO TQUFTL2F1dGRIL JhdWQiOijodHRwezovl ZRzYXMudm 13Y)glaWRIbnRpdHkuY29tL 1NBQVMYYXVDaCvY,
pVOaHRva2VuliwiY3R4joiW3tdm1 0ZFwiOlwidXJuOm9hc2lzOmShbWVzOnRjOINBTUWEMidwOmFjOmNs)
2ZXMBUGF2c3dvemRQem90ZWNOZWRUcmFuc3BuenRelixclmihdFwiOfE1 NjYyMzowNjEsXQlpZwiOjgyOD

SMixcinRSCFWIOMINMIJOGITYjcNESYSO0ZjM1 LTgxMDkeZ DFmOTFmY2UzN2RKXCIXSIsInNjcCIBImFKbW)
JuliwiaWRwljoiM ClsimVibC16/k9BdXRoQ 2xpZW50X09rd GFTQOINQG SvermVwbHiu Y29tiwiY 21kl joi T2t0YVND
SUDIL CJkaWQIOHiL CJ3aWQiOHliL ClydWacylBeylleHBpenkiOJEZNAAND UwNjEsin] 1 bGValjpbeylyZXNwdXjZX
iOlsikGJdLCJhY3Rpb25zljpblioiXSwiY29uZ GiaWducylEbnVsbCwiYWR2a WNIljpudWasfV0slmxpbmsiOmS1
bGXOLCJleHAIOJEZNAGNDUWNEsImIhdCIGMTUZNjzNzAZMSwic3ViljoiMTYxNTYzOWMEZmY3ZS00NDgyLT

VMware, Inc.
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12 Click Test API Credentials and ensure that you see a successful message before proceeding.

n VMware Workspace ONE was verfied successfully!

¥ Enable APl integration

API Token

Test API Credentials

13 Click Save.
14 Click the Edit button.

Provisioning
SETTINGS
- e
okta - .7
To Okaa
Integration Provisioning to App Ednt
Create Users

default username

Deactivate Users

VMware, Inc.
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15 Select the Enable check boxes for Create Users, Update User Attributes, and Deactivate Users,
then click Save.

General Sign On Mabile Provisioning Import Assignments Push Groups

SETTINGS

okta =» 7%

To Okta

Integration Provisioning to App Cancel

Create Users Enable

Creates or links a user in VMware Workspace when assigning the app to a user in Okta

The default username used to create accounts Is set to Okta username prefix.

Update User Attributes Enable

Future attribute changes made to the Okta
orkspace ONE,

Enable

are Wo!
be reactivated if the app Is reass

16 Scroll down and edit the domain attribute.

domain Group "okta.com” Create y

X

domain

17 Edit the domain so that it matches the domain you used when you created the directory in Create a
Directory of Type Other in Workspace ONE Access.

VMware Workspace ONE - domain

Artribute value Same value for all users  » okta.com

Apply on (@) Create

Create and update

18 Click Save.

What to do next
SCIM provisioning set up is complete.

Go to the Assignments tab in the VMware Workspace ONE application and assign the application to
users or groups. When you assign the application to a user, the user is created in Workspace ONE
Access. When you remove the application for a user, the user is disabled in Workspace ONE Access.

VMware, Inc.
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You can go to the Push groups tab in the VMware Workspace ONE application to push groups to
Workspace ONE. When you push a group, the group is created in Workspace ONE Access and the group
membership is pushed. Members of the group must already be assigned the Workspace ONE Access
application.

Note Using the same Okta group for assignments and for group push is not currently supported. To
maintain consistent group membership between Okta and Workspace ONE Access, you need to create a
separate group that is configured to push groups to Workspace ONE Access.

VMware, Inc. 16



Known Issues with the Okta and
Workspace ONE Access SCIM
Integration

The Okta and Workspace ONE Access SCIM integration currently has the following known issues.

Known Issue: When you push groups from Okta to Workspace ONE using the Push now command, you

might get an error.

Jan 10, 2020 2 Acty

-+ e 0
01345 AM
Deactivate group push
@ Unlink pushed group
> Push now
Solution: Click the Retry All Groups button.
@ Push Groups » 2. Refresh App Groups # Bulk Edn Ee]
Group In Okta Group In VMware Workspace ONE Last Push Push Status

1group has an error. Click Retry All Groups to re-push all groups that have an error. I. Retry All Groups

Show Errors

Known Issue: When you delete a user in Okta, the user is disabled in Workspace ONE Access.
However, if you recreate the user with the same attributes in Okta again, instead of a new user being
created in Workspace ONE Access the old user is updated.

Solution: If you delete a user from Okta, also delete the user from Workspace ONE Access using the
SCIM API and from Workspace ONE UEM using the administration console.

VMware, Inc. 17
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To delete the user in Workspace ONE Access, use the following API:

DELETE /SAAS/jersey/manager/api/scim/Users/userID
Host: WorkspaceONEAccessTenantFQDN
Authorization: Bearer token

Workspace ONEAccessTenantFQDN is your Workspace ONE Access tenant's fully qualified domain
name, such as example.vmwareidentity.com, and user/D is the user ID that you want to delete.

For example:
DELETE https://myaccess.example.com/SAAS/jersey/manager/api/scim/Users/123456

Known Issue: User groups created from Okta are associated with the System domain in Workspace
ONE Access instead of the actual domain and are not associated with the directory that you created for
Okta.

Solution: First, create the group with the correct domain name in Workspace ONE Access manually
using the SCIM API, then link the group to the VMware Workspace ONE application in the Okta Admin
console.

For detailed information, see the blog post Fixing Group Issues with Okta SCIM for VMware Cloud
Services Customers.

VMware, Inc.
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Troubleshooting the Okta and
Workspace ONE Access SCIM
Integration

Use this information to troubleshoot some of the common errors that can occur with the Okta and
Workspace ONE Access SCIM integration.

Error: “ERRORS REPORTED BY REMOTE SERVER: REQUIRED USER ATTRIBUTES:
[DISTINGUISHEDNAME] ARE MISSING.”

Solution: distinguishedName is set as a required attribute in Workspace ONE Access. Deselect the
Required check box in the Workspace ONE Access Identity & Access Management > Setup >
User Attributes page.

Error: “ERRORS REPORTED BY REMOTE SERVER: USER CREATION IS NOT SUPPORTED FOR
SPECIFIED DIRECTORY ID.”

Solution: You are attempting to create a user in a directory that is not of type Other. Verify that when
you completed the prerequisites you did not use a domain that is used by another directory. It is
possible that the domain was used for Just-in-Time (JIT) users. If so, you must create another
directory of type Other with a unique domain.

Error: “ERRORS REPORTED BY REMOTE SERVER: USER DOMAIN NAME SPECIFIED FOR THE USER
RESOURCE DOESN'T BELONG TO THE DIRECTORY.”

Solution: The domain you configured in the attribute mapping in Okta does not match the domain for
the directory created in Workspace ONE Access. Ensure that they match.

Error: AUTOMATIC PROVISIONING OF USER <USERNAME> TO APP VMWARE WORKSPACE ONE
FAILED: MATCHING USER NOT FOUND.

Solution: The Create Users and Deactivate Users settings are not enabled in the Provisioning tab
of the VMware Workspace ONE app. Go to the Provisioning tab, click Edit, and select the Enable
check box for Create Users and Deactivate Users.

VMware, Inc. 19
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