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Secure Deployment of vRealize Log 
Insight 
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Verify the Integrity of Installation Media 

Procedure 

 
◆ 

 

Hardening the Deployed Software Infrastructure 
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Hardening the VMware vSphere Environment 

Verify Third-Party Software 

VMware Security Advisories and Patches 

http://www.vmware.com/security/hardening-guides.html
http://www.vmware.com/security/hardening-guides.html
http://www.vmware.com/security/hardening-guides.html


Secure Configuration of vRealize Log 
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Secure the vRealize Log Insight Console 

Prerequisites 

 

Procedure 

 
 

 

 

 

 

Enabling FIPS 140-2 

◼ 

◼ 

 https://<VRLI IP>/admin/general

 



 

 

◼ 

 https://<VRLI IP>/admin/general

 

 

 

Change the Root Password 

pam_cracklib 

/etc/pam.d/system-password enforce_for_root 

pw_history /etc/pam.d/system-password 

/etc/security/opasswd 

Prerequisites 

 

$6$

 

POST /api/v1/fips 

1. Request Body: '{"enabled": true}' 

2. Response code: 200 

GET /api/v1/fips 

1. Response Body: '{"enabled": true}'  

2. Response code: 200 



Procedure 

 
 # passwd 

 # more /etc/shadow 

 passwd 

Manage Password Expiry 

Procedure 

 
 # more /etc/shadow 

 # passwd -x 365 root 

root 

Managing Secure Shell, Administrative Accounts, and Console 

Access 



Secure Shell Root User 

/etc/ssh/ 

sshd_config 

pam_wheel 

# service 

sshd restart 

Enable or Disable Secure Shell on a vRealize Log Insight Node 

Procedure 

 
 

 

 #systemctl is-enabled sshd 

 #systemctl enable sshd 

 # systemctl start sshd 

 # systemctl stop sshd 



Create a Local Administrative Account for Secure Shell 

AllowGroups su 

Procedure 

 
 

AllowGroups 

-G wheel,sshd

 

su 

 /etc/ssh/sshd_config 

(#)PermitRootLogin yes PermitRootLogin no

What to do next 

 

su root /etc/securetty 

tty1 console

Restrict Secure Shell Access 

/etc/hosts.allow sshd: ALL : ALLOW

 

# useradd -d /home/vrliuser -g users -G wheel –m 

vrliuser # passwd username 

# su – username 

username@hostname:~>passwd 



Procedure 

 
 /etc/hosts.allow 

 

 

 

Maintain Secure Shell Key File Permissions 

Procedure 

 
 /etc/ssh/*key.pub

 

 

 /etc/ssh/*key

 

 

Harden the Secure Shell Server Configuration 

/etc/hosts.allow 

sshd:127.0.0.1 : ALLOW 

sshd: [::1] : ALLOW 

sshd: 10.0.0.0 :ALLOW 



Procedure 

 
 /etc/ssh/sshd_config 

 

Harden the Secure Shell Client Configuration 

Procedure 

 
 /etc/ssh/ssh_config



MACs hmac-sha1 

 

Disable Direct Logins as Root 

su root 

Prerequisites 

 
◼ 

◼ 

Procedure 

 
 /etc/securetty 

 tty1 console

Set Boot Loader Authentication 

Upgraded from 4.8 



Freshly Deployed 8.x 

Monitor Minimal Necessary User Accounts 

Procedure 

 
◆ host:~ # cat /etc/passwd 



Monitor Minimal Necessary Groups 

Procedure 

 
◆ <host>:~ # cat /etc/group 

root:x:0: 

bin:x:1:daemon 

sys:x:2: 

kmem:x:3: 

tape:x:4: 

tty:x:5: 

daemon:x:6: 

floppy:x:7: 

disk:x:8: 

dialout:x:10: 

audio:x:11: 

video:x:12: 

utmp:x:13: 

usb:x:14: 

cdrom:x:15: 

adm:x:16: 

messagebus:x:18: 

systemd-journal:x:23: 

input:x:24: 

mail:x:34: 

lock:x:54: 

dip:x:30: 

systemd-bus-proxy:x:72: 

systemd-journal-gateway:x:73: 

systemd-journal-remote:x:74: 

systemd-journal-upload:x:75: 

systemd-network:x:76: 

systemd-resolve:x:77: 

systemd-timesync:x:78: 

nogroup:x:65533: 

users:x:100: 

sudo:x:27: 

wheel:x:28:root 

sshd:x:50: 

named:x:999: 

vami:x:1000:root 

smmsp:x:26: 

ntp:x:87: 

rpc:x:31: 

nobody:x:998: 



 Configure NTP on VMware Appliances 

 

 /etc/ntp.conf 

Procedure 

 
 /etc/ntp.conf 

 root:root

 0640

 

/etc/ntp.conf 

 

Disable the TCP Timestamp Response on Linux 

restrict -4 default kod nomodify notrap nopeer noquery 

restrict -6 default kod nomodify notrap nopeer noquery 

restrict 127.0.0.1 

restrict -6 ::1 

http://support.ntp.org/bin/view/Main/SecurityNotice
http://support.ntp.org/bin/view/Main/SecurityNotice


 

Procedure 

 
◆ 

 net.ipv4.tcp_timestamps 0 sysctl -w 

net.ipv4.tcp_timestamps=0 

 ipv4.tcp_timestamps=0 sysctl.conf 

TLS for Data in Transit 

Configure Strong Protocols for vRealize Log Insight 

Verify the Correct Use of Protocols in Tomcat 

1 grep sslProtocol /usr/lib/loginsight/application/3rd_party/apache-

tomcat-{X}/conf/server.xml | grep -v '#' 

 

2 /usr/java/jre-vmware/lib/security/java.security

jdk.tls.disabledAlgorithms  

 jdk.tls.disabledAlgorithms=SSLv3, RC4, DES, MD5withRSA, DH, DHE, EC 

keySize < 224, 3DES_EDE_CBC, anon, NULL, RSA keySize < 512, DESede, TLSv1, 

TLSv1.1, TLS_RSA_WITH_AES_256_CBC_SHA, TLS_RSA_WITH_AES_256_CBC_SHA256 

3 systemctl restart tomcat 

Configure vRealize Log Insight to Use Strong Ciphers 



Using Strong Ciphers 

Verify the Correct Use of Cipher Suites in Tomcat 

4 /usr/lib/loginsight/application/3rd_party/apache-tomcat-

X/conf/server.xml 

 

Application Resources That Must be Protected 

Procedure 

 
 find / -path /proc -prune -o -type f -perm /6000 -ls 

 find / -path */proc -prune -o -nouser -o -nogroup  

 find / -name "*.*" -type f -perm -a+w | xargs ls -ldb 



Others 

 find / -path */proc -prune -o ! -user root -o -user admin -print 

root 



 Tomcat Configuration 
 
Disable Web Directory Browsing  

Procedure 

◆  

a grep -A 1 <param-name>listings  

/usr/lib/loginsight/application/3rd_party/apache-tomcat-{X}/conf/server.xml 

. . 

b <param-value> false 

Verify Server Tokens for the Tomcat Server 

ServerTokens Prod ServerTokens Prod

 

Disable Configuration Modes 

Managing Nonessential Software Components 



Secure the USB Mass Storage Handler 

Procedure 

 
 /etc/modprobe.d/modprobe.conf 

 install usb-storage /bin/false 

 

Secure the Bluetooth Protocol Handler 

Procedure 

 
 /etc/modprobe.d/modprobe.conf 

 install bluetooth /bin/false 

 

Secure the Stream Control Transmission Protocol 

Procedure 

 
 /etc/modprobe.d/modprobe.conf 

 

install sctp /bin/false 

 

 



Secure the Datagram Congestion Control Protocol 

Procedure 

 
 /etc/modprobe.d/modprobe.conf 

 

 

Secure Reliable Datagram Sockets Protocol 

Procedure 

 
 /etc/modprobe.d/modprobe.conf 

 install rds /bin/false 

 

Secure the Transparent Inter-Process Communication Protocol 

install dccp /bin/false 

install dccp_ipv4 /bin/false 

install dccp_ipv6 /bin/false 



Procedure 

 
 /etc/modprobe.d/modprobe.conf 

 install tipc /bin/false 

 

Secure Internet Packet Exchange Protocol 

Procedure 

 
 /etc/modprobe.d/modprobe.conf 

 install ipx /bin/false 

 

Secure AppleTalk Protocol 

Procedure 

 
 /etc/modprobe.d/modprobe.conf 

 install appletalk /bin/false 

 

Secure DECnet Protocol 

 

 



Procedure 

 
 /etc/modprobe.d/modprobe.conf 

 install decnet /bin/false 

 

Secure Firewire Module 

Procedure 

 
 /etc/modprobe.d/modprobe.conf 

 install ieee1394 /bin/false 

 

Kernel Message Logging 

kernel.printk /etc/sysctl.conf 

◼ console loglevel

◼ default loglevel

◼ 

◼ 

◼ define KERN_EMERG "<0>" /* system is unusable */ 

 

◼ define KERN_ALERT "<1>" /* action must be taken immediately */ 

 

◼ define KERN_CRIT "<2>" /* critical conditions */ 

 

◼ define KERN_ERR "<3>" /* error conditions */ 

 

◼ define KERN_WARNING "<4>" /* warning conditions */ 

 

◼ define KERN_NOTICE "<5>" /* normal but significant condition */ 

 

◼ define KERN_INFO "<6>" /* informational */ 

 

◼ define KERN_DEBUG "<7>" /* debug-level messages */ 

 

kernel.printk 3 4 1 7 kernel.printk=3 4 1 7 

/etc/sysctl.conf 

 



Open Ports on Log Insight Host 

Revoking an Agent 

Patching and Updating the vRLI Agent 

Verify Server User Account Settings 

https://ports.vmware.com/home/vRealize-Log-Insight


Network Security and Secure 
Communication 

 
 
 

 

◼ 

◼ 

Configuring Network Settings for Virtual Application 

Installation 
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# cat 

/proc/sys/net/ipv4/icmp_echo_ignore_broadcasts

1

# grep [01] 

/proc/sys/net/ipv4/conf/*/proxy_arp|egrep 

"default|all" 

net.ipv4.conf.all.prox

y_arp=0  

 

net.ipv4.conf.default.

proxy_arp=0

# grep [01] 

/proc/sys/net/ipv4/conf/*/accept_redirects|egr

ep "default|all" 

net.ipv4.conf.all.acce

pt_redirects=0  

 

net.ipv4.conf.default.

accept_redirects=0 

# grep [01] 

/proc/sys/net/ipv6/conf/*/accept_redirects|egr

ep "default|all" 

net.ipv6.conf.all.acce

pt_redirects=0  

 

net.ipv6.conf.default.

accept_redirects=0 

# grep [01] 

/proc/sys/net/ipv4/conf/*/send_redirects|egrep 

"default| all" 

net.ipv4.conf.all.send

_redirects=0  

 

net.ipv4.conf.default.

send_redirects=0 

# grep [01] 

/proc/sys/net/ipv4/conf/*/log_martians|egrep 

"default| all" 

net.ipv4.conf.all.log_

martians=1  

 

net.ipv4.conf.default.

log_martians=1 

# grep [01] 

/proc/sys/net/ipv4/conf/*/rp_filter|egrep 

"default|all" 

net.ipv4.conf.all.rp_f

ilter=1  

 

net.ipv4.conf.default.

rp_filter=1 

# cat /proc/sys/net/ipv4/ip_forward net.ipv4.ip_forward=0 

# grep [01] 

/proc/sys/net/ipv4/conf/*/accept_source_route|

egrep "default|all" 

net.ipv4.conf.all.a

ccept_source_route=

0 

 

net.ipv4.conf.defau

lt.accept_source_ro

ute=0 

# grep [01] 

/proc/sys/net/ipv6/conf/*/forwarding|egrep 

"default|all" 

net.ipv6.conf.all.forw

arding=0  

 

net.ipv6.conf.default.

forwarding=0 

# cat /proc/sys/net/ipv4/tcp_syncookies net.ipv4.tcp_syncookie

s=1 

# grep [01] 

/proc/sys/net/ipv6/conf/*/router_solicitations

|egrep "default|all" 

net.ipv6.conf.all.rout

er_solicitations=0  

 

net.ipv6.conf.default.

router_solicitations=0 

Configuring Ports and Protocols 



Minimum Default Incoming Ports 

https://ports.vmware.com/home/vRealize-Log-Insight


 
 
 
 
 
 
 
 

 

Auditing and Logging on your 
vRealize Log Insight System 

 
 

 

◼ 

◼ 

◼ 

Securing the Remote Logging Server 

Use an Authorized NTP Server 
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Client Browser Considerations 


